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RERFRES , MALEHFRAIERE,

MREEMER X-Ray ABEEN, EHEAWS RirES K MAFTRBELRE X-Ray HEARAERBE
BWEX , FBER X-Ray BREBEEH.

MEFEINEENFFEERNR , 5528 £ AWS Distro for OpenTelemetry #l X-Ray SDKs,

£ ADOT SDK

SDK ADOTR —#HB MR IBEE APIs, BXEMRERER , TEREEXEZRKRE. ADOT X&E
AWS | BEZEZBMRERER , WiRHOpenTelemetrytt B EN X ERKERBERE, £/
ADOT BRE#RBALHERRENX , WKRERAR., FEER. BENER., BEATLFER ADOTR
ELJRERAS , WAR1E CloudWatch F ISR EE R,

WMRIEMER ADOT SDK , RIET3EE |, WHEE KEREKN !

« B CloudWatch X322 XA ADOT SDK - EZE &R,

« B ADOT Collector £/ ADOT SDK - M1 RIEEERE AWS % E L 2 MM S 10 58 A SE i i 2 3
R K BREA .

EEH ADOT SDK , F#H1T T 5IE4E :

. [ ADOT SDK BAEHERRR . MEXMET , HSB ADOT Bl x4 hERBHESHNT
.

AREADOTH SRR I EE R E,

f£F ADOT SDK 8


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/introduction
https://aws-otel.github.io/docs/introduction

AWS X-Ray EEIN=E1=

ADOT WEERKBI BN ERE , SREBEELEADOTHEPIEENRIK, ADOTALUEEREEE
ZE&E , 25 BINKIERE AWS |, NTBAR -
4 N

Instrument your Configure the ADOT

Your application . . :
PP application with the collector for data

ADOT SDK Expnrt

[

ADOT Collector
gathers data

Backend

Backend

o S

AWS %EHJ?E%TADOTJ«X%E@IJJ““ iﬁﬁﬁi OpenTelemetry RERE— . FEENERMAKRETE
ADOTRUHAREANEBMN —H2. ADOTXELERENRFES , BETHIER .

+ Go

+ Java

» JavaScript
* Python

« NET

* Ruby

+ PHP

MREFEAHRZ Python , ADOTAILBBRALHERARER. HERKER ADOT,
OpenTelemetry Collector /T FIAPI, AWS OpenTelemetry

£52:F¥ Distro for

/A X-Ray SDK

X-Ray SDK 2 —# AWS APIsFIFZX & , AT# AWS ERMEEER IR, £/A X-Ray FBEEMH KR
AENERAEXLINEERER, SEEEM X-Ray BREFRKRERFHERER,

MREERANRE X-Ray RBEH , BB TIER , TEE RBERX .

/A X-Ray SDK 9


https://opentelemetry.io/docs/
https://github.com/orgs/aws-observability/projects/4
https://aws-otel.github.io/docs/introduction
https://aws-otel.github.io/docs/getting-started/collector

AWS X-Ray FMBABER

- ¥l A X-Ray BB EH AWS X-Ray i BiEs - IRETBEFEARENE , FEHEE,

« ¥E CloudWatch REREXEA X-Ray BHEEHK - ( #EZE ) CloudWatch RIEEXE X-Ray FHRE
HHEAE.

HEfEM X-Ray BRBEEMH , FHITTHEME

« £ X-Ray SDK # R ERAER,
- BREWESRUEFAKREERNME, B LER CloudWatch REBER B X-Ray BN RKEE
&R

WESRIREENKIEHERE  eFEEEAEREREBERENBEPIEEN AWS &k, X-Ray SDK
QRS ERMEIAE AWS &% , N TEFIR :

7
r ] ]
Instrument your Choose an
icati e q t or CloudWatch collects
Your application application with the agen trace data
X-Ray SDK collector
[ ]
X-Ray daemon
collects trace data
‘ AWS Backend I( <
N J

MREERNRE Java , BULUER X-Ray BREHBBRAZHERAER, ZEMKRER X-Ray [
BEMNH  F2RETIEXNRTEZSHEBRNESE !

+ Go

* Java

* Node.js
* Pyth

pa

m

ATZ
S

* Ruby

/A X-Ray SDK 10



AWS X-Ray FMBABER

ERAEEE

MREREBRAERENE (GUI) FEZLONRE , FEA 24, YIRER X-Ray BERE R
ERAALTEENRBRRRERE  EHTERER. EUTNEREETEEHMTTIERE

- A X-Ray.

- REEARAMENESREE.
- REEARINEERE,

. BBl EPE R,

- RREXEMME,

&R LA R Amazon CloudWatch E£#4& |, #8ik A https://console.aws.amazon.com/cloudwatch/ : //
Amazon CloudWatch & , % X-Ray & , #8it A https://console.aws.amazon.com/xray/
home : //www.microsoft.com , & X-Ray B &,

{5/ Amazon CloudWatch £ 4&

CloudWatch £ AFE#% X-Ray T A EHRFTH X-Ray e , BLRERRMWFER, WREFEH
CloudWatch £384& |, AL 4R CloudWatch HEEMISIZLAR X-Ray BHEER, A CloudWatch
FEAERBEMFTER , ST/ THIEE -

« X-Ray BHt - @R, SN MEBRBEHNEAREEBNER K RATCTREFR, FHAELEH
RERSIEE, HEHER  URREENEARXITERE. REERLBENRELE K UEFE
ARATHERENRELER,

- B -, sWNEERARXELN A, £/ BRHERETHRESE , IREBEEFE

)
AR TE B

. B - ERAERRENEEIRTAECNEE  WENERANERRRNKE. EERARES
BEE,

. BRE@BAEHRRE - ERIEEREAATE  URERREOEERENRE  SETBILE
AR, AWS EAMRB A S,

- THIEA X-Ray T2 ABBHFIHH X-Ray T ANAFENEE,

W CloudWatch £ AMFFMER , 5828 Amazon CloudWatch AF9,

& A Amazon CloudWatch ¥ #& , #8it A https://console.aws.amazon.com/cloudwatch/ : //https : //
Amazon CloudWatch £ A,

ERTEA 7


https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/xray/home
https://console.aws.amazon.com/xray/home
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/GettingStarted.html
https://console.aws.amazon.com/cloudwatch/

AWS X-Ray EEIN=E1=

{F/ X-Ray £# A

X-Ray T AREEARXBRN s HNER, NMECEAEFHEN TR ABRITEETHEHER

B, BEA X-Ray T2 A. AWS 7B X-Ray £ A, X-Ray TRASTE T 58 H AL

FERAREXHIIEE

- AR - BEBERAERARANEFNER , XHRHBREFRE, Insights BT CloudWatch T A
Insights T, MFEFHMEF , 528 PEA X-Ray Insightsf£ X-Ray £#E &,

- REMRH - RREAERXNELEBRAEERFiR., ER. REMMBKENELR.

- Bt - EERARAEREFREMEENERSE. EABRERNET HEREREX MY
EXREFEHT  SRHTTPREME LR,

« O - ERAEERES MR BFRERE. KRN TERER,
- HRE-BUEFERNEE T 5IEBWERERE
- B -BURA ERRREARAUNGEREFANER, WFEFMET  F2HEE £/ X-

=S

Ray & HEREMERL,
- INZE - ERETIUER BRIEANTWRNBFEER AWS Key Management Service,

- Bl - ERABRREREARERESE RIENEREE  fl0 URL NEBRE KR, NF
FHNER  FEREERERE,

EA X-Ray 84 , #8it A https : //https://console.aws.amazon.com/xray/home.

®E X-Ray X#£ A&

£/ X-Ray T ARBEAREXNREHOFROBBRFNEEER , IRREFENBRERL L
RASKEBHREEE X-Ray WA,

(® Note

X-Ray Service BT H] CloudWatch ServiceLens B§T 24 #t ] Amazon CloudWatch £32 &
M9 X-Ray BHtERETH, BARK CloudWatch 3% & , RERELAIEEEKIEIE X-Ray BHE T
B HERR ST,

CloudWatch B 1E8& Application Signals , A RZMEZENERAERNRE. AF

%, Synthetics Canary MR, EF Application Signals E& R FERRELE |
BIFENRE SR EE (SLO) RREMEAREBIERE , WRA THEEEN X-Ray BRI ARSERF
B SR SEHERR

A X-Ray Ei2 A 12


https://docs.aws.amazon.com/xray/latest/devguide/aws-xray-interface-console.html#xray-console-groups
https://console.aws.amazon.com/xray/home
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html

AWS X-Ray EEIN=E1=

FE X-Ray FZAEHZEHRRS , ER X-Ray EABRXNELNERERELR JSON RBE TR
BUERT. REASKRFHFSEEEFRNVEAEXNBRBER. KRFRTRW LEAFIRER , UKk
REEEFRBEPEAZXAMER web RBRERN T RBERER, ERH b EE 7T R17ER
FMEMFMEET , URRERFEMBERAL

¥R X-Ray N ERAEER , WEN TS FH CloudWatch =2 & HEITHLE,

##3& X-Ray # CloudWatch £#& &
. {£/ X-Ray &Mt 5T

- BRAREMFEMFFEERA
- EABERTERER

- BIRFIERE

- EREHESRERER
- ERIEERGE

. £/ X-Ray JA%

« B Analytics A EH)
- RRE B

- RRE BRI

« FRAREER

£ X-Ray & #t iR &+

R X-Ray JBHEBRST | LARBI B A SERAVRTS. EASEENER , AMBERNIEHE

® Note

CloudWatch R1EE& Application Signals , JIREMERZNERAEIRE. AFK. 8K
Canary MR k%, F Application Signals ZE R BEEREE LB , BIBENRKESE
R EZ (SLO) R EEARBIERE |, IR A 7 ##MERIHY X-Ray B M LAENS E A SR BEHE AR
X-Ray FR#EHLETF CloudWatch ServiceLens BRST& & £ E] Amazon CloudWatch 12 & Y
X-Ray B BRI, BRK CloudWatch £ & , RAERERAEEEKEEFE X-Ray Bt THIE
Bt [

IE B AR 5 13


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://console.aws.amazon.com/cloudwatch/

AWS X-Ray EEIN=E1=

ARG MR 5t

EHMHAREAEAMESERERNABLER, wESBRRBEHR  EUREFR, ARFBRRK
R R PImE R URAREBARXEREFEREAERN Web BRI MEIRE T RIS ERE

B S SR RERH Amazon SQS # Lambda ¢ EHEREEARENMNWEMERRR. MEFMENR ,
E2REHEHESVERARES, BMMF BT EBRFER K FE—MEPERREZERENE
2,

CloudWatch console
1£ CloudWatch 12 & m #1578 it R &t

1. BARX CloudWatch 28, EERIEEE KT X-Ray ERERT , EFERMLE,
Q Filter by X-Ray group Q' Select a node ‘ @ ‘ L] ‘ Q H ) ‘

o

» Legend and options

scorekeep-state

Q Q DynamoDB Table
Client O Scorekeep \ IE

ECS Container
O scorekeep-game
DynamoDB Table

2. BRERBHHERREXBHRNFER  ARMEDHELZERRFEZER LETHFER.

3. HMEASHETSEEMRHF TS 6 SfER. REVNLEREIMNER. EEERSIER
L EREEEFANEERE FTIAURBEESHEES , WEFERJEREEREGEER
Ht, EERKEOMRSIFERL , BENELANEE , SUKE EREERIER,

16 Bl R 5 14


https://console.aws.amazon.com/cloudwatch/

AWS X-Ray

AR
v api View traces ‘ ’ Analyze traces [ ’ ‘ View dashboard
ElasticBeanstalk Environment
Metrics Alerts Response time distribution
6% Faults (5xx) M 1% Errors (4xx) Latency (avg): 402ms Requests: 5717.52/min Faults: 328.97/min
Latency i Requests i Faults (5xx)
Seconds No unit Percent
3.0 8,764 26.05
15 LLLM 4,382 WWWWMNWW 13.02
0 —L J ; 0 0
09:00 12:00 09:00 12:00 09:00 12:00
@ ResponseTime p50 ResponseTime p90 @ TracedRequestCount @ FaultRate

4. EFRREHRRBRER IENREERAGRRFMG  FEEREEENER.

5. BEREAFUEEHEMES AN CloudWatch B, W IEFTAE IR MM ST EF 2L E#0 =% 24
RBFH. MEFMER , F2E¥ CloudWatch HFSHEITHIERZ .

EHtRA S UEESA S EE AR EE

- A ERRMARSIFHE (500 RFER)
- EEXRTAFIRIER (400 RFER)
- RBRTAHHR (429 FREKAZ)

WMRERVERERFT R A |, FHE A EFIEHIHIE B RBANME N MBBRRS

X-Ray console

AR AR 5 AR 5

1. BB X-Ray T &, ARSETRBRSY . SHEUTUARLASESKPRERBEE,

6 BERR &


https://console.aws.amazon.com/xray/home#

AWS X-Ray EEIN=E1=

Default ¥ Q Enter service name, annotation, trace ID. Or click the Help icon for additional details. Last 30 minutes ¥ e} N/

Enter a service name to find and select the node on map ) ' ( Map legend @

avg. Sms

0.2 t/min

scorekeep-state
AWS::DynamoDB::Table

avg. 8ms

0.5 t/min

Client Scorekeep
AWS::ECS::Container

avg. Tms

03 t/min

scorekeep-game
AWS::DynamoDB::Table

2. RERBOHHRRAZHHNFER  A=MEDIEEERREEZER LETHFER.

3. FEAEEsHEREGRFIERBEERER K ARENEERREBHARER, REBRE View
traces (MREHE) REAERANEEFREREAFRBERFE,

6 BERR &



AWS X-Ray HEABEE

Service details ©

Name: Scorekeep

Type: AWS:.ECS::Container

Response distribution

Click and drag to select an area to zoom in on or use as a latency filter when

viewing traces.

30% —
20% —

10% —

0% /\/

| ] ] |
0 10ms 20ms 30ms 40ms
Duration

Response status

Choose response statuses to add to the filter when viewing traces.

B Fault: 0% Error: 0%
I Throttle: 0% B OK: 100%

Analyze traces [~ View traces >

6 BERR & 17



AWS X-Ray

FMBABER

BRBRS S ZBRIFH DT IERER N HENLLA | RS EHRELES  RisHSEHHAERE

REo

 FRERINEZHEY

- A ERNEARBFEE (500 RFIEHER)
- EBRTAHFIRIER (400 RIITER)
- RBRTNHEHR (429 FBREKS)

MRIEHRFERF R A |, FHEREFIEHIRZE B RBANME /M BRET

® Note

X-Ray B MRS & 2 AT R 10, 000 &R . ERBHHEEBLRENZRBERT |, &9

REEWRER  EEETEAPR TN TENERRS .

IR B 4B B 2R 6 ML AR S

EAEEFRERER  KUTNEREEHET TS BRNKG. FATIZRETERMRFFRRZIE

Bl

CloudWatch console

fEERMH L FANFARRRGPEEFESRE.

Q Filter by X-Ray group

+.

TestGroup

X-Ray console

RTHADRREANESS , BEFEEH.

Q Select a node

IE B AR 5



AWS X-Ray EEIN=E1=

Default ¥+ | Q
Q, Enter a group name

Default

Create group

Leam more ('

REREBRRBRE  UERFSIIEFHESHERGREXNER.
16 it b () ) 45 M5 1R

EHRS B S E A MBERE , AN BTRFE TR,

CloudWatch console

EFwEA EANEFAMBRTUNNXNEE, EEHRHTETNRE , 285

- EREESTHORRBNEMENEEEAS I EEEANERBE,
- BREENEEDNANREER.

RFEGFREERBEHMBERE , U EBHEL LANERERFHN, ELRESHEIARY
EISEEE A/ DIER , UKL Canary BEREME L,

X-Ray console

BEHEA LANMEEGER  LBERREEEEG ., SR AEEMRRE I E T AIRIE RS
BIE 8%

- BBEFEURSAHRANETNAR  BERREE R  IEmERBEERE D EEEXNTY
EVSI LRI EE: 2 6=

- BIRA  BERAEBRRAARKRN,

- BIRANRE  BEFRESRIFENFRUERFARBHE AN , SFHER, AEIBRRFR.

« BIRA  REBSERFRBBIRAREG AN,

IE B AR 5 19



AWS X-Ray EEIN=E1=

BB AE R A E

£/ X-Ray TR ATHIEHER , K URL, BEBHERBHEPHNEBERS KGR, KERBES
BEHUER & | BHIFFAEF A S B REMMRIE AR BEBAY ARISERABRGT | DA B Mt [ X B R

ARG

CloudWatch console

1 CloudWatch £ & iR E Mt

1.

A AWS Management Console , I7E https : //https://console.aws.amazon.com/
cloudwatch/ BiRX CloudWatch £ &,

EEREEEKP , BIE X-Ray Bt , ARBEER, SUUREFESRIWMASEREAE
EX, ESmEEEKNERERPERIER,

gE  LUERRERFEEEHERBEHR , RARBRER, SERMCEAEINE
HEEHE,

EEMRERERTREENER, FERFERBMRER  FRHRAHERKBIHNE T
SREE—E#EE, BRUFETIER .
- HIRE - RARFS ED R BRI ML

- EJR ARN - fkEZIE MEAH BRI Y B R EMRIE HE, ELE RV EHZFE Amazon Elastic
Compute Cloud (Amazon EC2) #1T{E@#. AWS Lambda &= Amazon DynamoDB & ¥}
e

- ERE - EAERE D BRIEH
- HBRBRAFREAL - MERBARFERERIER,
« URL - KEAENEAN URL BREEEER.

« HTTP AREEHS — IKFEARNEREH HTTP MEBEHZEK, S EETEERTE | St
T 5|18 B #iEE :

* 200 - BRI,

© 401 - FBRROBUNE T RBEAER.

© 403 - FERROBHUETH,

© 404 - AIARERH A EIFFRBER

* 500 - A BR2%I& I R T A 89 ok ¢ 3 2 4 W EBER R

20


https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/

AWS X-Ray EEIN=E1=

BE-SZEERE K ARBENEESEH , UNEEEERRNEEFRTRER,

EESKE-BHR  FEZEETEAWALPEAELR D, BALUEA X-Ray XKL KEAH
e (W3C) %=X, #iln , 8 AWS Distro for OpenTelemetry I HBHEZ W3C &K,

® Note

EEEHFEA W3C-formatiBift ID B EMIE , TRAG I X-Ray BB TRHERH
BHE, Bl , MRBsefaafsdle8720b39541901950019ee55L W3C HBREH
FRAGER X-Ray $EEE : 1-4efaafsd-1e8720b39541901950019ee5,

EERRATEN , MERERIBNIER ERPEREFEREE,
FRETE-BRNEHFMAETET , FRIBETREEMR ID,

TEEMERRS  HPaS BB RKER  URBHZBNEE  KRABRE
MRV EERPIERINAVER S, ERFEEREER LE, HELSHOIGETRE, HOEH. ERtH
ITRREBENRFERRE  URBRNEFEHNERET. FREEHEEEHREE  BrERE
BT EHNFERRE.
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AWS X-Ray

FMBABER

P Legend and options n-ﬂ
"l

((D /\ /;ynamona Table

[ &%

Client i api : products —
ElasticBea...Environment ElasticBea...Environment / \

No node selected

Select a node to see its details

Trace Summary

Method Response Code Duration Age
GET 200 17ms a few seconds (2022-01-20 16:35:56)

Segments Timeline info

Segment Response Duration 00 20 40 5.0 50 10 12 14 - 18
status Code L L’\"IS 8 Jms 1 JFTIS .| LV’T\S N L""\S J’T\S J’ﬂS !TIS [TIS :’T\S
¥ api Aws:ElasticBeanstalk:Environment
api @ ok 200 17ms [ T
auth @ oK - Oms |
forward @ ok - 17ms I
products.eba-cvikws4f...© OK 200 17ms I, e

WMRIEBEM Amazon SQS M Lambda WEHEEEAREN , B EERRS FEREE
ARAERbERER, EEP  REASLEEENERSELTIHRE AWS Lambda HEH
RIEH: , WAEREBEER. WFEEHEDEERARANFEESN  F20 EXRSHESHEE
ARER,

EMMEMRFAEARE O EEIRFER  AIEERBEEDNE ERRF A HKEZE
R BV IE M.

pLE: S

22



AWS X-Ray

FMBABER

X-Ray console

£ X-Ray & gt

1. % X-Ray TEAPRMEH EE, EXSIHERSETME RUED ENEREE

#HBAEHE. ResourceARN I Instanceld,

2. HEENERMEU R Ao EMER
2 HARNEHRBIBAWS X-Ray siSIEAER , AR AEBRBNERBE.

Trace overview

Group by URL -
URL = Avg response time . % of Traces . Response -
hitp ffscofekeep elastic Deansialk com/apaiuser 391 ms 4 Te%
hitp:iscorekeep elastic beanstalk com/apisession/SNEILUOSE 330 ms 4.T8%
hitp:/iscorekeep elastic beanstalk com/apysession 90.5 ms 0.52%

Trace list (21)

D - Age - Method = Response . Responsetime = URL~
1562473 5.0 min POST 200 3 ms http:fiscorekeep elastic beanstalk com/apliuser
cle3gos0 5.0 min PUT 200 330 ms hitpfiscorekeep elastic beanstalk comfapiisession/BNEILUCE
5.0 min POST 200 19.0 ms hitp:fiscorekeep. ekasticbeanstalk comfaplisession
T65fech 5.0 min GET 200 1862 ms hitp iscorekeep elastic beanstalk comfaplsession
SdeealZD 4.7 min POST 200 950 ms hittp:fisconekeep elastic beansialk com/apimove/BNEILUOEZNSEACTLIPPMPBLIB
Jab3Inan 4.8 min POST 200 950 ms Nty fiscorekeep. elasiic Deanstalk com'apimove/BNE3LUQSZNEACT LIPFMPELIB
237e0705 4.8 min POST 200 205 ms hitpiiscorekeep. elastic beanstalk comfapimove/SNEILUCEZNSEACTL/IPPMPELIB
BET82227 4.9 min POST 200 25.0 ms hittp: fiscorekeep elasiic eansialk com/apligame/BNGILUQE2NIEACT LIuSErs
8232 4.9 min PUT 200 121 ms http fiscorekeep elastic beanstalk. com/apiigameBNEILUQEZNSEACTL e T Tac Toe
rca2elst 1.4 min GET 200 140 ms hitp fiscorekeep elastic beanstalk comfapd'gameBHNEZL UGN IEACTL
G2cca 1.7 min GET 200 12.0 ms hiip:fiscorekeep elastic beansialk comfapiigameBNEILUOG2NSEACTL
1.9 min GET 200 9.0 ms hitp:fiscorekeep elasiic beansialk com/apiigame/BNEILUQG2ZNSSACTL
2463700 4.9 min PUT 200 E9.0ms nitpcfscorekeep elastic DEANSIAK com/aplgame BNEILUQEZNSBACTL
TArShbE T 4.9min POST 200 §10ms hitpi/fscorekeep elastic beanstalk comiapligame/aNe3LUGEe

AR AMIZIZME TEER, TEETRMK URL

1 O, O Throdtied, O Errors, 0 Faulls
1 O, 0 Throttied, O Errors, 0 Faults

2 OK. 0 Throdtied, 0 Errors, 0 Faults

Annotations -

O

3. BEEFEHMN D, MEEHRBETRE. Sl ESEERTRERBRS , SIREFERE

ETRARVIEHE. AT |, BN LURR R E R AR BB AV B HE .
RFEMRSIERSEFERNFERRE , XTETIIEE :

- B 1R [E B AY B R BR AT .
- BERIEEMMS PEMAFENKRE.
- BEHMEPHEIRRER T SDER.

pLE: S
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https://console.aws.amazon.com/xray/home#/traces

AWS X-Ray EEIN=E1=

TERESREHEGFEAENIRE CGETHAREEBER LB, STRETSERERTHKE
RATBREABRE, BRBEMERNHERAERENGETHARYE,

Timeline Raw data

Method v Response v Duration v Age v

GET 200 80.1 ms 9.4 min (2022-01-21 00:35:05 U...
¥ Trace Map

avg. S0ms I'

2 Fequests

. -
apt 1 5|n5
AWS::ElasticBeanstalk:Environment

& 80ms 1 Request

1 Request

products

AW 5z ElasticBeanstalk:Environment
Client W

AWS:ElasticBeanstalk:: Environment

i

2”‘9
1 Request
avg. Ame
auth
AWSE:BlasticBesnstalk: Environment 4 Requests
customers
Name Res. Duration Status IJ.OIms 1D||m za:ns aonl'ns
¥ WWW AWS: ElasticBeanstalk::Environment
www 200 [ |
auth - _ [
auth.eba-cvkwsd4fz.us-east-1.elasticbeanstalk 200 ] I Remote: GET ... /auth/delay/
request - v
response -

MEFEWRSIEBNFRER , F2RTIRREHEEEHER.

FRERZSIREE L ISON BB REHAVEBRER , UREBHERNERMNFER. LE
FARERE THIER -

- BrEBEC

- E—ID

- B[R RN EIR

bEE 24



AWS X-Ray EEIN=E1=

o BB T EERAY SRR R 1A Al AR 2R
- ARHEAREXFEROVEMER , SIARE HTTP BRHEFE

R 3206 Mt B 5
BEMERSEKFREZFETERNTFERNVERE  YEAMMAAREREBNEB. FEFHE—

BEERER A KEBBAE-FRIENFAEES. FTERSHESE , YIEEREE,. EXRNE=SS
1B =Ry FEEEE A

CloudWatch console
£ CloudWatch F#AH , EHEFHHIRUTIENR -

« B JEmBERPNERNFER.

- BEGREEM : 5B ME E A T ERAVIRERE R

- OEGH : JHERNFRERRELNBERZRN HTTP BERER , ETAR.

- HERER  IHERRTFERIITHRERE.

- TERERR BB TERIFERNTEZHARE  NEA. NFFHEEN , F2EK
MEENEEES.

« BRER—# BrREEHSTHEERITERABNERS FERATHEREYENKF R
o

A

BERBRBEHM O EERNFREEFE , BRBKE D E.

X-Ray console
FEHFMEARTEYS  BEREAMRSIER , UEEBERERNSERRN 7 ERNEFEH,
£ X-Ray E267 , KEWMSRUTIER !

- BB JIHERTFREERNTREENERE.

* Res. # : JIHERRFERREHVBIERFZRN HTTP EENRER , ETAK.

- HEREBR  IHERRTFERIITHRERE.

- REM : FSIHERNFEERENER,

« BRER—# BRREEHMTHEERNTERABNERS FERATHEREBHENKF R
o
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AWS X-Ray M ABIERE

EEEETRAARELEREHNFRERER K FRERAENRIER. REERERTER
KIMEEEES , AR ISON iR EHN ERN FER, LLEATRSFETIIER

- BEER

- E— ID

- BERWNTERAERBNEIR

- B FERRRERS FRS

- ARHEAEXRLEFERNEMER , fIHRE HTTP FRVEE.

BOERERAN AWS BBEAHTTP, = SQUASHITUABERE , X-Ray BRE4GEBE
#FBR. LHTUERA X-Ray SDK EHETEEIRABERN LT FER. §7TFREMAERE
BNEMTBERRA ST FERNTEL,

WA ERFAEA
EHESES  BREERGEFREANERERE.
ERFAETARSETHE,. ER. 8. PEER. AR sQL R5IER. BRATIER

« Overview (B8l EBERETARROENHEER. EASEER. FRIE[H. BFREH, $ER
. R URL, BXRIRHE. FREEH , UREMERNEE.

- BERMNERZFSIFEBSRER X-Ray ABREHNEN , UARBITEEARN AWS WER, &£ X-
Ray SDK #9 Amazon EC2 AWS Elastic Beanstalksl, Amazon ECS M2 R0 & R4S EME IR
EA. MBAHEIANFMENR , F28 O PHREABESX —EHREEAR Java B X-Ray FE
Effo

- HAARS|IERERE R HERTENERE. FEERAGINAMRT, ERANBRELEGAMRILE R
mEEBEESINARR. FENPEERNTSEMEM X-Ray SDK RENBRECHENHMER. FE
BEBRRTEENNMEEANER , BFEA X-Ray HBEMNH, WEFMENR , F2E F£H AWS
X-Ray SDKs ®RIFEARX T HM S EZ T ERRALZNEAEL AWS X-Ray.

B FERFHEN
feEREEET  REFTERNEBURREFRER

- BIBRRS|IEHTSHFRNOENERET. EEER. BREH. FRE[. SERKE. 5
R URL, FERIRE, BREER , URTMERNHNE, $EEASRIAFREEN FE
B , Overview (1 8]) EEBO SR ECEAERXBHNFERNE EHEEBEN.
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AWS X-Ray HEABEE

s TERNERZRSIEBRSERARINTFERZ AWS ERNFHEF. flm , ERES|FERTRE
& AWS Lambda E{# ARN. DynamoDB E#I&RHVAARAEF . FILMEMERIE , ARFFER ID,

- HRAZRS|IEEeERTERLEHNERE. PEERNGIAMRT. ERRNEREEFAAMRRE , R
REeaBHHEEAINART. FRMPEENISEFER X-Ray SDK 1RHEMNIRIERRENEMER. £H
X-Ray SDK #5I R E R ZENEER, NMEFMENR , FSHE PEA SDKs RAIERRE
I AWS X-Ray T HIHESERES BEERRENERAER AWS X-Ray.

SH¥EBET FEE , Overview (1 8) EESETFERNER , BULREXEBRIEECHEHNER
BN EE, MEFMER , F2H HEH AWS X-Ray SDKs BAIFEARR THHENIEEZE S
EERBEAMN Java B X-Ray BIREHELE BT FER,

TEERE FERNBERSIER. SEISFERID. KX ID. 88, RANEREH, 58K
B, MREMERIBR,

Subsegment - # GameModel.saveGame

Overview Resources Annotations Metadata Exceptions

Subsegment ID  5075ca6246049416
Parent ID 69e25bbS5Sbfedc13f
Name ## GameModel saveGame

Time

Start time 2017-03-14 17:10:56 800 (UTC)
End time 2017-03-14 17:10:56.814 (UTC)
Duration 14.0 ms

In progress False

Errors & Faults

Error False
Fauit False

B FERNPRENZSIEBRISXTERFTAERNISONBREH.
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{5t F BmE R RIZEN

EAEEFREREXRBRBIEFR, B, WMERYE (8&) <BENER, RRFEEZFRNE
MR SER, X-Ray RHEBRKREAFS , BREFREFTNER. IRRENREER WS
WOREZFAR, RIEMZEZ,

EAREEE X-Ray TRATRANEBHMBEE  THSSILIRATETESHER. TRAY
ERELABRERENEHEE  EBERLTANEBHRTEES, SAUFERMERERER , &R
MmN RREEESRNER,

FE

- EEBRHREXFMED

- BEGHABZGHERIEXEFE

- EEBRHRIERNEES

- HMERET

- BFRET

- FHRERT

- EXMEET

- id H¥

BB RIEXFAER

ESEERMRS PEEZHHE , TRAERBONVEEERE  UARRBENEEFENERER
BEBGERERER, FESRETIVEBRENRBEFREENER , SRR EGRHNKE
X, RRBITEML, MREMEMA X-Ray SDK #iEEE , S URBEERSIENFERRSIRNE
EATERR,

(® Note

NREEEHMAPRENEREEELZRZHN  TRASEFEEETRAEHRBNE
KRB, ATHREARSERETHNNER  WBRFHEAREATHRNEE , KEEER
DEHREXEHNEE, EERSHENBRNER , S0 58 M H Y5 0 AR i &8
, WEBIRIFH
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NRITAFEREBERETUETRNER , T4 @m*ﬁﬁE’JLMﬁﬂE‘.h}mE’JLm%{o BERHED
kAMmERESEERNCSHFHENE D L. %Eﬁﬁﬁ#%qﬂ—ﬂ«,{@ﬁﬁﬁﬁ*ﬁﬁﬁ’JLm RRIE — 2 A /) BRI AR
HrRER , EBBENSEREE,

EEANERENNGER , IRCENKEAEEGERGREHE , XARET, WRAREER , BERD
HER FZRaESREEEIRERL FITHRE, EESESRTERHENSS BEHEE.

Loading 52% scanned (found 43 fraces) ‘w

Loading traces

Scanned 52% of the selected fime range (6,782 traces). Found 49 matching

fraces.

R fE A EnR R RIEX B EFE

BER—RIEKR 6 ABFEREHERENESR. BAUER HEREEFEINRFER , LiRHE
Amazon CloudWatch 3§,

BHESRIZR B Amazon Resource Name (ARN) #1753 , BB RF4RER, BRESHLER
BAREXNER , WIKFEN.

BULETHRDRER , GFRREREXCANESS , BIREREFE.

® Note
MRABBRIBHAERFRERR  XFHEDNTEREEANER , BERHKERER,

NFE FENFFEER B2 RE Fil.
ENERURENRE
BEREAGREATNES "BRF. . —nH=x "EET. UARARLEN TE, .
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keyword operator value

FTEEEFEANTEERNBRETE, i, responsetime REEFHRRF , THBAREEFZHBAN
BE T,

Example — EIFERFE KR 5 BEVFER

responsetime > 5

BRI AR AND 2 OR EE ¥ , $ZERERNFEEH —BEEESRER,
Example — #i5EFE A 5-8 WFEXR

duration >= 5 AND duration <= 8

HEREFMEE FRERBEMRERVEE, NRTHEAES  ECHENEARRXEEMAER
BERE B2 error BT RIEESS,

EESKESETHEENER  BUUFEREMNEIET service() M edge(). ELBEEFT RS
BEERUEREXEAIME TR, E—THDH , IEMEHEZENEE. IFEESNEHRE
B, SR LMKIR id() B SRR R ERE R A2 4

mERETF
A EREBFERA true I false, FHELEEFTRESREBERNEHR,
AMERET

* ok — EIFEARRERE A 2XX BRI,

- error — EfEARRETF A 4XX A F R,
« throttle - EEERRERA 429 KZFHFRKo
« fault - EFEAMREIR A SXX RIAREFEEER,
- partial -BRHWEBRTTE,

« inferred - HBREHEEER.

« first - Element 25|8/F8EMNE—1E.
 last - Element 5B EENFE—E.
- remote - REFRRER BT,

« root - RIEREMMNEARNIREER.
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TMEEEFISEKIEERSIEA true = false WEE,

hHEEE T

« none - MREAEFA true , AIREZER A true,
o | —NREEFA false , RIFKIERS true,

« =, I=-BRARFNERFHtrues ETHHEfalse, ELEHEFNEREEMEE FHRE , BE

Example — EIFEARRE A 2XX OK
ok
Example — EIFEAREETR 2 2XX OK
Lok
Example — EIFEAREETR 2 2XX OK
ok = false
Example - &% — B BN EREH EFIEIRE T "deserialize”
rootcause.fault.entity { last and name = "deserialize" }
Example - EBEERERNFR , BREEEAR 0.7 ERBEBA "17T8E,
rootcause.responsetime.entity { remote and coverage > 0.7 and name = "traces" }
Example - EEHETEFHMNGER , EPREFERS "AWS : DynamoDB
rootcause.fault.service { inferred and name = traces and type = "AWS::DynamoDB" }
Example - EEEWA "ERTEH. FARNEFEFE:

service("data-plane") {root = true and fault = true}

HRAAFRER T



AWS X-Ray

FMBABER

BrEEY

EARFERFURSSREDRERE, HRAKBREERENFER,

 responsetime — fAlfRESEIX B FEFTIL BV,
* duration - FERBIFERRE , BIEFRE TkRFL,
« http.status — EIFEAREERS,

« index - FIBBEF TENUE,

- coverage - EREIEREHEEREERREREBNTENE L. EEAREERBREAREE

o

BFERT
BFREFEARENESNLEBER T,

c =, I=-ERFSENRITEFRBIE,
¢ <, <= >=-ERFIDRIFREE.

Example - B FEARREF 2 200 OK
http.status != 200

Example — ##EHERE A 5-8 IS
duration >= 5 AND duration <= 8

Example — 1 3 AR TERBEER , SEMAE Tl
ok !partial duration <3

Example - R5| KA 5 WIS EEER

rootcause.fault.service { index > 5 }

BRI RIER
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Example - HEHE AR 0.8 WHE —EEEHER

rootcause.responsetime.entity { last and coverage > 0.8 }

FRERT
EAFFEERFUSKFRERTEREXFIRHELAE ID HIBH

« http.url - &R URL,

« http.method - X A%,

« http.useragent - EREAEREBEERXNFH,

« http.clientip - FREEEM IP Hbil,

« user - ERtPEFEBRNERERLE,

* name — RIS BISARTLH B B

- type - [REFEE,

« message - BISAARRAL

 availabilityzone - EBHtHEMRIEEH availabilityzone #{{E.
« instance.id - EXtHFEAEBRNEITER ID MAE
resource.arn - BHtFEAERHEIR ARN R{LE.

FREEHETUSRENNEEREXNFNE, BLA-FHESRPEEE.
FHREHET
« =, 1= -ERFENRITEFRRIE,

« CONTAINS - FABF I ERBEFH,
« BEGINSWITH , ENDSWITH - BEFUESEFEHENERE,

Example — http.url BFE &4

http.url CONTAINS "/api/game/"

FEARER FREFERMN (BREEAM) , FREMUREESZATE,
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Example — £ i & EF& R4

SKRMAESERAE ID B
user CONTAINS ""

Example - EREAHERAREMNER , EHhEEE A "Auth” BIRES

rootcause.fault.service { name = "Auth" }

Example - R EFEERFERAREMNER , H ERRFESR DynamoDB HE

rootcause.responsetime.service { last and type = "AWS::DynamoDB" }

Example - EREAWHEREAREVER , H ERFIAARRESR Taccount_id FEUEIE :
1234567890, FAE

rootcause.fault.exception { last and message = "Access Denied for account_id:
1234567890"

BHRERT

ERAEMERFURBREEE, EREBNERERSKFBER, ERRBENEE , BULUSEENG
BRGEREAUEAINBRBRNEER. 2B, EUNAEATMKE, BFRFREET K HESHER
SISREVEERE(E.

BHREAET

« annotation[key] - EEW U444 RE, SBEVURGME. BFHFHE , FTAEALUER
FAELERNWHEBERE F. BUMUFLERFE services edgeBRFEESMHER. TEH (8
) NEERZRSIBLEABRERER (L] )+,

- edge(source, destination) {filter} - R###M#a##2 BHER, BANKIERTISEH
BRIEN , UEABIERN R,

« group.name / group.arn- FHEEEFRGREXNNE , AFEEBIEHE ARN B&,

* json-JSON BAEFRRYH, MEUARNKRFTHNEL JSON BERNLSR , F2E K AWS X-Ray
BS&EH,

- service(name) {filter} - EE##HRK. BRANAKERTISFERER , LEARRKEAT
BIUNEE,
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£ H IRISERFRESKEHIEHMET 45 EBRAVFE RV IEHRE,

EHPRTFEE FTESROCREIRREEESRNER,

BHERTER T

* none - MIREREMRT , AIRERA true, NRBABFEHMERE , AIGTEHAHME.
« | -MBRBREMRT , KRAREXAS true, MERFERFRHEMERE , AESFEABME,

- =, 1=- L EBBEARTHE,

- edge(source, destination) {filter} - R###M###2 BHER, BANKIERETIESEH
BRIENX , UEABILERNRE,

- annotation[key] - EEW 44+ ERE, SBEVURTME. BFHFH , ATAEATLUER
FELEAENEBER F, BUUSLERFEE services) edge AR FHESHEA.

* json-JSON HRAERAY#H, MEURENFRFTHRNEYL JSON ERNWIR , FSREE AWS X-Ray
mEER.

A RKERFRSKETEIBHS HSEHBNFERNIBHE,
Example — AR5 &I R 4

‘BEY api.example.com BN B 24 HFE (500 R5IEHER) HFHER.
service("api.example.com") { fault }
B HERRIRIE BB |, UG ERGREXNERAZREHE NI EETE,

Example — BR 7 &R iZ (R 4

BV IE HERR S F R B R R R B KR
service() { fault }
EBEERFUKGERFREXNEAIIMBEHHZ BELR,

Example — 32 & ERZ R4

api.example.com R¥&¥ backend.example.com & P IU{E R EEER M R B EE R,
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edge("api.example.com", "backend.example.com") { error }

BT UEEER | EETHRENEEERET , UHREMAFERARZENERNWRER &,
Example — AR M55 R EmZE R4

URL BASEA http://api.example.com/ ¥ BE /v2/ BREELTEA api.example.com Z R
BRIFER,

http.url BEGINSWITH "http://api.example.com/" AND http.url CONTAINS "/v2/" AND !
service("api.example.com")

Example — BR 75 1 [E] P& B 8 EF Z R 4

E#http urlEiRE BEERBE AR 2 WIVEH,

http.url AND responseTime > 2
HREER , B Wannotation[key]:RE WATEER , NEAHER EEENLRERE .

Example - B FHE

E4MA gameid, FHREA "817DL6V0" ZFEMFER,

annotation[gameid] = "817DL6VO"

Example - B EFE

BEEA age EEWTEHFER.
annotation[age]

Example — REXEFTIE

REEFageENHER,

lannotation[age]
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Example - ZFEFE

SRBRFEHABEARR 29 HFER.

annotation[age] > 29

Example - 518 & IR 2 4%

service { annotation[request.id] = "917DL6V0O" }
edge { source.annotation[request.id] = "916DL6VO" }

edge { destination.annotation[request.id] = "918DL6V0" }

Example - EBEAER #4E

BMRFEhigh_response_timeBHEERNERM ( HIH0 responseTime > 3) HEAER A Alice B

Ko

group.name = "high_response_time" AND user = "alice"
Example - EERAREERH JSON
BEHRARANRRERBNFER.

rootcause.json = #[{ "Services": [ { "Name'": "GetWeatherData'", "EntityPath": [{ "Name":
"GetWeatherData" }, { "Name': "get_temperature"” } ] }, { "Name": "GetTemperature",
"EntityPath": [ { "Name": "GetTemperature" } ] } 1 }]

id BN

BRI E BRI service B edge BRFE , KANSEEXREBIMEHRENER. NIFEE
RENENE , RTEBZIH , CETUER id KEREERBER , UES B BMEENE .

HEZRRFHREARA S ERFHERE , FFEA account . iIdEBIEERBIFERS.

id(name: "service-name", type:"service::type", account.id:"account-ID")
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ERLMER id REORAERBNEBENZR RPN RBE SR

service(id(name: "service-name", type:'"service::type")) { filter }

edge(id(name: "service-one", type:'"service::type"), id(name: "service-two",
type:"service::type")) { filter }

flan , AWS Lambda R SEEHME PEEMELR ; —EARRKBUA , 5—EAHR Lambda Bk
%, EMEHHNEEERE , ERETE, RENRESREGTSREMBER.

Example — BR 7 & IZ R 4
S2F{AH A random-name RIE LEAEBRNER,

service("random-name") { error }

A id RERBNESHEERHASNER , MASRENER
Example — £F |D & S#Y IR 7% &5 Z R 4

B&%E 5B random-name, FHEA AWS: :Lambda: :Function IR EHIEEEMEFE R,
service(id(name: "random-name", type: "AWS::Lambda::Function")) { error }
EEMBHEURESHEY , B UTLRER,

Example - £5 ID EEF R IR /Y BRAG B = R4

SEFH A AWS: :Lambda: : Function BRI L MEEERHEE R,

service(id(type: "AWS::Lambda::Function")) { error }

EERSETEHI AWS RS |, BIEE|RS ID,
Example - 5 ID RE RS ID KRS EF iR R4
EHEERF ID AEEREHEFERAWS: : Lambda: : Function,

service(id(account.id: "account-id"))
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B R = 1B Bt

AWS X-Ray XEEIRFAHAMY , TREERNAEDEH PESERFHEBARER AWS EBE, &7
NEiGitig s, REBAMDITEMERIRFPHER, BANER  RBEEE-IRFFEE—K, &
REBZERSFHENFRNTERR. BALFE CloudWatch 2 5 #Y X-Ray &t it B MG B E
FRARRE IR FIEHE

HANATBRAMEER TS TIME—RENER !

 Amazon CloudWatch #I151E

« Amazon CloudWatch Logs ##J B &84

- HEYEHE AWS X-Ray

« Amazon CloudWatch Application Insights & & fE A2

REBRS ATEHAME

HEAABIRF M  FRE-NZE AWS EIRF | I HERESERFIRS, ERIRFRE
RRIRS AWS 1RFE |, AIRRRIRFEEN ATBAMNERYE B, RRIEFR{HHEFISN
BIR AWS tkF ELXTHRAMERNEA.

RERFHEERIRFAAETHRAMER ., ERSESARRKRFERIZZHEERIKRF, ERFRER
FRIZE—AERIIEFNERBEARREN, EXEHMERIRFNERBERSRIFELEE , ASER
RIRE NS, WMEFMEN , 528 AWS X-Ray E{EHM Amazon CloudWatch E{E,

EEFERIRFMRRIRE 2 BMENER |, 35#EH CloudWatch £ A= AWS CLI 1 AP| RV T ] E
AMENEEEGT. NEFMER , 528 CloudWatch BBtk FEZXIhAE,

® Note
X-Ray Bt FTE A XS RENEH AWS tRF 89 . MRHEERFBREBESE KRB AWS 1RF |
SREREHEEEMERMNEK  BrfF B SLAERENER ID, EEHE—S THRERST
BAMEE , F2BAWS X-Ray EEH Amazon CloudWatch E{Eo

AR B IR B Mt

BiRFEMEEREERIRED, SERFIREFRASERIBERFNABER, THEHHBREEE
AE#EIRE | W 2R Amazon CloudWatch £# A, EEtEMEMBER L , BERIRFRAEZESET
'EHLEA,
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[l el I  Last updated now

5m 15m 30m 1h 3h 6h Custom @ v X Map view List view

16 HERR 5

£ CloudWatch E#2AH | REMBEEKIRE X-Ray BH THIEHIRS . RIZFERR , BHMRHSE
TRARRIRFNER  ELERRIRFEHEREEZERIRS  URERIRFASHNE R, EERR
5 EEELEANEERNG  EAKRF TR EESREHRMRY . EAKRFHEFRGER  RETHFS
BRI ERE R ZIRFH REBHEERARE,

Y Filters o Q, Filter by X-Ray group + Q Select a node

Y Filters X

Accounts

Select accounts v

Monitoring account X
1234567890123

Clear all

Map layout
@ Show nodes with no filters
applied.

O TestLambda
Lambda Function

EREERBERE  SHFRETNERSTSRBMIRS ID NER.

v TestLambda ‘ View logs [4 H View traces H Analyze traces [4 H View dashboard

Lambda Function Account: Monitoring account (1234567890123)

Metrics Alerts Response time distribution

HEHMRENA LS  BREFERAUEERBENEE. REHHEETSRAEZIRFAREER
ERFIRFE R, EBMERERAPRZGH  MIRFREIURS ID SFRHHFE.
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Nodes (2)
Q, Account id =| X
Use: "Accountid ="
Alarms Vv Latency (avg) ¥ Faults (5xx) ¥
Values
A1 13ms 0.00/min

Account id = 461265027466

it

HEEEfZIR PRI CloudWatch 28 , AR ELABEEHR T X-Ray BRI TRIFER , UBRES
Btk FAEHIFMER, EHALE X-Ray ERtE P RZHR  RERGHFAEAERPRER
RER , IFRER.

EMEEXEKRIRS IDEH, FERGBER  FRAEZS —HZEIRF ID WEM. IDs THEHE
AEBEBIRS IDX =Y EEMNER

service(id(account.id:"X")) OR service(id(account.id:"Y"))

Traces Info 5m 15m 30m 1h 3h 6h Custom

Q Filter by X-Ray group service(idCaccount.id: "1234567890123"))

m @® 5 traces retrieved

MIRF BTN, EEPRE-HZAEIRF K ARARBEHEEEMN.

¥ Query refiners

Refine query by = Account v 1 selected Add to query

Select rows to filter traces

Q 1
Account name and ID v
Monitoring account (1234567890123)

SR B e



AWS X-Ray M ABIERE

BHEEFEE

EH AEESVEREETEREH , SRREHRNFFAER., EXFAEFABEETR , SFEREF
MEFRSREMARFHRBER K MELIKFEEREER. RERENREBHUEEHBENIR
E.

EHEEHERSEN BT SEEHNIRSFRERA,

V TestLambda AWS::Lambda::Function Monitoring account (1234567890123)

| TestLambda ®@ ok = 28ms
Invocation ®@okK - Tms
Overhead ®oK - 8ms

EHEAESEEMAEN

AWS X-Ray X #E#FEH Amazon SQS M EMtEHEEE R EAERX AWS Lambda, £/ CloudWatch &
#AEEFE Amazon SQS 175 Bl —5 %@ Lambda REEENEEERIEZRRIR. KB LEAR
TEENEMESEEEREZRATH Lambda HEEHHAEM | BT end-to-endiif,

@ Note

BEEHERZZAERE 20 EER K MEMRKZATE 100 FERE, EREERT ,
EREMEM ATREEERBBEM N HARNLER , EMEBUEH AT TR, fln, B/
FIBHER Lambda BRREE —FRAFHFZL SQS ARBEEETHIR , TRESREEERS
Mo MRLBERIWEE , AILAER X-Ray SDKsETHEME. MEFMHER  F2REAR
Java. Node.js. Python, Go = .NET ¥y X-Ray H&EH.

T 36 ML BR 5 PR AR AR 8 1 Y 16 it

M CloudWatch T AFEBMMRE EE , @B EHMRE K HbgEREALLEEZERAERESE
Lambda JHE & EBHAVIBK, ELEFASLUEREBZET , LLERE Amazon SQS EIE M T i Lambda
Y& B g,
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https://github.com/aws/aws-xray-sdk-dotnet#oversampling-mitigation
https://console.aws.amazon.com/cloudwatch/

AWS X-Ray EEIN=E1=

O ProducerFunction O https://...MySQSQueue
SQS Queue

O ConsumerFunction
Lambda Context

ENEREFUABTRINEHFENRKE , EERSHEEERISHEZHIN T B BRARIIEH
BHETEFEN.

v Edge details

Source: https://sqs.us-east-1.amazonaws.com/1234567890123/MySQSQueue Destination: ConsumerFunction

Received event age distribution
The time taken for data to be retrieved from an asynchronous system.

2% ‘[\

0%
0 20s 40s 1.0m 1.3m 1.7m 2.0m
Duration

BAREFR IR FAER
BIBRASLEEE. Amazon SQS 751 Lambda BUA EEEAERFFMER

1. FREHERENAELEESE. Amazon SQS = Lambda BV & B,

2. fREMFFMERAERPRIEFRGAER  UBEREHEE, St lEZEES CloudWatch 24
PRIEH A,

3. WEETEZRRKEEKR  URABEHFAEIEE, EENNEHRE —BEFERN —H2FK , &
HEFMEAREEETAS

CloudWatch Traces Trace 1-4368449e-afb1eac1c8de3d4c027ec436

Trace 1-6368449e-afb1eac1c8de3d4c027ec436 Info
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EBRFAETRSSERENER Uk EENTIESER , SEERBASEERSMEERIER
MARP, MREMZRNNEERESE LR TRFER St R T HERERAESR
I FERIEEUE Mt R il .

> Legend nd opions @ ]+]a]

2. Current trace. Id: 1-4368449e-afb1eac1c8de3d4c027ec436 3. Linked traces. Id: 1-63684¢
@ @ _______________ >@>—’®4" ------------- -’®
O HellowWorldFunction O https://...MySQSQueue
5QS Queue O ConsumerFunction O ConsumerFunction Ohttps://...MySQSQueue2 O ConsumerFunction2
Lambda Context Lambda Function SQS Queue Lambda Context

Select trace

HEMFMEETRF TS , SR ERERNEEH , 2B EENTRESER. WRESELEFEHT
FERBER  IBEZETHEERFEEA,. sERE - AEFERTEERNERFHRENR , HEN
E—EHt , TR,

Segments Timeline info

0.0ms 20ms 40ms 60ms 80ms 100ms
Name Segment status Response code Duration ' : : ' : :
P 1. Linked trace. 2x batch
¥ 2, Current trace. Id: 1-4368449e-afb1eac1c8de3d4c027ec436
¥ ConsumerFunction AWS:Lambda
ConsumerFunction ® oK 200 167ms
¥ ConsumerFunction AWS::Lambda::Function
ConsumerFunction ® ok - 160ms
Invocation ® ok - 159ms
lambda_function.la... ® oK - 40ms
SQs @ OK 200 40ms SendMessage: https://sqgs.us-east-1.amaz
Overhead ® oK - oms
v SQS AWS::SQS::Queue
SQS @ OK 200 40ms SendMessage: https://sgs.us-east-1.amaz

QueueTime ® ok - 40ms

» 3. Linked trace. Id: 1-4368449e-38dd979cba3833b657057436

—HERE M P IEEE B R
B EERENEREEAE—ER , UEEREEMTHNERFMAENR,
1. BEFEMFREAE DELER T HRETER, EXFEREETR,
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Traces (2)

Q. Start typing to filter trace list

ID v Trace status v Timestamp v Response code Vv
(o] ...3fd6e9600d58fea82597e9af @ OK 11.7min (2022-11-06 15:34:54) 200
@) ..223d41cc17bae4a5394423a0 ®oK 11.7min (2022-11-06 15:34:54) 200

2. EBUEHIZARIRRE  UEERFAERARS FEER,
3. BREHUEEHNEE  DRAREEFIEH,

2, Current trace. Id: 1-4368449e-afb1eac1c8de3d4c027ec436

O https://...MySQSQueue O ConsumerFunction O ConsumerFunction Ohttps://...MySQSQueue2
SQS Queue Lambda Context Lambda Function SQS Queue

‘ X Cancel trace selection ‘

FEREERKE
B8 AWS X-Ray EHtIR G EIZEIEF RSB EE , X-Ray TR AERREES HRIRES
Latency (3E5E)

HERIEFERABNTRENRKE, RREPERTEESfi. CEE x W EERGERE £y
#WERREEERERBNFERED L.,

I RIGFEERNBRFEITE 300 EVATHAZHER. PHFETLENBREERSZ 2H , UREEE
RETEEZKE.
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HBEABER
200 |
||'|
15%—h|
m%—ﬂ
5o —
I|
0% k\"‘ T = T 1
0 1.02 2.0s 3.0
REREFAENRA
RERFEMEFRFEETRREIRFENAE , RELEENREBNLERA,
- E—TEHRBELEEZERBE . X-Ray EETRBEMRERRNRKE, EiERHRKEICHKHEE ,

BTS2 ARBMEAFEE < HHRREE.

« B-TWER%E<ENEERIFTRRE , UREEE. X-Ray SETHA T ERBATIRMURE 2FE
RENFREGE, ELEERHPAFECHENIEE , B8R ERE < HNRKERIE,
& EMEFE Service details (RBFHMEH) RIFE , BUUSKERKETASHEZERANE, &7
t TEEE) RARKETNIEE YR EESNERERNBERENER.

II‘* b

RILEEHEREH  FERGE LENEE, R—TEREZENENNVE  IREINLHE
BEEEREE RGP VEEEER A B

kﬂiﬂh‘-
IﬂH
Me o
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AWS X-Ray HEABEE

Service details £

Name: Scorekeep
Type: AWS: ElasticBeanstalk::Environment
Response distribution

Click and drag to zoom or to add the selection to the filter when
viewing traces.

Foom
20% —
15% — {3
10% —
5% —|
:]% F_—_ d-l o Fa N T e b o T - ]
a 1.0= 2.0s= 3.0s

Duration

ENEE R , BTLUERE Zoom (M) , XERRE D RFELHENMENEFEE,
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Service details £

Name: Scorekeep

Type: AWS: ElasticBeanstalk::Environment

Response distribution

Click and drag to zoom or to add the selection to the filter when
viewing traces.

Reset
0.3% — !l
0.2% —
0.10% —
0% T I I 1
2.0= 2.8= 3.0=
Dwration

Response status

Choose one or more colors to add response status to the filter
when viewing traces.

Bl 0K 100% Error: 0%

Bl F=ult 0% Il Throttle: 0%

—BRREHFFMENEMEER |, 55IRE View traces (1RIEHE),

£/ X-Ray JHZ=

AWS X-Ray S E 7 HTICIRFPHEHRER , LEBHERAEXTHRANBE, EHEREXEBENHE
B, EEEVRR  CEBEYEHREXE EI[EMRRL, BBERE , SN0

- BEEAEAREERENNVE, BENEEARR , UARMEENEE, FREHNSES M AIREITE
BENBREENEELIETF.

- EREREREESERZEBIEA, Insights BRI A Amazon EventBridge E2RHY BE 152 F 12 BE AR R
FRES, ESUELRBEENZREERELZEDEFEHIIRE,
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AWS X-Ray

FMBABER

X-Ray TR AESEEHMFTRHIEEFBESHNEGH, FEEFTIRNFE ,

o BUAUREAMEBESHEDIEE Insights , SURRMERERR.

products *®

0563 |
1.5K vmin

products

AWS:-ElasticBeanstalic:Environment

® ©® Qq

l @, Maplegend

O

products

AWS:DynamoDE:Table

o Service details

Mame: products

S

Type: AWS:DynamoDB::Table

BN

The incident lasted for 10 minutes. Overall, 47% of the client
requests were impacted and 6% of the requests to products
(AWS::DynameDB::Table) had issues.

Jul 27th 2020, 19:11

View full Insight

Response distribution

Click and drag to select an area to zoom in on or use as a latency filter when

viewing traces,
B0% —‘

‘l[ﬁn—‘

20“.0—|

LN

T
108

Duration

T 1
208 308

E X-Ray EIREN —RNZEHEBFEINTNEER K SEIRRE. REERRTEERTENERARE
NP R FERERER, £ LR€EFIP |, EFEISHEARIFEE I AWS Elastic Beanstalk, Elastic
Beanstalk Al RES 2 4£ 2@ API FEILREF BT HFEHEE,

£ X-Ray e RARER

A HERERE RN SEFERAER, SR EREMARER.

1. BB X-Ray £ A,

2. EFEVRALENAAFHANEUMNEE ARZBERRBARBR. MFE X-Ray TEEF
BEMFFRES , B2 RE &,

3. EERIEEBEIRT , EZ Insights , RBZZEERKENER,

From 2021-01-1820:00 | B | To

Description

Overall, 30% of the client requests failed
due to faults and 19% of the requests to
api (AWS::ElasticBeanstalk::Environment)

failed due to faults.

2021-01-20 11:00 | £

Duration

2 minutes 58
seconds

Group Default

Root cause service

api
(AWS::ElasticBeanstalk::Envir...

v State All

Anomalous services

www

(AWS::ElasticBeanstalk::Envir...

api

(AWS::ElasticBeanstalk::Envir...

Group

Default

2
fil

SN 7]

Start time -

Jan 19th 2021, 19:02

RADHT
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https://console.aws.amazon.com/xray/home#

AWS X-Ray EEIN=E1=

® Note

X-Ray ¥ GetlnsightSummaries. Getlnsight, GetinsightEvents F GetInsightimpactGraph
APl BEREREERER. EERGEBER , BFEH AWSXrayReadOnlyAccess IAM ZEBUE |
HA T I BT BERMEEEN IAM B

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"xray:GetInsightSummaries",
"xray:GetInsight",
"xray:GetInsightEvents",
"xray:GetInsightImpactGraph"

1,

"Resource": [
nakn

]

}
]
}

MEFHMET , F2BAWS X-Ray #{aE A 1AM,

R R TR R A

BERREREEAN , 2ABERREHEILEAN , SINBILER. KIEEFEREM. FF TLUEIR Amazon
EventBridge B EWGELEA , Y F ARG NRBIEKEE/E , Hlan SNS B, Lambda A, #:A
BEE&MZE SQS 1751 , SEf EventBridge X EM B, Insights BHAE[HAZ HEE , BEEER
&, MERENFMERNR , 52/ Amazon EventBridge B,

U REBBEERBEA R AR AN REEM,
BUA X-Ray BHHAYE A

1. BB X-Ray A&,

RADHT 50


https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-targets.html
https://console.aws.amazon.com/xray/home#

AWS X-Ray FMBABER

2. EFEVHARENAAFANEUNNAEE BRROENBAFER  RRENMABRA, NFE

X-Ray THEEPREFMENFMET , FSH RE &l

#%E Amazon EventBridge &= 3 Al

1. B3R Amazon EventBridge £# &,

BESLASENFNRA  RBBEZIHL,

RAER AN BAHER,

BEEHEN , RAREEFTER, RHE3E "source": [ "aws.xray" ]1# K&

> w0 Dd

A "detail-type": [ "AWS X-Ray Insight Update" lo ATR—LEAREERXESH,

* & X-Ray AENFIEBEASHNEHER

{

"source": [ "aws.xray" ],
"detail-type": [ "AWS X-Ray Insight Update" ]
}

HEEE statefl HEHER category :

{

"source": [ "aws.xray" ],
"detail-type": [ "AWS X-Ray Insight Update" ],
"detail": {

"State": [ "ACTIVE" ],

"Category": [ "FAULT" ]

5. ERYREESHFSLRAE , ZEUANBEE,
6. (ER) RESBRAERER MBI FZEULE A,
7. 1EE Create (B1I)

RADHT
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https://console.aws.amazon.com/events/home

AWS X-Ray EEIN=E1=

® Note

X-Ray AE BN EEEHEEZE Amazon EventBridge , BRI AXBEEZESE. MEFHMA
&, ESEPHNERRE AWS X-Ray,

Insight 181 &8
ARERESE=(EREREENSEER :

- ERBERMTE?
- REFRRRAME?
- BtEZE?

EXREERBEISEARBNEERH  RASHHENERREE, REAHSERESEEVET L
MEEEREE  RIFKENRERELAPNRERE . IRNGESEHAEHRERRLL. B X-
Ray BIRFEREEER  WHERRFEATRSETER , SHRERAERE.

THEHIRERERE R EREM

products (AWS::DynamoDB::Table) of Default group

Overview Inspect

The incident lasted for 5 minutes. Overall, 43% of the client requests were impacted and 5% of the requests to products (AWS::DynamoDB::Table) had Analyze insight |~

issues.
Root cause service products(AWS::DynamoDB::Table) State Start time  Jul 30th 2020, 21:37
Anomaly products(AWS::ElasticBeanstalk::Environment) Group Default End time Jul 30th 2020, 21:43
Impact 0.52% reguest to products(AWS::DynamoDB::Table)
i i 5 minutes 58 seconds
40.79% of total client request Categories (ZD) Duration :

Anomalous services

products (AWS::ElasticBeanstalk::Environment)

: Insight start time | Insight end time Incident window Prediction

500 f 1
400 !J___-____
300 / ,/\/I A\
/ il 1 \
200 /
/ I
——— 1

100
FE—— —————

21:20:00 21:25:00 21:30:00 21:35:00 21:40:00 21:45:00 21:50:00 21:55:00 22:00:00

BARFAERBETEINRARRRENZZERTNERRS, STUEBZNBRAREIRFT A LA
RYEREE B RARBR AR Z L ENEHH . REARRRBE R X-Ray #EEFNRETHHH. ©UUAARE
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AR , SRR ZERN A PRI AR, Hlan , wnREERRAR AWS SDK
A Fix i} Amazon DynamoDB , DynamoDB WY fE 8 i€ & 2 DynamoDB AR EEHEA R,

EEE—SRERKIER , FERBRAREER LNBAREAREFHEERA. BUEAITEERSB
ERAFRRMERBALS . MFEFMENR , FSEE Analytics EEEEHH

Root cause

View root cause details (' @ ®& Qq | @, Map legend @

SYELAHFHIERZEREE, WRKE-EEERZLFRNER
EREMMSREEPNIER, FEERREMZETFENAFHERIEE
B2 EE ;- Fault, Error, Throttle 1 Okay.,

7 tth [B] AP 4B L 9 PR ET BE
%, ABRAAFRERE. &
B, WEERERIETIIREN

Impact

Client requests impact for Default group

: Insight start time | Insight end time Incident window
100 %
80 %
60 %
40%
20 %

0%
21:20:00 21:25:00 21:30:00 21:35:00 21:40:00 21:45:00 21:50:00 21:55:00 22:00:00

LEFIRE R ESARENEROMBEMENEREN, THEBRBTNEHT —EHRNAFiRiERE
oo

BESEREERE RFER X-Ray Analytics £ & , BUUEHEFRARREBHRNERE,
EFMERN |, B2 Analytics TEAEE,

THRE
AWS X-Ray EEL A RMBEXHE , SREFEREMERNNTE, FENIELXATWE !

« ¥ X-Ray #ENTE
- BRARRBRHHZE
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L EBRRERENEARRIEFHEBRNBRED L, kBT RERBEERMITEBEN
BEMNMEBEIEF. BRTRAEBEM N LXEBATAREIEARER,

ERERMER

AWS X-Ray AR TERZEHMBRBHEE, ©EARFEMNRNERERANRRNRSE, HEE WA
FERERERARNBARRAMEBRETA  URERCEEAE—TRR.

BREERHNERE

X-Ray EEHEMTMAR , BEEFERAL , YKSEESEIENPREEELHA/EL , 2L Amazon
EventBridge E4M N EX, EELREEFNITERE , LY ERENREEFEMEE WK
BUEE M EE , HlanEiAE FEHRFEA EventBridge IR RKES,

UL ERERENFERBHPRESH. RERAR  SEHMSETIEIZENERE  ETGEET
EIHYARHE & 1k

products (AWS::DynamoDB::Table) of Default group

Overview Inspect

‘You can use this section to investigate the progress of the insight by choosing an event on the timeline, and then viewing the impact and the corresponding incident graph.

Impact timeline (5 Events) Details for Jul 30th 2020, 21:42

~ 9 i i
O Jul 30th 2020, 21:43 6% of the requests to products are now having issues.

40.66%
8.27% ¥ Since the start of the incident, 43% of the client requests were impacted and 5% of the requests to products

(AWS::DynamoDB::Table) had issues.

Client impact has decreased; 49% of the client requests are now impacted.

& Insight is closed
Analyze event [+° Map time range : 2020-07-30T21:37:00~2020-07-30721:42:00
@ Jui3oth 2020, 21:42
48.93% ® © a | @ Maplegend ©
9.44% v

g \
0.72% — ((2s)
0.15% v e B\ o\GKene /

s B4 s —

products & N _/ —

uuuuu

O Jul 30th 2020, 21:39 ' o Anomaty_
omaly

58.37%
11.32% +

0.87%
0.29% +

nrociirts

FEEREMHNEBBENER A FREEREBHTEET., EHRFASEREARXTZIEHEZEN
%, ERXEINT , B SR SAMESRMNEETAF RN EERER,

RA D 54
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Impact analysis
Choose a node in the event map or choose a service from the list to view its statistical data over time.
products (AWS::ElasticBeanstalk::Envir... +

:Insightstantime Insight end time | Event time reported Event window Prediction

e

A\

= NSNS S jia—

21:20:00 21:25:00 213000 21:35:00 21:40:00 21:45:00 21:50:00 21:55:00 22:00:00

@ I Fault Error I Throttle Il Ok

EERATHREGTSRNER K FEREERDLEZESNEH. SUUERASMEEREEERE
B WEINZEEWFERE, EFHMEN , BF2EE Analytics TIEAFHEH,

B2 Analytics TR A EH

AWS X-Ray Analytics T2 AR —EEBHRTE , TAREFEREN , UMRETHERAEXARHLER
RBIAEE, TREAUREEBEDNEEFEMNSEFIER , KR, IWNREBILIER,

£ Analytics T AFIERUEERR , TRASEBHFERGURMRMEERNITEFE, BAUR-T
ERREHSEMEBAN CEENRUNERTNER , FARSBHENEERGREHEAPHNERSE,
&

. ERABINEE

- OERKES

- KREFIEE

- THERESS

- BERBEPHRE

o FBIE ERE S

- BEEREGBELCNAEER

- BREFEEPYEFEAEHBEBNAEEE

- HEBMEEETEEEFEENERSE

- BAIBEBNEMRARBREFHER

FEAIhEE

X-Ray Analytics R AFEA T EEEERDH, EE, LLEMNELERER.
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AWS X-Ray BRABER
IhARE

IhARE R

Groups (E¥#H) BYLERNMEIER Default, EEEE CHIE

Retrieved traces (B2 #EAYIE i)

Show in charts/Hide from charts (£ B & 8 R/

£E5)

Filtered trace set A (EFiZiBHEHEE A)

Refine (¥515)

Filtered trace set B (EFiZiBAYIEHEE B)

HEE , FREEMEFRGEREXNESIAA
RURER | ENARNHE, BEE—F T HRE
1, FEERERGERERENREFE,

RIRTEER , Analytics T2 A S RIFPMEFEF
MAAERELEER. CHINERRARET
EEPNFAEER, ErELEREHRIERET
Y. EERINFERSINGERHMREANER
5 3 & T R AV B Mt

PR BERA P WEANCHEENER ., EE&
¥HMERVER P ERR G4 LB AR E R
551##2 Show in charts ((EEX+PER), BE
REIRPBERILRIR |, F5EE Hide from charts
(EEXRFTER).

FEREEENMERKRNES , ERGRRYERE
M EEMBEHE A WRE. EREGERGRLGR
SRLEEEPFHEEANEREE | SURERN
EMtEEE 2. 1 Filtered trace set A (Bf&
BREKE A) BED , BEREEARER
7] B B E A BER.

LIRS RIEERIEHE A WERRRMG |, &
MR ERE, WMERNERSEESEN
RIFEHE A BREIRMHEEZ FTEIERIAVH 5
£56. CHEERNYSES ZEFETIAIRR
Ay B T 5o

BV, BRERNEME B REHEAEKHIE A B
B, BELBMEEKRE  FETHH ERRE
REFIEE  UERZERE B, MERE AR
FEE. ERAGERGR  REELHERERG

B
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https://docs.aws.amazon.com/xray/latest/devguide/xray-console-filters.html#groups

AWS X-Ray EEIN=E1=

Thee DU
EHNARENEREHEEEERB ST

£ Filtered trace set B (EFiZB VBN B) BEE
B EERGRHEARESR T EEEDPBR,

Response time root cause entity paths (EIfER;  FEHBRRCHNER R, X-Ray S¥IENE M+ 5

BB AR KB R) ERERETAERCEEE., BXIEHEHE
FMMERE , UEEEBRERANREGR, FHEL
ERYEHEEE BN EERBHE, mEBRT
R R R &R G4 AR EIR AP BB E R YA
B , ESEERANAE N EERAER D .

Delta (€) EEHIE A FIEHE B BAEATRE , FHEE
ERRNM. Delta MstEIEHIE A MIEHE B
ZENERBILEE,
(] FE B [ 4 A

X-Ray Analytics RS EAMEEEBF , HEEREEN . ERES MANRREFIIES, &
BN THSRM—EEH , RARBEERNEARME,

LT REDEGBITREMRBHNES (REFIEEAEENERES)

- HETHFAER - e
- HEREH - HE

- EREMEKRE A-RE

- BREMNEKEB-ER

Example — ElFERF & 7 7

EERE, RRRERSECEREERENER, R—THES K EEERE, ZAENEE, S8
B4 ECEREAFTEBKA responseTime T/EBHEE | W T HEHBEM,

B =


https://docs.aws.amazon.com/xray/latest/devguide/xray-api-gettingdata.html#xray-api-analytics

AWS X-Ray EEIN=E1=

Response time distribution @
Cllck and drag to filter the traces by response time.

[races ooy p90 pg5

2K l -
1.5K ' ' '
] T
1K ' 1
TR
500 | "
l N
l P

! —— P! /

Latency)

0
500ms 1.0s 158 2.0s 255

5 8 Fr 515 B

REFIEDESRE RS ENEBNERYE . HeEReRGLERE I ZNITREEE, FBFIA
MEGERIRER , R EERBANERES.

Example — BFEF55E )

BR—TY%R 6K EREFIEBETENGEE, SRR EREEERMAEERN tinerange T
BHEE |, W ERRRY

Time series activity @
Click and drag to filter the traces by time.

05:07:00 PM 05:08:00 PM 05:09:00 FM 05:10:00 PM 05:11:00 PM — ... 06:12:00 FM

TERIZSH

T 5% B8R X-Ray Analytics T2 ANEREARS. SEHMANERETZABBNEIRDRE. B
AREBE , TUSESERELSNREDE THERE. ELIREZFD MR N LK HEFRLT RED
B, ABRIMAE Analytics TR AEE , LEBELLRER, —BEEBEHMEIEE , EREKEFD
BEERNFMAER , HETR A ERE ARFAEFER R,

BERBEPHHRE

BHAMRSTERIRA TP SRR EATSRER M LL B, B EH RN EEREER, EREHR LFIMER
DL RREWE, FH X-Ray Analytics TR & ETRE,

MFEMMRBUE MRS EFAET | FSRBRIEHRST,
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https://docs.aws.amazon.com/xray/latest/devguide/xray-console.html#xray-console-servicemap

AWS X-Ray FMBABER

avg. 34ms

0.06 t/min

<

avg. 22ms

scorekeep-user
AWS::DynamoDB::Table 0.3 vmin

scorekeep-session
AWS::DynamoDB::Table

@ avg. 412ms
. 06 t/min

Client Scorekeep scorekeep-game
AWS::ElasticBeanstalk::Environment AWS::DynamoDB::Table
4
avg. 988ms
0.03 t/min scorekeep-state
AWS::DynamoDB::Table
SNS
AWS::SNS

il 1] PR By ] S e

EACERED %  SUUEEOERENSIE, AZZNLEBENSIE  REERERTHANER
xR, NHEAMEMEEBNER , HIAGRER,

BB -THHERE , X-Ray SENT R UEERE. CEUARERIEREBEKRENTELR, &8
EunZs MEaERRs  EmEREE N R R,
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I All traces in the group @ 5.2K traces in the group. Show in charts @

Retrieved traces @ Filtered trace set A ©@
5.2K traces 4590 traces (87.66% of retrieved traces.)
Filters: responsetime @ Refine

Response time distribution @
Click and drag to filter the traces by response time.

WA B RER RN AR

BAUERABRTHFNIEESR , FATHRMESIENENK, £—T HTTP STATUS CODE &RHER
5l EEEEI TESHENENREL. fl  BABRGIREES 500 WATEER, ESeEEay
EEEFETIEA http.status WERRREER.

BAREFRAPWERERAEBEEBNATEEER

RATHUERAZE, URL, BEREBRAERSHMALAEZNEERAERNERE, fln, BEH1T
EREARREIS & 500 WYIEHEE |, FBEEN USERS (A %) kTP ERZS, EEZEMEEFE LR MEE
ERGER . s 2iEEMNhttp.status BAK user,

Lt mEEE T RENERELENBRE

LB ETRNERAERHE POST R , SREMNEZENER T, ERALNE —HAGFEEE. B
EOEFEDEFERAECRRKE, RERIEI Compare (L&), —Bth , EFEITEHE A WEHRKE
HEI=,

HEME  FEEAMNEERG  EAIERSE B, EF-ARGESUREBRKERT. UTHMR
S ERE BESH T ERME.
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I All traces in the group @ 7 5K traces in the group. Show in chars @ Complete 100% scanned {found 8K traces)
Retrieved traces @ Filtered trace set A @ Filtered trace setB @
8K traces 7611 traces (94.88% of retrieved traces.) 953 traces (11,88% of retrieved b
Filters: responsetime Filters: timerange ©

Response time distribution @
Click and drag to fiter the traces by response time.

A

Time series activity @

Click and drag to filter the traces by time.
| —— omm ;
H DN EaN . | O Y N

78 1| =% LR Y 0B Mt LA R AR HLEF A FA

ERFEATIRAMERGAEEERN , BERXRTHEREENRSEBFEEER, BEREERS
URL, USER (f£f#&) # STATUS CODE ({RAERS) WHEERE ST — iR Hh, MEEZHIE
BEUE R E R FIBRUE MR detail (FFMIEF) BEE , MAEHKEESANFRHER,

AUE BB

BER—RYEKH 6 ASFEREREXNMES., EUNUFER BEXEEENNBREER  WiRHE
Amazon CloudWatch 818, &AILAER AWS X-Ray A X-Ray AP RE MEE RIEHEE
. REBERPWMMER X-Ray TRABRYNEEHE, WENMER X-Ray AP| EEEHEMNENR |
E2E &l

4

BRI BB MRS, BRI MNEHREE, ELARVEER  FESEME=AEELLNEETHR
AeeR EBARERRG - BRGE. BHM D,

Default ~ Q, Enter service name, anno
Q, Enter a group name

| Default

faults

Create group

Learn more &
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A2 RES RN Amazon Resource Name (ARN) 1T 5l , BBEEHE FRHERIER ., LHREESHE
BEAREXNER , YKFTFH. NFNNEEGFEREREANFRENR , T8 CHAERER

EHMAENGRREREXNTIEBECTHENER. ENEERANREEKH. ESERERSHFESR
EX, BEEREERN , FMERE aTAV AL E AV EE,

@ Note

FHANGTEAARRBASHEFRGEREANBEIUEL, MFFMWER , F2H AWS X-Ray
EfE,

3

ES |

- BVEE
- EREE
- WEEHE
- EREE
- MIBREFAE

« 1 Amazon CloudWatch F#& 1R B {HISHE

ByUEE

(® Note

BRI TE A LA Amazon CloudWatch 12 &5 E X-Ray ###H. B EEFEA X-Ray 2

=

CloudWatch console

1. A AWS Management Console , 3¢ 7E https : //https://console.aws.amazon.com/
cloudwatch/ BiRX CloudWatch £ &,

2. EEAISEERTERERE,
. X-Ray BHtE R EE T ZERRRE.
4. EEFEHEBELIHEMNEE,
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5, EEVRMEEEL A WAFEANER. H#EEBRZIUAE 2 EBFx , BGaRHF UMK
e BEEBED KNE.

6. BMABEMRERERN. NFNMEEFEREREINFHREN , FSH EAGERTRE
Ho ETHEHHIG , FHESEHRRERE NRFEEHRapi. example.com, M FEREEFER
BARBER AW R,

fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5

7. 7 Insights F , BUASEREERRRFER. MFEBRNFMENR , F2HE LA X-Ray iFE,

Enable insights

Enable notifications
Deliver insight events using Amazon EventBridge.

8. HERYT , EENMEFERIUIGARRRSIE  wAEERARRE, EERFEMEEME
B, ERRCIBLARK—N, EEMRER , FEESESERT AR, NFERNFHE
ﬁnﬂ ) nﬁ 2 ﬁﬁna X- Ray Hyﬁiﬁuﬁjﬂ]ﬁ%ﬁo

Key Value - optional
Q Q
Remove

9. EEFEVHE,

X-Ray console

1. & A AWS Management Console BRI https : //https://console.aws.amazon.com/xray/
home. B9 X-Ray £# &,

2. REASEERTPNEFEERD , T HEHP—EERLVFAEERBEEVEERER : Bt
E., B D

3. HEENEEEEL K @WARENESE. BEEBRZUE 2T , B8R F T MBI
e HHEBEBED XIE,

4. WAGERRGRER. NFNNEEGEREREIANFRENR , F28 CHMERERE

K. ETRFEHIF , HESEERBRYE WHEEHKapi.example.com, T FHRZEEER
BARRER TR R,
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fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5

5. % Insights # , MASEASEEN R RFE. MERENFEEN , 2B FEH X-Ray BE,

Enable Insights |«

Enable Notifications (v Deliver insight events using Amazon EventBridge. Learn more about Data Protection in EventBridge. Learn more (4

6. HEEREBD K WARBRRSIR , WEEMHBARRE, EGTEERE  SBRHT #4488
A% —ERR, EBXSIBLARKE . BEMRER A FREEBIIEREN X. UFER
HRFHERA , SF2BEAC X-Ray VRSB BI M EF4E

application game b

stage prod b4

7. BRERNEHE.

EREE

CloudWatch console

1. & A AWS Management Console , Y7 https : //https://console.aws.amazon.com/
cloudwatch/ B#RX CloudWatch £ 4&,

2. feX-Ray EMt THEBEEKRAMTIET—EEE :

o B MRS
- B

3. MK X-Ray BnEFEGEFRGTWARESE. AR LETHNENSEELNS FADRE
R ERE R RIER.

X-Ray console

1. & A AWS Management Console , Y¢7E https : //https://console.aws.amazon.com/xray/home

FRK X-Ray T2 A&,
2. REBERFAMTIIEF—EEMR :
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AWS X-Ray BRABER
- BHEBRGT
S =¥
« DM
3. EBAYRERT , BESE PEUMBEMEIhe section called “EVEE, EELETRHNERS
BEANE BEPRENEFERERER,

AR e AT AR

CloudWatch console
1. & A AWS Management Console , 3¢ 7E https://console.aws.amazon.com/cloudwatch/ BRI
CloudWatch ¥##&
EEAEEEMPRERTE
£ X-Ray Bt E B BHE T ZERERE.
REBEERPZEZHE  ARRERE.

HALBEIENGERE  ERTUEHGFEFGRER, NFNNEEGHGERERER
WEFRET , T8 CHBGERGERER, ET5&EAF , BFEFENERE RENBEE
Htapi.example.com , EFFER URL it @& example/game , MaERAY B FERFE KR
ERAER,

o & w0 DN

fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5

6. 7 Insights F , BUASERBERR RFE. MFEBRNFMENR , F2HE LA X-Ray iFE,

Enable insights

Enable notifications
Deliver insight events using Amazon EventBridge.

7. HEERYD  EEFEERUGARERRSIR  wNRERARRE. @ERFEMEHME
®]. ﬁﬁ%ﬁ%lﬁzﬁmﬂﬁ B, BEMRER A FRESESRTHINBER. UFERRAFME
& , S EER X-Ray BUE#R I A EHE.
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8.

Key Value - optional
Q Q
Remove

X-Ray console

1.

E A AWS Management Console , ¥7E https : //https://console.aws.amazon.com/xray/home
BB X-Ray £ &,

AT T E R — R R EURRIERESHERHE.

a. HEHEEEL , BERRENHERRE.
b. ETIEF—EEELNAFHEREL  EafiE A RARBERE.

« B HERR ST

- Bt

© DT
HMAGEEENGEHE  BRTUAENGEFRERER. IFNTEEHFERRAGRERS
MFAES  FE2E EAGERERES, £ TEHNP , HFESHERE RENKEER

Htapi.example.com , EFFER URL it B E example/game , MEERAY EFER R AR
ZRED,

fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5

£ Insights 1, BAREFEAFANREITREAN. WFERRNFHAESR , F2HEEA X-Ray

/n%‘o

Enable Insights |+

Enable Notifications (v Deliver insight events using Amazon EventBridge. Learn more about Data Protection in EventBridge. Learn more (&'

ERRY , REERZECIRNE, EBRCIBLARK -, ERERZAN ; MRFE
AUMERE. EERMBRER  FREERIEREN X. WFEBNFMET , F2HEEL X-
Ray Eu# £ I M EF 48

22|
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6.

application game x

stage prod b 4

SEREMBER , FREENAE,

BHREE

BRBFASRUNNEE  HTE28fRANGRRGEREXNER, ELERFER  HHENS
BEHERNEFEMEE |, d-clonefiIE& R,

CloudWatch console

1.

o b~ w0 N

E A AWS Management Console , Y7E https : //https://console.aws.amazon.com/

cloudwatch/ BAEX CloudWatch 2 &,

EEREEEEPRERE,
# X-Ray B #tERNEFE T RIERERE,
REARERTERRHE K AREEER.

EEVEABEELE , B#ENBEE group-name-clone, HE , MABRENTEE, FHES
BEZUE R BFT , BEEEBEZaNBETR. #HEEBEI XKNE,
BRI REEEHANEBRIFGRES | RES B ATVERFGERER. WENAEE

EERHREXNFRER , BF2E EAMERERER, ETHEFGS , BFESEHERE
R B EB#api.example.com, M BEREZCERBARIFRALY IR,

service("api.example.com") { fault = true OR responsetime >= 5 }

EESP  GEEFBEERXRSIBNE, EBRSIBLEARH—N, EBERZEAN ; MREE
E | BULRRE. EEMRER , FEEERIGEN X, UFEBNFRER , F2RE
50 X-Ray B3 B M BE4H o

BIEEVEE.

i
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FMBABER

X-Ray console

: //https://console.aws.amazon.com/xray/home

1. & A AWS Management Console , Y7 https
Bk X-Ray F#&,

2. REAESEEXEMBEER  ARBELEERNEERR,

3. RBETheERTBIFEREE,

4, FEERNHBEEEL  BEMEWA group-name-clone, HE , MABBENTER, BHESR
BRZUE R EFT, BEEREFANETRK, BEEBEI XKIE,

5. ZBULUREBREFANGERERES  BEM BB ATV ERRGERER, UFNAESE
BB REXNFHEN , F28 FHMERGRES. ETIEMND , FESEHERE
R#E B FEBHapi.example.com, M FBEREZEEEREARIZEREWH R,

service("api.example.com") { fault = true OR responsetime >= 5 }

6. EEEYF K REEFEEEXRSIEBNE. EBRXRSIBLEARHE—N. EBREREAN  URE
E EULURKRE. EEMBRESR  FEEERIGEEN X, IEEBNFRENR , F2RE
50 X-Ray U R BIFNEH4E o

7. BEENEAE,

il BRB¥ 4

AR AEI R R S BRI BRBEAE . BEEMIBRTARRAE.

CloudWatch console

1.

o b~ 0N

E A AWS Management Console , ¥7E https

cloudwatch/ BEEX CloudWatch 12 &,

EERASESEPRERE,

# X-Ray Bt [E B R B E T EERBERE
RFHEERTEERE , AREEMER,
R RERETR | HEEMER.

X-Ray console

1.

E A AWS Management Console , ¥7E https
) X'Ray FEE,

: //https://console.aws.amazon.com/

: //https://console.aws.amazon.com/xray/home

A
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AWS X-Ray BRAREE
2. REASESHEAMGFEREE , RARBECEMBRNFEERHE,
3. EBMEMREXRT , BEMBREE.
4. BRBFIRERRERE , FHEREMBR.

#£ Amazon CloudWatch H 18 B¥tHIE&2

BUFECER  RESHEFENGERGREAREEANER , RAELEMREMIE X-Ray R
F, FEEEKRENERBERSES 2 ERZRME Amazon CloudWatch, E{REFA B LZER
RIEFEGHM CloudWatch A ZEFEE, MFWNAFEA CloudWatch IEEMNFMHEN , F2E
{Amazon CloudWatch &) PHIEEHA Amazon CloudWatch 3542, Amazon CloudWatch

CloudWatch console
1. & A AWS Management Console , ¢ 7E https : //https://console.aws.amazon.com/
cloudwatch/ BARK CloudWatch £#2 A&,
EEAEEEMPRERE,
£ X-Ray Bt E B BHE T ZERERE.
REARRTEREHE K RAREERE.
EmEFEEE L , BERREE,

o M w0 D

CloudWatch R A EEEREEMEB PR

X-Ray console
1. A AWS Management Console , 3¢ 7E https : //https://console.aws.amazon.com/xray/home
BB X-Ray £ A,
2. REMNSEEREREEER  AREELERBEENTFEESR,
3. EREFEEEL , EERGEE

CloudWatch ¥R A EEEREEMEB PR

AE HUER AR R

&R LAER AWS X-Ray 12 A RERE RBVEERR A, XEEIEHETERERE AWS RF 89 X-
Ray SDK # £ F BV 3 Rl HOR E ERCEKRYFE R o
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AWS X-Ray AR
ES]

- RRE BERA

- BETHERA

- HWERRAEE

- HERR AN H)

« RIEH BRISERE & A AR AR A

- BEBEER

- RESER

AE HUR Al

& T LA T B 68 A SR IR TE AR ¢

3

- API Gateway Entrypoint — AP| Gateway X IEEVEFM EBEH, EEE API R ERUAEEEHR
2/ 9 Amazon API Gateway 8B H# X # AWS X-Ray,

« AWS AppSync — AWS AppSync X EEUGM ESER, ZERAFEREN AWS AppSync EEEHE ,
ESMER AWS X-Ray B#,

- EIEEE¥A LB X-Ray FBEMH - #H Amazon EC2, Amazon ECS = HE&F A8 AWS
Elastic Beanstalk , EEARER 2 FEARKIHTH X-Ray BEEE4ERIR , B,

EHIEi:E-$:28]

EBBFTHERR , BUNRFIRENENE, SHUAUBHRETA  MESERIEFHEEX
R, BERAIEEM X-Ray SDK Eé#t# — Bk ECHZ DFER, RIZFER , X-Ray RBEEHEVW &K
BE—EFER , AREMHMBERN 5%, B —EFR2MHE. ETHRARRABZRBFFIG/RUBR , 89
HeEiLuEL —EER. 5% REBMEPHENBERBE "ER,

BRI LAGRE X-Ray REBEHN |, REABRENA JSON XHEIEERRA, BER , EEHMITRENZE
BTERR  SENTEERERUNTHE, ESERMEFERNERBE D LEN , RAFREHTE
ENREESSNE—L, ), EEERAEEERRY , BLREHRBEEAR.

EIBE X-Ray TREPEREURRA , WEETE SDK #& X-Ray FRIEEEURAI | 477 LU %38 W 18 &
B, BEeEEs@ERANMEE , YRBHTHINITERE  BEEERESEARKATERETS
D RFHE. FERGRBIBRERENRAUMTE. ARRAIRE REFRE , RItERTUEERA
mEFETEMIE,
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® Note
X-Ray ZERHERAFERARKERE  ERLEERT , FRAHBERTEFIEZTLHFEREN
MERA, B, BERENER  MENBERBEEZBEIRENE D L.

IRIRTE A LA Amazon CloudWatch £ & AEKE X-Ray BUEARAl, B EEFER X-Ray 2

Ao

CloudWatch console
£ CloudWatch 12 A R E MR A

1. & A AWS Management Console , ¥7E https://console.aws.amazon.com/cloudwatch/ : // B
BX CloudWatch &,

2. EERIEEBEEPIRIERE,
3. 7T X-Ray BHt[E BB EEUERR Bl TR ERE
4. EBEVHA , FEBIZ Create sampling rule (B3I A A,

HRmMESRA , FRERA  RAREBERFEUETHRE,
EEMERRA , FREFRA  RREBZZMBRAMBRS A

X-Ray console
£ X-Ray £ &R ERESA A

1. BB X-Ray £# A&,
2. EAEAISEEKPERERE,
3. ZERVFA, FERIE Create sampling rule (B IR ),

EERESRR , FRESANERE,
EEMERARA , FRIFHR A Actions (BIE) TIEERRMERE

AR RIE R

THEETARESERAY, FREVTUEREAFZFARUFEE—FR (?) ABHIZEZTT (*).

Tk —
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AR RRE

- RARE (FF) - RANE—BH,

- BRIEF (AR 159999 < HMER ) - RRRANELIEF. RESLUEEE KIEFRFTMHE
BRA, WEAFSHE—ERAFREREREK,

- fESR (FERY ) - EAEERRZY  SYERANLHBREERE, RETZEEARR
% MEREKEEREZEEAZRANRERSE.

« BE (NMRAO0T 100 cEMER ) - #EASRE  ERANMTHERE L. EEEAPREIE
BRAIEF  FEENRO0E 100 BB D, £/ JSON XH1E A Fim SDK HEREHUE R BB |
FRMENR O 1 2N E 2 LLE.

- RBER (FH) - WARBHNER , WEKRBRS F TR,
 X-Ray SDK - &£ ka7 LSRR EN RBE BB,
* Amazon API Gateway — api-name/stage.

- BRBEE (F&H ) - BREERREPHRBEERE, BN X-Ray SDK , FEMBEERIMNERE
ERBEE

« AWS::ElasticBeanstalk::Environment — AWS Elastic Beanstalk 3} ( /A #ER ).
« AWS::EC2::Instance — Amazon EC2 #{T{EE ( /#ER ).
e AWS::ECS::Container — Amazon ECS &z5% ( /#ER ).,
- AWS::APIGateway: :Stage — Amazon API Gateway P& EX.
« AWS: :AppSync::GraphQLAPI - AWS AppSync API &K,
« XM (FHR) -RKBHTTP EHEBEN EHERE,
« HTTP 3% ( & ) —HTTP BRI G *.
« URL 8% ( F& ) - #5KRY URL &1,
. X-Ray SDK - HTTP 5k URL B &%
- WEARN (F8) - BTRBZ AWS EiEH ARN,
« X-Ray SDK - "X, BBHZXEMERMFA Resource ARN (R ARN) 524 * VR A,
« Amazon API Gateway - B&EX ARN,
- (EBA) B (XR5I8NE) - IEARKEHNERBM.
« X-Ray SDK- % &E., REFRRE4HSZREEBIEARL,
« Amazon API| Gateway — R BJR 1 HTTP f&REVEHE,
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kAR RS Al

Example - TR A , REREHEREK
BA LMERFARR AN BB RR, BRANSERAETHSEMEMRAMNGER,

- REE: 0
« JEZR : 50.05MRFEH JSON XHERE )

Example — {5 §55 BI SUB HEA BB VPR B 7R
SERERSELIEFNRRRETERIE,

- #1A|Z% : DEBUG - history updates
- BRIEF: 1

- BEE: 1

« EE : 1001 MREA JSON XHERE )

- [R#EET . Scorekeep

« Service type (ARFFHER) . *

o .

« HTTP 3% : PUT

- URL 8§ : /history/*

« ERARN : *

Example - POSTsH B & &K E R

- HEAIEFE . POST minimum

- BEIEF : 100

- MEE: 10

o JEZR :10(. 1R EA JSON XHERE )
- RIEEH/: *

« Service type (FRIEFEHR) : *

o EH: *

i 73



AWS X-Ray EEIN=E1=

« HTTP 733 : POST
e URL I&f& . *
- BEARN : *

A G HY BR B 5 E A 2 R e B AR Al

X-Ray SDK EEFNANERE , THEFEACEIRAPRENHERL, NIEREHERNFEE
A, ESRERAEESWHEREERE

- Java : HER A

- Go: HIE#HEA

« Node.js : R A

* Python : #h#E Al

« Ruby : &R A

« NET: Hi##ZE

WME API Gateway , 5528 # Amazon AP| Gateway E BB # 5 £ AWS X-Ray,

AR AR R
X-Ray 2 & B B EE T IR 007 6 A S EEER AR S E A,

Trend (B%) ERTERETBEE7EAEARANSTN. SEAERTHREET 10 YENRFTESR.

ST ER

- FENRAUBY  FALRANGBRBE, KBETZSARENLRAUNELT , ERALFESEL
JE 73R AR FE R

- HEURMAB : REEMFERE,

- DIEEEEREA : ERRAEERREENFERE.

- ERARERFBIEUE | £/ X-Ray EIRVEFDNERNFREE.

- eREER  KEEBEADENBREE. RBFE —EFAREHERAUK , X-Ray & RIEIRE
B, T8, MREEEIR 1, ARBSEASY — @GR , EX X-Ray EREES L.

MBMEGIEN RS EA MRS KO HEET | HSEB X-Ray AP| AR,
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®rEIR

BRI LAE A X-Ray API REEH#EF A, FEiB AP, B UEBHREENRFIN AR EHELEIR
EHARA  AROMEERIEHN, MFERAREMRRNGES |, F2EEHR AWS X-Ray API s E
D HEMINERERTE

X-Ray SDK # AWS Bg#% i X-Ray API RFEFEEEHUE AR A, HMEBMEER , URIEREKER. R
BYLREHREERSERUNER, RIRERIEFFERA  UREFBREE X-Ray i RARBEIK
BN RRREREER. MFRBER AP ETHENFHEES , F2HEB X-Ray AP| A B
Al

& X-Ray SDK FEIYERER APIsE |, © & X-Ray BB BERE, EEEFEH TCP EiZE
2000 , BELAURERE , ETEANERRHTNRE, MFEFMENR , F28 %E AWS X-Ray 1
BhiER.

FEBRBERS

B ERABENEHRRAEREERTIEH | SUBHEAIE MRS 89 B RmAR

- BUUDEM - xray/homett/welcome

« AP - xray/home#/getting-started

- BHBET — xray/homet/service-map

« B#t - xray/home#/traces

=

FBA A EREH R RRE, RESKRNKRFRIBEIER,
BYEEERIEY — xray/home#/traces/trace-id

FisiB#tE ¥ - xray/home#/traces/trace-id/raw

Example - R &R

https://console.aws.amazon.com/xray/home#/traces/1-57f5498f-d91047849216d0f2ea3b6442/
raw
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ERE R RIERN
B EIB M EREE.,

BB MR — xray/home#/traces?filter=filter-expression

Example — EFiZ 4 RIZEX

https://console.aws.amazon.com/xray/home#/traces?filter=service("api.amazon.com")
{ fault = true OR responsetime > 2.5 } AND annotation.foo = "bar"

Example — B2 R4 RIZE (URL HRiE )

https://console.aws.amazon.com/xray/home#/traces?filter=service(%22api.amazon.com
%22)%20%7B%20fault%20%3D%20true%200R%20responsetime%20%3E%202 . 5%20%7D%20AND
%20annotation.f00%20%3D%20%22bar%22

MEERHRAEREXNFMET , FSREAGRGEERER,
R E

EEREREIMBRERRE (XA 1S08601), BEEHEL UTC R , RETIE 6 M,
BFERE - xray/home#/page?timeRange=range-in-minutes

Example — 18 & — /NG HYIE HERR 5T

https://console.aws.amazon.com/xray/home#/service-map?timeRange=PT1H

FAMA AL REFR — xray/home#/page?timeRange=start~end

Example — B @M ST ¥

https://console.aws.amazon.com/xray/home#/traces?
timeRange=2023-7-01T16:00:00~2023-7-01T22:00:00

Example - B EEEEH# S 78

https://console.aws.amazon.com/xray/home#/traces?
timeRange=2023-7-01T16:00~2023-7-01T722:00
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[E2 15§

5E AWS B LEREZXERETNER, FEREERE , FREAEREEMNENERE —EE
HYE .

[E15 — xray/home?region=region#/page

Example - XBIFAEF ( REIR ) MEKHHE (us-west-2)

https://console.aws.amazon.com/xray/home?region=us-west-2#/service-map

ELREHEAMEHZYH - EOESR , BEERNSEMEZEET , M X-Ray-specificEHEHEEM
BB EBIET,

Example - ZBITE0 ( BEIR ) (us-west-2) FHE — B/ AV B KRS

https://console.aws.amazon.com/xray/home?region=us-west-2#/service-map?timeRange=PT1H

CXii
Example — 575 #5518 i [ B8R IR (R4 49 L8 Mt

https://console.aws.amazon.com/xray/home#/traces?timeRange=PT15M&filter=duration%20%3E
%3D%205%20AND%20duration%20%3C%3D%208

L

- HE - Bt
- RFEHE -8B 15 98
- ERRMRM - BFERNE >=5 ARERE <=8

£ X-Ray API

IR X-Ray SDK A X BN ENERGTEE ? , ImO] LAE 4 A X-Ray APIss, AWS Command Line
Interface (AWS CLI) 2RE0Y X-Ray APl i 5. fEA THIiE5I2REZFERE APIWEEH -

- A EAELSENCNG SR FRPAEEAWS CLI |, REAEBENEE.
E#EEMA X-Ray API , BLEH &Y X-Ray REMNFER , BERAWEMENMBERT,

f#/ X-Ray API 77



AWS X-Ray MRASKES

MBAERER X-Ray AP| i3 AWS CLI , BISANERIERNHRARSBAER , 6 THAERE
HHRBAHERE,

TEETEEMME X-Ray APl E8HViE5 :
s N

Maximum
Choose how to flexibility and Use the X-Ray API

use an API directly

Your application
customization

Simple syntax

and pre-
formatted
commands

——> Instrument your
application

Configure your

N S

Use the AWS CLI

£ X-Ray AP| i BHERIEZEZ S X-Ray, X-Ray APl 18 X-Ray SDK MW FIEHE , 81
THEREE :

+ PutTraceSegments — BB X LEZE X-Ray,
- BatchGetTraces - #EEUEHE IDs FEFHEREE., SEAENNEMREEREE—FRNERXHF

A
Ro

« GetTraceSummaries — FEEBUE#tIDs M&FFE, B LUERE FilterExpression REBUE M EH F
-

+ GetTraceGraph — S EIBH#E ID BRI E =,
« GetServiceGraph — fEEVJSONAE AL | iR R IEE A FH R A0 T a8 R B9 AR 7K o

e LUE A EARRNEREHH AWS Command Line Interface (AWS CLI) , IR E&ET A X EE X-
Ray EE). AWS CLI X#& X-Ray SDK RN EHE , SEHMEE AWS R¥. TIHRHERE
BIAE BRI T A AP BUERRA
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https://docs.aws.amazon.com/xray/latest/api/Welcome.html
https://docs.aws.amazon.com/xray/latest/api/API_PutTraceSegments.html
https://docs.aws.amazon.com/xray/latest/api/API_BatchGetTraces.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceSummaries.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceGraph.html
https://docs.aws.amazon.com/xray/latest/api/API_GetServiceGraph.html

AWS X-Ray BRABER

* put-trace-segments — #% EE& XX LEZE X-Ray,

« batch-get-traces — #EEUEHE IDs FEHAHEMEE, SEBNNWERTRREE-—BRNERXH
558,

« get-trace-summaries — fEEUEH#EIDs FFFE, BALUIEE FilterExpression REEUE M EN F
£

« get-trace-graph — FEUS EB#E ID B IRIEE =,

* get-service-graph — HEEXISONAE AL XX 4 |, IR EIEE A RN FE I TEFE RN RS

EERBER , BHXBAWS CLIBEEXRFELSE . AWS X Linux., macOSH] Windows fE¥ %
o WMFE X-Ray R /BEMNGFMERN , B2 ERMN AWS CLI X-Ray Wi S 2 EER,

£

« ¥H CLIAWS f£H AWS X-Ray API

- EIXEHRERE AWS X-Ray

. #ft BISE R AWS X-Ray

£ AWS X-Ray API SR EHIER. P EMMBRE
 i%EiB X-Ray AP { F B8 Al

« AWS X-Ray [E B #

FEHE CLI AWS £/ AWS X-Ray API

CLI AWS T BREEFE X-Ray R , WA X-Ray T4 AREEREEXRMNAERERER
B APls, EIfIEERRERN TSRS , RENAEEL APIsEE CLI AWS #ZE A,

FORIRAF

L #2E M Scorekeep EBHIEARAMEMMNETE , AEECERERNBRHLE, ERAFMKEH
HE TR EEAER.

AR EBREMEH AWS CLI REER X-Ray API WEAREHR AR, BAM Windows, Linux 1 OS-X #Y
AWS CLI 2B ALNE APIsHI T H FIFE AWS BRTE,

(® Note
B BERT M AWS CLI BEEREAEE Scorekeep EiHIFE AN E M FTENAERE EE,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/put-trace-segments.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/batch-get-traces.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/get-trace-summaries.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/get-trace-graph.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/get-service-graph.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/index.html
https://docs.aws.amazon.com/cli/latest/userguide/installing.html

AWS X-Ray EEIN=E1=

BER RIS 18 (RIS HIFEARN) €M cURL |, IREEIXT API M jq U@ EH., SINH%R
jq stedolan.github.io FEAHTHE , % THcurl AIEITEhttps://curl.haxx.se/download.html, K
ZEM Linux 1 OS X Z##821E cURL,

EERETTRE , Web BRI SEEREVEREEEY APIHWRE  EREELE —BEENBER.
f£H test-api.sh ETHRIMTIHEIHRG , WELRE AP BEEXFE S T{LVBREE R,

£/ test-api.sh 5

1. BARBX Elastic Beanstalk £ &,

2. BEFERENEEIES,

3. EHEMEFEEMIRE URL,

4. BB bin/test-api.sh ¥# APl HEBRRARIREN URL,

#!/bin/bash
API=scorekeep.9hbtbm23t2.us-west-2.elasticbeanstalk.com/api

5. HTHETIRRELY APl HRE,

~/debugger-tutorial$ ./bin/test-api.sh

Creating users,

session,

game,

configuring game,

playing game,

ending game,

game complete.

{"id" :"MTBP8BAS", "session":"HUF6IT64", "name":"tic-tac-toe-test", "users":

["QFF3HBGM", "KL6JRO8D"], "rules":"102", "startTime" :1476314241, "endTime" : 1476314245, "states":
["JQVLEOM2", "D67QLPIC", "VFOBMIONC", "OEAA6GK9", "2A705073", "1U2LFTLJI", "HUKIDD70", "BAN1C8FI", "C
["BS8F8LQ", "4MTTSPKP", "4630ETES", "SVEBCL3N", "N7CQ1GHP", "O840NEPD", "EG4BPROQ", "V4BLIDJI3", "9F

£/ X-Ray API

CLI AWS % X-Ray =Rt FTE API EifEiRfitar 5 , @1 GetServiceGraphM
GetTraceSummaries., MBEAMFEANFEZESENERBRFMENR , F28 AWS X-Ray APl 2
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https://stedolan.github.io/jq/
https://curl.haxx.se/download.html
https://console.aws.amazon.com/elasticbeanstalk
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environments-console.html
https://docs.aws.amazon.com/xray/latest/api/API_GetServiceGraph.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceSummaries.html
https://docs.aws.amazon.com/xray/latest/api/Welcome.html
https://docs.aws.amazon.com/xray/latest/api/Welcome.html

AWS X-Ray

FMBABER

Example bin/service-graph.sh

EPOCH=$(date +%s)

aws xray get-service-graph --start-time $(($EPOCH-600)) --end-time $EPOCH

ETBEREINER 10 DENRBE R,

~/eb-java-scorekeep$ ./bin/service-graph.sh | less
{

"StartTime": 1479068648.0,

"Services": [

{
"StartTime": 1479068648.0,
"Referenceld": O,
"State": "unknown",
"EndTime": 1479068651.0,
"Type": "client",
"Edges": [
{
"StartTime": 1479068648.0,
"ReferenceId": 1,
"SummaryStatistics": {
"ErrorStatistics": {
"ThrottleCount": O,
"TotalCount": 0O,
"OtherCount": 0
},
"FaultStatistics": {
"TotalCount": 0O,
"OtherCount": 0
},
"TotalCount": 2,
"OkCount": 2,
"TotalResponseTime": 0.054000139236450195
},
"EndTime": 1479068651.0,
"Aliases": []
}
]
.
{

"StartTime": 1479068648.0,
"Names": [

HERE
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"scorekeep.elasticbeanstalk.com"

15
"ReferenceId": 1,
"State": "active",

"EndTime": 1479068651.0,
"Root": true,
"Name": "scorekeep.elasticbeanstalk.com",

Example bin/trace-urls.sh

EPOCH=%$(date +%s)
aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time $(($EPOCH-60)) --
query 'TraceSummaries[*].Http.HttpURL'

ESREEIe — o ENWED EHEENER URL.

~/eb-java-scorekeep$ ./bin/trace-urls.sh

[
"http://scorekeep.elasticbeanstalk.com/api/game/6QOUE1DG/5FGLMOU3/

endtime/1479069438",
"http://scorekeep.elasticbeanstalk.com/api/session/KH4341QH",
"http://scorekeep.elasticbeanstalk.com/api/game/GLQBJI3K5/153AHDIA",
"http://scorekeep.elasticbeanstalk.com/api/game/VPDL672]/G2V41HME/

endtime/1479069466"

]

Example bin/full-traces.sh

EPOCH=%$(date +%s)

TRACEIDS=$(aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time
$(($EPOCH-60)) --query 'TraceSummaries[*].Id' --output text)

aws xray batch-get-traces --trace-ids $TRACEIDS --query 'Traces[*]'

ESREHNE — o ENMED EBEENTEIEH,

~/eb-java-scorekeep$ ./bin/full-traces.sh | less
[

"Segments": [
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"Id": "3f212bc237bafd5d",

"Document": "{\"id\":\"3f212bc237bafd5d\",\"name\" :\"DynamoDB\",
\"trace_id\":\"1-5828d9f2-a90669393f4343211bclcf75\",\"start_time\":1.479072242459E9,
\"end_time\":1.479072242477E9,\"parent_id\":\"72a08dcf87991ca9\",\"http\":
{\"response\":{\"content_length\":60,\"status\":200}},\"inferred\":true,\"aws\":
{\"consistent_read\":false,\"table_name\":\"scorekeep-session-xray\",\"operation\":
\"GetItem\",\"request_id\":\"QAKE@S8DDOLIM245KA0OPMA746BVV4KQNSO5AEMVIF66Q9ASUAAIG\",
\"resource_names\":[\"scorekeep-session-xray\"1},\"origin\":\"AWS: :DynamoDB: :Table\"}"

},
{

"Id": "309e355f1148347f",

"Document": "{\"id\":\"309e355f1148347f\",\"name\" :\"DynamoDB\",
\"trace_id\":\"1-5828d9f2-a90669393f4343211bclcf75\",\"start_time\":1.479072242477E9,
\"end_time\":1.479072242494E9,\"parent_id\":\"37f14ef837f00022\",\"http\":
{\"response\":{\"content_length\":606,\"status\":200}},\"inferred\":true,\"aws\":
{\"table_name\":\"scorekeep-game-xray\",\"operation\":\"UpdateItem\",\"request_id
\":\"388GEROC4PCA6D59ED3CTI5SEEIVV4KQNSO5AEMVIF66Q9ASUAAIG\ ", \"resource_names\":
[\"scorekeep-game-xray\"]1},\"origin\":\"AWS: :DynamoDB: :Table\"}"

}
1,
"Id": "1-5828d9f2-a90669393f4343211bclcf75",
"Duration": 0.05099987983703613

=E
B ER
#& I 48K Elastic Beanstalk 335 LAE3EA Amazon EC2 #1T{E#. DynamoDB BRI ERMEME R,

ZEKR K Elastic Beanstalk I:RiE

1. BABX Elastic Beanstalk £ &,

2. BEEHRENEEIEAR,

3. EBEEBF

4. & Terminate Environment (# IEIR1E)
5 EBEKL,

EHEREE 30 R&R BB X-Ray MER.
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https://console.aws.amazon.com/elasticbeanstalk
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environments-console.html

AWS X-Ray e YN
ELEHERE AWS X-Ray

BRI EHRER U ER XA EEE X-Ray, ERXHRE—E JSON BRAFH , LSELEAR
AEREFRHEATTENEBRES. EHEAEXTRKZEEERPTBITHTHIEEELR  S2
EFEEPERTRERENERN TEHEER.

ERSRESKEEARANUITIFNEBEN. ERSIECKHEEABR LEENRE. 2BRME
ID, EMt ID EEFBRNBBEEEEFRERFR, B ID EME—RBES/FRTREIHF,

Example &/ TR [E B}

{
"name" : "Scorekeep",
"id" : "70de5b6f19ff9a0a",
"start_time" : 1.478293361271E9,
"trace_id" : "1-581cf771-a006649127e371903a2de979",
"end_time" : 1.478293361449E9
}

BWEFERE , KUTNEEEEETHFNERBAREMNE , BEFTHER.

i

Example ETHH [EER

{

"name" : "Scorekeep",

"id" : "70de5b6f19ff9a0b",

"start_time" : 1.478293361271E9,

"trace_id" : "1-581cf771-a006649127e371903a2de979",
“in_progress”: true

}

B LAE &R PutTraceSegmentsmiE® X-Ray B KEREIEE X-Ray,

ARZEEARKNST UM RENFIER AWS SDK &R, EFERFREH T IHFFUNHEESE
o X-Ray A FEERREBEAEERRN THERE , YERBER EAHEYER,

FERTARETBERNAT , ARDBIEE, BEEFER  UERSERRKEBHMITFRNT
P | R %I B B S 4 K/ EFR (64 kB)o

Example ¥ EE
FEEREf subsegment B type , AR B R[EEKY parent_id,
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{
"name" : "www2.example.com",
"id" : "70de5b6f19ff9a0c",

"start_time" : 1.478293361271E9,

"trace_id" : "1-581cf771-a006649127e371903a2de979"

“end_time” : 1.478293361449E9,
“type” : “subsegment”,
“parent_id” : “70de5b6f19ff9a0b”

MELUNEEEEENFERTHAUMNENFRENR , F2
=80}

- EEBRID
- £/ PutTraceSegments

- BERXHEEZE X-Ray HEIER

E4BR ID

B AWS X-Ray [EE& 304,

EEREREEE X-Ray , BLARESEFRELMHE—ER D,

X-Ray i&#t ID #&3

X-Ray trace_idHLLEFH DR =B FZHER. HI0 : 1-58406520-

a006649127e371903a2de979, HAAE :

« WRAEwWIR L BD 1.

- £/ 8 BT+ AEMEFH Unix epoch BRI RIAFE KAV,

f5izn , 10 : 00AM 2016 £ 12 A 1 B PST L epoch 58406520 AEfI21480615200F % + <1

HF.

- BRI EEME— 96 ALTEBIR , U 24 T AREMNBFRT

(® Note

X-Ray BEXEFH OpenTelemetry Z3IIDs , AR FE W3C B MR A EEHEM
HibZ24, W3C B}t ID EEEE X-Ray B | HELL X-Ray B#t ID BKXERK1. 5
0, W3C ¥t ID KR befaafsdle8720b39541901950019ee5 M MEEEE X-Ray

BERER
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https://www.w3.org/TR/trace-context/

AWS X-Ray EEIN=E1=

1-4efaafsd-1e8720b39541901950019ee58B —#, X-Ray IDs ‘@& LA Unix epoch BFE&

THRAFBEREESER , BE X-Ray & EiX W3C Eift IDs BFFE,

B REETIRREL X-Ray IDs LRI, UT2MmEZH,

Python

import time
import os
import binascii

START_TIME = time.time()
HEX=hex(int(START_TIME))[2:]
TRACE_ID="1-{}-{3}".format(HEX, binascii.hexlify(os.urandom(12)).decode('utf-8'))

Bash

START_TIME=$(date +%s)

HEX_TIME=$(printf '%x\n' $START_TIME)

GUID=$(dd if=/dev/random bs=12 count=1 2>/dev/null | od -An -tx1 | tr -d ' \t\n')
TRACE_ID="1-$HEX_TIME-$GUID"

MEBRIIEHR IDsH A EREIXE X-Ray HBRERNIERTE , 5526 Scorekeep EHIEARER,

* Python - xray_start.py

» Bash-xray_start.sh

£ PutTraceSegments

BT LAMER PutTraceSegments APl ELEERX#H. APl EffE—28
(TraceSegmentDocuments) , B1#% JSON EBRXHFE,

fFH AWS CLI , i aws xray put-trace-segments@HH§ERXHEZEEEZE X-Ray,

$ DOC='{"trace_id": "1-5960082b-ab52431b496add878434aa25", "id": "6226467e3f845502",

"start_time": 1498082657.37518, "end_time": 1498082695.4042, "name':
"test.elasticbeanstalk.com"}"'
$ aws xray put-trace-segments --trace-segment-documents "$DOC"

BERER
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https://github.com/awslabs/eb-java-scorekeep/blob/xray/bin/xray_start.py
https://github.com/awslabs/eb-java-scorekeep/blob/xray/bin/xray_start.sh
https://docs.aws.amazon.com/xray/latest/api/API_PutTraceSegments.html

AWS X-Ray EEIN=E1=

{

"UnprocessedTraceSegments": []

}
(® Note
Windows = RERE X Windows PowerShell %11 JSON FEF R FEH5IREERE
ER, WEFMHEF , F2E AWS CLI ( £AEER) BPHsEFE,
HHESIHEMERIBNER, flan, BEH ID ANBHAERREAENBERY , BAEEE
BT AYEERR,
{
"UnprocessedTraceSegments": [
{
"ErrorCode": "InvalidTraceId",
"Message": "Invalid segment. ErrorCode: InvalidTraceId",
"Id": "6226467e3f845502"
}
]
}

B EREES EERX M , WAERER.

$ aws xray put-trace-segments --trace-segment-documents "$DOC1" "$DOC2"

R B EIEE X-Ray i BIfE
BAEEERNFERE X-Ray HBER , MAREEERXHEEE X-Ray HBEX , EGEEE
I #R EEZE X-Ray APl, X-Ray SDK 8 ER N4 ExZEHEER , LUBKEREFWL AWS,

(@ Note
MF\ATRENRA , FERELHEHT X-Ray #HEIERX.

%8 UDP E#:48 2000 LA JSON iz , W HEREM EBEEEFER ({"format": "json",
"version": 13}\n)

BERER 57


https://docs.aws.amazon.com/cli/latest/userguide/cli-using-param.html#quoting-strings

AWS X-Ray EEIN=E1=

{"format": "json", "version": 1}\n{"trace_id": "1-5759e988-bd862e3felbes46a994272793",
"id": "defdfd9912dc5a56", "start_time": 1461096053.37518, "end_time": 1461096053.4042,
"name": "test.elasticbeanstalk.com"}

£ Linux £, A LAf¢ Bash RIG#KEBRXHEZIEE, SEFENERXHREFINFE , XFEA
cat &z /dev/udp.

$ cat segment.txt > /dev/udp/127.0.0.1/2000

Example segment.txt

{"format": "json", "version": 1}

{"trace_id": "1-594aed87-ad72e26896b3f9d3a27054bb", "id": "6226467e3f845502",
"start_time": 1498082657.37518, "end_time": 1498082695.4042, "name":
"test.elasticbeanstalk.com"}

mEHHEX B , BEEKEREIEE X-Ray.

2017-07-07T01:57:24Z [Debug] processor: sending partial batch
2017-07-07T01:57:24Z [Debug] processor: segment batch size: 1. capacity: 50
2017-07-07T01:57:24Z [Info] Successfully sent batch of 1 segments (0.020 seconds)

it VB E ¥ AWS X-Ray

AWS X-Ray EREBEEXETHERER | L7 JSON fEATENEK, EMFENREER. &
ALAEF CLI EiE%E API AWS FEENE£ENEHR

=311

- HEUREEx

- RBFEHEBRKEBR

- FEEUEKE

- HEHBEERARR S #

HREY AR 5 B &

B LAMEA GetServiceGraph API #8EX JSON fRIEElIR. AP EEMBRFERERER, Bk
Linux #im#MEA date S RFTEXKRE,
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https://docs.aws.amazon.com/xray/latest/api/API_GetServiceGraph.html

AWS X-Ray EEIN=E1=

$ date +%s
1499394617

date +%s EHHBH (), EALBFTMABREERE , AR B RESHB R,
Example #EUER#% 10 P ERKEERNIETTE

EPOCH=$(date +%s)
aws xray get-service-graph --start-time $(($EPOCH-600)) --end-time $EPOCH

THEFERER 4 BHMNREER , SEAFIKES,. EC2 #1T{@8. DynamoDB &Rl &K H
Amazon SNS =&,

Example GetServiceGraph i H

{
"Services": [
{
"Referenceld": O,
"Name": "xray-sample.elasticbeanstalk.com",
"Names": [
"xray-sample.elasticbeanstalk.com"
1,
"Type": "client",
"State": "unknown",

"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"Edges": [
{
"Referenceld": 2,
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"SummaryStatistics": {
"OkCount": 3,
"ErrorStatistics": {
"ThrottleCount": 0,
"OtherCount": 1,
"TotalCount": 1
.
"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0
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},
"TotalCount": 4,
"TotalResponseTime": 0.273

I
"ResponseTimeHistogram": [
{
"Value": 0.005,
"Count": 1
},
{
"Value": 0.015,
"Count": 1
},
{
"Value": 0.157,
"Count": 1
},
{
"Value": 0.096,
"Count": 1
}
1,
"Aliases": []
}
]
I
{

"ReferenceId": 1,

"Name": "awseb-e-dixzws4s9p-stack-StartupSignupsTable-4IMSMHAYX2BA",

"Names": [
"awseb-e-dixzws4s9p-stack-StartupSignupsTable-4IMSMHAYX2BA"

1,
"Type": "AWS::DynamoDB: :Table",
"State": "unknown",

"StartTime": 1528317583.0,
"EndTime": 1528317589.0,

"Edges": [],
"SummaryStatistics": {
"OkCount": 2,

"ErrorStatistics": {
"ThrottleCount": 0,
"OtherCount": 0O,
"TotalCount": 0

iy
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"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

I

"TotalCount": 2,

"TotalResponseTime": 0.12

},
"DurationHistogram": [
{
"Value": 0.076,
"Count": 1
I
{
"Value": 0.044,
"Count": 1
}
1,
"ResponseTimeHistogram": [
{
"Value": 0.076,
"Count": 1
I
{
"Value": 0.044,
"Count": 1
}
]
I
{
"ReferenceId": 2,
"Name": "xray-sample.elasticbeanstalk.com",
"Names": [

"xray-sample.elasticbeanstalk.com"
1,
"Root": true,
"Type": "AWS::EC2::Instance",
"State": "active",
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"Edges": [
{
"Referenceld": 1,
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
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"SummaryStatistics": {
"OkCount": 2,
"ErrorStatistics": {

"ThrottleCount": O,
"OtherCount": 0,
"TotalCount": 0

},

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

},

"TotalCount": 2,

"TotalResponseTime": 0.12

I
"ResponseTimeHistogram": [
{
"Value": 0.076,
"Count": 1
},
{
"Value": 0.044,
"Count": 1
}
1,
"Aliases": []
I
{

"Referenceld": 3,
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"SummaryStatistics": {

"OkCount": 2,

"ErrorStatistics": {
"ThrottleCount": O,
"OtherCount": 0,
"TotalCount": 0

},

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

},

"TotalCount": 2,

"TotalResponseTime": 0.125

iy
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"ResponseTimeHistogram": [

{
"Value": 0.049,
"Count": 1
},
{
"Value": 0.076,
"Count": 1
}
1,
"Aliases": []
}
1,
"SummaryStatistics": {
"OkCount": 3,
"ErrorStatistics": {
"ThrottleCount": 0,
"OtherCount": 1,
"TotalCount": 1

I

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

I

"TotalCount": 4,

"TotalResponseTime": 0.273

},
"DurationHistogram": [

{
"Value": 0.005,
"Count": 1

I

{
"Value": 0.015,
"Count": 1

I

{
"Value": 0.157,
"Count": 1

I

{
"Value": 0.096,
"Count": 1

}
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FMBABER

]I

"ResponseTimeHistogram":

{
"Value": 0.005,

"Count": 1

I

{
"Value": 0.015,
"Count": 1

I

{
"Value": 0.157,
"Count": 1

I

{
"Value": 0.096,
"Count": 1

}

"ReferenceId": 3,
"Name": "SNS",

"Names": [
"SNS"
1,
"Type'": "AWS::SNS",
"State": "unknown",

"StartTime": 1528317583.0,

"EndTime": 1528317589.0,
"Edges": [],
"SummaryStatistics": {
"OkCount": 2,
"ErrorStatistics": {
"ThrottleCount":
"OtherCount": 0O,
"TotalCount": 0
I
"FaultStatistics": {
"OtherCount": 0O,
"TotalCount": 0

I
"TotalCount": 2,
"TotalResponseTime":

o,

0.125

i=§

1=
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},
"DurationHistogram": [
{
"Value": 0.049,
"Count": 1
.
{
"Value": 0.076,
"Count": 1
}
1,
"ResponseTimeHistogram": [
{
"Value": 0.049,
"Count": 1
.
{
"Value": 0.076,
"Count": 1
}
]
]
}
RIZFFEBERUR S B &

HERRBHENABTFURBEER |

5 Example1 BYE4E,

Example 1BiEZ A Example! HAHERBEERNIESE

aws xray get-service-graph --group-name "Examplel"

R EVE HE

BALAMEA GetTraceSummaries APl B BMIEE
EHNER L IEEE. BFRNEEER , A% ID,

04 aws xray get-trace-summaries BFERE TimeRangeType ZEFEE A A :

EHEEES

2822 groupName T groupARN, LA T &4 AR ERMFWLSZ

AR REE BT ®

mEEH
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* Traceld - FE5%GetTraceSummariesiE S/ TracelD K , WEEEFT&E [start_time,
end_time) SEAMEINER, BB EERBIR Traceld P RFBBRRIBTE , W UF
BER.

- EHEBE-ATE-REBBRNESEN , AWS X-Ray A EASHEEBTLESER. SHEES
EE [start_time, end_time) SEEREAPIEHE , EimEH HARRFE,

£/ aws xray get-trace-summaries T REIBEMFBERTE. TIH TS EATERN
Traceld B5f8 , B8 1 3l 2 D EEC M EMBEEE,

Example RS EMHENIETH

EPOCH=$(date +%s)
aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time $(($EPOCH-60))

Example GetTraceSummaries #iH

"TraceSummaries": [
{

"HasError": false,

"Http": {
"HttpStatus": 200,
"ClientIp": "205.255.255.183",
"HttpURL": "http://scorekeep.elasticbeanstalk.com/api/session",
"UserAgent": "Mozilla/5.0 (Windows NT 6.1; Win64; x64)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",

"HttpMethod": "POST"

.

"Users": [],

"HasFault": false,

"Annotations": {},

"ResponseTime": 0.084,

"Duration": 0.084,

"Id": "1-59602606-a43alac52fc7ee@eeal2a82c",

"HasThrottle": false

"HasError": false,
"Http": {
"HttpStatus": 200,
"ClientIp": "205.255.255.183",
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"HttpURL": "http://scorekeep.elasticbeanstalk.com/api/user",
"UserAgent": "Mozilla/5.0 (Windows NT 6.1; Win64; x64)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",
"HttpMethod": "POST"

},
"Users": [
{
"UserName": "5M388M1E"
}
1,

"HasFault": false,
"Annotations": {
"UserID": [
{
"AnnotationValue": {
"StringValue": "5M388M1E"

}
}
1,
"Name": [
{
"AnnotationValue": {
"StringValue": "0Ola"
}
}
]

},

"ResponseTime": 3.232,

"Duration": 3.232,

"Id": "1-59602603-23fc5b688855d396af79b496",
"HasThrottle": false

]I

"ApproximateTime": 1499473304.0,
"TracesProcessedCount": 2

FERAREHEAER ID KiEB BatchGetTraces APl #EENZ B #E,

Example BatchGetTraces %

$ aws xray batch-get-traces --trace-ids 1-596025b4-7170afe49f7aa708b1dd4a6b

mEEH
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Example BatchGetTraces #i

"Traces": [
{
"Duration": 3.232,
"Segments": [
{

"Document": "{\"id\":\"1fb07842d944e714\",\"name\":
\"random-name\",\"start_time\":1.499473411677E9,\"end_time\":1.499473414572E9,
\"parent_id\":\"0c544c1blbbff948\",\"http\":{\"response\": {\"status\":200}},
\"aws\":{\"request_id\":\"ac086670-6373-11e7-a174-f31b3397f190\"},\"trace_id\":
\"1-59602603-23fc5b688855d396af79b496\",\"origin\":\"AWS: :Lambda\",\"resource_arn\":
\"arn:aws:lambda:us-west-2:123456789012: function:random-name\"}",

"Id": "1fb07842d944e714"

},
{

"Document": "{\"id\":\"194fcc8747581230\",\"name\":\"Scorekeep
\",\"start_time\":1.499473411562E9,\"end_time\":1.499473414794E9,\"http\":{\"request
\":{\"url\":\"http://scorekeep.elasticbeanstalk.com/api/user\",\"method\" :\"POST\",
\"user_agent\":\"Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/59.0.3071.115 Safari/537.36\",\"client_ip\":\"205.251.233.183\"},
\"response\":{\"status\":2003}3},\"aws\":{\"elastic_beanstalk\":{\"version_label\":\"app-
abb9-170708_002045\" ,\"deployment_id\":406,\"environment_name\":\"scorekeep-dev\"},
\"ec2\":{\"availability zone\":\"us-west-2c\",\"instance_id\":\"i-0cd9e448944061b4a
\"},\"xray\":{\"sdk_version\":\"1.1.2\",\"sdk\":\"X-Ray for Java\"}},\"service
\":{3},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"user\":\"5M388M1E
\",\"origin\":\"AWS: :ElasticBeanstalk: :Environment\",\"subsegments\":[{\"id\":
\"0@c544c1blbbff948\",\"name\" :\"Lambda\",\"start_time\":1.499473411629E9,\"end_time
\":1.499473414572E9,\"http\":{\"response\": {\"status\":200,\"content_length\":14}},
\"aws\":{\"log_type\":\"None\",\"status_code\":200,\"function_name\":\"random-name
\",\"invocation_type\":\"RequestResponse\",\"operation\":\"Invoke\",\"request_id
\":\"ac086670-6373-11e7-al174-t31b3397Ff190\", \"resource_names\":[\"random-name\"]},
\'"namespace\":\"aws\"}, {\"id\":\"071684f2e555e571\",\"name\" :\"## UserModel.saveUser
\",\"start_time\":1.499473414581E9,\"end_time\":1.499473414769E9,\"metadata\": {\"debug
\":{\"test\":\"Metadata string from UserModel.saveUser\"}},\"subsegments\":[{\"id\":
\"4cd3f10b76c624b4\",\"name\" :\"DynamoDB\", \"start_time\":1.49947341469E9,\"end_time
\":1.499473414769E9,\"http\":{\"response\": {\"status\":200,\"content_length\":57}},
\"aws\":{\"table_name\":\"scorekeep-user\",\"operation\":\"UpdateItem\",\"request_id
\":\"MFQ8CGJ3JTDDVVVASUAAIGQ6NI82F738B0OB4KQNSO5AEMVIF66Q9\", \"resource_names\":
[\"scorekeep-user\"1},\"namespace\":\"aws\"}1}1}",
"Id": "194fcc8747581230"
.
{
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"Document”: "{\"id\":\"00f91aa@1f4984fd\",\"name\":
\"random-name\",\"start_time\":1.49947341283E9,\"end_time\":1.49947341457E9,
\"parent_id\":\"1fb07842d944e714\",\"aws\": {\"function_arn\":\"arn:aws:lambda:us-
west-2:123456789012: function:random-name\",\"resource_names\":[\"random-name\"],
\"account_id\":\"123456789012\"},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",
\"origin\":\"AWS: :Lambda: :Function\",\"subsegments\":[{\"id\":\"e6d2fe619f827804\",
\"name\":\"annotations\",\"start_time\":1.499473413012E9,\"end_time\":1.499473413069E9,
\"annotations\":{\"UserID\":\"5M388M1E\",\"Name\":\"01la\"}}, {\"id\":\"b29b548af4d54a0f
\",\"name\" :\"SNS\",\"start_time\":1.499473413112E9,\"end_time\":1.499473414071E9,
\"http\":{\"response\":{\"status\":200}},\"aws\":{\"operation\":\"Publish\",
\"region\":\"us-west-2\",\"request_id\":\"a2137970-f6fc-5029-83e8-28aadeb99198\",
\"retries\":0,\"topic_arn\":\"arn:aws:sns:us-west-2:123456789012:awseb-e-
ruag3jyweb-stack-NotificationTopic-6B829NT9V509\"}, \"namespace\":\"aws\"}, {\"id\":
\"2279c0030c955e52\",\"name\" :\"Initialization\",\"start_time\":1.499473412064E9,
\"end_time\":1.499473412819E9,\"aws\":{\"function_arn\":\"arn:aws:lambda:us-
west-2:123456789012: function:random-name\"}}]1}",

"Id": "@0f91aa@1f4984fd"

.
{

"Document": "{\"id\":\"17ba309b32c7fbaf\",\"name\":
\"DynamoDB\",\"start_time\":1.49947341469E9,\"end_time\":1.499473414769E9,
\"parent_id\":\"4cd3f10b76c624bs\",\"inferred\":true,\"http\":{\"response
\":{\"status\":200,\"content_length\":57}},\"aws\":{\"table_name
\":\"scorekeep-user\",\"operation\":\"UpdateItem\",\"request_id\":
\"MFQ8CGJ3JTDDVVVASUAAJGQ6NI82F738BOB4KQNSO5AEMVIF66Q9\", \"resource_names\":
[\"scorekeep-user\"]1},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"origin\":
\"AWS: :DynamoDB: : Table\"}",

"Id": "17ba309b32c7fbaf"

},
{

"Document": "{\"id\":\"lee3c4a523f89ca5\",\"name\" :\"SNS
\",\"start_time\":1.499473413112E9,\"end_time\":1.499473414071E9,\"parent_id\":
\"b29b548af4d54a0f\",\"inferred\":true,\"http\":{\"response\": {\"status\":200}},\"aws
\":{\"operation\":\"Publish\",\"region\":\"us-west-2\",\"request_id\":\"a2137970-
f6fc-5029-83e8-28aadeb99198\",\"retries\":0,\"topic_arn\":\"arn:aws:sns:us-
west-2:123456789012:awseb-e-ruag3jyweb-stack-NotificationTopic-6B829NT9V509\"},
\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"origin\":\"AWS: :SNS\"}",

"Id": "lee3c4a523f89ca5"

1,
"Id": "1-59602603-23fc5b688855d396af79b496"

]I

"UnprocessedTracelds": []
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}

TREROSEBERRNXYS  ZAXHRUEFMEEAMEEER ID BRINEEXHREMR. ELX
HARRENERARENBEIEE X-Ray WEHR., MRAR X-Ray REELENECEEXH, X-Ray EiFF
ERAERXBEINERX M , YBRINESERXHERERNER | UETTEABR .

X-Ray h @B VIHEIRER , UEH S BTEEERNRBET THEFWY, flw , B8RSR
A FimFad DynamoDB f , X-Ray SDK SR FEER , AP aStEBEMRENTUFHEERA. T
i , DynamoDB T EEIAHENER, X-Ray EfEAFERTHNEFRELHEER , AARIGHR
5YFRRY DynamoDB &Il |, I#& H#718 B M4+

EERAPI S ZRAEN , BFEZEN IDsEE , B LUAEA get-trace-summaries AWS CLI &
At MR, KEFEEHMERE Wl Abatch-get-traces , UEIBSEHERANTEER.

Example B — o B HIE T EEMRNIETI

EPOCH=$(date +%s)

TRACEIDS=$(aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time
$(($EPOCH-60)) --query 'TraceSummaries[*].Id' --output text)

aws xray batch-get-traces --trace-ids $TRACEIDS --query 'Traces[*]'

WENBEER AR E 2

£/ GetTraceSummaries APl 4 BHMHEELR , AfLAH JSON B EEFAB7 ERFEE | LIIRAKRERE
RAEERETRENERRGERER, NERELTBNER BB LUTEH,

Example /5] GetTraceSummaries i - [B] FE R AR A5 R (K — i

{

"Services": [
{

"Name": "GetWeatherData",

"Names": ["GetWeatherData"],

"AccountId": 123456789012,

"Type": null,

"Inferred": false,

"EntityPath": [

{

"Name": "GetWeatherData",
"Coverage": 1.0,
'Remote": false

}I
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{
"Name": "get_temperature",
"Coverage": 0.8,
"Remote": false
}
]
},
{
"Name": "GetTemperature",

"Names": ["GetTemperature"],
"AccountId": 123456789012,
"Type": null,

"Inferred": false,
"EntityPath": [

{
"Name": "GetTemperature",
"Coverage": 0.7,
"Remote": false

}

BIBREN B LRt , WRIAL JSON ERERANSHBARRNER. $H¥HHBRE JSON FHE
— @R, FAHERELATENEN  FRATEERER. EBRNBUERNABATLE , BEZE
REREXEHEBETNEN,

Example E#1& {0 B R R AR

{
"Services": [
{
"Name": "GetWeatherData",
"EntityPath": [

{
"Name": "GetWeatherData"
I
{
"Name": "get_temperature"
}
]
},

R o
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{
"Name": "GetTemperature",
"EntityPath": [
{
"Name": "GetTemperature"
}
]
}

A& , It JSON EBMI rootcause.json = #[{}] , MAEEERGREAN—HoEHRH, WE
ERFERGREINFHES , F2EGERGERES -,

Example /| JSON EFZ &4

rootcause.json = #[{ "Services": [ { "Name'": "GetWeatherData", "EntityPath": [{ "Name":
"GetWeatherData" }, { "Name": "get_temperature" } ] }, { "Name": "GetTemperature",
"EntityPath": [ { "Name": "GetTemperature" } ] } ] }]

£ AWS X-Ray AP| 3R EHE. 2HEFMMZREEE
AWS X-Ray 12 ARAREIGR L, BERBFMMZEZERN APls,
=4

S

. MEERE
o HhBRA
. B

&R E

£ PutEncryptionConfigigE AR MEM AWS Key Management Service (AWS KMS) £88,

® Note
X-Ray T X &3FHTE KMS €88,

$ aws xray put-encryption-config --type KMS --key-id alias/aws/xray
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"EncryptionConfig": {
"KeyId": "arn:aws:kms:us-east-2:123456789012:key/c234g4e8-39e9-4gb0-84e2-
b@ea215cbba5",
"Status": "UPDATING",
"Type'": "KMS"

S| D, BULEALBE (WEHPAR). £ ID = Amazon Resource Name (ARN),

f£H GetEncryptionConfig AER{GE BIWAERE, & X-Ray TRERENWERER , MESR B8F A
UPDATING ACTIVE,

$ aws xray get-encryption-config

{
"EncryptionConfig": {

"KeyId": "arn:aws:kms:us-east-2:123456789012:key/c234g4e8-39e9-4gb0-84e2-
b@ea215cbba5",

"Status": "ACTIVE",

"Type'": "KMS"

HEFILER KMS SRAERAARME |, FiSMEBREERE S NONE,

$ aws xray put-encryption-config --type NONE

{
"EncryptionConfig": {
"Status": "UPDATING",
"Type": "NONE"
}
}
AR A

AT LAfE A X-Ray API BEEIRF RN HESAL, IENENEEEBNFREN , F208 Fid X-Ray
ERAR AR B M BH4E

# /8 GetSamplingRules EVBATA MR A,

$ aws xray get-sampling-rules
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"SamplingRuleRecords": [

{

"SamplingRule": {
"RuleName": "Default",
"RuleARN": "arn:aws:xray:us-east-2:123456789012:sampling-rule/Default",
"ResourceARN": '"*'",
"Priority": 10000,
"FixedRate": 0.05,
"ReservoirSize": 1,
"ServiceName": "*",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {3}

},

"CreatedAt": 0.0,

"ModifiedAt": 1529959993.0

}

BRRASEAZETHEHMRANAERR. EREBXIEFHENAL , BEZLMBR. FiB , HAMN
£ UpdateSamplingRule S EREFFHE K/,

Example B9 API & A\ UpdateSamplingRule — 10000-default.json

{

"SamplingRuleUpdate": {
"RuleName": "Default",
"FixedRate": 0.01,
"ReservoirSize": 0

}

}

UTHAIER N ERMAEA  BERRULES 1%, EFE. ER2EEMHN, MRE
BEFEER  AFERERSIE  ERENAEA. FERHERNPBRAEGER  FEA

UntagResource

$ aws xray update-sampling-rule --cli-input-json file://1000-default.json --tags
[{"Key": "key_name","Value": "value"}, {"Key": "key_name",6"Value": "value"}]
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{

"SamplingRuleRecords": [

{

}I

"SamplingRule": {

iy

"RuleName": "Default",

"RuleARN": "arn:aws:xray:us-east-2:123456789012:sampling-rule/Default",
"ResourceARN": "*'",

"Priority": 10000,

"FixedRate": 0.01,

"ReservoirSize": 0O,

"ServiceName": "*",
"ServiceType": "*",
IIHOStII: II*II’

"HTTPMethod": "*",
"URLPath": "=*",
"Version": 1,
"Attributes": {}

"CreatedAt": 0.0,
"ModifiedAt": 1529959993.0

£/ CreateSamplingRule B BEAMNMERA, ELBURAE K KSEHRUBUBLEEE,
LTEHSEIMERA, F—EiRBSRE Scorekeep SHIEARRNNERRRE, RBERARAT
B API REEFHFEESEBLEIBEF 2 RAUNFER,

Example i UpdateSamplingRule — 9000-base-scorekeep.json Y API B A

"SamplingRule": {
"RuleName": "base-scorekeep",

"ResourceARN": "*'",
"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 5,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: II*II’

"HTTPMethod": "*",
"URLPath": "=*",
"Version": 1
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EERABEEME Scorekeep , EENBRIEFESHELR, LRASREFBENMBER
msER, ELRAFmEMREY RN GETHEXR , ipEERRENEE,

Example #Y APl & A\ UpdateSamplingRule — 5000-polling-scorekeep.json

{
"SamplingRule": {
"RuleName": "polling-scorekeep",
"ResourceARN": "*'",
"Priority": 5000,
"FixedRate": 0.003,
"ReservoirSize": 0,
"ServiceName": "Scorekeep",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1
}
}

EEREFMN. NRECZEFEER  AFTERERRIR  SRER/EA,

$ aws xray create-sampling-rule --cli-input-json file://5000-polling-scorekeep.json --
tags [{"Key": "key_name","Value": "value"},{"Key": "key name","Value": "value"}]
{
"SamplingRuleRecord": {
"SamplingRule": {

"RuleName": "polling-scorekeep",

"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/polling-
scorekeep",

"ResourceARN": "*'",

"Priority": 5000,

"FixedRate": 0.003,

"ReservoirSize": 0,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: Il*ll’

"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1,
"Attributes": {3}

},
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"CreatedAt": 1530574399.0,
"ModifiedAt": 1530574399.0

}
$ aws xray create-sampling-rule --cli-input-json file://9000-base-scorekeep.json
{
"SamplingRuleRecord": {
"SamplingRule": {

"RuleName": "base-scorekeep",

"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/base-
scorekeep",

"ResourceARN": '"*'",

"Priority": 9000,

"FixedRate": 0.1,

"ReservoirSize": 5,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: Il*ll’

"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {3}

},

"CreatedAt": 1530574410.0,

"ModifiedAt": 1530574410.0

EEMBRMZERE , 556 DeleteSamplingRule,

$ aws xray delete-sampling-rule --rule-name polling-scorekeep
{
"SamplingRuleRecord": {
"SamplingRule": {

"RuleName": "polling-scorekeep",

"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/polling-
scorekeep",

"ResourceARN": "*",

"Priority": 5000,

"FixedRate": 0.003,

"ReservoirSize": 0,

"ServiceName": "Scorekeep",

"ServiceType": "*",
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"Host": "*",

"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1,
"Attributes": {}

iy
"CreatedAt": 1530574399.0,
"ModifiedAt": 1530574399.0

BHiE

ZAILAEA X-Ray AP REEIRFHHEHHE. FES—RIEH , AFREGEREXMER. BN
A BAREEENNREER , R ME Amazon CloudWatch 518, #t ESE ¥ AWS X-Ray @l
FEIB X-Ray AP| EARBEXRNEENFAEN , F2E . OF BENFHEN  B2REREH
o, MEMBNEEEBNFMEN , FSE Fic X-Ray BUERHR BIFIBHE,

£/ CreateGroup BV BH ER2IBEUN, NREBEMEER  AEEERXKRS|IE , ERER
AEA,

$ aws xray create-group --group-name "TestGroup" --filter-expression
"service(\"example.com\") {fault}" --tags [{"Key": "key_name","Value": "value"},
{"Key": "key_name","Value": "value"}]

{
"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelD",
"FilterExpression": "service(\"example.com\") {fault OR error}"

}

£H GetGroups BVBFIERBEFHE.

$ aws xray get-groups

{
"Groups": [

{
"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelD",
"FilterExpression": "service(\"example.com\") {fault OR error}"

1,

{

"GroupName": "TestGroup2",
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"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup2/

UniquelID",
"FilterExpression": "responsetime > 2"
}
1,
"NextToken": "tokenstring"
}

# /8 UpdateGroup EFEE EHREZEMN, MRLZEFHEER K NEEEHXRS &, EREL
REA, BEERBETBRRAEEES , F A UntagResource,

$ aws xray update-group --group-name "TestGroup" --group-arn "arn:aws:Xray:us-
east-2:123456789012:group/TestGroup/UniqueID" --filter-expression

"service(\"example.com\") {fault OR errox}" --tags [{"Key": "Stage","Value": "Prod"},
{"Key": "Department","Value": "QA"}]

{
"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelD",
"FilterExpression": "service(\"example.com\") {fault OR error}"

}

F DeleteGroup MiBREEAE.

$ aws xray delete-group --group-name "TestGroup" --group-arn "arn:aws:Xray:us-
east-2:123456789012:gxroup/TestGroup/UniquelID"

{

}

ZEiB X-Ray API & A B8 Al

SDK AWS X-Ray £/ X-Ray AP| REVSEUER A, HEPEGER , URIEBEEE, EALUFERAEL
APls Rt — & 7 SR AIAE®ES X |, 3L X-Ray SDK T X EEE S BEHE.

#FE A GetSamplingRules BUSFATA MR AIBI A,

$ aws xray get-sampling-rules
{
"SamplingRuleRecords": [
{
"SamplingRule": {
"RuleName": "Default",
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"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/Default",
"ResourceARN": "*'",

"Priority": 10000,

"FixedRate": 0.01,

"ReservoirSize": 0,

"ServiceName": "*",
"ServiceType": "*",
IIHOStII: Il*ll’

"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {3}

},

"CreatedAt": 0.0,

"ModifiedAt": 1530558121.0

"SamplingRule": {
"RuleName": "base-scorekeep",
"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/base-scorekeep",
"ResourceARN": "*'",
"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 2,
"ServiceName": "Scorekeep",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {}
.
"CreatedAt": 1530573954.0,
"ModifiedAt": 1530920505.0

"SamplingRule": {
"RuleName": "polling-scorekeep",
"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/polling-scorekeep",
"ResourceARN": "*'",
"Priority": 5000,
"FixedRate": 0.003,
"ReservoirSize": 0,
"ServiceName": "Scorekeep",
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"ServiceType": "*",
"Host": "*",
"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1,
"Attributes": {3}

},

"CreatedAt": 1530918163.0,

"ModifiedAt": 1530918163.0

BHEISRERBAMEITRI, BEEHRBIHERL , F2RBEEL,

MREEELIEFLET | stEEARRTMERA. ERRABRE | £RHBEERRMHE AN IETHE
RE, FCEHBRFERIZRE (SHEERAR) REFER, EXRBMBORKREEFERAL

RARBEXNREEABERRY , SYECHENEHR B R, AESZREMAIMERE K FitE
ELIERFEAT, T8 K MEFRE , BLE X-Ray EREE2 , RFFEASY —EER. &
U ECEE R | Eﬂﬁiﬁ?‘ﬂ’]% BFER  RREEERREMAFHMFER, BEERZNN 0 1.00
(100%) FEIH TR B

DT EHIZRETE GetSamplingTargets BHMWIEW  HAhIEEBEE 10 WEETHHMBEIREKRF
MMEA,

$ aws xray get-sampling-targets --sampling-statistics-documents '[

{
"RuleName": "base-scorekeep",
"ClientID": "ABCDEF1234567890ABCDEF10",
"Timestamp": "2018-07-07T00:20:06",
"RequestCount": 110,
"SampledCount": 20,
"BorrowCount": 10

},

{

"RuleName": "polling-scorekeep",
"ClientID": "ABCDEF1234567890ABCDEF10",
"Timestamp": "2018-07-07T00:20:06",
"RequestCount": 10500,

"SampledCount": 31,
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"BoxrrowCount": 0

}
]l
{
"SamplingTargetDocuments": [
{
"RuleName": "base-scorekeep",
"FixedRate": 0.1,
"ReservoirQuota": 2,
"ReservoirQuotaTTL": 1530923107.0,
"Interval": 10
.
{
"RuleName": "polling-scorekeep",
"FixedRate": 0.003,
"ReservoirQuota": 0,
"ReservoirQuotaTTL": 1530923107.0,
"Interval": 10
}
1,
"LastRuleModification": 1530920505.0,
"UnprocessedStatistics": []
}

X-Ray WERESEEANEE K MARRREEH, THEMD  REE 10 DERREEER 108
BRE, A& 10% WEEERREMEEA 100 EFER , HEREFAH 20 EHEFER, KBTI DE
A (AFZERERT ) REIETHNERESLEBREN. X-Ray L AgEREAREERNHREE
B, ARATREEE.

(@ Note
SE—RFFEF , X-Ray WEIEAEEF ST ESEE. MERREER , BB EERER.

EFER A MM ERML TeESIEHBMANEE, B EHE—IXTWY GetSamplingRules B&E
LastRuleModification, HHEER , FEBHRAIMIFELR, UnprocessedStatistics AIZEHE
R, EHARNDEIMER. WMARHNRFHBE K 2T THER.
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AWS X-Ray [EE& XX #

ERERICEAREAFMERSRN JSON XRR. EMERSEEFERFRNVEBEN. ERAESE
AT TIEMNHEBER , LREBEEARERYH AWS &R, HTTP APIs 1 SQL &R EE T T KT
WiHEEAN FEER.

EEXHEKERNERENAEES X-Ray. EBEXHRZAE64 KB, TZEEEFEBNERERE
B, RTIBFREEETHHNERFE , RBANEENE—FER, LA LUEA PutTraceSegments
AP| BE B X HEEEIAE X-Ray,

X-Ray EffENEEBEER XM , UELTEHNERBENTREER , B2 BIEH
GetTraceSummaries® BatchGetTraces APIs FHl, BRT #&{EIXZE X-Ray WEBRMFEELRZH ,
fREtEERFERPNEARELHENESR  YKHNEETZER, HEBERRRERBEFNT
HEREFE IR,

X-Ray R EEHH JSON EBER, B UEHETHEBHER | xray-segmentdocument-
schema-v1.0.0, AT EHEEFMANRABBRIR P TS OB 4

B FEEH X-Ray B K5 , UEFEEGEEARENELRMEH, fln, IREKERLH
user WNERERME—FBIRF , BALUE X-Ray EEAEPIHEMA GetTraceSummaries API 18 S B4
EFAEHEEBRNER. NEFHEEN  F2REAGREFREL,

EMER X-Ray RABREARABAERR K RBEHSRALELEERXX M. SDK TEEESERH
BiE 3 X-Ray , MEEBA# UDP ERBE XA EWE X-Ray HEIEX. MFEFMEER , F2EE
BB X HEXE X-Ray #BIER.

-1

- BB

. FIEER

« HTTP ®BR&EH
- H3E

- PEER

- AWS ERER
. SEERAGISMRR
- SQL &
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AWS X-Ray EEIN=E1=

[E AR 1L

ERSRESKEEARAMERBRNABEREN. ERFZVETHFRNETE, ID. REFE. Bt
ID K& REFE

Example &/ TR [E B}

{
"name" : "example.com",
"id" : "70de5b6f19ff9a@a",
"start_time" : 1.478293361271E9,
"trace_id" : "1-581cf771-a@06649127e371903a2de979",
"end_time" : 1.478293361449E9

UTRUAERNSEERE SRS EER,

(® Note
BRIFZERY , BAELARFE (&S 250 HF ).

B [E AR

« name - REFERVREBEZRE , &% 200 @F . flW , FEAEANZBIAMEEE. 28BT
@& Unicode &, BF, ZHMTHR/FEE : . .. . /. % & #. =, +, \. -. @

« id- EERM 64 U tEBIE , EHEEMPNERPE2HE—M |, 2L 16 B+ ASEMNBFERT.
e trace_id-M—BBIRF , EEKRBE—AFRBERNMEERN FEER,
X-Ray i&#t ID #&3
X-Ray trace_idHUAEFHE DRI =B FHEK. Hla0 : 1-58406520-
a006649127e371903a2de979, HEFEE :
- MRAHRER , BN 1,
« /A 8+ SEMBFER Unix epoch BRI FRIAERAVEER,
%40 , 10 : 00AM 2016 % 12 B 1 B PST LA epoch 58406520 AE 2148061520085+
HEANEF,
- BHMSEM— 96 (U TTEBITF , W 24 B+ SENEFERT.
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® Note

X-Ray BIEZEME A OpenTelemetry B37IDs , AR FFE W3C 1B it A A R & EA
HibZe4, W3C B} ID EEEE X-Ray B | HELL X-Ray BH#t ID BKXER1. 5

w, W3C Bt ID 9N 4efaafsd1e8720b39541901950019¢ee5FER MG HiA E X-Ray
1-4efaafsd-1e8720b39541901950019ee5KF— 4k, X-Ray IDs ‘@& LA Unix epoch BF
RTWREARFEREERELR , BEL X-Ray &R EiX W3C Bt IDs BTREE,

® EHtID &£
R ECEEEPEGER D, FRRENEHERERESER D, HEAKREEELS
BEARRAEHR D, WEMAEL ID FEEFRIEHEAERRN,

- start_time - BERREVBENEF , L epoch BEINWZ R AEMN, U0 1480615200.010 =
1.480615200010E9, REEFAXENBUE. BERZREAZVHENE.

« end_time - EEREERARRBIMNE T, Hli0 1480615200.090 =K 1.480615200090E9, EE
end_time 3 in_progress,

« in_progress - fitkfE , FRER , trueMARIEE end_time RZHEREKE , BARTK.
ARXWENBEREZERENAER , SEEETHER , LERBRVERER. DECEER , &
BErERERUBTETINER, HHEEERR , FREXZ—RAZHESR , AR—RTBEETHE
B,

® BRBEEE

EEM nameBEELXERZRENRAEEBIEEEB/ER. T8 , EFE@E#T. 28
AT EEAERPutTraceSegment sE A LA AR AR B EEFEL,

BUT A2 [ BR BV R E R
B = R

- service - 3EEAENEBEERAN Y4,
« version - BAIRMBRZEAEXRENFE,
- user - MBEEBRZERAENFSH,
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+ origin- #MITEEARERX AWS NEREE,

x&EE

e« AWS::EC2::Instance — Amazon EC2 #1T{EEE,
« AWS::ECS::Container - Amazon ECS & 28,

« AWS::ElasticBeanstalk: :Environment — Elastic Beanstalk R3E,

EEZEAEERENWERARENE K BFEARKEEEMN. i , 225 Docker Elastic Beanstalk IR
EE7E Amazon ECS R LHITHENEARENX , MEASM X EE Amazon EC2 #1TER L#1T. &
R | EEERRRAE AWS: :ElasticBeanstalk: :Environment , EARERHMMEE
RERER,

« parent_id-ZBIEENFER ID , IRFBRRKELRANEARER, X-Ray SDK X FEE ID
FIBETH HTTP UM EHEE, EERFEBNERT , FERATUE—EEERFERES
HRQIE,

« http-http ¥ , EFGEEH HTTP ERIIEEET,
. aws - aws WI#F | HPEEEARIEEERS AWS DRNEEE.

 error, fault, throttlef cause - $#HER??78(L , IHMHBAEHER | Y TS EHERNHIAR
AR E A

« annotations - EBER5|E/EHNannotations¥# , BHE X-Ray BESERKE,
- metadata-metadata ¥1#f , EF IS LEFERETERNTAHMAER,
- subsegments — subsegment ¥R,

FEK

IETILUE N F[EERIRET &Y MIFEAY AWS BREE |, LAREMER AWS SDK ETHEIR, B HRIPRIASE
HTTP Web APIsFEIL |, = SQL EREENH., SFHANUEL FEE , RESEFLEAERXFHNENE
Ef, TERTSSHMFES , HtESATRBTUIEERNET FERTISHMBIT FER
BT HILN FEER,

FERSRFUTHRBEEIMCE T HFFW, X-Ray £/ FERREEAREEEERN TERS , LE
BREER EAHBIIRA.

FTERTARETEERXMHS , IR FIEE. #FERDBEE , RERSERKRFEBHITHERN
Ty, EE BB ERNXH RN LR,
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Example EE A FEERER

BT EEE(E subsegment B type , AR AIREBIR EERH parent_ido

{
"trace_id" "1-5759e988-bd862e3felbes46a994272793",
"id" : "defdfd9912dc5a56",
"start_time" : 1461096053.37518,
"end_time" : 1461096053.4042,
"name" "www.example.com",
"http" {
"request" {
"url" : "https://www.example.com/health",
"method" "GET",
"user_agent" : "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/601.7.7",
"client_ip" "11.0.3.111"
.
"response" {
"status" . 200,
"content_length" : 86
}
},
"subsegments" [
{
"id" ""53995c3f42cd8ad8",
"name" : "api.example.com",
"start_time" : 1461096053.37769,
"end_time" : 1461096053.40379,
"namespace" "remote",
"http" {
"request" {
"url" : "https://api.example.com/health",
"method" : "POST",
"traced" : true
.
"response" : {
"status" . 200,
"content_length" : 861
}
}
}

& B S
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FMBABER

HRREFHTHFER , BUNESETHERUBHA X-Ray EREIFER , REREBEEFERNE

HEfM  RRBEXFEHFR.

Example E{TH R [EER

"name" : "example.com",

"id" : "70de5b6f19ff9a0b",

"start_time" : 1.478293361271E9,

"trace_id" : "1-581cf771-a006649127e371903a2de979",
"in_progress": true

Example %3 FEE

BT EERE(H subsegment B type. trace_id & parent_id , AIEBIREE.

"name" : "api.example.com",
"id" : "53995c3f42cd8ad8",
"start_time" : 1.478293361271E9,
"end_time" : 1.478293361449E9,
"type" : "subsegment",
"trace_id" : "1-581cf771-a006649127e371903a2de979"
"parent_id" : "defdfd9912dc5a56",
"namespace" : "remote",
"http" : {
"request" : {
"url" : "https://api.example.com/health",
"method" : "POST",
"traced" : true
.
"response" : {
"status" : 200,
"content_length" : 861

M}
3

RERE , BBEA end_time EFEETCREMAER. TEEREBREEEETFNER,

& B S
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BB ABEERD THERENETRBERD BIEEFER, fIW , web AP IS EFRIAER &S
REVTAERIMBMER 0K 200 EfE, BN EBEEERYEETRERBIEE X-Ray , EEBK T
EREXZEHEATHENIE, BERHER , CETNEETFERFBRRTHFERCHD , ARETK
THEFUEERATENTFERBERE.

UTREATFERNSERB SR ALERR.

(® Note
BRIEZARA , BAELER/FH (&S 250 BF ).

VER T ERMN

« id- FERH 64 BB , FHRERPHERTFRHE—1 , B 16 T NREMHFRT.

* name - FERNEBEER. StHTHFWY  FEFUEBRIBBRSE FER. StHBITFER,
AEERANERR (FINREEE) 2B FER.

- start_time - FTEBREUREBHHT , U epoch KENFHVR/EN , FRIZY. fW
1480615200.010 = 1.480615200010E9,

« end_time - FIEREARAREMNE R, Hl0 1480615200.090 5 1.480615200090E9, EE
end_time 3 in_progress,

« in_progress - FXEA trueMIEEE BWAMEend_time , UEHFEREHE , BERTRK.
HHBETEHRER  BREEZ—EZHFER , AR—HE/ETHFER.

« trace_id- FEBRRERWER ID, EEIELFERFST ALEIEE,

X-Ray &t ID #&=

X-Ray trace_idHLUEFHR DR =B FZHEMRK. HI0 : 1-58406520-

a006649127e371903a2de979, HHEE :

® mizklﬁ% , El] 1.

- A 8 B+ SEMEFH Unix epoch BRI RIAFE RAVER,
f5lzn , 10 : 00AM 2016 € 12 B 1 B PST L epoch 58406520 BE 214806152008 = 17
HENEF,

- BRINSEME— 96 L TREBIR , U 24 +REMNBFRT.
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® Note

X-Ray BIEZEME A OpenTelemetry B37IDs , AR FFE W3C 1B it A A R & EA
HibZe4, W3C B} ID EEEE X-Ray B | HELL X-Ray BH#t ID BKXER1. 5

w, W3C Bt ID 9N 4efaafsd1e8720b39541901950019¢ee5FER MG HiA E X-Ray
1-4efaafsd-1e8720b39541901950019ee5KF— 4k, X-Ray IDs ‘@& LA Unix epoch BF
RTWREARFEREERELR , BEL X-Ray &R EiX W3C Bt IDs BTREE,

- parent_id- FEBRREBRMNEER ID. EESFIEEFERRSIAXEER, EERFEERNER
T, FERUUE—EERS FEREARERE,

* type - subsegment, REEEREXFERRTIEE.

BUT WAL 2 F [ B A B AR R
BT RN

« namespace — awsFAR AWS BB EHFI ; remote AR HE M1 T,
« http-http ¥4 , HPZ2EH HTTP FIYAYEEIE A
« aws - aws ¥ , EHh IS EEAREXNTUN TiF AWS ERHEBER.

 error, fault, throttle# cause - $EFR?2°M{L , IEHBAEER WIS BRI BISAR
MAHEE .

« annotations - EEE5I®/E¥ MWannotations¥# , BHE X-Ray BESHERRS,

- metadata-metadata Y% , HH I ELEEREERNEMEMER.

- subsegments — subsegment ¥R,

« precursor_ids — FEE IDsfE%| , AIEB R EEE L FERZAITXZHERERXR AN FEE,

HTTP k&8

£/ HTTP B RCHEEAREXFIEERN HTTP FRMEEFMER ((LRERYF) , IIREEARE
¥ T HTTP API Fr 28 WA SRAVARBASF I ERA (VR FEER ). ¥4 KEB o m R S iR S E
HTTP SBRMEEH R EINER,

http

FREMRAHRREEN.
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AWS X-Ray MRS
« request - s RIVBBIE

« method - X5 %. I : GET,

« url - FERMTE URL , B RNEABE. THREBIRCHESE.

- user_agent - REBEREAFENEAEREERFH,

e client_ip- BHFEHEM IP Husit, AJ#E IP H8H Source Address #EN , LR HEIXNE
3K , Bl X-Forwarded-For ZHEH#EE

« x_forwarded_for - (fEREE ) Ht{E , EH client_ipR# X-Forwarded-ForiREE:&
B, MEAASE , AR ARERABEN,

- traced- (ERFER) AME , RETETUIRH S —BEERERE. MRUEBUZES
true , X-Ray €44 EMR AT E , EEI TRE LENERparent_idEIELERZ FE
EXidfy HBFF,

« response - EIEMMEEEER.
- status - EBE , I5HEEMN HTTP AREE,
- content_length-B% , R REEANXNWRE , MuHBEN,

B SR T Web api FFILE | i 28 HTTP BRI EHEERAN FER. X-Ray £A F
B2 R RE £ R s AP RVHEETE ER .

Example £ Amazon EC2 t#i1T 2 EARNIRMMN HTTP I [E B

"id": "6b55dcc497934f1la",
"start_time": 1484789387.126,
"end_time": 1484789387.535,
"trace_id": "1-5880168b-fd5158284b67678a3bb5a78c",
"name": "www.example.com",
"origin": "AWS::EC2::Instance",
"aws": {
"ec2": {
"availability_zone": "us-west-2c",
"instance_id": "i-0b5a4678fc325bg98"
b
"xray": {
"sdk_version": "2.11.0 for Java"
1,
b
"http": {
"request": {
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"method": "POST",
"client_ip": "78.255.233.48",
"url": "http://www.example.com/api/user",
"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:45.0) Gecko/20100101
Firefox/45.0",
"x_forwarded_for": true
},
"response": {
"status": 200

Example T HTTP FEIUH F [E B

"id": "@04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"name": "names.example.com",
"namespace": "remote",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
I
"response": {
"content_length": -1,
"status": 200

Example T35 HTTP AL A9 HE B [E BR

"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@04f72bel9cddc2a",
"http": {
"request": {
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"method": "GET",
"url": "https://names.example.com/"
},
"response": {
"content_length": -1,
"status": 200
}
.

"inferred": true

EERFM T EETLAEEannotations¥ , EFEE—=Z @M , X-Ray R5| AR EFIRRHFRIER
BiEA, MU EFTSE, BFIAME ( BYH4SMES ) . X-Ray AEREERERSZZ 50 BFE
O]

Example HTTP W0 [EER BRAZ 5T

"id": "6b55dcc497932f1la",

"start_time": 1484789187.126,

"end_time": 1484789187.535,

"trace_id": "1-5880168b-fd515828bs@7678a3bb5a78c",

"name": "www.example.com",
"origin": "AWS::EC2::Instance",
"aws": {
"ec2": {
"availability_zone": "us-west-2c",
"instance_id": "i-@b5a4678fc325bg98"
},
"xray": {
"sdk_version": "2.11.0 for Java"
I
},

"annotations": {
"customer_category" : 124,
"zip_code" : 98101,
"country" : "United States",
"internal" : false

},

"http": {

"request": {
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"method": "POST",
"client_ip": "78.255.233.48",
"url": "http://www.example.com/api/user",
"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:45.0) Gecko/20100101
Firefox/45.0",
"x_forwarded_for": true
},
"response": {
"status": 200
}
}

BUARRET T , TREABERMS. AHERARRK. TAFEAEMFRNZER,
REER

ERMFEEATATEnetadata , HHF B —RNZEEFTMERENEN , SEWHNETS,
REEBRXHFEBEBANLER (64 kB) , X-Ray FEATERERERERS| , BEFTUREMKN, &7
LAfE BatchGetTraces API SEHNEEERXHPREFEER. M FENEULEE (debuge T35l
IR ) AWS. SREBM RMEH SDKs AWSHI A FwER,

Example £ H#EE RN BT FEKR

"id": "@e58d2918e9038e8",
"start_time": 1484789387.502,
"end_time": 1484789387.534,
"name": "## UserModel.saveUser",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
},
"subsegments": [
{
"id": "0f910026178b71eb",
"start_time": 1484789387.502,
"end_time": 1484789387.534,

"name": "DynamoDB",
"namespace": "aws",
"http": {

"response": {
"content_length": 58,
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"status": 200

}

},

"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",

"request_id": "3AIENM5J4ELQ3SPODHKBIRVIC3VV4KQNSO5AEMVIF66Q9ASUAAIG",
"resource_names": [
"scorekeep-user"

AWS BERER

SHHEER , aws WHBELEARSAE BTN EREBEN. TEZERVERZE—ER, 4
4N |, 7£ Elastic Beanstalk LY Z & 2§ Docker IREFFHITHEARER , AIsEEE B Amazon EC2 #
TEBE., EFITIEEE E#1THY Amazon ECS &% , LAK Elastic Beanstalk I:RIEAR W E A

aws (EER)

FIEMM MR EEMEN,

« account_id - MMREHERARXEEHELITEN AWS 1RF |, BB TEEARIN RF
ID,

 cloudwatch_logs - #iRE — CloudWatch B 5EEHEK Y H-FES,
« log_group — CloudWatch Log Group & &,
* arn - CloudWatch Log Group ARN,

+ ec2 - Amazon EC2 #1TEBREREEN.
- instance_id - EC2 #{TEBMHITEE ID,
 instance_size —- EC2 #{TEBEHEA,
« ami_id - Amazon Machine Image ID,
« availability_zone - H{TEBHITAAIEN TR EHE.,

 ecs - Amazon ECS AW HEER.
« container - AN EHEHE,
« container_id - RHEMNTERSR ID,
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- container_arn- BAHITEELN ARN,
- eks —Amazon EKS #&£MHEBEE~A.

« pod - EKS Pod By E# &,

« cluster_name - EKS #£5£ £,

« container_id - AHEMNTERSR ID,

« elastic_beanstalk — Elastic Beanstalk 3RIEMNMEEEEH. EALLIEEKF Elastic Beanstalk ¥ &
E#& %A /var/elasticbeanstalk/xray/environment.confiER DK B LEA,

« environment_name - IREZ R,
« version_label - BRIFEBRREUBR < HTERNERARIMAE SR,
« deployment_id - #F , 5 DX ERRMUFBR 2#1TERH 1D,
- xray - BREAFTARAIERMRANPEER,
« auto_instrumentation-HAM{E , EHREEASERE ( Hl0 Java RERER ).
- sdk_version - [EEFERAM SDK HAEERRA
« sdk - SDK Fy#g 2!,

Example AWS EEABERXH EHR

aws":{
"elastic_beanstalk":{
"version_label":"app-5a56-170119_190650-stage-170119_190650",
"deployment_id":32,

"environment_name":"scorekeep"

.

"ec2":{
"availability_zone":"us-west-2c",
"instance_id":"i-075ad396f12bc325a",
"ami_id":

},

"cloudwatch_logs": [

{

"log_group":"my-cw-log-group",

arn":"arn:aws:logs:us-west-2:012345678912:1og-group:my-cw-log-group"
}

1,

"xray":{
"auto_instrumentation":false,
"sdk":"X-Ray for Java",
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"sdk_version":"2.8.0"

s FER , RHREAEXERZ AWS R NERWHEEER. X-Ray SEMALEFRELHERE
B, RRRIERES P EY T AR

aws (FEER)
FIE R E 2B ZEMMN,

- operation - & ¥ AWS BR# = EIRWUAK APl BIEB T,

« account_id - MR LN EARNENTEKRETNER , SUSEHEXETEIRE |, BickES
FEARXEFEZ AWS ERHNIRE ID.

- region- MREFMENESELNERAEXNTE , Bk EiEH, W0 us-west-2,
« request_id - FERHVME—FBIFF.

« queue_url - M Amazon SQS 7% EWEE , BIATFHE URL,

 table_name — ¥f/A DynamoDB Efl&k LR E , AIABERRNEE,

Example FEIU DynamoDB A7 IE B Y F[EEX

{
"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",
"namespace": "aws",
"http": {
"response": {
"content_length": 60,
"status": 200
}
b,
"aws": {
"table_name": "scorekeep-user",
"operation": "UpdatelItem",
"request_id": "UBQNSOSAEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}
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SRRR MBI SR
ERAERE , CULURKERREELEENEEFAEN. EEEARARERERLEARAERRE

BPRGHE  RRE T HTUSERENAT BRTREES,
#EEn

B—RZELATRAERA true RISHEBERR, EHRRLEES  ATEAZERE, flm, k8
THE®WE 429 Too Many Requests $RERAIRERIER BN EARERER 500 Internal Server
Error ; HEEEREART , ISEA=FHA,

- error - MMERTEREAFIHER (AEREBER XX AFRER ).

- throttle - HM{E , IEHFERECHE ( EEREBA 429 KZER),

- fault - TIMERTZEEMFRSFES ( BIERRBEA 5XX AREFHEE)

EBERRIFERPIE—ERE (cause) ¥ RIE HEHRNFRE .,
cause

FRERLZ 16 FTHEE ID , AR ERMUT WA

« working_directory - A HISMRE TIF B #HH TREE,

 paths - BAEFIAAR R ERE AN E X ES SRR B,
« exceptions — ISR RV HHIFES

E—RZERE (exception) W B SRR FHER.
exception
FrE A& 2R IE R,

« id - BIAARRH 64 LTEBIR , EHEEERTHERPRE—H , N 16 H+SEMHFRT.
« message - BISAARRAL

« type - BIAMRRIEE,

 remote - HM{E , IBHHIARH T HFREEEHHERATIEK.

* truncated - B¥ , EHRK EAVEEEEEBstack.

* skipped - BH , HEHERHINARARE FEEEBHGMOREE |, b2 EERRHISAR
Mo
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« cause - BIAB R RZBIAMR ID , thFh 2tk Btk 51 24 AR 58 89 51 AAAR SR o
« stack - stackFrame ¥1{4FE%,

& A ARYEE |, 7E stackFrame ¥ ac sk ML EB MBI E A,
stackFrame
FRIEM 2 REMEN.

« path - ERMBH KR,
e line - BEHMWIT,
« label - HEHHFERE,

SQL £

BB AGERAERY SQL EHERHNEHEL FER,

sql

ZIRsE VA PSSE S F:3: 0N

« connection_string - RTMEA URL ERFHEI SQL Server R HME R EELR , FHCHKIER
FH, EFTEER.

- url - HREA URL ERFHENEREER , Btk URL , TIZEER.

« sanitized_query - BERELEH  HhEAFEAERENESSBRIBFEELERN.

- database_type - ERIESIZNEE,

- database_version - EHES| MR

« driver_version- ZWEARXEANERESI ZEEHEN B BAMRAFER,

- user-EBEREFRERR,

« preparation-call MNREHFEH PreparedCall ; statement IR EHFEA
PreparedStatement,

Example £/ SQL EHHN FEE

{
"id": "3fd8634e78ca9560",
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"start_time": 1484872218.696,
"end_time": 1484872218.697,

"name": "ebdbeaawijb5u25wdoy.cpamxznpdoq8.us-west-2.rds.amazonaws.com",
"namespace": "remote",
"Sql" : {

"url": "jdbc:postgresql://aawijb5u25wdoy.cpamxznpdog8.us-
west-2.rds.amazonaws.com:5432/ebdb",

"preparation": "statement",

"database_type": "PostgreSQL",

"database_version": "9.5.4",

"driver_version": "PostgreSQL 9.4.1211.jre7",

"user" : "dbuser",

"sanitized_query" : "SELECT * FROM customers WHERE customer_id=?;"
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AWS X-Ray #=

AWS X-Ray BHEWRE BHHENMBER, R, X-Ray BELEERBROERHARER, X-
Ray REEEMNELHBEE , NEREARANRELIR,
B

i

- BRBEx

- Bt

- MR

. BREE

. ERGERER

- #ifl

. EEABEER

438, HEAMBISRR

B

HTEAERXNBEENEEEREUERFAEELEETEHBNER., ERFRHEFNERE. BFRHN
MBS URTERN TE#MER, i, B HTTP BRIELNWERRERE , ©ALEEHEUTHE
BEF

o FHE - THETE, BRI IP Mk

« BR-FE., AFimt, BT, £AERERR

- EIfE -, RA

- TR IE-FHERNEREE,. FER

- BAMRE -5, BEANFINRE , SEBEBEEMINARAHEE,
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Segment details: Scorekeep & X
Overview Resources Annotations Metadata Exceptions sQL

Overview Time Errors and faults Requests & Response
Subsegment ID Start Time Error Request url
1-12345678- 2023-06-23 20:34:58.099 (UTC) false http://scorekeep.us-west-
5120cbe96265dfa965¢cbalac- 2.elb.amazonaws.com/fapi/game/
556f7a611a12900FF End Time Fault

2023-06-23 20:34:58.110 (UTC) false Request method
Name GET
Scorekeep Duration

11ms Response code
Origin 200

AWS:ECS:Container

X-Ray SDK €t RMEEERE, BAEXTNERS , URHT AWS RN FEERPKEE
Ao BAILLEBERERARNBREREABTRBAEAFER, TIHEFRM AWS SDK A Fim , RiEEF
BERENER.

@ BEHIEMER
MREFHFEHR[LEMPNBEEEEFERIEWERRER , X-Ray SRFBRFH X-
Forwarded-ForZHEEEBAFR IP, MAR2®% IP H#EHhWHKR IP REAFEK IP., AEXSE
KRECHENAFim IP JRERBEN , At TEZEE,

&R LAER X-Ray SDK REsk EthEF , SIMEEN T EER, NFEEBFREARERNTERFAR
RCEMVEF , FF2BAWS X-Ray BB X . BERXHHN AR LERA 64 kB,

FEER

ERTUETRIFNERES A TFER, FTERTRHEERRENTHER  URERAEXAMERA
AASRFTEY TP ILFET . FERTAESHBFW AWS R, S8 HTTP API 5 SQL B E
MEMFRER,. CEETUEREETFERRRABARANBERBIERRT,
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FMBABER

Segments Timeline info

@O Group by nodes Segment status

¥ Scorekeep AWS:ECS:Container

Scorekeep @OK
DynamoDB ®OK
DynamoDB ®OK
DynamoDB @0!(
DynamoDB ®@ok
DynamoDEB @C}K
DynamoDB @OK

HRAEEXBCHERNRE

i

Response code

200
200
200
200
200
200
200

Duration

118ms
3ms
34ms
40ms
25ms
4ms

5ms

0.0ms 20ms 40ms 60ms B0ms 100ms 120ms
L 1 ]

PUT http://scorekeey t-2.elb. com/api/g frules/TicTacToe
Getltem: scorekeep-game
Getltemn: scorekeep-session
Getitem: scorekeep-game
Updateltem: scorekeep-state
Getltem: scorekeep-session

Updateltem: scorekeep-game

f5lan Amazon DynamoDB , X-Ray & FEREBHMES FELH
EfEBRA TR, SERAEEME MK , IEELEAKETIEZER  RBANBHEKMET

FTEREUAFRFEARAREEAEAN T EFLUEER. NRTRRECEBRA , HEXNERA
ERRREEAFR T EREENHERER. BEERNBH -—EZERAREBBERNET ; MEEH
ZENE&AEER LFREN FER.

Blan | B8 E R ERAE AWS SDK A B DynamoDB B |, X-Ray SDK & iC 8P F 2
B, DynamoDB T EEX[EE , FHItEMRPHHEEEE., FREE R LM DynamoDB &% , ARER

Br#%E2 DynamoDB 2 B 2&H TS FEEPHEN.

TER
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P
| &F
7 g‘/

O scorekeep-state

— -'"f-f
,,~—\ / \ f_f“"f DynamoDB Table
/ | |"Ir ‘ \
| IH |
_/ "\ /
T Ok 100%

Client O Scorekeep 0.17 t/min

ECS Container /
[ ’ III
|I |

O scorekeep-game
DynamoDB Table

,,,,
Jo

v Edge details

Source: Scorekeep Destination: scorekeep-game

Response time distribution filter

To filter traces by response time, select the corresponding area of the chart.

40
I P
20

107

5.0ms 10ms= 15ms 20ms

ERERERANEREXFUEGERRANREE , TFREEEEACHERNGCHE LERBETF
EERP VAR ILRE, ERBEXRY  MERBNGRTS LS REELRBERNFTRMER
&R, MzENE&AESRE LERE FERNEN.
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FMBABER

O MyLambdaFunction ikl —
Lambda Function /_\

Dhttps.ﬂs fDemuQueue
[ > 5Q5 Queue
4 "/

© MyLambdaFunction2
Lambda Function

v Edge details

Source: MyLambdaFunction Destination: https://sqs.us-west-2.amazonaws.com/MySQSQueue

Response time distribution filter

To filter traces by response time, select the corresponding area of the chart.

109
8%
&%

4%

E0ms

EMEREHBRER , AT HRESEREHF RN TERAEMERER , mLERES

FRIEE , BEFREEMERE < BB BAAILAIREE,

RCSRERRAY

TER
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AR %5 B &

X-Ray @ AEAEAEENERRELEBRBER. HEBEEE X-Ray EE AWS ERHBEEE
FHrERARE, BETERESERYE  ELRBABHABRERRES. EEFSKAFKERER
MEAERX AR ENEARXEREEFMAN TERBENER.

® BRBEEE

EEBM nameEERELXERZRENRASEBIEERB/ER. T8 , EFE@E#T. 28
U EEAERPutTraceSegmentsE AT LALMERI B BEA T E,

BHERE—& JSON X# , HP SRR ERARANREMNEREEER. X-Ray TEAEAR
BERRELERBICRBRBRE

N
(&F¥ )
\E_f/

scorekeep-move

DynamoDB Table
- B

7N / A

f A [ \I
(&) Q)
‘\\ /;"’ I'\__ /

‘ _/ O SNS
Client O Scorekeep SNS

ECS Container

" TN\
.'/ \...\.
l: g’ I|
\
"\\ J
- 4

O scorekeep-session

DynamoDB Table

HROBAEARER , X-Ray S EEEAHEER ID <FROAE RBEHREHAE-—RBER.
AR P E —ERBESHIEEREE , MARKSER RN U RS < EEELER,
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AWS X-Ray M ABIERE

53 | Scorekeep EHITFEIUHARIEHY Web API (AWS Lambda BEHE) , SAEA Node.js B ER
EEEHER, BARN Java ) X-Ray AREMGEEEER ID, YAHITESEH Lambda RYFFAY

., Lambda EEIAEMER , WigEH ID EEAEE. BEAM Node.js B X-Ray BERE4HLEER
Bt ID REEER, Eit, APl. Lambda R#F Lambda EE M B B S 7RI MBS L RER BB L
BEEROETE,

BHEXEHERE 30 X,
1B

Bt ID EHEREARINERER. EMSVRERE-FBRAMEENFMEER. ZEREER
HTTP GET =% POST &k , e 8 EBBEHTHSE. wPENERAERNEXE  UREEHHEMRE
AWS F B Web APIs TR, 55—{EE HTTP B REBMN I ERFSEFZ RFIGEM D, YET
HBEELUE MR, EEMHEAMEREN,
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Trace Map ‘ Go to service map |

» Legend and options ﬂ-ﬂ
b
O customers
/'\ (_\ / - DynamoDB Table
Client i api products
ElasticBea...Environment ElasticBea...Environment /

k

No node selected

Select a node to see its details

Trace Summary

Method Response Code Duration Age
GET 200 17ms a few seconds (2022-01-20 16:35:56)

Segments Timeline Info

Segment Response Duration 0.0 20 40 8.0 5.0 10 i3 14 186 18
status CDdE K lms . lms 1 _I'TIS . lms lh‘]S lI’\‘]S :'ns !TIS {T‘\S ‘ms

¥ api AWS:ElasticBeanstalk::Environment

api @ ok 200 17ms 1 cET .
auth ® oK - Oms |
forward @ ok - 17ms |
products.eba-cvkws4f... () OK 200 17ms e e

WE X-Ray BREFTE R RNNEHR , FSHAWS X-Ray EE. BERERERE 30 X,

ik

%Tﬁﬁﬁﬁx&$E’JLmjth{%FEﬁﬁz‘ﬁhﬁE’J BRARMEES , X-Ray SDK & E A EURE B £ 3 H Ef
EHEPBLRER, RIFFRR , X-Ray ABEEASVREE —EFR , UREMEMERY 5%.

RTBRABEAREENREER  ARNBRERBRAT, ETLRE X-Ray RIEQXFARME
BRA, WEREHEMBRA , RIBRBERFROBIEE AR,
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Pl , B REEFEANE  WERMESIRERNRBEEAERNRZINFILFER, HRAEMERF WY
(PInE=@m#E., EFEREREFERER) , KUURERERBRZENEGENNER , LEFBREN
EARE=E,

MEFEFHMET , F2ERE AR A

B MR SR

FIEBEREZER YR RENREREALL, FEZHERBEZR , REERE BB 2 LHOEX ,
DR A HRERRAR. BUERENER ID FHIBEL A WEREHERR HTTP 5FKX-Amzn-Trace-
Id. FERanP A — 1B X-Ray-integrated R & # 18 E MIETE , BB X-Ray SDK BRI EEEIEH,

Example 1R1EHE ID M RFHIEMIER

X-Amzn-Trace-Id: Root=1-5759e988-
bd862e3felbe46a994272793; Parent=53995c3f42cd8ad8; Sampled=1

@ EHEFEENLZEM
BHHRE A BUR B X-Ray SDK, AWS RIS FimsaK, EHEAREX AL EEARNGERE
Bk X-Amzn-Trace-Id , BUBRGEMAERKER ID B REHEIFRGHEBE,

MRFBREUCRANEARNESE , AERERETNIERER ID. fln, MREHEAREXE
FARERE HTTP A FimiF A T HTTP Web APl , X-Ray SDK &/ /R4 FE R EE ID ¥ = T it
RRAEHEE, AT HEFEREHBRBOERAEAER , TUURKRER ID LEREMEFR.

Example E4RIEHE ID. R[EER ID bR KAV IEHRE

X-Amzn-Trace-Id: Root=1-5759e988-
bd862e3felbe46a994272793; Parent=53995c3f42cd8ad8; Sampled=1

Lineage ATREE A Lambda ME At K iNZEMMESE AWS IR , EAHREMEIN —22 , TEE
EERA

Example £/ Lineage & #t1Z 58

X-Amzn-Trace-Id: Root=1-5759e988-
bd862e3felbes46a994272793;Parent=53995c3f42cd8ad8;Sampled=1;Lineage=a87bd80c:1|
68fd508a:5|c512fbe3:2
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EnE R RIEN

EEFEAmE , BHENERARXNEELEREER. AWS X-Ray F# & 1R fiteasy-to-navigate# B 7%
BXBR. CEREREERINREER , Ui EEIBBEL R ESECEARINEE, EEHE
B, S ETYAEBRBERRER , IEAFERRHERER , USKEABERRAEAEHEENE
Bt

Traces Info 5m  15m  30m

Q, Filter by X-Ray group http.url CONTAINS “api/moves"

Run query (¥) 5 traces retrieved

¥ Query refiners

Traces (5)
This table shows the most recent traces with an average response time of 0,165 It shows as many as 1000 traces.

D v Trace status ¥ Timestamp v Response code ¥ Response Time ¥ Duration ¥ HTTP Method
.561513004630e58c75c992ed oK 3.4min (2023-08-16 17:39:20) 200 0.104s 0.104s POST
L2883714b7daac593167d2e73 @DK 3.4min (2023-08-16 17:39:19) 200 0.07s 0.07s POST
.54740787431329383155f154 oK 3.4min (2023-08-16 17:39:18) 200 0.1s 0.1s POST

AHiE

X-Ray R EEFRAREN B IE FHEYRE. FRABGREARES  DUTNERKE  UIEZERT
Bl

BT LAk BB Amazon Resource Name (ARN) FEOY ###H |, UELX BCWRFEE R, BREER
Amazon CloudWatch 518, B &% K RASHEFENGRRAREANSEEANER K RAE
LB M E X-Ray R+ . FRESEERHNERBEEES ) EHERMHE CloudWatch,

EHMAENGRREREXTIELECTHENER . ENEERARRELEKH. ESERERSHFESR
EX, BEEREERN , FMERE aAFEN 2 TV EE.

(® Note

BN EARXERBTAHFRE4RENNEIER. NEHEET
EfE.

ﬂlh
®

28 AWS X-Ray
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WFE FHARNFHEES AE B

BEMFPEER

EEMABAREXR , X-Ray BREASKHREANEHER. £/ AWS WERNEAEXNRNFHE
BREF. EULUEREBRNTREMNEX  SEGEFAFEEER . SBNPRENSTERER
®E YEUUHEEEMERSIFER.

HEREENE/EY  HeEBURSIVEEERHERENBEMERH, FRERKHREEERRETE
BB ENER , REEMI GetTraceSummaries API BERER.

X-Ray R EEEKRERZZ 50 EEEHRS,

HREENASELMUEEENR/EY  SEYHNBEE , EFERY RS, BAUEATEER , X
AR EFHNERETEARNESERNER,

S&T LAFE CloudWatch EZ2AMWEMFMHEF EET , RRERRNFERFMAEFREPNEEN P&
EH¥,

¥ DynamoDB AWS::DynamoDB::Table

T
¢
an

DynamoDB &) 0K 200 T Getltem: scorekeep-session

DynamoDB ) 0K 200 10ms Updateltem: scorekeep-game
DynamoDB @ oK 200 46ms Getitem: scorekeep-session
DynamoDB oK 200 39ms

Segment details: DynamoDB

Overview Resources Annotations Metadata Exceptions SQL

$RaR. WEMAISAR
X-Ray BEREARREABARENEE , UR FHRBEONER, #RIENT.

- Exrroxr - AAFIx#EER (400 RFIEEEE
« Fault - fAIARESHE (500 RFIEEER
- Throttle - FAEI#HER (429 EFERIBZ )

~— S

EENEARKRUBRANBERERESNARIE , X-Ray HREHSTEHARRNFMRER |
DETANHEEER ., BAILE X-Ray TR AN ELRFHEF TREBLIIAMRR,
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gz 4 AWS X-Ray

MEREZE AWS REREEBEIEF. 53R AWS BF |, BAUZRRERPOMNMREEE  ELRER
ARERZEHRABHEFIRMEES.

2R AWS BECENARERE, HEEEEE SUHERAZRNZENERANZ S

- BiRNR M - AWS EEREHE AWS BRI PRATHERRE AWS Eir, AWS 1432%"‘?%1
EERANBRE. BE=ZATEBRAEEHRANBEZENRREBRRM AWS ERFHEN -, FE
THERAR X-Ray WERFTE , F2RAWS R SHRFESEEFH .

- EmMNTEY - ENETEURREFER AWS IR B ., BHLEHERBRE, ABER , URE
&fi*ﬂ;ﬁiﬁ%ﬁﬂﬂlﬂiﬁﬁo

AXHAZHEERT BMMEFEA X-Ray FEARBEFER, THEERPUMEEE X-Ray AFEE
NWERLESEBEE, StigTHRMMEREM AWS IR RiFBIEE R MNRE X-Ray ER.

*iE

- FHERRE AWS X-Ray

. BB D HEIREE AWS X-Ray
- AR AWS X-Ray

- HHEyBEM AWS X-Ray

- FHEREREZSE AWS X-Ray

Y ERRE AWS X-Ray

AWS X-Ray —ZMZERNFEHEERS. ELFTERKNEANBSRUFTEERIAPERE ,
BT LA X-Ray iR E A A AWS Key Management Service (AWS KMS) &8 R inZRE$l,

X-Ray 2t AWS ZE 28 548 M aws/xray. ERRBEEK AWS CloudTrail Py 8 £ A B LM
TEEEESRAGN  BEALSE, ECEEEESBATIESRESRWRE , BUUELE
FEEL®.

ERBEMPZRER , X-Ray ERE-LRERELENERERN SR, HRFEEFNSR , B X-
Ray TREEEANMRENERENEERNEER, ELBENERER , YTSENNFRRTE
#o

ERRE -


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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® Note
AWS KMS & X-Ray £/ KMS RRMBRHEREHRERE , SWNER.
. BRME - R,
- AWS ZETHR - XNSREAE.
- EFZESR -XNERRETNEANEA.

WEFFMERR , 3828 AWS Key Management Service Ef&,

® Note

X-Ray JAZENEEEHEIXE Amazon EventBridge , BRITXEEFZESE, MEHMA
B , 526 Amazon EventBridge F I E MR E.

BRYRBEEEFEESRNEREBRTIE , X8k X-Ray REAEAZER , RAERENBENE
i, MEEZEHA , F2RARNNZNEAEFT T,

CloudWatch console
2R X-Ray f# A CloudWatch T &/ KMS £883# 17 %
1. & A AWS Management Console , I¢7E https://console.aws.amazon.com/cloudwatch/ BRI
CloudWatch &,
EERASBEERPEERE.
£ X-Ray Bt [E B H INZE T B ERIERE.
EMFERERRPEZERE.
BEMFA KMS 248,
T BEPRZSR

o ok~ w0 D

- aws/xray - £ AWS ZE S8,
- EWAE - EENIRFPAEATFZESR,
- FEHWAS®ARN-EFREARFPAFEAZFZESR. TETHUD K WASBNTE

Amazon Resource Name (ARN),

ERRE —
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AWS X-Ray e YN

7. BEEHMNE.

X-Ray console
AE X-Ray £/ X-Ray £ A A KMS ERET IR

1. BB X-Ray £ A,

2. 1Z{E Encryption (I1%),

3. BREMA KMS £,

4., RTHNRBEHREZESR

- aws/xray - £ AWS ZE &8,
- WAL - EENIRFPAEREFZELR,
- FHWALE ARN - EFRRIKRFHPEAZEFZSESR. TRETHUT K BASRNTE

Amazon Resource Name (ARN),

5. BEEHMH.

(® Note
X-Ray T EIFHHE KMS £,

MR X-Ray HEEFREHNMZER  SFLATER. IRENEAEEEIFIRKMS £ , &

BERABMEEEANSER  BRURERLEEERER. BEEBRENK , X-Ray BEEEYHETE
Ao

EEMA X-Ray API BREMZERE , 5F2E £/ AWS X-Ray API B2 E#E., FHEFMNZEFRE,

B &9 MEFEIEE AWS X-Ray

AWS Identity and Access Management (IAM) 2 AWS fR# , AIHBIE B E R thinH¥ AWS &
BRHFE. IAM EEETRHHETNETEIERE (BA) NRE (EF5FY) REA X-Ray &
Ro IAM RETAGRE-EA AWS BRI 19 .

*&E

- BEHZR
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AWS X-Ray B ABIEE
- ERAETRE

- FABRKEETFIUE

-« AWS X-Ray #{AE A 1AM

- AWS X-Ray & % B BUR il

- ¥ AWS X-Ray &2 MEFEETHRERZ B

BEREHER

&5 AWS Identity and Access Management (IAM) AR EBARE , BURARTE X-Ray FA#IITHY
I,

WA EAE - WREHEA XRay BHRATEY , ERRGBCRATEOBAGHNHT, BOHE
RES X-Ray DEERHT TR  CTRRTEANKT, TREDHTNETESATHYEOER
BRRERNHT, WREMEFM X-Ray FHHEE , HSW B AWS X-Ray 55 AEIETHED
[

REEES - MREBENTEE X-Ray ER , BUREHHESE X-Ray WEEFEHE, BNEKIFERE
FRAEEFIMN X-Ray IEEME R, B2E , BXEBBEREIGBEN IAM BEEE , REFEREER
ENFT. RELKERLNER , TR IAMWERE S, EEH—F THELNTWNMAEE X-Ray £H
IAM , 5528 AWS X-Ray I{alfE A 1AM,

IAM EEE - MRER IAM EEE , ERETHREIGEUEE X-Ray FRHNFHMER. EEREL
AJEATE IAM FREER R X-Ray & 0 B BUEREH] , F2B) AWS X-Ray 50 B BEHEH,

EF & 2 B

BrEBMBREEANS FAFIBREBRANAR. BHEALLAWS IRFEERAES Y. AMERAES S
BT IAM AEREE ( BEA AWS),

B LAERER S 2 RFRENEE , UHEED AWS BB ES 5% A . AWS IAM Identity
Center (IAM Identity Center) £ #&. B ARMNE—BASDBE , LIREH Google = Facebook &
AEHR  HMEBMSEINES, GLUBMEEIEAN  LNEEELNCRESERH IAM AENHE S
7. BRFERBE AWS B ER K, FEBEREAE,

BRBEEPNFEREER | B0 L& A AWS Management Console 5, AWS ZEIA O, MEZEA
HEEMESA AWS |, B2 BAWS B A (FEAEERE) FHIEAZEN AWS IRFE

MRIELL AWS BRI AREFR , AWS SREKEBFBEH (SDK) MasHFI5H (CLI) , BEA
BHNBAERUEBRZAAEZZENFR. MRETER AWS TE | BIXABITEERFR. 0F
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AWS X-Ray M ABIERE

FARBNAEBTEBBIRNFAMEN , F28 (AM FAEER) FHEAR APl FERHAWS
Signature 2 4 Ro

ERCERMESRRBSE  BURHSERAEINZSHEER, Fln, AWS BEELREASE
B (MFA) RIEGIRFHNZ M, WEEZENA , 5828 (AWS IAM Identity Center fEAEIER)
NWZEEZREFN (AM FEHEIER) P IAM FHAWS ZEEZEH,

AWS IRF RERE

BB B AWS IRF , RER—EEASGSHE , X5 IZEEFERSPMUATE AWS R 1 &
Fo LLEHTEA AWS tRF Theroot FAE |, AIEBFEREAREILIRFNE FE bt MZHEE AR
FH, MABBRELTEURCEHEREEAEREK. RELZNREAERRE , UEEARMITReEBBE
AEHITHER. NEELEIENTEEE , THREURCEAEZRANTER , F20 (AM EHEE
B PHNEEREHERBENER.

IAM fi£ i & M A48

IAM EAER PHE D AWS tkRF , EAE-ASSEBABRXNSEN . ERERRKERNEE
&, MARERELRIBRE PINEBNEFNEER) 09 IAM EAE, ERURBECARIIZENRER
REBEN AM £AE  ERECHRENSR. NFEZEN , F2E AM EAEEETHATER
HBENERARIIERRBRTFMER.

IAM R —BIEE IAM ERELEN S D, SREUFESHEE, EUNERFEER-—XAZ
BERAEEENT, HEATREEABREAEFTNEFEEEARS, flU , BB —ERA
IAMAdmins HYEFE , Wi FEEHEERE IAM BRI,

EREREAGTE, FRAEAEHRE-ASIEAENEZLEN EACNENREARAZEECHA
EHE. EAEHAXKANRYERE K CALERHAKKER. NWFEZEHA , F2R (AM £/ %
R PR IAM ERENER RS

IAM B

AM AR PEEREHRT AWS IRF N85, BELIAM EAE  EFEFENASHEREE, 5Z
HREE R IR IAM A€ AWS Management Console , BRI A REAZYRE IAM A6 (A ).
R LUEIB ALY AWS CLI 31 AWS API RESEA HET URL RIBEAE. MEERAASBN A EFRE
A, F2E (AM EAEER) PREEAEN S,

FRBEEEN IAM AGETHERHIEEER

- BMESHEREFEN — UFABS S ERTT  FEVAR  YABCERTT. EBMSSoH#
TEIRER  REFI7EHRACEUEH  YERTHAGERNT., NFARHSACHNMERE
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AWS X-Ray M ABIERE

#, FB2E (AM FHEER) FHASE=F7RHE Bie) BuAR, MREMEA IAM Identity
Center , AIEEREFTE, ABRHES»BIBRUTUFEIHAZR , IAM Identity Center #§5T ] 5282
IAM YA &R . MFERERTURNER , FSHE AWS IAM Identity Center £/ & FE R FRIFT
LIED

- EEIAMERAENT - IAM EAERASTUES IAM SERE G HSEETEEREA RN,

- BIRFEFHE . EULUER IAM A2 | RFTREIKRFHHNEA (FENER) FEUEKRFNER,
AEERTEIRFEFIENIELSR. T , BREL AWS R , B BRERERIER
(MTAREABEUMANRE ), IFTHEAAGNERERRETEIRFENCENEZE K F2H
(IAM EREEFE) P8 1AM FHEBIRF EIRFEG

- BREFE - B AWS R SEAEM PEITHEE AWS BRI, flin , EEERE P ETEWLE,
ZRIEEEEE Amazon EC2 h#{TEEAR X AW 4T Amazon Simple Storage Service
(Amazon S3) 1, RETEEEFEAFWUERNFTA. FARKACKERAREEZLEACKHTINE
%,

- EIXTFHIERE (FAS)- ERMFER IAM EAESACEEPHTEHER AWS , BHERAET
Ao BRARLERKR K SUESHTEBAESE , EMETEDREPRE S —EEE. FAS FHF
W MFEFEAFFT AWS BRI , &6 AWS BR¥E B RE TRREREER. REERBRIIFZEEE
Hth AWS IR S EREB T TRMNERE , TERE FASHER, BRERT , BX4EEEH
TEMEEENTT., MFIRE FAS BRENVBEFMENR , FoE (ERENTERE) .

- REAE - REACGRREREIN AM A6 , IRREBTEE, IAM EEE LUK IAM RE
i, BEHARMBREREEACR. MEFMEEHR , 520 (AM EAEER) PHNELABUEIRETH
S AWS R7E,

- BBERAE - BRERACGRE—EERE NREAGEE AWS R, RETURBEAREH
TERENAE, REEEACSHRESN P AWSIRF | YHREHES. IAM EEE T UR
B, ETEERERBERFABGNET,

« £ Amazon EC2 tH{THERAREN - B LR IAM AEREERE EC2 HTER ST ERE
XHEEEAER , URIIRH AWS CLI 5 AWS API 553K, iERTE EC2 BiIfTERBARKEENMEE
WBIFAR. EE®M AWS SEEIRG EC2 #1TER , UHREMGHEMBEEARER , BAUEYL
EEFYTEENSTERBERE, BTERREETESXAE , XA TE EC2 H1TER LHITH
EXBNSHERRE, MEFMAER , F28 (AM FREER) FHEA IAM BERE TR
Amazon EC2 #1T{E8R L #THEARER.

EHBRREEFEUE

FAILUEB R BUR WA HIERED &5 RNER AWS REZH AWS FNFE. BXRRZ P04, E6E
BoRNEFREVEBE , AWS EERHNT., EEXFA (£AE. REAEI/CTHERE ) &
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AWS X-Ray EEIN=E1=

ARE, & AWS FIMEELEE, BERPHATTRERB AFHIEBFER. KSBBEFL JSON X
 AWS WIERFRE . WF JSON BRXHEBNARNFMEN , F28 AM EHEERETH
JSON BURHIE

EEEWLUER AWS JSON BURRIEEH T UAFHAR, tWpi2R , BHMEEBE M BERA T o E
EERHAITHLEBIF,

HREBERT , ERENACKREHT. BERTEAEHEMFZERNTRFENT , IAM EEET
BEY IAM B3R, A%, EEETUE IAM BERHEEAE  FAEERBETELAE.

IAM BERERXEBENFTA , B EAERMEL ERHMITRE. Sl , BREBREBE—EAFF
iam:GetRole BMERMBER., EAXBURMMER A L% AWS Management Console AWS CLI, =
AWS API XS ABE.

ER e

B BBRRALKME S (Hla0 IAM ERE, EREFHERAE) K JSON FFAIBERXSF, ELHK
RS D EMERG TRREBPLEFRATHLEDSE, NFTHROMELSSEEEK |, F26H (AM
EAEER) PHEEEFERBREZBA] IAM A,

BrBERRUE-S D ERARBRIAZERR, ARBRESEZARINE—FHE, HEHAE,
ZTERRRBMNEE , EEET FHNZECHAE,. HENAG AWS 1kRF. SEBERZHE AWS
ZERRNEFZERR, NFTHNMESIERRRARBK 2ERE  F28 (AM EREE
M) PHEXEBRRMARBERERE.

ERAEBE

EREBRZEZETERN JSON R, EREBENEEREFIZ IAM BBEEBEN
Amazon S3 FEIFBER., EXEEREBRNEREES , REEEETUFERACHREHEISEER
WEFEER. HRMNBENER B EREEN IR UUHZERATHWEEAREMERET
HITHEE, BHBAEEREBKRPIEEEE, ZXATLIGEIRE, £AE. AR, BEBIHERAE
=; AWS IR,

ERBEKRZURZBRBEFHRRBE, SELEEREBKFEAREA IAM 8 AWS SEBXK,
FHUZHEE (ACL)

FHUZRHBE (ACL) ATRH LR (IRFXE. ERENAR) BEFHEERNFTA. ACL BZLUR
ERAEBEK , BEMAER JSON BERMXHER.

Amazon S3 AWS WAF#] Amazon VPC 2% ACLsH RIS &i5l, mMEHE—5 7 # ACL ,
Amazon Simple Storage Service Bz A Ei5REF M FEUZRHI/EE (ACL) #EE,

s
¢

B
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AWS X-Ray EEIN=E1=

HtBREH
AWS XEEMBFIERNBRER, ELRRERTRERE REREER T ENKAF T,

- FORRE-FUEER —EHEMREIEE , IHERES P EBEKERT IAMER (AM FARAESABR)
WRAFTT. BUUABRERETTRR,. IEENTTERERN S 2 BEBEMEFTREHR
£, 87 Principal MU EEFEAESIAECHNEREBRITEZ T TRRRES ., PAIEEEK
EHWARIERHEBEXAT. UEFTRARNFHEN , F2E AMFEREERPN IAM E58
ST A SR BR,

. FRIEIREIBE SCPs) - SCPsE JSON B , WHSE in. FEMREMER (OU) B AZFT AWS
Organizations. AWS Organizations R — AR 7 HEMEFEEEEEREE AWS I1RF Z2ZE R
¥, BEEBAEBTOFIEEE , BRLUSIRISIEHBUR (SCP) EAZMEMSATEIRS. SCP &R
FIXERFHERNGT , SESEEE AWS (REREMAE, WE Organizations 1 SCP #YFF#H
B, 5528 (AWS Organizations fEA&E1ERM) TR RIEIEE BER,

- BRIZEFHIBER (RCP) - RCP 2 JSON BUR , AARBELIRFHPERN AT LR , HEUE
BAFRARTEEEFNHMELRFIHEENEEERN IAM BER. RCP SRFIKEIRE F &R
A, WA E S TN ERST , 8 AWS IRFEFERAE , ERTCHAREBRENER.

% Organizations M RCPsHFFHIE A , FEXE RCPs AWS fRi§ 1Y BE , F2RAWS
Organizations ( FRAEERM) PHREREHIBER (RCPs),

. TEMRBE - TERBRBERE —EHEREE  SUUEEBRERANFRETACHBAER
HNERIEREE  HASBEE, FEEIERBNFITEREAERACHNE S BBRMIE
PEERBUERRE, Tt AURBEEREBR, MEEEHRETNHRIEEHLBEIRNN. WEH
HERF , FSE IAM FREERPHN TIERBRECE.

SEBRER

BEERRERERTBRE
BREBBRBERGRERE R

AWS X-Ray tifIfE A IAM

EEA IAM B X-Ray WEEEZ BT , BEXSL T L IAM ThaE AT EE X-Ray BEFEH, EES
E T #% X-Ray MEM AWS BRI AR IAM , B2 (AWS BRE IAM £/ & fEr) FEZMER
IAM,

HERFERNHFEEAEMH, EMHLIER, EE7HMNMT AWS £
R, B2E (AM EHEER) PHBERF{E@ELE,

& T LAME A AWS Identity and Access Management (IAM) #§ X-Ray & A/ FEREFHNFEREMEE
EiR. 1AM 2 HI¥ API Efk X-Ray BRIFMVFEL , AR — @ HI B TEF A , EREHN A& £ WE A
Fi% (X4, AWS SDK AWS CLI).
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AWS X-Ray EEIN=E1=

EEFEH X-Ray TRARBBEHRBENER , FREEEN T, EERAEZEAEN, B8
AWSXrayReadOnlyAccess ZEBRHFBEEMN IAM FERHE,

SHHAREBNE  BYEEFERATATN IAM A, BEEACEFTHRAGHEREEAER.
IBA LB X-Ray H3B/7E, AWS CLIF AWS SDK ERELE AL, MEFMES , FSREL
FERERZSEA AWS CLIEH,

EESZRANERERNTEE AWS |, BEIEEBEAFTN IAM At | W EERGEHTEER
BERXMWER. AWSXRayDaemonWriteAccess@E L{EBMMEFT , IR — BT , UXERE
B#ER A,

BRMBEARRTLERENE S RBZERMER UM, EH AwSXrayFullAccess FEUELER
E , WEREATBERPHIEER AP, #HEREMEYEFIESRNNENGRE K CHFEEEAS
RAVET .

&

- X-Ray 9B BE

« X-Ray EREBUER

« U X-Ray EBAERNIRE
- REEBTENERARER

s E PHITENERRER AWS
- ARMEBENFERENT

X-Ray & 7 BBUR

ER IAM B2 BEBER | SR LUEERSIEENBENER , UAREMERS T AFFIIEEEIF, X-
Ray X BEHEEE. ERVGHRSIE., BEETHEE JSON BERPERNFMERR , FSHE IAM fE
REERMPH JSON BRTESE,

BF

EEEWLER AWS JSON BERRIEEEH T UAFRAR, 2R , BMEZEECBER4 T UHA
EEREITH LB F,

JSON BURRE Action TEHERETURARAFHIEBBRFFRNEFE. BRBEEE EFHEMEEH
Bf AWS API REMERBINER. B -LFIIMRR , AIaURBHERF AP BENERFFIEFE. E L&
EEFZEBRTNZEEBE. ELBMANBFEBAMKEIF,
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AWS X-Ray EEIN=E1=

BREEABERR THITHBBB LT,

X-Ray FH R BMEEBIECBIERA T FHE : xray:. flin , EERFEAMEA X-Ray GetGroup
AP| REHENEAERFMEANGT , BEEBKRFEE xray:GetGroupEE, BURRIRN4E
‘@& Action T NotAction ;t¥%., X-Ray EEZRH K —HEEE , #HRE T LUE AL REAITHE
%

EERE-MRRXPIEELEEE , FRERIR, WTAR
"Action": [

"xray:actionl",
"xray:action2"

BT LERERZER (*) RIEEZEEE, Hlin , EEREMER Get XEWAAEE , FEEUT
BE -

"Action": "xray:Get*"

HEEF X-Ray BFEE , F28 (AM E£RERERE) T EHME1F AWS X-Ray.

&R
EEE A LMER AWS JSON BURRIEEH AU ERAR, W2 , WHMEERE T BERAE T oA
EERHAITHLEBIF,

Resource JSON R TEZTWEEEEABHENYH. RN EEE Resource = NotResource
TE, REEEEMFEAHE Amazon Resource Name (ARN) RIEEER, B tH X EREERER
HEME (BAERBRFET) RKEEM.

HRAXEERBERFTAINEE (PP HRE) , FEABRAFR () RRTEEAXBRARABEER.

"Resource": "*"

A LA IAM BEERZHIE ERNER, $HHXBEERBHRITITNEME , BOLUER Amazon
Resource Name (ARN) R BIEERBERNE IR

FiE X-Ray BEEB AT LAZE IAM BURHER , AR FRIEEEREEAXBENFTT. T8 , IEMA
X-Ray BIEBZBEREBHTH , EAREEETHTBENER.

HRAZBEERBRFITNEE , BLAER " MAER,
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AWS X-Ray EEIN=E1=

T3] X-Ray BIfF X REREBHRET

CreateGroup
GetGroup
UpdateGroup
DeleteGroup
CreateSamplingRule
UpdateSamplingRule
DeleteSamplingRule

LA 2 CreateGroup EBMEM & 5 BIFF R BURE B, MHEIfIREEAEEH — ID 2B EEM local-
users HEIMN ARN AER T T, FERNKELENKE— 1D, FIUEEEREFELEN. FAH
GetGroup. UpdateGroup = DeleteGroup B , BB L ERAERAF LR EIN ARN , BFF
IDo

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"xray:CreateGroup"
1,
"Resource": [
"arn:aws:xray:eu-west-1:123456789012:group/local-users/*"
]
}
]

LR 2 CreateSamplingRule BhER & o BUZF o] BUER &4,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
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"xray:CreateSamplingRule"

1,
"Resource": [
"arn:aws:xray:eu-west-1:123456789012:sampling-rule/base-scorekeep"

]

(® Note
HKEZBER 2BUEAAA ARN, TE&F#E ARN , BURR RSBl —E4M ID,

EBEE X-Ray EFEERE ARNs (/5 E | HSH (AM EAEEE) hi ES0EEAWS X-
Ray. B T R4 LA A ML B 1 A ERAY ARN |, B2 AWS X-RayES M B /£,

R %R

X-Ray NMEHEMRBEEN IR R , EXBEER - E2ER4GER, EEEEME AWS £EFHG
iR, F2HR (AM EAEER) FHAWS £EREABER.

g4
HEWE X-Ray H 0 BBERNES , FF2E AWS X-Ray B 5 BRI,

X-Ray BEREBUR

X-Ray X B B FIARRK AWS IR BEMWEREEXK , #li0 Amazon SNS £HiE#, X-Ray EREH
KA HEM AWS Management Console E#T , 218 AWS SDK = CLI %7, il , Amazon SNS
FHRASERBBREEREEGK , LB EREEZE X-Ray, FHBEXHRHEFEHRE X-Ray ER
BB E B,

Example Amazon SNS X EEHRY X-Ray EIRE B R 51

L $8 BB ER A8 E Amazon SNS #$EMEE RHEIAE X-Ray FRERFTE :

{
Version: "2012-10-17",

Statement: [
{
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AWS X-Ray EEIN=E1=

Sid: "SNSAccess",

Effect: Allow,

Principal: {

Service: "sns.amazonaws.com",

},

Action: [
"xray:PutTraceSegments",
"xray:GetSamplingRules",
"xray:GetSamplingTargets"

1,

Resource: "*",

Condition: {

StringEquals: {

"aws:SourceAccount": "account-id"
1,
StringlLike: {
"aws:SourceArn": "arn:partition:sns:region:account-id:topic-name"
}
}
}

/A CLI B EREBEK |, 1214t Amazon SNS #BHERMEXE X-Ray BWEFT :

aws xray put-resource-policy --policy-name MyResourcePolicy --policy-document
'"{ "Version": "2012-10-17", "Statement": [ { "Sid": "SNSAccess", "Effect": "Allow",
"Principal": { "Service": "sns.amazonaws.com" }, "Action": [ "xray:PutTraceSegments",
"xray:GetSamplingRules", "xray:GetSamplingTargets" ], "Resource": "*",
"Condition": { "StringEquals": { "aws:SourceAccount": "account-id" }, "StringlLike":
{ "aws:SourceArn": "arn:partition:sns:region:account-id:topic-name" } } } 1 }'

EEMRIELEH | 5Bi& partition, account-id, region# ElXtopic-nameBIEHIETE
AWS ZEIE, EE. tkF ID # Amazon SNS EEHBE., EER TFFE Amazon SNS FEEHE
PHEE ZE X-Ray WFFH , FREEEBEIARA *

B X-Ray BB AERAVRE

B LS REEEE X-Ray HESIBERR , REFBRPEEREEE X-Ray, NFERBEEREFE
B , @M xray:ResourceTag/key-name, aws:RequestTag/key-name = aws:TagKeys &
HREI8 , FERRNFEELEF , REGEBREH. WFER X-Ray EFRNFMEEF , F2H B X-
Ray BUE SR AR EH4E
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EERBSHBEBERES , URBZEFRLVEBRRHFNER , F2ERBEREEY X-Ray #
#EL 0 40 Bk AR A Y 7 B

RABEEITENERRER

AN EAENSRERERMEIEE X-Ray HHIEN, BBEXGERGERMN , Lot LEE X-
Ray lR#%. HEBIEXFEZRAH , TS ERERNER LES X-Ray B

BEREAEHT HHENE  FEIL IAM At BERAS  IREREAERFRERESHF
HERERR WERTP |, credential sHERVUNERAEERNRFER .awsWERIRFB, WEFH
&, F2EEER CARRZEEA AWS CLIEH,

Example ~/.aws/credentials

[default]

aws_access_key_id={access key ID}
aws_secret_access_key={access key}
aws_session_token={AWS session token}

MRIEEREREAERILUEE AWS SDK 5 A AWS CLI, BBIEXAINERELEAER, 568%
B AR TE , BESEARRERE.

i PHTENERAER AWS

ELRE LHTEARERE AWS |, BEAACKF IR FHTHEERA Amazon EC2 #1TERE S
Lambda BR &,

« Amazon Elastic Compute Cloud (Amazon EC2) - 23 IAM A€ , Wi H M AT EE H RS ERE
Z EC2 #1T{EE.

» Amazon Elastic Container Service (Amazon ECS) - 23 IAM A& , W H AR RHTEE AV
AREEERRHTERE,

- AWS Elastic Beanstalk (Elastic Beanstalk) — Elastic Beanstalk fE £ &% 81 T EEEAEFEE X-
Ray #T 7, EAIAFEATERBTERERE =K EAG UHIEE BTHTEEERE,

« AWS Lambda (Lambda) - # B AFF I EBEEHBNHTHE,

BYEH X-Ray BEREANAE

1. BRIAM £i2=4,
2. EEAG,
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AWS X-Ray BRABER
3. i#IZ Create New Role (R H A E),

4. 7£ Role Name (A& %) & , B A xray-application, iZIZ Next Step (REBLE),

5. ¥ Role Type (A& H) , & Amazon EC2,

6. EETH SEBXR , BELNEREXNEFE AWS R :

« AWSXRayDaemonWriteAccess — &5 X-Ray # B L EEHREREIFF .

MRENEARNEH AWS SDK FEHM R , FHiER T ELREFIENBUER,
7. IEFE Next Step (REBLB).
8. EEEVASG,

AR B EMHEFTA

RIFFER , X-Ray EMBAEEMERN K WMELITUEHREACRALESENSE, MRELHEE
AWS Key Management Service EF ZE 2% , AIZFERRSBNERERAFER T X-Ray £AHE
EITMBENTT. ZRFPHEMEAECEEREN £8 , THE X-Ray TRATPRENBHNEHRE
o

HREFZESR , SERAA TIBFNFIBERRRE SR

« £ X-Ray FRELBIFERAEEETWN kms : CreateGrantH BIFF T kms :DescribeKey,
- BEMTFEEUNZEMERNFERESEERBEWY kms : Decrypt BIFFT,

ESE IAM T RANERECERTEEAENEESRERNERER  MEFEWMERENT
o AZFBEESWMBR LREFHNT , AHETFEHEAE, HENALHWEM AWS KMS 518, W
EHMES , F2H (AWSKMS ABRAEER) PHEASREE.

HRFERMNE | REWRBIRIE AWS 28 CMK (aws/xray) , AF TEURAHE AT LAFE X-Ray APIs.
F{AI8EE PutEncryptionConfig FEEM A S (&1 AWSXrayFullAccess A) E AT AR E N®H
faRe, EEHILFRESENZRSE K BTAERL FMMMER PutEncryptionConfig BEFH,

AWS X-Ray & 7 B SR €5 41

RIBETER , FAENARKREBEEILIIEN X-Ray ERVFTFT. MM bLEEFER AWS Management
Console AWS CLIZ, AWS AP| #11TEH. BEEXEARY IAMBX , REFAENAGEEEER
LT E AP REFTEMNTT, EEEEEV BB ELE R EREEEELFTNMERAEREE,

5 7 B BRE 156


https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/xray/latest/api/API_PutEncryptionConfig.html
https://docs.aws.amazon.com/xray/latest/api/API_PutEncryptionConfig.html

AWS X-Ray FMBABER

BE T RIMAIERAELES JSON BERXHEY IAM B2 BEBER |, F260 IAM EREERTHNE
JSON REIER EEV K,

FE

- BRGHEER

- £ X-Ray &

- AERAEREMMBE ST

- RIZFZEEEEY X-Ray BEEMNBER AN FE
« X-Ray 9 IAM ZEBUR

- AWS ZEBEM X-Ray E#f

- £ IAM BURHIEEE R

BREER

BoRBREYEEIRFANEBASRETUEY., FIMEMER X-Ray EiR. ELBERRSRE
B AWS tRFEAXBMA. ESRVSRES 7 HBERE , FEE T EARERSER

- FRIEER AWS SEBRRLBOREERTT - eERBRFTRTENCEAENTERSR  FEA
AR THSEREARIN AWS REBER. ©MTELN HER AWS 1kF. RMIRBEES
BERERARM AWS HEFZERR , WE—FROFA. NFESEHR , F2H IAM EREE
M AWS ZEBRFEBBENAWS ZEBXR.

- ERAREERT - 5RE IAM BERNFAR  FERTHTERMENFTT. KERLEN , &
UESERERG T TUEREERRINEE K SHLBARKKEBRITT. WHEEA IAM ERFFT
MEZHEER , F2H IAM EREERETH IAM PR BRI,

- EF IAM BUR AR 41— SREEEE - B LUSREFIEEBER , URFHIBENERNER.
i | BAILARBEBERRY , EEXEMEH SSL BEFER R, MREBRE SHERARKEE
AWS RFS |, &t o] LAGE B R4 3R % T H 12 BV AWS CloudFormation, INEFFHER , 5H26 IAM
FRAERETMN IAM JSON BIETE : K4,

- £/ IAM Access Analyzer B& 3 IAM BUR |, BERFT AT 24 B 7 IE E1E4E - IAM Access Analyzer B
BHBERMBBEBEE , BERELBERER IAM BUEEES (JSON) #l IAM HREEH. 1AM Access
Analyzer 12ft 100 ZIEBERERVEATHNER , THBERETLBEEANBR, NFEFEE
7, F2E (AM FEREER) FHEA IAM Access Analyzer B BUE,

- EEZEEEHRT (MFA) - NELNRFIEZEE IAM EHER FHBREREZ AWS tRE |, 5B
MFA LIIRE R £ M. MFEEMW AP BERER MFA |, 5548 MFA REFTIEEEHBEE, W
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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EHMET , B2 (AM EAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntm|# #3EiB MFA B %&£ API FEL

WE IAM FREBBNEEER  F20 IAM ERAEEETHN IAM Z2HBEEH,

£/ X-Ray X &

B E2FEAWS X-Ray #£4 |, BL4ARE —ERKENFT AT, ELFTLAAFEIHNBER B X-
Ray BRI FFHAER AWS 1kRF. MREBEVHKEALEFATEREN T DBEBER , AIEREFZH
RNER (ERAENAG) ME , TEAMBEEZNTEHEE.

ATHRRELERMUIMER X-Ray £ E , 554% AWSXRayReadOnlyAccess AWS SEHREESE
B, WESRE X-Ray 1Y IAM SEBEEHFHFMERE. WEFHEER , F26 (AM EAEER)
METIERTRIEIEAE,

HRMEFW AWS CLI X AWS API (9ERE |, BTFBERFREBEEEGHT. Rz , REAHFFIA
BERERHITZ AP BENBERATUT,

ARFFEREREMMAE ST

e g REMARY KR , 25F IAM ERAERGEKMEIFERESIHRBRRZERR, LWHR
DEETERAE ETRIBENFTA , EMA AWS CLI 5 AWS APl IR G A R R UL BIERIFT
"o

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
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"Effect": "Allow",
"Action": [

iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",

jiam:ListUsers"

]I

"Resource": "*"

BRBEBREEY X-Ray FHEMMER AR FE

B E B D EBERRERGRY |, RIBESERFIY X-Ray BHEMMERANEFER. T 565X H
RIEBHEAEACEHERN B, MBRstage:prodREFHE AN Istage: preprod, MEE
iC X-Ray BV BIMBHEM A ERR | 520 258 X-Ray BV BI R BH4E,

EFEREFERAERY., EFAMBREGEZERS stage:prod WEfHstage:preprod , EAFEHEE
REBBEUTIBERNAE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAllXRay",
"Effect": "Allow",
"Action": "xray:*",
"Resource": "*"
I
{
"Sid": "DenyCreateGroupWithStage",
"Effect": "Deny",
"Action": [
"xray:CreateGroup"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
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"aws:RequestTag/stage": [

"preprod",
"prod"
]
}
}
},
{
"Sid": "DenyUpdateGroupWithStage",
"Effect": "Deny",
"Action": [
"xray:UpdateGroup",
"xray:DeleteGroup"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/stage": [
"preprod",
"prod"
]
}
}
}

EERBETHERA , FBFEH aws:RequestTag REREZEABRIBRN -2 EENER., &
EIFEF MR MR R | 5 aws:ResourceTagRIEBIRIFIELE R L ZHB I B4k,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAllXRay",
"Effect": "Allow",
"Action": "xray:*",
"Resource": "*"
1,
{
"Sid": "DenyCreateSamplingRuleWithStage",
"Effect": "Deny",
"Action": "xray:CreateSamplingRule",
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"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/stage": [

"preprod",
"prod"
]
}
}
.
{

"Sid": "DenyUpdateSamplingRuleWithStage",

"Effect": "Deny",

"Action": [
"xray:UpdateSamplingRule",
"xray:DeleteSamplingRule"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/stage": [
"preprod",
"prod"
]
}
}
}

BB ELHE (JHEHAE—BR , AREEEBR ) EZISIRFPNERE, EEZEFEH
ESFRAIEERR , BEASEEANTEMNEESE stage=prepod= stage=prod. FHZEEKE
Stage ff& Stage M stage , RAKRGRSIBEBTES KNE. NF RUEERRNFHRER , F2

B <IAM R EIER) P8 IAM JSON BURTTE : 4.

BETH R EZEZACHNFEREELBEETEErole:adnin®& R , tEEHEHErole: admin
BN ERBRER.,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAllXRay",
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"Effect": "Allow",

"Action": "xray:*",
"Resource": "*"
.
{
"Sid": "DenyRequestTagAdmin",
"Effect": "Deny",
"Action": "xray:TagResource",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/role": "admin"
}
}
},
{
"Sid": "DenyResourceTagAdmin",
"Effect": "Deny",
"Action": "xray:UntagResource",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/role": "admin"
}
}
}

X-Ray #9 IAM S EBXR

ARTBALRTHA , IAM XESERBNZERR, REAJERTHN APIs B, LURAYET AT ER/ME
EZEBR, AWS X-Ray REARKER., HENEESERARMINZIERR,

- AWSXrayReadOnlyAccess - £ X-Ray £## & AWS CLIZL AWS SDK # X-Ray API B}
BEMER. EBithE, ARM X-Ray HENERG T, SETHIAILEREES (OAM)
oam:ListSinksHloam:ListAttachedSinks&F ™ , AAFERARERFERS HLH
WiEHE | ¥ES CloudWatch B 1R Al 8RR —#B2 . BatchGetTraceSummaryById Hl
GetDistinctTraceGraphs API BiEX IERBMENIBFEI | B FREEE AWS CLI 1 AWS
SDKsH,

AN
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"xray:GetSamplingRules",
"xray:GetSamplingTargets",
"xray:GetSamplingStatisticSummaries",
"xray:BatchGetTraces",
"xray:BatchGetTraceSummaryById",
"xray:GetDistinctTraceGraphs",
"xray:GetServiceGraph",
"xray:GetTraceGraph",
"xray:GetTraceSummaries",
"xray:GetGroups",
"xray:GetGroup",
"xray:ListTagsForResource",
"xray:ListResourcePolicies",
"xray:GetTimeSeriesServiceStatistics",
"xray:GetInsightSummaries",
"xray:GetInsight",
"xray:GetInsightEvents",
"xray:GetInsightImpactGraph",
"oam:ListSinks"

1,

"Resource": [

"

"Effect": "Allow",
"Action": [

"oam:ListAttachedLinks"
1,

"Resource": "arn:aws:oam:*:*:sink/*"

- AWSXRayDaemonWriteAccess — £/ X-Ray ##B1f23X AWS CLIZL AWS SDK #§ [& B 34 F13& 8
LEF| X-Ray API B AR, B8 AREGHES B RBE MRS ROERT,

tl\
f

AN
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"xray:PutTraceSegments",
"xray:PutTelemetryRecords",
"xray:GetSamplingRules",
"xray:GetSamplingTargets",
"xray:GetSamplingStatisticSummaries"
1,
"Resource": [
"
]
}
]
}

« AWSXrayCrossAccountSharingConfiguration - /&

AFEY, EENRRTEINEFRNEES

B, BERF ZEHA X-Ray BiR. FAREARRMERIRS 2 E#Y CloudWatch Eik = A E A

e

"Version": "2012-10-17",

"Statement": [

"Allow",

[
Link",

"oam:ListLinks"

min

"Allow",
[

oam:DeletelLink",

"oam:GetLink",

{
"Effect":
"Action":

"xray:

1,
"Resource":

},

{
"Effect":
"Action":
1,
"Resource"

.

{

oam:TagResource"

: "arn:aws:oam:*:*:1link/*"
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FMBABER

}

- AWSXrayFullAccess — P& X-Ray APIsfF ] , @IEEE
A, URBREMZS|/IREMEERNNETT, SFUTHIEFIREES (OAM)

"Effect": "Allow",
"Action": [
"oam:CreatelLink",
"oam:UpdatelLink"
1,

"Resource": [

"arn:aws:oam:*:*:1link/*",

"arn:aws:oam:*:*:sink/*"

AFEl. BAGF

oam:ListSinksfloam:ListAttachedSinks&F o , LA EFEARRKERSELBANENK | /E
A CloudWatch BE1&EF o] LRI — 5

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"xray:*",
"oam:ListSinks"
1,
"Resource": [
T
]
.
{
"Effect": "Allow",
"Action": [
"oam:ListAttachedLinks"
1,
"Resource": "arn:aws:oam:*:*:sink/*"
}
]
}
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MEZEBERERD IAM FAE, BERAG

1. BB IAM £ 4,
2. BIREESHBTERERE. IAM E£AER IAM BERBN AR,
3. £ Permissions (¥ ®) T , BBZ EEUER,

AWS ZEBURI X-Ray EH

REBLRBFAREHRELEBELR , X-Ray AWS REBREMNFMET. NFLEESENEH
128 |, 5551 F X-Ray XHHELFEHHEHE LR RSS BE.

2% iR H &

BEAR X-Ray B IAM & X-Ray ER AT S AIMERE 2022 £ 11 B 27 B
B - #1187 AWSXrayCr & (OAM) FF"loam:ListS
ossAccountSharingC inks #1 oam:ListA

onfiguration ., ME ttachedSinks ¥Ti8ZEiE

#1 AWSXrayReadOnlyAcc EHR , LATERARKR

ess # AWSXrayFu RiFRFHLARNER , A

11Access B3R, CloudWatch #51& F 7] £ 8

EE"J_%B%\O

X-Ray B IAM S EBUE - X-Ray ¥ 7 API Bk 2022 £11 A 15 H
AwWSXrayReadOnlyAcc ListResourcePolici

ess BURE#. es o

A X-Ray &5 - X-Ray #1i8 T m{EI#THI API & 2022 % 11 A 11 B
AWSXrayReadOnlyAcc {E BatchGetTraceSumma

ess EMBX ryById # GetDistin

ctTraceGraphs

ELEEN IERENEEF
., Eit , EL API BETS
€7E AWS CLI 1 AWS SDKs
A,
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 IAM BERAFIEEEIR

BAIBAER IAM BURRZEHIE ERAE, $HXBEERBHRFTNEME , BITLUER Amazon
Resource Name (ARN) R B EERBERNE R

FiA X-Ray B)MEH AT LAE IAM BURPER |, AR FRIEBEAEERXBENTA, T8 , W3kEmRE
X-Ray BB BEREMRFTT , EAREEEAHNTEHENER,

HRAZEERBERFINEE , BXASA " MAER.
T % X-Ray BMEZ BREREHRET :

* CreateGroup

* GetGroup

* UpdateGroup

* DeleteGroup

* CreateSamplingRule
* UpdateSamplingRule
* DeleteSamplingRule

AR 2 CreateGroup BMERN S0 BFF AT BURE ., ShEHIREFEAEEGMH— ID 2FEEE local-
users BB ARN AEBERF . HEBVKRELENE— ID, AASEEREPSLETERN, £H
GetGroup, UpdateGroup = DeleteGroup B , BRI LI EEAERAF TRELIN ARN , BF
ID,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"xray:CreateGroup"
1,
"Resource": [
"arn:aws:xray:eu-west-1:123456789012:group/local-users/*"
]
}

]
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AR 2 CreateSamplingRule B){ER & % BUEF v BUR & 41,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"xray:CreateSamplingRule"
1,
"Resource": [
"arn:aws:xray:eu-west-1:123456789012:sampling-rule/base-scorekeep"
]
}
]
}
® Note

MEBBER <HER R ARN, TEHEE ARN , BIERR AR B —ELEH ID,

¥ AWS X-Ray &7 MEFEGETHIERZ &
FEAUTERARBEEDEFIESESR X-Ray  IAM B LB R E B RE=E,
&

- RAEREE X-Ray PHITEE

s RARERE , T15H 17 iam:PassRole

- REEEE , HEAHFHEMAFE X-Ray

- REBEAH UHHMAE AWS IRE FIEMN X-Ray ER

BAREEREE X-Ray PHITEIME

R AWS Management Console & iFEBEFAITEME , AIXFIRMIBEEESRE, ENEES

CRHESEBRENAR,

RS0
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EmateojacksonFAEERFER EEARBIABREFAANGFMER , B
Bxray:GetSamplingRulesFF Al , &84 TSI HIEHEE,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: xray:GetSamplingRules on resource: arn:${Partition}:xray:${Region}:
${Account}:sampling-rule/${SamplingRuleName}

FEHBERT , Mateo BREEEEHMHBE , LAFFMMER xray:GetSamplingRules EIERTF
BB BN &R

KAERE K 58817 iam:PassRole

WMREWBIEERR , FHEEESTiam: PassRoleBifE , AN EFEHENBER , UAHEEACEER
# X-Rayo

BE AWS B# IREEREACEEGERE K MAREBEYFNEBXACIRBEELE, NFH
TR , L ARERACBEEZ BB,

EEA K IAMmarymajor EREEREA TR EE X-Ray PHTEMER , SRATHEHIHER, B
=, DFFERBEEREBEEHCRTHT. Mary REKARBEEZ RN,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBAT , Mary BIBURAAER , LFFMFIT iam: PassRole BfF,
MREFRmHE , FBIEEN AWS BEEE, ENEESRHEECHBEERRE.
KREES , BEAFEMAFE X-Ray

BEAFHMAFR X-Ray , EXARFAIRTFEEFINWASHIEARR. WREEA AWS IAM
Identity Center REEABNEARER , BT IEERGERAEREFE , UEREFIER. &
AEEEHEYT IAM BER |, AEHERGHEZABREAENEBEBN AV S6, MEFHMEEHR , F
ZBAWS IAM Identity Center { fEA&EIER) FRMEFIE,

MREFZHERM IAM Identity Center , IR ERAFTEFBNASHIEAEREY IAMER (EAER
A)., AR, ELAKBEREZIER , LR TMME X-Ray PRERFA, RFIFIE , BEE
AERRMEEAEIERAEIHAEAS. MEERAELBEAERRFIRAWS, EEE—F 7 HN
IS IAM ERE., B, BERFET , %28 (AM FAEER) P8 1AM 529 MBERFFT A,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

AWS X-Ray M ABIERE

BREERF SIANAE AWS 1RF FEEB X-Ray EilR

BRLEY—EAE  BEMIRFHNEREREEBABHNASTFIENER, SIS EE R
EEEMHDEZRAR, HUXEERERNBERNFIUERIBE (ACL) MR , SR LUEA FBL R
KRBT AEFRENE RN,

WMFE-FTH L F2EUTRE

- BETH# X-Ray BEZEELINEE , F2 B AWS X-Ray A IAM,

- BETHRNMAWS 1RFE EEBEN ERCBREFIE  F260 (AM EAEER) FHEEHE
B AWS 1RF #5% — 18 iR EFEER IAM ERE,

- BETHNEEERNFIBRMHBE=S AWSIRF | F2R (AM £AEER) T8 FEUER
HIeE=5 AWS IRF BB .

- METHRIOMEBHRSE Z o RUEFIE , F28 IAM £REEEPH S FIUERH G ENTETS
TERENEHAE BESED).

- METHERAAGNEREBRETEIRFFINCENEZR , F2H (AM £REER) P/ IAM
Y Bk EIRFEL.

£ RSB AWS X-Ray

ERRHELRAWS BRARZAREME, THENMENEERER D, EEXIE AWS RS RO FEE
DNRERER | UEERESHREREEREE, AWS RHBETERER X-Ray BRIE
EBESH

AWS CloudTrail H&&

AWS X-Ray B2 & | AWS CloudTrail AGE&FEAE. AEE X-Ray HEY AWS BRIEFTE API
BitE, BEILAEM CloudTrail BNEFES$2 X-Ray API 553K |, 4% B 5612 BFE Amazon S3. Amazon
CloudWatch Logs 1 Amazon CloudWatch Events #, MEFHMEN , FESB A 528& X-Ray
AP| 1 AWS CloudTrailo

AWS Config & #t

AWS X-Ray £2 #4 AWS Config , LAFE&¥ X-Ray B ERFTMAVEREEE, EoJLIER AWS
Config J/E& X-Ray INZER, ¥H X-Ray HHEEFGEH  YRIBERESEFEXEHN, NEFHHEE
7, ESEEA B X-Ray INZHAEEE AWS Config.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS X-Ray EEIN=E1=

Amazon CloudWatch E5#3

BRI AEREAR Java B9 X-Ray BEEEH , RIEMN X-Ray [EEREMHAREUER Amazon
CloudWatch 1E#, ELEEMEEERNBRANGERERE , URER, RENHRREERL. &
AUEABLERIER AR FERRANEANMMEKMEBE, NEFHEHR , FSBAWS X-Ray
BRAR Java B X-Ray BIREHH 8E,

& ERE AWS X-Ray

BETHAWS % EEERESSREBER , F2RAWS R SRFTEHEERN | WRIFER
EBNEHRTE, ME-—MREA , F2RAWS S5 E

BRI LAER TEHE= SR IRE AWS Artifact, INEFMER , BB T FH AWS ArtifactiRE

£/ KNEREME AWS BRI BURREMNEZME, ELANEREE , URERRNEENZER,
AWS R T ERUBEI &R

s ZEEREARE - BEEMRIREFKEEARTRTEEZE  YRUHTNBLLHEESRIENTER,
- HIPAA £ RS2 ZE - JIH HIPAA S IRHE. XIEFTE AWS IR ZBRFS HIPAA B,
- AWS £ ER - WITEFMANEmESTREBERAREHNEZNNVE,

- AWSEFEHER - ZEBEANAETHRAREMEE., AEERERPARE WREEXK , AWS
R AAESIMA ZEBE S ER BN LTS ( BIEEAREERNHARFT (NIST), XFFEELREE
EESE (PCl) MEREELMAER (1SO)).

{ AWS Config FE#& A&S1EME) PWEA HAIFEEIR - AWS Config RS EEREERFTER
HEXK. EXENMERANEE,

« AWS Security Hub — & AWS fR# A EE L ERTH PN Z £ ARE AWS, Security Hub EFZ £
#l , TFEEN AWS BRI BELNEHER/EEHTELLEREENGEER, NEXENRE
FMIREEE | 5520 "Security Hub #4122,

« Amazon GuardDuty - EEEZEZNRESBEARNMERES , XL AWS R FEREE AWS 1§
B, I#&H. AENERNBERE., GuardDuty TRERESRRBARAENASEANER ,
LA Bh R K FE PCI DSS £ & ERRMWERE R,

« AWS Audit Manager — & AWS R AT GBI B EREZ AWS A& |, UELEERRKBN A , U
RAMEERMEREZE,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html

AWS X-Ray MRASKES
9B AWS X-Ray

AWS £IKERRIERUL AWS B M TRERSAEREE, AWS B RHSEER S RN
THES  EEEFREILE, ShEENSHEBRPEE, EBTARESE , EMERTREEFNEARE
AMERE A REAETAERSCEHEDRTERE , MASRERE, TRHESINTAME, FiHEDHM
B’rxmes , HRE-—FZSEENPONERERREES

0% AWS B MAAESNHEER , HSM AWS 2 RERBIE,

PRI ERERIELE AWS X-Ray

EBSEME , AWS X-Ray FH AWS BB RLHRE, ME AWS TLRELR 06 AWS 7
EERKRENEEEN  BF2EAWS BEindd, FEFRAERREZSNREEERLTEN AWS
RiE  F2B% e AWS Well-Architected Framework By E i 25 He R &,

IERLAER AWS B4R API FEIY | BB FE X-Ray, EAERSAZETIIER !

- Transport Layer Security (TLS), HMFE TLS 1.2 WEZEFEH TLS 1.3,

- BfeEXEIEFAZR(PFS)WETEEM , Hlan DHE (Ephemeral Diffie-Hellman)=} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARF (M0 Java 7 IEFIRA) KL EZEELER,

AN, BRSACAFIRE® ID FME IAM ERMEEBENAE TSR REE, NF , EAUEH
AWS Security Token Service (AWS STS) LEA TR LZ L BEURBER.

AWS X-Ray # 8 VPC i 2 & A

R EFEH Amazon Virtual Private Cloud (Amazon VPC) 58 AWS &R , e LLfE VPC # X-Ray
ZERUFEER, EAZE Amazon VPC FVEIRE X-Ray RIEEH , MEFEB L ERBRER.

Amazon VPC & AWS fR# , TARELEEZNERBE P RS AWS EIR. ZAIFA VPC RiEH
BWHEERERE |, Ol IP it EE, FHEK., BARNAEREE. EEi§ VPC ERE X-Ray , &7
DERINE VPC ink. inFhA X-Ray REEAI5%. TRENER  MATERRMEREE, MRt
BEE (NAT) #i1TERR VPN =i, MEFHMER , 528 (Amazon VPC ERAERERE) #HMTER
Amazon VPC,

MHE VPC im B A AWS PrivateLink $4i7 , 188 AWS £ it AWS fR#& nIiEBEREGFE IP it
BN , £ 2BETAEBERA. MEFHEEN , 528 (Amazon VPC FAEIER)
New — AWS PrivateLink for AWS FR#§ SH&E&XEMAM,
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/
https://docs.aws.amazon.com/vpc/latest/userguide/
https://aws.amazon.com/blogs/aws/new-aws-privatelink-endpoints-kinesis-ec2-systems-manager-and-elb-apis-in-your-vpc/
https://docs.aws.amazon.com/vpc/latest/userguide/GetStarted.html

AWS X-Ray EEIN=E1=

A THRREIEPMEN X-Ray & VPC iwH AWS B , B XEiE,

ﬂh

A X-Ray 21I VPC i

= ERER VPC £/ X-Ray , 3845 X-Ray i1 H VPC %%,

1. ¥ https://console.aws.amazon.com/vpc/ BEX Amazon VPC # &

2. ZTEEERTPEBEZRRY K AREEE LRI,
3. EEIWEE AWS X-Ray fREHIEH : com.amazonaws.region.xray,

Service category . AWS services
U Find service by name
O Your AWS Marketplace services

Service Name com.amazonaws.us-west-2.xray 0

Filter by attributes or search by keyword

Service Name Owner Type

com.amazonaws.us-west-2.transfer.server amazon Interface

com.amazonaws.us-west-2.workspaces amazon Interface
() com.amazonaws.us-west-2.xray amazon Interface

4. BEEUEREM VPC , RRHE VPC REMFHRRUEAN RS, RIEERAESEERN TFHEH%
RN, BRUEEFRATRAREFHZEFREE (REMXE) , BEREAFRERIEETHREX
MAIRR TREE M, MREELM  AEELEENSEFRR TR EMARKRHE,

VPC* | vpc-4f6e3a3? ~C @O
Subnets = subnet-40d87938 (i)
Availability Zone Subnet ID
us-west-2a (usw2-az1) subnet-40d87938 -
[J  us-west-2b (usw2-az2) subnet-ff4281b5 -
[ us-west-2c (usw2-az3) subnet-d14bfb8c -
[ us-west-2d (usw2-az4) subnet-1faf8734 -

5. (EH) FEREARMMATSE DNS , RibE A AE A H AR DNS E#EZ 0 X-Ray RHFF
Ro BAILLUEEREEFERTE,

6. EEERRMEMRATELFABNZSHE,
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https://console.aws.amazon.com/vpc/

FMBABER

Security group = sg-d4f14ff4 Create a new security group (1]
Select security groups a
&
Filter by tags and attributes or search by keyword 1to50f5
Group ID Group Name VPC ID Description Owner ID

sg-0683c... ssh-hitp vpc-4f6e3a3dy EC2-VPC launch-wizar... 979300271395

sg-0774... awseb-e-7xv5...  vpc-4f6e3a37 EC2-VPC SecurityGrou. .. 979300271395

sg-0a46... launch-wizard-1 vpc-4f6e3a37 EC2-VPC launch-wizar... 979300271395

sg-0d62... awseb-e-7xv5...  vpc-4f6e3a37 EC2-VPC Elastic Beans... 979300271395

B sg-ddf14...  default vpc-4f6e3a37 EC2-VPC default VPCs... 979300271395
Close

7. (EA) BEEBFTBERLESFE X-Ray RBHFFT. BIZER , AAFZEER

T st Y 17 HY

ERBRUSENIREE , VPC InHBERERLERT IR IAM ERBER. MRERER T in3KE
EBUR , Amazon VPC 8 UFERBREZUAH TREEFIERE. hBBRTEBRIIN IAM £HE
BERIBEBBENER, EASTEINBERSEHRRMIMEEZRBOFE, WRBERLEN
JSON BXBRE., WEFHMENA , 528 (Amazon VPC EREER) TR VPC i B2 &l IR # 5
FE,

=& ¥ X-Ray VPC &

VPC in BB A B ?"“%'J%E X-Ray EMERIFTAI. flan , AT LB BER |, {2 A FF PutTraceSegment
WA H MBI, ERRE VPC AR TS BN BB ESEREREEE X-Ray , WIEREFMHE
B E , GIINFEERE R, SEMEERBRE L/ EHEFE

TR X-Ray in BRIV EH], LWHERARERESER V
Ray , P51k {817 E it X-Ray BfF,

B E X-Ray , BEREREIEE X-

{"Statement": [
{"Sid": "Allow PutTraceSegments",
"Principal": "*",
"Action": [
"xray:PutTraceSegments"

1,

"Effect": "Allow",

4% X-Ray VPC i BhE9 17 EL 174


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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"Resource": "*"
}
]
}

#m¥E X-Ray #y VPC i B4 BUR

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ 5&,

2. TEEBEBEEFIEE Endpoints (i ).

3. WMREBEAKREY X-Ray Wi , FEBETHNLERE X-Ray B3 VPC i,
4. JEH com.amazonaws.region.xray i , ARBIZBERERSIER,

5. E#4F Edit Policy ({REBUER) , ARETEE,

X E i [E

X-Ray BRIZET %] VPC %S AWS [EiF :

- XBIRIP (BXMH)

- BRI (HFEmALE)
- XEIFEP (HnF 3 e 2B L ED)
- XBEIFEP (REM)

« JEM (BAER)

- DRE (FE)
. TAEH (ZE)
. TAEH (AR)
- DAREW (B
o DRARESE (FTini)
- TRED (BEFR)
- BKEHE (RR)
. INEX (FEF)
- BN CERRE)
- BUM (BFE®)

- BUM ()
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https://console.aws.amazon.com/vpc/

AWS X-Ray MRARIER

- BUM CKEA)

- BUN (B2R)
N (HTE SR E)

- PR (B4)

- EENM (EBRE)

« AWS GovCloud ( EBIXRER )

« AWS GovCloud ( BB )

N
. ||'|:'i| Y
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AWS X-Ray HEABEE

AWS X-Ray il fE AER

AWS X-Ray eb-java-scorekeep &ifj|lE A2 AI1E GitHub LER{E , BREA AWS X-Ray B3
EHREBEA HTTP Y, DynamoDB SDK A Fin#l HTTP B Fiw. #HIERAREXER AWS
CloudFormation 333 DynamoDB & #l&k, E#TER LREZF Java BXNIE , AKR#IT X-Ray 1#8h
B MAEETMEMmERE,

5528 Scorekeep #ERTE , LUEA AWS Management Console B B 1A % 2 F45 FB &4 581 19 235 FE
A#ExX AWS CLI,

dames

Username g tac
Create a game

random =

| tac |

Session

s | =y @

[ creste ) e
| session ID ﬂ| x tac

L&D E I Web ERAER., EFWUH APl , UK AREFEHRERH DynamoDB Eflk, EHEIZE
R, HAEEXFRA AWS SDK AFPHNEABAESR REERNxray-gettingstarteds X%
B, EXEBEAMHZDBBNEE, HRILSXETEEFRER , BUUKEEE master 2 X
17 diff , RIRRTHERIER,

177


https://github.com/awslabs/eb-java-scorekeep/tree/xray

AWS X-Ray e YN

arn:aws:sns:us-west-2:97930027 ...

4 AWS::SNS
scorekeep-session

AWS::DynamoDB:: Table

avg. 1 1 ms

avg. 10me 0.6 vmin
|
1 t/min
>
scorekeep-move
AWS::DynamoDB::Table
scorekeep-state
AWS::DynamoDB::Table
Client Scorekeep

AWS::ECS::Container

710ms

0.07 vmin

SNS
AWS::SNS

scorekeep-game
AWS::DynamoDB::Table

60ms

0.07 vmin

scorekeep-user
AWS::DynamoDB::Table

gfEAENSEELERPREENRA

« HTTP FEREFEMHRM — WebConfig. java
« AWS SDK A F sl - build.gradle

EREXxray? X @FEFER HTTPClient, #Z5. SQL &5, Bil FEE. #BIH AWS Lambdai
B, URRAINBICERNBNIESE,
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/WebConfig.java
https://github.com/awslabs/eb-java-scorekeep/tree/xray/build.gradle

AWS X-Ray EEIN=E1=

ATXEFEREZANTEBIES BAR JavaScript B AWS SDK FfEA , xray-cognitoy X #7ig
T Amazon Cognito A EEAE & 5 RFBHIRME, FEiBHK Amazon Cognito FEEUHIZ A E R , Web
ERAEXtLEKERERERE X-Ray , Mtk AEFmBHNEREN. AESAF RS ERRE
tRTRABECHER  YEHHMWEN  SEEAEEERENER URL , UARFEAED ID.

B#% , xray-worker? X238 &iB MBI Python Lambda BB , BB HT , BEXK

B Amazon SQS 1F5I#IEH, Scorekeep BE SR ERE REHIEEE 2{T5|F. B CloudWatch
Events #2# Lambda TEESR&E D ERTIIPIREUEE , XRECM SRR KL HFHRE
Amazon S3 FH#ETT 5 o

&

- Scorekeep #ifIEAER A

- FE®A AWS SDK A Fif

- EVHMFER

- kR, PHEBREREID
s BBEHH HTTP Iy

« %8 PostgreSQL & ¥l EE#Y FEAY
« BB AWS Lambda B

- WARBEXE

- RAESE

- ¥R Web EREXA PR

- EITEEHTHEPEAZSRAAF K

Scorekeep 5| ERERN A

AHBREMFEA Scorekeep #HIEARIN DX , Exray-gettingstarteds ZfFEH AWS
CloudFormation %3 M5&EFE Amazon ECS L #1Ti I AEXH X-Ray HBEIRERXNER. FE
BREX R Spring 2R E % JSON Web API , A B Java B AWS SDK SERREZZE
Amazon DynamoDB., FERARERHH serviet BFRFUHSRAUEBAEIRENAEGEAFER , M AWS
SDK AFim LMEREBEEXSHRAE DynamoDB Ky T LY,

BAILAE A AWS Management Console =5 BE A2 R%*E AWS CLlI,
=80}
. ERGH
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AWS X-Ray PR BIEE
« f£A CloudFormation &% Scorekeep FEARER

o £ hRIRB KBS AWS Management Console

- FXZE Amazon SNS &4

- REEHIEARER

- B RIEERBEE

- B

- RESER

FORIRH

RHBERIEFEM AWS CloudFormation R M MR EHITEAIEAERM X-Ray HEIEXANER, &
RNATHEREFTE T HILREMH

1. MREEAERRRFFTN IAMERAE  FE IAM ETREPFETIEREFTIE

« AWSCloudFormationFullAccess — FEHEA CloudFormation

« AmazonS3FullAccess - £/ # & AR E =R LEZE CloudFormation AWS Management
Console

« IAMFullAccess - 23 Amazon ECS # Amazon EC2 #{TEEAE

« AmazonEC2FullAccess - 23 Amazon EC2 &R

« AmazonDynamoDBFullAccess - #3I DynamoDB E#l&

« AmazonECS_FullAccess — #Y Amazon ECS &R

« AmazonSNSFullAccess — 23 Amazon SNS £&

« AWSXrayReadOnlyAccess — A TE X-Ray 12 & 115 18 MR 5T 708 M a9 35 o7

2. BEMEA HITHERE AWS CLI, FFLE CLI 2.7.9 IR EFRA , RERE L —EFRTINER
HRECLI, AWSCLI £ ERERE B , FRECKE BHl. IRARERE , EHEEMR

pn--region AWS-REGIONZ|&EE CLI &5,
3. WMREZREGit, UMEREHIEARXREE.
4. FERAUTEXNGEHFIRESR Scorekeep EFEM xray-gettingstarteds X :

git clone https://github.com/aws-samples/eb-java-scorekeep.git xray-scorekeep -b
xray-gettingstarted
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https://console.aws.amazon.com/iam
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-config
https://github.com/git-guides/install-git

AWS X-Ray M ABIERE

£/ CloudFormation % 4§ Scorekeep FERARER

AWS Management Console

FH R EARER AWS Management Console

1.

BAEX CloudFormation &

2. REBRVME ARBURTHNAMEXRFREGEHTER.

3. 1f Specify template (JEE £ ) [BERH , iEHE Upload a template file (L {EERIER),

4., BERERER BEFEH gt EEEREIMxray-scorekeep/cloudformation&$
%, REEECf-resources.yamlExR,

5. ZE Next (T—%) #1E.

6. TEHBEBYFH#scorekeeph @A A RZBEFEEAKBHI T —FTURE, FEE , &~
BRENHABOBRFZMEEE S scorekeep,

7. BRBERTHEBRFEARD , AREET —SLUEE,

8. HBEWREEMKS , i BEMT CloudFormation AIEESEA BT B BEY IAM ERMNZELS
B, RRBEEIHE,

9. IRFEIERERI CloudFormation &, HEBARREAE K4ICREATE_IN_PROGRESSA T 718 , A%
B2¥ 5 CREATE_COMPLETE, MESEMEMEE K SIELUUEHEEEH,

AWS CLI

5 ZEFHIERAER AWS CLI

1.

2.

EERRANEHBRETRER M xray-scorekeepf@FEEcloudformation &Rk :

cd xray-scorekeep/cloudformation/

# AT % AWS CLI a5 5372 I CloudFormation H & :

aws cloudformation create-stack --stack-name scorekeep --capabilities
"CAPABILITY_NAMED_IAM" --template-body file://cf-resources.yaml

% 7| CloudFormation # & R4 A CREATE_COMPLETE , EXNEERHEE, AT AWS
CLI i TR EARRE :

£ CloudFormation &g Scorekeep FEFTER 181


https://console.aws.amazon.com/cloudformation/

AWS X-Ray M ABIERE

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"

ELEEHER

HHEARXNTETE Web BERARER, FH Web EARIESE APINHRE , YiSEMEREXE X-
Ray., BE% , 8 AWS Management Console 5 #E Web FEAFEX URL AWS CLI :

AWS Management Console
FH SHEATER URL AWS Management Console

1. BARX CloudFormation £ &
2. WREEAFREscorekeepiti,

3. EfEscorekeepHBEME MNEEHZESIEE , A%KEE LoadBalancerUrl URL E#E R
Web@m&_to

AWS CLI
5 SHEAER URL AWS CLI
1. FEATHGSRETR Web EFRERXH URL :

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].Outputs[@].OutputValue"

2. #EHE URL MWEBIBESFF IR SAF T Scorekeep Web FEARE

£/ Web ERRRAELBHE R

1. 1B#IF Create (B) RELEFAER TIERER.

2. B A game name (BB ). # Rules (JRAI) 5% A Tic Tac Toe (HFiERE) , ARIEIE Create (B
ﬁ)o

3. #IF Play (5£3n) REUEER
4., EE—AERETBHUASFTEME,
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https://console.aws.amazon.com/cloudformation/

AWS X-Ray EEIN=E1=

BELSRBSELE API K HTTP 5K , SUKR ¥ DynamoDB H FiiEFEAY , LERMBEAFAE, IT#
PEER. R, BEAREER

£ PRRIEHERET AWS Management Console

A LATE X-Ray M CloudWatch E£12 & & & i FE A E =\ E 4 AV 1B Mt AR 5 78 HE .
X-Ray console
£ X-Ray 2 &

1. BB X-Ray T AMIBHMRE BH,

2. FEAEHET X-Ray REAEASENERENELENBREER. FHLRTEHRERRS
RVERRE , LR EELSE —IRME Web EREA RSB RIEIEHE,

0 Last 15 minutes ¥

Custom (UTC) Relative

minutes () (5 (350 (30

Hours (1) (2] (3 (&)

BHMRSERET Web EAREXAFi%. 7 Amazon ECS H#I{TH APl , AR EREXERANSE
DynamoDB & ¥k, SE@EARAZHMNFBRBS LR AP E#““‘UJEM EE 0 TR
HFARATTK , HHEB LRAFATRENEBVFERUE LR,

LU NERBERPEEEMHRRBRAELEREZZHHNFEREHR, Bl , Amazon SNS &%
REB, BTYART#ERER,
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https://console.aws.amazon.com/xray/home#/service-map

AWS X-Ray R ASES
100ms
0.07 vmin
arn:aws:sns:us-west-2:97930027...
4 AWS::SNS
scorekeep-session
AWS::DynamoDB::Table
avg. 1 Oms
»
1 t/min
scorekeep-move
AWS::DynamoDB::Table
scorekeep-state
AWS::DynamoDB::Table
Client Scorekeep

AWS::ECS::Container

710ms
avg. 8ms 0.07 vmin
5 tmin
SNS
AWS::SNS

scorekeep-game
AWS::DynamcDB::Table

60ms
0.07 vmin

scorekeep-user
AWS::DynamoDB::Table

1. BEEHRAR SNS WETR, HRFHEFAERMBERER,
2. 1E$F View traces (#4RIEHE) LATFEX Trace overview ((EHtBIER) Z M,
3. & Trace list (GEMtEEE) REFEH, HWERTEELSZER URL, RAECREMEIHE , Mk

Bl FEEB A FER K Fc k.

£ FRRIB KBRS AWS Management Console
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Q, senice("SNS") © | Last5Minutes v Es

Trace overview

Group by: URL -
URL - Avg Latency - % of Traces ~ Response .
- 1.3 sec 100.00% 1 0K, 0 Throttied, 0 Errors, 0 Faults
Trace list (1)
ID - Age - Method - Response « Latency - URL = Client IP « Annotations «

...48[)561 1.1 min 1.3 sec 0

4. ERERMEKSP Amazon SNS EERFRFERMEEB R , AR SNS FERIFISMR R EH.

Traces > Details

Q 1-62f40175-86b347fc50bc57a992e9b835 0 2
Timeline Raw data

Method Response Duration Age ID

- - 2.1 sec 8.3 min (2022-08-10 19:05:25 UTC) 1-62f40175-86b347fc50bc57a992e9b835

¥ Trace Map

E Q l Q Map legend @

2.11s N 728ms
1 Request 1 Request
Client Scorekeep SNS
AWS::EC2:Instance AWS::SNS Services Icons ()
m Health = Traffic
No node resizing
Name Res. Duration Status D.Dlms 2uc:ms 400|ms GDnlms Boulms 1.|Os 1 ‘?.s 1 .flls 1.|Es I.IEs Z.Ps z.|25
¥ Scorekeep AWS::EC2:Instance
Scorekeep - 2.1 sec
SNS 400 728 ms Subscribe

P SNS AWS::SNS (Client Response)

5. X-Ray SDK & H By EUS BRI AWS SDK A Fimi8 e fy GISAARR | WRC skt BB,
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Subsegment - SNS x

Overview Resources Annotations Metadata Exceptions

Working directory  /varfapp/current
Paths -

m

Cause

com.amazonaws.senvices.sns.model.InvalidParameterException: Invalid parameter: Email address (Senvice:
Amazon3M3; Status Code: 400; Error Code: InvalidParameter; Request ID: 8d29cd97-003a-5e7 d-9dfb-
9cffe0b7b9ab)

at handleErrorResponse (AmazonHitpClient java: 1545) =

at executeOneRequest (AmazonHitpClient java: 1183)
at executeHelper (AmazonHtipClient java:964)

at doExecute (AmazonHttpClient java:676)

at executeWithTimer (AmazonHttpClient java:650)
at execute (AmazonHttpClient java:633)

at access$300 (AmazonHitpClient java:601)

at execute (AmazonHttpClient java:583)

at execute (AmazonHttpClient java:447)

at dolnvoke (Amazon2MSClient java2003)
atinvoke (Amazon3M3Clientjava: 1979)

at subscribe (AmazonSMSClient java:1881)

at createSubscription (Utils java:34)

at =clinit= (WebConfig. java:52)

at forhame0 (Class java-2)

at farflame (Class.iava 348}

CloudWatch console
£/ CloudWatch 24

1.  BARK CloudWatch 12 & # X-Ray B KR 5 HH,

2. FEAEETR X-Ray EARAEENEHRERELNREER. FHLRTERARIGHRS
RYEIRE , R EELSE —IRME Web EREA RSB RIEIEH,

i

Add to dashboard 5m 15m 30m 1h 3h 6h Custom
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AWS X-Ray EEIN=E1=

BHRSERETR Web EARINAFix. £ Amazon EC2 REI{TH APl , IR EAEXNEANEE
DynamoDB BE#l&k, SEMEAEABRHNBRBE LGS AP BZIEH, B @ TFRER
HEFERE T , HBE FRATRENESYFERBE LR,

BRLUERBERPRETMAHRRREELREZZEHHNFBRER. BAT , Amazon SNS HiF
HiFEE, BTYIART#ERERE,
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FMBABER

DynlamoDB Table

O storekeep-game
ynamoDB Table

scorekeep-move
DynamoDB Table

-

Client

O Scorek
ECS Container

O scorekeep-session
DynamoDB Table

£ PR B BB ET AWS Management Console
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SHERRER

1. BERS SNS HIEIRE. SNS BIRFMEFHRERERELE TS,
2. EERFEHUEFIEHRER.,

3. MWHEEKS , CEkFEPREER, WERTERSEZRN URL, RACREREBYE ,
SEEREAF R,

Traces Info 5m 15m 30m 1h 3h 6h  Custom [

Q, Filter by X-Ray group service(id(name: "SNS", type: "AWS::SNS"))

m ® 1 traces retrieved
BQuery refiners

Traces (1) Add to dashboard

This table shows the most recent traces with an average response time of 2.11s. It shows as many as 1000 traces.

Q, Start typing to filter trace list 1 &

ID v Trace status v Timestamp v Response code ¥ Response Time ¥ Duratior

..86b347fc50bc572992e9b835 ® ok 19.7min (2022-08-10 12:05:25) - 2.11s 2.11s

4. REERKEHMKLT Amazon SNS FEE , RER1EE SNS FERNFIARRREIFER , KL
BRBIARRFAE S

Segments Timeline info

0.0ms 200ms 400ms 600ms B0Oms 1.0s 1.2s 14s 16s 18s 20s 225
Segment status Response code Duration L L L : L L L L L L L )

¥ Scorekeep AWS::EC2:Instance

Scorekeep @ ok - 2.11s |

SNS @ Fault (5xx) 400 728ms I sbscribe

¥ SNS AWS:SNS

SNS A Error (4xx) 400 728ms ] suuscrin|e
Segment details: SNS

Overview Resources Exceptions

Exceptions
Working Directory Paths message

Invalid parameter: Email address (Service:
‘AmazonSNS; Status Code: 400; Error Code:
InvalidParameter; Request ID: 8b80c997-
630d-5c94-a67f-92f960ba0d3e)
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JRR#EHE WebConfig B ¥ createSubscription 3 HAYFEI A FTIRELH E F B4 b 1t £8
Mo ET—EH , HAIEIEELBEE,

E%7E Amazon SNS B4

Scorekeep £/ Amazon SNS , A E TR ERFELAELN, ERAEXREE , eERA
CloudFormation B2 P ERNE FE M ibut BT FTR, ZTFUBRIAK., REBHE FEHM4 K
FBA , I f#FRIE RS R B R R EY 2K B

AWS Management Console
£ &% 7E Amazon SNS J&H AWS Management Console

1. BARX CloudFormation £#& &

2. BEEEDdscorekeepBEBIESHRIIRTA , REBBEFEFH,

3. MEECEECABNMNELR  RAREEMHEEEE EIR—T T %,
4. HEBEFSKREFEHSE , YAERWE FBH b VR TERE,

EcsinstanceTypeT3
Specifies the EC2 instance type for your container instances. Defaults to t3.micro.

t3.micro

Email

UPDATE_ME|

FrontendimageUri

public.ecr.aws/xray/scorekeep-frontend:latest

[ N2 B EIEKEPIIEE Next (T —2),

BEZTHREEEKS , i Z22E%ER CloudFormation ATREe A BETEBE I IAM ERNZES
B, RBBEERHE,

7. CloudFormation 8B EETEEH, HEAREM KIWUPDATE_IN_PROGRESSAR 7 iE , A&
B#¥ 5 UPDATE_COMPLETE, MESTEHEHRE K ELAUEHREEEM,
AWS CLI
{3 %7 Amazon SNS E41 AWS CLI

1. BERBEREIKNxray-scorekeep/cloudformation/ERRK , REE X FimiEEs 5
B cf-resources.yaml %,

2. SKREFEHSEPWDefaultE , WASHR UPDATE_ME 8FE AT E FE4thut,

5% 7E Amazon SNS E41 190


https://console.aws.amazon.com/cloudformation/

AWS X-Ray EEIN=E1=

Parameters:
Email:
Type: String
Default: UPDATE_ME # <- change to a valid abcedef.xyz email address

3. & cloudformation Bz , EHALLT AWS CLI s E# CloudFormation & :

aws cloudformation update-stack --stack-name scorekeep --capabilities
"CAPABILITY_NAMED_IAM" --template-body file://cf-resources.yaml

4. %% CloudFormation #&ikAEA UPDATE_COMPLETE , ESZEEL,ENERE, FATS
AWS CLI fp SR EAREKE -

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"

FH TR , Scorekeep EEH MBI R T SNS TEITH. REEWE FEHLIREFRETR , EEEK
BEREEEH. FEEUBRIEST , LAREFRE SNS WHIFEB X,

HRReEHIEAEN

#HHIFEAERNZ Java Y HTTP Web API , SR EAFEREAR Java B X-Ray HEEH, EEEH
CloudFormation 88 BEARERNE , ©EE I ECS L#1T Scorekeep FTER DynamoDB & #}
#. Amazon ECS #EMHEMRK, ECS WEKEZEERRIER CloudFormation B3, WIERER
ECS 5+ BEEIBFEANERRG, ELEBH{RMRE S X-Ray 20F ECR HlfS. scorekeep API &
ERMGER Gradle fms% APl, Scorekeep BIIRASRHNREFMEEEA nginx KE [ IRESABIIRIE R
%, AR EEFERBEZTL /api FHENKRE , LEXE AP,

ATHRABAHTIP FR , FARASHERBRABEMFREMMN TracingFilter,

Example src/main/java/scorekeep/WebConfig.java - serviet EFiZ &4

import javax.servlet.Filter;
import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

@Configuration
public class WebConfig {

@Bean

RARPIERER 5


https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/javax/servlet/AWSXRayServletFilter.html

AWS X-Ray EEIN=E1=

public Filter TracingFilter() {
return new AWSXRayServletFiltex("Scorekeep");

}

tERRMSEERARARENTEEABREMERESR , BFEFER URL, 7%, EERE, B
ya AR A R,

FEREXtEFEA ¥ DynamoDB # 1T FEMW EARK Java B9 AWS SDK, A& T EURIEL N |, FEA
EXREi% AWS SDK HHEN FEAR ABKYE , MEAR Java 9 X-Ray BREA4ASEBRAME
AWS SDK A Fif,

FERRENEA DockerZE#TER LHWRKRENEE , WEA Gradle Docker ImageH
Scorekeep API Dockerfile #EZRXR#IT Gradle EH E£ M T#1T JARENTRYPOINT,

Example £/ Docker 3%i8 Gradle Docker Image &

docker run --rm -v /PATH/TO/SCOREKEEP_REPO/home/gradle/project -w /home/gradle/project
gradle:4.3 gradle build

Example Dockerfile ENTRYPOINT

ENTRYPOINT [ "sh", "-c", "java -Dserver.port=5000 -jar scorekeep-api-1.0.0.jar" ]

build.gradle BEXREHEHFZFNE , BERKEEER/KEFEE , KU Maven THEBRBENTE
8o

Example build.gradle -- f84k%

dependencies {
compile("org.springframework.boot:spring-boot-starter-web")
testCompile('org.springframework.boot:spring-boot-starter-test')
compile('com.amazonaws:aws-java-sdk-dynamodb')
compile("com.amazonaws:aws-xray-recorder-sdk-coxre")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk-instrumentor")

}
dependencyManagement {
imports {
mavenBom('"com.amazonaws:aws-java-sdk-bom:1.11.67")
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mavenBom( ' com.amazonaws : aws-xray-recorder-sdk-bom:2.11.0")

#. AWS SDK F1 AWS SDK Instrumentor FiE#E &8 2 B B4 8| FH AWS SDK #E1THY £ T i FE
W FrEEM .

= ERRIREREREEE X-Ray APl , X-Ray B FEREE UDP E#E 2000 LW RE. BE
B, BAEXEEE ECS £H Scorekeep FERRER —REIEMNBEZT T X-Ray #HBIERX , M
RNBAR. WFEFMER , F2H X-Ray BEXEE,

Example ECS B E&ZFH X-Ray thBIREXBEER

Resources:
ScorekeepTaskDefinition:
Type: AWS::ECS::TaskDefinition
Properties:
ContainerDefinitions:

- Cpu: '256'
Essential: true
Image: amazon/aws-xray-daemon
MemoryReservation: '128'
Name: xray-daemon
PortMappings:
- ContainerPort: '2000'
HostPort: '2000'
Protocol: udp

BEAR Java B X-Ray B E#RMEE R NWERIAWSXRay , RMELIHECHKEE , EUUARR
BIFEXBETracingHandler® . BUURESIHHKEIRBITAEA HTTP FEIER 3 [EEXHY
AWSXRayServletFilter, #ifil@1E WebConfig ERIPWHRERENR , ZEREFEANBE MK
AR E S E T8RS

Example src/main/java/scorekeep/WebConfig.java - iC #%25

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.AWSXRayRecorderBuilder;
import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;
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import com.amazonaws.xray.plugins.ECSPlugin;
import com.amazonaws.xray.plugins.EC2Plugin;
import com.amazonaws.xray.strategy.sampling.LocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder.standard().withPlugin(new
ECSPlugin()).withPlugin(new EC2Plugin());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());

LEHIEARETYEBRIREAR S sampling-rules. json WIEREH AR, BHERASHERRFERE
HREBREARRERNER,

Example src/main/java/resources/sampling-rules.json

{
"version": 1,
"rules": [
{
"description": "Resource creation.",
"service_name": "*",

"http_method": "POST",
"url_path": "/api/*",
"fixed_target": 1,

"rate": 1.0

.

{
"description": "Session polling.",
"service_name": "*",

"http_method": "GET",
"url_path": "/api/session/*",

RARPIERER 5
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"fixed_target": 0,

"rate": 0.05

},

{
"description": "Game polling.",
"service_name": "*",

"http_method": "GET",
"UIl_path": n/api/game/*/*n’
"fixed_target": 0,

"rate": 0.05

},

{
"description": "State polling.",
"service_name": "*",

"http_method": "GET",
"url_path": "/api/state/*/*/*",
"fixed_target": 0,

"rate": 0.05

}
1,
"default": {

"fixed_target": 1,

"rate": 0.1

}

}

MEFAAERSERNESTHEARRARSAR, StHSAEABR , BRFEAZE4SKBERSR
BINIEFFEE BT RAl. BRFEZRE4SERAE —REBRAZE. BEKRRESBEFNHAA, st
Scorekeep , F—EHRAUEFZ B 1.0 WERBHVEA—RBERNE—BEEE , IREREEEBE
ZEEM 100% WFER , RIEMFTE POST &R (BREILFM),

Htt=EEFTRASERAED TERE, ERNRERN (GET #FX) BEBEENIERATER 5% 1
BREERERATRENBRERRIHRE , SEVERDRHEHTUNERBERERIK. Y
FIEEMBER  EREEXRBVE—BROFEREERR 10% WEE,

FHEARN e RENAEAERIIGE (HNFERBREXECAF R, BYENATFERRER
HTTP FEAl), wEFMERN , F2BAWS X-Ray #flEAER,

B RIEERBER

Scorekeep ECS B EATEFIBIRFEEIR , fl20 AmazonSNSFullAccessHl
AmazonDynamoDBFullAccess, EAZEFHNHRIREERARINREER. TIHHFSEHN
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DynamoDB IAM B3R , L EEAEANZ &M, EEE—FTH IAM BRPNZ2REEYK , 72

B AWS X-Ray B B 2 MFRREE,

Example cf-resources.yaml| &7~ ECSTaskRole E%&

ECSTaskRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: "Allow"
Principal:
Service:
- "ecs-tasks.amazonaws.com"
Action:
- "sts:AssumeRole"
ManagedPolicyAzrns:
- "arn:aws:iam::aws:policy/AmazonDynamoDBFullAccess"
- "arn:aws:iam::aws:policy/AmazonSNSFullAccess"
- "arn:aws:iam::aws:policy/AWSXrayFullAccess"
RoleName: "scorekeepRole"

EEFHEWBEE | 555585 DynamoDB &R ARN, &% , B LIEEET IAM BERSEHA ARN,
&% , B ZBERERIESHNHITEEERE,

EEE 5 DynamoDB &R ARN :

1. BABX DynamoDB F# A&,

2. REAEBEIEEFEER K,

3. BET— scorekeep-*ERERKRFMHEANEMH.
4

EHBRSIZERT | REHMERALURMER , X818 Amazon Resource Name (ARN), EHIE
B1E.

5. # ARN A T35 IAM BUER , # AWS_REGIONF] AWS_ACCOUNT_IDEHR AL IFE EIFH MRS
ID. WHBEKEAFEENEE , MIEAFEAEEAMazonDynamoDBFullAccessHIBUIR,

Example

{
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https://console.aws.amazon.com/dynamodbv2

AWS X-Ray M ABIERE

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ScorekeepDynamoDB",
"Effect": "Allow",
"Action": [
"dynamodb:PutItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem",
"dynamodb:GetItem",
"dynamodb:Scan",
"dynamodb:Query"
1,
"Resource": "arn:aws:dynamodb:<AWS_REGION>:<AWS_ACCOUNT_ID>:table/
scorekeep-*"
}
]

FERAEXBINENREE BB ES. BULUER scorekeep-* IR RIETRE
Scorekeep B,

SBEEN IAM BEE

-_—

© © N o g M b

% 1AM =2 A BB Scorekeep E# A € (scorekeepRole)o
#EfEAmazonDynamoDBFullAccessBUREMN KA , AR BEBRUBRILBUR,
BEMET , AREFERBX , RREFEVEGK,

#1E JSON ZR5|ZH , WA LEEIMBER,

BEEHRBNT—F K,

BEEHKRBHT -5 : BB

HEEW , BRBERNE R,

BERERSNEYBE,

BB BREZ EscorekeepRole A, EENBRUREFEL>ENFRAIZER.

MRECAEF K EEEscorekeepRoleAE |, BIKNALKE DB , FEEMER CloudFormation 3

B AANERERESHEHEREEIMER. MERBEERT BB BBER.

=1
=

A REERBER 197


https://console.aws.amazon.com/iamv2/home#/roles/details/scorekeepRole

AWS X-Ray FMBABER

BREMNEET IAM BUR

1. BBIAM £ &,

2. REAEEIEREZFBE,

3. BELNMEEAHPRUMNBIIBRER  AREZEIXREBENERIZBAUR BET.

4, EBEDHETHINEE , RRZEZEMR,

5 WABFBERMER , AR BEZMERAESEMER. ESEB 2 BBERHEscorekeepRoleAE,

k=
/B R

SEKER T 5 S BRMIBR Scorekeep EARRRNER :

(® Note

MBEEARHBREN I —HEITWEZFTER , BXELER BRE
% , scorekeepRole= gEMIER CloudFormation E&,

AWS Management Console
5 MipRE3%)FE R FEX AWS Management Console

1. BIRX CloudFormation £ &
2. BEFEEDPscorekeepBEESHRIFIR | REBZIZEMER,

3. CloudFormation #&3E1£ IE £ MIBR, HEEARREASDELETE_IN_PROGRESSIRIF4 1 8E | iEZIM
BRATEERAL, MESTHEFRERE K REEUTLUEFREEER,

AWS CLI
£/ MipREaHIFERAFEN AWS CLI

1. B AT %] AWS CLI @54 R MIEx CloudFormation & :

aws cloudformation delete-stack --stack-name scorekeep

2. %7 CloudFormation #fBFBEE , EANEER P EMNERE, FHT% AWS CLI th 5 R
EARRE -
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https://console.aws.amazon.com/iam
https://console.aws.amazon.com/cloudformation/

AWS X-Ray FMBABER

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"

ey B2

ET—E FiE—2F 7 # X-RayAWS X-Ray # =,

EERALBCHERAER  BE—STHERRN Java i X-Ray BHZEEH4HHME A —{E X-Ray
SDKs :

- AR Java B9 X-Ray FEZEH — AWS X-Ray B R Java #J SDK
- BAR Node.js B X-Ray B EH - AWS BFA A Node.js B X-Ray BZEH
- BAM NET # X-Ray BI%EH - AWS X-Ray AR NET # SDK

BEEAEN L#IT X-Ray HBIFERX AWS |, FF2B AWS X-Ray iHBIER,

&E GitHub L2 EEHIFERREN |, 582 F eb-java-scorekeep,

FH#8 AWS SDK A F ik

EREREHKMERITE AWS SDK Instrumentor FHEERF | EAM Java B9 X-Ray ABEEHSEE
®BIFTE SDK A F k. AWS

EFECEHASAFHE®ERA , LA LBK Instrumentor 14, ETREFHRA - LS ERFHEMZ
BEMAER K SIEATEBRAFHELNTREREEER,

ATHRAXEMAUSE AWS SDK AFR , ERAEXSKERREEXEE
Z , AmazonDynamoDBClientBuilderf{BfEAE. BEMNTERRERFNFEREEER. IiE
NIFEFEEA SDK FEHIEL A FimR 4Rl ¥ DynamoDB K FTE MM,

Example sxc/main/java/scorekeep/SessionModel. java - F8 AWS SDK A Fim# il

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.handlers.TracingHandler;

public class SessionModel {
private AmazonDynamoDB client = AmazonDynamoDBClientBuilder.standard()
.withRegion(Constants.REGION)
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AWS X-Ray EEIN=E1=

.withRequestHandlers(new TracingHandler(AWSXRay.getGlobalRecordex()))
.build();
private DynamoDBMapper mapper = new DynamoDBMapper(client);

MRERERBAKEPBER AWS SDK Instrumentor F1E4 , RIRBEF BRI AWS SDK AF S
H R B HEAR S

BV HMFER

EEAEEEERNY  RARXSFHEY FERNDHE saveUser MBARHAYFIA TR | 3
iEhEESR.

Example sxc/main/java/scorekeep/UsexModel.java - Bi] F[EE

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Subsegment;

public void saveUser(User user) {
// Wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## UserModel.saveUser");
try {
mapper.save(user);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay .endSubsegment();

SR, PRENRERE D

EERREER F , X DynamoDB FEFIERE , EAERXAHSRKETEER ERPNGame)
. RRARAESSAMEEEFREER D, ARERFEFREN,

Example src/main/java/scorekeep/GameModel.java - BN EER

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

import com.amazonaws.xray.entities.Subsegment;
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Subsegment.html
https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/GameModel.java
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Segment.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Subsegment.html
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public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel.saveGame");
try {
// check session
String sessionId = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
throw new SessionNotFoundException(sessionId);
}
Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resources", '"game", game);
segment.putAnnotation("gameid", game.getId());
mapper.save(game);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();

EBBEFRT , FARXSEA CHEAE DssetUser. BEREMERAE ID LK EERNML
B, WRVRSIUARES,

Example src/main/java/scorekeep/MoveController.java — fEf#& ID

import com.amazonaws.xray.AWSXRay;

@RequestMapping(value="/{userId}", method=RequestMethod.POST)
public Move newMove(@PathVariable String sessionlId, @PathVariable String
gameld, @PathVariable String userId, @RequestBody String move) throws
SessionNotFoundException, GameNotFoundException, StateNotFoundException,
RulesException {
AWSXRay.getCurrentSegment().setUsex(userId);
return moveFactory.newMove(sessionId, gameld, userId, move);

}

EAEEA HTTP FEAY

FAEIRERNENERARENAERERAR Java B9 X-Ray BB EHMRA HTTPClientBuilder R
BOREHN HTTP FEay,
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
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Example sxrc/main/java/scorekeep/UserFactory.java — HTTPClient 48

import com.amazonaws.xray.proxies.apache.http.HttpClientBuilder;

public String randomName() throws IOException {
CloseableHttpClient httpclient = HttpClientBuildexr.create().build();
HttpGet httpGet = new HttpGet("http://uinames.com/api/");
CloseableHttpResponse response = httpclient.execute(httpGet);
try {
HttpEntity entity = response.getEntity();
InputStream inputStream = entity.getContent();
ObjectMapper mapper = new ObjectMapper();
Map<String, String> jsonMap = mapper.readValue(inputStream, Map.class);
String name = jsonMap.get('"name");
EntityUtils.consume(entity);
return name;
} finally {
response.close();

ZRBAEIEA org.apache.http.impl.client.HttpClientBuilder , &R AE#EE A — @A
A com.amazonaws.xray.proxies.apache.http.HttpClientBuilder #9138 B A$ 3B 5 E
AR I &,

#8l PostgreSQL & £} E Y FEAY

application-pgsql.properties #ZR&# X-Ray PostgreSQL EMtRERZFIEE FEIHNEHR
FIRRdsWebConfig. javao

Example application-pgsql.properties — PostgreSQL &%} E

spring.datasource.continue-on-error=true

spring.jpa.show-sgl=false

spring.jpa.hibernate.ddl-auto=create-drop
spring.datasource.jdbc-interceptors=com.amazonaws.xray.sql.postgres.TracingInterceptor
spring.jpa.database-platform=org.hibernate.dialect.PostgreSQL94Dialect
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/UserFactory.java
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/proxies/apache/http/HttpClientBuilder.html
https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/RdsWebConfig.java
https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/resources/application-pgsql.properties
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® Note

WEE MM PostgreSQL EREFH I ERARNRENFEMEN , 528 ( AWS Elastic
Beanstalk A% A E35E) F 8 E FH Elastic Beanstalk 52 E & ¥l &,

xray XM X-Ray TEHETE T8 , ZTBFARINERRERELER , LETRHEE
) SQL EHWHEBEF. SEZHTHEARIN /#/xray B , SEEFESESIHH Powered by
AWS X-Ray (¥ &xraylong; £1if7) , LEE REEHME,
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/using-features.managing.db.html
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Scorekeep Instructions Powered by AWS X-Ray

AWS X-Ray integration

This branch is integrated with the AWS X-Ray SDK for Java to record information about
requests from this web app to the Scorekeep APL and calls that the API makes to Amazon
DynamoDB and other downstream services

Trace game sessions

Create users and a session, and then create and play a game of tic-tac-toe with those users.
Each call to Scorekeep is traced with AWS X-Ray, which generates a service map from the
data.

| Trace game sessions |

View service map AWS X-Ray

Trace SQL queries

Simulate game sessions, and store the results in a PostgreSQL Amazon RDS database
attached to the AWS Elastic Beanstalk environment running Scorekeep. This demo uses an
instrumented JDBC data source to send details about the SQL queries to X-Ray.

For more information about Scorekeep’s SQL integration, see the sql branch of this project.

Trace SQL queries

View traces in AWS X-Ray
ID Winner Loser
1 Mugur Gheorghita
2 Paula Adorjan
3 Apylog Stela
4 {1 Parvana
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iE$E Trace SQL queries (Bt SQL &) UIEEER T/HERER , YERTFREEZNERED, R
#% , BB AWS X-Ray F1REHE , LEB W APl /api/historyR MM EEREHIEE,

WEREFEZHP—EERILERRKEH , 2 SQL £/,

Q, 1-56eeeiBd-334cbdadd840dc 1085223037
Traces » Details

Timeline Raw data

Mathod Response Duration Age o

GET 200 16.0 ms 2.6 min (2017-04-13 02:42:37 UTC) 1-58eee50d-334cbdadd840dc 10 85a23037

Hame Reas. Duration Status 0. Ormn 20w 4 Gma Y 8.0 1Gmy 12ms 1dmy 1gms 1limes

1 [ 1 1 i 1
* Scorekeap
ebdb@aalTkgsjl75ia - 1.0 ms

K238 AWS Lambda B

Scorekeep EAME AWS Lambda B, £ —fE=ERE lambda 2 X# Node.js H¥ , FAHE
REELRBHRAET, EFREEARBASBNERATELIEREE K ERAEXSFER BAR Java
B AWS SDKIUE A& random-name WS, BEAR Java B X-Ray R EHSEFERPICHY
Lambda FEAYEIAEBEE R , B ERLRAN AWS BEENHAFRETHEME MBI —%,

® Note

#1T random-name Lambda EE(FEE 7 Elastic Beanstalk IRIZEZAE T HMER, MEFA
BAMET , F2EBERER . AWS Lambda &,

FE_{EARE (scorekeep-worker) 2 —%& Python % , &7F Scorekeep APl 2B 1T, iF
BAEREF , APl 25 T/EMEER ID Ri28 ID B A SQS 173, TEERESRITHIERER |, dWrey
Scorekeep API JREZBE @R TEMR RN TR #% , LUEE Amazon S3 H#EF.

Scorekeep @& AWS CloudFormation S8R MIERTHRELEMEEHE . HREFEN X-Ray B
BEMAHENEEXRHAE , ASEEASEIT ST MEXNBNEE ., ZBF Scorekeep B , EE
.ebextensions ERRPHERESEIISRRAREANREREYS, , LFEA AWS Command
Line Interface E #7B B N IH R AHRE,

BB
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/README.md#aws-lambda-integration

AWS X-Ray BB ASIEE
- FEEETRE
- TEER

PEm =

Scorekeep BEFAERBASRIEETMAFEAESBREES TERBRRTUBKEBRE., E
Lambda EIE¥ KA EFrandom-name , TR BEUEHIEE , HP S SHEAR Java 1Y X-Ray
EHXFFRE/EM ID MEECREK,

HRESEMEFER , Lambda 31T X-Ray HHEXALEAMEER. F—EAERSHHKWUAREN
Lambda FEIYFHEEE . WER TS E Scorekeep LM T ERIERMEF , E# Lambda B2k
B, FEAEBRAARREEBHETHIE,

Lambda EBEEBABTHHEEREEZE X-Ray SDK, E&#A Lambda HER , TR SDK B
BABREVEL, Lambda REER , LA LIEMA SDK RBAAFRMNBAFER.

avg. 629ms

1 t'min

avg. 570ms

2 t'min
random-name

AWS: Lambda: . Function
SMS
ARSI SNS

avg. 688ms
avg. 443ms

1 t'min
9 t'min

random-name

Scorekee
AWS: Lambds P

AWS: ElasticBeanstalk:: Environment

random-name EEE/EMR Node.js ., ©FEH Node.js FiE AR JavaScript #9 SDK 3R{&i% Amazon
SNS #E Al |, 3 EA M Node.js B9 X-Ray FIEE4 KA AWS SDK AAF IR, BB AZRE , HE
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2 AWSXRay.captureFunc B FEER , AREZWARBPEAEF, 7 Lambda b , £E
EZRARBEEEARYER K REFEALEINFEER.

Example function/index.js -- FE# &% Lambda B&

var AWSXRay = require('aws-xray-sdk-core');
var AWS = AWSXRay.captureAWS(require('aws-sdk'));

AWS.config.update({region: process.env.AWS_REGION});
var Chance = require('chance');

var myFunction = function(event, context, callback) {
var sns = new AWS.SNS();
var chance = new Chance();
var userid = event.userid;
var name = chance.first();

AWSXRay.captureFunc('annotations', function(subsegment){
subsegment.addAnnotation('Name', name);
subsegment.addAnnotation('UserID', event.userid);

});
// Notify
var params = {
Message: 'Created randon name "' + name + '"" for user "' + userid + '".',
Subject: 'New user: ' + name,
TopicArn: process.env.TOPIC_ARN
¥
sns.publish(params, function(err, data) {
if (err) {
console.log(err, err.stack);
callback(err);
}
else {

console.log(data);
callback(null, {"name": name});
}
18
};

exports.handler = myFunction;
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/function/index.js
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HWEHEBEEEKE S ERRENEEE Elastic Beanstalk BEEHBIEN, xray 27X BSRAKRENZEH
Lambda BB IETR. .ebextensions ERRHPWHEBERSELEnpm installFBEFER BE
HEEMH , REMA CLI FH Lambda AWS B E,

THERF

SRATEERESEBEACHD X (xray-worker) FiE#  BARFELABRI THEERBRERE
R, BRAICEEEHT. MERP , F2EOIEFRESR,

BB AER Amazon CloudWatch Events B4& 5 7G5 —IX. B1TH , MEE 1 Scorekeep &
EH Amazon SQS fFHIHREUEH., SEFAEHTETEERMNEEENR.

THRESHERRHESENHME N REIEBFCHK X4, Fl , DynamoDB H #Y iz 850 &% 2 = ik
BUMEATHBEEE, FETESBDAE B FHEERENRTBEHN ID,

THERBERRELEUSEFTH, ETBEERENKRTVEEBRA , EEEENNTUSEREME
WEMEEEEA., TEESMEBFAAELER , 1 Amazon S3 HEBIBEEMN TR EEMBE — 4,
EREEHERHETOME |, LA Amazon Athena [E127E Amazon S3 R HSITEH L MES
BT AEFIERER , LAfE DynamoDB HEHE R, Amazon Athena

Scorekesp
SConekeer SCorekeep-game
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https://github.com/awslabs/eb-java-scorekeep/tree/xray-worker/README.md
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TEERBEEMNR AWS Lambdai VAR A X BHNER, BEKEBRETE , TEEFS
WEIRBEEHRBERARERNGER , Bitt AWS Lambda A€ K EEMEE, EFBETHEKR  Lambda &
BB ID I RE,

EARK Python 19 X-Ray R EHREREERNYLT , TEARZREH I HTHpatch_all1EREUIR
&% AL Amazon SQS AWS SDK for Python (Boto) #1 Amazon S3 B9 #1 HT Tclients, LE#&
4} Scorekeep API I , BB REA S EMRFEMEBERR , RIEKHEB API EITHIFMWL,

Example _lambda/scorekeep-worker/scorekeep-worker.py -- T#E& Lambda BHE

import os

import boto3

import json

import requests

import time

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

patch_all()
queue_url = os.environ[ 'WORKER_QUEUE']

def lambda_handler(event, context):
# Create SQS client
sgs = boto3.client('sgs')
s3client = boto3.client('s3')

# Receive message from SQS queue
response = sgs.receive_message(
QueueUrl=queue_url,
AttributeNames=[
'SentTimestamp'
1,
MaxNumberOfMessages=1,
MessageAttributeNames=[
'All
1,
VisibilityTimeout=0,
WaitTimeSeconds=0
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https://github.com/awslabs/eb-java-scorekeep/tree/xray-worker/_lambda/scorekeep-worker/scorekeep-worker.py
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T o I

BAR Java ) X-Ray RBREHSEBABARREYER, REFREEHER , BEWEAE R
MAFRELHTER , MAGHRERE, MREEAERBEABHEACRAINAF K , Mgk

SegmentNotFoundException,

BEBEXBEE Web EARKXWZEEBR/EEREZANT , ANEEEFHEIERUARAEHE
K. Scorekeep BEH WebConfig ERPBTHMBEXHHEA, Scorekeep &£ BUE HA R L0y
SQL EREFR Amazon SNS,

avg. 12ms

0.3 t'min

ebdb@aaw2swdopdogdy...

Datzbase: S0QL

avg. 841ms

0.1 t'min
Clients

Scorekeep-init

AWS:ElasticBeanstalk:: Enviromment

avg. 514ms

0.07 t/min

SNS

AWSENS

FEERWebConfigBIE A BAE L Amazon SNS 1B, EEEMEA Amazon SNS A FimkriR At X-
Ray S EHBEAWIEE , Scorekeep BE £ H L 88 endSegment LMY beginSegment# o

Example src/main/java/scorekeep/WebConfig.java - BRBEREL KA AWS SDK AFE

Ll

Uiy

AWSXRay.beginSegment("Scorekeep-init");
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/exceptions/SegmentNotFoundException.html
https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/WebConfig.java#L49
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if ( System.getenv("NOTIFICATION_EMAIL") != null ){
try { Sns.createSubscription(); }
catch (Exception e ) {
logger.warn("Failed to create subscription for email "+
System.getenv("NOTIFICATION_EMAIL"));
}

}
AWSXRay.endSegment();

£ RdsWebConfigScorekeep 1EiE#: Amazon RDS BRI ERFEAMN F , At E A SQL AFIREN
EBE , ENRERBPEEAENELZBHARERAXKER,

Example src/main/java/scorekeep/RdsWebConfig.java - ERAEBERNBEF A SQL EXE
P P

@PostConstruct
public void schemaExport() {
EntityManagerFactoryImpl entityManagerFactoryImpl = (EntityManagerFactoryImpl)
localContainerEntityManagerFactoryBean.getNativeEntityManagerFactory();
SessionFactoryImplementor sessionFactoryImplementor =
entityManagerFactoryImpl.getSessionFactory();
StandardServiceRegistry standardServiceRegistry =
sessionFactoryImplementor.getSessionFactoryOptions().getServiceRegistry();
MetadataSources metadataSources = new MetadataSources(new
BootstrapServiceRegistryBuildexr().build());
metadataSources.addAnnotatedClass(GameHistory.class);
MetadataImplementor metadatalImplementor = (MetadataImplementor)
metadataSources.buildMetadata(standardServiceRegistry);
SchemaExport schemaExport = new SchemaExport(standardServiceRegistry,
metadataImplementor);

AWSXRay.beginSegment("Scorekeep-init");
schemaExport.create(true, true);
AWSXRay.endSegment();

}

SchemaExport @ BB)#1T , X EA SQL AFw. ARAFmERiB#A | Fitk Scorekeep HEE
EERNEE  YTRHEFUAFRFREHZEHFEANER,
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/RdsWebConfig.java#L83
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WRE S

BRI T BRCERAERERNBINERNE. & X-Ray BHERXEEHTE , eS8 KRIINEMAE
EBHEIXE X-Ray , BIEEMT2H X-Ray SDK B4, Scorekeep EFAE WIS BRAEIEHRH
mEEAENES,

Example bin/build.sh - R#BINEBIETE

SEGMENT=$(python bin/xray_start.py)

gradle build --quiet --stacktrace &> /var/log/gradle.log; GRADLE_RETURN=$7?
if (( GRADLE_RETURN != @ )); then

echo "Gradle failed with exit status $GRADLE_RETURN" >&2
python bin/xray_error.py "$SEGMENT" "$(cat /var/log/gradle.log)"
exit 1

fi

python bin/xray_success.py "$SEGMENT"

xray_start.py., xray_error.py M xray_success.py =S M Python 551 , TEEBER
U4 | AT PIEERE JSON X4 |, &R UDP FiAEIEE, MR Gradle ZE X , BB X-Ray
FEABMRE F3R—T scorekeep-build Ei%: , LK ERAL,

& . avyg. 14.6=
0.07 timin
Clients

Scorekeep-build

Traces > Details
Timeline Raw data
Method RESPOHSE Duration Age 1D
14.6 sec 4.5 min (2017-09-14 01:25:01 UTC) 1-59b9dabd-ab8ca?666217h31a03effacd
Name Res. Duration Status U-ﬂlms 2-:35 4.Ps B.Fs B.Ps 1?5 1?5 1‘Its ﬂlss
¥ Scorekeep-build
Scorekeep-build - 14Bsec |
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/bin/build.sh
https://github.com/awslabs/eb-java-scorekeep/tree/xray/bin/xray_start.py
https://github.com/awslabs/eb-java-scorekeep/tree/xray/bin/xray_error.py
https://github.com/awslabs/eb-java-scorekeep/tree/xray/bin/xray_success.py
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Segment - Scorekeep-build x
Overview Resources Annotations Metadata Exceptions
Working directory Marfapp/current
Paths Mvarfapp/current/src/main/javarscorekeep/
Cause

Ivarfapp/staging/src/main/javalscorekeep/RdsWebConfig.java:89; error. cannof find symbol
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder standard (). withPlugin{new EC2Plugin()).withPlugin{new ElasticBeanstalkPlugin());

symbol: class ElasticBeanstalkPlugin
location: class Rds\WebConfig

1 error

FAILURE: Euild failed with an exception.

Al Web BRI\ M F i

fExray-cognitos X , Scorekeep ffEF Amazon Cognito FREREREHEN RFE |, WEAKRKRS
& A, #& Amazon Cognito EAEEEREIEREERA. EFEAEEAR , Scorekeep M Amazon
Cognito &2 K EREGEEF AWS BAER , UEHE BEFERA AR JavaScript ¥ AWS SDK,

Identity Pool R ESTAEEANFHAESEREREA AWS X-Ray, Web EAERSFEHELEA
BERIREHFEACHEN ID, BBERKEMAFin¥ Scorekeep AP BV IUAR1R

REBD THEHBSEBBA xray WERBEBIF TN, LBRFENRHEELZZBRF, EXETPHE
B, TRER , AREERERXHEIEE X-Ray API B 5%,

Example public/xray.js - iC8&M L EEE

service.beginSegment = function() {
var segment = {};
var traceld = 'l-' + service.getHexTime() + '-' + service.getHexId(24);

var id = service.getHexId(16);
var startTime = service.getEpochTime();
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https://github.com/awslabs/eb-java-scorekeep/tree/xray-cognito
https://github.com/awslabs/eb-java-scorekeep/tree/xray-cognito/public/app/xray.js
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segment.trace_id = traceld;
segment.id = id;
segment.start_time = startTime;

segment.name = 'Scorekeep-client’;
segment.in_progress = true;
segment.user = sessionStorage['userid'];

segment.http = {
request: {
url: window.location.href
}
I

var documents = [];

documents[@] = JSON.stringify(segment);
service.putDocuments(documents);

return segment;

service.endSegment = function(segment) {
var endTime = service.getEpochTime();
segment.end_time = endTime;
segment.in_progress = false;
var documents = [];
documents[@] = JSON.stringify(segment);
service.putDocuments(documents);

sexrvice.putDocuments = function(documents) {
var xray = new AWS.XRay();
var params = {
TraceSegmentDocuments: documents
};
xray.putTraceSegments(params, function(err, data) {
if (err) {
console.log(err, err.stack);
} else {
console.log(data);

D
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B EERREHEEM transformResponse MR MMLELL S L |, T Web ERREXNEMEHIEL
ERRME RN Scorekeep APl, ZEEEE API EEXEMNERMERNERTITERFIRKER , Web FEMA
B BT X-Ray SDK AT LAEEIHY B MEFZEE (X-Amzn-Trace-1d) A EEEH ID MER ID. EZH
A Java ERAREXN KB BB LEFEMNERE , BAR Java B X-Ray HBEHSFEAHERAER D,
WENRE Web BARRNAFGENEBREKAEEERNRR,

Example public/app/sexvices.js - ;e AEERMIUFE AEHRIZEEN [EE

var module = angular.module('scorekeep');
module.factory('SessionService', function($resource, api, XRay) {
return $resource(api + 'session/:id', { id: 'e@_id' }, {
segment: {3},
get: {
method: 'GET',
headers: {
'X-Amzn-Trace-Id': function(config) {
segment = XRay.beginSegment();
return XRay.getTraceHeader(segment);
}
},
transformResponse: function(data) {
XRay.endSegment(segment);
return angular.fromJson(data);
},
1,

EENERMRHFTE Web ERREXAF iR SR,
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https://github.com/awslabs/eb-java-scorekeep/tree/xray-cognito/public/app/services.js

AWS X-Ray HEABEE

A avg. 88ms

& t'min

Scorekeep-client

avyg. 46ms
> 22 timin

Scorekeep

AWS: ElasticBeanstalr::Environment

avg. 717ms
12 t'min
avg. §.43s
11 timin
SNS

AWSE:ENE
random-name
AwWSs:Lambada

F
E |
random-name ‘

MREHTIE Web BAEANER , NEBERERAEERBERTE RN URL GRIERER /#/). RE
RAFmaRE , BRAEEUE Web BAREXF Iz API BIRAY URL BEEFREA /api/)o

Trace overview

Group by: | URL -
URL - Avg response time -
hitp://scorekeep.elasticheanstalk. comi# 86.2 ms
http:/iscorekeep.elastichbeanstalk. com/#/session/40RFTOBXATHASETD 8.5 ms
hitp://scorekeep.elasticheanstalk. comi#/game/4ORPTOBS/AI4SAFFD/ATHASETD 255 ms
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Scorekeep A TEEHTHE , EEAERSEBFSENEME Amazon SNS, EMmBERFTILER
FELESRSHNFARREER  EFEXEAFPRIERAE. it , EEZREQERE , LERS S
AHATEBR—EHF %

T8 |, BAR Java 9 X-Ray RBEEATHE TR M #ITHRFHME R B ERER T AREE,
Rt , ELEAEHTEPERACRAUN BARM Java B AWS SDK AFHE , EE#E
SegmentNotFoundException , T E#,

Example web-1.error.log

Exception in thread "Thread-2" com.amazonaws.xray.exceptions.SegmentNotFoundException:
Failed to begin subsegment named 'AmazonSNS': segment cannot be found.
at sun.reflect.NativeConstructorAccessorImpl.newInstance@(Native Method)
at
sun.reflect.NativeConstructorAccessorImpl.newInstance(NativeConstructorAccessorImpl.java:62)
at
sun.reflect.DelegatingConstructorAccessorImpl.newInstance(DelegatingConstructorAccessorImpl. ja

ATEENREE , FABRXEFEA GetTraceEntityMBEHTHEDERNBE |
WENtity.run()Z BT IEEHNTERERE , UERERNAR,

Example sxc/main/java/scorekeep/MoveFactory.java - S BHAREEE THEEHITIE

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorder;

import com.amazonaws.xray.entities.Entity;

import com.amazonaws.xray.entities.Segment;

import com.amazonaws.xray.entities.Subsegment;

Entity segment = recorder.getTraceEntity();
Thread comm = new Thread() {
public void run() {
segment.run(() -> {
Subsegment subsegment = AWSXRay.beginSubsegment("## Send notification");
Sns.sendNotification("Scorekeep game completed", "Winner: " + userId);
AWSXRay.endSubsegment();
}
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/MoveFactory.java#L70
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
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AWS X-Ray HEABEE

HRFERBEEFEMM Amazon SNS ZHIfER , AtEARXEARTREVEBN FER, BT
IF X-Ray BB EHEFHR B Amazon SNS WEIFEZHIBIRIE . MR Scorekeep fRFE K IF A BH
BUEMFEER , Amazon SNS W EIFETREEE %,

Name Res. Duration Status 0.0ms 20ms. 40ms 60ms 80ms 100ms 120ms 140ms 160ms 180ms
1 1 I 1 1 1 1 1 1 1

¥ Scorekeep AWS::ElasticBeansialk::Environment

Scorekeep 200 I o= scorckeep elastichea...
DynamoDB 200 Bl Getitem: scorekeep-game
DynameoDB 200 B Getitemn: scorekeep-state
DynamoDB 200 . Getltem: scorekeep-game
# Send notifcaton —
SNS 200 Publish
—
## GameModel saveGame 1
DynamoDB 200 Getitern: scorekeep-session
DynamoDB 200 Updateltem: scorekeep-game
DynamoDB 200 B Updateltem: scorekeep-game
DynameoDB 200 B Getitem: scorekeep-game
## GameModel saveGame ]
DynamoDB 200 Gelltem: scorekeep-session
DynamoDB 200 Updateltem: scorekeep-game
DynamoDB 200 - Updateltem: scorekeep-game
DynamoDB 200 B Getitem: scorekeep-session
DynamoDB 200 Bl Getitem: scorekeep-game
DynamoDB 200 I Updateltem: scorekeep-move
DynamoDB 200 [l Getitem: scorekeep-session
DynamoDB 200 [l Getitem: scorekeep-game
DynamoDB 200 I Undateltem: scorekeep-state

MEFEZYTHENFEEN  F2REZITREAESCBHEEERAR.
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AWS X-Ray t#Bh#EN

(® Note

IRBIE A LAEA CloudWatch REFER # Amazon EC2 #{TEE MR IPEE [ RSN EFSE,
B FEHE, CloudWatch RERZ X 1.300025.0 MR & EHT AR A A LA f¢ OpenTelemetry =% X-
Ray FAFi% SDKs B HE , WA HEEZE X-Ray, £ CloudWatch REEXMIE AWS
Distro for OpenTelemetry (ADOT) Collector 2 X-Ray #BifE NN EiBHE , AT BI &R B2
WRERABE, MEHMAEA , 528 (CloudWatch A EIEE) FH CloudWatch KX
2 F#E, CloudWatch

AWS X-Ray BN —EHBEAREN , 7#EE UDP E#E 2000 LHRE. WERKERE
B, WAEHEEXZE AWS X-Ray AP, 1B AJ#E AWS X-Ray SDKs & , EXAE#HIT , UE
SDKs EiAME R AT LAZE X-Ray fR#. X-Ray HBEXEHBMRRBER, BLE GitHub £BE
EXRWRRZEEMIEE (pull) 53R : github.com/aws/aws-xray-daemon

f£ AWS Lambda #1 £ AWS Elastic Beanstalk , {# fiE L RIFEE X-Ray B A REA 1T EHTE
o Lambda SESEEURERIWUAKREE BB TIHBEIFER ., £ Elastic Beanstalk £ |, f&#
FAXRayEnabled#HREZIBEIREBEDNHTER LSTHEIEN. MEFHMAER K F2HB

BEEAH, ATHERHMMLEHNIT X-Ray HEIERX AWS BRI, FTHE, HTE , REETE
% 8 B 34+ £ B %] X-Ray BYFF A,

A LA Amazon S3. Amazon ECR 3 Docker Hub TEi# IR , REREXREHIT , RERBE
H%8E Amazon EC2 #1T1ERE £,

Amazon S3
X-Ray i BIERZREXMATHITE
* Linux ( AT#A{T#E ) — aws-xray-daemon-linux-3.x.zip(sig)
* Linux (RPM Z##E3 ) - aws-xray-daemon-3.x.rpm

« Linux (DEB %23 ) - aws-xray-daemon-3.x.deb
* Linux (ARM64 , AI#4TH ) — aws-xray-daemon-linux-arm64-3.x.zip(sig)
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://github.com/aws/aws-xray-daemon
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-linux-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-linux-3.x.zip.sig
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-3.x.rpm
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-3.x.deb
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-linux-arm64-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-linux-arm64-3.x.zip.sig

AWS X-Ray EEIN=E1=

* Linux (ARM64, RPM R#EX ) - aws-xray-daemon-arm64-3.x.rpm
« Linux (ARM64, DEB Z##3 ) — aws-xray-daemon-arm64-3.x.deb

« OS X ( AT#i1T#8 ) — aws-xray-daemon-macos-3.x.zip(sig)

« Windows ( AJ#11T#& ) — aws-xray-daemon-windows-process-3.x.zip(sig)

« Windows ( BR# ) - aws-xray-daemon-windows-service-3.x.zip(sig)

BLERE—EED HERANEHN 3.x A, BEETHBERAE , FHIT TIIEE :

« MRBEERHRA 2BIRA3.3.0, 5845 B3 . xBRATRER. a0 :2.1.0, ERE 2
B13.3.0, HE—A FARIZRIER armb4, Hlf0 , 2.1.0 F arm64,

« MREBRETERAE 2RBRA3.3.0, 7588 B3 . xBRARE | I archBRBRBE

#,

X-Ray EEEHERIBEXERSTNREFIE. FEFAKRIIEHEN AWS BERHNFHFAT
2, FR LREETNEARRAENES,

https://s3.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/xray-daemon/aws-xray-
daemon-3.x.rpm

Amazon ECR

7 3.2.0 IRBE%E , HBVERX A Amazon ECR £# %, 1IREVMRG Z |l , &M@ Amazon ECR &
ERBEERFEEMN Docker AF#,

T T B RGN HITH 3.x RARE :

docker pull public.ecr.aws/xray/aws-xray-daemon:3.x

RIS Alpha B4 7] BUZEBAS BUR3 . x& alpha B EMARFER TH,. TEBELEEREFER
848 Alpha &R BIE XK,

Docker Hub

)
cl2

BT LATE Docker Hub E#REIHBIRER, ZEETHHZIRITH 3.x A , BT TG

docker pull amazon/aws-xray-daemon:3.x
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https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-arm64-3.x.rpm
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-arm64-3.x.deb
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-macos-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-macos-3.x.zip.sig
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-windows-process-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-windows-process-3.x.zip.sig
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-windows-service-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-windows-service-3.x.zip.sig
https://gallery.ecr.aws/xray/aws-xray-daemon
https://docs.aws.amazon.com/AmazonECR/latest/public/public-registries.html#public-registry-auth
https://hub.docker.com/r/amazon/aws-xray-daemon
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SeRrey 1 BIAE SUARA AT BUEIBAS B3 . x RATE Y AR AR B 1T,

GPGC #ERERSHH U 2IP FEEABBNFREEECSEHP, NREWMNURILE : aws-

Xray. o

BULERLEERRREREN ZIP FERSARAREAREE K. BE , BB GnuPC EALE
G {8

EANEEHR
1. THIARE®R.

$ BUCKETURL=https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2
$ wget $BUCKETURL/xray-daemon/aws-xray.gpg

2. BLBELBEAZEEM keyringo

$ gpg --import aws-xray.gpg

gpg: /Users/me/.gnupg/trustdb.gpg: trustdb created

gpg: key 7BFEQ36BFE6157D3: public key "AWS X-Ray <aws-xray@amazon.com>" imported
gpg: Total number processed: 1

gpg: imported: 1

ERAEANSRBERE ZIP FENEE,
REFENEE
1. THEFERBEEESR

$ BUCKETURL=https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2
$ wget $BUCKETURL/xray-daemon/aws-xray-daemon-linux-3.x.zip
$ wget $BUCKETURL/xray-daemon/aws-xray-daemon-linux-3.x.zip.sig

2. #1T gpg --verify UREHE,

$ gpg --verify aws-xray-daemon-linux-3.x.zip.sig aws-xray-daemon-linux-3.x.zip
gpg: Signature made Wed 19 Apr 2017 05:06:31 AM UTC using RSA key ID FE6157D3
gpg: Good signature from "AWS X-Ray <aws-xray@amazon.com>"
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https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray.gpg
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray.gpg
https://gnupg.org/index.html
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gpg: WARNING: This key is not certified with a trusted signature!
gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: EA6D 9271 FBF3 6990 277F 4B87 7BFE ©36B FE61 57D3

AIBARGEENES. RELIEEEINABEETEE  SRISBRAZEE. EFRTEEE
REN , AREHRBEZLAER,.

HITRE

RBTIRARHTRE. £/ -0 BARERAEERDHIT , UK -n KREEH,

~/Downloads$ ./xray -o -n us-east-2

WMEFMENFERERS , FSEUATER !

« Linux ( Z&<# ) — 7£ Linux E#11T X-Ray 1# B2

« Windows ( ZA&# ) — 7£ Windows E#11T X-Ray #B1FER

« Elastic Beanstalk — £ £ #1T7 X-Ray 1% B2 = AWS Elastic Beanstalk
« Amazon EC2 - £ Amazon EC2 E#1T X-Ray #BEiiE=

« Amazon ECS - #£ Amazon ECS E#1T X-Ray #BEiiE=

e
W
&

BULERAG T REREEEREE-SBITRENTA. MRFMEF
i BIEE R,

RTINS EREEE X-Ray BVFFH

X-Ray thBI2 XA AWS SDK i EHE R LEE X-Ray , MEAFEE AWS EFFFANEAER T8
AT L IRAE

£ Amazon EC2 L |, iBiEX S BBERAATERNATEERREREAG. IFEELIENTHIERX
Fﬁ%ﬂ’ﬂ%)\ﬁ*ﬁlﬁﬁﬂ ASREARITENEREN,

FREEB-—EVEEERAER (BABMER, JTERERE K IRRREN) , KERAREHRE
HERSHECERANBZAERNEHL, NERMBAERS SDK WFHFHEENR , F2H (BAR AWS
Go Ky SDK & A &) EFE’HEE%)\ﬁﬂo

REZAERFEN IAM ASERELEERREEERT AR,

X E AWS X-Ray
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https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/#specifying-credentials
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- HE Amazon EC2 LA HBER , BEIUFTNATERBRAEAS , U SERXRHEERS
MWETERBEREAR,

- & E1E Elastic Beanstalk LA IR , B8 ZEBURHTE £ Elastic Beanstalk TR TE B IE
REAE,

- FEEREITHBES K BS2EEREITENERES,

WMHFFHMER , F2REN S D NEFIEE AWS X-Ray.

3

%II

X-Ray 15 B2\ A &%
BB RN & LA B B AT R % 2 BRI E R AWS X-Ray.

2016-11-24T06:07:06Z [Info] Initializing AWS X-Ray daemon 2.1.0
2016-11-24T06:07:06Z [Info] Using memory limit of 49 MB

2016-11-24T06:07:06Z [Info] 313 segment buffers allocated

2016-11-24T06:07:08Z [Info] Successfully sent batch of 1 segments (0.123 seconds)
2016-11-24T06:07:09Z [Info] Successfully sent batch of 1 segments (0.006 seconds)

RIFTERR  BESKBEFRLEE STDOUT, BELEFTSHITHEE , BFH --log-file Y& EDR
AREREREREAFERRKR, BULREAFERRER BEwR, MERP , FSE HE AWS X-
Ray % BIfEER o

£ Elastic Beanstalk £ , FA2XREHMEXBFENNE, WEFHMEN , #5280 £ L#1T X-Ray
1% B2 AWS Elastic Beanstalko

ERTE AWS X-Ray 1 BIfE=

BRI LME A5 P RIERERIERRER] X-Ray BBEANTA. KZENEREEBEMES E
WG, BERLERENERERENS , FLEERUEREBGTIERM.

EEMBMER , FEENENKE —REE -n= --region , B AREEHBER ARG BKE RS
EZE X-Ray B [E1,

~/xray-daemon$ ./xray -n us-east-2

MREEABIATHYER , BFER , MFREHE Amazon EC2 L |, B U ERBREMNITERE
HREZEAER -ofVRIR | UEHBENE R EFHRE,
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~/xray-daemon$ ./xray -o -n us-east-2

HE SHRBAARARTELHK AR, ETEEREETERE, RIUGERECANZERRE K =W
BAGKEEREREEETEIKRS.

BRI EEEREEGHDEXNAFIEREREE | YHTHREREIE X-Ray BATHLE, =
A BFEmiR , UREREEEERESEEE.

3]

- XENRESH
- EAGTIEE
- EREREE

X ERREZE
X-Ray HEIRRXE T HIRARY

« AWS_REGION - #§7E X-Ray IRIFi%BAWS EFHH .

« HTTPS_PROXY - EEE BB LEERNNKEMUE, ERLAE DNS BEEHE , 2 EAREEE
FE P thut FEZIRIR,

EMm T SRR
EERAMHT  REERAEAZENESBRIGELEEMEZHE.
S FEE

* -b, --bind - #ET[E UDP E#E N ER X .

--bind "127.0.0.1:3000"

FEER — 2000,
« -t, --bind-tcp - #HEHRE TCP E#E E X-Ray RRIFAIFEIL,

-bind-tcp "127.0.0.1:3000"

TEER — 2000,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html#cli-quick-configuration-region
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-c, --config - REENBEHAEREBESR,
--config "/home/ec2-user/xray-daemon.yaml"

-f, --log-file - K BB HEEENERERE.

--log-file "/var/log/xray-daemon.log"

-1, --log-level - BBk , tHFMEIZTFHM : dev. debug. info, warn, error, prods.

--log-level warn

JE5% - prod
-m, --buffer-memory - BFFZFEAILUSEANEERE (&K 3).

--buffer-memory 50

R -1% WA A,
-0, --local-mode - B E EC2 Hi1TEEHEEZ R,
-r, --role-arn-EFEEN IAM B€ , BEE HEITENKRSE,

--role-arn "arn:aws:iam::123456789012:ro0le/xray-cross-account"

-a, --resource-arn- #THEIERZ AWS &JRH Amazon Resource Name (ARN),
-p, --proxy-address — AWS X-Ray B BREKERLEE . X EREERERRBIZER G

==

Ko

--proxy-address "http://192.0.2.0:3000"

-n, --region - KEBRBEERERHEMN X-Ray R,
-v, --version-AWS X-Ray BRi#%BIFENRA
-h, --help-BRRHAEME,

5 P 4B REAE

o

0N

WA BUER YAML A ERRBERE., £H -c BEHEIGEBEEEERE,
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FMBABER

~$ ./xray -c ~/xray-daemon.yaml

HEREAE R IR

* TotalBufferSizeMB - EEEA/PMLFR , A MB REf ( TR 3), 1B 0 REAETHEREN

1%

« Concurrency - AWS X-Ray B - EEEE XML THWMEE LR,
* Region - BEBHEXZHEEFP AWS X-Ray B IR
« Socket - FREBBENNBEE.

« UDPAddress - 8 F i BIfE N ZEFT1E AV EZIE,
« TCPAddress — FEREIM TCP E#EE HZEY X-Ray RIEHFEL,

 Logging - s EFRR&HITHo

 LogRotation - iXEA falsellE M HEFFW I,

* LogLevel - i AFBHRESFMEER/RY  dev. debuginfod
prod, warn, error, prod. JEs%{EA prod , HER info,

« LogPath - # B HEEENERER,

« LocalMode - XE A true ABIBRE EC2 HITEBPEER,
« ResourceARN - # 1T BIFEX 2 AWS EJREY Amazon Resource Name (ARN),
- RoleARN - BEIEEN IAM A6 , BEH LEITRNKRS,

ProxyAddress - AWS X-Ray BB EBESZEE LEE ,

Endpoint - 2B B X EIXE R X MK X-Ray IR um 2.
NoVerifySSL — £/ TLS BERE.

Version - B/ BN ERBERKRRE, BERBARETBLERML.

Example xray-daemon.yaml

HHHARESKERNREERBEF A 3000, FAMAMTERBPEERRE

At , W8 E EE R EREE,

Socket:
UDPAddress: "127.0.0.1:3000"
TCPAddress: "127.0.0.1:3000"
Region: "us-west-2"

RELBREAMEFMAD
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Logging:
LogLevel: "warn"
LogPath: "/var/log/xray-daemon.log"
LocalMode: true
RoleARN: "arn:aws:iam::123456789012:role/xray-cross-account"
Version: 2

AT X-Ray HEIREN

BB LATE Linux, MacOS, Windows AWS X-Ray % Docker B2 P A RS TIHBIER. EEHEMN
RAEBAERARENE BT HEEX , SERERNEIAE X-Ray, EBFERALIENREA , THILHE
BERE.,

EABAITR , BEIEX AL AWS SDK BAERMER (.aws/credential sEZRNFEAE B &%
F) RRBFEHFNBAER, WFEFHENR , F2EETHYENSEREEE X-Ray WFFd,

BESEERE 2000 #5 UDP B8, BaLUEBERAERENG T FRERESEERER HiE
H, MEFMENR , FLSHERE AWS X-Ray #BIE,

£ Linux £#11T X-Ray #HBIREX

BELRBTIHTRENTHTE. £ -o BEREREEXFHT , LUK -n RREEH,

~/xray-daemon$ ./xray -0 -n us-east-2
BEEERYUITRE  FER &

~/xray-daemon$ ./xray -o -n us-east-2 &
£/ pkill RIEEESWITHREREF.

~$ pkill xray

7 Docker BasF#1T X-Ray #HBE1EN

B Z1E Docker BBRARAHIITHRE , FRUTXFMFEE A Dockerfile WHER, 1 Amazon
ECR L THZEENEIIMREG, WEFMER , F20H FHIHER,

EABITRE 227


https://gallery.ecr.aws/xray/aws-xray-daemon
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Example Dockerfile — Amazon Linux

FROM amazonlinux

RUN yum install -y unzip

RUN curl -o daemon.zip https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/
xray-daemon/aws-xray-daemon-linux-3.x.zip

RUN unzip daemon.zip && cp xray /usr/bin/xray

ENTRYPOINT ["/usr/bin/xray", "-t", "0.0.0.0:2000", "-b", "0.0.0.0:2000"]

EXPOSE 2000/udp

EXPOSE 2000/tcp

5/ docker build B2E A BMA,

~/xray-daemon$ docker build -t xray-daemon .

£ docker run ERBFFHITHE,

~/xray-daemon$ docker run \
--attach STDOUT \
-v ~/.aws/:/root/.aws/:xro \
--net=host \
-e AWS_REGION=us-east-2 \
--name xray-daemon \
-p 2000:2000/udp \
xray-daemon -o

e mEATIER

--attach STDOUT - R is#h 18 BB XN E .

-v ~/.aws/:/root/.aws/:r0 - MFREEY .aws BENHEFIE K ZARREBEEM AWS
SDK & AEH,

AWS_REGION=us-east-2 - 5XEAWS_REGIONRIZEE® , LEAHBEREFANESE,

--net=host - AR EZEZEhostiBlg. THRPBERLMNARTHRUHENMEF , MEAEBEZER
ffi,

-p 2000:2000/udp - #5#25 LAY UDP 5EHZ1E 2000 BRI Z A8 LM RNEREE, EWIE VR
FEfEE LASETEANMLEEE  BECAERRTSIBEREEERE , A2MK BT Docker
R TR &L,

--name xray-daemon - W& AL , xray-daemonM T REEEKE R,

1£ Docker A8 #T X-Ray IR 228
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« -0 (REBEBZR ) - -oiﬁlﬁﬁﬂ‘bﬂiﬁgﬁgW#ﬂﬁ’fiﬁﬂb&iﬁﬂ’ﬂﬁl%o tEEE & AiHEERX
EABEXTHIT , U L HESEFEE Amazon EC2 #{TERPHEE .

EBEIREE  FFEH docker stop., BEEEE Dockerfile WEREBHHMEG , LMEEMRBEAN
BE,  THEAEREBRILE —ERE. FH docker rm RMBRAESE.

$ docker stop xray-daemon
$ docker rm xray-daemon

£ Windows L#11T X-Ray B
B RS IRTEENTHTE. FA -0 BERRESREEXNPHIT , UK -n REFEREH,

> .\xray_windows.exe -0 -n us-east-2

5 PowerShell 55 HERE I MBITRE BRI

Example PowerShell $§ 515 - Windows

if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ){
sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon

}

if ( Get-Item -path aws-xray-daemon -ErrorAction SilentlyContinue ) {
Remove-Item -Recurse -Force aws-xray-daemon

$currentlLocation = Get-Location

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"

$zipPath = "$currentLocation\$zipFileName"

$destPath = "$currentLocation\aws-xray-daemon"

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "C:\inetpub\wwwroot\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/xray-
daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)

1£ Windows L #1T X-Ray B2 229
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sc.exe create AWSXRayDaemon binPath= "$daemonPath -f $daemonLogPath"
sc.exe start AWSXRayDaemon

# OS X L#145 X-Ray #8152

EAURBHIRTEBENAHTE. FA -0 BRREREEXPHT , UK -n REBEEE,
~/xray-daemon$ ./xray_mac -o -n us-east-2

EEEERPTRE , BEA &
~/xray-daemon$ ./xray_mac -o -n us-east-2 &

£/ nohup Py L5 T 1E 4L um A BABA A #K LE

~/xray-daemon$ nohup ./xray_mac &

£ E#1T X-Ray #B1FEX AWS Elastic Beanstalk

EEREMERRERARREEE AWS X-Ray , BT LU Elastic Beanstalk :3#5#) Amazon EC2 #
TERE L3 1T X-Ray BB, MEXXEBNTAEFE , 528 ( AWS Elastic Beanstalk B3 A 815
) HFMELE AWS X-Ray 1E85,

(® Note

BESFRARENITERBEREUES Y., MEKFFJ#HEZE Elastic Beanstalk #1T71E
BIHAENRSR , T2 BT HBESEEREEE X-Ray WEFT,

Elastic Beanstalk £ &2 {HAREIRE AU LUSHREABBATHBESR, ZUUERBEXBNE
REEZRPEAHBZELR |, SifE Elastic Beanstalk X124 HiRER1E, EXRAMAERER K BEFS
EHTERE 28I MAREEHIT,

Elastic Beanstalk ¥ & L 2RI BER R H AR,
BB E R,

3
¢

ZRXENTEETENTRETLERAE

Elastic Beanstalk &7 % & 2% Docker (Amazon ECS) ¥ & L1 X-Ray ## 1R,
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environment-configuration-debugging.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/concepts.platforms.html

AWS X-Ray

FMBABER

£ A Elastic Beanstalk X-Ray &R #1T X-Ray #B1fEX

A EEAEREM X-Ray BE |, St AHEBEREEARXRBIEHRE,
£ Elastic Beanstalk 12 & S A X-Ray #HBIER

1. BARX Elastic Beanstalk £3# &,
EEFERENEETEES,

i#12 Configuration (#25€),

i#1Z Software Settings (B FERE)o

& ¥f X-Ray daemon (X-Ray f&E) , 51E1F Enabled (BH).
BEEM,

2

BRI ELHNRREP I SEREE | REREBDEFENERE,

Example .ebextensions/xray-daemon.config

option_settings:
aws:elasticbeanstalk:xray:
XRayEnabled: true

Elastic Beanstalk @il EEREEEHBES , YA AFREEEENE,
Windows Server £ &

- #HAEREE — C:\Program Files\Amazon\XRay\cfg.yaml

« H& - c:\Program Files\Amazon\XRay\logs\xray-service.log

Linux &

- #HREMER - /etc/amazon/xray/cfg.yaml
- A& - /var/log/xray/xray.log

Elastic Beanstalk £ AWS Management Console = s S5 TER BN T

B £ FR AR BEAE RFT W IE A |, $87R Elastic Beanstalk ‘@& X-Ray B R B &,

7

<0 /L»

AJLLE

{# A Elastic Beanstalk X-Ray & HR#11T X-Ray #8125
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Example .ebextensions/xray-logs.config - Linux

files:
"/opt/elasticbeanstalk/tasks/taillogs.d/xray-daemon.conf" :
mode: "0Q00644"
owner: root
group: root
content: |
/var/log/xray/xray.log

Example .ebextensions/xray-logs.config - Windows Server

files:

"c:/Program Files/Amazon/ElasticBeanstalk/config/taillogs.d/xray-daemon.conf" :
mode: "Q00644"
owner: root
group: root
content: |
c:\Progam Files\Amazon\XRay\logs\xray-service.log

MB/HMENR , 528 ( HBAEIERE) BHK Elastic Beanstalk }:R3E# Amazon EC2 #1TEE R
H#. AWS Elastic Beanstalk

FETHMIIT X-Ray HBIERX ( #H )

MREHNFEBARELMER X-Ray BEIEN , B LK Amazon S3 THE , W EAABERHT

To

£ Elastic Beanstalk #AREER T H I B 1TIHBIER,

Example .ebextensions/xray.config - Linux

commands:
01-stop-tracing:
command: yum remove -y Xray
ignoreErrors: true
02-copy-tracing:
command: curl https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-
daemon/aws-xray-daemon-3.x.rpm -o /home/ec2-user/xray.rpm
03-start-tracing:
command: yum install -y /home/ec2-user/xray.rpm
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files:

"/opt/elasticbeanstalk/tasks/taillogs.d/xray-daemon.conf"

mode: "Q00644"
owner: root
group: root
content: |

/var/log/xray/xray.log

"/etc/amazon/xray/cfg.yaml"

mode: "Q00644"
owner: root
group: root
content: |
Logging:
LogLevel: "debug"
Version: 2

Example .ebextensions/xray.config - Windows Server

container_commands:

Ql-execute-config-script:

command: Powershell.exe -ExecutionPolicy Bypass -File c:\\temp\\installDaemon.psl

waitAfterCompletion: 0

files:

"c:/temp/installDaemon.psl":
content: |

if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ) {

sc.exe stop AWSXRayDaemon

sc.exe delete AWSXRayDaemon

$targetLocation = "C:\Program Files\Amazon\XRay"
if ((Test-Path $targetLocation) -eq 0) {

mkdir $targetLocation

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"
$zipPath = "$targetLocation\$zipFileName"

$destPath = "$targetLocation\aws-xray-daemon"

if ((Test-Path $destPath) -eq 1) {

Remove-Item -Recurse -Force $destPath

FBHTHMENIT X-Ray HEERX (EHR )
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$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "$targetlLocation\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/
xray-daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)

New-Service -Name "AWSXRayDaemon" -StartupType Automatic -BinaryPathName
"*"$daemonPath’" -f '"$daemonLogPath™""
sc.exe start AWSXRayDaemon
encoding: plain
"c:/Program Files/Amazon/ElasticBeanstalk/config/taillogs.d/xray-daemon.conf" :
mode: "Q00644"
owner: root
group: root
content: |
C:\Program Files\Amazon\XRay\xray-daemon.log

B LS th 2SI BIRR MY B S R #T8 E Elastic Beanstalk &£ B % , LEEEFERATIESE
Elastic Beanstalk a5 5|52 (EB CLI) R Bt EZER,

#£ Amazon EC2 E£#11T X-Ray #BIEER

A LATE Amazon EC2 MY TN HIMER R L #11T X-Ray HBIER :

* Amazon Linux
e Ubuntu
« Windows Server (2012 R2 FIE HhRA)

FERMTERERER T HEERX LEERE RN TE X-Ray, FFHMHEN , F2ERTHBE
AAEERMEIXEE X-Ray WEFT,

MAERAEERETR  EERBIITERSEDHTHEN,

Example £ & & 51 - Linux

#!/bin/bash
curl https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-
daemon-3.x.rpm -o /home/ec2-user/xray.rpm
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yum install -y /home/ec2-user/xray.rpm

Example £ & &ERHE T - Windows Server

<powershell>

if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ) {
sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon

$targetLocation = "C:\Program Files\Amazon\XRay"
if ((Test-Path $targetlLocation) -eq 0) {
mkdir $targetLocation

}

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"
$zipPath = "$targetLocation\$zipFileName"

$destPath = "$targetLocation\aws-xray-daemon"

if ((Test-Path $destPath) -eq 1) {
Remove-Item -Recurse -Force $destPath

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "$targetlLocation\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/xray-
daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)

New-Service -Name "AWSXRayDaemon" -StartupType Automatic -BinaryPathName
"*"$daemonPath'" -f ‘"$daemonLogPath™""

sc.exe start AWSXRayDaemon

</powershell>

£ Amazon ECS E#11T X-Ray #BIEX

£ Amazon ECS A , B3 11T X-Ray #B1#2 X8 Docker B , A H EEZ Docker MEGREEE , A
BRHIE AN Amazon ECS Bf., BUUFEALIBERERPNEZEMRFNRBEXRE ,
RAFEABRNEBERREN.
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FHE A Docker MG 1S

X-Ray £ Amazon ECR L2 Docker B2 , BRI LIEEARR — BT, WEFHFMEER
B & BRER,

T
*

Example E#&E&

"name": "xray-daemon",

"image": "amazon/aws-xray-daemon",
"cpu": 32,

"memoryReservation": 256,
"portMappings" : [

{
"hostPoxt": 0,
"containexPort": 2000,
"protocol": "udp"

}

BB FEE Docker &6
AR BETIHRER U eEEEE EH M Docker &%,

HEZERRTEELENEBSE , URTiHEXNKERER LEE X-Ray 5T, NFEFMER ,
A2RRTiHEEXSEREEE X-Ray B9FF .

\

AT EHe— 1@ Dockerfiles B #1THRENRE,

Example Dockerfile — Amazon Linux

FROM amazonlinux

RUN yum install -y unzip

RUN curl -o daemon.zip https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/
xray-daemon/aws-xray-daemon-linux-3.x.zip

RUN unzip daemon.zip && cp xray /usr/bin/xray

ENTRYPOINT ["/usr/bin/xray", "-t", "0.0.0.0:2000", "-b", "0.0.0.0:2000"]

EXPOSE 2000/udp

EXPOSE 2000/tcp
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® Note
EEERRZERRRBORNBEmuE , XARMER -t A -b,

Example Dockerfile — Ubuntu
%5E Debian WITAEEm , BFEZTELZRBEREMRIE CA) BR , LBA THLERAKRREBE,

FROM ubuntu:16.04

RUN apt-get update && apt-get install -y --force-yes --no-install-recommends apt-

transport-https curl ca-certificates wget && apt-get clean && apt-get autoremove && rm
-rf /var/lib/apt/lists/*

RUN wget https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-

xray-daemon-3.x.deb

RUN dpkg -i aws-xray-daemon-3.x.deb

ENTRYPOINT ["/usr/bin/xray", "--bind=0.0.0.0:2000", "--bind-tcp=0.0.0.0:2000"]

EXPOSE 2000/udp

EXPOSE 2000/tcp

EENEBRERT , ABIURREEANBEERN., RRESBEBRE W EEMNTE:R VPC FFEH.
EBIEMIEF |, 52E AWS_XRAY_DAEMON_ADDRESS RIZEZE , LIE X X-Ray SDK ESEZMEREE
BEZENAEEEIE, BHIRER , Br LM UDP EHIE 2000 , ARBULEAERRNEEE
BEBEWNER.

Example E&E&
{
"name": "xray-daemon",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/xray-daemon",
"cpu": 32,

"memoryReservation": 256,
"portMappings" : [

{
"hostPoxrt": O,
"containerPort": 2000,
"protocol": "udp"

}

}I
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{
"name": "scorekeep-api",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/scorekeep-api",
"cpu": 192,

"memoryReservation": 512,
"environment": [
{ "name" : "AWS_REGION", "value" : "us-east-2" 1},
{ "name" : "NOTIFICATION_TOPIC", "value" : "arn:aws:sns:us-
east-2:123456789012:scorekeep-notifications" },
{ "name"™ : "AWS_XRAY_DAEMON_ADDRESS", "value" : "xray-daemon:2000" }

1,
"portMappings" : [
{
"hostPort": 5000,
"containerPort": 5000
}
1,
"links": [
"xray-daemon"
]
}

EIRE VPC AABE FHRBFHTENEE | BUILUMER awsvpe #AEE KA E MM ME (ENI) Bz
BBNRES. ENEARRGERERS, ZEZBME, ERE | BAK AWS_XRAY_DAEMON_ADDRESS
REBSE DM THEREE,

Example VPC I E%&

~

"family": "scorekeep",
"networkMode": "awsvpc",
"containerDefinitions": [
{
"name": "xray-daemon",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/xray-daemon",
"cpu": 32,
"memoryReservation": 256,
"portMappings" : [
{
"containerPort": 2000,
"protocol": "udp"

B MEE Docker ¥ 238


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-networking.html

AWS X-Ray EEIN=E1=

"name": "scorekeep-api",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/scorekeep-api",
"cpu": 192,
"memoryReservation": 512,
"environment": [

{ "name" : "AWS_REGION", "value" : "us-east-2" },

{ "name" : "NOTIFICATION_TOPIC", "value" : "arn:aws:sns:us-

east-2:123456789012:scorekeep-notifications" }

1,
"portMappings" : [

{

"containerPort": 5000

}

£ Amazon ECS = A Em &8

BRYEREASERBEEETNEAERE. vt BEBEARAHAE Bt ERERER
Bt REBREFREM.

BEFEGSHRE , BEEHEERBEEMN Docker CMD, MEFHMME , 5528 Docker #1728
%,

BEREMTIIRE

1. BB Amazon ECS E#iE£# & , it A https://console.aws.amazon.com/ecs/o

2. REEIPEZTELEBERNET,

3. TEEEBEIKD , iBIE Task Definitions (I EE).

4. 7f Task Definitions (B EXR) EEY , EMESITI AR ERLAIMN AR , LiEF Create new
revision (B F1EETIR).

5. £ Create new revision of Task Definition (MK EZHFIEETHR) EE L |, BEAR,

6. 7E£ ENVIRONMENT (3R3R) BBH , #5255 REFEHIEE Command (7 ) ML,

7. EEEH.

8. BF/EM , RERERE Create (BII),
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THEHIFERINM A RoleARN RIFBRBEIEZHR 2B T S5, RoleARN BESEIIEEN IAM A6 |
BEREEZETRNIKRE,

Example

--role-arn, arn:aws:iam::123456789012:r0le/xray-cross-account

BEE—S T X-Ray A A @S HLER , BXE AWS X-Ray i BIiE=,

2
W
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AWS X-Ray EEH {1 S AWS &

% AWS R RETEBHRHN X-Ray BE , BTG ZEEMEEEAFE R, #1T X-Ray #HEIE
X, AR BEBSEREREEE X-Ray, B X-Ray BETWLEETHIEE :

o BRI - BB REATES

o WERR - BB R EM BREEERRYIEES

- EREH - SERFEEFEEMEEABR , UHEREETH
« T B - #17 X-Ray #BIFER BAfE X-Ray SDK I [EE&

(® Note

X-Ray SDKs @& AIEE H fth BEMWANBER AWS IRiE. fila0 , ERIAERERR Java Elastic
Beanstalk ¥y X-Ray BB EHNHEXRITEEHITEAER Z Elastic Beanstalk JRIZEHHEE
A, SEREELBA D,

LAR 28 X-Ray AWS BR#§ BEH — &5

« AWS Distro for OpenTelemetry (ADOT) - i%i8 ADOT , T2 A LAkifl — R HEARER |, LA
IS Z M MHEIX E 2B AWS ES2f#R 5 R |, E3F Amazon CloudWatch AWS X-Ray, Amazon
OpenSearch Service #l Amazon Managed Service for Prometheus,

« AWS Lambda - B ME BB FIEATRENEAFER. SEMETHE AWS Lambda FiEEiE
HtaREt | — @AM AWS Lambda % , Z—EAR Y. ELRAERE , AWS Lambda th&7E
Java F Node.js #1THrE L#11T X-Ray #BBIFER , LI{EEE X-Ray SDK #EfEH,

« Amazon AP| Gateway — B F#KHE#28l, AP Gateway I EUR IR BI R ¥ BT E LK MFER |, WASHE
JE P ER Y B B T 18 R IR TS ARG,

- AWS Elastic Beanstalk - T&, Elastic Beanstalk @& F5I¥ & L# X-Ray #BE :
- Java SE - 2.3.0 REHF R RE
« Tomcat - 2.4.0 MEF R ERE
* Node.js — 3.2.0 M EFRZAHI#HRE
 Windows Server — 2016 & 12 A 9 Bz & #&1TH Windows Server Core /AR PR B HRE

& A LAfE A Elastic Beanstalk £32 A , #§7R Elastic Beanstalk EiE L & L HTHEIER , SEA
aws:elasticbeanstalk:xray iR ZREHF A XRayEnabledi®E,
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+ Elastic Load Balancing — 7 Application Load Balancer £5EKiEHMt, Application Load Balancer &
AEIEHE ID M EFBREE , AEEEHEXZEBERE,

» Amazon EventBridge — #E)#8], MREH X-Ray SDK #AIHEE 424 Z EventBridge BIIRTE |
EHBESWRIEMIETE W H T UEEERRRKRER D,

« Amazon Simple Notification Service — # B8, R Amazon SNS & EFEA X-Ray BEREH
BHHARR , STEETUEEEHHEE , WRBEXZMEEEEEMEREER ID NRBER,

. Amazon Simple Queue Service — BRI, MMRIRKEEM X-Ray SDK EHEFER , Amazon SQS A
DB |, SWREESH —SER ID RBEMRFHESEBBEES.

RTIEEHRE | URREBEESH AWS R,
FE
« AWS Distro for OpenTelemetry 1 AWS X-Ray

+ B9 Amazon API Gateway X EEH#t X AWS X-Ray
« Amazon EC2 i AWS App Mesh

+ AWS App Runner # X-Ray

« AWS AppSync i H AWS X-Ray

« {3 28 X-Ray APl ®0Y AWS CloudTrail

+ CloudWatch £2 X-Ray &

- £/ Bt X-Ray I REEE AWS Config

« Amazon Elastic Compute Cloud Hl AWS X-Ray

« AWS Elastic Beanstalk m H AWS X-Ray

+ Elastic Load Balancing #1 AWS X-Ray

« Amazon EventBridge #1 AWS X-Ray
+ AWS Lambda i H AWS X-Ray
« Amazon SNS & AWS X-Ray

« AWS Step Functions i H AWS X-Ray
« Amazon SQS #1 AWS X-Ray
« Amazon S3 # AWS X-Ray
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AWS Distro for OpenTelemetry 1 AWS X-Ray

£/ AWS Distro for OpenTelemetry (ADOT) W EIEEFEH , WA HEIXZE AWS X-Ray FH fth B 1%
AR5 R |, 51a0 Amazon CloudWatch, Amazon OpenSearch Service 1 Amazon Managed Service
for Prometheus,

AWS Distro for OpenTelemetry

AWS Distro for OpenTelemetry (ADOT) REREixREEEE ST (CNCF) OpenTelemetry EEH
AWS 7 ffi, OpenTelemetry 12t —ERBREREE APls, BREMRERER , LKESHNERFE
2, kTBEHERE i OpenTelemetry THHI 2 , B3 SDKs, BHERBIRERNNH AE. HE1L.
REMZEHUESE AWS,

iR ADOT , TRERMAN—REAEERARER | WiSHEEEEMNEREXZEZE AWS ERFBIRS
2= AWS X-Ray , @ Amazon CloudWatch, Amazon OpenSearch Service 1 Amazon Managed
Service for Prometheus,

ADOT BB Z M BES AWS RIS |, AIELEEBHAIEEUAERMR S R | §li0 X-Ray, H
ADOT BE&H — LRSS 2IE

« AWS Lambda - @A ADOT £ AWS Z & Lambda J§J§J_§§J*ﬁ 8l Lambda &, #
OpenTelemetry 82 AWS Lambda #1 X-Ray out-of-the-box#HREFH £ AR EMN B |, 2#tplug-
and- playﬁﬁﬁ%ﬁ—ﬁﬁo FERAETUEHE Lambda EBEAMER OpenTelemetry , MEERFRR
B, MEFMEF , 5528 AWS Distro for OpenTelemetry Lambda

« Amazon Elastic Container Service (ECS) — £/ AWS Distro for OpenTelemetry Collector #&
Amazon ECS ERARERNINEIEMBEM , LUEEE X-Ray MEMEEHRAR, MEFMENR ,
28 (Amazon ECS HEABERM) PHREERAERXERER,

« AWS App Runner — App Runner X #E#H AWS Distro for OpenTelemetry (ADOT) #%$18 HHEE E X-
Ray. f£F ADOT sw%ﬂ&%a%ﬁfbﬂﬁ&ﬂﬁ BHER | WA X-Ray ROMIRA T EERH
HEARER. MEFHMER , 528 AWS App Runner 1 X-Ray,

3

#1%E AWS Distro for OpenTelemetry BVFFIHEF , SIEREEAM B S AWS RF , 552 E AWS Distro
for OpenTelemetry X4,

MEAME A AWS Distro for OpenTelemetry # X-Ray #AIfE AR RNWFMEEN |
Distro for OpenTelemetry %Rl FEAFE .

:I:I'H

BREH AWS

AWS Distro for OpenTelemetry 243
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By Amazon API Gateway BB #t X AWS X-Ray

& LAME R X-Ray £ & REIB Amazon AP| Gateway APIs B E R R EBM M DT EH &
K. API Gateway X EFTE API Gateway in HEE K X-Ray Bt : [Eif, BEKRELCHNRLE, SN
=W £ X-Ray B9FFE AWS [EiF FEH X-Ray # B Amazon API Gateway., MEHMENR , FSHE

{Amazon AP| Gateway API| Gateway B AE1EME) PHFEA EHt APl Gateway APl #1T AWS X-
Rays

(® Note
X-Ray £ %8B APIs Gateway B#t REST API,

Amazon API| Gateway 12t FEE B M X AWS X-Ray, &/ API FEER ERUH BB | LUEUR
BANER , LEEHEEE X-Ray.

AR API PEEREY E EhiE Mt

1. TELUATHULBIRL APl Gateway A& : https://console.aws.amazon.com/apigateway/o
BEE—{E API,

B E— A

EAFEMRRSIER L , BEMA X-Ray Bt , ARBERTFEE.
EERIEEERT , i#I1F Resources (BER).

BEEAMREENNE AP, FEEBETHUNFE , RERBZELE AP,

o o bk~ w0 DN

API| Gateway B A E X-Ray TEATPESZNHER TR REELCHWLFE R, BAUEIEER
R APISHREAl , SIEEARS SR EEENFERNWFA, API Gateway EEEERNBHEPICHEE , U
RIEERFEERNFHER. MEFMAEN  FSEZE BUEHF AL

(® Note

&M AP| Gateway HTTP 2484t REST APIs i | SEEBRNBESBERE AL AP
Gateway | HTTP BEmH#HFER URL BB , EEEEM — URL BERH X-Ray BHtIRS &
F—ERKE 2. KEM URL BRIt S 0B MR SHEIB 10 , 000 A& EHIRSE , EMmE
B,
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£ AP| Gateway BUNBBTHBBMERE , BEEE URL SHTRARER POST
EFRRAXTBESY, EMESEBRRARSHTHER URL BE  ETEREHTRM
URL B SRR HHERD .

HRAIEEAFER , APl Gateway B EHHEEFIBE R AREWEA HTTP K.

X-Amzn-Trace-Id: Root=1-5759e988-bd862e3felbe46a994272793

X-Ray iB#t ID #&3

X-Ray trace_idHLLEFHE DRV =@ FZHER. HI0 : 1-58406520-
a006649127e371903a2de979, HEAAE :

- WRAMmEE , BN 1,
- £/ 8 A+ NEMEER Unix epoch BRI RIAFERIER,

Flan |, KREFEEBERE 2016 F12 A1 BEF 10: 00, LA¥14806152005E {725 LA+ /<t B
F584065205%E 11,

- EHAEEKE— 96 VITEBIRF , K 24 B+ AEMEFRT,

BEEAEHER  NREBRERECHEFRECHKERNRE , RERNEREKER, HW, &
B Web FERRERTLUER HTTP A F s APl Gateway APl, E#E /A X-Ray SDK #3f HTTP
AFRHE , CEREREENEETSHERENELFE R, APl Gateway EEBUEHIEE , WA
BRHEEREVEE,

MREER APl Gateway B API E4 Java SDK , BAILUEBFER A PR RESRMEEREERE
KRR SDK AW , HEEFERE AWS SDK AF RN A RNIEE. MERA , BFSE EHEA
1 Java B X-Ray AWS F&E4EH SDK FF,

Amazon EC2 1 AWS App Mesh

AWS X-Ray B2 ESAWS App Mesh , ABEHIRIEH Envoy KE, App Mesh 12t Envoy BIARZS |
BT LARRE M AR AN HS B M E RHEIX ZEEMEER T Pod WASRDHITH X-Ray i#HB1fER. X-Ray X&
FFA T %] App Mesh ARG HETEHE

» Amazon Elastic Container Service (Amazon ECS)
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* Amazon Elastic Kubernetes Service (Amazon EKS)

* Amazon Elastic Compute Cloud (Amazon EC2)

FRLUTIER , 7THINMIER App Mesh REXA X-Ray B,

Service map

default-ateway

Clients

appmesh/colorgateway-vn
AWS: AppMash:Proxy

Clients avg. 2ms
B8 t'min

appmesh/colorteller-white-vn
AWEAppheash:: Proxy

BERE Envoy REHKEREIAE X-Ray , FEHBRHTERPR

TZEENABLE_ENVOY_XRAY_TRACINGIRIZEE &,
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® Note

Envoy B App Mesh MR78 B BI T SR IBEEN UGS AIEAER ., kit , ©E£A Envoy
1.16.3 IR EHIRA M E EERESB 5% , = Envoy 1.16.3 IR Z BTHY 50% EUR =,

Example Amazon ECS # Envoy RS E &

{
"name": "envoy",
"image": "public.ecr.aws/appmesh/aws-appmesh-envoy:envoy-version",
"essential": true,
"environment": [
{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/myMesh/virtualNode/myNode"
.
{
"name": "ENABLE_ENVOY_XRAY_TRACING",
"value": "1"
}
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | cut -d' ' -f3 | grep -q live"
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3
}
(® Note
EEE—F THIAN Envoy EiFitthit , S E AWS App Mesh  EAEIERE) FH Envoy
R,
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AWS X-Ray B8 ZEAWS CloudTrail , ltIREIREFERAE. AEH PAEIRBENRH AWS AR

#%. CloudTrail €#% X-Ray PTG AP| FILEENAS 4, HEMHILIIER X-Ray TEREFEY
LA ¥ X-Ray APl REMEXNIBEMLW, ZEAI LA CloudTrail FRUNEERERR , ¥IBTE X-Ray R HIVFE
K, REFBRN IP b, REFBROEE , ARHAMFHER.
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A TR ET A2, WMEFMENR , 5528 "AWS CloudTrail EA &R FHEA CloudTrail
EHELEE, MREHELRLETIEEL CloudTral A,

WFE AWS 1R B % 90 RAFHER SN EHN |, FEIUMRERH CloudTrail Lake EHERIFRIE

CloudTrail i& it
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EERER , RAEREE AWS EiF tREPE ER. MREEVE—-EFEH SRR EH
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BALLEBEVEH K RERKSEEEEHMN —EEARLR CloudTrail FEZEEH Amazon S3 &
FETRE , EERMEESE Amazon S3 BFEM. WFE CloudTrail EEMFHEENR , F2E AWS
CloudTrail Ef&, %% Amazon S3 EEMMEEE , 52/ Amazon S3 EE,

CloudTrail Lake E4EREFEHE

CloudTrail Lake B&EEM B EHE1T SQL B EFH, CloudTrail Lake #6251 JSON EXHWIRE
EHE#S Apache ORC X, ORC R—EEMAREFRN , srREMEIERET T H&E1L.
REERE4RAISE4ERNENED , SHENEHERSHNTTEES  HKBAZERE
RERSHENGEENNGYE. ERAREHERNERENZENEEGFMLEEHREFEZI ATHE
&, WMFE CloudTrail Lake HEEMIER , FFSBAWS CloudTrail  fEA&EER) FREEH AWS
CloudTrail Lake,

CloudTrail Lake EHEREHENEHSELER, BYSESHERERER |, S LLREEZERANE
HEREFEHRENEERE, LEERESREHERNBEFEHNRAE , UREHAEREFEHRENTERR
MERRAREH. WFE CloudTrail EEMWFFME , 28 AWS CloudTrail E{E,
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https://aws.amazon.com/cloudtrail/pricing/
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https://orc.apache.org/
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/

AWS X-Ray FHRABER
+ CloudTrail F#9 X-Ray BRI EH
+ X-Ray EH &5l

CloudTrail FfY X-Ray BEEEH

AWS X-Ray B2 & | AWS CloudTrail AGE#&FEAE. AEZ X-Ray AWS BRI F 8 PREY AP
BiE, BELAER CloudTrail BNEFES42 X-Ray API 553R |, 4% B 5612 BFE Amazon S3. Amazon
CloudWatch Logs # Amazon CloudWatch Events 1, X-Ray X#E# T 5| E{E5c$% A CloudTrail HE
BERPWEH

XM AP| Bk

» PutEncryptionConfig

» GetEncryptionConfig

» CreateGroup
» UpdateGroup
+ DeleteGroup
* GetGroup

+ GetGroups

+ Getlnsight
» GetlnsightEvents

* GetlnsightimpactGraph

» GetlnsightSummaries

* GetSamplingStatisticSummaries

CloudTrail 1 #J X-Ray EXIEH

EREHREEREERLFTIEERTHITNERRENENA (Hln , PutTraceSegmentsE i
[E B S LB ZE X-Ray).

ELEBAEHNTHRAE. ERNEHBERAREENNED, BIFFER , CloudTrail TEIEHKERE
#fo CloudTrail B4 E LT SLHREREH

EREHEFENANER. WFE CloudTrail EEMEEMES , 5528 AWS CloudTrail &,
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https://docs.aws.amazon.com/xray/latest/api/API_PutEncryptionConfig.html
https://docs.aws.amazon.com/xray/latest/api/API_GetEncryptionConfig.html
https://docs.aws.amazon.com/xray/latest/api/API_CreateGroup.html
https://docs.aws.amazon.com/xray/latest/api/API_UpdateGroup.html
https://docs.aws.amazon.com/xray/latest/api/API_DeleteGroup.html
https://docs.aws.amazon.com/xray/latest/api/API_GetGroup.html
https://docs.aws.amazon.com/xray/latest/api/API_GetGroups.html
https://docs.aws.amazon.com/xray/latest/api/API_GetInsight.html
https://docs.aws.amazon.com/xray/latest/api/API_GetInsightEvents.html
https://docs.aws.amazon.com/xray/latest/api/API_GetInsightImpactGraph.html
https://docs.aws.amazon.com/xray/latest/api/API_GetInsightSummaries.html
https://docs.aws.amazon.com/xray/latest/api/API_GetSamplingStatisticSummaries.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://docs.aws.amazon.com/xray/latest/api/API_PutTraceSegments.html
https://aws.amazon.com/cloudtrail/pricing/
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BRI AR CloudTrail 18 & 2% CloudTrail API #4E AWS CLIZREC 8% X-Ray ERERENERE
., MEFENAEEERSHNFEENR , 528 (AWS CloudTrail EAEERE) FHEA AWS
Management Consoleit 8 & BIEHMEH AWS Command Line Interfaceit 8 E B E#.

TRIIEEALUEHEREHN X-Ray EREE, EREHER (XRE) ERMTEE TR CloudTrail
FHRALNEREHEAEERRENE, resources.type BN ERE , BEEMEH AWS CLI =
CloudTrail APIs 3% E B B4R IS EXresources. typeff, 582 CloudTrail &R API &
FHTEHHERBEERBREH&E CloudTrail By API FEAL,

ERE4EE (88 resources.type & £28% % CloudTrail V& ¥ API
X-Ray & Bt AWS: :XRay::Trace » PutTraceSegments

» GetTraceSummaries

» GetTraceGraph

» GetServiceGraph

» BatchGetTraces

* GetTimeSeriesServi

ceStatistics

» PutTelemetryRecords

» GetSamplingTargets

BT LARR E P B R ENES 2R EFiZ eventNameM] readOnly #fy , MERBBEEENEH., T

B, BELEBHBresources . ARNIILEIES KENEH , A X-Ray BMEE ARNs, WFEE
LAV EEME RN , FE 2 BAWS CloudTrail APl 2Z /ffJAdvancedFieldSelector, LA T 2 M{A#1 1T
put-event-selectors AWS CLI @55 LASE 8% CloudTrail BEMERIBHMNEH, BSERE DHT o
T, EEEIERNES ; B, BEEEEInvalidHomeRegionExceptionBlZ ik M.

aws cloudtrail put-event-selectors --trail-name myTrail --advanced-event-selectors \
{
"AdvancedEventSelectors": [
{
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals": ["AWS::XRay::Trace"] },
{ "Field": "eventName", "Equals":
["PutTraceSegments", "GetSamplingTargets"] }
1,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
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https://docs.aws.amazon.com/xray/latest/api/API_PutTraceSegments.html
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https://docs.aws.amazon.com/xray/latest/api/API_BatchGetTraces.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTimeSeriesServiceStatistics.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTimeSeriesServiceStatistics.html
https://docs.aws.amazon.com/xray/latest/api/API_PutTelemetryRecords.html
https://docs.aws.amazon.com/xray/latest/api/API_GetSamplingTargets.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/cloudtrail/put-event-selectors.html
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"Name": "Log X-Ray PutTraceSegments and GetSamplingTargets data events"
} 1

X-Ray EH£i 45
EHEHEHS , GetEncryptionConfig

LR 2 CloudTrail 1 #9 X-Ray GetEncryptionConfig B 5518 B &4,

Example

"eventVersion"=>"1.05",
"userIdentity"=>{
"type"=>"AssumedRole",
"principalId"=>"AROAJVHBZWD3DN6CI2MHM:MyName",
"arn"=>"arn:aws:sts::123456789012:assumed-role/MyRole/MyName",
"accountId"=>"123456789012",
"accessKeyId"=>"AKIAIOSFODNN7EXAMPLE",
"sessionContext"=>{
"attributes"=>{
"mfaAuthenticated"=>"false",
"creationDate"=>"2023-7-01T00:24:36Z"
I
"sessionIssuer"=>{
"type"=>"Role",
"principalId"=>"AROAJVHBZWD3DN6CI2MHM",
"arn"=>"arn:aws:iam::123456789012:role/MyRole",
"accountId"=>"123456789012",
"userName'"=>"MyRole"

},

"eventTime"=>"2023-7-01T00:24:367",
"eventSource'"=>"xray.amazonaws.com",
"eventName"=>"GetEncryptionConfig",

"awsRegion"=>"us-east-2",

"sourceIPAddress'"=>"33.255.33.255",
"userAgent"=>"aws-sdk-ruby2/2.11.19 ruby/2.3.1 x86_64-1linux",
"requestParameters'"=>nil,

"responseElements"=>nil,
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"requestID"=>"3fda699a-32e7-4c20-37af-edc2be5achdb",
"eventID"=>"039c3d45-6baa-11e3-2f3e-e5a036343c9f",
"eventType"=>"AwsApiCall",
"recipientAccountId"=>"123456789012"

BEREHEH , PutTraceSegments
LLR 2 CloudTrail 89 X-Ray PutTraceSegments& £ =4 H 5518 B &4,

Example

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAWYXPW54Y4NEXAMPLE:i-0dzz2acl111c83zz0z",
"arn": "arn:aws:sts::012345678910:assumed-role/my-service-role/
i-0dzz2ac111c83zz0z",
"accountId": "@12345678910",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAWYXPW54Y4NEXAMPLE",
"arn": "arn:aws:iam::012345678910:r0le/service-role/my-service-role",
"accountId": "012345678910",
"userName": "my-service-role"
},
"attributes": {
"creationDate": "2024-01-22T17:34:117",

"mfaAuthenticated": "false"

},
"ec2RoleDelivery": "2.0"
}

.
"eventTime": "2024-01-22T18:22:057",
"eventSource": "xray.amazonaws.com",
"eventName": "PutTraceSegments",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.0",
"userAgent": "aws-sdk-ruby3/3.190.0 md/internal ua/2.0 api/xray#1.0.0 os/linux md/
x86_64 lang/ruby#2.7.8 md/2.7.8 cfg/retry-mode#legacy",
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"requestParameters": {
"traceSegmentDocuments": [
"trace_id:1-00zzz24z-EXAMPLE4T4e41754c77d0000",
"trace_id:1-00zzz24z-EXAMPLE4T4e41754c77d0000",
"trace_id:1-00zzz24z-EXAMPLE4f4e41754c77d0001",
"trace_id:1-00zzz24z-EXAMPLE4T4e41754c77d0002"
]
.
"responseElements": {

"unprocessedTraceSegments": []
},
"requestID": "5zzzzz64-acbd-46ff-z544-451a3ebcb2f8",
"eventID": "4zz51z7z-77f9-44zz-9bd7-6c8327740f2e",
"readOnly": false,
"resources": [

{

"type": "AWS::XRay::Trace"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "012345678910",
"eventCategory": "Data",
"tlsDetails": {

"tlsVersion": "TLSv1.2",

"cipherSuite": "ZZZZZ-RSA-AAA128-GCM-SHA256",

"clientProvidedHostHeader": "example.us-west-2.xray.cloudwatch.aws.dev"

}
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55,

FE

o TEIBMERRET P ARAR SR EA RS INAY Canary

o FAEREMAEMEEMAEAME | FHHRIRSEES
o FIET BB TORBREPSEEXRNWRAER
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AWS X-Ray BRABER
- BBIEEMERN B

s BB FRENIELERERERBHR

o SREFTAE API #l URL By E Canary JREEE

o FABBAEER Synthetics BIE

36 HERR Y T AR AR SE RRER 5 B ANAY Canary

EEEF X-Ray BHMS PV HRLE Canary FIEEER. M. RAEBNEIEREEE B LUER
Client::Synthetic&&& 4 & BB R Synthetics Canary A FixHi %, H— THHSBEREMERES
WEIEEE M, H—TMESSHCENEE  SERCEERERZERNFRAER. SHlEER
HERRSY R R RAHEE TR ARISH TIRUR. HEBTETE.

ERIZR—T Synthetics BiZt A , AIBEMR LB —EHIRE Synthetics PR , FFEEHEQE
Synthetics £ A& , BRI UEEPRE Canary FHEA.

Canary x @ ©& Q | @ ‘Maplegena @  Service details

Name: Canary
Type: client::Synthetics

View in Synthetics [

Response distribution

Click and drag to select an area to zoom in on or use as a latency filter when

viewing traces.
100%
B0% ‘
60%
Canary |
[ Synthetic: .
b 20% ‘
avp. 1s |
0% — T T T T 1
03 t/min o 200ms 400ms 600mMs BOOMS 1.08
Duration

www Response status
. Choose response statuses to add to the filter when viewing traces.
> I Fault: 0% Ld Error: 25%
I Throttle: 0% I OK: 75%

Analyze traces [~ View traces >

services lcons (I

m Health = Traffic

v No node resizing Close

CloudWatch Synthetics 258



AWS X-Ray

£ A ERERAEMFF R EARS , FEREASERR

FMBABER

HEYEMERBERRSEEREHIEHR |, FEERR FETUER , ARERFAERARS . &
BB MEEF I E AR A SR RE —FKMend-to-endBg &, EMAIIER A 7 HFIURNIRE , WREL L
T b AR

Q, 1-5dce3953-836019c7d843bi8e4454eb9

Traces » Details

Timeline Raw data
Method Response Duration Age 1D
GET 500 1.8 sec 5.4 day (2019-11-13 17:11:47 UTC) 1-5dcc3953-535d19c7d843bfBed4574eb9
* Trace Map

BT LA Tk AR P R R AV AR A R A

W E| Synthetics Canary F# &R CloudWatch BR#& , FFEA X-Ray PEHERNMRETER |, 7 X-
Ray Analytics E#ZE AP ¥IEEBEN TEERARE, £ Analytics EEA S , BIEBERARRERRS
FRGHENERKRE, X-Ray SYIENEH H HEXREHRE T ERCERE, BB LERES VK
& , L ERERARRERLE R,

THIgEHIEER , £ APl Gateway L#1T2 APl "XXX" B Synthetics I A Amazon DynamoDB &
BROEEERE B AR R XK,
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Canary

x @ @ Q l @, Maplegend @ Service detalls ©
Name: Canary
Type: client::Synthetics
View in Synthetics (£
Response distribution
Click and drag to select an area to zoom in on or use as a latency filter when
viewing traces.
100%
8%
Select the node o
4%
avg. 900ms
20%
2 t/min
0%+ T T T T T 1
Fault 67% 0 200ms 400ms  BOOMS  BODmS 108 128
3 ehiin Duration
WWW
AWS::FlasticBeanstalk::Environment Response status
‘Choose response statuses to add to the filter when viewing traces.
) Fault: 67% Error: 0%
I Throttle: 0% I OK: 33%
Ganary
client::Synthetics
Analyze traces View traces >
Services Icons ()
Health Traffic
No node resizing Close
Service map o
Traces FAULTROOT CAUSE COUNT %
| Analytics www (AWS: ElasticBeanstalic:Environment) — eror = api (AWS: ElasticBeanstalk. Environment) — eror = products (AWS: ElasticBeanstalkc Environment) — eror = progducts (AWS:DynamoDB: Table) 4 100.00%
B configuratior
Sampling
Encryplion FAULT ROOT CAUSE MESSAGE COUNT %
ProvisionedT! The level of for the table was exceeded. Consider increasing your provisioning level with the UpdateTable AP1. status code: 4 4 100.00%

Root cause analysis indicating throughput capacity exceeded for DynamoDB table
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AWS:CANARY_ARN COUNT
Fault Root Cause
arm:aws:synthetics:us-east-1:779168132807 canary:www-test 118
Annotation_acl_cached

Annotation_authenticated

Annotation_cold_start

Annotation_credentials_cached

Annotation_queries

i Bl M RE R SE M B 2

A LAE AR B Synthetics Canary BEERE , £ —BREBEAEANEHRFHEARS , RBEHER
RERERFREIME S,

Default ¥ | O edge(id(name: “www", type: “client Synthetics™), id(name: "www", type: "AWS: ElasticBeanstalk. Environment’)) © | 201911113 11:00-20191111317:00 ~ | &
I All traces in the group @ 433K traces in the group. Show in charts @ Complete 100% scanned (found 205 traces)

Retrieved traces @ Filtered trace setA @

205 traces (0. 05% of traces in the group ) Ta add a fiiter, click and drag one of the charts below or click one of the table fows:

Response time distribution @
Click and drag 1o filter the traces by response time.

‘ /\\ . <J:I p50, p80, p95 perce

Time series activity @
Click and drag to filter the traces by time.

derstand occurrence of traces
00 Pt 020020 P 020000 P 040020 P

BB ERRNEERFERRYRER

BREHRESENRE , SR BEE Canary FTRHRMEENEMMEEB . £/A X-Ray Analytics
EEKEEEENRERATRNERSE  TORREIAHFEIREEE,
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Default * | Q service(id(name: "www", lype: "AWS: ElasticBeanstalic Environment™)) © Lastznours v | &
I All traces in the group € B65.9K traces in the group. Show in charts @ Complete 100% scanned (found 10.7K traces)
Retrieved traces ® Filtered trace set A © Filtered trace set B @
10.7K traces (16.26% of traces in the group.) 10480 traces (37.83% of retrieved traces.) 233 traces (2.17% of retrieved traces.)
Fillers: Annotation aws canary_am Filters. Annotation aws-canary_am ©

Click and drag fo fifter the traces by response time

Response time distribution @ {} ﬁs

Time series activity &
Click and arag to filer the traces by time.

o o
USER COUNT % a HTTP STATUS CODE COUNT % a
Emma 7% 3262% -0.15% . 200 213 91.42%
Olivia 40 17.17% -3.15% 500 13 5.58%
William 34 14 59% +141% 401 7 3.00%
Sopnia 3 9 g7 51310

SRIEFTE API #l URL B4 E Canary BEE

FIA X-Ray Analytics LL8 Canary FIEAEWRKRE, THH Ul , ECBZHRRTR Canary , B8
BERREAE, BEALIEE =M URL FEMERE Canary A&
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Response time distribution @

Click and drag to filter the traces by response time.
# of traces

Time series activity @
Click and drag to filter the traces by time.

- Faie o

070000 AM 0705:00 AW 70200 AM

o @
USER COUNT % A HTTP STATUS CODE COUNT Ya A
William 134 30.66% oo 500 428 97.94% -2.06%
Emma 17 26.77% oo 502 9 2.06% o
Olivia Il 16.25% =
Ava a0 6.86% e
Sophia 28 6.41% oo
Liam 20 4.58% e
test 14 3.20% -86.80%
[T — a4 o A

o

URL COUNT % A
http://storefront.us-east- 1.elasticbeanstalk.com’ 422 96.57% -3.43%
http://store-api.us-east-1.elasticbeanstalk com/orders/status =] 2.06% oo
hittp:/fstore-api.us-east-1.elasticbeanstalk. com/products/ B 1.37% wa <:

fEFA B E R Synthetics RIFE

B A A ERRGRIEXNREL X-Ray B , AEETABRENITERESE , flNE LT EAR
X "www. B9 Synthetics jI5E AWS Elastic Beanstalk, FFAEMIAEF service()# edge() K
ERiE R A A2 45

Example B¥#EEF R4 RIERN

"edge(id(name: "www", type: "client::Synthetics"), id(name: "www", type:
"AWS::ElasticBeanstalk::Environment"))"
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avg. 1s
» 0.3 t/min
1?.;.:'* %
- Wiw
avg. s AWS:ElasticBeanstalk::Environment
0.1 t/min
Canary

client::Synthetics

£ 1Bt X-Ray IN#ZEHREEE AWS Config

AWS X-Ray 2 B4 AWS Config , LA &¥ X-Ray B E R MMNEEEE, EaUER AWS
Config JE& X-Ray INZER, ¥ X-Ray HHERFFH , YWRIBEREFEXEH,

AWS Config XE# T % X-Ray B EREECHEBEH
- AREE T -SFEQIEMELSS  NEREERMN X-Ray MHBEE.

FAUTER, THNAE X-Ray #l 2EEIZEARER AWS Config.
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E Lambda BB 52

17,

70N

WHBFBER BET AWS Lambda EREMY ARN , FBEEAE BET AWS Config FREI, ZRBELIER , £

F Node.js REMN EAKE , LA XrayEncryptionConfig BRHRES SRR RS ENEED
# AWS Config o

£ AWS::XrayEncryptionConfig 2 #§% , 2237 Lambda EKE

1
2.

BRK Lambda £ &, #I#ZF Create function (B EKE),

212 Blueprints (EE[E) , AR EIREEFRENEM config-rule-change-triggered EEl, Z—TEEBR
B ER | SIE#E Configure (FRE) LAREIE.

EETYHMULREER -

« &H¥ Name (B%8) , BABRE,

« 7£ Role (A f2) & | i##Z Create new role from template(s) (REIAB I HAE),

« 7£ Role name (RE&W) ¥ , BABRE,

. &H¥ Policy templates (BUEREEAR) , i##BAWS Config Rules permissions (&CC; # AIFF ),
BIBE T EKESAE AWS Lambda AP R MEREHNEE.

REBENRBIERE |, i AWS: :EC2: :Instance BUX A AWS: : XrayEncryptionConfig, &
A AE IR, URREREEE,

RN

if (configurationItem.resourceType !== 'AWS::EC2::Instance') {
return 'NOT_APPLICABLE';
} else if (ruleParameters.desiredInstanceType ===
configurationItem.configuration.instanceType) {
return 'COMPLIANT';

}
return 'NON_COMPLIANT';

EHWREXR

if (configurationItem.resourceType !== 'AWS::XRay::EncryptionConfig') {
return 'NOT_APPLICABLE';
} else if (ruleParameters.desiredInstanceType ===
configurationItem.configuration.instanceType) {
return 'COMPLIANT';
}
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6

return 'NON_COMPLIANT';

BUTABRHEE IAM FHFTAEG , IFE X-Ray, ELFFA AHEEFIEN X-Ray EiR,
EARHEEERNFEUE  AIEFTEERREEIBAY Lambda BSE AWS Config B , 83 &
HEEBAR.

{
"Sid": "Stmt1529350291539",

"Action": [
"xray:GetEncryptionConfig"

1,
"Effect": "Allow",

"Resource": "*"

B X 5489 BF] AWS Config # 8l

B Lambda BB |, B0 TEREM ARN |, R#%EA11E AWS Config T2 AEM BETHE A,

#37 X-Ray B9 AWS Config # 8l

1
2
3
4

BARK AWS Config T AR ET,

iB1E Add rule (BT8R Al | ARIEREFE Add custom rule (8 BFTHR A

FEAWS Lambda BERE ARN & | i AEEEFE R Lambda B BHEEIBAY ARN,
BEERENBRER

- HERTE - ERNESRRASEENTAERETMHEEPEER , AWS Config lBETME, FHEEE
AWS Config i HAE1E B 8@ F @ AR HIT,

- EH - KEBIZEMIEE AWS Config BI1THR AN (Hlan, 824 NEE) .

S ERER | 7£ X-Ray EEREncryptionConfigHi### ,

i#Z Save (fE1F).

AWS Config T2 A M AIRABFTERANER. RRFEL D ERN RBRTRFTE,

RELBIFEHRE , AWS Config ATARBAREHNE A REZRZE LT K. AWS Config it
BEREE, HRS4HEMPNESEEE , SUE/EHBE AWS Config EEERIER , LETNE SR
) JSON RREHRMWEE, B EncryptionConfig tHEABEHI MEMLEE R Configuration. type M
Configuration.keyID,
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gEHRER

BUR = AWS Config BRI S | BRE4SE B MR R E,

XRay EncryptionConfig 366702083853 o

on June 18, 2018 1:40:38 PM Pacific Daylight Time (UTC-07:00)
08 th
Juna 2018
1:30:18 PM
Changes

AT R AWS Config EEEENES|, BFER/EBANURAEMLERE, & FIRRTER X-Ray &
RECEERTERNMETIR,
~ Changes )

Configuration Changes )

th [ N )
08 Juna 2018 - .

1:38:40 PM

‘ ‘ H 080 2re

1:19:19 AM

Field From To

est-2: 366722083853 - key /e@531084-06ad-4d7F-Deab-53ddE03a045 "

Amazon SNS &4l

EFEWRFEREBENBEL , 5518 AWS Config 5% E A2 # Amazon SNS BHl, MEFMER ,
BRiEIBE FE B4 AWS Config EREE

T
$

Amazon Elastic Compute Cloud #1 AWS X-Ray

B LAE A& ERHER BT Amazon EC2 #1T{E R L ZE M#1T X-Ray HBIEN. WERA , &
2/ £ Amazon EC2 E#1T X-Ray #BIRE=R,

ERASTERBHERER THBERX LEERERNFFATE X-Ray, MFFHHEER , F2RETHYE
G EREIEE X-Ray HIFF .

AWS Elastic Beanstalk M1 B AWS X-Ray

AWS Elastic Beanstalk £ & @35 X-Ray #B1fER . &AL Elastic Beanstalk XA EAELEER
BRE BE , UETHEES,
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1£ Java SE &M , o] LAE A Buildfile 1ERZE HTE LA Maven =% Gradle REEEARE.
BAR Java B9 X-Ray BIEEH BRAM Java B9 AWS SDK A Maven B18 , Rt IR R eI EE HE
REXNBILEZEHTEE , LUBRHEM - ERrEHEMRME,

& T LAfE A Elastic Beanstalk lREB M 2 ERE X-Ray SDK, Elastic Beanstalk F2RASRE B M FEER
LEABRIANAZEEFLAME. BEEZNTEAEA X-Ray HBEEANRREEHIRKBML,

* Node.js ¥& - FRAREEH

- JavaSE ¥ & - FARREY

- Tomcat ¥ & - FRRKEBM

MEFMEF , 552E ( AWS Elastic Beanstalk Bz A B3E8) PHIRE AWS X-Ray {EiE,

Elastic Load Balancing #l AWS X-Ray

Elastic Load Balancing EAERX &SRS EN ID HEBEE AL WEEREPHNEA HTTP FBRX-

Amzn-Trace-Id.

X-Amzn-Trace-Id: Root=1-5759e988-bd862e3felbe46a994272793

X-Ray &t ID &3

X-Ray trace_idHUEFH DRI =B FHEK. Hla0 : 1-58406520-
a006649127e371903a2de979, EFEE :
o MRAHmER , BN 1,
« £/ 8 B+ SEMEFH Unix epoch B RIAERAVER,
f5l7n , 10 : 00AM 2016 € 12 B 1 B PST LA epoch 58406520 AE21480615200% = /<
NE =,

- EHHEEKE— 96 VITEBIRF , KA 24 TAEMBFRT.

EHTEHBETSKEREELE X-Ray , B SERKHE LB TR,

WEFFMER , 5828 Elastic Load Balancing B2 A Bi5RA K A EH Application Load Balancer 5&
KRB,
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Amazon EventBridge 1 AWS X-Ray

AWS X-Ray B2 Amazon EventBridge & , JUBHEEB EventBridge EEMN E#. MRFEA X-Ray

SDK # IR R # A& S 4HE1% E EventBridge , EMA R EEBIEMEEPN THS4EF. X-Ray
SDK € B EEEHHER , WHEASEARENRR, LEEHTEEREER. SMANEER
BTHERYE , YREETENRERER,

MEFHMEF , 52 BEventBridge £AEERM) FH EventBridge X-Ray #& ., EventBridge
£ X-Ray fr#% b B E &2 4R 3RREH B 2
X-Ray Bt 5T SRR EE RN B FREH EventBridge SHEIR , M THE IR :

sfn-target
AWS::StepFunctions::StateMachine
vent-source-lambda
e-lambda
S::Lambda::Fun
et
r

HEHANBTERESHER

X-Ray SDK A% EventBridge B4 RFEMFERABREEE T HEHEZR. TR EESEHHIREBRN
AEEERM Lambda EEMIY EventBridge :

Java
¥Ti8 X-Ray By X E A -

« AWS X-Ray BAR Java HHRBEHK
« AWS X-Ray B AR Java B 52885 SDK

package example;

import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;

EventBridge 269


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-xray-integ.html
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import
import
import
import
import
import
import
import
import

import
import

import
import
import
import
import

/*

com.
com.
com.
com.
com.
com.
com.
com.
com.

org.
org.

java

java.
java.
java.

java.

amazonaws.services.lambda.runtime.events.SQSEvent;
amazonaws.xray.AWSXRay;
amazonaws.services.eventbridge.AmazonEventBridge;
amazonaws.services.eventbridge.AmazonEventBridgeClientBuilder;
amazonaws.services.eventbridge.model.PutEventsRequest;
amazonaws.services.eventbridge.model.PutEventsRequestEntry;
amazonaws.services.eventbridge.model.PutEventsResult;
amazonaws.services.eventbridge.model.PutEventsResultEntry;
amazonaws.xray.handlers.TracingHandler;

slf4j.Logger;
slf4j.LoggerFactory;

.lang.StringBuilder;
util.Map;
util.List;
util.Date;
util.Collections;

Add the necessary dependencies for XRay:
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-xray
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk

*/

public class Handler implements RequestHandler<SQSEvent, String>{

private static final Logger logger = LoggerFactory.getlLogger(Handler.class);

/*

build EventBridge client

*/

private static final AmazonEventBridge eventsClient =
AmazonEventBridgeClientBuilder

// instrument the EventBridge client with the XRay Tracing Handler.
// the AWSXRay globalRecorder will retrieve the tracing-context

standard()

// from the lambda function and inject it into the HTTP header.
// be sure to enable 'active tracing' on the lambda function.
.withRequestHandlers(new TracingHandler (AWSXRay.getGlobalRecorder()))

@Override
public String handleRequest(SQSEvent event, Context context)

{

build();

PutEventsRequestEntry putEventsRequestEntry® = new PutEventsRequestEntry();

HEMAREEREEHER
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Python

putEventsRequestEntry@.setTime(new Date());
putEventsRequestEntry@.setSource("my-lambda-function");
putEventsRequestEntry@.setDetailType("my-lambda-event");
putEventsRequestEntry®@.setDetail (" {\"lambda-source\":\"sqs\"}");
PutEventsRequest putEventsRequest = new PutEventsRequest();
putEventsRequest.setEntries(Collections.singletonList(putEventsRequestEntryQ));
// send the event(s) to EventBridge
PutEventsResult putEventsResult = eventsClient.putEvents(putEventsRequest);
try {

logger.info("Put Events Result: {3}", putEventsResult);
} catch(Exception e) {

e.getStackTrace();
}

return '"success";

# T FIFR AR M T8 E B requirements.txt #ER

aws -

xray-sdk==2.4.3

import boto3
from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

# apply the XRay handler to all clients.
patch_all()

client = boto3.client('events')

def

lambda_handler(event, context):
response = client.put_events(
Entries=[
{
'Source': 'foo',
'DetailType': 'foo',
'Detail': '{\"foo\": \"foo\"}'
},
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return response

Go

package main

import (
"context"
"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-xray-sdk-go/xray"
"github.com/aws/aws-sdk-go/service/eventbridge"
"fmt"

var client = eventbridge.New(session.New())

func main() {

//Wrap the eventbridge client in the AWS XRay tracer
xray.AWS(client.Client)
lambda.Start(handleRequest)

func handleRequest(ctx context.Context, event events.SQSEvent) (string, error) {
_, err := callEventBridge(ctx)

if err !'= nil {
return "ERROR", err

}

return "success", nil

func callEventBridge(ctx context.Context) (string, error) {

entries := make([]*eventbridge.PutEventsRequestEntry, 1)
detail := "{ \"foo\": \"foo\"}"

detailType := "foo"

source := "foo"

entries[@] = &eventbridge.PutEventsRequestEntry{
Detail: &detail,
DetailType: &detailType,
Source: &source,
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input := &eventbridge.PutEventsInput{
Entries: entries,

// Example sending a request using the PutEventsRequest method.
resp, err := client.PutEventsWithContext(ctx, input)

success := "yes"

if err == nil { // resp is now filled
success = "no"
fmt.Println(resp)

}

return success, err

Node.js

const AWSXRay = require('aws-xray-sdk')

//Wrap the aws-sdk client in the AWS XRay tracer
const AWS = AWSXRay.captureAwWS(require('aws-sdk'))
const eventBridge = new AWS.EventBridge()

exports.handler = async (event) => {
let myDetail = { "name": "Alice" }

const myEvent = {
Entries: [{
Detail: JSON.stringify({ myDetail }),
DetailType: 'myDetailType',
Source: 'myApplication',
Time: new Date

]
// Send to EventBridge
const result = await eventBridge.putEvents(myEvent).promise()

// Log the result
console.log('Result: ', JSON.stringify(result, null, 2))
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C#

1% T 5 X-Ray EH#TH EEH CH# KM

<PackageReference Include="AWSXRayRecorder.Core" Version="2.6.2" />

<PackageReference Include="AWSXRayRecorder.Handlers.AwsSdk" Version="2.7.2" />

using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using

System;
System.Collections.Generic;
System.Ling;
System.Threading.Tasks;
Amazon;

Amazon.Util;

Amazon.Lambda;
Amazon.Lambda.Model;
Amazon.Lambda.Core;
Amazon.EventBridge;
Amazon.EventBridge.Model;
Amazon.Lambda.SQSEvents;
Amazon.XRay.Recorder.Core;
Amazon.XRay.Recorder.Handlers.AwsSdk;
Newtonsoft.Json;
Newtonsoft.Json.Serialization;

[assembly:

LambdaSerializer(typeof(Amazon.Lambda.Serialization.Json.JsonSerializer))]

namespace blankCsharp

{

public class Function

{

private static AmazonEventBridgeClient eventClient;

static Function() {

initialize();

static async void initialize() {

//Wrap the AWS SDK clients in the AWS XRay tracer
AWSSDKHandler.RegisterXRayForAllServices();
eventClient = new AmazonEventBridgeClient();

HEMAREEREEHER

274



AWS X-Ray EEIN=E1=

public async Task<PutEventsResponse> FunctionHandler(SQSEvent invocationEvent,
ILambdaContext context)
{
PutEventsResponse response;
try
{
response = await callEventBridge();
}

catch (AmazonLambdaException ex)

{

throw ex;
return response;

public static async Task<PutEventsResponse> callEventBridge()
{
var request = new PutEventsRequest();
var entry = new PutEventsRequestEntry();
entry.DetailType = "foo";
entry.Source = "foo";
entry.Detail = "{\"instance_id\":\"A\"}";
List<PutEventsRequestEntry> entries = new List<PutEventsRequestEntry>();
entries.Add(entry);
request.Entries = entries;
var response = await eventClient.PutEventsAsync(request);
return response;

AWS Lambda 1 B AWS X-Ray

B LAE A AWS X-Ray RIEHE AWS Lambda B{¥{, Lambda %117 X-Ray #BEX , WEEHEE ,
HPGE2WANSTEHENFREA. NFE—DSBA , B X-Ray AREMGE HEHE , U5
HABBEYIFETENPEER,
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AWS X-Ray e YN
MREH Lambda EHELEH S — BRI REFEWL | Lambda EEM ERKEKRNGER , MAFTEMT
EMERE, LR AR Web EARNHEM Lambda BB, B ARKE AT AEEEIBR
¥ORIBY AWS SDK A FimU A e, ERKRBIN HTTP A FiwMol APl Gateway AP,

AWS X-Ray X &EFEH AWS Lambda Hl Amazon SQS EMEHEEHEAEN. A CloudWatch &
#BEFE Amazon SQS {753t H Tk Lambda RBBERENSERERNWERRE. RELBARLEE
EMWEMEEBELEERE T Lambda SHEEEEMIEHE , Bend-to-endB i, WMFEFMEA ,
ESHEMEAESNERRES

(® Note

MRIEERA T Lambda BRERVIEHE , LEX ARSI T FRBNE Lambda B AE
Bt , TR RRELIER,

RGN Lambda BNEUIRBFEHIT , REARBUMNBRBWA , B FRE Lambda SAER E EhiE Mt
HEVER RS %04 A

f£ AWS Lambda B8 L4 E X-Ray &

1. BB AWS Lambda =&,

2. REASEIZIMEH,
3. EENE.
4. HHEERSIERL ATEBEHGEZRETIE R, SFUUUENEASESK ENERMNRET

BREKKFFH,
#IE Edit (fRE8).
6. 7E AWS X-Ray T , BAA Active tracing (BB #t).

o

EEEYE X-Ray BREANHTEMB L | Lambda th &#1T X-Ray #HEIEER.
Lambda £#J X-Ray SDKs

- BAR Go Ky X-Ray BB EH - Go 1.7 MEHRAHITHE

- HEAR Java B X-Ray BIREH - Java 8 1T

- BEAM Node.js B X-Ray B EH — Node.js 4.3 FIEFMRAH #1T BEE

« EAM Python B9 X-Ray SDK — Python 2.7, Python 3.6 15 37 iR A< B9 #4117 5
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https://console.aws.amazon.com/lambda

AWS X-Ray EEIN=E1=

« EARM NET 9 X-Ray BIZEH — NET Core 2.0 M EFARAHY#A1T B~

HE Lambda LR X-Ray BREH  FESREUHMAFHELERBENRTHAE, EAILER
BRARBAEREM BB LT ERARRXNARSGE , K@ Lambda BB, TEERIR , BEEME
RBRERBBEARRAEANGER, FIEMBEREREIER,

38 Lambda BB Web BRI CEN S —EER R , RBIEXBEZLIEN Lambda BN EEE
X-Ray WEER, BB FERIFCHEIBNHEER  ELELIHEFTENPEERIIRER,

MEFHMEN , F28 ( AWS Lambda B AEHR) FHFEH AWS X-Ray,

Amazon SNS #l AWS X-Ray

BAILAE A AWS X-Ray ¥l Amazon Simple Notification Service (Amazon SNS) , 7£5&KiEi8 SNS
FRER| SNS ZEMNFTE RS FEHM I MFER. EA X-Ray EHFEE Amazon SNS RO A
REZRBREPWIEE  FINEREEEPRENER , UREASEEREEEIETRMENE
fBl. Amazon SNS XEZEER FIFO =& X-Ray B,

MR EBME A X-Ray BB IRIE M ZE Amazon SNS 82 |, Amazon SNS 25 BB R BMHE
BEEMAITRE, i, SRR EEER , & Amazon SNS ;TR EEREREEE X-Ray , SLEE
RERAIN SNS AFHEMNTALE, A Amazon SNS £ A #E A Amazon SNS API = CLI AR
Amazon SNS TEMEBEHR., WERE SNS AFRNFHMEH , F2ERAILNERRER,

% 7E Amazon SNS F&iE kit

Al LA Amazon SNS T3 A 3K AWS CLI = SDK & E Amazon SNS BB i,

B8 EA Amazon SNS 12 &K , Amazon SNS €A SNS BV WA X-Ray WAEFFA, 0

REZBRAN RSN X-Ray BERBUR , BIATLIERER . WFELHFANFEEEN , BF2E
{Amazon Simple Notification Service B A B1E5F) FH Amazon SNS FI 7 FMEFINERE , W&k

Amazon SNS FEUZRHIF & BRI, wFEFEA Amazon SNS R ABBEEEMMNFHEN , FSHE
{Amazon Simple Notification Service FZ A B1EM) FHE Amazon SNS EE A X EIEHE,

£ AWS CLI 5% SDK R EEEMIRF , BAXAGANERAERNBRFBHRENT. FH
PutResourcePolicy FREEBMEERBEBEMN X-Ray , LA FF Amazon SNS #1EBHEIXE X-
Ray,

Example Amazon SNS EEEHRY X-Ray EIRE BER 51

L EBHIBR X AHEE Amazon SNS #IEHEE RHEIAE X-Ray FTRHVETH :
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-x-ray.html
https://docs.aws.amazon.com/sns/latest/dg/sns-active-tracing.html
https://docs.aws.amazon.com/sns/latest/dg/sns-active-tracing.html
https://docs.aws.amazon.com/sns/latest/dg/sns-authentication-and-access-control.html
https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html
https://docs.aws.amazon.com/sns/latest/dg/sns-active-tracing.html
https://docs.aws.amazon.com/xray/latest/api/API_PutResourcePolicy.html

AWS X-Ray EEIN=E1=

Version: "2012-10-17",
Statement: [
{

Sid: "SNSAccess",

Effect: Allow,

Principal: {
Service: '"sns.amazonaws.com",

.

Action: [
"xray:PutTraceSegments",
"xray:GetSamplingRules",
"xray:GetSamplingTargets"

1,

Resource: "*",

Condition: {
StringEquals: {

"aws:SourceAccount": "account-id"
.
StringLike: {
"aws:SourceArn": "arn:partition:sns:region:account-id:topic-name"

/8 CLI BYEREBE |, 214t Amazon SNS $BHEREXE X-Ray HWEFT :

aws xray put-resource-policy --policy-name MyResourcePolicy --policy-document
'{ "Version": "2012-10-17", "Statement": [ { "Sid": "SNSAccess", "Effect": "Allow",
"Principal": { "Service": "sns.amazonaws.com" }, "Action": [ "xray:PutTraceSegments",
"xray:GetSamplingRules", "xray:GetSamplingTargets" ], "Resource": "*",
"Condition": { "StringEquals": { "aws:SourceAccount": "account-id" }, "StringlLike":
{ "aws:SourceArn": "arn:partition:sns:region:account-id:topic-name" } } } 1 }'

EEMAIELEF , B partition, account-id, regionF Eif{topic-nameBIEHEE
AWS HE|E, EiF, RS ID F Amazon SNS FEERE., BERFFAE Amazon SNS FEBHE
FHEIAE X-Ray WFFAT | B EEEBENRA *.
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£ X-Ray E£# A F#8 Amazon SNS & FETE & B M

A X-Ray TR ARG EK b EFEMEFME , LABER Amazon SNS 2 & FM 5T & #EFERR.
AERERR Amazon SNS FENEMEEF , X-Ray 1B Mt AR & F8 M FF 40 & FA ARSI € B8~ Amazon SNS &
f5#&. Amazon SNS EEM T T R & RERETR

Client O Publisher O myTopic
SNS Topic

O https://s...mySqsQueue
SQS Queue

BIEE B Amazon SNS ##MEMFTEEMNER <& , X-Ray ERFHEFA RSB NERFHAER L
P 40 2 B B S

Example Amazon SNS 2 ffi & 5T B3 & #Y s B 2R &5 451

WEIG BRI B B2 S Amazon SNS & | ZBMHEEDEAESEELZE Amazon SNS =8 | &=
REH Amazon SQS ;THERIE,

Segments Timeline info &
0.0ms 50ms 100ms 150ms 200ms 250ms 300ms 350ms
Name Segment status Response code Duration ! ! ! ! ! ! ! !
¥ Publisher
Publisher ®oK - 295ms
SNS ®@oK 200 263ms Publish: arn:aws:sns:us-east-1:....myTopic

¥ myTopic AWS::SNS:Topic

myTopic ®@ oK 200 37ms

SQS @ OK 200 36ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqgsQueue
¥ SQS AWS:SQS::Queue

SQS ® oK 200 36ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ©ok - 36ms

bR R Eh & IR B B Amazon SNS A E RN FMET

SNS EERARKRMAFHEST Publish AP FEILE AR FHER A,

myTopic BT EMFE R Amazon SNS EIFEIEE,

SQS FEEMKFE Amazon SNS #FAE M ZE Amazon SQS FHIFF BN EIREE,
myTopic [EEEE SQS FE R < BB KRALE Amazon SNS REFRENKRE.

1 X-Ray F#E A FHR Amazon SNS 24 E& METEI & B M8 279
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Example #t)XBRE Amazon SNS A 5 A B 5 & &5 451

MREE-EHRPHNZEEZE Amazon SNS AL , ERBEHER NI AREECEEAENER.

Segments Timeline info (o)
0.0ms 50ms 100ms 150ms 200ms 250ms 300ms 350ms 400ms
Name Segment status Response code Duration ! ! ‘ ! ! ‘ ! ‘ ‘
¥ Publisher
Publisher ®@oK - 356ms
SNS ®@ok 200 323ms PublishBatch

¥ myTopic AWS::SNS:Topic

myTopic ®@oK 200 63ms
Message-3 ®@oK - 58ms
SQS @ oK 200 62ms SendMessage: https://sqgs.us-east-1.amazonaws.com/.../mySqsQueue
Message-2 ®@oK - 57ms
SQs ®@oK 200 51ms SendMessage: https://sqgs.us-east-1.amazonaws.com/.../mySgsQueue
Message-1 @ok - 57ms
SQS @ OK 200 55ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue

¥ SQS AWS:SQS::Queue

SQS @ OK 200 55ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ®@oK - 55ms

SQS @ oK 200 51ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime @ok - 51ms

SQS @ OK 200 62ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ®@oK - 62ms

AWS Step Functions M H AWS X-Ray

AWS X-Ray B2 & AWS Step Functions , LUBHER 24T Step Functions HIFER, A SR B{LAR
RSN T, BAINERSE  URHESHERNFBRETHEDEH. NEFEFHER , F28 (AWS
Step Functions FAE& A E18/) HH AWS X-Ray # Step Functions,

FEZ M AV RR R X-Ray &t

1. BARK Step Functions £ & , #1LA https://console.aws.amazon.com/states/.
2. EEFEBRMAAEEHIE.

3. HEERNREMRFARL ZEREABRARHBRESUFABREAER, NREEZZHTHHIER |, A
B|EAEEVHERMA X-Ray Bi#ft, Rz , FEEMMREMBRREMA X-Ray B,

4, igj% Next (-F_i)o
5. GEEEFMEAEREL  BRELHAAREHKEE.
6. EERA X-Ray EH#t,
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https://docs.aws.amazon.com/step-functions/latest/dg/concepts-xray-tracing.html
https://console.aws.amazon.com/states/

AWS X-Ray EEIN=E1=

HEBEAREHRPRA X-Ray E#t

1. 1£ Step Functions A+ , EBEEERUAEHAVAREREE
2. EERES.

3. iggﬁﬂlﬁﬁ X-Ray j&mo

4

(R ) EBRFITRETRERVMAG  ALHNKEHREDELFACIEE X-Ray &
LI

Permissions

Execution role

© Create new role

Choose an existing role
Enter a role ARN

5. igj% Save (ﬁﬁ)o

® Note

BBV ARBMIRER | MREFERETEEILTE Amazon API Gateway = & L izRR#E +
BRER  RlgaEEH AWS Lambda, $RAREIBTIEEREWEMEBEARERS | HlE
iB AWS CloudFormation €i48 | SEREBLEBTEER T EMFF LA X-Ray BHH IAM K
R,

Amazon SQS #l AWS X-Ray

AWS X-Ray B2 Amazon Simple Queue Service (Amazon SQS) 4 , LUEHEEI® Amazon SQS 175!
BENAE. WRRHEFEA X-Ray SDK BHEFER , Amazon SQS A LAEIXEMIESE |, WHEEFH —
BWIEHE ID SRBREREFTHESRGEHESE, ENEBUTEEAETER., »MNEHEEETIHER
%o

AWS X-Ray X &E# A Amazon SQS M EMEHEBHEAERX AWS Lambda, A CloudWatch £
#BEFE Amazon SQS {753t H Tk Lambda RBRE 2 BEFERNVERRT. RELBFEARLEE
ENEMEBEBERLERE T Lambda SHEEHHIER , B end-to-endiii . WMFEFMER ,
ESEEMEAESNERRES
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o e N

O ProducerFunction O https://...MySQSQueue
SQS Queue

O ConsumerFunction
Lambda Context

Amazon SQS X #E T JIiE M= s

« AR HTTP 128 - E/&3%iB SDK MY Amazon SQS B , X-Ray AWS SDK & B Bi$ B M 258
EARHTTP Z8, FEREMEZEHEM X-Amzn-Trace-1d &% , ¥ EZE SendMessage B
SendMessageBatch BERHPITENMENLR. BEE—F THTER HTTP 558 , F2R ERIE
B,

« AWSTraceHeader Z#HEBM — AWSTraceHeader2 Amazon SQS BEEWFERFKEE M , AREM
D h % X-Ray BMtEEHEEA LS, BIERIERB X-Ray SDK BE# A , AWSTraceHeader th A] LAfF
B, flmEsFESEEER SDK B, BARFREEMEZERAE K AERXKBUHEEE HTTP B
mgyﬁo

£ Amazon EC2 L#1THs , Amazon SQS X E—XERE —RIFAE. EEARERIIBE =M EH1T
AR A A 2e IR ¥ BF AWS Fargate , #20 Amazon ECS 3 AWS App Mesh,

EMHEEE R Amazon SQS AR K/NNAEBHEETHER, BMA X-Ray BRT BB EN Amazon
SQS fiidi. HEE—F TH AWS B8 , 552/ Amazon SQS Quotas.

&% HTTP 1B Mt1ES

Amazon SQS I EHE T AT LLER SendMessageBatchs SendMessage FEIY B B 3% 1B MHE
PE, 8 AWS SDK A FimEE , WTLUEIR X-Ray SDK X ENFMEREEBBHER T, BEELRES
FEIIBHE AWS BR#E FMEIR ( Hla Amazon S3 EFETBE L Amazon SQS 1751 ) , % X-Ray £
EEWEK HE FRERA T ORI,

HE T RNAEALZREFNZESIER AWS SDK I |, 5526 ZEK SDKs AR T X :

- Go-fEHERAMN Go ¥ X-Ray AWS B EHBHE SDK FEAY
« Java- EAEAR Java B X-Ray AWS BREEHBH SDK FELY
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_MessageSystemAttributeValue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-limits.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html

AWS X-Ray FHRABER
« Node.js — & Hi# AR Node.js B X-Ray AWS FIZEHBEH SDK FEY

« Python - B AR Python B X-Ray AWS B E4BHE SDK FEAY

 Ruby - @AM Ruby By X-Ray AWS B E 4B M SDK FEAY

- NET-FEAEHARK AWS .NET #J X-Ray S E#E# SDK FLY

HEUEHIEENERERAA

MREFEABNR Lambda THOEEE , AIEABETERARERE. FERELRHEM Amazon SQS B
REETRAERE , CLXAFBRAERERTHNRE,

ERERARE=FEEEIR .

« FEAY ReceiveMessage APl , #& AWSTraceHeader BHRITFEZKAL,
. fEBMREEUE M,
- REERERER ID, EEMHEESEENEERER,

LTRERBEARN Java B X-Ray R EHRSWEHIE/E,
Example : fBUEMREMEREHRAR

// Receive the message from the queue, specifying the "AWSTraceHeader"
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
.withQueueUrl(QUEUE_URL)
.withAttributeNames("AWSTraceHeader");
List<Message> messages = sqs.receiveMessage(receiveMessageRequest).getMessages();

if (!messages.isEmpty()) {
Message message = messages.get(0);

// Retrieve the trace header from the AWSTraceHeader message system attribute
String traceHeaderStr = message.getAttributes().get("AWSTraceHeader");
if (traceHeaderStr != null) {

TraceHeader traceHeader = TraceHeader.fromString(traceHeaderStr);

// Recover the trace context from the trace header
Segment segment = AWSXRay.getCurrentSegment();
segment.setTraceld(traceHeader.getRootTraceId());
segment.setParentId(traceHeader.getParentId());

segment.setSampled(traceHeader.getSampled().equals(TraceHeader.SampleDecision.SAMPLED));
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html

AWS X-Ray EEIN=E1=

Amazon S3 ] AWS X-Ray

AWS X-Ray B2 Amazon S3 B4 |, LUEHE LiiFER , IEMEARERHN S3 REFETE. MRER
M fER X-Ray SDK EH#tZER , Amazon S3 AT LA B MEREIX G T IHEHETEE | il AWS
Lambda, Amazon SQS #1 Amazon SNS, X-Ray AJE{H Amazon S3 =4 B A B KA S IhaEE,

BT LAE R X-Ray I HEE #4248 Amazon S3 SEIERZ AT A E AR < BAYELR, Bt LUER
FTERARREER  SIMTHEEMKYER, NF X-Ray TRANFRER , 52K £4 X-Ray Fi2
VAN

Ho

Amazon S3 ZEFEL http ZBEMA, E&3EB SDK AU Amazon S3 B , X-Ray AWS SDK & H &
HIEMMETEIE A A HTTP #2588, FEREMMETER AHX-Amzn-Trace-1d, ZEEH#—F T HREHE
B, F2E BMSEE LENEEMN . Amazon S3 EBMAREEXETFIFTEE : Lambda, SQS M
SNS., A SQS M SNS AFFAEREERER , ALTMAEE S3 B 1R EIE B MRS
f, BIEEMEHE R EREREE T HRE,

EXE Amazon S3 EH4E4H

£/ Amazon S3 BHIZhAEE , ERFTETREBESHE , EERIBEH, AR  ELEANTLER
FEAREATNTIIE A

» Amazon Simple Notification Service (Amazon SNS)
* Amazon Simple Queue Service (Amazon SQS)
* AWS Lambda

MEXENEHFE , F2E (Amazon S3 FHEASERM) THXENSHE

Amazon SNS # Amazon SQS

EERMBAZE SNS =7 SQS 175 , BAELRT Amazon S3 T, BEERFELHFT ,
AWS Identity and Access Management (IAM) BURE#EE B i SNS R SQS 175, &EE]
THRFTER IAM BUR |, 2R TFRMFAEE SNS £/ SQS 1THHEF A,

A

—%

ﬁ*‘a’ﬂh

MFEES SNS M SQS B X-Ray WHHEIEFA , 52/ Amazon SNS Fl AWS X-Ray#l Amazon SQS
1 AWS X-Ray.
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https://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html#supported-notification-event-types
https://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html#grant-sns-sqs-permission-for-s3

AWS X-Ray EEIN=E1=

AWS Lambda

B Amazon S3 £# B A Lambda EEERE S3 EFFBNEHENE , TS EERE Lambda
BB A EFF , F Amazon S3 EERFEFIBIUARBMETT. MEFHMENR , 528 (Amazon
Simple Storage Service FEAEAEERE) PWNAMABIRE S3 RFITFENEHER 2,

¥

\

BB AT AR £2F Amazon S3 7] AWS Lambda , A Lambda B &, MEFMEF , F2H
{AWS Lambda FAZ A E1EFE) FHXHERE | 8 Amazon S3 £ AWS Lambda.

MFEE S Lambda B2 X-Ray WFFME , 52 BE AWS Lambda F#28l Java X%,

EXTE Amazon S3 EH4EH 285


https://docs.aws.amazon.com/AmazonS3/latest/user-guide/enable-event-notifications.html
https://docs.aws.amazon.com/lambda/latest/dg/with-s3-example.html
https://docs.aws.amazon.com/lambda/latest/dg/java-tracing.html

AWS X-Ray EEIN=E1=

BAZPERRER AWS X-Ray

BRACNEARXSIREEEANELFRNERES , UREAEXPHEMSEN , DIRESEFERHN
hREER. ZUUREBENRERR  EERESSETRNBAZRRE

- BEWRA - UEEARSERACHERES K EFEREEEE, MEABRAIRKEESH At
HHl,

- BEXNEREA - ETRVVEAERAERBEE  UFEULSEEESEBABEENALEER
), f5lEn AWS SDK, Apache HTTP B Fix=l SQL A Fim

- FERA - SRR B EEAEEREREANSELENEARERN,

B HE SDKs, REEXNIT EFTAREASHNERERET X-Ray E#.
F&E

- £/ AWS Distro for OpenTelemetry %Rl #E ) FEAE R

« f£f AWS X-Ray SDKs #8849 FE FAFE X

. &2 AWS Distro for OpenTelemetry 1 X-Ray SDKs

£ AWS Distro for OpenTelemetry ¥ AIER FEARE R

AWS Distro for OpenTelemetry (ADOT) REREixFREEEE ST (CNCF) OpenTelemetry EEH
AWS 7 fi, OpenTelemetry 12— BRI EE APls, BRXEMRERER , LKESHNERFE
=, WTEER L OpenTelemetry THHI 24 , ‘235 SDKs., BEISRIREBRERM A, &EWL.
REMZEHUESE AWS,

%R ADOT , TEM AU —AAEERAEN , YiHBEENEREXESME AWS ERRRAR
AWS X-Ray , @& Amazon CloudWatch 1 Amazon OpenSearch Service.

# X-Ray 82 ADOT #EFEHAEEMETH : BiA OpenTelemetry SDK LAEE X-Ray #EE A , LAKRE
F8 AWS Distro for OpenTelemetry Collector LAE2 X-Ray #EFH. MEHEE AWS AWS X-Ray MEH
ftb £ A Distro for OpenTelemetry BIFE#IE A AWS BRFE , 5828 AWS Distro for OpenTelemetry 3
#.

pu;nn =] i%*ﬂﬁﬁaﬂ’] n¥%ﬂi§ﬁﬂ

nl‘ﬂ

2R AWS GitHub ERYATER I,

£ AWS Distro for OpenTelemetry 18I #&K FEFATER 286


https://aws-otel.github.io/docs/introduction
https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability

AWS X-Ray EEIN=E1=

® Note

RIRE R LAMEA CloudWatch KEBRER# Amazon EC2 #17 {E 8E 1 A S EB B [ AR B I 1B,
B MER. CloudWatch f{ERZ 1.300025.0 iR K& EHARA AT LLHE OpenTelemetry % X-
Ray A Fif SDKs W&iEHE , WG HEXE X-Ray, £ CloudWatch REREX I AWS
Distro for OpenTelemetry (ADOT) Collector 2 X-Ray #BIFEXNINEEHKE , AT BB R EE
NWRBEABE. WEFMEN , F28 (CloudWatch £ &) M CloudWatch R
12 LFRE, CloudWatch

ADOT @¥ETHIER :

« AWS Distro for OpenTelemetry Go

« AWS Distro for OpenTelemetry Java

» AWS Distro for OpenTelemetry JavaScript

» AWS Distro for OpenTelemetry Python

» AWS Distro for OpenTelemetry .NET

ADOT Hai'®#& Java f Python Ky B BRI R &, b4k , ADOT " & ADOT Managed AWS
Lambda Layers , £/ Java. Node.js # Python #1178 B B4 8 Lambda ERER E T iEER,
https://aws-otel.github.io/docs/getting-started/lambda

EAR Java Ml Go SDKs & X-Ray EFRXEERE, MREFEEXEHMESH X-Ray BUEHR Al ,
sEEE#EA AWS X-Ray SDK.

® Note

BRI E A LA W3C IDs A E X-Ray. BIETEER , £ OpenTelemetry B HVIEHEEH LA
W3C BB HIEAERNER ID KX, EEMEMA X-Ray SDK HEE X-Ray AWS KR
FF#3IDs BT R, &EMR X-Ray #32 W3C #ERIDs , BAEEH AWS X-Ray Exporter
0.86.0 lREREHhRA , EhEE ADOT Collector 0.34.0 lRMEHARA, BEHITENERSER
FEM 1D KRB , EUREEER W3C IDs EIE,

f# A AWS Distro for OpenTelemetry Bl EARER 287


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://aws-otel.github.io/docs/getting-started/go-sdk
https://aws-otel.github.io/docs/getting-started/java-sdk
https://aws-otel.github.io/docs/getting-started/javascript-sdk
https://aws-otel.github.io/docs/getting-started/python-sdk
https://aws-otel.github.io/docs/getting-started/dotnet-sdk
https://aws-otel.github.io/docs/getting-started/java-sdk/auto-instr
https://aws-otel.github.io/docs/getting-started/python-sdk/auto-instr
https://aws-otel.github.io/docs/getting-started/lambda
https://www.w3.org/TR/trace-context/
https://aws-otel.github.io/docs/getting-started/x-ray
https://aws-otel.github.io/download

AWS X-Ray HEABEE
A AWS X-Ray SDKs #AlIEH ERREDR

AWS X-Ray @& — B ERHEN SDKsARBRAIZRHNERAER U EMEEZE X-Ray, 18 X-Ray B
BREAHFHRMTIIES

- WEREX , UREEENEXBLUEREARN HTTP 583K
- AFREEER RSN ERREN ARMEUEM B AWS SDK A Fis AWS AR
« HTTP AFi% , AR EMAZIF I HTTP Web ARFE#Y FE 1Y

X-Ray SDKsth Sz E#01% SQL EREN M, HE) AWS SDK AFmM R fME I, SDK TE€E
BB ERHEEZE X-Ray , 24 JSON BERXHEEZEEE UDP REMNHBREXERF. X-Ray i
BiEASEETIPNER , XX EEE X-Ray,

RETHFESHER SDKs :

- AWS X-Ray @AM Go K SDK

« AWS X-Ray AR Java HHRBEHK
« AWS X-Ray i@ AR Node.js B SDK
« AWS X-Ray i# AR Python By SDK
« AWS X-Ray @AM .NET K SDK

- AWS X-Ray i@ AR Ruby # SDK

X-Ray BHI'®E Java BV EHEBWAIZE.

##E AWS Distro for OpenTelemetry 1 X-Ray SDKs

X-Ray BEFi#ISDKs=Z =LA %E%Aﬁ’ﬂﬂﬁﬁ}kﬁﬁﬂﬁ B4 AWS, AWS Distro for OpenTelemetry
REEZNEEMRIRN—Hr , HF X-Ray ARFZEMBRE R —, BALFERE—FEE
X-Ray I=F'Eﬂfend-to-endiéﬂ#ﬂ? , 187 i%M THRER  LYESEEEANGT L,

MBLEETHEE , BEEMEH AWS Distro for OpenTelemetry ¥R FEHRE :

REABEMEEZEZETRNEKZR A MEFTEFRUELS
. i% OpenTelemetry LB #ENEBERE SN AEREXERR

£ZEMN Lambda [§ , IHRREEANERFAEN—1) , MEFEMEMA Java. Python = Node.js
RFEERNE

f# A AWS X-Ray SDKs # Bl EARER 288
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® Note

AWS Distro for OpenTelemetry I2{t BB Lambda EEAIAFIEEER. TiB , AR
OpenTelemetry I2HMEEM , M Lambda HEBASFTERE/NWERE K mMAFAAT
REEEISMBIEEEN , EEENENERA. IRECEREEEE , BFAFE
OpenTelemetry BYHERSIHEE , HIUN AT BHREER ERM RN B MVith , BOJEEMEE A AWS X-Ray
FEE4RRAIERARER.

MREFETHIER , BEREEE X-Ray AREHARBALHEARER !

- ERBANE-HEERRAR

+ B X-Ray EFXERRAIRS |, SIFEEHR X-Ray TRARERRRA , BEER
Node.js, Python., Ruby =% .NET BB BV ¥ 2 #6EH e
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AN

XgES

REBESR-EBEEHASMER , TARTETHREAEAXRZHE, BEERSHNERPHEREE
B , AREARAIRZRTNRERFRER. BEEENSEEXZFERRVFMAERA, ELHF
MEFAERBNEREE, FEKBINEEBMYPEER  HPuRaERBEYT , flmEF IDsH
AlE IDs, BESHFIERXFHEES. LEESHEATENER  MEFTRTHRBHENRZ RE,

MEFBER  F2EXZES,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Transaction-Search.html
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OpenTelemetry Protocol (OTLP) i 2

OpenTelemetry 2 —EBRMRRITTHAMLERE , 48 1T ERREMEELEABENTE , ARKE
MEEHEANER, cRER—BX , ARRE, B4, WENELERRARNEINER |, fliEE, A
MiEH  UERFEAEITONANEE, EBFER OpenTelemetry , BB AT LU R BAEHETE |, BERET
BRI AR R T RAVEM,

& LAME A OpenTelemetry #$iBHIE#Z &£ E OpenTelemetry Protocol (OTLP) ix 2 , I1E
CloudWatch Application Signals out-of-the FRER{G I BN o] Ay FE FHF2 X S RE B 45 Bl Bt

MEFEFHMEF , 52 H OpenTelemetry,

291


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Intro.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-OpenTelemetry-Sections.html
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A Go

BEMERZAATUER Go BRARER , MAEREIXE X-Ray :

« AWS Distro for OpenTelemetry Go — i%&iB AWS Distro for OpenTelemetry Collector , AWS &
—HFABRBRENE , ARNSHEBEENEREEZEZME AWS ERRF R , 81 Amazon
CloudWatch AWS X-Ray#®l Amazon OpenSearch Service,

- AWS X-Ray SDK for Go - —#AF2XE , ARER X-Ray BBIREXNELEBHIEXE X-Ray,

MEFMERH , FFSEEE AWS Distro for OpenTelemetry 1 X-Ray SDKs.

AWS Distro for OpenTelemetry Go

£/ AWS Distro for OpenTelemetry Go , A A AISHMERAREN —IX , YSHEEENEREIAE
Z{E AWS ESfRfE R 5% AWS X-Ray , 8% Amazon CloudWatch #1 Amazon OpenSearch Services
B AWS Distro for OpenTelemetry £/ X-Ray EEME T4 : BtA OpenTelemetry SDK LA HL X-
Ray £/ , AKX EA AWS Distro for OpenTelemetry Collector SA¥E i X-Ray £,

EERBER , 5528 AWS Distro for OpenTelemetry Go X 4F,

Y
W
&

MEHEE AWS AWS X-Ray FE At fFH Distro for OpenTelemetry BIFFAHE A AWS IREE |
AWS Distro for OpenTelemetry 5% AWS Distro for OpenTelemetry X £

MEEZESXENAENFAEN , 5268 AWS GitHub &Y ATE R,

AWS X-Ray E AR Go #Y SDK

BRAM Go Ky X-Ray FBREAR—HEERAR Go BEARANENE K RHUHELERERIEHEEELE
X-Ray BN EBI MG %, ERERISRARAMRERE 2EA HTTP BFRVHERER , %
NMIEREAMEM AWS SDK, HTTP A Finsl SQL E¥ EEEIFE TR ETHFL, SR F
BEVER , WKREEANBETBNPEER .

£/ go get URREBHEBEMHM GitHub REFETHUKBRBEM

$ go get -u github.com/aws/aws-xray-sdk-go/...
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https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/getting-started/go-sdk
https://aws-otel.github.io/
https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
https://github.com/aws/aws-xray-sdk-go
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& Web EARERN , BEMEA xray.Handler HMBREBHEAFR, AREREEASAESEERKN
AREVYER , YEEEAERTKER, EERAME  SUNAERARERBEHGRAFRNEE , &
EAMEIER , YRV FERMUEHR TETY, XERBREHHEEERARMEEBDLEEAEN
BEEBISAAR I

HR BN AR S RBEFIA Lambda B(¥ , Lambda & B By EEUE ¥ Z 55 0B MEEVAR AV FE

Ro BREAM BB , B LERE Lambda REVERMEREANFE R, ERPERER , Lambda HEE
MEER , WiHREAME X-Ray BAEEN

(@ Note
f£ Lambda £ , X-Ray R E42EAN., NREBRERBFFERE , CEHNRERFNEIE
Lambda FRIEHIETS: , AR SE Lambda BREH —EE R, FEIBFIE SDK , B LARAIRKERE
X, BT ERFIEE Lambda iCEMNEHBIER. MEEZEF , F2BAWS Lambda A
AWS X-Ray.,

EE BN AWS B EERENA Pk, WHBRTH#ER X-Ray R EBEMRAFRAENFU, &
AT AR SQL BRI ERY Y,

FRMEER SDK 2 & |, SR Ecskem M TN RERBFTHET R, EBULENBENX , EHEINTER
EAMFENESERMABER. ERMERAULBTHETA , UREFERAEERARXBFHE
BESHELNREBABEHET.

EREEETEEER K CHERARAMMNBERNITESHMET. TEREHENR/EY , RKEA
HEVRSIUAREEFRFREN , AHETAESESBEERNER . PEEREBNRHMER
K, AJSAGESRBEM A MES , R AFS{EA JSON KYIER ..

© EEEbEER

ARNTRENZEMEM X-Ray SDK HIBERBNEEX T, TBEHREARS| , UEREHFE
REREXBEER, PRENTSRERS| , BUUER X-Ray E2EW APl ERHEEERH
Bk, BRTF X-Ray MEUFEUERV M AE A AR E R

ERARTARSKERANAFRE K E—FRERTRISAERTER , SECLAKEUAFmE
ITHRUSRE—EFER, EAEAFRFUIREE] FEET , MERBNFEATER, &MU
BENBREMARoNEABELET FER YK FERLVFPEERNGEE  MALBEARER
EHAAEE,

BERARK Go B X-Ray BIREH 293
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HEAR Go B X-Ray FIZEHFE Go 1.9 REFIRA,

BERBREAERENSITREFMETIERE
- AWS B Go 19 SDK 1.10.0 hx=k E #ThiR A

HEFREMHM README. md ERFEEETELMHMKM.

BEXH

TERERREH R , FAMEBNEFTE XX LAE Web BIESRPRE.

BIESE MY

1. EEZF $GOPATH/src/github.com/aws/aws-xray-sdk-go (Linux 2% Mac) B &5}
%GOPATH%\src\github.com\aws\aws-xray-sdk-go (Windows) & ¥} 3

2. #1T godoc @,

$ godoc -http=:6060

3. HEBIERDHB http://localhost:6060/pkg/github.com/aws/aws-xray-sdk-go/ ¥3
ik,

EEAR Go ) X-Ray HBIREH

& A LAEE E X-Ray SDK for Go through environment 2 2{#94048, Configurefff Config ¥
ny |, HEERERE. RESHELR Config B , MEEAEEREMERE.

=4

- REAHER

- &R

- BHE

- RIFEY

- ERRE
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AR #E SN EHE

£ plugins RESFTEEERRARN ZRBAEAER,
SEER

 Amazon EC2 - EC2Plugin ### {718 ID. WA EEHM CloudWatch Logs B,
+ Elastic Beanstalk - ElasticBeanstalkPlugin ¥fi8REZHE, RAEZBEMITE ID,
+ Amazon ECS — ECSP1lugin #1318 &25 1D,

Segment - Scorekeep

Overview | Resources | Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618¢-170413_021009
Deployment ID 20
Environment name scorekeep-cmh

EC2

Availability zone us-east-2¢c
Instance 1D i-035583d15d1471728

Xray

Runtime version 1.8.0_1M

SDK version 1.1.0

Runtime OpenJDK 64-RBit Server VM
SDK X-Ray for Go

ERERNMMER , FEAUTEF—@EEHF.

"github.com/aws/aws-xray-sdk-go/awsplugins/ec2"
"github.com/aws/aws-xray-sdk-go/awsplugins/ecs"
"github.com/aws/aws-xray-sdk-go/awsplugins/beanstalk"
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BENHENDNE —EARBAZIMERDN Init() RN,

Example ec2.Init()

import (
Ilosll

"github.com/aws/aws-xray-sdk-go/awsplugins/ec2"
"github.com/aws/aws-xray-sdk-go/xray"

)

func init() {
// conditionally load plugin
if os.Getenv("ENVIRONMENT") == "production" {
ec2.Init()

}

xray.Configure(xray.Config{
ServiceVersion: "1.2.3",

1)

HRERREHOESEANEEXRERRERE LW origin #fL,. EXRTHTEEAER
AWS WERER, ESRFERAZENBEXR  ARE4SER T HIEEATIERF Y B R AR RS
ElasticBeanstalk > EKS > ECS > EC2,

AR Al

SDK A& X-Ray TR AP EZWHER AR REZCHBLFE R, ARRUSVERE —BEHF
R, UARFIEEEEHE X-Ray BRIV EMHEMFERRE 5%, £ X-Ray TEAHEVHMBRR , LB
A RESEEAREARENERNE,

PRAXEASRERAITRUNEFETER. NRFRFESZEETRAY , RBRFAREGRSEA
SE—ERA

(® Note
MRFBREABLED X-Ray UIEEERA , cESVERAS —EFERNERAIHEAL
LAR: BB £ M MENFRE 5%, MREMLEFUEE APISFFA , REEZERE X-Ray 1
BiExX , MEAEEREXTMA SDK EIT API LK) TCP R |, BITTREE R AESER R
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BB AT LARRTE SDK BAfE JSON XHEABER A, RBEBEMFTUEARERAUES X-Ray BEFT
Rt , SEERTHERR,

Example sampling-rules.json

{
"version": 2,
"rules": [
{
"description": "Player moves.",
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1
}
}

trEfleEE—EEFTRAUMARRA. BFTRUSER 5% WEER , RBER THRENSKEFR
¥/api/move/, FRRAUSERBYIE —@FERM 10% HEAFR,

EARERRANRIER  BEEERRHCEFINEENTEEELER , MT2EHA X-Ray BHE
H, ENNBESIHN  BEREIRI , £EHURGREENENE,

£ £ AWS Lambda , BEEFEHEER, NREVEHEEH SHAMRKEAEIW | Bl Lambda €5c8%
EEZREEEERNEY, mERAEHEM L B FEEMESE , Lambda S EHBBREK,

EERMEHHRE , FBFH NewCentralizedStrategyWithFilePath #EmA###% JSON #&
2=

<o

Example main.go — Z<¥ER#% 45 Al

s, _ := sampling.NewCentralizedStrategyWithFilePath("sampling.json") // path to local
sampling json
xray.Configure(xray.Config{SamplingStrategy: s})

EEBFERAAMIFR | #FE A NewLocalizedStrategyFromFilePath 18 [ A # 4 JSON &R,
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Example main.go — {ZFEU

s, _ := sampling.NewlLocalizedStrategyFromFilePath("sampling.json") // path to local
sampling json
xray.Configure(xray.Config{SamplingStrategy: s})

B &

@ Note
#ERRAS 1.0.0-rc.10 BFEZABHUX xray.Config{} #1 LogLevel # LogFormat,

X-Ray A T3 REETic#%. £ LoglevelInfo ML LK | FAFRECHEEEZE A stdouts

type Logger interface {
Log(level LoglLevel, msg fmt.Stringer)
}

const (

LogLevelDebug LoglLevel = jota + 1
LogLevelInfo

LogLevelWarn

LogLevelError

)
Example E A io.Writer

xray.SetLogger(xraylog.NewDefaultLogger(os.Stderxr, xraylog.LogLevelError))

RIEEH
AT LS AR E BRI EE AR Go f) X-Ray BIRVEH, HEMREHLENTER,

« AWS_XRAY_CONTEXT_MISSING - 5% % RUNTIME_ERROR EAFRMERKE , ARG ERT
8% & ) B 480 [ 451 AR L o
BME
« RUNTIME_ERROR — #2317 B RS ) SN AR T o
« LOG_ERROR - feskinsR 4248 ( 785% ) o
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« IGNORE_ERROR - ZBESHFRN #2448,
EREHEAAMBEREHRTHRBENET , IEEEMATENENSS , £AKRANA R
i, TRES AR BRI FEERMEBNER

« AWS_XRAY_TRACING_NAME - 5% SDK AR E K R & B,

« AWS_XRAY_DAEMON_ADDRESS - :% % X-Ray N iZEEN EMAEREE, RIFFER , B
EHESERERMEIXE 127.0.0.1:2000, MREACEREHERNETENEZELERE , S
TRNEE ST FEALER,

« AWS_XRAY_CONTEXT_MISSING - &% B , S\l SDK i REBERN AR HR. BRERER
FRERFABBEIRTEASZSRAIAFPR , I RESELEFBTENENGIEAZRARF
i, MAEEREREERERN T ERMEBENER,

« RUNTIME_ERROR - RBiFFERR , MBFAREASHREABEHTREGIAMRT,
« LOG_ERROR - Z% & LAGC&kEHRWHE/E,

RESYFBEEEABPIIRNESEE.
FERRE
B BUER Configure FARREEAN Go M9 X-Ray Bi%EH., Configure FH—EZI&, —
fEConfig¥# , AR T 5 AN
DaemonAddr
WFHRIBE X-Ray HBENEEEXN T MILEEE, MRKRIEE , X-Ray F
FAAWS_XRAY_DAEMON_ADDRESSIRIZEEHHE., MRAKREREXE , AlgFEHA "127.0.0.1:2000"
ServiceVersion
WFEAIEERBERAE, RAKEE , X-Ray BEFRAZEFE ("),
SamplingStrategy
It SamplingStrateqgy ¥ AIEEEEEHMLEARZEXNFIU, WRKIEE , X-Ray

B/ LocalizedSamplingStrategy , fkA HERHEKMxray/resources/
DefaultSamplingRules. json,

StreamingStrategy
It StreamingStrategy ¥ A #8E E RequiresStreaming E[E true REBRERRER. WRR

}EE , X-Ray &€ DefaultStreamingStrategy , IR FEREE AR 20 , Al& R REVEN
[EER
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ExceptionFormattingStrategy

It ExceptionFormattingStrategy I AJiEELEMNAEREEZEHNNRR. MRKEE , X-
Ray €A DefaultExceptionFormattingStrategy 4 XrayErrorfy error, #HiRFAR
MHEEIEHE,

FRABERAMN Go By X-Ray BHEEHRBEAN HTTP 3K

A LAE A X-Ray B8 E 4 2KIB M &MY FE A2 Amazon EC2EC2 AWS Elastic Beanstalks},
Amazon ECS #HH#) EC2 #1T{E LIREMNEAN HTTP 5K,

£/ xray.Handler BUBEAR HTTP K. AR Go B X-Ray BB EHETE xray.Handler$
BPEEZE%E Go XN Ehttp.Handler R , LURE Web 5K, xray.Handler BRI FEMAFER
AR, HNEAEE, SEEMEERERE , U§RMMN http.Handler M xray.Capture @&
FE—RIERE HTTP S EB M.

ERERLEREE HTTP BRMEER |, BAR Go Y X-Ray RBEEHSASEMEFEREILE
R, WERBERRB, 7%E , AR HTTP FRNEEL . HttRASELERELET FER.

® Note

¥ AWS Lambda B(8{ , Lambda S A EMEBREIER, MEEZES
Lambda B AWS X-Ray.

%I
3
¢
&n
>
=
0]

THEEHSHBIEREE 8000 LHFER , EE Hello! , #EALDE, ©EEN myApp EER , 4R
EiREMEARE AR,

Example main.go

func main() {
http.Handle("/", xray.Handler(xray.NewFixedSegmentNamer ("MyApp"),
http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
w.Write([]byte("Hello!"))
1))

http.ListenAndServe(":8000", nil)
}
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BEEHBE—EERE  TERBRFFELNENERARENX. ERAUUFPESRS , HELALURE
SDK , REBEABRANEIHUERDENR, BHEGE TREBRBFRIVESB BRI AER | I
EEBTHERMEAKREARRER (HU , IREIHEFERBEN ) .

® HixmWES
MREFFPEHR[REMPNEEEEBERIEWERAER | X-Ray RBRFH X-
Forwarded-ForZHEEEBAF IP, MAR% IP H#EFhWRR IP MEAFK IP. AEES
RECENWHAFin IP ATRERBEN , Rt TEZEE.

EABERE AR B4 EERPREENANBAURELE— %, NRERSE
€x_forwarded_forikha Wi@{utrue , AR IP €% HTTP 3R $ 8 X-Forwarded-ForiEsEEL
5.

EEEXNSHEA http ERABBESEANBRELER , HPISUTER :

« HTTP /A% - GET, POST, PUT, DELETE &,

- AFmibit - EEFER A FmAY IP ik,

« B - EEHFERN HTTP R,

- BRRE - BAZARERY (WEBIFERMERE ) MEREE (FxrOENRRD ).
- FRAEREREN — RBFERuser-agentiy .

- RBKE — content-lengthXREEEH ,

ARE [ B ap B SR g
AWS X-Ray AR EBRBECHERARN  YHHERARXEANEGERREN, EBE. A

#8 APIs AWS MEREZBMR, B X-Ray SDK HREABRELERK , CEEERN B BM L HECHE
EAEANRE A,

X-Ray SDK AIBATE HTTP BREHEAMN IR EBREADEER, T8 , WEFRTUARE , EFAEEE
BRSSP HIRFFEHIMNE R, FEML SDK REFREFTHEENBERM T ERGERE , B2
AEEBEABRNERER,

NREHEARBSEEBREAR , LTS SOK REBEADESSEN , LEBRSEHR
WE—%. BEHEERTH SDK BIREBARGAABRANHER  LRAREBEATTHE
SEES

TRNGEE 307
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flan | wATaeE —EEAREX [ =B FHERHER - www.example.com, api.example.com#
static.example.com. &AILAfE A BYREar A SRBKIEEL X * . example. com , AR E A& EE B S E
FRDGHNER  ERRERGT LE=ARBH%, MRENEARIKIETREBIFTEERINNER
FeERERG LEINEELEECRARBNETEE,

BERMARREREAMEENER  FO LMt  EBVEEEANEECEAEXNEE,

® Note
A LAfEF AWS_XRAY_TRACING_NAME REES A RBELEERABTERNERREEE.

BEGERRTEXIMEBEAFTNES  URNEHTTP BRPNE-REBTHEERNREFEH
WHEREE, EEBHEGBER , 55# /8 NewDynamicSegmentNamer KR EBEF SN FERBBIE
o

Example main.go
MRFBE RPN EHEZEHS *.example.com BR , BEARETHEERE, BH , BFEH MyAppo

func main() {
http.Handle("/", xray.Handler(xray.NewDynamicSegmentNamexr("MyApp", "*.example.com"),
http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
w.Write([]byte("Hello!"))
1))

http.ListenAndServe(":8000", nil)
}

FRBEAR Go M X-Ray AWS BEEHBK SDK FEY

ESRNERRENTI AWS R RIFHER. BATIIREEZBENE , BAM Go B X-Ray HBREH
SEFEBRPER T RN, BEELRE+HFIAER AWS IR FEIR (520 Amazon S3 #
ZErE R Amazon SQS 1751 ) , &7 X-Ray E#E AR EM B LB RE T HETE,

HEEH AWS RBENHRAFIR , BEA xray . AWS() FIRIENHAFE , T EHIFTR.

Example main.go

var dynamo *dynamodb.DynamoDB
func main() {
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dynamo = dynamodb.New(session.Must(session.NewSession()))
xray.AWS(dynamo.Client)
}

A&k, BEER AWS HREHRAFRE , BFEA WIS EN withContexthR A , WREIERREE
EXMcontexthttp.Request WHEHE

Example main.go - AWS SDK FRY

func listTablesWithContext(ctx context.Context) {
output := dynamo.ListTablesWithContext(ctx, &dynamodb.ListTablesInput{})
doSomething(output)

}

HWRFTE BRI , BAILUE X-Ray TREHEFESR N API 88, BRIBRFF5& , X-Ray SDK 8%
AFTEEREER , LERBRE P REERMED .

plan | E&EAZERR DynamoDB A FimE T  SERBREASIRERNREBHEENE
HMRABEENFUER, £ TZaF , SEENRTFSERBREPERA/ELNDHR  LEF K
DynamoDB Ei# , AR IELAERIRS BRI,

Example 04 DynamoDB LA f#17E B FER
"id": "24756640c0d0978a",

"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
"http": {

"response": {
"content_length": 60,
"status": 200

}

1,

"aws": {
"table_name": "scorekeep-user",
"operation": "UpdatelItem",

"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}
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BERERERK , HUTRBENFUSERBEEHELENEGR, RFHEEERNVFY , AR
M BRI HY — AR ER R

« Amazon DynamoDB - B X &
« Amazon Simple Storage Service - FFITEMEBERE

« Amazon Simple Queue Service — 15| &

£ FH X-Ray SDK for Go J&#t i HTTP Web AR &Y =AY

EIENERRERNFUMBRERAE HTTP API B | AR xray.Client ¥ Go EARERRXFE
EBWEARE LN TR , E hitp-client  HTTP A B,

RFmEZMARME HTTP AFRAVZERIA , A http.DefaultClient , ERF=RXEBESR

xray.RoundTripper,
Example
<caption>main.go - HTTP F Fif</caption>

myClient := xray.Client(http-client)

<caption>main.go — £/ ctxhttp X EIEHE T iiF HTTP Hli</caption>

LATREBIER £/ ctxhttp F2NEREEMEL HTTP Mllxray.Client, ctx AIBAME M ILMESE,
EURAREARENERAS. 0, X-Ray A Lambda REBHEIFEER , HItEFRERSE
# Lambda BB AR,

resp, err := ctxhttp.Get(ctx, xray.Client(nil), url)

FREAR Go By X-Ray HEEHEKR SQL &

= ZIBHE PostgreSQL = MySQL B SQL FEIY | 54 sql.0pen FEAYENXA xray.SQLContext ,
WTEHIFTR. BAREMER URL , MIFMERRF &,

Example main.go

func main() {
db, err := xray.SQLContext("postgres", "postgres://user:passwordehost:port/db")
row, err := db.QueryRowContext(ctx, "SELECT 1") // Use as normal
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FRERMN Go ¥y X-Ray HREHEEXBITFER

FTERSEMRERNER  HPLSAREFRMER 2 TENFAEF . SRERERANAF Wi
{THAE | X-Ray B E4AHSLHFERPELENES. ETUEVHMFERKEHMEFERS
., AEEXBERANME  NKHEEBNPRESR.

£ Capture FZERBIHEEAEN FEEL,

Example main.go - Bi] FEE

func criticalSection(ctx context.Context) {
//this is an example of a subsegment
xray.Capture(ctx, "GameModel.saveGame", func(ctxl context.Context) error {
var err error

section.Lock()
result := somelLockedResource.Go()
section.Unlock()

xray.AddMetadata(ctxl, "ResourceResult", result)
1)

DTEEHINEEBETR saveGame FEERTE Scorekeep EAENBH P ATEH RN A,

* Scorekeep

Scorekeap 200 39.0 ms

a

DynamoDB 200 6.0 ms
DynamaDB 200 50ms
DynamoDB 200 50ms ]
DynamoDB 200 6.0 ms
## GameModel saveGame - 14.0 ms

DynamoDB 200 50ms

DynamoDB 200 8.0ms ]

ERBEAR Go By X-Ray AEEHFSEBNPEERMEEREE

B AEREENPEERGCHARFER, REIEAEXNWEMBER, LTSRN P RE RS
E X-Ray RBBEHERVNER , INEELRINBT FER,

BREEFH, EFIImMENREY. SBSRERS| , WEEEHEGFHREERER. FHE
nE',nE',ﬁ"‘*EEFHEEE mAKER2ENER  EEMWY GetTraceSummaries API BERER,
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PREENERIB/EY  TUEAEAEENE  SEYHNEE  EFSREARSI AR ENERY
KiENX, FHTPRENCHEEHFERFEERTNVEMER  EFFERBEESER,

BRYZEBANPEEY  SUUNEERRLEGEAE D F&E, BEREBERAE ID BHEERNRL
B, WRVRSIUARES,

=4}

- FRAEAR Go W X-Ray BB EHILHTE

« FRBERAR Go M X-Ray EREHHR P EER
- EAEARM GolDs

FRERR Go M X-Ray HREHCHEIE
SR ERVRSILARESHNER , FEATERGEHELER LNWERA,
HEEK

- 288 - X-Ray IR SR RZTE 500 BEEBFT. BTELARRAFUANNERRETR (o )
- {H - X-Ray FEBMWEZRZTHE 1, 000 {8 Unicode F 7t
- FEHE - SEEMKRZTIUMER 50 BEFE.

EENGKHE  BEACSEHEEREVEBMPREERNNFHRFI AddAnnotation,

xray.AddAnnotation(key string, value interface{})

HRAREHSSETUR/EYHERERRSHFHH annotations IR, EFERAHERRS R
AddAnnotation WX , RIE@BE < BIEMERER LC&HNE,

FESREAREEREENER  FEHEHREREXPEM annotation[key BRF
EREAR Go B X-Ray B®EMHHRPEER
SHETRERYRGIUARESHNER  FEATEERREHKELER LNEA,

BRCHEPERER  FEACSEEEREVEBPRERN TSR AddMetadatas

xray.AddMetadata(key string, value interface{})
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EABEARM Go IDs
SCHEERERLEMERE ID UEBBIEEARERNERE.
SEEAE ID

1. & AWSXRay EXSBEIEERNSE,

import (
"context"

"github.com/aws/aws-xray-sdk-go/xray"

)

mySegment := xray.GetSegment(context)

2. FREEFBRZERENESE ID HA setUser,

mySegment.User = "U12345"

EESREME IDWEKR A FEEEEREREXNFER userBRZF,

BREMFRER
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£/ Java

BWMES A T UARRAIE Java BARER | BUSERHEIEE X-Ray :

« AWS Distro for OpenTelemetry Java — 3&i& AWS Distro for OpenTelemetry Collector , AWS 12
H—ERRRREERNE , ARSHEEESENEREAEZE AWS ERERS R , 21 Amazon
CloudWatch AWS X-Ray#l Amazon OpenSearch Service.

» AWS X-Ray AR Java #) SDK - —#EXE , AREIR X-Ray BHYEXNELEERIGHELE
X-Ray,

MEFHMET , 52122 AWS Distro for OpenTelemetry 1 X-Ray SDKs,

AWS Distro for OpenTelemetry Java

£ AWS Distro for OpenTelemetry (ADOT) Java , B2 AR AIEHWEARERN —x |, 1iEHEEE
EMEREEE 2@ AWS EEZ##5R 75 R AWS X-Ray , @ Amazon CloudWatch 1 Amazon
OpenSearch Service. # X-Ray 82 ADOT #EFEAZEMETH : BA OpenTelemetry SDK LAEE
X-Ray #E A , L&A AWS Distro for OpenTelemetry Collector LAEE X-Ray #E A, ADOT
Java B2 EEBRAYE  FLNEARAESE2EEXRAEXER,

EEARER , 5528 AWS Distro for OpenTelemetry Java L4,

WMELH AWS AWS X-Ray FE A £ Distro for OpenTelemetry BIEEME A AWS REE , B2
AWS Distro for OpenTelemetry 2% AWS Distro for OpenTelemetry X #.

NEFSIENAENFMENR , 528 AWS GitHub LR ATERAI 1,

AWS X-Ray EH AR Java B SDK

BRAR Java B X-Ray ABEHR—EEAR Java Web EABRXNERE , REFEAIMS ERELE
HtE R I EEE X-Ray HBIEN, ERERTSRARAFMBRBEAN HTTP BERNHEEEF , LURE
AR EM AWS SDK, HTTP A Fimsl SQL EXEEZSRY T RBETHFW, Sl FaHE
MIEER , WAREEANMEEZBNPEER B,

BAR Java B X-Ray BBREHRRBFARBER. LALUEHER |, W 1E GitHub LR REEER

#83R : github.com/aws/aws-xray-sdk-java
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https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/getting-started/java-sdk
https://aws-otel.github.io/
https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
https://github.com/aws/aws-xray-sdk-java
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B % , 5% AWSXRayServletFilter #1185 Serviet BREFRFLABMMEANGE R, serviet BHEFEH =
BUER, EERFERE  SUlFEHARRBHARECRFPENSE  BEANEIER , YBY FER
PUBHE TR, BEFARE4LEEERAFMKADIKEARBENGIAMRIR.

& 1.3 Wbtk , BAILAER Spring M YIEE @E R (AOP) RigRIEAREN, EXRTEWUEREM
EATRUERAEN AWS , MEFSEARAGHEZRARANAITRE.

BETR, AEAR Java ¥ X-Ray BEBEH , ZBEREEMEH TS SDK Instrumentor F1E4H EHA
R Java By AWS SDK R R f Fik, SEGERCERANAFRFILTHE AWS RS NERE , F%
EHEETERPRHEEBTUNER. AWS R mEEREPFRNERSTEME BTA
TR RL |, DA B S Bl §5 52 30 S8 A5 1B BIE AR MY R B

WRIETERBIFFE TOBFEMFEW AWS BRFE |, BT LABERS Instrumentor 7484 | AR BEZEEZRAINAF
. #% ¥I®ZE TracingHandler AWS SDK BRIEA Bl , LAMEIME B A Fik.

HAaE AR Java B9 X-Ray B EH FEHERMEYE HTTP Web APIsH SQL B EHEST T Y
RIRRl, A LATE Apache HTTP FEEAFEREAR Java B X-Ray BIEE/ HTTPClient#
HTTPClientBuilder MRASZR# 8| Apache HTTP A Fim. ZE®A SQL &/ , FEiSHEMAEENGN
RBEXHEEERREF,

FIAHEM SDK 2% , SRR ErC#kz M serviet ERERMHRBITHT R, BALEEASRER | MU
BTEARAMENEEEREEER. ERMERABTHEITA , XREAFBRAERARER
AP EEESHRELONRBRARENHENR,

SERAEBEPESR  EHREABRKABNBRNIEZHMEN, SRRHENR/EYH , RRER
HEVRSIUAREEFRASRES  ALETNESESREENNER. PEEREBNRHEMLER
&, WTARCSRB @Y MES] , EA AR5 JSON IEE

© EEETEER

ARMTRENZEMER X-Ray SDK B EERNEEX T, EBEHREERS] , UEREHE
REREXABEER, PERENTSRERS| , BUTUER X-Ray T2 AW APl ERHEEERH
Wi, R T X-Ray MEVFEVEAVEAZ T Rt E xR

ERARTEASKERANAFRE  E—FRERTRISAETER , SECLAKEMNAFmE
TSRS —EFER. BUEAFRFUIREBF FERT , HEBNEFATFER. BTUA
BREHNBREMARoNEABEILET FER , YK FERLVFEERBNGEE  MALBEARER
EHAAEEE,
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FiRHE

BRI LAE Maven TEIEB AR Java B X-Ray BEEH. BARN Java B X-Ray BREHSKEARG
PEATFEE  HhIEREAEENYRIBFE !

« aws-xray-recorder-sdk-core (4E ) - ARENEHNERZTHNEARIIRE,
AWSXRayServletFilter MBBM{EAHER,

« aws-xray-recorder-sdk-aws-sdk - #E#t EAR Java B AWS SDK Al Fin# 8 AFFEREE
R, SRR A Fi% AWS IRFE % HAVFEY,

« aws-xray-recorder-sdk-aws-sdk-v2 - B A FinFB AR RBERS , LAY BAR
Java B9 AWS SDK 2.2 MIE kA<M FH Fim AWS IR % Haymeny,

« aws-xray-recorder-sdk-aws-sdk-instrumentor — £/ aws-xray-recorder-sdk-
aws-sdk , EEBRAMA BAR Java B9 AWS SDK A FiR

e aws-xray-recorder-sdk-aws-sdk-v2-instrumentor - £/ aws-xray-recorder-sdk-

aws-sdk-v2E | SHEB®BIFTA BAR Java B9 AWS SDK 2.2 ME AW A F ik,

« aws-xray-recorder-sdk-apache-http - #BIfEMA Apache HTTP A Fim#ETHEE HTTP I
n,

» aws-xray-recorder-sdk-spring — % Spring AOP Framework FEFRRE R Z &S

« aws-xray-recorder-sdk-sql-postgres — #EIfFEH JDBC ¥ PostgreSQL E#E 2 HAVE
Ay,

« aws-xray-recorder-sdk-sql-mysql - #BIEA JDBC ¥ MySQL ER E 2 H A& Hm/,
« aws-xray-recorder-sdk-bom- RMHYIREE , TAREEARAE FEMBR R,

« aws-xray-recorder-sdk-metrics — YIS X-Ray BB M REUKH Amazon CloudWatch
E&,

MREEH Maven = Gradle ZEERARER , FERAR Java B X-Ray R EHMEZEHNEER

La|
BE

/0N 0

% SDK ERIMBENSE XK,
=R

BEAR Java B9 X-Ray REHFE Java 8 EHMA. Serviet API 3, AWS SDK Hl Jackson,

BRBAWS X-Ray E AR Java B SDK API 8%,

BERBREAERENSITREFONETIERE
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https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-core/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk-v2/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk-instrumentor/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk-v2-instrumentor/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-apache-http/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-spring/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-sql-postgres/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-sql-mysql/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-bom/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-metrics/
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc

AWS X-Ray FHRABER
« AWS E AR Java BY SDK 1.11.398 iR E 1 iR A~
» Servlet API 3.1.0

HREZRENN pom.xml ERHPEEEFELHEKME, MREFEH Maven = Gradle REE |, RIEE®
TEBLMMME,

MBEEBEANEESTEEERN Java B9 X-Ray BREMNHF |, AIXBAFERRBEMAMRA, Flin , mRE
EESTEBMEMKN Jackson YA T ZMEMKEELBFREZE JARER | AIXEBREL JARER ,
RAEHERHZXEN JAR 2 EHCH Jackson BB EMA,

MEEEE

EAR Java B9 X-Ray & E 4T Maven Bif§ :

« B¥#H - com.amazonaws
« FXf — aws-xray-recorder-sdk-bom

« BRZA<:2.11.0

MREEA Maven REBERARERN , B pom. xml BRP , BRBAREANERKFER,

Example pom.xml - #7718 H

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-bom</artifactId>
<version>2.11.0</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-core</artifactId>
</dependency>
<dependency>
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<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-apache-http</artifactId>

</dependency>

<dependency>

<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-aws-sdk</artifactId>

</dependency>

<dependency>

<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-aws-sdk-instrumentor</artifactId>

</dependency>

<dependency>

<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-sql-postgres</artifactId>

</dependency>

<dependency>

<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-sql-mysql</artifactId>

</dependency>
</dependencies>

#72 Gradle , 5% build.gradle R+ , #RBERBXEANEAREREKREFERE,

Example build.gradle - A8k 1%

dependencies {

compile("org.springframework.boot:spring-boot-starter-web")
testCompile("org.springframework.boot:spring-boot-starter-test")

compile("com.
compile("com.
compile("com.
compile("com.
compile("com.

compile("com.
compile("com.

amazonaws:
amazonaws:
amazonaws :
amazonaws:
amazonaws :
amazonaws:
amazonaws :

aws-java-sdk-dynamodb")
aws-xray-recorder-sdk-core")
aws-xray-recorder-sdk-aws-sdk")
aws-xray-recorder-sdk-aws-sdk-instrumentor")
aws-xray-recorder-sdk-apache-http")
aws-xray-recorder-sdk-sql-postgres")
aws-xray-recorder-sdk-sql-mysql")

testCompile("junit:junit:4.11")

}

dependencyManagement {

imports {

mavenBom( ' com.amazonaws:aws-java-sdk-bom:1.11.39')
mavenBom( ' com.amazonaws :aws-xray-recorder-sdk-bom:2.11.0')
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R I&E A Elastic Beanstalk B EARE , BIATLAEA Maven 3 Gradle EE X EBEREEHTE
B MTAREENLEZSmMEMKMENAEEE, MEMSH Gradle WEH| , FSEAEHIFEARES,

AWS X-Ray #ERAR Java B9 BB AR ERER

BEAR Java B9 AWS X-Ray BB BIREBEEXE —EERERSR , RERL R THE TSRS
B Java Web FEAER, REBEXTEH serviet HEARER | URREBEEXNEAZIENEBNERE
RENFIE TEER, ESIET K Apache HTTP 583k, AWS SDK &3k , LUK A JDBC ERERE
HEITH SQL &5, REERXSEHTHEBEE X-Ray I8 , BEMEERATERMFER. X-Ray
SDK AT BAREMZHE M MR T UEE Java REREXFEH. CEBEANERE , MEFRAEERNNU
RPN ITEEERE,

X-Ray REERXBAARHZEE MU serviet HEEMWFEREIFE Java Web EFARX RS, MREHIE
ARXEAERSEE K IRAZEEREABREERYE K EREXAEZEMEA SDK ETFEHRA,

X-Ray REERXEFEAI B RAKEHE T B DiISCo EBE., DiSCo RAREE Java REREXME
HRRRTEEE , TARI B RK. HAETEETH DiISCo EMA X-Ray REERX , BERLHE
#H GitHub EE#E—F THER, X-Ray REEXUEE2HHMREBEN. EERARBENR. ME
BRI RERREENNEE , & GitHub LWREEFE,

gHRAREN

eb-java-scorekeep EIfIEARERN AR AMEA X-Ray REERNETHR ., kD XTEE serviet B

RESCHB[ELE DRELHHRHABEXNTN. BEEAHIAERA AWS ERBTERAER , &
ERGHEAENEBRERNSR., FREHEARENEL X-Ray ERNVIET , F2REMIERARER

I ERE,

FRIAHER

HEELBECHEAERXTREKBMER X-Ray BERA Java REERX |, FEMBTIILR,

1. BERREFR T X-Ray HBIERX. MFEFMEEF , FS2BEAWS X-Ray #HEER.
2. TRREEANSEHN . BBEHEF YL THEERREPHLE, ERBFENTAR.

disco

### disco-java-agent.jar

### disco-plugins
### aws-xray-agent-plugin.jar
### disco-java-agent-aws-plugin.jar
### disco-java-agent-sql-plugin.jar
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https://github.com/awslabs/disco
https://github.com/aws/aws-xray-java-agent
https://github.com/aws-samples/eb-java-scorekeep/tree/xray-agent
https://github.com/aws/aws-xray-java-agent/releases/latest/download/xray-agent.zip
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### disco-java-agent-web-plugin.jar

3. (BERAENA JVM IR, LBETFEE , UARERN. WREA , FHE-javaagents|
BHAE-jars| BAEIE, X JVM 5| BNEFERBEHRME Java ARRN TERREMERT
B, MFBRHERS , F2ERMRBF[EBAIM

-javaagent:/<path-to-disco>/disco-java-agent.jar=pluginPath=/<path-to-disco>/disco-
plugins

4. ZEEERAERNNABRE X-Ray EEAE LETNAR |, FBEXEAWS_XRAY_TRACING_NAMEIRIE
#BE MR com.amazonaws . xray.strategy.tracingNameRFE B, MBEREMEZRE K MSEH
BERER.

5. BB ENARSEHAE. RESEMEABREETHERWY, MREBLIEEINEHNER , &

2R the section called “BXfEZE" .

BE

N

X-Ray RERERNZHANBEAERMN JSON ERRE. BRIFER , KERUREA W

£ % classpath BE# (a0 , T HresourcesB#& ¥ ) xray-agent.json, &AL
#&com.amazonaws.xray.configFile REBHEREAEEERNBHERRARE , UREHRE
BERNETNE,

ETReERHEMAEESR.

"serviceName": "XRayInstrumentedService",
"contextMissingStrategy": "LOG_ERROR",
"daemonAddress": "127.0.0.1:2000",
"tracingEnabled": true,

"samplingStrategy": "CENTRAL",
"traceIldInjectionPrefix": "prefix",
"samplingRulesManifest": "/path/to/manifest",
"awsServiceHandlerManifest": "/path/to/manifest",
"awsSdkVersion": 2,

"maxStackTracelLength": 50,
"streamingThreshold": 100,
"traceldInjection": true,

"pluginsEnabled": true,

"collectSqlQueries": false
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HERER A

TRAABEBUENERE. BEEBESANE , BESRTES XNE. R HRESHMRR

BHERNEY K BRIEF—EZRREEY 6 ARRRABM  ARRERERER. UFUES BN
BEF , F2H REEH. MERNLESEEMLN,
BHEER Type BRE iR RIBEEY REBEHT B4
serviceNa  F& ERCIEA:== £ X-Ray AWS_XRAY_ com.amazo XRaylnstr
me FiEAHHE TRACING_N naws.xray  umentedSe
THZRE  AME .strategy rvice
R &8, tracingN
ame
contextMi FER LOG_ERROF EXERERX AWS_XRAY_ com.amazo LOG_ERROR
ssingStra . IGNORE_F EXRfFEH CONTEXT_N naws.xray
tegy RROR X-Ray [EEt ISSING strategy
WA, BF .contextM
FER , R issingStr
HEREXPTER ategy
EXEY B4
daemonAdd ZF& w1t IP KRERZXAH AWS_XRAY. com.amazo 127.0.0.1
ress i 31k A 18 REE X-Ray DAEMON_AI naws.xray : 2000
BE W B7EX & DRESS .emitter.
TCP # ARY b, daemonAdd
UDP bk ress
BE
tracingEn Boolean True, Fals RA{A X-Ray AWS_XRAY_ com.amazo TRUE
abled e RIEFEXMW TRACING_E naws.xray
Rl NABLED tracingE
nabled
samplingS F& CENTRAL, | REREXFE N/A N/A AR AE
trategy OCAL. NON FHYEURZE
. ALL B, ALL &
FEENFRE R
EDRARERER 315
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BERR

traceldIn
jectionPr
efix

samplingR
ulesManif
est

awsServic
eHandlerM
anifest

Type

BXNE

b

BT REK

4
®

RBHE R
i

ok
35k , NONE
TR
SR
al,

£ A&+
GEEANE
it IDsHTR
HHFE,

=EHE:L- 33
ARV
&, AR
A 4 SR
B AR R Al
FR , A
RS Y1/
AR AL

EHE O
FEERRK
&’ ZREE
2% AWS
SDK AFE
i B B L At
&,

RIREH RiEE 24

N/A N/A

N/A N/A DefaultSa

mplingRul
es.json

N/A N/A DefaultOp
erationPa

rameterWh
itelist.json
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https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-core/src/main/resources/com/amazonaws/xray/strategy/sampling/DefaultSamplingRules.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-core/src/main/resources/com/amazonaws/xray/strategy/sampling/DefaultSamplingRules.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-core/src/main/resources/com/amazonaws/xray/strategy/sampling/DefaultSamplingRules.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-aws-sdk-v2/src/main/resources/com/amazonaws/xray/interceptors/DefaultOperationParameterWhitelist.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-aws-sdk-v2/src/main/resources/com/amazonaws/xray/interceptors/DefaultOperationParameterWhitelist.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-aws-sdk-v2/src/main/resources/com/amazonaws/xray/interceptors/DefaultOperationParameterWhitelist.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-aws-sdk-v2/src/main/resources/com/amazonaws/xray/interceptors/DefaultOperationParameterWhitelist.json
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BERR Type BRIE iR RIREH RiEE 24

awsSdkVer Integer 1, 2 BEEMFERA NA N/A 2
sion RIAWS &

AR Java

WERE

HRRA, 0

R kR

EawsServi

eHandlerM

anifest |,

Bl Z B

maxStackT  Integer FEEY EEERP NA N/A 50
raceLength FCERRVIEE

BHNRX

T,

streaming  Integer FEEH ZL @K NA N/A 100
Threshold ZEFER

%, ehHe

F R Elout-

of-band®y

EIE |

DU fe (@ 31

AKX
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https://docs.aws.amazon.com/sdk-for-java/index.html
https://docs.aws.amazon.com/sdk-for-java/index.html
https://docs.aws.amazon.com/sdk-for-java/index.html
https://docs.aws.amazon.com/sdk-for-java/index.html
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BERR

traceldln
jection

pluginsEn
abled

collectSq
|Queries

Type

Boolean

Boolean

Boolean

BXNE

True, Fals
e

True, Fals
e

True, Fals
e

iR

70 8 th 3718
T RosRAERE
FIT IR 69 48 41
MERAERE
BIRA X-
Ray 1B #ft
ID 2223 A
HiS. &
al, &g
BITEME
1E;

% P T 2 %
IREHEERE
AWS Ri%
PREERA
SRR
ASH
BN,

sEhE
SQL fFl&
R RCE%
SQL &#
FERo

RIREH

N/A

N/A

N/A

RiEE

N/A

N/A

N/A

=N
AaxX

TRUE

TRUE

FALSE
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BERR Type BRIE iR RIREH RiEE 24

contextPr Boolean True, Fals WMREAE N/A N/A TRUE

opagation e true , 1£
HiTHEZ
&8 EE
# X-Ray
NE. &
A, g
H Thread
Local 3&1F
BAR ,
WEEFH
BHITHE
&,

ROSRAARE

X-Ray RERAN BFBHRNRESNEEAR Java ¥ X-Ray RBREHAMHERE. BF WEEAEAR
Java By X-Ray B EHRECENFMAER , F2H .

F A

3

MREBREEREEANEBRAUZANTFERA , F1 X-Ray RBREHIESERNAMKMLE,
AR, ERHEABRPRIIN SDK BT serviet EREHRM4E X-Ray RERXFTHEE

® Note
TR BAERRHFIRAM X-Ray BERBEARATFERA , FAEFEER CEREN.

WMRIEE Maven BERAP T |, FAE T IHMEFIEZEEDN pom. xmlER,

<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-core</artifactId>
<version>2.11.0</version>
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</dependency>
</dependencies>

WMRETE Gradle ERF I , B TIARMMEFEEEN build. gradleR,

implementation 'com.amazonaws:aws-xray-recorder-sdk-core:2.11.0'

BrTEERE., PREBNERE IDs 2/, EETUNEEAREERNEET FER , MEER K
SDK —%., REEASABENTHERANET , AEEASHTHRERAERK , TREEBATH
BRIRTTE

PR B2

HAREENREHLBBHEE , ERETIBER , JREREZSNBENEARR, MR X-Ray KERE
NEEZMFEHMIEE |, FBFRE T Y EEMBRS R, X-Ray REERM SDK A Jakarta Commons
Logging (JCL), EEEFRL K@Y A FEEN JCL BEiEERHEIRNBIEESSN M classpath £, I~
BIEEHIFFR : logsj-jcls jcl-over-slfsj,

B REeERNWEARRX LA Java REERK |, B X-Ray TEA LEFIEMAAR
X-Ray B R EER —EBHEE E#IT 2
WMRRE , F2H X-Ray BEX XA EITRE,

EENEARENBRES  BREEIRE "MKt X-Ray REENC#&ER NAE?

NREEKRERALRFTEEENEAEN , ALASSERARARBE , REAKERFERZHIR
%7 INFO B MRUALTEFHE , Bl Java REBRATEE Java BF —EB#1T, FHERELCER
BEMARESR , BRBEZF,

EENEARABEY  SREFINREHRALE , 5L "EBHRE AWS X-Ray ABERBISIMMR, ?

ELHERERNAREEXAERWA THFER , fl20 AWS SDK FXRH SQL £5 , EREERABEZAH
BURHR., IREHFINHPHZHR  RAEEXTRTRERESENEARIINIE  EBRERAER
£/ X-Ray SDK ETFEMA. WE , L LURA X-Ray SDK HiE B , AEFBLERBTEXHIS

AR HEREH, BUUAEABTERSEEABNELRY , SEXSHAELHER, MFELAEF]
EERBETHFERNES  F2HEEFEBTRAUBBDELR.

B REHNELERTEHEE X-Ray E2E L
BHEAEAREEAZHITE?
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NMREEHEVNELEERREREERAY , IEABRXTHNESHTRTERRR, WREWE
ARAFEATSHTE "TBRI SR, RYTEH , HlnsERA AWS SDK ¥ Lambda BEEH#E T — IR M
Y, REHWAREL HTTP HE , ETHEEREEXBHRTHEENETREERERES. BER
FEREMME , 5BRAH X-Ray SDK HEE B , YRERBEAL , HlM0 : KBEHEE B <NAME > #
EE , RAERXREEHITH FER. EEMRALEE , ZEUUERERARFERZIMALT ST
i, URRESFEPERNAMEIE, 3E , BAUEREERX MW contextPropagationflERER
false , MEAESHTHRTINADEE, NREEEMN , AL ECERABITERTFHRAELHITHE ,
RAEEENRDABGIAMRRT.

BREBCREMERA 2

MR X-Ray T4 LOUFHBRERFABHES LA ETRA LOESRLE | £UEe8
FMEREE, X-Ray RERREFMA X-Ray TRANRA  BENXREEAZLE TN EES.
BEAEEY 1 BEE , 2% 5% WEE , BEFTIE, ERRTAEENEERRERRR
ERUNER, BEMALME  SESE X-Ray THAFRYAITRERE | UEEIEFTENE
B, MENEET | BSERE.

REBEAR Java B9 X-Ray REEH

BEAR Java 9 X-Ray B E#HITEE A NWERBIAWSXRay , ARt 2Hi#keE, ERATUAR
AR IEHN TracingHandler, BAURESEIRHKIRBITABEA HTTP HILE IV [EEH
AwWSXRayServletFilter,

3]

- ERIBIMEEN
- HERA

- B

- BEREREN
- RIREH

R A HIER
M plugins ek ECREARRN 2 REWERBEENR.
SHEBER

« Amazon EC2 - EC2Plugin ¥ #11T{E% ID. " AEFHA CloudWatch Logs F¥#H.
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+ Elastic Beanstalk — ElasticBeanstalkPlugin ¥i8RERZ R, RAZEMIEE D,

+ Amazon ECS — ECSPlugin #8#& 25 ID,

+ Amazon EKS - EKSPlugin #Ti# %27 ID. #&E&#. Pod ID A CloudWatch Logs &¥#H.

Segment - Scorekeep

e

Overview Resources

Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618c-170413_021009
Deployment ID 20
Environment name scorekeep-cmh

EC2

Availability zone us-east-2¢
Instance 1D i-035583d15d1471728

Xray

Runtime version 1.8.0_1M

SDK version 1.1.0

Runtime OpenJDK &4-Bit Server VM
SDK X-Ray for Java

EEFANEER |, 557 AWSXRayRecorderBuilder EFFAY withPlugin,

Example src/main/java/scorekeep/WebConfig.java - 5C#k 25

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.plugins.ElasticBeanstalkPlugin;

import com.amazonaws.xray.strategy.sampling.lLocalizedSamplingStrategy;
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@Configuration
public class WebConfig {

static {
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder.standard().withPlugin(new
EC2Plugin()).withPlugin(new ElasticBeanstalkPlugin());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());
}
}

HRAZREHCEEANHERNRERFRERR LM origin M. EXRTHITEERAER
AWS WERER, EREAZENBERE  BRE4SER T HHEATIERFRKH B R A FRRES
ElasticBeanstalk > EKS > ECS > EC2,

AR Al

SDK 2 A& X-Ray EE AP EBRWHERURREZCHBLRF R, ARRAUASVERE —EF
R, UARFIEEEERZE X-Ray BRIEIVIEMEMEEREY 5%, £ X-Ray FEAFETEHMBRA , BB
AASERAREARENERNE,

PRFEREHSREREITRANIEFETER. MRFBRHESZEETHRA , KBREAREARSER
%_1E;EE\|JO

@ Note

MRFABREMHELZEER X-Ray SIIEHERA  cEe8YERASE —EFROEAERSIHESRA
PAR BHE EAET I GEREY 5%, MREMLIBWILEA APISFFE , EARERE X-Ray 1
BREX , MEAFEREXTMA SDK E1T API A4y TCP K3 , AlTseg L EEENR.

& WA LARRTE SDK BATE JSON XHHABER A, BRBEHTTUMEREBBRAES X-Ray BETH
REED , ECERAERA

Example sampling-rules.json
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"version": 2,

"rules": [
{
"description": "Player moves.",
"host": "*",

"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,

"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1

hEfleEE—EaTRAAMAERRA. BFTRUSER 5% E’JHE’I‘?% , REEH THREHNRIEKRES
2l/api/move/, FAFRRASEMBYNE—RBFERM 10% HWENGE

EARERRANRIER  BEEERHCEFNEENTEEELER , MT2EHA X-Ray BHE
B, BENNBEZIME  BEREGRI , £EHUARHRENENE

£ k£ AWS Lambda , BEEEHEEE, IRENREEH SROMREFEW | Bl Lambda &5 8%
EEZREEERERNEY, mEBAEHENR K BFFEEEHERE , Lambda S HBBEREK,

&= E7 Spring PiIRMEHRA , BEHEBERPFEH CentralizedSamplingStrategy XE£
FC8%ER ¢

Example src/main/java/myapp/WebConfig.java - iC 825 4H 5

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;
import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.strategy.sampling.LocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder.standard().withPlugin(new
EC2Plugin());
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AWS X-Ray EEIN=E1=

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
buildexr.withSamplingStrategy(new CentralizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());
}

Z 2 Tomcat , FHIEEERRIUER ServletContextListener , WHEZEH R E P HZER
No

Example src/com/myapp/web/Startup.java

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.strategy.sampling.lLocalizedSamplingStrategy;

import java.net.URL;
import javax.servlet.ServletContextEvent;
import javax.servlet.ServletContextListener;
public class Startup implements ServletContextListener {
@Override
public void contextInitialized(ServletContextEvent event) {
AWSXRayRecorderBuilder builder =
AWSXRayRecorderBuilder.standard().withPlugin(new EC2Plugin());

URL ruleFile = Startup.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new CentralizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());

@Override
public void contextDestroyed(ServletContextEvent event) { }

Example WEB-INF/web.xml

<listener>
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorderBuilder.html
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/strategy/sampling/LocalizedSamplingStrategy.html

AWS X-Ray EEIN=E1=

<listener-class>com.myapp.web.Startup</listener-class>
</listener>

EEEMFEAREBRR , B4 CentralizedSamplingStrategy B A
LocalizedSamplingStrategy.

builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

B &

RIFTERR , FAREMNHD4S ERRORBRASWHEIZWERAENX B, BALAE SDK LR AEERERE
%  BEFMANBFREEREAERSAFER, MW HFEA DEBUG, INFO, ERROR, WARNFI
FATAL, FATALEBZFEREBTSMERGFIE , A SDK F2EEEBREITH .

Example application.properties

£/ logging.level.com.amazonaws.xray B4R EC & BB K.

logging.level.com.amazonaws.xray = DEBUG

ERFHELSTERK , AIEARKRE R SREEE , SIURERNTFER,

#&IEHE ID A BEE

EEKEH RN ABER B AR IEMHE ID , BATLUELE ID AT N EAS (MDC), FH
SegmentLlstener RE, eEEREBEREHHBR X-Ray &Sl EE, EERRTFERRHE
e ABHER ID £FB L AWS-XRAY-TRACE-ID ;¥ AE MDC, EZER&ERE , X0
St MDC F BBk, EELFEEFEANCHEXEER ID. EFERERE , HRX ID XA MDC
H,

Example SEE M S KEHE ID

TEMNERK IDGRTA TraceIDeENtityID

1-5df42873-011e96598b447dfca8l4cl56@541b3365be3dafc3

WIhee B AR EREAR Java B9 AWS X-Ray BIREMHRAIMN Java BAREN , ¥ XETHIFEHE
e -
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« SLF4J ®ii% API| B2 Logback % if
« SLF4J Bl API B2 Log4J2 & iR
« Log4J2 #ilw API B2 Log4J2 # %
F2RTIER , LT HRESENRNSERRNER.
SLF4J Frontend
1. #&BAT Maven MEKMFTE I ENER,
<dependency>
<groupId>com.amazonaws</groupId>
<artifactId>aws-xray-recorder-sdk-sif4j</artifactId>
<version>2.11.0</version>
</dependency>
2. BE AWSXRayRecorder BE& withSegmentListener %, ESHiE
SegmentListener 5l , AA#HEHR ID BEIEA SLF4J MDC,
SegmentListener EXRAEEMFHEBASDHRFREBFREXNNFEH, ERLUEBTIA

XNBREFH :

- & _ {FFTERXAWS-XRAY-TRACE-IDF H,
- ZEH-EAZEFE (Hlmm),

- Bil -EAFRHPERNBITFE.

Example AWSXRayRecorderBuilder BiR=

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder

.standard().withSegmentListener(new SLF4JSegmentListener("CUSTOM-

PREFIX"));

Log4J2 front end

1. #LLT Maven HEAKMEFTIB R BN ER,

<dependency>
<groupId>com.amazonaws</groupIld>

LS
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<artifactId>aws-xray-recorder-sdk-log4j</artifactId>
<version>2.11.0</version>
</dependency>

2. BE AWSXRayRecorder B2 & withSegmentListener %, ESHIE
SegmentListener Al , W TESHKER ID BEEA SLF4J MDC,

SegmentListener ERAEENFREMASERRERAFRARXNFTE, BULLEBTI A
NREFH :

. B _ (FFTEZEAWS-XRAY-TRACE-IDZFH,

- EH-FRAZEFE (Hlm") IBRFE,

- B -ERAFZEDERNEITFEHE.

Example AWSXRayRecorderBuilder FRiR=

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder

.standard().withSegmentListener(new Log4JSegmentListener("CUSTOM-
PREFIX"));

Logback backend

ZEEH ID BAZIBFEHH , BHABEEHECEKEEH PatternLayout , EEK AL SEEE %

BRR = o

1. B¥ patternLayout HNEREMNE, BAFEBREENN AN , FiFER XML HEERHTIL
%, EERATH , 5520 Logback 7,

2. # %X{AWS-XRAY-TRACE-ID} # A% patternLayout WEMI{IE , AJAFEHME ID @A RK
MERERBRIR . $X{} RREEREMSEA MDC RN RS|EBIEEE., EERAT#H Logback #
# PatternLayout , 5528 PatternLayout,

Log4J2 backend

1. H¥ patternLayout WEREME, LAZEBEEENNAN , FEB
XML, JSON. YAML =B R E A EEERANITIAESR,

BERANTBIEBEREIERRE Logd2 , F2EERE,
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AWS X-Ray FHRABER
EERATHNMEBREENNANERE Logsl2 |, FSHEEREEENFXWHERE,
2. # %X{AWS-XRAY-TRACE-ID} #fiAF| PatternLayout BEAE , AJA5EHE ID HAKRK

MREEBRRN . $X{} R REEREEA MDC REMNKRS|IBEEE, EERATH Logd)2 FH
PatternLayout , FF2RBEXEE,

1w AJEHE 1D 245

LR REIEEM ID HWEHE PatternLayout F&E, BM ID SHENEHTHESERE (5t) 2. BEE
E#% (%-5p) ZHlo

Example #i A ID # PattexrnLayout

%Sd{HH:mm:ss.SSS} [%t] $X{AWS-XRAY-TRACE-ID} %-5p %m%n

AWS X-Ray & B 5] BRI A E|AEHR ID , UERSIN. A TERERBRE
PatternLayout BYBFHRHA,

Example #i A ID #9 B 5557 8A

2019-09-10 18:58:30.844 [Nnio-5000-exec-4] AWS-XRAY-TRACE-ID:
1-5d77f256-19f12e4eaa02e3f76c78f46a@1lce7df03252d99el WARN 1 - Your logging message
here

RREAABA T sm B BE | EWURCHEIRFRE
[ ERIERTE R

ERZEEEAERBLEGBNEHNEE , fln EENERFMARMEERAWSXRayRecorder,
ERZEEXNEHRENEETEEREER onBeginSubsegment B |, SHERENEE
FI8EFE FER, A afterEndSegment KB EEREAZBEAILEIALE , REEB
beforeEndSubsegmentic#kH SQL WBREENEN , URFFEBREENRK SQL EH , MR2
WS, AIgSWEEANTEESR,

EEEFHSegmentListenerHBMTREFE |, FFEHAWS X-Ray BAR Java By iLsxszABEMN
AP| #9314,

T EHIFERIMMAIEEI onBeginSubsegment B —HMEBMAFE FER , URZEIB
afterEndSegment E&EEERE RS ENGEHA S
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/listeners/SegmentListener.html#afterEndSegment-com.amazonaws.xray.entities.Segment-

AWS X-Ray EEIN=E1=

Example MySegmentListener.java

import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;
import com.amazonaws.xray.listeners.SegmentlListener;

public class MySegmentListener implements SegmentListener {

@Override
public void onBeginSubsegment(Subsegment subsegment) {
subsegment.putAnnotation("annotationKey", "annotationValue");

}
@Override
public void afterEndSegment(Segment segment) {

// Be mindful not to mutate the segment
logger.info("Segment with ID " + segment.getId());

£33 AWSXRayRecorder B2 Z I BT EREERR,

Example AWSXRayRecorderBuilder statement

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard().withSegmentListener(new MySegmentlListener());

EAERBERERREEAR Java 1 X-Ray BREN, REEREAXENTEY,

« AWS_XRAY_CONTEXT_MISSING — %7 E% RUNTIME_ERROR LATEARBIREERES , RBIRERXIBEHRRL
855 R R IB IR 5 AR R o
BEXE
» RUNTIME_ERROR — $&ZE 81T Br R B SR M o
+ LOG_ERROR - e iR:RIAEME ( FEER ) -
« IGNORE_ERROR - Z & $HERMHEE .
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EREHEAAMBREHRTHRBERNET , I EEEMATHENENSD , EAKRANAFRK
i, TREEREERDERDS FEBRMEBENIERS.
« AWS_XRAY_DAEMON_ADDRESS - §%% X-Ray BB/ iZERE MW E-MAERE, KFERR , HE6H

BREMASEM 127.0.0.1:2000 ETIEHER (UDP) MEUR (TCP), MREEREHPEXET
EIHEEE LR NEETRNER EHT , FEALESR

B

- MREE#EE - address:port
- TREMEEE - tcp:address:port udp:address:port

« AWS_LOG_GROUP - A4 BB EM BB CAESNEREEEBMN B A, MRS EFEEE
ﬁ%;ﬁaﬁ@%ﬁﬂﬁﬁm AWS IREM[E1F , X-Ray B EALEEN AFHEEHESERAERANE
BER, mEAFHEANGFMEN  B2EEH B FFEENER.

« AWS_XRAY_TRACING_NAME - 5% SDK AR EEBHNRE LT, BEETE serviet ENERHMIEER T
FAERBPRENRE S,

RESHEBEREABPARNEEFRKELENE.
/%l LEE

AL REBEMAREEEN WM BERBRATR. AREHEUTEM

« com.amazonaws.xray.strategy.tracingName — #E 7 AWS_XRAY_TRACING_NAME,
- com.amazonaws.xray.emitters.daemonAddress — t##E AWS_XRAY_DAEMON_ADDRESS.,

« com.amazonaws.xray.strategy.contextMissingStrategy - fHER
AWS_XRAY_CONTEXT_MISSING,

NMRERRET RABENEFRESE  MEeFEARRBHENE. MESEZHEEREXNBHARY
=B

EREAR Java B X-Ray BRBREABHREARRK

B LAMEA X-Ray BIREARIB MR A FEA TR E Amazon EC2EC2 AWS Elastic Beanstalks,
Amazon ECS H# EC2 #1T{E# LIRHMNEA HTTP 5K,
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AWS X-Ray EEIN=E1=

£/ Filter MBEAM HTTP &R, E&# X-Ray serviet BB FHHEETEARRE  EAR
Java B X-Ray IR EHSASEBEREREILIER, KERIERBE., 5%, MR HTTP FRNEE
FR. HtRAEeEEtEE LB FEE,

(® Note

¥ AWS Lambda B # , Lambda €A S BEMEBEREIEER. MEEFZENA , F2EAWS
Lambda ™ B AWS X-Ray.

BEEHBE—EER  TERBRFPRALNENERRERN. ERAUFPERS , AELTTLURE
SDK , RBEAFRINIHUERDERE, BHEGE TREBRBFRFNESE BRI BER | I
EEBTHERPEAKRERRARER (fl , MREIWERRBEN ).

@ HIEMER
MREFHFEHR[LEMPNBEEEEFERIEWERRER , X-Ray SRFBRFMH X-
Forwarded-ForZHEEEBAFE IP, MAE®% IP H#EFh KR IP REAFK IP, AEXE
SRECEHW A FiR IP ATRERBER | IZIJH:T@“ZGFEO

AR HRFAREAEEERRDPREBNMNRURELHE—H. IRERS

5345
x_forwarded_forik2s WiEfItrue , AFI® IP % HTTP &R+ # X-Forwarded-ForfZ5EEY

i D\J}:ﬁt

AEREEAGMEA http ERABEEANFERBILER , EFEEUTERA

« HTTP %A% - GET, POST., PUT. DELETE &,

- AFiRthit — EXFERZ A PR IP it

- EIETR - EEKFERN HTTP EIER.

- BRRE - BAZARERY (WEIFERMERE ) NEREB (ExEENKRD ).
- FHERERN — KBHFKuser-agentty

- RBKE — content-lengthXREEEH ,

B

- HIEMENERGAIBEEARER (Tomcat)
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- BEREHEREIIEZEAER (Spring)
- BEEBRWEER

B M ER R R FTIE EEARER (Tomcat)

Z2 Tomcat , 551& <filter> FHIBEHEEREW web. xml R, £ fixedName 28 , EEEEH
EHEBEABREI 2 EERN RS A,

Example WEB-INF/web.xml - Tomcat

<filter>
<filter-name>AWSXRayServletFilter</filter-name>
<filter-class>com.amazonaws.xray.javax.servlet.AWSXRayServletFilter</filter-class>
<init-param>
<param-name>fixedName</param-name>
<param-value>MyApp</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>AWSXRayServletFilter</filter-name>
<url-pattern>*</url-pattern>
</filter-mapping>

#51E Mt ERE R T I8 EEARER (Spring)

%= Spring , 548 Filter $i8EEM WebConfig . UFBFRREERBBEER
AWSXRayServletFilter BERE,

Example src/main/java/myapp/WebConfig.java - Spring

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {
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AWS X-Ray e YN

return new AWSXRayServletFiltex("Scorekeep");

}
}

ARE [ BR AR A SR g

AWS X-Ray EAREEBERANEHEAER K THHEEARACEANAELERAREN. EBE. A
#8 APIs AWS MERE DR, E X-Ray SDK HAEABRELERK , CEEERN B BM L P ECHE
ERAEANREEE,

X-Ray SDK A[LAfE HTTP SR EZEBEFMN IR EZBREDBER, T8 , ZBETLUEE  ETEEE
BRSSP HIAFETE A ET R, EEf5Lt SDK REEBETHIEBENBERMAEEGRER , B4
BEEBABRNAEREHE,

NRENEAERASEBREMLER , LTSS SOK REAEADESEEK  WEBREBHTR
BOE— B, BAEGEENTHE SOK BEHABARGAENERNAR , ULEARSBEASTHS
R,

flan |, EBelgeE —RAEAEX B =@ FREREMHFER : www.example.com, api.example.com#

static.example.com. &R LAE A B)REG & KA IEE &R * . example. com , AR EE EE B S E
FREWER 6 EMXRFEURF L E=ARKEHRE NRENEARIKRIEIREBIFTEEINGER ,
LerhRERs tEIEEREEC A BNENE R,

EEAMABFEREREAMERNERE , B L8k , F£RIL serviet ERHEFRUIEEEER
BXAMWEE, EEBEBMMUSegmentNamingStrategy. fixed( ) ¥ EELEBRERENLEE
SegmentNamingStrategy AWSXRayServletFilter BB MR,

(® Note
O LAfE A AWS_XRAY_TRACING_NAME IRIFEEHREBBELEEA TR EENERRE B,

BEGTERBRITEREIMEBEEATNES , URNR HTTP BRIV EHREBTIHEXREFH
WEEREE, EEX Tomcat PEIEGRER , F2BIEA dynamicNamingRecognizedHosts

dynamicNamingFallbackName REZEXMBEKZ B,

Example WEB-INF/web.xml - £ i B) 8@ & B Serviet EFiE {54

<filter>
<filter-name>AWSXRayServletFilter</filter-name>
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<filter-class>com.amazonaws.xray.javax.servlet.AWSXRayServletFilter</filter-class>
<init-param>
<param-name>dynamicNamingRecognizedHosts</param-name>
<param-value>*.example.com</param-value>
</init-param>
<init-param>
<param-name>dynamicNamingFallbackName</param-name>
<param-value>MyApp</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>AWSXRayServletFilter</filter-name>
<url-pattern>*</url-pattern>
</filter-mapping>

#H Spring , MO 3R 37 BHRE SegmentNamingStrategySegmentNamingStrategy.dynamic() ,
WA HEERAWSXRayServletFilter BB EE,

Example src/main/java/myapp/WebConfig.java - £ B RE&r & #Y Serviet EFiZF 4

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;
import com.amazonaws.xray.strategy.SegmentNamingStrategy;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {

return new AWSXRayServletFilter(SegmentNamingStrategy.dynamic("MyApp",
"* example.com"));

}

FERBEAR Java B X-Ray AWS BZEHEBH SDK FAY

ELHNEARENFEI AWS R RERER., BEAFTIIEEZBAR , BARK Java B X-Ray BRE
HeEFEERPER TIHNFWL, SEELRBEFFIAER AWS IR FMEIR (0 Amazon S3
f#1ZEr 8 Amazon SQS 175 ) , 87 X-Ray TR AMWBHIM S FERAB T HEE.
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BERERBPEE aws-sdkF aws-sdk-instrumentor FHEHEF | BAR Java B X-Ray FBEH
SRBHWAFE AWS BEREHAFIR. MREKRTE Instrumentor F1ER , B LLEERRIFE LS E
AP , MR AL F %,

EERAMER AR , FRENBEDBR aws-sdk-instrumentor 71848 , W EH RIEN A Fis
BESR , £ AWS SDK A FisTracingHandler E$7i8 XRayClientf 5 o

filan | ZEEH B AmazonDynamoDB A Fi% , B EHMERERNBER
AmazonDynamoDBClientBuilder,

Example MyModel.java - DynamoDB f F i

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.handlers.TracingHandler;

public class MyModel {
private AmazonDynamoDB client = AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.fromName(System.getenv("AWS_REGION")))
.withRequestHandlers(new TracingHandlex(AWSXRay.getGlobalRecoxdex()))
.build();

HWRFA BT , ALK X-Ray EREFEFRAS W API 5, HREHFE , X-Ray SDK g8 &
FFTEERER , RIS PR EERMA .

plan |, EEERAERRAE DynamoDB F FimiE{TREILE: , MEBFBREHSKERRBBNEEUE
HRABEENFUER, £ TZa7F , SEENXRTFSERBREPETKELNDHR  XEF—K
DynamoDB Ei% , AR IELAE RS B RV,

Example FEAY DynamoDB LA %1718 B Y F[EER
"id": "24756640c0d0978a",

"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
Ilhttpll: {

"response": {
"content_length": 60,
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"status": 200

}

},

"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",

"request_id": "UBQNSO5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}

BEDELRERE , YU TRENWUSERELE P EUENGBH. REVREEFRHFY  ASE
M AR A Y — AR ER R

« Amazon DynamoDB - &R &R &
« Amazon Simple Storage Service - EEFETENERERE

« Amazon Simple Queue Service — 175 & &

EE AWS R A EAR Java B AWS SDK 2.2 MEHRARAE W TORTN | S RES
#AREh B W& aws-xray-recorder-sdk-aws-sdk-v2-instrumentori&if, ERHKEE aws-

xray-recorder-sdk-aws-sdk-v2 module , A#EEMA TracingInterceptor AHETRE ,
ORE B RS A B i,

Example AR Java B9 AWS SDK 2.2 R EFTIRA - Bt R &S

import com.amazonaws.xray.interceptors.TracingInterceptor;
import software.amazon.awssdk.core.client.config.ClientOverrideConfiguration
import software.amazon.awssdk.services.dynamodb.DynamoDbClient;
Y/

public class MyModel {

private DynamoDbClient client = DynamoDbClient.builder()
.region(Region.US_WEST_2)
.overrideConfiguration(ClientOverrideConfiguration.builder()
.addExecutionInterceptor(new TracingInterceptor())

Lbuild()

)

.build();

/...
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EFERA R Java BY X-Ray RBEEMFIERY TiF HTTP Web AR5 Y A4

ELNERARXNTUMERESR AT HTTP APIs , BRI AEAEAR Java B X-Ray BEEH X
AHttpClientRARRIELRTIY | WA API A T RIEH 8 = RBE K.

EAR Java B9 X-Ray BB EH S E DefaultHttpClient# HttpClientBuilder$EHAI , T AR ER
X Apache HttpComponents 1% 18 B , DR HE HTTP FEM,

* Com.amazonaws.xray.proxies.apache.http.DefaultHttpClient -
org.apache.http.impl.client.DefaultHttpClient

com.amazonaws.xray.proxies.apache.http.HttpClientBuilder -
org.apache.http.impl.client.HttpClientBuilder

BLERRNEMM aws-xray-recorder-sdk-apache-http FHE#HS,

B AERARERRRA A F iR X-Ray RRIRANEABRR | AR F im R4 E A
FinERATER R,

Example HttpClientBuilder

import com.fasterxml.jackson.databind.ObjectMapper;

import org.apache.http.HttpEntity;

import org.apache.http.client.methods.CloseableHttpResponse;
import org.apache.http.client.methods.HttpGet;

import org.apache.http.impl.client.CloseableHttpClient;

import org.apache.http.util.EntityUtils;

import com.amazonaws.xray.proxies.apache.http.HttpClientBuilder;

public String randomName() throws IOException {
CloseableHttpClient httpclient = HttpClientBuilder.create().build();
HttpGet httpGet = new HttpGet("http://names.example.com/api/");
CloseableHttpResponse response = httpclient.execute(httpGet);
try {
HttpEntity entity = response.getEntity();
InputStream inputStream = entity.getContent();
ObjectMapper mapper = new ObjectMapper();
Map<String, String> jsonMap = mapper.readValue(inputStream, Map.class);
String name = jsonMap.get('"name");
EntityUtils.consume(entity);
return name;
} finally {
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response.close();

}

B2 8% T Web api 9FEIUEF | BAM Java B X-Ray R EHSFTHETER , HREE HTTP
ERNEENEEENR. X-Ray £/H FEBRRELIER AP WHEER.

Example i HTTP FRAYHY F [E R

{
"id": "@04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"name": "names.example.com",
"namespace": "remote",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"

},

"response": {
"content_length": -1,
"status": 200

}

}
}

Example 5 HTTP [ 0L A9 H# B = £Y

"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@04f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
.

"response": {
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"content_length": -1,
"status": 200
}
.

"inferred": true

FEREAR Java B X-Ray B EHEH SQL &

SQL W#&Ei=s

#EAR Java JDBC Y X-Ray R E4RESNEEERRIFERLE , U8R SQL EREEA,
+ PostgreSQL — com. amazonaws. xray . sql.postgres.TracingInterceptor

* MySQL - com.amazonaws.xray.sql.mysql.TracingInterceptor

BB 9 B A aws-xray-recorder-sql-postgres #l aws-xray-recorder-sql-
mysql FiE#EH, I EEIE org.apache.tomcat.jdbc.pool.ldbcInterceptor , 3 HEE
Tomcat EREEHEE,

(® Note
ERZ2MHER , SQL WEBHRTEEFERARE SQL EFALH,

$+¥ Spring , BEBMERPIHIGHEES , RE A Spring Boot Y DataSourceBuilder BE & ¥
HRo

Example sxrc/main/java/resources/application.properties - PostgreSQL JDBC ###&igs

spring.datasource.continue-on-error=true

spring.jpa.show-sql=false

spring.jpa.hibernate.ddl-auto=create-drop
spring.datasouxce.jdbc-interceptors=com.amazonaws.xray.sql.postgres.TracingInterceptor
spring.jpa.database-platform=org.hibernate.dialect.PostgreSQL94Dialect

Example sxc/main/java/myapp/WebConfig.java - ERHKR

import org.springframework.boot.autoconfigure.EnableAutoConfiguration;
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import org.springframework.boot.autoconfigure.jdbc.DataSourceBuilder;

import org.springframework.boot.context.properties.ConfigurationProperties;
import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;

import org.springframework.data.jpa.repository.config.EnableJpaRepositories;

import javax.servlet.Filter;
import javax.sql.DataSource;
import java.net.URL;

@Configuration
@EnableAutoConfiguration
@EnableJpaRepositories("myapp")
public class RdsWebConfig {

@Bean
@ConfigurationProperties(prefix = "spring.datasource")
public DataSource dataSource() {
logger.info("Initializing PostgreSQL datasource");
return DataSourceBuilder.create()
.driverClassName("org.postgresql.Driver")
.url("jdbc:postgresql://" + System.getenv("RDS_HOSTNAME") + ":" +
System.getenv("RDS_PORT") + "/ebdb")
.username(System.getenv("RDS_USERNAME"))
.password(System.getenv("RDS_PASSWORD"))
.build();

$HA Tomcat , 557 JDBC ERl HRsetIdbcInterceptors EFERY | W BEFEAM Java B X-Ray
FHEE4ER.

Example sxrc/main/myapp/model.java - EXIHKR

import org.apache.tomcat.jdbc.pool.DataSourxce;

DataSource source = new DataSource();

source.setUrl(url);

source.setUsername(user);

source.setPassword(password);
source.setDriverClassName("com.mysql.jdbc.Driver");
source.setJdbcIntexceptors('com.amazonaws.xray.sql.mysql.TracingInterceptor;");
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Tomcat JDBC ERIRFRXNESTESEEARN Java B X-Ray BHEREHKF , BETULUISHES BEEHN
Mt |, LIRRSREFERE.,

Example pom.xml - JDBC &I 3R

<dependency>
<groupIld>org.apache.tomcat</groupId>
<artifactId>tomcat-jdbc</artifactId>
<version>8.0.36</version>
<scope>provided</scope>
</dependency>

R4 SQL EHtEAHIEE

« # aws-xray-recorder-sdk-sql 8 EERHEMKME,
- BEHEREERRER, ERIFERN,

dataSource = TracingDataSource.decorate(dataSource)

connection = TracingConnection.decorate(connection)

statement = TracingStatement.decorateStatement(statement)

preparedStatement = TracingStatement.decoratePreparedStatement(preparedStatement,
sql)

callableStatement = TracingStatement.decorateCallableStatement(callableStatement,
sql)

FERERAN Java I X-Ray R EHELEBIT FER

FERELEMEHRNES  HPSERAREERMEMZ TENFHER. SRXEELRRUN A FHE
THEF  X-Ray FARE4ABEERTFTERFTELENET., FUUBEIHMTERREEMFERS
A, AERXBERHOMEE K RicHTBNPEER,

EEEETEER , 58 M beginSubsegment # endSubsegment 5%,

Example GameModel.java - BF] FEE

import com.amazonaws.xray.AWSXRay;

public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
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Subsegment subsegment = AWSXRay.beginSubsegment("Save Game");
try {
// check session
String sessionld = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
throw new SessionNotFoundException(sessionId);
}
mapper.save(game);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();

L&l , FERFHNENBSFEATERERER LK 5%, # DynamoDB S A BRIH T/ERER |
WHER EAR Java B9 AWS SDKH DynamoDB BR5TZRRFEFHER. £ TEANEBRMWET |, iGLtE
ABIHEETFERFEHWUSave GameFEEH DynamoDB F %,

¥ Scorekeep

4]

Scorekeap 200 39.0 ms

DynamoDB 200 6.0 ms
DynameoDB 200 5.0ms
DynamoDB 200 50 ms ]
DynamoDB 200 6.0 ms
## GameMoedel saveGame - 14.0 ms

DynamoDB 200 50ms

DynamoDB 200 B.0ms ]

NRFERTHEXBEEECRENGIARR , FEELSTEE try BRP , A& finally EBHRFP
[EOL AWSXRay . endSubsegment() , AR FER—EEBEH. MR FEBRAREERN , AIEBEITEHRE
B, B FEEEZE X-Ray,

HARBEZEBIARTHERE , BT ERXBEL Lambda &
Z{AWSXRay .CreateSubsegment WX EEE .

Example F[EE Lambda B

import com.amazonaws.xray.AWSXRay;

AWSXRay.createSubsegment("getMovies", (subsegment) -> {
// function code

1)
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ELEERRFEMFERPEY FERE , BARN Java ¥ X-Ray BBREHSAHEXL ID, Wic&kEH
YR B M SR AR o

Example f£ A R E R T EER

"subsegments": [{
"id": "6f1605cd8a@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
1,

HRIEFTMZHITERENRGT , X EFHE FEREEZE endSubsegment () 53% , AERHEIE
HEIR , BA X-Ray AR AR AEFRATHTHEE N, RIS FEREHR ERFEAKEERA ,
HEEEBKEMEERBRE X-Ray #HBEX.

Example JERZ ¥ & B

@GetMapping("/api")
public ResponseEntity<?> api() {
CompletableFuture.runAsync(() -> {
Subsegment subsegment = AWSXRay.beginSubsegment("Async Work");
try {
Thread.sleep(3000);
} catch (InterruptedException e) {
subsegment.addException(e);

throw e;
} finally {
AWSXRay .endSubsegment(subsegment);
}
K7
return ResponseEntity.ok().build();
}
Bl FEE
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EAEMAR Java BY X-Ray B EAHKEENTEENTEEER

B LAEREENPEERGCHEANEFER, REIEAEXNWEMER, LTSRN P RERHE
E X-Ray RBEEHEVNER , INEELRINBT FER,

HEREEFH, HFrdmmMmENREY, 3EeRERERS| , UEEEEFRGAREXBEER, £AE
MEHFAEEARTEEESKER D ENESR , B ETW GetTraceSummaries API B AERC.

PRENERCIB/EY  TUEAEAEENE  SEVHENBE  EFSRERSIIARENERA
RIEX, FATRENCHREFERFEERTHEMGER K EFFELRESER,

BRYZEBANPEEY  SUUNERRLE&HEAE D F&E, BREBERE ID BHEERNRL
B, WERVRSIUARES,

-1

- EHERAR Java B X-Ray R EHCHETE

- FRBERAR Java By X-Ray RBEHTHDHER
- EAEAR Java IDs

FERBERAR Java B X-Ray BIREHTHEIRE

HEEHEERZURSIUARESNERR FER , AEAERREHELER LNWERA.

HEER

- £ - X-Ray BN ESBKEZTE 500 BEEBF . BTECARRAFUANNEERETR (o )
- {H - X-Ray FEMWERZRZTHE 1, 000 {8 Unicode F T

- HEEE - SEEMKZIER 50 EFR.

SCERAESE

1. # AWSXRay VSEHIERH FERNZE,

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();

BREMFRER 345


https://docs.aws.amazon.com/xray/latest/api/API_GetTraceSummaries.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Segment.html

AWS X-Ray EEIN=E1=

G

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Subsegment;

Subsegment document = AWSXRay.getCurrentSubsegment();

2. FAFHERS|E HME. BFIFHME , B putAnnotation,

document.putAnnotation("mykey", "my value");

THgEHBRAAEASERNputAnnotationFE RSB MME, HFHFRERFEM,

document.putAnnotation("testkey.test", "my value");

BERZE4SEEFUR/EHRKRERRXMHPH annotations WA, EFEAMEBEEEY
putAnnotation WX , RIEBEZ i EHEERS F[EER L&/ E.

FESRERREEREENER A FEHEHREREXPEM annotation[key]BRF

Example src/main/java/scorekeep/GameModel.java — STEBMFEE R

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Segment;

import com.amazonaws.xray.entities.Subsegment;

public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel.saveGame");
try {
// check session
String sessionld = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
throw new SessionNotFoundException(sessionId);
}
Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resouxces", '"game", game);
segment.putAnnotation("gameid", game.getId());
mapper.save(game);
} catch (Exception e) {
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subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();
}
}

FERBERARA Java B X-Ray B EH &I EER

HHHETRRREVRSIUARESHNER , FEATRENRCHKELERNTFERLNERA, FlE
BHERLIRF &, BF., HME , HATFHLS JSON Y4 E S EM 4.

RCSR P E R

1. & AWSXRay NS BRI BB FEENSE,

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();
)

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Subsegment;

Subsegment document = AWSXRay.getCurrentSubsegment();

2. ERAFERBEEH. FRR5IE. HME. BF. ZEIYMHE , #WY putMetadatas

document.putMetadata("my namespace", "my key", "my value");

(13
REEARMEEW putMetadata,

document.putMetadata("my key", "my value");

BRREEEDEEE , URFARERHSHEA default. FEAMBRMWY putMetadata MR , Al
SRR EMARERSN FER EEENE,
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Example src/main/java/scorekeep/GameModel.java - M EER

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;

public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel.saveGame");
try {
// check session
String sessionld = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
throw new SessionNotFoundException(sessionlId);
}
Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resouxces", '"game", game);
segment.putAnnotation("gameid", game.getId());
mapper.save(game);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();

EABEAR Java IDs
SO FBERER EMERE ID LIEBEERERNERE,
SEBEAE ID

1. & AWSXRay EXSBRIEERNZE,

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();

2. ERBEBRZEMENTS ID Y setUser,
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document.setUser("U12345");

B AR HIRR P setUser , MERAREXRBREEFREE LLKERE ID, MREAEMEA
EERRFEEAE ID, JLUSHIUEEAET,

Example src/main/java/scorekeep/MoveController.java — fEf#& ID

import com.amazonaws.xray.AWSXRay;

@RequestMapping(value="/{userId}", method=RequestMethod.POST)
public Move newMove(@PathVariable String sessionId, @PathVariable String
gameIld, @PathVariable String userId, @RequestBody String move) throws
SessionNotFoundException, GameNotFoundException, StateNotFoundException,
RulesException {
AWSXRay.getCurrentSegment().setUser(userId);
return moveFactory.newMove(sessionId, gameld, userId, move);

}
EESKRFERAE DHENR  FEGEFREREXNRFER user@RF,
AWS X-Ray B AR Java By X-Ray BHZEHH 8

AREERHA AWS X-Ray rn B 2=, EEMNKE., BUUFERBERAR Java B X-Ray BE&EH , tKE
#9 X-Ray [EE 2 #i REUE Y Amazon CloudWatch 1818, ELIEZITE B ERMBERMERERE |
REEEE, MENHRMEERL. BUUFERHELEREE , LR FERANELAMENRERE,

CloudWatch R{EEE#FE, EHFER CloudWatch FHEASH S , AR —EREEHFFNERE, &
( N AWS IRT) i ERERRBMHE CloudWatch , WA —HEFNEEFIERENERELER
REVRETE R

ERERHEHE,. a2 ZAN—EXZAEEME—NESR, SEENNBERBBLNTENEE
v, BEEFERBATERE  EENENRRERDEZH. BESBAEEMER.

WNEHBRI CloudWatch RIEEMEEER , 5528 (Amazon CloudWatch {EFHEIERE)

X-Ray CloudWatch $5#Z

ServiceMetrics/SDK i B =R E T HEE,
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/MoveController.java
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/

AWS X-Ray BISYA B IEF
BE et EA A iRk BB
Latency Fiy, &, &K, B it B 4 SR B R 2 [ =8

ST NER, ¥85. &/

MK E B REEL
B, FrEURARMFILET
28

ErrorRate FEEH8, B KBERB 4xx Bote
Client Error fREE
BWERRR B
gE3,

FaultRate FEHE, B KMERA Sxx BOL
Server Error jt&E
BHEMHER B
EE,

ThrottleRate EEHE, B E[E 429 RAEWEH BoL
EREMER, ER
ErrorRate I8N
_%Bﬁ:’\o

OkRate g, #F E4 OK ARFBIEWEH Bok
AERER,

X-Ray CloudWatch #£E
FATRPNEERBEESE X-Ray MlJavalfE AR EEHIEE,

HEE iRk

ServiceType MAEE , DRRBHER , 4
0, AWS::EC2::Instance = NONE,

ServiceName RN ER B,

ER
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BUA X-Ray CloudWatch f&4Z

EATIER , £2@ANJavalE AR PR ERIER,

REEHHER

-

#ri@aws-xray-recorder-sdk-metricsEH#AApache MaventBfkit, MFFMER ,

3

SBE AR Java FEHEN X-Ray FEEH,

B HY MetricsSegmentListener() WAL IEEER[EEN 32,

Example src/com/myapp/web/Startup.java

import com.
import com.
import com.
import com.
import com.

amazonaws

amazonaws.
amazonaws.

amazonaws

@Configuration
public class WebConfig {

static {

.xray.AWSXRay;
amazonaws.

xray.AWSXRayRecorderBuilder;
xray.plugins.EC2Plugin;
xray.plugins.ElasticBeanstalkPlugin;

.Xray.strategy.sampling.LocalizedSamplingStrategy;

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder

.standard()

.withPlugin(new EC2Plugin())
.withPlugin(new ElasticBeanstalkPlugin())
.withSegmentListener(new

MetricsSegmentListenex());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());

}

E8%& CloudWatch {REFERLLE A Amazon Elastic Compute Cloud (Amazon EC2), Amazon
Elastic Container Service (Amazon ECS) =% Amazon Elastic Kubernetes Service (Amazon EKS)

WEER :

X3

- BE

E Amazon EC2 , 2/ %2 CloudWatch {XEEER,

ER
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
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- HEERTE Amazon ECS , 72 BI{£H Container Insights =¥ Amazon ECS &5,
« ZERE Amazon EKS , 2B A Amazon CloudWatch A1 81% Amazon CloudWatch £

BRE,

4. FXTE SDK LAEE CloudWatch RERENBEH. BIEFERR , BEHAZXEHSEMI EAY CloudWatch
REEXEH127.0.0.1, B LUSREZE S Java B4R A address:port , ARREZ KM
ik,

Example I:RIEZE
AWS_XRAY_METRICS_DAEMON_ADDRESS=address : port

Example Java B

com.amazonaws.xray.metrics.daemonAddress=address:port

TR iHRE

1. & A AWS Management Console , ¥¢7E https : //https://console.aws.amazon.com/cloudwatch/
BARK CloudWatch £ &,

2. BB Metrics (i818) B&K , UBREENEA,

3. (1EMA ) & CloudWatch X AN BFRLIFERL , FEServiceMetricsSDKAFEE. Sk
FEFHWEENBFERR , XEEAFALR.

EZHTHREREAZCEEBEERAR

ECERRARRPEIHATHER , AWSXRayRecorder TE#IFHIIERS FEEREENS
Z, BREFRYPTEPEASRAINARE  ERAREASERRATHFENER , EEEH

SegmentNotFoundException,

EERGERBBMERYE  BLER ContextMissingStrategy X ET#ER , & HE QM8
iRo BT LAEM SetContextMissingStrategy R NBHRE R , REBEAREL B AL ERER
EHFERE,

Hbh-EREESNSEREBERBHTHEBMLW beginSegment REFAFEEL , LA 1EFIEAEFFEAY
endSegment, HEEMAILIEGHHEIE HTTP BRMBEATHWERR , EBAFETUNEREEHE BT
FEREABMBEHTHRERB,
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-container-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Observability-EKS-addon.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Observability-EKS-addon.html
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Entity.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/exceptions/SegmentNotFoundException.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/strategy/ContextMissingStrategy.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorder.html#setContextMissingStrategy(com.amazonaws.xray.strategy.ContextMissingStrategy)
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorder.html#beginSegment(java.lang.String)
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorder.html#endSegment--

AWS X-Ray M ABIERE

EERERAZABTRREEEARR , EULKENERI FEREEEFHITHE , TR E2E
kR, EUMRELHXFBRVHBENR , RARTEPESENET SREMEEERERBEE, — 8B
ERTUEHFHTEDER , BRAULUER segment.zun(() -> { ... }HDFEHTUERZKERRA
BHEAATEITER,

MERH , F2RELFEENTEPEAZWAAF iR,

B FRFENXERFTEA X-Ray

EAR Java B9 X-Ray B EH4HTHRESE SegmentContextExecutors B IER P Java 12
H. SegmentContextExecutor BEEIITERE , ER T E A MMEES| CompletableFuture B FTE IER
SRE, ENRARTAIESREFEEERABTTEAERNERHT.

Example App.java g4l : #% SegmentContextExecutor &3EZE CompletableFuture

DynamoDbAsyncClient client = DynamoDbAsyncClient.create();
AWSXRay.beginSegment();

/arrr

client.getItem(request).thenComposeAsync(response -> {

// If we did not provide the segment context executor, this request would not be
traced correctly.

return client.getItem(request2);
}, SegmentContextExecutors.newSegmentContextExecutor());

FEBL Spring FiE AR Java B9 X-Ray BIEEHH AOP

A EFER A MM E A X-Ray SDK # Spring Framework R AN ERREN K MEZTSFERZOE
B, EXTEEE—EFRAMNARNRBARRHATHEARER AWS,

A Spring H1#9 AOP

1. &R Spring

2. BEMERRAFEELNERER

3. HENEABMEEIEERA

4. BRAEAEXFH X-Ray
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/contexts/SegmentContextExecutors.html
https://docs.oracle.com/javase/8/docs/api/java/util/concurrent/CompletableFuture.html
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=L

aX JE Spring
B A LAE A Maven B Gradle #% Spring FREAME A AOP AN ERAER,

WMREEH Maven REBEARER |, 557 pom.xml ERA |, FIGIATHEMEK M,

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-spring</artifactId>
<version>2.11.0</version>

</dependency>

%2 Gradle , 557 build.gradle X% , FBUUTKRENS,

compile 'com.amazonaws:aws-xray-recorder-sdk-spring:2.11.0'

&% E Spring Boot

BRT L —EBPTIRRY Spring ML 2SN | MREMEMAAIR Spring Boot , MR HKIE classpath L, FEHT
BTN,

Maven :

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-aop</artifactId>
<version>2.5.2</version>

</dependency>

Gradle :

compile 'org.springframework.boot:spring-boot-starter-aop:2.5.2'

EHE R TEEENEARER

1 Filter#Ti@ZE M WebConfig Hil. UAFHBEXEEREBBEES AWSXRayServletFilter
BREEY, nFEREERFRENBAEABRNFHENR , F28 £HEAR Java B X-Ray BHRE
HiEHEAB K,
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/javax/servlet/AWSXRayServletFilter.html
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Example src/main/java/myapp/WebConfig.java - Spring

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {
return new AWSXRayServletFiltex("Scorekeep");

}

HEHDE S &

Spring 6 £ Jakarta T 3E Javax B E Enterprise Edition, &7 XEBE@EFTNHEZEM , X-Ray B

BY—HEFITHER  EEERVRBCHEMERE ZEF,

T

HRENERMGER , 58 B javaxA jakarta, REERGERME , BEWE RBERS

MjakartazBiFiE , T SIEHIFRR

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import jakarta.servlet.Filter;

import com.amazonaws.xray.jakarta.servlet.AWSXRayServletFilter;
import com.amazonaws.xray.strategy.jakarta.SegmentNamingStrategy;

@Configuration
public class WebConfig {
@Bean
public Filter TracingFilter() {

return new AWSXRayServletFilter(SegmentNamingStrategy.dynamic("Scorekeep"));

&8 Spring #9 AOP

355


https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/javax/servlet/AWSXRayServletFilter.html
https://spring.io/blog/2022/11/16/spring-framework-6-0-goes-ga

AWS X-Ray e YN
HENEXBHEEIEERE

REVEE R 4B L @XRayEnabledfEB425E , SREE XRayTraced L H. EEEA AOP Rff , &F¥ X-
Ray AT EZZEN BRI,

EEAREXPMA X-Ray

EEEERAEINPEA X-Ray Bift , ENEABLEEREBETIS
7kBaseAbstractXRayInterceptorRiER HMREH,

« generateMetadata- WEHB A EIEEZ B HEBERNPEER . RIFER , JITHENE
PlEBEREIPEERNT, MREEEHMENR , TUFEESER,

« xrayEnabledClasses- WEHBRZH , BRIEAZE, A#A pointcut WEH |, ERBREEXE
ML @Et FiE, IBEMEEBIEFEA @XRayEnabled MEFRBIAEEKE , # L ES pointcute AT
pointcut AR EB A WEBRENTRMBE S eXRayEnabled M2 FIZF Bean,

@Pointcut(”“@within(com.amazonaws.xray.spring.aop.XRayEnabled) && bean(*Controller)”)

MRSV EZRMEA Spring Data JPA |, FEE B XEF , AbstractXRayInterceptormm3k
BaseAbstractXRayInterceptor,

g4
THREXBEMIMRER BaseAbstractXRayInterceptor,

@Aspect
@Component
public class XRayInspector extends BaseAbstractXRayInterceptor {
@Override
protected Map<String, Map<String, Object>> generateMetadata(ProceedingJoinPoint
proceedingJoinPoint, Subsegment subsegment) throws Exception {
return super.generateMetadata(proceedingJoinPoint, subsegment);

}

@Override
@Pointcut("@within(com.amazonaws.xray.spring.aop.XRayEnabled) && bean(*Controller)")

public void xrayEnabledClasses() {3}
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AWS X-Ray EEIN=E1=

THRABE A X-Ray BB EH.

@Service

@XRayEnabled

public class MyServiceImpl implements MyService {
private final MyEntityRepository myEntityRepository;

@Autowired
public MyServiceImpl(MyEntityRepository myEntityRepository) {
this.myEntityRepository = myEntityRepository;

@Transactional(readOnly = true)
public List<MyEntity> getMyEntities(){
try(Stream<MyEntity> entityStream = this.myEntityRepository.streamAll()){

return entityStream.sorted().collect(Collectors.tolList());

MRECEHRERAER  MEZEFNEAEXNTEFUBEDR (EEHSRIREFU) , ATE
EANESENEEA R,

Traces » Details

Timeline Raw data

Mathod Response Duration Age o
GET 200 20.0 ms 1.0 day (2017-12-14 16:55:56 UTC) 1-5a32ad1c-56e2cT5fffcf01a767b26eda
Name Res.  Duration Status  Q.8ms 20ms 4.0ms Somas Some ome tame 14ma Tems 1aems e
* metering-server AWS:ElasticSearstalk::Emironment
meteing-server 200 200ms @ | - v
ImitFuReport - 1eoms @ e
limitReport - 13.0ms -] i |
findOne - 2.0ms
metering@null - 0.0 ms ]
findAllByTenantid - 2.0ms ]
metering@null - 1.0ms ~]
findPeriodMeasureTotal - 2.0ms
metering@null - 0.0 ms ]
findOne - 6.0ms (]
metering@null - 1.0ms ~]

» metering@null DatabasecSOL (Client Response]
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£ Node.js

BEMEL AR Node.js EARER |, SBHHEEE X-Ray :

« AWS Distro for OpenTelemetry JavaScript — i&i8 AWS Distro for OpenTelemetry Collector , AWS
RUE—BEREMRRBERNE , ARNEHEEESENEREIAEZE AWS ERFRS R , 821 Amazon
CloudWatch AWS X-Ray#l Amazon OpenSearch Service.

- AWS X-Ray # AR Node.js B SDK - —# X E , ARAZEIR X-Ray BB ELENELERZE X-
Rays

MEFMEF , FFSEEE AWS Distro for OpenTelemetry 1 X-Ray SDKs.

AWS Distro for OpenTelemetry JavaScript

{# /A AWS Distro for OpenTelemetry (ADOT) JavaScript , T LAUREIEHIFERRE R — Xk |, S A%HE
BIEEMEREIEESME AWS ERf#A B R , 81 Amazon CloudWatch AWS X-Ray#l Amazon
OpenSearch Service, ¥E AWS Distro for OpenTelemetry £ X-Ray EEmM{ETH : BUAE
OpenTelemetry SDK LA¥EEL X-Ray £/ , AR EA AWS Distro for OpenTelemetry Collector A&
X-Ray £ M,

ERRAER

HI‘H

283 AWS Distro for OpenTelemetry JavaScript X 4.

(® Note

FiE A ARESi% Node.js FEFATEE8Z & ADOT JavaScripte ADOT JavaScript 5% {81 E 25 H
FingEREHZE X-Ray,

E=1]
bl

MEHRE AWS AWS X-Ray FEHAth # F Distro for OpenTelemetry BIFEAAE A AWS IREE , 52
AWS Distro for OpenTelemetry 3% AWS Distro for OpenTelemetry 3 4F.

NEFSXENAENFMENR , F2E AWS GitHub LRy ATERAI 1,
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https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/getting-started/javascript-sdk
https://aws-otel.github.io/
https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability

AWS X-Ray EEIN=E1=

AWS B Node.js ) X-Ray B EH

EA R Node.js B9 X-Ray FEE#4 2 Express Web FER 2 # Node.js Lambda EREMFEXE |, 1214
ELXERERASHEEEE X-Ray BBIEXNNERNN S, ERERTISEARAMEREREZEA
HTTP SBRMBIEN , IRERREXFEH AWS SDK = HTTP A Fin¥ T RS 2% H ey /e,

(® Note

EAR Node.js B9 X-Ray FIZEH R Node.js 14.x IREREFMAZ ENHKMRRBER, &1
DEEER , W GitHub LR EBEEEIRER (pull) 583K : github.com/aws/aws-xray-sdk-node

HIRERM Express , FHEEHNEBABEN ARSI LREHERBEMNEAT N RERE  KEREAF
Ro PNBBREASEERNBFRELER , Y EEEORKTHER. EERFARME , S LEAXK
BRBEARFRNGE , SEFANBIER , YRV FERUER T T, RERZEHHEEEE
BB B Bk EAREXNBEBFIARI.

HRBAKCEANEAEXNNRBEFWE Lambda B , Lambda & B B BEUE MR 58 3018 BBV RV FE
Ko BAEM BB, BALLERE Lambda REVEFIEHMEAWNGE R, ERMEER , Lambda #HEE
JEE , WA HIRMHE X-Ray HEREH,

(® Note

£ Lambda L , X-Ray R EHRZAN., MREREHEFFEHE , EHNRERFNEIE
Lambda FRIEHIETS: , AR SE Lambda BRE K —EE R, FEiBFIE SDK , B LARAIRKERE
G , B FEEFIEE Lambda BBV EHBER, MEEZEA , F2BAWS Lambda 1 E
AWS X-Ray.,

ZE | FHEAR Node.js B9 X-Ray BIZEHE Node.js F F i = #8138 A A JavaScript # AWS B
REN, SECFERSHEANAFRTU TR AWS R RERE  BREASEFERPRHEEE
&R, AWS fRiE MEEREPFERNERSTERE FBRATIRETE | LU B &8 B &
2R 30 5 B B B E AR AY RS RE

B Node.js H X-Ray FREM4RMHY HTTP Web APIsHl SQL &M TR, &N
HTTP AFm T HERBREMNEEET , RecsEH HTTP FAUAYAEBIEN. &3 SQL AF
W, SEER S E R E R A T .
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https://github.com/aws/aws-xray-sdk-node

AWS X-Ray FMBABER

FNARBERHERAERATEABR , HEZERNFER, EALEREEAR Node.js B X-Ray
BREMRBBIRTA , N BARXIITHE AWS EEERNHEBESA.

EREEETEEER K RHERARAMMNBERNITESHMEN. TEREHENR/EY , RREA
HEVRSIDAREEFRHERER , RItETUESLSREERNER, PRENEENRHIER
K, ATSAGESRBEMHMES , AT AFF{EA JSON FYIER .

© EEETEES

ARMTRENZEMER X-Ray SDK B EERNEEX T, EBEHREARS , UEREEHE
REREXABEER, PEENTSRERS| , BEUUER X-Ray AW AP ERHEEERH
Wi, R T X-Ray MEVFEVEAVEIAZ AT ARt &L

EEABTARSEEBRANAF R  E-BRERTRISARETER , SEMEACERAF Wi
ITHFIUERE —EFER. BUEHAFRFUIRESF FERT , HEBNEFATER. BTUA
EENEIEABIMEXNBRILEF] FER , YR FERINFEEBNGERE  MALBARER
LHFREIER

MERBEHERING EZNSEXMH , FSREBEARN AWS X-Ray Node.js I EN APl 2%,

£

EHAR Node.js B X-Ray BB EHFE Node.js I FHZERXE :

« atomic-batcher -1.0.2
* cls-hooked-4.2.2
* pkginfo-0.4.0

e semver —5.3.0

BRFERE4SELEA NPM ZECHRISEEXE,

EEZEH AWS SDK A F % , AR Node.js B9 X-Ray B EHEE Node.js FBAR JavaScript B9
AWS RBEEHRIKRZ

e aws-sdk -2.7.15
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https://docs.aws.amazon.com/xray-sdk-for-nodejs/latest/reference
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MEEEE

EAM Node.js B9 X-Ray BEZEH4 T NPM LS,

« EH - aws-xray-sdk

S AR  FELCHEREEDER npm ZRREFBREMH

~/nodejs-xray$ npm install aws-xray-sdk
aws-xray-sdk@3.3.3
### aws-xray-sdk-core@3.3.3
### @aws-sdk/service-error-classification@3.15.0
### @aws-sdk/types@3.15.0
### @types/cls-hooked@4.3.3
# ### @types/node@l5.3.0
### atomic-batcher@l.0.2
### cls-hooked@4.2.2
# ### async-hook-jle@l.7.6
# # ### stack-chain@l.3.7
# ### emitter-listener@l.l1.2
#  ### shimmer@l.2.1
### semver@5.7.1
### aws-xray-sdk-express@3.3.3
### aws-xray-sdk-mysql@3.3.3
### aws-xray-sdk-postgres@3.3.3

HOoH HF OHF OH OH O O OB OH O

M --save BERELEHAERNMN package. json FHEERBEHMABKEFEEE FE.

~/nodejs-xray$ npm install aws-xray-sdk --save
aws-xray-sdk@3.3.3

WMRENEARIBEAAMKY | HIRAE X-Ray SDK By E R |, Al = 50EMERA< ATRRHE
Bt MEFMER , BF2EE L NPM XA LAESHE R

Node.js B4

FRE A Node.js B AWS X-Ray SDK , end-to-end#@#3..

« GitHub £ Node.js Ei4IfERFE,
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https://www.npmjs.com/package/aws-xray-sdk
http://npm.github.io/how-npm-works-docs/npm3/how-npm3-works.html
https://github.com/aws-samples/aws-xray-sdk-node-sample

AWS X-Ray EEIN=E1=

SREBEAM Node.js B X-Ray FZEH

ZAI A E AN REXFREEAR Node js B X-Ray RBEH , L2 EABRIBTHWREHEERA.
ERFERMERITA , WHEEAR S EREHEROMERA

=801

- REABHER

- HEHRE

- HFE

« X-Ray 1 BiEZ X bt
- RIFEY

AR #E I EHE
£/ plugins FEFFEEERARN ZRBNVERER,
SAEERN

« Amazon EC2 - EC2Plugin ##E#17{E% ID. AT AEFA CloudWatch Logs &4,
* Elastic Beanstalk — ElasticBeanstalkPlugin ¥Ii8RIEZHE. RAZBNMIE ID,
« Amazon ECS - ECSP1lugin #1###&288 ID,

HFEFEANABRER , BFFEA confighZREBEA RN Node.js AF iR X-Ray BZEEH,

Example app.js - JMHER

var AWSXRay = require('aws-xray-sdk');
AWSXRay.config( [AWSXRay.plugins.EC2Plugin, AWSXRay.plugins.ElasticBeanstalkPlugin]);

BREAREGCEFEANAHENRERZEER LW origin L. ERTHITEEAER
AWS WERER, EREAZENBERE  BREGSER T HIEETIERFRH B RRRRES
ElasticBeanstalk > EKS > ECS > EC2,

kAR Al

SDK €& X-Ray T EPEZN AR UFREZLHFMWLEFE R, BRANSVIEHSE —EF
R, UARFIEEEERE X-Ray BRIEIVIEMEMEFEREY 5%, £ X-Ray FEAFEVEHMBRA , BB
AIRBERAENRENERE,
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PRFAREHESREREITRANIEFETER. NRFBRHFESZEBTHRA  KBREAREARESEN
%_1E;E'E\|JO

(® Note

MRFEBREHEEED X-Ray LEIBEERR K c2ERERAE —EFERNWERAKRL |
AR BB EMEMEBEABEREN 5%, MEREHKIEFWEER APIsFF T , SRELERE X-Ray 1
BERX K MXERERXTMA SDK #1T API I TCP {RE | Bt A EEE .

& WA BAERTE SDK LAfE JSON XHEHABER A, RBEHTTUEREBRAES X-Ray BEFH
REED , SECERAAERAL

Example sampling-rules.json

{
"version": 2,
"rules": [
{
"description": "Player moves.",
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1
}
}

prEfgER—EEFTRAUNERRA. BFTRAUSER 5% HEER | REEHR TRENSRKR:
% /api/move/, BRBAUSERESWHE —EFRN 10% NWEABFR.

EAHERRAUANRIEE  BEEERHACRKINEENTERELER K MARHE X-Ray REE
H, ENNBES TN  BERRIRI , £EHURHRENENE,

£ £ AWS Lambda , XS HEEER, NMEEZNEEEH SHEAMREFELN | B Lambda S50
EAZRBEEEROMEN, mERAETHER K BFREFEEEMZRE , Lambda M HE#BEIRE,
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EFRERORA , FETERAR Node.js ¥ X-Ray HEBREHRES NERFABER
HlsetSamplingRules,

Example app.js - #& RA R Al

var AWSXRay = require('aws-xray-sdk');
AWSXRay.middleware.setSamplingRules( 'sampling-rules.json');

BHAUEERXBPEERAY , AREEMAYMHEES setSamplingRules,
Example app.js - #1489 #3352l

var AWSXRay = require('aws-xray-sdk');
var rules = {
"rules": [ { "description": "Player moves.", "service_name": "*", "http_method": "*",
"url_path": "/api/move/*", "fixed_target": 0, "rate": 0.05 } ],
"default": { "fixed_target": 1, "rate": 0.1 },
"version": 1

}

AWSXRay.middleware.setSamplingRules(rules);

EEEFERARESAA , 5PN disableCentralizedSampling,

AWSXRay.middleware.disableCentralizedSampling()

H &

EECHKUBRAREHNBLE ST AWSXRay . setLogger(logger) , HH logger RIRHEELE
L8k BEEFENYM (warn, info &),

RIETERL , R EHSFEAETEAYHF LNEESE  BERPRASEKI RS, B UFEA
AWS_XRAY_DEBUG_MODES{ AWS_XRAY LOG_LEVELIRIESH KRB EANEILHENAGZBLR. NEF
MBFEBRENEE K BF2ERREEH,

MREERELABFRETANRAIEN M , BAURHBRAREHBCNCHSFFAEEE , WA
Ro B AMEREMEFLFRENYM, ERTFFZAFENXE , 640 Winston , #87] AE &R &
IEZE SDK.

Example app.js - B #6508

var AWSXRay = require('aws-xray-sdk');
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// Create your own logger, or instantiate one using a library.
var logger = {

error: (message, meta) => { /* logging code */ },

warn: (message, meta) => { /* logging code */ },

info: (message, meta) => { /* logging code */ },

debug: (message, meta) => { /* logging code */ }
}

AWSXRay.setLogger(logger);
AWSXRay .config( [AWSXRay.plugins.EC2P1lugin]);

EESTHMARE AFMW setLogger , MRBEURBELRENE L,
X-Ray t# B2 = #h a1t

MR X-Ray BEIERNERE UANEZEERT#127.0.0.1:2000 , B LAFREEAR Node.js B X-
Ray BREH , HEREREEXETE N UL,

AWSXRay.setDaemonAddress('host:port');
B LUEIRE B IPv4 bk 8 E £,
Example app.js - fe E bt

var AWSXRay = require('aws-xray-sdk');
AWSXRay.setDaemonAddress('daemonhost:8082');

HERERESY TCP M UDP ERBTREESE LW U ERBEUFREFRREEEM.

Example app.js - (L R ELEZE RN FEE th it

var AWSXRay = require('aws-xray-sdk');
AWSXRay.setDaemonAddress('tcp:daemonhost:8082 udp:daemonhost:8083"');

&1 7] BUFEIR 5 ) AWS_XRAY_DAEMON_ADDRESS RIZEE BURER ERE B bt
RIEE
BT LMERIRIESERREEAN Node.js B X-Ray BIREH, SERAREGIEUTESY,
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« AWS_XRAY_CONTEXT_MISSING — 5874 RUNTIME_ERROR UZEXRFBMEERE , MARRBERT
8% 5 1 B 128 [ 451 N AR R o
BXME
« RUNTIME_ERROR — #2317 B R 4 SN AR o
* LOG_ERROR - fe#kinsa 4248 ( TARX
« IGNORE_ERROR - ZHESEEEIHELE,
EREREARABRBEREHTWRBERNES , IEEEFATENESBD , FHALRANAHAF IR
B, R4 HERVERS FERMEBIER.

« AWS_XRAY_DAEMON_ADDRESS - 5% X-Ray B2 IZEEX M T EAEEE, KTEL , SE6H
BHEM4EMEH 127.0.0.1:2000 ETEMER (UDP) MEUR (TCP), MRECEREHPERNET
EIRERE FEE  SETERNEE EST  BSEALEE,

i

- FHRENERIR - address:port
- FEHERE — tcp:address:port udp:address:port
 AWS_XRAY_DEBUG_MODE - #§ £%%E 4 TRUE , BAERE SDK #§ HEs# i 2 £iE &AM debugkd+,

« AWS_XRAY_LOG_LEVEL - sXEERiici#kszsl BFER. ENE
Adebug. info, warn, error. silent, & AWS_XRAY_DEBUG_MODE #Xi&E4 TRUE
i, SZBILLE.,

« AWS_XRAY_TRACING_NAME - 5%E SDK AR EERK RIEZ . BE IR Express FN B L%
ENEREHE,

EFAE AR Node.js B X-Ray B EHEREAFER

BRI A ERAE AR Node.js B X-Ray R EHRIEHE Express and Restify FEAEIE Amazon
EC2EC2 AWS Elastic Beanstalks}, Amazon ECS F#y EC2 #|1T{E 8 LIRMHANEA HTTP &R,

B R Node.js B X-Ray B EH AFEF Express M Restify BEBNWEARERNERPNEHE, B84
X-Ray AN E @8 E AR |, BAM Node.js ¥ X-Ray R EHSESEMBEFEREILER,
WERIFERE., 5%, UEHTTPBERNEESFN, HttleEER BT FER,
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® Note

¥ AWS Lambda B % , Lambda ERBEREBERELER. MFEEZERA , FSEAWS
Lambda B AWS X-Ray.

BEFEHBE—EERE , TERFRFPHBNEHEAERX. BRAUUBPESRE , AEETLURE
SDK , REBEABRANEIHUERDENE, BHEGE TREBRBFRPVESB BRI AER | I
E%ﬁ’f’ﬁ’*ﬁﬂﬂ*ﬁ‘ﬁhﬁﬁ]ﬁ RER (flm, MRERERRREN ).

@ EXEMFER
MREFFPEHR[REMPNEEBEEBERIENWERAER | X-Ray RFBRFH X-
Forwarded-ForZHEEEBAF IP, MAR2®% IP H#EFhMRR IP NEAFK IP, AEXSE
RECHENWEAFim IP ATeERBED | lﬂlﬂ:’f@‘zﬁﬁco

EOAREKRE  HERREHSEERPREFEINNBAUREHE— B, IRERST
Ex_forwarded_forixA MM {true , BIAFiR IP €% HTTP 583k # X-Forwarded-FortZ%
5.

AEREEAGMEA http ERABEEANFERBELER , EFZEUTEA

« HTTP )57 - GET, POST, PUT, DELETE %,

- AFmib - EEFER A PR IP bk,

- EIFERS - ETHFERN HTTP EIER.

- B5RE - BAMARER (WEBIERMERE ) MERKEE (EEEENKE ).
- FAERERN — KBFHEKRuser-agentty

- ABRE — content-lengthREEER ,

1]

« {#FH Express BHMEARFER
- {# Restify IBHMEAHFER
- REERE KM
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£ Express B M EAEER

EEFEH Express FNERE , BURICERBEZREMHRAFIR , FAH express.openSegment B
HERNPNEHE K BERLZNEH.

Example app.js - Express

var app = express();

var AWSXRay = require('aws-xray-sdk');
app.use(AWSXRay.express.openSegment( 'MyApp'));

app.get('/', function (req, res) {
res.render('index');

1)

app.use(AWSXRay.express.closeSegment());

EHERABE , FEA N#EHexpress.closeSegment , MEFFR , REEBEAM Node.js B X-
Ray FE&E#EREMNEMER,

£ Restify B HHMEAHFFER

£ EF A Restify P EH |, SR CEBHEZEGAFRILEIT enable, BFEEM Restify [ ARES
MERERBEERRLT.

Example app.js - Restify

var AWSXRay = require('aws-xray-sdk');
var AWSXRayRestify = require('aws-xray-sdk-restify');

var restify = require('restify');
var server = restify.createServer();
AWSXRayRestify.enable(sexver, 'MyApp'));

server.get('/', function (req, res) {
res.render('index"');

1)
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ARE [ BRAp & SR G

AWS X-Ray EAREEBRANEHEAER K IHHEREARAEANAELERAREN. EBE. A
#8 APIs AWS MEREDBR, E X-Ray SDK HAEABRELERK , CEEERN B BM L P ECHE
EREANRBEEE,

X-Ray SDK AT LATE HTTP SBREEFHNEIREB R EER, T8 , WEHETRERRBEN , EARE
SEYRBURS P HRFEFEPNER, FEML SDKREFRETHERNBRM A ERG S B ,
Y AEEBABRRNARERE,

MEENEARRAS EOHAREAER , BTE SOK REARADESEHK , WEBREBHR
BIE—%. BEHERRAN SOK BIMEBARGARBEINER , LRRREBERETHE
SEES

flan | wETaeE —EEAREN [ =B FHERHER - www.example.com, api.example.com#

static.example.com., &AILAEFA BB A KB IEBEL X * . example. com , AR E A EE B S E
FRDGHNER  ERERT LE=ARBH%Y, NRENEARIKIETREBIFTEERNNER
FeERERG LEINEFREECRARBNETEE,

BERMABRRERERAMRNERE , BN L—HAME , EURCPFNRBREELCEAEANEE,

® Note
BT LAER AWS_XRAY_TRACING_NAME IREESHREBEEREEABHESZNARBRERTE,

BHETERBRIERIHEBEATNER , URNR HTTP BRIV EREBTIHEEXREFAR
WIERERE, EEBHEGBER , BFH AWSXRay.middleware.enableDynamicNamingo

Example app.js - BIREEERE R

MRFBERPNWEMEZEHIS *.example.com BRX |, BEAZRETHEEZRE, BH , BEH MyAppo

var app = express();
var AWSXRay = require('aws-xray-sdk');
app.use(AWSXRay.express.openSegment( 'MyApp'));

AWSXRay.middleware.enableDynamicNaming( ' *.example.com');

app.get('/', function (req, res) {
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res.render('index"');

1)

app.use(AWSXRay.express.closeSegment());

{FFE AR Node.js B X-Ray AWS BIZEHEH SDK FEAY

EENERRENTI AWS R RIFHER. BEAFIIREEBEHE , BAR Node.js B X-Ray B
EASETFERPERTHNTL, SEELREPEFIRNIER AWS REMEIR ( Hl0 Amazon S3
fEZETEE Amazon SQS 175 ) &7 X-Ray TR ANEH it E FBERA T HFEE,

RRIE5EIB B A K JavaScript # AWS SDK V2 = B AR JavaScript £ AWS SDK V3 31 AWS
SDK Fﬁﬁmo =18 AWS SDK hxA#B1= A AR R AWS SDK A FiwmiI RRE %o

@ Note

B, B8 V2 B FimiELE | @AM Node.js B AWS X-Ray SDK 7E#38l 5# B JavaScript
# AWS SDK V3 I FimBFEEN EREARLD . Hil , RFXE DynamoDB UM F E T
FERERXRERE. NRZTERPEENEREN , FEEMER BAR JavaScript B AWS
SDK V2,

B K JavaScript B9 AWS SDK V2

BRI AER Y B E%aws - sdk BB RBEAR , SIRIPTE AWS SDK V2 B F
uHAWSXRay . captureAWS,

Example app.js - AWS SDK #&38l

const AWS = AWSXRay.captureAWS(require('aws-sdk'));

EEMBERIBFiR , SBEFY Ba% AWS SDK A FiAWSXRay . captureAWSClient, 4l
m , ZE#E AmazonDynamoDB f Fif :

Example app.js - DynamoDB i F il
const AWSXRay = require('aws-xray-sdk');

const ddb = AWSXRay.captureAWSClient(new AWS.DynamoDB());
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/A Warning
B4 captureAWwS Hl captureAwWSClient —2 A, EXEHREEN FELR,

MREIEEME A TypeScript #BE ECMAScript #£#H (ESM) & AJavaScriptiz =85 , A T 5 & A
REAZNE :

Example app.js - AWS SDK #& 38l

import * as AWS from 'aws-sdk';
import * as AWSXRay from 'aws-xray-sdk';

HEfEM ESM BAIFRA AWS AR , FBEATHRERLS

Example app.js - AWS SDK #& 38l

import * as AWS from 'aws-sdk';

import * as AWSXRay from 'aws-xray-sdk';
const XRAY_AWS = AWSXRay.captureAWS(AWS);
const ddb = new XRAY_AWS.DynamoDB();

HRFA BT , ALK X-Ray TREFEFTRS W API &, HREHFE , X-Ray SDK &1
BEAFMEERE , ERBRIFPREEBHEDN -

plan |, EIEEMERRAA DynamoDB A FimET AL , MERBEHSHERRBEBHEE
BERRAEENFUER, £ 264  SEENRFEERBRFFERABELESHE , XEF—
fix DynamoDB §i% , ARIEUERI KRR B ERIFM,

Example FEIU DynamoDB A7 IE B Y FEEX

{
"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
"http": {

"response": {
"content_length": 60,
"status": 200
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},
"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",
"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}

BEDERERE , YU TRENWUSERELE T ELENGBR. REWREEFRHFY , A
2 MR —ARETR

« Amazon DynamoDB - R X & B
« Amazon Simple Storage Service - EETENERERE

« Amazon Simple Queue Service — 75| & &

AR JavaScript ) AWS SDK V3

AR JavaScript B9 AWS SDK V3 21 #tH , SN EXNBREHAFTENEHR. Rt , H
R V3 TXE captureAWSH 3% , Rk Z#RIFTE AWS SDK A B,

MREBERE A TypeScript #E ECMAScript 48 (ESM) #| A JavaScript BXiE , BRI UERAT
HIEHIREARE :

import * as AWS from 'aws-sdk';
import * as AWSXRay from 'aws-xray-sdk';

£/ AWSXRay.captureAwWSv3Client #8188 AWS SDK A Fim, Hlan , EE&R
AmazonDynamoDB f F i :

Example app.js - £ B AR Javascript V3 B SDK 1T DynamoDB A F i #3fl

const AWSXRay = require('aws-xray-sdk');
const { DynamoDBClient } = require("@aws-sdk/client-dynamodb");

const ddb = AWSXRay.captureAWSv3Client(new DynamoDBClient({ region:
"region" }));

£ WA JavaScript B9 AWS SDK V3 B , ERIRER, REFrENeREaBIriaBE+dE
EREHTEEL , it EMMRE TG EH BAM JavaScript B AWS SDK V2 #38] AWS SDK
AERF—FEsESlEE RNVBEREE.
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Example £/ B AR JavaScript 89 AWS SDK V3 B , FEAY DynamoDB LA FEBE M FEER

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",

"namespace": "aws",

"http": {
"response": {
"content_length": 60,
"status": 200
}
},
"aws": {
"operation": "Updateltem",
"request_id": "UBQNSOSAEM8T4FDA4RQDEB940VTDRVV4AK4HIRGVIF66Q9ASUAAIG",

}
}

FRAEAM Node.js By X-Ray B EHEHE T HTTP Web BRFHY R AL

EENEARXWIUHBRERAE HTTP APIs , BT UMERAERAR Node.js B X-Ray REEMHH F i
RimRELMEA | A API 44 T R BRISH 18 E R E XK.

# http= httpsAFIREEZE AR Node.js BY X-Ray BAZEHcaptureHTTPs 5% , LUBMHEH
ey,

@ Note

RO HTTP EREXE (50 Axios I Superagent) B LY &R
captureHTTPsGlobal() APl X1& , WHEMAR4E http EHK , MEERELRN,

Example app.js - HTTP A Fif

var AWSXRay = require('aws-xray-sdk');
var http = AWSXRay.captureHTTPs(require('http'));

EEMAMB HTTP AFm EMEHRE | FERA http BIFFA captureHTTPsGlobal,
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Example app.js - HTTP F Fif (£1H)

var AWSXRay = require('aws-xray-sdk');
AWSXRay.captureHTTPsGlobal(require('http'));
var http = require('http');

EEBORE T Web API FYREIUEF |, AR Node.js 19 X-Ray BB EHSRHTFER , Hh a8
HTTP SR ME MR ER. X-Ray A FERRELER AP BB,

Example i HTTP FRAUHY F [E R

{
"id": "@04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"name": "names.example.com",
"namespace": "remote",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"

},

"response": {
"content_length": -1,
"status": 200

}

}
}

Example T HTTP [ 0L A9 H# B = £Y

"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@04f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
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},

"response": {
"content_length": -1,
"status": 200

}

.

"inferred": true

F A EAM Node.js B9 X-Ray HEEM4HEH SQL £5

HEHENEAR Node.js B X-Ray REBEHAFRI AT 2E SQL AR , MR SQL BENES
7o

» PostgreSQL — AWSXRay.capturePostgres()

var AWSXRay = require('aws-xray-sdk');
var pg = AWSXRay.capturePostgres(require('pg'));
var client = new pg.Client();

« MySQL — AWSXRay.captureMySQL()

var AWSXRay = require('aws-xray-sdk');
var mysql = AWSXRay.captureMySQL(require('mysql'));

var connection = mysql.createConnection(config);

ESERAZWAAFIRET SQL EHE |, BARM Node.js I X-Ray RBEAESEFERPCHERK
B EEER.

£ SQL FEERTESHMER

RS BRI IE E4HE SQL EMELEN TER , RZETHEIAFIEEN SQL MBI, £
W, FEETERDPEHEFN SQL ERMFE , LUK EERFEE FREEN SQL M,

Example #% SQL &4 FEER

const queryString = 'SELECT * FROM MyTable';
connection.query(queryString, ...);

// Retrieve the most recently created subsegment
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const subs = AWSXRay.getSegment().subsegments;
if (subs & & subs.length > @) {
var sqlSub = subs[subs.length - 1];

sqlSub.sql.sanitized_query = queryString;
}

WMFEAFFE SQL MM TRBE , 528 (AWS X-Ray REAEHERE) 1 SQL £,

FEABEAMN Node.js B9 X-Ray HBREHELHT FER

FTERSRRERNER AT ARERRMER 2 TENFMAET. SRXEEERAUNAFRE

B, AERNBERNNE  SKETBNPRER.
BETREF BB
EEATIUTHRRENEEEILBE] FER , 5BFH captureAsyncFunc BEE,
Example app.js - tRIZBF] FEER
var AWSXRay = require('aws-xray-sdk');
app.use(AWSXRay . express.openSegment ( 'MyApp'));

app.get('/', function (req, res) {
var host = 'api.example.com';

AWSXRay.captureAsyncFunc('send’', function(subsegment) {
sendRequest(host, function() {
console.log('rendering!"');
res.render('index"');
subsegment.close();
1)
18
1)

app.use(AWSXRay.express.closeSegment());
function sendRequest(host, cb) {

var options = {
host: host,

\

{TRPALEF | X-Ray B EASSLHTERPELENEA. EUTUERYEMAFERKEHMEFERS

BiE FER
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path: '/',
13

var callback = function(response) {
var str = '';

response.on('data', function (chunk) {
str += chunk;

1)

response.on('end', function () {
cb();
1);
}

http.request(options, callback).end();
};

ELEfh | ERAEXSHEHY sendRequest HEBHWHWETEZ A send WEETFIE
E&. captureAsyncFunc EEHZHNIERSHUZERFEELL AR BHEPREEAN FEE,

HERLHE , WU LAER captureFunc HE , BEBERBERTRHATERER FER,

ELXEERREMFERPEL FERE , BAR Node.js ¥ X-Ray HREHSAHES ID, X5
B 24 B R A 4 R A RS

Example AP EERN FER

"subsegments": [{

"id": "6f1605cd8a0@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {

"debug": {

"test": "Metadata string from UserModel.saveUser"

}

},

B 5] Lambda FEER

BERMREHSREAEEREE Lambda PETRHEBRYABEVENBER, EZEVELARTE
& , Hi§7E X-Ray Bt B E3# B —AWS: :Lambda: : Functionfi% , N X EHAANEE
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BR. MRBERH ID FREUMER (EHLRAER ID. KX ID MEMBOREKR) , BEEAEEHE
EQO

Example app.js - FEIBE] FEE

const segment = AWSXRay.getSegment(); //returns the facade segment
const subsegment = segment.addNewSubsegment('subseg');

subsegment.close();
//the segment is closed by the SDK automatically

FRAEAM Node.js B X-Ray BIZEHSEENTPEER TSR EER

FAUERATENTEERTHEREBER. REIEARINEMEA. EUNSTENPEERE
Z X-Ray SDK EUWEE , I BELEYN BT FER.

HEREEFH, HFrdmmMmENREY, SESRERS| , WEEEHEHFRGEREXNEBEMER, FHAE
AR EARETEAKEMENER  HEEWW GetTraceSummaries API B FH1ERC,

PRENERCIB/EY  TUEAEMAEENE  SEMHNEE  EFSRERSIIARENERAS
RIEX, FATFRENCHREFERFEERTHEMGER K EFFELRESER,

BRYZEBNPEEY  SEUNEERLE&HEAE D F&E, BERSEBERE ID BHEERNRL
B, WERVRSIUARES,

EE

- FEHERAR Node.js B X-Ray BB EHCHTE

- FEAEAR Node.js ¥ X-Ray BIREHZHDEE R

- EHERAR Node.js B9 X-Ray BB EHCHERE IDs

FREAM Node.js By X-Ray BIREHLHAE
SHHERERVRSILARESNERS FREE , FEARIREHELEER ENER.
HEEXR

- &8 - X-Ray BN ESWMEZTE 500 BEEF T, BTEFHEIDHEANNEZERETR o )
- B - X-Ray FEBWESRZRZTHE 1, 000 {8 Unicode F 7t
- HEHE - SEEMEZTUUMER 50 BEFEFE.
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ROSRIREE

1. NEEMERRTFERNSE,

var AWSXRay = require('aws-xray-sdk');

var document = AWSXRay.getSegment();

2. HERAFHERGIE, HHME. HFRNFHE , W addAnnotations

document.addAnnotation("mykey", "my value");

THSEHBRAAEASERNputAnnotationFE RSB MME, HFRFRERFEM,

document.putAnnotation("testkey.test", "my value");

HEEREHSSEFUR/EYRHRERR S S annotations IR, EFEREREREY
addAnnotation X , AIEBEZ B EMEEER D FEE L&k E,

EESREAREEREENER  FEHEREREXPEM annotation[key BRF

Example app.js - 1Z5F

var AWS = require('aws-sdk');
var AWSXRay = require('aws-xray-sdk');
var ddb = AWSXRay.captureAWSClient(new AWS.DynamoDB());

app.post('/signup', function(req, res) {
var item = {
'email': {'S': req.body.email},
'name': {'S': req.body.name},
'preview': {'S': req.body.previewAccess},
"theme': {'S': req.body.theme}
I

var seg = AWSXRay.getSegment();
seg.addAnnotation('theme', req.body.theme);

ddb.putItem({
'TableName': ddbTable,
'Item': item,
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'"Expected': { email: { Exists: false } }
}, function(err, data) {

EFE AR Node.js B X-Ray B EHTLHEPEER

SHETRERVRGIUARESHNER  FEATEENREKELERRNTERLNEF. PHRE
BHETURFEH, BF. BME , HAFILS JSON YRS R E M E 4.

ROSRPRRER

1. BEERERIFERNZE,
var AWSXRay = require('aws-xray-sdk');
;;; document = AWSXRay.getSegment();

2. ERATFHEE HME BHF. FEIYHE, URFEGEE[E , #Y addMetadatas

document.addMetadata("my key", "my value", "my namespace");

=
REFAEFMEMNIY addMetadatas

document.addMetadata("my key", "my value");

ELRCEEETREYE  BEHRREMASERH default, EFEAMEBEEMINY addMetadata X, Bl
SERECHEHRERS FER LFEHNE,

FERAEAM Node.js B9 X-Ray BB EHCEEHRE IDs

HEERERLENVERE ID UEBEEERNERE, IREE AWS Lambda REITHEE , BB
Lambda BEHRHNEERETTE, setUser RFIRATERZREE L MIIEFEER,

ROEREMAE ID
1. HEENERIFERNSE,

var AWSXRay = require('aws-xray-sdk');
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var document = AWSXRay.getSegment();

2. ERBEBRZEAENTS ID FUY setUser(),

var user = 'johnl23';

AWSXRay.getSegment().setUser(user);

WA LA setUser , BATE Express BAEAHREER REFLEHKFERAE ID. MREAEFHE
EBRRREMAE ID, LS EREAET,

Example app.js - fEF#& ID

var AWS = require('aws-sdk');

var AWSXRay = require('aws-xray-sdk');

var uuidv4 = require('uuid/v4');

var ddb = AWSXRay.captureAWSClient(new AWS.DynamoDB());

app.post('/signup', function(req, res) {
var userId = uuidv4();

var item = {

'userId': {'S': userld},
'email': {'S': req.body.email},
'name’': {'S': req.body.name}

};
var seg = AWSXRay.getSegment().setUser(userId);

ddb.putItem({
'TableName': ddbTable,
'Item': item,
'"Expected': { email: { Exists: false } }
}, function(err, data) {

EESREME IDWER A FBEEEEREREXFER userBARF,
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A Python

BWER X AT UERAER Python BAREN , SUEEHHEIEE X-Ray :

« AWS Distro for OpenTelemetry Python — 3&i8 AWS Distro for OpenTelemetry Collector , AWS 12
H-ERBRRBERE , ARNSHEBESNEREAEZE AWS ERFERS R , 81 Amazon
CloudWatch AWS X-Ray#l Amazon OpenSearch Service,

« AWS X-Ray B AR Python #) SDK - —#EXNE , ARIEIR X-Ray BN EERNEREME X-
Ray,

MEFHMET , 521212 AWS Distro for OpenTelemetry 1 X-Ray SDKs.

AWS Distro for OpenTelemetry Python

£ AWS Distro for OpenTelemetry (ADOT) Python , &R LA RIEM FE AR R — X |, Y ASAHRS
EEMEMHEIXZEZE AWS EEMIRF R |, 83 Amazon CloudWatch AWS X-Ray#l Amazon
OpenSearch Service, &8 ADOT £ X-Ray EEM{E st : BXA OpenTelemetry SDK LA FEEL X-
Ray £/ , LAKBUA AWS Distro for OpenTelemetry Collector LA¥&EL X-Ray . ADOT Python ‘&
SEERAXE  FEENEARXEF2EEX R IEXER,

EERBER , 552/ AWS Distro for OpenTelemetry Python 34,

MEHRE AWS AWS X-Ray FEHAth fF F Distro for OpenTelemetry BIFEHAE A AWS IREE , 552
AWS Distro for OpenTelemetry 3 AWS Distro for OpenTelemetry 3 #,

MFEFSIENAEBNFMENR , F2H AWS GitHub LRy ATERAI 1,

AWS X-Ray HE AR Python By SDK

BAR Python B X-Ray BB EHR Python Web EAREANERNE , RHELERERIEHEEE
X-Ray hBIEXMEBI MG L, ERERISRARXMRBEAN HTTP FRAVEBRER , AREM
BEEA AWS SDK, HTTP AFims SQL BER EEERY TiRHBETHFL, St FBET
EER , WARREEEAIBEEBANPEER G,

ERILAER pip TERERFEREN

$ pip install aws-xray-sdk
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® Note

EAR Python 9 X-Ray R EHEHAMERBER, B LETER , ¥ GitHub EER
RIREEZIRHN (pull) 53R : github.com/aws/aws-xray-sdk-python

= &MER Django & Flask , FREKEFBEAPNHEFTEINECNERAEXFR , KEREBEAF
Ko FNMRBEASEERNBFREVER Y ESEOERTRER. EERFME , S UERAXK
BRBEARAFRNE L, SEFAFBIER , YRV FERUER TEFY, RERZREHEEEE
BRAFRBE BB E&RARNBENEIART, SHEGERAEX K SAUFHEIER,

R BRI EREXSRBEFULN Lambda B , Lambda & B ByREUE KR 5 308 BEEVERAY R

Ro WREM BB, BULEKE Lambda REVENEHEANFER. ERWERER , Lambda FEE
VIEE , WA HREMIE X-Ray BREEH.

® Note

f£ Lambda £ , X-Ray &R E4RZAN, MREBREHBFFERE , EHRERFNEIE
Lambda RIEHIETEE , ARS8 Lambda B —EEI . FEiBHE SDK , B IR RERE
XN , B FEERFIEE Lambda RSB ERBER, MEEZEA , FSBAWS Lambda 1 E
AWS X-Ray.

T Lambda 4R T/EFEFHY Python BENBES , FFSH -

#Z | EREMAR Python By X-Ray BB EM , EBEMEARERNENERERTHEFY, REME
EFEUATERE,

xENREAE

« botocore, boto3 - #8 AWS SDK for Python (Boto) Fi F i,

« pynamodb - Instrument PynamoDB #J Amazon DynamoDB A F iR 48

- aiobotocore. aioboto3 - BAEAR Python A F ik SDK JEE L EEMRA.
- requests, aiohttp - #BEISM HTTP A FiR.

e httplib, http.client - ®AMKRE HTTP AFRAMEACHNESBRERE.
- sqlite3 - &8 SQLite A F i,

« mysqgl-connector-python - #8 MySQL A Fif.
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https://pypi.python.org/pypi/pynamodb/
https://pypi.python.org/pypi/aiobotocore
https://pypi.python.org/pypi/aioboto3
https://docs.python.org/3/library/asyncio.html
https://pypi.python.org/pypi/requests
https://pypi.python.org/pypi/aiohttp
https://docs.python.org/2/library/httplib.html
https://docs.python.org/3/library/http.client.html
https://docs.python.org/3/library/sqlite3.html
https://pypi.python.org/pypi/mysql-connector-python
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* pg8000 - Instrument Pure-Python PostgreSQL 7T o

* psycopg2 - Instrument PostgreSQL ¥} EE 8T,

* pymongo — #f MongoDB A F i,

« pymysql — 8 MySQL M MariaDB #y PyMySQL MySQL & Fi%, MariaDB

BELNWERRXTW AWS SQL EREREM HTTP REE  ARE4ESE FERPILEFEETU
MEF. AWS B#H MEERBHFFRNERSEER E FRRA TRER | LiHB &I §RRL
7 B {8 B E AR Y R R

FRIEEEM SDK 2 #& |, B EciEes M P T HERABTHIT A, ¢ Tb&%ﬁiﬁﬁﬁﬁif LARCSRHITIEA
BAMENERTEEFREREN. EBMERRANUETHETRS  YREARERAERARXARHE
BEEZRELNHRBRBEZMHE.

SEREBEPESR K CHEABRKAANBRNIEZHMENR, SERHENR/EY , RREEA
HEVRSIDARGERERER , AHETUESESREERNER. PREMEEVRHEMER
K, ATSAGCSRB @M MEES , R AFS{E A JSON RYIER .

© BESTRER
SEATRERNELEA X-Ray SDK FHHEBRNEENT. ERERNAG , WERHE
FEREXEREA. TRENTRRERS  BTUEA X-Ray RAR AP £ FHRERT
iR, 42 X-Ray MBI EURMIE A BT LURIRIL R,

ERARTARSEERANAF KK K E—FRERTEISAEBTER , SECAKEMAFmE
TSRS —EFER. BUEAFRFUIREBF FERT , SHEBNEATER. BTUA
EEREIN—HBoNEXNRELBE FTER, EEEFAUEFER EEHPRENMRERE , MIEEHRE
HEBARER,

WNZE SDK ERIM A EZNSEXH | FSBAWS X-Ray B AR Python B SDK APl 2%,
ER
EAR Python B X-Ray R E4HZETIFES NEXERAE,

« Python —2.7, 3.4 MEFHRA
- Django - 1.10 R EHARA
* Flask - 0.10 B EH A
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https://pypi.org/project/PyMySQL/
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- aiohttp — 2.3.0 R EFHARA

« AWS SDK for Python (Boto) — 1.4.0 & E # kR4

« botocore — 1.5.0 REFHRA

« enum-0.4.7 REFHMRA , BAR Python 3.4.0 R EFHARA
« jsonpickle — 1.0.0 B EHARA

« setuptools - 40.6.3 FEEHARA

« wrapt—1.11.0 R EFH A

e EEE
B Python 8 X-Ray R EH 1 BB pip.

- Eff - aws-xray-sdk

TEEM requirements. txt BERPEERBFEBEMHNEAKFER.

Example requirements.txt

aws-xray-sdk==2.4.2
boto3==1.4.4
botocore==1.5.55
Django==1.11.3

MR & {E A Elastic Beanstalk ZBEFEATER , Elastic Beanstalk requirements. txt & HEE h&
FEEH.

R EEAR Python 9 X-Ray R EH

EAR Python B X-Ray HEREHEEE A WERIxray_recorder , AR 2L #keT, BAILAR
ELECEBRRBTABEAHTTP FUEN ERN PN EE,

3]

- BRIBIMBEN
- HERA

- BFF

« BABHHACHEKIRERE

ARt EE 385



AWS X-Ray HEABEE
+ {#H Django HYECEkES A RE
RIEEH

AR #E SN EE
£/ plugins FEFFEE ERARN 2 RBNEEER,
AEERN

« Amazon EC2 - EC2P1lugin ¥ #1788 ID. " A EHM CloudWatch Logs ##l.
+ Elastic Beanstalk - ElasticBeanstalkPlugin ¥i8REZHE, RAEZBENITE ID,
« Amazon ECS — ECSPlugin #18#& 28 ID,

Segment - Scorekeep x
R —
Overview | Resources = Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618¢-170413_021009
Deployment ID 20
Environment name sc DI‘&KEEp—CI‘I‘Ih

EC2

Availability zone us-east-2c
Instance 1D i-035583d15d1471728

EEMANEESR | 387 xray_recorder LM configure,

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

xray_recorder.configure(service="'My app')

plugins = ('ElasticBeanstalkPlugin', 'EC2Plugin')
xray_recorder.configure(plugins=plugins)
patch_all()
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® Note

MR plugins RATEAFLRNEA , AtiEEE—ABHERX, REBLIEHEE. HlW
plugins = ('EC2Plugin',)

BT UEREERERNRPREENREEE , REERES.
Tt {8 %72 TR Bl AR E SMEE 20 RS 8% TPl

FREZREHCSEANHERERFRERR LM origin M. EXRTHBITEEAER
AWS WERER, ERFEAZENSERNR  BREHSER T ST IER R E R G ERES
ElasticBeanstalk > EKS > ECS > EC2,

AR Al

SDK BfEM A X-Ray FATERNHERATREETEPLER, ARRUSVHEYE B
R, LRFIEERBHE X-Ray RSHEMEMEREY 5%. £ X-Ray TRATRITEMEAL | UG
TASEEARIRENERNE,

PRFAREHSREREITRANIEFETER. MRFRFEZEETHRA , KBRREARSER
%_1E;EE\|JO

® Note

MRFAREMELES X-Ray UESEERR , CESYVERAS —ERRNBEREHAR
LR B EEREMEABRN 5%, MREMLIBFIELR APIsFFR , EEERE X-Ray 1
BiEX , MEAEREATMA SDK E1T API A4y TCP K3 , Almgeg 4L EEER.

&M AT BAERTE SDK BAfE JSON XHHABER A, BBREHTTMERAARBBRAES X-Ray BETH
RaviEt , SEERTHERR,

Example sampling-rules.json

{
"version": 2,
"rules": [
{
"description": "Player moves.",
"host": "*",
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"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,

"rate": 0.05
}

1,

"default": {
"fixed_target": 1,
"rate": 0.1

}

}

tEflerEz—EETRUMBERRAY, BFTRAUSER 5% WEKRE  REEH THRENRERES
2/api/move/, FAFRRASEMRMBHWHE—EFERM 10% HWEAFERK.

EARERRANRIER  BEERERHCERNEENTEERELER , MT2EHA X-Ray BHE
H, ENNBES TN  BEREGRI , £EHURHREENENE,

# £ AWS Lambda , B#ESREER, MRENKBER SRR FW | Bl Lambda &5 %
EEZBRBIARFE RN, NRBAEEER  BFFEERERERE , Lambda S HBMBORK

EENEHOMERL , ™ xray_recorder.configure (MM TEHIFIR) , A rules BR
BN FHFIERTEMEA L JSON ERHNEBH KK,

xray_recorder.configure(sampling_rules=rules)

EEEMFEAAEKRA | B LocalSampler BRERC#ES,

from aws_xray_sdk.core.sampling.local.sampler import LocalSampler
xray_recorder.configure(sampler=LocalSamplex())

8t ] LARRTE £ ERC 8 2R R AF AP B B A R AV A4 R

Example main.py — = BU

xray_recorder.configure(sampling=False)

B &

SDK £/ Python B AR 10ogging & & Bl FEFXWARNINGEE 8% 8 fk. A aws_xray_sdk HHIEEES
HENBE  ARTEHLTW setLevel RAERNERCHEBNWEARENERERRE BFER.
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Example app.py — it &

logging.basicConfig(level="WARNING')
logging.getLogger('aws_xray_sdk').setLevel(logging.ERROR)

ERFHELTERR  TEARERRREBIEE , fIMRERNFER
R IR P YRS ik ER A AR

ATLAfE xray_recorder £#Y configure HEEBHEHM A ALE,

« context_missing - §XE# LOG_ERRORUEZEARFMELRK , MAEXNREHACHKER FEHE
Bl SR

« daemon_address - % X-Ray #BIEEN EEREN M FEAEEZE,
« service - ;%% SDK AR EE MR AR,

« plugins - EBHERARER AWS ERWEEER.

« sampling - BREA Falsell{=HE,

« sampling_rules - FRESDESEER K JSON ERERK,

Example main.py — & R &IE K I SRR
from aws_xray_sdk.core import xray_recorder

xray_recorder.configure(context_missing="LOG_ERROR")

{# A Django HIFC#%BT4HRE
8 A Django HEFR , B A LA Django settings.py ERRIE L0k HEEEE,

« AUTO_INSTRUMENT ( f£PR Django) - ic# s A EZER ENMBAEZRIEN FREER,

« AWS_XRAY_CONTEXT_MISSING — %4 LOG_ERRORMAE RERBMELRE , AEXBERL
5% E RLBF 13 20 450 A AR T

« AWS_XRAY_DAEMON_ADDRESS - %% X-Ray B2 N BRI M T MAEREIER,

« AWS_XRAY_TRACING_NAME - 527 SDK AR EBMIRK AT,

« PLUGINS - ic#FEAREN AWS ERWIMEBEER.

« SAMPLING - 52 E & False\{Z=AEUK,

« SAMPLING_RULES - RESEHE R K JSON EREE,
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BRI settings.py FRUARCEERMERE , 518 Django PN KB EECLRNEAENRE,

Example settings.py - EX £ EAER
INSTALLED_APPS = [

'django.contrib.sessions’,
'aws_xray_sdk.ext.django’',

£#& % XRAY_RECORDER W PR EAHRE.

Example settings.py - EZZEHNEARER

XRAY_RECORDER = {
"AUTO_INSTRUMENT': True,
'AWS_XRAY_CONTEXT_MISSING': 'LOG_ERROR',
'AWS_XRAY_DAEMON_ADDRESS': '127.0.0.1:5000',
"AWS_XRAY_TRACING_NAME': 'My application',
"PLUGINS': ('ElasticBeanstalkPlugin', 'EC2Plugin', 'ECSPlugin'),
'SAMPLING': False,

REBY
BRI LA ARIE B BUREEE AR Python #Y X-Ray SDK, HERZREHIEUATES

« AWS_XRAY_TRACING_NAME - 5% SDK AR EEHNBREEE. BEEUBRARFTHXNEBEN RS
£,

« AWS_XRAY_SDK_ENABLED - %% Kifalse , 25H SDK, MBEHBXEMHTERAMA , RIERESE
BEREA false,

- FRE, 2HESKFEEDELER,. TEEEIRHYIERANERNTFER , BEEBEHSEFER.
FHRBEEREMAZBLEEHFINEEEN, EBFNRBELENMBEERNTFER , hEX
REREBRNERTER.

- BBRBEH , AR BBE aws_xray_sdk BXERA global_sdk_config MM EEEF ,

E%E AWS_XRAY_SDK_ENABLED Hi{E., RIESEXRTCEBEEELHEH,
« AWS_XRAY_DAEMON_ADDRESS - % 7E X-Ray BN ZEEXHN EMALERIE, KTEE , BEH
BREMHEMEH 127.0.0.1:2000 ETEMER (UDP) MEUE (TCP), MMREZEHREHPERET
EREREE LER  KETRNEE EHT , SEALEE,
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B
- tHREEER - address:port
- FEHERE — tcp:address:port udp:address:port

« AWS_XRAY_CONTEXT_MISSING - %4 RUNTIME_ERROR TERBIRNEE R , BAIRABEHR
S E BB E HI AR

B%E

* RUNTIME_ERROR - & Z# 1T REE B AAAR T o
* LOG_ERROR - ie#% SRR #E4E ( &Y ) o

- IGNORE_ERROR — ZB&SHF2 M0 #E1E,

ELERAERARFERFIUTHRBERNRF , IEEEFATHENERNRD , ERCRAUNAF K
5, AJReE A RRD BRI T ERAEBNER.

RESHSBREABHATRNE,

EFIEAR Python By X-Ray BEEHR N EEBIEREATFK

EESTARBT A EEARKLREBAEBE  EAR Python 1 X-Ray MREH R ASBRER
RRUBR. KERAEGMA, Bk, Uk HTTP HROEBSR. HABVEEHERLRYFE
&,

EAR Python B X-Ray HREH4HZETIHRNERE | DURBEAN HTTP 53K :

* Django
* Flask
* Bottle

(® Note

¥ AWS Lambda B8l , Lambda A S EMEKBEREIEER. MEEZENR , F2EAWS
Lambda m B AWS X-Ray.

WEEE Lambda &8 T/ERZFHY Python BREEEHI |

3
¢
8
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HYETHHHAMER LA Python BRAER , B UFHETEE,

BEFEHBE—EERE , TERFRFPHBNEHEARERX. BRAUUBPESRSE , AEETURE
SDK , REBEABRANEIHUERDENR, BHEGE TREBRBFRIVESB BRI BER | I
E%ﬁ’f’ﬁ’*ﬁﬂﬂ*ﬁ‘ﬁhﬁ)ﬂﬁ RER (flm, MREREREREN ) .

© WEHHES

MREFFPEHR[REMPNEBEEBERIEWERAER | X-Ray RFBRFH X-
Forwarded-ForZHEEEBAF IP, MAR2®% IP H#EHhWHKR IP MEAFK IP. AEXSE
RECENW A Fim IP ATeERBED | lﬂlﬂ:’r@‘zﬁﬁco

HEABRE  ARAREHSEERPREANNBURELE— B, WRERS
€x_forwarded_forikhs Wi Itrue , AP IP € HTTP &R+ # X-Forwarded-ForiESEEL

Fo

N\

FNARBEEA http ERABEEANFERBLER , EFEEUTERA

« HTTP )57 - GET, POST, PUT, DELETE %,

- AFmibi - EEFER A PR IP bk,

- EIFERS - ETHFERN HTTP EIER.

- B5RE - BAZARERD (WEIERMERE ) MERKEE (EEEENKE ).
- FAERERN — KBFEKRuser-agentty

- ABRE — content-lengthRE R ,

=1

- BN EEHEEEARER (Django)
« BPNBHBIHEZTEARER (Flask)

- KRN EREIEEEAER (Bottle)

« FERA Python BN
- BREERWEER
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BN EEHIEEEAER (Django)

BANBREBIHIEER settings.py MR H MIDDLEWARE /&, X-Ray P EBEAR
settings.py BEHTME—1T , BRSCHEHMP T KB REHOFR.

Example settings.py - i@ A Python F N B X-Ray BIREH

MIDDLEWARE = [
'aws_xray_sdk.ext.django.middleware.XRayMiddleware',
'django.middleware.security.SecurityMiddleware"',
'django.contrib.sessions.middleware.SessionMiddleware'’,
'django.middleware.common.CommonMiddleware"',
'django.middleware.csrf.CsrfViewMiddleware',
'django.contrib.auth.middleware.AuthenticationMiddleware',
'django.contrib.messages.middleware.MessageMiddleware',
'django.middleware.clickjacking.XFrameOptionsMiddleware'

# X-Ray B EH Django EFARERXFIEZE settings.py BEFHINSTALLED_APPSBE, EA
FELENERAERXMBHBERE X-Ray it #85.

Example settings.py - i@ A # Python Django #J X-Ray BIREH4ERARER

INSTALLED_APPS = [
'aws_xray_sdk.ext.django’,
'django.contrib.admin’,
'django.contrib.auth’,
'django.contrib.contenttypes’,
'django.contrib.sessions’,
'django.contrib.messages’,
'django.contrib.staticfiles’',

B settings.py EXRPHRERRABR.

Example settings.py - ERB B

XRAY_RECORDER = {
"AWS_XRAY_TRACING_NAME': 'My application’,
"PLUGINS': ('EC2Plugin',),
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& 73 X-Ray 524838 U FEREAE FBYE Diango HARNIBHMER, BALUEAM Django ks
RERSEREARTRE AR TR MRE,

(® Note

B plugins RUTHEFEXEA , At EEE -AHER, KFEBLSEHER. flm
plugins = ('EC2Plugin',)

BHhNEREHIEEERARER (Flask)

EEMBIEH Flask AR |, 554 xray_recorder EREEREE. A%, FH
XRayMiddleware BHERERXBEPIEHEN Flask BARE,

Example app.py

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.ext.flask.middleware import XRayMiddleware

app = Flask(__name__)

xray_recoxrder.configure(service="'My application')
XRayMiddleware(app, xray_recorder)

IEEEA X-Ray fC#kaa ATRREURRIEH Flask BARNEHNBE R, LAUEEXBEPRECE
EREMABTHER B EHMWERE,

KRN EEITIEEEARER (Bottle)

EERAEH Bottle EARER |, 5B xray_recorder LREEREBE, A&, FA
XRayMiddleware BREIRERX BT E#HEH Bottle BARER .

Example app.py

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.ext.bottle.middleware import XRayMiddleware

app = Bottle()

xray_recorder.configure(service='fallback_name', dynamic_naming='My application')
app.install(XRayMiddleware(xray_recorder))
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IE I 3 X-Ray rC#kar AT IR RIEHE Bottle BARARHMNFER, BUNEEXBHREL KRR
ER AR RNEEHMRE,

FE#8 Python 2N 1E

HIEW AR Django & Flask , A UFBHEVER. BAUABEBABREILER , NEBH
HTTP 2 AWS SDK AIFin B2 B , URHEHKH[ZNETFERNAR,

Example main.py — F Ej#& 8l
from aws_xray_sdk.core import xray_recorder

# Start a segment

segment = xray_recorder.begin_segment('segment_name')
# Start a subsegment
subsegment = xray_recorder.begin_subsegment('subsegment_name')

# Add metadata and annotations
segment.put_metadata('key', dict, 'namespace')
subsegment.put_annotation('key', 'value')

# Close the subsegment and segment
xray_recorder.end_subsegment()
xray_recorder.end_segment()

ARE [ BRap A SR g

AWS X-Ray FERARKEEBRBICZHEAEN K UHEERAEFRANEGERAEX, ER8E. 4
&8 APIs AWS MERE D BIR, B X-Ray SDK REABRELERF , cEEEBRNEBRLPicsx
EARXHBREERE.

X-Ray SDK AIBAZE HTTP BREHEFHNEIHEBEEGREER., T8 , WEETIURIE , EAESE
BRI P HIBFFAHNES R, FEMLE SODK REERETMEBENBERMAERG S EER , B2
BAEEEABRNERER.

MEEHEARRBSEOAREBER | CTLE SOK REAEADESEEY , NEBREBFR
BIE— %, BEGERMTHE SDK BEREBARGARDRANER , LR EREBEAZTHE
R,

flan | wETaeE —EEAEX B =B FEERHER - www.example.com, api.example.com#
static.example.com, 7] LAfEF EhAEan & RARIEEL X * . example.com , AREEBEEIZE
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FRENER , SRRBRS LE=FERBEHR. IRENEAEARIERBBIAESEANEES
LEERBRS LR ERREE 2 MAB BN S HER R,

BEAMBEFREREAARNER  FUL MR , ERECHRHEELCERARIANER,

HETERBUTEZTHEZBEMATHNES  URINRE HTTP RPN EHREBTIHFoERBEFH
MR E W, BEEX Django HEIREMBER , 7545 DYNAMIC_NAMING % 7E #Ti8 &M settings.py
BX

D
Ap

Example settings.py — Bj&&

XRAY_RECORDER = {
"AUTO_INSTRUMENT': True,
"AWS_XRAY_TRACING_NAME': 'My application’,
'DYNAMIC_NAMING': '*.example.com',
'"PLUGINS': ('ElasticBeanstalkPlugin', 'EC2Plugin')

}

BRERKPER ™ REBEMAFTEH , R "7 REHEME—F T, $Y Flask , FEEXBEPEH
JEFC#RaR.

Example main.py : /lwww. - &

from aws_xray_sdk.core import xray_recorder
xray_recorder.configure(service='My application')
xray_recorder.configure(dynamic_naming="'*.example.com")

(® Note
O LAfEF AWS_XRAY_TRACING_NAME IRIFEEHREBBELEEX BRI ERNERRE BT,

& #7220 2R AR T S e Y

EEMR TR | EEREAR Python B X-Ray R EHRIEHERAERAEANERE. BAR
Python By X-Ray B&E4 T UMEH T IIERE,

xENREAE

« botocore, boto3 - #8 AWS SDK for Python (Boto) Fi F i,
« pynamodb - Instrument PynamoDB iy Amazon DynamoDB i F i kR 4%
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AWS X-Ray M ABIERE

* aiobotocore., aioboto3 - #AIEAR Python A FiwmkY SDK 3EE S B & MA
- requests, aiohttp-#BISE HTTP A Fif.

httplib, http.client - ®RANMKKE HTTP AEmMFER AN ESBRENE,
sqlite3 - #fl SQLite A Fiw

« mysgl-connector-python - 8 MySQL B Ei%

pg8000 — Instrument Pure-Python PostgreSQL 71 H,

* psycopg2 - Instrument PostgreSQL ¥} EE#Z8S,

* pymongo — #f MongoDB A F i,

 pymysql — 48 MySQL M MariaDB # PyMySQL MySQL #F Fi%, MariaDB

EREREHENERXER  BAR Python B9 X-Ray HREHSENWEYT TEE , WELE&EFERMNE
EhWES, ERVEEZSBEREAZEGDNEBER AWS Lambdat EHERERFER  UEITE
B,

(® Note

HEE A SQLAIchemy ORM , &R LUEBFE A SQLAIchemy T YERE ER #1250 48 Il A9 24 88 B 8%
EHRA , REBAEW SQL EH. NMERA , F2BEA SQLAIchemy ORM,

EEBHAETARERXE , BFMH aws_xray_sdk.core Hf) patch_all M, GLEXE (Hlm
httplib # urllib) ATREEEMAY patch_all(double_patch=True) LARABAE E &,

Example main.py - 8@ E X ENEXE

import boto3

import botocore
import requests
import sqlite3

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

patch_all()

BEBHE-REAE  FUREAERBOTERFWY patch, EEITERER , BETERHE
—ErTEFE
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Example main.py — @43 EREXE

import boto3

import botocore

import requests

import mysql-connector-python

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch

libraries = (['botocore'])
patch(libraries)

@ Note

ERERRT  SCAREHEXENESREXERBTAN. FERERAS—NZSEEXE
:Op:IE=A

B ER A

« httplib-httplib # http.client

* mysql —-mysqgl-connector-python

BHEERD THENAR

HRasyncioBEXERE , RAFETHEEITFER , REXEAFAFRALTARREEAR
Python B9 X-Ray FI&E 4., EA AsyncContext$Al , W HEHTEREEZE X-Ray fe#ks5,

(® Note

Web @B ERENE , fl20 AIOHTTP , BT E&H aws_xray_sdk.core.patcher HEE
BEE, eATEHREXEEXEN patcher B#F,

Example main.py — #&###2 3 aioboto3

import asyncio
import aioboto3
import requests
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from aws_xray_sdk.core.async_context import AsyncContext

from aws_xray_sdk.core import xray_recorder
xray_recoxrder.configure(service="my_service', context=AsyncContext())
from aws_xray_sdk.core import patch

libraries = (['aioboto3'])
patch(libraries)

# FAE AR Python B9 X-Ray AWS FZEH#EBM SDK MY

EENERARENEWY AWS R REHRER. BEAFTIHEXBEXE , BAR Python B X-Ray B
EXSETERPERTHNTL, SEELRBPEFRNIER AWS R MER ( FlE Amazon S3
fEZETE R Amazon SQS 175 ) , 1 X-Ray XA EKIHE FFERE T HEIS,

B E@fEERbotocoreER | AR Python B X-Ray SDK & B E#RIFTE AWS SDK A Fif, &
L ARME B A B

WA BRI , BAILUE X-Ray TREFEFESR N API 28, BRIBRFF5E , X-Ray SDK &
AFEEER , ERBIRE P RHEREN -

flan , EEFERRKEAE DynamoDB A FiRET I K BBAREASHERREBIEENE
RRABENTUER, £ TEAY , SEERRTSERBRFAPERAEHNGHE , YEF—K
DynamoDB &% , AR IELLE R KA B EHNFL,

Example FEAY DynamoDB LAfEZIE B Y T [EER

{
"id": "24756640c0d0978a",

"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
"http": {

"response": {
"content_length": 60,
"status": 200

}

},

"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",

"request_id": "UBQNSO5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
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BERERERK , HUATHRBNFUSERBEEHELENEGR, RFHEEERNVFY , AR
M AR A Y — AR ER R

« Amazon DynamoDB - E¥ X &
« Amazon Simple Storage Service - EEFTENERERE
« Amazon Simple Queue Service — 175 & &

fi£ FiE AR Python BY X-Ray R EMIEREE T HTTP Web AR5 #Y A4

EENERAEXNTUMRER LA HTTP APIs |, A LUEFE AR Python B9 X-Ray B E 4 348
BLEEML | A& AP A T RRE I8 EREE R,

HERB HTTP APl , SEALCARETEHFUNENE, H&ER requests 5 Python A
B HTTP AFiR , REETELIERX, & aiohttp , FEKEAER T R B R ELHER.

BHIEMER aiohttp 3WAFIR APl U FREARBRBEFREHANERBENITEERRE

ClientSession W%

Example aiohttp 3 Fi Fim API

from aws_xray_sdk.ext.aiohttp.client import aws_xray_trace_config

async def foo():
trace_config = aws_xray_trace_config()
async with ClientSession(loop=loop, trace_configs=[trace_config]) as session:
async with session.get(url) as resp
await resp.read()

B SR T Web API BYFPILEE | iBAR Python M) X-Ray AR EHGL&EKFER , HEhER
HTTP BR VM EERMEEEMR. X-Ray A FEERRELERER AP| WHEEER.

Example T HTTP FEIUH F [E B

{
"id": "Q04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"name": "names.example.com",
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"namespace": "remote",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
.
"response": {
"content_length": -1,
"status": 200

Example T3 HTTP AL &Y HE B = BR

"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122atab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@04f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
.
"response": {
"content_length": -1,
"status": 200
}
},

"inferred": true

FERE AR Python ) X-Ray AR EXHEL BT FER

FTERSEMRERNER  HPLSAREFRMERN 2 TENFAEF . SREERANAF Wi
{THAE: | X-Ray B E4AHSLHFERPELENESA. ETUEVHMFERKGHMEFERS
., AEEXRERNME  NKHKEBNPRESR.

EEEEHTEER , 588 begin_subsegment # end_subsegment 7%,
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Example main.py - Bi] FEE

from aws_xray_sdk.core import xray_recorder
subsegment = xray_recorder.begin_subsegment('annotations')

subsegment.put_annotation('id', 12345)
xray_recorder.end_subsegment()

EERIVRISHENFER , B exray_recorder.capture #£#fi18E, B FERNETE
BERHENEY  AIRTEECREANYER.

Example main.py — BRE{ FEER

from aws_xray_sdk.core import xray_recorder

@xray_recorder.capture('## create_user')
def create_user():

Y IERSEHE , FB5FEH exray_recorder.capture_async £#EE , ¥WiSERLTABEERT
%28,

Example main.py - fRIZEHE T [EER

from aws_xray_sdk.core.async_context import AsyncContext

from aws_xray_sdk.core import xray_recorder
xray_recorder.configure(service="my_service', context=AsyncContext())
@xray_recorder.capture_async('## create_user')

async def create_user():

async def main():
await myfunc()

EREERSIEMFERDIEL T ERE , BAR Python B X-Ray BEREHSAHESE ID, X
B 24 B RS D 4 R A RS

Example A F#EERE T ER

"subsegments": [{
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"id": "6f1605cd8a0@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"

}
}I

fEFIEAR Python RY X-Ray BB EFREBNTRERMEBEER

B AEREENPEERGCHEARAE R, REIEAEXNWEMER, ETSEBRNPRERRE
E X-Ray AREHBYNER , IHMEEEEYNET FER.

HEREEFE, BEFIAMENEEY, FESRRERS| , LEERRERENEERMER, £HE
SRBECHERARETEAKERDEMNER , HAREMWY GetTraceSummaries API B {ERERS,

PRENERCIB/EY  TUEAEAEENE  SEMHNBE  EFSRERSISIARENERY
RiEX, FATRENCHREFERFEERTNEMER K EFFELRESER,

BRYEBMTEEN Bl EER LALEEME ID 75, BEREMERAE ID BHREEBNVHL
B, WEVRSILARES,

i3]

- FEHERR Python B X-Ray B EHCEEE

. EAEAR Python # X-Ray BIREHREEHEER

- EAEAR Python 9 X-Ray IR EHC&EFEAE IDs

FRE AR Python B X-Ray P EHCHKTE
HEERERVRSILARESENERS FER , BFAERREHKELEER LNEA,
HEEXR

- £i8 - X-Ray BN ES®KEZTE 500 BEEBF L. BTELAHERUFEUANNEEBETR (o )
« B - X-Ray FEHN{ERZTE 1, 000 {8 Unicode FJt.
- HEYE - SEEMKRZULER 50 BFE.
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ROSRIREE

1. & xray_recorder BB AIERB FEERNZE,

from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_segment()
=

from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_subsegment()

2. FRAFHEESIR. ANE. BFHFHEE, Y put_annotation,

document.put_annotation("mykey", "my value");

THEHERNAERAEZE M putAnnotationFERE|IBMHMNE, BERFEEREMY ,

document.putAnnotation("testkey.test", "my value");

HE , BULUEH xray_recorder L put_annotation A%, WHZEHE BN FEERBER
(BRET RN FER) LRE&FES,

xray_recorder.put_annotation("mykey", "my value");

HRAREHSSETUR/EYHERERRSFHH annotations YR, & HEREFEWL
put_annotation WX , BB BRI EMHRERR FER L&KM E.

FESHREAREETENEN  FEGERTEREXPER annotation[key 1B F,
FEREAR Python B X-Ray BB EHHETPEER

SHHETRERYRGIUARESHNER  FEATEENREKELERRNTERLNEF. FH#E
METUARFH, BF. wME , RAFILE JSON Y S B E 4o
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ROSPREER

1. f& xray_recorder B EAIERR FEENSE,

from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_segment()
=

from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_subsegment()

2. FAFHEE. TME. BF. FEIYHE , URFHEGARZME , Bl put_metadatas

document.put_metadata("my key", "my value", "my namespace");

G

REARFMEEWY put_metadatas

document.put_metadata("my key", "my value");

®E , B LAEHR xray_recorder L put_metadata 5k, A EREBINTERIER (&
RETABEBN FER) LEgPEER.

xray_recorder.put_metadata("my key", "my value");

EEREREGRER , BEHARESASHEA default, EFEAMEBEMY put_metadata WX ,
AEeBECiEHEERS FEER LFRHNE,

FERE AR Python B X-Ray FIZEHSC#EERE IDs
FEREESRER LR A ID LB BIEERERNERE,
SEEAE ID

1. f% xray_recorder BB HIERMNSE,
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from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_segment()

2. ERBEBRZEMENTS ID Y setUser,

document.set_user("U12345");

B AR HERP Y set_user , LERRAEXMKREEFREE LE&EME D,
EESREME IDWER  FBEEEEREREXFER userBRZF,

BORER B ERMARERRE PR Web 1E5R

B Python By AWS X-Ray B EAZERAIELEMRB[EARRXHE Web 2248, EAMRS
BRARRERFERE  tBCRESHRFEEEERI AWS , REENVBEENMAIFED.

EARFEABE-EXREARARE  TREZENITEARXNRE , ML THEEBRARKSR,
EEMETRREMRRBEETF , fJINMARBINFBEMRE, BH. FEXRBREFNREME, LT
RETFEMEARXEEIRGRBEBARRFERTR , TALSPHIITNRES THEERAER
RN —t] T,

AHBRIZRA WM B E AWS X-Ray #AIFE ZI LM ARETIRIZA Web 2248 , HI0 Flask = Django.
FERRERH X-Ray #8I o] ZEMRIE W Amazon AP| Gateway EIBEH AWS Lambda EEEITHTE
TR | AR FERRER TR AR,

EAR Python 9 X-Ray SDK & T % Python FERTEN L4 -

« Flask fx7 0.8 S EH AR
- Django kR 1.0 S EHThR AR

AHLRE SRS EMRIZEARES | B X Lambda A API Gateway WA, AHBREFH
Zappa SERARR BEZEEE Lambda , I 5&E API Gateway %%
5 IR{R

« Zappa
« Python - 2.7 = 3.6 iR,
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AWS X-Ray e YN
« AWS CLI - fEFRIEHI AWS CLI EfEA AWS [EiF SR EHEBERAREZEN RPRE,
* Pip

* Virtualenv

SR BIURE
EHSBD | FBHENFER virtualeny REZEABRIANERIRE,
1. EA AWSCLIAEREXEIB &, RE , IBREHE K,

mkdir serverless_application
cd serverless_application

2. TR, #EHNFESPREYERKRE, £RATIGS , SEKE.

# Create our virtual environment
virtualenv serverless_env

# Activate it
source serverless_env/bin/activate

3. # X-Ray, Flask, Zappa M RERXEZEIIEHIRE,

# Install X-Ray, Flask, Zappa, and Requests into your environment
pip install aws-xray-sdk flask zappa requests

4, BERAEBRABAEHI®E serverless_application B#. EEMEIHIS , RMALUEEH
Flasks #9 Hello World #i4l,

£ serverless_application B8 , BB A my_app.py WER. RE , FAXFHRES
REFETImS. EEEARNERAFERENE, 154 Flask EABENWHNERE |, SRR
I/l °

# Import the X-Ray modules

from aws_xray_sdk.ext.flask.middleware import XRayMiddleware
from aws_xray_sdk.core import patcher, xray_recorder

from flask import Flask

import requests

# Patch the requests module to enable automatic instrumentation
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patcher.patch(('requests',))
app = Flask(__name__)

# Configure the X-Ray recorder to generate segments with our service name
xray_recorder.configure(service='My First Serverless App')

# Instrument the Flask application
XRayMiddleware(app, xray_recorder)

@app.route('/"')

def hello_world():
resp = requests.get("https://aws.amazon.com")
return 'Hello, World: %s' % resp.url

SR 2 B MEE Zappa ;RIE

LS BRAP | B ER Zappa B EERE APl Gateway imE , AE B E Lambda,

1. # serverless appllcatlon B8 EFiets Zappa. EEM[EEHIF , RFIEANRTEREE ,
BUREEBIIREFRE , Bl Zappa EEREREIE T,

zappa init

What do you want to call this environment (default 'dev'): dev

What do you want to call your bucket? (default 'zappa-*******'): zappg-*******

It looks like this is a Flask application.

What's the modular path to your app's function?

This will likely be something like 'your_module.app'.

We discovered: my_app.app

Where is your app's function? (default 'my_app.app'): my_app.app

Would you like to deploy this application globally? (default 'n') [y/n/
(p)rimary]: n

2. RA X-Ray. BB zappa_settings.json =X , WHEREBELULEEH,

{
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"dev": {
"app_function": "my_app.app",
"aws_region": "us-west-2",
"profile_name": "default",
"project_name": "serverless-exam",
"runtime": "python2.7",
"s3_bucket": "zappa-*****xkxAn
}
}
3. # "xray_tracing": true IEMAERENER

4.

{
"dev": {
"app_function": "my_app.app",
"aws_region": "us-west-2",
"profile_name": "default",
"project_name": "serverless-exam",
"runtime": "python2.7",
"s3_bucket": "zappa-**xFFxEAAN
"xray_tracing": true
}
}

HERAEN. ESHBRE API Gateway b , W%

zappa deploy

Deploying API Gateway..

Deployment complete!: https://********x*x execute-api.us-west-2.amazonaws.com/dev

S8R 3 . B API Gateway #) X-Ray B #t

ELSEBh | BASE API Gateway A EE , LA X-Ray B,

& A AWS Management Console Y B API Gateway 2 #& , #itA https : //https://

console.aws.amazon.com/apigateway/o

SERWMELEMN API, ZEEFREREXEZHEL serverless-exam-dev,

i#1E Stages (FEFER)

HNEXE EEZE Lambda.
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https://console.aws.amazon.com/apigateway/
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AWS X-Ray LESC T
4. BELNHERREBE, HERES dev.

5. £ Logs/Tracing (A &/BH) 2% , i#2E Enable X-Ray Tracing (B{ A X-Ray &) 7718,

6. I##E Save Changes (BEEE),

7. HEENBERTEIRY, NREFEHANR Hello World EARERNES , EREXERUT,

"Hello, World: https://aws.amazon.com/"

SR 4 RRERUMNIEHR

HUWSERP | E8E X-Ray TREEE , URKHMEAENEZYNER. WFER S TOFRE
®, F2ERERBRE,

1. & A AWS Management Console , ¢ 7E https : //https://console.aws.amazon.com/xray/home B
E& X'Ray E\EEEIJEI\O
2. ¥R APl Gateway, Lambda EEH Lambda BREFTEL K [EER,

3. 7 Lambda REERT , MiREE NWFERMy First Serverless App. EHNEHER—EA
A https://aws.amazon.com K5 @ FEER,

4., TEWWRICHARE |, Lambda tia[REEE R A WE =B FERinitialization,

Traces » Details

Timeline Raw data

Method Response Duration Age [1+]

GET 200 3.3 sec 11.1 sec (2019-02-15 00:19:44 UTC) 1-5CH605a(0.rmm————

Name Res.  Duration Status cmlma So0ms 108 158 208 258 208 15s
1 i i [

¥ serverless-exam-dev/dev AWS ApGatewny St

servedess-exam-devidev 200 33sec ]
Lamibda 200  33sec ]

|
20 325 @  —
——|

|

2.5 soc (]

239 ms ]

My First Sorvaross App 200 177 ms -]
hittps:/aws.amazon.com 200 188 ms =

* hittps:f/aws.amazon.com (Clent Fasporss

serverless-exam-dev 200 166ms ] ==
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AWS X-Ray FMBABER

Service map

Clients

serveriess-exam-dav/dav
AWSApiGateway: Stage

.
senveress-axam-day hitps:/faws.amazon.com

remGte

AWSsLamboz

.=
55%5./%/\

B IEETBERANER  BRINEHENNERN. AUHEBRES , &R Zappa FTESHEIL
EMRBFERLTRNEFTE,

EZE# Lambda, APl Gateway fl Amazon S3 BRENERARER , BEHA EBEREHKFHT TGS
AWS CLlI,

zappa undeploy dev

BRESR

FEBFTIE AWS AR A X-Ray 88 , EELSHEMEBEELNEARER. E—F 7 ## Serverless
on B AWSTIREFEEREIE,
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EA NET

BEMELZAATURRAEN NET BRER | LHEEREIAE X-Ray :

« AWS Distro for OpenTelemetry NET — &8 AWS Distro for OpenTelemetry Collector AWS X-
Ray , AWS Rt —HRMRRBRENE , ARKHEBEENEREEE S E AWS ERERAER
‘@3E& Amazon CloudWatch 1 Amazon OpenSearch Service,

« AWS X-Ray EAMR .NET #J SDK - —##EXE , ARIEIR X-Ray HEIEXNELEFNEILERE X-
Ray.

ﬂlh+

MTEHMET , 552 BIEIZ AWS Distro for OpenTelemetry 1 X-Ray SDKs,

AWS Distro for OpenTelemetry .NET

/8 AWS Distro for OpenTelemetry .NET , & Al AR R EARER —k |, SASERIHSZME M
BEEZE AWS ERfRR AR , @% Amazon CloudWatch AWS X-Ray#l Amazon OpenSearch
Service, ¥&BL AWS Distro for OpenTelemetry £ X-Ray EEME T4 : BUA OpenTelemetry SDK
LAFEER X-Ray £/ , LAREAE AWS Distro for OpenTelemetry Collector SA &t X-Ray £,

EEERMER , 5528 AWS Distro for OpenTelemetry .NET X #,

5
W
ot

MFEHEH AWS AWS X-Ray FEH At £/ Distro for OpenTelemetry BIFEMEF AWS BRFS |
AWS Distro for OpenTelemetry 5 AWS Distro for OpenTelemetry 3 #.

MFEFBSZXENAENFRES , 528 AWS GitHub LAY AT ERI 1,

AWS X-Ray @A NET # SDK

BAR NET B X-Ray BEREHR2ARKA C# .NET Web FEATER., .NET Core Web FEFES

M NET Core HEIMEXE AWS Lambda, ERHEECERER I EEEE X-Ray HEHEXNE
BRI E, ESEERAERFMREMRENEARR , UREARIXNE T, HTTP Web APIs AWS Bk
K SQL BERER HM I HEEBER,

(® Note

BEAR NET H X-Ray AREHRFARRKRITER. SAEHRER | ¥ GitHub LR
BEELIR EVEESR : github.com/aws/aws-xray-sdk-dotnet
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¥ Web FEARN  BEKALEEEXIEE Web HENEBHREANGE R, ARREEXEARE
BEMNBERBIER , Y EBEOEKTHER. ERRAME  SUAEAREREZEEMFAF RN
FE BEFANEIER , YR FERUER THFU, RERRAXEHALEEERAFRE BB EK
FE RRE B = 8y BISAAR L

R BRI AR RBEFIULA Lambda B , Lambda & B By EUE K5 5 308 BEEVRAY R

Ko BREAM WB , LA LERE Lambda REVERMEREBANFE R, ERBERER , Lambda HEE
MEE , WiHREAE X-Ray BAEEH,

(® Note
f£ Lambda £ , X-Ray FREH4HRZAN. NIREREHEHFEAT , EHRERFNEI S
Lambda RIS ETRE , AR B8 Lambda BEH —EEI S . FEBHFIE SDK , B SRR ERE
NG, B FERMEE Lambda e BN EHER, WEEZEH , F2EAWS Lambda i B
AWS X-Ray,

BEE  FHAEAR NET® X-Ray BEREHREASH BAMK NET B AWS SDK AF %, BE&E

RIEHRAIN A SHITU TR AWS B RERE  REARET BRFREANFUNER. AWS
RIEUAREERBAFTINERSEER B FBRA TR |, LA B8 B #5353 36 58 5518 Bl E 4R 1Y
Fl:ﬁ%o

BAM NET 89 X-Ray BREHHREE HTTP Web APIsHl SQL BRI ERT MU RE, EA
A System.Net.HttpWebRequest #J GetResponseTraced M5 ETFEMEHM HTTP FEAY,
B LAMERBEAR NET 89 X-Ray BIREMHM MRASqlCommand k48 SQL &£,

FRMEEEM SDK & , R EiEmMASREEARBITRITR. BUHEAHEN | UREHT
FEREXMENEEERMEREN., ERMERUNBTHEITS  LREHFBRUEEAEXERE
TEEESHELNREFABREHET.

SEREBEPESE  CHEABRIANBERNIESZHGEN, STEREHENR/EY , XKgA
HEVRSIUAREGEFRERER , RLEAUESSSBEERNNER . PRERIEEVRGEIMR
K, ATSAGCESRBEWHMEES , AT AFFI{EA JSON RYIER .

© BEEEPEER

ABNPEENREMEA X-Ray SDK B ZEERNERXF. TESRARS| , UEEEGE
REREXBEER, PRENTSHRAERS| , BAIUER X-Ray T2 AW APl ERHEEERHS
B, BRT X-Ray MEUFEUERV M AE A AR E R,
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ERABHAFSKEBRANAF KK  E-BRERTRISARETER , SEMEACERAF imiE
TR IUERE —EFER. BUEHAFRFUIRESF FERT , HEBNEFATER. BTUA
EENEIEABIMNEXNBRILEF] FER , YR FEREINFEEBNGZERE  MALBEARER
LHFREIER

NERBRBEGCERINTENSEXNS , F2HEUTIER .

- AWS X-Ray iBAR .NET #9 SDK API &
« AWS X-Ray SDK for .NET Core API &&

VHEEH TR E NET f .NET Core , BEERAMNERTRE, BRIEFERIZ NET Core BEE , BRIAK
SHHMSELEZE NET API B,

=R

EARM NET 9 X-Ray BBEHTEZE NET Framework 4.5 REFARA , LA BAR .NET 89 AWS
SDK.,

&= NET Core EARRXMEE , IIEEAZXEHRTE NET Core 2.0 HEF IR,
#ERAR NET ) X-Ray AR E4HEBEZENEAREN
# /A NuGet B AR NET B X-Ray BIRE4FEELNERARER,

£ Visual Studio F L& EAR .NET Y X-Ray B EMHEE NuGet EHEES

1. 1E$E Tools (L&), NuGet Package Manager (NuGet E+&E# 8). Manage NuGet Packages for
Solution (EEfFRG R NuGet E4).

2. S AWSXRayRecorder,
3. EBEEH , REEFE Install (RKR).

HERHEEE
AR NET #) X-Ray BIRtEMHTH Nuget B8, EAEHEEERE SDK :

Install-Package AWSXRayRecorder -Version 2.10.1

nuget AWSXRayRecorder v2.10.1 EH4EHE THIMMKME
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NET Framework 4.5

AWSXRayRecorder (2.10.1)

I

| -- AWSXRayRecorder.Core (>= 2.10.1)

|  |-- AWSSDK.Core (>= 3.3.25.1)

I

| -- AWSXRayRecorder.Handlers.AspNet (>= 2.7.3)

| | -- AWSXRayRecorder.Core (>= 2.10.1)

I

| -- AWSXRayRecorder.Handlers.AwsSdk (>= 2.8.3)

| | -- AWSXRayRecorder.Core (>= 2.10.1)

I

| -- AWSXRayRecorder.Handlers.EntityFramework (>= 1.1.1)

| | -- AWSXRayRecorder.Core (>= 2.10.1)

| | -- EntityFramework (>= 6.2.0)

I

| -- AWSXRayRecorder.Handlers.SqlServer (>= 2.7.3)

| | -- AWSXRayRecorder.Core (>= 2.10.1)

I

| -- AWSXRayRecorder.Handlers.System.Net (>= 2.7.3)
| -- AWSXRayRecorder.Core (>= 2.10.1)

NET Framework 2.0

AWSXRayRecorder (2.10.1)

I

| -- AWSXRayRecorder.Core (>= 2.10.1)

| | -- AWSSDK.Core (>= 3.3.25.1)
| -- Microsoft.AspNetCore.Http (>= 2.0.0)
| -- Microsoft.Extensions.Configuration (>= 2.0.0)
| -- System.Net.Http (>= 4.3.4)

I

I

I

I

| -- AWSXRayRecorder.Handlers.AspNetCore (>= 2.7.3)

| | -- AWSXRayRecorder.Core (>= 2.10.1)

| | -- Microsoft.AspNetCore.Http.Extensions (>= 2.0.0)
| | -- Microsoft.AspNetCore.Mvc.Abstractions (>= 2.0.0)
I
I
I

-- AWSXRayRecorder.Handlers.AwsSdk (>= 2.8.3)
| -- AWSXRayRecorder.Core (>= 2.10.1)
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I
| -- AWSXRayRecorder.Handlers.EntityFramework (>= 1.1.1)
| | -- AWSXRayRecorder.Core (>= 2.10.1)
| | -- Microsoft.EntityFrameworkCore.Relational (>= 3.1.0)
I
| -- AWSXRayRecorder.Handlers.SqlServer (>= 2.7.3)
| | -- AWSXRayRecorder.Core (>= 2.10.1)
| | -- System.Data.SqlClient (>= 4.4.0)
I
| -- AWSXRayRecorder.Handlers.System.Net (>= 2.7.3)
| -- AWSXRayRecorder.Core (>= 2.10.1)

MERGEEENFMENR , 5528 Microsoft HE Nuget #H4KHEF Nuget #84M #2 AT B X4

REEAR NET M X-Ray BIZEH

BRI MERARREAREBERR NET 1Y X-Ray RBEN , LESRAEXHTHRBHEEESA. £
RFERERIT R, HEEAR B EREHROBERA

Hll-

&H¥ NET web BRI |, FESEITIEE L Web. config ERFH appSettings EE,

Example Web.config

<configuration>
<appSettings>
<add key="AWSXRayPlugins" value="EC2Plugin"/>
<add key="SamplingRuleManifest" value="sampling-rules.json"/>
</appSettings>
</configuration>

&% NET Core , 582 E A appsettings.json WER  HhHEE A XRay R LEE,

Example .NET appsettings.json

{
"XRay": {
"AWSXRayPlugins": "EC2Plugin",
"SamplingRuleManifest": "sampling-rules.json"
}
}
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A&, ELENERARARANTD , BEEHRBYHAXERACRIDHKBI X-Ray icékar. HEDKRLCHE
ECCIE: Ry A S

Example .NET Core Program.cs — 5o 4%254H A

using Amazon.XRay.Recorder.Core;

AWSXRayRecorder.InitializeInstance(configuration);

MREERE NET Core Web ERARES , L AIMEREAEEEENE | SEENHEER
UseXRaykhiE. ¥H Lambda B® , 55 InitializeInstancel % , W LR,

WNEFE .NET Core #2758 AP| BVEFHHEEA , B2 ASP.NET : // £5%E Amazon Core FEAATER,
docs.microsoft.com

=]

- AHER

- BERA

. 508%H 5 (NET)

. 5C8% H& (NET Core)
- RIFEY

SEMES
ERANASEXRIEEELERAEANRBEEESR.
SAEERN

« Amazon EC2 - EC2Plugin ####117{E% ID. AT AEEA CloudWatch Logs &4,
+ Elastic Beanstalk — ElasticBeanstalkPlugin ¥i8RIEZHE. RAZBNMIE ID,
« Amazon ECS - ECSP1lugin #i8&2% 1D,

EEFANBREN |, B8 AWSXRayPluginsiRE , X EEA M NET AFimk X-Ray BE&EH,
EERZENHENEAZEENERARER , FEHRREDREEECM , XUER DR,
Example Web.config - SA#ER

<configuration>

fax 417


https://docs.aws.amazon.com/xray-sdk-for-dotnet/latest/reference/html/N_Amazon_XRay_Recorder_Core.htm
https://docs.microsoft.com/en-us/aspnet/core/fundamentals/configuration/?tabs=basicconfiguration

AWS X-Ray EEIN=E1=

<appSettings>
<add key="AWSXRayPlugins" value="EC2Plugin,ElasticBeanstalkPlugin"/>

</appSettings>

</configuration>

Example .NET Core appsettings.json — /M3

{
"XRay": {
"AWSXRayPlugins": "EC2Plugin,ElasticBeanstalkPlugin"
}
}

ik 3l

SDK A& X-Ray TR AP EZNHERURREZCHWLFE R, ARRAUSVERE —EF
R, UARFIEEEERE X-Ray BRISAVEMHEMFERRE 5%, £ X-Ray TEAHETHMBRR , B
AIREERAEARENERE,

PERZEASRERATRANIEFETER. IRFRTESZEETRAY , HRRBEHRSER
%_1;E/E\|Jo

(® Note

MRFABREMELEES X-Ray SIIEEERA  ceSVERASE —EFRNEARSIHESA
LR B EEHEMBENFERN 5%, MREMRIBFIUEE APIsFTR |, EERERE X-Ray 1
BREX , MHFERREX A SDK EIT API Ay TCP K32 |, AlTstaREERE N

& WA BAERTE SDK BAfE JSON XHEHABER A, BRBEMHTTUMEREBBRAES X-Ray BETT
REED , SECERAERA

Example sampling-rules.json

{
"version": 2,
"rules": [
{
"description": "Player moves.",
"host": "*",
"http_method": "*",
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"url_path": "/api/move/*",
"fixed_target": 0,
"rate": 0.05

}

1,

"default": {
"fixed_target": 1,
"rate": 0.1

hEfleER—EETRAMERKRE,. BFTRUSER 5% IR , RFEH TEREHHREKRES
2l/api/move/, FEFRRASEMBVHIE—BEFERM 10% HWEENAES

EARERRAUNRIER  EEBRRHLERNEENTEERELER , MT2EHA X-Ray BHE
H, ENNBESIHN  BERRIRI , £EHURHREENENE,

# £ AWS Lambda , B#ESREER, MRENKBER SROBARBFW | Bl Lambda &5
EEZRBIARFE RN, NRBAEEER  BEFFEERERERE , Lambda S#HBBORK,

EEREMORA , BEREHN NET 9 X-Ray BEEEHFEH SamplingRuleManifestiRERE
RB|ABERR A,

Example .NET Web.config - #1#k % Al

<configuration>
<appSettings>
<add key="SamplingRuleManifest" value="sampling-rules.json"/>
</appSettings>
</configuration>

Example .NET Core appsettings.json — EU % 8l

"XRay": {
"SamplingRuleManifest": "sampling-rules.json"
}
}

EEBFERAAEIFA | BF A LocalizedSamplingStrateqgy BB 8. BEECRERMOBEA
B BREAARE,
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Example .NET global.asax — 2~ #¢H i #5 Al

var recorder = new AWSXRayRecorderBuilder().WithSamplingStrategy(new
LocalizedSamplingStrategy("samplingrules. json'")).Build();
AWSXRayRecorder.InitializeInstance(recorder: recorder);

Example .NET Core Program.cs — Z<# B 55 Bl

var recorder = new AWSXRayRecorderBuilder().WithSamplingStrategy(new
LocalizedSamplingStrategy("sampling-rules.json")).Build();
AWSXRayRecorder.InitializeInstance(configuration,recorder);

&k A (NET)

EARK NET B X-Ray BB EHFEHNE HEMNRCHMHIEHR NET 9 AWS SDK, MMRESHKER
BEXREACHE BAN NETH AWS SDK @t , AIMEMNEESEAZEAMN NET B X-Ray B
Ef@ml,

EERTELHAF , FHEA aws NWHRERERIIEEEMN App.config =% Web. config &=,

Example Web.config - 52 8%

<configuration>
<configSections>
<section name="aws" type="Amazon.AWSSection, AWSSDK.Core'"/>
</configSections>
<aws>
<logging logTo="Log4Net"/>
</aws>
</configuration>

WMEFMER , B2 (ERR NETH AWS SDK B AEEE) FMERESLEN BAN NETH
AWS SDK FEARRR.

FC#%k B & (NET Core)

BEAR NET ) X-Ray BEREM4FHAE MEINGSEEEAN NET B AWS SDK, HEFRE NET
Core FEARERMECEE |, FEASCs B EEIER AWSXRayRecorder.RegisterLogger 5k,
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plan , BEEM logdnet , FEMVEHRCHR., BHEARERVENBREE,

Example .NET Core log4net.config

<?xml version="1.0" encoding="utf-8" ?>
<log4net>
<appender name="FileAppender" type="log4net.Appender.FileAppender,log4net">
<file value="c:\logs\sdk-log.txt" />
<layout type="log4net.Layout.PatternLayout">
<conversionPattern value="%date [%thread] %level %logger - %message%newline" />
</layout>
</appender>
<logger name="Amazon">
<level value="DEBUG" />
<appender-ref ref="FileAppendex" />
</logger>
</log4net>

ARBEVRHR[IEFENEXRABTHERARE,

Example .NET Core Program.cs : //www.healthnet : /www.healthnet : //www.net Core ; -

using log4net;
using Amazon.XRay.Recorder.Core;

class Program
{
private static ILog log;
static Program()
{
var logRepository = LogManager.GetRepository(Assembly.GetEntryAssembly());
XmlConfigurator.Configure(logRepository, new FileInfo("log4net.config"));
log = LogManager.GetlLogger(typeof(Program));
AWSXRayRecorder.RegisterLogger(LoggingOptions.Log4Net);
}
static void Main(string[] args)

{

MEFEERE logdnet WEFMHE R , 52 B logging.apache.org L HAHEE,
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AWS X-Ray M ABIERE

RIESH

A ERRESEREEEAN NET Y X-Ray RREH. BERAZXEGIEUTEY,

« AWS_XRAY_TRACING_NAME - %% SDK AR ERMN B EHE, BEEE serviet ERBER4M [EEL T
BEREBPRENRBEER.

« AWS_XRAY_DAEMON_ADDRESS - £%E X-Ray BB/ IZEREA MW T -MAELIE, KFERR , HE6H
BRENHSFEH 127.0.0.1:2000 ETERE R (UDP) FEU (TCP), MRZREE E’rﬁ%ﬁbfz‘tﬁ
EREEELEE  NEETFENEEEHT , BEALEE,

i
- tHEEER - address:port
- TRIMEREE - tcp:address:port udp:address:port
« AWS_XRAY_CONTEXT_MISSING — %4 RUNTIME_ERROR MATERBIRKEER B , MBIRXBEHR
855 R B IB 1R 5 AR5 o
BRE
« RUNTIME_ERROR — ¥ ZE31T R R B S AR T
» LOG_ERROR - ie#iR:RIARME ( FEER ) -
« IGNORE_ERROR - ZR&$HER M HEE,

SEREARFAMBEREATHRBERRS , REEEFUTENEXRS |, ERERAG AP iR
, TREERENERDERE T ERMEEER.

44
=
:t
i53

FERERMN NET B X-Ray AEREHWAEA HTTP 53K

EAI L E A X-Ray AR EH KB Z M EHERE Amazon EC2EC2 AWS Elastic Beanstalks},
Amazon ECS H ) EC2 #1T{E#E LIRENEAN HTTP &K,

ERAASEREEXRAUEAN HTTP FR. ELE X-Ray ARREEXMEZEARAR , B
R NET 8 X-Ray RBEEHSABENEFERELER, LERIERFE. 773% , WX HTTP FXRH
RERR. HttAIeEtEREEY FER.
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® Note

N AWS Lambda BHE , Lambda EASEMEFEREIER, WEEZEH , F2HEAWS
Lambda B AWS X-Ray.

BEEHBE—EER  TERBRFFHANENERRERX. ERAUFPERS , AELTLURE
SDK , RBEAFRINEIHUERDER R, BHEGE TREBRBFRFVESB BRI BER , I
EEBTHERPEAKRERRARER (fl , MREIHWERRBEN ).

© HWREHHEs
NRERPHERLTNEBELBERIENEARES | X-Ray BRERTH X-
Forwarded-ForiEEMEMA Al P, MARH IP HEhi 3R IP BEA S P, BE%E
RISk P WALRMBEN  Ei RESEE,

ANEEEENEMEA http ERABEEANBRELER , HPEEUTER

« HTTP %57& - GET. POST. PUT, DELETE %,

- AFimthi - EIEFBR A PR IP #hit.

- EIFERS - ETHFERN HTTP EIER.

- B - BRREE (WEFERNEE ) MERER (BE0ENEE )
- FAERERENX — KBFRuser-agentty

- RBRE — content-lengthREEEMR ,

-]

- BAIBANER (NET)

- BAEAREER (NET Core)
- REER AR

OB ARIEESR (NET)

EERALEAENRENGER , BER global.asax BRM Init HEPMM RegisterXRayo
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Example global.asax - AREREE

using System.Web.Http;
using Amazon.XRay.Recorder.Handlers.AspNet;

namespace SampleEBWebApplication

{
public class MvcApplication : System.Web.HttpApplication
{
public override void Init()
{
base.Init();
AWSXRayASPNET.RegisterXRay(this, "MyApp");
}
}
}

BBEARFER (NET Core)

EEMBEARENIEMNER , BERBERIUseXRay & A B M H b A /) 2088 > 5 mEoy
Configure 5% , RAEEBERT , X-Ray PN BBEZREERRVE—EHRNEE , UREEE
EFEEN &% —EP B,

® Note

¥ NET Core 2.0 , MR ZEEAREN P BUseExceptionHandler 5 , FEHE 4
fEUseExceptionHandlerJiiEUseXRayZB N | LIFE{RECERBIFAR D

Example Startup.cs

<caption>.NET Core 2.1 and above</caption>

using Microsoft.AspNetCore.Builder;

public void Configure(IApplicationBuilder app, IHostingEnvironment env)
{
app.UseXRay("MyApp");
// additional middleware
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<caption>.NET Core 2.0</caption>

using Microsoft.AspNetCore.Builder;

public void Configure(IApplicationBuilder app, IHostingEnvironment env)

{
app.UseExceptionHandlex("/Exrox");
app.UseXRay("MyApp");
// additional middleware

UseXRay 75 7% th A LA YR #E RE W) 14 44 4% 56 — {1 51 R

app.UseXRay("MyApp", configuration);

ARE [ B o B SR g

AWS X-Ray EAREEBRANEHEAER K YRHEEARAEANAELERAREN. E8E. A
#8 APIs AWS MEREDFR, B X-Ray SDK REABRELERK , tEEERRNBBM L DL
ERAEANREEE,

X-Ray SDK AIBAZE HTTP BREHEFHN EIHEBEETEER, T8 , WEBETIURIE , EAESE
BRI P HIRFFAHNE R, FEMLE SOK REERETHEBENERMAERG S ER , B2
BEEEABRVERER,

MBEEHEARR A BEDRHFER , CTLUE SOK REAEADESEER  NEEREBRR
BIE— %, BEGERRTHESDK BEREBARGARNRANER , LU AREBEAZTHE
R,

flan | wETaeE —EEAEX B =B FEERHER - www.example.com, api.example.com#

static.example.com, 7] AfEF B AEan & RARIEEL X * . example.com , AREEBREEIZE
FRENEER , BBREMS LE=EREE S, NREZNEARIKITHEBTIRAEERNER ,
FeEEREms L EREEREEZHARBNETEGDE.,

BEAFMEFREREAEENER , FUL MR , EYRICASEREEXREECEAREINSE
M. BB FixedSegmentNamingStrategy WA H{EEL RegisterXRay FiEEHBIH MR,

AWSXRayASPNET.RegisterXRay(this, new FixedSegmentNamingStrategy("MyApp"));
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@® Note
A LAEF AWS_XRAY_TRACING_NAME RIFEHRBELERXNBHESNAERBREERE.

BETERBITERIHEBEATNES , URNR HTTP BRIV EHREBTIFTEERERE
ANTERERE, EEPREGBER , BFE DynamicSegmentNamingStrategy WA HEESE
RegisterXRay J5%,

AWSXRayASPNET.RegisterXRay(this, new DynamicSegmentNamingStrategy("MyApp",
"* example.com"));

FERBEAMN AWS .NET 19 X-Ray FZEH4EK SDK MY

ELNEARENFEI AWS R REHRER., BEATIREEBHE , BARK NET B9 X-Ray FHEE
et FERPER TR, ﬁﬁutbﬂﬁi%qﬂﬁﬂm Bt AWS BR#E FEIR (5170 Amazon S3
fE1ZETE R Amazon SQS 175 ) , 1 X-Ray A EKIHE FFERE T HE 2,

U L VER M A FiRegisterXRayForAllServicesZ BT MM RiRIFTE BAMK .NET #5 AWS
SDK F Fif,

Example SampleController.cs - DynamoDB F F i

using Amazon;

using Amazon.Util;

using Amazon.DynamoDBv2;

using Amazon.DynamoDBv2.DocumentModel;
using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.AwsSdk;

namespace SampleEBWebApplication.Controllers
{
public class SampleController : ApiController
{
AWSSDKHandler.RegisterXRayForAllSexvices();
private static readonly Lazy<AmazonDynamoDBClient> LazyDdbClient = new
Lazy<AmazonDynamoDBClient>(() =>
{
var client = new AmazonDynamoDBClient(EC2InstanceMetadata.Region ??
RegionEndpoint.USEastl);
return client;
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1)

EEHHE LS ERESBASR , ™ RegisterXRay , MF 2
RegisterXRayForAllServices, HERRTHNFERRARBNAFKAEERE,

AWSSDKHandler.RegisterXRay<IAmazonDynamoDB>()

WA BRI , BAILUE X-Ray TREHEFESR MW API 88, BRIBRFF5 , X-Ray SDK &
AHMEEER , UERBRE FRHUEBEN -

flan , EEERAKRAIR DynamoDB A FmET LR  BREFERE4ASKERNREBHEENE
RERABENTUER, £ E2AYD , SEERRTSERERFAPERAENGHE , L EF K
DynamoDB fi% , ARIELLERIRA B BN,

Example P4 DynamoDB LAfEZIE B Y T [EER

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",
"namespace": "aws",
"http": {
"response": {
"content_length": 60,
"status": 200
}
b
"aws": {
"table_name": "scorekeep-user",
"operation": "Updateltem",
"request_id": "UBQNSOSAEM8T4FDA4RQDEBS40VTDRVV4AK4HIRGVIF66Q9ASUAAIG",
}
}

BEMERERE , YU TRENWUSERELE FELENGBH. REVREEFRHFY , ASE
M AR A HY — AR ER R

« Amazon DynamoDB - &R X & B
« Amazon Simple Storage Service - FFITEMNERERE
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« Amazon Simple Queue Service — {75 & &

FERAEAR NET 8 X-Ray AEZEMHIEHR T HTTP Web AR A FEIY

BENERREXFUMIRESHLNE HTTP APIs B | AT LUEREAR NET 8 X-Ray BRE
#fGetResponseTracedZEM /5 ESystem. Net . HttpWebRequest , RHAIELMEA | A4S API fif
A THEREHEZEREER.

Example HitpWWebRequest

using System.Net;
using Amazon.XRay.Recorder.Core;
using Amazon.XRay.Recorder.Handlers.System.Net;

private void MakeHttpRequest()

{

HttpWebRequest request = (HttpWebRequest)WebRequest.Create("http://names.example.com/
api");

request.GetResponseTraced();
}

SRS | F5FEH GetAsyncResponseTraceds

request.GetAsyncResponseTraced();

HEMEM system.net . http.httpclient , A HttpClientXRayTracingHandler EifkE
BE RS HFM,

Example HttpClient

using System.Net.Http;
using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.System.Net;

private void MakeHttpRequest()
{
var httpClient = new HttpClient(new HttpClientXRayTracingHandler(new
HttpClientHandlex()));
httpClient.GetAsync(URL);
}
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FMBABER

B SR T Web API RYFPOLEE | JEBAR NET B9 X-Ray BBREAERHFER , HPI S HTTP

ERMEENEBEEN. X-Ray £ FEBRRELE API BWHEEEE,
Example i HTTP FEIUH FIEER

{
"id": "Q@04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"name": "names.example.com",
"namespace": "remote",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"

.

"response": {
"content_length": -1,
"status": 200

}

}
}

Example T HTTP FEALY &Y # 7 [ B

"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@@4f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
},
"response": {
"content_length": -1,
"status": 200
}
I

"inferred": true

B HTTP /Py
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FEREAR NET B9 X-Ray BZEHER SQL £

EAR NET 8 X-Ray BI%EMH A System.Data.SqlClient.SqlCommandiZ2 & A WEHERXE
BlTraceableSqlCommand , AT LA A REUMK SqlCommand. BRI LAEHA TraceableSqlCommand
FRIRAIAE SQL T H.

FRRSNIERL FEER SQL EEF
AT E85IERBA anfa] A TraceableSqlCommand REAR S FM3ER L F =X BEEME SQL Server 5,

Example Controller.cs - SQL AF i A (BF)

using Amazon;
using Amazon.Util;
using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.SglServer;

private void QuerySql(int id)
{
var connectionString = ConfigurationManager.AppSettings["RDS_CONNECTION_STRING"];
using (var sglConnection = new SqglConnection(connectionString))
using (var sqlCommand = new TraceableSqlCommand("SELECT " + id, sqlConnection))
{
sgqlCommand.Connection.Open();
sqlCommand.ExecuteNonQuery();
}
}

B LAME A ExecuteReaderAsync 5% , LIRS ARXBITES,

Example Controllex.cs - SQL A Fiwi A (ERE D)

using Amazon;

using Amazon.Util;

using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.SqglServer;

private void QuerySql(int id)

{
var connectionString = ConfigurationManager.AppSettings["RDS_CONNECTION_STRING"];
using (var sglConnection = new SqglConnection(connectionString))
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using (var sqlCommand = new TraceableSqlCommand("SELECT " + id, sqlConnection))

{

await sqlCommand.ExecuteReadexAsync();
}
}

WEE¥ SQL Server FTHY SQL &

B LARA SqlCommand.CommandText FHEER , 4 SQL EHFMEL FERN —IF
% SqlCommand.CommandText 1 FEE JSON HERAML sanitized_query, ERZEZE
B, WEEREEAER.

® Note
WMREE SQL EFHPIEMNFEANBBRENR , FORRAREIRE

ERLLEBmES ABAKE SQL £

- HHENERRER K E2EHEREDE CollectSqlQueries BMERES true,

« # TraceableSqlCommand #I{TERE S M collectSqlQueries BEERA true , UNEHITE
AR,

B 413 CollectSqlQueries Bt
LA E35I5R A an I B A @ A 7 .NET 1 .NET Core B CollectSqlQueries B,

NET

EEE NET L EAERSHEREN CollectSqlQueries BHERA true , BIEHE
App.config = Web.config #£R# appsettings , M1 FFIR,

Example App.config =& Web.config - £ A SQL EHFES

<configuration>
<appSettings>
<add key="CollectSqlQueries" value="true">
</appSettings>
</configuration>
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.NET Core

EET NET Core true P AR £HBEREPH CollectSqlQueries BHRES , FBFE X-
Ray £#8 18 appsettings.json =X , T R.

Example appsettings.json - £ A SQL EHES

{
"XRay": {
"CollectSqlQueries™":"true"
}
}

B collectSqlQueries 28

BRI LA TraceableSqlCommand BT M collectSqlQueries B A true ,
DAKEEFE AR TERR T2 SQL Server BN SQL BN F ., #HSEHA false BFEFH
TraceableSqlCommand #fT{EEEAY CollectSqlQuery IhEE,

(® Note

TraceableSqlCommand #{T{ERE M collectSqlQueries EEZE R
CollectSqlQueries Btz £iHEREHERENE,

Example &5l Controller.cs - BRA#ITERRA SQL EHES

using Amazon;

using Amazon.Util;

using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.SqglServer;

private void QuerySql(int id)
{

var connectionString = ConfigurationManager.AppSettings["RDS_CONNECTION_STRING"];

using (var sqlConnection = new SqlConnection(connectionString))

using (var command = new TraceableSqlCommand("SELECT " + id, sqlConnection,
collectSqlQueries: true))

{

command.ExecuteNonQuery();

}
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BYUHMFER

FTERSLEMERNER AT RARERRMER 2 TENFHAET. SRXEEGRAUNAFRE
{TRALEF | X-Ray B EASESLHETFERPELENESA. ETUBRYHMFERFGHMEFERSD
12, RERXBERNME A NLHFIBNPRESR.

EEEE YR , 55 BeginSubsegment # EndSubsegment A%, #1T try Bz FEERS
MERIHE , XLFEA AddException BHRFIAMIT. Bl finally EIRHPH EndSubsegment , BA
BRFERER,

Example Controller.cs — BF] FEE

AWSXRayRecorder.Instance.BeginSubsegment("custom method");
try
{
DoWork();
}
catch (Exception e)

{
AWSXRayRecorder.Instance.AddException(e);

}
finally

{
AWSXRayRecorder.Instance.EndSubsegment();
}

ELEERSIEMTERTEY FERE , BAR NETH X-Ray AREHSR/EEL ID, YLK
o4 R R A A SRR

Example A F#EERE T ER

"subsegments": [{
"id": "6f1605cd8a@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
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}
iy

EAEAR NET B X-Ray FBEEFSEBNPEERMEERER

B AEREENPEERGCHARFE R, REIEAEXNWEMER, SIS EBRNPRERFE
E X-Ray SDK ZYWER , ST HEEEMN B FER.

HEREEFH, HFrdmmMENREY, dBEeRERS| , WEHEEHEHFGREXEBEMER, FHAE
RS EEARETEAKERPENER , XEREFW GetTraceSummaries API B EFERC,

FRERERSIB/EY , TUEAEMEENE , SEYANEE B SRRR S| LLARERRRE
RiEX, FHTPRENCHKEFERFEERPNEMER  BEFFELBEESER,

=3}
- FABEAR NETH X-Ray FBEHTEREE
« FRBEAR NETH X-Ray BREMHETEER

FAEAR NET B X-Ray AR EHILHKIRE
HEERERYRIUANESNERRTER  BEAEERTKELER LHNER,
BT & X-Ray PRiESBMN X EEE

HEBER

- 28 - X-Ray BN ESBKZTE 500 BEEBF . BTEFARRAFUANNEERETRE (o )
« B - X-Ray FEHN{ERZTE 1, 000 {8 Unicode FJt.
- HEEE - SEERKZIER 50 EFRE.

FC8% AWS Lambda BB EHY LI

1. HU18 AWSXRayRecorder W EI{TIEEE,

using Amazon.XRay.Recorder.Core;

AWSXRayRecorder recorder = AWSXRayRecorder.Instance;

2. FAFHRE. MME, Int32, Intc4, EFEEZTHEHFTHE , B addAnnotation,
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recorder.AddAnnotation("mykey", "my value");

THgEGERMAERAEE %W putAnnotationFEESIBMAME, BFERFHEEREY ,

document.putAnnotation("testkey.test", "my value");

ic# AWS Lambda BRI FETE

Lambda BREIAK EE N FEEREH Lambda HTRAREESE, NREEEEIEHRIEZ Lambda
HEANWEERRFER , BHEHNTTHEE :

1. 7E Lambda RERE IV EBEDH FEE,

2. BEAEBHEEERSFER.

3. HRERFEFER.

T AR BE R E A FEEFEE Lambda KEIAKN FEE :

#Create the subsegment
AWSXRayRecorder.Instance.BeginSubsegment("custom method");
#Add an annotation
AWSXRayRecorder.Instance.AddAnnotation("My", "Annotation");

try
{
YourProcess(); #Your function
}
catch (Exception e)
{
AWSXRayRecorder.Instance.AddException(e);
}
finally #End the subsegment
{
AWSXRayRecorder.Instance.EndSubsegment();
}

X-Ray SDK #3 B EAEER X4 PannotationsWHFHVEEY ., FHERRS|IET
lladdAnnotationBEMIX , BB B A EMHEERS FER LEHNE,

EESREAREEREENER  FEHEREREXPEM annotation[key ]BRF
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ERAE AR NET B X-Ray R EHLHTEER

EATRERNRTHEERNTERNENA , ETTEREESPHEARARS|, FREMETURT
B, BF. mE , HAFFLS JSON Y4 sifE s mE M E 4.

RCSR P E R

1. H8 #1T{EBAWSXRayRecorder , MM AN BEFIFTR :

using Amazon.XRay.Recorder.Core;

AWSXRayRecorder recorder = AWSXRayRecorder.Instance;

2. AddMetadata EAF&HMAZE. FHERSIENYWHEFW |, MTIEXFEAR

recorder.AddMetadata("my namespace", "my key", "my value");

Fu A U ERA RN EHRFI AddMetadatat®E , MTHIRXIFEFIFAR

recorder.AddMetadata("my key", "my value");

MREBKRIETE DREBME , X-Ray SDK F A default, FHAMEBRSIEMIUAdIMetadataRE
MR, BERENEMERERR FER LEHNE.
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£ Ruby

EMES X ATLURREN Ruby BARER |, LUSEBHHMEXE X-Ray :

« AWS Distro for OpenTelemetry Ruby — 3%&i8 AWS Distro for OpenTelemetry Collector , AWS 12
H—ERBRRBERNE , ARNSHEBEESNEREAEZE AWS ERFRS R , 81 Amazon
CloudWatch AWS X-Ray#l Amazon OpenSearch Service,

- AWS X-Ray E A Ruby #J SDK - —#EE , ARIEIR X-Ray HEEXEEFNELERE X-
Ray.

MTEHMET , 552 BEIZ AWS Distro for OpenTelemetry 1 X-Ray SDKs,

AWS Distro for OpenTelemetry Ruby

£ AWS Distro for OpenTelemetry (ADOT) Ruby , & a] AR S ERRER —x , 1igHE
FEEMBHEIXEZE AWS B2 3R 5 R AWS X-Ray , @3 Amazon CloudWatch 1 Amazon
OpenSearch Service, B ADOT £/ X-Ray EEM{E T4 : BUA OpenTelemetry SDK LA X-
Ray £/ , BARBUA AWS Distro for OpenTelemetry Collector SA#& 8t X-Ray A,

EEFHARER |, 5528 AWS Distro for OpenTelemetry Ruby 324,

MEEE AWS AWS X-Ray FEHAth {# A Distro for OpenTelemetry BIEEAAE T AWS BREE , 552
AWS Distro for OpenTelemetry 2% AWS Distro for OpenTelemetry 34,

MEFSZXENAENFMES , 528 AWS GitHub LAY AT EAI 1,

AWS X-Ray B F % Ruby # SDK

X-Ray SDK & Ruby Web FEAERNERE , TEHECERERWEHEEE X-Ray HEEXWER
MEE. BHERNTISERAENFMEHEBBHNEAN HTTP R , UREAERXFEH AWS SDK, HTTP
AEWmRIEA PRSP RE TRRE®ETWEWUNEEENR, CHAINFBHEVER , WiEREEA
FEEFEADEER S,

B LAEIBAS CHF B EEM gemfile X #1T bundle install , RTFHKERBEEHL,

Example Gemfile

gem 'aws-sdk'
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WMRIEMER Rails , FEEHTE X-Ray SDK H N EHEREHREANFER. FREJZBEASEUER. B
ERFERE , SAUEARERXEAAP RN E  SEAFEIER , WEY FERIUEH T EWF
W, RERBEZAUSEERARMEEDIHREAENBENFSGIRT. $HFE Rails BAERX , &
ALAFEE[ER,.

EE , FA X-Ray BEEAH RSN BAR Ruby 9 AWS SDK, HTTP # SQL AF , AR
LR REHEREBNENE, SELCAKRANAFRFWUTHE AWS R ERE , FRE
HEEFERPEEERTUNER. AWS R MEEREFFRNERSTEHRBE LBERAT
TR, LAt Bh 42 GH Bl 5 3R 30 58 S E B E AR MY B RE

FRIGERAEERABREG R  FRECHKFUNBITETA. SALEEARER | URHHTEAER
FENESERMEEER. ERMERAUNBTHEITA , YRHEERUEEARXBFHFERES
RELNBRERENHEA.

EREEETEER K EHERAEAMMNBERNITESHAET. AEREHENR/EY , RKEA
HEVRSIUAREERHERES , ALETUESESFEERNER. PREMNTENRHIMER
K, WTARCSRB @Y , E AT BRI JSON BIEE

© EEEREER

ARNTRENZEMER X-Ray SDK B ERBRNESX T, SBERERS| , UERGERE
REREXALEER, PRERENTSHRERS| , BTUER X-Ray T2 EW APl ERHEEERH
Wi, BRTF X-Ray REUFEUERV A AE A AR E R

ERABHTARSEEBRANAF KK  E-BRERTRIEARETER , SEEAERRAFimE
ITHRUSRE —EFER, SRR RFUIKREE] TERT , MERBNFETER, BAUA
EENEIEABoMNEXNBRILE] FER , Y FEREINFEEBNGERE  MALBARER
LHFBER,

WWMEIREARIA S RN BE M | HBWAWS X-Ray BAR Ruby WEIREH APl 8%,
S

X-Ray SDK FE Ruby 2.3 i E#hRA , YR THEXNEHES :

- EAR Ruby B AWS SDK 3.0 k=l E#T k2
* Rails fR# 5.1 HEHIRA
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FMBABER

RREEAR Ruby H X-Ray BB EM

B Ruby B X-Ray BEHEEE S WERIXRay.recorder , IRt 25885, B LRE

SIHEREE R AT AEA HTTP RIUE M EEM T,
1]

- R#BAHER

- HERA

- B

- BRABPHYFCEKRERE

£/ Rails FFC#azfHAE

. BEBY

ARFE N E
£/ plugins FEFFEELEARN 2 RBHNHEBER
AEERN

« Amazon EC2 — ec2 ¥i8#1/T{EE ID ] HEE,
« Elastic Beanstalk — elastic_beanstalk ¥iB8RELZE. MAEBRMIE D,
« Amazon ECS - ecs ¥ &85 ID,
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Segment - Scorekeep b
Overview Resources Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618¢-170413_021009
Deployment ID 20
Environment name sc DFEKEED-C mh

EC2

Availability zone us-east-2c
Instance 1D i-035583d15d1471728

HEFEANRER  FELBEECHI[NERYHPIEEE.

Example main.rb — M3 2R 4H A8

my_plugins = %I[ec2 elastic_beanstalk]

config = {
plugins: my_plugins,
name: 'my app',

}

XRay.recorder.configure(config)

BT AERAEERERNRPREENRESE , REER KR

HRAZREHCEEANHERNRERFZERR LM origin M. EXRTHITEEAER
AWS HERER, EAFERAZANGEXE  BRE4SERA T HBATIER R &R R RRSS
ElasticBeanstalk > EKS > ECS > EC2,

AR Al

SDK 2R EHE X-Ray EEAFERVHERURRERCHEBLERF R, BRRUASVERSE —EF
R, URFIBEEERE X-Ray RO EMEMEREY 5%, £ X-Ray FEEHETEMBRR , KB
AIRBERAENRENERE,
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PRFAREHESREREITRANIEFETER. NRFBRHFESZEBTHRA  KBREAREARESEN
%_1E;E'E\|JO

® Note

MRFAREMELES X-Ray UEEEERR , cESYVERASE —ERRNBEREHAR
LR B EEREMENBRN 5%, MREMKIBFIEE APIsFFR , EELERE X-Ray 1
BREX , MEAEREATMA SDK E1T API A4y TCP K3 , AlmgegR4EEEER.

BB AT LARRTE SDK BAfE JSON XHEHABER A, RBEBEMFTUEARERAUES X-Ray BEFT
Rt , SEERTHERR,

Example sampling-rules.json

{
"version": 2,
"rules": [
{
"description": "Player moves.",
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1
}
}

EfgER—EEFTRAUNERRA. BFTRAUSER 5% HEER | RAEEHR THRENRKR:
¥ /api/move/, ERBUSERESWHIE —EFRN 10% WEABR.

EAMERRANRIER  BEEEERHCEFNEBEAATEEEYLER , MTEHA X-Ray BHE
H, ERNBESIME K BEERRIRI , £EHURHRENENE,

HERERDRA , FECEBESCHKFNERYHFPERFHME,
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Example main.rb — fi {3 33 Al #H &8

require 'aws-xray-sdk'
my_sampling_rules = {
version: 1,
default: {
fixed_target: 1,
rate: 0.1

}

config = {
sampling_rules: my_sampling_rules,
name: 'my app',

}

XRay.recorder.configure(config)

EREFFRHERR  FEERBNERDTERMEER , AREX (require) BRRGHENMEENER
B,

Example config/sampling-rules.rb

my_sampling_rules = {
version: 1,
default: {
fixed_target: 1,
rate: 0.1

Example main.rb — f&42 REUE R B

require 'aws-xray-sdk'
require 'config/sampling-rules.rb'

config = {
sampling_rules: my_sampling_rules,
name: 'my app',

}

XRay.recorder.configure(config)

EEEFERAAEIER | FBFER (require) R B ERE LocalSampler,

R 442



AWS X-Ray EEIN=E1=

Example main.rb — Z<# 357 B B4

require 'aws-xray-sdk'
require 'aws-xray-sdk/sampling/local/sampler'’

config = {
sampler: LocalSampler.new,
name: 'my app',

}

XRay.recorder.configure(config)

BB U ES KR REAMEBAB RN,
Example main.rb — {2 U

require 'aws-xray-sdk'
config = {
sampling: false,
name: 'my app',
}

XRay.recorder.configure(config)

B &

BIRTERR  CHRBSETIERNSHHEE $stdout,. BAUEBEEESCHESNERYETE
£ logger R B EF# B &

Example main.rb — 50 8%

require 'aws-xray-sdk'
config = {
logger: my_logger,
name: 'my app',
}

XRay.recorder.configure(config)

EEFHELTERR  AUEAREBRREBIMEE , fIMKERNFER,
BB P RS RERIERE

ATLA#E XRay.recorder EMY confiqgure B AEUSHM A ARE,
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« context_missing - §XE# LOG_ERRORUBZIEARFMELRK , MAEXNRERACHKER FEHE
BSAAR T o

+ daemon_address - X X-Ray BN ZERE M EEAEREE,

* name - 5%7E SDK AR B REE B,

« naming_pattern - BREMFEBEXNUEHBET S,

* plugins - EANBREXCHERRER AWS ERNHEEE

« sampling - B2E A falsellf=AEE,

- sampling_rules - BRE S SEES BN ME,

f,_il'lll

Example main.rb — £ REE X B AT

require 'aws-xray-sdk'
config = {

context_missing: 'LOG_ERROR'
}

XRay.recoxder.configure(config)

£/ Rails KYFC 8% 2R#E &

%I Rails 128 |, B LATEL R app_root/initializers 2 FH Ruby R R E ST C %S
FH#EIE, X-Ray SDK X ERFE Rails £ ANENEBRESR,

« active_record - 58EA truellit#k Active Record ERIER S FEE,

& A Rails.application.config.xray WAREYHHELER ARE.

Example config/initializers/aws_xray.rb

Rails.application.config.xray = {
name: 'my app',
patch: %I[net_http aws_sdk],
active_record: true

}

IRIEEH

BRI RARIE SR EEAN Ruby M) X-Ray BB EH, BHRFAREHXEUTEH
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« AWS_XRAY_TRACING_NAME - 5% & SDK AR EEBHNRE LT, BRI serviet ENERHMIEER T
BERBPERENRBEERE,

« AWS_XRAY_DAEMON_ADDRESS - :% & X-Ray BN ZEEXN EMAERZE, RIFFER , AR
ENfSKEMRERMEER 127.0.0.1:2000, MREZEHREHHEREAENEREE HEE | SF
FRNER ST FEALER,

« AWS_XRAY_CONTEXT_MISSING — $%E A RUNTIME_ERROR LAE R ERE , MARERXBERT
85 5 1} B 188 121 451 A AR L o

BHE

* RUNTIME_ERROR - & Z# 1T REEBIAAAR T o
* LOG_ERROR - ;e #% SRR W HE/E ( FARY ) o

- IGNORE_ERROR - ZBESREE N0 1B .

ELEREARBBREATHRBEARS  IEEEFUTENEXTF , AR A PR
B, AJReE A RRD BRI T EREBIVER.

RESHSERRENBHATRMNE,
fE /B AR Ruby H9 X-Ray BB B M BB HEAFER

WA LAE A X-Ray BB E4RIEHHIEH EAREXTE Amazon EC2EC2 AWS Elastic Beanstalk,
Amazon ECS iy EC2 #i1T{ERE LRMEMNEA HTTP K.

HEMER Rails , 3B Rails P EBERBABGAN HTTP BFR, ESBPNERRMEEEAENL
BREEREER , BARM Ruby B X-Ray IR EHSASEARBERERELER. TABEARAIETL
WEBRHERATEER , MRRHHTTP FREREEEANFERERERZT. LEASERHE, &
%, URBRNEEAR.

BEFHHBE—EERE , TERBERFPRBNEHEARERX. BERUUBPERSE , AEETLURE
SDK , RBEABRANIHUERDENE, BHEGE TREBRBFRFVESE BRI BER | I
EEBTHERPEAKREARRER (H0 , IREIHEFERBEN ) .

® BEMFER
NMREHTFHRIEMPNREEELFRIECHEARR | X-Ray SR-FERHPH X-

Forwarded-ForfiEEEEA Fir IP , MARRE IP HEBHHHRIR IP RGHFik IP, AEIERE
RECHMN A Fim IP AR BEN , R TEZEE,
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EIASRERE  HEAREHSEERDPREANNVBAURIEHE— B, NRERS
€x_forwarded_forikA WM iitrue , BIAF% IP % HTTP 55K+ M X-Forwarded-Fort&EsE
w5,

FARESERA http ERABESANEREVYER , EHESUTER

« HTTP /3% - GET, POST., PUT., DELETE %,

- AFmit - EXFERZAF RN IP ik,

- EIERS - EXEAEERN HTTP EER,

- BE-FHREE (KWBBERNEE ) IERER (EXEENRE ).
- FAERERN — KBFRuser-agentty

- RBRKE — content-lengthREEEH ,

£/ Rails PN B8
EZEFEAPNEE |, BEHEN gemfile LB EHEM railtie,

Example Gemfile - rails

gem 'aws-xray-sdk', require: ['aws-xray-sdk/facets/rails/railtie']

ERERAPNER  QEXAEARKRERRS DEARENN R BRRELCES.

Example config/initializers/aws_xray.rb

Rails.application.config.xray = {
name: 'my app'

}

FBRAEXE

HIERBMEM Rails , FFHEMER, BAUASEEARRELER , NEMEMH HTTP = AWS
SDK A F3 HIE_LI?_-:EE“ DRMHEHSEHMEFRERNAR,

# Start a segment

segment = XRay.recorder.begin_segment 'my_service'

# Start a subsegment

subsegment = XRay.recorder.begin_subsegment 'outbound_call', namespace: 'remote'
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# Add metadata or annotation here if necessary
my_annotations = {

ki: 'vl',

k2: 1024
}

segment.annotations.update my_annotations

# Add metadata to default namespace
subsegment.metadatal[:k1] = 'v1'

# Set user for the segment (subsegment is not supported)
segment.user = 'my_name'

# End segment/subsegment
XRay.recorder.end_subsegment
XRay.recorder.end_segment

ARE [ BR AR A SR g

AWS X-Ray EAREEBRANECHEAER K IHHEEARAEANAELEAREN. EBE. A
#8 APIs AWS MEREDFR, B X-Ray SDK REABRRELERK , CEEERRNBBM L DL
EREANREEE,

X-Ray SDK ATLATE HTTP BRBEFEFHNIREBZRDEER. T8 , KERAUERRBEN , EWEE
SEYRBURS P HBRFEFEPNER, FEMLE SDKREERETHERNFBRM A ERG S B ,
Y AEEBABRRNARERE,

NRENEAERAS EBREMLER , LTSS SOK REAEADESEEK  WEBREBHTR
BOE— . BREGEEMAT SDK BIHLBARGARPEXNER , LEEREBERAETLSE
SE RS

flan | BejgeE —EEARX B =E FAERHER : www.example.com, api.example.com#l

static.example.com. &AILAE A BYREAr & KA IBEL X * . example. com , AR E & EE B S E
FRBNER  EIRERF LE=AREHE. NRENEARIKIFTHREBRIFEERNNER ,
FeERERF LEINEFLEECRAGBNETERE,

BEAMBFEREREANRNER  FUNL MR , ERECHKRFEECEARANERE,

BENERBAIERTIHREBEATHER  URMRHTTP FRINEIREBINSEXREEA
MERERE. EE2BEREER , FEEBHEETEER B RN,
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Example main.rb — EjEE & &

config = {
naming_pattern: '*mydomain*’',
name: 'my app',

}

XRay.recorder.configure(config)

EUSEERHER ~ REHEATSR 2 7 R EEE—

® Note
&7 LAfE A AWS_XRAY_TRACING_NAME RIEFEEHURBELEERXNBRERNERREE B,

& #ERE = B SR AR T S ey

EERB TR |, BEABEAR Ruby B9 X-Ray HRE4RESHEAENEANERNE, BAR
Ruby ¥y X-Ray R E4TUBH TIERE,

TENENXE
« net/http - A HTTP A Fi%.

« aws-sdk — #8] BA M Ruby 9 AWS SDK A Fif,

EREREHENENXER , BAR Ruby B X-Ray BHREHSATURY FER , WEEEERNOE
PHER. ERMEEBHEHEZEHDPNREHMI XRay . recorder.begin_segment #EXE8E
BREHCER , UBYFER.

HEBHERNE , FELEER X-Ray iL&RmNEBMHHEEESH.

Example main.rb - {8 @REXNERE

require 'aws-xray-sdk'

config = {
name: 'my app',
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patch: %I[net_http aws_sdk]
}

XRay.recorder.configure(config)

FAE AR Ruby B X-Ray AWS BIREHBH SDK FEAY

EENERAEAFI AWS R REFRER. BATIREZEHE , AR Ruby B X-Ray B#EE
HEETFERTER T HNFY, SEELRBHFIAER AWS BRI MER (Hl Amazon S3
A EErEE Amazon SQS 1731 ) , 8% X-Ray TR AMNEK I E 8RS TIHFEE.

B miENaws-sdkER , BAR Ruby B X-Ray FEEEHSEBRBIFTE AWS SDK A F ik, &
LR RME B A B i

WA BRI , BAILUE X-Ray TREFEFER N API 28, BRIBRFF5& , X-Ray SDK &
AFMEEER , UERBRE FRHUEBEDN -

plan , EEERERRAE DynamoDB A FimiE TR ILE: , MEBFRBEHSKERRBBNEEUE
BRHEBENFUER, £ F24YF , SAERKRBEERBREPBERAEREGR K LEFT—K
DynamoDB Ei% , AR IELAERRS B R,

Example FEAY DynamoDB L1718 B I F[EER

{
"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
"http": {

"response": {
"content_length": 60,
"status": 200

}

1,

"aws": {
"table_name": "scorekeep-user",
"operation": "Updateltem",

"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}
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BERERERK , HUTRBENFUSERBEEHELENEGR, RFHEEERNVFY , AR
M BRI HY — AR ER R

« Amazon DynamoDB - B X &
« Amazon Simple Storage Service - EEFFENERERE
« Amazon Simple Queue Service — {75 & &

£ X-Ray SDK E4£ BHi] FEE

%EE&‘%LWLMEE’\J B, EhEsRAREFERMITKZ TENFHRER, SIRERERANRAF R
{TRALE: | X-Ray B EAHSLHETFERPELENESA. EUTUEBYHMFERKIGHMEFERS
,%E\ REREXBEROMEE , NERHKEENPEER,

EEEHTEE , 588 begin_subsegment # end_subsegment Fi%o

subsegment = XRay.recorder.begin_subsegment name: 'annotations', namespace: 'remote'
my_annotations = { id: 12345 }

subsegment.annotations.update my_annotations

XRay.recordex.end_subsegment

EERVHEBNTER , BT EHEY XRay.recorder.capture ¥/TH MW,

XRay.recorder.capture('name_for_subsegment') do |subsegment|
resp = myfunc() # myfunc is your function
subsegment.annotations.update k1: 'v1'
resp

end

BELEERFEMFERPET FERE , X-Ray SDK EAHEL D, 50 4E60 14 ARG R,
Example AP EERN FER

"subsegments": [{
"id": "6f1605cd8ad7ch70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
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fE B AR Ruby By X-Ray HEEFREBNPEERNEERER

BRI LMERAEBNPRENCHEARFER. REIEARANEMEN, SR NPEE R HE
E X-Ray SDK ZU W EE , RAMBELEUN B FER.

HEREEFHR, FImMENREREY, FESRERS| , LEEGEFRFREXNEBEFERH, FHE
RS EAREIEASKERPENER , AREMW GetTraceSummaries API B ERERC,

PRENERIB/EY  TUEAEAEENE  SFRYHNBE , XSmRS IARENERY
RiEX, FATRENCREFERFEERTHEMER K EFFTELRESER,

BRYEBNMTEES B EER LGLEEME ID 75, BEREMERE ID SHREEBNVMM
B, WRMRIUARES,

=30

- FAEAR Ruby B X-Ray BIBEHRCEEE

- FAEAR Ruby B X-Ray BB EHRETEHER
- FAEAR Ruby B X-Ray RIS EHFCEMEAE IDs

FERERARN Ruby B9 X-Ray FEHCEKTE

HE TR ERT RS UARESHNERS FER , BEAEIREHELER LEHNER.

FEER

- 88 - X-Ray BN ESBERZTE 500 BERHBF T, BTeFERAERARUNNEZIEHETR (o )
« B - X-Ray B {EHRZTE 1, 000 {8 Unicode FJt.

- FEYE - SEEMRZULER 50 EFE.

FOERIEST

1. & xray_recorder B ERIERSE FEERNZSE,

require 'aws-xray-sdk'
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document = XRay.recorder.current_segment
)4
require 'aws-xray-sdk'
document = XRay.recorder.current_subsegment

2. fEAMZEEMIN update,

my_annotations = { id: 12345 }
document.annotations.update my_annotations

LTRTREMMERSEHupdate R 5 R IY KYEHI,

my_annotations = { testkey.test: 12345 }
document.annotations.update my_annotations

HERZEHSBERUR/EYREFEERXHFM annotations YR, & HERERY
add_annotations WX , AIEB B2 EMHRERD FER LB &M E.

EESREARBEERENER  BFEMERAFEXPEM annotation[key ] ERF,
EFAE AR Ruby 1 X-Ray B EHRHEPEER

FHHETRREVRSIUARESHNER , FEATRENRCHKELERNTER LNENA. F#E
FHERBIRFE, HF. HME , HAFHILS JSON Y4 EFI v EM 4.

OB EER
1. & xray_recorder BB HIERH FEERNSE,
require 'aws-xray-sdk'
document = XRay.recorder.current_segment
5

require 'aws-xray-sdk'
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FMBABER

document = XRay.recorder.current_subsegment

2. ERAFHRRE HME BHF. FEIYHE URFEGEEE[ , B metadata,

my_metadata = {
my_namespace: {
key: 'value'
}
}

subsegment.metadata my_metadata
HEAMERRMNU metadata MR , AIEER A EMEERN FER LGCHNE,
fEFAE AR Ruby ¥ X-Ray BB EHREHFEME IDs
A RERLNEAE ID UBBEEBRAEAE,

RCEEMAE ID

1. #& xray_recorder BB B RIEERN S ZE,

require 'aws-xray-sdk'
document = XRay.recorder.current_segment

2. BERENERAERURABEBTRNEAEFS D,

segment.user = 'U12345'

BA A ERHSRPRECAE  LERRAERXRBRERERES L& EMSE ID,
EESREME IDWER  FBEEEEREREXFER userBRF,

BREMFRER
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£ X-Ray ¥ AlIiB# E OpenTelemetry #28)

X-Ray [EE#E#1 4 OpenTelemetry (OTel) , fEAREFAREE MR AT BURMAY = EA0RELE, HE
BER AWS FEERAREEYE  YATFRHEELH, EFEEMARRNATEIEERERS
=, OpenTelemetry EERNEZHRATEBETRRFKERBER , BIETREREREE X-Ray BE
AWS By EZBEER

AEREIEGERNESE | LT BERBE OpenTelemetry RFFRARNEEM | LR EXENE
EY & FA 72 =X 4 01 0 AT 38058 M 9 ST Th Bk

BEEEA OpenTelemetry fEA MR AR T8RN RS R,

e

« 7 # OpenTelemetry

« THEEEH OpenTelemetry i

- EBREE

+ #& X-Ray Daemon &% %= AWS CloudWatch X223\ 5 OpenTelemetry W 525
+ B®ZE OpenTelemetry Java

+ B®ZE OpenTelemetry Go

« BB ZE OpenTelemetry Node.js
« B®ZE OpenTelemetry .NET
+ E®ZE OpenTelemetry Python

« BB ZE OpenTelemetry Ruby

T #& OpenTelemetry

OpenTelemetry 2 —E¥FEENTHAMERE | TRUHEEVBEABENTERKEENER, ©
RBHHE—AERSA, BE. WEMELZUNESR , flniEE, BFREMEM,

B 181 X-Ray SDKsEBHBZE OpenTelemetry B |, AJEB T HI{ES :

- WEEBAMEXERITE

- IEEMENRIES

- BERAITIAE

- EMHRARERE
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- BE, BENERET—

OpenTelemetry W& SRRt X-Ray BN ESHNERKERXE L B Ay ihE1E,
F K OpenTelemetry 28 AWS

AWS 1B ZEFE A OpenTelemetry R A R :

» AWS Distro for OpenTelemetry
# OpenTelemetry JBHtER EEREHZE X-Ray.

MEFMER , 52 B AWS Distro for OpenTelemetry,
» CloudWatch Application Signals

& i BE] OpenTelemetry IB M MIEZE LA EE 1R FE AEEEAREE,

MEFMER , 552 RIE A Application Signals.
« CloudWatch OTel %2,

5 HTTP OTel in BB R4 OpenTelemetry #8381 , #% OpenTelemetry JEHEE i E X-Ray,

MEFHMEN , FSBEA OTel In S,

8 AWS CloudWatch £ OpenTelemetry

AWS CloudWatch i%&iB F F it F& FA T2 X 4081 F1 native AWS CloudWatch fR#E X # OpenTelemetry
1Bt , 5130 Application Signals, Trace, Map. Metrics #l Logs. MEFMEN , HSH
OpenTelemetry,

THEERH OpenTelemetry 8%

T & X-Ray B2 E ZH OpenTelemetry 8&E1E B, T #FIELMRE A H BHIEAS IR B X-Ray %8
2B OpenTelemetry :

X-Ray #= OpenTelemetry .=
X-Ray &0 8%85 JE Mt BRIt FE v A B Mt 2
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FMBABER

X-Ray =
RIS AHER

2 B

FEK

X-Ray EUE R A
X-Ray #5185
gRhEER
2= R
X-Ray Bt AR
X-Ray Bt AR EHE
X-Ray J& HEEU#
N/A

N/A

X-Ray #BIifER

® Note

W% OpenTelemetry BLS I EEME R |

LEETh&E

TRETME REBEWLEIIE, FHALEARBRECEERHETEARNEMEE

OpenTelemetry Bi.%:
BiRERIZE

(fARER ) BE

( FEffRR ) BE
OpenTelemetry Bi#k ( I HEFT )
BEEHKTE (WHT)
Attributes

2= ER

BERR

W3C EHtA A EE
OpenTelemetry J& MtEUEE
BERE

‘D%

OpenTelemetry Collector

$52:8 OpenTelemetry X4,

EeEzhaE
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A X-Ray #8 OpenTelemetry 8l
2= ERR X & X &
X-Ray Bk <& OTel Java/ X%, NET/Go

ADOT Java/ X#., NET/Py

thon/Node.js
X-Ray BB ERE x&E x&E
ERER x&E x&E
S ER XE XE
B HEE XE XE
EiHE B8 Java X & OTel Java/ 2. NET/Py
thon/Node.js

ADOT Java/ X#&. NET/Py
thon/Node.js

FEEHE T x&E x&

AR E M 5% E 1B Mt

EE7% OpenTelemetry FEVIEH , RFE—@EHEE. BULEBEREAENPYUKBRLERSSRM
EREBEMEE. EFLUREMERA X-Ray iB#ks5KEEE X-Ray , AR TE X-Ray BitH 2 [EERMNFE
BWA,

(® Note
OpenTelemetry Tracer R ERHENERLEIFL X-Ray L#HR[/E S,

THERERERS
THRERGSNREMRG R SO TRESERFFAES , FINERERERMEE,
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OpenTelemetry B EMIFEEN FERREBERER, SEEENRI ST H

- B8

- E—ID

- FRIA M REFEBEC
- BERH

- SIERE

- Bt (RBESDEER)
- B (KBBEHR)
- Htt s ErERS

- REEFA

- RRBESE

EREBE OpenTelemetry i , ENEHEZHHERA X-Ray EBRR FER, ETRREREGH
CloudWatch E# A BRRETE,

EREEBE
X-Ray AR EHREMERERTHEREEMTERNARN
EE

R ARENENESNEEY
hEER

REIRMEEETERERACINETESNEMEY

RIEFERR , OpenTelemetry BEEBMEHEIRA X-Ray RRERNTHHEER ., FERABIEBHE
mAETE  BKHERSIEHIEEaws. xray.annotationsBHEE,

- % OpenTelemetry BL 2 EFMIER , 5528 OpenTelemetry JE it
==£
aB

- 1% OpenTelemetry BRI IN{AIBR S F| X-Ray ERINFMER , 552 [E OpenTelemetry E| X-Ray &
PSR EE
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OpenTelemetry £/ Resource Detectors MEEREEENER cERNHPEER, LHPEERNSH
EHERBM. fli , EEEHNEE LR Amazon ECS #55 Amazon EC2 #11TEE , mB AL
RELERICHENERBMTTLLEE Amazon ECS #%5 ARN = Amazon EC2 #11T{E# ID,

- MEZIBENERBEHEMEBEN , 5528 OpenTelemetry Resource & E &4l
- MEHR X-Ray RENBERNNER , FSHEE X-Ray SDK

BRI R B

EBHHEERRARMENFERFEMIEMBBRBEER , RiBEEEKA, OpenTelemetry H X-
Ray B &EHU& , BEHEAXTE.

(® Note
DR 100% WEM TR THAMRS , AERSFEEAEXMENTERTE.

OpenTelemetry IR BERNZWER R , WA REE . BITHERER., SHAUFERAELE SDK 58
S ERE X-Ray EiREUEES , LUEE OpenTelemetry £/ X-Ray EU&#E Al

OpenTelemetry B9 E b £ KBS 2 4E -

- RRME - EEAHMMEERZE , BFRXRNHBRE

- JBHE ID LRAE - >SHEREKREENEER S L

- BImEUR - ERAEURR BILASE R OpenTelemetry Collector # Y& it
- BETHUESE - SRR EEFRLZACHEEREE

WHEBE X-Ray R AINEF , 528 X-Ray F2 & PRVEUERAR A

WZE OpenTelemetry EEEVIMBEEN , F2REXEREERS

EEERAR

X-Ray SDKsEEEEBRAZR , AERitEREMPERN FEREZBEBHNRXFEHR. OpenTelemetry f&
RAELONEEREREEEFIENIXREE, cBEEASRARTERNEEERESR,
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ELNERAENRERRIBEIRRXFBRNFAKRZEER , OpenTelemetry B4R IRBFEEFHE
OpenTelemetry AARH , UEEEY FHER , ZIFEEATUSERETPNEEEAERR,

BREEHAR

X-Ray # OpenTelemetry #f£/A HTTP HRHRERBEBFBERAE . ERLERETE RBELNER
B, WHEBHEORE,

X-Ray SDK &£/ X-Ray EMEREBEBERANR, E—ERZFUSE —EREE 6 ERFRITS
M IER 2 MR FRARAMENAR,

OpenTelemetry X EZEEREFERERNETAREE , B8

. W3C BHAE (TR
. X-Ray JBHHEE
. HiB BT

(® Note
IBA]LAREE OpenTelemetry £/ — R ZEFRBERR ., B0 , £/A X-Ray EEEFEHRREE
EEXE X-Ray B#t AWS B R

AREILEM X-Ray ERESR[KMAE AWS RBAVER., EREKEHRABREREE AP| Gateway i H
MEAMWZE X-Ray B BRHE,

- MFEHE X-Ray BHHZENER , 520 (X-Ray B AEER) HHWEKESE
- WMEFEHER OpenTelemetry AR BRENWEN , 552 E OpenTelemetry XHHHR BN AR ERE

FERAEXERR
X-Ray #l OpenTelemetry #igMHEXERE , FEEHEINENBEE , TS ERFTBELNERRE
o

X-Ray Rt EREIIREE. ENELAUSLINWEARKXENBEERIMETELEEBEMN X-Ray 88,
ELRRIZE AWS SDK #l HTTP A FmE S ERENNE , BAK Spring Boot 5 Express.js & Web £
¥,
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OpenTelemetry Wi BIEXESZREXNEHNNEHERNBEN , ACNEXEELEFENEE
AHFERPHWENREE,

= E YK OpenTelemetry HEEXNEMBIRE X EEMNERE , 557 OpenTelemetry Z 818 HY
OpenTelemetry Z#iEHIEE T,

E 15 Bt

X-Ray #1 OpenTelemetry {1 B #Y 77 34 2K [E H 8 3t 5 Kl

X-Ray 1B it & H

X-Ray SDKsf# fi 8 28 REEXIBHER]

- BEBRNFEREIEXZZE X-Ray #HBER

- #% UDP ARIEHEH 1/0

- {KFEERTE SDK HFERE

OpenTelemetry &}t H

OpenTelemetry fEA AR EMNEEEL TEREXEHER

« i http/protobuf = grpc B E
- [EHEEZE OpenTelemetry Collector 2 CloudWatch Agent B33 Y % 26
- RAFBFTEHITEHERE

B2 T A 8554 6 Bt
X-Ray M OpenTelemetry EiR T RiEW ., EIEMNEFXEHE R
X-Ray 1& Ht B2 38

X-Ray BN EEIEHEE

. ## X-Ray SDKsiZE UDP Hi&
- fERERMFEER
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OpenTelemetry Bt R IE

OpenTelemetry Collector EIEBHEE

o BRIR B R AR FS Y I8 Bt
- BEMBREMHEIEHRER
- BERENEMRBEEZERERK , 21 X-Ray

(® Note

AWS CloudWatch Agent tA] BL#EUX OpenTelemetry B HE H X E X-Ray, MEFME
7, BESEER OpenTelemetry WWESZEMN B ML,

EEREE (OpenTelemetry 5 E#E )

OpenTelemetry fEABEREREHNEINEE !

- RAFFERVHTREFERN SRR
- RABERENBEE

E#4 (OpenTelemetry-soecific B2 )

OpenTelemetry HEHIE LT EIBREER -

- BAKESERRERAR —BEER
- BARERBEAREBRARABEES

nliH-

% OpenTelemetry Collector HF¥#EE , 5528 OpenTelemetry Collector

MEFR X-Ray BESHWEN , 520 (X-Ray B AEIE™E) F1 X-Ray #&

BREE

AERHBBAAENEXABEESSB. UTIHSER

]]II|I
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/A Important
= EZ1 X-Ray BRIE£E R E OpenTelemetry B8 , BEE .

1. £/ OpenTelemetry f#R 5 REUX X-Ray SDK A&

2. #% X-Ray B2 XX A CloudWatch Agent 5 OpenTelemetry Collector ( £ X-Ray
Exporter)

- E#ZE OpenTelemetry Java

- BB ZE OpenTelemetry Go

B Z OpenTelemetry Node.js
- BB E OpenTelemetry .NET

5]

- BB ZE OpenTelemetry Python

- B®ZE OpenTelemetry Ruby

MEARANBEREAREANER
WRHNARANERRS | BHEA TIRRSRECHERRN F RG] |

R

* OpenTelemetry SDKs

« AWS Distro for OpenTelemetry 3l
R

* OpenTelemetry Collector

« CloudWatch X2

BB ZE OpenTelemetry B R T R% , 88 CloudWatch BEGRIFTFE, BMATLE
CloudWatch F# &K EHERE ﬂi&lﬁﬁqﬂﬁﬁﬁﬂ*’é_ﬁﬂﬁ Bit , SiEB X-Ray APIsHEEUE it &
o

EHRESE

BEER X-Ray 5REE A OpenTelemetry % 7%E.
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X-Ray # OpenTelemetry 5% EHI LB

Thae X-Ray HEZEH OpenTelemetry
FERRAHRE « X-Ray Sz EUE - #5EHEE L E OpenTelem
. X-Ray BHREEE etry Collector 5t CloudWatc

BYEHE X-Ray apiex | (9Nt (HTTP/GRPC)
. W3GC EHAE W8

FEELE . ASHEEUE R B . X-Ray BUE ( ATEEEEAR
. ERENARER FRERES )
. EREH
« X-Ray Bt AR EHE
BEAERAESE

FHENREBLAFER OpenTelemetry Library Instrumentation , T IEE A M AWS SDK, HTTP A
Fi%. Web Framework &2 EH X-Ray Library Instrumentation, iE&ZE 4% OpenTelemetry
Traces , M =& X-Ray Traces,

(® Note
EARSESRESNEAEMR, NFFERY , F2RESHFENERER.

Lambda IRFEAIEE
B Lambda EE A OpenTelemetry , FHZETHHEP —ERERE :

1. £/ B&# A Lambda Layer :
( 8% ) CloudWatch Application Signals Lambda layer

® Note

EREFMER , 5FRE Lambda IRIFEH
OTEL_AWS_APPLICATION_SIGNALS_ENABLED=false,

« AWS ADOT K Z& Lambda Layer
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AWS X-Ray B ABEE
2. FEERE Lambda EEHY OpenTelemetry :

- £ X-Ray UDP £1E[E HEREH S B ERE S

« EXE X-Ray Lambda &85

FEIETERER
# X-Ray BERFF [EEELA OpenTelemetry BB :

« M OpenTelemetry Tracer B i E
- ¥TIBEBMZE Spans ( HHER X-Ray FEERMNEE )

/A Important
BAE X-Ray B :

- fARREEERS X-Ray EE
- HtbIBEERS X-Ray FER
- BETEREERATERER

FEEBMERATE  BRBHERSIEFIEEaws. xray.annotationsBHEE, MEFMEN ,
SR A BT X-Ray i,

B

£ X-Ray Daemon & ZE AWS CloudWatch X B FE = 5
OpenTelemetry Y525

B LAME A CloudWatch {REBFZR B OpenTelemetry &S , RERANWEAERBREH , WEH
X E X-Ray,

(® Note
CloudWatch KB 1.300025.0 iR FIE TR A< A LA & OpenTelemetry B, /A
CloudWatch KERZXMIE X-Ray BHER ARV EETEEENREEREE, WHEFHFAE
A, EZBEA CloudWatch KEREXWEEZE. HFEFEH,
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https://aws-otel.github.io/docs/getting-started/x-ray#enable-the-customized-x-ray-annotations
AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html

AWS X-Ray BRABER
=8 ]

« 1& Amazon EC2 S AEBEPEMRAREE L ER

- 1£ Amazon ECS Hi&#®

- 1£ Elastic Beanstalk F&#

£ Amazon EC2 S AEP B A RES L ER

/A Important

% {21k X-Ray Daemon 2% , B CloudWatch {2 X 5 OpenTelemetry W88 35 1t
EEIEEFER,

BAM X-Ray HEIRENRE
£iHBIREN
BERATIER-—BERERLZEREHN X-Ray HHEXAE
FEBRE
1 X-Ray B2 Amazon S3 fFETER TEIALFAIT THITIE,
BE%RE
REBHAITERE  FEALETHRRZEBEN !

#!/bin/bash
curl https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-
xray-daemon-3.x.rpm \
-0 /home/ec2-user/xray.rpm
yum install -y /home/ec2-user/xray.rpm

RERE
18I M X-Ray Daemon AEEFEATHHA—EAHRKRE :

- R HEIE
- fAREER (xray-daemon.yaml)

1£ Amazon EC2 S AEREPE A fRes LB 466



AWS X-Ray
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Example f£ F#HREHE

./xTay -c ~/xray-daemon.yaml

HITRE

BB EM X-Ray Daemon AREFEATHIHTKE :
~/xray-daemon$ ./xray -o -n us-east-1

B BIREN

= E1 Amazon EC2 #{TEIBH B X-Ray #HBIER :
1. ELL B RREBRE

systemctl stop xray

2. MIBRAERERE SR

m ~/path/to/xray-daemon.yaml

3. MRERE , FBRAFER !

(® Note
A ERUEBURNERERE

- ®HFI4ERE : /var/log/xray-daemon.log

- HHEERER . @ELogPathf&E

Z%7E CloudWatch REER

ZERERER

NERERSH , HSWENBDERBE L2 CloudWatch RER,

HREREER

1. BEVHBERUBAERES, WEHMEN , 2B E I CloudWatch KB HERE SR,

1£ Amazon EC2 S AEREPE A fRes LB
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AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-commandline-fleet.html#install-CloudWatch-Agent-iam_user-first
AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file.html

FMBABER

2. 5%E IAM FF 1] :
- EE AV AEREERBEEXNEAER., IEFHHEER A FSEKE IAM AE,
- BREALHIBZAEREE xray:PutTraceSegmentsiF i,

B REER
MEBHREEXWQIET , HSMEAD HIAD CloudWatch {BER,

ERTE OpenTelemetry Y85

REWER

BIENEERFAETRAL L HE OpenTelemetry RS, MERA , FSALEWESS,
REWERR

EWESRPRE TSI TH

« awsproxy ZE{HIEAE

X-Ray BV A EIEH
- OTel K35

REeNERARREER
- xray [EHTE

B BB E X-Ray

Example &t EE84H 58 — otel-collector-config.yaml

extensions:
AWSPIOXY:
endpoint: 127.0.0.1:2000
health_check:

receivers:
otlp:
protocols:
grpc:
endpoint: 127.0.0.1:4317
http:

1£ Amazon EC2 S AEREPE A fRes LB
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AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-commandline-fleet.html#install-CloudWatch-Agent-iam_permissions-first
AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-commandline-fleet.html#start-CloudWatch-Agent-EC2-commands-fleet
https://opentelemetry.io/docs/collector/installation/
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endpoint: 127.0.0.1:4318

processors:
batch:

exporters:
awsxray:
region: 'us-east-1'

service:
pipelines:
traces:
receivers: [otlp]
exporters: [awsxray]
extensions: [awsproxy, health_check]

/A Important

£ xray:PutTraceSegmentsFFAlERE AWS EAE R, MEHMAENR , FSEAEEEA
R,

5 &Il S
R ENARERAITIES

otelcol --config=otel-collector-config.yaml

£ Amazon ECS Lt&®

/A Important

BN EKACLNBEREEREERANEMKRESSN xray:PutTraceSegments &,
EAEE 8 _E#1T CloudWatch REBFER S OpenTelemetry WSR2l , BEAFELLEMR
B X-Ray HEIERNAS , U LLEZEEBEER,

f£ A CloudWatch X IEER

1. # Amazon ECR Public Gallery EX1§ Docker B &,
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sdk-for-go/v1/developer-guide/configuring-sdk.html#specifying-credentials
sdk-for-go/v1/developer-guide/configuring-sdk.html#specifying-credentials
https://gallery.ecr.aws/cloudwatch-agent/cloudwatch-agent

AWS X-Ray EEIN=E1=

2. BIBEA MEEERCcw-agent-otel.json :

{
"traces": {
"traces_collected": {
"xray": {
"tcp_proxy": {
"bind_address": "0.0.0.0:2000"

}
I
"otlp": {
"grpc_endpoint": "0.0.0.0:4317",
"http_endpoint": "0.0.0.0:4318"
}

}
}
}

3. H&#HRETEMAE Systems Manager ZEFHIE :

1. FARK https : //https://console.aws.amazon.com/systems-manager/
2. BEEEVZH
3. WATIIE :
- B : /ecs/cwagent/otel-config
- B BRE
. MR - T
- EREE  XF
« {8 : [7#E1Bs E cw-agent-otel.json #A4E]
4. FERAGEARENEIUABES

EENEBRERT , ABIURREEANBEERN., RRESBENE , W EEMNTER VPC F
., EBEMEEYT , 52T OTEL_EXPORTER_OTLP_TRACES_ENDPOINTIRIESE , L&A
OpenTelemetry SDK CloudWatch IR X Wim B FMEREE, CHEZBEUREARENBTHIR
EESRBRNER | LMERERAEZERXFH OpenTelemetry SDK #$B M EE ZUINERR AR

Example CloudWatch REBRENEHESE

{

"containerDefinitions": [
£ Amazon ECS Li&® 470



https://console.aws.amazon.com/systems-manager/

AWS X-Ray M ABIERE

{
"name": "cwagent",
"image": "public.ecr.aws/cloudwatch-agent/cloudwatch-agent:latest",
"portMappings": [
{
"containerPort": 4318,
"hostPort": 4318,
"protocol": "tcp"
},
{
"containerPort": 4317,
"hostPort": 4317,
"protocol": "tcp"
I
{
"containerPort": 2000,
"hostPort": 2000,
"protocol": "tcp"
}
1,
"secrets": [
{
"name": "CW_CONFIG_CONTENT",
"valueFrom": "/ecs/cwagent/otel-config"
}
]
},
{
"name": "application",
"image": "APPLICATION_IMAGE",
"links": ["cwagent"],
"environment": [
{
"name": "OTEL_EXPORTER_OTLP_TRACES_ENDPOINT",
"value": "http://cwagent:4318/vl1/traces"
}
]
}
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MEFMERR , 52BEE CloudWatch REFRER LLE Amazon ECS EUREE Amazon EC2 #1TEEE
RIEHE,

/8 OpenTelemetry W5 25

1. otel/opentelemetry-collector-contrib # Docker Hub EXf§ Docker BR {5,

2. otel-collector-config.yaml {5 Amazon EC2 SR EWERERTPFIIHNHEARARTENES
MEHRBER , BEEFRMRHUER 0.0.0.0M3F 127.0.0. 1,

3. HE7 Amazon ECS FERILIERE | BRI LUASERETF IR Systems Manager 28 EHREF. B
% , BI{E Systems Manager Z2E8FREXER , ARBEEZIHSE . FATHEABRLIFTNS
g

- B : Jecs/otel/config ( LLBBHEERESRNEBERTSE )

- B B%E

B F&H

ERER . XF

& : [f£1tBs L otel-collector-config.yaml #H5E]

4. BYEBER , UERABEEREXMAEFIREFE OpenTelemetry YiEERR,

EEBRESRD , HRBIURASEANBRES, BRESBERE  TEEWERE VPC P&

Fl. TEfEIEMSP |, 327E OTEL_EXPORTER_OTLP_TRACES_ENDPOINTIREZ S , L&A
OpenTelemetry SDK OpenTelemetry Collector Fin B fiEZE, BHOEZBEIREREXNETRE
WERS RN ER | WERERAERPH OpenTelemetry SDK #5318 MiEIX Z N ERS A5,

Example OpenTelemetry WS EHK EE

{
"containerDefinitions": [
{
"name": "otel-collector",
"image": "otel/opentelemetry-collector-contrib",
"portMappings": [
{

"containerPort": 2000,
"hostPort": 2000

"containerPort": 4317,
"hostPort": 4317
7£ Amazon ECS Li&#® 472



https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/deploy-container-insights-ECS-instancelevel.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/deploy-container-insights-ECS-instancelevel.html
https://hub.docker.com/r/otel/opentelemetry-collector-contrib

AWS X-Ray EEIN=E1=

},
{
"containerPort": 4318,
"hostPort": 4318
}
1,
"command": [
"--config",
"env:SSM_CONFIG"
1,
"secrets": [
{
"name": "SSM_CONFIG",
"valueFrom": "/ecs/otel/config"
}
]
},
{
"name": "application",
"image": "APPLICATION_IMAGE",
"links": ["otel-collector"],
"environment": [
{
"name": "OTEL_EXPORTER_OTLP_TRACES_ENDPOINT",
"value": "http://otel-collector:4318/vl/traces"
}
]
}

1£ Elastic Beanstalk £i&#

/A Important
%{Z 1k X-Ray Daemon 25 , BfEA CloudWatch KIEFE X R 1L B IZIBE 2R,

IRIRAEW X-Ray HBIEEXZE S EF A Elastic Beanstalk T AR , SIEAMEEEREEARIRR
BRXBHPRE X-Ray HEIER.
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f£ A CloudWatch X IEER

£ Amazon Linux 2 F& L |, . ebextensionsiHEERE ZEELE CloudWatch XIEER :

1. EERBEKFPEILES .ebextensionsH B #
2. EA T3 AAcloudwatch.configfE .ebextensionsBEHRRERIEE WER

files:
"/opt/aws/amazon-cloudwatch-agent/etc/config.json":
mode: "Q644"

owner: root
group: root
content: |
{
"traces": {
"traces_collected": {
"otlp": {
"grpc_endpoint": "12.0.0.1:4317",
"http_endpoint": "12.0.0.1:4318"
}
}
}
}
container_commands:
start_agent:
command: /opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-ctl -a
append-config -c file:/opt/aws/amazon-cloudwatch-agent/etc/config.json -s

3. B  BEEAEXERBEHFTIE .ebextensionsH #%

UNZE Elastic Beanstalk fARERERMVEFHER , FSBEFEAERERETERIRESR],

EB# ZE OpenTelemetry Java

AEFRMH X-Ray HREHBRZEAR Java B9 OpenTelemetry BIREHE ARSI,
E=4-(1]

- EEAGEBSAIBRAR

- £ SDK W F BRI R AR

- EMMEARR (EEZEESRA)
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elasticbeanstalk/latest/dg/ebextensions.html

AWS X-Ray - IN=E]
« AWS SDK v2 #|

- BAEHK HTTP FFaY

- HtnEXENBAIXE

- FHEERER

« Lambda #&8

ERABEBWARS R
With X-Ray Java agent

EEZRMHA X-Ray Java RERER , FEBIEARENH JVM 518,

-javaagent:/path-to-disco/disco-java-agent.jar=pluginPath=/path-to-disco/disco-
plugins

With OpenTelemetry-based Java agent
£ OpenTelemetry & Java KEBRER,

- {#£/H AWS Distro for OpenTelemetry (ADOT) Auto-Instrumentation Java X2 B ADOT
Java REENETEEBRA, MFFHMAENR , F2HEEH Java REEX 5B IERFIEE,
MRERLEZEBHR |, FB51FH OTEL_METRICS_EXPORTER=none RELH, it Java REEXE
HiER.

(A ) BTl AWS EEH ADOT Java B BhiisETh st B B4 8 FE A 72 =X B B
CloudWatch Application Signals , AE#Z B EAENEEREBLERRHEARENK

B, Application Signals AZHERARER. REMEKEREE—. UEREXAPLHRE
WiBHES R o AR NEERRE, MEFHMER , 552 Application Signals.

- f£H OpenTelemetry Java REERNET B BRI, WFEFMBEF , FSBFEH Java Agent 1T
SRRl

£/ SDK M F B RlfRS =
Tracing setup with X-Ray SDK

EEFEAEAR Java B X-Ray BIRE4HXBRARRE , EEAZTEFARBABESMAEEER
RIZREZE AWSXRay$E Rl , AR FEARMHAEC S

EEABEBRAMBRAR 475


https://aws-otel.github.io/docs/getting-started/java-sdk/auto-instr
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://opentelemetry.io/docs/zero-code/java/agent/
https://opentelemetry.io/docs/zero-code/java/agent/
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static { AWS XRayRecorderBuilder builder = AWS
XRayRecorderBuilder.standard().withPlugin(new EC2Plugin()).withPlugin(new
ECSPlugin()); AWS XRay.setGlobalRecorder(builder.build());

}

Tracing setup with OpenTelemetry SDK

FETHIME M,

<dependencyManagement>
<dependencies>
<dependency>
<groupId>io.opentelemetry</groupId>
<artifactId>opentelemetry-bom</artifactId>
<version>1.49.0</version>
<type>pom</type>
<scope>import</scope>
</dependency>
<dependency>
<groupId>io.opentelemetry.instrumentation</groupId>
<artifactId>opentelemetry-instrumentation-bom</artifactId>
<version>2.15.0</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>io.opentelemetry</groupId>
<artifactId>opentelemetry-sdk</artifactId>
</dependency>
<dependency>
<groupId>io.opentelemetry</groupId>
<artifactId>opentelemetry-api</artifactId>
</dependency>
<dependency>
<groupId>io.opentelemetry.semconv</groupId>
<artifactId>opentelemetry-semconv</artifactId>
</dependency>
<dependency>
<groupId>io.opentelemetry</groupId>
<artifactId>opentelemetry-exporter-otlp</artifactId>

£/ SDK BV F BB MRS R
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</dependency>
<dependency>
<groupId>io.opentelemetry.contrib</groupId>
<artifactId>opentelemetry-aws-xray</artifactId>

<version>1.46.

</dependency>
<dependency>
<groupId>io.opentelemetry.contrib</groupId>
<artifactId>opentelemetry-aws-xray-propagator</artifactId>

<version>1.46.

</dependency>
<dependency>
<groupId>io.opentelemetry.contrib</groupId>
<artifactId>opentelemetry-aws-resources</artifactId>

<version>1.46.

</dependency>
</dependencies>

0</version>

@-alpha</version>

@-alpha</version>

FEBET{ERI TracerProviderM&FHFMOpenTelemetrySdk ¥4 2KE&E OpenTelemetry

SDK.,

SN o=

axX JE1E

v o

OpenTelemetry Collector B EE

import
import
import
import
import
import
import
import
import
import
import
import
import

// ...

io.
io.
io.
io.
io.
io.
io.
io.
io.
io.
io.
io.

opentelemetry.
opentelemetry.
opentelemetry.
opentelemetry.
opentelemetry.
opentelemetry.
opentelemetry.
opentelemetry.
opentelemetry.
opentelemetry.
opentelemetry.
opentelemetry.
static io.opentelemetry.semconv.ServiceAttributes.SERVICE_NAME;

AWS X-Ray Ei#%85 - B EMABEHEEE X-Ray BS AWS HRBHEE
AWS X-Ray RiHEURES - MRBFEMEA X-Ray BURHR AIREVEFER |, MIAXEIEFH
ER{ERIES ( #I%0 EcsResource 5 Ec2Resource) - ERIFTEEARN TR P ER

api.common.Attributes;
context.propagation.ContextPropagators;
contrib.aws.resource.Ec2Resource;
contrib.aws.resource.EcsResource;
contrib.awsxray.AwsXrayRemoteSampler;
contrib.awsxray.propagator.AwsXrayPropagator;
exporter.otlp.trace.0tlpGrpcSpanExporter;
sdk.OpenTelemetrySdk;
sdk.resources.Resource;
sdk.trace.SdkTracerProvider;
sdk.trace.export.BatchSpanProcessor;
sdk.trace.samplers.Sampler;

OTLP Span Exporter ( #i%0 OtlpGrpcSpanExporter) - #&BH#E H ZE CloudWatch XEER 5

£/ SDK BV F BB MRS R
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private static final Resource otelResource =
Resource.create(Attributes.of (SERVICE_NAME, "YOUR_SERVICE_NAME"))
.merge(EcsResource.get())
.merge(Ec2Resource.get());
private static final SdkTracerProvider sdkTracerProvider =
SdkTracerProvider.builder()
.addSpanProcessor(BatchSpanProcessor.create(
OtlpGrpcSpanExporter.getDefault()
))
.addResource(otelResource)
.setSampler(Sampler.parentBased(
AwsXrayRemoteSampler.newBuilder(otelResource).build()
))
.build();
// Globally registering a TracerProvider makes it available throughout the
application to create as many Tracers as needed.
private static final OpenTelemetrySdk openTelemetry =
OpenTelemetrySdk.builder()
.setTracerProvider(sdkTracerProvider)

.setPropagators(ContextPropagators.create(AwsXrayPropagator.getInstance()))
.buildAndRegisterGlobal();

BHEARER (EERERA )
With X-Ray SDK

MEBBUNMAER X-Ray IR EHROEEXRERAEARINNER , FSBER Spring B
AOP #E AR Java B X-Ray FEEH, HETE Spring PRA AOP , BERAUTFE,

1. X% Spring

2. BERERFREMBELENEAER
3. HELANEXBHEE AE

4. AR K X-Ray

With OpenTelemetry SDK

OpenTelemetry 12t AIF2X & |, TJULE Spring Boot EARENBEARERER, EEUSLHMA
RERA A Spring Boot #38| |, 5B E T FIAEAM.
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https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-java-aop-spring.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-java-aop-spring.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-java-aop-spring.html#xray-sdk-java-aop-spring-configuration
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-java-aop-spring.html#xray-sdk-java-aop-filters-spring
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-java-aop-spring.html#xray-sdk-java-aop-annotate-or-implement
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-java-aop-spring.html#xray-sdk-java-aop-activate-xray
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<dependency>
<groupId>io.opentelemetry.instrumentation</groupId>
<artifactId>opentelemetry-spring-boot-starter</artifactId>
</dependency>

WZE {5 OpenTelemetry 5 E R FERE Spring Boot BAIMEFME A , 528 OpenTelemetry
AR

Using OpenTelemetry-based Java agents
%238 Spring Boot BRIV TERRIEZ H EZ R OpenTelemetry Java B2 S IE B T AR TS 42

A, EEEMER SDK #tk , BiRIRAHE Zout-of-the-box A BIFHRE, WEAF , FSHE TEXB
EEL S

AWS SDK v2 38l

With X-Ray SDK

B ERBPHBaws-xray-recorder-sdk-aws-sdk-v2-instrumentor FiEEE , BAR
Java B X-Ray BH&EH AT LB EB#08IFTE AWS SDK v2 A Fif.

HEMERAEAR Java B AWS SDK 2.2 R B #7hR 4~ R4 88 Bl A B i AWS BRIEH Tk A B
wEL | BHEREEMHERWaws-xray-recorder-sdk-aws-sdk-v2-instrumentor #&
#8 , ¥ ZEaws-xray-recorder-sdk-aws-sdk-v2i&#8, FEiBFER REMEB B FimRETHR

BlTracingInterceptor.

import com.amazonaws.xray.interceptors.TracingInterceptor;
import software.amazon.awssdk.core.client.config.ClientOverrideConfiguration
import software.amazon.awssdk.services.dynamodb.DynamoDbClient;

Y/

public class MyModel {
private DynamoDbClient client = DynamoDbClient.buildexr()
.region(Region.US_WEST_2)
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(new TracingInterceptor())
.build()
)
.build();
/...
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https://opentelemetry.io/docs/zero-code/java/spring-boot-starter/getting-started/
https://opentelemetry.io/docs/zero-code/java/agent/
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With OpenTelemetry SDK

EEZB8BMAFTE AWS SDK Al Fin , 58#1i8 opentelemetry-aws-sdk-2.2-
autoconfigure ¥#&#,

<dependency>
<groupId>io.opentelemetry.instrumentation</groupId>
<artifactId>opentelemetry-aws-sdk-2.2-autoconfigure</artifactId>
<version>2.15.0-alpha</version>
<scope>runtime</scope>
</dependency>

EESBIESR AWS SDK A Fi% , 58 #1i8 opentelemetry-aws-sdk-2.2F#&#H,

<dependency>
<groupId>io.opentelemetry.instrumentation</groupId>
<artifactId>opentelemetry-aws-sdk-2.2</artifactId>
<version>2.15.0-alpha</version>
<scope>compile</scope>
</dependency>

R& , R AWS SDK A FikbrrEfHR B

import io.opentelemetry.instrumentation.awssdk.v2_2.AwsSdkTelemetry;

// ...

AwsSdkTelemetry telemetry = AwsSdkTelemetry.create(openTelemetry);
private final S3Client S3_CLIENT = S3Client.builder()
.overrideConfiguration(ClientOverrideConfiguration.builder()
.addExecutionInterceptor(telemetry.newExecutionInterceptor())
.build())
.build();

BOAEHM HTTP FEAY
With X-Ray SDK

EEMA X-Ray 8BELH HTTP 3R , EEHEAR Java B9 X-Ray B EHH Apache
HttpClient A48,

WAEHA HTTP FEaY
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import com.amazonaws.xray.proxies.apache.http.HttpClientBuilder;

public String randomName() throws IOException {
CloseableHttpClient httpclient = HttpClientBuilder.create().build();

With OpenTelemetry SDK

B2 X-Ray Java BIZEMH Ll , OpenTelemetry 24t# ApacheHttpClientTelemetry$&
BIEEREBRFZE , AHEY WHITEEHttpClientBuilder , B Apache HttpClient 12
OpenTelemetry BB A A EIE,

<dependency>
<groupId>io.opentelemetry.instrumentation</groupId>
<artifactId>opentelemetry-apache-httpclient-5.2</artifactId>
<version>2.15.0-alpha</version>
<scope>compile</scope>
</dependency>

AR & opentelemetry-java-instrumentation FZX 586, newHttpClient() 248 HTTP A Fiw
B AHITHRERELIBHR,

import io.opentelemetry.api.OpenTelemetry;

import
io.opentelemetry.instrumentation.apachehttpclient.v5_2.ApacheHttpClientTelemetry;
import org.apache.hc.client5.http.classic.HttpClient;

import org.apache.hc.client5.http.impl.classic.HttpClientBuilder;

public class ApacheHttpClientConfiguration {

private OpenTelemetry openTelemetry;

public ApacheHttpClientConfiguration(OpenTelemetry openTelemetry) {
this.openTelemetry = openTelemetry;

}

// creates a new http client builder for constructing http clients with open
telemetry instrumentation
public HttpClientBuilder createBuilder() {
return
ApacheHttpClientTelemetry.builder(openTelemetry).build().newHttpClientBuildex();
}
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https://github.com/open-telemetry/opentelemetry-java-instrumentation/tree/main/instrumentation/apache-httpclient/apache-httpclient-5.2/library
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// creates a new http client with open telemetry instrumentation
public HttpClient newHttpClient() {

return ApacheHttpClientTelemetry.builder(openTelemetry).build().newHttpClient();
}

HttE XN ENRAIXE

EXENERNE. £8. EARXMARSN JIVM T , EEERIMEA GitHub EE #8#%
OpenTelemetry Java X ENERXERBNTEEFE, JVMs

A , B LI S OpenTelemetry & 848 , 7 # OpenTelemetry 2B X EWA, EERKES ,
BB R

FHEVERER

With X-Ray SDK

s
¢

£/ X-Ray SDK , EZ beginSegment#l beginSubsegmentFERFEHEI X-Ray BRI FE
&,

Segment segment = xrayRecorder.beginSegment('"ManualSegment");
segment.putAnnotation("annotationKey", "annotationValue");
segment.putMetadata("metadataKey", "metadataValue");

try {
Subsegment subsegment =
xrayRecorder.beginSubsegment("ManualSubsegment");
subsegment.putAnnotation("key", "value");

// Do something here

} catch (Exception e) {
subsegment.addException(e);

} finally {
xrayRecorder.endSegment();
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https://github.com/open-telemetry/opentelemetry-java-instrumentation/blob/main/docs/supported-libraries.md
https://opentelemetry.io/ecosystem/registry/
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With OpenTelemetry SDK

B LAER BFTEERERRARXEARERNASEBNE. FIE , AEEREARSFSE
A X-Ray BRR , TEHMEERASEIRA X-Ray FER.

B, ERERVERBRELEE , £ LUER openTelemetry.getTracer 7 AHE. &
SRR E M Tracer H1T{EE TracerProvider , ZMTHEE & £H SDK W F BRI RS
REflhEFM. BAMLREERIEIEHEMN Tracer Hi1TEE K EEAEARNEESE —E
Tracer,

Tracer tracer = openTelemetry.getTracer("my-app");

A LAMER Tracer REILEE,

import io.opentelemetry.api.common.AttributeKey;
import io.opentelemetry.api.trace.Span;

import io.opentelemetry.api.trace.SpanKind;
import io.opentelemetry.api.trace.Tracer;

import io.opentelemetry.context.Scope;

// SERVER span will become an X-Ray segment

Span span = tracer.spanBuilder("get-token")
.setKind(SpanKind.SERVER)
.setAttribute("key", "value")
.startSpan();

try (Scope ignored = span.makeCurrent()) {

span.setAttribute("metadataKey", "metadataValue");
span.setAttribute("annotationKey", "annotationValue");

// The following ensures that "annotationKey: annotationValue" is an annotation in
X-Ray raw data.
span.setAttribute(AttributeKey.stringArrayKey("aws.xray.annotations"),
List.of("annotationKey"));

// Do something here
}

span.end();
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BENTERERA INTERNAL,

// Default span of type INTERNAL will become an X-Ray subsegment
Span span = tracer.spanBuilder("process-header")

.startSpan();
try (Scope ignored = span.makeCurrent()) {

doProcessHeader();

}

5 OpenTelemetry SDK #%&E % 7 48 & K718 2 16 3t

£ EREFIF , setAttribute FEARKBUMEESEBEE., RBER , IEEEBMHSE
B#S X-Ray RIBERDPNFEER, ATHARBUHEHRAZTEMEFRER  LASEHIESKXE
MRS EIIEEaws. xray.annotations BMFE, MEFMEA , F2ERABE] X-Ray 5F
BENEENTEER,

£ OpenTelemetry & Java {{EBE

MRIEER Java RERXBBRAEAEN , AIFEERRAEXFHTFERA, Fl, sHHE
AEBRARKERARENER , EEARXPRAERR.

EEFARERXHITFERA , BFEEFE Aopentelemetry-api M. KmRATRELRE
BIURAEHN.

import io.opentelemetry.api.GlobalOpenTelemetry;
import io.opentelemetry.api.trace.Span;

/rrr

Span parentSpan = Span.current();

Tracer tracer = GlobalOpenTelemetry.getTracer("my-app");

Span span = tracer.spanBuilder("my-span-name")
.setParent(io.opentelemetry.context.Context.current().with(parentSpan))
.startSpan();

span.end();
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Lambda £ 38]

With X-Ray SDK

£/ X-Ray % EH , £ Lambda BAA X EEM 2% , fFFH X-Ray BHZREHTEEEIINNE
A&, Lambda &3k Lambda REEXFAAMNER , MEL A LIERA X-Ray SDK B F[EER
NEFEXE , MAFEEMAEANHERE,

With OpenTelemetry-based solutions

HE#A Lambda BEfE - &R UAEA TYBRSR , BERE Lambda 22 AWS #Z# Lambda
BlE :

+ CloudWatch Application Signals Lambda layer ( 2 )

® Note

It Lambda EBTEE%EA CloudWatch Application Signals , B] & U £ 1542 F 38 it 38 Bk
A Lambda EARERX N MEEMB/EAREEE, ZREBM , 5558 E Lambda IRIEEE
OTEL_AWS_APPLICATION_SIGNALS_ENABLED=false,

- A Lambda FEAREA MeEMEEMRREE R
- BIFFER , BRREESNER
- AWS ADOT Java ¥ 2% Lambda [, MBFMEF , 552 B AWS Distro for OpenTelemetry
Lambda Support for Java,

s

EEREEBRAIBERFEIRA , F2 Eﬁ £/ SDK WFBERAIMBARER. BTEDHME ,
ZBE A OpenTelemetry FENVAI BB Lambda BEEZE 4 OpenTelemetry B,

EARM AWS Lambda B9 OpenTelemetry F B8l

FEZE T 5# 1T Amazon S3 ListBuckets FEILHY Lambda BAERERIE.

package example;

import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;
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import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.services.s3.model.ListBucketsRequest;
import software.amazon.awssdk.services.s3.model.ListBucketsResponse;
import software.amazon.awssdk.services.s3.model.S3Exception;

public class ListBucketsLambda implements RequestHandler<String, String> {

private final S3Client S3_CLIENT = S3Client.builder()

.build();
@Override
public String handleRequest(String input, Context context) {
try {
ListBucketsResponse response = makelListBucketsCall();
context.getLogger().log("response: " + response.toString());

return "Success";
} catch (Exception e) {
throw new RuntimeException(e);

}
}
private ListBucketsResponse makelistBucketsCall() {
try {
ListBucketsRequest listBucketsRequest = ListBucketsRequest.buildexr()

.build();
ListBucketsResponse response = S3_CLIENT.listBuckets(listBucketsRequest);
return response;
} catch (S3Exception e) {
throw new RuntimeException("Failed to call S3 listBuckets" +
e.awsErrorDetails().errorMessage(), e);

}

AT R AR,

dependencies {
implementation('com.amazonaws:aws-lambda-java-core:1.2.3"')
implementation('software.amazon.awssdk:s3:2.28.29')
implementation('org.slf4j:slf4j-nop:2.0.16")

ZEF A Lambda BIEERNF Amazon S3 AF % , EHT T 581k,

Lambda #&38
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1. #EE RequestHandler ( 5 RequestStreamHandler) #Y & 838 BI BV & 2 {4
TracingRequestHandler ( = TracingRequestStreamHandler) BB EU3E B,

2. H{TIERE{Y TracerProvider ¥ 2155 OpenTelemetrySdk ¥4, E#EAS TracerProvider 3% E
A

a. B% X-RayUDP BEEHEANEZEERER , A EKEXZE Lambda #9 UDP X-Ray
Y

b. ParentBased always on sampler ( &XRERE , RIFARATERE )
c. #5 service.name %4 Lambda RE BB EIR
d. X-Ray Lambda {&E#%35

3. # handleRequest 528 % A , doHandleRequestiif§OpenTelemetrySAk I EEE &
wEA,

4, BEEERERAFREMBEESS , A OpenTemetry AWS SDK #3828 #238] Amazon S3 A F
W o

IBREET 5| OpenTelemetry HBBAFEAC

dependencies {

implementation("software.amazon.distro.opentelemetry:aws-distro-opentelemetry-xray-
udp-span-exporter:0.1.0")

implementation(platform('io.opentelemetry.instrumentation:opentelemetry-
instrumentation-bom:2.14.0'))
implementation(platform('io.opentelemetry:opentelemetry-bom:1.48.0'))

implementation('io.opentelemetry:opentelemetry-sdk')
implementation('io.opentelemetry:opentelemetry-api')
implementation('io.opentelemetry.contrib:opentelemetry-aws-xray-propagator:1.45.0-
alpha')
implementation('io.opentelemetry.contrib:opentelemetry-aws-resources:1.45.0-alpha')
implementation('io.opentelemetry.instrumentation:opentelemetry-aws-lambda-
core-1.0:2.14.0-alpha')
implementation('io.opentelemetry.instrumentation:opentelemetry-aws-sdk-2.2:2.14.0-
alpha')
}
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THEABRELENEE 2B Lambda BB, BUNERMBENNBITEHE , 7K B BRHEMNE
8

package example;

import java.time.Duration;

import com.amazonaws.services.lambda.runtime.Context;

import io.opentelemetry.api.common.Attributes;

import io.opentelemetry.context.propagation.ContextPropagators;

import io.opentelemetry.contrib.aws.resource.lLambdaResource;

import io.opentelemetry.contrib.awsxray.propagator.AwsXraylLambdaPropagator;
import io.opentelemetry.instrumentation.awslambdacore.vl_0.TracingRequestHandler;
import io.opentelemetry.instrumentation.awssdk.v2_2.AwsSdkTelemetry;

import io.opentelemetry.sdk.OpenTelemetrySdk;

import io.opentelemetry.sdk.resources.Resource;

import io.opentelemetry.sdk.trace.SdkTracerProvider;

import io.opentelemetry.sdk.trace.export.SimpleSpanProcessor;

import io.opentelemetry.sdk.trace.samplers.Sampler;

import static io.opentelemetry.semconv.ServiceAttributes.SERVICE_NAME;

import software.amazon.awssdk.core.client.config.ClientOverrideConfiguration;

import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.services.s3.model.ListBucketsRequest;

import software.amazon.awssdk.services.s3.model.ListBucketsResponse;

import software.amazon.awssdk.services.s3.model.S3Exception;

import
software.amazon.distro.opentelemetry.exporter.xray.udp.trace.AwsXrayUdpSpanExporterBuilder;

public class ListBucketsLambda extends TracingRequestHandler<String, String> {
private static final Resource lambdaResource = LambdaResource.get();
private static final SdkTracerProvider sdkTracerProvider =
SdkTracerProvider.builder()
.addSpanProcessor(SimpleSpanProcessor.create(
new AwsXrayUdpSpanExporterBuilder().build()
))
.addResource(
lambdaResource
.merge(Resource.create(Attributes.of (SERVICE_NAME,
System.getenv("AWS_LAMBDA_FUNCTION_NAME"))))
)
.setSampler(Sampler.parentBased(Sampler.alwaysOn()))
.build();
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private static final OpenTelemetrySdk openTelemetry =
OpenTelemetrySdk.buildexr()
.setTracerProvider(sdkTracerProvider)

.setPropagators(ContextPropagators.create(AwsXrayLambdaPropagator.getInstance()))
.buildAndRegisterGlobal();
private static final AwsSdkTelemetry telemetry =
AwsSdkTelemetry.create(openTelemetry);
private final S3Client S3_CLIENT = S3Client.builder()
.overrideConfiguration(ClientOverrideConfiguration.buildexr()
.addExecutionInterceptor(telemetry.newExecutionInterceptor())
.build())
.build();

public ListBucketsLambda() {
super(openTelemetry, Duration.ofMillis(0Q));

}
@Override
public String doHandleRequest(String input, Context context) {
try {
ListBucketsResponse response = makelListBucketsCall();
context.getLogger().log("response: " + response.toString());
return "Success";
} catch (Exception e) {
throw new RuntimeException(e);
}
}
private ListBucketsResponse makelistBucketsCall() {
try {
ListBucketsRequest listBucketsRequest = ListBucketsRequest.buildexr()

.build();
ListBucketsResponse response = S3_CLIENT.listBuckets(listBucketsRequest);
return response;
} catch (S3Exception e) {
throw new RuntimeException("Failed to call S3 listBuckets" +
e.awsErrorDetails().errorMessage(), e);

}

WA Lambda B8R , B &7 CloudWatch 12 AR IEME B T & EI T 5E M

Lambda #&38
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B Z OpenTelemetry Go

& X-Ray BB , BFEATIEXEEHH , £ OpenTelemetry SDK FEj#8l Go BARER.

£ A SDK FEp#fl

Tracing setup with X-Ray SDK

EREAR Go i X-Ray ABREHR , #RABRNB 2 , FERERBABHEA RAHEERR

208

func init() {
if os.Getenv("ENVIRONMENT") == "production" {
ec2.Init()

xray.Configure(xray.Config{
DaemonAddr: "127.0.0.1:2000",
ServiceVersion: "1.2.3",

1)

BB E OpenTelemetry Go
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Set up tracing with OpenTelemetry SDK

ZEB 1T TracerProvider WA H M AL EIEHEZE MR , 2REXE OpenTelemetry SDK,

BMERERETIITH

X-Ray {E#%z5 - B EM AR EEZE X-Ray BS AWS WIREHEE
X-Ray Rim B2 — £ X-Ray BV AIEURGE RIS E
BERERR - GASTEAERAERNEHPESR

import (
"go.opentelemetry.io/contrib/detectors/aws/ec2"
"go.opentelemetry.io/contrib/propagators/aws/xray"
"go.opentelemetry.io/contrib/samplers/aws/xray"
"go.opentelemetry.io/otel"
"go.opentelemetry.io/otel/exporters/otlp/otlptrace/otlptracegrpc”
"go.opentelemetry.io/otel/sdk/trace"

func setupTracing() error {
ctx := context.Background()

exporterEndpoint := os.Getenv("OTEL_EXPORTER_OTLP_ENDPOINT")
if exporterEndpoint == "" {
exporterEndpoint = "localhost:4317"

traceExporter, err := otlptracegrpc.New(ctx,
otlptracegrpc.WithInsecure(),
otlptracegrpc.WithEndpoint(exporterEndpoint))

if err !'= nil {
return fmt.Errorf("failed to create OTLP trace exporter: %v'", err)

}
remoteSampler, err := xray.NewRemoteSampler(ctx, "my-service-name", "ec2")
if err !'= nil {
return fmt.Errorf("failed to create X-Ray Remote Sampler: %v", err)
}

OTLP EMtEH T B — AZBHEHZ CloudwWatch Agent 5 OpenTelemetry Collector B3E

£/ SDK F a4l
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ec2Resource, err := ec2.NewResourceDetector().Detect(ctx)

if err !'= nil {
return fmt.Errorf("failed to detect EC2 resource: %v'", err)

}

tp := trace.NewTracerProvider(
trace.WithSampler(remoteSampler),
trace.WithBatcher(traceExporter),
trace.WithResource(ec2Resource),

)

otel.SetTracerProvider(tp)
otel.SetTextMapPropagator(xray.Propagator{})

return nil

BHEAER HTTP EEEXRA )
With X-Ray SDK

A7 A X-Ray 88 HTTP BEER , X-Ray BEEX A EZRARER NewFixedSegmentNamer
EEEER,

func main() {
http.Handle("/", xray.Handler(xray.NewFixedSegmentNamer("myApp"),
http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
w.Write([]byte("Hello!"))

)
http.ListenAndServe(":8000", nil)

With OpenTelemetry SDK

EEZFE A OpenTelemetry #38] HTTP BEEX , 55 A OpenTelemetry # newHandler 75 £R
ERBREEEXNEXE,
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import (
"go.opentelemetry.io/contrib/instrumentation/net/http/otelhttp"

helloHandler := func(w http.ResponseWriter, req *http.Request) {
ctx := req.Context()
span := trace.SpanFromContext(ctx)
span.SetAttributes(attribute.Bool("isHelloHandlerSpan", true),
attribute.String("attrKey", "attrValue"))

= jo.WriteString(w, "Hello World!\n")

p—4 —

otelHandler := otelhttp.NewHandler(http.HandlerFunc(helloHandler), "Hello")

http.Handle("/hello", otelHandler)
err = http.ListenAndServe(":8080", nil)
if err !'= nil {

log.Fatal(err)

AWS B AR Go v2 B9 SDK #38
With X-Ray SDK

& ZMARE AWS SDK BIEH AWS R , BRRAFIREMR T 515 NETR

// Create a segment
ctx, root := xray.BeginSegment(context.TODO(), "AWSSDKV2_Dynamodb")
defer root.Close(nil)

cfg, err := config.LoadDefaultConfig(ctx, config.WithRegion("us-west-2"))
if err !'= nil {
log.Fatalf("unable to load SDK config, %v", err)
}
// Instrumenting AWS SDK v2
awsv2.AWSV2Instrumentor(&cfg.APIOptions)
// Using the Config value, create the DynamoDB client
svc := dynamodb.NewFromConfig(cfg)
// Build the request with its input parameters
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_, err = svc.ListTables(ctx, &dynamodb.ListTablesInput{
Limit: aws.Int32(5),

1)
if err !'= nil {

log.Fatalf("failed to list tables, %v", err)
}

With OpenTelemetry SDK

OpenTelemetry B9 AWS SDK for Go v2 Instrumentation 32 T AWS SDK FEILEEHE B, ML
TRIEH S3 AFiRMFILAYEEH]

import (

"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/s3"

"go.opentelemetry.io/otel"

oteltrace "go.opentelemetry.io/otel/trace"

awsConfig "github.com/aws/aws-sdk-go-v2/config"

"go.opentelemetry.io/contrib/instrumentation/github.com/aws/aws-sdk-go-v2/
otelaws"

)

// init aws config
cfg, err := awsConfig.LoadDefaultConfig(ctx)
if err !'= nil {
panic("configuration error, " + err.Error())

// instrument all aws clients
otelaws.AppendMiddlewares(&.APIOptions)

// Call to S3

s3Client := s3.NewFromConfig(cfg)

input := &s3.ListBucketsInput{}

result, err := s3Client.ListBuckets(ctx, input)
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if err !'= nil {
fmt.Printf("Got an error retrieving buckets, %v", err)
return

BOREHA HTTP By
With X-Ray SDK

A TER X-Ray ®AIEHA HTTP P | xray.Client AR EIMFTRME HTTP A M RIS,

myClient := xray.Client(http-client)

resp, err := ctxhttp.Get(ctx, xray.Client(nil), url)

With OpenTelemetry SDK

EEF A OpenTelemetry #8 HTTP A Fi% , 55 A OpenTelemetry Y otelhttp.NewTransport 75
SR A 8 http.DefaultTransports

import (
"go.opentelemetry.io/contrib/instrumentation/net/http/otelhttp"

// Create an instrumented HTTP client.
httpClient := &http.Client{
Transport: otelhttp.NewTransport(
http.DefaultTransport,
),

req, err := http.NewRequestWithContext(ctx, http.MethodGet, "https://api.github.com/
repos/aws-observability/aws-otel-go/releases/latest", nil)
if err !'= nil {

fmt.Printf("failed to create http request, %v\n", err)

}
res, err := httpClient.Do(req)
if err !'= nil {

fmt.Printf("failed to make http request, %v\n", err)
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}
// Request body must be closed
defer func(Body io.ReadCloser) {
err := Body.Close()
if err !'= nil {
fmt.Printf("failed to close http response body, %v\n", err)

}
}(res.Body)

HttEXAENRAIXE

A A ERBIEH TR E OpenTelemetry Go X ERXERBIMNTEIBEE, https:/github.com/open-
telemetry/opentelemetry-go-contrib/tree/main/instrumentation#instrumentation-packages

H®E , BALUIE S OpenTelemetry 818 | 7 # OpenTelemetry 2B X EHEFIE THEXEETR
Al

FEZEBHER
With X-Ray SDK
£/ X-Ray B EMHEF , TZ BeginSegment F BeginSubsegment 53% , T8 F BRI X-Ray [E

BMFER.

// Start a segment

ctx, seg := xray.BeginSegment(context.Background(), "service-name")
// Start a subsegment
subCtx, subSeg := xray.BeginSubsegment(ctx, "subsegment-name")

// Add metadata or annotation here if necessary
xray.AddAnnotation(subCtx, "annotationKey", "annotationValue")
xray.AddMetadata(subCtx, "metadataKey", "metadataValue")

subSeg.Close(nil)
// Close the segment
seg.Close(nil)
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With OpenTelemetry SDK

EA BT HEREERAEAERENNABEFRNE, FEZ , RAEENARITERA X-
Ray B , TR EMHERSEIRS X-Ray TEE

B LEEEVEMBRELEEE , BA[LUEIB otel . TracerFiEEE. ESREMEARE

TracerProvider Y Tracer #1718 , B TERBCHEEMRBREEF P LHTM, BRREEEY

EEZEEY Tracer HITEE K EBEEEAEIEESE —M@ Tracer.

tracer := otel.Tracer("application-tracer")

import (

oteltrace "go.opentelemetry.io/otel/trace"

var attributes = [Jattribute.KeyValue{
attribute.KeyValue{Key: "metadataKey", Value:
attribute.StringValue("metadataValue")},
attribute.KeyValue{Key: "annotationKey", Value:
attribute.StringValue("annotationValue")},
attribute.KeyValue{Key: "aws.xray.annotations", Value:
attribute.StringSliceValue([]string{"annotationKey"})},

}
ctx := context.Background()
parentSpanContext, parentSpan := tracer.Start(ctx,

"ParentSpan", oteltrace.WithSpanKind(oteltrace.SpanKindServer),
oteltrace.WithAttributes(attributes...))

_, childSpan := tracer.Start(parentSpanContext, "ChildSpan",
oteltrace.WithSpanKind(oteltrace.SpanKindInternal))

// ...

childSpan.End()
parentSpan.End()

£ OpenTelemetry SDK #$ B P EE R FIE EEH

FERECEBHRER
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FELREGHIF , withAttributesFZAREBUMEEZBEEE. FIE , RIEER K MEE
EEMHEERA X-Ray RBRERPNFEER, EERREMERATEMETEER K BB
MH R B Eaws . xray.annotations BMEE., WHKFMENR , F2HE/A B X-Ray &
B

Lambda 3 Eha 8

With X-Ray SDK

£ X-Ray BAZEMHF , £ Lambda A X BER % , TEEHMARE A FEA X-Ray BRE
. Lambda 23 7%k Lambda EEEXFAANEER , MEAZFER X-Ray BREHEBI FER ,
MAEEFEAHEMERE,

With OpenTelemetry SDK

T %) Lambda EREIFERTE ( T8 ) &2 H Amazon S3 ListBuckets FEAYFIEH HTTP #EK,

package main

import (
"context"
"encoding/json"
"fmt"
"io"
"net/http"

IIOSII

"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-lambda-go/lambda"

awsconfig "github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/s3"

)

func lambdaHandler(ctx context.Context) (interface{}, error) {
// Initialize AWS config.
cfg, err := awsconfig.LoadDefaultConfig(ctx)
if err !'= nil {
panic("configuration error, " + err.Error())

}

s3Client := s3.NewFromConfig(cfg)
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// Create an HTTP client.
httpClient := &http.Client{
Transport: http.DefaultTransport,

}

input := &s3.ListBucketsInput{}

result, err := s3Client.ListBuckets(ctx, input)

if err !'= nil {
fmt.Printf("Got an error retrieving buckets, %v", err)

}

fmt.Println("Buckets:")

for _, bucket := range result.Buckets {
fmt.Println(*bucket.Name + ": " + bucket.CreationDate.Format("2006-01-02

15:04:05 Monday"))
}

fmt.Println("End Buckets.")

req, err := http.NewRequestWithContext(ctx, http.MethodGet, "https://
api.github.com/repos/aws-observability/aws-otel-go/releases/latest", nil)
if err != nil {
fmt.Printf("failed to create http request, %v\n", err)

}
res, err := httpClient.Do(req)
if err != nil {
fmt.Printf("failed to make http request, %v\n", err)
}

defer func(Body io.ReadCloser) {
err := Body.Close()
if err !'= nil {
fmt.Printf("failed to close http response body, %v\n", err)
}
}(res.Body)

var data map[string]interface{}
err = json.NewDecoder(res.Body).Decode(&data)
if err != nil {
fmt.Printf("failed to read http response body, %v\n", err)

}
fmt.Printf("Latest ADOT Go Release is '%s'\n", data["name"])

return events.APIGatewayProxyResponse{
StatusCode: http.StatusOK,
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}

Body: os.Getenv("_X_AMZN_TRACE_ID"),
}, nil

func main() {

}

lambda.Start(lambdaHandler)

ZEFFH#HB Lambda BEERX M Amazon S3 AAF % , @817 F 5 E1E :

1.

£ main() F , $11T{EBIL TracerProvider (tp) , WS EHFIMA LB SRMHE, BEK

TracerProvider :XE 5 :

a. EH X-Ray UDP BEEEHEXANEZEERES , WAHEHEIXZE Lambda B UDP X-Ray
Vit 2

b. #% service.name XRE A Lambda HE B BHNER

.8 WA Elambda.Start(lambdaHandler ) 8E A

lambda.Start(otellambda.InstrumentHandler(lambdaHandler,
xrayconfig.WithRecommendedOptions(tp)...)).

. EiBA& B9 OpenTelemetry T Bk B8 Ff flaws -sdk-go-v2ZE Amazon S3 A FiR#&E |, £ H

OpenTemetry SDK #8158 # 8] Amazon S3 Al Fiit. OpenTemetry AWS OpenTelemetry

. {4 OpenTelemetry B otelhttp.NewTransportAEREBE | LA http AF

iwhttp.DefaultTransport,

THREKTFR Lambda RBELERNAREL, BRTABRUNEEZN , EEUUFHEYH
A=HIE:

package main

import (

"context"
"encoding/json"
Ilfmt n

io
"net/http"

(015

"github.com/aws-observability/aws-otel-go/exporters/xrayudp"
"github.com/aws/aws-lambda-go/events"
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"github.com/aws/aws-lambda-go/lambda"
awsconfig "github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/s3"

lambdadetector "go.opentelemetry.io/contrib/detectors/aws/lambda"

"go.opentelemetry.io/contrib/instrumentation/github.com/aws/aws-lambda-go/
otellambda™
"go.opentelemetry.io/contrib/instrumentation/github.com/aws/aws-lambda-go/
otellambda/xrayconfig"
"go.opentelemetry.io/contrib/instrumentation/github.com/aws/aws-sdk-go-v2/
otelaws"

"go.opentelemetry.io/contrib/instrumentation/net/http/otelhttp"
"go.opentelemetry.io/contrib/propagators/aws/xray"
"go.opentelemetry.io/otel"

"go.opentelemetry.io/otel/attribute"
"go.opentelemetry.io/otel/sdk/resource"
"go.opentelemetry.io/otel/sdk/trace"

semconv '"go.opentelemetry.io/otel/semconv/v1.26.0"

func lambdaHandler(ctx context.Context) (interface{}, error) {

// Initialize AWS config.
cfg, err := awsconfig.LoadDefaultConfig(ctx)
if err !'= nil {
panic("configuration error, " + err.Error())

// Instrument all AWS clients.
otelaws.AppendMiddlewares(&cfg.APIOptions)

// Create an instrumented S3 client from the config.
s3Client := s3.NewFromConfig(cfg)

// Create an instrumented HTTP client.
httpClient := &http.Client{
Transport: otelhttp.NewTransport(
http.DefaultTransport,
),

// return func(ctx context.Context) (interface{}, error) {
input := &s3.ListBucketsInput{}
result, err := s3Client.ListBuckets(ctx, input)
if err !'= nil {
fmt.Printf("Got an error retrieving buckets, %v", err)

Lambda 3 B8
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}
fmt.Println("Buckets:")
for _, bucket := range result.Buckets {
fmt.Println(*bucket.Name + ": " + bucket.CreationDate.Format("2006-01-02
15:04:05 Monday"))
}
fmt.Println("End Buckets.")
req, err := http.NewRequestWithContext(ctx, http.MethodGet, "https://
api.github.com/repos/aws-observability/aws-otel-go/releases/latest", nil)
if err != nil {
fmt.Printf("failed to create http request, %v\n", err)
}
res, err := httpClient.Do(req)
if err != nil {
fmt.Printf("failed to make http request, %v\n", err)
}
defer func(Body io.ReadCloser) {
err := Body.Close()
if err !'= nil {
fmt.Printf("failed to close http response body, %v\n", err)
}
}(res.Body)
var data map[string]interface{}
err = json.NewDecoder(res.Body).Decode(&data)
if err != nil {
fmt.Printf("failed to read http response body, %v\n", err)
}
fmt.Printf("Latest ADOT Go Release is '%s'\n", data["name"])
return events.APIGatewayProxyResponse{
StatusCode: http.StatusOK,
Body: os.Getenv("_X_AMZN_TRACE_ID"),
}, nil
}

func main() {

ctx := context.Background()
detector := lambdadetector.NewResourceDetector()
lambdaResource, err := detector.Detect(context.Background())
if err !'= nil {

fmt.Printf("failed to detect lambda resources: %v\n", err)

Lambda F 8h#&8l
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var attributes = [Jattribute.KeyValue{
attribute.KeyValue{Key: semconv.ServiceNameKey, Value:
attribute.StringValue(os.Getenv("AWS_LAMBDA_FUNCTION_NAME"))},

}

customResource := resource.NewWithAttributes(semconv.SchemaURL, attributes...

mergedResource, _ := resource.Merge(lambdaResource, customResource)

xrayUdpExporter, _ := xrayudp.NewSpanExporter(ctx)

tp := trace.NewTracerProvider(
trace.WithSpanProcessor(trace.NewSimpleSpanProcessor(xrayUdpExporter)),
trace.WithResource(mergedResource),

)

defer func(ctx context.Context) {
err := tp.Shutdown(ctx)
if err != nil {
fmt.Printf("error shutting down tracer provider: %v

, err)
}
}(ctx)

otel.SetTracerProvider(tp)
otel.SetTextMapPropagator(xray.Propagator{})

lambda.Start(otellambda.InstrumentHandler(lambdaHandler,
xrayconfig.WithRecommendedOptions(tp)...))

}

WA Lambda B , #8& 7 CloudWatch £ A H Trace MapFFEI T 5EH :

Lambda F 8h#&8l
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/

gC)
VR SR S
& \;\/ Q\/ \o/\

O manual-otel-go O manual-otel-go O manual-otel-go \_\ T
Lambda Context Lambda Function \‘< \
o \
|
/
.k_)//
O HTTP GET

Remote

EB# ZE OpenTelemetry Node.js

REIER A A& Node.js EAER K X-Ray SDK E# ZE OpenTelemetry, ©&E B EIMF a8 5
&, iR E REARGIM S EEH,

X-Ray Node.js SDK A1 B & F Eh# 8l Node.js BRI U TER, ANEIRMHKE X-Ray EEE
OpenTelemetry 48l B 72 = W5 £ 45
-8 )]

- TEAGEWABARLTR

- FHRAMRAR

- EBHHEARFER

« AWS SDK JavaScript V3 438l

o BAMEHE HTTP oY

- HEXENRAIZE

- FEEVERER

+ Lambda #23l

ERABEDRARS R

EEZFAEAR Node.js B X-Ray R EMHERFER , BXABRERAERS, £H
OpenTelemetry , %7 LA A 55 B BV RAI R R 7 RIRBEHEFE R,
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£ F OpenTelemetry & B 8RN T2 V15 B BRI,

1. EAE AR Node.js B9 AWS Distro for OpenTelemetry (ADOT) B B4 8] — 215 Node.js FEARER
WEBE®RA |, FS2BRERERR OpenTelemetry JavaScript B B8R AWS Distro JB#t F1E#E,

(iEFA ) &ALl AWS £ ADOT JavaScript B Ehi8 Th A B Bh4d 8l FE A 72 =X RS RO
CloudWatch Application Signals , AEs#E B sl AR EERRE  YRIBEKBEEEHRRIER
X MEE. Application Signals AZEMEAREN. REMBKRENK—. UEARSADOHR
R, Wi EERN s BEAREERE, MEFMER , F52[ Application Signals.

2. £ OpenTelemetry JavaScript % B B)42 8] - 2FE A OpenTelemetry JavaScript B B1428]
5528 JavaScript 2REMA,

FERRABRS R

Tracing setup with X-Ray SDK

FERAE AR Node.js B9 X-Ray FEZEHR , EEMFH aws-xray-sdkEHREZE X-Ray BHZREH
REREAHENSIALEERE , AE2BFEH BREHARBIZNERE.

var AWSXRay = require('aws-xray-sdk');

AWSXRay.config([AWSXRay.plugins.EC2Plugin, AWSXRay.plugins.ElasticBeanstalkPlugin]);
AWSXRay.middleware.setSamplingRules(<path to file>);

Tracing setup with OpenTelemetry SDK
(® Note

AWS X-Ray = ixEUE B 51 &% &% OpenTelemetry JS #1TERE. T , B el 0 EiBEH
7 Node.js 89 ADOT Auto-Instrumentation 3z & X-Ray & imEU

SHYTHREXBES , BRFET MK :

npm install --save \
@opentelemetry/api \
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@opentelemetry/sdk-node \
@opentelemetry/exporter-trace-otlp-proto \
@opentelemetry/propagator-aws-xray \
@opentelemetry/resource-detector-aws

U B FERTE OpenTelemetry SDK , FREBI{THEARXERXR, ELUEBFER —require HHER
SER. I E A instrumentation.js WIEZR , HRIEEM OpenTelemetry #URIAERERERE.

BBERETHI TS

« OTLPTraceExporter — Bt & i £ CloudWatch Agent/OpenTelemetry Collector BFE
- AWSXRayPropagator — #$B ¥t A R EEZE B X-Ray BE AWS WIRIERFE

« Resource Detectors ( {52 Amazon EC2 Resource Detector) - {88 #{TEE AR EMh i

/*instrumentation.js*/

// Require dependencies

const { NodeSDK } = require('eopentelemetry/sdk-node');

const { OTLPTraceExporter } = require('@opentelemetry/exporter-trace-otlp-proto’');
const { AWSXRayPropagator } = require("opentelemetry/propagator-aws-xray");

const { detectResources } = require('e@opentelemetry/resources’');

const { awsEc2Detector } = require('eopentelemetry/resource-detector-aws');

const resource = detectResources({
detectors: [awsEc2Detector],

1)

const _traceExporter = new OTLPTraceExporter({
url: 'http://localhost:4318/vl/traces'
1)

const sdk = new NodeSDK({
resource: resource,
textMapPropagator: new AWSXRayPropagator(),
traceExporter: _traceExporter

1)

sdk.start();
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R& |, BATLAEA OpenTelemetry SRERSITEARES |, 0 :

node --require ./instrumentation.js app.js

A LAE A OpenTelemetry SDK f2X\ B4Rl , BB AWS SDK ERERNENEHE, BAELE
BESEBHEMEANEE | 4208 A R JavaScript B AWS SDK v3, OpenTelemetry IR A FR
BREAESNNEE  EEERMAMERENERE,

EERAFERA , R4 eopentelemetry/auto-instrumentations-nodeEH# :

npm install @opentelemetry/auto-instrumentations-node

g EAARUABARmEERERR , MR

const { getNodeAutoInstrumentations } = require('@opentelemetry/auto-
instrumentations-node');

const sdk = new NodeSDK({
resource: resource,
instrumentations: [getNodeAutoInstrumentations()],
textMapPropagator: new AWSXRayPropagator(),
traceExporter: _traceExporter

1)

Tracing setup with ADOT auto-instrumentation for Node.js

B LAEAE AR Node.js B ADOT B &8l , A1 Node.js ERAEX BEFRE
OpenTelemetry, EiB A ADOT Auto-Instrumentation , EFREEFEEFENBEREMEAN
AR, HEH AWS SDK & HTTP AFmEENE, WEFMENR , F2BREH AWS Distro for
OpenTelemetry JavaScript Auto-Instrumentation JB#t 1542,

Node.js B9 ADOT B &R 8 .

- BBIRESHM X-Ray RIFHUE — export OTEL_TRACES_SAMPLER=xray
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AWS X-Ray CE N
- X-Ray EMtABEE (FERAKA)
- ER{ER (Amazon EC2, Amazon ECS H Amazon EKS REMNERERTERARA )

- FIEXXEMN OpenTelemetry #RIHY B BN EROE |, AIEIR
OTEL_NODE_ENABLED_INSTRUMENTATIONSHI
OTEL_NODE_DISABLED_INSTRUMENTATIONS RiEZESSIZIEM = H/EH

- FREVBE

B HHE AR EEK
With X-Ray SDK
Express.js

/A X-Ray B EHBK Express.js EARINKTNEA HTTP
555K , AWSXRay.express.closeSegment () EEREH N
BBAWSXRay.express.openSegment(<name>)f RBELMBEEENEH , UEEHR T,

app.use(xrayExpress.openSegment('defaultName'));

app.use(xrayExpress.closeSegment());

ERMERE

EEEHRestifyEABRNWBINEA HTTP B3R , FEiBR Restify Server £RY aws-xray-sdk-
restify #BEABTHA , /A X-Ray IRE4N R TEKE !

var AWSXRay = require('aws-xray-sdk');
var AWSXRayRestify = require('aws-xray-sdk-restify');

var restify = require('restify');
var server = restify.createServer();
AWSXRayRestify.enable(server, 'MyApp'));
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With OpenTelemetry SDK
Express.js

Bt WEABEREZEEXpress. js2H OpenTelemetry HTTP #8Fl1 OpenTelemetry Express &
AR, €A TR TIMEKEnpm :

npm install --save @opentelemetry/instrumentation-http @opentelemetry/
instrumentation-express

F# OpenTelemetry SDK #8 88 LA Bk A 1R RAE AR A9 #2381

const { HttpInstrumentation } = require('e@opentelemetry/instrumentation-http');
const { ExpressInstrumentation } = require('@opentelemetry/instrumentation-
express');

const sdk = new NodeSDK({

instrumentations: [

// Express instrumentation requires HTTP instrumentation
new HttpInstrumentation(),
new ExpressInstrumentation(),
1,
});

EMERE

Xa

HN Restify BARN |, BAFEE OpenTelemetry Restify #il, R T 5 :

npm install --save @opentelemetry/instrumentation-restify

E# OpenTelemetry SDK #ARELARK A Restify HAAAKA

BHHEARFER 509


https://github.com/open-telemetry/opentelemetry-js/tree/main/experimental/packages/opentelemetry-instrumentation-http
https://github.com/open-telemetry/opentelemetry-js-contrib/tree/main/plugins/node/opentelemetry-instrumentation-express
https://github.com/open-telemetry/opentelemetry-js-contrib/tree/main/plugins/node/opentelemetry-instrumentation-express
https://github.com/open-telemetry/opentelemetry-js-contrib/tree/main/plugins/node/opentelemetry-instrumentation-restify

AWS X-Ray EEIN=E1=

const { RestifyInstrumentation } = require('@opentelemetry/instrumentation-
restify');

const sdk = new NodeSDK({

instrumentations: [

new RestifyInstrumentation(),
iF
1);

AWS SDK JavaScript V3 #& 3l

With X-Ray SDK

BHEMARE AWS SDK f9EH AWS R , BATAFR , TSR :

import { S3, PutObjectCommand } from '@aws-sdk/client-s3';
const s3 = AWSXRay.captureAWSv3Client(new S3({}));

await s3.send(new PutObjectCommand({
Bucket: bucketName,
Key: keyName,
Body: 'Hello!',

1)

With OpenTelemetry SDK
B #t¥ DynamoDB, Amazon S3 FME it & i AWS SDK PRI , H OpenTelemetry AWS

SDK #iflliRfit. £/ R&ETHHMMEnpm

npm install --save @opentelemetry/instrumentation-aws-sdk
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{#F SDK #BIE# OpenTelemetry AWS SDK #H#E,

import { AwsInstrumentation } from 'e@opentelemetry/instrumentation-aws-sdk';
const sdk = new NodeSDK({

instrumentations: [
new AwsInstrumentation()

]I
1)

MRE A HTTP FEAY
With X-Ray SDK

HEEMA X-Ray BEHN HTTP R , FERAAFik, flm , F2HEUT.

it

@R HTTP A Fi%

var AWSXRay = require('aws-xray-sdk');
var http = AWSXRay.captureHTTPs(require('http'));

FRAE HTTP AR (&)

var AWSXRay = require('aws-xray-sdk');
AWSXRay.captureHTTPsGlobal(require('http'));
var http = require('http');

With OpenTelemetry SDK

1Bt Node.js HTTP B FiRHI = 2 H OpenTelemetry HTTP BRI #, A RET 5K
Hnpm :
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npm install --save @opentelemetry/instrumentation-http

E 3 OpenTelemetry SDK #H&E , i1~ F7R :

const { HttpInstrumentation } = require('e@opentelemetry/instrumentation-http');
const sdk = new NodeSDK({

instrumentations: [

new HttpInstrumentation(),

1,
1)

HttEAENRAIXE

BT LATE X AR T2 OpenTelemetry JavaScript X EER ERAINTREE,

%E , BALEE OpenTelemetry E#1E , T#% OpenTelemetry REXEEZHE T RALZNER
E.

FEREEHER
With X-Ray SDK

£/ X-Ray B , FEEaws-xray-sdkEHBABRFBEVERREFER , UERENEARE
o

var AWSXRay = require('aws-xray-sdk');
AWSXRay.enableManualMode();

var segment = new AWSXRay.Segment('myApplication');
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captureFunc('1l', function(subsegmentl) {
captureFunc('2', function(subsegment2) {

}, subsegmentl);
}, segment);

segment.close();
segment.flush();

With OpenTelemetry SDK

SR RN R BT SERE AR EARENNASEBNE, FEE , AFEENARKRSR
RS X-Ray B , TEHMEERSEIRS X-Ray TER. MEFEES K F2REE.

FIEHEREFEEE OpenTelemetry SDK LBV BEE 2 & , B EE—E Tracer ITEE. EAL
REEZEVTEZEWN Tracer BITER , EEXEAEARIXEESHE —@ Tracer.

const { trace, SpanKind } = require('eopentelemetry/api');

// Get a tracer instance
const tracer = trace.getTracer('your-tracer-name');

// This span will appear as a segment in X-Ray
tracer.startActiveSpan('server', { kind: SpanKind.SERVER }, span => {
// Do work here

// This span will appear as a subsegment in X-Ray
tracer.startActiveSpan('operation2', { kind: SpanKind.INTERNAL }, innexSpan => {
// Do more work here

innerSpan.end();

1)
span.end();

1)

£ OpenTelemetry SDK #§&E 5 & 8 & R 518 2B Mt
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BT LS EITR/EEFEABETNEY, 512, REER , rEELEEBLHSERS
X-Ray RERFAHNHEER, EERRBMERAZEMIFEFPEEN K BEKEBHNERS|I &Y
Faws.xray.annotationsBHEE, MEFMEN , B2EEABR] X-Ray i,

tracer.startActiveSpan('server', { kind: SpanKind.SERVER }, span => {
span.setAttribute('metadataKey', 'metadataValue');
span.setAttribute('annotationKey', 'annotationValue');

// The following ensures that "annotationKey: annotationValue" is an annotation
in X-Ray raw data.
span.setAttribute('aws.xray.annotations', ['annotationKey']);

// Do work here

span.end();

1)

Lambda #2381
With X-Ray SDK

# Lambda BB Active Tracing #& , £ E X-Ray B®&EH , |MEHE/NNIERE, Lambda €211
K& Lambda EBEXFANER , MBEER X-Ray SDK BY FERHMARERNE , MAEE
R EMHERE,

With OpenTelemetry SDK

B LAER AWS {$# Lambda /8 B B4 8 Lambda, EREMERG R :

- (#%# ) CloudWatch Application Signals lambda layer

(@ Note
It Lambda EFEE&ZEXA CloudWatch Application Signals , A]&iB U 5 6 1Z & Mt 5k By A
Lambda FEARNAREEFEMEMBE R, MRERBZEH | BEKERE Lambda IR
B8 OTEL_AWS_APPLICATION_SIGNALS_ENABLED=false, MEFMEN , FS
B71E Lambda ERBUAEHERER,
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« AWS ADOT JS ¥y & Lambda [E. MEFMENR , 552E AWS Distro for OpenTelemetry
Lambda Support for JavaScript.

£/ Lambda %8I F &% I Spans

R ADOT JavaScript Lambda Layer £ # Lambda REIRHE BB  BETASREZTER
Lambda F#/TFERE , fl0 , REBFTERSERXERRAREERN Lambda B E A & A4l
B,

EEEREEHRAMTFERE , BFEEHIE @opentelemetry/api A MKM. LEAEARMIAR
ZREFREL ADOT JavaScript SDK £ ARV B R AR, B IR OpenTelemetry API 1£
Lambda AR FEBEIEE,

EEM4/H NPM #i8eopentelemetry/api B

npm install @opentelemetry/api

B# ZE OpenTelemetry NET

£ NET ERREXFEA X-Ray BRI , FEIRASHER X-Ray NET HEEH.

AEFRRM £/ SDK WFERABRS RERPHEFES , AR X-Ray FEISRIBRS RE
BZEAR .NET 8 OpenTelemetry FEIRAIBRE R, & , BOLK X-Ray FEIRAIBRZE
OpenTelemetry B B)ARIARR S REIMA NET EARNX K MEZSA SEXGEHRAUMRASRE
BHHEARIRBER.

i3]

- EEXHRBMAMRER

- £F SDK WF BBl R A R

- FEREMEMER

- BHMEAREER (ASP.NET 1 ASP.NET &0 )
- AWS SDK #23l

o BURMEHM HTTP FELY

- HinEEXENRAIZE
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« Lambda #38l

EEABEEMABRE R

OpenTelemetry IRt ZEXNREBWAMBRE R, ELMRARFERBER K MIATELELNER
ERXEXE,

OpenTelemetry & B Eh#& A2 18

1. ERABAR NET 8 AWS Distro for OpenTelemetry (ADOT) B E#R - ZEH A NET ERATRE
X, FF2BEEAE AR OpenTelemetry B9 AWS Distro .NET Auto-Instrumentation B F13E1E

(#A ) AWS £/ ADOT .NET BB AI7E L BB RIERARERERA CloudWatch Application
Signals , L :

- EREuRNEREEFRE

- REXHERERKRIEAENNEE

- MSEARER. REMBERENK—. UEARXAH ORI
- BN ERRAREEFRE

WMEFHMER , 552 B Application Signals.

2. £/ OpenTelemetry .Net E1% B 8% — FZ#F A OpenTelemetry .Net BB
AWS Distro for OpenTelemetry .NET Auto-Instrumentation &t F154E,

3
¢
an
3

£ SDK M FERRIERR 5 =

Tracing configuration with X-Ray SDK
HH NET Web FEATE , X-Ray SDK 27E Web.config ##=H# appSettings EERFFRE.

#i 5] Web.config

<configuration>
<appSettings>
<add key="AWSXRayPlugins" value="EC2Plugin"/>
</appSettings>
</configuration>
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$HA NET Core , XRayE2FEH & A appsettings.jsonEEEBLESRNER K REEBSHEE
Y4 SR ¥ 3R1L X-Ray iC8%35.

NET #9&ifl appsettings.json

"XRay": {
"AWSXRayPlugins": "EC2Plugin"
}

.NET Core Program.cs — iC 8&83 40 RE Y & 51

using Amazon.XRay.Recorder.Core;

AWSXRayRecorder.InitializeInstance(configuration);

Tracing configuration with OpenTelemetry SDK

IS AR

dotnet add package OpenTelemetry

dotnet add package OpenTelemetry.Contrib.Extensions.AWSXRay
dotnet add package OpenTelemetry.Sampler.AWS --prerelease
dotnet add package OpenTelemetry.Resources.AWS

dotnet add package OpenTelemetry.Exporter.OpenTelemetryProtocol
dotnet add package OpenTelemetry.Extensions.Hosting

dotnet add package OpenTelemetry.Instrumentation.AspNetCore

SHEEH NET ERRE |, F55RTE Global TracerProvider X5 E OpenTelemetry SDK, T %Il €4
fAREtERA MMBIASP . NET Core. ZE®A ASP.NET , E2H EMEANEER (ASP.NET #
ASP.NET #0#l ) » BEREHMEEMER OpenTelemetry , FFS0 ZHEUNBESIER
BHEXE.

BEERET I H -

ﬁlﬁk
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« An OTLP Exporter - i$EBHMt[EH=E CloudWatch Agent/OpenTelemetry Collector B EE
« AWS X-Ray E#%25 - S EMABREEZEAWS B X-Ray EEHNRBHEE
- AWS X-Ray ZinEUkER - MR EFEFH X-Ray BUER BIREVERFER , IAKEIEB

« Resource Detectors ( #l# , Amazon EC2 Resource Detector) - {2 RIE TR EARERNE
B s R

using OpenTelemetry;

using OpenTelemetry.Contrib.Extensions.AWSXRay.Trace;
using OpenTelemetry.Sampler.AWS;

using OpenTelemetry.Trace;

using OpenTelemetry.Resources;

var builder = WebApplication.CreateBuilder(args);

var serviceName = "MyServiceName";
var serviceVersion = "1.0.0";

var resourceBuilder = ResourceBuilder
.CreateDefault()
.AddService(serviceName: serviceName)
.AddAWSEC2Detector();

builder.Services.AddOpenTelemetry()
.ConfigureResource(resource => resource
.AddAWSEC2Detector()
.AddService(
serviceName: serviceName,
serviceVersion: serviceVersion))
WithTracing(tracing => tracing
.AddSource(serviceName)
.AddAspNetCoreInstrumentation()
.AddOt1lpExporter()
.SetSampler (AWSXRayRemoteSampler.Builder(resourceBuilder.Build())
.SetEndpoint("http://localhost:2000")
.Build()));

Sdk.SetDefaultTextMapPropagator(new AWSXRayPropagator()); // configure X-Ray
propagator
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EE# OpenTelemetry AR TS EARER , FEEXRBRHTE T 5 OpenTelemetry fHEE,

using OpenTelemetry;

using OpenTelemetry.Contrib.Extensions.AWSXRay.Trace;
using OpenTelemetry.Trace;

using OpenTelemetry.Resources;

var serviceName = "MyServiceName";

var resourceBuilder = ResourceBuilder
.CreateDefault()
.AddService(serviceName: serviceName)
.AddAWSEC2Detector();

var tracerProvider = Sdk.CreateTracerProviderBuilder()
.AddSource(serviceName)
.ConfigureResource(resource =>
resource
.AddAWSEC2Detector()
.AddService(
serviceName: serviceName,
serviceVersion: serviceVersion

)
.AddOtlpExporter() // default address localhost:4317

.SetSampler(new TraceIdRatioBasedSampler(1.00))
.Build();

Sdk.SetDefaultTextMapPropagator(new AWSXRayPropagator()); // configure X-Ray
propagator

FEREIEHEHR
With X-Ray SDK

£ X-Ray B EH , EE BeginSegmentH BeginSubsegment HERFEE I X-Ray [EEH
FEER,

using Amazon.XRay.Recorder.Core;
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AWSXRayRecorder.Instance.BeginSegment("segment name"); // generates "Traceld for
you
try
{
// Do something here
// can create custom subsegments
AWSXRayRecorder.Instance.BeginSubsegment("subsegment name");

try
{
DoSometing();
}
catch (Exception e)
{
AWSXRayRecorder.Instance.AddException(e);
}
finally
{
AWSXRayRecorder.Instance.EndSubsegment();
}
}
catch (Exception e)
{
AWSXRayRecorder.Instance.AddException(e);
}
finally
{
AWSXRayRecorder.Instance.EndSegment();
}

With OpenTelemetry SDK

£ NET # , S ERAEE API REV BFTEE , SEERRRITRE EAREEAY RIS B AL,
AR, AAEENMARBFEERS X-Ray BR , IAHMAHEBERSERS X-Ray FEKR.

3

BOUREEEITEHEMNActivitySourceTERE , EEEEREEAEN/BREPRE—
BT EEE.

using System.Diagnostics;
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ActivitySource activitySource = new ActivitySource("ActivitySourceName",
"ActivitySourceVersion");

using (var activity = activitySource.StartActivity("ActivityName",
ActivityKind.Server)) // this will be translated to a X-Ray Segment

{
// Do something here

using (var internalActivity = activitySource.StartActivity("ActivityName",
ActivityKind.Internal)) // this will be translated to an X-Ray Subsegment

{
// Do something here

£ OpenTelemetry SDK #§&E M & 8 & Rl 5718 2B it

BRI LA JEE) EEM SetTaghit , S BT SB/EHHABUNBELNEE, FEE , RIERE
®,EBEEBMAESERA X-Ray RIRERTHNPEER., FERARBMEERAZEMIEPEE
B, BA BN RSB Eaws . xray.annotations BB E,

using (var activity = activitySource.StartActivity("ActivityName",
ActivityKind.Server)) // this will be translated to a X-Ray Segment
{
activity.SetTag("metadataKey", "metadataValue");
activity.SetTag("annotationKey", "annotationValue");
string[] annotationKeys = {"annotationKey"};
activity.SetTag("aws.xray.annotations", annotationKeys);

// Do something here

using (var internalActivity = activitySource.StartActivity("ActivityName",
ActivityKind.Internal)) // this will be translated to an X-Ray Subsegment

{
// Do something here
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{# / OpenTelemetry E Bl

MREEABERAR NET 8 OpenTelemetry BEEIRRIEAS R MEANMREAEEREAEXNPHT
FERR , flwn | erEEMEBRIEXERRENEES , EEAERXAGRARAERE,

AR REEA —{E48 TracerProvider , TracerProvider IR E BB E —RER , BIF B
BTEHTEBICECSH . TracerProvider A &, &8 OpenTelemetry SDK £/ B Eh#: 8l
RFEBRRE , BFTFHERNEEFRNER,

B EAREFER (ASP.NET 1 ASP.NET #/UH8 )

With X-Ray SDK

EER ASP.NET BARXRMENGER , F28 UEEWNAE global.asax BRM Inith
sZRegisterXRayH MY https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-dotnet-

messagehandler.html| B9 &,

AWSXRayASPNET.RegisterXRay(this, "MyApp");

HEERA ASPNET U EARNRMENGER , SEREERIUseXRay FEFHEME MR T ERE
ZBIFEN ConfigureXiEo

app.UseXRay("MyApp");

With OpenTelemetry SDK

OpenTelemetry thi2 M RIFRNE | LAUKEE ASP.NET 1 ASP.NET &/ UMEA Web 55REVIBHE,
T — &% BEH OpenTelemetry FAREFTIE N AELEXERAIMENSR  SRENAEET
Tracer Provider B$718 ASP.NET 5% ASP.NET #/08l,

WEMAIRLA OpenTelemetry.Instrumentation.AspNet, 35 B Bl
Fi OpenTelemetry.Instrumentation.AspNet K588 , AR EEEM
fAIR A OpenTelemetry.Instrumentation.AspNetCore, &2 B B F
OpenTelemetry.Instrumentation.AspNetCore BY5 R,
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AWS SDK #& 38l

With X-Ray SDK

oY ZEE A AWS SDK A FifRegisterXRayForAllServices()o

using Amazon.XRay.Recorder.Handlers.AwsSdk;
AWSSDKHandler.RegisterXRayForAllServices(); //place this before any instantiation of

AmazonServiceClient
AmazonDynamoDBClient client = new AmazonDynamoDBClient(RegionEndpoint.USWest2); //

AmazonDynamoDBClient is automatically registered with X-Ray
FERATIEP—ELERETIHEE AWS R A Fimial,

AWSSDKHandler.RegisterXRay<IAmazonDynamoDB>(); // Registers specific type of
AmazonServiceClient : All instances of IAmazonDynamoDB created after this line are

registered
AWSSDKHandler.RegisterXRayManifest(String path); // To configure custom AWS Service
Manifest file. This is optional, if you have followed "Configuration" section

With OpenTelemetry SDK

SHYTHREXRES , BRFETIIMEMKNY :
dotnet add package OpenTelemetry.Instrumentation.AWS
= E/ A AWS SDK , FFEH5%E Global TracerProvider B OpenTelemetry SDK #H&E,

builder.Services.AddOpenTelemetry()

WithTracing(tracing => tracing
.AddAWSInstrumentation()
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BOREHA HTTP FEIY

With X-Ray SDK

X-Ray .NET SDK iEiBEF IhEE S5 7EGetResponseTraced( )M
GetAsyncResponseTraced()BSystem.Net.HttpWebRequest , HfE
F HttpClientXRayTracingHandler EE & REMEHMN HTTP
ISystem.Net.Http.HttpClient,

With OpenTelemetry SDK

HYTHREXRES , BRFETIIMEMKNY -

dotnet add package OpenTelemetry.Instrumentation.Http

ZERA System.Net .Http.HttpClient#l System.Net.HttpWebRequest , FEEHRE
Global TracerProvider B9 OpenTelemetry SDK #H5E,

builder.Services.AddOpenTelemetry()

WithTracing(tracing => tracing
.AddHttpClientInstrumentation()

HttEXENRAIXE

BT SMNEHEEARN NET MURIFRXER OpenTelemetry Z 88 | LL T # OpenTelemetry & X
BENEXNERA, F20 BEHEURKES,

Lambda #&

With X-Ray SDK
£/ X-Ray R EHHEE Lambda EETIIRERF :
1. € Lambda B # L RUA X B)EHE

WAEHA HTTP FEaY 524


https://opentelemetry.io/ecosystem/registry/

AWS X-Ray FHRABER
2. Lambda R EERURREEEXFAANESRH
3. 5 X-Ray SDK B3 F[EER AR E

With OpenTelemetry-based solutions

O LAEF AWS F &/ Lambda @ B &% 8 Lambda, BEREHRAR :

- (#%) CloudWatch Application Signals lambda layer

- BTEBEHFHMEE , BEEEZEMMA OpenTelemetry Manual Instrumentation &
Lambda BRE{ZE 4 OpenTelemetry B,

EAR AWS Lambda #J OpenTelemetry F B 8l

LT R Lambda MERERTTE (T80 ) 6.

using System;

using System.Text;

using System.Threading.Tasks;
using Amazon.Lambda.Core;
using Amazon.S3;

using Amazon.S3.Model;

// Assembly attribute to enable Lambda function logging
[assembly:
LambdaSerializer(typeof(Amazon.Lambda.Serialization.SystemTextJson.DefaultLambdalsonSerializer

namespace Examplelambda;

public class ListBucketsHandler

{

private static readonly AmazonS3Client s3Client = new();

// new Lambda function handler passed in
public async Task<string> HandleRequest(object input, ILambdaContext context)
{
try
{
var DolListBucketsAsyncResponse = await DolListBucketsAsync();
context.Logger.LogInformation($"Results:
{DoListBucketsAsyncResponse.Buckets}");
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AWS X-Ray MR ABER
context.Logger.LogInformation($"Successfully called ListBucketsAsync");
return "Success!";

}
catch (Exception ex)
{
context.Logger.LogError($"Failed to call ListBucketsAsync: {ex.Messagel}");
throw;
}
}
private async Task<ListBucketsResponse> DolListBucketsAsync()
{
try
{
var putRequest = new ListBucketsRequest
{
I
var response = await s3Client.ListBucketsAsync(putRequest);
return response;
}
catch (AmazonS3Exception ex)
{
throw new Exception($"Failed to call ListBucketsAsync: {ex.Messagel}", ex);
}
}
}

ZEFFH#HB Lambda BEE XM Amazon S3 A Fimw , sa#81T ~ 5IE1E,

1. 1171881t TracerProvider — &% TracerProvider (8 E A
XrayUdpSpanExporter, ParentBased Always On EU#&5 , LAK % Resourceservice.names®
EA Lambda BB BN -

2. /Y #% SDK A FimsRIETI8EE |, BAEA OpenTemetry AWS AWS SDK 4RI 38 # 8l
AddAwSInstrumentation() Amazon S3 A Fi% TracerProvider

3. BVEF Lambda REEBMHRBEHEENZERN, M AWSLambdaWrapper.Trace() API 3
{&E TracerProvider, [R% Lambda R R HMAMASH ., SBERNRES Lambda R

EX®@A,

Lambda #&38
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HYTHEXNHES , LEEETHIAEMKNY -

dotnet add package OpenTelemetry.Instrumentation.AWSLambda
dotnet add package OpenTelemetry.Instrumentation.AWS

dotnet add package OpenTelemetry.Resources.AWS

dotnet add package AWS.Distro.OpenTelemetry.Exporter.Xray.Udp

THRABRELENEE 2RI Lambda B#. SRV EANBTEE , UETEBRUNE
8

using Amazon.Lambda.Core;

using Amazon.S3;

using Amazon.S3.Model;

using OpenTelemetry;

using OpenTelemetry.Instrumentation.AWSLambda;
using OpenTelemetry.Trace;

using AWS.Distro.OpenTelemetry.Exporter.Xray.Udp;
using OpenTelemetry.Resources;

// Assembly attribute to enable Lambda function logging
[assembly:
LambdaSerializer(typeof(Amazon.Lambda.Serialization.SystemTextJson.DefaultLambdalsonSerializer

namespace ExamplelLambda;

public class ListBucketsHandler

{

private static readonly AmazonS3Client s3Client = new();

TracerProvider tracerProvider = Sdk.CreateTracerProviderBuilder()
.AddAwWSLambdaConfigurations()
.AddProcessor/(
new SimpleActivityExportProcessoxr(
// AWS_LAMBDA_FUNCTION_NAME Environment Variable will be defined in AWS
Lambda Environment
new
XrayUdpExporter(ResourceBuilder.CreateDefault().AddService(Environment.GetEnvironmentVariable(
)

)
.AddAWSInstrumentation()
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.SetSampler(new ParentBasedSampler(new AlwaysOnSampler()))
.Build();

// new Lambda function handler passed in

public async Task<string> HandleRequest(object input, ILambdaContext context)

=> await AWSLambdaWrapper.Trace(tracerProvider, OriginalHandleRequest, input,
context);

public async Task<string> OriginalHandleRequest(object input, ILambdaContext
context)
{
try
{
var DolListBucketsAsyncResponse = await DolListBucketsAsync();
context.Logger.LogInformation($"Results:
{DoListBucketsAsyncResponse.Buckets}");

context.Logger.LogInformation($"Successfully called ListBucketsAsync");
return "Success!";

}
catch (Exception ex)
{
context.Logger.LogError($"Failed to call ListBucketsAsync: {ex.Messagel}");
throw;
}
}
private async Task<ListBucketsResponse> DolListBucketsAsync()
{
try
{
var putRequest = new ListBucketsRequest
{
};
var response = await s3Client.ListBucketsAsync(putRequest);
return response;
}
catch (AmazonS3Exception ex)
{
throw new Exception($"Failed to call ListBucketsAsync: {ex.Messagel}", ex);
}
}
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I} Atk Lambda B |, #2€ 7 CloudWatch £ & EMEH E 2 T 58}

N w0\ /) o\ =)
(2 {N) { N (0¥

N

Client O dotnet-otel-manual O dotnet-otel-manual O dotnet-otel-manual \—/
Lambda Context Lambda Function ©s3

ZE® ZE OpenTelemetry Python

FIEF A B & A& Python FEAEX £ X-Ray SDK BB E OpenTelemetry 88l ©EREHEBMFE®R
A%, ARHEE BRRHINEZXREH,
E8:0]

- ERAREBRABRE R

- FHRAULHEARER

- JBHEEREXIIA{L

- EHMEARNFER

« AWS SDK #8l

- EBFERBAEHN HTTP Ry

- AEXENRAXE

- FHEVEBHREFR

+ Lambda %3

ERABEDRARS R

£/ X-Ray SDK , 4B hEARERNENBLUEREFE R, OpenTelemetry I2HERXIFH B Bkl
R EREBHEER. FH OpenTelemetry , BRI LLBIZE A EWE B BMHIR S ZREMER,

£/ OpenTelemetry & B BRI BREE

1. EAE AR Python B9 AWS Distro for OpenTelemetry (ADOT) B Ei#fl - 2T EA R Python FEFA
BN EE®RA , F2EEHERAR OpenTelemetry Python B Bh#&BIHY AWS Distro JBHE R HE4E,
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(ZER ) BHAL AWS £/ ADOT Python B BN RIThEE B B BIFE AR X BRUA CloudWatch
Application Signals , AEE#Z B el EARENEREMRE  URBEK B FEMRRBAEAENX

BE. Application Signals AZRMEEAEN, REMBEKENKE—. UERAEXRPONBE , Wi
BEEEN s BEARXEEMRE,

2. £/ OpenTelemetry Python &% B 8148 — IFE A OpenTelemetry Python B Bl
Python Zi#&48l.

E
W

B

FEBALHERAER

LU LER pip S FBMAEHEAER,

With X-Ray SDK

pip install aws-xray-sdk

With OpenTelemetry SDK

pip install opentelemetry-api opentelemetry-sdk opentelemetry-exporter-otlp
opentelemetry-propagator-aws-xray

BHEERE XN IRL
With X-Ray SDK

£ X-Ray # , £ifixray_recorder@# Bt AREE BRI T EER,
With OpenTelemetry SDK

® Note

X-Ray & i U B 51 #3818 OpenTelemetry Python #1758 E. i , B 81 A& ADOT
Auto-Instrumentation for Python & X-Ray & iU,
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£ OpenTelemetry # | BEEM L2 TracerProvider, At TracerProvider , &7
LAERS Tracer , AREEARAPEMAUEELEE, BERERET M :

« OTLPSpanExporter — #5B#tfE H E CloudWatch Agent/OpenTelemetry Collector &
« AWS X-Ray E#28 - KEMRABEEEZHE X-Ray BE AWS WIRKERH

from opentelemetry import (
trace,
propagate

)

from opentelemetry.sdk.trace import TracerProvider

from opentelemetry import trace

from opentelemetry.sdk.trace import TracerProvider

from opentelemetry.exporter.otlp.proto.http.trace_exporter import OTLPSpanExporter
from opentelemetry.sdk.trace.export import BatchSpanProcessor

from opentelemetry.propagators.aws import AwsXRayPropagator

# Sends generated traces in the OTLP format to an OTel Collector running on port
4318

otlp_exporter = OTLPSpanExporter(endpoint="http://localhost:4318/vl/traces")

# Processes traces in batches as opposed to immediately one after the other
span_processor = BatchSpanProcessor(otlp_exporter)

# More configurations can be done here. We will visit them later.

# Sets the global default tracer provider
provider = TracerProvider(active_span_processor=span_processor)
trace.set_tracer_provider(provider)

# Configures the global propagator to use the X-Ray Propagator
propagate.set_global_textmap(AwsXRayPropagator())

# Creates a tracer from the global tracer provider

tracer = trace.get_tracer("my.tracer.name")
# Use this tracer to create Spans

#AE AR Python B ADOT B Ehiifl
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& LAME B AR Python B9 ADOT B BRI | AEM Python AR B 85RE OpenTelemetry,
EBEA ADOT BEE8Al , EFEEFHEFEABTREREANFER , HEH AWS SDK
HTTP AFRimERENE, MEFMEA , F2REA AWS Distro for OpenTelemetry Python Auto-
Instrumentation Bt 1 151E,

B Python 8 ADOT BEMRAIZIE

- BEBRRESEET X-Ray EimEH export OTEL_TRACES_SAMPLER=xray
X-Ray EHtAREE (FERARMA)
BR158 (Amazon EC2, Amazon ECS #1 Amazon EKS IRIEMNERERTERERA )

TERERAFTE X1 OpenTelemetry #URIH B BN EME, BT LUE
IBOTEL_PYTHON_DISABLED_INSTRUMENTATIONS RIESEZEMMER (FERAERA)

FHEVYEE

& X-Ray BR#& 5\ ##E2XF) OpenTelemetry AWS &ERIEHE

X-Ray BB EHRHNABER |, B LIFIEE xray_recorder , BAff Amazon EC2, Amazon ECS
# Elastic Beanstalk ZFFEERBHEINFE S B EEN. ©SELURN OpenTelemetry FASERABBAEIRE
MHNERREEE, EZEAEREARETARTEN AWS £5&,

- BHhRE AWS EHEH | pip install opentelemetry-sdk-extension-aws

- REFMEMERERES. T EHIREBUMTE OpenTelemetry SDK AEZE Amazon EC2 ERE#
E

from opentelemetry import trace

from opentelemetry.sdk.trace import TracerProvider

from opentelemetry.sdk.extension.aws.resource.ec2 import (
AwsEc2ResourceDetector,

)

from opentelemetry.sdk.resources import get_aggregated_resources

provider = TracerProvider(
active_span_processor=span_processor,
resource=get_aggregated_resources([
AwsEc2ResourceDetector(),

1))

trace.set_tracer_provider(provider)
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EHHEARIFER
With X-Ray SDK

X-Ray Python SDK 2N 448 , #l Django. Flask # Bottle , LABMIfEH E#1TH
Python ERRERNEAFER, HERH XRayMiddlewareF B EEELBHNERRER,

With OpenTelemetry SDK

OpenTelemetry EiB 45 E M HRIFE R EIR 4t Django M Flask B9# 8, OpenTelemetry #1385 A
# Bottle #2381 , AR T LAER OpenTelemetry WSGI 48| 3B M FEARE .

SHYTHREXRES , BFETIIMEMKNY

pip install opentelemetry-instrumentation-flask

BB K HHRIE OpenTelemetry SDK It 5418 TracerProvider , F 8 RGN AR LB T
BOfl, MRRET , BHHRER R no-ops. FRELHE 2% TracerProvider , BH AT LASH¥IFE
AEXEEEAR ﬁlﬁﬁ’%o T 55~ Flask EARER.

from flask import Flask

from opentelemetry import trace

from opentelemetry.instrumentation.flask import FlaskInstrumentor

from opentelemetry.sdk.extension.aws.resource import AwsEc2ResourceDetector

from opentelemetry.sdk.resources import get_aggregated_resources

from opentelemetry.sdk.trace import TracerProvider

from opentelemetry.sdk.trace.export import BatchSpanProcessor, ConsoleSpanExporter

provider = TracerProvider(resource=get_aggregated_resources(

L

AwsEc2ResourceDetector(),

1))

processor = BatchSpanProcessor(ConsoleSpanExporter())
provider.add_span_processor(processor)
trace.set_tracer_provider(provider)
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# Creates a tracer from the global tracer provider
tracer = trace.get_tracer("my.tracer.name")

app = Flask(__name__)

# Instrument the Flask app
FlaskInstrumentor().instrument_app(app)

@app.route('/"')
def hello_world():
return 'Hello World!'

if __name__ == '__main__"':
app.run()

AWS SDK #& 38l
With X-Ray SDK

X-Ray Python SDK &8 {&#fEbotocore EREM AWS SDK A FinzaR, MEFHME
F ., FESEERERRA Python B X-Ray AWS SDK Bt SDK i, EEHWERERS |
patch_all()FZAREAR = BXE , EEM A BEboto3EXNEbotocoreHIEHZ
Apatch((['botocore'])), FMEEN G EZEML R EAREXFMFIE Boto3 AF , Wét
HEAESLAFHETNEAFHUELE FER.

With OpenTelemetry SDK

S TR , BARFET HIMMKME

pip install opentelemetry-instrumentation-botocore

LA ERET A RN E A OpenTelemetry Botocore #2812 ¥ R FE A F2 X F Y FTE Boto3 APk, %
&5 ;R & botocore #fl,

import boto3
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FMBABER

import opentelemetry.trace as trace
from botocore.exceptions import ClientError
from opentelemetry.sdk.trace import TracerProvider

from opentelemetry.sdk.resources import get_aggregated_resources

from opentelemetry.sdk.trace.export import (
BatchSpanProcessor,
ConsoleSpanExporter,

)

from opentelemetry.instrumentation.botocore import BotocoreInstrumentor

provider = TracerProvider()

processor = BatchSpanProcessor(ConsoleSpanExporter())
provider.add_span_processor(processor)
trace.set_tracer_provider(provider)

# Creates a tracer from the global tracer provider
tracer = trace.get_tracer("my.tracer.name")

# Instrument BotoCore
BotocoreInstrumentor().instrument()

# Initialize S3 client
s3 = boto3.client("s3", region_name="us-east-1")

# Your bucket name
bucket_name = "my-example-bucket"

# Get bucket location (as an example of describing it)

try:
response = s3.get_bucket_location(Bucket=bucket_name)
region = response.get("LocationConstraint") or "us-east-1"
print(f"Bucket '{bucket_name}' is in region: {region}")

# Optionally, get bucket's creation date via list_buckets
buckets = s3.list_buckets()
for bucket in buckets["Buckets"]:

if bucket["Name"] == bucket_name:

print(f"Bucket created on: {bucket['CreationDate']}")

break
except ClientError as e:
print(f"Failed to describe bucket: {el}")

AWS SDK # 38l
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FEBFERERE LA HTTP FELY

With X-Ray SDK

X-Ray Python SDK EBEFHFERENE , EBFREMEHMN HTTP U, MEFHMEER ,
F2REAERAR Python By X-Ray BB EBHE T HTTP Web IRISAYFIY, FEZRATHE
RARERF , BULUER patch_all() FEREBMERENE , EH BEMHHEHERERER
Epatch((['requests'])). FMBEEHERArequestsBRE , B EB ETHEMMEWE
4+ FERrequests,

With OpenTelemetry SDK

#HH THRENBES , BREFETIIEMKMY

pip install opentelemetry-instrumentation-requests

LR ER 5T A R A OpenTelemetry Requests Instrumentation A RIFERIERNE , AEARER
RHW HTTP BERELEBK., MEFMENR , F52E OpenTelemetry R8I , Ty EHIRERE
HrequestsEME,

from opentelemetry.instrumentation.requests import RequestsInstrumentor

# Instrument Requests
RequestsInstrumentor().instrument()

example_session = requests.Session()
example_session.get(url="https://example.com")

FHE | S a U ERurllib3BXEREMR HTTP R :

# pip install opentelemetry-instrumentation-urllib3
from opentelemetry.instrumentation.urllib3 import URLLib3Instrumentor

# Instrument urllib3

BB REAE L HTTP Moy .


https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-python-httpclients.html
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URLLib3Instrumentor().instrument()

example_session = requests.Session()
example_session.get(url="https://example.com")

HttE XN ENRAIXE

B EXENRENE. 28, EARXFARSEMN JVM T2l OpenTelemetry Python X EHE R E
BRANTREEE, JVMs

®E , LA LIEE OpenTelemetry 2848 , T #% OpenTelemetry REXERE, FSH S8R
BES,

FHEVERER

WA LAE xray_recorder Python BRAEXHERA BEUEHN X8, WEFHEHENR ,
F8l Python 23016, B UFESEBENPEERTBEEERER,

3
B
8
=

£/ OpenTelemetry SDK 23 & E

£/ start_as_current_span APl MBIBEEXKHEREARIEE, WEEUBEENEG , 72

REVEE, " EFERRYEENEER , SUUERHEEME. B4, FIARR. ELESRHTE

EZEA. EKRME X-Ray P HEREMFERMN G , OpenTelemetry FEFREENEE., R
BSERVEREHHESERA X-Ray BF , HitB|E# A X-Ray FER,

from opentelemetry import trace
from opentelemetry.trace import SpanKind

import time
tracer = trace.get_tracer("my.tracer.name")
# Create a new span to track some work

with tracer.start_as_current_span("parent", kind=SpanKind.SERVER) as parent_span:
time.sleep(1l)
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# Create a nested span to track nested work

with tracer.start_as_current_span("child", kind=SpanKind.CLIENT) as child_span:
time.sleep(2)
# the nested span is closed when it's out of scope

# Now the parent span is the current span again
time.sleep(1l)

# This span is also closed when it goes out of scope

£/ OpenTelemetry SDK #$ B P EE R FIE EEH

X-Ray Python SDK 2R E# APIs , put_annotationBA K put_metadataf§siE M b & B8
ZEHt, 7 OpenTelemetry SDK A , FEMHPEERNRIEBEE LWEM , EiB set_attribute API
i,

LEEeMEER LNAFENEEBMSNEIRERSIE T Haws. xray.annotations , HER
TENZRS|R/EHFE. MEHMEEBHERABRERS FERLNPEER.

s, MREMEH ADOT YRR , B LUEBRERESHREindexed_attributesHIEE REXE W
LB REXERA X-Ray &,

LA €545 R &8 204 £ OpenTelemetry SDK #§5H B M R A2 & B30 T B Mt

with tracer.start_as_current_span("parent", kind=SpanKind.SERVER) as parent_span:
parent_span.set_attribute("TransactionId", "qwertyl2345")
parent_span.set_attribute("AccountId", "1234567890")

# This will convert the TransactionId and AccountId to be searchable X-Ray
annotations
parent_span.set_attribute("aws.xray.annotations", ["TransactionId", "AccountId"])

with tracer.start_as_current_span("child", kind=SpanKind.CLIENT) as child_span:
# The MicroTransactionId will be converted to X-Ray metadata for the child

subsegment
child_span.set_attribute("MicroTransactionId", "microl2345")

FRRILERER 538



AWS X-Ray EEIN=E1=

Lambda £ 38]

EEE X-Ray EE# lambda "li~l7§5( B LA A X-Ray , W EENFAFEERFUAAE, It
S, MREERKBOEM T HEFER , A6 A X-Ray Python SDK #RIF2 15,

EREAR X-Ray £ OpenTeIemetry BB 1E Application Signals E3RARYE R T £ /A CloudWatch
Application Signals lambda f&. E® B BRI SR RS , 32 4 B EFE A AY 5 B F B LY 10 T OBEER
Ko BRTEHEZ ZZU%/JEEEEHZEFH Application Signals ZREEFZE BRI E/EAREE , 752 B Lambda
LtRAAEAER,

- WREAM AWS OpenTelemetry ARN B Lambda Layer S EEFFER Lambda layer ARNs |, i
H¥E,

- BRENHEEE TIIREEE,
« AWS_LAMBDA_EXEC_WRAPPER=/opt/otel-instrument - EEHAREH B E#% A
« OTEL_AWS_APPLICATION_SIGNALS_ENABLED=false - JE€%/ Application Signals Eiz

£/ Lambda ®RAIFHEILEE

WA, BUUERBEAEEBIIEE , MERTIE, B LR FH opentelemetry-apiEHER
Application Signals lambda layer B #8552 Ko

1. EHBEFEE opentelemetry-apifiBHH a4
2. THERBHRBREELBITHBENEH

from opentelemetry import trace

# Get the tracer (auto-configured by the Application Signals layer)
tracer = trace.get_tracer(__name__)

def handler(event, context):
# This span is a child of the layer's root span
with tracer.start_as_current_span("my-custom-span") as span:
span.set_attribute("keyl", "valuel")
span.add_event("custom-event", {"detail": "something happened"})

# Any logic you want to trace
result = some_internal_logic()

return {
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"statusCode": 200,
"body": result

ZE® E OpenTelemetry Ruby

£ E4% Ruby FEFAREN % X-Ray SDK BB ZE OpenTelemetry %8 , 5BEH T 3R SE 6 M F B
5l

-8 ]

- £/ SDK FEIRAEHBRE R

BHEAMEER (Rails B )

AWS SDK #28

BAEHA HTTP /Ay

HiiEXEN WA E

FEEIEHER

Lambda F B8l

£/ SDK FE Al MR R
Tracing setup with X-Ray SDK

BAR Ruby B X-Ray BB EHFEEEARBIHEXRRERENK,

require 'aws-xray-sdk'

XRay.recorder.configure(plugins: [:ec2, :elastic_beanstalk])

Tracing setup with OpenTelemetry SDK

(® Note
X-Ray i=im EUEk B 81 &% ¥ OpenTelemetry Ruby #1T8%E o

B E OpenTelemetry Ruby 540
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¥/ Ruby on Rails AR , FEENERIEKE Rails PR Lasd, NMFEFHEA , F2E A
. HRAMEFEREN Ruby B , LUAMA OpenTelemetry: :SDK.configureFEREE
7E OpenTelemetry Ruby SDK,

B, RETIEHS

bundle add opentelemetry-sdk opentelemetry-exporter-otlp opentelemetry-propagator-
Xray

BE  EBEXDHRIKHTAEREXNERERE OpenTelemetry SDK, ERERE T 5 TH

« OTLP Exporter — #$EHMEH Z CloudWatch RIEFZ XM OpenTelemetry U SEBRRFH
* An AWS X-Ray Propagator - #EHtAREEEE X-Ray BE AWS W IRIEKFE

require 'opentelemetry-sdk'
require 'opentelemetry-exporter-otlp'

# Import the gem containing the AWS X-Ray for 0Tel Ruby ID Generator and propagator
require 'opentelemetry-propagator-xray'

OpenTelemetry: :SDK.configure do |c|
c.service_name = 'my-service-name'

c.add_span_processor(
# Use the BatchSpanProcessor to send traces in groups instead of one at a time
OpenTelemetry: :SDK::Trace: :Export::BatchSpanProcessor.new(
# Use the default OLTP Exporter to send traces to the ADOT Collector
OpenTelemetry: :Exporter::0TLP: :Exporter.new(
# The OpenTelemetry Collector is running as a sidecar and listening on port
4318
endpoint:"http://127.0.0.1:4318/v1/traces"

# The X-Ray Propagator injects the X-Ray Tracing Header into downstream calls
c.propagators = [OpenTelemetry::Propagator::XRay::TextMapPropagator.new]
end
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OpenTelemetry SDKstt B2 X BRI S . BUAELIIsEE BBIE Y AWS SDK ERXENE
E. OpenTelemetry I2tRAMBREN EMARINIRE  RIEEZ/ABLERERXERE,

EEMAERA , BE L% opentelemetry-instrumentation-allE# :

bundle add opentelemetry-instrumentation-all

BE  EWARUBAREREAERR , TR :

require 'opentelemetry/instrumentation/all’

OpenTelemetry: :SDK.configure do |c|

c.use_all() # Enable all instrumentations
end

OpenTelemetry SDKsthi B ERANBIS. BASELIGEEEHEY AWS SDK EEXENE
E. OpenTelemetry IRUEBAFMBERENERANRE , SIEEEMAMLREERA.

EERAFERA , B8 opentelemetry-instrumentation-allEH :

bundle add opentelemetry-instrumentation-all

gE | EMARUABAmEENERR  WTAR

require 'opentelemetry/instrumentation/all'’

OpenTelemetry: :SDK.configure do |c|

c.use_all() # Enable all instrumentations
end
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EBXEAREER (Rails # )

With X-Ray SDK

£/ X-Ray AEEMHE , SENKRLEA Rails RERE X-Ray E#t.

g6l - config/initializers/aws_xray.rb

Rails.application.config.xray = {

name:
patch: %I[net_http aws_sdk],
active_record: true

'my app',

With OpenTelemetry SDK

B, RETIEHS

bundle add opentelemetry-instrumentation-rack opentelemetry-instrumentation-
rails opentelemetry-instrumentation-action_pack opentelemetry-instrumentation-

active_record opentelemetry-instrumentation-action_view

BE  EWHERLUEA Rails BFARXH®E , MTAR

# During SDK configuration
OpenTelemetry: :SDK.configure do |c|

0o o o 0o 0

end

.use
.use
.use
.use
.use

'OpenTelemetry:
'OpenTelemetry:
'OpenTelemetry:
'OpenTelemetry:
'OpenTelemetry:

:Instrumentation:
:Instrumentation:
:Instrumentation:
:Instrumentation:
:Instrumentation:

:Rails'

:Rack'
:ActionPack'
:ActiveSupport'
:ActionView'

BHMEAMFER (Rails #38) )

543



AWS X-Ray EEIN=E1=

AWS SDK #& 38l

With X-Ray SDK

HEMANRE AWS SDK f9EH AWS B3R , AWS REBEHAFIREER X-Ray #1T18# , T
B EEBIFRR

require 'aws-xray-sdk'
require 'aws-sdk-s3'

# Patch AWS SDK clients
XRay.recorder.configure(plugins: [:aws_sdk])

# Use the instrumented client

s3 = Aws::S3::Client.new
s3.list_buckets

With OpenTelemetry SDK

AWS BAM Ruby V3 9 SDK iR MEH OpenTelemetry B, MEEBIUNM AR HF iR
% E OpenTelemetry W& , F2R8 (EAM Ruby By AWS SDK) HEYERTE AT 8R4 Ih 88 o

BOAEHK HTTP FEAY

HHNERBRFS ST HTTP AR , MR EBWATTRAREEZRHEHNFAET , EUTRFEFBR
AR,

With X-Ray SDK

£ TR RN, BAR Ruby M X-Ray ARE4HAREHEARXERANnet/httpiBXE
require 'aws-xray-sdk'
config = {
name: 'my app',
patch: %I[net_http]

}

XRay.recorder.configure(config)
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With OpenTelemetry SDK

ZE# A OpenTelemetry BiAnet/httptifll , FEE R opentelemetry-
instrumentation-net_httpEH :

bundle add opentelemetry-instrumentation-net_http

BE  EHHELEUEAnet/httphEl , TR :
OpenTelemetry: :SDK.configure do |c|

c.use 'OpenTelemetry::Instrumentation::Net::HTTP'

end

HtiNEmA X &

& A LATE opentelemetry-ruby-contrib T # %] OpenTelemetry Ruby T MR EM RN TBBE,

WA , B LA S OpenTelemetry & 848 , 7 # OpenTelemetry 2B X EMRl, WFEFMAE
B B 8E,

FEHEVEHRER

With X-Ray SDK

%II
s
¥

£ X-Ray , aws-xray-sdkEHEEREFHEVEBERE FER , LERENWERER, £
—.I-J’)\H'J' X- Ray ?E*ﬂq:'%ﬁ*#%ﬁia :tIU\EIg I“_—“EX_E% I“_—“EX

require 'aws-xray-sdk'

# Start a segment
segment = XRay.recorder.begin_segment('my-service')

# Add annotations (indexed key-value pairs)
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https://github.com/open-telemetry/opentelemetry-ruby-contrib/tree/main/instrumentation
https://opentelemetry.io/ecosystem/registry/
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segment.annotations[:user_id] = 'user-123'
segment.annotations[:payment_status] = 'completed'

# Add metadata (non-indexed data)
segment.metadatal:order] = {
id: 'order-456',
items: [
{ product_id: 'prod-1', quantity: 2 },
{ product_id: 'prod-2', quantity: 1 }
1,
total: 67.99

# Add metadata to a specific namespace

segment.metadata(namespace: 'payment') do |metadatal]
metadatal[:transaction_id] 'tx-789'
metadatal:payment_method] = 'credit_card'

end

# Create a subsegment with annotations and metadata

segment.subsegment('payment-processing') do |subsegmentl|
subsegmentl.annotations[:payment_id] = 'pay-123'
subsegmentl.metadatal:details] = { amount: 67.99, currency: 'USD' }

# Create a nested subsegment
subsegmentl.subsegment('operation-2') do |subsegment2|
# Do more work...
end
end

# Close the segment
segment.close

With OpenTelemetry SDK

B LAER BT SERERRAEXEAENNAEDRE, FEE , AFEENARFSER
A X-Ray BB , MEHMEBEASERS X-Ray TER. RIEFER , BE A INTERNAL.

BE K BUVEHBUEEEE , £ L0EB
OpenTelemetry.tracer_provider.tracer('<YOUR_TRACER_NAME>')J5AE 8, ESRE
HELERARZEIHN OpenTelemetry #HREF £ MEY Tracer F1TER., BEEAENNEE -
HEERRERM, B OpenTelemetry BHtESY FRECREBIEE :
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require 'opentelemetry-sdk'

# Get a tracer
tracer = OpenTelemetry.tracer_provider.tracer('my-application')

# Create a server span (equivalent to X-Ray segment)
tracer.in_span('my-application', kind: OpenTelemetry::Trace::SpanKind::SERVER) do |
span|

# Do work...

# Create nested spans of default kind INTERNAL will become an X-Ray subsegment
tracer.in_span('operation-1') do |child_spanl]
# Set attributes (equivalent to X-Ray annotations and metadata)
child_spanl.set_attribute('key', 'value')

# Do more work...
tracer.in_span('operation-2') do |child_span2|
# Do more work...
end
end
end

5/ OpenTelemetry SDK #%&E % 7 48 & K718 2 16 3t

£ set_attribute FEKBHFEEEEEE, FEE , BEEAR K MEELEEBHAESE
5 X-Ray RIBERPHPEER, EERRBMHERATEMEFRER  BUlEEBHERS
#FE Eaws. xray.annotationsBHIEE, MFFMEA , F2EMA B X-Ray it &,

# SERVER span will become an X-Ray segment
tracer.in_span('my-server-operation', kind: OpenTelemetry::Trace: :SpanKind::SERVER)
do |span|
# Your server logic here
span.set_attribute('attribute.key', 'attribute.value')
span.set_attribute("metadataKey", "metadataValue")
span.set_attribute("annotationKeyl", "annotationValue")

# Create X-Ray annotations
span.set_attribute("aws.xray.annotations", ["annotationKeyl"])
end
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Lambda F Ep#& 8

With X-Ray SDK

£ Lambda LA A EEEM <% , A X-Ray SDK FEEH AR, Lambda $EI R K
Lambda BEEXFANER , MEZAIUER X-Ray SDK ZU FERIRAUERXE  MAEE
ETEEIAR AR,

With OpenTelemetry SDK

EZBLUTEH Lambda HEREXE ( BFRR ) -

require 'json'
def lambda_handler(event:, context:)

# TODO implement

{ statusCode: 200, body: JSON.generate('Hello from Lambda!') }
end

ZEFEHB Lambda , BFE :

1. BIEH Lambda #HIE T 5 Gem

gem 'opentelemetry-sdk'

gem 'opentelemetry-exporter-otlp'

gem 'opentelemetry-propagator-xray'

gem 'aws-distro-opentelemetry-exporter-xray-udp'

gem 'opentelemetry-instrumentation-aws_lambda'

gem 'opentelemetry-propagator-xray', '~> 0.24.0' # Requires version v0.24.0 or
higher

2. 1E Lambda Handler #\ZB#1%1t OpenTelemetry SDK, & H T IR E OpenTelemetry
SDK :

1. B X-Ray UDP BEEHENE S BEERERS , Wi EKEXZE Lambda B UDP X-Ray
Ui 24

2. X-Ray Lambda {&#%35
3. service_name EF&EA Lambda BB Z EAVERE
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3. 1 Lambda BEFENXER|F , FI®TH1TR#E Lambda BEE :

class Handler
extend OpenTelemetry::Instrumentation::AwsLambda: :Wrap

instrument_handler :process
end

THEABRELENRE 2B Lambda BB BANENBENANBITHE , AT EBRHEN
gE,

require 'json'

require 'opentelemetry-sdk'

require 'aws/distro/opentelemetry/exporter/xray/udp'
require 'opentelemetry/propagator/xray'’

require 'opentelemetry/instrumentation/aws_lambda'

# Initialize OpenTelemetry SDK outside handler
OpenTelemetry: :SDK.configure do |c|
# Configure the AWS Distro for OpenTelemetry X-Ray Lambda exporter
c.add_span_processor(
OpenTelemetry: :SDK: :Trace: :Export::SimpleSpanProcessor.new(
AWS: :Distro::0penTelemetry: :Exporter::XRay: :UDP::AWSXRayUDPSpanExporter.new

# Configure X-Ray Lambda propagator
c.propagators = [OpenTelemetry::Propagator::XRay.lambda_text_map_propagator]

# Set minimal resource information
c.resource = OpenTelemetry::SDK::Resources: :Resource.create({
OpenTelemetry: :SemanticConventions: :Resource: :SERVICE_NAME =>
ENV['AWS_LAMBDA_FUNCTION_NAME"']
19
c.use 'OpenTelemetry::Instrumentation::AwsLambda'
end

module LambdaFunctions
class Handler
extend OpenTelemetry::Instrumentation::AwsLambda: :Wrap
def self.process(event:, context:)
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"Hello!"
end
instrument_handler :process
end
end

LA 2L Ruby #RE 2 &8 Lambda B E{#Y 85118 MEAR 5T,

Client O manual-otel-ruby © manual-otel-ruby
Lambda Context Lambda Function

& AT LA Lambda BRERE Lambda B OpenTelemetry, MEFMET |

AWS-Lambda #238,

(0

O manual-otel-ruby

5528 OpenTelemetry

Lambda F 8h#&8l

550


https://github.com/open-telemetry/opentelemetry-ruby-contrib/tree/main/instrumentation/aws_lambda#usage
https://github.com/open-telemetry/opentelemetry-ruby-contrib/tree/main/instrumentation/aws_lambda#usage

AWS X-Ray EEIN=E1=

£/ & X-Ray EJR AWS CloudFormation

AWS X-Ray B 82 #& AWS CloudFormation , SR AIH BN AR MERE AWS ERMER | U
DEVNERERNERRENER, SAUUBYSEARBREBENE AWS ER , X A& AWS
CloudFormation fiZZ X EELE IR,

£/ B AWS CloudFormation , o LAERFERHEAR , L—HEEEHRTE X-Ray ER. HRENE
RB—R , RBREZE AWS tRFE #l BEFZE —HEERNER,

X-Ray #l AWS CloudFormation &i4x

EEMBENERE X-Ray MAERBERKVER , BB T #E AWS CloudFormation &4, #AZLL JSON
= YAML BRI X AER, ELEFRRAMLERL AWS CloudFormation EEHHENEIR, 0
BRIBTHE JSON = YAML , &0 LAEA AWS CloudFormation %5+ T E R BIEBAER AWS
CloudFormation 7%, 1% E%nﬁlﬂﬁnﬂ #5828 AWS CloudFormation fEfi & 15/ i (HER
AWS CloudFormation %5188 ? »

X-Ray XEEEAFEIT AWS: : XRay: :SamplingRule, AWS::XRay::Group#
AWS: :XRay: :ResourcePolicy &R AWS CloudFormation, MEFMEF , 23F JSON 1 YAML
EIARRE S | S BAWS CloudFormation  FERAEIERE) BH X-Ray ERERSE,

— 35 7 f# AWS CloudFormation

EE#—5 T H AWS CloudFormation , F2 B THEIR :

« AWS CloudFormation

« AWS CloudFormation f£ i & E®

« AWS CloudFormation API &%

« AWS CloudFormation s S I RE A EIERE
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FaC X-Ray HUER R BRI M B4

BEEIEUAREBAFES AWS ERNEFHHE. EUUKZEEBRTEEEREER. &
BEBHITSEEEZNRIBNMBAE, HW , EBRS5IE TR domain , MEBRETER
example.com, EAURIBEHEBENEBRRESVHGRER, NFNAFEAEBRNFNENR , F28
(AWS —fE2E) HIERE AWS ER,

ST LA AR BT CloudFront 20 L WRBEFF T, MFEFMEF  F2HRELAERERE
H¥H ERHEFE AWS,

(® Note

EHBimESFMERAWS FHHB R TXE X-Ray ER. B LAFER AWS X-Ray £ A API
FIENEEZE,

BAI L E R X-Ray £#4&. APl, AWS CLI SDKs # #$ZBERZER AWS Tools for Windows
PowerShell, INHEFMENR , FSER T X4

- X-Ray AP| - 55285 AWS X-Ray AP| £ thiy T 5llig 4k

» ListTagsForResource

» CreateSamplingRule

+ CreateGroup
« TagResource

« UntagResource
- AWS CLI - 728 ( AWS CLI s 58 %) H# Xray
- HBEN-F2H AWS RAXHEE LEANREEARANXH

® Note
MREMETE X-Ray ER LI ANBEER  KI\WZHEEAFERBNER , LURZEY
THRENFT . EEFREW , FRigEERPEE X-Ray EEEFFA AWS HfEAE.

ES -]
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- BERRH
- E EREPEEER
- £ PEEZRK AWS CLI

- BEBERIZHH X-Ray EIRAVFEL

BEHBRH

THIRFEARER.

- B-ERRSERE : 50

- £ KE LR - 128 {8 Unicode FJt

« BERE LR - 256 {8 Unicode 7t

- SRMEENERE-az. AZ. 09, ZBRATIET: _.1/=+-R@
- ERBEEEED KNE,

« BAEMEA aws: ASBNFE ; EREM AWS &R,

® Note
TR RE MR RRER,

T AP EEER

B LATERE ] X-Ray B#HS BRI RZAEER, BREUUTUEEEEPEFRMERER.,
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SEBSEERRE (28 )

ESEYHN X-Ray K , B EERVEERR L EERER.

-_—

E A AWS Management Console , ¥7E https : //https://console.aws.amazon.com/xray/home B
E& X'Ray E\Ej:f?'jao

2. EEBERT , RRER  RRREFHE,
3. EBRERMEME.

4. ERVBEHEEL  EEHANSBAMERERER. NBELBEOEBET
il

5. HERD K WARBRSIR , LREMHEARRE, W, SAl@A WEKRS|EStage ,
UE BEEEProduction , URTIHEFEARREEMER, BEEFEERE K SREZETH
17, RS —EER. IEEBRNRE , F2EEATEEBRFPH .

6. MEEBTUE , FEEFEIULHE

3
¢
&n
B
Fil

SEEHFEEFNIERE (TRa )

BRI X-Ray BURR R | B ER VAR I EE EHEER,

-_—

E A AWS Management Console , Y7E https : //https://console.aws.amazon.com/xray/home B
X X-Ray FEE,

2. EEEBERT , RREERE  RARBEIE,
3. EEERVEEBRA,

4. ERMBERNERL  EERE. BXERF. BRE. HERGNETEE. NFEELBIEAIEE
&, B2ERE BEARA,

5. HERD K WARBRSIRE , LREMHEAERE, W, El@A WERRS|IEStage ,
Lj\& E’J’f“ﬁ{EProduction  ARTHBERARHKEECERN. EEHEERE , SRFTEET
, IR S — AR, WFEERORG K F2REAETEERRH SN

6. MMEEBTHE , FEEFEILIERR.
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1. & A AWS Management Console , Y¢7E https : //https://console.aws.amazon.com/xray/home. B
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2. EEBERT , RRER  RRREFHE,
EEARSET , BEFRENERE,

4. ERBHEEENERD  GEEBRSIENE. CELZAEENERRCIRB, EREAER ; £
ALRFEMERE. IEREFEED I HMBMNFMAER  F260H ZE Fil. NFERNR
# , FF2EATEEERE P .

5. HERMKBRER , FEEEREAN X
6. EfTHRREIMRERE  FREEHFA,

FESMBIERRNER (TRs)
BT LATE AR BB BV AR B B [ - 8 F =l M BR X-Ray BUE R B EAER,

1. & A AWS Management Console , 3¢ 7E https : //https://console.aws.amazon.com/xray/home B
E& X'Ray E\Ej:f?'jao

2. ESEERT , REAR K ARBEFIUK.
EEEBRARES |, BEERERRANEE,

4. HEFEBD  REFBRRSIENE, SEIEEENERRSIR. EREARA ; KUURFTEMER
H, IFREDNERUEE - HaBHNFHAER  F260 E IERA. FERBHRS , 5
SEATEEBREPH .

5. HERMKBRER , FEEEREAN X
6. EfTHRREIMRERE  FREEFIERA.

£ REEEZEER AWS CLI

BELAER I X-Ray B EVEE RIS ER, StaLlFEHA AWS CLI RELNEEREZER, 2E
FHEAHEREESR R EWER | E6H AWS X-Ray E# A TagResource B UntagResource
APls,

ES- |

- BEBIEEIHN X-Ray FHHESEUERA AN (CLI)
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- MERERENER (CLI)

S ZEBHFTIE EFM X-Ray BFEEUEE Al (CLI)
EEERUFN X-Ray BESNERABTZAEE , FEATIET—EGS,

- FEREBMEENEE , SHT TGS, # group_name R AENEEERE, &
mydomain.com BN BEHREIHE. # key_name R AEEBRSI# , URBEEMH /AR E
BEEE. nFOMEIHEENFRES , F28 #iE.

aws xray create-group \
--group-name "group_name" \
--filter-expression "service(\"mydomain.com\") {fault OR error}" \
--tags [{"Key": "key_name",b"Value": "value"}, {"Key": "key_name","Value": "value"}]

AT R &,

aws xray create-group \
--group-name "AdminGroup" \
--filter-expression "service(\"mydomain.com\") {fault OR error}" \
--tags [{"Key": "Stage","Value": "Prod"},{"Key": "Department","Value": "QA"}]

- FERESMEEHNEERA , BRI TGS , i key_name R BEBZ S| | WiEFEMH
KRR AERE, HTEM --sampling-rule Z2EHWERES JSON EXR, MENMEIL
IR BN FFEEN , FSE mERA,

aws xray create-sampling-rule \
--cli-input-json file://file_name. json

BRR --cli-input-json B8#FEEZ JSON file_name. json HRE,

{

"SamplingRule": {
"RuleName": "rule_name",
"RuleARN": "string",
"ResourceARN": "string",

"Priority": integer,
"FixedRate": double,
"ReservoirSize": integer,
"ServiceName": "string",
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}

"ServiceType": "string",
"Host": "string",
"HTTPMethod": "string",
"URLPath": "string",
"Version": integer,

"Attributes": {"attribute_name":

"Tags": [

{
"Key":"key_name",
"Value":"value"

"Key":"key_name",
"Value":"value"

THREH BT

aws xray create-sampling-rule \
--cli-input-json file://9000-base-scorekeep.json

"value","attribute_name" :

"value"...}

LATRR --cli-input-json 8&EEMNEH|9000-base-scorekeep. jsonfERAR,

"SamplingRule": {

}

"RuleName": "base-scorekeep",

"ResourceARN": '"*'",
"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 5,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: Il*ll’

"HTTPMethod": "*",
"URLPath": "*",
"Version": 1

"Tags": [

{

HE AR ATIR E TR X-Ray BHEEUERR A (CLI)
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IlKeyll : IlStagell ,
"Value":"Prod"

}I

{
"Key":"Department",
"Value":"QA"

}

BEBIHEETREER (CLI)

B LABIT tag-resource®m® , EBMEEREMN X-Ray BHHEREEAA, thAERRELET
update-groupdl ¥TBEEE AEEupdate-sampling-rule,

EERERTEERAIDERA  FHAT TSRS , LERHN ARN B ARN |, IIEEREREHN
ERRSIBMERE,

aws xray tag-resource \
--resource-arn "ARN" \
--tag-keys [{"Key":"key name","Value":"value"}, {"Key":"key_name",6 "Value":"value"}]

AT 2 &,

aws xray tag-resource \
--resource-arn "arn:aws:xray:us-east-2:01234567890:group/AdminGroup" \
--tag-keys [{"Key": "Stage", "Value": "Prod"}, {"Key": "Department","Value": "QA"}]

HIHER ENER (CLI)
A AT list-tags-for-resourced R %I X-Ray Bl BV B EE,
RS HEFEASEER MEEBNER , BT T eT , &R ARN BIX ARN,

aws xray list-tags-for-resource \
--resource-arn "ARN"

AT 2 &5,

aws xray list-tags-for-resource \
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--resource-arn "arn:aws:xray:us-east-2:01234567890:group/AdminGroup"

il R &R LRI EE (CLI)
BRI AT untag-resource®® , # X-Ray B EUER AP BRER,

EENBEIBERUBERER  FHOT TG , #§ ARN KAZIRHN ARN |, LIEELEBERH
BERGI%,

BABEFEA untag-resourcem T RIREFEER. EEBRERE , FFEA X-Ray =24 , Dbk
BE , UHEEAMHRZESIBEFEHEENTES,

aws xray untag-resource \
--resource-arn "ARN" \
--tag-keys ["key_name","key_name"]

AT 2 &,

aws xray untag-resource \
--resource-arn "arn:aws:xray:us-east-2:01234567890:group/group_name" \
--tag-keys ["Stage", "Department"]

BIFZEBZFIEH X-Ray EiRAFE

BRI BRBEREE X-Ray HEIIERA , FEFBRPEEREEE X-Ray, IERBERZGE
B , 58fF A xray:ResourceTag/key-name, aws:RequestTag/key-name % aws:TagKeys &
HrR5lE  EERENGRGELESD , RUEBRESF. eEE— P THRELRUTRSIE , F2REA AWS
EREBEHEE RN FE.

EERB S D HEBERES , URBZEFRLVEBRRHFNER , F2EREEREEY X-Ray #
#EL 0 40 Bk AR A Y 7 B
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HEZ B AWS X-Ray

AREBIIHEM X-Ray API, E#E A SDKsHE REERNEE, MREHRRIIFIENEE , 7T

FALEHE LM Feedback (ERER) REBRRE,
=]

- X-Ray JEMBR G ME M F A EA B

- BRAR Java B X-Ray FEEH

- EAR Node.js ¥ X-Ray RBEH

- X-Ray #BiFER

X-Ray JEHtRR I MIEHEF A EAEE

WMREEMEM X-Ray BHRFANEHFHAEFA REFBIEE , THSEHAHEE

REZBERA CloudWatch HiE
WMAERE B , FHERE X-Ray EMRSFEMFMERATEF , BURR R

« API Gateway B R &7 AP| Gateway FRIRIGE &% AR HE

I IEFR A AR FS R 5T BN R ED ST RARAR AR BB AY B 55, MR T HIEIMEEN A

« Lambda A&
 Lambda EE

« API| Gateway F&E%

« Amazon ECS 5%

« Amazon ECS #1{T{E
« Amazon ECS R#%

-« Amazon ECS £#%

« Amazon EKS #5%

« Amazon EKS % 2=
« Amazon EKS EiZ

X-Ray B MRS MIE MM EFA RE

560



AWS X-Ray M ABIERE

* Amazon EKS Pod
« Amazon EKS BR#

HE X-Ray ERtE EFEFEFFEER
R R E BB T AE RER ALARM iREE | X-Ray Bt S RSB R RN ERE T
JE HERR 5 55 R BA T B R i B R B B B L B HA

- MREHAE AWS R , W EFHEZBRFHEBH G2 THNAMEE RS EZ I HMEEH, 4
W, AWS: :Kinesis RN HZEFTAIEIE CloudWatch iF B 2R AWS/Kinesis RIEEAERE
EIJE/TJ_{TEI%:I:O

- MRHHRR AWS BR , IS EEZIESEER LENER, Hl0 , AWS: :DynamoDB: : Table $EH!
BEBA ‘MyTable” WEI M2 EEFMA UGB ZER— A AWS/DynamoDB , B E#% TableName #E &%
MyTable #EZEAERNE RER,

- MREHBRANEE HEBRAENERMERT) , TSR EME REZREME AR,

BREEHMBE - FFE —L£ AWS &R

WIEFE AWS ERBHERAEHRT. BL AWS RBHE—HHRT , ARMEHERBENER. T

NEREEGUSEER —BEHRN A XNER

* AWS::DynamoDB: :Table

* AWS::Lambda: :Function
Lambda BB HMEHERT , —EAR Lambda Bes , Z—EAREKE. EFEIMAER Lambda
BN AMEIBE, Lambda BRREi R EBE RNERRE VA 5 E Lambda BEEEIR — 8.

« AWS::ApiGateway::Stage

* AWS::SQS: :Queue

* AWS::SNS::Topic

IBHEBRGY E R AN EIE

FAER X-Ray 8 , LUSEHNMRF D RS EMRS, MHBFMER  F2RBLFECHAEERERE
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#8532 : Exception in thread "Thread-1" com.amazonaws.xray.exceptions.SegmentNotFoundException:
Failed to begin subsegment named 'AmazonSNS": segment cannot be found. (¥11T7#& "Thread-1"
a4 B ¥ com.amazonaws.xray.exceptions.SegmentNotFoundException : EEERHBE B
'AmazonSNS' HFEER : HAEFER. )

WEEEAR R X-Ray FEZEMHER L HKEHEWY AWS |, BERFTEAMNELR, 4 HEEN TSR
T

« RELE serviet BRERH — X-Ray SDK EEHE A WERIFHEBEABREIE
EXAWSXRayServletFilter, F%7E serviet &R RBABEAFE K,

- BIETE serviet BB ANMERARRBINAFR - MREERAKEANAFRERBENBREMER
BTHNRENBEPEWY DUEEEANER , AIXEFBEYEH. nFHH , F2E 2illRdiExX
.

« BEIEEHTEDERERINAFR - EEBMFNHATHERE | X-Ray BB gkEHHFERK
EERNSE, BRI LUMER getTraceEntity M setTraceEntity FERIBERERR FERHN
2E (Entity) , YHHERGEHTEADNLHES. WELE6 , F2REIEEITETEASZR
B A F %,

B AR Node.js B X-Ray BIEEH

& : "CLS ¥ KRfEA Sequelize
FH clsHEASBERAR Node.js B X-Ray BB EH B EREEZ Sequelize,

var AWSXRay = require('aws-xray-sdk');
const Sequelize = require('sequelize');
Sequelize.cls = AWSXRay.getNamespace();
const sequelize = new Sequelize(...);

%8 : TCLS ¥ &fEA Bluebird,

£ cls-bluebird 3 {F Bluebird £ CLS.,

var AWSXRay = require('aws-xray-sdk');
= require('bluebird');
var clsBluebird = require('cls-bluebird');

var Promise
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clsBluebird(AWSXRay.getNamespace());

X-Ray #B1E=
MR CEEERERNEAER,

BRI EA AWS SDK AR AER., BEERAZESEZRAZEAEN  FEEHAEXIEFRSH
Bk, MEFHMER , BF2HE "IIREL .
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ZEE,
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OpenTelemetry Protocol
(OTLP) %2, MEHMEHR
&2/ OpenTelemetry,

EXTERYThEE X-Ray Bz g8 HERNSEH
‘@& PutTraceSegments .
GetTraceSummaries #I
BatchGetTraces B1&
AWS CloudTrail, X-Ray
REHLEHGetSampli
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es BEEEMHHE CloudTrai
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FA 528% X-Ray API FEAI4 AWS
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B

20256 A 13 H

2024 €11 A 21 H

2024 €11 A 21 H

2024 3 A7H

2023 £10 A 25 H

564


https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-migration.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-migration.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-migration.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Transaction-Search.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Transaction-Search.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-OpenTelemetry-Sections.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-api-cloudtrail.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-api-cloudtrail.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-api-cloudtrail.html
https://www.w3.org/TR/trace-context/

AWS X-Ray BRABER
., F2RGEREREIESR
X-Ray,
2 FT 8 Ay I BE WIRE R LAERE Amazon SNS 2023 FE 2 A 8 H

EEFE AR Node.js B X-
Ray & E4FE

E# IAM X EBURFFHE A

EHEAY TN RE

EEEK  EEEFRER
Amazon SNS EREEB K2
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https://docs.aws.amazon.com/xray/latest/devguide/xray-services-eventbridge.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-eventbridge.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-daemon.html#xray-daemon-downloading
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html#xray-console-insight-notifications
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html#xray-console-insight-notifications
https://docs.aws.amazon.com/xray/latest/devguide/xray-daemon.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-daemon.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-cloudwatch-synthetics.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-cloudwatch-synthetics.html

AWS X-Ray

FMBABER

EHBAY TN RE

EHEAY T RE

EHEAY TN RE

EHEAY TN RE

AWS X-Ray R X &8 it
end-to-end TYE7FE AWS Step
Functions, A LAR B ARRE
BRI T, FRBIHEEHSE |
DAR $H S B SR ER YRR R EST
WIERE . MEFMEENR , F
28 AWS Step Functions #l

AWS X-Ray ,

AWS X-Ray 5| AR |, ASE
DIIRERRBHEER ,
FEARXHPHENEZE, Ins
ights iS4 EMEGT
& BEIERBIE, MEFMA
B , FSHE AWS X-Ray
FEEPEAER

AWS X-Ray # i Java B8
AREREN K BEFEEBX
BAMW Java ERAER , BI7
WEEMER, BBETLE
#ELL Java Web # serviet BE
HHERAER , YiSHREETE
BRERK , BEFEFEAE,
MEFHMEEN , F2EEAR
AWS X-Ray Java K9 B B8
REER.

AWS X-Ray EASFEHEER
8 ZE X-Ray 84 |, LB
LB BANEYMEE,
MEFHMEA , FSEE X
Ray X #E A PRERHE

2020 9 A 14 H

2020 9 A3 H

2020 9 A3 H

2020 68 A 24 H

569


https://docs.aws.amazon.com/xray/latest/devguide/xray-services-stepfunctions.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-stepfunctions.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-x-ray-auto-instrumentation-agent-for-java.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-x-ray-auto-instrumentation-agent-for-java.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-groups.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-groups.html

AWS X-Ray EEIN=E1=

E¥IBRThEE AWS X-Ray IR1E o] IR AGZ 2020 £ 8 A 24 B

IS EHFENERERA, &
AT BUR IRAZ B 1 S E A A
MERANER, WEFAE
A, ESEER X-Ray BUER
BIMBHE , URBIBEREE
¥ X-Ray B0 FERAI IR
Al

570


https://docs.aws.amazon.com/xray/latest/devguide/xray-tagging.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-tagging.html
https://docs.aws.amazon.com/xray/latest/devguide/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-manage-sampling-tags
https://docs.aws.amazon.com/xray/latest/devguide/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-manage-sampling-tags
https://docs.aws.amazon.com/xray/latest/devguide/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-manage-sampling-tags

AWS X-Ray M ABIERE

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

dIxxi



	AWS X-Ray
	Table of Contents
	什麼是 AWS X-Ray？
	X-Ray 入門
	選擇界面
	使用 SDK
	使用 ADOT SDK
	使用 X-Ray SDK

	使用主控台
	使用 Amazon CloudWatch 主控台
	使用 X-Ray 主控台
	探索 X-Ray 主控台
	使用 X-Ray 追蹤映射
	檢視追蹤映射
	依群組篩選追蹤映射
	追蹤地圖圖例和選項

	檢視追蹤和追蹤詳細資訊
	檢視追蹤
	探索追蹤時間軸
	檢視區段詳細資訊
	檢視子區段詳細資訊

	使用篩選條件表達式
	篩選條件表達式詳細資訊
	搭配使用篩選條件表達式與群組
	篩選條件表達式語法
	布林值關鍵字
	數字關鍵字
	字串關鍵字
	複雜關鍵字
	id 函數

	跨帳戶追蹤
	設定跨帳戶可觀測性
	檢視跨帳戶追蹤
	追蹤映射
	追蹤
	追蹤詳細資訊


	追蹤事件驅動型應用程式
	在追蹤映射中檢視連結的追蹤
	檢視連結的追蹤詳細資訊
	在一組連結追蹤中選取單一追蹤

	使用延遲長條圖
	Latency (延遲)
	解譯服務詳細資訊

	使用 X-Ray 洞察
	在 X-Ray 主控台中啟用洞見
	啟用洞見通知
	Insight 概觀
	檢閱洞見的進度

	與 Analytics 主控台互動
	主控台功能
	功能

	回應時間分佈
	時間序列活動
	工作流程範例
	觀察服務圖中的故障
	識別回應時間高峰
	檢視有狀態碼標記的所有追蹤
	檢視在子群組中並與使用者相關聯的所有項目
	比較兩個具有不同篩選標準的追蹤集
	識別感興趣的追蹤以及檢視其詳細資訊

	設定 群組
	建立群組
	套用群組
	編輯群組
	複製群組
	刪除群組
	在 Amazon CloudWatch 中檢視群組指標

	設定 取樣規則
	設定 取樣規則
	自訂抽樣規則
	抽樣規則選項
	抽樣規則範例
	將您的服務設定為使用抽樣規則
	檢視抽樣結果
	後續步驟

	主控台深層連結
	追蹤
	篩選條件表達式
	時間範圍
	區域
	合併


	使用 X-Ray API
	搭配 CLI AWS 使用 AWS X-Ray API
	先決條件
	產生追蹤資料
	使用 X-Ray API
	清除

	傳送追蹤資料至 AWS X-Ray
	產生追蹤 ID
	使用 PutTraceSegments
	將區段文件傳送至 X-Ray 協助程式

	從 取得資料 AWS X-Ray
	擷取服務圖表
	根據群組擷取服務圖表
	擷取追蹤
	擷取和精簡根本原因分析

	使用 AWS X-Ray API 設定抽樣、分組和加密設定
	加密設定
	抽樣規則
	群組

	透過 X-Ray API 使用取樣規則
	AWS X-Ray 區段文件
	區段欄位
	子區段
	HTTP 請求資料
	註釋
	中繼資料
	AWS 資源資料
	錯誤和例外狀況
	SQL 查詢



	AWS X-Ray 概念
	客群
	子區段
	服務圖表
	追蹤
	抽樣
	追蹤標頭
	篩選條件表達式
	群組
	標註和中繼資料
	錯誤、故障和例外狀況

	中的安全性 AWS X-Ray
	
	中的資料保護 AWS X-Ray
	的身分和存取管理 AWS X-Ray
	目標對象
	使用身分驗證
	AWS 帳戶 根使用者
	IAM 使用者和群組
	IAM 角色

	使用政策管理存取權
	身分型政策
	資源型政策
	存取控制清單 (ACL)
	其他政策類型
	多種政策類型

	AWS X-Ray 如何使用 IAM
	X-Ray 身分型政策
	動作
	資源
	條件索引鍵
	範例

	X-Ray 資源型政策
	以 X-Ray 標籤為基礎的授權
	於本機執行您的應用程式
	在 中執行您的應用程式 AWS
	用於加密的使用者許可

	AWS X-Ray 身分型政策範例
	政策最佳實務
	使用 X-Ray 主控台
	允許使用者檢視他們自己的許可
	根據標籤管理對 X-Ray 群組和抽樣規則的存取
	X-Ray 的 IAM 受管政策
	AWS 受管政策的 X-Ray 更新
	在 IAM 政策中指定資源

	對 AWS X-Ray 身分和存取進行故障診斷
	我未獲授權在 X-Ray 中執行動作
	我未獲授權，不得執行 iam:PassRole
	我是管理員，想要允許其他人存取 X-Ray
	我想要允許 以外的人員 AWS 帳戶 存取我的 X-Ray 資源


	在 中記錄和監控 AWS X-Ray
	的合規驗證 AWS X-Ray
	中的彈性 AWS X-Ray
	中的基礎設施安全 AWS X-Ray
	AWS X-Ray 搭配 VPC 端點使用
	為 X-Ray 建立 VPC 端點
	控制對 X-Ray VPC 端點的存取
	支援地區


	AWS X-Ray 範例應用程式
	Scorekeep 範例應用程式入門
	先決條件
	使用 CloudFormation 安裝 Scorekeep 應用程式
	產生追蹤資料
	在 中檢視追蹤映射 AWS Management Console
	設定 Amazon SNS 通知
	探索範例應用程式
	選用：最低權限政策
	清除
	後續步驟

	手動檢測 AWS SDK 用戶端
	建立其他子區段
	記錄標註、中繼資料及使用者 ID
	檢測傳出的 HTTP 呼叫
	檢測 PostgreSQL 資料庫的呼叫
	檢測 AWS Lambda 函數
	隨機名稱
	工作程序

	檢測啟動程式碼
	檢測指令碼
	檢測 Web 應用程式用戶端
	在工作者執行緒中使用受檢測用戶端

	AWS X-Ray 協助程式
	下載精靈
	驗證精靈存檔的簽章
	執行精靈
	授予協助程式將資料傳送至 X-Ray 的許可
	X-Ray 協助程式日誌
	設定 AWS X-Ray 協助程式
	支援的環境變數
	使用命令列選項
	使用組態檔

	在本機執行 X-Ray 協助程式
	在 Linux 上執行 X-Ray 協助程式
	在 Docker 容器中執行 X-Ray 協助程式
	在 Windows 上執行 X-Ray 協助程式
	在 OS X 上執行 X-Ray 協助程式

	在 上執行 X-Ray 協助程式 AWS Elastic Beanstalk
	使用 Elastic Beanstalk X-Ray 整合來執行 X-Ray 協助程式
	手動下載和執行 X-Ray 協助程式 （進階）

	在 Amazon EC2 上執行 X-Ray 協助程式
	在 Amazon ECS 上執行 X-Ray 協助程式
	使用官方 Docker 映像檔
	建立和建置 Docker 影像
	在 Amazon ECS 主控台中設定命令列選項


	AWS X-Ray 與其他 整合 AWS 服務
	AWS Distro for OpenTelemetry 和 AWS X-Ray
	AWS Distro for OpenTelemetry

	的 Amazon API Gateway 主動追蹤支援 AWS X-Ray
	Amazon EC2 和 AWS App Mesh
	AWS App Runner 和 X-Ray
	AWS AppSync 而且 AWS X-Ray
	使用 記錄 X-Ray API 呼叫 AWS CloudTrail
	CloudTrail 中的 X-Ray 管理事件
	CloudTrail 中的 X-Ray 資料事件
	X-Ray 事件範例
	管理事件範例， GetEncryptionConfig
	資料事件範例， PutTraceSegments


	CloudWatch 與 X-Ray 整合
	CloudWatch RUM 和 AWS X-Ray
	使用 X-Ray 偵錯 CloudWatch 合成 Canary
	在追蹤映射中檢視錯誤報告增加的 Canary
	使用個別追蹤的追蹤詳細資訊映射，詳細檢視每個請求
	判斷上游和下游服務中持續性失敗的根本原因
	識別效能瓶頸和趨勢
	比較變更前後的延遲及錯誤率或容錯率
	決定所有 API 和 URL 的必要 Canary 涵蓋範圍
	使用群組專注於 Synthetics 測試


	使用 追蹤 X-Ray 加密組態變更 AWS Config
	建立 Lambda 函數觸發
	建立 X 射線的自訂 AWS Config 規則
	範例結果
	Amazon SNS 通知

	Amazon Elastic Compute Cloud 和 AWS X-Ray
	AWS Elastic Beanstalk 而且 AWS X-Ray
	Elastic Load Balancing 和 AWS X-Ray
	Amazon EventBridge 和 AWS X-Ray
	在 X-Ray 服務地圖上檢視來源和目標
	將追蹤內容傳播至事件目標

	AWS Lambda 而且 AWS X-Ray
	Amazon SNS 和 AWS X-Ray
	設定 Amazon SNS 主動追蹤
	在 X-Ray 主控台中檢視 Amazon SNS 發佈者和訂閱者追蹤

	AWS Step Functions 而且 AWS X-Ray
	Amazon SQS 和 AWS X-Ray
	傳送 HTTP 追蹤標頭
	擷取追蹤標頭和復原追蹤內容

	Amazon S3 和 AWS X-Ray
	設定 Amazon S3 事件通知
	Amazon SNS 和 Amazon SQS
	AWS Lambda



	檢測您的應用程式 AWS X-Ray
	使用 AWS Distro for OpenTelemetry 檢測您的應用程式
	使用 AWS X-Ray SDKs 檢測您的應用程式
	選擇 AWS Distro for OpenTelemetry 和 X-Ray SDKs

	交易搜尋
	OpenTelemetry Protocol (OTLP) 端點
	使用 Go
	AWS Distro for OpenTelemetry Go
	AWS X-Ray 適用於 Go 的 SDK
	要求
	參考文件
	設定適用於 Go 的 X-Ray 的開發套件
	服務外掛程式
	抽樣規則
	日誌
	環境變數
	使用設定

	使用適用於 Go 的 X-Ray 開發套件檢測傳入 HTTP 請求
	設定區段命名策略

	使用適用於 Go 的 X-Ray AWS 開發套件追蹤 SDK 呼叫
	使用 X-Ray SDK for Go 追蹤下游 HTTP Web 服務的呼叫
	使用適用於 Go 的 X-Ray 開發套件追蹤 SQL 查詢
	使用適用於 Go 的 X-Ray 開發套件產生自訂子區段
	使用適用於 Go 的 X-Ray 開發套件將註釋和中繼資料新增至區段
	使用適用於 Go 的 X-Ray 開發套件記錄註釋
	使用適用於 Go 的 X-Ray 開發套件錄製中繼資料
	使用適用於 Go IDs



	使用 Java
	AWS Distro for OpenTelemetry Java
	AWS X-Ray 適用於 Java 的 SDK
	子模組
	要求
	相依性管理
	AWS X-Ray 適用於 Java 的自動檢測代理程式
	範例應用程式
	開始使用
	組態
	組態規格
	記錄組態
	手動檢測

	故障診斷
	問題：我已在我的應用程式上啟用 Java 代理程式，但在 X-Ray 主控台上看不到任何內容
	問題：我預期的某些區段不會出現在 X-Ray 主控台上


	設定適用於 Java 的 X-Ray 開發套件
	服務外掛程式
	抽樣規則
	日誌
	將追蹤 ID 插入日誌

	區段接聽程式
	環境變數
	系統屬性

	使用適用於 Java 的 X-Ray 開發套件追蹤傳入請求
	將追蹤篩選條件新增至應用程式 (Tomcat)
	將追蹤篩選條件新增至應用程式 (Spring)
	設定區段命名策略

	使用適用於 Java 的 X-Ray AWS 開發套件追蹤 SDK 呼叫
	使用適用於 Java 的 X-Ray 開發套件追蹤對下游 HTTP Web 服務的呼叫
	使用適用於 Java 的 X-Ray 開發套件追蹤 SQL 查詢
	SQL 攔截器
	原生 SQL 追蹤裝飾項目

	使用適用於 Java 的 X-Ray 開發套件產生自訂子區段
	使用適用於 Java 的 X-Ray 開發套件將註釋和中繼資料新增至區段
	使用適用於 Java 的 X-Ray 開發套件記錄註釋
	使用適用於 Java 的 X-Ray 開發套件記錄中繼資料
	使用適用於 Java IDs

	AWS X-Ray 適用於 Java 的 X-Ray 開發套件的 指標
	X-Ray CloudWatch 指標
	X-Ray CloudWatch 維度
	啟用 X-Ray CloudWatch 指標

	在多執行緒應用程式之間傳遞區段內容
	搭配非同步程式設計使用 X-Ray

	搭配 Spring 和適用於 Java 的 X-Ray 開發套件的 AOP
	設定 Spring
	設定 Spring Boot
	將追蹤篩選條件新增至您的應用程式
	雅加達支援
	對您的程式碼做註釋或實作界面
	在應用程式中啟用 X-Ray
	範例



	使用 Node.js
	AWS Distro for OpenTelemetry JavaScript
	AWS 適用於 Node.js 的 X-Ray 開發套件
	要求
	相依性管理
	Node.js 樣本
	設定適用於 Node.js 的 X-Ray 開發套件
	服務外掛程式
	抽樣規則
	日誌
	X-Ray 協助程式地址
	環境變數

	使用適用於 Node.js 的 X-Ray 開發套件追蹤傳入請求
	使用 Express 追蹤傳入的請求
	使用 Restify 追蹤傳入的請求
	設定區段命名策略

	使用適用於 Node.js 的 X-Ray AWS 開發套件追蹤 SDK 呼叫
	使用適用於 Node.js 的 X-Ray 開發套件追蹤對下游 HTTP Web 服務的呼叫
	使用適用於 Node.js 的 X-Ray 開發套件追蹤 SQL 查詢
	在 SQL 子區段中包含其他資料

	使用適用於 Node.js 的 X-Ray 開發套件產生自訂子區段
	自訂快速子區段
	自訂 Lambda 子區段

	使用適用於 Node.js 的 X-Ray 開發套件將註釋和中繼資料新增至區段
	使用適用於 Node.js 的 X-Ray 開發套件記錄註釋
	使用適用於 Node.js 的 X-Ray 開發套件記錄中繼資料
	使用適用於 Node.js 的 X-Ray 開發套件記錄使用者 IDs



	使用 Python
	AWS Distro for OpenTelemetry Python
	AWS X-Ray 適用於 Python 的 SDK
	要求
	相依性管理
	設定適用於 Python 的 X-Ray 開發套件
	服務外掛程式
	抽樣規則
	日誌
	程式碼中的記錄器組態
	使用 Django 的記錄器組態
	環境變數

	使用適用於 Python 的 X-Ray 開發套件中介軟體追蹤傳入請求
	將中介軟體新增至應用程式 (Django)
	將中介軟體新增至應用程式 (Flask)
	將中介軟體新增至應用程式 (Bottle)
	手動檢測 Python 程式碼
	設定區段命名策略

	修補程式庫來檢測下游呼叫
	追蹤非同步工作的內容

	使用適用於 Python 的 X-Ray AWS 開發套件追蹤 SDK 呼叫
	使用適用於 Python 的 X-Ray 開發套件追蹤對下游 HTTP Web 服務的呼叫
	使用適用於 Python 的 X-Ray 開發套件產生自訂子區段
	使用適用於 Python 的 X-Ray 開發套件將註釋和中繼資料新增至區段
	使用適用於 Python 的 X-Ray 開發套件記錄註釋
	使用適用於 Python 的 X-Ray 開發套件記錄中繼資料
	使用適用於 Python 的 X-Ray 開發套件記錄使用者 IDs

	檢測部署在無伺服器環境中的 Web 框架
	先決條件
	步驟 1：建立環境
	步驟 2：建立和部署 Zappa 環境
	步驟 3：啟用 API Gateway 的 X-Ray 追蹤
	步驟 4：檢視已建立的追蹤
	步驟 5：清除
	後續步驟



	使用 .NET
	AWS Distro for OpenTelemetry .NET
	AWS X-Ray 適用於 .NET 的 SDK
	要求
	將適用於 .NET 的 X-Ray 開發套件新增至您的應用程式
	相依性管理
	NET Framework 4.5
	NET Framework 2.0

	設定適用於 .NET 的 X-Ray 開發套件
	外掛程式
	抽樣規則
	記錄日誌 (.NET)
	記錄日誌 (.NET Core)
	環境變數

	使用適用於 .NET 的 X-Ray 開發套件檢測傳入 HTTP 請求
	檢測傳入的請求 (.NET)
	檢測傳入的請求 (.NET Core)
	設定區段命名策略

	使用適用於 AWS .NET 的 X-Ray 開發套件追蹤 SDK 呼叫
	使用適用於 .NET 的 X-Ray 開發套件追蹤下游 HTTP Web 服務的呼叫
	使用適用於 .NET 的 X-Ray 開發套件追蹤 SQL 查詢
	使用同步和非同步方法追蹤 SQL 查詢
	收集對 SQL Server 執行的 SQL 查詢
	啟用全域 CollectSqlQueries 屬性
	啟用 collectSqlQueries 參數


	建立其他子區段
	使用適用於 .NET 的 X-Ray 開發套件將註釋和中繼資料新增至區段
	使用適用於 .NET 的 X-Ray 開發套件記錄註釋
	使用適用於 .NET 的 X-Ray 開發套件記錄中繼資料



	使用 Ruby
	AWS Distro for OpenTelemetry Ruby
	AWS X-Ray 適用於 Ruby 的 SDK
	要求
	設定適用於 Ruby 的 X-Ray 開發套件
	服務外掛程式
	抽樣規則
	日誌
	程式碼中的記錄器組態
	使用 Rails 的記錄器組態
	環境變數

	使用適用於 Ruby 的 X-Ray 開發套件中介軟體追蹤傳入請求
	使用 Rails 中介軟體
	手動檢測程式碼
	設定區段命名策略

	修補程式庫來檢測下游呼叫
	使用適用於 Ruby 的 X-Ray AWS 開發套件追蹤 SDK 呼叫
	使用 X-Ray SDK 產生自訂子區段
	使用適用於 Ruby 的 X-Ray 開發套件將註釋和中繼資料新增至區段
	使用適用於 Ruby 的 X-Ray 開發套件記錄註釋
	使用適用於 Ruby 的 X-Ray 開發套件記錄中繼資料
	使用適用於 Ruby 的 X-Ray 開發套件記錄使用者 IDs



	從 X-Ray 檢測遷移至 OpenTelemetry 檢測
	了解 OpenTelemetry
	中的 OpenTelemetry 支援 AWS
	搭配 AWS CloudWatch 使用 OpenTelemetry


	了解遷移的 OpenTelemetry 概念
	比較功能
	設定和設定追蹤
	了解追蹤資料結構
	使用跨度屬性


	偵測您環境中的資源
	管理抽樣策略
	管理追蹤內容
	傳播追蹤內容
	使用程式庫檢測
	匯出追蹤
	X-Ray 追蹤匯出
	OpenTelemetry 追蹤匯出

	處理和轉送追蹤
	X-Ray 追蹤處理
	OpenTelemetry 追蹤處理

	跨度處理 (OpenTelemetry 特定概念）
	套件 (OpenTelemetry-soecific 概念）

	遷移概觀
	新應用程式和現有應用程式的建議
	追蹤設定變更
	程式庫檢測變更
	Lambda 環境檢測變更
	手動建立追蹤資料

	從 X-Ray Daemon 遷移至 AWS CloudWatch 代理程式或 OpenTelemetry 收集器
	在 Amazon EC2 或內部部署伺服器上遷移
	現有的 X-Ray 協助程式設定
	安裝協助程式
	設定 精靈
	執行精靈
	移除協助程式

	設定 CloudWatch 代理程式
	安裝代理程式
	設定代理程式
	啟動 代理程式

	設定 OpenTelemetry 收集器
	安裝收集器
	設定收集器
	啟動收集器


	在 Amazon ECS 上遷移
	使用 CloudWatch 代理程式
	使用 OpenTelemetry 收集器

	在 Elastic Beanstalk 上遷移
	使用 CloudWatch 代理程式


	遷移至 OpenTelemetry Java
	零程式碼自動檢測解決方案
	使用 SDK 的手動檢測解決方案
	追蹤傳入請求 （彈簧架構檢測）
	AWS SDK v2 檢測
	檢測傳出的 HTTP 呼叫
	其他程式庫的檢測支援
	手動建立追蹤資料
	Lambda 檢測

	遷移至 OpenTelemetry Go
	使用 SDK 手動檢測
	追蹤傳入請求 (HTTP 處理常式檢測）
	AWS 適用於 Go v2 的 SDK 檢測
	檢測傳出的 HTTP 呼叫
	其他程式庫的檢測支援
	手動建立追蹤資料
	Lambda 手動檢測

	遷移至 OpenTelemetry Node.js
	零程式碼自動檢測解決方案
	手動檢測解決方案
	追蹤傳入的請求
	AWS SDK JavaScript V3 檢測
	檢測傳出的 HTTP 呼叫
	其他程式庫的檢測支援
	手動建立追蹤資料
	Lambda 檢測

	遷移至 OpenTelemetry .NET
	零程式碼自動檢測解決方案
	使用 SDK 的手動檢測解決方案
	手動建立追蹤資料
	追蹤傳入的請求 (ASP.NET 和 ASP.NET 核心檢測）
	AWS SDK 檢測
	檢測傳出的 HTTP 呼叫
	其他程式庫的檢測支援
	Lambda 檢測

	遷移至 OpenTelemetry Python
	零程式碼自動檢測解決方案
	手動檢測您的應用程式
	追蹤設定初始化
	追蹤傳入的請求
	AWS SDK 檢測
	透過請求檢測傳出的 HTTP 呼叫
	其他程式庫的檢測支援
	手動建立追蹤資料
	Lambda 檢測

	遷移至 OpenTelemetry Ruby
	使用 SDK 手動檢測您的解決方案
	追蹤傳入的請求 (Rails 檢測）
	AWS SDK 檢測
	檢測傳出的 HTTP 呼叫
	其他程式庫的檢測支援
	手動建立追蹤資料
	Lambda 手動檢測


	使用 建立 X-Ray 資源 AWS CloudFormation
	X-Ray 和 AWS CloudFormation 範本
	進一步了解 AWS CloudFormation

	標記 X-Ray 取樣規則和群組
	標籤限制
	在 主控台中管理標籤
	將標籤新增至新群組 （主控台）
	將標籤新增至新的取樣規則 （主控台）
	編輯或刪除群組的標籤 （主控台）
	編輯或刪除取樣規則的標籤 （主控台）

	在 中管理標籤 AWS CLI
	將標籤新增至新的 X-Ray 群組或取樣規則 (CLI)
	將標籤新增至現有資源 (CLI)
	列出資源上的標籤 (CLI)
	刪除資源上的標籤 (CLI)

	根據標籤控制對 X-Ray 資源的存取

	故障診斷 AWS X-Ray
	X-Ray 追蹤映射和追蹤詳細資訊頁面
	我沒有看到所有 CloudWatch 日誌
	我在 X-Ray 追蹤地圖上看不到所有警示
	我在追蹤地圖上看不到一些 AWS 資源
	追蹤映射上有太多節點

	適用於 Java 的 X-Ray 開發套件
	適用於 Node.js 的 X-Ray 開發套件
	X-Ray 協助程式

	的文件歷史記錄 AWS X-Ray
	

