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aws workspaces modify-workspace-access-properties --resource-
id WORKSPACES_DIRECTORY_ID --workspace-access-properties
'{"DeviceTypeWorkSpacesThinClient":"ALLOW"}' --region REGION
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https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-pools-directory.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
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EX R Windows
R a=EEidl Windows Server (2012 R2, 2016 = 2019)
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EREH = H
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£ Amazon WorkSpaces f&fEE & F ik E AppStream 2.0


https://docs.aws.amazon.com/appstream2/latest/developerguide/what-is-appstream.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html
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KBTS RBRERBNEE  WEFAEFIUHEE, WREBEREEMY , BREEH Get Started
with AppStream 2.0: Set Up With Sample Applications FREYIEFF o

MREELEZTEFEANBREG , FSEHEFRE : Create a Custom AppStream 2.0 Image by Using
the AppStream 2.0 Console,

MR EFTEIAGHEBTINA Active Directory #8315 , 55 KR E &M Active Directory #8318 , BTN TS
BR, WIEFHMERN , 5828 Using Active Directory with AppStream 2.0,
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https://docs.aws.amazon.com/appstream2/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/tutorial-image-builder.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/tutorial-image-builder.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/active-directory.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-create
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-install
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-add
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-finish
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https://docs.aws.amazon.com/codebuild/latest/userguide/cloudformation-vpc-template.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/create-vpc.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setup-saml.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/create-web-portal.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/test-web-portal.html
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https://us-east-1.console.aws.amazon.com/workspaces-thin-client/home
https://us-east-1.console.aws.amazon.com/workspaces-thin-client/home
https://us-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://us-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://ap-south-1.console.aws.amazon.com/workspaces-thin-client/home
https://ap-south-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-1.console.aws.amazon.com/workspaces-thin-client/home
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https://ca-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://ca-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://us-east-1.console.aws.amazon.com/workspaces-thin-client/home?region=us-east-1
https://us-west-2.console.aws.amazon.com/workspaces-thin-client/environment
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Amazon workspaces Thin c‘.ient Amazon WorkSpaces Thin Client
Affordable, easy-to-manage thin client for secure access t0 | mm—GEb-

enabling users to securely access virtual desktops.

virtual desktops Gl [ o oo 1 |

Pricing

-, You pay up front fior the WarkSpaces Thin Client
H ow It Works device, plus 3 monthly service fee per device to
manage, menitor, and maintain your thin client
fleet in the WorkSpaces Thin Client management
console.

Admin management flow

nmore abo ESpi Thin Clien
i¢ing [
{
J(
Y <
Amazon WorkSpaces s Amazon WorkSpaces Thin Client
Thin Client Administrator sets up Administrator copies End users enter activation  Administrator manages, devices
Cost-effective, secure, Amazon WorkSpaces, activation codes from code to register the device monitors, and maintains
and easy-to-manage Amazon WorkSpaces Web, Console and emails and log into their virtual WarkSpaces Thin Client
access to virtual desktops or Amazon AppStream 2.0 them to end users desktop environment fleet and controls
T B in desired AWS Region access through device
to associate with management service

‘WorkSpaces Thin Client
service

BIDEA WorkSpaces BT FinEEEFEA !
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https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html

Amazon WorkSpaces fE B H & F i EEEIE®N

i

{8 WorkSpaces FEREEFinkENEABENERKAREREFNERLER, ERAEERATIH
h—EE &R EREE RFEULRR

* Amazon WorkSpaces
* AppStream 2.0
» Amazon WorkSpaces Z< BIE 23

BHRERFFZSHAERE | URET UREA — L BIE.

® Amazon WorkSpaces Thin Client

Cost-effective, easy-to-manage thin client to securely access AWS End User Computing services.

WorkSpaces Thin Client > Environments

Environments

This is a list of all WorkSpaces Thin Client environments that you manage.
v Getting started

To create an environment follow the steps below. We recommend reading all the necessary steps before proceeding.

Enter your environment details Select your virtual desktop provider Send the activation codes to your device users
Create a name for your environment. This name should be descriptive and unique. Oryoumay ~ You will need a service to provide your users access to their virtual desktop and compatible Once your environment and virtual desktop service are set, you will be provided with a unique
choose to use the default name. You may also add users and groups to your environment. resources. Amazon WorkSpaces Thin Client can be set up with WorkSpaces, WorkSpaces Web, activation code for your set up. Provide this code to users for them to access their virtual

or AppStream 2.0. desktop.

Environments (6) nfo C [ Actions ¥ Create environment

Environment connects virtual desktop to the device.

Q Find by attribute or keyword 1 2 >
Name v Virtual desktop service v Virtual desktop service ID [ v Activation code v Device count Time created v
Environment 01 WorkSpaces d-00000000 gheltpas 1 October 16, 2023, 20:38 (UTC-07:00)
Environment 02 WorkSpaces d-00000000 ghisrax1 1 October 13, 2023, 11:38 (UTC-07:00)
Environment 03 WorkSpaces d-00000000 T ghl13e0p 0 October 03, 2023, 21:22 (UTC-07:00)

E it 04
3 Cloudshell  Feedback

Cookie preferences

JHERENSEMERE, TRIHFEDHNE

TERHEFEFR,

Element iR
ey R b 3R 35 A0 B ek Y M — SR B 7F o
E R R WIREFRANEREAIESRE,

E# K ERT ID FE #5% 5% T AR A% 1R AR 48 18 G LU IR 4R 1Y HE — S8 B
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https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/what-is-appstream.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/what-is-workspaces-secure-browser.html
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« Summary
- ERISEREFHEN

Summary
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WorkSpaces B EFRREREERKENE LT, BEAREHNE —ETENSBREZFHERAR

.
Amazon WorkSpaces B $&3E&E 7

£ Amazon WorkSpaces Amazon WorkSpaces fBfEHE FIRIRESFEA B SRBIMNATERS
H, TRIIGEFBAEFATHNESELZREEELSR,

WorkSpaces directory details

Directory ID Organization name Registered
abc

Name © True
o SmpleRD O nive

Element #iR

B8 ID B IR IE A RAEAY Amazon WorkSpaces B #.
B#&E B B2k Amazon WorkSpaces B 8 B3 E##Y 1 — 5%

B

HEa® 24| Amazon WorkSpaces B $rIAE4% % 78,

EF- ki Amazon WorkSpaces B &&=

BE&E It Amazon WorkSpaces B &= & 2 5.

Status It Amazon WorkSpaces B 2 & R B F ik

Lt
&,

Amazon WorkSpaces Z2 BB 25 A O E A

£ Amazon WorkSpaces Amazon WorkSpaces fBfEEE FimRESEA Web A OB RE L FME1T
EREH. FTRIHFHEATHSEACERLEELK,

S
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WorkSpaces Web portal details

Name
Custom Web Portal - Mon, Mar 06, 2023,
12:00:51 [4

Element

=1

BAURE

Web A F 483k i

AppStream 2.0 FE#EA

WorkSpaces R E FiIRIEEE AppStream 2.0 EFME LH1T , LBV MBTHEREE. T

Time created

Web portal endpoint

March 06, 2023, 13:50 (UTC-05:00)

RIILFAEA PN EBETERLEFETK.

AppStream 2.0 details

Stack name

Xyz

Element

Stack name (3B & 18)

IdP login url
https://abc.com [4

DU

B2t WorkSpaces &4 BIE 25 A O 48 ut 48 B3 Bk
H M — 58 BT o

Btk WorkSpaces Z£ BB A OB H
HAFIBE o

RARFEUERKEREN URL.

Time created
Thu Jun 08 2023 10:26:29 GMT-0700 (Pacific
Daylight Time)

DU

B2 It AppStream 2.0 3t & A0 EAES AY HE — 55 Bl
o

IdP & A URL BAREAMEEH AppStream 2.0 B & 2512
% URL,
B Btk AppStream 2.0 B R H EAFNBF RS,
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https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-install
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Amazon WorkSpaces fE B & F i EEBER

YN EE 404l 173 Bh 2E B 5 FH & 5% Amazon WorkSpaces BB E ik FFMEF , 5526 WorkSpaces
BEEEFiRFEAEERM. Amazon WorkSpaces

WmEBIRIA

WorkSpaces B EFInEE TR ASERFEACAENERRERE. SUNELTZERENM
BRIES RERR

1. BEHRGBRERENRR

(® Note
LA BETHNFE , W MEABSMURESRIE,

2. EEEERE.
3. MTHXFEDZEFEE, RASKLENEHFERERE.,
4. HmEET HE—18 :

- ERERBMAUPEERENEE,
- BF HHEUREMHN KB EMFEEAKET .
- BERERRRRIMERRNERE,

5. EHRERERM,

il BRIR IR

(® Note

MRREHPEAMARE , AEEMRZIIRE, B , E4ARUEEMIMRREFHREER
5o

BEREREMBRNIRE. SUBETHNEE U lAFEAESRURESRE,
EHB FiR .

RTHXBFEPZIMER. MERRREZEEEENER,

TR AL E A "delete”,

T BN BR iZ il

o > oD~

REIRE 27
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DEViceS Info Order devices [

This is a list of all end user devices that you manage, including information about the user logins for each device.

Devices (1)

[ G || actions v
Q_ Find by property or value 1 ©
[ DevicelD a | Device name v | Activity status
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- BUHRIM - £ EEEERMBUHEMER,

(® Note
MR KB ENBUHEEMAREE , &L
G2

- BHUHEM - REC A EUEEM,

(® Note

& R e BRE R BUE M S BUHEEE
fARENEE,

- BEHE-HEEHF,

HIE D I3 B PR R A BRI
HEAS EERMBOSIIRE, BERE
. &8
. FEH
REBEHE

B DREE R MATRF Z B, BEEE T —EABITH BV BIE.

Element ik

BS BELEENMERE,
EEE EMBERXESE,
View details (R 5F4H & R) BREREFMAER.

BiE BB T HIZEE | AT AE H P47 T 5IENE -

KERE



Amazon WorkSpaces fE B H & F i EEEIE®N

Element iR
- IREEERR
- BUBEEM

- MR

. EHEBHEET
TR BRI RERNES,
e

- BEFHEEA

- MEEERE

- ERRMEUEEREE

- HEEE
MBRE IS

- EHEE

&F 0 & 5

REFME

ERBIEER , WorkSpaces FEEEFHEIHASHERAZEENFMHEN , #HERE, FEAtE
BEREEMRERNEREEEBEWFHEER.

g{_l_l,l

FRE

* Summary
- RERE
- EREED

Summary

BEERRREM WorkSpaces BRIEFEFinKkBEFTEHRNSEME. TRIIEHEPNEEATERA
BEH .

REFHEN 30
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e \
Summary )
Device serial number Environment ID Current software version
ARN Enrollment status Scheduled for software update
[m] Registered 2,81
Enrolled since Software compliance

Device name September 27, 2023, 20:33 (UTC-07:00)

Last logged in
Device type October 07, 2023, 03:08 (UTC-07:00)

Last posture checked at

Activity status March 19, 2024, 17:53 (UTC-07:00)
@ Inactive £ Not checked in for past 7 days

s
Element #iR

HEFIHR 8 ie 18 Bl & B AV R B SR AR o

ARN Amazon Resource Name (ARN) &3\ HY 25 B M
— % Bl F o

i
fuf

=L CREGRENEE, NREHRELRRE Al
A&z ERE  FRENEREKRER,

BEREERFHNSRERAEZEENEE,

KB
[
B
2

mERRE bR EM B RRE, WMERES !

- fERF
- FFER

el
Sk
o

£ IE A NVRITHE B R

AR R BREBECRE. itk AWS tREHEE , mE
EREREN—HD. SUUERTHIMERRE
2=
- DEf - ERTERAMEE,

- BUBEEM - B EEEXMEBUEEMER.
- BEUHRM - RE S KIWBUHREM.
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Element

B A
EREA
LRBpEZSR
EET:NEN TN
HEEHE TR ERT
HRaR

B
(® Note
BLARMBREREBUEERRNE#1F
MAEEREIE

- BEHEF -EEEERUEERIE/ENTER
BH.

KERAN B H,

RILE AR BHAMERE.
RITEBE AR B HMEFE,

L& E B Bl IE 7 6 A B BB R AN

RKE FWHFEEERA,

BEREEAN. ARERE

. &
. FEH

REFHEN
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EHEBF
User activity details (5) info | Export details | @]
Q. Find by attribute or keyword ‘ 1 {§}
Device accessed on v

August 28, 2023, 21:46 (UTC-04:00)
August 28, 2023, 18:18 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)

August 24, 2023, 09:33 (UTC-04:00)

Element R

LREEFE LB EIRAE AT B BB
HERTE
JHERENSEMAERE, TRILSETERAEELRK.

REREENRSHERELRFER. MRRERR  KFEEATECBEH,

R BN

WorkSpaces BT FiniEBFHE

Device settings info
Last synced on: October 21, 2024, 14:28 (UTC-07:00)

v Network

Connection type Local IP address
ETHERNET

Status Gateway address

@ Connected

RUEXREERERNBE, TRIILBETERLEFETK.

REFHEN
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Element
EREZH
R i)

Status

K P tbik

[ & #th 11k

ESFNEEKE

WorkSpaces fEEE & Fimdk
ZERHEERR,

v Bluetooth and peripheral devices

Bluetooth

@ Enabled

Connected peripheral devices (5)
Name

Logitech USB Receiver Mouse

Logitech USB Receiver

Plantronics Blackwire 5220 Series

Plantronics Blackwire 5220 Series

UVC Camera (046d:0825)

Element

EF

& FF A E AR R

B
s

MEEREREIEARLIH A HMEE,

|

B fE A BB E R R, EREEAURZK
ﬁﬁ]ﬂ%i\iwmo

ﬁﬁﬂﬁﬂ'ﬂﬂﬁ%o MREREEHREER , HEBE

0 piERCER , MESETA "2&ER.
ﬂﬂ%ﬁﬂﬁaq:'%?l_ﬁﬁﬁ 20 7B , MESETE
ABETEREE LXERE BB UREBH
BFfE , flan T EORIERR 20 2 BRI o

EARERS Y ASHE IP ik,
B RE

ERIEZENTMERAZEENFE. TRIILEEAT

Type

Mouse (USB)
Keyboard (USB)
Speaker (USB)

Microphone (USB)

Webcam (USB)
iR
RENETRE, MERER
- BRA
- EFA

REFHEN
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Element iR
BEENEREERE BEREEEENBTBE | M0 Logitech
AR, UREFREAEEENER | HflmER
(USB).
TR MEER

1@ WorkSpaces B EFImEEHEREEN, TR HILEKXAREE,

v Power and sleep

Turn off display after
Never

Element iR
E 2RBERET FEEFAHEHBERNIEERAD B[,

EREEE
EBERREERENRENABEANBF. TRIIHLEBFENEETE.
User activity details (1) e ( Export details J@
! 1 @

— = rrrrmperprapre | § T ———r—"
March 06, 2025, 16:43 (UTC+01:00) sid-demo Workspaces 2:02a86a9b7c...  gwa-BasBes’
Element BN

 LERNEE KERAK BMEERE.

fEF & ID TFEREE 2 6 & RV R B SRS

JE 5 R TH RS KECANERKHE RS,

EHRKHE R ID EL(E A & AR BRI AY E B R EARFS ID SRS

KEFBEF 35
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Element iR

IP ik FEEEW IP ZRBIRE,

=gl i) EHREEFALRNFHER
@ Note

B} T WorkSpaces Personal 2%} , VDIs RBEREARKREH,

BULERAENREANESY  EERRTFESRBEET. Bk B PMEEEHRERRER,
ERLURIE HFEEFIRE , SERKREDRE csv B3,

AmiEESE R

1. ENESERENEE, ZALURAETHREE , S UAFEAESRMURESRKE,
2. EEEERE,

3. RTAXNBENRINFEEREERRE. RERXRERBAERAHR,

4. HERERBRIEMUPBANNEERRE,

5. EERFRE,

ERRMECHREMEE

1. ENESERHEMNEE, ZALUBABETHNXNEE , S AEAESRMURESRKE,
2. EWEERE,

3. THXFEFEMEUHEM. BUHEMAEREEIHER,

4. TEHEFEMALHE A "deregister”,

5. EWEUHZEMRE,

mERERE 36
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® Note
BUHEMAREEHERAE Y ERETERRABERMEE WorkSpaces AT Fink
Eo

HEFERE

1. ZREEHEFNREE, SUNBABETHNRE , I AERESRURESEE.

2. BEEER,

3. RTHXFEPEHRITF. HEEEREEHER,

4. TEMESRMEILAE A "reset and archive",

5. EHERWIHFRSE,

(® Note

HER£EMFEHERE , YERE TERBRBEEHRBEE WorkSpaces fEfE & Fimdt
=48

il B 2% &=

1. ENEEMBRHEKE, ZAURAETHASE , T UEAESRURESKE,

2. EEE{EIRHE.

3. WRTHXFEAEIMBR. MBRREFEENLIE,
4. TETESRMELFE@ A "delete”,

5. ZEEUMIERIZRER,

[ i 25 EFF & A

1. BENEEEHFMASHANEE, BUUBETHNNEE , A UFEAESHURESHEE,
2. EEEERE.
3. MTHXFEDMZEMELEBHFMAEN. HEXREANWIMBEE THFMEN.

HERE
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BRI

WorkSpaces B EEFinARERS|EFNDENEREN , YERRLBHEN, BELEEMBREE
HHNEREBERT.

B EBETTLLEE WorkSpaces BRI EEFREENHRBEARREXRREH. FlFEED | &
ALURIBVEEHHE  t U ERENHEERBREEEZEEBERN,

MECHTHEENBE | 5520 WorkSpaces BEAEFinRIEREE,

&

- EMIREHE

- EHRENRE

« WorkSpaces & E & F i B 58 AR A

ERIRIEERE

WorkSpaces R EFine—& AWS RRFEREEERYK  EFAEFENEREH. ELXERSE
HETHEFAFNERBE, EEFMREME  FHTTIEHE

1. HRUTARRBENNFERENHEE., NFEHRENEE , 528 WorkSpaces fBEEE FiniR
BEREE,

EMRERTE.

£ EEEmERURE,

RREBEEENBFEPENEEFMNIRE

BETIHP—E , EREEHTPRIVIARFERIRE

o & 0NN

- VEVEHHE  EARCEMNEE LRBRRKEBHEN.

(® Note
BaEEMERE S P EE MR PR ERAE THERE,

- EEEREHEREETHE - TRENIEHERBEFNRERE,
6. BEULARUBEER, SHEKEUL SR T EE N EEE,
7. ENZERHE,
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kv B
EREEE

WorkSpaces B E Fin2 —& AWS &R ERAEEERYE K RUBHEETFREKE , THEAEE
REERERRHE, EERESEATERENEN. fEEMREZRR ST TIBHHE

1. RTARBEFNEEFENEREE,

2. ERRERE,

3. EEHEmENEE.

4. REREERNBFETENEEMNRE, MFRBENEE , F2H WorkSpaces BEHEE F i
RIEHRES.

5. EETIHFP—E 6 ELRHFEMBEFENAIREHRRER

- VHNEHARE : VAIEHRRERE,

(® Note
BaEEMER S P EE MR P A ERE THERE,

- EEEXEHERER TR - THENEHERBRFNRERE,
6. REULARUBEER, HEKEUL AR T EEEHNEE,
7. ENMZERHE,

WorkSpaces & E & F in 8 f8 kR 74X

WorkSpaces BB S %2 — & AWS BREAEEERE  TACAEENLBE L WERSE, 5
EEBEERFNRBETHEN., TRRPFEARITHHBEE, SEETUER AWS EEIBAK
RIET AR BEE,

HEs A< B -3:d

2.16.1 7-3-2025 « &% Chromium B9
CVE-2025-6554 E X &£
BEITIEIE,

2.16.0 6-27-2025 - FIBEERIEEAEA,

- FTIERTERERIIB2EN
B BB R B ERRI Th AR,

EHMEERE 39
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LN E

2.15.0

2.14.1

2.13.0

2.14.0

ENSE

6-19-2025

6-09-2025

3-31-2025

4-29-2025

gE
- BEERERARERRIERE

% ETrOeEEIAED
HE{RAY EE AR BR R

« FTEBH T MBS XH

BIFR R R BRI <&,

- ERERBEARERDEE

YEEEBR , &RERE
e5IBEA,

« {&1E Chromium B9

CVE-2025-5419 EXZ £
"o

- BRERERERAZESR

REERERAEH,

- 118 FIDO2 BB i

HEITHICIREX &, FASH
FIDO2 TR Bz E A

o

« MRETERERPEREH/

BHA , KESTEEAKE
MREE,

- RRERESEERRFER

M ENERSEZEA.

- REERERZRVEDE

&R, AE R

- BEERBLZERBRNERE

FhEERTIERE B SRV R

- AAMRENERIEE,

WorkSpaces &2 % = i # B8 i 4=
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https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/known-issues.html#fido2-prerelease

Amazon WorkSpaces fE B & F i

LN E

2.13.0

2.12.0

211.2

2.11.1

2.11.0

ENSE

3-31-2025

1-30-2025

1-24-2025

12-27-2024

12-19-2024

gE

RREAERERREER
RESEESEA/EA.
¥i8 FIDO2 & 7 BRERiE
HERTHEXE, F2H
FIDO2 T /& B Bl 5+l & &
MRETEEERPEREA
B, BREKTEEAKE
MREo
REEAESEERIER
M ENEREETE A,
RESRERZRBEDH
B, AE R

B EERBRE B HERE
PR IERE B B8R,

EERERERAEERTER
b BYIR () % o B B TR PR
BRAVREIRE,

S IEFENY AR F AR R BE AR 2R
ZEBREEEFERNE
7E,

BEEERE B RS
7,

VoiceView BEHXEX

i 38

WorkSpaces B E S
mIRTE X & VoiceView H
Magnifier,

WorkSpaces &2 % = i # B8 i 4=
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LN E

2.10.0

2.9.0

2.8.1

ENSE

11-22-2024

10-28-2024

09-26-2024

gE

- RIRERERUERZER
ERKSKRETET,

- EEERAETNEREERE
WEREFHEAETAET , £
AWS EEEHRBEZKE
AENEERTE.,

« WorkSpaces BB HEE Fix
REZEE—¥EM 2K f##
WEEE,

- REEAEITNER

WorkSpaces B & F i
#E - EEREMKYEEE
AIE A,

- BRREAETUREBECH

mir , BEKRETEIK
rEERISAA.

- S EREREKERNFEH

GRS N ]

- S EEERERKIEFIZE

® , ERBARNEE — BB R
MEERBE,

WorkSpaces &2 % = i # B8 i 4=
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LN E

2.8.0

2.7.1

2.7.0

ENSE

09-06-2024

08-27-2024

07-29-2024

gE

- FEREEFHXEERER 4K
AT E R EIR S

- BNfE WorkSpaces f&fjH
EFim#EEEREETRE
EER , FRAENTERE
VDI THEREER

- {&1E AWS FZRAHRHFEA
EEBFHEARRERE
BEENEE,

. RRERAETUE
WorkSpaces f&fEGE & Fin
L &5% WorkSpaces B
PrintScreen 1218,

« Chromium #y CVE-2024-
7971 # CVE-2024-7965 &
REZEBEENSHEEILE,

- WEFE -EERFRHONEE,

- BETEIZFSARERE
ma2ENEE,

- RERTEREDHEFAN
&R

WorkSpaces &2 % = i # B8 i 4=
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LN E

2.6.0

2.5.0

243

24.2

ENSE

07-09-2024

06-13-2024

05-29-2024

05-17-2024

gE

- EREAUEESANKE
ERT, MEEREIAE, M
TEHER,

- RERETRMEAESTH
78 WiFi #88% .

- REIERRPEARAR
Al HY AL

- VDI TR ELEERE
RESEREENRBNE
RE.

- BERBTHERER2E , £
I 1 EE AR P PR BE B 08 T RE R
BENBEREEMAEE

- RETBJ FWEERAC
EFfREREA,

- WEIERRFEARAE
Al HY AL

» Chromium #9 CVE-2024-
5274 EXRZ:HBENTRE
fZ1E,

» Chromium #J CVE-2024-
4947 EX R BN TR E
81,

WorkSpaces #& &2 % /= i 24§ M 2
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LN E

2.4.1

24.0

2.3.0

ENSE

05-15-2024

05-09-2024

04-05-2024

gE

Chromium By CVE-2024-
4671 f CVE-2024-4761 &
REZLEENEREEE,
B8 1E L 5F7E WorkSpaces
EAHELH AWS FER
BEELR-TEBERAE,
DB EX R E R
&,

& IE £ 45 "accounts.google.c

om" I B5 1A Google

Workspace £ AppStream

2.0 T/EFXER IDP YR,
HEELNEMEESPE—
T REREIEIEEH
e,

EERCEERERENT
B3rh  UEEERFA
AREM,

RIREAE LS ERRE
BREAES O BEEEER
EiEAREE,

{&1E Tabout : blank, URL
HEEE _—EERSF LA™
=,

S IEERENERAFERA
EEmAPRBE,
RIXEAERENUEER
B ETEEEEEHREH
BiFEERE.,

WorkSpaces #& &2 % /= i 24§ M 2
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LN E

2.2.1

2.2.0

21.2

2.1.1

21.0

2.0.1

2.0.0

ENSE

02-16-2024

02-08-2024

01-26-2024

12-21-2023

12-20-2023

12-06-2023

11-15-2023

gE

- BERARFHBERENRE
B, BEREEEBARE
Fi SAML 2.0 &7 BRFERE
# WorkSpaces.

- WBY ISO BBNXZE , &
BRY (HE). EX &
X, BAF, FEIESFIH

SN
B8 5% 1E o

« Chromium By CVE-2024-
0519 ERLZLBENERE
{&1E,

- tNEEESHTEIREM B R
fE A E LR,

- HERAZPEEN KBS
2 Tthinclient* #3183,

« Chromium By CVE-2023-
7024 ERLZERBENERE
&1E,

- BEHRMMEEEERTE
, WRAAEPESBRNX
B, EAESRKERERT
Meta+L 2RI FASHEEHE,

» Chromium #J CVE-2024-
6345 EAREHBENTRHE
81k,

 WIIRRRA

WorkSpaces #& &2 % /= i 24§ M 2
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£ WorkSpaces fafHEFInE R LFEHRER

BRI ECHPREMEARRERIGEEER , UEEMEE WorkSpaces BEEE PRk &
Ro BALEES—ERBNERNE, RSIBUUAR—MER , Hlo "ER, . "#EE "R
%, BREMENE. EUNEARREABEEBRANG EREE AWS ERMNEBER , FK
E&F

ELRERMEERAERN  SLEEEBRTETHRERAFIEERSES , EFTEANE-—RBLE. H
wm, MREET7 A 15 BREEBFEERABR WorkSpaces FREEEFinkE , AIiE 8 A 1 B2l ,
ERHETSHRAELHRADEBES. MHEFHEEF , F268 (AWS Biling EAEER) PHEA
AL EER.

(@ Note

= E 7 Cost Explorer 248 WorkSpaces B HE FinERER , WX HEE (AWS Billing
FERAEER) PRAEAEESNAASBEERTNERA , MAZEAZE WorkSpaces & H
EFHmERNER.

ERSET/MAR 24 MEHE  BEELESHEBBNETRESEE 4-5 XFTFHIRTE Cost
Explorer 2, k7 , HEFE Cost Explorer REERIRHEKAE R | ERFCHY WorkSpaces &
BREFRE RV BEZHBEELEER, Cost Explorer REFERIEERRBEHANREAE
#. BRI ETRANERER,

R LR ER

- BUUTERE  £ULUEERFTIEEELER : WorkSpaces BRI EFIRIRE,
s BOLEERTIEETIEENIEEER : WorkSpaces BERAFIRIRIE, £EMEEE,
- BOUUAREPNWEBRCESR , UEETMEERBEHEHR.

BRER S

- §—EREHHLMR : 50
- €8 EE LR — 128 & Unicode F T
- ZAXEEE—256 {# Unicode T

- BRERBEFEIANNE. AFNFZUSETH UTF-8 RANEXFH, Z8NEFE , E/UT
BHRFL  +-=. 1/ @. TAEABERRHTZER.
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
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EEEES

c FOHEEREBIEPEM aws: FEH , RAHEREH] AWS A, EFARESMERELFER

BEREBYE,

R TREERRARENER

W N

BRK WorkSpaces B AFIREER.
BRUREUFMEFHEEAER
BERE.

EERERD , BT T —HZEEHE

- FENEER  FEENERR  ARFERSIBNENE,
- FEEHER , FREENE.

- BERRER  FEEEBRIHBR.

EREREMR , FREMFET

h+

A IRAEERTEENER

o M 0D

B WorkSpaces BB EAF IR EES,
EMEEUFMEFAEARR,
BEER,

BEEEER,

BT TSEP—HGEZIE

- FENEER  FRENEER  AREERSIEBNENE.
- EEEHER , FREENE.
- BEMBRER  FEEEBZHBR.

EH TRAEENEENER

LN

Bk WorkSpaces B EAFImEE R,
BRUREUARMEFEEAEH,

BEERE.

EREBVEBERD , BT T —SEEE
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Amazon WorkSpaces fE B & F i EEBER

- EEMEER  FEENERR  ARFERSIBNENE.
- EEEHNER , FREENE.
- EERRER  FEEEBRIHBR.

5. THEBREHR A6 FBRERT

BULER K vERRESM IERALERVER, EREENLEFTMBBERE, I, XixaE
A AENERIE ID EMaws:thinclient:environment-idRZHKER,

ERETEAEERRETNER

1. BIRX WorkSpaces BEEAFHEE S,
2. ENEBRENURMEFHEARR,

3. EERERY K EEETEER.

4. AT THHP-BEHZIE :

h+

- BENEER
. %EWJ%E%
5. ERBEBRENE

AZENMEERER  AREERSINENE.
7w i E RV E.

AIZERESNBER.

mIEEFET.

nl“ nl“ a1l

nl“
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Amazon WorkSpaces BB Fims PN L4

MERZEME AWS RRESEEIEF. 58 AWS BF |, KA URHZRNERPONBHERE | BLEER
RBTHERRZLHBMEBHNFIRMAEE,

ZEMR AWS BB ARRE, AFEEEEREERRERNZLUENBRPHRZEMN

- ERNEEME -AWS EEREE PHIT AWS REHERIRE AWS B, AWS BRI HAR
SEANRERKE. EBAWS ERFITEN -7 , F=ZHRBBRAESEHIRNBEERMAZLHEN
., BETHERRN Amazon WorkSpaces B EFimMSRETEl , BESBAWS &RATEIN RE
o,

- BT EMN - ENEEEURREER AWS NIRRT, G4 AHHEARRZEE  SFERIRE
. BRBANERNEAEENER.

RXHBEBRET FINMAEMEA WorkSpaces FREEEFIHRERARFEEER, T EERB MM
#% WorkSpaces BEEE FinRERAFTEENZLESRBE, SHEALTBNEERHL AWS IR
#5515 Bh 8 BE 2 MR 2 WorkSpaces B R EFiwE R,

£}

« Amazon WorkSpaces EfiEE FinFHERHRE

« Amazon WorkSpaces B EEFin 52 N ENERE

- Amazon WorkSpaces & & F ik kY IR1EEE

« Amazon WorkSpaces fBRIE & Fim PR E D T NEE

Amazon WorkSpaces BEE & Fin W ERMRE

AWS HESFEZERARR Amazon WorkSpaces B A F i W ERRE, MHERFR , AWS

EEREBIITE NEBERRE AWS Ef, FASHEEHERSR LLEEANBTHWIRGIRE, B4

EREEFFER AWS R NRLERNEETE, NEERBLENFHENR  F2EERELE

FREAEE. NEEEEBMNERMRENEREEN , F20 AWS T2 M EER LN AWS HENEFE
HF] GDPR EPEEXE,

ERERREEYN , RAEBEHRE AWS IRFE 2 AER , WA AWS IAM Identity Center 5§ AWS
Identity and Access Management (IAM) B EEBIERE, ft—R , SECHAEHASESRHETH
HEKPAENR. RftEBRERATIANREER -

ERRE %0
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- BERFHECRAZEZEZRE (MFA),
« £/ SSL/TLS & AWS BEREBH. BRMFEE TLS 1.2 WEHRMEA TLS 1.3,

- 8 RE API MEAETEIFEH AWS CloudTrail, Z0EAMEA CloudTrail JBHHEEEN AWS SEEINE
# , 52 EAWS CloudTrail  fEAEERE) FEE A CloudTrail B,

- EF AWS MEMARAAR , UREPHWAERERZ S AWS R,
- FHERNZELZSRE (B0 Amazon Macie) , t#BIREMREZEMFE Amazon S3 HEURE R,

- MREFE AWS FEBGTHIRES API FE BFEE FIPS 140-3 REN ZHRFZFEQE , FFEA FIPS
mE, WMEBE FIPS M FIPS mEMNEZMEBEN , F2REHTEFEEZE (FIPS) 140-3.

B EZRCEHTELEFNEFBHib I ERZLHREA , HEEBIEHRNXF R
F o, BlinZ BN, ETEEEMEM WorkSpaces BEE A Fin , SiEAE#ES. APIAWS CLIEK
AWS SDKsHy H At AWS R k. BEEESEHERIXNFZEUPHANTAERTTEARTER
DHE . MRSREHADBRIREN URL , BFEZIERBVERBCEXMAREFRN URL HEE
BREEA.

Amazon WorkSpaces B2 A FimgWE L REEAEER WorkSpaces FREIEAFRKER HE
ERSEREEEBNERENR. o, TRANCER. BR2H. BEEA. BEERED. SAML &
AER, HBHRPEANSHEE, WEARRBEEM RS, YTARKE RENEASER, It
N, ERATOERMEE  EAVESEHIEAEEAZERE AWS HEFHZH. RFIBIRAWS B
EEARELEEN,

£

- ERE

- Amazon WorkSpaces R T Fin N FEE R N
- BB inE

- DIREE

- M I{ERERTAE

ERmeE

WorkSpaces FEIEEFmSRERBENKREBITER , SINEAERE. REHSBT. ForRHESE
BAURBREEBME . WorkSpaces BEEEFimtt BWETEREREBER. WENERFR
#£ Amazon DynamoDB #1 Amazon S3 #1, WorkSpaces & A FisEH AWS Key Management
Service (KMS) #1TIN%,

BRI =
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FEREANR , FERTIIEELH

- BEREERER , YEITEHAM WorkSpaces BREIREFIREENIKEERE,

- EBRHEFAELRRBREIRER | LU{E WorkSpaces BB E Fig o UERGIRENSEK
InZmRREE R,

- EPEREMARBNERAERIBERE N :

- BEEEEE A WorkSpaces FEHEEFIkTEA LK MEFHAETREBANRE , #t WorkSpaces
REAEFRBREFEABEREARREH,

- BEERFEERMNEAAZRATLERE WorkSpaces R EFif , {BRIEMMHEE B RN EHA
RBAMEAERIJETEAN , BHEERE TERE.

- FRETNEEEAKETRIHEES, ENMMBNEMEE , UARERTHFER. NbEEs
KB TR RIERR TR

WorkSpaces BB & A FinFAREEA AWS KMS MBFEHBER , LABRABTNPEER. WR
ERRARERRERER  ACRAEEEFIN TFERER  BREELZERRBERN,

Amazon WorkSpaces BfE & FinkY @EE R &
Amazon WorkSpaces &S E A FimARRRMEME , UEH AWS HENNZ S| REABHEHREF
&8,

- AWS BRI £#8 — Amazon WorkSpaces fBfSE A FiRfEFERAEL SR BB MB /AR E
flo BEERE. EBIEA AWS HENSRIBREFER., T8 , BFAXRETABEREES
RN  URENZLERNER, NEFEFMENR , 28 (AWS Key Management Service B
BABIERE) P AWS HENER.

HAERMEBFEER , APRRERERRERNFMISRNEERBNEMY. BN, HURERENS
BREMNBSHRETERERNLZLEARER.

HAGELFRALBMNZRIENBFANBZRE  BAUUEEVRERERFRRERBEETEFEES
W, EAWS EANBEANEZESREMEE_EMNE

- EEZE £ — Amazon WorkSpaces B A FinX BEFHEEYN, BENEENHBEFZE
88 ERAEAWS HEENNMZ LFIBE_BINE, ARETUTESEFIINZRE | FtEa T
WMTER -

- BEYM@EBSRBOR
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- BUMMEE IAM BUER
- BMANERALSBBER
- BRSREBHRELER
- FEER

- BYSWRAB

- RYFSMEMER

MEFMEF , FF2E (AWS Key Management Service B ABIEE) PWEFEESE,

AT RAE W ERB Amazon WorkSpaces #& & 2 & 5 v 2047 H0 23 18 A 7 35 Bl & ¥ o

aREE
RIREH

WorkSpaces B EE FimiR
REB

RERHE

WorkSpaces B EE Fimik
EEH

RERE

WorkSpaces &8 A Fimie

& R E

KREZUER

WorkSpaces & & A FimiR
BREEBIER

@ Note

AWS BB &R =
ERA

E A

E A

ERA

EFHEEZ®RME (ER)
ERA

E A

E A

ERA

Amazon WorkSpaces FBfEIE A FisEHA AWS AN MR RBEAZRBER , LEBEA

TRREINE
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https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
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T8, 6 FRAEFZESREXINAWSKMS 2. NEFEFHEEENFHENR ,

Key Management Service E{E,

3
®
b
>
w

Amazon WorkSpaces ¥ A Fis i #EH AWS KMS
Amazon WorkSpaces FRIEAFREEZSHBEE BRI EFEATFZESHR,
Amazon WorkSpaces FEIEAFIREEZLRBE , T EFZESHRAR THRIPRE

- #ixGenerateDataKeyiERZE AWS KMS BN & L,
. ﬂ%DecryQtﬁﬁﬂiﬁﬁi AWS KMS LAf# 22 =2 B9 & 8l

BE U ERBRBEEEFSESHBNFIUE, MREEFEM , Amazon WorkSpaces fEE Z F ik
RBEEIFHHEFEESHBNENEIMNESR , EEFERZREREKRNEE, fln , MREERIE
WorkSpaces & A Fin L FRNIREFMHES , BlIREREEAccessDeniedExceptionts
iR, WorkSpaces b7 , WorkSpaces fEEE E Fin st E i & A A WorkSpaces B R T FikiR
b

BUERFRESR

WA LAER AWS BE A AWS KMS API RERBIHBEFEFSESE,
BUHBEFEESR

FEKER (AWS Key Management Service BiZ AS1E5M) ANEVHBEF BE BN T ERET,

SHERERHEFZESBNFEIER., SEEFSESHBLERE—ESBBER , HHIERE
HUUFEASBEREFRAARNNRERR, EELEFEESRET , TUEESRBE., WEFHEENR ,
=20 (AWS Key Management Service BB ABIEM) PN EETFEHESRNEFI.

EEREFBE LB Amazon WorkSpaces B EEFIRERELRMER Y ATSRBEFARHFT
5| API #24E -

« kms:DescribeKey —RItEFZESMEFMEN , LUE Amazon WorkSpaces ¥ 8 5 i 1] A
BEeis,

« kms:GenerateDataKey : AFFAZEFEESBRMNBER,
« kms:Decrypt : AFFEAXTFEESRRBEZER,
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LA BB A LA A Amazon WorkSpaces BB & Fim T80 BERBRR X &6

{
"Statement":
[
{
"Sid": "Allow access to principals authorized to use Amazon WorkSpaces Thin
Client",
"Effect": "Allow",
"Principal": {"AwS": "*"},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "thinclient.region.amazonaws.com",
"kms:CallerAccount": "111122223333"
}
}
.
{
"Sid": "Allow Amazon WorkSpaces Thin Client service to encrypt and decrypt
data",
"Effect": "Allow",
"Principal": {"Service": "thinclient.amazonaws.com"},
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringLike": {
"aws:SourceArn":
"arn:aws:thinclient:region:111122223333:*",
"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333;*"
}
}
},
{
"Sid": "Allow access for key administrators",
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"Effect": "Allow",

"Principal”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],

"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [

"kms:Describe*",

"kms:Get*",

"kms:List*"

1,

"Resource": "*"

MEFBEBRERHREEHF TNFMERNR , 520 (AWS Key Management Service FiZ A EEFE)

MBEMY SREIETREHMAOMEN , FSH (AWS Key Management Service BIE A &

ERD o

# WorkSpaces fFEi X FiRiEER FEE S8
BALKEFEESREEATIERNE_BMNE

« WorkSpaces fFEIE T FimiRiE

BIURER | S LUEBEM Amazon WorkSpaces $E IR 2 F i A 3 h0 27 7] 5% B8 A & R
kmsKeyArn , I8EEE R &8,

« kmsKeyArn —AWS KMS BEFZE£ BN WA, RESH|/ ARN,

EFH WorkSpaces BEIEEFIREBEFNBEUTFZESBMMNEN WorkSpaces BEHE PR
HEF , WorkSpaces BEREE Fim#E B &t WorkSpaces R EE FinREBATFZESBRE,

NERER—EZANEREY AT E2FRERNELRNRE

;&III
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#overview-policy-elements
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
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https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context

Amazon WorkSpaces fE B & F i EEBER
AWS KMS ERAMZARMAENANRIFER , UZBERINE, ELENBERNBERPIESME

RER , AWSKMS S MFZATERIMBENES, ®ERZEN , FEFRDESHRHMER

Amazon WorkSpaces R EFimMZEAR

Amazon WorkSpaces & f FigEFfE AWS KMS ZiGHmERETERAHENNEZERE , Hh
#®% , aws:thinclient:arnfi{E% Amazon Resource Name (ARN),

LTRRENZEARR :

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:environment/
environment_ID"

}
LTREENEZEARR :

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:device/device_ID"

}

ERA M= AR EITER

FERYHBEFBELMIMNE WorkSpaces RREAEZE FiRIRBEMBEEERE , Kb UERKEHN
HEEREAMZEARAR , LEIZFEESRNEASN. MBRBFBEHIRE AWS CloudTrail =
Amazon CloudWatch Logs E £ B4,

FERNBEASRHYES TSRO FIER
T SMIERN AM BES | ERAMBARREHEHBESSE SR ER.

LTRETFRENBEARCEFHESRFIERNSRERRAXEM, WHRRRX PHREER
kms :Decrypt WA EEIEEMNEARRH INE AR RERAF

"Sid": "Enable Decrypt to access Thin Client Environment",

"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"},
"Action": "kms:Decrypt",

"Resource": "*",

"Condition": {
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"StringEquals": {"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333:environment/environment_ID"}

}

EZ 42 Amazon WorkSpaces B H & Fimfy % 8

B & Amazon WorkSpaces R AFmEREA AWS KMS BEFZE M , B LIEH AWS
CloudTrail @ Amazon CloudWatch Logs RiE#t Amazon WorkSpaces & A FinEixEE AWS
KMS EI‘JEE jio

TH&EHIRBEAM DescribeKey, GenerateDataKey. H AWS CloudTrail E#4Decrypt , AR
E£ % Amazon WorkSpaces B2 A Fig WK KMS B#1E , UFEREFSESBMZNESR

ETYEHF | BOLAEF encryptionContext B WorkSpaces B A FIRRE, A
WorkSpaces B2 A Fin sk B K& E LAY CloudTrail 4,

DescribeKey

Amazon WorkSpaces fBfH A Fix# A DescribeKeyRERERE KMS AWS BEEZE SR

THEHNEHIEHSCH DescribeKey B1E :

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-04-08T13:43:337",
"mfaAuthenticated": "false"
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},

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2024-04-08T13:44:22Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

Amazon WorkSpaces IR E Fin2# M GenerateDataKey BEMEER,

THMNEFEHEFCH GenerateDataKey B1E :

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l"
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
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"sessionIssuer": {
Iltypell: IIROleIl’
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"

iy
"attributes": {

"creationDate": "2024-04-08T12:21:03Z7",
"mfaAuthenticated": "false"

}

I

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:03:56Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"numberOfBytes": 32
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",
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"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

GenerateDataKey (by service)

E Amazon WorkSpaces B2 A FinfEMA GenerateDataKey@EFEEEA
B¥ , GenerateDataKeyiRESHARMEER,

GenerateDataKey BE7E KMS £ BERARX P AFF , HH Sid & " AFF Amazon
WorkSpaces & E A FisREMZEMBZER .

T 5IEHIEH S5 8% GenerateDataKey 2R1E :

"eventVersion": "1.09",
"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2024-04-08T13:03:56Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890abcl123D+efl1==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
I
"numberOfBytes": 32
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0dfba®@SAMPLE",
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"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

Decrypt
Amazon WorkSpaces B E Fin A Decrypt BRIEBEERL

THMNEFIEH 50 Decrypt B1E .

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l1",
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-04-08T13:43:337",
"mfaAuthenticated": "false"
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},

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2024-04-08T13:44:25Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890@abc123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
I
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

BREN®
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Decrypt (by service)

E WorkSpaces B EAFmEBEFIGRREIFZEEEAR , DecryptRIEFARMBERE
#l. Decrypt BE7E KMS £ BEERRNX P A5 , H Sid & " FF Amazon WorkSpaces f&f8
HAEHREMBNBRRER, -

THEHSHSTHER REDecryptFEGrant :
"eventVersion": "1.09",

"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
.
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
3,
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"

}I

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ca@00fb0dfba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

]I
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"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",

"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": '"Management"
}
—& T ik

THEREHEEFEERMBNHEMET
- MEHER AWS Key Management Service EXEI 2 MFFME R , FZB (AWS Key Management

Service B AEREE) -

- WMNFEHE AWS Key Management Service R HIEEKWFHMEF , F2E (AWS Key
Management Service Bz A EEm) .

S N

WorkSpaces fBEIHEFimgMEERB HTTPS Ml TLS 1.2 FRHMER, BUUFERAZRARERE
API oY | #&5EREIXE WorkSpaces BREIRE Fin, FRNGEREREER HTTPS =% TLS ERE

ETINE, BRER TR AWS £#8E, AWS e S5 RE = AWS SDK & E) WorkSpaces
ﬂ%ﬁaﬁiﬁﬁﬁ i, EtLEESEE LW T MEEER,

EREREHERTHERETNE  ARE
TREE

B LREBCHEEZE AWSKMS €8 RNZLENEFEH. MREEKRIEMEE | WorkSpaces
EEAEAFIREFEH AWS AN LS, B LlEH AWS SDK SREL S,

MR TERERALRE

ETE S A LA WorkSpaces BREIEZEFixg THERRESL , SERBEENSEERRENRE
o ELBFEE WorkSpaces FRAEEFirEREAT MBI ZLMEXEEF. RERKS
RRERNERREIERBENERAEEANESFMEN. WFEFMEFR , 2B Monitor your
WorkSpaces, Monitoring and Reporting for AppStream 2.0 2% WorkSpaces Web B9 User access

ERZLELR (HTTPS, TLS).

ﬂlll
kg

logging,
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65


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-monitoring.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-monitoring.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/configure-monitoring-reporting.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/monitoring-logging.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/monitoring-logging.html

Amazon WorkSpaces fE B H & F i EEBER

Amazon WorkSpaces B Z Figi) § 2 M FIEE

AWS Identity and Access Management (IAM) 2 —%& AWS fR¥ , AT GBI EE & T4 s ¥
AWS BRHNEFE. IAM EES T RHH#EETEIRE (EBA) NESEE (EFHFT) UEA
WorkSpaces BREEZFIHER, |IAM 2ETUREFEHA AWS RS 8 .

£}

- BRHR

- EASSRE

- EARKREEFIE

+ Amazon WorkSpaces f&fEE & 5 im i1 £ 8 IAM SE4E

« Amazon WorkSpaces f&RE & Fimiy & 7 B BUER €51

+ AWS Amazon WorkSpaces BB EE Fini ZEBE

o SREEHEAE Amazon WorkSpaces fafE R E B ik & o M1FH

BREHR

£/ AWS Identity and Access Management (IAM) AR EEFTRE , BURRBTE WorkSpaces $&5fE
BHEFHPETHIE,

RIEFERE : MREFE WorkSpaces BEHEFIRRERHNTELK , EEESALRHMENERE
MEFT, ERFERAEZS WorkSpaces B EE FimIhge RE1T TR , B FEEEANTA, 7
BRENFUNEERSF XN UHEEREEEREREMWET ., EEBEEFE WorkSpaces R & Fin
PR EIEThEE | FE2 R Amazon WorkSpaces R E F i & 2 M1ZH.

RBEES : MREAF L TR WorkSpaces BEEEFImEIR , 8 aEEE WorkSpaces fRfEiE
EF I TRZRRIR ., R0 RS2 % B AR RS (5 & FE X BRBRLE WorkSpaces BRIEIE S inTag
HR. B SAESERETRLN AM EBE | REELRBEAENNT. RELET NS
F, THRIAM HEAES, BEE—5 T RENTTHE WorkSpaces EIEE SR {EA 1AM #9175
R , 2B Amazon WorkSpaces BB R F F i A& 1AM E1E,

IAM BEEE : IRER IAM EEE  BERATHERUNMAREBEREE WorkSpaces fBEE & F iR
FEERNFHER. EERRETLUE IAM FERANEF WorkSpaces fBEREE Fin S 2 B BUR
a2 B Amazon WorkSpaces fBEEE Fimi) & 2 B BUR &5,
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RS EE

ErBRBFREAWS FHAF)BRRBZANAR, BHSEALLAWS IRFIRERES D, IAIMERES DR
BE IAM AERERE (ZEA AWS),

BULERZERE 7 RREENEE , UBESE D AWS B985 EA . AWS IAM Identity Center
(IAM Identity Center) &, BNRINE—ZAFDRFE , AREW Google 5 Facebook HEAE
¥, BRBAEEONES, BUBAEDBEAE  CNEEELNCRESER IAM BENEBIESE D,
EREABSE AWS B0 FR K, LEMEREAE,

RIBENFEREER | & LL% A AWS Management Console 5 AWS ZERA O, MEZE A
MER AWS | FB2ERAWS BA (ERAEER) FNIAMEALN AWS 1RF o

MRELLAWS BREZFTARXNER , AWS SREMBERZREN (SDK) MawHISE (CLI) , JfE
REN BRUBBREANESENER. IREFTERH AWS TE | IXEBTHESERER. 0FE
FARBNAEBTEZFHRNFREA , F28 (AM FAEER) FHERAR APl FBERHAWS
Signature £ 4 R.

EREERAMNES P RES L, AU SEERHEANZTLHER. I, AWS BEEERAZE
B (MFA) RIZEIRFNZ M. MEFEZER , F2H (AWS IAM Identity Center fER & EFE)
WZEEZREFN (AM EHEIER) P IAM FHAWS ZEEEZEH,

AWS tRF BRERE

BRI FF AWSIRF | B8t —EZEASSRE , RS0 TEBEEDIRFHHE AWS R M &
Ro WEHDHSA AWS 1R Theroot EAE | AIEIR MG HE LIRS E T B4 b ut MBRIFE AR
FEL MAERETEUREAEREAEER. REEVREAERRE  LKERARATREBER
EREATHNER. NFELEBNZRFE , THRFUREHAEZEANES , F268H IAM EAEE
MPNEEREAEBRRENER,

Be gD

BEHEER , ERAEERE  CRTECEEFIENERE €8 BS 5o RE4HE AWS BH
PR {55 P B R SR AFEY

BHEFrTRRELHNEEFEHAERH. Web H01RME. AWS Directory Service, Identity Center B
HREAEABRE D RFRENBAER AWS R FRHNERE, EBIS S 2 FEE AWS IRF
cHEeRE AR K MALLREMHEREAER,

HREFRNEEREEE , RAEBEEMER AWS IAM Identity Center, A LUIE IAM Identity Center H
BUFAENESEE  wUNERYRISIEZACH IS RFEPH—EEAE AWS tRF FEHE , UE

ERIDBE 67


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks

Amazon WorkSpaces fE B & F i EEBER

fEE MERAEXFFEA, WE IAM Identity Center BIEHAE T , 55289 AWS IAM Identity Center
FEHAEEEPHER IAM Identity Center ?

IAM fi£ i & M A48

IAM EAER PHE D AWS tkRF , EAE-ASSEBARXNSEN . ERERRKERNE
&, MARERELRIBRE PINEBNEFNEER) 09 IAM EAE, ERURBECARIIZENRER
REBEN AM £AE  ERCHPAENSR. NFEZEN , F2E AM EAEEETHATER
HIBENERARIERRBRTFMER.

IAM R —BIEE IAM EREELEN S D, SREUFESHEE, EUNERFER-XAZ
BERAEEENT, HEATREEABREAEFTNEFEEEARS, flU , BALEE—ERA
IAMAdmins HYEFAE , Wis FEEHEERE IAM BRI,

EREREAGTE, ERAEAEHRE-ASIEAENEZLEN EACNENREARAZEECHA
EHE. EAEHAXKANRYER K CALERHAKKER. NWFEZEA , F2R (AM £RE
R PR IAM ERENER RS

IAM B

IAM AR FEEREHRT AWS IRF N85, SELIAM EAE , EFEFENASHEREE, 52
HREE R IRE IAM A€ AWS Management Console , A AREAZYRE IAM A6 ( E8A ).
R LUEIB ALY AWS CLI 3 AWS API 2SR HET URL RIBEAE. MEEAASGN A EFRE
A, F2HE (AM EAEER) PREEAEN S,

FRBEEEN IAM AGETHERHIEEER :

- eSO FERAETFH — NENBRESSSERTA , FEVAG , YARCERTT. EHEEDE
TEYHER , XFI-7SHEACEVER , YERTHAGERNGT. NIEEHRHSACHNHERE
A, w2l (AM EAEER) PHAE=S52RHE #e) BXAG., MREFEA IAM Identity
Center , IZEEREHNATE, ABRFSFIREFRAUFIHAZS , IAM Identity Center #5F 7] SR B2
IAM R A EHEER . MEGRETISENEN , 528 AWS IAM Identity Center £ F ISP T
e

- HEIAM FERERT - 1AM FAESACTUET IAM ACRERHBETEEATENT,

- BIRFEFEVE . ZAIUER IAM A , AFTEERFHHEA (BENER) FEEIRFHEIR,
BAERBRTERFFERENEESR, T8 , BAXELE AWS R , BUUEZEKBEREZETER
(MTARFEAACHARE )., WETHREAACGNEREBRETERFENCZEANER , F28

(IAM EFHEIERE) S8 IAM P EER E EREG
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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- BRBEFE - GL AWS IR EAEM PRITHEE AWS RIS, B0 , EEERE P ETIRUE
ZREBEEEE Amazon EC2 H#I{TEAR R YT Amazon Simple Storage Service
(Amazon S3) H, IREATEEEFEAFUERNFTA. FARKACHERREELACKRHAITINE
%,

« BIEAFHITEREEER (FAS) - BEEMER IAM ERERACEETHTRER AWS , BERRAER
Ao ERFELERBE  BUREATEEBE , EMETRRBHAB S —EEE. FAS E£AF
W MEFEAFFA AWS IR |, i66 AWS BRI FBRE TFBRBREFER. REERBRIITER
Hft AWS fj#s = EREEFRETRRIFERE , T ERE FAS R, HIIBERT , BL4AEF/H
ITEMBEBIMENFT . WFERH FAS BRIEFNBRFMENR , F20H (BREFNTERER) .

- AR - RESERRBEEIN AM £€ , TRREMTDHE. IAM EES TR IAM RE
M. BRNMEBRREAE, NFEFMAES  F2HE (AM EREER) PHEIAGUEIRTA
B AWS R,

- BBERAC - BRERACRERE N —ERBAG AWS RB¥. BRBATURERKRENTH
Enae, RBEEFACEHRAEEN P AWS IRF | YHBRK#EES. IAM EESTRE , B
T Refm e AR5 E 1S A B /YT Al

« £ Amazon EC2 L #IITHERRER - B LUFER IAM SEREEE EC2 MTEB LT EARE
RNWEREEAER , URIEH AWS CLI 5 AWS API 553K, ER2 EC2 T ERAREERSE
WBEFAR. EEK AWS SEIEIRG EC2 BTERYSHREMRGHFIEEARESN , BELE
EZHTEABNFTERERE, BTEREEEIESXAC , XA TJFE EC2 HTERLIITH
BEXANMSHRERE. UEFHAENR , #F28 (AM FAEER) PHNEA IAM BEREFEFES
Amazon EC2 #{TER LHITHEAER.

ERABREEFHE

FRIIEBE Y BURIAG HE D & D HE IR AWS RIZH AWS FHEFER. BERR P84 , AWS
ERSGS,RNEFMABEBE , SERENT, EZRAA (£RE. REAEIACITHERER ) BHF
RE, 8 AWS FHEELEE, BERPHNFIIRERB AFRIEBFER. KSBBEE JSON X#
AWS WEAFRE F. MF JSON BRRMNHERBNARNFMEN , F28 AM EHEERETH
JSON BB

EESWLER AWS JSON BURRIEEH T AFHAR, twpER , BHMEERE T ERE T oA
FEER#AT IR B

HERERT , ERENACREHNT. BERTEAEHEMFZERANTRENT , IAM EEET
LB IAM B3R, A%, EEETUE IAM BERMEEAE  FAEERBTELAE.
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IAM BURERZBENTA , BREERTES ERBTRE, fl0, BREREE—EAF
iam:GetRole BIERMIBER., EBEBURKMEAE A LA AWS Management Console AWS CLI,
API AWS BRBABE .

BoBEER

o BBRERLMME S5 (Fla0 IAM /A&, EREFEANAR) B JSON FFATBERN A, ELR
RAEH S EMERG TREBEERATHEDF, NFTHRUMELSIEBER , F2H (AM
ERAEREE) PHEBEFEEBRRER B IAM A,

BoBERRTE-SDERARBRHAZERR, ARBREEZARINE—FHE, FHEHAE,
ZERRRBYNBCR , BUEES A ECHE. HENAE AWS IkRF. SEBXRZHE AWS
ZEBRRNEFZERR. UFETHNMAERERRRARBKR ERE  F28 (AM EREE
) PREZEBCRMABRBERERE,

EREBE

EREPRREZEIER JSON BERXH, BEREBRNZE REHR IAM ABEEBERMN
Amazon S3 REFATEER, EXEEREBRNEETS  BREEESTUEAEMARZHESEER
HEDRER, BRIMNBRNER  BREEREENEB AIUAZERAITHBEAREMERET
HITHEME, EXRAEEREBRITEEZR. ZEXATNESRFE. £RE, At BESEIERE
= AWS BR7.

BEREBERVAZBBEPHNARBEK, EEEZENERAEBVBERPEARE IAM B AWS ZE
B,

FEEFFE (ACL)

FHUZRHEE (ACL) ATZH LR (IRFXE., ERENAR) BEFHEERNTA, ACL BZEHUR
BREBER , BEMFER JSON BRI HEN,

Amazon S3 AWS WAF#1 Amazon VPC 2 & ACLsHIRIE&EHl, MEH—F 7T# ACL , B2 H
Amazon Simple Storage Service B A BI5RmPHFEUEHEE (ACL) #1E,

HtBeREE
AWS X RHMBAERNBREE, EERRBETRERE RBRREER FENGKKFFT.

3

- FARR-FUHER-EERDRE  THERES I EBERERT IAM B8 (AM £AEHAR)
MBAFFA. BUNAERREFAIRR. MEENFITERERNS D EBERMEFT A SRR
o B Principal M FEEERAENACHNEREBRUATSZIFTRRRG. EEEK
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RPN ARERHEBRXAN. UEFTRARNFHES , F2E AMFREEREHN IAM E8
ST SR BR.

- BRIEIEFIEZK SCPs) - SCPs=& JSON BUR , Al E FEMIAMEN (OVU) WEARFFA AWS
Organizations. AWS Organizations @ —BAR 7 EMEPEEELEREE AWS IRF 2% R
%, BEMAEBTHAETIRE , BRI RBIZEH B (SCP) ERAREAHMAEIRS. SCP &R
HIKERFHERNGT K SESEEE AWS IREFBREHAE, WE Organizations 1 SCP #YFF4H
B , 5528 (AWS Organizations fER&EIEME) T RIEEEBER,

- BRIEFIBX (RCP)-RCP 2 JSON BUR , JARBELIRFHPERN A LR , HKEUE
BEAXBRAZEEFNHMMELFAEENEEERN IAM B, RCP SRFIKEIIRSE FEIRN
O, XA EFG SN ERTT , BB AWSIRFRERE , ERTCHARTBRZNAER.
1% Organizations l RCPsHIFHMIER , @EZE RCPs AWS IR By JBE , F2BAWS
Organizations ( EAEEFE) PHERZEFIBE (RCPs).

- TERSERBUR - TERBBRR —BHBECK , SN EERRERANFRNEIAGRBEER
ENERIERERRE  HASHEE, MELEIERBRNFTESREAEIACH SIS RBRMNIHE
PEERBURMI RS, AL A IRBEEREBR., MEEERETHNARIEBHSEEXAN. NEFH
WER , F2E AM EAEREEPH TERERBEK.

ZRBREE

BEZERRBBEERIFERE , HERFRNFUSELAEM, EMHBIER, FE 7 HNM AWS £
BREZFEHRBBEFRERBAFNBR , F2H (AM ERHEER) BRI EESE,

Amazon WorkSpaces (&= & F g A B IAM E/E

TE&FEH IAM B WorkSpaces BEREE FinNFEER 2 , 55 7 HE WL IAM ZhEE T H
WorkSpaces fREEE FinfE Ao

A& Amazon WorkSpaces R & Fin B E AR IAM ThaE

IAM Zh&E WorkSpaces R EFin X &
SO BBE =
ERBBER B
BERBE =
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RIS ERHE &
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(AM EREER) PHVE IAM AWS EEEHN R,

WorkSpaces BEEEFimAN & 5 BB
TESSBEBEK: R

SO BBERRALKME S 2 (Fla0 IAM ERE, EREFHERAE) K JSON FFAIBERXHF, ELEHK
R EH &7 EMERG TRREBPLERATHEDSE, NFTHROAMELSSEBEK |, F2EH (IAM
ERERERE) FHREBEFERBREZRBR] IAM AT,

£/ IAM 2 BEBER | BUIEEAFRIEBNBENER , UREMERG T RFREEEE. &
BEESIEBRPEETIR  RASESEMAZEENEAESAR, NETHEE JSON BERHE
RBFrE s , F2ER (AM EREERE) T8 IAM JSON BETES £,

WorkSpaces B E Fini 5 5 B BEREHI

= ER17 WorkSpaces B EFin & 7 BB EKEH , 552 BAmazon WorkSpaces B EE FimkY
5o B BUER &4

WorkSpaces B EE Fin AN EREBUER

XEEREBK &
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ERAEPBER 2 INEERN JSON BERXH, BEREBRNSE RSEHIR IAM BEEEBERA
Amazon S3 REFATRER, EXEEREBRNEETS  REEESTUEAEMARZEHHESEER
MFEER. BRMIIBERNER , BREEREEN TR TUHRRERATHEEARE[AERET
BITHEE, BLAEEREBRITEEETE. ZXATUIEIRE, £AE. A, WSS ERE
= AWS BR7.

MERRABEIRFFIE , SrlEEEEMIRFANFIAIRFR IAM B2 , HAEREBRN TR,
MEBRFEIRETEREEE , AREBMGEERAEN —¥, EZERANERURTEMLER AWS ik
F ., EERFHH IAM EEEUXARTERIAER (EAEHAR ) FRERNFT. HEBKS
SERRKEZIERRRENT, T8 , MIREREBREAMERFFNERRETER , ENRTH
BENANBEDBEBR, MEFHHEER  F28 (AM E£AEERE) 98 1AM RIS EIRFEG

WorkSpaces f&EE & Fim iy BEREIE
XEBEREE: 2

EEEWLER AWS JSON BERRIEEH T UAFRAR, 2R , BMEZEEMCBERS T UHA
EEREITH LB F,

JSON BRHY Action TEREHRETWUARAFRIEBBRPEFINEMF, BERBFEY EREAER
Bt AWS API REMERINER, B —LFIIMNRR , AIAURBHERFE AP BENERFFUEFE, tE L&
EEFZBRTNZEEFE. ELBANBFERAMKEIF,

HREERABERE TUTHBBBENFTT.

EEEE WorkSpaces BEEEFIHHERNEE K F2E (RERESZE) BH Actions Defined by

Amazon WorkSpaces Thin Client,

WorkSpaces FEIEEZEFin PN BEBESESEZHFERAUTTEE -

thinclient

m

BEAE-RAXPREESEEDE , FUERIRBEM , WTIEFFRR

"Action": [
"thinclient:actionl",
"thinclient:action2"

]
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= EMR WorkSpaces BEHEFin S 2 BBKE S| , 552 BAmazon WorkSpaces BB E & F ik
5o BBREH,

WorkSpaces B EE F iy BERE R
XEBRER : =2

EESWLER AWS JSON BURRIEEH T AFHAR, twpiEaR , BHMEERE M BERE T o8
EERHAITHLEBIE,

Resource JSON BHERTEZTEEEEABENYH. AN EEE Resource = NotResource
TE, REEEEFEAHE Amazon Resource Name (ARN) RIEEER, Bt EREERER
HEME (BAERBRFET) REEM.

HRAXEERERFTAINEE (PS5 HRE) , FEABRAFER () RRTEEXERARAEER.

"Resource'": "*"

EHELEE WorkSpaces FEEEFImEREEKRHE ARN WEE |, F2E (RBERESE) 71
Resources Defined by Amazon WorkSpaces Thin Client, ZE 7 &7 LAE A BLEEREBEER
B ARN , 55283 Actions Defined by Amazon WorkSpaces Thin Clients

= ZMm1R WorkSpaces BT Fin S 7 BBKEH , 552 B Amazon WorkSpaces B E % Fink)
B0 BBREH

WorkSpaces f&EE & Fim iy BUR R4 88
XERBEERRREEIR =2

EIEE A LMER AWS JSON BIRRIEEH AIUERMAR, WHER , BHMEE B BERA T oSt
FEER#TIRLEBIE

Condition jt# (8 Condition [E#f) AIEZIEEERAX ERMN R, Condition TERERAE
H. BAIUBYFRAGFRFEE FRREEEN BINERSIR) , REHBEFNRGEMBRPVE,

ERERRXHIEEZME Condition tE , WEEE — Condition TEFEEZERSIE , AWS
SEAEE AND BEF G, MREBAE—RUHRSIBIEESEE , SFERBEORRE AWS Ff4
R, DEARFEFERYE , TEREFRRHVETFT,
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A EEERGREARBMLESZH. flW , BAURECERECRE IAM ERERBERRE ,
HENERNFFARTXIAM ERAE. IFESEF , F2H IAM £AEERETHN AM BETE £
BHER.

AWS X ELEFRG SRNBBRBEN IR SR, EEZEFTME AWS 2EKFR4RSI8 , F2EH (AM
EREERE) PHAWS 2EERHERE RS,

EEEE WorkSpaces BEHEFIRFGRNEE , F28 (RERESZE) FH Condition Keys for
Amazon WorkSpaces Thin Client, & E 7 & o] UE B B EFNE IR K488 |, 552 B Actions
Defined by Amazon WorkSpaces Thin Client,

= EZR17 WorkSpaces BEEEFim S 5 B BEKEH , 552 BAmazon WorkSpaces B E & FimkY
55 B BUERE A,

WorkSpaces B EE FimH#Y ACL
YEACL: B

TFEUEFIEE (ACL) AHEFIBL TR RFKE, FRERNAC) HAFIEERNFFAT, ACL EHR
ERAPR , BEMATEM JSON BERMXHFER.

ABAC E2 WorkSpaces B E Fif
Y& ABAC (BERHFIESR) : B

B R FHEUES] (ABAC) R—EREXRE , TRIBEMRER T, £ 7 AWS , ELBUHBRER,
LA ERERD IAM BR (£RAEHAE ) MFE AWS Ef, AERMNERMN LHFERE ABAC
ME—F, BEBERE ABAC BR , A EEZRNEREAEEAFHNERERETRIRE,

ABAC ERRENRETFHEREY , Yt ERREELERERKRAH.

MERBERILHIEE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4 %58 , ZEERNFGETED , RHEREA.

MRBHEXESEEREENH=ERG SR  DEZBBEMS , EA Yes. IRBBEIBERLE
REEN =@ Fk4 R , BIEA Partial.

% ABAC WEHHEF , 526 (AM EREERE) PHEM ABAC REESRT, IEEESHR
E ABAC ZERNHEZRE , F2H IAM EAEREREPHEHABHEEFEUES (ABAC).

#& iS5 R B B2 WorkSpaces B E S i iE B 6
TERREERE 2

Amazon WorkSpaces f&EH % 5 i A £ E 1AM E4E 75


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkspacesthinclient.html#amazonworkspacesthinclient-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkspacesthinclient.html#amazonworkspacesthinclient-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkspacesthinclient.html#amazonworkspacesthinclient-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkspacesthinclient.html#amazonworkspacesthinclient-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html

Amazon WorkSpaces fE B & F i EEBER

ELEARREAEBNEAR , 5L AWS R BHEE. IFHMEF , 2 HEHLE AWS R £H
mEFEAER , F2H (AWS R IAM EAERER) PR £/ 1AM,

FRIE AWS Management Console £ fEAH & B BMBBUNNEME EZEZEA |, AERREEAR
B PII, EEAWS EAATNE—BA (SSO) BAFE B, REFRLDRUBHBARL. X
BUERAESSBEATES , RRVRACGK CSEDRVERER. NRURACGHFMEN  F
28 (AM EREER) PRREAERE IAM A6 (F2A).

BATLAMER AWS CLI 5 AWS APl FEIZU R EAER, RE , SuUFERAELEREAETRRE
B AWS, AWS BELHEELBIFEAEZR K MAREARPENRSE., MEFMEEA 6 B2
IAM RV E B2 2 BH.

WorkSpaces /BB & Finfy i RIS E 851
Y EESEINITERE (FAS) : £

EERER IAM EFRESAGE PHTEBER AWS , ZERRAZTEA. EFARLERKR  BAES
BITEEEE , EMETRBRBEPREE S —@EFE. FAS ERAMFN WEFTEAFFT AWS R , F&
AWS BR#% FERE TEBBREFR. AAERBWRIFREHM AWS R S ERE B sETRE
ARE , TERE FAS R, BEUEBERT , KL EEFWITEMERENFTT. MFRH FAS FXRE
MBEREFFHEER , F2RERFMIFRER.

WorkSpaces BT PN REAE
EREAR . &

REAGRRBEEN IAM A6 , AIMREATERE, IAM EEE UK IAM REY, SRR
At. IFFHMEF  F2H (AM ERERER) PHELACUEIRET T #1E AWS R#.

/A Warning
BFEREACHET A A REE P BT WorkSpaces BB EE FinIhae. R B WorkSpaces BEH%E
Fimit155| , TREGERBAE,

WorkSpaces R E Fin R EFA G

XERBELAE &

Amazon WorkSpaces f&EH % 5 i A £ E 1AM E4E 76


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

Amazon WorkSpaces fE B H & F i EEBER

BREEACRERE H—ERBAE AWS . BETUBERREATHENAS, HER
ABGHLRELN B AWS IEF | WABBHE, AV ERETLRE , BT LRBREEERA SN
A,

NMERVREERHEEACHFMER  FSEAEE IAMEFENAWS BRI, EREPSEKRTE
HPEeRBEELCHTH Yes, RIERER , DIREKRBHRILERS B XM

Amazon WorkSpaces B & Fixty & o & B & 51

KFERR  FAENABTEREILSRIEHN WorkSpaces BRI E Fig ERAVEF A, 1 th &% H
AWS Management Console, AWS Command Line Interface (AWS CLI) 5% AWS API R#1TEH,
EERTFHERAEHEMEERATEENET , IAMBEEEWLEN IAM B, RE , EEETLUE
IAM BERFTEZEAE , FREERBIELAR,

WEE T AR fE AR IE L Ei ] JSON BURSMHE I IAM 55 BBER | 528 (AM FAEER) $HE
M IAM BUE (E#8).

WMZEHREI WorkSpaces BEHEFinERBEMERBERNFMET K SREEERERHN ARN 1%
R, B2 (REEESE) F1 Amazon WorkSpaces R ZE Finiy 84, ERME4EE,

&

- BREEER

 f£F WorkSpaces B EFix LA

« &F WorkSpaces {5 8% = i kY It B 7 BV

- AEAEREMEMBECSHET

« ®F¥ WorkSpaces B E Fini T ZZEER

HRREEH

BoBBRREHEEIRFPNERBASRAATUEN, FEIEMBR WorkSpaces HBREIEE Fin&E R
ELEMETRESELRN AWS IREFELAER, EREVYSFES S REBEKRE  BERTNIERARERSE
13

- FIEER AWS SEBRRI BRI KEERTT - EERBRFIRTENCERAENTEER , FEH
BT R TS EREARAN AWS REBR., ©MTELN PEMH AWS IRF, RAIZREESR
BREREARI AWS WEFZERXR , ME-FRDH . WFEZEA , F2H IAM EAERE
PR AWS ZERRSEBBAENAWS ZEBXK.
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- ERAREHERT - RE IAM BERNFAR  FERTHTERMTNAT. KERLEN , B
LESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEAES , F2EH IAM EAERERETH IAM PRIBERMET .

o 5 IAM BUR B R4 — SR EIFEE - S LUSRAFTIEZEBER |, URFIEBEMNE RN ER.
il |, AR BBORGMY |, IEESBMFEA SSL BIEFMERE R, MRFBBEE Sl £HREEE
AWS FRF , &t 0] LAGE A R4 2R 1R F 2 EUE AWS CloudFormation., INEFEMER , B2 1AM
EAEEEHR IAM JSON BETE | E4.

« f£/ IAM Access Analyzer B IAM BUER |, fE{RFT I 24 B 7 IE%E1E - IAM Access Analyzer B
THBEMBAEER |, BRELBERER IAM BURFES (JSON) fl IAM FRIEEH ., IAM Access
Analyzer {2t 100 ZIEBERRERVETTHNER , IHBERERLBERANBE. WEFEE
#,F2E (AM FEAEERM) PHEA IAM Access Analyzer B2 7 BUE

- FESEEERTE (MFA) - MRZHRPIFE IAM EHES FHNREAE AWS tRE |, BB
MFA URSR£%, MFEEMFU AP RERKFER MFA | 51§ MFA (REFFEZENBER, W
EFHMEN , B2 (AM EHERE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntml|# §V3EiB MFA B &£ API 7FEL

WE IAM A REBBNEEER 720 IAM ERAEEETHN IAM Z2HEEH,

£/ WorkSpaces FfEEFinE#E &

ZEFHL Amazon WorkSpaces fBEi R E i as , B4 BREREARN —HHT, EEFIMHE
AFFEHIH TR B WorkSpaces BEEEFinERNWFHENR AWS IRF, MREE HLEEARNL
EFTEBRENE2EBEK , AIBREERBENER (FAEIAE)ME , TEEAMELINTELE
&,

HAENIW AWS CLI 5| AWS API WERE | BREEAHTREEREHT. Rz, REAHERSF
SMMERHNTZ AP BIENEERTIT,

¥ WorkSpaces B &= Finhy B FEUE

WEFIERBA I ST R |, o5 IAM E A E IR WorkSpaces BRI E FiniHRE | BRETEE, It
BUREEMERA AWS CLI 5 AWS APl EEZ2ASHER LRI EENEFT,

JSON

"Version": "2012-10-17",
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7

]|

"Statement": [

{

"Effect": "Allow",

"Action": [
"thinclient:GetEnvironment",
"thinclient:ListEnvironments",
"thinclient:GetDevice",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:GetSoftwareSet",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"

1,

"Resource": "arn:aws:thinclient:*:*:*"

"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"

"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:poxtal/*"]

"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]

"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]

TERERBMFIBE ST

WEHE REBUMEIBER , AFF IAM FREREKRNEBAEAESINAREZIERR, HWBEE
SEEFEAFHMEA FHAWS CLI AWS APl URRRERE A X TR B ENSFA .
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N

BUR )
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

B F ¥ WorkSpaces B E & Finly TEFZEER

L &G 451 3R B8R N4 22 31 1% F WorkSpaces R HE Fin IAM A EZEEZIENBER, LLEEISEA
AWS CLI 5t AWS APl EX A HER LK ATE WorkSpaces BREEE FinBERNET A,

JSON

"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Action": ["thinclient:*"],
"Resource'": "arn:aws:thinclient:*:*:*"
}I
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:poxtal/*"]
}I
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
},
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}

AWS Amazon WorkSpaces B EZEFinl SEBKR

AWS SEBRREH AWS AWS RERKRBUMEENBUBREEATZSERARMRMFFT , UER
AR ARG A E, FHEANAE,

FARCIE , AWS REBRARFTERTFTRECARIINSFEERT , RRELFTAHAE AWS &
FfEM., RMI2BEEREARIEBNESEERR , WEE SRV,

REEESTE AWS SEREPEZWNLT, R AWS EFHZ AWS EREPERWNGT , IFHE
EPREENTEETIAEGD (EHE,. BENAR )., EFMN AWS R BB API EAETH
RERBEAR , AWS REWBEEH AWS ZEBUR,
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WMFRFHMER , F2EH (AM EREERE) P AWS ZEBXR,

%II

AWS ZE B : AmazonWorkSpacesThinClientReadOnlyAccess

& A# AmazonWorkSpacesThinClientReadOnlyAccess BUREEE IAM B 5, BERE#HT
EFEHET AR F WorkSpaces FEIEE FinfkE R HMEK Mt UFLZEBRRNFAENR , F2H8 <
AWS SEHEZSE) FH AmazonWorkSpacesThinClientReadOnlyAccess,

AR
BREDEUTH,

 thinclient (WorkSpaces fEfEIEE Fin ) — AFFHEFEATE WorkSpaces B E & FinEiF.

« workspaces (WorkSpaces) — 7t ¥R WorkSpaces B & FMEME B BT, EARBELZRN
WorkSpaces &R 274 B WorkSpaces fBEHEFiHmHER. ©HAMRE WorkSpaces BEEE F iR
AWS I*Eﬁq:@ﬁ_\égﬁl N o

- workspaces-web (WorkSpaces Secure Browser) — 7t 8 #ii WorkSpaces Secure Browser
ADHEEFERERENGT, ERARMRESREN WorkSpaces Secure Browser ER 25 5
WorkSpaces BEHEFIHHEA. ©tHARE WorkSpaces BREEEZEFix AWS FEAPERELE
o

+ appstream (AppStream 2.0) — L FF#R AppStream 2.0 BT, EAREEN AppStream
2.0 EIRREE WorkSpaces BREEEFIHHER. © AR WorkSpaces FBEEEFix AWS Fi2
APEREEER,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowThinClientReadAccess",

"Effect": "Allow",

"Action": [
"thinclient:GetDevice",
"thinclient:GetDeviceDetails",
"thinclient:GetEnvironment",
"thinclient:GetSoftwareSet",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:ListEnvironments",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"
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1,

"Resource": "*"
I
{

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"

1,

"Resource": "*"

"Sid": "AllowWorkSpacesSecureBrowserAccess",

"Effect": "Allow",

"Action": [
"workspaces-web:GetPortal",
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

1,

"Resource": "*"

"Sid": "AllowAppStreamAccess",

"Effect": "Allow",

"Action": [
"appstream:DescribeStacks"

1,

"Resource": "*"

AWS ZEBUER : AmazonWorkSpacesThinClientFullAccess

& A # AmazonWorkSpacesThinClientFullAccess BUREREE IAM &%,

B BREAR TR

FTAI#R T WorkSpaces S EE Fin R R EMAEKME, NFLIEBRRNFMENR , F2H (ZEK

RSEIE) PH AmazonWorkSpacesThinClientFullAccess, AWS

ATAI R E A
BRI EUTHA :

AWS ZEHXR
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« thinclient (WorkSpaces BfEEEFin ) — AFFTEFEFTE WorkSpaces B E FimEE,

- workspaces (WorkSpaces) — /. FF iR WorkSpaces B & MER B BRI, EARBELZRN
WorkSpaces &R =& E WorkSpaces FREIEEFintHE. © AR WorkSpaces R E Fi%
AWS R AHFHETELEER,

- workspaces-web (WorkSpaces Secure Browser) — 75T #iiR WorkSpaces Secure Browser
AP ERERENTT, ERARRESRL WorkSpaces Secure Browser &R 2 & Bl
WorkSpaces B E S *E%&‘o © th A TE WorkSpaces AR E Fin AWS R EFERELE

I\o

« appstream (AppStream 2.0) — L FF#®R AppStream 2.0 BT, EARREEN AppStream
2.0 EIRREE WorkSpaces BREEEFIHHER. © AR WorkSpaces FBEEEFix AWS Fi2
BHERELEER,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowThinClientFullAccess",
"Effect": "Allow",
"Action": [
"thinclient:*"

1,

"Resource": "*"

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"

]I

"Resource": "*"

"Sid": "AllowWorkSpacesSecureBrowserAccess",

"Effect": "Allow",

"Action": [
"workspaces-web:GetPortal",
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

]I
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"Resource": "*"

iy
{

"Sid": "AllowAppStreamAccess",

"Effect": "Allow",
"Action": [

"appstream:DescribeStacks"

1,

"Resource": "*"

WorkSpaces BB FimEMHMZ AWS EBE

-3

AmazonWorkSpacesTh
inClientReadOnlyAccess — B2
BEABE

AmazonWorkSpacesTh
inClientFullAccess — 2 E#7 X
&K

AmazonWorkSpacesTh
inClientReadOnlyAccess — 2
BEAHBR

AmazonWorkSpacesTh
inClientFullAccess — #TBUER

iR

WorkSpaces & E Fin 2
FHEER , WEEsEEFEE
AR WorkSpaces E#R Bl & #Y
BREBEGF,

WorkSpaces fBfEEE Fin
FEHFBE , LAE8E WorkSpace
s ER BB KB REEBET T,

WorkSpaces fBEEEFin
EHBER , LAEE AppStream
2.0, WorkSpaces Web
WorkSpaces H9& BRBEEGT
ml,

R Ht¥ Amazon WorkSpaces
REEF iRk TR

DR FrEMEERENERT
B,

B #

20251 H9H

20251 A9 H

2024 £ 8 A9 H

2024 £ 8 A9 H
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gE

AmazonWorkSpacesTh
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WMEFMESR , FSE BT WorkSpaces A K Finiy T BIFEER.

BB =


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

Amazon WorkSpaces fE B & F i EEBER

RREEARF WA AR AWS 1EF FEFEKA WorkSpaces BREIEE Fin &R

BREY—EAE  BEHMIRFHNEREREEBABHNASTFIENER, S UISEE R
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EREHREHARAEER LUTREERTHUTHERRENES (HN , KREFAEEMEE ) .
EEUBAENTHRE, ENSHBERAEERNNED. RBFER , CloudTrall TELHERSE
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BEREHFXLTENNER., WFE CloudTrail EEMFMER , F2 B AWS CloudTrail EE,

A LAE A CloudTrail £# & CloudTrail API #4E AWS CLI , 524k WorkSpaces & E A F ik &R
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TRINEEATLAGEHE RS HH WorkSpaces BEEAFHERAR, ERSHEE (X125) &1
TEE TSR CloudTrail EE & LN ERSHERBEFEZENE. resources.type EMEETRE , &
SEMEA AWS CLI 5 CloudTrail APIs 32 EE PSS BB R IEEZresources. typeff. o#Z
CloudTrail W& R APl ERTEHHERBERBRECHE CloudTrail B API FEIY,

EREHERE (FER) resources.type & ZC8% 2| CloudTrail W& API
ThinClientDevice AWS: :WorkSpacesThi * RegisterDevice
nClient::Device « UpdateDeviceDetails

BT LAER T PE S IR HN S SR EFIZ eventName, readOnly H resources.ARN 1 ,
DERSHEZEENSEH, WFEELEHMUNGFMER , F2BAWS CloudTrail APl & &
#JAdvancedFieldSelector,

CloudTrail F#J WorkSpaces ffE A F IR EEEH

EEEMHRMAE ERLHTHERRENMEBENR AWS IRE, ELUBARG FEHRE, RIETHE
5% , CloudTrail ;&2 EEEH,

Amazon WorkSpaces & # f Fin & 1§ FTE WorkSpaces B R A Finie s P HEHIRERHEAETES
¥, 1 WorkSpaces % H A Fi%ic# 2 CloudTrail B9 Amazon WorkSpaces ¥& & & F F i 5 4| F
HRVEBE , 5528 Amazon WorkSpaces & A Fiwm APl 2%, WorkSpaces CloudTrail

WorkSpaces f&f 2 A F xS 4 £ 5]

—EEHAREMARFRHENE-FR , XITEFR AP RENHEBEFA. BRENBHNERD, 7
28%F. CloudTrail BFEFERTRLHE AP FIUN ESFHEERER , RUSEHT S MBS EIRFE
Ro

AT EHIEERE CloudTrail B8 788 RegisterDevice #1E,

{
"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

.
"eventTime": "2024-06-19T17:13:447",
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"eventSource": "thinclient.amazonaws.com",
"eventName": "RegisterDevice",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {

"dsn": "G1X11X11111111XX",

"activationCode": "xxxlxxx1",

"model": "AFTGAZL"
I
"responseElements": null,
"requestID": "f626fb2b-a841-4b87-9a9b-685a62024058",
"eventID": "214385d7-9249-4f60-af56-b4c951e0491d",
"readOnly": false,
"resources": [

{

"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111111111111",
"eventCategory": "Data"

AT EHIFERE CloudTrail S48 &1 UpdateDeviceDetails &1k,

"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

},

"eventTime": "2024-10-21T17:46:27Z",
"eventSource": "thinclient.amazonaws.com",
"eventName": "UpdateDeviceDetails",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,
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"requestID": "7d562fcf-a9ce-40da-9e5c-9ef390b8b83c",
"eventID": "f294b614-b00c-45ef-b293-cd389121033a",
"readOnly": false,
"resources": [
{
"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111
}
1,
"eventType": "AwsServiceEvent",
"managementEvent": false,
"recipientAccountId": "111111111111",
"serviceEventDetails": {
"settings": {
"network": {
"ethernet": {
"addresses": [
{
"gateway": "gateway",
"localIp": "localIp",
"type": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
},
"networkInterfaceInUse": "ETHERNET",
"wifi": {
"addresses": [
{
"gateway": "gateway",
"locallp": "locallIp",
"type": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
}
},
"peripherals": {
"bluetooth": {
"enabledStatus": "ENABLED"
},
"keyboards": [
{

"name": "name",

:device/DEVICE_ID"
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"type'": "USB"
}
1,
"mice": [
{
"name": "name",
"type": "BLUETOOTH"
}
1,
"sound": {
"microphones": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
}
1,
"speakers": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"

]
},
"webcams": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "USB"

]
},
"powerAndSleep": {
"sleepAfter": "FIFTEEN_MINUTES"
}
},
"updatedAt": "2024-10-21T17:46:27.624Z"

}I

"eventCategory": "Data"
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{
"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"thinclient:ListEnvironments",
"thinclient:ListDevices",
"thinclient:ListSoftwareSets"

1,

"Resource":"*"

}
]
}
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