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https://docs.aws.amazon.com/appstream2/latest/developerguide/what-is-appstream.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html
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https://docs.aws.amazon.com/appstream2/latest/developerguide/getting-started.html
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https://docs.aws.amazon.com/appstream2/latest/developerguide/tutorial-image-builder.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/active-directory.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-create
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-install
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-add
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https://docs.aws.amazon.com/codebuild/latest/userguide/cloudformation-vpc-template.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/create-vpc.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setup-saml.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/create-web-portal.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/test-web-portal.html
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https://eu-west-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-1.console.aws.amazon.com/workspaces-thin-client/home
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https://ca-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://ca-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-central-1.console.aws.amazon.com/workspaces-thin-client/home
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https://eu-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://us-east-1.console.aws.amazon.com/workspaces-thin-client/home?region=us-east-1
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Amazon workspaces Thin c‘.ient Amazon WorkSpaces Thin Client
Affordable, easy-to-manage thin client for secure access t0 | mm—GEb-

enabling users to securely access virtual desktops.

virtual desktops Gl [ o oo 1 |

Pricing

-, You pay up front fior the WarkSpaces Thin Client
H ow It Works device, plus 3 monthly service fee per device to
manage, menitor, and maintain your thin client
fleet in the WorkSpaces Thin Client management
console.

Admin management flow

nmore abo ESpi Thin Clien
i¢ing [
{
J(
Y <
Amazon WorkSpaces s Amazon WorkSpaces Thin Client
Thin Client Administrator sets up Administrator copies End users enter activation  Administrator manages, devices
Cost-effective, secure, Amazon WorkSpaces, activation codes from code to register the device monitors, and maintains
and easy-to-manage Amazon WorkSpaces Web, Console and emails and log into their virtual WarkSpaces Thin Client
access to virtual desktops or Amazon AppStream 2.0 them to end users desktop environment fleet and controls
T B in desired AWS Region access through device
to associate with management service

‘WorkSpaces Thin Client
service
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https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
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* Amazon WorkSpaces
» WorkSpaces FEAER
» Amazon WorkSpaces Z< BIE 23

BHRERFFZSHAERE | URET UREA — L BIE.

® Amazon WorkSpaces Thin Client

Cost-effective, easy-to-manage thin client to securely access AWS End User Computing services.

WorkSpaces Thin Client > Environments

Environments

This is a list of all WorkSpaces Thin Client environments that you manage.

v Getting started

To create an environment follow the steps below. We recommend reading all the necessary steps before proceeding.

Enter your environment details Select your virtual desktop provider Send the activation codes to your device users
Create a name for your environment. This name should be descriptive and unique. Oryoumay ~ You will need a service to provide your users access to their virtual desktop and compatible Once your environment and virtual desktop service are set, you will be provided with a unique
choose to use the default name. You may also add users and groups to your environment. resources. Amazon WorkSpaces Thin Client can be set up with WorkSpaces, WorkSpaces Web, activation code for your set up. Provide this code to users for them to access their virtual

or AppStream 2.0. desktop.

Environments (6) nfo C [ Actions ¥ Create environment

Environment connects virtual desktop to the device.

Q Find by attribute or keyword 1 2 >
Name v Virtual desktop service v Virtual desktop service ID [ v Activation code v Device count Time created v
Environment 01 WorkSpaces d-00000000 gheltpas 1 October 16, 2023, 20:38 (UTC-07:00)
Environment 02 WorkSpaces d-00000000 ghisrax1 1 October 13, 2023, 11:38 (UTC-07:00)
Environment 03 WorkSpaces d-00000000 T ghl13e0p 0 October 03, 2023, 21:22 (UTC-07:00)

E
3 Cloudshell  Feedback

t 04

Cookie preferences

JIHERRN S AERE. TRIMBEFHNSEATEREEELN,

Element B
Name R b 3R 35 A0 B ek Y M — SR B 7F o
E R R WIREFRANEREAIESRE,
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https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/what-is-appstream.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/what-is-workspaces-secure-browser.html
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Summary
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WorkSpaces B EFRREREERKENE LT, BEAREHNE —ETENSBREZFHERAR

.
Amazon WorkSpaces B $&3E&E 7

£ Amazon WorkSpaces E#11TH) WorkSpaces B EE FIRIRESFAEHRELNATERR
H, TRIIGEFBAEFATHNESELZREEELSR,

WorkSpaces directory details

Directory ID Organization name Registered

abe Name © True
o SmpleRD O nive
Element WA
BHé ID B IR IE A RAEAY Amazon WorkSpaces B #.
B#&E B B2k Amazon WorkSpaces B 8 B3 E##Y 1 — 5%
B
HEa® 24| Amazon WorkSpaces B $rIAE4% % 78,
EF- ki Amazon WorkSpaces B &&=
BE&E It Amazon WorkSpaces B &= & 2 5.
AR RE It Amazon WorkSpaces B &2 & BER1ER ik

Lt
&,

Amazon WorkSpaces Z2 BB 25 A O E A

£ Amazon WorkSpaces Z£ BB 25 E #1TH WorkSpaces BEEEFIHRESMEH Web A O#FILE R
BUNBTERER. TRIIHFAEAPNEECERLEELN,

S
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WorkSpaces Web portal details

Name
Custom Web Portal - Mon, Mar 06, 2023,
12:00:51 [4

Element

Name

BIURE

Web A O 483k i B

WorkSpaces FE AR FFHME A

Time created

Web portal endpoint

March 06, 2023, 13:50 (UTC-05:00)

A

B2tk WorkSpaces Z£ BIE 25 A O 485 A EAEs
Y REE — 58 B 7F o

B3tk WorkSpaces Z£ BB A OB B
HAF B o

RRFEUESRKEREN url

WorkSpaces B & FinIRIEE 7 WorkSpaces EARERNEAME LHT , UBUNBTHERSR

H, FTRIIMFMAEATHEETERLERTK.

AppStream 2.0 details

Stack name

xyz

Element

Stack name (3B & &)

1dP login url
https://abc.com [

Time created
Thu Jun 08 2023 10:26:29 GMT-0700 (Pacific
Daylight Time)

A

B2tk WorkSpaces P& A2\ 3 & A0 B3 B A9 M —
a4 B F

IdP & A URL BAREAMEH WorkSpaces FERRERHEKN
SoRHEE URL,
BIUEE B3tk WorkSpaces FE A B H HAF B
E
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DEViceS Info Order devices [

This is a list of all end user devices that you manage, including information about the user logins for each device.

Devices (1) ‘ C ‘ ‘ Actions ¥
Q, Find by property or value 1 @

[ Device ID A Device name v | Activity status

- GO723H08 - @ Active
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iR RE MIEEECKRTE. Bt AWSIRFHHEE K mE
EREREN 1. eTUERTIHEAP—F
ARRE -

- Bitft - ERFERME,
° /ﬁﬁﬁ:ﬁ %gEEE *ﬂﬂy/ﬁ?fﬂﬁiro

(® Note
MR KB ENBUHEEMAREE , &0
7% EL M BR

- BHUHEM - REC A EUEEM,

(® Note
1R REM PR E R BUREM S BURRE
'H:H';Ij( HEE,J RI—O

- BEHEF-HEEHTRF,

#E D P gkt Lo YT
HEAS EBRBOSIRE, TRERE
. &8
. FEH
REBEHE

B REE R MATEF Z B, EEE T — B BITH BV BIE.

Element REA
Es BEEEENMERE,

i
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Element
EATERE

View details (B2 ¥4 E )
BE

AIRRE

£

- BEHAER

- REEELE

- ERMBUHEMEE
© HEEE

- MEREE

- EHEBHAER

i
[

A E

- EREED

A

EMBRERERE,

BREEFMER,

B TR ZEE | BAI A H AP T T 5B -

- REBEELE

- BUHEE

- HE

+ Wik

- EHEEHAER

BB BRENERF.

EHURER , WorkSpaces BRIEEFin TR AR RZERENFMET , fHEwR, TE6tE
BREEREREENERAGRENFHAEN.

REFHEN
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Summary

RMEERIEMH WorkSpaces TR EFIRREXRHENSHEER. TRIMBEFHSEATERH

BRI R,

Summary

Device serial number

ARN
(=]

Device name
Device type

Activity status

@ Inactive

Element

REFR

ARN

RERHE

gEHA

& Bk

REID

AR

Environment ID
Enrollment status
Registered

Enrolled since
September 27, 2023, 20:33 (UTC-07:00)

Last logged in
October 07, 2023, 03:09 (UTC-07:00)

Last posture checked at

March 19, 2024, 17:53 (UTC-07:00)
& Not checked in for past 7 days

A

Current software version

Scheduled for software update
281

Software compliance

R4 18 Bl = B AV R B 3R A% o

Amazon Resource Name (ARN) #& =X #Y 4 B i
_EEEEU?&O

CREGERENEE, MREHARELRE , A
T EXERE , BASNEERERE.

BEREERFHRREREZENEE,

WEEW B RE, MERES :

. tER

- FEERH

KB fF A AIRER AR,

mERRE

RATE

Z= ¢

BEDRRE. Bt AWS tRFAHEIE , MA
REN—BD. ©AERTSIMERAE

- Bt - ERFERME.
- BHUHREM - £ B FEREERMEUEREMERF.

REFHEN



Amazon WorkSpaces fE B & F i

Element

B EEE
EREA
LRBpEZSR
EET:NEN TN
HEEHE TR ERT
HRaR

LERE EH

A
- BHUHEM - £#EC A EUEEM,

(® Note

B REEMBRER EBUREMHEHE
RENEE,

- B - EEEERURERLABNTHER
BH.

KERAN B H,
RILE AR BHAMERE.
RITEBE AR B HMEFE,
L& E B Bl IE 7 6 A B BB R AN
RKE FWHFEEERA,
BEREEAN. ARERE

. &
. FEH

FRREZEAENBRRE. EEER
WorkSpaces Personal B

REFHEN
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EHEBF
User activity details (5) info | Export details | @]
Q. Find by attribute or keyword ‘ 1 {§}
Device accessed on v

August 28, 2023, 21:46 (UTC-04:00)
August 28, 2023, 18:18 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)

August 24, 2023, 09:33 (UTC-04:00)

Element R

EREEFE WEEE EREAR B MR,
EERE
FIHEBEENSEHERE, TRIIHBETEREEELN.

REREENRSHERE LRFER. MRRERR K FEEATECBER,

R BN

WorkSpaces BT FiniEBFHE

Device settings info
Last synced on: October 21, 2024, 14:28 (UTC-07:00)

v Network

Connection type Local IP address
ETHERNET

Status Gateway address

@ Connected

RUEXREERERNBE, TRIILBETERLEFETK.

REFHEN
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Element BT

LRESR RMNEEREETEERLSH B BMERE,

EiREE EFANERERERE, EREHAURIK
ﬁﬁ]%i\i Wifio

AR & ﬁﬁﬂﬁﬂ’ﬂﬂﬂi%o MRKEBANCER , IEBE

0 piERCER , MESETA "2&ER.
ﬂﬂ%ﬁﬂﬁaq:'%?l_ﬁﬁﬁ 20 7B , MESETE
ABETEREE LXERE BB UREBH
BFfE , flan T EORIERR 20 2 BRI o

2K 1P oyt EARERS Y ASHE IP ik,
[ & #th 11k B RE
ESFNEEKE

WorkSpaces B R FFinR EFMEARKERZRENEMAERBDERENFTE, TRIHSET
ZREEELR,

v Bluetooth and peripheral devices

Bluetooth

@ Enabled

Connected peripheral devices (5)

Name Type
Logitech USB Receiver Mouse Mouse (USB)
Logitech USB Receiver Keyboard (USB)
Plantronics Blackwire 5220 Series Speaker (USB)
Plantronics Blackwire 5220 Series Microphone (USB)
UVC Camera (046d:0825) Webcam (USB)
Element B
B BT R MERES -
5 KREETRRE, BEBA:
- BRA
=
- EFH

KEFBEF 34
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Element R EA
BEENEREERE EREAEEENEEEE |, I Logitech
AR, UREFREAEEENER | HflmER
(USB).
EIRAEER

1@ WorkSpaces B EFImEEHEREEN, TR HILEKXAREE,

v Power and sleep

Turn off display after
Never

Element R EA
E 2RBERET FEEFAHEHBERNIEERAD B[,

EREEE
EBERREERENRENABEANBF. TRIIHLEBFENEETE.
User activity details (1) e ( Export details J@
! 1 @

e | e w———
March 06, 2025, 16:43 (UTC+01:00) sid-demo Workspaces 2202046a967c..  gwa-SasBes:
Element A

£ LFRNERE KERMAR H MR,

A% ID TFEREE 2 6 & RV R B SRS

JE 5 R TH RS KECANERKHE RS,

EHRKHE R ID EL(E A & AR BRI AY E B R EARFS ID SRS

KEFBEF 35
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Element B

IP 31k FHEEW IP ZAIHRES,

=gl i) EHREEFALRNFHER
@ Note

B} T WorkSpaces Personal 2%} , VDIs RBEREARKREH,

BULERAENREANESY  EERRTFESRBEET. Bk B PMEEEHRERRER,
ERLURIE HFEEFIRE , SERKREDRE csv B3,

AmiEESE R

1. ENESERENEE, ZALURAETHREE , S UAFEAESRMURESRKE,
2. EEEERE,

3. RTAXNBENRINFEEREERRE. RERXRERBAERAHR,

4. HERERBRIEMUPBANNEERRE,

5. EERFRE,

ERRMECHREMEE

1. ENESERHEMNEE, ZALUBABETHNXNEE , S AEAESRMURESRKE,
2. EWEERE,

3. THXFEFEMEUHEM. BUHEMAEREEIHER,

4. TEHEFEMALHE A "deregister”,

5. EWEUHZEMRE,

mERERE 36
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® Note
BUHEMAREEHERAE Y ERETERRABERMEE WorkSpaces AT Fink
Eo

HEFERE

1. ZREEHEFNREE, SUNBABETHNRE , I AERESRURESEE.

2. BEEER,

3. RTHXFEPEHRITF. HEEEREEHER,

4. TEMESRMEILAE A "reset and archive",

5. EHERWIHFRSE,

(® Note

HER£EMFEHERE , YERE TERBRBEEHRBEE WorkSpaces fEfE & Fimdt
=48

il B 2% &=

1. ENEEMBRHEKE, ZAURAETHASE , T UEAESRURESKE,

2. EEE{EIRHE.

3. WRTHXFEAEIMBR. MBRREFEENLIE,
4. TETESRMELFE@ A "delete”,

5. ZEEUMIERIZRER,

[ i 25 EFF & A

1. BENEEEHFMASHANEE, BUUBETHNNEE , A UFEAESHURESHEE,
2. EEEERE.
3. MTHXFEDMZEMELEBHFMAEN. HEXREANWIMBEE THFMEN.

HERE
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B8 Amazon WorkSpaces R E Fin - ERAKEMEENER
&8 Amazon WorkSpaces REEEFInSEEMKERZEEBERNER,

ERHEA . Amazon WorkSpaces RREIEEFIHBEECEBENGE, FAEXURERM AWS REES
WER, ETFEHMER (HIRERNRE ). AEER (HNEAFERHE ) NDEHER (Hlm
HEBRFERFE) .

BERENNE  EENEREBIRREEARENREN AN, RERFHESFEREER,

ARRET RELRENENSLREHFREREARNSR AWS Akes L. TUERL. HEsTEINY
D

BRI SRR ESIHNRA | BB AWS ENRFENENKREER . WFEFMER , 28
BERTRORBURBRENEEET , F2EELER,

EREE  LALLER AWS IEFREZEES. 2EE—STREBNERNEL  FRERMOEL
ERAEA RS,

ERME : EALEB AWS IS MBREEES. NEERHREAMBEENABER
E.

En
¢

Bl R 25

BEMALRER : AWSTERF=STHALNKEES. REEERENE=STUEBRMATER
MNFREERRF , TEREREFIENER. EAWS BIAVEEAHPISHERERLT , SHEE=S
AWS R EAER,

FERWMBG ? FES EEXE BRRMANEER. EFTERECRBAREERBIRFNER,

EREHEE . Amazon Web Services EMEA SARL , 38 Avenue John F. Powered , L-1855 ,
Luxembourg

BRI

WorkSpaces B EFinkE EERNERBER , USEMDREERALRLEHREN, ELEHARAE
HHNKEBERT.

BRETLISHRBERAENY WorkSpaces BEEEFIREBENFERERBKNWER. FlbEREH ,
BEULGEREV R ERHE  IERENEEFRABHEE BB ER.

TREAMERE .
- 5lERIHEE. BIERENET —RIENRBE. ELREARIT,

HBREN 38
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https://www.amazon.com/privacy
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/deleting-a-device.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/deleting-a-device.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://aws.amazon.com/privacy/
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- FREABHEREMEFEANEENERE., SLERTERIT

BAEEE  WREHARERETRAEGDEREN , SMIZRENKESTSRIEREN , 52
BFEBHEEFHRAL.

EEMREBENRT , RENREESBY, tEAMIENKEBERITEAR , 85 40 RNE”BT
D% PN SEE R

ATHERRENZSRERFTE  IREANIBHNRE  RESEDHEMRE, EERENEHT
RRETEMFEAT TERE , RACTEETHERR , INFRRERELEEENR. ATHREER
N, BREELE 30 REF—RHELE.

(® Note

MRBTERLZLMEHEANEAETENTNERE  IMA LN ERENERES 3 X&B
H, RTHRREHNEERELZ:  YRHBERRFENTERERE , RMEBBUEEMELE
B,

WEERTHMENEE , HSH WorkSpaces BHEEF HRERBE,
EAIRIEERE

WorkSpaces BB EFine—8 AWS RREAEEERYE , TRBFAEFTNERREH, BEERR
HEEHEFAFNERE, EEEHMRENE , ST THEHE

1. HRUTARRBENNFERENHEE., NFEHRENFEE , 52 B WorkSpaces fBEEE FiniR
BEHEE,

BER R,

£ EHEEmEZRRE,

RREEBRNBFEPENZENNRIR,

BETIHHP—E  ELEEMPERARENRRE

o ~ @b

- MEVEHERE  EACHMNEKE LREBREEEHEN.

® Note
REEfRBUREEPETAERAPHERE TERER.

EMRERE 39
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- ESEREHERREFNER - EREVIEHERREMRET®R,
6. BEULGHRUREEN. LEZBUL SRS EEHEE,
7. ERRERE,

EHRENE

WorkSpaces BRI EFinR—& AWS R EAEERERY K RHEBHETFREES , WTHEREE
REEREREH, EERESHEANTERENEN. SEENRETE , FHITTIIEE

1. RUARRBEFNEEPRINEEE,

2. BEIRERA,

3. EHHEMEMEE,

4., REBERVBFETENEFHNEE, NERXBENFE , 528 WorkSpaces BEEE F i
RERBESE.

5. BETIHP—E 6 EREEMBEPEIARERRE

- VYHNEHHRE : VAIEFRERERRE,

® Note
BREEMUB RS PETAERTRERE TERR.

- EEREEHERBRENHRE - TEENIEHESRENREHRE,
6. HEUWHRUREER, HARBUL SR BEEHEE,
7. EWMZEIZRH,

WorkSpaces f& & E & F inm X 58 iR 24

WorkSpaces RSBl EFine—8 AWS RREAEEERYE , TBFEAEFTNEELNERRER, &
CRESFEATFNERETHER., TREAMERTHRREE, EEETUMER AWS EEEXEE
BT ANEKESE,

LN S hx 2 B # -3

2.20.1 11-18-2025 « f&1E Chromium #J
CVE-2025-13223 H

EHMEERE 40
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LN E

2.20.0

2.19.0

2.18.0

2.17.0

ENSE

11-5-2025

9-30-2025

8-28-2025

7-30-2025

gE

CVE-2025-13224 EXZ &
F:ﬁl%go

- AERENFTRE
- EXRE. BEMAKEST

B EERETERKFEH
& £ WorkSpaces EF &
FBED

- BERKRERAEEEER

Ctrl+Space £#871F Excel #
EEE BRI RE,

- CEEHENREEENR

%B URLs,

- CRERTERRRERE

EREBETES,

- BEERE LHEREREE

AR REE AR R

- U TERRSDRRET

FIDO2 M #&.

- —RIEENKE
 AHEI USB SARER

UD-39007 BRIE X EEE
WorkSpaces f&EEE Fin
BHER,

- HIEXEMERATEIT R

E’g AltGr ﬁﬁhﬁgo

- BIESHEEERETFRE

BOEE)TH B ERAREE,

- HTEHHFEE LK Enter

BH<E,

« —RIEEMBE,

WorkSpaces &2 % = i # B8 i 4=
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LN E

2.16.2

2.16.1

2.16.0

2.15.0

2.14.1

ENSE

7-22-2025

7-3-2025

6-27-2025

6-19-2025

6-09-2025

gE

« {&1E Chromium #Y
CVE-2025-6558 E K& £ [
&=,

« {&1E Chromium #Y
CVE-2025-6554 BEZ <M
=,

« HTIEERIEEAE A,

- FTiET TR EEMN
B BB BRERRI ThAE,

« BEERERARERENERE
% ETAeEEIAED
HE{RAY SRR BR R

« FTEHHT MBS XA
BIFR R R BRI &,

- ERERBEARERDEE
HEEEBE  RKRERE
2RIEA,

« {&1E Chromium £
CVE-2025-5419 E XL £
=,

WorkSpaces #& &2 % /= i 24§ M 2
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LN E

2.13.0

2.14.0

2.13.0

ENSE

3-31-2025

4-29-2025

3-31-2025

-3:J
- BRERERERAZESR

RESEESEA/EA.

- #7118 FIDO2 B9 B/ HRIE

HERTHEXE, F2H
FIDO2 T {EBE& Bx Bl 5+ 4l & 571

o

- MRETEEERPERZA/

B, BREKTEEAKE
MREo

- RRERESEERRFER

M ENEREETE A,

- RESRERZRVREDH

B, AE R

- BEEREBRZEAHNRE

F#UR S IERE B HARY R

- ARAMARENEREE.
- RREAEREMREER

REEBRBRAEH,

- ¥118 FIDO2 B BB RE

HERTHIIEXE, F2H
FIDO2 T /&y Bl 54l & &

o

« MRETERERPEREI

B, REKTEEAKE
MRE,

- RRERESEERRFER

M EHEREE B,

- RESRERZRVEDE

&R, LERE,

- BEEHRBLRERBNERE

hEERTIERE B AR,

WorkSpaces &2 % = i # B8 i 4=
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LN E

2.12.0

211.2

2.11.1

2.11.0

2.10.0

ENSE

1-30-2025

1-24-2025

12-27-2024

12-19-2024

11-22-2024

gE

- BERKREAEEERTER
|t B9 IR () 2 o B B T4 PR
BRIV,

- {EIEFIERE FAEERES
2 EBEERFERNE
=&,

- {EIESEIRES B B
7,

« VoiceView ZEHH X E X
o

« WorkSpaces BEREF
ImIR1E & VoiceView F
Magnifier,

- RIRERERUEREER
EREWESRETET,

WorkSpaces &2 % = i # B8 i 4=
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LN E

2.9.0

2.8.1

ENSE

10-28-2024

09-26-2024

gE

- EEERAETUERERE
NWEREFHEAETAT , £
AWS FEZAEHRBEERER
ENWRERTE,

« WorkSpaces BB HEE Fin
RESZEE—EEN 2K f#
WEEE,

- RRERAETUER
WorkSpaces f&fEGE & Fin
#E FEFEPEKRDETEE
H B A,

- RIRFERETUREBECH
mir , BESRETEIN
EAERISAHE,

- BEERERKRIRNEER

BARZRHEERNEE,

- S EERERKIETIZE

%, ERBAREE — BB R
MNEERBE,

WorkSpaces &2 % = i # B8 i 4=
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LN E

2.8.0

2.7.1

2.7.0

ENSE

09-06-2024

08-27-2024

07-29-2024

gE

- FEREEFHXEERER 4K
AT E R EIR S

- BIfE WorkSpaces fEH &
FiniEEERETREE
R, £FAEHBITLLERE
VDI THEREER

- {&1E AWS FZRAHRHFEA
EEBFHEARRERE
BEENEE,

. RRERAETUE
WorkSpaces f&fEGE & Fin
L &5% WorkSpaces B
PrintScreen 1218,

« Chromium #y CVE-2024-
7971 # CVE-2024-7965 &
REZEBEENSHEEILE,

- WEFE -EERFRHONEE,

- BETEIZFSARERE
ma2ENEE,

- RERTEREDHEFAN
&R

WorkSpaces &2 % = i # B8 i 4=
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LN E

2.6.0

2.5.0

243

24.2

ENSE

07-09-2024

06-13-2024

05-29-2024

05-17-2024

gE

- EREAUEESANKE
ERT, MEEREIAE, M
TEHER,

- RERETRMEAESTH
78 WiFi #88% .

- REIERRPEARAR
Al HY AL

- VDI TR ELEERE
RESEREENRBNE
RE.

- BERBTHERER2E , £
I 1 EE AR P PR BE B 08 T RE R
BENBEREEMAEE

- RETBJ FWEERAC
EFfREREA,

- WEIERRFEARAE
Al HY AL

» Chromium #9 CVE-2024-
5274 EXRZ:HBENTRE
fZ1E,

» Chromium #J CVE-2024-
4947 EX R BN TR E
81,

WorkSpaces #& &2 % /= i 24§ M 2
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LN E

2.4.1

24.0

2.3.0

ENSE

05-15-2024

05-09-2024

04-05-2024

gE

« Chromium #y CVE-2024-
4671 A CVE-2024-4761 E
REZLBEENSHEEILE,

- 218IE RLFFE WorkSpace
s BABELLUBR AR
—T AWS FNEBFAREESL |
DB EXERAEREN A
&,

- 2IZIEFH "accounts
.google.com" 3 A 1k {5 F
Google Workspace %
WorkSpaces FERFE{ IDP
TERE BRI REE,

- EEELNEMESPIZE—
T, #BREIEINEHT
e,

- HFERERETEKRENT
B5h  UEEZERAT
REM,

- RIXFERAEBETUSISERE
BREREST A BERBEAN
FEARAE,

« {&IE Tabout : blanks URL
HBEE —EETRE LA
7,

- EEERBERBFARENRZ
BEENREE,

- RREAERENHUKREE
MATEEREENMBH
BHFEEE.

WorkSpaces #& &2 % /= i 24§ M 2
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LN E

2.2.1

2.2.0

21.2

2.1.1

21.0

2.0.1

2.0.0

ENSE

02-16-2024

02-08-2024

01-26-2024

12-21-2023

12-20-2023

12-06-2023

11-15-2023

gE

- BERARFHBERENRE
B, BEREEEBARE
Fi SAML 2.0 &7 BRFERE
# WorkSpaces.

- WBY ISO BBNXZE , &
BRY (HE). EX &
X, BAF, FEIESFIH

SN
B8 5% 1E o

« Chromium By CVE-2024-
0519 ERLZLBENERE
{&1E,

- tNEEESHTEIREM B R
fE A E LR,

- HERAZPEEN KBS
2 Tthinclient* #3183,

« Chromium By CVE-2023-
7024 ERLZERBENERE
&1E,

- BEHRMMEEEERTE
, WRAAEPESBRNX
B, EAESRKERERT
Meta+L 2RI FASHEEHE,

» Chromium #J CVE-2024-
6345 EAREHBENTRHE
81k,

 WIIRRRA

WorkSpaces #& &2 % /= i 24§ M 2
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£ WorkSpaces fafHEFInE R LFEHRER

BRI ECHPREMEARRERIGEEER , UEEMEE WorkSpaces BEEE PRk &
Ro BALEES—ERBNERNE, RSIBUUAR—MER , Hlo "ER, . "#EE "R
%, BREMENE. EUNEARREABEEBRANG EREE AWS ERMNEBER , FK
E&F

ELRERMEERAERN  SLEEEBRTETHRERAFIEERSES , EFTEANE-—RBLE. H
wm, MREET7 A 15 BREEBFEERABR WorkSpaces FREEEFinkE , AIiE 8 A 1 B2l ,
ERHETSHRAELHRADEBES. MHEFHEEF , F268 (AWS Biling EAEER) PHEA
AL EER.

(@ Note

= E 7 Cost Explorer 248 WorkSpaces B HE FinERER , WX HEE (AWS Billing
FERAEER) PRAEAEESNAASBEERTNERA , MAZEAZE WorkSpaces & H
EFHmERNER.

ERSET/MAR 24 MEHE  BEELESHEBBNETRESEE 4-5 XFTFHIRTE Cost
Explorer 2, k7 , HEFE Cost Explorer REERIRHEKAE R | ERFCHY WorkSpaces &
BREFRE RV BEZHBEELEER, Cost Explorer REFERIEERRBEHANREAE
#. BRI ETRANERER,

R LR ER

- BUUTERE  £ULUEERFTIEEELER : WorkSpaces BRI EFIRIRE,
s BOLEERTIEETIEENIEEER : WorkSpaces BERAFIRIRIE, £EMEEE,
- BOUUAREPNWEBRCESR , UEETMEERBEHEHR.

BRER S

- §—EREHHLMR : 50
- €8 EE LR — 128 & Unicode F T
- ZAXEEE—256 {# Unicode T

- BRERBEFEIANNE. AFNFZUSETH UTF-8 RANEXFH, Z8NEFE , E/UT
BHRFL  +-=. 1/ @. TAEABERRHTZER.
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- FENEER  FRENEER  AREERSIEBNENE.
- EEEHER , FREENE.
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EH TRAEENEENER

LN
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- EEMEER  FEENERR  ARFERSIBNENE.
- EEEHNER , FREENE.
- EERRER  FEEEBRIHBR.

5. THEBREHR A6 FBRERT

BULER K vERRESM IERALERVER, EREENLEFTMBBERE, I, XixaE
A AENERIE ID EMaws:thinclient:environment-idRZHKER,

ERETEAEERRETNER

1. BIRX WorkSpaces BEEAFHEE S,
2. ENEBRENURMEFHEARR,

3. EERERY K EEETEER.

4. AT THHP-BEHZIE :

h+

- BENEER
. %EWJ%E%
5. ERBEBRENE

AZENMEERER  AREERSINENE.
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Amazon WorkSpaces BB Fims PN L4

MERZEME AWS RRESEEIEF. 58 AWS BF |, KA URHZRNERPONBHERE | BLEER
RB/TRERRSHBMEBHNFIRMEE,

ZE2MR AWS BB ARRE, AFEEEAREERRERNZLENBRPHRZEMN

- ERNEEME -AWS EEREE PHIT AWS REHERIRE AWS B, AWS BRI HAR
SFEANRERE. EBAWS EHRFTEIN -7 , F=ZHRBBRAESEHIRNBERMAZLHEN
., BETHERRN Amazon WorkSpaces B EFimMSRETEl , BESBAWS &RATEIN RE
o,

- BT EMN - ENEEEURREER AWS NIRRT, G4 AHHEARRZEE  SFERIRE
. BRBANERNEAEENER.

RXHBEBRET FINMAEMEA WorkSpaces FREEEFIHRERARFEEER, T EERB MM
#% WorkSpaces BEEE FinRERAFTEENZLESRBE, SHEALTBNEERHL AWS IR
#5515 Bh 8 BE 2 MR 2 WorkSpaces B R EFiwE R,

£}

« Amazon WorkSpaces EfiEE FinFHERHRE

« Amazon WorkSpaces B EEFin 52 N ENERE

- Amazon WorkSpaces & & F ik kY IR1EEE

« Amazon WorkSpaces fBRIE & Fim PR E D T NEE

Amazon WorkSpaces BEE & Fin W ERMRE

AWS H[EFFERBEAR Amazon WorkSpaces RBEHEEFinNERMRE, WMLERFTR , AWS &
EREFEHITIE N 2HERIE AWS Elf, FASHETUHERRELEEABTNIEHE, BHE
RREEMEA AWS R WZSHEBNERTK, NEENEBAENEHEN K F2RENEBILERE
AEEE, NEFHRBNERREBENWMHEEENR , F2EAWS R M IPEE EMAWS HESTEERA

GDPR &R XE.

ERERREEYN , RAEBEHRE AWS IRFE 2 AER , WA AWS IAM Identity Center 5§ AWS
Identity and Access Management (IAM) B EEBIERE, ft—R , SECHAEHASESRHETH
HEKPAENR. RftEBRERATIANREER -
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- BERFHECRAZEZEZRE (MFA),
« £/ SSL/TLS & AWS BEREBH. BRMFEE TLS 1.2 WEHRMEA TLS 1.3,

. {5 RE API MERAEEESCEE AWS CloudTrail, 20EHBRI{EA CloudTrail B MHEEL AWS SEEI
B, 5F2BAWS CloudTrail  fEAEER) FHER CloudTrail B,

- EF AWS MEMARAAR , UREPHWAERERZ S AWS R,
- FHERNZELZSRE (B0 Amazon Macie) , t#BIREMREZEMFE Amazon S3 HEURE R,

- MREFE AWS FEBGTHIRES API FE BFEE FIPS 140-3 REN ZHRFZFEQE , FFEA FIPS
mE, WMEBE FIPS M FIPS mEMNEZMEBEN , F2REHTEFEEZE (FIPS) 140-3.

BMEZIESCEETEREFNEFEH U EREIBRER , AEEEIBHENNXFEE
I, BlINEEEA. EEEELFER WorkSpaces B R E FiwsFEHEES AWS CLI, API 5
AWS SDKsHy H At AWS R k. BEEESEHERIXNFZEUPHANTAERTTEARTER
DHE . MRSREHADBRIREN URL , BFEZIERBVERBCEXMAREFRN URL HEE
BREEA.

Amazon WorkSpaces BT FimngWE L REEAEER WorkSpaces FEIEEFimKER HE
ERSEREEEBNERENR. o, TRANCER. BR2H. BEEA. BEERED. SAML &
AER, HERETNEMEE, LEFARAGRURE X TEARRERBHEHEHEER, 1
N, ERATOERMEE  EAVESEHIEAEEAZERE AWS HEFHZH. RFIBIRAWS B
EEARELEEN,

£

- ERE

- Amazon WorkSpaces R T Fin N FEE R N
- BB inE

- DIREE

- M I{ERERTAE

ERmeE

WorkSpaces FEIEEFmSRERBENKREBITER , SINEAERE. REHSBT. ForRHESE
BAURBREEBME . WorkSpaces BEEEFimtt BWETEREREBER. WENERFR
£ Amazon DynamoDB #1 Amazon S3 A, WorkSpaces f&fEE & FimfEH AWS Key Management
Service (KMS) #1TIN%,
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FEREANR , FERTIIEELH

- BEREERER , YEITEHAM WorkSpaces BREIREFIREENIKEERE,

- EBRHEFAELRRBREIRER | LU{E WorkSpaces BB E Fig o UERGIRENSEK
InZmRREE R,

- EPEREMARBNERAERIBERE N :

- BEEEEE A WorkSpaces FEHEEFIkTEA LK MEFHAETREBANRE , #t WorkSpaces
REAEFRBREFEABEREARREH,

- BEERFEERMNEAAZRATLERE WorkSpaces R EFif , {BRIEMMHEE B RN EHA
RBAMEAERIJETEAN , BHEERE TERE.

- FRETNEEEAKETRIHEES, ENMMBNEMEE , UARERETFEREER, miteE
BRETERRIBFRIEREERE

WorkSpaces R FimfEREEA AWS KMS MEFMERRER , LABABTNHPEERNZ
£, MRAEARARERFRERR  AICAEEEFIEN THERE  BREELIERRBERN,

Amazon WorkSpaces BfE & FinkY @EE R &
Amazon WorkSpaces B EE FinARRMEME , UERA AWS HENMZ W RRABEHENHRE
F&#,

- AWS HEEHR £ — Amazon WorkSpaces B EEFIRERFEACLE SR BEBMERB/A T 25
X, BEERf. EERFEHA AWS #ENSRIEREFEAL R, T8 , BFLHEEBUE B
REFEMER , MURBNBEERN S, WEFHAEN , 528 (AWS Key Management
Service BB A BIEmM) FH AWS HEN 28,

HAERMEBFEER , APRRERERRERNFMISRNEERBNEMY. BN, HURERENS
BREMNBSHRETERERNLZLEARER.

HAGELFRALBMNZRIENBFANBZRE  BAUUEEVRERERFRRERBEETEFEES
W, EAWS EANBEANEZESREMEE_EMNE

- EEZE £ — Amazon WorkSpaces B EFinXEFHLEYN, BENEENHBEFZE
88 ERAEAWS HEENNMZ LFIBE_BINE, ARETUTESEFIINZRE | FtEa T
WMTER -

- BEYM@EBSRBOR
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- BUMMEE IAM BUER
- BMANERALSBBER
- BRSREBHRELER
.- I8 ER

- BYSWRAB

- RYFSMEMER

MEHMET , F28 (AWS Key Management Service BIZAEEE) FHNEFEESE,

AT RAE W ERB Amazon WorkSpaces #& & 2 & 5 v 2047 H0 23 18 A 7 35 Bl & ¥ o

aREE
RIREH

WorkSpaces B EE FimiR
REB

RERHE
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EEH

EREED
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(@ Note
Amazon WorkSpaces BEHEFHEFEHR AWS HENSRBRABERBBA G DHRBIER |
BB ARENE,
T8, FAEFZESRERN AWSKMS BEf. NEEHAEENFMHEN , BFSH AWS

Key Management Service E1E,

Amazon WorkSpaces & & FisilAEEHA AWS KMS
Amazon WorkSpaces BEEEFHEEZSRBK K BSTEFRAETFZESR,
Amazon WorkSpaces FREIEEFIHEZLBBE , T EFZESRAR THRIPRE

 #¥GenerateDataKeysEREIEE AWS KMS BN E #l,
-« #DecryptF@EmREIEE AWS KMS SUEZ INZEH E R,

BT ERBRBEEEFSESEBNFIE, MREIEEM , Amazon WorkSpaces fEE & ik

RBEEFHHEFAESBNENEMNER , EEXEHEZRERBKNREE, fln , WREERIE
WorkSpaces & EE Fin I EFIMNIREFMHEN , BlgESERAccessDeniedExceptionts

#2, WorkSpaces b7 , WorkSpaces fEfEE T Fin st B A5 & L £ A WorkSpaces B EE FiRIR

5,

BURFZESR

LA LR AWS BIE IS AWS KMS AP IERZUHBEEFSE S8,
BUHBEFEESR

B (AWS Key Management Service Bl A E15m) ANEVHBEF BE RN T BHETT,

SHRBRERHFEFSESRNFIVER, SAEFZELRBLEARE—BSREK , HPITERE
HALFEASBRACAFANERN, ERYEFEESRE , JUEESRBR. WEFEEA ,
228 (AWS Key Management Service B A BERE) PHNEBREFEE BN ER.

EELEFBESME Amazon WorkSpaces BEEEFEFIRERELRFER , X AEESBBERPAEFT
5l API #24E -
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« kms:DescribeKey — RIEFEZESBFFMEN , LUE Amazon WorkSpaces & & 8 % 5 i 7] LA

BRETER,

« kms:GenerateDataKey : AHFFEAEFEESBRMNBER,

- kms:Decrypt : AFFERAEFEESBREZEN,

LA BT LA Amazon WorkSpaces fa & 8 & 5 in #7118 49 BUR BRR X &5 4] -

{
"Statement":
[
{
"Sid": "Allow access to principals authorized to use Amazon WorkSpaces Thin
Client",
"Effect": "Allow",
"Principal": {"AwWS": "*"3},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "thinclient.region.amazonaws.com",
"kms:CallerAccount": "111122223333"
}
}
},
{
"Sid": "Allow Amazon WorkSpaces Thin Client service to encrypt and decrypt
data",

"Effect": "Allow",
"Principal": {"Service": "thinclient.amazonaws.com"},
"Action": [

"kms:GenerateDataKey",

"kms:Decrypt"
1,
"Resource": "*",
"Condition": {

"StringlLike": {

"aws:SourceArn":
"arn:aws:thinclient:region:111122223333:*",
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"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333;*"

}
}
},
{
"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
I
{
"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [
"kms:Describe*",
"kms:Get*",
"kms:List*"
1,
"Resource": "*"
}

MEEBEBREPEEFTWFMRER , 52/ (AWS Key Management Service Bi# A S1EF) -

NERRHHSRFIETREIMNFMAER , 5268 (AWS Key Management Service FiEA S

EME) .
% WorkSpaces R B FiRiEERFEE SR

BULKEFEESREEATIERNE_ENE

« WorkSpaces R E FimiriE

BYRER | S LUEIBIR S Amazon WorkSpaces fB i & 2 5 i F 3 10123 ] 35 Bl A &R 8
kmsKeyArn , IEEE R £,

« kmsKeyArn —AWS KMS BEF ZEE£ BN SWAFIF. RESI|/ ARN,

BREN®

59
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E#H WorkSpaces BEEEFInREHMEEFATFZELB|INEN WorkSpaces FEEE FiniR
E# , WorkSpaces fEE Sk B & WorkSpaces BEAE SR REBEEF I ELRBRE.

NEATR—EBERANEREY , AF I ERERNEMBRATET.

AWS KMS ERAMBZABRMAE/NNCEZTER  UXECHBINNER, ELENMRERNERDES
MZEARE , AWSKMS 8MBRREBEZNZNER, EEMZRER  FEBRDIEHEEH N
BAR,

Amazon WorkSpaces BB HEFimMZEAR

Amazon WorkSpaces f&EEE SiHEE AWS KMS ZiEmERETERERNNBZRE , Hdh e
#®% , aws:thinclient:arnmi{B4 Amazon Resource Name (ARN),

LTRRENZERS :

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:environment/
environment_ID"

}
UTREEMZAR

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:device/device_ID"

}

ERINE AT EITER

FERYHBEFEBESMINE WorkSpaces FEAREZEFiRRBEMBEEERE , BB UERKEEHN
AR EAMZEARAR , LEIZFEESRNEASN. NMBRBFHBEHIRE AWS CloudTrail =
Amazon CloudWatch Logs E £ BiEH,

ERAMZEARTEFEEF B E RN FEUER
WA SES|BERN IAM BERH |, ERANEZERBRREZFHEHBEFZESRNFEG

UTRETFRENBZARCEFHESRFIERNSRERRAXEM, WHRRRX PHREER
kms :Decrypt WA EEIEEMNERBTH INE AR RERME

{

"Sid": "Enable Decrypt to access Thin Client Environment",
"Effect": "Allow",

BREN® 60


https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
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"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"},
"Action": "kms:Decrypt",
"Resource": "*",
"Condition": {
"StringEquals": {"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333:environment/environment_ID"}

}

EZ 42 Amazon WorkSpaces BB H & Fimfy % 8

B ¥ B Amazon WorkSpaces BB EEFImERMER AWSKMS BEFZE SR , LA BIEA AWS
CloudTrail 2% Amazon CloudWatch Logs 2B #t Amazon WorkSpaces B E & F iR EEE AWS
KMS BVEE K,

T5I#i 612 DescribeKey, GenerateDataKey. HKJ AWS CloudTrail E#Decrypt , ARER
Amazon WorkSpaces R EFinF LA KMS 2 |, UEREFEFZESBMZNER

ETYEHF | B LAEF encryptionContext B WorkSpaces B EFIRRE, RAFEA
WorkSpaces B E & Fin sk B K & H LAY CloudTrail S,

DescribeKey
Amazon WorkSpaces IR E Fin{E A DescribeKeyREREE KMS EFEZE AWS £18,

THEHNEHIEHSCH DescribeKey B1E :

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
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"attributes": {
"creationDate": "2024-04-08T13:43:3372",
"mfaAuthenticated": "false"

}

},

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2024-04-08T13:44:22Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

Amazon WorkSpaces IR E Fin2# M GenerateDataKey BEMEER,

THEHMNEFEHEFCH GenerateDataKey B1E :

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
B
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arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-04-08T12:21:03Z7",
"mfaAuthenticated": "false"

}

I

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:03:567",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"numberOfBytes": 32
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbO@fba@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

GenerateDataKey (by service)

& Amazon WorkSpaces f&fSH E SixfE A GenerateDatakeyfFEHBEENR K RESFEH
GenerateDataKeyBRERMEBZEHR

GenerateDataKey {E7E KMS £#BUEERRNX P 25T , H Sid & " AFF Amazon
WorkSpaces & & A FisREMZEMNBZER .

T 5 & B =450 8% GenerateDataKey R1E :

"eventVersion": "1.09",
"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:03:56Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
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"numberOfBytes": 32
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

Decrypt
Amazon WorkSpaces BT Fin 2 A Decrypt RIEMEZER,

THNSEFSHE5CHE Decrypt B1E :

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l"
"accountId": "111122223333",
"userName": "Admin"
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iy
"attributes": {

"creationDate": "2024-04-08T13:43:337",
"mfaAuthenticated": "false"

}

I

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {

"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF

+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"
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}

Decrypt (by service)

E WorkSpaces BREIEEFHmEBEFIREREKEEENR , RASHEA DecryptiRERBERE

#l. Decrypt BE7E KMS £#BEERRNX P AFF , HH Sid & " FF Amazon WorkSpaces f&f&

BAFPmRBEMBENBERER ] o
THEHEHSHHKER REDecryptViIRIEGrant :
"eventVersion": "1.09",

"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
.
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",

"type'": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
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}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",

"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"
}
—& T ik

THERRUEEFEERMBNFMEER
- WEAE AWS Key Management Service EAR LS EFHFMER |, F2H (AWS Key Management
Service B ABIERM) .

- MNEHE AWS Key Management Service R HIEEBWFMEF , F2E (AWS Key
Management Service g A B8/ o

o

WorkSpaces SR EFinSNZER HTTPS M TLS 1.2 E&#HFNER., BRI FERERARERE

API 1Y | A58 SREIXZE WorkSpaces FBfE R E Fin, ERMIWFERERZIEIB HTTPS = TLS EfRE
TME, FRER TR AWS E2E, AWS @75 §U9?~EIR AWS SDK &#i 2| WorkSpaces f&fi#
EFim, ELIEEE NI MHRBEL.
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IREREN RTINS  HRE
ERERE
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s TERERIE

EE S LR WorkSpaces BEEEFIRm TERBEN , SREFRNBNSTEERRBENREHR. B
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SEHIERBENEREEANESHMEN. WFEFMENR , FSBEE WorkSpaces, EEEM#ImE
WorkSpaces FEFFE , 5} WorkSpaces Web #) {5 i & 17 BU5C 8% .

Amazon WorkSpaces BRI E Fini 5 2 M FIREE

AWS Identity and Access Management (IAM) 2 AWS fR¥ , Al HBIE B E 2 £t iRH ¥ AWS BR
MWFEL. IAM BEIEESTARHHERTE I RE (BB A) MESEE (BEFFT) HUEA WorkSpaces
BEREFIKER. IAM 2 AWS R B UREFERN .
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o SREEHEAE Amazon WorkSpaces faf R E B ik & 2o M1FH

BEHR
fEFA A AWS Identity and Access Management (IAM) SRIBEH A EBMERTE :
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B LAMER &9 R EAER , 10 AWS IAM Identity Center (IAM Identity Center), E—& A&
7B FH Google/Facebook EAER , LB sWEXEA. NEEBEANFHEENR , F2H
(AWS & A ERHEIER) BB AEN AWS IRF,

HWRENRFTFE , AWS 124t SDK M CLI AR IGRmZF S NBEEFR. WFFEERA , F268 (AM
EREERE) T APIFEREIAWS 5 4 IREEREF

AWS tRF BRERE

EREY B AWSIRE , B8R/ —E& S AWS IRF theroot ERENEAGDHE , RFDATER
HF A AWS BRI Ml EF, BARBTEEAREAERJUTEEESE. AREEREAEBINE
%, 20 (AM EREER) PNEEREHEBRENES.

)
BEEBRERABEAEEABSESRMEE B AWS RE EAKRERTN

BEEoREEEREK, Web SO RHENERE | R AWS BRH £ 5 2 RIRAYEF Directory
Service FRINERE, BE S SREAE A MAALSRAREER.

EEERLEBRFEEHER , BEMEH AWS IAM Identity Center, MNEFMER , F5ZSE AWS IAM
Identity Center £ E SR+ E = |IAM Identity Center ?

IAM £ F & F B+ 4

AM EAER—ESSD , ERE-ASIERARANBET T, EBUGRRKBRIRERRABEN
IAM R E. MFEFHEF , F2H (AM EREEE) FTHERANEEREEABES S RHAER
AWS fF AR BRFEFE .

IAM EHEEEE IAM EREES  FEEAEEAENFTEMER, NFFMBER , F28 (AM
EREER) 0 IAM EAENEAZESM.

IAM B

AM BER—BEREHFTNES , TRAERSEE. SULLUEBRKRERAETRE IAVM A6 (i
A ) I AWS CLI 2 AWS APl RERIBEAG., NEFMEA , F28 (AM EFAEER) F
WBEABNE .

IAM B EBERRBES S FERAEEFEN. B IAM FREHY, BIREFEEEEREREFE , ARE
Amazon EC2 TR ERRERN. WEFMEN , 328 (AM FEAEER) 1 IAM PR RIEF &R
FH.
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ERABREEFHE

FERILUEIB R M BUR Y G HIE RS & 5 RNEIR AWS RIZEH AWS R ER. BERERES 2 HEIRME
BABERRT A, ERFAREBERE AWS | SFHMEELBKR. KZSHBKREL JSON XH AWS FEX
FRE B, MEE—DTH JSON BRXH , F2H (AM EREERE) 8 JSON BEREIH,

EERESEFEANK  ERERMLEERTEWLERG THREERUTEE , UEETFINHEER,

FREBEAT  ERENMACKRAET. AMEESEEY IAM BERIEHEMEEAE  #EAERE
B, IAM BERERBENFTT , ERRAMEL AT,

BoBEER

BOEBRERMES S (ERE, FAERENAR) AV JSON FFABRX . ERBERES S 27
HIPLERNITHLESE , UARBEANGKRE. NFTHROMELSDHEBER , 28 (AM EREE
M) PREBEFEERRERHE] IAM 55,

BoBEBRADT/ARBER (EEABRRE-52) ESERX (ANMNESES 5 HBEMLBER). 0F
THRINMESERREARBRcEEE 728 (AM EHAEER) PN EZEBRERNABRBES
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EREBE
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FREBRPEEERE.
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- THERBEBEX —EUABARGFARAAACTBES S s ERAEEY R THERRE , L2EEE
RUEFE R, MEFMER , F2 (AM E£RERRE) P TERERBER,

ZRBREE

ESEEENBRERANBERE , EENISERMMELER, B2 T7THNMTAWS RERBEW
RS EBRREEREAFFER , F2HR (AM E£REER) PHBERFLEE.
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WorkSpaces fFEEE Fimhy & 7 B BUR
XESHBEUR

SO BBERRALMME S S (Hla0 IAM ERE, EREFHERAE) K JSON FFAIBERXHF, ELEK
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B IAM B2 BEE | BAULUSEASRESWBENDE , UREAERETAFRIEBBE,
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=,
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o B BUERE S,
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BITHEE, EXEEEREBRTEELIR., ZXATUSTERE, FARE. AG. BEIIFERE
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MERMRABIRFFIE , UL EREMIRFNEEMBIRFN IAM BEREABREBRNER. WF
HAES , F2HE (AM EREER) T8 1AM FERIEEEIREF .
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SEBEREE . 2

ERE A LMER AWS JSON BURRIEEH AU ERAR, tWH2HR , BHMEERE T BERET oA
& RB1THRLEBIE,
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EEEEF WorkSpaces BEHEEFInBEIENBEE , F2H (RERESZE) FI Actions Defined by

Amazon WorkSpaces Thin Client,

WorkSpaces B EFin PN BREBFSEDFEIEANTFE !

thinclient

BEEE-RAXNPEESEBE  FLUERDR , W TSIEHIHRR :

"Action": [
"thinclient:actionl",
"thinclient:action2"

]

= ER1 WorkSpaces BEEEFim S 5 B BRE S , 552 BAmazon WorkSpaces B E & Fimky
5o B BUERE S,

WorkSpaces BB E FinH BEREIR
XEBEXEER : =

EEEWLER AWS JSON BERRIFEEH T UAFRAR, 2R , BMEEBE A BERA T o AH 4
EEREITHL B F,

Resource JSON R ZUEEEEABENYH., REEKE2MEAHE Amazon Resource Name
(ARN) RIEEEER. EHEFTXEERBRHT , FRABAF R () KT ZREAXNBARMEER.

"Resource": "*"
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Resources Defined by Amazon WorkSpaces Thin Client, &2 7 f##&0] LAE A LB Eis EEEE R
B ARN , 582 B Actions Defined by Amazon WorkSpaces Thin Client,

= EMR WorkSpaces BEEEFin S 2 BBKE S| , 552BAmazon WorkSpaces BB E & F ik
o BBREH,
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XERBEERRREESIR . =2
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Condition TEERBEBRNKRY , BEERBXNATRE, EUURMERFMES FNVIFRHER
X (BINSFRTIR) , REBBRPORGENBRPNE, EEEFHME AWS £ERH4REI8 , F2
B KIAM EEREIER) PHAWS SR ABTZREIHE,

EEEE WorkSpaces FEHEEFiRFGRNEE , F28 (RERESZE) FH Condition Keys for
Amazon WorkSpaces Thin Client, & & 7 f# & o] UE B BEFNE R K488 | 552 B Actions
Defined by Amazon WorkSpaces Thin Client,

= ER1 WorkSpaces B EFin & 2 BB EKEH , 552 BAmazon WorkSpaces B EE FimkY
o BBREH,

WorkSpaces fBfE & FinH#I ACL
YEACL: B

FHUZHIEE (ACL) ATEFIBLEE (RFKE, FRAENAG) HAFIEZERNFFT. ACL EHR
BEREBER , BEMAEA JSON BERXAHHER,

ABAC B2 WorkSpaces B E Fix
X ABAC (ERHHER) : 2

BRI FEES] (ABAC) R —EREXRE , MBEAEBRNBUERERTA. SUUSEREEE IAM
B AWS &R , ARRET ABAC BIEX , LEEZREANRBNSER LVERE RFHRE,

MERBERIZHIEE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys RHFR5|8 , EERNWEETESP , REEBEA.

MRBHEXESEEREEN B =ERG SR ABEZBBEMS , EA Yes. IRBHBEIBERLE
REEN I =@EF4 iR , RIEA Partial.

MF ABAC WFMET , HSM (AM AR FHEAABAC BEESHT, NESEEHR
7 ABAC SBHBRE , HSH (AM ERE1ER) PHEREEDEIIRH ABAC),

H& G B R P B2 WorkSpaces R E Fig B E FH

XERERE : &
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REFEAEREM AWS ERNEHEIE K ELFEABARIRACE  SEFHEL., AWS BER
BRERELABREAER K MTREARBENE®R, MEHMEN , F20 (AM FREER) F6
IAM R REF L < BRREE T E IAM EEIEENAWS BRI,

WorkSpaces f5f R &E FisiIERE =8
TEESEFEINIERE (FAS): 2

BIA I T/ERE (FAS) EAM A MEFEAFFAT AWS BR¥ |, #&& AWS ¥ BRM@ TiFREREF
Ro MFRH FAS FRENBERFAMET , F2EERFNTEEE.

WorkSpaces A HEE PN REAE
XEREAR &

REAGRRBEETN AM S€  IREMTEE, IAM EEE LKL IAM RE., 18K FN M BR IR
At, MEFMEENR A F2lH (AMERERERE) PHETAGLUEIREF T AWS RIS

/A Warning

B FRKEACHET A W EEE BT WorkSpaces BB E & FinIhat. R A WorkSpaces iR %
FiniRitigs| i , TREMREREAE,

WorkSpaces R E FinREEFA S
TERKEZFAG . B

BHERACRERE N—ERBAE AWS B, BETURERREATHENAE, REEE
ACEHRELN | AWS IEF | WARBHEAE. AV ERETRE BT EREREEEAEBN
S,

NMERVREEREFACHFMER , F2ETEL IAMEENAWS . EERKRPSRR
¥, AT EERBEEHCHTHN Yes, BERER , SURBXBRBHRBERE LM
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KFER  FAENAGTERBEISIEH WorkSpaces BEHEFIRERNHAT, 2ERTFHEREY
HEmMEERITEHENGT , IAM BEESRUEYT IAM B,

WE T MR fE I Ll JSON BURX M2 IAM B RBR | 28 (AM FAEER) BHE
3 IAM BUR (£ A).
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MFEBB WorkSpaces BEREFHmER < BFENERBRENFMER  SEESEEREEMN ARN 1
X, B2E (RERESE) 1 Amazon WorkSpaces R E Fin il BE, ERFEREE,

e

- BRBEE®

- f£F WorkSpaces R EFIREES

« F WorkSpaces &8 & = i Y M 58 17 BV

- RAAEAEREMMBCHETT

- ®&T¥ WorkSpaces f&EEE & Fim i) T EFEVER

HRREEK

BoBBRREHEEIRFAPNERBASRABAUEN, FEEMBR WorkSpaces HBREIEE Fin &R
ELEMETRESELN AWS IREFELAER, EREVYSFES o REBEKRE  BERTNIERARERSE
13

- FIEER AWS SEBRRAE BRI RKEERTT - EERBRFITRTENCERAENTEER , FEH
B R TS EREARGN AWS REBK. ©MTELN REMH AWS IRF, RAIEZREESR
BREREARI AWS WEFZERXR , ME-FRDH . WFEZEA , F2H (AM E£REE
) T AWS ZEBURREBBEENAWS ZEBK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &
UERERERG T AIUHBEERRINEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2EH (AM EAEER) P 1AM PR BERMFF A,

« A IAM BER PR E4GE— S REIFEE - SO LUSHREFIEEBER |, UREIESEMERNEE.
flan | BATLURBEBEERRG , EEXEMEMA SSL BEFTER R, MREBIBE Sl FHRKEEE
AWS BRIS , &t a] LUGE A R4 3R 1% T H 7B CloudFormation, MEHMET , 28 (IAM £H
ZIEE) K IAM JSON BURTTE © 4,

M IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE BE&4E — IAM Access Analyzer B
BHBERMBBEBEE , BERELBERER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer 121 100 ZHEBRBRERVENTHWER , THEERREZSHERNBER, MEFHHEE
A, F2E AM FHERR) PHEEA IAM Access Analyzer B 38 BUE

- EEZEEERE (MFA) - MRENRFIEZE IAM FHESR PR ERE AWS IRF | BB MFA
UESL4M, MEETFEU AP R/ERER MFA | 318 MFA (REFHEZERNEBEE, MEHAE
A, F2E (AM EAEER) PHEE MFA WE £ APl 77HL
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkspacesthinclient.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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mE IAM A REEXRNEBER , 528 (AM E£AEER) ¥ IAM Z2HEEK,
£ WorkSpaces B EFinEEA

% Z1FH Amazon WorkSpaces B EEFIR A , BLAREREARN —HFT, ELHFIHE
AFFESIE IR F WorkSpaces BEIHEFIHmERNFMEN AWS tRF ., MREE L HEHFERNL
EFTEBRENESBEK , AIBREERBENER (FAEIAC) ME , TRAMELINTERE
(=

HAEMW AWS CLI 2 AWS API I E |, BFEEARHFRETEZEAHT. k2 , REAHFFILAF
SHPERMTZ AP BENEMERTLLT,

T WorkSpaces f& R E % 5 um HY M 58 17 EUE

IWEFIERBA I I R |, o5 IAM E A E MR WorkSpaces BIREFiniHRE | BRETEE, It
BERSEMEA AWS CLI 5 AWS APl EEXZARER LRI EEMEFT,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"thinclient:GetEnvironment",
"thinclient:ListEnvironments",
"thinclient:GetDevice",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:GetSoftwareSet",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"
1,
"Resource": "arn:aws:thinclient:*:*:*"
},
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
}I
{
55 B BUER A 78
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"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:poxtal/*"]

}I
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
},
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}

AHERERGMMECHETH

WEHEREBNMEIEEER , AFF IAM FREREKMEMBAEAES 2N ARREZEBRR, WX
SEEFEAFHFEH H AWS CLI AWS APl UK AR TR BENF T,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
na

iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

=1

5
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1,

iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
iam:ListPolicies",
iam:ListUsers"

"Resource'": "*"

B F¥ WorkSpaces BREEF Fig iy TEFEER

L &5 53R BA N4 22 31 1% F WorkSpaces R HE Fin IAM A EZEEZIENBER, LLBEISEA

AWS CLI 5 AWS API EEX#Z A HEN LTTHA WorkSpaces SR & FinE)FRVFT Ao

JSON
{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": ["thinclient:*"],
"Resource": "arn:aws:thinclient:*:*:*"

},

{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"

}I

{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:portal/*"]

},

{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
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},
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}

AWS Amazon WorkSpaces fBEEZEF gl SEBEXK

AWS ZEBRZH AWS AWS SEBREVNEENBIBKEERATSEARGIRMET , UESR
AR ARG ERE, FHEANAE,

FARCE , AWS RERRARTERTFTRECEARFINSEERTT , RAELFITAHRE AWS &
FEM., RMI2BREERERENEARFINEFEERE  UEE-SRDFFT.

FEEBE AWS SEBRPERNTT, R AWS EHT AWS EBRPERNTT , IEHER
EHREENMBERRIAGD (ERE, BENAR® ). AWS R EFH MEBIIH AP RIET 4
BE RBEAR , AWS REATREEMH AWS ZEBXR.

MEHMER , B2 IAMERERETN AWS ZTEHE,

AWS ZEBK : AmazonWorkSpacesThinClientReadOnlyAccess

& T #% AmazonWorkSpacesThinClientReadOnlyAccess BEFEREE IAM &5, WBEREET
BEEFEETAI & F WorkSpaces R EE FinREREAE KN, NELSEBENFHBEN , 28 (
AWS SEBEZ#E) FH AmazonWorkSpacesThinClientReadOnlyAccesso

ATAIRFIRE A
BRI EUTHT,

« thinclient (WorkSpaces fBfEiE % Fin ) — /AFFHEZBFEFTE WorkSpaces BEEZE Fim B {E.

« workspaces (WorkSpaces) — 7t ¥ iR WorkSpaces B &M EE R BN, ERARREEN
WorkSpaces &R =& E WorkSpaces BREIEEFintHE. © AR WorkSpaces R E Fi%
AWS EEEFERELER,
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- workspaces-web (WorkSpaces Secure Browser) — 75 #i& WorkSpaces Secure Browser
ADHEEFERERENGT, ERARMRELRE WorkSpaces Secure Browser ER 2% 5
WorkSpaces AR EFIHHA. ©tHARE WorkSpaces BREEEZEFix AWS FEAPERELE
R

 appstream (WorkSpaces BRARER ) — fAFFH#EIR WorkSpaces ERERNHEEBWNETAT. E-RH
R EIRH WorkSpaces FEARENEREEE WorkSpaces BREIEZEFIHHER. ©HARE
WorkSpaces B E Fis AWS FERAFETRELER,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowThinClientReadAccess",

"Effect": "Allow",

"Action": [

"thinclient:GetDevice",
"thinclient:GetDeviceDetails",
"thinclient:GetEnvironment",
"thinclient:GetSoftwareSet",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:ListEnvironments",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"

1,

"Resource": "*"

},
{

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"

]I

"Resource": "*"

}I

{
"Sid": "AllowWorkSpacesSecureBrowsexAccess",
"Effect": "Allow",
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"Action": [
"workspaces-web:GetPortal",
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

1,
"Resource": "*"
},
{
"Sid": "AllowAppStreamAccess",
"Effect": "Allow",
"Action": [
"appstream:DescribeStacks"
1,
"Resource": "*"
}

AWS ZEBUER : AmazonWorkSpacesThinClientFullAccess

& T4 AmazonWorkSpacesThinClientFullAccess BREEZZ IAM B9, LBFESKTEEFE
FF A% F WorkSpaces BB E & FimRiE & HAE KM, MEHSZ "é‘ﬁ%ﬂ’]#%ﬁiﬁaﬂ , B2l (ZBH
F2EERM) P AmazonWorkSpacesThinClientFullAccess, AWS

HARART
HHEDEUTH ;

 thinclient (WorkSpaces fFfEIEE Fifn ) — AFFTEEFEFATE WorkSpaces B R & Fin Bk,

- workspaces (WorkSpaces) — /¥R WorkSpaces B $&MER B BT, ERFARREERMH
WorkSpaces &R 274 B WorkSpaces fBEHEFiHHER. ©HAMRE WorkSpaces BEEE F iR
AWS FEAEFERELER,

« workspaces-web (WorkSpaces Secure Browser) — 757 #i& WorkSpaces Secure Browser
ARG AERERENTT, ERFARRESRL WorkSpaces Secure Browser & 2 & B2
WorkSpaces B HEEFIHEE., © AR WorkSpaces B E Fim AWS FiEAHRERELE
o

* appstream (WorkSpaces FEAE ) - fAFF#HIR WorkSpaces ERARERNHEENFA., E=A

R ERH WorkSpaces FEAENER IS E WorkSpaces BEHEFHER. CtARE
WorkSpaces SR EFis AWS ERAFTETRELEER,
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 iam- 725 WorkSpaces BREEEZEFIGEENIRFPERIREELZAC, LAEIZE WorkSpaces
BEREFHAREHIEERME CloudWatch,
JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowThinClientFullAccess",

"Effect": "Allow",

"Action": [

"thinclient:*"

1,

"Resource": "*"

},
{

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"

]I

"Resource": "*"

}I
{

"Sid": "AllowWorkSpacesSecureBrowsexAccess",

"Effect": "Allow",

"Action": [

"workspaces-web:GetPortal”,
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

]I

"Resource": "*"

}I
{

"Sid": "AllowAppStreamAccess",

"Effect": "Allow",

"Action": [

"appstream:DescribeStacks"

]I

"Resource": "*"
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},
{

"Sid": "AllowCreateServicelLinkedRole",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/

monitoring.thinclient.amazonaws.com/
AWSServiceRoleForAmazonWorkSpacesThinClientMonitoring",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": "monitoring.thinclient.amazonaws.com"

WorkSpaces B EE Fin EHMZ AWS EBE

g2E

AmazonWorkSpacesTh
inClientMonitoringServiceRo
lePolicy - EBBRBUR

AmazonWorkSpacesTh
inClientFullAccess - S8 #THI
&

AmazonWorkSpacesTh
inClientMonitoringServiceRo
lePolicy — 1B

AmazonWorkSpacesTh
inClientReadOnlyAccess - &
MR BUR

iR Date

WorkSpaces fFEEE Fin 2
# B AmazonWorkSpacesTh
inClientMonitoringServiceRo
lePolicy B,

2025 11 A 12 H

WorkSpaces B EE Fim 2
FHEGR , LB ERKERES
=

20258 A 26 H

WorkSpaces fBfEiEE Fix 2
FHEGK , LB EREFME
AR WorkSpaces E#R Bl & #Y
BREBEGFA,

20251 H9H
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gE

AmazonWorkSpacesTh
inClientFullAccess - B #THI
5

AmazonWorkSpacesTh
inClientReadOnlyAccess - &
R BUR

AmazonWorkSpacesTh
inClientFullAccess — #TBUE

AmazonWorkSpacesTh
inClientReadOnlyAccess —
BE

WorkSpaces & 1E 2 & F i B

DU

WorkSpaces B R E Fis 2
EFBUER , LAE@E WorkSpace
s ERAI BB REET T,

WorkSpaces fBfEiEE Fis 2
EFBUER , LAE@E WorkSpace
s EAEX. WorkSpaces
Web #1 WorkSpaces I H[RE
BEF AT,

2% Amazon WorkSpaces
R Fium i T 27 BUE |

UK S EREERENERE
g,

B H¥ Amazon WorkSpaces
BEREFiRREMARMRRE
EFEE,

WorkSpaces & E 2 & F i B
RIBHEE AWS ZEBURHE
¥,

Date

20251 H9H

2024 £ 8 A9 H

2024 £ 8 A9 H

2024 7 H19 8

2024 7 H19 8

SRt HERE Amazon WorkSpaces fBfEE Z F ik & 2 M 12H

AEEAUTERA GBS EFE EFERA WorkSpaces BEIEE Fimfl IAM K AJEEERINE REE,

ES- |

« BAREEHE , 7187 WorkSpaces B R E Figh#TEE

- REERRBNENER

- BEEEE , REAFTHMATFTE WorkSpaces & EE Fin

- BREEAF UNAMAE AWS tRF FEREM WorkSpaces BRI E FimE R

bad 3713
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EAERE L T1B7 WorkSpaces BEREFishHITEME

MR AWS EEFEE FAEEENT BE , AIXABBENEEES KRG, ENEEERALERE
HERERBNEBRHAS,

LT #EHISEERETE mateojackson IAM EAEEHAFEA TR EMIBER my-thin-client-device
BRNEFMENR , BAVREER thinclient:ListDevices FFRIBFE4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
thinclient:ListDevices on resource: my-thin-client-device

EWBERT , Mateo BEREEEEMHBE , LAKFMAER thinclient:ListDevicesEIMERTE
Bmy-thin-client-device&iR,

BERERGRNFHER

EEEY IAM ERAEFNERE  BUURBRRELNTFIER D, B2 , KELEABREENALE
FHER, BREXRTRBER K SXABRUFTNFRERY.

FHLE8IEmMEND : 7S ID (5120 AKIAIOSFODNN7EXAMPLE) MARZEL £ 48 (50
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY), MEEAERBNRE K L4 E—RERE
H&%iﬁelo MAZTFRSBRBIBENER. RUHENERAEEBIBG—& K KRLEBRENFI

/A Important

BB ENSREMRGE=S  EERHBSRENZEEFRHE 1D, FJBERM , BT
FE AKX FZHUER AWS 1RFE,

BUFHERYEE  SERIRT , EREEEFNEZR D NILETHNERAEATER2NE. LERF

NERASELBLCHRRER X, BREXRTAEFHER  S4ABTNFRRINEIER
B IAM R E, ERZTUEAMETNEER, SECAMEFRER K S4ALEMBRET —EER
B, IREBEUFNERY, sERARA  F20 AV E£AEER) FHEEFNER,

EREES K MEAFHMAFI WorkSpaces B E & F ik

EERHFHMAFE WorkSpaces BEREFI , B4 EASHIEFEEFENAEREAREN, W
REMFEH AWS IAM Identity Center REEASMEAER , B IRERIGERAELTHE , U
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ERHFEUER, i‘F—I SEHEL IAM BER , UEERGEZA BREREAREBN IAM A
&, MEFHMER , FSEAWS IAM Identity Center  EREIER) PHFTTE

MREFZEM IAM Identity Center , BIXEAZEEFINWAEREAREREYL IAMESR (FHAER
Af), RBEBYVESBREZEEXER , UL WorkSpaces BEHEFInH R FEIERMNFT, &
FHUR , FHEERAERREMGEEAEREARHRAS, M EAGEEAERNRER AWS,
EEE-STHRUOMEL IAM EAE. BHE. BEENFTT , F20 (AM F£AEER) F8 IAM 5
2 MBERAFF A

WEFMER , FBRETH WorkSpaces BREIEE Finky T B FEUER.
HEE ARG UARWAE AWS 1RF 7EUFAY WorkSpaces BEEE Fim &R

LAY —EAe , BEMKRFPNEREREEBATHASFIENER, S UEEZELFTH
LEEEVHIREZAR. (HEXEERERNBERSFEUZRHIEE (ACL) RYBRES |, &7 SUE A BRL R
KRBT AEFRENE RN,

NEE-STH , F2RUATAR

- HE T WorkSpaces REEEFmEA X BELINGE , 582 BAmazon WorkSpaces f&fEE & F
i BRI S IAM B 4E,

- BETHRIMAT AWS IRF Z48HEN ERcBREEIE | F20 (AM EAEER) FHESL
AWS 1EF BB S — @ IAM FAE P RREFEE,

- EETHNMEERNIZEEBREMEBE=S AWS IRF | 520 (AM FREER) TR FEUER
HIE=H AWS IRF #H,

. MEBTRNABBBA S REERE , B2H (AM EAEEE) PHETIREARENDE
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"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

I

"eventTime": "2024-06-19T17:13:447",
"eventSource": "thinclient.amazonaws.com",
"eventName": "RegisterDevice",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {

"dsn": "GIX11X11111111XX",

"activationCode": "xxx1xxx1l",

"model": "AFTGAZL"
},
"responseElements": null,
"requestID": "f626fb2b-a841-4b87-9a9b-685a62024058",
"eventID": "214385d7-9249-4f60-af56-b4c951e0491d",
"readOnly": false,
"resources": [

{

"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111111111111",
"eventCategory": "Data"

LA €558 R B CloudTrail 48 =& UpdateDeviceDetails &1k,

"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

1,

"eventTime": "2024-10-21T17:46:2772",
"eventSource": "thinclient.amazonaws.com",
"eventName": "UpdateDeviceDetails",
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"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,
"requestID": "7d562fcf-a9ce-40da-9e5c-9ef390b8b83c",
"eventID": "f294b614-b@0c-45ef-b293-cd389121033a",
"readOnly": false,
"resources": [
{
"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111
}
1,
"eventType": "AwsServiceEvent",
"managementEvent": false,
"recipientAccountId": "111111111111",
"serviceEventDetails": {
"settings": {
"network": {
"ethernet": {
"addresses": [
{
"gateway": "gateway",
"locallp": "locallIp",
"type": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
I
"networkInterfaceInUse": "ETHERNET",
"wifi": {
"addresses": [
{
"gateway": "gateway",
"locallIp": "localIp",
"type'": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
}
I
"peripherals": {
"bluetooth": {

:device/DEVICE_ID"
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"enabledStatus": "ENABLED"
I
"keyboards": [
{
"name": "name",
"type": "USB"
}
1,
"mice": [
{
"name": "name",
"type": "BLUETOOTH"
}
1,
"sound": {
"microphones": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
}
1,
"speakers": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"

]
I
"webcams": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type'": "USB"

]

1,
"powerAndSleep": {
"sleepAfter": "FIFTEEN_MINUTES"
}
1,
"updatedAt": "2024-10-21T17:46:27.624Z"

iy
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"eventCategory": "Data"

}
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{
"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"thinclient:ListEnvironments",
"thinclient:ListDevices",
"thinclient:ListSoftwareSets"

1,

"Resource":"*"

}
]
}
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