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B RZIBRCBETEREFNE B4 SRERBBEN , HEEERS B HEERN X FRA
o, BlinE B8, EAEEEER Amazon WorkMail SiE M AWS RS EAE#=4& AWS CLI, API
= AWS SDKs, ZBEEZESLEEEANFTHUP AN AERBIEARTESZE AR, MRE
RUADBRRSEN URL , RFAZIEBFVERB LEHZARBEFZRG URL P2 EBREBEA.

Amazon WorkMail 20{aEH AWS KMS

Amazon WorkMail EEFAE B ARBR 28] , ¥FTE Amazon WorkMail A& ST WFIEARE
TERNE  YECERAEFHASRKEHEARE., SEELEANE, ATREREZEFASNANES
#® , Amazon WorkMail B 8 AWS Key Management Service () B4AWS KMS,

Amazon WorkMail BiRHE —EiEE , IREAEEEZERNENEF B4, WNFADETER AWS
KMS, MFEFMER , FLRABMAEENMNZE T B

&
« Amazon WorkMail hnz%
- BEFMFH CMK

« Amazon WorkMail tTIZR A
o EE¥ Amazon WorkMail B2 B9 B & AWS KMS
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Amazon WorkMail EEEIEE

Amazon WorkMail 1n%2

£ Amazon WorkMail # , SEEZTT LI EZEERE , SANEBTNEEERE. FEAR (888
EFEHHMNTERER) BFHREERENEEH,

A7 %% Amazon WorkMail 88+ HERMNAZA , Amazon WorkMail EEFFIEEREAEBARMKEZ
A%, EEFREENEATTUHEXEERAFEF.

BEEFEHEHE—NERNZLBT IR, FELRHEESBNT  ERACEHEANE—NRE
8, SHSBEEKETE AWS KMS RIFRMZBHNEB AWS KMS WEF X248 (CMK) TH&E. T
El#E R AWS KMSHEMZAL, MBEAELR., NBEHSBRES CVMK 2BEHEZ,

A \
. -

Customer master key

AWS KMS
Mailbox key

SR,

& || == || P

Message Message Message

Mailbox
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Amazon WorkMail EESER

REMABE CMK

B 832 I Amazon WorkMail #8#&6F |, AT LLRZEB AWS KMS HEF X £18 (CMK), iEfE CMK &
BREBPIFAEEHESIE,

£ 7] LUZEX Amazon WorkMail FIfEEE AWS & CMK , B Al UEZRUEHENEENREEFEE
CMK, MEFMENR , 5208 ( AWS Key Management Service BB ABEE) FNEFET£H
(CMKs), #AIAASEMEMBZREMERN CMK XFTEH CMK , E—EZEE CMK , RELEE,

/A Important

Amazon WorkMail X ¥ CMKs, B eeEAIFEHB CMK, WFEHEIHE CMK 28
HIEHE |, 552 ( AWS Key Management Service Bi3 A E35/) MR RIEBAIELE
CMKs,

EESHKRABN CVMK | SRR &Y HIK AWS CloudTrail BFEEEB AWS KMS,
BEESFHEAME—NE R

BB SR, Amazon WorkMail 8 EABAEHEELEM —/Y 256 (L TR INZF % (AES) $#
neie BAHEFSHE AWS KMS, Amazon WorkMail FREESEBREZECERSHARNMER
&8,

BTREEHESE , Amazon WorkMail &L AWS KMS RINZ4EE CMK TH{EHE SR, A&, ©
SENBNERSBERESRTREREN,

® Note

Amazon WorkMail fE A BERNZ B RABAEE®, FiBX , Amazon WorkMail £
IHBEBERRBESEER. CEALESBRNESEATALLE  XFEALELBRHER
<8, AEGHSBHARN CVK RE. BENGRUKESFEAFHBEEHSRY., HEF
FTEeFEERREAINZ M,

mESEF L

EFERAESABRTIEZRERE , Amazon WorkMail € 5\ A EELME —/ 256 {77t AES ¥#En
#Ei@ AWSKMS, eEFALFAELBRMBZALE. Amazon WorkMail EEEELEBTNRZAEE
w, LASMZNWAESBEREAES, RE , TEEBHN CMK TINZREEEE,

Amazon WorkMail Z0{a £ AWS KMS MRZA 1.0 12


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
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https://en.wikipedia.org/wiki/Advanced_Encryption_Standard

Amazon WorkMail EESER

BMHERE

Amazon WorkMail By 5 , @FA TIEFREREBURZMHHNAL,

« Amazon WorkMail € 8 AWS KMS AR ERELEM — 256 Lt AES HHBNZH SR,

« Amazon WorkMail €I} AWS KMS iE#E, EEE A organization. WEEERNEF 2R
(CMK) W& BIfF. AWS KMS 2EEE CMK TINZENEHES|/H BB F,

« Amazon WorkMail & MZHNER B FREERPEER,

MERERAL
AT MZFAL , Amazon WorkMail R U TREF.

1. Amazon WorkMail B EE4EK—/ 256 It AES HifE2i., SERAM N FAE LB IER IR
A (AES) SEE LR MBI AL AWS KMS,

2. BTHEEHELBTREFE , Amazon WorkMail EEEZ —ZLUNMBRERFENEELE,

Amazon WorkMail &R0 AWS KMS Decrypt #1E , W EMBENEHSB/PEE. AWS KMS &
B CMK ZiiEm=ERa<is T XFZERSBELEIE Amazon WorkMail,

3. Amazon WorkMail fE A X FER S AERE INZIZEE (AES) BEEZRMEABWAE S AWS
KMS,

4. Amazon WorkMail i IMZNAE SR EHREFEERE , LARBEZESER,

RRERAL
B THRZAL , Amazon WorkMail ERUTEF,

1. Amazon WorkMail @04 AWS KMS fEZR¥E , YEMBENERESW|PEE. AWSKMS EFH
CMK Z/iEMB A ERLE Ui X FEHLEBER Amazon WorkMail,

2. Amazon WorkMail fE A X FER M AER INZELE (AES) BEZE , £ N BHREMEZNFALEE
i#® AWS KMS,

3. Amazon WorkMail fEfE X FHAE BB ZEMZHNA L,

f_ﬂ'

REVE R 258

BT HEREELASY IR S HE AWS KMS , Amazon WorkMail € AR EVEE A F st S8
MYFERTBES—72E, ERRHBERE  2BREFSE, IRERINNEEZEEXAFHEN

Amazon WorkMail Z0{a £ AWS KMS M7 1.0 13


https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
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Amazon WorkMail EESER

S5 €48 , Amazon WorkMail AJ A B RERHERS €8 L MAZTEMW AWS KMS, S5 €8 MIEHRE
FRE  BHTEUHXFERE AR,

REMEH CMK
E Amazon WorkMail EZIBmEERIEFFEAZTF L (CMK) B , cBRREREEES,

BERREERA AWSKMS BEF &/ (CMK) BANE L EEEXABATIFT., EALE IAM
BRACREMPIEEELLENT T,

* kms:Encrypt

* kms:Decrypt

* kms:CreateGrant

EZEEZ A CMK EARNIREEB Amazon WorkMail B95&ESK , A LAEA kms:ViaService #4435 S4B

workmail.<region>.amazonaws.com{B.

BT UAERANZATFNERNEMBERETR , BUE CMK AR EGRZFRE, flm , B0 E
IAM REBBERNHRERFREREERE T , NEREPERARERS,

AWS Z& CMK £ 8 BUX

Amazon WorkMail 8 AWS Z& CMK €8 BUREE Amazon WorkMail K RFERAERHFERE , 18
HEAEFER CMK #TIEEIRENGTT, $RBERFAAHEMNEREEREMER CMK,

HEMBEREMA AWS SESHRNBE —& , HFRHRBEL, BB LIBFSVBER , BETUUMRKER
B8, MEHMER , T2 ( AWS Key Management Service B AEHE) THMIESEBEE,

EMBRPHERRAEXEFTTIMR

- AFRFHMESPNFEREFER CVK TR BRERENEILRT , BERNEERRE Amazon
WorkMail B, kms:ViaService 4 £ Sa4IErEILESl,

« AFF AWS IRFEI IAM B3R , RFFERAERE CMK BEILHBER T,

LA 2 Amazon WorkMail AWS & CMK &4IH £ BEE.

{
"Version" : "2012-10-17",
"Id" : "auto-workmail-1",
"Statement" : [ {
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Amazon WorkMail EESER

"Sid" : "Allow access through WorkMail for all principals in the account that are
authorized to use WorkMail",
"Effect" : "Allow",
"Principal" : {
"AWS'" o M
.
"Action" : [ "kms:Decrypt", "kms:CreateGrant", "kms:ReEncrypt*", "kms:DescribeKey",
"kms:Encrypt" 1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "workmail.us-east-1.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
}
o Aq
"Sid" : "Allow direct access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS"™ : M"arn:aws:iam::111122223333:root"
},
"Action" : [ "kms:Describe*", "kms:List*", "kms:Get*", "kms:RevokeGrant" ],
"Resource" : "*"
11
}

AT KB Amazon WorkMail

BRT £MBUEKR 2 , Amazon WorkMail EEF AR T RASEMEBSTIFIEE CMK, BEEEFIRF
FE CMK , BfEF ListGrants #1E,

Amazon WorkMail £ % F 15 T 55 o] #i8 ZHBA CMK,

 ¥738 kms:Encrypt &F A , BLA2FF Amazon WorkMail INZEfE <18,

* ¥78 fLFF Amazon WorkMail £/ CMK 2S£ #®MWkms : DecryptFFAl. Amazon WorkMail 7
BYFHEERHT , RABRENEEAER  SEEABENARNERAENZERE. FRTER
F AWS IRF B AER, EXRAMERBIZEE CMK K , Amazon WorkMail &8 37 b &% 82,

EERZITRF , Amazon WorkMail X FRESLAHBAY AR CreateGrant, I REMFFTA
KELBEBE, HWBEATFREFERAEE Amazon WorkMail K RIBEFEAERBFERE | £EEN
CMK CreateGrant EFY
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https://docs.aws.amazon.com/kms/latest/APIReference/API_ListGrants.html
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Amazon WorkMail EESER

EWBERB A IREIEHEE AWS SESBMIRE, TiB , MREMEERF , Amazon WorkMail ££
REZRERTNINZRE R,

Amazon WorkMail IZRAE

MERARR—HSB/EY  HPESAEEFATEN, ERENZERNNBERPITEMBZARE
AWS KMS MZEUMBAREEZMENER, BERZEN K SLAEEHERNMZERAR. NEH
&R , 526 AWS Key Management Service FIZ A BREHNMNEZAR,

Amazon WorkMail ZEFTE AWS KMS ZiGiR=ZRIEFEAERBNMNBARTIKER, BUMEANBART
R BIFERZ LM BEE (170 AWS CloudTrail) RHE L ZIBMRERIE , URTEHENREFRHERE
AR o

Amazon AWS KMS Amazon WorkMail ZENZEMBEHZBRPEAMEAS , HP LR A
aws:workmail:arn , M{EAEBH Amazon Resource Name (ARN).

"aws:workmail:arn":"arn:aws:workmail:region:account ID:organization/organization-ID"

g , FHMBARSTEEBN ( ZWH ) (eu-west-1) BEAHAEHIER ARN,

"aws:workmail:arn":"arn:aws:workmail:eu-west-1:111122223333:0rganization/m-
al23b4c5de678fg9h0ijlk21m234no56"

Bty Amazon WorkMail B2 g9 5 &) AWS KMS

&R LAE R AWS CloudTrail #1 Amazon CloudWatch Logs RiE#t Amazon WorkMail AWS KMS {3
BEER NFER

nE

ERENERE , Amazon WorkMail EEAER S\ AWS KMS RinZHER £, Amazon
WorkMail €8 AWS KMS # X ZEF L8| Amazon WorkMail 488 CMK BT |, a5 R
BxE,

L8k Encrypt BIENEHELURUAT & HISE4. F£HE 2 Amazon WorkMail fR#%., S8a#E
Amazon WorkMail #8##) CMK ID (keyId) MMZERE. Amazon WorkMail thEAEFE<E A EFE
FC8%1E CloudTrail HEEH,

"eventVersion": "1.05",
"userIdentity": {
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Amazon WorkMail EESER

"type": "AWSService",

"invokedBy": "workmail.eu-west-1.amazonaws.com"
},
"eventTime": "2019-02-19T10:01:09Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "workmail.eu-west-1.amazonaws.com",
"userAgent": "workmail.eu-west-1.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"aws:workmail:arn": "arn:aws:workmail:eu-west-1:111122223333:0rganization/
m-al23b4c5de678fg9h0ijlk21m234n056"
.
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3csad”
},
"responseElements": null,
"requestID": "76e96b96-7e24-4faf-a2d6-08ded2eaf63c",
"eventID": "d5a59c18-128a-4082-aa5b-729f7734626a",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1a2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3c4ad",
"accountId": "111122223333",
"type'": "AWS::KMS: :Key"

iF

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333",

"sharedEventID": "d08e60f1-097e-4a00-b7e9-10bc3872d50c"

s

ERHE. BRRBMEBREEAER | Amazon WorkMail AWS KMS €EREZREFE S, Amazon
WorkMail EIXEZ5ERE , AWS KMS EFR S EMRER LB Amazon WorkMail #H&H CMK
B g E e

F08% Decrypt BIEMNEHBLURUTEHFIEH, FHER Amazon WorkMail fR#., ELSEIFEX
HRBREAFZTNMNREESE (MABIMBXZF Blob) , A% Amazon WorkMail fAEHMZRR. #N0
BTN F AWS KMS 674 CMK 89 1D,
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Amazon WorkMail EESER

"eventVersion": "1.05",
"userIdentity": {
"type": "AWSService",
"invokedBy": "workmail.eu-west-1.amazonaws.com"
1,
"eventTime": "2019-02-20T11:51:10Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "workmail.eu-west-1.amazonaws.com",
"userAgent": "workmail.eu-west-1.amazonaws.com",
"requestParameters": {
"encryptionContext": {
"aws:workmail:arn": "arn:aws:workmail:eu-west-1:111122223333:0rganization/
m-al23b4c5de678fg9h0ijlk21m234n056"
}
1,
"responseElements": null,
"requestID": "4a32ddal-34d9-4100-9718-674b8e0782c9",
"eventID": "ea9fd966-98e9-4b7b-b377-6e5a397a71lde",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1a2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3c4ad",
"accountId": "111122223333",
"type'": "AWS::KMS: :Key"

1,

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333",

"sharedEventID": "24leleSb-ff64-427a-a5b3-7949164d0214"

Amazon WorkMail 5 & 9 M{ZEE B

AWS Identity and Access Management (IAM) 2 —%& AWS fR¥E , AT HBIEE S R e T H ¥ AWS
BRNFR. IAM EESARFETNETESBE (BA) MRE (EBEFAT) REA Amazon
WorkMail EiR. IAM 2 AWS IR BRI LR BEFERAMN .

ES- |
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Amazon WorkMail EEAEE
- BEHR

A & D ETRE

£ A BURE 2 7 EUiE

« Amazon WorkMail 204a/E& IAM & EL 55 F

« Amazon WorkMail & 7 B3R &4l

- ¥ Amazon WorkMail & % I ZEUE 1T iR FE R B

BREHR

FH A3 AWS Identity and Access Management (IAM) 8~ E , BURRAETE Amazon WorkMail
REATH T4,

FRIEERA & — MREFERA Amazon WorkMail FRIERETENEE , FHNEEESSALRUMENEA
BERMFFT, EEFEHRESZ Amazon WorkMail THEEXRE T T/ER: , BUREEEEANTT. THER
FUNEERSR UGS EREREERRERNTT, MREEEFE Amazon WorkMail FEIZHEE |, 58
28 ¥ Amazon WorkMail & 2 M FZEGETHRFED B,

REEES - MREELTEE Amazon WorkMail ER , &0 #E 0] LLE R FEHL Amazon WorkMailo
SR BT 55 2 4 I IR 75 55 P 35 FETZ BB LE Amazon WorkMail ShEEFI &R, 128  BSEBERERHK
M IAM EEE  REFLREFAENGTT. RELEELNER , 7TH AM HEREE, BE#
— 5 7 B\ T {A B Amazon WorkMail £/ 1AM |, 552 B Amazon WorkMail Z04a[E2 |AM 2B {E
Ho

IAM BEE - IREZE IAM BEEE  BEATHRIBZEEBERUERE Amazon WorkMail ZEUHY 5540 E
Fo BEEMRBLETLIE IAM FEAHB Amazon WorkMail & 9B EEEIf] |, 5528 Amazon WorkMail
B o BBRE S,

FEHE D HEITRE

BrEBMBREEANWS FAFIBREBRANAR. BHEALLAWS IRFEEAES Y. AMERES SR
BEIAM AREDETEDRE (BEA AWS),

BULERZERE 7 RERENERE , UBEE D AWS 55858 0F A . AWS IAM Identity
Center (IAM Identity Center) £ &, BRBNE—ZASDBE , LIREH Google = Facebook &
AEHR  HMEBMSEOINES, GLUBMEEIEAN  LZNEEESLNCREEH IAM AENBHE S
D, BRERBE AWS BoFI B, fEaBEEEae,
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Amazon WorkMail EESER

BRIBEEIWFEREER | & LL% A AWS Management Console 5, AWS ZERA O#8L, MEZEA
HEFEER AWS |, FZ2RBAWS B A ( £AEERE) FHmmEAEHN AWS 1RFE

WMREL AWS BRFZFTHFRFER , AWS ERMHEKBEZEH (SDK) Man=3IRHE (CLI) , UEMA
T BAERUBBRESXNEBLNGE R, WREFEA AWS ITE | RIXEHTHERER, 01F
SEREBENSEBTEEFRNFHENR , F28 (AM £REER) PHEAR APl FERHAWS
Signature 28 4 ko

EREERAES S REL L SURBFERMENNREMEN. flln, AWS EREFERZE
EZRE (MFA) RESIRFNEZEME., WFEEZEF , F2E (AWS IAM Identity Center £/ &5
M) PHZEEZBREN (AM EREERE) T8 IAM FIAWS ZEEZME.

AWS IRF RERE

EREY B AWSIRF , B8R —EZEASF DG , RS2 ATBEEFW IRFRINRAE AWS BRI M&E
Ro WEDHA AWS tRF Theroot EAE | AIEIR A ERREIUIRFNE F B4t MBRFE AR
FHL MAEBETBUREAEREREER. RECHREAERRE  LEARAITREBHRE
REHTNER. WFELERNTERE , THEFTUREAEZANGES , F28 (AM EREE
M) PHEEREAERENER,

IAM fi£ i & M A48

AM EAER PEAE-AEFEARABENT AWS IRF W5 5. BRERTRKERER
MAREERYRMBE PINEBNENEER) NV IAM EFHE, ERMRBEEARIFZERETRTY
BREWIAMERE  BRLHGREFNER. WFEZEF , F20 AM FRAEEEFNATERDER
H ARG E W IER,

IAM R —BIEE IAM ERESEN S D, SREUFESHEE, EUNERFER-—XAZ
BERAEEENT, HEATREEABREAEFTNEFEEEARS, flU , BALBEE—ERA
IAMAdmins HYEFAE , Wi FEEHEERE IAM BRI,

ERERAGTEH, FRERGRE-ASIEAEXRIRE K BAGHNENREHEARZEENA
BNfE. EREHBEKANKRYER K EBACERHABRERE. NFEZEHR  F2H (AM ERE
Er) TR IAM ERENFERZEM.

IAM B

IAM AR FEEEENT AWSIRF WED., TELIAM EAE  ETEEENASHEH, £
5L FIEE IAM B AWS Management Console , A LA RFEAETIRE IAM A6 ( E2A ).
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Amazon WorkMail EESER

BT LUEIBIF Y AWS CLI 3t AWS API RESER BFT URL RIBEAE, NEERAAGNIEFEE
# ., F2EH (AM EREER) FWREACNSEE,

EAREREN IAM BBETIERLPIEEER

- BESPEREFN — UEMBES DR, FELAR  YRABGERTT. EBSESHE
TEIRIER  XES/SHACGEYRY IBRTHACERNTT. UEERBHSACHNMERE
A, FE2E (AM EHEER) PRAE=S57RME BE) BEUAC. MREMEHA IAM Identity
Center , AIEEREHE, ARHERBERULUFERANAZ |, IAM Identity Center #§5F A 5262
IAM RV A EHED ., MERBEFTAIENEF , 528 AWS IAM Identity Center £ /8 & B AYFT

EE
- TR IAM EREFF T - IAM EAEHA ST LUEE IAM SeRE K HIEEERRA TR,

- BIRFEFHE . BULER IAM AR | RFTREIKRFHHEA (FENER) FEUEKRFNER,
AEERTEIRFFIENIELSR. T , BREL AWS R , BRI EEEBRERIER
(MTAREABEUMANRE ), IFETHEAAGNEREBRETEIRFENCENEZE K F2H
(IAM EREEFE) P8 1AM FHEIRF EIRFEG

- BRBEFE - B AWS IR ERAEM PRITHEE AWS BRIE, Bl , EEERE P HETIRUE
ZREBEEEE Amazon EC2 H#I{TEAR R Y H# T Amazon Simple Storage Service
(Amazon S3) 1, IREATEEEFEAFWUERNFTA. FARBACHERREELACKRHITINE
%,

- BIEATFHTERER (FAS) - B IAM ERERACE PHTEER AWS , BEWRAE
B, ERELERKE K SUREHTEEBE , EMETRRBHAB S —EEE. FAS E£AF
W MEFEAFFA AWS IR , /S AWS BRF FRE T HERBRELFER. REERBBRIFE
EREfh AWS BRI S EIRE BT RESEARIGEREF , TSR FAS R, BEIBERT , B4EER
VITEMERENRTT. MFERH FAS BRENBRFMER , F2H (EREMTEER) .

- REAE - REACEREEEN IAM A€ | AIRKREHITEE., IAM EEE ALK IAM R
3., ERFMERBRE AR, MEFMENR  F20E (AM EAEER) FHNELAGUEIRTA
4 AWS R,

- BBERAC - BRERACRERE NBRBACEE AWS R¥. BRBATURERKRENTH
Enae, RBEEFACEHRAEEN P AWS IRF |, IHBRKEE. IAM EESTRE , B
T Refm e AR5 E S A B /YT Al

* 7£ Amazon EC2 L #{THWEAREN - BUEA IAM BEREERE EC2 TER LT EARE
ARV EREERE | AR H AWS CLI 3 AWS API 5K, IERE EC2 BI{TERAREFM MR
HHR. BER AWS ARG EC2 #TEER  WiHRMHGHMAEAER , BTN ETER
EFTERNATERBERE, HTEBREEISXAC , LHFE EC2 HITER LITHE
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Amazon WorkMail EESER

AMEHERERE. MEFHMED , F2H (AM FHAEERE) PHNER IAM SRS T ER
Amazon EC2 #1T{EE F# TR EHARE,

ERABREEFEE

A SUEBE L BRI A HBE R AWS B2 RE IR AWS RiZH RHFER. BERE 094, AWS
BEHES,>RERELBHE , FERHITT. EZFEA (FHE. REAEIACITERE ) &d
BREF, 8 AWS FMHIELBER, BEFHNTTRERBATRIERFE R, KZBBXREL JSON X
# AWS WX ERIE P, 0F JSON RN HEBANABSNFMENR , 528 IAM EAEERTH
JSON BURBLE

EEE A LMER AWS JSON BURRIEEH AU ERAR, tWH2HR , WMEERE T BERAF T oS
EERAITHLEBIF,

HEREBERT , ERENACREHNT. BERTEAEHEMFZERANTDENT , IAM EEET
LB IAM B3R, A%, EEETUE IAM BERMEEAE  FAEERBETELAE.

IAM BUERERZXEENFTA , BAmEERAMES ERITERE, Sl , BEREEF—HEAGT
iam:GetRole BMERVBIR ., EBXBURMMEAE 7 LL#E AWS Management Console AWS CLI,
API AWS BR8AEBE .

ER N

SO BBRRALMME S (Fla0 IAM ERE, EREFHERAE) K JSON FFAIBERNSF, ELK
RS D EMERG TReEBLERATHLESE, NFTHROMELSSEEEK |, F26H (AM
EAEER) PHEEBEFEREBREZBA] IAM A,

BoBERRUE-SOERARBRIAZERR, ARBREEZARINE—FHE, FEIAE,
TERRRBMNEBK , ELEES FNSECHAE. HENAE AWS tkRF. SEBXRZHE AWS
ZERRNEFZERR, NFETHUIMNEZERREARBKR ERE , F28 (AM £REE
) FREZEBCRNARBUREREE,

BEREHR

EREBRRZEETERN JSON XX, EREBENEEREHIZ IAM ABEEBEN
Amazon S3 FEIFBER., EXEEREBRNEREES , REEEETUFERACHREHESEER
WEFEER. HRMNBEENER  BREEREEN TR UUHZERATHWEEAREMERET
TR EE, BHBAEEREBKRPIEEEE, ZXATLIGEIRE, A%, AR, BEEIHERAE
=; AWS R,
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EREBRRURZBEHNABRBE, SEEEEREBEPERARE IAM B AWS REBK,

FHURFIFE (ACL)

TFEUZFIEE (ACL) AHEFIBL TR RFKE, FRERNAC) HAEFIEERNFFAT, ACL EHR
ERAPR , BEMATEM JSON BERMXHFER.

Amazon S3 AWS WAF#1 Amazon VPC 2 ACLsH RIS E 5, mMFEE—L 7#E ACL , 52E
Amazon Simple Storage Service A% A EEH M FEUZHEE (ACL) E&Eﬂo
HbpKEER

AWS XEHMBTERNBRER, EERRBETRERE RBIREER TFENZRKFT T,

- FARR-FUHEER - EERDRE  THERES I EBERERT IAM B8 (AM £AEHAR)
MBEAFA, BUNABRREFIRR. MEENFTEERERN S D EBERMEFARRHR
%, 8% Principal P EECRAENACNEREBERITSZIFARRES, AEEERERK
RPN AREBHEBERX N, NFFATRRNFMES , F2H AM ERAEEREHH IAM EiE
AT AT SEER

« PRFEIZHIHEE SCPs) - SCPs2 JSON BUX |, AlEE FHAEMNEMME (OU) BIBRAFFA AWS
Organizations, AWS Organizations R AR D HEFMEREBRELEHEE AWS 1RF B Z B RE.
EEMAEBTHMEIEE , B UG IREEFIBUER (SCP) EREIEAHAEIRS, SCP SRl
RERFAERNGTY K SHESEER AWS IRFRFERAE., W5 Organizations F SCP HEEHE
# , F2[E (AWS Organizations EAEIERE) P IREZEHIBEE,

- BEREFIEE (RCP) - RCP 2 JSON B , AIARBRELRFPFERN AT LR , HKEGE
BEAXRTEEEFMMELFEENSEERN IAM BE. RCP RHIK SRS P ERHY
Y, XWHRFESINENTT , BIEAWSIKRERFERAE , ERTHRETBRAENER.
#NZE Organizations #l RCPsHEFMIE R , 2EXE RCPs AWS R By BE , F2RBAWS
Organizations  FRA&EERM) PHERZEFIBER RCPs).

« TRMEERBER - THRBERBERE —BEREE , TN EEBREEANATAEYACIBMESER
ENTRTERRE K MAZ2EBEE. MEETFERERNFITSREAENACHN ST EBERMIE
FEERBURMIR SR, FFAAIURAEREER, AMEEEBRTNWAREENREERXL AN, WFEHF
WMEF  FSE IAM ERERER P TEERBER.

ZRBRER
BSERRRLERIERE , HERPRNHTEEAEM, ENBBR. BRTHROTAWS &
HPREEBPRBABRERTAFER , F2H (AM £AEER) RHBETERE.
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Amazon WorkMail EESER

Amazon WorkMail Z0{a/E2 |AM & B {5 A

EEER IAM BB Amazon WorkMail BV FEUVE 2 B |, S FERZ T #RTHRLE IAM IhEE R B2 Amazon
WorkMail #EEH, EERA T Amazon WorkMail F1E M AWS RIS N{AER IAM $BEERA |
B (AWS IAM EFEIER) FHYVEE IAM FEEFEAL R,

T
s

&

« Amazon WorkMail & % B BE

« Amazon WorkMail EREBE

« LA Amazon WorkMail ERAERHRE
« Amazon WorkMail IAM & €&

Amazon WorkMail &9 B KE

£/ IAM 2 BEBER | B LUEEAFREBNBENER , UREMEFRGT AFFRIEED
¥E. Amazon WorkMail X B4 EEF. BRMFFREI#. HFETHERE JSON BERFEANARA T
%, 7260 IAM EHEEETH JSON BETRSE,

BF

EEEWLER AWS JSON BERRIEEH T UAFRAR, 2R , BMEZREMCBESRA T o UHA
EEREITH LB F,

JSON BURRE Action TEHERETURARAFHIEBBRFFRNEFE, BRBEEE EFEMEEH
Bt AWS API REMRBEN B, B LSRR , FIaUL BT APHRENERFTEE, L&
EERFBERRTNSEEF, ELBANDEB/BKREE.

BUEREEABERR THIT BB BT,

Amazon WorkMail RV BUREMEEBEZBIERA T FE : workmail:, #ltn , EERFE
AfER Amazon WorkMail ListUsers AP 2{EREERER BEFENT , BEEBEHEE

workmail:ListUsersBiff, BIERBRRRNSESTE Action = NotAction jt&k. Amazon
WorkMail &% B CHEIMESE |, #IRE T SUE A L IRFE1THEH

EERE-RARXPIEELEEE , FRERSR , WTAR
"Action": [

"workmail:ListUsers",
"workmail:DeleteUser"
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Amazon WorkMail

BT LEREBRER (*) RIEEZEEE, Hlin , EEEEMER List XFHNFMEEE ,
TEE -

s
@
M
N

"Action": "workmail:List*"

EEEE Amazon WorkMail EIEBE |, 528 (AM FHEEE) B/ Amazon WorkMail E 2 H Bl
1E,

&R

EEEWLER AWS JSON BERRIEEH T UAFRAR, 2R , BMEZBE A BEA T o AH
EEREITH LB F,

Resource JSON HERTZTWIEEEEABHENYH., R4 EEE Resource = NotResource
TR, REEXEFERAH Amazon Resource Name (ARN) RIEEER, B H X EREERER
HEME (BAERBRFET) REEM.

HRAIXERERBERFFAINEE (P05 HRME) , FEABRAFER () RRTEEAXERARAEER.

"Resource'": "*"

Amazon WorkMail X Amazon WorkMail {8/ &R BREF .

Amazon WorkMail {8#&& R EHE T % ARN :

arn:aws:workmail:${Region}:${Account}:organization/${0OrganizationId}

IE ARNs BN EEEER , 5528 Amazon Resource Name (ARNs AWS AR5 p 7 22 &,

Bl | EEEFRRKXPHE m-nlpgq2345678r901st2u3vx45x6789yza i , BFEA LT ARN,

"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
Nlpq2345678r901st2u3vx45x6789yza"

EEEEMEBRBERFNAR FEABRAFER (M)

"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/*"
F L Amazon WorkMail B , BIINARBLERNEE K BELEREERLHAT. TELERT , &
PAFHBRAFT (M.

Amazon WorkMail 20 E2 IAM & {55 F MRS 1.0 25


https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkmail.html#amazonworkmail-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkmail.html#amazonworkmail-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

Amazon WorkMail EESER

"Resource": "*"

£EEF Amazon WorkMail ERER &K H ARNs WEE |, F268 (IAM FERHEERE) B8 Amazon
WorkMail EENE R, BE T HRETUASEERN ARN I5EMWMLEEE , F52EB Amazon WorkMail
HEME, BERMEHERSIE,

KRS8
Amazon WorkMail ZET 5 EEE S8,

* aws:CurrentTime

* aws:EpochTime

* aws:MultiFactorAuthAge

* aws:MultiFactorAuthPresent
* aws:PrincipalOrgID

* aws:PrincipalAzrn

* aws:RequestedRegion

e aws:SecureTransport

* aws:UserAgent

THEHBRERFRE eu-west-1 AWS EigiH MFA B && IAM =88 Amazon WorkMail £## &
FHE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ses:Describe*",
"ses:Get*",
"workmail :Describe*",
"workmail:Get*",
"workmail:List*",
"workmail:Search*",
"lambda:ListFunctions",
"iam:ListRoles",
"logs:DescribelLogGroups",
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"cloudwatch:GetMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestedRegion": [
"eu-west-1"

}I

"Bool": {
"aws:MultiFactorAuthPresent": true

HEEEMA AWS 2ERHRSIR , F26H (AM £AEER) PHAWS RS REIE,

workmail: ImpersonationRoleId 2 Amazon WorkMail M — #BH RIES EHRE LIS,

T o€l B EAEAssumeImpersonationRole BEEEE /N B4 E WorkMail {EBFER A,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"workmail:AssumeImpersonationRole"
1)

"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
Nnlpq2345678r901st2u3vx45x6789yza",
"Condition": {
"StringEquals": {
"workmail:ImpersonationRoleId":"12345678-1234-1234-1234-123456789012"

g4
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Amazon WorkMail EESER

ZE R Amazon WorkMail § 2 B BERHIEE A |, 552B Amazon WorkMail 5 2 B BUER & 5,

Amazon WorkMail ERE BE
Amazon WorkMail FZ B UERAEBRHNBUR,
LA Amazon WorkMail BB A BB

B LU R RIE R E Amazon WorkMail B , EFERFPEEBEEZE Amazon WorkMail, 1%
BIBEHESFE , 55# A aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys G %5I8 , THENRETEF , REEBREA. WFEHFEEC Amazon WorkMail EJR
WREHER , F2EERER,

Amazon WorkMail IAM &
IAM AR AWS IREFREEREFITNEERSE.
##i Amazon WorkMail {85 B BB %

U BB BHESERAEREE. BT IAM 82  SIRREEREAG®, ETLUEBMLW AssumeRole
= GetFederationToken % AWS STS AP| IR ERIEEHRZESZEAER,

Amazon WorkMail 3z & A G RE.
RS EZEHE

RI5EREAERRAWS REFIEMERFEPINER , UMAREZHK BF. BBERARERRERL
B IAM BRE R | SAEHZREFTES, IAM EEE TR |, BN REREERZSEETT,

Amazon WorkMail X BRI EZ AR, MFRIKEE Amazon WorkMail fRIGEFE A CRNEFME
 , 528 FH Amazon WorkMail B RIGE#E A,

BHAE

LHREATRREARERERELAE. LAGATRBREFNEMERBINER , MAREZKEBHE. &
BAGFHRELN IAMIRFF , BERXIRFA#ES. EXTR IAM EEEUESERAGHFT. £
B, ER AR HOR I IRFHY ZhEE,

Amazon WorkMail XEEREEE,
Amazon WorkMail & 9 & Bk €551

BIBTERR , IAM FAENARKREEIHIEH Amazon WorkMail EREVEFTT, f{fIthEEEH AWS
Management Console AWS CLIZ, AWS API R#ITERK. IAM EEEXEEY IAM BER , BFEA
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Amazon WorkMail EESER

ENACHEEEER LHMTRE AP EXNET, EEEEELARELHREREFRELS
AHY 1AM R & R EHE

BETROAEAELEF JSON BERX MY IAM 55 RBR |, F2H (AM FAEERE) PHE
JSON &% LT BX,

e

- BRBEE®

- /A Amazon WorkMail £#& &

- RAAEAEREMMBCHETT

- AFFEAEMEFE Amazon WorkMail &R

HERREEK

NESRERNBERSHEREEATNUEENERFSPEY, FEEMER Amazon WorkMail &R, &
LEEMREEEEN AWSIRFEL B, EABRURRES ) RBXRK , BERETIEARERS
1H

- FIEER AWS SEBRRAEBRKEERTT - EERBRFIRTENCERAENTERR , BE
A AWS % E&Z%HEE%“‘F%%EEH%?E@UE’J“‘FTO CMAEEN PERA AWS IkF, BfIEREE
BRENCEARG AWS WEFXEBGR , E—FRDFA, NFEEZEHA , F26H IAM ERHEE
PR AWS R EBRSEBBAENAWS E‘vﬁ"“é:ftﬂl%o

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &
UERERERG T AIUHBEERRINEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETH IAM P BERAFF T,

« R IAM BER PR F4GE— S REIFEE - SO LUSHRAFIEEBER |, UREIESEMERNEE.
flan , A BRBBOR GG |, EEXBEMFEA SSL EIEFMERER. NRBBEE FRKRKEE , Bt
A LA R 3R %2 T 2 BUAR IS B R RO RE PR AWS AR#E , 120 AWS CloudFormation, fIFEFFHIEA ,
B2 IAM FREERETH IAM JSON BUETE © &,

£/ IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE BE&4E — IAM Access Analyzer B
BHBERMBBEBEE |, BERELBERER IAM BUEEFES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer 121 100 ZHEBRBRERVENTHWER , THEERREZSHERNBE, NMEFHEE
A, F2E AM FHERERE) PHEEA IAM Access Analyzer B 38 BUE

- EEZEEEHT (MFA) : NREHNRFEE IAM FHES PWRERE AWS IRE | SBRK
MFA BB NZ £, MFEEMEWY AP RERER MFA |, 5548 MFA REFTIEEEBEE, W
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Amazon WorkMail EESER

EFHMEN , B2 (AM EHAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntm|# #3EiB MFA B %&£ API FEL

WE IAM FREERNEBEENR  F2E IAM FRAEEEDHN IAM 22 &EEK,

£ Amazon WorkMail 8 &

ZEFH Amazon WorkMail £ 4& |, BAEHE —HARIKHFT, EEXFULEAFEIEMNER
AWS 1R FH Amazon WorkMail ERFFHEN. RGBT LLEERMEFTERENE 2B K
R, IBEREERBERNER (AM EFAERAR) ME , TREAMBELZMFAERERE,

BTHRFELERMAEA Amazon WorkMail £324& |, BFEE T AWS SEBEK
AmazonWorkMailFullAccess EZEE B, MEHEFMENR , F2E (AM EAEER) POFETTR
FRE,

AmazonWorkMailFullAccess BUR R F IAM &% Amazon WorkMail EIRH TTEFERE, LEER
A & FEFTE Amazon WorkMail, AWS Key Management Service, Amazon Simple Email
Service 1 AWS Directory Service . EthE#E Amazon WorkMail X &R EHTFTER B E Amazon
EC2 #&/E., Amazon WorkMail & FE 4 E 452 #%10gs AR E Amazon WorkMail 32 & #1715
B, FE M cloudwatchifd, ¥B&ie# A CloudWatch Logs., Amazon S3 1 Amazon Data
FireHose R7F1{ logs. MEFMENA , FSEE Amazon WorkMail 5o 8k F E= 2,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "WorkMailAdministration",
"Effect": "Allow",
"Action": [

"ds:AuthorizeApplication",
"ds:CheckAlias",

"ds:CreateAlias",
"ds:CreateDirectory",
"ds:CreateIdentityPoolDirectory",
"ds:DeleteDirectory"”,
"ds:DescribeDirectories",
"ds:GetDirectoryLimits",
"ds:ListAuthorizedApplications",
"ds:UnauthorizeApplication",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
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ec2:CreateNetworkInterface",
"ec2:CreateSecurityGroup",
ec2:CreateSubnet",
"ec2:CreateTags",

ec2:CreateVpc",
"ec2:DeleteSecurityGroup",
ec2:DeleteSubnet",

"ec2:DeleteVpc",
ec2:DescribeAvailabilityZones",
"ec2:DescribeRouteTables",
ec2:DescribeSubnets",
"ec2:DescribeVpcs",
ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"kms:DescribeKey",
"kms:ListAliases",
"lambda:ListFunctions",
"route53:ChangeResourceRecordSets",
"route53:ListHostedZones",
"route53:ListResourceRecordSets",
"route53:GetHostedZone",
"route53domains:CheckDomainAvailability",
"route53domains:ListDomains",
"ses:*",

"workmail:*",

"iam:ListRoles",
"logs:DescribelogGroups",
"logs:CreatelLogGroup",
"logs:PutRetentionPolicy",
"logs:DeleteDeliveryDestination",
"logs:DeleteDeliveryDestinationPolicy",
"logs:DescribeDeliveryDestinations",
"logs:GetDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:PutDeliveryDestination",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:DeleteDelivery",
"logs:DescribeDeliveries",
"logs:GetDelivery",
"logs:DeleteDeliverySource",
"logs:DescribeDeliverySources",
"logs:GetDeliverySource",
"logs:PutDeliverySource",

tl\
f
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"logs:DescribeResourcePolicies",
"cloudwatch:GetMetricData",
"firehose:DescribeDeliveryStream",
"firehose:ListDeliveryStreams",
"s3:ListAl1MyBuckets"
1,
"Resource": "*"
I
{

"Sid": "AuditlLogDeliveryThroughCWLogs",

"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream",
"logs:PutResourcePolicy",
"s3:GetBucketPolicy",
"s3:PutBucketPolicy"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:CalledVialLast": "logs.amazonaws.com"

"Sid": "InboundOutboundEmailEventsLink",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "events.workmail.amazonaws.com

"Sid": "AuditlLoggingLink",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "delivery.logs.amazonaws.com"

o5
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}
.
{
"Sid": "InboundOutboundEmailEventsUnlink",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/
events.workmail.amazonaws.com/AWSServiceRoleForAmazonWorkMailEvents*"
.
{
"Sid": "InboundOutboundEmailEventsAuth",
"Effect": "Allow",
"Action": "iam'PassRole",
"Resource": "arn:aws:iam::*:role/*workmail*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "events.workmail.amazonaws.com"
}
}
}
]
}
HAEL AWS CLI i AWS API ETHIINERE  EFFEATREIEAHT. Rz, REAF

EFRHERERNITZ AP RENBERTLT .
REHERERAMFIBCHETA

WEHEREMMEIEBEEK , AFF IAM FREREKRMEMBAEAESINAREZERR, WBEE
AEETES EERMEMENSFT , SEA AWS CLI 3 AWS API BB R RS A X TR LB ERFF
A,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",
iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

REFEREREZI Amazon WorkMail &R

THBERBRAREEF IAM EHEH Amazon WorkMail R MEBEFEE, EEBEE AWS SEK
%R AmazonWorkMailReadOnlyAccess IRIEMHERINFEEHK. F—BXRFRMAFEREFIAE Amazon
WorkMail Describei@ERI PR, EE1FHL AWS Directory Service DescribeDirectoriesi®

YE 8EEN#S AWS Directory Service B #%HIHBIEA . FEFE Amazon SES R , F8EENBPTER
EREHEBER. AWS Key Management Service EEFH , FTeeEBFEAMZSBNERE

#o Amazon WorkMail EEAEFHNE FEHHSHEHNBRIEEFE logsHM cloudwatchiF,
08 A CloudWatch Logs. Amazon S3 # Amazon Data FireHose 721 logs. MEFME
A, 5527 Amazon WorkMail 7 52 8 F1 B892,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "WorkMailReadOnly",
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"Effect": "Allow",

"Action": [
"ses:Describe*",
"ses:Get*",
"workmail :Describe*",
"workmail:Get*",
"workmail:List*",
"workmail:Search*",
"lambda:ListFunctions",
"iam:ListRoles",
"logs:DescribelLogGroups",
"logs:DescribeDeliveryDestinations",
"logs:GetDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:DescribeDeliveries",
"logs:DescribeDeliverySources",
"logs:GetDelivery",
"logs:GetDeliverySource",
"cloudwatch:GetMetricData"

1,

"Resource": "*"

¥f Amazon WorkMail & 4 MEZEETHES
FEATHEARBGBIIEZE S ESEHA Amazon WorkMail 1 IAM B aJgEB I E RRERE,
T8

o REHEE Amazon WorkMail R #TENE

o BRAREBHIT iam:PassRole HViZE
« BEBER AWS IREAWAEFEEL Amazon WorkMail IR

R EEE Amazon WorkMail 4T84

R AWS Management Console & FEREREH T B , AIXEABBEESSREE. ENEE
ERRUELFEAEEBNERNAS,

= IAM mateojackson EAEEREATRAMATEANFMERN , BX
Bworkmail:DescribeGroupFFal i , &84 T 5 & HIEHEE,
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
workmail:DescribeGroup on resource: group

FELERT , Mateo EFREBEFHMABER , AFFMEA group BIEFE

workmail :DescribeGroup &R,
B AREBHIT iam:PassRole KR

WMREBNFEER  RTEBEEHTiam: PassRoleE{E , BIXEEFHEMEBER , LAH LS ACEERE
# Amazon WorkMail,

BE AWS % TRESREACEEGERE A MAREUFNEBEEALIRBEEAER, NFEH
THER B2 AR ACEEEZRBIFT .

EE A B IAMmarymajor FAEEREAEIEAE Amazon WorkMail PEITEIER: , LT HIE
BilsEER. BER , BB RBREEMBEEACKR TN T. Mary REKAGEEEZRBHFTF.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURABEEH , AFFM#IT iam: PassRole Bk,
MREBEEWGE , BREEN AWS EEE, FHNEEESRHENEERE.
REEARF AWS IREAW A EFEFEN Amazon WorkMail &R

BULRY—EAE  REMKRFINERAEIEEBATNASFIENER, BT UIEEZ R
LEFYHDEZXAR, HHIXEERERNBERIFEIUZHIEE (ACL) MR , &R LUE A ARL K
RRET AEFRUENE R,

NMEE-STH , F2RUATAS

- HE T Amazon WorkMail B X EELIEE , 552 B Amazon WorkMail Z0{aTEE IAM B ELE A

- BEETHRNMAWS tRF £EBEN ERARMTEIE L F28 AV FAEER) PHESHES
AWS 1RF W5 — &R RHEFIHES IAM £R#F,

- EETRIMIEERNEREREBHRE=H AWSIRFE |, 28 (AM FAEER) PR MHEFIVE
1RE=7%H AWS IRF #H.

- METHIMMEBHMES S RMEFIE  BFSH AM EAEEEFNEFIERHEENDETS
PTEHRENERE BE59).
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- MFTHREASENEREBRRETEIRFFRNCEANZR , 528 (AM £REER) 8 IAM
PR EBRE ERFE.

AWS Amazon WorkMail By S & B3R

BERFAMEEFERE. BHENAE , €A AWS ZERXRLBTRBEBRRER S, BY IAMEF
TEREFERBNERNE  MXEBRISENERREEMFNT. sERERHKER , &
LUEREMN AWS REBK, ELBRBER RNERARS , AT EERN AWS tRFHRER. WFEX
AWS EBRNFMER , F2H8 (AM E£AEERE) PHAWS ZEBX,

AWS RBEHEZBMER AWS SEBR, BEEZEE AWS ZEBRTNFT. REBESE AWS
ZEBCRPHIEEMFF AU ER IR, LEENEHERECERBRNAMBESDEE (EHE, B
HNAE), EFNDEMBHBREFETHE , RERUTERESER AWS XEBR, RETSE AWS &
HERPBRIT , ALBREFRTSHRERBHN A,

LA, AWS T EEZE REZEHHENZEBRR, Hla , ReadOnlyAccess AWS 32 & BUR IR AT
B AWS REMERHVMEBEFEE, EREBBIINEERN , EANBRENER AWS FEHEFETFT. W
EEKBEEBERABEENRE , BF20H IAM FAEEETEREBEREENAWS ZEBE,

AWS ZEBE . AmazonWorkMailFullAccess

&1 4% AmazonWorkMailFullAccess BURIEREE IAM B2, WBERERFHT , LAFTEREE
Amazon WorkMail,

EERBIBEREFT |, 552/ B8 AmazonWorkMailFullAccess AWS Management Consoles

AWS ZE XK : AmazonWorkMailReadOnlyAccess

B AI#& AmazonWorkMailReadOnlyAccess BUREREE IAM 5, LEEXRERFHA , LAFFHERE
EY Amazon WorkMail,

EEMRLBERIEET |, B2/ F8 AmazonWorkMailReadOnlyAccess AWS Management
Console,

AWS ZEBEX : AmazonWorkMailEventsServiceRolePolicy

B EEEZER A AmazonWorkMailEvents BRI EZ A G |, LLAFFFEEL Amazon WorkMail 4
FHREE AWS WREMER, MEFMER , F2EFEH Amazon WorkMail B RIGERE A€,
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AWS ZEBER Amazon WorkMail E 3t

BE B RIS EBEHHE L& E LUK | Amazon WorkMail AWS S BB K BN FHAEF,

-3 HiR =p:
AWS SEBEXREH - BABKX E2FE#H AmazonWor 2024 £2 A 14 H
M E# kMailReadOnlyAcces

s # AmazonWor
kMailFullAccess &Fd ,
# Amazon WorkMail X E##
o8k, MEFEMTUMFMEE
A , 5528 Amazon WorkMail
55 B BERE IR LAENBFER
CERMMBIER , FE2 R BA
FExEC iR

Amazon WorkMail BA#EH%E  Amazon WorkMail BIZREBME 2021 &£ 3 B 1R
3] AWS SEHERNET,

£/ Amazon WorkMail By RIS ELE A6

Amazon WorkMail £ AWS Identity and Access Management (IAM) fRI&E#HE A£G, REEEAGBR
BEEERLZE Amazon WorkMail BV HE— IAM B &R, REEZLAEH Amazon WorkMail FEEES |
W BERBEAREFEWE M AWS RIEFFENFIERF T,

RBELACERFEZMEIZTE Amazon WorkMail , RAB TR FEHFHIEHLEMNFT. Amazon
WorkMail E EZHE R ELACWET , RIEZSEEE , TRIRE Amazon WorkMail TJABEH A
B, EENIEEEEBERMEFTEER , Y HZFBERAEEI T A EMm IAM S,

EBAASMBREREN BR , TEMBRBREEEAE, EFREELN Amazon WorkMail IR , BAZTR
SEABRERERNTT,

NEXERBEGALNEM BENEF  F2REEEEACRTE IAM FEERE AWS BRI
YEHREERNVERE. BEEEELN Yes (B) , MR ZRBHREER DX
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Amazon WorkMail B RIS EE A A

Amazon WorkMail £ f & £ AmazonWorkMailEvents B IR EE £ & — Amazon WorkMail £/
I AR 7= 4 A & R B A 172HHE Amazon WorkMail B4 EHASEE AWS HWIREMER | HlanEsz
CloudWatch 28K E FEHEH, WFEEH Amazon WorkMail B E FEH B4 CENFMAER |
S0 BRAS FEHSEHE&.

3

AmazonWorkMailEvents RIS EFREABEF FIREREIXAG :

» events.workmail.amazonaws.com

A& BE A Amazon WorkMail $iEEMNERTR T 5 EE :

« BjfE: all AWS resources £H logs:CreatelLogGroup
« BifF : all AWS resources tH) logs:CreatelLogStream
« BifE : all AWS resources tH) logs:PutlLogEvents

BYMERERNT , IAM ER (MERE, HENAG) TURY, REIMREKERAE, MFFM
&, F2H IAM EREERPHNREEEA G,

% Amazon WorkMail 2 RIS EE A

BAZEEFHET —BARKEZ AR, EEBER Amazon WorkMail E4524& 3 Amazon
WorkMail 2 &P TEEREEER , Amazon WorkMail 8 B8 RIS ER AR,

EEMBRLRISEZ AR  CREERREY , S UAEREFHEAMEEFEFELAR, EEBHK
Amazon WorkMail 45280 F A FERRER , Amazon WorkMail EBX AR E R ELE A,

#wmE Amazon WorkMail R ELRE A E

Amazon WorkMail /52 4REE AmazonWorkMailEvents fRIEEE AE, RATSERESEesE
REEEAE  FIAGEZERIAGCAREBFHER, AM , BU6£H IAM RKFEAHLER, NE
EZEN , F2E AM EREEEPNFEERGEL A,

i E& Amazon WorkMail RIS EE A E

EETBEAFTERBESACHIIERRYE , RAZRERHERZAC, -, ERRIEREDE
BEHREENARERAER. AW, EFDRERRBESACCH , ELALBTRER.
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® Note

MREZE

NBE  FEFHOERIBRERRE,

iRk Amazon WorkMail AmazonWorkMailEvents &R

1. B3B3 Amazon WorkMail E4528%.

a.

e.

f.

SAMBREIREE , Amazon WorkMail RIS EEFEH A |, BIMIRTEES KB, BB

BARRAIF https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail E3£ A&,

WELE  FREAWS B, AEERARERENSIT , FREENEESFE  RREZERE

B, MEFMEN , 28 Amazon Web Services —fixS8%E ## EF KR,
ESEERD , BEEE A AREBEABHER.

ESEERY , BEEERE K ARBEEEE,

#¥f Log settings (AFEXE) , 1B Edit ({RE).

R ARG SHBEEEMANE.

i#IZ Save ().

2. BER Amazon CloudWatch B &5&48,

#EiB https://console.aws.amazon.com/cloudwatch/ BIEX CloudWatch £# A&,
B Logs (HE).

#H¥ Log Groups (B 558H4H) , iZEVEMIBRAY B 584,

#H¥f Actions (BI1E) , 121 Delete log group (MR B 558%48),

BE 2, MBk.

£/ IAM FERBRBREEEHE

/A IAM £#& AWS CLI,

Amazon WorkMail fRFGE#E BN X EET

Amazon WorkMail X EEREBRENFEERE P ERAREKEZAR, MEFMER 6 F2
WorkMail [ 13 i 2 o

= AWS API 3B} AmazonWorkMailEvents JRIGERE A B, MESEA

&, A2 "IAM EAEER. PHMREHEES S,
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£ Amazon WorkMail #EC #& 1 B35

B MR RIENE FEER B 558 A #E Amazon WorkMail BB K E/EAREZHEE, Amazon
WorkMail ZIEmEH R AV ESIE -

- EHEK - ERABNETEHEXITBERARELWMEEFE, EEEdn LB B M EIER
BRNWETFEH., WEEHNRASFHASHARZNFRES  F2RRASE FEHEHIEHE,

o TERECEE - BT LAGE AR B SR EEVE B8 Amazon WorkMail #B#& A E M EEEE |, HlEsERER
EYHEANEFER, BRAUSED , UREHTFIESNTARMEERE, NEFHER , FS2EK
g %o

AWS BT HE R T BEREE Amazon WorkMail, 1EEASERBERE | URBRFEINEEEE :

« Amazon CloudWatch AWS £ EIRFEE$28H AWS BERMEE LHTHERAER, flmn , ESA
Amazon WorkMail Bt E FE S50 88 , CloudWatch B] LUE it & 4B #8% 8x M i iy E 7 28
., WFEMEA CloudWatch E532 Amazon WorkMail FIFEAAE , 552B# A CloudWatch 512 B4

Amazon WorkMail » #1FE B EI CloudWatch BIFFHIERA , 528 (Amazon CloudWatch £ & 18
) o

* 1£ Amazon WorkMail 2 & A E FEHMEKFC#KE , Amazon Amazon CloudWatch Logs A
ERER, FMAEFE Amazon WorkMail N E FEBHEHMEHK B, CloudWatch Logs A LAES
EEFERPNEN A MESTKBFERNHFESEMANRTRT. WEFEA CloudWatch
Logs & Amazon WorkMail A B KFMEN , F2E BAS FEHSHEHEN AL H. W
& CloudWatch Logs BIE¥#HE A , 5528 (Amazon CloudWatch Logs fEF&EIEF) o

« AWS CloudTrail €#EE API FEAUFNH siAREH B HERBSEH AWS 1RF |, Wi AFERRINAZE
LIS EM Amazon S3 RFETEE. AU LR BIFFI A EAE MRS AWS, TR IP ik |
DRI R, MEFMEN |, B2 EH 28 Amazon WorkMail APl FERY AWS CloudTrailo

« Amazon S3 AJEELURE AR 5 N F MM FE Amazon WorkMail =4, Amazon S3 1Rt E
BEA4EREmENNEE  REREESRMBRESHY , NEREEBHHEZE Amazon S3 Glacier,
#EE , Amazon S3 RIHEBANEZEEHEH, W0FE Amazon S3 WEFMER , 52 B Amazon
S3 R &M,

« Amazon Data Firehose Al BZEEHER B REEM AWS BR# , 5120 Amazon Simple Storage
Service (Amazon S3), Amazon Redshift, Amazon OpenSearch Service, Amazon OpenSearch
Serverless. Splunk , AREMBEIXBENE=FREEHEEHENEFT HTTP in B HTTP in% ,
‘@¥E Datadog. Dynatrace, LogicMonitor, MongoDB, New Relic, Coralogix # Elastico X14%
Firehose EEAREXKICHEH, WNFE Firehose MFFMEN , 552 B Amazon Data Firehose B g
ABEM.
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- fF 8 528 Amazon WorkMail API FE0Y AWS CloudTrail

- BASEFEHSHEE
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£ CloudWatch 3#5#ZE5#2 Amazon WorkMail
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WiEE, TWEEEgGRTFT 15688 K BEUYUFIRELENR , LT H Web EAEX R KNEE.
FBHAUREEERERENETR , EREEEREREEIENRENEE, MEFHMEN , F2H
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Amazon WorkMail B CloudWatch $§4&
Amazon WorkMail €#% T S5 2 M EEAFEIZZE CloudWatch,

AWS/WorkMail R ZEEIE T HIHEE,

BEE iR
OrganizationEmailReceived &89 Amazon WorkMail #8184 249 E 7 #4

HE, IR HEFEHSEEGHEBPE
10 B4 A , BlOrganizationEmailR
eceived A 1,

B 5T
MailboxEmailDelivered &% ZE Amazon WorkMail 484 EREENE

TEHHE, MRE—FEFIBHRIDIRFHER
Y 10 B4 A |, BlMailboxEmailDelive
red 5784 10,
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7 0, £/ Sum M+ ERIRERIBER BENRLER
B, ERERBEAENSample countifiitE
A, UREEAFFNIEZEBFLLRNAverageit
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By FHE

ActionDenied EERENEEER , SFTELEE, EEEE
B, ST8A 1, IRRTFEE, 5T8A 0, £H
Sum MRETERIRERIERBEHBENRKEE, B
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AMRMERR , UREABREERITEET
Att. METAMREENFHEN , F2HE
Amazon WorkMail B2 215/,

Bt Amazon WorkMail EFEBEHE4 A5
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M—34 (DMARC) 2, MEHMER , F2
B {Amazon Simple Email Service FiZ A B35
) A Amazon SES Email Receiving @1
Bo

dmarcPolicy REE dmarcVerdict B 2E "KM BIE
H3R, #5°R DMARC BR&E L KE (. RE#SIE
) ETBHERINEE, ERHAEEEFH
RS R BT E

B Amazon WorkMail EF BHEH4 B MRS 1.0 45


https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-notifications-contents.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-notifications-contents.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-notifications-contents.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-notifications-contents.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-notifications-contents.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-notifications-contents.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-notifications-contents.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-notifications-contents.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-notifications-contents.html

Amazon WorkMail

Rz

spfVerdict

messageTimestamp

MAILBOX_EMAIL_DELIVERED

EFEEEIGEBTIERE , KK

DU

EHFHEBRERE (SPF) RERTEIB,
MBFHMEA , F2 B (Amazon SES Email
Service g AB1E®M) PH Amazon SES
Email Receiving BHIN A

EHREA SRR,

SRLHLEN. RS AALEEEENESEARE

FE508 — =4 , HIt , E—H ORGANIZATION_EMAIL_RECEIVED B4 AlAEEHZ

MAILBOX_ EMAIL_DELIVERED &4,

- i
recipient

folder

RULE_APPLIED

EEATEHASRBEFEHRER R

WL
ruleName

ruleType

SRKILES

DU
BRABERE,

EAMNHAIEE INBOUND_RULE, OUTB
OUND_RULE = MAILBOX_RULE), EAF{EH
357 B8 B R 88 Amazon WorkMail #8#&%. 15
RARAEERAEENER. WEFEENR , F2
ﬁMIEEE%EBFFUIL*EO

B Amazon WorkMail EF BHEH4 B
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Amazon WorkMail EEEEE

R DU

ruleActions RIRAR A RNV B F, A
BTREWEIME , HIaRE
HYE F B4

ENTREWGATTEER

W E F B4R IER

targetFolder EA M Move = Copy MAILBOX_RULE Y8 Hf
B it &R R,

targetRecipient BEAM Forward = Redirect MAILBOX_R
ULE WTEHM A

JOURNALING_INITIATED

& Amazon WorkMail B2 EFEHZENEBSIEESIEEMN A& iR K SR8 EH. REE
AENEBREBFERR , TEMLER, NEFMENR , B2 ERE Amazon WorkMail £ E 7
B4 HFE.

R i

i

S HASNELEREF B,

[

journalingAddress H

INCOMING_EMAIL_BOUNCED

EEAAREEARN R ERRGEAR , ERELESF. ETEBHTRERASERRMEE , flNxE
BEEH. REEASERFARZLEA—X , EHEGHNETEHN. SN, MRSHEALEER
ZEWHA  MEFRENEHEEHE , RIEEE™E INCOMING_EMAIL_BOUNCED £,

- fba iR
bouncedRecipient Amazon WorkMail JBE:A S8 B ZW 4 A

OUTGOING_EMAIL_SUBMITTED

ELEBTNERERREGENEFEHASK , RRANSRHILEH. EFEFAEBER Amazon
WorkMail 2 sifesk , Rt W EH TSR HEFBHRETERIRMN,
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R

recipients

sHE

from

subject

OUTGOING_EMAIL_SENT

DU

FHEEENAS RGN, B2WM4E, BIEM
ZHRIARTHATE WA A

REE—NUEAEEEETFHHARNERAEN
ET B, EERREMEREEEIETH
i, TS HBR AL

From (B#A) it BEREEAENERAEE
FER b, EFEAERRS —UFERAEE®
AL, B EREREFERENS T B
it , MIFBRFHENE FE it

EFBHARES,

ERRBNTEFEHRIEBELREERGAR  NERHEEEAEH. RAESASERSIKRHS ASLE —
REH , Bt , E— OUTGOING_EMAIL_SUBMITTED A LAZE4 % {E OUTGOING_EMAIL_SENT 1EH,

Wz
recipient

FHE

from

messageld

OUTGOING_EMAIL_BOUNCED

EPUN
BB T BRI LA A

RKRE—UEAEEEIETFHHARNEREN
ETEMFHI, EERAREMERAEBLIETH
i, TS HBR AL

From (B A) it BEREXASNERAEE
FEHHbt, EFEAERRS —UFERAEEE
AL AENERERECHENE FE it
i, MIFBRFTHENE FE Gt

SMTP A& ID,

B Amazon WorkMail EF BHEH4 B

MR 1.0 48



Amazon WorkMail EHEERE

ENTAEELEELREERGAR K SRHBFULEH. EFEHTESRAZSERRMERS , flNTE
BEER. RASLSEI ESETEHNESEKRHGANEE. fl0 , MRENFTAEEXRSL = ERL
A, MEPRENEHEC A , BIEFC8M1E OUTGOING_EMAIL_BOUNCED E=4#,

i BiR
bouncedRecipient IREIFAERY B /Y ith B 44 1a] AR 85 RO TR HA U4 Ao

DMARC_POLICY_APPLIED

#% DMARC BREAZEEEMBNE 74K |, FRoHKILEN,

- fa iR
from From (B A) it BEREXALSHNEREE

FEMfFibut, BEAERARS —UERAEEE
AL, BB SR EREFRAENEF B4
i, MIFBERFHENEF B4t

recipients ASH AW A
BUR E /1 DMARC BUX , 16~ DMARC #&

KB (B, RESIER) REYEFH4 RN
1€, iEE ORGANIZATION_EMAIL_RECEIVED
E 4 dmarcPolicy ##E.

EE3% Amazon WorkMail &2z B &6

& O] LA e B SR EE 3 ¥ Amazon WorkMail Organization 1S588972H. Amazon WorkMail 52 8%
TEERNERESG  EEEHTLLE#MZ CloudWatch Logs, Amazon S3 & Amazon Firehouse,
BAERAEBRFREREAEEARGEHENED,. SoREFES. FEREARAFEMG , URENT
RFBTUTAMREETWY  IEABATRERFERSSH., NERERKEHNENR , F20 BA
R #%o

T 5% &858 Amazon WorkMail e EREMH,. BHEZNER , UREHBMAEREER.
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ERFHAR

FHRENSHRAFBYBESHEYARN (NEH ) DFENEF. HHLEREEETNEERE
HREGITHEEERE HEELERFNEMH. ELSHHRNEREHENNEIEREM.

B

event_timestamp

request_id

organization_arn

user_id

impersonator_id

protocol

source_ip

user_agent

B{E

DU

EEM4BAR | € Unixepoch BtE , LER A
B,

ME— B BIFAKEY IDo

EEE & A BB/ & Amazon WorkMail
Organization # ARN,

EEBEAEN ID,

BRIEN ID, AEEFREARRIDERT
2T

FERANBAME. B

ERLAZ : AutoDisco

ver . EWS, IMAP, WindowsOu

tlook . ActiveSyn

c . SMTPWebMail, IncomingEmail ., =
OutgoingEmail .

AR RAHIR IP izt
REFERNEREREREN,
§H W4 SREUEY B E ET A

7= : read, read_hierarchy ., read_summ
ary , read_attachment . read_perm
issions create, . update, update_pe
rmissions update_re

ad_state ., delete, . submit_em
ail_for_sending ., abort_sen
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Rz

owner_id
object_type

item_id

BERRBEE

folder_id

attachment_path

action_allowed

FHUZH B

iR
ding_email ., . move, . move_to
copy3X copy_too

BEEHHRBITE 2 MHNERE ID,
YRR | AR BRR, FAS S

HE—BBIASK ID, ZABREHNES , S
BEREME BRI

EHTHECERNRNEBE , TS EHNTHE
ZTE B N ERIREE,

it ID ATE—BEEASHERNERK , a
EEAEHERNYH.

EEEM VBT RBRE,

=BT BE. ALLR true = falses

FHREFHSHSEMEFRRFRARES, SLAFERANERE L FIREEEFEUZHIERE,

WAL
event_timestamp
request_id

organization_arn

user_id

impersonator_id

iR
EHBERE | £ Unix epoch BHEER R,
M —BIFERH ID,

B 57 A BT 2 WorkMail Organization &9
ARN,

EREEAEN ID.

BEEN ID. RAEEREREAERIDERS S
@/_TO
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1z HiR
protocol FERAMNBEARE , AR : AutoDisco

ver , EWS, IMAP, WindowsOu
tlook ActiveSync . SMTP. . WebMail,
IncomingEmail =% OutgoingEmail .

source_ip AR IP izt

scope HEAIKEE , AR : DeviceAcc
essControl . AccessControl =
ImpersonationAccessControl

rule_id M FEIESIR BIE ID, REERFHRAR
A rule_id,
access_granted =B AFFFER. LR true = false,
B EE B

BEroBRREHES I RBEANEEER,

® Note
%18 Amazon WorkMail WebMail BAERAY &7 RESH T EELFTBREBEH

Az R

event_timestamp EHEAR , £ Unix epoch BRIVEZER A,

request_id ME—EBIFE KM IDo

organization_arn 2 57 £ F & Fr 8 2 WorkMail Organization 9
ARN,

user_id EREEAEN ID,
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Rz
ERE

protocol

source_ip
user_agent

F*E
auth_successful
auth_failed_reason

personal_access_token_id

BAFERFRFHE

[
)
it

ERETEIRENEAERR,

EANBAGE , TR : AutoDisco

ver , EWS, IMAP, WindowsOu

tlook ActiveSync . SMTP, ., WebMail,
IncomingEmail =% OutgoingEmail .

A SRAY AR 1P ik,
RHEFBRNEAERERER,

BREHE, BRIEXEESR,
BMEEARTHI. AR true T false.
BREAMNER. REERBAMETEET.
AR & 7R EAFIRZRFH ID,

BREAZZUIMBREATIERE K HEELEFAFERER (PAT) B4, BATRFHFEHREHRSE
BEAERERNEMEAFRFRANET. BAFRFR A SHRERZILMMERE D/ PATsH&
REAERAM. EABAERZNRANERAERERAGNEIREASTELESH, NEFAE

7, BRSO BER

4z
event_timestamp
request_id

organization_arn

user_id

iR
B4R | £ Unix epoch BIWEZERD R,
M — s BIFE KA IDo

E 5 7% F BT 2 WorkMail Organization #J
ARN,

ERFEEAEN ID.
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Amazon WorkMail EEEEE

Rz DU

ERE REUEME 2 ERENERE R,

protocol ZEiB BMEEANBEABESRE  AUE W

ebapp

source_ip FARAY SRR IP £zt

user_agent REFRNEREREREN,

BF BAFERFZRFNEME , AELR B MR

name BAFRFRNE R,

expires_time BAFEEBIBH B H,

i Ef L EAFRERET T HE,
AMREE R

18 Amazon WorkMail R RE O R EN AT AMREERHNTTAMERTEEETHAMREESES.
EEE4EAEREEN T ASEREEERE,

Rz DU

event_timestamp EHEAR , £ Unix epoch BRIVEZER A,

request_id ME—EBIFE KM IDo

organization_arn EERFFE A& FTE 2 WorkMail Organization #J
ARN,

user_id EmFEEAEN D,

type EUANTAERMERE , TR . EWSH
LAMBDA,

domain HN1S AT ARV B
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Wz iR
function_arn MRFEA A LAMBDA , B|I4A Lambda B9

ARN. &R, R FFHE,

ews_endpoint EWS In B EE A EWS, /A, kBT EF
&,

error_message RAXBFERNFALR . WRFREI , Blwx
T EE,

availability_event_successful A RIhRE A AMER,

¥& B Amazon WorkMail £/ CloudWatch Insights

WMREAE Amazon WorkMail EREFREE FEA4EH4ESE , REMAEKBFEEZE CloudWatch
Logs , 2RI BAfE A Amazon CloudWatch Logs Insights REHEHNEH AR, NERASEFBHEH
ENFEMERN | B2E RASE FEASEMHECH, WFE CloudWatch Logs Insights BIEEHIERR , 552
B8 {Amazon CloudWatch Logs fEA&ER) FHIEEA CloudWatch Logs Insights % #7 H & E#l.
Amazon CloudWatch

T5gEflREB{AEH CloudWatch Logs R BEERNEFEHSE4., LA L CloudWatch £ &
FETELEH, MFNAHTELEHNGRA , 528 (Amazon CloudWatch Logs A& ER)
PRHERE BTN REFES.

Example T# A EEAE B RIRZIFERE A BENEFEH,
UTEABEIRBMNMEHERE A BXGERE BRNATFEFBHN  REBRALHF.

fields @timestamp, traceld

| sort @timestamp asc

| filter (event.from like /(?i)userA@example.com/
and event.eventName = "OUTGOING_EMAIL_SUBMITTED"

and event.recipients.® like /(?i)userB@example.com/)

EeER S EEASNER ID. FANATREAREL HAER ID REHSEEABNEHN B,

(i

fields @timestamp, event.eventName
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Amazon WorkMail EESER

| sort @timestamp asc
| filter traceld = "$TRACEID"

SELEEFELHAL ID MEFEHEH. OUTGOING_EMAIL_SENT IEH B EIXEFE
1¢o OUTGOING_EMAIL_BOUNCED {EHEREEFE#H4, FEEFRACWIIEFEH , FEUTE
NIFLFIHFERAAR ID REA,

fields @timestamp, event.eventName
| sort @timestamp asc
| filter event.messageId like "$MESSAGEID"

ERZtEEMKRIINAL , RAFALE ID R—KN, EUATEXBHL FERER ID REFEE.

ﬁu

fields @timestamp, event.eventName
| sort @timestamp asc
| filter traceld = "$TRACEID"

EEEE &R FMEMERR R A F,

Example & £ £ & B BRI BV FT B B4
UT XS~ nAERtEECRE KR NmE B4,

fields @timestamp, event.eventName

| sort @timestamp asc

| filter (event.from like /(?i)user@example.com/ and event.eventName =
"ORGANIZATION_EMAIL_RECEIVED")

UTEARES RS MAERE MBI N RS,

fields @timestamp, event.eventName

| sort @timestamp asc

| filter (event.from like "example.com" and event.eventName =
"ORGANIZATION_EMAIL_RECEIVED")

Example E&F#EiX TIREEFEHH
DTEAGSEFRSENAERRENATEFBYG , AREEERRNER,

& Amazon WorkMail f# A CloudWatch Insights M7 1.0 56



Amazon WorkMail EESER

fields @timestamp, event.destination, event.reason
| sort @timestamp desc
| filter event.eventName = "OUTGOING_EMAIL_BOUNCED"

THRABEF RENMAEREENEAETENH, CUEEQEREWRHFANEFE bt , AKX BkE
R RE

fields @timestamp, event.bouncedRecipient.emailAddress, event.bouncedRecipient.reason,
event.bouncedRecipient.status

| sort @timestamp desc

| filter event.eventName = "INCOMING_EMAIL_BOUNCED"

Example & & EEk 31 B4 4815
PATR 72 3 15 6451 7R & a0 ] 2= 5 AR 480 P s W 4 IR AR A U4 K o

stats count(*) as c by event.recipients.0

| filter (event.eventName = "ORGANIZATION_EMAIL_RECEIVED" and event.spamVerdict =
"FAIL")

| sort c desc

UTEXBHA rEnmERNREFBENTHE,

fields @timestamp, event.recipients.@, event.sender, event.from
| sort @timestamp asc
| filter (event.spamVerdict = "FAIL")

Example T &S5 F B4 R/ MEEE W4 AR SERBAERIR
UTRARBHEIRENMEHRER S RBHENEFBMG , RESE8HR.

fields @timestamp, event.recipients.@, event.spamVerdict, event.spfVerdict,
event.dkimVerdict, event.dmarcVerdict

| sort @timestamp asc

| filter event.subject like /(?1)$SUBJECT/ and event.eventName =
"ORGANIZATION_EMAIL_RECEIVED"

B DMKRE FEHERE ID B , AEFEFEHNMEEH
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Example EEH S EFHHRERINEFHBH

UTEARE/ RENMEHFSEHEFBHRAERINE 74,

fields @timestamp, event.ruleName, event.ruleActions.@.action
| sort @timestamp desc
| filter event.ruleType = "OUTBOUND_RULE"

UTEXR@ RENAEANSEAEFBARERNNE 7B,

fields @timestamp, event.ruleName, event.ruleActions.@.action,
event.ruleActions.@.recipients.Q

| sort @timestamp desc

| filter event.ruleType = "INBOUND_RULE"

Example EFENEBZEWREENE T H4FHE
UTRABE RENMEHARSTSERAAZRNETBHRE,

stats count(*) as c by event.recipient
| filter event.eventName = "MAILBOX_EMAIL_DELIVERED"
| sort c desc

UTRABE/ RENMEHEAS+TSEFEEENETBHHE,

stats count(*) as c by event.from
| filter event.eventName = "OUTGOING_EMAIL_SUBMITTED"
| sort c desc

£ 528% Amazon WorkMail API 014 AWS CloudTrail

Amazon WorkMail 22 #4& AWS CloudTrail , bR IRt Amazon WorkMail AWS BR#& R EAAE.
At FTRIEENE . CloudTrail @#& Amazon WorkMail BFTE API REIUYBEERBEH |, 2FEEKE
Amazon WorkMail EZ= AR | BIK% KB H Amazon WorkMail APIs IR IEFEAY, MRERIIF
R, LA LARRA CloudTrail B4 @3 4= Amazon S3 2k |, 21%F Amazon WorkMail B4,
BNESRREREIBHE |, AT LUEIB CloudTrail EE AW EHE L ESEMA R EMH, FH CloudTrail
WEWER , B LK ETE Amazon WorkMail 12 HHEVEER ., RHEFERE IP bk, REFBRHALS,
REFERNERE , IR EMEFMET,

EEH—5 7 # CloudTrail , 28 "AWS CloudTrail fEHZEFM . -
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Amazon WorkMail EESER

CloudTrail ##y Amazon WorkMail &

BIURE AWS tRF B, 889 ESEA CloudTrail, EEB)1E Amazon WorkMail R34 | ZEHS
FCE&HA CloudTraill B4 , UREHELEHFPHWEM AWS BRI EH4. BT PR, ESHNTH
RIENEH AWS 1RF ., MFEFMERN , F2BEA CloudTraill EHEHEHBIEEH,

EERBELHRE AWS IREFRHNEH | B3 Amazon WorkMail WS4 | BSBEIIBH. RREE
CloudTrail #% AFFE R T E Amazon S3 FE7FETHE., KTER , EREIRAETEEHE , RERS
EREMEN AWS B, ZEMEHHERE AWS 2EIEFFIEERENEN , X BFERISEE
IEER Amazon S3 REFETEE. Lk, BAILIEREHM AWS IR , BUE— 547 CloudTrail BEEH UL
ENEHENYHEKRTE. WEFHEENR , F2H

- BIEHNEE

« CloudTrail X ENRENES

« ERZE CloudTrail By Amazon SNS &4l

- BEWZEEEN CloudTrail AFER&RZEWZEIRFR CloudTrail HFER

FB Amazon WorkMail BHE&E & H CloudTrail 588 , W EC &7 Amazon WorkMail APl 2Z i, 4
| ¥ CreateUser., CreateAlias#l GetRawMessageContent API EREMFEILETE CloudTrail
HSSERPELEE,

B-SEMAAREXRNSISELFRENEA. FoEATHEEHE T5IEE !
« ZAREBHEARS IAM EAERBRERL.

, ERERATREACEBMSEIEAENTRLZLERE,

- FEREBEHHEM AWS BRBEREH,

SK

i
EE
ig‘!
s
B
i

WESHMER , 5528 CloudTrail userldentity JTT#,

T f# Amazon WorkMail BiEEZ=1EH

EHR —EER  ERBHUARERNEAIAREIEERN Amazon S3 f#EFRTE, CloudTrail B
BEREE-—VZMAFER, —ESHAEARFRENE-FR , AIEFRBE. FROBHAE
B, FRBEFEF. CloudTrail BFFELIEMAE AP FAUAERBHIEF , Rt TS MBI EIE
FHR,

T5|#EFFER CloudTrail BE$1EH , R X E Amazon WorkMail APl CreateUser I EiE,
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Amazon WorkMail EESER

{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
"userName": "WMSDK"

1,

"eventTime": "2017-12-12T17:49:59Z",

"eventSource": "workmail.amazonaws.com",

"eventName": "CreateUser",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",
"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-
Bit_Server_VM/25.151-bl12 java/1.8.0_151",

"requestParameters": {

"name": "janedoe",

"displayName": "Jane Doe",

"organizationId": "m-5b1c9800QQEXAMPLE"
1,
"responseElements": {

"userId": "a3a9176d-EXAMPLE"
.
"requestID": "dec8le4a-EXAMPLE",
"eventID": "9f2f09c5-EXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"

THEHIFE R CloudTrail HE$EEB , REHRE Amazon WorkMail API CreateAlias®E{E.

{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "WMSDK"

},
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"eventTime": "2017-12-12T18:13:447",

"eventSource": "workmail.amazonaws.com",
"eventName": "CreateAlias",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",
"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-
Bit_Server_VM/25.151-b12 java/1.8.0_151",
"requestParameters": {
"alias": "aliasjamesdoe@testofconsole.awsapps.com",
"organizationId": "m-5b1c98000QEXAMPLE"
"entityId": "a3a9176d-EXAMPLE"
I
"responseElements": null,
"requestID": "dec8le4a-EXAMPLE",
"eventID": "9f2f@9c5-EXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"

T5|€EHIF R CloudTrail BFEIEER , R"E2RKE Amazon WorkMail 327 E API
GetRawMessageContent I EifE,

{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "WMSDK"
},
"eventTime": "2017-12-12T18:13:44Z",
"eventSource": "workmailMessageFlow.amazonaws.com",
"eventName": "GetRawMessageContent",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",
"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-
Bit_Server_VM/25.151-b12 java/1.8.0_151",
"requestParameters": {
"messageld": "123A4A5A-67B8-90C1-D23E-45FG67H890]1"
},

"responseElements": null,

fi£ F 528 Amazon WorkMail APl FEAY AWS CloudTrail
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"requestID": "dec8le4a-EXAMPLE",
"eventID": "9f2f09c5-EXAMPLE",
"readOnly": true,

"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"

R E F B Efasx

BRI LATE Amazon WorkMail ZEAH A E FEHSHCEE , LERBBNE FHEAS. ETH
HEHEC8E A AWS Identity and Access Management JRISERE A (SLR) RIFFEHFT |, #5E 73
HEHBFERMZE Amazon CloudWatch, IE IAM RIS EZ A GNFEMENR , F2EEH Amazon
WorkMail BRI EFZEAE

£ CloudWatch E4BFEH , B LUER CloudWatch # & T EFEEZEREMASMEHEFEE 75
HRERE, % Amazon WorkMail i%5 E CloudWatch 2 =4 BEEREEEEA |, 5528 42 Amazon
WorkMail & FH#HHEH HFF. W0FE CloudWatch Logs HIFFHHERR , 5828 (Amazon CloudWatch
Logs FAEERE) -

ES |

- RAETEASEHEE

c BUSTEHASHEEN B AEEEN IAM A6
- BB FEMASMHHEER

- BERBERBEEREA

A E F BB

ERERR

ki
kg

E Amazon WorkMail BIRE FBHS ML  SB4ETHER :

- E3 AWS ldentity and Access Management fR#&E#E A — AmazonWorkMailEvents,
« B3 CloudWatch AE#H#H - /aws/workmail/emailevents/organization-aliaso
+ # CloudWatch HEEREBERES 30 Ko

B EF BB aC sk

1. BARKIM https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £ &,
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N o o kw0 DD

MEMLE  FEE AWS B, EFRARERENIIG , BEENEEEE K ARBEESF, W
EFFMER |, 5528 Amazon Web Services —fif2:Z 1y [EiF iK%,

EEBESEET , ZEFER A ARZEREENERE,
EEBEEET , EBELRKRE,
BEEFBMARE BRRERSIRER,
EEFBARERRKERRYT , BIERE.
A BHE4BEBRERMRNE.,
MITUTERZ—H :

- (EE) BEEAERRE.
- (BA ) BRERERRE  ARRERMNBEPEINE M BFHAN IAM A,

(® Note

REEECHER BY AFEEMNEET IAM A0 | B2 H8E AWS CLI, MEFM
B, B2REVEFIHHESARHEMN BT BEEEN IAM A6,

EENF R Amazon WorkMail 8 F It A RE1E FRAVIR P & 284 B 5%,
i#IZE Save (1F).

BYETFHBASHEN BT BEHFHEAN IAM A

A Amazon WorkMail BRI E 7B H-E4Fcekis  BEGEHTERRE, MRBEEGETERER | &1
LAEF 2R AWS CLI BV EA HAEBFANE FEHE4REHNBET IAM 86,

BUETEHEMHEENE HEHEN AM A6

1.

2.

FAT% AWS CLI tn e , TEEEZRE Amazon WorkMail #E#8HERM AWS B2 37 A &,
MEFHMEN , F528 AWS CLI 5 SEHM create-log-group.

aws --region us-east-1 logs create-log-group --log-group-name workmail-monitoring

BVISATHERNES

"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "events.workmail.amazonaws.com"
I
"Action": "sts:AssumeRole"
}

]
}

3. FATH AWSCLI s SREY IAM A& | WiSHERMNASCGBER Y, MEFHMAEA ,
B (AWS CLI s 52 E) Y (create-role) o

2
r:

aws iam create-role --role-name workmail-monitoring-role --assume-role-policy-
document file://trustpolicyforworkmail.json

(® Note

MREE WorkMailFullAccess SEHERFEAE B4 AEACGCEBworknailFEE
ME, HWEEREEATLCERAZBREE workmail NAERBEEFEHEHBTE.
MEFHMENR  F2l (AMEREER) PHRFERAESACREEREE AWS RENETF
T,

4. BYRER  HPEELEL—ESRPEIN IAM ABBKR. LBEREDXAKEY BFHERN
MTAREEZAG WK HRSHRIGESR 1 FEIMN BFEEE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": "arn:aws:logs:us-east-1:111122223333:1log-group:workmail -
monitoring*"
}
]
}
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5. EANT AWS CLI in S BREREEE IAM A&, WEFMENR , 28 AWSCLI T2
ZHH put-role-policy.

aws iam put-role-policy --role-name workmail-monitoring-role --policy-
name workmail-permissions --policy-document file://rolepolicy.json

BRAEFBHSHA

£ Amazon WorkMail T2 A BEME FHHEH %K. NREZTBEEFHEFHBHSHEHE , &M
BEERRMBRERIN CloudWatch BFEANREEZAR, MEFMENR , FSBME Amazon
WorkMail B9 IR#GE#E A E,

BREFBHFSH AR

1. BRI https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £#2 &,

WENE , FEEAWS Eff, EXRARERGRNSIT , FRZENEHEE K RREZEEH. W
EHMET |, 5526 Amazon Web Services —f#§2:#& iy [EiE iz 2,

ESEHEERD , EEEE  AREEABNER.
HEEEEKD | 22 Monitoring (B512),
ERFREERRY , EERE.

B ABGSESHEEBERMANE,

i#IZE Save (1F).

o g A~ w N

R B RS EEREA

BEREABEBRZ2UBE , AP REUTHFEFITNERTURH ESESH TN ERIITXE
fEo 7 AWS , BERBERTRSEBRERNEABE. ERERS (WILIRTS) W5 — @RS (K
WL AR F) By , AIREE B A B IRISE R

WP OUBR %5 R AR IR AL | AEA EFF R RBE EtbFEFHNERRITE , FRIBRBENETA,

ATHILERER , AWS BT E , HEIERERE RBNER , B BEZREATFEEIRF
ﬁljl?\o

RPREEERBEDMFEA aws :SourceArn M aws: SourceAccount £EEHRE LS |, LIRE
CloudWatch Logs 1 Amazon S3 B TR EEEL AFNRENETT. IREEAMBLEHREABTER
5|8 , AIEEMERBERBR &AL AFERERNKRE 1D,
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aws:SourceArn WEMERIFEEL AF2EEEREN ARN,

hElEERIEBARBBENRARAF ERMEM aws : SourceArn 2B FHARNBES|E |, UNERNTE
ARN, MRTHEERNTE ARN , REMNMRZIBEE T ZEER , i8FH aws :SourceArn £ &4
NARSI®E  FRERABAFT (*) X= ARN BERAED

R TE RO 8%

&R LAfE T8 % B S IR$EEY Amazon WorkMail B8 F K FFHMER . B AR ARERERELHE
FEHFE. BEUSEED , URESEFEEREIMN A EREEERE,

(® Note

AmazonWorkMailFullAccess S EBR T T e EBEBFRTMENMELER T, NMREFEH
B REE WorkMail , SEREARKREARFRNANETEA (S0, #ENAER ) LESFT
BXEREFT,

Amazon WorkMail 3z #E7#&# B 58 =@ {4 B 83 : CloudWatch Logs., Amazon S3 #1 Amazon
Data Firehose, fNEFMEF , 5528 (Amazon CloudWatch Logs fEEEER) FHEEZLENGFT
[v2] ®WB&.

BRYEFEEMEFA (V2] B BEPIIHMFFRZIN , Amazon WorkMail & ZHIMNVFF A RERTE

H# X {T : workmail:AllowVendedLogDeliveryForResource,

THEBFXNETE=@E :

« DeliverySource , —EEBEYH K RREBLAFHWER. ¥ Amazon WorkMail , ©=2 Amazon
WorkMail Organization,

- DeliveryDestination , E 2 REK RSB K BEN 4.
o T, BRMARFEZRRS BN,

& EERE Amazon WorkMail B2 B #9ith 2 B#Y B 56E5E |, AT AT T SIENE -

« M PutDeliverySource 23 X4 iR,
« f/ PutDeliveryDestination 3 {5 B #ith,

- MRELEBRFR{ B , BIXEEB Wbk S FEH PutDeliveryDestinationPolicy #% 1AM B 15
MAa B ith, WWBERIRERIRS A PIRNRFELRFERFE B PR E Wit
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« A CreateDelivery ST 2 Ft ¥ — 34 RIRM —ERF B iV , SLEIY T,

THZHRACEZ AL EARENAFEES , URESARXNISEEEN BN, ]
AURTEZAN IAM B8,

{aii
%
Eilql.l
o]

/A Important
xR ELEERR  BREEBKRARINER.

EEEMBREFRELERRBRAZRNVER , FERETISR.

1. {# A DeleteDelivery R/EMIBRZ
2. £/ DeliverySource 2/EMIEX DeliverySource, DeleteDeliverySource

3. MR EREMIMEREY DeliverySource HHEBERY DeliveryDestination 2 F R b 4$ ERY DeliverySource |
BI#& AT LA DeleteDeliveryDestinations BB{EASE B K.

£ /8 Amazon WorkMail 35 & 55 E %50 8%

B A LATE Amazon WorkMail 12 & PR ERRKECHE ¢

1. 7£ https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail &,

MEXE  BHEFE AWS B, £FHEAREERERNIIG | BERGENEEBE K ARRENEF, W0
FHMMER |, 35328 Amazon Web Services —fi§2#& iy [EiF i %,

EEEERD , BEES  AREBEHENEE.
BIER BRI TE

BERZAFRERSIER,
ERAEEN/NTEREMSE AFREENR M,
B Save ().

o g K~ W D

&£ E CloudWatch Logs BY BH&E
EREFA

= ERAEIE B E CloudWatch Logs , BB ABSLEERLUTHT,
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "ReadWriteAccessForlLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:GetDelivery",
"logs:GetDeliverySource",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliverySource",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination",
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

1,

"Resource": [
"arn:aws:logs:region:account-id:delivery:*",
"arn:aws:logs:region:account-id:delivery-source:*",

"arn:aws:logs:region:account-id:delivery-destination:*"

"Sid": "ListAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelLogGroups"

1,

"Resource": "*"

"Sid": "AllowUpdatesToResourcePolicyCWL",
"Effect": "Allow",
"Action": [
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
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"logs:DescribelLogGroups"”

1,

"Resource": [
"arn:aws:logs:region:account-id:*"

]
}
{
"Sid":"AllowLogDeliveryForWorkMail",
"Effect":"Allow",
"Action":[
"workmail:AllowVendedLogDeliveryForResource"
1,
"Resource": [
"arn:aws:workmail:region:account-id:organization/organization-id"
]
}
]
}
WEHEN ERBUR

WEENBRFHEYAEE ISR ENTNEREK. MRBFHEBREEREX , BRERF
WEREEA AEEMN logs: PutResourcePolicy, logs:DescribeResourcePolicies#
logs:DescribelogGroups#F ™ , BIE &R A% HEHEIEE CloudWatch Logs i , AWS €EE A
HEY TFIIBX,

"Version":"2012-10-17",
"Statement": [
{
"Sid":"AWSLogDeliveryWrite20150319",
"Effect":"Allow",
"Principal":{
"Service":[
"delivery.logs.amazonaws.com

]

3,

"Action":[
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:my-log-group:log-stream:*"
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1,
"Condition":{
"StringEquals":{
"aws:SourceAccount": [

"account-id"

]
},
"ArnLike": {
"aws:SourceArn": [
"arn:aws:logs:region:account-id:*"
]
}

At A EERBER AN REIZ &

BERBESLBEEERBEKRPIHEFEEAFHNESMEBFERHE. CloudWatch Logs EIRBKR A
5,120 A=, BXAFEAEBFEHENRE TAESIZR LR,

an

A TRREEREN , CloudWatch Logs IR EA AR 2 REFIEANERBER D, BEMBIBER
R 5, 120 A=t K/ R&IEF | CloudWatch Logs €1 2 IRIEHY B R EER /aws/vendedlogs/
*hMBEEMA . A&, BRULERFERAEBHAES /aws/vendedlogs/ W BFHEE , (ERELAR
KH BB M,

{E3%ZE Amazon SSH A
FEREHT
EEMABXBEREE Amazon S3 , BB ABMSKBEFUTH,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ReadWriteAccessForlLogDeliveryActions",
"Effect": "Allow",
"Action": [

"logs:GetDelivery",
"logs:GetDeliverySource",
"logs:PutDeliveryDestination",
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"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliverySource",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination",
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

1,

"Resource": [
"arn:aws:logs:region:account-id:delivery:*",
"arn:aws:logs:region:account-id:delivery-source:*",
"arn:aws:logs:region:account-id:delivery-destination:*"

"Sid": "ListAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelogGroups"”

1,

"Resource": "*"

"Sid": "AllowUpdatesToResourcePolicyS3",
"Effect": "Allow",
"Action": [
"s3:PutBucketPolicy",
"s3:GetBucketPolicy"
1,

"Resource": "arn:aws:s3:::bucket-name"

"Sid":"AllowLogDeliveryForWorkMail",

"Effect":"Allow",

"Action":[
"workmail:AllowVendedLogDeliveryForResource"

1,

"Resource": [

"arn:aws:workmail:region:account-id:organization/organization-id"
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HFAEN S RETRLEEFISRENTNEREE. IRFFIFBENRZEEREXK , ARE
HENERAEEEMEEM S3:GetBucketPolicy# S3:PutBucketPolicy&F ™ , Al AWS B
A BEEIAE Amazon S3 i, EEBAHEE THIBUR,

"Version":"2012-10-17",
"Id":"AWSLogDeliveryWrite20150319",
"Statement": [
{
"Sid":"AWSLogDeliveryAclCheck",
"Effect":"Allow",
"Principal":{
"Service":"delivery.logs.amazonaws.com"
},
"Action":"s3:GetBucketAcl",
"Resource":"arn:aws:s3:::my-bucket",
"Condition":{
"StringEquals":{
"aws:SourceAccount": [
"account-id"

1,
"ArnLike":{
"aws:SourceArn": [
"arn:aws:logs:region:account-id:delivery-source:*"

"Sid":"AWSLogDeliveryWrite",
"Effect":"Allow",
"Principal”:{
"Service":"delivery.logs.amazonaws.com"
I
"Action":"s3:PutObject",
"Resource":"arn:aws:s3:::my-bucket/AWSLogs/account-id/*",
"Condition":{
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"StringEquals":{
"s3:x-amz-acl":"bucket-owner-full-control",
"aws:SourceAccount": [

"account-id"

]
1,
"ArnLike":{
"aws:SourceArn": [
"arn:aws:logs:region:account-id:delivery-source:*"
]
}

TEREHBERS | ¥ aws:SourceAccount , EEEXRNE R FIERZAFENIRF IDs BE
¥ aws:SourceArn , EEE4X AR ZERMN ARN JEE , XA arn:aws:logs:source-
region:source-account-id:*,

MABEFCREFEREX , EXBRTEEENBRPETRNERN  ERELHENEAEEGERT
BTBEHY S3:GetBucketPolicyM S3:PutBucketPolicy® Al , BIZRARNEM NEIFEFTRNE
Iﬁﬁ%o

@ Note
ERELEERT , AWS CloudTrail 2R KA s3:ListBucketfFAIRT , BHUKESE +F
FlAccessDeniedffiidelivery.logs.amazonaws.com, & Zi# % CloudTrail B HHY
IBLEEERE |, LA Ss3  ListBucketFF AR T delivery.logs.amazonaws.com, &iE
BE LIRFEEEEBRE P EEEs3 :GetBucketAclFF AT E— BB R ConditionB2E, EE
LIS | BRI LAE R EFAWSLogDeliveryAclCheck® Statement , A RE I FH
B “Action”: [“s3:GetBucketAcl”, “s3:ListBucket”].

Amazon S3 fi# 17 788 fa] B 85 i H0 2%

& LAE A Amazon S3 S3-managed£$8 (SSE-S3) RAAAARESIHINE , RAEMH AWS Key
Management Service (SSE-KMS) FEHE) AWS KMS &8 Bk A RESim % , R{R#E Amazon S3
RETRPNER, NEFHER , F2REARARSBFRNEZREER,

MR IEEIZE SSE-S3 , IFEEHMIERE, Amazon S3BREEMZ SR,
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/A Warning

WRIRIERE SSE-KMS , BABFEAZFZESE K RALRA AWS SESHR TXEMEH
MBEER AWS SESRIREMNES , BB UELBINER R,

ELFEAEFZE AWS KMS £ , B ERARTFIERNEZREEEFZESBH Amazon
Resource Name (ARN), # T3 HBEMEEEFZTESRNSBER (M SIREFTFBNRAFITRE
BX) K ZEFXMNRFALUEA S3 @77,

WMRIERE SSE-KMS , B4AEAEFZEETR  RALRAFTIEREM AWS ZREER. EEER
EFZE AWS KMS iRl , B UERAREFBNZRIEERFXE WM Amazon Resource
Name (ARN), # T EEHMEERFZESRNENEEK (M SIAFFENFEEITERR ) | &
AR ARFE TR A S3 M7 T,

"Sid":"Allow Logs Delivery to use the key",
"Effect":"Allow",
"Principal":{
"Service":[
"delivery.logs.amazonaws.com"

]

I

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource":"*",
"Condition":{
"StringEquals":{
"aws:SourceAccount": [
"account-id"

]
I
"ArnLike":{
"aws:SourceArn":[
"arn:aws:logs:region:account-id:delivery-source:*"
]
}
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}

§t¥f aws:SourceAccount , IEEER AFFILREFEFEAIRS IDs BE, HR
aws:SourceArn , IBEEE AR ZERMN ARNBEE | XA arn:aws:logs:source-
region:source-account-id:*,

&% ZE Firehose B B
FEREFT
ZERABIX B Z Firehose , B4 EFERLTHITE A,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ReadWriteAccessForlLogDeliveryActions",

"Effect": "Allow",

"Action": [

"logs:GetDelivery",
"logs:GetDeliverySource",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliverySource",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination",
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

1,

"Resource": [
"arn:aws:logs:region:account-id:delivery:*",
"arn:aws:logs:region:account-id:delivery-source:*",
"arn:aws:logs:region:account-id:delivery-destination:*"

"Sid": "ListAccessForLogDeliveryActions",
"Effect": "Allow",
"Action": [
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"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelogGroups"”

]I

"Resource": "*"

"Sid": "AllowUpdatesToResourcePolicyFH",

"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream"

1,

"Resource": [
"arn:aws:firehose:region:account-id:deliverystream/*"

"Sid": "CreateServicelLinkedRole",

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

]I

"Resource": "arn:aws:iam::account-id:role/aws-service-role/

delivery.logs.amazonaws.com/AWSServiceRoleForLogDelivery"

}

{
"Sid":"AllowLogDeliveryForWorkMail",
"Effect":"Allow",
"Action":[
"workmail:AllowVendedLogDeliveryForResource"
1,

"Resource": [

"arn:aws:workmail:region:account-id:organization/organization-id"

AREREFTH IAM 86
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A Firehose T A ERBUER , FILERENRIEL B FEEEE Firehose i , AWS €/ IAM &
B, & AWS B E B WRKER A ®AWSServiceRoleForLogDelivery, bR EEH BT E T HIEF
m,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"firehose:PutRecord",
"firehose:PutRecordBatch",
"firehose:ListTagsForDeliveryStream"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/LogDeliveryEnabled": "true"
}
3,
"Effect": "Allow"
}
]
}

EIRERERHEE | WREEEACEHE LogDeliveryEnabledZE& R A HWFTHE Firehose R{F&EFK
RFFatrue. HILEER AWS RE4E B 1B K.

WREEFEARBEEERRE , LAFF delivery.logs.amazonaws . com RIEZFEAREFTEMN R
BEZEAE, XETHERNT :

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
3,
"Action": "sts:AssumeRole"
}
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FRERERT

BRYFESSEPIENFT 2N  REEATIREMIE APISREBRERN , BUFETHIFH :

"Version":"2012-10-17",
"Statement": [
{

"Sid":"AllowLogDeliveryActions",

"Effect":"Allow",

"Action":[

"firehose:DescribeDeliveryStream",
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:*",
"arn:aws:firehose:region:account-id:deliverystream/*",
"arn:aws:s3:::*"

"Sid":"ListAccessForDeliveryDestinations",

"Effect":"Allow",

"Action":[
"logs:DescribelogGroups",
"firehose:ListDeliveryStreams",
"s3:ListAl1MyBuckets"

1,

"Resource":"*"

Amazon WorkMail B & R B %

F=HREAEEEZEEBRTEDIEE Amazon WorkMail L2 M AWS §8 14, EhaE
SOC. ISO # C5,

MBEA W MEERN AWS WRHEHE | HSMARH ABERM AWS BT, NHE—RER
SHAWS &R,

B
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B LAER TEHE= SRS AWS Artifact, MFEFMEF , FSHE AWS Artifact F FTEHFHSo

#&EFH Amazon WorkMail B S BRETIUARERNEBE,. NANEHRERE , URBAWEENZE
o AWS RETHERUBBIEE -

« ZLHEEBEIREAMEN - EENBERINRERZE  YRHEEFRBUZRLHEBEABLZ
HERBENSE AWS,

« AWS ERER - WTHEFMANEENESTRERAREHNEENNVE.,

- AWS Config - AWS hIRESFTHENEREBERERESARER., EEEIFER,
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BEI T AMRAE (CAPs) BEALL JSON AEBRNF RO EBAMELITRE | 7
HERHN JSON BRERRE., Lambda HHEIIMBRALRBERNEFE,

%IE

B it E = LA

FE

- BRAMEETE

- R FEE

- £/ CAP Lambda EEE# Amazon WorkMail a4l

RO ETE
BERTE

LT E2ARA Amazon WorkMail {EHEEEE CAP REHIEER :

{
"requester": {
"email": "userl@internal.example.com",
"userName": "userl",

"organization": "m-0123456789abcdef0123456789abcdef",
"userId": "S-1-5-18",
"origin": "127.0.0.1"

},

"mailboxes": [
"user2@external.example.com",
"unknown@internal.example.com"

1,

"window": {
"startDate": "2021-05-04T00:00:00.000Z",
"endDate": "2021-05-06T00:00:00.000Z"
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Origin AREVIE R L, B
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ERERIEERTANENZERAEE FEFBUNERD RE

RE

HEERTEFRTALEFAWRER, startDate M JLL UTC endDatetsE , ¥ iR1E RFC 3339 #&
Nt EHFEFTTEREE . RIUFER , WREHEEEN 2aEStartDate , AIEFERAREK
B,

E) P

Amazon WorkMail €% 25 ¥ , #£ CAP Lambda ENE(EUSEIFE, 25 ##% , Amazon WorkMail &
REX B KB , I1E EWS GetUserAvailability EIEF BHEBBNEEEE LR, EFSERER
GetUserAvailability #2455 B,
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"mailboxes": [{
"mailbox": "user2@external.example.com",
"events": [{
"startTime": "2021-05-03T723:00:00.000Z",
"endTime": "2021-05-04T03:00:00.000Z",
"busyType": "BUSY"|"FREE"|"TENTATIVE",
"details": { // optional
"subject": "Late meeting",
"location": "Chime",

"instanceType": "SINGLE_INSTANCE"|"RECURRING_INSTANCE" |"EXCEPTION",

"isMeeting": true,
"isReminderSet": true,
"isPrivate": false

1,
"workingHours": {
"timezone": {
"name": "W. Europe Standard Time"
"bias": 60,
"standardTime": { // optional (not needed for fixed offsets)
"offset": 60,
"time": "02:00:00",
"month":
"JAN"|"FEB"|"MAR"|"APR" |"JUN"|"JUL" | "AUG" | "SEP"|"OCT"|"NOV"|"DEC",
"week": "FIRST"|"SECOND"|"THIRD"|"FOURTH"|"LAST",
"dayOfWeek": "SUN"|"MON"|"TUE"|"WED" |"THU" |"FRI"|"SAT"

},

"daylightTime": { // optional (not needed for fixed offsets)
"offset": 0,
"time": "03:00:00",
"month":

"JAN"|"FEB"|"MAR"|"APR" |"JUN"|"JUL" | "AUG" | "SEP"|"OCT"|"NOV"|"DEC",
"week": "FIRST"|"SECOND"|"THIRD"|"FOURTH"|"LAST",
"dayOfWeek": "SUN"|"MON"|"TUE"|"WED"|"THU"|"FRI"|"SAT"
},
.
"workingPeriods":[{
"startMinutes": 480,
"endMinutes": 1040,
"days": ["SUN"|"MON"|"TUE"|"WED" |"THU"|["FRI"|"SAT"]
1]

& CAP Lambda B &

MRS 1.0 92



Amazon WorkMail

}
31

"mailbox": "unknown@internal.example.com",
"error": "MailboxNotFound"

]
}
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stance . Recurring
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details.isMeeting EHEA4RBELHEENSME =
B,
details.isReminder BHEAHREEGIREEN D .3
Set ME.
details.isPrivate BHEARAERAMEN MK =
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FEFERAAGHEETENRE, ERREETAREEFR , CREFEAENITFEBFEER
B, THUHRAEZENRERKE K MAREABE, FRABINKERRABINEREETHERT,

W4z iR HE

name BENZRE, =
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I
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B
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TERARE

DU

MERAR BT |, o
EREN,
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HRMUATUESERHERALR, TRIHBHAMRTHE EWS SERAWHRY . FIARMBASHERS
Z ERROR_FREE_BUSY_GENERATION_FAILED,

Value

MailboxNotFound

ErrorAvailabilityC
onfigNotFound

ErrorServerBusy

ErrorTimeoutExpired

ErrorFreeBusyGener
ationFailed

ErrorResponseSchem
aValidation

REE FHUE

EWS §RERHS

ERROR_MAIL_RECIPIE
NT_NOT_FOUND

ERROR_AVAILABILITY

_CONFIG_NOT_FOUND

ERROR_SERVER_BUSY

ERROR_TIMEOUT_EXPI
RED

ERROR_FREE_BUSY_GE
NERATION_FAILED

ERROR_RESPONSE_SCH
EMA_VALIDATION

# AWS Command Line Interface () #1117 %] Lambda @8 FAWS CLI, &S EKERBKRFEBES

#r CAP By Lambda B8, BB/ 5F Amazon WorkMail AT A 14 R #&5 F

aws lambda add-permission \
--region LAMBDA_REGION \

--function-name CAP_FUNCTION_NAME \
--statement-id AllowWorkMail \
--action "lambda:InvokeFunction" \

--principal availability.workmail.WM_REGION.amazonaws.com \

--source-account WM_ACCOUNT_ID \
--source-arn arn:aws:workmail :WM_REGION:WM_ACCOUNT_ID:organization/ORGANIZATION_ID

EawF , MIETRHETIZH

R

A
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« LAMBDA REGION — % CAP Lambda WEHEZ ., Hli0 us-east-1,
« CAP_FUNCTION_NAME — CAP Lambda BABHIE 18,

® Note
E A LAZ CAP Lambda BBV B M, BB HARD TR ARN,

« WM_REGION — Amazon WorkMail #8458 Lambda REH [EH &,

(® Note
RAETHIEESATAR CAP :
« XEIREP (HEE EEZLER)
- XEIRAL (RERH)
« BN (ZEW)

« WM_ACCOUNT_ID — Organization 1R F#J 1D,

« ORGANIZATION_ID — AUF] CAP Lambda RY4E#E 1D, a0 , 484 1D :
m-934ebb9eb57145d0abcab566ca81a21f,

® Note

REEZEEREEFIWE , LAMBDA_REGION 1 WM_REGION &1 @, MBEFEEEEE N
W ef&EMEE0,

£ CAP Lambda BRE(HY Amazon WorkMail €545

WEEMEA CAP Lambda BE(Z 3 EWS % 2/ Amazon WorkMail #545] , 55228 Amazon WorkMail
GitHub fE1ZEERY Serverless FERER EMILAWS £HIEEATER . Amazon WorkMail GitHub

£ Microsoft Exchange 5% 7€ A FI £ 5% €

EECRAFERENMERTER/IHRENERENELQZE Amazon WorkMail , 587E Microsoft
Exchange &% 7E 7] A #h 31k 22

FEA T %I PowerShell s S 32 #h it 22/ :
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$credentials = Get-Credential

HIRRRE , A Amazon WorkMail [RBBIRFHNEBEAER, FRAEEBER AR domain
\username ( B] orgname.awsapps.com\workmail_service_account_username, 1£i&

# , orgnamef{zk Amazon WorkMail #B#8H &8, MFEFMER , FSEE Microsoft Exchange #
Amazon WorkMail A3 3 fRFEIR 5 o

Add-AvailabilityAddressSpace -ForestName orgname.awsapps.com -AccessMethod OrgWideFB -
Credentials $credentials

MEFHMEN , 528 Microsoft 3 E#Y Add-AvailabilityAddressSpace.

B Microsoft Exchange 1 Amazon WorkMail {8 & < B #Y E 7 5P
4 % |

3EiB Microsoft Exchange Server #1 Amazon WorkMail 2 B E FEHEH , FRETUEEBE
Amazon WorkMail BRERENEFEHibit, FFE4 KA 7T ZEEA Microsoft Exchange Server £/
BREBBAESFB4NIERS S B4 ERBAHE (SMTP) RS,

EEASFEH4RAZA , ZHEEETH T RGM

- BENESBRAEBRMER ., NEHMEN , F2ERAREM,
« FEMETEIRIE Amazon WorkMail 34 & FEH 431,

- HEFREPIH Microsoft Exchange Server Al SUEIA B F B4 ZIEBR A . SAEEEREEIAER
25, MEEXEEB[MFMEN , 552 B Microsoft XHFHITE Exchange Server F 2 3 &% B EES
DA B EIE R .

AIEAERAE 7B E

BREER/AEERAEZKA TSR  BEEAREERAZENAEM.

1. RABEERZE Amazon WorkMail (WEAEIRE, MEFMEN  F2EMAREENFERAE,
2. 7t Amazon WorkMail £ & F  BEAELEMEBEE FEH4but BB E B AR £/ & HE B,

« <workmailuser@orgname.awsapps.com> (iE2BEFIEH , LAERE Microsoft
Exchange B1&R T ARAIE. )
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« <workmailuser@yourdomain.com> ( E® HBEHE , HAEE Microsoft Exchange #iit, )

WMEFMES , F2REECAES FEHU,
3. R EEAFTEERHE Microsoft Exchange FHVE BB E Amazon WorkMail REVERE. WF/FH
HEF , FSEEBE Amazon WorkMail,

4. BEFIEE R , 551 Microsoft Exchange LERFERAENER. A% , Bi#EE@ Amazon
WorkMail K950 &8 SMTP it WEMHERE ( NRAABHNERE ) . HEEERM , 557 Exchange
Management Shell FEA T H&H S :

/A Important
TISBREEREENAR. ELERMASEFB4KACH , BEEENERCER
Z Amazon WorkMail, EE#THGTE  BLEEHRAF iR T2 EMAY)IRE] Amazon
WorkMail, MEFMENR , HSEEB4EHEERE,

$old_mailbox = Get-Mailbox exchangeuser

Disable-Mailbox $o0ld_mailbox

$new_mailuser = Enable-MailUser $old_mailbox.Identity -
ExternalEmailAddress workmailuser@orgname.awsapps.com -PrimarySmtpAddress
$0ld_mailbox.PrimarySmtpAddress

Set-MailUser $new_mailuser -EmailAddresses $old_mailbox.EmailAddresses -
HiddenFromAddressListsEnabled $o0ld_mailbox.HiddenFromAddressListsEnabled

£ LiRd&s S |, orgname 3% Amazon WorkMail {8 &8, MEFMEN K F2HEHEEMN
£ Microsoft TechNetEX Eh B (4 F F &

5. BXAHEFEHHMRFERE (ELIREHF A workmailuser@yourdomain. com), R EFH
MR ERRA , FHAEEXEEHNEAHE Amazon WorkMail {5583 1Z U E FE 4
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® Note

Microsoft Exchange #ixARNXEFHHN T EMRRES  RELASERERECEANEBM
BERE, A7 HIRE Microsoft Exchange B E &M , DNS e T EE #H A58 Amazon
WorkMail , BEE|fE& A LE,

NEREMRE

LIRS ERE & F E SR Microsoft Exchange Server % Amazon WorkMail , E B4 Microsoft
Exchange FHIEAERERBEA. HREBNFERAERERNTEHBHEAE , Microsoft Exchange
Server EHEIMEBEAN RS, THEBAEERHLMHERER,

- ERAETREEUEREEEFBAIEE, 2RISR SXARERENMEEMASFHEANS
2HEHEBE. WEFHMEN , 2B Microsoft TechNet LHI T EE,

- EAETRELEFEER. SEMALYRE  SXAREEREREFDNMEER
IRProcessExternalMeetingMessagest# . MFFMEF , 52 B Microsoft TechNet LKy Set-
CalendarProcessingo

B R ERRE

BLEHAAFim T EERI#E Amazon WorkMail, EERFIRmFEEZEEAEHTENANRESR,
BB F i F 2RI R B F,

« Windows LE# Microsoft Outlook - EEE#HEE Outlook. ERNENRF , WXL B RERAEECFERE
ERIERREER. BETREREE, A% , EFRE Microsoft Exchange 558,

« MacOS Lt/ Microsoft Outlook — EFTE{E) Outlook B , FiZRULTIALE : Outlook EEFHE@[EM
BR2§ orgname.awsapps.com, EFHLEFAREFFRELNRER ? EIER.

- iOS EMEH - BH4ERAENFLEREFEG  WESEIWIIEAHER, EMBYIEHMRE
Microsoft Exchange E%8.
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/A Warning
EERAEBMER 2 , FRELETHELENSR, BRTRSENE FBHERIRE
HENTHR, IREEHATRER , FREBEMRSEHPEHENER, SELERIE
(=

FRHEEMERAXE

1.

BRALIA https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £3#£ &,

MEXEFEETE AWS Bifl, £XEAREERNYF  BRIZNEEEE K AREEEST, WFE
SHHMEER |, 552 Amazon Web Services —fix2:E ) [EiE iR,

EEBESEHT , ZBEER A ARZRELEFRAEEMEXNER.
HHRBSRET  BREFHEEERN.
EEAEEMEAHES RS  GABRBNEE K ARREFAEBEMEEN,

FREBEMZEE , &% Amazon WorkMail BRI ER BB ESRBIAKFBER, BMOATLUEER
Amazon WorkMail =2 & BMAEMBRDNEAENEE , YA MMFEEEAE. EXRATTRBZ

G|

, EERUA R B Microsoft Exchange &R , t RS HIREBAE S,

« £ Amazon WorkMail B2 &R — B A LLTE Amazon WorkMail P2V ER , REAELEERETE

ERARMENEE, WFEFMET  F2HRELHAER.

« 337 AutoDiscover DNS 528k — A#B#8 - &Y Fr B B4 A1EIERE AutoDiscover DNS 528k, ERZEFEHA

# 1 Microsoft Outlook 11TE) F FimE#E ZE H Amazon WorkMail f558. MEBEFMEEN , FSBEH
AutoDiscover 5% & i B o

o

« #& MX DNS fe&t1#: 2| Amazon WorkMail - ZEZA G B AE FEH4 R F Amazon WorkMail |

BB MX DNS E28% 103 2] Amazon WorkMail, DNS SR8 M2 F R Z A EEE 72 /N BEEE
2|FrE DNS fAMRES.

- FRENEMFAEKS - BEMAETFBAHERRE MBS Amazon WorkMail 2#& , MIRERRFITE
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Exchange Web Services (EWS) URL EMHELER - MELRES BB EEHN EWS URL, INFEFH
BE , 55281 Amazon WorkMail 58 E /T AMERE,

EWS B IEMERKK - ER—MKRHER , AERNOT

« Microsoft Exchange #1788 {B R #ER5 E AR o
- BRI AKERBRERSAFRARBBREFN. MIIERIE 443 (HTTPS BRMTAREREE) B

MR B R REEER B E , BHEBRMNATFE , FHE AWS Support,
#%7E Microsoft Exchange EBMRHNFEAEEZBNEZBEN - E-2—MKER , TERENT :

. BERESBTERMNRE, B TIER

DOMAIN\username

. &K Microsoft Exchange fAlfRESIER A EWS EXR G 9 EBERE, MEFMEN , 5528 Microsoft
MVP Award Program Blog KV & #E B # : Exchange 2013,

FREWEIEE winmail.dat BENEFEBH4 - EMNEH SIMIME EFB4#% Exchange Bz E
Amazon WorkMail , Y 7EE A Mac B9 Outlook 2016 = IMAP A Eix U ZIe: | Apee 4L E@E
o BRI RRTE Exchange Management Shell F#IIT R 5T,

Set-RemoteDomain -ldentity "Default" -TNEFEnabled $false

MREEHE LIRER  BERMIGEHR | FBHE AWS Support,

Amazon WorkMail Bt %8

EEEFNNEPEEEEHTLUER Amazon WorkMail, #ARMEZTEREARETTE/LT ,
XEXZBERARS  ZEMEHHERERFRERMANERAENERER. At , FEEFTURESM L
EFCHRENEE, FHRACLEEANHEZEL K,

BLEBRBEUUET FLAREEZSFEFNEMERHE, NWERRESEHANGFMAEN  B2E+
BAWS R Ei£2Amazon Web Services —fi& 2%,

Amazon WorkMail #8248 F{F A& BLEE

BA LT8R % 25 (U {EAEZEMN Amazon WorkMail 4848 , B3R A 30 X, EHHEBERE |, BRIE
B BRI EARA Amazon WorkMail 1RE |, BRIEXNFIEERHRERENER.
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1£ Amazon WorkMail A | BAEBRREBLFNERE, £ Amazon WorkMail EE&F |, BE2FE
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- BYEE
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BRI LN HNERE B % , ¥4 Amazon WorkMail EEIRE K B #. &7 LU Amazon WorkMail
Ed A P EBE Microsoft Active Directory, AWS =& Active Directory = Simple AD #HE A, #EiB
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MREERNTEE , FREENXF (TXT) MBHRRER (MX) ;L& FEE DNS R#REF
Bo TXT i AR E 8 AHREI DNS BRBAHE. MX LR EEABARRS.

AR BEREREBBNERE, NFEFMAESR  F2RREEERZZFEREE,

EANERERERTRER  ATUSEREREERST  YREAETBAASH. NEHERE
P, FS MR EAEFRE Amazon WorkMail #9787 B3¢:F S i

AR BB R E A

18 Amazon WorkMail fE#& &8 o] LB RAEBFFAEEAEE,. WEESBREREABRNMEBEENR K SR
A LAFEBE IDs AWS Command Line Interface. BEH LA St o] LB R R ERE MBI ZEN AL
B Ak ERIFNHEIMOERE, AL URUEREREEEFEHAFREMERENE—RBSE.

mREBFEER
1. EEE|G  #EEZAR,
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BB EERERI LR | WERERNER,
2. BRELERBNES.

¥4 WorkSpaces H #
ZE#% Amazon WorkMail E2 WorkSpaces ¥ EfEA |, FBEA T EBREIEEH B 8%,
8 A K WorkSpaces B &

1. {8 WorkSpaces B A B 8%, FE WorkSpaces 528 , 528 (Amazon WorkSpaces &
HiERE) PR ER Amazon WorkSpaces RIEEXE. Amazon WorkSpaces

2. 7 Amazon WorkMail E#E & |, B &K Amazon WorkMail #2848 , SHEZBFER LR AW B 4.
MEFHMEA , FS2RELESE.

ABL AR AR RE A B B
EERIAME , TAUEUTE —ERE,

M iR

Active (fER ) SR AE A IE B30 M 68 A e B
EEEY THEREERHTAELENER.
R AR N,

Impaired (Z18) BABHEDS 2 EZIRE,
EERH BN E R S S

Requested (B 53K) BRERETYPEUBRRAFSFSEL,
Validating (5#3¥) BB A R EHRBEEERRE,

il B iEL

MRIEFTEEA Amazon WorkMail FAREBEY E FE 4 , BE A% Amazon WorkMail A il BRAE %5 o
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Amazon WorkMail EEBER

® Note
IREEEER, RRESE K SELERERER.

= B MIBRAE A

1. BRI https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

MEXEFEE AWS B, EXEARERENIIF , FROZEMEEEE K AREBEEE, 0F
SEHHER , 5528 Amazon Web Services —fif2:#Z Hl) [EiFEE iR,

2. HFHASEmMEMNAZBFED  ZEIRNEMBROAER K AR BEMER,
SHEMIBRIES  REREAMBRIIRERENFERER & , ARAAEBNEE,

4. EBEMBERES.

@ Note
MRERZE A Amazon WorkMail IBEEESH B , RS HBEEL —EB 8%, MRELEMER
BB RE IR A EH % , BRIE Amazon WorkMail, WorkDocs = WorkSpaces E#EEAE , &
AEKEEZNER, NEEEEA , F2RHEMEHEEEE,
ATHBERBES® , cEERATMAEM AWS ERENX. WFEHMAENR , 28 (AWS
Directory Service BEIEER)Y FHIMBER Simple AD B 8%k Mk AD Connector B %,

FMIBRAERES | B TRES W EMA Amazon Simple Email Service (Amazon SES) # A &£ #5353
B, MBELUKEBILEERS | 557 Amazon SES E£# A F#wEE Amazon SES R8I | jﬁ%ﬁ?ﬂﬂﬁ’]iﬁﬂ
£, BFEENRIEHRAE ﬁqﬂﬂg_?ﬁ"‘ﬁﬁ Amazon WorkMail #8#&% 1D, wZE#wE Amazon SES # Al
WEEMMER , 552/ (Amazon Simple Email Service B A E15/) hHEEUIE A,

B /R
EEL:

]II[IKP}

NREFERHBERAUVEEN , FAFEFRA. RAUSSHBRERA

SHREFEHibut
BRI EEFEAE. ERIEHHERESTE Organization F{ERAE FE 4t
SRETHHu

1. BRI https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

SREFHF bt R4S 1.0 111


https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://aws.amazon.com/directoryservice/other-directories-pricing/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/simple_ad_delete.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_delete.html
https://docs.aws.amazon.com/ses/latest/dg/receiving-email-receipt-rules-console-walkthrough.html
https://console.aws.amazon.com/workmail/

Amazon WorkMail EESER

MEXEFEE AWS EBif, £XEAREERNY S  BRIZENESEE K ARREEEST, NFE
4EE , 5528 Amazon Web Services — g2 ) [2iF a2,

2. EEEBERD , EEFEES  ARBEEENEE,
3. EHEBEED , BESKEFEHMHMu,
4. &2 Search (E5),

EREBRE

T5&EERBE MM EE A Amazon WorkMail 48T AHERE, BBENREXERZEEMAR.
*RE

- RAGERER

- BRA B

- REAEEH

« B SMTP R

- EEEFEHERE

- BRIEE FEHHEFHT DMARC BUER

BMAERER
B ISR B E R Microsoft Exchange = G Suite Basic & R E# 2] Amazon WorkMail B | &1 LA

BAGEHEEBE, BuUlEEANBBEFTRABE, NEFMAEN A SHERESER  F2EAEEA
P —E5ZE# E Amazon WorkMail# 8y

XA B &%

&R LARUA B RSRCSR A GC SR IBMV E T BB, EF HESREHE  BEREEARSAE=FHEMN
eDiscovery TR, AWRBRBERENSENHT. BLERBNEAREN SR ER,

MEFHMER , SERELSR | F2RREM AP —HHEL Amazon WorkMail £/ & 7 4+ B
f o
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A EEM%

B &M o] ZEEH Microsoft Exchange % , £/ Amazon WorkMail AN BEREN FE, MFEFHMA
B, SRERESR  BF2ERIEEAP—H7E Amazon WorkMail £ 587 o] A4 EHE o

B SMTP &

& AR A Simple Mail Transfer Protocol (SMTP) & , ASEEHE FEHERERABEFER, EH
%?Eﬁﬁlumhiﬁ B o] AR IEIB SMTP BB B #® Amazon WorkMail {B#@EXNE FEHFAS ., MEH
HEF  FSEEHEFE4RAEE

® Note

HEEHEFBHRERARZREN SMTP HE , X EFAFTERFREEVNNBERZE
Transport Layer Security (TLS) 1.2 iR, EXEEXRE 5 BE,

%E SMTP @&

1. BRI https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £#2 A&,

MEXEFEE AWS BE, EF2AREERNIIF  BRGENMEEBE K6 ARBEET, 0FE
SHHMEE |, 552 Amazon Web Services —fif¥2E F ) [EiE 2,

2. HEEBHKT , BEFEAR A ARBEEANEE,
3. TEEEHKD , iB4Z Organization settings (J#FRE)-

EBRERMEMBRIHER |, WER—EREIER.
4. EIF SMTP FERGIER K RARBERVFE,
5. WATIESR:

- RERE —BAH-—NEHE,
- FEMI — WARENEREZER IP bt
- EBRERE — WARBNERERE,
- EREER —BAKRERR,
- B —BASBRERR,
6. BEFEEV.

SMTP FEARELEFB4RESRA,
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EERE SMTP MEREHETFBHRAERABREEAR , EHASSERLHERAIE SMTP BE.
RERANAESRAZHEN SMTP BE , AREEEFH4 W HEAT D

R Amazon WorkMail £ E#RE SMTP FiE , RIS EFBAARREHKRFTHE, IRBEEE
1B, FEELRLSRRE ERERE.

MIE %EIZ#FIJH;*EE

FEMYEREFEN  BUUREEFBHARERY, ETHMRERAUTUREBE FHHASNM
e, HEFHAAS RN —RSEBE. SUUESFHENBGANEFE44ib it si@E EEA
ETFBERERA,

ERRNETBHRERAUR , GUUEEENAEEANEXSEAZETEHAHRRBE.

FE

- BAEFEHHRANEE

- BEHEFHHRIEE

- FHEERBHFAER

- EYEFHHRESRL

- RESFEHRERA

« AWS Lambda & Amazon WorkMail %7€

- EIE¥ Amazon WorkMail FAEFHE APl HI12EL
REEFEHAHRESR

- BREFEHRER

BAETEHRRAEE

BAETHARERATH ETEENEFBHFELNEAEEHE. BAETBHRERREBAR
AIEE , 2 BBERMEEIEL Amazon WorkMail SBBARAERMANABE FEBHFAE. ELEREHEN
ETFBHRATRE,

(® Note

j?,% BT LAFEEL AWS Lambda BREERR A EEAETFEHEXIEREERE2E
TR, WMEEB Amazon WorkMail £ Lambda HIEEMHEER , 528 AWS Lambda A&
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Amazon WorkMail 5%E. WMEHBRI Lambda WEEMAEF , 5528 AWS Lambda AR A EE
o

BAETHBHRERNLBARNEE  S8BEREEER Amazon WorkMail B8 RER AKFTE
ETFHHAL. EREREHENETBHFRAUTE.

THRAABEEREAETFBHNRELSR, EUASERAEESHERRAAEXRTIE—
.

BF BN

REETHY EFHHASSWAK, CRRELASHE
e B K EEE A,

%R E e EFBHTETEEY  BS4ESEREAS
o Uy B SR B A

SRR SR B E R 7 BT RS @R B A S SR R R

EHE R | B1{E Amazon WorkMail 373 B 44
BRI RFE R ARASEHEZ B BN R B,

FEER EFEHHFAESE Amazon WorkMail B3R B4
ERRFREREEL, IREFHBHESEEEN
REHER K, MEEMEFHAASRSEE
W E,

FHERABRTHENEGEFBARERS
WEH, HEABAME T EHRER AL
ST, AR BN FHEEXRERERR
BF, MEFMER  FSRSTHEERAREAE

o

KX B B IR BB Rk EFHHAE—ESEXIERHENKREGE | A
8 Amazon WorkMail £ 3% E344- 18 8 R HE H 35
Bl ALK B4
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Amazon WorkMail EEEEE

BF BN

/A Important

AT ERAERNARBAERNRR , &
EER Mk T BEE B E A E 1R S AL B

AR
#1T AWS Lambda BEFEHEHFASEES Lambda B , LEER

NEEMHBRN W E B =5 EETREE,

@ Note

BEABEFEMHELEEE Amazon SES , A& EIAF Amazon WorkMail, #13R Amazon SES
HEEAEFHBHALS , ARABESTER. a0, Amazon SES EEERIEIEXFEEHH
FREATER IP EREA AIMBEHE FEHHAS . WREER RIS (20 Default (FEEX). Deliver to
junk folder (3% B 573K B4 & 1 32) =% Never deliver to junk folder (5K iE 8% B 17 3Kk B4 & %)
x®)) BrEHER.

BHEFHARRAEE

UL FEREHEFBHRERR , FiB SMTP BEE REFEHAL , INETHEELETEH
FAERIEENWHE A, 11FE SMTP BENFMEN , F28 BUF SMTP BiE,

"‘ﬂj_ﬂ«}{ﬁﬁﬁ%& EFHHRERR  EEXEFBHEKETHHASEEE AWS Lambda B
1TERE, MFEAR Lambda FHEER , 5828 AWS Lambda BE A EFEF,

TIRBEEREHEFBHNRELSR. EUABERANEESHELEARHFAEXR TIE—B
=

BF #ir

s EFBAASSEBERRERE.

BRRETEH ETHHARCER. RBHTRE , AHEHE
TEREEA,
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BE DU

BxEREEE ETEMHARTEEE , AFHESRIFALEE
H, SAEESCHEEFEHAR.

BRI E SMTP FE ETFEMHARSEBREN SMTP FEMEE,

#1417 Lambda EBEETHHFzRAE , $ETHBHASE

E4 Lambda RREBUETEE,

FHERERFARR

ETHHRAERATERIBSEE B4 , AIREAIBRENBIN—ERAPNAEETFE it
i, ABERER , LUREEEARAUNEFE(ritbitt,

EHERRHEARENESNEATIE—ER :
s ETEMMURFESE—FFEMFbut | Hla0

mailbox@example.com

- HEEBUSKPEETHREEFE4ibut ; fla

example.com

- BERAFUREANSZMELRERE FRETHMAEEFBAtit, BAFTRSETIRNBENEE |
Hlgn

* _example.com

- ERNREMEETNEMEFEAubit,

(® Note
+ R ETHERRFERXRER.
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ZEBRXAHR—ERAEE, NFFAES  F2REAETEHRASEREHE FEHRATEF,

MBREASFHBHAEFM Sender s FromZEFEETMER , RSEAEAETEHRESRA, W@
RET , Sender it EE—EARFTS. MRLZEHEAFHN Sender 2B Sender ZEFRFESEMR
Al , From ittt BFE. MEEFEHAEEZBAREAFTETENRA , BISERRIEAAHEFHR
# Ao

WRAFTEFBHEASFHBRMHAHAMN Senders FromFRFEEMER , REEAAFETFEHRE
A, MREFBHASBSARFARFSTENRR , AlEERUERREFREAN.

HZERUER , BREAZPENRBEFE, SN, BEEFBHEUHNRRELREEEINR
A, BZERMNAEEEZHEE , KERRFKBEHEE. F10, Drop (BR) BENERIEFSR
Bounce (BfE) B)fF. ENMFMVEEIEFERE EAETEHFRAUSE M EHEFHASRAEE FIFIBIERF
MRE.

(@ Note
AMBReEB B F R N EBNFHERARUKFER. ARYNELIEFIF e EHET
ZEABTHFARELEE.

BIYEFHBHRERLA

ETHHRAERAERAABFERZEANEHEFB4ALS. ERRNSEENESXR K HEER
BE, INEFBHRERNSIEER,

BYETFEHMHFRESRR

1. BRI https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

MEXEFEE AWS BE, EFEAREERNIIF  BAROENMEEBE K ARBEEG, 0FE
SHER |, 552 B Amazon Web Services —fig2£ iy 21T 2,

2. HEEBHRKT , BEFAR K ARBEEANEE,
3. TEEEBEKD , iB4Z Organization settings (&R E)-

R EEmMBRIHER  YER—ERSIER. RLEH , EAUBRYEARELRR, TSR
BRI EWMEEE,
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BYBEARA

1. BREARARSIER K AREFREY,

2. ERAEBHRD A —HERE,

3. BT , ARBUEELRIMEBE. FETNESEREHTSHE , FLARMKE-S T HE
o

® Note

MR FIRFEIT Lambda BiiE , AISBEREMTGIE  MEFRELEHIENMEEE
., FBBET—& : AWS Lambda & Amazon WorkMail %€

N

 EFHEESSUUT  MALEEARUNTHERI S,
 EEN@ERNT |, WA BNRAENE F BN EEES
REEN,

o O

ByBHARA

-_—

BREEHARNREIER  RARBERE.
 ERAEBART , MAK-NEE,

CEEMET  RRUBENZIMEME. FETNESEHBEHESHE  FERRME—S THE
o

w N

® Note

IR BZZHIT Lambda BiE , RIS B REMIRFE, MEFHELEHIENFRE
3, FBBET—& : AWS Lambda & Amazon WorkMail 5%5E.

N

 EFHERESUUT  BABTRFHERSNEF B4 HUNESES,
 ERREEEIT |, WAGRE RSN E F B ESES,
CREEN,

[© 2NN

AL FEYNE FEARERA, WEFAES  F2RAEEFEMHRERAL
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REBE B4 RERA

ELTEEFETHMAASN —RZERVDER , EUNREEFBARERA. ]EPHNSRER
REANMELEFBHAR.

fREESE FEMHRERA

1. BRI https : //https://console.aws.amazon.com/workmail/ # Amazon WorkMail E3£ A&,

MEXEFEEFE AWS Bif, £FXEAREERNYIF  BRIZNEEEE K AREEEST, WF
SHHMEE |, 5528 Amazon Web Services —fix2:E ) [EiE IR,

2. EEEERP  BEES K ARBEEABNEE.
3. HEEEBEKT , iBIZE Organization settings (&R E)o

AR ERMEMBRAIHER |, WER—EREIER.
4. EREEARAURBHRAURSIETER,
5. ERZESFERASZNERZE K RREERE.
6. REESESRATNEE K RARBEFRE

AWS Lambda & Amazon WorkMail £% &

FREANELE FE4+RER AP HNHIT Lambda BE |, TSR ANEFHBEHEAEEEE AWS
Lambda BREETRIE,

A Amazon WorkMail BV #11T Lambda Bj1EiEE T SI4ERE,
B4 # 1T Lambda #HAE

HERERANEFBHARSEEEIIRMNZHEEE Lambda BBUETTRE, £ LLERERE
ETFBHAR, SEUURHTREARINBARNBHEFBHRE. FlW , FEE Lambda
HENRAUTRESHEBRETFBAASNEE. BRIGIFRERERA,

JEE% Run Lambda #HEE

HERERANEFEBMARTEEEIHRNKEEE Lambda WEHETEE., HEETERE
FEHAEE , MATHRBEEARBHEFHHFASNERESFER,
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Amazon WorkMail EESER

ERFZERSHIERSERE , BEZE Lambda RENEHYHHESETEEATEHEFBHEHN
FEER, B FERAPEERTNAE D, UEHEFHETENTERS, NEHMEN , F
ZRBER MEGAERNA AWS Lambda, MNESFEHSHNFMEN , F2E8 Lambda EHER,

MEEANBEHEFEHRERANGFMEN K F2REEES FEHAHRE. MEFR Lambda BIEFH
BE , 528 AWS Lambda BiZ A B/,

® Note

BH , Lambda EFEHRERAESEZMEE AWS EiFH FFFERE Amazon WorkMail AWS
RE B Lambda B,

AR Amazon WorkMail AWS Lambda 89 AF§

EEZRBERA AWS Lambda B Amazon WorkMail , EFIZZEA WorkMail Hello World Lambda
B E it EBE AWS Serverless Application Repository ZEI#RHRFE, RBEEMESLENER , Uk B
IREREWNEFT, MEFZEH |, 5520 GitHub £#Y amazon-workmail-lambda-templates &7 &,

MREBZFZIBSH Lambda BHE , BIXAFEA AWS Command Line Interface () £ E & JAWS
CLl, ET5IgE /et , BT TIEE !

« MY_FUNCTION_NAME # HU{X A Lambda EKEH B &,

« REGION #& EMX A& Amazon WorkMail AWS [Ei3, A F# Amazon WorkMail [E13&1E us-
east-1 ( ZEBIRZ (MHESREIILER ) ). us-west-2 ( EBFEED ( B#HA )) M eu-west-1 (B
M (BHEE) ).

 #§ EMfXAWS_ACCOUNT_IDAEMY 12 18 AWS RS ID,

« #% EM{CWORKMAIL_ORGANIZATION_IDAZEH Amazon WorkMail #84% ID., &0 LATE
Organizations EE B FH EREIE,

aws --region REGION lambda add-permission --function-name MY_FUNCTION_NAME
--statement-id AllowWorkMail

--action "lambda:InvokeFunction"

--principal workmail.REGION.amazonaws.com

--souxce-arn

arn:aws:workmail :REGION:AWS_ACCOUNT_ID:oxrganization/WORKMAIL_ORGANIZATION_ID
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Amazon WorkMail EESER

WEMFEH NEFMAEF AWS CLI, 5528 AWS Command Line Interface A &8/,

RERLZHIT Lambda R Al

EERERPEIT Lambda R B , FEFERA#IT Lambda EJVEEYL%%EM%ML&%E Al , REZBEWE D
TR, NENARIBHRERNNGFMENR K B2REELEFHERERA,

EEEREVRLSHEA , FHE Lambda Amazon Resource Name (ARN) 5% E T 51li2 18,

Fallback action (i &)

IR Lambda BB LT , Amazon WorkMail EEREIE. R KFLE allRecipients HEZ , Al
LB EE A AR Lambda EEE BRI ERIKHE A, BABETERS —E Lambda E1E.

Rule timeout (R BIREF) (LD EEAEN)

R Amazon WorkMail #5£20U A Lambda RS , A€ EXXHEWHIE. RASEUHBERE
EH Fallback action (f& B Bh1E).

® Note
RIZ#1T Lambda RAMEX & * B KR ¢

Lambda E4E#

FRAUTEHERER Lambda BHE, ERPWERBURR Lambda REFEANENREE

mm

"summaryVersion": "2018-10-10",
"envelope": {

"mailFrom" : {
"address" : "from@example.com"
.
"recipients" : [
{ "address" : "recipientl@example.com" },
{ "address" : "recipient2@example.com" }
]
},
"sender" : {
"address" : '"sender@example.com"
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},
"subject" : "Hello From Amazon WorkMail!",
"messageld": "00000000-0000-0000-0000-000000000000",

"invocationId": "0Q0000000000000000000000000000000"
"flowDirection": "INBOUND",

"truncated": false

=4 JSON EHETIHERL,

summaryVersion

MR A #miELambdaEventData, EREHELR PETEWTIHENEERE
¥iLambdaEventData.

envelope

ETEHMHARNEY  HhE82TH @ WM.

mailFrom

From (F#A) it BEREXEFHBHASNERES T ibit, EERAEUS —LERE
NEIHERKRE—NUERAEEETEFHHAL , Bl mailFrom (FHEibit) MU SEERER
REEXETHBHNEFE iy  MIFBRFHENEFEBA b,

recipients

W ANEFEHuEE, Amazon WorkMail F&€[E4 To. CC 5 BCC,

@ Note

HRABEAEFTEHARERA , WEEIESEREEDET A Amazon WorkMail #8%5%
FRrIEREHRNIRGEA, RESHEREFHENEE SMTP H5E2 BIMUA Lambda B

B, MBREARCESIHREZ SMTP BEN WA A, ERNBRAINRGATESE
Ao

sHE

RKRE—(UERAEEEIETFHBHASNERENE B, REERREMEAZEEZEFH
AR , F ERELEN,
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subject

EFBHEETT. BB 256 @7 TiRHI K28 2

messageld

l-L-!

£ Amazon WorkMail Message Flow SDK B , AAXREZIREFHHAEZTEREHMEE— ID,

invocationld

M — Lambda A ID, E#HE#RE/ LambdaEventData FEAY Lambda BB Z KB | b ID R3F
T, ARERIER XS BEESE,

flowDirection
EHEFE4REMNST , B INBOUND (fA) 3 OUTBOUND (H),

truncated

BRAREAER)D, MAREEITRE., BRESR true , HEHA/NZHEIB 128 KB KWIRH , Hit
R4 NBEUFS R,

B #4T Lambda [E FELL & E R

ERBRLS YT Lambda BIENEFBHRERATSEARBHE FBAHASK , Amazon
WorkMail €F-I4EXERY Lambda S , Y FFEE , RRBYE FHHFSKRIEE, Lambda B
ERBELERENERERELORE  ZEBELSFHEMFE. BFERE. BANSE , UARERDE

HY A Ao
TR RELZHIT Lambda B R, EEERBEARN Lambda WEHNEXRFFZES MAEMTRE.

{
"actions": [
{
"action" : {
"type": "string",
"parameters": { various }
1,
"recipients": [list of strings],
"allRecipients": boolean
}
]
}
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B f€ JSON 2= T HI&EH,

B
E R ABREEY BN

type

BEERE, FEL Run Lambda BIETFEERBERE,

EARAEHEER TS BOUNCE (EfS). DROP (¥#%), DEFAULT (&
#%). BYPASS_SPAM_CHECK #1 MOVE_TO_JUNK, MZEFHER , B2REANE FEH4RAIE
#.

R BB EERESE BOUNCE (GBfE). DROP (#2%) M DEFAULT (F8:%). MEFMENR |
B H E 7 B84 38 B B 1k,

parameters

Y
s

HithEES 8., =& BOUNCE BI{EER A EE £ bounceMessage FfEFHH JSON ¥,
WREASTAREILEREEFHBHALS.

recipients

FEEHHEENEENE FE M58, BIFERBKGANBTERRIERGEA , BN K4 AHE
ZOfEH, MREESHEM allRecipients B true , HiE{ BIIEHIE,

(@ Note

EHEAEFHAHTWY Lambda BIERF | LR EEFERBEEBNT RGN FTREAS
B BCC (BmFREIA) XM BEREH,

allRecipients

R true i, ERBFEERZE Lambda BT EtiFEBFRHEINVATE WA

B # 1T Lambda EjERR &
& Amazon WorkMail $t ¥ #1T Lambda B)4EF8 A Lambda EHEEF |, BRA TSRS :
« Lambda EREAETE 15 WALRE |, SR AKBBFAR.
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® Note
RS RIS TR RREFE R ES R,

- RFFE&% 256 KB #9 Lambda EHE[E FE,

- EEFHZZTAF 10 BArE—BE, 10 B LHEBES I REREM Fallback action (fig A EIE) Frid
o

 {#EHH Lambda E®& % fLFF 500 B4 A

* Rule timeout (FREIREF) WERKES 240 7iE, MREFZEHK/ME 0, Amazon WorkMail EFEE
BE2 BT EER,

B #1T Lambda EifE kK

SR Amazon WorkMail A5 $E55. EMWEES Lambda &M E £ A Lambda BEE , Amazon
WorkMail @LAEEBERERFA , UREEERR EBEIRARBHEETH AL, #E | Fallback
action ([ E1E) EERZETFHHAENFIBRMGEA, NEFHMERN , BF2REBREEFHIT Lambda

B £ #1T Lambda [ FEE I

T3 &EHIREE BRS Run Lambda BB,
Example : #EFEHHAEFBRIEEHRHSFA
T Y€ REBRE FBHASFBREMS ARNRL Run Lambda ElER#E,

{
"actions": [
{
"action": {
"type": "DEFAULT"

},
"allRecipients": true
},
{
"action": {
"type": "DROP"
},

"recipients": [
"drop-recipient@example.com"
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]
}
]

Example : B EFEHASIRE

T 3|6 REEL Run Lambda EEIKERHE , LUEREM BT EFBAFASETER.

"bounceMessage" : "Email in breach of company policy."

{
"actions" : [
{
"action" : {
"type": 'BOUNCE',
"parameters": {
}
},
"allRecipients": true
}
]
}

Example : &4 AFIEES FEHHFAS

THEHIRER W AFBEETHAHASKEDL Run Lambda BIfEREE. EFSEMEFEHLAR

B9 To (W4 A) 3 CC (&lA) WAL,

"actions": [
{
"action": {
"type": "DEFAULT"
I
"recipients": [
"new-recipient@example.com"
]
I
{
"action": {
"type": "DEFAULT"
I

"allRecipients": true
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}
]

WMEAHIT Lambda EMEE I Lambda REBREFANEZSEXBEH , 5528 Amazon WorkMail
Lambda &7,

£ H Amazon WorkMail 8 Lambda B E£4E A

BT LAFE SR Lambda RB 2 EFHHAENZTEASR, NEHMEN , F2BER BEGIER
& AWS Lambda.

£/ FEGAE AR AWS Lambda

% E AWS Lambda EHELAEIE Amazon WorkMail WE FEH4RER , B UUEEEEA Lambda &
BxBETHHAENTERNSR, WFE Lambda for Amazon WorkMail AFIMIEEMIERR , FSB AWS
Lambda & Amazon WorkMail %7€

EEFNETHBHARNTEARS , BEMA Amazon WorkMail Message Flow API H #J
GetRawMessageContent B, FEMYEHEIXE] Lambda BREMWE FHHAL ID AERERE
APl, % , API U EFEHHASHNTE MIME REREE., WEFMES , F2H <<Amazon
WorkMail APl 22 ) 18 Amazon WorkMail 12572, Amazon WorkMail

T 5| EEREA Python S{TRFEIRERN Lambda MEB MR EEZAE AR,

® Tip
WM RIER # Amazon WorkMail Hello World Lambda B4 B2 AWS Serverless Application
Repository /2R FRLE , RRSEAFMELENE RN IEEZNIRS PRI Lambda &
B, A&, BUURBENERARG , KEEBEENEE lambda EH.

import boto3
import email
import os

def email_handler(event, context):
workmail = boto3.client('workmailmessageflow',
region_name=os.environ["AWS_REGION"])
msg_id = event['messageld']
raw_msg = workmail.get_raw_message_content(messageld=msg_id)
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parsed_msg = email.message_from_bytes(raw_msg[ 'messageContent'].read())
print(parsed_msg)

'iu

MESTERPAERABNEFMES |, F5SB GitHub £/ amazon-workmail-lambda-templates f&#
7,

® Note

B RABERE A Amazon WorkMail Message Flow AP| FZEVEBR AN E FBHALS, BREEEE
EHEBEARN 24 MNERFEALS. BEEUEXRF A EFREREGEETNALR , BEA
Amazon WorkMail X B# EBEAHE , #1401 IMAP 5 Exchange Web Services (EWS),

£/ AWS Lambda EFFAEAR

RERL AWS Lambda HBLIEEE FEHHRER , LA LA Amazon WorkMail Message Flow
API 1y PutRawMessageContent BIMEREFEEHEFEHHALNAR. WFE Amazon WorkMail
Lambda BRI AFINFEMRER , B2 RERFEIT Lambda Al %FE API WEFFMEER , F2H

PutRawMessageContent,

(® Note

PutRawMessageContent APl Z 2 boto3 1.17.8 , REE LU layer FI8E Lambda B &,
EETHIERK boto3 KA , 5528 GitHub E# boto BEH. MEFIEEBNFMENR  FB
REREHBUALRE.

AT 2 &6l layer : "LayerArn":"arn:aws:lambda:

${AWS: :Region}:489970191081:1ayer:WorkMaillLambdalayer:2", TELt &I
o, ${AWS: :Region} LB E R aws EIFEUY , Hli0 us-east-1,

® Tip
R IERHE Amazon WorkMail Hello World Lambda BRE{# AWS Serverless Application
Repository SpEZZHRFHLE , RRSECNIRFPEIEAXEERMFF UM Lambda &
., A&, 1@‘1%&%@&0{@%%@1 , BB HIBZE lambda B E,

EERERE  BRETIEE
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Amazon WorkMail

EEEES

- A GetRawMessageContent AP| HEERRAE AR, MEEZEHA ,
AWS Lambdas,

ASREA

AEARR

- WEIRBRALR , FFEE MIME RB., THRE , AL LEZEIRSFE Amazon Simple Storage
Service (Amazon S3) 7T, IR S3 FEFATREE A EL Amazon WorkMail 4 AWS tRF #[E

W, mMBEfEAE AP RILERN AWS B,

« ZEFE Amazon WorkMail BEBFER , £H S R EFTRBLBEERIERIWEEE |, F8EFE S3 ¥4,

MBFHMEF , F2BIExample S3 policy,

- f£A PutRawMessageContent API #§ E#T VA S AR EE Amazon WorkMail,

(® Note

PutRawMessageContent API AT REFH ALK MIME RERE RFC B% | UK
RawMessageContent ERHFER PR KW EHSF. EA Amazon WorkMail A#H E FEBHF—E
FEIELIZEE | Ht PutRawMessageContent APl AIREREREM. EEERRT , BRI

ZEBOMNERAS , SUEEIAE EEARERNFAER,

Example &35 S3 B %

"Version": "2008-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {"Service": "workmail.REGION.amazonaws.com"

.
"Action": [
"s3:GetObject",
"s3:GetObjectVersion"
1,
"Resource": "arn:aws:s3:::My-Test-S3-Bucket/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "AWS_ACCOUNT_ID"
},
"Bool": {
"aws:SecureTransport": "true"
.
"ArnLike": {
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"aws:SourceArn":
"arn:aws:workmailmessageflow:REGION:AWS_ACCOUNT_ID:message/WORKMAIL_ORGANIZATION_ID/*"
}

T 5IgEHIRER Lambda BB a{A £ A Python BT REM BRI EFEHASNEE,

import boto3
import os

import uuid
import email

def email_handler(event, context):
workmail = boto3.client('workmailmessageflow',
region_name=os.environ["AWS_REGION"])
s3 = boto3.client('s3', region_name=os.environ["AWS_REGION"])

msg_id = event['messageld']
raw_msg = workmail.get_raw_message_content(messageld=msg_id)
parsed_msg = email.message_from_bytes(raw_msg['messageContent'].read())

# Updating subject. For more examples, see https://github.com/aws-samples/
amazon-workmail-lambda-templates.
parsed_msg.replace_header('Subject', "New Subject Updated From Lambda")

# Store updated email in S3

key = str(uuid.uuid4());

s3.put_object(Body=parsed_msg.as_bytes(), Bucket="amzn-s3-demo-bucket",
Key=key)

# Update the email in WorkMail
s3_reference = {
'bucket': "amzn-s3-demo-bucket",
'key': key
}
content = {
's3Reference': s3_reference
}

workmail.put_raw_message_content(messageld=msg_id, content=content)
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MEEZHTERPALABRN G EEH , 552 GitHub £# amazon-workmail-lambda-templates
REFE,

EIE¥ Amazon WorkMail 5 25712 APl B1ZEL

£/ AWS Identity and Access Management (IAM) BUR R E ¥ Amazon WorkMail A 2R APl 8y
7 H,

Amazon WorkMail Message Flow API BARE—-&FER , MEGFHNEFBHAS. SEASHTH
T FEMHERE — EER H BB A ME — Amazon Resource Name (ARN),

BT € B f8 R B 68 - B 7 B LS BEREY ARN 7E3%

arn:aws:workmailmessageflow:region:account:message/organization/context/messageID

LR PN T REMUIETSIEE -

« [E15 - Amazon WorkMail #8## AWS E15,

« BRFE — Amazon WorkMail #8## AWS RS ID,

. {84 - B#9 Amazon WorkMail #H#8 1D

- RE - EHARRincomingEAE M EMIERoutgoing R BEM.
- AL ID-HMBEWABEZR Lambda HEHHE—SFHHAL D,

LTl as R En+EANEFEB4ASEEBE ARN £4) 1D,

arn:aws:workmailmessageflow:us-east-1:111122223333:message/m-
nlpq2345678r901st2u3vx45x6789yza/incoming/d1234567-8e90-1123-456g-hjk71mnop8q9

BRI LAEFIELE ARNs #158 IAM EAEBUER Resource EERFHIER , UEEEHEEH T Amazon
WorkMail 18 #IZHL

Amazon WorkMail FAEREZFEH IAM BUERE 5

THEHFBREGR T IAM EfEE 8@ Amazon WorkMail BN AT EEANEHA SN TBERF
EURE AWS R,

"Version": "2012-10-17",

EEETEHGRE WA 1.0 132


https://github.com/aws-samples/amazon-workmail-lambda-templates

Amazon WorkMail EESER

"Statement": [

{
"Action": [
"workmailmessageflow:GetRawMessageContent"
1,
"Resource": "arn:aws:workmailmessageflow:region:account:message/*",
"Effect": "Allow"
}

WMREN PEZEER AWS 1RF | BB SIRFIE — NS EBBAIFN. WREL Lambda BER
EZRAREERR , EEREM.

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent"
1,
"Resource":
"arn:aws:workmailmessageflow:region:account:message/organization/*",
"Effect": "Allow"
}
]
}

BB A LURERBAS R incoming (B A) #ABIE R IEHEM outgoing (BH) , REFAENFR
B, EEHITIESE , 757 ARN RERARER incoming 3 outgoing.

TSI BRER FTHEA BB <A S FEHE.

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent"

1,

"Resource":
"arn:aws:workmailmessageflow:region:account:message/organization/incoming/*",
"Effect": "Allow"
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}

}

THEHBKREET IAM EEB Y P58 Amazon WorkMail (BB FIEEANEH A SN TEERM
BEHFEE AWS IRE,

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"workmailmessageflow:GetRawMessageContent",
"workmailmessageflow:PutRawMessageContent"

1,

"Resource": "arn:aws:workmailmessageflow:region:account:message/*",

"Effect": "Allow"

}
]
}

AREFEBHRESRA
HEZREAMWRANERE , B EREE F B4 REERNT R
AREFEBFRESRA

—

BRI https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £#& &

MELEFEE AWS Bif, EXRARERRNSIP , ARERESEE K RAREREZEE. 0F
A , 5528 Amazon Web Services —fi§2:# iy [EiF 8 ix 2,

2. EEEERP  BEES K AREEFEHEBNER.

3. EEEEKP , #FEF Organization settings (#B#5%E). Inbound/Outbound rules (B A/MEH#
A,

4. FBTE Test configuration (CRIFIAERE) Z8 AR T HE N WG AMEN TEE FE 4t
BEAR. BRATRMANE 7Bt SR EE,

BEREFEHARELRA
EABRETHARRENE  SEGUIRER,
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BRETFBHRERA

1. BRI R https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

MEXEFEE AWS EBifl, EXHAREERNY S  BRIZENESEE K ARREEEST, WFE
4B , 5528 Amazon Web Services — g2 ) [2iF a2,

2. EEEBEERT , REES K RARBEHENERE.

3. EEBEEKP , #FEF Organization settings (#B#5%E). Inbound/Outbound rules (BEA/MEH#
A,

4. EEURBIREZIEE Remove (BBR).
5. EMHRERP , EIZE Remove (BRR).

BRI E F B R HI31T DMARC BUR

ATEZEER  EFBHEESERARIEBBRM (DNS) ik, TUREBENEAERZERNK

B fImEERsSiEEEIMA, DNS i BE S @EEA SRR, MEM -3 (DMARC) itk , B
HEHErEFBHNPEEHEERRE. DMARC RHIENBRIEEEE FHHKEIR DMARC
BRERZRONEFE, SUNEERTEHEXZHBNE FEHEFIFNIT DMARC BiX.

T8 Amazon WorkMail #B# 78522 B DMARC & HI#117,

= ZRRGASI# 1T DMARC Zh&E

1. BRI R https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

MEXEFEE AWS EBifl, EXEAREERNY S  BRZENESEE K ARREEEST, NFE
4B , 5528 Amazon Web Services — g2 ) 217 a2,

2. HEEEBEERT , BEES K RARBEHEHNERE.

3. EEEBEBE#®KD , i#IE Organization settings (fAEE). #HMBEEEMEAILIA , WER—HZERSI
EE,

4. 12 DMARC #5|HBHE , RERERE
5. #§ DMARC s##{TEEB ZRMMRNE.

6. EEFKHERFR DMARC sHBTENREG R , A ERRBFHENBRARERZIER
BAETE M

7. BERRE.
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= ZFAPA DMARC 58117 Zh 8E

- BELE—EHPWLSER , B4 DMARC RHEIHITEEBERMAMNE,

£ E 7 B B Sk 2RIEHE DMARC BV HI#11T

B DMARC HBTHRSERRNEEFHHEIRERETARBYG , SEHERTHRBIN
FRAE. MRFHERTCHBNEFIHEHMEE , CNERETEAESELLBERASEZEFEG, EERE
RRXNEEERENEFEHY | BB Amazon WorkMail B E FEHHFS4E8E%. RE , &0
DEAEFEMHEHAF , RERBFHEN DMARC BUREEIEEANE FE M4,

EREREFBHEHEHEIER DMARC BEI#E1T 28] , 557 Amazon WorkMail = AFBAE T
BUHEHILHE. EEXINALNBAFER K BECHKEIBGSHNERSE—LEE, NEFHEE
AR , ESMthe section called “EY A E FEHSH28,

HEEAETFEBHSHRHENIER DMARC BT

1. 7E CloudWatch Insights &1 Logs (528%) T , i##F Insights (Insights).
2. SH¥hBREVEFEEE (IEH) | BHUE Amazon WorkMail #B#E#) B 568540, B0 |, /aws/workmail/

events/organization-alias.
3. ENEEHAMNFEEE,
4. HITLLTER : stats count() by event.dmarcPolicy | filter event.dmarcVerdict == "FAIL"
5. i##E Run query (B{TEH#).

BT UAELEHRELER. UFEFMET A FSHRELEREES.

SRCAE

52 Amazon WorkMail #8445 ] |14 -

« EAWS IREREKAER FEATED AR,

« # Amazon WorkMail #2# & R#T18ZE AWS Identity and Access Management (IAM) &F 7] B R B
I HY Resourcestsk , LA#Z&I¥ Amazon WorkMail 4845 & R/ ZHL

WME&E Amazon WorkMail EREMRFFAINFMEER , F2H EFR. IFERRBEERRAIFTINESE
A, 5E2BILL Amazon WorkMail ZRAERNZE,
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Amazon WorkMail & & 7] LA{f# A Amazon WorkMail 32 A 1Z52488.

HEREHIEZE Amazon WorkMail #8 4%

1.

© N o o M~ w b

BRI https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £# &,

MEXEFEE AWS EBifl, EXEAREERNY S  BRZENESEE K ARREEEST, NFE
4B , 5528 Amazon Web Services — g2 ) 217 a2,

EEBEERT  ZRES K ARBRBEENER,

BIEER.

¥ Organization tags (FEMIEE) , 1#1F Add New Tag (FTBER).
HYEH  WMARINEBENER,

(EZH) 1& Value (fH) # , WABRBNE.

(BR) EES R 4-6 , BESEBFEELNER. ZHZTHE 50 BERK.
BERT  UWRFEE,

& 0] LATE Amazon WorkMail 34 h iR AN EBESR,

FAEE A Bt LAER AWS SDK 5 AWS Command Line Interface () Z5C#MBAWS CLI, TR
&R , 3528 Amazon WorkMail APl TagResourceZZ = UntagResource i 5 &&EHF Y
ListTagsForResource., AWS CLI #l &%, Amazon WorkMail

o] LABERS 8 Amazon WorkMail 12 & R EEBBBRER,

#& Amazon WorkMail #8455 B ER

1.

o & w0 b

BRI https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail &,

MEMERFEE AWS EfE, EERAREERNIIG  BERENEEEFE K AREEESE. 0F
SHHMEE |, 5528 Amazon Web Services — x££ ) [R5,

EEEERT , BEEES K AREEHEENER.

EIZEE,

¥ Organization tags ((EMIEER) , BIEERBRZEESEMN Remove (BER).
iEFE Submit (IRR) RFEFLEWEE,
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f5£ Fl 7 Bz il AR Al

Amazon WorkMail B9 7 ER12 I35 Bl v B E 18 S 5 G A A0 £ & MR A S WAES Amazon
WorkMail HWZEUE, BB Amazon WorkMail fE#&EE TR EFEEIRFIR A , A EHEFIRER THE
ZHBNMEEAENERAR  SREUMAEATEFTEEAGES IP thit, EESURERFER
BCWES—ERBERTERA A, #1857 B MRS A,

/A Warning
MREESMBREBNATEFEIRSEIFR A , Amazon WorkMail & SH#EEE N FTEFEL

EEETUREBETIENERAHNIEERFINFIUEHRA
- BABE - AREFIRERENBABE, @625
Autodiscover, EWS, IMAP, SMTP. ActiveSync, ERARM Windows #J Outlook 1 Webmail,
« IP ik — FIRFEUEFERY IPv4 CIDR SBE
 Amazon WorkMail fEfi ¥ - B ARFERERNERE.
- KA -EBPARFRERENERAR., WEFHEN A F2REEREASC,

BRYERENERNERRER 2 , EEEESEAFIRGRA. WEFHREA ,
{Amazon WorkMail ERE1EmE) FRVEAERET A ML HE R RN E R R,

s
W%
dn

(® Note

« BEEA Outlook for Windows FYZEUVEERS | B ZE B EUA Autodiscover 1 EWS #Y1FER
.

 FHEUE SR BB A M Amazon WorkMail £33 A5 SDK £H, FEA AWS Identity and
Access Management (IAM) AERBE. WFFMENR , F2/BAmazon WorkMail B & 5
MEREE,

B FHEEER A

#& Amazon WorkMail 32 &2 FHWFEUZR IR A,
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BRI FEER SR A

1. BRI R https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

MEXEFEE AWS EBifl, EXHAREERNY S  BRIZENESEE K ARREEEST, WFE
4B , 5528 Amazon Web Services — g2 ) [2iF a2,

EESEERT , BEEER K AREEHEEBNER.
i#1Z Access Control List (fZEUZ 435 Al),
BEEVRAL

¥ Description (JiR) , B8 AR BV #ER,

HR Effect (AR) , FFIERE Allow (727F) = Deny (#8), ESRIFEE T I T RP B R 12
ATEIEREFE.

7. HRURAEAR .. WER , FENEZEAZHAUNGKRYE SRR3R ERSEBRA L
E. IP it fFERE K I2EEAE,

8. (ER) MmRL@MAIPiEHE, EFREIREAE  FRENEUEETEERA,
9. EEEVRA

2

fim 85 T B4 1 357 A
£ Amazon WorkMail 2 & fREFH N MFERFEUEFHR A,

im 85 17 B2 B 75

1. BRI R https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

MEXEFEE AWS EBif, EXHAREERNY S  BRIENEEEE K ARREEEST, WFE
4B , 5528 Amazon Web Services — g2 ) [2iF a2,

2. ESEERT , EZEFER  AREEHEEBNER.
3. i##ZE Access Control List (fZEUZ 435 Al),

4. EMEHFENHRA,

5. EEFRE\ERI,

6. BEEREMB. BRMEH

7. BERETEEE,

fm B 7 ER IR A R 1.0 139


https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html
https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html

Amazon WorkMail EESER

/A Important
ERBEFIRAN  SHENCERUATEIIENKETRERENENKRA, TR
EEENAFPRELBMBAREET T —3NTA. T8, EGRANERRE K SRR
H1TA. IFEAERUNFRET  F2RT —HHHNLR,.

A5 1 N A5 B
EEEEMAEAAMNFIRHRR , #H Amazon WorkMail iR & MR
R RAR R0 T B R R

1. BB https : //https://console.aws.amazon.com/workmail/ # Amazon WorkMail 3£ &

MEXEFEE AWS Bif, EXHAREERNY S  BRIZENESEE K ARREEET, WFE
HH4EE , 5528 Amazon Web Services — g2 ) [EiF a2,

EEEERT , BEEER K AREEHEBNER.

i#1ZE Access Control List (fZEUZ %38 Al),

EEAEAA,

1 Request context (ERAR) # , FEWMERFEBABE,
£ Source IP address (3R IP #bit) & |, # A ZRIEM IP it
$#HY MITHHER , EREEAENEAEIREAG,
EMZAENERESERAE,

EiEaE.

© ©®© N o o K~ D

RIS RE HIRE Effect (AR) To
il Bk 77 B 42 1 57 A

& Amazon WorkMail 2 &M BEENFIUEFR A,

/A Warning
MREESMBREBNATEFEIRHIR A , Amazon WorkMail & #H#EEE N FTEFEL
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it B 17 E 22 15 48

1. BRI R https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

MEXEFEE AWS EBE, EX2AREERNIIG  BRENMEEBE K ARRBBREET, NFE
SHMEE |, 5528 Amazon Web Services —fi#2E fi) [EiEEE 52,

ESEERD , BEEE  AREEABNER.
i#IZ Access Control List (fZEvZ#I38 Al),
EEEMIBRAYAR B,

iZ1Z Delete rule (MBX#E Al),

BEE MR,

o o kw0 N

REERREFBR

&R LA % Amazon WorkMaiI HREECHERERR. RERRSELRENHE R , BBRERE
EREMBREFHAAS. EUTNEEEEAREBRNEEERR, A, KUNEERTESTEMN
BERIRER ETHE’JﬁéaBZ%O EHARERREEAEHABTHEEAEERTENNER R, FHEE
EBEBREBR,

REFEREBRE

1. BRI https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

MEXEFEE AWS EBlE, EX2AREERNIIF  BRGENMEEBE K ARRBEET, 0FE
SHHMEER |, 5528 Amazon Web Services —fix2:E i [Ei5 K2,

2. HEEHRKT , BEAR  AREBEHEHBNEE,
3. i#iZ Retention policy (fREBK).

4. &% Folder actions (BRI R ENE) , ERMETEEBRPNEEESHER KEEMN Delete (MER) =
Permanently delete (K A MIBR).

5. WMARRETFHBHAE Y , SEFBHFNERZESREAEHERNRPNKE,
6. BERME.

AENEBERREBOREE 48 MF, MREBEMBRERKENE , FHE TR Amazon
WorkMail Web ERRERAMEZENAFHRERCMHBRAEFEHBHAL, NRERZBXKAMEBRER RE
£, EFBHAEEMRESELER,
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REBRREBENRBEUNRY, EXIBBEENKAAER, HlU , MRFRFBRE —FRMER
HE , ABRERERY N EXEZEE RNEEN BHRATERERE. EFZEEFERIBERN
AHEE,

REFHEREBER FRA 1.0 142
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{5E A 330

B A LASRE Amazon WorkMail £ BET#EE ., St USRS AEBTERE , WA
AutoDiscover for Microsoft Outlook,

&

- ¥IEBHEE

- BEREE

- BEERES

- ERFEEE

« A AutoDiscover 3R 5% i i B
. RERES S BER

- LA SPF BBEHWEFE 4

« EREBET MAIL FROM #3135

B A

BHRZ AL 100 BB #HT 8 E Amazon WorkMail #B#%. =& i8#8156F , Amazon Simple Email
Service (Amazon SESEAREBRE HEFMBEREF 2B K, &R ZE Amazon WorkMail FEUE
HWFTE Amazon SES B BE , YA EKEFHBHERERZELNBE. ZHUUEEFHBHE
¥ E E BB

(® Note

REBKR , BRI <postmastere> M <abusee> WAIBAFIBEFIERE. MRELE
ABPRBECAEBERELRELRZNEY BN ABLERREL S A,

B4 BETHIEIERE Amazon WorkMail 8% | B0 LA T A REHA1E DNS 28 EE
« B MX MEE#HRE CNAME icék , BMERSFERE (TTL) EREA 3600, R TTL AlfER
EHEAHRARSELENELRLEIEBER 2R , TEEHBERENN MX Bk,

- BREINFERAEMODREE K ARERDERERCR , BEZEH X BHEURBSE FE 48X
Z Amazon WorkMail, DNS R8N EFHE L AIREEE 48 /NEFREE,
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- AL DNS #ftEEEmE A B/KAEEBH NS DNS RB&ENER. MECSISBEESR

HHIEEE , HIW _amazonses.example.com , AIRESEBBIHBREE  EMEL
_amazonses.example.com.example.com, & T HEMEEBEBELHKBBAEE , FMAGR () E
DNS C#HPMREEBERER. ESMEMN DNS HEREHESERTLEE , EFBHEBES
FEAERED, ‘bRt ATRS IE DNS HEREK NS BEE B,

- ERNEHEBISWEER. KBEEAMN DNS IR , HEEB IR ESKLEMMEMER DNS &2

%o

« 37 DNS 5287 , 55:812 Amazon WorkMail £ 4 PN EHBRIBE R , UEEHRERENGEE

H, MEREBRANFMAET  FSEBREEE,.

- BEOSEEREANAIL FROMBEE., BEA i0S £ ERA AutoDiscover , N BEMBIEIRE

AMAIL FROM#BIE, EOJLAE FRANERTRIMEERPEEMAIL FROMBIZHRE, MEF
MER , F2EKREBE] MAIL FROM #15,

g

1.

E A AWS Management Console , I 7E https://console.aws.amazon.com/workmail/ : // BERR
Amazon WorkMail £ &,

MENXERFEE AWS EfE, EERAREERNIIG  BEEENEEFE K AREEESE., 0F
SHMMER |, 552E Amazon Web Services —fi§2# ) [Ei7 ik 5,

EEBESEET , BEER K ARRELEMNB/ENAREE.
EEEERT , BEEE , ARBETERH.
EFEREEEL  BAREERE. MEEBRETEELRAT (ASCI) Ft.

(® Note
MR IBAEE Amazon Route 53 N EFREEEHFIEENREE , B URELWAREERE

BHBEN TN REFRET,
BEIIEAE,
EEREEHE | W5 H MBS DNS 24, EEESLEIEATIIER :
- HBEEEE
« WorkMail B &E
- WELZEMH
- WEEFHHRS
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BEERMBIE —NZE DNS ik , ESELKHERNREE. TIEERRCHERETAN
RRE(E,

TXT FrE
CEE - RECHETYCRE.
FRE - i ARRE,

KB -EBEREMAEE, BBETHFIREEZFE.
MX WorkMail #H&E

B - SR CHBmY ERE.
BEX - ERBATRE %,

F—H - EFGAABNEE.

AutoDiscover
B - SO BT CERE.
B - BEARITRE &,

F—H - EFGAABHEE.

® Note

AutoDiscover BiE 2 th @2 AutoDiscover RERABLEHE. EFSRISERERHN
HRERTE, MBETAR  MEHTCRESSLRECKEGEH. BN ERTEE
Verified £ , EEWLRE CHREFBRE. WF AutoDiscover BEBRMFFEMER |, FS
B AutoDiscover K% E s B0

DKIM CNAME
EEE - SLRC R ERE.

FRRIE - ROEk I RERTE
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AU - EEREMAE, BHETHTIREEZFN

WMNE DKIM ZHBHHAE |, 5528 (Amazon Simple Email Service BI# A E5/)
Amazon SES A DKIM B3 E F# 4,

SPF TXT

B - SR CHBmL ERE.
BEX - ERBETRE %,
F—H - EFHESHEHNELE.

0% SPF RBIRMEET , HLULL SPF BEANETEE,
DMARC TXT

B - SR CHRI T,
BEX - ERBATRE R,
F—H - EFHE AN

FE Amazon WorkMail ## DMARC EimEFMEM , F2E (Amazon Simple Email Service
i ABIEmM) PREA Amazon SES JE5F DMARC,

TXT MAIL FROM #313

B - SR CHBmL ERE.
FEREIE - RSk RERRE

AY - EEREHEARE, KHETHTIREEEFE
MX MAIL FROM #a15;

Bl - SR CHBmY ERE.
BEX - ERBATRE %,

F—H - EFHESHEHNELE.
7. #$HET—EASR , FRFEEAR DNS HEMEZEENBF.

igEE k7 1.0 146


https://docs.aws.amazon.com/ses/latest/dg/send-email-authentication-dkim.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-authentication-dkim.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-authentication-dmarc.html

Amazon WorkMail EESER

R &E A Route 53 #1F

- EEMEIEN , EEHE Route 53 FE B EH

MREFERE M DNS HERS

- BREHIWIETER DNS HER., BUURBERLHE , S —XERGTH, FEAXEERE
%, FEELNER, ESBUSTUEA DNS HHEMNEREE, #E—RER—ER&%
RERRKREEENER S , AREEETHRAEIEA DNS HER,

8. EBEEHEEETR, K EFNSHEREENRE, EEEIB Amazon WorkMail BB RBENEEENEE
AIAERE,

BRESE

ELTBRERSR  AJLRRE. T8 , EL4ALERBREABEMAEE FEA LIV EMEASE
8o

EBREE

1. BERULM https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £#2 A&,

MEXEFEEFE AWS Bifl, £XEAREERNYIF  BRIZNEEEE K AREEEST, WFE
SHAER  B2E W EE R B iE 2 Amazon Web Services —fif &%,

2. EEEEKT , BEAS A AREZABNERE.
3. EMEBEYT , BHEEBEENKETRARERE Remove (IER).
4. EBRBEBYHFEART  BAEZBRNBEEE K RARBEBK.

ESESERE The

B VR EE SRR B R AR T ERENFENTERE. EREARRTEEERANET
Bt

ERPEFATER

1. ¥ https : //https://console.aws.amazon.com/workmail/ BIEX Amazon WorkMail £ &
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MEXEFEE AWS EBif, £XEAREERNY S  BRIZENESEE K ARREEEST, NFE
B , B2E P [EE S A s Amazon Web Services —fif&#&,

2. EEEEKT , BEAR A AREZABNERE.
3. HEMEBEYF , ERNLECMANBEEEBEINEMAR , RAREFRATER.

Ba e

1£ Amazon WorkMail A& Hi8EE 2% , BAERFERE, REBEEHSEIEHEERE Y& EFE
A Amazon WorkMail 1A #8131y & 7 B4 IR 75 o

&I LAFE DNS BRI #TI8 TXT M MX e RERFEMIE. TXT 5ok oI BRIEAHREE T8 = DNS iR
%, MX iRk EiREEABFRARER,

O LAfE R Amazon SES =AM TXT f MX 52k , REFEH Amazon WorkMail 18 & AGic &5
8 ZE DNS k., FERT LB,
B TXT 1 MX 528%

1. BB Amazon SES F# & , it A https://console.aws.amazon.com/ses/o

2. HEBERT , RERE  ARBERIHNEL.

B8 RN IR B R AT AR S 5
3. EMIFA|F , MALE FEEIERPEINBEEHEE.
4. (EA) mREEEFEH DomainKeys & BIEH (DKIM) |, FEIZEVE4L DKIM 52 EZET Ho
5. i##ZE Verify This Domain (B2 LL#813),

FHEAEHER TXT M MX GR#REFE,
6. EEMUR TXT FETHWTHREERES CSV ER,

BN FRERELR, BETHNNVE K ARBERE.
7. FRTEMN CSVERIERHAMAEAR,

BY TXT M MX fe&#& , B eM#HE=E DNS HEm, T35 REM Route 53, MREERT
E#Y DNS R % BT MEMMHTIER R  F2REHREN S,
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1. & A AWS Management Console , ¢ 7 https : //https://console.aws.amazon.com/route53/ B RX
Route 53 £# &,

2. EEESEHET , #IF Hosted Zones (FREEEH), AR , ERECERE CBEZNREBRE,
3. ft#3IAY DNS R&BES  BEEAREER,
4. HEESERT , SERNCEHMIIXFAIRF, ERFEGEIMENFEIRT A,
5. MTHRBERERLE , RREZFEA,
(® Note

REZFE 72 MEARETHBERRF.

/5 DNS RISERTE TXT 24 MX 528k

A RBRR CHERMEN TXT idék , © EfRMEEEM DNS R, LWREFFERA nslookup TE |
B A Windows H Linux., £ Linux £ , WA LAEA digs.

HEMEM nslookupT & , BLALSHRALNBHRMIRITE DNS ARR, AR A LEHRELAEARK
AR TXT i, 4 _IJ«XEEE#WJEE’J DNS fafkzs , B AELMAMREEE =M Hup-to-date, ELERA

E1E T H A DNS RRES T RE T E — L iFfE,
£ H nslookup REREEH TXT iLHF 2B CHIEE LM DNS IR
1. SEREPEHNBBAKRES

a. BB&GHERTIET (Windows) Si#&im# (Linux).
b. #TTIWHS , SHAZNBEHRUBEENFTEEBAMKSE. UENBFHENR

example.com,

nslookup -type=NS example.com

EBERET—EASBHPEHEP —EZBRKRS.
2. HESRCIEREFI® Amazon WorkMail TXT 524%.

a. HITTHGS , & example. com MR BEHME |, 14§ ns1.name-server.net B A
TR 1 NEBRARSE.

£/ DNS FR#EERTE TXT io&M MX o k7 1.0 149
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nslookup -type=TXT _amazonses.example.com nsl.name-server.net

b. B WHPERN "text ="F&Hnslookup, FERILFEHFE Amazon WorkMail £ A&
Verified Senders jEE R #EH TXT Eo

ETYEH|F | BEEEEF _amazonses.example.com B TXT 588 , HEA fmxqxT/
icOYx4aA/bEUrDPMeax9/s3frblS+niixmgk=., MRBFREHCHE K woEETHE@E
o

_amazonses.example.com text = "fmxgxT/ic0Yx4aA/bEUrDPMeax9/s3frblS+niixmgk="

&I ERERAH TXT R H1EE DNS IR

1. BRI TR B

2. BITTHHSRI LS TXT foék. UEHRFEM example. com,
dig +short example.com txt

3. ERADTHETXTHRENFREGTEEE Amazon WorkMail 3= &R Verified Senders 758 i
BB R B 2 TXT B,

{# F nslookup RERHEH MX SC8& S #T18 E &/ DNS RIS

1. SREWENEERRES
a. Eﬁﬁiﬁ‘%jﬁv_\o

b. HMITTHHS , FHERHHATEZBARSS.
nslookup -type=NS example.com
ERET —ESRIPEREP —EZBRRR
2. FEFY MX RoskE EHESTIE

a. HMAITHSE, & example. com MR BB , X#& ns1.name-server.net B A
BaLt—ESRPBANEP—EEBRKE.

£/ DNS FR#EERTE TXT io&M MX o 7 1.0 150



Amazon WorkMail

nslookup -type=MX example.com nsl.name-server.net
b. FEEHMSHF , BEREEL mail exchange = BHANEZBFAUTHP—EE :

EZERE (MEEEILE ) EiH - 10 inbound-smtp.us-east-1.amazonaws.com

EERAEZ (RE$HM ) EE - 10 inbound-smtp.us-west-2.amazonaws.com

BN ( ZF® ) E1E -10 inbound-smtp.eu-west-1.amazonaws.com

(® Note
10 K&k MX fRiF BENETIEF.

£ FZ 1R EH MX FEék 2 #18 = DNS BR#

1. FARRKE ImEE TR B
2. BT S RYHERZEA MX Bk

dig +short example.com mx

3. FRHRNEREMXBANFRASUTHEHP—EE:

ZERE (MEEEILE ) EiE -10 inbound-smtp.us-east-1.amazonaws.com
ZEREE (REE ) EF - 10 inbound-smtp.us-west-2.amazonaws.com

BN ( EWE ) B - 10 inbound-smtp.eu-west-1.amazonaws.com

(@ Note
10 K&k MX RiF BESETIERF.

w1 B R R R

HERGHPEGRENE REEETREIRE

nl‘ﬂ
W%

2B TIER
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&1 DNS BRIE T 7T TXT ek B WP RV KR

_amazonses f# TXT B BE K,
EBREZRRBFMERNRESE , EFEEZEEEGHERBEA TXT fidék

MREE DNS BRBF AR EEASEREH TXT ii& , AEATHEP —ERREE .

- (EE) WMREH DNS BB A , B EERRE TXT ic&k. filan , WREH DNS H
Amazon Route 53 B3 , LA RHEEM TXT LR EZSEE , WTAR :
1. 7 Route 53 =247 , BEFLEE —EEREPRIMHERETIER _amazonses TXT Lk,
2. 7 Value ({B) ¥ , £ —E{E& X Enter &,
3. MBHMEEMNE , YREFLLHEE.

- MREAFZERIFLNMEMX , AT IEBZBE_amazonses PR TXT ictk , ARELHS
#_amazonsesHE VI F —{Eicsk , MAEIL S —Eic %o

Amazon WorkMail 1% & € [5] 481558 3% K M

Amazon WorkMail 32| DNS BRIFHILE TXT ictfk. BRETMERF , BRSLEN TXT I8 E
I8 =8 DNS RIS A DNS IRIGER T TXT 2848 MX icé.

&HY DNS HIERI S MAE & B I E TXT SRS R

HBEEESRE BB TXT 528 , fI0 _amazonses.example.com , AIRESEHFIHEZBEE |
{5140 _amazonses.example.com.example.com, &7 BZRHEBELEFZIBANESE , FMATE
() ETXT BEFFHNREERERE, ESQEHN DNS HEFIEHIEHZEBTEEE , B TXTRE
AP EEREEE,

Amazon WorkMail ¥ MX 528 —H

REENEHARI[EBRE , MX BB TAESEED T —BHRE, EFEHN MX iBt&liEm
Amazon WorkMail , A 2IE R e B4 E RS, E5% =5 E FEH4REE Amazon WorkMail
BEFERE K MXZHtEERAT -, NREREERER , BAROABT—REL,

B AutoDiscover 3R E% iE i 24

AutoDiscover T & {E F F &80 E 7 B4 it it M 2R HFREXTE Microsoft Outlook MITEN A Fik. IR
BHEFREE Amazon WorkMail FERR , WSS B IR HNERERFENAMELE. L , AutoDiscover 7]
FZHAFIRFEAHEM Amazon WorkMail Thae , BlaNBEEAREA SR, Out-of-OfficeBIEE , AR BRITEREH
Z2 AU BRI RY Th e
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BB im#1T LT AutoDiscover B& Ex LA {5 58I{q) AR 25 i 26 URL :

- PBEER 1 - AFIRERIEAH# Active Directory BIITZ B R BAWE (SCP) &, MREMNAF IR
AHARAE , Al AutoDiscover E&iBItb 5 B8,

- F2ME - AFWMEEBERETSH URLs , IERFBHER, ELIREIEEMER HTTPS,
* https : //company . t ld/autodiscover/autodiscover.xml

* https://autodiscover.company . t L d/autodiscover/autodiscover.xml

- 28 3 BEER — A Fim#i1T DNS & LA autodiscover.company.tid , M #E A8 & B E 7 B4 b ik BiX
KRICERFHN GET BRETEN KR, WRARFED 8 302 EHERE , AF RS HEEED
HTTPS um 2 B #{#i% AutoDiscover BIEERK.

%
3
¢
&n
._I.H
)
=

MRFBELHMEEAY , AELZEBREAFR. ARFHRETHRENFME

BEENEE.,

B RSB 8 E Amazon WorkMail B , RIA IR TEHE AutoDiscover DNS FRE&FTIE E R AVIRH
%, ETZEHFim#{T AutoDiscover BFHIEER 3. i , EXES BT ERRMETHEE |, flE
17 Android EFHHEARER. HIt , B seEEFHERTE AutoDiscover FEER 2,

AT LAME R TR 55 R REREMAIERY AutoDiscover BEER 2 :

( 25 ) £/ Route 53 #l Amazon CloudFront

® Note

T3S ERERBA AN 31 https://autodiscover.company . t I d/autodiscover/autodiscover.xml Y
RIB, EBEEI https : //company . t1d/autodiscover/autodiscover.xml BIRE | FBETHIZ
B BR\EMNautodiscover . £ 8,

f£H CloudFront #1 Route 53 AIRE B E4XEMA., NMEERAEEMNFMEENR , 28 Amazon
CloudFront ZEf&H1 Amazon Route 53 EfE,

£ A Route 53 1 CloudFront B{A AutoDiscover BER 2

1. HW18 autodiscover.company . t1d B9 SSL B , WHEH L EZE AWS Identity and Access
Management (IAM) 5% AWS Certificate Manager. MFEFHMEF , FSE IAM FAEEEHRHE
F{ER=E B , 3 AWS Certificate Manager £ &R A,

2. B CloudFront 94 :
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1. £ https://console.aws.amazon.com/cloudfront/v4/home FFIRL CloudFront £ &,
HEEEEKRSP , E#EF Distributions (%),

21 Create Distribution (23 2 ).

£ Web T, BIEBRBEM.

ERBARRRES , WATIE :

« Origin fE &% - CRENEEREERE

- EFHERI (HFEEILE ) — autodiscover-service.mail.us-

east-1.awsapps.com

o & 0N

- XEAEE (HEEM ) — autodiscover-service.mail.us-west-2.awsapps.com

- BUM ( ZF® ) — autodiscover-service.mail.eu-west-1.awsapps.com

. FIRBAHGEEEK - FTEMNBEKR : Match Viewer

® Note
BREEEREZR. F2EE Origin ID HEBIEAE,

6. EFEBRRIITARET , ASHNEZERMTIE
« Viewer Protocol Policy (#2412 285 B EBUR) : & HTTPS

- Allowed HTTP Methods (#2289 HTTP 153%)
GET. HEAD, OPTIONS. PUT. POST. PATCH. DELETE

« Cache Based on Selected Request Headers (IRIFZEAIFEREBFRE) : FTE
- Forward Cookies (#i% Cookies) : FiE
* Query String Forwarding and Caching (& FRENEHFH) : & (BFAHRE)
« Smooth Streaming : &
« Restrict Viewer Access (FREIRIZFZER) : &
7. #84 Distribution Settings (2 #iF%E) HEUATHE :
* Price Class (B#%#&k) : REFERAXE. MEXFMEM

- HWHIMERAMAEE (CNAMEs) , B A autodiscover.company. tld=i company.tld , &
R company.tld RENBIEE R,

- SSL B : BHFI SSL BFE (FEHEIAMH )

Bt AutoDiscover XEE% E it B WA 1.0 154


https://console.aws.amazon.com/cloudfront/v4/home
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« Custom SSL Client Support (B 5] SSL A Fiwx18) : i#Z All Clients (Ff8 B Fi%) = Only
Clients that Support Server Name Indication (SNI) (RFER X B FIREE & B R (SN) WAE
U%)o BEhR Android FIRERE ANE & REE,

® Note
R ZERE Al Clients (FTE A Fiw) , 78R & Default Root Object (AR H) Z2
Ho

- Logging (F2&%) : i#1E On (BERR) = Off (E8kf). £ LA &,

- 7£ Comment (&F##) # , B A AutoDiscover type2 for
autodiscover.company. tld

- DEARRE  BIBCRA,
8. 1##Z Create Distribution (23 % 7).
3. 7 Route 53 =& F , B , KR ABNBRAERREEBEEM CloudFront % i,

® Note

18 L BRRE% example.com Y DNS 28k FEE £ Route 53 £, WMREFRFEA Route 53 ,
EEfE DNS HEEEBE T RATHRERF.

1. BEXEANEEERT , BEERERSE. , AREER.

EREEES , BRELEFANATSERE,

RSP | BEEIRLE,

EREREVCHET , RETIIBH

- ERHEBBT , BARENERE,

ERABET , EREZEH,

BERNEZBEUEHRR. B ERRARBUKER , BESEKES,
HERRHBEFESD , BEA- BREKBT IPv4 it —L& AWS &R,
EEFHNBHRRED , EZ CloudFront MR EIA,

EENTRSEREBRINENKBARETH. EXFHEFEA CloudFront 7 I BHE, &b
AJEATEREVE & 5 SRR RV B B HIEE 2 e,

A w0 D
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{5 Apache Web falfR25

T3S BRER A an{a] 55 A Apache Web fAIfR28 A& https://autodiscover.company . t 1d/autodiscover/
autodiscover.xml B3R IE, EEE I https : //company . t1d/autodiscover/autodiscover.xml B 1%
B, 558BR Tautodiscovers » FERAME , KU TT R,

iE M Apache web fal i85 B A AutoDiscover B&ER 2
1. TERUA SSL #9 Apache fAIfRES EHITTHIES -

SSLProxyEngine on ProxyPass /autodiscover/autodiscover.xml https://autodiscover-
service.mail.REGION.awsapps.com/autodiscover/autodiscover.xml

2. BWEERATY Apache 188, MBETFEENMIRE , 5528 Apache 3R :

* proxy
* proxy_http
* socache_shmcb

* ssl

SRS A S FE BT AutoDiscover EYAERIEER , FS BT — &,
AutoDiscover BEE& 2 tHfEES

#% DNS #FEPERE A AutoDiscover % |, & LURIEE AutoDiscover s 3fHRE, W REE EHERER
2 AISLIAREEENGSRAELDE,

ETEARRERENE

1. RERIBHEETAREEMN POST 555k = AutoDiscover % 2,

$ curl -X POST -v https://autodiscover.''company.tld''/autodiscover/
autodiscover.xml

MBS IHEEEELER , EESEME401 unauthorizedA L |, N5 EEHIFTFR :

$ curl -X POST -v https://autodiscover.''company.tld''/autodiscover/
autodiscover.xml
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HTTP/1.1 401 Unauthorized

2. #F  AFEELEM AutoDiscover 7K. AT XML ABRE L request.xmlig% :

<?xml version="1.0" encoding="utf-8"?>

<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
requestschema/2006">
<Request>
<EMailAddress>testuser@company.tld</EMailAddress>
<AcceptableResponseSchema>
http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
responseschema/2006
</AcceptableResponseSchema>
</Request>
</Autodiscover>

3. FEAMEEIrequest. xmlWWER , W IHmB IR H 2 BRFEM AutoDiscover K. BELEAH
testuser@company.tld B AE XN E FE bt

$ curl -d erequest.xml -u testuser@company.tld -v https://autodiscover.company.tld/
autodiscover/autodiscover.xml

MRIRFREILER , BEERRGETHSEFIEL

$ curl -d @erequest.xml -u testuser@company.tld -v https://autodiscover.company.tld/
autodiscover/autodiscover.xml

Enter host password for user 'testuser@company.tld':
<?xml version="1.0" encoding="UTF-8"7?>
<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/
responseschema/2006" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<Response xmlns="http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
responseschema/2006">
<Culture>en:us</Culture>
<User>
<DisplayName>Userl</DisplayName>
<EMailAddress>testuser@company.tld</EMailAddress>
</User>
<Action>
<Settings>
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<Server>
<Type>MobileSync</Type>
<Url>https://mobile.mail.us-east-1.awsapps.com/Microsoft-Server-
ActiveSync</Url>
<Name>https://mobile.mail.us-east-1.awsapps.com/Microsoft-Server-
ActiveSync</Name>
</Server>
</Settings>
</Action>
</Response>

AmEE A & 0 R

BEE P BEREREETEHHIIENTT , fINEFRELEFEHEHAE, HlWn , B LEEFEHER
E @ ZE Amazon WorkMail #8189 £ E 7 B4 41k

® Note

B 2022 £ 4 A 1 B2 , Amazon WorkMail BI2A 55 A BRI = BEHE1TIRHE , M3IE AWS IRF £
B, MREE 2022 F 4 A1 Az aiigE , RIsee B ER AWS iIREFXBETRENE
BX, B2kt , BEREENERHOBR, FAHHNSRRPNMAET. EHNEBRSEER
HIEEEEEEEE B,

REEFEHBE] Amazon SES BUERER | T EEEFELL B, MREMFEH BT Amazon SES BUR |,
BIXEBITEHR. WEFMAET , F2EATEHE] Amazon SES [REFEBIBEHBEDN .

/A Important
AOBRAANMEE. MREEEMN  HETEHBHERE. ERATEFGARGNEZHEIT,

EHEE S D BE

1. BRI https : //https://console.aws.amazon.com/workmail/ # Amazon WorkMail E3£ A&,

MEXE  FEFE AWS B, EZEAMN , FRBESHRAANENESEE K RRBEME
HEE, NEESWFHFMER  F2H P EE FimE Amazon Web Services —fi§ 2 £,
2. HEBEBRD  BREBHES K ABRBREBHABNERE,
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3. EEEHEKT , BEHEE,
4. RABTUERECEEFWANREERE K ARBEHNEEE.

iR EEE S RER LR,
5, HEXRNBBUIWPIEBBIRS  RARBEFEES
6. HHEBTRENBHERISR 3-5,

B 5T Amazon SES R E AI B3R

WREMEM BFT Amazon SES BUR |, FERARILES] , UEEENBEPER.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AuthorizeWorkMail",
"Effect": "Allow",
"Principal": {
"Service": "workmail.REGION.amazonaws.com"
b
"Action": [
"ses:*"
1,
"Resource": "arn:aws:ses:REGION:AWS_ACCOUNT_ID:identity/WORKMAIL-DOMAIN-NAME",
"Condition": {
"ArnEquals": {
"aws:SourceArn":
"arn:aws:workmail :REGION:AWS_ACCOUNT_ID:organization/WORKMAIL_ORGANIZATION_ID"
}
}
}
]
}

L\ SPF B8 R IR E B4

EHEBERLERE SPF) R—EETHHRIEE BATTBRETEHHERMRG. FREEERES
BENETFHEHERERGEEFEAEEEINE FBM4, WFEABA Amazon WorkMail B #8158 E SPF
MEHR , 55287 Amazon SES £ SPF B8 E 734,
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X E BF] MAIL FROM #315

RIBFESR , Amazon WorkMail €1 H amazonses.com ) FHEE AN ST E FEHHMAIL FROM#E
H, MR LR DMARC BUR{EST Y SPF 52E , EARESERRTAM. ZEMRILEE , HFiE
B WM EAMAIL FROMBE, BE THNMAKE FEHEEREAMAIL FROMEE , F2E
{Amazon Simple Email Service FE& AB1E/M) PWEEHR] "FHAL 8,

/A Important
EIRA I0S S ERA AutoDiscover i , EEBHET THHAL #81EH,

WMFEBFIMAIL FROMMIBRIGFMER , 5828 Amazon SES BAEXSZEBE] MAIL FROM #15,
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ERERSE

B LAfE Amazon WorkMail B MBRERE, A BuUEREEFHH4ZE. EEHERAER
MEBEFE , UREBEHEERFFT,

ES]

- BRERETE
< WHEEAE

- BAERE

- EEEAERR
- FHREASE

- fREECEAEFMEA

- ERFEAERR

« ¥ Amazon WorkMail Z2 6 BUR 1T FE RS B
- ERABA

- BARESINENEFEHHG

WRERERE

BRERERE

1. 1E https://console.aws.amazon.com/workmail/ : // BIEX Amazon WorkMail £# &,

MEXEFEE AWS Bif, £XBAREERNY S  BRIZENESEE K ARREEEST, WE
B |, B2l h i EE R iEEAmazon Web Services —fi8 &%,

2. EEEBEERT , REER K ARBEHENEE.
3. EEEERT , RECAE
4. WS, BELMRERERE. BB ERETBH U EREFERE,

® Note
BRI KIE.
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Amazon WorkMail EEBER
MBERE

ERIBEREE , Amazon WorkMail EEEB AR ENER. FHE LA Amazon WorkMail Web
FERER. TE%EE , 31 macOS = PC LA Microsoft Outlook & A fM1ZELE B4,

EEMBERE

1. 1E https : //https://console.aws.amazon.com/workmail/ B8 Amazon WorkMail £ &,

MAELE , FEEAWS EBE, £EXZARERRNSIT , RRENESFE K RAREEFEEH. W
EFMEN , 52[B Amazon Web Services —#82#& By [EiFHEIRE .

2. HEEEERT , REER K RAREBELENBEAZHER.
3. HEEBENRT , BEFEMHE K RARBENEERE,

BEENHBR I EREEE,

4. HEERAEFMEIANERERBRUT  BAERERRE, EROUSHRESE FEA LU TR,
MREHFECREREERAERBETEANE T E it | B IREE T B4 ut M.

(ER ) ERFNERSRPBACREN S K,
HERNEBAIAT K BAERENERERE.
HETBFBUSHRT  BEXEFHARERBAS —@EBIR.

RIBTER , FRESRETESEMIDEED, FER2HMUFETFRBERE  FEKREREE
H 3t B BB EN T B

9. EWBVEMER K SEAENEAEBNERERE.
10. ERWBRET , EEBNEEBRR I RP WA LA ENRR,
1. BENEERE,

© N o O

RRRERE

B 184 Amazon WorkMail E2/2 F] Active Directory B K , SIE/ Simple AD B & 267 AR
EE , A LAE Amazon WorkMail RRAAELFERAE., BEAUKEBRTISER , ENAHKRFEE
RHERE,

RRRAEMZE

1. BRI https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £## &
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MELE K FEEAWS BE, £XZEAREERNIIF , AEENESZE , AREEESE, W
EHME , 52 Amazon Web Services —fi#2£ iy [EiEEEiH 2,

2. HEEBHKT , BEAS  ARERELERACAENAER.

3. HEEHKT , BEEFEAE.

EREREREER. A, FRANRRERERENERERFEREIBES.
4. REFEFAKRFNEREREY , BENEERACERAENEIRAR  AREZMA,

RAEREYFE L RERLE,
5. REERANSESEACHENTIEE FHA LI , RRBERMA.

EBRMFERERNR

B ERBREAENEFBHRSE
HETEMFRBNEEERE

1. 1E https : //https://console.aws.amazon.com/workmail/ B8 Amazon WorkMail 3£ &,

MEXEFEEFE AWS Bifl, £FXEAREERNYF  BRIZNEEEE K AREEEST, WF
SHHMEER |, 552 Amazon Web Services —fix2:E ) [EiE %,

2. HEEBERT , BREER K ARBELESEFRCAENEBERE,
3. HEEBERT , REEMHE  RAREZLENERIENEARAERR,
4. HEEREBFMEAERTD  BERERER,

5. ERIBREIEET , BEEFEEE.

6. HERIBFEF , WMARIA,

7. EERIBEE,

8. EEHE,

RERAEBRETEHMAR S

1. 1E https : //https://console.aws.amazon.com/workmail/ B8 Amazon WorkMail £3#£ &,

MEXEFEEFE AWS Bifl, £FXEAREERNYF  BRIZNEEEE K AREEEST, WF
SHHMEE |, 552 Amazon Web Services —fix2:E ) [EiE iR,
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HEEERTD  BEER K RRBRELERTBREAENEBERE,
HEBERTD  BECERE K ARBELERPBRIENEAERR,
HEMAEFBEARRT , BEH B RIER,

ERIBREIFERT , SHHEEBRN B RIEUT .
RERBREBIA .

EBRBBRES , BEBR,

N o o bk w0 DN

FREME

U LB ERABTINEERE, ERERAERER  SYBEEFENREAE. FHBIB 30 X
B {5 B & A5 1% Amazon WorkMail = il Br IR [E

1. 7£ https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

MEMKE  BEE AWS B, EXEAAEERNIG  BRENEEFE K ARAREEESE, W
FHMET | 528 Amazon Web Services — 2% ) [EiEEix %,

2. HEEEERT , BEEE K AREFQSLEFAZERENER.
3. EEBEERT , RECAE

FEERAENBERILE K BRIERERA. FRANREERERENRE.
4. REBANEREBES  ENEEFRHIIRFNEEGR , RREEEFH.

BREAEYEH B R,
5. BEBER,
fm 25 P B SFHHE A

mEEAEFMENARN , BALUBETHER !

- BEAER -BH, EFEMA i, SEEBNEGBEAAER,

- EREHE (K/)) -EEBE TR 1 MB F 51, 200 MB (50 GB)s Amazon WorkMail &7E &
EE 90% WEERBAMM. A  SECHENGRLRBETEXETE. NWETENFEAEA ,
52 Amazon WorkMail E{E.,

- THEERFH - BRABREE , WHREBHEENA,

- ERENGY-BRTIEAEERAGHENGT , YR FEAETRBRNERTT.
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- EAGFEER (A IAM Identity Center B ) — & 48 F M BRE A FZEVER

(@ Note
MR A Amazon WorkMail B2 AD Connector B %4 |, BIFEEMR HEELFMEH AWS
Management Console, &2 , &% EMERARE Active Directory BB T BfFEMf., EEMWAE
BEAEBEMENE  BEARRE, MEFMER , F2REEHERBREE,

mEEfE A B EER

1. 7E https : //https://console.aws.amazon.com/workmail/ BB Amazon WorkMail £ &,

MEXE  BHEFE AWS EBE, £FHEAREERERNIIG | BERGENEEBE K ARBEEF, W0
FHMMERR |, 35328 Amazon Web Services —fi§2#& iy [Eig i %,

2. HEEEBEERT , BEES K RARBELEEANER,
3. GEEEERT , BEEAE AR EEERENERAERHE,

mEEEAER

1. EEREFAEARRT , BEREE.
2. EEREFMEAT  AEEWANBECAENBAER,
3. mRER , BEMFEE.

B2 |AM Identity Center {8 F3 & & 3 B3 55

1. HEEMEBEFMEAT  BERE.

2. BABEBBH IAM Identity Center fERAEMNERAE ID. &7 LL7E IAM Identity Center EE K
IAM Identity Center £ AMWIEREAEER K TRIALEA,

3. 1##E Save changes (RREEE),

fmiE SR ER

1. HEEAEFMEAT K RELRHERSIER A ARBERE.
2. GEEHMEREBELRT  WAGKHNAN. B ER BALE 51200,
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3. 1##E Save changes (RREEE),

EETHREER

® Note

EFEEETHEE K FHNEHAEELEELEEEEZTER Amazon WorkMail 1T E &,
MEEMEETEBREENES , 5285 Amazon WorkMail 32 E{TEIE B F F i,

1. EEAEFBEAT  BERETHRERSIER.

FEERRENRNEE  FREENEE,

EERAKBENFHAET A FREE DRBERERHE,

EEBRIKKREE K FREXRETEINERRE , ARAFTEEEBRIKIR,

EHBEWHEFERRD  WEBRIERERE. Bl EEAEFREEEE Amazon WorkMail
BLE , FAESEHHR,

o A 0N

WREE(S AT

1. EEFURIERER.
2. HITTFIIEE—E:
1. BEHEE T FEENETA,. RBTEATEE  EREAENEA  RECRAENHE
HIEFAIRRE , REREBEFMF

2 EEFEECAENT  BRECAEEBENRA, BBFEE REFENEE  AREEH
.

MEFFFARBENFHEEN , FBREAGEHET T,
3. EEBKRMART , FREBEK K RAREIBE.
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bl B 18 A 7 BV AL

® Note

AEELRHBRNZHREEMNEFBARAFREBER, EERKMEREREPERAFRER
BEHN S DB

BEEATRNFHRSIER,

REAFEUEREES |, EEIEM R EAFEER.
BEEMBRF A

EHEXFHRPEAER,

A w0 b -

EREAERR

NRFEAESEZBREEE A Amazon WorkMail , B LB R,

@ Note

- MRIEEHE Amazon WorkMail E2 AD Connector B $&¥4 , B2 ZE1E Active Directory R E
HEAEZR.
- MRIZE R Amazon WorkMail E2 IAM Identity Center B4 |, B LUREERFHERB.

MEFMER , 552 ( AWS IAM Identity Center SEA &SR AN ERZRERAEN
IAM Identity Center £ i & &5,

EREREHAERR

1. 1£ https : //https://console.aws.amazon.com/workmail/ B3 Amazon WorkMail £ &,

MELE , FEEAWS BE, EERARERGRNSIT , RRENESFE K RAREEZEH. N

EHMERN , 552/ Amazon Web Services —fx2& F ) [EiE 8RS,
2. ESEERT , EZEFEN  AREEEENER.
3. EEEERP , BEFEAE.
4. EFEAEBEYD  ZERERAZABIENKIGR , AREEERER.

BERERERS WA 1.0 167


https://docs.aws.amazon.com/singlesignon/latest/userguide/reset-password-for-user.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/reset-password-for-user.html
https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html

Amazon WorkMail

5. EEREBRUFHAP  BAFTRE , REBREER,

¥ Amazon WorkMail 2255 BUSR 1T 8 FE 2 BT

MRERFRAY , FREAMNBRASEBIRNER,

2

RIEBRERBCGRA LR Amazon WorkMail #B45{E K B 8388,

Amazon WorkMail B #&# Simple AD B 82 B BUR

RIETERR , Amazon WorkMail B #5% Simple AD B 8 BB L AR -

- DA 64 EZFET
REZARN T HLatin-1 HFZFTHRK

BN F TS EAMATIAENEHR =5 :

. BHRET (W <. ~ )
HTX-1BEFT (M e, 3 A)

Amazon WorkMail B R EBREELZEE,

EHES8T Simple AD BHSBUER , 587 Simple AD B ## Amazon Elastic Compute Cloud (Amazon
EC2) Windows #i{T{ER# LR AD EETE, MEFMEN , F2H (EEER) PHRE Active

Directory E# T &, AWS Directory Service

AWS Managed Microsoft AD B $&ZiEBE

ME B RFERZBEER AWS Managed Microsoft AD FYEBEE A , 552 B AWS Directory Service &

BIEFEPNERE WRBBE AWS Managed Microsoft AD,

# Amazon WorkMail Z B BREITHED H
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AD Connector ZTEE X

AD Connector & i HiE#R 2 Active Directory BB ZRBHE., NEFBH KRR ENFMEN , 3B
288 Active Directory #3315 #9 ST

fs£ @ AN

£ Amazon WorkMail ##%B %1 API , BRI W EHESENHERAN , SEFTNEFBHNITER
E#, B AFM URLs ( A BAEEE ) FReZROEH, BB IheE , B A B TELA Amazon
WorkMail fFAEZ U EEXEAER K HAEARSEREKIEAEECSHEEENEA,

MEFMEN , F2RBAETE. EFEH | AR Exchange By EWS,

BULGTRBEERR , fIMKHERTER , RFTREHEESHNMAERR (SRRt &2
MHIER ) o

A LAE R A FinfENE , I EWS Java APl 2 Managed EWS C# AP| R1ZEUILThaE, #EX D ER
NN ZREHIEAER , A8 AWS Lambda 1 API Gateway BiZ% ( £/ AWS Serverless 2% ) ,
A[7E AWS GitHub EE LB, ©FEMA EWS Java APl

LT RHEEFTERERAVEEH) -

<?xml version="1.0" encoding="UTF-8"7?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:t="http://
schemas.microsoft.com/exchange/services/2006/types">
<soap:Body>
<m:Subscribe xmlns:m="http://schemas.microsoft.com/exchange/services/2006/
messages'>
<m:PushSubscriptionRequest>
<t:FolderIds>
<t:DistinguishedFolderId Id="inbox" />
</t:FolderIds>
<t:EventTypes>
<t:EventType>NewMailEvent</t:EventType>
<t:EventType>CopiedEvent</t:EventType>
<t:EventType>CreatedEvent</t:EventType>
<t:EventType>DeletedEvent</t:EventType>
<t:EventType>ModifiedEvent</t:EventType>
<t:EventType>MovedEvent</t:EventType>
</t:EventTypes>
<t:StatusFrequency>1</t:StatusFrequency>
<t:URL>https://YOUR_PUSH_RESPONDER_URL</t:URL>
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</m:PushSubscriptionRequest>
</m:Subscribe>
</soap:Body>
</soap:Envelope>

LU RHEAFTER R IR

<?xml version="1.0" encoding="UTF-8"7?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance">
<Header xmlns="http://schemas.xmlsoap.org/soap/envelope/">
<ServerVersionInfo xmlns="http://schemas.microsoft.com/exchange/
services/2006/types" MajorVersion="14" MinorVersion="2" MajorBuildNumber="390"
Version="Exchange201@_SP2" MinorBuildNumber="3" />
</Header>
<soap:Body>
<m:SubscribeResponse xmlns:m="http://schemas.microsoft.com/exchange/
services/2006/messages" xmlns:t="http://schemas.microsoft.com/exchange/services/2006/
types">
<m:ResponseMessages>
<m:SubscribeResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:SubscriptionId>hKJETtoAdi9PPWOtZDQ4MThmMDoVYB</m:SubscriptionId>
<m:Watermark>AAAAAAA=</m:Watermark>
</m:SubscribeResponseMessage>
</m:ResponseMessages>
</m:SubscribeResponse>
</soap:Body>
</soap:Envelope>

e —% , BHSEEIFTHEFRPEEN URL, AT 2B

<soap:Envelope
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>
<t:RequestServerVersion
xmlns:t="http://schemas.microsoft.com/exchange/services/2006/types"
xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages"
Version="Exchange2010_SP2">
</t:RequestServerVersion>
</soap:Header>
<soap:Body>
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<m:SendNotification
xmlns:t="http://schemas.microsoft.com/exchange/services/2006/types"

xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages">

<m:ResponseMessages>
<m:SendNotificationResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:Notification>
<t:SubscriptionId>hKJETtoAdi9PPW@tZDQ4MThmMDoVYB</
t:SubscriptionId>
<t:PreviousWatermark>ygwAAAAAAAA=</t:PreviousWatermark>
<t:MoreEvents>false</t:MoreEvents>
<t:ModifiedEvent>
<t:Watermark>ywwAAAAAAAA=</t:Watermark>
<t:TimeStamp>2018-02-02T15:15:14Z</t:TimeStamp>
<t:FolderId Id="AAB2L@89bS1kNDgxOGYwOGE50TQQ@="></
t:FolderId>
<t:ParentFolderId Id="AAB2L@89bS1kNDgx0GYwOGE="></
t:ParentFolderId>
</t:ModifiedEvent>
</m:Notification>
</m:SendNotificationResponseMessage>
</m:ResponseMessages>
</m:SendNotification>
</soap:Body>
</soap:Envelope>

ERFHEEBEADELSRIBEN , KADMBMT

<?xml version="1.0"?>
<s:Envelope xmlns:s= "http://schemas.xmlsoap.org/soap/envelope/">
<s:Body>
<SendNotificationResult xmlns="http://schemas.microsoft.com/exchange/
services/2006/messages">
<SubscriptionStatus>0K</SubscriptionStatus>
</SendNotificationResult>
</s:Body>
</s:Envelope>

I

<?xml version="1.0"?>
<s:Envelope xmlns:s= "http://schemas.xmlsoap.org/soap/envelope/">

EECHITRBUGEEEA , AFIRABEIER SubscriptionStatus MKW EUHETEIEME | LA

ERBEA
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<s:Body>
<SendNotificationResult xmlns="http://schemas.microsoft.com/exchange/
services/2006/messages">
<SubscriptionStatus>Unsubscribe</SubscriptionStatus>
</SendNotificationResult>
</s:Body>
</s:Envelope>

= TR IR AN O B & AiE/EARRE | Amazon WorkMail €3% heartbeaty ( tt¥EA
StatusEvent), EENEREURNRIEVRETBEERATIRMEM StatusFrequency 28, e , R
StatusFrequency®EM 1, StatusEventBI®@E 1 p#EEE—X ., EREMNEENR 1 F 1440 %
2™, Ik StatusEvent BERELWT :

<?xml version="1.0 (http://www.w3.0rg/TR/REC-xml/)" encoding="utf-8"7?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>
<t:RequestServerVersion xmlns:t="http://schemas.microsoft.com/exchange/
services/2006/types" xmlns:m="http://schemas.microsoft.com/exchange/services/2006/
messages" Version="Exchange2010@_SP2"/>
</soap:Header>
<soap:Body>
<m:SendNotification xmlns:t="http://schemas.microsoft.com/exchange/services/2006/
types" xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages'>
<m:ResponseMessages>
<m:SendNotificationResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:Notification>
<t:SubscriptionId>hKJETtoAdi9PPWOtZDQ4MThmMDoVYB</t:SubscriptionId>
<t:PreviousWatermark>AAAAAAAAAAA=</t:PreviousWatermark>
<t:MoreEvents>false</t:MoreEvents>
<t:StatusEvent>
<t:Watermark>AAAAAAAAAAA=</t :Watermark>
</t:StatusEvent>
</m:Notification>
</m:SendNotificationResponseMessage>
</m:ResponseMessages>
</m:SendNotification>
</soap:Body>
</soap:Envelope>

MR A PRI B A EEE S LR s ERMNOKRERFE , AIgEHEMNKZ StatusFrequency
o2&, BN, IR StatusFrequency N5 BE—BABEHANAY , CEEARZ 5 vEHEAESEER
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RLUERRE, MREEAXKEBRREEEA , FTAEAN , MATSEEHMNBEHN, BLFEEIH
RETEUFBERRERESEANERN. B , SECHESSALGIE=ETE.,

BAZEENMZNEFE4HF

BT LAER SIMIME REAEEABABMABEL S HBIMBNE T B,

(® Note
Ik HHEFE (GAL) WERAEBRRFERERR Active Directory X E XX &,

ERFERAEEEAEENNENE M

1. E&%E Active Directory (AD) Connector, BA#ZH)IR35ERF B #%5%E Active Directory (AD) Connector
EEAETUEECRAEMRENEEZAESR,

2. FXFE Certificate Autoenrollment LA B B 84T #7714 Active Directory FHIEHEBRE. Amazon
WorkMail & Active Directory W FEAEBRE , WHEHBMHE GAL. MEFHMEF , FBEZ
% Certificate Autoenroliment

HE 7= A4 Y B B IR #1T Microsoft Exchange MR ARESE KW B HFRERE
BEFAELERREMPINE FEMHETE (H20 Windows Outlook) F{TEIEE
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e/ A4l

&R LA A B A& Amazon WorkMail FH 2 888 | Mgl — R EFE 4t S F B4 |, Hlin
<sales@example.com> B <support@example.com>, —{EEHEAEL ZEE FHHHIAB.

BETRHEMARZEHE  BULRBEERARGHEITEE.

HEARBECHNEE  EEXELTUARTFRENGHETT. WEREHBEHETINEN ,
EEAHENEET T,

s
W%
dn

(® Note
EFENEE B RELH Microsoft Outlook B4R B 2 Bl TREE R B RIE 2 @/,

ES |

- BREBAEE
- HTIBEE

- RRAEE

- BAKEHMIEERE
. fmEEEHEFAER
- REEBERKE
- EEEERA

- EHEE

- MIBREF4E

WARBERE

WREABE

1. BRUIR https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £#& &,

MEMXERFEE AWS EBlE, EXERAREERNIG  BERENEEZE K AREBEEE, 0F
MBS |, B2l P i EE R ixEAmazon Web Services — 822,

2. EEEEKT , BEAR A ARZFABNERE.
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3. EBEBEKD , EEFE Groups (AS Z£FHH).
4. A, BADKEEEBREEE T H 4 bt ERREE,

(® Note
BEED KPR,

HTigEEiA
B A LA Amazon WorkMail 12 & #8848,
FTIgEHE

1. 7E https : //https://console.aws.amazon.com/workmail/ BiEX Amazon WorkMail 12 &

MEXE  FEFEAWS BE £XRAREERNIIF  BREINESEBE  ARBEESE, m
FEHMMERR |, 328 Amazon Web Services —fig2# iy [EiFEEix %,

2. EEEEKT , BEFEAR A ARBEFEBNERE.
EEBESEET , BERE  RARREFEEE,

o

FEENEE ¥ IEBHAEER.,
EEEEBT K MABRENEE,
EEFEM4HUT K WAFENETES FEHHFibut,
RERANSTFB4y  YREEFH.

RIFFER , BB RESEIEES, EEXRSEMFEEFRBREEHE | BERERS T
HEERE SR

8. iZIZE Add group (FTIEEHE).

N o g &

RR 4R

B 181 Amazon WorkMail E272 7] Active Directory B &8 , SRS Active Directory FE BT A
BHA , BT LU IS L BEE B Amazon WorkMail RV Z £ BHES 90 BB E,

ERARAEHEHE

1. BARIR https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &
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Amazon WorkMail EEBER
WEXE , FEE AWS B, EXRAREERNSIG®  ARERNEEEE K RREEES,
EHMET |, 5526 Amazon Web Services —fi§2:#& iy [EiE iz,

2. EBEERKRT , BEAS  ARBEEMNER.

. HFEBEBEHED , EE Groups (AS T2 F#H),
4, BELEZRANBEZSNZESR  ARBRERA.

BB EBEE A REAHER | W EREREEIRAE
5. REERRNSESERENIES FE it , R ZEEZERA,

% R SR IE EEHE

BB Amazon WorkMail B2 % , 55FH Amazon WorkMail £ AR E I8 EZEE.

(® Note

R Amazon WorkMail E25Z#£#9 Active Directory BR#EER Microsoft Active Directory B4 | &
AILABEF Active Directory REBENEHERE, T8 , BEARESTEFRNFETEHEEREE
Amazon WorkMail,

16 BX & #T 18 E #F4H

1. 1£ https : //https://console.aws.amazon.com/workmail/ BIEX Amazon WorkMail £ &
MELE , FEE AWS Bif, 2XEARERRNIIF  BRENEESFE K AREBEEZESE, W
EHMER |, 28 Amazon Web Services — 2 ZE iy [EiF 8% B

EEBEHRKT , BEAR  AREBEHBENEE,

HEEEEKS |, BE Groups (AS Z£FH).

ENFEANEE,

EREFNEARR L  BERERSIER.

ERERNEAE TEEENENFEIFERE,

RTIUNFEPENFEAESNEHE,

i#IZE Save ().
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KR EFIEEE A WA 1.0 176


https://docs.aws.amazon.com/general/latest/gr/rande.html
https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/rande.html

Amazon WorkMail EESER

AmEE A S E A

R AR E R ARV E Ao

mEE R EFEER

o > oD

£ https : //https://console.aws.amazon.com/workmail/ BIEX Amazon WorkMail £ A&

mENEE EE AWS EiF, EXZAREERNYIG  BRENESEE K AREERE., NE
HH4EE , 5528 Amazon Web Services — g2 ) [EiF i 2,

EEEERTD  BEER R RARBERENEE,
HEEERTD  BEFHE K RRREERFEBNFHE.
EREFEEF R L  REEEFETEFibut,

BEER , BESEFELHMIEET, EER S EE N ERAE  HERER
S5 BRI SR

i#Z Save changes (RFEF),

REEERBERXE

£/ Amazon WorkMail =& R BHEIBKREE,

(® Note

R Amazon WorkMail E25E#R# Active Directory 2% Microsoft Active Directory 2 & , & 1]
LA A Active Directory REBENEENE. T8 , ERMATMUEILKEFEEEE Amazon
WorkMail Pfr & B BF

REETBBRAE
1. ¥ https : //https://console.aws.amazon.com/workmail/ BIEX Amazon WorkMail £ &

MEXE  FEFEAWS BE, EXRAREERNYIF  BRRINESEBE K ARBREESE, m
FEHMMERR |, 3328 Amazon Web Services —fig2# iy [EiFEEix %,

EEBESET  ZEFER  ARZREBNERE,
EEEERTD  BEHE  RARBEFAEANSE,
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4.
5.
6.

EFEFAEAER L | EEREREIER,
BN EREFETBRNKE,

B E TR E R AV R s EiE,

EEEER B

BRI BB REENE FEH IR,

#&E 7RI B g ERE.

1. BIRRMZR https : /https://console.aws.amazon.com/workmaill # Amazon WorkMail 4,

© N o o bk~ w0 N

MEXEFEEE AWS EBE, EX2AREERNIIT  BRENMEEBE K6 ARRBBREET, NFE
SHHMEE , 5528 Amazon Web Services —fi#2E hi) [EiEEE 2,

EEEERT , BEES K ARRELELHEHNTERNENEBER,
EEBESEET , BERE  RARRELEMERBNEFERRE.
EHEFAETRRT , BERS

ERIET , BERERE.

HRBBRTD , WARB

EHUA B B

BIERTE,

RBETBBRETFBARSE

1.

2
3
4.
5

£ https : //https://console.aws.amazon.com/workmail/ B R Amazon WorkMail £ &

MEMXERZEE AWS Bifl, EXRAREERNIIG  FERIZEMESEE K ARBEES. NE
&R , 5528 Amazon Web Services —fi§%E vy [EiEEEiE 2,

EEEERTD  BEER K RRBELERTBERIIGANEBERE.
EEBEERT , BERE  ARENECERPBRIIGHEERRE,
EHEFHETRRT , BERSE

HRET , S EEBR B RIEU .
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6. EEBR,

7. BRBEBRIBIE,

8. EBRBIBHREF , BEBR,

= H#EHE

HETEBEXRAR  TUFAT,
EREE

1. 7E https : //https://console.aws.amazon.com/workmail/ BBt Amazon WorkMail £ &,

MENXE  FEFE AWS B, £XRAEEERNYIS | BRZNEESEE K ARBREESE, m
EHME , 52 Amazon Web Services —fi#2£ iy [EiE %2,

EEEERT , BEEER K AREEHEEBNER.

EEBERETF , #E Groups (AS Z£EH#H).

EEEERT , ENEFANEE  AREEEFER,

£ Disable group(s) (= F###H) ¥IFE SR |, 1242 Disable (£ F).

o b~ 0N

il BR B+ 4

BBAFERAZEE  TEMREE. UFFRBENFRER

E
¢

25 FHEE,
il BR B+ 4R

1. BRI https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

MEMKE  BFEE AWS B, EXEAAEERNIIG  BERENEEFE K ARAREEESE., W@
EHMMERR |, 7528 Amazon Web Services —fig2# iy [EiFEix %,

2. ESEBERTP , EEES  ARBEHBNEE,
3. EEEBEKD , BIE Groups (AS T E ),
4. ERZEMBRzEERAFEAZSHXEGR , AREEMBR.

i BR¥&EE 75 SR FEED HH 3
5. HEWAREABUREEIMERS RS , MAFEANEE , REREMR
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® Note

EEXRAMIBRERE , 5 H Amazon WorkMail 89 DeleteGroup API BiE, INEFFMEN |
#5208 (Amazon WorkMail API 8% ) ) DeleteGroup.
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£/ &R

Amazon WorkMail AJiHBI BN FERAERBER. flun , FAETUEZSEENRHE , gk
BEFEDRE, EEEITER , FAESKERNEEEEEE,

ES-|

- BMRERFE

- HMBEIR

- MmEEEIRFAEA
- EEEREA

- BRAER

- EHER

« MIBREIR

BRRERFE
BIRE RS

1. 1E https://console.aws.amazon.com/workmail/ : // BEX Amazon WorkMail £## &

MEXEFEE AWS EBif, £XEAREERNY S  BRIENESEE K ARREEES, NFE
SHMMEER , B2l h i EE R iEEAmazon Web Services —fi8 &%,

2. HEEEHKT , BEAR K AREBEEANEE,
3. EEBEBHKP , ##F Resources (BR)o
4. A, BAUKEREBREEE F B b IR ER,

@ Note
BEED KPR,

¥ E &R

BRI ERMIEEEE Y AFEAEETHRE.

BREREE RRZ 1.0 181


https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/rande.html

Amazon WorkMail EESER

EXWER

1.

© N o o &

£ https : //https://console.aws.amazon.com/workmail/ B R Amazon WorkMail £ &

MEXEFEE AWS EBif, £XEAREERNY S  BRIZENESEE K ARREEEST, NFE
4EE , 5528 Amazon Web Services — g2 ) [2iF a2,

EEBESET  ZEFER A ARZEEBNERE,
EEBESEET , BRER  RARBEFRER,

PRV R E R A E,

HERBBHRP , MABRNEHE,

gE K EERERAERT , WABRNEIL.
EEREET , BE—ERIE,
REBERNEFB 4 , YREFEEFEHN,

RIBEFER , EREFERESHIEES, FERSEMIDEETRBRER , FERERSE B
BEREUT B,

212 Add resource (FT8ER).

mEERFMEERA

BURBERN —FEES , o8B, B, FENEF B4y, FEFTEENEIR.

EiRE-RERFHEEF

1.

o &> b

6.

BRI R https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £3£ A&,

MEXEFEEFE AWS Bif, £FXEAREERNYF  BRIZNEEEE K AREEEST, WFE
SHHMEE |, 552 Amazon Web Services —fix2E ) [EiE %,

EEEEKRF | BEEG  ARBEBEHBENEE,
HEEEEFKSF |, BIE Resources (BR) , AR BEEHREMNER.
EERHMEAERL  REZEFERSR., R, EREENEFE 4t

RIBER , EREETESHMIEES, FERSEMINFETRREER , FERER S
REZETT .

i#1Z Save changes (B2 E),
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B REERAZEZHIEBABRTFER.

R LREE R TEREE,
PEERNANRE

1. ¥ https : //https://console.aws.amazon.com/workmail/ BIEX Amazon WorkMail £ &

MEXEFEE AWS EBifl, EXHAREERNY S  BRIZENESEE K ARREEEST, WFE
4B , 5528 Amazon Web Services — g2 ) 215 a2,

2. HEEEBEERT , REES K RARBEHENEE.

3. HEEEE®KT , EE Resources (BR) , AREFERENER, AEMEAHER |, WERERFH
&

4. HEHEFRET , EERE.
5. REEEMIBRERSHZIMAR , URARERRE,

® Note
ERERAEMNEBFENEERK , SXERVERAREREIFER. RESBRRPUOMETL
ko

BB RIR , SERAREE DR RACERNEAFR, EREBBERERFAEHETFROE
ANZBEMERTER. Wi, IS AR ERNABEIFR.

EMMWEREZIRAE

1. ¥ https : //https://console.aws.amazon.com/workmail/ BIEX Amazon WorkMail £ &

MEXEFEE AWS EBifl, £XEAREERNY S  BRENESEE K ARREEEST, WFE
4B , 5528 Amazon Web Services — g2 ) [2iF a2,

2. EEEBEERT , BEER K RARBEHENEE.
3. HEEBEERT , REER , RREFLEMEZRNEREE.

4. (EA) EREDEEZGEET RBEE  ERADESHEERERERINA  AGBER
.

5. BREZRER A AREEFEER.
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FEENFE R ¥ ZME R A R
6. FREEERFE K AREBEZRR, AREERT.

BRERE R

1. BRI R https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

MEXEFEE AWS EBif, EXEAREERNY S  BRIZENESEE K ARREEEE, WNFE
4B , 5528 Amazon Web Services — g2 ) [2iF a2,

HEEERTD  BEER K RRRELERTBRIRENERERE,
HEEERTD  BEER , REBRELERTBREIRNEREHE.
BEZERRE  RARBEEBRNBRAR,

o & 0N

BEEERBE
EALFHRBRARH BT BRI,
BEFBHRIBTAEER

1. BRI https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

MEXEFEETE AWS Bifl, £FXEAREERNYF  BRIZNEEEE K AREEEST, WF
SHHMEER |, 552 Amazon Web Services —fix2:E ) [EiE R,

2. HEBERT , BEES K ARBELEMNERBNEABREE.
3. EEEERT , REER A AREELENEANBNEREHE,
4. HEERFHEARRS , BEHR.

5. HRIBT , EEMERIA.

6. ERIBAHEF , WARE.

7. EEBIRBMEE,

8. EBIEFENH,
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RERTBERE 7 EM4 B A

1.

© N o o bk~ Wb

£ https : //https://console.aws.amazon.com/workmail/ B R Amazon WorkMail £ &

MELEFEE AWS Bifl, EXEARERRNSIS , ARENESEE A RREBEEE. 0F
FHHMER , 32 H Amazon Web Services —fi%2E Hiy [EiEEE K E,

FEEERD , BiEES  AREELERPBRIIZHVEZEE.

FEEERD , BEER , AREELERPBRIENERERE,

EERFMEARRD , BERE,

FERIET , st EEBREN B Z REUZE S B,

BEBR,

BRI EIE,

EBRBERES , BEBE,

A E R

RIBFEER , Amazon WorkMail €221 EF, MREHEMAFERER , ALK 30 KAEHFRAE

o
A &R
1. ¥ https : //https://console.aws.amazon.com/workmail/ BIEX Amazon WorkMail £ &

MEXE , FEE AWS Bif, Z2XEARERRNIID , BHEENREEE K AREZFESE, W
TESNFMER  BFSH P EE K2 Amazon Web Services —fiR2 &,

FEEERD , BEES  ARRECQSCERAZCERNAER.

EEEEKT |, ##F Resources (BR).

EERBFED , ERNSERANERZENZRS , REREMA.

R EREE R BRI H R,
B A o

FRER

ERERERE  §EEEEETER. fl, BN EEREETENEERERAES

)

, RBES

2EAHERAKBAZEEE.
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FRER

1. 7£ https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail &,

WEXE , FEEAWS B, TERERERRNSIG , AEERNESEE , AREZEREE, W
EEFBWEMET , F2H B EE A% EAmazon Web Services —fig2 %,

2. EEEERT  BEEE  AREZQSLEFACERNER.

3. EEEHKD , 1#1ZF Resources (BR)o

4, HRERBEYH  ENCEFRAMNERZENZRE  AREZEEA.

AR E SRR,
5. BIEEA.

il ER &R

ELTHEEERE , EUUEHRMER. T8 , EXAXERER. WEFERERNEN , F2RL—
EiFPRY SRR
EBRER

1. BERXLM https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £#2 A&,

MEXE  FEFEAWS BE, EXRAREERNYIF  BRRINEEEBE K ARBREESE, m
EEFHWEMET , FSH P EE %2 Amazon Web Services —fig2 %,

2. HEEBEBRD , BREBES K ABRBEMENER.
EEEEKT |, 812 Resources (BR).

RERBES  ENEEBRNCFERERSHNZRE  RARBEMER,

MR E R FE S SRR H 3R .
5. HEWMABRBBUREEMBRL RS , GALEMRNERERE , RARBEZMERER,
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£/ |IAM Identity Center

& ] LU Amazon WorkMail {8 % B2 IAM Identity Center Z 3 B3 , LA4E Amazon WorkMail & Bk F
ZER®E (MFA), NMFEFMEEF , F2EMEE IAM Identity Center,

TREFARETERFIMNLTR,

=5

#& Amazon WorkMail {52 % E2 IAM Identity
Center 2 37 B35

IHAB R Amazon WorkMail A&

A/ IAM Identity Center FF &

HE5\ER B $E 4R E IAM Identity Center

LR

1. 7 Amazon WorkMail B 1AM Identity
Center

2. # 1AM Identity Center {# i & M B B 15 RiG
Amazon WorkMail FE HZX

3. #% Amazon WorkMail £ F #& E2 IAM Identity
Center f£ f3 & 2 1 BB

1. EAMERNERERBEIL IAM Identity
Center A%, BEAESHEE—E , XA
EHHTE R Amazon WorkMail FEFAE .

2. # Amazon WorkMail £ Fi & E2 IAM Identity
Center fi£ i & 2 1L BA Bt

1. fEF &2 IAM Identity Center 55 & B R #Y £
AEEZBEI Amazon WorkMail FEH &,

2. # IAM Identity Center £ F & S B {H 15k #a
Amazon WorkMail FEARZER.,

3. # Amazon WorkMail £ A& E2 IAM Identity
Center £ F & 22 3 B3,

1. #%5\EB B $k £ & E 5 E IAM Identity Center
B, mEFHMAEA , F26 IAM Identity
Center Identity )R8 3R +E

2. # 1AM Identity Center B¥#H 15k Amazon
WorkMail ERTE.

3. B/ 2B B & EEZE Amazon WorkMail , 6
RIEAEBBHERF
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=5 e

4. #% Amazon WorkMail { f & B2 IAM Identity
Center £ Fl &I B@HH,

TR LIRLSEBRE , BAILLFE Amazon WorkMail =B AMERET , 178 IAM Identity Center ARRE, &
#&Z AWS IAM Identity Center LEEFEREMEFHE. A MFA B Amazon WorkMail Web FERT2
X URL, B0 RJBER. BEAFIEHREERN IAM Identity Center THIBFREIE, MEFE IAM Identity
Center XA EE MFA WFFMEER , 5528 |AM Identity Center R EN ZERFE.

® Note

HE Amazon WorkMail 1 IAM Identity Center 2 BRVHRERIB R iR MR, EHETE
AT TER , FREUVESXAEZHEEENFIVE,
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HEBEE®RTD  BEEFDHPO.
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BEE BA

BUA IAM Identity Center IREFEEI K,
BE A

BoHRORERREERS 2P OMRE,

EE % |IAM Identity Center £ & B A%T8ZE Amazon WorkMail Organization , 55:&1& Identity
Center AREET FRVERE, MFWAFTEFEAENEENENR , F2EE IAM Identlty Center hE

BE5,

#& IAM Identity Center £ & B #8184 Amazon WorkMail f&F
ERX

& &7 Amazon WorkMail F1 U IAM Identity Center B , WorkMail € X RE1E |IAM Identity Center
hEUEARN. RIEFE , IAM Identity Center EFA EXLARRGLERREN , REBRIBTRGE L IE
AREXMNEE , F8E7FE Amazon WorkMail {8 WE5E. MEFMEEN , 552 AWS IAM Identity
Center  FAEEM) PWAWS ZEEAREN,
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. {&k IAM Identity Center £ A& — A L% IAM Identity Center 5 & 1§ k# Amazon WorkMailo
« {&k IAM Identity Center 48 — & T L& IAM Identity Center B #8384 Amazon WorkMail, ZEiBH
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® Note
MRBENIEE 52 KIREE IAM Identity Center B4R , FELFHHERFRZIRBUTRE,

I8 B 9 B3 2 H |IAM Identity Center B,

Amazon WorkMail #4R B i Amazon WorkMail £ & &40

IAM Identity Center #$/R & P& IAM Identity Center fE A&, BEAFMIER,

&% A1 Amazon WorkMail 2 & HEE Amazon WorkMail £/ & M & #H.

&Y ZBTE |IAM Identity Center FREEE IAM Identity Center {8 F & FEH4H,

R A |IAM Identity Center 38Rk f5F A & BR BBV £5F A & A FEL Amazon WorkMail,
& WAZBIE 1AM ldentity Center REIE MFA BRI H,

B &1 |1AM Identity Center Hi& IAM Identity Center 3REE AE I Active Directory s
REER  BXEERA Amazon WorkMail FIREH IAM Identity Center 858 , W EHERTE
LA#& Amazon WorkMail £ % E2 IAM Identity Center % 37 B3 Bk

Ed |AM Identity Center B #k[E5 /9 A & M BHHE 7T 5 4G 28 Amazon WorkMail ERARERX. WFE IAM
Identity Center £ EMEHEEEMNFMEN , 2B 1AM Identity Center FEVE REB AP

= E# |AM Identity Center £ & M B #A18R4E Amazon WorkMail , F5EfE T 5B,

1.

BARK Amazon WorkMail 12 & |, #81k A https : //https://console.aws.amazon.com/workmail/.o

MEXEFEEE AWS EBifl, £XHAREERNY S  BRIENESEE K ARREEEST, NFE
B , B2 ) FWIEE G2 Amazon Web Services —fi82#&,

HEBEE®RTD  BEEFDHPO.

IAM Identity Center Settings B HEFEEIH 3,
BEEIRAEAENEE,
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AT RERAERAE |, SIERRENERENEE
EIREHE - & LA E B 1AM Identity Center £ & 15 k%& Amazon WorkMail, &8 LA 31
#TEY 1AM Identity Center FAERIESRENSEAE,
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® Note
RIETAEE , FIEFH IAM Identity Center £/ & &7 IAM Identity Center PR, BER

F Amazon WorkMail B 1ZEVE | &4 BTE IAM Identity Center REREH R |, WHEHIERG
Amazon WorkMail, MEFHER , FSREEFEHEFHEZE Identity Center H #%,

#& Amazon WorkMail £ i & E2 IAM Identity Center {# FA & 22 37 B9 Bt
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FAEHEEBE , WorkMail #§7E |IAM Identity Center £/ % & A B E G EE H &R BH WorkMail £
AEZBEILEEH , WEZ WorkMail FRERE. B8, AFREERERARBERE,

(® Note
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2. EEEERET , BEHDTPO.
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3. BEEBIERSE,
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® Note
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6. BEEFEBBIERE,

— BB A Th , Amazon WorkMail £ & A LAfEF MFA IAM Identity Center &5 & A Amazon
WorkMail,

® Note

E 12 fmEE Amazon WorkMail £ & FEME AR , 157 L& Amazon WorkMail £/ & B2 IAM
Identity Center fEFAE R E@H., MEFMENR K FSRRECFEHEFMEA,

SoBEE N

O LER S, RBEN | AFFEHAEMERAE Amazon WorkMail B & AE X, H IAM Identity
Center 2 AER , SRHIEZE A IAM Identity Center EAE ¥},

Amazon WorkMail 2t ME 5 5 BB EN,

(® Note
ErBEREANEEIRAREBNZERNERAERBRYRE. EREREA IAM
Identity Center 3, , B AT EBEFIHIT IAM Identity Center RFE M MFA RIZ{HIGHHNZ
M, FiB , #& Amazon WorkMail Directory 1 IAM Identity Center X Y] 2 5] , AR
FEEAE—EAE MFA EF , SIRRIEFER  WREHREEFHHRAFiREFEIUERE
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A 5{5%0

« Amazon WorkMail Directory 1 IAM Identity Center ( BZAMAER ) - ERTARRE , JEEEY
#EIEEEX ZHAIE IAM Identity Center BB, AR Al EE A E R REA Amazon WorkMail
B 8% 1AM Identity Center ZAE R E A Amazon WorkMail Web Fi B, ERREBRELA
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BEE A Amazon WorkMail A FimfEf. EHRAEARAER Amazon WorkMail /A% , Amazon
WorkMail B #/8F T B ¥ Amazon WorkMail Web EARXFMEMRENEFHHAFHEN, &
AUERAEAEFBEHAFRBEREAERFRARERER. ATEHRXEZGEHENEIRE K FHERA
8 Amazon WorkMail £ & RBA MFA,

EEMASTREREN  FEETIIZE,

1. EE2FORERRT , BESSRIEEARSIER,
2. BERE.

mESIBRERXEEMBAIHE,
3. EETIHAPZ—:

- {£BR IAM Identity Center
« Amazon WorkMail B ##1 IAM Identity Center
4. EERE.

REBAFIRFR
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IAM Identity Center 2% , BFEAENREERAENBTEEN , BEEAHEFHBHAF K, BNFE
A& LAtE Amazon WorkMail Web BERAERXEABATRER , YEATCEAETAEFB4HAF K.
B LREEATRFZFEY K EFFBHE , ZNERAETUEEHRNZR.

(® Note

« &1 Amazon WorkMail FE I EAAZEERE K SNERAERERENER —X, MR
BEREAGIER K ERLLZE  BREEELFTNEEHER.
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BREUTREA :
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EFMER , BF2E P EE A B 2Amazon Web Services —8 %,

EEBESET  ZEFER A ARBEREENERE,
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MELEFESEESE, REBY , ENFESELERNEE. MEFHMEA , 552/ Amazon Web
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2. EEEBEERT , BEER K RARBEHENEE.
3. EEBEEKRT , BEEAE  ARERTHRERIER,
4. HEREFEF , BERNLERBHFAETANEE D,

TR B EEMRER,
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PROVISIONING_REQUIRED FAEIEEECREREEEMEALH
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ERERERS. SUNEERERAL , RUCHCHRIRARBRAN. CRTNUFE, BEX
UL

/A Warning
WMREMBRAEBNAIETBHEEFIURR , Amazon WorkMail I ETEEEFE.

ERLMRB T I REBM R AFFREEFIRRA

BT — TiPhoney . TiPad. = "Android. »
« HEBEEA — TiPhone10C1, . TiPad5C1, = "HTCOneX."
BEZRFHE—"I0S 12.3.1 16F203" = "Android 8.1.0",

- H£EFHERERR—"10S/14.2 (18B92) exchangesyncd/1.0" & "Android-
Mail/7.7.16.163886392.release".
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WEE, FH IMAP ETRBABENTHAFKTIEREHEIHNEEEMY , ARELR
BIREAA,

MRLFERBEAHEMBABEZEENFR , BUNELFEUEGFE, WFEELRAN
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RAETBEENBUR  RUTSEAZFHER. REFRENRAABARMERR. SEGREE 2
HEEMFHNEUEFEATE KNENFE LY,

Amazon WorkMail &R Al , DFFFR -

. MREIDENYRAFSEEBM , BEREHEEE, DENYHRAELMRALLOWR A,
- MEEDHE—EALLOWA BIFESEF , B EDENYHE R | RIBERERHFHE,
- MRREERARL , AISHEEE,

/A Important

TEEESHRERUARNRENBME, EESTE Microsoft ActiveSync £ BEMEEFHBHRE
HEM ., Amazon WorkMail EEB U RFBITEAFREEHE E# S up-to-date B/

EATEREFEGE R

IEATLAE A APIsE, AWS Command Line Interface (CLI) RN MEBTHHEEFEURE, 0F W
#MEEA AWS CLI , 552 B AWS Command Line Interface £ f & 1ER,

/A Important
EREE Amazon WorkMail {8 FEUR AR , SEENRENREEET 7 EN BT EE
BEMRNRE K MEEEHABIESERT —BNTH. T8 , ELRIEKRAIE , &8
BIEENTA. MEFMERN , 552 BTesting mobile device access rules.
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aws workmail list-mobile-device-access-rules --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56

BYTHEEFERA
THEHERMARA , HEAE Android REFIEHE,

aws workmail create-mobile-device-access-rule --organization-id
m-a123b4c5de678fg9h0ijlk21m234no56 --name BlockAllAndroid --effect DENY --device-types
"android"

THEEHIEEIEARFTISE IOS RAWHR A, BELBERTEIRALLOW-a11R 8,

aws workmail create-mobile-device-access-rule --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --name AllowlLatestiOS --effect ALLOW --device-
operating-systems "i0S 14.3"

EMTBHEEFIHRA
T o BEBRTIEE B R REREER A,

aws workmail update-mobile-device-access-rule --organization-id
m-a123b4c5de678fg9h0ijlk21m234no56 --mobile-device-access-rule-id 1a2b3c4d --
name AllowLatestiOS --effect ALLOW --device-operating-systems "i0S 14.4"

MBRITEI SR B EUR R
THgEFEMREREERNFNTHREFIRA,

aws workmail delete-mobile-device-access-rule --organization-id
m-al123b4c5de678fg9h0ijlk21lm234no56 --mobile-device-access-rule-id 1a2b3c4d
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EZREFEURE , B LAEHA GetMobileDeviceAccessEffect APl 2 F#Y get-mobile-device-
access-effect in 5 AWS CLI , N5 WEFMEA AWS CLI , 528 AWS se S YR EFEAE B,

EHRARE  CEEAEBTEBRENEM K MAPIH CL SEREEELBMNEETHRBBK
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R ZE B

BETHEBERAFRUKIZRE S EHRVUNESR , SEREEA. FATMUBEELEE ,
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BERFIAR, ShAMERABERRELFIURAUN — KGR , AFFRIERBBEEREME
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£
- THEEFRERNEFESK
- EEER

TBREFHERNEFSK
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BB E Amazon WorkMail 88N THEEFNBERRN  SEENEETEEERL 7 ENK
BAREEBEENNEER.

EHER

BRI LAER API 2§ R, EFBAMERITEIZEFIEE AWS Command Line Interface. IFE AYEE
& AWS CLI , 5528 AWS Command Line Interface EH &5/,

EESHEE D, BFFEH AWS Management Console, MEFMER , FSERETHEBFAE
#o

JHTHREFNER
LL & IR A A 51 38 E Amazon WorkMail BB FIETBHEFIEE.

aws workmail list-mobile-device-access-overrides --organization-id
m-al23b4c5de678fg9h0ijlk21lm234n056

BUNEHTHEEENEES
ERBIUTHEEFNES , LUIERFEIEEMN Amazon WorkMail #8#&%. FREMEE 1D,

aws workmail put-mobile-device-access-override --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BR8ECDO --effect DENY

BENTHREFNERIUBRAERTEANYR. EXEMLNELNTEREFNESR , ARG
FHL, MARIEE,

aws workmail put-mobile-device-access-override --organization-id
m-al23b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BR8ECDO --effect ALLOW

MERITBREFNES

EAEMIBRIEE Amazon WorkMail {84, FREMEE ID WITHEEFNER.
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aws workmail delete-mobile-device-access-override --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BRS8ECDO

BITHEEEERRIRES

Amazon WorkMail EB{TEE BB RMTHEEFIRAZE-LEANTHREETEDRE, T8 ,
iE L5 Th B L AEIEIB Microsoft Exchange ActiveSync (EAS) BIAMERTHEERSE , HitteMEEA
MEEBIETRELLRENENER, EEERIEHRBERLNERANEEENUAFEAE=51T8%
EEE (MDM) R A R,

TRHREEEMRSREH

&AL MDM SRS REXEAMBEERN | AEHNEE., F2HEEN MDM X4, LT HBIENERG R
XEMLEEN,

EREEXF |, THEERERB MDM #3175 REM Exchange Active Sync (EAS) & &A1 E 2R ZEX
Amazon WorkMail, MDM f#R 75 SR A 28 E AR RE IR Ao 5T R IE B FEN Amazon WorkMail 8, 1£
Amazon WorkMail i , SEAFEURHERA |, £ 72370 MDM SR RM 1P ik st it #1T EAS 7
B, MBEFHFMEA , F2REATFIIEFRE,

TEERAEBENREREARE,

Access Contral

Rule
EAS EAS 'l Dl '
WorkMail
Device .
Fosture F\f e
Changes H\\’

Y

MDM solution

EEEERT , THEEMFER EAS EiE1FH Amazon WorkMail, #&#) MDM R 5 RSN TIEBiRAE
BF K UHETHESELEEEAHTEELER, E MDM BRAEREAUFNEZEEN , fINEERS
B, CAUEEEEEE , BEZRHBEANHEMH. Amazon WorkMail EEE T UARRE REREZEEL
ERMEEN  YEBEUTHEEFNES , AFIIELFIEL MDM £EBERNEE,

HITHREEERRTRES W7 1.0 205


https://docs.aws.amazon.com/workmail/latest/adminguide/access-rules.html

Amazon WorkMail EESER

TERE AN EEENER,

Mabile Device Access

Rule
i
EAS l e l
WorkMail

Device Device Mobile
Posture ,---”'"*HHH Compliance ﬁ'?ﬁ""“ﬁ
Changes " Status CLESS
}\“ Waorktail ! Override

> > MO
Integration

MDM solution

X WorkMail B A E#EERNEE =7 MDM fER S RES
L EYEEEREES ST HEEEE (MDM) RS ERS  BUAFATHER

- BUFEIRHRA  BEAERENFERSIAER ActiveSync BRI E.

o BIUTEEEHY "deny-to-ally TEIEEFERE , UBEAERSEBMERIZAZENTHEE,

- FATHEBEERRAFR  CLERFLLRERIRHBTENREN,  ERTECEEARTHE
RE,

- BUBTHET4URBELEA , WFW Amazon WorkMail SDK LB TEBIREFNMEER.

ELTHABRAMEERAELERTS MDM EHEXR , F8EFHE Amazon WorkMail 558,
5 F R HI 58 B 2R FR 14T B 22 B ¥ ActiveSync FI1FEL

AR REEMER ActiveSync BIAWE , B & 7] LAGE A FEUE IR BIRE TR, £
m, BERERAIATE IP it EIER FEHEMBABERBEN T , REERL T A EINIFE
eamil BF{E 25T ActiveSync, BAEERM , RARE ActiveSync AFFEERAEE ID REABIEE,
I8 EE AR AR AR EEEARGE (IMAP) 5 Exchange Web Services £ @AM E. MEFHME
7, BSEREATFEUEHFEL,

BV TEBHMAL FEURA

EBRMATHREFIRREEBIE=FTHREEEMRAR , FEMFISA , BBEBMASR
B, BRIFGBEEAENSERERR. NFFAER K F2E EETHEEFTRAL
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ttgaflmER THEERAL KRB

aws workmail create-mobile-device-access-rule --organization-id
m-al23b4c5de678fg9h0ijlk21m234n056 --name DefaultDenyAll --effect DENY

HEBERTEEEMHRE  YRITHREFNER

BAERRTE MDM R A R |, MEEEEREEBENRELN, BLBHMALEBRTUER Amazon
WorkMail SDK RENREFHTEHEEFTMEBN THFER. RIFFERR , Amazon WorkMail 1E4&77HL
AEZEIFMHENEE K RAXTEREETRNTER "ERPE. TBEEFIRAL, E MDM #RA
RYEHEEBFEMEER , ULRHBAELHEEFSREGR Wt lERBAEENERENEERE
MEA RRALLOWHTEHEEENEEREELL BN, MRAEEBHEETER  THEEEEMRIR
BRHS—EEMN , METURMKRKIERFREE , HERXEENFRN. NEFHEEHN , F2HEEE
THEEENEER.

WEEE MDM Z&H Amazon WorkMail 145 |, 552 BEILAWS EF|FEAER,
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EREAETY

SET LAER Amazon WorkMail REVEFEEFA] , R T EAENFHEEEMERENEE D THFENER,
EHEFFAEAREEREH. EMAURSEEREFIMEENGERE  MEFTLAXREHENERE. #EEH
AU ERETURERRNEREREEN LA HAEHEEIEFEM,

® Note
SRt FERRBERENERFANERE , MATUFNRREEMAENER,

LT EERRETHR TR

- TEEN - MAGHENTEFERNEAFR , SR ERERRBRFFAINRTT.

@ Note
BRBEEAR FAE. BEEARTHAXEFIE.

- REREE -SZFEHAEIRERREMERESEEEFHH. SREEEETR From: (BFHE) EH
F , BEHEEHERE Sender: (F4E) BHE,
- EESD -BFERAERBEUCGREEEI»EXEFEY K MIAERALNERSHE, BF

BEERRERR From (B4 A) # Sender (BF#4#&) 125,
o 8| _PhILFERAERBEELEFEMY,

@ Note
BT ERGEE  EEHTEREEZFANTERE , SR ERHENKE.

BB FEMI AR , Amazon WorkMail AutoDiscover FRIS & B E) A B BHE A ERFFHEEMEL
SR FEUE,

7 Windows B9 Microsoft Outlook P , FAEE R FRF A LEBFRARAER. RZEE
60 PESEEEBEE , REBEHEF Microsoft Outlook,

¥R Amazon WorkMail Web BRAERXMHEME TR R , ERTEEIGTANERE AT FEE
RHARAEHE, IEETEERCE  BRNEFESRERAK  RIEECAEKCHEHEA.
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FHE

- BERERMNE LR

- EEEAENERNT

- EEEENERNY

EARME RN E R RFF Al

ERETTEARCRTNMEER K, ELFTREEHA AWS (REFHE ASEEMNW Amazon
WorkMail B3 API 1Y IAM ERERA. BEREVNSEEHIBFERBRNTT , FEH AWS
Management Console 2 Amazon WorkMail API, &I At XA EE ZE 100 BERMEHE T,
EEEEESERAEMEENET , F£A Amazon WorkMail AP,

BERRFUREARE—ERK, RXFEAENUAEAEFE4HAFmIERA Amazon WorkMail Web
FEARKXRBEERRIHFTT, MEMEA Amazon WorkMail Web FEFARRR LA ERRWFME , F2
B {Amazon WorkMail A& 5rE) PV H A ER R ER KT,

BEEMAENERRY

&R LAE A Amazon WorkMail E#2 & REBFEAENSREFTTUAREE, THSHRANAEE £H
ENFA. MEAREEREFTNENR  F20 EEFENEET .

e
. ST
. BEEAENEHET

#EET A

EEWERTUR , CERTAERAEES —UERENERETIAT —NSEEHHER, Flm , KRR
BT AFTEARMENEEST B EEALS . BERTHKIT , FOEST BHERRE  IRTFET
A FATRASRERSIFF T,

FHERNT

1. BERULM https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £#2 A&,

MEXEFEFEE, REBEHG BEFASLERNET, MEFMEN , 526 Amazon
Web Services —fix2:#& Rl [E15 s 2,
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EEBESET , BEER K RARRELETEFITNABERE.
EEBEERT , BEERE  ARBELELHEEFINERESRE,
B FTE RR  RREE WEE A,

TR S RER LR,

PR ABE  ARENFEFISENERZNEHE.
EERFUMNEEFAT |, BERENRER,

BERTE,

MW TRZAEEEL P ESEEERRERE,

mEEE A EREFHETA

ELREEAENERI IR  SUNSFHMARZERAESENEIE. RESHETAITSRERS
6 R A 5 & B R HURE

mEESFERT A

1. BERUMLR https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £## &,

MAEXEFEEEE, REBYF  ZEFESELERNES, NEFMET , 5528 Amazon
Web Services —fix2#& HH [E15 B B

EEBESEET , BEER K RARRELETEFITNABERE.
EEBESET , BRERE  RRRELERBEFTINEAERR,
BEF AR5 RRER.

ERERFIENERENEGFEBERE R,
BHEERSFNERAERFHEZNRERRE  ARIIT T IEMEHE

BRERAENET
1. BIEBER,

B RRET AT EE SRR ED B
2. EBERFFATHEART , BEEBER.
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WREE L ERYFTA]
1. BERE,
mEERT AT A S BLRERI B,
2. AFBERENH , RREE[MF
EHEMERE IR TESE
1. BERTEET

TR S RER LR
2. RGBT ARE  RRENEEHMEHNERE,
3. AFEREH , RREERME,

MAANBERZSAREEISENKB T ERRERE.

BERENERERY

&R LA 8 2 BB R Amazon WorkMail B9 EE4EEF AT .

(® Note
BRI ZEFIFAEAZEHAE  BAFEAREFETHER.

EEEERTA

1. ¥ https : //https://console.aws.amazon.com/workmail/ BIEX Amazon WorkMail £ &

NAKE K FRETRAAERRN AWS BE 5, ARENEESEE K ARBEEH. WFHF

&R , 52 Amazon Web Services —fi¥2& i [EigEEmE,
2. EEBERYT , BEES K ARRELEEENFTNEASER.
3. HEEBERYT , BERE  ARBELEREFTNHEER.
4., BEFURSIER , RARBEFET,

EEEHANEETT
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5. FRGTEFTARE , RRENER TEHFT U EMZNEE.

6. EEMBIAINEEFAT  BEFRFAREE,

7. BIEWNE

MAANESERSTREELSENRESEERGRERE,
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1§$§HI‘J$ET an-l_T?‘HR

ZEZ LR TS X FEE Amazon WorkMail 15%'5’ : iﬁﬁﬁﬁ Exchange Web Services (EWS) B
Eo. FEB EWS , BAIUFEEETNAEEEEE, UTREALIE Amazon WorkMail #E £ A #Y
—¥ EWS BXE :

« Java - EWS Java API
« .Net-EWS Z& API

 Python — Exchangelib

Amazon WorkMail 23218 IMAP 1 SMTP @A E , & 7] LAfE A IE L@ A 17 & SR A M E 73
#, A LLE Amazon WorkMail % 2t M AL 28 & & Amazon WorkMail BIAE E X EH URLs,

5/ EWS BB ER , Amazon WorkMail XEBETH S 2EREH %

- EXFORE - EAERFORE , AU EAE FEBA IR,
- BHAC -FRERACGE  LULUEREAENER  MEFTWACRAENZEAER,

S|
- EEERAE
- FRERAR

EEERA®

EREEAS K EEREESNRECAECFHENENRFR, METWACRENEAER. BBNITEA
IUEEREAE  EEAENEHEPITEE. EREXE EWS BABE.

RRACHE

BENER  EEESSAEATIBHEEIRRAS

- AEEE - REXEFINEEE. ACBEERHASAHTHRERE,
- RAl - ERERACTERBLEERENRABE,
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« DRET DENY REAER , BUREIEEEH, DENY RAIBEMEM AR,
- MRED—EALLOW RAIMAF , HRHE DENY RAMAR , AIBER RFF &S
- MRREBERABRA , AEBES,

® Note

& ZE L5 Amazon WorkMail {8 EVFrE A EEE BB EF ALLOW MR BREHRHF
KR Al,

/A Warning

BBARMBA , UAHERACREERE, WREAEERA A EHACELIBEERE
HY 7 BV

BUBRRAGC R  BUUERCREFREAENER. WFHEEN  F2EEAEEAE,
ZEER

FEHRERAREESLN Amazon WorkMail #BBAEEZ BB REM AWS IRF ., U TREERIL
BiEACKEEZEN —WHBERE

- M -MRERAEAGRFREREBNER  AAFEEACEEERE A, BILEEA
BRLRRERE A NEFEFFIMERERER B 55,

« FEURE - B LERAFEIEFEIRAIRREERAGER. NRFMER  F2HEEHAFIZHEHR
E;ljo

o 1AM BUR - BRI LAE A workmail : ImpersonationRoleIdf§&4F
#AssumeImpersonationRoleB)fEIE 445 E Amazon WorkMail A FE R AR, EEEEF
IAM BR &5 , 55288 Amazon WorkMail 20a/E2 IAM & EE 5 o

BUERAE

BE[ LA Amazon WorkMail F1R BV EBRAE®,
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BUEERAG

1. BRI R https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

MEXEFEEEE, REBYF | BEFESELERNED., NEFHMET , 5528 Amazon
Web Services —fix2#& Al [E15 s 2,

2. EEEERT , BEER  RARBEHEBHEE.
3. EEREAG K AREERIAG,
4. FEEHREBVERAGHELSR, EACT , BATIER

- B -BARESCNE—BE,
- (EA) #Hl-@ARRAGHER,
- ABRE - REERITEEFR.
5. HARAT , ZEHMEHRA,
6. FERAUHFLRBEILER. BWATIER

- BE-BARANE 2R,
- (EA) HIR - W ARV,
- BRRT , BEEAFSIERE, ESRBEETIHIRPERNFRG RFFRIEE T

- (B ) EUHRRAT .  BENSREMBEERAENESRECAENER. EREFSERM
BEREUANERENFR , UAEMEEREUINNERE,

7. EEFRERA,
(® Note
RAEELHREHENACKR K FaRmERAL

8. EEEVAG,

mEBERAG
& A LA Amazon WorkMail A REERA®,
mEERAE
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MAEXEFEEEE, REBYF  ZEFESELERNES, NEFMET , 5528 Amazon
Web Services —fix2#& FH [E15 B inm B

EEBESET  ZEFER A ARZEREBNERE,
BEEREAS®,

BHERRENERACERE K RARBERE.
EENHRFEEEEACHESR. £AGT , WATIER

o & 0N

- ER-BAERACHNKE 28,

- (ER) #HE -@AREAGHHET.

- AEHE - EERUERACHERECHENERETIE A BEEER. sERTREACGHE
WAEREAEFEETREENER , FEETEEF

6. HERAUT  ZEHEBRENRAY A6 RREERE.
7. WERAHFSRBEILER. GATIER

- BE-RERAUANEE,
- (EA) - EHRSmARNER,
- ERRT , BEAFN  UMEEFSRUPRENREFLFEFN. EREEFW , FREFEE.

- (BEA) EHRAT .  BENSEREMBERENCSRECAENER. EEFSEERM
BEREUANCERENFR , UAEMEEREUINNERE,

8. igj% Save (ﬁﬁ)o
9. 31#{E Save changes (RREEE),

/A Important
ECSFEERAIE K SEENERRZVEREELPETEEN. ERIEHBEH , &7
EEEEGHETEEINTFT—INTA, T8 , IRFLAFEAEL , Amazon WorkMail ERIFEEFH R
MR AT EIFE, MEFHMEENR K F2RAGEERAE,

ARERAR

A LA Amazon WorkMail E= S A ERAE®,
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AREEAE

£ https : //https://console.aws.amazon.com/workmail/ B R Amazon WorkMail £ &

MEXEFEEEE, REBYF | BEFSEBERNWED, MEFMER , F52H Amazon
Web Services —fix2#& HH [E15 B B

2. HEBEHKD  BEAG K ARARBREHEHENZE.

3. BEEEAG,

4, BRLEAZRNEERAG,

5. EEMNFHAE,

6. BEEEACHEHFRENLEE, tEEFEAET  ENEIEEREINERE,
7. BEAE,

fprER AR

A LA Amazon WorkMail S MBRERAE,

MiprE A &

1.

2

BRI https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &,

MEXEFEEEE, REBYF | BEFSEBERNWED, MEFMER , F52H Amazon
Web Services —fix2#& HH [E15 Einm B

EEBESET  EFER A ARZEREENERE,

BEEREAG,

BHUEERMBRNERSCERE,

EE MIBR

MprAEHEARBEHE, SEREMER , FEHFEARTRAACHER , RAREEMER.

EHERAS

EEFRERER , B5EMA Amazon WorkMail API B4 AssumeImpersonationRole, %
Amazon WorkMail APIsKYEEHIE R |, 2B AP 2%,
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AssumeImpersonationRole {[El Token, iETokenZETE 15 D ERIER HTTP 25 BEE
EWS @A HEAuthorization,

T o€ REMAIEE EWS BRABEFEAERAR., @HPFEANEHSEEEBNIRFBEN TS
HEA

 WORKMAIL_ORGANIZATION_ID - Amazon WorkMail #8#& ID

« IMPERSONATION_ROLE_ID - #H# A& ID

« WORKMAIL_EWS_URL — Amazon WorkMail i S 1B ZBIR it EWS iR 2

« EMAIL_ADDRESS - EREERNE FE4itb it

Example Java - EWS Java API

import software.amazon.awssdk.services.workmail.WorkMailClient;
import software.amazon.awssdk.services.workmail.model.AssumeImpersonationRoleRequest;
import software.amazon.awssdk.services.workmail.model.AssumeImpersonationRoleResponse;

import microsoft.exchange.webservices.data.core.ExchangeService;

import microsoft.exchange.webservices.data.core.enumeration.misc.ExchangeVersion;
import microsoft.exchange.webservices.data.misc.ImpersonatedUserId;

import microsoft.exchange.webservices.data.core.enumeration.misc.ConnectingIdType;

/e

AssumeImpersonationRoleResponse response = workMailClient.assumeImpersonationRole(
AssumeImpersonationRoleRequest.builder()
.organizationId(WORKMAIL_ORGANIZATION_ID)
.impersonationRoleId(IMPERSONATION_ROLE_ID)
.build());

ExchangeService exchangeService = new
ExchangeService(ExchangeVersion.Exchange201@_SP2);
exchangeService.setUr1(URI.create(WORKMAIL_EWS_URL));
exchangeService.getHttpHeaders().put("Authorization", "Bearer " + response.token());
exchangeService.setImpersonatedUserId(new
ImpersonatedUserId(ConnectingIdType.SmtpAddress, EMAIL_ADDRESS));

Example .Net— EWS Z& API

using Amazon.WorkMail;
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using Amazon.WorkMail.Model;
using Microsoft.Exchange.WebServices.Data;

// ...

AssumeImpersonationRoleRequest request = new AssumeImpersonationRoleRequest();
request.OrganizationId = WORKMAIL_ORGANIZATION_ID;

request.ImpersonationRoleId = IMPERSONATION_ROLE_ID;
AssumeImpersonationRoleResponse response =
workMailClient.AssumeImpersonationRole(request);

ExchangeService service = new ExchangeService(ExchangeVersion.Exchange2010_SP2);
service.Url = new Uri(WORKMAIL_EWS_URL);
service.HttpHeaders.Add("Authorization", "Bearer " + response.Token);
service.ImpersonatedUserId = new
ImpersonatedUserId(ConnectingIdType.SmtpAddress, EMAIL_ADDRESS);

Example Python — Exchangelib

import boto3

from requests.auth import AuthBase

from exchangelib.transport import AUTH_TYPE_MAP

from exchangelib import Configuration, Account, Version, IMPERSONATION
from exchangelib.version import EXCHANGE_2010_SP2

work_mail_client = boto3.client("workmail")

class ImpersonationRoleAuth(AuthBase):
def __init__ (self):
self.token = work_mail_client.assume_impersonation_role(
OrganizationId=WORKMAIL_ORGANIZATION_ID,
ImpersonationRoleId=IMPERSONATION_ROLE_ID
Y["Token"]

def __call___(self, 1):
r.headers["Authorization"] = "Bearer " + self.token

return r

AUTH_TYPE_MAP["ImpersonationRoleAuth"] = ImpersonationRoleAuth
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ews_config = Configuration(
service_endpoint=WORKMAIL_EWS_URL,
version=Version(build=EXCHANGE_2010_SP2),
auth_type="ImpersonationRoleAuth"

)

ews_account = Account(
config=ews_config,
primary_smtp_address=EMAIL_ADDRESS,
access_type=IMPERSONATION
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ELEARA

A8 Amazon WorkMail APl 2§ StartMailboxExportJob API B4 | #% Amazon WorkMail {558
RAEHZE Amazon Simple Storage Service (Amazon S3) #2878, Amazon WorkMail LtEIE
2L MIME X , BFTEEFBHARNTEREBERIEENEHELZE Amazon S3 FHEETEF
W.zipER, T2ELHHMIER , HlMB&ANTE,

EREHAEZERAMENFEBARGEFTHNEE XM HE, HAGHEELTESE —BRFBARE
7, AEFRREFERNBTEE-RFEHNRRE, EEEFEHTHEWARE , F5EA Amazon WorkMail
API 2Z s H DescribeMailboxExportJob % ListMailboxExportJobs APl 1€, Amazon WorkMail

EHEELEHTHE , Amazon S3 EEFIFBFH . zipEREFEALIRMNLETE AWS Key
Management Service (AWS KMS) BF £ &8 (CMK) E1Tin®., EA AWS KMS 1% 28 Amazon
SIEE , AMUTHEMNERAETUEIHRENER , REEAF I UFE AWS KMS CMK,

FORIRMF
AT R H (E R P AR SE R

- ImEREXWEESD,
« Amazon WorkMail EE SRS,

o TAFLFAEEM Amazon S3 f#7ErEE. MEFMEN , F2E (Amazon Simple Storage
Service &) M (Amazon Simple Storage Service R &EERM) TR A Amazon S3 84
NBITFEE. https://docs.aws.amazon.com/AmazonS3/latest/userguide/

- ¥ AWS KMS CMK, ¥1EFEZE AWS Key Management Service FiZ% A B8R MBHER,

- BEHBUERH AWS Identity and Access Management (IAM) & | AR FE A Amazon S3 #1ZETE
W EA CMK AWS KMS In# EEIAERNGFTAI. MEFMER , F2BEAmazon WorkMail 201752
IAM F&BLfE A o

IAM BUSRSE6IF A &2

THSEHIRR IAM BER |, FFFA , LB A Amazon S3 @RI ER CMK AWS KMS I EiAH
BR, FEETIES  EHEEATEFPEALEMIBER  FRBERAFAEREEA 1 JSON

fEZ=mailbox-export-policy.json.

{
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [

"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:GetBucketPolicyStatus"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

I
{

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KEY-ID"
1,
"Condition": {
"StringEquals": {

"kms:ViaService": "s3.us-east-1.amazonaws.com"
3,
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::amzn-s3-demo-

bucket/S3-PREFIX*"
3

THSEFBREREZELRIZ IAM BB IAM EEBEK. BEEETSES  EHERERAEERFPER
LEHIBEE  BEBEREFEAEREEBA W JSON #E=Rmailbox-export-trust-policy.json.

B EERBEMFERA aws : SourceArn#l aws : SourceAccounti®#F. Hilin , MREEEFEHAERHN
AERHER AWS 1RFE THFRRE Amazon WorkMail BEEHAL , B Uaws : SourceArnBUR
R . MERGRSIBNFEMERN , 528 AWS Identity and Access Management {# i & f5&
MWAWS £ R RBERSI#,
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"Version": "2012-10-17",
"Statement": [
{
"Sid":. "",
"Effect": "Allow",
"Principal": {
"Service": "export.workmail.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
1,
"ArnLike": {
"aws:SourceArn": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
al23b4c5de678fg9h0ijlk21m234no56"

BaLAMER 1T T3S AWS CLI , EtRFHFEY IAM Af,

aws iam create-role --role-name WorkmailMailboxExportRole --assume-role-policy-
document file://mailbox-export-trust-policy.json --region us-east-1

aws iam put-role-policy --role-name WorkmailMailboxExportRole --policy-
name MailboxExport --policy-document file://mailbox-export-policy.json

WE WEFHEEA AWS CLI, 552 BAWS Command Line Interface { EREERE) .

gHl : BEHERRR

EL—PEL IAM BERNBERE , SR TITRUELEEASR. B4AHE AT Amazon
WorkMail =2 & 3£ A Amazon WorkMail API 7By Amazon WorkMail #8#8 ID FfEAE ID ( Ef
D),
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gl ELEREAR

1. £ AWS CLI EMEFEE L EH.

aws workmail start-mailbox-export-job --organization-id m-

al23b4c5de678fg9h0ijlk21m234no56 --entity-

id S-1-1-11-1111111111-2222222222-3333333333-3333 --kms-key-

arn arn:aws:kms:us-east-1:111122223333:key/KEY-ID --role-arn
arn:aws:iam::111122223333:ro0le/WorkmailMailboxExportRole --s3-bucket-name amzn-s3-

demo-bucket --s3-prefix S3-PREFIX

2. {£A AWS CLI FEE$= Amazon WorkMail #8409 15 58 FE HIETEAREE,

aws workmail list-mailbox-export-jobs --organization-id m-
al23b4c5de678fg9h0ijlk21m234no56

m¥E , £/ start-mailbox-export-job@p TELMER ID , EERZKEHE HEBHMRE,

aws workmail describe-mailbox-export-job --organization-id m-
al23b4c5de678fg9h0ijlk21m234no56 --job-id JOB-ID

EEMEEHEKRESR COMPLETED B, EHIEFAEEB IJEEE Amazon S3 fEFETRH . zipER
REEMA,

LU RE SR % H B 5886

{
"totalNonExportableItems" : "13",
"totalMessages" : "76",
"sha384Hash" : "4de93a***96aldd",
"totalBytes" : "161892",
"totalFolders" : "15",
"startTime" : "168***380Q",
"endTime" : "168***384"

}
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