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« Amazon S3 fE1ZErE8, MMEHEE Amazon S3 EEFETEMNEN , 5528 (Amazon S3 A&
M) FHRELYRTFITE. SNRETrBLAFEAMEEN IAM RS |, 36 HE WorkDocs #8uG L A [E
WEE, kA, EXEHHEHERFTREOLBER. UEBTHRENFHRER , 528 (Amazon
S3 EAEER) PR EEE Amazon S3 HEFENNBIFE. Amazon S3

EERF WorkDocs HEERMNEFT | BREMETFEEE K NWTYEFFFR. BERER
aws :SourceAccountf aws:SourceArnffHRSIBRBLBRNER , ERZEHREEW.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowWorkDocsFileUpload",
"Effect": "Allow",
"Principal": {
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"Service": "workdocs.amazonaws.com"
I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::BUCKET-NAME/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "AWS-ACCOUNT-ID"
I
"ArnLike": {
"aws:SourceArn": "arn:aws:workdocs:REGION:AWS-ACCOUNT -
ID:organization/WORKDOCS-DIRECTORY-ID"
}

(@ Note

e WORKDOCS-DIRECTORY-ID 2 WorkDocs #BitfI4#H#% ID, E A 1E AWS WorkDocs £
BEAEN TERNEL, ERXRPERE

- NERERFIBERNFMES  FS2HELA Amazon S3 TR AMERFABERE

« IAM B3R, HEH WorkDocs £ & ERBER , IAM W EEB LA THBRERZHFIE !

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowStartWorkDocsMigration",
"Effect": "Allow",
"Action": [
"workdocs:StartInstanceExport"
1,
"Resource": [
"arn:aws:workdocs:REGION:AWS-ACCOUNT-ID:organization/WORKDOCS-
DIRECTORY-ID"
]
},
{
"Sid": "AllowDescribeWorkDocsMigrations",
"Effect": "Allow",

TORIRE 7
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"Action": [
"workdocs:DescribeInstanceExports",
"workdocs:DescribeInstances"

1,

"Resource": [

i n

"Sid": "AllowS3Validations",

"Effect": "Allow",

"Action": [
"s3:HeadBucket",
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"kms:ListAliases"

1,

"Resource": [
"arn:aws:s3:::BUCKET-NAME"

"Sid": "AllowS3ListMyBuckets",

"Effect": "Allow",

"Action": [
"s3:ListAl1MyBuckets"

1,

"Resource": [

"

}

- HE , BAULUEA AWS KMS £ RNEZERETRIVFEER, IRETREMLESE , AIEEH
REITRNEENRRE, NEFHHEER , 28 Key Management Service B# A EfgFEH A E
ITAWS £,

BHEMEA AWS KMS €88 , i THIFRAXFTEE IAM B3R, BAAER SYMMETRIC_DEFAULT
BHHNERATE®R,

"Sid": "AllowKMSMigration",
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"Effect": "Allow",

"Action": [
"kms:CreateGrant",
"kms:DescribeKey"

]I

"Resource": [

"arn:aws:kms:REGION:AWS-ACCOUNT-ID:key/KEY-RESOURCE-ID"

]
}
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BULRBEEASIFHTHILENER, IFEERUEXRIAXTHNENR , 528 WorkDocs
B3 A B1ERhttps://docs.aws.amazon.com/workdocs/latest/developerguide/download-
documents.htmlH ) . MEEEFB THERNEN , FSREAETERRESEZ 1 PNTER,

- BECHEN zZp ERASTEMMEENERN/IER K, EEAELANTMAERN/IER K
MENVNRHEERRIN/IERRZFERAERN zip BEREH,

- W% WorkDocs FHIERKRRZEN (TISEMBER/ERRK ) , AITFEHRERK,

- TREEEBIERBEZBINTMER (BR. ERK, A, FH. 58 ) 23T ESES3IH
EHERP,
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Migrate Data: your-workdocs-site-alias X

This action will transfer all folders and files (along with file versions) frem the WorkDocs site data-migration-
pentest-2 to the designated $3 bucket. Any file comments, annotations, and permissions will be preserved in a
separate file.

The data for all users on the WorkDocs site will be compressed (zipped) and made available for download from 53. Your
migrated data will be available in 53 and can be accessed via the AWS CLI, the AWS SDKs, or the Amazon 53 Console. Note
that pricing for storage at the 53 URI destination will be subject to the pricing and terms available here. Please refer to the
migration blog post to learn more about data migration.

Choose an S3 bucket

To start data migration, enter the 53 destination bucket URL. If you de not have a bucket, please visit the
53 console to ensure you have a bucket. Please configure the bucket permissions as described in the pre-
requisites section here.

53 URI

[Q 53://your-properly-configured-bucket )(| | view [4 | | Browse 53

Notifications [Optional]

Enter email addresses for notification recipients. These people will receive status updates on the migration.

| person@domain.com

‘ person@domainl.com X | ‘ person@domain2.com X

¥ Advanced Settings

Choose an AWS KMS key

We will use the chosen AWS KMS Key to encrypt the data once It is migrated to the designated S3 bucket. In the absence of a selected key, the
compressed file on 53 will be encrypted using the standard SSE-53 encryption.

Q, arn:aws:kms:us-east-1:123456789123:key/123456789-abc1-def2-hij3 X Create an AWS KMS key [

AWS KMS key details
Key ARN
am:aws:kms:us-east-1:123456789123:key/123456789-abc1-def2-hij3-abc 123456789 [

Key status
Enabled

Key aliases
your-kms-key-alias

» Ongoing Migrations and History

the WarkDoes site. To delete WorkDocs site, please refer to these instructions.,

To confirm migration, type migrate in the text input field. EEEEEE—
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BB TR

- WRAMFE, TESK "M, EFEBHEEERENBE AN,

« $&H Amazon S3 FEEITEASEE /workdocs/site-alias/created-timestamp-UTC/ BRI,
ZERNRTESACHAECTHRL LEGERNBRER KR, SEABRGEERNKXRTETSERENER KM

BR , SEFFANMEHERS CSV ER,

- MRERAEEBBBRAAESR , AIRERAETSETRBRERR,

o WA - BEESEMRAN S ER _version_creation B AIE. BB ER epoch ER., fI
m, B4 "TestFiletxt" X , HHPEE 2 BRA , TR :

TestFile.txt (version 2 - latest version)
TestFile_version_1707437230000.txt

« FFA - THIEHIRREHFT CSVERNAR,

PathToFile,PrincipalName,PrincipalType,Role
/mydocs/Projects,userl@domain.com, USER, VIEWER
/mydocs/Personal,user2@domain.com,USER, VIEWER
/mydocs/Documentation/Onboarding_Guide.xml,user2@domain.com,USER, CONTRIBUTOR
/mydocs/Documentation/Onboarding_Guide.xml,userl@domain.com,USER, CONTRIBUTOR
/mydocs/Projects/Initiative,user2@domain.com,USER, CONTRIBUTOR

/mydocs/Notes, user2@domain.com, USER, COOWNER

/mydocs/Notes, userl@domain.com,USER, COOWNER
/mydocs/Projects/Initiative/Structures.xml,user3@domain.com,USER, COOWNER

- R - THIEPIRRAREERE CSVERNRE.

PathToFile,PrincipalName, PostedTimestamp, Text

/mydocs/Documentation/

Onboarding_Guide.xml,userl@domain.

/mydocs/Documentation/

Onboarding_Guide.xml,user2@domain.

/mydocs/Documentation/

Onboarding_Guide.xml,user3@domain.

/mydocs/Documentation/
Onboarding_Guide.xml,userl@domain
/mydocs/Documentation/

Onboarding_Guide.xml,user2@domain.

com,2023-12-28T20:57:40.781Z, TEST ANNOTATION 1

com,2023-12-28T22:18:09.812Z, TEST ANNOTATION 2

com,2023-12-28T22:20:04.099Z, TEST ANNOTATION 3

.com,2023-12-28T20:56:27.390Z, TEST COMMENT 1

com,2023-12-28T22:17:10.348Z, TEST COMMENT 2
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/mydocs/Documentation/
Onboarding_Guide.xml,user3@domain.com,2023-12-28T22:19:42.821Z, TEST COMMENT 3
/mydocs/Projects/Agora/
Threat_Model.xml,userl@domain.com,2023-12-28T22:21:09.930Z, TEST ANNOTATION 4
/mydocs/Projects/Agora/
Threat_Model.xml,userl@domain.com,2023-12-28T20:57:04.931Z, TEST COMMENT 4

- BBER- TSR RARKBER CSVERNAR, BMMEET ID XKBETRRE , URES
CIE-§:

FileOwner,PathToFile,DocumentId,Versionld,SkippedReason

userl@domain.com, /mydocs/LargeFilel.mp4, 45e433b5469...,170899345...,The file is too
large. Please notify the document owner...

user2@domain.com, /mydocs/LargeFile2.pdf,e87f725898cl...,170899696...,The file is too
large. Please notify the document owner...

£ Amazon S3 TERERNER

HAZER 28I Amazon S3 KA , AL B A ERH ERE Amazon S3 THE| S —BREFHERS
R, AXTERANMATHRERBNER , WIREKER LEEREERAIENER,

(® Note
THLZRRAMA—RA TR —ERERIER R, MFEEMTHRERAFHVENR ,
{Amazon S3 A &) PN TEW4.

e
W
&

THER

1. BRI https://console.aws.amazon.com/s3/ BJ Amazon S3 &,
2. ENMHERETrRBILEEFRLEE,
3. ENEBHEERRZNZEG R,

e

HRBEERR , WLEREREAEERIERRSHZEG R,
4. J£$E Download (T #)o.

RERRDRNER
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%TEAji*“ﬁﬂjE RMEBEERASED Linux B Amazon Machine Image #i# EC2 #{TEEE , LER
sxat A IHE Amazon S3 TEREMER., MEBEER K AREH LEELNREFREE IR EEER.

HEBRETHEZH

AEMELESR  URAECCERRERE

- MEEBKLHK , WorkDocs TR ANBEELEHERSIER L SERERIAL, MEERAS,
. BEHRH Amazon S3 REFETEEE,
- EFETER,

ERENISERE | FHA% AWS Support. 2E WorkDocs ¥ B URL FEBBEH ID , URBBESE
ERE & et

WA B R S R %
TS HRAMARRELE L 6,
RGN E £ 5285

1. BARX WorkDocs £ & , #81tA https : //https://console.aws.amazon.com/zocalo/o
2. BEEUFTE WorkDocs #8k5Z HYiRIEZ .

3. FERMEERE K6 RREBEFEERER,

4. HEEBRERRUBABERL  BERTHIEBNEL K,

ERRLRKEHRAEERT., TERTHENE LK,

Migrations
Migration Status Start Time End Time 53 Bucket
® Succeded Feb 1, 2024, 18:01 EST Feb 1, 2024, 12:01 EST workdocs-data-migration-tool-test-bt
® Succeded Feb 8, 2024, 17:00 EST Feb 8, 2024, 17:02 EST workdocs-data-migration-tool-test-bt
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https://docs.aws.amazon.com/linux/al2023/ug/ec2.html
https://console.aws.amazon.com/zocalo/

Amazon WorkDocs EEER

Amazon WorkDocs B 5o 3R &4

B EREHNB WorkDocs #8vh , NEBRRBHEY , BLATR T HER,

M AWS IRF
MBEEH AWS IRF | BB T HILZBRRET —E,
M AWS IRF

1. BARK https://portal.aws.amazon.com/billing/signup.
2. FERMRLETRET.

AMEFN—Ho FEREFAXNFALS  AEEFRE FRARER.

B B AWSIRF , AWS IRFREAREESRIN . REAEFBFIIRFPHAE AWS R
BHNER. FRAZERARR  FREEFIEERGERASE  YEECERAREAERUTER
BEAEFEERES.

AWS EEFMEF TR B EEERE FEMFH T, BT LAFER 8 https://aws.amazon.com/ Ii#
BROIRS , RSB sINIREEEIEEIRS,

BV EREETFHHERNERE

M % AWS IRF |, FERE AWS t(RFREAE. BUA AWS IAM Identity CenterflIZ2 EEMEAE ,
UREREREARBEEE,

REBEIEH AWS tRFRERH

1. BERFERAELEWA AWS IRF BWEFE4#ut , BURS#E FEAWS Management Console &
DEAN. BEF—EH , MALHNERE,

WEEAREAZEZANRSA  F2HRAWS BA £REEEPHNIURERAES I E A,
2. BEELNRERAERF LRAZSEERRE (MFA)

WMERPA , F2E (AM E£REER) PHSEN AWS IRF BEAE (28 ) BMAER
MFA £E&.,

S AWS IRE 15


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html

Amazon WorkDocs EEER

BYEREEFHENERSE

1. BA IAM Identity Center,

MEET , FZE (AWS IAM Identity Center £ EIE®) PHIEA AWS IAM Identity Centero
2. 1£ IAM Identity Center # , i EEEFRERFEAE,

MFEME A IAM Identity Center B # A 5 2 KRN HZBRE , FSBAWS IAM Identity Center
(ERAFEER) PHEAEREREMSHAEFEIAM Identity Center B #.

LERERFRENERAESSEA

EEF ALK IAM Identity Center fEAEEFE |, FEEMAEIL IAM Identity Center EA EHREIAE
BEFE it EE URL,

MFEAFEMA IAM Identity Center EAEZ AWRE , F2HEAWS BA ( EAEERE) FHEA
AWS ZEA O#8,

EREFIREREMERE
1. % IAM Identity Center  , B —EFF I £ RE/BERAKEERNREER,

MEETR , FHF2E (AWS IAM Identity Center A EIEE) dWELHFAE
2. BERAERRERE , AREZFEERE —EATRE,

WEER , FSB (AWS IAM Identity Center fEFEER) FHFIEEE,

BYEAEEFRENERE 16


https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html

Amazon WorkDocs EEER

Amazon WorkDocs &4

MERZ2M AWS REEEBEIEF. 55 AWS BF |, BAUZHRNER P OMMBRERE  ELRE
EAmEREZEHRABHNEFIRMEES.

ZEMR AWS BECBNARRE, AFSEEE SHERAERNZENERANT S

- EigHLEHE - AWS B EREHE AWS Cloud R #1T AWS IRIGHERERE. AWS hBZRIEHAIL
2FERANRE, £ AWS GRHEDR , F=FREESEHARYBRERMANZ LN, EETHE
A Amazon WorkDocs V&R ETE| , B2 BAWS &R AT EIE E R R

- BT - BFEHA AWS WIRBERELENER., FH4BHEMAEEE  SRERHNBER
M, BATRNERMBEREENESR., NP EEAHEIE T AINAESEH WorkDocs BFEH #
EETER,

® Note

WorkDocs 8K R E T UEBEEAERNELRBE , BREBNBHNERERE. T
B , EEEARAER Active Directory Connector H#83, FSEEMENEFERERE , RE
EINRAFEERLRERNIEIE,

THIEBERAMARE WorkDocs A ELNRLERERAR. BEFTHROMERHMM AWS BRE R
1 BY S8 EE P2 F4R 2 WorkDocs &R

£

« Amazon WorkDocs 1 & 2 FIZEEE

- f£ Amazon WorkDocs A 5o #&f B2

« Amazon WorkDocs M & B &

« Amazon WorkDocs A KI5

« Amazon WorkDocs FHIERRER LM



https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/

Amazon WorkDocs EEER

Amazon WorkDocs K & 9 {7 E & 1

AWS Identity and Access Management (IAM) 2 —& AWS IR , AT B BIEEE R £ T H ¥
AWS BRNFEL. IAM EEETRFI#ATIETESRE (BA) NRE (EFFT) , UEAR
WorkDocs &R, IAM 2ETLAREFEHR AWS IR B .

&

- BEER

- FRASSBE

- FABKREEFIE

« Amazon WorkDocs 01a[E2 IAM # L A
 Amazon WorkDocs & 7 ! IR &4l

- ¥ Amazon WorkDocs & 7 MZEE TR B

BHREER

&£ A AWS Identity and Access Management (IAM) A REBFARE , BURRETE WorkDocs H#
TR I,

FREFERAE - MREFEA WorkDocs IRIERENTER , FNEEESGALRAMENEAERFET
A, EBFERAEZ WorkDocs IHRERHIT LIER , BMUREEEHANNGH T, THENGFINEERES
XU BMEREESREREBNTT. NMREEEFE WorkDocs FHIIHEE , 552 E ¥ Amazon
WorkDocs § 2 M ZEUETHRERZ KR .

REEEE - MREELTEE WorkDocs BIR , B AJAEHEHE WorkDocs W EFHUE, BHNEER
Y | PR 75 155 F & PE /7 BB LE WorkDocs ThREME R, #E , BXABBERERBEN IAM BEEE |, R
SBEFLRBEEAENGT T, RELEELNER , THIAMHNEERES, EEE— S THELTNM
& WorkDocs £/ IAM |, 552:B) Amazon WorkDocs Z0{aE2 [AM =

IAM B E - MMRZE IAMBEE , BEETHRINBREBERUEE WorkDocs FEUWEFME-A. &
ERIFEELE IAM AR {ERAB WorkDocs & 75 BUBUR &I |, 582 B Amazon WorkDocs B 7 B BUR £
i,

EF & 2 B

BORBELAWS FREDBEEANAER, BHLALAWS IRERERAES S, IAMEFREEDR
BT IAM AEXREE ( BEA AWS),

SoEFNER 18



Amazon WorkDocs EEER

BULERERE 7 RREENERE , UBESED AWS B985 EA . AWS IAM Identity Center
(IAM Identity Center) fEfiE., BNRNE—BZAFDRE , AREW Google 5 Facebook HAE

¥, BRBAEEONEN, BUBAEEDBEAE  SNEEELNCRESER IAM BENEBIESE D,
ERERABE AWS 5o FR K, felERTAR,

RIBENEREER | £ L% A AWS Management Console 5 AWS ZERA A#8%h, MEZE AN
MER AWS |, FBERAWS BA (EAERERM) PHIAEAER AWS IRF .

MRELLAWS BREFHRNEFER , AWS SRREKBFBEEH (SDK) MaxwFI5RE (CLI) , SAEA
BB AERURERESNBZBLENFER. IRETEAAWS ITE |, AIXEBTHERER. 0F
FAEBN A ERTEZIFRNFREA , F28 (AM FAEER) FHNEAR APl FFRHAWS
Signature £ 4 iRo

ERECERAESIRESE  SUREHEERHENANLTEMER. flln, AWS BEREERAZE
B (MFA) RIESIRFHNZEM%, MEEZEF , 520 (AWS IAM Identity Center A& ER) +
MEZEEZRRFIN (AM E£AEERE) B IAM FHAWS ZEEZRRFE.

IAM {3 & F B4

IAM ERZER PS5 AWS IRF |, EEE-ASHEARANBENT. ERERTRKERKE
&, MARERELRABE PINEBNEFRER) 09 IAM E£HE, ERNRREEARIIZERS
REBBEN AM £AE  ERECHRENR. NFEZEH , F20 AM FAEEETHNARTER
HBRNEARGENRREFRER.

IAM R —BIEE IAM ERESEN S D, SREUFESHEE, EUNERFER-—XAZ
BERAEEENT, HEATREEABREAEFTNEFEEEARS, flU , BALBEE—ERA
IAMAdmins HYEFAE , Wi FEEHEERE IAM BRI,

ERERABTE, FRERSRE-ASIEAEXEZIRE K BAGHNENREHEARTEECNA
BEHE. EAEHAXKANRYERE K CALERHUKKER. WFEZEA , F2R8 (AM £RE
B FHIAM EAENERAREM.

IAM A&

IAM AR PEEESEHT AWS IRE B 9. TEL IAM FHE , BEFEESENASHEN, 2E
FIFE HIEE IAM A€ AWS Management Console , A AR ERAETIRE IAM A ( £8EA ),
BALOEIB I AWS CLI 3 AWS API R{ESFA BE] URL RIgEAR., NEFAACHN S EFHEE
A, F2B AV FHERRE) PHREAGN S ZE,

FRBEEEN IAM AGETHERHIEEER

ERIDBE 19


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html

Amazon WorkDocs EEER

- BESPEREFN — UEMBESFDERTT , FELAR , YAABGERTT.,. EBSESHE
TEIRIER  XBS/SHACGEURY IBRTHACERNTT. WEERBHSACGHNMERE
A, FE2E (AM EHEER) PRNAE=S57RME BE) BEUAC. NREMEH IAM Identity
Center , AIEEREHE, ARHEoRBERULUFERANAZ |, IAM Identity Center #§5F A 5262
IAM RV A EHED ., MEABFFAISENEF , 528 AWS IAM Identity Center £/ & B AYFT

EE
- T IAM EREFF T - IAM EAEHA ST LUEE IAM SeRE KW EERRA TR,

- BIRFEFHE . BULUER IAM A2 | RFTREKRFHHNEA (FENER) FEUEKRFNER,
AEERTEIRFEFIENIELSR. T , BREL AWS R , B BRERERIER
(MTAREABEUMANRE ), UFETHEAAGNERERRETEIRFENCENEZE K F2H
(IAM EREEFE) P8 1AM FHEBIRF EIRFEG

- BRBEFE - G AWS IR EAEM PRITHEE AWS BRIE, B0 , EEERE P HETIRUE
ZREBEEEE Amazon EC2 H#I{TEAR R YT Amazon Simple Storage Service
(Amazon S3) 1, IREATEEEFEAFWUERNFTA. FARKACHERREELACKRHITINE
%,

« BIEAFHITEREER (FAS) - BEEMERA IAM ERERACEETHTRER AWS , BERRAET
Ao ERFELERBE  BUREHTEEEE , EMETRRBHAB S —EEE. FAS EAF
W MZEFEAFFA AWS IR |, #66 AWS BRI FBRE THFBRBREFER. REERBRIITER
Hft AWS fj# X EREEFRETRRIGFERE , T ERE FAS R, HIIBERT , BL4AEF/H
ITEMEERENFFT. MFERE FAS FRENBRFMEN , F2H (FREMTEER) .

- AR - RESERRBEEIN AM £€ , TRREMTBHE. IAM EES TR IAM RE
M. BRNMERRESE, NFEFMAET  F2E (AM EREER) PHEIAGUEIRTA
B AWS R,

- BBERAC - BRERACRERE N —ERBAG AWS R¥. BRBITURERKRENTH
Enae, RBEEFACEHRAEEN P AWS IRF | YHBRKEE. IAM EESTRE , B
T Refm e AR5 E 1S A B /YT Al

« £ Amazon EC2 L #IITHERRER - B LUFER IAM SEREEE EC2 MTEB LT EARE
RNWEREEAER , URIEH AWS CLI 5 AWS API 553K, B2 EC2 T ERAREERSE
WBEFAR. EEK AWS SEIERE EC2 BTERYSHREMREGHFIEEARESN , BB E
EZHTEBNFTERERE, BTEREEEIESXAC , XA TFE EC2 HTEBLIITH
BEXANMSHRERE. NEFHAENR , BF28 (AM FAEER) PHNEA IAM BEREFEFES
Amazon EC2 #{TEBR LHITHEAER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html

Amazon WorkDocs EEER

ERABREEFHE

B BB BUER Y EEED 5 9 &R AWS HizH AWS FER. BEER 7RY4E , AWS
BEHES,REREENE , EERHTT, EEFA (FAE. REAERACIERE ) BHE
KREF, & AWS FMEELBE. BRPHTTRERBATRIERFER. KSEBBREL JSON X

# AWS FEXFZHE . WFE JSON BERXHREBNARWFHMEEN , 528 IAM EHEEETH

JSON BURBLE

EEEWLER AWS JSON BRRIEEH T UAFHAR, tWHi2R , MEEBE M BERS T T E 4
EERHAITHLBIF,

HERERT , ERENACREHNT. EERTEAEHEMFZERANTRENT , IAM EEET
LB IAM B3R, A%, EEETUE IAM BERMEEAE  FAEERBTELAE.

IAM BURERZXBEMFTA , B AERMEL ERHMITRE. W0, BRFBEF—EAFF
iam:GetRole BIEMV IR, EBZEBERMEAE A LLHE AWS Management Console AWS CLI, =
API AWS BR8ABE M.

ER N

B BBRERLMME S5 (Fla0 IAM /A&, EREFASNAR) B JSON FFa BN A, ELR
RAZEH S EMERG TREBEERATHERFE, NEFTHRUOMELSIEBER , F2H (AM
EAEER) PHEEBEFEEBREZ B IAM A,

BOBEBRME-SOERARBERIAZERR, ARBREEZARINE—FEHE, FEIAE,
RERRERUMNBEK , BUNERES PHSEERE,. HEANAE AWS 1RF, XEBRESHE AWS
ZERRNEFZERR, NFTHNMAERERRRARBER 2ERE 720 (AM EREE
) THEXEBRMARBREBRE,

EREBE

BEREBRREZIERA JSON BERX . EREBRNRE REHIR IAM ABEEEEN
Amazon S3 fFITEBR. EXEEREBXNEBHS  RBEEESTUEACAREFHBEER
MFEER. BRMIBERNER , BREEREEN TR TUNRERATHEEAREMERET
BITHEMF, ELXRAEEREBRTEEEZRE. ZERATNESRFE, £HE, At B ERE
2 AWS BR7.

EREBRRRURZBRBEPHRRBEK, SEEZEUNEFRKERNBERPERARE IAM B AWS Z2E
HR,

EABRERFEE 21


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

Amazon WorkDocs EEER

FEURHIEE

FHUEFIEE (ACL) ATEFIBLERE RFKE, FRAENAG) HEFIEEZRNFFT. ACL EER
EREBR , BEMAEEA JSON BERXHER,

Amazon S3 AWS WAFH] Amazon VPC 2% ACLsHIRIEEHl, MEE—LF T ACL , S
Amazon Simple Storage Service FZ A BiIgEP I FEUEHEE (ACL) #IE,

HBUEREE
AWS X RHMBAERNBREE, EERRBETRERE RBRREER FENSKAFT,

« FARR-FIHER - EERDRE  THERES I EBERERT IAM B (AM £AEHAR)
MBAFFA. BUNAERREFAIRR. MEENFITERERNS D EBERMEFT I RRHR
o B Principal M FHEEERAENACHNEREBRUATESZIFIRRRG. EEEK
RPN AREBHEERX N, NFFTRRNFHES  F2H AM EREREREHH JAM HiE
ATAI SRR,

. PRI 4B SCPs) - SCPs& JSON I , iSE FHEMBEMEN (OU) HBAZT AWS
Organizations. AWS Organizations @ —BAR 7 HEMEFEELLEREE AWS 1RF Z2%@E R
%, BEEMABBTRHTEIEE , B LU REIEH B (SCP) EAEEMRMAEIRS, SCP 2R
FIXEREFHERNGTT , SESEEE AWS (REFEREMAE, WE Organizations 1 SCP #YF¥#H
B, 5528 (AWS Organizations fERE&EERE) P RIEIEEBER,

- EREHIBEE (RCP) - RCP 2 JSON B , AIARBRELRE P ERMN A AR LR , HEUE
EFRXBRTEEEFTHMBEFTHRENSEERN IAM BUR, RCP 2R#IXEIRSEFERN
B, MR ERINERT , 2 AWS IRFRFERE  ERTCHRETBRAENER.
% Organizations Fl RCPsHFFMIE A , @IEXE RCPs AWS fR¥E 1Y BE |, F2BAWS
Organizations { EAEIERM) PHERZEFIBE (RCPs).

- THERBBE - TERBRBER —BEEEX , Sl ERREE AN BRI ACSBEER
ENTRTERERE  RAZHEE. MELETFRERNFTEREAENACN S S EBEERNTE
FEERBURRI RS, FTA AR EREER, AMAEEEBRTNWAREEREERH AN, WEHF
MER , F2H IAM EREERPH TEBBRBER.

(® Note
WorkDocs 3% 2 Slack Organizations B BRIGIZEIBR

FRABREEFIE 22


https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session

Amazon WorkDocs EEER

ZRBREE

REZERREBERIFERE , HERTBNFUSEAEM, EMBEER, FE 7 HNMEAWS &£
BREFBRBERRERBANFER , F2H (AM EREER) FHBCRFHLEE,

Amazon WorkDocs 31{aJE2 |AM F& B £ A

E6EH IAM B WorkDocs FWEEUVE 28T , BEE 7 EWLL IAM ZhEEREE WorkDocs 2B EH., BE
4 7 # WorkDocs fE it AWS RIS an{[Ed IAM #EEEA , FSE (AWS IAM FA&EER) FRYEE
IAM FEBELE A RS

&

« WorkDocs &% B BU%
 WorkDocs & RE BUE

« LA WorkDocs BB AERHNRE
- WorkDocs IAM &

WorkDocs & 7 B BUR

£/ IAM 2 BRA , B LUEE RFFRIEBR B, WorkDocs XEREBIE. HE T #F JSON B
RPERNMERE , F20 IAM EREREBETN IAM JSON BERTREZE,

BE

EESWLER AWS JSON BURRIEEH T AFHAR, twHER , EERECESE T I AEA
EERHAITHLEBIE,

JSON BURRE Action TRERERETUARARAFRIEBBRFFRNEF. BRBEEEEFHEMHEH
Bf AWS API REMRBINER. B —LFIIMRR , AIAURBHERFE AP BENERFFIEE, E L&
ERERFZBRTNZEEE. ELBANBFERABKEIF,

BREEABERR THTHBBB T,

WorkDocs RV BURBMEEEBEZBIEA T FH : workdocs:, #la1 , EERFEAHT
WorkDocs DescribeUsers API #&EMVETA] , FBHEHEHBER P EE workdocs:DescribeUsersE
£, BERBARN AEBE Action = NotAction Jt%., WorkDocs B EZ B W —HENE , HiRET
LAfsE AR bt AR A 0 1T V12 7K o

BREE-RAXPEESBEEE  FRAERSRE TR :

Amazon WorkDocs #1{JE2 |IAM & f55 F 23


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

Amazon WorkDocs EEER

"Action": [
"workdocs:DescribelUsers",
"workdocs:CreateUser"

s
@

BUALUERBRAZER () RIEEZEEE, i, ®ERERER Describe XFHABEEE ,
SUTEME :

"Action": "workdocs:Describe*"

(® Note
ARTHRERDYEEY , FEE zocaloBk, flm :

"Action": [
"zocalo:*",
"workdocs:*"

1,

ZEEEF WorkDocs BIEFE | 528 (AM FERAEEE) 98 WorkDocs E & E1E,

&R
WorkDocs X EBEBERPIEEE R ARNS,
HR4E5| 8

WorkDocs TREEMBRBISENRH R , EXEER - E2ERG SR, BEEEHE AWS 2
RHEREIR , F2H (AM EAEER) FHAWS £ERFAEREIE,

g4

ZE IR WorkDocs B0 BRI E ] | 552 B Amazon WorkDocs & 7 B BUR & 4l

WorkDocs &R BK

WorkDocs X EBUERAERNVBUER,

Amazon WorkDocs #1{JE2 |IAM & f55 F 24


https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkdocs.html#amazonworkdocs-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

Amazon WorkDocs EEER

A WorkDocs Z8 A& EE Y ZE

WorkDocs X B iR B RRIRBERIZEHFE.
WorkDocs IAM A&

IAM BERE AWS RS AR EFTNER,
B WorkDocs f§ F i b & A & R}

REZIEZFERABEREASRUBSEEA, BT IAM AR  SREBREAG®, ST LUEIBW
I} AssumeRole = GetFederationToken Z AWS STS AP| 2/EXREI BRI L2 EAER,

WorkDocs X EFEARREAER,
R EZLAE

BHEEACARAWS BBEFREMBRBINER , MARETK BF. REEXRALERTER
B IAM BRF A, SCEHBZBBAIES. IAM EEETURE |, BT ERERBERSERF .

WorkDocs T X BRI EE AR,
REAE

LI RBRBEARECRERBZAC, LACTURBREFIEMRETFNER , AAKRETHKEF. K
BAGEHRAELHN IAMIRES , BEHZRFAES. EXRT IAM EEESTUEEKAGHNT, T
1B, BT RE ST I BRI AV ThRE

WorkDocs * X ERBE A,

Amazon WorkDocs & % B4 B3 & 4

(® Note
RTREZREM,

s

SEURBABS B ERE , TR IAM ERASE,

BIBTERR , IAM EAENARKREELRIEH WorkDocs ERHIFFT, fbfthEEER AWS
Management Console AWS CLIZ, AWS API #11TE#. IAM EXESXEAEET IAMBER , RFERE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role

Amazon WorkDocs EEER

MAGEIEERLEHATIEE API EXNFIENT, EEEEEN A EEBREESEE LA
B 1AM B & S EE

@ Note
RTRROFARY , BEBKFEE zocaloBfk. fl :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorQ",
"Effect": "Deny",
"Action": [
"zocalo:*",
"workdocs:*"
1,
"Resource": "*"
}
]
}

EE TR AIELEF JSON BERXHEY IAM 55 RBR |, 28 (AM EAEER) PHE
JSON ZE& L& 7 BUR,

£

- BRBEEHR

/A WorkDocs £#2&

- RAAEAEREMPBCHETT

- RAFFEAEMFERFI WorkDocs EilR
« ¥% WorkDocs & 2 B BRI

HRREER

BoRBREYESIRFANEBASREWHUEY., FIMEMER WorkDocs EiR. ELEEREE
REWAWS IRFELER. ECRUNGES P EBERK  FEETHEUARERESE !
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor

Amazon WorkDocs EEER

- FRIEER AWS SEBRRYERREERITT - eERBHEATRTENCERAENTELSE  FEA
BAARTFHSEREARIN AWS REBER., eMTELEN HERA AWS 1kRF. RMBRBEES
BERERARM AWS NEFZERXR , WE—FROFA. NFEZSER , F2H IAM EREE
FMPE AWS REBFRSEBHENAWS XEBXK.

- ERAREHERT - RE IAM BERNFATR  FERTHTERMTNTT. KERLEN , B
LESERERG T AIUHBEERRENEE  EUBAREBERITT. WFEER IAM ERAFFA
MNEZHEES , F2H IAM EAERERTH IAM FRYBERMET .

o EF IAM BUR B R4 — S IREIFEE - B LUSRAFTIEZEBER |, URFIEBENE RN ER.
il |, BT LRBBOR GG |, IEESBMFEA SSL EIEFMERER, MRFBBESE Sl £HREEE
AWS FRF , &t 0] LAGE R4 2R 1R F E 2B AWS CloudFormation., INEFFMER , B2 1AM
EAEEEHPR IAM JSON BETE | E4.

« f£/ IAM Access Analyzer B IAM BUER |, fB{RFT I 24 B /] IEEEE - IAM Access Analyzer B
BHBEMBAEER |, BRELBERER IAM BURFES (JSON) fl IAM FRIEEH ., 1AM Access
Analyzer 12t 100 ZIEBERRERVETTHNER , IHBERERLBERANBE., WEFEE
#A, F2E (AM EAEERM) PREA IAM Access Analyzer B 5 BUE

- EEZEETRRE (MFA) - NIRENRFIFE IAM FRHES PWRFERE AWS IRF |, FEBRK
MFA URESR£%, MFEEMFU AP RERFER MFA | 51§ MFA (REFEZENBER, W
EFHMEN , B2 (AM EAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntm|# §3EiB MFA B &£ API 7FEL

WE IAM A REBBNEEER  F2E IAM ERAEEETHN IAM Z2HEEH,

£/ WorkDocs £ &

% EZFH Amazon WorkDocs 184 |, B BEREE —HRIKHF, EEFAXARFEY HMBER
AWS & F F WorkDocs ERHFHEF . MREEVHREMSEFTEBRN I OREE , 88
EEMFERY IAM EAERAREEEE,

ATHRFRELERITLUER WorkDocs £ 4 , FFET5 AWS SEBRRKEZZER, MFMMBERN
AEEA , F2RE (AM EREER) POFEtiaERE.

« AmazonWorkDocsFullAccess
+ AWSDirectoryServiceFullAccess

» AmazonEC2FullAccess

5 7 B BRE 27


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

Amazon WorkDocs EEER

BELBERERFMERAEYE WorkDocs BJR. AWS Directory Service #4ELA K Amazon WorkDocs IE &
EEFTEM Amazon EC2 BREMTEFEUME., Amazon WorkDocs

HAERIW AWS CLI 5| AWS API WERE | BREEAHFREEZREHT. Rz, REAHERSF
SIRERBITZ AP IBRENBERTUT .

ARFFERAERAMMAECHFT

WEHEREBMMBRILIBER , AFF IAM ERERGH MEBAERES 2N ARRZEBR, BER
SEEFEAFHFEH H AWS CLI AWS APl URRRERET AR TR BENF T,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
1,
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
55 BB R G 5 28



Amazon WorkDocs EEER

R ERAEMEFE WorkDocs &R

T %) AWS Z& AmazonWorkDocsReadOnlyAccess LR & F IAM £ & H WorkDocs &R
R B EVE, WBUER B A & FEFTE WorkDocs DescribeigfE, #ZEZEUME Amazon
EC2 #&4E , WorkDocs = BEEX{E VPCsH FHBEHEE, FEFH AWS Directory Service
DescribeDirectoriesi®fE , FEEENS AWS Directory Service B #kHIHBBEE .

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"workdocs:Describe*",
"ds:DescribeDirectories",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets"

1,

"Resource": "*"

¥ % WorkDocs & 70 B BUR &1 45

IAM BEIEERLUEY HMEBER |, LA IAM B EREFE WorkDocs APl, WNEFMMET ,
B WorkDocs B A BIEREHHNEEEAEIN S 2 BENFZEURH,

3
B

¥ Amazon WorkDocs & 7 flZBUE 1T PE 2 K

AL TERARIHBBIEZ BT FE EME B WorkDocs 1 1AM B AJgEiB R & B RE
&

o REIEE WorkDocs REI{TENE

o RAEEBHIT iam:PassRole HIIZHE

« BREBERF AWS IREAWABEFEER WorkDocs EIR



https://docs.aws.amazon.com/workdocs/latest/developerguide/creating-wd-iam.html

Amazon WorkDocs EEER

R EMRELE WorkDocs R #1TENME

ZIEI% AWS Management Console & iF B REREHIT B1E , AIELEBRIBEEESSKRNE. EBNE
ERHEFEAEEBIBBNHAL,

K AEEHIT iam:PassRole K

MNBBINEIEEER | HFHEBEEHNIT iam: PassRoleBIE , BHBERNEEH , UAHFLEACEESR
WorkDocs,

BE AWS B TRESREACEEGEBRE A MARBUFNEXALIRBEEAER, NFEH
THER LA R ACEEEZRBIFT .

EAA B IAMmarymajor EAEERER EE S WorkDocs FEIITEIMER , @R & T HEHISE
M, B, BEFRREEREREASRE TN, Mary REKACEEEZRENETT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBEERT , Mary WK AEERH , RFFMHIT iam: PassRole Bk,
MREBEERGE) , BHEEN AWS BEEE, FNEESRHENEZSRE.
REE AT AWS IRFABHABFEIEKL WorkDocs EJR

BRLEY—EAE  REHMIRFHNEREREEBABHASTFIENER, EUEEE R
EEENHDERAR, HUXEERERNBRIFIUEFBE (ACL) IR , SR SMERABLR
REETFAEFRENE RN,

NMEE-STH , F2RUATAS

« ZE T WorkDocs R A XEELINEE |, 582 Amazon WorkDocs #N1ATEE |IAM &L .

- BETHINA AWS tRFE EEHEN EREIRMFEE  BF28 (AM FREER) FHELHE
B AWSIRE W% —1{@ F5 IAM FHEREFIHE,

- BEETRINMEERNEIERMEBE=H AWS IRF |, 528 (AM FAEER) TS FIER
HIEE=H AWS IRF #H,

- METHNAMEBH S S oREFEIVE | Z260 IAM EREREETNEEFEERERENDETS
PRENERAE BISED).

- NMETHREAACGNEREBRETERFFNZENZE , F20 (AM EHEER) P IAM
R SR EREN.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

Amazon WorkDocs EEER

£ Amazon WorkDocs A 50 &% Fll EE 42

Amazon WorkDocs #ih EE 8 7] LU R F E H 2 BB AT RHE, Mt EH8 AWS
CloudTrail # WorkDocs £3i2 & HEEVE 4,

FiE
- EHEEBLNETERE
« £ AWS CloudTrail 52 Amazon WorkDocs API FEAY

FE HH R E B R E

EESTMAYEHEEALANTBEREE, EEEALIIGE , BH4AKRTE WorkDocs
Companion, &EZ % WorkDocs Companion , 5528 WorkDocs HWERRENEREE,

BANEHREE AN EDEREE

1. 1 Web BRREAF , BEFEH,
2. BRESERMG , ARBDHREME P EEIBR B RER RS,

3. B Activity Type (EEN ) EnEGRMY , ARIAFEIERE Date Modified (f52hH B H#) 82 , A&
B Apply (BEA)

4., EGEENIBEROSBERETR 6 UER. ERRIEAEEBETESURENENER, &
th A LARR 35 BT I SR B BR B R AR

5. 12 Export (BEH) MEHERZREOER .csv 8 . json BRXRELNRE. RESKERELE
THEHR—EE :

« Windows — Ef§ FEE R FH WorkDocsDownloads & #} 3

* macOS - /users/username/WorkDocsDownloads/folder
B AR Re R RIEE AN T EREGY.

(® Note

FEBEENFEAEEERBAEYELMMBECARTNEEZROEE., MEFMAENA
{Amazon WorkDocs fE & 1Er) FHRGAEERE,

s
W%
dn
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https://amazonworkdocs.com/apps.html
https://docs.aws.amazon.com/workdocs/latest/userguide/activity_feed.html

Amazon WorkDocs EEER

£/ AWS CloudTrail 524% Amazon WorkDocs AP| FEAY

B A LAEA AWS CloudTrail ; 524 Amazon WorkDocs API ’EAl, CloudTrail 2t A E. SR
#&1E WorkDocs AWS H#REN 2z BifER 2 8%, CloudTrail % WorkDocs HIFFE APl IR AEH |
‘BIERE WorkDocs =AML | IR K E¥ WorkDocs APIsTEZEEFEAY

WMREBENHEER , B LA CloudTrail E4EER {4 E Amazon S3 REFETE |, @8 WorkDocs FVE
#H, MBHEABETEH  SOHARTLULE CloudTrall TEANEHREF BHTIHRERZITNEHL,

CloudTrail R EFDIEE R, 1BHERMW IP that, BHFBERNERE , URFERBH,
WNZEHES CloudTrail WHEBEEFA , 5528 AWS CloudTrail fEH&IER,

CloudTrail F##9 WorkDocs & &

B8R AWS RFE , SEEMNRSE LA CloudTrail, & WorkDocs B 4ATFBIR , EHEHRE
HEEEEPHEM AWS REE4 —RF2EE CloudTrail B4, BALE AWS IRFE PR, #E
MTHRENEMH, MFFMER , F2BER CloudTrail EHEL L HFMTE 4.

£ EFEREE AWS IREFEH , 23 WorkDocs HWEH | SFEVBM., #FZKAEE CloudTrail #§

HEEE R ZE Amazon S3 EFETEE. RIRFER  ELTERSEVERE  ENSERZMEERE

3, MEDILHE AWS D EEFFIEEENEH |, Wi AFEREXIEIEEN Amazon S3 LT

B, WA, BAUBEREEM AWS BRI , SUE—F 5 FEE CloudTrail B ATINENEHER. W
EEMEER , F2E

- BIEHNEIE

« CloudTrail X BENRENES

« X CloudTrail By Amazon SNS & Al

- BEWZEEEN CloudTrail AFEERZEWRZEIRSH CloudTrail HFER

CloudTrail &&28%FTH WorkDocs BiE , 528k #E Amazon WorkDocs APl 2Z /1, fign | %
CreateFolder, DeactivateUser #l UpdateDocument EBEXEYFAY | &7E CloudTrail BEFEERH
E4£EE,

B-EEMIARERFE TS ELFRENENA. FOERATHEHE THIEE

&
EE
Yo

&
Eﬁu'h i

BEARY IAM ERERER L,
ARE , REEERATREAGEBE S EAENTREZEEE,
HEAE AWS BRIE1R

B

X
i
iy
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/

Amazon WorkDocs EEER

WMESHMER , 5528 CloudTrail userldentity JTT#,

T f# WorkDocs AiEZRIEH

EHR AR , ERBHUARERNEARAREIEEN Amazon S3 f#FRT#, CloudTrail B
BRUE-VZSEEAFER, —EEHAEARFRHENE-FR , AIEFRBDE. FREBHAE
B, FRSHFEF. CloudTrail BFFERIIEMARF API FILERFC AV EREET |, Rt RS MEM
BEEFER.

WorkDocs  E4£XTREEREM CloudTrail IHE . REBHITFTENIEE , URKREENTHENERB, W
ECENEEZERR , BHTEEENFERAESES R IAMFAE, ERNTHEENFERESS R
WorkDocs B & fFER &,

® Note
ARTREREM  FEURBIUBSHEIERE MR IAM EAE,

Hll-

BER. BorRIFN. BERTRIERATEEHREARKE AFEE PEFT, ELEE CloudTrail
HF =4 HIDDEN_DUE_TO_SECURITY_REASONS, iE& &1 CloudTrail BB~
HIDDEN_DUE_TO_SECURITY_REASONS,

T 555188~ WorkDocs BIM{E CloudTrail B51EE : F— AR &AREHIFEEE , F_@EiCHEH
RERFLHEEE,

{
Records : [
{
"eventVersion" : "1.01",
"userIdentity" :
{
"type" : "IAMUser",
"principalId" : "user_id",
"arn" : "user_arn",
"accountId" : "account_id",
"accessKeyId" : "access_key_id",
"userName" : "user_name"
},
"eventTime" : "event_time",
"eventSource" : "workdocs.amazonaws.com",
"eventName" : "RemoveUserFromGroup",
"awsRegion" : "region",

CloudTrail Bi5524% 33


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

Amazon WorkDocs

EEEmE

"sourceIPAddress" : "ip_address",
"userAgent" : "user_agent",
"requestParameters"
{
"directoryId" : "directory_ id",
"userSid" : "user_sid",
"group" : "group"
I
"responseElements" : null,
"requestID" : "request_id",
"eventID" : "event_id"

"eventVersion" : "1.01",
"userIdentity"
{
"type" : "Unknown",
"principalId" : "user_id",
"accountId" : "account_id",
"userName" : "user_name"
},
"eventTime" : "event_time",
"eventSource" : "workdocs.amazonaws.com",
"awsRegion" : "region",
"sourceIPAddress" : "ip_address",
"userAgent" : "user_agent",
"requestParameters"
{
"AuthenticationToken" : "**-redacted-**"
I
"responseElements" : null,
"requestID" : "request_id",
"eventID" : "event_id"

Amazon WorkDocs B4 15 B 3%

EETH RS AWS R EREARFENEER , F2BAWS i 2R EISEEANARREREL
BB SRS, ME-—MENA , 552 AWS Compliance Programs,

2R

GN8N

B LMER THE=ZARBKEES AWS Artifacte INEFMET , F2ETHFE TH AWS Artifact,

EREERRE

34


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html

Amazon WorkDocs EEER

BER BNESREME AWS R BURREBNEEE, BLANEREE , UARERAERENER.
AWS R TIEREHEIER

« ZEEREGE - EEMRASREFEEIANRNRTEREZE  YRUHNERLESRIENSE,
« HIPAA £ RIESE - 5 HIPAA 18 RHE. d3FFFE AWS BRHE #AFS HIPAA B,
« AWS ERER - K THEFRNEEESTRBERANENERNNE.

- AWSEFEHER - ZEBERANAETHRAREMEE, AEERERPESELRE (BEERE
ERMZEFT (NIST), XFFEXLZSZEZEE (PCl) MEBZEENARB (1S0)) RE AWS R
MG IEREEREBHNREER,

{ AWS Config FE A E18/) PHEA 7 BIFHEER - AWS Config R €A ERBRERFEA
HEX., EXEANFEZRNEE,

« AWS Security Hub — & AWS fR#% Al AL ERBH P L £ AREE AWS, Security Hub Ef L&
H , TEHMEEN AWS ERVBRELZNZAEREAFERLEREENREER, UEZENRK
Mi&EEE | 5520 "Security Hub #2#|22£ ,

« Amazon GuardDuty - EEE#RZNIREEAEURMERIEE , L AWS IR ERIEE AWS 1R
E. I#E&H. RENERNBERE., GuardDuty IR ERESHRREBHARAENAGEANER ,
LA BhI& K FE PCI DSS &£ & BRI ERER,

« AWS Audit Manager — & AWS AR# AT t# B & 5E &% AWS AR , UL EEEREEI AR , X
REFESEHANERZEN SR,

Amazon WorkDocs Y&

AWS £IRERRERUL AWS BEMATARSAERZEN, AWS ESRHSEERRERHMN Y
TRES , EEEFURIEE, SHEENSERENRKRERZ. SBTRAES , BARETRRFENE
REXNERE  RENETARSCBEBRERE K MASREPEH. TABRSN AN, RiE6e
HH|ERRES , HBRE-RSEERNPONERERREES,

Mm% AWS BEATABHOFMEN , BSB AWS 2IHREBFIG,

Amazon WorkDocs HFHVERSZ LT M

Amazon WorkDocs =2 Bk , 23 AWS £ @RZLEFNRE, WEFHAEA , 528 (AM
FAEEE) PH AWS Identity and Access Management FRE# LS |, A& ( AWS g
oy FEE, FoNERANREER.
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https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com/IAM/latest/UserGuide/infrastructure-security.html
https://aws.amazon.com/architecture/security-identity-compliance/

Amazon WorkDocs EEER

BRI LAER AWS 248 API DY | FE BB FEL WorkDocs. A Pim4 A X #& Transport Layer
Security (TLS) 1.2 , RFIERBEEA TLS 1.3. AFREMAEAZERESTENQAENBBEL , Hlin
Ephemeral Diffie-Hellman =% Elliptic Curve Ephemeral Diffie-Hellman, BARH (M0 Java 7 FEFH AR
)RS EZEELER,

WA BRLACERFIREH ID FE IAM TRMEEBNLEFHNSR/REE, NF , BUUEH
AWS Security Token Service (AWS STS) UELX EHRLZ £ BEUKEFER,
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

Amazon WorkDocs EEER

WorkDocs A F§

WorkDocs £/ B & REFRMEBREAERENHFNEBER. AR  CEMEREEEB FEEDE
v, BEREEME , A RABBRMAKN WorkDocs ZhReE#E BSRTHNERAEUREERES 2 MEER

¥, ERTMEMIFAFTEEBINEAERE TR ALNEY M EBFATALAMGERESR. BRIFEEHAE
BEEZ A RASECEAESRRF 1 TBNREEE™,

HAGMATL , BEETBEFTEFDNENBAERE, COUURFEERREECAESSNF,
MFEATHRENFHAER , F2EARIEEEFENEE WorkDocs EHEREM -

MBHREEEEE BT

« B3I Simple AD E .

- E3I AD Connector B #LUEEZ BRI EH .
A WorkDocs SAERRE AWS H #.

- i WorkDocs A& H .

B A LATE AD B 8&F1 AWS Managed Microsoft AD B &2 B2 3 EF B %o

® Note

MREEN PCl. FedRAMP =% DoD E&#i5tEl , BIXEFRE AWS Managed Microsoft AD
BEUFEERER, A& S ERERE mmEHE AR Microsoft AD Directory, MEHE
#3 Microsoft AD Directory F& R , S BAWS ( Directory Service BEEIER) FH AWS
Managed Microsoft ADo
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BRAFLRBEETYIEE , 88 WorkDocs #uf .

« AREIFMEIE WorkDocs #8I5 AWS HRF, 1B , FRETREE AWS IRFBIALELREZIFE A

WorkDocs, MNEFMMER , 552 Amazon WorkDocs Y 56 R 14 .

- WMREFTEIFEH Simple AD , BI%ZERF4A AWS Directory Service BRI H Simple AD 50 R {E4

ik 51 BY ST R MR AF

- MREBM PCl, FedRAMP = DoD &4 518 , 1A AWS Managed Microsoft AD B #&., ZA<Eirf

HY S ERERBA NI E FH IR B MY Microsoft AD Directory, MZEH R Microsoft AD Directory FIEF |
B2 BAWS ( Directory Service EXEfEmM) F# AWS Managed Microsoft AD,

- EEENRERES  SFEBFNER , IREFEFibit.
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EEHANWEENET WorkDocs #835 T |, BB BIBRKER,
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FEEERD  ZERNBL  REEESESH WorkDocs Bt EE L |, #2723 WorkDocs #3
v,
BETREZLEMEER , BURABREHEE B &%,
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ERREE &

1. AT AN BEHFE K AREBEZELEFEAME %,
2. i#1Z Enable directory (BXF B &)

By B
1. EEERSR 1M 2,

LB |, BEITHWEMERURNER B EM A Simple AD 237 AD Connector,

{# M Simple AD

a. 1B1E Simple AD , RREET—%,

3 Simple AD By EHEPEEN R,
b. FEFENE T ML URL A | B AMBIEH URL,
c. E3E WorkDocs EEET , MABEENE FHHibi, EFNEK,
d. REETHKE FFMAEFAMN VPC HRETHEIE,
e. IBEE I Simple AD #31k,

#E 3 AD Connector H %

a. 128 AD Connector , AR%EBBIET—%,

#3 AD Connector #835 EEFERI H 3K,
ER B SFAERA THFMERAL
 EEEE T AL URL A3 |, @ ASBLLH URL,
REET VPC T HIE AR,
. IBEE Y AD Connector #8114,

o (9] (on

D
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« MRBELIRSE 4 PBEBRKRRKERE VPC , WorkDocs € A& VPC, VPC B #EZHRER
Z M WorkDocs #BiL &,

- WREHEA Simple AD , WorkDocs 2V B#FEHAE |, WAKAXFEHAERES WorkDocs BEEE,
WRBEI T AD Connector B # , WorkDocs 5% E&RLL WorkDocs BIEE B 7RIV IE A B #&E
A&,

- MREFEHREHE , WorkDocs 2 R A WorkDocs EEENFERERR, FRHEXER
B#HKE,

® Note

WorkDocs T EBHERAEREMBEUENER. EFEEH URL EERM0M , I3 EE M
TEESNZE AR ERAMY,

BAE—2A

AWS Directory Service StEFEH & 1A Amazon WorkDocs WorkDocs , MEZE BB AR AE
¥, WorkDocs B & 0] LAfEEF AWS Directory Service TR ABMBAE—&E A, MEFMER , F2HE
{ AWS Directory Service EEIEm) FHE—E A,

WorkDocs BEIEERAE —& A% , WorkDocs M8t fEAE AR BT ESHHE Web BIBERERTE , U
FE—EA, WEFMENR , FSH  AWS Directory Service EEER) FHEAR IEMNE—&EA
F0iE A Firefox BB —& A,

RBAZERER?

BRI LAE AL A https : //https://console.aws.amazon.com/directoryservicev2/ B9 AWS Directory
Services XA , BEH AD Connector B A ZERTE. EE/MA MFA , BULRHEERGR—E
RimERFBRIEFEAERYE (RADIUS) ARSI MFA SBRAR , B E S ELNABHBERRE L
B2 RADIUS fAfRESH MFA ABER. £ MFABRARLEBEFEFEAEREREE K I2FH4
ZFHRE FHITHERATREN —REBEE (OTP),

RADIUS REREZEMNAFRK/AREFIEADE , TRUHSIRFT. BENSFHERE K HEAERHE
REM ARG, AWS Managed Microsoft AD 28 RADIUS B Fif , (iEEE S BE MFA BRA KW
RADIUS fAlfR#5. &8 RADIUS AfR==E=ZEAEZBM OTP K, MRER RADIUS fIARERELD
EBFFEAE , Bl AWS Managed Microsoft AD &8t¥ AD SRR FEAE. AD BIB|HINE , FAEBEF T
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ZH AWS FEAE. AWS Managed Microsoft AD RADIUS f B8 RADIUS A iRES 2 EHEAE

B ERMAERE 1812 BAKN AWS Z2FHH,

MEFHMEA , FSBAWS ( Directory Service EX1gm) A AWS Managed Microsoft AD HY
ZERE.
® Note

ZEEZEMHTEARN Simple AD B &,

HERERAREES

B LAEA WorkDocs = AKEAERAAEES, BER NINTR,

BEAERAREES

1.
2.

BAEX WorkDocs £12 A& , #81t A https : //https://console.aws.amazon.com/zocalo/,

HEEERTD  ZEERVEM,

FEENFE R EIBIEHY WorkDocs #BYL EH .
BEFTEMRLZHIRE | BEHE K RARBEREEERE,

EXTE WorkDocs BEIE ¥R H RBEEN H IR,
EFEREEBAR BALZERANAEBNFERERR K ARBEREEES,

&t BAEA WorkDocs B EE S HIERREREES, NHEFMET K FSREEEASE

HEAERFTREES
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BRI LMEREL T EREEEHN WorkDocs #uf :

« I https : //https://console.aws.amazon.com/zocalo/ B§ AWS A&,
- BULEESEFIEMR , WHATE WorkDocs s FMEEESFEA,

BSETEMREH-ETENEDE , FEHPHEERE AWS TERLEREHNEE. NFERULEESRHE

AR ER , F2R BB EERFHEREE WorkDocs

REMBEEES

REEESR

-

BIRX WorkDocs £# & , #8it A https : //https://console.aws.amazon.com/zocalo/,
2. ZEEERKTP , BERNEL,

FEENEE RE B ER WorkDocs MUt EHH , WE RIEMBEILIEE,
3. EBELEAHNTEEENMEWLEMNIRE,
4. FRAEMERBE K ARBBERXRTETEES,

E%X7E WorkDocs B E¥ R RREANHIR,
5. EFERERBARAR BAFEEENER A AREBEEREEES,

EMBEBFE M
5T LA RS AT 3% MR T B
BN RBET B

1. BARX WorkDocs £ & , #81tA https : //https://console.aws.amazon.com/zocalo/o
2. ESEERP  BERNEL,

PEENEE R BB &MY WorkDocs MR EHE , WHERIEMELEEE,

REMLEES
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3. EELESEWELAETFBHNMLZSNIZTE,
4. FRMBERE K ARBEEWNEEBFEFBMH.

HERETHRDASEHRETERER,

BEEZEERRE

&R BAEE Y WorkDocs M RRAZEEZRE., NFEsRENMEEFEED , F2H BAES
ERZERHE,

RTEMIL URLs

® Note

MR EERE PRI EILEF WorkDocs AF9 , Bl€ A#YE URL, EItk , WorkDocs
SEREMY URL BTEEFER , RARRBERE URL —X, REEZEBE Amazon
WorkSpaces i #H B WorkDocs &K , TEEEBEITF . Amazon WorkSpaces B&
BFAESmAFREMmIERE URL, AEEXEETRESERBA URL, WMFEES Amazon
WorkSpaces # WorkDocs KIzF#IEFH , /2B (Amazon WorkSpaces £ &) FHE
& WorkDocs, Amazon WorkSpaces

FREMU URL

1. BABX WorkDocs £ A& , #8itA https : //https://console.aws.amazon.com/zocalo/o
2. HEEBEHKP , BEERNEL,

FEENEE RE B EM WorkDocs Mt EHHE , WERIEMBILEE,

3. EHUZEE Amazon WorkSpaces &5 #Y5, URL @& Amazon WorkSpaces #1TEIREHY B #%
ID , 530 https://{directory_id}.awsapps.com,

4. EERZ URL ZHViREE  BRAEIMEBE A RBBEREME URL,

REMEYE URL HIEEHSRRBEN KR,
5. TE#8¥h URL AHid | S AR URL , ABIBERREMI URL,
6. TEBEIEEM WorkDocs #VEEME L | BIEEMEEUEFEHMN URL,
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(® Note
RTRBREM,

3

BURBUBMSESERE  MAR IAM ERE,

BATE IAM FERAERA BN CreateNotificationSubscription API , #& 7] LA & R E&E B © W%
2 LUERTE WorkDocs BiAH) SNS FAE ., MEBHMFMEN , 352 WorkDocs B A Ei5m e
HEE IAM ERESRACHNEBEH,

BRSEVMMERERN , A TSRR\UMAATEMBEER

(® Note
FERVBH , BXLEHES IAM B E ARN, BEESHEN IAMARN , FHIT THEME :
1. HI{E https://console.aws.amazon.com/iam/ B IAM £ &,
2. HEBMY  BEREARE,
3. ERENEREER.
4. ERET , EREN ARN,

BB
1. BABX WorkDocs A& |, #8it A https : //https://console.aws.amazon.com/zocalo/o

2. EEEEKT , BERNMEY,

FEENRE R BB EH WorkDocs BLBEHE , WEREHBILEE,
3. BEFEMEMSESHILRE,
4. FIRENMERE K ABRBETEBEA,

BEENE R EEEANEME.
5. iZ#Z Create notification (B3I EAH).
6. EFMEFBHMHEFTARD , ALK IAMRAER ARN , ARBEETBEA,
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BARK WorkDocs 2 & |, #81t A https : //https://console.aws.amazon.com/zocalo/o
FEEERT , BERNEL,

FEENFE RE IR M WorkDocs #¥EEE , WHEREHRMFE,
EEEELEMRZBANAM SR,

FREMERE K RRZEEEEA,

EERBAHEE L  EZELEMBRNBANZNIRE  ARBREMBREA,

] B 8

0] LAE A WorkDocs 32 & SR R 48 v o

/A Warning

MEREUEE  BEEXFERER, e ERECTBRTELRESA , BAIMBEREN.

= EMIBRELS
1. BB WorkDocs £# & , #8it A https : //https://console.aws.amazon.com/zocalo/,

5.

HEBIG  EERMBE,

FEENFE REIEIER WorkDocs {3V EH .
BEZEMBRAVAIL SRS | RRBIZEZEMBR,

MERAE S URL 585 5RRERN 38,
RNE , IBREFERRFMBREREH &,

/A Important

MREARMEBECH WorkDocs B # , B AEEY —EH#%. EEMBR WorkDocs #3
W BRIELCHIBRZESTIEEARE —E AWS EARR , FRAEXNRMEIL 2B H

WEMH. MEEEENR , F2E AWS Directory Service EfEo

MY URL B8P, S A8 URL , REBZEMER,
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Ry EREEREFIEIREE WorkDocs

BOLAEHIEL T EREBEM WorkDocs #8YE :

- MLEESRFIEMR , WALFTE WorkDocs 83 LN EESER , MTHEEMR,

« A https : //https://console.aws.amazon.com/zocalo/ B AWS &,

BSREIEMREH—ABTENEE, AEFNETERPHELETESELFERRENEE, NF FHEEF
A AERHNMEEER , m2E 1t AWS FEAEE WorkDocs

BREEEFBHBANES.
EREFESNRE

1. £ My Account (BHIIRF) #iE#2 Open admin control panel (B & 812 HIHER).
2. 7£ Preferred Language Settings (fRIFEERE) , mBELREFFERANES.

Hancom Online Editing # Office Online

T
r

HEE SRS ERBAHEA Hancom Online Editing 1 Office Online :%E. MEFMENA |
B B 1 AR EE

& 17
RS A E BB R R,
LERFRERE

1. 7 My Account (REIIRF) #3&#2 Open admin control panel (B E 2 S 2 HIER).
2. &%} Storage (f#7%) , i Change (B ¥),

3. 7 Storage Limit (RFR&) HFEF , BERRTFTHEAZEERIERN T

4. ji2Z Save Changes (EE2E),

RIFNESHE 47


https://console.aws.amazon.com/zocalo/

Amazon WorkDocs EEER

PEFRFREEEVENCEERNENERE, CATSLERERRECLAENRETR. FEAR
BEAESERERS , F2RE EEEASE

IP AFFBE

WorkDocs UG EE S A LAHE IP RFFEERE , URHIMEFEARN IP it #E, SERLES
R LAET 8 500 fE IP RFFRERE.

(® Note
IP Allow List (IP Z2FFEE) BRIEEAR IPv4 ik, BRIFAXE P #hitiEEFE,

1. 1 My Account (BHIHRF) $iE3E Open admin control panel (BIRE 2 & #4IHEHR).
2. &H¥ IP Allow List (IP 2FF/BE) , i##F Change (BE),
3. HREWA CIDRE , @A IP ihut E8EMBEEIRIHERE (CIDR) B , AR BIFHIE,

EZAMRE— IP thut7E , FBIEE /32 4 CIDR F &,
4. Ji23E Save Changes (RREFEE),

5. {EMEBERE IP Allow List (IP RFFEE) FrFIRY IP i EREEMVEY |, BB AHEFR. L2
ERRAREREN IP i ERECEENERAERSRIIRERBNEE,

/A Warning

MEBEFE AN CIDR ESEEEZEFA BN IP it FEEEY  FEHBREEAE, BE5E
BEERISEWHN CIDRE , ASEEZERA B aif IP it FERYL, RIER L BESBBILE
AWS Support &3R8,

Z 4™ — Simple ActiveDirectory #8u4

AREFEFR A Simple ActiveDirectory B EB L LB E. MREBEEFEA ActiveDirectory E#SRHIE
iﬁ y %%ﬁ-lt_ﬁko
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1.

2.
3.

i#1E WorkDocs APl A E AR EEE R,

EEEST , EERMEESRF R,
EATHEBEREMN  RRBRELE,

BUREREHFE A RFEENH IR, T&R%IHE Simple ActiveDirectory #8IhY Z £ 58 E

=1 —]

axX A&

Description

EEZFTHAEGNRET , B THHP IR .

T AFFRERES T LR RAER

AFERAERL ML AT HAER  BFARE

b2 3L AT 3L A E

ARFEAERL ML AHAERS  BRAHE

B 52 AR & W] DA 3L W 4L R E AR

PRESEERAEREL 2NN 26 A

AYIERS
EEBRAT , EEEUERKEUT .

ARFEHPHNFEEAEEE —XREA
WorkDocs #8ik R B B

FRAEERAENEG LR,

RHEGEHARGHSERERE. ZEERET
BB ER BB AER,

RECMRAETUERERGNERS  BRE
EREREITURLLNEER, XFEERF
TrEERR A ER L AVIET A

REERERURINAER,

EFERAEE -REACHRUNE
RERE

=E )51

EEAGFHBFHEREDNEH WorkDocs #BIE T | BT HEAH —17

REEEEWLBFENRERE,

ERETAEBEMEAELRAERIER
xR, e E BERERE,

REEEEWLBFENRERE,

R EREEBRELERE L ARERER
EPSTE BT

Z 4 - Simple ActiveDirectory #8334
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SN

AX E Description

ERAENUAAERIERR  BEREBEE EAETERARERINTAERSIEZEREA
BEMBNFERE. BRIRR MW

EREMEAENAGT , BIESUERKIG .

BRESRTHNERAEREREERE (B BERAERAERESERAZERRE,
ROEMERE)

4. ZTRE , BEREFEE.

Z 4™ — ActiveDirectory E1Z 25434

AREFEFR A ActiveDirectory BB BUN BT ERLRE, MREEEFEA Simple ActiveDirectory HI#8
jﬁ y %%ﬁt_ﬁko

ERARERE

1. &1 WorkDocs AFRA L AR EEE .

2. HEEEET , ZERAREESRHER.
3. MTHEELEM , RREERE,

BURREHFE AN HIE, TR HIEFRE ActiveDirectory B EZES RN Z M ERE,

) g W]

AX E Description
EEETHAEGNRET , BT HF—IH .
T FORF BB UE 2. B AT AL A B, SFEAMEERENERLLA,

ARFFEAERI MG AHAERS  BFTAN BEEHARISEREKE, ZEERET
ftbff9 2 3L o] K HER MM SR BB ER,
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RFERERNSMETHAERS  ERAE XECEAETUERYREBENER , BREA

B A B AT LA ML AT L FE RS EREERETURY AFER. ARER T
TrEN AR B L AVEE(T A

FEREFAEUUEYRERENAT AR IEERETAERYLARTER.
R ER

EEHBRAT , EEERRZETT K.

ARHFBEFPNFIEERBEEE —XEA BEFEAEE-XABRALNB®ME  SEBRK
WorkDocs #8uk B B B8R - RAERE,

£ WorkDocs #BUiPEZ AFFHERMMABEHERAE? T , BENTHHP -7 :
REEEERLUREN B SRATERE. ERFEESRAMN B KERSE

ERETUNEBHARRAERNRRMALE AFEAEEEREAZCAELAERIENR
SRRV ERAE. RRMAHBEHZERE.

ERETUEBEAHAAERIERR , ¥ FEAEREAABRERAEPEAENERIE
B e ERE. Bk, RELEEREK SRR AR

TERES A SB35 1 E B4 WorkDocs MB35 2, BBV T HIE e —I8 -

Share with external users (EEAAZFEAEHE) Enables administrators and users to invite
new external users to your WorkDocs site.

® Note
UTFERReERREBNRERRE
o

Only administrators can invite new external AEEEEUBFENRERAE,

users (REEEE A LUBFENIANIBEAE)

FIESERRAEUBRBENERE EXEFEAEEHBBINSERE,
REERFERAETLBBETNAIERE, EARFERERERBININBEAE,
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Amazon WorkDocs

EEEmE

SN

AX E Description

ERAMERAEREACGT , EN—EARNMEEE,

BRESRTHNERAEREREERE (B BBXMERECESERAZEELRE,

ROEERE)

New external users will be Managed users BEEEHNASEREERASESRAE,

(they are Guest users by default) (&8 E
EKER "EH, FHE (IkFERR , Mgl
SEFERE))

4. TRE , RERTFEE

BRERE

EfEAEMPERERE , WorkDocs EERTFHREMCAENEREWEF 30 XK. 2% , WorkDocs &
HERBERFERRE 60 X, RARKAMKREM. AAEEETUSIETRERMFE. BB8E
EERUENENRERE , MUEEEETUSEREFTERENEZ2EARITXR , &% 365 Ko

EREFERRREHR

1. 1 My Account (ZHIHRF) $iE#Z Open admin control panel (BIREE & #4IHEHR).
2. 7E Recovery bin retention (B RBE{R B HIFR) 55 , i##F Change (B F),
3. BMAZERRREITBPIREERNKXE , AREERE.

® Note
FERRREBHIREA 60 X, BAUUEA 0-365 RAVHAR.

#£ WorkDocs KAMBREAEER 2R , EEEURERRFIrBERELER,
FEEREREESR

1. 1 My Account (RHIIRF) #i&$E Open admin control panel (BRI E 2 S 2 HIER).
2. 1£ Manage Users (EXEfFERAE) T , BEECAZEERKRE R,
3. 1 Recovery bin (RR@E) T , EMERRNER , ARERE Recover (BR) BR.

BERERE
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4. &t¥f Restore file (BRRER) , BEERNERERMNNUE , AR EIZ Restore (EF).

BEERERE

BURERAEEERTE  SERERREACREER.

FE&EIE WorkDocs EAE,

RBASERAERE, MEFMER

3
¢
dn
E
Tl

EEERERE
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# WorkDocs Drive 222 % 2 E i

MBEEBEMABSWEEIME | B SUERABEBEEYH (GPO) 3 System Center Configuration
Manager (SCCM) R% g WorkDocs Drive Fi Fifi, A LAfE https : //https://amazonworkdocs.com/
en/clients T& A F i

EIREBIRE | 55501F WorkDocs Drive EEE 8 443 EFFA AWS IP #iiitfy HTTPS 2El, BIZEE
SRR B B RARFS WorkDocs Drive B RS ER, WEFFMER , 528 (Amazon WorkDocs f§#
FAE&EEE) TR Z % WorkDocs #iiE#, Amazon WorkDocs

(® Note
5/ GPO = SCCM B REEXKREFAEE AR ZE WorkDocs Drive A B i,

WorkDocs Drive B MSI ZERAXET I ZHAZTESH -

« SITEID - fEFMEARTASCIEAEAEM WorkDocs #835E . i SITEID=site-name,
 DefaultDrivelLetter - FHEEAEAREE WorkDocs Drive HIB{RF MR SR, 6l
fn , DefaultDrivelLetter=W, il , SECAEBLXEETTEANMEENRRE, kA, £AF
A LATE 28 — IR E) WorkDocs Drive # 2 ERHIRHEETE | (E TS ERIREAR.

T I&E5I%FE WorkDocs Drive , REEAENHEREEHHE, Fi= , eEA MSI BENTERS
7|

msiexec /i "AWSWorkDocsDriveClient.msi" SITEID=your_workdocs_site_ID
DefaultDriveletter=your drive_letter REBOOT=REALLYSUPPRESS /norestart /qgn
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BESMEIE WorkDocs fER &

RIFFERR , ELEPWEETHIBERB & , WorkDocs #FHBBIRIAYEE KX B PN EERE
AR ERERE ST HEEHES.

£ WorkDocs # , SEFXAETEELRAERNEAEREA, tMTALANGEER , XEED
BE1TBHREFEZE. T8 , ERRAVECTEHPHE - EERAER , SuLBEHAEBMA , T8
YD RS AR B AMAT AT L R A

sk, BRILGEEE, MASERERE  URSEFREAGNRE., BB ERERARER
B, MERAEAENFAER , F2E BERAERAREES,

&R LATE WorkDocs Web Al FimV ER S FIERPATELER , ATEHPNIRERHF MM
7. BR , MRER WorkDocs WHTF , BRRESENRE THRIECRAEAC  RARBERATHEE
BEH.

B &%

- FREAGHE

- RBEESRFIER
- FARAEHBRLA

- EEEEHRA

- ERABBRANER TEGEREES
- BETEAE

- REFEAE

- FREAE

- BRXHER

- THEAESE

EHE A S

WorkDocs E& NHIEAEAR, EUNUEBREFAEREEREECAENAC, NFEFMENR ,
nﬁ E2 ﬁﬁiﬂﬁﬁﬁ %o

« Admin (B¥E8) : #RREBYEEFTNNEERE  REHEEEREPNRERRE, NFEREH
MR ERERAREESNFRET  F2RBERERA/EES,
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EEEmE

HEEERE  FEEERARTIENFSEEAE. NENMIREERERAEFINFRAER ,
Z £ M - Simple ActiveDirectory #8351 Z£ % — ActiveDirectory iE#88#8 15,

- FHE: HEBFEHE , TR EERIE WorkDocs 433t F 1Y E 4t A i1k,

« Guestuser GhEERE) : IINEEAE K ReERBRER, EUUKFEEAEAREEAE, &

FRESEEEARAE,

(® Note
ELBFIEEAENACK  SEYTEEREN X IEBHE.

WorkDocs th & EZ&IiELEENNEREHE,
WS ERE
B EF$k WorkSpaces WorkSpace HIERA %,

- FHFTE WorkDocs Zhag
- 50 GB FEREFZ=ME (IREHERA 1TB)
- BEREH

EFRE WS EAE

B B8k WorkSpaces WorkSpace MR FEEFZRNERE,

- 1ZHUFTE WorkDocs &g
- 1 TB R EEE (THRAENEAXDESESHFEETME)
- EXEREH

WorkDocs A&

R B8k WorkSpaces WorkSpace BI4EF R WorkDocs WorkSpaces f£f#&., WorkSpace

- FHFTA WorkDocs ZhEE
- 1 TB ERXFEEE (THRAENEFXNEESHESTH)
- EXNEREH

nﬁxﬂa

P&

EREAG
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BN E I B R HIE R

& O] LAEFH WorkDocs Web i Fis I EBEHIHIRRERMNFERBBEA , UREEFREAEHN

B

ax fE o

R EE S5 ER
1. &1 WorkDocs AFRA L ANEREEE .

2. EEEET , ZRERMEESRHENR,

(® Note
BERHEREREERRE KNERE F2BERTE,

BAEA B By R

EETERBEETNABEAENEENAN  URBBERLEFIFRLNERERETRNFFAIM
A, ZULEREDMA. ELHMEBMAN , SO UREHENBENFERAEMARLYL : B
RIERE, EREAENEES, SEIRRAUNMHRITEMEER,

BAEA B B R A

1. 1#1F WorkDocs AFiRA L ANEREREE .

2. EEEET  ZERMEESERHENR,
3. MTHBELREM , RREERE,

BURER B EE A LR H R

4. HEBHBRAT , BRAFFESPHABEMAEES —IREA WorkDocs #3345 B By R A KB EL TS
Bio
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BIHE 1 WorkDocs #8522 B MR O FTRUA B S ERE, BRI LIE B s R & BFEHER
%, WA L RHAREIREREREMWEES,

5. EHURRE K RRREREFEE

BEESBR 14 LEFRABH/HA,

EEEAH

AREFERANMAIEEEZL LA, WorkDocs EFH%‘_IJ«XJ@_EE,V\ BEERLEAEHERMNER K, 1M
AIEEBASNASHLARREL  ERECATEAERRER, BAEES | BULIEEH#TT
HAER,

BRI ER H A
1. 1#$ WorkDocs i Fis A L AR EEE R

2. EEEET , ZEERMEESRHENR,
3. MTHBELEM , RREERE,

BEREREHE R AR,
4. HERTHAEGNRET , EEUEHE :

« FAFRERUERATLARAANERS - FRAMAEAENESHLA

- AFERAERY SR THRERS BT MRIL TR AERS - REERLREH
BiE, REEMAETURMERRENER,

- AFERAERYSRETHAES  BRAERERETURL AR THRER - XEERAE
AUEY2EER  BRAERERETURY NAER. AFER A FERRMER LNE
A Ao

- MERECAZENURY RN A BAANER - SEXAETURLILEER,
5. 1##E Save Changes (EEEE),
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R B BRI RV IS T 2 I 68 & B 5R

SEBAEDRALRE  BRENRCE  SATLREAESENNELbERE, ATNBTHTR
ol —18 :

- FREERE
- EREERE

BE,

.

R

WA L2 EFERAFY , EESRERAMMAELT,

TE#S5

i

7]

Xa

1. &1 WorkDocs AFRA L ANEREEE =,

2. EEEET , ZEERMEESRHENR,
3. MTHEBELEM , RREERE,

BEREREHE R AR,

4. T WorkDocs #Ut I AFTRERUA B SERET , EIENSERELAKIMAGR | EBRUZEA
BRTANER—ERE K RAREEREFLEE,

HE-

MREAHFLEEMABENERE  FEREKIGR , AREERFRE,

B a1 A

B LUBHENERAENMAB &, SUALERECEAEEFNERAE. UEFHEF A F2HEEAEBRL
£ — ActiveDirectory B2 221 — Simple ActiveDirectory #8346 F0

EERFEHERE
1. 1#1F WorkDocs A FiRA L ANEREREE .
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2. EEEET , EERMEESEHER.
3. 7 Manage Users (EEERAE) T , #E#Elnvite Users (BFEFEAH).

4. EBFEAEEEARD  HEEEBFENER?  BASZSBENETEFHit  RAREFEE,
REEBFESE LIRS,

WorkDocs BEXBFE FHARSERGA. BHISHERMMEIL WorkDocs Bk S K EREMIE
o BFRIEREE 30 RREIH,

mEE{E A

AL EERAEEANKRE.
mEEERE

1. 1&#Z WorkDocs AFwA L BNREEE R,

2. HEEEET , ZERREESEHER.

3. 7 Manage Users (EEFRAE)ET , BEFHEEABEENHERTR
(# )o

4. 1f Edit User (fREEREAE) AR , B URENUATIERE !
First Name (& %) (2R Cloud Directory)

FERENEF.
Last Name (# EX) (f£BR Cloud Directory)

ERENER,

7RG

EEEAERFERPERFERAS. NBEFHEET K F2REHAERE,

mEERE 60



Amazon WorkDocs EEER

Role

EERARERAEEREEES, B AAMRERER 28R WorkSpaces WorkSpace Ky {5
., MEFHAEF , F2REREACHE,

Bt

EEREERAENRTFRS.
5. 1##Z Save Changes (BZEE),

EHREME

AL ERAENRERERIERS | SIS £ ENFIRE
B ERERERES Inactive (FHERAH)

1. 1B WorkDocs IS i &AM RERER.

2. EEEET , ZEERMEESRHENR,

3. 7£ Manage Users (EEBffAE) KT , EFFAERBZENHNEERR
(f )o

4. B Inactive (GEEAH) , A& EIF Save Changes (REFEE),

= A fE A & R FEUER WorkDocs #83h

(@ Note
HEAESERIFEATREL T EREMN WorkDocs MULMBREER, ERRHEREE,
B, B ERFERAENERNENREREERATHNERE. WEFHAER , 72
RERXHmERE.
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MRS EFERE

] ARIBRE R 1S EARKER Simple AD, AWS 2% Microsoft 1 AD Connector
FRAE, EEMBRET—ECLRE  FEEFRAEERENLRBET
(@ )o

&#9 WorkDocs MU BRAELBE—EERFTHERE K MAEREFTRPEERAE, NREFTEMER
PRAEfERE , FREREMEEY.

TEBEMBREEMNERE. ke , CERBERERERTRENRAIEERDARE | LA b
TFEUER WorkDocs #83,

BEXFEE

BU AR ERENEREERNREREFATNEAE, NFWNAFEREAENFMAER
B EAEAE,

s
B

/A Warning
LR Rt BE,

BRXHAERE

1. &2 WorkDocs A FRA L AR EEE =,

2. EEEET , ZEFAREEEEHIER,
3. 1 Manage Users (EXEfFRAE) KT , BSIFEATPNERAE.

4. HIFERATERERTES  EFREET
(f )o

5. EREHNM4HER K RAEZBAFTHEENE FE4itbut,
6. 1#JZ Save Changes (EEEE),
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EEEmE

TEEHERE

EEREEERFERTRERAEBE | BXARHE WorkDocs Companion, &ZEZ % WorkDocs
Companion , 528 WorkDocs HEFRERERE

THERERE

1.

il

iZ1E WorkDocs APl L AN EREE T,

EEEET , EEFREESRHER,

£ Manage Users (EXEEA#E) KT , i##EDownload user (FEHEA &),
¥7 Download user (THERE) , FATIERZ—UEHFERAEFTE .json ERELNR
| :

- IEEAE

- HEERAE

- WS A&

- ERE

- EREERAE

- BEEE

WorkDocs 88 ERRBEFETIHP —ENE :

* Windows — Downloads/WorkDocsDownloads

* macOS - hard drive/users/username/WorkDocsDownloads/folder

(® Note
THUBREE—LEE, It , TENERTEEELRN/~usersERK,

FELEAEACHNFMERN A F2H EHEACHE.

THREREEE
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2 ERiBEEHE

BHERETUEBECERNBBERAARNT, MREMANSLA | £ F th 7] SIERSERE A &t
.

WorkDocs ZiB £ FF A RIZHERRMERNFR, RRSBBEAENAGER .

- BAmFERE

HRAER

ERAELEREHRER | SIRIEEHR WorkDocs RAREER |, WEREBBEA/NIEEMALRER
EHA, EERESEZERK , TURERER/ A TIEF—EFER :
* WorkDocs fMEHIFTEREH AT AES, RBMFTRER.

- FMEFEEREHA , BIERTFRE WorkDocs MR EHA |, BT URE ER, WELEHESKER
BR&I B EAmR,

BARGERNKEAERBRER. ERERBEAERATHNUNTERRMERIRE , Sl LEH
BRIAMBRRE XM

KIRTER:  TESECHERTELLNEER, FEETFNERTE  FRENEESRIERER
Security (Z£ 1) RE. MEFHMENA , F2 Eﬂfﬁ%ﬂuﬁr"ﬂaﬁﬁﬁiﬁ ¥ WorkDocs o

LUBREHETH A

E!@?Eﬁﬁ%iﬁiﬁ:ﬁna,\ﬁﬂﬂ—r , BN ERETLEREEBFEE MG , EEAEAENFELAER
FERR, BFISHARNBNES  SBETURMAAERFER R, SBE BT UEAMMENGK
EMARNERAELRELERIERK,
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ZAILABEZSBENEAERETTER. BEAUEBBFEFMELN B SBHERET EH AN ERK
BRI,

® Note
HABBTOSEMRBENKE. EETSELENE , BN ASHNEERBFELRBE,

MFEFHMER , FSREMEUEEESZEHEREE WorkDocs .

9}\32'3/ =

S\EBL A AIEE WorkDocs RN S EFAELABERNER K  WEADEAEGE , MASELR
NER, hEERAETUEABEAELAERNERK , MAFEWRMYE AR WorkDocs ﬁ.‘j%‘iﬂ’]ﬁ%
FERE. BEARMANBLAR  FRAEUTUBAZEEIAAZAREAENE FBEb | WEREE
WRIBEERLAN T, MENBERAER  FUERREESE K BEEEAEMET., ABEAEER IJ
EFHHEAN , IS ERRIERNRNEL., EEFEESENBERAESE B YEEHP@AZE
AERLLE A WorkDocs, i AT LA#E Shared with me (2R A Z) RIEEEDEIN 2 ENERRER
K,

ERBEFETEREHERIERR  BRENBEAEN D ZHERABRFEER, BLEESSA
RBRABENNSIE , SEEAESRENSERAEDIZARR. Guestusers IBFERAE) BEERAIE
EHIHEHEEE L ARBEUEEESKEARS User (ERE) Bik. WFEFMEN , F2RAELRE
HERE.

RIFTER  NBLEZERHEN , MEERAEE TSR 91«“‘!3{@%%0 EESFNNRTE 6 BRENEEER
HIEAREH Security (Z£1MH) BRE. WHEFHMEN , F2REHLEEERFHIREE WorkDocs

AT A
WorkDocs ERHARZHENRABRNFR, FTRRBEREACER,

B 8%
- EREAG
E2ZEEFIRAYFF A
HAER KA ERFFA
- THEHAAERRPIERFTT
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EREAR

EREAGEFNERRMNERTT. BUUEENREREATIEAEASE

- ERRHBEEE - ERRIERNHERTE,

- ERRARHEE - AR EEEAENRIERARHARTENEREHEE.
- BRRBERE - HRENRERSEFIEN A

- BRRMGAES - BENKRNEDNER (HEREFT ) WAB,

AL EERERBREATIIEREAS

- BEE - ERNEEE,

HEWEE - A EEEARRAFIREENERAEEE
« Contributor* - AFEARMERNEREE,
- RRHR-HERNENER (HENRGEERFT) WAR.

- EEWASR - BEASHNEEMERE  TUAERAERRERRECHANER. RIEZHR
B FRAEERAREFERAEREENERENT. ERAEEELIRAERED.

ERMEELIEFDERENERRE, B , MU LETEBBHFREESR,

B4 EERRMT
THFTEARAAERRNEREAS

@ Note
EAZENRNFTHEARZERRTH FERRNER,

- RR - REHAERRHORE.

- RBFERR - BRFERK,

- REHA - BREENRARANEMERE,
« THERRX - TRER K.

- HEFERR - FHEFERK,
HA-RHMEREHAREBEERR,
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- HWEEHA -HER EEERRNERA,

- MBRFERK - MERFERK,

- MBREBERK - MEREEHLAER R,

iR iR iR TH g Share 8 i BR i BR
F& H* A aRx FE (9D =E) HE F& EE

BERR v v v v v v v v v
we%E

BERR v v v v v v v v v
HE

BE

BERR v v v v v

2HE

BERR v v v v

i as

HABEMRPERWVETT
THHTHEARL AR R ERNEREAE

- B - BERESEMEEER,

* Delete - MBRHEAERKPHER,

- BN E -EFREER.

- LE - EEERNIRA.

« TH - THER. ERER. BUUEAERBMRAFHIEBTHARERNIIR.
« BHIETE - B THEESR,

@ Note
- EREBUMLERER , EARGHTNERAENRTUATHESR. BERHILERRER , FH
RAERERR , WERETHFEELERE TRNSEERN LR THRE,
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c EMP4 ERNFEEEIHEHEEETANZERNTHE , SHEENRASELE
Amazon WorkDocs Web A F i 1% .

- HA-BRHMERAEXAER.

- HEEHA - MEEEROHEA

- Bl - MRHAERRFHESR,

- BRLAR - RALARAERNEMBERE,

- REEE - REHAERENEROER,

- REEE - REERNEBE LI,

« BERAE - RRE RN KB,

o MIBRARZA — MIBRAERE — S ERA.

« BFRAE - ERERN —HZE S MERRA

- WMRFTENEW - A E/HEHEEE U UEEXHNELETH , BMEEfIREEHETH,

= Delete E L T PBF Share B B & & & ® @M #H &
& i & #H Ot (» £ K K/ OH B/ K B K #
i T E # # i & MR MR KR PR

= 2} = A B 8 X X X A

A

=]

¥

Tk o B oM EE
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EEEmE

#Z Delete
B

B

=]

5

8 v Vv

%I'

*x

H

&

B

=]

e

g v

%il'

*x

5

i

e

*
*
*

E £ F
B =
i
=
v v Y

B5  Share
It (9 8
T E) #
1 =
v v v

®
18

wHE S

!
&

7

B =

3S P E

3 5 SW A

"
18
PRt
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EEEmE

B Delete 8 Lt T BsF Share ®
3 i g # &k (7 8
n T E #
& =5 =
& v
#
R
iy
)
2=
5
£
iy
)
2=

®
18

W

!
&

NFaE S

3S P E

3 5 SW A

"
18
PRt

CEEERBAT  BRETEEKERNREARALEINHAENRNAL., LABKHTEERNE

BAHER , TERRARENRPHAEESR.

*REENHARREEALUBRIMANLETR. FEHAREEASAEZROENRLARR,

> EREBELIENSERANERRE, T8 , U LETRB B REESR,

TEHEAERRAERTA
THHTERRTELAERRTHERNEREAS .

- B - BEREEHMEEER,
* Delete - BRE S,
- EfGE -EFNTEER.

TR AR R A
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« bE - EEERFRA.

- TH-THESR. ERER. SUAEHERBERAFHIEBTHRARERNIIEE,

« BHIETE - BIETHEESR.

® Note

EMP4 ERXRNEEEIREHEEETIATZERNTHE , SHENRASEEE
Amazon WorkDocs Web A F i 1% 5.

- HA-BRHAEAEXAER.

- WEEHA - MEEERNHEA

- Bl - MRER,

- BRLAR - RALRAERNEMBERE,

- REEE - RAHMERENEROE,

- BEUEE - REERNEBE L.

« BERAE - R RN KRR,

o MIBRARZAS — MIBRAERE —HZBRRA.

« BRRAE - ERERN —HZE S MERRE

Z Delete E Lt T PF Share BB ® & & ®& & @M &
L w o # # Lt (» # /O OH O #H OB OB KRR
i T =) # # F OF KR KR MK
= 5 = A B & X =X =X

'
<
<
<
'
'
\
<
'
<
<
<
'
'
\

*

*

o @ S T K ok Ot §
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Z Delete E Lt T PH Share BB ® ® & ® & @M &
i w #F # Lk » # #H #H O #Hf K ORK KB R
) T E) # # HF F KR KR K
A 3} = A B & X X XK
=1 v v v v v v v v
&k
&
View v v v v
(&
i)
)
5 v v
&
L7y
i)
25

CEREAENHAEHEEIUBRIMANETR. FEHAREELASAERROENRARR,
* ERMERLIEFTDARANERRSE, T8 , efITA LETEEBNIMRAESR.

& F itV im BB
T S\ IR B S AR R 048 L R B R R R i R R
B

« B{A Hancom ThinkFree
« BXA Open with Office Online

B Fl Hancom ThinkFree

& O LA A& WorkDocs #8834 BUFH Hancom ThinkFree , #Z{# & ] LA WorkDocs Web FEHENE L
W ERmEE Microsoft Office HER., MEFMEN , BZB A Hancom ThinkFree ¥ 1THREE

R i fEimeE 72
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Hancom ThinkFree A WorkDocs fF A& R EFA. TEHMRERRB L E,

ZZE R A Hancom ThinkFree

#& Admin control panel (EZE#Z#IE#k) BtA Hancom ThinkFree,

1. 1E£ My account (FRHIIRF) #i&$2 Open admin control panel (B BB ZEHIHER)o
2.  ¥7 Hancom Online Editing , i1 Change (£%),

3. i#iF Enable Hancom Online Editing Feature (B Hancom Online Editing Zh&E) , ¥R A 2%
=, REZIRIE Save (RF).

Z Z{= A Hancom ThinkFree

#& Admin control panel (B2 #Z#IE#k) 5/A Hancom ThinkFree,

1. 1E£ My account (FRHIIRF) #i&$E Open admin control panel (B BB ZEHIHER)o
2.  ¥5 Hancom Online Editing , i1 Change (2%),

3. EUH®EH Enable Hancom Online Editing Feature (BXA Hancom Online Editing Zh &) #ZEX A 1R |
RZIRIE Save (RF).

B Open with Office Online

AIEH WorkDocs #8¥5BUR #£ F Office Online BARK , ZF & o LAHE WorkDocs Web FERARER 1 1E#R
&8 Microsoft Office &3,

[E B Microsoft Office 365 Work =X School tRF , A #7E Office Online F#REEAY WorkDocs fi£
A& , TREMH A Open with Office Online, MEFFMEH , 5528 Open with Office Online,

FUA Open with Office Online

#& Admin control panel (EZE#ZFIE#k) BtA Open with Office Online,

1. 1E£ My account (FRHIIRF) #i&$E Open admin control panel (B BB ZEHIHER)o
2. ¥R Office Online , i##E Change (%),
3. #H Enable Office Online (BXA Office Online) , A& EFE Save (7)o

XA Open with Office Online 73
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{£F Open with Office Online
#& Admin control panel (EZE#Z#IE#k) 5/ Open with Office Online,

1. 7E My account (REIHRF) #3&#2 Open admin control panel (B EEZEHIHER).
2. ¥R Office Online , i##E Change (%),
3. HUHIEH Enable Office Online (B Office Online) #ZEXVA# , A%IEIZE Save (f§1F).
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EiERERZE WorkDocs

WorkDocs & & m] LAf£ | WorkDocs Migration Service 11T ZEERMER RN AR R EREH
WorkDocs #8%. WorkDocs Migration Service A E2 Amazon Simple Storage Service (Amazon S3) #
BfEA. EELRTPFERATNEIUBTRIAEAEERALZTER E WorkDocs.

EiBFEH , WorkDocs & A&t AWS Identity and Access Management (IAM) B3R, R LEBUER
REIMFH IAM A€ |, #F WorkDocs Migration Service BI1ZEUE |, AT T SIS -

o BEIFIHEIEER Amazon S3 FFETE,

- BEFE AEIEEH WorkDocs #81.

TR TIER , SENERMERKEBE WorkDocs, FEZal , FRZBEEMBTSIFF :

« WorkDocs fBUhHEB BT
« B3 IAM AEHNEFT

MR IEH) WorkDocs #33EE% E1EEE WorkSpaces #EHREIN B & £ , BHEERTHER :

« 3827074 Admin AR WorkDocs IRFE#FER&EE#. Admin 2 WorkDocs FHIFEREFERAEAE,

« J&HY WorkDocs EXESFEAERBLARAMMN WS EAE. WRFHREF , F2REAEACH
BRimEMLRAE.

(® Note
B®E WorkDocs B , BREFHZER. BERIEBIERAR. BERMEERNFAT R FHRE,

5%

- TR EREEBHNRE

- SB2 . BERLEE Amazon S3
- $B 3 HEER

- SB 4 BHHER

- $B5 . BERER
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TR EREEBNARS

EiRENABLETER

1. TE&H WorkDocs BRI XHT , BULEBEBRERNERKNER K,
2. FBHEIRUTAR

- FFEERRTITZEIB 100, 000 EERMFERK, NREEBXRH , BB KA.
- ERIERTEIB 5 TB,

- SEEREBaE 255 AFZTHEL, WorkDocs Drive REERTE R #KE A 260 EFTH
BELHESR,

/A Warning

EXNBREBEEUTEIONERRERK , TESEBEERTEREBERZLL, MRBLE
EEIER , 55181E Download report (FHHE) L TEH A , EF S5 HER, BLEBHE
RURRIIBBHESR,

- BHEZEME - fln  EREBEENEAZE,

- FEREENIHB™ - Fl : .file, .file.ppt, ... .= file.

- HMEIBERHVER - Fl0 : ~file.doc, file.doc~T ~$file.doc
- BREBHERB .tmp- 0 : file.tmp

- BEREBRLHTSELES K/ NEMEIE - Microsoft User Data. Thumbs.db., Outlook
files= Thumbnails

- FEREMELFZFAMERER-*(EH ). / (ERE). \(RI|BR). : (B%K). <(b
B)y. >(KR). ? (BK). | (BEERKFEE). " (#5355 ) = \202E ( FREE
202E),

FER 2 IEZELEZFE Amazon S3

HEHEZE EEZE Amazon S3

1. EAWSIRFHEUZE HEERMER KA EH Amazon Simple Storage Service (Amazon S3) fi#
ZETH8, Amazon S3 f@#1FETRELAAEE WorkDocs #E A EAR AWS tREF AWS EiF, FE

SR EREEBHRER 76
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FMER |, 5528 (Amazon Simple Storage Service & 1ER) F A Amazon Simple Storage
Service Af9,

2. BERLEZEEL—FEASBHEIHN Amazon S3 REEFITE, BEMH AWS DataSync #§EE
MER K EEZE Amazon S3 fZErE ., DataSync IRIHEENER. HEMB L INAE, MEFFM
B , @28 ( AWS DataSync fEA &5/ F A DataSync AWS DataSync BYE/ES = F A
HoBBK (IAMBX ), DataSync

T3 HIREER

ERTBE 12 2% , FBFEH WorkDocs Migration Service 2R#EFEZE . Migration Service &% Al &
FE-BAMNFEREEEEER  YEEX-—HEFEHRE K SHNETLRKBEE, MREERIET
B RBER K TEBEXERASEIAE  BREZES

ESHEEBBE , WorkDocs A ERFREFRESEBHEERERG,

(® Note
BB HEIB WorkDocs RFREVERTESERBENER, MEFHMER , 2B WorkDocs

WorkDocs Migration Service 2t AWS Identity and Access Management (IAM) BEREIEFARBE
FERALBE , BB IAM £ | £F WorkDocs Migration Service fZEUEE EHR Amazon S3
7 BT B8 F WorkDocs UL EIRERR, &t T LAFTE Amazon SNS EFEMEH , EEBBERIEERI
R BAa A& REF W EH.

HREER
1. % WorkDocs £ &+ |, BEERAER., %,

- WMRIEREE—IX1EE WorkDocs Migration Service , R ERRIEETB Amazon SNS £F
@A, TR, RN E F B4 ETHER | ARIEE Continue (E).

i#1Z Create Migration (I &),

&t ¥t Source Type (RIRER) , ##F Amazon S3,

BET %,

HRERRFNERF , ZEHIBRT , SREHN IAM BUR,
EREE L —ESRPERN IAM BERREMYHH IAM BERNAS® , TR :

o a0k~ w DN
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c. JE#E JSON I REF &L ERIIBIAEEN IAM BEH,
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f. 1#E Roles (Af2), Create role (B A),

g. 1EH Another AWS account (Eftt AWS tRF), ¥# Account ID (fRF ID) , Em A THIHFP—
E1E :

- WREBERS (MEREILE) B, BWA 899282061130
- WRXEIFEL (RYM ) EBE , F#A 814301586344

- HRGKEE (FK ) BE, F#A 900469912330

- IR TDXESE (EHR) B, F#8A 031131923584

- R EAKESE (RR) BE, F#@A 178752524102

- HREUH (ZWW ) BE, F# A 191921258524
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SRR | EMERPERERN Amazon S3 REFEEE.
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REEEAER, E%, EEANERIURRHFHEAVERHEEE, MRFEFEEB L ILIRE
Cancel Migration (BUEZER) , iEHE Update (BT UEFHEBNEESE, EBTHE , BULLEE
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Migrating
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FX2h
BB E TR
Partial Success (8% & Zh)
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BBERR. NEHFEES , F2REBREL THEAN®RS.
EEUH
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S5 FRER
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ME IAM BERA G

1. BIE https://console.aws.amazon.com/iam/ BIEK IAM 2 &,
2. EEBX.

3. HEBWBRREEINBER

4. ¥R Policy actions (B BE) , FFiEIE Delete (MHIER),
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LR EREPREIRR WorkDocs #8i5 AWS
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&I Amazon Business B WorkDocs
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https://workdocs.aws/ REBERH &

BEEFHE A& A WorkDocs for Amazon Business

ERAEH Amazon Business B & A https://workdocs.aws/.

f£ WorkDocs for Amazon Business BEE £ , BRAERINEEE 1%,

i##E Admin Settings (BB ERE).
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£ Recipients (##E) b , M AEBHBEZFAENEF B4 MU RFERAERR,
(EBEM) BITBFAL
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N o g k~ w0 Db =

1 WorkDocs for Amazon Business i€ SR E

1. {EAEH Amazon Business B E A https://workdocs.aws/.

2. f& WorkDocs for Amazon Business BE £ , FREAINEEE 1%,

3. i##E Admin Settings (BEERE).

4. 7 Searchusers (BEFAE) P , WAFHENET , REBET Enter,

1£ WorkDocs for Amazon Business EEHfFEAEAE

1. fEAEH Amazon Business B & A https://workdocs.aws/.

2. %&£ WorkDocs for Amazon Business BEH t , R EAINEEF 1%,

3. i##E Admin Settings (BB EE).

4. 7£ People (AB) THRMFEAESE K ENERREEAEN Role (A1),

1£ WorkDocs for Amazon Business = il B 55 F &

1. fEAEH Amazon Business ZE & A https://workdocs.aws/.
2. 7E WorkDocs for Amazon Business B E £ , BIREZ RN EEE K,
3. i##E Admin Settings (BB ERE).
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