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EiC AWS EENREER

BB . 2023 £ 3 A 30 B (SUH1ER])

Amazon Web Services (AWS) A BEUZEB X PEERHERGETE AWS BER. SEERBIMH
BENES 6 ARSIBNEREHER , ARRETFERIREEXERLENNERENR. FOREEER
ERFEARG., X, BMANIE , EEITERRSKEEN, B, REREMBEEELERNK
BRIBER. BEE—BHNECXBRIUERRGHGRENESER,. EERANAE , UREEZN
AWS R,

AAREUFEAZEIREHES AWS BZHIREAREPRENBCENEEARR, ERELXEERA
RE A6 AEZBREE. AWSEBZURBRRSABUERER, WEFMENR , F2HEIEH Cloud
Foundation, AWS

R E Well-Architected 1 ?

AWS Well-Architected Framework A 1B & 7 i@ Bim 2 B R FTHMOR RNV BRE . RBAIAAX
BRURCEERERREEY , UERATRETRE. 22, AR, RBEEEEKENRK. £H AWS
Well-Architected Tool AT 2 B FEVBAWS Management Console , &7 LUEIR B2 &8 X 28 — 48
BRE , BRBRELREERRREIEAR,

NEERRBNESERESINGEER , F2HEAWS ZEFL0 , 2ERBHRE, BRVIBRE.

Gl

AWS AWS EBE I &R , a0 Amazon EC2 #1T{E#. Amazon EBS M2, Z£FHEF AWS
Lambda B , £ PREDEIEESH. SCHUUERNER AWS TEEARINERKE. T
B, UREEEEER AWS EffiiE. BELRN AWS AERRIIBEEZSEARAENNGTZERE
B AREE-ERGIRERBLEERFIERGHEEARESN. EALEHERIEZNEETS , W
RAEER, BHEE, K4, mOoMEEuES,

EANBERES , BEENEEERR,. XHEERBRNAL Wiki EE EBEEUCAE. E£RERE

HEERE (CMDB) , B AERRESERFEFREFANEEMBOFETEER, EELARMHE
g, ERERNNB I REBRNEE. EUTURNEBLEERDBER  BEREBARRERTRA
BNER.

&= Well-Architected 15 ? 1


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/well-architected-tool/
https://aws.amazon.com/well-architected-tool/
https://console.aws.amazon.com/wellarchitected
https://aws.amazon.com/architecture/
https://aws.amazon.com/ec2
https://aws.amazon.com/ebs/
https://docs.aws.amazon.com/AWSEC2/latest/DeveloperGuide/using-network-security.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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— Philadelphia data center
— web tier

— unique identifier

hostname: phlpwcspweb3 = FI'T p W csp web3

- Customer Service Portal

production

ERmANBBILEE

Plan , EC2 HITEBRERE A Name WHEXERER , TRHEBCNDRE Y WREETHEEHELE
HpiFin & TEEH AWS,

2010 £, AWS #HHERER , URAEMBTRREAMS WP REREZEZENER. &6
REGSIEETRERME AWS RIEFHABNEFEBRARLRBNERF . FEFESHEERERER -
MM BERRENE E TR REHE



https://aws.amazon.com/blogs/aws/new-amazon-ec2-feature-resource-tagging/

REC AWS BIRN RIEEH AWS BRE

BRI 2

EEREREZERNE/EY  ARRERERNTRES . SERRM2HREIENZREEKNE
B, BYEFMAERBNEREERIERR (F2RIELEREFEZ AP BIRT), HMREA
RREZEBACH APIsXERR, FI8 , BEANE , TEARFRBRER , SINEASDHEIEF
(PI)o

EAEMFEHA AWS CLI, API =X B2 X ERZE AWS ERIWEE AWS Management Console & £ F

EEENER, B{E AWS BRF , 510 AWS CloudFormation, Elastic Beanstalk 1 Auto Scaling , &
BB ERERGEHEMELNEENER, SLEBBAAWS EEXEWNER , BEFTEA aws. kFE
THAREAEERNEBRZESIE,

AHEE AWS EFNERAEERERBERERAFTRARG., NFFAEF , F2H (AWS — K2
ZiERE) PHEBEGERFITER, AWS EANEBRTETACLEEREERNERRS,

®1-ERAEEREBRSIBNERNEH

#1TIERE ID EBxRs|E ERE

i-01234567abcdef89a CostCenter 98765
Stack Test

i-12345678abcdef90b CostCenter 98765
Stack Production

& 2 - AWS EER &S

AWS EXENEB LB picfa:

aws:ec2spot:fleet-request-id B BB E11T {E 38 Y Amazon EC2 Spot #1718
R

aws:cloudformation:stack-name % BIZE ST B IR AWS CloudFormation &

lambda-console:blueprint B A% AWS Lambda BN B EI A EE[E]



https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/supported-services.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/best-practices-and-strats.html#tag-conventions

R AWS ERHREER AWS BRE

AWS EXENEBER EH
elasticbeanstalk:environment- S EVERNEARER

name

aws:servicecatalog: provision #H % E @ Amazon Resource Name (ARN)
edProductAzrn

aws:servicecatalog:productArn RPREBMEERNER ARN

AWS EXMNEBEFRTRZE™M, H , £ AWS CloudFormation &iZ&xd | BAILIERE —HE—i2
EBBE PV ERstack , HA stack-name BREHBRRBIERNERUEETE, NRERE ES
#®aws:cloudformation:stack-name , B LB ANEBESHNSEEEEA=HETE : aws
#8#&. cloudformation BR¥% , LAK stack-name ¥,

ERAEERNRBEIUERANEERE , BREREBRNFRATE, ETHEEREZIRER R
BXEFBHRNAR , EREEREPEANBREITEMERNAS.

EEARE LBV EHNERER AWSH , RFIZBEF—EER. TEANEXRAIKLERFTRERN R
B, URBERBNTEBE, EFK 3 RHv#EM

& 3- HENERRSIE, TRNERERA

AEAS EHRs|E ERERE EREH
~E A CostCenter 5432 5422, 5499 5432
A7) B CostCenter ABC* ABC123

MEEMERZBERVUIRTENEZRD , AIEBRETRIEEE. TiB , MR EMBERESH BT
B eER  ERBESEEMEM, KRFICIFFATEE , EENESHEMHtE K MAEEHME
i , 5120 EE 32 E PR IS L PERT S 1ERY F B i ﬁ%ﬁﬁﬁ%jﬂp’“?ﬁﬁ/\ﬁ HARBTRMBBOIRS 2L
FA AWS A8 —EB 5 o iﬁi@ﬁ)ﬂﬁﬁ%%ﬁﬁl%m%ﬂﬁ WREHENTE , TUBRSLHRE k4
7R

R4-EEBRSIBHEAREER



https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/choosing-tags.html
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EIzR XA EERERE BB EEHH

RAEA company-a 5432, 5422, 5499 5432
:CostCenter

RNAB company-b ABC* ABC123
:CostCenter

EEHNSMNAMEBNAREREST K CEBLEEHAERE, BEFTWBNRENEREERRZ
MEBETHRA -, FREEEIFER. EETEANGEZARAEY K RAEERNERATUE £
}E , WEABHSHEBKRAFTNEBER, SEZHETUARERER  IRNREEBHEEE —X
MERARFIEEESE,
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EEEEREE, RoIBIEBENERXRTERETS , YATUUSZEEFAE., WERENFLEN
HMMET , F2E ( AWS — 2 E) hPNER AWS BiR, ERESD K/NE |, iIEXRTR costCenterfl
costcenterRTEMNEERRSIR, EFRNVER/ME  EFHNBUETETR , ENEEFEENE
&, Bl £EE , TEESETESRES costcenter , BEEBlcostcentreRER EIEM, EER
HERELBETRANRSIR., TELERIPERHE. KNNENEHFR, CAGLERERAELY
EREERNEMANSE, T HSEFHEMARATE  EEENERLEE,

(® Note
HARBRSIBESANE , B IAME IAM EREEANERE , LB EERREXNNERT
ENERZSI#. BAEBFEERARETANNENSR, NFFMER , F2H8 AM ER
iOEEEC



https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_tags.html#id_tags_rules
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_tags.html#id_tags_rules
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BB SN RE R

NMEMZRAEEYR K BFFELEKBERBEENRENBERE., REVANELIEFRG  IRBFER
RiRREAE BT,

Identify Need
and
Use Cases

Measure Define
and and

Improve Publish

R R [ BB R N U EH

HEEEBES A HAEREANERNER. ARNERTARSERR , ALBEERRBITUDE R
HBANEEES, R URARARARNEEIRRERISERNED, AJURREHZHMN R
FESEEIURNEBN P NREER, BANWERTARARERSRE T NEFERRC R BB
BEATRHE, FEANSEBETUEERRNRLCNTR (EREARY )  FERSHBEETUEE
wE. BENUEFELRE,

FRERMER , ZEEREFXRENBENRHFVE. ZEHENERT , LATEEITUERLAR
R, WERERAESEEMRF (2 RACI : Responsible, accounted, Conchoned # Informed) , S4E
HESEERD, EB/DHEST  EXTHEEEERRETHESALE , RERERZNEENARF
#}17,
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REATENAFTRESNANZEEELS , MREELHRE, SEERSERERTFTEM LRRU
XEEFEHNPRES  fluEms. BBCNENSE, EMBRT MAEBER , AREMHEERS
FMLEHEK, EENBHEBEETEBTAURENACMBEEL2E

- IBNMEBEVNTEEBEEMFBKARTHRERE , NELEEERRTERFERIBBE.
THEANRAEEE , ABRENRERERHUEEEN TR R, EEERFBFEXE. &A
ERER (HlW, £/ SaaS RBEXZERE ) AARBIERERBNAERK,

- RENGHRATETHERNSGE (fHLA. BRIME ). RETFEHECENEHRERE
PERNELEE , URBBENERYE (ERBHEIEAEAREAREER )  UEREENE
FIMEEE | GIANFFA. BURMEEE.

- BENRBRRETHIFERLENBEY, EXEERNEERER  URBITHER (SR, R
. £EZE ) NEE , REMBNXEELIEFNASHEEEEETR. B, B4, TBR%
MEASHBECLTEECEMER,

« BAZ L (InfoSec) MEZ£IEE (SecOps) #iR T HEAER ML HITE | AR EEF R E
1H, InfoSec BEEBERIEHIENEIE , SecOps BEBEEHELRHIE,

RIBENEARG., BEEF. B NEEER  SUTRFEABASEBRNNREK , SlMEH
(BERE ). EARe. EnBANEREE, SUEERARINERREENREK | TEHTE
i, ROMER, B2 EBFENXBERSR. EEARTHEHDRBRBNER, BFENE
BHANM, FEZRNSEEEREEARAEETE , SETERERNE. EWaEd , 20
ARESZMMANBRNER , YHBHESERRE., AOREHESRASEERESREEEARE
Playsasl,

FSHEEE LS ESNRIALERNSE  TATUESEAEBNEE, Hlin , BEERT
REEKEREAIPHARP L, EBRENIMEMER. Hit , eMUESEAFHEEERE S|
#BusinessUnit , 5l CostCenterM . {ARIBZEBERAIESRESEMERAREBLAN | Fl
0 EnvironmentName, OptInzk OptOut,

TERSHBERERRMERNSE  YREARNLERNNENER , i
. BERABLERR 2

. HAEERER (HfF) 2

- MATRHBTRE  URBEABLSENED (EDRED ) 2
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ERFRMEARM 8


https://www.youtube.com/watch?v=aFdpBqmDpzM

IE AWS HORHO B (KT AWS BEE
« BEZARE-IRLEKE ?
- REHBUE ? MATHRULERE ?

#R% , Cloud Enablement, Cloud Business Office 1 Cloud Platform Engineering &% #8887 LA1%
HEEENAE®  LESERKE, HHSEAR K LEBRNEEE. BRERMRLEEN TI/EXE
RERAERNHN — B,

EENEZBMEREBRR

£ — BV 5 R RRRRER AWS BR , 2B NZRANER, *ENRCFEBERTHEEER
b—3tE, T 56T B SRR E A
EEaHHRE RS 8
- ERAEINENEBRGEEL (XBINE., RITRIER. BEE)
- BRETERAEAE D HBBIEF (PI)
« REFAUERNELFNERRS|E
EE MM EREMERRE  ARNMEEZARR

BETIHERERR  HMASRREBERTTREEREFNEE, ENAZTEHHEKARERSE
REVES , IR BEEMN A HLEE., FREBELRRER/RTEERILIER M.

EREM B MR EBER 9


https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
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EBFLEBERER  FERFRFNREETEERRFBHER , BFAEHRRSHEEEETE , UE
RBENEREH, EBFETRENER , WERBEEM,

AWS Organizations — Z&BUR

FHI R AWS Organizations AR EMBERNEEERAZTHBHHN AWS IRFE , EBBEERU
JSON R K ZZLEBERN AR | BFEETLUE AWS BHRIE P IRE MR M MR HHITEBE
R, EBERXEERPEEREE MEBRS|IBESWE, KBERUUREBTENER , I2FEE
HMLERAFT (*). BEFEFETRIBNESTERERE , EEENHERD,

THEHRBUTERFEEE , URBEESRTEINE, FARBHRNABRRFREAER ,
AL EFEEZR - ERBEK, BBRAARXEZRTERE , IRLBRAEEEBRAR
BERH,

Examplelnc-CostAllocation.json
UTRERE A EEBRNEHBUEREH -

{
"tags": {
"example-inc:cost-allocation:ApplicationId": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:ApplicationId"
I
"tag_value": {
"@@assign": [
"DatalLakeX",
"RetailSiteX"
]
}
},
"example-inc:cost-allocation:BusinessUnitId": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:BusinessUnitId"
},
"tag_value": {
"@Eassign": [
"Architecture",
"DevOps",
"FinanceDatalLakeX"

]

AWS Organizations — 28 H K 12


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html

REC AWS BIRN RIEEH AWS BRE

}
.
"example-inc:cost-allocation:CostCenter": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:CostCenter"
.
"tag_value": {
"@@assign": [
"123-*"

Examplelnc-DisasterRecovery.json

UTRBEXBEEFRBRNERBCREA

"tags": {
"example-inc:disaster-recovery:rpo": {
"tag_key": {
"@eassign": "example-inc:disaster-recovery:rpo"
.
"tag_value": {
"@Eassign": [
"6h",
"24h"

fEWEH|F |, ExampleInc-CostAllocationZE|BUREEEZE Workloads OU , Rt EAR
ProdfTest¥ OUs AMFIEIRF . @i , ExampleInc-DisasterRecoveryZE B R SEEZE
Prod OU , FtEEARERLL OU MIRF. FRAZERFEBENREEORESEHEMRRESR
M OU fE#,

Examplelnc-DisasterRecovery.json 13


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html

1250 AWS BRI RIEER AWS B &

IE%L Workloads -=--r=r-r------- attachement ..----..........----ﬂ\ Examplelnc-CostAllocation
_I?ﬁl Prod ------------- attachment .....------..........E,\\ Examplelnc-DisasterRecovery
—E consumer-services-prod

consumer-services-beta

data-lake-prod

manufacturing-prod
— miarketing-prod —'E\D’\\ effective policy

[ &
—E-) Test

— consumer-services-test
— data-lake-test

— manufacturing-test

E— Tag Policy
— marketing-test

ou

Account

s
] T

RHEBEREEE OU B8

EEi%ﬂF'EI’\Jmarketing—prodIIJEI5 , EMEZEBBERBEARLIKRSE , BERMEERBERNH
, ERBEAMIRE 2 EREBENSERE. IREFTEFHEELNER , BITTLUES i?:"é’ﬁ‘q:'

E’Jﬁﬁﬁ%ﬂ%ﬂ*ﬁﬁﬁiﬂgﬁ ERBEERRBEERBE, MREFEAERBREMAERE (1aC) RIS

REBIBWER , BRI LAEEA AWS: :0rganizations: :DescribeEffectivePolicy API ﬂ?ﬂﬂro

BRI ITIRG

EAEGH  BASITBTHEREERBRTANTIE : F8, ERFEAENE (1aC) , URIFEES/
XY (CIICD), BEFANEARMHE SHMBRRUARBEAE,

FHEENER

ELBEERBRRAERIEBREBNIER, BE K ELREAGREAEFEENHETIER
RIT/EEH , REFEH AWS Application Migration Service AESHBIRIES T EEBNW IEESH, B
@IE , B4 Migration Hub 1 Application Migration Service , AILAERERELEBEFN —

, MRERKREBHEAERER  IELEBERERNECEE  ERIFEES (WIhEE AWS
Management Console) TR FEASEESKGESER , YAEMHE, EARMBRER. ESHEH

BEMRBIBATERR 14


https://console.aws.amazon.com/resource-groups/tag-policies
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeEffectivePolicy.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/reviewing-frameworks.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
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ALEEEARTEEREERIENER. AWS BRERE API AIZSUERARA AR BITELH
Ho

RAEETHEEHCEAL , RE5|A Auto Scaling BHEAZERER, EEERERTESEMEY
WEEM, BEDEEFESNAKREEE Amazon EC2 #1T{EE , TiB , LR FHE EC2 HITEEER
FHEINER BN EE®R, Amazon EC2 FiEN ARt IEE Auto Scaling EERAZHE VI 2 H,
TERNERN A .

FHEBIHREENERE , BEHERELEREEY. ESETANBRAR, Hbh—BEHERFE
F8 AWS Config #8] , ©AT LA E required_tags , A%ERE Lambda REBRERAEM. FAKE
8% AWS Config 1 8 € EFFMHERA

ERFREHRERE (1aC) XEEIR

AWS CloudFormation 2t E RNES , ARAME AWS REDHNFEEREEEE R, CloudFormation
#ARZUBELARNEIL AWS EJRH JSON =X YAML #&X., A CloudFormation #4E AWS &
REF , A LAEA CloudFormation Resource Tags B , FEU KK EBEEAZIENERESR, &£
A laC EEEZERMNEREAEAR — Bt

B3 ERIF AWS CloudFormation , RIS B &% —4# AWS EEMNEBRERZE AWS CloudFormation
EABIMER, ELRFEA

aws:cloudformation:stack-name
aws:cloudformation:stack-id
aws:cloudformation:logical-id

A AR’ AWS CloudFormation #BRZRERERFH, EEX AWS EENEBRAEEEIHNER
&, TiB , ¥ Auto Scaling B # Amazon EC2 #{T{EEE , FE7E AWS CloudFormation £
XA Auto Scaling B#EMEZFERE AWS: :AutoScaling: :AutoScalingGroup TagPropertyo,
# , MREFER EC2 MENEAFEE Auto Scaling ## , BULUEHERPERER., BEREBEOC Auto
Scaling ###H = AWS AR RIEEA EC2 BB #E7, ELRE I iHBIHEMR Amazon EC2 #1TEEAN —
BiER , X EBZ AT EEERENEEEEA Auto Scaling , E AT LANEEM W RE(CEERAK,

AWS CloudFormation A ARBAEBRET —ELZ , FHEAEXNBRREEENNEEABNEERE
—H, ARUREARUBERHLDBE., MIIEFESANBELEARPHNSIBERLETE |, Hl0 Auto
Scaling FEAR B EABEFERNEBRERAZHKRENATE Amazon EC2 #I{TEE , B RFTE
Amazon S3 I BHEALENMBZEREEL, FEMERALT , LERNTHHSHEIELBE
FHBEN , XEFBZHFEH AWS CloudFormation ),
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-templates.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-as-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-launchtemplate.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-launchtemplate.html
https://aws.amazon.com/blogs/aws/new-ec2-auto-scaling-groups-with-multiple-instance-types-purchase-options/
https://aws.amazon.com/blogs/mt/proactively-keep-resources-secure-and-compliant-with-aws-cloudformation-hooks/

BiC AWS BIRNREEH AWS A&

AWS CloudFormation 2 {E It EAMENER (F2RIEREENNER) MEEN , BER
THEHEHENNEERNIIGE, EBARH. NREEAEHLEEBRERZER aC EENE
R, BISEREBREM , 5| AR, £ 1aC i, BeEEE laC BEARhEBEMERER, B
AWS CloudFormation A% , AR B M/t B E{LEAM AWS CloudFormation Guard #1 Al £,

CI/ICD EEZEEIR

EE TR RAEEN , TRESXRAFERSNFENE (CI/CD) FilT. ELEINEBRESRHE
BEL , BB NESEFEFRE | BEHRESZIEAR, RABFSIAZIMTAN ATBRMERR , AT
EREXERINERTEDERISE. BELEABXKBBH T ANEE , EVERAEBRTBEER.
FIRTEE MAANRAGRERE, WmAES , YRUREBZBINEERR ZMETAAN L. £6
HHF B ANIRIE (DevOps) EHF | FZERKREZESTHERAENR  AENFLTBEHHNRHHE
B,

BEBERT  SFLEBEHIXBLRE (W0 AWS CloudFormation ABEFIR ) , SAMETE AWS
CloudFormation £ 4RI A SIS 2 8] , BESHATSEBHNBER,

AWS CloudFormation Guard 2.0 Rt EFAMMEERABN S L , FEMEA CloudFormation E

REMURR. SEASRFFARIRTEPOFRBETRE. BER , LDEE-RINWEAEX , BER
BREYD  RAKEE LG , UBEREEFER AWS: :AutoScaling: :AutoScalingGroup
TagProperty,

LA & CloudFormation Guard 8 BIRY &40 -

let all_asgs = Resources.*[ Type == 'AWS::AutoScaling::AutoScalingGroup' ]

rule tags_asg_automation_EnvironmentId when %all_asgs !'empty {
let required_tags = %all_asgs.Properties.Tags.*[

Key == 'example-inc:automation:EnvironmentId' ]
srequired_tags[*] {
PropagateAtLaunch == 'true'

Value IN ['Prod', 'Dev', 'Test',6 'Sandbox']
<<Tag must have a permitted value
Tag must have PropagateAtLaunch set to 'true'>>

}

rule tags_asg_costAllocation_CostCenter when %all_asgs !empty {
let required_tags = %all_asgs.Properties.Tags.*[

Key == 'example-inc:cost-allocation:CostCenter' ]
%required_tags[*] {
PropagateAtLaunch == 'true'

ClICD EEZEEIR 16


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import-supported-resources.html
https://aws.amazon.com/devops/what-is-devops/
https://aws.amazon.com/blogs/mt/introducing-aws-cloudformation-guard-2-0/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-as-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-as-tags.html

REC AWS BIRN RIEEH AWS BRE

Value == /~123-/
<<Tag must have a permitted value
Tag must have PropagateAtLaunch set to 'true'>>

}

EEABESP , RMAERA WMEEREEEH RNAutoScalingGroup , AEEMER A

- tags_asg_automation_Environmentld - REE B EBMNWEBRESHFE. EAFNEBEH
BEHE{E , BPropagateAtLaunchi& &4 true

- tags_asg_costAllocation_CostCenter - BEEBRAFERLRSE K HEREAETEN
FH{E , EPropagateAtLaunchi®EA true

5B 1T

WHIFTR , B RN EREESRUBNERELREEAETEAMN OUszBEBBRPERNERE

ROFE. REBKERFATNERFHEANERFEESRTIRATE  SRETEAESHRFHBE , %
RIEFATHEEBREETRNER. NREEERFFR (MREBBRDE THWREPRAFER
AWS Organizations) , BITTARBEB P AT B ERE RPN EBBRE SR,

EEBERASH | SUUHHBEERELRAMREHIT. ETYBREF S , RAFIGT @EH
17, UMEER ec2:instancef ec2:volume WFFEERHBLEFSBE, B— LB NIRRT , 4
MEREXEEER  TREHERBEKRT L, NESE K S2HIEFRERBEREHNTHER.

Examplelnc-Cost-Allocation.json
LT R#EEN/EEHHMTRAS BERNERBRES

{
"tags": {
"example-inc:cost-allocation:ApplicationId": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:ApplicationId"
1,
"tag_value": {
"@eassign": [
"DatalLakeX",
"RetailSiteX"
]
1,

"enforced_for": {

BEEAT 7


https://docs.aws.amazon.com/ARG/latest/userguide/tag-policies-orgs-evaluating-org-wide-compliance.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_supported-resources-enforcement.html

REC AWS BIRM &ER AWS BRE

"@Eassign": [
"ec2:instance",
"ec2:volume"

}
iy

"example-inc:cost-allocation:BusinessUnitId": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:BusinessUnitId"
I
"tag_value": {
"@@assign": [
"Architecture",
"DevOps",
"FinanceDatalakeX"
]
},
"enforced_for": {
"@Eassign": [
"ec2:instance",
"ec2:volume"

}
iy

"example-inc:cost-allocation:CostCenter": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:CostCenter"
I
"tag_value": {
"@@assign": [
"123-*"
]
},
"enforced_for": {
"@eassign": [
"ec2:instance",
"ec2:volume"

BEEAT 18



REC AWS BIRM &ER AWS BRE

AWS Config (required_tag)

AWS Config @ —IER# , TEEFTML. BRAFTME AWS ERNERE (F2E BENERER AWS
Config)o EZERMBERT , RMALEEA required_tags#H Al ( 2B required_tags ZEME
BEE ) REBIRLEEBESRCEBRNER, REFNNESIF , R TEEERAE Amazon

EC2 #HTER LARSHRREFE. Z€RTEFENERT , BITEREEMATER. Itk AWS
CloudFormation E87<#iR AWS Config # 8| , LURBIFA&E Bl&R. Amazon S3 #7F&r#. Amazon EC2 ¥,
1T{EIR A Amazon EBS #ExEF RN RFIM EBEEFE,

Resources:
MandatoryTags:
Type: AWS::Config::ConfigRule
Properties:
ConfigRuleName: ExampleIncMandatoryTags
Description: These tags should be in place
InputParameters:
taglKey: example-inc:cost-allocation:ApplicationId
tag2Key: example-inc:cost-allocation:BusinessUnitId
tag3Key: example-inc:cost-allocation:CostCenter
tag4Key: example-inc:automation:EnvironmentId
Scope:
ComplianceResourceTypes:
- "AWS::S3::Bucket"
- "AWS::EC2::Instance"
- "AWS::EC2::Volume"
Source:
Owner: AWS
Sourceldentifier: REQUIRED_TAGS

HRFHEBEERMIRE | oJLUIEE AWS Config R A , SAEHEIB AWS Lambda K B EE1E |
BESRONERRSIBIMEETER, HAEHANBEIESS , BELHKIER laC MSBEE
B SR ENESZEHERR,

AWS Organizations — ARFEIEH| K SCPs) 2 —EMAMBEBEE , TAREEABPHFF T, SCPsHER
SPEHESSEBEN OU) FAIERFINRARAF . SCPsREXEHBRER—IBoHIIRS
EENFEAENACG, HATHITFEELEER , ESRIEAENACHHT , Hh I SELHE
WETH . BAER , RTEBBERTURENER 2 , SCPs BRI U AEEAH HTIREEAN B
BE,

ETHEHF  BEEELTEEexample-inc:cost-allocation: CostCenteriZH
Hec2:RunInstances&® XK,

EEEAT 19


https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/required-tags.html
https://docs.aws.amazon.com/config/latest/developerguide/required-tags.html

REC AWS BIRN RIEEH AWS BRE

LU R4 SCP :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyRunInstanceWithNoCostCenterTag",
"Effect": "Deny",
"Action": "ec2:RunInstances",
"Resource": [
"arn:aws:ec2:*:*:instance/*"
1,
"Condition": {
"Null": {
"aws:RequestTag/example-inc:cost-allocation:CostCenter": "true"
}
}
}
]
}

ELAGGTHENEA S ERIRFHNERRBEFBR, BEER SCPs BHEIMTREK , FRAEE
ERH#XH  URFREEFRNSCEAZAERFHEE, EHIRF FRMH CloudTrail SRV MERFEL
B, TUAXERZASERERTSRETHEES,

A EREEE BB NE

EFERRKB2E  BEVHYEEARAREEEENM. ERMNEERSRERARFIMAERT
G, flan -

o ARR - EAILURIEAFEA AWS Cost Explorersl AWS AN FAERSETENTHREEE RN
ERRREEHE, flon, AUERECBERANELIRELERE L , FHIRERISEEHRES
#,

- BBt - MREBERFFENER , LAREERK . flU , REELEXRFBINEFEELE Amazon
EC2 1T , EHTERRBNE LR,

EERFPNERFENERFEESREHEANIE , UoWEBFFIEERIRFNERBERS R,
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https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/aws-cost-management/aws-cost-and-usage-reporting/
https://docs.aws.amazon.com/ARG/latest/userguide/resource-groups.html

REC AWS BIRN RIEEH AWS BRE

BREBECARMENAELR  BIRESEEEAIBRPETEAXENER , SINEARIER. &
AOEBHEREES R HIT, ETXENSESEEBY , BEIEIFENERERL. ERAHRRE
Bl , BANEEF D EBE,

HRRBAESNEEFREITEFRNERER , ALRMMNEHAREREER., EXIFEBKE
AWS SRFABREDBEEABNE—FNET. REEFABNRELEABEANZEMNRAEREE, £
BEFECAEENERELATBRAHMEBN S Rt EEER.
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REC AWS BIRN RIEEH AWS BRE

e ES]

ES-]

« BADENVBEENER

- BEN<XENER

- E¥lZ2, AREENMFIEHNER

A D BN 5 E EARER
RS RENBREARAZ —RAANARNTRMAEE, EE%E — LRE

- BE  ERFEMBAANRERS , MERCERMAR. S, UEEREAEERTE S @R, HeE. kF
FEB < TEREMERRENERR, BRERATRIEN-—EFEREBER - BNEREFEL,

- ERREECHBER. BF , IA7E#H EFERABNMBERED , Sl , EBBEAFL, R
EN, EREEBRREETER,

- BRI, AEANKREDR. EERER —E , TUER -REEANRARELCES , fim, $#Y
EEEL,. HBREIHIENER.

THRIEHE FEEREANEN , AWS AIREMHAENTERER, HERNEBHRAL , 7THREE
R, ITEEH, BERIEBBEREERANMNE , THEREHEEARBRINEEN T #,

TREKITEIFERNVBERER. EZEF AWS UBEBEEXERENAR , ZIASTUEI
TRMBEZEK T AWS BIREENERAE Y EMBNIRZEMEIREEK , UEE FinOps WX
1t , BEPREREBNITHERR  UHBEBRUAKRERELRE, Well-Architected Framework £Y
BASEILEZEERARNEYRFNUBEY  BEEMABRNEFOREFHEERERERA,

A BARER

BASBEREEEREFR  BELENRAERIIEGELRAINEAERZRE, ERAREF
AR AE DB D AMERE - BB

BRITENRHBRESRASTE. BREMREAERLHEDKARA, BrnEERNESEEREL
MBANZHE. STENRS , AINEREN,. BAREX. ERAEIRAF L. flw: " E@EAERER
THEEREE SX W AWS X, . RBREAEEBERN NS EFRELERERKEELNX
X, PIMEEAKN EERE. fla: TRERRETEBBN AWS BEHHIER $X. 1 EEMER
AT BESFRCEREIRERAITEGER , H—NENRREEHEASK.
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https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html

REC AWS BIRN RIEEH AWS BRE

BN BERETRFTEERHTERRAEN. RBEM, MAPONBERERFAEENKAE, AT
Cost Allocation Tags XEMNKARRE , TRHEEEBEREREEERCNERMEENKEMENE
#o

- BE —BRERAIEREEEREANAR, E-REIFEITEFTEREIHEENRS,

- BHERE — EZBAEEEEVARNBERRNEEZNRADN , BRE IT WRSEBHNBHE

« AFITRE —RBER, BAERASEBRRERIREHRME  WREBBEEFNREZRE | §
m, REZEESEREEERNERAEN,

RSz, RADEERBPNEHFE

- HEAXHYBEEHESEL?

- BEAXHNTHEH, RAEARNERAM ? WEREHFER ?
» MEXHEHKREERR ?

- RIFIBEMNES , WU AWS FHEHHNRZS DM ?

- EREIHRER. BERARARERT , KARELTHERARZE?

BARAIENEREREYREREBANGTEER , THRREM. AWS ABNTRY , URSEXH
BEENERE. CEFEIRNERANAETREM T EHRMBENFMAREE  WEBKADE RSN KPI
B EERBEETR.

BB A B R B
EEMEFERLTDEER

AMBHERENIRE MAAFEE AWS, B AWS SHEA, EEREANELEAR , URELEL
RAHNASEREZEHNER. ERORAEERUBEBA AWS Organizations AWS IREHIREMNE
RAER  JIUNEEITEER. REAFEBUTUERZEBY , UAFUATREAXRUTRBHEEER
BERA , flaERNTEESENRARBI RN ELEE,

BENAMERRNRANGERE , FERA 2 RRHNEFE S HErEERE. ETRaEEER.
TETHAMSNXEBESENEER. AWS EFERERTREN=-BRAMARSIIEERS

- BURFAER — WERFEFONITHE  IABRTNERRASERYE  YEEAREEERIR
FREBNAS (XEHEEAZEIRFEABEH AWS RIEARENERE - ) . ETRMHEERS
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html

REC AWS BIRN RIEEH AWS BRE

BT R, WFERATREMDE , AT AERA AWS Cost Explorer, RAMAERS , A
MAWS FEE#ITRAEZRMEH, ELTEK REBRN D EEE AWS IRF, #EASENARE
RE |, WRE T LUAEE R E IR E R,

- ¥REVRERE — KA ERECERNER., EREVRER. HERFTEPEEENTH
E A6 ARENEBRARUSERE YHBAREECERRFSEE (BEMEMA AWS Organizations)
Wi  ESEERK,. EARXNIfFARERECHETER. EUEEKMERER ZERME
WA B4, MEBAREANERAREEE— REFAWS REEZENERE AWS RF .
m, SEBEKTEEE RMEIRS (prod. staging, testdev, . sandbox) , B &5 R E =B
MEARINLAERNIRE, FEiBEEEE , AWS Cost Categories BiRIEHGIREREMER ( "
BIZRC. ) PERERINTIEE  EEYEANE L —BEAFPRERNIEFER, FELEE, AWS
Organizations fRFFZE IR MABMEN (OUs) , BEELEZBETERAMRKAD BELFIRERS ( BBE
7% AWS Cost Explorer &k OU 7 7 #H R EFEK A ) . AWS Cost CategoriesfEZ AR LLB Y,

- ERE  WEBANITREREEEEZNGESD  YESRBERNEREERHSERENETRHN
WE, HABRMRNEBRCRAFEAZERFER AWS BHREAREFHANER K BEENE
FEEESRAACEARSHEMNIEFERE  SE—LRBATERH. EHRMG , EEBEER
MIER R 2@ | &7 Biling and Cost Management £ & R A KA D B ERIEE (£
' AWS Organizations , R&EHE Management Payer iR ¥ A2 BB EE ) . BRA DB R
AER% 6 AAZEPRINEATEENSBE TETARBERIERR. Bi8 K REATBEERTR
BN  REEARE S E2R  TEHRERERSENHEERTES,

BmS2  MREEEMEBEMERRA |, BATLUERH AWS Cost Categories ¥ AWS #B 4% R #YE
RIRFETHESE , YEREREFRENIE, ERALERENIFLEEREEIEIRFER &
A LAERIR & T EhERIBMBINY B AAWS Cost Explorer , Sf#H AWS Budgets JBHHEL R A, &
%, MRENERARGEEERENEAER , flnENN TEEBRNERER | BRI ERE
ERFHNER, MASEESRRSIBLUETEBRFHRASE , REMIRERE TEPWEBRS
BENEZ A

By ARG MERRERF

BB AR ZAEBEEENRAEEFES (S0, SAH, IREPEA, X A, #HEEE )
BBERM , BAUULEEFEK AWS BREERIEVRENAREETIHERANAERE, SRR
AELHERFINEME. RESEFHRARETNBANEHNEE , UREEENBATHEMBEENE
&, ERARBNHER K FHRLTLEINNERSRESIHNAE  UESHEREZEERMAMFEERN
W LE By

FREBEBRRBUERASER , FFLET5IT:E
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/ce-what-is.html
https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/budgets-managing-costs.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-cost-categories.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-cost-categories.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/ce-what-is.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/budgets-managing-costs.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html

REC AWS BIRN RIEEH AWS BRE

« AWS Organizations - Z{ERF AW KA D E AT AKIRSE . tREFHERABELIRF LN EREINE
BEARHAT. AR PEBIKREFHNEREINZER , AWS Organizations ReEFAREEIRSH
A5 B,

« AWS IRFE - —BRAZPHRA S E AWS tRFE AT HRHE SN EBEHEHMHEERIT. BOUHE—SER
REPHNER , XYEASEEREBNEE.

- RASEEE - FAERINEEN AWS EXENEBMTUEXERRAREASE. EIREFES
( EEIRFH AWS Organizations) FRUA KA EER , BBREERE TR,

» Cost Categories - AWS Cost Categories f7F1E AWS ABA D HIRE Mo HER ( "THREER, ),
B — SR 7EIB AWS Cost Explorer AWS FEE R AFNAEHREET B9 imELE R8RS
AWS BRAHIBE S,

RERANEBEN, BRIEBRTERINKE

EARFEENRA I EEBRIENREA S BERFREBMWRE, ERUTARODFEREEXIAIRA , B
BEELEERANBERRERRE KAEURETHRABIHNER , ARELEREFNEESR. ¥
EESERANERANTRE , UEREEENERER , YR OMA THRELHEAREELES N,

RENERUEHEE KPIs

EE—HEMRAH KPI ER , AEEEFRVBEERENTE, A RTFRLERMMERLFHE
FRENEMARES  YSHAURBAERNRS , MARESINBY, REXHNRE., WEFAE
A, B2RILEERE | FIWE ISR Wi B E AL < BE T — B,

D EEEEENH

BBEBNEFTER  FTENEARETRESETRANEEF R, SBIEEECHERIEAER,
RIBFAEANRENGEFEANRE  BENMTERENHELEFTsEXHAOBE, fln , F2H
{ AWS Resource Groups fIEERFEAEERE) P AESRRESXENERFE. AWS Resource

Groups

EEERHRAENNE RS 2AFRITNN — LB |, flnFEZHTERE (RI) M Savings Plans
(SP). HARFTEEBRAMAREAN SPH R EASLIEHBARERETE 2N LEER , BETUE
E&EBKH RI A SP ITHMMAERZE £ 8 AWS Organizations 1IRE, ER&ERHEZRK, Hla , AWS Cost
Explorer WA AEF#MERA , MKAABEERSIRWCENEE , WEHEEMERRGIHEBENERGMG
£ AWS BAFAERHRS (CUR) |, BALAEREHEE RI F SP HHIEENAEHEMNIT (£ CUR X
HHEARGIERTREELEN )  RARBERSHEBENE. ARETSERANSEEZERS|IEH
BECUREBEHERSEZECHNERNEREY , BURTEEMBERREREFERNFR | s
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https://aws.amazon.com/blogs/aws-cloud-financial-management/unit-metrics-help-create-alignment-between-business-functions/
https://docs.aws.amazon.com/ARG/latest/userguide/supported-resources.html
https://docs.aws.amazon.com/cur/latest/userguide/use-cases.html
https://docs.aws.amazon.com/cur/latest/userguide/use-cases.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html

REC AWS BIRN RIEEH AWS BRE

ARASEHE, MEREMBE K FS2E AWS Well-Architected B & = LB # CUR ERIEUE H A
MAERENEH,

W

BRT ATARGBIETREMBKE AWSHWITE 2N  EE—RIHEMAWS BUNE=ZFBRER , 7
BB ERRRERNARA  YHERCREHNERE., REBEEBNERNEKER , TUARAKBNE
BRREEBITMRAR , RBEHP—EAWS Ein EBETERENSERHRMNHIE, MRLRE
ERAREKABNEHSEEVECHNE-SERRRASELTRE , AWS RANMARRE (CUR) &
REKFHENKANARER , YRARM BT REILERKR , RFHRIRE. RE, RAER, &RA&
SEEBNSEHHEETE RN OE, £ FE AWS B CUR BRGRG , AL AEELIREL
— , FFEE AWS Well-Architected BE E /4 £ Ein & 2E RN,

BRENMZENER

AWS REERZERF. EFRNIHFEER , AEFTENRAESRER. ERTHAREH/ABMNES , &
XECEERK , SUERERENEE. FERETURAREHZIEERNRERZEEAE.

HBEERB —BEEN —LTERETH -

- EEELERRETHHEGRER. flw, B, EFIMBRERE. 5 —EREBERERUARENL
RAFBDIETEREAE, MEILELES , FS2BAWS T ERESMBRF R,

- BIREHIZANER. BEBEREDBEHREHEAIRIELARBHNEREEE N LER , LU
BEXEABETRAE, RN ERELRER. HFMMERZamEE%,

s —HERNZEER, ERBEEETANZIEER , o, SEERTUEEKRZBEHE , IERZEH
EREXBEEN -, NERESENE—PIEE , F2REHEESIE,

- WIREHEERF, EEFACE4EERFTREFSENENEERERLER , TEEKNIRE
AR EESEHER (MIM) BT UEE R EEEH,

- @7, EBEAUARBINERZERONVER  URFEAEAZSENTAEREERFEO I
B, BRMERLENSRIES AWS,

- &%, £ PHTNESHTERTERBEACHNERSHRENSEZRESHE AWS BEBFEE,
ERANEHRIEIES , BSBRAEMES . APEERNRTSRERBNIEH,

o BRETHAM, BREKP ERDEAERER  FIREEERFFHERISTIERBZE , g
MEKRER, HIEKPI KBE—BAERBNEIE  EXFEINBENERHESEXENERNE
. KPI &&MR (AWS Well-Architected BERZE ) FiEE KPI HiFtE (AWS EZEFFHXRE) 2
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html
https://www.wellarchitectedlabs.com/cost/300_labs/300_cur_queries/
https://aws.amazon.com/products/management-tools/partner-solutions/?partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=%2Aall&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-use-case=%2Aall&awsf.partner-solutions-filter-partner-location=%2Aall
https://www.wellarchitectedlabs.com/cost/200_labs/200_cloud_intelligence/
https://aws.amazon.com/solutions/implementations/instance-scheduler/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/operating-model.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/welcome.html
https://aws.amazon.com/blogs/mt/avoid-zero-day-vulnerabilities-same-day-security-patching-aws-systems-manager/
https://wellarchitectedlabs.com/cost/200_labs/200_cloud_intelligence/cost-usage-report-dashboards/dashboards/2c_kpi_dashboard/
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/
https://aws.amazon.com/blogs/enterprise-strategy/measuring-the-success-of-your-transformation/
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EERERRTRENKATEE D, ZERIMERRHRENER Y ERELSEERUNEHLEE
B, Su a3t F AEE,

#ATEREHEZ2RTE Amazon EC2 #{TEEE L E AN EHIHERR

{
"Tags": [
{
"Key": "Schedule",
"ResourceId": "i-1234567890abcdef8",
"ResourceType": "instance",
"Value": "mon-9am-fri-5pm"
}
]
}
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https://docs.aws.amazon.com/systems-manager/index.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/taggable-resources.html
https://aws.amazon.com/solutions/implementations/instance-scheduler/
https://aws.amazon.com/solutions/implementations/instance-scheduler/
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
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https://wa.aws.amazon.com/wellarchitected/2020-07-02T19-33-23/wat.concept.runbook.en.html
https://wa.aws.amazon.com/wellarchitected/2020-07-02T19-33-23/wat.concept.playbook.en.html
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nc:backup
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{

"Tags": [

{

"Key": "Maintenance
Window",
"Resourceld":
"i-012345678ab9abl

11",
"ResourceType":
"instance",

"Value": "cron(30 23 ?

* TUE#1 *)"
+

"Tags": [

{

"Key": "Maintenance
Window",
"Resourceld":
"i-012345678ab9ab4

44",
"ResourceType":
"instance",

* TUE#2 *)"

},
{

"Value": "cron(30 23 ?

£E

{

"Tags": [

{

"Key": "Maintenance
Window",

"Resourceld":
"i-012345678ab9ab7

77",

"ResourceType":
"instance",

"Value": "cron(30 23 7
* TUE#3 *)"
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/welcome.html
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"Key": "Name",
"ResourceId":

"i-012345678ab9ab2
22",
"ResourceType":

"instance",
"Value": "WEBAPP"
Y

{
"Key": "Patch Group",

"Resourceld":
"i-012345678ab9ab3

33",

"ResourceType":
"instance",

"Value": "WEBAPP-DEV-

AL2"

}

]

}

gog

"Key": "Name",
"ResourceId":
"i-012345678ab9ab5s

55",
"ResourceType":
"instance",
"Value": "WEBAPP"

Y

{
"Key": "Patch Group",

"Resourceld":
"i-012345678ab9ab6

66",

"ResourceType":
"instance",

"Value": "WEBAPP-TEST-

AL2"

}

]

}

£E

"Key": "Name",
"ResourceId":
"i-012345678ab9ab8

88",

"ResourceType":
"instance",

"Value": "WEBAPP"

Y

{

"Key": "Patch Group",
"Resourceld":
"i-012345678ab9ab9

99",

"ResourceType":
"instance",

"Value": "WEBAPP-PROD-

AL2"

}

]

}
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https://aws.amazon.com/blogs/mt/avoid-zero-day-vulnerabilities-same-day-security-patching-aws-systems-manager/
https://aws.amazon.com/blogs/mt/avoid-zero-day-vulnerabilities-same-day-security-patching-aws-systems-manager/
https://aws.amazon.com/blogs/mt/use-tags-to-create-and-maintain-amazon-cloudwatch-alarms-for-amazon-ec2-instances-part-1/
https://aws.amazon.com/blogs/mt/use-tags-to-create-and-maintain-amazon-cloudwatch-alarms-for-amazon-ec2-instances-part-1/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/separated-aeo-ieo-with-cent-gov-and-partner.html
https://aws.amazon.com/blogs/mt/automating-amazon-cloudwatch-alarms-with-aws-systems-manager/
https://aws.amazon.com/blogs/mt/automating-amazon-cloudwatch-alarms-with-aws-systems-manager/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/benefits-of-using-multiple-aws-accounts.html#apply-distinct-security-controls-by-environment
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/benefits-of-using-multiple-aws-accounts.html#constrain-access-to-sensitive-data
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EEAZRBIEA (PI). ZBEMEAEH Amazon Macie 5% S3 REFEER P EEERARRIER,
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https://aws.amazon.com/about-aws/whats-new/2021/05/amazon-macie-supports-criteria-based-bucket-selection-sensitive-data-discovery-jobs/
https://aws.amazon.com/about-aws/whats-new/2021/05/amazon-macie-supports-criteria-based-bucket-selection-sensitive-data-discovery-jobs/
https://aws.amazon.com/blogs/architecture/using-amazon-macie-to-validate-s3-bucket-data-classification/
https://aws.amazon.com/blogs/storage/simplify-your-data-lifecycle-by-using-object-tags-with-amazon-s3-lifecycle/
https://aws.amazon.com/blogs/storage/simplify-your-data-lifecycle-by-using-object-tags-with-amazon-s3-lifecycle/
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https://aws.amazon.com/blogs/security/securing-resource-tags-used-for-authorization-using-service-control-policy-in-aws-organizations/
https://aws.amazon.com/blogs/security/securing-resource-tags-used-for-authorization-using-service-control-policy-in-aws-organizations/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://aws.amazon.com/blogs/security/configure-aws-sso-abac-for-ec2-instances-and-systems-manager-session-manager/
https://aws.amazon.com/blogs/security/configure-aws-sso-abac-for-ec2-instances-and-systems-manager-session-manager/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://www.youtube.com/watch?v=aFdpBqmDpzM
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/patch-management-hybrid-cloud.pdf
https://aws.amazon.com/architecture/
https://aws.amazon.com/architecture/well-architected/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-for-disaster-recovery-dr.html
https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
https://wellarchitectedlabs.com/cost/100_labs/100_1_aws_account_setup/8_cost_tags/
https://aws.amazon.com/blogs/aws-cloud-financial-management/cost-tagging-and-reporting-with-aws-organizations/
https://wellarchitectedlabs.com/cost/300_labs/300_cur_queries/
https://aws.amazon.com/blogs/mt/aws-health-aware-customize-aws-health-alerts-for-organizational-and-personal-aws-accounts/
https://aws.amazon.com/blogs/security/how-to-automatically-tag-amazon-ec2-resources-in-response-to-api-events/
https://aws.amazon.com/blogs/aws-cloud-financial-management/cost-allocation-blog-series-2-aws-generated-vs-user-defined-cost-allocation-tag/
https://aws.amazon.com/blogs/aws-cloud-financial-management/cost-tagging-and-reporting-with-aws-organizations/
https://aws.amazon.com/blogs/mt/patching-your-windows-ec2-instances-using-aws-systems-manager-patch-manager/
https://aws.amazon.com/blogs/mt/avoid-zero-day-vulnerabilities-same-day-security-patching-aws-systems-manager/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://docs.aws.amazon.com/ARG/latest/APIReference/Welcome.html
https://aws.amazon.com/premiumsupport/knowledge-center/iam-policy-tags-restrict/
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https://docs.aws.amazon.com/managedservices/latest/appguide/compute-instance-mutability-aog.html
https://www.amazon.com/dp/1250267595
https://github.com/aws-cloudformation/cloudformation-guard
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