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BENSBHERE—BRNERRRRE , SRETBYPERE., NeeEEAEERN | URBEER M
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1. BA AWS EB XA , ARBB Amazon EFS i A&

2. iR#Z Create file system (B ERRH#K) , BIRK Create file system (BRI ERRRK) HEEH R, MEF
AEBRNE (SREREERBANE) BIBRIRKNFMENR , FSHEILEH Amazon EFS E#X

Create file system X

Create an EFS file system with service recommended settings. Learn mare [4

MName - optional
Name your file system.

| MyF

Name must not be Inl gr' than 256 characters, and must only contain letters, numbers, and these
characters:

Virtual Private Cloud (VPC)

Choose the VPC where you want EC2 instances to connect to your file system. Learn more [

vpc-24b47dSe

i v
default

3. (M) #H Customize (BF]) IRV AFTMERRM , MAERARBEBNRERBIERRMR.

File system settings ({8 RRAMHRE) EELMREEIHE,

£ AWS EE TR AR MBERRR 7


https://console.aws.amazon.com/efs
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File system settings

General

Name - aptional
Mame your file system.

MyFS
Mame must not be longer than 256 characters, and must anly contain letters, numbers, and these characters: + -= . _:f
Automatic backups
Automatically backup your file system data with AWS Backup using recommended settings. Additional pricing applies. Learn mare [4
Enable automatic backups
Lifecycle management
Automatically save money as access patterns change by moving files into the EFS Infrequent Access storage class. Learn more E

30 days since last access v

Performance mode
Set your file system’s performance mode based on I0PS required. Learn more [}

© General Purpose Max 1/0
Ideal for latency-sensitive use cases, like web serving Scale to higher levels of aggregate throughput and operations
environments and content management systems per second

Throughput mode
Set how your file system's throughput limits are determined. Learn more [4}

Bursting © Provisioned
Throughput scales with file system size Throughput fixed at specified amount
Provisioned Throughput (MiB/s) Maximum Read Throughput (MiB/s)
80 240

Valid range is 1-1024 MiB/s
Throughput bill can be up to $480.00/month.

Encryption
Choose to enable encryption of your file system's data at rest. Uses the AWS KMS service key (aws/elasticfilesystem) by default. Learn more [4

Enable encryption of data at rest

¥ Customize encryption settings

KMS key
Choose or input a KMS key 1D or ARN Lo use instead of the AWS KMS service key. Learn more [4
Q Create an AWS KMS
key [4

B EFS BREMK . —MERE
4. B General (—f%) 8% , R A T SIFFHER.
(EA) mARRRHELN Name (BH).

+ Automatic backups (B Efi§7) iR BRI B LUBMRZEUS 5L REE B BfEh. WEHME
A, FSEEE Amazon EFS —# 2 H AWS Backup.

- i#IZ Lifecycle management (£ iBHEE) B*. Amazon EFS A miEIEEEEBEREER
REPERETYENERFE TR EMBA , £nBHEESKHRFICRREHBNER
BEETERFR (A) REFHN, ZA0EREDERBRERERERHNB, & ,.,\Eilﬁﬁiunﬁﬁﬁ

£ AWS EE TR AR MBERRR 8
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B, FFEE None (), NEFMENR , 52E (Amazon EFS FHEIER) P K EFS £
HEE,

- 1#1Z Performance mode (BEEHER) , AT LLRTEERXH General Purpose mode (—fi% FIEE ) =
Max I/O (&K 1/0), MEHMER , 528 (Amazon EFS A EER) P KeEER,

« i#1ZE Throughput mode (EEE#ER) , ATLLEFEEEH Bursting mode (JRE# ) = Provisioned
mode (fiZZE =),

« ZZHLT Provisioned (i) , €8BI RProvisioned Throughput (MiB/s) (fi 2% & (MiB/®)
W, MAEZERERREMENGEE, WARXER  FTRASERMUZETRE ANEN M
B, MEFMET , 5520 (Amazon EFS FAEER) hHEIZEE,

- RIEFAEX , Encryption (M%) EMAREERNZ, RIFTERR , HE/FAEH AWS Key
Management Service (AWS KMS) EFS IR#E£#& (aws/elasticfilesystem), HEEERE
B KMS €881 1Tin% , 55E B Customize encryption settings (BETIIHRERE) , RAB R BEHR
E2i8, 38 K MALREMSAZ KMS £88# KMS £48 ID 5 Amazon Resource Name (ARN),

EREBRVHEE 5% Create an AWS KMS Key (B AWS KMS £488) , B8 AWS
KMS £ AN EIFH &8,

5. (ZM) ##F Add tag (FTHEER) , KENSW/E , TEELHERRK
6. iEE Next (T —%) , BEEITHEREF P H Network Access (BB EFER) F &R,

SER 2 FREWBFEL

ERSRD | SHREERZENMRRE , S BFERMASR (VPC) EHH B R, FLASEHNSEER
B, RETAES., FMK., IPiuRSMEa,

£ AWS EE TR AR MBERRR 9


https://docs.aws.amazon.com/efs/latest/ug/lifecycle-management-efs.html
https://docs.aws.amazon.com/efs/latest/ug/lifecycle-management-efs.html
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Amazon EFS File systems Create

Step 1 Network access

File system settings

Step 2 Network
Metwork access

Wirtual Private Cloud (VPC)
Step 3 - optional Choose the VPC where you want EC2 instances to connect to your file system. Learn more [A

vpc-24bd7dse

detault

Mount targets
A mount target provides an NFSvd endpoint at which you can mount an Amazon EFS file system. We recommend creating one mount target per
Availability Zone. Learn more [4]

Availability zone Subnet ID IP address Security groups

us-east-1a v subnet-751... ¥ v Remove
59~ K
10043953
default

us-east-1b v subnet-16fd... v v Remove
59- X
10043953
default

us-east-Tc v subnet-43b... ¥ v Remove
5g- X
10043953
default

us-east-1d v subnet-57e... ¥ v Remove
59~ X
1004395a
default

us-east-le v subnet-907... ¥ v Remove
59- X
1004395a
default

us-east-1f v subnet-6efQ... v v Remove
54~ X
10043953
default

¥i | m t net per Availability Zone,

Cancel Previous m

B EFS BRI : HAREFER

1. BELFLEEC2HTREESEEERRFENERIMAER (VPC), NEFHMENR , F2H
{Amazon EFS fF & EM) PN EBEERRKRERHETE,

- ATRESE - RIBEER , AWS EBFNESETAESR , HRETHHER, sERENTAES
RAFEFHHB R , FiEE Remove (BER) URIBRZESNHHB R, ERFEFIEERR
mNsETHESS  BUHEER. ITHBEEFESE,

£ AWS EE TR AR MBERRR 10


https://docs.aws.amazon.com/efs/latest/ug/manage-fs-access.html
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« FHEEE ID - RUABEPBEFETHAN TR, FASRNERN FERE. REEEEBBRENE
FXR, ERAMETREBERLABHLE.

« IP Hbit — RIFEFEER , Amazon EFS S® FHEBM T Abit s | BE)NEE IP bk, =& , oL
BMAZTFRBINEE IP thit, HAHBEZEEFE— Pt , B EEEEREAS AN
BERRER,

- REBE-SULAHBEEEE-—SZEZLEE. RTEBRBRAZSEAERAN EFS B8
FAi& (NFS B8 2049) , M AR AE AR B HA VPC CIDR [EHREE A EEIR 2049 , =2
FRAZEHBEAEERINEFS WERKRR, MEFMENR , 520 (Amazon EFS FHERE
M) PR Amazon EC2 #{T{ERBEEHE B BN L2 FE.

EEMBHMZSEHASNEELEE , 55EE Choose security groups (BIZEZ &) , RE®
BERHES —EZeBiE, ETEFRHERNTSHE , TS EMBR. NFEHAENR K F2
B {Amazon EFS A EIER) PHEILLERE,

2. 1E# Add mount target (FTE#HEH B R) IR/RREHHFEENTARHRVHHEER. WRSETH
ESHOREHRER , AIEEERLRE,

3. 1 Next (T—%) BN J#&4E. File system policy ((ERRXAEBK) EESFEENER.
SRIBUERRREE
EUSRP  CERIERRRBEE , 25 NFS AFRHERRKENFE. EFS BXERFKEERRE IAM

BREEK , THARES NFS AFRERERAKNEFR, NMEFHMENR , F52H (Amazon EFS £ &
B8 PR IAM 4] NFS ¥ Amazon EFS BY1FEL.

File system policy - optional

2 5yt settings

Palicy options Policy editor {JSON} Clear

1
s, oF create a custom palicy using the ¢ ersi
lllllllllll

A AWS EEERABRIMBERERRRK 11
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B EFS BRARM  BERRZMKEE

1. EBGRERD , ERGEETIHALREN TRABKER
- RIBERPIERERN
- RIBEASIHITHREFE
- BT R PR 8T SR P N

2. £ Grant additional permissions (& FHEMEF ) , AIKERRKFT AR FRHEM IAM 88 (2F
HAth AWS 1RF), #1E Add (F1) , ZERAEZAHEBR T IZERN IR ARN , AREZEERT
#) Permissions (§F ™).

3. RIBIBHIFR , M Policy editor (BRI B ALERENBER , ARKFRBUEBACHE
K, BERREHEP-—EARLRENBRE , JSON BRERERAHREBRRBERT.

4. 1B1E Next (T—%) BI W ##8. Review and create (BREI&ET) BEEEREEIHE,

SRABEAREYT

EWHSRD | SEREERKRRELETEAER , RAREUERRR,

£ AWS EE TR AR MBERRR 12
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Review and create

B EFS BERK  MEAREN

Review and create

Step 1: File system settings

File system

Performance mode
Threughput mode
Encrypted

KMS Key I
Lifecycle policy
Automatic backups

VPCID

Tags

Tag key

EFS-Budget-tag

Step 2: Metwork access

Mount targets

Availability zone Subn
us-east-1a
us-east-1h subr

Step 3: File system policy

¥ File system policy

=i

EBwe s W

subr

Value

MyFS

General Purpose

Provisioned (60 MiB/s)

Ves

AFTER_30_DAYS

vpe-24b47dSe

v Tag val
509
ot 1P address
net-751c533F
net-16fd454a
448d-b: 6158
4-4044- 0005 o
thount
4. 4836 B4f - IbaeIc2cobe”,

Edit
Is editable?
s
No
Yes
ies
Edit
Security groups
Edit

1. RESEERRAKAREME, L SLLRE Edit ((REE) , YSEBBEETEE,
2. 1Z1F Create () JUABAUERRM , WiRE File systems (IERFR#HK) HH,
3. File systems (lERZ#) EHSETMERRRREBRFMER , W TEFMTR.

£ AWS EE TR AR MBERRR
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MyFS (fs-6ef8b3ed)

General

Perfarmance mode Automatic backups

General Purpose (@ Enabled

Throughput mode Encrypted

Provisioned (60 MiB/s) 16cddf9a-2e02-42df-ad44-9b2328602f45 (aws/elasticfilesystem)
Lifecycle policy File system state

AFTER_30_DAYS () Available

Metered size Monitoring Tags File system policy Access points Network

Metered size

Total size

6 KiB

Size in EF5 Standard
6 KiB (100%) B Size in EFS Standard

B Size in EFS 1A
Size in EFS Infrequent Access (IA)

0 Bytes (0%)

ﬁﬁ%\l L

EF AWS CLI B NZERRL

E&EA AWS CLI EVMBEERRKE , AAER R4S BIRREMEREREFEEN CMK, F
T AE A R FTARANEY AWS CLI, MFEFAK AWS CLI WEF , F2H (AWS S m IR EFEAEISR)
PRI, BEMRAERLZE AWS CLl,

f£ CreateFileSystem fE¥H |, --encrypted Z2HRBIUMNBERRRAMENFTME, REER
FRAEFEEN CVMK B8 28MAIA ARN i , TEE --kms-key-id. ZBEBIERA AWS BEE
B CMK , F7 288tk 2 ¥,

$ aws efs create-file-system \
--creation-token $(uuidgen) \
--performance-mode generalPurpose \
--encrypted \

--kms-key-id user/customer-managedCMKalias

£/ AWS CLI B INEER R 14
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WMEMSEH AWS EEFEA. AWS CLI, AWS B EH = Amazon EFS APl 237 Amazon EFS &%
RIEFFEHERNR |, 5828 (Amazon EFS £ &™) MR Amazon Elastic File System,

B o) 31T B A R N R

EH /0 MEEEEENTERE D, £RE. BABFERELTSREINMBZREBRNET, T
BEREDEERNEEAMKEZA , #EH Amazon EFS RREETNE , Y EEFFinBEZ Al
1THRE, CEFLEAFKIE, BAERFIRE B FEUNBRNERRLR.

FHEBTREZENEMEER , TEHEFERENREER , IREENFBEBEEARS. THEER
RRBHBBOTEER ., EALUMEALL AWS Identity and Access Management (IAM) & %' [& 5 B B
& , B Amazon EFS ERRENEFAHBTHREERNE, £/H IAM RESBIUEBREREEL
KINZRE EFS ERRHK.

BN | BAEE RRTAER & R AR M INE EFS BRRMEY IAM BER |, SEA TR, BFEEFRENE

op

« Effect & Allow,
« Action & elasticfilesystem:CreateFileSystem,

- Condition elasticfilesystem:Encrypted A& true,

THIEHIFRAN IAM B EDHEEK , EREZER AR NFENERRE,

{
“Version”: “2012-10-17",
“Statement”: [
{
“Sid”: “VisualEditior@”,
“Effect”: “Allow”,

“Action”: “elasticfilesystem:CreateFileSystem”,
“Condition”: {
“Bool”: {
“elasticfilesystem:Encrypted”: “true”
}
1,
“Resource”: “*”

}
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https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://aws.amazon.com/iam
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html

& F Amazon Elastic File System in# & =& % AWS B &

}

REHR * M Resource Bt , RTEEHMBERILMN EFS BIR , £EA IAM BER, B URBEERT
BEMEGEYE  UMEIANEFERERFI RN -2 EFS ERBHBMITHEM.

B A BB EBPNTE AWS IRF = OU £ REEFIBE , £ AWS Organizations [E#k & i
BITEILIZEH Amazon EFS R R#K. FE AWS Organizations FIRIEIFEIRENEFMAENR , FS
B (AWS Organizations EF &R HHYRIEIE &I B,

BYNEENZAA EFS EREZFH/M 1AM BER

WOV IAM B EDWEEEK  REFHEFERAEEA. AWS CLI = API B, REEER I INZFR
Amazon EFS R R ¥, THREHARNMAMEA IAM TEEBRYHEHRE K REBEIBEERESR
IREFHNERASE,

BIGRHBIEATING EFS ERRMHN IAM BUX

1. BAAWS EEFEA , WBMK IAM 24,

2. TEEEBEIM Access management (ZFEERE) T , i Policies (B%),
3. I#{E Create policy (B BUR) , FEEN S H R Create policy (BRI BUR) BEHo
4. 7£ Visual Editor ({RE{LIRESRS) E8 P , WA TIER

- SR |, FRIEE EFS,
- SHEEME  FEESBAUPE A create , RRIEIF CreateFileSystem (BIIERRMR).

o« $F¥ BESRRM |, FBIE — T Add condition (FTiB{R4F) iE#E , ¥ Condition Key (IR £18) 18R
elasticfilesystem:Encrypted. ¥§ Operator (E& ¥) # S Bool , AR ¥ Value ({B) &
£ true,

5. REUFIBENBBEER, BEEBCRRAEE , 8¥F Encrypted (IN2F) FBERGM4
6. iZIZE Create policy (BIMBUR) , LEMBUR,

HIRFHREREEAEE

1. TE IAM 3 A Access management (ZENEIE) T , B2 Users (EAE),

2. ENEZEERAZBERNERE.,

3. I Add permissions (#1185 A) , FEEI & # 7~ Add permissions (¥Ti8FF 7)) HHE.
4. JiBE Attach existing policies directly (E#ZEEZEREBXE),

BUFEMEME EFS BRRHKH 1AM BUEK 16


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#orgs_manage_policies_scp
https://console.aws.amazon.com/iam/

& F Amazon Elastic File System in# & =& % AWS B &

5. BALRE—ERFPATEIN EFS BEREM,
6. EMIRFAZBEK, REBRE JJSON , BIHEFIRBRNAR, FRREZEKTH JSON BlX,

{
“Version”: “2012-10-17",
“Statement”: [

{

“Sid”: “VisualEditior@”,
“Effect”: “Allow”,
“Action”: “elasticfilesystem:CreateFileSystem”,
“Condition”: {

“Bool”: {

“elasticfilesystem:Encrypted”: “true”

}

1,

“Resource”: “*”

HRRINEZNERRE

LRAEB ATRE B R H R INZ Amazon EFS EIRER, EAILUER AWS Config ZERAI |, ERIK
IERERRK. AWS Config 12t AWS ZERR , HRATALXERBATHITHAA , AWS Config
SEAELERBRTEEN AWS ERREHEERNZEER , YSKTRHESRUNERMLE
NON_COMPLIANT BIIEE,

EAILAEF AWS Managed Config # 8l efs-encrypted-check , #% Amazon Elastic File System
(Amazon EFS) 2B 2R EAEA AWS Key Management Service (AWS KMS) R inZ{ERE R, 0
EREHEMA AWS ZERANFMAENR , F2HEA AWS Config ZER 8.

BERR B ERRR 17


https://docs.aws.amazon.com/config/latest/developerguide/managing-aws-managed-rules.html

& F Amazon Elastic File System in# & =& % AWS B &

&5 BRI

BRI BERRR , UMERAXTEE AES-256 MENF@RER LM 1.2 (TLS) , &R+
HIFFE NFS B, TLS R—EXABRENRIFHEEFEAME , ARNAEBHERE RN ERETM
2, AES-256 2 256 U T INZEZE , AN TLS FMEREH . ERCEFIERRARNEERF ik
L, BREB@WPRIME,

IEATLAGER 1AM BUR | % NFS B Fig12EL Amazon EFS s &I {TEBM TN MNE, ERFiRERE
ERERERME | Amazon EFS S EERRZEN IAM EREER (BAERRZRBER) UREAUE D
ESH IAMBE , RAEERTFTHWEEZERZRRRTFIE. SAUUEERRREREEH , £4
aws:SecureTransport &8 , 58% NFS AFIREEREE EFS ERRKE , EFH TLS,

(® Note

BKBEFER EFS $IEBBRER | #H S0 Amazon EFS R R, FTEEEH IAM =R
NFS A F iR ZEE, WMEFMEN , 5528 (Amazon EFS EFA &MY TMER IAM &
BHITHE,

T3] EFS BRABBREAES , S@HHTEAPETNE , YEFTIEHE

+ effect & allow,
- B IAM ERNETRERES *,
« BIEEREA ClientMount., ClientWrite B ClientRootAccess.

« BFFFARRERES SecureTransport,. REHEH TLS EEZERRMHN NFS AFw , &
R 7EE,

“Version”: “2012-10-17",
“Id”: “ExamplePolicy@1”,
“Statement”: [
{

“Sid”: “VisualEditior@”,

“Effect”: “Allow”,

“Principal”: {

“AWS” . T,
I

“Action”: [



https://docs.aws.amazon.com/efs/latest/ug/mounting-fs-mount-helper.html#mounting-IAM-option
https://docs.aws.amazon.com/efs/latest/ug/mounting-fs-mount-helper.html#mounting-IAM-option

& F Amazon Elastic File System in# & =& %

AWS A&

“elasticfilesystem:ClientRootAccess”,
“elasticfilesystem:ClientMount”,
“elasticfilesystem:ClientWrite”

1,
“Condition”: {
“Bool”: {
“aws:SecureTransport”: “true”
}
}
}

BRI LAER Amazon EFS £# A AWS CLI , B ERRFKBERK,

fEA EFS R ABUERRMBUER -

1. BIBX Amazon EFS =184,
2. iZ#Z File Systems (FBERXHK).

3. 7%t File systems (8RR R#) EE L , HEFER
RENFAEAEESFEEET,

ERHREIRIERRABBRNERRR, ZHER

4. EFE File system policy (FERRMBUR) , REZIBIE Edit (§RE). File system policy (FERRHAEM

®) EEEREAAETR.



https://console.aws.amazon.com/efs

& F Amazon Elastic File System in# & =& % AWS B &

File system policy

Policy options Policy editor {JSON}

1-4
f : 2 "Version": "2012-10-17"
r f m i i r *
Select one or more of these common policy options, 0 3 "1d": “efs-policy-wizard-0c7665Fa-5293-4F5c-97eb-2e42299b4597",
create a custom policy using the editor. Learn more [ 4- "Statement”: [
5+ {
Prevent root access by default* 6 "Sid": "efs-statement-78c@57ae-6438-4048-99Ze-Ze96efe33arf",
Enforce read-only access by default* ; E, incipal AL i°"‘ ’
Prevent anonymaous access 9 HlS *
. 18 1
Enforce in-transit encryption for all clients e “Action”: [
* |dentity-based policies can override these default permissions. 12 ] "elasticfilesystem:ClientMount”
13 ’
14~ "Condition™: {
» Grant additional permissions 15~ “Bool”: { . B
16 elasticfilesystem:AccessedViaMountTarget”: "true
17 }
18 }
19 }
20~
21 "Sid": "efs-statement-4c8a90fd-61@e-4c4f-925d-e9bd1513efed"”,
22 "Effect": "Deny",
23~ "Principal™: {
24 ANST: MY
25 ¥,
26 "Action"; "*",
27 - "Condition”: {
28 - "Bool": {
29 "aws:SecureTransport”: "false”
30 H
31 3}
3z }
33 1
34}
Manual changes will prevent the use of the policy options on the left until the editor is cleared.

BYERAMEE
5. EREREREYT , ERLRETITHNBALRECBRES :

- RIFTERP ILIRFER
- BBECEFIBITHEFR
- ¥F7E P insa s BT R S g

EHBBTALRENBE , BIEE JSON M4 BEEIRERE Policy editor (BUEiRESS) iR,

6. A Grant additional permissions (R FHAMFFAI) , AIFERRAEF IR TFHEHM IAM 8 (81
Hih AWS 1RF), BIE Add (¥118) , BERAZRER T UIZERNEE ARN , AREEER
F#9 Permissions (55 ).

7. EEME’J%? f£H Policy editor (BRimEE2S) HFIAARENBER , AR KFREZELZB K
K, BERFERARESRK , BARENBRREESEARLFERH. EEERBKREE , 55212 Clear
(7‘%%)0
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& F Amazon Elastic File System in# & =& % AWS B &
ERERRESRN , AARENEREBEXEATH,
8. FERBURMREZEILR , & Save (EF)o

ERXRRANFMHEF EESREENER , Y EH R File system policy ((ERRFEBE) PHBUER,

& WA BAEA AWS CloudFormation ¢ AWS RS EH , MEXRFTARNEBUERREBR , &
RIEZEMEM Amazon EFS APl EYERZRFEEK. NFEVERIRBRNFEES , F2H
(Amazon EFS fEF &) FHEIERRBEERK,

AE S8 P E R RY I

LEREERTERONG  RRCESEAS K LTH EFS HRBHEN. EFS BREHRIL
AWS RBEMBBFREARRR | TARML EFS KA , SERTERtENNmE. H5R
%, HEBHESRER EFS RROHMEE,

T35 Linux #1THRAZIE EFS ##iHBIER

* Amazon Linux 2017.09+

* Amazon Linux 2+

* Debian 9+

+ Fedora 28+

* Red Hat Enterprise Linux / CentOS 7+
+ Ubuntu 16.04+

RESRPERME

1. 28t EFS & IHBES :
« $H¥ Amazon Linux , FEALHS :

sudo yum install -y amazon-efs-utils
« SPEEAD Linux B1THRAS |, 751 GitHub THY R K,

amazon-efs-utils E4E B EBHLE TIMEAKASR : NFS AF iR (nfs-utils), R EIX
(stunnel), OpenSSL E& Python,

2. BEERRHE

REGHHENH IR 21


https://docs.aws.amazon.com/efs/latest/ug/create-file-system-policy.html
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sudo mount -t efs -o tls file-system-id
efs-mount-point

- mount -t efs MM EFS HEHEIEN,

- £A EFS #HiBIRXETHER , TISERERRHA DNS BB EAHEE R 1P it
it , FFRAERRE ID,

- RIFFERR , EFS HEBPEXSER AWS EFNHEER, TESBRELHRBHRE , #
EHRERLE , ROARHBTHBENELE, EBRERRAEMAERNHEER , THELSE
FHRERRBETIRENENTE,

- TRER EFS $18H SR XA EAN R ERIE,

B#I15 DU

nfsvers=4.1 NFS B E
MR A

rsize=1048576  NFS A Fi%
EAE KSR Ll
READ 53K , A
BEWHNERHML T
#8 _EBR)

wsize=1048576 NFS A Fim
S EERE
WRITE &3k ,
AMEIE N & RHY
JUAE EBR

REGHHENH IR 22



& F Amazon Elastic File System in# & =& %

AWS A&

311

hard

timeo=600

retrans=2

noresvport

DU

NFS A FiRfE
NFS FERREF
BHNERTA ,
L& NFS 38
REMRRERE
BUAERHE

NFS A FiRmE
A NFS Rz
Bl , SFEEER
WEFHE (BB
T#)

NFS A FiRfE
EXHE—SWE
FEEEzq , B
HERXE

&=ER NFS AF
IR BT
BIERE £
¥ TCP IR
EiEE

« BTH—1THIEE /etc/fstab , F—RREHBB <& , REEBDEFHBAENERRK.

file-system-id efs-mount-point efs _netdev, tls, iam 0 0

5 FH &80 1 B R RV D0

HENEARZIFENZERPENZLRATERBRN RS , BREEFRERRRNSE R F W

L, ERERPERNNE, NRERER

"

RRERBEERTD , #EAS —BRNREM,

B F &5 P &R N
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£/ EFS B GBEXNRHBEERRRK , FRERMITHFIKE Amazon EFS 2B/ TLS 1.2 BiE ,
WEFEBLMZBEEREHME NFS RE. AREILINE TLS EEMNRFE , B Amazon Certificate
Authority (CA) Fi#E , M Z R RSB Linux BITIHRAWNEE. EFS BiEHEX EITH—BF
FRER  UERSEERRAENERLEE , YERAREEEHIT,

£/ EFS & BIRE XN E M 8 Amazon EFS WINZER 2R , TEEHMEREM AR AR, EHE
BEEERARFEFIERRRR X FEREI EEETMNE,

R E E A EFS #EIHBENEY EFS ERRENMZERE , HEGTHNE LR IHENE
RRM , WA localhost (127.0.0.1) FRMRIRBIAREZU MEZEBE, FSH T 5@ HEM,

127.0.0.1:/ on efs-mount-point type nfs4

(rw,relatime,vers=4.1,rsize=1048576,wsize=1048576,namlen=255, hard, proto=tcp, port=20059, timeo=¢€

ZEH efs-mount-point HIEZE EFS #RR# , 387 /var/log/amazon/efs AZEH mount.log
BR, URE AR EHEEZE, A THIGEMN grep TR BN TR

grep -E "Successfully
mounted.*efs-mount-point"
/var/log/amazon/efs/mount.log | tail -1

It grep e HHEH |, K EEHEN EFS ERRMKZ DNS 218, FSHUTEHEH,

2018-03-15 07:03:42,363 - INFO - Successfully mounted
file-system-id.efs.region.amazonaws.com
at efs-mount-point

RSP ENH N 24
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e

Amazon EFS BRRAMRFAEREFERINERE T NE, BULUER CMK AFAERME |, XEH
AWS KMS A FIREE, BYMZERRRIIFEEHE , AEL AWS EEEEEM Amazon EFS
ERRARBUBENEIEAR , A=2HE—SHHEE AWS CLI. AWS BEEH L Amazon
EFS APl 1y CreateFileSystem %,

BRI AERAL AWS IAM B2 ESHNRBIEERRKRE , AFARBGHETNES , SLE—TRILEN
Z2ER, BN REENERER. FANBERRAREERIRAUERER/)D , TSERE.
ERAEXBEFERAERITMTE, EUUER EFS £RIGHER , AEEBAFH LB INFZN TLS &
B, AR ERNS  BitAAFIREEEN EFS BRAKZBHOFTE NFS REME, B
A IAM B2 RA| , B Amazon EFS FREREITME , XFEH EFS ERAZMKEAA Amazon EFS
HahHNERBTNE K WESBEBEENEAR,
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~ S|

>
ﬁ I,?\

+ (AWS KMS ZiGfmZsfEABRE)
 Amazon EFS User Guide
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https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
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AWS A&

MR EC R RA
A PR 52 RE %

HEWILAREENNER , F57]H RSS HE,

update-history-change update-history-description

AN YRR AEEREAEE

EHAKE WEMEA IAM R TS5 A R ER
Sal:opiik

EHAKE WMESwTNERNE

HIR AR B4 A Amazon EFS &

REABA/THERME

@ Note

update-history-date
2021 £ 4 A 30 H

20212 H22H

2018 4 A1 H

2017 9 A1 H

HE5]B RSS B# , EX AR EEFEANBIERRA RSS AAMME,

BRfE

WX HHNERME DS :

- AWS fREFRERMAIRTEHEEEN Darryl S. Osborne
« Amazon EFS BEREm#&#E Joseph Travaglini

« AWS BE#ERS REEHEED Peter Buonora
- AWS EREIR TR EED Siva Rajamani

MR AT %
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