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HARDWARE AND SERVICES
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How much data can you afford How quickly must you recover?
to recreateor lose? What is the cost of downtime?
Disaster
Recovery Point (RPO) Recovery Time (RTO)

. o >

Data Loss Downtime
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https://aws.amazon.com/cloudformation
https://aws.amazon.com/cdk
https://aws.amazon.com/cdk
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://aws.amazon.com/codepipeline
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSSnapshots.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_CommonTasks.BackupRestore.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_CreateSnapshotCluster.html
https://docs.aws.amazon.com/efs/latest/ug/awsbackup.html
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-snapshots.html
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» Amazon Neptune R B

« Amazon DocumentDB

* Amazon FSx for Windows File Server, Amazon FSx for Lustre, Amazon FSx for NetApp ONTAP
F Amazon FSx for OpenZFS

#7H Amazon Simple Storage Service (Amazon S3) , A LAEA Amazon S3 B [EiH#EE (CRR) MAJE
BSFREFEEYHERE DR BiFHH S3 REFTE  ARAFHNMGRAMRAEES , UEREER
R, FEESERNERERAERNRERRE (BET ) , BUREREMESHELS |, flmER
EXFEENE (HIUARKRENERMER ) U Epoint-in-timelid. FEBEE®WERE AWS Services
for Pilot Light EE .

AWS Backup RIEEPUERRE. HFEMEELRTF RBENERL AWS FHHIHEE

» Amazon Elastic Block Store (Amazon EBS) W&k [E

+ Amazon EC2 #1T{EEE

» Amazon Relational Database Service (Amazon RDS) EXE ( ‘@#F Amazon Aurora EHRIE )
+ Amazon DynamoDB & ¥}

» Amazon Elastic File System (Amazon EFS) #R & #

+ AWS Storage Gateway Wik [E

* Amazon FSx for Windows File Server, Amazon FSx for Lustre. Amazon FSx for NetApp ONTAP
F Amazon FSx for OpenZFS

AWS Backup X & BEHERFED , flN EXBERES.

¥E% Amazon S3 BERIHVEEIN K BB IRREE , FERUA S3 WAFRANIZR S, YHFRRAN 2R S AT B2 Bl
RERBRAE , URE S3 PHERERMBRIUSHBENRR, WHRFEF T EREEARER
WA K, MREMEH S3EERKERERE DR B , BIRIFEFER , ERFEFEFTEPMBRI4
B , Amazon S3 R & R G AT DA E M RER. A EARE DR BEFHNERERIRES
R B MBR,

BRTERZN  CEXARRGLENEAENERSE  UEHTEITFEERYREERKEEE
(RTO)o AWS CloudFormationig it E## 2 EIFE XS (1aC) , X AIEAER THEEFEPHME AWS
ER, MEVEHHENEHRFIERZE AWS IRFF AWS EiF, BRI TEESHERAK Amazon
EC2 #11TE & A Amazon Machine Image (AMIs). AMI 2EHTEEBREENIRR | LUIKE
EEHTEENTMHEA EBS B EFTEN, B LFEAL AMI B8 EC2 HBI{TEEMEFRRAE, &
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https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-overview.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/backup_restore.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/using-backups-fsx.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/using-backups.html
https://aws.amazon.com/s3/features/replication/
https://aws.amazon.com/backup
https://aws.amazon.com/ebs/
https://aws.amazon.com/ec2/
https://aws.amazon.com/rds/
https://aws.amazon.com/rds/aurora/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/efs/
https://aws.amazon.com/storagegateway/
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/using-backups-fsx.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/aws-backup-and-fsx.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/delete-marker-replication.html
https://aws.amazon.com/cloudformation
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ALE BEHRASBEEFGER AMI, F , BRI LR AWS Backup#HE R Bk FEREHit AWS &
H, BIRFHEOIEEERLKHEENH K SEABREIIRF AR, BRTHITERWER EBS BiR
[Ez4\ , AWS Backup AWS Backup t8¥738 7 EC2 B2 FVEESThEE , T EMAEM T 5 hEEF -
HITERER, RENERELEEIR (VPC), 28, AV A6, ERERBNESR, T8, RExE
# EC2 e BEREHEMN AWS EEE , TEFEALENANDPEEHR,

ERELHERRETHARONEMAERBLEEREBEFER, AWS Backup BEHEFR

Bt BEERIARBAHEREEER, SR AWS AREHREU APIs , BEEEEHEREDRE
13 AWS Backup, ZAI SN BREACHERTE K IEBRXFEAERHBRER, TEEREAR
Amazon Simple Notification Service (Amazon SNS) # BEERMEHIAWS Lambda., BEEHFENE
HEMNERREFEE  RARBEOERNENRERFTEHRE, NMRLBEEXCBBBELFER 6 &
MAR TR BIE W EHE I RENERERE,

Performs backup and restore

of volumes K A
7 | q .C
"4 N

AWS Backup Amazon Elastic Block
— Store (EBS)

Y

Request to test restore from a

back
Sends notifications about job acp

status
Performs cleanup

v -
@ | % &
Invokes Lambda for testing
restore and cleanup

Amazon Simple AWS Lambda
Notification Service

Users notified about status

changes

AWS General
User

8 - & R MR H st
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/CopyingAMIs.html
https://aws.amazon.com/backup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/sns/
https://aws.amazon.com/lambda/
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® Note

B REXABASIEE D, NWEFHMAER  B2RAELHETR -, #2E AWS Well-
Architected Lab : HIERERNEHMNER , LB REEE,

BRE

ERERERZE , EAUUSERE—EARGERI S —EES , XHER O TEEFEREN A,
XBEERESNROAMENER (PINENENNHFRT) HRERFERIRE, Eitxx  SINERAE
AR  SHARAEXBNER , B8 "B YRENRPENFALSERTEBBRER. &
Rigd , BALUEITFTEERKEMIEMEER , YEATHHEER. "HFA) NEEEBRRTEH
FER  ARRAFZRVERBNDERBBER ("R ). R NERLZETRE , BHBOERER
—f#TR , mMESERTUNEEZBRBNRREARXABSFRREMETERENEERE.
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AWS Cloud Route 53
Active ..D

1 1 1
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1 1 1 1
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1
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' i EVPC i i
1 1 1
Elastic Load Balancing ! i H & Elabtic Load Balancing
: | ‘ i :
1 1 1 1 1
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! server | Auto Scaling group | server i | : ! ! Auto Scaling group | ! '
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1 ] 1 | I 1 1 1

[ I i 1l [ 1 11

y L 1 T 1 N Iy 1 T 1 1

i Application {::E i H {:} Application ! ! T ! =f= ! n
1 1 1 I

e Server 1 Auto Scaling group | Server B " ! Auto Scaling group | ::

1 : 1 1 [ ! : 1 1 [}

1 1 1 1 1

1 1

! _Shared cluster ! _:L“mla
data volume

! =

1
No instances running

AAAAA

] 1 1
Aurora 1 ! Aurora Replica !
; E

1

: Al
:Aurora Primary "
Replica

1 1
' Aurora cluster !
Snapshot

Asynchronous Cross-Region Replication
(Aurora Global Database)

- IERERE

EREREEBRFEATEREERE  BABERNFERARERE  UEXBBRERFHLER ,
RAROERSZEERBOHE. LERBRFTECBERES L, CREHSEERSETROER

RESE  WKTHEER (AR XK ) SERKKIISEES, SULNEBEBLHBBLER
ERFREMARENE (1aC) , BEZERFMESNEERSRE (BRERREHEZIEES , LUK
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https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
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H/BBRERRENEE DR B ) , RELUIER, ERCESEESEATEN RF  URHES
BHRNERNZ2RER (MREARNEAENEREKBERTEN D).

ERLEE  BELERBERNKE., FEERERITURESHEXLEEN LY K BETERER
PrEEERHERHBE | BRIECHRB O IEMFRERNRARS B ERNRER, SaEKX
ERFFROESHNEN , SUEMEE EEFE L point-in-timefi {3,

AWS BR 7%

BRY ARG NERERTEEN AWS BRIERE U point-in-timefid 2 5h , LB ALNIERERKE
BT R

HRAETRE , EEERERE DR BETHNEIKRERENERERERK RPO WRELE (BRT KA
afampoint-in-timef& 2 AMEAR ) . AWS ERATIRBMNER , AERHREMEE. BESE. RS
WEREER .

« Amazon Simple Storage Service (Amazon S3) £ 58

« Amazon RDS EH#EEER

« Amazon Aurora £i5 & ¥ E

« Amazon DynamoDB £ & $l &

« Amazon DocumentDB £ig# &

« Amazon ElastiCache (Redis OSS) H £ iH& kK [E

EBEFEEE , ERRALF A E DR B EER, B LAER S3 Y4 S3 BB IFR24 (S3
RTC) S3F1 Amazon Aurora £ E R EN EE Tt ERB I REREBNERT KR,

EREPERAXBERESHTENBEAIESHE  EX4EREA RDS EHEINER , TERAE
EHTER. B Aurora LA EREHTER  BEFEFEL78F85K , ENREEREFN—
Br. WHRAER RDS WEEFEE (CRR) MAEBE | £H Amazon Aurora £l BRI EREZEE
B, 2HENEFHERAERSE  BENEREZLAMHENERARIER , YA TUEER — R
BIEA—HIRERET (AWS EBEANIERRER 100 E® ) . £5 Amazon Aurora £IKE R ER |
MREHEEESFERERERPE , MERETROEGHE , fhTUREAEP—BARERESE
FE—PEREBEIVEASE, Bl LIERE Aurora REBEMAEXEEEMN RPO LERRE |, LMk
REL—EREEERIFEEBEZE RPO KEA,

BEBARB/NERNZR O TEESEBRRENMBRRA  LEALBELN DR B+, FH AWS
CloudFormation , Al A EHEB R , £ AWS IREM AWS EiF 2 B —ButBE, AWS
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https://aws.amazon.com/s3/features/replication/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.XRgn.Cnsdr
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/global-clusters.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/dg/Redis-Global-Datastore.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/replication-time-control.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/replication-time-control.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-managing.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Promote
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
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CloudFormation £ FATE & E &KV EH S BRI TRE N AWS IRFH AWS EiF, Hit , B #E
CloudFormation EZAR P EEFRLESE , LAE DR B P EDEERBRENBERAERE, HR EC2 #
1T{EI#8E0E , Amazon Machine Image (AMI) SRRHERERBNZENBRRBEEA. EATUE Image
Builder EEREVEFEAMIs , W HERITENHEG EEH. EERBERELES AMIs HEE
BREKHENR  EFESTERDBERER TEEHMEN—1, Amazon EC2 #{TERBEIFE
MRSRENEES (HBRREIEEE , STERRY ). FEENERERREUAIBLEERE , 5
20 "W, —H9 M Amazon EC2 Auto Scaling.

HREB/HBAERE , SINETE  AMERE—HANSEATERSE , YEXTERH BT ARHR
IXBEREE, WREBBEXTUEDRFINE . REEFREREIEREDRBFELE
B, BEEMER, IEFALENRNREEYR  EREENERMEEANTE , ERTARENERN
REBR, MREGETTEE (HFRET ) REERE  MeREEERAR, RItBEEAFIHRE
REBE, ERELT , ENESTERENSREBL  FFDRBHMBETRE-EHS,

£/ AWS BRI  REBEREEEREFTEZR,

—EBIEEMF A Amazon Route 53, {4 Amazon Route 53 , A LS — %@ AWS B8 8 % {8
IP % 2B Route 53 BB BEVEH ., AE , BUUSEREXRHIXPEEBTHWEE RS, £
EPEE  LEEBREVRIERRS , WRHMFEiKE ., Amazon Route 53 EEREREGE R
Eimd, FABLEEMRERE , B UREBBHAEN DNS RiERHE , URARERSEXEE
ERERFNIRS  EREERTELBTHSENRRE. FECAFHIBNAEBLEEELLIE
B , &AlLAME A Amazon Application Recovery Controller (ARC). f#F ARC , &R LA I Route 53
EEMRERE  TEBRREEERE , MBMAGTUTLEHIME/EETR, SR UER AWS CLI 5%
AWS FREH , FRLETAMNERTHE API RIFEAEBEENSH. ZNESHERELY)HR
(Route 53 EBEMRERE ) , &4 Route 53 S REBEEZERES A MIFERE., FHRBEHER
ENS—EZRESEAMERARE  YEBFTENERESNEE , LEMERERNERESE. 7
B, iR EREHITEHERE , HtFEBAEER Amazon Application Recovery Controller (ARC) FY &
R EE LA E M,

% —{@#E 2 H AWS Global Accelerator, £/ AnyCast IP , AL —RZE AWS EFFHZ
EiR SR RMNFRENE P thut Rt 2 7 BE, AWS Global Accelerator A% , S RERHE
Rzt A BB B B iR B, Global Accelerator SE{ERERE S ERIRH, FRELEERERE
& AWS Global Accelerator REREARINEERE  YEEAEREEDEHETEFERERTNE
AR, SATHRBNAEBE  SUUFEARERERB[ERPEARLZVORE , BFEE , E
=R HFHEEE, Global Accelerator AERAERNRmHMEHRENEE , HATCIAEZN AWS ##&
g SRAEREMEBE AWS KB £, Global Accelerator th Al % DNS R ( #140 Route 53)
A RE B A MY IREN T RE
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/pseudo-parameter-reference.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/conditions-section-structure.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/conditions-section-structure.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://aws.amazon.com/ec2/autoscaling
https://aws.amazon.com/route53
https://aws.amazon.com/route53/application-recovery-controller/
https://aws.amazon.com/global-accelerator/
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-endpoint-groups-health-check-options.html

FTHEEHENWKBER AWS . ERFHER AWS Well-Architected 2818

Amazon CloudFront Rt RIA AR R EBE  MRARETRHRMNEEFRKAY , CloudFront E#45E
REHAERE R, BN FTEBERAETE , MARERRNDASBEXIRRY K MASER
RBEETREBE.

AWS S8t K BER

AWS Elastic Disaster Recovery (DRS) AWS B A E#ARJ[HEREREE , HESAREFTE
WEARERFRARSAEEREREMRFEREZE . Elastic Disaster Recovery Al BEFEH FH[E
AWS Eif EARTHBRSE —EERREHERAREIFEENITEESNKEERBEE, MR AWS
AEIHEHEIS EC2 LRENEARINERE (BIFR RDS), et UARREIRESR
WK BEE R, Elastic Disaster Recovery EAE R B X , EAEREBESER Amazon Virtual Private
Cloud (Amazon VPC) B ERHEARRN "EER. BER. BRAERESEHR  TFERGAXREDHE
HMAEERMERNBZ Amazon VPC HFE I TEREINE,

Data center or cloud AWS Cloud
AWS Region DRS
Agent control protocols : >

] Stagi Recovery instances
! Replication server taging area resources launched with RTO of

status reporting :ghor;ra:r:?r? ;Itgégrealed minutes and RPO of
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' \ J v
[ staging Area Subnets (in user VPC) Recovery Subnets (in user VPC)
© ‘ L
: @ :
® T — =
2 g 5 I Recovery
AWS Continuous, block-level Instance
Replication Agent replication (compressed £\
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2 Replication Y
f @ : » Servers —EI —
g BT (lightweight ﬂ
: : EC2
5 E i = Recovery —
AWS : : instances) o
) Replication Agent : : | |
piske : : EBS volumes EBS volumes

BEGHEZEBERRES —EESTERERREIRETENEERRRLR, EEFERE TERES
SAUBLPTERERD , ERENITFEFBKRES —BAREFHEM. LI it REEEREATRR
FEFFEUNE , URSEHRELBEREDBE D,

AWS BBt KT R 22


https://aws.amazon.com/cloudfront/
https://aws.amazon.com/disaster-recovery/
https://aws.amazon.com/vpc/
https://aws.amazon.com/vpc/
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AWS BR#%

BOMEFRNETERENAA AWS BREHEERSGHHER , ARERRND,. ERER. TB/H
BRERH  URIEBEMRRE , 28 EC2 BITEE.

Amazon EC2 Auto Scaling ARERE AWS EIFHAMNEIR , 2% Amazon EC2 #1T{E8. Amazon
ECS £#. Amazon DynamoDB &% 2 # Amazon Aurora #4, Amazon EC2 Auto Scaling &

£ AWS EFRE AR ESER EC2 MTEENHE K EXEHAANRMEM., £ Auto Scaling #§
DR EHERATEMNEEINR , FAETRESIRSFHERBN -2, Al , HR EC2, 8 Auto
Scaling B LFTENBRERTE. BULUER FEIFEILEE AWS Management Console, &EiE AWS
HREGHEBARE  AIFEAFTNFTEREEEHIE AWS CloudFormation EA, EELAER AWS
CloudFormation 28 , BE 22 CloudFormation BBERAER S, EHE DR &3 1Y R G E 28 5%
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https://aws.amazon.com/ec2/autoscaling/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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