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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html
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https://aws.amazon.com/pm/ec2/
https://aws.amazon.com/pm/ec2/
https://aws.amazon.com/pm/ec2/
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-srt-support.html
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https://aws.amazon.com/firewall-manager/
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-overview.html#ddos-advanced-protection-groups
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-overview.html#ddos-advanced-protection-groups
https://aws.amazon.com/console/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
https://aws.amazon.com/ec2/
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-overview.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-overview.html
https://aws.amazon.com/blogs/security/how-to-protect-dynamic-web-applications-against-ddos-attacks-by-using-amazon-cloudfront-and-amazon-route-53/
https://aws.amazon.com/blogs/security/how-to-protect-dynamic-web-applications-against-ddos-attacks-by-using-amazon-cloudfront-and-amazon-route-53/
https://aws.amazon.com/blogs/security/how-to-protect-dynamic-web-applications-against-ddos-attacks-by-using-amazon-cloudfront-and-amazon-route-53/
https://aws.amazon.com/blogs/security/how-to-protect-dynamic-web-applications-against-ddos-attacks-by-using-amazon-cloudfront-and-amazon-route-53/
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https://aws.amazon.com/ec2/pricing/dedicated-instances/
https://aws.amazon.com/ec2/instance-types/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/enhanced-networking-ena.html#test-enhanced-networking-ena
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/enhanced-networking.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/enhanced-networking-ena.html#test-enhanced-networking-ena
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/enhanced-networking.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-monitoring.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-monitoring.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/scaling_plan.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-proxy.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PIOPS.StorageTypes.html#USER_PIOPS.Autoscaling
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Elastic Load Balancing (BP6)

REDDoSHE MR BB — Amazon EC2 #{TEBMAE. £ Elastic Load Balancing (ELB) ,
BRI LB RESBEFZREHTER , UREEAEXNBEMNEM, Elastic Load Balancing RIS H
BEE , AMEELEREETINENRE (HIWMEHRAZBHDDoSHE ) KEEEANWHMKRE, HR
£ Amazon AEEMNEAZERVPC , RENEAEIXETEME , FELBsSEZRE=FH A : Application
Load Balancer (ALB), Network Load Balancer (NLB) #1 Classic Load Balancer (CLB).

HH Web FERRE |, B O] LA FER Application Load Balancer IRIBERBHRARE , Y REZEAR
¥#H) Web E3R. Application Load Balancer @ $H5F % % RADDoSHE , FlaISYN#t/KHUDPR 5t
RE A RECHNERAEAZXZIHRE, EENEIELHERMNINER , Application Load Balancer & B B)#&
BURKEANRE, AREREBEREMERNERITEBHYE AWS EFRREEHN , TEEXEMR
HIIREE,

NFEEREAEAERXAHTEHRRE Web ERAEANFRENR , F2REAEXEH FHFEAM,

HRIEHTTPHTTPSERARER , B LAEA Network Load Balancer LAB K IEEAS 7 & A EI B 1Z (41
7 Amazon EC2 #11T1E8E). Network Load Balancer W —fAFXEZRERER , TCPSYNEMEIEE N
ETISEEX LESFEHBNUDPREHNLRATELNERZE , MAEHRYK , BETEHARKLETCP
EARW-listener, HREBTCPEBEXNEREHTESE K RMERBB L MNIESF B LLSYNH
Ko

& LAE I BS Shield #EPEHREREE M IP (UitAIDDoSIRE, KEE T AR EMY IP MiutERE
Network Load Balancer B , "Shield IE##FE ; &&+¥ Network Load Balancer R 2 E R #HEIDDoS{R
=3

Ao

WMEEBFERA Network Load Balancer (RETCPAUDPERRERMFHEN , F2EHKEAREEE
5 Hes.

® Note

REeUBBLAENE  CEEAAREMENERFEETEEAEREMREMR TENHERE
A, ENEEREEHTEHRNREMNESENESD , RAEBMKNELREE FIR,
ZEBBERISESREMEM IP (it (1200.0.0.0/05: : /0) 2 REMNEARR |, BR
BEAFREERENEHERANBARL K SEFZeHFACHEREMERARATFEED
FEFRE, BEDDOSKHER , e ASRAEHEREE. ZEXEME LA Application
Load Balancer = Classic Load Balancer BDDoS# M |, M EHE P HR[EHN TS HH
HAFREATERERER REMAER) , R RERER ZEARIE MR B BRF,

Elastic Load Balancing (BP6) 13


https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancer-getting-started.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancer-getting-started.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancer-getting-started.html
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At EEAAFEASRREZEZREEM IP it (0.0.0.0/05: : /0) WTCPHRE ,
WS mATEHERA , AFHEREARERE (RFFEM IP Aruk 5 &
E0.0.0.0/05: : /0) FrEE#EE (0-65535) , At ERBL M EHARABEEERE M
FEMEARKFEERE, FRHLERR  EFM Application Load Balancer T &2 ZI3E1E
REMPRFINERS , EERFITHEEFEINHEHTHFHRNELINER , X AFHBIRE
4 DDoSHERMREIEMETHAE, FERERERNFHES , F2H  T2MFHEER
Bt . RIBHEAYERR,

REEDDSHERBREMBAATNRER , BRLsHFEERERTEEE — RXBZ
2HFEAPTAFHRENDDOSHREFTEF EERER, FELERT , TEEEFRER
SMFANBRERER , flin, MRENLZLMBEATEECSLEESEGEN IPE

, Blan 2 B4 2R KB R ZEEMVPNE HIPss, CDNs

A AWS #2{7 EEITHE (BP1,BP3)

FHSHRE, ZHRCNBERMERER , TARBERAZKECEAZEENGEIZE, TRIKDDoSKE Y fF
BBENGE D , AREEEARXTAENNEERIIREK, AWS BiIMREMENANBREREREE , 7
AfEH Amazon CloudFront, £BKMNEEFH Amazon Route 53 BI{EA Web FERARERNBHELEFE,
BTELRE , MU EHTEAR N EEGSERE. AWS EfF

ZFH Web ERRERMY (BP1)

Amazon CloudFront 2 — &R , TARRXSENWEERY K SEFE, BHE, BRNEBHARS,
ANEES BIRMAMRENN AR | FEEBRFEE time-to-live (TTL) 3%E tb 7] LLA RENE R R E
fEFAIEL CloudFront ThEE IR A BRI R AR ERMTCPEREE |, HBRBEM Web EARER
REHTTPHIKHNFE,

CloudFront REZ A RIFAVERE | ERBRLLFFZE RADDoSHE ( HlANSYNHKMUDP R &

WE ) FEENEIR, DDoSHEHWEEFRII KRBV ERE , UM LEREXERMUE, ELEY
RER AR IR A B EAEDDoSH B HBEEAEAERHERENGE D, ETLA CloudFront JR{RE

MR MRS £ AWS S E ftbith 75 8 HIR

o

WMRIEFEH Amazon FIEFF RS (Amazon S3) FEMARMER L RREFBREAR , AWS BEREFEH

Amazon CloudFront (R B FETE K WIREUTHE :

« PR&I¥ Amazon S3 REFEFEMNEFEE , FHEHEELBFEEL

- BREMIRE (FAE) REEEIBIEER CloudFront BITIRAZEEEFTHAR |, IFEIRS L b2
REEBREFINAZS , HEiBIE CloudFront BEIN BHEFINS.

A AWS BB HEITHERM (BP1,BP3) 14


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html#untracked-connections
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html#untracked-connections
https://aws.amazon.com/s3/

AWS DDOSHRAEAE S 0 8 £ 3% AWS BB
EEERILBE , FBRYE CloudFront BA$EBERE M FAEREEZE Amazon S3 , Y% Amazon S3 & 7E

BEAFEFHCEEFEMNFERIIR CloudFront, CloudFront 2 MEHGER R SEREIXZE Amazon S3 K
B AN RREFEEUES] (OAC) MARFEE 2 (OAl), EMfIRERZEMER , OACRAEXE :

- FiE Amazon S3 f#1ZETEE AWS [E1F , B1E 2022 F 12 AAHENBREMAESE
« £/ AWS KMS (SSE-KMS) #9 Amazon S3 {7l B 25 i 10 2%
- ¥f Amazon S3 W EYREFESK (PUT 1 DELETE)

MFOACHIMNFMEFOAI , FFSBARHI¥ Amazon S3 FIRHI FHL.

WEMFH Amazon REFMEREL Web FEHRERNMEEMNFFMEFA CloudFront , 582E Amazon AF
CloudFront,

£/ AWS £ nERFE - S HRERBERFENHERRE (BP1)

SIRINERR —EERRE , SEAEREN T AENMERASIE 60%, ERBBRRER AR
ERERITVER , WiEB AWS £HBREREBRRERBIENERAESX  EREEE-—IZ
BF#IT. AWS EH

SEMNERSRIBRIBEFEAEORE , SUDPRESHTCPE AWS B X E&KEWE, MRE
AEXNBERE  £EHMERSE 0 VARETEBEET —EAKERmA. Global Accelerator £
AWS £IKERHBEARE , WEE Shield BS , HIINEAREE SYN Proxy IheE , SREFHNERES , X
BERHESEZEAERE  UREBEEAREN,

BEENEARKXERATSIXENBABE , CloudFront iEEIREN Web EARAEELHFRE
IP ity Web FEREN |, Bt AT LUEFDDoSE RIS |, LURHER Edge RIEB AT Web FEAEN M
EINFFZE R,

Flin | EAREEEFEAETLE IP NI EH BN AFEE  MATSHEMEM AWS BE
R, EELERT , ZRuULERALENERRABCTEAEEHTLEHIZ LHTH Web EARAER |
i EE AWS WAF BB ERIFN#E % Web FEAREXBERH K,

NERREALEMERSREBR LA RERENFEES  F2ESEMNEREAM.

B A E R BT (BP3)

ES]
o {EFERHR 53 LAEUSDNSH A

2/ AWS £ INIR R E — S RER B ERRHOERARE (BP1) 15


https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/getting-started.html
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« X Route 53 LURENXDOMAIN S Z & 1y B 24X

£ I BE 4R 53 LAEUSDNS A F 4

Amazon Route 53 2 & AN A ERE N BEEBRHK (DNS) k¥ , T ARG RESQER Web
ERREN. c2EEMIE , FINRERE |, BT Health REFMEE , EREER KBt

B, DNSIE Lt P Th e 7l S AR 12 | R A% 2N =] EEDNS SR |, BAgkE Web FE T2 B SUAE M8 & 48 vk A
B, ERM—EF 100% ERETHMEN AWS BRIESLA,

Amazon Route 53 fEAfE# 0 F MESEE SR , BIEDNSIRBEZ I RBNEF , hainBERE
FEUENEAER, DDoS

ERAEED F  EREFHEESBAKRFFSHER B @& ENFERBEEE, ERTU
RUEFEANTRED  ASEFEFCBANER NREZREFH—BEEBAMBIBEER  £AETLUE
TRBHERLEWRE S —ERBARKSENDE.

Anycast 7 B AR ESEDNSERARKEN M ERMURYE , BtoBEREHLBDIEE, DNSIEAR
FRETERNERE, ks, Amazon Route 53 A SMERIDNSEHARRNHEEFHWEERER , WHE
RECHMARERENBRNELIESF.

WMEEFBFER Amazon Route 53 A A ERARINENEREINFRAEN , F2E Amazon B4R 53
Ao

% E Route 53 LR ZENXDOMAIN S & B &M B A&

NXDOMAINEREERBEEZBEHNMN "RiF, BARAFFEFENAEERSREIREBERE , BE%
AHRE, EERBNENREXEERENSNEFN/NRRBEMBNTAYE  ETER—EE
ARRAERFICHAIDNSEEL R, 1§ Route 53 AR R HEEL AT 2R ALRES A A/ M RE L E R R
B , {BFERATBES KR M0 Route 53 A MK, B THHIEKAEM , FFFIA Route 53 EE , T
MABRGEB AR I , DNSERAREER ¢

- EFFHAEETFAEEE (example. comEstore.example.com) MR #EE R (A) BB & 50848
o

- Bl&E BERS — 18 Route 53 fE &MY AWS EiRR,

fltn , B EAFLECHk , *.example.comHEFEE A (BIR) IEM@EC2#1T{EEE. Elastic Load
Balancer = CloudFront 3 fi% & AWS IR , B ¥ qwertyl2345.example. com{TEHK , BE
EERY IP, BEArgnfWREHEA.

BEHREE BN (BP3) 16


https://aws.amazon.com/builders-library/workload-isolation-using-shuffle-sharding/
https://aws.amazon.com/blogs/architecture/a-case-study-in-global-fault-isolation/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/getting-started.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/getting-started.html
https://aws.amazon.com/route53/pricing/
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FEREXEE (BP1,BP2)

7 paper R & B RIFTEAAIFTF ST , Hee A RUREEREBEDDoSH BN R AR T A E,
ATHERAEABRE K SFREEFETRLRFRINER, BREURKEHEESERNERE, ER—E
EENZERE , RAERNRIEHDDoSEFERMBREMEREMNERAEFERE,

{55803 BFZ EE Web E3R (BP1, BP2)

HEEARER EHTIR AWS | B LAFIAH Amazon CloudFront (R EHTTPIRERINAE) F Shield HEF B &
FERAEXBRE AWS WAF |, BB 1t ZE AR X EDDoSH BB AL ENFEREZER R,

Amazon CloudFront

Amazon CloudFront AR5 LE3E Web R EZZLZW KR , BB AREER., EEEEXERSE
CloudFront EAREX , K BEBBTHRNTCPEF , FHANMM IP MutBVERF K mEEEAE, It
4\, iZ CloudFront ATLA B EIBARAZR BB B AN RE SN EE ( I Slowloris ) HIERE,

CDN fREX

CloudFront A &% AWS BENERHBEBRARNBTEAR., FBMKCDONREUIZH Proxy AIRENA
B, BAUR L ERE RGBS ERGIRIE R IZEZNRIERE, TTLERHEBHETEFABHNER
FEREHER  EERENTTILEREEIZABTHBERAKGE , TUZBTETHERBEEEEEN
iR A, BAAFEM CloudFront Origin Shield 2 ¥/ ThAE o] LA — 25 B B 4 3R K B - 18 o] LUK
BB ERESEET T EN U EREEGVENTIIFEINBERAKNEZEANERE,

AWS WAF

FEiREA AWS WAF |, & LLfE 218 CloudFront 2=k B8 &R L5 E Web fFEUR&IFE
(WebACLs) , ARIZFERZEEE, ERNHEER, EEYERSAFIHEER , BUUEEF
mIP Uit RBBEIR/ME, EXRPHRBEFRIEN., ERBERIOKRD , UREFEZEESQLEN
BRESTHBERE, SO HERSITCAPTCHAREMNE S F ik TERERLE,

AWS WAF 3 B CloudFront iIZ2 &8 B ERHILAPRIE R AR BB ERB S/ EMNER. EFBY
REEBRE KRBT EEEFHEEHBENHBENENHE, AN EMtE YR IBRR
AWS WAF | &) A2 &l [E 15 B A iy B

BRI LAfE A ScopeDlow BRIAT RAE/D R BTN ERGBE UGS E KA , WE Web EXR EFEA TE
B, RAFFEERNAL  SHEEEREECERTHRMEPIGNRR, ACLEREEEFTE
ZER AP EE AR EIE,

RETUERZENEEREE  S2ERAR , EENEX.

EREXERE (BP1,BP2) 7


https://en.wikipedia.org/wiki/Slowloris_(computer_security)
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/RequestAndResponseBehaviorCustomOrigin.html#request-custom-traffic-spikes
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/RequestAndResponseBehaviorCustomOrigin.html#request-custom-traffic-spikes
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/origin-shield.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-scope-down-statements.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-labels.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-labels.html

AWS DDoSIRE RE 11 #9 Bx 1 4% AWS HE$H
ATEBBRESER , FEE Web RIEFAFHER AWS WAFH B SRR SMERER. BBRA
HE5 AWS WAF iC8% , BT LAE B AR Web DT RENFFMES . ACL AWS WAF X EPh T 8% EF
B AESIETEEEWLE Web ER |, UREREZ B RCHEEREMPLER,

FCEAE P RCERAVE A BB AWS BIR AWS WAF BIRERNERE. BEFERNFEER , UK
FEERR AN LHEE,

MENBREREBE=ZPRHRFEE AWS WAF Hf —ER AN ERFHER ., BN EALER
REFBLIEERERH  YBRUFRAREEELER, IREFIFZTSMBEAFENER
ARERNEEARNREMEENENFRS . WERMARIERHHEM0 RN REBERE,

AWS WAF — EEEA# Al

AWS RZIERIRIE 5 DEENEHRE R AWS WAF WEIWHTTPEREBEBBELEENWRER , FH
FHEERRF A ESHEHETRSEEN IP it |, AP EREKEE, ERNAFR IP it EWRE
403 EZEILOFE (RFRTENEHREBROME)  WRIFHERE  BEIERERERFEUT AL,

BB URRSERNR R0 BURMERNFRE  UESES

C DEARBNEERL  TRELNEARISSABHTTPHKEES
. —HBELLEAERNOMA | AL UEERE B ER G R E LR/ L ERREISEURISE

Blgn | WA SATE 5 S EEHREA , BEFERSA 500 BFERNAEERIFA (FHEABELHIRE) , A%
FEABTHERRN , BT RS EULRABEENRA , HTRIER 500 (5 P EHBREE
100 fEIFEK) :

o A%/ "if NOT uri_path contains '.'"ERNEBEZIREBLENBE 6 UEHLIEXHE
RENERBERESIE—SRE, ELTURELENTE (/) , ER—EAKSEHYHMNURIKE,

- FAB " ERNEERRNREERERE if method exactly matches 'post' (convert
lowercase)

- REIEHBEENEERERIFA—XMEFE (OTP) , il T, if uri_path starts_with
'/login' OR uri_path starts_with '/signup' OR uri_path starts_with '/
forgotpassword'

LURRAERRN ", #XRE defense-in-depth WAFERERNER | Al L ERMKEBE | hERK
& AWS Shield Advanced S ARBE RV L ERMYG, RIS EUATREHPBEHM defense-in-depth
WAFEL &,

{E3 I EFEE S Web E3R (BP1, BP2) 18
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AWS WAF — IP {52

BRI IP i EERAERNKE | B LER P EHREVRA , EZERUAR AWS
WAF.

Amazon By IP EE/EE R RFESE Amazon AR EBRAERNAR, EERASSREAK
AR IP fuik, ¥ AWS ERETERNERBEES, DDoSEAWSManagedIPDDoSList#iAl, 2
B BIRE LB 90% K BEFERIMK.

Ef P EERAFESSHEATRAES S EMLZRENERNRA, HhaFRERE
VPNs , Tor SiEMEF & ( T2 AWS ) BWEER.

BeS , BT LAMER AWS WAFBER S R Z 2 BELEY IP BERIMR s , ERB KA IP F85

&,

AWS WAF -E 2B R &R

BERMAFE—ERENZLRE K BEARETIEEREEED , flRA BG4 , HEEREE ,
BEMRRHHNE K BREEFEMHEEETESHFFINEH 5 M denial-of-service ( ) DDoSHE, &
ERF LM ARE  FEAAWS WAF #SS ARGISERBEHE, RAFHERRERN ", &
EER, TEEBRMEEEREBRMEAN, BE—RFTENHEA , XEISEEENBEEAZE , XU
& TEERX) REER , THMEHEELERAB ZEREEEANER,

B RN RELERE RSN (PR ERHRE, BB MTAMEIUE) RE BT RIVEAR
B, REEAJEEG , fIanERRE MR NI, CAPTCHATarGET ERHERRHZEE , MU
MEFMTEUABNEREN , YEBERAERERERDRRRRE, MEFHESN  F2RAWS
WAF #Es AZGRAFE, "RRASYERRARAEARE LNESZEER , BIUER AWS
WAF FEERIZHINR S E=E TR (ATP) RAUFE, RAFESREAFREIEEABABEARBHEA
EX  IRERAEAHEAEENDRE  BUERIENRMAKR | EMmER LB,

IRERIZMG R —BERIEEZED  RBEERAAR—ERZRERKRSF. RBEEAERIKRFETR
FEEE , GINEREHENEMES  EREAURBRNASFHEERE, ERRFNEFEATRSRES
HEFNBEYRENESUIGHTA  BENEBRELSRTE,

T LUEIR B e EREE R IR 5 AR EKFETERS ( ACFP ) TheeSREE AR 4IR S AIEZMFER, AWS
WAF AWS WAF £ AWS ZE Al H AIFE P RAL L IIEE | WAWS ManagedRulesACFPRuleSet&
Bk EARERXZEASDKs,

#—SBEAWS WAF ESE B EBRPHIELRE,

{E3 I EFEE S Web E3R (BP1, BP2) 19


https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-amazon
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-anonymous
https://docs.aws.amazon.com/solutions/latest/security-automations-for-aws-waf/component-details.html
https://docs.aws.amazon.com/solutions/latest/security-automations-for-aws-waf/component-details.html#ip-lists-parser
https://docs.aws.amazon.com/waf/latest/developerguide/waf-bot-control.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-bot-control.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-bot-control.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-managed-protections.html

AWS DDoSHR{E#E 1 19 & fE 0% AWS HEH
BBEMREREXEBDDoSEH (BP1, BP2, BP6)

WRIEEETEI AWS Shield Advanced , BITTEARBRAE Shield M B EFEAZEX/BDDoSEMIE K, LI
BEEHBEN., FHEMEE AWS WAF R B , IRKREEMRSE 7 BDDoSEH,

AWS Shield Advanced 458 WAF Web BBV B EIZREBEEREZLREEZEACL, BERRMCOELE
ERNRESRILABHEDDOSEN . HRFEIEHR , & AWS Shield Advanced E B BIHEKEFH
Web ER%EE , MRFHEE , IFET AWS WAF RALUBRBEAXEZNRE,

BREEREEFERAUNBELALZE R RARSHEEIHESENRAUFE , MALATIREEN
STEEHEEXNHERA, £ Shield ERERESHETLHERE , BBBEKR AWS WAF KA,

ZBSRT ( #PRE Shield #REFTEE )

ok, 5TB8 Shield Advanced B | AT A2 EE AWS SRTUIGBIEE Y RE , LURREZERARKTH
MR E, BT ERSE AWS Shield Advanced F#9 AWS SRTHRZHREI#ER AWS WAF APls,

AWS SRTRELEZLHBERENERLT , TEFEELEN , APISLUEELWIRE L nEFMENR
RSB — B,

& A LAA AWS Firewall Manager REAF R ENEE R BB PN L LR AWS WAF Bl |, §ia0 AWS
Shield Advanced REFR B, &K AWS Organizations BIEEIRF 7] LA EH I Firewall Manager
EXRBNEEBIIRS, ELXRURECEREL , SINERERNER , LUREEEARINVE, B
LHMEZERFUFESHBEENR  LWHEIEEER,

WMEEZHBEN :

- AWS ZERE| BN AWS WAF , 528 "1 FAWS ZEHAI B T AWS WAF, ,
o {55 1 E PR &I 2R PR %Y CloudFront 2 iV 2 EX , B2 BIBREI A B K 1 32 5 o
- AT AWS WAF , ESH :
- FmBER AWS WAF
- EBEMBACLREREER
- BIR Web EREHI
- RENRRRERNARL , F2E (EAUERAERNRARERUEFRSE) . AWS WAF
« W{AIEMA Firewall Manager EEE AWS ERFHRAZE | FH2H
- BAMAMER Firewall Manager & AWS WAF KB,
- BAAMER Firewall Manager EFf Shield ¥R,

BEiEEERAERNEDDoSEH (BP1. BP2, BPS6) 20


https://docs.aws.amazon.com/waf/latest/developerguide/ddos-automatic-app-layer-response.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-automatic-app-layer-response.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-testing.html#web-acl-testing-view-sample
https://aws.amazon.com/blogs/aws/protect-web-sites-services-using-rate-based-rules-for-aws-waf/
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms-shield.html
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> BB

BB AWS BREFER , S—HEEENZERNZRRHINBEHBERARANEE., EAMSEEA
BEERY. ARREMEEBRNEREHZIIRNE  EeRHIRBEHHEARN THMENEER,

plan , MREFFLEAEERERETERLY , FREELERELZCABERFI. B&L  F2
EZREEAEINBEAER LNBFRIEA B ENRE,

ET—8F , AWS BHEEME , BUEEERE D WEE IR H & AR XN RBRARELR,

B AWS &R (. . ) BP1 BP4 BP5
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https://aws.amazon.com/blogs/security/how-to-help-prepare-for-ddos-attacks-by-reducing-your-attack-surface/
https://aws.amazon.com/blogs/security/how-to-help-prepare-for-ddos-attacks-by-reducing-your-attack-surface/
https://docs.aws.amazon.com/waf/latest/developerguide/enable-ddos-prem.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/add-origin-custom-headers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/add-origin-custom-headers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/restrict-access-to-load-balancer.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/restrict-access-to-load-balancer.html
https://aws.amazon.com/blogs/security/how-to-enhance-amazon-cloudfront-origin-security-with-aws-waf-and-aws-secrets-manager/
https://aws.amazon.com/blogs/security/how-to-enhance-amazon-cloudfront-origin-security-with-aws-waf-and-aws-secrets-manager/
https://aws.amazon.com/lambda/
https://aws.amazon.com/blogs/security/how-to-automatically-update-your-security-groups-for-amazon-cloudfront-and-aws-waf-by-using-aws-lambda/
https://aws.amazon.com/blogs/security/how-to-automatically-update-your-security-groups-for-amazon-cloudfront-and-aws-waf-by-using-aws-lambda/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/LocationsOfEdgeServers.html#managed-prefix-list
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html
https://aws.amazon.com/blogs/networking-and-content-delivery/limit-access-to-your-origins-using-the-aws-managed-prefix-list-for-amazon-cloudfront/
https://aws.amazon.com/blogs/networking-and-content-delivery/limit-access-to-your-origins-using-the-aws-managed-prefix-list-for-amazon-cloudfront/
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html
https://aws.amazon.com/api-gateway/
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-setup-api-key-with-console.html
https://aws.amazon.com/api-gateway/getting-started/
https://aws.amazon.com/api-gateway/getting-started/

AWS DDoSHR1E 88 1 HY B £ % AWS B KR H

BAERTH

7K paper R RYRR BT AT i BY IR R B BB A E EMIRE R EBDDoSHWEARER. HFFZHERT , TH#
DDoSH B HIENBARF HRAEM  UERIESRER, FAEREREETA. BErVNED
ft. RAEEERE  URESHEAIENSR AWS FEH,

S R

EARMNERAERCEARXORETHER  EREEAEAETESHNE  EPasHAHNERNE
HIREIKTE , RS T BEREBHNE MM, Auto Scaling BERMEES A UKEREENEEF .
ARBAPNRED ENE TRE , BERE "RXAR EETR. ENRERMEBREZAERR
Ao B 3 BEEE 4 EDDoSEERIE , IANSYNMtK |, FEEMRE R MIRIDDoSEHFAIFH BR.

& Jdh Bk —
j:EI RIL =N

BREFELRCEAEREBITEARXERIERRERARNTAY  QMBRRENERAEXTZ
DDoSEH#HHE , BRI BEAERBREEARIANEREHE Route 53 EEMRERE |, UiRB%E
DDoSEHMER, MEARERENFFMEN AWS WAF |, 552/ Firewall Manager E# Shield i#
R ABEE,

ECBEXEEXERFRHEERER K KEBEUHESEHHEEEARXN TR, RBRERAEXNERET
5, ERELTUEENZERERRFERBERIITE . Amazon CloudWatch ] LAEIB ES iR & 1THY
FERRXRIBMHTE AWS, filan , BAT UNEMBHIEE, WEMERREHEE, REER , UREH
EfE AWS ERHPIWETE,

MBREBERBEAENBER DDoS-EMSEZL B EMSERE FRNEREREERESED
EEARRZAEDHE, MRESITE AWS Shield Advanced , BIFTAZEGFZIEE |, BEE
CloudWatchE A AiE H I EERERX E XA B E,

0 | WAL E R EAEDDoOSHEHETREMNZ , LEREEAEXNEBEREIRERETE
B8 AWS SRT, BALAFREDDoSDetectediEE , EFREARBEHAAIKNE, MRELBVERIRK
BERFE R, St LIEADDoSAttackBitsPerSecondDDoSAttackPacketsPerSecond,
mDDoSAttackRequestsPerSecondiEig. EALUEBE B M T EZ CloudWatch 8 EAE=
FRMEM I E (4l Slack 5 PagerDuty) ZRES#RIE LI,

FERAEXBHRE IR AHFZ Amazon CloudWatch 181E, MRBIEFEMFER AWS WAF , BITTEL
F CloudWatch REEZFB A EREA . FTEZEEMN AWS WAF ERIEMEBMNE R, M
BERENRNBRBEAEXTUEENER S ELAKRIERH, Sta]LiEREBKI Amazon

=K% 24


https://docs.aws.amazon.com/prescriptive-guidance/latest/load-testing/welcome.html
https://aws.amazon.com/security/ddos-simulation-testing/
https://docs.aws.amazon.com/waf/latest/developerguide/health-checks-examples.html
https://docs.aws.amazon.com/waf/latest/developerguide/health-checks-examples.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/GettingStarted.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/GettingStarted.html
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Global activity detected by AWS Shield

The following is a summary of events detected by AWS Shield across all applications running on AWS. With AWS Shield Advanced,
you also receive a dashboard that's specific to your applications.

Last two weeks summary

Largest packet attack 204 Mpps
Largest bit rate 9897 Gbps
Most common vector SYM flood
T - @5
W "y : & Threat level Mormal
b
Total number of attacks 149,575
¥
£ ]
¢

{ER1 B4 2 15E 8 AWS Shield

A, e EREFREEREREABERZNFIEDDoSKEBNHEET AWS, FRTREEBEZ
A, EREANAURAYREF EBRBEESRARENTHDDoSHE , WRERERINREETL
o

WMREEETB AWS Shield Advanced , RIEERREB REZREBEER LEASN B4 E A E R
BAEEIEE , URMEBREFMEER, AWS Shield hEZE#HENEZREERNRE. BAFE
FE, AWS Shield BBV EHTHEBRINEEZNREME, EANERBEER , A LEENERE
KRS EHDDoSEHHENBZREMRE,

FRER R LKAV RES AWS WAF B EACLAER K EMRESRENERMEED, &#F
1ERR LA Shield DDoS E#RMBRIINREAER, BRECRERHLEGEREERRE.
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TEEINAMERENER. CRETHEANEREE  SUNARERSHBEEEZERVERR
B, BrclE , WRIERSIE 3 55 4 BRE | R P bt AT se SR ER I B MR MR,

REEXRRETESEDAEFEDDoSHEMEINBIENFMAER, WEATELETFRRHWBEEERS
. BERENHE AT B Shield Advanced FREURY 1T ENRIR B R 7] A M,
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https://docs.aws.amazon.com/prescriptive-guidance/latest/logging-monitoring-for-application-owners/introduction.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/blogs/aws/vpc-flow-logs-log-and-view-network-traffic-flows/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/access-log-collection.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-access-logs.html
https://cheatsheetseries.owasp.org/cheatsheets/Logging_Cheat_Sheet.html
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https://aws.amazon.com/blogs/security/set-up-centralized-monitoring-for-ddos-events-and-auto-remediate-noncompliant-resources
https://aws.amazon.com/blogs/security/set-up-centralized-monitoring-for-ddos-events-and-auto-remediate-noncompliant-resources
https://github.com/aws-samples/aws-incident-response-playbooks/blob/master/playbooks/IRP-DoS.md
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
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https://aws.amazon.com/premiumsupport/plans/
https://console.aws.amazon.com/support/home
https://docs.aws.amazon.com/awssupport/latest/APIReference/Welcome.html
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