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1996 FH (Health RETTEHEMEEER) (HIPAA) BAR "TRREBHE, 1 "HEBMH, . HPAA
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AWS TS HIPAA HEH REERREMERHLLMEE, FHRAER PHI, k7, B 2013 F 7
A , AWS At BEEFRMUEE(CHEERFE/ESN (BAA), #IT AWSBAAMEFAUEEER
HIPAA R 5 Btk 5 # 8 A 42 AWS BR% | 1EIAEE{EFH AWS BAA FEZM RIS HIPAA BRI R
BRI, FHRAER PH, MEELRENTREE , FSHE HIPAA & RESEZEM,

AWS MERFSEENRAKREETE , UWERFS HIPAA ERNRFEHIXE HPAA B2, RITHNE
RREEE, FHEERERER. REMNERH PH |, AIHBERMANEFM AWS FRERAMN AWS 2
ARNEEERY HIPAA B3R,

AWS B BAA ERE FRIE Health B HIRF IR (HHS) AVIEE | ERANE HIPAA BHEHIRTEF#
FEEBAY PHI 1%  AERBNEARLER, BEARNHAAHE CLTHEHE "B/ ). F2H
@k, RATCHREWEN , WA EEE HHS IEEMNMEEE ( HEE ) Wi LR,

AWS Rt —HL TN IHEENRE  TEPH WEREBENNZEERAZEE K MEESZAREXK , 25
AWS Key Management Service (AWS KMS), & HIPAA §HRERNEFERME PHI MEERSE
BEBmAHEM,

EREMABENZR , BF ALGHELFARFE HIPAA ERBBHREMNZEDE, HE , FFAN
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AWS Key Management Service (AWS KMS), & HIPAA SR ERNEFEME PHI MEERSE
BEBAMEM,

EREMABEMRE  FEALGHMELERAZS HPAA ERBBHNRENZRIIEE | RBBZFS HHS
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* Amazon API Gateway

* Amazon AppFlow

* Amazon AppStream 2.0

* Amazon Athena

* Amazon Aurora

» Amazon Aurora PostgreSQL

* Amazon CloudFront

* Amazon CloudWatch

« Amazon CloudWatch JEEp

« Amazon CloudWatch H&

* Amazon Comprehend

* Amazon Comprehend Medical

* Amazon Connect

* Amazon DocumentDB (with MongoDB compatibility)
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VM Import/Export

Amazon API Gateway

B F A LEMA Amazon APl Gateway REEIE & Z RENEREF (PHI). H#A Amazon API
Gateway BEHTHEBEA HTTPS InHETNE , BEF A URFEEAFIRMBESE, API
Gateway EBEREBEEMEIFRMER , MASKEBEAREK, EF ILUER APl Gateway £

AWS Z#HERRA 4 EITRE, NEFHER , FBETIIRE :

+ Amazon API| Gateway & BREI&EE | T2 MTE

Amazon AP| Gateway
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EFE A LA BREEEZ R APl Gateway HIRISHTES |, SIRRES K PHI B |, ZRIREHNE B EE5ERN
BAA —H, WFEAE API Gateway ERE IR ESHERIEN , S BT AP| Gateway HE%E REST
APl 5%,

ZFE A LAEH AWS CloudTrail #1 Amazon B CloudWatch FIEEH 28 ER —BMIEC 8 heE, HBRIBE
iB API Gateway EiXHV{EM PHI (HIN7E4EE, URL FMER/EfEF) REERRTE HIPAA B RTE
FEE , BEREATSESINERE. MEFEA API Gateway TSN FMENR , BB OMBRAR
CloudWatch & LA5E # BRI Y API Gateway REST API 5 WebSocket API ?

Amazon AppFlow

Amazon AppFlow 2 — B2 ZENE SR , WTZEE F £ Salesforce. Marketo, Slack & S oftware-
as-a fR# (SaaS) ERRERNzHMEZ L E@wE R , LUK ServiceNow Amazon S3 F3: F Amazon
Redshift & AWS fR#. AppFlow AR E FIZ2EMNERHTERRRE (KR, DERKES4SRE
£ ERFETLUNREEEMNRBEERNEMRINGE , LELEEMW ready-to-use ERMEAREARGH —
o , MBEEHITHMD R,

Amazon AppFlow Al AR BB S S PHI WEIE, FERERT , £/ TLS 1.2 REFMRAIR A
AppFlow E2E&E 3R/ B fith 2 B EH N ERNE, S3PEMNBREERNSFEAEZTFIEEN AWS
KMS &8 (L8145 CMK) BEENE ., HRERZEE S3 BHH PHI EX , EEXERFAMERW
HHBERETEHEZEER, AppFlow EIBES AWS CloudTrail JAGE &% API FEAYF] Amazon 2 H
REHITEMH , EventBridge LA A FEARER B,

Amazon AppStream 2.0

Amazon AppStream 2.0 22 ZENEAREREE. EFHEEECHER , YEXAUFSHE
RERNERNRESER Windows FERREN. BEETLER "FERK, REFEBELREEE. &0
FRERMERREEA Amazon S3 #Y SSL in B ETINE ., EBRMERKFEA Amazon S3 EEM
MZSWETHREME, MEFHENR , F2REBAFNEE AppStream 2.0 FHENFEMLETFRI
REFEECFAMIRERERRAR ML EEERAZMBRARNVERBEREESH . E
B2 Amazon AppStream 2.0 B9/ API BEE A TLS TR, MEFMENR , 5528 Amazon
AppStream 2.0 X4,

Amazon AppStream 2.0 E2i8 B RIF B S —# AWS CloudTrail , AJEZEF /I AWS IRF 528k
Amazon 2.0 ZfXZ& Amazon AppStream 2.0 K API B0 | A% B 5 E R EEER Amazon S3

Amazon AppFlow 8


https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-control-access-to-api.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-method-settings.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-method-settings.html
https://aws.amazon.com/premiumsupport/knowledge-center/api-gateway-cloudwatch-logs/
https://aws.amazon.com/premiumsupport/knowledge-center/api-gateway-cloudwatch-logs/
https://docs.aws.amazon.com/appstream2/latest/developerguide/persistent-storage.html
https://docs.aws.amazon.com/appstream2/index.html
https://docs.aws.amazon.com/appstream2/index.html
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fE17ETE, CloudTrail #EE(# Amazon AppStream 2.0 32 & 5 Amazon 2.0 APl #1THI API FEAY,
AppStream & F 1 A] LA Amazon CloudWatch i &REAERIER. NMEFHENR , F2HEE
FAEEE Amazon AppStream 2.0 EJR MG # AppStream 2.0 API B4 AWS CloudTraile

Amazon Athena

Amazon Athena 2 — BB\ &R , AT Amazon Simple Storage Service (Amazon S3) H £
BEE SQL BREZE S T ER., Athena W1HBIE F 2 FMIE Amazon S3 RIIEREEIL. FEBI
MEBLER, #HITE CSV. JSON HERMERME , Bl Apache Parquet 1 Apache ORC., &

F Al LA Athena £/ ANSI SQL TEREIREES , MATEEKERNREZE A Z Athena,

Amazon Athena RETAREESTE PHI WEHR, £ Amazon Athena 1 S3 Z [EE# i , EFRFEH
SSL/TLS RRHERME . EZBIF S3 o PRMEMIEERSNIT S3 LFER PHI W%, EXER
B Amazon S3 ZE £ 148 (SSE-S3), ZE 18 (SSE-KMS) AR wMNE , SEAZE LR (CSE-
KMS) 8 A Fim i 3R B A Amazon Athena AN EHZE RN (BREIBRHER). AWS KMS AWS
KMS Amazon Athena i AWS CloudTrail 3R528FrHE API FEAY,

Amazon Aurora

Amazon Aurora AIEEZE FERAFEEN MR IMNE Aurora ERIEZEMFBRERE AWS KMS, 73
Amazon Aurora INZHITHERESTEE L  FHREERRFEERINBEER , UREBEHR. £
HEIRE AR BRI,

HRESIATREEESH , it E F EEE (LI KB Amazon Aurora IMEREBERESHERIERER,
WFEAERA Amazon Aurora EITREMBNFMES  F2REANEREER.

21T Aurora MySQL 2 EREE SN ERVASERERMNE K FAZLBAKE (SSL) EHER
2 (TLS), WFEBREE SSL/TLS WEFHHERR , FSBEE Aurora MySQL ERIEESEF A SSL/
TLS,

Amazon Aurora PostgreSQL

Amazon Aurora T EZEFFEHAFMEEN B RINEZ Aurora ER EEEMBRERER AWS KMS, £
Amazon Aurora IZHITHERESTEE L K EHREERRFEERINBEER , LR EaBHER. £
HEEE AR FIRBE S INZ,

HRIES|ITREEEYN , It T F EEETL I E Amazon Aurora INBREREEBFEEABNEEER,
WEM A Amazon Aurora ETREEINZNFFAER |, B2EEH ﬂﬂa‘u{%“ﬁﬁﬂo
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https://docs.aws.amazon.com/appstream2/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/monitoring.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Encryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Security.html#AuroraMySQL.Security.SSL
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Security.html#AuroraMySQL.Security.SSL
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Encryption.html
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ER$11T Aurora PostgreSQL 2 BRI E# S ERLEFAERNE AT BEARE (SSL) S EkH
EBZ+M% (TLS), MFEBEIE®E SSL/TLS WEMEN , 2B SSL fR#E Aurora B,

Amazon CloudFront

Amazon CloudFront @£ IXAARXSHEE (CDN) IR¥E , TEZEFMEL. AP, AR ARNHEHMERE
BENRMTEE, ©EEM Amazon Web Services EmES , B ASNSEEMERBAEASM
RIRKRERE K MEBFXEAERFE. A TEAEZEHIBES PH B9NZ CloudFront , & F %7ER
TE CloudFront &fEfH HTTPS , end-to-end /R ¥ A IR 33 4245335,

IE21E CloudFront EB# iR 28 < BIRRE, £ BFTHRIR CloudFront E#f CloudFront 2B , AR ¢
Amazon S3 RiFH %, BEFEREAREBEREETNE , LHERE CloudFrontiRFEHRIFFFEE M
. MR Amazon S3 MARIER , EF A LEA S3 RARSFIRMNETIRE. MREFFREBFTHRIRR
& , X ERREREREEMNE,

Lambda@Edge

Lambda @Edge R —EEE R , WREHE AWS EIZ#HI1T Lambda B, Lambda @Edge TR
HETiEB CloudFront. # Lambda @Edge 2 PHI & E A , B FEEREFEHAIER CloudFront, P
B Lambda @Edge WEMREBEZ LR HTTPS = SSL/TLS %,

Amazon CloudWatch

Amazon CloudWatch  AWS ERERMEFE AWS EHTHERERNWEIERSE. BEFAILUE
CloudWatch A Amazon WEFEBMIEE, WEMERAFE | UREREE R, Amazon CloudWatch
KETEE , FRESEEH PHI, 5T CloudWatch LAEA AWS CloudTrail. MMEFHFMEF , Amazon
CloudWatch 2B AWS CloudTrail.

MEMRRERNFEMENR , 3528 Amazon CloudWatch B 5% —8i.

Amazon CloudWatch & Eb

Amazon CloudWatch SE B2t — RFEE M near-real-time £ , AXER AWS EEFWNEE, BF
FEHER PHI &/ A CloudWatch =4 | B TE# HEK., EESE#H PHI 2 CloudWatch E4H
AWS ERISBIFIEEHITIRE,

ZFE A L% Amazon CloudWatch B4R E AT A AWS API FELY CloudTrail, MEFFMHEN |
BIER 1T AWS AP| Y E#83 /Y CloudWatch E44#8 Bl AWS CloudTrailo

3
¢
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraPostgreSQL.Security.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/logging_cw_api_calls.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/logging_cw_api_calls.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-CloudTrail-Rule.html
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Amazon CloudWatch Bi§

ZEFE A LR Amazon CloudWatch H&#t Amazon Elastic Compute Cloud (Amazon EC2) #1171
B8 Amazon Route 53 M EfhZIRESE AWS CloudTrail, FHMEFIWEBFEE. A% ATRA
wHMERBEN B CloudWatch F&IR, IHFERTERBEPNFERFRENE. Bt , FFEEEH
MFZEME AR R A PHI X EIXZE CloudWatch fE8#&#8,

Amazon Comprehend

Amazon Comprehend £ BHARES JEEEEEHEHRI#W%‘E’J/H%O Amazon Comprehend E¥E UTF-8
BANEAXEAXH, EUEBRIXHEFNER, BRHE. £5. FRUEMERTE , SULEA
A R. Amazon Comprehend AT LAEEEE PHI By BIR — iﬁﬁﬁo TEERETERE[FHEMER , I
B AP I ERS A SSL/TLS #1THE. Amazon Comprehend A CloudTrail AEC & A API 3
38

AWS ldentity and Access Management
ZHL Amazon Comprehend EES BB REZ T2 FIIIEE , L HATLEA AWS Identity and

Access Management(IAM) #4726 , MBI AFERAZEAERRFE IAM, NEFHEF , F2E8
Amazon Comprehend £ A E i H & O RF|ANEFIIES,

RFEE

RIFFERR , IAM FEAHEREFEA Amazon Comprehend AP| 23 s & i & BB E RN A TIEIEH
BRoe BTAFCEAERUSBRAERUARBTER , EFEEEFA IAMBER , AERAESEEAN
HEEIR (120 Amazon Comprehend #1 API Bi4E) B FFEREFF A , AR BERM MBI FZEERESH
Y58 A & R B AR

%iB Amazon Comprehend , A LAEH AWS Identity and Access Management (IAM) 23 EHE
BERENERE , LUBA Amazon Comprehend §FAl, S , B IEERVENMEACKH B R
B, A%, STLRBERAEENACEERNSOERRR  KEESFEEAG , JUES Amazon
Comprehend B LA API,

5 78 B 2 E

£ Amazon Comprehend B , B ERFEAERIFHEBN I ORIBER AWS FRAZERESH
BEETIORE.
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https://aws.amazon.com/iam
https://aws.amazon.com/iam
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://docs.aws.amazon.com/comprehend/latest/dg/auth-and-access-control.html
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
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IAM BEEETLFERARIEFEEEEK AWS Management Console , IE@BFIEFT , FAEEEAC
HMBEAERMN MFA £EBFRENERRA. £ IAM T2AH0 "BRNZLEAER, EELIEAM JSON
BUREIA,

HE , BALLUER IAM SEBHERAMBNE=S MFA e, MEHMER , F2H IAM &1
£,

B

K MEESE Amazon Comprehend EZEUA & 5 BEBMWBUER | ik S B2 8 7] LUAET AT BURHE N E
IAM &% (A%, #EAMNAR), EMRETE Amazon Comprehend &R L #TEREMNFT T,

BELE APl 2 Z 15 2E AR Amazon Comprehend ) AP BiEBE, B fEXERBIREH
ERACHRERERNUACAERNWEBESR K BREFTIELERN IAM BEK, &F IAM BEEHM
APl BifE, MNEFHMEEN , FSERBABEFTPNEAZEEE APL

S\ERER R

Amazon Comprehend B2f£f IAM A EHNEE 5 2MHE. Wt—R , Amazon Comprehend HigE AWS
EBEBREEECHENACRBILNFERAE. AWS FREAZSRB HIBERBEENEAESH
BERTAG,

AWS Kerberos MI{EAF B #M X ETREE - BSANERNECAEEPNBRENER. AWS £HF
ALLEREEBNHEEEAAERE , W21 AWS Directory Service Microsoft Active Directory 5% F
W ASRERE A+ B 8,

BERRIE R

AWS EBE R4 EHEREEENEZF M APN S EBHEEFMPIKA AWS i 1 Amazon
Comprehend RIYEMEAE R, BSHBEEEFEA IAM BUERRZES Amazon Comprehend & ¥} A Fl
B B REE

ERREEMEERE

AWS HEINSFEERBEA K Amazon Comprehend RV ERMRE, MLERFMR | AWS EE5RESH
1TFFE AWS ERH2HERERE, CEEHETHERRELEEARTHEGIE, LABTELEAR
Z AWS REMNZEMBRENEETE, NEEEERNBAENGFHEN K F2RAEHNELEERRE

=

“I<o

Amazon Comprehend Bz A EEREHH "Amazon Comprehend R ERHRE | —HiEHEREER
REZEBHNIRT , fIMER TLS #TEE , URBREBRBEABRAEEREER ML,
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https://aws.amazon.com/iam/partners
https://aws.amazon.com/iam/partners
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/comprehend/latest/dg/using-the-api.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://docs.aws.amazon.com/comprehend/latest/dg/comp-data-protection.html
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K INZR data-at-rest

Amazon Comprehend ATE2 AWS Key Management Service(AWS KMS) #EER , BENERHEHE
PME N ThAE, BB EFZRE (Amazon S3) EELERY X FESH. TEEESHHET Amazon
Comprehend {EFE B INZRE A S 4, EHES AWS KMS AIZESNBRREUMBEERNER |, LUERA *
MEY > I, YEREZECHEBINE start* THENBWEER. AWS KMS

Amazon Comprehend £ & REMZEZRBRIBFHABBEE , FATAN S3 NZE#ERAE RRMEEARE
AN #) Amazon S3 17 BB,

£ B 2# AWS Management Consolese#8 1% Amazon Comprehend BET#EE, AWS KMS R
AWS CLI , Amazon Comprehend AJLAEFI B2 #) AWS KMS £ RIEENEFZE L (CMK) &N
HEFTRE,

N R 7 4 A BHZ ELINZR AWS Management Console , B LUREBT I Hh —BHMEZRA 5%

- WERENE-FEIR Comprehend fEAKY EBS #ikE LM ERESHIF/ HRBEMNE (ERSEIR
HEWmRBR , B SRETE THETHRTHEE).

- BHERENZ-BRAEARFEANSENZERERE#EFTFEDRENBE. AWS KMS
MEBEMZHEE (HINEEREMS) WEFEMERH , 5528 Amazon Comprehend FEIAWS KMS 1l
o

BAEREER

&R LAE A Amazon Comprehend £ A API RIEBR XX FXHHREAZBBIER PI). NFEE
EAER MR Pl ERURRAESRE PIl 2T EHAIFMEER , 526 Amazon Comprehend B A S
ERE P B AR B & A — 8,

B R ER

MR EZMEH Amazon S3 B Amazon Comprehend B2F |, W HIZEZEEEHCH AWS KMS £88 | 8l
FEE BHEE AWS KMS W RIBHEBMEREREFSE, BB Amazon S3 1 AWS KMS £i8&
BRI & RHEE /R EEE

W 0 B B s Y,

EAZERT , Amazon Comprehend BfELZ £, B0 #EBIFERWAWS HEEK,

WERRNERZLPhEER , 5528 Amazon Comprehend BB A SERTHERDBE LM,
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https://aws.amazon.com/kms
https://aws.amazon.com/s3
https://docs.aws.amazon.com/comprehend/latest/dg/kms-in-comprehend.html
https://docs.aws.amazon.com/comprehend/latest/dg/kms-in-comprehend.html
https://docs.aws.amazon.com/comprehend/latest/dg/pii.html
https://docs.aws.amazon.com/comprehend/latest/dg/pii.html
https://aws.amazon.com/architecture/security-identity-compliance/
https://docs.aws.amazon.com/comprehend/latest/dg/comp-infrastructure-security.html
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
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£ Amazon Virtual Private Cloud (Amazon VPC) {R EE 7

Amazon Comprehend ERA&EZ 2B , EBEMHNEK AT Amazon Comprehend IE7E 5 F B
REERNDSE  BREMNZSM, ER , IRARSZBHEBEREEFI AWS ER (flanFhER
MEHR A THEH Amazon S3 EEETE),

EERFHERNEFR , RMAERECELERLEE (VPC) XETERE , UERLZBEBRERER
BRNBRE, 0F VPC ZEEUNBERHEMNENR , F52E (Amazon VPC EAHEIERE) 8 Amazon
VPC AFIMHHEBXE., A VPC EMRREBELNER , RABTURE VPC , FHREZEDIEMRHE
B, A VPC haZELEMEH VPC R RER T EABNMEEHRARRE, NMEFMET , F
28 (Amazon VPC EHEER) FH VPC HREHH.

BRI ERM TEREE VPC R , FEREEFRBNZLHE. EREEFRBNZLEA

BF , Amazon Comprehend 2 EBH P — @ FBE PN L2 A EERIBIAY EE R R E (ENl). ENI
AHFBRMN THERBRZEES VPC FER, 11FE ENI WHHEBEN , 552/ Amazon VPC A&
AR E R T E,

(@ Note
ST BREEAERBAA VPC RERE FHKE , MENHTEERSEHLARRE LT,
WFE VPC HABMMFMES , 528 Amazon EC2 Linux HTEREAEEETNERH
1TEeE.

B LUEIBE N E VPC inE , HERAAZRF Amazon Comprehend 2 BRI FAEER, MFEFFH
&R , 382 B Amazon Comprehend /1M VPC i ()o AWS PrivateLink

F MR KR

BiI% AWS HEMWEFERE | Amazon Comprehend AWS RIBR F ARG/ 2 RIBEM RIS R
AWS B,

ZHF

ATHYRESEBNZEMN  RMNEBLEFTIZHRAFREMER !

- FRLEACRENSEFEM Y  RIREESLEHREEEREFIEAF. TEEEESFEFibit
MERERE  RFECHEAEARECH , HENS P RHBRERH. WERE LRFFAIMNFME
&, F2REMHFTINEHE.
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https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/dedicated-instance.html
https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-attributes.html%23user-pool-settings-attribute-%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%20permissions-and-scopes.html
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- HHEBEAFNEREHAERY  FRTTEHTEEM, EEELNARHASTELENE. It
A REEBAENRF Y BRI,

- FA IdP RERARENAFRmEMN 1.1 BE |, FLEAEERENEHAFEZR. S&HNED IdP #1T
52 B EHBHE M Amazon Cognito THEFEER Cookie IEAE |, A LAEEVEEAEE IdP F E 3R
BAFEERRER,

- FEARATEFENSHAFNRERER  FRAEAEEEBELSURECREFIEAFK
fro MeHh , RN 0P ERRBE S5  FREBAES I RHEEEES  HHEZDEFERE
FEUERR

R ERBEEREA

RENERERSHFREMEE , HP R AT FERNER TSRS FERRNERTD
B, R AWS |, BRRKERTAESEBRENWREIBE, EEERS (FERRKE)FWL S —@ERE
W ARTS)BF , ATRE R R A BIREER, TUIRMTUREREAESTT , UEFEEFEEFIN A RE
HithZEFWERRNEE, BTHEEEEREE , AWS BEEN I ETHBEEBERFEIIREHE
IR TR RBEMERENER, NESEERLZLHEREZ B RELERENFRAE
A , 5528 Amazon Comprehend Bi% A B EREEERIER,

Amazon Comprehend Medical

MEES| , FHFZE 8 —Amazon Comprehendffs

Amazon Connect

Amazon Connect 2 BB X EREBEHORYE  TERETMARENSRE, BACHNBAETFED,
ZEFE T HETE Amazon Connect FEBFERAE. R R ERMNBEREMBHBNTABELTESEM
PHI,

Amazon Connect ZF B A% 2 Amazon Connect B —18IhEE , AIRZRP OREBAEFE —HBIR
EFEFNEAER , UREFHER , UEHEBALHNEFRE. EFEAEREEZEDSEREZEER
BANEFEFESIFE—HWEFBEARERY , EXEFUREBBGRE , B EAEREEEELG
ERAE. BEFEBEMER PH ERRGABERYH B, SANHKNABTENZNRE , B8
EEFT R,
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https://docs.aws.amazon.com/comprehend/latest/dg/cross-service-confused-deputy-prevention.html
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Amazon DocumentDB (with MongoDB compatibility)

Amazon DocumentDB (£ MongoDB # &) (Amazon DocumentDB) £ # S22 3 HA B IR P RE hn &%

IhEE AWS KMS , AIZEEF A AWS REFEEN SR MBERE, ERAMZENER THITHNE

PEHTEEL K BERAENERNSEAQRERMFERMNIES - , AR EBfEH. EHERE

AAMBESERMNE. ARESITEEEH , AtEF EEEF LB Amazon DocumentDB il
ZREMEHEHANMERER, MEEBEM Amazon XHEREFEMENFHMES  FSENE
Amazon X E R EFREER,

EHRZETE PHI B Amazon DocumentDB 4B S NS (HTTPS) MinE ., BIFFERR , HE
3 HY Amazon DocumentDB £ EEZFAERELSM (TLS) NELE2ER, NMEFHAEA , F2
Bz Em Ay E R, Amazon DocumentDB Fi AWS CloudTrail RA5C8&FTA API 8. MEFEE
A , 5528 Amazon DocumentDB H {52 8% #1592,

HRNFELEBIHEE | Amazon DocumentDB € fEFHEE Amazon RDS # AW RER T, Amazon
DocumentDB E£#&. AWS CLI f API REIYE 2 iC &k A ¥ Amazon RDS API TR FERY,

Amazon DynamoDB

E2® & PHI 8 Amazon DynamoDB E#R X AEAEZ INZEE (HTTPS) HinS . MEEBIKRINE
B | ESE AWS RIS

Amazon DynamoDB £t DynamoDB M#EIhaE , IBEFFERAEFEENSBRMBERE, AWS
KMSZE L Amazon DynamoDB MZE#HTHWEREHTEE - K ERRERDPFTHANEBEERS NS ,
HAQREEMBENNEE (BRHE. EMHBEREARNRE) —3.

ARSI TTRE S E R , Rt F EEERT LY ¥ B Amazon DynamoDB B R ERFEHERMERE
K. MFEBEEA Amazon DynamoDB BEEMBZEWFFMAER , FFS B DynamoDB %,

Amazon Elastic Block Store

Amazon EBS BRENMFZHEA R ERMHREMNIEE . ARESITREEH , Rt T FEEERT
fEIHET Amazon EBS MEBREREHERMERER, FH Amazon EBS NZEK , 5% @ EBS
HMEEEEH - NHEENZ SR, ZEULEMEHIREEFEAME KMS BRNESEUKRES
#®, AWS Key Management Service S1ZEFHME A , 528 Amazon EBS 1%,
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https://docs.aws.amazon.com/documentdb/latest/developerguide/encryption-at-rest.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/encryption-at-rest.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/security.encryption.ssl.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/logging-and-monitoring.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#ddb_region
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
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Amazon Elastic Compute Cloud

Amazon EC2 RAERE. EAETRENEERYE , XESENERRBERN S X, flm, &
Amazon EC2 #{TEBFAENRARANENEFERNRE PHI i , EF e REH{T PH WEM
BRASWUBENR, FEBEEITIEEM Java H NET SEAEREBTNELEXERNZESR ;
FIF Microsoft SQL = Oracle F#Y TEHEZ R INER, hEE ; RAAEHME =S MEBENIRTS (SaaS) f##
AAERESIHEARKSP,

ZEFE M LUEEAEE Amazon EC2 H#{THEAERE AWS KMS SDK 4 |, LBt eREENFEE
BF. ZEEtOLERAAWS Marketplace SEBHRENIFIBEARBRELEERRANZ TR (Hln
dm-crypt, LUKS %) , EAEREBRIHWBEMNS (FDE) REEFTLEE R INZ,

BE PH BB RESENFREHPNER, HRIIBRIR (B0 ERESER 1T IRE) A Amazon
EC2 vEMRE , EFEFSARSEENRMEESR MEZET , flnEmEL 2% (TLS) 5 IPsec
EEFAMEE (VPN). Amazon Virtual Private Cloud (VPC) AZB¥IATE Amazon EC2 1 1TEE = EE&
WHER , 38 PH WRBRECSXEANE ; KSBEARKZE TLS = HMHE , REESEHPINE
AREREES -, SRTZENZENEARIXMNBAGE , TAERA IPsec BT ERZENE
LB , EBMBBEEEIE PH 0 ITERKEER,

Amazon Elastic Container Registry

DEEEMEREEEH (Amazon ECR) B BB E AR (Amazon ECS) S , TEBEFRET
. BITREEE Amazon ECS EHTHERARIN ARG, EFEHEIHEERTIEE Amazon
ECR f#fZE#% , Amazon ECS #SHlNHERAEXNEEMR SR,

TEERKRIREA T Amazon ECR EBEE PHI NARMREGIEEER ., RERREES@EBREFETM
# , WHEEMA Amazon S3 A AR2RURINE (SSE-S3) # 1T B MAFEIT I,

Amazon Elastic Container Service

Amazon Elastic Container Service (Amazon ECS) R S EBRN S NERRETERY , T8
Docker A28 , ¥ AIEEF 1 Amazon EC2 #{TERNZERE L RRHATEAER. Amazon ECS
FEFRBERE, RENEBERBCHESEEERSK,

FEBEERN AP I, FE A UARRE A= LEBA Docker WERRER, EHRENTEMRE  UREF
EGF S 2B THEE , HlinZ 2840, Elastic Load Balancing, EBS BiBEER IAM B, ZEFE LA
Amazon ECS , BRIBEHERFERNATAMER , TEETHESHBNRE.
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https://aws.amazon.com/partners/
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
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#§ ECS BARIE PHI W TEEBBESER , TTEHNNWERE. ECS T EMFARE , AItHHA EC2 L&
25 (FHE SS VIR E) WRE , MEFTEFEAEEREN ITEESANER B ERETRE. &6
HIPAA SERF AWS BB MHIEHEEH , £F A ECS BN A , PH EXEEHBEHNF
REEITINER ., B8 AWS 7RI (620 S3, EBS f KMS) HiREZEREMZEESE, BRERSZ
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/in-transit-encryption.html?
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https://docs.aws.amazon.com/opensearch-service/latest/developerguide/encryption-at-rest.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/ntn.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/managedomains-cloudtrailauditing.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/managedomains-cloudtrailauditing.html
https://docs.aws.amazon.com/ElasticMapReduce/latest/ReleaseGuide/emr-data-encryption-options.html
https://aws.amazon.com/about-aws/whats-new/2020/11/amazon-eventbridge-adds-server-side-encryption-sse-and-increases-default-quotas/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-logging-monitoring.html#eventbridge-info-in-cloudtrail
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https://docs.aws.amazon.com/forecast/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/forecast/latest/dg/getting-started.html
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https://docs.aws.amazon.com/kinesisanalytics/latest/dev/monitoring-automated-manual.html
https://docs.aws.amazon.com/kinesisanalytics/latest/dev/cloudwatch-logs.html
https://docs.aws.amazon.com/firehose/latest/dev/encryption.html
https://docs.aws.amazon.com/firehose/latest/dev/monitoring.html
https://docs.aws.amazon.com/firehose/latest/dev/monitoring.html
https://docs.aws.amazon.com/streams/latest/dev/server-side-encryption.html
https://docs.aws.amazon.com/streams/latest/dev/server-side-encryption.html
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https://docs.aws.amazon.com/lex/latest/dg/data-protection.html
https://docs.aws.amazon.com/lex/latest/dg/monitoring-aws-lex.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-encryption.html
https://prometheus.io/
https://docs.datadoghq.com/integrations/amazon_msk/
https://docs.lenses.io/install_setup/deployment-options/aws-deployment.html#msk-prometheus-metrics
https://blog.newrelic.com/product-news/monitor-amazon-msk/
https://help.sumologic.com/03Send-Data/Collect-from-Other-Data-Sources/Amazon_MSK_Prometheus_metrics_collection
https://help.sumologic.com/03Send-Data/Collect-from-Other-Data-Sources/Amazon_MSK_Prometheus_metrics_collection
https://docs.aws.amazon.com/msk/latest/developerguide/monitoring.html#open-monitoring
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TinkerPop #&## W3C # SPARQL.

‘FE PHI WERBETLUREE Amazon Neptune WINZHTEEH, REEELE | FREER

#&£ Amazon Neptune 2 AEE "RIAMNE ) RIEE Amazon Neptune HINZ#ITERR. Amazon
Neptune tNZHTERKNATE BiS. BOMNIRBEHBEFMNE, Amazon Neptune INEHITERNSI/E
H2iEIB AWS KMS. i@ ER N 2% SSL/TLS 248, Amazon Neptune B CloudTrail /A
FCERFTE APl U,
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AWS Network Firewall

AWS Network Firewall @ —BZEH A RRE , TEERRB/AE Amazon ERFAEZE (Amazon
VPC) EBEARERE, K EEERRTEEBESL , URHSTAMLRE K MATEREDRME
EEREE., EFAMNEFIEEBIEI S —MRERE IP it |, EL IP Uit EE AWS EERMN
BFREMNEHDETMNE, A, AWS Network Firewall €12 T4 AWS BRFE (Amazon S3. Amazon
DynamoDB, Amazon CloudWatch B, Amazon EBS) 2 B FFEBREMER D ER, ZRKEEH
BMBEHE , MEREKREE.

Amazon Pinpoint

Amazon Pinpoint B ABIRME— API B, CLIXENAFRBAREHXE K UEREFERAE
ZENERERXEAEE, HFEEKNBEERE  ETHH4. SMS @A, THHEENNBITE

&, Amazon Pinpoint iR ATEMERAERNERAETANEAESHEEN I TRKE. BEILRE , F
BABWUTHSEAFEENTSE XA ERLAFEBRURESAFREE.,

Amazon Pinpoint B F] B A B RELSEEAFERARE , fINEESIRSZEA. BESTHTHE
A, UREHBEA, EIB Amazon Pinpoint BESMIBNAFMEERAEEEEE , FEABTUEME
EFEBYEYT 360 ENFERAEESHRE. Amazon Pinpoint AIZHERE. iREMNEHER , LUE
BEFEVMY., BEFARBREA  URERESHER.

Amazon Pinpoint @8NS PN ERETNZ, MEFMEF , 5528 Amazon Pinpoint § &
BEE. #A Amazon Pinpoint INZFIERENER PN ER , BRAEEE (fl0 SMS HEFEH)
AREAENE K MAEFEUFEHERNAFRNBRETEE,

s, FEEIB SMS BESEE PHINEF , BEASANER (5. 6 UBNRREFERT ) , U
BAH#REE PHI, WFEBBE AR REHAFFHAER , FFS2BER Amazon Pinpoint EREANERE
B, BRFEATNEETNEBRMKBEME PH , MERRMAERB HTTPS Z2FH PHI BY#H,

AILAfEF AWS CloudTrail 8B ¥ Amazon Pinpoint B9 API FEOY , #EERAYFEALEIEHR EH Amazon
Pinpoint £ AL | AR ¥ Amazon Pinpoint API fE¥ETRER BN, MREFETE
Ht , FR U LA ABEER T AWS CloudTrail 4% Amazon S3 f#1FETEE , @& Amazon Pinpoint Y
=, MREFARFRTER , tFINMATLAER AWS CloudTrail £# & LSRR E & RBIA R
IENEG. FRRENEF AWS CloudTrail , &F A AT & @ Amazon Pinpoint 2 &R, R
B IP that, REBRIWAE, REBRWEBUREMFRENR. NEFHEF , FSEEH AWS
CloudTrail.
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https://aws.amazon.com/pinpoint/faqs/
https://aws.amazon.com/pinpoint/faqs/
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Amazon Polly

Amazon Polly 2 —EEMHIH , THXFHRBEENES. Amazon Polly REFHEN API RIF
EEAURRBBEENEARERES. Amazon Polly £/ HTTPS & EE F#TERS. Amazon
Polly #9/7ER2 AP| BEEIHY , T H TLUGRHBITEEMN IAM B/, NEHEEN  FoRERZS
Fh. 3% PHI B — LR BIRAI

- REEKCS PH WX ABEERAGESET  AEAMITUETERRTEEBRERRERS,
- ESEWGETERES  WHESKESTHEANESE,

Amazon Polly WRE R BETREEERELALEFFER PHI BHREA , X EEKEFERER , SU(E
RNEEEE—H. eREZTHEHEITUIERSEEZIBAMELN Amazon S3 17T,

Amazon Polly F B4 S ENEHTER  OEHSHEEHELEHPHEM AWS BRI AWS
CloudTrail E#—REHESH+ . WEEF AWS IRFEFRIFEBHEHFCHE (218 Amazon Polly BI5E
By , FEMVIEH, BH T CloudTrail# B &R 4% Amazon S3 #EFET#. ZEF A LM CloudTrail
WERNEFHIEE Amazon Polly 2 HEVFER, RHEFBRE IP #hut, REBROAR, REBROE
B R HMEEMmER,

Amazon Quantum Ledger Database (Amazon QLDB)

Amazon QLDB R — £ ZE 2 HIRERE , iRMHEH, FTALAURBHEEFXNBENRSZ BF ,
EERG AFBEFNZETREENFTHEE, Amazon QLDB 2 EHSEEARNEREE i
E-BRRFEATEATRENEERT L&, 22 PHI WERREATUREE QLDB #ITEEH,
fkFEE% , PTEEBW P FFTFREN Amazon QLDB ERHFENE. ERHPNWERSFER TLS % |, BE
ERgHEA AWS ZEESRNE, ERERMREEN , RMBZRZFHEA AWS Identity and Access
Management (IAM) REIRFEABR LR EERIEAER AWS F | IEBNUEAEERSETHET
EREFENRR. MEFMER , 5268 Amazon QLDB FHVERHMRE,

Amazon QLDB E2fRFEE & 7E —i#2 AWS CloudTrail , T2 QLDB A #E. AGSREFTRENE
{EFC# M AWS BR#E. CloudTrail #EX QLDB WFFE R FIEE API FEIME A S M, HEERY IS 3E R
B QLDB AR | LIKkY¥ QLDB API fEMEXBREWN, MREFEVENR , EFIUMAR
#8314 CloudTrail &4 %) Amazon Simple Storage Service (Amazon S3) f17Er88 , 2% QLDB W=
., MBREFAREEM K FEMATLUE CloudTrail T4 LRIREHRL RETRIENELF, £
FURERE CloudTrail , EE A LAYIEIE QLDB IR HMESR, BHERMN IP ik, BHERHA
B, REERNKE , ARHEMGFHER.
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https://docs.aws.amazon.com/polly/latest/dg/data-protection.html
https://docs.aws.amazon.com/polly/latest/dg/data-protection.html
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Amazon QuickSight

Amazon QuickSight 2 —BE XS HMIRHK , FFTARELRBIL. BTEREBREDNT , URRER
BERPEHEEFFE. Amazon & QuickSight %R AWS BERIKR , REBRRIIBTERERE
I {5 R KAV RC IR RE A 512 (SPICE) Rt [El FE iR /Y 3k Be

& F REEEA Amazon 3R QuickSight REZEZ S PHI HER , RAEXEMNE SPICE R EFH
HEER., ERNERER AWS ZEESRIITH.

Amazon RDS for MariaDB

iE A Amazon RDS for MariaDB R & F £ At I FrE 2 S8 K N2 MariaDB ERE, AWS KMS
£LL Amazon RDS MIZHMITHEREHNTEE L  ERFEREIPEHNBREERSEARERMEF
EWHPEE -, UkBEBESR. EHERERNREBEENE -,

HRESI TR , Rt TF EEET(L I E Amazon RDS for MariaDB MR R EFESHEHRM
ERER, WMEMSH Amazon RDS #ITHREMZNEFMER , 2B N%Z Amazon RDS &R,

E22 A PHI 2 MariaDB #9 RDS ERA4AEAE@HMNE, MEBAMZERNFMER  F2H < &
F SSL/TLS m#ZREREHTEENER >,

Amazon RDS for MySQL

Amazon RDS for MySQL kx MySQL AFFEFEAEFEENSB\RIMNE MySQL ERE AWS
KMS, 2L Amazon RDS MEZA#THEREHTER L  ERRBERITERANFEERNSHEAQKRE
BOHRERNEE - , UKBBES. EMHERERNRBENE—H,

ARSI TTREE T , It E F EMET(L Y ¥ ET Amazon RDS for MySQL INZREFSEHARME
FHER, MEMERH Amazon RDS #ITHREMZNEFFMER |, B2 B M%E Amazon RDS &R,

EEE PHI fEARN MySQL B RDS ERAAEAE@MNE, WERANZERNFERER K F2H

< fE/ SSL/TLS tNZREE R EIITEENER >,

Amazon RDS for Oracle

EFEHZEEE , ALUEA Amazon RDS for Oracle X INZEHEE PHI, ZE AU EAMMEEN L8
R iN%: Oracle EXIE AWS KMS, #£LL Amazon RDS BTN ER ESHTEE L K HERfirED
FEHRNHBEERSEAORERMIFENNEE - , UREBHEN. EHBFIEARNRBSEINEE—
£
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html

Amazon Web Services L#) HIPAA R4 EHE R EE AWS AR E

HAESITREEEH , Rt EFFEEEFT LR EHER R Oracle & # Amazon RDS 2ERFEHE
BRAERER, WFEFEH Amazon RDS EITHREMZWNFMEN , 2B ME Amazon RDS &R

ZEF WO LAEA Oracle ERERNZ (TDE) , W AR HARESE "5E, W—F. Oracle
TDE & "Oracle £ %k, R A AK "Oracle L2, BIEN—HINE. LIESEERNEAEZR
FRZWBBEEMNE K IERFBFRHIENENKGEBEERE. BEFHBAUFER AWS CloudHSM
H1FM Amazon RDS B TDE £, MEHMENA , F2HETIAE :

- BARBREXEEERMZMIEEE RDS : Oracle BiEE RN,

« Fi AWS CloudHSM A 1Z{# Amazon RDS BB X TDE %48 : {TBE 2 Amazon Relational Database
Service ( Amazon RDS ) ?

22 E& PHI Amazon RDS for Oracle X EFEAERMNE W HHABRSEEEN -3, ER
£/ Oracle REMMBRTTHRI , W EHAR Oracle iZBEE4EM Amazon RDS FRE A, MEFMA
BE , 5520 Oracle AWK INE,

Amazon RDS for PostgreSQL

B Amazon RDS for PostgreSQL AIZEREFEAZTFEEN£M|MRINE PostgreSQL ERIE, AWS
KMSTEEL Amazon RDS MEZEHTHEREHTER L  ERRFERHIEANBREENSEAORESR
MIFERNEE - , URBEBHES. EMHBEBRELRNRBENE -,

ARSI TAESEY , RItEF BT LI E Amazon RDS for PostgreSQL IZREFAHAR
FEBRER, WEMEA Amazon RDS ETHEMZNFMERN , 2B N% Amazon RDS B,

EEE PHI K RDS B4 AR ERNE. WEBMANBERNFHESA  FS2HE < £H SSLTLS
hn# RE R EHIT R ER >

Amazon RDS for SQL Server

BAR SQL fAARESH RDS X EBERE T HRAMRABEESH PHI :

+ 2008 FHE-F-EREER
« 2012, 2014 & 2016-#EMR. FRERM B

EEFH  FXE SQL ARF[RERA , FHtBHFEZAR PHI BIFE.
RTHEFPH , EFLARARITEBRESNBZREES , YRAEHNBENREKINGE , WAL,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.Oracle.Options.AdvSecurity.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.OracleCloudHSM.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.OracleCloudHSM.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.Oracle.Options.NetworkEncryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
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£ &b .
R HE 227

EETLERMMFERNS®EIMNE SQL Server EXE AWS KMS, #£5L Amazon RDS MZ#1T

MWEREHTERL K ERFTRPIERANFEENSREAQEERMRERNIEE (BBHEHFRER)
—3, HRIESI RS EH , Rtk EFF EEETL I ¥ E Amazon RDS for SQL Server IIZ—RE/FE

HERFEHRER, MFEERBEMEA Amazon RDS ETHRREMZFNFMER , FS B M Amazon RDS
&R,

MREFFEA SQL Server t£34R , A AFEARRIFEAERNE (TDE) EABR AR, LLIIEE
SEEREAEFERCIEHLENS  YERBEFREPENERNFEHLERER, WEFEH SQL
Server BIEE I INZEH RDS MEFMER , 55828 SQL Server HHEFEE £ IN% Support,

S iR

E23& PHI Amazon RDS for SQL Server B4 B H SQL {AREFEF SSL IREMEE@NE, ©®
Amazon RDS SQL @RS S B EHA RN RUAEE SSL, ME SQL AIARES 2 RDS 5&#%] SSL MIEFMAE
F, FSBEEE A SSL B Microsoft SQL AR E R EHTEE—BFEH.

%

B& PHI#Y SQL fAMRZRFNITER RDS L ARAERKINEE. & Amazon RDS SQL AR #Y 2 BEHE
WA AR, MEBEEAR SQL RMARSRERKA RDS WFHMENR , F2H < FaMstE Support

>0

Amazon Redshift

Amazon Redshift SEBERHUERENT , UiHBREFEER. EFEFARERANE

B , Amazon Redshift &/ F i B2 hIIEHE B I B4R 2% (AES) -256 RS WA MBAMBER (SR
1) Amazon Redshift £/ U EE BNV EMBBRNE, ELTRESEHNNBE SR, ENEDR,
EE S| KMS 28,

BEE SIS Amazon Redshift BENERES®, EFJUER AWS KMS = AWS CloudHSM
(FRELLEE) REEHEELI®., Amazon Redshift BREMBREAAQ KR ERMIFERNIESI—, AR
oI aaE S EH , AL E P EEET LI B Amazon Redshift MZERFESHERIERER, m
LB , 520 Amazon Redshift EREMZ,

EEEE PHI 8 Amazon Redshift B4 AR EGBNE , BFEXTAHEERTEESH —Ht, W
FEHMET , FSEREEEN T L MIEE, Amazon Redshift Spectrum {#2 F 8E55% Amazon S3
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.TDE.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/SQLServer.Concepts.General.SSL.Using.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_SQLServer.html#SQLServer.Concepts.General.Compliance
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-db-encryption.html
https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-ssl-support.html
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P EB BB T BiB4L SQL &3, Redshift $85Z 2 Amazon Redshift B9 —{EIhaE , Rt tbiE
HIPAA BAA HWE B A,

Amazon Rekognition

Amazon Rekognition AIZEERZRMEEGNEAS T EEEZFEARN. EFRATEREGIE
R4 Amazon Rekognition APl , IR AT AEBIM4. AB. XF,. BENEH , W EEATE
EMAZE, Amazon Rekognition 1E12 5 E ZERE A B I8 20 47 M A 2B Bl o

Amazon Rekognition EE#&EAZE PHI HWEGSIRIEEITIRE. Amazon Rekognition B LA Z E AR
BOEREE , MEFSERMEMITRENEREEREIE, Amazon Rekognition #7E BAA R ALFF

WERTER. 2FENMKERE PHI, AWS FREEREEERB Amazon Rekognition ¥ 1T & A& R &% = tn
%, Amazon Rekognition F§ AWS CloudTrail REC8&FTE API FELY,

Amazon Route 53

Amazon Route 53 2 —& X% DNS fRi% , ZEFEMBEEEE. RERABRRABRETFAEER ,
DURBREELEERNEEMRRE, #AR Amazon Route 53 £ HIPAA S1&BRTS , {BEM PHI R EZ
#1771 Amazon Route 53 ANERERBERIEE S , RATZEMZLEER, #HRiH , Amazon
Route 53 ] ARIE M Ew 7 PHI & FBIEERNFEHE |, fla17E Amazon EC2 L #11THY R
R PR8§ = Amazon S3 EfE1F.

Amazon S3 Glacier

Amazon S3 Glacier £ AES 256 (U T B R EBNFZREER K TXEEBRLZLHELTSER
EFER, EBEE PHI B9 Amazon S3 K| EFA B AEZ ISR (HTTPS) MikE, WNEM[EiRE
ZHEE | FSEAWS KR

FAEFENINGEZBIPEERDER PHI, RALLERRER Amazon S3 Glacier fal R 25 i Bl
ZETNE  MA—RTEERAFRINZRBHME,

Amazon S3 Transfer Acceleration

Amazon S3 Transfer Acceleration (S3TA) IEEFAFRM S3 EFIFrBcERERMRE, BREAR
S EHER, EEINEZ DR A Amazon CloudFront 2 fifE£ERMNETE ., SERIEHEE K EF
SRHAKECHRREEMEEHZE Amazon S3, BEFERRER AWS S3TA FRHNEMAEE PHI B
BRI EBNFEDHLBNDR, 520 Amazon S3 IR T E AN NEZRE,
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Amazon SageMaker

Amazon SageMaker 2 £ S EMN T2 T R, BB Amazon SageMaker , BRI BRAFEZAET
DRER R ZE I HIFEMEREEE AR THEEDEINLERBENEEREDY, TRUEEX
Jupyter BEERRAHTEE , TRRTFHERRFAETREMN S M. Amazon SageMaker 2 E
RHMREREE L  BXEELRBRMEN , UHH s HXREPHIBRERERHIT,

#EiB R4 X & bring-your-own-algorithms F1Z24# , Amazon SageMaker 121 58 14 Y 25 B\ B BRI 1E

AIRIBEE PN E THEREFE, Amazon SageMaker EE#&FERA IS PHI WEIRETIRIE, EE@md
MER N E SSL/TLS =2t , W EE Amazon K ETIH /T H SageMaker (BRZ R ERK) BAFFEH |

LA® Amazon E2{F{EH M AWS BR#E SageMaker E & (Hl#0 , £ Amazon S3 2EVE ¥l BEMA,

AT REY PH ETHREMBNER , R EHKYE (DescribeEndpointConfig : KmsKeylD) A LA {E F
AWS Key Management Service (KMS) SageMaker ¥ £ | Amazon H{TERBTEREFHRNERET
=, FRAMABREIFER (ATEER) W% , AWS KMS 3t B A OutputDataConfigsi B8 # #9
KmsKey ID RIEEE£#. WRKRIEM KMS 2BHAITE , AlFFEAZXACIKRFWEEE Amazon S3 KMS
€88, Amazon SageMaker i AWS CloudTrail 2REC&FTE APl 58,

Amazon Simple Notification Service (Amazon SNS)

EFEBRBTHSBMBZEESR | TeEFEHEEZIRE Health EFA (PHI) B9 Amazon & 218 &1 iR 7%
(SNS), BEF XA SNS E&E AWS EEHIRMHMN HTTPS API %%, HTTPS i 26FI A inZ 6=
5, WHRBEEE AWSHERMWEBAENTEMY, WEFE HTTPS API in2HEE | 2 BAWS R
Him e,

4L, Amazon SNS EFEFIEER CloudTrail , ATFAENE S AWS 1S ® Amazon SNS ZHFH R F
Amazon SNS & H# API 0L | 364 B 351 X Eb M4 E M Amazon S3 7 Er#8. CloudTrail ##
BERfE Amazon SNS E#E AT Amazon SNS API E1TH API I, FERAKERNER CloudTrail , &F
A LAY e Amazon SNS B HIEER, REFBRORIR IP thit, REFBRHABURRBRHFERVE
B, MFRCEk SNS BRIEMFFHERN , FSRB LA HE Amazon SNS APl 04 CloudTraile

Amazon Simple Email Service (Amazon SES)

Amazon Simple Email Service (Amazon SES) 2 —EEE A S EERN S 7 B4 EE MEWRE.
TR E SIMIME 1 PGP B HE R M AL UEITZE end-to-end NZ , M EFTHEEE Amazon
SES WBFAIMERM SSL (TLS 1.2) #1TRE. BF AJLUEEK Amazon SES BREAERALTRIE

Amazon S3 RFETRZAIERANMBALR , UERNBRENENAR. WEFHEF , 528 Amazon
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https://docs.aws.amazon.com/general/latest/gr/rande.html#sns_region
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Simple Email Service (Amazon SES) #1fil f AWS KMSREMEEEMMZRALLLETRENFMENA,
ASEIEIR HTTPS in B NZEH SMTP ELR , EE®WZE Amazon SES WBREFBEIRE.

% Amazon SES B EEWENAL , Amazon SES SR EREZ WA RRB[DEL L ER |
BNMRELEVZEER , IGURNENARNBEEAE. EEERMETRERFRERSE , EF4EAE
1£ Amazon SES R fHRESE | WA AWS CLI # TisPolicy B4R EA "FTE, . WEFHMAENR ,
28 Amazon SES Ml1Z£1#E. Amazon SES BEEE & AWS CloudTrail JABE12AHE API ML,
WEHNEFA AWS CloudTrail , EF A AHIEER 2@ Amazon SES, FFRH IP thik, RHEFERAEY
AE., REBRNWEFEUREMFREF. MEFMEF , F2BEH AWS CloudTrail. Amazon SES
HRMHEREXEHN G E , flEE, R, BER, X, ABAHER. WEFHENR A BF2EE
RI&H Amazon SES EiX5ES,

Amazon Simple Queue Service (Amazon SQS)

EFEBETIEM|MMBER , S E PHI A Amazon SQS.

- BBEHFERE Amazon SQS THIMBHAL AR HTTPS M%, MERHE SQS ERMFME
A, B2EBHER AP ER,

« Amazon SQS XEHEB AW MMRESIHINE , AWS KMS LIREFREER ., FiEMARSHIMNZAIIEER
FEFEBMZEMTIINZE MR , EWAEWBRER ., Amazon SQS fAREFHMEFER 256 I
TUHEPE IR AEXE (AES-256 GCM JEE L) RINFEZRAAENAL, HES AWS KMS AIEREF &£+
EERE Amazon SQS AEN 8 , URREBEHM AWS ERHN S8, AWS KMS &8 XA
®E® , AWS CloudTrail LBBIRRERMERAMER, WEFHEEN  WEFEFHUBRFEAR
Amazon SQS SSE BRI , BSBEBENE,

- MBREAMRIHMND , AXBANMZAERERTELEY | TeEEEE SQS, MBABREREN—8
FERMEA Amazon SQS EX A F K Amazon S3 INBZAFik, MEFEHAFBRNEZNFAE
F , B2 B EH Amazon SQS % F Fim#l Amazon S3 & A Fig AT EEE .

Amazon SQS £ AEE R CloudTrail , AIEE#&ZE F AWS RS # Amazon SQS P& HE &
Amazon SQS # LK API BN | A A FFEEEFIEER Amazon S3 #7788, CloudTrail fEERLE
Amazon SQS F#E A= Amazon SQS API #1THY APl B0, EF A LAE AU E CloudTrail ZIfYEFA
RYERE Amazon SQS B HMFLEEER, RHFBRWRIR IP ik, REFBRHOAS, BREFRNOER
E, WNFEEHE SQS EXENFREN , FSBFEMAH Amazon SQS API I, AWS CloudTrail
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https://docs.aws.amazon.com/kms/latest/developerguide/services-ses.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/security.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/monitor-sending-activity.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/monitor-sending-activity.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/MakingRequests_MakingQueryRequestsArticle.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-server-side-encryption.html
https://aws.amazon.com/blogs/developer/encrypting-message-payloads-using-the-amazon-sqs-extended-client-and-the-amazon-s3-encryption-client/
https://aws.amazon.com/blogs/developer/encrypting-message-payloads-using-the-amazon-sqs-extended-client-and-the-amazon-s3-encryption-client/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/logging-using-cloudtrail.html
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Amazon Simple Storage Service (Amazon S3)

B FEMEMA Amazon S3 A LLUEEMEFRERER , BREARFHNAFPRMNE , URSEEESRN
jﬂ_/fo yu;néﬁ%ﬂiﬁnﬂ nﬁ/ﬂﬁﬁﬁﬁbu 'f%€§*40

E2E & PHI 8 Amazon S3 B A AL R EZ NZEE (HTTPS) Wink, WEHERIMNEE
BIAWS BR %5t & o

FAERETREE,. PHEBRPEERPER PH , RAELERKRMEA S3 fAAR=RiHNHEST I
#, MABEETEEAFRMZZBFINE,

B2

Amazon Simple Workflow Service

Amazon fHE TERERE (Amazon SWF) AIH IR AESRE, #TNIEREES parallel SEED
BN E=EH. Amazon SWF AR AERTP NS ZEREBER S NE KBTS

Amazon SSE TERERBE AR GR TIERE , BEERIERER., PHI TEKERE Amazon SWF
B T EIR P R AT R P, Amazon SWF FH AWS CloudTrail RE28FFE API 588,
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Amazon Textract fE F#ER BB HI , RIFHNI 4T EBHENXFNER , EEXHER T HENX
BZ P (OCR) , LEE ., ERNENRENRBINER. Hlm , FFATLUEA Amazon Textract
EBHENMEERREFRRENA PH) WERMREERE K MEFATTRRTHRERRE,

Amazon Textract B Al ARMBE X HEFRFNESHR M. Sl , EE LA Amazon Textract ERERERE
EREERSHENER  YEHRIELXHINERY , WEREBHANESHBER.

Amazon Textract X B # A X4 R BR 85 I% 127 (SSE-S3 # SSE-KMS) , Mt ¥R MR EREN >
Bk Y ERET TLS &, BFE A LAER Amazon CloudWatch BMERFEHAEIEIZE , AWS
CloudTrail AR #EEV{E %4 Amazon Textract B9 API FEIY
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Amazon Transcribe EA L EN MR BB HMRHBIFAERPINES , UKHERAEXF, Hlw,
EFE LA Amazon Transcribe #EBRXXMNEEFEHMFNZTAEBRANT , YETLEHFE
EEREHNEARER. Amazon Transcribe AR B E PHI WEE—&FEH. Amazon Transcribe
FEREJFHERNER , FIEY APl WIS A SSL/TLS #1TE. Amazon Transcribe F
CloudTrail Ri2&FTE API FEAY,
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Amazon Translate

Amazon Translate fEA R ENHEELB RN , BERESRENBE. EFPAUEA Amazon
Translate BZERB BN FXXH , IBEUSEESEENERER. @8 PH WXHRTEAEA
Amazon Translate 1TIRE, BEFTE PHI BWXHE , TEEE/NWHERE, EaPhHNERMEH
SSL/TLS £ , A Amazon Translate 7R BEAHEER, Amazon Translate A CloudTrail 1
FCERFTE AP LY,

Amazon Virtual Private Cloud

Amazon Virtual Private Cloud (Amazon VPC) 2t — Ak 22 ThEE , B HIPAA S EFI TEEHME
Bre—H. SREEARFIEGEE , AREHTERDRENERETRERLFEZE  RH
EMREFTERBEAREERENRE TG

Amazon VPC EAFEFABCHWAER i Z=EIER T AWS |, WIRESERERFOERZEIN SR,
AWS VPC RiEfC 2T ERBERE. EWlfEF PH WEEZINEREREMUEREBM,

AWS Transit Gateway & E#HHE , WL Amazon VPC EREZI B 2 B EF. AWS
Transit Gateway EAHtERFEERUEEHEAEEE , MFHAESBRELSKBE. AWS FE
Amazon VPC WIFFMIE , 552 B Amazon Virtual Private Cloud,

Amazon WorkDocs

Amazon WorkDocs 2 —HZTLRE, LN EERRBEEALARE , EfF e AN EERFFEEEI
BE , AIRAEAEZELEE D, Amazon WorkDocs £ % FiEiB AWS Key Management Service (AWS

KMS) EENEMPBPRERMBER. AESHTNERIIMER SSL/TLS M&E. AWS Web MITEIEARE
X, URKEERSHAF , AliE#E Amazon WorkDocs £ SSL/TLS E#EE,

&1 WorkDocs B R BAf#H Amazon WorkDocs BEE X R ARG , IKESHEIEMERMEH
EE® , WEERAACEAEREABANEMARLAER., Amazon WorkDocs tE2 CloudTrail
(FRELE FIRFE Amazon WorkDocs FRAERHAREF AWS IRFE R HE API UK RS BE |, Wi
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o {FAHE28 Amazon WorkDocs APl £} AWS CloudTrail

EETRIERAENE KBBWFHE PHL

Amazon WorkSpaces

Amazon WorkSpaces =7 LIBTHE£2E , K2 M D esktop-as-a lR# ( DaaS ) fRRFR. AWSE
iB Amazon WorkSpaces , & F AR Rt BEAEMREERHNERE Microsoft Windows RH , ZEfth
MR REt E BT SR BN EETFTIAEN X4, EARXNER.

Amazon #E#& WorkSpaces ZfE1E Amazon EHIRFREER, BEEFUUFEHEEFEEN SBR N
& 51 WorkSpacesf ZHi#E [E AWS Key Management Service, £ _EBXF N BE WorkSpace , fi#
FEERFFRIIFEERMNERRERNER/HEM (EBS RR) HSRBFEEETNE. KEA
WorkSpace FifkJi@A WorkSpace 2# A SSL/TLS RKREHN ., MEHFEFEA Amazon FEIMNBZIEE
#BE A WorkSpaces , 52 B N% WorkSpaces.

AWS App Mesh

AWS App Mesh 2 — R , TREEARSERBRE , ELNREEARRLESERILN
EEERERERLER , 120 Amazon ECS, Amazon EKS 3 Amazon EC2 f;#. App Mesh Bt &
Envoy REUNEBSEMHBRAUSHERICEENEREREE K tMATRRM TR M, end-to-end
THURBEENEBANRERAREHARE , UEREAEXNSTAYL. EAEXZENREY
REAMEA TLS., App Mesh AIBAfEH AWS SDK =X App Mesh #4235 Kubernetes £/, #ABR
HIPAA 18RS , (EHR T EBRE AWS App Mesh LLIEER , AWS App Mesh E L THEAS PHI &
FEEMERGB/BMF. MKk, AWS App Mesh ATARER. BHIMREBHERDFHERE PHINEF
B EIR,

AWS EARERER

AWS FERRRXBBRS (AWS MON) TRAREEAREAEARIBEE+H K MAEERTE
AWS , TIE IS EMISEEERE. AWS MON RERSARARSNRNBEENEEBE AWSHR
%%,

AWS MGN A BREERENER B RFHBREZERIFFIRF T EBS MKRKE-BERKETEE
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AWS Auto Scaling

AWS Auto Scaling IEEFEL 7 EARBREFERAEX —H21 AWS BEREZEEBFAESR
B, ZEFALU& AWS Auto Scaling AR — L35 K PHI #9BRFE , 440 Auto Scaling BNiER B HEFH
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AWS Auto Scaling 2 —EHFRYE , TSEZEE. REFIAEREFAE ; Bit , EF AT SUSIER
BENFRABEEMER, AWS £ESEEEBEHMN AWS Auto Scaling FHERHRE : AWS &5
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FAZ AWS RBNEZL2MRENEERIFE, ERNEREREZEAN , RMEZRZFF LA AWS Identity and
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B EZR T FATERBRNEBRER (PlnE FiRsE) RAESBAWA (Flm "E8,) W) P,
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BEFUTILSAREELEHN !

- BERFHEGASEERRE (MFA),

- £/ SSL/TLS B AWS EiRETERA. HMERMEA TLS 1.2 HEFRAE
- EARE API MEAEEB & AWS CloudTrail,

- fER AWS MBRBRAR , Uk AWS BRETHWAAETERZ S MEE,

- ERAERNZERLRE (B0 Amazon Macie) , HBIREFRERFFEIE Simple Storage Service
(Amazon Simple Storage Service (Amazon S3)) BB AEH,

AWS Backup

AWS Backup BtEFR, 2SS EHUBRRAERNEY  UREFFENTRASERKENSR
t, BUZR ¥ AWS FiEM., ERALIhEE AWS Backup , EF AT UEH R EERHRE (B1H) BUR ,
WEHRERFE AWS ERIEMEE , B Amazon EBS ®{RE[E. Amazon Relational Database
Service BR#% (Amazon RDS) B E (‘B1E Aurora #£). Amazon DynamoDB #&. Amazon &1 4E
KRR (Amazon EFS), Amazon FSx R ZH. Amazon EC2 #TEBMBREE, AWS Storage
Gateway
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AWS Backup tIZE@HNFENFFER, FARRBRBHNRBNEZGE  ERBEBRBIDEE K
BBt TR, Hla , EBS RREEARMRR ZHRERN MBS,
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HERDNFENS K AFFRAENANEDRE. NERE "Backup REE. BREREN, AR
EECND, EXRFEIHNMBEER  SEZENZEE,
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AWS Batch ZFAZAE, RERNIEMENBRRENRBHTHTEB/HOEE TE AWS, AWS
Batch IRIFIRERXMNMAXTENBENIEERER , BEGREREEERNEEHEMNER (Hlan CPU
R BERECHITER). AWS Batch SHEIFEEEREMIDEERE, HFEMBTHE AWS ET
EEH,

B2 Amazon ECS M58l , PHI TREZNEXREBESR. EFHTIHHFRERP. AWS Batchix
#h , BRI FITHY T4E AWS Batch ATREEEMNEH PHI LiEE, TERRERNEAERA LR AWS
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AWS Certificate Manager

AWS Certificate Manager EEERB A EEFRRME. EERIFBLAMIE SSL/TLS BE , UE
Bt AWS FRIER ERAZEHRERFEH. AWS Certificate Manager B CloudTrail AEC8FTE APl FELY,

MRFEHEEERE AWS Z 5B AWS Management Console. 1% B2 k5T 1E AWSHUER 5 XEURRA
FEFRNEREERE,

FERBEAEEARGIFIE  FERTIIEF —@ERE,

BECAEEERNRAER 3 By

2

AN ER FERREEAERRESY RKBEEFEAN N EATRMS
AWS CLI, AWS SDK W8 R E,

(IAM Identity Center FEEN  \vg Ap| WIERH TR,

FRE) - MEFHMERA AWSCLI, 58
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IAM & 5505 9 BE.
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AWS CLI, AWS SDK = (B REEEAEREE AWS

AWS API B9 X ERETE R, ERER) PHET
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FARBRBREZE AWS M I8 R,

CLI. AWS SDK = AWS API -
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wESREREETNEA
IAM EREEAERHEITER
#. AWS Command Line
Interface

- WA AWSSDK MITE &
28 AWS SDK 1 TEZ
EZiEmPNEARERERE
TEMEE.

« IME AWS API , 5520 IAM
FEHEEETPNERE IAMF
AENEESIB,

AWS Cloud Map

AWS Elnit Bl RERERRERSE. FH AWS EFtE  EFUUAEARIEREREITAE ,
fla0 Amazon ECS f£#. Amazon EC2 #1T{EI#8. Amazon S3 f#7FHr#. Amazon DynamoDB %

¥. Amazon SQS fFHHEMEMEIRER. AR, EFALUERELBTER , £F AWS SDK H
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BRRE  EHRTXERBLEES , Rt TEM PH FH%E AWS ERHEANTANEREE/B
e, MR, AWS ERHEE T ARKREBH[EFR PH HEFBRER.

AWS CloudFormation
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RSEAOREPELRENWIER , LEESEELRERFEA PHI B85, AWS CloudFormation A
AWS CloudTrail A& FIE APl 0L,

AWS CloudHSM

AWS CloudHSM R Ei#EE L £EH (HSM) , AIZEEF 7 AWS EREREENEAE S /M
B8, EB CloudHSM , BEF A LAEA FIPS 140-2 5 3 B FM HSM REBHCHNES
&, CloudHSM AZFFRMEFEARBIZELE API (f170 PKCS #11, Java IR EMHELE (JCE)
Microsoft 1% (CNG) B EHEARENE SR EM,

CloudHSM ¥ &%  IREEFKAMAESRELEARSHHMTE HSM, EREARETREER
B EEFMFIER PHI, AWS CloudHSM B F T E#& PHI B HERER (PRESR) . THEEHM
ElEEE,

AWS CloudTraill

AWS CloudTrail @ —E ¥ AWS IRFETEE, 68, BEBRNRERERNRE. FRALIhEE
CloudTrail , ®F A LAfC 8%, BHEERNREE AWS ER R EEMRBNIRSEE. CloudTrail 2
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NBENFMERE., ENEEFEERS PHI B | FEE T INHHVIEKE,
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AWS CodeDeploy R —B£ZEMERYE , KBRS EHLISEEERYE , & Amazon
EC2. AWS Fargate AWS Lambda, RS EFARES. & F A AWS CodeDeploy RIRIE 21T A 85
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AWS CodeCommit 2—EZ 2, TEEEXNSERRBELRTRE , JEELE Gt RFE. AWS
CodeCommit EFEFEEBEBCHERERGHIRE , AL IENEXRHERZERE,

AWS CodeCommit INZEHANBETHFMERENERNELR., RIBENR , EETELRTER
AWS CodeCommit , fEAEY AWS SE£i# , AWSKMS BEERZREEEARNZRENE
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AWS CodePipeline R —H£ R EMNFEXTRE , THBIEFEBLEFRITEE , #TRETEN
FEARKXMEREBEN EF A AWS CodePipeline RAFHRAEBBDEERRAREER , ERE
BRNMERNEBBREFFEANTEREEENEMEH T,

AWS CodeBuild 42


https://aws.amazon.com/devops/continuous-delivery

Amazon Web Services L#) HIPAA R4 EHE R EE AWS AR E

AWS CodePipeline X ARENBA L REZM [REFIHMNER (SSE-S3 1 SSE-KMS) , 3 &+ ¥ fR 5 62
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BETHIT. HABREEBEMS , AWS Data Exchange T HEEABRIfE, X, FTENEER
MgEEERS R  BRBREAEBREIZIRN AWS BF,
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MR X B EIEZER (B0 Oracle £ Oracle) ARFTREEREFAZENEEER (410 Oracle £
PostgreSQL = MySQL ZE Oracle),
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AWS DataSync R — &R L EwWRE , A, BEMCAMERSHERFE AWS 2BENERB
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