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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring-system-instance-status-check.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring-system-instance-status-check.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/auto-scaling-benefits.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.MultiAZ.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/disaster-recovery-dr-objectives.html
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://docs.aws.amazon.com/whitepapers/latest/aws-multi-region-fundamentals/aws-multi-region-fundamentals.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-options-in-the-cloud.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/disaster-recovery-dr-objectives.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.MultiAZ.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.MultiAZ.html
https://aws.amazon.com/s3/
https://aws.amazon.com/blogs/aws/amazon-s3-update-strong-read-after-write-consistency/
https://aws.amazon.com/ebs/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-creating-snapshot.html#ebs-create-snapshot-multi-volume
https://aws.amazon.com/dynamodb/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.ReadConsistency.html
https://aws.amazon.com/builders-library/static-stability-using-availability-zones
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/regional-services.html
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https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Dimension
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/use-fault-isolation-to-protect-your-workload.html
https://en.wikipedia.org/wiki/Model%E2%80%93view%E2%80%93controller
https://docs.aws.amazon.com/ram/latest/userguide/working-with-az-ids.html
https://aws.amazon.com/eks/
https://aws.amazon.com/ecs/
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https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#dns-name
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Libraries.html
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
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"Name"':
"Name"':
"Name"':
"Name"':
"Name"':

"2xx", "Unit": "Count" },
"Zxx", "Unit": "Count" 3},
"4xx", "Unit": "Count" },
"5xx", "Unit": "Count" 3},
"SuccesslLatency", "Unit":

"Dimensions": [
[ "Controller", "Action", "Region",
[ "Controller", "Action", "Region",
[ "Controller", "Action", "Region"]

]
}
]I

"LogGroupName" :

}I

"/loggroupname"

"CacheRefresh": false,

"Host": "usel-az2-name.example.com",
"Sourcelp": "34.230.82.196",

"Traceld": "|e3628548-42el64ee4d1379bf.",

"Path": "/home",
"OneBox": false,

"Controller": "Home",
"Action": "Index",
"Region": "us-east-1",

"AZ-ID": "usel-az2",

"InstanceId": "i-01ab@b7241214d494",
"LogGroupName": "/loggroupname",
"HttpResponseCode": 200,

"2xx": 1,
"Ixx": 0,
"4xx": 0@,
"S5xx": 0,

"SuccessLatency": 20
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"Milliseconds" }
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https://en.wikipedia.org/wiki/List_of_HTTP_status_codes
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
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HRAE-THESFHNZE

FALE®E  ZEMFEMAController, ActionInstanceIldAZ-ID, F¥ERegionB#tEH TEE
H. TRESEMEZRFNSE  ERNEE , URSEZEHE—ESE. FENRSIDH. EEEFHF
W=@r A Bus-east-1FHIEE, BAINHHESETHREHENWATAEControllerfMActionflE
BEYREER , UREBETABREHNMELEEER. A% , EUNREASEBRRNASERIITAMN
BControllerActionE BT, R , FEEUESER , BETAERENMETHAMET. HRE
—Aa AEiHusel-azl , FASEControllerMActiontEAHERAEAE R (B A Busel-az3E
thEFEEUNE Rusel-az2 , BEFREERABERR) , M TEMR.

Controller: Home Controller: Home Controller: Controller:

Action: Index Action: Index Action: List Action: List

AZ ID: usel-az1 AZ ID: use1-azl AZ ID: usel1-az1 AZ ID: use1-az1

Evaluation Periods: 3 Evaluation Periods: 5 Evaluation Periods: 3 Evaluation Periods: 5
Datapoints to Alarm: 3 Datapoints to Alarm: 3 Datapoints to Alarm: 3 Datapoints to Alarm: 3
Threshold: Availability < 99.9% Threshold: Availability < 99.9% Threshold: Availability < 99.9% Threshold: Availability < 99.9%

y

az1-home-index-availability
ALARM(“home-index-consecutive”) OR ALARM(“products-list-consecutive”) OR
ALARM("home-index-m-out-of-n") ALARM(“products-list-m-out-of-n")
I l
2

az1-availability
ALARM(“az1-home-index-availability”) OR
ALARM("az1-products-list-availability")

BEWmEEE , TAR usel-az1

A DS IERE VRO B R ERE T B

Controller: Home Controller: Home Controller: Controller:

Action: Index Action: Index Action: List Action: List

AZ ID: usel-az1 AZ ID: usel-az1 AZ ID: usel-az1 AZ ID: usel-az1

Evaluation Periods: 3 Evaluation Periods: 5 Evaluation Periods: 3 Evaluation Periods: 5
Datapoints to Alarm: 3 Datapoints to Alarm: 3 Datapoints to Alarm: 3 Datapoints to Alarm: 3
Threshold: Latency > 100ms Threshold: Latency > 100ms Threshold: Latency > 150ms Threshold: Latency > 150ms

y

az1-home-index-latency
ALARM("home-index-consecutive”) OR ALARM("products-list-consecutive") OR
ALARM("home-index-m-out-of-n") ALARM(“products-list-m-out-of-n")

ALARM("az1-home-index-latency”) OR
ALARM("az1-products-list-latency”)

AREENESEREE usel-az1

BRE-TRESPHZE 12
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HAXHHWEERE T , RBazl-availabilityMazl-latencyE S ERSBENEERE, HRAIE
EHNEMErazl-1latency , EEE A B Razl-availability M , SEHFEREBTHAMEERAR
HEEERFSETAREHERNRE, SOANERHIEHEE  UEATHLE-—TAREPHIE
EHBEVRTENFE, FHUATUKESHERENEEEENEBRERTELESEHRD, Mt—2k , m
RABRBHIAFHEETANREENTE  BTIRBELETR.

REAFETZER

S—HERERTANERRAERENTARIESHIERDE R, EREBRARITARSHESETRE
MRALARMAREE , MEM AT AERBNESETREROGRERHIT. ESERECEANSETRESELE
—BEEE®R. TEERT —E€HH FieE , M. . . MPusel-az2BEEMTHAMMNER usel-
az3 az2-latency az2-availability az3-latencyaz3-availability , ELBRIKER
ABERER),

az1-availability
ALARM("az1-home-index-availability”) OR ALARM("az1-home-index-latency”) OR
ALARM("az1-products-list-availability") ALARM("az1-products-list-latency”)

(ALARM("az1-availability”) OR ALARM("az1-latency”)) AND NOT
(ALARM("az2-availability”) OR ALARM("az2-latency”)
OR
ALARM(“az3-availability”) OR ALARM(“az3-latency”))

HARERER  TEURBEE— AZ NEE
RARRZETRHE —HITEEEK

E—-9iTEE (RBEEBEN—/NE7) TREHTHENIERERERTKLANTE  ELERT
REERETARSERERZIFE  BSHE LWL, BERTRAEEMAL , BERE-ARENH
TREEEREEEN.

HTERBNEAREEERRALTHER , BEEFHERBEEL. AWS Auto Scaling@IXE I F#AT
{EI B8 B BB 1R B 32 ST %7 CloudWatch B~ (EE R A BAE A Amazon EventBridge 5 Amazon EC2 Auto
Scaling £ A2 8. ik , BRI CloudWatch 288#& B #FRE B 7 AT RS ZN TR E
BE,

flan , ER HTTP Web ERAER , BBV AR , LEBISETAEEF 5xx HTTP BENEER
&, EMERMEHTEREHTALTR (LEERNTAMIEERBFE Sxx #HR5EH). £
SEMFSRE G | FHMEKRSIEETIFEAInstanceld, A% , HHttpResponseCodeFERIBIE A &,
WEHIRusel-az1 ] AEERRE

BEXETREES 13


https://aws.amazon.com/autoscaling/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/cloud-watch-events.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
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{
"AggregateOn": "Count",
"Contribution": {
"Filters": [
{
"Match": "$.InstanceId",
"IsPresent": true
},
{
"Match": "$.HttpStatusCode",
"IsPresent": true
},
{
"Match": "$.HttpStatusCode",
"GreaterThan": 499
},
{
"Match": "$.HttpStatusCode",
"LessThan": 600
},
{
"Match": "$.AZ-ID",
"In": ["usel-azl"]
},
1,
"Keys": [
"$.InstanceId"
]
.
"LogFormat": "JSON",
"LogGroupNames": [
"/loggroupname"
1,
"Schema": {
"Name": "CloudWatchLogRule",
"Version": 1
}
}

CloudWatch B A ARIRIEL R BIREIBERHR. FAUFEAEEHBNEFTEE
FYINSIGHT_RULE_METRICEHEZ , RiIFSEHE RMFRAIEN B R, UniqueContributorskR 7T AT A

RAFETEHE -ATEREK 14


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/using-metric-math.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/using-metric-math.html

B R 1 E S B 5 S 39 04 R T P
M BT FRAEERERETESIEEMN CloudWatch BRREST Hitt "SEE R, HA, B
ERUHEREHNTAREFEESENERGER  URRE—FTEEBTSRIE R, REFANE
Busel-azl g AR :

INSIGHT_RULE_METRIC("5xx-errors-usel-az1l", "UniqueContributors")

EREEARBRER  SAUERET ; fl, F€EHA 2, B 5Sxx AENEREMEBBXRE
B, EREILIhE , RAZEREMEL LNHTEER, LERERAAREEMARPIANERRS
THREAH-EMENTEFCSSIRER, E5HFE  FETEREE-—FTER. SHHENENTHFE
BARNRE, —REDESUBFREATARSFRERERN 5% HES. ERHANEABET &
B 5% NERZITEBERAURTEZE,

BESRE
TEERE-—TARSNTBEAETEE

az1-availability
ALARM("az1-home-index-availability”) OR ALARM("az1-home-index-latency”) OR
ALARM("az1-products-list-availability") ALARM(“az1-products-list-latency”)

(ALARM(“az1-availability”) OR ALARM(“az1-latency”)) AND NOT
(ALARM(“az2-availability”) OR ALARM("az2-latency”)
OR INSIGHT_RULE_METRIC("5xx-errors-use1-az1",
ALARM("az3-availability”) OR ALARM("az3-latency”)) “UniqueContributors”) >=2

—_] < 4 ALARM("use1-az1-impact”) AND

I — ALARM("not-single-instance-use1-az1")

SNS topic

TENESHRERE ARBEE-—TRE

Bl RRET A RESYIEES AT A ERNHENESE RERALARMIREE | usel-azl-
aggregate-alarmARBIEZ A EGH Contributor Insights 7 B #9 & R th B AALARMAR RE (R R
FERBE—HITHESE) K SRBRKESE R, usel-azl-isolated-impact not-single-
instance-usel-az1 @A UATEEHEANSETRAESELHERES,

8T LATE I B AR B 4R B B0 Amazon B EE B AIBR ( AmazonSNS ) B8, FiE LR EHRBRERE
BENBRTREN, SERTUEBBEFBHBENRESHBTFHRE., ©th i LUKE B E{bAEEE

BARE 15


https://aws.amazon.com/sns/
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TAESE, BR , FIEEFEBLUERELER, EAAEEMMRECR K BREXRERRES
HEERRE | WHEBEREEIOKGRE, MRHMATHESRELE  IRBLTREMRE_BEAxE=
BUAEE , EMUREBRRIFEINMETATE, EXRNETTEZH , BBLERERECEH
THRB. EHRBANZE , EARERERRAMTRARHFHER.

BRI REERRNEESRME MVC Web ERIER , UHNMBRBR—MRIERT , EEFERNE
RN K RFZFELREPER - LEBERA A, SEAZTIEELFTNTRAENIEEER

REBELETHEZEENTALESHE T ANNEEESE R , azl-latencyk#KMazl-
availabilityltEEANE T, EBENESERERETKRNREGFRE. EEGEALSE
HYRTIhRERK & E R E VB

{5 P B A B R EE 1T B PR (R

ELEZETARSTEIARTHERAMBANERRESK , TRREHRELH AN —EZ
B, BREAE=ETAESMNBEC2HTEEBAETAMERREER 99% WRH, A& K SBREE-
TAEEIEE , REFZSHTEE  YERZESPHTHAEEE 55%, BE , BEEFTRNATHESE
B E-EC2HTEEEXSHEBSHRE LNABEREZRE K MAREZBRARKE. EE8EIHTH
HMEmER  EENERBAHTEHRERNERE , RABLRETEBRER ANGHEE, E88
FRAUAEEFPOTAMEEE 98%, HEIERT , ENE-—TAERSXEERTERE , RALED
ZETHESEPHTHEZE, B2, ENATUEEHES BN TABSRAEETMENRE,

EREHFANTHEERF , A EMETAESF —ButbiBEIHER , MATNTRMEETRERE
AR, 28 AWS Lambda ¥, AWS IZEXFEIBSWERE , MEE Lambda HEH#HT. E
FERAZRYE  EXEASRBLERZIPXHF , BIEAERR  YERZHEMAODS, ERERESR
F#TEREZS , fln , MU E SZIPERPHEREMKME | HEE Lambda HEEE T A #5
ENALEEE. ECREERREELFFAALENER, AWS Lambda —EEZIELERR , BEMET
RTNEMAEREBT —ERTREN, B2 , EUTAERSNES M IREERHIAELH#HER,

HESKRERMATNAR , EUNERAMBEAARNE THARScBNEREEREFERT LB
ZENRA. HARMEBIBEZETARENER  ERNRET—ETAERSRERLERE , RMEH
EAEXUABRHTEIREMGTRABRHMEERSNERR , HETREKSES, BRZVESHER?

BTSN E T —EHEREA S O AR ENTAES Y HE RN R ETER (ST
BEAEESFENEEL), BRFEREE £ URENATED,

FHRAAMATRBRERLERER AN TaEME, EEERERT , RAREBNRE - LEEENESH
HYSEER D MAZs, USSP  EEFCHERE  FEBHETAES.
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https://en.wikipedia.org/wiki/Chi-squared_test
https://dataprocessing.aixcape.org/DataPreprocessing/DataCleaning/OutlierDetection/index.html
https://dataprocessing.aixcape.org/DataPreprocessing/DataCleaning/OutlierDetection/index.html

R E it E L R ERE 16 R AN AR AR X Pt B

B, BY null /3R , EEER TIREAMRERRMAE, ELAESD , Nul BREEGRBERE TS
SEISETRAES. AR, EEEAEER  DERAFE2M , R THEERE, BE , S E
REEPHNBIRRAFELRR. ATEIEMEN , BRI PENREMBEENER. BRREEX
HEFEIS 1000 EEBRMANERR , HRESER 100 ERER. SEHEFOHHNERT , &EHR
SENEAAESPESERETEE 25% HNEE, RRTRERTESERSINMEL | EBFrHEHN
AEN

® 1 BENAMEERER

AZ T 1
usel-azl 25 20
usel-az2 25 20
usel-az3 25 25
usel-az4 25 35

it , ZEEINRBIN O HETYES, BR , BIARRE R BA SIS N BUR S S ER 1 PEM
MTREN., E—ERENEE SEEANSHTEREEENES  YEMABRSE nul BREE
. SEETUTHEE  ELNLEHESHENTAEMRESD ? IRZBEEATSNME , B
BEBSR, THTLIEEEEZES | WHEER 5% REE,

" RRAE, BA% M. (2007). TESKF, . EEESE, BE JOUBNAKHENSE 3. N T
™ : SAGEHRFI¥) , % 889—891 H, ISBN1-412-91611-9.

PRIMASTEOE R RMER 2 BULUER ° RIELR , IR ERRMTHEFOTRIMG , LAT
LAR pA B TE 62 A It 22 SUSE 16 Al 20 BB AR A6 SR AV AT BB

E; = expected observations of type i
0;

actual observations of type i (1)

2 _ Z (0; —E)?
X E,

HREMNS T ESER:
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https://en.wikipedia.org/wiki/Statistical_significance
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_ (20-25)* (20-25)* (25-25)® (35— 25)

B 25 T T

, —52+—52+02+102

X =75 T 725 T257 25 (2)
X>’=1+1+0+4

x*=6

XZ

BE, ERMAVBRSHCERENE? CEEEEEREERHREN TR DM, TEETRTHETE
B HEBE 75 25 i,

fk(w)A Xi L1
0.5- T 11io
— k=3
0.4+ 4
— k=06
0.3 1 1,
0.2 1
0.17 Qk\
e
0.0 ! : . )LU
0 1 2 3 4 H 6 7 8
FEEHENFRAED M

BEHENFESRNLARATNEZERD —. EEERRT  ARERETHES  AABEHER=E,
KRR, BENEK=3BELx26 NHRTERE (B ). EHIUERAEEFRENHALFERRK
IR

5 AR RE 1T BB AR 18
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x2: FHERE

HHE BRPNRERSFE

0.75 0.90 0.95 0.99 0.999
1 1.323 2.706 3.841 6.635 10.828
2 2.773 4.605 5.991 9.210 13.816
3 4.108 6.251 7.815 11.345 16.266
4 5.385 7.779 9.488 13.277 18.467

HR=EEHE A 6 WFHEEE0.75 M 0.9 MERH{ B, ESKRZFER) MBLENEEARN 10% ,
ETMER 5% WEIE. RHit , £32 Null RER , XHETHESBNERRERST LREEEES
£,

EESERETI BT FARITASE , R EEEZMEHIRE (20 Lambda) # CloudWatch Y5
EAKEEEREERZE , CloudWatch AR EEBEREDHTHE. BRI LUREEMVCEFIZS/EE 8 B 5%
REER  RETHEFHERBTHIAR. CEEEETHESNESREEE LS ETERFIZ
EES MR , NEBLDNSAMNER I EHERELERKERFE K MIARESWEERESD
ERFTE  EURESETRARESEE., BEREW—EER  BUNENEENH#ERELEN, MK
EESRUEFEEEINELEMN CloudWatch B,

KEEEREHEEASE AZ NIEHER/BENERTHEEEZ. 8%, BFHASNERAEAR

true ( FEMIT LEZENRA ) X false (RE , BIZBREKIL ) o MREFERA false , FAE 0 BRI B
HMELNIBESR  UBSESETHESEN FARER, MRERA true , FEHTAEERMG 1 @E
PR, HhMERERERESE , #HEMERER 0 (WFETE Lambda B £ ARSI 8% B-~
Bl AT EHRRE , F2H). EULIERELANTAMBETRERNSGZE , 5ERBIE Lambda ¥
ELENERE , & CloudWatch #& 3 18 CloudWatch EEERM 5 @EEERTH 3 @, HEim
WElF—8% , EBSEUUBRAERESIERNEOIFFEAESRELNWEIERE,

RE  BELBETHHERHREDFASHNERTHESTRAMER , ITEMR.
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Controller: Home Controller: Home Controller: Home Controller: Home

Action: Index Action: Index Action: Index Action: Index

AZ ID: usel-az1 AZ ID: use1-azl AZ ID: usel1-az1 AZ ID: use1-az1

Evaluation Periods: 3 Evaluation Periods: 5 Evaluation Periods: 3 Evaluation Periods: 5
Datapoints to Alarm: 3 Datapoints to Alarm: 3 Datapoints to Alarm: 3 Datapoints to Alarm: 3
Threshold: Availability < 99.9% Threshold: Availability < 99.9% Threshold: Chi-squared true Threshold: Chi-squared true

I I
v

az1-home-index-availability
ALARM("home-index-consecutive”) OR
ALARM("home-index-m-out-of-n") OR
ALARM("“home-index-chi-squared-consecutive”) OR
ALARM(“home-index-chi-squared-m-out-of-n")

BEFAHFTAREESE

ZZEIEUFJ?L ESETEAEEDRE IR | &
LE

IFERNBERZMINEEREE CloudWatch 5%
, WEHESETRETN T —EBUITEELETR.

BEREBNESRS s RIFFRE.

|
NN
E

—HITE R EEE RS E R

EREERT , AUHEEESERNE—FATHTER K BEFEE-FARTHNRS , HIMEE
B ERE (Hl20 AmazonRDS) =% Bz REX (0 Amazon ElastiCache (Redis OSS)), MRE—T]
AESREXETELERMENTAES , ATEEHFRERNSETARIERTE, Lﬂﬁ&%ﬁ
HEETARSERTAMRE  EXRTE—BHEBEERAMNE—TA IEWE’J%Z%EEEEO 114\
AREEESETAERSEINELUNERE  ERTFEFEIMEAISREAIEE, EERER %Eﬁiﬁ.
Hi AT B S R B 5.

BFFACHERRITREELSFEAEZERINER  EETRAESREENE , ERURELREHEL
ER. EEEERT , LEZKAEREMBE R T IS KA, ﬂﬂi‘“aﬁﬁt?ﬁiﬁﬁi@mﬂﬁigh
B, BULUREBERUABELNERRRER. EXEHETHERESFLBERE , XETNES
HE—TH , URSTEEAN n BERHPH m @&,

A TRERLEERERRERENERD  EXFEDR  ceRMTEERNN, MRREMRLT
HERNRE , ITRHELEENERERRONBIBL Z, SHARTEEELAFTHELER ,
ATRFEEEREZANSERER. RASERENBENRES EREALKBERNERERNE
B, #EERBRT , RMEECRAESEHRREANZATRARETNIE, ELB REMEMAREREER
MAOBERERER. TEIH T REE6F

- BIAE — EATHEENNER, EFREERER , El, BASE,
- ATAM —RERINEARTIEENMNEE.
- HIE —REZEEETDVE , WEEBRBREFRIIBITHIE,

E-#iTEEESERN S EER 20


https://aws.amazon.com/elasticache/redis/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-missing-data

R E S 6 R RE 16 R AN AR AR X Pt B
B, £ANASAENENERER T NS ERER AN n BREERA m BREER,
MR — % | EETUAGBEARE  URELADSRLETAEMNVEIOR. £RIENE
REAEFEAYSEATARANYE  ARBYT-ERELMETARM., EEFENSRES
BRI T B

Resource: Primary database Resource: Primary database Resource: Primary database
AZ ID: usel-az1l AZ ID: usel-az2 AZ ID: usel-az3

Threshold: Failed transactions Threshold: Failed transactions Threshold: Failed transactions
> 1% > 1% > 1%

(ALARM("az1-db-availability”) AND ALARM("az2-db-availability”))
OR

(ALARM("az1-db-availability”) AND ALARM("az3-db-availability”))
OR

(ALARM("az2-db-availability”) AND ALARM(“az3-db-availability"))

(ALARM("primary-database-availability”) OR
ALARM(“primary-database-latency"”))

(ALARM("az1-db-latency”) AND ALARM("az2-db-latency”))
OR

(ALARM("“az1-db-latency”) AND ALARM(“az3-db-latency"))
OR

(ALARM("“az2-db-latency”) AND ALARM(“az3-db-latency"))

Resource: Primary database Resource: Primary database Resource: Primary database
AZ ID: usel1-az1 AZ ID: use1-az2 AZ ID: use1-az3
Threshold: P99 transaction Threshold: P99 transaction Threshold: P99 transaction
latency > 75ms latency > 75ms latency > 75ms

BAUBTRURAE-EREZETAESEKZEN

LEIRE , KERERNEEABESRENEEERURESERHRBRBETIERENL. EREA
RN EEBEARRRYE K YEAFEFMIZHAZTERNEREH. EEERUTEREFEURENFR
HEATEE

A, BEZEESprimary-database-impactBEREBENABEHRERE . ERAAFTEER
ERTEEAUMAREEEANTAATAERS , MBRE CloudWatchAIEZE R AIIEE B AT EN
B, ERFINETHER 6 CEXERACEAERTEEEENER , LRBAEBEES —ETH
EiE (MMREKREBTR). BERBEF—EATAHERS 2% , ZUUEFYEERBENTARHERRE
RERE , IFLAMSLEEARET U A RESBEETE

E-#iTEEESERN S EER 21
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Summary

AERA=EHRBREANE-—THRBREN X, SELEHEX—EEA  UREHAITFEEIRERR
KM EERR.

CloudWatch SR B RAEWRERHTAMREERTZ LA TEENREE |, Fl0 98% (REMNATH
). 100% # 99.99% WH A , EFRHE-HAEREIEMN,

HEEENSEIRENE—TAERSES  NREEZEATAEREFRETHEBIER | SLER
iR T B REE

R% , BAE-HTEBESERNERERARRTAERAEEAREXEETRAESLARANER,

BEEXPHE—BEENERBAULIESE R CloudWatch BEBTHMES , URZE—TAESIRE
MEBAERRE  URH TSI THAESRIEEERTE,

Summary 22
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A B F AR =

HRRNE-THESFHZEZR , T—ETRRBRZTAES. BRFEEERWEGR.

B, FREFLEETHEEAEIZENTAREE. EVRERETARREBTNTIEAEY. £
REETEEE S  ERTFLEEEAHTEHERITHESPEMERZEN HTTP ;N GRPC EXR
ZERIRE . EHREERTIRERKES , EURRMELAEERESIFENTABSTEET

o BEREMUEAZHETHESTNWEREZIZETAERATNEREE , fl0 EC2 HITMEREM
REEEIVPC M MTEESHENTAEESS , EREENEN T EH/TER,

BEARRREHLEZZENTAESTHEFSE, EREE , RAEZXENTRAEHFME
EC2HTHERBIARRENERTHEECLHRAFTERMENTE., I, HRFE—BFEREHELET
Bk if , REELEREKHAEERENESH., SEZHREERNAREN , ETRESKERENR
VeI ITHEBNTLBLEA. FLEEDHERBRETAAWSEEANERT 5% EC2 HEE
B EAEXEHHE , LWRAWS Auto Scaling. It7h , EaE# ECS , 5% EKS FARBAWS Batch ]
L& VPC RIS AT A BB EMEFRTIE , (FREERREN -2,

ES-

- ATAEEE

- BHFEMNERFE
- BB EESIER

o PR E 2 HIER

A A B &AL

BRENE—EER A BFEFLEIFEEAZEZIZENTAHES A BREELEFIAESEL
HAZI) | ARBEBEAITARSECE. KEBEXAERETHRSANER , LB IETE AR
FERCENES K RFEHFE , fINERETRATHESPNEEZEREHNTER,

EER/EERERTHEEES  BF AZ FELERAEAEXEE THFNEREHE SV E(ALB), St
B TEH(CLB) , UARERERFHZ(NLB) (NLB BREFABESEHTE), FRABEHEHT
HR-LiEE. ELEAEEAAHTER  REEEETAEScE YS9 EERSEEMNFESZD
BESl. MRENERS Auto Scaling FHEF P& , EESHERE /Y o A &5 &R E s
88, WTEMT , EFTAESE 1 FHREHNTEESER 25% WEH , mMuUARSE 2 FHAEZ
ITERZER 10% HER,

A RS 23


https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://aws.amazon.com/ec2/autoscaling/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/autoscaling/application/userguide/what-is-application-auto-scaling.html
https://aws.amazon.com/autoscaling/
https://aws.amazon.com/batch/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/blogs/architecture/improving-performance-and-reducing-cost-using-availability-zone-affinity/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/disable-cross-zone.html#cross_zone_console_disable
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/enable-disable-crosszone-lb.html#disable-cross-zone
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/enable-disable-crosszone-lb.html#disable-cross-zone
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_RebootDBInstance.html
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Overview.Endpoints.html#Aurora.Endpoints.Reader
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Overview.Endpoints.html#Aurora.Endpoints.Custom
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https://aws.amazon.com/builders-library/static-stability-using-availability-zones
https://aws.amazon.com/builders-library/static-stability-using-availability-zones
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/aws-infrastructure.html#control-planes-and-data-planes
https://en.wikipedia.org/wiki/Andon_(manufacturing)
https://en.wikipedia.org/wiki/Andon_(manufacturing)
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-health.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/target-group-health.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#dns-name
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#dns-name
https://docs.aws.amazon.com/r53recovery/latest/dg/routing-control.html
https://docs.aws.amazon.com/r53recovery/latest/dg/routing-control.html
https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.html
https://aws.amazon.com/premiumsupport/knowledge-center/route-53-cross-account-health-checks/
https://docs.aws.amazon.com/ram/latest/userguide/working-with-az-ids.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-az-ids.html
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https://aws.amazon.com/about-aws/whats-new/2020/10/aws-cloud-map-simplifies-service-discovery-optional-parameters/
https://aws.amazon.com/about-aws/whats-new/2020/10/aws-cloud-map-simplifies-service-discovery-optional-parameters/
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https://aws.amazon.com/blogs/networking-and-content-delivery/creating-disaster-recovery-mechanisms-using-amazon-route-53/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-types.html
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https://aws.amazon.com/api-gateway/
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-rest-api.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-api-integration-types.html
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R, ERTUBLEBAATRKBRE—EE , YIRESETAY, EUUE=EREEBEEHBBHERS
R, UIFAAZEHRENERRERHE , SEESEATHESRZERN. EAFESEERNKRIR
R—BESEN , URBR TSR RMELCENIER, AN, MREFEAAEED , M=E%2%
BURAESREARRITR , AI—ARESETHEESREARIET , M—ERELEEMRE , &L
BEETARERARRITR. RUTATLIAIR —E53 HREETEREREFEAn BKFTEHTIE
BIRYE T AEESESRRT.

MREEABHETHEERRAR , LHAHEHE AZ @RAREBHES , FLABEAREEEREREN
REMSE , B LERAMEEH, —BEHEREALNHEETTREN SNS B, BELEEHREKR
i, FAASRMESNS T , FHEWETAESSZIE, EBEAFEESHENENEE., EFTRFEEY
MERE AP FMEERER  URBTREEE, cHUREH#HTARSRENERERES, T8, ©

ERRITHERERNED , UMBENRSNS BEEFBEURAEERHFETRIEN, CEFES
B TR ERRBE T —EEW SNS BALH HEREITEIMN T,

Pl , BEREER EC2 HTERBNRRABTEERBHELR HTTP W EEE, AR , SEH
TERSFEZRFETECEANL RS LERARE, WA, IRHTERSIIE4LE , AlTRTE
R HBBEANLRENTTHE. MBBRIEXN  #TERSRSNERRNEREE RN , WHATLUE
BERIAEEREIFE,

BIAHIEBHANE —EHXEREWebSocketi#E#E, 5 i# AP| BT AR RHEWebSocketAPITHE &
AT AELTER T EESZBCEE R EIREE, B —MEWebSocket , i1TEEE 7 LA T EHIREL ,
DR EFRERY , WEKKIEE#IXBA,

18 1) P TED 422 B A
6% , 4T

F—EEXEAERFEERRGLEEZZENTHESTHTINHE , UBRESHNTE. {
RREANEBTEARRTES  WEREBEIHEFRRERERTTITN, E , EREEER
Auto Scaling RIEE THHE , HLEHMBAENZINZLENTHE.

ATHREMERR  EERFTFTEBEREFERNEE, ZEXEBHAMEM T EHARERNR
7% , i EC2 BEiERE. Amazon ECS, Lambda &, EEEASERKFEENRE K BXKEEER
BEER, EXBEAOESHNEEFEAEHT  LURLPPENMHEGE, IBENERTRENT
B Fr o
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https://aws.amazon.com/dynamodb/global-tables/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-creating-values.html#health-checks-creating-values-calculated
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-creating-values.html#health-checks-creating-values-calculated
https://docs.aws.amazon.com/sns/latest/dg/sns-message-delivery-retries.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-websocket-api.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-websocket-api-data-from-backend.html
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' Supported Resource |
Types

Application Load

Balancer {
“AZ" : "use-az1",
& (\\EE} “Action” : "EVACUATE", 8
||= “ResourceType” : “ALB"
E Big Red Button }
) AWS Lambda  pitomation ~ AWS Systems Manager Operator
ECS Service
—)I(—

Auto Scaling group

Lambda function i Amazon DynamoDB

122 ) S T 5B 38 DASBR T A (2 43
1. BRI HEEEENIEER , SIWEBRESE. ECS FRBH Lambda W , ILHREREHR
HHE TR, XENERIRRETREREAXENER,

2. cEREAFEENTRARSEBERESMASHREMNYETARSREBETLR , HEE
B ERUBLE 71K

3. BRIV E ER , UBERERAIN TS,

4. EFEVFFHAE A SR IRAE DynamoDB EXRIER R, ATRAESE ID EfFADEIR5#£3 BEIR ARN
FEBERATFE. CBRRNTRRERTFATZHRES, &R K BREEUHERLAERS
BEORNEZER(GSI).

RASTRUGEEAMMNENR  AMUESERFERE  EESEHANERER , I TEMT.
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.CoreComponents.html#HowItWorks.CoreComponents.PrimaryKey
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.CoreComponents.html#HowItWorks.CoreComponents.PrimaryKey
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.CoreComponents.html#HowItWorks.CoreComponents.SecondaryIndexes
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. Supported Resource
Types |

® &

{

Application Load : “AZ" :"use-az1",
“Action” : "RECOVER”",

Balancer

AWS Lambda Automation AWS Systems Manager

“ResourceType" : "ALB"
}

Operator

ECS Service

—>I<—
{

upZ" o

“Action” : "RECOVER",

“ResourceType" : "ALB"

Auto Scaling group

- o

Lambda function i Amazon DynamoDB

}

FRAEISEEEH AR A A B R iRE

RELER -

1. 25 GSI| LHEHEEETAES P IEEEEANSEAERBRFREE UWRREEMETAES).
. #3iR DynamoDB £# KBNS EER , AESH B s BRHERE,
BRI AERE P A FAER B2 DynamoDB EHHIM FBKRESE —i,

2

3

4. ERAFH FRREEMERFERERE,

5. RITEREFH%E , 3B DynamoDB F&i& R L EREC 8%,

E—BER T TR EEVENTARS LB L ERRDENER, UTROMHY
BB 52 R AR A0 1.

- FIE EH AR A SR A RIS E T A B TR,

- BBEHEHE—{ ASC ARBE T EHERTRABTABRSTHREE.

- TR ECS—E# ECS MBERUAERBENBH T MBI,

- IS EKS— RFSHEXFETHESTFNER , URERENE™M , WL EXEHFEE b
[

BEREHEHECENMETRNRE, fln , EHEE ECS #4818 E & 1) RIS 50 F 10 830 #5 3#
ERHRBERBE N E/HREPE
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-add-availability-zone.html#as-remove-az-console
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/update-service.html
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/update-service.html
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HRELTHES  ELEFMTRSBREE THFEBIEREFENATAE #AREAFERELL
R (ERGTRAEEFRAAHECANTEUNRESZEN T ABEN TF) , BEEBTRAZEEHR
REZENTREIZS HARE,

@ WMREFTEIERT Auto Scaling FHEMPERER , X EREEFEEHAERFH IR ZARTE
SREEREREA  FEELES,

"EHEMERL SEAEBNEBEMERET AL ESERTEEE, CeEHEMT A RSP

BITER  UAFSEMENRE

, WHEBRO T EETEIEHTEE. T8 6 SHVE

HERBESEATAREP TS EIRE , SREHR ASC BRI ATRAES , BR&LEHNITE
B, EUREERETARENRGRERY , EEMAHNTEEBEXER KR, EE
hHEENEERRETRAESBYERNEAEEREHTHRNTARETFE, ATHILEE

EnaE | Bmarl

- MREEITUAEBERR , MEREEERGNATRAEEH D E
- IEEDNS REBENR/NMES B RS BUNERTHARIEMENREE T8,

ERRBREHNTEERRERIECR  REFTSEXIEBERN TR ES,

TREHE T PR R B BR R R B,

& 5 BREE A FIBE

PP
SR E 2 B

P25 P E RS R A

B
EREERFHEE

PR IEESFENTTHES
R I
EhRR A A EE RS R
B

Br b1 2B AV O] A B R AR
EMMRE

ERRG

TEhLRERBEZITEN
AAEE

I IEFRE TR HE R AR
RER LT E

R A 8 AR R Y 422 15 S T

T
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-health.html
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FE B ERFh
REZXENTHEIBRREE FTEASEARBRBENE
rE

A JE 4R PR B 52 R R H
REIRTEEENHEEA
rE

AR RIFEREMER AFERTHERBTEN —Hr, RENTHEHNNEREERSE , ELD
FEAARNIHEREFLEZZETARSTNREETHE. AR, —BERVNSERER |, BERHF
HEFNRHTE , ARFE/BLE,
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e

RARERUTREHENHR , URECMHNEETR , IHET /T EEFERRUBERMENERTIEA
REELBENEMHRLER, ET 81, CERREMRSHOTEREE  UARTERN=BL %
RENE-—THESNTE, EL—HF , AXMBTHTTHAEHAHBOME-—KRGE. E-—EHE
ERERNFEREBERL S TERHIZZENTHES  ME B ERERES FEBFEREILEE
EHENTHESTHERE, EMELEZHAERER T THESREESENMERR,

AERERRNEREX TRERRARERNNERERRAARN -y, ECEREE—TARFKE
WENSEZEEETIRIME  UELEHTCMAENESES  UREESEHENTE, B2 , BRET
ZTHEEEME  EEFETHEREUZSEHEBNEHEERNAERNBERAR. I, BZESE
DR #Lt , S EBERE /N RPO M RTO (kM MIEEHENTHMY ) .
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By sk A — HRIS °] F [ 33058 I 1%

MRBREEFEAAWS.NET SDK ( AR H At — L3 LAY JavaScript) 7t EC2 #1TEEE (23F Amazon
ECS M Amazon EKS) F#ITENRE , BN EZBESTAREE ID,

« AWS.NET SDK
Amazon.Util.EC2InstanceMetadata.GetData(”/placement/availability-zone-id”)

» EC2 BfIH#ER R

curl http://169.254.169.254/latest/meta-data/placement/availability-zone-id

EHMFEE (0 Lambda # Fargate) £ , BFEHMITAEESER , ARSKETAREE ID W
HE, FRATAREER , SUUKRINTARNTRES D :

aws ec2 describe-availability-zones --zone-names $AZ --output json
--query ‘AvailabilityZones[@].ZoneId’

THNEMNRIEE LENGFHERANTARESREBEEE bash FEAAWS CLINMEIQ, FE
HEMBRAANRTEEENEARES.

« DE% ECS- R EMBHHTEE P REBRK (IMDS) , BUUNARRPRERESR,

AZ=%$(cat $ECS_CONTAINER_METADATA_FILE | jq --raw-output
.AvailabilityZone)

« ERER(FERE 1.4 HEHRAE)

AZ=$(curl $ECS_CONTAINER_METADATA_URI_V&4/task | jq --raw-output
.AvailabilityZone)

- NRE— TAESTESEZREEYRE. BERIT  EFEETKEBETR, [t EETERE
—{EFAH API & REST ink , RImFMEEFEREW IP #hit, EAEEE 2 EEZIDEEEFERN
EMREEONIE IP,

o FEOHIIRIZEGetFunction AR S HEKEN ERFAEZEIRZBIIEH APL,

42


https://stedolan.github.io/jq/

ERRBESHHERE {6 R A I AP
« PO AP RIE BRI LABUS BN BT IP,
« £/ IP M VPC ID , S48 BA Y #8 RS /1 TH 36 BE 7] A [ 3

VPC_ID=%$(aws lambda get-function --function-name $ AWS_LAMBDA_FUNCTION_NAME --
region $AWS_REGION --output json --query ‘Configuration.VpcConfig.VpcId’)

MY_IP=$(curl http://whats-my-private-ip.internal)
AZ=$(aws ec2 describe-network-interfaces --filters Name=private-ip-address,Values=

$MY_IP Name=vpc-id,Values=$VPC_ID --region $AWS_REGION --output json -query
‘NetworkInterfaces[@].AvailabilityZone’)
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ff &% B-RBIFHETE

LT REEFERAEFRNHERATFHAEANES, EXBERHE  TEITLENEREE |
BREERHUTEBEFLIANE SRR, LRXEMLEHUFEENER,

B, — {8 Lambda RERHTEEES 2 EFHEventBridge EHFRENEH, SHNRBRESATIE
&

{
"timestamp": "2023-03-15T15:26:37.527Z",
"namespace": "multi-az/frontend",
"metricName": "5xx",
"dimensions": [
{ "Name": "Region", "Value": "us-east-1" 3},
{ "Name": "Controller", "Value": "Home" },
{ "Name": "Action", "Value": "Index" }
1,
"period": 60,
"stat": "Sum",
"unit": "Count",
"chiSquareMetricName": "multi-az/chi-squared",
"azs": [ "usel-az2", "usel-az4", "usel-az6" ]
}

ZEBEANEERZEEMENHRESEIRClIoudWatchE & (fltnan & =/, EEABIEE) , A%
St BETAEARAFAER. ENEERNBPHRBERRETEAMEA Python 3.9, HESHIK
¥, ElEEER CloudWatchsl — 2 ER , HRERBMTFHRE | RAEEMCloudWatchE2iE5E
ZBETAESAEEREENIERE R

import os

import boto3

import datetime

import copy

import json

from datetime import timedelta

from scipy.stats import chisquare

from aws_embedded_metrics import metric_scope

cw_client = boto3.client("cloudwatch", os.environ.get("AWS_REGION", "us-east-1"))
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@metric_scope

def

def

handler(event, context, metrics):
metrics.set_property("Event", json.loads(json.dumps(event, default = str)))
time = datetime.datetime.strptime(event["timestamp"], "%Y-%m-%dT%H:%M:%S.%fZ")

# Round down to the previous minute
end: datetime = roundTime(time)

# Subtract a minute for the start
start: datetime = end - timedelta(minutes = 1)

# Get all the metrics that match the query
results = get_all_metrics(event, start, end, metrics)
metrics.set_property("MetricCounts", results)

# Calculate the chi squared result

chi_sq_result = chisquare(list(results.values()))

expected = sum(list(results.values())) / len(results.values())
metrics.set_property("ChiSquaredResult", chi_sq_result)

# Put the chi square metrics into CloudWatch
put_all_metrics(event, results, chi_sq_result[1l], expected, start, metrics)

get_all_metrics(detail: dict, start: datetime, end: datetime, metrics):

Gets all of the error metrics for each AZ specified

metric_query = {
"MetricDataQueries": [

1,

"StartTime": start,

"EndTime": end

for az in detail["azs"]:

dim = copy.deepcopy(detail["dimensions"])
dim.append({"Name": "AZ-ID", "Value": az})

query = {
"Id": az.replace("-", "_"),
"MetricStat": {
"Metric": {

"Namespace": detail["namespace"],
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"MetricName": detail["metricName"],
"Dimensions": dim
},
"Period": int(detail["period"]),
"Stat": detail["stat"],
"Unit": detail["unit"]
},
"Label": az,
"ReturnData": True

metric_query["MetricDataQueries"].append(query)

metrics.set_property("GetMetricRequest", json.loads(json.dumps(metric_query,
default=str)))

next_token: str = None
results = {}

while True:
if next_token is not None:
metric_query["NextToken"] = next_token

data = cw_client.get_metric_data(**metric_query)

if next_token is not None:
metrics.set_property("GetMetricResult::" + next_token,
json.loads(json.dumps(data, default = str)))
else:
metrics.set_property("GetMetricResult", json.loads(json.dumps(data, default

= str)))

for item in data["MetricDataResults"]:
key = item["Id"].replace("_", "-")
if key not in results:
results[key] = 0

results[key] += sum(item["Values"])

if "NextToken" in data:
next_token = data["NextToken"]

if next_token is None:
break
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return results

def put_all_metrics(detail: dict, results: dict, chi_sq_value: float, expected: float,
timestamp: datetime, metrics):

Adds the chi squared metric for all AZs to CloudWatch
farthest_from_expected = None
if len(results) > 0:
keys = list(results.keys())
farthest_from_expected = keys[0]

for key in keys:
if abs(results[key] - expected) > abs(results[farthest_from_expected] -
expected):
farthest_from_expected = key

metric_query = {
"Namespace": detail['"namespace"],
"MetricData": []

for az in detail["azs"]:
dim = copy.deepcopy(detail["dimensions"])
dim.append({"Name": "AZ-ID", "Value": az})

query = {
"MetricName": detail["chiSquareMetricName"],
"Dimensions": dim,
"Timestamp": timestamp,

}

if chi_sq_value <= 0.05 and az == farthest_from_expected:
query["Value"] = 1

else:

query["Value"] = 0

metric_query["MetricData"].append(query)

metrics.set_property("PutMetricRequest", json.loads(json.dumps(metric_query,
default = str)))

cw_client.put_metric_data(**metric_query)
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def roundTime(dt=None, roundTo=60):
"""Round a datetime object to any time lapse in seconds
dt : datetime.datetime object, default now.
roundTo : Closest number of seconds to round to, default 1 minute.
if dt == None : dt = datetime.datetime.now()
seconds = (dt.replace(tzinfo=None) - dt.min).seconds
rounding = (seconds+roundTo/2) // roundTo * roundTo
return dt + datetime.timedelta(@, rounding-seconds,-dt.microsecond)

A&, BALASEAZ ZYE TR, THNS FRusel-az2MRER=1 7EENNNER , HE
[RESN 1 (1 RFAAFEHEFEREZNEGT LEERMGTBRANEE),

"Type": "AWS::CloudWatch::Alarm",
"Properties": {
"AlarmName": "usel-az2-chi-squared",
"ActionsEnabled": true,
"OKActions": [],
"AlarmActions": [],
"InsufficientDataActions": [],

"MetricName": "multi-az/chi-squared",
"Namespace": "multi-az/frontend",
"Statistic": "Maximum",
"Dimensions": [
{
"Name": "AZ-ID",
"Value": "usel-az2"
.
{
"Name": "Action",
"Value": "Index"
.
{
"Name": "Region",
"Value": "us-east-1"
.
{
"Name": "Controller",
"Value": "Home"
}
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1,

"Period": 60,

"EvaluationPeriods": 3,

"DatapointsToAlarm": 3,

"Threshold": 1,

"ComparisonOperator": "GreaterThanOrEqualToThreshold",
"TreatMissingData": "missing"

BB m-of- nSREW K EMEERRESERESE—E. CHUFEASETHRIETHEEE
HRBEEEIMBRBEUMENER. K% , EUUEFIESERNEESEAZHR/BEEEN
THAEREBEER  WEAREARFEENETHERR,
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AE
EFEEIHAXHTHNEALETE LT G, AXH : (a) EHBE , (b)) KREWNXHAWSER
HEBEBNHEZNEEE , BFXSBTEA , B () TERLEMEARIRBAWSK HEB N FE), HE
EHIREA. AWSERBRBEREK "HEk, B, FEEMAATHERZER. RAHHEEF. WET
MEBEEAWSTHEFIZEHAWSHE , B XHFBRAEAHBEN -2 , B A SBUAmE 2BiHE
AWSKHEF,

© 2023 TEHBEMBIERBLRANEMBEL R, RETEEF,
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AWS FER

MEHIFH AWS #isE , F2H (AWS FARER 2£) HH AWS FER,
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html

R E it E L R ERE 16 R AN AR AR X Pt B

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

liv



	進階異地同步備份復原模
	Table of Contents
	進階異地同步備份復原模
	簡介

	灰色故障
	差分可觀測性
	灰色故障範例
	回應灰階故障

	異地同步備份可觀測
	使用 CloudWatch 複合式警報偵測故障
	偵測單一可用區域中的影響
	確保影響不是區域
	確保影響不是由單一執行個體造成
	整合練習

	使用離群值偵測進行故障偵測
	單一執行個體區域資源的故障偵測
	Summary

	可用區域疏散模式
	可用區域獨立
	控制平面和資料平面
	數據平面控制疏散
	路線 53 應用程式復原控制器 (ARC) 中的區域移位
	Route 53 ARC
	使用自我管理的 HTTP 端點
	使用 Amazon S3
	使用 API 閘道和動態支援


	控制平面控制疏散
	總結

	結論
	附錄 A — 取得可用區域識別碼
	附錄 B-示例卡方計算
	貢獻者
	文件修訂
	注意
	AWS 詞彙表
	

