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https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html#disallow-root-access-keys
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html#disallow-root-auser-actions
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https://aws.amazon.com/premiumsupport/knowledge-center/reset-root-user-mfa/
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html#policy-iam-rootcredentialusage
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-wa-Security-Pillar.html
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html
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https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
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https://docs.aws.amazon.com/general/latest/gr/aws-security-audit-guide.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html#policy-iam-rootcredentialusage
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-20
https://aws.amazon.com/iam/features/mfa/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://aws.amazon.com/blogs/security/top-10-security-items-to-improve-in-your-aws-account/
https://aws.amazon.com/premiumsupport/knowledge-center/potential-account-compromise/
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https://aws.amazon.com/config/
https://docs.aws.amazon.com/securityhub/latest/userguide/standards-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://aws.amazon.com/partners/programs/gsca/bundles/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_identify_data.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_governance_reqs.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_compliance_reqs.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_architecture_use_policies_and_reference_architectures.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_policies.html
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://aws.amazon.com/artifact/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_eval_threat_landscape.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_evolve_ops_process_cont_imp.html

ZETHE AWS Well-Architected Framework
E1Eg5l

BA L ERSZESNE AWS LEESTHEERN TH. B Amazon EC2 #{TER L REFMHIT
B, BEFEARBEAT I NERLZLET. A THBERBBRESEEHNER , SR
FANEHHARETEXNEEN AWS SERY , YT HRNAERERBEPEAELRYE. &5 IIE
£ Amazon Relational Database Service (Amazon RDS) REZBEE ¥ E , £ Amazon Elastic
Kubernetes Service (Amazon EKS) 2 Amazon Elastic Container Service (Amazon ECS) RiGHAB
=, IEAEARSEE, BEEFMNEARIK K SFHZENLREEABLBEENEELLEG
F5 T A9 B R A AR AR

ERERUEZNRBHNZERNR, SERBUUBELERERERE AWS, FESHRBEB
i, THREeMNERRERENEENRELE , SIREZEE AWS BEHR G RRG B R #
E. &rLE AWS Artifact R BN mRERERZENEEME , FH AWS Z2EFINE
B, BB UEREL AWS B mATRHNEEESIRZFTENERE , URBE AWS EFEHE
Ho A5 iR ERERKIBLEANLZ 22 , MEXERENEEERARS.

ERAZEREE K BABKHERET/BFRANERF (H120 , E#H Amazon RDS FrEE & F ER
AR, 3 AWS Lambda BBV NRFTERS TR, BMAZERB RS BBAEHTIIRGE
BREEMNEEL T HEHRENZENARENET, AWS Health T E T LGB BEEEERE S
BHRMEEELER,

BESR

1. TR AZERBN ITEEERTH,

a. MRLERTIHEEHBERLE AWS , ZEREEIHER, S, FAER, EMEENRRE
WIEEER K ZERPEE (RENER) XRERR. BRE , T HREBENENARE
REREFURETRAEBHEHE,

2. ZRE/ Amazon RDS ¥ZERK , MELTRNERE B CHEMEBE.
3. £/ AWS Artifact PV EFIESI RGN EREEEHH THEEHFEINZSEF,
4. BEATPHNERGCHER  WHERZEBHWRENSZ , UEBIE/ N EENTHRE,

&R
MENREE

« PERF02-BP01 ENHRESEIEEHNESIRE
« PERF03-BP01 A HZEEMEERNERNRBEFERNEAERNEFNE
« SUS05-BP03 A Z & R

SEC01-BPO05 MM R&EHEE 18


https://aws.amazon.com/rds/
https://aws.amazon.com/eks/
https://aws.amazon.com/eks/
https://aws.amazon.com/ecs/
https://aws.amazon.com/serverless/
https://aws.amazon.com/artifact/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_compute_hardware_select_best_compute_options.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_data_use_purpose_built_data_store.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_hardware_a4.html

ZETHE AWS Well-Architected Framework

B -

« AWS Health Bt EIE B RS 4

AT E -

* AWS Health
 AWS Artifact
- AWS BEFESHiEE

|2k

« fa{EA AWS DMS E#ZE Amazon RDS 5 Aurora MySQL & ¥} E#17 {E & 2
« AWS re:Invent 2023 - 5/ AWS Health KIRIEEEEREMBHES

SEC01-BP06 BB BIEE L 12|

HERBEMBERE AWS RENRERSEHIE , SRAKRN DevOps B, ERAERRENENR
(laC) BAERREL 2 RHMERE, HBURKZHRKTWEE, £ CI/ICD EERAZREE , WL
EREDBELEM AWS RIE,

FHIMR : 1aC BARSHIREE (LRSS, WEEERERAFEFERK, CI/CD EEXEMFER
2F  YEHBAANBEEN AWS R, BHERGIERFEETHE N , TEUEARFAERE
RAHHIREE, THAEEHSNEINCHRIEEZRFNRED, EREEEREBRBEGBEEKE
HBRIEEE, ESRERENROMERRKERZHER, ESBNEEER,

ERHORER :

« Eif Web A TINE , FHEERELSEF,
- MFEER THERBERFBEFDREBRERNES,
- MEFRZLERETFERERNERTE T EREBRAIZS,

- AFMEENEARBERKREE. ARNBBLLEHEDLESE  MARZEEIHE , NEEHY
EL 0 A 15

BYNKEEENED  fREAERFRERSEG | REMEMARFEHERFERN LR — BB
8F, FHEDLANAENFELENRRECMAFRNYE , tMRESKDBENRE |, R

SEC01-BP06 BB EI B RER £ 24| 19


https://docs.aws.amazon.com/health/latest/ug/aws-health-planned-lifecycle-events.html
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://aws.amazon.com/artifact/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://www.youtube.com/watch?v=vqgSdD5vkS0
https://www.youtube.com/watch?v=VoLLNL5j9NA

ZETHE AWS Well-Architected Framework

FHEEEE. ATFEEEEBREMABRBETRTELENRBNAERL | TR EERERNER
R EER, Bt B BN EEB N FERRIBEPNALZRSE,

REVMREEBENEARRESE : +
BiFE 5|

EfE SEC01-BP01 FARFERI/EEHPARANER K EHRKSEZMEAWS IRF , TAREER
AWS Organizations EEWAEREKE. HAHPEEARENIEFESETEFTETANRLES , B8
AUSEEABHNRELZSRGEEL, GHOEBRESEPNFHREME. ERRBEMPHAE , UK
SEARBENI>WMAFNEENE, Bl , BUUFERERRERERE (1aC) ASRKBRENE
AEXEXEHXEFERAZEREME , L LIER laC REZMHBBEERLEFH,

ERURUEESNARNES LS (HlIE AWS CloudFormation #) , WA H R EFE R R
W, A DevOps BERREBEERS , LEERZTRRBITRA, A AWS CloudFormation
Guard ETEETHEAE , URERDHBZEFIEMEAEZBENRE, EAUER AWS
CodePipeline, AWS CodeBuild #1 AWS CodeDeploy ZR#E 4 CI/CD BiE, BFEEBFEHZER
FEBEENAWS IRIEFNIES , MEZECSHIRFPREELRE , KHEHMBEEEDBR,

B U EREARBEECERNIE AWS IRF IRF, REMERE, HENTEPRZLERKE
HEELESR A WEBHBREAZHHEHREEIFESERK, BERE—HNWAEEZ—2#FA Service
Catalog , BAUEEPRBELRZHRAER , ELEEFEKTUEELERMABCHNEELE

., MREFEAIZE AWS Control Tower , RS H AT SAMEARE R, Control Tower B2t
Account Factory ThEE , R T EEHERRERAEERNEERIFTN AWS IRE, ItLIhae G BIAHE
MREPREKVKRE , UETEESERREERIIMESRZENEZLTIRS. ST EELR
B, U EREBRNEHRNIIGE, MEEERNHRUEIETAERRA , ERTENIEESE TH.

BESR

1. EEWERAN RS R E T MEERER,

2. BY Cl/CD EEUAFRMMBELNER, ERANEURERTEERER  URELREHELER
AINRE,

3. EERE(HAR & , #HTHEEHERBBENFTRIE AWS tRF MRS

4. SHHEFERE, ETRNABEREFRZENRONERKE,

&R
MENREE

SEC01-BP06 BE)ERBEER 12| 20


https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_multi_accounts.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codedeploy/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/deployments-ou.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/deployments-ou.html
https://aws.amazon.com/servicecatalog/
https://aws.amazon.com/servicecatalog/
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/controltower/latest/userguide/af-customization-page.html

ZEXHE AWS Well-Architected Framework
« OPS05-BPO1 fE M R A 24l

« OPS05-BP04 EHEZEMBEERM

- REL08-BPO5 EF BB {LEFBEE

« SUS06-BP01 £ A AT LABRE 5| A K AR SRR 75 5%

FEREX M -
- FERAZEREEBEN AWS IRIE

raEBEa )

+ {£ 8 Service Catalog, AWS Organizations 1 AWS Lambda BEZ2 LR EFHEE R

« £/ AWS Secrets Manager, AWS KMS # AWS Certificate Manager #13& DevOps & & I {r E &
*Sl

MHEA T E :

* AWS CloudFormation Guard
o AWS ZBE[E1E NiEES

SEC01-BPO7 EF R B#EEE B R B W E £ E BiRMFERE

HITRBEE  AENIAARSRNTREECTRABRABEREEENRN K. EERBNELIEF
WHBLZEEGEERER , UL, GANEEEE. RENTERENER  UARTERZBNZ2E
2 EfmaAMEELL T,

REBUNBEERRNERER . 5
BFHEs
TERREEE?

"BEEREUREBREEVAER  BA. BENTHRBERERER. o - FBE Web BAEAZ
2EXE (OWASP) ERFEXAREER

RAERAREERE?

SECO01-BP07 £ fl B{ &1 AL 38 Bl B & 3 (B S5 B BAR A 1E 1 21


https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_version_control.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_build_mgmt_sys.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_tracking_change_management_automated_changemgmt.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_dev_a2.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/deployments-ou.html
https://aws.amazon.com/blogs/mt/automate-account-creation-and-resource-provisioning-using-aws-service-catalog-aws-organizations-and-aws-lambda/
https://aws.amazon.com/blogs/security/strengthen-the-devops-pipeline-and-protect-data-with-aws-secrets-manager-aws-kms-and-aws-certificate-manager/
https://aws.amazon.com/blogs/security/strengthen-the-devops-pipeline-and-protect-data-with-aws-secrets-manager-aws-kms-and-aws-certificate-manager/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://github.com/awslabs/landing-zone-accelerator-on-aws
https://owasp.org/www-community/Threat_Modeling
https://owasp.org/www-community/Threat_Modeling

ZETHE AWS Well-Architected Framework

ReAHiEnEN YTERRESEEEMEERRD , #MEREANTEREERESHNERFREE
MBHEE, EEKE T RATRREFEZETHENMNEARMIBE, EEEMMUENERARIIBENHE
JIBEESHEERILTEZEZARSRNERRE, ke , BFEE-ERRLITERIBERFNERE
RE , ARGIEERBEERE YUELEEBERSELREREBNEREFREELERRERLSNE
LRESANLEN.

REEZRSARAEERKMNLTE  ENREERIBETRESRNAREE , WEEITRERARN KA
MEHELERBRBRELEREE. LA ZEENBZEMNERRAUE -, REEERKSEA
BNEREEEFES K SBERARERDNSGE  HEHEBESHEMLEFIRE.

AIREATRERE ?

ETHEEENEGERTREFREBEERR G TREANBEEIRREZWAREEFEBBINEE. 5
REBER &, BFERE , MENBERAIRBA T XMUER, BEEEZTEERHAI M,
WEEZEGEEE THERENSEMEE, BREAENRRENEEEE K SREREARE, REX
ZEEML , ARRAM RS RIEE

BHESR
BAMAAITRERE ?

BIZTEANAARGITRERE, RREXRFES K SFERY K MEEEERESENT
No HE—ESERM Shostack #HHRHBEEN 4 EREERMHKREF  EPRELEHODENEES
RENRBEERBREES

1. BPIE BIEMATE ?

LREENENRHEETHREEZENRBELH cME-—BNER , UERZRKER ARV
B, EVBBEGEREOZLBESZEUN G L, RAE B S EERENRBERENL
PlaERERRER. S TERARENRENRRINEZEFHEACEIREERRENEE, EW
FHZHRERENSEATINEENES  LRZEFEEATTEEANIE (S RRKIB
RFRRA), BHIRERE , IREEERE Web BARN , I NMESRKBARERAFIREMAFR
RGEERBIEFNERE RAGEIZEBENFFIHLEELERE,

2. fTEERRE I 85 2

EREHINBRABNBEZE. RERFNTHAENBFRESH , EFRTILENTE | W H TR
EXERRRE, NRHIREECERIAERENTH , AIEEHEETE,

HRMTETRLE X RERENTEAIE, EYLFEFTERRANSEAES RHNEEA
EERBEREREFETESNLEHE, SUERABRRENRERIGEEEER , W

SECO01-BP07 £ fl B{ &1 AL 38 Bl B & 3 (B S5 B BAR A 1E 1 22


https://owasp.org/www-project-devsecops-guideline/latest/00a-Overview
https://github.com/adamshostack/4QuestionFrame
https://en.wikipedia.org/wiki/Data-flow_diagram
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/#tips
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/#tips

ZEXHE AWS Well-Architected Framework
STRIDE , ESERTRAMNERILLETFML : 5FfR. B, BR. EFRE. ERRBENEHE
PRo kesh , But R EEZRENFELMRULESERRGERESR , 2 OWASP 8]+
K. HiTrust HE&# , UREHEBEFHOEHER K,

3. B EMAIEE ?

MR E—ERE—& , SR ETRENERERLIEFENFTETRE, LTRNBARL—FH
BINEE. BENREZE,

REHEARRENAWS cENHAESE. THESRE "ENERMEE? ., &, I ERB T#
BEHHAT?, E—HREE. THEEAWS CANEXHEEIREERERERENEE
ERELERE THEBRER , EBER AWS RBERERREHFNRRBERFIERNES,

HRAHRRETMH AWS 2o |, FBAGHIE AWS REEFZSRTENEE 2R, ELFTERHEERT
R AWS EHEERZSMER S ERIMNEKRES, REELHTENEZREATH AWS BEE#%®
AWS Artifact T,

ERGERMEAWS R , BRI REFELR  MENRERETEISRELTE —BNE
g, R AWS BREASNZ22HRHER  CEEREEGEFZLEH a5 NiF
WER BRENRE). E8RE (FENEHT), ERRERE, AFCHENERSHAE., BE
AWS BBENXHHRBEEENZEEH , RHELZLEHEARBEENES. EENR , ERBELE
ERBNEABRARAGBRKYE , B EETURIUBREL R BRG], ELBHTURE
AR, THEEREENAREESER, AZHRAIBEREAITEXABHSIA , BLHFEIR
tEE

4. BHRESER?

ERRELANEBRNESNEREREENImEUARBREATREEENEE, ELWELBR
B, 28, HENEENES, FEENMRALERF , ERECELNERTHEEASEYRER
By ERESXNIRREHATE. i MREEESREBUNMEHREEEES ECEBNER
EXFERENBY , F20 AWS T2 BER LN IETREREXE,

ATHBAYEEEHTRERE FEREARERERTIE RTEEEMEREEREREENK
. 1t TEAHBIEHIT T 5IRHE

- BEEBEXCEAN, TEAARFRETEREFEANERABEREN

- EEAETRENEEEE

- EEMBTENEHEER  UELKREEAR /RN

SECO01-BP07 £ fl B{ &1 AL 38 Bl B & 3 (B S5 B BAR A 1E 1 23


https://en.wikipedia.org/wiki/STRIDE_(security)
https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-top-ten/
https://hitrustalliance.net/hitrust-threat-catalogue/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/artifact/
https://docs.aws.amazon.com/security/
https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html
https://owasp.org/www-project-mobile-top-10/2014-risks/m9-improper-session-handling
https://owasp.org/www-community/vulnerabilities/Buffer_Overflow
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel/en-US
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://github.com/awslabs/threat-composer#threat-composer
https://catalog.workshops.aws/threatmodel/en-US/what-can-go-wrong/threat-grammar

ZETHE AWS Well-Architected Framework

o {5 PR 2R 48 R AR 15 BY S8 HRIRE B o B M B 2= 58 B R AT SUGE RY R

MFE-LNBE  FEH "RERBR. | LRIRKEENEL TR,
&R
MENRES

« SEC01-BP03 3Bl F S ¥ 1%l B &

- SEC01-BP04 BEREER LR ENERN RN EA
+ SEC01-BP05 fi/) 2 & EE & E

+ SEC01-BP08 EHF - M B T2 RIS T BE

FEBA S A

« MTETRERE (AWS ZEEERK)
« NIST : LER AP ONRGRERIEIEE

B

« AWS Summit ANZ 2021 - a1 #ETREEE
« AWS Summit ANZ 2022 - ER R £ 1% - $FHREN L £ RN ETRENL

FAEBRIAR

- BEASBEBVYVREEEMNERS R — AWS Skill Builder E# B E#EIE
- BEABEBVREEENERS R - AWS Hizteg

fHEATE .

SECO01-BP08 E BTt M EEF N L 2RI M &E

AHEMERE AWS M AWS SEBHRHENZERBENDEE , BEBRR TEEHNZEMRE,

SEC01-BP08 EHFHAMEEFH N LT 2 IRIE M ThBE 24


https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://csrc.nist.gov/publications/detail/sp/800-154/draft
https://www.youtube.com/watch?v=GuhIefIGeuA
https://www.youtube.com/watch?v=DjNPihdWHeA
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel
https://github.com/awslabs/threat-composer#threat-composer

ZETHE AWS Well-Architected Framework

FHIRR | BHE—EREER , TBHAE AWS M AWS SEBHBITHNHDEMBRE, LFFTMHLE
LR RERR N TS H B s M EH R R E,

ERORER :

« SERFTES AWS EREE A RSS MR |, R kR AERIR 15 HI4H BA Y 3 Th BE M AR 35
« SRS = FHRIRG AL 2RI ThAERY BT B E R
- BREXBEBIHN AWS ERERREZEESHER

BYNKREEENED  NRECEREREZEEFTNRERBENIIE , RALEERRENTEAEEDEE
EHELHMEBENRE. ELERFRHRESHRTEHZICNZEREZNZR , URGHNMAER
AWS BR#HREr S LB EE

REV M HREBEHHNRBER &
BFHES
AWS EZBEERBEBANETF TN R ERBMINEE

- AWS RFTER
- AWS $BIEREA%
- AWS Z£IPER
- AWS Z£ 0
- AWS X##EE

T LAE A Amazon Simple Notification Service (Amazon SNS) 5TB AWS S HIREE#H £ 18 |, LUIE
BRENSHEFNRE, FEZLRH®E (B2 Amazon GuardDuty 1 AWS Security Hub) R #EC
M SNS & , UHEEEHELRERKERBNHELE, BEGERREMBER.

BFLREHEERTZIHEEE. THNERAEE , RSP EMEFMAERTRENIIEE. HP4hl
EESBREINRFE AWS relnforce ZE2EZR , URBRAELH AWS re:lnvent B&. STHRIFTIREY AWS
FEEEESEELERRENEMBRKENERLS , BILE YouTube £ AWS SEESEER LS
EERANHBEHEIEEE,

WA LA IR AWS 1RF BRABAESENRERBEERNEBNES. NRRIFEEBIZES
BAILBEBHEASEREMBENER. BEM  MRETE AWS £EZE , #EFRIIRBEHMN
FEFEE (TAM) WEBREH , EUNEGMREEHREESE.

SEC01-BP08 EHFHAMEEFH N LT 2 IRIE M ThBE 25


https://aws.amazon.com/new
https://aws.amazon.com/blogs/aws/
https://aws.amazon.com/blogs/security/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/documentation/
https://aws.amazon.com/blogs/aws/subscribe-to-aws-daily-feature-updates-via-amazon-sns/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_sns.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-announcements.html
https://aws.amazon.com/events/
https://reinforce.awsevents.com/
https://reinvent.awsevents.com/
https://www.youtube.com/c/AWSEventsChannel
https://aws.amazon.com/startups/learn/meet-your-aws-account-team
https://aws.amazon.com/contact-us/sales-support/
https://aws.amazon.com/premiumsupport/plans/enterprise/

ZETHE AWS Well-Architected Framework

BESR

1. £ RIEFH RSS BERI BRI ETENEERN LG , URFTHS B IhAEERT SNS £,
2. FHMEES ML AWS SEE) , LESHEMUIEENMBBNE —FEA.

3. EBIEM AWS 1RF BIRSEE SR , U RAEEN RS RBE MR EMRIE.

4. ZRFIREEXE , A EH@EMEFER (TAM) 5558,

iR
MENREE

+ PERF01-BP01 7 &3 2% 0] B Y E i IR #E F Th gE
« COSTO01-BP07 K B 7 357 Y RIS iR A4S

SEC01-BP08 EHFHAMEEFH N LT 2 IRIE M ThBE 26


https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_architecture_understand_cloud_services_and_features.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_cloud_financial_management_scheduled.html

ZETHE AWS Well-Architected Framework

BoRlEFHE

HEER AWS R , B4 ARBENERAENEARXNEFIE AWS IRFHANER, EEE AWS
LHTESTHREHE  FERENS S EENFT , UERHEEBASEEERG THFIERNE
Ho AWS IR SEINAEIRIR , HYEEBRABRNERS 7 REF T, ELYRENREER I AMEE
Bl

ES]

R
&
i

3
i3

Eilql!
gl
R

BErER
RERSH AWS THENE  CEEEERES 8L,

« BAES  REFEREN AWS RIENEABRANEAS S IS/ =@FE - ALER, F=FHNE
A&,

ANERBREEREEER, ABRAR , URSAEHEBRENREAR. tNFTEFIREREE, &
B NIRELRE AWS BIR.

B=FRNIBEE  SINERETEH. BRERSERHF. aMESESEDNBEES , eFERE AWS
BEREE,

FRERZEARRNNEAE. MfER Web BB, AFRERERX., TBHEABRXIEEN®
45| T EFZERN AWS EIE,

- BB I FNIEERERER, BEIENTHEES S FEEM AWS R HFER |, Flani&EE
BRl, EEE S tBEE AWS RE (11 Amazon EC2 #1TEEE S AWS Lambda BEIE) A#11THY#%
. BHANUEEFEFRE AWS REZAPEHRWEERE 2D , N AWS AZPAHES.

REEK

- SEC02-BPO1 fE A= B A
 SEC02-BP02 fif f i b5 B 5%

« SEC02-BP03 % £ ith fi# 17 #l i A i 3%
- SEC02-BP04 {IfEEF RGP EMHE

5988 27



ZETHE AWS Well-Architected Framework

« SEC02-BP05 E & M m B
- SEC02-BP06 £RA £ A EEHEME M

SEC02-BP01 fE FH R E A #

BA (EABABBETRE) TRAPEREEASEEERE (MFA) SHABNER  AHEERA
BRUIBNREABIRBLOHERT. EARIBARMBEEER VFA NEX BB REKS
EER,

FEHIR R : FEiBY AWS Identity and Access Management (IAM) iEf &, AWS IRE {BEHE. AWS
IAM Identity Center F15% LG & SR M EFE BN EABSE |, REE AWS R EAFEUREN R R,
EEREFERFEA MFA |, s ZRBEK , UREIEENZEATA.

FEANRER :

- REALNEAFHRAZRBIR , S/REHRHN MFA,
- ETREAE 2BHHAMEERNER.
- RBEHE ARV AERERRS,

REVNHGEBRHNRBER . 5

B FHEs

BEASDARABELEREA AWS, AWS HEBEXRMEFEARBE (£ AWS IAM EEEH IdP 2
B E# SAML 2.0 BR SR AEA AWS IAM Identity Center) WEF X B0 1RMHE |, @ AWS #TE DR
T, EEEBBRT , UEHN B 5 RME R Microsoft Active Directory B Z £ EAREF.

BB XA AWS IRF B, U AWS IkRF REAERIK. SRECRAKRSRERERREMEA
ENFHE UREEREAENER). BLERBMAWS IRF 2%  MAARFREAERMZE
EERFE (MFA) , XEA AWS BEEBBERRRBRERE,

AWS IAM Identity Center REABE T FREMKRET , BULERBABRINEBEFERHES Y , ¥FEH
MFA REEAEF. AWSE —JH , Cognito EREAEF 50 MEIEE (CIAM) Frikit , ©AER
EXPHARERAES D RACEHAEEEN G D RESE,

MREAE AWS IAM Identity Center PRI FERAE  FREXBRBEFNEARRF , YHEB MFA, HR
CERAERNTHNBERES D , B LUEER Amazon Cognito F & EE LR EZ RIS PRI EARE
7, 2i&Ei® Amazon Cognito FAEEEXENEF—EEF I REE,

SEC02-BPO1 fE A= & A 28


https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/cognito/index.html
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https://docs.aws.amazon.com/verified-access/latest/ug/what-is-verified-access.html
https://aws.amazon.com/iam/
https://pages.nist.gov/800-63-3/sp800-63b.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#enable-mfa-for-privileged-users
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/mfa-enable-how-to.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-allow-user-registration.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-mfa.html
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-adaptive-authentication.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-advanced-security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_users-self-manage-mfa-and-creds.html#tutorial_mfa_step1
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_secrets.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_share_securely.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://aws.amazon.com/blogs/security/how-to-implement-federated-api-and-cli-access-using-saml-2-0-and-ad-fs/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/cognito/latest/developerguide/federation-endpoints-oauth-grants.html
https://docs.aws.amazon.com/cognito/latest/developerguide/federation-endpoints-oauth-grants.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://aws.amazon.com/pm/ec2/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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https://aws.amazon.com/secrets-manager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_secrets.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_share_securely.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://aws.amazon.com/blogs/security/access-aws-using-a-google-cloud-platform-native-workload-identity/
https://aws.amazon.com/blogs/security/how-to-access-aws-resources-from-microsoft-entra-id-tenants-using-aws-security-token-service/
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https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/eks/latest/userguide/create-node-role.html
https://docs.aws.amazon.com/eks/latest/userguide/create-node-role.html
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https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.IAMDBAuth.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.IAMDBAuth.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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a. ZEREA git-secrets 2N T EUUBAFHEEZ TR ENREEXNBRTE,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://aws.amazon.com/codeguru/features/
https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets_lambda.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/kms/latest/developerguide/services-secrets-manager.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://aws.amazon.com/blogs/security/tag/aws-secrets-manager/
https://aws.amazon.com/about-aws/whats-new/2022/12/amazon-rds-integration-aws-secrets-manager/
https://youtu.be/qoxxRlwJKZ4
https://www.youtube.com/watch?v=ryK3PN--oJs
https://www.youtube.com/watch?v=k1YWhogGVF8
https://catalog.us-east-1.prod.workshops.aws/workshops/92e466fd-bd95-4805-9f16-2df07450db42/en-US
https://mng.workshop.aws/ssm/capability_hands-on_labs/hybridactivations.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://aws.amazon.com/cli/
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithSAML.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithSAML.html
https://aws.amazon.com/single-sign-on/
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https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://aws.amazon.com/directoryservice/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sagemaker/latest/dg/onboard-sso-users.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/monitor-getting-started.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/monitor-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_finding-unused.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_delete.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://aws.amazon.com/cognito/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_groups_attributes.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_lifecycle.html
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/iam/resources/best-practices/
https://aws.amazon.com/blogs/security/getting-started-with-aws-sso-delegated-administration/
https://aws.amazon.com/blogs/security/how-to-use-customer-managed-policies-in-aws-single-sign-on-for-advanced-use-cases/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://youtu.be/YMj33ToS8cI
https://youtu.be/TvQN4OdR_0Y
https://youtu.be/vbjFjMNVEpc
https://catalog.us-east-1.prod.workshops.aws/workshops/590f8439-42c7-46a1-8e70-28ee41498b3a/en-US
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https://aws.amazon.com/security/partner-solutions/
https://github.com/Versent/saml2aws
https://aws.amazon.com/iam/features/mfa/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-iam-3
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-iam-3
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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https://aws.amazon.com/blogs/security/zero-trust-architectures-an-aws-perspective/
https://aws.amazon.com/blogs/security/how-to-implement-the-principle-of-least-privilege-with-cloudformation-stacksets/
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html
https://docs.aws.amazon.com/aws-technical-content/latest/cost-optimization-laying-the-foundation/tagging.html
https://aws.amazon.com/answers/account-management/aws-tagging-strategies/
https://aws.amazon.com/premiumsupport/knowledge-center/tagging-resources/
https://www.youtube.com/watch?v=8vsD_aTtuTo
https://www.youtube.com/watch?v=1p5G1-4s1r0
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_general.html#troubleshoot_general_eventual-consistency
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_general.html#troubleshoot_general_eventual-consistency
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_run_game_days.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_dr_tested.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html

ZETHE AWS Well-Architected Framework

ZIHN MFA ZHEREZNZ M BIRFNEFEHFHURERZIENERZLEESEEN
ETEHIRBE  URIRFNERRBRERARZINLZLEREELNHAERERT. EBNE
MEHRE A RAFEE-ERCEAERE. RUR A BARERHACRE K RUBZEEESREMLUR
ERAENEDBEA, BLARKEERFEARSH , IHEBEEESHEL TREAERR,

HEEN 2 AWS LN EHRHAEARERBELINEBH

EEBLNETIHEAEBESE AWSIRF | BRI UEANT S 2 RAEERE IAM Identity Center , SE
3 IAM B4R #E (SEC02-BP04), —fRRER , LA LLEA B2 REEREN SAML REER XML
XA REITIELRE. PEER XML XHEBE—E X500 B , HEREDRMEEAREEH SAML
BRAMNILE S,

AWS RV E LR REER EESRAIRM. 5S—EBRZE , EA AWS @y X.509 &= 768
H MEAHBENHPEES XML HREA AWS 1, EMERAMBARES TEAER AWS B
BFE , ERRIBREBLE.

EEERISEHYP , BURME AWS WEERREE P EES , MBEMESREE, flin , BNEHEE
EFARSTFHEFEARSTFEAWS tRFE, {15 Identity Center EEEIIRFHHNAE , WiEBR
BB D IRMEEEARHN SAML FEER XML XHREFABE DIRMEEHE , LIEFRABS.
BEEEE  ANEIFRERECALEREEFRBESEEIEEHIKRS,

B LMRER SR THEER 1, FERN A ERBIBRAENER, SUUSREERFTIRTELE
B8 , URFMMREEFE Identity Center B ERF AR EXIRF B ¥ Identity Center B1TE1E,

HWEE 3 : Identity Center FER

& — %4 IAM Identity Center 5 AWS [EiF RFETHER , BRERE — @7 ARERKFE AWS
Management Console BYFHEE,

ZRATFNEFSERSRFY  FRAEN S RUEEH IAMWEERS, WESEEFNRFTEEN
HMER |, FFSBEE AWS Management Console I8 2717 HL,

BESR
BRMERERXNERS R

- BYRSFHEFEAN AWS IRF. BEIRFHEAERMAMEN IAM EIR |, 20 1AM &5 IAM
ERAE , WA LUREEY IAM B oRME, A, EIHEEH AWS IRF RHEEEVERS IAM
A  WHRIFHWRSFHEN IAM AREINESEEER. ZLER AWS CloudFormation
StackSets ¥ &t AWS Organizations BN R ERE P E I L EER.

SEC03-BP03 B2 E2EFEHERF 57


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_develop_management_plans.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_run_game_days.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/choosing-git-branch-approach/understanding-the-devops-environments.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://aws.amazon.com/blogs/security/identify-unused-iam-roles-remove-confidently-last-used-timestamp/
https://aws.amazon.com/blogs/security/identify-unused-iam-roles-remove-confidently-last-used-timestamp/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/MonitoringDynamoDB.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-cloudtrail-logging-for-s3.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
https://www.youtube.com/watch?v=YMj33ToS8cI
https://aws.amazon.com/organizations/
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#how-controls-work
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html
https://docs.aws.amazon.com/controltower/latest/userguide/orgs-guidance.html
https://docs.aws.amazon.com/controltower/latest/userguide/orgs-guidance.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/singlesignon/latest/userguide/temporary-elevated-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_strategies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_data-perimeters.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
https://aws-samples.github.io/iam-identity-center-team/
https://docs.aws.amazon.com/singlesignon/latest/userguide/temporary-elevated-access.html#validatedpartners
https://aws.amazon.com/iam/identity-center/
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/singlesignon/latest/developerguide/what-is-scim.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/singlesignon/latest/developerguide/what-is-scim.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_identity_provider.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
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https://www.youtube.com/watch?v=a1Na2G7TTQ0
https://www.youtube.com/watch?v=TvQN4OdR_0Y&t=444s
https://www.youtube.com/watch?v=x-Kh8hKVX74&list=PL2yQDdvlhXf8bvQJuSP1DQ8vu75jdttlM&index=11
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://aws.amazon.com/iam/features/analyze-access/
https://aws.amazon.com/security/provable-security/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-access-preview.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-Publicly-Accessible-Resources.html
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/aws/amazon-s3-update-cloudtrail-integration/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://docs.aws.amazon.com/macie/latest/user/findings-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html?ref=wellarchitected
https://docs.aws.amazon.com/controltower/latest/userguide/controls-reference.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_use-managed-rules.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
https://docs.aws.amazon.com/awssupport/latest/user/cloudwatch-events-ta.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
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https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharingamis-intro.html#block-public-access-to-amis
https://www.youtube.com/watch?v=ip5sn3z5FNg
https://www.youtube.com/watch?v=i5apYXya2m0
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-securityhub.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-backup.html
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https://aws.amazon.com/ram/
https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-network-firewall
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/scp.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#scp-effects-on-permissions
https://docs.aws.amazon.com/AmazonS3/latest/userguide/about-object-ownership.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/welcome.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html
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https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/perimeter-implementation.html
https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/APIReference/API_PromoteResourceShareCreatedFromPolicy.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html#share-kms-key
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html#share-kms-key
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-walkthroughs-managing-access-example4.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://aws.amazon.com/blogs/security/establishing-a-data-perimeter-on-aws-allow-only-trusted-identities-to-access-company-data/
https://www.youtube.com/watch?v=X3HskbPqR2s
https://www.youtube.com/watch?v=iu0-o6hiPpI
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https://www.youtube.com/watch?v=SMi5OBjp1fI
https://github.com/aws-samples/data-perimeter-policy-examples
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/workloads-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://aws.amazon.com/blogs/security/how-to-use-external-id-when-granting-access-to-your-aws-resources/
https://aws.amazon.com/blogs/security/how-to-use-external-id-when-granting-access-to-your-aws-resources/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/identity-management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/blogs/apn/tag/cross-account-roles/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_define_guardrails.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_lifecycle.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-walkthroughs-managing-access-example4.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://aws.amazon.com/premiumsupport/knowledge-center/cross-account-access-iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic-cross-account.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://aws.amazon.com/blogs/apn/collecting-information-from-aws-cloudformation-resources-created-in-external-accounts-with-custom-resources/
https://aws.amazon.com/blogs/apn/securely-using-external-id-for-accessing-aws-accounts-owned-by-others/
https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
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https://www.youtube.com/watch?v=20tr9gUY4i0
https://www.youtube.com/watch?v=YQsK4MtsELU
https://www.youtube.com/watch?v=xzDFPIQy4Ks
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/configure-cross-account-access-to-amazon-dynamodb.html
https://github.com/aws-samples/aws-sts-network-query-tool

ZETHE AWS Well-Architected Framework

(=Bl

HRABAME AKX  BASHATTIEENAERE  UREAENTR, F—ESS TUREERARE
ARMNESBRPNSEMCE, EAERREEIZENE (HI40 , CloudFormation #7) , A LUEBE
Cl/ICD EEHRFERHFEERE , EHNEBIFEHRERTEIFTENAR. AR BTHEAH
HEIEEENLEERRR , S UEARE AWS, FRURKREDR AWS SEBF T EREERE, 8
LB U EFINEeZ2RARNSEERNER , SIEHHEMUREEBNMBEERE EETH
BE, YRYTHEARR , SUUREHEEBREUBNASREE  SEECHNENEDERESAZ
o

HREANE=-H7D (BHTAH), EUUERATE  KIERFTEEHEMN AP FFUHE N6 HIZEE, £/
Amazon GuardDuty , A LAEEH AWS tRFARAE BN B AREARRERERZEZNZE R EIRE,
LEREZAEMERSTHEETFEBTFERANEE AP FIY | DUREBERLESH API I,

FERTRERBBNBENRZSERER, RBIAFRINTA. ERZ2EWBHNEEND , THEX
EmERERF. ZEVSREE  URARBRENE R I, BTEEENENESE, Hla , K7L
SMTHEEHENAR , THRESHAEERFANFE, SEXEDNEZETFEHARANEREE |, )
BARFERIBMABHBERNER, ADRENBAERBCSESNGRSE , TRENERR TEETH
B, EEHFREENRENRE , TG ENEBRENTHEEZTDNEE,

£AWS | BEGAIMSISESES ETH, ATEHNBNAERSLSE
REBEK

- SEC04-BP01 R ERRE M EAE A &%

- SEC04-BP02 EEEHN L BMEENAF. AERLRNEE

- SEC04-BP03 BV R RENMHERBIIEFTEE T

« SEC04-BP04 st T &R E R E et fiE

SEC04-BP01 s ER#E A E A E H FFac &%

REBBNEARANRZEEMHAFE., ER%K. RENRFEEARMNERERR , UIRBEER, Ak
MER (GRC) R, BERNBFEDNERRZEER,

FHIRR  EREZENEFTENTAREFURER PINRLSHEE) , ATEBE B AARE
€ AWS RBMEAEABENZESEMHBFE. ZEETHFLEIEENEERR.

SEC04-BP01 X ERRE M FE AR B Fac i 75



ZETHE AWS Well-Architected Framework

ERORER :

« BFFEBRAXSEAEMER,

- B{EAEEFEE .

- ARNERNERATEMEFBERF.
- ES-—BERMETRZE

- RELERRERFTEML,

BUMKSEEENESD  BRLSEHNFHRRREFEREARE D (RCA) #H , UBTEER. AR
BREK.

RETHBEERENRBER &
BFEsl

RIBENFIRETREAERHMEARGINE , CFEERAFTEHE B SUREN T HZASZHN 2
HEMEER. EERBECFERR  UEHBERINDFECHEE, BN R, RENREEHE
HEHRHINREEHEER,

BESR

- BRAEABRERR, EREHEH , LFEREEEEBRLVEHN S XEFREE AWS tRF &
RYERE). EZRUREHN TR HAMN BERIR.

BRERRREBRUGEZBBENERFMENFERRS, #H AWS CloudTrail  AWS Organizations
REAHEME AWS IRF BIBRR , URAHRE Amazon S3 FZETHE.

AWS CloudTrail & —%& HFHo kR , 2IBHI¥E AWS IRF B API FEIYBAREER AWS FRISESN, 8
XBIRNEF | IR ERE 90 RNWEETE , mMHEBEMEMA AWS Management Console, AWS CLI 5%
AWS SDK i#if CloudTrail SH B iRHEHEN. NERRNRZHBNERNSHNERE K TEL
CloudTrail #RZR I HEE Amazon S3 A FATEEEIN , th 7 LUEIEEE Amazon CloudWatch HESEHE
B, & , MU LIE I CloudTrail Lake , E®#% CloudTrail HFFRERIELF , WiRMHL SQL A&
ERNEHR

AWS EEMA VPC WEF 2 BIEH VPC iz H 5 Amazon Route 53 #4852 5 H 55 2 B R
BREN DNS Bt , WS EMEFREES Amazon S3 fFEFE S CloudWatch B84, &AL
A VPC, FREIMBENHEEIL VPC REBFH. ¥R VPC REAF , B LB AR T FERAR
2 B AR A AR

BHEES 76


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
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https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://aws.amazon.com/security-lake/getting-started/
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://aws.amazon.com/cloudtrail/
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https://aws.amazon.com/inspector/
https://github.com/ocsf
https://aws.amazon.com/s3/
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https://aws.amazon.com/quicksight/
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_create.html
https://docs.aws.amazon.com/security-lake/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/security-lake/latest/userguide/source-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_multi_accounts.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_lifecycle_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_data_rest_access_control.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_workload_observability_analyze_workload_logs.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/logging-monitoring-for-application-owners/introduction.html
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https://aws.amazon.com/blogs/security/aggregating-searching-and-visualizing-log-data-from-distributed-sources-with-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/security/how-to-visualize-amazon-security-lake-findings-with-amazon-quicksight/
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://aws.amazon.com/blogs/machine-learning/identify-cybersecurity-anomalies-in-your-amazon-security-lake-data-using-amazon-sagemaker/
https://aws.amazon.com/blogs/big-data/ingest-transform-and-deliver-events-published-by-amazon-security-lake-to-amazon-opensearch-service/
https://aws.amazon.com/blogs/aws/simplify-aws-cloudtrail-log-analysis-with-natural-language-query-generation-in-cloudtrail-lake-preview/
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://aws.amazon.com/security-lake/partners/
https://github.com/ocsf
https://aws.amazon.com/athena/
https://aws.amazon.com/quicksight/
https://aws.amazon.com/bedrock/
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https://aws.amazon.com/guardduty/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/macie/
https://aws.amazon.com/inspector/
https://aws.amazon.com/config/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-vaa.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/security-analytics.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/security-analytics.html
https://aws.amazon.com/cloudwatch
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/aws-cost-management/aws-budgets/
https://aws.amazon.com/aws-cost-management/aws-budgets/
https://aws.amazon.com/security/partner-solutions/
https://repost.aws/knowledge-center/aws-abuse-report
https://aws.amazon.com/detective
https://aws.amazon.com/guardduty/
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https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://aws.amazon.com/security-lake/
https://aws.amazon.com/security-lake/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_prepare_forensic.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_workload_observability_create_alerts.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_monitor_aws_resources_notification_monitor.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://aws.amazon.com/blogs/security/how-to-enrich-aws-security-hub-findings-with-account-metadata/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/monitor-ec2-instance-key-pairs-using-aws-config.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/create-aws-config-custom-rules-by-using-aws-cloudformation-guard-policies.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-remediate-unencrypted-amazon-rds-db-instances-and-clusters.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
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ZETHE AWS Well-Architected Framework

EAWS # |, BZEHFETRANERRERE., TIEHMENAERELS %,

ES]
- REWER
- REER

R 25 A

BHEINEFPNERETUNME ML, EFEEREREXNBR | EERAFETUFIGER
HNEFMANEMNEY. ELEREMEBEAZEUNRAUN  BUUEREEEL . BEERER
—BEX  HPEAEA AR HERBEFEARRLE MY , ¥ BRBEATHRMERBEER
Ito

R ENEERBEEG  TEENMUATEESEANERRUBHMEANER, ARIEEARHTH
FZERE VPC pEELEERZLEBMY , HItEBLXENEANRKRBLIBEANEIEEEE, B
Bt , $RE VPC AFRENTHEESR , FRMASBREN/RERRSS  SKEEXEAREBLNA
*E. MEEMARSRRZENEBERS , 5528 AWS Well-Architected (A REsEAERRE,

REBEK

« SEC05-BP01 E M {EKE

- SECO05-BP02 12 #I {8 B R R ERE
- SEC05-BP03 BEEURERERNRE
-« SEC05-BP04 B ENtMAMRE

SEC05-BP01 2 Y {3% B

UTHEHRTHNEES BAER  RELENHBEANFRERSENRBARES ATRRE. 55
E( AR (T FRE T (FIA M Web 586 IR BN EZERM T4 (BIAFHE) 5L

FEHIER . SR EE R E defense-in-depthZ £ HEH — , IR ITHEEEN G 2 REBNR
R, REBEENBRBRUENTNERZZSESWHEE , Haﬁ@““ﬂ’];ﬁiﬂ’ﬁ,&ﬁﬁ%ﬂ%%ﬂo

FEEANRER :

« BELEE - VPCRFRPEUFMBEER,
- BEBRRERAZEENHBMETER. THTAZIE,

REEERE 89


https://aws.amazon.com/blogs/security/zero-trust-architectures-an-aws-perspective/
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https://aws.amazon.com/cloudfront/
https://aws.amazon.com/elasticloadbalancing/application-load-balancer/
https://aws.amazon.com/vpc/
https://aws.amazon.com/vpc/lattice/
https://aws.amazon.com/lambda/
https://aws.amazon.com/privatelink/
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https://aws.amazon.com/api-gateway/
https://aws.amazon.com/amplify/
https://aws.amazon.com/fargate/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/sqs/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-your-network-topology.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_networking_understand_how_networking_impacts_performance.html
https://www.youtube.com/watch?v=8nNurTFy-h4
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-examples-intro.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-fargate-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-fargate-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/serve-static-content-in-an-amazon-s3-bucket-through-a-vpc-by-using-amazon-cloudfront.html
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https://aws.amazon.com/transit-gateway/
https://aws.amazon.com/transit-gateway/
https://aws.amazon.com/privatelink/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://aws.amazon.com/network-firewall/
https://aws.amazon.com/network-firewall/
https://aws.amazon.com/waf/
https://aws.amazon.com/privatelink/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_network_protection_inspection.html
https://aws.amazon.com/firewall-manager/
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_service_architecture_monolith_soa_microservice.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_data_transit_encrypt.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-best-practices.html
https://aws.amazon.com/blogs/networking-and-content-delivery/aws-network-optimization-tips/
https://aws.amazon.com/solutions/guidance/network-security-on-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-outbound-network-traffic/welcome.html
https://aws.amazon.com/firewall-manager/
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https://youtu.be/9Nikqn_02Oc
https://youtu.be/0xlwLEccRe0
https://www.youtube.com/watch?v=lTJxWAiQrHM
https://aws.amazon.com/marketplace/search/results?searchTerms=firewalls
https://aws.amazon.com/marketplace/search/results?searchTerms=Intrusion+Prevention+Systems
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://pipelines.devops.aws.dev/
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https://github.com/stelligent/cfn_nag

ZETHE AWS Well-Architected Framework

- SEC06-BP05 HENLEERE

SEC06-BP0O1 #1TiwiR &2
EERBABHEIE, MREAZBRIETHRR , LR RFNEE.

FHIRR  CHEERALR  THERBTAREURHEREBIFRE, BERBNEHZIANERERERS
F. BERURBNER , TRIBARFTAEREREL . FEBEIRFNEEELRE. L, £EH
EEHTEREFEDEHAEE, ENRIEEHECESESNERAREMBEY , YAREBRA
T CI/CD EEFRHERBENR,

FRRERX

- RERAEEE.

- ITREEAMAEREREMIER AR,

- ERCBRERANGEREDENHHNHKE,

- ESHMERABNREBE NS ENEZLEERE.

RERUNBERBHNRRER 5
BiFE 5|

RAEEREEREZLUENERRENPBRERN. cR—EBE2HNUNERF , SRTEMRFEH,. #FIE
B HEBEIRF , UARBHEXNRAE , SBRERINFR. BBLELBETDEERAE K BAT
BYRFBFEEIEEH  URHEBEERENERZANERRERE , UREHBRIERE.

AWS HESFEREYERIEENELRE S, RIBHER AWS EESREEARNERRE ,
FEEIT AWS IRISHVTERE, BRE. BENRE, Z—FHE , FEEREE Amazon EC2 #1T{EEEF
Amazon S3 MM ERBEBEHNER ., Z2HAEBNEREK,

AWS BH—RIIBRER B RADEESTE, Amazon Inspector BRI AWS TEEH | UK HE
BREANER 2 ANMBEEFEE , M AWS Systems Manager Patch Manager € BIEEFTE Amazon
EC2 H{T{ARBMIEH T4, BELRF TE AWS Security Hub B4 |, EEEHRZREAREEERSE W
BEIL AWS Z2RE, BEZLREEPHE—KE 6 WIRHSHFUNRART BEBRNZSRE, 1t
4\, Amazon CodeGuru £ TE2EMZEREABEEIE 26 , AR Java # Python FEATE
NP BEREE,

BB REEEERMARRBRREMBY SR TAEREEABRATREZANEIDHERFER , 1€
MR EZESHNER , XigRETEEXNZERERE.

SEC06-BP0O1 #{TIREEE 99


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/shared-responsibility.html
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://aws.amazon.com/security-hub/
https://aws.amazon.com/codeguru/

ZETHE AWS Well-Architected Framework

BESR

1. TRAREEER . B AWS HESETERE  UWTHREEERREIEEFNERNET. AWS
EEREEREZIRERRE MEEERBELEANEARN., ERARS.

2. BEERBREE  SRERBBHERHE (B120 Amazon Inspector) L B BN R R K EE 1T EEE (Flan
EREEEE, SRYEMARBEY) , BURHERFR., BEREBIENZANEBRERT.

JEURREERF  ERAENERFRALNRE, FEBEIEFAEERD. ETREEREEH
RRRELER., BYRARTIGRYE , UEREBRIRELEERSERHX.

4. REBHEXNEE  FRACHEXEERBREDLEHEEHNTERNER , SEEXRKENIE
ARR, SUURERBREFEATERBURERINVEHER , URBHEADETRER, TR
£/ AWS Systems Manager Patch Manager 2Ri2 ittt Thae,

5. RESEHMBNE  BEFSERIIRENCREPNESEERR, il , BELER Amazon
GuardDuty T ER 5 # {80 EC2 M EBS WkEFH EEERI H HE R, GuardDuty t A LA
B &2 Amazon S3 ¥4 , UK EBENEZRRIFSE , UWRERTEREH T , UBhTE
FIEAN T HREF

6. £ CI/CD BEEHEESRBIRE : WREFEA C/ICD EBETEARIINE , S REIREILES
BB EEF, Amazon CodeGuru Z2 TEMBEMRARBRES T EURHBEENRHBENTE.
HEMA R , AREHBENLZEBE,

7. RELLERRE  SRELTSEERIE (HlI AWS Security Hub) , L2 HRBEZEERBHENL S
MEE, ERREERSETANRREUEZLRAEER , WAEELERXNER  UERZHEEL
JIE - FE 18,

8. B Web EAREXZ2EN : MRENEARENXR Web BEARER , BENWERE L ENH T
BEAENB AR BY , FFERENE Web BEAREXZ2ENE , UKREHERARXPHBERE.

9 MAERXEANEXNBER B . FAEREEINRZERE (1aC) TE (fltn AWS CloudFormation)
BERNFENEES R  SELARLLRBERN. KECET BB EEZARFARETELE
—BEEENNERERE,

10ERYHERE  SEERRIEENENENM  YRASENE, RERLREER. FTHEHR
BRAENRMYE , YIRUAREZNEFNIE,

&R
BN -

« AWS Systems Manager
« AWS Lambda K& =88

SEC06-BP0O1 #{TIREEE 100


https://aws.amazon.com/guardduty/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/systems-manager/
https://pages.awscloud.com/rs/112-TZM-766/images/Overview-AWS-Lambda-Security.pdf

ZETHE AWS Well-Architected Framework

* Amazon CodeGuru
- EBLHFH Amazon Inspector ., BEBLERIEESENRAETE
« £ Amazon Inspector 1 AWS Systems Manager B &1t AWS i RAEENIEE - F 1 oD

FHER

- REEMARIFNBSBRBENEZS
« Amazon EC2 SI1THEHPEERRENZERIEEK

SEC06-BP02 @ {t VB EEE

BEBRERCNRENE RS BAFRHTRBRENHE, ERZEENTHEIESHITRIA
KA (PINARRENEAERE) , YRTHEE, EYACHARERERFBEFZEEHRENESX
B, UAEHNEENSEREFER,

YRR  ENEFERERBCHNEERGHE. ERSRIEENZ RERINEFAEKE (HlU0
RERENERARERNE)  YREESETE, GLASRFELTREED , MALHNEENREEFZ
Z, CEERREMERBRGREARMWKIE , L8Py B4R RN IFIE,

ERORER :

c RZEENEBFEENERENERE , EXTRIHZERNYITRIRE | BETEM.

« B{LMRG , BREHEBRGE R RS BN E#H B HZH A

+ RERARBRERBHRGEGBRATFTENRKBES.

- EMBEBHRBERUTERERREEFRE. EEREHINE TRERETFERERLIR —RE
B#& , mERENRE, EHEAREIBRBETAEERESHIERENEZTERE,

BYNSEEBNED  BILREANEL ENHITRPRETIERAREREEAEIRFE SN
FHRENEE. WAEREREEARNEFRNERR , MO ENHEE,

ARYMBEERBHEARRESR : B
BF1E5l

BHEBRLENRE , FRAEXRK., ARRENEARAENSHRARK. ERACABENEHRE
Ko BREMFAZFENEAREN, R, KEEDHEX, AREAENEGER  BUSAEMERR

SEC06-BP02 #t{L B MEEHE 101


https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://aws.amazon.com/blogs/aws/improved-automated-vulnerability-management-for-cloud-workloads-with-a-new-amazon-inspector/
https://aws.amazon.com/blogs/mt/automate-vulnerability-management-and-remediation-in-aws-using-amazon-inspector-and-aws-systems-manager-part-1/
https://youtu.be/kmSdyN9qiXY
https://youtu.be/2B5bhZzayjI

ZETHE AWS Well-Architected Framework

B, KREEAEAXENTE , fll , FREREUEYRBETREHMRERNNENRE. Mt
AEE SRUNZEARERTHEREIEERISREMENENE, AEEXHHEMBER

FBAUEAZEERERENEERBRBCRENERE  FINEREBEZLFTD (CIS) FMERM
BARMKBE (DISA) Z2HMEEIER (STIGs ) » BRMBZRER AWS 5 APNSEBERMH
Amazon Machine Image ( AMI) Bk , EAAWS EC2 Image Builder 1RIFEE /Y CISHI STIGIEHI
HEAERBEEBLERE,

B AA W ARRCIREMEC2G R BRREL S 2 ER CISH DISASTIGE R , BEETRERRAMER
FREERBIERIBIT. EEBBERT , SR LEERC ARG , RRERE L RARESERCISE
FEAEETE, YR LERBRTHEMACISIESIR |, FRFEHERE AL DISA FEEERMN
L ER. BXEREAKIERANTECISEHRMDISASTIGHRE, EAIELER , M Image
Builder 1 E RS EC2RRGRLEL .

HRABBLIHERSR , KB Docker HI5&{LE A Amazon Elastic Container Registry (ECR) 2
BREFE LEE. EA LR EC2 Image Builder & HE & (L& 27 EBRAMIs,

BEZRFMAR[BMEEL , BULUER pip. npm, Maven Ml ETE | RN EREFENSENBE
# (HEXE ) NuGet, RFIERECHEHESUEREE (Bl07E AWS CodeArtifact W) BEEZ
NAEREEREERANBEEN. LEATL up-to-date BEEEHE, RENRBEH. AR, &
WERAREXNBERERF T LA Software Composition Analysis ( SCA ) . Static Application Security
Testing ( SAST ) #1 Dynamic Application Security Testing ( ) ZE& i , B L AIRELEGHN R
WMRZADAST,

HRER WEMRSE THESH AWS Lambda , AIE{LEER Lambda B EZEEFHKML, £A
Lambda BRE—HEETERBLANFRERKE , TRABYNBEES. EANEBECHEERF
REBIMMMEERE , RENHBREERE HPRISK up-to-date.

EELHR

- BILEXERFE. FREERRNELXARGIELAZER\L WEBAMIs, £H EC2 Image Builder %8
EHER 20 B

« BILBBRMLER, RERFERUTELRLREER., FHRSER  BEEEETEDREHEECRM
GEE , YEHHEHMERFZEEBEMRGKRIRE  UMEECVESERFSHK.

. R EHAEMREEER AWS Lambda , 35 H Lambda B R % & fE AR R B ERE XA £ AKX
BRAE, & Lambda FREEXFEEE K BRREZEENERNBEHNEELDN Lambda RHEHFEIT,

SEC06-BP02 #t{L B MEEHE 102


https://www.cisecurity.org/
https://public.cyber.mil/stigs/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://aws.amazon.com/image-builder/
https://aws.amazon.com/ecr/
https://gallery.ecr.aws/docker
https://gallery.ecr.aws/docker
https://aws.amazon.com/codeartifact/
https://docs.aws.amazon.com/lambda/latest/dg/chapter-layers.html
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/lambda/latest/dg/chapter-layers.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-codesigning.html

ZETHE AWS Well-Architected Framework
BiR
HENREER -

+ OPS05-BP05 #iTiSMREXEE

MREH

o RAEZE AWS Lambda &2 M

rEREEE I -

« AMIfEF EC2 Image Builder IEZRE STIGE R

- BEEFEHFNERRE

« £/ Lambda EfS{L B RE

- FASRARSEEEHZANEE AWS Lambda [E

- FABMEIRIE SCA., SASTH DAST T EZEE end-to-end AWS DevSecOps CI/CD Ei&

SEC06-BP03 BAFEBEEME B K FH

SUREABBLAARNITHRE, B8, HENREEHR. ERLBRSEFNERATRERZR (PR)
REPEZRABBLE  FERFHFIREREER.

AR BN ESHNEB XS (FTFMR) SENESEER LESRENEF. ELEWITF
e aBRE. EREERARERE , AIREFEA/NERFING . AAEEEMAEBHLE
FBAT , TREEFNEFER, MEFHEDHSMALZRLMABTERFT , UBERELENE
Bthee.

FEEANRER :

- A SSHE E&EA i E BB FE Amazon EC2#{T{E#ERDP,

s WEEBERAEZEA , M0 /etc/passwd 5 Windows A #fFE &,
- EZEFEAEZEALABBRLE SR UFIHITHER.

- FHLREBBANEUREFEERESR,

- FEREMSNISHERE.

« BAFTEBUHREELETREHERR,

SEC06-BP03 B4 F B EEME BN FHL 103


https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_patch_mgmt.html
https://www.youtube.com/watch?v=FTwsMYXWGB0
https://aws.amazon.com/blogs/security/quickly-build-stig-compliant-amazon-machine-images-using-amazon-ec2-image-builder/
https://aws.amazon.com/blogs/containers/building-better-container-images/
https://aws.amazon.com/blogs/compute/using-lambda-layers-to-simplify-your-development-process/
https://github.com/aws-samples/aws-serverless-lambda-layers
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/

ZETHE AWS Well-Architected Framework

BUYMREEENED  EBABCAXITIR , AHRREEASENERERFENRERR.
BBRMEM Secure Shell (SSH) MiEmKREBEAME (RDP ) #TEBXFMEROHEEERN
FHREE, EREHRTERNAEREDFERE. EEBILXHANBRRLESHHIFRAEEERERE
%, RETUERHENATEEERNRATENRBEIDHEENHE,

REI MR EE BN RBER -
BiFHE 5|

BARTERRERMEENERT L. RERARBEERRR  FREEREFPIRAURERRLR
KMENRE, TAKRSFNENERA , CAETESEAUNTERER. ERBGHEN, SFERE
N B BT,

BR , FHENFEEFZAR. ERERREFRNMAMRSR , 5120 SSHROPH AR , A TRHERER
BEREERE, I, chEBNHTFESREREARERNEAR. ELHBAIRERTHEAR
S, BRERSER  IHMEZEHE. ARFRUEERENBERERBLEEREAMTA , AME
SHANEERR,

EERRELRER K SUUBEUREEXAEBRNRREFEIHERSAR , Hlin AWS Systems Manager
. AWS Systems Manager Agent ( SSM RIEE ) SREIMEZEE , AT KBEREASREBNE
K. FEBRESSMERALS , EBVPCln 2 B HIEE,

Systems Manager AI R ZBHAEFESERTEBESN SN, EUUERESTHEBLER.
HA BT EM , URMABETL#HIT, Systems Manager T EBE BN FZEHTEME , BN ERSH
B, ZEBRERETHRESE, Systems Manager th Al AR IR shell BIZEUE | W1 T ER
BHERSFAANSETS RERE , MR AFEM Amazon S3. &AWS CloudTrailig # Systems
Manager B3 FIAPIsLAR &,

BEESR
1. £ Amazon EC2#1T{E %8 L Z#AWS Systems Manager X EiER, ( SSM KERE ) . MESSM
ERAERSIEEERAMIBRES I 5 BEE.

2. BB ESHEC2HTEMRERMEBNIAMA B R B EZEAnazonSSMManagedInstanceCore ¥
BIAMBUE .

3. FREHITEE LHITH RDP, SSHMHARIKEFEINERE., S UMTRBEANEAEERER
HEREMNIE S , SifEA EC2 Image Builder EAMIsTERBHITHIESIBRIERLLEMN,

4. BERBAREC2HTERMNZ2BEABARAT AT EEUERE 22/tcp ( SSH ) ZEEE 3389/tcp
( ) RDP., £/ AWS ConfigEIREBEMHEER , YHREHRN TS EFHEBHRE,

SEC06-BP03 B4 F B EEME BN FHL 104


https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://aws.amazon.com/s3/
https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_tracking_change_management_immutable_infrastructure.html
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://aws.amazon.com/systems-manager/
https://www.youtube.com/watch?v=nzjTIjFLiow
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/awstoe-verify-sig.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/verify-agent-signature.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/verify-CloudWatch-Agent-Package-Signature.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/lambda/
https://aws.amazon.com/lambda/
https://aws.amazon.com/ecr/
https://aws.amazon.com/blogs/containers/cryptographic-signing-for-containers/
https://aws.amazon.com/blogs/security/best-practices-to-help-secure-your-container-image-build-pipeline-by-using-aws-signer/
https://aws.amazon.com/blogs/containers/announcing-container-image-signing-with-aws-signer-and-amazon-eks/
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-codesigning.html
https://aws.amazon.com/blogs/security/best-practices-and-advanced-patterns-for-lambda-code-signing/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/devops/automate-lambda-code-signing-with-amazon-codecatalyst-and-aws-signer/
https://aws.amazon.com/blogs/containers/signing-and-validating-oci-artifacts-with-aws-signer/
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/kms/
https://aws.amazon.com/codeartifact/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_vulnerability_management.html
https://aws.amazon.com/inspector/
https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_validate_software_integrity.html
https://aws.amazon.com/image-builder/
https://aws.amazon.com/codeartifact/
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/ecr/
https://aws.amazon.com/lambda/
https://aws.amazon.com/eks/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/securityhub/latest/userguide/nist-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-8
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-8
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/integ-compliance-products.html
https://aws.amazon.com/config/
https://aws.amazon.com/security-hub/
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/guardduty/
https://aws.amazon.com/security/partner-solutions/#infrastructure_security
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://aws.amazon.com/blogs/security/get-the-full-benefits-of-imdsv2-and-disable-imdsv1-across-your-aws-infrastructure/
https://youtu.be/2B5bhZzayjI
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https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://aws.amazon.com/config/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_data_a2.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_example-tag-policies.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tag-editor.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-at-rest.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-in-transit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-in-transit.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_data_use_purpose_built_data_store.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_decomissioning_resources_data_retention.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification.html
https://aws.amazon.com/architecture/security-identity-compliance/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=*all&awsf.methodology=*all
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/welcome.html
https://aws.amazon.com/blogs/compute/building-a-serverless-tokenization-solution-to-mask-sensitive-data/
https://aws.amazon.com/blogs/security/how-to-use-tokenization-to-improve-data-security-and-reduce-audit-scope/
https://aws.amazon.com/kms/
https://aws.amazon.com/cloudhsm/
https://aws.amazon.com/organizations/
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https://aws.amazon.com/s3/
https://aws.amazon.com/macie/
https://aws.amazon.com/macie/
https://aws.amazon.com/comprehend/
https://aws.amazon.com/comprehend/medical/
https://docs.aws.amazon.com/glue/latest/dg/detect-PII.html
https://docs.aws.amazon.com/sns/latest/dg/sns-message-data-protection-managed-data-identifiers.htm
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/mask-sensitive-log-data.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_identify_data.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_define_protection.html
https://docs.aws.amazon.com/glue/latest/dg/detect-PII.html
https://docs.aws.amazon.com/sns/latest/dg/sns-message-data-protection-managed-data-identifiers.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/mask-sensitive-log-data.html
https://aws.amazon.com/blogs/security/enabling-data-classification-for-amazon-rds-database-with-amazon-macie/
https://aws.amazon.com/blogs/security/detecting-sensitive-data-in-dynamodb-with-macie/
https://aws.amazon.com/macie/
https://aws.amazon.com/comprehend/
https://aws.amazon.com/comprehend/medical/
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https://aws.amazon.com/glue/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://aws.amazon.com/ebs/data-lifecycle-manager/
https://aws.amazon.com/ebs/data-lifecycle-manager/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/TTL.html
https://aws.amazon.com/backup/
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-snapshots.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
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https://aws.amazon.com/dynamodb/
https://docs.aws.amazon.com/glue/latest/dg/catalog-and-crawler.html
https://docs.aws.amazon.com/glue/latest/dg/catalog-and-crawler.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-lifecycle-policy-check.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_decomissioning_resources_data_retention.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_data_a4.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://d1.awsstatic.com/whitepapers/compliance/AWS-Blueprint-for-Ransomware-Defense.pdf
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.dlm.8-improve-traceability-with-data-provenance-tracking.html
https://aws.amazon.com/blogs/security/how-to-protect-sensitive-data-for-its-entire-lifecycle-in-aws/
https://aws.amazon.com/blogs/big-data/build-data-lineage-for-data-lakes-using-aws-glue-amazon-neptune-and-spline/
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https://aws.amazon.com/backup/
https://aws.amazon.com/ebs/data-lifecycle-manager/
https://aws.amazon.com/iam/access-analyzer/
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https://aws.amazon.com/kms/features/#integration
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/application.html#app-kms
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
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https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html#deleting-keys-how-it-works
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://aws.amazon.com/cloudhsm/
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html
https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html
https://docs.aws.amazon.com/kms/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CheckNoPublicAccess.html
https://docs.aws.amazon.com/securityhub/latest/userguide/kms-controls.html
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https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://aws.amazon.com/blogs/security/aws-digital-sovereignty-pledge-control-without-compromise/
https://aws.amazon.com/blogs/security/demystifying-kms-keys-operations-bring-your-own-key-byok-custom-key-store-and-ciphertext-portability/
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://youtu.be/plv7PQZICCM
https://youtu.be/Y1hE1Nkcxs8
https://www.youtube.com/watch?v=lD34wbc7KNA
https://catalog.workshops.aws/advkmsaccess/en-US/introduction
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https://docs.aws.amazon.com/ebs/latest/userguide/work-with-ebs-encr.html#encryption-by-default
https://aws.amazon.com/blogs/aws/amazon-s3-encrypts-new-objects-by-default/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#encryption-by-default
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/efs.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-default-encryption-kms.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/security/
https://docs.aws.amazon.com/aws-crypto-tools
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://aws.amazon.com/kms
https://docs.aws.amazon.com/aws-crypto-tools/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://aws.amazon.com/blogs/aws/new-opt-in-to-default-encryption-for-new-ebs-volumes/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/default-bucket-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://youtu.be/plv7PQZICCM
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https://youtu.be/Y1hE1Nkcxs8
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_continuous_reduction.html
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https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/guardduty/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-ec2.html
https://docs.aws.amazon.com/guardduty/latest/ug/s3-protection.html
https://docs.aws.amazon.com/guardduty/latest/ug/rds-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/back-up-data.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/config/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_continuous_reduction.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_secured_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_automated_backups_data.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-encrypt-existing-and-new-amazon-ebs-volumes.html
https://docs.aws.amazon.com/whitepapers/latest/ransomware-risk-management-on-aws-using-nist-csf/ransomware-risk-management-on-aws-using-nist-csf.html
https://aws.amazon.com/blogs/mt/how-to-use-aws-config-proactive-rules-and-aws-cloudformation-hooks-to-prevent-creation-of-non-complaint-cloud-resources/
https://aws.amazon.com/blogs/storage/automate-and-centrally-manage-data-protection-for-amazon-s3-with-aws-backup/
https://www.youtube.com/watch?v=d7C6XsUnmHc
https://www.youtube.com/watch?v=OkaGvr3xYNk
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://github.com/aws-cloudformation/aws-guard-rules-registry
https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/vault-lock.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/vault-lock.html
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/vault-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-inventory.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharing-amis.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
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https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/intro-managing-access-s3-resources.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://aws.amazon.com/blogs/networking-and-content-delivery/amazon-s3-amazon-cloudfront-a-match-made-in-the-cloud/
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lock.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharing-amis.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/deploy-a-react-based-single-page-application-to-amazon-s3-and-cloudfront.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://youtu.be/Y1hE1Nkcxs8
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IR A AT EY AWS BRES .
REEK
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« SEC09-BP02 58 #I|{&# & iz
- SEC09-BP03 B3 & #9IR B
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MIEEHENES,
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https://aws.amazon.com/privatelink/
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REVUSEBBROBRRER &
BiFHE 5|

BERIERHAEBER TLS F PKI HE , REZEAMZERBER. PKI BREZETRREM , B
BEMLBRME, HENEHMTLURD BEEEMEER,

AWS RHMEEE IR PKI BEMIRTE : AWS Certificate Manager #1 AWS Private Certificate

Authority (AWS Private CA)e ACM ZREFELABHFAE AWS TEEHE+ , ARMGE. EEMNBBR
FNEERBK. ACM RIEA AWS Private CA B1TAERE , LEFZHMW AWS ZERBES , U
BHEZL2MNIEEH TLS BF., ACM AL Amazon Trust Services BHABEEEE. ACM K
NEBFTARERLABRNIESR K RAFERBRNEXRRERETELERE.

AWS Private CA AIZEZLEVHCHWIRERREENI TERHRREEN , WiEB API 1T TLS &
R, EEEHMERE TLS ERAFIREEHER K SUNERAELEREER, BRT TLS FAEMZ
4\, AWS Private CA A LA AR B 1TEBE4 Kubernetes Pod, EEHBEEMEH, BXNBHEE ,
REMEEHITEANERARS, Bt alER IAM Roles Anywhere 2 E B IAM BEBEFERL
B CA 317 X.509 BENAIBILETEEH,

BT ACM F1 AWS Private CA 2%, , AWS loT Core 124 loT &£ BIRM4SRIZE , AXRMmE. EEM
EBE PKI B, AWS loT Core 12 TEMMEE |, 4 loT EEXRENMALZHN LGS WERIRIE,

ALY AWS BRI Amazon AP| Gateway H Elastic Load Balancing , SR EABERREEARER
BRI BAEIhEE. N , APl Gateway F Application Load Balancer (ALB) #X &R H TLS (mTLS) ,
HERFEREFER AWS Management Console, CLI 5 APl B MEHNAFiwE®E.

BYME CARBRNEZR

EFEEBVIE CAR  FHLRHEE , FAAE®RT CAKE, BEUNE CARER , REEK
=% CA BN EEBRIEIER AWS 1kRF. EEXENIEERLD CA BREFSEBRNAEE
B, BEERSZEE CloudTrail BFRERMWEREMRR , LHE HBRRERENIRF FEEERFEEEFR
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RE | FES2EEEH AWS Private CA &,

BESR

1. BEFARGIFTFAERE AWS IR
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https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://www.amazontrust.com/repository/
https://docs.aws.amazon.com/privateca/latest/userguide/UsingTemplates.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/iot/latest/developerguide/what-is-aws-iot.html
https://docs.aws.amazon.com/whitepapers/latest/device-manufacturing-provisioning/device-manufacturing-provisioning.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaPlanning.html

ZETHE AWS Well-Architected Framework

- FZEREFERTTLUEER AWS Certificate Manager RABEEH AWS N ESBERER
. ACM AJLAAMRA Web fAIfkeE. EBFEHERLBEERENEMARIE TLS BF.

- ERFERVACHAEREREMBRENTEFINTELNEER , 8 AWS Private CA.
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« FEZETE Amazon APl Gateway B} Application Load Balancer ZR#E = A E4E mTLS Th#E,
2. BVREEBFBEBEEN .
« £/ ACM ZEEH ACM BITHERRURESN AWS ZERK.
3. B AN
« BUA CloudTrail BFEREHERBREEBZIRFNFEE, FEEHE CloudTrall HERE H
WERTEMRE  UBEBEAFERNEESN.
- EHELIMEAREZES  EPIHENAE CA BITRHEN TR, ELHRETUELT S3 fF
FETHE.

- WEABCAR , KEFTERY S3 RFTFBRFEFBIMBESFE (CRL). UFEEERBIEER
FRERELL S3 MFATRAVIES| , F2REARIBERIIEEE (CRL),
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MENREE

« SEC02-BP02 i f iR i B &%
- SEC08-BP01 B Z 22 REE
+ SEC09-BP03 B 3% #2% & ;A

FEEASLHF -

o WAE AWS FEENEERELEREERS

- MAREBEANSENREESNEERE ACMFAE CAKRE
- AECABEER

.« WAER AWS RAM HAZH ACM FAF CA BIRF

HERH

« BX& AWS Certificate Manager A% CA (FFE1E)
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https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaIssueCert.html
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaCtIntro.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaAuditReport.html
https://docs.aws.amazon.com/privateca/latest/userguide/crl-planning.html
https://aws.amazon.com/blogs/security/how-to-host-and-manage-an-entire-private-certificate-infrastructure-in-aws/
https://aws.amazon.com/blogs/security/how-to-secure-an-enterprise-scale-acm-private-ca-hierarchy-for-automotive-and-manufacturing/
https://docs.aws.amazon.com/privateca/latest/userguide/ca-best-practices.html
https://aws.amazon.com/blogs/security/how-to-use-aws-ram-to-share-your-acm-private-ca-cross-account/
https://www.youtube.com/watch?v=XrrdyplT3PE
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SEC09-BP02 3 | {& &/ N %
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MERR T ZE R,

FEHRR S EREERERcENMARREMNS  LURLHERNARERERFI, BaUBRBREN
ZEER | MBRIAWS REFHRBRE, BEALZELN TLS BENRBEHR , BFrEEHTH
BRI,

FRORER :

- fEA SSL, TLS MEMEATHEEAMRE (Hl20 , SSLv3.0, 1024 fiLT RSA £ RC4
).

« RFFARNZM (HTTP) REREEE 2RV E R,

« REE¥E X.509 BFE I 1E BB AT E#L,

- HTLS EABREFMN X.509 BE-

REIBBREEERNBRER : 5
B FES

AWS RRIGEMER TLS B HTTPS in R LUETIEEA , 8 AWS AP BAKRMHER P INE, T%2
W HTTP BABETUEERLEER (VPC) & , FiBFEALTLFERETEXMEHE, £ Amazon
CloudFront & Application Load Balancer § , HTTP &Rt aJ LB B EFE [ ZE HTTPS, EAILUEH
Amazon Simple Storage Service (Amazon S3) #7788 BUR KPR HI13EIB HTTP LEY4HEES | 3
B RFIBITER HTTPS , Y4 LEEREFIE. SUULERFENEEER , UESERKE
REEERDMNZR, I, BRI AWS Direct Connect EH VPN EiFIhAE#E A VPC ,

SEC09-BP02 3 {58 & 134


https://catalog.workshops.aws/certificatemanager/en-US/introduction
https://iot-device-management.workshop.aws/en/
https://github.com/cert-manager/aws-privateca-issuer
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-listeners.html#redirect-actions
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://aws.amazon.com/blogs/storage/enforcing-encryption-in-transit-with-tls1-2-or-higher-with-amazon-s3/
https://aws.amazon.com/directconnect/
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INEREBINDR, BBEHNAFIRERZED TLS 1.2 ¥ AWS APIs TR |, BA AWS TLS #Y F Hikk
KER 2024 £ 2 AEH, BEREMER TLS 1.3, NREEEHTIMBZNEHRER |, EBAILE AWS
Marketplace FIXEI AT AN E=SBRA R,

EESR

- BEERDNE  ZFEENNZERBERSEFTEENREER , YEAHKARZREHE, flw,
ELZSEMA , EAFH HTTPS HEEZE Application Load Balancer 3% Amazon EC2 #11T{E .

. FERBRIETRERLWE 8 Amazon CloudFront 52 HTTPS , i fiE AR EH 2 £ iR EER
FARGNZLRERE.

o fER VPN ETHASHELR - ZEMEA IPsec VPN , REH BN AR ERER , UBBREEHE
AR ZEEM,

- TEHTEHSTRERSHE  ENEZ2BE , URHEEEIEZEEEXNAFRPRIXENREEN
BEEMH. A Application Load Balancer 23 HTTPS EZERER.

+ 7 Amazon Redshift FERE L £HE : BENBERTE A/ EKR Secure Socket Layer (SSL) 5k
Transport Layer Security (TLS) jE#&.

c REZEWE : W AWS RE 4B E SR S N Ihee.

« BRELEZE Amazon S3 EEFIFERNZEEE : /8 Amazon S3 FEIFEBBEREHHEREHZ
2EFH.

- ZEfEH AWS Certificate Manager : ACM A B ME, EEMIE TLS BFE AWS REEHF
o

- ZREfEA AWS Private Certificate Authority i@ EFH PKI &K : AWS Private CA AIRZEVIAE R
HREME (CA) BERZITITAREICIE TLS BEMKRIFERE X.509 BF.

ks

iR
FBASLHF -

 # HTTPS E& CloudFront & E £

« fF AWS Virtual Private Network #§ VPC B4R 2 iR i A8
+ 5 Application Load Balancer 3 HTTPS #ZEZ5

« HEFRIE . £ Amazon Linux 2 EE&E SSL/TLS

« f£A SSL/TLS mEEE R EHTERINER

s REERNZLEE
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https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/private-ca/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-ssl-support.html
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SEC09-BP03 i & #85% @A
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FARREBERERENS —EERRFIR TLS HERE (MTLS), AWM (IoT), EHOEER
BB REEHRFER mTLS , FBERAFmAMFRRR X.509 BEREE TLS BAM RN F
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API| Gateway ER#% , RTFEB AR THEERAIBHBEARM mTLS B&FT. Application Load
Balancer th X BAIHA L THEE RN mTLS, HA mTLS 84 TLS BANMIRRMAREENR , BF
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B # , OAuth 2.0 1 OpenlID Connect (OIDC) EMmEE AREHIEAEHREFRITANGE , B3R
EHERBEERERENRAMHE. API Gateway &1 JSON Web Token (JWT) #2425 , AIEL
EEE A OIDC = OAuth 2.0 7R EFTRITH JWT REEH| APl BV FEL, OAuth2 KYEEE ]
BAEARERENRE , ENEECEAREEERERE K MBESR OAuth2 EYWE/EXEE

BFESR

« ERVEBFEHNTHEEBMAE  BEEREHEIBRNE-TERERTFEHANRERE,
- BYAFREERBHIFEINTEARBEERER T XNERRER. LERERECRENME
BEEHIMITELRENE D,
- EREMAEERRUECHNIHFER  UREFENREERSER KR THERMEHNTFHHNIT
o

- ERNEEEHTREERABRFERER , W1 SEC01-BPO7 FAMBEAFIRELELER
1% R 45 e FP FTIR o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/access-management-overview.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/permissions.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/mutual-authentication.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/mutual-authentication.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html

TEXHE AWS Well-Architected Framework
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Private CA AT AR B RES 1T BB mTLS #BEFEHAWFE CAKE.

« B/ OAuth 2.0 = OIDC WIRMETR SR , FEEBEM JWT RHESRE AP| Gatewayo
- HRIHEARA oT KEZBHBEBHA , FER AWS loT Core , BRMA T SER R E N2 ERE
B,
- ERAERENGER  FEERRTARINETEE. ERFINZRBERNARERELRE , R
H~ENFEER.

« MRFEA VPC Lattice REBIREHFE , 58E ERAMEE VPC Lattice FELH ., EEFEH
FARERAEENET. SREREMENH VPC EANMAKBEN , URERPEER,

- ZERA VPC Mz B R ERRRE LNPEER Y ERBERESEEERN.
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Architected Framework &£ XS4 B EZ &,
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« SECO03-BP07 & #1’aH MR F 7 EUE
« SEC02-BP02 i i iz B B &%
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FEEASLHF
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« 5 REST API 5%EME TLS EF

o WMAIEFR JWT RS {RE API Gateway HTTP i 2
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https://docs.aws.amazon.com/vpc/latest/userguide/security-groups.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-lattice.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/mutual-authentication.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://docs.aws.amazon.com/iot/latest/developerguide/client-authentication.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/monitoring-access-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://aws.amazon.com/blogs/compute/evaluating-access-control-methods-to-secure-amazon-api-gateway-apis/
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://aws.amazon.com/blogs/security/how-to-secure-api-gateway-http-endpoints-with-jwt-authorizer/
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
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« AWS Z2EHEEERE

iE|ek7

« AWS re:invent 2022 : VPC Lattice &/
« AWS re:invent 2020 : ¥ AWS Lt HTTP API BV E[R BRES API B& 3%

FEEBEE A

« Amazon VPC Lattice Hi5t&

- FEESE 1 &£ - Phantom Service Perimeter fi51 &
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://www.youtube.com/watch?v=fRjD1JI0H5w
https://www.youtube.com/watch?v=AW4kvUkUKZ0
https://catalog.us-east-1.prod.workshops.aws/workshops/9e543f60-e409-43d4-b37f-78ff3e1a07f5/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/dc413216-deab-4371-9e4a-879a4f14233d/en-US

ZETHE AWS Well-Architected Framework

SHFEE

BIESRA 7 AN EL MERRE , SOEBNEEHFERS  UOEIENZEERMNBELE. BN
ERIFESARMZEEFESHRERETENRERF , URE, BHBELETER  URBEER
BEIEANEFRE, EX2EHBLENERZITENFIE K ARTERAPEEHRESHOE
BORERERHER  BFSERDEBTE,

&

-« AWS EH4EIENEEEE
- ElnEERGTEEZE

. EfE

.

. BmE

AWS B4 O EN R EEH

EBARTE AWS R EREZHZLENHLREFERELANTH MR ASETHRNIEER
£fE, HE, HINERENINERSHLQRTELST RN R , RFEALER , AREERE
ZE2EHNER. ERTFERINEAEEAENERERER, RENEREE,

HEBDB THE=EAREE , F2ETIIRHA :

- %R BHRBAEIRFIYEREFEEIXEIENERBENEERER , BEHEEBRRHTE
E , LERERMNEE AWS RNEHMH, I BELENEFFMR (SEFHNEE) , URTEH M
HA5E H-BEE,

« B KBNISTESHEERER , BREE4NTRNEAETERE . G/, o4, BF. BENE
8

- EREE  REITZESEHANEENGER  UNELRNENNE , BNRtERERERESHE
B, Y-SR ERR. ELAREHTEE  UHAREERREIE,

TEERELSHNRE , BAREIN NIST ZEHEEEmBAN - , BRET 2284, BRRNE
RV E R R 2 AR 4F

AWS E {4+ [EFE 140



ZETHE AWS Well-Architected Framework

AWS B4 E R & EEHE

Bk E MR R B R

HEAREEFEM —ARTEFFNHEE] | 130 NIST SP 800-61 Computer Security Incident Handling Guide
PRERNMAAT , ERMASBETHEERREPOELTLEAHFTEN TIRERTEE

- BYEMEE  SREHAA. ZRBRAAMEERESE  TEDRSENE SR, $FEEAHE
BHAEREE, ARSTENER, REENUERER. RECANZSRE  URBREEH
GESFEN

. ERAEREE  EERABARENEN ABFDRESR,

- THREHSTEREEME  ARAR. R, RENLGEE  LHETEEMARERNES
ERESPLERD, BAEE. PEENALH  BHNTREIE. LEETRACEABLE
% ARRERESSERBHER. LTl ERERREE T #EDHRE.

- ERAEFDEMS  NERS B TEREAEEEE  BEN T ETERRBAEAEENER
ENSEERABRERDENE, NRRATELUIAR , WBLRBCNEFDESL TRY
AR IR R (0 2 56

- BTRAD  ERELRIBAEERER  FRISH , LRABH RS BUERE NS
o WREBTZURENES, EHNBBEE , JFNE AR,

ERETEENEASE : S HGSEGRTRTERER S AN TREY, BEEARENRER
MR FIE AR | BB SR N S 2 R B R,

- TRURERF  THRURE. TERASERNES  YEEHERESEEL, BRERLES
LHERRHOR LT,

EREERRA BB 141


https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final

ZETHE AWS Well-Architected Framework

ELRFTERAREEAEZRBEE  UHFAEAETESHARRENREER. ELREZREFER , 5
ZROEEN K SEFRRAERLTENOES R EREBRT  ERTETRSHEELDEER
REZEEM. RFNITE, ELTENMNREEBNEEERMEEHEIRBASHEA. EMNTEER
B, BRI EEE R E AR AR,

% {m

AEREH T ER  YRARKYTRORNE4RREREE, £ THFEHEE=(ER

- AE BETHMIFREZ2EHNER , AP afRkUSHEENAERBRNEERA , WETSHEE
ME R MEEI

- RE  RERERESEHNRE  HPOELEREE, fIETBNSHEERE  UREFEFFHR
LfE-BoEZEE4,

- BT RERBRESHNEN  HPOERERFIE,. RENERLENAFE. BEFENNRER
#, AR FHEDEMBEDEE.,

ESEEEERNEUEREHRRREEE, ROE— MBS , SHEEHEETRERMEREY
A, SEEBAR, TRASMSERGES T T RESLE0ER,

REE

- SEC10-BPO1 @ BIEAEA BRAIBE IR

- SEC10-BP02 #IEEHEEHE

- SEC10-BP03 %15 Th st

- SEC10-BP04 R MAIH R+ EHEIEREFFH
- SEC10-BP05 F & MEFEE

- SEC10-BP06 BT E

- SEC10-BP07 #1T4& #

SEC10-BPO1 &ipIEAsE A BRI E IR
AT B AN AREEEHNANBNABAL, ERREEES.

FHERR  SRE—DRBASRE K SEHBKREN , ARGBATERZ2EHRNENAR, &
ENBEELEMLER , LERBNABTLEFARRAERE, BECEUHEFAREEMAFE =4
BHEAEENRE , SRLTLEFEBH. BERitERl , URKRBERHK (SaasS) BRAER. EX2EH

3 142



ZETHE AWS Well-Architected Framework

B, ABSAREERRNEL. SHNEENRBAT  LHEEENFIUERSME D RNETE
o

ERORER :

- OEZ2E4E , RERFEZLSBHRET. AGIRENSRTRRASRE,

c BREEASTHRLDESHANREHERFNIAS, HKBR, ERRENRRL R,

- RERHSFETEZERREIRARART XA HABMATE.

- AFHEEENMET LERE , SBMUMAEEIENMWBRLLEHOETHE , HIMETEHESR,
- EREEHEE  ERRASTRBISTIHELDEE  RAON LEHNEE.

BUMSEEENED  WEBURIRESHE  REIRFERASNEACHEESE 2 VO R
B, B EZ —NEFNBRASREACGHNEE  SREKIEENASETREREE D UREHPE
B, BhERESEHRRERIKEREE,

RBRUNBEEBRNARRESHR : 5
BiFHE 5|

AMAEEPHNBREAS EREZEBABRHRESHMENAEBIRRE, REASEE (PINER
25, BANERED) K EHEEYENLEN. EHRSHEEE, SHOEENEAEEASE
HRAGLHEER.

- SHEERE SN EEEESHEEHBERERRRE,

- SHEOEE SHOREAEHENFENITEH. EEAETEBRBEEHEEMAERTE , BEER
EXRERAREANRRASNEEBR,

- BAAEA  BAEBEASEAHNNALEE , BHRREARME, EEHRBENEF CHNERE,

- LiRERF  EHSBIES T | WERMGA LRIRE  BRMAEGLENKENAE , LB L/EH
CIETEMHER. HEBENEEREIMAUNER LREFN -85 , BERMFHTER

- EEER (SME) : MIRRZHANMBEER , RFIZZEHEX SME BRRESEEBER THEEH.
feM A ERUHBHMS R BR TESHNRENER D BRRABE,

ERREAHH

| Role | Name | Contact Information | Responsibilities |
1| — | — | — | — |

SEC10-BPO1 3 BIE& A EMABER 143



ZETHE AWS Well-Architected Framework
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https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_ops_model_def_activity_owners.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://github.com/aws-samples/aws-customer-playbook-framework
https://youtu.be/8uiO0Z5meCs
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
https:/www.youtube.com/watch?v=NeR7FhHqDGQ
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
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https://aws.amazon.com/premiumsupport/
https://console.aws.amazon.com/support
https://docs.aws.amazon.com/awssupport/latest/user/getting-started.html#accessing-support
https://aws.amazon.com/compliance/shared-responsibility-model/
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https://docs.aws.amazon.com/awssupport/latest/user/case-management.html
https://aws.amazon.com/shield/
https://aws.amazon.com/shield/features/
https://aws.amazon.com/managed-services/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
https://aws.amazon.com/organizations/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/services.html
https://aws.amazon.com/blogs/security/use-backups-to-recover-from-security-incidents/
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https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/develop-forensics-capabilities.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-b-incident-response-resources.html#forensic-resources
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
https://aws.amazon.com/blogs/security/how-to-automate-forensic-disk-collection-in-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-incident-response-and-forensics.html
https://www.youtube.com/watch?v=f_EcwmmXkXk
https://github.com/awslabs/aws-automated-incident-response-and-forensics
https://docs.aws.amazon.com/solutions/latest/automated-forensics-orchestrator-for-amazon-ec2/welcome.html
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_remediate.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_develop_management_plans.html
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https://github.com/aws-samples/aws-customer-playbook-framework
https://github.com/aws-samples/aws-incident-response-playbooks-workshop
https://github.com/aws-samples/aws-incident-response-playbooks
https://catalog.workshops.aws/incident-response-jupyter/en-US
https://aws.amazon.com/identity/federation/
https://aws.amazon.com/identity/federation/
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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FERILAZE , MARMEA SSH = RDP ER4AWE , AWS Systems Manager Session Manager & F
¥ Amazon EC2 #THEBHNFIEEEFZEE, SRR SR IAM RIZH L EEE, &
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://aws.amazon.com/blogs/security/how-do-i-protect-cross-account-access-using-mfa-2/
https://aws.amazon.com/blogs/security/use-iam-access-analyzer-to-generate-iam-policies-based-on-access-activity-found-in-your-organization-trail/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/create-fine-grained-session-permissions-using-iam-managed-policies/
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://www.youtube.com/watch?v=f_EcwmmXkXk
https://youtu.be/E1NaYN_fJUo
https://www.youtube.com/watch?v=8uiO0Z5meCs
https://aws.amazon.com/detective/
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
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https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-a-cloud-capability-definitions.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://aws.amazon.com/blogs/mt/implement-aws-resource-tagging-strategy-using-aws-tag-policies-and-service-control-policies-scps/
https://aws.amazon.com/blogs/mt/implement-aws-resource-tagging-strategy-using-aws-tag-policies-and-service-control-policies-scps/
https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-a-cloud-capability-definitions.html
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https://catalog.workshops.aws/guardduty/en-US
https://catalog.workshops.aws/security
https://catalog.workshops.aws/inspector/en-US
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://www.youtube.com/watch?v=XnfDWID_OQs
https://www.youtube.com/watch?v=63EdzHT25_A
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/operations.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/establish-framework-for-learning.html
https://www.ncsc.gov.uk/collection/caf/caf-principles-and-guidance/d-2-lessons-learned
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https://catalog.workshops.aws/threatmodel/en-US
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https://www.aws.training/LearningLibrary?filters=Language%3A1%20Domain%3A27
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/devops-guidance.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
https://catalog.workshops.aws/threatmodel/en-US
https://www.aws.training/LearningLibrary?filters=Language%3A1%20Domain%3A27
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
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https://www.aws.training/LearningLibrary?query=&filters=Language%3A1%20Domain%3A27&from=0&size=15&sort=_score&trk=el_a134p000007C9OtAAK&trkCampaign=GLBL-FY21-TRAINCERT-800-Security&sc_channel=el&sc_campaign=GLBL-FY21-TRAINCERT-800-Security-Blog&sc_outcome=Training_and_Certification&sc_geo=mult
https://aws.amazon.com/blogs/security/how-to-think-about-cloud-security-governance/
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://docs.aws.amazon.com/whitepapers/latest/public-sector-cloud-transformation/accelerating-training-the-aws-skills-guild.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/the-devops-sagas.html
https://www.youtube.com/watch?v=CBrUE6Qwfag
https://catalog.workshops.aws/threatmodel
https://owasp.org/www-project-top-ten/
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
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https://www.nist.gov/itl/ssd/software-quality-group
https://www.nist.gov/itl/ssd/software-quality-group/source-code-security-analyzers
https://samate.nist.gov/index.php/Byte_Code_Scanners.html
https://samate.nist.gov/index.php/Binary_Code_Scanners.html
https://samate.nist.gov/index.php/Binary_Code_Scanners.html
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BFESR

- BE—HM IDE. BXABEXR , UREBEZTLBEN CI/ICD &,

- ZE SDLC #MHEMNEBSHEEE K MARRBANEEELHRFTERENEE,
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https://aws.amazon.com/q/developer/
https://aws.amazon.com/codeguru/
https://catalog.workshops.aws/sec4devs
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codepipeline/
https://github.com/awslabs/automated-security-helper
https://aws.amazon.com/q/developer/
https://aws.amazon.com/codeguru/
https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html

ZETHE AWS Well-Architected Framework

+ DevOps #85| : DL.CR.3 AR ABIEFR 2 Y AR 7T AR

FERE M -

- FEXNREEE

+ AWS DevOps BE D B EB

- AWS Z2 g EERH (BRAEXRS)

+ J&1F Well-Architected CI/CD &

« Amazon CodeGuru 4 T E #4258

« Amazon CodeGuru Z£ T EFRAERE

- BEENER , EE AWS WEE

« AWS IMEF B BLRE, BARNTANETE

« Amazon CodeGuru Z£ T EAIH B EE R FH LTS MTRE

HHEAR -

o BABNA : Amazon WEBLEEXNEE
- BELERSE CI/ICD EE

« Amazon WE B HRBERF

« Amazon KRB R

rEREEE I -

- ABABHNEEFRA
- BELELHBIER (ASH)
» AWS CodePipeline B2 - Github

SEC11-BP03 EHEITZE R

EHHENERETSENR, EREMFEREBI A CARIFHEAREER , RgERNTAE
EREBE, WAEFPRTHERNZFHNRA. 2EAEREERNNRBRETSEBIFRPNSY
17, NREFRARZREBENER , AIRRTETFRPNBEZER,

SEC11-BP03 E i T8 FE A 168


https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/dl.cr.3-establish-clear-completion-criteria-for-code-tasks.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=partner-type%23technology&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-location=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&awsm.page-partner-solutions-cards=1
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=use-case%23app-security&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/devops/choosing-well-architected-ci-cd-open-source-software-aws-services/
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/recommendations.html#secrets-detection
https://docs.aws.amazon.com/codeguru/detector-library/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/blogs/security/how_amazon_codeguru_security_helps_effectively_balance_security_and_velocity/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=AF-pSRSGNks
https://www.youtube.com/watch?t=1340&v=52SC80SFPOw&feature=youtu.be
https://www.youtube.com/watch?v=o1sc3cK9bMU&t
https://owasp.org/www-project-top-ten/
https://github.com/awslabs/automated-security-helper
https://github.com/awslabs/aws-codepipeline-governance
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
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https://aws.amazon.com/security/penetration-testing/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/architecture/modernize-your-penetration-testing-architecture-on-aws-fargate/
https://aws.amazon.com/fis/
https://github.com/aws-samples/aws-codepipeline-codebuild-with-postman
https://github.com/aws-samples/automated-security-helper
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/dl.cr.2-perform-peer-review-for-code-changes.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-pull-requests
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https://aws.amazon.com/blogs/devops/automate-code-reviews-with-amazon-codeguru-reviewer/
https://aws.amazon.com/blogs/devops/automating-detection-of-security-vulnerabilities-and-bugs-in-ci-cd-pipelines-using-amazon-codeguru-reviewer-cli/
https://www.youtube.com/watch?v=iX1i35H1OVw

ZETHE AWS Well-Architected Framework

BREFHITERPER , REERFEREEMFNTE. AWS CodeArtifact SERLIEY AWS S 1ER
HERTRE AWS R TR B EERER DN T E,

BFESR

- BEERBREBESAET  MESERRRBEMEREYTERANRTERS.
- BREFEENEIRERMA AWS IRF HEEF.

- BEABLAERE  EEFRT Eﬁ%ﬁﬁtﬁﬁﬁ'ﬁﬁm o

- MEBEREEANEN, FF  UREBEEESSERNAER.

. h&—h%&i_%kﬁll%?ﬁﬁg‘k%ﬁ%ﬁ:éﬂh& . R EERRYHH,

- ENRERTEETNENS BBk EENEERE,

BIR
RN REES -
» SEC11-BP02 F Bh{t1E B {3 5 A58 75 1 b iA H 9 A&

FEBEN M -

« DevOps #55| : DL.CS2 EBAEER , EHEABAM LES
- BEAmHEHEER (SLSA)

FERFEE A -

- BEENER , EE AWS WEE

« £/ CodeArtifact EH R RZEF TEAMBENEH LTS

- ZEEFHEHEITEE (GitHub)

+ {5 AWS CodePipeline £ AWS CodeArtifact £ %17 Node.js ##H (GitHub)
» AWS CDK CDK Java CodeArtifact & & &4 (GitHub)

+ f5F AWS CodeArtifact 5 #FA%H .NET NuGet E4 (GitHub)

HHEAR F -
- MRS EEEAE

BiR 174


https://aws.amazon.com/codeartifact/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/dl.cs.2-sign-code-artifacts-after-each-build.html
https://slsa.dev/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/blogs/devops/tighten-your-package-security-with-codeartifact-package-origin-control-toolkit/
https://github.com/aws-samples/multi-region-python-package-publishing-pipeline
https://github.com/aws-samples/aws-codepipeline-publish-nodejs-modules
https://github.com/aws-samples/aws-cdk-codeartifact-pipeline-sample
https://github.com/aws-samples/aws-codeartifact-nuget-dotnet-pipelines
https://www.youtube.com/watch?v=CBrUE6Qwfag
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https://www.youtube.com/watch?v=KJiCfPXOW-U
https://www.youtube.com/watch?v=pkPkm7W6rGg
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codepipeline/
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https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/kms/
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cdk/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/kms/
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
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https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cdk/
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/ecs/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/dl.ci.2-trigger-builds-automatically-upon-source-code-modifications.html
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
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https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/aws/new-code-signing-a-trust-and-integrity-control-for-aws-lambda/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://catalog.us-east-1.prod.workshops.aws/workshops/954a35ee-c878-4c22-93ce-b30b25918d89/en-US
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https://aws.amazon.com/blogs/aws/new_deployment_pipelines_reference_architecture_and_-reference_implementations/
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://aws.amazon.com/blogs/aws/new_deployment_pipelines_reference_architecture_and_-reference_implementations/
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/lambda/
https://aws.amazon.com/sns/
https://aws.amazon.com/blogs/aws/new_deployment_pipelines_reference_architecture_and_-reference_implementations/
https://docs.aws.amazon.com/codepipeline/latest/userguide/monitoring.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/security-best-practices.html
https://github.com/aws-solutions/aws-devops-monitoring-dashboard
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://aws.amazon.com/blogs/security/how-to-think-about-cloud-security-governance/
https://aws.amazon.com/blogs/security/how-aws-built-the-security-guardians-program-a-mechanism-to-distribute-security-ownership/
https://aws.amazon.com/blogs/security/how-to-build-your-own-security-guardians-program/
https://www.youtube.com/watch?v=CBrUE6Qwfag
https://www.youtube.com/watch?v=aznmbzgj6Mg
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https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html
https://aws.amazon.com/architecture/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/operating-your-workload-securely.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/operating-your-workload-securely.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-in-transit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/preparation.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/operations.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/post-incident-activity.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_establish_incident_framework.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_establish_incident_framework.html
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