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Business continuity

How much data can you afford to How quickly must you recover?
recreate or lose? What is the cost of downtime?

Disaster

Recovery point (RPO) Recovery time (RTO)

Data loss Down time

RPO (BRH B ). RTO (ERFERER) MAXHSHHNER,

RTO 88 MTTR (PARRKEM) A6l , MESeu Rt A MR TEERER0EREMN, T
B, MTTR R#t— BB BANSEYETALSHREGNTHE , T RTO ARE—FETAMBMR
B BB A,

TR H MR

BERRASKEAEANTANRARBRARANE-BR. B , £FERER , RAKCESH
BRARAIBHENELSTHEATEANTRAMER, flU , RERRTREELEREHENRAFTESR
ZHERNRERERNED, EttRRBLERKLEE  MAREBERREEBRNRENEE, REA
BRE-RTHEERRERENTAMER , BUUABRZFELRHRAERNTERE, SALERT
JREL ERE-RARXSBAETEERSD , YFFAESESs N THAEESR, ERMIVTERR
DRBHESRR , BENITHE (NER) RERTAL L , MAREBRBEH ERERFTEE/RE.

B3

BRAGEARRNNERIH  YEEERED TAMNXEERRTER  URRENEEE
Ko

THEAAMEERER 10



AT AWS Well-Architected Framework

£FAWS A, BPBEKRE, A "ERTFEL M "EFEFE) . ERNTEHASFRMENEGRYE , miEd
FHAIARKRERE, 0, Amazon EC2 #17{8#8. Amazon RDS &#EH Amazon DynamoDB
ERKRBIVEAREORERTEHRE. HR , BEFH EC2 HTERK RDS EXRE , HiE
DynamoDB A #i R BEERKRPEER ISR RAEHTERE. BESTAMHRAEELD
REHREE  EENTHEREEHEFTEHESHN TAMRFTER. Bt , EGsTAMERNIE
EHER R FHRELNBTRBAENRE,

A% AWS BEFEERABUN T EZRBERGEEERAES  YBIEFTEATHEERN F . A
%, HETRAITEFRCTAMRTER , HTEEN THEUHRREITRT. AWSHEEENT
BREAER  YEERF-RINTAMRTER , SEEET 99.999% RNES AT AENRE. AWSHR
7 REEIEET (SA) T Bh G o At B RETEENERGET. ERGIEFNRHERSIA AWS ATBR
ERMBHEERTRAEBERNED, REATARKTERETERERB 2ET, ELEGEER
B, tERSATEGERUNEIZTERFENARE , OFFEITHRTHEUTEENRG. A
%, BALLETEEN TEAREENEE.

THEEEMENTHME RS ARERFTRNEEE -, TUERN RTO. RPO M AEREHR
BRMERE K SREVUILEEIELSH. FUMENFERE  SEIFEEHEENABTEREX
RiE RETHREHEUEBTROZE,

TR AMEER 11



AT AWS Well-Architected Framework

B

EREREHEEERE - THRAHFERNER, ERUEMNRKRBH , BEISHETEMLN
EXER, i, BLARERFORERANBEER.,

HEAEBRES , EEERTRRMEREEBERRVER , AL AENHRREPTMAELER.
BB AWS , HAMASHERERE FUMAR TREZZFEEBEE, RTNERIFER , Rit
AWS EEFREEHNBRENEERENER  BEETURBREAHEFEE R NN E.

LTHEHRAZENELATEUHEERRENREER.

ES-]
- B AR A B #E A R
- BREEHERRE

TR il % i 5 A PR

ERBETFEIRAREARBEE (BBARBRY). ELEENTFERA THIERNGRBEHAER
EBNEIR , WRH APIHRENFERR | URBREENREZEM. SHAEF-LERRS , Sl
U FHEXEERNER  RERHRNHTE,

MREERA AWS Marketplace EARER , BIXVETHRELEAEXNRES. MREFEHE=7 Web
FR7SRERBEENARAS |, th 478 7 FRIELLPR#,

REEK

« RELO1-BPO1 7T % A % Fic &8 A PR %l

+ REL01-BP02 EEE ik F M [EEAY R EEE

« RELO1-BP03 %8 2R 4518 FE ] & AR %% Hic %8 A R

« RELO1-BP04 EEf= M EEALEE

« RELO01-BP05 HEMCELEEERE

« RELO1-BP0O6 R BB HESAAECEHFEEHNER , LERRIERE

RELO1-BPO1 T % AR 5 fic %8 71 BR 1

THIFEHAENARGENEERFEMER, MEBPLEREFRS (HI0 , HHEIEE) B
BERE,

BRI AENRS 12



AT AWS Well-Architected Framework

FHER . FFALLAWS tkF BEEEENERREZERER. ERRERENBBLEESR
LABR R RIE R A se B BAR S b AR S R BT 09 AR B EC R AN PR &) | £E 0 By b AR A PR AR = P B

FRRERX :

- EREBIEEER , KA T7THNR, EREANEYHAARBHRSE,

- MEBRTEEHER  KEEIMREMRESENRBERBIEIEAS.
- BERERBRBZIARE K BEEARBHERSEER, RE. STHNAE.
- BRERECEEEBEM.

- THEBERBAERRNEFNEER,

- BEREBEREETRESENERERRBEERZHERN.

- BERTLLERRIERS , BRESHRE BB REIIE MBI ERRH S L
« REUAREREBARAEBAER , UREEREAENESD

- MEERFARDMLENEFRKN,

- BEEEEHERERYAFANRENEREE K MBERERE.

- REFNEFEFEHUBEFRM B RHETREBRNBTEER,

BYNSEEBNESD  ERNEBCBRBEENERRHINEZATUETEEIBE, ERE/RSE
B  EFRENAEBEXSEATRERHEHNF R, BHEMAEERINMAKRFSBERYEEEL
B, BARREBI TR ENEHREERESEML,

REVMSEBSRORREE &
BFES

Service Quotas & —& AWS R , AIt#EI &K — B EEE BB 250 @ AWS REHNERE. BRTEH
FLREEZ N |, B LA Service Quotas 1A T FE A AWS SDK. AWS Trusted Advisor offer R5E3K
M HEELEEIE N J«Xaﬁmiﬁbﬂﬁi%iﬁbﬁﬁﬂﬁﬁﬁgﬁﬁﬂﬁﬁo 518 PR 75 19 78 5% AR 7 B B8 th 2 14 5 18 1 Bl AR
I AWS X 4E ( Blan | 552 Amazon VPC Quotas ) o

HERRERE , flanETRAERRRFEIAPIs , B1FEBEREH 25T EE Amazon APl Gateway X & 4
BRE. EHEERBLEERBERN —LRHETIFEMEN IOPS, 2EER Amazon RDSHEFEF
Amazon EBSH;RE[EELE ., Amazon Elastic Compute Cloud #8 B S I IRISREIERIR , BEBREE
E#17{E%. Amazon Elastic Block Store F5EM IP frstPR%I, 0 REE IR Tl 8 5 2 FE A E = e
WERARSG , BEEBBENERAR , BHE B  EEEREERERK,

RELO1-BPO1 T fi BR 7B 58 M PR 41 13


https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/best-practice-checklist/
https://aws.amazon.com/answers/account-management/limit-monitor/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://aws.amazon.com/solutions/implementations/quota-monitor/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://aws.amazon.com/data/
https://aws.amazon.com/devops/continuous-integration/
https://aws.amazon.com/devops/continuous-delivery/
https://partners.amazonaws.com/search/partners?keyword=Configuration+Management&ref=wellarchitected
https://aws.amazon.com/blogs/mt/managing-the-account-lifecycle-in-account-per-tenant-saas-environments-on-aws/
https://aws.amazon.com/blogs/mt/managing-monitoring-api-throttling-in-workloads/
https://aws.amazon.com/blogs/mt/organizational-view-for-trusted-advisor/
https://aws.amazon.com/blogs/mt/automating-service-limit-increases-enterprise-support-aws-control-tower/
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https://www.youtube.com/watch?v=ZTwfIIf35Wc
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https://www.youtube.com/watch?v=srJ4jr6M9YQ
https://aws.amazon.com/codeguru/
https://aws.amazon.com/codedeploy/
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https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/cdk/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/marketplace/search/results?searchTerms=CMDB
https://docs.aws.amazon.com/servicequotas/latest/userguide/organization-templates.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/best-practice-checklist/
https://aws.amazon.com/answers/account-management/limit-monitor/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://aws.amazon.com/data/
https://aws.amazon.com/devops/continuous-integration/
https://aws.amazon.com/devops/continuous-delivery/
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https://partners.amazonaws.com/search/partners?keyword=Configuration+Management&ref=wellarchitected
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https://aws.amazon.com/blogs/mt/managing-monitoring-api-throttling-in-workloads/
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https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/cdk/
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https://aws.amazon.com/marketplace/search/results?searchTerms=CMDB

AT AWS Well-Architected Framework

BAHAR  EEENSREKRGET , FARAIRESNERBRNT. EMACKEFREZERNEER
) = AR 5 i 28 B A

ERORER :

- BEMER-EERBN -RHERNEET  EREEIREESEI ARG K MAIERETR

« MITTERNEEY BERFHMEED RBE TR, fm, URERSIBMTAE  ERETER
EI‘JH%'FEﬁ%o

- ERTEBEERBEERELIRRIERMRST. S, SQS EFH A/ 256KB,
« RERFTAEAMY BEEUERNEEESREESHB TRE AR REEENRE

BUYMREEENED #RAEAEARESEMARMNBREEHFRTHT , MASHEHER.
REVU N SEEBRNRERER . &
EFiE5l

TERUREREEMVIRANRERBEE , AWS RENEERBARELEE, EXRTEEMAEEN
AWS BRIBEHLAEEARERAEXRT RRAGEETEETERS,

T4 PR I & B8 /R 1E Service Quotas A H, MRERMEE R ADJUSTABLE = No , BIfRIEEEMR
H, EERFEEERE—LEEREAREEAP, HW , Lambda BELZFABRNISEEMRF

Blan | 5%ET Python BAEN#E Lambda BRBF#TH , BARX B A UYE Lambda REBHE
TR 15 P8, MAEXBURIITEBURBEARS , ALAEEBEARMNNER. UREE
ENBREINLRS , BFARASESIRRNPHET TR EA L, BREEETR , REEAEE
AUSEELRG  ERERSBREML 1 FDT,

—BERAEXNBEIAERE , BEAEARBRSKAREEINEMRLERS . BHORAE. SHIENE
BRI EZ RS AR RN —

BESR

- BERZTTRHRERENRGTPRERN AWS RETEBE,
 BERELREMEMEERGFAEEEZERG, XIFFrERGIE 2B /R Service Quotas £12 A
F, BEREEEERVEIHINELRS,

- BELRENEARK  BERENTERINEBZNMZMEE IR , SINRBERR. ERARH.
RER. TAMEENKBERYH. BENRBNZWEDRFSIEEFUARBAIBESENTFEER
By B R R

RELO1-BP03 3% if8 8 1% i FE [E] & AR 75 Bt 58 7 PR 21


https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
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https://aws.amazon.com/blogs/mt/managing-the-account-lifecycle-in-account-per-tenant-saas-environments-on-aws/
https://aws.amazon.com/blogs/mt/managing-monitoring-api-throttling-in-workloads/
https://aws.amazon.com/blogs/mt/organizational-view-for-trusted-advisor/
https://aws.amazon.com/blogs/mt/automating-service-limit-increases-enterprise-support-aws-control-tower/
https://docs.aws.amazon.com/service-authorization/latest/reference/list_servicequotas.html
https://youtu.be/O9R5dWgtrVo
https://www.youtube.com/watch?v=ZTwfIIf35Wc
https://www.youtube.com/watch?v=srJ4jr6M9YQ
https://www.youtube.com/watch?v=O8xLxNje30M
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/cdk/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/marketplace/search/results?searchTerms=CMDB
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https://aws.amazon.com/route53/what-is-dns/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/products/networking/edge-networking/
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https://aws.amazon.com/route53/what-is-dns/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-configuring.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-determining-health-of-endpoints.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-creating-deleting.html
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-monitor-view-status.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/best-practices-dns.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-choosing-alias-non-alias.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-api-gateway.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-api-gateway.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/HowCloudFrontWorks.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio-explained.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/origin-shield.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/high_availability_origin_failover.html
https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/waf/latest/developerguide/cloudfront-features.html
https://docs.aws.amazon.com/waf/latest/developerguide/cloudfront-features.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-resiliency.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-ddos.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/network-connectivity-capability.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/dns-failover.html
https://www.youtube.com/watch?v=s5sjsdDC0Lg
https://www.youtube.com/watch?v=E33dA6n9O7I
https://www.youtube.com/watch?v=mwUV5skJJ0s
https://www.youtube.com/watch?v=HJNR_dX8g8c
https://www.youtube.com/watch?v=u-qamiNgH7Q
https://catalog.us-east-1.prod.workshops.aws/workshops/4d9ab448-5083-4db7-bee8-85b58cd53158/en-US/
https://catalog.us-east-1.prod.workshops.aws/workshops/effb1517-b193-4c59-8da5-ce2abdb0b656/en-US
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https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpn-attachments.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/aws-transit-gateway-sd-wan.html
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/resilency_toolkit.html
https://aws.amazon.com/directconnect/resiliency-recommendation/
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNConnections.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/routing-and-bgp.html
https://docs.aws.amazon.com/architecture-diagrams/latest/active-active-and-active-passive-configurations-in-aws-direct-connect/active-active-and-active-passive-configurations-in-aws-direct-connect.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNConnections.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/resilency_toolkit.html
https://docs.aws.amazon.com/vpc/latest/userguide/endpoint-services-overview.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_VPN.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-gateways.html
https://youtu.be/fnxXNZdf6ew
https://youtu.be/9Nikqn_02Oc
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://aws.amazon.com/answers/networking/aws-single-region-multi-vpc-connectivity/
https://aws.amazon.com/vpc/ipv6/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://aws.amazon.com/answers/networking/aws-multiple-data-center-ha-network-connectivity/
https://aws.amazon.com/answers/networking/aws-single-region-multi-vpc-connectivity/
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://aws.amazon.com/vpc/ipv6
https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/IPv6-reference-architectures-for-AWS-and-hybrid-networks-ra.pdf
https://aws.amazon.com/blogs/containers/amazon-eks-launches-ipv6-support/
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-backend-instances.html#set-up-ec2
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancers.html#availability-zones
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https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#availability-zones
https://youtu.be/fnxXNZdf6ew
https://youtu.be/9Nikqn_02Oc
https://www.youtube.com/watch?v=FkWOhTZSfdA

AT AWS Well-Architected Framework

ERORER :

- BEEERMOERHEHRA,
- BERUETEEEBANMR cBRHERESE (Pl , REETHEKENEL TAERH).
- PRESITERRAYE REN

BYNSEEHRNED  BEFERPEBRHENEN , MREFNEENBEXSGURBEEARE M.
RIRR B HRENNRE |, SINBEANERRE T, AEFRNLEIEZEE. BRESHERENNE
T, RAREEENERERTENEGFETh. EL4ABRZNMREASETANMEEERE, N
ERRERIRENMEE | AR WA E R TR AR

F—AHERR , BEARESESEARK cEARYEPARERH, ZIRERHEBFEN S EZREEN
EERTEMES FE T,

AEV M REERFNRRER : &
BFHEs

BERBERBHIRSE , BARMIKRS, EAMNEERBIRS PREDE, A ETREREIEME
hEEHAE,

HEARENFERMAERKRMSR  TRREBEENERLEER (VPC) EREHHEMER <BHE
B, ERTERETRERNENE  ARtERZHBBEBEETHEDSE.

ZRIENMEKERET , BFEEREM VPC, AWS Direct Connect # Site-to-Site VPN E#%,

ZRIHEESHRE VPC EEERER 7Rk, HRESE T  FEMANE CIDR (F#0/28) , K
EHEESUNTETHERTREREM. i\, B — @@ ACL , i&© R ARAYFIA B T 2%
EOTRABE, TE8 A M5 R ACL BRK.

RETNEFENRER , UEEERBEANBR cBRMAKE, BRELTRAELERANEREBHS
B (Fla, Bt ERHEEEER THERE ).

BHESR

1. REIEWRERK, RAEETERNER , YRIDELCHERRMEN CODREETSEL,

2. #3 AWS Transit Gateway Y E1ZEH VPC,

3. MEEE , 5B VPN E#E = Direct Connect B8 , YWASHEE Transit Gateway 2 37 B3 H
4. 3B Transit Gateway MEHKRWAE | EZNAEERHN VPC MEMER 2 BEBARE,

REL02-BP04 fmiFEhER X ik mIE S W@k 43



AT AWS Well-Architected Framework

5. f£/ Amazon CloudWatch , REBEREIZMARMERE | SUETREEMEARE,

&R
B RE B

+ REL02-BP03 fEfR IP KB ERSFEGIEEMN A AM
« REL02-BP05 BN EME MU ZEEFEEFRRAEENTAE IP i EE

FEEASLHF -

« fHEER Transit Gateway ?

- ERFERAREERR

- BEVAEREHZ2MZE VPC AWS MR EE

« £/ AWS Transit Gateway [E13 B ¥ & 2R E < KERK
« Amazon Virtual Private Cloud E#RiZI18

« APN &R | AIUAE BRSNS 1ER

o EARMEREEREE AWS Marketplace

MREH

« AWS re:Invent 2023 - AWS Bi#aE i
« AWS re:Invent 2023 - M VPC 5T & ¥ TheE

HEAM R E -

+ AWS Transit Gateway i1 &

REL02-BP05 EFr G ERN Gt ZZE T BIT A EEBNTE P it £
HE, FEiB Transit Gateway EARZEIR ERE , S 89 IP it EEVPCsTBEEVPN, Jf;% IP ith

W VPCHIAHNBBREC MREEANEMERERHECEZLEFR, CHULBEE—BEEZSERY
ELFAE IP (vt EEM A%, IP hutEE (IPAM ) RFETHE BELILEE,

REL02-BP05 #FTAEMRN LG 2B AT AERNILE P it #E 44


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_ip_subnet_allocation.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-best-design-practices.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://aws.amazon.com/blogs/networking-and-content-delivery/building-a-global-network-using-aws-transit-gateway-inter-region-peering/
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://www.youtube.com/watch?v=8nNurTFy-h4
https://www.youtube.com/watch?v=cRdDCkbE4es
https://catalog.workshops.aws/trasitgw/en-US
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https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://docs.aws.amazon.com/vpc/latest/ipam/res-disc-work-with-view.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/vpc/latest/ipam/res-disc-work-with-view.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/private-nat-gateway.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/aws-privatelink.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-networks.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://aws.amazon.com/answers/networking/aws-multiple-data-center-ha-network-connectivity/
https://aws.amazon.com/blogs/networking-and-content-delivery/connecting-networks-with-overlapping-ip-ranges/
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://www.youtube.com/watch?v=cRdDCkbE4es
https://youtu.be/9Nikqn_02Oc
https://www.youtube.com/watch?v=FkWOhTZSfdA
https://www.youtube.com/watch?v=xtLJgJfhPLg
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https://mrtortoise.github.io/architecture/lean/design/patterns/ddd/2018/03/18/deathstar-architecture.html
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https://martinfowler.com/articles/microservice-trade-offs.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/introduction.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/what-is-mhub-refactor-spaces.html
https://aws.amazon.com/blogs/architecture/seamlessly-migrate-on-premises-legacy-workloads-using-a-strangler-pattern/
https://docs.aws.amazon.com/app-mesh/latest/userguide/what-is-app-mesh.html
https://aws.amazon.com/cloud-map/
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/welcome.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/SQLtoNoSQL.html
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https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-import-api.html
https://aws.amazon.com/what-is/service-oriented-architecture/
https://martinfowler.com/bliki/BoundedContext.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/introduction.html
https://martinfowler.com/articles/microservice-trade-offs.html
https://www.martinfowler.com/articles/microservices.html
https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/app-mesh/latest/userguide/what-is-app-mesh.html
https://catalog.us-east-1.prod.workshops.aws/workshops/f2c0706c-7192-495f-853c-fd3341db265a/en-US/intro
https://www.youtube.com/watch?v=otADkIyugzY
https://martinfowler.com/bliki/BoundedContext.html

AT AWS Well-Architected Framework

BEECREEUA-—HSEFLRARENEFHAT. CHEEBEERFIRNKD , YRBADNFEER
RREEIFRITR

FRORER :

- BEREMBEERMESE (Fl20 Ul A UX, RSB RERE) BRE , MAREBERNRBE.

- BEREXEZEESET. BRAARRENRBIREHIME K FTEQABWARTHE , BFES
BEEEE RS ERREN.

- FEEMEMYE (FIMESERERE) SEREAA At —EARBASLESER K FESEHMRK
TR

- BBSHONERBRESLNER R —BNARFESRREER BYWERMERFERL
I 38 HfE 85 T4

BUYMREEENED  RARARMABUNRE K SRXKELDRS K AEALBNEEES. K
BOUEBURNBE. RETSEFEINBEMREBENIER,

KRBV U REEBRNRRER : &
BiFHE S|

WEEESERET (DDD ) RERFBZEEKRTNEZERBNERTE, ARESINEH AN RS
B, EARARBEAMED, ERARANESERARAR  LUNNASBEXRECSEINRK
fir , BEAERXBRKRCRRE.

Eﬁﬁﬂi PR

seat i B AR TS

TRIEER BB 3

BESR

- BRTRITEHAERTNE  LESKAREBRESF., 5. TEMEE,

- ERERETFEAMBAEEBNRB R , TUERAERRNRESBEE D /RE , ERARELS
BNBMENEEE s EE B, BELERAIRSERE  WARENERERARVERESF
B,

REL03-BP02 B X A4S & £ KM M Th AL R TE 51


https://serverlessland.com/event-driven-architecture/visuals/event-storming
https://martinfowler.com/bliki/BoundedContext.html

AR AWS Well-Architected Framework
« f5ltn , Amazon.com B ER REETETE., T, HE. BE. HNEX,
- B, XNNFES/-MEIEERED , MERKR., THMNE%RSEFEFTERED.

- BESARB D HEAWERBEHLE T ERHMERBIEN, BEXBDRE, FERASXSER D HE
A, FEHAEDN S ERE -
c JAARFBNEMAIREODDERERERERAERNFEAN , MEFHELERNY HNTBEARE

DDD, 7 bubble IR EH , EARBMENBHRNLEZEREY —FIPINERRRE , AIRE
MEBNRBEEEZABZE,

EERATEIOMAERNERNBH SR | BATURA AWS REREEEUAERSERL
AR 3% < B BB B ERET o

. BHESHTELEERNNIRIERENER, AREDWER (TDD ) MiTHEBHEIR
(BDD ) B MR RIS ST AR S ISR,
. ERBGAENEEEEERAMREEBEN AWS BRI -
- AWS AR AN MRS A S AR IR | R R B E RSN R R,
. AWSHEETACERDENEE  REGUEIELNESER L,
- SASHERARBESERKHBEANEREER,

- EFAWSEEENEFERE , MR T —EER , ALUERKBERE IR K RE 0 HEFN R
B, LURRREER , RARMMBSEERR. €8 AWS BB T EFREANEXKEE D RHNE
X, THPERE TN BEELRERERE.,

&R
MHENREE

« RELO3-BPO1 #iZBMMA 0 EI TEE
« REL03-BP03 2= @ K RIE S0 API

MBI -

« AWS Microservices

» £ EEE Microservices AWS

o WA EES TR D RHME R

+ M Legacy Systems ‘@EDDD A P9

RELO03-BP02 2 EE ) 43 E B M e Y AR TS 52


https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://www.domainlanguage.com/wp-content/uploads/2016/04/GettingStartedWithDDDWhenSurroundedByLegacySystemsV1.pdf
https://serverlessland.com/event-driven-architecture/visuals/messages-between-bounded-context
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://aws.amazon.com/microservices/
https://aws.amazon.com/serverless/
https://aws.amazon.com/containers/
https://aws.amazon.com/products/databases/
https://docs.aws.amazon.com/prescriptive-guidance/latest/hexagonal-architectures/welcome.html
https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/introduction.html
https://martinfowler.com/articles/break-monolith-into-microservices.html
https://domainlanguage.com/wp-content/uploads/2016/04/GettingStartedWithDDDWhenSurroundedByLegacySystemsV1.pdf
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https://www.amazon.com/gp/product/0321125215
https://docs.aws.amazon.com/prescriptive-guidance/latest/hexagonal-architectures/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://serverlessland.com/event-driven-architecture/visuals/event-storming
https://serverlessland.com/event-driven-architecture/visuals/messages-between-bounded-context
https://www.martinfowler.com/articles/microservices.html
https://en.wikipedia.org/wiki/Test-driven_development
https://en.wikipedia.org/wiki/Behavior-driven_development
https://github.com/aws-samples/designing-cloud-native-microservices-on-aws/tree/main
https://aws.amazon.com/products/databases/
https://aws.amazon.com/serverless/
https://aws.amazon.com/containers/
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https://aws.amazon.com/api-gateway/
https://aws.amazon.com/appsync/
https://aws.amazon.com/eventbridge/
https://github.com/OAI/OpenAPI-Specification
https://graphql.org/
https://docs.aws.amazon.com/apigateway/latest/developerguide/import-edge-optimized-api.html
https://aws.amazon.com/serverless/sam/
https://aws.amazon.com/serverless/sam/
https://aws.amazon.com/cdk/
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-export-api.html
https://docs.aws.amazon.com/appsync/latest/devguide/designing-your-schema.html
https://aws.amazon.com/amplify/
https://aws.amazon.com/dynamodb/
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https://docs.aws.amazon.com/apigateway/latest/developerguide/request-response-data-mappings.html#transforming-request-response-body
https://aws.amazon.com/what-is/api/
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://martinfowler.com/articles/microservice-trade-offs.html
https://www.martinfowler.com/articles/microservices.html
https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-swagger-extensions.html
https://github.com/OAI/OpenAPI-Specification
https://graphql.org/learn/schema/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-schema-code-bindings.html
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https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-import-api.html
https://serverlessland.com/patterns/apigw-ddb-openapi-crud?ref=search
https://catalog.us-east-1.prod.workshops.aws/workshops/be7e1ee7-b91f-493d-93b0-8f7c5b002479/en-US/labs/asynchronous-request-response-poll/api-gateway-service-integration
https://aws.amazon.com/blogs/compute/implementing-header-based-api-gateway-versioning-with-amazon-cloudfront/
https://docs.aws.amazon.com/appsync/latest/devguide/building-a-client-app.html#aws-appsync-building-a-client-app
https://www.youtube.com/watch?v=fet3bh0QA80
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/appsync/
https://aws.amazon.com/eventbridge/
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https://aws.amazon.com/cloudops/monitoring-and-observability
https://www.youtube.com/watch?v=or7uFFyHIX0
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-retries.html
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
https://aws.amazon.com/messaging/
https://aws.amazon.com/streaming-data/
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https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-async-destinations
https://aws.amazon.com/sqs/faqs/#FIFO_queues
https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-async-errors
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-available-cloudwatch-metrics.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://aws.amazon.com/xray/
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://aws.amazon.com/step-functions/?step-functions.sort-by=item.additionalFields.postDateTime&step-functions.sort-order=desc
https://github.com/aws-samples/aws-stepfunction-complex-orchestrator-app
https://aws.amazon.com/batch/
https://docs.aws.amazon.com/batch/latest/userguide/cloudwatch-container-insights.html
https://docs.aws.amazon.com/batch/latest/userguide/cloudwatch-container-insights.html
https://aws.amazon.com/cloudops/monitoring-and-observability
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https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-retries.html
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
https://aws.amazon.com/messaging/
https://aws.amazon.com/streaming-data/
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://aws.amazon.com/sqs/faqs/#FIFO_queues
https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-available-cloudwatch-metrics.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html
https://github.com/aws-samples/aws-stepfunction-complex-orchestrator-app
https://docs.aws.amazon.com/batch/latest/userguide/cloudwatch-container-insights.html
https://www.youtube.com/watch?v=or7uFFyHIX0
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/xray/
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
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AT AWS Well-Architected Framework

« AWS re : Invent 2019 : EF Amazon SQS#] Lambda Al EE N E GRS E4EEE FERARER
« AWS re : Invent 2022 - ] Amazon &5+ S ERE S EventBridge
+ AWS re : Invent 2017 : Elastic Load Balancing Deep Dive M &&E B

REL04-BP03 H& T 1E

EFABPRESER  RETTESRENE, fln , MRENTEEREEIHTEERERSE | BB
FEARBFAVEENRRE , ERBRXEEMEBE A NIEAS (B alREBHNTERR), ERARSSEHER
2MHBWE , EERERERRTSFEHTIE , MERKBEREEE,

Flan | MREEMRERERFKIEEESE 100,000 EBRKRET , ME—BREBEFAR[LARET , HEHEA
BHEE, T8 K NMREAEHZI(NARFEERRTE , EERERERKESREREFHFBEA
REYEEAFPHEBRE , MEAZTEEH, Eit , EERERERFESNEEEB aRENTE
Tkﬂﬂo 100,000 1@ {7l R ES:EMEARRE (BB —fItRR) R2 12.5 KB AR, BRI ERARIFB/LEN
fZ, EREMRENE  EFERERERRTSFERNTIE, MAENREEBF U IEHRRBEM
LEJZJQZ’F%’O B L | &2 Amazon Route 53 RIEinHEEMRERE (HI90 1P i) AR, Y E&
& AE FA & AT BR R B0 B

KRB Y BERBHNRBER : K
BiFEsl

s BITHETIE  UEEERAEREEER  RETSRENE.

- BERBESHEKNE. TIRRK. BRRK. TERENESTHR2BEERBBSHWMEAKMLE. RB
EERBEEAGNTAREKECWEM Tt RE |, EMmReEENEEME,
e Amazon EBEERHL - AISEM, FEITEURMBERZ
« AWS re : Invent 2018 : BIIRFIBHZ B HE . a0 A KD KRB ARC337 ( BREEFEIE)

- $FEEEE 100,000 RARBFAEERERERRESL  FRATHEER , UEERRDIKK
REBAA , R AR DEEREFTE,

&R
FBASLHF -

« Amazon EC2 : fE{R$E{
« Amazon ZBEERF L DR RERBLE
* Amazon BBEER SO : AIFEMH, FEITEUARMLYEEZ

REL04-BP03 ##E T 64


https://www.youtube.com/watch?v=2rikdPIFc_Q
https://www.youtube.com/watch?v=W3Rh70jG-LM
https://www.youtube.com/watch?v=9TwkMMogojY
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://youtu.be/O8xLxNje30M?t=2482
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Run_Instance_Idempotency.html
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/

AT AWS Well-Architected Framework

MHEEE

- AWS 2019 F#ISESE . SHEHZEEF Amazon &7t EventBridge ( MAD205 )
« AWS re : Invent 2018 : BRIRMBZEH | WAEHI A KIDNH RS ARC337 ( BREEFEIE)

« AWS re : Invent 2018 : ERIR MBS BHE - A= HI R & , KK/ ARC337 ( BIEERHNBES. B
EIE. BEBEMN)

« AWSre : Invent 2019 : BEEHEEHAIZEE ( SVS308)

RELO04-BP04 ZEEERERSE

RERERARBERRARE-R , AEBHSEMARFEROMR  EREE-FBROBRMEE. Wikt
—R A AFRAEEREER K MTAAROZSRERBEEFR, Al , AFRATUERAESME TR
tH API R , BRERFERE , EEREEER. BER%E API S£RAFRAELEE , Mo EE
FE-RTEHFERFELNEEAER , BIERENERRES RE B -,

EoBARGT , AHRZNMERKRSIIT —RBE AFRIABE —EFER) RELHIT—IXEE
(FEBHFER  EXAFIREER), EREFRVEBFERELINIT R, £ERESEMEBFBRE
BHHE-FRURMAE, EBE AP PERABSEZN , RBAUUKRE RIS REBEFR , MAH
BUEENREHELRFA.

FAHIRR . CHE -, TEBLKARZERANGE , SBRARETHNRE < BNESEMN,
ERORER :

- BIETER , BN—RECHEERATESME,

- BEANBREMNEBEREERSEN,

- BEAREHACHARSUNRSIE, EXTRERARERZNSEMFinE A AR REBEER
ER2E | MGk,

- BRATESEMMEFRERS. KASEESF LN  LEASERRETTENERASR Y ESEH
ARPERE. EVREERMERRLLETREM,

« BEBB<EEET—BHRGIE, BREIEF -, RETRELIHBEENFR , EMEHIIH
R R

BUMKSEEBNESD .
- TRERMEN  RRAUEEERANEENFER , MAFTUTRENNBENERIREEE,

REL04-BP04 EERBRHERE 65


https://youtu.be/tvELVa9D9qU
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/h46IquqjF3E

AT AWS Well-Architected Framework

o NERT RN BEEATHERBA - AT ANEESEERNGR , EMREESNEEARERRT K
HER. EEREREMBRYENEZN I BARRPALREE,

- REER-HM  HRMEENBEREELERNEE , ALESUHEPIREIHARKBAREESR
—Htt, EBERNHEXZNRFNTEMEEEERE,

- HREE  BEENTFAREREEERE. RAFREZEBENRKIICE , ©a L ERMERN
EEMFHLL M EMEEFR,

- BEZEHE  BEEHTHEAEAMNERERSE, BRTUEARSUHEFRHREHZFER  EXERS
BRI EATHE

- LAY API &40 : BT UBL A FimMARB[HRRBHEN , LRI HERRBRERNESE.

REV M HEBEHHNRBER : &
B FHEs

EoBARRT , &RSYPT—XBE (APRRABE —EFR) HELHT-XBE (AFRFERLF
REZFEEERL) REHBEZNEE, T8 , BERE-XNTAETRS, FEEMLERN , EHNA
FinRBHHEEFRELELRUBESEFZN,

BEBEABSUETR , REBRERSFFHRNEENF R, ERBKIEFESUHFITNFRE , B8
BREFHREBEHEA, IREERAZN , RERSENYECEFLE, MRFZHEHMN , MRBEE
HFER, —IRFOEEZN  RAREDOE. LRHISHRMEQESRES  EMESSHARKH
A SN — B

FEMUREHERDRENEETR. CEEBEEHASTIIZE , Hl0 Amazon SQS. Amazon
MQ. Amazon Kinesis Streams = Amazon Managed Streaming for Apache Kafka (MSK), TEX 48
MT, RBRH—XNFAETHEEENEERB X, ERTEEASPELLTERENTFTHR , ©E
EREERINEAEEASR , TEHHRARELEENEF, AERERKVIINEEZR , I
PHIEEEFHNAS

BB EREAE RS WINBESEFNERGEF LN EA TR, EEEPNESETEFRBBEE
SERAREERSYE  URBLREFESEB—XWEMEAR.,

BESR
1. BRI EEFRME

BEMRLREZERS M, ELBEE IR POST, PUT M DELETE HTTP B3& , UARERERA,
EHAMBRRE, TESRBRENRE PINERER) BETEEREMN , RIFEFREMEA.

REL04-BP04 ZEEBRIERE 66



AT AWS Well-Architected Framework

2. fE FAME— BT

EEAEEEINBSEARSEREBRIISHE—NFR  ERREEEFERY , ERHAEDPEER
W—&5 (BlE HTTP 28H), EREREKWEHANEEEENBERIEE. EARFTRNEBIINS
¥5)8 i ME — 5 B RS (UUID) 1 K-Sortable Unique Identifiers (KSUID).

3. BN EEARRE

WHELEESHFESERERFRORE, EFNEBEERNE, RNFAMFAMEFHEFRETR
EUFHRYENRE (WEFEE, BERIAK) KEKR. LREEATETEAHBFINEEE
BV RSB

MEFRE , UTERAEENLTRHEBIRMERS —BMUNETY | fINHE, XZI\BILITEH,
BRECHESHEIHNUTHAEEEFREFEBRN BRERSF. ERMBBR LEFHRYE
WHEBBEFRELERIIT,

3

ERENRTFEBRENESUEFZN  LEERFZEANNE. IRENBEFRAEEHZE ,
ZRHHERNCERBYKERG BEBAFTERER TTLH), EEERARSEEFHNTRLESRE
EREmEER.

BEANRBERSHEFZFNABRENER AWS #EEEISHE

« Amazon DynamoDB : DynamoDB 2 —I& NoSQL E# ER , RMEEERENS T A4 |
RUFEEFEREFESHAMABEER . DynamoDB WRS|IBEMNXHERER BESNEBENME
MESHFHEABRBREEANE D, WRENEAEXER/ARKRE TTLE , Al DynamoDB
LEREFERSEEFFIBH,

 Amazon ElastiCache : ElastiCache AIAfFS#IAE, KEEENANERNBELEFR. WR
EHWERAREXERABRET TTL & , 8l ElastiCache (Redis) #l ElastiCache (Memcached) tt
SEHEESHEFRIBH,

- Amazon Relational Database Service (RDS) : &R LA Amazon RDS REHRES M FZRFME
BHREER K FHRENEARS BB ERNEAREMAIER,

« Amazon Simple Storage Service (S3) : Amazon S3 R2EEWER AMANYHREERE , T4
RERBSEUHEFRANEENTEER, S3WRAREFIhEEHERSERENREFESHIER.
BERIERER  BEBCRRUTER  EEEMHENERE, FIENNEESE. MEAMmAMY
MAAYE, AR ESEHHMGREER T EEREBESN AN,

4. BERERE
HIEH AP I THERETHRFTARS, BRSUREMATEEHE 4P, ELREFRIMT
BEZH  FAMEH-—BIREEERE, F#CRE , IERLMNER , MFBRATRE,

REL04-BP04 ZEEBRIERE 67



https://datatracker.ietf.org/doc/html/rfc9562
https://github.com/segmentio/ksuid

AT AWS Well-Architected Framework

plan , ERFREEEVEAENER , AIREEAHEK -—RABNERERTEFE. WRE
REERHE  AREDRANCERAEENR K MERUMERE, BELE , MRFIEHAERINA
EHOUSERHESNTN  ARAERZKAR.

ByeKuREENH , LHEEBERNESE. EEEHERESETENRS , FlamIhFER,
RYMBFEBRMEEFRK

MRIEN TEEHFIA AWS Lambda & , 55Z & Powertools for AWS Lambda. Powertools for
AWS Lambda R —ERBZABITEHE , EEBEER AWS Lambda RE R , AT BB EEEMARES
BREER  YIRABAEERE, SEIREHAARES Lambda HEERATZERNESE
£,

5. BREEESH
RO AP TGRS , UEREERENBSLE, EREPRAFRTREBNTS |
URAAREN THRRETTRNED,

6. B AL

BEEZENERHS  UEANTMEDEESHARNEE  AINFEEHNE RS, BENE
BFEREE, EUHPEEANBETIAEFEPNEARERENMTA.

iR
MENREE

« REL05-BP03 17 il 1 PR il 2 54 ¢ 0y

+ REL06-BPO1 E THEEBMFIE TH (BH%)
« REL06-BP03 X EX (BNEEEMETR)

« REL08-BP02 #Ihee B E S AHEN —Ho

FEEASLHF

« Amazon EEEZEERFL  BBEZE AP T2 TER

« Amazon EBEER T 2 BXRKEHNRE

e Amazon EBEERHO - AISEM, FEITEURMBERZ
+ Amazon Elastic Container Service : R BEZH

« {{AE Lambda REIESE 2

REL04-BP04 EERBRHERE 68


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_mitigate_interaction_failure_limit_retries.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_monitor_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_notification_monitor.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_functional_testing.html
https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/ECS_Idempotency.html
https://repost.aws/knowledge-center/lambda-function-idempotent

AT AWS Well-Architected Framework

o HER Amazon EC2 AP| SRV EZM

MHERH -

- FABHESEEBEESBHAEAER - AWS BB IiTEE

« AWS re:invent 2023 - RS ESHEEEBEZEH —RKEAERX

« AWS re:Invent 2023 - BB E RGN ERESE X NEE

« AWS re:Invent 2023 - £ | Amazon EventBridge K3 B =5 44 BE B FU 48 =X

+ AWS re:Invent 2018 - BP9 &R BB AR HE - W EIS KN B RF AR HI# (ARC337) (BIEFRE
&, BEIE, BEBEN)

« AWS re:Invent 2019 : BEE/EREN B 2248 (SVS308)

fHEA T E :

» AWS Lambda Powertools Y B (Java)
» AWS Lambda Powertools B EZ 1% (Python)
+ AWS Lambda Powertools GitHub B H

RRET 70 B\ R P R BB BARR R SR 2 K B

PHARRFAEEARBREEH (Flan , FREESRE). BIEELHER EHNERIEARIEERE , £
THEHPMMLETREE, 7HXRAN TS BUTSHEGAARIEESEREETFENHRE
B, BEREEXTRIEETAZIBIZME  FREGREPER , TAREEZTENTE, BR
MR IERER (MTTR).

f"|||

ELREBBAHLERE  UREFHREBRER (MTBF),

REE®

- REL05-BP01 B{FBIEI B4R , LUKSIE FA #Y B4R 1k 1 538 5 SR Ak
« REL05-BP02 FRifiaER

« REL05-BP03 2 il #1 PR i 2 54 m 0y

« REL05-BP04 1RIE 2k Bt bR &l 17 5

» REL05-BP05 %7 F F iR B

RET D HRARBETNEDUERERAZ RN 69


https://docs.aws.amazon.com/ec2/latest/devguide/ec2-api-idempotency.html
https://www.youtube.com/watch?v=gA2-eqDVSng&t=1668s
https://www.youtube.com/watch?v=KXR17uwLEC8
https://www.youtube.com/watch?v=FGKGdUiZKto
https://www.youtube.com/watch?v=6X4lSPkn4ps
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/h46IquqjF3E
https://docs.powertools.aws.dev/lambda/java/utilities/idempotency/
https://docs.powertools.aws.dev/lambda/python/latest/utilities/idempotency/
https://github.com/aws-powertools/

AT AWS Well-Architected Framework
« REL05-BP06 5% A] B2 R i iR A AR RE
- REL05-BP07 BER 28R

REL05-BP01 EEE E AR , LAASE F Ay RE A 41k 1 B 45 B BOAE Ak i

EEMRGKERETTH , EARA A NERENTEZOIE. eAEUREREABHMRENER.
RER , EERREHEFNER, ETHRAEBRAMEFERBICAMKRASZIKERENMER ,
REROEREE,

FHIRR  EXHNHERERITR , TR MANEE , BURRAENEE. T RBR B
BRALEREF, THEREREER , CUEAMITEERZLAN , AELSEATRANTEERLH

AREE,

FERIRER :

o REBBIFFEMNZOEKINRE, BMEEMRGMELRBIERE , 6t TR THREEFEEE,

o BAGEREE  REZEMHEAENEDc-EEZER  BNUERSoERE BT REER,
- BXZED KRMIFEIL T —HAAREE,

- REBRGEVERHRRSEERE,

- REFREAMMEASREARRNEE , MAZEEEMNER,

BUMSEEENED  RIERRFRRATHRERREENTRAYE  YARSEENRRTERE , B
EERBAB TR,

AEUMSEERHNERER : &

B FiE5l

REFRFEERE  APRERKEARE T4 IRNZERIRE, BRERLT , t4EEMNEK
HAY , WABHEATHREFERKNEEN T NERELRHE,

RIEFREFERNERE  SRETARUERITBEZEBENRIEN. SRNEBEARER K #5—-
BREAUELEAHEEENIERHFETUERES, ELEERENATHIRANRENEME
Ro BABRT , MER —RNSEMEERK , T DARERHUTEZH A XATHZOIIEE,

EEERLNMZN LREARESHR. AEXBERRRER , MEEURMBE. AWM, FELHZ
FEHEREENM , PREGRUNEE, —EREAUURTRATAE-BN , BELARR-HE

RELO05-BPO1 BFE IR , LAASIE A Y REAR Mk M B A AR MR 1 70



AT AWS Well-Architected Framework

ROBAT , MEREE? YRAREE , ARRE-I, HRIKEAERX , AERETH
. BHRERFFHBEN  SRTERBRREFNHE,

EEMREMNE , HURRTHNER , ARESBERNRRSERL IR, Hlm :

- EFEKBUTEEERIREZSBATRRAENESR , fIMEALHERE. FEEENER , UREFT
BEEEMAE LNRE, E—ELFRRLANE  BREMAFERS , MARNFFENERER ,
MAREEMN,

- MBEBMEES —KRH , MTHAIXBANTHDATUBEREM R, EEERBEEZEZEREGE,
At | EuT L Y EE O AR B IRERT, MERERBEEAMABNEN , IFKKBPNES
BAEREZRHTHIAEREFERLZER., KBURENHBEAtLERET R,

- REXGNRAMLERBREBHATTAHEEN , AL RHTEH. HRI9MHRRXSF , A/ Saga
BREHARRZNEEREARNBERT EE LR NIRE, Fitt , BORERE — B,

- EREMNRREZEAREAREORNMHEKE, EEEERT , TUERAEKEEN. EXREH
MR O R IRE | KR T LYRE R et T M fY B EA AR &8,

- EARX RSB EHEENSY., £A—EAERNSHEIRR[NEG  YESBEEREELERAE
FRELZ2Y K SREMRA

AR, AR ER TREMNEBEEETIE  ARELTEGEHE, —MRRKR , BEREA
fB R B

BESR

A BIAERM A EBARMKE . FEEEDAREREMFERNAR. BEETERARYE , B LHENTER
MUK EFZINEEPERIRENTE,

AT S AR | SWERAAMAE R R REEEFRER

1. MRS RY : —EAxHTEERA T HFREREZSERER , TURE —ERENSEFZR , S
EHZERBESRE—EFR,. REBREME  BUHTREFTEANEERELSR (NFFME
A, F2REFECI IR,

2. THAGRSEHMBIRERER | MRHTHERENBR-EXY , IBREEARRBTERN,
ERTREHEBENARELENNEAH  UERFERSEENRE, W LIERBESHFES
UERE T RARHRMTY, EEAREFURR  #EFLATHERREEZESHER , BBAEST
EREFILER , LARTEREREERET AL,

3. BHEHERELMER  FEEMBYEHE  TUALARRIAMBZRET TSN RBKRERIIE
BWFERE, FEE , ELERAREFEREFENRE , XBSERNEESF,

RELO05-BPO1 BFE IR , LAASIE A Y REAR Mk M B A AR MR 1 7


https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems/
https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems/

AT AWS Well-Architected Framework

4, B RASREABIETHREM MR MEEESER  METHESME N ELEATE, BERBRBFR
ERRYE A SFERBREMTEEUE. —BMS  RRETAFEERHIEEERRBEREMA
B, BTUESN, ) REFRARATHESFSETENREBZEETERESHRER,

5. BB ERENETEHTERUEELMER | Amazon Relational Database Service 8244 Fr 5 3
BXERE—& K REE—BXEEASRHTER. ESSHEAIFERENE—KNH  AFEE
BESENRE, ERFAZTHESARUESSTAM , iEH Amazon Aurora Serverless A
ESEHNEREM TR, EE. BAFEENTHALER , TETHREZTEZEEAREEN
AR, BAKEBENERTUEAZBERER , URHHEENEQERNESD , mMTEERMDER.
BEATLEERIE (FlIn , £ Amazon Simple Queue Service {T5IH) | it | BIEFEE AR T
BASER , MATUEZEFHNEARR,

&R
FEBASCAF

« Amazon API| Gateway : FHi API ERUESEENBEE

+ CircuitBreaker (I E51 8 "Release It!y, EFE MY ETEES)

« AWS R SERRE A B BUR

» Michael Nygard “Release It! Design and Deploy Production-Ready Software”
« Amazon EEEZEERF L BRI BARKENIER

- Amazon EEEER L  BEEERBENITIEHER

« Amazon EEEE R PO | REBRE A KB

« Amazon EEEERHL R, B, BHERD

ElaE 7

o EH. BEMEE : AWS re:Invent 2019 : Amazon BEEE R F LN (DOP328)

RELO05-BP02 BRiEER

[RAFRUBERFZRIIFAH B BNIMERSER. RNTEERRBRRERNFR , LEBEBERR
FIWEER , BER—-AIFAR , EHBERESERIRR,

YRR  HREFRERAEM, HARBREZRARMEKNARERIE | AEBFRBRRER
B FEHENBEELRTREIENGRE,

REL05-BP02 FRi AR 72


https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://martinfowler.com/bliki/CircuitBreaker.html
https://docs.aws.amazon.com/general/latest/gr/api-retries.html
https://pragprog.com/titles/mnee2/release-it-second-edition/
https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems
https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs
https://aws.amazon.com/builders-library/caching-challenges-and-strategies/
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://youtu.be/sKRdemSirDM?t=1884

EELS L
ERORER :

AWS Well-Architected Framework

« APIIRHRBAEFIREATERE , MAZERPHHE,

« APl iR RAEBRFRAE , SARREHBRRBRS

- RARBRE K MAZEEFTRADIERM,

« AEBRBERIFFBRKDER , EFRFHEME.

- BRTEMEEREREIMAERRS,

- REHEAEIHERRN (A2A) AP UAEREREEEAE,
- KFRERTHIEAERETRAILITHRE.

o REEMER IP IutayERRS,

BYMKREEENED  RERRRHINTHEAEHEATFRPNBEREERTEEERE , IRIE
HeESIWHERAH, API MFIIMNBERERATFBHERSZIRE , EFSREFREEER.
BRRRESERMELFERE , EREE— IP it API AENABRETERSERMTE R it
A&,

RERUNBERBHNRRER 5
BiFEsl

BHRERGIRARECANFERRE ; REVEREHAHAREL., WRFBRIEREBRY , e/ E
ENERARELBREZIIRR. ETHMAERBHERINBRER.

ECNRBRERREFER K FEREFEERFIREEE (FIEEET , ERENFEREEE
), BREREVHNRARENEAN , SKBSEFR—EAEANLOERSERE,

- uEEERLE

R RERLRILL BB ZE

SRTIR AN

REFITRE A = [RIAEE

REL05-BP02 FRi AR 73



AT AWS Well-Architected Framework

BRI ERE S,

Amazon AP| Gateway BRIBERE N EFHR S EFEENRFEFEIREEL , WA TRBFERTELER
AEWEITERE. I , Amazon Simple Queue Service (Amazon SQS) #l Amazon Kinesis B LA#E
FEFERUAEBFERER  WAHANBRREEESHRR. &% , TUFER AWS WAF BERXIR
#l , UStHEELEERESEHNETE AP BUAEETRR.

BFESR

ATLAE A API BYPRIRPR HIZRERXE API Gateway , M 7Ei8 H PR #IBFEE 429 Too Many Requests
28, WLAEBER AWS WAF B2 AWS AppSync 1 APl Gateway ¥m B , LURER IP (it BB ERER
#lo WA, MRENRKABRTDIIELEE , BALUEABRATIRERS , SUNRE R A F w0
EEEE 6 EMREAZNESHRRE,

BEBEEDRE , L Amazon SQS FRE A AWS Lambda EH IR , ATSAREIIT LR , R
BRESEHRERTERFEIIRFE P EMERBAZEN TRKRF L THITERE.

# R APl Gateway IR T BRI BN ZEEEF , £EEEMER APl Gateway 15T , B LAY
BHERAENRFTRNESHEERARBRER F28 "ER.) DHEEREH).

- THYWERESEEDIRSERN APl Gateway EIRR T, FEFEERN API AR BEER S RERD
API €18,

« & AWS WAF #RZE[R IR B EHAZE APl Gateway 1 AWS AppSync WS , ABFIEZ AW HEER
P, LtHAtBTAT1E A2A BXEE /I AWS AppSync AP| £88 EEREERRREIFF A,

ZREREFEL AWS AppSync API BNRERRFIESHRRZES , MRFE , 55 AWS AppSync
U B0 E 5% E AP| Gatewayo

* #& Amazon SQS T3 E & Lambda T EVAENBRSER , FELT LRBERZUANFERERE
REENE , ETSEEFEHM Lambda REBW AL TRE|, E&IEB Lambda ERTHIE |, 555
EEHEERFHNESPHEM Lambda B LR EFEEZ I 1T,

- £ API Gateway B2 Amazon SQS = Kinesis B R4 RIS R & REE R Ko

- MREEEMFER APl Gateway , FEEREBEERE , AN I EEREFERREIrRERE
*. EFEPIERY BTHR , LX&?%’%JEE’J&‘%EO

AR EHERTEREN RS , VBT EAFFEMAIRS , WECek S REAIR S,

- FAKRHERESINEEANEFELNEEN, BMRFE  BFLEEHENERSFRANIARRAH
BEFNER , AREEME M,

REL05-BP02 s X 74


https://aws.amazon.com/api-gateway/
https://aws.amazon.com/sqs/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/waf/
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://aws.amazon.com/blogs/security/three-most-important-aws-waf-rate-based-rules/
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency

AT AWS Well-Architected Framework

&R

MENRES

« REL04-BP03 & T E
« REL05-BP03 2 %I A1 R ) & 54 /ey

MBASLHF

« Amazon API Gateway : F38i API BRUEBBEENBIEE

« AWS WAF : BURR S E# IR B FR X

« EAEA Amazon SQS EASHRIRRH AWS Lambda 3617 LR
« AWS Lambda : ¥ 17 EFR

FERFE A -

- ZIEHKEEMN AWS WAF LURER A E#AE B
» Java Bucket4j

Python R F#FITE

EER TR

NET REHATHEERH

R

« £ AWS AppSync BYE GraphQL AP| Z£ R{EE

MHEEITE :

* Amazon API| Gateway
*+ AWS AppSync
* Amazon SQS

* Amazon Kinesis
« AWS WAF
« AWS EWEBRERE

REL05-BP02 FRi AR 75


https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based.html
https://aws.amazon.com/blogs/compute/introducing-maximum-concurrency-of-aws-lambda-functions-when-using-amazon-sqs-as-an-event-source/
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency
https://aws.amazon.com/blogs/security/three-most-important-aws-waf-rate-based-rules/
https://github.com/bucket4j/bucket4j
https://pypi.org/project/token-bucket/
https://www.npmjs.com/package/tokenbucket
https://www.nuget.org/packages/System.Threading.RateLimiting
https://www.youtube.com/watch?v=1ASMLeJ_15U
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/appsync/
https://aws.amazon.com/sqs/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/waf/
https://aws.amazon.com/solutions/implementations/virtual-waiting-room-on-aws/

AT AWS Well-Architected Framework

REL05-BP03 #2 il BR i 2 & i il

ERERRE K ESXERCENEREZFNRREREFR K. AEACBEARNBIEHILERRBR.
BRHEEFHRB LR

FMER s BARBRRPNAR THSEARSE. SRFEHSR, ERENDNSAMRSE. HFEER
A EERMATURRERTRMEHAREBERNFR , ARERECELADRFEFTENER. E
RFmORBHNFERE , FREMAER , SFCRE. JTH. ER. ERR  IFATHLERN
BER, 2HNRFHERRBEERYEEREAERISENRE  TREREI THRETHTET
e,

EAPmARBE R EREER , MAEZXHEBREEER, NRITER , fIEEREFHE
MBEARERENERRBRIATIAAERE, At , REBRENEFRAHPBIERBRAL BT ARBENE
@, EERIE B EREMREEKIDEFERERE.

FROREN :

- ERFEEBERE, HBNEAEAENERTEFER. RENNBDAIRBRERAEHABRR
ESBETHAERMEEARRERIE,

- BEER  MANHAEMR , SIRREZCKRES § , SDKMTAHAEHARH,

o REETHEMRMEMUEBRATNERAE  EMERTHRER  SEFRRRRELROERVER, 8
B, RGBS REF B TET REREIK.

« REFRTBRAMER K SEUEENRBARETERNREE  SEREEREA AL B TR,
- ERERSHE=SEXRDEEAK  AREFTERA#S,

- LESERN AR ERARMBNZERRESR K SEREERRARTE-—SREAER. FBLT
e LR MATBEMRBENRARER  AREE —ERREEER.

- ERTREENRBTY  EBERBOIEIER  SINEENER,

BUMSREEENED  EXTHYAFREFRAMKESHENGER  ELERAESARBNE
BRMEMEMABENKEE. EAMRERRNEREN  EXTURREF, ERXMEHEREHI
EH , ERTREEENSEER, TAFREATHEEAHDNERER K TRARSEERER
ERRMFETER. HBT#EKFREEIRE  MERSROEERNEE ERFREHFMER
MEELH, &R A FHLREBAERRHIEBRKE , LBREVEELEDTREXMNER.

RBEUNBREERKNERRER : &

REL05-BP03 12 il 1 PR il 2 &4 ey 76



AT AWS Well-Architected Framework

BFHEs

EHMRAIERFLY, EREHRBUAEEHERBREER. sIERBRBHRICERDR , YRHE
AR ER,

AL AWS SDKsIRFAREEFERANMERER, T THEEFPEANERT , FRAELAEAWS &
B, ENUSENRER , URERTHXEAFRTHALE  EENITFEE[PEFRLUNEE. R
BHEARGIBERSREBUARMEEFELER., SRLEEACRARIZENEFERARBR

BFESR

- BRERENHETNRERR , UHHEERAESMRBNRBEEER.

. 3BEE AN SDKs SHESERENESEEKCEREBNER KK , YEARKEEENRSE | I
BiRELCECHNEREBEEST,

s BEEERCH  BRRBRERSESN., BEEERR M EEEREDMLCAREN EHERR
R

o WO AWS BRFE BSAPIs , 55 AWS SDKsH AWS CLIM: T ESMHRER1E, MRENREESEA
RIENERRA |, WIRFEHTREMBE,

BR

HENRESER

« RELO4-BP04 ZESEBREESE

« REL05-BP02 BR#EER

« REL05-BP04 1R 5k By 3t BR 17 51l

« RELO05-BP05 %7E F F & i

« REL11-BP01 B3 TYE& BM PR A stk LUE Bl B FE

BN -

- PHERERNIEBERE AWS

« Amazon EEEER DL . R, FF, BEER
- BEERENEE

« DB ABEREFALTSE APIs

REL05-BP03 #2 ) # R &) &= & r 77


https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-retries.html
https://docs.aws.amazon.com/general/latest/gr/api-retries.html
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/blogs/architecture/exponential-backoff-and-jitter/
https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/

AT AWS Well-Architected Framework

YEEA SR

- Spring E&
« Resiliencedj E&

EEERH

- EF. BEAEE : AWSre : Invent 2019 : 148 Amazon Builders X & ( DOP328 )

HHEETE -

« AWSSDKs Ml TE : Ex1TA
« AWS Command Line Interface : AWS CLI Ei

REL05-BP04 1R 1£ & 83t FR &l {7 51

ERBEERDOEFRFRERE. NETREEFREBNER  YEERETEERASKE
H, RE@IER - EXTENRBRAER  TAREERTRESENENIEESR, FIHIER—ES
ENCEXESEN LT EEHE  YARAFGKEARSFESEERBHER, IRBBEERRE
MTRARNERE , BEFRERASHERY , FEATIREFGHER. TR , FANFERERTS
Bfr  ERRREHAFRECHENBRFRZIRE,

FHRR  ERXRMEINERFEA, BE, FIARRIRE KM ERBKER SREEERE , RERE
RURBE AT MR RMEFRE, KARMRERIEBRXEERSEENRE , IRAFPRERTIES

EERFEBRBEHFRAREEBLFBR  BUEATEYE. BEEEEHFATINFERE , BETIE
HERE , UBERBEREIRBRNER,

FRRERX

EARTS , BEFEDLQHIRE LREEMRF /TS (DLQ) HEXR , SMERARKMARKRE,
REASEMTIPNEFERY  ER—BEERNE K AUTHTINAEMFEREERIBAHRE

REELARRBEMNEE K BXBERETFER , KEKRTIFERENTALE,

BEWNEE (FIFO) friEeemEAFIRERE , BRELE (LIFO) 75, flm , EFFEER
1‘%?3”'_ BEWEERBEEEEMEFNNEBEEHRBER , EBFmERAFPRREERNRKEEBR
BFo

- BATTIREZAFIWAPIs, MARHKEE THEERAEKFRMEEARATBTITNRE.

BB Y
il
%*”'

REL05-BP04 3% 5 B 3t FR 17 51 78


https://github.com/spring-projects/spring-retry
https://resilience4j.readme.io/docs/retry
https://youtu.be/sKRdemSirDM?t=1884
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-retries.html

AT AWS Well-Architected Framework

- HAKERERSBITEFRELE , KBS THEFREDLSHBI TR MBIEFRENE— 175
o

- BERETEANER, BRNERIE , MER—TIPREEERMBENFER.
- TRFGAREANEFRRERBTFEFERERENRG  UHTRAEEEFEEERNRSERT
AR BB SAAR ST o

- TERFREATBRERVER , BARERMER REHT K RESNENND. HEEMERYE
K, RERD AR HTIE K ME BRI K KA TF,

BUMSEEENED  RERENREKERZEENBE  YAERAELEREZH  FEHER
RMERESHNEE, MABRTIIRBHRE , T RERENBEMERFRBOR R HEESIIX
EeE DM TSt

RETUBEEBRNBRER : 5
BiFHE 5|

RIERIBAVRE I URBARBEARLR | URESNERREP. RTREBRELMN | THER—EMH
EmMaANRBEN , TRKTHFBEEH DB, Amazon CloudWatch 12t 2hsg R B 12 # FE 3F 3% H
BT, CARBAME AL AREERE  SREHIBENER. ERMER Amazon SQS MHEM
I EMBEFETILIERNEAR , X EEBIAERTIGEEERE , UARARBERK,

EESR

- EHREAEFEENCUER IS ERE  WFEABLRASIEERPMIRERABE, Amazon
CloudWatch A% BiERIZE AR R B E R MSDKIBRSE T IEEME T,

« {#H CloudWatch 5N E R RERIENEBEEREERBEFERNZEER,

- EREESRE , FIERKETAPISERFER , AEM Amazon &R IR RER TSI , SQSARRE
RARASCEARELERAFGR , MERAFRAUERKRTIINAEEEFRHFEHERILEEET
Ht T4,

- REMERTIREILE | TEREBRETIFREASKESE CloudWatch 1R |, AR HNE
FEREBRET R,

- RRMMBERNREAL , HBEERBKEDBBAREUKREPHRERIER  FEREHBES
HNREFRERRTY, EVREEEEENTHE , YASINEUANRERBREEREN T, 1t
BT RLIFORE R EMNIEME , Y AFAMEM TENEERREE,

- ERENFIHEMEDTY  BEZERENFABRBFEBITHEERRANBENNLE

REL05-BP04 3% 5 B 3t FR 17 51 79


https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/sqs/

AT AWS Well-Architected Framework

- BITER , IEAESNERLT , EHLEBEREEASRERERL , BREFRAFKTBHERN
e BEASRE.

BiR
BN REER -

« REL04-BP02 BERBURBEHARM

+ REL05-BP02 FRiEER

« RELO05-BP03 #2 il 1 BR il & 54 FF 04

« REL06-BP02 E& M EERE (EH)

+ REL06-BP07 E&#%2 end-to-endiEBEM RF B MR

FEEASLHF

BeEEiRENTHEE

RIE AR S

w4AIBA Lk Amazon SQSIT SR A SN FEIEIE R | ?

Elastic Load Balancing : [Eif#E#

Amazon Application Recovery Controller : i & A &% BB R IEE

rERAEE I -
s PEESEN  ENFEH/EE
HHEAR -

« AWSre : Invent 2022 - IREE AN Z TR ESERER

fHEA T E -

Amazon SQS
Amazon MQ

AWS loT Core
Amazon CloudWatch

REL05-BP04 3£ 5k By 3t BR il 47 51 80


https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs/
https://www.martinfowler.com/ieeeSoftware/failFast.pdf
https://repost.aws/knowledge-center/sqs-message-backlog
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/zonal-shift.html
https://docs.aws.amazon.com/r53recovery/latest/dg/getting-started-routing-controls.html
https://www.enterpriseintegrationpatterns.com/patterns/messaging/DeadLetterChannel.html
https://www.youtube.com/watch?v=mwUV5skJJ0s
https://aws.amazon.com/sqs/
https://aws.amazon.com/amazon-mq/
https://aws.amazon.com/iot-core/
https://aws.amazon.com/cloudwatch/

AT AWS Well-Architected Framework
REL05-BP05 5% & A F & b

HEERMNBR EZERERE, ARFMLEHEETRE  YAFEREERE , RAEMATHETEER
HEBME.

AR AFhREEEEREESTERERERESRTANFRABNAF R, ARFJNIHFES
BARA. AREENBEEMREAERIIRER | R 5 RS2 6 IR AR 3 T 68 R B AE 25| R Y
HALE

A FimERRIRERENERE, KERER , APWREREYER , MBS, SEEATER
B TR EERERBERBRAER,

ERORER :

« FTHERFRFENARE

« THEBEFNFERTEERE.

s THEBZRFREFRFNAIERRE , IREFHELERTREBEBNAFIR, REITHEREEN
REA AN,

- THEZENEBEAREEIRBRSI SEMBERRIYMB AN , URREKABERENAF KN T
Ve R HRAERY AN,

« PRRERNBROBEBE.

- BRERESAS K EURSEFRRNEERE , WENERERE,

- BREFRESAK  ERA/LK.

- BEEEN USRI IRIRIFA (Bl a0ETER SR M ER) AR R

- TEBEZRBEWIUERE, EENRBKERR , UREERFE, ELEFRUTRHABBERRER
W AFAY R R

BUMSEEENED  ERWURKEHRE  BRRRFTAREFEFEERE , LETERTUD
EEERE K MBRERARBAFREZEER , TUREER,

REVNHGEBRHNRBER . 5

BFHEs

M ARB AR PR EMEREFAFY | BEREERRENFRRE, FERBHRERREN
WMEFIHEE , BFFER , BENBHBEEMS  FLEEARERERIBENERE. ASNESRERE
MEAK  IAEAFRSTRERLER K EREFERER, NMENETRESHNRFRENLEE | |
RREENFERBZ, #REERT , EVREHTL2FHE , RRREEERAMBFER.

REL05-BP05 52 Fl B ism i 81


https://martinfowler.com/bliki/CircuitBreaker.html

AT AWS Well-Architected Framework

REREFREEET , FEETHIEE !

- HRFERVAR, BEERBZEIBR RN, REFRNESHITEELFEER,

- AREEBENBERTRERATLENARSZINAFRER. FUBERAT  RELBRBHEMAE
i, IAMREER, REtEEERRNARRRRE , REAEACEIERBENRETE,

- AERBZEMEEFERNBRTEERHIEER. BEEFRNEANBRBAAE , BMRFERRE#
BRIENEE  REREZTERESE  MASTREAFREREAE, RS ARSRBEEN
BB A RSRER.

- REBEEFRICEBAMMFERBGESRETHNER , TRERKLER. ANBRIEDERE
E, AtERBHRREAMN , BRBE2XM. EUERT  BEFEBRLARRER , EEBLHARF
HEIRI NE THEAEMEE.

FMAMERMERSBEETYRFNNGTER  EHLEERE | WX EREAMMNSGE, AWS SDKs

M AWS CLI AFFSREERNBRRE , ARFERESRBNABHNER. AWS LambdaEH B X ER

RrAERE , MEA AWS Step Functions , BRI ZEREXNGEKS , URAERE AWS Ml HERE
HEASSDKs, AWS App MeshEnvoy 123 B3 F K 2% 85 Zh B,

BFESR

R RE , YRARENESREDEIFRRBHERFEFEXE.
M ITEEEMER Wi B AWS SDK , BB , 7THESHENRSHERE,

Xa

=
Ath
- B

P

F
—+
2
(@)
>

« Go
* Node.js
o C++

s EITEERHPFER K AWS CLI s S8 AWS SDKs , 5558 7E connectTimeoutInMillis#l #Y
AWS fHRETERRE , AR ETAFR R IF{EtlsNegotiationTimeoutInMillis,

e B SHEE cli-connect-timeout® EFZE AWS R#cli-read-timeout , LAIRE—k M
AWS CLI 55

- ERREREFIUESERE , WHIGEMHELNREER , LELETUETHEBRELERM,

REL05-BP05 52 Fl B ism i 82


https://docs.aws.amazon.com/index.html#sdks
https://aws.amazon.com/cli/
https://aws.amazon.com/lambda/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/app-mesh/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/configuration.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.DefaultsMode.Configuration.html
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/retries-timeouts.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/timeout-duration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/best-practices.html#bestpractice5
https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/retries-timeouts/#timeouts
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/Config.html
https://docs.aws.amazon.com/sdk-for-cpp/v1/developer-guide/client-config.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-smart-config-defaults.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-options.html

AT AWS Well-Architected Framework

HIPIEEERER, B RFEEHRK B ZEMEER EEEECloudWatch 352 M CloudWatch ZFE S8 |
LURA T B EEBE M HERERINRE,
E%E Lambda B ERYREF,

AP| Gateway B FisE RIERERNEERECHWESR. APl Gateway XETHESN 50 EVE
20 WESRE , EERSERRERTEEH.

BFEREEN , B RERERERETERT Y, FHRGRES USRI KR, WEFWIER B R
By B8 PR AR B o

HAENBTBNWIEESR , 55EF App Mesh Envoy ZhAELARI A 0 2 #93&R B A1 BT 2% 25

£/ AWS Step Functions & AR EixREF U EEXBERSE | 1SRIR7EFW AWS R4E
SDKs# % ## Step Functions B&E |, UL THEEE,

EiR
MR REE

RELO05-BP03 2 i F BR i 2 5 FE A4
REL05-BP04 3= %k By 3t BR &l 47 %1l
REL06-BP07 512 end-to-endiZEiB R/ RiGIBHEE R

FEEASLHF

AWS SDK : ERFREF

Amazon EBEER L  REF, B, BHERAS
Amazon AP| Gateway Bt 38 # ZE EH5E

AWS Command Line Interface : S5 5 5i&1E

AWS SDK for Java 2.x : F& EAPIR &

AWS i A HE B M R 4B B2 £ 1Y Botocore

AR NET 5 AWS SDK : B ER K

AWS Lambda : i Lambda BNEUEIR

FERFEE A -

+ ¥&E AWS Step Functions 1 Amazon DynamoDB 1 Fi B 3% 2318 =\

Martin Fowler : CircuitBreaker

REL05-BP05 &7 F 5 i & B 83


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-function-common.html#configuration-timeout-console
https://docs.aws.amazon.com/apigateway/latest/developerguide/limits.html#api-gateway-execution-service-limits-table
https://docs.aws.amazon.com/apigateway/latest/developerguide/limits.html#api-gateway-execution-service-limits-table
https://martinfowler.com/bliki/CircuitBreaker.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/retries-timeouts.html
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://docs.aws.amazon.com/apigateway/latest/developerguide/limits.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-options.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/best-practices.html#bestpractice5
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/configuration.html#using-the-config-object
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/retries-timeouts.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-function-common.html
https://aws.amazon.com/blogs/compute/using-the-circuit-breaker-pattern-with-aws-step-functions-and-amazon-dynamodb/
https://martinfowler.com/bliki/CircuitBreaker.html?ref=wellarchitected

AT AWS Well-Architected Framework

AT E -

« AWS SDKs

« AWS Lambda

« Amazon SQS

« AWS Step Functions

« AWS Command Line Interface

REL05-BP06 &R A eEE R A RN EARRE

RMTEERMRE , AR HIRE , MEETRNRAFRFARCE , MBHRNGEREPARET
MER, EANFFARBJESER  MASYTRAMEERTE,

EEAERRFERAEXEDR  fBESRNTEKTFREN—RIIER, THEEERERAER
ERAEAERE  ETERERCBFEFENE—&R, BRERARAR-—ETFETHENED ,
A EREIFEREANERAEN,

—BEGTABRRE | SR I UERAERARSIEZERL , fl20 AWS Lambda = AWS Fargate,

BRT RRSFERI , BREEARANS —BAEMREMATLKTRERE , RAEATANEEER
( BIENEC2#{TEIRE A AWS Lambda B% ) #BELARBEMRFE R,

BUMKSEEENED  SRETABERENRREESKFER , Rk o] BURSRE B HY 7R 2 M FH SRR 18
FBRETE. HAE L BERKRHENED , Y ERRAEAREHRUBBENEES.

AEV M REERFNRRER : &
BEFiE5l

RENWEARRERE, BEXEEARAXEKFER , XATURRERBBRNRN, 21T HE
REhiEiFRENBARR T, ENHBETEERSERERFTNEESE, ERERESOBE
REBEHSLHRTERRES. ERHTBYRRESETANEYE  UAETEANIEERER , I&K
FHLERERE,

BESR

- MBI T REREXTNERETH.
- EBREAEEREROERAENEEETYBMNEEREBEN,

RELO05-BP06 55 7] A2 & Rt fz A AR A 84


https://docs.aws.amazon.com/index.html#sdks
https://aws.amazon.com/lambda/
https://aws.amazon.com/sqs/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/cli/

AR AWS Well-Architected Framework
« Amazon Cognito AJLAER & ith, A EEEHM Amazon Cognito Sync EFIh#E | SFEREER
HEARXNEXE DB,
s AL REREELZSNEDNME , 58 AWS Secrets Manager RO BiFEHEE K, EEWREE
ARANEABTEETRER  EEBTEERSE,
« FAERMEMA Amazon S3 RIFHRAEIEGERILER , SNG4, BRAENTESEEREE
HER K MEFEEFRELERF.
« £/ Amazon DynamoDB REKFEAEREREEN. ERAEX AU FARNEEESHELE
#o
c BIEBRERNDHEERE, REINABER.
« Amazon ElastiCache, Amazon DynamoDB ., Amazon Elastic File System ( Amazon EFS )

Amazon MemoryDB =2 7] i SR V& TERSER E R AWS #Y BRI &1,
s EREEEMAFMERERRASRESMEREBNEAEERNCE | RFT—EEREEE,

BR
BN RESET -
+ REL11-BPO3 EFrEEE L B&ER

FEEASLHF -

« Amazon EBEERHL  BRIBXRFENER

« Amazon EEEERH L  BAFELIREHNITISFHIER
« Amazon EEEE R PO | RENPRE A KB

. FHEREE Web BREEHR AWS

REL05-BP07 B/EE 21811
SRS R TER TSRS S TR ESENRERER.,

BEEFENEFTEZREACHARBRAFENHERER. RANBETHAHBKIENITH. B
HERBERSNENEFERESMEXN TFERZE  YRETFERAEBRTHIRELE,

FHIRR  EREFERIEGHE  TURNEANRERE , UM TERIPBEETAVTAM, &
BARSEHEEE , THRESEZSBEERE  YRENTERBERE. NFEHRRRNFEE
# , /526 REL05-BP01 BEEMRER , A4 EHAAEARKMEEIRSHRMBERMLE .

REL05-BP07 BEER 21812 85


https://aws.amazon.com/cognito/
https://docs.aws.amazon.com/cognito/latest/developerguide/getting-started-with-identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/getting-started-with-cognito-user-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-sync.html
https://aws.amazon.com/secrets-manager/
https://aws.amazon.com/s3/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/elasticache/
https://aws.amazon.com/efs/
https://aws.amazon.com/memorydb/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_auto_healing_system.html
https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems
https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs
https://aws.amazon.com/builders-library/caching-challenges-and-strategies/
https://docs.aws.amazon.com/whitepapers/latest/best-practices-wordpress/stateless-web-tier.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_graceful_degradation.html

AT AWS Well-Architected Framework

ERORER :

- FFRARMAKMARETER O THEREN AN,
- AEFRELHAZRAEAANBIEBRTHNITS.
- RERBANEFEARRRFEERHREREENEL,

BUYMSREEENED  BERIZHIETEBABRTEARACEINEFREHEINNFERIEES
SERABMMMEAR , fTRRS THFERPRE TN TRAM.

REV M HEBEHHNRBER : &
BFHEs

- BB TSP RIEERTH.
RETMEBTERHPEETH , UEAZIFERTHRE,

- ETRIFEAREIERE T4 KRB ERETHNITR.

- ERNEREBERNBRFURBRSEFEEF.

- ERBREIRFENER (FEBSHEH).

BESR

- MBI TSP RBEE TS,

- TEEHSFHEEZMTHEEERIHABREERTIsE  YAEHERAERIIEEE, WFE Amazon
BN BB ThRERY &5 |, 55289 Any Day Can Be Prime Day: How Amazon.com Search Uses
Chaos Engineering to Handle Over 84K Requests Per Second,

- ERRRRMAMRBELSEIRR , YESRABNTFEIME.
RETNEBTEREPEETH , LUEAZIFER T RE,
- HARKMEDWTHE  FEEMABRENHERR YRR ENRIZHIEEGIEA T T HRHE
ERe.
- ETARUREZSRFERBNEERETHFNITR.
- BEEREITHA, MEESHMEN , F260 REL11-BP05 EABFEBEMRLIEEERXTA
- B, BERNBESEBER  URBRISEFEEF.
- SRESERNERIAREN THEEH, —LHIERREEZRMMNBEREFERRE.
- ERBREIRFENER (FBHEH).

REL05-BP07 BER2ERE 86


https://community.aws/posts/how-search-uses-chaos-engineering
https://community.aws/posts/how-search-uses-chaos-engineering
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html

AT AWS Well-Architected Framework

- EWREEEREYER. RABRIEFEEERERSE,

BiR
RN REER -

+ REL05-BP01 B/ EHEE , ASEANEHEKEERAFHMEAME
- RELO5-BP02 &5
+ REL11-BP05 BB EM R ILEERXI1TA

MBS :

- BEbZE, EAAN ANIBE
s Ef—KREJgERESH : Amazon.com EESINEE MM FAIRE TESWERE 84K LA EIFER

il -7
+ AWSre : Invent 2020 : B BRI MN A FEME, —BMEMNEL

REL05-BP07 BEER 21812 87


https://aws.amazon.com/builders-library/using-load-shedding-to-avoid-overload/
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_throttle_requests.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_graceful_degradation.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_graceful_degradation.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_throttle_requests.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://community.aws/posts/how-search-uses-chaos-engineering
https://www.youtube.com/watch?v=jUSYnRztttY

AT AWS Well-Architected Framework

BEEE

VARHYRNETHFEHIHRENEE  IeER IR THEEFREREF, BETIRBTHFEEFRMB
8F  SINMEREE , URASHEE , fINESENRZ S EEHEX.

THEHRALEEENREER.
ES- |

- ERTHEEEER

- R IESHUEREREE

- BEFEF

ERTHEHER

AFMERRTRANARTEEHEFRENEATE, BUNURETEEHUERAZTNER , &
HBRMERBLEEREHREEELN., EZFTREN TEAHAN MRS EBENERERNBELE ,
LUE B BEFREE.

ERRRARECERETHANERNBRESE, FSRER , MEAKE, SEREHABERR "I,
KBy, EERIBAT , WTHREYA , ERTHEEREZN , BEENIZBE. EHNFFLEA
FNEER, EERELRRNKE  REEENTIERRz—. ZNRERSEHENRERB. 5K
HHETREEEEWIEE , SPERHgLER.

AWS , EfEZEBRRETEARNEN. RMASTHEEERER. MEEKRERREREREEN
HESE, SERREMTAM. RMASECHEKDEENER. EX—XK , RAINEEBEINSRE 2B MUE
Bro BRUAREEFVHEE, RMAEEEINIEEREE , HIMEE 99.9 M 99.99 EE V. EREA
Z05R 1,000 = 10,000 FEY—EFERETHEE , ENERE=ZAER, i, HREHPHERTER
By, {BENR 100 EFERPAE —EEKRREE  RESEREE MG EE,

AWS B aEMETE AP

1. BE - ERTHEEENmMETH

2. B - EEMNFTEEEZ

3. IEEMETR - EXBALKEEBEL
4. REFEDN

ERTHAERER 88



AT AWS Well-Architected Framework
REE®

- REL06-BP01 B2 THEEBNFIE L (BHE)

- REL06-BP02 E&EMFEIEE (FH)

- REL06-BP03 EixEX B EREMET)

- REL06-BP04 BE){LEIfE (ANRFEEMNETR)

-« REL06-BP05 %4 H5&

- REL06-BP06 Eff EEEREENIEE

« REL06-BP07 Ef#2 end-to-endiEiB K RAIBMEFER

REL06-BP01 S TEE EWFTE Tl (B LX)

£ Amazon CloudWatch SiE=F TEERTHEEHN TH. F£H AWS Health EFRIREEE AWS AR
%

THEARENAMETABEZZIER ok, BXEENRETE. ERREBES  HANMTRARE
PHEEER (MRFER) , UREFAAHERERSHANEE. BRREREIFRFNERIEVISE KPI)
B, XERERN B ERER BB ERN ERESTAR. Sl , REFKRBENER (flss
ERIREENTEHE) AT L RTES (fltn CPU EAXR) BERibiEH THERREE, €A AWS
Health SRR AT &t ¥ AWS BEIR T B AWS BRISAVREEN T AY , HERHEA R,

EmERREHHNRE. AZSBERUEEHRFERTAETNAR | WA ATRRASRN , HENREE
THEEHNZEEME. Amazon CloudWatch & AWS IRBEEERAEN ARESKENERLT , EAK
FINRBREREEEREBES MAGNEARANER, WEHEERELEURKEERRERL. RERNE
FLZgEREENZHENBZR1L.

AWS REAETHEANERNBREN , THRERTEERRENER, FREELEF , ¥ KXA
HERBBEAM , MAmMEEEEEERANBNMT,

A, BEEFEAS RS  UBERTHBIREREE, EBHERTEBLRERE (ERBAFERE
Canary , {B555IE2 Canary SBEE) MUTR , cEEHETIFERNAFHRITHHZSERES
CEEE, ERHERETZELIHARBEHERE , YTRECAZHBETEEIFEARESH., Amazon
CloudWatch Synthetics BIERESME VL f=E M Canary , LESIREHIRE M AP, Bl LUgiRak
Canary FIFIRET e AWS X-Ray X AFEES , S HEAFS M Canary EFMBRER AR ERRR. BWE
RFAREBE,

FEHRR -

REL06-BP01 Esiz THEEEMNFIE T (BLE) 89


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html

AT AWS Well-Architected Framework

RIERENMETATRELEABRER  UERTERENTEENRENERAERR, T
EEHREREBRR , TREREES K BWEB4HPER,

ERORER :

- EERTHEEENASNRE.

- TEEFMAIEERSEERE , MRBIESRERAN AWS REREGEHEE,

- EEIEAHPEARMESR  MAERRIESRERMN RN KPI MEBNEFER,
- MBELEERENGTENEERERERERNT MG TEARMRKE,

BUYMSREEENED  ETRASHINMERERETER  IREEREGLFENNFREBX AR
B9 T4 R Y R R

RBYNBEREBHEREER S
BEEE S

1. ETANE SR BFLE. BERIEEENFMETGTIRESERER ., BREM AT , 6
i S3 Access Logs , ¥ AFFEN THEEHEHK T HEERIFEER . ® Amazon ECS. Amazon
EKS. Amazon EC2, Elastic Load Balancing, AWS Auto Scaling #1 Amazon EMR % fR#§ Uk 5
CPU. #3% /0 Mgk /0 FHEMNER. NESEZEREZEMHE CloudWatch B AWS IREEE |, F2
B AWS Services That Publish CloudWatch Metrics,

2. BRMARARER , YRREMENKERE. BERBFEELERZER. RERRERTRE
E—FZTHEIFARETFZBNEKRYE , IR THETRENBENAZETHERSR. St UER
AWS CLI ¢ API 2 B SR BRI HERIE A E CloudWatch,

3. FMEPREIE , MREEIERTAEMHE AWS RKREMLIERZE, BALETIRE , DUREE
TREEHITEHAEAZENER TS, EIREEEENRE , TRERARREENRE , Wb
HRBEEERK,

4. HHRARER  ERLFEINRENEREF. ERRETVRORZEH, 2RI EFELEN
SR, UERSHPERLERRENERKBRE R (RTO), "LAEM Amazon CloudWatch &
ARFAAEBBCITHERE , UBRBERNRERBERERF.

5. RENMIEAHE XS RNEEB T EERRENENES. SOEPERERNRHELHTES
FHENBE  IECHNTEESRREEAESHE  tAERERBENESER, FBERES
%5 BANEEF 2 RBHE.

REL06-BP01 Esiz THEEEMNFIE T (BLE) 90


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html

AT AWS Well-Architected Framework

&R

BN REST
+ REL11-BP03 #$FiE 2D B IEE B Bt

FEBASLHF

- FRIAHER AWS Health BRI — BAVIRS EFiIRE
- B CloudWatch 1E42# AWS BR#

+ Network Load Balancer ¥ fZE H &

+ Application Load Balancer BY1ZE! H 5&

- ZHL AWS Lambda #J Amazon CloudWatch Logs

« Amazon S3 fAlAR25 FEX A 6 FC 8%

« BtH Classic Load Balancer ¥ 2B H &%

- KB BEFERELZE Amazon S3

+ & Amazon EC2 #1788 £ R % CloudWatch Agent
- B ETER

« {#/A Amazon CloudWatch &R

 fF Amazon CloudWatch 52

- £/ Canary (Amazon CloudWatch Synthetics)

+ frEER Amazon CloudWatch Logs ?

EFAEERE
- BBk
« E£¥® Amazon EC2 Linux #11T{EE A S BB RIS E
+ CloudWatch Logs B275 258 17 B& & B 5 F
- VPC RE2HF
« fHEBERE Amazon DevOps Guru ?
« fHER AWS X-Ray ?

FREBEREE -

REL06-BP01 ES#2 TEBEMNATE i (BXE) 91


https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-access-logs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-logs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerLogs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/enable-access-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/mon-scripts.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/flow-logs.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html

AT AWS Well-Architected Framework

« ff Amazon CloudWatch Synthetics I AWS X-Ray #1785

YEEA SR

« Amazon BEZERHL BRI B R , LT BEERE
- ATERAMHES

REL06-BP02 E&Z MGt EIEE (F#H)

RITERFETHREEENMAR , XRPHEHBNRAER, ELERITRKEZARANITHFEESH
AEAINE , I TR NE R E MR EE

THEAMETRARRTFEH T REEEUAREARRERYRERE. ERERNLE THITFEHEN
TR, LTRAEARBIEERPNAMERH  SEEMKBENERER. BORENRFRESR. It
ERTRE2EEETIHREENTA X THSATHRSEICETHES R HME,

TEEIRR R :

« BULRTESHTHMN AWS BRBEAKMERERR  URHEBFISEFRNREENERLE,
- BWRFEEEREEBRERNGER,.

- BN ERLEREANRNEEES  SIMERERIR, FRAEIRFHBIE , URER IP i,
- BULRABEUREBER  UMERSERNAERERTFEEINTR.

- BULERRER , LINEERIFEEHRADN , LR ERNEEEE,

ERORER :

« BRREIEEFEITAENEENTEERINHEANZRBHVWEMEN BEIER,
- RBRE T WEERBREBENISR (KPI) #8588 BENER.

- BEBSMTESHMEERNER , MAKENEIEERB,

« BARBEENBFBEY , EZER T BZ o MBI EEERE .

BUYEBLRABKRNEDR  EULUEANESZEERL YK THEEEN TR BN E4EEREE
BB, SULURBAZTEEELIERANEENER  RITEAETABRIIRADS . BUUKRE
B 7 H 553 03 H B K R

AEBVELREEBRNERER : S

<+
f"|||

REL06-BP02 EZHFMFTEIER (M) 92


https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://catalog.workshops.aws/observability/en-US
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/lambda/
https://aws.amazon.com/ecs/
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/s3/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/api-gateway/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Dimension
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Lambda-Insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/LogsAnomalyDetection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/LogsAnomalyDetection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/athena/
https://docs.aws.amazon.com/athena/latest/ug/querying-aws-service-logs.html
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https://kubernetes.io/docs/concepts/workloads/pods/sidecar-containers/
https://kubernetes.io/docs/concepts/workloads/pods/sidecar-containers/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_monitor_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_notification_monitor.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_automate_response_monitor.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_storage_analytics.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_review_monitoring.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_end_to_end.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_architecture.html
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Lambda-Insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
https://aws.amazon.com/otel/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
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https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Sending-Logs-Directly-To-S3.html
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://observability.workshop.aws/
https://aws-otel.github.io/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/autoscaling/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/sns/latest/dg/sns-configuring.html
https://docs.aws.amazon.com/sns/latest/dg/sns-configuring.html
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-eventbridge.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/sqs/
https://aws.amazon.com/kinesis/data-streams/
https://aws.amazon.com/kinesis/data-firehose/
https://aws.amazon.com/sns/faqs/
https://aws.amazon.com/sns/faqs/
https://aws.amazon.com/s3/
https://aws.amazon.com/rds/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/protect-sensitive-log-data-types.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://aws.amazon.com/sns/
https://www.youtube.com/results?search_query=reinvent+2022+observability
https://www.youtube.com/watch?v=zZPzXEBW4P8
https://observability.workshop.aws/
https://serverlessland.com/patterns/cdk-closed-loop-serverless-control-pattern
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/describe-alarms.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/describe-alarms.html
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/cw-example-describing-alarms.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-runbook-reference.html#view-automation-json
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/cw-example-using-alarm-actions.html
https://aws.amazon.com/eventbridge/
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https://aws.amazon.com/lambda/
https://aws.amazon.com/ec2/
https://aws.amazon.com/kinesis/data-streams/
https://aws.amazon.com/kinesis/data-streams/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/automating_with_eventbridge.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/what-is.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/sops.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/building-sops.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/create-custom-ssm-doc.html
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/xray/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-eventbridge.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-rule.html
https://observability.workshop.aws/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
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https://www.youtube.com/watch?v=zZPzXEBW4P8
https://www.youtube.com/watch?v=AaI2xkW85yE
https://www.youtube.com/watch?v=_OTTCOjWqPo
https://www.youtube.com/watch?v=Mu8IqWVGUfg
https://www.youtube.com/watch?v=MHezNcTSTbI
https://catalog.us-east-1.prod.workshops.aws/workshops/a8e9c6a6-0ba9-48a7-a90d-378a440ab8ba/en-US
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax.html
https://docs.aws.amazon.com/athena/latest/ug/supported-format.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/premiumsupport/knowledge-center/analyze-logs-athena/
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/create-lifecycle.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/create-lifecycle.html
https://aws.amazon.com/premiumsupport/knowledge-center/analyze-logs-athena/
https://observability.workshop.aws/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/resilience-analysis-framework/introduction.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_monitor_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_notification_aggregation.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_end_to_end.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_rca_resiliency.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_game_days_resiliency.html
https://aws.amazon.com/blogs/mt/why-you-should-develop-a-correction-of-error-coe/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/?did=ba_card&trk=ba_card
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://observability.workshop.aws/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws-observability.github.io/observability-best-practices/
https://docs.aws.amazon.com/prescriptive-guidance/latest/resilience-analysis-framework/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/resilience-analysis-framework/observability.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
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https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-adot.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.datadoghq.com/tracing/guide/serverless_enable_aws_xray/
https://docs.newrelic.com/docs/infrastructure/amazon-integrations/aws-integrations-list/aws-x-ray-monitoring-integration/
https://www.dynatrace.com/support/help/setup-and-configuration/setup-on-cloud-platforms/amazon-web-services/amazon-web-services-integrations/aws-service-metrics
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/xray/latest/devguide/xray-services.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-adot.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/solutions/latest/devops-monitoring-dashboard-on-aws/set-up-amazon-cloudwatch-synthetics-canary-and-amazon-cloudwatch-alarm.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
https://catalog.workshops.aws/observability/en-US
https://www.youtube.com/watch?v=kFGOkywu-rw
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https://www.youtube.com/watch?v=UxWU9mrSbmA
https://aws.amazon.com/xray/
https://aws.amazon.com/pm/cloudwatch/
https://aws.amazon.com/route53/
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https://docs.aws.amazon.com/whitepapers/latest/overview-deployment-options/bluegreen-deployments.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/relnotes/release-2020-05-18-ts-deploy.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/automation.html
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https://aws.amazon.com/image-builder/
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https://aws.amazon.com/elasticbeanstalk/
https://aws.amazon.com/proton/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/serverless/sam/
https://aws.amazon.com/cdk/
https://aws.amazon.com/cloudcontrolapi/
https://docs.aws.amazon.com/apigateway/latest/developerguide/canary-release.html
https://aws.amazon.com/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://docs.aws.amazon.com/whitepapers/latest/blue-green-deployments/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/blue-green-deployments/implementation-techniques.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_automated_changemgmt.html
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https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/blogs/mt/leveraging-immutable-infrastructure-nubank/
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/infrastructure-as-code.html
https://docs.aws.amazon.com/blogs/mt/implementing-an-alarm-to-automatically-detect-drift-in-aws-cloudformation-stacks/
https://www.youtube.com/watch?v=jUSYnRztttY
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https://en.wikipedia.org/wiki/CI/CD
https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started.html
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/fargate/
https://aws.amazon.com/fargate/
https://aws.amazon.com/lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/getting-started-codedeploy.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/getting-started-codedeploy.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/getting-started-codepipeline.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_build_mgmt_sys.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_auto_integ_deploy.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_mit_deploy_risks_test_val_chg.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_mit_deploy_risks_auto_testing_and_rollback.html
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https://aws.amazon.com/blogs/devops/continuous-delivery-of-nested-aws-cloudformation-stacks-using-aws-codepipeline
https://aws.amazon.com/partners/find/results/?keyword=devops
https://aws.amazon.com/marketplace/search/results?searchTerms=DevOps
https://docs.aws.amazon.com/chime/latest/ug/webhooks.html
https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments
https://aws.amazon.com/builders-library/going-faster-with-continuous-delivery/
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Replication.Redis.Groups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Replication.Redis.Groups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/disaster-recovery-dr-objectives.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/disaster-recovery-dr-objectives.html
https://aws.amazon.com/premiumsupport/knowledge-center/copy-s3-hdfs-emr/
https://aws.amazon.com/products/databases/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
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https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/datasync/latest/userguide/what-is-datasync.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/WhatIsStorageGateway.html
https://aws.amazon.com/partners/find/results/?keyword=Backup
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSSnapshots.html
https://docs.aws.amazon.com/efs/latest/ug/efs-backup-solutions.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/backups.html
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-create-snapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CreateSnapshot.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-scheduled-rule.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr.html
https://aws.amazon.com/solutions/efs-to-efs-backup-solution/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/backuprestore_HowItWorks.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/elasticsearch-service/latest/developerguide/es-managedomains-snapshots.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://www.youtube.com/watch?v=Ru4jxh9qazc
https://www.youtube.com/watch?v=dCy7ixko3tE
https://youtu.be/av8DpL0uFjc
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/efs/latest/ug/encryption.html
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https://docs.aws.amazon.com/drs/latest/userguide/volumes-drs.html#ebs-encryption
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr-replication-config-for-kms-objects.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/efs/latest/ug/encryption.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/encryption.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/encryption.tutorial.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery_Howitworks.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery_Howitworks.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PIT.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshot-lifecycle.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/creating-a-backup.html#creating-automatic-backups
https://docs.aws.amazon.com/aws-backup/latest/devguide/creating-a-backup.html#creating-automatic-backups
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/

AT AWS Well-Architected Framework

4. BRBEBEORAFRSIZTERBFIXENERRER (FIHASBEERRFESIARTY) , FEE
FAZEENE=ZFBRAEEREIBBHEND. HEF , BRLAFEA AWS CLI = SDK B BE{LR
BITHLEIME, EAILAEA AWS Lambda Functions 2 AWS Step Functions , EE 2 & 23 & FH i
R EE | WA Amazon EventBridge , LA1R1E RPO HEXRF R T,

BEFTENIHEE K
EiR
FEBASLHF

« APN §¥EB 4 : TTLAEB RN ESEB M
« AWS Marketplace : ] A E DI E @

- BMIKEBEREHEZN EventBridge 8l

- fTEE AWS Backup ?

- {+BER AWS Step Functions ?

 {+E= AWS Elastic Disaster Recovery ?

MHEEE

« AWS re:Invent 2019 : R A3 AWS Backup, ft. Rackspace (STG341)

REL09-BP04 Ef¥ITERERUAREHD I TEMUENEF
BRATEFNR  BRENBORFEERTHAERKNLYEE RTO) NEREE (RPO).

FHRR  ROPHENSERARFESNEIEHNER  URERESTUAETHAENREEERRERD
HMER (RTO) AETER, RERBOTEREEEEFERTERKREN MEPREEMRENE
EFER)  BEERMER (RPO) ABRLEERIER,

FRORER :

- BERES , EFEMIEREAES , IREERTHA,

- BEIEDFE.

« BERRBNEOIUATEER , MAATURPERESR,

- BER¥MEOTERRERENNKEEE THEREN RTO K.

REL09-BP04 EH#TERE R R B0 TR M NEF 135


https://aws.amazon.com/partners/find/results/?keyword=Backup
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-scheduled-rule.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://youtu.be/av8DpL0uFjc
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https://docs.aws.amazon.com/resilience-hub/latest/userguide/create-policy.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/restoring-a-backup.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/restoring-a-backup.html
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https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-creating-OpsItems.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-creating-OpsItems.html
https://aws.amazon.com/blogs/storage/automate-data-recovery-validation-with-aws-backup/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/

AT AWS Well-Architected Framework

1. B {&EH

AWS Backup Amazon Elastic Compute
Cloud (Amazon EC2)
N

4
" X,
2 AERS o,
B Q’%@ ;
8. WIBAFAI TR

6. BEIHBETM

7. U Lambda LRI EE

3. DU A Lambda MBI StEE

Amazon EventBridge AWS Lambda

0. BB MEFERRE

BRFTENTHR 1S , BORRBERGVERME, E
&R

NBASLHF

« £/ AWS Backup BBt ERHERERE

« APN &1EBM . ATUEBIERNSEB M
« AWS Marketplace : 0] F A& 12 B E f

o BMURHFEMEER EventBridge Al

+ DynamoDB I FE {0 EiE R

« fHEER AWS Backup ?

« fTEER AWS Step Functions ?

« fHEER AWS Elastic Disaster Recovery

* AWS Elastic Disaster Recovery

it B B PR P Bt SRR R A8 Y TAF R H

HERHERE THRRAERNENTERREERNARA. FHEZNREE , ARABHTHERTER
INERE, AEREZERERMARATIEER , R UEEEERERE,

ERHERHRREEH THFER 138


https://aws.amazon.com/blogs/storage/automate-data-recovery-validation-with-aws-backup/
https://aws.amazon.com/partners/find/results/?keyword=Backup
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-scheduled-rule.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/BackupRestore.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
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https://aws.amazon.com/disaster-recovery/
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/regions.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/availability-zones.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/availability-zones.html
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https://aws.amazon.com/ec2/
https://aws.amazon.com/fargate/
https://aws.amazon.com/fargate/
https://aws.amazon.com/lambda/
https://aws.amazon.com/ec2/autoscaling/
https://aws.amazon.com/ecs/
https://aws.amazon.com/ecs/
https://aws.amazon.com/eks/
https://aws.amazon.com/s3/
https://aws.amazon.com/efs/
https://aws.amazon.com/aurora/
https://aws.amazon.com/aurora/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/sqs/
https://aws.amazon.com/kinesis/data-streams/
https://aws.amazon.com/kinesis/data-streams/
https://aws.amazon.com/rds/
https://aws.amazon.com/redshift/
https://aws.amazon.com/elasticache/
https://aws.amazon.com/ebs/

AT AWS Well-Architected Framework

28
EHAE
a‘_\A_/’S_‘
ATRES A AEHES B AIRES C &
[a]
. VPC O Amazon Simple Storage
’ Service (S3)
£
NAT it Flostic Load NAT A& NAT it
alancing
r“ “ [ 1% Amazon
Auto Scaling B¥4H DynamoDB
EC2 $A1T{ERE EC2 $A{T{ERE EC2 #1T{ERE
L3 A K A
[{=P) [{=))
' N [ 4 b ]
mazon RDS (£E) Amazon RDS (#)

9: B=EAREDBBNZELEE, FEZE , Amazon S3 Fl Amazon DynamoDB —ZBEEBHKAE
i [E S 1D R, ELB L @NBELB=AEF.

EAZE AWS EE

MRENTHEEHFTEMERNEY (fln , BRERRE. EFREEERARESN  SIREBRENE
Faias| i A EROKRE) , AIETREEFEANTALE , MEAIE— AWS B EHRMH, &
HERT , BEZXZELEME AWS B (REBRENERZEER A PHENREIEAR,

AWS B RERFENBERENZSETENREL, ER AWS BE WERSRHNREHERE S
MEATAERBER, AWS R R T LBHI5) FALRFEFRES (BBARSRY) cBxTEBE I
B, AWS B BRBVHERTSA , TERXETE RPN ERRK,

ESEZEBRSETRETFAER K BEBHMAFR, HRTRESTNERBLSREREL , Fit
BLAESEESTPERTHEREN T, RTEENERBRH N , ESFEFNERRE , flu
VPC,

AR EREZERZEERGE , BOEREN THEERENEE-BEPHIT. IREEESZEEY
Bkt  BE—EREFHTARES —EESPHBRERTH , MRS ESARNARAS , LE
E R TS EIRE,

ATELZEESBILMIZ -3 , AWS CloudFormation StackSets AIASZ{E AWS E#REE S Z
ZEEH ., AWS CloudFormation iE Al LME R REREE , W B EERP R AWS BERTEL REAE,
% AWS REHASTENTEFEREERESEFGHEE. a0, EC2 Image Builder AIAESXEE
2% , 1% EC2 #esm B (AMI) A EEEANSEEH. Amazon Elastic Container Registry (ECR)

A LA B BRI RS B B SE Y [E 1,

REL10-BPO1 # THEEHMBEEZENE 141


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/image-builder/
https://aws.amazon.com/ecr/
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https://aws.amazon.com/dynamodb/global-tables/
https://aws.amazon.com/route53/
https://aws.amazon.com/route53/
https://docs.aws.amazon.com/Route%C2%A053/latest/DeveloperGuide/dns-failover.html
https://aws.amazon.com/application-recovery-controller/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_objective_defined_recovery.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_ip_subnet_allocation.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_ip_subnet_allocation.html
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/AWS_Fargate.html
https://docs.aws.amazon.com/eks/latest/userguide/fargate.html
https://docs.aws.amazon.com/eks/latest/userguide/fargate-profile.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
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https://aws.amazon.com/kms/
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_ip_subnet_allocation.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_objective_defined_recovery.html
https://aws.amazon.com/about-aws/global-infrastructure
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/availability-zones.html
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/auto-scaling-benefits.html#arch-AutoScalingMultiAZ
https://docs.aws.amazon.com/imagebuilder/latest/userguide/how-image-builder-works.html#image-builder-distribution
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-placement.html
https://docs.aws.amazon.com/lambda/latest/dg/security-resilience.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/replication.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Redis-Global-Datastore.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/Route%C2%A053/latest/DeveloperGuide/dns-failover-configuring.html
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-cross-region.html
https://aws.amazon.com/blogs/architecture/tag/creating-a-multi-region-application-with-aws-services-series/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iii-pilot-light-and-warm-standby/
https://youtu.be/2e29I3dA8o4
https://youtu.be/UObQZ3R9_4c
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-plan-ha-launch.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-fs.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs_cwe_events.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs_cwe_events.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
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https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
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https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://aws.amazon.com/blogs/architecture/aws-and-compartmentalization/
https://aws.amazon.com/builders-library/workload-isolation-using-shuffle-sharding/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://www.youtube.com/watch?v=O8xLxNje30M
https://youtu.be/swQbA4zub20
https://youtu.be/sKRdemSirDM?t=1373
https://www.youtube.com/watch?v=wUzSeSfu1XA
https://www.youtube.com/watch?v=wUzSeSfu1XA
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https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-monitoring.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Monitoring.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-metrics.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/monitoring_automated_manual.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-observe.html
https://catalog.workshops.aws/observability/en-US/aws-managed-oss/amp/ecs
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-monitoring.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/monitoring-overview.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/monitoring_overview.html
https://docs.aws.amazon.com/efs/latest/ug/monitoring_overview.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring-volume-status.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws.amazon.com/xray/faqs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_xaxr_dashboard.html
https://aws.amazon.com/xray/faqs/
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-monitoring.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_xaxr_dashboard.html
https://aws.amazon.com/xray/faqs/
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/understanding-availability.html
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
https://catalog.workshops.aws/observability/en-US/aws-native/xray/explore-xray
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-subnets.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/auto-scaling-groups.html
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https://aws.amazon.com/application-recovery-controller/
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-for-disaster-recovery-dr.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/use-fault-isolation-to-protect-your-workload.html
https://aws.amazon.com/blogs/mt/establishing-rpo-and-rto-targets-for-cloud-applications/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack
https://catalog.us-east-1.prod.workshops.aws/workshops/4d9ab448-5083-4db7-bee8-85b58cd53158/en-US/
https://github.com/adriaanbd/aws-asg-ecs-starter
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://github.com/aws-samples/ecs-refarch-cloudformation
https://docs.aws.amazon.com/r53recovery/latest/dg/routing-control.failover-different-accounts.html
https://docs.aws.amazon.com/lambda/latest/dg/services-alb.html
https://github.com/aws-samples/amazon-ecr-cross-region-replication
https://medium.com/devops-techable/how-to-design-an-ssm-parameter-store-for-multi-region-replication-support-aws-infrastructure-db7388be454d
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-settings-configure.html
https://disaster-recovery.workshop.aws/en/labs/basics/secrets-manager.html
https://aws.amazon.com/blogs/aws/new-replication-for-amazon-elastic-file-system-efs/
https://aws.amazon.com/blogs/storage/transferring-file-data-across-aws-regions-and-accounts-using-aws-datasync/
https://docs.aws.amazon.com/whitepapers/latest/hybrid-connectivity/aws-dx-dxgw-with-vgw-multi-regions-and-aws-public-peering.html
https://catalog.workshops.aws/s3multiregionaccesspoints/en-US/0-setup/1-review-mrap
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://d1.awsstatic.com/solutions/guidance/architecture-diagrams/cross-region-failover-and-graceful-failback-on-aws.pdf
https://aws.amazon.com/blogs/networking-and-content-delivery/deploying-multi-region-applications-in-aws-using-aws-global-accelerator/
https://docs.aws.amazon.com/drs/latest/userguide/failback-overview.html
https://disaster-recovery.workshop.aws/en/
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https://catalog.us-east-1.prod.workshops.aws/workshops/080af3a5-623d-4147-934d-c8d17daba346/en-US
https://aws.amazon.com/blogs/architecture/understand-resiliency-patterns-and-trade-offs-to-architect-efficiently-in-the-cloud/
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https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-load-balancer.html
https://repost.aws/questions/QU4DYhqh2yQGGmjE_x0ylBYg/what-happens-after-failover-in-rds
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEFS.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://docs.aws.amazon.com/opsworks/latest/userguide/workinginstances-autohealing.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEFS.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://docs.aws.amazon.com/opsworks/latest/userguide/workinginstances-autohealing.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://d1.awsstatic.com/rdsImages/IG1_RDS1_AvailabilityDurability_Final.pdf
https://docs.aws.amazon.com/resilience-hub/latest/userguide/integrate-ssm.html
https://aws.amazon.com/blogs/architecture/understand-resiliency-patterns-and-trade-offs-to-architect-efficiently-in-the-cloud/
https://www.youtube.com/watch?v=GPQKetORzmE
https://www.youtube.com/watch?v=Mu7fgHOzOn0
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https://catalog.workshops.aws/resilient-apps/en-US/rds-multi-availability-zone/failover-db-instance
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://aws.amazon.com/route53/sla/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://www.eksworkshop.com/docs/autoscaling/compute/cluster-autoscaler/overprovisioning/

AR AWS Well-Architected Framework
+ Route 53 FB&& & ¥ (%M ) = Amazon Application Recovery Controller ( E#FH )
* Route 53 BEAREMELETES HBLERN

MRBHEEKERYE  FERREZEFTNELRY , WEERSZFENEHFHTESEHFEM
BR T EBIE.

« FEEFFEKSH Amazon EC2 Auto Scaling 2t Amazon , HHEMRXEEFHHEKSH Amazon EC2
Auto Scaling = Amazon , WA RERBZEXRERE (EHFEEE)

- BEHBEREARATE  IEZEEFHTEAMBNEFE (25 FEREF)
&R
MENRES

- THAMES
« REL11-BPO1 E5#2 T ¥ & SV P A JT 44+ BUE RIS BE

FABE M -

« APN &R : AIiBI E L B EEE N SR

« AWS Marketplace : AT AR RN E M

« Amazon ZEFER L  BEBIERE , BROoOBRXRKBH

« Amazon DynamoDB API ( ##|FEmME R Fm )

+ AWS Lambda #17 ( £ EIZEHFEMERFHEH )

« AWS Elemental MediaStore E¥F¥®|

« {£ Amazon Application Recovery Controller ZE SEMWEARERN , 139 E—EiFHEE
+ {8 Amazon Application Recovery Controller ZE & EMWEAER £ 25y  ZEEHHESE
 f5F Amazon Route 53 3 K 1B F#

+ fHEER Amazon Application Recovery Controller

+ Kubernetes B #IFHMERFH

THEAR
- ORER - FABREREN

REL11-BP04 EE R BB E R T EMIEEFFEH 162


https://aws.amazon.com/blogs/networking-and-content-delivery/creating-disaster-recovery-mechanisms-using-amazon-route-53/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
https://aws.amazon.com/partners/find/results/?keyword=automation
https://aws.amazon.com/marketplace/search/results?searchTerms=fault+tolerance
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.API.html
https://docs.aws.amazon.com/whitepapers/latest/security-overview-aws-lambda/lambda-executions.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_Operations_AWS_Elemental_MediaStore_Data_Plane.html
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/creating-disaster-recovery-mechanisms-using-amazon-route-53/
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://aws.amazon.com/blogs/containers/managing-kubernetes-control-plane-events-in-amazon-eks/
https://www.youtube.com/watch?v=gy1RITZ7N7s

AT AWS Well-Architected Framework

- A AWS £ KREBHEEEEUNSUETHEER

YEEA SR

+ Amazon Application Recovery Controller &4\

e Amazon EEEER L  BEB/IRE , BRIBXRKBER

{8 Amazon Application Recovery Controller 2 E S EMWERAREN , 139  E—EiFHEE
 f£F Amazon Application Recovery Controller BB S EMHNERRER , £ 2y  ZEEHE

- FRATARSERBREEBEY

HHEA T E -

 Amazon CloudWatch
+ AWS X-Ray

REL11-BP05 fE AR BB EM R ILEEK 1T A

THEEHEZIRFEREN , AREE-EERATES, EREBTAREIFAHEEEMHERSX
TERTEITABIER.

plan , SR EFARBN TR RSP RBFOEATEE K EXDETHRIERE, EMeEREHRER
AHBELEEEONE, CRAAREFERBEREU-—ERXRFENITHFAE, FH&EdP  ELEYH

TREEEXERERNFEICHEEE _ETRAEDS. LBERER TURFIFEHEEE BN
B,

AR THEEHEISEERFNHEEXHREERTR,
ERORER :

- BEERWEHE , —ETUMEER.

- EREREHEBENSER.

- ERESRECH , FOEZEREMEBENER.
- EEREEERNBERERG

BYNSEEENES  CATEBERMHTNIFEASE AT EENRESHREREETERN
RS R

REL11-BPO5 £ A RERE MR LR EXTH 163


https://www.youtube.com/watch?v=62ZQHTruBnk
https://aws.amazon.com/blogs/aws/amazon-route-53-application-recovery-controller/
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_avoid_control_plane.html
https://aws.amazon.com/blogs/architecture/minimizing-dependencies-in-a-disaster-recovery-plan/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/appendix-a---partitional-service-guidance.html
https://aws.amazon.com/builders-library/static-stability-using-availability-zones
https://aws.amazon.com/rds/features/multi-az/
https://aws.amazon.com/blogs/architecture/minimizing-dependencies-in-a-disaster-recovery-plan/
https://docs.aws.amazon.com/whitepapers/latest/real-time-communication-on-aws/cross-region-dns-based-load-balancing-and-failover.html
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https://aws.amazon.com/global-accelerator/
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https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/understanding-workload-health.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/aws-infrastructure.html
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/advanced-multi-az-resilience-patterns.html
https://aws.amazon.com/cloudwatch/
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https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
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https://aws.amazon.com/about-aws/whats-new/2019/11/automate-your-operational-playbooks-with-aws-systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://aws.amazon.com/about-aws/whats-new/2019/11/automate-your-operational-playbooks-with-aws-systems-manager/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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