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UTAFEEN CIDR B , EEER :

* 169.254.0.0/30

* 169.254.1.0/30

* 169.254.2.0/30

* 169.254.3.0/30
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FRERME : £ 169.254.0.0/16 SEH HX/NE /30 IPv4 CIDR B BB,
RAHANESREST

BFAHASRNRERFRER .

- RE — FAHANSRGEREMTESite-to-Site RBH.
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ARERIRE , EFFRFATRERST , BA AWS REAKHE VPNs, AWS AXEUBEKA
ERH VPNsEH A TR BN B RAIFTFERNENE | WREHFEMN VPN FEZKE (ECMP)
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PEER 2 7R A
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E#@A,

ERBHEENR 60 ZIEER 2 FEH—FEZBNEF.
ERERNEYRESRBERSREN Y EREER,

FEER{E : 270 (4.5 £ 88)
BENERRERNNHE

IKE ENBERRETNHEIHE.
EAIEETR 64 B 2048 ZEHE.

% 1 1024
BEIEINS
# VPN EREZEVBERERNNVEF, EAUEETHIEE
« Start : AWS & IKE XS LUMEBEE, REELNTFBECKE IP it &,
« Add : BNEFRERELARME KE XY , TEREBBE

MEFLHMET , 5528 AWS Site-to-Site VPN &8 B E)iEE,

FE&% : Add
BEmEEmBEES

M8 b 3R A o B S 4R 1 T B i R RV BERR R R

WEHMMEE , FHSRBAWS Site-to-Site VPN HiE i 264 do B Ei 2 4,

JE5% : Off
WU ERITIEAE A VPN EZEIEEEERE , o MEHE A VPN EENEERE, MEH
MMER , F2ETYERE

- SR 5 BY VPN E#
- &2 AWS Site-to-Site VPN JBIi&EEE
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AWS Site-to-Site VPN Ei& 5 9 B 3E 18
SRR SRR RRB L AYEA VPN R,

RELHER

L H S8 (PSK) RSite-to-Site BEMN AR S RIEE, B BEEK , BALIEEHESH PSK &
REF BB AWS BEEIEL, PSK REATHHEHP —EHRERFN :

« [EE1ESite-to-Site [RIEPR, MEFMEN , 2 ESite-to-SiteBEFHEEE,

« 7£ AWS Secrets Manager Hi88 L £, MFEFEA Secrets Manager 71 PSK WFFMHER , 72
B [ Secrets Manager 8% £ &L,

RELNBEFFEBERER , §#A PSK F&H,
RE HFAEEE AWS Private Certificate Authority

MRETEERALLALE | BIFFEARE AWS Private Certificate Authority BYFAE B & KRB F &
7 VPN,

BB AWS Private Certificate Authority (AWS #A%8 CA) #8)X#k CA BYAEBE. TERE
ACM JX#% CA , &I LAER ACM 18 CA TAER CA., MEBRVILEBRMNFMEN , F28 (AWS
Private Certificate Authority £ &™) PMWEIREEFE CA,

BNBRIRGERL AR  FRRELENFEAEAEH LA VPN BEiRE AWS mHBRE. NEFAE
# , 52 MBithe section called “IRBEE A",

® Note

ATREEENERHIR B CreateCustomerGateway AP| RIFRHIEENEEEGH
FRRHREE N EENTAREE R UEL VPN ER,

MREREEEFFAEREN IP it , RATERE P ibit. MRETRESEFREREBETH
1P #bak , MABERERE VPN EE,

EREMBE VPN KSite-to-Site VPN EEEFRIERE LHTEEERE. IRT7TESX CA BN
mEZS , Site-to-Site VPN EERE X.509 BADEREFE , SRRESRBHIT. TRSHRIAR
FEME ARSI,
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AWS Site-to-Site VPN &8 B B)i1# 18

BRIFFER  ENEFFRERELAZBELEREYRBBERMR W/ (KE) RERRF , AENEE

HhE VPN EERRBBEE, S URE VPN BEREE AWS L ERMBREMME IKE REREF

VPN J&iE IKE B EhiEIE

A EA T3 IKE RUENRE, &RAILAEH Site-to-Site VPN EiRHP Y — S MEBEEEE—EWIE

BE, NFEENHEMBEERRENFMENR , F2H VPN BEERRE,

- REEME  AFBISSHA VPN ERE VPN BERERINEIME, REFER , ENETFEESR

BEEME IKE XRSEFRABEE, EAILUEE AWS HEARBRE IKE REREF
- DPD RAFEIME : HERMB SR (DPD) MEF 2 REHRIMMWEIE, RIBFER , IKE TERREF

Ik, EARIEE , WBERIEH. BAIEE AWS LAEHE DPD REFKEMHME IKE THERER , B

A LAEE 34 DPD KR , 71§ AWS SREUEMEN#F.

75 Bl B2 PR %I

THIRERABR R MRS

- BERB IKERY , AWS FEFXFFERENLE IP ik, MRESR VPN ERZEBERS S

B¥  BSEHIPBRIEFBEERIFRIEE IP it AWS , AIXEEIFHNEFFELIEE IP i

i, A%, SR VPN ER  WIEEFWEFBE, MEFMENR  FSEEE AWS Site-to-Site
VPN BENEFERE,

« IKEv2 X E# VPN E#: AWS in8 ( BEEE ) .

- MR VPN ELR AWS Inf IKE 2% , AITE28RKRE. R EREZRIER , EFRHA

Ik BESL , VPN ERRH AWS InEEREFREREIMER SA FASE , EXNME IKE X%,

- MREHNFFREEREMR K EREAER @RV UEF (NAT) WEERE , RILRRERRH

(IDr). #n7E IDr (YEFMEF , 2B RFC 7296,

WMREARFRE VPN BEH AWS IKE 25 , B VPN ERREERERE (BEA 10 , BENERM

), NEETAREH. FERGEEER , LT AR T SREEKBER ping,
£/ VPN BB E)E1E

MFER VPN BERDEENFMET  BSHTIEME -

VPN B8R EhiEE
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« BIYEH VPN EEXIEE VPN BERRENEE : £ 5 B3 VPN E#Z
« {&IRE VPN E#ZR VPN BB EEE : 12 AWS Site-to-Site VPN EiEEIE

AWS Site-to-Site VPN @& i By & i

B A IEA VPN EEZBMME VPN BEERK , LLARTTER. BER , B AWS BITEEEHE ,
FELREH VPN ERE  aBRA—ExMmE VPN BERY, ERBEHREHE , BENEERE
AIRE S EM TN EE % B E 2 5,

B

- EERENIREEIR

+ AWS ZEiR B BiR

« AWS Site-to-Site VPN & & i 2f 4 6 18 HA 2 &

EFF BN iR E %R
EEBW VPN EEN THITAR  SERET - EEERERAEREER,

&R AP| B {E BER

&2k VPN BN B ERE ModifyVpnConnection EHEFBERER K MEE
EHEEEEA,

8% VPN EENEFEE ModifyVVpnConnection EHENBERER , MEE
BEEEEA,

18 VPN E #5818 ModifyVpnConnectionOptions ~ TERZE T EE i 26 , W{EE
BEEEEA,

&tk VPN @82 18 ModifyVVpnTunnelOptions BB BEEEEHAEEE
EF:

AWS 32 5 i R B 1

AWS Site-to-Site VPN 2—EBZERYE , YW EHSEHRERZE VPN BEinE. EEENBENERE
R HHhaETIER :
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- WEERA—WREH , flnigmE, XEEY  UREMHEEEE

- EAEBRER

- BELEERYE VPN BE R EEFERET RIF

AWS 2 BERMER —XEME VPN BN —EEE. BERMENAE , £ VPN EETREE
REmPE. Fit , FHEAE VPN EEDREMEEE , LAESS AL,

AWS Site-to-Site VPN & & i B 4 1ip 18 2 452 4
BE ARG EH IR BIREEENES | YA FHEE AWS SEEE iR iR ESH

EifEE&E. EALLDRE  SUNEEERESEERNBEIBEERME AWS ZEEH, MRE
BREMERER , RESHE VPN ERARTEE-EE , FEMLINGE,

® Note
ERLBERT , AEEERMNEMBHRLENECHA , AWS AR ASEEENEA
EBEIm o
£

- JEIE U B A B B 1R o an e EAE

« BUA AWS Site-to-Site VPN B8 im B4 B R 4l

- 232 AWS Site-to-Site VPN B8 ik B+ aniB G =2 B 2 A
- BEAAM AWS Site-to-Site VPN BB F #i

- %3 AWS Site-to-Site VPN BB EEH

- B3EA AWS Site-to-Site VPN &8 i 2t 4 n i HA 2 i

188 i Ry A i 1R R 42 1 20 e

FRRR VPN 4R 7 8 B B8 Y B8 b B A anB A 2 I Zhek. ©RIBMERI VPN BRA | LT BUEIRE
HIRE VPN ERAVEEREREA,

RMABERERERESc®R , BULLEBWMEL NE - PERBHEBRENBEMBSH
&

SRR B TR E R R B A AWS Health B,

b
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- FEMEBHMRE , URE cRERANKERSN DXERNKERBERERK , W& PRER AWS

Management Console get-vpn-tunnel-replacement-status AWS CLI Ti 5 &EE&,

ERERMHEBTAR K LCHRAREEEEHBEDEARKERRY  EESENKBEZIERR.

MREERHZENHBEDERACHAEREN , AWS EEZRTAEBHITEEREELR , #HA
EHEEEMBHA—&2 .

EYF AWS Site-to-Site VPN @& 2h 4 B Hi 2 &

—

AIAER B VPN ER LA B A o B RS, ER AR AWS Management Console 2 3R
5ER AWS CLlI,

® Note

RIFFER , HEARE VPN ERFREINEER | SERMEEERHERERX, MREER
ButtThge , BREMERBEERMEN  BHSMER BBEEER BEE,

Existing VPN connection
THSRREBAAEIRE VPN EIR LR EE I B 4 aniB B2 6.
WME[FE A AWS Management Console R F & & i B AE an 3B #1241

1. 7E https://console.aws.amazon.com/vpc/ BB Amazon VPC £ 4&,
EEREEERKP |, #i2 Site-to-Site VPN E#R.

£ VPN ER TERUEEER,

EE BiF , AR 5ok VPN BEER,

ENEEBUNBERE , FEREZEEEN VPN BB/ IP thit,
£ BEimEmBREE T, EERA &KEAE R,

(EIEM) EN BRiBEEER,

i#1Z Save changes (RREEE),

©® N o g bk~ 0D

WEREH AWS CLIEK B i# 8 i 2 4 dn B Hi i 4l

5 modify-vpn-tunnel-options ¥& % 2R $7 B8 & & ik B 4 a8 B 42 51,
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New VPN connection
THSRRE TR VPN EAREE 3 B YA 88 b B 4 am @ B 12
£/ R VPN ELREE R BE % B4 B A H AWS Management Console

1. 1E https://console.aws.amazon.com/vpc/ B Amazon VPC =2 A&

2. HEEEHEIKF , BF Site-to-Site VPN Connections (Site-to-Site VPN &),

3. I#JE Create VPN Connection (3 VPN &%),

4, HERE1EREMNBE2EERBHERY , £ BERHEmEHES T, ZEMA
5. i&#E Create VPN Connection (3 VPN &%),

5 T2 H VPN EiEH B EE % 24 aniB HAE &) AWS CLI

£ H create-vpn-connection &+ 3k B BB & ik B 4 an B H 12 4

52 AWS Site-to-Site VPN BB ixE A MBI ZEHI 2B ERA

B LAE A AWS Management Console = CLI REFE RS EEEE VPN BE LA BE R EWE
HATE

- MRBERMHENBHEGCER MEEERAT , F20 BABERMEmBRZG.
- MRBERFLEMBERZEFEHA  BLREFAT , F2H BRABERMEmBRZES,

MEFEH AWS Management ConsolefEFR BB mBEREFHREECRA

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

EEASEEET , B Site-to-Site VPN E#R,

£ VPN E#F TERIEE R ER,

B BEFRER RIER

EBEFAERD , S BEnHEnBPES  XREKEEZXDER ERA ER EFA.

o ~ 0D

MEMER AWS CLIFERS BB iw Fi 4 B2 H 25 S A

{5 A describe-vpn-connections R RER 2R C A B ER B4+ wmBE RS,

BE B B
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpn-connection.html
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BET A AWS Site-to-Site VPN BEEH

MABEEmSEm BRIz % , BALER AWS Management Console = CLI JR# R 12 HY
VPN EERBEARANKEEN, BEFTAMN Site-to-Site VPN BEEHTEEBH THINBEEHN.
BALEEENENEE, IFTHNFBEFNSR , F20 EZHEEEN.

F/A wET ANEH AWS Management Console

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ A&,
2. EERIEEBRED , EIF Site-to-Site VPN E#R,

3. 7 VPN ER TEREUEERELR,

4. BN BEFEER R5IER,

5. 4NE FH#E WL, RER TH X &,

R wETHANERH AWS CLI

£/ get-vpn-tunnel-replacement-status IESHREEEE A HEH.

%2 AWS Site-to-Site VPN BB EF

EWETFR AR BT LUER AWS Management Console 5 CLI 2T, @A LURIEE S @R
¥ Site-to-Site BIEHBER, HIHBEEHR , IEeHE.

(® Note
MRETERZERER , AWS EREENHEEMEHAEEBBEE

A E=Z 0 A#EF EH AWS Management Console

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £#25&,
2. EERIEEHBRED , EIF Site-to-Site VPN E#R,

3. 7 VPN ER TERUEERELR,

4. BE BF, RRFEF B VPN BiE,

5

6

ENEGENMRWNISEEE , FE=2REEEN VPN EENSS IP ik,
i#1Z Replace (BUX),
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fE R =2 A ARMEEE R AWS CLI

£ H replace-vpn-tunnel I8 RFEZ A ANEEE .

BIEA AWS Site-to-Site VPN i & i B 4 fin 38 2 #2524

MRIEREBFEHBEE R MBS ThEE | BT LA AWS Management Console 5 EBERE
AWS CLl, ERBAALLINEER , AWS SR B CHIBHEEN , MEELEF VA2 ELHN TR
NET, BT BREMNEREE  RIMABZIBESE VPN EZPREMEBE , LSS A M.

@ Note

HARTANSTERE  BLEZEHRMAXUEREE BBEER R RIR, &7 LR
thIhee  MEBEEAKBEESREE B AWS SUABBBEEREER  UBBHHETH
RS EMER E#T,

£ A BARR @& iR B 4 ap B B2 %) AWS Management Console

1. 1E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
EERBEEKT | 1B Site-to-Site VPN E#R,

£ VPN E#R TEREUEERELR,

A Bk , AR 1Bk VPN BEEE,

ENESEEANBERE , FEREEEER VPN BEINED IP i,
EEFEMBREREmERES BT BEREmBEHES TER BRA &KEAR.
(BEM) EN MBEEER,

i#1Z Save changes (REFEEF),

© N o 0o bk~ 0D

£/ EARREIE I 7 A an B A 2= 6 AWS CLI

£ A modify-vpn-tunnel-options &% 2R B8 Bf &8 i B 4 ap 8 B 42 51,

& AWS Site-to-Site VPN B4R Z F & 1E 18
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ERAEER

HH

(ER) EBER,

(FRREVERSH) & F FERZAFERE (BGP)
B & REMmE (ASN).

EFREZENNED P tit.

(EA) RBRE CANAERE , £ AWS
Certificate Manager (ACM).

DU

A TE88) MAR , UREEENERELE
®].

SEEENN 14, 294 , 967 , 295 B ASN,
ST LAE R HE G B ER RV IR B 06 ASN , B
LU SLBRAN

. 7224 — EFFEEEHTES
« 9059 — £ eu-west-1 EiHHFEE

« 10124 — fEap-northeast-1 EFHFFEH
« 17943 — £ ap-southeast-1 [EiHHFERE

MBERE/NE ASN |, BELUER 64 , 512-
65, 534 5 4 , 200 , 000 , 0004 , 29
4,967 , 294 EBEAKIFAE ASN, FEFX ASN
# 64512, WIFBHANFHENR , FS2E AWS
Site-to-Site VPN F&HiEE,

P 3t 1k A ZH R FFRERY

MRENEFBELE MR B UERE (NAT)
g#iE%S , FBERA NAT £EM 1P tiat, BbA
SETEE A FFEEE 500 ( MNREA NAT Bk
Bl AiE#48 4500) £#Y UDP a3 1EEHV A
AWS Site-to-Site VPN imZi 2 BEE, MEES
FMER , B2 AUBESAAL

ERERRE WIAEEHE AWS Private Certifica
te Authority 1’8 VPN B , 7 E IP #uiit,

NREEEABRRES I RE K FRESERF
MiERELFEAZ ACM FAEREMN ARN,

EFREZRR
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ELRNEFBHER , JUKBEFEEREARS

B AWS Private Certificate Authority FAE B
RERFE Site-to-Site VPN,

ERBREZEFERIGEER  BUNEBITELFAE
HAE BRIV RERE AWS(CA) , HABRIRE
. 1B CA BRI CA BRHH FENEE
AWS FAH CA,

BIAEFREZH , BRI LAER BIXK CA
I FEJ/T AWS Private Certificate Authority

, REBEREEFH Eﬂ#i ERFE. WERY
ﬂxﬁﬁ%ﬂﬁnﬁﬂiﬁnﬂ , 528 (AWS Private
Certificate Authority EF&#8/) PMWEIRE
EIE CA.

(ER) £E. HEiEFREBRBNEFRERERR.

BniE AWS Site-to-Site VPN EiR

BOLGERE A A IEE VPN EEZERBA MR, MEK Site-to-Site VPN EHR ( INIE VPN EfR ) FH
AWS Global Accelerator , B RERRSNEMREHIRIBOZEFFAEREN AWS B, £HE
BEE AWS 2K , BRERHIREMR iﬁgﬁﬁiz'b& EH9 5% 2 AWS Global Accelerator ( Z1EF¥
&R , 552 AWS Global Accelerator). #RA] LA A ANIE VPN &2 23 5% 18 20 B BB R B R
lzulbiﬂj'jﬁgﬁiﬂlﬂﬂ%q: &To

EREITINE VPN EiEE  BAERREEIREEME MRS , %1! VPN BEE—@E, BEEME
A AWS Global Accelerator 2 A= APIs BT HEEIE L K

MEXEME VPN EER AWS NEIHER , F2EAWS HNiESite-to-SiteFAQs.

R AiE

HFEER , ERBAUAY LA VPN EER K SEANE, tERFELLBRIFNMEAE LA VPN E
EE | BULURERANE, NEFMAERANTSERE  F2EE I EREE AWS Site-to-Site VPN &
.
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HOERY VPN EEEHHEEE RS P it EAERIR P it LR, M@ VPN BER IP it R EWIE
T [E] A9 2% [ 35 AP R ALY o

75 Bl A0 PR 1
BT ME VPN B, EEATIRA

- AFEZIERFENEAHIES VPN EESF XEME, ERLAERETIEMEN VPN Ei,

. fNiESite-to-Site VPN E#R %8 AWS Direct Connect N8 ERNEEEER,

- BEEFBSIBERARBWHAH S VPN ERNINE, MEAFERVHFMRNERAMELSHMGA
VPN E#R, A% A BENEFFEEERTEAFEAMNLAHIEA VPN EE , XRBRENLAH L
& VPN #E#,

. BNIEMY VPN E#EEFEZE NAT-Traversal (NAT-T) , BFERARBA. MREZH Amazon VPC EE AT
HAREER  BRE NAT-TRELREEHTAE,

« IIE VPN BiEH IKE RFUERBEFRAERERE ., FELTANMEREEZEER Startup
Action®l DPD Timeout Action. WMHBFMEF , FSH VPN EEEIE M VPN BEREE
&,

- ERABEDRS D EENSite-to-SiteIEAR AT BERHHZE AWS Global Accelerator , B &%} Global
Accelerator FH TP EW B ER. MFEFHENR , FSBAWS Global Accelerator iB{EH . 0
RETECARRRRIHME VPN ER , AIENEFFEEREESLATE IKE FB. B8, B2
A VPN # 1T,

AWS Site-to-Site VPN IR HI1#1E

AWS ERNERBEN BCGP IH , U¥EBERMEREPNBERK. FEFLENEREXM , LEE
%EEEWJ Aap 'I'-‘o

ERRZENZE VPN ERE  ERVLERESEABEERNVIEHEN BGP RALNSE , SR RESE
REER VPN EfR, EfFAB—ERKA , BURR VPN EENRE. “Jﬁﬁﬂ\ﬁﬁﬁlﬂﬂﬁ’fﬂﬁﬂﬂﬁﬁﬁ
M, AIFREERNIEHELRN BGP X &HH., MREEMER BGP NEEE |, AIE LR ERRER
Ho

NERHELIEFNFAER  F2E BERNEHELIERF,
B S VPN EER | SAERIT FIESE

- EELFEECEANKAEE (FERBE)
- BTV B &
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BUBERBARNBEEHEOE, WHEFHEEA , 528 (Amazon VPC FAEIER) &
Amazon VPC BLZ8HY & AR E i,

FE

- PHFREMBERB AWS Site-to-Site VPN

« BREZRAM AWS Site-to-Site VPN IR HE %k IEFE
- VPN BEWmHSEH BN EH

- /Y IPv4 H IPv6 FiE AWS Site-to-Site VPN

PR RRREFENRER B AWS Site-to-Site VPN

ERNEHRREBAREFRERERENESR. EENTFAEREXEERMEWHE (BGP) ,
AAERELHNLEHIEE VPN BEKEEBRIRHA, NREFFERETXE BGP , FiEERER
Ho

ERERAXEBGP AENERER BT FEREEWLAHE VPN BEENBERE  RAKESHER
BGP MEHMLEFELEHEH, MREATZEBCGP 2ENRE , B4 REINFERH , WA
EEERILARMEEA BB (IP 7).

BMEREREMERAESR BGP gk E , A BCGP BAGERUEBRNEEEIRE  HES
—EEERRR , SUAMBREBEEE —E VPN Bi@, TXIE BGP WHE b Wt BT EEMER
E, eEEENGYREBEEE _EARE.

BHNBEREREFRAEEE  BRERATBBSHABBBEEEIZHAE LS VPN B, HEAREURAE
HEMREFELE, MEFHMER , FS2BAWS Site-to-Site VPN ZEEBFEEE,

R M AWS Site-to-Site VPN BB % IEF
B RERE VPC FHRERBE AR, SUBESRN VPC BBRT , AEMEIRIEE L%

B, YEEERLEREABR. EWEE VPC FUERMKRABEENRE  ERERLERENR
HHEB—@ VPN BE LIRH, SAUALHEERBAKBER , HESREREHEBBEEIRE.

BMEeEAEKaRTRARENTSRENIKA , UHENMREBERE (RRONKER). WRENVE
HRAERIARFNESR , AISERUATHRA

« MR ¥ Site-to-Site B AR BRI H , 3 AWS Direct Connect iE#£EE VPC W AKBEHESE | AFEE
BHREBEFEER K AHEEABRHEN,

RES B RRER 24


https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
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« MR #Site-to-Sitel B4R, AWS Direct Connect B EEWEHEEHEEMRERERBMEENE
Mik CIDR B (EZEASGRFELY )  RMSELEZEREEEZABREKREAE. EBILERA
B, MEAHE. $TERE D, VPC HEHEELR., NAT FHiE, EaFERFE VPC in i FRER
Ho

Flin  FHRARESENBERAKBEENTFERAH  URENERLERENEERKA, MERKAN
BEHLE 172.31.0.0/24, EHERT , AL 172.31.0.0/24 BB ENKRERN SR B IBERLT
REE — HABERH 6 RILEXAERBER.

B 8t B &

10.0.0.0/16 255

172.31.0.0/24 vgw-11223344556677889 ({E1E)
172.31.0.0/24 igw-12345678901234567 (7 4E)

REERIEREC AR IP BIR (ER2EB BGP A EHFERMAER) AJEBKBE VPC WRE,
ERLEFEASRHNCERZ BGP 0h. BREKAEEHHERE 2 VPC CIDR REENRE. E
BIERETXE IPV6 RE,

EERLERERIRAEAR K SEARCRERERERBAIRN. EMERENRERYY , AEAR
RFEHMEMFER, BERBNEEREEEARHEMKHAEYE, HELXIEFEARERLERFENSRE
ELEH VPN, MRFEMER , AEBILERAESKB T AN RBANEERIERF , RERIFHEZE
BT R

« £ AWS Direct Connect E#2EE R BGP B H

BRERBETEER BGP #i%ZISite-to-Site B F B,
- FEFIELAEEA VPN EENTFERH
- RHEAHIEA VPN EiEZR BGP &% /R

- MRMFFENESMELEHE VPN EEEER BGP , RIS AS PATH , E&&%E AS PATH
R BRI B o

(® Note
AWS ERERFEAXRFHBREENEFRAERE.
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HAZEIFEBEANETFFEERE , BMATERMER AS PATH glE , UBRAMEEE
BEHHEN AS PATH, ERBARRTE VPN BERMFEHMHBE , RMEBEE LFREHN multi-
exit discriminator (MED) {E 7] A A BB E & LIEF .
HRAZEIEBEANETFRAERMRE , BULUFER AS PATH BIB AR , SAMER®
FEEPEH - RFEEFNEE. EREELHBRECEMEBE , EVEEIRE TR,

- B ASPATH WRE#RFE B AS_SEQUENCE % —18 AS EZ AR R FEERE , AlEbs;
multi-exit discriminators (MED)., & %A BB &K MED B R,

VPN &8 i 2 EHT B e R A B TIEF.

£ Site-to-SiteiE#R £ , & AWS ERREREEENEF —EFATEGHEE, HBRETRETK
27 MEBLKEMEBREREASTHMEE , YA THBRAEE, BERMBNEFERER
FREARAEME. & LIEFERHRERLS FENESHFE LK VPN,

HYUERNERE , IeEZNEERELFMAWAHEA VPN EEZNEFR —EBE, NEERAETR
—ERE 6K ERLREMERNESERE (ECMP) , F@RFE LA AH A VPN EE B,
WMEFMES , F28 (Amazon VPC E@FE) PHNERFRE, ERIMERELNIEEHES VPN
BETZE ECMP,

¥ EH BGP (it A¥IEA VPN BiE | T EBEE 1 LAUER multi-exit discriminator (MED) B #E 1T
Al. BEBRACHET EEMN BGP MARFERBRKE,

SHEEAEERMN A A VPN B | TERETNUEBR BRI RISHETRI
VPN &8 v & 5 3 H fE 89 B%

WHEHMA VPN EZARMEVAEFRERENERLERENSRRERN VPN BEAK, &
BERLRRREEMERBEARREE. AWS hETKHEN VPN ERATHITHRE , ERETEF
A VPN ERHMEEE —. NHEFHEEF  F2REERMERBEH,

EXRME—@E VPN BELBTERN , RMPSES —EEE LREBEKANEH multi-exit discriminator
(MED) B, MRLREEEFRAEREERTEARNFERAEMEEE , VPN ERZSEEERMEMERT
BfEA S —1@# (L) BE.

® Note

- BEERARREEA MED 8RN LiBE , FRACHNEFFAEXRELSMEEEEMAERN
TR, M TARREERRE. E ("ML ¥ "TARREFRE) NELIEFSR MED).
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Ry IPv4 F IPv6 72 AWS Site-to-Site VPN

EHEE WIS E LS VPN EZTTLUSE VPN BEAN IPv4 RER IPv6 RE. BIETERR , e
HibA VPN EEXE VPN BERAM IPv4 RE. BAUERERNLSEILE VPN & |, HUXE VPN
BEARN IPv6 E. A&, MREN VPC MREEFRERES IPv6 [zt , BIFTLUEIB VPN E4R
HiX IPv6 RE,

MREHWEEH A VPN E#EH VPN BERA IPv6 , AIBEREHEEWME CIDR B, —ERX
/NA 130 IPv4 CIDR MY [EHE , 5 — 18R K/NA /126 IPv6e CIDR B [E#R,

BRANRENT :

RE VPN BER R IP i+ 8 IPv6 ik, AWS iHZHEISNEREE IP it 2 IPv4 it | MR
EEREMNAE P it HERE IPv4 it
- EEAERELNMASEILAS VPN EERXE IPV6,
- BEEAFEEWHAHMS VPN EERMA IPv6 X1E,
- VAHIEA VPN EETRERKXE IPv4  IPv6 RE.

WERT VPN EENFRE

%II
#

RIS BV VPN EE,

IPv4 1 IPv6 Hi & 27
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B E A AWS Site-to-Site VPN

£ A TSI FRERE AWS Site-to-Site VPN iE#R, EEVHHE , B EEERALERE, EREAEDS

TREB L UMABEREEE, MRREE "REH, K SUNEKREZEEEREEDR , tUMKH
FAYE AWS Cloud WAN 8 VPN E#Z, A¥EBRETHEEAERRIAEREERL VPN EE, g8/
HREWIRE VPC E—RZE B,

EEERAERMARERE VPN B | TR T5IHER

(]

- FTRGRM

- SR EBEVYEFHEE

- ZR 2  BEYRAERE

- HBR3: REHH

- FR4 . EHTLEE

- SBR5: BV VPN E#

- PR 6 THHEBESR

- FR7  REFFFEERE

FEERER

« ZEA AWS Cloud WAN E37 VPN E#E , 5528 217 Cloud WAN VPN jE$,
- FEAEWEELEY VPN B | F20E B EHEE VPN B,

TORIRAF

BEETHER , MERENEIE VPN EEZN TH,

HH &R

EFREEE VPN EZELERNERIBBEE, ZFE
&P (Hl30 Cisco), F& (Bl ISR RFIEEHES)
DR BEBIRA (140 10S 12.4),

TORIRE 28
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ERAEER

HH
EFEEE

(3EH ) BGP LIFMEE AWS imfy ASN

VPN i

TEB1: BIAZFRE

&

FEEFRBRUEFBEESERAWS , BEELT

B -

« BRAREENSREE A BEBRBERES IP
I3k

- BRI : FRESFEE,

- SHYBRERA  BABEWHE (BGP) BAR
i HmEE (ASN)

- (A ) &t B VPN AWS Private Certifica
te Authority FNFAE REE

WEFHRES , FBREFFERRE,

LR ERYERLERENEHREREEL
BE, EAREEE, IESEMAFER ASN, WFE
EZHMET  FSE ERLERE,

BHEEY VPN EE  BFETIER !

- RBERE , SIAEERHIP 28,

- (iZF) &8 VPN BENEERE, MEFE
BE , 52 BAWS Site-to-Site VPN E#RHY &
BIi®BIE,

EEFRERMH AWS EFFEXENRBERAENERERS . WFEFMER K F2HREFFHE,

MREETEIFEALERERRFE VPN |, BEA XK CA B FEBE AWS Private Certificate
Authority, MEFEEIFERBHFMER , 528 (AWS Private Certificate Authority fEF & 1ER)

WEIREEIE CA.

BUEFFE
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® Note
BB EIEREN IP it Amazon EREHE,

EREEARVEFRE

1. 1E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

2. EEBHEKT , EEEFRE,

3. EBEEEBEUEFHE.

4. (EA) &% Name (B8) , WALETFRENEB, BITHEXESMER Name AERSI8# , URE
EENEREILIER,

¥ BGP ASN , i A& FRIEMZ S FEWE (BGP) B ERMMmH (ASN).

6. (IEF) &% IP Address (IP thilt) , IAREFFERECFRE. TJHBEMREMRIEHN IP ik, 0
BENEFREREBMERE NAT-T 89 NAT £E&i% | FEHA NAT ;'*EEI’\J/VE IP b3k,

7. (BR) MRLEFERALERE , YN Certificate ARN (R ARN) , EALEREN Amazon &
Iﬁ% ﬁo

8. (BEF)HREKE WAHEUEFREBRBNEFRAEREER.
9. EEREVEFRE

o

FERESSIE API B EFRE

« CreateCustomerGateway (Amazon EC2 &7 API)

+ create-customer-gateway (AWS CLI)
* New-EC2CustomerGateway (AWS Tools for Windows PowerShell)

T2 BEVBERE

BEME VPC ERIIEMER BRI VPN EiR , BLHTERN AWS s 2 B RRE. BERE
AURERIMERERB@RE

BYERLERE

BB EBRLERER £ ARERN Amazon ikiEERE B R RFHEE (ASN) , EH Amazon
JEE% ASN, 518 ASN MZEFEEREER ASN BFeEMEE,
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REEMERMERECR , BLATUEEEEN VPC,

BYERNAFEY TLUEEZEN VPC

1.
2.
3.

N o o

EEEHRKT , BERERVLERE,
i#IZ Create Virtual Private Gateway (2 E#EFLEFE),

(BA)WALERLERAENBRBER, HITHEXSEH Name MAERSIR |, UREBEENER
BIUER,

Y BARFERIE (ASN) , REBFAFREIE Amazon FEEX ASN LAEAFEERA Amazon ASN, &
Al , 551#$E Custom ASN (B&T ASN) dta A, ¥ 16 fZ7thY ASN , LHERNEEXEA 64512
3 65534, ¥ 32 T ASN , ILERNEE 4 A A 4200000000 F| 4294967294,

i#IZ Create Virtual Private Gateway (23 E#EFLEFE),
BEERYWERILAERE , AR%BIRIE Actions (B)4E). Attach to VPC ((E#Z| VPC),
SHE T AK VPC | iBIBEM VPC , REBBEEEE VPC,

FEABSIH AP B EBLERHE

« CreateVpnGateway (Amazon EC2 & API)

 create-vpn-gateway (AWS CLI)
* New-EC2VpnGateway (AWS Tools for Windows PowerShell)

EABS

5|k API #EE B A RIEEEE VPC

« AttachVpnGateway (Amazon EC2 &7 API)
« attach-vpn-gateway (AWS CLI)
+ Add-EC2VpnGateway (AWS Tools for Windows PowerShell)

2 EmEE

MERNERFENFEER

=2 @ Amazon VPC & FE /Y S5 FE

HER 3 BREHH

BEREVPC FNHTEBEZRENTFFE , B4 RRERMBAR , &&4& VPN EEFTF 8B
A, WRAEQENERLERENERRE.
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateVpnGateway.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpn-gateway.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpnGateway.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_AttachVpnGateway.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/attach-vpn-gateway.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Add-EC2VpnGateway.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html
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(EHRFLR FE) £ 5 & RO s B ERE

R LA RN R B ERE | LB BB Site-to-Site VPN B H.

ERFRERE , E VPN EENRES UP K, BAK VPN HEIEENTFRE P slRSERE KA R,
EEkith , HREBEERE , B VPN EENMRER UP i, EEFRBEN BGP A5 HRHEEESIRKA
&Ko

(® Note

WMREREEEPE |, B VPN EEER UP , ITS B BBREHRTIVEMERIRHE, 26X
B, NMREFERETEBEEFERE , FEE M. TEBBERT , B4 AFRHK
HERE , TR BREBEH.

fEF £ 5 A B R ERE

1. FEBEBHKD , i Route tables (BEHR).
2. EEEE TEBEMEEBMNEEHRK,

3. HERAERERSIERL  EFERERHAESE, ENEGELNEFTEYUNERLERE , ARE

® Note

MBEETRARBEE  AIXEFH@ AL VPN EEFTANBERH, EEHTIEE,
RIEEUENEE AR , REBIEE Routes (B8 H). Edit (#R#8). &H¥f Destination (B1E) , #1i8&
Site-to-Site VPN E#EFTFAMFRERH, &% Target (B1E) , BEUERIAEME ID , REBIBE
Save (f#F).

ERERAFHKAER

1. HEEEBET , B Route tables (BHX).

2. EHEEFERMEEBNERR.

3. HERHEGHERSIFERL , RERERHERE. BFRERELEFENSBZET .
4. BEERTF.

(EHLEME) ERBEXRTRAROERE 32
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RS API B B8 1SS

« EnableVgwRoutePropagation (Amazon EC2 &5 API)

» enable-vgw-route-propagation (AWS CLI)

» Enable-EC2VgwRoutePropagation (AWS Tools for Windows PowerShell)

AW S5 API =% HEE

« DisableVgwRoutePropagation (Amazon EC2 &5 API)

« disable-vgw-route-propagation (AWS CLI)

» Disable-EC2VgwRoutePropagation (AWS Tools for Windows PowerShell)

(B@mRFE) MERHEENEER

NREEABBREMAKRARERE , VPN EEZNKASERIERRERAR, MFFHER ,

3

2/ (Amazon VPC Transit Gateways) FHIHEH,

WMREHE VPC EEFIE@mEE , YERERMA VPC FMNERUIEENETFBE , AL EKEBT
BEFRREEEK , WEnERRE.

HEER R ETIE = VPC BRH&R

1.

2

EEEERP , BERAR,

BEHEZ VPC MBI AR B &o

£ Routes (& H) ZE, P , i#IF Edit routes (FREEHEH).

i#1E Add route (FTIEEEH),

HREW B AN IP hut&E, &¥ Target (BE) , BIEEERRE,
BEREEE,

SR 4 EMEZEEHE

HEAFIEENERFEUE VPC RHETEE  SXAERENREFARUUBABA
SSH. RDP # ICMP #ZHl,

(BEMEE) FiEE R =AM ER 33


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_EnableVgwRoutePropagation.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/enable-vgw-route-propagation.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Enable-EC2VgwRoutePropagation.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DisableVgwRoutePropagation.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/disable-vgw-route-propagation.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Disable-EC2VgwRoutePropagation.html
https://docs.aws.amazon.com/vpc/latest/tgw/how-transit-gateways-work.html#tgw-routing-overview
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IR R 2 BHE P RTIE R A LA

1. EEEHKRT , BERLEA,

2. EWVPC HAEZEAFFRzHTEBNREEHE,
3. EEASRNRSIEEL  BEFESEARA,
4

T8 AR EFEEA SSH, RDP #l ICMP R 8| , REBERFHL, MEFEET ,
=2 @ Amazon VPC FREEEPNERZEER A,

HER 5 B VPN E#

EREFFE , UREHERINERLEREIERFEREL VPN B,

<t

B3 VPN E#

1. BEEEEET , EFUAHIEE VPN B,

2. 1&#E Create VPN Connection (23 VPN &%),
3. (BA) #HHERER , WAL VPN ERNERE. FTHEXSER Name AR | UREIEEW

EREIER.

4. ¥ Target Gateway Type (B ZREER) , FiEIZF Virtual Private Gateway (ERIALERE) 5
Transit Gateway (BHFEE), A% , BEELKLXEINERLEHEDREHFE,

5. HREFHE , FRERE , ARRLEZEYNEFRE ID EEFTFHE,
6. REFEFFAEREREAXEEARMEHE (BGP) , EENH A — (M HEH :

- MREHEFRAEZEEXRE BGP , 81%1E Dynamic (requires BGP) (B15& (FE BGP)).

- MRFHNEFFABEETXE BGP , FB®E Static (FHE), &% Static IP Prefixes (T8 IP &
®) , BES VPN EELEREERNE—@ IP 5l

7. REFELHASRETERE

- BE — FAAHANSIRG EEFTHIAESite-to-Site |RIF
- Secrets Manager — A A @R FE A T AWS Secrets Manager, 1% Secrets Manager
WEFMER |, 528 £/ Secrets Manager 8% 2 WAL,
8. BHEHRBEAL IP AN EBEFEREHFE , FIEE VPN BEREXE IPv4 = IPv6 it
B, REEHEELW VPN EETE IPv6 RE.
9. WMRZEAHIPRAANBEIEE IPv4 , BALLUEEAR AFFIEIB VPN BEBANEFFEEM AWS
iwEE IPv4 CIDR €iE, FE:%{EA 0.0.0.0/0,

3 VPN EiE 34


https://docs.aws.amazon.com/vpc/latest/userguide/security-group-rules.html#working-with-security-group-rules
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MEEE IP IRAEAANBEERE IPv6 , LA LLUBEA AT EIR VPN BEEFANE S BEM AWS
%S E IPv6 CIDR 1B, EMEZEMNTERES ::/0,

10. BHRAHER IP bt /A | FBREFERIEIE Publiclpv4,
11. (B HREBRE , ZuAS—RBBEEEETHER :

- EHARASPEE IPv4 ik , B7E 169.254.0.0/16 sEH K/NA /30 #9 IPv4 CIDR M @R,

- MRERHBEAL IP RAEE IPv6 , RITTAREEE IPv6 itiEEE fdoo: : /8 HEFHEKX
/NA 1126 IPv6 CIDR K [E .,

« IKEHAEHEEE| (PSK)o XETIIMZA : IKEV1 T IKEV2,
- TERBBENEREE K FEEFRBEBERE, NEFAEF , F2EVPN BEEE,
12. 1#&#Z Create VPN Connection (3 VPN #£), Z VPN BIEZETfEEEL 5 &,

FERAGSHIH API B3I VPN E#

« CreateVpnConnection (Amazon EC2 & API)

 create-vpn-connection (AWS CLI)

» New-EC2VpnConnection (AWS Tools for Windows PowerShell)

SBR6: THHERESR

BY VPN EEc® B THEBHERBER , LEARRETFRAERE.

/A Important
AREEREREY , TaEEASMEN VPN EERETTEER. CEEEAZEH AWS EiFH
AES128, SHA1#1 Diffie-Hellman &40 2 9 VPN EEREER , AR TE AWS GovCloud EiF
F AES128, SHA2 #1 Diffie-Hellman 48 14 W&EER. CEEEKALLASBANE D
BE., BUXREREHEERER , UFAREMLEMEEE, Difie-Hellman &0, FABRF
X IPv6 &,
BMESZAMEFHAELEENHAEBERTSIAT IKEV2 X | oA SBEMESHMAESR, W
TEXE IKEV2 MAERERERBE |, 5528 AWS Site-to-Site VPN EFHEEE,

S|
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateVpnConnection.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpn-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpnConnection.html
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EEMH ERHATEHBRESE AWS Management Console , & ABRRIEN IAM A&
R EHEEE TS Amazon EC2 APISEFT : GethnConnectionDev1ceTypes*ﬂ
GetVpnConnectionDeviceSampleConfiguration,

EREERATRALESR

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ A&,

2. HEBHKP , BEWHAHES VPN B,

3. EHUEM VPN E#  WBREFETHRMAERE,

4., ENHEETFFAEREHENERE. ¥A. BB IKE RE, MRARIEHENEE , 7FiEIEF Generic
(—#%)o

5. 1##Z Download (T &),

EETHEMBEER , FER S5 AP

* GetVpnConnectionDeviceTypes (Amazon EC2 API)

+ GetVpnConnectionDeviceSampleConfiguration(Amazon EC2 &3 API)

» get-vpn-connection-device-types (AWS CLI)

» get-vpn-connection-device-sample-configuration (AWS CLI)

SRT7  REFFFEERE

ERASEMIHEERRRELANEFFERE. EFRERER VPN EEERERNERRERNRRE
B

B, MEHMET , FSRBAWS Site-to-Site VPN BEEEEE,

REEFMEXE 36


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_GetVpnConnectionDeviceTypes.html
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AWS Site-to-Site VPN ZR#& 221

HEUTER , SAgR-—SZEFFFELRERMYZE VPN Ei,
ERAMEREFFAERE#TSE VPN EiE

EBULUERAERNEFRAEEE  RANBBMNERLEFHEAM VPC FWEES VPN EiE, Eriéry
&M@ VPN EEEEFRERNEFRE IP thit,

ZEEFFEEBEEETE - ERIALERFE (AWS VPN CloudHub)

BUURZEEFRAEXERVHE - ERLERENSE VPN EiE, EWREKZENEEED
AWS VPN CloudHub, MEFMER , 552 BEH VPN CloudHub AWS Site-to-Site VPN H4TER Z
BNZEET. EREZEAREBEVETEREFRAERER A SERXERELASTVEEBAIME— IP &
B

ERAE-EFFREREETRE VPN Eix

ARTEGSEEFRAEREELZEARASER  BUUEAEF—AFFRAEXERRES =@ VPN &
. NEFHES  F2EEEBENEE AWS Site-to-Site VPN E#R, EfEE—VEPEILHEE
EFRERER K EMEXEHRELSHEERN IP #E,

LTRERNIEEHIGE VPN 245

« BE—FZE VPN HEiE
+ the section called “f&# VPN jE1%Z”
» 5 VPN CloudHub R VPN E#5 < B &

AWS Site-to-Site VPN E —F1 % & VPN & 45 & 451
TERBE—RZSFLELHES VPN EE,

& 51

- BE-3hAYILA VPN EE

- EEEHRENE - AHIEE VPN EE
- SIRLAEILA VPN EE

- BEEERFENSFREAYEA VPN EE
« f5H Site-to-Sitei#E# AWS Direct Connect

B_AZE VPN BE 37
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. {#F WFE IP Site-to-Site VPN E#& AWS Direct Connect

E—Vhia¥Iha VPN Ei

VPC BEENERLERE K MENATEE (Bif) MR CEEFRERE , SX4AMEREARA
VPN E#R, EHAEFH VPC BHEK , ATBMEMRBEEREN VPC BiERENSNTERLERE

[3 Region On-premises network
= = .
||||| —
Instance [El ,{:9
YPM connection l\g
Custpmer
oatgway
MERTELRFINSER , FSEEKER AWS Site-to-Site VPN,

BEERBENE— A LA VPN EiE

VPC BEEZNEREE K MENABIHE (Ein) BRATEEFRAERE , B4EMREMA
VPN &%, EBNBEH VPC BBHEEK , FTUEMREZBEEN VPC BEREN ST EREE

Region

E On-premises network
E =t
[7] D
WPM connection %
Custpmer
gateway

B-VAYEA VPN B 38
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MERELRGINS]R , FHBMBKEA AWS Site-to-Site VPN,
ZIREBH A VPN E#

VPC BEHNERNLERE K MEEZERSHBLENSHRIEEYH LS VPN B, LERERH ,
FREMEfIZR B &R H VPC BiG BN SRAEEZERLERE

On-premises network

F Reqgion

=Ib
85
: 3

Aﬁ:onnedion On-premises network

& :
@___'___‘(—9

VPN connection ¥
Custpmer

H[% gateway
On-premises network
VPN connection
Availability Zone T
....................... !I.r..................... ,‘__*’

A

Custpmer

gateway

ESEVE—- VPC ISR AHILA VPN EEE | BUUREE_EEFFE , BYF N LE
MiERER. NEFAET  F2EEEBENEE AWS Site-to-Site VPN E#R.

‘“mTLX{EFﬁJtt’?{ﬁUEi%{i&IEﬁEE’JﬁE‘*%TﬁEA VPN iE#E K RBHIEAENEZEEBHA. NEFME
A, FFZ2BEH VPN CloudHub AWS Site-to-Site VPN ETEE 2 BN Z 2 EH.

BEEERBENZHFEAEILA VPN EiE

VPC FEENERRE K MERZERSMBVENSHRIEAHIES VPN B, EERERKMB , UEMR
BRIEEMRN VPC RESIRH EERHFE,

SR E YIS VPN B 39
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On-premises network

g
&9
ﬁ Subnet / +
i Custpmer

—F

m gateway
A{:onnemion On-premises network
_________________ Availability Zone — <0 £
..................................... &) (7 b
- Transit VPN connection Y
@l Subnet gateway Custpmer
.;_E] gateway
) On-premises network
VPM connection
Availability Zone T
_________________________ tyzone | AN
L 3
Custpmer
gateway

ELRVE-SERRMENZRGEAHIE VPN EER , BUUREE_EFFFE , BIYE— AR
15 B R BRIE AR

OO LFERANRABRTZEMEBMNEN LAY IES VPN EiE | BHIEAENZEBEA.
£ A Site-to-SiteE & AWS Direct Connect

VPC EEEENERLERE , WiER ERTEHNAIBIHE (=K ) MEE AWS Direct Connect, &
AJLAERE AWS Direct Connect 2B ERNH , BEREBLEHEEREKENE AWS ERcEEIE
FMRER, S URERE , UERBKRN VPC BEIEBEFILARER AWS Direct Connect E4F
HETRE,

fi£F Site-to-Sitel®#% AWS Direct Connect 40
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F Reqgion On-premises network
T
—1r>
E Custpmer
VPN connection gateway
Yy
H\h"‘“‘—H-_*E’ On-premises network
—_—
VPN connection (ﬁj ry
.;_9
Direct e
Connect oy cthmer
gateway

FEMEE) Y EE BRFA S ) L ERE AWS Direct Connect Ml VPN E#RE |, #TERNBERY 4 TEEERER
IREEEA NEE, RE. ERTEHANMBEHEITEE , & AWS Direct Connect M VPN £
ZET#, LRPEHNHEERREIRE, TRIRFER  ERLERESEE TS, RE,

A BWFE IP Site-to-Site VPN E#E AWS Direct Connect
A FA%E IP Site-to-Site VPN , & AT LA INEE A ZPERB #B5E 2 BHY AWS Direct Connect iE , AWS &

FEHEALNE IP i, FiB WFE IP VPN AWS Direct Connect AI#E{R AWS FAZPEPE4F5R 2 A7
ERLZeXIE K BEFEMETERMNZEHER,

On-premises

network

Direct Custpmer
guway Connect Connect gataway

gatha;r

WMEFHMENR |, BF2ETHEBEEE : M4 AWS Site-to-Site VPN FAH IP VPNs,

f# /A KFLE IP Site-to-Site VPN E#E AWS Direct Connect 41
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£/ VPN CloudHub AWS Site-to-Site VPN #{TiE#R 2 B/ L 28
&

MREEZE AWS Site-to-Site VPN E#R , BRI LAEA AWS VPN CloudHub £tk 2 BiRt L 2B
Ao EAREENILARKLLIEF , FRE VPC AN EIREM. VPN CloudHub Z 5 W EiEE R ik
£, TRBERTEE VPC F£A, IREEZEI LNRARBABRRERNES , BREAELHANE
EQEMEREELE, SUREKATHHENER  BIHERFTEER,

B

TE# R VPN CloudHub 218, EMRFETREIR VPN ERBHIBERGAENREBRE, ELHEEET
EEN P EHE,

F Region On-premises network

I
. T e
.

Custpmer
gateway

On-premises network

= --}CD
—1>
i -,- .

Custpmer
gateway

On-premises network

i Ta . . .'L
........ pvailability Zone | ' *69

Custpmer
gateway

—
bl
Vo
=)
=
|
[ [=]
(=]
: [4+]
225 /1
S5 EP)

HRILRE , FHITTIIEE

1. B E-EHLFRE.

2. B ZEEFRE 6 SERFENREARFENLSE IP ittit, $HHESEATFRE LS4 AERAKE -2
REERE (BGP) HE#RBMmI:® (ASN),

3. Bt EBEEFRESER ERLEFENBEIRHAIEEHIEE VPN E#,

4. BEFFELEREANERMEREASRULBSETE (120 10.0.0.0/24. 10.0.1.0/24), EL
BHAGSERIREEN L EESEBCP HE  EEAEARMEERZERER., THAHLA

f£R VPN CloudHub 4R VPN E#R 2 BB 42
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VPN E## VPN HEERPEAMRRIES , ATl ER, BEREAXZTELEHZR , /L
ER R AR E M E.

5. ETHMMERTRERB , B VPC FHHTEBEEENEMETET. NFFAEF , F2
BUERMLERE) ERHEKRTREAKREEE, SUNERARTRESERS (F20 10.0.0.0/16).
AEFREXERERLAFECREAEEBNFTE.,

¥

\

EFAEEFERE AWS Direct Connect ARV L & tE A LA A AWS VPN CloudHub By —#8 49, 4l
o, BB DR E A VPC B9 AWS Direct Connect 48 , Mo 23 ] Site-to-Site VPN
BT VPC, BIZHEFBM B 2 i N E mJ LAUERA AWS VPN CloudHub |, 18R4T 48 SR80 Fl 432
W&,

EE

ZZE#H AWS VPN CloudHub , BEEZ{F—#H Amazon VPC Site-to-Site VPN E#RERE, F{E
VPN ERZERAEREN S/ E , HeafWBERER, E&&EMA AWS VPN CloudHub #4& #
H—EELEEES —ERELE , SEARENEEIZERLAERERSENE, EREXXABERRE
BAERMEEXESRENWEE AWS ERHEHEHR,

i, MREEREEE—EEE  FRNEE_ENE K MEMELABEETERLEREN
AYIA VPN E# | AR EHEA VPN EREREBIREXRINER (AT, MIRERES/)
BF .05 USD , #5t A=/ K .10 USD), B8 ARBUREXIEBY (R2FR ) BEEEESIte-
to-Site VPN EIRM FT B E R ZF1E%E AWS EREE R, BEiB Site-to-Site VPN EREEZEHLE
FENMEERERZREN , B1EB Site-to-Site VPN ERRERIMERFEFEIERMNFERRE , K
B AWS ERERETE,

MFBFHMER , FSE LEHUE VPN EEEE,

REEBEAEE AWS Site-to-Site VPN E#5

AREEBLERATFRAERERXZER  BUUFRE-NEFREERERRE VPC NEHRLER
ENSEZHRLAHIE VPN &, £AFE VPN EEZNEFFERE S EEHPRE LHTH
&, ARNERERERESE —@ VPN 2,

TEBETRME VPN E#, 5@ VPN EEfEEEBENEFRE.,
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On-premises network

T~ Tunnel 1
VPN connection 1 +
T le——
Tunnel 2 A

' VPN connection 1
I Custpmer
_________________.’QE”"'_E'_'!E!F”_l'_tf:Z.':'.W'?... > gateway 1
"""""""""""""""""""""""" TN R Tunnel 1 —_
) / VPN connection 2 _69
-——'_-__-_ &
g Tunnel 2

VPN connection 2 Custpmer
B gateyway 2

RIS, BET T HIEME

- FRAMENERLERELEYFINEFRE 6 BUREE-MULEHS VPN B, @A
k& VPN EENEFFRE P it KA HLREFE.

- REF_EEFREXE. EMEREHREXCQERLERFRELSTHEN IP &EE. EMS£M BGP
BREARMERENRE. IREP—EAFEFFHERELY , ERLERFESKMERES BIERF
MEFREXRE.

BRERENLAHILA VPN EEEREARERE (BGP) , & F MEMNE LA FMIE 2 B3 #EHE H
Bl BRERANEAHE VPN ERFELA AT FRENLNNEERVERMKRFERH. BGP &
STERERANBRHEATEWNRNFEX B BERETH , Y EXERXERENIKARE, BRER
EENRRRER BGP RHE 2 BMAER (WAA) UEI AT AT, BYAEREURRENREKEER,

MERURBERFSMENL YA VPN BENEMET , FSWEBER AWS Site-to-Site
VPN,

f@# VPN Ei 44
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AWS Site-to-Site VPN 2 FHEHRE

rEFFEEE) REERIBIEME (Site-to-Site VPN EEMNREEIR) PHESEENERINE
R, LHENBREEELAREKERERMER Site-to-Site VPN 2,

TEETREWMER, TFAEXENETERALEREN VPN EZ (ENMELRLN VPC), EFEEEHR
ERAEREZENMITAR VPN EENBE, NRABRERBHE AWS , £8 VPN EESHB
REBEIE_@EE , MELNERTEHE . AWS ST EYH VPN EEBTHITHRE L BT
2REEH VPN ERNMEREZ —. MEFMEENR , 52 BAWS Site-to-Site VPN BiE s B &,
it , EREEFRELEEBER  BXRECHLFEAWERE,

. Region On-premises network

@ /@hﬁ"‘m‘“‘runna

1 Customer
) Router Z/\’/_{ $———  gateway
~ Tunnel device:

Virtual private @H—'"’f Custpmer
gateway gataway S
Router -

WMERTE VPN EENSE |, 28 BB FER AWS Site-to-Site VPN, EIBRES | £EE PEVYR
FREZIR AWS , DR AWS ZKENHEERAE , GIHAR IP thiut, MEFMENR , FS2EE
AWS Site-to-Site VPN BN EFFEZEE, PHNEFFHEER AWS FT2RERELURTFFELE.
ERBEBTRELE,

&t AT LAIE AWS Marketplace #2888 VPN %1,

AWS Site-to-Site VPN & F & LR

AWS X EFFZSite-to-SiteHF FRERE , RMASLRERR A THNERER, NEXENRES
E, URTHHEEERNSR , F2F BENDERHBERESR,

MREBWEBLREZENREBESES , T—HRBAEESLBEFEWER | FREE I Site-to-SitelE #E,
EFHEXENEEENAEAZTEDR Y., TIFRARBEENES — B,

2R 45
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e EBEHSMTIR (KE) R, EYRTRARRY Psec T2 MBS ME N
=1,

m IPsec Z2 B, EEREEENNER. FoHES,

if

=
ILE o

prd

BESRE, EEEREREEN

m (ER) @RREWME (BGP) HEHE, HNEM BGP WEE , EEXREFREHR
BNERILEREEEH.

TRIIBEFREZENFER, #E RFC (2ER) URFERNEER,

@ VPN BT EMETLBUNEE. SEBEMIE IKE ZL@H. IPsec T2EIBIF BGP ¥
EHE, SEBERREE —EE—NZEED (SA) B (—EGAN—@ESH), RtmEBELEGM
EME— SA B (1A SA), BERBEEMAEBRMRAEN VPN, WEEIE ACL REHEHEN SA.
Hit , BRFEERSRA , RBETEHE L)\Jl';ﬁ'zéliﬁﬁﬁﬂ’]um;o

BIFETERR , VPN BESHEELERER IKE RSP 2 REHM VPN EE—RIBEEHE, S LERE VPN
HiR , AREEN AWS iR E IKE 3338, MEFMER , F2BAWS Site-to-Site VPN BB E)
B,

VPN im B BERTHR  BEMER 1 GBHE  NMREFFAEREMREREIMAENISRE ,
E&EE%&&I’ o

ER RFC St |
B IKE &2 il RFC 2409 %&fEAALEEANEBHER AWS Private Certificate

Authority i BB ERNAEERE K CERLERERR

IKE REC 7296  mrgmst@o M@y IKE R4, BU2%  KE®

RS SMUREBERR IKEABNERE., 2BH
VATE—H , SEMENG 2BRESH,

£ R VPN EEE AWS | SO LA EEEEREE
BECHELELASE  thallE BB AWS ELX S8,
H& , LA LUER BEEFMLBBE AWS Private Certifica
te Authority , AAARENEFBEEEE., WERBERE

=R 46
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ERAEER

DBEERENE IPsec &
a2

£/ AES 128 LT N
AES 256 {7 T iR &

£/ SHA-1 5 SHA-2
(256) HEEHE

£ A Diffie-Hellman T2
HBERE,

(BHEERRHR VPN iE#E) £/
IPsec 5k 30t {58

RFC

RFC 4301

RFC 3602

RFC 2404

RFC 2409

RFC 3706

FRER

VPN BERFFHERR |, 5528 AWS Site-to-Site VPN
AR R BRI,

XETHIRA : IKEv1 # IKEV2,

FERAEXE IKEVI,

Site-to-Site VPN FRF R AR AEBBRG R, W
REFERAUBRAERNER  BXEGEERAIAE
_iéggﬂﬁ (SA)O

/A IKE M8k eRIERLEREREFR
EBHBCENESRIZRK IPsec Z£B@H (SA). RS
FEAL SARMBNBRZREEZENRE. IKE EH
BB RME IPsec SA RERENERM S |
DRFEBE AR B2 1

INZ B8 A A RFER IKE F IPsec R B 2 A EFA
¥,

L EB R AT A REREE IKE F IPsec £ BFE

IKE & Diffie-Hellman RZBI ZFE €88 , LURE
EFFEBEEHERLEREBECEMATEER,

XEUATEA

- BEEX 1 B 2. 14-24
- PEER 2 #¥4H : 2. 5. 14-24

RME SR AT EE VPN £E RIE S 5 E B AR
PRI HIWRERT. ERHERLT , FEREIL
@B WEABUHNER., EFRETHE , 89
BEfE B A IPsec BB,

ER
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;X RFC A

(BpREREH VPN E#) B & EHNRELHARANE IPsec BEREEZBEAHE, BE
EREETREAE FKH SEHSSTARBERLAMEREY BGP HEHEEN
# VPN) IP ik, HBIERE R EHATEMEINIE (B0 GRE

5 IPin IP), & REEZRA 1399 LTl & X Eh

2= B{Y (MTU)

(BDRER& K VPN iE$#%) B RFC 4271 MREEFEH BGP , HE#FH BGP RREFFHELZE

BGP W& HiE BANERLEMEZMO%E. A BGP hEHEE
iB IPsec Z2BBRMBNGH. WEMESLALR
 BoP | BGP RXMRAIER IPsec SA FHM IP FH.

AWS VPN ERA X EERE MTU 8% (RFC 1191).

MBERFMELENEEEEEEEAE  BSWAWS Site-to-Site VPN 25 BB B 195 X812

AWS Site-to-Site VPN BEFHERENREER
£ IKEv2

RIMRZIEZE IKEv2 ARERSite-to-Siteid 1, IKEV2 2 IKEv1 EffE, EMABEELZLNEA
HE,. REELNEEFBERBERSZE IKEVIIKEV21, WE IKEV1 fl IKEV2 2 HEZEMNEHEER , 5
28 RFC7296 BYFiEE Ao

ERHB LM "Don't Fragment (DF), &

B TEHE Don't Fragment (DF) (FEYIZBI AR R) B , HEHTERKHIVE AR R, MRHST
BEIIESR , BEHEELE ICMP Path MTU Exceeded (E#8i ICMP & MTU) AR, EELEFER
T, EABRXTEGRUAREELY ICMP AR BSENIEH 2 ERNENHE, L VPN EET
LEE DF 252 , YAREEERAKHEUIARE. IRENEFAEREEHILIIE K BEER
FEMFRAT, B2 RFC 791 UBEEZFHMEEA,

mEFH 1P HaBE R R

WMREBSite-to-Site AR EIX T WHTEIB MTU X0, BIXARED R, BT7TEBEMERE , ZRE
KEFRAERERERSENZENKH ISR, RESite-to-SiteBEMESREMNIRHE , BREHEED

REEK 48
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T—{EBfiH , ABIRE S packet-per-secondii & AWS #83%. SR RFC 4459 LABE#RE 2540
&R

iR B V@B B aE KN TiEiB MTU

H M Site-to-Site VPN BEEFEESREFFAELEWIN T M2 EHE , BEEXI T —EEMN
WEERE  HRETREXELH IV E WHER s Ha8R/NMTU Z28 | HliEB AWS
Direct Connect=i £ Al Radius &4 EBAHE-

RIRGEH P AVEE AR E MTU M MSS KX/h

TCP H#BEER IPsec BEFHREENIEER, Site-to-Site VPN X 1446 U TEN K KX E#HEL
(MTU) T FERY 1406 I TN BZABER A/ (MSS), BR , MFBEZEETRANEELR/ , ATES
BRILERELRAENGEN, BEEZBBESBRRESHENE , RABBRCEMARBERAPEELER
EXE MTU #1 MSS,

AT I RERELTE MTU/MSS LLUEE & 9 BRI 3% B S 30EE -

MEEE HEREE NAT B MTU MSS (IPv4)  MSS (IPv6-
in-IPv4)

AES-GCM-16  N/A disabled 1446 1406 1386

AES-GCM-16  N/A B R 1438 1398 1378

AES-CBC SHA1/SHA2  disabled 1438 1398 1378
-256

AES-CBC SHA1/SHA2 EBRA 1422 1382 1362
-256

AES-CBC SHA2-384 disabled 1422 1382 1362

AES-CBC SHA2-384 B 1422 1382 1362

AES-CBC SHA2-512 disabled 1422 1382 1362

AES-CBC SHA2-512 B 1406 1366 1346

RIEBEK 49
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® Note
AES-GCM ZEEERETMENS 7 EBE , AEREEXEMTUNBRES s BREELE
.

&5 IKE IDs

REEFREREXE RE , TRASEAEBEEERSE —EARER 1 Z2@B . KRETREE
VPN & 2 BB 2 REF —B, MRENTFRAEREXEILRE K BEREEFERAT,

AWS Site-to-Site VPN ZEF B EE By X155 Al

B EEERE P it | FEMAKEFFAEREEERERHMZ IPsec BEM AWS Site-to-Site VPN
e, MRHABUA AWS BN EFAEBEREECHE , MISERETRINRE | FEEEI IPsec B
B, % AWSIHERN IP it SR HEERE R A,

BA (e
AR I
R 1P Tunnelt S8 IP
B IP EFME
B E UDP
RIS 500
B &9t 500
AR 12
RiR 1P Tunnel2 7588 IP
B IP EFME
B E UDP
R EZIR 500

B N AR B 50
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ERAEER

ARz
AR 3
R 1P
B IP
B E
WARE 14
R 1P
B IP

B E

E_\_III

B (ERERER)

BHER O1
SR 1P
212 1P
B E
SO
B i e
BRI 02
SR 1P
212 1P
B E
SR

500

Tunnel1 5538 IP
EFRE

IP 50 (ESP)

Tunnel2 5538 IP
EFHE

IP 50 (ESP)

EFREE
Tunnel1 A58 1P
UDP

500

500

ZFHE
Tunnel2 5538 IP
UDP

500

Bh K s A5 R
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BRiEEE 500

WA A O3

HIR 1P EFEFE
HEIP Tunnel1 5436 IP
BAGE IP 50 (ESP)
WA 04

HIR 1P EFEFE
HEIP Tunnel2 5436 IP
BAGE IP 50 (ESP)

FAIM, 12, O1 1 02 AL IKE B3 EE, #8013, 14, O3 M O4 AIAAEMZEREREN
IPsec W&,

® Note

MRHIELEB LA NAT Bl (NAT-T) , SBREE th A FFIEH28 4500 £H UDP REBEEHHE
B F AWS Site-to-Site VPN i 262 BEE., BRENEBREETLE NAT-T,

AWS Site-to-Site VPN & FFEX ENFEMNBEEARESR

B VPN EEZE ETLXEE&E Amazon VPC A ZHEH EC2 APl T8 AWSIE LAY &5 5 45 &8
BE, MEFMEN  BS2HELE 6 THHEEES, SR EL@ER BEE T HETHIHEEN zip &
S SF‘?FHH’S‘%?&EEEJ%%HHO

AWSREMHEHARERTE VPN EZNKEEA , TARREFFFAERE, ELRBERENERE
BREHH AWS EAEBHNEERH. IRENVBEFFRAERERILE , BAUTH -HREEESR
ERE-TRENER,

BRNBERMERESR 52
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/A Important
JAREREREALN |, TAEEZEER Site-to-Site VPN EERETHTT. ESEEKXRZEH AWS
[Eigf AES128, SHA1H] Diffie-Hellman ###H 2 Site-to-Site VPN &E#Z , LA& AWS GovCloud
[Eid# AES128, SHA2#] Diffie-Hellman £ 14 W REFER., cRIEEEALLAESBAR
BoRFE. BLABHEHARBER  TEMAHMERLMER L, Difie-Hellman B#H, FA
BERER IPV6 &,

® Note
ELRERFENEBERB AWS |H1RMA. HATCMEKBAE AWS | Bt AFHEZHIR
#l, BBIEERERNEE SRS ERKREREUARSGENZE,

TREENKREFEHEATHTHACSEHRAXE KEv2 WEHABEREER, RMUEMZAMETFR
BEREMNERERPSIAT IKEV2 XE , 2RSREFNEHAER, MEESHMACERKILEE
B EHo

& 75 Fa e
Checkpoint Gaia R80.10

Cisco Meraki MX Rl 15.12+ (WebUI)
Cisco Systems, Inc. ASA 5500 %%l ASA 9.7+ VTI
Cisco Systems, Inc. CSRv AMI I0S 12.4+

Fortinet Fortigate 40+ 3%l FortiOS 6.4.4+ (GUI)
Juniper Network, Inc. J RAIE A JunOS 9.5+

Juniper Network, Inc. SRX B H 2R JunOS 11.0+
Mikrotik RouterOS 6.44.3

Palo Alto Networks PA &5 PANOS 7.0+

BRNBERMERESR
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i Fa e

SonicWall NSA, TZ 0S 6.5

Sophos Sophos Bs K & v19 +

Strongswan Ubuntu 16.04 Strongswan 5.5.1+
Yamaha RTX B¢ H 25 Rev. 10.01.16+

AWS Site-to-Site VPN EFBEBEEMN A N HFERAEEESR

EETHESE Site-to-Site VPN ERBRISEENEHIERER , BFEH Amazon VPC ££48. AWS
WS 5= Amazon EC2 APl, INEFFMENR , F2RETE 6 : Tﬁ%ﬂ RER

BT HFEREN —REERBER  AERT IS HEEM Site-to-Site VPN EIRIBREMNFE

{8 : dynamic-routing-examples.zip

BRARETHERRENEE. flW, EREEH .

- VPN E# ID, EFHE ID MERFLERE ID WEHIE
« BUE (SAEB) IP st AWS i 2h (AWS_ENDPOINT_1 Fl AWS_ENDPOINT_2) HIFEELE
- EFFEEE L TEBEBEREEASAEZ IP it WFEENE (your-cgw-ip-address)
- HAHLASWENTEREME (pre-shared-key)
o |P it poERIE & RY EE BIME
- MTU SR EHEHIE,

® Note

BIAEREE R RAN MTU BREEREH, F2E AWS Site-to-Site VPN EFFEEER &
=EH R HENBERRERE MTU EVEBER.

BRTIEHAEGBNVNEEZI , BRBEEE T AZE AWS [EiF+ AES128, SHA1H Diffie-Hellman & 4H 2
Site-to-Site VPN i#1% , JAK& AWS GovCloud [EEH AES128, SHA2 #1 Diffie-Hellman ##H 14 BV & 1K
ER. eMEEEKALELASRARE Y S RE, BXABREFHERBER , UAAEMREMER
&%, Diffie-Hellman ##H. S BBER IPv6 RE.

A TR FERREREESR 54
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ERAEER

TERHEEFFAERE LAREZTETANHE. COSEERH IP HitAEHIE,

Internet-facing interface
IP address: Your CGW public IP

/N
71—

IKE
Tunnel 1 interface Tunnel 2 interface
IKE security Remote IP: 72.21.209.193 Remote IP: 72.21.209.225 [ IKE security
association Inside IP: 169.254.255.73 Inside IP: 169.254.255.77 association
IPsec security / \ IPsec security
association association
IPsec tunnel IPsec tunnel

\/

Internal-facing interface
IP: Your local network address

Customer gateway device

X AWS Site-to-Site VPN B FBES BN FERH

UTREAERAERE (MRANGE) RREFEFREREN —L&HHEF.

Check Point

MRBHEERHIT R77.10 ESIRAH Check Point Security Gateway £ & , 3t BFH Gaia 1E
XM Check Point SmartDashboard , A TREBREEZEFHABEENS R, B LLBZE Check
Point Support Center £ Check Point Security Gateway IPsec VPN to Amazon Web Services

VPC XXE,

RERESRME

F—ELBREY VPN BE , YASEEEREEFFAEMNERILERENISE (RIB) IP tbit,
EERVE—(EA@E , SEHAMAEESE IPSec Tunnel #1 ERTIEMHNEF ., BEEIE_#

BiE |, EEAEEEZE IPSec Tunnel #2 ERTIRMEME,

A TR FERREREESR
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1. BHRX Check Point Security Gateway £ E&# Gaia A O#8k,
2. iE#F Network Interfaces (#8% 5LHE). Add (¥73). VPN tunnel (VPN E&),
3. HEHFEARF , ETRENT , ARETHFERE OK (FEE) :

. %% VPN Tunnel ID (VPN @& ID) , & A{TAME— & (20 1),

o ¥ Peer (%), MABENME—FE (Hl20 AWS_VPC_Tunnel_1 =
AWS_VPC_Tunnel_2),

« FEEIRE Numbered (#m%%) , M B &% Local Address (A<#éibit) | f AFBRERE R b &t
CGW Tunnel IP FRIEER IP et (HlEN 169.254.44.234),

¥ Remote Address (iRimititit) , 8 AFAREAE R P EHE VGW Tunnel IP FRIEEM IP i
Ht (140 169.254 .44 .233),

Add VPN Tunnel .

Type: 5® VPM-Tunnel

Enabie [

Comment
VPH Tunnel
Vi Tunnel D; 1 :
Peer. AWS_VPC_Tunieel_1
VPN Tunnel Type
@ Numbered Unnumbensd
Local Address 169 , 264 44 234
Remole Address: 169 254 44 213

I 0K Cancei

4. #EiB SSH ERIFZHNZLAE, EREAFERNRE K FEHRHAT TG REFTE
clish : clish

5. #HHBE1, MITTI®T.

set interface vpntl mtu 1436

SHEEE 2, BT TS T.

A TR FERREREESR 56




AWS Site-to-Site VPN EREER

6.

S

ax &

set interface vpnt2 mtu 1436

FEREEER IPSec Tunnel #2 ERTWEN K EEELTBRREIFE _EEE,

R H

EWSRH  EESREBEN VPC FEEEFRENFRERA  BLATUEEEERAABEERE. B
—F—REABELEE , F_EAERESRARERE, MREEIIEE  UBKXAERNFERAR
HAERBR , YRASE —ERH, EthiBE Check Point BE ping BIBEMN S —in , BBEER

1.

2
3.
4

o

1£ Gaia AO#uLe | i#$Z IPv4 Static Routes (IPv4 FRREEEH). Add (3718).
je%E ZHAEEHY CIDR (110 10.28.13.0/24).
#1F Add Gateway (#7138 F&). |P Address (IP tbiit),

AREBERDPEE VGW Tunnel IP FTIEER IP bt (HI40 169.254.44.233) , RRIBE
BEIERF 1,

1EHL Pingo

EAERERER IPSec Tunnel #2 BEETH VGW Tunnel IPfH , $t¥HE—AEEEE LB
3 M4, BEBLIERF 2,
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ERAEER

Edit Destination Route: 10.28.13.004 ——

Deestimabion:

Mt Hop Type:

10.28.13.0/24

Normal

E¥ Mormak Accept and forward packets
Reject: Drop packets, and send wnreachable MEssages.

-

Black Hole: Drop packets, but don send unreachable messages

5,
w

Raanic
Local Scope:

Comment

Add Gateway
Fing:
Add Gateway = | Eqnt Delete

189,254 44 233 1
169.254 44.5 2

| Save

Cancedl

7. ##E Save (RE).

MREERAES  AIFHEHABRERNEER LRDER,

TE 3 AT BV A8 B W 4

SRS | SEEUEE VPN BENRENG , EEERLERENLE O\E0) IP ik, &H
RERELRRYMHIIERE VPN HHNMNEBRFE, SHFEEZLZAFE , A VPN RBENE

BIvE,

1.  BARX Check Point SmartDashboard,

2. &% Groups (B##H) , AR AR E | RZRIFEIE Groups (##H). Simple Group (2 &#). &

] LA {8 8% 4 4 6 AR AR R Y B+ 4B

3. &H¥ Network Objects () , FRUAR (IRG8) BE , AREEFE New (3
1), Interoperable Device (BB &),

4. &% Name (B]B) , WALAENBEFMEMRNARE , Hl0 AWS_VPC_Tunnel_1 =

AWS_VPC_Tunnel_2,
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5. &%} IPv4 Address (IPv4 i) | S AHRERE RPRHENWEBRIALGRENE IP ttut |, Hlad
54.84.169.196, MEFEEMNRE , ARBERAYTEH R,

Interaperable Device -AWS_WPC_Tunnel_1 (2 I
m Inberegpweralde Devics - Gerwsial Progeies
Topckogy
= IFSac VPN Machine
M AWS_ VP Tunned_1 Color: | Beack
Pyl Addewas: | 54 B4 165156 Rasshoa o Flarma Domnasmec Address
Py Aideeds
Commant

Peacuci

E Configurs Sanen

6. 7E SmartDashboard F , BIRAEEB M , WE D EE K HIERE Topology (Fr),
7. EEREUREMERE | F5iRIE Get Topology (ERB#HE).

8. 7 VPN Domain (VPN #315) EEH , iB{E Manually defined (FEER) , REBEILZEEE
SB2HEIUNTEAGRFHE, BERE,

(® Note

BA LR BB ERENEMIRE VPN B, BREMEAREADHETT VPN EZERENE
BAEREILIEEZ VPN BB HES , AHRE VPN BE B BHITER.

©

ERAIEREIER IPSec Tunnel #2 BEERTWEN , EEELISRRE N F —EHEBR Y.

® Note
HEREARS  FREARZLKAAECRABREAE. EAEBERTREEN IP ik,

=

B NEEE VPN &8, IKE # IPsec 587E

FEL SR |, BEELEM Check Point BiE L VPN #H5 | ¥ EKSEBENRBRYH (@K
B) MEEHET. Bt LEREMBRER SR (IKE) M IPsec 5 E.

1. RENFEEBMED , T2 EE K EE IPSec VPN,
2. 1E#F Communities (1£8F). New (¥i8). Star Community (2 &),
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3. AGHHEIEMATE (B AWS_VPN_Star) , REE D EE K HIRIZE Center Gateways (F R
FE).

4. EEF Add (F18) , ARBLENRERRENEIN S RERESE.

5. EXEBEKP , EIF Satellite Gateways (MiBRFIE)., Add (¥718) , AREEENELNERE
iE (AWS_VPC_Tunnel_1 1 AWS_VPC_Tunnel_2) ¥Ti8ZISHEFEFE,

6. EDEEHKD , iEIZF Encryption (I1%). £ Encryption Method (INZ 5 3%) B | EE
IKEv1 only (PR IKEv1). #E Encryption Suite (IZEREH) BT , i##2 Custom (B
£T). Custom Encryption (BET %),

7. EHFBARP , REMEBHEOT , ARETHEHEE OK (BE) :

- IKE Z2EBH (FFER 1) Bk
« Perform key exchange encryption with (£ T 5 RXETL B #) : AES-128
« Perform data integrity with (£ T3 A XN E1TE R TE M) | SHA-1
« IPsec ZZ& Al (PFEER 2) B4 -
- Perform IPsec data encryption with (£ T 51 5 X 11T IPsec ERINE) : AES-128
« Perform data integrity with (£ T3 A XN E1TE R TE M) | SHA-1

8. TEDHEBEEH , iBIE Tunnel Management (BEEE), 1##F Set Permanent Tunnels (FXE K
AJ&iE), On all tunnels in the community (TE# B FTEEE L), £ VPN Tunnel Sharing
(VPN BEHE) B , i#IZ One VPN tunnel per Gateway pair (BEREY —{@ VPN &
&),

9. TEDEBE®ED , BB Advanced Settings (HPEERE) IiE1E Shared Secret (REMWH),
10. ERE—BABENHEERE, #1E Edit (RE) , ARWAMEEBERSD IPSec Tunnel #1 EE

NIEENTFELLASR,
1. BERE_EABENHERTE, B#IF Edit (W) , AZWABREBERD IPSec Tunnel #2 EE
AIEENTELXLA S8,
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Star Community Properties - AWS_VPN_Star [
¢ & Shared] Sl
Center Gabeways
Sotwlite Gatew
Satelite Dateweys W e iy Shermd Sacred S pll Criea meetoery
S——
Tunnel bary ol
. _‘"‘tﬂ Ench Esiema mesmpesr wll huve T ooy
= Advanced Sefings secret with &l rieTal memhens © T CoRELREy
WPH Riouting
MEF [Muliipls Enir
Exchued Services
M mrasesd VPN Pr Fasr iy Sraped Seoret
‘i blois RSP _Tunre_1 -

BNS_WPC_Tunned _2 -

Carcal

12. 7E Advanced Settings (#PFEERE) 28+ , 1##F Advanced VPN Properties (¥R VPN B 1) ,
REBMNT , RARESTHEHERE OK (FBE)
« IKE (F&EEX 1) :
- Use Diffie-Hellman group (f£ A Diffie-Hellman #4#8) : Group 2

 Renegotiate IKE security associations every 480 minutes (& 480 2 EH XY IKE &%
22k )

* IPsec (FEER 2) :
« J&#Z Use Perfect Forward Secrecy (X EHRE)
« Use Diffie-Hellman group (f£ A Diffie-Hellman ##f) : Group 2

- Renegotiate IPsec security associations every 3600 seconds (& 3600 ¥ E#H X% IPsec
L)
B KR A

HUWE R |, SEEMAMH KGR FF VPC AR BIEFAY 75 [0 1 b 57 B REE BR
BEZFESHELNRE LREBR,

1. 7£ SmartDashboard # , B BEIZIZE Global Properties (£15BM4), E2EE KRS , B
VPN 3t i#1#E Advanced (#P&).
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2.

212 Enable VPN Directional Match in VPN Column (£ VPN # 5 A VPN St E) , AR
BEELENESE,
£ SmartDashboard A , &2 Firewall (B A 18) , REFEH THI3ERE I BUR

- AFF VPC FRBZBXENEARE , EAMERETEN.

« AHAHEEREBXENBAWME , B VPC FHEKETER.

FRR VPN P R FRNATRE | RERIEEF Edit Cell (RERFE).

#£ VPN Match Conditions (VPN Lb¥H ) EFEA A |, 2 Match traffic in this direction
only (BLL¥ It SR E). EiBARSEEEEE Add (F1E) REV T mmELERA, I
T SE R BFIR I OK (FERE) :

« internal_clear > VPN 18 (BEBIEMH VPN ERItFF |, B0 AWS_VPN_Star)
VPN 45 > VPN #&F

« VPN #t8 > internal_clear

#£ SmartDashboard # , i### Policy (BK). Install (£#),

EHFEA RS , BEELNFEE , ARRE OK (BE) ULREBX,

&K tunnel_keepalive_method B

#&#9 Check Point & A] LA A M Z{E58) (DPD) K7 IKE B EE A, EEREKAE
B DPD , 4871 AWS VPN B HREXKABE (RF2RITE 8),

RIFTEER , VPN BEM tunnel_keepalive_method BHEEERA tunnel_test,
BYEKERESR dpd. £ VPN R HEME VPN BMEZEER DPD BB X4ARE

tunnel_keepalive_method B , @EEME=74 VPN HE., EFEAERNFEERERE

HYEE IR B

I&ALAE A GuiDBedit TEE# tunnel_keepalive_method Bk,

1.

B Check Point SmartDashboard , A #1### Security Management Server (&4 &2 R
£%). Domain Management Server (813 & ¥ @ IR %),

i#1Z File (#8X). Database Revision Control... (BRI EEETIRE]...) , W I IEFTRE,
EARAFTAE SmartConsole 8% , #li SmartDashboard, SmartView Tracker 1 SmartView

Monitor,

X E) GuiDBedit TE, mMEFME , 552 B Check Point Support Center £ Check Point
Database Tool X &,

A TR FERREREESR 62


https://support.checkpoint.com/results/sk/sk13009
https://support.checkpoint.com/results/sk/sk13009

AWS Site-to-Site VPN

ERAEER

5.

© © N o

10.
11.
12.
13.

14.

M

#1ZF Security Management Server (22 &2 A AR2F). Domain Management Server (#81E&
H A AR E8).

EELFHNEES | BIZ Table (ERXK). Network Objects (#8E&¥14). network_objects.
EALEAE®RD | ZEFERIM Security Gateway (X £ FJ8), Cluster (BE) ¥4,
T CTRL+F , Sifff Search (B &) BEEETH RS : tunnel_keepalive_method,

ETHEEF , BB tunnel_keepalive_method BARIEE , REZIRIE Edit... (fREE...).
B dpd , AREBIEE OK (FBE)

AEEMA AWS VPN B —HBoRESELSR 7 3 9,

i#1Z File (%), Save All (£ZBREF).

BAFA GuiDBedit T&,

BiRX Check Point SmartDashboard , A% 1##F Security Management Server (Z£ &2 iR
2%). Domain Management Server (#8132 & IR 88).

1EHME3 Security Gateway (Z£ &), Cluster (Bf) 1 L REBUR,

SHHMERA , 5528 Check Point Support Center L New VPN features in R77.10 &,

A TCP MSS %
TCP MSS RiH[#{K TCP HEMWEER KN LR , BHiEHED .

1.

EEFZTHH : C:\Program Files (x86)\CheckPoint\SmartConsole
\R77.10\PROGRAM\,

2. EiB#¥1T GuiDBEdit.exe &% , BIRL Check Point Database Tool,

#12 Table (E#l%X). Global Properties (£15B). properties (B1).
4. &% fw_clamp_tcp_mss , i#F Edit ({R#). HEBEA true , RREEFE OK (BE).
B EE R

BULEBERTI TEUAEREXYT TIHT , REBFEERE.

vpn tunnelutil

FERERIBED | BIE 1 KR IKE BIH , AR 2 KERFE IPsec BB,

B A LAEA Check Point Smart Tracker Log RERFER LN EHIWEME, Hlw , THAGFEL
HEZA VPC WHEBRERRBE 1 BEWEBTEME,
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Product BH Securily Action 2 Encrypl
GatewayManagamean Rusle "
Date 4Nov2015 Current Rule Number 4-Standard
Time DazZ0 Ruls Hame —
Humber 21254 User —
Type E Log .
Origin cPOW-997695 oo |
' . Rule WD {0AA18015-FFTB-4650-BOCE-
e —————————| SS65Escecros
Source & management_PC Community AWS_VPN_Star
(192.168.1.116) Encryption Scheme [&]IKE
Destination @ 10.28.13.28 Data Encryption ESP: AES-128 + SHA1 + PFS
Senvice Methods (group 2)
Protocol e icmp VPN Peer Gateway  AWS_VPC_Tunnel_1
54.84,169.196
Interface [= eth0 P ﬁﬂw L
bproduct M
Source Port -
VPN
2] Metwork
Policy Hame Standard Information service_id icmp-profo
Policy Date Tue Mov03 11:33:45 2015 ICMP: Echo Reques!
ICMP Type: 8
Policy Managament cpgw-997695 ICNMP Code: 0

SonicWALL

THREFREUMMAEER SonicOS EE LM SonicWALL & FE&E VPN BE,
REBEE
1. BB SonicWALL SonicOS BB R H,

2. HEEfIBE®D , #IE VPN, Settings (52E). 7 VPN Policies (VPN BE) T , i## Add... (31
#®.),

3. £ General (—fi%) BHH VPN BIREE L , EZTHEN :

* Policy Type (BUREH) : i#IF Tunnel Interface (BE 5 H).

« Authentication Method (& % 883 75 7%) : i#1# IKE using Preshared Secret (IKE fEAfE % H
EMWE),

« Name (£7%) : @A VPN BUR BB, EREAFEAABERPRMEN VPN ID B8,

+ IPsec Primary Gateway Name or Address (IPsec T ERERZ B bil) : M AHEERFE
HPERILERE IP it (30 72.21.209.193),

+ |IPsec Secondary Gateway Name or Address (IPsec BiBhEE & e tbit) | RBFERE.
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- Shared Secret (EZEWE) : W AHEBERPIRUNTALLEZEH® , W Confirm Shared
Secret (ERHEZERER) PEEA —Xo

« Local IKE ID (#ith IKE ID) : ¥ A% = Fi& (SonicWALL &) #9 IPv4 ik,
« Peer IKE ID (¥1% IKE ID) : S ARG RER IPv4 Hbil,
4. 7£ Network (#83%) B® Lt  HEZTHER :

« 1£ Local Networks (A3 485%) T , i##2 Any address (fEf[3thit), 22554 A i3 18 LARK 1E 75
b A BE IR E AR R R

« 7£ Remote Networks (iIRim#8EE) T , ##E Choose a destination network from list (#£/5 5 i&
EBEZEMK). £ AWSHFERR VPC #9 CIDR I #but ¥4,

5. 7t Proposals (IRR) #& L , EZTHER :

« 7£ IKE (Phase 1) Proposal (IKE (F&EEX 1) 2R) T , BT T~ IEZ -
« Exchange (3X#2) : i#1E Main Mode (FEEX),
« DH Group (DH B##H) : 8 A Diffie-Hellman B¥#HKE (B0 2),
« Encryption (IN%) : 1### AES-128 T AES-256,
« Authentication (& 788 7¥) : i21F SHA1 3 SHA256,
- Life Time (% ariEH]) : @A 28800,
« £ IKE (Phase 2) Proposal (IKE (FEER 2) 1RR) T , ST~ HIEX£ :
« Protocol (BFAHE) : ##E ESP,
« Encryption (1%) : 1#E1E AES-128 = AES-256,
- Authentication (5 % 5 3%) : i#1E SHA1 = SHA256,

- IZHY Enable Perfect Forward Secrecy (AT ERHRE) A AR , WiEF Diffie-
Hellman ##H.

- Life Time (£ariBH) : @A 3600,

/A Important

MREHEBILERERE 2015 F£ 10 B2riE , BIXBEREMEMRERIEE Diffie-
Hellman &4 2. AES-128 1 SHA1,

6. 7t Advanced ([ EE L  EZTHER :
. ®Ey Enable Keep Alive (BUR/RISE3)
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- 1ZHY Enable Phase2 Dead Peer Detection (B f Phase2 kM HEER) YWMATIAR :
« &% Dead Peer Detection Interval (X3 EEREH) , B A 60 (IR SonicWALL %E&E
BEZHNs/ME).
. &% Failure Trigger Level (SFEE3ER) , WA 3.
- &% VPN Policy bound to (2#&# VPN BUR) , iEE Interface X1 (L E X1). ERBEAL
B IP 3t EM FE.
7. EIFEWE., £ Settings (FRE) EEL , BEM Enable () XA RTERESSER, &3
EHBEEEMA.

Cisco #£E : Hih&EEA
BL Cisco ASA EXEBERT/ESEHER, EXRMEREL Cisco ASA K , — X ReeE—BERTHE

B, MRFE-FEBESRBEER , U —ESFHEESEREAD. FLERE A LEE-EEZBHT
—E@EMEN VPC REELR

Cisco ASA 9.7.1 MM EFMRAZEERFRMEAHPER, BELRFEAEL Cisco ASA B |, A5 Ky ZE i 1B
BEEABEADES, GltiEE K SEE—EZBEH—EEENEN VPC RIFELR

¥ Cisco £ B , BAEFIT T HENE :

- FREINEBSRE,

- ¥ Crypto ISAKMP BURF5I9R 2 M —#,

« HE Crypto FEBEFSIFH M —1,

« H&ZE Crypto IPsec I EE S F Crypto ISAKMP BURFHEEEE R EMN T HAM IPsec BIERRH
I

- FEE SLA ERimiE 2 —1,

- RECERFRERENETRER cEBEBRENFTEREREA,

AWS Site-to-Site VPN ZEFEBEXEEN A T B ERHABARER

ZETHESE Site-to-Site VPN EfRERBS EEWEHIERBIESR , 5B5EH Amazon VPC A, AWS
WH 5= Amazon EC2 APl, MNEFFMEN , F2RTE 6 THERER,

BT HBER BN —REGIEREER , ZERT I HEN Site-to-Site VPN EIRIBREMNE

{8 : dynamic-routing-examples.zip
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BRAFLERTHEARENVEE. flM, BERESEH

- VPN E# ID, EFRME ID MERALERE ID WEHIE

- B (HNEB) IP Hbuk AWS 3% Bk (AWS_ENDPOINT_1 1 AWS_ENDPOINT_2) ARV E

- BEFFEBEEE L TEBEBEREBHEASAEZ IP it WFEENE (your-cgw-ip-address)
- MAHASWENTEENE (pre-shared-key)

o IP b1k ;R BB E Y & HI{E

- MTU BREHEHIE.

® Note

SEAERERPREN MTU REERHH. F26 AWS Site-to-Site VPN HFFEBIEREHY &
=EH REHHENERRERE MTU EVAERBER.

MTEEAEZVEBEZI , BRERBEKRZE AWS EifiF AES128, SHA1H] Diffie-Hellman 48 2
Site-to-Site VPN i##R , JA% AWS GovCloud B+ AES128, SHA2 F Diffie-Hellman &#H 14 Y &IK
FR, EMLEEKELELASHRARE S SO RE. BXABHEHFARER , MAAEMREME
®%. Diffie-Hellman B#8. R BBER IPv6 RE.

TERHEEFFAERE LTREZTETANHE. COSBERH IP ity EHIE,
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Internet-facing interface
IP address: Your CGW public IP

/N
71—

IKE Tunnel 1 interface Tunnel 2 interface
IKE security Remote IP: 72.21.209.193 Remote IP: 72.21.209.225 [ IKE security
association Inside IP: 169.254.255.1 Inside IP: 169.254.255.5 association
IPsec security / \ IPsec security
association association
BGP peering BGP peering
Peer: 169.254.255.2 Peer: 169.254.255.6
Remote ASN: 7224 Remote ASN: 7224
IPsec tunnel IPsec tunnel

Internal-facing interface
IP: Your local network address

Customer gateway device

E&E AWS Virtual Private Network Z F BB BN EIRERK H
UTRERAFERAERE (WREN) R EEFFAEEEN —LEHHER.
Check Point

LAR 2 Gaia Web A O#835F Check Point SmartDashboard REZE#IT R77.10 RE SR
7K Check Point Security Gateway BB, &t A LL2 B Check Point Support Center £#Y
Amazon Web Services (AWS) VPN BGP X &,

REEERE

F—ELSBREY VPN BE , YASEEEREZEFFAEMERLERENISE (RIB) IP b,
%EE:’Z%—“EL , SFFAHRERE S IPSec Tunnel #1 ERTRMEMNEN. EEEVE @
 GEEFARAERE R IPSec Tunnel #2 BEERTEMEMNE.,

1. &l SSH ERFEHNLZLRE. BEERAFERRNRE , FHEAIAT TN TREES

clish : clish
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ERAEER

2. BITIRSTRREFFFEASN (EEUEFFRE

set as 65000

R LHY ASN AWS),

3. {FREREHEZR IPSec Tunnel #1 ERTIREHNEA  AF—EREEYEERHEH. AEH
BERE—EHE—|F , 0 AWS_VPC_Tunnel_1,

add vpn tunnel 1 type numbered local 169.254.44.234 remote 169.254.44.233

peer AWS_VPC_Tunnel_1

set interface vpntl state on
set interface vpntl mtu 1436

4. fERMEREMER IPSec Tunnel #2 BERTRMEMER K ERELD

FEHEERE—EM—_% , Hli AWS_VPC_Tunnel_2,

add vpn tunnel 1 type numbered local 169.254.44.38 remote 169.254.44.37

peer AWS_VPC_Tunnel_2

set interface vpnt2 state on
set interface vpnt2 mtu 1436

5. REEBRIBRFE ASN,

set bgp external remote-as

6. {EF#HAEREZ IPSec Tunnel

set bgp external remote-as
set bgp external remote-as
set bgp external remote-as

7. {EREREREZE IPSec Tunnel

set bgp external remote-as
set bgp external remote-as
set bgp external remote-as

8. fEFHERE.

save config

7224 on

#1 BERTRHENER ,

7224 peer 169.254.44.
7224 peer 169.254.44.
7224 peer 169.254.44.

#2 BERTRHENER ,

7224 peer 169.254.44.
7224 peer 169.254.44.
7224 peer 169.254.44.

A TE 58 — B EERY BGP,

233 on
233 holdtime 30
233 keepalive 10

RRE % ZEBER BGP,

37 on
37 holdtime 30
37 keepalive 10

TREVE_EBEE, &
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E3 BGP BX

B#E BV —{EBGP BUR , HAFEB AWSLENIRHEA, AR , REENEFRE , #HE
HERH N EE AWS,

1. 1£ Gaia WebUI & , i#1## Advanced Routing (¥F&E&H). Inbound Route Filters (A& H &
B 1BIE Add (3718) , SRAEIZEL Add BGP Policy (Based on AS) (#7118 BGP B (JA AS
RHER)),

2. ¥4 Add BGP Policy (¥ BGP BUX) , 7£ 5 —E#M FZEE T A 512 1 1024 B EME , A
BUESE @AW AERLERE ASN (Hit0 7224),

3. i®#E Save (EE).

NE AR B

TIHSRERAR S HAEAEERH, SUAURTRANRKRENR S MEE (HlH0 : FEEH, 2
FEREBERABAHEIENER). WHEFMENR , 52/ Gaia Advanced Routing R77 Versions
Administration Guide.

1. 7£ Gaia WebUI # , #1F Advanced Routing ((F¥#5H). Routing Redistribution (3§ E %
). EF Add Redistribution From (f&... ¥TI8 E % i) , RZIEE Interface ().

2. &%} To Protocol (ZBAAWHE) , BEUERFE FIE ASN (Blan 7224),
3. &% Interface (5RHE) , BEVREBRME, EFEFE Save (E1F)o

TE AT RV A8 B W A

#E  BMSE VPN BENERYN  BEEERLARENLAE OM0) IP itit, SHRESHEL
MRV T8 RIS VPN BN BRFE, SHFERUZAEE , A VPN RENEAEELE,

1. BARX Check Point SmartDashboard,

2. &% Groups (F¥#H) , BARUARIEE |, SREIEIE Groups (Bf#H). Simple Group (B S &), &
A A ERB Y4 EAHERNEE,

3.  #¥f Network Objects (Y1) , FRUAR (IRGH) 1BE , AREE New (3
#). Interoperable Device (EBZE).

4. &% Name (B8), BALESR 1 PALHNBERMNES | fl0 AWS_VPC_Tunnel_1 =%
AWS_VPC_Tunnel_2,

5. &t¥f IPv4 Address (IPv4 tthiit) , M ARREERPRENERIAERENS 1P bt |, fl0
54.84.169.196, EFEMRE , ARBAPAYE LR,
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Interoperable Device -AWS_VPC_Tunnel 1 [+ .

m Inleeperable Device - Genenal Fropesies
Topckogy

& IFSae VPN Machina
Mame AWS_VPC_Tunnel_1 Coior | Biack
Fod Addoess. | 54 B4 163,136 Fianchve “er Harra Dynasmic: Address
b futidreas
Commant

Peaduci

[ Corfigre Senvan

6. EEAIDEERD , EFEF Topology ().

7. 1€ VPN Domain (VPN #813) [EEX , iB1E Manually defined (FEIER) , AR BB RIVRE
SR2PEVNZOESEHE. BERTE,

8. fEAMHRERER IPSec Tunnel #2 EBRTHEN , EEELELBRETE BRI H,
9. BIFEHEERRYYG  BREHRERZEYH , REIEE Topology (Fh#),

10. 7£ VPN Domain (VPN #15) EE , i##Z Manually defined (FEIESE) , AR BB W ZEURE
SB2HEIUNTEAGZFHE, BRERE,

(® Note

BRI LR BB ERENEMIRE VPN B, BREMAREADAHET VPN EZRENE
BAEREIIEEZ VPN BB HES , AHRE VPN BE R B HITER.

(® Note
EREARE  FREARLSEAAERABESNE. FRERERPREEN IP thit,

BUNRE VPN 18, IKE M IPsec R7E

EE | 1E£8H Check Point BB EZ 3 VPN #8 | W HESSEEENRRYG (AEEE) HigE
Hep, S LIRRERRER S| (IKE) M IPsec 527 E.

1. RENFEBMHED , T2 BERFIERE IPSec VPN,
2. i##E Communities (#:8f). New (¥738). Star Community (2 & 48),
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3.

10.

11.

AR EHIRM B (Fl10 AWS_VPN_Star) , REBRE S BEKPIEIE Center Gateways (AR
BE),

BIF Add (F718) , ARBENFERRENEINSRERESE.

EDEEBRD , EF Satellite Gateways (HIERIE). Add (¥11) , ARELRMNEUNEER
iE (AWS_VPC_Tunnel_1 1 AWS_VPC_Tunnel_2) ¥8ZISHERBEEFE,

EDEEKT |, 12 Encryption (M%), 7E Encryption Method (IN& 5 3%) BT |, &2
IKEv1 for IPv4 and IKEV2 for IPv6 (BERR IPv4 By IKEv1 FliEA R IPv6 B9 IKEV2), TE
Encryption Suite (INZEREH) B , 1##F Custom (BFT). Custom Encryption (BFT
)o

® Note

AR IKEVT ThEEREEL IKEV1 for IPv4 and IKEV2 for IPv6 (ELA R IPv4 B IKEV1
ERAR IPv6 #Y IKEV2) i#IH,

EUFEHRSD , MTFHRREMBEE | REERRERIE OK (HE)

- IKE Z2EBH (FFER 1) Bk
« Perform key exchange encryption with (£ T 5 5 XETL B #HR) : AES-128
« Perform data integrity with (£ T3 A XN E1TE R TE M) | SHA-1
« IPsec ZZ s (PFEER 2) B4 -
- Perform IPsec data encryption with (£ T 5 5 X 11T IPsec ERINE) : AES-128
« Perform data integrity with (£ T3 A XNE1TE R TEM) | SHA-1

EDEERKTP |, B Tunnel Management (BEBE ), #1F Set Permanent Tunnels (§%E kK
AJ&iE), On all tunnels in the community (TE# B FTEEE L), £ VPN Tunnel Sharing
(VPN BEHE) EE&H , i#IZ One VPN tunnel per Gateway pair (BEREY —{@ VPN &
&),

EHEERKYT , BF Advanced Settings (EPEEZE) I8 #F Shared Secret (X EZMH),

BIE —ERENEEEE, BE Edit (RE) , AREAERERD IPSec Tunnel #1 B
NIEEENEELAEH,

ERNE_EARENEEERE. BEF Edit (RE) , AR\ AHEBESRPR IPSec Tunnel #2 BB
NEENTALLASER,
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Star Community Properties - AWS_VPN_Star [
¢ & Shared] Sl
Center Gabeways
Sotwlite Gatew
Satelite Dateweys W e iy Shermd Sacred S pll Criea meetoery
S——
Tunnel Warapement
. - Each Extemal merier wil have e dodowrg
= Advanced Sefings secret with &l rieTal memhens © T CoRELREy
WPH Riouting
MEF [Muliipls Enir
Exchued Services
M mrasesd VPN Pr Fasr iy Sraped Seoret
i Mest NS _VPC_Tannesd_1 -
BNE_WPC_Tunrneel 2 -
Ecl L]

Carcal

12. Tj‘: Advanced Settings (EPEELE) 237 |, i##F Advanced VPN Properties (P VPN B1%) ,
REBMNT , RARESTHEHERE OK (FBE)
« IKE (F&EEX 1) :
« Use Diffie-Hellman group (£ Diffie-Hellman #4#8) : Group 2 (1024 bit)

 Renegotiate IKE security associations every 480 minutes (& 480 2 EH XY IKE &%
22k )

* IPsec (FEER 2) :
« J&#Z Use Perfect Forward Secrecy (X EHRE)
- Use Diffie-Hellman group (f£ A Diffie-Hellman &#H) : Group 2 (1024 bit)
- Renegotiate IPsec security associations every 3600 seconds (& 3600 B E#H RXF IPsec

goge L))
BB X mR Al

= ERBXERAN AR VPC MR EBEAN S LR AURRERR, LEEES
EENFE L ZEBE,

1. 1 SmartDashboard # , && K F18i### Global Properties (3B 1), T2 EE®KYF , EFE
VPN 3t i#1#E Advanced (#P&).
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2.

212 Enable VPN Directional Match in VPN Column (£ VPN # 5 A VPN St E) , AR
%IRIE OK (FBE).
£ SmartDashboard A , &2 Firewall (B A 18) , REFEH THI3ERE I BUR

- AFF VPC FRBZBXENEARE , EAMERETEN.

« AHAHEEREBXENBAWME , B VPC FHEKETER.

FRR VPN P R FRNATRE | RERIEEF Edit Cell (RERFE).

#£ VPN Match Conditions (VPN Lb¥H ) EFEA A |, 2 Match traffic in this direction
only (BLL¥ It SR E). EiBARSEEEEE Add (F1E) REV T mmELERA, I
T SE R BFIR I OK (FERE) :

« internal_clear > VPN 18 (BEBIEMH VPN ERItFF |, B0 AWS_VPN_Star)
VPN 45 > VPN #&F

« VPN #t8 > internal_clear

#£ SmartDashboard # , i### Policy (BK). Install (£#),

EHFEA RS , BEELNFEE , ARRE OK (BE) ULREBX,

&K tunnel_keepalive_method B

#&#9 Check Point & A] LA A M Z{E58) (DPD) K7 IKE B EE A, EEREKAE
B/ DPD , 248 AWS VPN B EXK XA EE,

RIFTEER , VPN BEM tunnel_keepalive_method BHEEERA tunnel_test,
BYEKERESR dpd. £ VPN R HEME VPN BMEZEER DPD BB X4ARE

tunnel_keepalive_method B , @EEME=74 VPN HE., EFEAERNFEERERE

HYEE IR B

I&ALAE A GuiDBedit TEE# tunnel_keepalive_method Bk,

1.

B Check Point SmartDashboard , A #1### Security Management Server (&4 &2 R
£%). Domain Management Server (813 & ¥ @ IR %),

i#1Z File (#8X). Database Revision Control... (BRI EEETIRE]...) , W I IEFTRE,
EARAFTAE SmartConsole 8% , #li SmartDashboard, SmartView Tracker 1 SmartView

Monitor,

X E) GuiDBedit TE, mMEFME , 552 B Check Point Support Center £ Check Point
Database Tool X &,
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ERAEER

5.

© © N o

10.
11.
12.
13.

14.

M

#1ZF Security Management Server (22 &2 A AR2F). Domain Management Server (#81E&
H A AR E8).

EELFHNEES | BIZ Table (ERXK). Network Objects (#8E&¥14). network_objects.
EALEAE®RD | ZEFERIM Security Gateway (X £ FJ8), Cluster (BE) ¥4,
T CTRL+F , Sifff Search (B &) BEEETH RS : tunnel_keepalive_method,

ETHEEST , BB tunnel_keepalive_method BWARIRE | AREIEE Edit... (#EE...).
iEE dpd. OK (FEXE)o

ASEMA AWS VPN #HH —BoHNEEERIER 7 2 9,
i#1Z File (%), Save All (£ZBREF).
B8FA GuiDBedit TE,

BiRX Check Point SmartDashboard , A% 1##F Security Management Server (Z£ &2 iR
2%). Domain Management Server (#8132 & IR 88).

1EHME3 Security Gateway (Z£ &), Cluster (Bf) 1 L REBUR,

SHHMERA , 5528 Check Point Support Center L New VPN features in R77.10 &,

A TCP MSS %
TCP MSS RiH[#{K TCP HEMWEER KN LR , BHiEHED .

1.

EEFZTHH : C:\Program Files (x86)\CheckPoint\SmartConsole
\R77.10\PROGRAM\,

2. EiB#¥1T GuiDBEdit.exe &% , BIRL Check Point Database Tool,

#12 Table (E#l%X). Global Properties (£15B). properties (B1).
4. &% fw_clamp_tcp_mss , i#F Edit ({R#). HEBEA true , RREEFE OK (BE).
B EE R

BULEBERTI TEUAEREXYT TIHT , REBFEERE.

vpn tunnelutil

FERERIBED | BIE 1 KR IKE BIH , AR 2 KERFE IPsec BB,

B A LAEA Check Point Smart Tracker Log RERFER LN EHIWEME, Hlw , THAGFEL
HEZA VPC WHEBRERRBE 1 BEWEBTEME,
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Product BH Securily Action 2 Encrypl
GalewayManagemen Rule i
Date 4Nov2015 Current Rule Number 4-Standard
Time DazZ0 Ruls Hame —
Mumber 21254 User —
Type B Log ;
Origin cPOW-997695 woe ]
' . Rule UID {0AA18015-FF7B-4650-BOCE-
Tane SSRSECFOA
Source & management_PC Community AWS_VPN_Star
(192.168.1.116) Encryption Scheme [&]IKE
Destination @ 10.28.13.28 Data Encryption ESP: AES-128 + SHA1 + PFS
Senvice Methods (group 2)
Protocol e icmp VPN Peer Gateway  AWS_VPC_Tunnel_1
54.84.160.196)
Interface [= eth0 P ﬁﬂw
bproduct M
Source Port -
VPN
2] Metwork
. Policy Hame Standard Information service_id icmp-profo
Date Tue Mov03 11:33:45 2015 ICMP: Echo Reques!
| Palicy ICNP Type: 8
Policy Managament cpgw-997695 ICNMP Code: 0

SonicWALL

B A LAE A SonicOS EE R MEERE SonicWALL B, MELEBENFMAES  F28 FE
AWS Site-to-Site VPN ZF i E£ ENFRERH.

3

ELFEAEERAANREREN BGP, A AFHESEAAEERIREMNGTIRE (MREA
BGP HHEERT)o
Cisco #£& : HtbEEH

B L Cisco ASA EXEERAT/FmIEN, ERFEREL Cisco ASA B, — X RAEE —EERAHHE
B, MRFE—ABEEEREEFER , IS —ESHTEESERERA D, AEE  SEE—EBBHS
— BB ENEH VPC REHER,

Cisco ASA 9.7.1 RN EFIRAZBEADMERAPER, BERFERIEL Cisco ASA B , TIJ[EEFZERE
BEREAERATEN, GltiEE 6 fEE—EZBEF—(EEENEHN VPC RIFELR

¥R Cisco B , BAEFIT T HIENE :

- BRENBRE,
« HEZE Crypto ISAKMP B F 55 R ME—,

A TENBEARESR 76



AWS Site-to-Site VPN A%
« HE Crypto FEBERFIISREM—#,

« HEZE Crypto IPsec HB#EE 45 F Crypto ISAKMP BURF SR E LR EMN T EM IPsec BEHIRE
&R,

- TEE SLA iR EME—1,
- REAFFFEEENEARER cEABBRENIEREEE,

Juniper & : Hh&EH
THERBAR Juniper J K5I SRX HEFRAEEENHEEBEREN,

- NEHREEA ge-0/0/0.0,

- BESRMEID WA st0.1 M sto.2,

- BEMEB LTRENTLES HEEAERAERN "F2EE BE).
- FBLEBIRTAENRLES EREFAEATRRN "2EE EBHFH).

# Windows Server 2 E A AWS Site-to-Site VPN B EEHEE

2R LAHE 11T Windows Server (AIAREEEEA VPC WEFHERE, BHRERE VPC B EC2 #1T
EfE =k B 2 M A ARER L #1T Windows Server , B FEA THIEF, THEFER® Windows Server
2012 R2 R EF AR,

B #%

- BRELH Windows H1T{EEE

- $B 1 B VPN EEERTEEN VPC

- $B2: TH VPN EENEEER

- B 3 : §%%E Windows Server

- FBR 4 RE VPN BE

- SB 5 MASENEEER

- S8 6 : AIE VPN E#E

R EIERR Windows #{T{EEE

MR BEER Windows AMI BRENEY EC2 1 1T{E 8 LE&E Windows Server , 5E#I1T 5 Eh4E :

# Windows Server (X EAEFEFREEE 7
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- FREBTERNRIF/EERE .
1. £ https://console.aws.amazon.com/ec2/ BARX Amazon EC2 £# &,

2. BHUEH Windows H{T{EEE , AREIRIZE Actions (BI1E). Networking (B##8). Change source/
destination check (¥ 3R/ H M b &), 1EF Stop (fF1k) , RREIEZE Save (E7F).

- EMENEERIRE  UERRAEMTERNRE
1. E#ZE Windows #ITER. MFFMEF , F2REREER Windows FITEEE,
2. ARURHIEENR , ARRBREEES,
3. BB Network adapters (#83& E1285) B2,
4

BB AEF RBTEREEME , EWER Amazon Elastic Network Adapter 2% Intel
82599 EHEINAE) , REIBIZE Action (B)fE). Properties (B k).

5. 7£ Advanced (H#Pg) 2% L , £ IPv4 Checksum Offload (IPv4 &= MEIF), TCP
Checksum Offload (IPv4) (TCP R EMRFNEH (IPv4)) 1 UDP Checksum Offload (IPv4) (UDP #&
EEMNMHE (IPv4)) B , RRERE OK (FBXE).

- HSEM P B ERENIRSE  ARGHENTERZIEE, Mm% n#ﬂiﬁaﬂ #2H (Amazon
EC2 EREER) PRYEM IP i, B Tt - ERBYEFFRER , EF Bttt

- MEHTERBNZEEERAFEL IPsec RE. KR , Z2BEATMESHRE. BER
SFENEER B RERARE , BEILEL IPsec REBY THEHBTBABERL : IP
BEARE 50, IP EEAE 51 F UDP 500,

52T Windows #1T{EBEFIEMEEEHY CIDR 88 , #5120 172.31.0.0/16,
S 1 B VPN BEHERTEEZMN VPC

HEWE VPC B VPN ERR | FFHIT T HEME

1. BEVERLEBELEHLERZELN VPC, MFFHMES , F2REVERLERFE,

2. B3 VPN BN EFFEE, $HEEFEE |, 58IEE Windows Server BV /A F IP b,
A VPN EiE |, B RIETRERA , A%E A Windows Server FTIEASEH) CIDR EE |, Hlt0
172.31.0.0/16, MEFMER , FSETE 5 - B VPN EiE,

EY VPN ER2# , 588 VPC BREAREIR VPN ERBAEHR,

SEE 1 B3 VPN EREE 8K VPC 78
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RELER VPC

FIEH) VPC REMNTAE M (AN RA) , SUKEE Windows Server BEAKHITER, MFEFM
B , F2RELH VPC REVT TR,

® Note
AEFHERRIERARMAKEREERAN FHERK. TEEES AL FRKBNEH,

EF# VPN EEREHE

- BEHAFMEEUERLEREARBE , HL Windows Server i (CIDR £EE) & B MK FAE
FHEREBHAR, MEFMEF , 728 (Amazon VPC EAEIER) VR B 2R ATHE M BEREK
EO

- BAERLERERBERE. NEFAES  F2RE(EHRLERIE) £ H R+ RUHRBER,
RENHTERELZERE , LFE VPC M@ < BrER :

- Fi8AFTEA RDP REEMEEFE SSH R Al EFREREHNBEERE VPC FHETE
B, Sl EEAHEERPNEMEEE VPC FH Linux ${TEE | 552 SSHER, x
RER B SR CIDR SSEEARAl , #la0 172.31.0.0/16, WMEFMAENA , 5528 Amazon
VPC &R VPC 2 EEHRA,

- MEAFREEBEFIEA ICMP iR A, & ZEER Windows Server ping #& VPC FH 1T &
g8 ZELURREH VPN ER.

HER 2 TH VPN EErERBER

Al LAE A Amazon VPC 3124 TH VPN E#H) Windows Server #HRERE =,

THEERE

1.

2
3.
4

£ https://console.aws.amazon.com/vpc/ BEX Amazon VPC £ &,
HEEBEE®KD | B2 Site-to-Site VPN Connections (Site-to-Site VPN &%),
BEURH VPN E# | 3iE$E Download Configuration (T EAHAE),

IZEY Microsoft AB 3. Windows Server ¥ & , MK 2012 R2 AE#. iEZ Download (T
), BAULUREBBREFER,

HEERESBUTIEINEARR. CEFILEFARTIMA , BEABE X,

S22 TH VPN EZWERBESR
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https://docs.aws.amazon.com/vpc/latest/userguide/create-vpc.html#AddaSubnet
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vgw-1a2b3c4d Tunnell

Local Tunnel Endpoint: 203.0.113.1

Remote Tunnel Endpoint: 203.83.222.237

Endpoint 1: [Your_Static_Route_IP_Prefix]
Endpoint 2: [Your_VPC_CIDR_Block]

Preshared key: xCjNLsLoCmKsakwcdoR9yX6GsEXAMPLE

Local Tunnel Endpoint

SR VPN BEERAFFREEEM IP it

Remote Tunnel Endpoint

ERLERENWE IP itz — , B 1EER AWS iwhY VPN E#,
Endpoint 1

I VPN EIEE | EEATRERAEN IP FE, EEREMEEPILIER VPN EEEE VPC
8 1P Hbhl,

Endpoint 2

EEIESEIEREZ VPC K IP it #E (CIDR [E#) (420 10.0.0.0/16),
Preshared key

£ Local Tunnel Endpoint #1 Remote Tunnel Endpoint ZBEAREII IPsec VPN EZH
BARELR,

EMEBEEMEBERES VPN ERN—52. SEEESHSEES VPN E&K Amazon i 18 5!
VPN &85, #HAR-XIABT—EBEERE , {H% BEEEEF —EEENERABETRL. &F
FEEBEVHRRKENEFNSFETAL. RA—RARERA—EBE , Fr Amazon VPC X2 &8
EH—EEECHR. ERAUMNTA , IAETFENTEMEH,

REMEBEER , WREEERNIBRLERE AWS |, £8 VPN EREELEIENOBREBREIER
IEFENF—EEE, ELRERFFAERER K REMEBEREE

(® Note

TREERILERE L#T AWS fliTiHE, LEFSTREAE VPN EERERENESP 2
——REE, ERMPTHEFERE , S0 VPN EESEHRTEREIE _EAEE.
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HRR AR IR (IKE) M IPsec £ BN (SA) WHMMEBEA S REE THNERE S,

MainModeSecMethods: DHGroup2-AES128-SHA1

MainModeKeyLifetime: 480min,@sess

QuickModeSecMethods: ESP:SHA1-AES128+60min+100000kb

QuickModePFS: DHGroup2
MainModeSecMethods

IKE SA WINZEME BB EE X, ELEE VPN EHFENERRTE , FEKER Windows Server IPsec
VPN BRI FEERERE

MainModeKeyLifetime
IKE SA €884+ miEH, ER VPN ERNEZRERE , @R=E Windows Server IPsec VPN E#REY
FEEXERE -

QuickModeSecMethods

IPsec SA IMZEME pEaFEEZ, ELE VPN BENERRZT , FKEE Windows Server IPsec
VPN BRI FEERERE

QuickModePFS

HMEREE IPsec TERBREAESV/ERERRE (PFS).

B8 3 : % F Windows Server
EIRRTE VPN BiEZ 8] , BAAETE Windows Server E 2R R ERBARRBEFIRSE. S0 ZHER
FREFIERARK ENER,
%2 4 IR B N IR i 17 EAR 7S
1. B AEH Windows Server,
2. BI{EBARIRE K ARBRBEFRI[EES,
3. ZHEEHARRRFERE
a. NEBEERENEAGKINE.

b. 7E Before You Begin (B2 8l) EE L , EEHNARBEFSEIER , REREE Next (T
_i)o

$E8 3 : 5%E Windows Server 81
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=

axX iE

1.

c. 1## Role-based or feature-based installation (BBERIgER T ) | RERHEE Next (T—
#)o

d. 1#$E Select a server from the server pool (¢ rl k25 & EZEN R ARER) , FEUERY Windows
Server , RZBIEE Next (T —F),

e. TE;BEIEE Network Policy and Access Services (MR BEMFZEURK). EERNEES
B | #1F Add Features (FTi8Ih8E) , P EL R ACREENINEE.

f. HEMHEREED , i#12 Remote Access (RimFEH), T—%,

g HEEIRIEEEL, BET-F,

h. £ Network Policy and Access Services (8B BUR MFEUARE) EE L , 1##F Next (T—F),
. EERFHNEEL, BET-— *ﬁo 'Td_:T BB ML , #H DirectAccess and VPN (RAS)

(DirectAccess #1 VPN (RAS)), R RHHFEH D , i#EIE Add Features (FTiEIhgE) ,
ELE R Ebﬁ@ﬂﬁi%)’ﬁwa%ﬂ’]lﬂﬁm Tﬂ‘:*ﬁﬂﬁ’]%ﬁqﬂ , I2HY Routing (B&H) , AREZEEF Next(
_5)0

j. 1 Web Server Role (lIS) (Web fAIfREFAE (11S)) HE L , i##F Next (T —%), REFEE
18 |, ARBIBE Next (F—%),

k. 1B Install (RE), TRELER , 55121 Close (B3FA).

B RA A 8% B R IR v 7 B R BR 2R

EE&RTMA L , #IZF Notifications (BH) (BiLE ). EETHRIPBREENTHE, #E Open the
Getting Started Wizard (FABXAPIREE) iEH

i#1Z Deploy VPN only (f£28& VPN),

7 Routing and Remote Access (B8 R IRim1FH) ¥iE A iRH |, HFFREEE , AREE
Action (Eb4E) , BiZH Configure and Enable Routing and Remote Access (5% & M BX F % A & iR
HFE).

£ Routing and Remote Access Server Setup Wizard (BB R EHREFEARSBHRERE) b , €5
—BEEL , &—T Next (F—%).

£ Configuration ((%8) EE L |, BERIRE. T—%,
E#E LAN routing (LAN B&H). Next (T —2). Finish ().

E Routing and Remote Access (3 H R iZinfFE) HFEH RERIR T , 5512 1F Start service (B
BARTE).
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$E 4 3%E VPN BE

BRI TEEHEE THMEREDH netsh I5 T , A Windows Server & SRERERE VPN
‘i,

/A Important

BMEREEE IPsec TERBREAESMTEREHENE (PFS), MRBRIZFHIT netsh 18
B, ©88 SHUARBA PFS (gmpfs=dhgroup2). & EEME A Windows & R E A
PFS , @4 BEFERAWSHFUA,

1EIE
« BIE 1 : 1T netsh IETH
- JE1H 2 : £ Windows Server fE &R E

B 1 : #T netsh IERTE
RTEHVBREEER netsh IBHE , ARBEREE, THASHGIESE,

netsh advfirewall consec add rule Name="vgw-1la2b3c4d Tunnel 1" 2

Enable=Yes Profile=any Type=Static Mode=Tunnel *
LocalTunnelEndpoint=Windows_Server_ Private_IP_address "
RemoteTunnelEndpoint=203.83.222.236 Endpointl=Your_Static_Route_IP_Prefix *
Endpoint2=Your_VPC_CIDR_Block Protocol=Any Action=RequireInClearOut ~
Authl=ComputerPSK AuthlPSK=xCjNLsLoCmKsakwcdoR9yX6GsEXAMPLE
QMSecMethods=ESP:SHA1-AES128+60min+100000kb *
ExemptIPsecProtectedConnections=No ApplyAuthz=No QMPFS=dhgroup2

Name (£1) : B UEALEENEBIRREZNER (vgw-1a2b3csd Tunnel 1),
LocalTunnelEndpoint : i A &85 Windows Server FIFAH IP thiit,

Endpoint1 : & Windows Server FF#E 2 #8##) CIDR [E#f , #5120 172.31.0.0/16, ERAES|HE (") &
fFLLE,

Endpoint2 : % VPC # CIDR B4 VPC I F#E5% , itn 10.0.0.0/16, ERAEEI5% (") #EE1tt
=T
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FE4& Windows Server WS TR REEPHITEMBNESTH, (" TREH TLR LT IIHNIRITX
Fo ) BEREL VPN EENE @ VPN BiE , FEABREEFEZE netsh ETHBEBLERF.

SERKEE |, EERIME 5% E Windows B A&,

WNZE netsh ZEMEEME N , 552 F Microsoft TechNet Library 8 Netsh AdvFirewall Consec @

£°

1218 2 : A Windows Server £ E R E
& 7] LA{E A Windows Server (£ & R ERERE VPN EiE,

/A Important

""T““{Eﬁﬁ Windows Server £l & REMAE LR TBREFTER (PFS). BL4RMBAETE
TEEERBEFRR , €AW SIIMA PFS.

%

- ER7E VPN BEMNZL£RAI
- HEFIEEHERE

- RAXERTEEELE
« E%7E Windows B A &

XE VPN BEMWZ R A
EAREH | BLEEEMN Windows Server LEREZR£RE| , LUEY VPN @i,
FRE VPN BEMNZLHRE

1. FARK Server Manager (AIfREZEEE) , i#E Tools (L E) , ARIEE Windows Defender Firewall
with Advanced Security (2B %L 2 R Windows Defender Firewall),

2. iZEHL Connection Security Rules (E#RZ £ Al). 1EFEF Action (B1E) A% New Rule (¥TiE# Al).

3. 7 New Connection Security Rule (M1 ERZ LK A) BFE+ , £ Rule Type (RAIEHE) HEE
t , i Tunnel (B8) , FiEHE Next (T—2),

4. 7£ Tunnel Type (BEEB#A) BE L , £ What type of tunnel would you like to create (REE L
WIBEEREA) T , ##F Custom configuration (BET#H5E), 1£ Would you like to exempt IPsec-

SER 4 BR%E VPN BE 84
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protected connections from this tunnel (R EfELLBEHEBR IPsec REHERS) T , RIFENHE
(No. Send all network traffic that matches this connection security rule through the tunnel

(71' BBBEEEIFELERZERUNFAEREBRRE)) , RREBEE Next (T—F).
5. ERREEL, BEFEHEAERETHIIRE. FVABHEREVYEE K RAREET -5,

6. T EERMEEL K EWELEREERE1T , BEHME, WALKPERKY CIDR #E ((vR
Windows Server EFRBHEER S , a1 172.31.0.0/16) , RARBEFERTE, LEEVIRELE
FREEERN IP thit,

7. % What is the local tunnel endpoint (closest to computer in Endpoint 1) ({1 2 2<# & & i 2
(REBREWE 1 PREK)) T , 1B Edit (W8). £ IPv4 address (IPv4 tbik) A F , W@AE
Windows Server BIFAK IP it | SR%&IEZE OK (FEJE).

8. #& What is the remote tunnel endpoint (closest to computers in Endpoint 2) ({1 B 2 i% i 8 & i 2
(R E 2 PHER)) T , iB2 Edit (§8E). £ IPv4 address (IPv4 Hbiit) A |, E AR REHRE
BiE 1 WEBRIMNERE IP bt (3328 Remote Tunnel Endpoint) , R#%&I1ZE OK (BE).

/A Important
MREEHEE 2 ERMERF , FHLERUEE 2 iR,

9. 1 Which computers are in Endpoint 2 (iw % 2 THYEK) T , ##F Add (¥1#8). £ This IP
address or subnet field (It IP it 5} FHEREHEAL) A , B A& VPC 1Y CIDR E#R , AR%BIRIE OK
(FEZE),

/A Important
BLBEEHRERRPEEZE Which computers are in Endpoint 2 (26 2 T B BLEE ).
SER USRI EEE Next (T—F) , BRIEEEREEHRIARES
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10.
11.
12.
13.

14.
15.
16.

i New Connection Security Rule Wizard
Tunnel Endpoints
Specify the endpoirds for the IPsec tunnel defined by this rue
Sieps: Which computers are in Endpoint 17
@ Fue Type 172310016 A
Turmel Type
Reguiremer
& Tunnel Endpoints
& Authentication Mathod
uihertiaton 1t ‘What is the local lunnel endpoint (closes! 1o compulers in Endpoint 1)7
@ Profile .
IFv4 address: |172.3' 1336 [ Edit._ ]
@ Name )

P46 address: |

[] Apply IPsec unnel authorzation as specified on the IPsec Settings
tab of Windows Firewal with Advanced Security Properties.

What is the remote tunnel endpoint (closest to computers

in Endpoint 2)?
IPvd address: (54 240 204 89 ' Edt..
|PvE address | l

Which compulers are in Endpoint 27
10.0.0.0:16 [ i |

BRCEENAMEREY ERER , ARRET—

ERJFLHEE@E L , BREGER , AREERG].

£ First authentication methods (E— B & 28T/ HE) T , #iF Add (F38).
EMALLASE GANEERNFELHLASRE K RAREERE,

/A Important

MREEHBE 2 EENERF , FHLRIEE 2 WHEARESR,

HEZE RIEHN First authentication is optional (38— {85 2 5 FE AIEA) , AREE OK (BE

igg Next (-F_i)o

ERERERL , £EWM T =E&ES 5 : 85, Private (FAF) M Public (2F). EIZE Next

(T_i)o

HER4:

FRE VPN B&i&
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17. £ Name (B218) HEE L , MALERSAANEZRE (Bl VPN to Tunnel 1), REEFEREF Finish (5
FX)o

ERLRERF  EEEEBERNEE 2 &8,

2% , B VPN EEREREMEEE.,

{1y

MR EE A RE

g
[

{1y

¢

1. BABK Server Manager (fAfRESEEE) , #1ZF Tools (LE) , :#E Windows Firewall with Advanced
Security (EEER T2 MR Windows B5 A &) , A% EEN Connection Security Rules (E#RZ £
A1),

2. AWMEEER=ETHIEE :

 Enabled (ERA) & Yes
« Endpoint 1 (i3 1) 28 CIDR E#
- Endpoint 2 (i3 2) 2% VPC #9 CIDR [E#
« Authentication mode (& 2 B #E ) B Require inbound and clear outbound
« Authentication method (& 2875 %) & Custom
« Endpoint 1 port (4% 25 1 E1ZE) A Any
« Endpoint 2 port (i 8 2 E#EIE) & Any
* Protocol (BFAHE) & Any
3. EBEE—GRHA , RRIERE Properties (B1).

4. 7FEAuthentication (5 2 B =) R5|1ZEM Method (57%) T , i##E Customize (HE]). HEER First
authentication methods (E— B S 2 EBEH LX) TEBEHEERPHNERBELLASE  ARERE
2 OK (F&E).

5. £ Advanced () EH L , #5828 Domain (#813). Private (FA78) # Public (28).

6. 7 IPsec tunneling (IPsec @i&) T , i##E Customize (B3]). HEFR T3 IPsec BEIRE , A%IR
1 OK (FBE) , BBE— X OK (FEXE) BRI RE .
- BiEH Use IPsec tunneling (fEf IPsec Bi&),

« Local tunnel endpoint (closest to Endpoint 1) (A EE R B (RIFLIKE 1)) 222 Windows
Server Y IP #biit, MREBHEFRELEER EC2 H1THEE , LEVEBTHEENFTLE IP #hil,
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« Remote tunnel endpoint (closest to Endpoint 2) ((RimEE IR (RIFEHE 2) @S EENE
BIERE P i,

7. BIRUESE —EEE/ properties (Bit), B EEEELEE 4 3 7,

BAXERTEREELE

BUNERARTIRAETERTREENE., BT EREREMRALLIEE,
BMAETRTEEELR

1. TEIEH Windows Server A | FRFH SRR RBE.
2. MATH®GS , MEGRENE —HREFRABZBEN rule_name,

netsh advfirewall consec set rule name="rule_name" new QMPFS=dhgroup2
QMSecMethods=ESP:SHA1-AES128+60min+100000kb

3. HE_EBEESELSR2, EAULEHENE ZFERRIBBIN rule_name,

& E Windows B X &
EHRARELIRERSHAE  FE—BEXY IPsec BFEAFEAERILERIE,
=% E Windows B A f&

1. BARK Server Manager (fAfRESBEEE) , i#IE Tools (L E) , AKRIEE Windows Defender Firewall
with Advanced Security (E B #R % £ 48 Windows Defender Firewall) , B2 Properties (B
).

2. 1f IPsec Settings (IPsec %) B& L , 7 IPsec exemptions (IPsec BERR) T , #58 Exempt
ICMP from IPsec (& IPsec #EBR ICMP) A& No (default) (& (FEE%1H)). R IPsec tunnel
authorization (IPsec BE&E##) A& None (&),

3. £ IPsec defaults (IPsec 785%{E) T , i&## Customize (BE]).

4. 7f Key exchange (Main Mode) (3 #: (FE&R)) T , i#E Advanced (EFE) , RERIEIEF
Customize (BE])-

5. HHEFJERESHRIB|RENZREMFET  BRE—([EHEAEATHIERE
- STEM : SHA-1
0% : AES-CBC 128
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- S|REE L : Diffie-Hellman 4l 2
. 1 Key lifetimes (£#£diBH) T , #E% Minutes (98€) & 480 B Sessions (LERER) & 0.

& L

REEHRIBEERPHELER,

ﬁu

MainModeSecMethods: DHGroup2-AES128-SHA1l,DHGroup2-3DES-SHA1
MainModeKeyLifetime: 48@min,@sec

6. 7E Key exchange options (£#83#1i#18) T , iEH Use Diffie-Hellman for enhanced security (£
A Diffie-Hellman 8% %) , RREEFE OK (FEXE).

7. 1f Data protection (Quick Mode) (EfMRE (RIEER)) T , FEH Advanced () , BiEE
Customize (BE])o

8. 1#HY Require encryption for all connection security rules that use these settings (FT B £ 18 L 5%

ENERZEHAUFTEMR),
9. ¥t Data integrity and encryption (BRI ZRMEMMBR) T , RBFERE :

- BHAWE : ESP

- TTEM . SHA1

n# : AES-CBC 128
4+ aiBE : 60 988

BEESHEIEEEPNUATER,

QuickModeSecMethods:
ESP:SHA1-AES128+60min+100000kb

10. 1##E OK (F&E) E Customize IPsec Settings (BT IPsec R7E) HFEH R , BiEE OK (FBEE) f#
FHRE,

HER 5 BAENEERR

ETR, RE TCP EARMEBMBEFAT A, ST 5IESMITE A #4TMEZE : HKLM\SYSTEM
\CurrentControlSet\Services\Tcpip\Parameters, EX B EZHNFLEHATISER, &
FEEMIEE SR EAEHREERKRES.
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A RIE R

1. #RIEH Windows Server BiBI i S 1R PowerShell TERER |, SREE A regedit BUE) & 4w B
2

2. {K#ER B HKEY_LOCAL_MACHINE, SYSTEM. CurrentControlSet, Services (BR#§). Tcpip &
Parameters (Z#),

3. # Edit (fR85) 25 , 52E New (¥718) , AR#&IEE DWORD (32-bit) Value (DWORD (32 fiT)
{E)o

i A\ & 8 EnableDeadGWDetect.

JZEY EnableDeadGWDetect , SA#%IBEMRE. B,

£ Value data (HEEHR) F , WA 1, ARIEE OK (BE).
BARA B RIS W EM MM MRS,

N o o &

MESMET |
SER 6 : HIE VPN E#

EZEZAE VPN BEZEERIEHERE , BESLN VPC FEBHTHEE K BERERRBRER. T
HITER % , REH Windows Server ping THIFAE IP thit, EREFEFFHEEEEEXRER , VPN
BEREHR, Ft , ping S thERRIA VPN ERE,

nl‘ﬂ

2R Microsoft TechNet Library F#Y EnableDeadGWDetect,

NERIE VPN EEZR DB | 5528815 AWS Site-to-Site VPN E#R,

MR ping BHKRM , FRETHEMR :

- MELCRELSHERL , AFFE VPC #1TEER ICMP, yu%“ﬂaﬁ Windows Server 2 EC2 %l
TER  FREZSBEENEHRARAR IPsec RE. MEFHMENR , FSBELH Windows #H
1T,

- BELE ping WHTERBEXRRBREAZEE ICMP, EEEMEH Amazon Linux AMI,

o MREE ping W ITERZE Windows H1TER , FHERTBTERILE Windows B X iE L RUAE
A ICMPVv4,

- MELCHAEN VPC L FRREMRERAR. MEHMEN , F2EH B 1 B VPN E#zE
ERELZR VPC,

- MREHNEFABEREER EC2HTHEE A BREECLCEFEHAEIATERBNRF/BENtRE, MEFHA
B, F2BERESLEN Windows B 1TEE,
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£ Amazon VPC & # VPN Connections (VPN &) BEEHA , #ZEUEM VPN B, F—EEEA
UP (BE) M8, F_EBEECDRE , BRIEFE—EEEREMN , RATEER. BYUNEZBERTE—
%H%Faﬁo

AWS Site-to-Site VPN EF R B & S MED K

RHEREFFERENBERN , BESEARZBILNE L. AETNWIIMEEED BIRE—BRRER ,
FARECERARELERERME (BH BGP) WEE LR ELTRERKH ( AAH BGP) WHBRRH
PEfRRSRE, T5|ERER Cisco. Juniper #l Yamaha BEF R EEBNEEIEEHRELE S,

BRTASHHNIEIE 2 , BH AWS Site-to-Site VPN B it ¥ SRR R VPN ERREEEEH.
ME—ORERE , 5iE28 HEE AWS Site-to-Site VPN E 4R,

&

- FAERBEBABHEH AWS Site-to-Site VPN JEARHE ST iH & B

- EREEARFEEAHENERTYH AWS Site-to-Site VPN B AR THIED K

« ¥$EE Cisco ASA EE BB B AWS Site-to-Site VPN EFHE THIERL B

« ¥Ed Cisco I0S FEF BB ER AWS Site-to-Site VPN B AR 1T FE R B

- HREEAFMEWHER Cisco I0S EFFIEZEEN AWS Site-to-Site VPN EIRHETHIED BT
« ¥ Juniper JunOS B FEEEHER AWS Site-to-Site VPN EAREITHER B

+ ¥ Juniper ScreenOS & FFEZER AWS Site-to-Site VPN EARE 1T HEERD B

- ¥i8d Yamaha B F REZE B AWS Site-to-Site VPN JE#RHE 1T iR FE 2 B

Ht &R

« Amazon VPC i#iE

 A{ATEHEEEE Amazon VPC By VPN BIEELRE T HIEHERR 2

FER2REEEAHEY AWS Site-to-Site VPN EiFHETHED &

TERTRERERZRAFERE (BGP) cFFFERENHELH —MKHRHA, RMtLERERMAE
BREEEINAE, FMEF R TRERERMEME.
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IKE

IPsec

BGP

Y IKE Z£BBREFE,
FEH KE RE=BB T B XMARE IPsec REFEBH TR,

1l
=

WR IKE Z2BBTFE , FREEN KE HERE, SXANERERTDAS , &
EME, BokE, TREHRENEXSH.

MR IKE Z£BHEFE , 58 ZE "IPsecy o
Y| IPsec £ B3 (SA) RBFEo

IPsec SA BREEA S, EHENEFHELXE , LAY IPsec SA REEMER FiR
e, BRESNBARERPMY  REMNR, EoRE,. TERHRBMNEXSE,

MR IPsec SA FF1E |, FEREEH IPsec #ARE,
R IPsec SA 71 , B8 E "HBE. .

BRERELENRFABHRE (MERBBE , FLEAWS Site-to-Site VPN & F &

KENHAESRL). MERE , FEE.

Y 1P ERERERBBEE,

BENS—mERNERBERPIEEN IP thit, ERAEREMI S BGP #
T H Ry, RGN EFFRERE ping EEbIE , RS ERMBRER IP R

£,

R ping TAY , FRELHBEREAR , BEREIERN IP bt
R ping K, FBE "BGP, .

Y| BGP HEHE HEETERBERBAERT,

s —EREMIT FIESE

s EENEFHEEEEL |, ¥E BGP kAR Active = Established . BGP Hi&E
KHNEE 0 WHWEHEFIESEAERT,

- FEAEFFAEREEELQERLERENSHEKIEHA (0.0.0.0/0),

MRBEEFEMAREE | FREEHN BGP HEE,

B BGP W E
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MR BGP WEEEY , LRI TFEHYLANETHE  ERRENBEREER. B
RMEEEEER IR,

EREERABEEINHBENERTEH AWS Site-to-Site VPN EiFETHED
i)

TERTREHTERZARERE (BCP) cFFFERENHEDH —RH. RMItLEBERA
KENRIFEIIE, FHEAFREREREME.
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IKE

IPsec

| Start
. .

Does an IKE
Security Association
exist?

Does an IPsec
Security Association
axist?

Are the correct
firewall rules set up?

|s there P
connectivity via the
tunnel?

Is the virtual
private gateway
attached to the

VPC?

I
Yes
Y

Mo

Review your IKE
configuration

Review your |Psec
configuration

Review your firewall
configuration

Review tunnel
interface configuration
to ensure the proper IP
address is configured

Tunnels are configured
correctly. You're done,

-

Use the AWS
Management Console
to attach the virtual
private gateway to the
VFC

T2 BGP HY&iE
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ERAEER

IKE

IPsec

=

Y IKE Z£BBREFE,

&b 2

Be 23X

FEH KE RE=BB T B XMARE IPsec REFEBH TR,

) ) ]

ax  E o

1l
=

MR IKE Z£BABAFE , FRESHN IKE B
EME, BokE, TREHRENEXSH.

R AENMBRERERDAS &

X

MR KE Z£B@BEE , BB ZE "IPsecy o

¥IBf IPsec R£ B (SA) REEFTE

IPsec SA BREEA S, EHENEFHELXE , LAY IPsec SA REEMER FiR
e, BRESNBARERPMY  REMNR, EoRE,. TERHRBMNEXSE,

MR IPsec SA FF1E |, FEREEH IPsec #ARE,

R IPsec SA 71 , B8 E "HBE. .

BRERELENRFABHRE (MERBBE , FLEAWS Site-to-Site VPN & F &
HEEWHAEER, MERE , BEE.

FRRERR

Y 1P ERERERBBEE,

BENS—mERNERBERPIEEN IP thit, ERAEREMI S BGP #
T H Ry, RGN EFFRERE ping EEbIE , RS ERMBRER IP R

=
o

R ping ALY , FFMEENEEREAER , BEREIERA P tit,
R ping B, BBE "THREKBE, .

st —EEEHT FHES

- BERLCKFERBFEEUBES T —EkER VPC CIDR.
- BREEKBEEBINEE Amazon VPC £ A | BHERMEFESRERAD

& HY R BRARER o
MRBEAFELAME , FRBEHRERRE,

M EREESERIIRRE | FRENTERK.

& BGP W& E
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¥JBd Cisco ASA ZEF BESE K AWS Site-to-Site VPN E#REITHIER

ERY Cisco EFREEEERBEETHEZHE , 5ZE IKE, IPsec MEH. EAKETIERHK
BEMENE LR |, (BEBER IKE BB (ERHBEI) , —Km L,

/A Important
BLE Cisco ASA EXEBIEAF/FmER. BEEMEMAIEL Cisco ASA B, —IRARBEE—E#EH
PHEE, Z—EFTEEREEE—BRERLFEAR , TEERERY. FHBEEAF
ERPUESHETIER , T FLULE : Rejecting IPSec tunnel: no matching
crypto map entry for remote proxy 0.0.0.0/0.0.0.0/0/0 local proxy
0.0.0.0/0.0.0.0/0/0 on interface outside

IKE

EATS 5. BEREREFREREN IKE REER,

ciscoasa# show crypto isakmp sa

Active SA: 2
Rekey SA: @ (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 2

1 IKE Peer: AWS_ENDPOINT_1

Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

BEZEED —HZTEEREPMIEEREFEEN src B{E, state B{EEA MM_ACTIVE , M
status FEA ACTIVE, RAOEEHREMIEE EREMARRE | BRR IKE RIEBERE,

MF\E-SHEDE , FUT T I TREBREZDEHEAN BFEAL

router# term mon
router# debug crypto isakmp

£/ T 5lan &= R BRE
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router# no debug crypto isakmp

IPsec

AT k. BEBEREFREREN IPsec 5REER.

ciscoasa# show crypto ipsec sa

interface:

Crypto map tag: VPN_crypto_map_name, seq num: 2, local addr: 172.25.50.101

access-list integ-ppe-loopback extended permit ip any vpc_subnet subnet_mask
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (vpc_subnet/subnet_mask/0/@)

curre

#pkts
#pkts
#pkts
#pkts

outside

nt_peer: integ-ppel

encaps: 0, #pkts encrypt: 0, #pkts digest: 0
decaps: 0, #pkts decrypt: 0, #pkts verify: 0
compressed: @, #pkts decompressed: 0

not compressed: @, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: @, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

#send errors: @, #recv errors: 0

local crypto endpt.: 172.25.50.101, remote crypto endpt.:

path mtu 1500, ipsec overhead 74, media mtu 1500

current outbound spi: 6D9F8D3B
nt inbound spi : 48B456A6

curre

inbound esp sas:

spi:

0x48B456A6 (1219778214)

transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 2, }

sl

sa timing: remaining key lifetime (kB/sec): (4374000/3593)

IV

replay detection support: Y

An
0

ot: @, conn_id: 4710400,

size: 16 bytes

ti replay bitmap:
x00000000 0x00000001

outbound esp sas:

spi:

0x6D9F8D3B (1839172923)

crypto-map: VPN_cry_map_1

AWS_ENDPOINT_1

Cisco ASA
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transform: esp-aes esp-sha-hmac no compression

in use settings ={L2L, Tunnel, PFS Group 2, }

slot: @, conn_id: 4710400, crypto-map: VPN_cry_map_1

sa timing: remaining key lifetime (kB/sec): (4374000/3593)
IV size: 16 bytes

replay detection support: Y

Anti replay bitmap:

0x00000000 0x00000001

HREEBEERE , FEZHFESREREEESR inbound esp sas Hl outbound esp sas. ERERYIH
SA (5l | spi: Ox48B456A6) , MH IPsec FREIER,

£ Cisco ASA # | IPsec REEEZREBNRE EZXNENRE) cRTELHR, A—BERE
IPsec e | EBHEERE SLA B3, SLA EinaidgeEmit ‘ﬁ‘u’J 2, ﬁé;% IPsec fEAH.

BB AERA TS ping 5 , 3 IPsec BB SFRAE.

ping ec2_instance_ip_address

Pinging ec2_instance_ip_address with 32 bytes of data:

Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128
Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128
Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128

Ping statistics for 10.0.0.4:
Packets: Sent = 3, Received = 3, Lost = @ (0% loss),

Approximate round trip times in milliseconds:
Minimum = @ms, Maximum = Oms, Average = Oms

MFE—SHEDE , FEAT I SBARE.

router# debug crypto ipsec

£/ T 5a &5 RABRE,

router# no debug crypto ipsec
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B R

Ping BEK B —ik, MBEEBEEZEAN , QIEH IPsec EZBEY, MREEEXEN , FRELN
FEHURE , RESEZFHEM IPsec —Hi,

MRFERERENANITEE  FRETIEA.
1. BRFHREREAFEMZRIEEBINRE,

EOERA T B a S RBAT R RS

ciscoasa# show run crypto

crypto ipsec transform-set transform-amzn esp-aes esp-sha-hmac

crypto map VPN_crypto_map_name 1 match address access-list-name

crypto map VPN_crypto_map_name set pfs

crypto map VPN_crypto_map_name set peer AWS_ENDPOINT_1 AWS_ENDPOINT_2

crypto map VPN_crypto_map_name set transform-set transform-amzn

crypto map VPN_crypto_map_name 1 set security-association lifetime seconds 3600

N

2. ERAUATHTREFIRE.

ciscoasa# show run access-list access-list-name

access-list access-list-name extended permit ip any vpc_subnet subnet_mask

3. WRUFHFERDER., TIHHMFEEENRFERE VPC F### 10.0.0.0/16 AR AERR

=,

access-list access-list-name extended permit ip any 10.0.0.0 255.255.0.0

4. 1% Cisco ASA £EHTEMHE , EFCEAHEEE Amazon BEHEF (Hlm
AWS_ENDPOINT_1/AWS_ENDPOINT_2).

WRIEE L Amazon BB HES |, Bl ERE Amazon VPC EE AP IEMNFERA , LREEHIT
BN =z eEE,

MFE-SHEDE  FREAR.

o
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RE®ESRE

MEBEUFERE , BREREERSY , BERMBESEN (SERMEFBA ) UBFERRE
BB, ZEJB{S Cisco ASA tHEERT :

1. BITTH&GS :

ciscoasa# conf t

ciscoasa(config)# interface tunnel X (where X is your tunnel ID)
ciscoasa(config-if)# shutdown

ciscoasa(config-if)# no shutdown

ciscoasa(config-if)# end

HE , BUUERAETHS

ciscoasa# conf t ; interface tunnel X ; shutdown ; no shutdown ; end

2. BERmE%E , FWmE VPN E BEEHEY , UK REREREEERS,

¥1Ed Cisco IOS ZEF BB £ ER AWS Site-to-Site VPN E#FE THEDE

E8Y Cisco EFFRERX ENERBBEETHED R , FEENMASE : IKE, IPsec, HEiEHN BGP,
A EMIEFHEZENE LR |, BEZREHK IKE Bith (B HERIN) , —BE L,

IKE

EATS 5. BEREREFREREN IKE REER,

router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst STC state conn-id slot status
192.168.37.160 72.21.209.193 QM_IDLE 2001 ® ACTIVE
192.168.37.160 72.21.209.225 QM_IDLE 2002 ® ACTIVE
BEZEED —HZTEeRETMIEEREFEMN stc B{E, state FEA QM_IDLE , M status

FEA ACTIVE, A EE HE1EE ERAEMAREE | #RR IKE RIEHERE,
MEH—SHEDE K FHT TGS REARUDEEAN BFEALS,
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router# term mon
router# debug crypto isakmp

£/ T 5 e == R BRER .

router# no debug crypto isakmp

IPsec

EATS s, BEEREFREXREN IPsec 5 E EM.

router# show crypto ipsec sa

interface:
Crypto

Tunnell
map tag: Tunnell-head-0, local addr 192.168.37.160

protected vrf: (none)

local
remote

ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

current_peer 72.21.209.225 port 500
PERMIT, flags={origin_is_acl,}

#pkts
#pkts
#pkts
#pkts
#pkts
#send

local

encaps: 149, #pkts encrypt: 149, #pkts digest: 149
decaps: 146, #pkts decrypt: 146, #pkts verify: 146
compressed: 0, #pkts decompressed: 0

not compressed: @, #pkts compr. failed: 0

not decompressed: 0, #pkts decompress failed: 0
errors @, #recv errors 0

crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.225

path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)

inbound esp sas:

spi:

Ox6ADB173(112046451)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE
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inbound ah sas:

inbound pcp sas:

outbound esp sas:
spi: ©xB8357C22(3090512930)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

outbound ah sas:

outbound pcp sas:

interface: Tunnel2

Crypto map tag: Tunnel2-head-0, local addr 174.78.144.73

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26
#pkts decaps: 24, #pkts decrypt: 24, #pkts verify: 24
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: @, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.193
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:
spi: 0xB6720137(3060924727)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes
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replay detection support: Y replay window size: 128

Status: ACTIVE
inbound ah sas:
inbound pcp sas:
outbound esp sas:
spi: @OxF59A3FF6(4120526838)

transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }

conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

outbound ah sas:

outbound pcp sas:

HASEEERE , FEZHFSERES inbound esp sas # outbound esp sas. BERFIH
SA (il , spi: @xF95D2F3C), A Status A& ACTIVE , Bl IPsec &€ E®,

MFE—SHEDE , FEAT IR TRARE.

router# debug crypto ipsec

£/ T 5lan &= RABRE,

router# no debug crypto ipsec

BiE

E%  BRECERALENGAERL. MEHEET
BB AR

WMRIEHIBE R AR EIERE | AIEEERA T I o REST

router# show interfaces tunl

SESBAWS Site-to-Site VPN B F B

B .
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Tunnell is up, line protocol is up
Hardware is Tunnel
Internet address is 169.254.255.2/30
MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 174.78.144.73, destination 72.21.209.225
Tunnel protocol/transport IPSEC/IP
Tunnel TTL 255
Tunnel transport MTU 1427 bytes
Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)
Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate @ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
407 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, 0@ throttles

X line protocol ERE, D BISEEERER IP tt, REFENEE , REESFE IP bt
AEFEEEE. REMN P it AERAEHENBEHEEMER, #E Tunnel protection via
IPSec EFE. REMEEERE BTG T. EEHAEMEE , FREERE , TREREFH
EREENERERE,

Bt ERATHHS , 5 169.254.255. 1 iR ERAEREEN A IP thit,

router# ping 169.254.255.1 df-bit size 1410

Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.255.1, timeout is 2 seconds:
Packet sent with the DF bit set

BEZEE RAERER.
MEFE-SHEDE , FREAR.
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BGP

EATH o

router# show ip bgp summary

BGP router identifier 192.168.37.160, local AS number 65000

BGP table version is 8, main routing table version 8

2 network entries using 312 bytes of memory

2 path entries using 136 bytes of memory

3/1 BGP path/bestpath attribute entries using 444 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

@ BGP route-map cache entries using @ bytes of memory

@ BGP filter-list cache entries using @ bytes of memory

Bitfield cache entries: current 1 (at peak 2) using 32 bytes of memory
BGP using 948 total bytes of memory

BGP activity 4/1 prefixes, 4/1 paths, scan interval 15 secs

Neighbor v AS MsgRcvd MsgSent TblVer 1InQ OutQ Up/Down State/PfxRcd
169.254.255.1 4 7224 363 323 8 0 @ 00:54:21 1
169.254.255.5 4 7224 364 323 8 0 0 00:00:24 1

EEdHmEMLIEE, F—EHEXEEE State/PfxRcd WBES 1.
WR BCGP HEREEME , FHRALNEFFAERERSE VPC NETERREH (0.0.0.0/0),

router# show bgp all neighbors 169.254.255.1 advertised-routes

For address family: IPv4 Unicast

BGP table version is 3, local router ID is 174.78.144.73

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Originating default network 0.0.0.0

Network Next Hop Metric LocPrf Weight Path
*> 10.120.0.0/16 169.254.255.1 100 0 7224 i

Total number of prefixes 1

A BMELERERLERERIIHEZE VPCHIFE,
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router# show ip route bgp

10.0.0.0/16 is subnetted, 1 subnets
B 10.255.0.0 [20/0] via 169.254.255.1, 00:00:20

WEE-SHEDE , FREERE.

¥R B2 RFEWHER Cisco I0OS BEFBEZEER AWS Site-to-Site VPN E
FIETHED

E8Y Cisco EFFRERENERBBEETHEDE R , FEE=H#F : IKE, IPsec MEE, &AM
EAIEFHREZEELRESE , BEBRER KE FMis (RIRHERRIN) , —&6E L,

IKE
AT 5. BEEREFMEREN IKE REER,

router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst STC state conn-id slot status

174.78.144 .73 205.251.233.121 QM_IDLE 2001 ® ACTIVE

174.78.144 .73 205.251.233.122 QM_IDLE 2002 ® ACTIVE
BEZESED - TEEBERFIEERREEN stc BB, state A QM_IDLE , M status

FEA ACTIVE, RAE B SEMIEE BREMARRE | B3R R IKE RIEEERE,
MEH—-SHEDE  FHT TGS RBMARMDEEAN BFEHALE,

router# term mon
router# debug crypto isakmp

£/ T 5lan &5 R BRE

router# no debug crypto isakmp

IPsec

FRATY v, OEBEREFHAEEERN IPsec SREIERE,
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router# show crypto ipsec sa

interface: Tunnell
Crypto map tag: Tunnell-head-0, local addr 174.78.144.73

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.225 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 149, #pkts encrypt: 149, #pkts digest: 149
#pkts decaps: 146, #pkts decrypt: 146, #pkts verify: 146
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.121
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)

inbound esp sas:
spi: @x6ADB173(112046451)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: ©0xB8357C22(3090512930)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
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Status: ACTIVE

outbound ah sas:

outbound pcp sas:

interface: Tunnel2
Crypto map tag: Tunnel2-head-0, local addr 205.251.233.122

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26
#pkts decaps: 24, #pkts decrypt: 24, #pkts verify: 24
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.122
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:
spi: @xB6720137(3060924727)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:
spi: OxF59A3FF6(4120526838)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0
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sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes

replay detection support: Y replay window size: 128
Status: ACTIVE

outbound ah sas:

outbound pcp sas:

HRESEBERT , BEZHFSEEFEER inbound esp sas # outbound esp sas. ERZYIH SA
(i | spi: ®x488456A6) , IREEA ACTIVE , M H IPsec % E [E#.

MFE—SHEDE , FEAT IR SRARE.

router# debug crypto ipsec
AT 5w S AKRE.

router# no debug crypto ipsec
EE

B K FRELAERELENNERA, MEFMEF  FBEAWS Site-to-Site VPN & F BE S
%E’JFHAJ‘I A,

MREHIBE NER AR EIER , AIEEEAT IR RETHEDE.

router# show interfaces tunl

Tunnell is up, line protocol is up

Hardware is Tunnel

Internet address is 169.254.249.18/30

MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255

Encapsulation TUNNEL, loopback not set

Keepalive not set

Tunnel source 174.78.144.73, destination 205.251.233.121

Tunnel protocol/transport IPSEC/IP

Tunnel TTL 255

Tunnel transport MTU 1427 bytes

Tunnel transmit bandwidth 8000 (kbps)
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Tunnel receive bandwidth 8000 (kbps)
Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate @ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
4Q7 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, 0 throttles

BESREABECKE . 2R EEENR IP ik, EFEMEE , REHLERE P it/ F
FREZE. REM P it NERLERENBELLEMER. BE Tunnel protection through
IPSec EFE. REMEEERE LHTHGS. BEMMEMEE , FRBHERE , IREREFHE
ERENERERE,

BT LERA TS , #§ 169.254.249. 18 i ERILEEEN AL IP ik,

router# ping 169.254.249.18 df-bit size 1410

Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.249.18, timeout is 2 seconds:
Packet sent with the DF bit set

LRZEER RAERER.
B R
EREEENBERBER , FEATIHT.

router# sh ip route static

1.0.0.0/8 is variably subnetted
S 10.0.0.0/16 is directly connected, Tunnell
is directly connected, Tunnel2

BETZEBRANMERESES VPC CIDR MFEIRHE, EERFHE , SO T A RHIEHERA,

router# ip route 10.0.0.0 255.255.0.0 Tunnell track 100
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router# ip route 10.0.0.0 255.255.0.0 Tunnel2 track 200

& SLA BE

router# show ip sla statistics 100

IPSLAs Latest Operation Statistics

IPSLA operation id: 100
Latest RTT: 128 milliseconds
Latest operation start time: *18:08:02.155 UTC Wed Jul
Latest operation return code: OK
Number of successes: 3
Number of failures: 0
Operation time to live: Forever

router# show ip sla statistics 200

IPSLAs Latest Operation Statistics

IPSLA operation id: 200
Latest RTT: 128 milliseconds
Latest operation start time: *18:08:02.155 UTC Wed Jul
Latest operation return code: OK
Number of successes: 3
Number of failures: 0
Operation time to live: Forever

Number of successes WEXRTREACIEFIZRE SLA B,

MEFE-SHEDE  FREAR.

¥t Juniper JunOS B FFEEER AWS Site-to-Site VPN E#R i

EEE Juniper EFFEXENERBEETHEZER K FEENHE .
BGP, B {KEMIEFHIERZ ENEL[ET , HERZBER IKE B (ﬁﬂﬁiﬁgﬁﬁﬂﬂﬁ)

IKE

FATY 5. OEBEREFAELEEN IKE RELER,

15 2012

15 2012

1THER

. IPsec, BEM
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user@router> show security ike security-associations

Index Remote Address State Initiator cookie Responder cookie Mode
4 72.21.209.225 UP c4cd953602568b74 0d6d194993328b02 Main
3 72.21.209.193 up b8c8fb7dc68d9173 ca7cb@abaedeb4bb Main

EZESED -2 TEEBERFIEENERMEERR MU, State FEA UP, TR BB SH{EMIER
B EAARAE (45]20 DOWN) , B&R R IKE KR IERERE,

MFE-SHEDE  FNHHEBERTAER  BA IKE BRLEE, RARHUTTIHT , BEF
RERSEREANS

user@router> monitor start kmd

RSN ER | AT LMER T 5lan S HEEE D B ER.

scp username@router.hostname:/var/log/kmd

IPsec

EATS a5, BREREFREREN IPsec 5 E EH,

user@router> show security ipsec security-associations

Total active tunnels: 2
ID Gateway Port Algorithm SPI Life:sec/kb Mon vsys
<131073 72.21.209.225 500 ESP:aes-128/shal df27aae4 326/ unlim - 0

>131073 72.21.209.225 500 ESP:aes-128/shal 5de29aal 326/ unlim -
<131074 72.21.209.193 500 ESP:aes-128/shal ddl16c453 300/ unlim -
>131074 72.21.209.193 500 ESP:aes-128/shal cle@eb29 300/ unlim -

S &

BEIR , SEARELY BEEERFE) ELEZEIMT. BITHRENBAR (< >) BHEER
BRRERE, FRtP , BARE ("<, , RERLARFEILEFFAERENRE) NMEHRE
(">1) BETFENIT.

WMEFE-SHEDE , FRUA KE EXER GFHEAFSHL—8 KE RB).

Juniper JunOS 113



AWS Site-to-Site VPN EREEE
EE

B% K FEARELERELENBABRA, WERAFEE  FSEAWS Site-to-Site VPN & F
ERERR AERA

MRIEHIBE XA AR EIERE | AIEBERA T It RETHEDE.

user@router> show interfaces st0.1

Logical interface st@.1 (Index 70) (SNMP ifIndex 126)
Flags: Point-To-Point SNMP-Traps Encapsulation: Secure-Tunnel
Input packets : 8719
Output packets: 41841
Security: Zone: Trust
Allowed host-inbound traffic : bgp ping ssh traceroute
Protocol inet, MTU: 9192
Flags: None
Addresses, Flags: Is-Preferred Is-Primary
Destination: 169.254.255.0/30, Local: 169.254.255.2

HEXE Security: Zone IE# , MA Local #itFEEFHEELE BB ERN L,

EE FRATIHGS , UAEBLEMEENRE IP #hutE{L 169.254.255.1, BRNERERREH
B R REFE,

user@router> ping 169.254.255.1 size 1382 do-not-fragment

PING 169.254.255.1 (169.254.255.1): 1410 data bytes
64 bytes from 169.254.255.1: icmp_seq=0 ttl=64 time=71.080 ms
64 bytes from 169.254.255.1: icmp_seq=1 ttl=64 time=70.585 ms

MFE-SHEDE  FREAR.
BGP
T AT,

user@router> show bgp summary

Groups: 1 Peers: 2 Down peers: 0
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Table Tot Paths Act Paths Suppressed History Damp State Pending

inet.0 2 1 0 0 0 0

Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State]

#Active/Received/Accepted/Damped...

169.254.255.1 7224 9 10 0 0 1:00 1/1/1/0
0/0/0/0

169.254.255.5 7224 8 9 0 0 56 0/1/1/0
0/0/0/0

MEE—SHEDE  BFEATIGS , LEBERLERENRI IP it B4 169.254.255.1,

user@router> show bgp neighbor 169.254.255.1

Peer: 169.254.255.1+179 AS 7224 Local: 169.254.255.2+57175 AS 65000
Type: External State: Established Flags: <ImportEval Sync>
Last State: OpenConfirm Last Event: RecvKeepAlive
Last Error: None
Export: [ EXPORT-DEFAULT ]

Options: <Preference HoldTime PeerAS LocalAS Refresh>
Holdtime: 30 Preference: 170 Local AS: 65000 Local System AS: 0
Number of flaps: 0
Peer ID: 169.254.255.1 Local ID: 10.50.0.10 Active Holdtime: 30
Keepalive Interval: 10 Peer index: 0
BFD: disabled, down
Local Interface: st0.1
NLRI for restart configured on peer: inet-unicast
NLRI advertised by peer: inet-unicast
NLRI for this session: inet-unicast
Peer supports Refresh capability (2)
Restart time configured on the peer: 120
Stale routes from peer are kept for: 300
Restart time requested by this peer: 120
NLRI that peer supports restart for: inet-unicast
NLRI that restart is negotiated for: inet-unicast
NLRI of received end-of-rib markers: inet-unicast
NLRI of all end-of-rib markers sent: inet-unicast
Peer supports 4 byte AS extension (peer-as 7224)
Table inet.0® Bit: 10000

RIB State: BGP restart is complete

Send state: in sync

Active prefixes: 1
Received prefixes: 1
Accepted prefixes: 1
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Suppressed due to damping: 0

Advertised prefixes: 1
Last traffic (seconds): Received 4 Sent 8 Checked 4
Input messages: Total 24 Updates 2 Refreshes 0 Octets 505
Output messages: Total 26 Updates 1 Refreshes 0 Octets 582

Output Queuel[Q]: ©

BEZSHENEREEY HM Received prefixes B2 Advertised prefixes &5 1, EEBR
Table inet.0 [EER,

IR State & Established , 5% Last State M Last Error EVSAEFMEFARELE
ﬁ:ﬁ%o

R BGP HEEHECHE , ARBENEFREERE

Il}l

8 VPC 45 FEERE 8 (0.0.0.0/0),

user@router> show route advertising-protocol bgp 169.254.255.1

inet.®: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
* 0.0.0.0/0 Self I

A BRELERERLERERIHEEE VPC HIFE,

user@router> show route receive-protocol bgp 169.254.255.1

inet.®: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
* 10.110.0.0/16 169.254.255.1 100 7224 1

¥ Juniper ScreenOS B FEBEZEER AWS Site-to-Site VPN EiRHETHE

=

%"d‘&]‘ Juniper ScreenOS B EFHEXENERBEETHEDE R , FEENHEE : IKE. IPsec\
EEM BGP, BRI MIEFHIEZENELEE , BEZER KE BR (BREERIW) ,
t,

IKE #1 IPsec

FATY v, OEBEREFAELEEN IKE RELER,

Juniper ScreenOS 116



AWS Site-to-Site VPN EREER

ssg5-serial-> get sa

total configured sa: 2

HEX ID Gateway Port Algorithm SPI Life:sec kb Sta PID vsys
00000002<  72.21.209.225 500 esp:al28/shal 8004lcas 3385 unlim A/- -10
00000002> 72.21.209.225 500 esp:al28/shal 8cdd274a 3385 unlim A/- -1 0
00000001<  72.21.209.193 500 esp:al28/shal ecf@bec7 3580 unlim A/- -10
00000001 > 72.21.209.193 500 esp:al28/shal 14bf7894 3580 unlim A/- -1 0

BEZEERI -HSTESBETEENERREER B, Sta BERA A/-, T SPI €A
00000000 M+ RENEF, HARETHIER KRR IKE RIE#RE.

MEE—SWEDE |, FUNEGEREERDAIES , BUA KE BRHEE,

BEiE

B  SEARELERIEXENBIEREA, MERAEE  F2EAWS Site-to-Site VPN BEF
BEBENABER,

MRIEHB KR AREER | AREER T 5 oo RETREDE .

ssg5-serial-> get intexface tunnel.l

Interface tunnel.l:
description tunnel.l
number 20, if_info 1768, if_index 1, mode route
link ready
vsys Root, zone Trust, vr trust-vr
admin mtu 1500, operating mtu 1500, default mtu 1500
*ip 169.254.255.2/30
*manage ip 169.254.255.2
route-deny disable
bound vpn:
IPSEC-1

Next-Hop Tunnel Binding table
Flag Status Next-Hop(IP) tunnel-id VPN

pmtu-v4 disabled
ping disabled, telnet disabled, SSH disabled, SNMP disabled
web disabled, ident-reset disabled, SSL disabled
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OSPF disabled BGP enabled RIP disabled RIPng disabled mtrace disabled
PIM: not configured IGMP not configured
NHRP disabled
bandwidth: physical @kbps, configured egress [gbw @kbps mbw Q@kbps]
configured ingress mbw Qkbps, current bw @kbps
total allocated gbw @kbps

B—EEEEF link:ready , MA IP it FEFFRAELBEBERZP iU,

BE  FATIGS , WEERAERFENAS IP it B4 169.254.255.1, ENERELEREHX
BOEETRNEE,

ssg5-serial-> ping 169.254.255.1

Type escape sequence to abort
Sending 5, 100-byte ICMP Echos to 169.254.255.1, timeout is 1 seconds

Success Rate is 100 percent (5/5), round-trip time min/avg/max=32/32/33 ms

MEFE-SHEDE , FREAR.
BGP
HITT WS,

ssg5-serial-> get vrouter trust-vr protocol bgp neighbor

Peer AS Remote IP Local IP Wt Status State ConnID Up/Down
7224 169.254.255.1 169.254.255.2 100 Enabled ESTABLISH 10 00:01:01
7224 169.254.255.5 169.254.255.6 100 Enabled ESTABLISH 11 00:00:59

M 1{E BGP Y& ARAEERE R ESTABLISH , ~ BGP HERILERENEZIEATF,
MEE—SHEDE  BEATIGS , LEERALERENAI IP tut B 169.254.255.1,

ssg5-serial-> get vr trust-vr prot bgp neigh 169.254.255.1

peer: 169.254.255.1, remote AS: 7224, admin status: enable
type: EBGP, multihop: @(disable), MED: node default(0)
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connection state: ESTABLISH, connection id: 18 retry interval: node default(120s), cur
retry time 15s
configured hold time: node default(90s), configured keepalive: node default(30s)
configured adv-interval: default(30s)
designated local IP: n/a
local IP address/port: 169.254.255.2/13946, remote IP address/port: 169.254.255.1/179
router ID of peer: 169.254.255.1, remote AS: 7224
negotiated hold time: 30s, negotiated keepalive interval: 10s
route map in name: , route map out name:
weight: 100 (default)
self as next hop: disable
send default route to peer: disable
ignore default route from peer: disable
send community path attribute: no
reflector client: no
Neighbor Capabilities:
Route refresh: advertised and received
Address family IPv4 Unicast: advertised and received
force reconnect is disable
total messages to peer: 106, from peer: 106
update messages to peer: 6, from peer: 4
Tx queue length @, Tx queue HWM: 1
route-refresh messages to peer: @, from peer: 0
last reset 00:05:33 ago, due to BGP send Notification(Hold Timer Expired)(code 4 :
subcode 0)
number of total successful connections: 4
connected: 2 minutes 6 seconds
Elapsed time since last update: 2 minutes 6 seconds

Y/

WMNME BGP HEHECHE A FRREANEFAERXERSR VPC A& EREH (0.0.0.0/0), kive
B AR Screen0S 6.2.0 IREEF AR,

ssg5-serial-> get vr trust-vr protocol bgp rib neighboxr 169.254.255.1 advertised

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path

>3 0.0.0.0/0 0.0.0.0 32768 100 © IGP
Total IPv4 routes advertised: 1

A BELERERLERERIIHESE VPC WFEE., HSEAR Screen0S 6.2.0 IREREH
MR,

Gy
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ssg5-serial-> get vr trust-vr protocol bgp rib neighboxr 169.254.255.1 received

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path

>e* 10.0.0.0/16 169.254.255.1 100 100 100 IGP 7224
Total IPv4 routes received: 1

¥8 Yamaha ZEF BE# EM AWS Site-to-Site VPN E{RETHEDE
EY Yamaha EFFEEENERBEBETHEZER  SZENH4E | IKE. IPsec, BEM
BGP, ZuKEMIEFHEZ BIEL[EE , (BEZERK IKE FHE R HEEKIHN) , — 0oL,

® Note

RIZTERR | IKE 55 2 BEEXH M proxy IDRESE Yamaha BB LEH. EWAESE
FRIE#RZE Site-to-Site VPN FEIE, MREMEEHET LARERE proxy ID , ESE AWSEEH
I B EREAE SR , LA{E Yamaha I[EFEERE.

IKE

HITTHoT. DEREREFFEREN IKE REEMH.

# show ipsec sa gateway 1

sgw flags local-id remote-id # of sa

1 U K  YOUR_LOCAL_NETWORK_ADDRESS 72.21.209.225 1:2 s:1 r:1

FEZEEI T EBERIEEERFEN remote-id H, BUHEHERBERS , JIHAER
£ E3E (SA).

mFE—-SHESE , FRT T I D TRARMDEERAN DEBUG BRAEAL.

# syslog debug on
# ipsec ike log message-info payload-info key-info

HEOUHRENIER , FRT TGS,

Yamaha 120



AWS Site-to-Site VPN EREER

# no ipsec ike log
# no syslog debug on

IPsec

BT TH oS, DEREREFFERERN IPsec :REIER,

# show ipsec sa gateway 1 detail

SA[1] Duration: 10675s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS
Remote ID: 72.21.209.225

Protocol: IKE

Algorithm: AES-CBC, SHA-1, MODP 1024bit

SPI: 6b ce fd 8a d5 30 9b 02 0c f3 87 52 4a 87 6e 77
Key: *k%k %% %% %% %% (Confldentlal) *k%k %% %% %% %%
SA[2] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: send

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: a6 67 47 47

Key: %k %% %%k **% *% (confidential) %k %% %%k **% *%
SA[3] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: receive

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: 6b 98 69 2b

Key: %k %% %% %% %% (Confldentlal) %k %% %% %% %%
SA[4] Duration: 10681ls

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Protocol: IKE

Algorithm: AES-CBC, SHA-1, MODP 1024bit

SPI: e8 45 55 38 90 45 3f 67 a8 74 ca 71 ba bb 75 ee
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Key: kk kk kk kk k% (confidential) kk kk kk kk k%

HRABEEERH , BEZHSRFEE receive sas M send sas,
MEE—SHEDE , BFEAT ISR,

# syslog debug on
# ipsec ike log message-info payload-info key-info

1T T 5an & UE A RREE.

# no ipsec ike log
# no syslog debug on

BiE

Bt K FRELERELENBNERA. MERUEE  F2HEAWS Site-to-Site VPN B FFE%E
15 B By A AR Ao

MREHIBE N ER AR ELER , AEEEAT IR RETHEDE.

# show status tunnel 1

TUNNEL[1]:
Description:
Interface type: IPsec
Current status is Online.
from 2011/08/15 18:19:45.
5 hours 7 minutes 58 seconds connection.
Received: (IPv4) 3933 packets [244941 octets]
(IPv6) @ packet [0 octet]
Transmitted: (IPv4) 3933 packets [241407 octets]
(IPv6) @ packet [0 octet]

ﬁEE current status EAL#E , MH Interface type & IPseco BEMNEMEBERE LS
tin s . BEMRILENETMEE , FREERE,

BGP
T TH T,
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# show status bgp neighbox

BGP neighbor is 169.254.255.1, remote AS 7224, local AS 65000, external link
BGP version @, remote router ID 0.0.0.0
BGP state = Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds
Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0
Last reset never
Local host: unspecified
Foreign host: 169.254.255.1, Foreign port: 0

BGP neighbor is 169.254.255.5, remote AS 7224, local AS 65000, external link
BGP version 0, remote router ID 0.0.0.0
BGP state = Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds
Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0
Last reset never
Local host: unspecified
Foreign host: 169.254.255.5, Foreign port:

FEiHmEMLIER, #—EHMEZEEE BGP state WEBIER Active,
MR BCGP HEHECHE , FEBENEFRERERSR VPC AETERREH (0.0.0.0/0),

# show status bgp neighbor 169.254.255.1 advertised-routes

Total routes: 1
*: valid route

Network Next Hop Metric LocPrf Path
* default 0.0.0.0 0 IGP

A BELERERLERERIHEEE VPC HIFE,

# show ip route

Destination Gateway Interface Kind Additional Info.
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default WIL3 , W [ Wik | Bt LAN3 (DHCP) static
10.0.0.0/16 169.254.255.1 TUNNEL[1] BGP path=10124
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ERAEER

£ AWS Site-to-Site VPN

BT LAE A Amazon VPC 312 A5 AWS CLIE A Site-to-Site VPN &R,

B &%

37 AWS Cloud WAN B9 AWS Site-to-Site VPN Pt

31 AWS Cloud WAN K AWS Site-to-Site VPN i 4
B3 E# & AWS Site-to-Site VPN E

A5 AWS Site-to-Site VPN 5E#R

I AWS Site-to-Site VPN 3E #& 1 BE &

& AWS Site-to-Site VPN E4RH B R E

& AWS Site-to-Site VPN JEF&

&k AWS Site-to-Site VPN &EiEE

#m¥E AWS Site-to-Site VPN E{E R AR R

£ ¥ AWS Site-to-Site VPN BE{ENEFFHE

H /X AWS Site-to-Site VPN EAR K E AR BFE

B AWS Site-to-Site VPN & 8 i 258 %

AWS Site-to-Site VPN £/ BYFAH IP AWS Direct Connect

A LAE A T 52 F A AWS Cloud WAN 217 Site-to-Site VPN &z, FMcB T 5IF2F A Cloud WAN

B3I VPN E#, E VPN E#H Cloud WAN BYEFHIERR |

AWS Cloud WAN Ay Site-to-site VPN &, AWS

fEREFE LS AWS Cloud WAN B9 VPN &3

W nh =

o

£ https://console.aws.amazon.com/vpc/ BEX Amazon VPC £#4&

FEEERD , BEWHAHILS VPN Ei,
i##Z Create VPN Connection (237 VPN &),

52 [ (Cloud WAN R EERE) +K

(ER) HHEBER , BAEZENEE. BTHERSER Name BAREIE , UREEENER

BIUER,

& A Target gateway (B EREER) , 551E1ZF Not associated (REFHH)o

£ Customer Gateway (BEFFE) # , BT NEEHEZ— .

Y Cloud WAN VPN &##
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10.

11.

12.

NEFRAREREFHE , FRERE , AR EREFHE.
EEBUEFRE , 5&EF New (¥118), R IP Address (IP #iiilh) , BEIARELNE IP i
ik, ¥5 Certificate ARN (B3 ARN) , B EELEBRFEN ARN (IMREARIBE S 5 BHE).
¥4 BGP ASN , AR E FRENEZRBEWE (BGP) B XXMM (ASN), WMFEFHMEE
7, FE2REEFHEEE,

FEREREF | BREHERFE,

EABERIIP RA | 55REF IPv4 5 IPV6,

(EF) ¥ Enable Acceleration (BXF 1IE) , FEEEUZENS AR A R, MEFHFMEER |, B2
BS An3E VPN E#E,

MRERAMNE , RIMSEILH VPN EEFEANMEMERSE. FXANENAER,
(ZH) BR Local IPv4 Network CIDR (Z<## IPv4 #83% CIDR) , FEEF F&E (REEE) wisE 2
%@ VPN BiEEBAR IPv4 CIDR B, Ei%{E4/ 0.0.0.0/0,

HHER IPv4 #88% CIDR , FEAIFER VPN BE@EAMN AWS %IEE IPv4 CIDR &EiE, Fa5%
50.0.0.0/0,

WMREE IPRAAK/BEEREE IPV6 , FEFFRERMALFFER VPN BEREF AWS BiRiEE
IPv6 CIDR $iE, iEMEERERES ::/0.
(ER) HRBERE , EUAS—EEEEETHER

- HARASPEE IPv4 {uik , B7E 169.254.0.0/16 E&EH K/NA /30 #9 IPv4 CIDR M @1,

- MREBABERI IP RAIEE IPve , BI7] AR EREE IPv6 LiutiEEE fd0o: : /8 #EH H X
/‘NA /126 IPv6 CIDR RY[EHE,

. IKE BAHLZS8 (PSK). ZETFIRRA : IKEv1 5 IKEV2,
- FERERENVEMZEER K FEEREBEEER., UFFAEN K F2HEVPN BEEIE,
i#1Z Create VPN Connection (23 VPN &),

FEABSHIEH API EIL Site-to-Site VPN &1z

« CreateVpnConnection (Amazon EC2 &7 API)

 create-vpn-connection (AWS CLI)

E1 Cloud WAN VPN & 126


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateVpnConnection.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpn-connection.html
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2 EHEEE AWS Site-to-Site VPN E 1

EREBHFEELEY VPN B  S4FAEEEOREREFREE. EHTHEFEF 2 , FER
VERRE, NFERVERFENFEET , F2E Amazon VPC S FE Y E# FE,

ERAFZEARYKINEEHRERN VPN Eix

1.

2
3.
4

o

10.

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
EEEERP , BELSHIEA VPN E#,
i24$Z Create VPN Connection (23 VPN &E#),

(ER) HHEBER , W AEENEE. MTHEXSER Name MAREIR , UREEENER
BIYER.

HEEERERE  ERECHRE K ARBESRRE,
#£ Customer Gateway (BEF &) # , T FIEEZ— :
NEFRAREEFFE , FEERE , ARENREFFE.

MRENEFREMEE NAT Bt (NAT-T) A ZBB AU EF (NAT) EEN &R |
& NAT REMN QA P it |, WEFHEEHI B AOE R RIS UDP E#3E 4500,

FEBUEFRE , 5121 New (¥118). B IP Address (IP i#tziik) , i AFRELNE IP i
ik, ¥5 Certificate ARN (‘B3 ARN) , FFEREZEFLEBFEN ARN (IMREARIE S 5 BF).
¥4 BGP ASN , AR E FRENERFEWE (BGP) B XXMM (ASN), WMFEFHMEE
7, F2REEFHEEE,

EREBREF | BREHERFE,

SHENBEAEE IP A |, FBIEE VPN BEREXE IPv4 5 IPv6 RE. REEHFELMN VPN E

EFXE IPv6 RE.

(ZF) B Enable Acceleration (B MNIR) , FHFREZENS AR IR, MEFMER , B2
BYINE VPN EiE,

3

i

\

MREBAME , RPSEILA VPN EEMERANRMEMNRSE. SXHTEAER,
(EM) ¥R Local IPv4 Network CIDR (Z# IPv4 #8% CIDR) , FHEEFBE (RPHB) WwEER
ZriEiB VPN BEBEF/ IPv4 CIDR B, FA%EA 0.0.0.0/0,

HREIR IPv4 #88% CIDR , SBEAFEIR VPN BEEFAMN AWS ixIEE IPv4 CIDR £E, FEF%
50.0.0.0/0,
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MRIEE IPIREAABBERE IPV6 , saEEFBEERMAFER VPN BEBEA AWS WikiEE
IPv6 CIDR #[E, EMEZRENTARES ::/0,

11. (BR) HRBEERR A LUAS—EBEREETHER :

- HARASPEE IPv4 {uik , B7E 169.254.0.0/16 &EH K/NA /30 #9 IPv4 CIDR M @R,

- MREHBEAL IP RAEE IPv6 , AT AREEE IPv6 LitiEEE fdoo: : /8 HEFHK
/N%% 1126 |IPv6 CIDR KV [E R,

. IKE AL Z S48 (PSK)e ZETFIRA : IKEv1 5 IKEV2,
- FERBBENEREE 6 FEEFRBEBEREE, WEFAEA , FSEAVPN BEEHE,
12. 3#&#2 Create VPN Connection (3 VPN &%),

£/ B VPN & AWS CLI

£/ create-vpn-connection 5% , YIETE --transit-gateway-id BIEH EEFE ID,

AIEL AWS Site-to-Site VPN EiR

3 AWS Site-to-Site VPN BRI R EFRFRHEZR , B LRBHTER , WEB ping HITEER
AEELR,

FRME Al , AT EA

- FRAELEE ping BXRH AMI, BEZE A Amazon Linux AMI,

. EEHN VPC DR EEMLLBETLEN ACL , BFEHTHEENFE , LAKFEANEH ICMP #
B, EVEHTERZEW ping XK.

o WMREFEHNEHIT Windows Server W 1TEEE , FEEEZHTMEE , E Windows B AfE ERK
HAEA ICMPv4 , 8t ping B11TERE.

- (BERH BEEFFAEXEERER VPC WEBREEH , MASLKHN VPN EEREEHFERRH , U
ERETURIENEFREERE.,

- (BEHH) BMECBRUTFFEXE LN BGP &, BGP HEHETFRERANFEE 30 WHEE
FREEM, MERHCE BCP EHEATABRTEFBBEEERTD  EXRESREIENEFH
B, HERMEREYEEM BGP BHERRE.

- BELCE VPN EEN FHEBRIRARPERERH,
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R ER

> w0 Dd

© N o O

10.

£ https://console.aws.amazon.com/ec2/ BER Amazon EC2 £ &,
EERRL  BEREDHTER.
CERA) HRER  WmARTERNEREEE,

EEARXTNIELRFKEBE (Amazon Machine Image) T, IBEPURAF , REZIBESTEENE
#%\l Lo

HESRYEE K EERAENSBYRBIMNSBY,
HAMKSRTE BEEENRENZLHE , ARBELCRENRZLEHAE,
£ Summary (FE) E4RF , i Launch instance (RAEI1TERE).

FHTERIT 2R , BISETLE IP it (5120 10.0.0.4), Amazon EC2 2 & B RAHITEE
HMEAS S XML,

REFFAERERR < MEHNER , €A ping WS LEBTEEBINLE IP i,

ping 10.0.0.4

I ERELUNT,

Pinging 10.0.0.4 with 32 bytes of data:

Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128

Ping statistics for 10.0.0.4:
Packets: Sent = 3, Received = 3, Lost = @ (0% loss),

Approximate round trip times in milliseconds:
Minimum = @ms, Maximum = Oms, Average = OQms

FEAREERGERE  SUUEREHAZFABEELINEYT—EEE K RBREENTE, BE
ER VPN EEN AWS HEREE,
EEARK AWS BRI BHEEAELR , B LAEH SSH = RDP AR EEZHTEE, A

%, BALERERP S —MERNIA IP LUFIT ping 75 , URERERNE 5 # T A2 H
MiEWEER.
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WMFWMAELRZE Linux STEBHFHEEN , 528 (Amazon EC2 FRAEIER) BRLERSE
Linux #1T1E58, MFUMHELRZE Windows HITEEIFMEN , 528 (Amazon EC2 A #E
1EEE) FMELEZE Windows #1T1ERE,

M B& AWS Site-to-Site VPN E4E 1 fF &

MREFTHEE AWS Site-to-Site VPN EH#R , BIFJLUEHRIBR, EEMERIEABILS VPN E#EE | &
MrEmREEAHES VPN EEHBHNETFRERERILERE, EUUMBRITEEENEFE
ENERLERE,

/A Warning
MREMBRIEE UGS VPN EiE | REBUFNER  SLATHAINERBER  RAREN
REFEFRERE.
%

« MBR AWS Site-to-Site VPN E#z
 MBR AWS Site-to-Site VPN & F &
« TE o BEAMIBRE BEFAE B8 AWS Site-to-Site VPN

MIER AWS Site-to-Site VPN E#F

MBRIE ¥ S VPN B & | CEE-REBARSETREER deleted iRE , ARRREED
BERZEE

EAEEAMBR VPN E

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. REEHERP , BEWHAHES VPN B,

3. IEHE VPN E# , RRBREFEE. MER VPN EE,

4., HIRFEFRIRRE  F#E A delete , REIZIE Delete (MIBR).
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FRAGSHIEH API MIBR VPN E#E

« DeleteVpnConnection (Amazon EC2 Query API)

 delete-vpn-connection (AWS CLI)

* Remove-EC2VpnConnection (AWS Tools for Windows PowerShell)

fB& AWS Site-to-Site VPN B F &

BULMBRTIBRENEFRE, STEMEBREEHLE VPN EEP EEERANEFRE,
ERAEEEMBREFRFE

1. EEEEED  BERXFHE
2. ENEFME , ARBEDE. RMBREFEE.
3. HIRMERRIETRE WA delete , REIRIE Delete (MIBR).

FRAGSTHIH API RIBREFREE

* DeleteCustomerGateway (Amazon EC2 Query API)

+ delete-customer-gateway (AWS CLI)

* Remove-EC2CustomerGateway (AWS Tools for Windows PowerShell)

1£ =4 BRI M BR EE 82 AL B BB AWS Site-to-Site VPN

RS HTAIBREEAR VPC NERLERE,
ERAERETRERLERE

1. ZE8EBERY  BEEERILEGRE.
2. EEUERIAEEE , REREIE Actions (B)1E). Detach from VPC (B VPC % B).
3. EESHERNERE.

BAUMBRTIBEEN D BMERLERE, STEMRMAERE VPC NERLARE, MERERENL
BREzR , cEE—BRBEAARBERLER deleted RE , RARRKS BBBERZER.

WEREFME ey


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteVpnConnection.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpn-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpnConnection.html
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ERAEER

ERAEZEEMRERLERE

1. HEEERS  REEELEGRE,
2. EEERLERE K ARBZEHE. RREELERE,
3. HIBMERIERE , F@A delete , REIZE Delete (MBR).

FRGSIIE APl D EBRLERBE

» DetachVpnGateway (Amazon EC2 Query API)
+ detach-vpn-gateway (AWS CLI)

* Dismount-EC2VpnGateway (AWS Tools for Windows PowerShell)

FEABSSIE AP RIBRERLEREE

» DeleteVpnGateway (Amazon EC2 Query API)

 delete-vpn-gateway (AWS CLI)
» Remove-EC2VpnGateway (AWS Tools for Windows PowerShell)

&k AWS Site-to-Site VPN B B E /R E

& A L& AWS Site-to-Site VPN E#E B 2RE, BLUTERZETH

- ERFERANERLERE
- BANERMERER S —BERLERE
- HitvEaRERFNEHEE
- ERAARERANEHFE

EREEFECR , ERMAMEINRIE , ENHAHIE VPN EERTREEER.
AN R 7] 165 B & ST B B BT Y R

%
- ZR1: BYFHNBERE
- SER 2 : MIBREFREA (RIERN)

&8 VPN EiH B R REE
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- SRR 3 BRIFHEIE

- SBR4 . EF VPC BHRK

- S5 EFNAEFERH RER)

- FR6: EHEFHIE ASN (1ER)

FR1: BYFHEERE

ERIFNEERECH , BXNEEREFNRE, NEEEFNEERLERAENGFMEN , B2
Bthe section called “EI EBFILEHE", MEHMISEMBEEBNGFMENR , 528 (Amazon VPC &
BE) FEEHRE,

MR ERFEREWFE , 71§ VPC EREEWME, WF VPC EENMEEES , F2H

{Amazon VPC £ RE&E) FIEEZE VPC WEHFIE,

B EERERLERESRASRBER | S LUREKEHEE ASN REANERLEME
ASN tHRERIME. MRERZEFEHATREN ASN , AIXEREFREEE L ASN 525 & FE ASN,
MEFMEF , 552 Bthe section called “FH B 6 : EFEFFEE ASN (R1EL)

HER 2 MRTFRERE (RBBER)

EEREAFEHENERLAREERIBHFER K ERLENSR,

BB AEMBRFERD  AERIFNRE.

® Tip
MEFRERB 2R , FREHEIA, £ VPN BEEZEBR TR 2% , FEESELERBHIEEE
BEE,
£ 3% Fh 2= M BR 2% B

£ https://console.aws.amazon.com/vpc/ BEX Amazon VPC £ A&,
HEEEEKD |, i8I Route Tables (BB RXR) , RAZBEPEHRK,

£ Routes (BEH) Z2EF , 1#12 Edit routes (FREEESH).-
EERRERILAERENFERA,

i#1Z Save changes (B2 E),

o &M 0 bh =
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SR 3 BRIFHNRE

NELFEEERE

1. T https://console.aws.amazon.com/vpc/ BARX Amazon VPC £ &,
2. EEBERT , BEUAHIA VPN EE,

3. EHX VPN E# , RREFEE. R VPN EE,

4. HREZED  EBEMEHRE,

a. MRFNEEFERERILERE , F#EZE VPN HE,
b. MRFNVEERERSEHFE K FREEHFE,
5. 1##E Save changes (RREEE),

ERAW TSI AP BRI E B LA VPN 2

« ModifyVpnConnection (Amazon EC2 &7 API)

» modify-vpn-connection (AWS CLI)

SR 4 EFH VPC BBHAEK

BRIFHRER , EAEERMER VPC AR, NFEFAEA
) PHYEEEH R,

@

2R (Amazon VPC B 18

THIRERME T B VPN BiE B ERBHEITH VPC BBEAREHN ZAHBEF.

RENRAE & VPC BEHXREE
SEBRBNERTLERI HIREE FrigESEHEE ID R,

B
EERRHNERLERE EERRHNERLERE TEERITE,
B

SEBERNEREILE R FREEHNERILAERE g EEHMERILERE DWW
B
ERERHNERLERE Transit Gateway KEESERFAERIE ID BWiEH

EMmAEBREIE D,
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BRENRE #EE VPC BRH&REE

ERERANERLERE ERERANERLERE B ERLERE ID AYEEH
EHAFERILERE D,

FRERENERLERE EEERHNERLERE RS ERLERE ID BB

Mo
Transit Gateway TRREIR Y ERAE RE HEeEmEE ID WERHEN
RERIEFE D,
Transit Gateway EEERANERLERE R 2 28 FE ID HIERH,
Transit Gateway Transit Gateway KaSEREE ID WEHREN

RFTEWRE D,

SR 5 BB EFERR (RER)

EVHESEHEER A FIEREHREERHBRK , LA VPC MItAHIES VPN 2EHNRE. 0FE
SEMME , 552M Amazon VPC Transit Gateways A1 B &5 BB &K

IMEMER VPN FRREEH |, BBV H A 55 RE R i ¥ 18 5 (Fda FE RS B &

HERMERETR , EHFESA VPN B LA EE 2 F 8 Multi-Exit Discriminator (MED) % E
HENE, IRERXERLEREEREEREE , YAKSE MED BETRERE , RABRBEEX
AL GEEEE, N, SN EERFEL N EEERBNKE. WEFMEHR  F2EEEEN
AWS Site-to-Site VPN BEHE % IEF

HER 6. EXMEFEFFIE ASN (R15R)

EFFEN ASN BEFERER  SXNBEEHEFRAEZEE L ASN | LUEOHTH ASN, IEFFH
B, 5528 T4 AWS Site-to-Site VPN E#EHNE FRERE

&k AWS Site-to-Site VPN EiR12E18
B0 LUE MR Site-to-Site VPN EIEZERIEEEIE, BALUMEXR T 5218

 IPv4 CIDR EEE VAR (FFEEE) in , AR BB VPN BEEHA 2 VPN EENIER (AWS) BHA
. MEEENTEREA0.0.0.0/0,
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» IPv6 CIDR £E{vR A[ZER VPN BEEAR VPN ERN AR (FFRE) MiER (AWS) Bk, M
EEERNRRES :: /0.

EZ{& 0 VPN ERIEER , AWS 2/ VPN imE IP it F 28 F  BEREBEHLIFIEEE, £ VPN
EAREHEIR |, 8K VPN EEASEREEER,

EREEAE N VPN EREER

1. £ https://console.aws.amazon.com/vpc/ BAEX Amazon VPC 1A,
2. EEEERT  EEFEUMAHIA VPN EiE,

3. EHUER VPN E#  ARKFEEBE. BK VPN EERE,

4. HREFEEWANM CIDR €E,

5. i#iZ Save changes (FiFEE),

FERAGSIIE APl £t8 VPN EiFiE1E

» modify-vpn-connection-options (AWS CLI)
+ ModifyVpnConnectionOptions (Amazon EC2 & API)

&2 AWS Site-to-Site VPN EiE 1818

BRI LME s BB YE A VPN E#F VPN BERNBERER, —XAEH—@ VPN BE.

/A Important
£ VPN BER , BENERSTHRERZ YD E, FHL AR EHTE M RE.

EAER AR VPN BEER

1. ¥ https://console.aws.amazon.com/vpc/ BIBX Amazon VPC £# &,

FEEERD , BEUAHILS VPN E#,

BEUE A HYE A VPN EE |, AREEHENEHR VPN BERE,

B VPN BENEE IP it |, 55:81F VPN BENEE IR IP,

REZEEIR ABEZRENTE, NFBEEENFAEN , F2RVPN BEEE,

o bk~ 0D
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® Note
FLEREREEEZERRE. B—T UBREAERE,. AR A ZIRERESEEEEE
R,

6. 1##E Save changes (RREEE),

ERAW TSI API 82X VPN BEEHR

« (AWS CLI) £ describe-vpn-connections 2R#:48 B Bl #Y@EIEIEE , ¥ A modify-vpn-tunnel-
options FRE BB EIE I,

* (Amazon EC2 &7 API) £/ DescribeVpnConnections %43 B &I #i88;#18 , 3
ModifyVpnTunnelOptions 1& 3@ & &8,

#mEE AWS Site-to-Site VPN EiENFEER B

HREERILEFE LRERFERAM Site-to-Site VPN Ei#E | B FTERNBER VPN HENFE
BRH

BEEATFREMENBRFERB

i#1Z Save changes (RREZEF),

MRABEARBABRBERNBHEE  SXAEREARDTPFHENRD , URRE VPN EEPEH
EREE IP 51, WMEFHMES , F2R(ERLERE) ERHKRPEARHERE.

8. HREmFELKN VPN EE Sl EERFERHARETNE,. SRABRTEEHR, WEF
& , 5528 Amazon VPC Transit Gateways H1 Y &5 BB I K

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
2. EEEERP  EEUMAHA VPN EE,

3. IEHN VPN E#,

4. BEREFERR,

5. REEMEHBIKREH,

6.

7.

FEHABSHE AP FiEFERH

- CreateVpnConnectionRoute (Amazon EC2 && API)
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ERAEER

 create-vpn-connection-route (AWS CLI)

* New-EC2VpnConnectionRoute (AWS Tools for Windows PowerShell)

ERmSSI API M ERERAER B

« DeleteVpnConnectionRoute (Amazon EC2 &3 API)

 delete-vpn-connection-route (AWS CLI)

* Remove-EC2VpnConnectionRoute (AWS Tools for Windows PowerShell)

#% AWS Site-to-Site VPN EEHNEZF HE

BT LAER Amazon VPC AW T TE , BFUHAHIE VPN EENEFRE,

PEEFREZR , ERMMERRIE , £ VPN EESTREEEM.
ERERAEERFRIE

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
ESEEKRD , BEFLAHA VPN B,

EE VPN E#,

BEBE. B VPN Eik,

HREEER  EBERTFEE

HHEEEEFEE , BEEFNEFEIE.

i##Z Save changes (REFEEF),

N o g bk~ o Dbdhd =

A HIE API 8EXFFE

« ModifyVpnConnection (Amazon EC2 Z & API)
» modify-vpn-connection (AWS CLI)

Hf AWS Site-to-Site VPN BRI B A B EBH

WMEREEAYHMA VPN EZNEEEAERELZLEAR 6 B2 F KEBALELASRNEE ACM
BE. BEANFEEUAREHAR VPN BEMWEFIZE, MEFMEN , F53BAWS Site-to-Site

VPN BiE & 2 BRFEEH,

8% VPN EENEFFE
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2F KEFLEHESR

BAILMEY VPN BENBERE , YA EBEETEHNN IKE BAAZSW. MFHEET , F2
BIfE X AWS Site-to-Site VPN EiEE#E,

&

qE , BATLAMER VPN B, MEFMAES  F2RMER VPN ERFRE, SFEEMER VPC HUE
BILERE, A%, fRAMENERLERERZYTN VPN EE  RARELENEFFFERE LRERH
MR, SULUABEEEACHALHAESR IR AEAWS EEFNELLASR, NFFA
B, F2REN VPN B, ELENEY VPN EEF | BENARMASLLTEEEE,

SEREERM AWS R BE

WmIBE, MFFMER  F2REBL VPN BERHEE,

PEFEFRERE LHNER

1. BYHER. WEHBEEN , 5528 AWS Certificate Manager fEAEIEEH B THNEEFE.,
2. BEREFEERFFAEEE

B AWS Site-to-Site VPN B8 i 2B &

EALAEA Amazon VPC A8 AWS A2 BB LM EE., ERERINEBEELIBER
SEAREEZEAE AWS BEHRBRRE, MEFMENR , 552 Bthe section called “FRIEEFEHE,

EAFERAmBRAHIE VPN BERMEE

1. 1£ https://console.aws.amazon.com/vpc/ B Amazon VPC £1#2 &

2. EESEERKRT , BEFHLEHIE VPN E#,

3. EEUAAHILA VPN Ei  RAREEDHE. BK VPN BERE.
4. EEUBEIRE.

5. i&#E Save (EF)-

£/ ER#aSite-to-SitelB B i 2B H AWS CLI

{# A modify-vpn-tunnel-certificate 5o
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AWS Site-to-Site VPN £ FIFAH IP AWS Direct Connect

FEIBFAE IP VPN |, B LLEB2 IPsec VPN AWS Direct Connect , INZB A SMEIRE 2 BN HEE
AWS A MEEFRANE IP it iHME =5 VPN %iE.

FAE IP VPN W EEFEHZEH|2— AWS Direct Connect , Hi2iHBIenl. BEEGFRNBIEXNETF
ERERMESHEEE, FIB WFAE IP VPN AWS Direct Connect AIFE{F AWS F A L2 2 BIRY
HFERZENAER  BEXFRHETHERNZEHER,

F\E IP VPN W EZ

. BB EENRE IRKZEMEIPVPN , REXBHREBE=7H VPN MKEHSE , FEER
AWS Direct Connect #8E/EFLE VPNs, ETFE IPVPN ThEE , EEFMEEHENEEEEN
VPN EfEZE48, MBI L@ IERE | WRERERA,

- WERELRE : %8l , EEAAFEH/E AWS Direct Connect BB (VIF) RINFHRE AWS
Direct Connect , IEEE VPN i I /AF IP tbit, i , FALE IP 2IESEZ /I (DOS) ¥
BTt  EFEFEENBHENANLL BB RFREMERK. A, 28 VIF 2BRBAE AWS &
ERFHEEFADIEBMAR BEOEFEIR , EMEmERNBRES. A5 IP VPN MEEAFFEIB AWS
Direct Connect {&# VIFs ( M3ERE VIFSETINE , W EHREMNT IPsHEEN. WMILEIRIENE
ZHARBIREIRFAEER , #MAEBRILRE,

- BIERHEE . B AWS Direct Connect EXEMERA , 458 IP VPN EiFRHEB S MK B R T
(5000 EEHEE B 1000 EEAKA ) , BHifE 200 EEHEHF 100 EEABBHNREE,

.5 IP VPN B9 E#%EH

FLF IP Site-to-Site VPN 3%i8 AWS Direct Connect E#EE N (VIF) B, ©E6H AWS Direct
Connect BFEMEHMEE , SENARTLBMEEEI AWS VPC FLULEE, FAH IP VPN EE1E AWS i
WERREE , ARABTIBRNEFRELEEEKRILE., BXEKIE IP it iERE IPsec BEM
EREENEFHMERER, BUUER RFC1918 5 RFC6598 #4748 IPv4 ihit EEERFARE P #idt,

EASFAE IP VPN EEKMINEEEEAE, FER , AIERA VPN EEMEM VPC (SEAMRAERK) 2 Bk
E A MELRELEMNEEHFAE, REAKBRM VPN BEEIJEE TR EERE BE
HEITRERE | B LAERAEHN VPC B BB EAK , B RENR VPC BRBAEFE IP VPN EiE,

0 T

B2 VPN E MBI AY B R AT BEERE ## AWS Direct Connect E#xME BB A RMEHTE, L8
A RICERFERH VPC MALREE MR 2B MER RINBERE,
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WERHE VPN R EREHMET , 52 BAWS Direct Connect { A EIER) PHWAEEREN T
S ER N EREEBER,

7%
« AWS Site-to-Site VPN i&EiB 23 A58 IP AWS Direct Connect

AWS Site-to-Site VPN i&i8 27 FAH IP AWS Direct Connect

EEFEH BZiuFAE IP VPN AWS Direct Connect , FEIB1E T 5258, 7£3E8 Direct Connect By FAH
IP VPN 28 , IBEERREENEHEERN Direct Connect i@, BYMERER , CEELEME
FEzEELEE, TRRMPELERGMG, BUNEHMERER , S EAXEBRREIL VPN EF
P HEMER,

SoIRIR
T &R BA%E1B Direct Connect 23X FAF IP VPN ZBIVFEMHE A,

HH SR =)

{5 Site-to-Site Y HE &, /8 Amazon Virtual Private EHEER AR ERPE 6 &
Cloud (VPC) A A  ALUAREMEER VPC MR
YK AP B EEHEE, BEBMEE. BULLEBALFHN
_ ERFEEETFAE IP VPN &
20 (Amazon VPC E#&iF i READAEREE 2
BiERE) HERRE. T ERRE RN R e R
B, BAEREENE IP
CIDR E##,

(® Note

EEZEHEFE IP VPN
B BB S FEE
CIDR E#r |, BFEE
#Z CIDR E#AREZE
B 8 H AT B
EEEM P it E
B, NEEM IP CIDR
ERZEER  BNE
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ERAEER

HH

3 3 Site-to-Sitey AWS Direct
Connect B3&,

1 37 Site-to-Site fY {5 & 73
B

£ A Direct Connect £ &
EHABS K APl 3L Direct
Connect B&,

2B AWS Direct Connect
(EREER) PHEL
AWS Direct Connect &,

£/ Direct Connect £# A
HEABEIIS AP, BX
Direct Connect [ 82 & B
yepdil:o]) R

552 BJAWS Direct Connect

(EREER) PHEILSE
58 AWS Direct Connect E2{&
i e Y R B

# 3/ Site-to-Site I & F 18 FELR

EFREREGEYMNER AWS, CERARAREATBEMRINEFRERE, BUTFRER
CERHAKENHEEEN AWS, NFFMEF , F2HEEFFE,

FERATEREUEFEE
1
2. HEEERY K BEEFFEE
3. BEEVEFRE.
4
EENEREILER.
5.
6.

I
&“II

FREREWREEHRE
Eﬁfﬁﬁﬂ%ﬁo

Direct Connect 18 ] & &
ZfE AWS BEEZEERENE
(VIFs). LtREERRERER
B VIF,

37 AWS Direct Connect f#
Be®k K FAFEERIUEM
AWS Direct Connect &3
B, FALINEAFFEEE
PRI S FEEERE IP
CIDR,

£ https://console.aws.amazon.com/vpc/ BEX Amazon VPC £ A&,

¥ BGP ASN , I AZEFRENZAFEWNE (BGP) B ERMMmIE (ASN),
&% IP address (IP #iit) , BB AZREFRELZBNTAE IP i,

(GER) ¥ Name (B , WALEFREN BT, AITHEXSEM Name ARSIE , URE

3%18 Direct Connect 2375 IP VPN
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10.
11.

12.
13.
14.

15.
16.

17.
18.
19.

/A Important

EXE AWS FAE IP B AWS Site-to-Site VPN , B4 EfEA RFC 1918 #sitisEBC
BB IP ik, 2% F FiER B3R AWS Direct Connect endpoint. AWS
recommends point-to-pointeBGP ¥ IP thut FA{ERIRZR B fy b st , M IEpoint-to-point
EAR.

MFEEE RFC 1918 WFMEN , F2RELEEBRNbIRE.,

(FIE)¥ Device (RE) F , MAERBRILEFFENREERR.
BEEVEFRE.

EEEEKD , BIFEHAHILA VPN Ei,

i#1Z Create VPN Connection (23 VPN &E#),

(ZF) $H¥ Name tag (BBER) , 8 A& Site-to-Site VPN EIZEN B, BTUH/EZS A Name
AR URECEENERELER.

SHHEERERE K FREGBRE., AR , BELLREANNERRE,
SHEEFEE  FENERAB, AR EEEENEUNFTFRE,
RBENEFFAERERETXERARERE (BGP) , ERUE—IKMEHR :

- MREBHEFFEEELE BGP , 5% Dynamic (requires BGP) (E18& (EZE BGP)).
- MRENEFEBEELBTRXIE BGP , iR Static (BEE).
SHETBE R IP IR , FBIEE VPN BEEEXIE IPv4 = IPv6 &,

(A ) MREE P REARNABEIEE IPv4 , B LUREM AT FREMNAFEIR VPN BE
WA AWS iR$EE IPv4 CIDR B, FE:%EA 0.0.0.0/0,

MREHE IP REARBBEEE IPv6 , BULEZEATFRAEMAFEIR VPN BEBEAN AWS
ImiEE IPv6 CIDR #1[E., EMEHERITERES ::/0,

SHEHED 1P HhukFER | F5IEIFE Privatelpv4,

sH¥{EEER ID |, RIFEBEEREN &R AWS Direct Connect FEEH,

212 Create VPN Connection (237 VPN E#),

® Note

BY PR BN 18 A8 A 7 iEIB AWS Direct Connecthfy VPN B4R,
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FHABSIH API BYEFEE

+ CreateCustomerGateway (Amazon EC2 &3 API)

» create-customer-gateway (AWS CLI)
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Z 4 in AWS Site-to-Site VPN

MERZEM AWS RESEBEIEF. 558 AWS BF | BRI UZHRNER P ONEHRRE | SLRHE
RATMERRLHRBEBNFERMEE.

ZEMR AWS BB ARRE, AFEEEEREERRERNZEUENERPHRZEMN

- BN ReM — AWS ABEREBE PHIT AWS RBHIERRE AWS Bk, AWS HBERRH TR
LEANERE. FAWS ERHTEP , B RBRASEEHNAANRIERMALZLNERM. BET
fRIE AR AWS Site-to-Site I ERETE , F2EAWS SR EIR RBEE.

- BN Zet — SNETEORREER AWS I RE. FULAHHMRESEE  THRERNNHEE
. BRFNERNERERNER,

AXHEBRETHNMAEFERAEAHES VPN REARRNEEER, THEERPFIMAZE S
AHA VPN BUIZRZEHNZ L2 REREE. LETHRNMEREM AWS BRI RGN RERFRE
Site-to-Site VPN &R,

B #%

- £/ Secrets Manager 383 AWS Site-to-Site VPN &2 I #E

- in AWS Site-to-Site VPN & EHRE

« AWS Site-to-Site VPN #1570 M FIEE

- A EM AWS Site-to-Site VPN

« EBERHEZ S in AWS Site-to-Site VPN

] Secrets Manager 185 AWS Site-to-Site VPN &£ Ih&E

AWS Site-to-Site VPN W Z £ EFERALRMIEEANZ 2R , TREEZE TS VPN ERIE
ZEMEBEH. BREUECRENREHETELHLA S (PSKs) T # , AWS Secrets Manager
A ZEEFAFE Site-to-Site VPN IREH , *RMEF#HERNETRLHREEK, ZDEETE
GetActiveVpnTunnelStatus APl , AIEIEFEEEAF VPN BEREANZL2H , aBNBER
*. TEMEREENME IKE BEEH Diffie-Hellman B8, b4k , BRETUEAEBENZSERE | &
BHERR IKEVI SERBEFGAHFTHRABABENEH. IRENERZTEHEBEBRENRSEE,
TE VPN AN FERZEER , EERRKRZN VPN EEFAREZENBEAGE |, iELIiEgaIhsef
BEE,
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B #%
- £ P2 F Secrets Manager L £ AWS Site-to-Site VPN
- EPEFRALAASRFEFERX AWS Site-to-Site VPN

£ PEFE Secrets Manager T & €88 AWS Site-to-Site VPN

WMREH BB Secrets Manager PEEFE , BB ERBENTEELASE,

® Note

- BFEFEAHA M  FHETERBESA Secrets Manager [RIEFIER IAM FF 1],
- BF VPN BENFELAHLASRE  ERSTE RIS EL9E, BRERETEHNEHEERA,

#F VPN #EEH Secrets Manager X H A ER

1. ¥ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £#24&
ESEERD , BERELAHMAS VPN EE,

BEEAHIES VPN Ei |, AREBEFBENISH VPN BEEREE,
¥R VPN BEINE IP it |, FFiEE VPN BERBEE R IP.
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T Refm e AR5 E 1S A B /YT Al

« £ Amazon EC2 L #IITHERARER - B LUFER IAM SEREEE EC2 HTEB LT EARE
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EREFERRTNSEEF, ELBANDEB/BKREE.

HREERABERE THTHBBBENFTT.
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AWS Site-to-Site VPN EREER

EEEESite-to-Site BMENFE |, 82 H (RERESE) PHAWS Site-to-Site EZE A EN1E,

WHEHIEE VPN A BRBIMFEEBEZRERAUTFE !

ec?2

B
H
fedi
sk
&
=

EREE-RAXPIEESEEE ,

"Action": [
"ec2:actionl",
"ec2:action2"

]

EERBUEAYHEA VPN BB BERE S |, 5528 AWS Site-to-Site VPN B9 & 0 B BUER & 4,

wLEHEAE VPN WBEER
TEBEER 2

EEEWLUER AWS JSON BERRIEEH T UAFRAR, tEl2R , TMEZRE M BERA T o H 4
& REITH LB F,

Resource JSON BHERTEZTEEEEABENYH. BRARX %A B S Resource = NotResource
TE, REEEEFEAHE Amazon Resource Name (ARN) RIEEER, Bt EREERER
HEME (BAERBRFET) REEM.

HRAIXBRERBEHRFFAINEE (PS5 LIRE) , FEABRAFER () RRTEEAXERARAEER.

"Resource": "*"

& EEFSite-to-Site VPN ERER K& H ARNsHEE |, F20 (RERESE) FHAWS Site-to-Site
EENER, BEETHRETLUERAMLEESIEREESEEIRN ARN , 552 BAWS Site-to-Site EZE A B
1Eo

BEMAUEHIEE VPN 59 BBUERES| , F2B AWS Site-to-Site VPN # 5 7 BB E 61,
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AR A VPN NWBERRAG 3R 5|8

XERBBREBRRGHSER 2

EEE A LMER AWS JSON BURRIEEHAIUERAR, tWH2HR , WHMEERE T BERAE T oSt
EER1THRLEBIE,

Condition jt# (8 Condition [E#f) AIEZRIEEERAX LR M. Condition TEREAE
H. BAIUBYFRAGFRFEE FRREEEN BINERSIR) , REEBEFNRGEMBRPVE,

ERERRXHPIEEZE Condition tE , HREE— Condition TEFIBEEZMEESI# , AWS
EMAEE AND BRI, MREAE—RUHKRSIBIEEZEE , SFEAEBOREIE AWS 4
R, VEFEFERYE , TEREFRBKXHETFI,

A EEERGREARBMLESZH. fl , BAUREERECRE IAM ERERBERRE ,
HENERNFFARTXIAM E£RAE. IFESEF , F2H IAM £AEERETHN AM BETE &
BHER.

AWS X E2EFRGSRANBHBBENRGE SR, BEEEHE AWS 2ERGRSIR |, F26H (AM
EAEER) PHAWS £EEHEREREIE.

& BEESite-to-SitefRr EIMMIBFE , F2H (RBRESE) PHAWS Site-to-Site VIR T, &
ETHRETUERGFGS|OVBENER , FSBHAWS Site-to-Site EZAVENE.

EERRILEH A VPN B B EEKE ) |, 582 AWS Site-to-Site VPN B & 2 B B SR 5451

whAYIEA VPN /9 ACL
XEACL: &

FHUZRHEE (ACL) AT LR (IRFXE, ERENAR) BEFHEERNFTA. ACL BZLUR
EREBEK , BEMAER JSON BERMXHER.

A ¥ A VPN #E ABAC
%1€ ABAC ( HEHWER ) : &

B R FHUES] (ABAC) R —EREXRE , TRIBEMRER A, £ 7 AWS , ELBUHBAER,
B REEED IAMERE (ERENAL ) N2 AWS Ef, KSEBNERMN LFEEKE ABAC
ME—F, BEBERE ABAC B , A EZRNEREAEEAFINERERETFRRE,
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ABAC AR RMENRZPHEREE , WRERKREELESRERREHRTG,

MERBERIZFIER , 5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4 %58 , ZBERNFGTESD , RHEREA.

MRBHEXESEEREEN M =ERG SR  DBEZBBEMS , EA Yes. IRBHBEIBERLE
REEN =@ k4R , BIEA Partial.

M ABAC WRHART , BHH (AM EAKIEE) FHEA ABAC BEEEHT. NEEHEHR
7 ABAC SBNHBRE , HH8 1AM (A 15T 0 (£AM R F B2 S (ABAC),

BE LA HE A VPN R RERE

XERERE &

ERGERABEEAEREAE , 5L AWS R #5E/E, MEFMER , SEWL AWS RS 5
REEEAER , F2H (AWS R IAM FEHEIER)Y FrER IAM B

MR E AWS Management Console AR EBZBNBBUANEALEZEA |, IEEAERREA
B8, fln, BEAWS ERATRIMNE—FA (SSO) EXEEM K , XEFSEBEIRFEEAER,
ERUFAEESREATES  REVRACK  CSEHEILERER. NEYRACHEFMAER ,
B2 (AM EREER) PHREAETRE IAM A6 (E2E).

BRI LAER AWS CLI 5 AWS APl FEIBRU R EAER, RE , BuUERAELEHEHEAETRRE
B AWS, AWS BELHEELBRIFEAEZR K MAREARPENRSE., MEFMEEA 6 BF2E
IAM IV E B2 2 RE.

VRS VPN HNEBREZFEASTH
X EEFFMIERER (FAS): 2

EEER IAM ERESAGE PHTERER AWS , BERRAETA. EAKLERKE ST
BATEERE , EMEFRRBEPREE S —EEE. FAS AW WEFTEAFFT AWS R , F&
AWS Br#% KM@ TERBREFER. IEERBREIFTEREM AWS RF% = BERE B AE5TRHY
ARE , TEEH FAS R, BERIBERT , BLAEFRITEMERENTTT. MFERH FAS FFRE
HBCRFHMER | F2EEREMTFEE,

WMEaHE VPN REAE

TERKAE 2
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AWS Site-to-Site VPN EREER

REACRRBEEN IAM AE , AIMREHTERE, IAM EEE UK IAM REY, SRR
At. IFFHMES  F2H (AM EREER) PHELACUEIRET A #1E AWS R#%.

/A Warning

BERKACNFITETREREAHIES VPN Dt MR KE, RAEMEHEA VPN REiE
Sl , TREREBREA R,

LEHMA VPN REEZRAG
XERBERAR R

BHEFACREGE N —ERBEAE AWS . BBETURERARENTHENAR. REHERS
AEghREEN F AWSIRF |, YHEBHEE. IAM EEE TR  EFRRERBERSEHN
AT A,

NMERVREERFEEACHFMER  FSEATEL IAMEFENAWS i, EREPSHERE
HPaeRBEEACHTHN Yes, RIERER , DIREKRBHRBERS XM

AWS Site-to-Site VPN Ry & 4 84 B 3% &5 45

RIBEFEE  FAENACTERELRER U AH S VPN ERNFFA, MmMAEEEER AWS
Management Console, AWS Command Line Interface (AWS CLI) i AWS AP| R# 1T, EER
FEAEHHMEERMTIHENTT , IAMBEETNUEY IAM BE., A% , EEETLE IAM K
RMEBEAG , FREEREBTELAE,

WNEE T AR fE RIS L8 ) JSON BRI IAM B R BER |, F20 (AM EREERE) FHE
V1AM BUR (£ 8).

N Site-to-Site VPN ER 2 BMEMERERWHMAET , SESEERERMN ARNs KR |
B (RIETESE) BPHAWS Site-to-Site VPN B EIE., ERFNIEMHERS|E,

T
r

&

- BREEER

- FRLAHIES VPN E2E

. RS E R Site-to-SitelFE 1%

. B AER AWS Site-to-Site VPN ST EH E R
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AWS Site-to-Site VPN EREER

HERREEK

FOoEBREHEHSRFINEBASREAINEY, FHEMEREEHES VPN ER, ELBET
RREREHN AWSIRFELER. ERBYIRES 7 HBKRE , FEE M EIRERER

- FIEER AWS SEBRRYE BRI RKEERTT - EERBRFIRTENCERAENTEER , FEH
BT R TS EREARAN AWS REBR. ©MTELN REMA AWS IRF, RAIZREESR
BREREARI AWS WEFZERXR , ME-DRLH . WFEZEA , F2H IAM EAERE
PR AWS ZERRSEBBAENAWS ZEBXK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &7
UERERERG T AIUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETH IAM PR BERAFF,

« £ IAM BER PR EGE— S REFEE - SO LUSHREFIEEBEER |, UREIEEMERNEE.
fFlan | BATLURBBEERRG , EEXEMEA SSL BEFTER R, MREBIE Sl FHRKEE1E
AWS RF |, &t o] LAGE B R4 2R 1% F L 12 EU AWS CloudFormation, INEFFMHER |, 5526 1AM
FAEEET IAM JSON BETE : Fé.

£/ IAM Access Analyzer B& 3 IAM BUR |, BARFT A 24 B 7 iE BE&4E — IAM Access Analyzer B
BHBERMBBEBEE |, BERELBERER IAM BUEEES (JSON) #l IAM HR{EEHK. 1AM Access
Analyzer 12fit 100 ZEBERERVEATHWES , THHERELXLBEERANBR., NEFHEE
A, F2E AM FHERR)Y PHEEA IAM Access Analyzer B 38 BUE

- FESFEZERTE (MFA) - MRZHNRFITE IAM FHES FHRERAE AWS 1RFE |, BRI
MFA RS =&, WMFEEW API BERTFER MFA | 1§ MFA fREETIEEEMBER, M
FEHMET , B2 (IAM EAEEE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.htm|$ #3Ei8 MFA BIZ £ AP| ZHL,

WNE IAM FEEEBWHEBEN , F20 IAMEAEEESN IAM 22 HEEK,

R aHMA VPN £28

£ E1FHL AWS Site-to-Site X124 |, BB E —HREHF T, ELHFULBAATEY HAMBRE H
Site-to-Site VPN ERIGEMHEF AWSIRE, MBELB IV HBEEARAMNEHFATEBRIEN S o BEER |, Al
HREEZBENER (FRAERAC) MS , TRAREZMEREE,

HRMEFW AWS CLI X AWS API (9ERE |, BTAFEARFREBEEEGHT. Rz , REAHFIA
B ERBMITZ API BIENBER AT,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS Site-to-Site VPN

ERAEER

ATHRRERENAGNHATLUERSite-to-SiteER A |, FF#ESite-to-

SiteAmazonVPCFullAccess=AmazonVPCReadOnlyAccess AWS S EBFEZINEE, MEFM

&, F20H (AM EREER) PHFEFFIEEAE,

1348 43 2 B Site-to-Site B 2

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpnConnections"
1,
"Resource": ["*"]
}
]
}

B FM#ER AWS Site-to-Site VPN EFRFT RN E IR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpnConnections",
"ec2:DescribeVpnGateways",
"ec2:DescribeCustomerGateways",
"ec2:CreateCustomerGateway",
"ec2:CreateVpnGateway",
"ec2:CreateVpnConnection"

1,

"Resource": [

nin

+

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

tl\
f

AN
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS Site-to-Site VPN EREER

"Resource": "arn:aws:iam::*:role/aws-service-role/s2svpn.amazonaws.com/
AWSServiceRoleForVPCS2SVPNInternal",
"Condition": {
"StringLike"' {
"iam:AWSServiceName

:"s2svpn.amazonaws.com"

}

SEHEHERE AWS Site-to-Site & 9 F17HL

EERAUTEARGEEZEH RS EFREAEIEA VPN f IAM BRENE BREE,
B

s RAEEE  TEEUHABMA VPN F#TEIME

o RAEEHIT iam:PassRole HiZ#E

s BEREARF LA AE AWS IRFE FEEM Site-to-Site VPN &R

BARERE , THEUHEHEE VPN RETEIME
MREWRER , FHERERENTEHE , EHNBERLEAER , AFFERTBHE.

Tl flgEEa g Emateojackson IAM EAEERERAERARE —BERE my-example-widget
ERNFMEN , BAEEE ec2:GetWidget FFAIREE4E,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ec2:GetlWidget on resource: my-example-widget

FEHBERT , HEEH mateojackson FRHENEE , AFFEA ec2:GetWidget BYEFE my -
example-widget BiR.

MRIEFEME , BEIEEN AWS EEE, BNEESRHENBERR.
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K AEEHIT iam:PassRole HIFZ#E

MREWFIEER | SHEEEHIT 1am: PassRole BifF , BIXAEHRENBEER , UAHERKAGEER
EUHAYIEE VPN,

BE AWS B AIREEREACEEGERE K MAREVFNBEACIRBEELE, NFH
TR , ELARERACBEEZ BB,

Ef A marymajor B IAM EAEEREA TR EEWEAH S VPN RTEEER | BAET 55
R BR , BFFERBEEMBHEALK TN T. Mary REKACEEEZBRBHTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEERH , RAFFMHIT iam: PassRole Bk,
MREEERGE , BHEEN AWS BEEE, FNEESRHENEZERE.
BREAFF U AE AWS tRF FEFEM Site-to-Site VPN &R

BRLEY—EAE  BEMIRFHNEREIEEBABHNASTFIRENER, EUIEEE R
EEENHENEXAR, HHXEERERNBIRNFEUEHIEE (ACL) BVARES , BT LUERA ALK
KRBT AETFRENE RN,

MEE-STH , F2RUATAS
- BETRIEEHIEES VPN REXEELYRE , B
Ho

- BETRNMRAEHER AWS 1kRF WERTFEHE , F2H (AM E£AEER) PHESHES AWS
RE % —E P58 IAM EAERHFIE.

- BEETRINMEERNEIERMBE=H AWS IRF |, 528 (AM FAEER) TS FEER
HEEE=H AWS IRF #H,

- METHRIOMEBHE F o RUEIE , F28 IAM £REEREPRH B FIUERHIEENTETS
TERENEHAE BEED).

- METHERAAGNEREBRETEIRFFINCENEZR , F2H (AM £REER) P IAM
Y ES IR F B IR L

528 AWS Site-to-Site VPN t{aEd |IAM & i 5
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AWS Site-to-Sitef) SEHE

EEMEFARERE, HANAE , €A AWS ZRERKLBTREBRRERZ. BI IAMEFZ

EFRFERBNERAE K MXEBRRTR/CHEBRRAEMENGTT. EEREFBER , &7

ERRMIN AWS ZEBR. EEBRBEERNEARS , B AEENIRFEFER AWS . W%
AWS ZEBRNFMEN , F2H (AM EAEER) $H AWS ZEBEE,

AWS BREEHZBNER AWS ZEHX, BEEEE AWS RERKRTWFT. RBEBEHSE AWS
ZERRPHEEM A ERIE, WRENENSFECERBRNTES 2 &R (ERE. &
HENAE), ENMDERBIFTRETHE , RBRTERSEN AWS ZREBER. BRBETEE AWS ZE
BUERHPBERT , A BRER T SHRERBFHNFT T,

A, AWS T EBEZE RE2ERRBNZTEBER, #li0 , ReadOnlyAccess AWS SEBRRH
B AWS BRIEME R B FIE, ERBEUBFINEER , SANIRENER AWS FI8HEEF T,
MEEKBAEBRASEMRE | F2E IAM ERERETERERBAENAWS SEBE,

AWS ZEHE : AWSVPCS2SVpnServiceRolePolicy

&A% AWSVPCS2SVpnServiceRolePolicy BUERERE| IAM &9, LLBUR fL5FSite-to-SiteSite-to-
Site REHE AWS Secrets Manager %, MMFEFME , 552 Bthe section called “FE A RKERZA
=

EERRLBERNGTT |, 28 (AWS ZEBRSZE) FH AWSVPCS2SVpnServiceRolePolicy.

AWS Z & BRI Site-to-Site BT

AR B ARIER 2025 & 5 A FHRIBHENE L8 F LUK Site-to-Site VPN AWS ZEBKREHHWFMHEA.

g8y iR =p:
AWSVPCS2SVpnServic BHEFAIFEERE , AT 2025 %5 A 14 H
eRolePolicy - EE#HBUK, Site-to-Site’ 5 VPN AWS

Secrets Manager s2svpniZ#z

NZEMER,
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AWS Site-to-Site VPN EREER

ERWuEHIES VPN BB EES G

AWS Site-to-Sitef# /i AWS Identity and Access Management (IAM) [RIGERZ AR, REEEEER
EZEZZHAHGA VPN W—E5SK IAM AEE, RIEEZLSEH Site-to-Site VPN FAELER |
W BERERREFWUEA AWS REFTENFIERT T,

BHEFACARREEEHES VPN EAEE , RRAGTLFEMELENTT, HEHEE VPN
EREBRBEGACHIT , RESEER  TAERUAHIE VPN AUEEEAR®, ERWFT
SBREEEBRNFTERE , BRAFFITBREBELIMMEH M IAM BB,

BLALEMBRBRBERZACNEEER , T EEMR, METTRELUESEIES VPN HNER , BR
BARPMOBRERNENFA,

IR B ¥R S VPN IRISER B EFTA

WA A VPN A& A AWSServiceRoleForVPCS2SVPN — 7t
&/ VPN ER AN E IR,

AWSServiceRoleForVPCS2SVPN RIS EZ A REE T REBEXAE

TiE A ¥IE A VPN B MEEE

* S2svpn.amazonaws.com

WREEEAEER SEHX AWSVPCS2SVpnServiceRolePolicy , ¥ EMNE R K T FIEE

- BIEH VPN EiRFERBEERFEE | AWS Site-to-Site VPN [EH VPN #i& AWS Certificate
Manager R& AR VPN BEi&ixE,

« AZH VPN EEERBEERTE | & AWS Site-to-Site VPN B VPN i&i& AWS Certificate
Manager RE B,

* # SecretsManager TRt A SR F AN VPN EHRE , AWS Site-to-Site VPN 2E I VPN E#R
#9 s2svpn AWS Secrets Manager 2 & # %,

EERRLBERNGTT |, 28 (AWS ZEBRSZE) FH AWSVPCS2SVpnServiceRolePolicy.
A Site-to-Site VPN B R EE AR

BAEEFHET —ARKEZAR, ELIE AWS Management Console, AWS CLIZK AWS API
E AN ACM A B BREU T FHIER | Site-to-Site VPN BER LBV R ERZ A E.

HEMBRLRBEEAR  CREEBREY , KAUERFHEAMEEFEFELAG, ELEH
MR ACM IAERBRUEFRER , hAHMA VPN ERCEURKERZ AR,

ERARBERAE =


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVPCS2SVpnServiceRolePolicy.html

AWS Site-to-Site VPN EREER

#m &g Site-to-Site VPN W IRISERZ AR

UE A ¥ IES VPN A& EREE AWSServiceRoleForVPCS2SVPN RS EZE AR, RAESEEET
EEESERBELAC K FMUSELICEEVAGCEZEEAGMERE, Am , BUEH IAM RiFEAE
iRk, MEFMEN , F2H (AM FHEER) PHHEERESERAGHEIR,

il B& Site-to-Site VPN R RIS EE A E
ERTEEAEERBELACHNIIARRYE , RARSAMBRZAG., W—K , BREERTIDHE
ESHENAERER, AT  CFDMBREBEELACIN , BUELEETRER.

® Note
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 IKEv1 SHERFAR
« IKEV2 $EERFAR
« IKEV2 BEFAR

IKEv1 $5ERFA 8

AR

Peer is not responsive - Declaring peer dead

BFRLIALE - ERBFREAN)

AWS HRFESSHASREN , BEARBEKX
5

KABRRLH AWS

No Proposal Match Found. Notifying with "No
proposal chosen" (A EBFWRE. U "X
BERE, BA)

AWS BEBEIEIR SPI RS EFER 2 SA BY
DELETE : xxxx

AWS BB CGW WREAM IKE_SA B
DELETE

IKEv2 $5ERFA R

Eﬂ zLé:\

AWS {retry_count} E#{E%&i#%&i&E DPD R

AWS BE® CGW WEIiE AR IKE_SA By
DELETE

&t EA

H&unid REIFE DPD AL , E L& & #14T DPD
B E

HAEME IKE HEim LEREMRNELLAE

AWS VPN Im B RPEER 1 IVEERBM (4N
=, MEF DH 840 ) |, #lan 3DES,

HERoHERM TREERR, HRAS A
BHRELRE IKE HE iR EHHER 2 REIE
MEAVER SR/BR

CGW B EIXMEER 2 Y Delete_SA FAE.,

CGW BEIXMEER 1 Y Delete_SA FAE.,

A

¥ &imisi kO fE DPD AL , Rk H#1T DPD
B E

= B &% Parent/IKE_SA B9 Delete_SA &
B,
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AWS EiE 2iEIB SPI W EIEH ¥ ER 2 SA #Y
DELETE : xxxx

AWS &EE{538F| (CHILD_REKEY) Rt %
CHILD DELETE

AWS 3&i& (CHILD_SA) & SA H A& 2R
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AWS BB 2 HAERERER 1 KEX

AWS: Traffic Selector: TS_UNACCEPTABLE:
received from responder ( : RMEBEFSF . T
S_UNACCEPTABLE : #t[EIFE 5 #EW)

AWS BB IF &% AUTHENTICATION_FAI
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AWS BEEFRIFIER cgw NFAEHAERTH

& xxxx

AWS BEREF : MIBRREIZAIPEE 1 IKE_SA
FEBEL cgw : xxxx

No Proposal Match Found. Notifying with "No
proposal chosen" (XA RIMFHRE, L "X
BERE, BA)

KRABRERLH AWS

A

¥ 2 &% CHILD_SA B Delete_SA FAE.,

ig‘-

CGW BEEERT SA Y Delete_ SA FAE
SA EEEREHE,

HARIE K MRELRE SAs , UEELEFE
RFC #9 nonce E#&BIRR{EE SA.

HERRBEIRMMEEET CHILD_SA , g,
RETIER,

HEmRH T ERARERESR/ MEEE, Y
FinfEEAMEEBIE#HN CIDR #1TEE.

YR £ FE RS IKE_AUTH SAEMNRAR K
BREHEiR

HAEME IKE HEim EEREMRNELHAE

HA S i RETEE | MIBRF R
IKE_SA

WERmoHERM TREFRR, HRAR L AU
BHELAE IKE HFig LEREERIVRESR.
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AWS [EFE# CREATE_CHILD_SA FBREEE
CGW,

AWS 25 %] CREATE_CHILD SA [ElfEkE
CGW,

HEE IAM X80 IAM RSV EBZEDLEETHHT, &

"] LATE Amazon CIoudWatch Logs A EIBEARBAEE AWS REMNGCE —BHPIKIESFHME

o

{
"Version": "2012-10-17",

"Statement": [
{

"Action": [
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries"

1,

"Resource": [

"

1,
"Effect": "Allow",
"Sid": "S2SVPNLogging"

}I
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{
"Sid": "S2SVPNLoggingCWwL",
"Action": [
"logs:PutResourcePolicy",

"logs:DescribeResourcePolicies",
"logs:DescribelogGroups"”

]I

"Resource": [

"

1,
"Effect": "Allow"
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* ModifyVpnTunnelOptions (Amazon EC2 Query API)

» modify-vpn-tunnel-options (AWS CLI)
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NRETRBERER FWEMED , BERERLN VPN 2. LBEREERRSE  TEVER
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7. iZHl Save Changes (Z£%),
8. (EEM) REEZHBE—RABEEESR4IE7T,
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MEITHEE, VPN BEEREATHAE , € B8 EIEE CloudWatch,

ERMEEEA VPN B 178


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnTunnelOptions.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpn-tunnel-options.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnTunnelOptions.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpn-tunnel-options.html

AWS Site-to-Site VPN EREER

WEFMEDR , 52 Amazon CloudWatch EHEIER.

B g

« VPN EENMEE

« #8 # Amazon CloudWatch Logs 5% AWS Site-to-Site VPN

« ¥ Amazon CloudWatch BRELEEE AWS Site-to-Site VPN &I

VPN EEER#E

T % CloudWatch 154ZE A K Site-to-Site VPN E#R,

BE R
TunnelState BEMREE, HHATHEE VPN, 0 R/x DOWN |, 1

&R UP, ¥M BGP VPN , 1 &8 ESTABLISH
ED, 0 AREMEMRE, HRIEMBEEEMN
VPN, TR0 Bl 1 2ENEXRTEDE—EE
ETRZ UP,

B : MR0E 1 2ENDBIE

TunnelDataIn 1 REFRIEEIR VPN BEEELE AWS ixlE
WiTi. SEEEEREERRE—EER
B2 BBERIINMATHER., FH Sum REtEA
BrRE—EHEAEREIN A TEBR,

IIEEH B R RNERET .
E{v : fustid

TunnelDataOut t ZEiB VPN BERER AWS InEEXEEFBEE
Wi tiE. BEEEERNEERAREN—BER
B BEENMTHES, F£H Sum RETERE
TE—EHEAEEN A TAEE,

L3RR B BT AY B R AT AT B

E{v : fItid

VPN {EENEE 179


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

AWS Site-to-Site VPN EREER

T EMEEERM |, ELERU T UREREBREAER. ERANRYBEENT T EHRERE , URER
ARP 1 BGP 5K,
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3. T Allmetrics (FTE1ERE) T , #iE VPN EEGEZEH
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