adws

ERE IS
AWS Client VPN

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS Client VPN EREER

AWS Client VPN: E &

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon WA EMEENB B RAMEMIE Amazon WERBRYE , BT ITREERFF IR
&, R EDSE Amazon BEZENHNFEH Amazon WEEZENEENE, A HEHMIE Amazon 5
ENEENAHRSEHEENME  SLHEETEMEBR Amazon , RE Amazon BEEBE , 7R
=% | Amazon #B8f,




AWS Client VPN EREER

Table of Contents

R T ST O 1T 0T YA = I 1
CHENE VPN T oot ettt 1
FXIE Client VPN BIELBEEIR ...ooooioieeeee ettt 1

(0111 oY VA = NN TN o 2
FEF Client VPN BYZERIRIE oottt 2
S EUE VPN B o B B R T e 2
SER 2 B8 Client VPN B il BB I .o e 3
E2 7 TR K - IV = N PR 3
B A O3 =Y o1 AV = N 4

BEF AWS R B P o T AR oottt 5
= OO 5
B ¥ OO 5
(@] oT=Y 00V = N =1 OO 6
L AT T [0 PP 8

2 RS 8
B o R B AR ettt ettt et ettt et et et et e et e e te s aaenea, 9
e o = TR 10
B R B R oottt et e et et an et et eaeenanas 11
MACOS ..o e et e e e e e e e e e e e et e e——————————————————— e eeeeeeeaeaaaeeeeeeeteerta———————————————— 25
- ST 25
B o IR AR oottt ettt ettt et e et et ae et ae et ean et ennanns 25
B R B R oottt et e et et an et et eaeenanas 26
] 103 PP 33
A Linux AWS RENAFIRIESZ Client VPN BIER oo 33
o= D PR 34
B o IR AR oottt ettt ettt et e et et ae et ae et ean et ennanns 35
B R B R oottt et e et et an et et eaeenanas 36

ez IO o= NV A NI Nl ot R 45

L AT T [0 PRSP 46
£ Windows EFRIRTEIEIL VPN AR ..ot enee 46
MACOS ... e e e e e e e e e e e e e et et e e e————————————————— e aeeeeeeeaeaeaeeaeeeetetrra———————————————— 47
TE MACOS BT VPN B oot 48
] 103 PP 48
o I YU = AV o N - R 49




AWS Client VPN EREER

Android F1 iI0S EHY Client VPN AR ..o, 50
B T B ettt et 51
BEAREEEMN Client VPN I BB R ET ..o 51
£ AWS RENAFRE AWS B ARZEIEFEEIER .., 51
B R B E B oottt 51
WWINAOWS BB BB B T ...ttt et e e 52
AWS R B B R B B B oottt 52

B T B B A ettt 53
RAFmEEEHER "RE TAP-Windows STHF. BFEASMER TER e, 54

B R R E T AR B oot 54
VPN I R o T TR oot e ettt 55

BB R R T T B ..ot 55

B T T B N AR T R oottt 56
VPN B R B T E B B R .o ettt e e, 56
TEfEA Windows 10 2% 11 B9 Dell PC EBERAFIRERE ... 57
OPENVPIN GUI ...ttt e e e e e e e e e e e e e e e e e e e e e e e eeeeeesaeraas i ans 58
OpenVPN ConnECt CHENL ......veeeiieieee e e e e e e e e e e e e e e e, 59

B S B T DN oottt e e e 59

T R P BB oottt 59
MACOS B B R T ... oo 60
AWS R B B R B B o oottt 60

B T B B A ettt 61

B R R E T AR B e, 62

B T T B AR T R oottt ettt 62

B B T L B BB B R oottt e, 62
B0 T 11 ] ] o R 63
AR BB E B L AES-256-GCM' ... .ot e et e e e e e e e e, 63
R B L Tl BB T B R .ottt e et 64
FEFE RSB TTIE (EKU) oo eee e e e e 64

B T T B T oottt 65
OPENV PN ettt et e e e e e e e e e e ettt aaaaeaeeaaaaaaeaeeeterrra———————— 66

B B T DN oottt e et e 66
LU BB BB R .o, 66
AWS R B B o B B B oottt 52
DNS B EBETAERHY NAMESEIVEL ..o 67

(07 oY=y 0NV = NI i1 TR 68




AWS Client VPN EREER

BB EE B OPENVPN (GUI) .ottt ene e 69
= RS URSRRR 70
TS B B AT I R B oo e 70
B e 72
........................................................................................................................................................ [xxxii




AWS Client VPN EREER

HEEE AWS Client VPN ?

AWS Client VPN 2—EZENAFIwE VPN R , UEREZ 2 FE AWS A HSHEE PN EIR
MER,

AIEERENSER  TELERAEELLNHAFIRERREN , 21 Client VPN i VPN EiE,

Client VPN JT#

AR 2fEMA AWS Client VPN HYB3E T,

« Client VPN im % : &89 Client VPN EE SR HPE VU MEE Client VPN imEh AWS, EXEEZF]
IRTEF I VPN E 25 o] TFEURLE A B A B R

- VPN BFERER - LANERE Client VPN 2 #2724 VPN EENBREREAER,

+ Client VPN i 2i#HRERE R — Client VPN BIE S REEENERER, EXRIE Client VPN iH 267
HEEA , UREM VPN EFFENERE. B HERFALEEN VPN AERERER.
AWS RHMWA PRI BRERZERENTIERE , SETITEREEE Client VPN EERIRHNE
BHEBER, NEXTIERENFEEN , F20 IBEWTER.

i%%E Client VPN Hy E &R

WMREE Client VPN BEEE |, 552 BAWS Client VPN B2 E155 , UEBE M MR E Client VPN
Lo =

Client VPN sT# 1


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/

AWS Client VPN EREER

B EH AWS Client VPN

1 Client VPN BEE B S AR M FERE Client VPN %25 | #8627 VPN TERER., ZHNEESE
HBEZEITI VPN TERER R FEMLHEBRNER, EFEEAEHAL VPN AFREREZES KEZE
Client VPN in % , UREIZ£H VPN EE,

MRIEBREEEREY Client VPN BN RKESES |, F28 (AWS Client VPN BEEIER) .

T

- {ff Client VPN B 55 3RIGH

- 581 8 VPN AFRERER

« B8 2 : HUiE Client VPN imBiiHRERE =R
- SER 3 EHEE VPN

« AWS Client VPN # BB A O #8135 T

£ Client VPN B %o &4

HEEY VPN B  BHXEBETIIRE

- FEUERRER

- XENKRE

« XEM Windows., macOS 5 Linux kR4,

- HREA SAML BBE 59 RE (BE—FA) B9 Client VPN %% , FEATHEP —@ERIESS
» Apple Safari

» Google Chrome
* Microsoft Edge

* Mozilla Firefox

$E1: B8 VPN AFRERER

B LUEARE Client VPN i3, WA AWS REMWAF iR H M OpenVPN A FinEARRE
VPN E#,

£/ Client VPN B 5E 544 2


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/

AWS Client VPN EREER

BRLIEBMES E 2 —TH Client VPN BARER , FURREESREABAERNE L nRERE

=

- MREHNEEERREIRBHEEER  F®R Client AWSVPN TEHTHIZEAFis, FTHILLZERE
A% , FB#Bthe section called “FEE 2 : HU4S Client VPN In B EE R EE SIS K MHRE
BR, NREEERELZFERER , AISAZEEBZTE—BHEBER.

- MRENEESCHARERMEBER , B UK EEXXA O TE Client VPN ERARERN UK
AR, MEREXAOMETHAFHMBERERWIER , 528 the section called “T#
Client VPN, TEILZEEARAMERRE , F5HI1E the section called “F 8 3 : EH#E| VPN,

§E , WA LEESERANREL VPN EENEE L , THIZE OpenVPN AFIREAEN.

HER 2 - Hi18 Client VPN i BLiHRERE 22

B LR EE BH{E Client VPN in BHHRERE R, HEEZRITEEE Client VPN imEH R VPN &
ENBENEA.

HE , REH Client VPN BEEE 2R E Client VPN SHE BB A OB | B UBIT TR AWS
REM AP IRERF AR Client VPN InBHRRER, MEFMEEHR , 552 BAWS Client VPN 1 B Bf
A O T &,

HER 3 : E#F VPN

#% Client VPN in R 1A REAERE A AWS R A Fiwm OpenVPN A FimEARER |, WELRE VPN,
WHRERE VPN WSER , @A AWS RENAFREA —HZEinFHETER , F2HRATHEE

- £ AWS R A FimERZE AWS Client VPN i B
- {£/ OpenVPN A FimEMRZE AWS Client VPN i 2k

YRR Active Directory &0 B2 Client VPN %% | RAXSRRECHAFRERZBNZRE, MER
#% 2 BUA Multi-Factor Authentication (MFA) , Rt &R RI&E A MFA K%,

HRER SAML IS B 0B (EE—& A ) W Client VPN im% , AWS REMNAFRESELNE
[ EFARUBIERRIRE ., RRSRREMALTZRAEZR , AEFHEELZET Client VPN %3,

SR 2 : HUfE Client VPN iR BhiHAERE R 3


https://aws.amazon.com/vpn/client-vpn-download/

AWS Client VPN EREER

AWS Client VPN #£ BBI=X A O G T &

BBRXAOMUE—ERE , IZETHBEFRAN AWS AFmMEHRAM Client VPN it BhHAE
BR, REM Client VPN IREEIEE D FE LR T Client VPN AFimH — R ZEMAAEREE | SR
WA OHEE TEI R Client VPN FERRERN RIS LHBERSE,

(® Note

MREGREEEHAEEREBRNAOMY , F28 (AWS Client VPN EES1E5FE) FH
Client VPN %2,

Az ul , BAEREEETHASE Client VPN im R ID &8 Client VPN in B EE B LA KR MH
ID , RATLBERMDTE ID WEHBRADMHEYE URL, RS EREESE K CHKEEEEENSERTE
ErIRE ID,

FEEBRXAOBEE

1. BZE https://self-service.clientvpn.amazonaws.com/ B BBIX A O #8lL , REAEESIRBHE TN
URL,

2. WMBXE  FEEA Client VPN w28 ID , #l#0 cvpn-endpoint-0123456abcd123456, i#
BT—%,

3. WMALKNERAEIZIBINZBE , RERIRIE Signin (BA). EREERE Client VPN inBFTEANE
—HERAEEBNERE,

4. EEHBRXAORUEF , BT THIEE

« THEMRD Client VPN in R A FinilEER. NREVEERIZERE , IFETREE
Ui R RV REAE B
« RENF A TEHEMRAD AWS R F iR,
5. #HHEERHBEVERREENSEARMECERESELSR,

T# Client VPN 4


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoints.html
https://self-service.clientvpn.amazonaws.com/

AWS Client VPN EREER

FEH AWS REN A FiwmELEZE AWS Client VPN U 2

BAILAE R AWS 1R A FImELEE Client VPN im% , B Fim= Windows., macOS # Ubuntu X%
B, AWS ZEEMAFRttXERZHELITEZLLL OpenVPN 5,

E:
- XEWTER
« OpenVPN 1+

ZE

Z2MHR AWS FIREAFRTFNRSEBEIEF. RMIEEHRTEHAEN  UAAERARANL 2K
REE, BN EAM OpenVPN AIFiR , AWS REHNAF KT SBEM —NWRE I8 , B SAML 55
. AFPRIEHEHATNREERESR,

HAAWS REMNAFKEERBRARERRIABNERREMELENREE , BEeTAEBIURESR
SHBRRBEMADEE. AWS RENAFPRKEEFRH#EBEZLHERERIFNWIRRE, HPEE !

- Bt ARKFERERCRBENIESHIEA

- REIZEEFEAENEEER

- #tFEup-to-dateR £ B@WRERN

fEF AWS RRER A F i R TIERR

AWS R A Fim A5 BR T ZEXAT TIFER. MREFBEZE AWS REFHER , X A/EL
ERBEETENWR , ESREER. fl, LRRFELER MERN R TR R FIREFH
ERE , BETAPEH B RER. 2R AWS BRENAFREREB NN TFEEE , FTHEES
AEBERBEVVEABER K RARABABREILERFERE. AR, EUNUER AWS RENAHF IR
BRI ZETERE , MAE P BT B 55 RAVE TR REER. EEXE AWS REHN A F ik,
MEEREXTTERENSR , F2RTIAS .

« fEF Windows AWS 2K F iR 1T IELR
« {#F macOS AWS 1R H A BimitE1TIE R
« {EH Linux AWS 12 £tH F B imifE T84

e 5



AWS Client VPN EREER

BEREZEREE , Client VPN 2EFRE , URARAEHANRERERIAEFR , S, MEW
BTEREEERN CIDR BERIHEHEBER ; 3E , IRECHEATENBEERER, IRRERR
R ELREEARNERTERNEMER , RTFEHREXFTROMARTFRRVER2H , T8
BIER.

JLRFIEIT DNS EiR, EF—EESRA DNS E#R#Y DNS AR=FSESEM. R DNS ARSFME , Rk
AREEEEMERMBR TN EETEDBE,

@ Note
RFFAETTEERENHELREA S5 .

OpenVPN 5

AWS B FAFiRZE T % OpenVPN 55, MEELIESHFFMEN , 5526 OpenVPN L
3T,

+ auth-federate

+ auth-nocache

* auth-retry
 auth-user-pass

* block-outside-dns
* ca

» cert

 cipher

- AFim

» connect-retry

» connect-retry-max
 cryptoapicert

+ dev

» dev-type

* bb
 dhcp-option

OpenVPN % 6


https://openvpn.net/
https://openvpn.net/

AWS Client VPN

ERAEER

« ifconfig-ipv6

* inactive

+ keepalive

* mssfix

* nobind

* persist-key
 persist-tun

+ ping

* ping-exit

* ping-restart

* proto

* pull
 pull-filter

* rcvbuf

* remote

* remote-cert-tls
* remote-random-hostname
* reneg-sec

* resolv-retry

- BRHE

* route-ipv6

* server-poll-timeout
« static-challenge
- HEBIKE

e tun-mtu
 tun-mtu-extra

+ verb

+ verify-x509-name

OpenVPN 154



AWS Client VPN EREER

AWS Client VPN & AR Windows HY

ELEHERA MM ER Windows x64 1 Windows Arm64 &% AWS 2 A F iR VPN EiE, &
A LATE AWS Client VPN TH THIZE A Fig,. AWS BEHMNAFRAXEBHEF.

=R

AWS E4H A FigE X3 Windows x64 1 Arm64 Rk, BEEZ£ZRKEHEETHEE

Windows Arm64 fE¥£ R &

« Windows 11 (64 L T/EERME. Armo4 RIET )
« .NET Framework 4.8.1 S E kR A

(® Note
HWEREXTEFEMA Armos BENERERF. FARTE Windows 11 Arm64 £E L T2 XEW

RUAILTIEE  BRARSMARE  SBTTEANRE. NEFHMEER  FSHEHLEE Am L
2,

Windows x64 {E¥ Rk

« Windows 11 (64 L TEZERM , x64 RIES )
« .NET Framework 4.7.2 S E & iR 4

® Note

¥ Windows x64 1 Arm64 fE£ X%k , £/H SAML EBS 50 8E (BE—FA ) i Client
VPN %3 , AFmeELNER LIRS TCP E1ZE 8096-8115,

Bta 2 B , SEFESRIAM Client VPN BB B2 Client VPN %% | 3 2 AREMH Client VPN 5 2H4E
EER, NREVEFHERFEIZERERE  IFTESEREENERESR,

x5
« AWS Client VPN £ f AWS 1244 # Windows Fi B imiEiRE E

Windows 8


https://aws.amazon.com/vpn/client-vpn-download/
https://learn.microsoft.com/en-us/windows/arm/apps-on-arm-x86-emulation
https://learn.microsoft.com/en-us/windows/arm/apps-on-arm-x86-emulation
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoints.html#cvpn-working-endpoint-create
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html

AWS Client VPN EREER

- IRMEEHEBHEETN

« AWS Client VPN i A Windows BYMR A {5t

AWS Client VPN £/ AWS 248 Windows B FiRE#HFEE

Bt AT, BREXAREER. EFHSHE , AWS RENHFHEES AWS VPN S,

ZE & A Windows x64 E 3 Windows Arm64-based &%k AWS 248 A B im T ELE -

1.

2
3
4,
5

BIRL AWS VPN Client ERER.,

i#12 File (#8%X). Manage Profiles (BEEERER),
#12 Add Profile (FTBERERE).

R Display Name (BREH) , MARREN BB,

¥ VPN Configuration File (VPN #HREfEZR) , FRIE E B UK Client VPN EIE S #IKMVE
RERE R | REBIRIZE Add Profile (FTiBEIREE),

MREGHREEVZEER , FHHECENENSEECEREENERERS R, SEUUFEEE
HENRER , ERZREE D ERMER.

£ AWS VPN AIFmRE+ , BELZTERNZRERE , REREFER, WR Client VPN HE 2%

AERAZAEHNENSIRE , IRRERTERACAEEBANER. HHLERBNEERE
BERERLIR K SSAEEAELITIRN,

K3

® Note

MRIGERNEMRERLEB IR TERERER , SREIETER. BENNE
#R , SRS BT ZRAY TR ER P EE AR

HERTERVRETER , FFE AWS VPN AFRRE T EFER  EFRRFMAER , ARE
BEEEFHMETARNER,

EEHENER , FFE AWS VPN AF IR EREEER , ARBEPEER, WREEZEMH
BAER |, BXEERERSEER, RNE |, 1BZE Windows TV EWAFRER , REBIRIE
Disconnect (FF ENERE),

2R A P imiEaR 9



AWS Client VPN EREER

iR R EERAR T

tRERRREEMR , fHIMERBE AR, mEEUMNEE EDR) RERAMNLSEHE  ARAEET
# AWS Client VPN E#R, MREEMEMA Windows AWS REHH A FiREFBEIEREE , BZUEEE
TE i B T 2 B EBR P RREHRER

AWS Client VPN aJ#I{THEKRE

R A Windows AWS Hﬂﬁ* KTIEWRUTHTE. REH BRI, BAEARFEER R
Z2BRE , BARER EL%

VPN BEREARER
C:\Program Files\Amazon\AWS VPN Client\AWSVPNClient.exe
OpenVPN 25

C:\Program Files\Amazon\AWS VPN Client\Resources\openvpn\acvc-openvpn.exe

EREVNMEE VPN BEEENZKOER,
Windows BR#&

C:\Program Files\Amazon\AWS VPN Client\AWSVPNClient.Service.exe

AWS KA FmEEH Client VPN W B E H B FEUE | T8EE L VPN ER, BREN XS
Rim M REL BB AFFffacvc-openvpn. exefEFE| Client VPN i B 3R E R EEBENBA B ENE

HiRE,

ARE Ui B B HERR

MRENRHBLZLERTE AWS RHNAFRER , FERENZLEESRE T IIHRER
LR R ERAVHERR

# 5 T E TR the section called “AWS Client VPN AT {TREKR B ET RS TLERNRE
FAFEESRHRIEE,

HEREAAN 10



AWS Client VPN EREER

AR R E RV HERRIR B

fodFftacvc-openvpn.exef2F 2 Client VPN in BEZBMBEA G ENEHRE,
PR R A HEBR

RERNBHR AT R DT HEBR AWS REMNAFmE LB & !

C:\Program Files\Amazon\AWS VPN Client\

/A Important

HREmRANEENEY K BEE=FRIHLTLERNVRBUEARERTE AWS XHEE
W MFEREREEMIRVFMRDN , F2RBHEZEMER XM,

AWS Client VPN & B Windows B MR A @5t

T&RSE AWS Client VPN & B Windows x64 B 1 Windows Arm64-based & &R B &1 F1E Mx A iR
A{EEEA T EER,

® Note

EMeBEERATRHTANNZEMEE. BMENEBREASETEERZNIR
R, EMATREEZITANN/NZ2BENTE, F2RRTBEIGFHFAER,

[TE:N B¢ Date TEEEA
SHA256

5.3.4 - RESRIGIEHEFEINEE 2026 £3 H27H + T& Windows
(x64 F . mERLHEE x64 5.3.4 Wi
Arm64)

sha256 : 81
a5c¢510162
4c5f74de8
afdcb816f
03ea8ff9e

CEE: =


https://d20adtppz83p9s.cloudfront.net/WPF/5.3.4/AWS_VPN_Client.msi
https://d20adtppz83p9s.cloudfront.net/WPF/5.3.4/AWS_VPN_Client.msi

AWS Client VPN

ERAEER

JIES

i Date TEHERE R
SHA256

8cbabeaa8
890295779
a94dbe41

« T &, Windows
Arm64 5.3.4 iR

sha256 : 34
10282ebb0
24e64812a
63668b301
17657d470
ed4c51f05
€96fc812b
8871587d

MRA e


https://d20adtppz83p9s.cloudfront.net/WPF_ARM64/5.3.4/AWS_VPN_Client_ARM64.msi
https://d20adtppz83p9s.cloudfront.net/WPF_ARM64/5.3.4/AWS_VPN_Client_ARM64.msi

AWS Client VPN

ERAEER

TN 2

53.3 « {&1E 5.3.2 IlRFHIEIR KK
(x64
Arm64)

Date

2026 2 A 28 H

THEGM
SHA256

« T & Windows

x64 5.3.3 ix

sha256 : bb
aebb977b2
70add6497
c941505fe

d5913b580
56e980e37
21707337d
c051ac86

T & Windows
Arm64 5.3.3 iR

sha256 : c3
0b6d0121a
507064 3fd
bebc27e7f
9569d574a
569863148
Obecb5cb9
6cac9fde

MRA e


https://d20adtppz83p9s.cloudfront.net/WPF/5.3.3/AWS_VPN_Client.msi
https://d20adtppz83p9s.cloudfront.net/WPF/5.3.3/AWS_VPN_Client.msi
https://d20adtppz83p9s.cloudfront.net/WPF_ARM64/5.3.3/AWS_VPN_Client_ARM64.msi
https://d20adtppz83p9s.cloudfront.net/WPF_ARM64/5.3.3/AWS_VPN_Client_ARM64.msi

AWS Client VPN

ERAEER

TN 2

532 o RESEIEIEERIEETINAE,
(x64 M . yEreueE,
Arm64)

=
s

Date

2026 2 A 17 B

THEGM
SHA256

« T &, Windows
x64 5.3.2 Ik

sha256 : dd
1e4fb6718
dddbf13a5
aeedb42175
761bf8ed8
54290c576
a488b9817
3a0ccf92

« T &, Windows
Arm64 5.3.2 iR

sha256 : d2
d18d91ca9
ef53cch57
434db18ef
5d0002e78
25a998f2d
739eac443
b034af00

MRA e


https://d20adtppz83p9s.cloudfront.net/WPF/5.3.2/AWS_VPN_Client.msi
https://d20adtppz83p9s.cloudfront.net/WPF/5.3.2/AWS_VPN_Client.msi
https://d20adtppz83p9s.cloudfront.net/WPF_ARM64/5.3.2/AWS_VPN_Client_ARM64.msi
https://d20adtppz83p9s.cloudfront.net/WPF_ARM64/5.3.2/AWS_VPN_Client_ARM64.msi

AWS Client VPN

ERAEER

TN 2

5.3.1 REEIRME IE BB INBE,
(x64
Arm64)

Date

20259 A 30 H

THEGM
SHA256

« T & Windows

x64 5.3.1 ik

sha256 : b7
1ddbc7823
0630963ac
f3ebba7af
eb6e52599
843091ff5
89aedb6afc
e4c9eb06

T & Windows
Arm64 5.3.1 iR

sha256 : e6
91bdb0Obdc
b55b3da36
f4fb2e519
8f20f1878
dc22a00bf
55bc66099
9698500b

MRA e


https://d20adtppz83p9s.cloudfront.net/WPF/5.3.1/AWS_VPN_Client.msi
https://d20adtppz83p9s.cloudfront.net/WPF/5.3.1/AWS_VPN_Client.msi
https://d20adtppz83p9s.cloudfront.net/WPF_ARM64/5.3.1/AWS_VPN_Client_ARM64.msi
https://d20adtppz83p9s.cloudfront.net/WPF_ARM64/5.3.1/AWS_VPN_Client_ARM64.msi

AWS Client VPN

ERAEER

AR 7 ok Date

5.3.0 ¥HY Windows Arm64-based AWS Client 2025 £ 8 A 26 H
(Arm64) VPN %%,

AR A4S Windows (x64) 5.3.0 KRS #9 R
BEH,

5.3.0 - RERAINEE, 2025 8 A 14 A
« WIEY IPve EIRHXE

522 WELREREE, 2025 6 A2 H

THEGM
SHA256

T & Windows
Arm64 5.3.0 iR

sha256 : 3f
1be6b487a
f8307dafb
b0Of7737cd
597cf71dc
64dcd3177
5aeeebf91
d04b8dce

T & Windows x64
5.3.0 kR

sha256 :

e3cf1affée1
4d79aa443
78229a3a0
602a9e9c2
a0c6d0d05
5df901440
b6d1454a

T & 5.2.2 ik

sha256 : 2
7cbOeed7c
9c5354caa
5d7e37595
eefbb048d

7481bf698

b2e5fb653

b667¢c190

MRA e


https://d20adtppz83p9s.cloudfront.net/WPF_ARM64/5.3.0/AWS_VPN_Client_ARM64.msi
https://d20adtppz83p9s.cloudfront.net/WPF_ARM64/5.3.0/AWS_VPN_Client_ARM64.msi
https://d20adtppz83p9s.cloudfront.net/WPF/5.3.0/AWS_VPN_Client.msi
https://d20adtppz83p9s.cloudfront.net/WPF/5.3.0/AWS_VPN_Client.msi
https://d20adtppz83p9s.cloudfront.net/WPF/5.2.2/AWS_VPN_Client.msi

AWS Client VPN

ERAEER

JIES

5.2.1

5.2.0

5.1.0

5.0.2

5.0.1

5.0.0

41.0

o Y ping-exit OpenVPN EZH

x &

- BE# OpenSSL R E,
o IRESEIMEIE RS TIAE,

° /Agiﬁgﬁlﬂ BEo
« FEH A Fumik B RS HITRI R

« {&1E 5.0.x AWS Client VPN HR1E B & &

By FR ETE AR R B BV ERTERE VPN B
%O

- RERRISIERIERIIEE,

« EIEWATELRAY DNS &,
- BIEEREH TAP BERKNETERE

o

& IEB 3 Windows A Fiw 5.0.0 hix £ 153
VPN E#REERAY R E,

- FTIEHWITERNZE.

- BE#H TAP BEREKRA,
- ENBERERENE.

- RESHRIEEEMEINAE

IR E GRS IE BRI AL,

Date

2025 4 A 218

2025 4 A 8 H

2025 3 A 17 H

20252 A 24 H

202551 A 30 H

20251 H21H

2024 £ 11 A 12
H

THEGM
SHA256

TEXE.

TEXE.

TEXE.

TEXE.

TEXE.

TEXE.

TEXE.

RRA R



AWS Client VPN

ERAEER

JIES

4.0.0

3.14.2

3.14.1

&

IRETRINEE,

8% mssfix OpenVPN EEH X E,

IR EEHFRE BRI A

B
Bo

Date

2024 9 A 25 H

2024 9 A 4 H

2024 8 A 22 H

THEGM
SHA256

T# 4.0.0 iR

sha256 : 65
32911385
ec8fac149
4d0847c8f
90a999b3b
d7380844e
2ea4318e9
db4a2ebc

T# 3.14.2 hix

sha256 : c1
71639d7e0
7e5fd4899
8cfr6frde
6e49e5cbe
3356¢6264
a67b4a9bf
473b5f5d

T# 3.14.1 kiR

sha256 : 7
43a7b4bc8
2daa4b803
€29943905
29997bb57
a4bb54d1f
5195ab288
27283335

MRA e


https://d20adtppz83p9s.cloudfront.net/WPF/4.0.0/AWS_VPN_Client.msi
https://d20adtppz83p9s.cloudfront.net/WPF/3.14.2/AWS_VPN_Client.msi
https://d20adtppz83p9s.cloudfront.net/WPF/3.14.1/AWS_VPN_Client.msi

AWS Client VPN

ERAEER

JIES

3.14.0

3.13.0

3.121

&

o ¥Fi8Y tap-sleep OpenVPN EZH
Y&,

« B E# OpenVPN #1 OpenSSL 25X
B,

B E# OpenVPN # OpenSSL 2,

{&1EBA IE Windows B Fif 3.12.0 ik B &
efFHEET VPN EENRRE,

Date

2024 8 A 12 H

2024 7 H29H

2024 7 A 18 B

THEGM
SHA256

T # 3.14.0 hx

sha256 : 81
2fb2f6d26
3288c664d
598f6bd70
e3f601d11
dcb89e63b
281b0a9%6b
96354516

T# 3.13.0 ik

sha256 : c9
cc896e81a
744118409
51e349eed
9384507c5
3337fb703

c5ec64d52
2¢29388b

T# 3.12.1 hix

sha256 : 5e
d34aeebc0
3aa281e62
5acdbed27
2896¢6704
6364a9e58
46ca697e0
5dbfec08

RRA R


https://d20adtppz83p9s.cloudfront.net/WPF/3.14.0/AWS_VPN_Client.msi
https://d20adtppz83p9s.cloudfront.net/WPF/3.13.0/AWS_VPN_Client.msi
https://d20adtppz83p9s.cloudfront.net/WPF/3.12.1/AWS_VPN_Client.msi

AWS Client VPN

ERAEER

TN i

3.12.0 - EEHREESEREBENER.
- EBKRESAML REEEENEBER
BEAERH

3.11.2 B 123 fREAK |, EfFREL Chromium BE
HHBIEIRH SAML B0 B EHERE,

3.11.1 - BEEBEEERMVEME , TJRE L RFAKE

EEMITEAESRITNERSR T,
- RERERE,

Date

2024 5 H21H

2024 4 A 118

2024 2 A 16 B

THEGM
SHA256

TEXE

T# 3.11.2 kR

sha256 : 8b
a258dd15b
ea3e861ad
ad108f8a6
d6d4bcd8f
e42cb9ef8
bbc294e72
f365c7cc

T& 3.11.1 i

sha256 : fb
67b60aa83
70197958a
11ea6f57d
5bc051227
9560b52a8
57ae34cb3
21eaefd0

RRA R

20


https://d20adtppz83p9s.cloudfront.net/WPF/3.11.2/AWS_VPN_Client.msi
https://d20adtppz83p9s.cloudfront.net/WPF/3.11.1/AWS_VPN_Client.msi

AWS Client VPN EREER

5N i Date TEHERE R
SHA256

3.11.0 « BfEIE Windows EHEMERFTEKIER 2023F 1286 H  T&H3.11.0h%

CER
e sha256 : 9b
- BIEIERL LAN HAEM BRI RE 6b7defood
- BREFRL, 76c59a97b
067b6a73b
dc6ee1cbb
892206328
6542e96b
32df5ae9

3.10.0 - EIEAF IR RA NAT64 IFRVEIR 2023 8 A 24 B T 3.10.0 kg
F‘ﬂ%o

sha256:
. & . 2 AR>S
1SIEFA F iR MEE 28 Hyper-V #85 4 d46721aad

E%H%?@Eﬁ&&ﬁéo 40ccb816f
o RESEIEIEERIEETINAE, 163e406c3

66ff03b11

20abbb43a
20607e06d
3b1fa8667f

3.9.0 WELZEAEE, 2023 £ 8 A3 H T2 3.9.0 ik

sha256 : de
9a3800ea2
349155540
bd32bbae4
72404c636
d8d8267a0
e1fb2173a

8aae21ed

3.8.0 HEREME, 2023 7R 158 ABXE

TR T


https://d20adtppz83p9s.cloudfront.net/WPF/3.11.0/AWS_VPN_Client.msi
https://d20adtppz83p9s.cloudfront.net/WPF/3.10.0/AWS_VPN_Client.msi
https://d20adtppz83p9s.cloudfront.net/WPF/3.9.0/AWS_VPN_Client.msi

AWS Client VPN

ERAEER

JIES

3.7.0
3.6.0
3.5.0
3.4.0
3.3.0

3.2.0

3.1.0

3.0.0

2.0.0

&

EEIR 3.6.0 RWEE,
REREME,

IR ESERRE E IR INEE,
EEIR 3.3.0 RWEE,
IR BRI E IR INEE,

- Y Tverify-x509-name s OpenVPN
EEN X E,

- ERFIREMRAT ARS8 BEA.

s MATHEFIRRATAKEEBLEN
mﬁm

HELERE,

« AT Windows 11 X,

s BETERHMESEXERZIFE
B TAP Windows BEEIFZ X an & H o

- BETERABMS S BERREAST
BRHEE,

- BETERRXFHEEXFETR.

- BN R ERE,

« MATEUHERREXERBEXFTH
x&

« BB T £ pull-filter (B2 echo F8EF) KY
#Eh. BN pull-filter * echo

o REHRIEERERINEE,

Date

2023 7 H15H
2023 7 H14 8
2023 4 A3 H
2023 £ 3 A 28 H
2023 £ 3 A 17 H

20231 H23H

2022 5 H 23 H

2022 3 A3 H

20221 H20H

THEGM
SHA256

TEXE
THEXE
TEXE
TBxXE®E
TBEXE
TEXE

TEXE
THEXE

TEXE

RRA R

22



AWS Client VPN

ERAEER

JIES

1.3.7

1.3.6

1.3.5

1.3.4

1.3.3

1.3.2

- EEEERERERATHBS S5 REE

mES.

C /Agit '—"ﬂKIEEEEiﬁgﬁIjJ BEo

18 ¥ OpenVPN EEMNXIE -
connect-retry-max, dev-type, kee
palive, ping, ping-restart, pu
Il. rcvbuf, server-poll-timeout,

/AE?—E1WIE§52iﬁ§ﬁIJJ Bgo

MBRARIRE BERMEHRER.

E 8% OpenVPN HEZMN X : dhep-

option,

R ESEERME IE BERR{ Thae,
g ¥ T 5 OpenVPN EEH ZE : ina

ctive, pull-filter, route,

BEEEREARNEPEERSERE
E AR,

BIEE R AR/ Active Directory R &
ZEMEEEE,

EEERARIINRERERBTERN
FEREN EREE,

R ESERRISIE R IhRE,
RERF , #TiE IPv6 HiRH &

- {&IEEA Connection (E#R) TH Show

Details (B RFFHIER) RITRF A RERE
WY R E

Date

202111 A8H

2021 9 H20H

2021 £8 A 16 H

2021 £ 8 A4 H

20217 H1H

2021 £5 A 12 H

THEGM
SHA256

TEXE

TEXE

TEXE
TBxE®E

TBEXE

THEXE

RRA R

23



AWS Client VPN

ERAEER

JIES

1.3.1

1.3.0

1.2.7

1.2.6

1.2.5

1.2.4
1.2.3
1.2.1

1.2.0

1.1.1

&

- B THEEHEREIEBNZERAFRHER
FHZE, BHNEESS A,

- BETABEBRRE , UBDHERER
o

« ¥ TH Troute-ipv6, OpenVPN ¥R
AN XE,

o REFREEE®({LIIEE,

BT XEIEE , MERWE. FIADE
B &M Do

. ¥718 7 ¥ cryptoapicert OpenVPN $&7R
AN E,

- BIETERZENBRFRE,

- REFEREIEEELINEE,

R ESERISIE R IRE,

* 7 OpenVPN FRTEF#E T HEBIX
&o
- 1B TLS XEHRALR

IR ERRE E R INEE,
HIRE 1.2.2 RAFHEE,
IR ERRME E BRI EE,

- BETIEY SAML 2.0 2B S B0 BmEMN
&

. EERYE Windows 7 FEMXE,

R EFERIS IE RV IhRE

Date

2021 ¥4 A5H

2021 £ 3 A 8 H

20212 H25H

2020 % 10 A 26
H

2020 10 A 8 H

2020 %F 9 A1 H
2020 68 A 20 H
20207 A1H

2020 5 A 19 H

20204 A 21 H

THEGM
SHA256

TEXE

THEXE

TEXE

TBxE

TBEXE

THEXE

THEXE

THEXE
TEXE

THEXE

RRA R

24


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/client-authentication.html#federated-authentication

AWS Client VPN EREER

5N i Date TEHERE R
SHA256

1.1.0 ¥ X &E OpenVPN FFRESLE B FET) 20205 3 A9 H TEXE
g, TRBIBE N ERAEREPETH
MXFo
- REHRIEEEBRLINEE,

1.0.0 IR R, 20205 2 A4 H TBXE

AWS Client VPN for macOS

ELEFEHRAMATER macOS AWSEREN A FimE M VPN E#R, &R LAE AWS Client VPN TET
B ZEAFim. AWSRRMHENAF IR XERBEBEH.

ZR

B ZAWSEMAHN A Fis AR macOS , FETHHEA :
« macOS Sonoma (14.0), Sequoia (15.0) % Tahoe (26.0)
- B x86_64 = ARM64 A,

- ¥R SAML 2B 87 RFE (E—FA) B Client VPN InE , AFHEELNERLRE
TCP E#18 8096-8115,

3]
« AWS Client VPN f# macOS AWS 124 A FimERE
« AWS Client VPN for macOS AxA< {5

AWS Client VPN £ macOS AWS 12t A FimEHLEE

Ba 2l , S5FEAM Client VPN BB EEXE I Client VPN 52 | 36 2 A R124t Client VPN %2648
EER, NREEEQKFHERIZEREE , IESESEREENHEARESR,

FEN  BELARBER, ETHNSED | AWS RANE S GBS AWS VPN A S,

macOS 25


https://aws.amazon.com/vpn/client-vpn-download/
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoints.html#cvpn-working-endpoint-create
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html

AWS Client VPN EREER

£/ macOS AWS =M A FiRiETER

1.  BARX AWS VPN Client FEAZ3,

2. i®#Z File (#&%X). Manage Profiles (BEEiRER),

3. i#IZE Add Profile (HTiBERE).

4. ¥ Display Name (BREE) , MARRENER,
5

¥ VPN Configuration File (VPN #HREfE ) , FRIE E B EUERE Client VPN B3 S #IKHVE
RERE R | AREBIRIZ Add Profile (FTIBEIREE),

6. MRERERVZEER , BHYLENMENSEECEREENERERLR, BUHEEE
HENRER , ERZREE D ERMER.

7. EAWSVPN HFmHRES  ERERERVRERE K RARBHFER. WX Client VPN imF 25
AERAZAEHNENSIRE , IRRERTEWACAEEBANER. HHLERBNEERE
BERERLIR  SSAEEAELITIR,

® Note

MRIGERNEMRERLEB mIRMN TERERER , SREIETER. BENNE
#R , SRS BB ZRAY TR ER P EE AR

8. EEMBERNMITELR  FE AWS VPN AFmREPRIFER  EREETHEENR  RER
BEEERFHMEARNER,

9. HEDENELMR , BT AWS VPN AFImAETREFER  RRXREFTEER, NMREEZERRK
HYIERR | 8 7E BB BE B = EIE AR

AWS Client VPN for macOS WA~ st

T&RAE AWS Client VPN & B macOS B B Bl F 5C B AR AS B9 iR A5 sE 0 T 8E it

® Note

EMeBEERATRATANNZEMEBE. BMEBNEREABET EERAZNIR
R, BERAREEZITHMN/RZBENTE. F2RERTEEEEFEEN.

MRA e 26



AWS Client VPN

ERAEER

JIES

5.3.5

5.3.4

5.3.3

SR

5.3.1

5.3.0

5.2.1

/Agﬁﬂg 1'4.{
WELEAME
ERRNVEFHzF , B ARM & Mac fE

ﬂqﬁmﬁb

BERBATRYE ARM64 APty B8
Fk , EEMRTE Rosetta HEE NHIT

B Intel RAFI®mFEER

BB ARM #33 EH Intel HEME
(Rosetta) E3k

RERRE EEIEAThEE

RESEIAE IF ERIBTRTh AR,
WELZEMEE,

#7118 Apple Silicon ZREH R £ X EM
#THY macOS ARM64 ZEFE,

R ERRME E IR EE,

RERRME E IR I EE,

IREEEThEE,
FIEH IPve EHENXE,

¥38 ¥ ping-exit OpenVPN EZH X
=

B

2026 £5 A
14 H

2026 £ 2 A
17 H

2025 F 12
H 26 H

2025 £ 10
A 27 H

2025 £ 9 A
9H

2025 £ 8 A
14 H

2025 £ 6 A
18 H

THER

« & macOS ARM64
5.3.5 iR

sha256 : 048c9011b7c
ea43720cb92d7c2fel
64c8d853b391ee4994
08736¢cba5d9111652

« & macOS x64 5.3.5
W

sha256 : 64a84f529a0
9b2ee9756dd8f5e193
b9624b3239bcd76d9f
20411a72d1f93887¢

THEXE.

TEXE.

TBx&.

TBx&.

TEXE.

TEXE.

RRA R

27


https://d20adtppz83p9s.cloudfront.net/OSX_ARM64/5.3.5/AWS_VPN_Client_ARM64.pkg
https://d20adtppz83p9s.cloudfront.net/OSX_ARM64/5.3.5/AWS_VPN_Client_ARM64.pkg
https://d20adtppz83p9s.cloudfront.net/OSX/5.3.5/AWS_VPN_Client.pkg
https://d20adtppz83p9s.cloudfront.net/OSX/5.3.5/AWS_VPN_Client.pkg

AWS Client VPN

ERAEER

JIES

5.2.0

5.1.0

5.0.3

5.0.2

5.0.1

5.0.0

41.0

4.0.0

3.12.1

« BEH OpenSSL X E,
- WELEME,
o RESFERISIEEBEINEE.

* lAEiﬁgﬁm BEo
- FIEY A F iRk BT XE,

« {&IE 5.0.x AWS Client VPN fRERE &
REFFENER R BBHEFERE VPN
W R,

« 218IE AWS Client VPN %5
Windows iR 1T EWERBEREL
VPN E#RHY B,

« REFERSIEEIERINEE,

RESRRIS ERIBTAThEE,

1EIEEIE
FﬁLo

iZ#E Connect REHEEFHFBMN

EIEERFiw 5.0.0 REZA TS EHHR
EREBBET VPN ERHEE,

« FIEBIITERIZE.
- ENBEEAENE.
o REERIEERERIEE

RERRME BRI IIEE,

/AgiﬁgﬁIb Beo

18 ¥ mssfix OpenVPN EEH X E,

B

2025 4 B
8 H

2025 3 A
17 H

2025 £ 3 A
6 H

20252 A
17 H

2025 £ 1 A
22 H

2025 £ 1 A
21 H

2024 ¥ 11
A12H

2024 9 A
25 H

2024 % 9 A
4 B

THER

THEXE.

TEXE.

TBx&.

TBx&E.

TEXE.

TEXE.

TEXE.

TEXE.

TEXE.

RRA R

28



AWS Client VPN

ERAEER

JIES

3.12.0

3.11.0

3.10.0

3.9.2

3.9.1

3.9.0

3.8.0

3.7.0

o ¥ig¥ tap-sleep OpenVPN (EZ

MR

« B ¥ # OpenVPN # OpenSSL 23

EO

« B E# OpenVPN # OpenSSL &R

JEO

- EFRREESERBBEMNER,
- BIERRIRBE DNS EREE.
- EBRE SAML InBERKHN B EIE

AR,

« B 123 IR , EEREL Chromium

AERNBIER SAML 5 25 BRER
o

o ¥ macOS Sonoma M, EH

¥ macOS Big Sur B X #,

- WEREMRE,

- EREERTEBVEF , TREAFARE

RETERESRINERS T,

- EEEEARXEMTHEES,
° E&%ﬁéﬂﬁﬁg‘o

- ESERL LAN BN ERREE
- EREFEUE,

- BIER PR RUA NAT64 R E

RRERE

< RESERIEEEERINEE,

° E&%ﬁéﬂkﬁgo

B

2024 8 A
12 H

20247 A
29 H

2024 5 A
21 H

2024 4 A
11 H

20242 A
16 H

2023 £ 12
H6H

2023 £ 8 A
24 H

2023 £ 8 A
3H

THER
THEXE,

TEXE.

TEXE.

TEXE.

TEXE.

THEXE.

TEXE.

TEXE.

RRA R

29



AWS Client VPN

ERAEER

JIES

3.6.0

3.5.0

3.4.0

3.3.0

3.2.0

3.1.0

3.0.0

2.0.0

&

HEREMRE

- BER 340 REE,

- AELRENRE,

« BHTE¥ macOS Ventura (13.0) 3%

&o

- RESERIE EEMMBINEE,

- Y Tverify-x509-name OpenVP

N ERH X &,

- ERFImEMRATAREEBER.
« MATHEFRRATHEEBREN

RE.

« F18¥ macOS Monterey B &,
- 818 T HBREERERNREE,
. WERELME,

- BETEABAISREEREAST

B REE.

- BETRRXFHEEFET,
- BN R EIRE,

« MATEVHERRYXEREXFH

x &

« BB T /A pull-filter (B2 echo F8E) Ky

BEH, BN pull-filter * echo

- RERRIGEEEMINEE,

B

2023 7 A
15 H

2023 7 A
15 H

2023 7 A
14 H

2023 4 A
27 H

2023 1 A
23 H

2022 £5 A
23 H

2022 £ 3 A
3H

2022 1A
20 H

THER
THEXE,

THEXE.

TEXE.

TBx&.

TBx&.

TEXE.

TEXE.

TEXE.

RRA R

30



AWS Client VPN

ERAEER

JIES

1.4.0

1.3.5

1.3.4

1.3.3

& B

FERHIE#E DNS AfRaEE#ZR, M 2021 F 11
RELREFTHFSVPNERE ,  MEE HO9H
HETE o

EfEERLEERTHBS S 2 REE

mEH,

IRESHFRIE [E IR Ih AR

¥ri8¥% OpenVPN EEHN X - 2021 £ 9 H
connect-retry-max, dev-type, kee 20 H

palive, ping, ping-restart, pu
Il, rcvbuf, server-poll-timeout,

REERRE IE B IERTNRE,

E#TiE ¥ OpenVPN EEZEMNXE : dhc 2021 £ 8 A
p-option. 4 H

RESEIRME EERRRV Th AL
g ¥ T 5 OpenVPN EEH T - 2021 7 A

inactive, pull-filter, route, 1H
B EE 25 Unicode MAHREIERZ
EEAEE,
BEEHEAREPENERIERE
EHNEE,

1EIEE R FHRE Active Directory £
EHBHBERE,
BEEEARNNRERERBERN
AR ERREE,

RESHRIGERAILIEE

THER
THEXE,

THEXE.

TEXE.

TBx&.

RRA R

31



AWS Client VPN

ERAEER

JIES

1.3.2

1.3.1

1.3.0

1.2.5

1.2.4

1.2.3

1.2.2

- RRIERF , ¥11¥ IPv6 BIRPHE.

« {EIE{EFA Connection (%) T # Show
Details (B RFFHHE R BEIBRF AL
EHNEHREE

« ¥718 daemon B E,

- ¥i8 7 ¥ macOS Big Sur (10.16) B9
5

- BIETBEREMEARENARE DNS &
TE Y IR,

- BETHERAFEERNERETHERZE
BEREEN EE,

. 8 TY Troute-ipv6s OpenVPN #5
TR EE,

o REEEIEEER{LIIEE,

T XED
BEMo .

BE , MNEERRMRE . HIXAR

¢

[+

RESRRIGERAILINEE

EHRRE EERLIEE,

« £ OpenVPN EREF 8 T HE BN X
&

- ¥ TLS REHRAL
- BIETRER D ERAENBERZESE

=0
ﬁ;l—_%o

SN

‘@

IEER58{LIhEe.

B

20215 A
12 H

202154 A
5 H

2021 £3 A
8 H

2021 £ 2 A
25 H

2020 £ 10
H 26 H

2020 £ 10
A 8H

2020 £ 8 A
12 H

THER
THEXE,

THEXE.

TEXE.

TBx&.

TBx&E.

TEXE.

TEXE.

RRA R

32



AWS Client VPN

ERAEER

JIES

1.2.1

1.2.0

1.1.2

1.1.1

1.1.0

1.0.0

MEERLTEERAERNXE,

- REFEBREEHEBCINEE.

- EFTIEY SAML 2.0 S B DRI

x&o

« ¥i8 7 ¥ macOS Catalina (10.15) B9

x&o

RERRE EERIL AL,

* {ZIE DNS AT REE,
- BERERRRIMERNEAEXEH

F':ﬁ E‘E o

® 1|§J—.E MFA FI:ﬁIEE_»

o ¥ macOS DNS #HEE,
. %iﬁiﬁ OpenVPN f#

FREBEEE BT
, P Rl SR 2 A SR E P R Y
B'Zf‘ﬁo

- REHEREERRILINEE.
FIEIRA,

AWS Client VPN B A Linux

B

2020 7 A
1H

2020 £ 5 A
19 H

2020 £ 4 A
21 H

2020 £ 4 A
2 H

2020 £ 3 A
9H

2020 £ 2 A
4 H

THER
THEXE,

TEXE.

TEXE.

TBx&.

TBx&E.

TEXE.

ELEHRPLEEAR Linux B AWS AFIR , REER AWS RHENVAFiRE Y VPN EiR, 2

ﬁi

(o]

F/ Linux AWS =R A Fig

EEMEA Linux AWS IRENAFR , EETSEE

HE Linux AWS IFImA X EBBEH ., NEKRFTWEHFM TR , 552 M the section called “Nr A i

EHRE Client VPN KIFHER

Linux

33


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/client-authentication.html#federated-authentication

AWS Client VPN EREER

- Ubuntu 22.04 LTS (AMD64), Ubuntu 24.04 LTS ( R AMD64) 5 Ubuntu 26.04 LTS ( £k
AMD64)

HRERA SAML IS 55 58% (E—FA) B Client VPN in% , AFIRSEENERK LRE TCP
& 3 8096-8115,

BA2Hl , SEFESRAEM Client VPN BB EEE I Client VPN 2 | 36 2 A &24t Client VPN % 254H
EER, IREEVERRERIZERERE , IFESEREENERER,

&

- 2% AWS Client VPN 5 Linux 12

« EHEZE AWS Client VPN 5 Linux 28

« AWS Client VPN BA R Linux BV MR A st

Z 4 AWS Client VPN A Linux 1289

BZEFETRAREZE Linux AWS REMWAFiR. BEATIHEP—BS X, Az , FHL%H

MER.
B 1 EBEHREERE

1. #% AWS VPN AFir A B £\FTEE Ubuntu X R

wget -qO0- https://d20adtppz83p9s.cloudfront.net/GTK/latest/debian-
repo/awsvpnclient_public_key.asc | sudo tee /etc/apt/trusted.gpg.d/
awsvpnclient_public_key.asc

2. HEATHGSEMREERSEE Ubuntu (EERH (22.04 RRESIRA )

echo "deb [arch=amd64] https://d20adtppz83p9s.cloudfront.net/GTK/latest/debian-repo
ubuntu main" | sudo tee /etc/apt/sources.list.d/aws-vpn-client.list

3. ERATISNTERRKLNREEE.

sudo apt-get update

4. FERATHMSRELE Linux AWS R A F iR,

=z AF R 34


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoints.html#cvpn-working-endpoint-create
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html

AWS Client VPN EREER

sudo apt-get install awsvpnclient

BIE 2 deb ENERLE
1. & AWS Client VPN T& & .deb BRHFEA T TS,

curl https://d20adtppz83p9s.cloudfront.net/GTK/latest/awsvpnclient_amd64.deb -o
awsvpnclient_amd64.deb

2. fEA dpkg 2 ARARES Linux AWS REHAF iR,

sudo dpkg -i awsvpnclient_amd64.deb

iZ18 3 — A Ubuntu Software Center &8¢ .deb Ef

1. & AWS Client VPN T& T & .deb EHER.

2. TH .deb EHRER%E , #£H Ubuntu Software Center ZEEH, BEFE A Ubuntu Software
Center #3813 .deb EXZEREZE |, W1 Ubuntu Wiki FTik.

EHEZE AWS Client VPN & Linux 1248

ETILZRH , AWS RENAHFixttER AWS VPN B Fif.
£/ Linux AWS 28 FimiE1TiERR

1. BERBUAWS VPN Client EAER.,

2. iZIZ File (#8%). Manage Profiles (BB RER),

3. i#I#ZE Add Profile (T8 ERE),

4. ¥H Display Name (BTRERE) , WMAERENEE,
5

VPN Configuration File (VPN #ERE1E 2R) FA{E A &L Client VPN EE SN ZIMVERBER, B
Open (BARK).

i#Z Add Profile (FTIBERERE).

7. MRERERVIZEER A FHHLEFENSEACEREENEREESR, SUUHNEETE
HENRER  B52 ReH A ERKRAER.

o

2R A P imiEaR 35


https://d20adtppz83p9s.cloudfront.net/GTK/latest/awsvpnclient_amd64.deb
https://d20adtppz83p9s.cloudfront.net/GTK/latest/awsvpnclient_amd64.deb
https://wiki.ubuntu.com/SoftwareCenter#from_a_standalone_.deb_package

AWS Client VPN EREER

8. HEAWSVPN FImRES , ERERERVRERE K ARBHFER. WX Client VPN imF 2R
AERAZAEHNENSIRE , IRRERTERACAEEBANER. HHLERBNEERE
BERERLIR  SZAEEAELITIR,

(® Note

MRIGERNEMREELEE nIFRBN TERERER , SREIETER. BEFNE
#R , SRELE BB SR AY TAERE B P EE AR

9. EEMRERNMITESR  FE AWS VPN AFRHREPRIZER  ZRETHFEEN , ARER
BEREEFMERARNER,

10. BEPENELR , 55 AWS VPN AF IR EFERER , ARZEDENER, MRE/ZERK
HYIERR | 8 7E fE B BE B = {EIE AR

AWS Client VPN B AR Linux B RRA{g&E

TRAEE AWS Client VPN & AR Linux 9 B 81 8 S BT MR AR AR A 52 A0 T SOER .

(® Note

BMeREESERANPREATAENZEMBIE. RMBNEREK/BEFEERAZIIR
R, EMTREZITASEN/RNZLBENTE, F2RRKBEIGFAER,

BN & SpG THER

5.3.3 - RESRIEEEERINEE 2026 F 5 A18H T#H 533K

. hER AE
WELZEAREE sha256 : d0

096¢c934b3
6122c245d
8c2243d41
46cdac671
25c7421c4
el1e6ad430
eb3adfcf

MRA e 36


https://d20adtppz83p9s.cloudfront.net/GTK/5.3.3/awsvpnclient_amd64.deb

AWS Client VPN

ERAEER

JIES &

532 o XESHFRIE EEETATIRE,
° E&%ﬁéﬂk%o

5.3.1 o REEWMINEE,

5.3.0 o IREIEHIEE,
. FBY IPv6 EEMXIE,

B

2025 £ 12 A 17
H

2025 9 A 25 H

2025 8 A 14 B

THER
T# 5.3.2 ik

sha256 : 89
e4b9f2cof
7def37167
f5f137f4ff9c6c5246
fd6e0a724
4b70c196a
17683569

T & 5.3.1 ik

sha256 : 4a
426cc2263
82748d683
249463404
47dab87ec
42583977d
9488ee45d
11cdcecO

T & 5.3.0 ik

sha256 : 31
edb55f12d
cd68a7adc
a9b6233dd
beebcd37e
01f87655a
520cc7e75
42bbfcb4

RRA R

37


https://d20adtppz83p9s.cloudfront.net/GTK/5.3.2/awsvpnclient_amd64.deb
https://d20adtppz83p9s.cloudfront.net/GTK/5.3.1/awsvpnclient_amd64.deb
https://d20adtppz83p9s.cloudfront.net/GTK/5.3.0/awsvpnclient_amd64.deb

AWS Client VPN

ERAEER

JIES

5.2.0

5.1.0

5.0.0

&

- REREINEE,
 FTIEY A Fimik B EIITR R

« f&1F 5.0.x AWS Client VPN fR7E Bl & &
RPENEREZ BB EFERE VPN (VR
2o

« RESERSIEEIBARTHEE,

- FTEHSEWITERNXE.
- ENERERENE,
< RESHRIEEEMERINEE,

B

2025 4 A8 H

2025 3 A 17 B

20251 H 218

THER

T & 5.2.0 ik

sha256 : ef
7189f085d
b30ef0c52
1adcdfec8
92075¢cb00
5c8e0014f
dbcc59021
8509891f

T & 5.1.0 ik

sha256 : 14
f26c05b11
b0cc484b0
8a8f8d207
39de3d815
c268db3bb
a%ac70c0e
766b70ba

T 5.0.0 ik

sha256 : 64
5126b5698
cb550e9dc
822e58ed8
99a5730d2
€204f28f4
023ec6719
15fddalc

MRA e

38


https://d20adtppz83p9s.cloudfront.net/GTK/5.2.0/awsvpnclient_amd64.deb
https://d20adtppz83p9s.cloudfront.net/GTK/5.1.0/awsvpnclient_amd64.deb
https://d20adtppz83p9s.cloudfront.net/GTK/5.0.0/awsvpnclient_amd64.deb

AWS Client VPN

ERAEER

JIES

41.0

4.0.0

3.15.1

&

« ¥TIEE Ubuntu 22.04 M 24.04 B2 &,

- SHRRIEIE.

IREIETRINEE,

#i8¥ mssfix OpenVPN EEH X E,

B

2024 £ 11 A 12
H

2024 9 A 25 H

2024 £F9 A 4 H

THER
T& 4.1.0 iR

sha256 : 33
4d0022245
8fbfe9dad
€16¢c99fe9
7e9ebcbd5
1fff017d0
d6b1d1b76
4e7af472

T# 4.0.0 ik

sha256 : c2
632718742
17d79783f
cca182025
ace27ddbf
8f9661b56
df48843fa
17922686

T 3.15.1 kR

sha256 : ff
b65c0bc93
e8d611cbc
e2deb6b82
f600e6434
e4d03c6b4
4c53d61a2
efcaadc2

RRA R

39


https://d20adtppz83p9s.cloudfront.net/GTK/4.1.0/awsvpnclient_amd64.deb
https://d20adtppz83p9s.cloudfront.net/GTK/4.0.0/awsvpnclient_amd64.deb
https://d20adtppz83p9s.cloudfront.net/GTK/3.15.1/awsvpnclient_amd64.deb

AWS Client VPN

ERAEER

JIES

3.15.0

3.14.0

3.13.0

&

o Fi8Y tap-sleep OpenVPN EZH
X &,

« B E# OpenVPN 1 OpenSSL 25X
B,

- BE# OpenVPN #1 OpenSSL =
E.

- EEEREESERBBEMMER.

B

2024 8 A 12 H

2024 7 H29H

2024 5 H 218

THER

T# 3.15.0 ik

sha256 : 5c
f3eb08de9
6821b0ad3
d0c93174b
2e308041d
5490a3edb
772dfd89a
6d89d012

T # 3.14.0 hx

sha256 : bd
2b401aled
€6057d725
a13c77ef9
2147a79¢e0
c5e0020d3
79e441319
b5334f60

T & 3.13.0 iR

sha256 : e8
9f3bb7fc2
4c148e304
4b807774f
cfe05e7ea
€9e551863
a38a2dcd7
e0ac05f1

MRA e

40


https://d20adtppz83p9s.cloudfront.net/GTK/3.15.0/awsvpnclient_amd64.deb
https://d20adtppz83p9s.cloudfront.net/GTK/3.14.0/awsvpnclient_amd64.deb
https://d20adtppz83p9s.cloudfront.net/GTK/3.13.0/awsvpnclient_amd64.deb

AWS Client VPN

ERAEER

JIES

3.12.2

3.121

3.12.0

&

« B 123 lREAZK , EfEREL Chromium &
EHBMBIEEM SAML B0 BEME,

- EBEREESMNEE , TER
EEIT Eﬁ%m.ﬁ—fﬂ'ﬂ %zAD
° E&%ﬁéﬂkﬁgo

ATAH

- BIEERL LAN HREHELRERE

B

2024 4 A 11 8

2024 52 A 16 B

2023 F 12 A 19
H

THER

T# 3.12.2 kg

sha256 : 7
178¢c33797
740bd596a
14cbe7b6f
5f58fb79d
17af79f88
bd8801353
ar571a7d

T& 3.12.1 X

sha256 : 54
7c4ffd3e3
5c54db8e0
b792aed9d
e1510f6f3
1a6009e55
b8af4f0c2f5¢cf31d0

T & 3.12.0 ix

sha256:
9b7398730
9f1dca196
0a322c5dd
86eec1568
ed270bfd2
5f78cc430
e3b5f85cc1

RRA R

41


https://d20adtppz83p9s.cloudfront.net/GTK/3.12.2/awsvpnclient_amd64.deb
https://d20adtppz83p9s.cloudfront.net/GTK/3.12.1/awsvpnclient_amd64.deb
https://d20adtppz83p9s.cloudfront.net/GTK/3.12.0/awsvpnclient_amd64.deb

AWS Client VPN

ERAEER

JIES

3.11.0

3.10.0

3.9.0

&

- E1E "TEBERL LAN HBREAYERE

%EJ o
- BEXEFEE,

- BEERL LAN HHRERERRERE,

° E&%ﬁmﬁo

- BIERAFIRMEPRUA NAT64 KRV ERR

F':ﬁ E‘E o

- RESFHRIEEEMERINEE,

B

2023 12 A6 H

2023 12 A6 H

2023 8 H24 H

TEER
T & 3.11.0 ik

sha256 : 86
cOfa1bf1c
971940828
35a739ec7
f1c87e540
19495541
4a35c679b
94538970

T# 3.10.0 ki

sha256 : e7
450b2490f
3b96ab7d5
89a8000d8
38d9fd2ad
cdd72ae80
666c4c0d9
00687e51

T & 3.9.0 ik

sha256: 6¢cdecfff
82754119%¢
6a68464d4
bb350da3c
b3e1ebf91
40dacf24e
4fd2197454

MRA e

42


https://d20adtppz83p9s.cloudfront.net/GTK/3.11.0/awsvpnclient_amd64.deb
https://d20adtppz83p9s.cloudfront.net/GTK/3.10.0/awsvpnclient_amd64.deb
https://d20adtppz83p9s.cloudfront.net/GTK/3.9.0/awsvpnclient_amd64.deb

AWS Client VPN

ERAEER

JIES

3.8.0

3.7.0
3.6.0
3.5.0

3.4.0

3.1.0

3.0.0

2.0.0

REREME,
EEJR 3.5.0 RWEE,
HERERE,

g% Tverify-x509-name OpenVPN
EEN X &,

- BE T HRERERNEE,
- AELRENRE,

- BETEABS S 2RERBEAET

BRI EE,

- BETERRXFNEBEZTFIINEIE

NFHEREE,

- BN R ERE,

« MATEUHERREXERBEXFH

x &

« BB T EA pull-filter (B2 echo F8EF) KY

geh, BD pull-filter * echo

- REIRRIE EEIEERINEE,

B

2023 8 A3 H

2023 7 H 158
2023 7 H 158
2023 7 H14 8

20232 H14 8

2022 £5 A 23 H

2022 3 A3 H

2022 1 H20H

THER

T# 3.8.0 ik

sha256 : 5f
e479236¢c
0a1940ba3
7fe168e55
1096f8dae
4c68d4556
Oa164ed1e
dea3eb5bd

THEXE
TEXE
TBxXE®E
TEXE

TEXE

TEXE.

TEXE.

RRA R

43


https://d20adtppz83p9s.cloudfront.net/GTK/3.8.0/awsvpnclient_amd64.deb

AWS Client VPN

ERAEER

JIES

1.0.3

1.0.2

1.0.1

1.0.0

&

- EBEEERERERATHBS 55 REE
mER.
« RESHRIEEEMEEINEE,

« ¥ OpenVPN EEN X & :
connect-retry-max, dev-type, kee
palive, ping, ping-restart, pu
Il, rcvbuf, server-poll-timeout,

o REHREERERINEE,

« BUAZEER Ubuntu ERARRNHIERHL.
« ¥FEE T OpenVPN EEH X : ina

ctive, pull-filter, route,
o RESERIEEEERLINEE,

IR

B

202111 A8 H

2021 9 A28 H

2021 £ 8 A4 H

2021 6 A 11 H

THER
THEXE,

TEXE.

TEXE.

TBx&E.

RRA R

44



AWS Client VPN EREER

£/ OpenVPN AFimEREZE AWS Client VPN i 24

BAILAEAE BH Open VPN A FIRERARERNEILE Client VPN B ER, TIHEERKXE
Client VPN :

 Windows

£ Windows Certificate Store RV BEMIALE L8, ELBIFN SRR , BLITLUEERA OpenVPN
GUI AFmERAEN® OpenVPN GUI Connect A FImE I A Fim AWS E#R, MEEILTHEN SR
WL , B2 M 7£ Windows EFEFABREEN VPN E,

* macOS

3
B

5/ macOS & Tunnelblick 2 AWS Client VPN HYiHEERE 223237 VPN B4R, MEHMET |
BI7E macOS L2137 VPN E&R,

e Linux

{# /8 OpenVPN - Network Manager /™ E = OpenVPN FEAR R Linux LEI OpenVPNEE, &
E£ A OpenVPN - Network Manager ' , BUEEREMARENRREESEE, NEFEFEE
A, BESBE Linux 2 VPN B4R,

« Android 1 iOS

£ Android = iOS £ & L f#£H OpenVPN A FiRERERNEL VPN ER, MEEZEMA
BJAndroid #1 iOS Lt/ Client VPN E#%,

E
B

/A Important

MR Client VPN in BB EBMEA SAML 2WEBIS 5 98 , BIEEEMFER OpenVPN
VPN Al FimE#RE Client VPN in®h, EZFEEMU ARM RERNERE. IREEAES
ARM REEESMEE ( f5lan Apple Silicon Mac % ARM & Windows & ) , B4 ZEHE AWS
RMEMWAFmMmIE OpenVPN A F AR SAML & VPN im S,

RAFPimEARRN

 f£EA Windows Al FimERARENEFRZE AWS Client VPN imi B
« £/ macOS A FixEARREIERE AWS Client VPN in

» £/ OpenVPN AF iR AEERE AWS Client VPN iR

45


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/client-authentication.html#federated-authentication

AWS Client VPN EREER

« AWS Client VPN Android 1 iOS FERRER K EiF

£ Windows B FixmERRENELEZE AWS Client VPN i 25
& te = &7 ERBA N4/ fE A Windows & VPN B Ei% 2 T VPN E#R.

HA2Hl , FEEEAEN Client VPN EE B EZE I Client VPN w8y | 3 2 A &2 4 Client VPN % 2i4H
EER, NMREVEQRESEIZEREE  IZSESEREENERESR

MEREZEHENR , F2EYEFEA Windows E H Fiwk AWS Client VPN EiEHEITHER B,

/A Important

MR Client VPN i EREBMER SAML 2WEIS 5 9 8E |, BIEEEFER OpenVPN
VPN A FiwE#RE Client VPN in %, ETFEEMU ARM HAEBHNERE, NREFEAES
ARM BEEHMEE ( #la0 Apple Silicon Mac = ARM Z Windows £ & ) , BIXE#EE AWS
R A FimmIE OpenVPN A FixfEA SAML 2 VPN %S,

£
o FERABHEIE Windows LI AWS Client VPN E4E

FEARFEILE Windows EEII AWS Client VPN E4R

BT LA OpenVPN }%)Eiﬁ&i%ﬁﬁﬁ Windows BERAEHEFTHNEENILZLER, ELEHAEE
+1EA Client VPN B —$B20 6 , SLBEREH. WF OpenVPN A F % cryptoapicert 1218 5 #H
B , 582 [ OpenVPN ffﬁuEJ:E’J OpenVPN 2# F M,

® Note
BRELATHEAMERL,

(EFBRE MR M EAR

1. BAUSERAFHmEZNALZESEBHN pix BR,
2. ¥ X BREAZHNAMEK LVWEABREEHRE. MFEFHMEENR , F28 Microsoft #B4 LHY

How to: View certificates with the MMC snap-in.

Windows 46


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoints.html#cvpn-working-endpoint-create
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/client-authentication.html#federated-authentication
https://openvpn.net/community-resources/reference-manual-for-openvpn-2-6/
https://learn.microsoft.com/en-us/dotnet/framework/wcf/feature-details/how-to-view-certificates-with-the-mmc-snap-in#to-view-certificates-for-the-local-device

AWS Client VPN EREER

3. BREMNIRFESENAKENBIENWER, BALEER Microsoft EE XA RIS HER, WME
HMER |, 5526 Microsoft @it EFMNEFAEEKBEEFZTHENER.

4. FEH OpenVPN AREER , W EABREEIRIBEEUEERRE

UTREMAERIEERIENEH,

cryptoapicert “SUBJ:Jane Doe”

LTREREMIEERENED, EAILER Microsoft EEFRASRIEMN. WFEFEE
28 Microsoft #834 ERY 211 : FEEUERERY IR

&II{
3

cryptoapicert “THUMB:a5 42 00 42 Q1"
5 STRRERER K BEITTIHEHP—EEE , £/H OpenVPN I VPN EfR :

« f£f OpenVPN GUI AIFRERARER
1. B{& OpenVPN AFIRERAER,

2. £ Windows T35l Lt | BEET/EEE TR, £ OpenVPN GUI LiZ—TEBEGH , RERE
EEAER,

3. ERAREFE AP | EBEUEHK Client VPN BEESREIMNBEEER , REBEZRR.

4. £ Windows T{E%I L | #BEHET/EEE R, 7 OpenVPN GUI LiZ—T BB EGH A, RRE
EER,

« f£f OpenVPN GUI Connect f F i
1. B8 OpenVPN EERREX A REBBEEA, RREAMER.
2. BIEEAM VPN EEBIRFIWAERER , AERIEE Open (BAK).

A macOS A FImEARENELEE AWS Client VPN % 2

1EEEFFHRAMMER macOS # VPN B Fif. Tunnelblick 2 AWS Client VPN 2137 VPN E#,

BAZHl , FEEEAEN Client VPN EE B EZE I Client VPN w8y | 3 2 B &4 Client VPN % 2h4E
EER, MREVERRERIZEREE , ISESEAREENERER

MBEMEDBETR , HSEYE macOS IS AWS Client VPN BARIETHIED B,

macOS 47


https://learn.microsoft.com/en-us/archive/msdn-technet-forums/743d793c-ca94-45b3-88c6-375097eaafc0
https://learn.microsoft.com/en-us/dotnet/framework/wcf/feature-details/how-to-retrieve-the-thumbprint-of-a-certificate
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoints.html#cvpn-working-endpoint-create
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html

AWS Client VPN

ERAEER

/A Important

R Client VPN in B EREAMEA SAML WS & 28 , BIESEEMFER OpenVPN
VPN A FI%E#RZE Client VPN %%, ETEEMAUL ARM AEBRNEE, NREFERES

ARM BREEMEE ( Hl0 Apple Silicon Mac 5 ARM # Windows & ) |
RAM A FimmIE OpenVPN A FiwEA SAML # VPN w3,

*rE
e £ macOS L% AWS Client VPN &

£ macOS X AWS Client VPN E#R

B A LATE macOS EfE LA Tunnelblick BEimEAREREIL VPN EiR,

@ Note

WEEAR macOS B Tunnelblick FAFiREARERNFMAET ,
Tunnelblick 34,

£ A Tunnelblick 37 VPN E#

1. BXE Tunnelblick AP IREARER K AR BEREHEEESR,
2. TEMEREEARTD | BHER VPN EEERNTINERER,
3. HE/HREERPEZEEEREER K REBIBEEE,

£/ AWS Client VPN 237 VPN E#R,

1. B(E OpenVPN AR I2#Z Import (BEA). From local file... (A AHEER. ),

2. BEEZHM VPN EEERIIWARESR , RREE Open (AR

A OpenVPN A FinEHREELREZE AWS Client VPN U 2

ELEEIRBAMMER OpenVPN - Network Manager 5 OpenVPN 237 VPN E#R,

R A JAHEE AWS

2@ Tunnelblick {835 /Y

1£ macOS £ VPN E#R
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BAZHl , FEEEAEN Client VPN EEBEE I Client VPN w8y | 3 2 B&IZ 4 Client VPN iw2h4E
EER, IREEVERRERIZERERE , IFESEAREENERER,

MENEZHEDR , F2BEFERA Linux 2 A FiR/ AWS Client VPN B HETHERZ B,

\\

/A Important
MR Client VPN i ZBEREBMER SAML 2WEIS 5 9 8E |, BIEEEFER OpenVPN
VPN A FimE#RE Client VPN in¥. EZFEAL ARM HEBHRE, NREERES
ARM REEMEE ( Hla0 Apple Silicon Mac = ARM & Windows & ) , B X EEH AWS
R A Fiwmm3E OpenVPN A FimfEA SAML VPN %3,

ES]
1 Linux EE 3 AWS Client VPN E#R

£ Linux L3I AWS Client VPN E##

£ Ubuntu E & E# Network Manager GUI = OpenVPN FEARER , A 23 VPN E#R.
{8 OpenVPN - Network Manager 237 VPN E#3

1. ERANATHSREEREESER,

sudo apt-get install --reinstall network-manager network-manager-gnome network-
manager-openvpn network-manager-openvpn-gnome

B2 Settings (XE). Network (#85§).

EIE VPN SH R (+) , ARIEE Import from file... (REREA..).
BIEZARK VPN EEEWIINERER , AEEE Open (BR).

£ Add VPN (#7138 VPN) fREH , #iZF Add (F738).

R EFTIE 2 VPN R EE 5538 1t B B SR BN IE 4R

2

£ OpenVPN B3I VPN Eiz

1. FAUT@SZRE OpenVPN,

1£ Linux EE3 VPN EE 49
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sudo apt-get install openvpn

2. HAZR VPN EEERIINBRESR , UABEE.

sudo openvpn --config /path/to/config/file

AWS Client VPN Android 1 iOS FERARER K EZ

/A Important
IR Client VPN in BBk EAFER SAML WS 5o 8E |, AIEEEER OpenVPN #
VPN A FimE#RZE Client VPN in %, ESEEML ARM AEBNERE, NREFERESR
ARM REEZRHEE ( fl20 Apple Silicon Mac 2 ARM & Windows £& ) , AIAE#EE AWS
REMNAFi%mIE OpenVPN A FixfEA SAML & VPN %%,

T 5 EFARAUMAIE Android = i0OS 1TEIFEE L FEH OpenVPN AF AR REL VPN EE, &
B Android 1 iOS KB +E[E,

(® Note
METHEFERBEAR IOS = Android B OpenVPN A EIRERERXNFMEN , F2H

OpenVPN #835 _E#Y OpenVPN Connect &M, OpenVPN

Ba 2l , S5FEEAM Client VPN BB EE2E I Client VPN #2536 2 A R124t Client VPN %2648
EER, NMREVEGHEHFEIZERERE  ITESEREENERESR,

G0N /0N

BEERIELR |, BRE OpenVPN AFIREAREN , REZE AR Client VPN EEERFINER,

Android #1 iOS L Client VPN E4&
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AWS Client VPN EREER

¥ AWS Client VPN E#RETHESZ E

FERATYERE , erEEERRAFPHERARNERE Client VPN in B AT AEB R BB THIEZ &,
£

- BRAREEEM Client VPN in B fED

- £ AWS BEHNAFK AWS X PP EREREE

- $6EH Windows B F FiwiY AWS Client VPN EEHE THED

- ¥E macOS A FiwmfY AWS Client VPN EHREITHEL B

« $H¥EA Linux BLH F ik AWS Client VPN B4R THER B

- RYHERERM AWS Client VPN FEfE

BRAREEESR Client VPN 3 B EL B

BAIMITAERPHNELESR, EttSRUAHEDN Client VPN B ETE Client VPN IwmE E#1T. T
FRHMAREHEMFEERERREES,

WEEEHE Client VPN in BB BEETHED BN EMERR , 528 (AWS Client VPN EEE1ER) &
&4 Client VPN #/THEZ K.

£ AWS BN AP AWS X1 2B HFEER

MREER AWS FrIREtAFIRRRERE , BEEBE AWS X8 UHBHEZE |, Bl AWS £HNAE
s A LLBES T HREEE SR AWS X, iBIE A/ Windows, macOS M Linux AFixERAENX L
FH.

BEERZH , BLARBAF AWS XE FRENZHBR. TEREZE , RMSRMETIUER
e M2ERB , AWS XE BT AFRESR,

BIXDE R
ETHLEBS , AWS BEHNAF K IEA AWS VPN A F i,
5 AWS 124H Windows A FmEEZE RS

1. BRUAWS VPN Client EARE.

BRAREZESR Client VPN i B FE 2 B 51
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AWS Client VPN

ERAEER

2. i##Z Help (8288) M Send Diagnostic Logs (i B B 5).
3. 7t Send Diagnostic Logs (EiA2Ef B5%) (REF , B Yes ().

4. 7£ Send Diagnostic Logs (B:ZET B REH , BITUTHAP —ERE -

- FERSEZRFERINTE | FEE Yes (B) , RREE OK (HE).
- EEFHERBERR , HEE No ().

Bighky AWS X | BFEntfRHES ERE,

5/ macOS AWS =M A FinEE R E B &

1.  BAEX AWS VPN Client EARE,

212 Help (8288) M Send Diagnostic Logs (i i B 5%).

£ Send Diagnostic Logs (XK B#) RETF , EIZ Yes ().
mac MERRETNSERmE , ARIEE OK (FBE).

0N

Biiglr AWS X8 |, BFEEOMFRHESERE.

£/ Ubuntu AWS RRHtH A FimEix 2 i B 5%

1. BB AWS VPN Client EAER.,

i#1Z Help (8288) A Send Diagnostic Logs (i i B 5%).

£ Send Diagnostic Logs (X2 B B5F) REF , 1#HF Send (fFi%),
BRTEIRETNSERE. CULIRESEFERD TS,

S

Bigl AWS X8 | BFEEOMMRHESERE.

¥ {F H Windows Z A FixmAY AWS Client VPN E#RiE

TR

BT & Eig B E R Windows A FimE#RE| Client VPN in M AIRE2BINEERE THEBAE

Ho
AWS REHAFIwEH A

AWS RENAFREEYEMH B , UREFRESER LN TIILE

Windows #FE2 Ef

52
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C:\Users\User\AppData\Roaming\AWSVPNClient\logs

TR AAERER

- EAEX A 2sEAEXNMEEEN. ELBFNFEE ML 'aws_vpn_client_'

+ OpenVPN H# : @& OpenVPN BFHEEEE. ELHFNFES ML
'ovpn_aws_vpn_client_'s

AWS R A FimeER Windows BRISREITIRIRME. Windows IR AR EFEERN THVE

C:\Program Files\Amazon\AWS VPN Client\WinServicelogs\username

HERDH &

- B mEEER

- AP RMEEHE ")8F TAP-Windows T EF~.1 HF:
- BFmFHEENNERRE

« VPN EEEFEIMER

- EAEXEEZRE

- AFREEEVRER

VPN EEREEFAE F BhELR

« 7EfEA Windows 10 5 11 #J Dell PC L B4EAFIKE
» OpenVPN GUI

* OpenVPN Connect Client

« LR DNS

- 1EX PKI BI#&

&I'
o

BERER TER

P imE L ER
Bl
AWS R A Pl L EREZ Client VPN imEh,

R &

R FinfRE R 53
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BIPWEENRRTRATIESR—E :

« 5 —1{8 OpenVPN RERFEHELNER LHT , ESMHELAFRETESR,

- IZRVAERE (ovpn) EREY,

BRRT B
BREEFENEM EBREHM OpenVPN EARAEEHIT, NRE , FELIBFRELERF , A

#BBEXREFERE Client VPN %2, % OpenVPN BisHHEEER1IER , W EREH Client VPN B
ERFTHER

- HEERTECENAFPHSRMNERE. MEFMENR , 520 (AWS Client VPN EEEiEME) +
K FE i B im A A8,

« CRL NAREM. MEFHMET , 5528 (AWS Client VPN BIEEERE) T A FiRE L EED
Client VPN i 2,

RAPmEEEHE )28 TAP-Windows ST HE 1 BFEFABWER TELR
il

AWS IBEM A FIRE L EIEZ Client VPN %2, BEFEAERRAFPEETRTHERBRASR . "HRKEL
88 TAP-Windows #2385, &BAaIE "B > AR -> TAP-Windows -> AR -> g TAP-
Windows E#Z ARBENE .1 , EREXFBEEIL TAP-Windows NMHEF.

R
ST LABRELT B H A — (B 5 2 8 B4R SR AR R R R

- EFRE TAP-Windows N E .
o BEFRY TAP-Windows EEEFEX,
« B K TAP-Windows T E .

A FmFEEMNEERE
ik

AWS R4 A Fin EEEFERZE Client VPN ind , B R EEMERME,

FAFmREEEEE T8E TAP-Windows N EF.1 BFABNER TER 54
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AWS Client VPN

ERAEER

R &A
BIWEENRRTERATIER ]

o IR E RS ARIER B ERRABRE
« DNS ¥ EB T SMETA IP bk,
« OpenVPN RIEREF EEER i EFEZD R,

BRI

BRELNEMSEREEBRER, BEM Client VPN EEERFHELBERPH remote IS AR

ABERE P ik, EWASE VPN AR RREPEZEPENER K ARBRERER
VPN T{ERE BB E AR

VPN EERFEINER

G2l

E#RZE Client VPN 2665 , AP iR EAE R,

R&A

TAP-Windows RZHELNEM L. FELKEBTEEHTAF iR,
R R

BEHHIT AWS REMNAFIRTRER , UREMESXENEMKME,

FERARXEEZRE

L=l

£ Windows 7 £, AWS R A Fin A SE 8 E SRR RE,

R&A

BB EREZE NET Framework 4.7.2 RESRA, ERHMTHAFRNLEER,

R B

LA i AWS

VPN EERFENER
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AWS Client VPN EREER

EFYIT AWS RENAFPREZRREN , LRERBALENRKNE.
Fﬁ ﬁuﬁﬁ/\\\ /iﬁ E ﬁ

il

ERMEM AWS RENAFRERELHRER , BETIHER.

The config should have either cert and key or auth-user-pass specified.

REH
R Client VPN ImEFERARE S 28T , BIERE (ovpn) BERETSIEHFHEEN TR,

R R
FAATEEILR Client VPN EEERAFmBRNESRVNESHEER. WFEFMEF , F2H (AWS

Client VPN EEE3EE) FRYE H A FimiERE,

VPN E2iRFEEH B BNERR

Ll

VPN g ENER YR RREALE - "VPN EREREKL  RAGKEERNAKER U TEHEE
B, FAEMHH VPN E#R. o

E&H
TAP-Windows B33~ 2 X ENHER,
RAR

R Description WM EETH|FHAF , FBERR TAP-Windows %8s , AR EHMHIT AWS MM
AFmEEER , LREMAEXENHEKMYE,

C:\Users\jdoe> ipconfig /all

Ethernet adapter Ethernet 2:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

AFREEEMRER 56
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Description . . . . . . . . . . . : AWS VPN Client TAP-Windows Adapter V9
Physical Address. . . . . . . . . : @0-FF-50-ED-5A-DE

DHCP Enabled. . . . . . . . . : Yes

Autoconfiguration Enabled . .« . . : Yes

EER Windows 10 = 11 B9 Dell PC L4+ R FinE 1
Bl

T Windows 10 5 11 B L Dell PC (E EHMETH) b BEABRERFKKEA VPN B4
ERE  TEERLEEMNER. MRBLENEE , £22E AWS BREHNWAFIKAFETERMTHA
B

System.AccessViolationException: Attempted to read or write protected memory. This is
often an indication that other memory is corrupt.
at System.Data.SQLite.UnsafeNativeMethods.sqlite3_open_interop(Byte[] utf8Filename,
Int32 flags, IntPtr& db)
at System.Data.SQLite.SQLite3.0pen(String strFilename, SQLiteConnectionFlags
connectionFlags, SQLiteOpenFlagsEnum openFlags, Int32 maxPoolSize, Boolean usePool)
at System.Data.SQLite.SQLiteConnection.Open()
at
STCommonShellIntegration.DataShellManagement.CreateNewConnection(SQLiteConnection&
newConnection)
at STCommonShellIntegration.DataShellManagement.InitConfiguration(Dictionary 2
targetSettings)
at DBROverlayIcon.DBRBackupOverlayIcon.initComponent()

R &

Windows 10 #1 11 F#Y Dell Backup and Recovery RiAAIeE 2 EBHEL AWS FriREA B IR EZR |, 45

BIRET 5 =18 DLLsHYE 2R :

« DBRShellExtension.dll
« DBROverlaylconBackuped.dll
+ DBROverlaylconNotBackuped.dll

RRF R
ATEBELEE  BAEREHNAFRERIRAN AWS B Fik, Bi{E AWS Client VPN T & , &1
IMEBRHORA |, BEARERITR.

1EfE A Windows 10 = 11 B Dell PC L4 R F ik s
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sk, BT T HIMESR

- MREFEARZ Dell Backup and Recovery FEARER , FRLEAZHTIR. —® Dell REXEEHH
A EE B RNERAEX PR,
- MREREFEA Dell Backup and Recovery FEARER , MIREEFLEE , MHEHKIR—LEE, W

REFHLEABERES , ITLUMBRKEFH TS DLLER, B2 , FFEE , IE2MS Dell Backup
and Recovery F& A2\ B LR E 1k,
MR E T H DLL FER

1. BIfE Windows #& =42 & it 2B 2| Dell Backup and Recovery HEZ £ E, WEAERNBEES LS
ETHMNE , BRAREEEESFRERER,

C:\Program Files (x86)\Dell Backup and Recovery\Components\Shell

2. RZEBEHFHMERTSI DLLER  AEFHRELER, FM—HBFESEELERELH
AO

« DBRShellExtension.dll
» DBROverlaylconBackuped.dll
» DBROverlaylconNotBackuped.dll

FALEBEEREBERMLE "bak, REFGRELER , HlH
DBROverlaylconBackuped.dll.bak,

OpenVPN GUI

THIHER B E A E1E Windows 10 AR (64 {7t) M Windows Server 2016 (64 7t) &Y
OpenVPN GUI E#& 11.10.0.0 F 11.11.0.0 iR = &8 A1

HEERBEEERN TIINE,
C:\Users\User\OpenVPN\config
ERBFRETERNTIE

C:\Users\User\OpenVPN\log

OpenVPN GUI 58
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ERAEER

OpenVPN Connect Client

T 5 FEZE & EE Windows 10 SRR (64 f27T) 1 Windows Server 2016 (64 {7T) B

OpenVPN Connect Client 288 2.6.0.100 1 2.7.1.101 MR L&BRIFE.

HEERREEERN TIVE,
C:\Users\User\AppData\Roaming\OpenVPN Connect\profile
ERAFREEERN TIMVE,

C:\Users\User\AppData\Roaming\OpenVPN Connect\logs

#EAMEAT DNS
R

EARAY , WHETHIEHER.

Transport Error: DNS resolve error on 'cvpn-endpoint-xyz123.prod.clientvpn.us-
east-1.amazonaws.com (http://cvpn-endpoint-xyz123.prod.clientvpn.us-
east-1.amazonaws.com/)' for UDP session: No such host is known.

R &A

LA DNS &%, AF IR /27 DNS BB uimE N LFEH#F S | BABrIE DNS REL ; ~i8 , RERF

im A EIER M.

R B

2B (AWS Client VPN EE&1Er) FEEEN Client VPN inE DNS & BRI BRI R,

Bk PKI Bl
Gl

BREAXES 2 8E Client VPN imBAER KK , WHBIR TSR,

FATAL:CLIENT_EXCEPTION: connect error: Missing External PKI alias

OpenVPN Connect Client

59
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AWS Client VPN EREER

R &A

OpenVPN Connect Client M E —EBEAWEE , cREHECARES I REBETRE. WRERE
RTTEAFHESRNEE , BB RHK,

PSS

£ Client VPN {HEERERPIEERMEAFIm W AEE , REASFEREE A OpenVPN Connect Client
g, ZEULUERATENAFY , I OpenVPN GUI A F % (v11.12.0.0) 5 Viscosity f F i
(V.1 714)0

¥ B macOS A F %A AWS Client VPN E#RHETHED

LU B e st RSN EER macOS A F iRl AR B BIRV BB RM TR EF. FARELNIT
P Ui B9 BT RR A o

AWS REN A FiRSEH B&E

AWS RENAFHRERIEMHKR , YREFREESER LN TIILE

8
f"|||
I

/Users/username/.config/AWSVPNClient/logs

LTRAANBERER .

- ERRERAF . SsEAENMEEEH. ELAFNFTEEML aws_vpn_client_'s

« OpenVPN H&f : @& OpenVPN BFWiEBEEN. ELHAFNFEE ML
'ovpn_aws_vpn_client_'s

AWS R R FimtE A A P st B X RATRIRE. BHEXBREFEEROTINVE

/var/log/AWSVPNClient/AcvcHelperErrlLog.txt
/var/log/AWSVPNClient/AcvcHelperOutLog.txt

AWS REWAFHEREEERFRELER LA TIVE

/Users/username/.config/AWSVPNClient/OpenVpnConfigs

B B £ &
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AWS Client VPN ERERER
- AP ImEEER

- AP FHEENEEIRE

- BFmEERVRER

- BEEXTEAMNEHR

* Tunnelblick

- R REHEE L 'AES-256-GCM!'
- EREILEELEE

- BREWER S E (EKV)

- BERERE

* OpenVPN

« fEEMEANT DNS

F i S R AR

Gif:]

AWS REH A FiREEERE Client VPN R,
R&A

B BENRRTERS THEH—5

« % —1E8 OpenVPN RERFEELNERK LT , EFMHLEAFRETERE,
- BHVAERE (ovpn) EREN,

R B

BEEEENEM LEEEHM OpenVPN EARREEHT. WIRE , FELIERELER , A
#BBEXREFERE Client VPN %8, % OpenVPN BisHHIEEERIER , W EREH Client VPN B
ERTBTHENR :

- HEERTETRNAFRESRTRR, WEFHMEN , 528 (AWS Client VPN BEEE5/) &
B [E 5 B B imAE RE,

o CRL NAREM. MNEHMES , 528 (AWS Client VPN BIEEIER) PTHWAFHE L EEZ
Client VPN %2,

AF RRLER &


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/troubleshooting.html#client-cannot-connect
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/troubleshooting.html#client-cannot-connect

AWS Client VPN ERERER
A FimFREEMEERE

[

AWS 2N A FIHEREERELMLEE Client VPN 5% |, EEREEIMEZIRE,
RE&H

EBYNEENFERTEATHEP—IF :

o IR E RS RIELR B HBBRABRE

« DNS BB ZHBITA IP #uit,

« OpenVPN BREREFEEERHAMEREZEIRE,

RRF R

RELNEMCEREEBER, FEM Client VPN BEEERFEALBERPMN remote BT AU
RAEVW P ik, EWAILE VPN AFIRAEPEEPENER , ARBRXERER , APE AWS
VPN TR BBV ERR

R P s LR R ER

il

ERMER AWS RENAFRERBUHRER , BETIHER.

The config should have either cert and key or auth-user-pass specified.

R &A

R Client VPN in B EARE S 7 5RE , AIERE (ovpn) BERETEITEAFRBREMEER,

PSS
FATEESK Client VPN EXE SR AFHBENTRNESABER. NFHBEFR  F2H (AWS

Client VPN B E1E5/) M EHFH FimiazE,
HMBEXN T EANEHR

Gl

RAFm-FEEMERRE 62
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ERERERE VPN B | HIR TS8R,

AWS VPN Client Helper Tool is required to establish the connection.

B
S

RITR

3

BT HHEBM AWS re : Post IXE, AWS VPN BFi% - thBiiE X TE AN EHEE

Tunnelblick

T3 FEZ T & A E 7 macOS High Sierra 10.13.6 Mix#Y Tunnelblick BX 38 3.7.8 ix (#%2 5180) L&KiB
R

AEHEBNEEERRTESESRN TINE
/Users/username/Library/Application Support/Tunnelblick/Configurations
HABEBNEBEREEERN TIE

/Library/Application Support/Tunnelblick/Shared

ERARREFEERN TIVE

/Library/Application Support/Tunnelblick/Logs

EERS AFFHMEE |, BB Tunnelblick FEATREN, #IF Settings (FRE) , AR FTE VPN log level
(VPN B55B#%) f1E.

BB B IGER & 'AES-256-GCM!
Gk
ERAH , BT AT AR TSI,

2019-04-11 09:37:14 Cipher algorithm 'AES-256-GCM' not found
2019-04-11 09:37:14 Exiting due to fatal error

R &
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FERARXERANRTXBEREESE AES-256-GCM #Y OpenVPN kR4S,

RIS B
AT TR | ZEHBR OpenVPN M :

1. BARX Tunnelblick FEAER.

2. EIERTE,

3. ¥ OpenVPN version (OpenVPN R ZA) , 551 2.4.6 - OpenSSL version is v1.0.2q (2.4.6 -
OpenSSL fxZA< 2 v1.0.2q).

IR T IE B FEI B 5%
Gk
BRAH | W AT ERTHIEE,

MANAGEMENT: >STATE:1559117927,WAIT,,,,,,

MANAGEMENT: >STATE:1559117928,AUTH,,,,,,

TLS: Initial packet from [AF_INET]3.217.107.5:443, sid=df19e70f a992cda3
VERIFY OK: depth=1, CN=server-certificate

VERIFY KU OK

Validating certificate extended key usage

Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server
Authentication

VERIFY EKU OK

VERIFY OK: depth=0, CN=server-cvpn

Connection reset, restarting [0]

SIGUSR1[soft,connection-reset] received, process restarting

RE
FAFHEROHRE. EXRER  ERSELOE  YBRUEARBRER.
BRT

EIH) Client VPN B2 8 BRI B,

B S|EM A (EKU)

[
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ERRAY , W AP ERTHER,

TLS: Initial packet from [AF_INET]50.19.205.135:443, sid=29f2c917 4856ad34
VERIFY OK: depth=2, 0=Digital Signature Trust Co., CN=DST Root CA X3
VERIFY OK: depth=1, C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
VERIFY KU OK
Validating certificate extended key usage
++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server
Authentication
VERIFY EKU OK
VERIFY OK: depth=0, CN=cvpn-lab.myrandomnotes.com (http://cvpn-lab.myrandomnotes.com/)
Connection reset, restarting [0]
SIGUSR1[soft,connection-reset] received, process restarting
MANAGEMENT: >STATE:1559138717,RECONNECTING, connection-reset,,,,,

R &A

AR STRERN. TR, AFRSSRIBAYR , RAAFHRBECHARARSEZS I RENEETER
EA A E (EKU) Bz,

BRI

FRELAEANRERNAFRRBREMNTIR. MAXE , FREM Clent VPN EEERF. MREE
EERAMARSEERE , MIEAFREBRIERE Client VPN imF | EA e £ IR,

18 5 B IR R
Bk
ARBRERYD  BAFSKIPRBAR , LET THEE

WARNING: “Connection reset, restarting [@] , SIGUSR1[soft,connection-reset] received,
process restarting”

5 Y53
AFmBRAREE B,
R TT B

BRK Client VPN EEEERFMAFIREE.
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ERAEER

OpenVPN

THIHED
BRI

2 E7 & S 24 macOS High Sierra 10.13.6 #9 OpenVPN Connect Client 8 2.7.1.100 ix t

HEEREFEERNTIINE

/Library/Application Support/OpenVPN/profile

EiRAREEFEERNTINE

Library/Application Support/OpenVPN/log/connection_name.log

$EILBEAMT DNS

Bk
BRRAM

I B T HI SRR

Mon Jul 15 13:07:17 2019 Transport Error: DNS resolve error on 'cvpn-

endpoint

-1234 .prod.clientvpn.us-east-1.amazonaws.com' for UDP session: Host not found

(authoritative)
Mon Jul 15 13:07:17 2019 Client terminated, restarting in 2000 ms...
Mon Jul 15 13:07:18 2019 CONNECTION_TIMEOUT [FATAL-ERR]
Mon Jul 15 13:07:18 2019 DISCONNECTED
Mon Jul 15 13:07:18 2019 >FATAL:CONNECTION_TIMEOUT

R &

OpenVPN Connect 4T Client VPN DNS &7,

R TT B

B2E (AWS Client VPN BB E15®8) P HEEHN Client VPN Ui 2 DNS BB EERA R

HEER Linux BLA FiwRY AWS Client VPN E#RETHED

LU B E st RS MG Linux AP RS ATEBIIMNEERM THEEHR, FRELITHNERELAH
i B S #T R A o
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« OpenVPN (@5 %l)

- FBBEEEEN OpenVPN (GUI)

AWS R A FinS4 B
AWS 1A R iR e S A SRR AE R RERR L TOLE -

/home/username/.config/AWSVPNClient/

AWS RENRAFRHBHEXNEFES AFERFREERENTIME

/var/log/aws-vpn-client/

Bign , FEAILMET I BEEIE , S3% DNS L/ THESHBHEBUERKBER ¢

« /var/log/aws-vpn-client/configure-dns-up.log

 /var/log/aws-vpn-client/configure-dns-down.log

DNS & E® 2 XM nameserver
il

EREEERT , B VPN Eifz% , DNS EHNEAARNRAEBBAKRESE , mT284
ClientVPN % 258 E B & FB R IR ES -

R &

A Fing B systemd-resolved B , & Linux R LREHRTE , 1£5 DNS BB D LIS, H
FRRFEEER ClientVPN im B H#EEH DNS fRIARES. BHAERBEMNRERER systemd-resolved 785
ClientVPN in B iR HtH) DNS RRSERERSBEIERF. HRiHt , CEERARBMHMEABRKE LA
XERIRE DNS RREEE. Hit , i1 DNS ARSBTEMALERSEBEIERF , M AR DNS
B,
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R R

1. % OpenVPN {HEREE —TH B U TR , #ARFE DNS EHHEEE VPN BE,

dhcp-option DOMAIN-ROUTE .

2. f{#H systemd-resolved RN EZREXNENER. FERERKRLIIT TGS , B /etc/
resolv.conf £ /run/systemd/resolve/stub-resolv.conf BAFERIER,

sudo 1n -sf /run/systemd/resolve/stub-resolv.conf /etc/resolv.conf

3. (BRA) WRETFEL systemd-resolved RIE DNS &7 , MEEREHEZEEXZTEIRN DNS &
BEMRSS , Al /etc/resolv.conf & /run/systemd/resolve/resolv.conf HEFRIE
o

sudo 1n -sf /run/systemd/resolve/resolv.conf /etc/resolv.conf

BRLHMTUER , UESHE W DNS EIEIRER, {EBI/TE DNS 3%E. DNSec Bl ZERIB
systemd-resolved {04, EXREEMERE VPN BFEATLEICHEER /A DNS 0 | 1#E1E
BRIBH. fflan , BHFE VPC FagEE —EFAE DNS #iriExX , HPh G2 UM ARLE IP W
www.example.com it#k. LLEBTAREBERAMTALE IP B www.example.com 2B #o

OpenVPN (&5 %1)

B8

K% DNS T EEE |, PRAEREEEEEE,

RRA

ZR7E Client VPN i3 £ 5% E DNS fAfRss , A2 A FimEie K& %A RER.
R &

EEATYZRRBE DNS ARFREEREREFEEE,

1. F5TEE DNS fAfREFEE FER B, EUTEFP , & —17EE DNS fAfRss 192.168.0.2
(7 Client VPN i% B ERTE),

Mon Apr 15 21:26:55 2019 us=274574 SENT CONTROL [server]: 'PUSH_REQUEST' (status=1)
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WRRMon Apr 15 21:26:55 2019 us=276082 PUSH: Received control message:
'PUSH_REPLY, redirect-gateway defl bypass-dhcp,dhcp-option DNS 192.168.0.2,route-

gateway 10.0.0.97,topology subnet,ping 1,ping-restart 20, auth-token,ifconfig
10.0.0.98 255.255.255.224,peer-id 0

WRKIEEET DNS [FRES , FEREH Client VPN BEE S8 Client VPN # 2, | #EE A
Client VPN %25 E DNS fABR2S (Hl#n VPC DNS AARES). MEFMET , 5528 (AWS Client
VPN EEE1ERE) #H Client VPN % 3,

2. FHITH&GT , EEREK resolvconf £,

sudo apt list resolvconf

BHEZEEEUTRE,

Listing... Done
resolvconf/bionic-updates,now 1.79ubuntul®.18.04.3 all [installed]

WRARE , BEAUTHIREE.
sudo apt install resolvconf

3. EX FimEEzR P FHRK Client VPN AREER (ovpn BR) , ARIE T IEIT,

script-security 2
up /etc/openvpn/update-resolv-conf
down /etc/openvpn/update-resolv-conf

WEHFELUER resolvconf ETBRACHWUA, BFEEZZSEUTINIT,

Mon Apr 15 21:33:52 2019 us=795388 /etc/openvpn/update-resolv-conf tun@® 1500 1552
10.0.0.98 255.255.255.224 init
dhcp-option DNS 192.168.0.2

EBREEEEESM OpenVPN (GUI)
ERE

£ EES OpenVPN f Fimhy | EARKR , I HE TIER
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Apr 15 17:11:07 OpenVPN 2.4.4 x86_64-pc-linux-gnu [SSL (OpenSSL)] [LzO] [LZ4] [EPOLL]
[PKCS11] [MH/PKTINFO] [AEAD] built on Sep 5 2018

Apr 15 17:11:07 1library versions: OpenSSL 1.1.0g 2 Nov 2017, LZO 2.08

Apr 15 17:11:07 RESOLVE: Cannot resolve host address: cvpn-

endpoint-1234.prod.clientvpn.us-east-1.amazonaws.com:443 (Name or service not known)

Apr 15 17:11:07 RESOLVE: Cannot resolve host

Apr 15 17:11:07 Could not determine IPv4/IPv6 protocol

R &

remote-random-hostname EEFE4 % , BAF®&EZELMEA network-manager-gnome E4 i
TIER,

R B

B2 (AWS Client VPN BEEE15r) FEEMNT Client VPN w2 DNS BENRRA R,

SEHHEREE RV AWS Client VPN B2

LT REEFERAFIHERE Client VPN iwEE | AIAEEBIIMNE RRERE,
TLS €835 KM

GE

TLS RS kB , 3 HIE T HIEEES,

TLS key negotiation failed to occur within 6@ seconds (check your network connectivity)
TLS Error: TLS handshake failed

R &A
B EENRE TS TSI HP—I]

o BrAGEER BIEEE UDP = TCP &,
- IREHARE (ovpn) BRPFEH TR EEN AP RSBAEBE.
- AFmBEMIEFE (CRL) BB,

R B
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