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B, BRENERFE, EEME VPCs , ARRELENKE , LUBAERFER VPCsBHE
#o

FORIRH

- ATRA\EGFENSEFHES , FEHRESEILME VPC, VPCs TeEEMHRESEE
CIDRs, #EEL VPC H & & — {8l Amazon EC2 #{T{ERE. MEFMEHR , 52K (Amazon VPC
FAEERE) PHEIT VPC M (Amazon EC2 A &) RHEEHTEE,

s BREEHENEHRIEAMETREN VPCs, NREHFERHRTPFEHARNER , REHRFEET
SEBIELR VPC #9 CIDR,

- BFALEREAERFEEMENGTT. NEFMENR , 528 Amazon VPC Transit Gateways FEY
SO MEREE,

- MREKREASEETHZSEETE ICMP KA, BISEE E# 2 BT Ping B, MEFMAER ,
=28 (Amazon VPC EAEIEmM) PWERELREEHEBALL

SER

- $B1 . ENEHBE

- SB2:# VPC EBELNEHFHIE

- B3 EEHRENEN VPC BHEEH
- $B 4 AFEHRE

- SR5: HREREE
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SR BUEwEE

B )
B )

1.

2
3
4,
5

o

B, BMERUAREHFERBR , EMEARNEBRE AR EEBHR,

ﬁi}tﬁi}t

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
EEEZEERTD , BELEY VPC BEANEE,

HEEEEKT | B2 Transit Gateways (BEFEE).

i#1Z Create transit gateway (B {E#EE).

(ER) 7 Name tag (B BERER) 7 , A AERRENEE, IR —BFER K HPRAH
“‘Name” , HRIRIZIEEN B H,

(i#f) 7£ Description (FREA) # , WA XE@FEENRHA,
EREEBRERERY , BITTHEE

1. £ Amazon side Autonomous System Number (ASN) (Amazon % B £ Z&#wm3%E (ASN)) &, @
AL ERFENIE ASN, EEZREARERE (BGP) TR AWS B ASN,

16 L JTHY ASN ZEEFENH 64512 F| 65534,
32 77ty ASN Z3E FEA A 4200000000 Zl| 4294967294,

ERRASEGNE , AIREES BlIsHH S EE@mEEFERM— 1 ASN.
2. (BA) EEREMATIMEMIER .
- DNS X EE#EEI It E#HMEVPCs.,
« VPN ECMP X EEZI|{F@mFEN VPN EiR.
IR REN B ERMEN R EREEN TR HREIEB,
HREHREE  SRBKBARMGEEZ L ERFENARERE,
- SHEXRXE TELERERMAEPET S HEXEE,

(#HM ) fEConfigure-cross-accountt HRBEERAF , BERSEBEZILAKE. WRHKA ,
RleauEIHt. 58, BXEEIRIEEMHFER.

(iEF ) EE%HEECIDR ERERT , B IPv4 iﬂziit?ﬁﬁiﬁ /24 CIDR EBIRSHE R K ),
®AE IPv6 bt FTiE /64 EHRHE KM CIDR Efl, B UBBEMALAERFAE IP it E5E
(169.254.0.0/16 EE AAYHIEERSN) |, BAREE VPC ﬁi&%ﬂﬁq%ﬁ%ﬁ%ﬁﬂ%ﬂi&igﬂﬁﬁo
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® Note

MRIZRIEIEERE Connect (GRE) E1Z8} PrivatelP VPNsRI& £ F{E# & CIDR E
#, Transit Gateway 8 At EE M BEE RS IPs, PrivatelP

10. (R ) SRESBHEZNLEREE  WE-THYERTE

1. &1 Add new tag (FTiEEH).
2. MARS|IBEBNEBNE,
3. BEMHERUMEHMER  IRET—EASR,
11. #$F Create transit gateway GE B FE), FMERYE , EHFENTHBRMRES pending,

HBR 2 K VPC ERELNERFE

RSN -HAMELNEBRFEERRNATA  BRERIER, AEE VPC BIEE

nl‘.H.

nl‘.H.

AT R ME VPC , Y EHEFPZ BB —E EC2 BTER , WHPATR LR EE
BV EHE VPC My & FEEsE

—

£ https://console.aws.amazon.com/vpc/ BRX Amazon VPC i &

HEEEE®KT | 1B Transit Gateway Attachments ({5 B EE#E),

iZIZ Create transit gateway attachment (2 3 & B 85E ),

(#H) £ Name tag (BBER) + , B AEZENERE,

£ Transit Gateway ID (B&% & ID) b , BEEEARNEENERFEE,

T Attachment type (E#EEHE) F |, 1 VPC,

EEEBRA DNS support (DNS X&), EAREEHR , A ERA IPv6 support (IPv6 &),
HRVPCID, FEZEEEZEEHFEN VPC,

EFHE DR, ABETARSEN SR FERAREHREN —EFHERK, EXAEEEL—E
%ﬁ%o _ﬂﬁl—.l-ﬁﬁlﬂ__“ij/\ﬁglgﬂy ﬂﬂ%ﬁ%o

10. iZZE Create transit gateway attachment (3 3 2 B & iE#),

© © N o g M 0 b
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Amazon VPC AWS EHiREE

BEEZEEAEH TR —ERARAEE  MBEAXRTEFEESEEEMEE, FEREERENR
B, FRAELHNESaREEARS , REFERB, MFFMER , 5526 the section called “E#
EERAIEA],

$EB 3 EHBEENEN VPC BHERE

BRARISHERFPERD , TREHSHWERNM 1P it , BHEBBKN VPC RET —EREH, RE
EREFAMRABEMNMMNER , URERFEEE IDWEZR, WEFHEER , F28 (Amazon VPC
EREER) Py ERFERKHAEE,

KR BHESE VPC BEXR

1. 1£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
HFEBEHKF |, B2 Route Tables (BEH &),

BEFEERA VPC BB HRE,

iEE Routes (B§H) ZEH , ARIEIE Edit routes (FREEEH).

212 Add route (FTI8EEH),

£ Destination (B #93t:) # 7 , B A B §9ith IP #uut E5E, £ Target (B #Z) ML , B2 Transit
Gateway (B&iFE) , AR BIZEEWEE ID,

2 T

SR 4 AEBwmEE

BHRREREEC KRN , FEREHFEEEE VPC AWK Amazon EC2 #{TERE , WEHAERE
BH , i Ping th 5. MEFMER , 5528 (Amazon EC2 FHEIERM) HHEHZE EC2 #1T1E
B, Amazon EC2

SR 5 MREwmEE

ERTETECRRER , AL EMER.

REEMBRERERMHNERRE. NRECERMRTEEENEARE  RRERTELEMBREL
B, AR EMRERRE. —BERRERFE 6 SReFLHEELEEA,

il BR A& Y S 8 S

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
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Amazon VPC AWS S5 FHE
2. TEEBEBEIKD , iBIZE Transit Gateways (E#FHE).

3. ERERRFEIE , ARERE Actions (E11E). Delete transit gateway (Tt BR & &),

4. B A delete , RRIERE Delete (MHBER),

Transit gateways (&) BEH L EHFER State (HR5) 2 Deleting (IEEMIBR), — B
R, EREEPERERFE,

HEBRE . FH AWS a5 HIE I AWS Transit Gateway

ERHBREP , B9§ 7T HEOAER AWS CLI EYEWFE , WigWE VPCsEREFIHP, FigEYT
BaRE, EEWMME VPCs , ARRELENEH , LUBABHFESR VPCsz BB,

FoORRAF
Mz el , EREEED .

« AWSCLI EREWREBEENF, MREH KL AWS CLI |, FF2E AWS oo S5 R\ X4,
+ VPCs Tt E+HEIHRELCIDRs, MEFMENA , 5528 Amazon VPC FREIEEHMET VPC,

- 88 VPC & —1{E EC2 #1178, WFEE VPC HRkE EC2 #TERMNLR , F2H (Amazon
EC2 EREER) FHRBEHTEE,

- REAAFTYTERCE ICMP RENZ2HE. NIFEARLHEZFRENSR , F2H

(Amazon VPC fEFi&iER) FHEALZEEFERS AWS ERIVRE.

- FRAEBFENEE IAM T, EEREEHFE IAM FFA , 528 ( AWS Transit Gateway 1§
) FH Amazon VPC Transit Gateways F &Y ee Identity and access management,

HER

- R BEVEREFE

- 2 BREEREFERAERE

- B3 # VPCsEEFERRE

< PB4 RREREEM A

- SER5 : FIBEWFER VPCs 2 VIR
- R 6 AEERRE

< SERT - BRI R E B A AN RS

=A
® Al
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SR BUEwEE

EREVERRER , SAWS BEURRERFERALK  WKHAERARBEHBARNEREERER
FKo LUTNER us-west-2EF P& flcreate-transit-gatewayiER, FERFEEoptionsT
Hfth , 215 create-transit-gatewaym THFMENR , BREETUERERPEENEREE | F
2/ create-transit-gateway.

aws ec2 create-transit-gateway \
--description "My Transit Gateway" \
--region us-west-2

EEOESRRERRECEY, EOEYF , FE0ptionsH) MRERE.

"TransitGateway": {
"TransitGatewayId": "tgw-1234567890abcdef0",
"TransitGatewayArn": "arn:aws:ec2:us-west-2:123456789012:transit-gateway/
tgw-1234567890abcdef0",
"State": "pending",
"OwnerId": "123456789012",

"Description": "My Transit Gateway",
"CreationTime": "2025-06-23T17:39:33+00:00",
"Options": {

"AmazonSideAsn": 64512,

"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"AssociationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"DefaultRouteTablePropagation": "enable",
"PropagationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"VpnEcmpSupport": "enable",

"DnsSupport": "enable",

"SecurityGroupReferencingSupport": "disable",
"MulticastSupport": "disable"
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® Note

kTt EERNERFENHEER , SEH ID, FBLTEBRE D
(tgw-1234567890abcdef0) , RARBELSBHEFET,

SER 2 : B EREIE A AR E

EREERRER , TREN pending R, MESRSFEEBDEFEATH , BEMRE
BE2O , BEEEEIM VPCs, BEERFME  BEAFEINEWMAE ID SIREHERK
HiBIER#HIT describe-transit-gatwewayst s, filters BEFE A Name=state#
Values=available¥l, M TEESESURFIEHNFENRERTERATAMRE, MR K EE

28T "State": "available", MREEMEMHMME , AHEEER, FHEPEFHRT®

3]

AL
T o

W% describe-transit-gatewaysan S HIFFMER , FFS B describe-transit-gateways.

aws ec2 describe-transit-gateways \
--transit-gateway-ids tgw-1234567890@abcdef@ \
--filters Name=state,Values=available

S5 ERREERER 8F 5 pendingavailable B#E, £ T 5 EEF , State BEES

available,

"TransitGateways": [
{
"TransitGatewayId": "tgw-1234567890abcdef0",
"TransitGatewayArn": "arn:aws:ec2:us-west-2:123456789012:transit-gateway/
tgw-1234567890abcdef0",
"State": "available",
"OwnerId": "123456789012",

"Description": "My Transit Gateway",
"CreationTime": "2022-04-20T19:58:25+00:00",
"Options": {

"AmazonSideAsn": 64512,

"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"AssociationDefaultRouteTableId": "tgw-rtb-abcdefl1234567890a",
"DefaultRouteTablePropagation": "enable",

HER2 . RREHFEAERE
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"PropagationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"VpnEcmpSupport": "enable",

"DnsSupport": "enable",

"SecurityGroupReferencingSupport": "disable",
"MulticastSupport": "disable"

.
"Tags": [
{
"Key": "Name",
"Value": "example-transit-gateway"
}
]

HER 3 & VPCsEEEEhFiE

—BEWEnREETR , FFEA A8E VPC BiuMfFcreate-transit-gateway-vpc-
attachment, BFEEFE transit-gateway-id, vpc-id# subnet-ids,

W create-transit-vpc attachment@ HSHFMEN , 5B/ create-transit-gateway-vpc-
attachment,

ET5gEH S s vEHTMX , 88 VPC — K,

HRE—@E VPC , BEAE—E vpc_idM HIT T 5I1EH subnet-ids :

aws ec2 create-transit-gateway-vpc-attachment \
--transit-gateway-id tgw-1234567890abcdef® \
--vpc-id vpc-1234567890@abcdefd \
--subnet-ids subnet-1234567890abcdef®

O ESFERRINN A, 4L pending REEEN, TEELSFINRE RACSEHEES
available AREE, ERREEEL D EAER,

"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-1234567890abcdef0",
"TransitGatewayId": "tgw-1234567890abcdef0",
"VpcId": "vpc-1234567890@abcdef@",
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AWS EmRiE

"VpcOwnerId": "123456789012",

"State": "pending",

"SubnetIds": [
"subnet-1234567890abcdef0",
"subnet-abcdef1234567890"

1,

"CreationTime": "2025-06-23T18:35:11+00:00",

"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

HRE—M@EVPC , BEAFE =@ vpc_idM H1TE L RERMWH S subnet-ids :

aws ec2 create-transit-gateway-vpc-attachment \
--transit-gateway-id tgw-1234567890abcdef® \
--vpc-id vpc-abcdef1234567890 \
--subnet-ids subnet-abcdef01234567890

It ar T B B et S RUR BRI B4, BB B RTER pending AREE,

{
"TransitGatewayVpcAttachment": {

"TransitGatewayAttachmentId": "tgw-attach-abcdef1234567890",

"TransitGatewayId": "tgw-1234567890abcdef@",
"VpcId": "vpc-abcdef1234567890",
"VpcOwnerId": "123456789012",
"State": "pending",
"SubnetIds": [
"subnet-fedcba®987654321",
"subnet-0987654321fedcba"

1,
"CreationTime": "2025-06-23T18:42:56+00:00",
"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",

"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

SR 3§ VPCsEREEHRE
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SR 4 . R ERREMN A

HmRENGgUBpendingiREBEY., EREBEER 25l , BREBELIERAPERELH
#favailable, E®BE% 4, FH describe-transit-gateways®HM K transit-
gateway-id®R#E State, MFE describe-transit-gatewaysan SHEMHENR , F2H
describe-transit-gateways.

BT T AR RMEME, FULEFID , B NameM ValuesERERHHUSERRPEE

aws ec2 describe-transit-gateway-vpc-attachments \
--filters Name=transit-gateway-id,Values=tgw-1234567890abcdef0

T 5| e EE R EMAEER available AREE :

"TransitGatewayVpcAttachments": [
{

"TransitGatewayAttachmentId": "tgw-attach-1234567890abcdef0",

"TransitGatewayId": "tgw-1234567890abcdef0",

"VpcId": "vpc-1234567890abcdef@",

"VpcOwnerId": "123456789012",

"State": "available",

"SubnetIds": [
"subnet-1234567890abcdef0",
"subnet-abcdef1234567890"

1,

"CreationTime": "2025-06-23T18:35:11+00:00",

"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

},

"Tags": []

"TransitGatewayAttachmentId": "tgw-attach-abcdef1234567890",
"TransitGatewayId": "tgw-1234567890abcdef0",
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"VpcId": "vpc-abcdef1234567890",
"VpcOwnerId": "123456789012",
"State": "available",
"SubnetIds": [
"subnet-fedcba®987654321",
"subnet-0987654321fedchba"

1,

"CreationTime": "2025-06-23T18:42:56+00:00",

"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

iy
"TagS": []

SR 5 ¥iEEWEIEE VPCs 2 BRI H

RESEME VPC BEAXRTHIIEH , FH create-routem PR EME VPC BHKRtransit-
gateway-id#y , BFBRERRAESREEQHM VPC, ETIEFF , HEEHTRAX , SEKH
REHIT—R, BREBEMLEEUtransit-gateway-id¥ S 1B VPC Hroute-table-id#
destination-cidr-block, #,

W% create-routem THFMER , FFSE create-route,

HWRE—E VPC WEEHEK , BT IS :

aws ec2 create-route \
--route-table-id rtb-1234567890@abcdefd \
--destination-cidr-block 10.2.0.0/16 \
--transit-gateway-id tgw-1234567890abcdef@

HRE—@ VPC WEBHAXR , BT Milws. WBACLMAESE—@ VPC destination-cidr-
block RNEH route-table-idf . 718 , HREREAE—EHMHFE , transit-gateway-
idAKEFERAEEDN .

aws ec2 create-route \
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--route-table-id rtb-abcdef1234567890 \
--destination-cidr-block 10.1.0.0/16 \
--transit-gateway-id tgw-1234567890abcdef@

EfEStrueEEFEHEH , EHEEMKH,

{

"Return": true
}
(® Note

% B i CIDR EHREMLA VPCs HER CIDR [E#,

SR 6 AEBwmEE

BRI LUEARE — 18 VPC H#Y EC2 #4TERE | A E %S — {8 VPC % Ping B1TERE , REFNIT pingd
T, SRR ERFEEC K E L,

1. fEM SSH = EC2 Instance Connect #3125 —{@ VPC F# EC2 #{T{EEE
2. 71E%E={8 VPC ¥ Ping EC2 HITEENFAE P it :

ping 10.2.0.50

(® Note
10.2.0.50 # MR AE =18 VPC m EC2 #ITERMNERILE IP tbit,

W ping R , RAEHNERBEECERRE , ¥ VPCsZ BB RE,
ST . MERERFEMANEREE

ELTBREEERRER , B LEEMBR. 8% , BXAMBREMH 4. stESEN4ER
transit-gateway-attachment-id R#1T delete-transit-gateway-vpc-attachmentds
T HIT o %E , FH delete-transit-gatewayMEREwEFEAE, $ETHEE , EMBRENSR
REVHME VPC EZNE—EHmFE
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/A Important
RERFFE SR FEM R S ELELEER,

1. fEH delete-transit-gateway-vpc-attachment@ & MiBR VPC EiE, W% delete-
transit-gateway-vpc-attachment@ SHIEEMER , 552 [ delete-transit-gateway-vpc-

attachment,
S E— @MY, BT TISS

aws ec2 delete-transit-gateway-vpc-attachment \
--transit-gateway-attachment-id tgw-attach-1234567890abcdef0

SE—1{& VPC M MRREEEEE T5IEE

{
"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-1234567890abcdef@",
"TransitGatewayId": "tgw-1234567890abcdef0",
"VpcId": "vpc-abcdef1234567890",
"VpcOwnerId": "123456789012",
"State": "deleting",
"CreationTime": "2025-06-23T18:42:56+00:00"
}
}

S8 55 — B #H1T delete-transit-gateway-vpc-attachment®$ :

aws ec2 delete-transit-gateway-vpc-attachment \
--transit-gateway-attachment-id tgw-attach-abcdef1234567890

SE{E VPC EENRREESED T5IEE

The response returns:
{
"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-abcdef1234567890",
"TransitGatewayId": "tgw-1234567890Qabcdef0",
"VpcId": "vpc-abcdef1234567890",
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"VpcOwnerId": "123456789012",
"State": "deleting",
"CreationTime": "2025-06-23T18:42:56+00:00"

2. MHER deleting iR , EXIMBRALL, MBRE , SR TUMBREHRE. £/ delete-

transit-gateway@#EE transit-gateway-id., %1% delete-transit-gateway@mHH

FMMER |, 5528 delete-transit-gateway,

T o€l EmpREE LiRE —ESBPEIMy Transit GatewayHV#if

aws ec2 delete-transit-gateway \
--transit-gateway-id tgw-1234567890@abcdef0

UTEREERNEE  HhasChiRnEnRE D &R , UREYEnFERAERRE

RERRIBEH,

"TransitGateway": {
"TransitGatewayId": "tgw-1234567890abcdef0",
"TransitGatewayArn": "arn:aws:ec2:us-west-2:123456789012:transit-gateway/
tgw-1234567890abcdef0",
"State": "deleting",
"OwnerId": "123456789012",

"Description": "My Transit Gateway",
"CreationTime": "2025-06-23T17:39:33+00:00",
"Options": {

"AmazonSideAsn": 64512,
"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"AssociationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"DefaultRouteTablePropagation": "enable",
"PropagationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"VpnEcmpSupport": "enable",
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "disable",
"MulticastSupport": "disable"

1,

"Tags": [
{

"Key": "Name",
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"Value": "example-transit-gateway"

=

BERWBRILEREAE, EEME VPCs., RECHzENEE , URERIFNER, EEMENEH
&8 Amazon VPC Transit Gateways FEARIIEE, MEFRMENRG , SIUERERBEBEBERE
EEHEPERBE RAERE | 552F0 Amazon VPC Transit Gateways f# & {5/,

et
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Amazon VPC Transit Gateways Rt RIEER

ST RERMERHHRERTS -

. BEEEBME VPC EEER B TE%, WASHETEN  HER/E CIDR (Bl /28) , IAE
s EC2 RN ESibit, BOEABINTORE  LANBEF5IEE |
. RIS M TR MBI B % A FI% B NACL Z B,

- REWREME , BRI LU NACL ERETEAH TR,

- BN —{ERE ACL , BHESHRENFI AR A E B, EEAMNE T ERGER
ACL B

- #E—1E VPC A RESEHFENFIERH FEKREVER  RIFENRBRITTESME VPC B
Mk (Bl , FEBZE NAT FERHEEREN P REERME VPC),

- FRBAMEBANE (BGP) Site-to-Site VPN i#E#R. MMEARERNEFFAEEERMARBIES
BERE , FRARKMEE,

- XA AWS Direct Connect B&EFi 1 BGP Site-to-Site VPN Fff ¢ #9 2% H &%

- RRVPCHEEEEBUERABRREER, VPC HEEENERFE BN MTU X/NFTE ATEE
BYRELEFHUBRENHIEE. BREHWE VPC , UBEARK N EEMEZEERHS,

- EFFERRN\NERHERESSTAHYE , RAERREERT LEAS TR,
- BRIFCHRIREZEEGRMERBR  SRFBRNIERRERBARNBE,
- RERRGE  FESEESERE - ERREETXBER,

- HEEAZEEHRENTE  ERLASESHWREESR —EK—HN B ERKHHR (ASN), AT
FRESEHEEE, NEHMAER , F2BFEAEE AWS Transit Gateway B¥EHEEESIK
EEE o
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£ Amazon VPC Transit Gateways iz 2 & &

&) LA S R E B2 Amazon VPC £ A= AWS CLIEE A,
&

- HAEGFE

» Amazon VPC Transit Gateways i & B &

» Amazon VPC Transit Gateways F#J Amazon VPC &%

« AWS Transit Gateway #3284

+ AWS Site-to-Site VPN Amazon VPC Transit Gateways = Y i 4
» Amazon VPC Transit Gateways H Direct Connect 18 K {28 B8 & i 44
+ Amazon VPC Transit Gateways H 9 {S#a) & ¥ & B EM 4

« £ Amazon VPC Transit Gateways FiE#ZMi 4 Connect ¥
+ Amazon VPC Transit Gateways = K& #i BiEK A&

» Amazon VPC Transit Gateways H B /E & BEBRE X

» Amazon VPC Transit Gateways F Y % B &%

HABEHRE

&ALAE A AWS Resource Access Manager (RAM) 5tk S si#E# 2 A VPC M4 #E&@EE AWS
Organizations. #ZEMA RAM , WERABHAER, MEFHEEN , F280 (AWS RAM FERAEE
&) HHYIEB AWS Organizations B £ o

ZEBEHR

HEEMRER , S TISEMWAZE,

- RAEHEEEHREENHER AWS IREHET AWS Site-to-Site VPN B,

+ Direct Connect B8 /Y E 12 (F F{EE A ERIEE , 3 B o LLEE Direct Connect BB AMEEIIRE |, 5
84 Direct Connect BB A TR AWS IRF,

RIFFER , EAERBFEYIHBE R AWS RAM BIRNFTA, EEAFEAERYIIEREREHITHE
%, BUAEY IAMBER , HEREFERABEERM API BIMENFFT. RARELERELBREESE
FEELH M IAM R &S EE.
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RAEEREREJUITTIRE

- BUERAE,
- EMERAE,
- BRERAE,
- BREFEERAZEPHEMRFAZNEIR,

- BREFFEERH , BEAEAZTERNETA. RRGEAXASZNETA  IREHEHLEASR
A AR ?—ﬁlﬁo

° ﬂﬂ“ﬁ%ﬁlﬁ/\?—o
- ITFIEEEREE. Transit Gateway Attachment & FER B R APl

BA N EREAZENER EHITTIIESE

- BEXTERERAZERE.

- BRERAE,

- BRZAUFRNREER,

- BREEHZERCHBEZETEANFE, EUUEFHMERELAZENERNERRE,
« AILA#I1T DescribeTransitGateways APl

« £H VPC F#ITEEMNERMHEH API , a0 CreateTransitGatewayVpcAttachment
DescribeTransitGatewayVpcAttachments,

* %ﬁﬁﬁﬁ ﬁ/\?o

EEATERRER  SEEEY., 15 XMBRE SR RER B R SEE RERE B RSN B,

BUEHBER et fYEREFVTAREHEEREFEE  YEREMREHEL, EHFHEE
ERERVATRIIRSE  BEATHES ID R4EEH—BubE B TAESE., #lW , usel-az1 2 us-
east-1 B AZ ID , BRETEIEE AWS IRE PR E,

HUE K E EhFE
EREHAEIEASERMERS  SEATHRY

- Transit Gateway Attachment R 1% 1E &8 1E,
- HERFELERERRE,
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- ERRBEHEEENHEZHEE TUUMBR Transit Gateway Attachment,

EERFEAREREM AWS IRFHAR  ENRERFAELA AWS NIRF EREBTBER , Sk
BESTERITE,

S H s

VPC #FE T UKERREEZEEHA VPC Tk, 2REEZL, RESHEEERITE 7 LUE R
f, ERBURR VPC SR EEHA VPC T LRREMEH.

MEFMES , F2E (Amazon VPC EHEER) PREAEMIEFHLZ VPC,

Amazon VPC Transit Gateways A K & i &

HRFEE T EZRERE VPC M VPN B , Y ETCMzERBERE, ERFAETE E/E AWS IRF |
AILAGEF BEEE M RF AWS RAM HAE®RBEE, £AHES —E L HERFEZ%E AWS IRF | prJE??E
BEEBALE VPCsEZEZ S EMEEE, ELIRF K MEAE Y BRI ERERE,

UL EEARE L RASHEE  ARBIVEHRESHELAEE K BSHEXRETERRBEM
BABERY VPC EHE  RSMEXRFEEESHEEFEARE,

1@ VPC = VPN EEHHEE—FARBEIUBEE K IRHRSAERZEREREACRENT —
EEE, ERFEERANKBERTAH IPv4 = IPv6 CIDR R BE , BERME VPC M VPN E#R, £
EFE LMD VPC S VPN ERE | B SREERRENTEREHRE BB,

B EHMETRYT S BHR | B4 VPC 5 VPN RS LK ARE VN | A TE5
. Bl ATEERA VPC B ERAREVEY , S4B VPC ERERERETEN S
o A SRS AR IR SRR f A (VRF) ALY IRE | B2 Y AR

BRFEXERECER VPC M VPN Bif 2 BETHRENFERE. SURASERSEEENRH
B, EaMEYFEREIEFERE, KUK ERRFERHRTNBRHEDEFER K UEHS
BhFEEERERE,

A LOB 2 — B Z @ IPv4 = IPv6 CIDR EHEEHNEMRBERIS . &8 Transit Gateway
Connect JE#E 3 Transit Gateway Connect ¥1% , AJLA{¢ CIDR [E#RIETE IP thut, 7] SARBGBIEM
NERFAE IP bt EE (169.254.0.0/16 SEARUERIN) , SAREE VPC EEMA I EBE b
WHEEBNEE, WFE IPv4 # IPv6 CIDR BRI FHMER , 5528 (Amazon VPC A EIERE) 1
IP Eiit,
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%

« {#H Amazon VPC Transit Gateways 2 3 & &

+ {8 Amazon VPC Transit Gateways ¥ 5 E# & &

« £ Amazon VPC Transit Gateways 738 =} fis i85 & B 1V 28
« {#£H Amazon VPC Transit Gateways 15 c{ & 88

+ 5/ Amazon VPC Transit Gateways EZEFRLZ

« f£ Amazon VPC Transit Gateways #3 3 i i ¢

« {8 Amazon VPC Transit Gateways il Bk &8 B8

£ Amazon VPC Transit Gateways 2 3 {&#i &

BUEGARER K RMASEUREREHRERHER , EMEARNBERARREBREEER, WREE
TEVERNEaRERHEER , TUBREY —ERAR. WFKANBRARNFRES , 528

7?77

ERAEEEEVEHFE

1.

2
3.
4

o

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ A&,
EEEEKS | B2 Transit Gateways (BEFEE).
i#1Z Create transit gateway (B E#FE).

£ TEH BR, b, EEMAASARENERE. fERRTRLEEREMEFEFHEE
ERE. ¥ Name tag (BBER) i , LEBNEWA Name , HERREFTE ANE.
AT , AT A SR FER RS

#£ Amazon side Autonomous System Number (ASN) (Amazon i B 58 RS (ASN)) &, &7
REFEREFEATER ASN , RERLNE@FER AT ASN, EEZRERFERE (BGP) T
YEBEERX AWS B9 ASN,

16 fTTHY ASN ZEE ST 64512 E 65534,
32 fTHY ASN EEEFES T 4200000000 2 4294967294,

BERRAZEAIE , AERED B & 5 8 5 FE £ A ME—1 ASN.

ERFLEERBEZEZEERREENS —E VPC T ERETERL , VPC 8Ei8 AL E IPv4
DNS F# A BEET AFAE IPv4 bk | 557E DNS support (DNS X 18) HiEEULEIE,

B WE 5


https://console.aws.amazon.com/vpc/
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8.

10.

11.

12.
13.

14.

15.

HYEZeBHESETE  BRANLIGERSZEZINERFEES VPCsHNLZLHE, NESELR4H
B SFMET , 552 Blthe section called “B& &S E",

ERERL VPN BEFIBEEZ KR (ECMP) BB & , 381 VPN ECMP support (VPN ECMP
S IB) FREULEIE, EEEASEMEE CIDR, BREREREH CBFY DM,

ERERUERR , A 51 BGP ASN , A% AS-path % BGP B4 ZAMME.

® Note
EEMER ECMP , B4 AEN ERBREIAN VPN Bk, ERAFEREHEN VPN BRTX
& ECMP,

£ Default route table association (A% B REEH) B , BEMER | 7 BB ERFEEEZEREE
o R JE Y TR RR B R R 2 L B

£ Default route table propagation (EEZEEHRERE) b , BIFWEE  TEHHSERFEEEES
BEEHHENEREHARK,

(ZR) EEFHAERPENAZREIEZRENEASS , FFIEE Multicast support (ZHEEXE),
(1#H ) TEConfigure-cross-accountit FiZEREF  BEERTEHESIHANHS. MRBMA ,
RlgasiESHet. 58|, BXBEIRIEBREHER.

£ Auto accept shared attachments (B Ey# 2L AERE) b, BEWHEE |, TEHESIBERFNE
%,

(i f) £ Transit gateway CIDR blocks (E# & CIDR [E#) 7 , BN ERFAEEE—EHZ
{& IPv4 = IPv6 CIDR [E#i,

A LAA IPv4 I8EER/NA /24 CIDR VBRI E K [EH (fltn , /23 &% /22) , H_ A IPv6 IEE K
/"B 164 CIDR VB E K[EHR (i |, /63 = /62), B LABRBEMLAERFLE P it £5/E
(169.254.0.0/16 EBE AR HUEBRSN) , AR ER VPC BEEMAISHNESMEE i EBNWEE,

(® Note

MR MRIEFEERTE Connect (GRE) E#25; PrivatelP VPNs Bl & i E# & CIDR &
#o Transit Gateway & &I EE R EE RS IPs, PrivatelP

iZ1Z Create transit gateway (X E#EE).

£/ B EHFE AWS CLI
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£ create-transit-gateway

{5 Amazon VPC Transit Gateways ® R SR FEEE A
BIFENEERRE,

EAFRARREHFE

1. 7E https://console.aws.amazon.com/vpc/ BABL Amazon VPC £#24&,

2. HEBE®KT , B Transit Gateways (B#FiE), BaRENFHEA SR TEER LNREES
ETH.

A wREwEEE AWS CLI

£ describe-transit-gateways 3%

£ Amazon VPC Transit Gateways 718 55 4 5 £ & B & 1 12

HEBNEEENER , UAGKREBAE, BEEIRERBEESIHAER. EUUAASESHFERR
BZERR. SEERFENRRSRLARE—NER, IRMHENER  HeRCENERRE
SRR, ALBFEEMXERNE. NFEFMAER , F2HEELER Amazon EC2 iR,

ERAFRAKERTEEERRE

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
HEEBEBE®KD | 1BIZ Transit Gateways (EH&H &),
EELEFEIRESRNEREE,

EEHE T HIRE Tags (1EH) R ER.

BIECEES,

iZ#Z Add new tag (FTIEER).

AEE@ A Key (£18) # Value ().

i#1Z Save ().

©® N o o bk 0D =

A Amazon VPC Transit Gateways 1%t & &

BA MR ERRENAREREE, EREREaRER , AARGNERFEN BB E MRS
&,
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REE R EEEHANSREE.,

WREM IP st B BIA M Connect % | BIFLZBRERWEERN CIDR B,
ERERREE

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. TEEBEHEIKD , iBIZE Transit Gateways (E#FHE).

3. EBRESUNEREE.

4. &FZ Actions (B)YE). Modify transit gateway (&S EE).

5. HEEBUGRIE , A%IRIZE Modify transit gateway (& EE &),

A SRS ERFEE AWS CLI

5 modify-transit-gateway @

£ Amazon VPC Transit Gateways S ERHL =

BEBMBEERAN  BERIIMAZBERAANEBE, ELAEIZERAA , TR AN
&Ko

EZERAN

1. 7£ https : //https://console.aws.amazon.com/ram/ IR AWS RAM £ &,

2. TEEBEBEKD , iB1E Shared with me (B8 £ ). Resource shares (R ).

3. EmMERHLA

4. & Accept resource share (EZEREMA).

5. EERAHZE@EE , 557 Amazon VPC 12 & H AR Transit Gateways (E#REE) EH.

£ Amazon VPC Transit Gateways £33 f i 4

MRESEREREFEERAMABBEZIHAMKMIIEE , AIXAER Amazon VPC £ A5 AWS CLI
%Ejggﬂﬁmﬁﬁ ( /\FH ) EEO

%EEUEX/\ E

1. 1£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
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Amazon VPC AWS S5 FHE
2. HEEEEIKD | BIF Transit Gateway Attachments (1R #i B&EEE),

3. EEEZINERFEERE,

4. JBIE Actions (B11E). Accept transit gateway attachment (3% 3 & B &),

R EZHAHEH AWS CLI

5 accept-transit-gateway-vpc-attachment 55

{# F Amazon VPC Transit Gateways il B & B8 &

BEERBRERRAEENERRE. BLALMEBRPMEER , TaEMRERFE,
ERAEEEMREHRFE

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,
2. EEERRBRNEREE,

3. i®iE Actions (BifE). Delete transit gateway (MBREEFE), B A delete , A%KiEZE Delete (M
BR) SARERRMIBR

EF MERE@RE AWS CLI

DA
ey

£ H delete-transit-gateway fn

o

Amazon VPC Transit Gateways F#J Amazon VPC &E#%

HEEER Amazon Virtual Private Cloud (VPC) BEiZ A ZE&E —H %l VPC TRz EEHRRE.
# VPC B EEHRER A YARSETAREEE —BFRK , MMiEnFEEARBHTE, &
AAEBEPEE—EFRE , IERSKEXTHABRETE FRENER,

PR 51

- BEK VPC EREERREER  NETAREY , EEFRREEENTANEREELERZER
MiE. IRFREBREAXRPEERFENKSD , IRFEERRFEEHRETAREN FHERPEEE
A RESSEXEERREE.

- BFETXEHER VPC fBF] DNS £ DNS #47 , mit VPC 7 Amazon Route 53
HEAMERERAMBEN. BEREZEZERRENAME VPCs REMEREREN S B
¥, B2BH Amazon Route 53 1 AWS S RFEEFEE RS E RN DNS,
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- ERFEETRZEESHMR CIDRs VPCs 2B H , SRR EHE A CIDR EEEM VPC Y
CIDREE, MREH VPC EEETHEHEE , EE CIDRECEZEZEHEBEEZS —@ VPC #Y
CIDR fHEREE |, BlfnEEy VPC WEHTFSEEETERMEERBR.

- BEEREEEAHESN VPC FEBEILER, BR LR LEREMR , tMARERPH T8
BRAZBXTHEREREGRRE, NFEFEET A F2REAEEEFRBEREERFE,

- BEEERER IPVve N FRZLERFEERE, SRFEERTRELEXE IPv4 ik,
- BaREELLAR—E VPC Ei , TReEanREREERAR.

VPC E#Z4 miEHf

VPC EEESKBREMRE , REREEFRHEG, SESERRPE TLUEIEE ; £oBHER
% , VPC EE{HEHE TR Amazon Virtual Private Cloud Console 1 API S &5 5ll& &,

TEEREEEE—-IRFERES | RIEFB Auto accept shared attachments (B BjiE2 X ZEEE) WK
tRFAEAED | ATREREAARRE,

Available

“dh

‘ Modifying }—

Rolling back

h

Failing

L

‘ Deleting ‘

e u-_""
"y

No longer
visible
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« Pending (57€) : BRE VPC E#EXN FEAMEBERFFNER, EEMEMRER , EETRSLN , 5
ZH LB E available,

* Failing (k) : VPC BEMFERKR. EEMEMRE , VPC EEBE failed,

* Failed (X8) : VPC EENFRELAN. ERILRER  BEEEEMBR. KBH VPC EEEREF
AR 20, RRTBAR,

« Available (\TA) : VPC E#EA A , BREWIE VPC MERRMEZBRE. EEMMEER , EEALU
BZ modifying , B ZE deleting,

« Deleting (THERH) : EEMIBREY VPC E#z, EEMEMRER , EEAUBE deleted,

« Deleted (EMIBR) : EMIER available VPC &%, BERLLARREE , VPC EEZEEE N, VPC ERE
SREFUTR 2 /N, ARTEBIR,

« Modifying (82 H) : ERHEFEREBR VPC EENBM., EEMMKE , EEUBE available,
B E rolling back.

+ Rolling back (fBJ&A) : A5 K VPC EEENRFER , BERHREEERERMBNEMEE, EiE@EMR
B, EIET LB ZE available,

T BB R EHIEEIRR Auto accept shared attachments (B By#2 2 H Z81E) WERSHEEF | ATRERE
AR RE
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Pending Available

acceptance

i

‘ Modifying }—‘Holling back

h 4 " Y -

Failing ‘ ‘ Deleting ‘
d . ¥

d

Rejecting

- y

No longer
visible

=

« Pending-acceptance (fFiRIE1##%F) : VPC EEBREETEFHES., HiEARER , EEAUBE
pending, BZE rejecting , ¥ X deleting.

 Rejecting (BB ) : IETEMIBRAY VPC &, TIEMEME , EEALUBE rejected,

+ Rejected (B3E48) : pending acceptance VPC EiZEC#HIELE ., ERILRER | VPC EIZEE XS
K. VPC EEERIEFAR 2/ K, ARFTEIR,

* Pending (F%€) : B3 VPC EREY FRERHEREFF, EEBEME , EEARERR , ET

#E available,
* Failing (kB : VPC EENFERAN., EEMEMEE , VPC EEBE failed,

+ Failed (B : VPC EHEMNBEREL ALK, BRIMRER K EESHEMBR, XKW VPC EESRE
AR 2/ RETEBAR,

+ Available (7F) : VPC E#ETH , BERETLUE VPC NEREE B RS, EEMME , EETLL
BZE modifying , B E deletings

« Deleting (IBR=) : IEFEMIBRAY VPC iE1Z, FEIEERE , EEUUBE deleted,

+ Deleted (EMIBR) : EMIBX available = pending acceptance VPC E#E, BRALLAREE
i, VPC EEE XS, VPC EERERIGAR 2 /Mg , RETBAR,
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 Modifying (82 H) : ERHEFEREBR VPC EENBM., EERMKE , EEUBE available,
B E rolling back.

+ Rolling back (f8J&A) : A5 K VPC EEZENRFER , BERHEEERERMBNEMEE, EiE@EMR
B, EIET LB ZE available,

RIERE

MREITHE VPC FEREEMBNFERRE , BUNERLMERE , BERIEFIEN VPC M4RUAER
B &, ETHER AWS Transit Gateway ERFEMEME BN REENBEHRR , #¥3% VPC
EEFRERNTAERSE. TEAFERREESRESES VPC FHEATARESE K REXESHE
FHE BN, HARMBEENESRE VPC EE |, BFRRELURBEMHE SN FEERER | IiF
VPC, VPN # Connect E#%, RFEEXCEAREEFTERENE Wi EERE AWS EiF, IR
B—HRABAREES , EREAFRENGEARBURA  IRBRETEEETEN A ARE 2B ERH
T, BUUERAEEARWSIIE API REASEARFEER.

AWS Transit Gateway R fRE N ZEBEEBREER VPC ¥ ERE K RE B RIRM B /Yy ih 0] A [Ei5
REFCHRERB. EEFETRENEBIREILE, TAERBEEHRBNREEAMAEMTE. N
T = EHIZRHI,

=61 : FEBFE VPC WA A ESARERH

ERERIR T AR us-east-1a [0 B B #h 7] A [E15 us-east-1a B , £H us-east-1a # us-east-1b
RV ER e VPC E I | B ESRE VPC Fi us-east-1a ERMER N EH. KTAERSSE
BERIEME Mt 2 B R ER R ETHE,

=6 2 : FEiBFRE VPC WO A ERE M RERH

HARRIR O AEE us-east-1a i [a B Byt o] A [EBE AV RE us-east-1b , 7 us-east-1a Hl us-east-1b
AR EIETN VPC iE#E | Transit Gateway & A RIEH EEE AR {E VPC #HiEE us-east-1a
= us-east-1b, BENTAESSERENETBAHRNEEER.

=413 BBREATHERERNRE VPC BERE

ERERBRIETHA |=__ﬂij us-east-1a EI’ R E W H Ef"iﬁﬁﬂ ( @“ﬂu AR R E ) 1B E’Jﬂi’,ﬁ ﬁ
F us-east-1a ] us-east-1b FHIEXEER VPC EZE |, Transit Gateway E#5%fE VPC FH us-
east-1a EEUERE N H.
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=64 ERFREREN RN ATAREF , EBRiE VPC BHRE

EREBRRFET AEE us-east-1a i@ B #y3it o] A [E 15 us-east-1b B , AT E T A EE A YRR
#3X VPC iE#E | 520 us-east-1c fl us-east-1d , FHEFESFE A REMEEE LERE VPC FiEH
us-east-1c = us-east-1d, EENTHESEERENETBHAFEEA,

® Note
AR NEXR VPC Ef. MRCEH R E VPC EE BB 2% F R AU % B 3

REHESE

&) LAGE A b ThBE SR {1 22 & B AR B 38 FN 2 & 42 21 4B [ 8 & . VPCs instance-to-instance Vi
E, BRECEARAFRRSEZLeHE, BHZLBRATTESEZERLHE, BRASERZ2EA
SEFSELEENNHEA,

ZEXENZEFATURRKSHERFENSHRE VPC EEETRE , MERBERKHHER
FiERkE VPC EZERMAR , TrEER.

BR

BB VPC ERFERZENRERER , BA TR,

- ERFEHSERTIXERSHESZE, ME VPCsEEIMRNERRE.
- ATAIEHE usel-az3 M VPC M- F X BRZLHESE,
* PrivateLink I ¥ A X ZESEL L HE. BEEM IPCIDR 222 R AEABRAT R,

« RES¥ VPC MY EFS NHAREATMEREZEHERL K SEZLHEAEANEEERRR
(EFS),

- HREZEBEWMBAENAKETER  EXETHAKES : us-east-1-atl-2a, us-east-1-dfw-2a, us-
east-1-iah-2a, us-west-2-lax-1a, us-west-2-lax-1b, us-east-1-mia-2a. us-east-1-chi-2a f us-
west-2-phx-2a,

- WRERZEM Local Zones, AWS Outposts 1 AWS Wavelength Zones # E 8 T H#BEE#Y
VPCs , ZMEREE VPC EiEEEREALIIGE , RAEUTRESEIRBE T,

- MREERE VPC , AIEBEHFESEN L BESZZEE AWS Gateway Load Balancer 3 AWS
Network Firewall ;&4E,
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%

{#F Amazon VPC Transit Gateways E VPC &%
{#F Amazon VPC Transit Gateways £ VPC jE#2

& Fl Amazon VPC Transit Gateways 1§ VPC EZEH&
{#F Amazon VPC Transit Gateways #48 VPC &2
{#F Amazon VPC Transit Gateways ik VPC #3Z
B3 AWS Transit Gateway Z£ EEE AR A

Bl AWS Transit Gateway SEHW L £ EH
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aws ec2 create-transit-gateway-route \
--transit-gateway-route-table-id tgw-rtb-0123456789abcdef® \
--destination-cidr-block 0.0.0.0/0 \
--transit-gateway-attachment-id tgw-attach-0123456789abcdef@
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{
"Route": {
"DestinationCidrBlock": "0.0.0.0/0",
"TransitGatewayAttachments": [

{
"ResourcelId": "network-firewall",
"TransitGatewayAttachmentId": "tgw-attach-0123456789abcdef0",
"ResourceType": "network-function"
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Amazon VPC AWS EHiREE

BUBEBEMHc®  EXEERRENHERELREIRAFER,

ERER B EFMM4

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HEEEHEIKS , BIF Transit Gateway Attachments (158 BEE#E),

3. J#IE Create transit gateway attachment (2 3 {1 R 8&E ),
4

¥ Transit gateway ID (B#EE ID) 7 , BEANEENEREFE, SUNEZECHENER
RiE. BEHANGRRERZANBEFEE,

&H¥F Attachment type (Fi#3EZR) , i#$F Peering Connection (¥ &E#R).
6. EEMMEAMENEBER,
7. &% Account (1RF) , BT T IIE P — @k !

o

- MRERFEEENIRFF , FRERVIKRS,

- MREWBMEVRTRMLE AWS 1RF , FERHAMIRS. &¥ Account ID (1RF ID) , WA
AWS & 1D,

8. £ Region (EiF) 7 , BIZFEHEEFTEN EE,
9. 7 Transit gateway (accepter) ((BHiFE (2 &) F , G ALEEE 2 EBFEWN ID,
10. &$E Create transit gateway attachment (2 3 8 B & iE#E),

A BEUHESEER44 AWS CLI

R create-transit-gateway-peering-attachment

£ Amazon VPC Transit Gateways ZZ (B8 ¥ & EIEE R

HEMBDHEHG  EXECORENHERELRAESIHEMNAFER, AMEEWEERFHEHEARN
RES  SHRLEN. HEMAMSARR pendingAcceptance iREE, EZREEZEEHBEAN
B SRR

HNE , BULIEB T MU T BERM pendingAcceptance MENBEERE R, BLBEBRBES
EEmFEMERENER,

ERER S EZHEM4HES

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC &,
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Amazon VPC AWS S5 FHE
2. HEEEEIKD | BIF Transit Gateway Attachments (1R #i B&EEE),

3. ERFEZNERFEEER M,

4. JBIE Actions (BIfE). Accept transit gateway attachment (%3 & B EE ),

5. KBRERAMEZENRERARE, WEFMENR , F2 [ the section called “E U FRERHA",

B £ aEEH FH44HS

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. HEEEBEIKD , BIF Transit Gateway Attachments (15 B&EEE),

3. ENfFEINEhEERER M.

4. B4 Actions (B4E). Reject transit gateway attachment (£ 48 & B & iE1E),

e R EZ SRR YFERE AWS CLI

A accept-transit-gateway-peering-attachment H reject-transit-gateway-peering-attachment 5%

f#F Amazon VPC Transit Gateways #$¥ #7118 = EHFERH X

EERABPSERRNECANRE  SLARFRERAMEIELEHRENSHWHNSaRERKRH
®, EXEERRENGERE HLANE —EFERAEEIEMNEHRERHK,

ERER AR FERH

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. HEEEBEKD B Transit Gateway Route Tables (BEBERHAR).
3. ENEARAHEVKRHNKHRE,
4
5

212 Actions (BIfE). Create static route (I FFREFKH).

£ Create static route (BRI FREEH) EEH L@ AEZZUKHEMN CIDR E#f, Hln , EEEZTH
ZEHME 2 VPC B9 CIDR E#,

BERANEEMNMS.
7. #1E Create static route (B FFEERKH).

o

£/ B FRERE AWS CLI

£ create-transit-gateway-route g5
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Amazon VPC AWS EHiREE

/A Important

BURHEZ K FlEORFERARESHFEREELZE A, MEFHEE
section called “E2 {5y 18 5% RV BAE

2 [ithe

iull
Eﬁih

£ Amazon VPC Transit Gateways il & & 2

18 0] DA RS da BB ELE M 1 — 1B 8 B Y B85 & ER R AR BR A 4o
{5 FA =42 & M BRE B4

1. ¥E https://console.aws.amazon.com/vpc/ BABX Amazon VPC £# &,
HEEEE®KD | 1B Transit Gateway Attachments ({5 B EE#E),

1 E 2 8 B A M

iZ12 Actions (EiE). Delete transit gateway attachment (i Bk {5 B & i #2),
A delete , RZIEE Delete (MIBR),

o~ 0D

/0 MIRESEEM 4 AWS CLI

£ delete-transit-gateway-peering-attachment &5,

£ Amazon VPC Transit Gateways #EZi 4 Connect ¥

O] LA I Transit Gateway Connect 123 |, BAE VPC I 1THY (& &8 56 = 5 E R (B0
SD-WAN z%1#) < B IESR, Connect E# X Generic Routing Encapsulation (GRE) &1& 17 E LA
BRENMEE , AR EERFERE (BGP) LETEHREM B, I Connect iE1E# , A LATE Connect
EiE R YT — A2 GRE &Ei# (tt#8 A Transit Gateway Connect %) |, JUEZREHBEAENE=H
RfE. EALUEIB GRE BEEMM1E BGP TERER , UREHRE~A.

/A Important

Transit Gateway Connect &M {E#&L 1L AWSZ EEB MR BGP WS THERRMER. ™

&l BGP HE TER R RMR B FHEE , BRRBX— (@ BGP HEITKBBRKRTERELNE
HIE{E, ®RE BGP TIERSERNZIBIAIEE Connect HEMEHMENLZHRE, ME BGP
HETFERROSREBTM AWS ERREEE , SlUGTHRE. B6. ERAMRMER, W

0 Bk 3 5 Bl 4 77
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Amazon VPC AWS EHiREE

RIEH Connect WEIRIEFERIE , BREEBNE BCP BETHRERREAFE , AlnEs
F AWS Eft iR MBS E R ERER T B, RFEZEFREE Connect HE LERRE
IEM1E BGP % TIEM R, MREBEREZME Connect HEUZER MR S AIAME |, FHF
EBEESE Connect HE LREEME BGP #F TER R,

Connect iE#EF AR A VPC = Direct Connect BiZ{EAER ERT , EBAEHERE, EhRHER
BREE=HHRIENHET GRE #4a , RBIAKH Connect EENKRE, ESEMEMAHE , 8FES
EFREERRSHBESAN GRE H4a |, RAEHEZENRE,

(® Note

Z = A Direct Connect EEM&EE@%%‘J A Direct Connect B2 AWS Transit
Gateway &, MEFEEINEENTR , FSEES SD-WAN EEE AWS Transit Gateway
F1 AWS Direct Connect »

Connect ¥
Connect ¥1% (GRE Bi&) @& Tt
AZ8 CIDR B2 (BGP #hil)

A BGP &M AR IP ik, EHEAER IPv4 Y 169.254.0.0/16 EEHIEE /29 CIDR E#,

WA LLEEM R IPV6 B £d0O: : /8 EIEIFI8E /125 CIDR E#, AT AFEEM CIDR Eif |, &
EEA

+ 169.254.0.0/29
+ 169.254.1.0/29
+ 169.254.2.0/29
+ 169.254.3.0/29
+ 169.254.4.0/29
+ 169.254.5.0/29
+ 169.254.169.248/29

R ARG R R LAY IPv4 SEEIRE — B utERE A BGP IP #hit, A IPv6 i, MREHNRIE
CIDR [E#2 2 fd00:: /125 , BIAAERIBAVEE S H LR E UL EE (fd00::1) PEYE —Ebit.
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Amazon VPC AWS S5 FHE
BGP bt EHMmFEENFEBRE L XERKE—M,
¥E P it

Connect i BMN Y P #hit (GRE ShE IP i), EATLARAEAT IP bk, IP #ut AR
IPv4 =% IPv6 it | B8 2B S E R IP #at K5,

{5 B & b 1t

Connect $ & inEiARMENESE IP #hit (GRE SAE0 IP t#hiit), IP #but AERE#RFE CIDR [E#
{EE , BEE#WEE LK Connect SEiEHRNBRH—H, MREKREE IP it , ROSEHEE
& CIDR [EHR Y SE — B 7 A bt

SR ATE B 3T SRS R SRS | 3748 /H 38 CIDR B4,

IP szt AT LA R IPv4 =% IPV6 ik | BB R EEESE IP st dEEAY IP stak R %,
¥ |P o RS RS i I ANE — 35 GRE B8, BWSVESEEE D EEEAE— it | BF
1 (7] — S o B A 5 A P

BGP EE® Transit Gateway Connect EXEZE#E BGP (MP-BGP) , HHFFEE IPv4 EEEH ,
THEEES IPv6 BRI BGP TERER, BT LAEA GRE S\ IP it #9 IPv4 F IPv6 Hutit,

THIEBIERT VPC & 8RR 2 E#Y Connect B,

[&s] VPC C

172.31.0.0M16
VPC A
10.0.0.0M6 g
Appliance
_____________ -———— Peer IP: 172131.1.11
Peer BGP IP]169.254.6.1
F VFCEB

10.1.0.0M16 172.31.1.0/24
* Transit gateway address: pe /

192.0.2.1
* Transit gateway BGFP IPs:
169.254.6.2, 169.254.6.3

& & T ¢ DU

VPC E#

- Connect &1

Connect & 79



Amazon VPC AWS EHiREE

& & T ¢ DU

GRE J&J& (Connect ¥ %)

yy— BGP % T{EREX

£ LR FIF | £IRE VPC E#EE (F#iERE) LB T Connect 3%, 7£ Connect iE#E LRI T
Connect 1% |, LA VPC HE VR iBERR. SwEFEEMmIA 192.0.2.1 , BGP ittt NEHEA
169.254.6.0/29, #E (169.254.6.1) FHE—{E IP thut X B L EREREE BGP IP tbiit,

VPC C W TR KR ER —EKME , Hi$ B R/EHRE CIDR BRI REEQEHRIE,

B B4

172.31.0.0/16 [ 15

192.0.2.0/24 tgw-id
ERMEESIE

T %2 Connect EEEZEHNFERMEEETE :

« WFEXE Connect EEEFHFMENR , F2E AWS Transit Gateway & REE &,

- REBE=FRIBRESR , £/ Connect E#EEIR GRE BERE MR RERREENRE,
- REBE=FRIBRER , £/ BGP ETBHREHEMNEERERE,

- XETHEEW BGP :

« 5\&f BGP (eBGP) : AR EREREHRETRN BARKPHIRAZR. WREMEA eBGP , XA

X E ebgp-multihop BV FE KR (TTL) EA 2.

« AEE BGP (iBGP) : AR EREREHREMEN BARKPHNIRHAZR. BHFETSHN BGP #
& (F=HRMA) REEH , BRIFBHRA eBGP HER , HEREHTRET —EEH. E=HK

fRi#EiR IBGP HEBHRRHALEER ASN,
* MP-BGP (BGP WZ B EEM) : ARXZESEHERE , HIA0 IPv4 M IPv6 it K5,
- TR BGP REFERRBIEA 10 ¥ , MRRNVAREFTRRA 30 ®

ERNEESH
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Amazon VPC AWS EHiREE

- R"%1&E IPv6 BGP B ; EXX & IPv4 AE#H BGP HiE, IPv6 FEEB IPv4 BGP EE £
MP-BGP 3Xi#,

« ITXEERBFHEA (BFD).
- T%¥ BGP EREHEE.

- EEBUBSRREEHSR  WRKRETHF ASN fFHE , RIS RESHEE ASN FiHRE. EEKE
B ER B E BRI H11T iIBGP IR — BJARM P,

- MREEME Connect Y& 4R , £/ BGP AS-PATH B1H Connect HEEEH KA EEKRHE,

EEAZERGBZEAEASRAZSERE (ECMP) BH , KAREZXEAEFAHEEHN BGP AS
PATH Bt , mERFEESHENFE., AEXRSEHFEZZFME AN ECMP B{E , AS-PATH
MBBRBMmYE (ASN) X EMAF, EHREIERLE Connect HE 2B FER ECMP , ARMERM
Connect % , RER —E#FEER Connect BiZM4EER ECMP, EhBEERLIEEEHEEE
EEI K METE BGP WEHE 2 B FE A ECMP,

* f£/ Connect Bk , IARRSEREERFERBR,
« TXEBERKA,

- EBE A GRE 1258 (8 ALkl ) FHES IP Z25E (20 Bzl ) BAER , #% GRE #EE MTU &%
EADPRAZRAE MTU, Hilan | a1 REHHAZRE MTU 2 1500 2t |, 5548 GRE BE MTU %
EA 1472 1 7T4E (1500 - 8 - 20 = 1472) , UBFIEH A5 R,

%
« £ Amazon VPC Transit Gateways 231 Connect j&E§%

« £ Amazon VPC Transit Gateways 23 Connect ¥

- f£ Amazon VPC Transit Gateways ##% Connect E1Z# Connect ¥ %

- f£ Amazon VPC Transit Gateways &K Connect i#31Z#] Connect & EH
« ff Amazon VPC Transit Gateways B} Connect ¥

« £ Amazon VPC Transit Gateways B} Connect 4

£ Amazon VPC Transit Gateways 237 Connect &2

EEZ Connect iB1% | MESBEEEZEEAENERE, BRULIEE VPC iE#ES Direct Connect
EIEEREREE,

#1I Connect iE# 81



Amazon VPC AWS EHiREE

fEAEIEAZE I Connect EiE

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EBEEERD , BEEERFEEE,

i#$Z Create transit gateway attachment (22 3 25 B8 iE ),

(ZM) 7 Name tag (B RER)  , EEEENEBER.

£ Transit gateway ID (&8 FIE ID) & , BIEFEAMEZNERHEFE,

T Attachment type (E#E¥EE!) & |, 1#$E Connect (E£R).

£ Transport attachment ID (E#i&E#2 ID) & |, BIFRAEEN ID (E&#HERE),
i#$Z Create transit gateway attachment (2 3 25 B8 iE ),

© N O o bk~ W DN

£ 37 Connect K4 AWS CLI

5/ create-transit-gateway-connect 5%

£ Amazon VPC Transit Gateways #3 Connect ¥

B LA AR A Connect IE#2E 3] Connect ¥1% (GRE Bi), FB 2wl , MRE SR EEHFE CIDR
B, BANEEYRESEHREER , RESEHRME CIDR Ei,

1 Connect B4 #F , 4ZB7E Connect IEM R BI%IEE GRE 4\3F IP it
FERAITIEAEI Connect ¥

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC &,

2. EEEERY , EEEWREER,

3. EHN Connect E#E , RZIEIE Actions (B1/F). Create connect peer (31 Connect ¥#1E H &),
4. (ER) EEWERD , FBIEE Connect HEHENERBER.,
5

(ZA) 1& Transit gateway GRE Address ({S#iBE GRE #:ut) 9 , 5 EF&@FER GRE /A IP
thut, FARREGEFEWEE CIDR EHRME — @ Atbit,

#H¥ Peer GRE b3t , 8§ Connect &% 5% M GRE 4436 IP 3t

7. &% BGP Ak CIDR [E#f IPv4 , IEEAR BGP &M IPv4 it E5E, $#EE 169.254.0.0/16
HERAK/NE /29 ) CIDR EHR,

8. (EA) &% BGP AE CIDR E#E IPv6 , IEEA R BGP HEM IPv6 ih it &E . 15E fdoo::/8
#HERA/NER /125 1 CIDR B,

o
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Amazon VPC AWS EHiREE

9. (BA)$HYZE ASN , BEERFENEZARERE (BGP) BIARMIRIE (ASN). &7 LAFE 18Rk
HRIZHBREIES ASN, RTERERAE ASN |, EALLEER 64512-65534 (16 {27t ASN) =
4200000000-4294967294 (32 7t ASN) EEFHIFAHE ASN,

FERREEERHEERN ASN MHE, MRERENEZE ASN B & FE ASN (eBGP) 7R , BIA4A
X E ebgp-multihop WEBRFRE (TTL) EA 2.

10. 1##2 Create connect peer (&3 Connect & Hi#),

58 23 Connect % AWS CLI

/A create-transit-gateway-connect-peer &5

£/ Amazon VPC Transit Gateways #4% Connect E#Z Connect ¥1 %
KRR Connect Fi#H Connect B,
FEREEAMBIEMN Connect E#EH Connect $5

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. ESEEKRYT  EEERREERE,

3. #H Connect &%,

4. EERIREREL Connect ¥ |, 122 Connect Peers (Connect ¥%) 2%,

£/ ¥#8 Connect iE1ZH Connect ¥ AWS CLI

R describe-transit-gateway-connects 1 describe-transit-gateway-connect-peers

£ Amazon VPC Transit Gateways &2 Connect iE1ZH Connect ¥1E1Z
®

B LB Connect EIEZNER.
EH EZE B IEWER Connect EIZEZER

1. 7£ https://console.aws.amazon.com/vpc/ BRI Amazon VPC £ &,

2. HEEEBEKD | EIE Transit Gateway Attachments (¥ B&EiE ),

3. iEHI Connect attachment (Connect E#Z) , R&1#E#F Actions (B)¥F). Manage tags (BEEZEH).
4. EEFHEER , i8I Add new tag (FTIBER) , REECRIBNERE.

43 Connect Kt #31 Connect % 83
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Amazon VPC

AWS EmRiE

5. BEBKRES , 55 #1E Remove (BER).
6. igj% Save (ﬁﬁ)o

B LB Connect HEMNER,
A EEAEBREN Connect EER

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEBEKAF | BB Transit Gateway Attachments (i A EE#E),
ZEY Connect iE# , R#&I1EF Connect peers (Connect ¥ %),

ZH Connect ¥1% , RARBEZEFHE. EEER,

EEMHIEER |, 121 Add new tag (FTiEEE) , AR EEREBNEE.
EEBRER | 55i21Z Remove (BE),

i#1Z Save (#1F).

N o g b~ w0 Db =

£ AWS CLHEZIEH) Connect 33 Connect ¥ E 2%

£ create-tags M delete-tags @

{#F Amazon VPC Transit Gateways & Connect %
O] LAMIBR T B EEM Connect HE,
EAEEEMBR Connect $&

1. £ https://console.aws.amazon.com/vpc/ B Amazon VPC £ &,

2. ESEERT  BEEERWREEEE

3. #EX Connect 1%,

4. 7£ Connect BZEZEE S , EH Connect $% , ARERIBEE BE. MR Connect B3,

558 MIBR Connect ¥12 AWS CLI

{# A delete-transit-gateway-connect-peer &5

o

f#F Amazon VPC Transit Gateways il Connect Hf#

MREFTBEE Connect iE#E |, AU EMIBR, B24B S MIEREZENEM Connect ¥,

MIBR Connect ¥%
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Amazon VPC AWS EHiREE

5 £ A MBR Connect E1E

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. EESEBEERT  REEWREEE.

3. ZEH Connect attachment (Connect #E#2) , A& ##F Actions (B)¥E). Delete transit gateway
attachment (i B B B8 E ),

4. B A delete , RRIERE Delete (MHBER),

58 MIB& Connect Ki#F AWS CLI

5 delete-transit-gateway-connect 5% o

Amazon VPC Transit Gateways 7 Y& FE K AR

EAERFER B RREESRFEZENEH, BARRESRANERSR RSB RENHE
BEREB A VPCsH VPNs 2Bk, ERRTWESERHBISELEELREB MM 1P it &
)8

EHFERBRTELSERNREEHPEEZEETEBE, VPC. VPN, Direct Connect Bi&., B
Connect E#EH X E, BIUBEKE K ELMANKBHSREGEEIBEEERRERBR, TUHHHE
HETZEEBEX,

e U LERBRAREVYNERFRERMA, fl, BUeF —EFEEd  SE@BhEHEETME
REREHE , ZERHBEAFERGRA,

%

« {8 Amazon VPC Transit Gateways 22 S FEEKHB X

+ {8 Amazon VPC Transit Gateways 3 S EEKHBE X

{8 Amazon VPC Transit Gateways FABi{EMEEK B X

« {#H Amazon VPC Transit Gateways B & & & 2% B &R 1 B3
« {#H Amazon VPC Transit Gateways B F &% B8 5% B R 5 3% R E1%
« {8 Amazon VPC Transit Gateways 1 Ffi i 2%

« {8 Amazon VPC Transit Gateways 2 FF A& i

« {#H Amazon VPC Transit Gateways iR #F A i

« {8 Amazon VPC Transit Gateways BUX FFAE & H

« {#£H Amazon VPC Transit Gateways A5 H & EHZE Amazon S3

Transit Gateway g H 3% 85
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Amazon VPC AWS EHiREE

« £ Amazon VPC Transit Gateways il BR &% B8 B &

« f£ Amazon VPC Transit Gateways BV AKX FE FESE
« ffH Amazon VPC Transit Gateways 6 F EH FESE

« ffH Amazon VPC Transit Gateways MIBRF B FES =

f#F Amazon VPC Transit Gateways Z Y B#EERH XK
FHREESEUENEERARE

1. 7£ https://console.aws.amazon.com/vpc/ BIRL Amazon VPC £ &,

2. HEEEEIKD | EIZ Transit Gateway Route Tables (BE#FERHRK).
3. i#IZ Create transit gateway route table (B E#REERKHAX).
4

CER) & "H8E. BEY A AChRERARNERE. IHERY—EER K HPERERA
"Name" , BERERREEENEHE,

£ Transit gateway ID (& & ID) #F |, BEARBEHXNEEHFE,
6. iEIZE Create transit gateway route table (B E#REERHAX).

o

£/ 2y EmRAERKRHEKR AWS CLI

{# A create-transit-gateway-route-table %

{5 Amazon VPC Transit Gateways #1R S FER R X
FREEARRENERFAERER

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ A&,
2. HEBEBHEKD B Transit Gateway Route Tables (B#EERHAR).

3. (EEN) NESKRBERBRI—ERHER , FEFERERUAATREI—HoNEHE,. SR/H
B,

4. BHEERNEEGHR  SUEREFEH D, LETREHERBARNVERE, % BENEBNEA,

FH RN ERFEERBR AWS CLI

£/ describe-transit-gateway-route-tables %o

FH R ERFREREBERWES AWS CLI

ByERMERBER 86
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Amazon VPC

AWS EmRiE

£ A search-transit-gateway-routes #5

£ A 115 (55 R IE B B R AV 3% & AWS CLI
{# A get-transit-gateway-route-table-propagations 5%

2/ B RiEE B RAVEIH AWS CLI

{#H get-transit-gateway-route-table-associations 8 %o

£ Amazon VPC Transit Gateways F8Ei SR EER A X
& 0] DA e R E R R B BB E B

£ 2 A RS FER B R

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEEEKS | B2 Transit Gateway Route Tables ({5#i B E K HRK),
EEUE H Ko

KEEEMNTA , i#F Associations (EBH) &5 EH,

i#1Z Create association (21 BH#).

BREZBRVEBMBAER | RREIF Create association (3 EH).

2 e

£/ &3S RIEE mRAVEIBE AWS CLI

5 F associate-transit-gateway-route-table %

£ Amazon VPC Transit Gateways il B {225 B8 & 2% Fh &% 19 B3
12 0] AR {5301 9 08 3% R 2k B (5 R B HE R B3 Bt

{52 i =42 & BUR B8 738 8% 1 R A9 BA B

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
HEEEE®KT | 1B Transit Gateway Route Tables (BEBERHAR).
EEE R

EEHEMN TS |, B Associations (E3E#) R5IEH,
BIZEE T ABNERE | REIZIZ Delete association (M EREIE)o
HIRERIR REF , 5121F Delete association (M ER BB ).
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£/ BUH S RiEE% fm RV AWS CLI

f#H disassociate-transit-gateway-route-table &

5/ Amazon VPC Transit Gateways B £ & % B =AY B8 1%
FRAKBERE , SEENEBENEERAE.

% 5% f S = R EE KR B R

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
FEEBEE®KT | 1B Transit Gateway Route Tables (BE#BEERHAR).
ENEACEVEENRER,

iEE Actions (Ei1E). Create propagation (33 5#%),

BARK Create propagation (23 {E#%) HH , BEERE,

i#1Z Create propagation (23 {&#%).

o 0 A 0w bh =

5 RS &3 AWS CLI

£ enable-transit-gateway-route-table-propagation &5

o

{5 Amazon VPC Transit Gateways 1= F & &%

HERE B R IE B BRATEIBRY 3R
ERAEEEFHAKRBER

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
HEEEEFKS |, BIF Transit Gateway Route Tables (BE#EERBAR).
EMERPMBREENEHRK,

EEEM TS , &2 Propagations (£1%) &35 &%,

BEUERE | RERIZIE Delete propagation (Ml BREE).

HIRFERRIRREF | 55212 Delete propagation (MHBREE),

© o A~ wh =

£/ =B EE AWS CLI

{#H disable-transit-gateway-route-table-propagation #5
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Amazon VPC AWS EHiREE

{#F Amazon VPC Transit Gateways 2 Y FFAE H

# VPC, VPN SiERFEHSEEMNFZYFERE , RELTURLBRKRE , UERFSHBEN

BE
ALER o

Site-to-Site VPN T2 EHZEHFEERARPL VPN EZABENTFRERH., FHLL BGP AE#HN
VPN i | ETREE R ATAHNELRE,

ERAERERNFERH

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. HEEBEBHKD B Transit Gateway Route Tables (BE#EERHAR).

3. ENEZERHEVEAMEHR,

4. JBE Actions (B11E). Create static route (B3I BRERH).

5. 1f Create static route 2N FFRENRH) EEL , WAEZEZIUEHK CIDR B , REZIRIE Active
(HERAH).

6. EEFHIRANERE,

7. #1E Create static route (B FFEERKH).

ERERARYRERERH

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,
HEEEEKT | B2 Transit Gateway Route Tables (& B E K HR),
ENEAHEVEHNEAR,

i#1Z Actions (E14E). Create static route (BRI BRERH).

£ Create static route (B FREEH) EE L@ AERUKMEM CIDR E#] , A7%iEIZ Blackhole
(BEEH),

6. iEIZE Create static route (B FBREIMH),

o b 0 bd =

e/ 2 FRREM B RIERE AWS CLI

{# A create-transit-gateway-route &85

& Amazon VPC Transit Gateways MR FFAER B
REm FE R AR RFERH,
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Amazon VPC AWS EHiREE

2 F 42 & MIBRFFRERR H

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
FEEBEEKF |, iBIE Transit Gateway Route Tables (E#FERHXK).
EMEHRHEMREHNBHERE , ARIEE Routes (B8 H).
EEEMBRAVERE,

iZ1Z Delete static route (MERFFRERH).

EREREFE AR |, B2 Delete static route (MHBRFREREH),

o a0 kw0 N =

£/ MERFRRERE B AWS CLI

£ delete-transit-gateway-route 3%

{# A Amazon VPC Transit Gateways HUX TR RERS i
KEBFRERARTPIBERHIRATENEERRA,
FRERA KRN FBERSE

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
EEBEEKF |, BIZ Transit Gateway Route Tables (B#BERHRK).
ERARTPEEEIANEE.

£ THMEER, BRY , BERHARIER,

EERE. BUNFERERER,

HRER  BEEERAPHEBRE

EEEMATHNFES  EEENRBRBAXRT BERBEEN SaFEE.
EERAFERAE,

© N o a bk~ 0w D=

5 B FFRERR B AWS CLI

5 A replace-transit-gateway-route #8%

A Amazon VPC Transit Gateways A& H &R E HZ Amazon S3

BRI LS EREERBARTHIEHELZ Amazon S3 f#17ErE, MAMESR JSON ERXFHIEEN
Amazon S3 fZETEE,
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ERAEEREEHEHFERBR

1. 7£ https://console.aws.amazon.com/vpc/ BRI Amazon VPC £ &,

2. HEEEBEKD B Transit Gateway Route Tables (BE#BERHAR).
3. EEASEEHZERAMNEAR.

4. & Actions (B)YE). Export routes ([EHEEH),

5

£ Export routes (EEH ¥ H) BEE L , 557 S3 bucket name (S3 fEITE B ) @A S3 FEITE
B,

MEFRFTELEREH  SBEEMEMN Filters (BHEE4) 2018 EEHEIFHS B,
7. 2 Export routes (EH ).

o

%“ET?—HRE&E’J%EE 557E https://console.aws.amazon.com/s3/ , BB Amazon S3 24 , R%E

ERIEENRETE. EREWITE AWSIRF ID. AWS EiF, BHX ID MFEERE. BEEUE
?iﬁ , $R#%1%1F Download (T &), L T2 JSON ERMEH , HPaE VPC E#EHN M EEEE RN AE
BEH.

{
"filter": [
{
"name": "route-search.subnet-of-match",
"values": [
"9.0.0.0/0",
"./0"
]
}
1,
"routes": [
{
"destinationCidrBlock": "10.0.0.0/16",
"transitGatewayAttachments": [
{
"resourceId": "vpc-0123456abcdl123456",
"transitGatewayAttachmentId": "tgw-attach-1122334455aabbccl”

"resourceType": "vpc"
}
1,
"type": "propagated",
"state": "active"

}I
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{
"destinationCidrBlock": "10.2.0.0/16",
"transitGatewayAttachments": [
{
"resourceld": "vpc-abcabcl23123abca",
"transitGatewayAttachmentId": "tgw-attach-6677889900aabbcc7",
"resourceType": "vpc"

}

1,
"type": "propagated",
"state": "active"
}
]
}

£ Amazon VPC Transit Gateways B E2% & R &
FERAEEARBRERFERAR

1. £ https://console.aws.amazon.com/vpc/ BABX Amazon VPC &,

2. HEEEBHKD B Transit Gateway Route Tables (BEBERHAR).

3. ENEMRNEBHRK.

4. J##Z Actions (EIE). Delete transit gateway route table (Ml & FEER B K).
5. EA delete , REIEIE Delete (MIBR) LAREERMIER,

55 MipREwERERHEK AWS CLI

R delete-transit-gateway-route-table %

£ Amazon VPC Transit Gateways BV A RFEHFESE

FAUSEZERFERARTHNFTERE, FEFER—BANZELERLEERN CIDR EREENE
G, BALFERFEEERBICEEERTSEN IPUUEE | URAEXERRE, S, mRE

REEZEAEGRERARTEEHENEN CIDR, I EE—FESEHREEEL CIDR, M

FRESERHRTFTEESRBERN CIDR, NMELEEBRE WM CIDR B , AIURFEHEFEGR
BREIER , MAREBEZIFENBHRBRZEH,

EXHBRFERHRTEYFERESER , FEAETHEEREE S UEHRERARKPIEE
H&RBR TR
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WMERBIIRMFMESR , F2B (Amazon VPC A EEFE) FHETRIIXR,

ERERAEBMNFEEESZER

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. HEEBEHKD B Transit Gateway Route Tables (BHBERHAR).

3. ERE@mEERHERK

4. RFFIBE Actions (B)4E). Create prefix list reference (B FH FESEER),

5. 7t Prefix list ID (FBE/FE ID) BEFEHFEMN ID,

6. 7E Type (BHE) & , BERE ARG (Active (fEAH)) Ti¥E 2 (Blackhole (BRE)) ERFFEHE
BHNRE.

7. 7 Transit gateway attachment ID (E%iF&EE#: ID) F , BEEEKRERHMENEE ID,

8. J&IE Create prefix list reference (BRI FHFESEZER),

5 BAFHBEESE AWS CLI

R create-transit-gateway-prefix-list-reference T

£ Amazon VPC Transit Gateways S FEBES#E

BUNERRERERRAEEINMEREXNFTERESZER , S HETEMBRERAARFAIR

Eo

L "EEHAL (Routes) BB SAFEBEENERNKA. EESRNFEFEDNWIER , BFEH
Managed Prefix Lists (R EENFEHFE)EH. WEFMHENR , 528 (Amazon VPC A EE
M) FRIEHREIREE,

EREREEAFTERESETER

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ A&,
HEEEEFKS |, BIF Transit Gateway Route Tables (BE#EERBAR).
12 BV & B E B% R

ETHEET |, B2 Prefix list references (B EHBESZER).
BREFEBESEER | REBIBEIE Modify reference (82 ZE H).

£ Type (BE) B |, BER B AT (Active (1EAH)) SIEZE (Blackhole (BB E)) E@mEttFEE
BHRE,

o g bk~ w b
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7. 7t Transit gateway attachment ID (S%iF&EE# ID) F , BEEEREXHMENEE ID,
8. iEIE Modify prefix list reference (IS FZEBEZEZEH),

EH BRFRBESE AWS CLI

£ A modify-transit-gateway-prefix-list-reference i

£ Amazon VPC Transit Gateways BB FEBEESZE

MEETERETHALSEEN  CTURBRMERBRFMBRES TR, WRSEEHTEM
%?E/%Eo

EREBAMBRTEEESEER

1. ¥E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. HEEEBEKD B Transit Gateway Route Tables (BEBERHAR).
3. ERE@mEERHERK

4. BETEHRESEER , ARIBIE Delete reference (MRS EEHR).

5. i#iZ Delete reference (MBRS2EEHR),

FH ERFHBEESE AWS CLI

5/ delete-transit-gateway-prefix-list-reference i

Amazon VPC Transit Gateways  KY & #i BB BER &K

5 B B AR R A B E R REH AWS Cloud WAN WA RE, HERKRITSARKBEREY
HEERERRENBRRR , RESFESRAUNRERS =B REHK,

BUAERERRENBERE , ABENSEHREREXMBEHNERENEN. RFEERHTE
MR , ATRBER GRS (PIREABRER) o ZFTRANKRERARE. BERHESN-BRe
HHhE  RAERLERRERIARE , JUEER B EMNEHRE,

(® Note

B RERNE S RFEYFERIFE Cloud WAN X EEGREBREN K. BUHFER
B, SO ASZENREEREEEE. AR LEAMESBRANBBEAER R,
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% Cloud WAN AT ERMSHMER , 26 AWS Cloud WAN EREIEREHHEHE,

7%
« {#H Amazon VPC Transit Gateways 3 3 & & BUR &
« f£ Amazon VPC Transit Gateways B & B &8 Bk &

£ Amazon VPC Transit Gateways 23 {E# B EB R K
FHERSEUENHERRERRK

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,

2. HEEEBHIKT , iBIZE Transit gateway policy table (BEBEEBRERR).
3. iEIZ Create transit gateway policy table (2 3 & & BERE R R),
4

(ZA) 7 Name tag (B BER) 7 , B AERFERRERRNEHE, BB —EREK K HPE
BREAMECEENERE,

£ Transit gateway ID (f&i & ID) # , ERARBRER KRN EREE,
6. iZIZE Create transit gateway policy table (% 3 {5 BE BER E R K),

o

R B EWEERKK AWS CLI

5 create-transit-gateway-policy-table i

£ Amazon VPC Transit Gateways il E#EEBRR X

iR R E B R E R, MRERRE , ZERRANFTEBERR B HBES MR,
£/ 2 A MRS FERRER X

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. HEEEEIKD | BIZ Transit gateway policy tables (B FEEBR KX ERK).
3. EEEMRNEBREEBRER R,

4. 1EIE Actions (BiE) , REHIEIE Delete policy table (IBREIEK ®).

5. BIELERBRERR.
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55 MiBRERREBE R AWS CLI

£ delete-transit-gateway-policy-table 5 5o

Amazon VPC Transit Gateways 1 #) % B &%

ZHBERANKE-BENBEREREAI S ZRERNEAIGBE. Transit Gateway 3z & 7 P2
VPC M TR EBHSHEXRE  MFEASHEXRMEE , HATERBEEUASERRHTER
k’ﬁgmulb;o

&

- EEE

- ZREIXRA

« Amazon VPC Transit Gateways 1) % B &% 481

« Amazon VPC Transit Gateways 713t Fi % B &% 4813

« {8 Amazon VPC Transit Gateways [6] % B4 &% B4R S 3R

+ {#M Amazon VPC Transit Gateways 6% B EXEHEFMK S

+ {8 Amazon VPC Transit Gateways % B &% B 48 BUE S 3R
+ {8 Amazon VPC Transit Gateways # % B EX B HEEUEZEMAK S
{5/ Amazon VPC Transit Gateways #15 % 21X &40

« £ Amazon VPC Transit Gateways F&%E Windows Server )% B &%
« &l : A Amazon VPC Transit Gateways B2 IGMP #H4E

« &5 : fEF Amazon VPC Transit Gateways &2 RS R 4HAE

« #if5] : £ Amazon VPC Transit Gateways P EEFRER A K EHRE

ZHEEHR
ATRSHEXNEEMS :

- ZREZEE — AHZREEBBIERTENRE , XEEHFEXESESHEERHR, &
AUEFREERERSHBEMAREER,

« SREERE — RARKEENBERERSHEIREN —HTH. SHEEHEZHTE P iyt
whl. SHEXFENEERERERSE EC2 HTERNEREMLFERREMESR.
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- PEREEBAEEEANE IGMP) — —ERBERERHE , AFETHRANRHSHEEESHEAH
HREEK, IGMP ZRELAPEETESFERH IGMP BABEMA, HEAMEEIASNEKL, AWS X
£ IGMPVv2 BIAHEM IGMP FFFEE (APl & ) BHEREERZHEXBE,

- ZHEERR — BUBENAREABEISHEEIRENZ T EC2 ST EREEBIAYE MR
Ho. ZHEERFEBRNBERRERE,

BERFZHEEEHIESTER IGMP HBERMA, BENSEASH I, BUTLUER AWS
CLI #EREMBFERE. UBFEAANENRESEESHEEIRE WEZEEJEH&%%%LM

Eo

- ZHBERERE — BERZHEERENZ IR EC2 HITERMEEMNEERR N H. ZHE
EHEERZEFENRE. ERERRFEAREERERED  SHELHERNBREGEIRE, &
IGMP FHBEMEREF , KB AR REENEBURE

ZEBER

- EHFAESHEETETEARSERR SR NERBREEARS, RMAAZERCRERSINSE
BEIAREE, MERERERNFEMEEX , FHEEN RS AR REBMER,

- MEZIBEFHWFHAEN , 5528 AWS Transit Gateway & REE &,

- WAABRMNFNEREEUZESHEE,

- ZEEXEBEAKEEKRMER Amazon Virtual Private Cloud Console 5 AWS CLI, = IGMP #1T
MIE

- FHRERRBENA—ESHEEBFP,

- WMREMFEHIE Nitro 1TEEE , AIXBAFERARF/ ENEZEA R, MEEHEEARENE
{Amazon EC2 fE&1ER) FMEF R RN H R E,

« JE Nitro BEfI TR S HEENEEE,
« AXEZBEIXERA AWS Direct Connect, Site-to-Site VPN, ¥ 2518 132 =} S i B B E 47 E 2,
28

- EHFETIESHEEIHANS . 7BNSHEEHOKERE. WEFHEER
BB (MTU),

- BEIEF , IGMP T E2EIXZME IGMP JOIN FAE , UMASBEXAFE (BEA2EIREH). &
FAFEEMIERT , FTE IGMP JOIN AASHEIEXL , TRIAERAEHFES B EEFEN —
Do BEUBERT , BEEFCHERAEXSESZ , REBEHNBE IGMP JOIN FAE.

- BEAKEERREHFEEKRZS IGMPv2 JOIN AR , WEWE IGMPv2 LEAVE A BB R,
HHRESERKIIMAFENTIE, EHEEEAERSEEERASE  SMoERIRH—

E‘{_HII
s
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&
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IGMPv2 QUERY FAEMRFIERE. BEKEHEEE—E IGMPv2 JOIN AR KREE , E-RKEE
FHEEERNAR, NIRNEELINZE=([AEEEH 6 FHRESEAMEMANEEPBIRLEKE
B, B K ERESGEAFTEDPKABRIUAEZ , CEEBEELEHEEZNEE 12 M, Z
% , BFEM IGMPV2 LEAVE AR S EIE K AhBREM K MEBELETE-THSRHEEIRE,

- EHFEESEMKIIMAFENER, TEBREPENERT , LIXKIEE IGMP JOIN FAEZ
?ﬁ ERFESEESZHELAERNEEEEM 7 1 4120, ERFESRESKEEREHE

EFMEZ 12 /)E | IEZRTFHA IGMP LEAVE AR A LE,

. %iﬁﬁﬁﬁaﬂ#ﬁkﬁﬁ*ﬁﬁﬁi‘j@%biﬁﬁﬁ IGMP K& , UEEMSHEAFHEREEK, EL
IGMP Z3 a8 5F IP 2 0.0.0.0/32 , B IP 5 224.0.0.1/32 , HES 2, IGMP T# (B8
B LNLREBEARE  UREH TR LT ACL HEH KA AFTEL IGMP HERAS.

- ZEEERRFEMBENMAR—@ VPC Pl , BiFARLFESEKENL R BEARELES
RERELZEHEANRE.

- WNBREZSEBBANIE , Amazon VPC Transit Gateways & H BB BT BIEEMN ENI BREEEAMN
RIR. FEiBEHIEE Transit Gateway FRIERE A S LERIRE R/ ENIS 2RETIHLBIE,

BRESHEEZE IPv6, BRESHEEITE

Z R EIARH

EfEERFELLASHEER K CERESHBERAR, EAKTFERTEESHEEREN
EMeEdmAEsRHERREEEERZS M EEPEHEE BN S FE,

A% ACL

ik ACL RAISE FHEBERENR, HERANRSHEEIRE K RAERREMR TR 2N, WFEF
tHESR , F2E (Amazon VPC £HEERE) FHIMEE ACL,.

HRERERFEAEEBAGE IGMP) ZBRE , A TAREEARA, ERFHREESHEILR
EEIJE*%O

g -Fill BABE PR iR
EHE: R IGMP(2) 0.0.0.0/32 IGMP &3
B:T UDP & UDP R iR P bt BAZEEERE

LA IGMP HBEELRA,
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AWS EmRiE

Type BAAWHE

EHES IGMP(2)

EHE S IGMP(2)

B:T UDP & UDP
TR

ZERERNSERTERBRIRE. ELRAUATNMUEAZTEANELSHEERE. 1

REME, HAFTEEEKESITEE
{Amazon VPC &™) PHZ R,

B 9 ith

224.0.0.2/32
ZREEEE P iyt
SRR 1P ut

iR
IGMP BB
IGMP 0 A

BLHZRHEERE

BB BAFFRBEFHERRNEARE. ﬂﬂﬁnﬁlﬂﬁéﬂ , m2H

HN IGMP ZHEXARE  BHEZTLEETHEARL, ERFHMEELAZHEEATEN T, &
AL BAETEAS UDP AR IR,

EoFil BABE PR HR

EHES 2 0.0.0.0/32 IGMP £

B:T UDP & UDP EiREH P bt BASEEERE
U IGMP ZHEXERE , BN EZVEETHEHRA,

EoFil BABE B H9 ith HR

EHES 2 224.0.0.2/32 IGMP 258

EHERS 2 ZEMEIXEHA 1P ok IGMP 0 A

B:T UDP & UDP ZEMEIXEHA 1P ot BHZEEERE

Amazon VPC Transit Gateways 5 #Y 2 B &% 4315
SHEEREATEZHELIBEIIATEANRE,. FEFARFEAEREESREEL  FELSHE

EBE, AR T B BRI I M B
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AWS EmRiE

TRFAMRE T SHEERAENE. BZRRBAEREBLE,

Igmpv2Support (AWS CLI)

IGMPV2 %18 (X124

StaticSourcesSupport
(AWS CLI)

BERRXE (X6

DU
e B PR E B AR AR B I A BB B 2 R EE B T Ko
FRILLBHER  SEFERSFEXSHEEH/E,

NREEL—EREREA IGMP tHiE , BERRALEYE, HEUT
FIEh—EARAMASHEEEE

- XEIGMP W EEfEA JOIN 1 LEAVE AR,

- T IGMP WK B4 EfEH Amazon VPC £ A= AWS
CLIR B 8 s BER,

MRFMT ZHEAFERE , XA EBHEBUHRM, S@HmEE
SRMFEFIENEEKSFTEIEN IGMP LEAVE AL
HEHREFERAFEREIHEERIR,

EUHBHARA , BFEEMEA register-transit-gateway-multicast-

group-sources ¥i8 L HEXMAENREFE, REZHEERRETL

EUBERERER , AIRAEENSREEREF, BSHEE
MEEABY F RPN EMRTERRIUEESHEERE
mEE KR Rl RS B RE.

{#F Amazon VPC Transit Gateways 2 IGMP % &% {813

MREEREREY  FRETHANSHEZESEN. NFFMEF

BEERE,

%2 Bthe section called “% %

FERTEAEN IGMP B EIXEE

1. £ https://console.aws.amazon.com/vpc/ BABXK Amazon VPC £ &,

Z R


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/register-transit-gateway-multicast-group-sources.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/register-transit-gateway-multicast-group-sources.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS EHiREE

HEEEEES |, 1BIZF Transit Gateway Multicast (55 8 2 BEIX),

i#$Z Create Transit Gateway multicast domain (2 3 &8 & 2 B &% 4818
£ Name tag (B BER) ® , W ABEHEE,

£ Transit gateway ID (E#iF& ID) 1 , BERESHEEIRENERHFE,
WE IGMPV2 X8 | FFEEENS B,

HRBRERRXE , FBERKEUT R,

EEEDHESHSHEXPENEIRS FEKREIH , 55EE Auto accept shared associations (B
EEX/\?EI‘J Bﬁm)o

9. #ZE Create Transit Gateway multicast domain (2 3 &% 8 = B &% 4813).

© N o g B~ W Db

5 #3 IGMP % BhEiE Mg AWS CLI

£/ create-transit-gateway-multicast-domain a5

o

aws ec2 create-transit-gateway-multicast-domain --transit-gateway-
id tgw-0xexampleidl2345 --options StaticSourcesSupport=disable, Igmpv2Support=enable

{5 Amazon VPC Transit Gateways 2 3 7588 2R 2 B X 815

MR REEY , FRETANSHELABEENE. NFFEE
BEEmEE,

iull

, 382 Bithe section called “% B

ERETEAEVHESHEEESE

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ A&,
FEEBEE®KT | 1B Transit Gateway Multicast ({5 8 % B &%),

i##Z Create Transit Gateway multicast domain (2 3 225 & = B &% 4813)
§t¥ Name tag (BREE) , WA ARBIIRHZN S8,

£ Transit gateway ID (E#iF& ID) 1 , EFREZSHEEREN B0 FE.
WE IGMPV2 X & | FEBREEUT R,

WEBERFXE , FEIUZES R,

EEBDESHSHEXAENEIRS FEKEIR , F5EE Auto accept shared associations (B
EEZ/\?—EIQ Bgm)o

9. iBIZ Create Transit Gateway multicast domain (2 3 {5 &8 2 B EiX A1),

© N o o A 0w DN

Z AR, o


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-transit-gateway-multicast-domain.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS EHiREE

£/ BUFRESHEEME AWS CLI

£/ create-transit-gateway-multicast-domain @55

aws ec2 create-transit-gateway-multicast-domain --transit-gateway-
id tgw-0Oxexampleidl2345 --options StaticSourcesSupport=enable,Igmpv2Support=disable

{5 Amazon VPC Transit Gateways #% VPC B4 1 748 i B2 2 B804 48150 22 37 Ea

A THREFS VPC MBS HEEREEEE, BYEAKR  SUNENELSESHEEEY
P F B

MRz al , B EEEREAELEY VPC i, MEFMEE
Gateways FHY Amazon VPC E#%,

?ﬂh

A, 532B Amazon VPC Transit

ERAEEAEM VPC ERES BEXF R B

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ A&,
EEEEKT | B2 Transit Gateway Multicast (i & 2 BEX),
EENS A B, ARREIE Actions (B)1E). Create association (% 37 B8 B#).
£ Choose attachment to associate (IR{ZEZEEHHAVIERE) B , BRIV FHEEE,

& ¥f Choose subnets to associate (EEEEEBIN 7HK) , ENEQSEZHEABEEIHN 7
B o

6. IZIZ Create association (E 3 EAEf),

o kb w0 bd =

R #& VPC B 52 2 BHEIX 818 28 L B3 B AWS CLI

{# A associate-transit-gateway-multicast-domain 5%

5/ Amazon VPC Transit Gateways HUH F 8 i B2 % B 23X 4813 /Y 78 B
£ T 57 REUHE 71858 B2 % B EIX A r B3 B

{5 A £ 12 & BUH BB 1 /B8

1. 1E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
2. HEEEBEKD B Transit Gateway Multicast ({5 R E % B &%),
3. ENMZHEERE.

4. J##E Associations (BH) E&.
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-transit-gateway-multicast-domain.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/associate-transit-gateway-multicast-domain.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS EHiREE

5. EEFHEE , AREIBIE Actions (BI1E). Delete association (ftl BrESE).

£ HUH #8535 R B3R AWS CLI

£ disassociate-transit-gateway-multicast-domain %

A Amazon VPC Transit Gateways ¥ #5 % Bh 231X 43 15 B3 B
BRSNS EEEBE , LERTCME2ETAH , UREMEESESEHEN THEE M.
FHREEARRSHEERE

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,
2. HEEEBEKD B Transit Gateway Multicast ({5 R E % B &%),
3. EMZHEXEH,

4. JBZ Associations (E3Ef) ZER,

F MRS MEEME AWS CLI

£ describe-transit-gateway-multicast-domains %

o

{# A Amazon VPC Transit Gateways #$ 12 & #118 = 2 BEX A1

HEBFTEEENER  UAGREBAR, #REIRERBESIHRER. EUNARSERENEE
BEZHEEZAE, SEZHEININERSRSARE—N. IREFTENEREFCEMEERKN
iR AHESENMZERNE. WFEFAEF , F2HEELE Amazon EC2 ER,

EAEREKERTEESHEER

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ 4,
HEEBEE®KT | 1B Transit Gateway Multicast ({5 8 % B &%),

B A,

22 Actions (BifE). Manage tags (BEEEZR).

HRSEER , 35812 Add new tag (FTIB1ER) , AW AZERNRSIENE,
i#IZ Save ().

o gk~ w N =

FH SEBHMEESHEEME AWS CLI

LHEXAE 103


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/disassociate-transit-gateway-multicast-domain.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-transit-gateway-multicast-domains.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS EHiREE

f#/ create-tags 85,
#  Amazon VPC Transit Gateways il k& 2 BE &% 4815

152 A T 5172 7 SR M B = R EIA I
e E2 6 MRS M EEEE

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. HEEEEIKD | EIZ Transit Gateway Multicast (& % BHEZ),

3. BEZEEIXMAE , RRIRIZE Actions (BI1E). Delete multicast domain (M Bk % BEE ).
4. HIBRESRIETE , F#A delete , REIEIE Delete (MBR).

£ MIBR= REEME AWS CLI

{5/ delete-transit-gateway-multicast-domain &

Amazon VPC Transit Gateways F Y it F 2 B &% 4815

FERSERELE  SHEAPEHESETELBAMARNEAM AWS IRFHE AWS OrganizationsH 5
ARt ERE, FASHEAREREE  SAUUSEPEVNEESHEXRE., —BH4A , EEFEAR
ER AR A 2 B EEREE 3T T IIRE -

o« EZEEEMAE D EMMNEBUSREMEHE R S S EE KR
- BTRBRESHEXPEEYER WS T HHES MEXPEEREB

SHEEREHEFETURN TR ERAESHEXESE

« AWS fHB A= FEHEBH kP AWS Organizations
- PR E(L AWS Organizations

- HE dEEHEB AWS Organizations

« AWS A ZBHI IR F AWS Organizations,

= E B8 Organization 7438 AWS Witk F XA S HEXAE , BXAFEH BYERLEA AWS
Resource Access Manager , AR T ENELAZHEXEENETAR , BEAFFETMAL
A, MERIEREZMFMEN , F2H (AWS RAM FAERER) FWEIEREZ AWS
RAM,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-tags.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-transit-gateway-multicast-domain.html
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-create.html

Amazon VPC AWS EHiREE

B s
- HEZREXEEN S ERSE
« HHEIRR TS

- HENZHEXEETA

- FTENFE

- BE

+ £ Amazon VPC Transit Gateways £ 0] F [@ig 2 B B &R

« {8 Amazon VPC Transit Gateways 3t F % BhEX {815

« {£/ Amazon VPC Transit Gateways BUH 3£ f # F 2 B E% 481
« £/ Amazon VPC Transit Gateways % Bl £ i £ BhEX 815

HEZHEXEENO L ERG

- FEHASHEARE , B4EE AWS IRFHEEZMAE. SEEIKCHERENSHELETE
HEH X,

- TEBEASS PHESENTE S BEXMAE AWS Organizations , X% ERRAE £ H AWS
Organizations, MEFHMEA , T2 (AWS RAM FAEERE) HHIEIRB AWS Organizationsi{
m/\mo

B B8 AR

% B EE M E 3 B2 AWS Resource Access Manager (AWS RAM) 24, AWS RAM 2 —1EfRT§ ,

AR AWS IRERIEB £ A AWS EJR AWS Organizations, &7 LLEIR AWS RAMZE 3 &R
HE DHACHENER, ERAFASEEELANER  URERAERNERE. HEETUUR
B35 AWS tRFE. #EME(I=Z BB AWS Organizations,

M WEARE T AWS RAM |, FES AWS RAM /8 & 55,
HEM S HEEREHT
BWRERFTA

BEEEEEESHEARE  REIMINERAERIEHBRARENERE, FEEULURKEEENME
HEWFEVE, M LA6EHA AWS Organizations Rg4R, SUAMBREEEE LA S HEEAE L
BINER
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Amazon VPC AWS EHiREE

HEERFTA

HAZHEARAENERAEELASHEEAE AT TIREN AN  BEEZBHEABE EEIN
FRMEE :

- EZREERE P EMAMBUEEMEEK S REFERIR
- BTRRESHEXPEEYER WA T EE RS MEX PR

HAEREEEMMNEAEZNSHEZBE LRINER,

EFEIRAIEAEMIAENSHEIMAREFEMREENER , tBEBAEMMNAZTNZHE
=

STEMFE

BEESINAERESHECEIEFENEA,

[T

HAZHEAEESH ABEENLAEAENZ HEXREEE.,

£ Amazon VPC Transit Gateways F iy 0] f [E1i5 2 B A &R

ATHRRER,BIEHHW ] AEE , Amazon VPC Transit Gateways €& #& H 0] B ¥ EZRE
ERFNER. EVaEBIRF AN THAESmALRER, B0, us-east-1af AWS REHY T
BAEFAREREHus-east-1a% — 1 AWS IRFHEBEME,

EEERZHNIRFRER S HEXAFESWEENE K HESATARES ID (AZID), AZID ZFiE
AWS tREF T EIFA M — B —BHBBIRF. i , usel-azl B us-east-1 EFHW AZID, mMA
E=E AWS 1RE R E B EHEE.

BREIRF P AEEHN AZ ID

1. 7 https : //https://console.aws.amazon.com/ram/home BERL AWS RAM =12 A,
2. EWEAAIM Your AZ ID (88 AZ ID) B P& R B BIEEH AZ ID,

£ Amazon VPC Transit Gateways 3 i % B &% 815

EHEEEGH RS HEARERE , BT TIEME
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https://console.aws.amazon.com/ram/home

Amazon VPC AWS S5 FHE
o EEMAEUEEEMEE K & S EFERIR
- BRI iR BREA B T M B

(® Note
EXEZHELAEE  BLAKTHE Eﬁﬁ,\;o ERAAR-—EAWSRAM ER , A
REE AWS IRFHARER. ERAZEERRAANER , ARAACHNERE. EEEA

HEZ 2 BEEMFE R Amazon Virtual Prlvate Cloud Console , A A HFTIEZ R AN ERL
= %Eﬂ%%%ﬁ%ﬁﬁﬂﬁ%ﬁi ENNERKE , XEXFER AWS RAM iiﬁéﬁﬁﬁiﬁﬁio
MREZ PHABKH— , AWS Organizations E2RAABARNEA , BIEBTHNEESE
SEBESHA %%%L%‘ﬁﬁﬁﬂ’]ﬁﬂiﬁo BH , BAESK Ubﬂ)\ﬁ/ﬁ -—,LE’J;% , S B fE$E
THEREETFRAEN S HELABSE,

& LAE Amazon Virtual Private Cloud £##4&. AWS RAM £ A HEEHEEN S HEIXBEE
AWS CLlI,

£ A *Amazon Virtual Private Cloud Console X E {25 iy 2 B {E % 815

1. 7£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. HEBEBEKD | #IF Multicast Domains (Z B EE ).

3. EWMZEEAPE , AREE Actions (B)YE). Share multicast domain (3 E % B EIXME),
4. BEEHERHZ , R%IE#2 Share multicast domain (= % BEXBEE),

£ AWS RAM XA HASRHEN 2 BEERE
B2l (AWSRAM FAEER) FHEVEREE,
FH HEEEEN 2 HEEME AWS CLI

£ create-resource-share 55

£ Amazon VPC Transit Gateways BURE 3t F it F £ B &% 48 15

EHEZHEEEGTHE  AEZHEEEGERSRETIIRER
- AEFRRERSHELABEIUEER. FRESREERAEIRE T,
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https://console.aws.amazon.com/ram
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-create
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ram/create-resource-share.html

Amazon VPC AWS EHiREE

- BEAERERENFEXNERESHEIRABUEER , AREIAEIRS PMER,

ERAUHHESHEREE  YEABERERAZHBER, BT AWS RAM T2 A HITIRE
AWS CLlI,

EEIHRAEREENHESHEXEE  BLARERAZHBRE . LT LUER Amazon Virtual
Private Cloud, AWS RAM XA, RE\ITLLIEIE AWS CLI,

£ A *Amazon Virtual Private Cloud Console BUB X Z &S B L Z 1 2 B E X 15

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HEBIEBEHKD | B Multicast Domains (Z BEX A1),
3. BENZEEIAMAE , ARBEIE Actions (BIfE). Stop sharing ({FIEHE),

£/ AWS RAM F#EAECELASHEEN LA S HEXEE
#2E (AWS RAM FREER) PHEHFEREE,
R BUERAEEEN A2 B EixHA1E AWS CLI

£ disassociate-resource-share i85

£ Amazon VPC Transit Gateways % 3!l 3t F 2 B4 3% 4815

A ENEEE A LUER Amazon Virtual Private Cloud 7 58 Bl 3t F % B &% 4315 AWS CLI
f£ /8 *Amazon Virtual Private Cloud Consolei 3£ =/ 2 B Eix 4318

1. 1£ https://console.aws.amazon.com/vpc/ B Amazon VPC £1#2 &

2. TEBIEBEF |, B Multicast Domains (Z BEIX A1),

3. EWENSEHEEREE,

4. EEBRSHEEAMIAFMEARE L , wREEE D UEH 2 HEEEE AWS WIRF 1D,

£/ BB R S HEEMAE AWS CLI

£ F describe-transit-gateway-multicast-domains f . P EEEZEEN S HEEBE , URER
HANZHEEEE. OwnerIdER RS M EEFIHEEE AWS KRS ID,
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-update
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ram/disassociate-resource-share.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-transit-gateway-multicast-domains.html

Amazon VPC AWS EHiREE

£ Amazon VPC Transit Gateways [6] 2 2% B4 S 3R R

(® Note
REECESBEREXEBUREARAR , IEERER,

EATIREFESHEEHEZMRR, RRREESHEERENFERRE,
EFEREZE , BEETIER :

- ZEEEBEMN ID
o FORMEFREM ID
o ZREAEA P it

£ E 12 & RE M 2RR

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
HEEBEE®KT | 1B Transit Gateway Multicast ({5 B8 % B &%),
RES BEEEE | ARRIERE Actions (B11E). Add group sources (B8 EHEIR).

&%t Group IP address (B##H IP Hhsit) , 8 A EI8IRIG 2 BEIA B IPv4 CIDR BB IPv6
CIDR E#,

#£ Choose network interfaces ((Z1EMEKAH) KT , ENZHExFHENBERAE.
6. IZE Add sources (FTERIR),

> w0 DN

o

£/ MR AWS CLI

£ A register-transit-gateway-multicast-group-sources %

£ Amazon VPC Transit Gateways [6 % BiEXBEFMKE
FATIEFOSHEAFETMEERNE.

WMERBECH , BFEETIER :

- SEEXBEE D

6 % B X B S 2R R 109


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/register-transit-gateway-multicast-group-sources.html

Amazon VPC AWS S5 FHE
- BHERBEMRENEN ID
- SREXREHE P byt

ERAFEAEMKE

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# 4,

2. HEEEHKD 1B Transit Gateway Multicast ({5 R 8 2 B &%),

3. EENZEEIAMAE , RRREIE Actions (B11E). Add group members (FTI8EEKE).
4

&% Group IP address (B¥#H P #rdit) , B A\ EI5IRE Z BEIE B IPv4 CIDR EHR L IPv6
CIDR E1E,

£ Choose network interfaces (ZEMKAH) KT , ERNZHEABERENBEERE,
6. 1% Add members (R E),

o

/A EMRE AWS CLI

£ A register-transit-gateway-multicast-group-members 54

£ Amazon VPC Transit Gateways it % Bi{Ei% B A BUR ST 2R

BRIFECFBHERFEFEESHEEFE ST EERBLERF.

FEREREBRBREKR

1. 1E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
2. HEBEEHKT , 1B Transit Gateway Multicast (5 R 8 2% BEIX),
3. EmMSBHE*ESE,

4. 2 Groups (B48) EH&.

5. BEUNE , AR%12#E Remove source (BBRFIER).

5 BRI AWS CLI

£/ deregister-transit-gateway-multicast-group-sources

f#F Amazon VPC Transit Gateways # % MEXEHEUEEMRE

BRIFCFDHERENEESHELRE  FUFFTEERBLERF.

o
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/register-transit-gateway-multicast-group-members.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/deregister-transit-gateway-multicast-group-sources.html

Amazon VPC AWS EHiREE

EREEAHUHEMKRE

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
FEBEEKT | 1B Transit Gateway Multicast ({5 R 8 % B EIX),
EES M EEEE.

i#1Z Groups () E%&.

BEUKE |, AREI1ZIZE Remove member (BERKE),

o ~ w0 bh =

£/ BUHEEM A& AWS CLI

{#F deregister-transit-gateway-multicast-group-members %

£ Amazon VPC Transit Gateways ¥ #7 2 BEA B8

B RREESHERFENENR , HEFEREEA IGMPV2 BERRERE, HEEE (&£ &
AF ) = MemberType ( £ F AWS CLI) &7 AWS R EFBEAHEN K ERET IGMP,

[o]

ERAFEARASHEAEE

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC &,
2. HEEBEKT B Transit Gateway Multicast (i &8 % BhEX),
3. EMZHEXAEH,

4. iBIE Groups (BH) E®.

R MRS MEIEEEA AWS CL

{# F search-transit-gateway-multicast-groups %

o

THEFIETR IGMP i ERRS BEXFERE.

aws ec2 search-transit-gateway-multicast-groups --transit-gateway-multicast-domain tgw-
mcast-domain-000fb24d04EXAMPLE
{
"MulticastGroups": [
{
"GroupIpAddress": "224.0.1.0",
"TransitGatewayAttachmentId": "tgw-attach-0372e72386EXAMPLE",
"SubnetId": "subnet-0187aff814EXAMPLE",
"Resourceld": "vpc-0065acced4EXAMPLE",

CYERT r


https://console.aws.amazon.com/vpc/
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https://console.aws.amazon.com/vpc/
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Amazon VPC AWS EHiREE

"ResourceType": "vpc",
"NetworkInterfaceId": "eni-03847706f6EXAMPLE",
"MemberType": "igmp"

£ Amazon VPC Transit Gateways &% XE Windows Server §% BhEi%

EERE ZIBLAER Windows Server 2019 5 2022 L E#EER K SEEHTHMLER, EERE
LERE , BEEMEA PowerShell , YT THITHS :

£/ PowerShell 2 Windows Server B % B &%
1.  #% Windows Server 8 E AFE A IGMPv2 M3E IGMPv3 #1T TCP/IP £ :

PS C:\> New-ItemProperty -Path HKLM:\SYSTEM\CurrentControlSet\Services
\Tcpip\Parameters -Name IGMPVersion -PropertyType DWord -Value 3

@ Note

New-ItemProperty RIEE IGMP RAHEMEZERSl, HR IGMP v2 2% EEEH X ER
X, Bt BEValueS AR 3, BAILET SIS , # IGMP [RAKRES 2 , M2
# Windows &4 :

Set-NetIPv4Protocol -IGMPVersion Version2

2. Windows BAXNBTERASEZEALSIHN UDP FE, LEACERESFEHAMEESRETEETS
% -

PS C:\> Get-NetConnectionProfile | Select-Object NetworkCategory

NetworkCategory

Public
3. EHL—ESBRIERFRER , UAKFIAERN UDP EEIE .

PS C:\> Set-NetFirewallProfile -Profile Public -Enabled False
4. EFRE EC2 H1TER,
5. AEZNZEEAER , UEFIERENFEHRTRE.

2% E Windows Server #)% B &% 112



Amazon VPC AWS EHiREE

&l : £/ Amazon VPC Transit Gateways B2 IGMP #H&E

IEHBRED—EER IGMP BAMEETZHEXRENEH. SERITEBRER IGMP JOIN
B AWS HERV ZREXFE , AREUTERBFTBALBENKE, SHAILERA &3 IGMP
IREAREFENEEEHE AWS CLI, HESHEABEEBIA TR P EMH1TEERE 7 UEE
WE , MAEKERITERSHELRE,

£ T 55 BT RAERERE

1. B3 VPC, MEFMENR , 5528 Amazon VPC FEHEEEFMET VPC,

2. £ VPC FEN Tk, MFEFHMENR , 528 (Amazon VPC R EIER) FHEL FHE,

3. BEUHHZHEXRERENEREE, MEFMEN , 5528 the section called “ 37 &5
&

4. B VPC E# MFEFMEF , F2H the section called "3 VPC E#,

5. EBIM&Y IGMP XEREMNZHEERPE., WEFMAES , 52 the section called “ZE3L IGMP
LB EEBIE,

AR THIRRE :

« BXA IGMPV2 support (IGMPv2 X&),
- = Static sources support (FRRERREZE).

6. EEHRFEE VPCEENFRRBESHEAESCEELRE ., WEFMEN , F2[E the section
called “#§ VPC E#F 7% B 2 B EX R E T BB,

7. EC2 M9 IGMP [RA A IGMPV3, BFREREMA IGMP BEKSHMRA. BT UHT T 5

AL .
™ .

sudo sysctl net.ipv4.conf.eth@.force_igmp_version=2

8. BFEH IGMP IHENKEFIEE L HEIAFE, MEFHMERN , 552 Bthe section called “[1%
EEEEGMRE,

£l : £/ Amazon VPC Transit Gateways E 2R RENRFHRE

L EFEREBESHEERRIMEEEE. THAISEA IGMP HHERINA S BHFR S M EEHE,
BEBEUBEAAMERERSHEIRENFEARXES.

£ T 5 25 BR 5 B RERRRE
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Amazon VPC AWS S5 FHE
1. B VPC, MEFHMEF , 5526 Amazon VPC EAEEEFHET VPC,

2. ¥ VPC HEYN THK. MEFMER , F2H (Amazon VPC ERAEER) PHEYT FHEK.

3. BUHHSZHBEARERENEGRFE, MEFMENR , 52 the section called “B 7 i

&,
4. HE3 VPCE#E MEFHMEN , 5526 the section called “# 37 VPC E#",

5. EBIUHHEIGMP XERENZEEZ B 6 IXEUFRESFHERR, MEFMEA ,
B the section called “Z 3 FFAER R 2 B EX 431,

3
¥

- =8 IGMPV2 support (IGMPv2 X&),

- ZEFEHFIERIR , A Static sources support (BREHRFZE),
ERAZEBYT  ARFERHE—AUEEASHERRENER. B8 , ESHEXBEHEBN T
MR P ST ERB T UEESHEARE , MBAKNETERSHEBIARE.

6. EEWRE VPC EENFRRESHEIMECHRIREB ., MFFMEEF , F2H the section
called “#§ VPC B F MK S HEXBEE Y HH .

7. MWIRREA Static sources support (FRERRXZE) , AIREFTEELSHELARFHE, WEFAE
A , 5528 the section called “[6] 2 BH &% BEAH 5 3R

8. BREFNHMEZLIEABME, MEFMENR , 2 Bthe section called “[0] 2 B EE B AHF AL

o

&

|

&5 : £ Amazon VPC Transit Gateways F EIEFFAEEF A A B FAAE

L EBIR TS HEEAKEFENMEEEE, THEEMER IGMP tHER A B Z M EEHE,
HESHECEHEBRN FEBTNEARTERSTUAEEISHELRE  MEEKBR TEESHE

ERE.
£ T 5 2 BR 5 A RERRE

1. X3 VPC, MEFHMEN , 5528 Amazon VPC EHZEERETMNET VPC,
2. TEVPC HEIN FHE, WMEFHMEN , 528 (Amazon VPC A EIERE) FHEL FH,

3. BUHHZIHEXRERENERFEE, WEFMEN , FB2E the section called “E 37 {EH#
&”,

4. E VPC E# MFEFHME , 552 the section called “2 3 VPC B,
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Amazon VPC AWS EHiREE

5. EVHHE IGMP XERENSHEEME , I XBUBESANERR. WFFHEEA , F2

B8 the section called “& 3 FFREHR % BhEE B,

AR THIRRE :

« £ IGMPv2 support (IGMPv2 Z18),
+ {2 Static sources support (FBREHRR X E),

6. HEEWREE VPC EEN FRKESHEX B cEELEE, MEFMEEN , 28 the section

called “% VPC HIZM FHEK 8 2 BEIX AR L BEE .
7. BREFEESHEABE, MEFMENR , 52 Bthe section called “[0] 2 ZhEE B AHFE AL

g%

gf . EEBERANSARE
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Amazon VPC AWS EHiREE

Amazon VPC Transit Gateways %2 B &

Transit Gateway Flow Logs & Amazon VPC Transit Gateways Y —I&Ih#E , o] ZEHEEGE & Ei
FiEz IP RENMEEBEH. REAFERTLEMHZE Amazon CloudWatch Logs, Amazon S3 %
Firehose, B RE AF2#% , B UEEENHE F'?ﬁﬁﬂl&’lﬁ*ﬁﬁﬁﬂo REAFERNRERRRE
BEZANRE , AT EFEMRBEENEE, ZAUUBEVSRBRREBE , MTASTEBEKEE.
%ﬁﬁﬁﬁumg At HEEERERHEEHEEIER , W the section called Eﬁﬁﬁﬁumg HESEC8” PPT

R, MREEEHEE VPC REANEBELEBE NEZ IP REER , BFFEA VPC REBF. WMEFM
B , 552 B Amazon VPC FAEREEHAMNER VPC REHFEiL#k IP RE,

® Note

FERVERFERERR K LLARERFENEREE. IRETRERE K SaREHEA
BLARTIEFT,

FREEEERmFENRE BFEGREARE AFRE , MHBERRENMUBERN BFEESH. NEFHEE
Eﬂ y nﬁ £ ﬁ%ﬁﬁﬁﬁ/ﬁ% E CT naﬁo

R

Tl
H

URE AR CERE

- EEVREBARHNER
MEHRERN M E R

E‘“E:‘Z;}mg w2k, HAREER2ENKRE  TERRBREERTRENSHMEZRENER. R
A EHREUEEE B RN B &R,

BULKERERERERRN. SEARRECcnEEEN —ERIRE—ERAE, FRUBEER
HEREAR , fINKBAERBERERERR.

yu%’{dTﬁﬁ'ﬁgl)lbi Eﬂjﬂ-fﬁﬂﬂ“ﬁ?o 'H:H'IJB?I)ILE I'-vlb Er%ﬁlﬁml)lbi : Hﬁi% ﬂtﬁﬂ%;ﬁ%ﬁ
BAFHREH %nﬂﬁijﬂ—:ﬁﬁéﬁi CloudWatch Logs B Amazon S3., MIERiE B2 MEREEH R
BN AREREAFEHEI HFESR (EAR CloudWatch Logs) = AFERYH (BAR Amazon
S3). HEMBRBEENWHFEER , nsﬁﬁﬂ CloudWatch Logs £# &, ZEEMBRBENERYG , BEH
Amazon S3 12 &, EEMBRREAFZR , CURSEH P ENRRE , T8FLKEER, MEHF
B , ESBMER Amazon VPC Transit Gateways iz H 5550 8#%.
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Amazon VPC AWS EHiREE

EBalAEREERLREBR  SERRMZE CloudWatch Logs. Amazon S3 5 Amazon Data
Firehose, MFEFMER , FZ ESITE'JW’@

« BV EMZE CloudWatch Logs KA E B &
o BIEME Amazon S3HREERS
o« B EBME Firehose BRTEA

B 7

THIPR&EEAM Transit Gateway RE HES :

- TXEZHEERE,

o FTXEERM. FTE Connect REAFHSLREERM4TS , Rt X EEEHFES
Connect E# k4 LA,

1%%?‘%15% wb\naﬁ

B AFCHEARCERRETNRERR. SELKTRLEMUNTFSR  HPRUEHZHD R, §
ﬁ%@’é‘ IBRETHAE , AR, BENBARE.
B AREBHRE , S NEARE B FSLENARER , IEEBFTHEN,
B s
- FEEHE
- BEIES

- ATHAVRA

AEERN

ERFERENE , RE AGCES KRR AAMURETETNIESF , SEABRAE 2 R 6 #,
BEEBFTRNEERREN, FEEHENEARVRTENRULTE  FRAEEBTHER.
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Amazon VPC AWS S5 FHE
EHE;:F

A BT , B LEERE A ET 2 S MERLUARIEF, ERARERIEFIHEFERN
REBR , 8 THEENRA. EFHﬁJ%‘E—IJ«X;JE‘Z’NIEIBJJEIE&FWE',ﬁ';"{*ﬁﬂ’]umg AR AU EE A
HER, BUEEEMBENTHRE BRIV , BEDLBEEE—E,

A AV
TR\EAERRERE AFCEKNFTE AR, Version (MA) MR REA LB ARA

ARE A EREME Amazon S3 F , MU ERBEEBUANRE KN, MREX/MEXF , A
FRIERAEA STRING B, MREXA Parquet , F2EMNVERBRENER R

MRBMUTBRARBEFERERSE , AIRSKSHYRRBE R —@ - k. FEEREHTERN
FREERMURREILNE K MACMANETRSERNTER,

Wz iR TN
version RAEALBMMERE, AREXTEMERSK 2 R , HETIERFR 2

BREFHIEFHEE.

Parquet ERHEH | INT_32

resource-type BAUTENERRE, A ERFEERERDR , EE R TransitGa 6
teway,
Parquet ER3EH! : STRING

account-id RFE@EFEBEHEEN AWS IRF ID, 2
Parquet ER3EH! : STRING
tgw-id IEfE RSk B M S FIER 1D, 6

Parquet ER3EH! : STRING

tgw-attachment-  [EfERERRENERHEEEREDN 1D, 6
id

Parquet EXIEEH : STRING
tgw-src-vpc- IR VPC REHR AWS RS ID, 6
account-id
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1z iR S
Parquet ER3EH : STRING

tgw-dst-vpc- B it VPC RER AWS 1RF ID, 6

account-id
Parquet ERIEEH : STRING

tgw-src-vpc-id HimFRENRIR VPC ID 6
Parquet ERIEEH : STRING

tgw-dst-vpc-id EiEER B & VPC ID, 6
Parquet EF3EH! : STRING

tgw-src-subnet-id 1S FIERFREN FHEE 1D, 6

Parquet ER3EH! : STRING

tgw-dst-subnet-id 1S FiE B FEREN FHBE 1D, 6
Parquet ER3EH! : STRING

tgw-src-eni H [0 7R 2 RY 3RO {5 831 [/ (85 3% ENI BV 1D, 6
Parquet ER3EH! : STRING

tgw-dst-eni T [E) R 2R B RO b 12580 FFIEE 32 ENI BV 1D, 6

Parquet ERIEH : STRING

S
fin
*
I
»

tgw-src-az-id AAEEN ID, Eha KB RENREEHFE, MR
FILE |, RSB R - B,

1L

Parquet ER3EH : STRING
tgw-dst-az-id AAREEN ID, HEhaSLsREn B EEnFHE, 6

Parquet ER3EH : STRING
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1z iR S
tgw-pair- BRIFERBH O , ERRENEHMNEAEE ID, 6

attachment-id .
Parquet EXHEE : STRING

srcaddr BEAREBRY AR, 2
Parquet ERIEEH : STRING

dstaddr EHRERY B At 2
Parquet ERIEEH : STRING

srcport TRERRIFEEE, 2
Parquet EREA : INT_32

dstport MERN B EEEE, 2

Parquet ERHEE | INT_32

N

protocol TREW IANA BAABERT. NFEFHMENR , F2BE RN REMER
BIABERE.

Parquet ERHEE | INT_32

packets ERENEEENH T, 2
Parquet EREE : INT_64

bytes ERENEEHN L THER, 2
Parquet EREE : INT_64

start EEFEERANEKVEE—FEREH SRR (ML Unix B AEN). 2
EERESRRUVESEEHEE LHEASBEREHTZE 60 B,

Parquet EXHEE | INT_64
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Amazon VPC

AWS EmRiE

Rz

end

log-status

type

packets-lost-no-
route

packets-lost-
blackhole

packets-lost-mtu-
exceeded

packets-lost-ttl-e
xpired

iR BR A<

REREBRAZERIER —EREHINER (U Unix BRE 2
), EfKEARRTERETERRE LELAFERHE 2R 60V,

Parquet ER3EH : INT_64
RE BFEHAREE - 2

- OK—BRERTHEZENB MM,
- NODATA — EREREBRARZEEMRA SR L AR RENHE
Eﬁ’l}lbio
« SKIPDATA — ERAREBREASHE -2 REH
AREERAANBEENRAENR , R2AIFEER,

AT 8K o

(i

[

Parquet ER3EH! : STRING

RERA, WEEMESR  IPv4 | IPv6 | EFA, MEFHMER , E2HE 3
<<Amazon EC2 ER &™) PHEMFRERES.
Parquet ERIEEH : STRING

HERAREERBAMER, 6
Parquet EEHER : INT_64

HORBRmEX, 6
Parquet EXHEE | INT_64

HBREKNEIB MTU miE k. 6
Parquet EXHEE | INT_64

HEREFEREEBHMmEX. 6

Parquet EREE | INT_64

] A RO
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Amazon VPC

AWS EmRiE

Rz

tcp-flags

region

flow-direction

EEPUN
T3 TCP R TiEE1E :

* FIN-1

+ SYN-2

+ RST-4

+ PSH-8

« ACK-16

+ SYN-ACK -18
+ URG-32

/A Important

ERERFEEEIE ACKHE , AIEREEA0, MAR
16,

WMEHE TCP ZRCH —AXERA (0 FIN, SYN M ACK EERLHNE
%) , "2 B Wikipedia £# TCP segment structure (TCP [BER#E
).

EAFEBERAN TCP Eid A OR BEE S, H¥EEER ,
B MR E A SFRC8ERER —1T , Hlan , SYN-ACK f FIN &
19, ™ SYN # FIN & 3.

Parquet ER3EH : INT_32

SBELERENERRENESE.,

Parquet ER3EH : STRING

BAREERRENNENRES . TEEMNEZS : ingress | egress.

Parquet ERIEEH : STRING

JIES

3

] A RO
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W1z HiR | EN
pkt-src-aws- srcaddr NRHKIR IP #hut 2 R , Bl 89 IP th i SEE F&E& 5
service ., AWS TEEMIES : AMAZON | AMAZON_APPFLOW |

AMAZON_CONNECT | API_GATEWAY | CHIME_MEETINGS
| CHIME_VOICECONNECTOR | CLOUD9 | CLOUDFRON

T | CODEBUILD | DYNAMODB | EBS | EC2 | EC2_INSTA
NCE_CONNECT | GLOBALACCELERATOR | KINESIS_V
IDEO_STREAMS | ROUTES3 | ROUTES3_HEALTHCHECKS
| ROUTES53_HEALTHCHECKS_PUBLISHING | ROUTES3_R
ESOLVER | S3 | WORKSPACES_GATEWAYS,

Parquet EXHEE : STRING

pkt-dst-aws- MR E K 1P it 2 AWS BRES , Bldstaddriifzey 1P syt SE & 5
service B, METREENEE , B2 pkt-src-aws-service 1,

Parquet ER3EH : STRING

EHRE BFENERGTN

ﬁ%ﬁ?ﬁ, FERERIEFERAREAFNGET, BuBUFEREBGER , SEY. HARMMERARE
VEFARTEAE. MEFHMENR , 5528 Amazon EC2 API 2ZFhWE T IAM EFH%WEEE’J
Amazon EC2 BIREF,

UTREFEAERY., #HiR, MERRE RFEFTR IR BR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DeleteFlowlLogs",
"ec2:CreateFlowlLogs",
"ec2:DescribeFlowlLogs™"

1,

"Resource": "*"
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}

HREZME CloudWatch Logs 3 Amazon S3 ME , BHFE—LEENAN IAM AEEEFFAIERE, WNE
B , 528 Amazon CloudWatch Logs &Y Transit Gateway Flow Logs 528 1 Amazon S3
EF E@%ﬁﬁﬁﬁl)lb%f E TR naﬁi o

EhFEERERFERE

ERMmERFERERN K SEANBAFNERNERNREER. IEEEBEMIBREFNEERF
& , FBFAR Amazon CloudWatch E1E , ENEBART , EMBEFESKRAEBHE.

3 S E# Amazon VPC Transit Gateways g B IAM &6

BT LAME A AWS Identity and Access Management A EHBEEAE |, SEA T HIREFREIFHH
At , UREREBFEA.

BIYREHFNIAM &6

1. FELTHBuEBARK IAM E£32 4 : https://console.aws.amazon.com/iam/e

2. EBEBEHKP , #EEF Roles (A®). Create role (BAFAE),

# 1 Select type of trusted entity (REEEMNERBER) , #1F AWS service ( lR#). 7£ Use case

(EFARH) PIBIE EC2, IBIE Next (T—H),

4. 1t Add permissions (¥Ti83F 7)) HE L , B Next: Tags (T —% : &%) W BFUNEER., =
£ Next (T —%),

5. 1 Name (&%), review (#2Bd) F create (B ) EH , MAZHNACER A ARBEMHEH
Description (i), B#EEI A,

6. EEZLACGHNAR. ¥M Add permissions (¥385F 1) , F51Z#Z Create Inline Policy (B3 A#KE
%K) , MZRIEBIE JSON E5|ER,

7. #®BARMEREBFERME CloudWatch Logs B IAM A& ERE—EBEK , RAEEREFE L,
i##Z Review policy (MBIBK),

8. HMALEEMNETE , RRFEIE Create policy (BIBXE).

9. EHZARNSBZRE, ¥ Trust relationships (fS1EEAEE) , iZ#2 Edit trust relationship (#mEE
EEBE), ERENBERXHS |, BSRER ec2.amazonaws.com 8F A vpc-flow-
logs.amazonaws.com, iE3#E Update Trust Policy (B EEFER).

10. 7£ Summary (BE) EEL , 8 TEACKN ARN, EZREIREAFN , 8FEL ARN,

w
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Amazon CloudWatch Logs 8 Transit Gateway Flow Logs & &

MREAF UL RE B FEREEZME Amazon CloudWatch,

B ZE CloudWatch Logs B , RERAFERSRMGEAFEE , XAFHATSEAEHWEEEAE —
HtE®ER. BFRRESRERFLH. SUUBRYSEARERR , SERNRHEMEN BFEE, &
HEBFHETN —HZEAREBFAFTHENERFE  cEEWE —BEfEFER. BEEE
Hf—-@AREAFEEBIEERE  YHAEEHMREAFEEIESRE , ASEFERESHEER
FiIERE,

EIEAERE BFERME CloudWatch Logs i , EERANE RGN ERBRMNEEER. NEHAE
Z , 5528 Amazon CloudWatch E{E,

£ CloudWatch Logs A , timestamp #{ ¥ FEZIR & H L sk P A B R EF A, ingestionTime 1
24t CloudWatch Logs W EIi 2 H 5HiC kM B AN SR, ZFEERRNARE A FE &P R
H%:' Faﬂo

ﬂlh

#NZE CloudWatch Logs FIEFHIEA |
CloudWatch Logs BJ H &,

2B (Amazon CloudWatch Logs fEF & 1E/) HHEIEE

B &%
- AR HREBFEME CloudWatch Logs Y IAM A&
- IAM EREEEACNTT
- BV EME M Transit Gateways iz H 55 sc#% Amazon CloudWatch Logs
- 7£ Amazon CloudWatch F#248 Transit Gateway Flow Logs 7t #%
« 7£ Amazon CloudWatch Logs F B Transit Gateway Flow Logs 5t 8

AR HRE BEME CloudWatch Logs B9 IAM &

HARE AFEBN IAM X AEE AT , A RERBFEME CloudWatch Logs HIEER H
EHE, IAM ABXLEBREN AWS RS,

BEA7 1AM £ @RS 1AM BESARE B THE—5HT :

"Version": "2012-10-17",
"Statement": [
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Amazon VPC AWS EHiREE

{
"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelogGroups",
"logs:DescribelLogStreams"

1,

"Resource": "*"

RREEEHNACERAHRE ASRBREACHEERK.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "vpc-flow-logs.amazonaws.com"

}I

"Action": "sts:AssumeRole"

BEBEMER aws:SourceAccount M aws:SourceArn 4 £ K REECEZEEREABEN
mE. fila, ﬁﬂﬂ%?ﬂﬁ#@ﬁﬁﬁxﬁﬁﬁﬁﬁﬁ%oXﬁﬁﬁ%ﬁ%ﬁ%%%ﬁ% BRIR
ARN 2% 8 A5 ARN, NEATEBRBAS D, ZANERABATT () MAZKESH ARN | &
BEBRMRER %E221§§E¥ﬁﬁﬁfﬁo

"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
1,
"ArnLike": {

"aws:SourceArn": "arn:aws:ec2:region:account_id:vpc-flow-log/flow-1log-id"
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html

Amazon VPC AWS EHiREE

IAM R EEIEA RN

FEHEOSEEREY , BeEAERE BFFEERE 2 IAM B8 iam: PassRole B1E,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": ["iam:PassRole"],
"Resource": "arn:aws:iam::account-id:role/flow-log-role-name"

BN BME W Transit Gateways itz H 5552 #% Amazon CloudWatch Logs

A EVEREENRERR. NRENIAMEAESSHTELIR K FHREECHEER
iam:PassRole BIfFEYET A, MFEZFHMENR , F2H AM EHEEEASHNFT I,

AT LAE R Amazon VPC £ &5, CLI RZE I Amazon CloudWatch AWS 72 HEE.

EREE ﬁi_Lﬁgﬁﬁﬁﬁ EREHE

1. & A AWS Management Console , Y7E https://console.aws.amazon.com/vpc/ : // BIRX Amazon
VPC £ &

HEEEEKS |, BIZF Transit gateways (B#EEE),
BE-SZEERFENKIGR , AREEDE. BIREAR.

£H¥} Destination (B 1E) , i##2 Send to CloudWatch Logs (3£ ZE CloudWatch Logs).
$#HY BEAFREE  FEEENEFEAFEENERE,

o &> oD

(® Note
MREBABFHANTEFE  EUBC PR ARN BB SEIMINHN B R B FHE

6. 7EIAM At FIEEEHE BFFEMZE CloudWatch Logs ZEF I A BB R,
7. ¥ Log record format (A &SR , FIEBURE B &K,

- EEFAERKN , FEEIZE AWS default format ( FEERAE ).
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https://console.aws.amazon.com/vpc/

Amazon VPC AWS EHiREE
- ZEFHBAETEN | FFIEE Custom format (BETHER) , REHK Log format (B KR :ZEE
M,
8. (#EH)EIZE Add new tag (FTIEER) KEBEAEZRE R
9. I#IE Create flow log (IR E B

Z

ERANSIEIRERR
AEATIER—ERS.

+ create-flow-logs (AWS CLI)
- ¥HY EC2 i & H& (AWS Tools for Windows PowerShell)

T5 AWS CLI EEflg 2 FEEn FEEANREBFF. RE HFR{IZE CloudWatch Logs #1845
my-flow-logs B9 BEEEE , (RIRE 123456789101 , £/ IAM A€ publishFlowlLogs.

aws ec2 create-flow-logs --resource-type TransitGateway --resource-ids
tgw-1a2b3c4d --log-group-name my-flow-logs --deliver-logs-permission-arn
arn:aws:iam::123456789101:role/publishFlowlLogs

AC %

RIFFMEEN EZERRE | BT LA CloudWatch Logs £ A Amazon S3 R ARBENFTEH
Wwittk,. EEEBUREBARZE , TEFEHENKE , TEEEEAPEIE.

#£ Amazon CloudWatch F#24% Transit Gateway Flow Logs

WM ZE CloudWatch Logs B & H FErC &%

1. 7£ https://console.aws.amazon.com/cloudwatch/ BRI CloudWatch &,

2. EEEBERPIEIE Logs () , ARENTSLAREAFHN AFHE, BUETRESESEHHEER

=2 D N D=
3. EH&@%@% BIRRE B HNEREE D WBFER. MEFMAER  F2EEHRER
thaﬁo

£ Amazon CloudWatch Logs B Transit Gateway Flow Logs &z #%

A R EAEMA CloudWatch Logs WEZ AFSHNERER , FARE A%, MEERA
HERNIBESZEENEMENR , 528 (Amazon CloudWatch A &) PHEHEZREER
E wu\%'{q:L_Lj:El*Eo
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https://console.aws.amazon.com/cloudwatch/
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i - B HE HEM CloudWatch IEEEHZ I ANER

HLEHIP |, E£BF—ME tgw-123abcs56bca WRE AR, BFLEVER £ 1 BAIKHERAER
BB TCP E#IR 22 (SSH) ERFEMHITMER , EFHE 10 RHEB 10 RERAEIIEBRFRER,
B K SUABRMNESERVERCREEANEREGRFRE, AR CUUBRYIERGHERRGNE
Ro

B4 SSH REMIERENZRMRM4 , REMVGEFFNER

bV

1. BIfE https://console.aws.amazon.com/cloudwatch/ BBk CloudWatch 2 4&,
2. HEBEBERTUMKFRE Logs (B5). Log groups (B EE4E).

3. EMAFEHENZEGR , AREEDE. BEUIEEHEERGE.

4. &t¥ Filter Pattern (BH&RMHER) , WA

[version, resource_type, account_id,tgw_id="tgw-123abc456bca”, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= "10.0.0.1", dstaddr,
srcport="80”, dstport, protocol="6", packets, bytes,start,end, log_status,

type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

5. ¥1 Select Log Data to Test (ZENERAIFEAN AFER) , BERERFEEN BFER. (BA) EER
BREASEHRREENN BFERIT , FBRIZ Test Pattern (CAIFEER), BMER , HEIE Next (T—
o

6. WABRFGEE. BEGKEZEANEEERE., SEEEREA 1. THE , HFEE Next (F—
%) , REIBIE Create metric filter (B IEEERIEMH),

7. EEEERP  BIE Alarms (BR). Al alarms (FIEER).

8. IEIE Create alarm (BIER).

9. BELRUERBREGNDEEH,

AR E R P ERE  THRAPITSERTNEEZ,
10. BREBEIWEERR , REBEFEIF Select metric (ZEUEE),
1. WTEREETR , AREE Next (F—%),

- 1E Statistic (fEFTE ¥ $iBIZE Sum (), ETHAKRZHERNREERBENER A,
« 1£ Period (BFEY) i#E#E 1 hour (1 /NEF),

BERE B 129
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« ¥ Whenever (F&8F) |, i3 Greater/Equal (KRA/ER) , REBW A 10 (EARE.

« ¥R Additional configuration (Efi#H%E), Datapoints to alarm (B2 RHER B , REFER
1.
12. #H Notification (GBX) , FEEEVIRAM SNS £7E , iEE Create new topic (BIFFEE) REIL
%ﬁE\EiEEIEo EE Next (-F_i)o
13. MABTHNEBNERA , RERFEEZE Next ((T—D).
14. THREREET 2R , i5&¥E Create alarm (B E 1),

Amazon S3 H Y {EE FERTE B 55 5c 8%

BAERE B AUMRE BREREME Amazon S3.

EBME Amazon S3 I , E ARERNKERMELEENRE Amazon S3 fEITE. MIAXERE
BRENRE BFRLE  BEBOEFREXRETRN—RI BFERDH.

B ARERFREEMZE Amazon S3 i , ERHEEANEH1FEE A EH Amazon CloudWatch Ef B2 34
BB, MEREEAFEH CloudWatch EEFFHEA , 5B Amazon CloudWatch EE , #BEBF ,
RESHEOBEENEFT.

EE AN R B Amazon S3 RFETE | 526 (Amazon S3 FRAEER) PHELREFL

o

|68 it

MEAASERFEENFAES  F2HE AWS #RFREXEHM FREEH.

% CloudWatch Logs KIF¥#E A , 528 (Amazon CloudWatch Logs fEFEER) FHEEE
Simple Storage Service (Amazon S3) B BH &,

B &%

- BREBFEME Amazon S3 B IAM ZFEAR 1AM BUR

« RE HFH Amazon S3 REFETEETH

« ¥Eft SSE-KMS RS ESRMBUR

« Amazon S3 HFEFERFTH

« 23 Amazon S3 ) Transit Gateway Flow Logs REIRE £
« B EMZE Amazon S3 B Transit Gateway Flow Logs iC &%

* 1£ Amazon S3 H R {E FE R 2 B FFac 8%
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https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3

Amazon VPC AWS EHiREE

« 1£ Amazon S3 AR EE I RIZ B iEac 8%

it

il

SEL

VPC REHFNEENERE Atk  ELTHRESABRER  RESR s PEKAFTERSE
#iE Amazon S3 R FirR. BEAREESSBEL D ERCHEZ IP RENRE B,

Ot

IL

BESENARNERA 75 MB, MR BFERE S 7EAEIERANDLR , RIRE BFEFELIER
B AFRHE. A%, BREAFEMHE Amazon S3 /77T  YEVHHARER.

£ Amazon S3 & | JRE BEERM Last modified (L)X &) #M1iE HE X EEZ Amazon S3 EEET
BN BEHNEE, SENERAEREBTINEEERL , YESRER LEZE Amazon S3 FiFETEMAT
LENRBMAMTRE.

AFERBN
AR BFEREETIHIHEP—ERN, SEERTSBHEIIE— Gzip BERH.

« Text-fiXF., LLAERER,
- Parquet — Apache Parquet @ —BEHERIER ., EEXFHNWERERAMEL , Parquet KXW ERIE

HIERER 10 B 100 1%, A Gzip BHEM Parquet BN ERMEANREEEELER Gzip BN
HXFED 20%,

HEEERIRE

WA LURIBIEE T 5B,

« Hive #&&H S3 #I#% - BA Hive HBANEIER K MAREIIEEA Hive HEWIE, EHITE
28l , B H MSCK REPAIR TABLE #$,

- HOHDE - MREEXRENHR , MABRHHEBENGETEN , MERSNSIE RS A
ERERNEREEEEH AL,
HFESR S3 RiFiriES

FRENREBFEN ID, EiF, BEYHHURBERENERKERE  SAFERBERIEEN
Amazon S3 fE1FETEE,

RIBFER , EREEEETIIVE,

i
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bucket-and-optional-prefix/AWSLogs/account_id/vpcflowlogs/region/year/month/day/

WMRERA Hive HEN S3 FE , EXEBEETINVE

bucket-and-optional-prefix/AWSLogs/aws-account-id=account_id/service=vpcflowlogs/aws-
region=region/year=year/month=month/day=day/

NMEZMASIESE , EREEERTIE
bucket-and-optional-prefix/AWSLogs/account_id/vpcflowlogs/region/year/month/day/hour/

WMRERA Hive BEN S A, YABNKIIRERR , BEREEEETIULE

bucket-and-optional-prefix/AWSLogs/aws-account-id=account_id/service=vpcflowlogs/aws-
region=region/year=year/month=month/day=day/hour=hour/

AEREE
BFERNEREBUURERR D, BEEUREYAPNEERAER, ERBBEAT IR,

aws_account_id_vpcflowlogs_region_flow_log_id_YYYYMMDDTHHmmZ_hash.log.gz

AR 2 AWS B1RF 123456789012 &%) us-east-1 EIFHHIEIR , 7 June 20, 2018 BY 16:20 UTC 2
VHWHRERFNAFEREN, BERITEEREFBNAM 16:20:00 F 16:24:59 IR E A 5550 8%

123456789012_vpcflowlogs_us-east-1_f1-1234abcd_20180620T1620Z_fel23456.10g.gz

KRE HEERME Amazon S3 Y IAM ZEEAR IAM BEE

BIYRERRN IAM TRLEEBUTHAENFA , FTEE&RE B2 =E B & Amazon S3 f#F4T

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogDelivery",

R E BEEEMZE Amazon S3 By IAM ZFEAR IAM BUR 132
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"logs:DeletelLogDelivery"
1,

"Resource": "*"

FE B Amazon S3 fFEFEFEEEFR

RIETARR , Amazon S3 RFIFEREMEZENNHEALE, RERETREFEUFIMETER
FHRAEPHNGH, ER  RETRESETEARBEFIEE K SFIERTHMAERNERE,

MRBIYREAFZNERAEREREFITBEEEXMFIEMN PutBucketPolicy #
GetBucketPolicy FF 7 , AR EEHEUA TR EEEXREEFTE., SEAFNEDHELENBRE
Bt N2 SR 48 BUER

B, RETFRHEEELARUBRFTEEREIR. BEEREAFELEN AWSIRF ID, BAIR
EARSEIAK. MEFHMENR , 528 (Amazon Simple Storage Service A EER) FHRHE
FFRBUR.

-~

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {"Service": "delivery.logs.amazonaws.com"},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket_name/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": "123456789012"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:logs:region:123456789012:*"
}
}
.
{

"Sid": "AWSLogDeliveryCheck",
"Effect": "Allow",

FE R Amazon S3 fE1FETEEEFA 133


https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html

Amazon VPC AWS EHiREE

"Principal": {"Service": "delivery.logs.amazonaws.com"},
"Action": ["s3:GetBucketAcl"],
"Resource": "arn:aws:s3:::bucket_name",

"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"

3,
"ArnLike": {
"aws:SourceArn": "arn:aws:logs:region:123456789012:*"

}

BB my-s3-arn EEEH ARN BURRE S A Hive HEH S3 FH,

arn:aws:s3:::bucket_name/optional_folder/AWSLogs/account_id/*

+ 5 Hive AW S3 78

arn:aws:s3:::bucket_name/optional_folder/AWSLogs/aws-account-id=account_id/*

REEER  BREABELHTRTAFIIRBEESTEA , MT-2EB AWS tRFE ARNs, EtEZ2FH
aws:SourceAccount fl aws:SourceArn U EBRKREBECEZTEEREARNENREBCREE
. RERFERERAFEWHEEE , AR ARN REFRENEHAZETT (*) ARN,

f&aHL SSE-KMS E AN L EEREER

FEIBRA A Amazon S3 2 E €8 (SSE-S3) KAk iR N ERA KMS Keys (SSE-KMS) HY fa] AR
ERmiNZR | A LR Amazon S3 REFEFEBHRHNER., WEHMEN , 528 (Amazon S3 R &
15/ PHNFERA ARSI MZREER,

iR SSE-KMS , LAILER AWS ZESRIABTFZELR. BB AWS ZESR , BEECEABIKR
EXft. REARRRAFREERSEE , ALEXEARTERFEENERE, EERT S3 /Rl
ENEIRFFIE  BEARTFEEC SR ERAREITRNERIEEEFZELBH Amazon
Resource Name (ARN), MEFHMER , F26 (Amazon S3 EAEER) FHEA AWS KMSIEE
1Al BR B8 ¥ 0 25 o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
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B8 SSE-KMS R EFERE v e MBERFEAN , ZXABKUTARHEZSBNSBER MT2
S RIEFFTFBNRBFETREBER) , LME VPC RERF A LUE ALY S3 RFETRE,

@ Note
A S EETRBESRTELEBEFARFITBERSER , B> AWS KMS ¥
Encrypt, GenerateDataKey #1 Decrypt BEMEER |, LLEIE AWS Key Management Service
(AWS KMS) BRI A, RIFFRET , AALRBEFEITREBREBNEZEBRTIEEHR AWS KMS
AP| FER R K AWS KMS @ﬁ%ﬁ%ﬁﬁ?&ﬁw&o

"Sid": "Allow Transit Gateway Flow Logs to use the key",
"Effect": "Allow",
"Principal": {
"Service": [
"delivery.logs.amazonaws.com"
]
1,
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource": "*"

Amazon S3 HEEERFA

BRTY ZENRFITRBERAZA , Amazon S3 EAFEURFIEE (ACL) REEREBFMELZ BHFE
ZNFW. RIBER  BETREEEHERMEAFESRMN FULL_CONTROL A, BRRX{NHEEH
RETRESETER  MRBEMFAT,. AFXNIRFHESE READ 8 WRITE 377, MEFMER ,
828 (Amazon Simple Storage Service fEFEIEm) REFEULRHEE (ACL) BLE,

#37 Amazon S3 By Transit Gateway Flow Logs KRIRF &€

#HAFEWRE , £ AWS Identity and Access Management T AHFEIKFEAE,

Amazon S3 BERAT T


https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html

Amazon VPC AWS EHiREE

BIURRIREFAE

1. & A AWS Management Console , Y7E https : //https://console.aws.amazon.com/iam/ BIRL IAM
FEAE,

2. EEEERYP , BEIK

3. i##Z Create policy (BRI BUR).

4. 7 Create policy (BB X) EE L , 1T FHIEE :

1. 1 JSON,

2. B RERNABRINR AAEHBE ERYFF AT BUER.

3. I#F Next: Tags (T —% : E®) M Next: Review (T —% : ®E).

4. AN BENBBIZAER , REI1EE Create policy (EALIE&%)O
5. REEHKTF , EZ Roles (AB),
6. iEIZE Create Role (BIAE),

7. EEENEREEAP | BEBGEEBK., R Custom trust policy (BRI EEBER) |, &
"Principal": {}, XA TIRE , LEEBFRTRE, #IEZE Next (T—%),

"Principal": {
"Service": "delivery.logs.amazonaws.com"

iy

8. £ Add permissions (¥Ti85F0) EE L , EREANELEFPEIHNBRNZEA R , ARIBE
Next (-F_ﬂ/:)o

9. WMAZLACHNER A AREEMREMHEER.

10. 1### Create Role (BRI A®),

B BMZE Amazon S3 B Transit Gateway Flow Logs &0 &%

BIIWERE Amazon S3 EETHEE |, IRV ERFAENRERS, B LAEA Amazon VPC 312
A CLI E3Z Amazon S3 #ifEHi%. AWS

ERAFEAERIYEMHE Amazon S3 WEERFERE R

1. ¥E https://console.aws.amazon.com/vpc/ BABX Amazon VPC £# &,

2. HEEBEBEKP , EIF Transit gateways (F#iFiE) = Transit gateway attachments (£ EE
#).

B %% Amazon S3 R E B 136


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/vpc/

Amazon VPG AWS g8 ME
3. EWM—HZEFnFED FEHREEERNZEG R,

4. & Actions (B)E). Create flow log (B3 E A5

5. BEREHFRE. MEFMEF , F2HREERE HFERE,

B
s

EEMAEIEARERER E
1. ¥ Destination (B 1E) , i#3#2 Send to an S3 bucket (X% S3 28T #),

2. &%} S3 fE1ZETE ARN |, #8EH A Amazon S3 fFEZET M Amazon Resource Name (ARN), &
ALLREBEES TERRK, flin , ZEBER A my-logs ZHEEETEFMN my-bucket FERIK ,
EFEALT ARN =

arn:aws::s3:::my-bucket/my-logs/
REFITFRA A AWSLogs AFERRER , RAERREIER,

ERBERERTR  BRMSEHRUERBRLSCEZZRFITE., NEFHMAENR K B2ERE
A58 Amazon S3 F1FEFEEEF T,

3. ¥R Log record format (HFEE&ER) , BIEERE HFLHFMNE

- FEEAERNREBFLEEN , 5EE AWS default format ( FEERAET).

- BEEBVBIHEN , 351EE Custom format (BE] ). ¥ Log format (AFHER) , FEEE
/FE = T:I_:ulbz H %Eﬂﬁﬁp EI\J*%ﬁIZo

4. #M Log file format (AFFERER) , EEHFEREN,

« Text-#MXF, WATEREN,

« Parquet — Apache Parquet @ —BERER KR, EAEXFHNEREHMEL , Parquet BXHE
REBEER 10 2| 100 5. A Gzip BMEH Parquet BN ERMEANREFEZELLEER Gzip
BB FED 20%.

5 (ER) BEMA Hive HEM S3 FH , 751##F Hive-compatible S3 prefix (Hive HEH S3 F
B). Enable (BtF).

6. (BF) ZE&//EIZVREBEFE , 5% Every 1 hour (60 mins) (& 1 /N (60 28&)).
7. (BF) ZEFEEBREREBF , HEIE Add new tag FTIEFER) , WiIEEEBRSB/ANE,
8. I&IE Create flow log (B AE B ).

-]

IIII
:gul
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FABSIHIERIAEME Amazon S3 WK E B

AERATIER—ERS.

+ create-flow-logs (AWS CLI)
« ¥fy EC2 jiiE HE (AWS Tools for Windows PowerShell)

T5 AWS CLI S8 RIEA , R VPC WATEBHFEERE , tgw-00112233344556677
BREAFXITERA B Amazon S3 f#FiT#flow-1log-bucket, --log-format ZEEEER
2 AFRENBTER,

aws ec2 create-flow-logs --resource-type TransitGateway --resource-ids
tgw-00112233344556677 --log-destination-type s3 --log-destination arn:aws:s3:::flow-
log-bucket/my-custom-flow-logs/"

£ Amazon S3 R EmFE R E B 555c 8%

BB M E Amazon S3 W E BEEC i

1. FELLTHULBIRL Amazon S3 £ A : https://console.aws.amazon.com/s3/o
2. £ Bucketname (RREFITEER) PEERMHREAF 2B ERETE,
3. #HHER , ENMAFERZNZI SR, EPWHFSSERL , ##F Download (T #).

1£ Amazon S3 HEE W #RIE HiEsC &%

BFERCBME. MREMEM Amazon S3 TR AHMBRESR K SELERESHEBR  LETRR
AbRCE%. MRETHELER , AILARBHE S semIR R E B SR,

H

Ll

Amazon Data Firehose Y {EEFEE R E H5H50 8%

£

- BIREXNH IAM BE

« 137 Amazon Data Firehose B Transit Gateway Flow Logs KiRIRF &

« ¥ 37 Amazon Data Firehose BJ Transit Gateway Flow Logs B Ktk 5 &
« By E#ZE Amazon Data Firehose By Transit Gateway Flow Logs &C &%

BARE B 138


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLog.html
https://console.aws.amazon.com/s3/

Amazon VPC AWS EHiREE

REARTUNEEERIEAFERRME Firehose, B LIEEBRERFRHEHEERERIZMAEE
IR IR S M E R R IRER

FeIR IR

B E Firehose B , REARFERSUM LR BMZE Firehose RIFBFR., BHAFLEIL
Firehose RfF8BH. MERBIURNERNLE , 5828 (Amazon Data Firehose BiZ A E35/) FHY

3 Amazon Data Firehose {3 &E .

EE

EXNEEFRANRAFER. NEFHEE
RE S Vended Logs (BB

BikFERZAH IAM B

£ Kinesis Data Firehose i , B/ LLUBIFHEE RN ERNVRRE —IKRE CRRIRS) XTREIKRE
(BMHIRE) PR ER. BERASREBFERE R E Firehose , BABERFIREFEL
IAM &€&  WEBWIIRFFET IAM A,

%II

, S8BRX Amazon CloudWatch E{E , i#H Logs (A %) ,

y=:h =)
- BFRIRFAE
- BRIREAE

RFRIRF AR

EREFERFF , BURFTIFINACG, EUHEH S , ABKHEEE mySourceRole , BERABL
AAEZEZEEMEE. B —EFRRXAENIREFTNACEBEILA®, HARR TREL
ABEBEZARRNERYE , MEREEEREENERIETSEE, BIUBKR , AEARGESH
iam:AssociatedResourceARN IEEEE#EH VPC, MENER FHEEE.

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::source-account:role/mySourceRole",

"Condition": {
"StringEquals": {

BiRFXNH IAM A 139


https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
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"iam:PassedToService": "delivery.logs.amazonaws.com"
1,
"StringlLike": {
"iam:AssociatedResourceARN": [
"arn:aws:ec2:region:source-account:transit-gateway/
tgw-0fb8421e2da853bf"

]
}
}
.
{

"Effect": "Allow",

"Action": [
"logs:CreateLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:GetLogDelivery"

1,

"Resource": "*"

.
{

"Effect": "Allow",

"Action": "sts:AssumeRole",

"Resource": "arn:aws:iam::destination-account:role/

AWSLogDeliveryFirehoseCrossAccountRole"

}

BARLABERETIEERR  UAHBRINRBEREEAE.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "delivery.logs.amazonaws.com"

Iy

"Action": "sts:AssumeRole"

EIRER A1 1AM BB T
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BRVHIRF A

EERIRE & | B ZMETES AWSLogDeliveryFirehoseCrossAccountRole B &, &A@ %E
BFTHIFFA,

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"iam:CreateServicelinkedRole",
"firehose:TagDeliveryStream"

1,

"Resource": "*"

}

FREALACEETIMEEER , TRLERRIRFFRINACRINKAG,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::source-account:role/mySourceRole"

+

"Action": "sts:AssumeRole"

#1317 Amazon Data Firehose #J Transit Gateway Flow Logs RKiRIRFE A
WHEIRE |, £ AWS Identity and Access Management 1A EINKFEAE,
BUYRRIRFAER

1. & A AWS Management Console , 3¢ 7E https : //https://console.aws.amazon.com/iam/ BERX IAM

FEE,

FERES U T


https://console.aws.amazon.com/iam/
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9.

EEBEERYP , BEEX,
i#1Z Create policy (B3I BUR).
£ Create policy (M BR) EE L , 17 T 5/ E1E -

1. #1$E JSON,

2. BLREN AR AR EHEERFF AT BER.

3. IEE Next: Tags (T —% : BE®) M Next: Review (T —% : ).

4. MABHEENBBABAER | ARIERE Create policy (BIBEK).
EESEBEKT |, EZF Roles (B),

i#1Z Create Role (BRI &),

EEENERERSD  BERTEMEEEK, BN Custom trust policy (BFTEEBER) , #&
"Principal": {}, BRATIRE A LIEERFXARE. #E Next (F—F).

"Principal": {
"Service": "delivery.logs.amazonaws.com"

}I

£ Add permissions (¥7i85 7)) EE L , ERELHENREFPEINBERNEZEGH , REBEE
Next (F—%),

BWAZABHER , AREEMREMHER,

10. i### Create Role (BRI A®),

##31 Amazon Data Firehose BY Transit Gateway Flow Logs B HI#tiiR S A&

W ERMIRS , 7£ AWS Identity and Access Management X2 &FEI BN AE,

BEVYEMNIRFAE

1.

E A AWS Management Console , I7E https : //https://console.aws.amazon.com/iam/ FARK IAM
FEA,

EEEERD , BEEX,

iZIZ Create policy (B BUR).

£ Create policy (B BUR) EE L , #1T N 5EE :

1. 1## JSON,

BUAMBES A E e


https://console.aws.amazon.com/iam/

Amazon VPC AWS S5 FHE
2. KR ENRBIRA A AREFRENFTTBR,
3. IEE Next: Tags (T —% : BE®) M Next: Review (T —% : ®E).

4. W ASEBURNE T8 (BB A AWSLogDeliveryFirehoseCrossAccountRole) , $A#%i21E Create
policy (B3 BK).

5. HREEBBKT , EZ Roles (A8),
6. 1E#E Create Role (BRI AE),

7. HEEENERERS | BEBTEEERE. BH Custom trust policy (BFTEEBUR) |, #
"Principal": {}, BIMXATIRSE , LEEBFRTR®E, B#IEF Next (T—%),

"Principal": {
"AWS": "arn:aws:iam::source-account:role/mySourceRole"

}’
8. £ Add permissions (¥Ti85F0) EE L , EBREANELEFPEIHNBRNZEA R , ARIEE
Next (—F_ﬂ/:)o
9. MAZLABKNAER K AREBEMHREMER,
10. 3##2 Create Role (B A®),

E 7 #MZE Amazon Data Firehose BY Transit Gateway Flow Logs & &%

B H#ZE Amazon Data Firehose B Transit Gateway A2 Bit. B R HF2H , BREELEHK
EBIRERAHRFEME Wi IAMIREA® , ME BRI Firehose XY ER. MEEZENA , FS
B Amazon Data Firehose 2 Hi5o. A LAER Amazon VPC £ A= CLI Z3I Firehose AWS i
Y=

FERTEAEIBEME Firechose WEHBERE R

1. 1E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. HEEEBEBHKF , BIE Transit gateways (F#FE) = Transit gateway attachments (i & 1E
).

12 BN — 2 2 {E {4 A 1B = (B e R B E Y B LS R

i#1E Actions (B11E). Create flow log (IR E H).

FERMF | FEHEFEIAE Firehose TR #K,

# Firehose X{T&i ARNH |, SFEEEEH PR MRE BTN ER ARN,
¥ Log record format (A FFEC&ER) , FIEERE AFEHNERN,

S L
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https://console.aws.amazon.com/vpc/

Amazon VPC AWS EHiFE
- FEFATRRNRE AFLHEEX , 5H1EE AWS default format ( FHERE ).

- BEEBVBFIEN , 351EE Custom format (BET 1R ). ¥ Log format (AFHER) , HEEE
CEEREBFIFEPHBAL,

8. (EA) ZEEMEEEEREAFT , FBiRIE Add new tag (FTIEFZR) , YIEEERSB/TE.
9. I#IE Create flow log (B RE B

FERABSY TEREILEME Firehose WiRTE B
EEAUTHR—ESS

 create-flow-logs (AWS CLI)

- ¥HY EC2 #iE H& (AWS Tools for Windows PowerShell)

T35 AWS CLI 82 RERE , EIERRMEEALRREHRS

o

S

R EIEER Firehose X1

aws ec2 create-flow-logs \
--resource-type TransitGateway \
--resource-ids tgw-1a2b3c4d \
--log-destination-type kinesis-data-firehose \
--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream:flowlogs_stream

T35 AWS CLI 582 RER , HNERREEF , LERERFIATEERFIRE TR

Firehose X {f& i,

aws ec2 create-flow-logs \

--resource-type TransitGateway \

--resource-ids gw-1a2b3c4ad \

--log-destination-type kinesis-data-firehose \

--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream:flowlogs_stream \

--deliver-logs-permission-arn arn:aws:iam::source-account:role/mySourceRole \

--deliver-cross-account-role arn:aws:iam::destination-account:role/
AWSLogDeliveryFirehoseCrossAccountRole

BB E Firehose WREB 144


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLog.html

Amazon VPC AWS EHiREE

M APIs = CLI I FMEE Amazon VPC Transit Gateways e

B &

B LAE R BT EEAMRRNER

£ create-flow-logs T H M , BATHIREE :

« --resource-ids B TransitGateway = TransitGatewayAttachment ERER FRA 25
1l

« --traffic-type TRERNLER L, IRLAEHFAEEREREMHLE , AISEREER, It
BR il 18 AR A B B B R EL,

- --max-aggregation-interval WEX{EA 60, YEREWFHEERENKE —ZEINE. IR
LERERTMEAME , AIgEEER, LRFIEEANEHEEERELR,

« --resource-type XEMBEFHMNERER : TransitGateway M
TransitGatewayAttachment,

- MREBRBREETEWLEMN , --log-format HIETSERFELERELNME AFML. EE
BRARNGSHFEEREE,

i

<t

Him

# H

g

(N

+ create-flow-logs (AWS CLI)
- 1KY EC2 i & H&# (AWS Tools for Windows PowerShell)

HRERRE B

fin

+ describe-flow-logs (AWS CLI)

- 1S EC2 RE HF (AWS Tools for Windows PowerShell)

BARERVRE BRSACER (BREEM)

+ get-log-events (AWS CLI)
- J&18 CWL BFZ=4 (AWS Tools for Windows PowerShell)

i APIs= CLI ZMX MNEEREB 145


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-flow-logs.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLog.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2FlowLog.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/logs/get-log-events.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-CWLLogEvent.html

Amazon VPC AWS EHiREE

i ERA & B 7%

 delete-flow-logs (AWS CLI)
- BBr EC2 iiE HEE (AWS Tools for Windows PowerShell)

4R Amazon VPC Transit Gateways #2 H 5650 8%

iEiB Amazon VPC RiREwHBAEREAFNEEEN. ERREERE K 2Y)HZERNFIERER
F. BERNEFELEFRELFN ID. REBFERE  URREHFRENHEEEN,

REBnRERE BENEEER

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. HEEEBEKP , EEF Transit gateways ({F#&i &) = Transit gateway attachments (£ EE
#).

3. EBEEHREREHREEERE  ABEE Flow Logs (REBH). EHRLASETRKEBFNIEE
&#l. Destination type (B BEEH) MUBERZHREAFZZEE,

B2 Amazon VPC Transit Gateways 7if% H 5 E %K

AT LATE Amazon EC2 1 Amazon VPC AP HEI BB HEAFZHESR.
FESEREEEAEREAFNER

1. 7£ https://console.aws.amazon.com/vpc/ B Amazon VPC £ &,

2. HEEBBHKP , BIE Transit gateways (F#IFEE) = Transit gateway attachments ({5 & E
).

1 E e ) = 1 B

AFTERRE HFIEE Manage Tags (EBEER).

EEHIBHER , 55212 Create Tag (BIUER), EEBRER , FHiREMRZESE (x).
i#1Z Save (f#1F).

2
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2FlowLog.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/

Amazon VPC AWS EHiREE

¥ & Amazon VPC Transit Gateways 7i#2 H 565

i

g

(M

&R LAfE A CloudWatch Logs £# & , S8 Z CloudWatch Logs W& Bk, EAIUERAE
ﬁgwﬁmﬁﬁmsﬁﬁﬂﬁomsﬁﬁﬂﬁzuz pa) =

£ CloudWatch Logs X2 A SR E A&

1. 7E https://console.aws.amazon.com/cloudwatch/ BIEX CloudWatch &,
EESBERKT , BIF Logs (AF) , ARIEE Log groups (AFFFE).
ENSSERERFN AFHEE. RABETSESHWRERRFRRNBE,

MREMNEERSHNEWFEE , FERER AFHER. BF , #IF Search Log Group (S B
Bl LESEEBAFHE. WRENAFFEETENZEREE  EVTEE—EKE , fEE8
B EEEEmE,

5. ¥R Filter events (BNEEH) , FRMATIF &, EERBMNE AFLHER AR,

R

[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr, dstaddr, srcport, dstport,
protocol, packets, bytes,start,end, log_status, type,packets_lost_no_route,
packets_lost_blackhole, packets_lost_mtu_exceeded, packets_lost_ttl_expired,
tcp_flags,region, flow_direction, pkt_src_aws_service, pkt_dst_aws_service]

6. REBEFEZBEEMUERBREERS. TIHHEHSMIFERR IP HIETEE,

[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= 10.0.0.1, dstaddr,

srcport, dstport, protocol, packets, bytes,start,end, log_status,

type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= 10.0.2.*, dstaddr,

srcport, dstport, protocol, packets, bytes,start,end, log_status,

type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,

=== Oots
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://console.aws.amazon.com/cloudwatch/

Amazon VPC AWS EHiREE

packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

T S &5 & i S8 R 8 3 5 56 tgw-123abc456bca, B HY i B 538 My jTiH SUETERIE,

[version, resource_type, account_id,tgw_id=tgw-123abc456bca, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr, dstaddr, srcport, dstport =

80 || dstport = 8080, protocol, packets, bytes >= 500,start,end, log_status,
type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

filE% Amazon VPC Transit Gateways %2 H 5550 &%

B[ LAE R Amazon VPC iR A MIBRERHFEERE A,

EBEEFECHAERNAREBFRKE, MERREBFREHFLTEMBR Cloudwatch Logs FHIEA B
BRI Amazon S3 W BHFE. RENREAFERNVEFTAZREN FEAETMBR, A ) il BR
BME Amazon S3 N REAFRYTEBMRRAEFIRBRREBFEREFIURHIEE (ACL).

il B S R B & B &%

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
EEBEEKSF |, BIE Transit gateways (BEEE),

i#1Z Transit gateway ID ({Siﬁﬁﬁﬁl_ ID)o

£ Flow logs (RE A ) BEH , BELERBRNRE B

#IZ Actions (BIE) , SREIZIZE Delete flow logs (MERFE BEFE).
#1F Delete (MER) , FFEEEMBRILRE,

o a0 bk~ 0w =
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https://console.aws.amazon.com/vpc/

Amazon VPC AWS EHiREE

Amazon VPC Transit Gateways FHIISEMEH

B LAER T HI e RERENERFE, 2MREER , UK EHI A EHRENBE.

CloudWatch ¥5#&

B LAE A Amazon CloudWatch HEERE B EmFEE R RNFKETER , FA—HEFNEEFS
B (BAER), BullFAELEERBEALNIRRESKBANHNT. NWFEFHMENRA A6 F2
B Amazon VPC Transit Gateways H#J CloudWatch $§4&,

BERFEERERR

BALERAERRERE AFGHEIEAERFE LRRRENFHAERA. NEFHER ,
B FEERE A&

VPC RE B

En
¢
dn
2

BRI AER VPC RERF , HREARBLEFTEREEN VPC WREFHEN. NEFHEE
# , 5528 (Amazon VPC EH&IER) H# VPC K E B,

CloudTrail B

BT LAE R AWS CloudTrail REEEVEEEHREE AP ETFPIUAEEET , WS HFHES Amazon
S3 MY HEEER, BT LEAEL CloudTrail EI FEORHIETIR T HRLerEAl, 1R HFIUARIR IP i
e, BHEFUNABERKBESE., MEFMENR , 5582 B CloudTrail A,

{# F Network Manager #J CloudWatch 4

B LAE A AWS Network Manager A4 £ 4 8)%X ZE CloudWatch , ABRBELEH BB EEEHE
HEM. Network Manager BEEAHREERE, BAEHNREENESH  ITEELEHHATAR
REZEHRAENESE, IEFHHEF A F2E (EHFEAWS £XR@REAERER) PNER
CloudWatch 4 EE R IR £ BRI .

Amazon VPC Transit Gateways F# CloudWatch $54Z

Amazon VPC € #5& ¥ B2 #i %] Amazon CloudWatch , SA{ 445 Ky /2586 R 8 A 40 R & E

Fl. CloudWatch AIEE A —AREFIIERN N REIELERBWERBRRITER , tHREEE,
B IEERAZEENEY , BENERREHETEARBEENE, SEER A5 HEaH R E
B LEA IR BN,

BRI ERERRERERENEETESEMS. Sl EEEEBLRARNEINEE , B NEY
CloudWatch BRREZIEENEFRLATEE (PINEEBEANEE FEHAbL),

CloudWatch $84& 149


https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/network-manager/latest/tgwnm/monitoring-events.html
https://docs.aws.amazon.com/network-manager/latest/tgwnm/monitoring-events.html

Amazon VPC AWS EHiREE

Amazon VPC € L4 60 A9 i [E B bR B & I A% H 542 EIX £ CloudWatch,

MEHMER |, 5528 Amazon CloudWatch EFA&EERM.

RE

- BaREER

- MHERAN A REES
- BOREEREE

BaREERER

AWS/TransitGateway A ZEEIE T IEE,

—FERGTMAER. REHCRREZEERRENRE. NEXENHE K EQREEEEE F2
B o

5 s
BytesDropCountBlac HEHZE blackhole HBEAMERENMITHEBE,
hote GEHED : B EBROHEERR Sun,
BytesDropCountNoRo  REHZERHAMERZENTHBE,
e HEHED : B EBOHIERR Sum,
BytesIn R TR E

GEHED : A EROGIERR Sum,
BytesOut 0 R B AR B

GEHED : B EROHEERR Sun,
packetsTn ERMEER G ARE .

HEHED : B EBOHIERR Sum,

PacketsOut ERFEMEENEIEE,

HhRERER 150


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

Amazon VPC AWS S5 FHE

EE HiR

METERA - E—BEIHNHKTEFR Sum,
PacketDropCountBla HEHZE blackhole HBEAMERENHTHE.
ckhole o o

METEA . E—BEZNHRTEAR Sum.
PacketDropCountNoR  KREHZERHMERZENHIHE,
oute

METERA - E—BEIHNHKFTEFR Sum,
PacketDropCountTTL H TTL BHmEENEH TR,
Expired

MATEA : HE—AEBNRFTEAR Sum.

B 4 B 4R A BT A R i AR AR

THEEBEARNERREEE, MEEEEEH RN EERNFEHREGEENIRS, EEEEZEth e
HEREEZEREENIRE, BiEEEERERABECEEZENEE, NEEREXENEZERNNEMENR ,
5528 the section called “&RER",

TARSESEEARNERBENG LN ITARE (AZs). RE VPC MA4XESETAERIESR. FiE
AZ BiRiEEEHERMEERREREENIRS. MENEL AZ EROSRMIMFRTENRS,
BEASERERGEAFEENSATRAREER.

—FERGMAEER. REFCRREAN/SEHERREERNRE, NEXENEE K BaFHERE
BHE F2H .

EE EpUN
BytesDropCountBlac HAHFKSEWMMEEERE LM blackhole RAMIERENUITHER
khole Bo

M EF - E—EERNRFTEAR Sum.
BytesDropCountNoRo HAHTHEEHFAEEE LNRBTHEA , MARENN THEE,
ute

MATERA : E—AEBEBNRFTEAR Sum.

B AR A T A R IR AR
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Amazon VPC AWS EHiREE

R iR
BytesIn SR EEEERN L THERE,

AT EF | E—AERNHEITEAR Sum,
BytesOut REBRESEEERNUTAR,

MATERA : E—BAEBNRFTEAR Sum.
PacketsIn BaRERtEERREINEERE,

MATEN : HE—RAEHENHFTEAR Sum.
PacketsOut BRFEEEAEEENHIBE,

AT EF  E—AERNHEITEAR Sum,

PacketDropCountBla HATCHFSEHRFEEZ LN blackhole BHEMBENHIH
ckhole Ho

METERA - E—BEHZNHETEFR Sum,
PacketDropCountNoR  REHZERAHMERZENHITHE,
oute HEHET | E— B RBHOETERAR sun,
PacketDropCountTTL HTTL BEmMEENHIE.

Expired

MATER : E—AEBNRFTEAR Sum.

BrFEEREE

EATIRERZERRFERERER

HE iR
TransitGateway B FEEEERER,

HhREERHEE 152



Amazon VPC AWS EHiREE

HEE iR

TransitGa k(i BB E R EE R,
tewayAtta
chment

TransitGa KB REN A REEEEFEER.
teway , Availabil
ityZone

TransitGa KSR EEEN T A RS EEERER,
tewayAtta

chment ,

Availabil

ityZone

£/ 5248 Amazon VPC Transit Gateways APl FEAY AWS
CloudTraill

Amazon VPC Transit Gateways 28 B&AWS CloudTrail , kIR AT IREFERE. AR FAEIEE
W2 8% AWS BR#S. CloudTrail €% Transit Gateway BIFFE API FEMHEEL A S, FEELAY RS HER
B Transit Gateway X#E AW | LUK ¥ Transit Gateway AP REREXNTEMIW, /A CloudTrail
WEKNER , B LLHETE Transit Gateway RHFER, REFBRH IP thut, RHGE , ARHEM
FHER.

B-EEMIARERBELSELFIRENEN. FoEATIHYENE THISEE

E%‘ﬁ FAREAEEREAERERY,
X3 1AM Identity Center fEF &R H,
RiF, REFATREACEBES»FRAENERZT2BRE.

BH5—E AWS RERBRE L.

i
D}I Hm

mioa X

m EE %
3

i'h

7

&
b
Hm

EEEMKRSF AWS tRF KCloudTrail 7 FEREATARRE , mBEE B EFE CloudTrail E4E
S 528k, CloudTrail EHEEFE&HA AWS BiFFiBE 90 f%ﬂﬁﬂ’]”ﬁ%ﬁi , RAtTRR, RS,
A FEME T Ve sk, WMFEFMENR , 5528 "AWS CloudTrail EA&ER L FHEA CloudTrail
EMEF K. MRBHELEHTEEL CloudTrall EH.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html

Amazon VPC AWS EHiREE

WE AWS tRF BX 90 RAFBEREEMNEMN |, BEVIEM D CloudTrail Lake EHERFERIE,

CloudTrail &t

#RFAEEE CloudTrail #§ BRI E Amazon S3 A8, FH BIUMNAAERE AWS
Management Console #82 Z[EiF, EAILAER AWS CLIZY E—RZEiFHEN ., BREELS
EEEH , RASREE AWS BiF tREHAE EE. MREEVE—EFEH SRR EH
AWS EFHeHNEH, MFERNFMEN , F28 (AWS CloudTraill A EEE) FHAE
B AWS RF 2B AHEME B M,

BRI LUERENEH  RERSEETESHMN —EEARRL CloudTrail BEEZEZH Amazon S3 ff#
FETEE , BERMEEL Amazon S3 EEFEA. W CloudTrail EEMFHFMEN , F2H AWS
CloudTrail EE{&., 1% Amazon S3 EEHMHEER , 582 Amazon S3 EfE,

CloudTrail Lake E4EREFEHE

CloudTrail Lake EZsEME EH#1T SQL BEFH, CloudTrail Lake B#§ % 53X JSON #&XHWEE
EHE#RA Apache ORC ¥R, ORC 2—EEMAFEFHER , ﬁf%ﬂ"l‘i‘%ﬁﬁﬁﬂlﬁﬂi’éﬁ?ﬂaﬂi{bo
RSN EHREIESHERNTEREY K SHERTHERSHNTTEES K HEKBAZERE
PR E B E B R . ﬁﬁﬁﬁ‘“?#ﬁ*ﬂ?ﬁ&EE’J&HQ%&?’“%UW‘”‘?#?—r%ﬁ’ﬁ:i?fﬂ“
B, W% CloudTrail Lake WFFHEM , HSBAWS CloudTrail  EAFEERE) PHEA AWS
CloudTrail Lake,

CloudTrail Lake EHERTFTHRENEHSELER. EUSEHENEHER , ZUEEEZRANRE
HENFHENEERE, LEEERESREENMBFTEEHENAER , URE4ERTFRENTER
MERARBH, WE CloudTrail EEMFFMER , 2B AWS CloudTrail EfE,

Transit Gateway BB EH

EEEHRME ERLLHTHERRENMEBEN AWS IRE, ELXUBARGFEHRE, RIETHE
% , CloudTrail ;&8 EEEH,

Amazon VPC Transit Gateways &% FiE Transit Gateway | P HIRIERCEAETEEH, WE
Amazon VPC Transit Gateways 24| Transit Gateway 28 % CloudTrail B FHIR/EFE , H2H
Amazon VPC Transit Gateways APl 2%,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-tgw.html

Amazon VPC AWS EHiREE

Transit Gateway E4£i 4l

—EEHAREMARFRHENE-FR , LITEFER API ?%YEE’J*EEEﬁER\ BRFR BB, FR
28 %, CloudTrail BFFERTRAE API FIUNESFHEER  RUSEHTEUEMABEIRFE
Ro

B2 —FERE  EEEHUBARFERNERARFREIEERN Amazon S3 /#FEr#, CloudTrail B&E
f*ﬁ’ﬂ‘%—j%ﬂilﬁ%% o —EEHAEMARRELNE—FER , YBSHEREBIE. FRHA BN

3. BRBEEEN CIoudTra|I B IEKANE AP AR B EEF | Rt TSRS EIE
}*&IEO

HEEREESEL AWS (RFHFTE AP RIUMEH K MARIRE@EE API FFl, &1 LUER
eventSource EME ec2.amazonaws.com Jt& , SFWUEMNEEH@RFE APl, ZEREBENESE
BhERYACSE |, I CreateTransitGateway , FEEBHEBBME eventName TE,

DTRER IEARYERREZERAENSERRFEE API CloudTrail B &5, &R LA
userAgent TERMBEER., BALIER eventName TR RPEFFE RN API FFI, FHAE
(Alice) WHHEAEARIAI1E userIdentity TEFKE

Example £l : CreateTransitGateway

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalld": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
I
"eventTime": "2018-11-15T@5:25:50Z7",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateTransitGateway",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.ec2.amazonaws.com",

"requestParameters": {
"CreateTransitGatewayRequest": {
"Options": {
"DefaultRouteTablePropagation": "enable",
"AutoAcceptSharedAttachments": "disable",
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"DefaultRouteTableAssociation": "enable",
"VpnEcmpSupport": "enable",
"DnsSupport": "enable"

I
"TagSpecification": {
"ResourceType": "transit-gateway",
"tag": 1,
"Tag": {
"Value": "my-tgw",
"tag": 1,
"Key": "Name"
}
}

},
"responseElements": {
"CreateTransitGatewayResponse": {
"xmlns": "http://ec2.amazonaws.com/doc/2016-11-15/",
"requestId": "a@7cledf-c201-4e44-bffb-3ce9QEXAMPLE",
"transitGateway": {

"tagSet": {
"item": {
"value": "my-tgw",
"key": "Name"
}
1,

"creationTime": "2018-11-15T05:25:50.000Z",
"transitGatewayId": "tgw-0al3743bd6clf5fcb",
"options": {
"propagationDefaultRouteTableId": "tgw-rtb-0123cd602bel@bdda",
"amazonSideAsn": 64512,
"defaultRouteTablePropagation": "enable",
"vpnEcmpSupport": "enable",
"autoAcceptSharedAttachments": "disable",
"defaultRouteTableAssociation": "enable",
"dnsSupport": "enable",
"associationDefaultRouteTableId": "tgw-rtb-0123cd602bel®b0da"
I
"state": "pending",
"ownerId": 123456789012

},
"requestID": "a@7cledf-c201-4e44-bffb-3ce9QEXAMPLE",
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"eventID": "e8fa575f-4964-4ab9-8ca4-6b5b4EXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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Amazon VPC Transit Gateways ) & 2 MZIEE

AWS ERZEBEABERRERNENE D , YR FEFE BR AWS WER, SR AWS Identity
and Access Management (IAM) 288 , RAFHMERAE. RENERAEXTERERLFEREHN
AWS ER , MBEZEHLALNRZRLEAER,

RIBFER , IAMERERSAEY. BARBH AWS ERNFTT. BEEATEAEFRER (FlmnE
WEE) MBTER , B4EEL IAM BERRRTEAENT , MEABMAEEZREERM API B
1, RARBUBREZIEAEMBNEE. SBERERIERAEREAEFAER  BEREAFIIEE
EREEREER L MITEEEKNET,

EEEAGRREE , THHEP—EAWS SEBRTREFESENFER

 AmazonEC2FullAccess

* AmazonEC2ReadOnlyAccess

 PowerUserAccess

* ReadOnlyAccess

EEER R IERBR
AT 26 PR B8 S 198 PR |AM R BV 1,
RUSAKERBNEBME

LT EHEFERAER Y E@EIE, aws:RequestTag fHEREEFAEMFEHER stack=prod
EEHEIE, aws:TagKeys &8 FE M ForAllValues 18858 , R RFBRPRAFF stack £
B (FTUiEEEMER), WREAEERIEHFAERRBELBEER K REMATSREREEE
%, IFEREXRE,

F_EABRRNEA ec2:CreateAction REBIRFIFEAERE CreateTransitGateway BIRGHTF
AENER,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCreateTaggedTGWs",
"Effect": "Allow",
"Action": "ec2:CreateTransitGateway",
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"Resource": "arn:aws:ec2:region:account-id:transit-gateway/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/stack": "prod"
1,
"ForAllValues:StringEquals": {
"aws:TagKeys": [

"stack"
]
}
}
I
{
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:region:account-id:transit-gateway/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateTransitGateway"
}
}
}
]
}
£ SR FEER B K

T 51| 5 51 R A5 R B 1 A 9 45 T 1S e R B 22 1L M RSB RE B R 3R (tgw-11223344556677889),
FERELTUEEMERFRESRHRPEINRAEH  BEEEANEEER network=new-york-
office E’glzﬁ-1q:o

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:DeleteTransitGatewayRouteTable",
"ec2:CreateTransitGatewayRouteTable"

1,

"Resource": [
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"arn:aws:ec2:region:account-id:transit-gateway/tgw-11223344556677889",
"arn:aws:ec2:*:*:transit-gateway-route-table/*"

"Effect": "Allow",

"Action": [
"ec2:CreateTransitGatewayRoute",
"ec2:ReplaceTransitGatewayRoute"

1,
"Resource": "arn:aws:ec2:*:*:transit-gateway-attachment/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/network": "new-york-office"

}

"Effect": "Allow",

"Action": [
"ec2:CreateTransitGatewayRoute",
"ec2:ReplaceTransitGatewayRoute"

]I

"Resource": "arn:aws:ec2:*:*:transit-gateway-route-table/*"

£ Amazon VPC Transit Gateways 5 i f & B EMN R EZEAE

Amazon VPC ERARBEZ AR , BHAREFILEM AWS RRIEATENFFAT. WHEFMER ,
28 "IAM EREEmR. PHERBEEAE.

BaRFERBERA®

EEEABRMER  Amazon VPC EABBERAE | RUSHRAREIUE M AWS RBFE0TH
T,

R ERABR TR

A E@EER , Amazon VPC € fH & A AWSServiceRoleForVPCTransitGateway B RS E K A
BREEU ST EME

3
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* ec2:CreateNetworkInterface

» ec2:DescribeNetworkInterfaces

* ec2:ModifyNetworkInterfaceAttribute
* ec2:DeleteNetworkInterface

* ec2:CreateNetworkInterfacePermission
* ec2:AssignIpv6Addresses

* ec2:UnAssignIpv6Addresses

AWSServiceRoleForVPCTransitGateway A®EE T HIRE T REZAR -

* transitgateway.amazonaws.com

AWSServiceRoleForVPCTransitGateway £ i 2 & B X
AWSVPCTransitGatewayServiceRolePolicy,

BYMERENT , IAM BR (NERE. HENAG) TTRY, REIMBREKERZSE, MEFA
&, B2E IAM EREEETNRBESE AT,

BURKEGAE

BT EEFEE T AWSServiceRoleForVPCTransitGateway A, EEGIRE i VPC EFE &
BERF , Amazon VPC AL EI AR,

mERBERAS

& LMER IAM A4S AWSServiceRoleForVPCTransitGateway B iR, MEFMENA
(IAM EREER) PHFEERESERABHEIR,

BRI EE AR

s
W%
&

MREBTFBEEEFRERRE , BEEMBER AWSServiceRoleForVPCTransitGateway.

REEEMER AWS IRFEHHNFTEE@RE VPC i4# , FfRLEKERAE, ETRRABEE
FPNOFEBRTFEL VPC MR ERIRT A,

BALAER IAM £32 4. IAM CLI 5 IAM AP| BIBRIRISEZE AR, MEFMER , F28 (AM FH
EHiEm) FHMBRREEZEAG,

wAWE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_update-service-linked-role.html#edit-service-linked-role-iam-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html#id_roles_manage_delete_slr
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html#id_roles_manage_delete_slr
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Bk AWSServiceRoleForVPCTransitGateway 2% , & IRF A VPC ERE & FiE , Amazon
VPC EBXEVILAE,

AWS Amazon VPC Transit Gateways F{E#FEN SEHE

AWS SEHRFEH AWSAWS SERFEYNEENEIRESEATSEARMEMEGT , UESR
AT LABRIARS S AT iE R ER &, BENAR,

FARCIE . AWS REBRABTERTFTRECARIINSFEERT , ERAELFITAHAE AWS &
FfEM. RMI2BEEREARIEBNESEERR , WMEE SRV,

REEEE AWS SEREPEZWNLT, R AWS EHZ AWS EREPERWNGT , IFHE
EPREENTETEREY (FHE. BENAR® ), EHN AWS R REBHEHTH AP BETHR
RERBEE , AWS RETEEH AWS ZEBUR.

WEFMER , F2E (AM E£RERERE) P AWS ZEBXE,

FEFAERREE , THHEHP—EAWS SEBRTREFEENER

» AmazonEC2FullAccess

 AmazonEC2ReadOnlyAccess

* PowerUserAccess

» ReadOnlyAccess

AWS ZE XK : AWSVPCTransitGatewayServiceRolePolicy

IWWHREE#EZE AWSServiceRoleForVPCTransitGateway £, i& 505 Amazon VPC A & 8 E
BEINERER.

EEMRLBERNGTT |, F2E8 (AWS ZEBRXRZEE™E) #1
AWSVPCTransitGatewayServiceRolePolicy,

AWS SEBRN SRR EEH

W B Amazon VPC £ 2021 £ 3 ARREHNELEB T LR | EmEEN AWS SEBKREHFME
Ao
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonEC2FullAccess.html
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/PowerUserAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVPCTransitGatewayServiceRolePolicy.html
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=30 iR H HA
Amazon VPC RRBHIEE Amazon VPC F1RiBMtH 2021 £3 A1 H
AWS SEBRHNEE,

Amazon VPC Transit Gateways A {& & #BEE ACLs
BEFRRHEE (NACL) REBMNRL LR,
BEERRHEE (NACL) RAIBUFESRER , REHME -

« the section called “EC2 1718 88 15 & 9 & EA Bk A A8 [3) 7 #8 5%
« the section called “EC2 1718 88 &5 &i F & EA R A 1 [ F #85%”

EC2 #1788 B R ER MY AH E 7 8%

ZREK—BMERE , NEMEFHEETHES EC2 T EENEnFERE, MRNMAEE ACL ARt
EC2 HiTERIERFENRE K URREHNFES AN TEENRE,

SHYRPITERICRFEERNRE , NACL RAZRUTEITER !

- EHARERE N P i EITIRE,
- BARRERNR IP #hib#E1T5E

SHYREMFENTEEARE , NACL RRZRUTHAETER !

- BHBRATEETME
- BARATEETME

EC2 #1T 8N B FEREBAY T E F# %

ZRER—EMERE , BE—EFHEETHES EC2 HTER , MEMMEEBMUNTEFHEES  XE
BEFRERHETERMAEE ACL HHEIH,

ME% ACL AR EC2 MTER TR S XNETER !
- BHARERE N IP u T E AT EEIBHFENRE,
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« BARAERRIR IP i uk 5T RS RE S BT ERAY)

t&
Helo

1L o

SHEEWRBE MR , NACL RARUTARETER !

- BHARAER B/ P it G EREER T ERNRE.
- EHANTARFARATERIERERNRE.

« EARAERRR IP it AR T ER ISR RENRE.
« EARUTARFI AR SR FEDNTEEBNRE.

RIEEH

ASESRRE VPC EREAMER 7Rk, HRESE MK  FEMANE CIDR (Bl /28) , MEHSR
EC2 ERMEZ Ui, EEFEMBIUMN FRKE , BALRETHIER :

o {RIFE S R E A 3% A0 A B AV B A M NACL Z BARK.
- REWHREME , B NACL EAZIHEE R 7K,

1% VPC B R BMEEF, | BB the section called "EIRER’,
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Amazon VPC Transit Gateways Bt %8

&Y AWS tRF ERRERFEMBRN TIESE ( LBARS). BRIESZERY , BRISEEERNZ
EEEERE.

Service Quotas = A AR ERMNIRSELEEMVIEREE . B LIERA Service Quotas £ A R TE
REiEE  WH T RENWEESRIESHEE., MEFHMEN , 528 (Service Quotas FEA &) &
WEERIESE .

R Service Quotas HRIBMAIFABRNVELE , BRI ERY,

— %

=t R CIECE:
SEES N ESEE 5 £
SEEHEEN CIDR Bk 5 =

the section called “Connect 3E#ZH] Connect ¥15” Theeh & A CIDR E#f,

B EH

g FER% CIEGES
SREERFENSHFERHAX 20 2

B EnREMERBERNESOEEEET (3% 10,000 2
FEFRE)

REEKBHIFRIELEE Connect HHEMNERE 1,000 =
EHEE

REHREE LM Connect SN EEERKMH 5,000 B
BRRR B BE BB

B EETENERERR 1 B
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NEBRBERBEE Connect EZABEHAEHE.

B FEERE

EHmEETEERE—EEZEHE VPC # VPC E#E,

=% AR AIERE
B E i R E 5,000 =
18 VPC WiE#wEE 5 &
BEEnMENEFER 50 2
BEEaMESHTHYSER 10 2
£ W 118 5 800 ) 38 2 B = — 1B 8 R E E2 Cloud 1 &
WAN #%/08E% 84 (CNE) 2 BN &EE
1@ Connect E#H Connect ¥ (GRE &i&) 4 B
#HE

)

T REE LR L Site-to-Site VPN EZENWERIEE , SEEFRR : H#EK/)D, REES (TCP/
UDP), H#ERRMNEBRRNETRBER, FBRERKEESR , URBENEAEXER, BR VPCE
. AWS Direct Connect FESRH EEWFAEERE , RMSERRMBHBERENENMER,

=1 AR QGRS
BETARESE VPC EENER & & 100 Gbps RS IEN RS R
ZRABET (SA) BT

FEHE (TAM) LAES
E— S8,

BETHEASESHREE VPC EENEYHE &% 7,500,000 RSB BR T R
=22 ZRABED (SA) BT
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28 FEER CIE:E:
QI (TAM) LUERE
H— 1B,

[& 15, F1 &1 7] A [E 13 AWS Direct Connect @&  && 100 Gbps FHBENERAR

Y EEEEEERNIER ZEHEET (SA) REAME
IR (TAM) LUERE
H— 1B,

[ 35 58 7] A 7] A (R 3 RN 2 (5 e Rl S i &% 7,500,000 SRR B BRIR S R

(AWS Direct Connect M¥&E# ) SHHIH ZEHEED (SA) REMTE
FiZE (TAM) LUERE
H— 1B,

£1@8 VPN BEN R KEE &= 1.25 Gbps B

18 VPN BEN SV HIBE LR &% 140,000 B

18 Connect E#&1{E Connect Y& (GRE# &&= 5 Gbps B

EB) WRAHEER

1@ Connect HEN BV HIHE LR &% 300,000 &

BULAEREESKRERA (ECMP) ¥ ZE VPN BELHEBESH VPN BB, EEFH ECVMP
VASTH B AR HERE VPN EiR, FRAFREEHN VPN ERTXZE ECMP,

REE#EH (VPC = AWS Direct Connect) B BATEWIEE , 18 Connect EEZRZ A LEL
4 {& Connect #<% ( 818 Connect EENEIEE R 20 Gbps). HALUEIBE R — Connect E#EH
%@ Connect #& | S E —E&@EE LA ZE Connect i , K FIERFEH ECMP LUENEESHE
B, HREE&EER— Connect & # BGP ¥ & 2B EA ECMP,

AWS Direct Connect &

G

=l
E"E"

28 s

7|

AWS Direct Connect & 1{E & B E /Y BB 2 20
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&7 ¥ERR BESE
=B &R E# AWS Direct Connect BB & 6 i

R XEHER (MTU)

o HRERN MTU RAMBBRERNREAEHI KD CAMITHAEN), EEH MTUBX , B
—HEEEENERBEZ, EREESE 8500 It MTU , AR VPCs. AWS Direct
Connect, Transit Gateway Connect fl¥&E#E ( [EBiEA., EHEFR Cloud WAN HEERE ) 2B
HRE, VPN ERNRERHER 1500 B THN MTU,

- ff VPC HEHEEBUFEAERMER , VPC BEEEMERFAEZEHN MTU XK/NFEE TS
BYRLIIBBRENSDRE, ABEFME VPC , LUBEHERA N TEEMERRERES,

- ERBEESEFBTAEHENRRERK/ (MSS) BHl, MEFMEH , H2H RFC879,

- WFE MTU Wt AH LS VPN BLERFEEER , 528 (AWS Site-to-Site VPN A EERE) P&
RE#EHL (MTU),

- FHHFEZEE VPC # Connect i#E#E LEAREMNER MTU #R%R (PMTUD). H&HEE
2 FRAG_NEEDEDA ICMPv4 #8# ICMPv6 Packet Too Big (PTB) HEE4LE . HREETX

& Site-to-site VPN, Direct Connect F1¥t &8 1Y PMTUD., MERE MTU BHREWFHEEN , B
28 (Amazon VPC A EER) PHEE MTU &R

% REIX

(® Note
BaREZHEETRTEANRSERRZIMEHRERARN. HMBNERERE T
ZHEERG, MEREFROFAFRL , FRIEEHN IRPHMRG RERBMERK,

L8 B RIEE
SESRFEN 2 HEERE 20 £
BESHMENSHEEMKRNE 10,000 2

BRAREHEMN (MTU) 168


https://tools.ietf.org/html/rfc879
https://docs.aws.amazon.com/vpn/latest/s2svpn/vpn-limits.html#vpn-quotas-mtu
https://docs.aws.amazon.com/vpn/latest/s2svpn/vpn-limits.html#vpn-quotas-mtu
https://docs.aws.amazon.com/vpc/latest/userguide/path_mtu_discovery.html
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-31775423
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-C673935A

Amazon VPC AWS EHiREE

=x FEER DIEGE:
=18 VPC ) % RSk 4815 B B 20 -
BEEnEFE S M EEFERN IR 1 £
SEEEFEENREN IGMPv2 ZHREERHEK 10,000 B
B H AR
BEEHFESHEEFENTFERN IGMPv2 2 100 B
HEEEERE
BERENZASHEEHEE 1 Gbps &
BETHERHNZHEEIFARRHIEE 20 Gbps &
BYEBYEAHEHE (PR 10 EEEE ) 75,000 B
BETESYHIHM LR (KR 10 @#ZW#E) 15,000 B
BUEAHE LR (PR 10 BEEKE ) 2,500, 000 &
BYRRHIT LR (KR 10 EERKE ) 500,000 B
AWS Network Manager
=g TEER CIE:E:
=@ N2 EMEE AWS 1RF 5 b3
BESKERAVKE 200 =
BESKERATER 200 =
BE£EMEREE 200 =
BE £ RPRATELR 500 B
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BN FEER

MEFHAET  F2ETIRE :

{AWS Site-to-Site VPN £A&EEmM) F# Site-to-Site VPN FL&E
{Amazon VPC fEF&#ER) FH Amazon VPC Fi %
{AWS Direct Connect fE & 1Em) F# AWS Direct Connect BL &8
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SEXENRERE
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AWS EFEERE B

B FEBRERE

Network Manager £ & 5F

HEEEZ

Transit Gateway Connect
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BUMEREKEERE LB
EEZEHEE AWS Network
Firewall,

ERETUNEEEDERRE
VPCs 2& &£ 8l

EFEERRE.

BERFEREXEERRER
BRF A WREERNCHE
B B 2 B R E

ERABRENRREEREE
MBI RERRH  UEABREYHE
15 )08 28 2 S B R M AR
BENEHo

Network Manager =LA %& 3L
EENAREYL , TBEREME
AWS Transit Gateway £ &
B,

B VEMBRNEET , B
HEHRENHFER.

&R BATE VPC AT HY (S8 R
BHEE=FERRIEBEL
E#Ro

B

20256 A 16 B

2024 9 A 25 H

20238 A 14 H

20227 H14 8

20227 A13 H

202112 AH2H
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https://docs.aws.amazon.com/vpc/latest/tgw/tgw-connect.html

Amazon VPC

AWS EmRiE

e

FERESZER

S 8 E M CloudWatch

EE

Network Manager Route
Analyzer

HEEE
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AWS BREES

AWS Direct Connect &
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A LAE VPC E# LR AR R
B, SIHRRE OREREE
ENMER T A RS,

A SEERREERBERT

== oo
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RS Bl R ER B REE
Ho

& ] LAwe 43 18 B S e B B i 4
B CloudWatch 18,

BRI EE KRBT ER
FIERG R P RYER o

AN RS —EEGTE
B BB Y FE AR

B FEX ZEEAmER VPC

B 7% 2 BB S HEER
B YWEAZHEERAR,
ST E R EIE U2 ERE R
TERABERENRE,

AR B(LNERBERER
RIS B R £ R

&R AR AWS Direct
Connect FE , ZEiBE#E LR
T E# AWS Direct Connect &
REREEETEHFEIEVPCs
VPNs,

BERRZAS 5| E R R E

2020 £ 10 A 29 H

2020 8 A 24 H

2020 8 A 24 H
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