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RAPmERATE IP i EERHi VPCs FHBRBNER , MEELHRBMNERERETEE VPC F
— .

LT 2B%BERA AWS PrivateLinkB SZEETHNEEH S,

£ VPC 58 3


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/index.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpoint.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpointconnectionnotification.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpointservice.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpointservicepermissions.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-elasticloadbalancingv2-loadbalancer.html
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-privatelink.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-privatelink.html
https://aws.amazon.com/privatelink/pricing/
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-vpc-interface-endpoint.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-vpc-interface-endpoint.html
https://aws.amazon.com/blogs/apn/reviewing-dns-mechanisms-for-routing-traffic-and-enabling-failover-for-aws-privatelink-deployments/
https://aws.amazon.com/blogs/apn/reviewing-dns-mechanisms-for-routing-traffic-and-enabling-failover-for-aws-privatelink-deployments/
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https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/ec2/
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https://console.aws.amazon.com/ec2/
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ZE A CloudWatch ZHUE

1. RENEMD  FATIHISSESBEFIEE SSH REER | HA key.pem 2 pem BERENH
8

ssh-add ./key.pem
MEERWESHEERBRFARNERIALR , BRI TGS , ARERL—EF T,

chmod 400 ./key.pem

2. #HhENEKEZEEESTH, BXEEE -ARE, HTEBERAESTE (BIW ec2-user) ME
SFHA LA IP Hbit,

ssh -A ec2-user@bastion-public-ip-address

3. RE|SFHERFTHTEE, EXEEEHATEEREAERRE (B ec2-user) MBITHEBAFA
B P Hhht,

ssh ec2-user@instance-private-ip-address

4. TEHITERE LT CloudWatch list-metrics a5 , M1 TR, ¥ --region B1E , BIEELE
S'Z VPC E’g FEEEJ )

aws cloudwatch list-metrics --namespace AWS/EC2 --region us-east-1

5, MTEELIERRK., ERVLELFERAB M VPC HE , {eH{TEEFE CloudWatch.

Connect timeout on endpoint URL: https://monitoring.us-east-1.amazonaws.com/

6. EREHNBITERRIEER, B VPC inH# , ZUEHRESL list-metrics 8T

SER 4 B VPC im B LLIFHL CloudWatch

BREBTHREFEILEEZ Cloudwatch B VPC %%,
SR

# VPC imF3# 3 SoFF CloudWatch REM R EEHE. fln , FEHRA , LFFRE VPC CIDR EHEY
HTTPS &,

SER 4 B3I VPC i B BLFEL CloudWatch 12


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/cloudwatch/list-metrics.html
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#E 3] CloudWatch B9 VPC i 2.

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
EEBEE K FIEE Endpoints (W H)o
BERIIRH,
£ Name tag (BBER) F , ARV EE,
¥ Service category (BRI B!) , EE AWS R,
¥ Service (BRTE) , 553&EL com.amazonaws.region.monitoring.
&% VPC |, BEUER VPC,
§T ¥} Subnets (F#E8) , FEMAARE , AR BNILE FRK.
&% Security group (Z£F#H) , FEW VPC WmH N Z £ A,
. 31 Policy (BR) , i#EEX Full access (REFH) , AAEF VPC in¥ EFTEERNFTE E8ETAT
Bk,
. (BA) ZEHIEER |, 55212 Add new tag (FTEER) , AR AERNENE,

CBEERVIRE *ﬂ&ﬁﬂﬁﬁ'@% Pending (¥15%), EETT—ESBRZE , BAESTREEA
Available (AT ), ETREREEL D BRI,

© © N o 0o bk~ D=

RN
o

-
N =

HER 5 : AlE VPC im

#352 VPC im B E A B RIS BT AR X F CloudWatch,

EEAE VPC w3

EHTERLEHTUT oih. &8¥ --region iBIE , BIEELEL VPC inEHHNESE,

aws cloudwatch list-metrics --namespace AWS/EC2 --region us-east-1

MELBKFICE  BEERERZANEE |, BIgMEA EHRZE CloudWatch AWS PrivateLinko

MR E UnauthorizedOperation #8358 , FFHERHITEEE S AFFFE CloudWatch H IAM £
2,

MRFBRBEF , R TIIEE

- MBI Z £ BE L FF CloudWatch RE.
« --region BEAEELEHFEY VPC inEHEE.,

HER 5 A VPC i 13


https://console.aws.amazon.com/vpc/
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HER 6 B

NRETEFEHHHHBEREEYNEETHNANITER , AT EK L,

I ETE R

1. 1£ https://console.aws.amazon.com/ec?/ FAEX Amazon EC2 £# A&,
2. MEEEBEIKD | BIZ Instances (FI1T{EEE),

3. EHMERIEAITEE | ARIBE Instance state (B{TEEAREE)., Terminate instance (#& LT
Ege).

4. HIRMWERERE , HEEKIL,

MRETBEFERX VPC in , ATLUSEMIBR,

MiBR VPC i B,

1. £ hitps://console.aws.amazon.com/vpc/ BARX Amazon VPC 124,
2. HEEEBEH®KTIERE Endpoints (FE).

3. EEUVPC imH,

4. iBZE Actions (B11E). Delete VPC endpoints (fEk VPC % 2h).

5. WHIRMRIERE B8 A delete , REZIRIE Delete (MBR),

$E 6 B 14


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/vpc/
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AWS g7 3E1B FHL AWS PrivateLink

BAILAE R AWS IR7E IR EE . FERRBREIREALNENE , Rt BN EGERAKBENEE
VPC , BMERET LAHE VPC EiEE AWS R, MRIERTEAREHNEREZLER | B LUER
AWS PrivateLink # VPC E# % AWS k¥ , Bi§ VPC A—# K MEEMFEARARMERKRE,

& LAE AWS PrivateLink VPC imBhFA T ZHUEE B4 AWS R 1Y . B EEMNEEEAREN
HENFEBR , MESEAREBRERKEE,

EE

Rt ETAREFHENE VPC RENSE/NFREZKE, FHEELARENSE GB ERX
&R, MFEFMEER , F28 AWS PrivateLink E1E,

B g

- BE

- DNS F¥EH

« DNS f##f

- A% DNS

- FRRETARESE

« IPihut3gH

« AWS AR B2 S AWS PrivateLink
« AWS % £ H S HE VPC in FifFE
- RENERHS

- BT EREEHNIRE

o IRRST EuR B

- BERE

BE

ERBUEBE L AWS RS BRI FE , SUEA ERIIEN AWS Bk AWS PrivateLink, It
BEEEBRELS E,

b3 CYNCY L U E e

BE 15


https://aws.amazon.com/privatelink/pricing/

Amazon Virtual Private Cloud AWS PrivateLink

TEERHTERNMA AWS R EB L BRBHMFN . AWS k¥ L8 FEBPHHTERER

VRESHEHEE VPC NEKRMREE K RAREHET AWS B, ®AEFEPNITERE AWS R
% HNRESRMAE NAT BE , RARXAE VPC NRBERRME K SKEBHREE AWS k. BiR
EEEREREREER , TSR AWS Mk,

oy
______________________________ A
Auvailability Zone Availability Zone
Public subnet ﬁ Public subnet
. O
4 . E
e~ S 0

EiB E4& AWS PrivateLink

TEREREITEE WM AWS RIS i&EiB 780 AWS PrivateLink, B % , F22 YV RE VPC HE |, Zik
2 AWS R SEAMEKERE , £ VPC F TRKE cBMENER, BNHA WRE AWS R &
£/ DNS BT iRn BB A EMNFE IP it | REFERH VPC inHEE 2B AWS RIE EEEEE
AWS BR#% .

BE 16
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S
"""" AwilabiiityZone

ﬁ Private subnet

AWS fR¥ BEMEZERFER. RBEEZEB VPC i Hi0ERZRLFR.

DNS #£
REZH AWS lRE REEFTIFEN LB ERR IR
protocol ://service_code.region_code.amazonaws .com
530 | 1 us-east-2 A , Amazon CloudWatch #9278 5% B 80 R AT 7R

https://monitoring.us-east-2.amazonaws.com

£/ B AWS PrivateLink , S8R ARG RMEERBEEERY. SEEIRE VPC mE , HM
SRVEHMNED DNS 1 , #EAR AWS R & VPC & B

MHE VPC K [E1E DNS EBEA T HIFEE !
endpoint_id.service_id.region.vpce.amazonaws.com
2 DNS 2 MEA THFEE -

endpoint_id-az_name.service_id.region.vpce.amazonaws.com

DNS THET 7
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ERE EINHE VPC mEE AWS RIS |, AT LABKAFLE DNS, FHAFAE DNS , Ba L #EFERHE
NEIHEN DNS 2O REZHFER , AEANALBNE VPC mHNALEER, MEFMENRA B
2:[Bthe section called “DNS #4717,

AR describe-vpc-endpoints fn R &R T HE WA DNS HE,

aws ec2 describe-vpc-endpoints --vpc-endpoint-id vpce-099deb00b40f00e22 --query
VpcEndpoints[*].DnsEntries

UTEEKATAE DNS Z#H Amazon CloudWatch N EHiREN &SI LY., F—BELEESKE
(private Regional endpoint), % TR =1E 2B [E1F xS (private zonal endpoint), & —EXREE
BN ERERE TR LABRENERBEMNARERENENTE IP i,

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2c.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2a.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2b.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

b

{
"DnsName": "monitoring.us-east-2.amazonaws.com",
"HostedZoneId": "Z06320943MMOWYG6MAVLI"

}

DNS #&Z 8 8


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoints.html
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DNS &4

RPAENANE VPC inBiE A DNS S22 M., Hit , B DNS BB LA REf. T8 , XK
H VPC #\ZBEY DNS RN EE R HFER N ENFAE IP it | FEERIEETEAEFER VPC , BRIE
L |P it £ 5% A FEUS B AR S o

& DNS

MREHNE VPC i AFAE DNS , HE# VPC ERFRAA DNS E#EEA1 DNS #47 , ZBfIgA
LRYEHE. SENLARTERE. AWSKHEESSERB 2R DNS BB HKE , BB #
HEMA VPC HinR R T ENFLE IP ik, it , MRERENEARER AWS B £ALEE
HinREFEREEE K ELFRALSRBHIMENE , MAFTEHELEARXETENEE,

BEEH AWS RIEH VPC imB MRS DNS 28, EMAEALERBHINFER , fHlES
AWS SDK fZHHIFER , ATARATE 8 VPC iR,

Amazon B VPC 124t DNS f@AR2% , & A Route 53 Resolver., Route 53 Resolver & B B f##7 4
#VPC MEEBNLETXEREPEHE, BR , BEENR VPC 4 E5# A Route 53 Resolver, IR
HMERRIIBMAIEFE VPC ix %, AT ELE A Route 53 Resolver i Bi# Resolver 38, MEFFMAE
A, FSBAWS Transit Gateway B2 AWS PrivateLink 1 #4 Amazon Route 53 Resolver,

FHARGEA ] A [ 15

BT LA VPC ImHERE RSB E A EE —E 7Rk, RMASEFEBPREIL VPC inRE im 2B
o, RASRIZ VPC imFiay P it A | REFRE P IP thutEiRie S ERAI N E. WA
BRITHERY IP Mt EE VPC ImHHNEFRAETERE,

REERRD  ATESSTHEMNEL  BREIITUTRE

- BEEVPC REREELMETAHESE , WIPE AWS HEE AWS RE ELTAREREPEFR WE
Ro

- BRE VPC inBHVFAE DNS £,

- AWS BR# A RIS DNS BBEH , AL EIRE,

TEEREE—AHAESSERIFEMEENEZ Amazon CloudWatch #J VPC 7%, E VPC F{E{d
FiBR PN RERE AR A B EFE Amazon CloudWatch B | RIS TREMAT Al RN T

DNS f#47 19


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
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B IP ik, ESDEREHMTAEREF FRKHNRE,. B2, NETAHESE 128 , TAEE 2 K
iR A& E £ 1F7H Amazon CloudWatch,

CloudWatch

TEBEREMERA RS EEiREHERENEZ Amazon CloudWatch B9 VPC iw %, & VPC F{E[
F R PR AERERE A E i 2FH Amazon CloudWatch B | RFIEZEUE/EIREE B 1) i 2548
BAE, FARREELIEMECERE, #F RSB REBNTAFMBRIEMERN TN IP #bit,

TREETAR 20
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(Q

CloudWatch

MREFEERENEARE , MUNEAR-TABSEPNIRIHBIENE , SERVAEBEEE AWS
B . EEHTIRE  FEALEESRMH NGB EH IP it

TREETAR 21
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@

VPC endpoint | CloudWatch
g Subnet | Subnet
() >
&= ]

..............................................................................

..............................................................................

IP ith 31t 5 HY

AWS fR# TTUERBEF AR ZE IPV6 , IMEEMAAIXEZBH LB RMZE IPv6, X&E IPv6 #YiR
BT LAE A AAAA FC#%[EIFE DNS &3,

AN ERERA IPve WER

« AWS R A ZBiEIB IPv6 IRIEEREIHE., MEFMENR , 552 MBthe section called “B4i IPv6
s NHEIHEH IP it BB LN FRNERBN FHEMES , TR :
s IPv4 - # IPv4 st IERG B EER T EH. REEFMEERINN FHEEES IPv4 it SER |
T EiRE,

IP b3t S EY 22
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* IPV6 - #% IPV6 it FEIRAG R Im BB T H. RABEEAZEMMN FHEEE IPv6 FHE  FXEI
BIE,

» Dualstack - #§ IPv4 # IPv6 bt 8RS BN IR RERNEH. RABEMAEERN FRHFEER IPv4
IPv6 #bit SRR | F SXEILIRIE,

WRNE VPC imE S E IPv4 |, BIisHMEENHEHESR IPv4 ttitit, RN VPC inBiXE IPv6 , Alim
BN HES IPv6 i, SEERAPRERERIFEMERAEN IPV6 tbit, MREREFER IPv6 it
R EAMBRAE |, 55EE denyAllIgwTraffic BEA,

AWS BR#% B2 B4 AWS PrivateLink

T%| B8 AWS BRI 84S AWS PrivateLink, #EA[LAE T VPC in B AEF T EREE LR , MFHRER
HO® VPC R#11T—%.

BIE AWS RBEWMHAVER  UETHE BS 2 RIAIM AWS PrivateLink, BREEZBRILESLHEE
MATHE VPC imHREENRBERE  SEHREEE RS,

AWS BR#% RIS E B

Access Analyzer com.amazonaws.region.access-analyzer
AWS IEF & com.amazonaws.region.account
Amazon API Gateway com.amazonaws.region.execute-api
AWS AppConfig com.amazonaws.region.appconfig

com.amazonaws.region.appconfigdata

AWS App Mesh com.amazonaws.region.appmesh

com.amazonaws.region.appmesh-envoy-management

AWS EREXHITES com.amazonaws.region.apprunner
AWS App Runner 7% com.amazonaws.region.apprunner.requests
Application Auto Scaling com.amazonaws.region.application-autoscaling

BEM RS 23


https://docs.aws.amazon.com/accounts/latest/reference/security-privatelink.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-private-apis.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/apprunner/latest/dg/security-vpce.html
https://docs.aws.amazon.com/apprunner/latest/dg/network-pl.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

AWS Application Discovery Service

AWS FEHREN BB RE

Amazon AppStream 2.0

AWS AppSync

Amazon Athena

AWS Audit Manager

Amazon Aurora

Amazon Aurora DSQL

AWS Auto Scaling

AWS B2B & #}33#

AWS Backup

AWS Batch

Amazon Bedrock

AWS IREE R AN EE

RIS A

com.amazonaws.region.discovery
com.amazonaws.region.arsenal-discovery
com.amazonaws.region.mgn
com.amazonaws.region.appstream.api
com.amazonaws.region.appstream.streaming
com.amazonaws.region.appsync-api
com.amazonaws.region.athena
com.amazonaws.region.auditmanager
com.amazonaws.region.rds
com.amazonaws.region.dsql
com.amazonaws.region.autoscaling-plans
com.amazonaws.region.b2bi
com.amazonaws.region.backup
com.amazonaws.region.backup-gateway
com.amazonaws.region.batch
com.amazonaws.region.bedrock
com.amazonaws.region.bedrock-agent
com.amazonaws.region.bedrock-agent-runtime
com.amazonaws.region.bedrock-runtime

com.amazonaws.region.billing

BENRY
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https://docs.aws.amazon.com/application-discovery/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/mgn/latest/ug/AWS-Related-FAQ.html#mgn-and-vpc
https://docs.aws.amazon.com/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
https://docs.aws.amazon.com/appsync/latest/devguide/using-private-apis.html
https://docs.aws.amazon.com/athena/latest/ug/interface-vpc-endpoint.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aurora-dsql/latest/userguide/privatelink-managing-clusters.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/scaling-plan-vpc-endpoints.html
https://docs.aws.amazon.com/b2bi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-network.html#backup-privatelink
https://docs.aws.amazon.com/batch/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/bedrock/latest/userguide/usingVPC.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html

Amazon Virtual Private Cloud AWS PrivateLink

AWS AR RIS &8
com.amazonaws.region.freetier

com.amazonaws.region.tax

AWS Billing Conductor com.amazonaws.region.billingconductor
Amazon Braket com.amazonaws.region.braket

AWS Clean Rooms com.amazonaws.region.cleanrooms
AWS Clean Rooms ML com.amazonaws.region.cleanrooms-mi
AWS EimiZHl AP com.amazonaws.region.cloudcontrolapi

com.amazonaws.region.cloudcontrolapi-fips

Amazon Eix B # com.amazonaws.region.clouddirectory
AWS CloudFormation com.amazonaws.region.cloudformation
AWS CloudHSM com.amazonaws.region.cloudhsmv2
AWS Cloud Map com.amazonaws.region.servicediscovery

com.amazonaws.region.servicediscovery-fips
com.amazonaws.region.data-servicediscovery

com.amazonaws.region.data-servicediscovery-fips

AWS CloudTrail com.amazonaws.region.cloudtrail
AWS Eim WAN com.amazonaws.region.networkmanager
Amazon CloudWatch com.amazonaws.region.application-signals

com.amazonaws.region.applicationinsights

com.amazonaws.region.evidently

BENRY 25


https://docs.aws.amazon.com/billingconductor/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/braket/latest/developerguide/braket-privatelink.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clouddirectory/latest/developerguide/getting_started_using_vpc_endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/cloudhsm-vpc-endpoint.html
https://docs.aws.amazon.com/cloud-map/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

Amazon CloudWatch Logs

AWS CodeArtifact

AWS CodeBuild

AWS CodeCommit

RIS A
com.amazonaws.region.evidently-dataplane
com.amazonaws.region.internetmonitor
com.amazonaws.region.internetmonitor-fips
com.amazonaws.region.monitoring
com.amazonaws.region.networkflowmonitor
com.amazonaws.region.networkflowmonitorreports
com.amazonaws.region.networkmonitor
com.amazonaws.region.observabilityadmin
com.amazonaws.region.rum
com.amazonaws.region.rum-dataplane
com.amazonaws.region.synthetics
com.amazonaws.region.synthetics-fips
com.amazonaws.region.logs
com.amazonaws.region.codeartifact.api
com.amazonaws.region.codeartifact.repositories
com.amazonaws.region.codebuild
com.amazonaws.region.codebuild-fips
com.amazonaws.region.codecommit
com.amazonaws.region.codecommit-fips

com.amazonaws.region.git-codecommit

BEH R
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/codeartifact/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/codebuild/latest/userguide/use-vpc-endpoints-with-codebuild.html
https://docs.aws.amazon.com/codecommit/latest/userguide/codecommit-and-interface-VPC.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

AWS CodeConnections

AWS CodeDeploy

Amazon CodeGuru Profiler

Amazon CodeGuru Reviewer

AWS CodePipeline

Amazon Comprehend

Amazon Comprehend Medical

AWS Compute Optimizer

AWS Config

Amazon Connect

AWS Connector Service

AWS Control Catalog

RIS A
com.amazonaws.region.git-codecommit-fips
com.amazonaws.region.codeconnections.api
com.amazonaws.region.codestar-connections.api
com.amazonaws.region.codedeploy
com.amazonaws.region.codedeploy-commands-secure
com.amazonaws.region.codeguru-profiler
com.amazonaws.region.codeguru-reviewer
com.amazonaws.region.codepipeline
com.amazonaws.region.comprehend
com.amazonaws.region.comprehendmedical
com.amazonaws.region.compute-optimizer
com.amazonaws.region.config
com.amazonaws.region.app-integrations
com.amazonaws.region.cases
com.amazonaws.region.connect-campaigns
com.amazonaws.region.profile
com.amazonaws.region.voiceid
com.amazonaws.region.wisdom
com.amazonaws.region.awsconnector

com.amazonaws.region.controlcatalog

BENRY
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https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/private-link.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/vpc-support.html#use-vpc-endpoints-with-codepipeline
https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/comprehend-medical/latest/dev/comprehendmedical-vpcendpoints.html
https://docs.aws.amazon.com/config/latest/developerguide/config-VPC-endpoints.html
https://docs.aws.amazon.com/connect/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/controlcatalog/latest/userguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS AR 7
AWS Cost Explorer
AWS B2 B L /O

AWS Data Exchange

AWS &Rl [E H

Amazon Data Firehose

Amazon Data Lifecycle Manager

AWS Database Migration Service

AWS DataSync

Amazon DataZone

AWS Deadline Cloud

Amazon DevOps Guru

AWS Directory Service

Amazon DocumentDB

Amazon DynamoDB

Amazon EBS direct API

RIS A

com.amazonaws.region.ce
com.amazonaws.region.cost-optimization-hub
com.amazonaws.region.dataexchange
com.amazonaws.region.bcm-data-exports
com.amazonaws.region.kinesis-firehose
com.amazonaws.region.dim
com.amazonaws.region.dms
com.amazonaws.region.dms-fips
com.amazonaws.region.datasync
com.amazonaws.region.datazone
com.amazonaws.region.deadline.management
com.amazonaws.region.deadline.scheduling
com.amazonaws.region.devops-guru
com.amazonaws.region.ds
com.amazonaws.region.ds-data
com.amazonaws.region.rds
com.amazonaws.region.dynamodb
com.amazonaws.region.dynamodb-fips
com.amazonaws.region.dynamodb-streams

com.amazonaws.region.ebs
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https://docs.aws.amazon.com/data-exchange/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/firehose/latest/dev/vpc.html
https://docs.aws.amazon.com/ebs/latest/userguide/dlm-vpc-endpoints.html
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Security.html#infrastructure-security
https://docs.aws.amazon.com/datasync/latest/userguide/choose-service-endpoint.html
https://docs.aws.amazon.com/datazone/latest/userguide/datazone-vpc.html
https://docs.aws.amazon.com/deadline-cloud/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/docdb-private-link.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-apis-vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

Amazon EC2

Amazon EC2 Auto Scaling

EC2 Image Builder

Amazon ECR

Amazon ECS

Amazon EKS

AWS Elastic Beanstalk

AWS Elastic Disaster Recovery

Amazon Elastic File System

Elastic Load Balancing

Amazon ElastiCache

AWS Elemental MediaConnect

RIS A

com.amazonaws.region.ec2
com.amazonaws.region.ec2-fips
com.amazonaws.region.autoscaling
com.amazonaws.region.imagebuilder
com.amazonaws.region.ecr.api
com.amazonaws.region.ecr.dkr
com.amazonaws.region.ecs
com.amazonaws.region.ecs-agent
com.amazonaws.region.ecs-telemetry
com.amazonaws.region.eks
com.amazonaws.region.eks-auth
com.amazonaws.region.elasticbeanstalk
com.amazonaws.region.elasticheanstalk-health
com.amazonaws.region.drs
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticfilesystem-fips
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.elasticache
com.amazonaws.region.elasticache-fips

com.amazonaws.region.mediaconnect
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/eks/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/vpc-vpce.html
https://docs.aws.amazon.com/drs/latest/userguide/installing-agent-blocked.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/dg/elasticache-privatelink.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#E
AWS Elemental MediaConvert

Amazon EMR

Amazon EMR on EKS

Amazon EMR Serverless

Amazon EMR WAL

AWS J#& A EEFER

AWS Entity Resolution

Amazon EventBridge

Amazon EventBridge HEf225

AWS Fault Injection Service

Amazon FinSpace

Amazon Forecast

RIS &8
com.amazonaws.region.mediaconvert
com.amazonaws.region.elasticmapreduce
com.amazonaws.region.emr-containers
com.amazonaws.region.emr-serverless
com.amazonaws.region.emr-serverless-services.livy
com.amazonaws.region.emrwal.prod
com.amazonaws.region.social-messaging
com.amazonaws.region.entityresolution
com.amazonaws.region.events
com.amazonaws.region.pipes
com.amazonaws.region.pipes-data
com.amazonaws.region.pipes-fips
com.amazonaws.region.schemas
com.amazonaws.region.scheduler
com.amazonaws.region.fis
com.amazonaws.region.finspace
com.amazonaws.region.finspace-api
com.amazonaws.region.forecast
com.amazonaws.region.forecastquery

com.amazonaws.region.forecast-fips
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/interface-vpc-endpoint.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/security-vpc.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-hbase-wal-privatelink.html
https://docs.aws.amazon.com/social-messaging/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/scheduler/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/fis/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/finspace/latest/userguide/infrastructure-security.html#connect-vpce
https://docs.aws.amazon.com/forecast/latest/dg/vpc-interface-endpoints.html

Amazon Virtual Private Cloud AWS PrivateLink

AWS AR RIS &8
com.amazonaws.region.forecastquery-fips

Amazon Fraud Detector com.amazonaws.region.frauddetector

Amazon FSx com.amazonaws.region.fsx

com.amazonaws.region.fsx-fips

AWS Global Networks for Transit com.amazonaws.region.networkmanager
Gateways
AWS Glue com.amazonaws.region.glue

com.amazonaws.region.glue.dashboard

AWS Glue DataBrew com.amazonaws.region.databrew

com.amazonaws.region.databrew-fips

Amazon Managed Grafana com.amazonaws.region.grafana

com.amazonaws.region.grafana-workspace
AWS Ground Station com.amazonaws.region.groundstation

Amazon GuardDuty com.amazonaws.region.guardduty

com.amazonaws.region.guardduty-data
com.amazonaws.region.guardduty-data-fips
com.amazonaws.region.guardduty-fips

AWS Healthimaging com.amazonaws.region.dicom-medical-imaging

com.amazonaws.region.medical-imaging
com.amazonaws.region.runtime-medical-imaging

AWS HealthLake com.amazonaws.region.healthlake
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https://docs.aws.amazon.com/frauddetector/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/glue/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/databrew/latest/dg/vpc-endpoint.html
https://docs.aws.amazon.com/grafana/latest/userguide/VPC-endpoints.html
https://docs.aws.amazon.com/guardduty/latest/ug/security-vpc-endpoints.html
https://docs.aws.amazon.com/healthimaging/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/healthlake/latest/devguide/vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

AWS HealthOmics

AWS Identity and Access
Management (IAM)

IAM Identity Center

IAM Roles Anywhere

Amazon Inspector

AWS loT Core

AWS loT Core Device Advisor

AWS loT Core for LoRaWAN

AWS loT FleetWise

AWS loT Greengrass

AWS loT RoboRunner

RIS A
com.amazonaws.region.analytics-omics
com.amazonaws.region.control-storage-omics
com.amazonaws.region.storage-omics
com.amazonaws.region.tags-omics
com.amazonaws.region.workflows-omics

com.amazonaws.iam

com.amazonaws.region.identitystore
com.amazonaws.region.rolesanywhere
com.amazonaws.region.inspector2
com.amazonaws.region.inspector-scan
com.amazonaws.region.iot.data
com.amazonaws.region.iot.credentials
com.amazonaws.region.iot.fleethub.api
com.amazonaws.region.deviceadvisor.iot
com.amazonaws.region.iotwireless.api
com.amazonaws.region.lorawan.cups
com.amazonaws.region.lorawan.Ilns
com.amazonaws.region.iotfleetwise
com.amazonaws.region.greengrass

com.amazonaws.region.iotroborunner
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https://docs.aws.amazon.com/omics/latest/dev/vpc-interface-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-VPC.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-advisor-vpc-endpoint.html
https://docs.aws.amazon.com/iot-wireless/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

AWS loT SiteWise

AWS loT TwinMaker

Amazon Kendra

AWS Key Management Service

Amazon Keyspaces (i& 1 Apache
Cassandra)

Amazon Kinesis Data Streams

AWS Lake Formation

AWS Lambda

AWS Launch Wizard

Amazon Lex

AWS License Manager

RIS &8
com.amazonaws.region.iotsitewise.api
com.amazonaws.region.iotsitewise.data
com.amazonaws.region.iottwinmaker.api
com.amazonaws.region.iottwinmaker.data
com.amazonaws.region.kendra
aws.api.region.kendra-ranking
com.amazonaws.region.kms
com.amazonaws.region.kms-fips
com.amazonaws.region.cassandra
com.amazonaws.region.cassandra-fips
com.amazonaws.region.kinesis-streams
com.amazonaws.region.kinesis-streams-fips
com.amazonaws.region.lakeformation
com.amazonaws.region.lambda
com.amazonaws.region.launchwizard
com.amazonaws.region.models-v2-lex
com.amazonaws.region.runtime-v2-lex
com.amazonaws.region.license-manager
com.amazonaws.region.license-manager-fips

com.amazonaws.region.license-manager-linux-subs
criptions
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kendra/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lake-formation/latest/dg/privatelink.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lexv2/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/license-manager/latest/userguide/interface-vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

Amazon Lightsail

Amazon Location Service

Amazon Lookout for Equipment

Amazon Lookout for Metrics

Amazon Lookout for Vision

Amazon Macie

AWS Mainframe Modernization

Amazon Managed Blockchain

AR &

com.amazonaws.region.license-manager-linux-subs
criptions-fips

com.amazonaws.region.license-manager-user-subsc
riptions

com.amazonaws.region. lightsail
com.amazonaws.region.geo.maps
com.amazonaws.region.geo.places
com.amazonaws.region.geo.routes
com.amazonaws.region.geo.geofencing
com.amazonaws.region.geo.tracking
com.amazonaws.region.geo.metadata
com.amazonaws.region.lookoutequipment
com.amazonaws.region.lookoutmetrics
com.amazonaws.region.lookoutvision
com.amazonaws.region.macie2
com.amazonaws.region.apptest
com.amazonaws.region.m2
com.amazonaws.region.managedblockchain-query

com.amazonaws.region.managedblockchain.bitcoin.
mainnet

com.amazonaws.region.managedblockchain.bitcoin.
testnet
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https://docs.aws.amazon.com/location/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-vpc.html#services-vpc-interface
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/macie/latest/user/vpc-interface-endpoints-macie.html
https://docs.aws.amazon.com/m2/latest/userguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

Amazon Managed Service for
Prometheus

Amazon Managed Streaming for
Apache Kafka (MSK)

Amazon Managed Workflows for
Apache Airflow

AWS Management Console

Amazon MemoryDB

AWS Migration Hub Orchestrator

AWS Migration Hub Refactor Spaces

Migration Hub SR RS 22 %

Amazon MQ

Amazon Neptune Analytics

RIS &8

com.amazonaws.region.aps
com.amazonaws.region.aps-workspaces
com.amazonaws.region.kafka
com.amazonaws.region.kafka-fips
com.amazonaws.region.airflow.api
com.amazonaws.region.airflow.api-fips
com.amazonaws.region.airflow.env
com.amazonaws.region.airflow.env-fips
com.amazonaws.region.airflow.ops
com.amazonaws.region.console
com.amazonaws.region.signin
com.amazonaws.region.memory-db
com.amazonaws.region.memorydb-fips
com.amazonaws.region.migrationhub-orchestrator
com.amazonaws.region.refactor-spaces
com.amazonaws.region.migrationhub-strategy
com.amazonaws.region.mq
com.amazonaws.region.neptune-graph
com.amazonaws.region.neptune-graph-data

com.amazonaws.region.neptune-graph-fips
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.aws.amazon.com/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html
https://docs.aws.amazon.com/memorydb/latest/devguide/memorydb-privatelink.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/connect-to-amazonmq.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

AWS Network Firewall

Amazon OpenSearch Service

AWS Organizations

AWS Outposts

AWS Panorama

AWS R Z 5 1m 75

AWS PCS

Amazon Personalize

Amazon Pinpoint

Amazon Polly

AWS BI& &R

AWS Private Certificate Authority

RIS &8
com.amazonaws.region.network-firewall
com.amazonaws.region.network-firewall-fips
1S L i B R AR IS B IR
com.amazonaws.region.organizations
com.amazonaws.region.organizations-fips
com.amazonaws.region.outposts
com.amazonaws.region.panorama

com.amazonaws.region.payment-cryptography.contr
olplane

com.amazonaws.region.payment-cryptography.datap
lane

com.amazonaws.region.pcs
com.amazonaws.region.pcs-fips
com.amazonaws.region.personalize
com.amazonaws.region.personalize-events
com.amazonaws.region.personalize-runtime
com.amazonaws.region.pinpoint
com.amazonaws.region.pinpoint-sms-voice-v2
com.amazonaws.region.polly
com.amazonaws.region.pricing.api

com.amazonaws.regi on.acm-pca
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_security_privatelink.html
https://docs.aws.amazon.com/panorama/latest/dev/api-endpoints.html
https://docs.aws.amazon.com/pcs/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/personalize/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/polly/latest/dg/using-polly-with-vpc-endpoints.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html
https://docs.aws.amazon.com/privateca/latest/userguide/vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

AWS Proton

Amazon Q Business

Amazon Q Developer

Amazon Q fEF&FTE

Amazon QLDB

QuickSight

Amazon RDS

Amazon RDS Data API

Amazon RDS Performance Insights

AWS re : Post Private
BRE W&

Amazon Redshift

RIS &8
com.amazonaws.region.pca-connector-ad
com.amazonaws.region.pca-connector-scep
com.amazonaws.region.proton
aws.api.region.gbusiness
com.amazonaws.region.codewhisperer
com.amazonaws.region.q
com.amazonaws.region.qapps
com.amazonaws.region.service.user-subscriptions
com.amazonaws.region.qldb.session
com.amazonaws.region.quicksight-website
com.amazonaws.region.rds
com.amazonaws.region.rds-data
com.amazonaws.region.pi
com.amazonaws.region.pi-fips
com.amazonaws.region.repostspace
com.amazonaws.region.rbin
com.amazonaws.region.redshift
com.amazonaws.region.redshift-fips
com.amazonaws.region.redshift-serverless

com.amazonaws.region.redshift-serverless-fips
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https://docs.aws.amazon.com/proton/latest/userguide/infrastructure-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/qldb/latest/developerguide/vpc-endpoints.html#using-interface-vpc-endpoints
https://docs.aws.amazon.com/quicksight/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html#data-api.vpc-endpoint
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/pi-vpc-interface-endpoints.html
https://docs.aws.amazon.com/ebs/latest/userguide/rbin-vpcendpoints.html
https://docs.aws.amazon.com/redshift/latest/mgmt/security-network-isolation.html#security-private-link

Amazon Virtual Private Cloud AWS PrivateLink

AWS B #% A% & %

Amazon Redshift &l API com.amazonaws.region.redshift-data

com.amazonaws.region.redshift-data-fips

Amazon Rekognition com.amazonaws.region.rekognition

com.amazonaws.region.rekognition-fips
com.amazonaws.region.streaming-rekognition
com.amazonaws.region.streaming-rekognition-fips

AWS Resource Access Manager com.amazonaws.region.ram

AWS Resource Groups com.amazonaws.region.resource-groups

com.amazonaws.region.resource-groups-fips

AWS Resource Groups Tagging API com.amazonaws.region.tagging

AWS RoboMaker com.amazonaws.region.robomaker
Amazon Simple Storage Service com.amazonaws.region.s3
(Amazon S3)

com.amazonaws.region.s3tables
Amazon S3 Z B FEE com.amazonaws.s3-global.accesspoint
Amazon S3 on Outposts com.amazonaws.region.s3-outposts
Amazon SageMaker Al aws.sagemaker.region.experiments

aws.sagemaker.region.notebook
aws.sagemaker.region.partner-app
aws.sagemaker.region.studio

com.amazonaws.region.sagemaker-data-science-ass
istant
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https://docs.aws.amazon.com/redshift/latest/mgmt/data-api-access.html#data-api-vpc-endpoint
https://docs.aws.amazon.com/rekognition/latest/dg/vpc.html
https://docs.aws.amazon.com/ram/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/ARG/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/vpc-interface-endpoints.html
https://docs.aws.amazon.com/robomaker/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointsPrivateLink.html
https://docs.aws.amazon.com/AmazonS3/latest/s3-outposts/s3-outposts-privatelink-interface-endpoints.html
https://docs.aws.amazon.com/sagemaker/latest/dg/notebook-interface-endpoint.html

Amazon Virtual Private Cloud AWS PrivateLink

AWS R R &
com.amazonaws.region.sagemaker.api
com.amazonaws.region.sagemaker.api-fips

com.amazonaws.region.sagemaker.featurestore-run
time

com.amazonaws.region.sagemaker.metrics
com.amazonaws.region.sagemaker.runtime

com.amazonaws.region.sagemaker.runtime-fips

Savings Plans com.amazonaws.region.savingsplans
AWS Secrets Manager com.amazonaws.region.secretsmanager
AWS Security Hub com.amazonaws.region.securityhub
Amazon Security Lake com.amazonaws.region.securitylake

com.amazonaws.region.securitylake-fips

AWS Security Token Service com.amazonaws.region.sts

com.amazonaws.region.sts-fips

AWS Serverless Application com.amazonaws.region.serverlessrepo
Repository
Service Catalog com.amazonaws.region.servicecatalog

com.amazonaws.region.servicecatalog-appregistry
Amazon SES com.amazonaws.region.email-smtp
com.amazonaws.region.mail-manager

com.amazonaws.region.mail-manager-fips
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/securityhub/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/security-lake/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
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AWS PrivateLink

AWS BR#%

AWS SimSpace Weaver

AWS Snowball Edge & & &1
Amazon SNS

Amazon SQS

Amazon SWF

AWS Step Functions

AWS Storage Gateway

AWS Supply Chain

AWS Systems Manager

AWS EfEMRKEER

Amazon Textract

RIS A
com.amazonaws.region.simspaceweaver
com.amazonaws.region.snow-device-management
com.amazonaws.region.sns
com.amazonaws.region.sqs
com.amazonaws.region.sqs-fips
com.amazonaws.region.swf
com.amazonaws.region.swf-fips
com.amazonaws.region.states
com.amazonaws.region.sync-states
com.amazonaws.region.storagegateway
com.amazonaws.region.scn
com.amazonaws.region.ec2messages
com.amazonaws.region.ssm
com.amazonaws.region.ssm-contacts
com.amazonaws.region.ssm-incidents
com.amazonaws.region.ssm-quicksetup
com.amazonaws.region.ssmmessages
com.amazonaws.region.tnb
com.amazonaws.region.textract

com.amazonaws.region.textract-fips
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https://docs.aws.amazon.com/sns/latest/dg/sns-internetwork-traffic-privacy.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-vpc-endpoints.html
https://docs.aws.amazon.com/step-functions/latest/dg/vpc-endpoints.html
https://docs.aws.amazon.com/aws-supply-chain/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://docs.aws.amazon.com/textract/latest/dg/vpc-interface-endpoints.html
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AWS PrivateLink

AWS BR#%

Amazon Timestream

InfluxDB By Amazon Timestream

Amazon Transcribe

Amazon Transcribe Medical

AWS Transfer for SFTP

Amazon Translate

AWS Trusted Advisor

AWS fE i EiB A

Amazon Verified Permissions

Amazon VPC Lattice

AWS Well-Architected Tool
Amazon WorkMail

Amazon WorkSpaces

Amazon Workspaces Z4 BIE 25

RIS A
com.amazonaws.region.timestream.ingest-cel 1
com.amazonaws.region.timestream.query-cel 1
com.amazonaws.region.timestream-influxdb
com.amazonaws.region.timestream-influxdb-fips
com.amazonaws.region.transcribe
com.amazonaws.region.transcribestreaming
com.amazonaws.region.transcribe
com.amazonaws.region.transcribestreaming
com.amazonaws.region.transfer
com.amazonaws.region.transfer.server
com.amazonaws.region.translate
com.amazonaws.region.trustedadvisor
com.amazonaws.region.notifications
com.amazonaws.region.notifications-contacts
com.amazonaws.region.verifiedpermissions
com.amazonaws.region.vpc-lattice
com.amazonaws.region.wellarchitected
com.amazonaws.region.workmail
com.amazonaws.region.workspaces

com.amazonaws.region.workspaces-web
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https://docs.aws.amazon.com/timestream/latest/developerguide/VPCEndpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-influxb-privatelink.html
https://docs.aws.amazon.com/transcribe/latest/dg/vulnerability-analysis-and-management.html
https://docs.aws.amazon.com/transcribe/latest/dg/med-vpc-interface-endpoints.html
https://docs.aws.amazon.com/translate/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/notifications/latest/userguide/vpc.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/infrastructure-security.html#interface-vpc-endpoint
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AWS BR#5 A% & %

com.amazonaws.region.workspaces-web-fips

Amazon WorkSpaces fEfEiZlE Fi%  com.amazonaws.region.thinclient.api

AWS X-Ray com.amazonaws.region.xray

mETAN AWS IR 218

EALAE A describe-vpc-endpoint-services i H RtR X #E VPC im B RIS 8.

THIgEFIER AWS R IBEEEFSTNHRIMN o --query BES & HRFBRBE B,

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query ServiceNames

THREHE

"aws.api.us-east-1.kendra-ranking",
"aws.sagemaker.us-east-1.notebook",
"aws.sagemaker.us-east-1.studio",
""com.amazonaws.s3-global.accesspoint",
""com.amazonaws.us-east-1.access-analyzer",

com.amazonaws.us-east-1.account",

BA RIS EEEN

WEREBE 2% , B LUEA describe-vpc-endpoint-services i R 187 5 B % 18 ik 2h IR S A9 5240
&R,

THEfEeERISERES Amazon CloudWatch F i 2V BB E o

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1l.monitoring" \
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https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/vpc-interface-endpoints.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-security-vpc-endpoint.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html

Amazon Virtual Private Cloud AWS PrivateLink

--region us-east-1

LT A&EF#EE, VpcEndpointPolicySupported RREE X Eif I
%o SupportedIpAddressTypes RAZEN IP it 3EH,

"ServiceDetails": [
{
"ServiceName": "com.amazonaws.us-east-1l.monitoring",
"ServiceId": "vpce-svc-0fc975f3e7e5bebas",
"ServiceType": [
{

"ServiceType": "Interface"

1,
"AvailabilityZones": [
"us-east-1la",
"us-east-1b",
"us-east-1c",
"us-east-1d",
"us-east-1le",
"us-east-1f"
1,
"Owner": "amazon",
"BaseEndpointDnsNames": [
"monitoring.us-east-1.vpce.amazonaws.com"
1,
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com",
"PrivateDnsNames": [
{

"PrivateDnsName": "monitoring.us-east-1.amazonaws.com"

1,
"VpcEndpointPolicySupported": true,
"AcceptanceRequired": false,
""ManagesVpcEndpoints": false,
"Tags": [],
"PrivateDnsNameVerificationState": "verified",
"SupportedIpAddressTypes": [

"ipv4"

]I
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"ServiceNames": [
""com.amazonaws.us-east-1.monitoring"

AR i B BUR S B

EERIBEEEXEIREBE , Wlldescribe-vpc-endpoint-servicestify , iz

VpcEndpointPolicySupported M{E., TREM{EA true M false,

TrHgEfleEREEENRBEREXEECREPNIRIEBE, --query BEEKEH R A
VpcEndpointPolicySupported B,

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1.s3" \
--region us-east-1 \
--query ServiceDetails[*].VpcEndpointPolicySupported \
--output text

THIREa 58,

True

THIEHIFIH AWS R XEREEESPIRIBEEEN o --query BREZBHRHABRKEE. 5
£/ Windows i TR RF TG T A FRREAFTFHABENESIR , YKTEBEF IR\ BES

A
(<]

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="true ].ServiceName'

THIRE 58,

"aws.api.us-east-1.kendra-ranking",

"aws.sagemaker.us-east-1.notebook",
"aws.sagemaker.us-east-1.studio",
""com.amazonaws.s3-global.accesspoint",
com.amazonaws.us-east-1.access-analyzer",

com.amazonaws.us-east-1.account",

BRI E X E 44
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AWS PrivateLink

THIEHIH EH AWS BRI T ERIEEEFHPIHRMBERN o --query BEESSALHRBRHIAREER, &
E{# A Windows

YR

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \

--query 'ServiceDetails[?VpcEndpointPolicySupported=="false ].ServiceName'

TH R g5,

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

us-east-1.
us-east-1.
us-east-1.

us-east-1

us-east-1

us-east-1

us-east-1

us-east-1

appmesh-envoy-management",
apprunner.requests",
appstream.api",

.appstream.streaming",
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.

awsconnector",
cleanrooms-ml",
cloudtrail"”,
codeguru-profiler",
codeguru-reviewer",

.codepipeline",
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
.email-smtp",
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
.lorawan.cups",
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.

codewhisperer",
datasync",
datazone",
deviceadvisor.iot",
eks",

glue.dashboard",
grafana-workspace",
iot.credentials",
jot.data",
iotwireless.api",

lorawan.1lns",
macie2",
neptune-graph",
neptune-graph-fips",
outposts",

.pipes-data",

BERFAATLGT  FEREAFEAENESIR , W TREF TR\ BE
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com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

18 IPve X

HERE AWS IRBEH IPv6e &

us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1
us-east-1
us-east-1.
us-east-1.
us-east-1.

q",

redshift-data",
redshift-data-fips",
refactor-spaces",
.sagemaker.runtime-fips",
.storagegateway",

transfer",

transfer.server",
verifiedpermissions"

ESEAWS I IPv6 B IRIE. ETTLLEER T % describe-vpe-

endpoint-services a5 KRR AWS R#E B LEIREREFEB IPv6 FEM . --query BIEEH

BRI SRR,

aws ec2 describe-vpc-endpoint-services \

--filters Name=supported-ip-address-types,Values=ipv6 Name=owner,Values=amazon
Name=service-type,Values=Interface \
--region us-east-1 \
--query ServiceNames

TH R FE

"aws.

aws.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

api.us-east-1.kendra-ranking",
api.us-east-1.gbusiness",

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

us-east-1.
us-east-1
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1

account",

.applicationinsights",
apprunner",

apS",

aps-workspaces",
arsenal-discovery",

athena",

.backup",

braket",

cloudcontrolapi",
cloudcontrolapi-fips"
cloudhsmv2",
compute-optimizer",
.codeartifact.api",
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html
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""com.amazonaws.us-east-1.codeartifact.repositories",
""com.amazonaws.us-east-1.cost-optimization-hub",
""com.amazonaws.us-east-1.data-servicediscovery",
""com.amazonaws.us-east-1.data-servicediscovery-fips",
""com.amazonaws.us-east-1.datasync",
""com.amazonaws.us-east-1.discovery",
""com.amazonaws.us-east-1.drs",
"'com.amazonaws.us-east-1.ebs",
""com.amazonaws.us-east-1.eks",
""com.amazonaws.us-east-1.eks-auth",
"com.amazonaws.us-east-1.elasticbeanstalk",
""com.amazonaws.us-east-1.elasticbeanstalk-health",
""com.amazonaws.us-east-1.execute-api",
""com.amazonaws.us-east-1.glue",
""com.amazonaws.us-east-1.grafana",
""com.amazonaws.us-east-1.groundstation",
""com.amazonaws.us-east-1.internetmonitor".
""com.amazonaws.us-east-1.internetmonitor-fips".
"com.amazonaws.us-east-1.iotfleetwise",
""com.amazonaws.us-east-1.kinesis-firehose",
"com.amazonaws.us-east-1.lakeformation",
"com.amazonaws.us-east-1.m2".
""com.amazonaws.us-east-1.macie2".
""com.amazonaws.us-east-1.networkflowmonitor".
""com.amazonaws.us-east-1.networkflowmonitorreports".
"com.amazonaws.us-east-1.pca-connector-scep",
""com.amazonaws.us-east-1.pcs",
""com.amazonaws.us-east-1.pcs-fips",
""com.amazonaws.us-east-1.pi",
""com.amazonaws.us-east-1.pi-fips",
""com.amazonaws.us-east-1.polly",
""com.amazonaws.us-east-1.quicksight-website",
""com.amazonaws.us-east-1.rbin",
"com.amazonaws.us-east-1.s3-outposts"”,
""com.amazonaws.us-east-1.sagemaker.api",
""com.amazonaws.us-east-1.securityhub",
""com.amazonaws.us-east-1.servicediscovery",
""com.amazonaws.us-east-1.servicediscovery-fips",
""com.amazonaws.us-east-1.synthetics".
""com.amazonaws.us-east-1.synthetics-fips".
"com.amazonaws.us-east-1.textract",
""com.amazonaws.us-east-1.textract-fips",
"com.amazonaws.us-east-1.timestream-influxdb",
""com.amazonaws.us-east-1.timestream-influxdb-fips",
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""com.amazonaws.us-east-1.trustedadvisor",
""com.amazonaws.us-east-1.workmail",
'com.amazonaws.us-east-1.xray"

AWS R AR E VPC inE1FE

BRI AN HE VPC IS LUERER EE BRI AWS PrivateLink , @3EFF% AWS RS, 0%
BLE 5528 the section called “#=” M FH AWS IRT%.

HRERL VPCHEENESEFH , RMEEFRPENIRHARAE , YR FHEbuEE P A HIBK
A P ht, WEHARAERFEREEENMERNAME ; BE AWSIEFFRRTE , BEFTEECE
Y,

EfRgnfumes AR ERREEE, NFEFMAES K F2RARRIEE.

B 8%
- FZRIFRH
« B VPCing

- HFFHEK

« ICMP

SRR

. TBEHTE VPC AWS BRI P WER,

« ZPEMFHAFE DNS , BAERA VPC 9 DNS T#EZ B DNS i, EELEH , F28

(Amazon VPC fEF & Er) HPRMEMERT DNS B,

s BEEANHEBEHMA IPv6 , AWS R HBEZEIEIB IPv6 FH. MEFME , S Bthe section
called “IP #hyt¥EH",

- RIRFEEBRNTEHELRSRE , AFTRE VPC ERNFERRE, flW , & 7K AWS CLI AT #
HTTPS FBEREIXE AWS j1 , KL B EMLAEAFEA HTTPS RE.

- MREWERNVAEBMEE ACL 1V FHER+P , FHEFEMEE ACL 27 VPC AR ERRinHER N H
ZFEﬁEI‘J‘;ﬁ;Eo

- BR B % AWS PrivateLink . MEFFMER , 58S EAWS PrivateLink BL&E,
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https://aws.amazon.com/privatelink/pricing/#Interface_Endpoint_pricing
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
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3 VPC um®h

EATIEFBILERE AWS RENTE VPC inEi.

A BY M HmE AWS R

1.

2
3
4,
5

o

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEBEE K PIEE Endpoints (ImE).

BEE IR,

SHEER | BIE AWS R

¥ Service name (RIEE ) , BBERE . WMEFHFMEN , 552 Mthe section called “E &5 1 iR

¥R VPC , FERUEERPFE AWS RFHY VPC,

MREELER 5 FiEE Amazon SSHIREERE , W ABEREASE DNS ZE , FEINHEMER
E., A DNS £, #ETIEN® K KRS EBRIESGHEARMEMATE DNS, BREA
Amazon S3 BN EixBEXEE B E A Resolver inEHIFAHE DNS, HREZE Amazon S3 KA
BinE , BREEHHEARERBATE DNS |, IBEERBTHEFNEE —EBSBHFEWE
FHERAA S,

WMRIEHE SR 5 PIEE Amazon S3 BUANEABRBHNBRHZEERE , AIRKSHREMHEMEKRE. B
FiI DNS £, 2RERERR. EHRAREALFREHIMAFER , Hla0iE1B AWS SDK ZHAY
R, R EERN VPC iHE,

st TR BENEEHPETRMBARNEN FRERK. SUNAEETABERE—E#F8R%,

SEEEEBN T B ESRERINZEFEE,. NEFMER , 5528the section called “F #8 #% £2
Al 2,

KFERR , RIS’ 7K P thut S5EZEE IP #hit , WK EMERGREEENEH,. FEBTEE
IP tthiib , FHEEUEE IP Hhsit, FHEEE , 7% CIDR BRI FIHE IP thit FM&HE —{& IP it
EREMRIER , At EEESRBRR T EEECH.

#H¥} IP address type (IP it 3EHY) | T 5)5RIE HIRIE -
« IPv4 — i IPv4 sh3bIERIG IR R N EH. AEEMAERN TREREHESR IPv4 it EE , B
LERRHE 1 IPv4 FEREF , X EIEE,

« IPv6 - # IPV6 it iSRG IR T H. REEMAEEINN FREB2ER IPve 7#5K , B
MRS IES IPv6e B3R , FXEILEE,
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« Dualstack — 7% IPv4 # IPv6 it f8 kG IR BB H. REEFEIZIN FREEEEER IPv4
FIPve H it E5E | HILARIEIES IPv4 # IPv6 5BRE | X EIEE,

10. ¥1 Security group (Z£##H) , ENEHKEERENEELBBNZLEH, BIBEER , g6
VPC MTERR L& B E MBI

1. SUBE  BEAHTAERERARY LGB LNFERIE  HERZBER., LERHT
W, BERETEHARE, ABHEE VPC KBRS  WRES T, NBHEER B
SHHEHE,

12. (BR) BEMEBER , 52 E Add new tag (HHEER) , ARG ASERNENE.
13. BERM W

£ A a5 B2 39T T o 26

 create-vpc-endpoint (AWS CLI)

* New-EC2VpcEndpoint (Tools for Windows PowerShell)

HH F R

BEERSHARANFREBTREY, HR, BRHMER VPC inR, T8 , AJERGLRAN FREEFE
A VPC w8,

ICMP

N E% A2 E Epingia K. B LAHAFERA ncE nmapii <.

AR TE 71 THI Ui
RYAE VPC HE2 % , BTEHELER,

%

- HENBER TR
- BBiReRA

- fm¥E VPC i BEBUR
- BALE DNS 28
- EEER
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpoint.html
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FIE SR IR E%

HRNERE , —EAURESRERE—EATFE, NREHEFE  BASEFRIBRILIREREEN
o, WRFHE IP bt SE P AHIE RIS IP thit, IREBBRFE , RMESMBREHERERNE,
WMEFMES , 52 Bthe section called “F R E A H[E 15",

EEFAFEARE

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ A&,
2. HEEEBEH®KTIEE Endpoints (E).

3. EEUTEIwE.

4. & Actions (E)YE). Manage Subnets (B ¥#8),

5

A EEEENSECEENYAESE, stESETAES , BN —EFHERK. KER, ZHaER

FHES IP bt SFENEEY IP thit , WA TMERGHEMERNEH, EEEFRHMERAEN IP it
i, FEEUEE IP bt 30 £ F AR thut EEEE A 1Pv4 ik, MRIRBRELZE IPv6 , BHEEIL
¥ HBES byt ETE A IPV6 Hbiik,

MREHEEAY VPC inBin M M EN FHRKIEE IP it , FRIFIS LR i B T E
RisHBENE. EREFSERPE FHEEN VPC IRFAER,

6. iZIE Modify subnets (& F#8).
EEFRAGTIEETHE

» modify-vpc-endpoint (AWS CLI)
» Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

BAER R 2 A+ 4E

BANSERNTHRFNFERTEABBNZ 2B E, REFERUTRB AR VPC P2 EFRRME
IR T E R E.

EECEAIEAEERSHA
1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ A&,

2. HEEEBEHKTIERE Endpoints (FHE).
3. EE HEHIKE.
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4. EIE Actions (B)YE). Manage security groups (BEXEZ £ &),

5. BEEENHEUHENZEEE.

6. iEIE Modify security groups (8L £84H).

EEEADTIRELRSEHE

» modify-vpc-endpoint (AWS CLI)

» Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

#mEE VPC im R BUR

R AWS Bi¥ EIRFMBUR |, B LIRBRMNIRMBER, EMRMBRE  SELERFERED
B, MEFEEA , F2REMBCR.

AEERATRESERMBUR

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

EEBEE K PIEE Endpoints (ImE).

EES T E iR .

i#E Actions (Bi4E). Manage policy (BEEBX%).

iBE Full Access (REFR) LA B FERY , i#EE Custom (HF]) WiEEEBFTBUER,
i#1Z Save (f&1F).

2

EEREADTIBERMBUR

» modify-vpc-endpoint (AWS CLI)

» Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

By %.%E DNS &8

EZRES AWS RIEH VPC inBUAFAE DNS £, EWRREALNARBIHIENFER , HluEid
AWS SDK RHBIFER , AT EE[ VPC imFo
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HEMEANE DNS |, BL4ARA VPC B DNS E# AN DNS #47, BMATE DNS BBz#® , hAE
IP i3t ATRER B S ES e EF . EERUBTE DNS BB |, RMEIM DNS L& ARLE. RHit
FAH DNS BT BT,

FEFEAEREBEILS DNS BHEHR

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. TEEBEBEEFIEE Endpoints (i ).

3. EEUTHEIRR

4. B4 Actions (84E). Modify private DNS name (& #,%E DNS &),

5. BIBEEREEERR Enable for this endpoint (& itk im ZEEUR).

6. MWRRHEE Amazon S3 , EL—FSHEMAINIFEEA , BFZEEHEENREREALE
DNS., MR Z{mFFEAZEEFE DNS Thae |, FHERESHEHEANREEAFAE DNS, mMRKRT
Amazon S3 N EIRE 25 , 588 Amazon S3 WEE R , I BiZEEHHEARERABALE
DNS , RIfET—ESBHHEEEFRSWNIBERIAL ., MEFMENR , 552 Bthe section called
“$A5 DNS’,

7. 1##E Save changes (RREEE),

EEEAGTIREILSE DNS SBER

+ modify-vpc-endpoint (AWS CLI)
» Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

BEEER
EARTENNERE AN CRIBEAERETEIRS A,
EEEATRAEEER

1. 7E https://console.aws.amazon.com/vpc/ BIRL Amazon VPC £ &,
FEEEE K FEE Endpoints (W H)o

BEEUT E iR

#1Z Actions (B1fE). Manage tags (BEEBZH).

HAEHMENSEZEE , 55181F Add new tag (FTIEER) , AEBAEBRSBNERE,
EEBRER K BREZESBNELAMN Remove (BER).
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AWS PrivateLink

7. igj% Save (ﬁﬁ)o

EEERABTIREZER

- create-tags Ml delete-tags (AWS CLI)
« New-EC2Tag # Remove-EC2Tag (Tools for Windows PowerShell)

BRI E R RS FAYIRER

B ERMEA , BRENERMABNSESHNIRE, Sl , BEIFIERERFERE

BT B4,

%

« E SNS EA
- FIBFEUBGRE
- HBEBBEX

I SNS @4
AT SEREN T ABAE T Amazon SNS =88 |, WETREZIEE,
EEFAERAERY N EFRENEN

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
EEEE % HIiRE Endpoints (SHEh).

BEEUT E iR

£ Notifications (B&1) &5|#ZFE,+ , i#IZ Create notification EILEH).
EHEEA ARN | BIEMSRE T 2 SNS =M Amazon Resource Name (ARN),
EEFTESEMS |, 51 Events (BH) HPiEEL,

o a0 bk~ w N~

- Connect (IE#) - REEEERIMNNERY. SSEBKERBREXERBREMLE,
 Accept (%) - REBREEFZIZIERFI R,
- Reject (IE#B) - R H BB ERF KR,
* Delete (MER) - BR % 5H & & MIER T E w2
7. iZIZ Create notification (B3I EAH).

BWNHIRRENIRE
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-tags.html
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https://console.aws.amazon.com/vpc/
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HEERABTIEY T ERIEAEA

* create-vpc-endpoint-connection-notification (AWS CLI)

* New-EC2VpcEndpointConnectionNotification (Tools for Windows PowerShell)

#iEFEUBCR

BENBERFIEE AT KRERMBA Amazon SNS AWS PrivateLink =88 |, SlIZILL TR A,
WEFMEES , F2RNAHEERH Amazon SNS TEHNZEUBEE ? A aws:SourceArn
aws:SourceAccount £IHEH S,  UBHIEREEEREANE R,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
1,
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
1,
"StringEquals": {
"aws:SourceAccount": "account-id"

B TRMBUR

MREEANRINZRE SNS 78 , KMS £ E REEK L AEE AWS PrivateLink = gEFEIY AWS
KMS AP| ##4E, €BBEREHIT,

{
"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "vpce.amazonaws.com"

}I

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,
"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"

I
"StringEquals": {
"aws:SourceAccount": "account-id"

il BR A7 T s 3R

VPC i B RAE A R ED AT MIBR. M BR A T v 3t S M BR EL i BB BR T T o
BEEATEEMBRNEIRE

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
EEEE K FIRE Endpoints (ImE).

BEEU T Eim B

iZIZ Actions (Bi1E). Delete VPC endpoints (B VPC i),
HIRFR K , & —T delete,

BE MR .

o g k~ w0 D

= EER DT FIMBRS EiwE

+ delete-vpc-endpoints (AWS CLI)
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* Remove-EC2VpcEndpoint (Tools for Windows PowerShell)

& & i

& VPC in BT EEELRN VPC BB BERES NAT £& , Mo LURAE Amazon S3 #
DynamoDB I AI i8R, BEwEARFER AWS PrivateLink , EBEM¥ERM VPC i%EFE,

Amazon S3 #l DynamoDB X EFERM MM HimE ., MEREBENLE , FZ2RATIAR :

« Amazon S3 9 VPC s S5
« Amazon DynamoDB K VPC i Zi 58 &

EE
ERARERMETEEANE,

B #

- BLE

- BRH

- RE

- BAM Amazon S3 i R iH 2
« Amazon DynamoDB #Y & 8 i 2

B=E

&) LLEIB 2 8 BR 75 s 2 20358 R & ik B 2R FHX Amazon S3 #l DynamoDB, LBl EELEBHEL S
o

BB M PR AR BE R B 1T P EL

T B EE R 1T E 8 & B 2 2\ 8 R 7% i% B 2B Amazon S3 #l DynamoDB, #\8 F# 5 #1TE
882 Amazon S3 = DynamoDB WRE 2R MEE VPC WBEMAKEE K AEXKRHAEZZBRE. LEF
R TEEEES REFEIXE Amazon S3 5 DynamoDB , AABRIBESR , A E FHEIEER
R FEENER, EEZLE FERPHHTERKRESEE Amazon S3 = DynamoDB , #
TEK NAT REHGELE FRE , YL E FREPHRERBE NAT £E, E Amazon S3 T
DynamoDB Wi £ B AR MER , T25E AWS K.
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AWS PrivateLink

Reqgion

.." ﬂ_'

1B R B v R 1T 7 X

T B 8 R A 171 B8 20403 R i& U B SR 17 BX Amazon S3 # DynamoDB. #R#&# VPC % Amazon S3

5 DynamoDB HRES

BRHEERERMN. SEFEEERBLAET—ERKH  ZABHEEARBHF

BRE , KENBARBRBNRESEINFERT. NFFEEN , F28 (Amazon VPC EAEE
M) P AWSEEFEBE,

Region

@

S

£

BE
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B EH

BYREREE , S AAMANFREE VPC AR, THRAE A BHEESENNSERS
x, BNHE FIEERBENFEFE , AWS MEERFEBRR,

=R:0p: B
prefix_list_id gateway_endpoint_id
ZEENR

« BULERERMAFEIBHRPOGKMESR , ERZEAIMBREF . EESRIMZBHEERA
*®, ERRHERERMNEEE, EQEUHKRARERERMEB M RFEERME , RASMER
i 6 B8 EH o

- EFEREEBNERAREEN FETNERTEES B BERARERRRTFIRE, RELK
HRIEEBN FETNHTERSEALARERS M ERERR,

- BHKRALURRKEEZE Amazon S3 W% 2 B E| DynamoDB Wik Bk H, B UEZEKH
R BEEHERE (Amazon S3 5 DynamoDB) Him il M, EREEE —BAXRDEEHERS
(Amazon S3 B DynamoDB) # Z i B H.

- ﬁﬁéﬁﬁfiiﬁgﬂﬁéﬁiﬁﬁﬂﬁm fEMmY BT AR R B (RRMFEAN). BRERRIKE
RBEHR , EEREUTRR !

- MRE—ERESMEMAEMAKRE (0.0.0.0/0) EEZHEEMAKEE , AIXFERAHABN
AEHEE TR (Amazon S3 = DynamoDB) Wi BEEE%#E, Bt BTRE NHE AWS
BR 7% & {55 F AR PR AR R B

- BW# BT E RS R (Amazon S3 5 DynamoDB) W HAE R T MKRAKEE K RAFEE
BERBEREEEH,

- MRE—EXRESAEHEREEEPHIRI (Amazon S3 5 DynamoDB) {5 EMYIA IP it EE , Al
ZRHEERRERKA,

zZE

B 1T E B8 %8 B B i% 2 FH Amazon S3 = DynamoDB B, A HE A\ G in B REIRE. ELH
TEBNZEFHEXEATELRBENRE. UATR2ELHRAEG, HESRRBENFEEE ID.
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B9t B E BRI
prefix_list_id TCP 443

ELEHITER FHEBNEN ACL X AAFFEHRBNRE. UTREHRAEF, BEEEMER
ACL RAIMBRFEFE , B ARRENFEFEPIGERIE IP it sE,

B /Y it B E EEHREE
service_cidr_block_1 TCP 443
service_cidr_block_2 TCP 443
service_cidr_block_3 TCP 443

B AR Amazon S3 Y & % 2k

B LAE A RE VPC 21 VPC R 1ZEL Amazon S3, B2V BERE%E , SulEFEAKRART
HWEE , AR VPC &l Amazon S3 AR E.

ERARERMETREEANE,

Amazon S3 X EMERMMAEIKE, L7 LERARERRMIEEN VPC 7 Amazon S3 , MEFA
VPC SRR EIEDR NAT KB , WEFIVRAER, T8 , FERMETAFFEAEEE S,
Hith AWS BEHHEE VPCs ERERFEETEFR. ELBERAT , ELEMNA MR (FH

ARNE), MEFMER , FSE (Amazon S3 EAEER) FHERARMN Amazon S3 B VPC i B4

A,

B 8

- ZEEH

- #.F DNS

- BYREIRR

- EARETEBREHFR
- EABERR R

- #m¥E VPC i BEBUR

B Amazon S3 #Yif 24 60


https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#types-of-vpc-endpoints-for-s3
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oIBR8 b

ZEE

- REGRMAREECRUZRMNESRPEH, FHLER S3 REFrEARNESPEYRERR,

- WMREFHEMABR Amazon DNS faIfR2E , AIAARKA VPC B DNS EH R DNS ##47, 40
REFEABCH DNS fARER , FHEARE Amazon S3 R HAVFER AT IEFEFETA AWSFTHERZER IP b
ik

- BWREBFEEREFE Amazon S3 BWEIITEE , T2 BHENR XA ARFFEDL Amazon S3 BIR
2, BUUERLFHESRAPS R Amazon S3HNFEEE ID,

o HHRAEIRFEREFE Amazon S3 BWEIITERE , FHEKEMARE ACL 4B RFFEL Amazon S3 B
B, BEEEMER ACLRAPSRBFEEE , B Amazon S3 M F E/FE HES Amazon S3
B IP #hit EE,

- RELREMER AWS R FEFH S3 RETEN . fl, RBUREFEFNERAFERNR
irl  REURSEREEEDEARRERA TR EC2 HTEER. BRI , FHREEN IR
HBURLFT AWS IR s EIRGEEA s3:GetObject BMEFEUE L RAFATEE.

o BT RS A VPC inBHY Amazon S3 R , EE P BRI RFEFEBBEFFEA aws: Sourcelp
&4, B aws:VpcSourcelp &, & , B UUERKHEE | BHEIHL EC2 HITERET
iEiB VPC i #1FEL Amazon S3,

- FERMEXE IPv4 RE,

 Amazon S3 Pl 28 F R F T EBIIR IPv4 bt , S1EANHE IPv4 B ES VPC
REVRE IPv4 bk, IRESSUIIREREERE |, U PENERFRRAY TCP ER. EFH YE IPv4 kY
XAERTERE. EREEEVIBARMR I ENTEEZRS  NERRECETIE , #REE
HEiR e BT BB EHERE Amazon S3.

U BEAR T RERE H VPC, VPN E4E, VPC BiEELE, HmEE= VPC ® AWS Direct Connect
HRES—mMERELEHABEREE Amazon S3 B,

- BEVMRFEHRNSEESNFERERS 20 @RERS , WEEETHE. 8@ VPC t8F 255 EF
B BRI BR o

#.5F DNS
5 Amazon S3 B BN % | ALBREFE DNS UBELRAE,

Route 53 Resolver

B Amazon S3 #Yif 24 61
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Amazon € A&H VPC 121 DNS f@Aka% , &5 Route 53 Resolver, Route 53 Resolver € B
BT AH VPC BEEBANLEREREPHNGEHF. B2 , B&EE%E VPC AIBEA Route 53
Resolver, Route 53 2121 Resolver i Z 1 Resolver R Al | ALK VPC S\ ZBEH Route 53
Resolver, A Resolver i # &% DNS &t AP B ML E X E Route 53 Resolver, EiH
Resolver % 2 &% DNS &3¢ Route 53 Resolver % E A ZPE B -

E184& Amazon S3 BT HIm B E AEE ¥ E A Resolver in i FEHAFAE DNS & , BISEIEA
Resolver i i, A Resolver it B g4I EE @ Amazon S3 & HEY DNS EH RN AN HE %2
WAE IP i, HEPItEEHE Route 53 Resolver B ALIAS 528&3#71#8 = Amazon S3 EI’J ‘EFEERES ,
LMERE VPC By DNS Z=H 4T A Amazon S3 AF IP it |, 304557 & 5% i 3 R E ik 2,

#.%8 DNS
WRIEAE Amazon S3 N HImHEXEFE DNS |, B REE¥EA Resolver im B EFAHE DNS | Al

D= W"‘B"‘B%#ﬂﬂ%%ﬂ VPC HyEER#BEERAN Eﬁﬁ”ﬁﬂiﬁﬁﬂi Amazon S3., Eltt , RE VPC E’megﬁ‘ﬂgﬁ
RN EmRY , SREARNE  IRREFARERY , ALEFTEANTE,

On-premises Region
]

data center
Private subnet @

rl Gateway endpoint /@
53 bucket
@)

VPN connection Interface endpoint

EERAREA Resolver % FAHE DNS

MR BE S E A Resolver in B EFAE DNS |, BIRBE AN ERENERESFEANEIRIHEFE
Amazon S3 , MR A VPC WHERESFEHRAEREHEE Amazon S3, At , B LURELEER , AAE
AEEEEZFEARERENRECRA N EREE K BIEENE,

B Amazon S3 #Iim 2 62
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On-premises Region
data center

Private subnet @\\“
Gateway endpoint >@
53 bucket

[]

e o
(7] >
VPN connection Interface endpoint

FREPH DNS

A ATEE Y Amazon S3 N EIRE 2Rz R AHRENE DNS, MEFHMER , F2H the
section called “# 31 VPC in 3" (B HIEE) = the section called “BAFAE DNS B8 (B &R
E)o

e VAL BEN R
FERATHREFREIEZZE Amazon S3 WEERKE,
FRERAEVREERY

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,
EEEE K FIEIE Endpoints (wE).

BEEVINH,

¥ Service category (BRFEER) , EIFE AWS R,

ST RIS | FIEENR IR EE = Gateway , AZIZH com.amazonaws.region.s3.
§t¥ VPC , ERERHEPETIRBE VPC,

#H¥f Route tables (BEHR) , EMEMHIKIEFEANKEAR. RMSBHHEEH , KURELAEE

HRERE M BN E.

8. ¥R Policy (B3€) , #H Full access (REEFH) , LAAFF VPC B LA EERNAE ERETAT
BigfE, &R, 5ZE Custom (BE]) , E#E VPC inBBR , ZIBRIZEHI T EMLARE VPC B LY
ERBITRIENER,

9. (ZBA) ZEMEER , FHiBIZE Add new tag (FIEER) , REWAERNENE,

N o g & DN

B Amazon S3 #Iim 2 63
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10. BERM W

& BER DT HIEILFER

 create-vpc-endpoint (AWS CLI)
* New-EC2VpcEndpoint (Tools for Windows PowerShell)

£ A EF iR BURE S FH

BRI LME AR BBCRRIZH S ERE. VPCsFE AWS tRF ., ELEFREERBREH LR
B9 F R B PR TR Y IR ENAERR o

Example 5] : PR $l4F E i B #Y 77 B

A LAEA aws:sourceVpce HREE €  BURFIBBERRBRHEFIERBENFR. RIEFAEEN
FERE , SRIATHRESEEEAEESFEFIIEENREFIR. FIE  LBEREHHSEB AWS
Management Consolef A 1§ E EIERFEUE EW R FETHE.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPCE",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-la2b3c4d"
}
}
}
]
}

Example £ : BRFI4FE VPC KIFEL

A LAE A aws:sourceVpe REE€8 , BURBFIRBEREHESE VPC WFH. NREEHERR
VPC X EZEmE , B+ EMH. BRIFEFBREZRRBEEN VPC , BRIUTHREERBFERIEED

HEHAR Amazon S3 K% 2, 64
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EEERIEENMETE., FIE LB HEER AWS Management Consoleff F 15 E B /ER 7 HL
EENREITHSE.
{

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Allow-access-to-specific-VPC",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::example_bucket",
"arn:aws:s3:::example_bucket/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-111bbb22"
}
}
}

Example 84 : FREI¥4SFTE IP it sEERY 7 E

A LAE A aws:VpcSourcelp R4 €88 | B BERRRFIEISE IP it EEMNFE. BRIFFERZRRE
EEWN IP it FEAUTHRXRSERFEAEEHFFREENRFIR, FI1E , LERSHHEHER
AWS Management Consoleff i E B {ERFEUE E N AT,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Allow-access-to-specific-VPC-CIDR",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],

"Condition": {

"NotIpAddress": {

"aws:VpcSourcelp": "172.31.0.0/16"

}

}

B Amazon S3 #Yif 24 65
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}

]
}

Example £ : BRFIFEEUSE PRIRFETER AWS IRF

BALAEA s3:ResourceAccount 1§48 , BIUBKRRRBRHIEISE AWS 1RF mh S3 FEATHEN
FH., BRIEBENEIES AWS IREFIER , BRILLTHRESIEBFERIEEEEFI S3 #1FErE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-bucket-in-specific-account",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:GetObject", "s3:PutObject", "s3:DeleteObject"],
"Resource": "arn:aws:s3:::*",
"Condition": {
"StringNotEquals": {
"s3:ResourceAccount": "111122223333"
}
}
}
]
}
EAEER &

RS FERERMEBMARER, EERBKARE , RASEBHERE , BURBAEENRE
EainRAERTEH, EREUERARNERE  RMSEDRBERPBRIGHKA,

AEERATEREREABREHR

1. ¥E https://console.aws.amazon.com/vpc/ BABX Amazon VPC £# &,
EEEH K HIRE Endpoints (S Eh).

N PER L

i#1Z Actions (E11E). Manage route tables (BB HRK).
REZEMSEUHEEEH &R

i##2 Modify route tables ({§ B HK).

I T
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HREADTIIREBEHRE

» modify-vpc-endpoint (AWS CLI)
» Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

#mEE VPC um BHUR

FALARE R B IR IR HBUR |, UEFIRE VPC HIEBiR R % Amazon S3 WFEL. E#FinBBIR
%, BELNFTEREDE, AREEAHTEEN. NFEHFAEF , F2ERMEE,

EEFRAIEAEEREBE

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,

2. HEEEHIKTIRE Endpoints (S E).

3. EEFEEIRE.

4. IBE Actions (811€). Manage policy (BEBK),.

5. B Full Access (REFH) UAFEEFIURY , ZEE Custom (BF]) WiEZEBFTHBR,
6. EERF.

T 51 i 5l v 36 SR Bl A R 7B Amazon S3,
Example g84) : FR%I4$E M FRTIRAYFE

BA VBT BUR |, IRRHIRFEEUSE S3 METE. WREM VPC AWS R FEFEH S3 FEEIrEN
Hit  EEBREH.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-bucket",
"Effect": "Allow",
"Principal": "*",
"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject"
1,

"Resource": [
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"arn:aws:s3:: :bucket_name",
"arn:aws:s3:::bucket_name/*"

Example £ : BRFEISE IAM BB FE

B LM BUR | BREFE IAM AT, BXAMEMA aws:PrincipalArn KRR FEH A FE

.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/role_name"

Example g84| : FREI¥ S EWRF FEHAENFR
BTN BUR | BRESEIRF B FR.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Allow-callers-from-specific-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",

EAR Amazon S3 HIix 2
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"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"

i B R 1 i

B RERRE TR, EEMBREERME  RASRFRKRERPBRIRMEH.
WMREATAE DNS |, B LMIBREE 2

HEEATEEMBRRMERER

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
FEEEE K PIEE Endpoints (W H)o

SN PER L

i##Z Actions (Bi#E). Delete VPC endpoints (B} VPC %),
HIREIR TR , & —T delete,

B MR,

o a0 bk~ w D =

& B A a5 5 MIBR R E iR B

+ delete-vpc-endpoints (AWS CLI)

* Remove-EC2VpcEndpoint (Tools for Windows PowerShell)

Amazon DynamoDB #Y & i 26

B LAEFEE VPC imE# VPC F#2EL Amazon DynamoDB, BV BEmE% , B LUSHEIEA
HEAXTHERE , AR VPC & DynamoDB W&,

ERRERMTEEAE,

DynamoDB BB EFERSEN N EHRR, SHRERE , EF L% VPC 7B DynamoDB , #&FE
VPC MRS FE NAT RE , t|EFEHENEA. T8 , MERETAFRADDSHEE, Hit
AWS B HFHEE VPCs RZEBERFERTER, EEFERT , E4EFNANEHE (T8N
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B), MEFMEN , 528 (Amazon DynamoDB B A E3EF) F# DynamoDB VPC inZh3EH,
DynamoDB

B g

- EEEE

- BUFERY

- £/ IAM BERESIFE
- BEBEHE

. {miE VPC WEBE

- MiEREEIRE

ZEER

. FﬁLm%/\ﬁEE‘“E_LJ maal B PER, FHLEE DynamoDB & ¥R EE R 215+ 2 11 FE
Uk

- MREFEHIZE Amazon DNS fAARES , AIXERKRA VPC B DNS F# 2 #H DNS ##if. 40
RFERBECH DNS AR , SERARY DynamoDB 2 HEFE R AT IEFEEMT A AWSFTHEER IP it
ik,

- ¥H0EIB B IR B 7B DynamoDB W#T{ER , KL FEMN A AXEAFE L DynamoDB Bk
B, BUUERLBHEBRATRS R DynamoDB WF EEE ID,

- ¥R B R FE DynamoDB BV EI1T{ERE , FHEMEEVMEEE ACL X EAAFTEH DynamoDB HIR
B, BEZEMER ACLRAGDSRBFTEEFE , L% DynamoDB ¥ &5 E#H H{§ DynamoDB
B IP byt &6 E

- WMREFERA AWS CloudTrail 528 DynamoDB ##4F , HFERE ISR EEE VPC 1 EC2 #i1T
ERHNFAE IP it , URBBIREHITZEMBEROFEE RS ID.

- FERMEXE IPV4 RE,

- ZHEFRPHTERMORIE IPv4 it FRENE IPv4 it BE S VPC FIFAE IPv4 sk, unE
SYRERER , URPERBRH TCP ER, FALE IPv4 it ahERTERE. BEBEE
BUYSHBAEEREFTIERTEETK, 3E , AEUERENER U EERTE R EBENER
% DynamoDB,

I BEARTREEE M Y VPC, VPN E4R, VPC EEER. EH#FEED VPC H AWS Direct Connect
ERSE —mNER , ELEAREREEE DynamoDB B,

- WHRFENRESEESVEREEES 20 BFERE , SLEETETHAE, @ VPC t1F 255 EF

18 i B A BR 1
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i A Lol
B8R

FRATHREFENESRE DynamoDB K EE R,

EREE AR RERT

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

EEEE & HIRE Endpoints (S Eh).

BERIRH,

¥ Service category (BRIEIER!) |, &2 AWS RIE.

SRS |, FTIEEREAERE = Gateway , A&IEE com.amazonaws.region.dynamodb,
¥ VPC , ENERHEPEVRMHN VPC,

## Route tables (B¢ X) , EMEHRRMEANKAR. RASEBHERSD , BUBRKAERE
K RERE O iR MR T H .

8. ¥R Policy (Bt3) , B Full access (ZE7FH) , AR VPC in® LB ERWATE R EITAT
HigtE, BA|, EH Custom (BET) , EE VPC WWEEER |, XEURE4 T B NLERE VPC B Y
EREITRENER,

9. (IR ZEHMEER , Zi81E Add new tag (FTIEER) , RAEZAAEBNENE,

10. BEBRI W,

N o g &~ DN =

& EERDTHIEILFER

 create-vpc-endpoint (AWS CLI)
* New-EC2VpcEndpoint (Tools for Windows PowerShell)

5 1AM B #1FE
BRI LA ST IAM BUR |, BUR SR IAM =8 AEA4EE VPC inEFE DynamoDB &R &,
Example €5 : BR$l4F E i B #Y 77 B

IBALAE A aws:sourceVpce RHEEIR , BV BERRRBEHEHFE VPC in BN FE. BRIEFERIEERN
VPC i% % , BRIT Y BEEELEFZEIRS FH DynamoDB BRI K, WRAIBEEE —EBXER , 1
BN EARBIFTFE N FEER.

{
"Version": "2012-10-17",
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"Statement": [
{
"Sid": "Allow-access-from-specific-endpoint",
"Effect": "Deny",
"Principal": "*",
"Action": "dynamodb:*",
"Resource": "arn:aws:dynamodb:region:account-id:table/*",
"Condition": {
"StringNotEquals" : {
"aws:sourceVpce": "vpce-11laa22bb"

Example &l : AFFRESFE IAM AEHNFEE
B LB AFEREE IAM ABEITERNER., TIHBERERTFEIUEEN IAM A,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/role_name"
}
}
}
]
}

Example €] : AFFRBSERFHFE
BB EARRBERFETEFIRNER, TIHBEEHEERFPHNERER TFIUE,
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "Allow-access-from-account",

"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount":

}

A B B R

"111122223333"

BUSFRRAERMERNEHER, ECBEHEERE  RASEDHMERA  SUBBLEENRE

EOinRAERTEH, EREUERARNERE  RASEDRBERPBRIREKRA,

AEMERATREREABEHER

1. 7E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC &,

EBEE K PIREE Endpoints (ImE).
EEEERE,

RETENMS BUEZEIEE B &
iZ1Z Modify route tables (IS HK).

2

HREA DT IIREBEHE

» modify-vpc-endpoint (AWS CLI)

» Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

212 Actions (E11E). Manage route tables (BB HRK).

DynamoDB #9132
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{mEE VPC iR BHBUR

i@?LjﬁiﬁFﬁﬁﬁ#‘a%ﬁE’g“%E&% LA 4I1¢ VPC &R i 2h Y DynamoDB HEE., EFNiREBERE
BEANEERLSE, ERBERAHTEERN, NEFHMEET , FS2EIREBER,

FEEAFTREBERMBE

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC E£# &,

FEEH K HIRE Endpoints (S Eh).

EERE i B,

i#$2 Actions (E1¥E). Manage policy (BE B %K),

#IE Full Access (REZR) LA ZEFERE , iE#E Custom (BF]) dEEBEFTBUR,
BERF.

o a0 A w N~

EEEAB SIS RREERR

» modify-vpc-endpoint (AWS CLI)
» Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

T 51| €85l i% 25 IR B A 1A 7 EX DynamoDB,
Example €] : AFFHEBEFEUE
B LB FERE AMEFERNBER. THBERGR T , UHEHRMIER DynamoDB & #lik,

{
"Statement": [
{

"Sid": "ReadOnlyAccess",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:ListTables"

1,

"Resource": "*"
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Example &6 : FR%I4$EE BRI FE

BRI LAV R A |, FREI4EFE DynamoDB BRI XMW FE., T JBER AFFFEUEER DynamoDB & #}
=

{
"Statement": [

{

"Sid": "Allow-access-to-specific-table",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:Batch*",
"dynamodb:Delete*",
"dynamodb:DescribeTable",
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:Update*"

1,
"Resource": "arn:aws:dynamodb:region:123456789012:table/table_name"

il B R 1 i
BB RER R TR, EEMBRFEERSK  BASRFRKRERTPBRIRIEEH.
HEEATELMBRRMERER

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
FEEEE K PIEE Endpoints (4 H).

N PER L

iZ1Z Actions (B)#E). Delete VPC endpoints (filB} VPC % ).
HIREFIRRE , & —T delete,

B MR,

o a0 bk~ w b =

= B A5 5 MR R E iR B

+ delete-vpc-endpoints (AWS CLI)
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* Remove-EC2VpcEndpoint (Tools for Windows PowerShell)
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%18 17HY SaaS Efm AWS PrivatelLink

£ B AWS PrivateLink , BRI LAFA T ZE SaaS Em , MBRELEHCH VPC R#T—H.

B &
+ B2

« BN ERE

BE

B LUER BRER, BENMHE AWS PrivateLink B 1=24t# SaaS Em AWS Marketplace, WMFFHE
A, ESHEEH £2 B FiFE SaaS AR AWS PrivateLinko

&8 L AWS PrivateLink #f8 AWS S1ERZ#KE XEH SaaS Em. MEFMEN , F2E AWS
PrivateLink §1E& .

TEBERNFAIER VPC inRi K& SaaS Em. RBREESEILRIMERS AR TEFHinRRE
WFEE, ERBRBEEE  LAIUEYTE VPC in¥ , ©A#E VPC HH — B 28 78 R ik B AR
T BEMIER.

Region

)

VYPC endpoint Metwork Load
Balancer

= 77
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- AL Ll
3 37 97 [H Ui B

FEATHRFEILEHRE SaaS EmMMNNE VPC i%E,

BR
TR
EERUAEBABHNN EREY

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
EEEH & HIRE Endpoints (S Eh).

BERIRH,

MRIER BB R AWS Marketplace , EF#IT T HIENE -

A

a. SHHEEA | BIE AWS Marketplace BR#%.
b. EH R,
5. WMREMEH AWS Service Ready 1EEFT B ARTS , FEHIT T FIEE -

a. STHER | #IZF PrivateLink Ready & 1EEB RIS
b. WARBHNER K ARBERIRE.

6. ¥R VPC , ENEERPEFIRERL VPC,

7. Y TR ENEEHPELRBERNEN FRE.

8. ¥ Security group (Z£84) , ENERGREMEBENEEYBHNZSHE, T2BFERAUMLE
RFF VPC HHERMiG AR T H 2B RE,

9. (EBH) ZEFEER , BHIZF Add new tag (FTIEER) , AZBAEBNENE.

10. BEERVIKI,

MEERERENMNHIRENENR , 5528 the section called “5XEN HiwmEH" o

EVE 78

=
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#E1R FEUEEER{E AWS PrivateLink

B LAE A Gateway Load Balancer , #REBBGHERERZENEE., XMETARZERE, &
R, BEREHIAEA AR, EBRILERI VPC HmE R KFIEE Gateway Load Balancer, Hfth
AWS R EEBE Gateway Load Balancer Ui B 3 17 Bl B R 5

EE

ettt SETARE P HEMELoad Balanceriz BN SE/N R AKE, RALSHYEREENS
GB ERlm@WE, MEFMEN , FSEAWS PrivateLink E1E,

B #%
- BE
o IP HhyH3EA
i

- BEVMBEZRFKES Gateway Load Balancer i 2 R 75
- f£f Gateway Load Balancer i B 2R EHRER K

MEFHMEN , 2B Gateway Load Balancer,

R

TEERERREX MRS NMAER FERERLEME AWS PrivateLink, AR ARSEREEESE
VPC M F##1T. B LEME VPC W5 — @ F#+E L Gateway Load Balancer im#, FiEE
BERERREEEARKEESE VPC HRE® £EHAZE Gateway Load Balancer i B A EETRE |
AREBERHAZENEFHE. @K , #EEARXARIBNVIEREZE A ZE Gateway Load Balancer
WmH UEETRE , ARBEBRRBEKREEED,
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Region l
- 3 =

™ 3 ST ™
—_— 5 Y 4 | H
p— r = >, H —
- 9 N T
Application servers Gateway Load Balancer — '
endpoint i Gateway Load Security appliances '
Subnet Subnet — Balancer :
' Endpoint service

R IIERAEXARSENRE (ERFHE)

1. REZBMREKRFEEEAREHEESE VPC,

RIBEHKRMERE | S FREBEEZE Gateway Load Balancer i 2
REFEBZ £ RIEEIEZE Gateway Load Balancer #1782,
RESEME 2 %EDZ Gateway Load Balancer i 2
RIZE A RERE , BREEEXEEARMFRSES.

.0":“.0-’!\3

AR FARFIERERNRE BESH)

1. BRI AKRMERE | A REFEIEE Gateway Load Balancer i 3,
2. REEIBZ £ RIEEZEE Gateway Load Balancer #{THE,

3. REREREZRENEE| Gateway Load Balancer it

4. RIBBRBARERE , KREE:ERKARKME

5. REEEDEMREE.
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P ith i 25 HY

RAGIRME T LUER IPv4, IPve, HEREMEA IPv4 M IPve M REIE EBEE RIS E |, BN
HLZ2RBEXE P4 t—K, MREBASHETE BEHEBEZETUREFH IPv4 EEUEM R
& MHmEFLULLEBESEHR IPve FEUER R

R Gateway Load Balancer in B X% IPv4 , Rlin 2R REESR IPv4 ik, 2R Gateway Load
Balancer i 2% 8 IPv6 , Aliz ZHBER R EEE IPv6 thilt, SERMABERERIGZEEFEN IPv6
b, WMREFER IPv6 st R BRBENE , FFEE denyAllIgwTraffic ERA.

Aim RIS IPv6 RIER

- mERBEH VPC MFRALEEFHERA IPv6 CIDR E#f,
i 2 IR FTE Gateway Load Balancer #AEEAEHEE 1P it HE, 2B HIAIFTEXE IPv6

;ﬁlio

% Gateway Load Balancer i Z5RUH IPv6e B ESR

BRSNS EEEEE IPv6 BN IP it R,
- Gateway Load Balancer §J IP bt ¥ 8 % JHE2 Gateway Load Balancer B F#EMHEZE , M FATR :

* IPv4 - 1§ IPv4 it FEIRAG B In BB R E . RBEEMAZEMN FHEEMES IPv4 it SER |, o
XEIIEE,

* IPV6 - #% IPV6 it FEIRAG B Im BB T H . RABEEFMAZEMMN FHEEE IPve FHE  FXE
B’IE,

» Dualstack - #§ IPv4 # IPv6 bt 35 RIS BN IR N EH. RBEMAEERN FRHFEER IPv4
IPv6 it SEE AT |, o TR ILIEE,

- IRBEAE VPC R FHRERIRHRALERA IPv6 RE , MEL FHRBNMER ACL LA IPV6

;ﬁ:io

B EH

EELRERHETRERE , BBFEHHE ID, #% Gateway Load Balancer i B8 E A BH XD B E,
HALE , BEREFEREBERTD , WTFFR. A Gateway Load Balancer i 2 A& B 128 , £%&
ZRFEREREEABNM, HELERKD , SHBEARTE IPv6 BH,

MR AEER FE R BR R

IP it HY 81
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WEBERNEEGRHE , SENAEREXARIZNREEEE Gateway Load Balancer i 3o

B Yt BE
VPC A IPv4 CIDR [&= 15
VPC A IPv6 CIDR [ 3
#u#an## IPv4 CIDR vpc-endpoint-id
##a##### IPv6 CIDR vpc-endpoint-id

BEEAEREN ARSI FHERBR
WEBKRNEEGREHR , SEARXARSELHNIEREZIEXZE Gateway Load Balancer i 3

B #ith B
VPC A IPv4 CIDR &35
VPC A IPv6 CIDR 15
0.0.0.0/0 vpc-endpoint-id
/0 vpc-endpoint-id

B & Gateway Load Balancer i B89 7 #83% B 5%

HERARMEEREECNREEEXZTHSEXKEN . HRFERABERNRE , FHEHEKRE
EERARAMARSR. YRFREERAEXARSF[NORE , FHEEH , SEREEEERBRIERE

=

B8t Bi&E
VPC A IPv4 CIDR &1
VPC A IPv6 CIDR 3

B 82
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B iy it B
0.0.0.0/0 internet-gateway-id
::/0 internet-gateway-id

BIURERHIES Gateway Load Balancer U 2 IR

BRI R M ERA BATHY B B IR AWS PrivateLink , BARERYE. LRREHEERD , MELERE
EAREY AWS ZREARBBHEE.

v B4 AR % F Z Network Load Balancer = Gateway Load Balancer, EWERT , Ei5EH Gateway
Load Balancer 3 i B iR, 0E A Network Load Balancer B in B REHFMER , FSE &
3% B RS o

B #

- ZEE

. TRGH

. RUBERY
. BENBERETA

ZEEHR

s IR ELEIZBRENETF A,

- BEREHEERIURRRENEBENR  MmAREEEREREEXRNTRHED, REREMS
FHBKEHEEREATRIIRFE , U EEERE (B us-east-1a) HEZFHE AWS IREFH T
REBTAESE., ZLUFER AZ ID —ButEBBIREN TAEE., mMEFHMENR , 5528 (Amazon
EC2 EA#&E1ERE) I AZ IDs,

- BRE-EHE AWS PrivateLink . INEFMER , S BAWS PrivateLink A&,

FORIRH

- EUAESPRIEVEEMEFHORERESE VPC, MBEBRBEEHTETH, —EFEARZ
2REHITEE , 5 —EFHRARN Gateway Load Balancer,

#1I Gateway Load Balancer %25 iR %% 83
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- ERIEIRMEE VPC I Gateway Load Balancer, ﬂﬂ%"é‘ﬂ%f’ff“‘%ﬂﬁﬁ%tﬁiﬂi IPv6 & |, A
HZA1E Gateway Load Balancer FIAEHEXE, MFRFHEN , F2HFEKEA Gateway Load
Balancer,

- ERBEMHE VPC mRB R 2R , Y@ E R FEEE RREEMEM,

B B AR
FAT5REF , RA Gateway Load Balancer 3 i Zi R 75 -

{58 P £ 12 & 22 31 i 3 AR

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ A&,

HEEEEKF |, 82 Endpoints Services (i BARTE)o

i##2 Create Endpoint Service (2 3 iz B IR75).

&%t Load balancer type (B 5 F #2558 2) , :#E Gateway (F&).

& ¥t Available load balancers (Rl AV & 8 F#28) , FHEEUEH Gateway Load Balancer,

¥ Require acceptance for endpoint (B3R 2 i 2) , i#EX Acceptance required (ER1E%) ,
DERFEHEIHIRHRBENERGB R, 58, REgaHEs

7. &¥ Supported IP address types (XY P it FH) | ST Y HEH P —ERE -

o o K~ w0 N

« B IPv4 - RAA BRI LAEES IPv4 B3R,

-« IZEHIPV6 - RAAIm B AR IS LA IPV6 5B R,

« JEE IPv4 1 IPv6 - RUA R BRI LAE R IPv4 R IPv6 B3R,
8. (1B £EIHMEER , FZiBIE Add new tag (FTIEER) , REZAAEZEBNENE,
9. EEEV,

EEFERAG YR IR R

* create-vpc-endpoint-service-configuration (AWS CLI)

* New-EC2VpcEndpointServiceConfiguration (Tools for Windows PowerShell)

R IR i B AR A W A

B RMAELANT TIERE , TRABHEEERHERE.
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« FEASERBEHEEEEIRHMRBHFTA. MEFMER , 52 Bthe section called “EIEFF

- ARBEEERERBEBNZIXEZNTRAREE , AEMM TSR T EIRS , EMmERESENR
%, MBFEFHMEF , F2RTENER.

- EZREBRBEEENWIRIEERBER, WEEZEH , 52 Bthe section called “EF HIEEERFE
X7

AWS A LUEIBZE Y Gateway Load Balancer i % , A T BRI IHERI. MFEHMENA
2@ 3 Gateway Load Balancer 3% 2o

2

£ F Gateway Load Balancer iw B RFZERE Rk

BRI A VL Gateway Load Balancer i B SUE#RE AWS PrivateLink Sz & #Y im 25 AR 75 o

HRER VPC REENSE TR  BMNEEFRTELGRMBERITE , LBy SEPAHE
MALE IP sk, WmHMERNTARAFEEENRAME ; BUNE PR AWS tkFE , BEEZETE
H,

BMgofWRES N NGAERRENEEE, WEFMEN , 528 Gateway Load Balancer ix 2 E
&,

B &

- ZEEH

. SRIGH

- BiRE

- REKH

- EEER

- MIBX Gateway Load Balancer i# %

ZEEH

- BRARERKEEE VPC HEEZE—EITRAEE. Z2RBL8F N FE. EEETRFHEPER
Gateway Load Balancer i3 , BI24ZBE2 M #H Gateway Load Balancer i %o

« BALLAEERIEHEE T B [EEZE I B — Gateway Load Balancer i % , {E 44781212 Gateway
Load Balancer XMW A AEE, REEHAEEREEEEZEATRKRSE , A EHERE (Hlan
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us-east-1la) HEZEE AWS IRFFNFRBER A EE. B UERA AZ ID — BB B IR/
AAEE. MEFMEF , 528 (Amazon EC2 FHERE) T/ AZ IDs,

- NEAERBREFZEIERBRZR  STEARMERE. REELER VPC inB@EN VPC
FHREREREHER, KBEREEE VPC FNWERRBARENEE,

- SEAREEHTHRREUZESETRAES (AZ) 51 10 Gbps WiHEE , W BEERE 100
Gbps.

- MRIHFRIEELZ{E Gateway Load Balancer tHE3E# , Al Gateway Load Balancer i 257 &8 7] A
EiEER - Ea BT EHRELER.

- FENRERBEMHEANTAHAREA , BREEENHEXRENSETARE PRI Gateway
Load Balancer %2,

- EREEIR Gateway Load Balancer i B 3% F1 &% B , X & Network Load Balancer i Fif IP &
2 | BN{# B 28 Network Load Balancer L AtEEIHY VPC 1t —#,

- MREAEXMIREEF Gateway Load Balancer in Sy AERH F#E+ , AIEFERERERR
k25 %] Gateway Load Balancer i Zh#95R2E NACL & 8,

- MREFEH Gateway Load Balancer # Btk i fREMBPRBEFEE , AIFRE IPv6 RE. FARRE
R R B A E AP X AE R R,

- BIR-EH % AWS PrivateLink . INEFMER , S BAWS PrivateLink B &8,

SRR

- ETHESPRIELEEMEFRNREEEE VPC , BUURFPFERSE. — B FRARER
EX[ARSE , 5 —@ET#HAR Gateway Load Balancer i 2.

- PERFTIRBREZERLTARESE  BERAEEAE describe-vpe-endpoint-services & R i
e

- MREBVEFRNAEEHEE ACL N FHRF , FHEEMAK ACL AFFREMERAEN VPC FERZE

=1
Elg;ﬁ:io

%8 3] 5 B
FATIEFEILEREZERERRinE KRB Gateway Load Balancer i o

EEFEHA AR Gateway Load Balancer % 2

1. 1E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
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EEEE K PIEE Endpoints (ImE).

BIEETRE,

SHEER | REZEMSEA NLBsH GWLBsHH B R .

&H¥¥ Service Name (IR B ) , B ARKEETE , RREFEIE Verify Service (BER).

#¥ VPC , ERAERPFEURRBRKH VPC,

HR R  FENEEHPE I GMERAEN FRE.

&%} IP address type (IP it FEHY) | T 5)5RIE HIRIE -

© N o o A~ w0 Db

o IPv4 —#5 IPv4 it iSRG IR AR T H. REEENNFHEKRES IPv4 it EER | X8
thiEIE,

« IPV6 - #& IPV6 bt FERIGIR BB N E. REEEIN FRK2ER IPv6 W FRKE , X
Bth#EE,

« Dualstack — 7% IPv4 # IPv6 it 18 R4G IH BAE T H. REEEIMMN FHEKREEESR IPv4 H
IPv6 #hit EEE RS | B HLIRE,

9. (ZBRA) ZEMHMEPER , F5iRIE Add new tag (FEER) , REWAEBRNENE,
10. BIFEVIRE, BIHARAES pending acceptance,

EEFA® YR Gateway Load Balancer % 2

+ create-vpc-endpoint (AWS CLI)

* New-EC2VpcEndpoint (Tools for Windows PowerShell)

AR IE B H

FRAUTEFAREEES VPC RERHER. NMEAZELREHEELZEAEXARSZNEANR
EFTLZEWME, MEFHMENR , 552 Bthe section called “B&H”,

EEFRAFEARERA
1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. EEEHKD , EIZF Route Tables (B§H &),
3. ERBEMRBERFEERARIHTUTRE

a. 1EIF Actions (E1E). Edit routes (FREHH),
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b. MBMHEZE IPv4 , FEEIE Add route (FTIBEE ). $H¥ Destination (B Kith) , B A FE AR
N ARES FHH IPv4 CIDR [E#R, &%t Target (B4E) , F51EHE VPC imE,

c. MWRMHELZE IPv6 , FFEE Add route (FTIBEEH). ¥ Destination (BHIith) , B AEARE
N ARES FHHY IPv6 CIDR [E#R, &H¥t Target (B4E) , F51ZE VPC im B,

d. EERREFEE,
4. HEREARENMARSEN FEZEEEHEREATUATERE

a. 1EIF Actions (E11E). Edit routes (FREHEH),

b. WMREZE IPv4 , FBIRIE Add route (FTI8EEH), &% Destination (B &) , @A
0.0.0.0/0, &% Target (B4E) , i #H VPC i 2,

c. WREZE IPv6 , FFERE Add route (FTHEERH), &% Destination (B1E) , WA ::/0, &¥

Target (B 1) , & VPC i,
d EEREEE,
5. EHEH Gateway Load Balancer in ¥z TR HERK , WHMTUTRE :

a. 1EIZ Actions (BiE). Edit routes (R H).

b. MWMREXZE IPv4 , FFiEIF Add route (FTIBEEH). &% Destination (B 1) , @A
0.0.0.0/0, £¥f Target (B1E) , FBiBHVBMEEEE,

c. MREZE IPv6 , F51EE Add route (MBI H). &H¥ Destination (B4F) , WA ::/0, &%
Target (B1%) , FHEEARBEEREE.

& EEABTYIRERH

+ create-route (AWS CLI)
* New-EC2Route (Tools for Windows PowerShell)

EEER
R A K Gateway Load Balancer in % , AR B ZRIBHEMBZ RETHRAH D H,
EEFRIRAEEER

1. ¥E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
2. TEEBEHEIKFIEE Endpoints (IHE)o
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3. EBEEUTHIRH.

#12 Actions (B11E). Manage tags (BEEBEZH).

HREFEBNSEER , 552 Add new tag FTEER) , ARBAAERSB/NERE.
EEBRER K FEZEBEESB/NELAHN Remove (BRR).

BERF,

N o g &

EEERABTIREZER

- create-tags M delete-tags (AWS CLI)
« New-EC2Tag # Remove-EC2Tag (Tools for Windows PowerShell)

il B% Gateway Load Balancer ¥ 2

iR B R R BN AT MKk, MIBR Gateway Load Balancer % B th &M BR iz BB N HE. WRBHES
BiEOmIENER , B EMBR Gateway Load Balancer U% 3o

= Z Bk Gateway Load Balancer % 2k

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. EEEBEKD , EIZ Endpoints (iR E) , AREBIBEUEIRE,

3. i®#Z Actions (BifE)., Delete Endpoint (M ERi%2E)o

4. TEHESREES | iEIZE Yes, Delete (2 , MIER).

= Z Bk Gateway Load Balancer %2

* delete-vpc-endpoints (AWS CLI)
* Remove-EC2VpcEndpoint (AWS Tools for Windows PowerShell)
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#ER AR AWS PrivateLink

A LAFEE B2 B AWS PrivateLink SER , BARHRE , WEHEM AWS BEFHHA,

B #%

- B2

- DNS F#EH

- .8 DNS

- FHAREE T AR

- BEEFE

« IP thub 3R

- BEVH REZENRE AWS PrivateLink
- BRERERE

- B VPC imEBRIEH) DNS £
- BRIRBRESHNIRE

- T R B AR A%

BE

TEETROME AWS BEEM AWS BEEHA PFEENRE , URELEFNMEREENRE. EH
RIGIRME |, BT LUIE VPC hE Y Network Load Balancer fEBRIERIiR, A% , LA LAEE VPC
i B RIS AHRE RSB EUL B B P @188, B LIEESE AWS T ER TR | LMEMPHEZERENRE, £
AREEHEE K BEFATELRE VPC HE , U EMARE VPC FIiZEH FRAE S % B R E 2
BUER. EETEHRSRIRERBEEENER , LEEMEEEAELRREN B E,
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Reqgion

YPC endpoint Metwork Load
Balancer

ATERRIEENS AL , EREEZOWME A RESREAEN RS,

DNS =#&Z 18

EIRBIZMEET VPC HEREE , S45RKE AWS E4IRE4SER DNS LB, ELEBER
TR :

endpoint_service_id.region.vpce.amazonaws.com
LAR 2 us-east-2 B H VPC i B ARIEHY DNS A BE 5

vpce-svc-071afff70666e61e0.us-east-2.vpce.amazonaws.com

ERBEEEREYNE VPC naE , RMSEVESSBANEE DNS 28 , R EEETEAEMN
BEinRREET. BHEBEATIEE

endpoint_id.endpoint_service_id.service_region.vpce.amazonaws.com
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endpoint_id-endpoint_zone.endpoint_service_id.service_region.vpce.amazonaws.com

& DNS

R R E th A AR Hin B IR HIFAHE DNS 288 | MERBEEE T UBEFEAHRE DNS 218
REDMRK. MRBBRUEEILE DNS BHEH KM REERED , AIRBEEETUARENEIREH
RAA#E DNS &1, MRBRBRMUERMAILE DNS , R EEETRFEEENHEREN , I8t

£/ VPC imF BRI 08 DNS £, MFEFMEEHS , FLHEE DNS £,

F ARG EA ] A [ 15

&0 i B PR AS ] £ 48 A Network Load Balancer BAFA AT A EEAFAERA, AT7TERSUTAMMEY | &
MEZLEEELOMETARSPRAEH T ER, cSEABRANEEGFIHE EC2 H1TEE , LROE
5P e B R AT S L EITERE,

B LBAREESRERTYE K MAEZEATHAESTAEREBRENERTR, TB , IRAEHHRK
BHEELR , FEEKELIXMEREFIIRHERSE. A , EEA Network Load Balancer A B
BB HFEHEE S EC2 ERMERER,

IAEAUERERERENTAREHELNTE VPC wE, RMAEEEES VPC iRERENEHE
FHRBPEIHHAEARNEH. BMIFRIIRFE VPC mEH IP bt A | £H AR 1P hitiEiRgE
B EBRNE, SZFREH VPC HERBNESKER  RMASEREEERERINHERAKA
H, FTARREEEELZETAITABREFNBEEAE 2 EETR, #F K BMASSRERTANE
U SRR T ERY IP thhik,

R VPC in RN EARSIRFEREREETEENTHESF , AINAETUER BRI,

5 [ 350 17 Y

BHRAETUAE—BRIEFEERS , Y E-EXENESPRALERE. REEEEERLIRME
EHUR TS R

AT A

- RIBFERR , IAM ERZEEZEREPRUEFRMBEEREERHFIGHRENTT, EERTFER
HEIAENAT , IAM EEER R AFFERvpce:AllowMultiRegionFF Al BIER IAM I
%o
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- FEZRSIAMEREEVRERERUTEEAXERENES , FEA
ec2:VpceSupportedRegionf& &8,

- FEERS IAM BEREEY VPC RERIEEAREESNES , FHEH
ec2:VpceServiceRegionf®#<£i8,

ZEER

- BRBRHUELALRENA BE , I EMERRMBHEHZEESE,

- BRRMBRBELAATREIRESFR, SEIR-EXENESPBREILES, NFHE K &9
REZERESPHZRERY XA ERHEREHAERSF

- BB HEEELALRENMA BE , Tt HENARNENBEEES. BMAEBRBEEER TR
AESEERRFIERE  MARERBER. EEHAERAREERAYEENERL R,

ZIEI%HW%}E&%?“ EXENESTBRES , R EEEELER MR EIES MR R
B, FER  ETSREMNER L R A IR R 58 3R 1 b R 17 B 26 R %5 .

- RTERSTRAY  HEFLEAERZEIRETHES, BEESFHAEEHRERNEEECRAAR
Yo A B

- THATAEEHTXEBEEFFE : usel-az3. uswl-az2, apne2-az2, apnel-az3#l apne2-
azh,

« FBEEEFH , AWS PrivateLink EEE RS EANBERE, eT2EEEEHINEER
H,

B 55 F DNS &% AWS Marketplace B IRIEF X BB EiHFH

- $H% TCP BIBRMEERE BETEM Network Load Balancer A3 £ ¥ [EiZ17HL,
« UDP 7 BT < EE RS
- RAEZER L ANRKE S X EEREEFE AWS PrivateLink,

P ith 3 255

RAGIRME T LUER IPv4, IPve, HEREER IPv4 fl IPve QRS EHEZIREHRRKIRE |, BIFER
BimfmRB[ELE IPv4, IREZRACHESTE BAEHEETUERESER IPv4 ZEUENRE , M
EFEALLUREMERA IPv6 FZEUEH RS

WRNHE VPC imEE IPv4 |, Blis MM NHEHESR IPv4 ik, INRAMHE VPC imEiXE IPv6 , Alim
BN HESR IPv6 i, AR ESRFEEMERAEN IPV6 ik, MREREFER IPV6 it
RSB E |, 55EE denyAllIgwTraffic BEEA,
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Aim RIS IPv6 RIER

- ImRAREH VPC M FHLHEBHEIND IPv6 CIDR B,

- ImBRFEAIFTE Network Load Balancer #ABEFAEHEE P it R, BEFAEFEEXE IPv6 i
E, MERBEERGREBAGESE 2 REBENRIR IP it | R XHERE IPvo #iit,

AN HmEMA IPve FHER

« IR L AE IPV6 Ko
« NEHME IP it FRXFERTEIRIEN FRES  WTFAR :

« IPv4 - #& IPv4 bt iSRG IEN IR R T H. REEMEZENN FHEEES IPv4 it SFERF |
S EEE,

« IPV6 - #% IPv6 it FS RGN IR AR N EH. REEMAEZIN FRAEE IPv6 FHEE | TXElt
EIE,

» Dualstack - #§ IPv4 # IPv6 bt 38 RIS BN IR RERNEH. RABEMAEERN FRHFEER IPv4
IPv6 #bit SRR | F STEILIRIE,

N E 2R DNS 504% P it 3gaY

NHEHBZER DNS o8k IP it R ERERPIEILA DNS 5C8&. /T HEIREAY DNS 5Lk IP 38
RAEBENEHEN IP it EEAS , TR

« IPV4-BUEEZE. EEEZBNOEDNS BB AL, IP it ERSKES IPv4 HE

Dualstack,

- IPV6- BUFEEZE, EFEBZENDE DNS BHH AAAA fék. IP it ERNMNES IPv6 &

Dualstack,

« Dualstack - 2V EEZHE. EEEZBANLE DNS Z2BH A Fl AAAA 8%, IP bt EERNEAE

Dualstack,.

BVl RBRESENRSE AWS PrivateLink

BRI B M ERA BAiTH B B IR AWS PrivateLink , BARER®E. SRREREE , mESHRE
BIERH AWS TRERBHEE.
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i 2 IR ¥ EE Network Load Balancer = Gateway Load Balancer, B8 F#2WEIREREHEE
WER , Y EMEEZENRE. EEREERT , £H#8EA Network Load Balancer 2 31 v B R 5o
WEFEE A Gateway Load Balancer B in B IRENFMENR , 520 FEUERRE.

B #%

- ZEEIF

- FREH

- BiUmBRE

- EIRHEEEE A LA B i B AR A

- URIHEE 5 7018 15 5 v 26 AR 55

ZEBEHR

- IHBBELRIZEBNESPITH. MRERAEEDFE , EMFAES VPC BEFESE
BFE B E A e Efth B8 7 BUER IR

- EREEEEMIGRRENVEBREAR , MAREEIEREREERANTAREE. RERM
FERBRKEEEEATRIRFE , U4 EEHEE (B0 us-east-1a) BHEZFE AWS IREHFH T
AERTHARESE. BUUFER AZ ID —BuitEAREN TAREE. MEFHENR , F2E8 (Amazon
EC2 £ &) /Y AZ IDs.

- EREEEEEBNMNHRHOREEERER K RUGEAERINRIE IP it A8 ST
B IP i, MARKREEEEN IP ik, MREEEEH T EHSF ERANREBEBERGE , BT #K
REBEA B ERREFEEREEEEW IR Eim BRI EBINE. WRFHEF , 52 E Network
Load Balancer £ A& {EmEF#Y Proxy B Eo

« Network Load Balancer 7] LAEE B8 — s Bh AR A5 22 37 A B | 1B v B4 AR 75 7] LLEE % 1@ Network Load
Balancer 2 37 BA 5

- R i B AR B % 8 Network Load Balancer tHE3H} , RIS A EMAE N ESHE —EE ST HEHEE
B, RABIRBIHHEMENENE —@EERK , BOSEEZEEETH RSP EH —1E Network
Load Balancer fE A HMENE. RENIFEHERNENAEREERFERBEEHERNEHT
#eE. ERCHHRERENFEARTEHSCEAEENEERMNBE EFEMERE , mik—X , &R
EEN—EEETHESR , HEEMEEKTFER KKK,

« K9 AWS PrivateLink &R EEEE, MEFMET , 5FSBAWS PrivateLink BLZE,
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FORIRAF

- EREBRBNSETAREPELEDES —E RN RIHRBEH VPC,
- EEERKEHBEEAATNREREREI IPv6 1 VPC 1% , VPC M FHEX4EEEHEEHN

IPv6 CIDR [E1#,

« EEH VPC FE 1 Network Load Balancer. & @ A ESENR—E R , £ FRPIRIEER

HEBHEEEER, K TERRTENSE  EREEXEINEDWET A EHIRHEENRE.

- WRIEH Network Load Balancer EEZ £ , AIXBAFRERAF IP it WEAFRE, =

& O L BARREEA LS EER BIMETE(E AWS PrivateLink, MEFFMMER , 5528 (Network
Load Balancer fEf&E/) P EZ=EHE,

s BPEERBIRIEAHIES IPv6 55R , B Network Load Balancer 4BEFREHE P byt g8, BE

TEEXEIPVE RE., MEFMAET , F52E (Network Load Balancer fEHEEFE) Y IP it

BE,

MREEERBRNEBAGESE 2 IZBEMNRIR IP it | FHERETER IPvo i,

- EEZREHABRENESETHAESTRBHITER YO8 TEREFRFAZMEMN. WRERER

ERANTHESPRBHTEE K SURABEESERTE , UXEFAHES DNS T#EBEE
RENWREEEE, ERRAEEHERTEHE K EXNESERNERER, WEFHMAEN , B2H
{Network Load Balancer ff & 5r) I EEES & FE,

22 3 i 4 AR S

FEATHIRERF , A Network Load Balancer 2 3 i 2 R 7% -

{58 P E 12 & 22 31 i 3 AR 5

1.

2
3
4,
5

o

£ https://console.aws.amazon.com/vpc/ BEX Amazon VPC £# &,
HEEEEFKSF |, BIE Endpoints Services (i 2 IRFE)-

i#1Z Create Endpoint Service (2 3 i ZiBR75).

& ¥f Load balancer type (B F#258) , 1##F Network (#85§).

&t ¥t Available load balancers (R ARV & F#7288) , 2B E B un B AR TS 2 32 B HS MY Network Load
Balancer, ZEEEFAFMZEESTHIRANTHES , F2HAFMEESFHI[NWFEMENR K 2
AAEE, SNRMREETEELTAEEFFER,

(B ) ZEERFAEEFHUNANESRHIFERE  SREEESZNES ., NEFMEEHR ,
2:[Bthe section called “BEEHFE,

3
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7.

10.
11.

¥ Require acceptance for endpoint (ER#EZin %) , #EX Acceptance required (ER#EX) ,
DNERFEZEZIHIHHBEENERER, B, RS EBEZELHER,

£+¥f Enable private DNS name (BXf A5 DNS & 78) , i#HY Associate a private DNS name with
the service (A5 DNS & BE R E BB , SEBREEEE T ARFERENFE DNS
28, AR ATAE DNS B8, B8, REEEEUUFEA REMNIKIISE DNS 218 AWSo
ERBEEEFATE DNS BBz , RERMEE L ARBMMEEXAE. NEFHEA ,
ZHEEE DNS B,

&H¥f Supported IP address types (X#E/ IP it FA) | BT TIEP —@iRE -

nl'-H-

- JBE IPv4 - BUAR B RS AR IPv4 5B R,

« JEH IPV6 - RAA G B IR G LAHESZ IPV6 B3R,

« ZEHIPv4 # IPv6 - RUAR BRI LAES IPv4 # IPV6 ER.

GER) EEHWER , FH12IE Add new tag (FTHEER) , AEAAEBNENE,
EEEY,

& EERASTIE Y IRHRE

* create-vpc-endpoint-service-configuration (AWS CLI)

* New-EC2VpcEndpointServiceConfiguration (Tools for Windows PowerShell)

2 IR 75K B & 1] LAGE R AR AT v Rh AR A

AWS EREASUEBE M SE VPC Ind , A T EZFEAIRIRE . RBRHELFATTIERE,

=1

<

A AR ¥ H B & IR AR TS

BAMSERKHEEE EED iR RBHFF . MFEFMEF , 52 Ethe section called “EHE5F

A’
- AR EHEERERESBNZIIENTRES , WMEAMTUEIN RS , ®mEZDENR
%, MFEFMER , 52 Bthe section called “LARIEEHE & 5 9 E 1250 ZHRE

- BEXREBRBEBENRIERBR. MFFMWEF , 52 Hthe section called "2 NIEEERTFE

LRI EE & 5 o EE D i B AR
RISHEEFERA T HRERFERILN i3 UERE R 88 i BRI
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EEEATEAEYNEHIKR

1.

2
3
4.
5

10.

11.
12.

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
HEEEE & HIEIZE Endpoints (ImEh)o

BEE IR,

SHETEEAY | JRIBFEA NLBsH GWLBsIH BiBRTS -

SHYREEE  WARBHAERE (HW , com.amazonaws.vpce.us-east-1.vpce-
svc-0@el23abc123198abc) , REBIBREERFE R,

(1B ) EEEEZRBESUAEE D ANIRERE  HEEREES,. RAEESRE ,
REBBENEE, MEFHMER , 552 [Bthe section called “¥E [E1FHFE,

&% VPC , ERUERER P FEURHREHN VPC,
HRFRE  ENEEHPE KRR EN FR%,
&% IP address type (IP #isit 38 | R~ 538 8 B -

« IPv4 - i IPv4 dE st RIGIRRMEE T H. REEMEENN FHEKEEE IPv4 it BE , B
IR RIBIES IPv4 FERE , I EMEE,

* IPv6 - # IPv6 bt RIS IR MR NN H . R A EEERN FHEBEB2ER IPve 718 , B
IR R IER IPv6 KRB , I XEIEE,

» Dualstack — # IPv4 F IPv6 izt G IR B T H. AEEMARNN FHRKRHBESR IPv4
A IPve bt SEE , BimBAREESZ IPv4 M IPve BKRIF , T XEIIEIE,

&%) DNS record IP type (DNS fe#k IP E) | BIEUTHAP —EEE .

« IPV4-EBUNEEZE. EEBBANSIE DNS Z2BH A iC4%, IP i EANES IPv4 RE

Dualstack,

- IPv6- ZUMEEE, BEHEBEMNSDE DNS BRI AAAA RC#k. IP it BRMKEAR IPv6 &

Dualstack,

« Dualstack - 2V EEZHE. EEEZBANOE DNS Z2BH A 1 AAAA 5iC8%, IP bt R NEE
Dualstacko,

« Service defined (EEERYE) — AREERE. EFSZBANEE DNS BBEL ALk , BEHE
BREAET DNS BRBEIL AAAA FB&%, IP it A XA Dualstacks

&%} Security group (Z£#4H) , ENEZHEIGHBER T EAEIBEHRNZSEE,
BIZBRVIRE,

LRI HE & & o B 5 5 in 3R 98
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ER TSI ST EiRE

 create-vpc-endpoint (AWS CLI)
* New-EC2VpcEndpoint (Tools for Windows PowerShell)

AR TE i 7 AR %5

BURMBRE <&  EWEHREER,

1%

. BT

- EZRIERERES

- EEAETHES

- EBBiFAE DNS B8

- BRZENEE

- BEZIEN IP it iFH
- EEER

BEFA

APAT MR SR EMVES AT B IR B REHEE (AWS EFEA ) WTUFEENRIRE. Sl ,
BURATRTEEENRETR  ABEIMAERER , REASFAIRTEANEREE , UF
B H A EREEENREERFE R,

BIBTERR RS HEEELZERAECNIRERYE, BXEFEAEE AWS TBEBI/HE VPC inEi
EREmMRENETT. BEE AWS ZFEANFFA , BFEZEH Amazon Resource Name (ARN),
UTEETESEANIEN AWS =8NEH] ARN,

AWS EBARNSs
AWS IRF ( BREERFHMNFIEEFA)

arn:aws:iam::account_id:root

y=:h =)

arn:aws:iam::account_id:role/lrole_name
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ERE

arn:aws:iam::account_id:user/user_name

B HHATE 8 AWS IRF

*

EZEEIF

- MRERFREAFIRMRIEHOET , WiSHBRERELEZIMAERR , IEEHFTEHERIEL
EIP i, etHAERANEN.,

- MREBRHET , EFEFERMELNEZICRECENEEER

fEF £ A RIEHY U R RIS EIEET o

1. £ https://console.aws.amazon.com/vpc/ BAEX Amazon VPC 1A,
2. HEEBEKT , B2 Endpoints Services (i 2 RT).

3. EEURERTS , AREIZIZ Allow principals (fLEFE88) RSIER,

4

EEMEER , F5EEF Allow principals (27T E88). &¥ Principals to add (T8 EE) , @A
FEH ARN, ZEEFHBHMEITA , 5E$F Add principal GFEZEFEA). BERHFEEREE | 3B
i24Z Allow principals (/LFF X 88).

5. ZEEBIRIT , EEEEE  R%BEBE Actions (B1E). Delete (IBR), HIRMEERIZREF | FBWA
delete , ARERIERE Delete (MIBR).

HEERAD T RSN R RE T EH

» modify-vpc-endpoint-service-permissions (AWS CLI)

« Edit-EC2EndpointServicePermission (Tools for Windows PowerShell)

EXRIEEERE K

AT MR SR EMES AT B IR B RESHEE (AWS EFEA ) WTUFRENRERE. flu,
BARHFAIRTEEENBETR  BBESIMEERFBER , REASHIRTEANEEREFE , UF
BEAEZEEENREERFER,

EZHEBERER 100
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AR ERMBEEAEDEZERFR. B EXAFHEIHEECT. WRETEIERF
R, lR¥EE &L EURR IR R RS .

MRERTFARBEAFIRRBBRENY , XRREBREREAEIMARBR , IEEHFEHRLIELE
IP ik, EERLEN,

EEIPEEERBRE , CSRIEH, NFEFEESA
v IREE",

52 Bthe section called “3E Wik 2RI S

ERAERAERIEIRE

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
HEEEEFKS | 82 Endpoints Services (i BiARTE)o

12 B F PR A%

iZ1ZE Actions (B14E). Modify endpoint acceptance setting (& tlim BHIZEZ 52 E).
BIZHEBR Acceptance required (EE#%),

i#1Z Save changes (fFEF)

2

=

BEERBTIBIRESZRE

?J';-"

» modify-vpc-endpoint-service-configuration (AWS CLI)

» Edit-EC2VpcEndpointServiceConfiguration (Tools for Windows PowerShell)

ER R A EZHIEEERFR

1. 7£ https://console.aws.amazon.com/vpc/ B Amazon VPC £ &,
2. TEEBEBEIKD 1B Endpoints Services (¥m BiRTE).

3. EHURRERS.

4. % Endpoint connections (i B IERR) BB |, EEUREER.

5

£ EEZEFEEKR | F5EZ Actions (B1YE). Accept endpoint connection request (1332 i BhiE 4R
K)o HEHERIETRE BB A accept , REIBRIE Accept (EX),

6. BEEIELEMRFBER , FBIRIE Actions (B11F). Reject endpoint connection request (IE 48 1% BHELRE
K)o HIRFERRIERE , BB A reject , ARIEE Reject (EL),

3

BERERERAR o
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BERERADTIEIPIEBERE>

- accept-vpc-endpoint-connections I, reject-vpc-endpoint-connections (AWS CLI)

« Approve-EC2EndpointConnection % Deny-EC2EndpointConnection (Tools for Windows
PowerShell)

EEAETHESR
BN E R RSB R M EE. NRGBCEETAORERY  WEAREEHERT
L

NMREHRERTEHERAS—BTARE , ATAEHSRETEREREER LN EHTHERSIER
To A8, ErSHHHRHERBEHMA , 25T wmHRBENFHERARSIFEBRF AWS Management
Console. BHEAMN A A EEH A mHRE.

SHVERNTRAESAIRTEL S ENRKE SRR ARECHNRERE. NWREEANE B8
ft, ERCEABLEFTHESE  RARBAFN A EERARMRE.

ERAFEAEERMRENE R TER

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HEEEBEIKD | 22 Endpoints Services (3w BiRTE)o

3. EHURBER®.
4
5

22 Actions (BIfE). Associate or disassociate load balancers (B8 8#/EUR BI B & 8 T #E9).
REESFmMRBAERE, il :
BENEHFERAKET R |, A5 H B i B AR 2 1 BAE
EREHTEROKIM AR  KERRRREICER. S4AEDEN—E8HTFE:R,
6. i%i#E Save changes (REEE)

RASALTEEEHFESNEAFIABRERARMERE. FNITAERASIERRFEHRR
SIRBM MRV FMEARSITER T

ARFBBRERATARRR  BREEEETURFRREXTRAESHMEEHENE VPC imE.

ERAR TSI ERRRREN R T ER

» modify-vpc-endpoint-service-configuration (AWS CLI)
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» Edit-EC2VpcEndpointServiceConfiguration (Tools for Windows PowerShell)

FRERIAREHTERMANTAERSTRAREERE  REERRIERBEL ID FU 5B,

EABtFAE DNS &8

&AL FAE DNS B RBERIGHY iR R BR IS 2 M BAME . ERAHALE DNS B2’k , ML AT DNS A
fRez L EFHBEIEE, ERBEEEFERAIE DNS Bl zn , RFRHEE L F#RBAMEEZEE.
WMEFMES , FSHELE DNS 28,

ERERAERMRIEFLE DNS 28

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HEEBEKT , B2 Endpoints Services (i 2 RTS).
3. EBEURER®.
4
5

iZ1Z Actions (B14E). Modify private DNS name ({&2{#. 8 DNS &),
i#HY Associate a private DNS name with the serivce (##%.8 DNS & 8B RRAS 2 3 FERE) , Wi A
#.75 DNS &%,
- BEEBYXERNE,
- BULERBEBFEAERFT (BIW , *.myexampleservice. com).

6. EEREEE,

7. EBRJTMRREA verified (EERFE) 65 , 7.5 DNS ZRBEIHEREEEEEH, NMRRFREEE
MEERFBREERIER , BERENERTZFE,

HEEADTIERIRRRHETLE DNS B8

» modify-vpc-endpoint-service-configuration (AWS CLI)

» Edit-EC2VpcEndpointServiceConfiguration (Tools for Windows PowerShell)

FEEAERARMBAABREEF

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HEEBHIKT , 1B Endpoints Services (i B IRTE).
3. ERURRR®.

EAHiFAE DNS B8 103
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4. iBE Actions (Bh4E). Verify domain ownership for private DNS name (B8 #,15 DNS & BRI
FrE#).

5. HIBRMERRIERE , BWA verify , RERIEE Verify (FERR).

EEEABTSIIRMBRAARIESF

« start-vpc-endpoint-service-private-dns-verification (AWS CLI)

» Start-EC2VpcEndpointServicePrivateDnsVerification (Tools for Windows PowerShell)

R RN EE

BE SRR RBHN — A EEE. BXALRENA , FTEMBNARSE, SEEBRAERIR
Y B,

BRESR 6 BREHEBEEZIBITNGER K SEEESRBES. BRESTEXEEESREES
MEARRHN. ECBRESR  RAZRCEBAEINEMRBIRIEER,

& im F R B EE

1. 1E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
HFEEEKSF |, BE Endpoints Services (i 2 IRFE).

128 B e R AR A

BERE. EUAZENES,

REEZRNEUHERES,

o o kw0 N

EE W IP thut a5
ET BT E RIS T IEN IP thut R,
S

EERIRURIGREMIES IPv6 555K , H Network Load Balancer 4B EHE P g8, B
TEEZE PG REB. MEFMEN , 55208 (Network Load Balancer &) FH IP 38

2,

B ENEE 104
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FEEAEREBUEN IP it

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

HEEEEKF | 812 Endpoints Services (i BiARTE)o

#E VPC i B BR 7%

i#1ZE Actions (B14E). Modify supported IP address types (1St 1 IP it FH),
&H¥f Supported IP address types (X#E/ IP it FA) | BT TIEP —@iRE .

o & 0N~

- JBEY IPv4 - BUAR B RS AR IPv4 3B R,

- JEEY IPv6 - BUA R BRI AR IPV6 FER,

« EHIPv4 7 IPv6 - A RB AR LAES IPv4 # IPv6 FER.
6. BERTFEE,

EABTIEURXEN IP it FE

» modify-vpc-endpoint-service-configuration (AWS CLI)

« Edit-EC2VpcEndpointServiceConfiguration (Tools for Windows PowerShell)

BEER
BABRERENER , UEBERBEBFERRETHRR NS E.
EREERA ALK REEEER

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
HEEEEKSF |, BIE Endpoints Services (7 2 ARFE)-

EH VPC i B R

#1Z Actions (E1fE). Manage tags (BEEZH).

S SEEHEWER , FH5EIE Add new tag (FTIBER) , A2@AZBNENE,
EEBRER K BREZESBNELAAMN Remove (BER).

BERE

N o o bk~ e Ddhd o=

ERAERERENRHEREEER

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

EEER
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HEEEEKS | 82 Endpoints Services (i BARTE)o

BE VPC i B BR#E , A% 1E#E Endpoint connections (is ZiE#R) RE5I1EH.
BRES BNEAR | RRIEE Actions (B)YE). Manage tags (BEEEZEH).
SHYEEAEHEWER  FHiRE Add new tag (FTHEER) , RAEBAEBRNENE,
EZEBRER K BREZESBNELAAN Remove (BER).

BERT.

N o g~ w N

EREE A RN RR RS EEER

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ A,
HEEEEKS | 82 Endpoints Services (i BARTE)o

ZE VPC iwBiERTS |, A%IEE Allow principals (fo3F £ 88) R5I1EH,

BEENER | AKIERE Actions (B11E). Manage tags (EEEFEH).
HYESEEMENER , 5B5EIZE Add new tag (FTIBER) , AW AEBNENE,
EZEBRER K BREZESBNELAAN Remove (BER).

BERE

N o g A~ w N~

& EERD T ENERER

- create-tags # delete-tags (AWS CLI)
« New-EC2Tag # Remove-EC2Tag (Tools for Windows PowerShell)

B VPC In B IR7&HY DNS &1

RIS IEMBTUBHIGHIRIEELEFE DNS BB, BERRKIRMAEEBLE RN REIREER
%, MERBREECEALEHIEN DNS BBBARIREHNFAE DNS B8 |, AR EEE T UUE
AHENAFREARITFRABREIHHRE K mMESESHR, NRFRKEBRKEEE VPC, FA
& DNS A RES €45 DNS BBHET AWM T EE IP thit, BH| , 08 DNS RS 24 DNS &
BRI ALNBIRE,

ERENRHERERELS DNS BB 2hl , ELAYMTHEBFMERRERE , URALEESXEE.
ZEBEH
- IR REARF R REBER — @38 DNS B,

EIE DNS 218 106
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- EHEEEVRERBUEREECNRER  BRUSBLNERAEERS , WEHERKEEE VPC
BUB. RMAEAEREREPEIL CNAME 26 , BinHREMFAE DNS EBMHF ZE VPC i
MV [ELE DNS B8, EMAERBEREXZZRBEN/AE DNS BB , A5 DNS RS FRHE
W AREMER T EAY P #ht,

- BATRIME  FLEHEELEIHERBRLE DNS 21 &,

- FBUL R TFRENMEIE. Hli B LERE example.com , TIE a.example.com, =& DNS E&
EZAE 63 fiFxrn , HEERSEBNERETSEEA 255 ¥ T,

MREFIGHAMFR1E |, BLAREFHEIRNZRE. Hlwn , FREEEE —@ a.example.com &
BRI example.com., EBEEA b.example.com #BFAHE DNS BBHE, BSLALRE
example.com B b.example.com , [RIHEBEE FBEFERAXBE,

- Gateway Load Balancer in 3 F X #EFf,H DNS &,

WA R

R ME R — A B BARTS (DNS) SCekHHEE , MARER DNS REEREFEL K, TXT iLixR
—® DNS iEsFEE | IRHBENENEENESESA . HEBNEERK. TREBRET , BL4EE
TXT REHEE L FMAERY DNS RS,

ERMEMER DNS REFERAEFE TXT b |, BEmAEREES K.

Frigacek® | WA LR Amazon VPC XA REREREBEFNWME, TEBEHKTR |, BEIE
Endpoints Services (i BiR). BEUHE R , WK E Details (FEMER) ZEAF Domain verification
status (MAEERFEMRAE) WE., MRPERIFEABERE K FESLE ) EWEHEEEE, WRFE
B L\ F BB B IR, 1B Actions (BI4E). Verify domain ownership for private DNS name (B¢ &
F.E DNS ZEBWRAEFTE#E).

ERFRER verified (EERF) K , 05 DNS 2BHIAIRBRBEEEER ., NRBERELE , FH
BRFARGEREE  BERANERTXHE,

MR ETARRER failed (KBR) , F2 B the section called “¥H#8 15 5 78 B REHE 1T 5 2EHEAR

EmEBAE

BRMERMEEE TXT &P EANBBIAE, Bl , EFAE AWS Management ConsoleH 7] A,
EEURERE AR SERHERE Details (FEHHER) EHEFH Domain verification name (#8155 F
£ 7%8) M Domain verification value (#8155 FE). EB /LA A T % describe-vpc-endpoint-service-
configurations AWS CLI fip 5 SREBEIE E i B AR 2 A DNS HBHAENEREA.
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aws ec2 describe-vpc-endpoint-service-configurations \
--service-ids vpce-svc-071afff70666e61ed \
--query ServiceConfigurations[*].PrivateDnsNameConfiguration

THAREH@EE, SHEERY TXT SRR Value M Name,

[
{
"State": "pendingVerification",
"Type": "TXT",
"Value": "vpce:16p@QERx1Tt45jevFwOCp",
"Name": "_6e86v84tqgqubxbwiilm"
}
]

Bl | BREREHMEIE B A example.com , M Value # Name MBI/ E16lE BT R, T&RE TXT
SCEREX EE B,
8 Type Value

_6e86v84tqgqubxbwi TXT vpce:l6p0ERXITt45jevFwOCp
i1Tm.example.com

BMRBEMER Name EARZFRE , RAERBEEBIREESEFERAF. TiB , MREHW DNS 12
HETRAF DNS LB B EI SRR , B LLEARE "_6e86v84tqgqubxbwiitm" , MFE TXT FR8&FEME
A "example.com",

ERMERE " 6e86v84tqgqubxbwiitm.example.com” 2% , IRIEHEZE W LAEA "example.com" -+
#8313 (%0 | "service.example.com" B "my.service.example.com")o

¥ TXT o#x 2 &48EA DNS AR SR

T8 TXT e &R ER M AIEH DNS RRES 2 R SR IREH DNS RIEMHERME TR, £ DNS #
FERS AT BER Amazon Route 53 =5 — B8 BEIME.

Amazon Route 53

ERAMENBBEBRRACHNARRAERREYCHK, ERATHINE :

#TIE TXT S8R 2E MR DNS RS 108
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- &r¥f Record name (FE& &) , A AREN FRE,

. ¥R Type (BH) , &I TXT,

- &H¥ Value/Route traffic to (E/#$REK B E]) , Fia ABEHRFEE.

« $H% TTL (Seconds) (TTL (#)) , # A 1800,

WMEFMEN , 52 (Amazon Route 53 A AEERE) FMERATEAEILE,

—REF

HIE48HY DNS REE ML Z NEIIRSE, EXREENAERNMEL DNS L&k, URMARKNERE
MERFIE TXT 128k, DNS iCBREMAUTRFTEZIZE 48 MEF TEN , EREVNFHEE SRR,

MEEEBMNIET , /5260 DNS REEN XM, TREHEERE R DNS RHENIHER, EFE
YAEHE , b FERHELLARENERNBRBHES,

DNS/FEE it FErs X AERE
GoDaddy 8 TXT 5C8%
Dreamhost ¥738 55T DNS FE#%
Cloudflare S8 DNS icék
HostGator £ 8 HostGator/eNom &I DNS it %
Namecheap Wn4a] 5 3 BV 48183 18 TXT/SPF/DKIM/DMARC &2 8% ?
Names.co.uk 2 F EIREA DNS 3RE
Wix B Wix 1RF PR E s E T TXT fo#&
WE TXT xRS #M

FBAIEAU TSR REENTE DNS S BB EERE TXT Lk 2 EREZMAZIEM DNS [R
25, BEHITHEAR Windows F Linux B nslookupii o

BRERAALNBERMRIA DNS Ak:R , RASLARKFS S LWBNEHERA. RNAEAEE
FIH M DNS AfRR e R E— LK.
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-creating.html
https://www.godaddy.com/help/add-a-txt-record-19232
https://help.dreamhost.com/hc/en-us/articles/360035516812-Adding-custom-DNS-records
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https://www.namecheap.com/support/knowledgebase/article.aspx/317/2237/how-do-i-add-txtspfdkimdmarc-records-for-my-domain/
https://www.names.co.uk/support/articles/changing-your-domains-dns-settings/
https://support.wix.com/en/article/adding-or-updating-txt-records-in-your-wix-account
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B EMEFIERY TXT SR EBMEER DNS RARER

1. EANATHTRERBEN B BERKRSR.

nslookup -type=NS example.com

BHEIHREHGEINEBARSE. SET - SREEIHEP —ERRS.

2. ERAUTHS , R TXT ik CEEEM , Hd name_server REEL—BSBHHRINETE
AREEZ—o

nslookup -type=TXT _6e86v84tqgqubxbwiilm.example.com name_server

3. HEL—F@whird , #5% text = REMNFHE TXT EMEF,
EEMNELP , MREHRCEREMG  BEFEEUATAR,

_6e86v84tqgqubxbwiilm.example.com text = "vpce:16p@ERx1Tt45jevFwOCp"

HiBEERE AR TR
MRMARBERF LY, THEAGHAY BEETRY IR,
- FEERIEH) DNS REE BT AKE TXT CHEBHEAKR. MREMW DNS BEETAFEAR

R, B LAERE TXT RSk PBEEmERR (Bl |, "_6e86v84tqgqubxbwiiim"),

- TEFDIEHY DNS R ER DKM BB INE TXT BHMFER. B DNS RHtESHBHEEI
BB IR TXT GCHENBEERE. RATHRXERNPESERE , FEEY TXT EREFREARBE
BREMNLEAH%R. EGH AL DNS #HfE , BEFEK BB BH B TXT 8k,

- TEFRIEHY DNS Rt EREBCH DNS EREBA/EEA NIRRT, ARERTTHENBHEEER
PRENETSHEFR R SRBENESE, MR DNS R ER TXT BKELEAIER N
BFE, FBE ISR,

. BOUBREEZRRBENBEE , RALXEZEAESSHZE AWS IRE, MRER DNS B2HELRA
e SESHEBM RN TXT 84k , BHEEHN DNS BHERBAHEEZEBLEEIR
WBHEEIRY TXT 528%, flan |, R ER DNS B Amazon Route 53 & |, A LUEATIRF.

1. 7 Route 53 =A™ , RELEE—EBESPRF|BERFIEILN TXT Lo
2. &t¥t Value (fB) , BEREBMUHENKEE , REIZ Enter &,
. HBHMESNWEMHE , ARRETFLHESE.
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RIEHY DNS REHEF A EK S BERTIGHERAY TXT 5ok , BUNER TXT REBHEREH
MERRE —ABEE  YES -IRIFPRBEEBIBRZE. T8 , £RERBARNEIMIR.

BEWm R BRI S ARV IR EE

EEMRIBA , EWRERREABGSESHNRE, N RESRBEERERE  GEKI)
BT B4,

5%

« B SNS EA

© SR AU

. FHSMBE

# 1 SNS BAH

FERUTHBENA ABAET Amazon SNS £58 | WiTRZ T =,
EEFATEAETYRERENBEA

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
HEEEEFKSF |, BE Endpoints Services (7 2 IRFE).

1 Hi R AR S o

£ Notifications (B &) &5|#FE,+ , i#IZ Create notification (EILEH).
# Notification ARN (BA ARN) , FFEIFZEILHM SNS £EH ARN,
HETREH |, 5B Events (B4) HIEELL

o o bk~ w0 DN

- Connect ((E#) - R EHEEEZUN N HRR. SEHERFBREXERBRESE,
* Accept (#3) - RIFRMU BRI ERFR.
- Reject (IE#8) - R H BB ERF KR,
» Delete (MBR) - BREEEE MR EIRER
7. iZIZ Create notification (B3I EAH).

BRRERG SRR r


https://console.aws.amazon.com/vpc/
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HEERADTIEVIRMRIHEA

* create-vpc-endpoint-connection-notification (AWS CLI)

» New-EC2VpcEndpointConnectionNotification (Tools for Windows PowerShell)

#i8FEUBUR

KFEBRHIEE SNS £/8 , AWS PrivateLink fo5F AREBMHEEH , TR, MEFMER , B
SR MNAHREIRA Amazon SNS EEMFEUBEE ? £ aws:SourceArn H aws:SourceAccount
2IEFESE | U LEREEEREANER.

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "vpce.amazonaws.com"
1,
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
},
"StringEquals": {
"aws:SourceAccount": "account-id"

B TWBUR

MREFEANRINER SNS £E , KMS M ERBERLEAEE AWS PrivateLink = 8EFFIL AWS
KMS APl #1E, SRBEREFIMT.
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint-connection-notification.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpointConnectionNotification.html
https://repost.aws/knowledge-center/sns-edit-topic-access-policy
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "vpce.amazonaws.com"

},

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

]I

"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
1,
"StringEquals": {
"aws:SourceAccount": "account-id"

i B v 26 AR H5

A RBEREARDATMER. WREEMiHFIEZESER available H#F pending-
acceptance ARAERY % BEARAS | B4 E M BR % B AR S

MBrmHRE A ESMREBMN SR TER I SXEARRTEHRESHAZMOERAEX ARKS.
& BER 124 MIBR i B AR TS

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. TEEBEHIED 1B Endpoints Services (¥is BiRTE).

3. BB RS

4. JBE Actions (811E). Delete endpoint services (Ml Bri 26 BRT).

5. HBEMRIETRE , FHA delete , REIEIE Delete (MBR).
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https://console.aws.amazon.com/vpc/
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= B8 A T 5 M BRuw R AR 35

» delete-vpc-endpoint-service-configurations (AWS CLI)

* Remove-EC2EndpointServiceConfiguration (Tools for Windows PowerShell)
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpc-endpoint-service-configurations.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2EndpointServiceConfiguration.html
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#E1B 7 VPC &R AWS PrivateLink

BUERER VPC HmH (BRGNS ) A THEERS—@ VPC 1 VPC ER, ERGHAEELE
BReMFE VPC ER , fIMNERE,. Amazon EC2 #H1T{EEE., AR KEY. BEZEEE , A
BENIA S — 18 VPC R E FHREIAIBIBIRER IP thit, MREEERFE , BLAKBER
R EEHIEE VPC , IfEA AWS PrivateLink /7 %2 # Network Load Balancer FEVER. &R
BFAEEEHTHE , RILEBAEREER VPC ER, VPC ERHERMARER T, ERHEREERRF
JE 1H BR

EE

EATHERFEENERE K XASHEHEEER VPC RENSENEREKE, EX4EIM BER
i, LEHHEENS GB EROANE. MEFMEENR , 5528 AWS PrivateLink EE. E&ER
EREENMERFEMALHERNENE  RASHHERRERENS GB ERAAKE, WEFHHE
B , 5528 Amazon VPC Lattice EfE,

B #

- BE

- DNS X#E%H

« DNS f##fr

- #,%5 DNS

- FRERETARESE

o IP syt $EH

- EBER VPC inHEFEIEIR
- EEERIKE

- VPC ERNEIRIERE

« VPC Lattice FHE R EE

BEE

FBALUEFRIREFFNER , IRE—ERFHEEAHLANER. EEFNER , BB IER VPC
WmE, RRHECAMERNEE VPC AN FREREERCEEER, BNtA ERNREEEH
DNS ST ZERH MR T ENFAE IP ik, A%, RESEBEREE , £/ VPC mEEERZ
B EREEEER,
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html#loadbalancer
https://aws.amazon.com/privatelink/pricing/
https://aws.amazon.com/vpc/lattice/pricing/
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TEETHAZRFINERRR  JnMEFENETRIRFHERLZER THSXAANER AWS
RAM :

Consumer account Resource-owner account
<o o |
" share
-
W - [P —
g )=

Resource Resource Resource Resource
endpoint gateway  configuration

« X TCP K&, F%# UDP RE,

- ERERLARSEERRBIN VPC B MARREFEIRN VPC B, EIRH VPC EERE
%6 VPC AR EAR

. ME—XEM ARN HERE Amazon RDS &R,
s VPCImHNERFBENED—EIAEESEEE,

DNS =#Z 8

5/ AWS PrivateLink , A UAEAAERESREEEIZTER, EREVYER VPC inEi RS
BIUEE DNS 27 (B ATER DNS B2 ) |, ATARMK VPC MR BREEREBENA. &R VPC indh
785X DNS B BEE T HIFE;

endpoint_id.rcfgld.randomHash.vpc-lattice-rsc.region.on.aws

ERAFER ARNs WS EERBERRIER VPC in B , WA LAAFAE DNS, #EiBFAE DNS |, &
AILAEEEA AWS IRIEAERMER DNS 2R OERREFER , AFEBREIR VPC inERATE
Hig, MEFHMEN , 552 Bithe section called “DNS ##47,

T %l describe-vpc-endpoint-associations fF &8~ & RimE# DNS EH,
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html#AZ
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-associations.html
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aws ec2 describe-vpc-endpoint-associations --vpc-endpoint-id vpce-123456789abcdefgh --
query 'VpcEndpointAssociations[*].*'

LT REAAFAE DNS B2 Amazon RDS BRI EMNERin® @ HEHl, 3 —1{8 DNS EBR AR
DNS £#, %8 DNS #BREBRNLEAEES , EER LB HRMNFREN A FEENE
WFAE IP tbiik,

"vpce-rsc-asc-abcdl1234abcd",
"vpce-123456789abcdefgh",
"Accessible",

{

"DnsName": "vpce-1234567890abcdefg-
snra-1234567890abcdefg.rcfg-abcdefghl23456789.4232ccc.vpc-lattice-rsc.us-
east-1.on.aws",

"HostedZonelId": "ABCDEFGH1234567895000"

3,
{

"DnsName": "database-5-test.cluster-ro-example.us-
east-1.rds.amazonaws.com",

"HostedZoneId": "A1B2CD3E4F5G6H8I91234"

b
"arn:aws:vpc-lattice:us-east-1:111122223333:resourceconfiguration/
rcfg-1234567890abcdefg",
"arn:aws:vpc-lattice:us-east-1:111122223333:resourceconfiguration/
rcfg-1234567890xyz"
]

DNS &4

R AEHNER VPC in BT A DNS L2 0. Hitt , B DNS BB REfT. T8 , XK
B VPC 588y DNS @ERNEEE ERin AR N ENFAE IP tiit, RELEEESHIEIB VPN = Direct
Connect ZEVE Rk BFTER VPC , BRI A AEL DNS ZBBIREAZBEEFEEE R,

DNS f#47 117
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& DNS

WMREAFEH ARNs W EERELERAER VPC B HFHE DNS , BEH VPC EIEEA DNS £
HEZEA DNS #47 , RMEAEEBHET DNS EBNERERRIBEMN AWSSELERAEEE,
EERIIESERTER DNS BN HE  HEMFT AR VPC v ERIFEERNENIE IP #iit,

Amazon B&H VPC 124t DNS fAiR8S , A Route 53 Resolver, Route 53 Resolver & B B i #T 4
B VPC REEBANALEREETPHNGEH, B2 , BEENR VPC A Route 53 Resolver, 1R
R ERAEBEMIRFE VPC inE , B LAEFA BET DNS 8 , 8 LA A Route 53 Resolver
% Zh#0 Resolver R A, MEFHMER , FSBAWS Transit Gateway B2 AWS PrivateLink il &
Amazon Route 53 Resolver,

F ARG EA ] A [ 13

A LA VPC ImHRREASE A EE —E 7Rk, RASEFHEBETEIL VPC imEME HE BT
H. RMSBRIZ VPC imFiay P it A | REFRPH P it iEiRiG S ERMMRN N H. £EE
RIEH  ATERSTHMENEYL  RMAEBASE VPC hBREELMETHESE.

P ith k257

BERIBE T TE IPv4, IPve SREH BN, X IPv6 HinBi ] LLER AAAA EC#%E FE DNS &£,
BERHMN IP it EHR S EAEERIREN FREKES , TR

o IPv4 - # IPv4 bt iSRG BN IR R A EH,. REEMAEZRINN FREES IPv4 it EER | X
EiigIE,

* IPv6 - #§ IPv6 it fEiRIG BRI IR B N H. RABEREENNFHEER IPv6 FRE , I ZEIE
Ho

+ Dualstack - # IPv4 # IPv6 #ilt 15 RAG SN IR MR N H. REEMEEIRN FHEEES IPv4 M
IPv6 it EE R | F BB E,

MBER VPC in B IPv4 , BligBBENEES IPv4 tiit, INRER VPC inEi#E IPv6 , Bliw
BN EESR IPv6 i, FEERPBMRERESRIREEKAELN IPv6 ik, MMREFER IPv6 bt i
RUHEERAE |, 35EE denyAllIgwTraffic ERA,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
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EIBER VPC inEEFIER

B AERERBRFE VPC BiR , SR, IP it s Amazon RDS BE¥E, &lRimHiE M
ERNABEIE, BYERGME  SUEEE—, HEZN ARN HBENERERE, BEiRinHR6E
B—-EEREERE, ERABTUARKRE-BERI—EER.

FORIRF

EEREVERRR , BXARE TIITREHS,,

- BULABRELERINERERE , A2EB BYNHANS — @RS AWS RAM,
- MREFEERRES —ERFEEHAR  SL4EARFAIEZILSEREECNERLA, NFEFME
7 , F2H (AWS RAM £ EER) Y < EZHIEBEFE >,

B3I VPC ERimE
FRATYREFREN VPC ERinE, BYERKEHCE , BRESHERLBASER.,
B VPC &R E

1. ¥E https://console.aws.amazon.com/vpc/ BABX Amazon VPC &,

EEEH & HiRE Endpoints (SHEh).

BIEFE IR,

BaEEER , UEERiSRNERRR,

SRR  BEER

s ERERE | BEIERAERE,

SHHERERTE , BERNESERPERERN VPC,

MREEEAFEH ARNs WEFRELEREFSE DNS B |, BFEMEMERE. A DNS B, &
EFEAI TR , FREEEMA VPC fVRXA DNS T #EZ B RA DNS XEBMH.

9. ST, EINEREHEDE IR SEN TR

© N o o K w0 D

HEERRD  ATERSTHMEMNEYL  RMAEBASHE VPC hAREELMETHES.
10. $tELRSEHE  ENREEHE,

MREREEREHE  WEEVE VPC AREREFHENEE,
1. BER W
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-shared-invitations.html
https://console.aws.amazon.com/vpc/
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AWS PrivateLink

£ 5 HIE M &R iR R

 create-vpc-endpoint (AWS CLI)
* New-EC2VpcEndpoint (Tools for Windows PowerShell)

EHERimE
BB RmEE , Sl EEBEHELZHESER,

%
o B &G

- EXTIRE

fil B s 25

VPC iri B # 3R {55 F3 %8 B0 o i BR o
R 1A MR,

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. TEEBBEEFIERE Endpoints (I E)o

3. EBUmE.

4. #E Actions (B)fE). Delete VPC endpoints (B} VPC % E).
5. HIRWFRTE 6 FR—T delete,

6. ZEIF MR,

52 A 2 5 51 M BR i B4

* delete-vpc-endpoints (AWS CLI)

* Remove-EC2VpcEndpoint (Tools for Windows PowerShell)

5 Eum B4

&I LAEHT VPC Im B,

EEERIRR
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpoint.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpc-endpoints.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html
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ERER A EHRR

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HFEEEHKFIEE Endpoints (i H).
3. EHUmR,
4
5

BEBE , AREFEENRE,
KBERALBREXEN.

A o= 5 E R

» modify-vpc-endpoint (AWS CLI)

» Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

VPC ERMNERERE

BEREBRAREEREM VPCsHIRF WA FRFRNERRNERFE, BBERERAR , B0
fEEfh VPC MIRFAHRM AR , RAFFAE. R, ENMBERE VPCsHNER, BRMERBEEE
W B Y IR I E AR B B

B s

- ERERENEE

- EREE

- ERES

- BABE

- ERIREHE

- FRER

- B AR ASHF BR AR A (Y B B

- R ER

- ZEiB L HERERE AWS RAM

. B

« £ VPC Lattice P ERIHRE

« B VPC Lattice ERAHAEH BRBH
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
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BREENER
ERERBAUEHESRE, TRAEENBHRARTAEENER,. BE2A

—EIRERE : IP it BB, ERHUBILHA,
. ﬁ%ﬁﬁﬁ%ﬁﬂg FTERERBNES. CANEIHA,

- FERERE  BEEREENRE, AR IPHutSHBEEERE, ©ELBILA  MEAREHNE
BN —o A, SN ERMREETIIENEER, g HegHE ozl HENAERE
HY,

- ARN B/RRE : KA AWS REMENZEERER, S0 , Amazon RDS EXlE, FERMARE
B BEEE AWS,

BRFE
RS R RE BRI, RRIER —E ENIs , THBEIRATER VPC MK, 2EERERE

A RN ERFEEHEBER, EHM VPCsHRFHHAFIRTFR VPC AN EIRE , EREFIR
B VPC AERRAENEERE,

BRER
EERAET  UTFHEH B XRBIER -

- 3EiB Amazon Resource Name (ARN) : B AWS [REMEN X EEFRER THE ARN #Fil, EXE
Amazon RDS ERlE, BELATLARTFRNESREYERER,

- KBFHEREE  FATLHBTNRAEERE, NMREWREATEIER VPC AHH 1P, RIXEE
VPC R EH NAT BE,

o K IP b3t ¥ IPv4 , R TSIEEEERLSE IP
10.0.0.0/8, 100.64.0.0/10, 172.16.0.0/12, 192.168.0.0/16, &H¥i IPv6 , ¥ VPC 8 IP, A*X&E
-/ZA\|PS<>

BRI E
EERVEFEEEN  CTNESEREXENEARE. BAEXE TCP BAME
EREEE

BRI ERARER , SUNERHLSEIFRNERE, TAFEEMERE FFRAFRK,

EREENER 122
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FE &R

SHEETLUMER VPC HESEBRSEREERE VPC FERERE, FAHEESE , B’ VPC
FERESIRFHANEIRER  HEBHMIRFHEEAHE AN ERER AWS RAM,

- EEEDRERAR

& LATE AWS PrivateLink VPC R A ERR VPC in® ( ERinE ) , ft VPC R TFIRER
fHRE, MBNMMEYERinTNFMENR , 528  AWS PrivateLinkfE A& ERE) FHFEVPC
AR,

- IR IR F M ER 7 N E IR A RS

A LS BRI RE B RIS HB R R T RA N | IS VPC EIRRIREMEE ., S LUER RS A REHE
& VPC i % , #§ VPC E#EZE AWS PrivateLink ARFSHEEE

TR B B SHEE T | BB MEE VPC Lattice BRASHBEEH0 BT,
MEIRISAR VPC HEMWHRET, | HSBAWS PrivateLink ( EAEISE) PN FIURBEHEE.

REH VPC BUATLE DNS B , 44854548 F 00 IRAR AR ER 17 3 R B M AR A5 4B B 4 26
2 R 5 A B SR B Y B

ERENAERE L AERAEER | 0 Account-B |, FEIB AWS RAM , Account-B A] LA E#ZE 1B &R
VPC Ui 26 3%E 8 IR H8 R I BN E IR AR e

EERIBREMEREINERARE , Account-B HEHKERBRERKEREEE, RSB ITEIRS
ZEHA, Eit , Account-B AT LLEE Account-C H A HR#MAE ( EBERAEMEEEY ) K BENE
SR A& Account-C 12E.

ATHIEERERUEHRA  SUUEEEREACELINMEENERSE cBHAHANRBRER. WREEE
EEEIE |, Al Account-B A E SRR ENERIEREHE E C H AR R T ERE ik S H A8 RFE R

AR S WA RE Y R AL

ERES —ERF L AERBRER | 4l Account-B AWS RAM , Account-B AJLUEBBLUL T =B AR 2
—FBER :

- ERBEBEERN VPC imw¥ ( BIR VPC imi ) o
- ERERESRBMEKRN VPC ik ( BRIEMER VPC iwk ) o
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-resources.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-resources.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-service-networks.html
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- (EF RIS HEER VPC BABH,

0 B PR IS ARER BAEES | S EEREP R 129.224.0.0/17 BRI TIASETEBIEH P, 52 AWS
W AR A B MM, SER VPC Lattice FIREIR VPC Lattice MBS HBEME RENS ST 58
ELNGIEE ., SEME IPsHR EHIEL VPC BE X,

AR VPC i BRI MEE VPC Balt , ERARBXENEEIRF B FHREMAES. REHE
BAEIRE 2BEEA, Eit , Account-B ATLLEE Account-C £ AHBKMAKE ( BSERMERE ) | BLE
WERT#E Account-C FEl. ATHHILEEERMERA , BUUFAFBERBEHMEENEREZ
B ANREMEE, MRERA , B Account-B HE LG ENERAEHIEE H A v LA EH iR

E 3t Y AR TS A 3R

=R A EIRERE AWS RAM

BRAED B 84S AWS Resource Access Manager, & LAER BEEE A1 1RE H A ERAERE AWS
RAM<> ERE AWS IRFHAEREREE , ZIRFPNAFPIRALMATFRER. SR LER FHNE
H AR ERERE AWS RAM,

£/ AWS RAM T £ A RRELHTENERLA, EAUFRNARER  URELZHAER AWS
MIRF. MEFHMESA , FS2HAWS RAM ( £AERER) PHESHANER.

EERHEERABHERENIRFFNS —@ VPC ERER , EFFEEB L AERERL AWS RAM,
Eim

BRI EERARE LRBAERAR., BuLLBEEEABFNEN,

£ VPC Lattice FE I ERAHRE

FH EREELERMBER,

ERERARNERER

1. 7E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

2. TEBEHERM PrivateLink F Lattice T , BIEERERE,

3. EEEVERMERE,

4. WABAWSIRFHAKE—NERB, SEEIETEVERAEBREENHER,
5. SHHEHRER K BEE-fiFfERNER , I FrERBENEREE,
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/security-groups.html#managed-prefix-list
https://docs.aws.amazon.com/vpc-lattice/latest/ug/security-groups.html#managed-prefix-list
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-shared.html
https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink
6. EELENEBEVNERRE , BV ERRBE,

7. BELFEHEREBRKRZERNELNN,

8. EELEHAERMNERERE,

9. SHHRIMERTE , IEE L EIRARE R S 1] LAEE AT H A 09 AR M5 48 5% 22 7 A Bt

10. St HAERER , EEURAITFRELERcERNERLA,

1. (FF) BRER , MRACREERHERERNFERVNLE  FRAERFHAFAIXMNEN
o

12. (ZR) s EHMERE , 75812 Add new tag (MEER) , ARBARRNENE.
13. REERVERERE.

£/ By EIRERE AWS CLI

£/ create-resource-configuration &n%

&1 VPC Lattice BJRAHRER BR B

BIgRF T MAFRAAEREREINEEERF JIEREEREIR VPC R 5% 18 AR 548 2 i R 17
WMERERE, Fit , BRYEIRIEREN B i R B IR 1548 5% B Bt

B 1 AR 154 K RE B
%2 37 55 M Bk AR S A48 2 B B

o

£ 422 & B 12 AR A 4 % A

1. ¥E https://console.aws.amazon.com/vpc/ BABX Amazon VPC £# &,

2. HTEEEBEBHKM PrivateLink M Lattice T , BEERMERE,

3. ENERERNERURMEFHEARR.

4. EIREHEREBRSIFER,

5. EEFEVEB.

6. 1t VPC Lattice FRFMEE P REURBMAE, BEEZURBKMEE , FHEEFEI VPC Lattice #855.
7. (BR) FENEER K FREBRTHEHER  EEHMEER  ARBWARRRIBIERE,
8. EEREEE,

9. EEMBREE A FEMBAMAKESG R  RERZEFDE. MR, HRBIBRTE , F@AA

confirm , AZIEFF Delete (MIBR).
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/create-resource-configuration.html
https://console.aws.amazon.com/vpc/
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£/ 22 AR5 48 s ARk AWS CLI

£ A create-service-network-resource-association %o

5 MR AR S A8 B% BE B AWS CLI

£ delete-service-network-resource-association %

EIE VPC i 2L R H
E1E VPC i BB,
FHIESEE VPC i 2L g

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
FEEEE KK PrivateLink M Lattice T , BEERMERE,
ENERAENEBURMEFEEAER.

B MEBRESER,

ZEEE ID IR EFAEAEE, RIEE , B S il BRE
EEEVHNRME BT EAEESKPH PrivateLink F Lattice , REBFimE
BEEY IR,

BENEZERE VPC HERMER,

BEH VPC, FHERMNZEEE,

(BA) BEELR VPC IxE , FEEMEER  AR2WAERRIBNERE.
1. BEETY IR,

© ® N o a0~ 0D =

—
o

5/ 23 VPC i 2B AWS CLI

{# A create-vpc-endpoint &8

£/ MIBR VPC inBhESHE AWS CLI

5 delete-vpc-endpoint o

VPC Lattice ¥V &R FHEE

BERFAEREREZ VPCHEARES, cEHZETHES,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/create-service-network-resource-association.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/delete-service-network-resource-association.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpc-endpoint.html
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MRETER VPC ANERAIEHM VPCs K EEFERME., LHANESEERMEERFERED

EHAM VPCsHIRF A FimFE VPC #MEREK , EFREEIIRAZK VPC HEFRRE A
WRE, REMNKER IP RERMEN IP #hit, BNESE P utERGERME  UAFESH
BERNMEIER. VPC R ZEEIR A LA B R &R BB

ERMETRHAHFEIRE.

B &

- EEEH

- REHH

o P ih3r3EE

« 7£ VPC Lattice FEVERFHE
« 1£ VPC Lattice F R ERFEE

ZE8EH
THlEBEARERME

- BERMAAARESFRENER K SERZXEVERRE  USARELZSETRAE.
* VPCImHNERRENED —ETHEALEES,

« VPC &Z LA 100 BERRE. MEFMEF , F2H VPC Lattice BIELE,

- BEEIEHATHERTELERRE,

ZERHE

RO LZEHAEEZTERFE ERFENZEFERRNSEFRERFEINERNEHRE,
HHHERERRERAENEERCRENERELRR

ERFRENEFFERAER , EL4AREFREINEREXNBABENEZRHMERZYEHLRA,

B 193 BAWE EIZIEEE E2g: 2
### CIDR ## TCP 3306 REFRERFERE
BENRE,
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https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/quotas.html
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|P tth it F5HY

ERFETLE IPv4, IPv6 SREM R, EIRFEER (P k358 278 82 &R F 8 M 718 F &R
IP #e it FRAER , AR -

o IPv4 - IPv4 it iSRG ERE T H. REEMEENN FRRHES IPv4 thiut&§E L BEIR
wEH IPv4 it | X EIEE,

« IPv6 - #5 IPV6 it iSRG EMR T H. REEMAEEINN FRESB2ER IPve W7k , A&
BHEEE IPv6 bk | F X ERIE,

« Dualstack — # IPv4 1 IPv6 it i8R FAEMAE N H. REEMEEIN FHEKERES IPv4 F
IPv6 bt E5E , HEFREH IPv4 5 IPv6 thit i | X HEIE,

EREEW P it EHEHSiEH P it @R EFIERN VPC ik ER.
£ VPC Lattice PR ERFE

A IEEEVERFE,

FoRRM

EREVERFE , £FEEK /28 FE AR THEE PR EEMEB ., AR THEEIPRELE
¥ ERTEBN TEE TR /26,

EREEARVERRE

—

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
FEEE KM PrivateLink # Lattice T , iBEEREE,

EBEEEVERFEE,

AR AWS IRFEHIE—NE T,

BEZERFEWN IP bk FH,

BEEIRFTERN VPC,

BERZOELTLEE , 2H I VPC RIRBHERNEARE.

(ZA) BEEHMGER , 5iZIZE Add new tag FTIBER) , RAEZAAEZBNENE,
EEEVERFE,

© ©®© N o a0 K~ D

5/ B EREFE AWS CLI
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https://console.aws.amazon.com/vpc/
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£ create-resource-gateway o

£ VPC Lattice FMIRE R E

/R EEAMBRERRE.

ERAEEEMBRERRE

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HEBEBEKK PrivateLink M Lattice T , BZEERBE,

3. ENZEMBRcERMENZEGHR  ARBEZESE. MR, HRBERNETE , @A
confirm , AZIEE Delete (MIBR).

555 MIBREREE AWS CLI

o

£/ delete-resource-gateway &%
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/create-resource-gateway.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/delete-resource-gateway.html
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iEIB FEURE M AWS PrivateLink

ST LA P AR A5 HEEE VPC in® ( ARESWEEEIRRL ) |, € VPC AT EREMBMA, REEMRmI TR
ERE AR e F AR AR AR ERNERLE, SREELN , BUNERBE— VPC IRHILT
FEUZ BER A AR

R Mg R ERMEEM VPC Lattice RIEAVBEES., ERARKMERIRE , SLUSREERERED
VPC , ¥ #t VPC AKREEN TFEUELERMEH . BREMR R TREERE —BARBER, &
£t VPC EREZEMRBME , BRI SERBAR T , 5E R EE D TR RBEE,

R 7 #83% B2 AWS Resource Access Manager (AWS RAM) B4, AR LUEIB BEHE M RFE £ AEMNR
B AWS RAM, EREHEM AWS tRF ARG E | 3R P 7 LUE I AR B85 in B LUE R E R
BiEkk, BULER PHERLIZERAZREMERE AWS RAM,

£/ AWS RAM £ A RRFECHENERLA, SEUNFRNLARKER  UREEEHARE
R AWS WIRF. MEFMEER , F2HRAWS RAM ( £AEER) HPHEELANER.

EE

RifEF /O ENEE RIS EEBN EREAEER, EEBREMAE VPC HBEFIERRE
tEHYERENE GB ERRZKE, BFAEELARBMEE VPC IR AGIR/NEHE, WEFAE
 , 5528 Amazon VPC Lattice E{E,

B #%

- B2

- DNS F#EH

- DNS f##f7

- .8 DNS

- FHAREET R

« IP thub 3R

- BB AR A RS i B BUIR A AR BR
- BEREERIE
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BE

BA LV B REREE , B URE —ERFEESLARKEER., ERBESX |, BEAUEL
RIS HEMEIm 2, LARIEH VPC EiRRIT, MENIE RGBS RERBEEE T BRI FME
Z , 5528 (Amazon VPC Lattice FHEE=E)

TERER VPC 5 89 BRH5 48 B v 26 20 7] 17 B AR #5483 o

i Consumer Account Resource Owner Account
! Shared via RAM
1 — — —_—
i f

Consumer VPC | Resource Owner VPC

F@Resource Configuration
] o
.............. e ... R R
Service Network Service Network Resource
Endpoint Gateway Resource

MEER AR B R R EE IR VPC BRI RBMER PN ERNERLE, B8 BRMRELH VPC
LR EIRR VPC HRERELR,

DNS =# &8
iEiB AWS PrivateLink , B LIERLEREEREFEEERERE ., ELETREHEE VPC K

i, RMSASEERNBRKEMYES DNS 278 (BATHKR DNS £/ ) , LA AR VPC MAE
HERERNBHEA.

AR #AEE P E IRV TERR DNS EBEF THIFEE -
endpointId-snrald.rcfgld.randomHash.vpc-lattice-rsc.region.on.aws

AR FHEEE  Lattice ARFFAYITEER DNS B BER TIIFEE ¢

endpointId-snsald.randomHash.vpc-lattice-svcs.region.on.aws
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MREFEAE R AWS Management Console , B U7EBEBE R 5| ZE T E DNS B8, MREFEH

B = AWS CLI , 1A describe-vpc-endpoint-associations #5

REEEWREHEEEE Amazon RDS BRI ERTMEE R ARN BRI ERBER  EFEEMAFE DNS,
EAFAE DNS , B LIBEBEFER AWS REAERMERN DNS ZBAERIRLER , FAREIRREE
B VPC ImnHANALEER, MEFMEN , 52 Bthe section called “DNS 4T,

DNS &4

ERRRERARIGER  RMSASEERERENERKEBEEEEDBM Lattice FRIEEIL DNS &
M. 184 DNS E#H R AR, Rt , EL DNS BB ALEFEN. T8 , RE VPC /A EFH DNS R
e EE REBREYABRNENFAE IP i, RALERAEL DNS EBR ARSI EEERAR
%, REEEEMEIB VPN = Direct Connect ZEURIE#A 5 ik B FTEHY VPC,

#.%8 DNS

MREHRBEHEEE VPC inEUAFAE DNS , B/ VPC FERFRA DNS E#Z B DNS @4 , &M
2AEFEBFTDNS EBNEREERIREN AWSRENEREERE. TEEFHITEERER DNS
BAWNCHE  HEHBTA VPC FRBMARmIEENEAFLE IP ik,

Amazon BI&H VPC £ DNS faBkes , &4 Route 53 Resolver, Route 53 Resolver & B ) f# 47 2
#VPC BB EBNAEREREFHEE, BR , BEEMR VPC A EEA Route 53 Resolver, HIE
BRERALTEBERRFE VPC ind , B LAEATERR DNS B , B Al LA A Route 53 Resolver
im 26 Resolver 3 Bl, MEFHMER , FSBAWS Transit Gateway E& AWS PrivateLink 1 B4
Amazon Route 53 Resolver,

FHARgEE ] A [ 5

&AL VPC InHRERABE T EE —E 7k, RAK/EFHEETN VPC inRE L EEERR

Ho MR VPC imF5aY IP bt BAA IPv4 , HMEHE P #buk A /28 MEBHRE TR ITiG = EE LR
BRTHE. SETFAERPEIRN P ittt HBFURNEFEENHE K MARMSRFTEL /28 BRTPH
BEAN IPs, BEEREY , ATERSTAMNEY , RMRBAEE VPC KMREELMET

AESE , WHA AT AEE IPs.

IP b/

RIS M Im B ] LA 2 IPv4, IPv6 SREMEEur, X IPve iR B Al LAEF AAAA FC8kEIfE DNS &
. REHERIHEN IP bt AL EEE RSN TFHEEMER , TR

DNS f#47 132


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-associations.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
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* IPv4 - #& IPv4 i 3HERIG AV IR RS R EH . ABEMAERN FHEEES IPv4 it E8ER | X
BIIEE,

* IPV6 - #& IPv6 it EIRIG AV IR RN EH. ABEMAERN FHEEZ IPv6 FHEE , X EIE
Ho

» Dualstack - #§ IPv4 # IPv6 bt 35 RIS BN IR N EH. RAEMAEERN FRHFEER IPv4
IPv6 #bit SRR | F SXEILIRIE,

R R VPC inBi & IPv4 |, A ERR N HES IPv4 thit, MRRIEHERE VPC imEiE
IPv6 , Rl AN EEE IPv6 #hit, FERARMERESIGEMEEAEN IPv6 tiit, INREFER
IPv6 it #iR s BB A E |, 35 E denyAllIgwTraffic ERA,

218 B 5 A % i 26 7 IV AR 5 40
T A PR PR AR o B ER AR TS AR TS 4B 04 B SR TR AR A AR R 0 MR AR AR RS
FORIREF

BEEVRBHERRR , BLERE T I RRGEE,

- BAABEBREE SIS —E tkFEEHARNRBERE AWS RAM,

- MRBHERRES —EIRFESHA  LXARRAYEZTSREEBRNERLA. NEFME
A, EF2H CAWS RAM FEREIER) ':F‘EI’J <EZRIEBEFE>.

- REBREHSEVEETARETRATAN IPv4 thut 9348 /28 B, WREASEREEHIEEEHIE
HAEEABiR RS , AIFEME FREP AN 28 B , RABEERSSESETHEE
E}Eﬁ HE_EI‘J IPo

MBEBITEHER 16 AERERFTIEERBMBEE , NSEERBENRISHERE RS EHEHEN
# /28 B , LBAMWFHNEIR. MREBFEEREMER VPC CIDR IPs , BEREEARKEHAR VPC B
Bt, WMEFHMET , 528 (Amazon VPC Lattice fEHAEIER) EPE’JAEE VPC i B Ea B

22 MR 7548 B v RE

B RBERmRH AR AN REEE, EURBERER R , ERREXEZEFHENE
.
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html#service-network-vpc-endpoint-associations
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2 3 AR T M8 B v b

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
FEEBEH KM PrivateLink M Lattice T , B EiRE,

BEEY IR,

BN EEER , UEERSHRNER R,

SRR | B ERBHERE.

S RIS EE | BRI

HHWEEERE , ENEERT FRURBHEREA VPC,

MREEERENS DNS & | FEHNHMERE. A DNS £, HEEM IR
A VPC YL A DNS =H#EZBMEA DNS XEB 4.

9. ¥R, ENBAEHPEIRIERAEN FER,

HEERRTD  ATERSTHMEMNEYL  RAEBASE VPC hEREELMETHESE.
10. PR LA  BNLLHE.

MREAREERSHE , ARV E VPC AT HER B
1. BEEY IR,

© N o a0 bk~ 0w Db =

3
7
fil
g

52 A A 5 B 28 37 AR RS 4R % i R

 create-vpc-endpoint (AWS CLI)
* New-EC2VpcEndpoint (Tools for Windows PowerShell)

E T fR 5 48 B U B

BYRBHERRR2E  SUUNEHREZ2FEIER.

%
o MIBRUw &
o S5 AR A B v

0 B&R ik B
VPC Uit Bh#E5 3R A A & BN ] il BR o

BRI S I B 134


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpoint.html

Amazon Virtual Private Cloud

AWS PrivateLink

5 A 12 & i BR i 2

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HEEEHIKHIREE Endpoints (ImEh)o

3. EEEKBERmE.

4. E#E Actions (B)fE). Delete VPC endpoints (B} VPC % 2h).

5. HBRHEFRTE , FKZ—T delete,

6. EF MIBR.

f52 A a5 51 i B s 26

+ delete-vpc-endpoints (AWS CLI)

* Remove-EC2VpcEndpoint (Tools for Windows PowerShell)

55 T IR 75 48 5 i
BRI AEH VPC 58,
ERTRAEH RS

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
EEEEF K FIZIZE Endpoints (i E).

B EU B o

BEDE , AREBEEENEIE,

ARETEASREIEMN.

o M wDnh =

{5 F 85 T 51 SE R i Bl

+ modify-vpc-endpoint (AWS CLI)
» Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

B RIS AR BE i B
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpc-endpoints.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
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155 MFEEE AWS PrivateLink

AWS Identity and Access Management (IAM) 2 —& AWS fR¥ , AT HBIEE B R T H ¥ AWS
ERNTFH. IAM EEESTRGIETURE (BA) NRE (EFFT ) REA AWS PrivateLink
iR, 1AM 2 AWS R S LR EEAN .
B &%
BEEHR
- FRASTBE
- FRABREEFIE
« AWS PrivateLink #{aff 1AM
- W55 B BRI AWS PrivateLink
o FRAMmBBURER VPC i 2R i% Hl 17 B
- AWS ¥y ZEBR AWS PrivateLink

BHRHR

# A5 AWS Identity and Access Management (IAM) € 8FFE , ERECRAGEHTHATHIHE
AWS PrivateLink,

RIEFER & — MRIEMEH AWS PrivateLink FRIERBITENER , FNEEESATREEMENEA
BERMEF, EERMFERAEZ AWS PrivateLink ThEER# 1T TIER , BAsEFERR/ANT T, THEFE
FUNERSRHBEREEERE R ERNETT,

RIEEEE - MREAE /T AWS PrivateLink &R , B AIRE AT LA ST ZHL AWS PrivateLink. &8
{E75 2 3 B AR 35 FH & FE1ZEL AWS PrivateLink ZhEEM &R, BE | BLEKERIEBERN IAM
EEE K REELREEAENGTT. RELEmENER , TH IAM WEERES,

IAM EEE : MIRER IAM EEE , ERLERNTREBERNERE AWS PrivateLink BRI 541
E#o

fEF & 2 B sE

BOrRFEEAWS FHEIBREANAR, BX4ALL AWS IRFIRFERES D, IAMERES D
BEIAM AEESETESRE (B A AWS),
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B LERZERE D RERENERE , UBSED AWS B0 8550 F A . AWS IAM Identity
Center (IAM Identity Center) fEfi#&. B NRMNE—BZASDEE , UREH Google =% Facebook &
ABH  HEHWESEONWES, BUBMSEIBAE  SHNEBEEAXNCRESEH IAM BENHE 5
2. BEMGEABE AWS B ER i, ZEBERTIAG,

REGINEREBRME , BB A AWS Management Console 5% AWS FERA O#f@th, MEE
ARGHEER AWS |, F2EAWS B A (ERAEER) PRNINAEAEHN AWS IRF .

WMREL AWS BRFZFTHFRFER , AWS ERMHHKBEZEH (SDK) Mar=3IRE (CLI) , UEMA
T BAERUBBHREESXNEBLNGE R, WREFEA AWS ITE | RIXEHTHERER, 01F
EREBENSEBTEEFRNFHENR , F28 (AM £AEER) PHEAR AP FERAWS
Signature 28 4 ko

EREERAES P REL L SURBFERMENNRZEMEN. flln, AWS EREFERZE
EZRE (MFA) RESIRFNEEME., WFEEZEA , F2E (AWS IAM Identity Center £/ &5
M) PHZEEZREN (AM E£REERE) T8 IAM FIAWS ZEEZME.

AWS tRF BERE

BB B AWS IRF  RER—EEASGHE , X5 TZEER IRFEFHNRAE AWS R &
Fo LLEHTEA AWS tRF Theroot FAE |, AIEBFEREAREILIRFNE FE bt MZHEE AR
FH, MABBLTEURCEHEREAETE. AELZVRERAERE , LEEARBTREHR
FEAERTHESE. NEELTENZEEE  THREUREAEZRANTEYE , F20 AM FEAEE
HMHNEEZRFEAERENEE.

REEBKR , ERALEERE CRETEEESFIENERE  FAKRKEAER AWS R 25
DRHEBSREFN .

BEeEgo_RRBENTEFEHAEB K. Web B01EME. AWS Directory Service, 0 0B & , =
2 AWS R FABEBE I RERENEAERNENNEMAMERE. BEHES 52 EIEF AWS IRFE |, ©
ferrat , MALSREKRRER.

HREFXEREEE , RAEZREEHA AWS IAM Identity Center, T ELIE IAM Identity Center
RENFEAENREE , IELRUTUNERYRSIEECH S RRPHN—HEFERAE AWS IRF ME
18, LLEEFE MEARNDER, WFE IAM Identity Center BIEEAAE A , 5528 AWS IAM Identity
Center fER & EM PRI = IAM Identity Center ?
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
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IAM f5£ F3 & R & 4H

IAM EAER PEAE-ASFERABRABENT AWS IRF W55 . BRESTREERRER
MAREEERIRABE (PINEBNEFNEZR) B IAM EAE, ERNABEEARIFTEHERY
BRENIAMERE K BRRLHGBBREFNER. WFEZEF  F2H AM FREEEIFNATERGE
ENEARGIERRRFRER,

IAM BHER —BIEE IAM EREEEN S D, BREUFES S EE, EUNERAFER-—XAZ
BERAEEENT,. HETREEABRCRENTNEFEBEARS. fl , BB —ERA
IAMAdmins FYE#E , 4G FREHEEE IAM EIRHNFFA,

ERERAGTE, FRERGRE-ASIEAEXEZIRE K BAGHNENREHEMNREECNA
EHE. EAEHAXKANKRYERE A CALERHUKKERE. NWFESEA , F2R8 (AM £AE
B P8 IAM EAENERAREM.

IAM A

AM BB FEERBERT AWSIRFE 875, TELIAM EAE , ETESENASHER . BE
FiS1E FRE IAM B AWS Management Console , A ARFERETRE IAM A€ ( £2E ),
B LAOEB RN AWS CLI 2 AWS API B E A BT URL RigEAC, NEFERAGNEEFHEE
7, Bm2E (AM EAEER) PHRRBREACH S E,

EAREREN IAM BBETIERTPIEEER .

- BMESOERAEEN — NENBESIERSTA , FELAG , YRABERITT. EBSEHE
TEIRIER , ZF-ISHACELEN  UERTHACESRNGTT.,. IEEHRHESACGHERE
A, m2HE (AM EAEER) PHAE=S52RHE (e B A, MREFEA IAM Identity
Center , IZEREHNTE, ABRFSFIREFERATUFIHAZR , IAM Identity Center #5F 7] 52 EE
IAM R AEHEBE . WEERFISENER , F2E AWS IAM Identity Center A EEEHMWFT
CER

- HEIAM EAENT - IAM FAERAGTUES IAM SEREFHHHIFETEERA RN,

- BIRFFEE  BUUER IAM BE , AFTRIIRFHINEA (BENER) FRERFHNER.
AERBETERFFIENEIESR, T8 , BAXELE AWS R , BUUBEZEKBEREZTER
(MTREAACHBARE ). NETHFEAACNEREBRETERFTFIRCENEZR |, F28

(AM EREERE) FH IAM R EIRE EREZH.

- BREFE - B AWS R EAEM PEITHEE AWS RIS, Bl , EEERE P ETEWLE
ZRIEBEEEE Amazon EC2 h#{TEAR X AW 4T Amazon Simple Storage Service
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(Amazon S3) H, RIEARESEAFUERNFTT, CARKACHEARKERSSSRUTIE
E

- BIEAFHTERER (FAS) - BEMERA IAM ERERACE PHTEER AWS , BEWRAE
B, ERELERKE  SURENTEEBE , EMETRRBHAB S —EEE. FAS E£AF
W MZEFEAFFA AWS R , /S AWS BRF FRE T HERBREEFER. REERBBRIFE
ERE M AWS fR¥ S EIRE BT RESEARIGERES , T ERE FAS R, BEILBERT , B4EER
VITEMERENRTT. MFERH FAS BRENBRFMER , F2H (EREMTEER) .

- BBAE - REACRBHEREN AM A6 , ARKREINTEFE, IAM EES ALK IAM RE
M. BRNMERRESE, NFEFMAES  F2E (AM EREER) PHEIAGUEIRTA
B AWS R,

- REEEAE - R EFACRERZE WREACERE AWS R, RETURBEAKRERNTE
AR, REEFACSHRELN F AWSIRE | WHERKES, IAMEESTURIEA |,
TRl REEFABNET,

« £ Amazon EC2 L #IITHERARER - B9 LUFER IAM SEREEE EC2 MTEB LT ERARE
RNWEREEAER , URIEH AWS CLI 5 AWS API 553K, E2 EC2 T ERAREEIRSE
WBEFAR. EEMK AWS SEIERGE EC2 #B1TER , UHREMGEMBEERARER , B NEL
EEFHTEENSTERBERE, STERREETSHAE , XA AZEEC2 #H1TER LHITH
BEXANMSHRERE. UEFHAENR , BF28 (AM FAEER) PHNEA IAM BEREFEFES
Amazon EC2 #{TEBR LHITHEAER.

E AR EE 7 EUE

B LUEIBE Y BRI A HEEE AWS B 5 REIR AWS Rizf P FE. BERRE U4, AWS
ERSSREFREVYEWE , SERHFT, EEXFA (£AE. REREIACTHERE ) &
ARE, 8 AWS FHEELBR, BERFHFFRERB A HIEERE R, KSEBEREL JSON X
fF AWS BIIERFRFE . WFE JSON BRXHEBNATNFMENR , F28 AM EHEERETH
JSON BB

EEEWLER AWS JSON BERRIEEH T UAFRAR, 2R , MEZBE A BERS T o H 4
EEREITHL B F,

FREAT , ERENARKREHT. EERTEAEEEMFERATIHENT , IAM EEET
BEY IAM BUR, A&, EEETUE IAM BXRHBEAE , FAEERBIELAE,

IAM IR ERZBENTA , BAREERTES ERBTRE. Hl0, REREF—EAF
iam:GetRole BMERMBER., EBZBURMERE AL AWS Management Console AWS CLI, =}
API AWS BR8AEBE M.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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Amazon Virtual Private Cloud AWS PrivateLink
AN FH
SO BBER

B BBERR ALK MRS 2 (Bl IAM ERE, EREFHERAE) K JSON FFAIBERXHF, ELEHK
R EH &7 EMERG TRREBLERATHLEDSE, NFTHROMELSSEBEK , F26H (IAM
ERERERE) PHEBEFERBRESRBL] IAM A,

BrBERRUTE-S D ERARBRIAZERR, ARBRESEZARINE—FHE, HEIAE,
ZERRRBMNEK , EUEET FNZSECHAE,. HENAG AWS 1kRF. SEBXRZHE AWS
ZERRNEFZERR, NFTHNMESIERRRARBEK 2ERE  F28 (AM EREE
) PHEZEBCRMABRBER ERE,

BERBHR

EREBERREETIERN JSON BEXH, EREBENREREHIR IAM BEEEBEEN
Amazon S3 EFETEBUER, EXEEREBERNEREF , REEEEUUEAECMAREHEFEER
MWFEVER. HRMMBERNER , BEREEREEN THIUEXERBTWEBEUAREMERGT
BITHEE, EXAEEREBRPEEER. ZEATUSERSE, FAE,. A6, BEeSoERE
=; AWS IR#.

ERABERNARRE FHRRBE, SEEEEREIRTEARE IAM B AWS SERE,
FEURHIEE (ACL)

FEUZHIEE (ACL) FTEFIBL TR RFKE, FRENAC) HEFIEERERNFFT. ACL EHR
ERAPCR , BEMAEM JSON BERXHFER.

Amazon S3 AWS WAF#] Amazon VPC 2% ACLsH RS &5, mMEHE—5 7 # ACL ,
Amazon Simple Storage Service FiZ A Ei5RF M FEUZRHI/EE (ACL) #EE,

HtBUREE

AWS X EHMBFAERNBRER, ELRRERTRERE RBRREER T ENBKEAFFT,

2
s
&5

« FARR-FrUEER -EERDRE  IHERES D EBERERT IAM B (AM £AEHABR)
MBAFFA. BUUAERREFIRR. MEENFITERERNS D EBERMHEFT SRR
%, 8% Principal uPEECRENACNEREBRITSZIFFARRES. AEER
RPHAREBHESERXR N, NBFTRRNFHES  F2H AM EREERETH JAM HiE
AT A SRR,
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- BRIEIEFIEZK SCPs) - SCPs=& JSON BUR , Al E FEMAMEN (OVU) WEARFFA AWS
Organizations. AWS Organizations @ —B AR 7 EMNEFEEELEREE AWS IRF 09 S EH AR
%, BEMABEBTHOMEIIEE , B LU REEH B (SCP) EAEIEARMAEIRS. SCP &R
FIRERFAFEBNGT , SESEER AWSIRFRERE. WMFE Organizations 1 SCP Ky FE#H
B , 5528 (AWS Organizations fER&EERE) T RIEEEBER,

- EREHIBEE (RCP) - RCP 2 JSON B , AIARBRELRE P ERMN A AT LR , HEUE
EFRXBRTEEEFTHMBEFAHENSEERN IAM BUR, RCP 2RHIXEIRSFERN
B, MR ESINERT , 2 AWS IRFRFERE  ERTCHRETBRAENER.
#NEE Organizations Ml RCPsHFFMIE A , 218 AWS fRIE & RCPsHy BE , 2 BAWS
Organizations ( A EIERM) PHERZEFIBE RCPs),

- THEMEBE - TERRBERR-—BERBX , Sl EBREE N A BYACHBMEEA
ENERTHEERE  MASEEE. MELETFMERNFTEREAENACHE T EBERNIE
FERBERIRE, FFARAURBEREBK. MAEEEERTHAEREENSERA L. NFHF
WMER , F2H IAM EREERPH TERBRBER.

ZERBRER

HEZBBREEERIFRE , HERTENFISEARM, FMHELUEE, FETHOMAWS #
BREBERRBHEGRERBANER , F2H0 (AM £REER) PHECRMLER.

AWS PrivateLink 20 IAM

EEER IAM BIEY WFEZ BT AWS PrivateLink |, 555c 7 FAMFLE 1AM Thee mJ E7 2 EH AWS
PrivateLink,.

IAM Zh&g AWS PrivateLink 3z #
S OBEE =
EREHE =3
BEREE =3
BERER =

BURRME 5|8 (BRBSE)

fim
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IAM ZhgE AWS PrivateLink X
ACL &
ABAC (B 1K) 2
TR R 2
EBRETA =
REAE B
RS ERAS &

EERA T AWS PrivateLink FE fh a0{7EE K2 & IAM IhaE AWS IR #BEER , F2E (AM #
AEREE) PHAWS B IAM ZEFERN RS,

1 5 9 BBEE AWS PrivateLink
TESOBBE B

SO BBERRALMME S (Hla0 IAM ERE, EREFHERAE) K JSON FFAIBERXSF, ELEK
RS0 EMERG TReEBLERATHLEDE, NFTHROMELSSEEEK , F26H (AM
EAEER) PHEEBEFEREBREZBA] IAM A,

A IAM BEORBER | BUEEAFSRIEENBHENER , UREMEFRETAFRIEESE, &
ELEEDABRPIEETE K RNAGSEAZTEENFERESNAR®, NETHIEE JSON BHEHFE
ANFrERE , 528 (AM EAERERE) P IAM JSON BERTERESE,

#Y & 2 B BER #46| AWS PrivateLink

= ZM1R AWS PrivateLink &2 BBERIVES , FSE K5 0 BB AWS PrivateLinko
R EREBEE AWS PrivateLink

XEEREABX : B

BEREBRRH IR EIRA JSON BERM . EREBRNRE REHIR IAM AREEEEMN
Amazon S3 fEFITREBR. EXEEREBRNEBHS , RBEEESETUEACAREFHBEER
MEFEER. BRMIBERNER , BREEREEN TR T UHNRERATHNEEARE[MERET
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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BITHEE, BLRAEEREBRIEEETE. ZXATUSERE, £AE. A, WSS ERE
= AWS BR7.

MERRABEIRFFIE , ErlEEEEMIRFANFIAEIRFR IAM B2 , HAEREBRN TR,
MEERFEIREEREEE , AREBYGERAEN—¥, EXTBNERURTENMER AWS ik
F, EERFHH IAM EEEHLAARTINER (£RAENAG ) FRERNFT. HEBKS S
BRRERIBEERREN T, T8, REFEERSAMEKRFANEIBR TR, ERMFFE
BHANE BB, MFEFHEER , F28 (AM £AEER) 1 IAM R RIES ERFEL

AWS PrivateLink R E—BUERAERNEFER K BARYBBE., wmEBEREHEIHLE AWS £
B LUFER RS FEURSRKE. NEFMENR , 552 Bthe section called “Ui BB,

K BER BN ¥E AWS PrivateLink

XERRBE: B

EEEWLER AWS JSON BERRIEEH T UAFHAR, twHER , MEERECESRS T IUEA4
EERHAITHLEBIF,

JSON BURH Action TEHERETURARAFRIEBBRFFRNEFE. BRBEEFEFEEH
Bt AWS APl IRIEHERIN BB, B—LBI5GR% | PIAURBHARTE AP RENERFTIEME, i
EEFERRTNSEEF, ELBANDEBSBKREE.

BEREFEABERR FHTHRBEBEENTY,
ec2 i AZEEHPHENE

E’Ji‘ﬂ’EM’IE AWS PrivateLink & Amazon EC2 APl N —#49, BELEBEREEFER ec2 TH, MEFM
B, 5528 (Amazon EC2 APl %) dhfJAWS PrlvateLlnk BH1E,

vpce & ZERE P ENE

AWS PrivateLink thi2 f#£{ZPRA1lowMultiRegionFF AT B, WWBUREEREMA vpce FH,
R E R AWS PrivateLink

XEHERER : B

EEEWLER AWS JSON BURRIEEH T AFRAR, tWHi2R , BMEEBE A BERA T o E 4
BEEIREAITHLBE,
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Resource JSON R tEZ IS EEEAHENYH. MIRRX L EEE Resource = NotResource
TtHE, REEXKEFEAH Amazon Resource Name (ARN) RIEEER, B H T ERSEERER
M EME (BAERBRFTT) REEM,

HRAIXEERERFTAINEE (PIFHRE) , FEABRAFER () RRTIEEXERARABEER.

"Resource": "*"

BRI 2R 518 AWS PrivateLink

XEBBEERRRG SR =2

EESWLER AWS JSON BURRIEEH T AFHAR, tWpER , BHMEEREERE T o8
EERHAITHLEBIF,

Condition st (5f Condition E#) JEEIEEFRAR ERIHRMYE. Condition TERZRAE
B, BUUBUFRAKTEE FRREEER (PINERZ/DR) , REBBEHOEREMNFERPHE,

HERERBXPIEESZME Condition ik , HREE — Condition TEFIEESERSIE , AWS
SEAELE AND BRIFFTEMEM. WREAE—RUHRSIBREESEE , SEMEEBORRE AWS FTE
Rt BAFEMBHKEGL , T ERERRANFT,

A EEERGREARBNLESZH. fl , BAURECERECRE IAM ERERBERRE ,
HENERNFFARTXIAM ERE. IFESEF , F2H IAM £AEERETHN AM BETE &
BHER.

AWS X E2EFRGSRANBBBENRG SR, BEEEHE AWS 2ERGREIR |, F2EH (AM
EAEER) PHAWS £EERHFREREIE.

THFRAREIBBISEEE AWS PrivateLink :

* ec2:VpceMultiRegion

* ec2:VpceServiceName

* ec2:VpceServiceOwner

* ec2:VpceServicePrivateDnsName
* ec2:VpceServiceRegion

* ec2:VpceSupportedRegion
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
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WMEHMER |, 5528 Amazon EC2 Wy EH£48,

h#Y ACLs AWS PrivateLink

TEACL: B

FHUZHIEE (ACL) AHEFIBL TR (RFKE, FRERNAC) HAEFIEERNFFAT, ACL EHR
ERAPR , BEMTEM JSON BERMXHFER.

ABAC #HB2 AWS PrivateLink

X ABAC (BERHFHER) : =

B RFEUES] (ABAC) B —EREXRE , RIREMRERF A, £ F AWS , ELBHBARR.
UL ERERE IAMBR (£RAEFAE ) MFE AWS Ef, AEBRNERMN LFERE ABAC
ME—F, LEBERFT ABAC BX , A EZBRNEREHERFINERERMEFRRAE,

ABAC EMRRENRETFHEREY , Yt ERREELEHRKRAH.

MERBZERILEFIER , B5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys fRZR5|8 , TEHRNWEETEF , REEBEA.

MRBHEXESEEREEN B =ERG SR  DBEZBBEMS , EA Yes, IRBBEIBERLE
REEN 2R =EFk4 iR , RIEA Partial.

MF ABAC WFMET  HSH (AM EAEIER) FHEMEABAC BEESHT. NESELHR
7 ABAC SBNMBRE | HS 0 1AV (£F IR0 (2B A FAURE (ABAC).

BB A EREE AERE AWS PrivateLink

XEmERE &

ELERARKEEREEAR , AL AWS RE BEER, MFEFMAER , SEMWEL AWS BRI A RE
BEAEH , F2H (AWS R IAM EAEERE) FHER 1AM .

MRE AWS Management Console EAEAEB BN BB UANEMEEEA | AISERAEREA
BHl, flm, EEAWS FALATNE—FA (SSO) EEEH K , ZEFEEHENHREEAER,
BERUGERAEESBEATES , ARV RACH  tSEHRIKRERE, NEVRACHEMRER ,
=2 (AM FHAEER) PHRERAETHRE IAM A6 (EEE5).

ACL 145


https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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BT LAER AWS CLI 5 AWS APl FEIZVIRBEAER . A%  SUNERELHREAER RS
BAWS, AWS ZELBEELHRFEAEN  MIREARMERER. NFRFHER , F2H
IAM Y BT B 1 2 2 R

B 5 BR A = B8 55 v AWS PrivateLink
TEESEFINIERER (FAS): 2

ERER IAM ERERACE PHATIHER AWS , LEREAETA. EAELERKE  Sge
BITE @D , EMEFRREPRE S —ESE. FAS EAFW NETAFT AWS R , &S
AWS fR#% FERE T BB REFR. AAERBWRIFREEM AWS R S EREB T RE
ARE , TERE FAS R, BERIERT , KL EEFWITEMERFENFT T, MFRH FAS FXRE
MBEREFHRER , F2RERFMITFRER.

B AR FE A & AWS PrivateLink

xER%AR &

BB ACRRBEEN IAM BE , AIREHTEME. IAM EEST LR IAM REIL, B M BRI
At. IEFMEF  F2H (AM EREER) PNELASLEIRET A #1E AWS R#.

B ARG E & A AWS PrivateLink

XERBERAG &

RBEHACIEEE O —EREAS AWS BE. RETURERREATDHENAS, RIS
AERHRELN B AWS RS | LARBES. AV EERTURE BT MBREEEA G
.

W B 5 B R & 5l AWS PrivateLink

RIZFERR , FRAENAGTEHMEILRIEH AWS PrivateLink BRHER, it EER AWS
Management Console, AWS Command Line Interface (AWS CLI) i AWS AP| R# 1T, EER
FHEAEHEMEERYTEENTT , IAM EESAUEY IAM BXR, A%, EEETUE IAM B
RMEEAG , EREEREBTELAE,

WE T MR fE AL JSSON BURX M2 IAM S5 RBR |, F20H (AM FEAEERE) PHE
M IAM BGR (E#2 8

mE EBNEENEREROFMET AWS PrivateLink , SEBBEEFREEB ARNs X | 2
BIRR =S E K Amazon EC2 WENE, ERAEMHZRESIE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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Amazon Virtual Private Cloud AWS PrivateLink
g4

o 12 VPC imBhH 5 F

- RIBRBWEEEES VPC mBEY

- EHAA VPC in BRI IEERIFAE DNS 18

- BHAA VPC mHRBEENREER

2 VPC i B HY 6

RIFFARR , ERAEREERAGRENT, SUUENSSRBER , B, BR. RANMERKRER
EBRETFEMAE. LTR2EEH.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action":"ec2:*VpcEndpoint*",
"Resource":"*"
}
]
}

MFEMER VPC In MR HIRBEMNEF , FSH the section called "lmFBUR",

BRI HHE ELSH VPC inFhE L

B AR IR FEBEE RS (amazon, aws-marketplace SRS ID) , £/
ec2:VpceServiceOwner fHS@ITH RN VPC inli. THEHFRSHEERAIEENREESE
BY VPC mENFTT, BEEALES  FERES. RS ID MEREK#EEE.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:region:account-id:vpc/*",
"arn:aws:ec2:region:account-id:security-group/*",
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"arn:aws:ec2:region:account-id:subnet/*",
"arn:aws:ec2:region:account-id:route-table/*"

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [

"arn:aws:ec2:region:account-id:vpc-endpoint/*"
1,
"Condition": {

"StringEquals": {

"ec2:VpceServiceOwner": [
"amazon"

EFI A VPC im Rk I5E ERIFLE DNS B8

A URREE VPC i B AR S HHERE VAL DNS 88 |, £ ec2:VpceServicePrivateDnsName
RESBIEH TS NHELN VPC in Rk, THEHFISREFERIEENTE DNS BBE VPC iR
BB, EEFEALES  FEREE. kP ID MFAHE DNS B8,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:ModifyVpcEndpointServiceConfiguration",
"ec2:CreateVpcEndpointServiceConfiguration"

1,

"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint-service/*"

1,

"Condition": {

"StringEquals": {
"ec2:VpceServicePrivateDnsName": [
"example.com"

BH A VPC W RISIEENFAE DNS 218 148



Amazon Virtual Private Cloud AWS PrivateLink

EHI A VPC i R Bk 5 18 E 1Y R 35 &

BT LAARYR VPC B IRIER T , 1 ec2:VpceServiceName &8R4 2K VPC wE,
THEpSREFAEENREEBEL VPC BN, ZEFEALES  FERES. tRF ID
MEEHEER.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:region:account-id:vpc/*",
"arn:aws:ec2:region:account-id:security-group/*",
"arn:aws:ec2:region:account-id:subnet/*",
"arn:aws:ec2:region:account-id:route-table/*"

]

b
{

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint/*"

1,

"Condition": {

"StringEquals": {
"ec2:VpceServiceName": [

""com.amazonaws.region.s3"

]

}

}
}
]
}
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52 7 i BE BUBR AR B VPC i B 2R 422 il 7 B

i B BUR R R E# R VPC im B AR HIHRLE AWS R AU Ain B FE NWEREBER AWS R,

HMBRTEBERIAMKE T EBRREFREBR, Hlan , MREEHRERHIEEE Amazon S3
BB ER Amazon S3 T BIRREZH B E R TIFE VPC BREFIFENFEUE.

B $

- ZEETH

- FRRRRBUR

« N EmFBE

- FERMNER

- EE#f VPC imBBUR

ZEEH

IHHBER2EA IAM BEREES Y JSON BUR X, HMABEE Principal THR, mEBERH K/NART
#Bif 20,480 E=FETT (BEZEK).

- BERR BANENRERME AWS BRI, B SE - nMBREZS R, &0 UREREH T
RBK, MREAREERIBEER , ABRMSERF R BE,

« WIEPRAE & AWS RIS ZIEBRBBER, MR AWS R TXEREBEER , RAAFTEEZIREH
R 2, MEFHMENR , 552 Bthe section called “HiRiE BB E L,

- BEA AWS REBUANIKHERBTEY VPC infils , BAgAF BTN,

- BEEBEAFR (R ?) IBERFEEFHSERRELERNITNLBRERS|IE (il
aws:PrincipalAccountd} ) #¥E £ Haws : SourceVpc,

- ERERAFERTEETR , S4AESEBAFAZARCRERAZEDLANEEEF T,

- BEREERSFETESIEE ARN B | ARN BWIRFE S T A ZRIRF ID XEAF T , BFERR
@Em%o

- EHmBEEERE  BEAUNFEREDE,

TR Rx U R BUR
FRGHER SR T RN TR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_Numeric
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
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"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*"

}

]
}
71 T i 6 BUR

WE MR BURE B AWS BRTE |, 5528 the section called “BEWRE . RETNE—HBETSERE
AWS PrivateLink B9 32 4F&E & AWS BRFS. IR AWS R X EHEBE  EX4easkBEBESE
'{§IJ0

EIPENE Y IES

FEARERREE , Principal tEMXEHRER *. BEEEERFEA , FBEA aws:PrincipalArnfk
a8,

"Condition": {
"StringEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:user/endpointuser"
}
}

MREUTIRRIEERTA , AWSIRFIRERAE IRAESEIERT A MARKFHNAEERE
Mae,

"AWS": "account_id"

MERERNRHBRAES , FSETIIEE :

o HEAM Amazon S3 #Y i 2k
« DynamoDB K9 2

E# VPC ImE R
ERATHIRFRER AWS RENHEBE, EFRERESR BEENBEREIE,
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BEMER TR EE R

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

HEEEE & IEIZE Endpoints (ImEh)o

#EL VPC i Z

i#E Actions (Bi4E). Manage policy (BEEB%).

EIZ Full Access (RE7FH) UAFTEFERE , S&EE Custom (BEF]) MWiEZEBFTER,
BERE

2 e

HREABTIERRIBUR

» modify-vpc-endpoint (AWS CLI)
» Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

AWS B ZE B AWS PrivateLink

AWS SEBRZH AWS AWS ZEBRREUNEENBUBREERATSEREARMRMEITT , X
IR AR T ARG A E, FHEANAE,

AARCE , AWS REBRARTERTFTRECARIINSFEERT , RAELFTAHAE AWS &
FfEM., RfI2BEEREARFIEBNESEERR , WEE SRV,

FEEBE AWS SEHRRPERNTT, 1R AWS EMZEBEP AWS ERNFT , IEHER
ERREENMEIRE Y (£RAE. FEANAG® ). EFMHN AWS RiE MBS API RETAHAR
BA RBE , AWS REWREMNSE AWS EHX.

MESHBET , F2H (AM EREISE) T8 AWS SERE,
AWS PrivateLink % AWS B BRI E

18 B IR B HEE L AWS PrivateLink LA |, AWS SEBEEHMNFMET.,. NFEHERT
SBEWEEIZE 55578 AWS PrivateLink XHBE S EEm LMW RSS HE,
g8F iR H #A

AWS PrivateLink B 438 it & AWS PrivateLink & B4 8 2021 £3 A1 H
3 H AWS ZEBERWEE,
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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B CloudWatch #84& AWS PrivateLink

AWS PrivateLink €45/ Ei% 2. Gateway Load Balancer ¥ B #lif 2 IR IS Y E R B2 E Amazon
CIoudWatcho CloudWatch AIZEFE A —HRFEF I ERNE RN RBESELERBENHEBRETER ,
MEEE. EUUSEERAZERNEY  BENNEXERETRAREYENE, SAERMEEN
Bﬁﬂﬁﬁﬂﬁﬂﬁﬂéﬁnﬁu‘h&ﬂﬁ REEN,

B ERERRERRENEFETSEY. fin  FERERERARARINEER , BRI
CloudWatch B/RREZIEENERL HTEIMF (@Uﬂﬂﬁﬁﬁiﬂﬂa%iﬁ#iﬂzﬂt)o

SHEFTENEImE. Gateway Load Balancer Ui 3 Ml 2RI R HIEE, AT Y FERHNE
REESFINEEREEEERM, RIFTER , AWS PrivateLink €L — 2 B BEIESIEEEXE
CloudWatch , EEEXENER,

MEHMER |, 5528 Amazon CloudWatch EFA &R,

B &
i IR M E
i Rh AR AE S R A HE BE
- B CloudWatch 158
- EAMREM Contributor Insights #7 8l

i i 15 AR A E

AWS/PrivatelLinkEndpoints @& ZEBE T 5 EHi% 2 Gateway Load Balancer i B #1515,

BE EPUN

ActiveConnections ERPETEENEE., EZEEMN SYN_SENT £ ESTABLISHED
AREEHYIERR

HEHRY  REHE—DERABRNRE,
RETEA - RERANKITEAR Average, Maximum E& Minimum.
HE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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BE iR
* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id
BytesProcessed IR MR 2 AR T, EMEFALERE. ERIHE

FEEFENENVTER. IRESI GB KRENMERILE,
HEFRNS  mEE - ERNERNRE.

RETEA - RERANKITENAR Average, Sum, Maximum
Minimum,

HEE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

NewConnections ERmEETWINESREE,
BEHG . REE—SEANBRBANRE,

RETEA - RERANKITENAR Average, Sum, Maximum
Minimum,

HEE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id
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BE

PacketsDropped

RstPacketsReceived

DU

mMERNECHE, ESURTIEHEIAEHSBR, BNNE
] BE 3R 7R Ui 2t B s e AR A5 1B AT R AN o

HEHRY  REHE—DEABRNRE,
RETEA - RERANHKETEAR Average, Sum & Maximum,
HE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

IR IR RST HIBE, WM EER R RINBREETRET

+
+ o

HWERY  REHE— S ERBERNRE,
RETEN - RERANKITEHR Average, Sum B Maximum,
HE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

EEREMBELER  FEATIME,

MR
Endpoint Type
Service Name
Subnet Id

VPC Endpoint Id

EPUN

Rin BB EIRIEZEER (Interface |GatewayloadBalancer ).
KRS BEEEREER,

k¥R ER R R R E B,

& VPC im R EFR B R E R,

I RE RN E
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HEE

VPC Id

iR
&k VPC EREiERE R,

i o AR 35 S R A HE

AWS/PrivatelinkServices @& ZB SR BRBEH T IER.

BE

ActiveCon
nections

BytesProcessed

s

1

EBRFH AP IRE B ENERPERNZAEE . BNNET
ERRHOERNEER.

HERY  ERTRERBNRBE— P EREERE.
MEtES - XERANKTEFR Average BE Maximum,
HE

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

EMESE L, 8RS 2~ B 3 T B

W R ERER BRSNS EE - D ERNEERE,
RETEN - RERANKITEFAR Average, Sum B2 Maximum,
HE

e Service Id
* Az, Service Id
* Load Balancer Arn, Service Id

e Az, Load Balancer Arn, Service Id

b = — 5
BeIxk /o

IR RIS IR A E
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BE

EndpointsCount

NewConnections

iR

* Service Id,VPC Endpoint Id

1B R ) i R AR 5 9 i R

BERMS . A ERBERE.

METEA . REANKEFTEF =R Average B Maximum,
HERE

* Service Id

BB R P inE B R EMAVFERBE, BMNETRERIEED
SHHERTEEE

HERY  ERTRERBNRBE— P EREERE.
METEA . ZRERANHKITEFAR Average, Sum B2 Maximum,
HE

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

IR RIS IR A E
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BE iR

RstPacketsSent R B RS EIXFIIR B RST HE8E, WIMNEFRERSEERRTE
1 B &,

WEEY  ERIIRERENIREE D EREERE,
RETEN - ZRERANHKITEFAR Average. Sum B Maximum,
HE

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

EERMBELER  FEATIMHE,

HERE PO

Az KA A R EEIERER.
Load Balancer AT EHRFEERER,
Arn

Service Id Kin R AR EEIEFEE R

VPC Endpoint Id fix VPC im B ERE ISR E R,

248 CloudWatch 1512

A LAE A Amazon VPC E£# 4. CloudWatch 12 A5 K#tRiELE CloudWatch #84E AWS CLI |
WM Ro

## CloudWatch #51& 158
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ZE# A Amazon VPC £ AMIEIEE

1. 7£ https://console.aws.amazon.com/vpc/ BRI Amazon VPC £ &,
2. HEEEBEHKPIEE Endpoints (imH). BEUEWIHE , AREIERE Monitoring (B12) B,

3. EEBEBEHKD , i#IZE Endpoints Services (BRI, BEENIRIIRT , RERFEEZE Monitoring
() 28,

£ CloudWatch =& ®RBIEE

1. 7E https://console.aws.amazon.com/cloudwatch/ BRI CloudWatch £ &,
2. HEEBERT , BREER.

3. i®H AWS/PrivateLinkEndpoints #5% ZE &,

4. JEH AWS/PrivateLinkServices in & Z= M,

£/ miRERE AWS CLI
AT % list-metrics 5! 77 H %% 2 A Gateway Load Balancer Ui B89 Al S 4Z -

aws cloudwatch list-metrics --namespace AWS/PrivatelLinkEndpoints

AT 5 list-metrics ap R % B in S RIEHI o] AIEAE -

aws cloudwatch list-metrics --namespace AWS/PrivatelLinkServices

FERARER Contributor Insights & Al

AWS PrivateLink A& im BiIRIEIR A E Contributor Insights 32 8] |, HEIESHRBLIREESEX
BIEENRRKERE, MEEZEH , 528 (Amazon CloudWatch EAE$ER) H Y Contributor

Insights.

AWS PrivateLink 2t T IR 8 :

 VpcEndpointService-ActiveConnectionsByEndpointId-vl — ZBEA P EHFEE B HinE
/\iﬁo

 VpcEndpointService-BytesByEndpointId-vl - IRBRERENN THEHIRE D E,
 VpcEndpointService-NewConnectionsByEndpointId-vl — IZBRHINEZ S in 22 5,
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https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/cloudwatch/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/cloudwatch/list-metrics.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
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 VpcEndpointService-RstPacketsByEndpointId-vl — IRBEXETIHEMN RST HAHEY
w5 B,

ERAEBARERATEMUER, MAKRANE K RAUSHRBRWESEEER. W0F Contributor
Insights K& , 528 Amazon CloudWatch E1E,

BB T HIFF I F 8EE A Contributor Insights :

« cloudwatch:DeleteInsightRules - fiEk Contributor Insights # 8l

« cloudwatch:DisableInsightRules — & Contributor Insights # 8,

+ cloudwatch:GetInsightRuleReport — BRBE R,

« cloudwatch:ListManagedInsightRules — %l "] Y Contributor Insights #2 8l,
« cloudwatch:PutManagedInsightRules - B A Contributor Insights # A,

%

« EXA Contributor Insights & Al
- £ Contributor Insights # Al
- MIBX Contributor Insights #& Al

F{F Contributor Insights #5 &I

FEH T 5 F KA AWS PrivateLink £/ AWS Management Console = B9 A2 Bl AWS CLI,
AWS PrivateLink S £ &R Contributor Insights # 8l

1. 1£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
2. HEEBEKT , B Endpoints Services (i 2 RTS).

3. EWNEMiRERE,.

4. 71£ Contributor Insights R5[#Z% £ |, i### Enable (BXH).

5

(RA) RIBTERR , MERUBECRA. EEEMABERE  FEINTERMANRL , ARRE
Actions (BifE), Disable rule (IFRAR ), HIRMERIERE , 38112 Disable (1FR).

A Contributor Insights %3 8l 160


https://aws.amazon.com/cloudwatch/pricing/
https://console.aws.amazon.com/vpc/
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AWS PrivateLink £/ B Contributor Insights #1 8] AWS CLI

1. ERAI T list-managed-insight-rules s AT 7R AT AR A, ¥ --resource-arn & ,
EEmHREH ARN,

aws cloudwatch list-managed-insight-rules --resource-arn
arn:aws:ec2:region:account-id:vpc-endpoint-service/vpc-svc-0123456789EXAMPLE

2. 7 list-managed-insight-rules i FWEHT , & TemplateName W EREAN L,
TR LARAA S5,

"TemplateName": "VpcEndpointService-NewConnectionsByEndpointId-v1"

3. FEAWMTHM put-managed-insight-rules s S AITRUAR A, EAE IS E v B AR Y E A E FBH
ARN,

aws cloudwatch put-managed-insight-rules --managed-rules
TemplateName=VpcEndpointService-NewConnectionsByEndpointId-
vl,ResourceARN=arn:aws:ec2:region:account-id:vpc-endpoint-service/vpc-
Svc-0123456789EXAMPLE

{£H Contributor Insights #3 &I

AWS PrivateLink & LABERS = HAERA, FHAANE K vefLkESHEEER K BREANS
HEERHERZE 15K, FARAE UL ECBERBA , LBEKESHEEE,

{2 AWS PrivateLink £ E &/ Contributor Insights #7 8l

1. £ hitps://console.aws.amazon.com/vpc/ BAEX Amazon VPC £ 4,

2. TEEEHIKD 1B Endpoints Services (Vs BiIRIE).

3. EREMIRERE.

4. 1£ Contributor Insights REIHZ# £ , &% Disable all (=R AIEHRERA, & , LAl
BB Rules (R A HiR , INEEFANRA , REZEFEIF Actions (Bi4E). Disable rule (2 AR Al)

5. HBMERRE , 7521 Disable ().

AWS PrivateLink £ {£H #9 Contributor Insights # Bl AWS CLI

f#/ disable-insight-rules ss S A& AR Al,

£ Contributor Insights %3 &I 161


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/cloudwatch/list-managed-insight-rules.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/cloudwatch/put-managed-insight-rules.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/cloudwatch/disable-insight-rules.html
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fHlBx Contributor Insights #% 8l

T 5|2 FMBEx AWS PrivateLink £/ AWS Management Console = BRI Rl AWS CLI, Bk
RA%  RAKELHESERESER  RMASRREEHNSEEER,

AWS PrivateLink £ 12 & MBk Contributor Insights % 8l

iEiB https://console.aws.amazon.com/cloudwatch/ BAEX CloudWatch 2 4&,
EEBERERYP , 1B Insights (EE) , ARE1EEF Contributor Insights,

BB Rules (R A Ex , AZBEURA,

i =12 $F Actions (E)1E). Delete rules (fiBx#3 Al),

HIRMEFRR TR |, FHEEMER,

o ~ w0 bh =

AWS PrivateLink £/ Bk Contributor Insights # 8] AWS CLI

{# /A delete-insight-rules & ATMIER IR A,
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https://console.aws.amazon.com/cloudwatch/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/cloudwatch/delete-insight-rules.html
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AWS PrivateLink Bt %8

AWS ZHRF EBEE AWS BN FERER , TRBARS,. REZERA  FASEARERRE
BREERE., SAUBRESEERSE A MECERELIRS, NMREHERESEEEREANES
ZfeRmEEAPRAEERESHE.

BRwRRESESE , F2E (Service Quotas A EER) PHFRIESHE .

B API B)4E AWS PrivateLink & Amazon EC2 APl B9 —&B8%'s Amazon EC2 &7 AWS tRF BiRFAE
H API R, MEFHMER , 528 (Amazon EC2 B AESER) PMWERER. Lo, APIFER
tSEABERZ R , LUHB) IR EE AWS PrivateLink, SIREIEEMEA , AWS Organizations
BBERFEHR AP BR&|AMKZIRequestLimitExceeded$f RS | BRI BEIT KE API
L AWS HIRF. MIREEERE , FBBENEFER , LA VPC IRIEF VPC i 358 Bl B R
B EBRG, FELERERequestLimitExceededE BB %,

VPC i B B 28

AWS Rtk F EHE VPC in B AEEIRY T S BC 2R,

28 B4 CIEE: A

#{@ VPC BT E M 50 = ERNHEWEF Gateway Load Balancer
Gateway Load Balancer if i B & Gt ELER

=B =AY FE VPC im 20 = B8 VPC RZ AT YT 255 {EFEin 2
18 VPC &R VPC im B 200

&8 VPC M ARIEMEE VPC 50 .3

Ui B

18 VPC B BRI F T 20,480 & VPC MBI BRI R NER , @EZEH%

THEZSEANEIR VPC inRERE
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https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/ec2/latest/devguide/ec2-api-throttling.html
https://repost.aws/knowledge-center/vpc-identify-accounts-api-calls-aws-organizations
https://repost.aws/knowledge-center/vpc-identify-accounts-api-calls-aws-organizations
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-29B6F2EB
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-1B52E74A
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-CA6CC422
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-3B4E38D2
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- RIFFERR , 808 VPC "R U ESETAEESE 10 Gbps WIEE , B EBERZSIE 100
Gbps, KBS HEMETHESER , VPC mENRABEA A EEHEE T 100 Gbps. MR
EHNEARESEESNIIZE , FHERK AWS XE,

- PRESNEAEREN (MTU) 2EAFEB VPC mENHRAHE /D CMITHAENM), MTU &
R, E—HOURBEENERBHEZ, VPC mEx#E 8500 LMK MTU, K/MKMK 8500 fztiE A
EiE VPC ImH N HIEREE,

« FXERE MTU &% (PMTUD)., VPC InEF~EEL T3 ICMP FR : Destination
Unreachable: Fragmentation needed and Don't Fragment was Set (EZ 3, i
4),

« VPC in X ERHHTAIAHSNHERERKN (MSS) R, MFEFMEF , 52 E RFC879,
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By SR S0 52 8% AWS PrivateLink

T&REREA BIARA AWS PrivateLinko

g
FEERN R HEEE

5 & 35 7 B

IEER IP bt

IPv6 =

Contributor Insights

IPv6 =

DU

AWS PrivateLink X1&# VPC
FIR 538 RFEE R MRS
o

R REE ATUE—EEEF
AEERE , YE—HE AWS B
HARELERE. BEEEE
T 22 31 Ui R I B AR 75 (BB 130

&R AR R M S VPC i
R8T b B ER T EIAY IP
ko

BRI LAER E Gateway Load
Balancer % # R # 1 Gateway
Load Balancer %2 , AR
£ 1Pv4 H IPv6 {uit |, SiEX
£ IPv6 i,

& LAE FA /Y Contributor
Insights # AR BI4S E iR S ;
iE Lk B2 AWS PrivateLink

# CloudWatch I5EZMWEES
BE,

AR R AL & T LA H b B AR HS
¥ IPv6 X , BIEERIR
IRASE T IPv4. H0R i AR
HEZ IPV6 BR , RBEESE
AUAENERIEA IPv6 X

B

2024 £12 A1 H

2024 £11 A 26 H

20238 A 17 H

2022 12 A 12 H

2022 8 A 18 H

2022 5H 118
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CloudWatch &

Gateway Load Balancer %2

VPC i BB R

VPC 5Bt S5 AR RS R0 iR &
@

B VPC i R 5 Ui 1 AR 15 B

BER

.55 DNS &%

VPC i % BR %5

K5 E VPC w2 AWS R

&, MEMBPIITEUZESR IPv6 7
HY i 26 B %5 o

AWS PrivatelLink &3 #i /"
i 2. Gateway Load Balancer
Vit 2 Ml i B4 AR B CloudWatch
BE,

&R LAE VPC HE Y FES H
FERRIRF S REREAE
BERARESHFERREN
VPC i R BR#5

BAT LS 1AM BURE S
AWS BRI/ VPC Ui |
LA$ | R S Z B

BRI LAGE A EC2 R iR oR4E
& VPC i Ml v 75 BR %5 09 17 EX
#.

BRI LAEE Y VPC i # M iw R6
AR B HT AR R

O LAEFAFAE DNS &8 |, 1%
VPC WTEHL AWS PrivateLink
BRR

B LA BB AR
FHM AWS tRF MEREE
BSRME VPC inBERTEH
BR#. 4277 LUTR 4 0 v B AR
7% , LAMETE AWS Marketplace
PET R,

BRI B N H RS UERE
AWS BR# , AWS PrivateLink
mMAZEEFEARRREEER
NAT BB e B S,

20221 H27H

2020 €11 A 10 H

2020 3 A 23 H

2020 3 A6 H

2020 2 A5H

20201 A6 H

2017 £11 A 28 H
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-cloudwatch-metrics.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-gateway-load-balancer.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-iam.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-iam.html

Amazon Virtual Private Cloud AWS PrivateLink

DynamoDB #J VPC ¥ B WO LAV FE VPC inE 2017 £8 A 16 H
LUERIEH) VPC ZHL Amazon
DynamoDB , i & 5 55 F B
AR EER NAT 5%l

Amazon S3 #J VPC w2 WO LAV FE VPC inE 2015 5 A 11 H
LUERIEH) VPC ZHL Amazon
S3, MEEMFEARREEEE
= NAT %1,

167


https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-s3.html

Amazon Virtual Private Cloud AWS PrivateLink

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

clxviii



	Amazon Virtual Private Cloud
	Table of Contents
	什麼是 AWS PrivateLink？
	使用案例
	使用 VPC 端點
	定價
	AWS PrivateLink 概念
	架構圖
	提供者
	服務提供者
	資源提供者
	端點服務
	服務名稱
	服務狀態
	資源組態
	資源閘道

	服務或資源取用者
	VPC 端點
	端點網路介面
	端點政策
	端點狀態

	AWS PrivateLink 連線
	私有託管區域


	開始使用 AWS PrivateLink
	步驟 1：建立包含子網路的 VPC
	步驟 2：啟動執行個體
	步驟 3：測試 CloudWatch 存取權
	步驟 4：建立 VPC 端點以存取 CloudWatch
	步驟 5：測試 VPC 端點
	步驟 6：清除

	AWS 服務 透過 存取 AWS PrivateLink
	概要
	DNS 主機名稱
	DNS 解析
	私有 DNS
	子網路與可用區域
	IP 地址類型
	AWS 服務 與 整合 AWS PrivateLink
	檢視可用的 AWS 服務 名稱
	檢視服務相關資訊
	檢視端點政策支援
	檢視 IPv6 支援

	AWS 服務 使用界面 VPC 端點存取
	先決條件
	建立 VPC 端點
	共用子網路
	ICMP

	設定介面端點
	新增或移除子網路
	關聯安全群組
	編輯 VPC 端點政策
	啟用私有 DNS 名稱
	管理標籤

	接收介面端點事件的提醒
	建立 SNS 通知
	新增存取政策
	新增金鑰政策

	刪除介面端點
	閘道端點
	概要
	路由
	安全
	適用於 Amazon S3 的閘道端點
	考量事項
	私有 DNS
	建立閘道端點
	使用儲存貯體政策控制存取
	關聯路由表
	編輯 VPC 端點政策
	刪除閘道端點

	Amazon DynamoDB 的閘道端點
	考量事項
	建立閘道端點
	使用 IAM 政策控制存取
	關聯路由表
	編輯 VPC 端點政策
	刪除閘道端點



	透過 存取 SaaS 產品 AWS PrivateLink
	概要
	建立介面端點

	透過 存取虛擬設備 AWS PrivateLink
	概觀
	IP 地址類型
	路由
	建立檢查系統作為 Gateway Load Balancer 端點服務
	考量事項
	先決條件
	建立端點服務
	讓您的端點服務可用

	使用 Gateway Load Balancer 端點來存取檢查系統
	考量事項
	先決條件
	建立端點
	設定路由
	管理標籤
	刪除 Gateway Load Balancer 端點


	透過 共用您的服務 AWS PrivateLink
	概要
	DNS 主機名稱
	私有 DNS
	子網路與可用區域
	跨區域存取
	IP 地址類型
	建立由 提供支援的服務 AWS PrivateLink
	考量事項
	先決條件
	建立端點服務
	讓服務消費者可以使用您的端點服務
	以服務消費者身分連接到端點服務

	設定端點服務
	管理許可
	接受或拒絕連線請求
	管理負載平衡器
	關聯私有 DNS 名稱
	修改支援的區域
	修改支援的 IP 地址類型
	管理標籤

	管理 VPC 端點服務的 DNS 名稱
	網域所有權驗證
	獲取名稱和值
	新增 TXT 記錄到您網域的 DNS 伺服器
	Amazon Route 53
	一般程序

	檢查 TXT 記錄是否已發佈
	對網域驗證問題進行疑難排解

	接收端點服務事件的提醒
	建立 SNS 通知
	新增存取政策
	新增金鑰政策

	刪除端點服務

	透過 存取 VPC 資源 AWS PrivateLink
	概要
	考量事項

	DNS 主機名稱
	DNS 解析
	私有 DNS
	子網路與可用區域
	IP 地址類型
	透過資源 VPC 端點存取資源
	先決條件
	建立 VPC 資源端點

	管理資源端點
	刪除端點
	更新端點

	VPC 資源的資源組態
	資源組態的類型
	資源閘道
	資源定義
	通訊協定
	連接埠範圍
	存取 資源
	與服務網路類型的關聯
	服務網路的類型
	透過 共用資源組態 AWS RAM
	監控
	在 VPC Lattice 中建立資源組態
	管理 VPC Lattice 資源組態的關聯
	管理服務網路關聯
	管理 VPC 端點關聯


	VPC Lattice 中的資源閘道
	考量事項
	安全群組
	IP 地址類型
	在 VPC Lattice 中建立資源閘道
	在 VPC Lattice 中刪除資源閘道


	透過 存取服務網路 AWS PrivateLink
	概要
	DNS 主機名稱
	DNS 解析
	私有 DNS
	子網路與可用區域
	IP 地址類型
	透過服務網路端點存取服務網路
	先決條件
	建立服務網路端點

	管理服務網路端點
	刪除端點
	更新服務網路端點


	的身分和存取管理 AWS PrivateLink
	目標對象
	使用身分驗證
	AWS 帳戶 根使用者
	聯合身分
	IAM 使用者和群組
	IAM 角色

	使用政策管理存取權
	身分型政策
	資源型政策
	存取控制清單 (ACL)
	其他政策類型
	多種政策類型

	AWS PrivateLink 如何使用 IAM
	的身分型政策 AWS PrivateLink
	的身分型政策範例 AWS PrivateLink

	內的資源型政策 AWS PrivateLink
	的政策動作 AWS PrivateLink
	的政策資源 AWS PrivateLink
	的政策條件索引鍵 AWS PrivateLink
	中的 ACLs AWS PrivateLink
	ABAC 搭配 AWS PrivateLink
	搭配 使用臨時登入資料 AWS PrivateLink
	的跨服務主體許可 AWS PrivateLink
	的服務角色 AWS PrivateLink
	的服務連結角色 AWS PrivateLink

	的身分型政策範例 AWS PrivateLink
	控制 VPC 端點的使用
	根據服務擁有者控制 VPC 端點建立
	控制可為 VPC 端點服務指定的私有 DNS 名稱
	控制可為 VPC 端點服務指定的服務名稱

	使用端點政策搭配 VPC 端點來控制存取權
	考量事項
	預設端點政策
	介面端點政策
	閘道端點的主體
	更新 VPC 端點政策

	AWS 的 受管政策 AWS PrivateLink
	AWS PrivateLink 受 AWS 管政策的更新


	的 CloudWatch 指標 AWS PrivateLink
	端點指標和維度
	端點服務指標和維度
	檢視 CloudWatch 指標
	使用內建的 Contributor Insights 規則
	啟用 Contributor Insights 規則
	停用 Contributor Insights 規則
	刪除 Contributor Insights 規則


	AWS PrivateLink 配額
	的文件歷史記錄 AWS PrivateLink
	

