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AWS Einrh i bR B EE PR B, EFSE VPC kB AWS BT , #l20 Amazon EC2 #1T{E R,

VPC $EHERIEME VPC 2B EHEER , BBLHE SR UERFLE IPv4 5 IPv6 it FE
W& ERHRE, EWME VPC FRISITEEREBKILER , FUUREERES—&K, EAUEAD
HY VPC 2B VPC BIEHEER , NELHM AWS IRF PR VPC BUHFER, VPC AR TE
EZA (LEAEERE VPC HEHE),

@ Subnet .— @ Subnet

F VPC peering F
[ [

AWS £ VPC W BERREREN VPC HEFHE ; eBITRMEHRTRE VPN ER , BT RHEE
BNERER, AtTEREANE-—HERIERTAER[E.

VPC S HEGBAREESRER, Fltn , MELE—EU LN AWS IRE | BITLUEHELIRFH
VPCsHEITHE , LBV ERLRAMAK., SHabifEA VPC HEHE | EHM VPC FEUEEE VPC
R ER,

BIRETRE AWS BE AR VPCs 2 MW EER&RE , RE AWS B VPCs &R ( Hiin
EC2 #4718 M Lambda EE ) TUERAFE P it BT , MESFERABE. VPN BERER
RiE. REBRBJELE IP T, AERSRRESHSBMND , REE - EYRIE SRR
B, RE—EHBEESRAWS BR L  EFSRBEAEEEER  EMRLRE , flNE RHASH
DDoS ¥ &, EfFfl VPC HEREEZEERHENER»ZEXARBERFRENENEEEABEERE,

VPC IEHENERE

BY VPCHEEENEREREN . ZBRFETAESAN VPC BEEEERETHAMEERE
BWHEREN  MEAEFERF2BEENL, BBERARSNEEN VPC HEEEETERME
Wiy FXNER. MFFMWER , 2K Amazon EC2 EH,

VPC HEEEMEE !


https://aws.amazon.com/ec2/pricing/on-demand/#Data_Transfer

Amazon Virtual Private Cloud VPC Peering

VPC HiEEFENEER

THZRHRA VPC BEREFF :

1. B5EE VPC A ESOETE VPC A EBEAEY VPC HEHEENER, £ #H VPC ALIHE
HEM AWS tRE#HE , METEEE —EEFERE VPC #9 CIDR EHREEHF CIDR Ei#,

2. ¥ E VPC B EES VPC EEERBR , UBMA VPC EEER

3. ®EMATA IP it REE VPC 2 HRRERE , Bl VPC WEEEFSE VPC MR E | LA
A—HZE VPC REAXRFBFMBIE@EM® VPC (B VPC) IP it EEEAYEEH.

4. MEE , FEMEL EC2 HTERERBNZHERR , URFREHHEE VPC HABTZIR
#o MRME VPC BMUREREZERN , RIEATUSENE VPC AR LEE , MARSEHETR
A B R BRI B R

5. BBFERMN VPC HEHEERIEE , IR VPC HEHEEERE—FHM EC2 #TEREALE
DNS F#EBEMEL , AIFTHEBSHENA EC2 HTEEBNLE IP uit, eEBFEETA,
A IEH VPC EARRRA DNS E#EEMEAT. /U DNS B BAEMER , MRNUR VPC BHEFE

ERIRA EC2 M{TMEMMAEM LA DNS THABHERIL , THIBWEHNTE EC2 T ERNLE
IP £k

MEFEFHMET , F2HEVPC HEFER,

VPC & HE4A iy HA

BHBLERFALR , VPC HEEEEREREMRKR. SESEMRERPETURMEE ; £EWBHE
REN—BEBER , VPC HEEEMEE Amazon VPC EE &M API e HiE@HPHETR,

inﬂlating pendlng- i
request nmptanm -fmwm"g,/'

VPC BE B &4 amiE 2
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« Initiating-request (FIRFEXR) : 2L VPC HEEEMNFER, EUHEERFP , HEERATERKRIA

BEBZE pending-acceptance,

* Failed (BEXH) : VPC HEFEFBREAY, HUREHE , EEEZ, EEIMBRZER, B5FE
EER/ NS —-ET I RMN VPC HEHIE,

« Pending-acceptance (5#£%) : £35S % VPC BEEES VPC BEHERER, EIHARERHR |
MEEE VPC A BT LAMBRILEER ; 2% VPC SEEELUES RIEBILEE R, MBARYILEES
KRBT ENE , X REE 7 XERIBH,

* Expired (E2188) : VPC HEFEEFREBH , £ —FH VPC HAEEHEEZBYHRFHRERIEME
B, M73 VPC BB EHX 2 RRMAIEREBHMN VPC BHEHE,

 Rejected (E3E4#) : #¥ & VPC HEBEHEE# pending-acceptance VPC HHEHEHER, Eit
MAEHIE LT R R, BFEE VPCHEENITE 2 RAFEICIERN VPC HERE ; #3E
VPC BEEMAE 2 MFAFENEHERE, WRFREER—B AWS IREHREILW , RIIELH
BRERFAR 2 DE,

* Provisioning (fi&H) : VPC #EHEFEREEST , XEIKE A active MREE,

- Active {EF®) : VPC HHEREEAERY , MBERETLE VPC 2ERE (REREHNZLFFEM
HRAFRERE). FUMREHRE , F£—FM VPC HEEEER T MR VPC HEELR , BEEER
ZERR

(® Note
MR VPC FREEREFTNEHHILRERD , Bl VPC BEFHERFRIFERN Active iR,

- Deleting (ER) : EARERBREFNEEE VPC HERE, T—5 VPC #EESRIMBR
active VPC HHEHEMFER , AAFEE VPC HEECIRRXMER pending-acceptance VPC $
ZHEFERWFER,

« Deleted (EMIBR) : F£—7 VPC HEEEEMBRT active VPCHERE , REHFESE VPC HEESE
EMBER T pending-acceptance VPC HEHERER, EIREHE  SELEZHELE VPC
BEER, MBRAE2BNEASRETRZVPCHEEE ME—AH2ETR 2 X, W8
VPC BEEEEREER—E AWS IRFREL , AIEHBRVFERSFETR 2 E/ 8,

Z{E VPC H&EHE

VPC HEHERME VPC 2B —¥H—BR, BALALHEAENSE VPC 21U 28 VPC HEER
B, R EEBEERR, REE VPC EEEEMN VPC , AL RBEMEERR,

Z{E VPC HiE HE 3
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TEREEMETE VPC HEFR VPC, EFAmME VPC BFHIE : VPC A ERFE VPC B # VPC C
¥%, VPCBE VPC C *E , WHET RN VPCA 4 VPCB M VPC C 2EMEESEH R, 0
RIEEFEVPCB M VPCC cHERRENIKH , AIXKEEEME <HEM — B — VPC HEHE,

VPG peering A PC peering

connection connection

VPC HiER#l

EERETY VPC BHEEEMNRS, EXEFRT , BOAFEH S5 EEEZRRA VPC HEHE,
WMEFHMER |, 5528 Amazon VPC Transit Gateways = #2525 8 18 3= 5 €541,

R

- 88 VPC WA NEFE VPC HEEENHEFENRE. NEFMER ,
- BreEME VPC 2RERIKFEM ZE VPC BHERE,

- BRVPCHEHEERVYNAEMER , EFEEARLEVERENIRFHETY,
s BELERIEHESE VPC FH Amazon DNS fAfRES.

- IR VPC HEFHEF VPC H IPv4 CIDR [E#f , 77 RFC 1918 I8 EMFAE IPv4 b it SEE A | Al
Z VPC M9, DNS T#ERISE LM ATE IP ik, EEiGFAE DNS THEZEBBMARE IP
#eyt |, SBATLAS VPC BEEERA DNS ST, MEFMES , F2REAH VPC HEHEER
Y DNS f#4f.

o IBRATLIE VPC BEHEEF—mNERIEB IPv6 B, %A IPve CIDR EStES{E VPC B3
Bt 3 VPC FHETEREETT IPve BEA ; At EHE VPC Y IPve RERHAE VPC HEHIE,

s FEXEVPCHEREPNEREROBREL, WHEHMAEN , F2EEERENKH,

:ﬂlh

ZEEH,

EE&H CIDR E#

- BEEEZEEHEFLESR IPv4 5 IPv6 CIDR ERK VPC 2B VPC HHEHE,

- MNBMHREFZEIPv4CIDR B3 , BEEE CIDR EBRELE , AIEEET VPCHZHE K FELRR
=MEHIIEEEN CIDR ERH2EFEH IPvo CIDR Efitb 2Nk,

VPC EiER#HI 4


https://docs.aws.amazon.com/vpc/latest/tgw/how-transit-gateways-work.html#TGW_Scenarios
http://www.faqs.org/rfcs/rfc1918.html
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BB HE

« VPC BEERXEEEEERR, fli0, 1R VPC A E VPCB 2B E VPC &£ HE | ¥ H VPC
A B VPC C 2771 VPC HHEHE , & L%EIB VPC A RENR VPCBBHEVPCC, BE
£ VPCBE VPCC 2ERHRE , EXEEEM2BEEYL VPC HEHE, NEFHMEENR , F2
BAS =@ VPC BEE—i2,

EIE FE RALRE AR R R E R B

- MR VPC A ERBRMAIERREE , Al VPC B RN EIRASEEMER VPC A A {BFR AR B8 7 IR
B o

« MR VPC A EE AR ZEE VPC A 7K NAT & |, Bl VPCB M EREEER
VPC A Y NAT 2 EFEUEBR L.

- MR VPCA EEENTMEKH VPN ELE , Bl VPC B PHEREEMFERH VPN EiFE N\ RREKE
o

« R VPC A B2\ T8 B AWS Direct Connect E#E , VPC B &R E X FEH AWS Direct
Connect JE#REE .\ A1 8K B A

- MBVPCAEEREIRE , A& VPC A FHFAE FHRMKIEIEZE Amazon S3 , Bl VPC B HHE R
7% B E 5 A 5% B 1B i Bh 77 EX Amazon S3,

EEE VPC HEHE

- HABERFIE  HEEERK VPC BEHE L BHNHAEREN (MTU) A 9001 BT, EiEHE
VPC $HE HER MTU A& 8500 L til. MEERAEMFMEN , 2 (Amazon EC2 R &S
B R EREAHE (9001 MTU),

- BAERA VPC & ERER DNS @B |, LUSHSE VPC K9FA%E DNS = HEZBMITEAE IP
3t | BME VPC B9 IPv4 CIDR & A RFC 1918 I8 ER IPv4 it &iE,

H A VPC M -F#aE%

- A VPC HERET LA (FR, By, X, B8, BSRIMR) HFER, 2REBLEAYSE
iR, MEFMEF , F2H (Amazon VPC R EER) PREAEMIRFH = VPC,

VPC EiER#HI 5


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/network_mtu.html#jumbo_frame_instances
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html
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VPC HEELR

VPC HEHEMREHEMBRNAE AWS R HEEME VPCs, ERZE—{E VPC RHHITEEE 7
MBS —18 VPC R HTEEETERE , R EMEMRE —EREEN —Bs —&K.

VPC i ESFERAFE IPv4 bt sl IPv6 ik | SWERE VPC 2 BB EEFEREH., EEHEVPCs 2
BEENRETSEEEERMEE. VPN EHEK AWS Direct Connect EiR, EF4E8 VPC HZEHER A
B VPC2RHAEBR (HIMERES Web AR WEELHF R,

HEHEY VPC EEER , B LKE—@ VPC B HEEERFR , M5 —E VPC BB EEIZF
Ro BIERE , BLEMBERK , BUE VPCsBRARE. ERZE—{E VPC HHHTEERAE%H
% — 1@ VPC HHEIR.

VPCHEREES VPC RIEAE AWSHEEBEAHAAERNEEZTE, eRHT EFEARE
B HARERE VPC , MEFEE VPN 2 H BRI R E M.

ERATEFELNER VPC BHEEE,

%

- BY VPC HiEER

- BEEIYIEE VPC HERE

- BH VPC WS EEERRIRAR
EHEN RS RBUSERERLHIE

- BH VPC WS EEERRA DNS T

- MiER VPC S EH EER

- ¥ VPC BEE ERBETR TR

B VPC BiEEL

BERY VPCHEREER , FEBUENEAM VPC BUBENFE R, FEMABR , #ZE VPC
BEELAEIZFER. XETIHSHEE :

. HRESHESHVPCs 2 M
. HEIEFHTEBEHFVPCs 2B
. REIEF HVPCs BAEF B2 i
. FRESHMESHVPCs 2 M

By 6
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HREEE VPC BHZEHE |, FRUARFERE VPC WESEY K W ESERESE VPC NEHES
AR, WMEHMEER , 552 Mithe section called “BEFHIEE",

%
- RS

- ERAEEABRVHEER
- EAGTIEYHEER

FORIRH

- B VPC EEELRH RS,

- H{R VPCSIREELEM IPv4 CIDR E#l, tIREE | B VPC HEHEMWMREASITEIKA faileds
ENfE VPC EE— IPv6 CIDR B3R , IIR&IKAEA.

EREEAEUHFER
EATHIRFREY VPC HEEE,
EATRARTHEER

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £#24&,
2. HEEBHKT , iBIZE Peering connections (HEHE),

3. [E8FA Create peering connection (B ¥ & HE),
4

(1ER) #HEB\  BE VPCUFEEERNEE. ETRUREIES NameNBEEENE
%O

¥ VPCID (7RE ) , B BIRFER VPC,
6. EEMEHENE—@VPC T , T TIIEME :

o

a. #HHIRF K HBEHEAMIKRFPH VPC HE  FEES —ERF , ARWAKRF ID. &8,

ARERNIRE,
b. HREH K FERHMESSH VPCHE K FREZ—EESE , AREEEH . B8, FR
HILESE,

c. ¥ VPCID (#X#E) , tiEENRFAESER VPC,
7. (BA) ZEEHMBER , 5181 Add new tag (FTIEER) , AR AEZERBNEZERE,
8. [ERA Create peering connection (BRI ¥ & HE),

TORIRE 7


https://console.aws.amazon.com/vpc/
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9. EXERFNEEELARIBFER, MEFMENR , 52 Hthe section called “EZFHIEE",

10. EFWE VPCsigHZER , LA CMcENER. NEFHMEN , 52 Bthe section called “E#
BEX

AW IR HFER
SR AMEA TS G SR VPC HEHE |

 create-vpc-peering-connection (AWS CLI)

* New-EC2VpcPeeringConnection (AWS Tools for Windows PowerShell)

B2 EERE VPC HHERE

B pending-acceptance MREER VPC HHEHEER , L BATESE VPC 2 HEEESE TR
. W% Deleted HEHEEMRBNFMEN , F2H VPC HEEELWEH., SBEEZIEXES
—{8 AWS tRF# VPC BHEHEFE R, EEHEHMRE AWS iREHH VPC 2EVPCs & HE |, AL
BITEMMEZHER,

BT LB B IR B M 1E{TT VPC B E HIEELR (B pending-acceptance #REE) R, BERREZ
BEHMMET AWS tRF B VPC HEEE ; B ERFTATEEMNGE R, WFE Rejected HER
EARENEFEEN , 5520 VPC HEHEA G,

/A Important

AAEZRERA AWS IRFH VPC $EHE, BEMEAE e EEE VPC HEEEER
AR, EHIEAREREN VPC BEEN. EEFEIBANENR, BAUUREHIEETE
EM VPC HEEEFRBR , MAEFERREFIE AWS 1kF = VPC HEBAEAN MR, 0
FAMET  FSREZIIEE VPC HESHE, S UZMBEREHLBH ; BIFFHERR , 75
REE 7 RRBH,

ERERAEZHIEBHFER

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. FEAERESEERRKEREESE VPC WATEREHE,
3. HEEHIKF , iBIE Peering connections (HEHE),

ERBSIRIHEER 8


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-peering-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcPeeringConnection.html
https://console.aws.amazon.com/vpc/
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4. FEEBUSHE BN VPC HWEEHE , ARIEE B1F > BB R, HEMBRETRE , FHE
E*Ezﬁnﬁ/ o

5. BEESHERE  EEEFEE VPC BHEHE (REA pending-acceptance) , ARIEEFE BIE
>EZHER, NEHEEEEHEHMENFHRENR  F2EVPC HEEEE miEH,

MRREFEREN VPC BHEHE | BHEREEEIEZE VPC WESE,
6. HIRMRIERE 6 BEEESER.

7. EFEVEMEREMNMBERK , SEEFEE VPC BHAX  UWEZBHEEEGANENRE. WF
HHEHN  B2EEN VPC HEHEERNBHRK,

EABTIEIHEER

 accept-vpc-peering-connection (AWS CLI)

» Approve-EC2VpcPeeringConnection (AWS Tools for Windows PowerShell)

EABTIEREEER

* reject-vpc-peering-connection (AWS CLI)

» Deny-EC2VpcPeeringConnection (AWS Tools for Windows PowerShell)

E# VPC HEHEERREHK

HEAEYHE VPC FHHTERB <ERATIE IPv4 B , ELARKRAFTEZRERERTERN T
WP EER, WEHBENEAHEE VPC MBEZESR VPC HEEHE ID #Y CIDR E# (F&82 CIDR
E#), MFEFMAEF , F2B Amazon VPC EHEREPRIRERH &R

THR - ERMARES , ZEHERAFEMEEE VPC (VPC A M VPC B) HHHITERR < EETE
o BEHBEREBAE —EREEH , AR —FEAREESE VPC HREEEE VPC HEEEMNEH.

B TR B #ith BiE
VPC A VPC A CIDR [ 33

VPC B CIDR pcx-11112222
VPC B VPC B CIDR =1

BB 9


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/accept-vpc-peering-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Approve-EC2VpcPeeringConnection.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/reject-vpc-peering-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Deny-EC2VpcPeeringConnection.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html

Amazon Virtual Private Cloud VPC Peering

B &R B Ayt BE

VPC A CIDR pcx-11112222

B , R VPC $HEHEHH VPC EGEEH IPv6 CIDR E#f |, BB LUSEAFEERAR , &
B IPv6 REX A EE¥S VPC K&

W07 VPC WEEEBRXEL RhRERORMES  H2W 2/ VPC WEEBERE,

EZBER

- MREH VPC REBFEEHMEAF IPv4 CIDR EHRVPCs HEEHE |, FRELNKARCREAESR
HEEERER VPC EIAERERMN VPC, AWS BRIFXE VPC HEFERTPHNERBEE R @EKE
Bix , RERERENONRER P, TEOBEHIRAOREFE. NRFHET  F2RLEEREN
BHEH.

- BHIRFHEERBERTFENEEHERLTE, MR VPC Fiy VPC WEERH B BBE KA
REOBEHRIBEERE  FERBERAZE T (BEHE BT RAEB).

- BULLAKRM pending-acceptance MREEH VPC BHEEEERFIEEMH, B2 , LWEEHNMES
&= blackhole , BEXE| VPCHEEEA active MERTEEN.

18 VPC WS EEERMN IPv4 X

1. ¥E https://console.aws.amazon.com/vpc/ BABX Amazon VPC £# &,
2. EEEBEBE#®KD , EIZE Route tables (BEHR).
3. EEEZHITERATEZ FHEMEEBNEERZENZET R,

MREBRPEAHREZFREILRE , Al VPC W ERBRSGBEEZ THE LB
4. &Z Actions (B)E). Edit routes (fREEEEH).
5. Ji##E Add route (FTI8EEH),

6. &% Destination (B1E) , SEMIALER VPC HEEEEFEMRREEREN IPv4 it 85E,
BO LB EHSE VPC FWE{E IPv4 CIDR EE, ERBEESM@ER IPv4 thit | HlanEEL 2 @EAH
ITEEE IP bk, B0 , MREE VPC B CIDR E# A 10.0.0.0/16 , AIE A LU EL 4
10.0.0.0/24 , 4EEK IP #u3k 10.0.0.7/32,

7. EBE,EERVPC HEHE,

8. EERRFEE,

BB 10


https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://console.aws.amazon.com/vpc/
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HE VPC WHERE A ATRIELSRRMBIE , BB VPC HFERSREERLEN VPC,

MREETEN AWS BEHPEERA IPv6 iItWER , BB ESBHEEE, KK, EWTH
1 IPv6 B H , LEEERZEETEN.

18 VPC WS EEERMN IPv6 B{H

1. £ https://console.aws.amazon.com/vpc/ BAEX Amazon VPC £ &,
2. HEEBE®KT B Route tables (BEHR).
3. EENEZHITERAEZ FEMEEBNEERZSENZEG R,

® Note
MREZFRZRTRAEBANRER , RN VPC TRAXRBATHNKES , THEE
BRI ER,

4. BFE Actions (E11F). Edit routes (fREEEEH).
5. i##E Add route (Fri8EEH),

6. ¥ Destination (B1E) , B AYE VPC 1Y IPv6 it EiE, B S EHE VPC WE
{& IPv6 CIDR B3R, 45 EEESERI IPv6 ik, Hlan , i R¥E VPC #) CIDR EiR A
2001:db8:1234:1a00:: /56 , AIBR A LUEEES S 2001:db8:1234:1a00: : /64 , HAFEMW
IP b3k 2001 :db8:1234:1a00::123/128,

7. ZEHE , EWMVPC HEHE,

8. EEREFEE,

MEFMENR , 55208 (Amazon VPC FAERE) FWEKHBEE.
FRTSHIFE RSB

- create-route Hl replace-route(AWS CLI)
« New-EC2Route #l Set-EC2Route(AWS Tools for Windows PowerShell)

EHEN R HENSEHE T2 A

BRI EHE VPC Z2FHENEANGELRA , USEEE VPC FNRLHE, BTIEX TR
AAREEANBHERE VPC 72E o R AMBABIN BT @R,

SEHELRLFHE 11


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-route.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/replace-route.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Route.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Set-EC2Route.html

Amazon Virtual Private Cloud VPC Peering

® Note
% VPC FHNZ e FET SRR ETEA R SRR

B3R

- FESEHRE VPC PR LHE , VPC HEFREERMARR active AREE,
- HE VPC A BAREIRF R VPC , A LIRS —EIRFHH VPC AWS , EESEMRSE —1@

AWS IRE{EEE BN ZEE  FISsEE6X2SHE ID WIRFIREE, a0 123456789012/
sg-la2b3c4d,

- BEESZEZNATEESNESE VPC T8, FREAYSE VPC 1Y CIDR E#,
- MREBEEARESZEBPIERBEREEFNDFRTREANTEEENARE , BEXEERERES

TEENZEFHADAREENTEECERD. SENTEENZSRERBLEASES — BT
BRNFLE IPitit , K2 TS HMHTERZ FH CIDR SEFEARIEF, MRESES BT
BERNZLEHEFESRER , ETSAFREEHNTEER ZERE,

EAFEAEMENREEERA

N o o

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ A&,
EEEERP , BEERSHE,
BEMZ2EFE  RRMITTIHEP —HERE:
BREREARL , FRE BRE, BEEARA,
BRERELRL , FRE RE BEEHRA

HEMERA  FREMERRY  RREEHE, BABENERRHE., &Y RR (EARA)
% BRE (BHRR) , ST THED —ERE

HRHARRFNESTHNESE VPC , MAREEA ID,

HRTERFEMREESFHEE VPC , MAKRFS ID IZ£EE ID, XARRED R (Hilan
123456789012/sg-1a2b3c4d),

HRAEEHFHEE VPC , mAYHE VPC 19 CIDR [EHt,
ERmMERERA  FREHE (HINRFERHER).
HEMBERRA , FRFRRZZAOMER,

BEERFEFRA

SEHELRLFHE 12


https://console.aws.amazon.com/vpc/
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ERANSIEREARR

« authorize-security-group-ingress #l revoke-security-group-ingress (AWS CLI)

 Grant-EC2SecurityGrouplingress 1 Revoke-EC2SecurityGrouplingress (AWS Tools for Windows
PowerShell)

fln , EEEHLLEE sg-aaaallll SLAFFERB HTTP ##EE VPC H#) sg-bbbb2222 EA#F
B, BEATIGS  RHZE VPC VAMEERESE , BIRFRRE , #E## --group-owner aws-

account-id,

aws ec2 authorize-security-group-ingress --group-id sg-aaaallll --protocol tcp --
poxrt 80 --source-group sg-bbbb2222

EABTIIERSEHRA

« authorize-security-group-egress M revoke-security-group-egress (AWS CLI)

« Grant-EC2SecurityGroupEgress #l Revoke-EC2SecurityGroupEgress (AWS Tools for Windows
PowerShell)

EEEHLLBERA®%  5B#E A describe-security-groups R RBIRLZ L BERATHNSELLH
8.

MmN BERERE
EEREHE VPC WELBHERATERSELNRLRE  BARSTH RS ERLBAEAT

5']155—1%’%0

» describe-security-group-references (AWS CLI)
» Get-EC2SecurityGroupReference (AWS Tools for Windows PowerShell)

ETHEHH | EEREHELTSEE sg-bbbb2222 IEMH VPC vpc-aaaaaaaa PR EESE

aws ec2 describe-security-group-references --group-id sg-bbbb2222

{

"SecurityGroupsReferenceSet": [

{

AW SER SR 13


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/authorize-security-group-ingress.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/revoke-security-group-ingress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Grant-EC2SecurityGroupIngress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Revoke-EC2SecurityGroupIngress.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/authorize-security-group-egress.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/revoke-security-group-egress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Grant-EC2SecurityGroupEgress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Revoke-EC2SecurityGroupEgress.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-security-groups.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-security-group-references.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2SecurityGroupReference.html
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"ReferencingVpcId": "vpc-aaaaaaaa",
"GroupId": "sg-bbbb2222",
"VpcPeeringConnectionId": "pcx-b@4deed9"
}
]
}

MRMER VPC WEEEER , IRYHSE VPC HEEMBRAMSEN R A , BERRLFHENRA
B,

A AR A I B B 2 £ B¥ AR AR A

BREZEHERNRSER— VPC ¥ % VPC hEMKRZZEFHENRA , AR2ECMER VPC ¥
FHEERNEE VPC PREFENRA. BRNZ2FHERATEABRENZTLEHEBK , B4
AFBKEBR, MREAMKRT VPCHEEEERMELZLHERRBE , MERBREAMER VPC
BMHE VPC HEEEER , AIRABTIBRLA/IBE.

B LAEA Amazon VPC iR & KRR MMER VPC W& HER A,
BENBBRBRESBERL

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEEEKS | B2 Security groups (Z£EH).

i#E Actions (Ei4E). Manage stale rules (B IRiB R ),

#¥ VPC |, ZEEERBRFA AN VPC,

iE#E Edit (fRE8).

BIZEEMBRZ HAARIE Delete (MIBR) 28, #IE Preview changes (AE# %) & Save rules
(REHA,

2 e

ERBRIIERBRNZ 2 BEERA

* describe-stale-security-groups (AWS CLI)
» Get-EC2StaleSecurityGroup (AWS Tools for Windows PowerShell)

ETHEHIF , VPC A (vpc-aaaaaaaa) Ml VPCB EHE |, W HEMK VPC HEHEELR,

IB1E VPC A HV L £ 8#H sg-aaaallll 8% VPC B H /Y sg-bbbb2222, E#&%A VPC 1T
describe-stale-security-groups Tl , EESEHLX2HE sg-aaaallll EFBE sg-
bbbb2222 #YyiBHF SSH R A,

AR BB B 2 2 BB AR B 14


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-stale-security-groups.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2StaleSecurityGroup.html
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aws ec2 describe-stale-security-groups --vpc-id vpc-aaaaaaaa

"pcx-b@4deed9”,

{
"StaleSecurityGroupSet": [
{
"VpcId": "vpc-aaaaaaaa",
"StaleIpPermissionsEgress": [],
"GroupName": "Accessl",
"StaleIpPermissions": [
{
"ToPort": 22,
"FromPort": 22,
"UserIdGroupPairs": [
{
"VpcId": "vpc-bbbbbbbb",
"PeeringStatus": "deleted",
"UserId": "123456789101",
"GroupName": "Prodl",
"VpcPeeringConnectionId":
"GroupId": "sg-bbbb2222"
}
1,
"IpProtocol": "tcp"
}
1,
"GroupId": "sg-aaaallll",
"Description": "Reference remote SG"
}
]
}
EEARBRRLEERAE

egress e , RAGEMER,

B VPC & H &

&M LALBE A revoke-security-group-ingress = revoke-security-group-

EHRHY DNS AT

VPC BEERH DNS FREERE A& B ilE VPC EEERAVFERFEN 8 DNS THEHE, MR

VPC & B EELR — I EC2 SITHEEBFERASTHEEBANLE IPv4 DNS THEBEHEREEZES —4
H) EC2 $1{T{EEE , DNS = #EZBEMTW T,
B VPC &S BIEELRR DNS 4T 15


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/revoke-security-group-ingress.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/revoke-security-group-egress.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/revoke-security-group-egress.html
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DNS ##eFM ( &%)

N6 IPv4 DNS =B BERTAHTERNLE IPv4 Hihl,
R DNS f#47

NF IPv4 DNS A EERT /BT REENIAR IPv4 it

ER

- WimHY VPC EBABRAA DNS =#Z A DNS i, MEFHMEN , 5528 Amazon VPC A&
{EFEFH VPC #Y DNS B,

- WEEHRMNERR active ikEE, BEXEER T HEEFIFA DNS #47.

A& VPC BB EXABUREHFE VPC BHERR MR E VPC WERELAEIUESE
VPC FEH, MR VPCsURMRMIRFNES , B UERKAPRFENEZE VPCsHA DNS
FRAT o

£ E42 & BAH FERA DNS @4

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

HEEEEKS | BIE Peering connections (H&E HE),

BEH VPC HEEIE,

BEBE. #mEE DNS RE.

HEMAGFRE VPC FKH DNS f#47 , 75 ZEGERE DNS @7 , 552 E VPC BTHERE
VPC #J DNS,

HRMARRBEZE VPC KA DNS ##47 , FFZRUEZE DNS #1471 , RFFFARE VPC T
% # VPC #9 DNS,

7. BEREFEE,

o & w0 DN

o

FERTSYIEA DNS 47

» modify-vpc-peering-connection-options (AWS CLI)

+ Edit-EC2VpcPeeringConnectionOption (AWS Tools for Windows PowerShell)

A VPC HE EEERA DNS 4T 16


https://docs.aws.amazon.com/vpc/latest/userguide/AmazonDNS-concepts.html#vpc-dns-support
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-peering-connection-options.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcPeeringConnectionOption.html
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FEABSHHER VPC HE R HIEF

 describe-vpc-peering-connections (AWS CLI)

» Get-EC2VpcPeeringConnection (AWS Tools for Windows PowerShell)

kR VPC B EHEER

HEHEBERPHNE— VPC HEEE TJUAREEMBR VPC BEEEER, Bt AMBREERN., B
{BEER pending-acceptance AREEM VPC HEHIEELR,

E VPC HEERERN rejected RER | BEEMER VPC WEHE, RIS EBHALEMERER.

£ Amazon VPC £ # &R AER S VPC HEREER —HBHH VPC , hg J_'ﬂ?ﬂﬂﬂﬁ‘-? VPC
HEREER, MREFREHMIRFHH VPC 23 VPC ¥¢%ELJ§#§ , MBES—HFEZI

Z BIBR T &8 VPC |, BIE% VPC HE B EER b EEFMBR, MREMN VPC KRB H MRS VPC R
H# pending-acceptance K , AIEEEMERE VPC, BRAASLIERRZ VPC BHERBERE
Ko

EEMBRYE FERE | IREEKRA Deleting , REERA Deleted, MIBREMRER K MEEES, £
BHmEER. IEHSFEEAFRETSARBNFRESR , F2RVPC HEHEL B,

HZMER VPC HEEEER

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
FEBEHIKF |, B Peering connections (H&EHE),

#EVPC HHEHIE,

iZIZ Actions (E1E) 1 Delete peering connection (M k¥ & HE),
HIRMERIRTRE | B8 A delete , AREBIRIE Delete (MBER).

o M w0 bd =

ERAmTSIMER VPC BE HIE

* delete-vpc-peering-connection (AWS CLI)

« Remove-EC2VpcPeeringConnection (AWS Tools for Windows PowerShell)

¥ VPC HEHERBEE TR

MRREHEF VPC FNERERE VPC PN ERKBEIBE , FRTUATRE

i B 17


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-peering-connections.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2VpcPeeringConnection.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpc-peering-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcPeeringConnection.html

Amazon Virtual Private Cloud VPC Peering

- HREME VPC HFHEMEER  REEFENKRAREEZE UK ENEAHE VPC NREEEE
VPC HEEERKH, EARARBKAETEME VPC 2HEERE. MFFMEF , F2RAEN
BHX,

- BRBRNEM EC2 BT  FRIFELUTERNZLFERT A REYHSE VPC HEAM
BHRE. Z2FEAR R BLRETUFIEN EC2 HITEE. MFEFMEN  F2ESEY
EL 2R,

- REGSSERN TR ACL REAFREHSE VPC NAERE. #iE ACL REANEE
B SEFRREREERE.

MREMRBRIRIRE |, L7 LUE A Reachability Analyzer, Reachability Analyzer A 13 B2 E‘%kﬁ]’g?éﬁlﬁ
8l VPC xEEMREENERTH - BREHRAR. RLHHEERBERK ACL, NEFHEEN , EF2E8
Reachability Analyzer Guide ( {Reachability Analyzer ¥/ ) ).

RIERE VPC MR ERE R R HE YR ETEERNEM VPC BEEERMBEN R,

SEBHEAR 18


https://docs.aws.amazon.com/vpc/latest/reachability/
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®H VPC HEHEERE

RERPETUARFNMEE R VPC HEEEHEEA

- EERHBIEMEVPC W VPC BEEEHRE : HitAREYF | B UESE VPC WEHARPEIL K
B, #ENHAHE VPC WAMEREMEEE VPC BHEEE, EA&E—{E VPC PR MEREYHSE
VPC FE A ERENR , BLEE, T8 , Btk VPC ZENWERENEREHEHER , MR
REERS , TREKAMRE,

- ERRERBN VPC WEEEMAR . & |, LKA LUESE VPC WIRHXRPEVYERMENIEH , E
ERHIASHEREBEEIHSE VPC PHEEFRBENER, EREERCHEEENRERSSH
ELE EUNEANR, T8, ctwREESHE A RABELEFTEBANYESE VPC g
BRE  MEZEMBEHR

REFEIURR VPC REBH XN AEMM, VPC cBEMNRE  UAREBHLZ2NEREFNHER
ERFE, FZRXEAREATE  HUERNREEARHBEZNER  HUEHBRIBRREENE
RARBIRHEBERH.

- ARRAEEE VPC ) VPC S H EHRE

- BRERBN VPC HEH BEHRE

AR A EEME VPC 1Y VPC & HjEHRE

WO LUERE VPC HEEL  ERHREFIEE VPC WEE CIDR B, MEMREEENSE VPC BE
EREREC EANEMET , BF2EVPC HEHEBBEZEG, MEMMENEMFGH VPC BiEEFENE
MEF , B2EVPC HEERE,

MEEMBHRNFMAES  FSEEN VPC BEEEERNVIKHR,

- #mfE VPC BiEfE—i
- —f& VPC %W 1A VPC Hi&
- #=8 VPC BiEE—i&
- #ZE VPC BEE—E

¥ HZE VPC CIDR E#f 19
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HKM{E VPC BEE—#

FELEREH | VPC A B2 VPC B (pcx-11112222) 2B —EEHEEE, VPCs (VAHERH B AWS 1§

F ,BEH CIDR ERTEE,

__r

VPC peering
connection

EMEFREFIRLERN VPC i, 2RERA AR, flu , B5RE VPC A AREFTREHARE
VPC B AR Bt #acsk , EEP&EE VPC A LUFZ R EFES — @ VPC HE IR,

& — VPC CIDR

EAAEEE VPC 1 CIDR BRI REMEEE VPC HEHEENKAEHMSE VPC WEKE R,

B TR B #ith BiE
VPC A VPC A CIDR &= 13

VPC B CIDR pcx-11112222
VPC B VPC B CIDR [ i3

VPC A CIDR pcx-11112222

%{& IPv4 VPC CIDR

R VPC A f1 VPC B EE ZEBBIAY IPv4 CIDR E#f |, B o LAMERYSE VPC WD RTE IPv4
CIDR E##HEEHBREFHEME VPC HIEEH R

3= B 193 B
VPC A VPC A CIDR 1 &1
VPC A CIDR 2 [& 13§

VPC B CIDR 1 pcx-11112222

HEmM1E VPC EEE— i

20



Amazon Virtual Private Cloud

VPC Peering

B &R B #9 it

VPC B CIDR 2

VPC B VPC B CIDR 1

VPC B CIDR 2

VPC A CIDR 1

VPC A CIDR 2

IPv4 1 IPv6 VPC CIDR

BE
pcx-11112222
[ 13
[E 35
pcx-11112222

pcx-11112222

R VPC A #1 VPC B EB AR IPv6 CIDR B , BRI AERAY S VPC B9 IPv4 1 IPv6 CIDR [Ei#

RY S B SRE R {8 VPC MBI R,

% B 5% =R:ok:
VPC A VPC A
VPC A
VPC B
VPC B
VPC B VPC B
VPC B
VPC A

VPC A

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

B
=i
i
pcx-11112222
pcx-11112222
B
[ 33
pex-11112222

pcx-11112222

HEmM1E VPC EEE— i
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—1{& VPC L1 VPC BiE

FEUHEREH , BE— B+ R VPC (VPCA), VPC A B2 VPC B (pcx-12121212) 2EMEEEE , UKk
VPC A E& VPC C (pcx-23232323) 2 EMEEEE, A= VPCsHMNAHEBH £ AWS IRF |
HHE CIDR BT EE,

.

VPC peering A PC peering

connection connection

VPC B 1 VPC C #E£1%18 VPC A B REEZGTELIL , IA VPCHEEELAXEEBHERE
%, & LfE VPCB B VPC C 2BEY VPC BHZEEHE | {1 =18 VPC BiEE —it FiR. WE LR
SEREEXANGEMENR , 552 8the section called “VPC EEEHI,

EENERUREM VPC FEFEM TR VPC (PIMRBFHFE) & , ZERERAIERE, Hi VPC K
FEFNRUENER ; eMRFEFRFR VPC FHEIR.

WMTAREMNEE VPC WEEHK , MERASME VPC —1{E CIDR EBHRREFILERE,

R H#ith BiE
VPC A VPC A CIDR =15
VPC B CIDR pcx-12121212
VPC C CIDR pcx-23232323
VPC B VPC B CIDR [ 35
VPC A CIDR pcx-12121212
VPC C VPC C CIDR Ei5
VPC A CIDR pcx-23232323

—18 VPC EmM{E VPC Ei&E 22
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B LG AR REE R E H M VPC, fl7n , VPC A 3&18 VPC G ERERA IPv4 A IPv6 CIDR E& VPC B

WEEHE , BHM VPC RERLHEEE, AUERP , BETAR VPCHEFHIE,

WA RERBEER.

BRI &

VPC A

B Ayt
VPC A
VPC A
VPC B
VPC B
VPC C
VPC C
VPC D

VPC D

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

B
[ 15
[ 15
pcx-aaaabbbb
pcx-aaaabbbb
pcx-aaaacccc
pcx-aaaacccc
pcx-aaaadddd

pcx-aaaadddd

—1{8 VPC ERifE VPC Hi&E
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BRI &

VPC B

VPC C

VPC D

VPCE

B Ayt
VPC E
VPC E
VPC F
VPC F
VPC G
VPC G
VPC B
VPC B
VPC A
VPC A
VPC C
VPC C
VPC A
VPC A
VPC D
VPC D
VPC A
VPC A
VPC E

VPC E

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

B
pcx-aaaaeeee
pcx-aaaaeeee
pcx-aaaaffff

pcx-aaaaffff

pcx-aaaagggg
pcx-aaaagggg
[ 15
[ 15
pcx-aaaabbbb
pcx-aaaabbbb
[E2 15
[ 13
pcx-aaaacccc
pCx-aaaacccc
[ 15
[
pcx-aaaadddd
pcx-aaaadddd
=
[ 15

—1{8 VPC ERifE VPC Hi&E
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BRI &

VPC F

VPC G

SR: ok
VPC A
VPC A
VPC F
VPC F
VPC A
VPC A
VPC G
VPC G
VPC A

VPC A

=@ VPC HiEE—it

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

BE
pcx-aaaaeeee
pcx-aaaaeeee
[ 12

[ 15
pcx-aaaaffff
pcx-aaaaffff

[ 15

[ 15
pcx-aaaagggg

pcx-aaaagggg

EUiARESF | HHE FAE=ME VPCs AWS tkRF EBFEEM CIDR E#l, VPC E BB HIHEE

B MTRAAR

+ VPC A EEiB

+ VPCB E&Ei&

VPC HE#E#R pcx-aaaabbbb £ VPC B Ei&E
- VPC A 238 VPC BEEE#R pcx-aaaacccc 8 VPC C Hi&E
VPC EiEE#R pcx-bbbbcccc 8 VPC C HiE

@

VPG peering
connection

VPC peering
connection

L

PC peering

connection

=18 VPC EEE—i2
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BN VPC FETZRHIMFRUAZTERE , EREALAR. HlU , FRERZAERK.

WTFIRE#HSME VPC MEEHR , IEELER,

BRI &

VPC A

VPC B

VPC C

B Ayt

VPC A CIDR
VPC B CIDR
VPC C CIDR
VPC B CIDR
VPC A CIDR
VPC C CIDR
VPC C CIDR
VPC A CIDR

VPC B CIDR

BE
[ 15
pcx-aaaabbbb
pcx-aaaacccc
[ 15
pcx-aaaabbbb
pcx-bbbbcccce
[ 15
pcx-aaaacccc

pcx-bbbbcccce

R VPC A f VPC B G EH IPv4 1 IPv6 CIDR [E# , 18 VPC C 8% IPv6 CIDR B# , 0T AR
TEHBHARKR, VPCA F VPCB FHERA LA IPv6 BB VPC BHEHEEH. HER , VPCC E
= IPve B VPC A 2 VPC B E# .

BRER

VPC A

Sf: 0B

VPC A IPv4 CIDR
VPC A IPv6 CIDR
VPC B IPv4 CIDR
VPC B IPv6 CIDR

VPC C IPv4 CIDR

BE
o
[ 15
pcx-aaaabbbb
pcx-aaaabbbb

pCx-aaaacccc

=18 VPC EEE—i2
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BRI &

VPC B

VPC C

5% @ VPC BiEE —i

B Ayt
VPC B
VPC B
VPC A
VPC A
VPC C
VPC C
VPC A

VPC B

IPv4

IPv6

IPv4

IPv6

IPv4

IPv4

IPv4

IPv4

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

B
[ 15
[E2 15
pcx-aaaabbbb
pcx-aaaabbbb
pcx-bbbbcccce
[ 12
pcx-aaaacccc

pcx-bbbbcccce

EUAEEEF | BH1E VPC , BB EREHERE, VPCs VAMEEMN  AWS RF , EH CIDR

ESTER,

VPC

A

VPC

VPC ¥EE 7
pcx-aaaabbbb
pcx-aaaacccc
pcx-aaaadddd
pcx-aaaaeeee
pcx-aaaaffff

pcx-aaaagggg
pcx-bbbbcccce

pcx-bbbbdddd

#% %8 VPC EEE —i2
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VPC VPC
B E
B F
B G
C D
C E
C F
C G
D E
D F
D G
E F
E G
F G

VPC #ZE 7
pcx-bbbbeeee
pcx-bbbbffff

pcx-bbbbgggg
pcx-cccedddd
pCcx-cccceeee
pcx-ccccffff

pcx-ccccggygg
pcx-ddddeeee
pcx-ddddffff

pcx-ddddgggg

pcx-eeeeffff

pcx-eeeegggg
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VPC ¥4 5 jE B 48 2= 4
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FINER , S EEEFNAMEMRMBHPINER.

- BRRABEEZME T HM , BEMBEBCH VPC, BL VPCsURE—E AWS tRFH , LAV
RABEH AWS lRFH, BHEEHFEEMBHN VPC , & IT SBMHERILERN ZBFIER,

WFEMAREEARILRGIN VPC B ERFARNEEHRNFRES , F2R T I
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- =18 VPC EEE—i
- #Z{E VPC BEE i

WFHIE Amazon VPC TR AHEVNER VPC BEERNFMEN , F2EVPC HFELR,

HEZE— VPC, UEREHFRER

EHRGH , BHE—ERRVPC , HHa B8 HLEEHEM VPC HENER, BRI R VPC AT8E
BEHE VPC BRI 2 EFH ; FAEN , %5 VPC AJAEEEF R VPC BRI 2T, THE—
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- BRATEE—EEFLEEENEFHAEN VPC, SEZEFHAMNEN VPC B VPC HEER ;
BRE A6 SEHEFELERERHAZTHMEMSRN VPC HEHEWN VPC , Mt TANEHMEFNE
M.

- %A — @AM Active Directory FRIEHIF R VPC, ¥ VPC R EHTERSEEBERE
Active Directory fAlfRes , WEEARR VPC WEEFE., ¥R VPC TEEHE VPC WEEFE.
CREEXEOERBEFESTERE.

WFHFFE Amazon VPC =2 AHEVNER VPC EERNFMEN , F2EVPC HFELR,
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BRAM VPC HEH |dentity and Access Management

BIFFE , FRAEEZENIMER VPC EEER. FERTY VPC EEERNFEE , 18 IAM K
REEE IAM 55, A6,

g4
- Pl BY VPC HHEEHE
- S 2 VPCHEEE

- EH): MER VPC HEHE
- E16] : EEERFREEF
- P EREREEE VPCHERE

MFEEEEHN Amazon VPC BIEUR X BN ERNFHEREE , F2H (RERESE) FHE
A Amazon EC2 K&, BEIRR RIS,

i : B3 VPC 1% H&E

TEUEK%?%%EFE%?‘FTKEFE@?EE Purpose=Peering By VPC 23 VPC ¥1Z%H
EFER, F—ERERXNEEEH L (ec2:ResourceTag) EAE VPC ER, %
= , CreateVpcPeeringConnection EfEH) VPC ER—ER2HFHEE VPC,

SERAXNBRETFEAEFAIREL VPCHEREZR , HitER * EAF IR EEIR Do

JSON

{
"Version": "2012-10-17",
"Statement":[

{
"Effect":"Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id:vpc/*",

"Condition": {
"StringEquals": {
"ec2:ResourceTag/Purpose": "Peering"

}
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}
}I
{

"Effect": "Allow",

"Action": "ec2:CreateVpcPeeringConnection",

"Resource": "arn:aws:ec2:region:account-id:vpc-peering-connection/*"
}

THBRRTFIEE AWS tRFFHERET , SMEREERBFNEM VPC E VPC BEER ,

BRIERZEZ HEERN VPC BEERF HHEE VPC,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id-1:vpc/*"
}I
{
"Effect": "Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id-1:vpc-peering-connection/*",
"Condition": {
"ArnEquals": {
"ec2:AccepterVpc": "arn:aws:ec2:region:account-id-2:vpc/vpc-id"
}
}
}
]
}

EY VPC BEER
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g4l : #2 VPC HERE

THBRRRFERAELRT , UEZREBE AWS IRFH VPC BEERFER. EEMRAMBIEEREE
ZRETHKRFH VPC EEERFER, BRI FEA ec2:RequesterVpc R HI B ITILAE
¥,

JSON

{
"Version": "2012-10-17",
"Statement":[

{
"Effect":"Allow",
"Action": "ec2:AcceptVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id-1:vpc-peering-connection/*",
"Condition": {
"ArnEquals": {
"ec2:RequesterVpc": "arn:aws:ec2:region:account-id-2:vpc/*"
}
}
}

THHRERRFERAELRT , £ VPC BEF Purpose=Peering ZHEFET VPC BEHEREK,

JSON

{
"Version": "2012-10-17",
"Statement":[

{
"Effect": "Allow",
"Action": "ec2:AcceptVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id:vpc/*",

"Condition": {
"StringEquals": {
"ec2:ResourceTag/Purpose": "Peering"
}
}
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}
1
}

g6l : MR VPC BiERE

THBERRFIEERFE FH A BRI RMEREM VPC WEHE |, BFEAHERIKRERFTIEE VPC #Y
VPC HEEERIN, WHKRERIEE ec2:AccepterVpc M ec2:RequesterVpc & K HAE
VPC AT B RRMH VPC HE R EERF RPN BRFEE VPC HEE VPC,

JSON

{
"Version": "2012-10-17",

"Statement": [

{
"Effect":"Allow",
"Action": "ec2:DeleteVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id:vpc-peering-connection/*",

"Condition": {
"ArnNotEquals": {
"ec2:AccepterVpc": "arn:aws:ec2:region:account-id:vpc/vpc-id",
"ec2:RequesterVpc": "arn:aws:ec2:region:account-id:vpc/vpc-id"

g6l ERERF NIEF

THBRBRFEAEFAICLARERFAN VPC BHEEE, FAETLMMEER, By, &2, EENM
B VPC HEHE , RAEEMHBER—ME AWS tkRFH,

F—ERRNRTFEAETURRIAFAE VPC BHEEHE, FEUHBERT , Resource TRFE*BRATF
7t , BBk APl Bi4E (DescribeVpcPeeringConnections) BB A X EBEREREFT,

FE_ERAXNRFEMEFIREY VPC HERE , WFEUSEIRF FHIFE VPC , X REEEM,
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E=ERAREA * BAFTMB Action THEN—B5 , WEFHTHTAE VPC HEEEBIE,
B SR TRREY VPC WEEEER (VPC ARIBSN—5% ) BTBE. SN, NREIERH
& VPC HRTFEMIES T , AR EEEMR VPC HEHE, ERAEMLRY VPC HATRIRS
1 VPC EEER,

JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "ec2:DescribeVpcPeeringConnections",
"Resource": "*"

}I

{
"Effect": "Allow",
"Action":

["ec2:CreateVpcPeeringConnection","ec2:AcceptVpcPeeringConnection"],

"Resource": "arn:aws:ec2:*:account-id:vpc/*"

}I

{
"Effect": "Allow",
"Action": "ec2:*VpcPeeringConnection",
"Resource": "arn:aws:ec2:*:account-id:vpc-peering-connection/*",
"Condition": {

"ArnEquals": {
"ec2:AcceptexrVpc": "arn:aws:ec2:*:account-id:vpc/*",
"ec2:RequesterVpc": "arn:aws:ec2:*:account-id:vpc/*"
}

}

}

]
}

#H  FRAEEAERE VPC HERE

EZEE Amazon VPC AR VPC BEER , FHEXAERER
ec2:DescribeVpcPeeringConnections B)fEMIEF ], B EM M Create Peering Connection
EBYHEER) Bl , FRAESLBEERER ec2:DescribeVpes BMENEFT, EEE T
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AR AIEE VPC, BRI EREBRIFAIERZEME ec2: *PeeringConnection EfE ({8

ec2:DescribeVpcPeeringConnections BR%).

THBRRBRFEAEFAIREIE VPC HEHE | IR A Create VPC Peering Connection (317
VPC & HiE) i A RER IS ERFEE VPC REML VPC HERE, NRFEHREEREVETE
5% VPC My VPC EEER , AIFERE X,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"ec2:DescribeVpcPeeringConnections", "ec2:DescribeVpcs"
]I
"Resource": "*"
}I
{
"Effect":"Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resourxce": [
"arn:aws:ec2:*:*:vpc/vpc-id",
"arn:aws:ec2:*:*:vpc-peering-connection/*"
]
}
]
}
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&k FHY VPC S HERLHE

VPC HE AR EEME VPC, EMESB—{E VPC FIVEIRF LIRS — {8 VPC FIVERETERE |, B
BEMURE—E#EES—&, VPC HEHEERERE VPCsWEMIEE , ERTMULRER AWS EH
BRTEEH. &REMETEA VPC HEEEERFETIENERE,

TRIEE AWS RFH VPC HEEEERNERE , TOBARS . BRIEZMERN , BRIETTGE
REELRE,

MREEFHFEBHMN VPC HEEEERERBEBERLE , RMEBRCRIBRERFEMFER. BMK
REEHERRS  YEREHEHEEHFRELRRE , BREHN VPC RIFEHAZTETEERNERER,
=L FEER EIECE:
18 VPC WWEA® VPC & EEH 50 2
(&% 125 @)

RITAHH VPC HEEHEERY 25 2
RER VPC HEFEEFRNBHKE 1 EHA (168 /i) -

WME VPC HEBERRBMFEMEN , F2/ VPC BiER4Sl, MEHFR Amazon VPC BRI GEME
A, B2 (Amazon VPC EHEEE) ® A Amazon VPC BLZE,
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