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FiEcR, BEIERUEREA CREBEERREEANEHE,

3. BREBAME , RAR@AEEERRR,

4. SIYEEREE , B VPC Lattice B RFHEUNEPRE  RARRBEERRGIL B REENEE, &
ALUREE ATEREENE S —EEREE. EENEHF  RARRES —EEEHELEER
EE,

5. (ER) EEMES—ERA , FRENERY  RRWARUNEE, BEEF. KRGNB
.

LA URSERREHRTR 1 F 100 cBNEEIEFHT. ZEREXTRERZSEETIRFERE
HRAl, ELIEFFERA  RREEINHESE, ARRBKEN .
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SR, AR EEBERENEREREN, SEFZENADERS 200 BFT. LBEFED KD
Bo

6. (ER) EENMEER K FRAZREEASR  RENEER A2 ARBRIBNERE,

7. HERRENERYEVRY  FEERBLUREANEY., B8, FEET -5 , BENRBER
TSR 22 M RA R

HER 3 B F

A IGHY BR 7S SR AR AS MBS 2 ML BB |, DAE A P i ] BABR ELE AL
15 F 42 & 78 BR 75 B2 AR 5 48 35 222 1 A B

1. ¥H VPC Lattice FRIEHIEE | BEVRIEHR, BERE YRR | BRIZEE VPC Lattice 8.
&) LAAS AR 765 £ 251 BR 7 48 2R 22 1 BA B

2. (ZER) AEFEER K FRABRGEREBHER  ZFFEEER K RARGARBRSIBIER
=B

3. &E—F_io

SER 4 BRI

FEAEEERBEERYE YRS

1. WBERIEHERE,

2. MREBEEZEBURBEECNIT RS , FEERE,

3. ELERBBERmEARLRE  FREFEET VPC Lattice lRH
4

MBELARKIEET BFTMEEERE , AINEEETRE 2HERTE DNS H, MEFMAER , B2
Bthe section called “3%E BT HiH 28",
B2 VPC Lattice IRFSHY BAHS
B REEREERELEEE K CUERFR ( EREAERMEBEN VPC PHNER ) @RS
RHER, BULEBREIRFPHNRE , IRTRKRFEELANERE. WTBEEIREEAEA,

T, EEEMRBERBAKRELEBH , REEZREM REBEA. MRBRBEHESENIRFE
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Amazon VPC Lattice EREER

BLENTFEE , AITSUSERBERBMmEVREB . MEFMER , F2EVPC Lattice HIEFTS
30

£ E 42 & B 12 AR A % A

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
FEEEEKTMN VPC Lattice T , 1BIER%.
BEEAREHN 2 BURMEFAERA RN,

B ERGHER BB RIER.

EEEVREE , BT TIEE

o & 0 bdh =

a. EEEVEB.
b. & VPC Lattice FR# 38 FZEURBMEE . BEEURB MR , HEEFEI VPC Lattice #3

o
c. (ER) AENEER K FRABRBEHER  RENEER  ARGARBRSIENER
=B

d. EERFEE,

6. HEMBREAR  FEINBEBHOKEGR  AREEEE. MEREKRER, HREFRETRE , FRA
confirm , REIEIE Delete (MBR).

R B R EEE AWS CLI

5 A create-service-network-service-association 5% o

27 MIBRAR #4828 BB AWS CLI

£ delete-service-network-service-association 8% o

#mEE VPC Lattice FRIEHNZEERE

FHRENZEERENERE RENWAFREN, FHRESBESSBREBEFRENG2BBER., BREH
F BB T AR @ VPC Lattice AR RE.,

BRI ERBERER. REBERIMEERASTREBRR, ERBER , REHESETUERABEDN
BEE, EARERE. —RME , FoREFREHERFEFERZREESEM. HwATUEER
EERNERE  flU, AFFREABASHERITFLY , RAFTFERERGNESR GET FR. 0%
HAEH  FF2RER S 2 BREBERESIHE VPC Lattice IRFFAYF .
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/create-service-network-service-association.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/delete-service-network-service-association.html
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EREE MR ENFIBER

1. 7£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
FEEEERKMN VPC Lattice T , 1BIZER%.
BEEURSH B BURBEFAERAEE.

BEENESIERUARE B N FIERE.

HEENFIGE , FEBREFIGRE,

MREFLEEBBRBEE D VPCsHAF R EFINENRY  SEEERITHE,

EEERAERBERREHIHRENFE , 55EIZE AWS IAM for Auth R | REY Auth BER#IT
THHEHF—IFIRHE :

ARV AEABK, flm, EUNERNE EWBE , FEEBREM

BEEABRER , ARZNAFCRINARBNFIES, LEXRAFFRE S —ERFH
RAFmEBFBFR (RTERE ) WUERSK ( RTFARRE ) FIRK,

BEEABRER , ARZNEATCRENFNER, HEMEAFRE S —EIRFHAF
ImERHFFRRFIURY (RTERE )

8. EERRFEE,

N o o &~ w0 DD

A B EHFEEE AWS CLI

£ put-auth-policy &%

#REE VPC Lattice PRISHIEEIRE£ M EEA
VPC Lattice @ ASERRNOEEEEENLR AR ELNMEDHEANE,

AL EER B YIEEAFHNENEIR, VPC Lattice T AFEEETIER !
CloudWatch Log ##H. Firehose RX{¥&7H S3 F1FATE.,

EREEARATFIRARHNEMBFENLE

1. 1E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

2. HEEEHEHRFM VPC Lattice T , BERK

3. EBEUREMNEBUBMMAEFNMEEAEE.

4, ERERRS|IER K ARBEZELF. REFNAEF , EEREEMAENRAER.
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/put-auth-policy.html
https://console.aws.amazon.com/vpc/
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5. FEMATERFNRG  FREREFIAN ARSI FE A SRR,

6. RAFHHRE , SL4FEERXNVENEHNEE K RRATFIEFRELIEZEBNM, St LfE
BN BRI, i :

iZHY CloudWatch Log B#4H , SRAZIB4ZE CloudWatch Log B¥#H., HEEE Y AFEE A6 FHEEHL
CloudWatch A% 3 B 5EEH4H,

EHL S3 EFTRYEHA S3RFAERRE  afEAFE. FERS SIRAFNE  FF

EEIJE: 830
iEZH Kinesis Data Firehose RfF&ER , ARBERNER,. BEEURNER , FEEE
Kinesis FE I XX {F &8,

7. BEREFEE,

£/ BRI R AWS CLI

£/ create-access-log-subscription T

£/ EFBFB R AWS CLI

£ update-access-log-subscription T

/A =HEFE B AWS CLI

{5/ delete-access-log-subscription %

EIE VPC Lattice FRIBHER

BRI BB EUATEN AR ERE , Sl , AR, EEEIRE.

BRUABERKHFESEARR. SARKNERRSIFL AR/, MREMHEMCRREE LB
MELBIEER  ASEFZEBNE, EUUERFR, =K. 8F (UTF-8) MITIBKRFT : +-
= _1/ @ THEABREHFAZERK. BREEDKNE,

£ £ 12 & F 8 S M BRRR

1. 1£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
2. HEEEBERPH VPC Lattice T , BIERK

3. ERRBHERURBEFHEARR.

4. BFE Tags (BE) R5|ER,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/create-access-log-subscription.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/update-access-log-subscription.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/delete-access-log-subscription.html
https://console.aws.amazon.com/vpc/
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5. BEMEEE A FEEVEER K AKBAEBZRSIBNERE. FEHES —AEH , SRR
EHEER, EATHIEEBRNERER , 55181 Save changes (RFEE),

6. HEMRER K FEIEBHZEUT R , RAEREZEMR, HRBEFRERE , F@A confirm, &
%1212 Delete (MMER).

2/ #iE S MIBREE AWS CLI

£ H tag-resource F untag-resource @,

AI8EY VPC Lattice BRIFERE BT RE BB
ERENHNREE , VPC Lattice A TYREBLEZARBEE K —WTEBITEZTE (FQDN),

service_name-service_id.partition_id.vpc-lattice-svcs.region.on.aws

Ti8 , VPC Lattice RItMNBHE BT RZEFEAERE. BFIREEBERE, FEBURLs , &1
DRMEEERE, MREEERACHNREERBTHEIER |, HlWwww. parking.example.com, i
R VPC Lattice E4.H DNS &5 , A LIFEE I VPC Lattice FRISFHETHRE, ERAFWMER
FHBETREEBIREFERE , DNS FARESHEMBNTA VPC Lattice EEXMNRIHE .,

FORMRAF
- BLABRERBHCEMERRE. IREERFCAMNVBIAERE | B LLEIR Amazon Route

53 AR H M REME M.

- BEZEWHTTPS &K , M4BT PRHABHIFE AWS Certificate Manager, VPC Lattice T3
BERRBRMABARE. Eit , WRERRHEEFITHEBEBHEN SSL/TLS ‘Egé RIEE B ETHE
HEABNTE HTTPS ERBE LK. WHEFMEF , F2HE A VPC Lattice BEEE (BYOC),

PR&EIMZBEIR

- BEEZAREHEFZEETBEERHE,
- BUBRK R , SEEBUBITRAEHE.

- BFIIMEERBERNREEBLARK—N. ERTELIEAERBREMEFCFE (Y53 —ER
%) NBEIEEEBREILRE.

T 572 ER BA M) A I8 B9 IR A 5RE B AT W B 7
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/tag-resource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/untag-resource.html
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AWS Management Console
AENREREBTHIAER

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
FEEEEKTMN VPC Lattice T , 1BIER%.

BEEVRE, ZEESBEESR 1 EURK
ERIIMEAEERYD , BREREHTRAEERE,

W ALK BT RE AR,

HRREME HTTPS R , FFHEBF] SSL/TLS BRHPENMNSEBTRHEE BN SSLTLS &
#o MRBFERERE , AR UAFEBR | BAINERY HTTPS ZERENFHEEE,
T, WRREBR  CHBETESBBREERM HTTPS R, MFFMER , F2HT
1 HTTPS #ERER,

7. BRTRABRMBBHEMAEMEAR K FHEERIL

2

AWS CLI

AEHNRBHREBIREAE B

£/ create-service a8

o

aws vpc-lattice create-service --name service_name --custom-domain-
name your_custom_domain_name --type https --certificate-arn arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012

FELRWEH , ¥ --nameBW ARBHEHE, #¥ --custom-domain-name , & AR HEE
&% , Hln parking.example.com, £ ACM --certificate-arn B ABEN ARN, BFE
ARN HJfE 88 IRE H £ AWS Certificate Manager,

7% B 3T 48330 2 78 B AR Y AR 7% 22 31 R

B, MREEREEM  FEMENBITEEEE, MRERSBNBFERAT (ICANN) AEE
HiBRaK LNBEEE, SUNERBSRBEMEmEMAEEE  ER—5 ICANN FRAaEM
HMERRYABNEMR. SHEGEREEGEEAEMENREEBRU4FAERNEEERA. NF
FHEA , F2RTIER
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/create-service.html
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« HEEA Amazon Route 53 &EMEE AT , 7528 Amazon Route 53 B A BREEHRIER
Route 53 R EEE R

- MEESWEMUBNIFE , FSRE AR EMEE E &%,

BE | FHEHN DNS R |, GluEBEEmeEs  BURKLSERRASZNRE, MEFHEE
A, BESEEH DNS R4, HE |, B LIERA Route 53 M AER DNS IR,

WMREMEAMRE Route 53 , BIT LA B & 52 8%3 CNAME ik , S B M BB RE. RMAESE
BERARERE , RAKTLE DNS 82BN REREMEV I BLHE , btBAREIER.

MREFEANR Route 53 , BUAXEURERE , HH IS MAIEHEBRRERE £ AAE
BARENHEEA. BUNEILEREREzE , FEVURE , BENATHEER

# Blfn parking.example.com¥I €= VPC Lattice BB EL MM EZE , Sl my-
service-02031c045478f6ddf1.7d67968.vpc-lattice-svecs.us-west-2.on.aws, MRRK
BULLERST | B BETHIE B BASEEE VPC Lattice HiEH,

THREFRBUAER Route 53 BABER LN ERAEES
AWS Management Console

EEREVARBEHE , LMEA Route 53 IS EHRBELEMNRE , F2EBEHRERHBEZE Amazon VPC
Lattice R H81Eu% 2,

BN RIEER VPC Lattice EAEMNMEEZRE |, HlI0 my-
service-02031c045478f6ddf1.7d67968.vpc-lattice-svcs.us-west-2.on.aws B,
BRI LAERFEE LA VPC Lattice EIEAF R BB EENFEHAEE,

AWS CLI
EEERETEAIE K

1. #1T get-servicem T , BB ERKEN VPC Lattice EAEMBFERE ( 0 my-
service-02031c045478f6ddf1l.7d67968.vpc-lattice-svcs.us-west-2.0on.aws)
MFEEES D,

2. HERERSR , FEATII®GS.

aws route53 change-resource-record-sets --hosted-zone-id hosted-zone-id-for-
your-service-domain --change-batch file://~/Desktop/change-set.json
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
http://www.internic.net/regist.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-vpc-lattice-service.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-vpc-lattice-service.html
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$H¥# change-set.json X , fEA T %) JSON EHIFHABE JSON ER |, WiEHRFEE
EAMEKE, S LERGHFH file#//~/Desktop/change-set. json B BT
REETERY JSON REREERE, FBEE , T JSON FHy THEE, AR A 5 AAAA FREEE,

"Comment": "my-service-domain.com alias",
"Changes": [
{
"Action": "CREATE",
"ResourceRecordSet": {
"Name": "my-custom-domain-name.com",
"Type": "alias-record-type",
"AliasTarget": {
"HostedZoneld": "hosted-zone-id-for-your-service-domain",
"DNSName": "lattice-generated-domain-name",
"EvaluateTargetHealth": true

# VPC Lattice Bf®&7% (BYOC)

EERM HTTPS 3K , BH4A K (ACM) 2 AWS Certificate Manager &2 B S # SSL/TLS & ,

THERERIIHEBER. EEBRELAEENELARBENAITHEISEBNEIREAER (SAN) NEAH
Z% (CN), 1R SAN 77 , MR SE SAN FEFREMFEBE. IR SAN FEFE , EfgwRE
CN FREVMERFIRR .

VPC Lattice £ Al IRBF BB R (SNI) 12 HTTPS k. DNS £RIFETMAEZBNFTESLAE S
B |, # HTTPS B REBEIEM VPC Lattice BR¥. ZEEFHR ACM HAIH B BA SSL/TLS BF
RAEBEEAN ACM , S BAWS Certificate Manager  fEAEIERE) FHRITHNEERENENR
Fo MRLELE ACM PERKEANBCHEE , BFHEA VPC Lattice EEMNMFHEBRERRE,

VPC Lattice BERHEREZ —ERTERE. T8 , EUNHBESEETHEEAERBITERRE. ERXRTE
AU HER BT RAEBEYMNAE VPC Lattice IR% , EAMEENERE.

EE[MH ACM T RARBENER , BHARER , AR ENER D, ZEZSEEBNERTEE
B B HEBEBIRY VPC Lattice IRTE.
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https://docs.aws.amazon.com/acm/latest/userguide/gs.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
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PRI =&

« VPC Lattice RFFERMBIBHENERABIA (SAN) HEAEE (CN) R—BRNEAZE LY,
Flan | MREHERBTMAEEBEYRT |, parking.example. com¥ii§EH R BHE
SAN 23 B3Bf* . example.com., & HIFEREAKparking.example.com , VPC Lattice
2715 SAN EEEFEHAE WEAMEEEBHEFexample. com. T8 , IREHF BB
5 , parking.different.example.comB&®ZEHE SAN*.example.com , BIFESRE XK,

« VPC Lattice T RE—EMNWERFTHELYE., EXTERAFAREREE—B
iw, MARERE—EFREBER. 0, MREBEHN SAN 2 *.example.com,
Alparking.*.example.com®™X%#& ,

« VPC Lattice X ESRBREEHEB —RBERAFT. ERT *.*.example.com BEMH, WFFHE
#: , BB BAWS Certificate Manager ( A EIER) RWERLERE,

 VPC Lattice X BEH 2048 {uJt RSA £ EE.

« ACM Hfy SSL/TLS BV AEMEHEZETEBA VPC Lattice RIE AR EFH,

REBENALE SR

E&EH ACM 3R SSL/ITLS BEKR , ACM BELENF/FABLRY. ELEARERN , SELER
B, PESREHABEN -T2, ATRLHERALESER , ACM E£A AWS KMSHEA KMS £
WS —E€® , 518 A aws/acms AWSKMS FALERRMBBENLE SIS, NFEFHENR ,
#m2[  AWS Certificate Manager £ EER) H# AWS Certificate Manager® 89 & £ R E.

VPC Lattice AWS £ TLS Connection Manager , ltARFE RBEZEL AWS IRFS , URBANERAE
BN E LB, EEMEH ACM BEEI VPC Lattice FRIEEF , VPC Lattice 2SR R E AWS

TLS Connection Manager 2/ B3, RIMEHYEEH AWS  AWSKMS EL8E FEIET B
HWERLLE B, IR REF TLS Connection Manager £ AWS KMS @2 BN E £, TLS
Connection Manager EFBRENMBEZN (FXF ) FAE £ , B VPC Lattice RENAFIRELIRS
EAR (SSL/TLS ITERE ) » ERFE VPC Lattice RIFEUHEHES | BESHA, MEFMER  F
2B (AWS Key Management Service B8 A Bi58) FHERE.

MEHEER , FSRBEME,

MiB& VPC Lattice PR

& ZMIBR VPC Lattice BR% , #8278 SEMBR AR 7] se EE M AR IS MBBR VPR A BARSE . 21 RAGBRARTS | tB
ERRERBEBENFAEER , AINERBEE, FoREBCR, #REX, ZREXRAUNFE A
Bdo
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https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html#request-public-console
https://docs.aws.amazon.com/acm/latest/userguide/data-protection.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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£ 2 A MERRH

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. EEEBERPH VPC Lattice T , BERK,

3. ERBEEL , ZENEEMRORE A REZEFBHE. MERRS.

4, WHIRFEERRETE | FEEMER,

2/ MERAR#E AWS CLI

£/ delete-service 5

I B AR 75 35


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/delete-service.html
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VPC Lattice R #Y B 1284

VPC Lattice B EFHERHTEAEXNIRBHN BRI EELERES. XENBBEERTIE EC2 #1T
{EE&, IP #sit, Lambda ENE{. Application Load Balancer., Amazon ECS £##1 Kubernetes Pod,
B R AN REEZR BEFHE, WFEEE VPC Lattice £ Kubernetes EFHIE , 552
BRAWS & APl IS EAEEM.

SEEERATAREFRELT —EARSEEMHER. ELBUEREEARNE , BUEERR
BENKS. RANKGERESR  SEREEATHENBEHE, SUNHHTREENGER , Y
TR BREE, Fl, Z%—ﬂﬁ%%?ﬁE_L BEERHE , AESRERARGNFERELE M B RH
8, BlnER I RAREE.

RN N
---------------- » capoemm
O =l Target group 1
Rulas TEa,

service {:E i‘:}

Target group 2

BUAAEEE EREERRBENEFRERERTE, RIECERVERHARBRELRE , IRHE
ZREWHE , FRSEERHERSEAARNEFRRERERE, TEREXNRAUTIEEE RS
e’k BRBeFEEED B RHEEMNME B ENEFRE, RESKFBREHZEFRERFHN
S E &,

EEEREEEEXNABTIEEBEHE , BEFEXERRENAMERNRSH,
VPC Lattice B fZE#H%E LM Elastic Load Balancing 1228y B 2848 , BEZXH#,

B &%

- 213 VPC Lattice B {Z&

« [E VPC Lattice B ZE#HHEMMEE
 VPC Lattice B ZEHRIE/EARAE
- BEiAE

- BEAEEE

« Target type (B ZEEH)

o IP ithut 3R
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https://www.gateway-api-controller.eks.aws.dev/
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« VPC Lattice F#y HTTP B

+ Lambda EE{EA VPC Lattice PV B &

+ Application Load Balancer ¥4 VPC Lattice F#Y B 1Z

- BB ERAE

* VPC Lattice B EEHHENER

+ B VPC Lattice B Z###H

#37 VPC Lattice B4

fram B ERFEEMENBEE, RIBFHEER , VPC Lattice REEEALAR B ERERENEZENBA
BE  BFEREEEEAMNER, £ B FHERZMEEERE , EAIUERLILER,

FERRERAIEEFHEATNER  FEEVEREARAEREARYRIK , RBFPEEER
B, MFEFMENR , F2HEVPC Lattice RHEVIERENRA, BALESEZEREAPEEMEERN
BEEE  EELEREALABNMEENERE. FEHE REEMHBERE  S4AREERHE
I AR A E AR RIS R EBRRE X E M.

B LRIt B R AN E N BRE R, MFFHMER , F2H @ VPC Lattice B EEHEEMEH, &
AT LA g ok B BmEHE N EERERERE. WEFHMEF , F2EVPC Lattice B BEEHEAEEARER
&,

BB REE

BN B R EEREMMEMBER , TR
EAEEERE N B REE

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,
2. HEBEHEM VPC Lattice T , 1B1E B EBE,
3. i##Z Create target group (B3 B 1ZE#H),
4. SHHEREFEEEEE BT FIHEHP—IF .
BEEHITERE , KBTERE ID ZEME L
B P bk LUK P syt EE B R
#E Lambda & Lambda B A B R
iZ$## Application Load Balancer , # Application Load Balancer &t & B £,
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https://console.aws.amazon.com/vpc/
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5.

10.

11.

12.
13.
14.

&H¥t Target group name (B ZFERR) , WA BEHENER, LEBHENESE AWS EFHH
IRELNERH -  KZUEREFT, REFERHFARNEFTH , EREREETBAEF
o

HREAAGENEREE  BuLUREESRTENRE, EREABES HTTPS |, EHEEES
443,

MR EZEFER R Lambda HE , AIEEEEEA B ESEREE,

ST IP Hh b EERY | GBIZ IPv4 UUEA IPv4 bt S B AE | SEIZE IPve LAERA IPv6 bt EEM A
B, BEFEBEVBEERECREBIIRTE,

NEEBEEEA P it | FeEFEHIL®RE,

¥ VPC (VPC) BEBERFLBEER (VPC).

MRBEZEFHA A Lambda EKE , BIEEFERREE,
HABABERAK  REBERFERE, FEREA HTTP1,

MRBEZEFAA Lambda EKE , BIEEFERIREE,

SHEEFERERE  AFEEBUERRE. NFFHEE
EmE,

%II

| B2 BVPC Lattice B EZEZBARIEER

MRBEEHEA Lambda HE , AIELFEREERERE,

¥ Lambda EH4EBMRA | BEMRA, MFFHMAENR , 552 Bthe section called “#& VPC
Lattice BRI #EWEH",

REEBEEH A Lambda HEEF , FREFEALLIRE
(1A ) ZENMEEE  BFRAER , REVMEER , AR ARERSINERE,
BET—5,
HARMER  ZUURBLSERRFMEERE , WTAR :
MREBEERAHTER  FENBTER , GAEEE  ARERETERAUTEHENEE,
MEEEEHE IP hut |, FHIT THEE -

a. HPNREFMEE K FRELCHEEFHEENN VPC , SUREEMILS IP i,

b. SHHHEE IPsMERERIE , WA IP bt W EHHE, FAREEER B ERAEE
B,

c. BREESATHRREERE.
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MREBEHAE Lambda HE , 551812 Lambda &, BEE Lambda BHE , 5BIEE
T8 Lambda B &,

R B EEE R Application Load Balancer , 5% Application Load Balancer, HEE I
Application Load Balancer , 55i#1#% 3 Application Load Balancer,

15. 1ZIZ Create target group (B3I B ZE#8)

VPC Lattice AJRe EE L » ENFEREZMEE, WEFHMEN , B2HE . BHERN DNS #F
£ Route 53 M AN EBEATEEREEEBERNER ?

5 237 BHEZEEHE AWS CLI

£/ create-target-group = 3RE M HAZRHE , M register-targets R FHE BHE,

HH F R

SEETUERA VPC 2 VPC Lattice BEE#H, THHRABERARLA FHEE

« VPC Lattice RIEHFTES D , HliniEERENX, BEEFHENBE , BXEAHMEENRFEY, T
LAfE VPC Lattice RIEHEE EHEE AN FRKHPE,
- MBEERETMHYEEXEHEBEFHEERNIREEL,

- RA VPC BB EALUE VPC BB HERE A, RRBERMAEABMNLA VPC P2 EEER
A REEERRBRIRARBEBARE, T8 , EESTNERAREEE,. B ACLs NS5
HBURRPG ILEEE M.

0% VPC Lattice T AEROBHMET, , B0 £ VPC Lattice HH,

\

b VPC Lattice B Z& M BEEZ

BHRBAIMARFRNE-BEH  UEAREIRIEFRERIFNEEMBEFR. ERILFA—
182 2 B FAE SR 2 sk =2 E B 1R

WMREABEXAFREN , LG —HZEERFHAZEMEBER , UEEFER, —BEMEFTK
BEERERYMERRERE , RENSEAHSFEREBIFEMNE R

MRHEERARANERRBD , RELFESBRRERE , TURE FHFHAREBENESR, BUHE
ENES  eZAEERESERHATRR , ETEXEIBER. —BHUEEM , RERSFLEHERE

A TR 39
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/register-targets.html
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HEBH. BEEEA DRAINING RE , EXREPHNFRETK, ELEHRE EBREZNE:
B, AT B REEME B R A E.

BREEN EREESRELOZXERHEZMERN AR, WHEFHEF , FSMTarget type (B
BH).

FERATIERERFREMREBCEEME E, HE , # £ register-targets M deregister-targets
AWS CLlI,

B &%

- BIFRFTER D RBLIBCERLZEE

- RIZ IP it REGCRICEBELEE

- EMIECHEEMM Lambda BIE

- FEMEREUHEEEM Application Load Balancer

BIFFITER ID RECHECERELEZ

BEESTEELEMREREEHEEENERLEER (VPC) B, HEME , BITERBLLERER

running AR&E,

BB BTER ID M EER , BRI Auto Scaling BHEEEFEA, SEEHRHEERSE
Auto Scaling B8 BB A B /MEE % , Auto Scaling BERBNHTEES A SO B ERHEM. W
RoBE B FREFEE Auto Scaling BHEER , S8 BEXBREFEPEUEREMETER, NFEFHE
A , m2B (Amazon EC2 Auto Scaling £AEEmM) FHIEA VPC Lattice B EEHHMSRERHE
&K Auto Scaling ##8. Amazon EC2 Auto Scaling

EAFRERFHTER D REMIBUEEM B F

1. ¥ https://console.aws.amazon.com/vpc/ BEX Amazon VPC £# &,
2. HEBEBE®KMN VPC Lattice T , BIZHZEHE,
3. EEBRHENER  UREREFAEFAED.
4. BE Targets (B E) X,
5

HEAMBATER  FREZMBER. BENHTHER G AMTERERR  AREEISH/UT
FEEB, MHEHTERTKE  FREEMER,

6. BHEBUHAEMITER K FEINHITER , ARBEZHUHEM.
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/register-targets.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/deregister-targets.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-lattice.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-lattice.html
https://console.aws.amazon.com/vpc/

Amazon VPC Lattice ERERER
RIR IP bt REGEHEBUER L B E

BiZ IP st HBERBERABEFHBEEN VPC K, SELEMBRN VPC S —ERKEH IP
Mk, BEEEM VPC inBi AT A FRSEAY IP ik,

FRATEAEE P it RKAMRECHZMBEE

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
HEEBEERN VPC Lattice T , 128 S8HE,

BEBEREANER  URAMHEFHEAEE.

#IF Targets (B 1B) X,

Z2ESMIP it | FBIBETMEE. A5E IP b BEIHEER |, A IP thut FEEE  REE
BEEATHEREEE, SRIEEHUE 6 FREFMEE,
6. ZEHUHEM IP ibut , F5EE IP it | ARBEREUHEM,

o @ Dhd =

M ECEEM Lambda BN #

el LAm B EEEFME— Lambda K8, NMREBTFBEESREFEIXTEMN Lambda BRE , BIFTLL
B EBUHEEM,. BUEEEM Lambda BB 2% , B8P IERE LYK , BB HTTP 5XX #5583, RFET
N EEEE L MmMAREYS BEEER Lambda EKHE,

FRAFEAFMBECHEEEM Lambda ERE

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

FEEBEE®KH VPC Lattice T , BIZEBHZHE,

EEFEREEANER  UFAREFREA R,

#IZ Targets (B 1B) E®],

MRLZEEEME Lambda BE , FHBEZEMB R, #E Lambda B¥ , AR EEFZMBE,
EEHUHFEM Lambda ENE |, 55818 Deregister (BUEEEM), HEBERERRE , FRA
confirm , REFBEZFBUEEEM.

o a0k~ 0w bh =

ST s} EGE S Application Load Balancer

&0 LA 51 B 2 B¥4H FE 8 — Application Load Balancer, MIRETFBEESRESXIERTLE
27 , LA LAEUHREM. BURGEMERTEHHR R  BRPHNBERGAKRAL LR HTTP 5XX #F:k. REF
B EERHE , mA2E B ZEREM Application Load Balancer,

IP b3t 41


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
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FREEAFMBEUHEMM Application Load Balancer

1. T https://console.aws.amazon.com/vpc/ BARX Amazon VPC £ A&,

2. HEEEBEH®KK VPC Lattice T , 1BIEBZHE,

3. EEFEEHENER  UHABEHFMERAER.

4. BIE Targets (B1E) ER,

5. WR;ZEFM Application Load Balancer , 581 ##ZF 5 B 4&, 1#H Application Load Balancer , &
®BEEZZMEE.

6. HEEHUHEEM Application Load Balancer , FERZEEUHE M. HBEERIERE , B@A
confirm , REFBEZFHUEEM.

VPC Lattice B ZEENEERERE
THRESEHEEABZEREATMOVERE |, UAIEEMRRE, ELAZBAEERIRE,

# {8 VPC Lattice R A EXFREAZEFRERFN BER. SEKRKSEMZME RN B FRFHEN
BERERERTE , RRESEEENEFRE, BREMR , LRBR—REFRERE , TEEF
RERF., SEFRERETKE , BESEMAAEFRERER M ANER,

REIMZBEIR

- ERERABEABERSA HTTP1 i | KFERSRAEERERE,

- EEEFHABAMEREA HTTP2 i , REERTEMAEERERE., TiB , B EER
Rt YFHEERABERKTEES HTTP1 =X HTTP2,

- EEREBRETFZE gRPC BEEFBEBABERE. B , MREMAEERERE , AIXNEHE
IR EREBABERAEIEES HTTP1 = HTTP2,

- BERERETXE Lambda B ZEFHH,

- BEARREMET X Application Load Balancer B Z8#H, FiB , BAI LAE A Elastic Load
Balancing Bt Application Load Balancer B 28 EERERE., MEFHMAENR , F2HE
{Application Load Balancer fEFi&1Em) /B EFHEEMRERS,

BERERERTE

BEERTRINWERABEFATHEEREEERERE, RPFEANRERER APl HE
BANERE, RESFEREENEREE, BRAHEMN ping B , 8/ HealthCheckintervalSeconds

REEFERERE 42


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-health-checks.html
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P EERERERRELESECEMNVEE. SEEERERESRESEEL , BEEE
ERAFERSLER., EENEFMTENREATEET NEEREREFROER. MREMEMR
REEMEHIB UnhealthyThresholdCount EE LB , RE A B EF LR, EEFEREREES
HealthyThresholdCount E&E IhiF , BRI =S B B E R

d ik

K

HealthCheckProtocol R TE ¥ B BT EEAR R T A A MY B A %
Eo. AEEMBABER HTTP M HTTPS, FE:%
A HTTP EAHE.

HealthCheckPort BRI B R LT ERRERE R ERE
B, ARERERESERFREBCRARBHNRE
YRR,

HealthCheckPath B L EERERENE WL,

MEBRABERAES HTTP1 =K HTTP2
BAMH URI (/path ? query), TEERA /.

3

BE

HealthCheckTimeoutSeconds UWABMNNHEE K FEEEUHBEAERE
Bl AR NEFERERE LY, EEAR 1-120
¥, MEBZEEAE A INSTANCES , AIFERR
£ 5WIP, IBE 0 BUREERAHTERE.

HealthCheckIntervalSeconds &5 B E8XHITEEREREN KN BEREE
EE , UM AEN, #ENR 5-300 ¥z,
MR BZEE A INSTANCESE , RIFEERA 30
MIP, BE O BUBREERAHTERE,

Healthy ThresholdCount EEERETENEERALEEZE , FIEN
EEREERERE R, EENMN 2-10 2
B, FEEXES 5. EE 0 BUREERAHETER
=

Unhealthy ThresholdCount ERBEERAEERETRAE , XENEREE
MREMERBRE ., EENN 2-10 2B, FBE
52, BEOBILBREERAHTER




Amazon VPC Lattice EREER

BRIE iR
Matcher BERAWZEIZRE BENKRIIE ERFTERNAR

. EEEETREPHEANINE,

MRBABERE S HTTP1 = HTTP2 , AT
BERV{E A 200 % 499, BRI LAEEZE(E (B

| "200,202") SRIEEE (Fla0 , "200-299").

FEER{EA 200,

B 8l F % & gRPC WE/EIREREBAHE
MRA, T, wRIEHY B R EHE B B E R A
= gRPC , B L EFREREBRFIEE
HTTP1 = HTTP2 @A E MR,

BE R RREFRE

B D mEC [ B R & E B FRAEERE,
ERAEEARERENEERE

1. 7E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ A&,
2. HEEBEH®KH VPC Lattice T , IBIEHZEHE,

3. EEHEREMNEE  UHEMHEFHEEAERR,
4

1t Targets (B 1) % , Health status GE/EAREE) Wi5 H & B ERAREE, MRRER SN EM
{EHealthy , EEREFHEAWSIZEZEA,

£/ wE B EREEMRE AWS CLI

£ A list-targets @, Lt HHEHIE B ENERERE, MRARES Healthy BUNNEMRIE , Aléa
HtgasREARE,

BEREERETREENEFEHEA

£/ CloudWatch B/REXE) Lambda BBl , LMEXEEMRETEEHENFMAER.
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/list-targets.html
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ERAEER

& BEFIRERERTE

57 B B 5 2 B R AR B R,

ERAEREEREFRERERE

1.

2

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEEE KM VPC Lattice T , iBIEBZHE,

BEBEREANER  URBHEFHEEAERE.
EEERERERSIER LNEEREREREERT , BERE,
HREEBREERERERE,

BEREEE,

£ EBUEERERERE AWS CLI

£ update-target-group @

B FH 4 78

RIBFER , RESEALERYEEFAREENBABENEZRERE  SHERKAEHER.
EF, BULEEABRHEARERERR K BRANKSREEET B ENERE,

B RS AXE TR B ENMELREE

o BIAWE : HTTP, HTTPS., TCP
* Ports (E#8) : 1-65535

WMRFER HTTPS BAMERE B ZEMENER HTTPS EERERE |, BIEZN TLS BFSFEMHE
EEANLZLBER, VPC Lattice EFERAEEEHELLENEE , BRZEET TLS #E#, VPC Lattice
TEHRBELEE, At , EULSEAEREBSNEERNCIBHINER, VPC Lattice BERZ2BHR
ESEHOBMRETRE , NEEFEEE LN RREEN , LT EHEman-in-the-middle N E = FEFRAY E

FEE o

RETLS #EEXTXE TCP BEEH.
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Amazon VPC Lattice EREER
B HERD

BIRER  RREEBRNEEIGARSEREAZTEFRERINEE,

E VPC Lattice RFWBIFERE , SEATIER :

1. LEERIEFEEREFNRR , SUREEERABERR,

2. FAERBEREEESE . , RRAUBFNERFETENER. BE—EEROZEE REAEE
i, =8 B R A ARV IS B # R EILEE,

MREERERTEEFERETENER  AERFBROVEERERM  FRESBHERAER, E
RTWRAE B EERABIBEHERERE , VPC Lattice REREE LR, HERA AR RBIR
BREEEEE , AAMEERNRE  ERELEFRRERMT,

Target type (B ZHH)

BYBEHER K LESEcHEREE K E9RELYILESRRHEEMERKEENBEEEE, ®2Y
BEREEcR  CREZEFHEREE,

THIR AR B RRE
INSTANCE

LAg 17888 ID RiEE B o
IP

BESL IP #hil,
LAMBDA

BEEE Lambda BH&,
ALB

B+#ZR Application Load Balancer.

EZBER

- EEEERA FIP, X ERBZHAN VPC FRRIEE IP thit, MREBFERL VPC S EBEE
1P shut | 552 AW BIZEE , ALBIE [ Application Load Balancer 51t IP it

- EEEEEA BIP, BEEMM VPC RS AT /A BEEREM IP ik,

B EREDE 46
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- EEEER A BELAMBDA |, E0LASEME — Lambda B8, EREWEI Lambda HEHERE , ©
20/ Lambda BB, MREEEMZE Lambda HEFMIRE , AEEFEHAZEEEEHE.

- EEEEAR BALB , BA LAAGE — REB Application Load Balancer st A& Z WM {E VPC Lattice
BHHER. BEERMY , FOMETER B RFFEZEM Application Load Balancer , #tm{EFE#Y
VPC Lattice FR#EEH. tksh , B4 Application Load Balancer 4 BE AV HE —EiZERER , HiEEE
& B REEERE,

o BULERBFBEEM VPC Lattice B Z&#H5EM ECS (17, BEERENBEERMER IP, F
BMREE |, 52 (Amazon Elastic Container Service B2 A 235 T HEE Amazon ECS Ri%

£/ VPC Lattice,

HE , FAEEA B VPC Lattice B EE MM Amazon ECS BR#&HY Application Load
BalancerALB, MEFMET , 52 (Amazon Elastic Container Service B2 A E8F) HHIfE
AERTE R E Amazon ECS FRIEHE.,

- ZEN EKS Pod S AEE , SBEHAWS BiE API #2425 , % Kubernetes BRIFELTS IP it
- MEBEHABAMER TCP , BIE—XEWEZHA A INSTANCEF IP,

|P tth it 5 HY

ECRVEREREA NERFAKIP, BULEEBFRAHEN IP it FH, ESREEAHTEHFAR
BEFRMEERERER BRI ER, FJEMNES IPvs M IPve, FARES IPV4,

ZBER
- MREFER P A B B REFEIPVE , RIERABREAEEN VPC LA EH IPv6 it &

B

- BB BEEATMHN P it AEFTS BEFEN IP HutFER, Hlin , R IPv6 itk IP it 3E
A | BIfELm B EEEM IPv6 it IPv4,

- 180 B REHEREMAY (P st XA LS B EEEREER VPC /Y IP it 8E A,

VPC Lattice FHy HTTP BH1ZE

HTTP FERM HTTP EEEREREMARELEE HTTP ABNEH. HTTP FRFEBHE, FHE
WURLUE R BN BBEMR , LBNFT (CR) MRIT (LF) #FE. —#LL RFC 2616 E&MEE
HTTP M , FEEE, tEEARXEZRANIEE HTTP EETR (MAS HBHE), 5
W, B x-forwardedF 8 A WIEZEE HTTP £,

IP b3t S EY


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-vpc-lattice.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-vpc-lattice.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-load-balancing.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-load-balancing.html
https://www.gateway-api-controller.eks.aws.dev/
https://datatracker.ietf.org/doc/html/rfc2616
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ERAEER

x-forwarded &8

Amazon VPC Lattice #1187 T %lx-forwardediZEH :
x-forwarded-for

HIR 1Ptk

x-forwarded-for-port

B Ryt E R,

x-forwarded-for-proto

ERBEAWE (http | https).

REEGDIEE
Amazon VPC Lattice 118 7 T3l & & 5 1ZHE -
x-amzn-lattice-identity

BHEA. R AWS F5BERY , MERETTIIR,
« Principal - EEREMNZEFE A,

« PrincipalOrgID - EEEH EREAER ID,
 SessionName - E8E THERENER,

MREMA Roles Anywhere B AER B H 2 BRFBRI , BIEERT 5L
« X509Issuer/0U - &1T#& (OU),

« X509SAN/DNS — =8 E A (DNS),

« X509SAN/NameCN - #1T&BIH ( RFE/CN),

+ X509SAN/URI - =EEHREHE (URI),

« X509Subject/CN - £BEZ# (CN),

Xx-amzn-lattice-network

VPC, B TR,

SourceVpcArn=arn:aws:ec2:region:account:vpc/id

x-forwarded 1Z58

48
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ERAEER

x-amzn-lattice-target

B, AWM TR,

ServiceArn=arn;ServiceNetworkArn=arn; TargetGroupArn=arn

N VPC Lattice EJR ARNs WAHEAEFA , 5528 Amazon VPC Lattice EEMEIRERE,

EEZB D FEEEZLHE, VPC Lattice ERMEMEABRP ERELFE,

Lambda EE{EA VPC Lattice P8y B £&

SEF LA VPC Lattice B #R8HH#E Lambda NEEMABR , YREEBRREARY , BFEREEE

Lambda EEHY B EEHH, ERBEFREEEES Lambda WA B EN B EEER |

&MY Lambda B8 , WL JSON B A AEE RN AR EIESS Lambda ERE,
BR i

 Lambda B E{(F B EFHEMLEEHBNREF , BEEMARNESEA,
« A LUMEIXE) Lambda BEEIMIFER A KN EBRA 6 MB.
 Lambda ESE{AJ{EiA K EFE JSON K/ EBRA 6 MB,

- BABESLER HTTP & HTTPS,

%#£{& Lambda &
WMRIEFE A Lambda EEFEE VPC Lattice fRTE , BERA T 5=,
FA Lambda BIEHIFF AT

B2 AWS Management Console =% 23 B 2 & #H 30 5 Lambda EE&F AWS CLI
ERKREBLENFFITHIEE Lambda ERBBEUER.

A LAEA T3 AP FEOY B 1THTI8RF A ¢

aws lambda add-permission \
--function-name lambda-function-arn-with-alias-name \
--statement-id vpc-lattice \

el

, VPC Lattice

Lambda EHEEABE

49


https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclattice.html#amazonvpclattice-resources-for-iam-policies
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--principal vpc-lattice.amazonaws.com \
--action lambda:InvokeFunction \
--source-arn target-group-arn

Lambda B4 E{hx 412

B A S E B FEEEEM —ME Lambda B, & THRAREFAUEE Lambda EE , B VPC Lattice
BR# —Z WA Lambda BEEH B BIMRAS , 387E[ VPC Lattice RIS EEM Lambda BB , BIHE
AlE , WA ETESERHE ARN F, NFEFHMENR , 528 ( AWS Lambda & ASERE) B
Lambda BRE AR AF I Lambda BB BIF -

A Lambda BEE N BHEZEEHR

B BEBEUANEREH, IRERARFSZEEXNRAESRNEEZ B EHANE
{E , VPC Lattice IRFS A S 5EME Lambda &,

ERAEERAEY B EFANFEM Lambda BE

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,

2. TEBEHE®RM VPC Lattice T , BEBZHA,

3. iZ#Z Create target group (B3 B 1ZE#H).

4. EENEZFERSD | EEH Lambda HE,

5. &% Target group name (B E&FEERE) , B A BERFENEE,

6. &% Lambda SHEEMA | BEREK., MEFME , 52 Bthe section called “f¢ VPC
Lattice IRIEIZWEH"

7. (ER) FENMEER K FRERR K EENEER  ARBASRRSIBNERE.

8. EET—F,
9. ¥R Lambda function (Lambda ) , BHTUATHHP -1 :
BEEUE AR Lambda EE,
- EINHFH Lambda RENIREE,
85 Lambda E &,
10. J&E Create target group (3 B &),

5/ AWS CLIZZ 3 B 2B HE R Lambda BRE

£ H create-target-group M register-targets a8

% Lambda B B Z#4E
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html
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£ VPC Lattice RIS 4

VPC Lattice FR# X £i%1B HTTP f HTTPS :&3R# Lambda A, RIEELL JSON BREXEH | I
# X-Forwarded-ForiZE#FH B EFEFER,

Base64 fmis

MR content-encodingEBEFEHERARERATIETIHF —1H , BIfRH Base64 ERIBTAX :

 text/*
* application/json
* application/xml

* application/javascript

MR content-encoding ZEARETE , 8 Base64 mISHURAARER, HRALRARRER | R%
BREREEA , £F Basebs MRk,

EHEEES

TAREVREFER B ERERLAMBDA |, B LIEE Lambda BEIZWMAN S H4EBIRE, TEEMN
WA~ V1Fl V2,

Example E85|=4 : V2

"version": "2.0",

Ilpathll: II/II,

"method": "GET|POST|HEAD|...",
"headers": {

"header-key": ["header-value", ...],
I,
"queryStringParameters": {

"key": ["value", ...]
iy

"body": "request-body",
"isBase64Encoded": true|false,
"requestContext": {
"serviceNetworkArn": "arn:aws:vpc-
lattice:region:123456789012:sexvicenetwork/sn-0bf312882e9cc805a",

& VPC Lattice BRGNS H 51
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ERAEER

"serviceArn": "arn:aws:vpc-
lattice:region:123456789012:sexvice/svc-0a40eebed65f8d69c",
"targetGroupArn": "arn:aws:vpc-
lattice:region:123456789012:targetgroup/tg-6ddecf831eec9f09",
"identity": {
"sourceVpcArn":
"arn:aws:ec2:region:123456789012:vpc/vpc-0b8276c84697e7339",
"type": "AWS_IAM",

"principal": "arn:aws:iam::123456789012:assumed-role/my-role/my-session",

"principalOrgID": "o0-50dc6c495c0c9188",
"sessionName": "i-0c7de02a688bde9f7",
"x509IssuerOu": "string",
"x509SanDns": "string",
"x509SanNameCn": "string",
"x5@09SanUri": "string",
"x509SubjectCn": "string"

},

"region": "region",

"timeEpoch": "1690497599177430"

body

BROAX, REEBABESR HTTP, HTTPS = gRPC B &R,

headers

FERW HTTP 2HE, REEBABES HTTP. HTTPS 5 gRPC B4 &R,

identity

B9 EH. AT RN
« principal - EBBEHNZEFTA. REE AWS S BEBERIETEETR,

« principalOrgID - ERFEBHARE ID. RBEE AWS o RBEHIFT EE T
« sessionName - ERFIERBNEE. BT AWS FoREEMIKFTI SR
« sourceVpcArn - ZHFERZ VPC B9 ARN, REETLEEIRIER VPC B 2HE R,

- type-MRFEAS P RBEK A AWS B2 BFERINAWS_IAM , BIEA

MREA Roles Anywhere 2 AER B H 7 BFBRI , T 52 WEERHBL,
« x509IssuerOu - &1T& (OU),

#& VPC Lattice RIG#EWEH
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« x509SanDns — R EH X AZ M (DNS),
« x509SanNameCn - Z{TEERBEE ( BF/CN),
« x509SanUri - FEEHNREZE (URI),
« x509SubjectCn - 8 &% (CN),

isBase64Encoded

EHAXRRS base6s . REEBAWES HTTP, HTTPS = gRPC , BERAXEAXRF
B, TEET.

method

R HTTP Bk, RETEEABES HTTP, HTTPS = gRPC BF T,
path

AREVERE, REEBABESR HTTP, HTTPS 2 gRPC B4 SR,

queryStringParameters

HTTP EHF£28, REEEAHES HTTP, HTTPS = gRPC BF €8 R,

serviceArn

EUWEESR 2 BRIEH ARN,

serviceNetworkArn

RASFER 2 RFEHEER ARN,
targetGroupArn

BEWEER 2 BEEHER ARN,

timeEpoch

R, A REN,

Example E6IE4 : V1

"raw_path": "/path/to/resource",
"method": "GET|POST|HEAD]|...",

& VPC Lattice BRGNS H 53
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ERAEER

"headers": {"header-key": "header-value", ... },
"query_string_parameters": {"key": "value", ...},
"body": "request-body",

"is_base64_encoded": true|false

[ fE VPC Lattice IRT&

R B Lambda B B FEA B E S Base64 fmiGikiE, ARRENS. AMEHARFNZE, EJLEEAI,

EEEOENAXHEE-ENAR , BHEKANRL Basebsd i , W% isBaseb64Encoded 5RE

A true, RBEWBATUEN-_EVLAR , I EBEE HTTP BRI A Fik,

VPC Lattice BR#& & =Fhop-by-hoptZSE , Hl# Connectionsl Transfer-Encoding. &R LLE B

Content-LengthiR8 , RARBEEELEEEAF IR ZINETESR,

LT E¥H Lambda B2 5451 [ FE -

{
"isBase64Encoded": false,
"statusCode": 200,
"statusDescription": "200 0K",
"headers": {
"Set-cookie": "cookies",
"Content-Type": "application/json"
.
"body": "Hello from Lambda (optional)"
}

ZERE

VPC Lattice XK B AFRNFERIRE Lambda HEHEE AP I EEZEERZRIEMHEE

EHEMIETE, VPC Lattice S FEEBER B E,
ETHEFG , EMERE NiEBheader EETFEHE,

valuel

headerl

headerl value2

£/ V2 EHEBR |, VPC Lattice 8= FEFME. fila :

[E fE VPC Lattice AR
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"headerl": ["valuel", "value2"]

5 V1 EH44EER | VPC Lattice E8EEHAE—F$H, fi :

"headerl": "valuel, value2"
ZEEHTFTFESE

VPC Lattice XREFHRRGIRZEENERSH,
EToEHFT , ERER L N2HQS1EETEMNE.

http://www.example.com?&QS1=valuel&QS1l=value2

£/ V2 EHEBR |, VPC Lattice 8= FEFHE. fila0 :

"QS1": ["valuel", "value2"]

£/ V1 B4E18E | VPC Lattice SEABENRE —EE. W

"QS1": "value2"

EUEEE Lambda B E

MREEBTFBEESREFATEHN Lambda BE , BIF LS CEBUERE M. BUEREM Lambda BRE <z
%, EHPNERERE , BB HTTP 5XX #5585,

BHEE Lambda BB , ERERUHNESEHE. OB EHEEMTRE , Y EMEREARA
LUERFH BREE  M3ERAN B REE,

fEA EEABUHEEM Lambda BE

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
FEEEEKMN VPC Lattice T , B2 BZ&H,

EEEEREANER  LAREFAEAEE.

£ Targets (B 1) R3|IEH L , i#IZ Deregister (BUHEM).
HIRHERERE , B8 A confirm , ARBZERUHEM.

o K~ 0N
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£/ BUEEEM Lambda BS8 AWS CLI

£ deregister-targets @5

Application Load Balancer ¥ 4& VPC Lattice FF#Y B &

EAT LA S VPC Lattice B #2840, #%8 — R EB Application Load Balancer &Eft A B2 , ARERE
VPC Lattice FRASREEIEZ It BEFH., EILRH|F , Application Load Balancer B1E R £ 2iE
PR BURR S EMEE R BAK, SLAHRETZEMEH Application Load Balancer BY5E 7 [ERE SR B BE 1 Ih
Bt , AR VPC Lattice XEHIITIEE , Hli0 IAM B 5 BRFBEFIRE , LIRE VPCsHIIRF HIELRF.

BR 51

- BWAILVEEEA B VPC Lattice BEEHEF , /558 —AEB Application Load Balancer 55t & B
ZALB,

« BRI L& Application Load Balancer &t A& Z M@ VPC Lattice B REEAN B R , EMETEHN
VPC Lattice IR

* VPC Lattice TRRHEALBEE B ERENEHRRERE., T8 , BAUEAH FEHREHRA Elastic
Load Balancing F#Y B 28 R EEFERERE, MEFHMEN , 5528 (Application Load
Balancer A EE/) P EH EFHHEERERE

FORIRH

#37 Application Load Balancer , LA[E VPC Lattice B 28 A MAEEE, EHFHBILBFTETHE
-

- BRTEBHRARI.

« Application Load Balancer 28R 8 VPC Lattice B 2 EHRMNIIRSEF , BXAFARMERFR
e,

- Application Load Balancer 27882 VPC Lattice B & EMAMERBEH VPC &,

« BT LUE Application Load Balancer L/ HTTPS #EZEEX KL TLS , {HEIIERRE VPC Lattice R
BEARERFEHIRMEEH SSL/TLS BFE-

« ZEEX-Forwarded-Forf&EREEFRE VPC Lattice IRIEH A Fiw IP , B4E# Application
Load Balancer By B EE A routing.http.xff_header_processing.mode Preserve,
R{EA Preserve , BEFEHRRE HTTP BRHPRE X-Forwarded-ForiZER , Wi HEEEH
B mMAgETEaE8E,

Application Load Balancer fE& B & 56


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/deregister-targets.html
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WMEHMER , 5528 (Application Load Balancer £ & EF) FHIE I Application Load
Balancer,

TR BUEAA ALB WEEZERA

FERATHREFREBEZRE, 5= , VPC Lattice TXEALBE EEHMNEERERE, T
B, A LA A Application Load Balancer B9 B =28 A EEEMRERE., NFFHHEENR , F2H
{Application Load Balancer £ #&5m) P/ EEFEEERERE,

BYBEEE

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ A&,

EEEEKMN VPC Lattice T , iBIEBZHA,

i#$Z Create target group (21 B Z848).

EIEEEEHAFMAEAEMPNERERT |, 1B Application Load Balancer fEA B ZE R,
&+ ¥f Target group name (B EFEER) , m ABEFHENEE,

H A Protocol (BIAWHIE) , 55121 HTTP = HTTPS, EEEABEAH EL AR S RER Application
Load Balancer ZEEXNBAHE.

7. SHENEIZE | BEEEHERAMNERE, HWEEBXNERS RIS Application Load Balancer Ky $Z5E
BERNEREE, St a LU RES Application Load Balancer E#iB#EERE RN EZIE | UFAEEL
RIEEMN B SR HERE,

8. &% VPC , iZEUETEEE I RER Application Load Balancer B iZENHY 4 B E # A B i (VPC), E
FEZ 28 E VPC Lattice BRI VPC,

9. SHHEAAWBEMZA |, B2 Application Load Balancer 3 1Y & 3 15 E MR A
10. (EA) FETAXENER,
1 1 . EE-F_Z’FO

I T

B 2 : #& Application Load Balancer 5t A B &
BA IR BRSERTERTMRABEE
# Application Load Balancer 53t & B &

1. BEEIZHFM.
2. &% Application Load Balancer , i#21Z&# REF Application Load Balancer,

SR BUEES ALB WERHE 57
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3. HRNERER K FREAREIRFTEEETENERE, WERBLANS Application Load
Balancer I I AR ZRENERKE, WREEREMEFERENERTEE , RELEEIE

Application Load Balancer,
4. JEIZ Create target group (B3 B Z&4).

A 1 E R AR

BIFTERR , BRBSMERA HTTPN.A BBERERXZEEE, BUUERABABRERSE , FH HTTP/2 5
gRPC #@EREEXZEZRE,

TREERVFRBAGEEB FHABA B ERFTESNER.

FERBAWE B E AR A "R

HTTP/1.1 HTTP/1.1 FZZh

HTTP/2 HTTP/1.1 FXZh

gRPC HTTP/1.1 Ei b

HTTP/1.1 HTTP/2 Ei b

HTTP/2 HTTP/2 FXZh

gRPC HTTP/2 MR EEXE gRPC , BIELIh
HTTP/1.1 gRPC $5ER

HTTP/2 gRPC WMERZ POST &K , Al
gRPC gRPC %)

gRPC BB ERAHNEREER

- K—XENEEEXBAHER HTTPS,

- XENBEEEESR INSTANCE M IP,

- REEI gRPC R , WIRIEEH. IREMAZE , # gRPC FUE R EIEE R B Z8#E,
« BEEFEH Lambda BE B B E,

B E R A 58
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HTTP/2 BAMERANEREE

- E—ZENEBEEXBABER HTTPS, BRI A B EEEBAMERE HTTP = HTTPS,
- H—XENEEEXRAREEANEEELE,

- XENBEHEEESR INSTANCE M IP,

- RBXZEBERAFRER. RETXEREREER.

VPC Lattice B 284 E
EBnEBEZUTENARN KRG EEEH ESE , fl0 , BIEEMN. HEEIIRE,

AL EREEEHETNAZERER. SEERFEANERRSIBLARKE Y, MRAHENE
B A HRCIBEENBESHEEARH  MUEBFEEENXEBRNE,

ERERATER R , TUREBR,
BR 1

- B-EREEH LR : 50

- ZEBRE LR : 127 @ Unicode F 1t

- BERE LR : 255 1@ Unicode T

- EBERHEEREIKNNE. AFNFLBETH UTF-8 RANKEX TR, ZRIEBFT , EEUTH
BRET  +-=._:/ @ TAERERHFHZEE,

- FNEEBEBIEFER aws: FH , RATEREH AWS /. BFTHESMBRELFE
EEREBYE, BLFENER  FTEESZERRHNEERABA,

EAEEEREMH B RFAEANER

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC 32 A&,

EEBEHEKTM VPC Lattice T , i#1E B ZEEH,

ENBREENER  UFAREFREAEHE.

B Tags (EH) R5|EH.

EEMEER  FEENEER AR ARBZRSIBNERE. FEFES —AFK , FERGE
BEHEER, EATHRIMEEBRNIERE | 75#1F Save changes (RFZE).

6. EEMBRER , FEIEBNZEGR , ARBEZMR. HREFRTRE  F@A confirm, A&
&IBIZE Delete (MIBR).

o k~ 0 bh =

EHER 59


https://console.aws.amazon.com/vpc/
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£/ E5 B RRENER AWS CLI

£ H tag-resource # untag-resource S

o

fiBR VPC Lattice B Z&t4H

MRREEMEEEXRINBEEADESREBRFAE , DUMRXE S E. MERERFEATSRE
ERZEEHERENER, NRTEBEEEME EC2 H1T{ER , AIATMELRRILE,

2 E42 6 R MER B FRE+4E

1. £ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
2. EEEERP  EEBEHA.

3. ENEERMENZEGI , ARBESE. MR,

4. HIBRMEFRIETRE , BB A confirm , REZIRE Delete (MER).

£/ Bk B BB 4H AWS CLI

{# /A delete-target-group EH

MiBR B 284 60
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VPC Lattice FRIFHV B EE

R AR VPC Lattice RIS 281 , BAEFBEERER, ZEEXARREERERNERF  LAFAR
CRENBIABEEERE, CAZEERAEENHRAS /J&;Eﬂﬁi%tﬂﬂﬂ—naiﬁﬂﬁﬁﬁﬂ,ﬂ\a%‘fﬂﬁﬂ’ﬂ B,

_-_dﬂéﬂ_-- ----- X ﬁ j:}
‘ Dé)- ------------- f Rules :::’:::-’; ! Target group 1
Service {r:t ﬁ

Target group 2

B 8

- EEEXEE

+ VPC Lattice FR#H HTTP #EERX
« VPC Lattice IR#H HTTPS #HEER
+ VPC Lattice FR#HY TLS EEREN

» VPC Lattice FRFEHYIZERENA A

+ MBR VPC Lattice FRIGRVIZEFE S

EEEXARE

EREAXET I EF HEREREE

« BIAWE : HTTP, HTTPS, TLS
« Ports (E#:18) : 1-65535

MRFEEXBAHER HTTPS , VPC Lattice /M EFEEEL VPC Lattice E 4R FQDN 48B3 B
B TLS /. VPC Lattice X1 HTTP/1.1 M HTTP/2 L& TLS, E&EA HTTPS ERRRTE
fR¥EF , VPC Lattice @A EREXNEBABERS (ALPN) BEVHE HTTP BB E. MRKRHE
ALPN , VPC Lattice @785 A HTTP/1.1, MEFMEN , FSEHTTPS EEER,

VPC Lattice AJLATE HTTP., HTTPS., HTTP/1.1 F1 HTTP/2 L1ZE A WEHELBEA G EMRAE PR E
MEEEHR. BATEEZEEANEEHEBAHEMT. VPC Lattice EEEBA R EMIRA 2
FHRFERBENBEERF. WEFMEN , B2EEA G ERA,

BREX AR 5
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IERBUEY TLS #RER |, UMRAREHNEAEXNEENZNRE , MAR VPC Lattice, MEFMAE
A, FSRETLS #EEN,

VPC Lattice T~ WebSockets,

VPC Lattice FRFEH HTTP #EEER

EEEARREERBERNER. BAUEE VPC Lattice REIFERERRER, B ARERKER
R EE LN RS

LHEE EWEABBERREEL HTTP HBENX, MFEUEREER B ENIZEEXNEE
&/, B2 HTTPS HERENM TLS HEEN,

FoRIRF

- PEREYHEMESERENEERRXRE  SXARETHAMN VPC Lattice BEE#H., MEFME
2, E2RE T VPC Lattice B ZBH4H,

« B EZEEEEXTIEEHARNBEHE B ELEEESVEBRERNERSE. EERE
VPC Lattice FR#&AEA B 280 , B BHEREEEXASHEAREMEM VPC Lattice RFE-

g HTTP #EEN

BRI LRERSEREEANR M EEENERE. EUUEABABEMERBERRERREN , SUER
RAFImERE R , X ATERERREXRAEE VPC Lattice B R, MEFMEF , F2RER
AR,

EAERAHE HTTP #EBREX

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HEEEERPH VPC Lattice T , BIERK

3. ENRBNERIUMMEFEEAER,

4. EEHBARSIEHL , BEFMEEERELN,
5

HREREXSRE , EUURERHBTEREXSR , IEAZEREXNEA B ENEEERAER
BXAEHE, LEENETEBEZ WA 63 EHF T , BIRFANESERKEHBL AR 1. BN
FUMH a-z. 0-9 MEFR (1), ETEEAEFTRUAF —FERRE—EFT , AREES —EE
FiEcR, RETEBUCRBERR,

HTTP # R 62


https://console.aws.amazon.com/vpc/

Amazon VPC Lattice EREEmR
6. SHEEFAGE  EEE | BE HTTP X A EBIRRE,

7. SYFERREE , BIF VPC Lattice B RFHENERBRE , RARBEEE NGB RFAEANEE, &
ERcEERENEESKERIEFREAZIRE. fln , NRMERRFEEFHERNEE
AlEEE FRREASRSEE—FNRE. NREREE—EERHE , A 100% HWREBSEEE —
18 B =EHE.

BULGEEM M ATERBENES —EE F5E, BENEEFE  ARREFEEREAYEEHEE
B,

8. (ER) BEMEZ—ERA , FRENERY  RRWARUNEE, BEEF. FRGNB
o

LU UASERUREHRNTR 1 F 100 cBNEEIEFHT. EREXTRESSEETIRFER
HRAl, ELIEFFERA  RREEINGESE, BARRBKETGE. WEFRES , FSRE
BEAAA

9. (ER) FENEER K FRAZREEASR  RENEER AR ARBRIBNERE,
10. REEHER K RBRERE,

£/ #i8 HTTP &&= AWS CLI

5/ create-listener T S REBY EFERRAUMNEERER | WEA create-rule n KRB HMibigERE
AR A,

VPC Lattice FRIEHI HTTPS $##ERE

EREARREERFBRNEF. SUNERYRBERFERZREN, BUURERAE VPC Lattice P#§
EEEXHEELN RS,

WO LA HTTPS 2R , HEA TLS 1.2 Rk TLS 1.3 MREEK LB VPC Lattice B9 HTTPS &
#Ro VPC Lattice ##HEMEEEE VPC Lattice EAMTEMFIHE B (FQDN) MHEIBERY TLS BF. VPC
Lattice X8 HTTP/1.1 M HTTP/2 L/ TLS, E&EMER HTTPS EEEXRERKE , VPC Lattice &

EBEARXEEAHEIS (ALPN) BEHE HTTP BIAHE, MERE ALPN , VPC Lattice &7

/A HTTP/M.1,

VPC Lattice fFAZHAFER , EXRTETUEHENRE FFEEZERE. VPC Lattice 2¢t¥E
B FiRERER TLS ZE[ARSIBBIE R (SNI)o FZEMZMN A F % Hello (ECH) 0% @ PR35
Z#IETR (ESNI),

HTTPS EERR 63


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/create-listener.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/create-rule.html
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VPC Lattice AJLATE HTTP, HTTPS, HTTP/1.1 fl HTTP/2 L5 , W EEE L&A it E MR N 1E
B FBERA, ELEREANEEREAETFTEMRN. VPC Lattice S EEBERA M EMIRA 2B FH#K
MEERNBERF, MFFAES  F2REF B ERE,

BTHRRENERAERIBERE  FURAEIY TLS #EER., ZEiB TLS &E , VPC Lattice A& 1
TLS, MEFHMER , FSETLS #EER,

AR

- BEBUR

- ALPN B

« ¥718 HTTPS #ZEER

ZEHE

VPC Lattice fEAMZ2BE =R TLSv1.2 BAHEM SSL/TLS BiGFEMNMES. BABESEAF R
HEREZCERIZSER , WiHBHEAAFIRE VPC Lattice PR~ BEENFIEERE BT
B, BBRE—ENFEEL , FANZERBRBIFENAS. BABEFEAZSERBRMBER. £
ERRSEFERE , AF%M VPC Lattice EkRFIERF , R tfIE& B BN MZEFNBERAIBEFTE,
EFERBERT , $irE 22 ERENGERIEE LFESTMAFIRMZENE — @,

VPC Lattice Kb fm 4 IE/F A T 5 TLS 1.2 SSL/TLS Z7 :

 ECDHE-RSA-AES128-GCM-SHA256
* ECDHE-RSA-AES128-SHA

* ECDHE-RSA-AES256-GCM-SHA384
* ECDHE-RSA-AES256-SHA

* AES128-GCM-SHA256

* AES128-SHA

¢ AES256-GCM-SHA384

¢ AES256-SHA

VPC Lattice b &It RIFIEFEH % TLS 1.3 SSL/TLS %45 :

e TLS_AES_128_GCM_SHA256
 TLS_AES_256_GCM_SHA384%

REBEK 64



Amazon VPC Lattice EREER

 TLS_CHACHA20_POLY1305_SHA256

ALPN B

FEREABERIBERY (ALPN) REHH TLS R4E hello S LEIXR TLS ZEfR, ALPN £EEARE
=\ B B 51 155 7 WO AL B A 0 E Y 6 R BB T & Y& 8 (30 HTTP/1 M HTTP/2) 21T,

E A FisRE ALPN E#REF , VPC Lattice IRIE 24 A Fim ALPN [RFEFEEREE ALPN BUERIETT
teE, MRAFIRXERE ALPN BEERRBAWE , VPC Lattice RIS ERIF ALPN BRI RIFRES
BEVER, 58, RETEHEH ALPN,

VPC Lattice & T %Il ALPN BUR :
HTTP2Preferred

fR# HTTP/2 over HTTP/1.1, ALPN {RIFS&E55E A h2. http/1.1,

18 HTTPS EEREX

BAAERBEF B EMNERBERREZRBER , MERAFHRERE R , XAEREREXSRAEER
EERHE, MEFEET A F2RERENER,

FORMRAF
- FEREEBENEEAREREENRA  BXAEETRAMN VPC Lattice BRFHE, MEFHEE

A, EZRE T VPC Lattice B ZEH4H,

« WU EZEZEENTEEMHEMN EEE  EEEEEE X EBRMERBM VPC Lattice BRFE
& EE VPC Lattice RIS B 28 E , B4 AEREEEXREHEAMMEATEM VPC Lattice fR
%o

« BAILAER VPC Lattice 1IREMERE , EL BN RIBEAZHAF AWS Certificate Manager,
EFHMEA |, 752 Rthe section called “BYOC”,

EAEEAEHIE HTTPS BEEER

1. £ https://console.aws.amazon.com/vpc/ B Amazon VPC £# &,
2. EEEBERPH VPC Lattice T , BERK.
3. ERRBEHNERBURBMEFHEARR.

ALPN BZE 65
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4. ERARSIEERL  BEEFEEEES,

5, HREREXERE K LUNRHUETEREAERE , SERAEREANBABENEZRMAERE
BXE#, CEENEIEBREZ WA 63 EFT , BERIRFHINESERBBLARE-—N. BN
FA a-z. 0-9 MEFR (). BFEEAEFRUAFE —AXZR—EFT , RBFES —EE
TR, BEFEEBVEREA CREBEFREEANERE,

6. SHHBHAME : ERE  EE HTTPS , RR0 A EEERE.

7. SHERBA, EF VPC Latice BRRMAMERRE , ABBBERMILEBREVEE, &
e B RN ERSELEFREARKRE. SN, NRMEREHELARRNMEE
AISEEEREBEER—KORE. NRERAEE—EERME , A 100% KR ESEET—
8B A,

BRLREN AR ENES —EE RHE. EENMEHF , ARREFEERHELEEHE
B,

8. (EA) "ENREZ—ERA A FEREFTERRY , ARBARUNEHE, BLIEF. REND
.

LU UASERREHRNR 1 F 100 cBNEEIEFHT. EREXTREEZEETIEFER
HRAl, ELIEFFERA  RREEINGESE, ARRBKETE. WEFRES , F2RE
BEAKA

9. (ER) RENMEER K FRAZEEAGR  RENMERR  KAROAGBRSIBNERE.

10. R HTTPS BREABERE  MRERERUREHIEEBITRIAERH , VPC Lattice BB B
EETLS B , MRERCEREXNRE,
MREERBITRBBRWELRE  EREEAFHRE , ERETLUREBET SSL/TLS BRE =R
BRERATHRE. TR, CERIYBRBREENBECESE,

1. REENER  ARBENE,

5 #ri8 HTTPS #E=EEX AWS CLI

5/ create-listener tn B RE I EEFER AIMWZERER | WA create-rule I P REB I HAZER
RN A,

VPC Lattice BRFEHY TLS EERER

EREEARREERBRNERF. BUSEERY VPC Lattice RIEIFERZRER. LA RER&GER
B8 2L R

TLS EEER 66


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/create-listener.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/create-rule.html
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ERBAEY TLS #BRER | 2 VPC Lattice KBV REEEZLNEARN , MASHR,

MRIBFHLE VPC Lattice BENMBZENRE , YAARNBWHREELENWERES K BFRAET
HTTPS #EREX, MEFMER , F2EHTTPS #EER,

ZEBEH

THEZEEARN TLS #REEX

* VPC Lattice R4 AER B REETE,. REBTESZBERFERBBMWIER (SNI) b, MR
LERYBHREERRE , AITSERAXEBRE.

« TLS #EREXANE-—RRARREZMRA
« TLS #BEEANERDELARBEEEE TCP B EHE.

- FEREEA TCP B EREANERRERE, MREKA TCP BEFANEFRERE | AINXEE
TE B A 15 E M B 1hh E AR A

« TLS EZEEXEE A client-hello AEH SNI B EAHER, MBRMBRFHEMEE client-hello T2 HAF
B EEELFERERF TN SAN BFE,

- BRREAFIRE BERNATAREHERIFMNE , VPC Lattice MERM HTTP RE , HEEHARE
B HTTP E5E, Rt , 65/ TLS BEEXK , FETIIRE

- ERBEGERSA 10 DE
- REBRRERRESERE
« F’%& Lambda B
- RXEMZER Client Hello (ECH).
« FXEMEZHFARREBIER (ESNI),

rig TLS BEELR

BaEABABENMEREERBEEEREN , LMELAFRERE B , YAERERENRAE
Eﬁﬁﬁﬁﬁo pu;n$%ﬂiﬁﬁﬂ nﬁ/ﬁ*ﬁ%%ﬁﬁ%ﬂ

EAEEAHE TLS #EERX

1. 1E https://console.aws.amazon.com/vpc/ BARX Amazon VPC E£# 4,
2. HEEEBEPM VPC Lattice T , iBIERIK,
3. EEEBHNEBURMEFHEFNEER.
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4. ERARSIEERL  BEEFEEEES,

5. WABBERREHE K LUMNEHATEERRERE  AEALERANBAIGENEEEgAEE
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- BALHA=EEAEN VPC Lattice B : IRIEHMEEE. RBMNERHERE,
. SR LAERMEM H A VPC Lattice B8 AWS 1RF,

- EGEERER IAM ERENAGHA VPC Lattice EiE.

 VPC Lattice XER®. ERHEEBNREHERNEFZET,

£ VPC Lattice T2 AL ALEENEEE

1. £ https://console.aws.amazon.com/vpc/ BAEX Amazon VPC £ &,
2. ESEERPH VPC Lattice T , EERY., REMBEIERERE,

3. EEHEBNABURBEFMETNER ARRARERZELARARE. HABRKARIHHAER
R,

4. R AWSRAM BERAAMRBIEZERAAH, BEREVERAE  BRET RAM EBAFEITER

5. EFHAARE. HARKERIHAMERARE,

£ AWS RAM = AHAZHEENEE
£ AWS RAM &R ELEREZHRFTIRNERF
FH HE=EEENER AWS CLI

£ F associate-resource-share ap 5o

{Z1EHE A VPC Lattice =&

EEE I ABEEN VPC Latice Bl | SABKERERLATBR, TAELAAER %, B
ANEBEBERE, TAFRAHAARBONEN, SRBHSEREMESSNREHE et
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ram/associate-resource-share.html
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ERAEER

M ER = P EREXEA B, MRIRFHAEREMRERAA  AIKAEREFRAANBEEERLERL

AR BEEDBRERE,
£/ VPC Lattice TR ABLHAALBEENERE

1. ¥E https://console.aws.amazon.com/vpc/ BABX Amazon VPC £# &,
HEBEERTH VPC Lattice T , 1BERKE. RBHERREFRERE,
EEERNEBUBBEFERERAET.

EHARIERL  ERERLANKEGR , RAREBEBER,

LD

/A AWS RAM =R AEBELHALBEENESE
EZBAWS RAM ( FHEREE) RN EHEREE,
R EILEERAEEENER AWS CLI

£ A disassociate-resource-share 85

o

BEMFFA
A VPC Lattice MHE , EA TSIEAANHT.
ERERE

- RBEBREREBEXESCHEE RN RS

- REBRESEREIMREEERMARE,

 BRISHBER B & O] LURER AR A5 48 BE 1Y P R AR S B B

- PRI EER & T SUBUR B AR AR BBV R AR TS | EEREABEE M B R
- BRIEMEIR A E W IR R MR FTE VPC BB,

- BRI GERE W UBUEE & & RIRA AR B BAY £ 17 VPC AYBABH,

- FRIEMEEEEER & O LR RIS R VPR R AR RE B

« FRIEEER B B T LAHUE B AR M AR BR B B Y A (T R A RE RV B | SRR BRI R R B R L.

« FRISHBER B & O] LARER AR A5 M8 BE 1Y PR Ui R BA B

- BRIEMEER AR B W ABUE R AR AR BB (R (TR R RV BAR | MBI R R,

« FR¥EHER B AT LU R PR BR A 48 RS B BRAS RV BA R

BEMFFA
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- BRASHES & W LA AR H% B2 L BB A0 1 17T BR A5 4R 2% BSUK BA Bt

- BRI E W AR R E RAE RN PTE B EE BA B

- ERABRENES & T LABUH B TR AR A8 5T L BREH AV 1117 BR TS AR 8K 1Y BR B

- VPC it 25875 % T LA R 52 EL AR BR B 0 AR A5 AR B8 .

« VPC i B5#EE & 7 LABUH i B B AR IS 48 8% 9 B B

- AEEVBEBNIRS T REEH REMEEN VPC Z BRI BB,

ERHEEE

. SHEESLMRR LI R R R ERERE,

- SHEE REEEUH B AR A48 2% A8 B B O BR S = &R AR AR AV B ESR

- SHEENERES & T LUE IR RS EER RS & RERZ M FTE B,
- BAEELHEIERES 2 EREBNREREREELEN,

o SHE AT SUERFT A AR BE B AN &R A8 AE 5 R AR A5 4B 2% 10 BA B

o SHEE T LUK BRAS S0 8 IR A AR BE 3L A AR RS 4B RS 22 1T B

- HEETW LB AEKARKEMAEN VPC B,

- JHEE WL VPC B4 A AR #4885 22 5L B B

- SHEE REHUH ERE R AHEIRIRY VPCs BABH.

- HEET LB RIEMEEE VPC in% , A VPC BRI A REHEE.

- SHEERBEMBRMFIE N R VPC %S, SUSHE VPC B3 H AR
- HARRMEAER & EEA RIS B H IR HEE 1Y AR S AR BE B 3T BE B

- HAREERNERESLEB I TEESN VPC R,

- HAERERBWEAE LGS RELELTHREWRSEREIEH.
- HARBMAENEHEELBEBEMATHEEN VPC AMBERERERE,

- CHEEWUBREERANRYE., REMRERERELE.

- MEMEERHHEEAA  HEENELEIEH.

BiRFEH

EERHEAENHEEYAAERNITEER , ELBFEREHS FHEBIRFEHMH AWS CloudTrail,

BREEE 86
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CreateServiceNetworkResourceAssociationBySharee

EEENEEMTN CreateServiceNetworkResourceAssociation B2t SR | EXREEES
F, MRBEAHEEERERE  AEHSEEXZTREBERNVEE S, MRBEAESREERE , A
EHSEXREERAENEESE.

CreateServiceNetworkServiceAssociationBySharee

EEEHE BN CreateServiceNetworkServiceAssociation BBt A E R K BEXASRERE,
MRBEAEEZRE , IEHSEEIZRBMERNEESE, MRBEABEERERE , UE42
BEERBEESE,

CreateServiceNetworkVpcAssociationBySharee

EEEHEEMNY CreateServiceNetworkVpcAssociation B2t I IRFEMR S , BAREREE L,

DeleteServiceNetworkResourceAssociationByOwner

= E %A B M DeleteServiceNetworkResourceAssociation B2t A E 8K K SEXKEANES
., MRBREABREEFRERE  IEHSEEETREFREBNEEE, MRBEAESRER
% AEHEeEEEEREBNEEE.

DeleteServiceNetworkResourceAssociationBySharee

EEEEB A MW DeleteServiceNetworkResourceAssociation BRIt A EERE K SEXKERES
., MRBEANFEEERERE  IE4SELAETREMBRNEEE. WREEAHEEREREE , 8
EHEEAZTERERNEES.

DeleteServiceNetworkServiceAssociationByOwner

EEBEE EMN DeleteServiceNetworkServiceAssociation Biit FEEE K 8% KEHES
H, MRBEABELRE  IEHSEXZTREMRBENEEE. WRBEABEREEE
AlE4eErEREBHNES S,

DeleteServiceNetworkServiceAssociationBySharee

EEENE M DeleteServiceNetworkServiceAssociation EEit BB K SEXEERES
E, MRBEABEEGURYE , ISHESEEIZREBENHEES, NRBEABEREMAR 6 BIE
HEeEEERKEEESE.

DeleteServiceNetworkVpcAssociationByOwner

3

EREAEEF AL A RSN DeleteServiceNetworkVpcAssociation B |, EIX A EIBIEES
&,
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DeleteServiceNetworkVpcAssociationBySharee

EE B HEEMLY DeleteServiceNetworkVpcAssociation B2t RIS , BEAREREEE,

GetServiceBySharee

EERHEEER AL ARBTWY GetService i |, HXLERERE,

GetServiceNetworkBySharee

EERHEE AL ARBMAETEW GetServiceNetwork B , BXGEREEE,

GetServiceNetworkResourceAssociationBySharee

EEEEEETI GetServiceNetworkResourceAssociation BEiHt AEEE K SEXKERES
E, MRBREANFEEERER  IESHSELTREMARNEEE. WRIEABEERERE , B
EHEEEATERERENEES,

GetServiceNetworkServiceAssociationBySharee
EEMHEE ML GetServiceNetworkServiceAssociation BB I EMEEE K EXREREESE, W

RBEEABBLRYE  ASHSEEIERBERNERE. NWRHEABREREER  AEHaE
EERBERE.

GetServiceNetworkVpcAssociationBySharee

EERHEEMS AL ARBMAKRMELN GetServiceNetworkVpcAssociation B | EEX G EREES
&

LA R RCreateServiceNetworkServiceAssociationByShareeE#HEHITEE

"eventVersion": "1.08",
"userIdentity": {
"type": "Unknown"

I

"eventTime": "2023-04-27T17:12:467",

"eventSource": "vpc-lattice.amazonaws.com",

"eventName": "CreateServiceNetworkServiceAssociationBySharee",
"awsRegion": "us-west-2",

"sourceIPAddress": "vpc-lattice.amazonaws.com",

"userAgent": "ec2.amazonaws.com",

"requestParameters": null,
"responseElements": null,
"additionalEventData": {
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https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkVpcAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetService.html
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"callerAccountId": "111122223333"
I
"requestID": "ddabb@a7-70c6-4f70-a6c9-00cbe8a6al8b",
"eventID": "bd@3cdca-7edd-4d50-b9c9-eaa89f4as7cd",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VpcLattice::ServiceNetworkServiceAssociation",
"ARN": "arn:aws:vpc-
lattice:region:123456789012:servicenetworkserviceassociation/snsa-0d5ea7bc72EXAMPLE"
}
1,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"
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#y VPC Lattice Oracle Database@AWS

VPC Lattice 3x#8 Oracle Database@AWS(ODB) #J AWS S EREES , WA KIRMH ODB #5K.
AWS VPCs MAZEE < BN ELELR, BT IEILER , VPC Lattice BERKREMETIIER

A AR AR A5 M B

YA RIS AR E A 2 186 default-odb-network-randomHash
8 % AR 75 48 3% vim Bh

itk AWS ERRBEEB.
ERME

B REEFEHADBEH default-odb-network-randomHash

VPC Lattice X8 AWS ZERKES , 85 ODB BN ZEES., HIRE/A Oracle Cloud
Infrastructure (OCl) ZE % = Amazon S3, EALUEIZRA Amazon S3 I EHREEZHL

3 ODB g% , BulLAEH AWS Management Console 5 B#E M2 ER AWS CLI, T 5| &4l
WEEYE ODB HRNTERZERS , UREHEILREEE T EENEMEMER

aws vpc-lattice list-service-network-resource-associations \
--service-network-identifier default-odb-network-randomHash

ZE5IH
THZEEFEAR VPC Lattice Oracle Database @AWS :

« BEEEMIBR VPC Lattice 2 FARRRBS MRS, RBMAKIHE. BRFEREM ODB XEES, &

EMRELER , FMEREN ODB HERFAZEES,
- AFmAREFEL ODB RPN ZEES, ODB #BUNNAFL , fIMERE VPCsH |, AR

EBESERASRERNS3,
. IREESEEIRT VPC Lattice 22 ODB @ UNNEMNZEERS,

« FTERE Amazon S3 R EH S LKIBTERNWREHERIHE , WKEEFNERNELEREER, NE
SHEE |, 552 M VPC Lattice EfE.

« Oracle Database@AWS ZEBESTKREENGEA,
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https://docs.aws.amazon.com/odb/latest/UserGuide/what-is-odb.html
https://aws.amazon.com/vpc/lattice/pricing/
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« BT BVEE VPC Lattice fiZNEIR , BIEREM AR —&K. ERLIEEM AWS tRF SEH
HATERR R |, WAEHRIImEE. VPC BBE. VPC Lattice FR¥ M &R 18 = RRMER

« VPC Lattice EE T 5IFF A F 8E#E Oracle Database@AWS &R :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowODBEC2andLatticeActions",
"Action": [
"ec2:DescribeVpcs",
ec2:CreateTags",
"ec2:DescribeAvailabilityZones",
ec2:CreateOdbNetworkPeering",
"ec2:DeleteOdbNetworkPeering",
ec2:ModifyOdbNetworkPeering",
"ec2:DescribeVpcEndpointAssociations",
ec2:CreateVpcEndpoint",
"ec2:DeleteVpcEndpoints",
"ec2:DescribeVpcEndpoints",
"vpc-lattice:CreateServiceNetwork",
"vpc-lattice:DeleteServiceNetwork",
"vpc-lattice:GetServiceNetwork",
"vpc-lattice:CreateServiceNetworkResourceAssociation",
"vpc-lattice:DeleteServiceNetworkResourceAssociation",
"vpc-lattice:GetServiceNetworkResourceAssociation",
"vpc-lattice:CreateResourceGateway",
"vpc-lattice:DeleteResourceGateway",
"vpc-lattice:GetResourceGateway",
"vpc-lattice:CreateServiceNetworkVpcEndpointAssociation"
1,
"Effect": "Allow",
"Resource": "*"
1,

{
"Sid": "AllowSLRActionsForLattice",

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": "*",
"Condition": {
"StringEquals": {
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"iam:AWSServiceName": [
"vpc-lattice.amazonaws.com"

& E#% VPC Lattice AR Oracle Database@AWS , & EZE VPC Lattice PHVRISHES. ARG
BB EREE,

ES-]

« the section called “Oracle Cloud Infrastructure (OCI) Z&1{&Z Amazon S3”

« the section called “Amazon S3 FZEU
« the section called “FEXF L A VPC Lattice E &~

Oracle Cloud Infrastructure (OCl) Z & 1{&#17ZE Amazon S3

B8 3 Oracle Database@AWS E R ERF , VPC Lattice & & A HWERERodb-managed-
s3-backup-access, WERMBLERKREREER Amazon S3 K OCI ZEHf> , X B REHEE OCI Fr
¥ Amazon S3 fETFETHEAVIERR. ODB MK S3 2N REL T SRR Amazon M.

Amazon S3 77HY

BRT OCI ZE{H10ZE] Amazon S3 24\ , BEAURIZERS , LMER ODB B FE Amazon

S3, Ef&18t Oracle Database@AWS #8#% LA A Amazon S3 Access ZEE Sk , VPC Lattice &
A REMIEodb-s3-accessH R A WERMERE, S FEALLESREZE Amazon S3 U@
ZHCHWER  SFEEREERADER. EUNERRES P BRBBERRE M AEEEH,

ZEEI8
LA 2 Amazon S3 Access S EBENEE

. #ROEEAR ODB #8&%E T — {8 Amazon S3 Access SEES,

- WEREESERFFIE ODB #EKFH Amazon S3 , M Bt FE R AR MEE 8 KAt VPC BABAL AR %5
08 % i R 77 B

Oracle Cloud Infrastructure (OCI) Z&1{#%1 £ Amazon S3 92
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- BEEFIARE AWS EEHH S3 RFTE

FYF Amazon S3 Access S B4

FERAT 5 S REAE Amazon S3 Access S EES -

aws odb modify-odb-network --enable-s3-access

EH &0 REBRRETEEFH

IETILAER ODB APl ER & £ BFEBUR , UREY S3 RENEBNEN. TIHE@MFBRERTHER
BHA 2B E S3 RTFr A FEUE,

{
"Version": "2012-10-17",
"Id": "Policy1515115909152",
"Statement": [

{

"Sid": "GrantAccessToMy0rgS3",

"Principal": "*",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::awsexamplebucketl",
"arn:aws:s3:::awsexamplebucketl/*"

1,

"Condition": {

"StringNotEquals": {
"aws:ResourceOrgID": "o-abcdl1234"
}
}
}
]
}
@ Note

£/ ODB ZEE &kFaws:SourceVpc , S3 REEFRBBETXE aws:SourceVpce, #
aws :VpcSourceIpf#£i8,

A Amazon S3 Access S EES 93
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M

FEFEL A VPC Lattice =&

B AT LAE A VPCs Lattice #§ ODB #8RERZ] VPC R, ERMNEMAF i, ELEHBER

i VPC Lattice fiZ2HTBIRIRISHEIE . BRI E M RIS S BRI,
ZHY VPC Lattice IRIEFE R

EEFHHEMGER  FECHERNEEHAN RENEREHEFARBRFEMEEE. ODB M@ T APk
] LA TR R A AR A5 48 B v R 7 VR I B R

ZEE1
LT REREDEAM VPC Lattice EEMNEZEEIE

o BRI LAHS Y BRFE AR i Bh. VPC E3E%. VPC Lattice BRM R HIE ZRIEHEE |, BEREEBK
VPC Lattice 13k ODB M MENEIR, ELHXAFER Oracle Database@AWS APIsE I,

iZIB VPC Lattice £ 28 ODB @i

B LA H At VPCs, IRFRAFIBEHHNAFimLA ODB R ER. EERKER , FAGEH
NERBLERMERE, ERBEELEFER ODB BERNERERFE, A%, 4'1—.[L/{7'11§/J§\§531\\E’Jﬁ
Pl 75 408 % 22 3L RA Bt

EEM VPCsH BB HE 2 H A REHER AWS t1RFE WA Fin , ALUEIR B W RIS IR VPC
BB REFEIELE R, MEFMENR , 5582 Bthe section called “EERIH",

ZEEH
LT R%A ODB MMNER

- RMEBEZEN IP EREXHLA ODB MR HTERE.
 VPC Lattice 7% #& OC|I WWE — A FixFE & (SCAN) #5323 DNS,

FEURIH A VPC Lattice B8
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Amazon VPC Lattice &£ M

MERZEM AWS RESEBEIEF. 558 AWS BF | BRI UZHRNER P ONPERERE | SLRE
RERTHERRLHBMEBNEIRMEE,

CEEHBEHERSRE T EEARTNEHE, HESAEAKERRAERNZ MM
M

S

RPN R E

- BIENREHE -AWS EEREE PHIT AWS RIFHVEBRRE AWS B, AWS b BEIEHTR
2FEANERKE, FAWS SFFHEFR , FZHFRERAEEEHIRNRERMZEHNER . BET
fRE K Amazon VPC Lattice W& RS , B2 BAWS SRATEIM REEE,

- ERMVEEN - CEERFEHERRELRENRNES, CHL4EAHHMRERE  SFERH
2, SRR ERNEREENER,

R B IR T MR ANAIFE £ A VPC Lattice REARRBRMERE, THIEERAMARE VPC
Lattice AREENLRLEERER. SHLETHRUOMEAEMm AWS IRE , KB ERERNRE VPC
Lattice BR#%. ARIGHEERMERHERE,

B #

- EEY VPC Lattice FRASH 7 ER

 Amazon VPC Lattice PV ERHRE

» Amazon VPC Lattice # & 2 FFENEE

« Amazon VPC Lattice fI & i35 &

« fER N Ew B FE Amazon VPC Lattice (AWS PrivateLink)

« Amazon VPC Lattice F 3

« Amazon VPC Lattice PR ERERZ M

EIEY VPC Lattice BRIEHFEN

RIETEER , VPC Lattice RZ 2K , RAE X ERREHHL R MNEREETTRZEEHHL VPCsTFE.
BALAUEIR VPC BBk VPC in BB R M R KB EIRE. HRSIIRFRAE , BAUFER AWS
Resource Access Manager 1R S8 R ARKE., ERAELBHNRKEERE,

VPC Lattice I2it%248 , AIBBREMIEH Z B E Edefense-in-depth K B,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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- B—JE - R, BR. VPC M VPC s MR AEIRE, VPC TTLUEE B ER VPC w3
ERTIREMEN., MR VPC REZRERBMEE , VPC T A F ik £ 3% 17 B EE AR 7548 5% 48 R B Y IR 7%
MERMERE,

- B - RBMBRNEARRERZLRE , fINRLFENME ACLs, EBFEAELIER |, &7
BAAFFEE VPC FEVASEM Findtl , MA= VPC R M F iR,

- E=E - EAM VPC Lattice BEBEXR, LR S5 REBREREMBMEEANERRE. —MKm
=, BEER LN RERRRHARIBREESRAFE  MACHESEFEARBENRE. 5
N, EAFRBFEMEBNSHIFER AWS Organizations. HRIRBERN B 2 BRBBUR , RIGH
EEFEERERMES  ELERBRREREANEBREHREE RS,

ot & oo

® Note
AR A& HE B8 £ B & 2 B % BUR T A A BRAS H88% HP M ERAEAE,

FRUR I 75 E

- BREBE
. REEHE
.« A% ACL

£ & 70 B BURIZHI¥ VPC Lattice ARFSHI 17 EX

VPC Lattice 57 BUR 2 B £ 5 RIS MR SRFERY IAM BURSXE | AEFIEENZFEARST I EAFR
—HERB R ERT . EAILUE — 18 5 2 B w8 PR IE 1 B I8 42 I 77 B Y 45 B BR 75 48 B8 S AR 35 o

® Note
AR A& HE B8 £ B & 25 B % BUR 8 A A BRAS 88% P M ERARAE,

REBRE IAM 55 EBERTE, IAM 50 BBREEEST IAM £AE, #HiEigAe  TERELS
A B BEEFRNTHLERE, REBCREERS REN RBEERK, BERDRE  SoRIFECER
MBS EBRBREARRNATREN, WFFMER , F2RAREHEES N,
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AT LAEA AWS CLI 1 ER AR, #F8. ENSBR BENRERAELNSsBEBEBE, B
Wi, ENMSBRESBRBRE , TREELENSETEERRE. /A B AWSCL, BREE
FNRAERNES, SUUSERERENEREE , RELR F5FEA --region 28,

B 8%

- BEBRTHNERTE

- BREBRNEREN

- TARSDBREBRNRGRSI#
cEBER CRBRE) I8

- BREIRED

- RENEEFELN

FERBEASGTRERR  FRREFELEAZERBEBEN S IRBEER, BRETFEEAEH
b ARIE R ERBRARRT A |, S LR R E B IR LEE B 0 B R BUR

£/ & 2 B R B RIS B A 7 L

T% AWS CLI FFRBuMIE A B 5 RBBREEY REERNERN, NEFEHFESNET,
B VPC Lattice Y IRFEHEER o

s
$

%

- 55 EERHIE SRS ER
- BERBBERN S s RERE
-« ERBEMBIRS 2 BERE

1% & 70 BR % BUR T 18 = R A ARG

AR AE RV S BRER AWS CLI 2R :

- A IAM E BRI £ RUR R EUR S,

- BEIBRERRFTEERBAER, IRERMESFIRIFEEX , MEREDS WS FIEEHER.
R R 7 B 30 A% & 50 BR 7% PR R 18 RV AR A5 1 3

1. ZEMAREHER ENEFEEES  CSEAUER S SREBBER | BBEA create-service-network @
SHE --auth-typeiBIEH EAWS_IAM,
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aws vpc-lattice create-service-network --name Name --auth-type AWS_IAM [--
tags TagSpecification]

WMRMRY , R TERNEHEREMUNT,

{
"arn": "arn",
"authType": "AWS_IAM",
"id": "sn-0123456789abcdef0",
"name": "Name"
}

O

2. £ put-auth-policy@s & , EEELEH B H 0 RFBENEEHIE 2 5 5 RFBERN RIE R
IDo

Bl ERATHGS , BID A NBRBEEBELEDRBHEsn-0123456789abcde 0.,

aws vpc-lattice put-auth-policy --resource-identifier sn-0123456789abcdef® --
policy file://policy.json

£/ JSON BYBRER, MHEFMENR , F2RBREFETHNERTE,

WMRMY , R TERNEHEREMUMNT,

"policy": "policy",
"state": "Active"

R 7 B 6 3 78 & 40 B 38 BUR R 18 E R A RV AR SRR

1. EERARKAER LHWEFERS  EEATLUERA S 2 REEXK , 55# A update-service-networkap
SHEBE --auth-typei®BIEF EAWS_IAM,

aws vpc-lattice update-service-network --service-network-
identifier sn-0123456789abcdef® --auth-type AWS_IAM

WMRMY , R TERNEHEREMUMNT,
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{
"arn": "arn",
"authType": "AWS_IAM",
"id": "sn-0123456789abcdef0",
"name": "Name"

}

2. f£A put-auth-policy@n & , IEELENE 5 25 BRIBHRRNEEME 2 5 5 BEBORWN IRE MR
IDo

aws vpc-lattice put-auth-policy --resource-identifier sn-0123456789abcdef® --
policy file://policy.json

£/ JSON B BRER. WEFMEF , F2HRRERERTHNERTE,
MRS, kS ERNNEHSEMTT.

{
"policy": "policy",
"state": "Active"
}
SERBERN ST REEE

1= R IR A5 W8 BE BV B 0 BR R BUR

£/ update-service-network@n THEEL - -auth-typeiZEHM H{ENONE,

aws vpc-lattice update-service-network --service-network-
identifier sn-0123456789abcdef® --auth-type NONE

MREHBRREBAIAMAS S BBEE , FEAA --auth-typeBIBAWS_TAMEEN MITHBT.
RERBEBEBIRE 7 REBCR
RERIMEERBER B 0 BREBUR

£ delete-auth-policy &5

aws vpc-lattice delete-auth-policy --resource-identifier sn-0123456789abcdef®
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MREERBBEEEN G REFRBER CHBREDBMERER , RS KMNONE,
£ & 7 BE BREEY R FI

"Ill!
I

T% AWS CLI FHRBuMMEA B » BBBREEHRENWEFER. NEFRAFEANER,
VPC Lattice % HY PRS-

s
¢
&

%

- B 50 BEEENIEERY
- BERBN S o BREEE
- ERBBERS 0 BEBR

# 5 9 B 38 BUR #7118 E IR#E
BT OIS ERER AWS CLI 2K -

- A 1AM ERF LA FEER S
- BETRIFBRFEERYE, MRERMESIREBER , MARENS W FEUEEER.

R T B 6 36 7 B 45 B 38 BRSO 18 = AR S

1. EERARBHNFERG , SEUUERAS2RIBEBK , BFEA create-servicein THEHEL - -
auth-typeiEIEH KY{EAWS_IAM,

aws vpc-lattice create-service --name Name --auth-type AWS_IAM [--
tags TagSpecification]

WMERMRL , R TERNEHEREMUMNT,

{

Ilarnll: Ilarnll’
"authType": "AWS_IAM",
"dnsEntry": {

iy

"id": "svc-0123456789%abcdef0",
"name": "Name",

"status": "CREATE_IN_PROGRESS"

BMEBUR 100



Amazon VPC Lattice EREER

2. fE£M put-auth-policy®@d & , IEELEHEHF D RBHBERN B ID, UAREEHEN S 5 BFTI
*o

=)

Fltn , FERATHGS , BID A& svc-0123456789abcdefo RGN B D BREBEE,

aws vpc-lattice put-auth-policy --resource-identifier svc-0123456789abcdef® --
policy file://policy.json

£/ JSON B BRER. WEFMEN , F2HRRERRTHNERTE,

MRKY , e TERNEESEUTT,

"policy": "policy",
"state": "Active"

AR BRS04 & 5 B BUR T 8 E R AR

1. BEMARKWERES , FEAUUERS2REBER , 5% A update-servicein TR EL - -
auth-typeiEIEF KI{EAWS_IAM,

aws vpc-lattice update-service --service-identifier svc-0123456789abcdef® --auth-
type AWS_IAM

MRKY , e TERNEEEREUTT,

{
"arn": "arn",
"authType": "AWS_IAM",
"id": "svc-0123456789%abcdef0",
"name": "Name"
}

X

2. £/ put-auth-policy@s & , IEELEHE F 2 RBBRN B ID, UAREEHEN S 5 BFTK
Fo

aws vpc-lattice put-auth-policy --resource-identifier svc-0123456789abcdef® --
policy file://policy. json
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£/ JSON B BRER. WEFME RREREPHNERTE,

T
W

MRKY , S ERNEESEUTT,

"policy": "policy",
"state": "Active"

BFREN G D REERE
=R H & 2 B =8 BUR

5 update-servicefTn SIEBL - -auth-typeiBIEF AIENONE,

aws vpc-lattice update-service --service-identifier svc-0123456789abcdef® --auth-type
NONE

MREHEFTEBRASIBRBHE , FEAA --auth-typeiBIHAWS_IAMIEER HITHH T,
RBRBBRE D BREHE
RIS BERE 2 BmFEBR

£ delete-auth-policy 5

aws vpc-lattice delete-auth-policy --resource-identifier svc-0123456789abcdef®

MREEBBBENG D RBEEBES BRI REBER , BHREKXMNONE,

NREHAFTRHRBETRIEF RN I RIUBR , HRHRBOEMFRBLRIEMEA Signature
£ 4 Wi (Sigv4) STEM BB REE., MFFMER , 552 61Amazon VPC Lattice K SIGv4 BFEE
Ko

BRERRPHNERTE

VPC Lattice BaFE BUR R R 52 IAM BURMRBINFEERIEE. WEFMER , F2H0H (AM EREE
M) PRS2 EBRNEREBR,

ERFEBUR 102


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
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REBRESTIITE .

« BFREA - AHFFR RAXFBENEFRNAESTERAEN, EHIRBEERTD , ZRARLFFAR
WHAIAM ER, ZEASREA IAMER | LOREERINERFERLFER , BERBARKS

Elgﬂﬁi%_%o

BUAEEREBRFPEETR, ZXATUEEIRSE, FRE, A6, WSSO ERAE AWS R

. MEFMER , F2HE (AM E£REERE) FH AWS JSON BRTE : £,

c R -EBEEZFXABTREBEEBERAYR, TR Allow = Deny., BRIFFER , BEER IAM E/R

RIS AR E R R G | R A [0 IR AR R 1R S RAVFF Al

- B - REZFRIEBIATIESE API BIYE, VPC Lattice XEBF A vpc-lattice-svcsFEMNE

., MEFMENA , BF2E (RESES2E) BH Amazon VPC Lattice Services E &M Bk,

- BiR - X BFEZENRBE.

© R - RERER, EUEATMAREFBRREMNERE, NEFAENR  F28 (BBRES

#» iy Amazon VPC Lattice Services {EH &8,

ELEUNERS S RMBIRE  BREMER AM BERELRS,

FX

JSON HHBERFFEEMITHERAIT.

BREBRNERER

BRLEBREY &7 BB HRRRHAHEEERNFE , ZBERERATNEBERE

Bi<serviceARN>/<path>#E X Resource TEWRERE , T HNEHIFTR,
BABE £ 45

HTTP * "Resource": "arn:aws:vpc-latti
ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/

rates"”
 "Resource": "*/rates"
» "Resource": "*/*"
gRPC * "Resource": "arn:aws:vpc-latti

ce:us-west-2:1234567890:ser

R BUR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-generator
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B E i 5

vice/svc-0123456789abcdef@/
api.parking/GetRates"

E‘\_'III

* "Resource": "arn:aws:vpc-latti
ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/
api.parking/*"

* "Resource": "arn:aws:vpc-latti
ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/*"

A T %] Amazon Resource Name (ARN) &R X <serviceARN> :
arn:aws:vpc-lattice:region:account-id:service/service-id
Bin

"Resource": "arn:aws:vpc-lattice:us-west-2:123456789012:service/svc-0123456789abcdef0"

A ARE 2 BREBRN R 3R 58

B BB ERNRE TEPORGRSIRTE - SRFEEN. REBEEABEARBFRRER
Signature 2 4 fR (Sigv4) EREZRE , ELRHRSIBSANTML. REESREBEEDI KDE,

AWS R LEHFEGE S|/ , B LUARESFE , HII0 aws:PrincipalOrgIDH aws:Sourcelp,
EEBE AWS IEEHRSIBHEE | BH28 (AM FAEER) FHAWS £EERERERSI#E,

THIMESE VPC Lattice R4 KRB, MFFMEN , F2E (RERESE) F1 Amazon VPC
Lattice Services M FHE £ 58,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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ERAEER

R R 5|8

vpc-lattice-svcs:P

ort

vpc-lattice-svcs:R

equestMethod

vpc-lattice-
svcs:RequestHea
der/ header-name :
value

vpc-lattice-
svcs:RequestQue
ryString/ key-

name: value

vpc-lattice-svcs:S
erviceNetworkArn

vpc-lattice-svcs:S
erviceArn

RFE SR A AR i e i 128
T EUHE

RFER TR RENZF I
i

KA REETNRRE R/
E¥ R EREF I

KFER URL N EHF &
R{E Y RENRFEE

HRIZWEER 2 IR ¥ 2 IR %
Y ARN EFE1ZEUE

RIRWFER 2 BRFHY ARN
EmERFHE

g5 =EEAR
Bf (X
B ) B

BA?

80

fim

GET

fim

content- »}E
type:
application/
json

fim

quuX:
[corge,
grault]

arn:aws:v =
pc-lattic
e:us-west
-2:123456
789012:se
rvicenetw
ork/sn-01
23456789a
bcdef0

arn:aws:v =
pc-lattic
e:us-west
-2:123456
789012:se
rvice/svc

BEAR
gRPC ?

o

—1{ POST

il

|

fim

i

R BUR
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ERAEER

=R EI# iR 451 =EEAR
B (X
) %
‘A ?
-01234567
89abcdef0

vpc-lattice-sves:S  KIBHFERE VPC REF vpc-1a2b3 =2

ourceVpc EFEE c4d
vpc-lattice- fRIZHFERE VPC FTB 123456789 £
svcs:SourceVpcO R = 2R EF 2 17 EUE 012
wnerAccount

B (KERE) X8

BEAR
gRPC ?

¥

o

E& EBRARMEM Signature % 4 iz (Sigv4) BEBH AWS BRI ERA |, I BvREED RBEERE
VPC R, MRGDBMBHEEAF , ER T8N RIERE T RBRELRERENFER.

B BRSPS

LT RERERETRBIZHFRN S 2BEBREEH,
FREEAIEER us-west-2[EH , YT EBMIRS IDs,
g5 1 RESE AWS s IRFHFE

T ETREBRREHRTFHUTREMNCHENFR , UENEREANREAERPHEARE. ©

B, FRLEARBBR R4 FIEE AWS BBNEFTA.

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "vpc-lattice-svcs:Invoke",
"Resource": "*",
"Condition": {
"StringEquals": {

R BUR
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"aws:PrincipalOrgID": [
"o0-123456example"
]

g5l 2 : BREIFE IAM & &% IRFH FEL

THEDBRBFHRREAEHERFHFAREAER IAM Bfrates-client¥ Resource TEFIREMN R
FIRH HTTP GET @R EBRFEFER. Resource TEFHEREM MBEMN REHEE.

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::123456789012:role/rates-client"
]
I

"Action": "vpc-lattice-svcs:Invoke",
"Resource": [
"arn:aws:vpc-lattice:us-west-2:123456789012:service/svc-0123456789abcdefo/

1,
"Condition": {
"StringEquals": {
"vpc-lattice-svcs:RequestMethod": "GET"
}

&l 3 : RFEMFE VPC FERFETRY REHNFE
T EPRBFHRFEFEATREVPCHVPCID B 2EBHNERBFERvpc-1a2b3c4d,
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "vpc-lattice-svcs:Invoke",
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:PrincipalType": "Anonymous"
},
"StringEquals": {
"vpc-lattice-svcs:SourceVpc": "vpc-la2b3c4d"

}
}
}
]
}
RENEELR

E VPC Lattice RFWEIFERE , AWS BHBITEABE —EMEAEMEERF TR , LRERE
REFEEFR. cETERENBERNFBRABTHRE IAM 2 BEBERNS D BREBHR, BRIFHE
R, EEIRBREL K, TERARBEBRELAWS_IAM, FIEHBBRNAEAFSERAR
=B

REQE

- WEFBMEE IAM &2 BBUERM & 2 B & BUR.
- FMEEEN —EBER
- BMERFEE (fWIAMERAENAR ) REEARBAFBEMBIRFATRENT. RREH
BHATRRRX , AWS TEREBER,
- BEBBAERNEIRBERRESTANFER. NRCHASTRIBCR | EREAEN RFFRA
A, AWS TEREFR, NREARNATRAER , AFIRFJHEES NONE , AIEX BT
8.
- BE BENSIREFBRRREANFER. NRCHASFTREBCR , BREHENRFRIEK
AWS TEREF R, MABREHAFFRAEX , HEDREBHEES NONE , AEEFHTEARE
B AR RKREK,
- EABRDHNABREESERIEM AT,
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BREREREIERRE. REFRE , MERRKEAFIIEBHEEERBHFREFI

Auth Type =
AWS_1AM

¥

Collect all
relevant policias

Final decision
is Deny
[deny invoke)

Is there an
explicit Deny?

Final decision
is Deny
(deny invoke)

Do all policies
explicitly
Allow?

Final decision
is Allow
{allow invoke)

ERZ LB HEES VPC Lattice PRIRE

AWS Z2#HEXREERH AL  BHATREEBEBMNERNBERRE. F£H VPC Lattice , BT LA

BURSBEWIEHIERG VPC B8 | LUIE VPC EERZTIREMEE , AN REERAEIEITEINN

BERBREZSRE, WREMER VPC HEHE VPC ERZRERAE , B LSRR S EHAIE R VPC
e, EEl B LSRR LEBERREEEYINEREE , LAY VPC 5 RNERL.

B &

- SEFEHBE

- ZEEHEKRA

- B2 VPC BB ZEEHE
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o= =T
TEFHBE

VPC Lattice B S EFEHEE K HP I SELRFEARKMBERAE VPC EREE(MEA VPC BB R
HERAEE | FAEIR VPC Lattice MBI HRER IP #hit, EL IPs AL 2R A EE A IPsE HE LK
HE 2 IPs.

BRI E L £ B AR AP 2 VPC Lattice TEFHSE, ENERERAFHMRL VPC Lattice IR
% . LA M VPC Lattice IRIE B &,

(i

Bl |, BRERER EC2 MTERBESEXEAED (RN ) EBE () FMAB Hus-west-2, BRI
RAFEEHTERLSEE | LAHR VPC Lattice SEFEFEEA HTTPS 2H , BkEEF
# VPC Lattice RETAZZHTEE. NMRERZLFEBKRMEEMEARA , BB L VPC
Lattice REUINNEAMREZESTERE.

VPC Lattice WX EFBHFERBUTAR :

* com.amazonaws.region.vpc-lattice

* com.amazonaws.region.ipv6.vpc-lattice

MBEMBET, , HBH (Amazon VPC EREIEE) R AWSEEFERE,

Windows 1 macOS A F i

VPC Lattice FEFE MM REERE MU T A BRAN A G, MBRERELHFIHERE
VPC Lattice , BIMBEFHEHMARE  UEKSEFTEHBTEDN IP it EXIAFIRNEE IP ik, B
TRE# Windows Fl FimfREREHlan S , HH 169.254 171 0RSEFHSEFRNHEHFP —EHbit,

C:\> route add 169.254.171.0 mask 255.255.255.0 primary-ip-address
LT RE#H macOS AFiRHREBNEFmS , HP 169.254 171 0RZEFEFETRHNHE P —[Eibit,

sudo route -n add -net 169.254.171.0 primary-ip-address 255.255.255.0

ATHREEVFERH , BREE VPC PEARKRBRHAREER, MEFHENR , 528the
section called “E 2 VPC i ZhEA B,

RERERA

BEX T EELZLEFHEA VPC Lattice TEXEEREN VPC KL FEMER., T8 , B LIRERH
BECHZEEE,

B
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https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html#available-aws-managed-prefix-lists
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EEZEEH

- AFmMEZ2AAR SRS VPC Lattice VEHRE.

- BEENZ2FHERASEEE VPC Lattice FIBEENEARE , SRBERRERERE,

- R EL VPC 2 EIEIHH T2 B R =26 WL A Fun v SAFER VPC Lattice ARISHBE
- ERRENZEHERERERERFEINERNEHRE.

#ﬁ/ﬁ FﬁL/)lLr_J ﬁﬂ]ﬁﬁ/ﬁﬁ’]/)lhiﬁ’]ﬂ%ﬁ%ﬁ ;EEJJ

EFEFRERERBEROER , EXAEARMEZERYELRA K IAESREVTESHWIZEEEXE
AAHE o

B i BAAWHE EEREE & R
###t CIDR ## TCP 3306 RFRERFEERE
BENRE

EZBNRBARA VPC BB EAR A

EZEFRENAF I VPCs MO R EEHA R , B4 EAREWZEERE EZENEZER
NBAGERILEARE,

R BAWE EiEREE E2y: 3
VPC CIDR listener listener REFRAFI®RE VPC

Lattice B3R E

BB P RMITERRGE VPC Lattice AYREFEH AR A

RIBTER T2 BEAHMEYHNARE, TB , MRLEBTELHFL , AIXEATFHIEZEEEEEE
FBEAHER VPC Lattice FEMNEHKRE , J«XEJ%F‘”‘%M‘HIEE%EIJ«XiEﬁEEE VPC Lattice FRIEHEE
THEB T E RIS, B A8#E VPC Lattice FEHBEN ID , AAHFHRE.

R B o
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B R BIABE B ETE TR
VPC Lattice #### listener listener REFMRAFI®RE VPC
# ID Lattice IR E

1€ VPC Lattice Ji/0 B BR#TER ZREBNEBREARR

FBELIFEAAFRTZHEMAEELZSHENKR , EAREER VPC Lattice fiH, BA A& E
VPC Lattice FEEFEMN ID,

KR BIAWE HE IR E B

VPC Lattice #### target target A FFH VPC Lattice F

# ID BENRE

VPC Lattice #### health check health check o FF#% VPC Lattice ZI

# ID BEMNEERERE
RE

EE VPC Rt 2 8E

A LAEA AWS CLI 1R, I8 HEH VPC LR EE |, LURISEKEEN ., £/8 ik AWS CLI
EEClE , BT EEARERE AWS Bl SREMN #8117, UREEEFFEEHFHTHS , BT
EREENTEREE , REB --region BEEABT,

RiAzhl , BERCCEHENRIEZEREMAKRHN VPC HHEMN VPC REN ZLEEH, WEFMAEA
B2 8 (Amazon VPC EHERRE) PHNEAZHELHE RN RE

SERAFEAERY VPC BBiRHiELLEAE

1. ¥E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. EEBEE®KM VPC Lattice T , BEREHEL

3. ENRBERNABURMAFEEARR.

4, £ VPC BEZS|EERL , BIEFEVT VPC Bl , ARIBFWNE VPC @B,
5. EWVPC MEZhEZEEE.

ZeEiA 112


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://console.aws.amazon.com/vpc/
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6. BERTEE,

ERAFEEMEHENRRA VPC BHN T 25

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
FEEEEKTM VPC Lattice T , BIZRBEMAEE.
ERREABNEBURBEFHEARR.

£ VPC B REIEE L |, ENEBNZEG R , ARBEHE, GETLEHE
REEMENBRZEEE,

o 0 K~ w0 N =

£/ #18 VPC BB 2 £ 84 AWS CLI

£ H create-service-network-vpc-association 8% , ¥ VPC BBR VPC ID MEFFIEN L L FHE
IDo

aws vpc-lattice create-service-network-vpc-association \
--service-network-identifier sn-0123456789abcdef® \
--vpc-identifier vpc-la2b3c4d \
--security-group-ids sg-7c2270198example

MRKY , e TERNEESEUTT,

{

arn": "arn",
"createdBy": "464296918874",

"id": "snva-0123456789abcdef0",

"status": "CREATE_IN_PROGRESS",
"securityGroupIds": ["sg-7c2270198example"]

/R FWKEFIRE VPC BEB N LT £ B4 AWS CLI

£/ update-service-network-vpc-association @54 , I8 ERKEMEEEH ID ML LB HIDs, ELRLEH
HEBETMENMERNZEEE, ENFERELER—EL2HE,

aws vpc-lattice update-service-network-vpc-association
--service-network-vpc-association-identifier sn-903004f88example \
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https://console.aws.amazon.com/vpc/
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--security-group-ids sg-7c2270198example sg-903004f88example

/A Warning

BELEBBRAMERERE, R , BXALMER VPC BBl , AREFERVYAFASEMNLLEM
Y VPC BB, MIER VPC BEEB#EFRE /N D\ & W By LR 8 21 2 AR 5 A8 B 7 Y AR 75 o

FHAMAK ACLsTHRE

B FEURFIEE (ACL) EATRIER FRBRNBEEARELRE, BARNBEN ACLEAFKE
NEFNEARE, BULUATFHEREIBFTMAEK ACLs , REBEINEZLE, MEFHMEER K BFS2H
FAmazon VPC £ &SR RV ACL,

B 8%
- AF i T HERAY#EE ACLs
- BET AV ACLs

F B i F#8 % AV #8E% ACLs

AP im RN ACLs X EAFFAFI®M VPC Lattice 2B ARE, EA LI VPC Lattice WZE
FTEHESETNESEATN IP it &E,

LT —REAR A EEH,
IR BAAWE BB EE B2
vpc_latti TCP 1025-65535 A FF# VPC Lattice F
ce_cidr block AFImMRE

LA 2 EH R Al A,
B 193 BAAGE BB EE B2
vpc_latti listener listener REFMRAFI®RE VPC
ce_cidr_block Lattice FURE
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
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ERAEER

B R F R ACLs

B R TRV ACLs XA NG B RERBENEFREREERE L BEMN VPC Lattice 2 ERIR

B, BALI#E VPC Lattice WEEF B SEFRIEBEAFHN IP i &HE,

LT REABR RS,

HR

vpc_latti
ce_cidr_block

vpc_latti
ce_cidr_block

AT REH R A6,

=]: op:

vpc_latti
ce_cidr_block

vpc_latti
ce_cidr_block

Amazon VPC Lattice #9 SIGv4 &

BEA I E

target

health check

B E

target

health check

EIREEE

target

health check

EIREEE

1024-65535

1024-65535

2 aR 2K

ALAE

REFR VPC Lattice F|
BENRE

REFR VPC Lattice 2

B RN EFRERE
mE
AL

REFREEZESR VPC
Lattice B9 E

REFRBESR VPC
Lattice HYIEEARREMR

ERE

VPC Lattice £ Signature 58 4 kX (SIGv4) =X Signature 58 4A fX (SIGV4A) #THFE RS 2 8RFE. W

FEAMESR  F2E (AM EREERE) P AWS API FEREVFEERA 4.

ZEER

« VPC Lattice S ERERFBFMFEA SIGv4 = SIGV4A B EMTER,

B

ARERBEIBRENBRLTX

ERENFER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
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« VPC Lattice "X EFREH KB, BSEBE x-amz-content-sha256485E |, g BER A
"UNSIGNED-PAYLOAD",

* Golang - GRPC

Python

HEfEERRLER  HERENBREEZEBEFEMNBE. WRERFEMBER , botocore
EHTHLIOREERF , OYIBKRER, MEFMENR , 52 H Boto3 XHHHWEAER.,

EERE botocoreMl awscrtEH , BEATITS. WEFHMER , 5528 AWS CRT Python,

pip install botocore awscrt

WMRETE Lambda LBITRFIREARR , FEM Lambda ERKFIENERE , IKHBSELEE
R

ET5gEH S  #EFNEERNRALESHE,

SIGv4

from botocore import crt
import requests
from botocore.awsrequest import AWSRequest
import botocore.session
if __name__ == '__main__"':

session = botocore.session.Session()

signer = crt.auth.CrtSigV4Auth(session.get_credentials(), 'vpc-lattice-svcs',

'us-west-2")

endpoint = 'https://data-svc-022f67d3a42.1234abc.vpc-lattice-svcs.us-
west-2.on.aws'

data = "some-data-here"
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headers = {'Content-Type': 'application/json', 'x-amz-content-sha256':
'"UNSIGNED-PAYLOAD'}

request = AWSRequest(method='POST', url=endpoint, data=data, headers=headers)

request.context["payload_signing_enabled"] = False

signer.add_auth(request)

prepped = request.prepare()

response = requests.post(prepped.url, headers=prepped.headers, data=data)
print(response.text)

SIGV4A

from botocore import crt
import requests
from botocore.awsrequest import AWSRequest
import botocore.session
if __name__ == '_main__
session = botocore.session.Session()
signer = crt.auth.CrtSigV4AsymAuth(session.get_credentials(), 'vpc-lattice-
svcs', '*')
endpoint = 'https://data-svc-022f67d3a42.1234abc.vpc-lattice-svcs.us-
west-2.on.aws'

data = "some-data-here"

headers = {'Content-Type': 'application/json', 'x-amz-content-sha256':
'"UNSIGNED-PAYLOAD'}

request = AWSRequest(method='POST', url=endpoint, data=data, headers=headers)

request.context["payload_signing_enabled"] = False

signer.add_auth(request)

prepped = request.prepare()

response = requests.post(prepped.url, headers=prepped.headers, data=data)
print(response.text)

Java

LLEEGIERBA A SEF BET MB B HTHREREE, SFEAKRE WEEREAERREHEERAWS SDK for
Java2.x , HEALHMEBEENEAER., NREEEFERABSENEAEREMHE | SR FiEE—
BEEAERHREMEAWS SDK for Java 2.x, EAR Java B9 AWS SDK £ R FFEIB HTTPS K RFB&
B, T8 , fUUEREEE , UXEEB HTTP HRZFFBEE,
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package com.example;

import
import

import
import
import
import
import
import
import
import
import

import

public

software.amazon.awssdk.http.auth.aws.signer.AwsV4HttpSigner;
software.amazon.awssdk.http.auth.spi.signer.SignedRequest;

software.amazon.awssdk.http.SdkHttpMethod;
software.amazon.awssdk.http.SdkHttpClient;
software.amazon.awssdk.identity.spi.AwsCredentialsIdentity;
software.amazon.awssdk.http.SdkHttpRequest;
software.amazon.awssdk.http.apache.ApacheHttpClient;
software.amazon.awssdk.http.HttpExecuteRequest;
software.amazon.awssdk.http.HttpExecuteResponse;
java.io.IOException;

java.net.URI;

software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;

class sigv4 {

public static void main(String[] args) {

AwsV4HttpSigner signer = AwsV4HttpSigner.create();

AwsCredentialsIdentity credentials =

DefaultCredentialsProvider.create().resolveCredentials();

svcs")

if (args.length < 2) {

System.out.println("Usage: sample <url> <region>");
System.exit(1);

}

// Create the HTTP request to be signed

var url = args[Q];

SdkHttpRequest httpRequest = SdkHttpRequest.builder()
.uri(URI.create(url))
.method(SdkHttpMethod.GET)

.build();

SignedRequest signedRequest = signer.sign(r -> r.identity(credentials)
.request(httpRequest)
.putProperty(AwsV4HttpSigner.SERVICE_SIGNING_NAME, "vpc-lattice-

.putProperty(AwsV4HttpSigner. PAYLOAD_SIGNING_ENABLED, false)
.putProperty(AwsV4HttpSigner .REGION_NAME, args[1]));

EREHFER

118



Amazon VPC Lattice EREER

System.out.println("[*] Raw request headers:");
signedRequest.request().headers().forEach((key, values) -> {

values.forEach(value -> System.out.println(" " + key + ": " + value));

1)

try (SdkHttpClient httpClient = ApacheHttpClient.create()) {
HttpExecuteRequest httpExecuteRequest = HttpExecuteRequest.builder()
.request(signedRequest.request())
.contentStreamProvider(signedRequest.payload().orElse(null))
.build();

System.out.println("[*] Sending request to: " + url);

HttpExecuteResponse httpResponse =
httpClient.prepareRequest(httpExecuteRequest).call();

System.out.println("[*] Request sent");

System.out.println("[*] Response status code: " +
httpResponse.httpResponse().statusCode());
// Read and print the response body
httpResponse.responseBody().ifPresent(inputStream -> {
try {
String responseBody = new String(inputStream.readAllBytes());
System.out.println("[*] Response body: " + responseBody);
} catch (IOException e) {
System.err.println("[*] Failed to read response body");
e.printStackTrace();
} finally {
try {
inputStream.close();
} catch (IOException e) {
System.err.println("[*] Failed to close input stream");
e.printStackTrace();

1);

} catch (IOException e) {
System.err.println("[*] HTTP Request Failed.");
e.printStackTrace();
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}

SIGV4A

WEHEEY MR/ B software. amazon. awssdk:http-auth-aws-crt,

package com.example;

import
import
import

import
import
import
import
import
import
import
import
import
import

import

public

software.
software.
software.

software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

java.io.IOException;

java.net.

URI;

java.util.Arrays;

software.amazon.awssdk.

class sigv4a {

http.auth.aws.signer.AwsV4aHttpSigner;
http.auth.aws.signer.RegionSet;
http.auth.spi.signer.SignedRequest;

http.SdkHttpMethod;
http.SdkHttpClient;
identity.spi.AwsCredentialsIdentity;
http.SdkHttpRequest;
http.apache.ApacheHttpClient;
http.HttpExecuteRequest;
http.HttpExecuteResponse;

auth.credentials.DefaultCredentialsProvider;

public static void main(String[] args) {
AwsV4aHttpSigner signer = AwsVé4aHttpSigner.create();

AwsCredentialsIdentity credentials =
DefaultCredentialsProvider.create().resolveCredentials();

if (args.length < 2) {

System.out.println("Usage: sample <url> <regionset>");
System.exit(1l);

}

// Create the HTTP request to be signed
var url = args[Q];
SdkHttpRequest httpRequest = SdkHttpRequest.builder()
.uri(URI.create(url))
.method(SdkHttpMethod.GET)

.build();
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SignedRequest signedRequest = signer.sign(r -> r.identity(credentials)
.request(httpRequest)
.putProperty(AwsV4aHttpSigner.SERVICE_SIGNING_NAME, "vpc-lattice-

svcs")
.putProperty(AwsV4aHttpSigner.PAYLOAD_SIGNING_ENABLED, false)
.putProperty(AwsV4aHttpSigner.REGION_SET,
RegionSet.create(String.join(" ",Arrays.copyOfRange(args, 1, args.length)))));

System.out.println("[*] Raw request headers:");
signedRequest.request().headers().forEach((key, values) -> {
values.forEach(value -> System.out.println(" " + key + ": " + value));

1)

try (SdkHttpClient httpClient = ApacheHttpClient.create()) {
HttpExecuteRequest httpExecuteRequest = HttpExecuteRequest.builder()
.request(signedRequest.request())
.contentStreamProvider(signedRequest.payload().orElse(null))
.build();

System.out.println("[*] Sending request to: " + url);

HttpExecuteResponse httpResponse =
httpClient.prepareRequest(httpExecuteRequest).call();

System.out.println("[*] Request sent");

System.out.println("[*] Response status code: " +
httpResponse.httpResponse().statusCode());
// Read and print the response body
httpResponse.responseBody().ifPresent(inputStream -> {
try {
String responseBody = new String(inputStream.readAllBytes());
System.out.println("[*] Response body: " + responseBody);
} catch (IOException e) {
System.err.println("[*] Failed to read response body");
e.printStackTrace();
} finally {
try {
inputStream.close();
} catch (IOException e) {
System.err.println("[*] Failed to close input stream");
e.printStackTrace();
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1);

} catch (IOException e) {
System.err.println("[*] HTTP Request Failed.");
e.printStackTrace();

Node.js
&I aws-crt NodeJS BiEREEMEH HTTPS B FHE R,

EERFaws-crtEH , FEATI®H S,
npm -i aws-crt

WERAWS_REGIONIRIZEZ R FHE , AEHSHEA IEENEFHAWS_REGION, FEFREH A us-east-1,

SIGv4

const https = require('https')
const crt = require('aws-crt')
const { HttpRequest } = require('aws-crt/dist/native/http’')

function sigV4Sign(method, endpoint, service, algorithm) {

const host = new URL(endpoint).host

const request = new HttpRequest(method, endpoint)

request.headers.add('host', host)

// crt.io.enable_logging(crt.io.LoglLevel.INFO)

const config = {
service: service,
region: process.env.AWS_REGION ? process.env.AWS_REGION : 'us-east-1',
algorithm: algorithm,
signature_type: crt.auth.AwsSignatureType.HttpRequestViaHeaders,
signed_body_header: crt.auth.AwsSignedBodyHeaderType.XAmzContentSha256,
signed_body_value: crt.auth.AwsSignedBodyValue.UnsignedPayload,
provider: crt.auth.AwsCredentialsProvider.newDefault()

return crt.auth.aws_sign_request(request, config)
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if (process.argv.length === 2) {
console.error(process.argv[l] + ' <url>"')
process.exit(1)

const algorithm = crt.auth.AwsSigningAlgorithm.SigV4;

sigV4Sign('GET', process.argv[2], 'vpc-lattice-svcs', algorithm).then(
httpResponse => {

SIGVv4A

var headers = {}

for (const sigv4header of httpResponse.headers) {
headers[sigv4header[@]] = sigv4header[1]

const options = {
hostname: new URL(process.argv[2]).host,
path: new URL(process.argv[2]).pathname,
method: 'GET',
headers: headers

req = https.request(options, res => {
console.log('statusCode:', res.statusCode)
console.log('headers:', res.headers)
res.on('data’', d => {
process.stdout.write(d)

)
D)
req.on('error', err => {
console.log('Error: ' + err)
)
req.end()

const https = require('https')

const crt = require('aws-crt')
const { HttpRequest } = require('aws-crt/dist/native/http')
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function sigV4Sign(method, endpoint, service, algorithm) {

const host = new URL(endpoint).host

const request = new HttpRequest(method, endpoint)

request.headers.add('host', host)

// crt.io.enable_logging(crt.io.LoglLevel.INFO)

const config = {
service: service,
region: process.env.AWS_REGION ? process.env.AWS_REGION : 'us-east-1',
algorithm: algorithm,
signature_type: crt.auth.AwsSignatureType.HttpRequestViaHeaders,
signed_body_header: crt.auth.AwsSignedBodyHeaderType.XAmzContentSha256,
signed_body_value: crt.auth.AwsSignedBodyValue.UnsignedPayload,
provider: crt.auth.AwsCredentialsProvider.newDefault()

}

return crt.auth.aws_sign_request(request, config)
}
if (process.argv.length === 2) {

console.error(process.argv[l] + ' <url>"')
process.exit(1)

const algorithm = crt.auth.AwsSigningAlgorithm.SigV4Asymmetric;

sigV4Sign('GET', process.argv[2], 'vpc-lattice-svcs', algorithm).then(
httpResponse => {
var headers = {}

for (const sigv4header of httpResponse.headers) {
headers[sigv4header[@]] = sigvéheader[1]

const options = {
hostname: new URL(process.argv[2]).host,
path: new URL(process.argv[2]).pathname,
method: 'GET',
headers: headers

req = https.request(options, res => {
console.log('statusCode:', res.statusCode)
console.log('headers:', res.headers)
res.on('data', d => {
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process.stdout.write(d)

)
)
req.on('error', err => {
console.log('Error: ' + err)
)
req.end()
}
)
Golang

I EFIERERAR Go B Smithy X IFELERMAWS BAR Go EXEHFFES K SDK REEFRE

EER, HEHFEE 1.21 FEHREH Go kx4,

SIGv4

package main

import (
"context"
"flag"
"fmt"

io"
Illogll
"net/http"

"net/http/httputil”

0s
"strings"

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/smithy-go/aws-http-auth/credentials"
"github.com/aws/smithy-go/aws-http-auth/sigv4"

v4 "github.com/aws/smithy-go/aws-http-auth/v4"

type nopCloser struct {
io.ReadSeeker

func (nopCloser) Close() error {
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return nil

type stringFlag struct {
set bool
value string

flag.PrintDefaults()
os.Exit(1)

func main() {
flag.Parse()
if lurl.set || !region.set {
Usage()

cfg, err := config.LoadDefaultConfig(context.TODO(),
config.WithClientLogMode(aws.LogSigning))
if err != nil {
log.Fatalf("failed to load SDK configuration, %v'", err)

if len(os.Args) < 2 {
log.Fatalf("Usage: go run main.go <url>")

// Retrieve credentials from an SDK source, such as the instance profile
sdkCreds, err := cfg.Credentials.Retrieve(context.TODO())
if err != nil {

log.Fatalf("Unable to retrieve credentials from SDK, %v'", err)

}

creds := credentials.Credentials{
AccessKeyID: sdkCreds.AccessKeyID,
SecretAccessKey: sdkCreds.SecretAccessKey,
SessionToken: sdkCreds.SessionToken,

}

// Add a payload body, which will not be part of the signature calculation
body := nopCloser{strings.NewReader( Example payload body )}
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req, _ := http.NewRequest(http.MethodPost, url.value, body)

// Create a sigvé4a signer with specific options

signer := sigv4.New(func(o *v4.SignerOptions) {
o.DisableDoublePathEscape = true
// This will add the UNSIGNED-PAYLOAD sha256 header
o.AddPayloadHashHeader = true
o.DisableImplicitPayloadHashing = true

1)

// Perform the signing on req, using the credentials we retrieved from the

err = signer.SignRequest(&sigv4.SignRequestInput{

Request: req,
Credentials: creds,
Service: "vpc-lattice-svcs",
Region: region.String(),
D)
if err != nil {
log.Fatalf("%s", err)
}

res, err := httputil.DumpRequest(req, true)
if err != nil {
log.Fatalf("%s", err)
log.Printf("[*] Raw request\n%s\n'", string(res))
log.Printf("[*] Sending request to %s\n", url.value)
resp, err := http.DefaultClient.Do(req)
if err !'= nil {
log.Fatalf("%s", err)
log.Printf("[*] Request sent\n")
log.Printf("[*] Response status code: %d\n", resp.StatusCode)

respBody, err := io.ReadAll(resp.Body)
if err != nil {
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log.Fatalf("%s", err)

log.Printf("[*] Response body: \n%s\n", respBody)

SIGV4A

package main

import (
"context"
"flag"
"fmt"
"o

"log"

"net/http"

"net/http/httputil”

nog

"strings"

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/smithy-go/aws-http-auth/credentials"
"github.com/aws/smithy-go/aws-http-auth/sigv4a"

v4 "github.com/aws/smithy-go/aws-http-auth/v4"

type nopCloser struct {
io.ReadSeeker

func (nopCloser) Close() error {
return nil

type stringFlag struct {

func main() {
flag.Parse()
if lurl.set || !regionSet.set {
Usage()
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cfg, err := config.LoadDefaultConfig(context.TODO(),
config.WithClientLogMode(aws.LogSigning))
if err !'= nil {
log.Fatalf("failed to load SDK configuration, %v'", err)

if len(os.Args) < 2 {
log.Fatalf("Usage: go run main.go <url>")

// Retrieve credentials from an SDK source, such as the instance profile
sdkCreds, err := cfg.Credentials.Retrieve(context.TODO())
if err !'= nil {

log.Fatalf("Unable to retrieve credentials from SDK, %v'", err)

}

creds := credentials.Credentials{
AccessKeyID: sdkCreds.AccessKeyID,
SecretAccessKey: sdkCreds.SecretAccessKey,
SessionToken: sdkCreds.SessionToken,

}

// Add a payload body, which will not be part of the signature calculation
body := nopCloser{strings.NewReader( Example payload body )}

req, _ := http.NewRequest(http.MethodPost, url.value, body)

// Create a sigvé4a signer with specific options

signer := sigv4a.New(func(o *v&.SignerOptions) {
o.DisableDoublePathEscape = true
// This will add the UNSIGNED-PAYLOAD sha256 header
o.AddPayloadHashHeader = true
o.DisableImplicitPayloadHashing = true

1)

// Create a slice out of the provided regionset
rs := strings.Split(regionSet.value, ",")

// Perform the signing on req, using the credentials we retrieved from the
SDK
err = signer.SignRequest(&sigv4a.SignRequestInput{
Request: req,
Credentials: creds,
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Service: "vpc-lattice-svcs",
RegionSet: rs,

1)

if err !'= nil {
log.Fatalf("%s", err)

}

res, err := httputil.DumpRequest(req, true)
if err !'= nil {

log.Fatalf("%s", err)
log.Printf("[*] Raw request\n%s\n", string(res))
log.Printf("[*] Sending request to %s\n", url.value)
resp, err := http.DefaultClient.Do(req)
if err != nil {

log.Fatalf("%s", err)
log.Printf("[*] Request sent\n")
log.Printf("[*] Response status code: %d\n", resp.StatusCode)
respBody, err := io.ReadAll(resp.Body)

if err !'= nil {
log.Fatalf("%s", err)

}
log.Printf("[*] Response body: \n%s\n", respBody)
}
Golang - GRPC

L EEBIEREMAR AWS Go EEXERETESH FMBEEMRERE GRPC BRNFBREE. EWEKH
GRPC #HIF2XH T ER echo AMRZFEEEM.

package main
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import (
"context"
"crypto/tls"
"crypto/x509"

"flag"
"fmt"
"log"
"net/http"
"net/url"
"strings"
"time"

"google.golang.org/grpc"
"google.golang.org/grpc/credentials"

"github.com/aws/aws-sdk-go-v2/aws"
v4 "github.com/aws/aws-sdk-go-v2/aws/signer/v4"
"github.com/aws/aws-sdk-go-v2/config"

ecpb "google.golang.org/grpc/examples/features/proto/echo

)

const (
headerContentSha = "x-amz-content-sha256"
headerSecurityToken = "x-amz-security-token"
headerDate = "x-amz-date"
headerAuthorization = "authorization"
unsignedPayload = "UNSIGNED-PAYLOAD"

)

type SigV4GrpcSigner struct {
service string
region string
credProvider aws.CredentialsProvider
signer *v4.Signer

func NewSigV4GrpcSigner(service string, region string, credProvider
aws.CredentialsProvider) *SigV4GrpcSigner {
signer := v4.NewSigner()
return &SigV4GrpcSigner{
service: service,
region: region,
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func (s *SigV4GrpcSigner) GetRequestMetadata(ctx context.Context, uri

credProvider: credProvider,
signer: signer,

(map[string]string, error) {

ri,

_ := credentials.RequestInfoFromContext(ctx)

creds, err := s.credProvider.Retrieve(ctx)
if err != nil {

// The URI we get here is scheme://authority/service/ - for siging we want to

return nil, fmt.Errorf("failed to load credentials: S%w", err)

include the RPC name
// But RequestInfoFromContext only has the combined /service/rpc-name - so read the

URI, and
// replace the Path with what we get from RequestInfo.
parsed, err := url.Parse(uri[Q])
if err != nil {

}

return nil, err

parsed.Path = ri.Method

// Build a request for the signer.
bodyReader := strings.NewReader("")

req, err := http.NewRequest("POST", uri[@], bodyReader)
if err != nil {
return nil, err
}
date := time.Now()
req.Header.Set(headerContentSha, unsignedPayload)
req.Header.Set(headerDate, date.String())
if creds.SessionToken != "" {
req.Header.Set(headerSecurityToken, creds.SessionToken)
}

// The signer wants this as //authority/path

// So get this by triming off the scheme and the colon before the first slash.
req.

err

...string)

URL.Opaque = strings.TrimPrefix(parsed.String(), parsed.Scheme+":")

= s.signer.SignHTTP(context.Background(), creds, req, unsignedPayload,
s.service, s.region, date)
if err !'= nil {

return nil, fmt.Errorf("failed to sign request: %w'", err)
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}

// Pull the relevant headers out of the signer, and return them to get
// included in the request we make.

reqHeaders := map[string]string{
headerContentSha: req.Header.Get(headerContentSha),
headerDate: req.Header.Get(headerDate),
headerAuthorization: req.Header.Get(headerAuthorization),
}
if req.Header.Get(headerSecurityToken) != "" {
reqHeaders[headerSecurityToken] = req.Header.Get(headerSecurityToken)
}

return reqHeaders, nil

func (c *SigV4GrpcSigner) RequireTransportSecurity() bool {
return true

var addr = flag.String("addr", "some-lattice-service:443", "the address to connect to")
var region = flag.String("region", "us-west-2", "region")

func callUnaryEcho(client ecpb.EchoClient, message string) {

ctx, cancel := context.WithTimeout(context.Background(), 1@*time.Second)
defer cancel()

resp, err := client.UnaryEcho(ctx, &ecpb.EchoRequest{Message: message})
if err != nil {

log.Fatalf("client.UnaryEcho(_) = _, %v: ", err)
}

fmt.Println("UnaryEcho: ", resp.Message)

func main() {
flag.Parse()
cfg, err := config.LoadDefaultConfig(context.TODO(),
config.WithClientLogMode(aws.LogSigning))
if err != nil {
log.Fatalf("failed to load SDK configuration, %v'", err)

pool, _ := x509.SystemCertPool()
tlsConfig := &tls.Config{
RootCAs: pool,
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}

authority, _, _ := strings.Cut(*addr, ":") // Remove the port from the addr
opts := []grpc.DialOption{
grpc.WithTransportCredentials(credentials.NewTLS(tlsConfig)),

// Lattice needs both the Authority to be set (without a port), and the SigV4
signer

grpc.WithAuthority(authority),

grpc.WithPerRPCCredentials(NewSigV4GrpcSigner("vpc-lattice-svcs", *region,
cfg.Credentials)),

}
conn, err := grpc.Dial(*addr, opts...)

if err !'= nil {
log.Fatalf("did not connect: %v'", err)

}
defer conn.Close()
rgc := ecpb.NewEchoClient(conn)

callUnaryEcho(rgc, "hello world")
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https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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BIFFERR  FEENNNMEZEERBEREZHFRERFSRNVRERBNEM YL, R, HUELEE
FEBERBRNMBESHRAENERERNRZLEARER,

B &

« £/ Amazon S3 ZE £ (SSE-S3) K fal Bk 85w 1N 2

. (ARRESH NREEHE AWS KMS (SSE-KMS) F iy AWS KMS €38

£/ Amazon S3 ZE £ (SSE-S3) 1Yl AR 25 i 1N 25

¢ A A IR B3 S I R 44 B Amazon S3 2 E &8 (SSE-S3) B , SEVHHSFEAH —SB/ENR. EE
BANGRE  BACARMENRIRNVIBRSBRNZEL|/A ST, Amazon S3 fRAIREFIHINEFEH B A&
EMAMHT —BERMNZE (256 (L TE INFIZLE (AES-256) GCM) , INFZHER . HRE AES-

GCM ZBImMBH YW , MWL AES-CBC BEELYH. WFEFHEF A FSEREFEAARSER
%2 E Amazon S3-managed 1% £ & (SSE-S3).

MERE R VPC Lattice 7E A FHHY S3 fEFET# A Amazon S3-managed i €& (SSE-S3) A
REsmNE , RPASESEFTNMAFERETRE SSHEETEZIESNE., MEFMEENR , F2HE
{Amazon CloudWatch fEA & EF) FHEIEZE Amazon S3 B HF. Amazon CloudWatch

A R 25 I N ZR B2 17 I 7E AWS KMS (SSE-KMS) 1 AWS KMS &8

B AWS KMS &8 1 ARS8 % (SSE-KMS) U SSE-S3 , 1845/ IR A S 5E /M 1 17
BMEH. AWS KMS £#®E@EBIMNET , ATéHH Amazon S3 ¥4 R EREFEURHENR
#. SSE-KMS th B IRHERMR , BREMN AWS KMS B FER IR B#ESEH. T
B , 52 EB AWS Key Management Service (SSE-KMS) 1 A A BR 25 iw h 22 o

B &%

- MENFZBENLETR
« VPC Lattice WINBERE

o EE¥E VPC Lattice WiNZ 218

MEMEZBENLE SR

B ACM BRENILELBESFEARIE A aws/acm B AWS & KMS £8E TR, EHaE AWS
KMS = EHAWS ZESBT , MIAEBLAIBHNEE ID,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
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VPC Lattice T E€EZEFIEN ACM ER. ©f£H AWS TLS Connection Manager R{R Z M FEUR
TN E LR, BEMEH ACM BEEI VPC Lattice FRIEEF , VPC Lattice 2#§ER R E AWS TLS
Connection Manager 23 BB, 5352 AWS KMS ¥ AWS EBFH aws/acm WS ESBE R &
VT, EEE—EBRIE , A5 TLS Connection Manager {# f B #m 212 EDH KMS €88, &
FET]EAIRE B (TLS Connection Manager) FEIY KMS €88 FIEEMN R FIRE , UBEZBENILE
€48, TLS Connection Manager E#Z2FARBHNEZN (MHXF ) FAELH , B2 VPC Lattice AR
BHAFIREY Z2ELR (SSL/TLS TR ) . BEBFE VPC Lattice IRIEBUH BB , REASH
Ko

MREIEEBER KMS RN EFEE , BREMEA =N P/ update-servicewn s , EREE AWS
Management Console =kl Bx &= AWS CLI,

VPC Lattice WINBRAE

NERERRAN—ESR/EY  HPa2FRAESRTEARBLERRNAREN. SKNER

& AWS KMS &4t AMEZEER , WEEREFRINEREES  UAXECRENME.

EIRH TLS £$8E2 VPC Lattice 1 TLS Connection Manager & A |, &8 VPC Lattice IRIEHA
BEOUEEARNBRESROMZERERS, BALUEBRE CloudTral AFEFRHNMERE , 1T —
HiFfR , NEF ACM EREFHEHERESIER , RERIFIBENLELBAIEAN VPC Lattice R
%o

EEMBER , AIXEEBRRPIEMENMEASR. VPC Lattice FEFTHE AWS KMS Z i #RZIRIE
hERAERBNNZEARAR , EF€8%E |, aws:vpc-lattice:arnm{EA VPC Lattice BRI Amazon
Resource Name (ARN).

TH&EHREREERMEPOMNFZEARS , HlW CreateGrant,

"encryptionContextEquals": {
"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-west-2:111122223333:service/
svc-0b23c1234567890ab"
}

Btim \VPC Lattice BV N £ 88

BRI E VPC Lattice IRISEH AWS SE£8F A A LUMEA AWS CloudTrail B VPC Lattice
FIXHFER AWS KMS,

CreateGrant
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https://docs.aws.amazon.com/kms/latest/developerguide/encrypt_context.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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B8 ACM BREMEE VPC Lattice kIR , RN REHEECreateGrant®BR , FTLS
Connection Manager BE$If# 2 EL K ACM BEMEBN AT £8

A LATE CloudTrail, B4 E$H 5042, CreateGrant F#§CreateGrantiB2EREASH,
LAR 2 CreateGrant CloudTrail BESHE F L& PRV EHIE HEC 8%,

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"userName": "Alice"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-02-06T23:30:50Z7",
"mfaAuthenticated": "false"

I
"invokedBy": "acm.amazonaws.com"
I
"eventTime": "2023-02-07T00:07:18Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "acm.amazonaws.com",
"userAgent": "acm.amazonaws.com",
"requestParameters": {
"granteePrincipal": "tlsconnectionmanager.amazonaws.com",
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"operations": [
"Decrypt"
1,

"constraints": {
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"encryptionContextEquals": {

"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-
west-2:111122223333:service/svc-0b23c1234567890ab"
}
},
"retiringPrincipal": "acm.us-west-2.amazonaws.com"

}I

"responseElements": {

"grantId": "f020fe75197b93991dc8491d6f19dd3cebb24ee62277a05914386724f3d48758",

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
.
"requestID": "bal78361-8ab6-4bdd-9aa2-0dlas4b2974a",
"eventID": "8d449963-1120-4d0c-9479-f76dellce609",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

£ biCreateGrant&ifd , H&RX & X B R TLS Connection Manager , INFZERAEAE VPC Lattice

AR % ARN,

ListGrants

LA LAMER KMS €48 ID MR F ID RN ListGrants APl, EAELWEIEE KMS €8N maeR

FEE, MEFMEN , 5582H ListGrants,

£ PEATSIListGrantsin s AWS CLI REFMAR FTHFMEA.

aws kms list-grants —key-id your-kms-key-id

BREN®
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https://docs.aws.amazon.com/kms/latest/APIReference/API_ListGrants.html
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TH R .

{
"Grants": [
{
"Operations": [
"Decrypt"
1,
"KeyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"Name": "IssuedThroughACM",

"RetiringPrincipal": "acm.us-west-2.amazonaws.com",
"GranteePrincipal": "tlsconnectionmanager.amazonaws.com",
"GrantId":

"f020fe75197b93991dc8491d6f19dd3cebb24ee62277a05914386724f3d48758",
"IssuingAccount": "arn:aws:iam::111122223333:root",
"CreationDate": "2023-02-06T23:30:50Z",

"Constraints": {
"encryptionContextEquals": {
"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-
west-2:111122223333:service/svc-0b23c1234567890ab"
}

£ LEiRListGrants&ifld | &IFEETHE TLS Connection Manager , MiIZRAEH VPC Lattice
AR# ARN.

VPC Lattice £/ TLS Connection Manager il DecryptiR{ERFZENFAE S8 , LUEE VPC
Lattice FRIG IR TLS iE#E. EATLAFE CloudTrail B4 B8 524 Decrypt FiDecryptiBEMIRASE
#.

AR 2 Decrypt CloudTrail #4ESE 4B 52 50 8% 2 1Y S0 6 S 452 8%

"eventVersion": "1.08",
"userIdentity": {
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"type": "AWSService",

"invokedBy": "tlsconnectionmanager.amazonaws.com"
},
"eventTime": "2023-02-07T00:07:23Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "tlsconnectionmanager.amazonaws.com",
"userAgent": "tlsconnectionmanager.amazonaws.com",
"requestParameters": {

"encryptionContext": {

"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-west-2:111122223333:service/
svc-0b23¢c1234567890@ab"

.

"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
.
"responseElements": null,
"requestID": "12345126-30d5-4b28-98b9-9153da559963",
"eventID": "abcde2@2-bala-467c-b4ba-f729d45ae521",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "abcde2@2-bala-467c-b4ba-f729d45ae521",
"eventCategory": '"Management"

Amazon VPC Lattice N & 9 MZEEE

T 5 & 852 BA AN & iR #52 4 I] 1T VPC Lattice APl BMfERIA S |, ZRAEA AWS Identity and Access
Management (IAM) 73 BI{R# VPC Lattice iR

ES- |
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+ Amazon VPC Lattice #0{ATE& IAM & f5£ F
+ Amazon VPC Lattice API §FF ]

+ Amazon VPC Lattice ) & 2 BLBUR

« fH Amazon VPC Lattice IRBEERZ AR
« AWS Amazon VPC Lattice #1 SEBUR

Amazon VPC Lattice 20{a&d IAM BB EH

HEMER IAM EIEE VPC Lattice WFEUZET , 5558 T TBLE IAM Zhee [ B VPC Lattice B ELEA

IAM Ih&E VPC Lattice X &
HHRBE 2
WREEE 2
BEBE 2
BRER =
BRI 2
ACL &
ABAC (B 1K) 2
iy e =
RBAE &
RBEREAS 2

WZE VPC Lattice ME M AWS RIS (T EE K Z 8 IAM hAEHR B EAMN SE®IR | F2 (AWS IAM
FEAEERE) PNE IAM BEEAN RS

VPC Lattice W B 0 B BEE
TIESHREE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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SO BBRRALMME S (Fla0 IAM ERE, EREFHERAE) K JSON FFAIBERXSF, ELEHK
RS0 EMERG TRREBPLEFRATHLEDSE, NFTHROMELSSEEEK , F26H (AM
EAEER) PHEEBEFERBREZ B IAM A,

£/ IAM 2 BEBER |, BUIEEARIEBNBENER , UREMERG T RAFREEBIME. &
BEELESSERRPEETR  RASESEAZEENEAESAR, METHREE JSON BERHE
ABFrETE , F2HR (AM EREEE) T8 IAM JSON BEETES £,

VPC Lattice AN ERBBUR

XEERERXK: B

LERAEBRNBRREEES hERN JSON BEXH AWS, EXEERABE AWS B BRI
o, REEEENUEACPRZEFIEZ AWS BREREERNEZE. HAMMBRNER , BXRSE
EEENETREIUEHZERATHIEUAREAEFRG THTNEE, EXEBEEREBEIEEE
B,

VPC Lattice XEG 7 BBEBER , ER—EEREBK , WEARHHREERE P RENEFE. MEF
MEF , F2RERAERBEEEESY VPC Lattice R ZEL

VPC Lattice th X B8 BEMNERBE B AWS Resource Access Manager. &aJ LAEFELLLE
BRAEBNBER , RFFFUREEELAM AWS IRFSEMBAER , SUAR R, ERERNRER
iR MFFMEN , FSELALER VPC Lattice B,

VPC Lattice B BUR B E
TEBFEEE: 2

£ |IAM BERBRIAX H |, WA AT IAM IR 18 21T API Bi4E, H R VPC Lattice , F5EA
THFEHE AP BMEMVEM : vpc-lattice:, il : vpc-lattice:CreateService, vpc-
lattice:CreateTargetGroup M vpc-lattice:PutAuthPolicy.

HEREE-RAXNPIEESERE , FUERIE , MWTAAR :
"Action": [ "vpc-lattice:actionl", "vpc-lattice:action2" ]

B U EAEBRAFE TR ESEEE, fli , Bu Ll ERBHBEATH WABEE1EGet , WMTFR
g

"Action": "vpc-lattice:Get*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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WEE VPC Lattice API BMEMNTEFE , 528 (BRBRESE) FH Amazon VPC Lattice EZEHIED
1E,

N

VPC Lattice WBUERE R
TEBEER: 2

£ IAM BUERBRIRXH |, Resource TEIBERRBAFTREN —ERZEWH. BH VPC Lattice , F1E
IAM BURBROR R 208 AR A HE ARNsIEENER,

15 EH Amazon Resource Name (ARN) & XBURAREIR., EEREM ARN B , 4 X FRRABEN
BERBEEA,

- FHEUHETE :

"Resource": "arn:aws:vpc-lattice:region:account-id:accesslogsubscription/access-1log-
subscription-id"

- EEREX

"Resource": "arn:aws:vpc-lattice:region:account-id:service/service-id/
listener/listener-id"

- ERRE

"Resource": "arn:aws:vpc-lattice:region:account-id:resourcegateway/resource-gateway-
idll

- BRMERE

"Resource": "arn:aws:vpc-lattice:region:account-id:resourceconfiguration/resource-
configuration-id"

« A -

"Resource": "arn:aws:vpc-lattice:region:account-id:service/service-id/
listener/listener-id/rule/rule-id"

o PRF :

"Resource": "arn:aws:vpc-lattice:region:account-id:service/service-id"
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclattice.html#amazonvpclattice-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclattice.html#amazonvpclattice-actions-as-permissions
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- PRI -

"Resource": "arn:aws:vpc-lattice:region:account-id:servicenetwork/service-network-id"

o FRFSHE RS AR A B

"Resource": "arn:aws:vpc-lattice:region:account-
id:servicenetworkserviceassociation/service-network-service-association-id"

 MRIE MR B IR A RE R

"Resource": "arn:aws:vpc-lattice:region:account-
id:servicenetworkresourceassociation/service-network-resource-association-id"

- RAEHEE VPC BAE -

"Resource": "arn:aws:vpc-lattice:region:account-
id:servicenetworkvpcassociation/service-network-vpc-association-id"

- B1ERHE -

"Resource": "arn:aws:vpc-lattice:region:account-id:targetgroup/target-group-id"

VPC Lattice BV BUER R R 5| #
TERBEERERESE . 2

ERE A LMER AWS JSON BURRIEEH AT U ERAR., WH2HR , BHMEERE M BERET oAt
EEREIT I LB F,

Condition jt3 (8 Condition E#R) AIRAIEEERAX LM R, Condition TERERAE
B, BUUBNFEAREEE FNREEER (FINERT/IR) , REHBE PN HERENERPHE,

HERERBXPIEESZME Condition ik , HREE — Condition TEFIEESERSIE , AWS
SEAEE AND BRIFFTE M. WREAE—RUHRSIREESEE , SEMBEORRE AWS FTE
Rt DAFEMBKRGL , T ERERRANFFT,

FBHA U EEEREREAEZNEEE., fl , ZAUREFEAEERE IAM FAEEBERR ,
RENERNFARTXIAM ERE, NEEZEF , F2HE IAM EAEERETHN AM BERTE : £
BHER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
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AWS X E2EFRASRANBHBBIENRG SR, BEEEE AWS 2EFRGRSIR |, F26H (AM
EREERE) PHAWS 2ERHERERSIE,

HEEEF VPC Lattice RHRSIEBHEE , F2E (RERESZE) FH Amazon VPC Lattice B &4
K5I,

AWS X E2 R4 SWRANMBHEENRAE SR, NF AWS £EBFRGREIBNFEET , F2H
(IAM fEREER) FHAWS 2EFRTABTZSIE,

VPC Lattice FHY7FEUIZFIEE (ACLs)
XEACL: B

FEUZHIEE (ACL) FTEFIBL X (RFKE, FRAENAG) HEFIEEZERNFFT. ACL EHR
BEREBER , BEMAEA JSON BERXAHHER,

£/ VPC Lattice B MR f7EUEH (ABAC)
X ABAC (BERHHER) : &

B RFEUES] (ABAC) R —EREXRE , RIREMRERF A, £ F AWS , ELBUHBARR.
UL ERERE IAMBR (£RAEHAE ) MFE AWS Ef, AERBNERMN LFERE ABAC
ME—F, BEBERET ABAC BX , A EZBNEREREHERFINERERMEFRRAE,

ABAC AR RMRENFRZPHEREE , WRERREELSERERERBG,

MERBEBIEFIFE , 3 aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R &5 , EEERNEHTESD , REEREFA

MRBHEXESEEREEN LB =ERG SR  ABEZBHEMS , EA Yes. IRBHBEIERLE
REEN =@ k4 iR , RIEA Partial.

WMFT ABAC WIEHHEF , F2H (AM EREER) PHER ABAC RIEESRTT. WEEESAR
E ABAC ZERNHERE , F2H IAM EAEREREPHEHABHEEFEUES] (ABAC).

B VPC Lattice (FHBREEEAER
TEGBRERE 2

ELFERRFEAEREAE , B AWS R #EEE, WEFMER , STBWLEL AWS R £H
REEAER , F28W (AWS RiE IAM FHEER) FHER IAM B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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MR E AWS Management Console (EAAEAEB BN BHBUANE ML EZEA |, AISERATEEA
BRl, flm, EEAWS FALTNE—FA (SSO) BEREEH K , ZEFSEDEIHEEAER,
BERUGERAEG»BEATEAS , REZVRACK , tEEHRIKEE. NEVRACHMEER ,
B2l (AM EREER) PHRERAETRE IAM A6 (F2E).

BATLAMER AWS CLI 5 AWS APl FEIZU R EAER, RE , SuUFERAELEREABTRRE
L AWS, AWS BELHEELBFIEAEZLR K MAREARPENRSE., MEFMEEA 6 B2
IAM RV E B2 2 BH.

VPC Lattice R AT

xER%AR &

REAERREEETN AM S€  AIREHTEE, IAM EEE LKL IAM RE., 18R FN M BR IR
At, MEFHMEER 6 F2lH (AMEREERE) PHETAGLUEIREFIEG AWS R,

/A Warning

SERBAHCHFF I IS PE VPC Lattice 2hgE. KRBT VPC Lattice IREIEEIR |, T 8ElR
EREAE,

VPC Lattice IR EE AR
TERBELAR 2

BHEFACRERE N —ERBAE AWS . BBETUREARENTHENAR. REER
AEgHREEN F AWSIRFE |, YHERBHEE. IAM EEESTRER  ERRFERKEESEHN
AT A

MFEEIRERE VPC Lattice R EFZACRKHNENR , 5208 £ Amazon VPC Lattice Y IRFER A
=8

Amazon VPC Lattice API 5 7]

BABERT IAM B (flnERESAE® ) FrREWUMPIFTERN VPC Lattice API Bi4E |, TNARFR
RVPC Lattice WEUEREI{E, B , YR FE L VPC Lattice BIE , B4 ARF IAM 59 EH M AWS
APIsZF ],
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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ERAEER

AP| By A EFFT]

#& AP FEIL TSI MERE | S&AZART 1AM fE A & WP O 5 TE Bp4ERY 55 7T o

CreateResourceConfiguration

vpcC-
ec2:
rds:

rds:

lattice:CreateResourceConfiguration
DescribeSubnets
DescribeDBInstances

DescribeDBClusters

CreateResourceGateway

 vpc-lattice:CreateResourceGateway

ec2:
ec2:

ec2:

ec2

ec2:
ec2:
ec2:

ec2:

AssignPrivateIpAddresses
AssignIpv6Addresses

CreateNetworkInterface

:CreateNetworkInterfacePermission

DeleteNetworkInterface
DescribeNetworkInterfaces
DescribeSecurityGroups

DescribeSubnets

DeleteResourceGateway

 vpc-lattice:DeleteResourceGateway

e ec2:DeleteNetworkInterface

UpdateResourceGateway

vpc-
ec2:
ec2:
ec2:
ec2:
ec2:

ec2:

lattice:UpdateResourceGateway
AssignPrivateIpAddresses
AssignIpv6Addresses
UnassignPrivateIpAddresses
CreateNetworkInterface
CreateNetworkInterfacePermission

DeleteNetworkInterface
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ERAEER

* ec2:DescribeNetworkInterfaces

* ec2:DescribeSecurityGroups

* ec2:DescribeSubnets

* ec2:ModifyNetworkInterfaceAttribute
CreateServiceNetworkResourceAssociation

* vpc-lattice:CreateServiceNetworkResourceAssociation

* ec2:AssignIpv6Addresses

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

» ec2:DescribeNetworkInterfaces
CreateServiceNetworkVpcAssociation

* vpc-lattice:CreateServiceNetworkVpcAssociation

* ec2:DescribeVpcs

« ec2:DescribeSecurityGroups ( REERHAZLHERFITE)
UpdateServiceNetworkVpcAssociation

* vpc-lattice:UpdateServiceNetworkVpcAssociation

« ec2:DescribeSecurityGroups ( REEREZLHERIEE)
CreateTargetGroup

 vpc-lattice:CreateTargetGroup

* ec2:DescribeVpcs
RegisterTargets

* vpc-lattice:RegisterTargets

« ec2:DescribeInstances ( RETE INSTANCEREEFHERAERTEE)

« ec2:DescribeVpcs ( RETE INSTANCES IPA B EHEEARIEE )

« ec2:DescribeSubnets ( RE7 INSTANCES; IPAEEREEHNBEIEE)

- lambda:GetFunction ( REE LAMBDAR HEREEAKTEE)

- lambda:AddPermission ( REEBEZE&FHMA M AKEAEWUWAIEE Lambda EREWETFAIR , X F

z)
DeregisterTargets

 vpc-lattice:DeregisterTargets
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CreateAccessLogSubscription

* vpc-lattice:CreateAccesslLogSubscription

* logs:GetLogDelivery

* logs:CreatelLogDelivery
DeleteAccesslLogSubscription

* vpc-lattice:DeleteAccesslLogSubscription

* logs:DeletelLogDelivery
UpdateAccessLogSubscription

* vpc-lattice:UpdateAccessLogSubscription

* logs:UpdatelLogDelivery

Amazon VPC Lattice B9 5 9 B BGE

BIBEFER , FAENAGEREENSIEN VPC Lattice ERMFFT, It EEMER AWS
Management Console, AWS Command Line Interface (AWS CLI) 8 AWS API R#1TEK, EER
FEAEHHAEERITEHENTTT , IAMBEERUEY IAM BX, A% , EEETUE IAM K
RMEEAG , EAEEREBTELAE,

WE T MR fE I Ll JSON BURX M2 IAM B BBR | 28 (AM FAEER) PHE
M IAM BUER (E2E).

WZE VPC Lattice EEMNEENMERERNFMEN K SESEESRERMN ARNs &R , F2E (RE
BEE2E) P Amazon VPC Lattice BEIE., BRMNIFH L,

B #%

- BERBEER

- TEFINHEMAUETT

- VPC Lattice Y & 2 B BUER & i

BREER

B BERREHEECRFPNEBASREAUEY., FIEMER VPC Lattice BiR. ELBFIREE
REHN AWS IRFELEBM, ERBNSRES 2 EBRE |, FERE T EARERSHE !
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclattice.html
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- BITAMEA AWS ZEBR Y EOREERTT - EERABST IR TENERAENIESS , FEA
BHETRTFHZERERARMN AWS ZEHXR, SMUEEN FEH AWS IRE, RfIRBEESR
BEREARE AWS WEFSEBR , WE—SRITT., WEEZSEN , F2H AMFRERE
BHH AWS FEBRERTEBEENAWS FEBR.

- ERREERET - BE IAM BERWFT IR , BERTHTEEMENGTT. AERLAN , &7
DESRERSERGET IUHSEERENNEE , SHBAREERTT. WEFEA IAM ERAFA
WEZHEBEENR , FSHE IAM EREEEFH IAM FHBEMEF T,

o EF IAM BUR B R4 — SR FEE - B LU RAFTIEZEBER |, URHIEBEMNE RN ER.
il |, BT LRBBOR GG |, IEESBMFEA SSL BIEFMERE R, MRFBBEE Sl £HREEE
AWS FRF , &t 0] LAGE A R4 2R 1R F E 2 EUE AWS CloudFormation., INEFFMER , B2 1AM
EAEEEHPR IAM JSON BETE | E4.

« f£/ IAM Access Analyzer B IAM BUER |, fE{RFT I 24 B ] IE%E1E - IAM Access Analyzer B
BHBEMBAER |, BRELBERER IAM BURFES (JSON) 1 IAM HRIEEH ., IAM Access
Analyzer 12t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
#A, F2RB (AM EAEERM) PREA IAM Access Analyzer B2 5 BUE.

- FESEEERTE (MFA) - MRZHRPHIFE IAM EHES FHNREAE AWS 1R |, BB
MFA URESR£%, MFEEMFU AP RERFER MFA | 51§ MFA (REFFEZENBER, W
EFHMEN , B2 (AM EAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntml|# §V3EiB MFA B &£ API FEL

I 1AM PREERNAEET  FHM IAM EAEEETH AM Z2BEEK.
SEEFRNHEMSNERT

EEMF B AWS VPC Lattice BEMHAMMRE , SIRE(E VPC Lattice THEEEH , BXLEHBREN
BN, HRFEEREREAERRARR , ELHFAIREEHEVPCLatticeFullAccessZEBR
.,

AR TIBREBEZEENAR® , WAEHE VPCLatticeFullAccessSEBRERFER.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"firehose:TagDeliveryStream",
"lambda:AddPermission",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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"s3:PutBucketPolicy"

1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": [
"logs:PutResourcePolicy"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": [
"vpc-lattice.amazonaws.com"
]
}
}
.
{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/vpc-
lattice.amazonaws.com/AWSServiceRoleForVpcLattice"
},
{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/
delivery.logs.amazonaws.com/AWSServiceRoleForLogDelivery*"
}

B BUR A T FI ELAREF AT

« iam:AttachRolePolicy : AIELKEENSZTERREZZEEN IAM A&,
« iam:PutRolePolicy : AJEEHMEIEMAREIEE IAM A€ R ABRBER XK.
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+ s3:PutBucketPolicy : AIBEKREFITRBRBEERZE Amazon S3 EFAETEE.
« firehose:TagDeliveryStream : AIZEEFTIB L EHT Firehose X+ R RNER.

VPC Lattice kY & 75 B BUER €41
e

. EIBIBCE | EEEREMAREN VPC BIH
o EEBIBCE - BT BRI B Y AR IS RN
- EHIBCE  MERIEEER

- BOIBE  BUBBERAER

BHIBR - EEERBEEEN VPC B

UTEHIRE—EEEK , ZBRRTERLBRNEREFTA , B, FEXTHMERERESEH
VPC B3l , BEEERR R4 FIEEN VPC MERFMEEK, MFEERFRIBHNFMER  F2H
VPC Lattice B BRER R R B

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"vpc-lattice:CreateServiceNetworkVpcAssociation",
"vpc-lattice:UpdateServiceNetworkVpcAssociation",
"vpc-lattice:DeleteServiceNetworkVpcAssociation"

]I

"Resource": [
"
1,
"Condition": {
"StringEquals": {
"vpc-lattice:ServiceNetworkArn": "arn:aws:vpc-lattice:us-
west-2:123456789012:servicenetwork/sn-903004f88example",
"vpc-lattice:VpcId": "vpc-Ila2b3c4d"
}

B EBER
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}

BOGIRER « 32 37 B AR T B Y AR A5 A B

MRETRERFREZESIERIZEY VPC Lattice ERMIZEL , BRI LAE Resource TEFIEEER
ARNSs , SAth B H|FE,

TH&EFREHE |, BBIEETE CreateServiceNetworkServiceAssociation API BEiE# L
FRM R RGN ARNs |, iSIREBEHRFHAESMBENERE RN REHERE, WEE
E ARN ERFEHERA , 3528 VPC Lattice WBUIRE R,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"vpc-lattice:CreateServiceNetworkServiceAssociation"
1,
"Resource": [
"arn:aws:vpc-lattice:us-
west-2:123456789012:servicenetworkserviceassociation/*",
"arn:aws:vpc-lattice:us-west-2:123456789012:service/svc-04d5cc9b88example",
"arn:aws:vpc-lattice:us-west-2:123456789012:servicenetwork/
sn-903004f88example"
]
}

EBHBER  BEBRFEEER
THEHRE—EHEK , ZHERTEALBRNEREE VPC Lattice BIR LE M RBHFFA

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"vpc-lattice:TagResource"
1,
"Resource": "arn:aws:vpc-lattice:us-west-2:123456789012:%/*"
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}

}

EHBEK  BEVBRBERAE

E PN EAERAESE —IXE VPC Lattice BIREF , VPC Lattice EEFFAI 88 AWS 1RF 2V IRIE
EAE, IRRKELZA/BGETEE , VPC Lattice BELNIRFHREIUZAR, R EFACERT
VPC Lattice V5T H] , EE AL AWS BRI RREFIUEM . FEFMER , 552 Bthe section called
“ERAREEEAE,

BEERIBHERUZAR  FHESNBECEHFTHIT iam:CreateServiceLinkedRole EifE,

"Action": "iam:CreateServicelLinkedRole"

LTI RE—EEER  ZBRRTERUBRNERES VPC Lattice B IRIHERFABRFFA,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource'": "arn:aws:iam::*:role/aws-service-role/vpc-lattice.amazonaws.com/

AWSServiceRoleForVpcLattice",
"Condition": {
"StringlLike": {
"iam:AWSServiceName":"vpc-lattice.amazonaws.com"

MEFMENR , B2 AM EHEREEHANREEESEF T,
£/ Amazon VPC Lattice R EZ AR

Amazon VPC Lattice i RIGELABRHN AWS R RREHWUEM FREMNFFT, MEFMER |
B2 TIAM FHEER. PNREEEAE,

VPC Lattice fERA & A W IR ERRE A BAWSServiceRoleForVpcLattices

EABBERAE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html

Amazon VPC Lattice EREER

VPC Lattice R BRI E#E A BFFA
AWSServiceRoleForVpcLattice RIS EFACEE TIRBREIXAE .

 vpc-lattice.amazonaws.com

25 NA GBI TTBERAWSVpcLatticeServiceRolePolicy St 5F VPC Lattice FEAWS/
VpcLatticed & =M &M CloudWatch 518, WFHEFHMENR , 528 (AWS ZEHXRS
#£ AWSVpcLatticeServiceRolePolicy) H# o

BAERTERT | IAM BB (NERAE, BHENAR) I WEY, FEIAMKBRKRKEEAE, NMEFH
BEA , 552 Bthe section called “€ IR | BIRBEEHE,

A VPC Lattice B RIS EZ B/ E

BAEEFHET —ARKEZ AR, ELIE AWS Management Console, AWS CLIZK AWS API
#3 VPC Lattice EJREF , VPC Lattice 2 ALBRIBRKELAL,

EEMBRLRISEZ AR  CREEBREY , WL ERFHEAMEEFENELAR, BEEN
VPC Lattice BRI , VPC Lattice @B X AEBRIREEZ AR,

#m¥8 VPC Lattice WIRISEFEAE

WA LABE R 1AM #RE AWSServiceRoleForVpcLattice FI iR, MEFMERN , F2E (AM FREE
M) PHNRERBERSACHR,

fiER VPC Lattice H RIS ERE A E

MRBABEEMA Amazon VPC Lattice , IFIEZEMIBR AWSServiceRoleForVpcLattice,

RAEEMER PHFAE VPC Lattice BiR%E , FReMBRILARIES B E AWS IRF,

M IAM E3#4A AWS CLI, = AWS API 3 MiIB& AWSServiceRoleForVpcLattice FRIGEE A E, &N
EHMER B2 (AM FHREERE) FHRBREREEZAG,

MR EZE AR 2R , EEE BE VPC Lattice EiRIF , VPC Lattice EBHAXEMN A AWS IR
E,

VPC Lattice fRIGEfE BB ERESE
VPC Lattice X B HBRENFTEERPERARKEZAR,

ERARBERAE =


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVpcLatticeServiceRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_update-service-linked-role.html#edit-service-linked-role-iam-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html#id_roles_manage_delete_slr
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AWS Amazon VPC Lattice B SEBEE

AWS ZEBRZH AWS AWS SEBREVNEENBIBKEEATSEARGIRMET , UESR
AR ARG ERE, FEANAE,

FARCE , AWS ZEBRARTERTFTRECARFINSEERTT , RAELFITAHAE AWS &
FfEM. RM2BEERERARFIEBNESEERE , WEE -SRI,

FBEEESE AWS SEHRRPERNTAT, 1R AWS EH T AWS EBRPERNGTT , IIEHER
ERREENAMEZRTAS D (£RE. BENAG ). BFH AWS R BMEBRTH API RET 4
BRERBEME , AWS B TRERMH AWS ZEHK,

WMHFRFHMER , F2EH (AM ERAERERE) P AWS ZEBR,

AWS &K : VPClLatticeFullAccess

LB IR M Amazon VPC Lattice W B FEE | UREEMEKRENEREFZERE, 28T Y
B EMIEFT

- ACM - HEEX B FT #8315 & A SSL/TLS BFE ARN,

 CloudWatch - R FERHFEMEITER,

« CloudWatch Logs — % E 7B A A & HFiX E CloudWatch Logs.

« Amazon EC2 - 5 EME N E I HEE EC2 #1TERM VPCsHIHREEN. EANELERMERE, &
REEEEE4E. 2T VPC Lattice SEEEAH , URMBELE,

« Elastic Load Balancing — #8EY Application Load Balancer B EH , SHEFMABEE,
* Firehose - VAR EFEREFIN BB XN EREEEN.

 Lambda — #fE{ Lambda ENBWMEEAER , KHZEMABEE.

« Amazon RDS - ##Hl RDS #5 M /TEEMERENA.

+ Amazon S3 - FEERARFHRFE A2 S3 fFir RN IEEER.

EERBLBERNGT |, 328 (AWS ZEBKRZZE) HH VPClatticeFullAccess,

EEMFHE AWS VPC Lattice BEMWEMARTE , AR E{E VPC Lattice HEEEH , B BREEREN
BN, HRAEFEEEREAERIEAR , EBLHFTAEBEEVPCLatticeFullAccessZEBER
., MNEFMENR K F2ERTEENMNEMMNERTF,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/VPCLatticeFullAccess.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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AWS ZEBUER : VPCLatticeReadOnlyAccess

BRI ¥ Amazon VPC Lattice FYMEBFEE , ARBHMEKRENERENE, ©22HT T
HIEERIEF T -

« ACM - X BT #811& FBHY SSL/TLS B ARN,

« CloudWatch - R FEU B M EEER,

- CloudWatch Logs — R 77EX AT BEH B ER.

« Amazon EC2 - #EX EC2 #1T{EEM VPCs WERIER , LIEN B EFHALFTME Z,
» Elastic Load Balancing — #E Application Load Balancer K 8E8 & .

* Firehose - VA BAFE BRI ERER.

« Lambda - #1438 Lambda B &M HEEEH.

« Amazon RDS - ##Hl RDS # 5 M#/TEEMERENA.

« Amazon S3 - HEERfFEX B #F R FHY S3 TFATREMEBAEA.

EERGILBERWNETA , 208 AWS REBESEHH VPCLatticeReadOnlyAccess,

AWS ZEHE : VPCLatticeServicesInvokeAccess

L BURE M A Amazon VPC Lattice IR ZEUEE,

EERBUBERNETT , 528 (AWS ZEHEKZZE) H ) VPClLatticeServicesInvokeAccesso

AWS ZEBUER : AWSVpcLatticeServiceRolePolicy

W E R 823 B AWSServiceRoleForVpcLattice BRI EZE AT |, LLAFF VPC Lattice KR EH
T8, SEESLBERERS IAM BB, NEFHENR , 528 EH Amazon VPC Lattice B AR
EREAG,

EEMRLBERNGTT , F28 (AWS ZEBRSZE) FH AWSVpcLatticeServiceRolePolicy,

AWS ZEBERM VPC Lattice EHT

R B REEREERELEF LR | VPC Lattice AWS S EHFREHWFHMET, NEHEEESF
W B B2 EE |, 555TRY VPC Lattice A &SR RSS /E,
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/VPCLatticeReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/VPCLatticeServicesInvokeAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVpcLatticeServiceRolePolicy.html

Amazon VPC Lattice

ERAEER

gE

VPCLatticeFullAccess

VPCLatticeReadOnlyAccess

AWSVpcLatticeServiceRolePolicy

VPCLatticeFullAccess

VPCLatticeReadOnlyAccess

VPCLatticeServiceslnvokeAccess

AWSVpcLatticeServiceRolePolicy

VPC Lattice CRBEHEE

DU

VPC Lattice FT18 M &3 0] kKR
Amazon RDS &£ M 1TEEE .

VPC Lattice ¥i8 Mt BT ol 2R iR
Amazon RDS £ M 1TEEE.

VPC Lattice #T#8 5 , LASLFF VPC
Lattice # Y HFE & EEMMBENH.

VPC Lattice 18 7 HBUR , URF
Amazon VPC Lattice =B ZEERN T
A, LR ¥ E A BRI B9 B PR F HX
.

VPC Lattice 118 7 HMBUER , URF
¥ Amazon VPC Lattice BYMEEIZEL
# , R EHMEKRIEN A REER
.

VPC Lattice T8 T #HIHE , URF
YA Amazon VPC Lattice BR¥%#Y 17
.

VPC Lattice 45 5F A #I8 EHR
BEZEA® , LLAFT VPC Lattice
EAWS/VpcLattice R ZERH
i CloudWatch $E#, LAWSVpcLat
ticeServiceRolePolicy B¥
‘&M CloudWatch PutMetricData
AP| ENERVETF AT, INEFEMERA | B
2B A Amazon VPC Lattice #J R
BER£AG,

VPC Lattice BIZREHEE AWS ZSEH
RNWEE,

B

2024 £12 A 1
H

2024 £12 A 1
H

2024 £12 A 1
H

2023 ¥ 3 A 31
H

2023 ¥ 3 A 31
H

2023 ¥ 3 A 31
H

2022 12 A5
H

2022 12 A5
H
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
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Amazon VPC Lattice B4 R ERSE

EZEERFAEP , E=HEBRABGFTh Amazon VPC Lattice R £ MM AWS & 1%,

EETH RS AWS IR RS EERTEINEERR , F2RBAWS 1 SR ESERAREBELR
BB EHETE, MEFE-—MEN , F28 AWS Compliance Programs.,

ERILAER TESE =& I|RE AWS Artifact, MIFRFMER , FSBRE T THIFHRE AWS Artifact,

BER BWESREME AWS R BURRERNEZ M, BLRNEHREE , UREBRANEENER,
AWS IRETHERRKIBGEIER

- ZEEHEAE - EEMARFREFEETARTRTEBEZERE , URUHHBLLESHAIIENTS R,

« HIPAA &1 RES % - JIH HIPAA £ IR%. WIEFTE AWS BRI ZRFE HIPAA B,

- AWS ERER - K TEFMAERESUREAREHNEENVLE.,

- AWS EFEHIEN - ZEBRERANAETHRAREEEE, AENRHERPEZERE ( IEERE
ER MR (NIST), XFFEXLLEEZEE (PCl) MEREZEEAB (1S0)) RE AWS RS
MRS IEREREEHNREER,

{ AWS Config B8 A B1EM) PR EAFAAIFEEEIR - AWS Config R &4 ERERTS R
B, EEXENFZRNEE.

- AWS Security Hub - i& AWS R#§ A ZEZ 2 EHRAEPHN L E£ARE AWS, Security Hub AR £ 1%
#l, TEFEEN AWS BRI BELN EHER/REEHTEZLEREENSEERK, NEXENRE
Miz&EEE | 5528 "Security Hub #4|12%

« Amazon GuardDuty - EEERLNRERBEURMEETE , ML AWS RE ERAHE AWS 1R
B, IT#A%, RENERNEBERE. GuardDuty TREBESHEBFIEENARENER ,
LA B8 K FE PCI DSS £ & EFRMNERER,

« AWS Audit Manager — & AWS IR# Al B8 E &% AWS AE , UL EEERBEI A ,
REEERMEREENFR,

{ A A\ T % B 2 EX Amazon VPC Lattice (AWS PrivateLink)

BRI LAY A E VPC %8, £ VPC A Amazon VPC Lattice 2 BN FAEERR, N HEIREHEA AWS
PrivateLink¥%fif , AT BEE R B MHERMEKEE. NAT £E&. VPN E& AWS Direct Connect EARHY
BRT , AT FE VPC Lattice APIs, VPC HEVHITEBAEZEELE IP ibit , BI0JEE VPC Lattice
APIsE&H.

FEFE R E FREPHN —HNSBEEERERT.
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https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/privatelink/
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html

Amazon VPC Lattice EREEmR
JTHE VPC Im i E 851

AXTE VPC Lattice WSTE VPC in®hi2 B , FFH 4B AWS PrivateLink 8B HHIAWS R#% i&if FE
AWS PrivateLinko

VPC Lattice XEREMN VPC B EFTE API B,
£ VPC Lattice 23 /N'E VPC w3

I&TILAE A Amazon VPC E# A5 AWS Command Line Interface () & VPC Lattice fRIGZ 3 VPC if
BEAWS CLI, fEFMER , 528 ( AWS PrivateLink $§8) FWEINE VPC 2,

FEAT YR BEFEEIL VPC Lattice B9 VPC im 3 :
com.amazonaws.region.vpc-lattice

MRERHHBATLE DNS |, EFLMER BERITEER DNS & [ VPC Lattice f2HH API i , #la0

vpc-lattice.us-east-1.amazonaws.com,
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A&, #ERAE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Sid": "ManageVPCLatticeAccessLogSetup",
"Action": [
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelogDelivery",
"logs:ListlLogDeliveries",
"vpc-lattice:CreateAccessLogSubscription”,
"vpc-lattice:GetAccessLogSubscription",
"vpc-lattice:UpdateAccessLogSubscription",
"vpc-lattice:DeleteAccessLogSubscription”,
"vpc-lattice:ListAccesslLogSubscriptions"”
1,

"Resource": [
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[bucket]/[prefix]/AwWSLogs/[accountId]/VpclLattice/AccesslLogs/[region]/[YYYY/
MM/DD]/[resource-id]/[accountId]_VpclLatticeAccesslLogs_[region]_[resource-
id]_YYYYMMDDTHHmmZ_[hash].json.gz
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id]_YYYYMMDDTHHmmZ_[hash].json.gz
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WL iR -5
callerPrincipal oRENEE, string
callerX509SubjectCN FHEEB (CN), string
callerX509IssuerOU #&17#& (OU), string
callerX509SANNameCN BITEBRER (BB/ICN), string
callerX509SANDNS FRENLETE (DNS), string
callerX509SANURI FREBLERB (URI), string
sourceVpcArn BHFESRZ VPC B9 ARN, arn:aws : e
c2 : region : account :
vpc/id
g5l
T ABFEEBWES,
{
"hostHeader": "example.com",
"sslCipher": "-",
"serviceNetworkArn": "arn:aws:vpc-lattice:us-west-2:123456789012:servicenetwork/
svn-la2b3c4d",
"resolvedUser": "Unknown",
"authDeniedReason": "null",

"requestMethod": "GET",
"targetGroupArn": "arn:aws:vpc-lattice:us-west-2:123456789012:targetgroup/
tg-1la2b3cad",

"tlsVersion": "-",
"userAgent": "-",
nseIVeINameIndication": n_n’

"destinationVpcId": "vpc-0Qabcdefl1234567890",

"sourcelIpPort": "178.0.181.150:80",

"targetIpPort": "131.31.44.176:80",

"serviceArn": "arn:aws:vpc-lattice:us-west-2:123456789012:service/svc-1a2b3cad”,
"sourceVpcId": "vpc-0Qabcdefl1234567890",

"requestPath": "/billing",
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"startTime": "2023-07-28T20:48:457",

"protocol": "HTTP/1.1",
"responseCode": 200,
"bytesReceived": 42,

"bytesSent": 42,
"duration": 375,

"requestToTargetDuration": 1,
"responseFromTargetDuration": 1,

"grpcResponseCode": 1
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west

iz

"eventTimestamp": "2024-12-02T10:10:10.123Z",

"serviceNetworkArn": "arn:aws:vpc-lattice:us-west-2:1234567890:servicenetwork/
a2b3cad",
"serviceNetworkResourceAssociationId": '"snra-la2b3c4d",

"vpcEndpointId": "vpce-0la2b3c4d",

"sourceVpcArn": "arn:aws:ec2:us-west-2:1234567890:vpc/vpc-01a2b3cad",
"resourceConfigurationArn": "arn:aws:vpc-lattice:us-

-2:0987654321: resourceconfiguration/rcfg-01a2b3cad",

"protocol": "tcp",

"sourcelpPort": "172.31.23.56:44076",

"destinationIpPort": "172.31.31.226:80",

"gatewayIpPort": "10.0.28.57:49288",

"resourcelIpPort": "10.0.18.190:80"
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "abcdef01234567890",
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arn": "arn:abcdef@1234567890",
"accountId": "abcdef01234567890",
"accessKeyId": "abcdef@1234567890",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "abcdef01234567890",
"arn": "arn:abcdef01234567890",
"accountId": "abcdef@1234567890",
"userName": "abcdef01234567890"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-16T03:34:54Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2022-08-16T03:36:12Z7",
"eventSource": "vpc-lattice.amazonaws.com",
"eventName": "CreateService",
"awsRegion": "us-west-2",

"sourceIPAddress": "abcdef01234567890",
"userAgent": "abcdef01234567890",
"requestParameters": {

"name": "rates-service"
},
"responseElements": {
"name": "rates-service",
"id": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"status": "CREATE_IN_PROGRESS"
},

"requestID": "abcdef01234567890",
"eventID": "abcdef@1234567890",
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "abcdef01234567890",
"eventCategory": "Management"

T 5| & HF R DeleteService #4EM CloudTrail &4,
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef@1234567890",
"arn": "arn:ABCXYZ123456",
"accountId": "abcdef@1234567890",
"accessKeyId": "abcdef@1234567890",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "abcdef01234567890",
"arn": "arn:aws:iam::AIDACKCEVSQ6C2EXAMPLE
"accountId": "abcdef@1234567890",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-10-27T17:42:36Z",
"mfaAuthenticated": "false"

}
.
"eventTime": "2022-10-27T17:56:417",
"eventSource": "vpc-lattice.amazonaws.com",
"eventName": "DeleteService",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.21.198.64",
"userAgent": "abcdef01234567890",
"requestParameters": {
"serviceIldentifier": "abcdef01234567890"
1,
"responseElements": {
"name": "test",
"id": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"status": "DELETE_IN_PROGRESS"
1,
"requestID": "abcdef01234567890",
"eventID": "abcdef01234567890",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,

:role/Admin",
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"recipientAccountId": "abcdef01234567890",
"eventCategory": "Management"

WEARE CloudTrail SRR BTHER |, 528 (AWS CloudTrail (EA&EER) FH CloudTrail record
contents,
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