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BT , 8 A alice-favorites-album,
6. SHEENME , REUEERE

7. HEHMHEIER

FERERRRE | AFF I HBEMNBERMBABERF,

=R

BAEER

Fi&$E PhotoFlash : : Action : : "UpdateAlbum",
BEFTERERR , UEREFBEREMED Cedar HEWRERER, BHEIES

BEBIRF , A alice,

]

BAEER

- E

TREHREATLUGER Verified Permissions I & RENETLA, EFRNMBENEME, ERRESU

PhotoFlash €| BURF X [E RSV FRREBUR | UK

ZFEAE

PhotoFlas
h: : User|
Bub

PhotoFlas
h: : User|
alice

PhotoFlas
h: : User|
alice

PhotoFlas
h: : User|
alice

EFEAIRF :
BERE

PhotoFlas

h : : Accoun
t | alice-acc
ount

PhotoFlas

h : : Accoun
t | alice-acc
ount

PhotoFlas

h : : Accoun
t | alice-acc
ount

PhotoFlas
h : : Accoun

ERE

PhotoFlas
h: : Album
| alice-fav
orites-album

PhotoFlas
h: : Photo |
photo.jpeg

PhotoFlas
h: : Photo |
photo.jpeg

PhotoFlas
h : : Photo

/R

7B

BERRE

N/A

PhotoFlas
h : : Account
| bob-account

PhotoFlas

h : : Accoun
t | alice-acc
ount

PhotoFlas
h : : Album

Action

PhotoFlas

h:

: : "Update

: Action

Album"

PhotoFlas

h :

;1 "ViewPh

oto

: Action

PhotoFlas

h:

;1 "ViewPh

oto

: Action

PhotoFlas

h :

: Action

ISR 2 FEMHBERAEBRHREFRREK,

RERE

ik

ik

E48

HB 3 ARBRERE



Amazon Verified Permissions EREER

EZEAE EZFEARE . BRE BRRE Action RHEORE
BRE
t | alice-acc | bob-photo | Bob-Vacat . : "Delete
ount Jjpeg ion-Album Photo"

HR 4 BBREIR
ERARBEFRES , BEEME.
MR E R

1. % Verified Permissions £ &7 , BELESR 1 PEVHNBRTFHRE.
2. EBEY , EERE.

3. EMMRBEEFHET , BEMBRLBREFRE.

4, TEMBRILBERIFHRIE ? BFEARP |, WAMBR , AEZIEMER.
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Amazon Verified Permissions EREER

an-l_j:ﬁ*E*;;mElJEi ﬁ%

EREFEESEERERAMFEA Amazon Verified Permissions fRIGE , £—$ 2 APk EHER
RATEREE, SEHELUNETSREEARANEREEM 2 , FiBRE SQL iR API RI&HE
MBERERAEANEME S, Rz K BEZRERERREAR. AR, #XBROBRIT/E , LUEREE
B,

ERYPTEELIER , CERXRACERE[E , Hlw:

- BNERAWL ? (AERTH? i, EXRREUR ERRA?

- ERNERREOEFTEETHERERAR ?

- TRUUBSEERHITHLEE ?

o FERIAEBIELEFH ?

- BEEEREAERBAEENFTHEE "Adminy . "Operatory & TReadOnly, , & 241
PERXIE VI IR F BURBRAR ? ERME ?

- ABELENEE? flw , E-HAFTH TEET, REXIRG , HE "EET, RERTE
BEARANER T ?

- BECAERRTEVBLBANEH ? A, REBEJLEIATERNREER , LSS
AENEE?
s FHEUURNMVEBCHEHEEBACHERZAE? REEEERR ?

RENBRRERBAREER , eERTEH. ER,. B3, URECMUOMMEERER, EXHERT
% E Cedar 5 Verified Permissions R B4FHFH. kit , cREAERBITRIENEETH ,
MEEMEAMRE & , XETUERRFEE , fINAEEDR, BEE  URFITNAFEFEREE
EmPUUBTWRIENEREIR, Cedar WERFTEERZHNEY K TREEEINES , MTAI2EH
EETEAMEHURS Cedar WEE, Hit , R THRMENFEAERREERREEENGES
o

AT HBEEBELEESREEE | BT TIEBHE

° E Cedar E&%HE = %*H@EF*QF?E Cedar an-i_*i_to
* nﬁ%rg Cedarﬁ%nn ng%jﬁ@qﬂﬂ’]ﬁi i%o
- FERBLEEPIENHEER

REEH



https://docs.cedarpolicy.com/overview/patterns.html
https://docs.cedarpolicy.com/bestpractices/bp-naming-conventions.html

Amazon Verified Permissions A% ER
- RAEIEARR "ERHE, BH

» B3 403 ZILAVERRR , M AR 404 HRAEIER

« EIER AP REUANEIR

- ZHEFE8

RABIEXR "IE#E, K3

ERGIREGEER  REE- A -—NERER, TEANEARX TURMLER TR REER R
BERBEUNHS , ERALUN, flW , FEBERERIBKNERTE, BELEEM Unix WERXRRES
BYEBRE  eTEEDRARXRERRNFFA, ARt , EFZSEMERRBNASHR LERLRAR
B, ERBEEATHLENRN, REEARXKELHER , EMEREDEER,

BREFRLDRNVERESIFEY  BEZIBHECNAREEFAFENER , UREREUFEMN AR
BHERRERE, MRENFREEAINLER , AIRTE,

Rt , LB ERAEBRRAGBRGIRELVAUNREREZHE RN TRIES,

€0 403 ZELIEWVERER , AR 404 KA EEER

RIFHE 403 RILMEREOREE BERNFER  HHR BR , ZFERRYEEEMABER , AR 404
BARER, ETRHEEERNZ2M , RALZTELRERESHEE , RAEFRTHEBRERE
PR BCR B R R 4

HER APl B EUANE IR

ERZHEAERSD  HFARUXENERAKRE, flu , ERARAEARKXTRART , MATE
BRIENRLHTHEE, ERRY. HENKRE , THREBEFEMRIE API B14F,

kit , HttBERNERER , 5512 Web BRI , RERFT API BRIEXRSWFFT. Fla0, fn

R Web BRIERHE A/ Y APIcreateThing() , REER RS ERE R , NEEBA B
Cedar actionHE= createThing, EAEFZHERN TEE , WEEKR THTT, EEWA
createThingi®{E , BEE createThingBEFF T, FERRHEE , BB ?

&8 Verified Permissions T AHFWAPFIEF S EER API EEERNBENZEE, EREHA
MEXE  EHNBREFREREZEN AP 2B EERS,

RAEE-EREE 13
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T, ERE-SRBERR , WU API BHONAEARTES EAFERAREERNERRE
X, BB APIs AREEFEEERARENNRE  ERERNER, NMRZE APIsiZHEHEE R
FH , EEEWRRBIENELERNEBEE  YHELEEFE,

Pl , FERTSHBHENEAEE %, EAETLEMREE  MAT—EAX2BERELERER
BERREFAKEEE. ERILERE B RN REREHWE APIHRE

* listMembersOfGroup

* listGroupMembershipsForUser

EFAUEAEF —BRERREFEREERK. At , FUEEEX AL T HFAHEMERENTF
., MREERBENE AP BEURAEMERARS , EEEER/H , il :

« isUserInGroups ( ¥BY APl , TREFAEHEAEREBN —HZEEE )

RLZEH/ERE , It API HRFE =ERSERRRFAKEERE  PHEESHORENFTT,

BMERCEINERERNERREEBIRE, S EERIBENSERES , SERHRFT
Al , )30 viewGroupMembership , iE =18 AP| IREH KBS E,

APl £ AT A

listMembersOfGroup FE BiHEMviewGroupMembership FFA[

listGroupMembershi TE FHEMviewGroupMembership FFH

psForUser

isUserInGroups TE FHEMWviewGroupMembership & H
BBERE—HNA , EEERYRHHEREFENEERN TR , BERFETERKE, HAHEY

B AP RFRERL ALK ATRFENRENT  MEAEESERFFIRLESE WM. HE
5, ERRERARNES , LUREENREFER,

ZHFEZE

LR ERRHZETFEANERAER - NALEAEXANEE , HBEAF - A HE Amazon
Verified Permissions B&, EERBRERE 2 , FRESHEFRE., SAUE—BLRABRER

EBZHEF 14
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ETEEEXFNEE , IASEEAFBERENERRESMEHE., MEFHMEEN , F2H AWS REE
B HH Amazon Verified Permissions Z# FiRiTEZ 23518,

1. —BHRABRERE

FEEFAAE-BREFRE. BRAEXSRMAREFEREEZEAABRERE.
2. BEAEFBEERE

BEEFHE—EEARKRERE, BFAEXSRBREUFBRNER , EMTENBEREFHER
BERERRK,

EMERBHITIZHEN AWS tIREEARRKNEE, IE , BEZNMRETENSGZE? L2068
¥ IR HY Verified Permissions 2 i FIREXREEFTERIN E R &Y,

AP BUR R

HEEEAFNERESGEFREERNRELFENEHEEZ, ERERAFHRECHBERER
ERF , ffIERE B CHREBBERSE.

RERE
U ERERT , FASEEAFNERERE , BREREFRNVERAF, FAXARKER
ER , TARRBEEAMEBNBERERE ID,

BEANGRHERERE

ECNERARAAZARRERER , ENEREXANBEFREEEHASESERREFHEF
I ERET MR EE R

EIRBREE

ZARERES - L BRERZESAEEF, EE2RBERNMBEER , SRARABREHREER
NBEEAFBREREEEMARTE,

N3

REHEFRALNERERINERFBENERRERIR, EHAFPTHERBBERNMEATRE
mASBEBREENN , THFESRERHEMEAFNRREEMAMRTE.,

AR % & R B 2R

Verified Permissions EEERMFERRERE , kL ELNSHAP AR, NERBENFHRE
# , E2RE ERNEEE,

ERZHEF 15


https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/avp-design-considerations.html

Amazon Verified Permissions

ERAEER

EBAABREFAENSEEAFERERE

BEZEFZACHBFENERRARE , TRARLARREREEENSEEFBREFREERE,

ZEBER

HAFBUR R

SEANGBHERER

EHRBRER

W3

AR % & IR B 2R

HABRREREHN TEBR

., Must include tenant
identifiers in policies and
authorization requests.

{€. All queries target one
policy store.

{K., Must make one schema
work for all tenants.

K. All policies are global and
can be centrally updated.

&o. Mustidentify and delete
only tenant-specific policies.

=, Tenants share resource
quotas that affect policy stores
like schema size, policy size
per resource, and identity
sources per policy store.

BEAAFERFHRENTHE
BER

{K. Isolation is default
behavior. Tenant-specific
policies are inaccessible to
other tenants.

F, Must maintain mappings
between each tenant and their
policy store ID.

=, Schemas and templates
might be less complex
individually, but changes
require more coordination and
complexity.

&o You must add global
policies to each policy store in
onboarding. Replicate global
policy updates between many
policy stores.

K. Delete the policy store.

{€. Each tenant has
dedicated resource quotas.

Bt ABRRERENESEEAFEEFEHRE



Amazon Verified Permissions EREER
wmqEE

BEZHEFEARASBTE, EMHRBREZN  FFELBREMEL ERAEEE,

MRENEARXTEERRAFBENER , XEAE-S2 KR , AIMEHEAFHN —EXRABRER
ERRERRAMNBERIR, EEEREMENRERENERBERERE, £RA—ALARRERER
HAFRBIEENREIRY  BARAEATTEMRBAFEENEEK.,

BR K NRENEREAFTENFZHFBENBR , IERAZES 2 HKE , AIREBFBREFRETRE
REM. BALEARESEARFH TR THEBREFRER IAM BERRZEHHHEF BRI, #HE
HESRMBRHEBEFRIE ; Eshared-policy-storeIRIFH , BUESKMMERESHENBE,

wn{miEE 17



Amazon Verified Permissions EREER

Amazon Verified Permissions BUERZH &

BREHERBRENBRELANER. ESERRERESD  SUNRIARBEFEZEHREFREN
BERNEBER, W, BUUERBERRE. MREEBRFTEZERABRRINBRERE , A
SHHERELRERRTERNEREE, EREENDE , WEBEMNBEK,

i BR AR ZE AT B L BAMBRBER R E, BB B MAEFNBERF R ESNSRBAMREE AWS
Management Console, &t , ©E&&-¥%EiB APl 5 SDK HIZ I EREEREFEH.

EMEBRABERAERRRY —EEREFRE  SISttEZHAFEREXARERAAFEY —EBRF
HE, REREFRE B4 AEERRTFRE,

BMEBERwEZEARBEREREFH Cedar EfE | SABH LR ATH

BR. mEEEE BENTEFE , L—HEW () 2RAIRAFH. Bl
MyApplicationNamespace::exampleType. Verified Permissions X ESEBREEHE —Ed A&
TR, ERFEAZABLUNERERK K SEETRTZHEIAEYHRIFEE, fln , E2HAFEH
B , FATEZAKEAFPFNEBHMAERERTPERNER K BECMEAMHEAFERNE
CHEEETE, EEREBRNBFR , SUNRRERIIEEREBRNES. WEFHENR , #F2
B ( Cedar HRFES2EHEM) THHEZ[,

ES-]

- BUCHEIBRERE
- AP EREBXREFHE
-« RBRBURFRE

BEYERBFIBRRTHE

BRLMER TR EZELBEREFNE :

- BESIEARE - BUF—EAHEKZH , SR EEEFARBFENEIREENEREE,

- £/ API Gateway M1 &2 RIREE - FHES D RMEE (dP) B AWNFERAE , AKX Amazon API
Gateway AP| WEIMEMERER K REZLNTRER, WREFLEAEAREESFERHEHA
REERREMBMR API R |, BEBEMEHIGRE,

- REHIBRENERE - BERALEENEFHERBERTFHRE, MERET# Verified Permissions i
MERANARASFER  BEEEHAIRE,

BUBRERE 18
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Amazon Verified Permissions EREER

- BYZHHEREHE - ERBITERERBEARNFIEFIEE, MRLERATZREBRRERE
BEEERERE,

Guided setup
EASIEXRERART EBYBRTFHRE

SIEXREREESI ERTHRBLBRFRENE —ARBEENEF. ERAZ—EEREEE
ViERHER, HAEARZEREENEE , URERTFHINEIAEE., RE , BEEYLEN
F—EBE, TRAUEER , SRS MEEENBRENE. HEREERHERRERHE &R
FTREH | UREVEMBERMEBA,

1. EREATEEREH  ERNEIHFTBRERE,

2. ERMBRERD  EFESIEARE,

3. WMABRTFHREHRR, EXFAURESEEABNEAAER , MABNBREREN BN S
B2#% | #li Weather Update Web FERTE

4, ERHEETERT  BARBEANGETHE, NESSEHORMAET
%,

5. 1#E Next (-F_b]:)o

6. EEREHEAEY K WMAEREENE®E, Sl , currentTemperature AILLRRREH
Web ERRX N EIR.

7. (BA) EEWEBMUFNBEREME. WABMER K YAERNSEBHEREBMHER,
RIEZEATEESEBM, 0, temperatureFormat ™ LAR currentTemperature &R
WEMY , IURERSERK. EEBRAEREENENEYE K FREBMESHBR.

8. HEBEMNY A WMAEREREECERBRENSE, EEAEREAMSHMEE  FREWH
WENVE, a0, viewTemperature AIBERRREH Web EREXPHNEE, EEBKRAE
BREFENEE K BFREBESHBR.

9. HEXWEHEZBEMAUYP K WASHHEREATCHAEEHENEIRERERE., BIEER , £/4
EGWMEE UM, BRI LER,

10. 1E$E Next (T —%)o

M. EXRBARETR , BEEIREENS I RIR,

Het

A2HEDEZEE

« WREM Verified Permissions ERRRNSEZREHEZFTAN ID MBH , FEERF]. =E
EFEEMUFETEENY, CRBNTTEHEEBERARBEEREREENBMEE,
EFEBROHEETTABEFENEY K BFEEBHEEZNEBE.

BUBRERE 19


https://console.aws.amazon.com/verifiedpermissions

Amazon Verified Permissions EREEmR
« MRZEFTAN ID MBHEEH® Amazon Cognito Cognito E4AK ID REMFEFEME | 55
#1F Cognito EAEKE, EIE Connect FAEERRE, EI AWS Eif , ARWAEE
#82Z Amazon Cognito FAEEENFERAEERE ID, EFER, NWEFNEA , F2H8
{Amazon Cognito Fi8 A E157) P HIEH Amazon Verified Permissions %, Amazon
Cognito
- MRZEZFEAR ID MBHARINE OIDC RIEEFELEN ID M/ FMFHFHEE , FEEFEAD
OIDC #RfitE , WHTERHEN FRFHEA,
12. 1B Next (T —2)
13. EBERFHMERERT |, I A% — 18 Cedar BURIIE A BURIEIR,

14. EXREERVP , BESEBRR TIIANERE.

- BERERFRA  BBXREREREZRRA. EEXTATEEAFRNBENZTARM
REMAZTEANBEEATE, Flin, user-id AAURRXKEHH Web ERREX PN EREE

BIFFo
(® Note
MREE AR Amazon Cognito , BEREE RIS EEXRILA <userpool-id>|
<sub>,

- BEFBER  SEXREAERREFRETHFREER,
15. #EREERVY , EEEEZRARBEHTHNER,
- BEREER , BSEREAEREER, AERTERLBREERE MUNER , A

BERNEEER/FT, HlN , temperature-id AIARKREN Web EFARERFTHEEE
BIEFo

- BEFRER , SEREAZERREREFHFREER,
16. EBFHERVY  EREEIBREREHTHEF,
- ERREDFE  BERERERERF, EI Action(s) WBREERE M BEZH
BE T R
- BEMEDE  SEREAZBRERERHFREEF,
17. ERRAEERTREABE, EERIBRENE.

BUBRERE 20


https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
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Set up with APl Gateway and an identity source
fEFERE API Gateway & 2 RIRAHAE S EZ B I R TFHE

API Gateway BIEE# A Verified Permissions IR RRE APIs , ELBER SRR EAEFEDIA
BETERERR, LEESEERRTHRE , UEAS S RRFENESR Lambda ZEH R API K
AEERRE,

IdP FEAERHFEAERALNER (ID FF ) ENWAR (FIFR ) . APl Gateway API
FRTENREERARERENEE. ZNERAERXERA BR. ARELTHERE  REFITE
BYBREME. Lambda BB APl Lambda &%, TR TERER , BH4EE Lambda
B EREEN AP,

1. ERFEUEEESF , EREIHBERERE.
2. ERBBEERD , ZEFEH AP Gateway M B 2 HRRRE , RBBEWMT—5,
3. EEAERNBESRNAPIT , BEESMABRETEHREERMEIEREDN AP,

=

a. APl FRENBERTEREZNERE  REZZEINEA API, FE AP BEERNGFHEER ,
28 {Amazon AP| Gateway % A B15/) PEVERE REST API BYFEER,
b. FAEEAERMEIEARS,
c. EEEHERNENE , 551 APl Gateway AT EHREHN AP BERSGX , RER
EVEA API AEFE#H,
d EZLRELNEER, FEET -,
4. EHDREH  EBEHGHREEEER, ETLLEE Amazon Cognito FEAEEES OpenlD
Connect (OIDC) IdP ##!,
5. WMRIEZEEFE Amazon Cognito :

a. BREHRSBEREHREMRB AWS EE M AWS IRF NEREERE.

b. EERNEANESEELERIUETREN AP, F—EFRERATEERAERE
ERM AP EEREEINNWER,

c. EEABRXAFPERIET  SUUBBEREFRENSEERHAZSHFEAEEETP
Amazon Cognito ERARERXAF RN FE, FEERXFEAECATAEREDPHN —
LEECEABRIXAFPRETE?RTE K FENEEZERFEHERAEXAF I IDsF
. FEEZFTRATAEEREETSIBRENTACEAE  FENTREEARXAR R
IDs,

d. i##E Next (F—%),

6. MRBZFEF/NI OIDC REE .

BIABRTFHRE 21
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https://docs.aws.amazon.com/apigateway/latest/developerguide/set-up-stages.html

Amazon Verified Permissions EREER

10.
11.

a. ERTEURLH , BA OIDC B1TEK URL, ERREMEREHKIRE , TRHERERRS.
HESHR  UREBEREAENEMEN , S0 https://auth.example.com. EHIZE
7% URL %ZB7TE §t& OIDC #&EX 4/ .well-known/openid-configuration,

b. HEEMEHES , RELFLRABRNEILETREN OIDC JWT FE, MEFEESA ,
A2RKE P REEFHRFZERHER,

c. (EA) AHEREST-EA , BEFEEAES  BAERNERE  AREFERE,
d. EERAENFAFRNESH , AT TIEBE:

. EEIRENFZRHIEACHAEESER. ERREEHN ID AFEERsUbNES ,
ZBRERAENEcEBNME BB, RESER OIDC IdP M &2 SRE EHK
RERETNEREFE,

i. EESIRENFHPRMAREESERE, EREHN ID AFIEMgroupsHPBEEIE
ERAEFABTENES. CHNBRFHREERBHEKSERRRERRK.

e. HHRBIJT , EBEAD valuedtHEBLFERREFHEEREFRPEZNE.

f. 1E$# Next (-F_i)o

IR IE#E Amazon Cognito , BB T EEHALNEAELERTERE. HRN OIDC H#HE
B, FERAREEE, SEBFEERGHASRE/ENBREREREMNBUR , AAFEHER
BHTEE.

a. EBEIFELETESERRPNEE.

b. MEMERRGEENMNESEEFE.

c. IEE Next(T—%),

EHBEAEIESY  EERAEMRTEHER Lambda BES , ERHE Verified
Permissions BEAEHIT , BN Verified Permissions B BUERZHMERN Lambda EB#EH
RS ERERAY D BB

ERERBITFENTERY  BEERIUBEKREHE.

ERERPREFEREREARES BB , LAESHE Verified Permissions B &RV EE,
—RERE®  BEAN—ENE  NEBEEIPE Lambda BESSBERKIIE , MREBEF
BEERES  BERERER,

BN AIASELEN APl Y Lambda BSEM Lambda 1875, #ERMK API LEEE
&/ AP,

BIABRTFHRE 22
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EE T HRINAEIR Lambda XX , 5528 (Amazon AP| Gateway API| Gateway FE& A&
f&m) FHIEER APl Gateway Lambda R#EH .

a.
b.
C.

d.

f.

g.

HEEZ APINEES YR THRIFTTELINRESER,

EBZ ER, XE AP PERZLE R L.

BEUS EBRERE THRE,
HEEFRERALZENLETHRESER,

EB HTTP FFR#&E5H , M ABZ B AUTHORIZATION , REBEIMLE,
8 API BEER

12. FREEEESIRRIRDENNFHEENEAEEEFHRARENRES. WEEH
EEESANBEERNFEES , 528 (Amazon Cognito BB ABERE) PHNEAEE
E 520 BERE.

13. 1E5EK API BYAUTHORIZATIONEZEAFFAFEAEEEFABIOIE S 2 8FE.
14, REFHBEREHRE, FENBEBER,

Sample policy store

EREG B R TR EERS EZELBRTRE

1. ERHRBRERT , BEEMIBEREHE.
2. EHHISERERT  ERECANHSFICREF TEARENEE,

* PhotoFlash RHE % FH Web BRAREXEEH , AIHREMHE LT RARERAERNEE, £

RETLEE e, RN ERLRERRINASRERMENTA, IRFHEFE BTN
BYBAREE  WikE R BEREE,

- DigitalPetStore 28HIBAREN , EAARAILEMIEKATF . FF AL EEYUHE

£, BESRYATIE. FUREYNEFESCEARYERE. EVEFETUEREYHN
HEEA. LEEYRGIMRENEFE, ETIIENEFECHKAEREE, FTEHS
BERLESITENFREFANEURIE. EYBEEE8 R EERFIUE,
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@® Note
DigitalPetStore #HlBEFHEF T EBKE A, PhotoFlash # TinyTodo #i {5l BZE
FHRESEBEER,

* TinyTodo R —EHPHIEAREN , TREAERUERNEREE. FEHRBETUEENH
REBE , WiEEHATURARREERLEE.
3. BMEBELRENEFER K RRSEBELAFBRTFHRENGERBERNEZME.
4. BEEYHEREFHE.

BHHERFHRESEL MBS R FTRENBENEEBER, NFELETUASFBEKRE
MBS WEAEL BRI EFMER , 528 Amazon Verified Permissions #i 488 4% PR £
£l

Empty policy store
ERAZABRTFREHERBRF ZEVBRTFHRE

1. ERBEEERYT , BEEZABRERE,
2. BEBRVHEERTHE.

BIYZABRRFHERSIEFBRLR  EXRTBERTERE. WEEHFBEREHEZBIRIRNEEM
B , 552 BAmazon Verified Permissions BURF R EEBIE IR,

WMEABRKRFRERIBENFEMEDN , 5528 EIL Amazon Verified Permissions FFREEE M 2
31 Amazon Verified Permissions #8Z<E 5 B

AWS CLI
FH BAUZNEERZRE AWS CLI,
BT LAER create-policy-storel@EREB I BERERE,

(@ Note
ER B K BERFRIE AWS CLI ZE/ .

. EEFEEEBIER , 5528 Amazon Verified Permissions B BB IE IR,
- EEHMMEE , F52 08 &3 Amazon Verified Permissions FFEEHE,
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- EEMBBEEEESE | 528 B Amazon Verified Permissions BUR &4,

$ aws verifiedpermissions create-policy-store \
--validation-settings "mode=STRICT"
{

arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-16T17:41:29.103459+00:00",
"lastUpdatedDate": "2023-05-16T17:41:29.103459+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

AWS SDKs

O LAMEA CreatePolicyStore API B BEFME, WEFHMENR , 28 (Amazon
Verified Permissions APl 2Z18§r) F# CreatePolicyStore,

£ SDK £ AWS Rust FE4E Amazon Verified Permissions

AEERMMEH AWS SDK £ Rust FEE Amazon Verified Permissions B EFR &1, Lt E55]R~E0
AR REERE  HAEERAERETUREGEMES . #EHREXBEER SDK AWS for Rust F#Y aws-
sdk-verifiedpermissions K8 , ZARFERM —HBR AW T ERE AWS REEE.

FORIFAF

HB Al , BREEEEERKLRE AWS CLI, MBZEE 2% Rust.

. WIERHE WIETR AWS CLI , 5528 AWS CLI ZEiEr.,
- WFERTE WIET AWS CLI, ESH FHEEE 1 AWS CLIHHREMNBE A ERIERRE. AWS CLI
- HNFE Rust WFMER , 52/ rust-lang.org : // MIAWS B AR Rust B SDK Fi#& A E1E/.

EBFENRER , BRMRRRZMAE Rust PELE Verified Permissions.
RSP ET

EHRNBEATTIEE

- BREEHE BAK SDK AFiwm AWS
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Amazon Verified Permissions EREER
. BYBEGHE

. BEFREBEARESBETRENERE

. FRIE RS ERER
 EERREEER  UER—)

TE IE7E

Xa

AR EAREXE

1. 3 Rust B%E,

2. main.rs FATIEXBIK FHEMABEEERD :

use std::time: :Duration;
use std::thread::sleep;
use aws_config: :BehaviorVersion;
use aws_sdk_verifiedpermissions::Client;
use aws_sdk_verifiedpermissions::{
operation::{
create_policy::CreatePolicyOutput,
create_policy_store::CreatePolicyStoreOutput,
is_authorized: :IsAuthorizedOutput,
put_schema: :PutSchemaOutput,
},
types::{
ActionIdentifier, EntityIdentifier, PolicyDefinition, SchemaDefinition,
StaticPolicyDefinition, ValidationSettings
},
Iy

//Function that creates a policy store in the client that's passed
async fn create_policy_store(client: &Client, valid_settings: &ValidationSettings)-
> CreatePolicyStoreOQutput {
let policy_store =
client.create_policy_store().validation_settings(valid_settings.clone()).send().await;
return policy_store.unwrap();

//Function that adds a schema to the policy store in the client
async fn put_schema(client: &Client, ps_id: &str, schema: &str) -> PutSchemaOutput
{
let schema =
client.put_schema().definition(SchemaDefinition: :CedarJson(schema.to_string())).policy_stc
return schema.unwrap();
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}

//Function that creates a policy in the policy store in the client
async fn create_policy(client: &Client, ps_id: &str,
policy_definition:&PolicyDefinition) -> CreatePolicyOutput {
let create_policy =
client.create_policy().definition(policy_definition.clone()).policy_store_id(ps_id).send()
return create_policy.unwrap();

//Function that tests the authorization request to the policy store in the client
async fn authorize(client: &Client, ps_id: &str, principal: &EntityIdentifier,
action: &ActionIdentifier, resource: &EntityIdentifier) -> IsAuthorizedOutput {
let is_auth =
client.is_authorized().principal(principal.to_owned()).action(action.to_owned()).resource(
return is_auth.unwrap();

#[::tokio::main]
async fn main() -> Result<(), aws_sdk_verifiedpermissions::Error> {

//Set up SDK client
let config = aws_config::load_defaults(BehaviorVersion::latest()).await;
let client = aws_sdk_verifiedpermissions::Client::new(&config);

//Create a policy store
let valid_settings = ValidationSettings::builder()
.mode({aws_sdk_verifiedpermissions::types::ValidationMode: :Strict
b
.build()
.unwrap();
let policy_store = create_policy_store(&client, &valid_settings).await;
println!(
"Created Policy store with ID: {:?}",
policy_store.policy_store_id

);

//Add schema to policy store
let schema= r#"{
"PhotoFlash": {
"actions": {
"ViewPhoto": {
"appliesTo": {
"context": {
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"type": "Record",
"attributes": {}

},
"principalTypes": [
"User"
1,
"resourceTypes": [
"Photo"
]
I
"memberOf": []
}
},
"entityTypes": {

"Photo": {
"memberOfTypes": [],
"shape": {

"type": "Record",
"attributes": {
"IsPrivate": {
"type": "Boolean"
}
}
}

},

"User": {

"memberO0fTypes": [],

"shape": {
"attributes": {3},
"type": "Record"

}

}
}
}
1"#;

let put_schema = put_schema(&client, &policy_store.policy_store_id,
schema).await;
println!(
"Created Schema with Namespace: {:?}",
put_schema.namespaces

);

//Create policy
let policy_text = r#"
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permit (
principal in PhotoFlash::User::"alice",
action == PhotoFlash::Action::"ViewPhoto",
resource == PhotoFlash::Photo::"VacationPhoto94. jpg"
);
"
let policy_definition =
PolicyDefinition::Static(StaticPolicyDefinition::builder().statement(policy_text).build().
let policy = create_policy(&client, &policy_store.policy_store_id,
&policy_definition).await;
println!(
"Created Policy with ID: {:?}",
policy.policy_id
I

//Break to make sure the resources are created before testing authorization
sleep(Duration::new(2, 0));

//Test authorization
let principals=
EntityIdentifier::builder().entity_id("alice").entity_type("PhotoFlash::User").build().unw
let action =
ActionIdentifier::builder().action_type("PhotoFlash::Action").action_id("ViewPhoto").build
let resource =
EntityIdentifier::builder().entity_id("VacationPhoto94.jpg").entity_type("PhotoFlash: :Phot
let auth = authorize(&client, &policy_store.policy_store_id, &principal,
&action, &resource).await;
println!(
"Decision: {:?}",
auth.decision
);
println!(
"Policy ID: {:?}",
auth.determining_policies
);
0k(())

3. fE#imMcargo rundE A LETERXE.

MRBXFERIT , KR EET |, Decision: AllowREEZEREBRNBIR ID. ERTFED
BUZEMNBREFRE , WEMABEAR Rust B AWS SDK 1T I,
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BERE R
ERRRBRERER , FEEMBR.
MBRBER P K E

O] LAEA delete-policy-storefRERMPRIMEZMIE , PSEXAMPLEabcdefgl111111#§ BUX
AEMBRHBERTFHE ID,

$ aws verifiedpermissions delete-policy-store \
--policy-store-id PSEXAMPLEabcdefgl111111

MRKY , kS AEELE@L,
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"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyExamplePolicyStore": {
"Type": "AWS::VerifiedPermissions::PolicyStore",
"Properties": {
"ValidationSettings": {
"Mode": "STRICT"

iy
"Description": "ApiGateway: PetStore/test",
"Schema": {

"CedarJson": "{\"PetStore\":{\"actions\":{\"get /pets\":
{\"appliesTo\":{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],
\"context\":{\"type\":\"Record\",\"attributes\":{}3}3}},\"get /\":{\"appliesTo\":
{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type
\":\"Record\",\"attributes\":{}}}},\"get /pets/{petId}\":{\"appliesTo\":{\"context
\":{\"type\":\"Record\",\"attributes\":{}},\"resourceTypes\":[\"Application\"],
\"principalTypes\":[\"User\"]1}},\"post /pets\":{\"appliesTo\":{\"principalTypes\":
[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type\":\"Record\",
\"attributes\":{}}3}3}},\"entityTypes\":{\"Application\":{\"shape\":{\"type\":\"Record\",
\"attributes\":{}}},\"User\": {\"member0fTypes\":[\"UserGroup\"],\"shape\":{\"attributes
\":{},\"type\":\"Record\"}},\"UserGroup\": {\"shape\": {\"type\":\"Record\",\"attributes

\": {33333}

}
}
3,
"MyExamplePolicy": {
"Type": "AWS::VerifiedPermissions::Policy",

"Properties": {
"Definition": {

"Static": {
"Description": "Policy defining permissions for testgroup
cognito group",
"Statement": "permit(\nprincipal in PetStore: :UserGroup::

\"us-east-1_EXAMPLE |testgroup\",\naction in [\n PetStore::Action::\"get /\",
\n PetStore::Action::\"post /pets\",\n PetStore::Action::\"get /pets\",\n
PetStore::Action::\"get /pets/{petId}\"\n],\nresource);"
}

.
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"

I
"DependsOn": [
"MyExamplePolicyStore"
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]
1,
"MyExampleIdentitySource": {
"Type": "AWS::VerifiedPermissions::IdentitySource",
"Properties": {
"Configuration": {
"CognitoUserPoolConfiguration": {
"ClientIds": [
"lexample23456789"
1,
"GroupConfiguration": {
"GroupEntityType": "PetStore::UserGroup"
},
"UserPoolArn": "arn:aws:cognito-idp:us-
east-1:123456789012:userpool/us-east-1_EXAMPLE"

}
},
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"
I
"PrincipalEntityType": "PetStore::User"
I
"DependsOn": [
"MyExamplePolicyStore"
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HEBEEREIRESRE P, BUMEEREYHEERERRE , URBRMEHMHEPHNEE,

ZE# AWS CloudFormation £ A &1# Lambda K& , HEEFBREXEREMBEED LNBES
SR,

BT LAE AWS Lambda A FHREEH R, EEEZBEREMRE AWS [EE A 124, Wig
EFEA NEEEBAVPAuthorizerLambda, MRAREEVIZE AP EREBEFRE K FEHARH
By XA oi B R R 2 3T ' P BE B SR A7 AR 28 3T Y ER

BREEREN Lambda BEF S B

Lambda BAE(E Uk EEHE1E | 7 Amazon CloudWatch PR EFAAGE R, EERBENAER , F&
Lambda FEEREREHNEHE , AR BEERRSIEZER, ZBHHRA CloudWatch BEF , B HFEE
HPHIER,

WE Lambda BB HFEMEEMER , 528 ( AWS Lambda B A SR FHER £/H Amazon
CloudWatch Logs AWS Lambda,
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K Lambda ZEH F1FHE

R AP EREBRERENRER , BAEH Lambda BEFEZEZ M APl, MMRIETE AP
Gateway FEEHFHRAERES , AIBEFHENEMERTE S AR ERIBE, AP EFZBESE
HELERIEE AWS CloudFormation Ht&dr,

ERFHFVSEEEVEFERFEREGEENER RESE, MRECHMALER , BT
CloudFormation £ & , WiESKIAHE L, BIEMNBMWAVPAuthorizer-<policy store
ID>, CloudFormation fEt BB HPIRHE SN FHBERENA.

WFY CloudFormation ERETHRED BNV , FFSEAWS CloudFormation ( A &) +
#y¥t CloudFormation 4T R FE 2 K.

EH APl (uRAFLE VPC # | S ARES

REFT AT X EEIR VPC A FH Lambda REH . BHLAE API MARESH Lambda BNBIZ
[ B R B B £

REREREREPEEEMEREEM

AP EREBREREEFEREAEFFINBFESETERBATIR, EEENENRERRNE
BHMERERYE  FEELEMESIENEERS.

& AT LA#% Amazon Cognito A EEEMNFFZ ID MEFEIENESHEZ Verified Permissions BUER R
R, Bl KREHEREEE ID ZFF P EemailBESL, MEFEBESREN T 2 R RHIEE K
KNFBES , F2H S5 REEFTHHFEE BRI,

BREEXNEEFE, BFRRBEERERBM

APl BREBRFHEREEIMN Lambda RS Zpoint-in-time& R, ©MEEEILEREEHN API
MREE, BHREHREZEBERTEREIMARBHERGEE , ST EXTMBERRIBEREHE
#XApplication&R,

EEREME — BENEE — BELWN AP B BUXAEHBERTFRE , TeETHTNBE. £t
HAFHIEH Lambda REF , UEEFBFENRERB R, SUUEFFHETNBREFRE , AN
EHRANBERERE,

EEEHMRAVBRERE  FESHREN B¥. RERPELNRBTNES , YEHTURERN
BiE, BHEIAR, RE_ RELHEEEAUISHNBENBML,

ISR E 39
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il BRBUCR 17 T [

&EAI LAl AWS Management Console 3§ fitlBk Amazon Verified Permissions BURF K [E AWS
CLl, MRBUIRTFHES KA MBRBETKEHWEEIERMETABER.

i BR AR E AT B L BAMBRBER R E, BB BIAMMEFNBERF R ESNESRBAMEREE AWS
Management Console, &t , ©E&&¥%EiB API 5 SDK RIUZ I EREEREFEH.

BARERATIRERRMEEMBRBERFRE

- BREFIEEREPITHBREFRENESE, NFFAES  F2REFENEE,
- BFEBXEZHAFEARXHPNEF  RETFTBEEXBREFRE,

AWS Management Console

il BR B SR 7 A

1. BARK Verified Permissions £ &, BEBENBEREFERE,
2. EEANEEERD , 1B Settings (RE)o

3. EEMRREBERIFRIE.

4. EXFHildeletedhE A , REBBEMER,

(® Note
MRBAMBRRE  BCLALRERT , TREEMR. EEEFA  FEIERAMRR
o
AWS CLI
I BR BRI

B LAEA delete-policy-storeBRERMERBEEZMIE , PSEXAMPLEabcdefgl111111 A%
EMBRAVBERFRE ID BUK .

$ aws verifiedpermissions delete-policy-store \
--policy-store-id PSEXAMPLEabcdefgl111111

MREY , kS AEEE@EL,

MBRBEFRE 40
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® Note
MRENBRFHRESRAMBRRE , BLALEIT update-policy-storefR /L= M
BRIRE

aws verifiedpermissions update-policy-store \
--deletion-protection "DISABLED" \
--policy-store-id PSEXAMPLEabcdefgl11111

MIBR B R I7 R = 41
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Amazon Verified Permissions IR ZH B 5B 1R

EEEAREARRXEEERANGEEBEYS  UREARREEESZRDARREANSE, BES
& Verified Permissions # Cedar M REBFEBIHACENER , F2E EBELAXE,

MEFHMES , F2E _(Cedar BRFES S EERM) T Cedar fatB iR Ko

(® Note

£ Verified Permissions REREBERRIZAY , ERZIBEERAREEER, EREYTH
BUR B | Verified Permissions A AE A BB ARBEFHENFFHSZENEBNEBM ,

R AREENEERFITANBERER, NRERARERS  AFRMETBELEFSREEE
S

AWS Management Console
BV R

1. BB Verified Permissions £ &, EEZNBEERE.
2. EERIBBEERF , BEEABRR,
3. EEEBEITHEBRR,

AWS CLI
EERIMOBEBHER , HEH BRRAHOEBHER AWS CLI,
WA AT R T FIEEBIN AWS CLI S T REL BUERFHE.
AEREE T3 Cedar REHEBHIR -

{
"MySampleNamespace": {
"actions": {
"remoteAccess": {
"appliesTo": {
"principalTypes": [ "Employee" ]
}

42


https://docs.cedarpolicy.com/overview/terminology.html#schema
https://docs.cedarpolicy.com/schema/schema.html
https://console.aws.amazon.com/verifiedpermissions/

Amazon Verified Permissions EREER

},
"entityTypes": {
"Employee": {
"shape": {
"type": "Record",
"attributes": {
"jobLevel": {"type": "Long"},
"name": {"type": "String"}
}
}
}
}

BB LH JSON RHEE—17FE |, ¥7E JSON BiEM ELEERERNES : cedarIson,
SIEEHIEA T Sschema. jsonBERAR , HPEE JSON R E H MR,

® Note
LENEHSTRIFARETHYE, CLAEETHHERERER , IS RERTE,

{"cedarJson": "{\"MySampleNamespace\": {\"actions\": {\"remoteAccess\": {\"appliesTo
\Il:

{\"principalTypes\": [\"Employee\"1}}},\"entityTypes\": {\"Employee\": {\'"shape\":
{\"attributes\": {\"jobLevel\": {\"type\": \"Long\"},\"name\": {\"type\": \"String
\"1}},

\Iltype\ll: \IlRecord\ll}}}}}ll}

$ aws verifiedpermissions put-schema \
--definition file://schema.json \
--policy-store PSEXAMPLEabcdefgl111111

{
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"namespaces": [
"MySampleNamespace"
1,
"createdDate": "2023-07-17T21:07:43.659196+00:00",
"lastUpdatedDate": "2023-08-16T17:03:53.081839+00:00"
}
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AWS SDKs

EOLAEF PutSchema API EY BEREHE, MEFMER , 552E8 (Amazon Verified
Permissions APl 2Z158) #H# PutSchema,

w05 R I R B A AR

E & 1E Amazon Verified Permissions AP EEGEEHRE K SETERGEELINERERNS
B, BUERBIERNDS JSON EXFREFEZEER, REBEXTEEAFEHASERENEH
BRAMNBME  LLEHRGEBIER, A JSON #EX |, LA LUEREE JSON RS PR EHE B R
JSON X1,

Visual Mode

ABEERHERREESRE-RIERRE  RAGBERPERCBNER. ZERRUSALE

REVRE. EMETHNERX

- BFEER - BIEERBRIHEERRERETRENZERARE, AMNEERANTHDHE,
URAFAERATEFNER, BERCBNTRREEARILAFETABERRNBFELNR
R, MREHEBFERAELIWEERBNER  BLEECMBEELXERR , FREAFTR
ERBRTHER, ENEEUEEBEMUSE YR TUAMBRTEFEEN, EFKt [F
1 BEREE | ZTAEE] &2  UEFRKRTEEFHASERNER,

- BEREEER -EREEBERZERZIANERCBANER, ELEETHEBHRPHNE
ERRRERE , FRELER, BEEHFEEEEERL  URATHEREFN X REBR,

EEXRT  FIHABHEATERERNDENRE. ECOETIRASEDERERERN
METE  EERRERER. EREAREURRAFEEN,

ERBIEXTIREBEERES IEBHER

1. BARX Verified Permissions =2 &, BELENBERERE.

2. EEREEEREG , BELBHR.

3. EERBAERN. nREREARER , URACEHEBRERETHEE, SOLLEEK—E
EREGE , Ut HEEMERNERER.

4. BERFEEBELR,
EHEEAERRY  WARBHERNGEZE,
EERERERY  EEMEERER,

m BB 44
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7. MABRNER.

8. (ER) BEEHMEXER , UHMEHERMBNRXER., EERROCHTEZTERNRE  FR
BEREEBENBR,

9. ERENEEM A KEBMWEEER. HABMEE , TABEBNSEBHEEBME
#, Verified Permissions E##EBHABERREEFAEENBEE. ENSEABMHRS
AVE, ZEBROCHEZERNEY K FEEBUEZENBR,

10. EBIEMEERER  SERNEZEBHR,

1. EBMERRT , BEEREDHE,

12. WABERNERE,

13. (EA ) BEFEERUFEERDENEREE, TEBRCHEZBENERER A FE
BEEREREBENBER,

14. (BR ) BEFEIRUNEEASENEIRER, ZEBRECHTEEHENZTAER | B
BEZEARREIBENBR,

15. BIEMEEMY , U ETHEEREBRIBEATNEYE. WABLER , YASEBME
EBMER, Verified Permissions 8t ¥#E B AREFEBREEAIEENBMLE, ENEEE

ERALE, EEBRCHEZIHENEYE  FEEBESNBKR.
16. EEHERE.
17. BFEEREANBFENEEREBERER K BEREFEE,
JSON mode

EITERE , £2FE 3 JSON RmERSRIF JSON B ERTBLNERG , L ERBEFRRIERAN
B, %!&Eﬂ%i&’mﬁﬁ FIRRE, A, EFFERLO JSON WX |, AEEETENRRER
A Mt JSON , AR S EHUFESFAHH JSON 1Ko

£ JSON BX T iREC BRI I EBHER

1

2
3.
4

BARK Verified Permissions £ &, EBELZNBEERE,

EEREESERT  BEGEHER,

##E JSON X , AR BREFFEZBHR,

EREWMAPE A JSON FEERNAS. EAMERZEERZE , SR LA[ELSBHRN
B, FALURERKN{L JSON , UEARZHNBENMEIERELEBHERR JSON FEit.
BERTEE,

m BB 45
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EYF Amazon Verified Permissions BB 3518 X

& 0] LATE Verified Permissions AR EBEREBRBER | IR BHREER A HE BRERERNEEE
RHEITERE

/A Important

ECHBBRRBRER  AMEERUNENBERIBRREANEDHERBERTRETNEBIE
BRETERE, MRBEAY , ERBFUSHEBFERER, Bt , RAEBLERBEAEN
FEARERE  YRAMTETIRE  YERARXEREEREFEERIERAK.

AWS Management Console
REBEREFHENBRBEER
1. BARX Verified Permissions 12 &, BEBENBEREFERE,
2. EERE.
3. EHERBRIEAERY , BEENR
4. HATUTEE—E:

- FERABRBRELBFMTHAEEREERLAHBENEBERETRE  FRERK
(&= ) EERE.

- FEBMBCRBENBRRE , FEERMERRKRE, BA confirm UHRREERNEHS
THIHENERERETRE.

5. i#iZ Save changes (FiFEE),
AWS CLI
FEBEXEERENRIFEN

& LAME A UpdatePolicyStore #4E , 3% ValidationSettings Z2BIEETRENE , REFBREEK
EMNRFEX,

$ aws verifiedpermissions update-policy-store \
--validation-settings "mode=0FF",
--policy-store-id PSEXAMPLEabcdefgl11111
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{
"createdDate": "2023-05-17T18:36:10.134448+00:00",
"lastUpdatedDate": "2023-05-17T18:36:10.134448+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"validationSettings": {

"Mode": "OFF"

}

}

WEFMER , F2H Cedar BRFESSEBETHNEERE,
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Amazon Verified Permissions B3k

BRERAFIBULEZTEAHEREN —RZEBHENHRLER . SEAREHSE IR EMOBERETHM,
MENMEBANFT( Cedar BRHEFMEN |, 5520 (Cedar HEFESSEIER) PHEEFEBER
8y Cedar BURER TR

/A Important

ERRRSERTA. BRVBEMN Cedar BURK , 187 LATE 2 ARS8 T =AY ME — R BI AT
B EBREER T IREERR

- HFTA E 88 M E IR B ~F £ F & A BV ME— 38 B &F (UUIDs).

fltn , RFEAEjaneBFA LT , MEHEERBHMAFEAHER jane , AIXFFERESED
ERNHAZE NBEBETHREARARUser: :"jane", Cedar EEXE D HERAEMEER
E, EAREARNEIHBNEREBNGT. EEARBEE—BEXETSEREANBBFT , U
BRETERABRRFPEEEZRNFMENAR FEIRE,

MREHERER UUID , RMEJEEH / FFwEENERN "5, SBRERTE.
EEPNRENBRERZEMR, S0 : T8 == Role : : "a1b2c3d4-e5f6-a1b2-c3d4-
EXAMPLE11111", /| B2 8

s BOEERIEFRNE —BATFHISEARD, BARBBEN., ELBFISHE
AWS CloudTrail #RZEAR LA BFEER A,

ES |

« 33 Amazon Verified Permissions FREEB K

- f®#8 Amazon Verified Permissions & REBUE

- FEAR

- {#A Amazon Verified Permissions jBI5 T &
« Amazon Verified Permissions i1 B %

23 Amazon Verified Permissions #FEEEE

FANATRETHEEE LA R LEMEEARINEEERRTEENSE, BEBEITE
principal# M4 EE , resourced E{HF AR RERE,

2 FREHER 48
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AWS Management Console

B FRER

1.
2.
3.

B Verified Permissions £ &, BELZNBEEHE,
EERINESEERKSF |, #IZ Policies (BUR).
BEEBRVEE K ARBREEIFREECE,

@ Note
MRERRECANBRERAR , FHILR S , WRBRUBE T —ENBRER.

EBRMRERT , BEFEBRFAHRR , HRRBAFHEL. NREEERFT , XS
RABRAHERATEE, A, IREBEREL | BRTFAFETAHERATEE,

EEXBRHEERVY  BEEBREEANEREE,

- BEREZRFRA  BBEXREAEREZRRA. EEBAHRZLERIBERTEERSF2 TR
R B REBEME BT,

- BERFEARA  BBEXREAEZ—MHEZREA. EERHEMVIRAZEFERHE,

- BEMAERA  BERERIBRFRETNABEETA.

REREEMLS , BEREBRSEANEREE,

- BEREER , SEXREAEREER, FEEBREEACERNEREEMEBR,
- REEREE  SEREAZERFE, fERFEMCTAAERFERTE,

- BEFBER , SEREAZBREFREFHFREER,

EBFHERRT , EREBRSEANEREE,

- EERENEFSE  BBRERE-ADF. ENEZABRRZBFZHRET .
- BEMBDE , BEREAZEBREFRETNFREEIF,
BET—F,

EBRERYT , REEH Cedar BUER, B LLURERNL , UEREBNEEMNBEIERERL
BURKIFE L, MEFHMEN , 528 (Cedar HEESSE1EmR) T Cedar FHEREE
2,

. EFMEFARERD  WABRNEAEL.
C EBEERVBUR,

BVBEEREK 49


https://console.aws.amazon.com/verifiedpermissions/
https://docs.cedarpolicy.com/policies/syntax-policy.html
https://docs.cedarpolicy.com/policies/syntax-policy.html

Amazon Verified Permissions EREER

AWS CLI

<

BYBEBR

&R LAE R CreatePolicy RFR VU HFREBE, TIHHSEIHENFEICK.

$ aws verifiedpermissions create-policy \

--definition "{ \"static\": { \"Description\": \"MyTestPolicy\", \"Statement\":
\"permit(principal,action,resource) when {principal.owner == resource.owner};\"}}"
\

--policy-store-id PSEXAMPLEabcdefgl111111

{
"Arn": "arn:aws:verifiedpermissions::123456789012:policy/PSEXAMPLEabcdefgl11111/
SPEXAMPLEabcdefgl11111",

"createdDate": "2023-05-16T20:33:01.730817+00:00",

"lastUpdatedDate": "2023-05-16T20:33:01.730817+00:00",

"policyId": "SPEXAMPLEabcdefgl11111",

"policyStoreId": "PSEXAMPLEabcdefgl11111",

"policyType": "STATIC"

#mE8 Amazon Verified Permissions BFREB R

BO L EBRRERETREREENFBREBR, FREEEZEENBREBR, EESFHNEZBEK |, &
AEHMBORE AR, MFEFHMEN , B52BmEE Amazon Verified Permissions B & 7K,

BRI BEBRERRN THITE

- B¥action2ZEH .
- {&4F4a , a0 whenHl unless,

BELEFHERRNTINE, FESFAMELRR , KFEMRAENREILBR,

- RPEBRIEREZBRNBER,
« RHE permit= WHBEBE MR forbid,
- BREBERprincipalZEM .

. BREBEresourcezEM .

A

BT REIR
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AWS Management Console
RETREER

1. BARK Verified Permissions £ &, BEZNBERFRIE,

2. EEAINEBEBE®RD , EIE Policies (BUXR).

3. ERERENTFREBESNRERSE  RAREERFE,

4. EBERANERF , EFFERRN actions &4 Fa., BELIEFHREN =
principalresourceBIERM R,

5 EEEHBUK.

(® Note
MEEBEFREPBABRRE , AIEMPREBEREER Verified Permissions 1R 1%
BREHMEFHNEBERARERER, NREFVBEBRREAREBRRT , RESLH, M
BT EmEEMR.

AWS CLI
fm R R BUR
&R LAER UpdatePolicy REREBFEHE. THHEMSHEFENFEBR.,
& HIEA ERdefinition. txt RIEBKRER.

{
"static": {
"description": "Grant everyone of janeFriends UserGroup access to the
vacationFolder Album",
"statement": "permit(principal in UserGroup::\"janeFriends\", action,
resource in Album::\"vacationFolder\" );"
}
}
o HSELRE.

$ aws verifiedpermissions create-policy \
--definition file://definition.txt \
--policy-store-id PSEXAMPLEabcdefgl11111
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{
"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:33:37.382907+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityId": "janeFriends",
"entityType": "UserGroup"
1,
"resource": {
"entityId": "vacationFolder",
"entityType": "Album"
}
}
RS

ABARHEBRARMEENES , EFBREFTEA. BEIEFNE D, FREREERAR. BAER
BAFFRE—HERE IP it EE , IRBEEENFERAECHER MFA BARK, ZHEARETURE
BUtARN TERBRER , BEAARHEIEBEAREFS KR, Verified Permissions REFE R P RBER
AL contextMaptEHEH A JSON &=,

RALABNEFIRBEFBEFRE, FRERE , FEENARREPEY DigitalPetStore FHIIK
REHE,

THRAMHERIZEEH DigitalPetStore BERFHE , EF AR E AP —{E Cedar ERIFEEL,

"context": {
"contextMap": {
"AccountCodes": {

"set": [
{
"long": 111122223333
1,
{
"long": 444455556666
1,
{

"long": 123456789012
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}
]

},
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore::User"
}
},
"MfaAuthorized": {
"boolean": true
.
"NetworkInfo": {
"record": {
"IPAddress": {
"string": "192.0.2.178"

1,
"Country": {
"string": "United States of America"
1,
"SSL": {
"boolean": true
}
}
1,
"RequestedOrderCount": {
"long": 4
1,

"UserAgent": {
"string": "My UserAgent 1.12"

}
}
}
REABRTHNERER
Boolean

i truesifalseff, ELEHIF , truelIFmMEMfaAuthenticated R REFERRBR
HIEFZHCHTZEEEZRH.
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=

AXXE
RETENES. SERETUURAMEMENER , WFXHEHIAMRT , B URTERENER , g
RBEMRES, EHEHP , FFHE 3 EFRERRFHERB

F R
F&, BFRHFROFS , " FEE. BREHF | UserAgent FEAREF ARBRBIZET
ErBIELR.

Long

BY, E0&EHF , RequestedOrderCountRRUBREZFERBRNEBEITEMELEN
Ry — T8 5
SO 8%

BHNES, BLREFRRARPETELEM. EFEREANBERERELAEERERDE
EHERNERNEME, EUHEFP , NetworkInfordSE I SFEAERE IP. AFIRREN IP i
BE , ARG inENEEER,

Entityldentifier
ERER entitiestEHPEENERNBMHSE, EHEFD , FAEIEFESHET &EBob,

% E7 DigitalPetStore EARX P RFEMEF AR , BLBEEHBER entities, BHBKRERER
BER , UREREFAG - ISFTENBREECER,

&£ DigitalPetStore AEZRERE

DigitalPetStore —B#A T = IEE BN BERFRIE, bT@ETﬂ_ﬁEﬁE SENBERIAREMYE , UXE
BHAEZRNRE, BECALATEATGEFIRERB R , FHBRETFTHENREBZRETTIER.
NECEAFIEREAMAABHNARBES , F2E H%E?T?—HNEHO

Schema

BTHEHREAZANBERENEEBER , UXEFNABBM, £ GetOrderfactionsE
¥, AR

"GetOrder": {
"memberOf": [],
"appliesTo": {

"resourceTypes": [
"Order"
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]I

"context": {
"type": "Record",
"attributes": {

}
iy

"AccountCodes": {
"type": HSetH’
"required": true,
"element": {

"type": "Long"
}
},
"approvedBy": {
"name": "User",

"required": true,
"type": "Entity"

.

"MfaAuthorized": {
"type": "Boolean",
"required": true

.

"NetworkInfo": {

"type": "NetworkInfo",
"required": true

.

"RequestedOrderCount": {
"type": "Long",
"required": true

.

"UserAgent": {
"required": true,
"type": "String"

"principalTypes": [
"User"

Z2EREFERABNetworkInfoF B A WrecordERIIER |

AE ZHNERERPIEU TR

B, LEREBHERPEI commonType B#actions, commonType BER—HAXLABM , &7
DNERZTENERE.
B e 55
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"commonTypes": {
"NetworkInfo": {
"attributes": {
"IPAddress": {
"type": "String",
"required": true
.
"SSL": {
"required": true,
"type": "Boolean"
.
"Country": {
"required": true,
"type": "String"
}
},
"type": "Record"
}
.

Policy

TIRRERELREHBERENARTRRZNGFF. CURTNBFREERLER , YHAEEFS

At - NEITE, LBRSIAEERHIFERNEZTTARERNERE,

permit (
principal in DigitalPetStore::Role::"Customer",
action in [DigitalPetStore::Action::"GetOrder"],
resource

) when {
principal == resource.owner &&
context.AccountCodes.contains(111122223333) &&
context.approvedBy in DigitalPetStore::Role::"Employee" &&
context.MfaAuthorized == true &&
context.NetworkInfo.Country like "*United States*" &&
context.NetworkInfo.IPAddress like "192.0.2.*" &&
context.NetworkInfo.SSL == true &&
context.RequestedOrderCount <= 4 &&
context.UserAgent like "*My UserAgent*"

};

BMREEREEGTENFER , LAFSRANEEFRNEMRBERLE

FRRHIRE
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1. FEREBEXEDHFER MFA A,

2. FEAEK Web BB User-Agent B BB EFH My UserAgent,
3. FAENLERBREIR 4 BRELMETE,
4.
5.

HEh—EERAENRERIBAER 111122223333,
FREN IP it X EREER , BEXABNAMNBRN T/ERKES , BE IP it A B H

§8192.0.2.,
6. EINACKEHTE, ERERBRN entitiestEzH , BFIEELTEE ACRBobIEH
#ZEmployee,
Request body

FREENEBERMBRRERRENEZE , BB ILREFRERLE Verified
Permissions AP| 21E IsAuthorized, B E , BentitiesBHEE WEZBob , IAEA WA
#&Employee,

{

"principal": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"

3,

"action": {
"actionType": "DigitalPetStore::Action",
"actionId": "GetOrder"

3,

"resource": {
"entityType": "DigitalPetStore: :0Order",
"entityId": "1234"

3,

"context": {
"contextMap": {
"AccountCodes": {
"set": [
{"long": 111122223333},
{"long": 444455556666},
{"long": 123456789012}
]
.
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",

FERBINE =
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Amazon Verified Permissions

ERAEER

"entityType": "DigitalPetStore::User"
}
},
"MfaAuthorized": {
"boolean": true
I
"NetworkInfo": {
"record": {
"Country": {"string": "United States of America"},
"IPAddress": {"string": "192.0.2.178"},
"SSL": {"boolean": true}

}
1,
"RequestedOrderCount":{
"long": 4
1,

"UserAgent": {
"string": "My UserAgent 1.12"

}

},

"entities": {
"entityList": [

{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
I
"attributes": {
"memberId": {
"string": "801b87f2-1la5c-40b3-b580-eacad506d4e6"
}
},
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Customer"
}
]
I
{

"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Bob"

FRRHIRE
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},
"attributes": {
"memberId": {
"string": "49d9b8le-735d-429c-989d-93bec@bcfd8b"
}
.
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Employee"
}
]
},
{

"identifier": {
"entityType": "DigitalPetStore::Order",
"entityId": "1234"
I
"attributes": {
"owner": {
"entityIdentifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
}
}
I
"parents": []
}
]

},
"policyStoreId": "PSEXAMPLEabcdefgl11111"

{8 - Amazon Verified Permissions BlZA T{E&A

£/ Verified Permissions JBIEA T4E#& |, FEB¥ Verified Permissions B 11T 15 55 5K 30 BI 5 0 5%
g, ARAECEALEENSERYETRRFTHRERN Cedar BEREEREFZ R, EAUEAE
REFRE , EREEXH JSON E#X 2B, MENFEEFNFT L Cedar BERHFFMEN , 57
B/ (Cedar BUREESZE1EME) T Cedar FHEXRBIRER.
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® Note
E 12 A Verified Permissions IR HHIREFERE , B THMERERPRHZFTANER

By

BEMABRN—Br. T8 , BELZTSHENFMER. cALAEEBERPEER

REFERHEE, SEIEHMERERTREBRF,

MERREITEANRBCBEINRE , 5528 AWS YouTube #8i8 E# Amazon Verified Permissions
- Policy Creation and Testing (Primer Series #3).

Visual mode

(® Note

BYAERRFRERERGEBHEL  TREANZSHREBIEN,

ERBIRENPREBE

el

10.
11.
12.
13.

BARK Verified Permissions £ &, BEZNBREFERE.

EERBSEERD , EBEEARIEA

BEREEN,

EXRESRYD , #EBERTNETRERPREFTRBENGE, EXFHRTPBMAZTTEANE
B,

(ER) BEFERXE  REENETAFTERXEER. FEBREFHEZIRNIRKR , BB
BRREBBENBR,

REEERBNSEBHEEEME. IRAEAEREESRRPIEENEMLE.
EERERYD , BEEZXALERENER, EXFHRPBAERNBRLR.
(EA) BEEFERQEUHNEBEEERNRIEER, EEBRENEEERNIE ,
HEBENBR,

RECERNSEBLEEBME. IRACEHEREEBRPIEENBEMLE.
EBERERT , REEEZEXANERNEREBEEETBEZEZTEAEEZRENBE
REEBFENSEBHEEEME. IRAEAEREESBRPIEENEHLE.
(ER) THUERERD  EENEERUGTEENARERRNER,
RTIAUXBFEPEZERADNT , ARWABRBIIR.

3
i
W

RRBER
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14.

15.
16.
17.

T

(2R ) BENMEVEUHEEEERNUAER. ®EBROCHTEZEENR , FEER
HEBENBERR,

RETEENSEBMEEBLE., ARAERARERERRPEENBMLE,

EEER  SERNEEAEE,

BEHTRERR , LERBRFRED Cedar BERIVREF R, AHTHEASERAFFRIE
BIERMVRE , AR AR R BERSFHE I BB EHRNEF.

JSON mode

£ JSON &= AR BUR

1.

2
3.
4

BHRX Verified Permissions £ &8, BELZNBREHRE,
EEREESEED  BEARIEA,
ZE JSON &=,

EFERFAETERT , MRECERERHER , FREBHRPNZFEARETEERTA
REEF, EXFHRPEAZTEANEBIRT.

MRERBERGERER , FEERARNBEXFHRPBAZTTA,

MREEERFBER , FREBHRPNERERPREER, EXFARPBAEROE
pIES

MRERBERGEEHER , FEEBRNFHARIBAER,
NREEERFERER K FRIEEZFXTANERNBERBEBTEFEEDE.

MRERBERGERER , FEDEXFHRPBABF,
EATRMUTBAZRBENBRAT. FRABRRTARRERRNAEME
HEEMUT GARTERERRNEBREREBLE,

BEHTRERR , LERBREFRED Cedar BERIEREF R, AHTHEASERAFRIE
BEERIRE , LR BEEF#EBER S 4 ER E HRNEA,

;&III

Amazon Verified Permissions &35 Bt

HETEN —LHEREFREARN Cedar BEREIH| , HLAIZ Verified Permissions-specifico &
ABERERE Cedar KBS SEEm , YWBEEHDP, WFE Cedar BEREZNFHFMERN , 2
B (Cedar BEEEEESEER) TH Cedar PHWERBERERE.

BrREf)
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BR A

- RFAFEERIER

TEEE R

- AFFREAER
ATEIERNEMY (ABAC)

- ERFW

- FRAFERKRTERSEFZHEY

- FAMKRTERSERMY

« B Amazon Cognito ID Z&F B M
- RELOIDC ID #HBH

« B Amazon Cognito ZHFZHF B M
- KRB OIDC FEUERBM

L
* Ju

L]
A\
c.

ERERRRARSEZRHBE

T &AM ERERRRESEFTBERER,

WMFEFE Verified Permissions FRBEHREAFZFHBENFEMENR , #2808 S50 RUEFTURHFEE
BRI,
permit (
principal in MyCorp::UsexrGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource
) when {
principal["cognito:username"] == "alice" &&
principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal has email && principal.email == "aliceeexample.com" &&

context["ip-address"] like "192.0.2.*"

ERHMRTNERSEBMN

T EHI RN ERMRTERSEBENER,
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WFEE Verified Permissions FRIBERFPEAFZRBUENFHAER , F2RA K2 REEFZRRAEE
BHR,

permit(principal, action, resource)

when {
principal.cognito.username == "alice" &&
principal.custom.employmentStoreCode == "petstore-dallas" &&
principal.tenant == "x1llapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"
};

[ Amazon Cognito ID Z&RFB 4

LU 4R E a2 Amazon Cognito BN BRSE ID ZRHB M4,

WMEFEE Verified Permissions FHBRPERFZHBUNFAENR , F20 E5 o REEFHRFERS
BaA,
permit (
principal in MyCozrp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource
) when {
principal["cognito:username"] == "alice" &&
principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal.tenant == "x1llapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"

I

KB OIDC ID 2Bt
BT 8561 RE ML OIDC HERMEY MESBE D THBM.

W7 Verified Permissions FHVBER P EAFRBHENFMAENR |, &
BER,

N
&5
S
iy
@
5>

T REEFHRFER

permit (
principal in MyCorp::UserGroup::"MyOIDCProvider |MyUserGroup",
action,
resource

) when {

& B Amazon Cognito ID F&F B 1% 63
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principal.email_verified == true && principal.email == "alice@example.com" &&
principal.phone_number_verified == true && principal.phone_number like "+1206*"

i

Bt Amazon Cognito TZEVFRF B4
AT €A RE MM BUER | 22Z 2 B Amazon Cognito FYFEUVER B 14,

WZETE Verified Permissions FHBE R EAFABUHNFMEN |, B20 S5 REEFHREERS
BER,

permit(principal, action in [MyApplication::Action::"Read",
MyApplication::Action::"GetStoreInventory"], resource)
when {
context.token.client_id == "52n97d5afthfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI/mydata.write")

};

[BR OIDC FEUER B M
AT 6 B TR R | SR E OIDC $EBNFIER B,

MFAE Verified Permissions FHERS EATHBHNFMET , BSM 50 RHETHR
BRI,

permit(

principal,

action in [MyApplication::Action::"Read",
MyApplication: :Action::"GetStoreInventory"],

resource
)
when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI-read")
};

B Amazon Cognito FFELFZ B 1% 64
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Amazon Verified Permissions B 5k &5 4% Fl &5 4S8 &5 B R

ECEHRINHFTS , BREAREHR principal. resourceSMEBRZEMNENBIR, EEEBFEH
BREAREERERER, EERBERERR , VERBEREAE T SERELBE, BREARATE
RBE X, AREZETBNERRREA, BRELANEFTERMEFEAZRERANMEREH. W
EHMER , 528 (Cedar HEEE2E1EmM) FH Cedar BERE A,

Bign , THBREASERABREAN ERMNEREM Edit, H ReadCommentFF ],

permit(
principal == ?principal,
action in [Action::"Read", Action::"Edit", Action::"Comment"],
resource == ?resource

);

MREEEditorRIBHEARYEZA NEK , EZRAMEERABREERNRERE , ZNERAERX
EEVEE , REFTHRERARN. ®EMNTRER.

BERERRTE , S ERHEEBHEN. LEREHAG , MREERBEREARPBERComment
1, BEGEEZHAIRBIAELINBRBER < EH , ERRFEEN TR ELEHBRENER

HEATET R o

WMEE L EIEL PRSI |, 552 Amazon Verified Permissions £074%58 4% Bt 5 2541 o

3 Amazon Verified Permissions B & &7

EAILAE A AWS Management Console, AWS CLIZk AWS SDKs , 1 B B 3% /Y 5F 7] Fh 22 31 BUR

T, BRELXAFERHR —R , RAREZEFIRBVNERBEERA. BYBERELR2E , BOET
BREFHR , LR EERNEREABRER, WEFMEHR , FSEEIL Amazon Verified
Permissions #3458 #E BUR

AWS Management Console
B BUREA

1. BRX Verified Permissions £ &, BELZNBERERE.
2. EEQIBEEFKTP , BEBEREHA,
3. BEBRVBOREAX,

BYBREAR 65


https://docs.cedarpolicy.com/policies/templates.html
https://console.aws.amazon.com/verifiedpermissions/

Amazon Verified Permissions EREER

4. HEFMEAERTD  WABRELRHER,

5. EHEREBEARAAXEERS , FAEENE?principal?resourcel RFFRIFIL AR H R
BETEBRFHFT. ZALURERN , UEARBNBENBIERE (B RERNEZE,

6. BEIEFEEVBEHER,

AWS CLI
B BUREA

BRI LAE A CreatePolicyTemplate B{EREBV BRE R, THHFRRLEFEZTARERMNENR
REA,

E=XRtemplatel.txtBETHEE,

"VacationAccess"
permit(
principal in ?principal,
action == Action::"view",
resource == Photo::"VacationPhoto94. jpg"

$ aws verifiedpermissions create-policy-template \
--description "Template for vacation picture access"
--statement file://templatel.txt
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-18T21:17:47.284268+00:00",
"lastUpdatedDate": "2023-05-18T21:17:47.284268+00:00",
"policyStorelId": "PSEXAMPLEabcdefgll11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

}

#37 Amazon Verified Permissions 524N E £ B SR

WO LABEA . = AWS SDKs , B ABRE A A ER M S4B B E AWS Management Console
AWS CLIZHR, SINERABRSEABREARIGTER, IREZEFHFRHEAPHBERR |, Al
FMEEEZE ARV BERA S E XX ZHEARNWMERERE , BBFEAFBNBRRN,

MEFAEEBEEEH |, 5528 Amazon Verified Permissions #82% 8 #& B3 &1 .
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AWS Management Console
FEBFTERCBEREARE T S A E R HE

B Verified Permissions £ &, BEENBRFHE,
EEAINEBEERD | iEEZF Policies (B3K).
BEEIUBE , AREEEVSAERZBEK,
BEEECANBEREASWERZSR K REBRET -5,

WAZARLERAEGHRBEHTEBNEIRBNER. BENESE A EERREN HEWN
i,

o ~ w0 bh =

(® Note

FRNERENRALXEREFEREMER. fl , EEEEZFLANAdNINUsersE
#8 , B8 A Group: :"AdminUsers"., MR&E# A AdminUsers , BISE RBFEE

i

o

6. EFEVSERNEZIR.
MNERNEERREERERET,

AWS CLI
BB AT ERR L BUR S AN 32 3§ 408 BUR
BANUEBYSZRABREANELEFZBR , W EETHLAEANTAREVLEE,
THEHSGRYEEERER , ZBREMAER T HRR KA A

permit(
principal in ?principal,
action == PhotoFlash::Action::"view",
resource == PhotoFlash::Photo::"VacationPhoto94. jpg"

);
ctEFEA T definition. txtERRIEME definition SEWE :

{
"templatelLinked": {

"policyTemplateId": "PTEXAMPLEabcdefgll11111",
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"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"

BHEETER, MERRREAANRSE K MEBARRERSEIE

$ aws verifiedpermissions create-policy \
--definition file://definition.txt
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-22T18:57:53.298278+00:00",
"lastUpdatedDate": "2023-05-22T718:57:53.298278+00:00",
"policyId": "TPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATELINKED",
"principal": {
"entityId": "alice",
"entityType": "PhotoFlash::User"
1,
"resource": {
"entityId": "VacationPhoto94.jpg",
"entityType": "PhotoFlash::Photo"
}
}

#mE8 Amazon Verified Permissions R 3 4x

B LAMER . = AWS SDKs £ BB 5 Al P #mE8 AWS Management Console AWS CLIS,E#HTBUR
A, MERREALEHFMELZTIRBEARVEEK , AL EREBRAEARRFE/ DD, LERERETR
EENSIAREEAEINESE,

RS ERREANTHITE !

- BUREARactionZEW
. {&4F4a , a0 whenHl unless

BELBEFRREALINTINE, FELFAMELRR , KFEEMRALEINELBEREAER,
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. A permits® WBFEEAKRE forbid
- BEEAXprincipalZZEN
- BUR#EiARresource8EM

AWS Management Console
REBLANBUEREA

1. BARX Verified Permissions =124, BELNBERERE.
2. EEQIEEGFKT  BEBREHEA, FRASERNCEENBEREHREREIIWMAEBKE

A,
3. EBEHREAZNERZS  UERBREANFMAES , SIWEY, EMNBRELRETH
E%FEﬁo

4. RERBUREBENBRER, AEEEFBRRBERNBERAX , ARBEFEHBERHER,

5. BULREBRREARZMNERZE  AREFMER , SIMRBEREA, EFHE LSRR BRI
REA,

AWS CLI
im 25 BUR 1A

&R LAE A UpdatePolicy BRFREZUBREBRK, THHFASHKEBRRAXDAS ERFPEENT
R, LEMEERBURE A,

EXE R Btemplatel. txt :

permit(
principal in ?principal,
action == Action::"view",
resource in ?resource)
when {
principal has department && principal.department == "research"

i

$ aws verifiedpermissions update-policy-template \
--policy-template-id PTEXAMPLEabcdefgl111111 \
--description "My updated template description" \
--statement file://templatel.txt \

fmEBBURE A 69
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--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-17T18:58:48.795411+00:00",
"lastUpdatedDate": "2023-05-17T19:18:48.870209+00:00",
"policyStoreId": "PSEXAMPLEabcdefgll11111",
"policyTemplateId": "PTEXAMPLEabcdefgl11111"

}

Amazon Verified Permissions £§ 7558 & B 5 &3 {51

EREAEMBREFRES ZHEEREIFNTHEYBREFRER , CNRREHESEREMMEHEHIE
RNFELERBR., BEREAMBGBERNEI . T3 Verified Permissions #3718 45 Bk $145) 7] E2 48
PIBRERERELERBER, BREANGEBEREEER.

PhotoFlash &l

THEHREBURY FEARREANWEAEEBR RTFFLDBHAMANEREFIE |, SUEEBIE
AENHER 2 E,.

(® Note
Cedar HREE 2K EBRABInEKE, Ak, principal in User::"Alice" ERRA
principal == User::"Alice",

permit (

principal in PhotoFlash::User::"Alice",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

THIEHI RIS FEARREAWEAEEBR RTEEBEAENRENELBTHAEINE
PRIFHUE,

permit (

principal in PhotoFlash::User::"Alice",

action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);

A EEREES 70
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THEHRBUMRYEARREANENEFHR RTFELBEHAMAINERENE  HEF22F
REFEME B

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

THEHREBUMEY FEARKREANERNEZFHER , RFFLEHEMASINERTEE , HhEEHF
REBENEE,

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);

THEHIREBUTE Y SEAEFBOR , RBREARRESN RTFFVDEHARANTRFIE
BEFREANERMER.

\
)
|

permit (

principal in PhotoFlash: :UserGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoFullAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

T5ISEHI RSB0 3 6E A BUR SE AV S ANE B UK ) IRFHEERE

forbid(
principal == PhotoFlash::User::"Bob",
action,
resource in PhotoFlash::Account::"Alice-account"
)7

DigitalPetStore i3l

DigitalPetStore EHlBEFHREFT T EEMBERE A, HAIUEE I DigitalPetStore &I 17 1k 2
%, BEELAESEEEPNESK , UARBRBEEFREFBENBEER,

DigitalPetStore &l 71
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TinyToDo &34l

THEHIREBUTE Y SAEE PR , RBREABRER , BERNEAENEHEFERABNEEFN
.

permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [TinyTodo: :Action::"ReadlList", TinyTodo::Action::"ListTasks"],
resource == TinyTodo::List::"1"

);

THIEHIREUTER Y AEFBOR , RBREABRER , KHERERAENERFERARESRFN
.

permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [
TinyTodo: :Action::"ReadlList",
TinyTodo: :Action::"UpdatelList",
TinyTodo: :Action::"ListTasks",
TinyTodo: :Action::"CreateTask",
TinyTodo: :Action::"UpdateTask",
TinyTodo::Action::"DeleteTask"
1,
resource == TinyTodo::List::"1"

);
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Bl § o iREt &4 A Amazon Verified Permissions

& 9 RJR=2 Amazon Verified Permissions RAZH 5 1RM4E (IdP) &R T~ZE. B RIREMKRBEE
FAREZBEEHEEEEEHREN P BRENFEAENEA. ELNEREIRI > REEAFZH
REREBRE , CENERTHRETUAEEAEBENEERT T MERERE, B LEE Amazon
Cognito fE A& EE =K B ET OpenlD Connect (OIDC) IdP # A& & 2 iR,

IR A LAFEEL Verified Permissions £/ OpenlD Connect (OIDC) & 712 #& (IdPs), R ERER T
LAER OIDC HHA S DR EELR JSON Web FH/F (IWTs) EXERERE K. BERPHNERAESSS
HEZFR ID. F£A IDEME  ERENFTSEELECHEESIREY.. EAFENFR , BLE
EEMHIRE, EREMEFHEE  SUUBEL NEEHEgroupsEEZTARFE , WEEFTh
AGRHFEIES (RBAC) BBEK,

(® Note

Verified Permissions 2K B |dP B EA ML IRERE , EFSUEMAANEREE IdP &
B,

MEFTEFEA Amazon Cognito EAEKED OIDC H 7 R#t#H A Amazon API Gateway REST APIs ZE&
R BB step-by-step®EMR , 52 BFH Amazon Verified Permissions &% Amazon Cognito % API
Gateway APIs , i EZ £ HER BB S 5RHEE. Amazon Cognito AWS

£}

« {8 Amazon Cognito & % 3R
- £/ OIDC &9 KR

- AFmMERBE

« IWTsH H Finix

« 23 Amazon Verified Permissions & % 3R

- 4R%8 Amazon Verified Permissions & % 3R

- BEPRBEEFHRGEEBELR
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£ Amazon Cognito & % IR

B8 AYET AT B Amazon Cognito fEFAEEEZY)#EI. Amazon Cognito INTsE B AIFRAINGE
¥, Verified Permissions ##ItEE , URAEPISNERAPREHZARE, Bl , BELUEA ID
FRAFNFRAREEACGEFIES (RBAC) REEH,

¥T#Y Amazon Cognito FRAEEES D REFE T HER :

- AWS [EiF,

- EAEKE D,

- BERGHRREIBABNEIRERER | 0 MyCorp: :User,

- BEESGSRREEBHNEEBHAEERER | HIW0 MyCorp: :UserGroup.
- FRAELEENAFL IDs , CRERE OBRERERHFER.

R Verified Permissions {£& AR tHE S # Amazon Cognito fEFEEE AWS 1RF |, R EE L
£S5 —EREHIEESDRIR. Verified Permissions 8 EEFY - tHEAEEETBERTHN
BRPYBABEN G D RFHBET - REAEHAELER ID, 0 us-west-2_EXAMPLE, ZELIER
T, EESERFAEELEETNERE , X4 ID alb2c3d4-5678-90ab-cdef-EXAMPLE22222%
us-west-2_EXAMPLE|alb2c3d4-5678-90ab-cdef-EXAMPLE22222

FHEEEFHESULESEMY. &#E, FE. AP IDsMBETER. Amazon Cognito JWTsEES
AEREETF , BB Verified Permissions FHIB#ERE, HhEE :

1. EBcognito: FENEREEBNFEES
2. £ BEIEAEBMY custom: prefix

3. EFTHRREMENBITES

4. OIDC B#E % | fla subM email

RIS ARAEELS
BR &Y BiEE R,

, AR A #E B9 Verified Permissions IR EBEBELE LS 5 0 IREEFZAF

Iﬂl}

/A Important

B ARG T A B HA BT 88 Amazon Cognito ## , B IWTsHRAEREER K ELERTHE
HENMERMRIL. S JSON Web 8L RFC 7519 WIRB RS RIGMEEN , METHE
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DO RITERIREM ., ERTR Verified Permissions AIRIREHBEN FHR FEFIE , A
HEMROERER TFIRE. fE2RELERRE  RAZBLELSKEANTBNER X%
BEBREEERE TERRNVBERBEENRERE., NRFMAER K F2RERFZHR
R4 R E TIEREER

THgEFREBIMMARIEE , USEHEEZFTABRBEBMN — L Amazon Cognito FAEERERES

Ro

permit(
principal,
action,
resource == ExampleCo::Photo::"VacationPhoto94. jpg"
)
when {
principal["cognito:username"]) == "alice" &&
principal["custom:department"]) == "Finance"
};

THSEHIREAAE BUR |, BAB%E Cognito fEAESEEFHERE TR,

F "<userpool-id>|<sub>",

e
¥
ol
hy
il
O
S
H
=

permit(

principal == ExampleCo::User::"us-east-1_example|alb2c3d4-5678-90ab-cdef-
EXAMPLE11111",

action,

resource == ExampleCo::Photo::"VacationPhoto94. jpg"

);

Verified Permissions R{EA & EE & 25 RIRH Cedar BUREHEH B ERHF THNELR ()
DANFINELSERBERSKELZ_ . ECFEE8 . TANERAEEEFRESL , W
cognito:usernamefl custom:department, ZEE#RESZE cognito:usernames}
custom:departmentEEMNBUERFMprincipal["custom:department"] , B2 B EMEA
principal["cognito:username"]1#l

@ Note

MRERITEEE cognito: & custom: FEWES , AREEFEE cognitom WES
Fcustom , IsAuthorizedWithToken FYREFERAGFER KB ValidationException,
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MEMASENFMEF , FSBEE ID FRAMHNEEBER, WFE Amazon Cognito A E REMNEE
#ER , 3828 (Amazon Amazon CognitoBiZ% A B15r) A Amazon B3 5T Al &4,

A OIDC &4 K&

&40 ] LU RS ##9 OpenlD Connect (OIDC) IdP X EABUREREN & 2 KR, OIDC BH&EE L
7 Amazon Cognito FAEERE : EMSEE IWTsEASPREBEER. EEHIE OIDC BHE , B
ARMEITE URL

#HY OIDC B RRFZTIE

- B17HE URL, BRREMFF A ARESM L URL L3R .well-known/openid-configurationif
B

- TZEEHFETH CNAME 528, #lf0 , a.example.com EZEMEI R * . example.net, K
#, *.example.com LG E| a.example.net,

- FREEREBRPEANZHER, £EEERT , KBRETESFH.
- BEHESSREEIEBNEHAEEREDR , #/0 MyCorp: :User,

- BEESS>REEEBNFEERER | Hl0 MyCorp: :UserGroup,
- ID ZHEH , R ID FHRPELENESR,

- REERAZEMFERAENBEER IDsFH. £ CLIMAPI # , B LLUEEILFE, &£ AP
Gateway FREME P IRHER S EXREBERINBREFHREY K BEFTITLERBTESE
AW ZFEEhttps:// , 0 MyCorp: :User: :"auth.example.com|alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",

MBEF APl RIERERKE OIDC BB RWFMAT , HH BETBM0 AP BIE,

UTEAREIMATENBER , AMEHMEIFIFRERE, ETHRESE K METEHERLE.
ERFENFAUISRETAN D BEPNESITEELEY.

3

AR EERPSEREAK , BLAER in BEE FFRERTMEBR,

permit(
principal in MyCorp::UserGroup::"MyOIDCProvider|Accounting",
action,
resource in MyCorp::Folder::"YearEnd2024"
) when {
principal.jobClassification == "Confidential" &&

!'(principal.location like "SatelliteOffice*")
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i

F F um M 3 R B 5E

BB ESREFEEBREHER , CRFTUTEGHEREE , THREF ID NFRENESNES
RREER., BB EERE IsAuthorizedWithToken®l BatchIsAuthorizedWithToken API 58
REFR4E, ID MERFER , LUK Amazon Cognito 1 OIDC &2 RFEHNITEBEFRTRE. /A Amazon
Cognito A EEEREE , BREBEF T UL ID NEEEAFHAFIR ID. #A OIDC RIEtEK
ERFIT AL ID FHTEREBAFE D, YEFRFHFREER,

AP ID RELHEAENFEANS 2 REEH/TERABIBMATRBIA |, Hln
lexample23456789, ¥R BHEFEERMNTERAMMAKS B AR URL BB1E , Hlfn
https://mytoken.example.com, EAFEEREK , audE & —EEY RERIH,

Verified Permissions 11T 5 2 R EHRMAFmER , WRAIR :
Amazon Cognito

Amazon Cognito ID ##B EEESEAERXAFin ID MaudEd. FEERMNclient_idE&S
aeEREXAFR D,

EREESRETRA—SZEAFHEARAREER K BIFTSSUHEREXHAFR IDs
BHEHE D ZHFaudEEREMFE R client_idEEHITLE ., Verified Permissions T~ &%
Amazon Cognito & 7 RIRHIFHMKE R URL.

OIDC

OIDC ID ZBHEEEERF i IDs WaudE% , 41 lexample23456789,

OIDC Access FHEFTEFAZR URL WaudESE , Hl40 https://
myapplication.example.com , AR @BEMFi IDsfclient_idE# , flm
lexample23456789,

RELNBREFRER , FRA—RSEE  UHENBREFRERARBRIEEANERCHROY
KRB,

« ID FfF - Verified Permissions E BB EaudEEFELE— A F IR IDSKERFESHREBRENR
ERE R PR 1D,

- ZHUEM - Verified Permissions EiBRZEaudELEHH URL REFTESYHREBBERBEHR,
MBEREFEaudES , ATLUEA cids client_idEERBFH R, HEAHENEDRME |
THRIEEN S REHIER,

AFmME REE 77
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JWTsHI FH Fium#xfE

BB EE AR PERE JSON Web /|, U HESBERERETT , MEFEABRERE
B0 RR. BAEAKE JSON Web BB (JWT) HENEREMY , WAEHIINAMEFTT.

WEHIREMAFER JWT.1 RRERZERX M Verified Permissions.

async function authorizeUsingJwtToken(jwtToken) {
const payload = await verifier.verify(jwtToken);

let principalEntity = {
entityType: "PhotoFlash::User", // the application needs to fill in the
relevant user type
entityId: payload["sub"], // the application need to use the claim that
represents the user-id
};
let resourceEntity = {
entityType: "PhotoFlash::Photo", //the application needs to fill in the
relevant resource type
entityId: "jane_photo_123.jpg", // the application needs to fill in the
relevant resource id
};
let action = {
actionType: "PhotoFlash::Action", //the application needs to fill in the
relevant action id
actionId: "GetPhoto", //the application needs to fill in the relevant action
type
};
let entities = {
entitylList: [],
i
entities.entitylList.push(...getUserEntitiesFromToken(payload));
let policyStorelId = "PSEXAMPLEabcdefgl111111"; // set your own policy store id

const authResult = await client
.isAuthorized({
policyStoreld: policyStoreld,
principal: principalEntity,
resource: resourceEntity,
action: action,
entities,

1)
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.promise();

return authResult;

function getUserEntitiesFromToken(payload) {
let attributes = {};
let claimsNotPassedInEntities = ['aud', 'sub', 'exp', 'jti', 'iss'];
Object.entries(payload).forEach(([key, value]) => {
if (claimsNotPassedInEntities.includes(key)) {
return;
}
if (Array.isArray(value)) {
var attibuteItem = [];
value.forEach((item) => {
attibuteItem.push({
string: item,
1);
1)
attributes[key] = {
set: attibuteltem,
};
} else if (typeof value === 'string') {
attributes[key] = {
string: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'boolean') {
attributes[key] = {
boolean: value,

1)

let entityItem = {
attributes: attributes,
identifier: {
entityType: "PhotoFlash::User",
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entityId: payload["sub"], // the application needs to use the claim that
represents the user-id
}
I
return [entityItem];

}

1 RN REFIEA aws-jwt-verify B EREFER OIDC A IdPs EEM JWTs,

# 3 Amazon Verified Permissions 5 % KR

TIRFERETREMEERANBREFRE, FESFIRFE2R , ELAKBEREEERER,

&1 0] LLTE Verified Permissions AP EVHWBREFREREL G2 KR, EERFF , &7
LSS REZHHINESEBDEAEREM, BESIEXRESFEH API Gateway M F D iRHER
EIRIE, EEBREHWEETIBECE,

(® Note
HERMBREREZ  EASEEERTFEEER S RIF, LEIH S5 RIFREE 58K
R BB,

EI81E P EA create-identity-source B &% 3RKJR , AWS CLI T 7E Verified Permissions API & 3L
CreateldentitySource B , BRI ETREBER, TiB , TOEREISEVEREREANE IR
JRAWS : :Cognito, WEREBHEBREHREGBERTHEE. BEH Amazon Cognito & 7 ELIRHY
BRTFHEZBRERZS A4 EAKTREREIREATENBEENEER,

F&E
« Amazon Cognito & 9 R
- OIDC &5 XIR

Amazon Cognito & 2 3R
AWS Management Console
31 Amazon Cognito fEFA &£ E & 2 KR

1. BARk Verified Permissions 12 &, BELHNBEEHE.

B 55 RE 80
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2. EEREEERERT  BESHS KRR,

BEBRI SRR,

£ Cognito FAEEEFMEA S | BEAWS B WA D KENEHEELRE ID,

EERBART S TRER  RURFEEIRNVERER, KB EER Amazon Cognito

FHEEEN S D SEHEZIZIMN EH/ER,

6. TEFEMRET K MRCEEHEFHEEEcognito:groupsES , FFEEER Cognito B
H, BEEBRETARENXREREL,

7. ERAFREARARET 6 ZRERTERFAFREAREX Ds.

o bk~ ©

- FERTAFPREARER IDs , FEREERZEAMNTAFPREAER IDsZ7H. BEAS
BERINAFKEARER IDMEHAFREAER ID. EEBREFENAFREAREX
D, FREAFRERAER ID ZHBEK.

- MREFERFAFIREARER IDsHEETERFAFiIRERARER IDs.
8. EEEYHDHIF,

MEEHNBERERNEERZEBIER  EETUNSER Cedar RPN F 9 R FEEMERNEEZ
Bl , BUNAEHEBER , B Cedar TRENS P RREVUNERER, RTEBHERZA , EX
AOESEREE Cedar HEHSEWEBM. MFTEH Amazon Cognito B BHLIEE Cedar =HE
MW HER , F2E KBS o REEFHREEEBER,

BRI AP ERBEEFRE , ERMBERFREREMRE APl Gateway M & 7RI EE
REMAVSEHACAERETNEAEBYE  YEVEBELR  HPENETRERSEACRES
[ 1o

AWS CLI

#3I Amazon Cognito FAEEE & 5 HR

O] LAE A CreateldentitySource B#EREIL 5 RiF. THEHSELF D RIR , #& Amazon
Cognito FAESREFNEHRENT 5,

T5lconfig. txt#&EHR & Amazon Cognito EAEEEMNFMEN , St create-identity-
sourcef T HH --configuration ZEEMA.

{
"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h8i19j0kalbmc"],
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"groupConfiguration": {
"groupEntityType": "MyCorp: :UserGroup"

DA,
T .

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "User" \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

3

NMEBHBREHEEEBER , EETUSER Cedar BEFH G P REEERBERNBMEZ
Bl , BUEEHEBER | F Cedar TREN S RERINERER, RTEBHRERZN , BEL
E@‘%!&??‘EEE Cedar BHEHSEMNBM. WMFEM Amazon Cognito BB EEZE Cedar TRE

HHNFAES  F2E B RHEFHRA EHEER,

BRI AP BEEBEFHE , SIERYBEERERMERRE APl Gateway M5 7124 & R |

REMAIVSEACAERETNEAERYL  YEVEBELR  EFENETRERSEAERES

EE’&O

WMZEE Verified Permissions 1 {# A Amazon Cognito TR &2 Z A CHRBEA ENFAET |
28 (Amazon Amazon Cognito Permissions %,

OIDC &% KR

AWS Management Console
# 37 OpenlD Connect (OIDC) & % IR

1. BARK Verified Permissions =12 &, BELSNBEERE.
2. EERABEERF , BEESD KRR,
3. BEEBRIHIFE,

!

OIDC &5 iR

82
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4. BEHE OIDC HIEM.

5. TERTEURLH , BA OIDC &1TEM URL, EREMEREKIRE , TRHRERRSE. %2
&8 UREBIRMENEMENR |, FlI0 https://auth.example.com. & ITE URL
WATE FEE OIDC REXH/ . well-known/openid-configuration,

6. EEHNERG  BRELFLERABRNERUETEEN OIDC IJWT EH, WEFHEER ,
B S s REEFHRNEEBHER,

7. ERFHESHEEEEBERERT K BESI>RENEAEERNEREES, EAEE
RERXRTFHREPNER 6 SEER ODC REESEERE. EHEEERREEN ID R
FEERsuUbMES , HREETHZERBNKE —FABI/F. REZER OIDC IdP K & 2 ¥
EEERNETLARL,

8. (EA) EXFRETMRHNEZEEBHEAERY K EES/oRENHHEHERNFHEES, #E
ERREAEERNRR, B#HEIESEEUHIHER., HFEEEEERREEWN ID HFEE
BlgroupsWES , AP I EETH2ERN TS, JSON SUER I RHEREHEEBT
F. REDER OIDC IdP W H DB ZIMNEFTARE,

9. HERE-EAY A BALFZTLEBRRENEEREBRTEZNAFI IDs iR URLs , IR
B

10. EEFERIF 5 KK,

1. BENENEBIER |, ZFE Cedar TRENS I RFELNETATRE, RTEBERZI , EX
ROUEBBER Cedar BEHSENEM. WMFAE Amazon Cognito BB E ¥ EZE Cedar
BEMNFRER K F2R SO REEFHRFEEEHELR,

3
¢

BRI AP ERBEEFHER  BREFTEEAEAEEETNERERE , YR IEBE
®, B ENEREEEEACREREBN.

AWS CLI
E3 OIDC B9 HKR

] LAE A CreateldentitySource R#ERENL F 5 RiFE. THEHSELH D RIR , #& Amazon
Cognito FAESREFNERENT 5.

TFlconfig. txtiEREE OIDC IdP WFFMEER , St create-identity-sourcem®Hy --
configuration B8FEA. WEHHIEEY ID F&HH OIDC &5 KR,

{
"openIdConnectConfiguration": {
"issuer": "https://auth.example.com",

OIDC & 7 3R 83
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ERAEER

"tokenSelection": {

"identityTokenOnly": {
"clientIds":["lexample23456789"],
"principalIdClaim": "sub"

},

1,
"entityIdPrefix": "MyOIDCProvider",

"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"

T%lconfig.txtiEZRIE OIDC IdP WFFHIESRA , A create-identity-sourcem M --

configuration 88 FEH. LEHFSEIFEERE OIDC &5 KR,

{
"openIdConnectConfiguration": {
"issuer": "https://auth.example.com",
"tokenSelection": {
"accessTokenOnly": {
"audiences":["https://auth.example.com"],
"principalIdClaim": "sub"
3,
1,
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"
}
}
}
we

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "Usex" \
--policy-store-id 123456789012

"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgll11111",

OIDC &5 iR

84
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"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

M ARENEBIEL | F Cedar TRENF D RFEYNERER | FREBEHR Cedar BT
&0 REFIERRIN B, BRTEBHERZN  EXATSHLBERE Cedar HERHPSENE
. WMFE& Amazon Cognito BB BIEEEE Cedar TRBUNFMEER , F2H K0 RHEEF
LA IES ol 8P

ERERY AP ERBREFHER K REFISEHEAEEETNERAERYE  YEVFBHER
HptnwzBREeB A AEREREBLE,

#mE8 Amazon Verified Permissions & 9 HiR

FBANERIS S RACERGREERLSY, SZEEIEFS S RENEE  ZXEMBRE SRR, X
SLFTEIAR |, F8E# Amazon Cognito $3#2 %] OIDC = OIDC ##:%| Amazon Cognito, IREHHE
EHEFEBERFGEESREBY , FEE , SXESNEHEBHER , URREH 5 2 RIFFTIRE
E,

&

« Amazon Cognito &£ E & 2 KR

« OpenlD Connect (OIDC) & % 3R

Amazon Cognito fEAEEE 5 2 RIR
AWS Management Console
¥ #1 Amazon Cognito FF EEE & 2 KR

1. BARX Verified Permissions £ &, BEZENBEEKE,

EERSBEERYD , BEFDRER,

BEEHEENS 2 RIR 1D,

BEERE,

£ Cognito FAEEEFMERA S , BEAWS BE YA S5 KENEREEE ID,

EERFMEAS , EUUEHMS I RRNWERER, HKEEER Amazon Cognito ERAEE
ER S DEHEEENNEREE,

o g K~ WD
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7. TEFEMARES MRS EHEFHEEEcognito:groupsES , FBEEER Cognito B
H, BEETRBINXRERER,
8. EAFREARIARET 6 BRERTERIFAFREAREX Ds.

- FERTAFPREARERN IDs , FEREERZEAMNTAFPREAER IDsZH. BEAS
BERINAFKEARZERN IDMEAFREAER ID. EEBREFTENAFREAREX
ID, FREAFRERAER ID ZHBEK.

- MREFEBBAFKEAREN DsHFEETERFAFIRERARER IDs,
9. i##E Save changes (RREEE),
10. MREEBETHIRFENERER  AIXEENENEEER , LERRMREFTHEZRER,

B LRI 9 RREZEMIRIERE  RRBERBRE 2R , MRS D RR. EXFEH
BdeletedE A , REBBIEMERS 2 R LAESEMBR & 25 KIR.
AWS CLI

E# Amazon Cognito EF &£ E & 2 KR

B LAE A UpdateldentitySource B EREFH F 2 RIR. THSFEHEENE I REENAER
EH Amazon Cognito FREEE,

T%lconfig.txtfEREE Amazon Cognito FAEKEMFFMER , At create-identity-
source@ < HH --configuration 28 M,

"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h8i19j0kalbmc"],
"groupConfiguration": {
"groupEntityType": "MyCorp::UserGroup"
}

DA,
AR T

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

Amazon Cognito A &£ E & 7 KR 86
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{

"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

MREBESHRFENEREE | AXAETHENBBELR  UAERRREFTHEBEE,

OpenlD Connect (OIDC) & % 2R

AWS Management Console

E# OIDC &2 KR

1. BARK Verified Permissions 12 &, BEBENBEREFERE,

2. EEREEERF  BESD KR,

3. REERENS DR ID,

4. EERE.

5. 1£ OIDC R#tEFMEAF A6 HEEEERTE URL

6. ERFHESHEEZEBHEABMY K AEESEFAETNRHEESHEBIRENEERERN
Eit, SEEEREL /& KX AETFENBRNEBHEEY  TEEAEHNEREE,

7. EHRBIEF  FHEIABKREERFIMITHHRE

8. 1##E Save changes (RREEE),

B LRI 9 RREZEMIRIERE  RBRBEMBRE 2R , MR D RR. EXFEH
BdeletedE A , REBBIEMERE 2 R LAFESEMBR S 25 RIR.
AWS CLI

E# OIDC & 2 HilR

&R LAE A UpdateldentitySource BREREFH H 2 RIR. NIEHRKIEEN TS REEHTAFEH
TR OIDC LFERs,

T3lconfig. txtfEREE Amazon Cognito FAEEEMNFMEN , St create-identity-
sourcef S HH --configuration 28 FE M,

{

OpenlD Connect (OIDC) & % 3R 87
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"openIdConnectConfiguration": {
"issuer": "https://auth2.example.com",
"tokenSelection": {

"identityTokenOnly": {
"clientIds":["2examplel@111213"],
"principalIdClaim": "sub"

1,

I
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"

A
mT

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

MREBES S RFNETREE | AIMAETFRENEBER , LERRKREFHERER,

&8 D REEFRARE EEBHT

BRRERRAVERS I RENEERRTHE , TRRERUHEESTIENRF I ENBEREFRERRE
}’*1_\ LU ERS SXZERERAFSREEZLRRERE , FEERUBREHERFBENGBHE
R, FHBEBLLERF. BSFTRAINERELRR , ETNRIZECHANECR.

ERAEEENABHISTIER

- AU EBEBYEABREREEBER
« H0{A7E Verified Permissions BURH £/ Amazon Cognito # OIDC R E &
- MAFBEES D RRNEBER
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APl BREBRFHENMEFEBS EXHRERBIUZEIRENVERENE , FEEFHBRHFSF S (ID)
FRHBUESEEBIE R, BLLA Verified Permissions #RIEFEAEEEFTHNEYE K YEVEAFEHAEB
MNEBER, £ 1D FRARED  CRBFTESESHEEIRERBNEME. ETIERT , &9
BEEEF B Amazon Cognito FHFBE R BRI EBHER -

- BEREHRITZTHBERERESBERERE.
- BREBEENENNEAEREIAGREFIUES (RBAC) 25,
« A LA{E M Verified Permissions REST API, AWS SDK = 23 BURfZM[E AWS CDK,

# E1£ Verified Permissions BURZ R E# £ 5 Amazon Cognito 5 OIDC & 7121t #& (IdP) #5
BoRE, BXAEZBERPEFRMERE. GERARAREEYN  BEXEHEFRMEENE
IsAuthorizedWithToken = BatchlsAuthorizedWithToken API S8R EV N EE, MREBIBEKRT
HEANAFXNSEER D ERPHREEEAEAGEER  SRUTURERE., MREBEIHNBERE
HESEESRENEBER  AIXERREMEBUEFEEEEER , UFSEA APIBREUNE
B, A%, BUUFEARHEFRAPIBEERBREBER.

WMZEE Verified Permissions 1 {# A Amazon Cognito ID MZEERKCREBERENEMENR , B2

B {Amazon Amazon Cognito Permissions %,

\

¥

T

- #§ ID FRRHFEEEIER

- R FEER

« Amazon Cognito B2 RBESHNERERRE

o FEAE TR RS A

#% 1D FRIRS EREBHER

Verified Permissions €4 ID ZRESHRAFERENEBMY - E2BIEE, FHEKEER,. HBiKRE
o ID FHEBHEFEES (ABAC) REERPEEH. EEFE Verified Permissions 1RIFRE HFE
ROABERDITEHERNFEE |, FZESDREN ID 5,

Amazon Coghnito ID Z£F

Amazon Cognito ID ZFHEAR K ZEFE OIDC W AHERNE, ©fMER T OIDC Ihge , W EEH
NNESLE., BHWERERTLER Amazon Cognito fEAEEE 5 2T API BE , SiFERAERAESE
EFEE Ul REBFFEAE. WEFMBER , 5528 (Amazon Cognito B AEER) RHEA APl A

i Bl o
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorizedWithToken.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://openid.net/developers/certified-openid-connect-implementations/
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pools-API-operations.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pools-API-operations.html
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Amazon Cognito ID RPN ERES

cognito:username ¥ preferred_username

ERAEERESBNERE,

sub

15 A3 & By IE— £ A 38 B &F (UUID)

Fcustom: A WEL

BEIEAEEEBMENTE , HII0 custom: employmentStoreCode,
BEEE

=% OIDC E% , i email# phone_number, MEFHFME , 552 B OpenlD Connect Core
1.0 FEBERERE 2 WEESS,

cognito:groups
FERAENEEREER. TUACGRERNFEIUES (RBAC) AERNREER D HELESETR
BRI EBERPENAE,

ERMES

TREAEBMENES  EEHFERAEEEELEEFTAN Lambda BREFEATIHENE, T
RMEEHLNEEES , BBEEFEESE , flW tenant= department,

E2ZE88: 2RAHE Amazon Cognito BERBERS , 2EKRAA NWE
fprincipal["cognito:username"]. ABE&cognito:groupsE R BIAMRI. EBRE
NS EESHNATRAZEAEERNHIRER,

2

% Amazon Cognito EAEEER ID FREBNFMEN , 552K (Amazon Cognito B A &5
) PWEA ID F/.

THEHF ID ZFEENEERNBEM, ©85 Amazon Cognito $FEMES cognito:username,
BETE% custom:employmentStoreCode, EXEH email MIERMESE tenant,

{
"sub": "91eb4550-XXX",

"cognito:groups": [
"Store-Owner-Role",
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https://openid.net/specs/openid-connect-core-1_0.html#StandardClaims
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-lambda-pre-token-generation.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-the-id-token.html
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"Customer"
1,
"email_verified": true,
"clearance": "confidential",
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"cognito:username": "alice",
"custom:employmentStoreCode": "petstore-dallas",
"origin_jti": "5b9f50a3-05da-454a-8b99-b79c2349de77",
"aud": "lexample23456789",
"event_id": "@ed5ad5c-7182-4ecf-XXX",

"token_use": "id",
"auth_time": 1687885407,
"department": "engineering",

"exp": 1687889006,

"iat": 1687885407,

"tenant": "x1llapp-tenant-1",

"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"email": "alice@example.com"

B2 Amazon Cognito FRAEERER MY &2 RIRE , WA LUIEE Verified Permissions 1 RS
FELANFEEEEMIsAuthorizedWithToken, EHWBEREZTMLVARZEZTANBMY |, AT
B RN—BD. ENEBELREERS I RENERERNE Y | AREFLUE Cedar BEEH S
ZefM.

BHAEERR D ZHHEESITENFEEREE., AREFRY , CRENFTITERESHEH
ENSEXRERSIZFATREL., EBERY , EUUSERREERBAETA

T HIEHI RE IR [ BR Verified Permissions &8 #R 7 &6 52 FZ BN, NERBEEHAWEE
B , BE2H ﬁiﬂﬁﬂ%ﬁﬁ&lﬂ__ﬂ#%ﬁiLo MRIEH G5 RFAAEIEEERFTEAER User , BITTULEE
BUUTHEGINAR |, 2 Cedar FRELBM,

"User": {
"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": false
},
"custom:employmentStoreCode": {
"type": "String",

W5 D 24 5



Amazon Verified Permissions EREER

"required": false
I
"email": {
"type": "String"
},
"tenant": {
"type": "String",
"required": true

TG H A R TR BMHIEE , 52 KB Amazon Cognito ID FAFEHE.

OIDC ID =15

FAMRE OIDC #EEM ID ZRFEFH Amazon Cognito ID ZFAENE, ZRERES., &1 IdP
ATREEREERIZE OIDC B , REBHITHBEHR, EETE Verified Permissions 12 & 2 3 # AV I
RERER B LIERES ID £/ OIDC 2 RE , I FBHEFHEERHEMEAEBME. B
1 Verified Permissions FN&E |dP W B M EBIER , Rt @S RRHEHLEA,

WMEFHMES , FEHREY CRE TBREREFHE.

LTRESR OIDC &5 RiR 2 BUERF BN EHEBHER,

"User": {
"shape": {
"type": "Record",
"attributes": {
"email": {
"type": "String"
I
"email_verified": {
"type": "Boolean"

1,
"name": {
"type": "String",
"required": true
1,

"phone_number": {
"type": "String"

M5 ID F&F 92


https://openid.net/specs/openid-connect-core-1_0.html#StandardClaims
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3,
"phone_number_verified": {
"type": "Boolean"
}
}

}
}

MEAAE L EBIBRETRENWEHIBUER , 528 xB OIDC ID FAB M,
AR & 77 B 13t
Verified Permissions @ REBFINEBES A MIFAEESA BENBUHEIARTEBM., BRTHEKEE

®2oh , IdP NFEUER AT REE = APl FEINMVAREE . FEEREEAAGRFEUES (RBAC) B
BEREPREAH, KEFEREERMNNERERESHREREFTERANEBHERERTE,

Bk &t Amazon Cognito fZEUERL
Amazon Cognito FEER EETARKRENES :

Amazon Cognito FEVERFHNERES
client_id

OIDC kB HHAFIRERARER ID, FAAFKID, CREHF U ILRBREZRREBEKRERE
WEF AT A Fi%. f£machine-to-machine(M2M) &E#EH , FEREAKESEAAF AR BRERER , AR
A PR ID MEE A RERE.

scope

OAuth 2.0 EEE X RERIFHE ANFIGF .

cognito:groups

ERENREKREER. EUACAERNFEUES (RBAC) AERNRERRE S , KHEEERER
B EBRPFHEN B &,

MEMES
FREDHT , BhEAEEERLELTY Lanbda BREFEMTREFNNES, T

ERELUREESE  BRHEXEE |, §lI0 tenant= department. BiIFERERESAEH
AWS PREEIEANEL AR

AR & EURE AL 93


https://datatracker.ietf.org/doc/html/rfc6749#section-3.3
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-lambda-pre-token-generation.html
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n%E Amazon Cognito FRERENFERFREBNFMER , 528 (Amazon Cognito B3 A &35
M) FNEAERFER.

Amazon Cognito FEVERTEESEZE Verified Permissions i , S¥EZT AR Y4, SR K
SEFREMNEBMcontext. token. attribute_name, FHIEHIFEMEZRFEZE client_id#

scopeEH,

{
"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"cognito:groups": [
"Store-Owner-Role",
"Customer"
1,
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"client_id": "lexample23456789",
"origin_jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"event_id": "bda909cb-3e29-4bb8-83e3-ce6808f49011",
"token_use": "access",
"scope": "MyAPI/mydata.write",
"auth_time": 1688092966,
"exp": 1688096566,
"iat": 1688092966,
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"
}

T3 EHI BRI Verified Permissions f& B #R P 7N TGN BIE, MFEREFBHERAF
WMER , F2HE REEEEFHEEBEL,

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"
.
"resourceTypes": [
"Application"
1,
"principalTypes": [
"User"

AR & EURE AL 94


https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-the-access-token.html
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]

iy

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {
"scope": {
"type": "Set",
"element": {
"type": "String"
}
.
"client_id": {
"type": "String"
}

}

1,
"type": "Record"

MESHMEBRRETERENEFBER |, 5528 KB Amazon Cognito FEUFRFE M,
gt OIDC 1fZEVERL

R ESEE OIDC BEEH K ZHFZEER ZBE Amazon Cognito FEVER B Z—2, OIDC 7H
EREREIEZ Verified Permissions i5 , S EZRABRYHE. EALIER RSZ2EFEENNE
fEcontext.token.attribute_name. THI&EH] OIDC ZHENETSEXREHEYH,

"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"groups": [

"Store-Owner-Role",

"Customer"
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1,

"iss": "https://auth.example.com",
"client_id": "lexample23456789",

"aud": "https://myapplication.example.com"
"scope": "MyAPI-Read",

"exp": 1688096566,

"iat": 1688092966,

"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"

T3 HI R Verified Permissions & B #R P I ZAFEGIHNBIE, MEREFBHERHF
WMER , F2HE REEEFHEEBHEIL,

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"

.

"resourceTypes": [
"Application"

1,

"principalTypes": [
"User"

},

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {
"scope": {
"type": "Set",
"element": {
"type": "String"

AR & EURE AL 96



Amazon Verified Permissions EREER

}

1,
"client_id": {
"type": "String"

}
1,
"type": "Record"

}

MEEH N EBERETRENIEFBER , F28 KRR OIDC FEUERBEMX,
Amazon Cognito § 7 RE G BERKRTE

£ Verified Permissions B &8 , Amazon Cognito ZRFE SN EZEEBIER |

530 cognito:groups custom:storeBRELERDEFEE , LUEH

. FRUMARE SRR LEXBRMRRE. SN, WSESEENEK
Kprincipal.cognito.groups®fcognito:groups®a . RS AREE L%

X, BERMERCEEERERR T ANGEBIERNBR, THEXF , WSESELNK
®principal["cognito:groups"]H cognito:groups®m . % Verified Permissions 24 H
BRACEAERE D FHELENGBREREERATERERTE,

BT AEF B ER Amazon Cognito & 72 RIS B AN BUR P REER TR, SEEERBHE
7 R AP E A RAR AR SUEAEMBIFRET T, AAMEAEAMWEFER OIDC IdP,

AN ERERER . AN SEBTEBEMRILA cognitoFcustomWI R H B T8 |, MR 5IEE
BIFRR -

"CognitoUser": {
"shape": {
"type": "Record",
"attributes": {
"cognito": {
"type": "Record",
"required": true,
"attributes": {
"username": {
"type": "String",

Amazon Cognito B2 RESHWERRTE 97
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"required": true
}
}
.
"custom": {
"type": "Record",
"required": true,
"attributes": {
"employmentStoreCode": {
"type": "String",
"required": true
}
}
.
"email": {
"type": "String"
},
"tenant": {
"type": "String",
"required": true
}
}

MBRL LABHBETRBL EARRTANEORE , HEHN EAURTERSEBIL,

TR RS A A
BRI EF R AR

EERERREY  CREBEFTSKESHEZEANS. Z 1D FHREDR  CRIJFVSHESHES
FREM. BREIE Verified Permissions TEAHFEVHBEREFHRE K REZENEFIBREERES
BERBEEIRE , LEREH D ZHARENEAEEEBEMHEACNEEER, FEHERRERIU
AGREFEES (RBAC) REHENESIESAER  TEEHSHMESHMAZTBRTHRESEE

&
TEEHG D RFEBM

E &7E Verified Permissions B AFEIT H D RREE , T2BHERAVE, EULELINES
EBYRERRTNERRESR, BUUAEELBEMREAME  HELEBMXBFENFERESXK
s
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RBAC TEERHEBHE AP EME

B RENFEBHERBRNEENES S RFREYNERED. SoRRSE—EAESTHREER
EEREE UK EETHREREEREL. SLERRHES S RRERNZ L. BBLRE
B, LU EACRFEUES (RBAC) REFREBXK , AEAEURAMBHBEEMENSESHE
BITRERE. TEBERTHEENESTERERFHRENRELE. XE ID ZHNEAEBM
EREBEAENET  EEERAETURHABMERFEUZS (ABAC) BiE, FRIFNNRNEBEER
OAuth 2.0 #EZEH , TRERBRHUENEFEIZHER  EFEHENNBEBHERB R

Verified Permissions 12 &K EH API Gateway MG D RMEREMSIEXREREL4 ID =5F
ELERGEBER, FRFRAESNERLEFNL, EERFFHETHESRELTHEECNEEE
R, BAEE JSON EX PIREFBHER , WHE commonTypes B, WHRFMEN , FSEARS
FEER

OIDC FHEEAXEZER/N

EGFE OIDC R &K , B LLURE ID PNEEESER , ILERFIBREXNESEHEERE
KMEEENFIER. ERENFUTENATIBABREFAEASS -

1. FEZEKHPFSE . "groups": "MyGroup"
2. EHDPEEE : "groups": "MyGroupl MyGroup2 MyGroup3". S{EFHEE 2 —EEE,
3. JSON (E3E2be ) /B8 : "groups": ["MyGroupl", "MyGroup2", "MyGroup3"]

(® Note

Verified Permissions @8 =& 2 REAATFNESEFEELSHREAEFE. EELEFERKT
TR EEEEEAE —BE K FINRIBRESPHZERE, 60, My Group#E A WEE
#X{tMyGroup,

FHBREHERS D RREEFEANATRNEURA G 2 RREERPNSIBRE  ZFREKERE IDR7F
EVERL, £/ Amazon Cognito § 7 12#t& , WO EREL AP ERBRFHERZEEMNER, &
AP BREBEFHER , ZXERERDERE ID IFIERNRE, HEFASTERETTVTER
EEBERERENZEERBM | A% AP| Gateway APl #9 Lambda R H5E%. £ OIDC #ERS
B, SO EETEE S RRERZEFZHER, SULLRE D SIFEER , MASZENERERTS
EBREFEHERERE, BRHRMELEER ID FRAES BEMSE Verified Permissions 12 & HHY
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https://docs.cedarpolicy.com/schema/json-schema.html#schema-commonTypes
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BuhZs FEEUSSIREZEH K BFRELERENFTHEE, BEFNREFEAREZHIRE
BEHBRNEBER, THEERAREBREFREER ID MEFRER,

Cedar F| i Bs BERELF TR

BEEEE2SE SKANEEHRBMprincipal.username, MBEKRZSEHIFHEHF T , N

. B/ JREEBEFHESERR , BB UEZEZMN principal.cognito:usernamed,
FfkH{Econtext.ip-address., BHLARBBELEHRFRRILATER R R Econtext["ip-
address"] , DRI A %X principal["cognito:username"]s . KiEFERT_RELEEBINE
MFT, BRI ERNE —FRBFTHAMRR.

LRE BN BHEBERN TR

"User": {
"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": true
},
"custom:employmentStoreCode": {
"type": "String",
"required": true,

Iy
"email": {
"type": "String",
"required": false
}

HEAANR B EHEBERM TR

"GetOrder": {
"memberOf": [],
"appliesTo": {

"resourceTypes": [
"Order"

1,

"context": {
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ERAEER

"type": "Record",
"attributes": {
"ip-address": {
"required": false,
"type": "String"

}
}
I
"principalTypes": [
"User"
]
}

MFSE AR RETREAEMIBOR |

SR EAERRTERSEFZHEN.

BB ERR G A
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Amazon Verified Permissions W& &

Amazon Verified Permissions B8 A/ B E EARER P EEBMANZEE  FREEXBRERE
WERERRBREENREER, SEEBESREEAPNEHEAHFNLORAES , U480 EHRRERE Verified
Permissions SEAEELR

EREES | BAM

- B ENEERE

- BREEBEENEXNES

- BAHEFB

- BEBENZLEFEBERERKE
- EEREFREEMIERER

MBI EARENE , BT T IIEE

1. BEBEBRENPNREBRBEASBR
2. RFBRFHEBHBANEERS

3. f#/ Verified Permissions ¥ g R %
4. RIBFRERE RAHBTFEUES

Verified Permissions B B X & T 54848 :

- EAR Node.js EAERXH Express.js

#& Express B Amazon Verified Permissions &

Verified Permissions Express & 1247 Express.js EARXTEEZENDNERER 5, EiBL
BE , BuLMFERABHNBREBRRRE AP #% , MESEXBANRBREER. BE42EAR
BFER, (HHEERNBERETTE , ARBRRAERECHETUENZRBNER , REBEER
BRE,

AREBEZRD 5| BEFRE Express BE , REUBREFHREREEMIEREP N HRE, ERELY
BR | U LS R K IR RE IR S5 18 E 8 Express EARR |, WS EXBEERETHIK,
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ERAEER

REEESSZ T GitHUbRFE :

« cedar-policy/authorization-for-expressjs - Express.js #J Cedar % # & /M 8188

« verifiedpermissions/authorization-clients-js - JavaScript 8 Verified Permissions &2 F %

- verifiedpermissions/examples/express-petstore - i fl Express.js A/ 81 B K £T I B /E

FeRIRH

E1E Express BE 2l , ilEERE -

A[ 17 HY Verified Permissions AWS HJIE F
B2 %% Node.js f npm

Express.js AR
OpenlD Connect (OIDC) & % i2f#t#& ( 120 Amazon Cognito)
AWS CLI B EBE A

REERS
SBR BIBKRERE

R BIBERFEME AWS CLI :

aws verifiedpermissions create-policy-store --validation-settings "mode=STRICT"

® Note
REEAEFERNBRERE D, AARREDS R,

SR 2 REMMKMKE

£ Express ERRERPLEXLENEH -

npm i --save @verifiedpermissions/authorization-clients-js
npm i --save @cedar-policy/authorization-for-expressjs

TORIRE
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https://github.com/cedar-policy/authorization-for-expressjs
https://github.com/verifiedpermissions/authorization-clients-js
https://github.com/verifiedpermissions/examples/tree/main/express-petstore
https://docs.aws.amazon.com/accounts/latest/reference/getting-started.html
https://nodejs.org/
https://docs.npmjs.com/
https://expressjs.com/
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html

Amazon Verified Permissions B
RERE
S 1. EEXEM L& Cedar FEB#HIA

ERErEEREARINRERE SREARIXANERER  URAHKEAZERNEE, B
BREAEEBERAEETAZHE. ELEHIP , IMEMA YourNamespace. B LS BREREREE
Verified Permissions BIRFHE , WHEFIE RIS R KR , RSB ERFRBERRIBR.

@cedar-policy/authorization-for-expressjs E4 TS MERAERMN OpenAP| g |, I
B4 Cedar FHEHER, ERME , ZNHARTEERTYH.

MR IERE OpenAPl Ri% | A LLUETE express-openapi-generator EH B RIE S R E 4 OpenAPI
B,

& OpenAP| RIFELFEBIHIR

npx @cedar-policy/authorization-for-expressjs generate-schema --api-spec schemas/
openapi.json --namespace YourNamespace --mapping-type SimpleRest

EE K EE BEFEAN Cedar F5EHR AWS CLI, MEFMERERANWEFMEN , 37

S BXRTFHEZEER, IREFERCEBHARNRE , EERIFTU/EHIGitHUbREF
EEprepare-cedar-schema.shh8E—f& A WIEETH. https:/github.com/verifiedpermissions/
examples/tree/main/express-petstore/start/scripts A N R ZIE SN WS | ZETHSE
v2.cedarschema.forAVP. json #EZRF & Verified Permissions #& X F & B IR,

./scripts/prepare-cedar-schema.sh v2.cedarschema.json v2.cedarschema.forAVP. json

RENCHEBHE ELEEENBREFRE , policy-store-id AR BEREME ID B

aws verifiedpermissions put-schema \
--definition file://v2.cedarschema.forAVP.json \
--policy-store-id policy-store-id

SER 2 BUBEEE

MRRREFMBER |, Cedar SIEBFTERMEF R, Express RBESTRBENELENEBEREE
EHIBER | B 51 BT,

EEEEEFH&TEIJEFHEB%AHT BRMEZEEAERREMRBEERE (laaC) TEERIFNHE, W
EFMEF |, 2B FEH AWS CloudFormations
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https://docs.cedarpolicy.com/overview/terminology.html#term-namespaces
https://swagger.io/specification/
https://github.com/nklisch/express-openapi-generator
https://github.com/verifiedpermissions/examples/tree/main/express-petstore/start/scripts
https://github.com/verifiedpermissions/examples/tree/main/express-petstore/start/scripts
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ERAEER

EL & Cedar BUX :

npx @cedar-policy/authorization-for-expressjs generate-policies --schema
v2.cedarschema. json

B /policies B B PELEAEE, N , BALBBANERRATELEE, S .

// Defines permitted administrator user group actions

permit (
principal in YourNamespace: :UserGroup::"<userPoolId>|administrator",
action,
resource
);
// Defines permitted employee user group actions
permit (
principal in YourNamespace: :UserGroup::"<userPoolId>|employee",
action in
[YourNamespace: :Action::"GET /resources",
YourNamespace: :Action: :"POST /resources",
YourNamespace: :Action::"GET /resources/{resourcelId}",
YourNamespace: :Action: :"PUT /resources/{resourceId}"],
resource
);

BN EE BEMEANBER AWS CLI, MEMEXRXNFMEN , 528 AWS CLI
BE K create-policy, MMRLFERNLBERNRA , £ 2T A/EHIGitHUbRR
FEconvert_cedar_policies.shHg8F—f& A WIETH. https:/github.com/

verifiedpermissions/examples/tree/main/express-petstore/start/scripts A N 2 ¥ &8 S TSI FE LY -

./scripts/convert_cedar_policies.sh

R ALBUER LEZE Verified Permissions , #& Blfpolicy_1.jsonABEERZNREMEE , LG

policy-store-idEVXABEREME ID :

aws verifiedpermissions create-policy \
--definition file://policies/json/policy _1.json \
--policy-store-id policy-store-id

RERE
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TSR3 EEFTRMHE

RIFFEER , Verified Permissions ES PN B SER AP &RV REZFEFA ML JSON Web
Token (JWT) , LUEREHERAEEH. BRTHTREBRIME 2 , CEREFUETLRFER,

£ userPoolArnfl B E A WE D RFHAEERidentity-source-configuration. txt ,
WTRAARclientId :

{
"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:region:account:userpool/pool-id",
"clientIds": ["client-id"],
"groupConfiguration": {
"groupEntityType": "YourNamespace: :UserGroup"
}
}
}

1T T 5 AWS CLI s S REMN F 20 RIF , #F Bflpolicy-store-idAENBERME ID :

aws verifiedpermissions create-identity-source \
--configuration file://identity-source-configuration.txt \
--policy-store-id policy-store-id \
--principal-entity-type YourNamespace: :User

BFRERTEE

EHEW Express EABRXUBEREPN B, EHEFT  RAEHIIFH , EEETUFER
EWER., MEFMER , 520 E£M authorization-for-expressjsGitHub,

const { ExpressAuthorizationMiddleware } = require('ecedar-policy/authorization-for-
expressijs');

const { AVPAuthorizationEngine } = require('everifiedpermissions/authorization-
clients');

const avpAuthorizationEngine = new AVPAuthorizationEngine({
policyStoreld: 'policy-store-id',
callType: 'identityToken'

1);
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const expressAuthorization = new ExpressAuthorizationMiddleware({

schema: {
type: 'jsonString',
schema: fs.readFileSync(path.join(__dirname, '../v4.cedarschema.json'),
'utf8'),
I

authorizationEngine: avpAuthorizationEngine,
principalConfiguration: { type: 'identityToken' 3},
skippedEndpoints: [],
logger: {
debug: (s) => console.log(s),
log: (s) => console.log(s),
}
18

// Add the middleware to your Express application
app.use(expressAuthorization.middleware);

ARHES

B LAER TR EREZ/FD AP ImEREFER , UAREREREE. BEFTRESRBEERN
HEREBEEMEBER.

i, MREEREERTRFANTEERNEFHE

- BEEE  XEFRHAERNEERE
« BT MR, BYMEHER
- BF  REEmBRER

AL AAENEAERALERSERE , IBREFTIBRRRENELMENR. 7 Express BAE
AR IEES |, EUUFIREREAREMFAEAR B @,

P

MREEREBAY , FEATIB®E
- BREEHNHERENE ID REIERE
- BREN S 2 RFC ERRE
- BMELSHBERBRARTIER
- BEBLZHN IWT BEREREEEH
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£ Amazon Verified Permissions P E{EZ#E

HEEEZERRTFRHE. BER, €4, SBERANRERE 2% , BB AILURKBER Amazon Verified
Permissions iZ#EE R, EEE/E Verified Permissions 2 , B4 E HHVZEBREHELE AWS &
ERRANESREES. EEH Verified Permissions SR ERARENES , FFHE AWS SDK , B
N f Verified Permissions API Y5 3% |, W BN BEREREELEREREK,

Verified Permissions BV IREXAERAREXFH UX 5T API FF TR E A,
UX EF 71

ERHEREFNENERARER UX. SAUAHEAERRROMSEFINRIIRE, R,
FEMHMER, fla, EEAEEAR SRS EHEefikFPREET "BBES, &
i, SR LRHIERE RN EE. flin  EMENRITEARAS , S8 EHE SN E
RERBWAFRBERZNER,

API ZF 1]

BHEEAEHENNER. EARXBEERI B RKEN — , LRSI APIsBIAEF. &
Verified Permissions @R "HBESE, &%HB’J%E?‘TFEFH&'WJ ELNERAEMBEBRE
BMEFEEHNRERE, CREFTIUURE AP ER  ZBERSIHFAERNEBEER H’J
HIRF |, REFRGEBHIEE S — @RS,

RAMABHWEFGIRBESBRFHE, FEEFE , FERSREFREI DigitalPetStore I B KT
M oo o

MEFEAMAREERE UX TN R REGEAREN  F2REAWS Z2EER EMNEA Amazon
Verified Permissions 1T AR EBHATE,

IE

- RETAN APIRE

- ARESHBREER
BELEANBREEREERER

RIER Y API $R1E

Verified Permissions APl B8 T 5 218k,
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IsAuthorized

IsAuthorized APl #24EE M Verified Permissions IZEERWEA S, BHXEREXTE,. 5

e, BR. ABEMERTE, Verified Permissions ERIBENBEEREFBIELR  BEFRIH

B, A% K BETUVEREFRNBEEHNETFEAZERRIPEBNFIEBERTEENFER,
IsAuthorizedWithToken

IsAuthorizedWithToken S JSON Web =4 (JWTsHWFEREEHELZESE

Ko Verified Permissions AJ E#:Ed OIDC RHEEEE A , Hla Amazon Cognito , ERBUERTFHK
EFHE2RIR. Verified Permissions i RKFHNMEBMHIEAERAE ID S FERPEEH
IR, BRI RFEPHEAEBEMEIFENEERREBIENEIR,

B EEIsAuthorizedWithTokenfB RF B EF AN EAE TR ERWMHBEN. BAEAE
B ERHE AREBMEN JWT,
BatchlsAuthorized

BatchIsAuthorized R EFEHHE— APIBTRPINE—FRIEFREESERBEAK, HRE
SRBERIBRE—MXEE  TEEEAERERK , WEERS 30 AEMEERBIENRER
K, BBE-ERNARERE  SUGEFAETUHERRRNEE, EBE - TRBHARE
B LENEEAE T UARREENEIR.

BatchlsAuthorizedWithToken

BatchIsAuthorizedWithToken BFE2EE — API BRI EEBE—TENZEREREK, T
ARHBHBEREHES 2 RIRE ID I FEERPRMA, HBRESKBRIEAE—HIRERE,
AKEREAERERE  LHEBENERNES —EFEREEREAR., TENBES , BALUR
HEMRFEAEESPNFEAXNEERREEFE,

E IsAuthorizedwWithToken , & X EBatchIsAuthorizedWithTokenig R A& HA N
FRETRENNERER. EXEBMETRERHEALEMSN JWT,

ARG RERE

ZETHRPEEARERE Amazon Verified Permissions SEERENEE | B LUEMSA FH Amazon
Verified Permissions JAIZX T#E& M HTTPS REST AP 553k ¥ Verified Permissions B 3% BUR BT
BER, AEIEEAR FHIE AWS Management Console , AR EBEEREF I ZEFE RN
FE,

Verified Permissions REST APl 24X SIERINERRERNTNT —ERRLE, Verified
Permissions API #= B & IsAuthorized. IsAuthorizedWithToken # BatchlsAuthorized HZ#EFEK |

B E R 110
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WMABRERHRHAIEE AWS API 53R, BERFHECHRERE | S UEREM APl AR IREER
R, WEAREHBRRENEHERRERRK,

fBlan | WA AR T HREFEEFBEFMIsAuthorizedEAAIE o
Test bench

1. £ Verified Permissions 32 & BB Verified Permissions =12 &, # % A DigitalPetStore
NWEABRRTFTHREE I BERERE.
2. ERFBEEFHREFHRIEIES,

3. £ Verified Permissions APl 2t | 1 IsAuthorized EEABKBAIEAFE R, THFHAETS
BB &5l 4 B2 DigitalPetStore E15IHI R4 -

a. & Alice SREATR, SFHTWERENEE , EIE DigitalPetStore: :User# A

Aliceo
b. # Alice WABREARTF, EEWERR , #IE DigitalPetStore: :Role , R&HW
AEF,

c. BERBERIERF"1234", HREFTALEEHITHER , BE
DigitalPetStore: :Ordert#i A 1234,

d. DigitalPetStore::0rder BEIREE owner B, #5 Alice FRERFTENHHESL, &
f#DigitalPetStore: :Userd# A Alice

e. Alice FFRBAFTE, HHWRFTAEERMOEE , 2EF
DigitalPetStore::Action::"GetOrder",

4. BEVTREFRR. EREUNBREHRES , LFAREFEFH ALLOWRK, FESEERE
AY R B

5. MERAEEYHEREZEER, REBPEBKRIRAFFAR - BBITE,
6. B Verified Permissions fAff#ER , AAFBEEFAGR  YHRERNWEESE.

:I:I'*

REST API
1. £ Verified Permissions £33 & BB Verified Permissions £ A&, # % A DigitalPetStore
NEABRRTHRERLBEERE,
2. FAABHBERENENBREFHE ID.

3. £ Verified Permissions APl 2Z i #y |sAuthorized & | #8518 DigitalPetStore i {5I#Y &5l
4 FERAo



https://docs.aws.amazon.com/general/latest/gr/verifiedpermissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
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4. FRUEN API AP , YABRERER Y BEHRBHIENFER, EAZRE , MEFFRR,
5. HEHHIFERANXFELE | Wi WESELELHE FpolicyStoreIdNBIRFMIE ID.
6. RIXFBRAUMEFER, EFER DigitalPetStore BERIFHRESF , WFERSEDR ALLOW RK.

BRI ERFIREFEFER, SRERNER , LBFEERYELAFEHIRE,
1. BEERNANSEERBHTIAEK, Hlm , 1§ Alice WEBEE A Employee , RIEIEF
owner 1234 HEMEE A Bob,

2. UEHERERENAFRNEBERR., flln , FREREFA® - BITERIEHBUER , LABER User
WHER BEENRY , ResourcedEREER , LUME BobBERIRETE,

3. BFEABHR  UABEMEEEMAREK, ENFRER , & Alice TLUREFHHWER, flm ,
MBS MIRUser BLART A ActiveUserssl B BInactiveUsers, EFMBER , UEREHE
APNERETERABCNIIE, EMFAERER |, & Alice KAERAPTRIHERPHNFERE,

BELNWREERERRAREN

ZEFERERPE%E Amazon Verified Permissions , % BERE LR AR BRHBITHEERN
FERER, EEANRESERBTRLBARERE , T—IRREFBMTHBABRESE APIBEXR, EEER
i, BABARTERAERNEERVEFAEER , WAEHIEEBARESER,

FERRE X A fE A Verified Permissions Z#5ER

1. WEBRIEAENHEBER. —RMS , FAENFHEFSECRE TERBRNFHEAPRE
fit , Bl JWT =X Web TEREER Cookie, LhEAEE R AIRER HERZEBEREFERER Amazon
Cognito &2 3R , 23K B H M OpenlD Connect (OIDC) i FER,

2. BWECERAEREFINERMEBEN. —MRME A EEAEREFTECNEABRXEANEER
EHERAEASRIERNEEES.

3. YETEMERERZRIMNVEIF,

4. FERAEREERRENETA. B, BRVEBRELRIF THRERR, REFTITSRIRK
RERETHBERFMGFER , YERRERRK,

5. BHERARER S Verified Permissions FBEL L FFRIEAE B FE | IR H| 1T EFH B FERHRE,

Verified Permissions APl #EE R ER AWS SDKsH, ZEEREARERPAE Verified
Permissions , SEMSFMZE S M AWS SDK BE R EARREHS T,
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EEHE—FTH M AWS SDKs , F2BEAN BT E Amazon Web Services,

\

LT REE AWS SDKs H1 E BT Al &EIRAY XA ER

- AR NET # AWS SDK

- EAR C++ H AWS SDK

« BAM Go B AWS SDK

- HEHAR Java B AWS SDK

« B M JavaScript B AWS SDK
- EARM PHP A AWS SDK

* AWS SDK for Python (Boto)

« JEAR Ruby B AWS SDK

- BARM Rust B AWS SDK

BT % BAK JavaScript B9 AWS SDK #iflIsAuthorized/R B{EH Amazon Verified Permissions
F Amazon Cognito BV ¥ IZH#E,

const authResult = await avp.isAuthorized({

principal: 'User::"alice"',
action: 'Action::"view"',
resource: 'Photo::"VacationPhoto94.jpg"’,
// whenever our policy references attributes of the entity,
// isAuthorized needs an entity argument that provides
// those attributes
entities: {
entitylist: [

{

"identifier": {
"entityType": "User",
"entityId": "alice"

1,

"attributes": {
"location": {

"String": "USA"
}
}
}
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https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/VerifiedPermissions/NVerifiedPermissions.html
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-verifiedpermissions/html/class_aws_1_1_verified_permissions_1_1_verified_permissions_client.html
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1)

EZHRBABER

Amazon Verified Permissions fff5t=

Amazon Verified Permissions - &R

£ A Amazon Verified Permissions BYE ASP.NET Core FEFAER M BT REBERRME
£/ Amazon Verified Permissions BRI ¥ERERE B ERRE

£ Amazon Verified Permissions Al Amazon Cognito &1t fg #li i #E
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Amazon Verified Permissions R L4

WEBRREM AWS RESBELIEF. 55 AWS BF | SANSHAEHHONBEEE L5
EATRERZLBREANERTRE.

Z2MR AWS Ml cENHREER. AFEEEEKEERRERNZEMNBRFN LTS

- TiRNLTEH - AWS EERERE FHIT AWS RIBHWERRE AWS Ei%, AWS twiRHE A L%
SFERANRE. FZAERAESEHIZNBERMALZENERMY , MAAWS SRTEN—IF
Do BEETHERAM Amazon Verified Permissions &R ETE] , FS2RBAWS &R TEIEE R AR
%o

- BIRNREMN - ENEEBURREER AWS NIRE., G4 BAHHEARREEE S FRENIHRE
., BRANERNMBREENER.

AKX T SR EE A Verified Permissions BRERHESEEER, THEERANARE
Verified Permissions A& ML MNEREE, StE 7 HmA6EHAEM AWS BRI 3 15 Bh 18 BE #2
F4RE Verified Permissions &R,

xR

« Amazon Verified Permissions ) & E7 2

« Amazon Verified Permissions B9 & % M7 HUE

« Amazon Verified Permissions & 5 3%

« Amazon Verified 3F 0] & #5814

Amazon Verified Permissions # ) & kKR &

AWS H[ESEERBEH M Amazon Verified Permissions HHERRE, MLERFTR | AWS BE
REHITAE AWS ERMNSIRERE, FESHBEEHERERLAEATNEGIE, LATEE
AWS fRi% BER2 WESEENERTE. WEERERNBILENESHEEEN  F2EEREF
EEREZEE, NEEEEBMNERREBNHEEEN , F28 AWS KEMIER LW AWS HENWEF
EAF GDPR EEEXE,

- ERERREEN , BMBRZRERE AWSIRF BEAER , A A AWS IAM Identity Center =,
AWS Identity and Access Management () X EEBIEAEIAM, ft—R A SECEHEHIASES
REESE R EEBRAT AR,
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- BEREUTIAARBENER

- BERFHECAZEEZRNE (MFA).

- f£/ SSL/TLS B AWS BiREHA. RMEJEZE TLS 1.2,

- £/ FRE APl MR & EE)CEK AWS CloudTrailo

- £ AWS MEBFARFR , URHPWAMEERRTEES AWS R,

- FRAERNZELZSRE (B0 Amazon Macie) , 1% BIRZEMREMIZE Amazon S3 HWBURE

- MBHREZBGSHNES API ZEL AWS B | EE FIPS 140-2 BREMMNZER | 35FEH FIPS
i, WFEEEI FIPS M FIPS In BN ESHEEN , BSRABIBEFREZRE (FIPS) 140-2 #f
B

- RPRZIBBRERBETEREFNEFHH U SEHAHBBEN , HEEBNBEHBN X EZENL

b, FliNE B, EREELRFEA Verified Permissions S E M AWS R A EIEA. APIAWS

CLIZX AWS SDKs, ZHEEBREBABERANER UL PH AN AERHMUEARTERZE R, W0

RIGRMAITEREEN URL , BFEZIBEF N ERTBEYZARESFZ RN URL A3 BEEA.

- BNBESBTIRISTAHBEA.

- Btz E—F2AER (ERNER) FAK—, FTUESNTTEREANEEFT. T8
SRED | BULLEECHAEENEREFIA , HlW0 janesk bob MAEE Y ERMNEBUser,
T8, EEERFEF  ERNLLZE  AFEASLIEEFANE—EBEZEHEE, BRABRBEEER
FEAM—FZAITE (VUIDsEE. flin , FERERL SN janeFAE, HE , C2EHMAFERA
M jane, ZFEAESEBFEENSE WERRTFHWAERNBUser: :"jane", BRFBHET A
Cedar BEESHEAENMETNNERE,

FEERKEARERBNERELNT, —EZEAREE-BXETSEREANEBT , URRET
ERABRRPEFEERRFMNENR T FEUE.

- FEEERMAARESR LongM Decimal BN FE , ESERENTRHEEA, LI , FRASHE
AEMENEEFFSEREELAENEE. MREBHE , BESESURMAIIMRIL. BBERR
HMBCRERAR | ERTIAUBRAGRSESMMBEEATFN , HFELBRARESSNAE LN HF
HY,

&Rz

Amazon Verified Permissions S BEMZMERZTEER , fINEBE AWS ZSESH®  HETEE
AT EFRAEFSESR,

ERmE 116



https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/

Amazon Verified Permissions EREER

Amazon Verified Permissions B & 0 M EE

AWS Identity and Access Management (IAM) 2 AWS R# , AT GBI EE B RS thinH/¥ AWS
resources FIZEL, IAM EEETRGHIUEBE I RE (BA) NEE (BB T ) REA
Verified Permissions iR, |AM 2 AWS BR#% BT LG EEAM .

£

- BEHR

- EASDRE

- FABRKEEFIE

« Amazon Verified Permissions 20{AI £/ 1AM

* 1AM Verified Permissions ) Bl

« Amazon Verified Permissions ¥ & % B BUR €451

« AWS Amazon Verified Permissions # Z&EBUR

- ¥ Amazon Verified Permissions & % #1717 HE D BT

BHRER

A5 AWS Identity and Access Management (IAM)  FFRE , BURAETE Verified Permissions
REITH T4,

RIEFEHAE - MREFEA Verified Permissions [RERBTENTRE , BN EEESALRHEMEN
BEAERNHT, EEFERAES Verified Permissions JWEERE T TER |, Bt EEEANET, 7
BERFFINEEAXNUHEEOEESFEREENTT. MREMEEFE Verified Permissions Y
Thie , 528 ¥ Amazon Verified Permissions & 2 #1ZBGEIT B E .

BREEEE - MREEELNTIEE Verified Permissions EIR , A8 H Verified Permissions BT
FEE, RS2 YE RIS & A & EZEUWBLE Verified Permissions HAERME R, A% , BH4EAM
IAM EEERRFER , UBERBEAENT. RRELEELENER , UTH VELRES IAM, &
B — 45 THREN T IAM $£E Verified Permissions £/ , 5528 Amazon Verified Permissions
wmAEA 1AM,

IAM EEE - MRER IAM BEEE , ERETHRUMNBREHEIERE Verified Permissions ZEAY
HMEF., EERRETLIE PFERAM Verified Permissions &9 B EEREf] IAM |, 5528 Amazon
Verified Permissions B & 2 B BUR 5451
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BrBRBELAWS FREDBEEANER, BHEAUEDEE (BEA AWS) B AWS IRERME
A&, LIAM EAEEDRE , BT IAM A€,

BULERZERE 7 RERENERE , UBEE D AWS B0 855 0F A . AWS IAM Identity
Center (IAM Identity Center) £ #&. B ARMNE—BASDEE , LUREH Google = Facebook &
AEHR  BEMESIPNES, EEUBMEE S F2EAN , ZNEEELXTEMEH IAM AR EH
289, BEEERABE AWS BoFH B | fEfERTAe,

BRBEGPWEREER | BT L& A AWS Management Console 5, AWS ZELA O, MEZEA
HEEHHE A AWS |, FEZ2EAWS B A ( FEAEERE) P WaE A EH AWS IRFE .

MRIELL AWS BRI AREFR , AWS SREKBFBEMH (SDK) Mavw5IRME (CLI) , LAERE
B BRUBRHEELIAEBLENFER. NRETER AWS TE | AILABTHEEFR. WELHAE
ROEETEEFRNFMENR , F2HIAM (ERAEERE) 98 AWS AP FERIEZRAE 4.

EREERABEEIREL L, CURBEERMEINNZLHEEN. flln, AWS BREERZEE
EB®E (MFA) RESIRFNREM. BEE—-F THE , F2BAWS IAM Identity Center  FEAEE
M) PRZEEZREN) IAM EREER) AWS FHZEEZRE IAM,
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TEIRIER X/ SHAGEURN IEBRTHACERNTT. UFEHSAGHHEREN ,
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RCPsHIEHHIE R , ¥ AWS IRFE 18 RCPsH JEE |, 552 BAWS Organizations { fEA &R
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Bt AWS APl IREMERIN BB, B L5 , PIARBARTE AP RENERFTTEIME, b &
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ERE A LUER AWS JSON BURRIEEHAIUENAR, 2R , WHMEERE T BT oSt
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BEERRKXFIEESZME Condition THE , EEE — Condition TEPEES@RGIR , AWS
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& IAM, MFEFMER , F2HAIAM (FEREER) PRELA G ZRiE AWS B,

Verified Permissions M RIS EE A€

XERBERAE, =)

BHEFACREGE N —ERBEAE AWS . BB TUREARENTHENAR. REERS
AEgHRELN F AWSIRF |, YHEKHES. IAM EESALUME  ETERERBELZAEHN
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GetldentitySource

GetPolicy

GetPolicyStore

GetPolicyTemplate

GetSchema

IsAuthorized

Description
BYH S 2 RRNEE,

EHRIFREFEI Cedar BERHENME, &7
DL R BRSE RS E RS AR B,

BAuUHBREFREN B,
BT BCR S A B

il B & 20 SRR BV B 4E

TEBUR 17 B [ M BR BUR B9 BB

i BR B R 7 X (2 A9 Bh 4R

i BR BR SR EEAS Y B 4

W15 & 2 R EIE.

HREUE E BCR B E AN B,
HEEEBR R EHREARN B,
ISR AN B E,

WSE BRI EI1E.

RIBRERE K FAAH S BENS = B BB

., 2?7?

IAM Verified Permissions # B

128


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreatePolicyTemplate.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_DeleteIdentitySource.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_DeletePolicy.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_DeletePolicyStore.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_DeletePolicyTemplate.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_GetIdentitySource.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_GetPolicy.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_GetPolicyStore.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_GetPolicyTemplate.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_GetSchema.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html
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ERAEER

Action

IsAuthorizedWithToken

ListldentitySources

ListPolicies

ListPolicyStores

ListPolicyTemplates

ListTagsForResource

PutSchema

TagResource

UpdateldentitySource

UpdatePolicy

UpdatePolicyStore

UpdatePolicyTemplate

UntagResource

CreatePolicy EERIFT AT &35 IAM BUR

{

"Version": "2012-10-17",

"Statement": [

Description

RBEFIARE B D FHNREF RIS
Y, ISREDENEF,

£ IR & 5 RIFHNEME AWS IRF
5| HH BUR 7 R & P AR BUR Y BN

Sl PR BURFRENEIE AWS 1RF.
R AR BURE AR EE AWS IRF,
I HE R A RN EIE,

AR B R R EBUR P R ER BIE.
HRERETIE S RN B,

EHT & 0 R EIE

£ BUR A7 B [ R SE R R Y B 4o
EHMBREFREAEE,
ERTBRRE AN EIE,
RERBREBRNBHE,

"verifiedpermissions:CreatePolicy"

"Resource": "*"

{
"Effect":
"Action":
1,

}
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_ListIdentitySources.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_ListPolicies.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_ListPolicyStores.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_ListPolicyTemplates.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_PutSchema.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdateIdentitySource.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdatePolicy.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdatePolicyStore.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdatePolicyTemplate.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UntagResource.html
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]

}

Amazon Verified Permissions £ & % 8 B3k €141

RIZFER , FAENACREELREHNCHBBITTERNT T, MM EEEFER AWS Management
Console, AWS Command Line Interface (AWS CLI) 5, AWS API R#TERK. |IAM EEENLEET
IAM B, BRFEAENACHMEERVTEENGT Y. EEEEELAKEERFEEEEFTEE
LErANERE,

EE TR AIE L] JSSON BURSXHREIML IAM B5 BEBNEBER , F2BIAM  EREE
) FREY IAM BEK.

% Verified Permissions EXMBEMERBENGFMET K SREEEREEM ARNs & | 55
BRI E#ESERHP Amazon Verified Permissions B EI{E. ERMFEHZED| 8,

W

*rE
- BRBEER
« {# Verified Permissions £ 4&

- RAFHEAEREMM B CHETT

HRREER

BrABRESYEHREEATUELNIRERENY, FEEMER Verified Permissions iR, ELEE
ARESELN AWS IREFELER., ELBRYSHRESPEEXRE  BERB Y EHREREE :

- FIEER AWS RERRAE BRI KEERTT - EERBRFTRTENCERAENTEER , LR
AWS SEBRRRTFHZHERERARGINFFA. SMATEEN F6EHR AWS 1kRF. BfIEBEER
BREREARS AWS WEFZERXR , WE-FRDFHA. NFEFMER , F2HAIAM (ERE
) P AWS ZEBERN AWS EBHBHNZEBE,

- ERAKEERT - BE4FEA IAM BIRREHF IR, RERTFHITEEMENTT. FERIE
0, BUUERERERGTIUEBEERERNEE , ELBAREERTT. WEMLA IAM
EABFUNHEER  B2EIAM (EREER) FHBEMFT 1AM,

« R IAM BUR PR IRG RE — SR EIFE - B SUSRETIEEER | RIS EEMERNTE
B, il , SE BB BERRY |, IBENMAMA SSL FEFARR. MREBIISE FHRBEE ,
&t ] LA P R4 SR 32 F 2 EUIRFS BV /ERY PR AWS BR#E , 4120 AWS CloudFormation, HNZEFFHE
A, m2E (AM EHEER) P8 1AM JSON BETE @ Rt
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonverifiedpermissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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« f£/ IAM Access Analyzer B ERHY IAM BUER AR T £ BINEEIE B RIFT A — IAM Access Analyzer
SREFHMBEANEE , BBKES IAM BEREES (JSON) # IAM &{EEH. IAM Access
Analyzer {2t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
A, FBEAM (EAEERM) FRFEA IAM Access Analyzer 5278 BUR,

- FEZEEZRE (MFA) - MIRENRHFE IAM E£RESH FHRERE AWS IRF | FFFHRR MFA

Dz, WEEFWY AP BERTER MFA |, 558 MFA REFTEEENBER, NFEFHE
#7 ., F2EIAM (EREER) PRERA MFA RE API FHL

WE PREEBBNFAER IAM , F2HEIAM ( £RAEER) PHNZ2HEEK 1AM,

% Verified Permissions £ &

# E17H Amazon Verified Permissions £ & |, S4B E —HAHEFF A, BLEHFTXAERFETY
B PERFEFUERNGFMEN AWSIRF, NMRZEITHSGEAVLEHTERIEHN S 2RI

R, IMREARBERNER ERENAG) ME  TRAREZWAMERF,
HREH AWS CLI 5t AWS AP ETTHFIUNERE , EFFEAHREEREHT. k2 , AFAF

FRAEMHMERINITZ AP BRENBERAL T,

BTHREAENAGMARTLUER Verified Permissions 324 |, 15548 Verified Permissions
ConsoleAccess@ReadOnly AWS ZEBREZFIER. NFFHMEENR , F2EIAM (E£AEE
B RFIERERE,

RFFERAERAMMAECSHEFT

LEPIEREMAREIBER , A5 IAM EREREMMEFAERES SNARRZEBR, LWBER
BDEEEEE LTRUBERNETT , EA AWS CLI L AWS AP KR A X TR L B ERFF
G

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

AWS Amazon Verified Permissions By S &%

LERHTHAEERE, BENAS £ AWS SERBLATRRREESS. BY AV ES
SERERERMASEAN  ACOERREEMFEOTT, BEREMBER , ATUEARM
1 AWS SEHE, BERFEES ROEAR , BTEEH AWS EFHERA, MBS AWS EK
EOHMER , BSMAM ( EAEEE) ROFAWS B,

AWS BRBEHZBNER AWS ZEHH, SEEEE AWS REBRTWFT. REBESE AWS
ZERRPHEEMF A ERIE, WRENENSFECERBERNIES 2 &R (ERE. &
HNAR), ENMDERBITRETAE , RBRTESEN AWS REBER. BBEITSHAWS ZE
BUERHBERET , AEBRERTSHRRBHFT,

LA, AWS T EREZE RE2EBEHBNWZEBR, B4 , ReadOnlyAccess AWS 3 & BURIZ AT
B AWS REMERVEBEFZEE. ERKABIMINGER , SAFRENER AWS FigHETFT, m
EEKRBBERNBENRSE , BF2HEIAM ( FHAERRE) FMWAWS EERENZEER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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ERAEER

AWS ZEBE . AmazonVerifiedPermissionsFullAccess

AmazonVerifiedPermissionsFullAccess SEHRFXERETRIF TN TEFEE, EEFEHU
Amazon Cognito AERBHN G2 RR , BEEEZEBIBER |, @0 AmazonCognitoReadOnly B,

"Version": "2012-10-17",
"Statement": [

AWS ZEBUER : AmazonVerifiedPermissionsReadOnlyAccess

{

"Sid": "AccountLevelPermissions",
"Effect": "Allow",
"Action": [

"verifiedpermissions:CreatePolicyStore",

"verifiedpermissions:ListPolicyStores"

]I

"Resource": "*"

"Sid": "PolicyStorelLevelPermissions",
"Effect": "Allow",
"Action": [

"verifiedpermissions:*"

]I

"Resource": [

"arn:aws:verifiedpermissions::*:policy-store/*"

]

AmazonVerifiedPermissionsReadOnlyAccess ZEBRER F Verified Permissions K1 & T

U

LB F Amazon Verified Permissions FRE BEURENZEE K SEEEESH

APIsIsAuthorized® IsAuthorizedwWithToken,

AWS SEHE
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonCognitoReadOnly.html
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ERAEER

® Note

2 Bl FEEBatchIsAuthorizedWithToken#2F BatchIsAuthorized#l
BfIsAuthorizedWithToken , € BB F¥ IsAuthorizedfl MY1ZEVE,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AccountLevelPermissions",

"Effect": "Allow",
"Action": [

"verifiedpermissions:

1,

"Resource": "*"

ListPolicyStores"

"Sid": "PolicyStorelLevelPermissions",

"Effect": "Allow",
"Action": [

"verifiedpermissions:
"verifiedpermissions:
"verifiedpermissions:
"verifiedpermissions:
"verifiedpermissions:
"verifiedpermissions:
"verifiedpermissions:
"verifiedpermissions:
"verifiedpermissions:
"verifiedpermissions:

:]I

"Resource": [

GetIdentitySource",
GetPolicy",
GetPolicyStore",
GetPolicyTemplate",
GetSchema",
IsAuthorized",
IsAuthorizedWithToken",
ListIdentitySources",
ListPolicies",
ListPolicyTemplates"

"arn:aws:verifiedpermissions::*:policy-store/*"

AWS 2 EBURR EBRFEFTAIEH

AWS SEHE
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BB LRBEREMELESELUR  DHEFTFITN AWS SERXKEHFMET., NEHEEEEN
B ENIREE | 55T Verified Permissions 4B ¥ 0 EHE A RSSHE,

-3 DU B

AmazonVerifiedPermissionsFu  Verified Permissions #7187 2024 £10 B 11 H
lIAccess — ¥TBUE HWBER , LARTEER

Verified Permissions,

AmazonVerifiedPerm Verified Permissions #7118 2024 £10 A 11 H
issionsReadOnlyAccess — #T THHBER , UAKFFR
BUE Amazon Verified Permissions

WATEBERE , S ERES
# APIsIsAuthorized #l
IsAuthorizedWithTo
ken

ERENF U CRRERESE Verified Permissions EFRIE 2024 £ 10 A 11 H
MEE AWS SEBRNEE,

¥ Amazon Verified Permissions & 0 MZEETHEZ B

FEATHERARGBEZLE RIS EMFE Verified Permissions B A g2 B 2IM E R ERE 1AM,

e

- BERECRBNFIUPHIT BE

« BAREBFIT iam:PassRole B

- RBZEAFH UHHMAE AWS IRF FEUFE M Verified Permissions &R

RERTCRINFIPHIT BE
MREREER , FALKREREHITEF , ENBRLEAEH , AFFERITEIF,

T5IgEfIgEsR g Emateojackson IAM EAEERERA TR ERE —BERE ny-example-widget
BERNFFMEER , BAEER verifiedpermissions: GetiWidget BB 4,
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
verifiedpermissions:GetlWidget on resource: my-example-widget

EHBERT , HBEH mateojackson FHENHE , AFHFER
verifiedpermissions:GetWidget B)¥EFE my-example-widget ERo

MREBEEWGE , FREEN AWS EEE, FHNEEESREENEXERE.
K AREEBHIT iam:PassRole BIRHE

MREBWBER | RREEEHTiam: PassRoleBifE , AIXEEHEHNBER , UAH LK ACEE
RERBIFT,

BE AWS B# IREEREACEEGEBRE K MAREBEUFNEBXALIRBEEAE, NFH
TR , L ARERACBEEZ BB,

EEA W IAMmarymajor FAEEHEAEE S E Verified Permissions F#ITEN{ER: , R4 T3
#HItER, ER , BEFRBRELEFEREACE TN, Mary REKAGEEEZRBENFTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WK AEEH , RAFFMHIT iam: PassRole Bk,
MRBEEHE , BREEN AWS EEE, FHNEEEBRHENZXERE.
RAEAERET DU AE AWS IRF FEFEM Verified Permissions &R

BUNRY—EAE  REMRFTINERAENEEBATNASFIENER, BT IEEZ R
LEEUHDEZXAR, HHTEERERNBERIFIUEHIEE (ACL) MR , SR LUE R ARL K
RRE T AEFRUENE R,

NMEFEE-STH , F2RUATAS

« BEET# Verified Permissions 2B XEIELLIIEE |, 5528 Amazon Verified Permissions #14A] {5
1AM,

- BETHINAAWS tRF EEEEN ERBREEFEIVE A BF2E (FHAEER) PNELES
AWS IRFE W5 — 1B IAM E A E P REEFEE, IAM
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s BEETRNAEERNFIERMBE=H AWSIRE | F2BIAM ( FHREEE) PHIEMAEEFR
BIRE=H AWS IRF %A,

- FETHNMERKE S RUEIE , F2RIAM ( EAEER) PHEEFEUERATRERN
ERE (BESD ).

- EETHREAAGNEREBRRETEIRFFRCENZR , F2HIAM (EREER) PHER
FEREFHIAM,

Amazon Verified Permissions 894 15 B 3%

EETHR 2B AWS ¥ ERESHATENEGEER , F2BAWS ¥ A SIS ERRREELR
HBNEHRFTE, WFE—MREA , F2E AWS Compliance Programs,

BOLAMER THE=ZARKZEBE AWS Artifact, INEFMEF , FSBE P THEES AWS Artifact,

£/ BNEREME AWS R BURRERNBRE, SRANGHRERE , URBEREENER,
AWS R TS ERUBEI &R

s ZEERERE - BEEMRIREFEEARTRTEEZE  YRUTNBLLHESRIENTE,
- HIPAA £ RS2 ZE - JIH HIPAA S IRHE. XIEFTE AWS IR ZBRFS HIPAA B,
- AWS £ ER - WITEFMANEmMES TR EAREHNEENLE,

- AWSEFESHEN - BBEANAETHRARNSAEE, AEERERPRE WREEK , AWS
R WA IEREMHN I ELEARENZEES ( SRBBEREENMZMHZA (NIST), XFFEXLZS
EREZEEE (PCl) MERREE(LER (1SO)).

« AWS Config B % A B15m P K £ AR BIFHEE R — AWS Config RESFAERAEFEATE
¥, EXEAFZHENEE,

« AWS Security Hub — & AWS fR# A ZEE L ERBH P Z £ ARE AWS, Security Hub EfZ £
Fl , TREEN AWS ERERELRNEZREBREEORESLLEREENREER, WEZENWRKE
FMIREIEE | 5520 "Security Hub #4122,

« Amazon GuardDuty - EA[ZEBERLNRESBEIRNMEBETED , 2R AWS R HREE AWS
RE, TEEH, RBRNERNEERE, GuardDuty TREREARERFRENARERNE
R, HBIEE FE PCI DSS EZRERRMNERER,

« AWS Audit Manager — & AWS R AT GBI B EREZ AWS AE , UELEERRKBN AR , U
R ERMEEZEEN X,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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Amazon Verified 5 7] Ay 5814

AWS £EERRERUL AWS B M TRERSAEREZE, AWS B RHSEERRHN BN
THESD , ELEHNRELE. SHEENSERRBMER, ZBTHRES , SR RIRENE
RAEXANERE , ETRAES BEBREBEMASRETE. TRESNTAL, FEEINERERE
RN, IBE-HSEERPONERERREES.

E 83 Verified Permissions BIERZHIE & , TEEM[ER REIL AWS B , I B B BHEKZESE
WO RAEENERDOETES, B, CRENFIAZIEETMABEESES,

0% AWS B A TABHANHEET , HHMANS 2HRERBIE.
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BE$ Amazon Verified Permissions API FEIY

ELm R #t 3 Amazon Verified Permissions FlE M AWS RS RaIFEE, ATAMMBENEEL D,
AWS BT 5 T E3REEE Verified Permissions, &5 , WEBERFHEE BB EE :

« AWS CloudTrail E#EENHEMIR SRR K AWS BHIRS 3 HE AP FEILAAEEBESH |, YA
BRIXAFEEIEEN Amazon S3 #EFETRE, B SAERBIN LAY ERENMIRS AWS, EITH ALK
FOR P st , AR IR, MEFMER , F2E (AWS CloudTrail A EHEE) https:/
docs.aws.amazon.com/awscloudtrail/latest/userguide/,

WEMEA CloudTrail EE#R CEREFAIEEMAEN |
FEOY AWS CloudTraile

2
W

B f# A 528% Amazon Verified Permissions API

£ A E28% Amazon Verified Permissions API FE04 AWS CloudTrail

Amazon Verified Permissions B8 & AWS CloudTrail , ltRISIRHFERE. AR Verified
Permissions F AWS FRIEFTEREXENERIEC 8%, CloudTrail 2R EFIMFATE API IR AS
. FEERRYEOLBFERE Verified Permissions 12 &ML | LUK ¥ Verified Permissions API & ERTE
NEMW, MREEITHFER , BUYLARA CloudTrail EHEFHERFE Amazon S3 fEETE |, BEER
BHUNEL, MBBKRREBRE , MATLUE CloudTrail ERANEHELRETRBEZTNER
EEEH | BEERR API BIMEH |, 0 isAuthorized, M CloudTrail WEMEF , &AL
Y|ET ¥ Verified Permissions 12 HHEVFER., RHEFERE IP bk, REFBROAS, REFBROERE ,
DR EMEEAER,

EEH—25 7T # CloudTrail , 5528 "AWS CloudTrail fEH &M -
CloudTrail F Y B ERFEFF AT &

BAUMRFE AWS tRF B , 889 L&A CloudTrail, EJEE)TE Verified Permissions e 4 | B05 8
SHEEHEFEFCHEPNWEMBE AWS B4 —ECEKE CloudTraill E4AF, EAIARR, ESHMTH
AWS IRERIMTEM4, MEFHMER , F28 "F£H CloudTrall EHE S L&A=

EERECE FRNEHAWSIRE , SECHRBHFUTNSEYH , FEIER, HFREEE CloudTrail #&H
HHERRE Amazon S3 FFETE. KTER , EREIRAPELEHE K ZEMSERAZEMEN
AWS EiF, EBHtEicsk AWS ZEIEHRME BENEH , Ui AFERINELIEEN Amazon S3
BFATE, A, BUUEREHEM AWS IR , SLE—F 547 CloudTrail BEPRENEHERLHE
KETE, MEFMENR , F2ETIAS :
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» DeletePolicyStore

* PutSchema
* GetSchema

» CreatePolicyTemplate

* DeletePolicyTemplate

» CreatePolicy

» GetPolicy
» CreateldentitySource

» GetldentitySource

+ ListldentitySources

* DeleteldentitySource

(® Note
B RERRBILERHIH LML,

IsAuthorized

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

.

"eventTime": "2023-11-20T22:55:03Z7",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "IsAuthorized",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64
exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",
"requestParameters": {
"principal": {
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"entityType": "PhotoFlash::User",
"entityId": "alice"
},
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
},
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"additionalEventData": {
"decision": "ALLOW"
},
"requestID": "346c4b6a-d12f-46b6-bc0@6-6c857bd3b28e",
"eventID": "8a4fed32-9605-45dd-a@9a-5ebbf@715bbc",
"readOnly": true,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}

1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data"

BatchlsAuthorized

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-11-20T23:02:33Z",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "BatchIsAuthorized",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64
exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",
"requestParameters": {
"requests": [

{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
1,
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
1,
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
},
{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"
1,
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"
1,
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
}

1,

"policyStoreId": "PSEXAMPLEabcdefgl11111"
.
"responseElements": null,
"additionalEventData": {

T f& Verified Permissions Bis#E3REH 143



Amazon Verified Permissions

ERAEER

"results": [

{
"request": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
},
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
I
"decision": "ALLOW"
I
{
"request": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"
I
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"
I
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
},
"decision": "DENY"
}

},

"requestID": "a8a5caf3-78bd-4139-924c-7101a8339c3b",
"eventID": "7d81232f-f3d1-4102-b9c9-15157c70487b",
"readOnly": true,

"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
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"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}

1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data"

CreatePolicyStore

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:43:33Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyStore",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"validationSettings": {
"mode": "OFF"
}
},
"responseElements": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-22T07:43:33.962794Z",
"lastUpdatedDate": "2023-05-22T07:43:33.962794Z"
b
"requestID": "1dd9360e-e2dc-4554-ab65-b46d2cf45c29",
"eventID": "b6edaeee-3584-4b4e-a48e-311de46d7532",
"readOnly": false,
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

ListPolicyStores

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:43:33Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListPolicyStores",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.

"requestParameters": {
"maxResults": 10
.
"responseElements": null,
"requestID": "5ef238db-9f87-4f37-ab7b-6cf@ba5df891",
"eventID": "b0430fb0-12c3-4cca-8d05-84c37f99c51f",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyStore

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

@Il’
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"principalId": "EXAMPLE_PRINCIPAL_ID",

"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-22T0Q7:43:32Z",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyStore",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "1368e8f9-130d-45a5-b96d-99097ca3077f",
"eventID": "ac482022-b2f6-4069-879a-dd509123d8d7",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
PutSchema
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
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"eventTime": "2023-05-16T12:58:57Z7",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "PutSchema",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": {
"lastUpdatedDate": "2023-05-16T12:58:57.51344272",
"namespaces": "[some_namespace]",
"createdDate": "2023-05-16T12:58:57.5134427",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
},
"requestID": "631fbfal-a959-4988-b9f8-flas3ffsdfed",
"eventID": "7cd@c677-733f-4602-bc@®3-248bae581fe5",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
GetSchema
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},

T f& Verified Permissions Bis#E3REH 148



Amazon Verified Permissions EREER

"eventTime": "2023-05-25T01:12:07Z2",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetSchema",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "alf4d4cd-6156-480a-a9b8-e85a71dcc7c2",
"eventID": "@b3b8e3d-155c-46f3-a303-7e9e8b5f606b",
"readOnly": true,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",
"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '222222222222",
"eventCategory": "Management"

CreatePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-16T13:00:24Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyTemplate",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
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"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": {
"lastUpdatedDate": "2023-05-16T13:00:23.444404Z",
"createdDate": "2023-05-16T13:00:23.4444047",
"policyTemplateId": "PTEXAMPLEabcdefgl11111",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
I
"requestID": "73953bda-af5e-4854-afe2-7660b492a6d0",
"eventID": "7425de77-ed84-4f91-a4b9-b669181cc57b",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-25T01:11:487",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyTemplate",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
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"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "5ff@f22e-6bbd-4b85-a400-4fb74aa05dc6",
"eventID": "c@e@c689-369e-4e95-a9cd-8dell3d4s7ffa",
"readOnly": false,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",
"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '222222222222",
"eventCategory": "Management"

CreatePolicy

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-22T07:42:30Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicy",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
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1,
"responseElements": {
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityType": "PhotoApp::Role",
"entityId": "PhotoJudge"

}I

"resource": {
"entityType": "PhotoApp::Application",
"entityId": "PhotoApp"
},
"lastUpdatedDate": "2023-05-22T0Q7:42:30.70852Z2",
"createdDate": "2023-05-22T07:42:30.70852Z"
I
"requestID": "93ffal51-3841-4960-9af6-30a7f817ef93",
"eventID": "3Qab4@5f-3dff-43ff-8af9-f513829e8bde",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
GetPolicy
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:ro0le/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
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},

"eventTime": "2023-05-22TQ7:43:29Z",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetPolicy",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "23022a9%9e-2f5c-4dac-b653-59e6987f2fac",
"eventID": "9b4d5037-bafa-4d57-b197-f46af83fc684",
"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

CreateldentitySource

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-19TQ1:27:44Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreateIdentitySource",
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"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",

"requestParameters": {

"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",

"configuration": {
"cognitoUserPoolConfiguration": {

"userPoolArn": "arn:aws:cognito-idp:000011112222:us-east-1:userpool/us-

east-1_aaaaaaaaaa"

}
+
"policyStoreId": "PSEXAMPLEabcdefgl111111",

"principalEntityType": "User"
I
"responseElements": {
"createdDate": "2023-07-14T15:05:01.599534Z",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-07-14T15:05:01.599534Z2",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"requestID": "afccle67-d5a4-4a9b-a74c-cdc2f719391c",
"eventID": "fl3a4ldc-4496-4517-aeb8-a389eb379860",
"readOnly": false,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",

"eventCategory": '"Management"
}
GetldentitySource
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",

:policy-store/
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"principallId": "EXAMPLE_PRINCIPAL_ID",

"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-24T19:55:317",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetIdentitySource",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.

"requestParameters": {
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "7abecf79-c489-4516-bb57-9ded970279c9",
"eventID": "fal58e6c-f705-4al5-a731-2cdb4bd9a427",
"readOnly": true,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

ListldentitySources

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

@Il’
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},

"eventTime": "2023-05-24T20:05:32Z",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListIdentitySources",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {

"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "95d2a7bc-7e9a-4efe-918e-97e558aacaf7",
"eventID": "d3dc53f6-1432-40c8-9d1d-b9eeb75c6193",
"readOnly": true,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

DeleteldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-24T19:55:327",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeleteIdentitySource",
"awsRegion": "us-west-2",
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"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",

"requestParameters": {
"identitySourcelId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "d554d964-0957-4834-a421-c417bd293086",
"eventID": "fe4d867c-88ee-4e5d-8d30-2fbc208c9260",
"readOnly": false,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

:policy-store/
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il - VPC im =K , AR Verified Permissions BE

LT REFTmEBERNES, ERGEBEREZINHREN K C8RFMEERLAEEEMIEN
Verified Permissions E1{ER 2 EUAE,

"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"verifiedpermissions:IsAuthorized",
"verifiedpermissions:IsAuthorizedwWithToken",
"verifiedpermissions:GetPolicy"

1,

"Resource" :"*"
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28 B L] DU
B
fEBHER XN 200, 000 fuci & - BREFHREEBHEZLRNA
N ER.
BEERHBERAD 200, 000 fu#2 R  SERBREERNAEEE
By R/ ERR,

1 IsAuthorized # IsAuthorizedWithToken YIS #EERECZEAEE,

2 E—EREENFEBERB X NNTERREA 200 , 000 EMITE. B  BERERRERER
MAAEBRAR)D  RHLEREMBER , HRRHA 200, 000 B Th, FIE , BREREGRK
R, BREFWANDIASTHE R, MELARHTERBCEEENEERRZSESEN AN, NRE
MBERERETAESRERS  MUNRESIIRE, MREFERRLRER , BE <&,

SAERBUER K/l

BAERBMEZEANERNRERN , RYUBEAELEBERESEEREENBRDEAER,
MRREEZFEARER , IRFBRARER 0, MRREEER , EXPEFT A "unspecified"&
RECEE, BARAMH XN TEZEBERK D,

FERMREFTHEA

@id("templatel")
permit (
principal in ?principal,
action in [Action::"view", Action::"comment"],
resource in ?resource
)
unless {
resource.tag =="private"

};
FRMAREARELTHEE

TemplatelLinkedPolicy {
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
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policyId: "policyl",
templateld: "templatel",
principal: User::"alice",
resource: Photo::"car.jpg"

}

TemplatelLinkedPolicy {
policyId: "policy2",
templateld: "templatel",
principal: User::"bob",
resource: Photo::"boat.jpg"

}

TemplatelLinkedPolicy {
policyId: "policy3",
templateld: "templatel",
principal: User::"jane",
resource: Photo::"car.jpg"

TemplatelLinkedPolicy {
policyId: "policy4",
templateld: "templatel",
principal: User::"jane",
resource

R, BRMFAEELEBEN K/, 5ERFTE MSEBEprincipalresourceF . BEFT
A 1 BT,

B R/Ppolicyl BEFEA User::"alice"(13) WRE MM LEIR Photo: :"car.jpg"(16) WERE,
#efmER , BME 13 + 16 = 29 B THE

M R/Ppolicy2 BEFEA User: :"bob"(11) WREMLER Photo: : "boat.jpg"(17) WERE. #
efmER , TME 11+ 17 = 28 B THES

B AR/ Ppolicy3BZEFEA User::"jane"(12) WRE M LER Photo: :"car.jpg"(16) WRE. #
efimER , BME 12 + 16 = 28 B THE,

B R/DPpolicysERZEFEA User::"jane"(12) WREMLER 0) WRE. SEefmiExR , RME
12 + 0 =12 {E{Z B,

B policy2RM—SZER HWBERPhoto: : "boat.jpg" , Ht@ER KA 28 BT,
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THIBERTE Cedar AW , EHM principal FZRE| , Rt #ERREFTEE,

permit(principal, action == Action::"view", resource == ?resource);

T3 E € HI7E Cedar # Verified Permissions F#BMX , A& principal#l resource #BA PR Hl5
.

permit(principal == User::"alice", action == Action::"view", resource == ?resource);

permit(principal == ?principal, action == Action::"a", resource in ?resource);

mREEE
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uid Identifier
type EntityType
id EntityId
attrs Attributes

parents Parents

Example - JEE&
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Cedar

"number": 1

"sentence": "Here is an example sentence"

"Question": false
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{
"Set": [
{
"Record": {
"number": {
"Long": 1
}
}
.
{
"Record": {
"sentence": {
"String": "Here is an example sentence"
}
}
},
{
"Record": {
"question": {
"Boolean": false
}
}
}
]
}

Example - BURFHE
T 5| &5 FE R E AR 2 5 B L Cedar 1 Verified Permissions RSB R FHBUEER,

Cedar

"uid": {
"type": "PhotoApp::User",
"id": "alice"

1,

"attrs": {
"age": 25,
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"name": "alice",
"userId": "123456789012"
},
"parents": [
{
"type": "PhotoApp::UserGroup",
"id": "alice_friends"

"type": "PhotoApp::UserGroup",
"id": "AVTeam"

"uid": {
"type": "PhotoApp::Photo",
"id": "vacationPhoto.jpg"
},
"attrs": {
"private": false,
"account": {
"__entity": {
"type": "PhotoApp::Account",
"id": "ahmad"

iy

"parents": []

"uid": {
"type": "PhotoApp::UserGroup",
"id": "alice_friends"

},

"attrs": {3},

"parents": []

"uid": {
"type": "PhotoApp::UserGroup",
"id": "AVTeam"

1,

"attrs": {3},
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"parents": []

Verified Permissions

[
{
"Identifier": {
"EntityType": "PhotoApp::User",
"EntityId": "alice"
},
"Attributes": {
"age": {
"Long": 25
},
"name": {
"String": "alice"
.
"userId": {
"String": "123456789012"
}
.
"Parents": [
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
},
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
}
]
},
{
"Identifier": {
"EntityType": "PhotoApp::Photo",
"EntityId": "vacationPhoto.jpg"
.
"Attributes": {
"private": {
"Boolean": false
.
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"account": {
"EntityIdentifier": {
"EntityType": "PhotoApp::Account",
"EntityId": "ahmad"

}
}I

"Parents": []

"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"

iy

"Parents": []

"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"

},

"Parents": []

R B M K/ PR I

Verified Permissions X BUBKRERENFERHERE , URBENEERR, BERMNBEKRER, ZREF

B8 =B Verified Permissions fEMNEE Cedar R REM A /NREI,
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BUR KM 10,000 =
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BUR A K/ 10,000 i
BRI K/ 100,000 i
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