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ount

PhotoFlas
h: : Album
| Bob-Vacat
ion-Album

Action

PhotoFlas

h : : Action
: : "Update
Album"

PhotoFlas

h : : Action
: : "ViewPh
oto"

PhotoFlas

h : : Action
. "ViewPh
oto"

PhotoFlas
h : : Action
: : "Delete
Photo"

£ Verified Permissions =2 & H | BELESBR 1 A EBEIVNWHRERE,

EEES , BERE,

1.
2.
3. EMRBEEHET , EFMREBRETRE.
4.

EMBRUCBRFHRES ? HEESE , A Delete , AARIEE Delete,

RERE

izl

E48

E48

SER 4 BRER
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an-l_j:i*E*;ﬁUEﬁﬁi i%

BT EERTER A Amazon Verified Permissions fRIGES | & — 5 2 37 BN Bk B4R 2 BUR PR
RRAEREYE, EEURERTESREEARENEHNTWREZR , £BRE SQL BRREH API R1E

HEEREARNEMNY, k2 , BEZREHEERER. RAE  XABROEIT/E , LUERE
ERH %,

ELYTEETHER  LERRACERUBE , Hl:

- BNERZME? ITABEH? Al , BEREFMURER RS ?
- ERNERRSETTEETHEREAR ?
- TRUUBSEERHITHLEE ?
. é%ktﬂﬂﬂﬂ%tﬁ_‘?n?? ?
ERRERAERALAEEZNFTTPRETERE , 0 "Adminy . "Operatory =
rReadOnIyJ ERMPEZEIBEEREBRRRRN ? ESMERDR?

- BEELEREE? flw, E—HAFIN "EEF, 2EZR , E EET RERTER/E
AREXHEEF?

- BEECREERTEVLEEENEN? HlN , EEFEIHEZAATUEDHNREER , LNEFEX
ERENER?

« FRAEATUTNMMEECHEEACHNERZAR ? 2EFEER?

LRENBRRERBARERDR  eERTETA. BER. 8, UREMUOAHEERER . ELLHER
THZE Cedar g Verified Permissions [RGB HH. HRH  CEEARERERBIGRE , B
EEHMES — %  LEUUEREXRRD , fINAEER, BEE  URFTIIHEFERE UL
EmPMAENERIER, Cedar WEFTEBRANEEY , TREEETPNEF K MTAEEHERT
BAME MRS Cedar WEE, At , BRETHAMENSCHERBRERREEENRES,

AT HBEEBELEESREEE | BT TIEBE

« £ Cedar BURREE 2 Z 5P Cedar s%5THE R,
® nﬁ%rg Cedar Bz%nn ng%jﬁ@qﬂm:ﬁf Ei%o
- BEEBLEEFEENREER,

REEH

- RBIENR "EME, E1
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https://docs.cedarpolicy.com/bestpractices/bp-naming-conventions.html

Amazon Verified Permissions EREEE
« £ 403 ZiFEERR , MR 404 R EISER

« EiER API BN EIR

- ZHFEZEEEHE

RABIERR "IE#E, KA

ERRGTREREE  REE- A -—ERNER, TEANEARXNTURR b HBEUNRSER
TRNREER  EXREE, fl  FEBERERZENRTE, ESERL Unix WIEERFHE
MERE , ENERBEAREN RN, kit , EFSHMEFRRBRNAS R LERAARE
o, ERBEEEAT EXENRNTT. REEARAKELHER , EMERBBRENN.

REMRSEZNVERMIIFEY  BEEIRBTCNARETFAENER , URTCEE ARG AR
BHER, MREHREEEIMNILEE , AIRTEI,.

it , AFTRHER ERRARRGTREYANRERE KA EBRY TREMS.

& 403 FibgaER , MR 404 A RgaR

RIFHE 403 RILMERELORES ERNFER , HHR BR , ZFARRYEEEMABER , MR 404
BAIER. ETRUESERNZ2NE , RAZTELRERRESHFE , ARERTHEBRERE
FRAE ] B R B9 BRER AR #F o

IR APl BELUANEIR

ERZHEEAERSD  FARRBXENEREVEE, flo  ERAABAEXNTERFFAIRTAT
EERIERRLATHBE. ER—ERY. BENKRE , THRCERBENRIE AP R,

ki , HttBRHOEARER , 5512 Web BRI , RERFT API BRIERSWFFT, Hla,

R Web BRIFIRHE S B9 APIcreateThing() , REER RS ERBENFTT , HEBL B
Cedar action®E% createThing, EAEHFZIERATEE , UEERER THIT T, sEWUA
createThing#®{E , BFEE createThing B . FERREGE , HIF?

2% Verified Permissions TR AHNWAFIEFE2EER API EEERNBENEE, EREHA
ME%E  SHBREFREREREN APl 2 B EERS,

TiB , EE—SRBEREK  EBUAPI AP ON A EARETBESERFERANRERENER
B, BAAPIs ARGEFEEEARENNE  ERENNER, WRZE APIsEZEFIEEEEIR
HFE , EEEWRREEESLERNRE , WA ERF.

REE—ERNER 11
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plan , FERUSHEBKENERE B &, FAETABKEE K MEST —ERLBERELRER
BLRABEKEEN, EENRERE B SN RBRAWE AP RE

* listMembersOfGroup

* listGroupMembershipsForUser

EFANEAEY —ERERREFEREER. Rt , FFAUEESX AL T HIABEMERIENE
B, MREBBIBIENE API REREEEMERARS , EEFE® , AT

« isUserInGroups ( ¥THY APl , AIMRFAGEFEAEREBNR —ZEFAE )

REZLARRE , It API BERE=ERERERFEAREER , PHEESHOITENFTT,

BMEZLEITAEBRENNERREBRRE, B F2ERAIFEREEREHKEBUIRETT ,
530 viewGroupMembership , EE=1E API IR{EBHESE,

APl £ #F A

listMembersOfGroup FE BiHEMviewGroupMembership &l
listGroupMembershi TE FHEMWviewGroupMembership FFH
psForUser

isUserInGroups FE FH#&EMviewGroupMembership FFH

BBEHEMETA , EEE AT UKIEG B AN KARRBFAXSERNFEUE, BAEE , S8 AP
REREHXACHITEZENEENT , MEEESEREFIRSLEASEN Y. BTREENR
FXR , EUUARB MR EL,

ZHFEZEEBSH

BURfERRHZEATEFEANEAES - NAZEARXHNESAFS - LAEHE Amazon
Verified Permissions &, TAHEREER 25 , FHRSHRRR, YU —BALAREER
EFEEEFNER A EEAFPBRERERER—EHRX, MEFMHEA , F2HE AWS FRIE
5|8 Amazon Verified Permissions Zi# FiXitEE2F1H,

1. —EHABRRERE

EBZHEF 12
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Amazon Verified Permissions EREER
FEHFHAE-BREFRE. EARXEXMERESRREZELABEREFRE.
2. BEHFPBEREFNE

BEEFHE—ESHABRERE, FAEXSRBRELFRNEAF , E8TRNBEREFREN
S RERE.

EMERBEHSEEN AWS IREEARAKNWEE, IE , SEXMMERETENSZE? LT 208
B Verified Permissions ZiH A IREREHFE B I&E 4,

A P BER PR

HEEEAAFNBREAtERAFRHENRZEAFENZERER., ESEHEAFHAEBACHK
RERER , SEEAFHREECHNRBRBERSE,

RERE
BAAERSEBRAFNBRERE , BAERRFEARREFRE D REREFRNBERF.
ERAHABRERER , FRERERBEEAERNBEREFRE D,

BEANGRHERERE

ECNERARXAZARRERER , EHNEREANBRFREEEHASESERREFHET
HEERET MR EE R

SIRBREE

FaREER - L2 ERREAESEEAF. 2EEREENENARERRLANSEEAR
MBREFREREMSR,

N3

BUEFEALNABERNRERERANRRERTE, BENARTERMEAHTRE |
BESERREERE  THBeMERIMESNRERENAFRTE,
BRI R 4B

Verified Permissions EEUeEH EZLHAPRRNE RMBRREEE, NERENFMENR ,
B ERAVEEE,

3
$

EBHARABREFAENZSEEAFERERE

BEEZENFTEEHLANSERRAFEREHEEE+ BN KRBNEREREE.

Bt ABRRERENESEEAFEEFEHRE 13
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ERAEER

ZEBER

HAFBUR R

SEANGBHERER

EHRBRER

W3

AR % & IR B 2R

W E

BEZHEFEARANETE. EMERBREZH ,

HRABREREFHNTFERE
&

., Must include tenant
identifiers in policies and
authorization requests.

{€. All queries target one
policy store.

{K., Must make one schema
work for all tenants.

K. All policies are global and
can be centrally updated.

&o. Mustidentify and delete
only tenant-specific policies.

=, Tenants share resource
quotas that affect policy stores
like schema size, policy size
per resource, and identity
sources per policy store.

BEAAFERFHRENTHE
BER

{K. Isolation is default
behavior. Tenant-specific
policies are inaccessible to
other tenants.

f, Must maintain mappings
between each tenant and their
policy store ID.

=, Schemas and templates
might be less complex
individually, but changes
require more coordination and
complexity.

&o You must add global
policies to each policy store in
onboarding. Replicate global
policy updates between many
policy stores.

K. Delete the policy store.

{€. Each tenant has
dedicated resource quotas.

AL BEmER EREEE,

wn{miEE
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MRENEARXTEERRAFBENER , XEAE-S2 KR , AIMEHEAFHN —EXRABRER
ERRERRAMNBERIR, EEEREMENRERENSEBRERE, £RA—ALARRERER
HAFHBIEENEIRY  BARAEATTEMREAFEENEEK.,

BR K NRENEREAFTENFZHEHFBENBR , IERAZES 2 HKE , AIREBFBREFRETRE
REN. BALEAREEABRAFHAIRTESEBRFRERN IAM BERRZFIEEAFBEERNF.
BEERAE P S R MR EBUIRFME ; fEshared-policy-store BIRIEH , BMUAS I M RIS 45 E H I
Fo

LUSEIPE S 15
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Amazon Verified Permissions BUZREZ K E

HREHERBRNBRELINER. ESEBRREFRES  SUNRIARBENREERREREZ
BERAVERBHER. WA, BLURRBERRE. NREEBRXFTEZERABRRENBRERE , A
EHEEBHEARERRTESNEREE, FREENEFE , WIEEEMHEE,

fiBRRZE RIS L BIAMUBRBER FHIE. iR BYNFIEHBERFRERSRUAMBRRE AWS EEE
2H. HRH , EEEHEIER API 3 SDK FILBZ VA EBRRERESA,

EMERASEEARRNEY —BBXRERE , Sttt FERAEXASEHEAFEN —/BEEXRE
RE, RESEFRE , L EEEBRERE, fUUBRYBEFEHERS , UERSREESE
EHBERERE, MEFHMER , 552 B Amazon Verified Permissions BIERFHIE I o

BMEBETEZEARBEEBREPRH Cedar BfE , NPy LERR AT 1S

M. MEZER BENTFRTFE , L—HEHK (1) 2RBAIBRE. fim
MyApplicationNamespace: :exampleType., Verified Permissions X ESEBKEFHRERZRZ 100
Bwngzl. ERCHAZERUNERERR K EETEZHERBEVHRISEE, i, 223
AFERAERY  FATEZHKERAFNEBHMIEEERPERNER K BEeMEAMEAF
EFHE’J*EM%TEEIEETWO EERER RN BFER , ZUURRERIIEERERRNES, WEFHE
# , F2H (Cedar BRFEESERR) PG RAZHE,

&

- BEYEBEFIBEREFRE
- APl ERFHRTFHE
- RBRBEFRE

BV ERBFIUBRRTHE
EAER T RS LRI BEFRE -

- BESIEXRE - EEUF—EBERZH , BEERERNEBENZERASERERERELR,

- £AAPIEE M 52 RRERE - FRESDIRME (IdP) BANFEAE , A% Amazon API Gateway
APl WEIMERMERER A REBLNZTIAER, WREFEEAEAREEGEAERIENEER
S EMBERN APl FER , BREFE A LGEE,

- REHIBREFHERK - BEERAAERNEFHERBREFRE. WRET#H Verified Permissions I
RERKANAHASFIBER , BREEAEER,

BUBRERE 16
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Amazon Verified Permissions EREER

- BYZHHEREHE - ERBITERERBEARNFIEFIEE, MRLERATZREBRRERE
BEEERERE,

Guided setup
EASIEXRERART EBYBRTFHRE

SIEXREREESI ERTHRBLBRFRENE —ARBEENEF. ERAZ—EEREEE
ViERHER  HAEARZEREENEE , URERTFHINEIAERE., AR, BEEYEN
F—EBE, TRAUEER , SRS MEEENBRENE. HEREERHERRERHE &R
FTREH | UREVEMBERMEBA,

1. £ Verified Permissions £ A H | BRI HBEREHRE.

2. ERMBRERD  EFESIEARE,

3. WMABRTFHREHRR, EXFAURESEEABNEAAER , MABNBREREN BN S
$£2# | fili Weather Update Web FERTES

4, HEFHMENERD K BGAGBHRENDEZ[. UEGEZHANFHERNR , 528 Cedar XH
EFEI‘Jﬁ 7.:I:t!FEﬁo

5. igﬁ-lt_io
6. EEREHEAEY K WMAEREENE®E, HlW, currentTemperaturef AR KRR EH
Web ERRX N EIR.

7. (BA) EEWEBMUFNBEREME. WABMER K YAERNSEBHEREBMHER,
RESEBMERERBME, HlIN, temperatureFormatA B RcurrentTemperature&iR
WEMY , IURERSERK. TEBROCHEERERAMENEY K FEEBEZNBER,

8. HEBEMNY A WMAEREREECERBRENSE, EEAEREAMSHMEE  FREWH
WEE, a0, viewTemperature AIgER KRR EH Web EABRX PN EIE, BEEBRAE
BREFENEE K BFREBESHBR.

9. HEEFABEEBRENUY K GAKHHERERTCHAEEHENEZTARRER, RIEHE
%, FRESMEE MM, BETMER,

10 &E-F_io
1M1. EETAERRED  ACNETAERZES SRR,
« WREM Verified Permissions ERRRNSEZREHEZFTAN ID MBH , FEERF]. =E

BHEBMLHIETEBE M, Verified Permissions ¥ B ERBRERERTREENE
HE, EEBROHEETAERFENEY K FE2EBMEZSNBR,

BYBREHE 17


https://console.aws.amazon.com/verifiedpermissions
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Amazon Verified Permissions EREER

- WMRFBFEAN ID MBHAR EEW ID HFEERIRRME , F&EF Cognito FAEERRE
Amazon Cognito, ### Connect FAEEE, EMETERZHEHAELEEN AWS EFITEH A
Amazon Cognito fEFEEE ID, BEFEER, NMEFMEF , 528 (Amazon Cognito B
BABIERE) PHEE Amazon Verified Permissions.  Amazon Cognito

« MRFFEAD ID MBHAAREINEE OIDC REZFELER ID NM/HFIFAFHER , FRFND
OIDC R E , AHTWRHAENZFFMENA,

12. igj%-lt_io
13. EBRFMEAERT , WA — @ Cedar BERAZRABERMER,
14. EEREERUF  EBEERRBERETFHINEER,

- BERERFRA  BBXREREREZRRA. EAFERNBFENZREARCPBRERTA
REWMAZTTANERBRIR, Flm0, user-idAARKXKKEFH Web EABXPHERSE

BIFFo
(® Note
WM REE AR Amazon Cognito , BEREE RIS EKRNILA <userpool-id>|
<sub>,

- BEFEER  SEREAIBRREFRERNFREER,
15. #EREERVY , EEEEZRARTERITINER.
- BEREER , SEREAEZEREER, ERFLBREERZERMUTNER  TWAE

RN EREBR/T. Hln , temperature-ida/LLR XK EH Web ERAEXN P EEEA
o

- BEFRER , SEREAZERREREFHFREER,
16. EBFHERVY  EREEZRARBREITNEE.
- EREREDFE  BKERERERERF, BRUEREEAE RUNBFSHNZESG IR
(BF) .
- BEMEDE  SEREAZBRERERHFREEF,
17. REBXRBEEERPHEER, BEREVYBERENE.

BUBRERE 18
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Amazon Verified Permissions EREER

Set up with API 38 and an identity source

EFAERE APl BE M& 5 RREEF EZEZL R EFRE

AP| Fi& B2 A Verified Permissions BURR{RE APls , EXBREERFEAEFHESIACMH
HRERE, WBRESEEBRENE , UFERAS S RRFHEAMESR Lambda BREHH API FBIE

R,

IdP FHIEAEREBEERALBNEZTEA (ID F/F ) SEBHRE ( FIFR ). APl F API &
WA EZNREERAZNBRRENEE, FNEREXNERA ER. HRLIERRE , Verified
Permissions @ BEFHIE, Lambda BEEH API Lambda &#EH ., TRIETIERRER , B4
A#% Lambda R T BTG IR AP,

1. £ Verified Permissions £ A H | BRI HBERENRE.
2. HEHBmZEERERERD  ZEFEH AP BFE N8 RERE , RREMT—5,
3. EEAEBRNEBESEN AP T , BESMABRRENEERMBEETLN AP,

a.

d.

3

#ft API FERER PR PIRBIDBMRE , REZBIEA AP, 1FE API BEERHIGEHAER
2/ (Amazon API| Gateway B8 A S15r) PHERE REST APl IR ER.

REEAZRNBFERBRES,

EEFHERIEME , FBE API FHE EASTPEHEHN API BRHEHZE , RRERNEA
APl AEEE#H,

LEREENREN FRET 5.

4. EHHRRH , EESGHREHEER, B LLEE Amazon Cognito A EEES OpenlD
Connect (OIDC) IdP &,

5. wREEE Amazon Cognito :

a.

b.

d.

FEEENBEEFHEMERN AWS BiF Ml AWS IRF FiBEFRELRE,
BEZEEELERIAETREZ AP NEREE, F—EBFHEEHIERER
12, BRI AP ERERERENER,

EERAERXAFERET K LUMARERFHENEERHASHRAFEREEESRH
Amazon Cognito EARXAFKFE, EEERZEAECRAEAEREETHN —HSE
EERARARAFRETS I RE  FENEEIERHAHEAEXRAFRK IDsF. &
ERIGREAEEEETEIRENEMAERAE  FENTREEAZEXAHFR IDs,

EET_io

6. MWRMEIEEHNEL OIDC BHAE :

BYBREHE


https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-use-lambda-authorizer.html
https://console.aws.amazon.com/verifiedpermissions
https://docs.aws.amazon.com/apigateway/latest/developerguide/set-up-stages.html

Amazon Verified Permissions EREER

10.
11.

a. ERTEURLH , BA OIDC B1TEK URL, ERREMEREHKIRE , TRHERERRS.
HESHR  UREBEREAENEMEN , S0 https://auth.example.com. EHIZE
7% URL %ZB7TE §t& OIDC #&EX 4/ .well-known/openid-configuration,

b. HEFNEHESP , RELFLRARNRERLETREN OIDC JWT FE, MEFEESA ,
s 2B Amazon Cognito BB RFT ZIFEBIEIR , LAK#& OIDC AR FE B,

c. (EA) AHERES-EAT , BEFEEAES  BAERNERE  ARENERE,
d. EERAENFAFRNESH , AT TIEBE:

i. HEEIRENZHTRAAEAEESTEE. ERBEEREEN D AEDERNE
Hsub , HP QS EFN L2 ERVME BB . KEEELR OIDC IdP K & 75§51
ERREREFHERERE,

i. EHIRRNFHPMAFEESTEE. ERgroupsEH ID RFNFHHEEES
EREREFENES. ENBRFHESREBHEKNEERRER R,

e. HEHRBED | BEAID valuelt HIBEEFLEHRERNEEREBRPEZINE,

f. igj%-lt_io

N R &322 Amazon Cognito , Verified Permissions & #HENFEHAEEE. ¥R OIDC #
e , FEMAREER, BBEEREBATBEALZNBEFERERILBER | UAFEHAE
R EBITEME,

a. EBENNELESSHEBRTBWEE,

b. BEMERRGEZMMNSERE,

C. igj%-lt_io

EHBEAEIAESY  EERAERRTEHER Lambda BES |, ERE Verified
Permissions BEAEHIT , BN Verified Permissions B BUERZHMERN Lambda EB#EH
RS ERERAY D BB

ERERBITFENTERY  BEERIUBEKREHE.

ERERTREBEREREAMES B , LAEE Verified Permissions B ERVEE,
—RIEREE  BEANY—E/NE , HEIHE Lambda BEASBERKINE  NREBIEZEFE
BERES  BRERES.

Verified Permissions #$E &8 API 237 Lambda EE ] Lambda =5 ., BEZRE API LA
EEEIRH APL,

BUBRERE 20
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EE T UNfIERK Lambda &#7% , 2K (Amazon AP| Gateway FH# A Bigm) PHEA
API B3& Lambda Z#E J75

a.
b.
C.

d.

f.

g.

HEEZ APINEES YR THRIFTTELINRESER,
BEZER , RBE API FEIK LB A *.

BEUS EBRERE THRE,
HEEFRERALZENLETHRESER,

EB HTTP FFR#&E5H , M ABZ B AUTHORIZATION , REBEIMLE,
8 API BEER

12. EFRALERESSRRSBHENNFHRENEAEEEFHRARENEER. NFELH
EEEZSANBIAEFNFMEES , 5268 (Amazon Cognito BB ABERE) PHNEAEE
EE’]J I%ﬁ l)ll;*EEo

13. £ API B RBYAUTHORIZATIONAZSERHRFRAFERAEEEFFH AR 5 2 8.
14. BELNTFBEERE, FEMBHEXK,

Sample policy store

EREG B R TR EERS EZELBRTRE

1. EFRRBREERYT , REHEMBREAE.
2. HEHERERTD  EEECANEICREFIEAEXEE,

* PhotoFlash RHEH @& F E’J%"WJ Web FERER , AIREAERE R HAAERIMEAMAE, £

RETLGRERFFHERE., STmNENLAEMEANEET T, IRFEAERT IR AR
B8 jtﬂﬂﬁ#r%ﬁﬁk*ﬁ%o

- DigitalPetStore 2 —E#HAIRARER , FAABAUEMAEXSETF . BEFE U LFHEEYE

1THRE. BESEVNTIIE, MERYNEFSCBARYERE, BYEREUUENE
YINFRET. LEEMZERIAMBRENTE, CTIIENEFSLEKATERGE, FIE
BREBTUUNEITENFAEANBUETE, BYEEEEEEREEFIE.

BIABRTFHRE 21
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@® Note
DigitalPetStore #HlBEFHEF T EBKE A, PhotoFlash # TinyTodo #i {5l BZE
FHRESEBEER,

* TinyTodo R —EHPHIEAREN , TREAERUERNEREE. FEHRBETUEENH
REBE , WiEEHATURARREERLEE.
3. BMEBELRENEFER K RRSEBELAFBRTFHRENGERBERNEZME.
4. BEEYHEREFHE.

BHHERFRERFERAEMBESEFHEFTRENBERMNEBERENN, WFERTAEHIE
REMER I c BAEZBERWEFEFMER , 528 Amazon Verified Permissions #8458 £
REH,

Empty policy store
ERAZABRTFREHERBRF ZEVBRTFHRE

1. ERBEEERYT , BEEZABRERE,
2. BEBRVHEERTHE.

THHEEHEREREABREANBERATEIN  ERXRTTEREFHEX, EEFTBREXEEHER
BHEAEAET |, 3328 Amazon Verified Permissions B FH B & B E IR,

NEREHNBREHERYBERWFMERNR , 52/ &1L Amazon Verified Permissions & REI
KM EIL Amazon Verified Permissions #245E B3R

AWS CLI
R BIAZHNBEFRE AWS CLI,
BT LMER create-policy-storelR B BERERE,

(@ Note
ER B K BERFRIE AWS CLI ZE/ .

. EEFEEEBIER , 5528 Amazon Verified Permissions B BB IE IR,
- EEHMMEE , F52 08 &3 Amazon Verified Permissions FFEEHE,

BUBRERE 22
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s EEMWEBKER , BB EII Amazon Verified Permissions BUER &4

$ aws verifiedpermissions create-policy-store \
--validation-settings "mode=STRICT"
{

arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-16T17:41:29.103459+00:00",
"lastUpdatedDate": "2023-05-16T17:41:29.103459+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

AWS SDKs

O LAMEA CreatePolicyStore API B BEFME, WEFHMENR , 28 (Amazon
Verified Permissions APl 2Z18§r) F# CreatePolicyStore,

£ AWS SDK 7 Rust FE4E Amazon Verified Permissions

AEERMMEH AWS SDK £ Rust FEE Amazon Verified Permissions BB &i 45, Lt &5l
RENMBARREER  LUARFEAERSULRIAHEE. SHRXBERARE 1 aws-sdk-
verifiedpermissions K581 A Rust B AWS SDK , IR —A8 KW T EE HE AWS R,

FORIFAF

Fia Al , FHRELESERKLRE AWS CLI, M EZEHE Rust.

- MELE WIER AWS CLI, 5528 AWS CLI 2/,
- WEERT ISR AWS CLI |, 552 MEETE AWS CLIFBREMEAERERERE, AWS CLI
- W% Rust WEFMEN , 238 rust-lang.org : // FIAWS JE A Rust ¥ SDK B A E1EF.

HiRFENIRER | BEMARKRRNME Rust FEFEEREST .
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. BYBEGHE

. BEFREBEARESBETRENERE

. FRIE RS ERER
 EERREEER  UER—)

TE IE7E

Xa

AR EAREXE

1. 3 Rust B%E,

2. main.rs FATIEXBIK FHEMABEEERD :

use std::time: :Duration;
use std::thread::sleep;
use aws_config: :BehaviorVersion;
use aws_sdk_verifiedpermissions::Client;
use aws_sdk_verifiedpermissions::{
operation::{
create_policy::CreatePolicyOutput,
create_policy_store::CreatePolicyStoreOutput,
is_authorized: :IsAuthorizedOutput,
put_schema: :PutSchemaOutput,
},
types::{
ActionIdentifier, EntityIdentifier, PolicyDefinition, SchemaDefinition,
StaticPolicyDefinition, ValidationSettings
},
Iy

//Function that creates a policy store in the client that's passed
async fn create_policy_store(client: &Client, valid_settings: &ValidationSettings)-
> CreatePolicyStoreOQutput {
let policy_store =
client.create_policy_store().validation_settings(valid_settings.clone()).send().await;
return policy_store.unwrap();

//Function that adds a schema to the policy store in the client
async fn put_schema(client: &Client, ps_id: &str, schema: &str) -> PutSchemaOutput
{
let schema =
client.put_schema().definition(SchemaDefinition: :CedarJson(schema.to_string())).policy_stc
return schema.unwrap();
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}

//Function that creates a policy in the policy store in the client
async fn create_policy(client: &Client, ps_id: &str,
policy_definition:&PolicyDefinition) -> CreatePolicyOutput {
let create_policy =
client.create_policy().definition(policy_definition.clone()).policy_store_id(ps_id).send()
return create_policy.unwrap();

//Function that tests the authorization request to the policy store in the client
async fn authorize(client: &Client, ps_id: &str, principal: &EntityIdentifier,
action: &ActionIdentifier, resource: &EntityIdentifier) -> IsAuthorizedOutput {
let is_auth =
client.is_authorized().principal(principal.to_owned()).action(action.to_owned()).resource(
return is_auth.unwrap();

#[::tokio::main]
async fn main() -> Result<(), aws_sdk_verifiedpermissions::Error> {

//Set up SDK client
let config = aws_config::load_defaults(BehaviorVersion::latest()).await;
let client = aws_sdk_verifiedpermissions::Client::new(&config);

//Create a policy store
let valid_settings = ValidationSettings::builder()
.mode({aws_sdk_verifiedpermissions::types::ValidationMode: :Strict
b
.build()
.unwrap();
let policy_store = create_policy_store(&client, &valid_settings).await;
println!(
"Created Policy store with ID: {:?}",
policy_store.policy_store_id

);

//Add schema to policy store
let schema= r#"{
"PhotoFlash": {
"actions": {
"ViewPhoto": {
"appliesTo": {
"context": {

£ Rust BN BURERE 25



Amazon Verified Permissions EREER

"type": "Record",
"attributes": {}

},
"principalTypes": [
"User"
1,
"resourceTypes": [
"Photo"
]
I
"memberOf": []
}
},
"entityTypes": {

"Photo": {
"memberOfTypes": [],
"shape": {

"type": "Record",
"attributes": {
"IsPrivate": {
"type": "Boolean"
}
}
}

},

"User": {

"memberO0fTypes": [],

"shape": {
"attributes": {3},
"type": "Record"

}

}
}
}
1"#;

let put_schema = put_schema(&client, &policy_store.policy_store_id,
schema).await;
println!(
"Created Schema with Namespace: {:?}",
put_schema.namespaces

);

//Create policy
let policy_text = r#"
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permit (
principal in PhotoFlash::User::"alice",
action == PhotoFlash::Action::"ViewPhoto",
resource == PhotoFlash::Photo::"VacationPhoto94. jpg"
);
"
let policy_definition =
PolicyDefinition::Static(StaticPolicyDefinition::builder().statement(policy_text).build().
let policy = create_policy(&client, &policy_store.policy_store_id,
&policy_definition).await;
println!(
"Created Policy with ID: {:?}",
policy.policy_id
I

//Break to make sure the resources are created before testing authorization
sleep(Duration::new(2, 0));

//Test authorization
let principals=
EntityIdentifier::builder().entity_id("alice").entity_type("PhotoFlash::User").build().unw
let action =
ActionIdentifier::builder().action_type("PhotoFlash::Action").action_id("ViewPhoto").build
let resource =
EntityIdentifier::builder().entity_id("VacationPhoto94.jpg").entity_type("PhotoFlash: :Phot
let auth = authorize(&client, &policy_store.policy_store_id, &principal,
&action, &resource).await;
println!(
"Decision: {:?}",
auth.decision
);
println!(
"Policy ID: {:?}",
auth.determining_policies
);
0k(())

3. HE#iEMcargo runhE A REATEIRE

MRBXFERIT , KR EET |, Decision: AllowREEZEREBRNBIR ID. ERTFED
BUZEMNBREFRE , WEMABEAR Rust B AWS SDK 1T I,
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WFHF ID MFEAmazon Cognito FRAFREETHEHIBR , F2RBFHRN EEBHEN®
OIDC F RS =Bt

FH BE4EEIRE AWS CloudFormation

APl ERFBIRFHERRERZE AP| FE API REEEN—BL X, eMEEMALEAERET
HEVAERE. BUAEBREREZR , FERBHBEBRE., SBEEHN Lambda RES .

IERLVHE AP WA , EEHERFHESRERNBRETRSAR. AP EEBERERETS
fE API REEDEMHEGEREL - REFNFTRSELEYBRERERERE APl NREHN APIE
EHBE  CAREREANNBREFARESLERF,

ELNEARANRERLEFEIBIEERER B EMEN AP EEBEREHERBEBLE
FEES, REEXRE , ERTKBEENEABBANMBERE LR AHEBR EHib AWS tRE F #Y
AWS CloudFormation #74x AWS [E15,

AP| EREBEREFREEFNERZVNHBBREMEMN Lambda &£#75, Lambda R#EH B HEMEKE

R Verified Permissions &1 BB E 4/ CloudFormation #fBHIBFLER, EENEINEER

B, BUERBBEREFMERN Lambda BEFERINERELRF, APl EREBRTFRERA TIERE

X :

1. AWS::VerifiedPermissions::PolicyStore : #4 &M EBHIRERE| SchemaDefinition ¥, &
H"F TR\

2. AWS::VerifiedPermissions::ldentitySource : fE & E BRI BUR F M EE R GetldentitySource &Y
B, TREEEKR.

3. —=HZ{E AWS::VerifiedPermissions::Policy : #EHWBRRARRNERE] Definition ¥, B
H"FTA\".

4. AWS : : Lambda : : Function, AWS : IAM : : Role. AWS : IAM : : Policy, AWS : :
ApiGateway : : Authorizer, AWS::Lambda::Permission

THEARHFBRENE. B Lambda BHEH ERUEREHEHNINE L EAR,

{
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyExamplePolicyStore": {
"Type": "AWS::VerifiedPermissions::PolicyStore",
"Properties": {
"ValidationSettings": {
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"Mode": "STRICT"

iy
"Description": "ApiGateway: PetStore/test",
"Schema": {

"CedarJson": "{\"PetStore\":{\"actions\":{\"get /pets\":
{\"appliesTo\":{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],
\"context\":{\"type\":\"Record\",\"attributes\":{}3}3}},\"get /\":{\"appliesTo\":
{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type
\":\"Record\",\"attributes\":{}}}},\"get /pets/{petId}\":{\"appliesTo\":{\"context
\":{\"type\":\"Record\",\"attributes\":{}},\"resourceTypes\":[\"Application\"],
\"principalTypes\":[\"User\"]1}},\"post /pets\":{\"appliesTo\":{\"principalTypes\":
[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type\":\"Record\",
\"attributes\":{}}3}3}},\"entityTypes\":{\"Application\":{\"shape\":{\"type\":\"Record\",
\"attributes\":{}}},\"User\": {\"member0fTypes\":[\"UserGroup\"],\"shape\":{\"attributes
\":{},\"type\":\"Record\"}},\"UserGroup\": {\"shape\": {\"type\":\"Record\",\"attributes

\":{3}3333}"

}
}
3,
"MyExamplePolicy": {
"Type": "AWS::VerifiedPermissions::Policy",

"Properties": {
"Definition": {

"Static": {
"Description": "Policy defining permissions for testgroup
cognito group",
"Statement": "permit(\nprincipal in PetStore: :UserGroup::

\"us-east-1_EXAMPLE |testgroup\",\naction in [\n PetStore::Action::\"get /\",
\n PetStore::Action::\"post /pets\",\n PetStore::Action::\"get /pets\",\n
PetStore::Action::\"get /pets/{petId}\"\n],\nresource);"
}

I
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"

}
I
"DependsOn": [
"MyExamplePolicyStore"
]
I
"MyExampleIdentitySource": {
"Type": "AWS::VerifiedPermissions::IdentitySource",

"Properties": {
"Configuration": {
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"CognitoUserPoolConfiguration": {
"ClientIds": [
"lexample23456789"
1,
"GroupConfiguration": {
"GroupEntityType": "PetStore::UserGroup"

},
"UserPoolArn": "arn:aws:cognito-idp:us-
east-1:123456789012:userpool/us-east-1_EXAMPLE"

}
1,
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"

},

"PrincipalEntityType": "PetStore::User"
},
"DependsOn": [

"MyExamplePolicyStore"
]

SESPERR AP ERBRTERE

E & B Amazon Verified Permissions AP BEBERERER | FERLLENEARTGE

IE% REE,

FRE

BEEFRNBER , BREARKREE

B4 Lambda REFEZEIKN AP, BEEFEELERERR
BREEFEHNERRE , WA ERERERE
BEEREN Lambda REH S KB

EH Lambda BEHZTFE

BH AP (URAFAE VPC H |, AW ARES
BEEEREERPEREBHMEREBY

BEEFEESE, BEFARBHREREM

A&

bad 3713

35



Amazon Verified Permissions ERERER
REEMBHBER , ERERRKREE

RIZFEER , Verified Permissions & Lambda IREFREARIRERE 120 ¥, MoERBEH—
R, REARES LHIREL. MEFMEN , F2E (Amazon APl Gateway AP| Gateway B A S
1ERE) A API SREUAE R EI FERE S,

& Lambda REFEEEIRN APl , EEFTEELEREHR

EEFRBREERR  CXEBBLEZRESN API BB, MEFHEENR , 528 (Amazon API
Gateway B3 AE5/) FHIEE REST Amazon API Gateway.,

BT ERBANRERER  WEERERERE

APl BB EREHRERFESAEHNE#E S E Lambda B, Verified Permissions & B EiSISERE
NEEZETRESFREF, ZUUERYBREREZRE , LBEMNERRBEPNEE,

ZE# AWS CloudFormation £ A &3 Lambda HE , HEEFBEREREMBEED LNBES
%4,

B O LLFE AWS Lambda £ AFHREEH K, EEZTHREMR AWS B E hH FiEs , 8
EFEA NEELBAVPAuthorizerLambda, MRABEEVIZE AP EREBEFRE , FEHARE
B EXIEHER | ST MEBERERIERE @B,

BIEEREMN Lambda S SK B

Lambda BAEI &R EEIE1E | 7 Amazon CloudWatch FEE#EFAAGE R, EERBENAET , F&
Lambda =R AEFRSHEHNEHE , RARBEERRS|EE, BEUWR CloudWatch B #2E B iEEHE
FHIER,

WZE Lambda B HEMNEMAENR , 20 ( AWS Lambda A ABIER) TREE £FH Amazon
CloudWatch Logs AWS Lambda,

M Lambda BEHFTEFE

SR AP EEBRERENRER , BS4EK Lambda ZEFEZZTEN APl, MMREE APIBE =
BERKRAERZES  AIBREHRENHEME RS XM EAITE, AP EFBRES B ELERI
Z7£ CloudFormation &,

Verified Permissions B2V EFEREBEREGEZER REPE WERL, NMRECHBALLER , 73
HI4E CloudFormation TR AW EEKIEHEPFEH A WEBWAVPAuthorizer-<policy store
ID>, CloudFormation fEt BB HPIRHE SN FHBERENR.
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0% CloudFormation H#BES HEMRRISRE , S BAWS CloudFormation ( &R
CloudFormation £ #HEf#

BH API L RAFAE VPC |, EEIARERS

Verified Permissions 3 #&i%iB VPC i 217 Lambda 25, SN EAERE APl I AEERN
Lambda B2 [ 5 BRAE B B8 15,

BEAEEREGREPEEEERE BN

APl EEBREHERFSREAEZFINEBAE L TTE Verified Permissions BlR., &ZEHEH
RESHOEZREAMERERY K BERRHPESELEEMN,

BA L ID MFEEVER P EFZE &% Amazon Cognito fEFEEEMET E Verified Permissions B
KRR, flan , KZBEAEEH D ZHFPHE emailEE., NEERABELERI P REFEEK
RNFFMER , 52 8Amazon Cognito BB ZEBHEIR , AR OIDC BB S EFEBHEIR,

BREHEEE. BFREBEREREBM

APl BEENBEERERHEEIHN Lambda & Zpoint-in-time&iR. ©EEEMFRR AP
R, HREFHEEFBERTETMURETEBHERGEE , tFg8EABEMIREEIRETE
#&Application& R,

EEWEEE — BENTEIEN API B, BLREMENBEREFRE , SUEEHBEE. LELE
E# Lambda ##EH , AREHBENREF R, SUUEFREFTNEEFHE , WA LEHRRE
HEBREFRE,

EREHMRANBREFRE A FESREHN H¥. REAPELNRBTEE , WMNAERAEER
HEIME, BMHEIRE. A2 RELNEBRHANISHOBEMEL.

il BRBCR 7 [

A LAER AWS EE A =K MR Amazon Verified Permissions BURZH[E AWS CLI, MIBREE
EREEXAMBRBEEERERNEBERNEMBRENBEESES, LERRECHRBEEEREHEED
B EMBERFHRER R

RIERRZE ARG L BN BRBUEREHE. BB BYNEFNBRERESRSBAMBRRE AWS EEE
2H. MRt , EEEHEIEB APl 3 SDK RIE VNI EBREFREER,

BHREATHRRMEEMRBERFRE

- BREEIEERSPTHBREFRENETE, NFFAESR  F2REFENEE,
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Amazon Verified Permissions

ERAEER

- BEPBEXEZHFEARNHANEF  AETBEEXBRERE,

AWS EXE R A

MERBUER FE R E
1. BRX Verified Permissions £ &, BELZNBEREHRE.
2. EERINEEEEF , iBIF Settings (FRIE)-
3. BEMRLEBREMRE,
4. TEXFHdeleteFEA |, REZZEMER,
(® Note
MEAMRRE K SBSNEXERTE , TEZERR. BEEH
=,
AWS CLI
M BRBUR F I E

B LAEA delete-policy-storefREMBRBIREFEME , # B
RPSEXAMPLEabcdefgl111111 B EMBRMNBERERE ID,

$ aws verifiedpermissions delete-policy-store \

--policy-store-id PSEXAMPLEabcdefg111111

MREY , kS THRIEEEE L,

® Note

R IE HUE A MR AR

MR BERFHECRAMBRRE , BABALHIT update-policy-storelR{EIL{EF M

aws verifiedpermissions update-policy-store \
--deletion-protection "DISABLED" \
--policy-store-id PSEXAMPLEabcdefgl11111

MBRBEFRE
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Amazon Verified Permissions BRI E BB

BEEHRERNEERREFHENSTERE, f , BRERER B AIZEMEH policy-store-
alias/example-policy-storefdf RSE BEKFMEPSEXAMPLEabcdefgl11111, BEREM
[E B & ol A AMEMEZ policyStoreId# A2 81 Verified Permissions 24,

IEAILAEF CreatePolicyStoreAlias API EifEH
AWS: :VerifiedPermissions: :PolicyStoreAlias CloudFormation &R 2% 3 BUR 7 2 B9 Y
REMERS,

Amazon Verified Permissions AP| 12 AWS 1RF FEZSHBERERER BN TEIZEIE, API
BEBVUBEREMER A (CreatePolicyStoreAlias), REBKEREIN B NBEXERESB
ARNs (GetPolicyStoreAlias, ListPolicyStoreAliases) , SIERMIBRBEREXRERR () iR
fEDeletePolicyStoreAlias,

TE

- BEREHERNZHNBM

« 33 Amazon Verified Permissions BURFZ R E BB

« REEL Amazon Verified Permissions B ZRE BB

« MIER Amazon Verified Permissions BUIER 1B 2 Bl &

« 1£ API #24/EH £ H Amazon Verified Permissions BUR 2 [E Bl &

. BHEYBERERER BN EFER

HEREFRERANEBE

BURTERIE R t{A#E Amazon Verified Permissions FIE4E,
BEEFEHERNR BN AWS R

HREHRENEZETRBRREHENEYE. CHEREARERN BRIV EBFIEXEEEBRNBRER
B, BALURBRBREFRERNS A MASKEMEBNBRERE. NREMBRBREHE , BZBK
R EMEBN A BR TR ER B e — R,

BEBRTFHER S B T —EBIBEFMER A K Amazon Resource Name (ARN), 1R & A&
EEHERNBEER IAMBEHRHNER , AIBEREREFHRERR , MT2MHEBEBNBERERE,
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BEBRREFRELZEMEREN

ELEBEVBREHRERNGE , BuULIEEBERFRERE A, Amazon Verified Permissions 8 &8
BIYBKREMERE ARN,

- BERERERE ARN 2 A —F BB EZMERIE B Amazon Resource Name (ARN),

# Alias ARN

arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/example-policy-
store

« M EBEPHE—NBERER AWS IRF [EB|&. £ Amazon Verified Permissions APl A | BURTZ X [E
BEZEBW—E AFBpolicy-store-alias/,

# Alias name
policy-store-alias/example-policy-store
BREFRER BT EWE

BURTF IR B & AT BE & LARE L F BRTE CloudTrail BFMEMEL P, FAEBRENRER B EBF
BERRRBRAES.

B EBERFHIE BB — IR —1EBUR 7 5 2 48 B

BREHRERNEREABBNERERELEBRARN AWS 1kF M BE, SR ASBREFRER
HEME AWS 1RFE M EE B EMBR 7 ER BB,

fian | tklistPolicyStoreAliases#ii#Rexample-policy-storeBUERFHER| & EEH—F
M policyStoreld B &R/~ B RBURTFHKIEAE A,

{
"aliasName": "policy-store-alias/example-policy-store",
"policyStorelId": "PSEXAMPLEabcdefgll1111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-alias/

example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00",
"state": "Active"

215! % T LA B A8 [5] 89 B 5K 17 1K (22 A B
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Blan | AL example-policy-store®l example-policy-store-2 Bl&EHBEMNBEERK
[ 2 5T R B

[
{
"aliasName": "policy-store-alias/example-policy-store",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-

alias/example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00",

"state": "Active"
1,
{
"aliasName": "policy-store-alias/example-policy-store-2",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-

alias/example-policy-store-2",
"createdAt": "2024-01-16T09:15:00.000000+00:00",
"state": "Active"

]

M AWS 1RF EBEFHERFHRER B SHERHE—H

flan | 818 example-policy-store AWS tkF Ml BEF R —BEEBA WEERERER R, K
REHERNEBEDKNE, BELIBERNREFHENEEE. T8 , BUURMBRBRTFRERNS , L&
24 NERBHBIGE  BYEEMEEBNNBERKRERS,

BUUEFRNESTEYESHEEBNBEERFRERNSE. SEBRERERZHEETHE—
ARN, MREHEXNBRIEN WEKRFMER B policy-store-alias/example-policy-
store , BANUEZEREPHTE. EBEEET , eEATRANBRFHE,

BUR 17 R % 7 8 S 52 Bk M) PR R0 182 i B

BIFFER , MBRBEFHRERNEE , CEEIEMR. BREHENEERE 24 M,
NREEHHBERBRYEAHREZEBNBRTFRER S , AIFERGEIEE, TILHE ,
SGetPolicyStoreAliasfEEIRER NWIBERFMIER|EPendingDeletion, BB ALIEE
HardDeletefif® , EHMBRBFEERERBdeletionMode, FEMIBRAYBER1E M= 5% & 2 BN
B, EBEREFHRERNZERSERAIHYINEEFER, WEFMENR , F2EMER Amazon Verified
Permissions BERTFHRIERIE .

180T LAGE A B B 2R B BUR R T2
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BRI AERABRFHERN B RERIEZ WITBEREPHBEEEME policyStoreld ( fin
IsAuthorized), EEBRERT , BEREFHRERBHX A AFBHpolicy-store-alias/. BERE
MERBEEARBAIDeletePolicyStoreRIENBEEMIE,

BRREEABERTFRERNERBERFHRERE ARN Ri#E5I IAM BURR Resource TEFHBERTFN
B, FERHEBBREFHERNGSERRFRENFIUE  F26H E58BRFHIER & FE6

31 Amazon Verified Permissions Bl F U E Bl

BUAERZENERBRIBREFRELNBRSERREFRE. B8 AWS 1kRF M EBHBREFHE
HEEBLARE—N, BERRFRER & RAREBREFRER & UNERERH AWS tkF BERE
RAIRENBRFHEMEEB . BRFRERSZERESH ARNsH IAM RER BB ER.

BIFFEK , B —BREFRERERB 10 ERREFHRER S,

(® Note

CreatePolicyStoreAlias 2% E. NIRZFRAFERBBEREFHRERB KN BERFHER
BHBEREME ID RMFEM CreatePolicyStoreAlias CreatePolicyStoreAliasig
£, RESERDALERRENBRTRERN S, T8, MIREERARENBEREMES
FZABHEN CreatePolicyStoreAliasiiE , BEEKRTFHE ID FE , BlRESER

ConflictException,

AWS CLI
BIYBREFRER A

A LAE A CreatePolicyStoreAlias RERB I BRERER S, THHFAGELE S WBEREN
[E5l&Zexample-policy-store,

$ aws verifiedpermissions create-policy-store-alias \
--alias-name policy-store-alias/example-policy-store \
--policy-store-id PSEXAMPLEabcdefgl11111

{
"aliasName": "policy-store-alias/example-policy-store",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-

alias/example-policy-store",
"createdAt": "2024-01-15T712:30:00.000000+00:00"
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}

REEX Amazon Verified Permissions BUR1Z & Bl &

AT LAfEA GetPolicyStoreAliasRERMMBIREHREREWHEBEN , UNBHFEBEFKRE?
BHEHHET , SFEMA ListPolicyStoreAliasesi®ESIH AWS 1RE M EiF W FTE BERERE
BlE .

WMEBERFRER &

£/ GetPolicyStoreAliasRFHEERREFHER BWFMEENR , SEABBNBRERE
IDo

AWS CLI
BEBRFRER&NFEES

A LAE A GetPolicyStoreAlias RBERBERHRFHRELRZ. T SHFSHNERR NWBEREFER
[E 5l Z & A example-policy-store,

$ aws verifiedpermissions get-policy-store-alias \
--alias-name policy-store-alias/example-policy-store

{
"aliasName": "policy-store-alias/example-policy-store",
"policyStoreId": "PSEXAMPLEabcdefgll11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-

alias/example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00",

} "state": "Active"
B i R R B &

£/ ListPolicyStoreAliasesig{ESIH AWS 1RF M EBEHHPWAIERRTFRER S, BUUER
filter BREF|H RS EBERF R EMABEBA BERFRER S

AWS CLI

JIHF R BRFHIER &
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BRI LAE A ListPolicyStoreAliases BRAEFIHBIRFHER B . TSI H us-west-2 [EiFH
123456789012 AWS IR F BN ME R FRER B,

$ aws verifiedpermissions list-policy-store-aliases

{
"policyStoreAliases": [
{
"aliasName": "policy-store-alias/example-policy-store",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00",

"state": "Active"
1,
{
"aliasName": "policy-store-alias/example-policy-store-2",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store-2",
"createdAt": "2024-01-16T09:15:00.000000+00:00",

"state": "Active"
1,
{
"aliasName": "policy-store-alias/example-policy-store-3",
"policyStorelId": "PSEXAMPLEabcdefg222222",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store-3",
"createdAt": "2024-01-17T14:45:00.000000+00:00",
"state": "Active"

JIHBERREFRENBRERER A
£/ filter 2REIHEABEBRREREMEBBNBIE .

$ aws verifiedpermissions list-policy-store-aliases \
--filter '{"policyStoreld": "PSEXAMPLEabcdefgl111111"}"'

"policyStoreAliases": [

{

"aliasName": "policy-store-alias/example-policy-store",

B REFRER A
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"policyStoreId": "PSEXAMPLEabcdefgll11111",

"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-
store-alias/example-policy-store",

"createdAt": "2024-01-15T12:30:00.000000+00:00",

"state": "Active"
I
{
"aliasName": "policy-store-alias/example-policy-store-2",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store-2",
"createdAt": "2024-01-16T09:15:00.000000+00:00",
"state": "Active"

fHiBR Amazon Verified Permissions B R 1Z H [E Bl &

BB BEZENBRERERN B, MERBEREAERETEXENBHNBRERE, MRBER
FHEEMBREXBRTFHEMBEBNIARREFRES S

Amazon Verified Permissions X & BURF M [E Bl & B R EMIBRE S -

- EMIBR (TEERR)  BRTEHRESIBEA PendingDeletion A, BEEREIBEHRE 24
B, EHHIEELEEFER. ELEE , €GetPolicyStoreAliasEEPendingDeletionikiE
A NWBERERERE., EREKRIEE deletionModeHIEE BHITERITASoftDelete,

o MR BRERERNBZEIEMER, BRENERNBZERBAEEEFEH, EEHTEMBR , #48
f§EHardDelete£ deletionMode,

BRI BR BUR A7 R B Bl

RIBTER , MBRBERFRERSSHITHRMER. BERFHREREEHEA PendingDeletion i , B
HREHERNBERE 24 N,

AWS CLI

B BR BUOR 7 R & B &
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R LAEF DeletePolicyStoreAlias BAEBMBRBERZRERI B, THEFINBEMBRERER WK
FEHER|Bexample-policy-store,

$ aws verifiedpermissions delete-policy-store-alias \
--alias-name policy-store-alias/example-policy-store

18t ] LARA i 15 TE B BRAE K

$ aws verifiedpermissions delete-policy-store-alias \
--alias-name policy-store-alias/example-policy-store \
--deletion-mode SoftDelete

FE M BR BUR 17 R B2 3l

EEVHARBRBEERERS , 518 i8EHardDeletes deletionMode., TEMIERMBUERZERIE BB
FEE A PendingDeletion REE , BB EREFRERZE VA ATHEEFER,

MRIECTEMIBR I RMBRN R ERER B , BERFRER S 2 3BTk,

/A Important

Amazon Verified Permissions S — %, MREEMBRBERFHRER SR , BV EFHE X5
ZUEOTRNBEENE  SEBREFHENBNFERUTESETERBRBERNT A LERS
BHBERENE, ATERENANERELR  FREEREEMRERE K BUEREBENREL
BRERERS.

AWS CLI
2 I B i 5 77 1 (2B ) &

] LAE A DeletePolicyStoreAlias &4 , 34§ deletion-mode SEERES , LAREMMIBREX
KEFEHERBHardDelete, THEHIEZEIMBREBA HBEERERBexample-policy-

store,

$ aws verifiedpermissions delete-policy-store-alias \
--alias-name policy-store-alias/example-policy-store \
--deletion-mode HardDelete

EMERBERFRER R 46
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£ API B 1E# H Amazon Verified Permissions BUEE1Z U E BB

Ef#E=ZpolicyStoreIdZ8#I Amazon Verified Permissions &4 , 510
IsAuthorized, IsAuthorizedWithToken # GetPolicyStore , E A LLIZEZ BEEZKIE BB & BRIV K
EEME ID,

/A Important

ERERBEERER B M ApolicyStoreIdS BN ER , BH4EBE policy-store-
alias/FH. Bl , A policy-store-alias/example-policy-store , M3k
example-policy-store,

EEERPFERABERERER A
T3lIsAuthorizedin SHEAER BN BEREMER|E example-policy-storeR B BUR F MK

AWS CLI

$ aws verifiedpermissions is-authorized \
--policy-store-id policy-store-alias/example-policy-store \
--principal entityType=User,entityId=alice \
--action actionType=Action,actionId=view \
--resource entityType=Photo,entityId=photol23

@ Note
188k (E F BUR 7 1 E Bl & BUX DeletePolicyStore ##4E# policyStoreld #1i,

EHEBRRERER & AWS B

Hp—EREANBEAERESZE AWS BEPHATEBARKXFER, fl, E0E —ELEE
AEX , a8ARFSFEATENBRREFRE,

« f£ us-east-1 # , BB EME A PSEXAMPLEabcdefgl11111,
« T£ eu-west-1 1 , BB EFE A PSEXAMPLEabcdefg222222,

ERABRERER& 47
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R EREREPEYTENEARIRAE , SEMAFERRRFRN R A FE EHRERBER
FRE, B2, a8EESTELESHERREFREINRNERERERNBREERET S, At , &
RERERBREBBED KNER.

AWS CLI

$ aws --region us-east-1 verifiedpermissions create-policy-store-alias \
--alias-name policy-store-alias/my-app \
--policy-store-id PSEXAMPLEabcdefgl11111

$ aws --region eu-west-1 verifiedpermissions create-policy-store-alias \
--alias-name policy-store-alias/my-app \
--policy-store-id PSEXAMPLEabcdefg222222

AE , EENEABHEABRERERN S, EENEARESAREPAITE , BREHREREE2S
ZHAEZESTHBEBNBERFERE.

AWS CLI

$ aws verifiedpermissions is-authorized \
--policy-store-id policy-store-alias/my-app \
--principal entityType=User,entitylId=alice \
--action actionType=Action,actionId=view \
--resource entityType=Photo,entityId=photol23

T, FEMRBEREFRERGENERE, EEEBRAT , BARXEARREFREINBNERASER
M, BURFREENEVIENBREFRERNR. AT7TRELRRE  FEERTEIAGT , UEEL
EEARXPERANBREFRESS.

R BUR 7 B[R Bl & i 17 ER

EERERREFRENBNERALEAEREELERRFRERN G EDNFTT , YAKRELRE , LA
REBRTFHERZHBBYBRERE, SAER BEREHELSFFA 1AM,

THRERABRINERBERTFHRER BRI,
verifiedpermissions : CreatePolicyStoreAlias

EREVBREFHER®S , ZEAFTEBREFRER & MEEBBRREFREN THFFT.
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« verifiedpermissions:CreatePolicyStoreAlias BARBEERER G, EEEIAHE
VHREFERER S 2 ERHNBEERFRA IAM A,

THEHHBRRIAXEIEE Resource RPN BIEBRTFHERE. BR , BN HSEBEK
FHIERIE ARNs , SIEEBERERERNBER |, 0 "sample*", LB ALUEE Resourceky
BH"*" , LAFEFEAE AWSIRF fl EFAP BRI EABRERER S,

{

"Sid": "IAMPolicyForCreateAlias",

"Effect": "Allow",

"Action": "verifiedpermissions:CreatePolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
example-policy-store"
}

« verifiedpermissions:CreatePolicyStoreAlias ARHBEBNBERERE, WHFILERE
IAM BUR R4,

{

"Sid": "PolicyStorePermissionForAlias",

"Effect": "Allow",

"Action": "verifiedpermissions:CreatePolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}

verifiedpermissions : GetPolicyStoreAlias

EEMBREBRREFARERNBVFMAER , ZEALEALES IAM BRPBREREFRES A

Hverifiedpermissions:GetPolicyStoreAlias&Fdl,

THEHBERRR R R R ERIEHEBRTFHER BT,

"Sid": "IAMPolicyForGetAlias",
"Effect": "Allow",

"Action": "verifiedpermissions:GetPolicyStoreAlias",
"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
example-policy-store"

}
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verifiedpermissions : ListPolicyStoreAliases

EESH AWS IRF M BEFPHBETHRERNS , ZFEXEANSEE IAM BEHER
verifiedpermissions:ListPolicyStoreAliases & ™., HABFKEEMIGEBRERES
BRENENGERER  AUBRANERTEEMLES "+,

Blan , T3 IAM BERBRARR BEZFEAE P LAABREFHREL BN AWS tRF.

{
"Sid": "IAMPolicyForListingAliases",
"Effect": "Allow",
"Action": "verifiedpermissions:ListPolicyStoreAliases",
"Resource": "*"

verifiedpermissions : DeletePolicyStoreAlias

HEZMBRBERFHER R , ERARFTERREFRERNBWNFFT,.

(@ Note

RBRBRFRELN B TEXEMEABNBRFRE  E2ERREFHRENBNEAESKE
iR, MREBHERGMIRBERFRERS , BAILE 24 MEREBMBE < REMEL,

ERAZEBRENER B Wverifiedpermissions:DeletePolicyStoreAliassf ], TEiE#E
B AFMEBRERFHRER S ZEBABERFRME IAM LFFA,

THEHBERRRKIEE Resource TRFHBEREFRES B, ER , LU UFHSEABRREFRER!
% ARNs , SRIEEBERIFHERBEX , 0 "sample*", BB ALUIEE ResourceIE"*" , AR
ATEFEAMBR AWS 1RFE M EEFEABERERERE.

"Sid": "IAMPolicyForDeleteAlias",

"Effect": "Allow",

"Action": "verifiedpermissions:DeletePolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
example-policy-store"

}

verifiedpermissions : ListPolicyStoreAliases 50



Amazon Verified Permissions ERERER
BR il B SR 17 1k [ J3ll 2 B AJ
BUERBRERERSE , HFEMEZpolicyStoreIdBNBAMANREFSEBRERE, B

IBEFEMEE | Amazon Verified Permissions 8verifiedpermissions:GetPolicyStoreAlias#t

HRRFRERSRE | L HABRBNERETEREREFRNRE,

Bl MREABRERERNBHTIsAuthorizedi® e , EXAZTERE

« verifiedpermissions:GetPolicyStoreAlias BERERERIZ/H 550
« verifiedpermissions:IsAuthorized HEBREEREN 51

THEHBRER FIsAuthorizedE AR EBRFRERE WL BIFFA

{

"Sid": "IAMPolicyForAliasUsage",

"Effect": "Allow",

"Action": "verifiedpermissions:GetPolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
example-policy-store"
},
{

"Sid": "IAMPolicyForPolicyStoreOperation",

"Effect": "Allow",

"Action": "verifiedpermissions:IsAuthorized",

"Resource": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}

EERBEZFZATUFEANBEERER SR , FRH
verifiedpermissions:GetPolicyStoreAliasifH. fltn , THBMEAFZFTEAEAETAEEK
FHERE , BFREA WBRFRER B RIRestricted,

"Sid": "IAMPolicyForAliasAllow",

"Effect": "Allow",

"Action": "verifiedpermissions:GetPolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/*"

"Sid": "IAMPolicyForAliasDeny",
"Effect": "Deny",
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"Action": "verifiedpermissions:GetPolicyStoreAlias",
"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
Restricted*"

}
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Amazon Verified Permissions IR ZH B 5B 1R

EEEAREARRXEEERANGEEBEYS  UREARREEESZRDARREANSE, BES
& Verified Permissions # Cedar M REBFEBIHACENER , F2E EBELAXE,

MEFHMES , F2E _(Cedar BRFES S EERM) T Cedar fatB iR Ko

(® Note

£ Verified Permissions REREBERRIZAY , ERZIBEERAREEER, EREYTH
BUR B | Verified Permissions AJ A E A BB A RBREBHENFHFHSZENEBNEMY , LUR

RAREFEBERFTANBRER. NREMABERRE , AMAEMBRBLATSHBH
S

AWS BEF#EA
BRI

1. BB Verified Permissions £ &, EEZNBEERE.
2. EERIBBEERF , BEEABRR,
3. EEEBEITHEBRR,

AWS CLI
EERIMOBEBHER , HEH BRRAHOEBHER AWS CLI,
WA AT R T FIEEBIN AWS CLI S T REL BUERFHE.
AEREE T3 Cedar REHEBHIR -

{
"MySampleNamespace": {
"actions": {
"remoteAccess": {
"appliesTo": {
"principalTypes": [ "Employee" ]
}
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},
"entityTypes": {
"Employee": {
"shape": {
"type": "Record",
"attributes": {
"jobLevel": {"type": "Long"},
"name": {"type": "String"}
}
}
}
}

BB LH JSON RHEE—17FE |, ¥7E JSON BiEM ELEERERNES : cedarIson,
SIEEHIEA T Sschema. jsonBERAR , HPEE JSON R E H MR,

® Note
LR E 6 A A RILRT. SLAE—THIHERERR oS TRERT.

{"cedarJson": "{\"MySampleNamespace\": {\"actions\": {\"remoteAccess\": {\"appliesTo
\Il:

{\"principalTypes\": [\"Employee\"1}}},\"entityTypes\": {\"Employee\": {\'"shape\":
{\"attributes\": {\"jobLevel\": {\"type\": \"Long\"},\"name\": {\"type\": \"String
\"1}},

\Iltype\ll: \IlRecord\ll}}}}}ll}

$ aws verifiedpermissions put-schema \
--definition file://schema.json \
--policy-store PSEXAMPLEabcdefgl111111

{
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"namespaces": [
"MySampleNamespace"
1,
"createdDate": "2023-07-17T21:07:43.659196+00:00",
"lastUpdatedDate": "2023-08-16T17:03:53.081839+00:00"
}
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AWS SDKs

EOLAEF PutSchema API EY BEREHE, MEFMER , 552E8 (Amazon Verified
Permissions APl 2Z158) #H# PutSchema,

w05 R I R B A AR

E & 1E Amazon Verified Permissions AP EEGEEHRE K SETERGEELINERERNS
B, BUERBIERNDS JSON EXFREFEZEER, REBEXTEEAFEHASERENEH
WRNEBEREFEEER, F/8 JSON #X | WA LUEEE JSON RIS BB EFEE IR
JSON X1,

Visual Mode

ABERERNREREX-RIEXRFR  HPRAGFBRHERPERBNER. EERFAUR

REBRBOBE. EWETHNERX

- BFEER - BIEERBRIHEERRERETRENZERARE, AMNEERANTHDHE,
URAFAERATEFNER, BERCBNTRREEARILAFETABERRNBFELNR
R, MREHEBFERAELIWEERBNER  BLEECMBEELXERR , FREAFTR
ERBRTHER, ENEEUEEBEMUSE YR TUAMBRTEFEEN, EFKt [F
1 BEREE | ZTAEE] &2  UEFRKRTEEFHASERNER,

- BEREEER - EREEBEREZENZRAVNERCBANER, ELRETHEBBHRPERN
ERRRERE , FRELER, BEEHFEEEEERL  URATHEREFN X REBR,

EEXRT  FIHABHEATERERNDENRE. ECOETIRASEDERERERN
METE  EERRERER. EREAREURRAFEEN,

ERBERXTHRE Verified Permissions #1814

1. BARX Verified Permissions =2 &, BELENBERERE.

2. EEREEEREG , BELBHR.

3. EERBAERN. nREREARER , URACEHEBRERETHEE, SOLLEEK—E
EREGE , Ut HEEMERNERER.

4. BERFEEBELR,
EHEEAERRY  WARBHERNGEZE,
EERERERY  EEMEERER,
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7. MABRNER.

8. (ER) BEEHMEXER , UHMEHERMBNRXER., EERROCHTEZTERNRE  FR
BEREEBENBR,

9. ERENEEM A KEBMWEEER. HABMEE , TABEBNSEBHEEBME
#, Verified Permissions E##EBHABERREEFAEENBEE. ENSEABMHRS
AVE, ZEBROCHEZERNEY K FEEBUEZENBR,

10. EBIEMEERER  SERNEZEBHR,

1. EBMERRT , BEEREDHE,

12. WABERNERE,

13. (EA ) BEFEERUFEERDENEREE, TEBRCHEZBENERER A FE
BEEREREBENBER,

14. (BR ) BEFNEIRUNEBSEEANIRER, ZEBRECHTEEHENZTAER | B
BEZEARREIBENBR,

15. BIEMEEMY , U ETHEEREBRIBEATNEYE. WABLER , YASEBME
EBMER, Verified Permissions 8t ¥#E B AREFEBREEAIEENBMLE, ENEEE

ERALE, EEBRCHEZIHENEYE  FEEBESNBKR.
16. EEHERE.
17. BFEEREANBFENEEREBERER K BEREFEE,
JSON mode

EITERE , £2FE 3 JSON RmERSRIF JSON B ERTBLNERG , L ERBEFRRIERAN
B, %!&Eﬂ%i&’mﬁﬁ FIRRE, A, EFFERLO JSON WX |, AEEETENRRER
A Mt JSON , AR S EHUFESFAHH JSON 1Ko

£ JSON BX T iREC BRI I EBHER

1

2
3.
4

BARK Verified Permissions £ &, EBELZNBEERE,

EEREESERT  BEGEHER,

##E JSON X , AR BREFFEZBHR,

EREWMAPE A JSON FEERNAS. EAMERZEERZE , SR LA[ELSBHRN
B, FALURERKN{L JSON , UEARZHNBENMEIERELEBHERR JSON FEit.
BERTEE,

m BB 56
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EYF Amazon Verified Permissions BB 3518 X

& 0] LATE Verified Permissions AR EBEREBRBER | IR BHREER A HE BRERERNEEE
RHEITERE

/A Important

ECHBBRRBRER  AMEERUNENBERIBRREANEDHERBERTRETNEBIE
BRETERE, MRBEAY , ERBFUSHEBFERER, Bt , RAEBLERBEAEN
FEARERE  YRAMTETIRE  YERARXEREEREFEERIERAK.

AWS BB XA
REBRFHENBERBREER
1.  BARX Verified Permissions 2 &, BELENBEERE.
2. EERTE,
3. EHERBREFERNERT , BEMBR.
4. HFITUTEE—E .

- FERABRBRELBFMTHAEEREERLAHBENEBERETRE  FRERK
(&= ) EERE.

- FEBMBCRBENBRRE , FEERMERRKRE, BA confirm UHRREERNEHS
THIHENERERETRE.

5. i#iZ Save changes (FiFEE),
AWS CLI
FEBEXEERENRIFEN

& LAME A UpdatePolicyStore #4E , 3% ValidationSettings Z2BIEETRENE , REFBREEK
EMNRFEX,

$ aws verifiedpermissions update-policy-store \
--validation-settings "mode=0FF",
--policy-store-id PSEXAMPLEabcdefgl11111

57


https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdatePolicyStore.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdatePolicyStore.html#amazonverifiedpermissions-UpdatePolicyStore-request-ValidationSettings

Amazon Verified Permissions

ERAEER

{
"createdDate": "2023-05-17T18:36:10.134448+00:00",
"lastUpdatedDate": "2023-05-17T18:36:10.134448+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"validationSettings": {

"Mode": "OFF"

}

}

WEFMER , F2H Cedar BRFESSEBETHNEERE,
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BEREREAHFSBRUEZEAHEREN —RZEEBENRER ., SEBEHSE IR EMOBERETHM,
MENMEBMFTE Cedar BRI EEMER |, 5520 (Cedar HEZESSZER) P EEBER
By Cedar BUZRERF% o

B LB MM BUR B BIEREBR. HRBERENEFHFRERR , BEEBLEARK—W , T8
NER name/. B AEEZ policyIdSEMZFIFEHRERFEABREBRIABEER ID, T
BIE A BB BREIRER WEKGetPolicy,

$ aws verifiedpermissions get-policy \
--policy-id name/example-policy \
--policy-store-id PSEXAMPLEabcdefgl11111

/A Important

ERRRSERTA. BRVBEMN Cedar KK , 187 LATE 2 ARS8 T =AY HE — R BI AT
BB ERLERTIRER

- HFTR 38R A B R B AT 62 0B A B ME— B AT (UUIDs)o

flan , MREFEAE janeHBALT , MEBRERREMBAFEAERE jane , AIZHEAEEED
FENARSZE NBERFHFERARUser: :"jane", Cedar BXEDFHERENEFEH
. ERKBARERBANERBGT. EEAREE—BXETSEREANEBAT , U
BRETERABRPEEEZRNFMENR FEIE,

MREAEEEGER UUID , RPEREHER / THREENEEN "3, BBRRERE.,
EEWREBLNBEERZIEMR, 0 : £ == Role : : "a1b2c3d4-e5f6-a1b2-c3d4-
EXAMPLE11111" , /| EE S

s BAEETRIERVE—ZINFPISEARE,. BEIBRERA, ELHBNFISHE
AWS CloudTrail #E LA BEFEEB P,

ES]

« 3 Amazon Verified Permissions fEE K

« #m¥8 Amazon Verified Permissions fEE K
- FMIERA
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« {# A Amazon Verified Permissions BIZ T4

« Amazon Verified Permissions #35l Btk

#17 Amazon Verified Permissions BEEB R

FBANATREVEEEK  UAHSBE LMY EARINEEERMITEENDE, REBEXIE
principal# M4 EEresource , YWEFHFARRERE,

AWS EEFEA

|.

BYBEIE

1. BARK Verified Permissions =12 &, BELNBEERE.
2. BEERINEEE®ESF , B4 Policies (BK).

w

BEEVBR  ARRERIBEBR.

(® Note
MREFBEERANVBERRAS , FFHIISR 8, WRBRMEE T —ENBRER,

4. EBRYRERY , BEEFBRTEHER , BREEBAFIEL, REBEEZEARF , BERS
RABZRALERATEE, At , IREBERZL | BRFAFERAHERATERHE,

5. EXBHEMuY BEEBRXSEMANEIRHE.
- BERERRA  BBEXREAEREZRRA. ABEAFRZLERBERPEEBENETA
EEEREENEBIRT.
- BERFEARA  BBEREAEZ—HEZREA. EERHEMVPRAZEFERHE,
- BEAMBEEFRA  BBEREAIBREREFHAERT A
6. HEEREEMUP 6 BEBRXRSEANEREERE.

- REREER , SEREAEREER, EEBREEACERNEREEMER,
- REEREE  SEREAZERFE, fERFEMCTAABERFERTE,
- BEEMRER , SEREREZERREFRERHNABEER,

7. EBFEEERT  BEERRSERNEREE.

- RERENEFESE  BBRERE-ADF. ENEEZARRZBFEZHKET R,
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- BEMEYE, SBRXREAZBRTFRERNFIEBHE,
8. igj%-lt - io

9. HEBXREERT , MELEN Cedar BUR, EALURERNL , UAEREBNEBENEHEREX L
BURWFEE. WEFMER , F20 (Cedar BRES2SEERE) PH Cedar FHERBR
ER,

10. EFMEEFARERT , MABSRNZERER.
1. BEREYHR.

AWS CLI

<

BIYBREHBER

BRI LAEA CreatePolicy BREREVFREBR, TH ISR IFENFREBER,

$ aws verifiedpermissions create-policy \

--definition "{ \"static\": { \"Description\": \"MyTestPolicy\", \"Statement\":
\"pexrmit(principal,action,resource) when {principal.owner == resource.owner};\"}}"
\

--policy-store-id PSEXAMPLEabcdefgl11111

{
"Arn": "arn:aws:verifiedpermissions::123456789012:policy/PSEXAMPLEabcdefgl111111/
SPEXAMPLEabcdefgl11111",

"createdDate": "2023-05-16T20:33:01.730817+00:00",

"lastUpdatedDate": "2023-05-16T20:33:01.730817+00:00",

"policyId": "SPEXAMPLEabcdefgl11111",

"policyStoreId": "PSEXAMPLEabcdefgl11111",

"policyType": "STATIC"

ERABRREBEMBE

BRI ERYBRFRENHIEERREE, HRERFHEFNAMARER  fSBLEARHE -/,
FEAMEAR name/, BAILMER BEERIMABER D,

$ aws verifiedpermissions create-policy \

--definition "{ \"static\": { \"Statement\": \"permit(principal, action,
resource in Album::\\\"public_folder\\\");\"}}" \

--policy-store-id PSEXAMPLEabcdefgl111111 \

--name name/example-policy
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{

"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:33:37.382907+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgll11111",
"policyType": "STATIC",
"resource": {

"entityId": "public_folder",

"entityType": "Album"

(® Note
NMRBEENBBERBREFRERN S —EEREEY , E8K

F|ConflictExceptionf&ii,

#m¥8 Amazon Verified Permissions BREEB R

BO L EBRRENETREREENEREER, FREEEEFNBREER, FESFHNEZBER |, B4
BAEHBEREAR, MEFHMEN , 5F2BRE Amazon Verified Permissions BUR & 48,

AR EFRREBRN TSITE !

- BZKaction2ZH .
- &HF4 , Bl whenF unless.,

BELISFFERRNTI AR, eES2FAMELRE  LKREMRIERETBEK,

- EFRRERBERISAELEBENBER,
« RHE permitz WFREBEMRforbid,
REHFprincipalZ2ZEH .

ﬁ?
FREB K resource2EM .
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AWS EEFEA
w28 TR RE BUR

1. BARK Verified Permissions £ &, BEZNBERFRIE,

2. EEAINEBEBE®RD , EIE Policies (BUXR).

3. ERERENTFREBESNRERSE  RAREERFE,

4. EBERANERF , EFFERRN actions &4 Fa., BELIEFHREN =
principalresourceBIERM R,

5 EEEHBUK.

(® Note
MEEBEFREPBABRRE , AIEMPREBEREER Verified Permissions 1R 1%
BREHMEFHNEBERARERER, NREFVBEBRREAREBRRT , RESLH, M
BT EmEEMR.

AWS CLI
fm R R BUR
&R LAER UpdatePolicy REREBFEHE. THHEMSHEFENFEBR.,
& HIEA ERdefinition. txt RIEBKRER.

{
"static": {
"description": "Grant everyone of janeFriends UserGroup access to the
vacationFolder Album",
"statement": "permit(principal in UserGroup::\"janeFriends\", action,
resource in Album::\"vacationFolder\" );"
}
}
o HSELRE.

$ aws verifiedpermissions create-policy \
--definition file://definition.txt \
--policy-store-id PSEXAMPLEabcdefgl11111
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{
"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:33:37.382907+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityId": "janeFriends",
"entityType": "UserGroup"
1,
"resource": {
"entityId": "vacationFolder",
"entityType": "Album"
}
}
EHBRNAER

AL EEFBRHRERNEMBREE,. BRBRFRETNAERR , EBLARE -8 ,
B&4AR name/, NMREBREEMBRPILELAERL , ARFEREBRETE, 2EBKRER
RHEHBRERZEFH,

g A

$ aws verifiedpermissions update-policy \
--policy-id SPEXAMPLEabcdefgl111111 \
--policy-store-id PSEXAMPLEabcdefg111111 \
--definition file://definition.txt \
--name name/example-policy

{
"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:47:42.804511+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal”: {
"entityId": "janeFriends",
"entityType": "UserGroup"
1,
"resource": {
"entityId": "vacationFolder",
"entityType": "Album"
}
}
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MEAE

NARHEBERAREBNES , EFTBRETA. BEIEFNE D, FREREERAR. BHER

RAFRBE—HERR IP bt B  IREELENERAESFEA MFA BAR, ZNEREXTILUE
HEEBW%&‘TIYEF‘%EQﬁ*# BXEREIEAZRESE R, Verified Permissions EZEER PR AT E R 24
B7TE contextMaptEHEHA JSON &,

RALABNEHIRBEFBEFRE, FRERE , FEENARREPE DigitalPetStore HHIIK
RERE,

THRBENHERBEEH DigitalPetStore BERFHRE , EHRARANE R —1E Cedar EREE,

"context": {
"contextMap": {
"AccountCodes": {

"set": [
{
"long": 111122223333
1,
{
"long": 444455556666
},
{
"long": 123456789012
}
]

},
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore::User"
}
},
"MfaAuthorized": {
"boolean": true
I
"NetworkInfo": {
"record": {
"IPAddress": {
"string": "192.0.2.178"
},
"Country": {
"string": "United States of America"
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},
"SSL": {
"boolean": true

}
}
.
"RequestedOrderCount": {

"long": 4

},

"UserAgent": {
"string": "My UserAgent 1.12"
}
}
}

REABRFHNERER
Boolean

“#ftruesifalseld, ELEFIF , trueIHMEMFaAuthenticatedR REFEBRRIR
HITECHIEHITZEEZEZRE.

===

axX &

ANATENES, mmﬁkﬁTL)\IEFﬁ'ﬁ*EHEIJﬁFU A< & 451 A 7= , A AR T RERNER , 2
RBENRES. EHEHP , FFE 3 BT RIRSEEIE,

String
F&, HFIAHAHRANFY , A"FRiEFE. ERHEFIFR , UserAgentFERREFARBRBRET
BHBEER.

Long
By, ELEHF | RequestedOrderCountR RFEREZEFERRIEEMEREITEMEEN
X E —EB

A 8%
BHNES, EXAEBRRABTELGELEM. EEFEHANBEEHEXBEEZERH RIS

EHERNERBNEME. EHEFP , NetworkInfortHBEFERERR IP. AFRRERN IP it
BNE  UREmPmZENHEEES.

Entityldentifier
EFERW entitiesaEHFEENERNBLSE, HlEHF  FAEIEFEHET BEBob,
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% ZE 7 DigitalPetStore BN FRIFILEHIRNS , BLEEFHHER entities. BHBEREFEHRER
BiER , UREREF AR - BITEMNFRBUR.

&K DigitalPetStore IIZEZ ZERNR

DigitalPetStore —FI T RIFEBHNBEREFRE, ETFESAMNEERENBRIARTEY , UXE
BHAEZRNRE, BECALATEATGEFRERR , FHBRERTFHENREZERETTIER.
NEFATIEREABAABTHNRREY , FS BRI Amazon Cognito FFEUVER MRS OIDC 7H
B

Schema

BTIEFERZELNBRFREGRELR , AXEFNAEEBME, & GetOrderfactions®E
¥, MR

"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"AccountCodes": {
"type": "Set",
"required": true,
"element": {

"type": "Long"
}
.
"approvedBy": {
"name": "User",

"required": true,
"type": "Entity"

},

"MfaAuthorized": {
"type": "Boolean",
"required": true

},

"NetworkInfo": {

"type": "NetworkInfo",
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"required": true

iy

"RequestedOrderCount":

"type": "Long",
"required": true
}I
"UserAgent": {
"required": true,
"type": "String"

}
}I
"principalTypes": [
"User"

Z2EREERANBNetworkInfoF B A WrecordERIIER |

AE ZHNERERPIEU TR

B, LEREBHERPEI commonType B#actions, commonType BER—HAXLABM , &7
NEAZETRNER,
"commonTypes": {
"NetworkInfo": {
"attributes": {
"IPAddress": {
"type": "String",
"required": true
I
"SSL": {
"required": true,
"type": "Boolean"
I
"Country": {
"required": true,
"type": "String"
}
},
"type": "Record"
}
I
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Policy

TIRRERESERENABRTZDBLERZNRE, CUREGNBERRAER  XHREF
At -EE, LERSNAZERUBRNVEZXARERNERSE,

permit (
principal in DigitalPetStore::Role::"Customer",
action in [DigitalPetStore::Action::"GetOrder"],
resource

) when {
principal == resource.owner &&
context.AccountCodes.contains(111122223333) &&
context.approvedBy in DigitalPetStore::Role::"Employee" &&
context.MfaAuthorized == true &&
context.NetworkInfo.Country like "*United States*" &&
context.NetworkInfo.IPAddress like "192.0.2.*" &&
context.NetworkInfo.SSL == true &&
context.RequestedOrderCount <= 4 &&
context.UserAgent like "*My UserAgent*"

};

BEMREERBAGETENER , LAFSRAMEEFRNEMRBERS

1. FREBELESHER MFA E A,

2. EAEK Web BlE2SUser-Agent B BB EFSE My UserAgent,
3.
4
5

ERELACHERRR 4 BHELNFTE,

CHP—EEAENIRFRBSAER 111122223333,
ERAEWN IP it A ERBER , BABENRNEZEN T/ERE , BHE IP it 48 B

§8192.0.2.,

ETXECRHEHITE, EREFERN entitiestEAF , KFIESESE ABBobMER
#ZEmployee,

Request body

FREENEBERMBRRERRENEZE , BB LREFRERERE Verified
Permissions API 21E IsAuthorized, B E , BentitiesBHEE WEZBob , IAEA WEH
#&Employee,
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"principal": {

"entityType": "DigitalPetStore::User",

"entityId": "Alice"
},

"action": {

"actionType": "DigitalPetStore::Action",

"actionId": "GetOrder"

iy

"resource": {

"entityType": "DigitalPetStore::Order",

"entityId": "1234"
.
"context": {
"contextMap": {
"AccountCodes": {
"set": [
{"long": 111122223333},
{"long": 4444555566663},
{"long": 123456789012}
]
},
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",

"entityType": "DigitalPetStore::User"

}

},

"MfaAuthorized": {
"boolean": true

.

"NetworkInfo": {
"record": {

"Country": {"string": "United States of America"},
"IPAddress": {"string": "192.0.2.178"},

"SSL": {"boolean": true}

}
1,
"RequestedOrderCount":{
"long": 4
1,

"UserAgent": {

"string": "My UserAgent 1.12"

FRRHIRE
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ERAEER

},
"entities": {
"entityList": [
{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
I
"attributes": {
"memberId": {
"string": "801b87f2-1la5c-40b3-b580-eacad506d4e6"

}
1,
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Customer"
}
]
},
{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Bob"
1,
"attributes": {
"memberId": {
"string": "49d9b81le-735d-429c-989d-93bec@bcfd8b"
}
},
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Employee"
}
]
1,
{

"identifier": {
"entityType": "DigitalPetStore::Order",
"entityId": "1234"

I

"attributes": {
"owner": {

FRRHIRE
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"entityIdentifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
}
}
I
"parents": []
}
]

},
"policyStoreId": "PSEXAMPLEabcdefgl11111"

{8 - Amazon Verified Permissions BlZA T{E&

£ Verified Permissions Bl T/ER , EBH HBTREF R IAHANEHBEEE Verified
Permissions B3R, BIFHASEALEENSE , RYUBBEREFEHREFRH Cedar HERESREF K,
WA LATE R RS R |, ERBERXF JSON ER 2B Y1, WFE Cedar BUR M E M FELHY
HER , 528 (Cedar BERES 2 EIERE) P Cedar PHERBRER.

® Note

E 8 E R Verified Permissions 12 HRERERE , B EHMERBERPIRAZTEANER
HEE  MABRRN—Hr. 7B , ZELIISHENFEAER, CAXEEEBELRPERE
B REE, FEEIEHOERERPREEBE,

MEARTIEANEBEIENRE b 528 AWS YouTube $83& EH Amazon Verified Permissions
- Policy Creation and Testing (Primer Series #3).

Visual mode

(@ Note
BLAERREREFERERER , TREANRSHABIER,

EREBEXPREBE
1. BB Verified Permissions £ &, BELNBEEHRE.
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10.
11.
12.
13.
14.

15.
16.
17.

EERSESEKS  BEAERTEA.

BERBEN,

EEZERARRT , tEBHERTFHNETARRPREZEARNEF. EXFARTFBAZ
AR BT

(R ) BEFERR  ARENETAFARREN. EEEREFATINOE , HE
BREEBENBE.
REEERNSEBEREEEE, WA EARERERR PR B,
ERRRRT  REETAEEHTHENEDR. EXTHRTEADROBILT,
(R ) BEFAQENFEETERN LS. SEEROFNEERNE
BEBEHBR.
REERRNSEBMEREEEE, WA AR R R PR B,
EBFEBRT , {EEERANERNEABEREFRRETALE RN DI,
REEDENSEREREEEE, WA EARERERR iR B,
(A ) ERMEREST  EETAERITY T EEEAROER,
RTHABETRBEBBIGT | ALBARBBIG,

(A ) BEFAQENFNEEEROQEEN. SEEROINEERNRE
BEBENHBR.
REEERNSEREREEEE, WA AR R R iR B,
RIBER  AEETATNHA,

BEHTRERR , LERBXREFERED Cedar BERIEREF R, AHTEASERAFRIE
BEERIRE , LR BEA#EBRRE NS BAERIERNEN.

3
i
»

3
i
W

JSON mode

¥ JSON X FRIEHEE

1.

2
3.
4

BRX Verified Permissions £ &, EEZNBEERE.
EEREEERS | BEFBARIES,
iE1Z JSON =,

EFRRFAETERT , IRECERERHER , FREBHRPNZFRARETEERFTA
REEF, EXFHRPEARTEANBEBIRT.

MRIERAERERER , FEERARDNBFEXFARIBAZTTA

RRBER
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5. MRLEEREBHER  FREBERTNERERPEEFER. EXFHRTPAAERE
BIFFo
MRERBERBEBHER , FEEBRNFARIBAER,

6. MRLBCEREBHER , FREEZXANERNENBEBTEFRERF,

MRIERAERGERER , FEDEXZHRPEABE.

7. ERAEWMUTBABRERENFRAR, FRABTETARERERRNEMGES.

8. HEBMMUT K WARTGREARNERMENRAEML,

9. EEFTRERR , MERBEREHRES Cedar BERHWIREF R, AR TEEFERATIE
BFERIRE , AR BEEFW R BURS T 4  E R RN &,

Amazon Verified Permissions &5 B 5

LRSS —EEREH R EARN Cedar BUREIH] , HLAIR Verified Permissions-specifico &
ABERER R Cedar KBS SEEM , WBEEHD, WFE Cedar BEREZNFHMERN , 2
B8 (Cedar HEEES2E1EmM) M Cedar PHERBIRERE,

BUR S

- AFFEUERIER

- RFFIEREE

- AFFRUETER

- AFFERERRNEBM (ABAC)

- EEFR

- FRERRTERSEFREBY

- FRERTRERSERBM

+ B Amazon Cognito ID FRF B %
- RER OIDC ID =B

« B Amazon Cognito ZHUER B M
- RBR OIDC FEUER B

ERERERTERSZEZNBMN
TFHEHIRENARY EAERRTARSE FHBIENEE,
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Amazon Verified Permissions EREER

W 7E Verified Permissions BUR R A ER BHENFFHER , 55284 Amazon Cognito R RS &=
ERBHR | AR AE OIDC R B B IR,

permit (
principal in MyCozrp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource

) when {
principal["cognito:username"] == "alice" &&
principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal has email && principal.email == "alice@example.com" &&

context["ip-address"] like "192.0.2.*"
iF

ERARMRTERSEZBME
ST HB I R SR L (A B R R R RS B B,

WZETE Verified Permissions BUR A f6F AL B M AV EEHHE
ERBHEIR | LURAS OIDC RS B EBHR,

A, FE2E#& Amazon Cognito RS F

permit(principal, action, resource)

when {
principal.cognito.username == "alice" &&
principal.custom.employmentStoreCode == "petstore-dallas" &&
principal.tenant == "x1lapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"
};

Bt Amazon Cognito ID FZ&FE 4
THIEEFI REB AR FEIBEERSE ID FRBEME Amazon Cognito.

WFEFE Verified Permissions FHIBERFEFAER B HENFHER , 552845 Amazon Cognito ERLAR
HEEBHER , AR OIDC ER M S EEEHIR,

permit (
principal in MyCozrp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource
) when {
principal["cognito:username"] == "alice" &&
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principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal.tenant == "x1lapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"

};

[ Bk OIDC ID FRF Bt
AT #6IREMALE OIDC HEER BHSE D FHMH,

WFEFE Verified Permissions FHBERFEAER B HENFHER , 552845 Amazon Cognito BERLAR
FEEBHER , AR OIDC RS EEBHEIR,

permit (
principal in MyCozrp::UserGroup::"MyOIDCProvider |MyUserGroup",
action,
resource
) when {
principal.email_verified == true && principal.email == "alice@example.com" &&
principal.phone_number_verified == true && principal.phone_number like "+1206*"

Iy

Bt Amazon Cognito TZEVER B 14
AT EHIREIAZENBEE , 2ERE WEERERE M Amazon Cognito.

WFHFE Verified Permissions R BER A EAER BIEAVFMER , 261§ Amazon Cognito #ERLHR
SERZEBHER , BURH#E OIDC BB H EHEHR,

permit(principal, action in [MyApplication::Action::"Read",
MyApplication::Action::"GetStoreInventory"], resource)
when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI/mydata.write")

Iy

[RBR OIDC FEVER B %
ST #BIREMARYEE , 8£RE OIDC BN FIEA B,

WFEFE Verified Permissions FHBERFEFAER B HENFHER , 52845 Amazon Cognito BERLAR
HEEBHER , AR OIDC RS EEEHIR,

RBR OIDC ID FRFE M 76
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permit(

principal,

action in [MyApplication::Action::"Read",
MyApplication: :Action::"GetStoreInventory"],

resource
)
when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI-read")
};
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Amazon Verified Permissions B3 £ 4% F & 74 8 45 BUR

£ Verified Permissions & , UK &IA R EH principal. resourceSMERAZMNENBEK., BUER
HAELEFANEERERR. EEZRERERR , YVEARBBREHAETHNEZBEK, BEERELX
AFBEER—R , AREZSEXTRANEREERMEH, BREXNEFTSERMREFEARELRWIBEER
., MEFHMEN , 28 (Cedar BEEEESSEER) TH Cedar BERE A,

B OB RN S BURE A BIE NGB RER, BREXEBEBRENEF L ERK—N , FEL
AR name/. BAULAEEZpolicyTemplateIdS W EEIFHIRED A BEREA B BELBUER
A D, RE GetPolicyTemplate S§E# P ListPolicyTemplates{ERIER, T HIFEA
BREAZBRENES HWBEKEARGetPolicyTemplate,

$ aws verifiedpermissions get-policy-template \
--policy-template-id name/example-policy-template \
--policy-store-id PSEXAMPLEabcdefgl11111

Flan , THRREARAERABRERNETANERIEME Edit. F ReadCommentFFdl,

permit(
principal == ?principal,
action in [Action::"Read", Action::"Edit", Action::"Comment"],
resource == ?resource
);
MRELEEditorRIBHEEREIER WBER , EEXAREERAREERNRESK  CNEAEX

ERVEBR , RHEFUTREFXARNR, RENTRER.

HEREHETRE , SN EERREDEN, U LREHAG  WREERBEREAFBERComment B
F, EMERESIRBIERNVBRFEREN , BERPEENZEARBELZBEHHENEFRET

MEFEZEIEEBEER |, 5528 Amazon Verified Permissions 0758 # B 5 234,

37 Amazon Verified Permissions BER &3 74%

SO LAER AWS CLI, AWS B A3 AWS SDKs EEBREFTHRENBFER, BEEXRA
BREZE—X , RREZETBNERREER., BYBREAE  SulEBEYSEAEEBER , UBE
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BE
%O

FTEMERFEHABRER, MEFMER , BF2EE L Amazon Verified Permissions & 24%E 5 B

AWS EXE R A

B BERE R

1. BARK Verified Permissions 34, REBENBEENE,

2. EERSEERD , BERXSEL,

3. EBEBVBERER,

4, HEFMEAERD , WABRSEEHER,

5. EBXREBAANEERF , FHBEZME ?principalfl ?resource RFFRIFILEARE I

BERBITERTHHT., SablRERAL , UEARZRNBENGEERE S BEREARNE
5£o
BEER N BURE A,

AWS CLI

BYBUREA

BB LAE A CreatePolicyTemplate BREREBI BKRE R, THHHRBRIEFEZFTAREBMNENR
REA,

EXRtemplatel.txtBETHEE,

"VacationAccess"
permit(
principal in ?principal,
action == Action::"view",
resource == Photo::"VacationPhoto94. jpg"

);

$ aws verifiedpermissions create-policy-template \
--description "Template for vacation picture access"
--statement file://templatel.txt
--policy-store-id PSEXAMPLEabcdefgl11111

"createdDate": "2023-05-18T21:17:47.284268+00:00",
"lastUpdatedDate": "2023-05-18T21:17:47.284268+00:00",
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"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgl11111"

EABREALREELBORER

BRI ERYBREAFEZMEMEETHRELERE, BRBRFREPHAABRES , BBL
BARM—W , FENLER name/, FBALUERA BWREMABERER ID,

$ aws verifiedpermissions create-policy-template \
--description "Template for vacation picture access" \
--statement file://templatel.txt \
--policy-store-id PSEXAMPLEabcdefgl111111 \
--name name/example-policy-template

{
"createdDate": "2023-06-12T20:47:42.804511+00:00",
"lastUpdatedDate": "2023-06-12T20:47:42.804511+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

}

® Note

MREGEENEREEBRTFRERN S —BBERELHEER | 8K
F|ConflictException&ii,

#3I Amazon Verified Permissions £5 24N E & B SR

BALAER . = AWS SDKs , B UBRESE AR AERNWE AEL K AWS EE A AWS CLIE
BUR, I E#ABERSRHABREARARSERE, NRESFHREARAFNBERRS , AT MERLEX
HANBRASHERZBZRBNMERERE , BEEFERTNRER,

WMEFAEEBEEH |, 5528 Amazon Verified Permissions #i2% 8 #5 B &1,

AWS EB XA
BB TERCBRE A RE L S AERLBOR
1. BARX Verified Permissions &, BIELNEHEEHRE,

BV ESAEEBUR 80


https://console.aws.amazon.com/verifiedpermissions/

Amazon Verified Permissions EREER

2. EEAINEEERKS , #IEZF Policies (BX),

3. BREBRMNEX , RREBEEBVSENEFHRK.
4. EREEFEANBRERZNERRE  RAREET -,
5, BMAZARLEAERBRREHNTEEBNIRANER. BEENESETEBRRERXEER
s,
(® Note

FRAEFRENKISAREBEREMERE, fli , EEEEZFTANAININUsersE
#8 , B8 A Group::"AdminUsers", MR&E A AdninUsers , BIGBETRRFZE

=g
A~ o

6. EREVSERNEFIR.
MNERNEGEHRREERERERT,

AWS CLI
EB T BB U BUR S84 R M S AR RS R
BUNRNSERARREANEEFIBR , YEEHEAERANEARZVEE.
THEHSRYEAEFHR , ZRREMAER THIRB KA

permit(

principal in ?principal,

action == PhotoFlash::Action::"view",

resource == PhotoFlash::Photo::"VacationPhoto94. jpg"
);

CHEFEATY|definition. txtiERKIEM definition 2 EME :

{
"templatelLinked": {
"policyTemplateId": "PTEXAMPLEabcdefgll11111",
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"

}
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}

BHERETER K MERERHELANSE  MEBARRERSHES

$ aws verifiedpermissions create-policy \
--definition file://definition.txt
--policy-store-id PSEXAMPLEabcdefg111111

{
"createdDate": "2023-05-22T18:57:53.298278+00:00",
"lastUpdatedDate": "2023-05-22T18:57:53.298278+00:00",
"policyId": "TPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATELINKED",
"principal": {
"entityId": "alice",
"entityType": "PhotoFlash::User"
1,
"resource": {
"entityId": "VacationPhoto94.jpg",
"entityType": "PhotoFlash::Photo"
}
}

#mE8 Amazon Verified Permissions B 17

&R LAER . 3 AWS SDKs £ EBRFEFT I P imEE AWS EEEE A AWS CLISNEMHKEAR, MiE
BREAGEDEMERETIRBELIHEE , RILREBRREREFHEL NG, TREFFEASIA
EFEHEARANEE,

BRI BERREANTHITE !

. BREIARactionZEM
. {#4F4a , a0 whenHl unless

BEEIBEBRELINTII AR, "ERERMELRR K LFEMRALEME T BRER,

« RH permit= WBEREARNR forbid
- BEEAXprincipalZ2ZK
« BEEARresource2EM
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AWS EXE R A

fREE IR A BUR &I AN

1. BARX Verified Permissions &, BIBENBEERE.,

2. BEERESEERS  BEBXKELR, TRASENEEIBEEREREIWEBUERE
K,

3. EBEPCREASHRIBIRA , LETBEREARNFMER , SlMNEN, EFMMNBRELARNEHN
BFfE .

4. BERBURBZNBRELR, SEEENHRERNBEAX , AR BEEHBERE,
BRI LURIBEBURE A HIRIERE | RRBIEMBR , AMBRBERE A, #IFHE M BRIX
REA,

AWS CLI
fim BB BUR E A
#r

Ch

A LAER UpdatePolicy BRFR M BEBK. TIHHEHSHEBRANMARERFEZFK

R, LEFEENBERER,

=X templatel.txt WRE :

permit(

principal in ?principal,
action == Action::"view",
resource in ?resource)

when {

principal has department && principal.department == "research"

$ aws verifiedpermissions update-policy-template \

--policy-template-id PTEXAMPLEabcdefgl111111 \
--description "My updated template description" \
--statement file://templatel.txt \
--policy-store-id PSEXAMPLEabcdefgl11111

"createdDate": "2023-05-17T18:58:48.795411+00:00",
"lastUpdatedDate": "2023-05-17T19:18:48.870209+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"
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}

EHMBREAINEE

BULEERTRREARNRRERENHRERNEE. ARBREREFHAEBRER , BBLEA
EME—H , FELEAER name/, WREREEFBFRHESEBEML  AIREEBRETE. BE
BRER , FEEREAZFH,

$ aws verifiedpermissions update-policy-template \
--policy-template-id PTEXAMPLEabcdefgl111111 \
--statement file://templatel.txt \
--policy-store-id PSEXAMPLEabcdefgl111111 \
--name name/example-policy-template

{
"createdDate": "2023-05-17T18:58:48.795411+00:00",
"lastUpdatedDate": "2023-05-17T19:18:48.870209+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

}

Amazon Verified Permissions #3258 & B3k €651

B IS E A BURERE A E1E Verified Permissions FEVBEREHRER  SFEAEMEEHIERMN
EEAERBER, BREBAMNEBIHRREIBEERE, T35 Verified Permissions %2518 #E Bk €14
AEREFIBERFRER L@ERBER, BREANEBIHAERER,

PhotoFlash &l

THEHRBUMRYEARREARANENEGHR RTFELBFHAMANEREIEGERERE
M

® Note
Cedar HERES S ERRBinEkE, itk , principal in User::"Alice" E[ER
principal == User::"Alice",

permit (
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principal in PhotoFlash::User::"Alice",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

THEHREBURY FEABRRERANEANEGHE , RTEFREAEN TN ELEHAEINE
PRIFHUE,

permit (

principal in PhotoFlash::User::"Alice",

action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);

THEHRBUMRY FEARREARANWENEEHER , RTFELEHLAMSNERTEE , HhEEHF
REFEME R

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

THEHREBURY FEABRRERANERNEGHE , RTFFVDEHAMRFNERFIRIG T KEEM
*H%O

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);

THEHRBUMRYEARREANENEEHR RTELEHAMAINZREEIE  EF22F
REFEME B

permit (

principal in PhotoFlash::UserGroup::"Jane::MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoFullAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);
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OIS RTINS EF BUR AW SEAERFHER  tRFHEHERE

forbid(
principal == PhotoFlash::User::"Bob",
action,
resource in PhotoFlash::Account::"Alice-account"
)7

DigitalPetStore &i45l

DigitalPetStore EHIBUIRFREF ST MBERE R, EAILAERE I DigitalPetStore EEHI B R FH[E
%, EELAEEERTPHER , DUREBERFHREREM N BUR,

TinyToDo &4

THEHIREBITE Y EAEEBR , RBREAHBEEREER EMHENERFEFRUENBURS
o

permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [TinyTodo::Action::"ReadlList", TinyTodo::Action::"ListTasks"],
resource == TinyTodo::List::"1"

);

THIEEHIRE IR M SAEREBOR |, REERER K EBIERENERBERARERSR FHUENBUR S
o

permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [
TinyTodo::Action::"ReadlList",
TinyTodo: :Action::"UpdatelList",
TinyTodo: :Action::"ListTasks",
TinyTodo: :Action::"CreateTask",
TinyTodo: :Action::"UpdateTask",
TinyTodo: :Action::"DeleteTask"
1,
resource == TinyTodo::List::"1"

);
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EHE 7 RENMFZFRELNEAER

B 55 RIFELTE Amazon Verified Permissions FRKRAIBE B iRMEE (IdP) , BURIBRBEH FEH
B, FoRFRUREEAEENBEREREEEFTRERN P REFNFEAENER. EEHE
ARAEARE G2 RENFZHFREEREDERE , CHBERERETUAREREBENFZIG I HfHR
RERZE, B LA Amazon Cognito fEFA E &&= BET OpenlD Connect (OIDC) IdP & &H & 2
B

IR A] LA¥EEL Verified Permissions £/ OpenlD Connect (OIDC) & 7124 #& (IdPs), R ERER T

LAEA OIDC B S D RMHFELER JSON Web B (JWTs) EERERBR. FRHINEREFHE
MHEZEFEA ID, £/ ID FH8 | Verified Permissions SiBHEEMREETTEEYE, FHREMFE
&, EEELEEWSHIAS. FAEMEFTHER  SULUEEL WEEM S groupsEEZFEAFA ,
W EF A GREFEES (RBAC) HWBE.

@ Note

Verified Permissions €1REHK B IdP N EAMERERE , EFSLUMEM A XN EZE IdP
HE),

IMFESER Amazon Cognito FEREKED OIDC &7 12#tE S Amazon APl Gateway REST APIs &
& R & step-by-step’EMHR , FFSBAWS B2 EBERK LAYEA Amazon Verified Permissions %
Amazon Cognito S B# & 7 IR B RE API Fi&E APls.

FE

- BEEERNESSRHEE

« ffH Amazon Cognito & % 3R
« £/ OIDC B2 RIR

BELENERESE

AR Verified Permissions AR EE IdPs , BEREEEEABRXNPEAHE IdP & , FEZE T Y=
15

£/ Amazon Cognito BF# :
- BEEEERER A ERRENHERARERX
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- BEEEARERLTIREN AWSEEXRAEEERE
- BEEERSURBORME
- BRERMLERERE
ET5ER TR OIDC #FER !
- BERBWNE D ERERM (Auth0, Okta, Azure AD)
- BEEHESEPAEAEEE
- BERE IdPs HEHRER

{# Amazon Cognito &% KR

Verified Permissions B2 Amazon Cognito A &K ER B ELEE. Amazon Cognito INTsEEAITA
BIRAERE, Verified Permissions St iEE K Y REDSENEATEBRZ LR, Sl , EAILIER
ID ZHFHEEEREEARREEFEIES (RBAC) REER,

189 Amazon Cognito EFEEE G RFEFELUTER -

« AWS [EiF,

- EAEKRE D,

- REHESGSREEEBNEIEBERER | Hl0 MyCorp: :User,

- BEEGYRREIEBHNZTAFEERER | 0 MyCorp: :UserGroup,
- FREKENAFL IDs , CRERE OENBREREREFER.

R Verified Permissions {&& AR tEE ## Amazon Cognito i EEE AWS 1RFE |, Rt EE X
EZ—EIREHIEES 9 R, Verified Permissions K ER T - X BAEHFEHAEEE B
THNBERTBEN G 2 KRBT - REREAELEMN ID, S0 us-west-2_EXAMPLE, TELtIE
AT, BESEZFERAELEED ID alb2c3d4-5678-90ab-cdef-EXAMPLE22222 % HIERA & us-
west-2_EXAMPLE |alb2c3d4-5678-90ab-cdef-EXAMPLE22222

FREEEFTHESUYNT B, EE, . AFRK IDsMBETEH. Amazon Cognito JWTsHES
AEREE , BB Verified Permissions i HIZ#RE, Hhas :

1. BEBcognito: FENFERESABANBESTS
2. £/ BEIEAEBM custom: prefix
3. EHITHREMBMNBEITES
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https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-tokens-with-identity-providers.html
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4. OIDC B E4% |, 5l subFl email

RESFMARAELESE |, URWNAE B Verified Permissions BUEE PR EEIELEE#E Amazon
Cognito FRFLSH E BB IR,

/A Important

B SRIZ ] LATE#E Amazon Cognito BUBHA 2 ai SR , B IWTsHRAEEEENERHEN

By EAREE R, B4 JSON Web L RFC 7519 WIRBAB SR ZRHBEIER L MATE

EmRITERIBER, BEXRTR Verified Permissions AJ AR BB EMBROERA ERBERZHHN

FRETEIRE, TERELEAR  BREUSKENERHERELER , Y EEREBREERE
AEITERBRNRESBEENEEEN, NEFHMAET  F2REHFAREERFERET
YEREER

AT S5 REAMATE L S E R EFTAMBEB 2% 2 Amazon Cognito £ & £ EE HHIBUR,

permit(
principal,
action,
resource == ExampleCo::Photo::"VacationPhoto94. jpg"
)
when {
principal["cognito:username"]) == "alice" &&
principal["custom:department"]) == "Finance"
};

T EHIREBUMRMYBER , LB E Cognito EAEREEFNEMAERTA. FER , TR IDKRA W

R "<userpool-id>|<sub>",

permit(

principal == ExampleCo::User::"us-east-1_example|alb2c3d4-5678-90ab-cdef-
EXAMPLE11111",

action,

resource == ExampleCo::Photo::"VacationPhoto94. jpg"

);

Verified Permissions R{EAEEE & 25 KR Cedar BUR B ERHF THNELR ()
DAMEZETNELSRBERAERSEE: . EEEES . ZTANEREEEFTEES , fim

& A Amazon Cognito & % 3R
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cognito:usernamefl custom:department, BEERESZE cognito:usernames}
custom:departmentEEH B EEHprincipal["custom:department"] , BORIEBE AL
principal["cognito:username"]1#l .

(® Note

MEFHFBEEE cognito: = custom: FENESL , UREEEE cognitomh
WESEZBcustom , BIEE IsAuthorizedWithToken KRB RS LAY , WHER

ValidationException,

MEMHFEEMNFMER , F2H8 45 Amazon Cognito FRFBRET Z IR, WMFE Amazon Cognito
FRERENGEHRER , ﬁi B {Amazon Cognito Fi% A E5) F IR Amazon BRFEFFIZE,

Amazon Cognito

ES |

« 13 Amazon Verified Permissions Amazon Cognito & %' 3R)&

« #m#8 Amazon Verified Permissions Amazon Cognito & %" 3R
+ #% Amazon Cognito F TG BB iR
- WAFmME REF Amazon Cognito

#1311 Amazon Verified Permissions Amazon Cognito & % 3RJ&
TIHERFESS S REFTEERENBEFHE,

&1 0] LATE Verified Permissions AR E VTN BERENEREL B RFE, EHERFRH | &0 L
BEPREFHFHINESEBEAEREMN., RESIEXRENMFEH APIFE M5 2RMEERER
1H, EEBRENEETINHRBUR,

(® Note

BRIFCERBUBRERE  BAEASEERPEEZEAS SRR, EEMN S 2 RRER 8
K BER 7 X (= AR BB

EIR1E P& EE create-identity-source B &2 3R , AWS CLI Z7E Verified Permissions API 2
3L CreateldentitySource B , AIABIRREZFEAEREHEE, 18 , T ERERSEVERERA NS
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
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2 BRIRAWS : :Cognito, WEBEBEBEENEFZBRERTHEE. BE4 Amazon Cognito & 7 £
FHBREHEZBERES  SUEREEABRERREAIENBETHEERS,

AWS EEERA

# 31 Amazon Cognito fEF &£ E & 2 KR

1.

2
3
4.
5

10.

B Verified Permissions =25, BELNBRTFHRE.

EERASEERT , BES SRR,

BEEI SRR

£ Cognito FAEEEFHMEA S , BE , AWS BEifl RAZBA G P RFHNFERAEERE ID,

EEFEAERED , SHHEFARE | RURKREEZTANERER, KRB 2ER Amazon
Cognito FAEREN SIS B EEEMMETAEE,

EEEMARER  MRECEEHEFHEEREcognito:groupsES , FREER Cognito &
B, BEMAZTARRUENERER,

ERFmEAEXRRES  ZEERTERIRAFREMAREN IDs.

- FERTAHFPREAREN Ds , FEEEEIEAMETAFRERER IDsFRF. AEEE
RENAFRERRER ID REFEAFREARER ID. BEBREHTENAFREARER
ID, FREAFRERAEN ID SHBE.

- MREFEBRFAFIREARER IDs , FEETERFRAFRERRER IDs.

BERN 55 RR.

(EA) MRENBREREERZEBHRR , EETALUBER Cedar BERP W & 5 K7 EUER

W B R, BLAXEFEEHER | 2 Cedar THRENF O RRERIHTBER, BKRT

BEER N ELRBSEEH Cedar BRHPSENE M, MFAE Amazon Cognito FHFE

YRS E Cedar TREBHEMNFFMER , F2H 1§ Amazon Cognito FRFMRST E 5B IR,

® Note
EEREN AP EEBERFEHE  SIEBIBRENERFERARE AP FE M5 oM
EEF | Verified Permissions &AW FERAEEEURSEAEBY , YEVESE
R HPEHNETREASIEAFTHEEREB M.,

BYEAFHEAETRERRNBR, NFEFMEF , F2HEYL Amazon Verified

Permissions FREBK .,



https://console.aws.amazon.com/verifiedpermissions/
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RELEEIEGSRE, EFMEBRAMEBILIBCR , ﬁiﬁﬁﬁ IsAuthorizedwWithTokeniZ

Verified Permissions {TREREK, MEFMEN , F52 B (Amazon Verified Permissions API
2E1Em) FH IsAuthorizedWithToken,
AWS CLI

# 31 Amazon Cognito fEF &£ E & 2 KR

A LAE A CreateldentitySource BBYERE Y & 5 KiK. TS HIEE I AT Amazon Cognito f&E
AEEBEFHEREZ SN E D RIF.

1. EMNIET 5l Amazon Cognito EAEEEFMEHconfig. txtWER , Lt create-
identity-sourcemHHH --configuration S8 £,

"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h8i9j0kalbmc"],
"groupConfiguration": {
"groupEntityType": "MyCorp::UserGroup"

}

2. BT THHHREIL Amazon Cognito & 7 %R

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "Usex" \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

3. (EA) nRENBEEHEESRZBIER , TET S EHR Cedar BERF N 5§ 9 R FEUER
BB  BUBELEEFEBER | Z Cedar TREN P RFERINERER, BRT
RBEERZHN  BXETEHREX Cedar BERHPSENBEME, WMFEAE Amazon Cognito FF B
RS E Cedar ERBHMFMERNR , 528 5 Amazon Cognito F RS EiEE IR
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® Note
EREN AP BEEBEREHE  IERIBRERNEREHARE API FE M5 924
B |, Verified Permissions BEHZNFEREEERAEFEREEBY Y EIEEE
R BN TEEASEACHEEER M,

4. BIUFRAFHAENETREARNWEE, MEFMER , F2EE L Amazon Verified
Permissions FREEBUR .

RELCEISSRE, EFMEBERMEBILIBEK , F8HH IsAuthorizedwWithToken:®
Verified Permissions #{TIREERK, MEFMEH , 5828 (Amazon Verified Permissions API
SEZ1EF) T IsAuthorizedWithTokeno

3

WMEFE Verified Permissions # # f B 83 £ &K Amazon Cognito FEUH & 5 F R FFEAER |

28 (Amazon Amazon Cognito Permissions %,

#mE Amazon Verified Permissions Amazon Cognito & % 3R

FBUUERU S RBEZAREEELSY, ZELIBFFH)RENER , BXEMRE 5 RIFLE L
AR | F B t# Amazon Cognito Z| OIDC 5 OIDC Amazon Cognito, 1R EH B KEFR ERE
BERGEEIREEBMY  FEE , EXADEFGEEBIER , URMREH S 5 RIFEFMINEE,

AWS BB XA
¥ # Amazon Cognito & % iR

1. BARK Verified Permissions 1% &, REBENBEERE,

EERASEERY , BES SRR,

BEEREN S D HR ID,

BIERE.

£ Cognito EFAE L EFHFMEEA S , B AWS EiF XMAF 5 RFENFEAEELE ID,

EEXRFMEAT  SULUEHSIRFENEREE, RE2ELR Amazon Cognito ERAEE
EME 7 HESRIMMNETARR,

7. EFEMARET MRS EREFHEEEcognito:groupsES , FBEEER Cognito B
fH, BEMAZEABRRXENERER,

o g k~ w b
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8. HAFREAEARRET K ZERAEREAFKRERER IDs,

- FERTAHFPREAREN Ds , FEEEEIEAMETAFRERER IDsFRF. AEBEE
RENAFKEAER ID RENEAFREARER ID. BEBREHENAFKEARER
ID, FREAFRERAEN ID ZHBE.

- MRBTEBRBRAEREAER IDs , FRETERFAFKERRER IDs.
9. EBRFEE,
10. MREBEHHRKENEZTLTARE | AXFAEHREBEL , UERRREFTNETAERE,

B LRI 9 RREZEMNIRIERE  RRBEMBRE 2R , MRS 2 RR. EXFEH
BdeletedE A , RBBIEMERE 2 R LAESEMBR & 25 KIR.
AWS CLI

¥ % Amazon Cognito & % 3R

BAILAE A UpdateldentitySource BREREF E D RIR. THEHFHALEMISENE 2 RR , UEH
R EH Amazon Cognito FREEE,

1. EM‘ZET % Amazon Cognito EAEKEFMEHconfig. txtWER , LAt update-
identity-source@ S H M --configuration B FEA,

"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h8i9j0kalbmc"],
"groupConfiguration": {
"groupEntityType": "MyCorp::UserGroup"
}

}

2. BT THHSREH Amazon Cognito F 7 KiK.

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
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"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

(@ Note
MREBESIRRENETARE , AIXAETFHERELR  DIERRREFHELARE,

# Amazon Cognito FAFERET EEEHE IR

BAReRRANELG I REMEEZRRTRE , TRRHEESIEARFIENBREFAREEEHE
B BALEABIEXRERBIERESRENBREHE , KERLBRERERFDENGBE

®, LEBLIER. SEAMRSIERERE , SNBSS ERRHER,
ERAEEENABIS TIER :

- ARFATLEBEBEEABRERERZEER
- W{AIFE Verified Permissions B H £ Amazon Cognito B E &
- WMAFBHEES 7 RKENEBER

FERS| EXRERBUNEET IS REN AP EEBEEHENBRTHRE , FEEFHHESS (ID) F
HEBMEMG ZEBEIR, BLLA Verified Permissions It FEREEEFNEMY YR TIEAFERSE
BUHNEEER, £ 1D FHRED  CREFIVSEKEEHEEZTAETENEYSE. ETIERT ,

IBATREEEF B34 Amazon Cognito FRFERET BB EBIEIR -

- BEREHBRITCTHBEEHRERBERENE,
- BEEREFEERNERLHEAGRFEES (RBAC) 254,
« IRAILUE Verified Permissions REST API, AWS SDK = 23 B FHIE AWS CDK,

& E £ Verified Permissions BUERZE S £ Amazon Cognito A 5 5 RKR , BABEELE
HERPEGRMEBM., FERAREEN , BEXARBHEEMBE IsAuthorizedWithToken
BatchlsAuthorizedWithToken APl SRR EV K ERYE, MREUR ID FHPHREEEAEDHIE
ARBBREANFREBEYUBEERE , ZRUUREERER, MREZBINBEERERE S 2 RRNERE
iR, AIXERREEBUENEEEER API FREYNERBERNGESHELR, A% SUUEAR
HEFRADHBUERBEEEE,
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ZIEI =B EA1E Verified Permissions 1 {# /A Amazon Cognito ID fMEFEEERKG CEBRFEERAZENFMEER |

52 [ (Amazon Amazon Cognito Permissions &,

&

 #§ ID FRRG B R

- REFEVER

« Amazon Cognito B RESFNERRTE
- REBRERRAANSE

#% 1D FRRF EHEBHER

Verified Permissions €#§ ID FRESRACAENBL | HEBNEE, HEREER. HBHEE
Ao ID FHEBHEFEIES (ABAC) REERDZEH., BEEFE Verified Permissions RIBR H5FE
RWABDTHERNFEE , FEIES 2 REREHN ID FH.

Amazon Cognito ID FRFBEAR K ZEFE OIDC WA ENE, SBEBENANESRIER OIDC #
IheE, BHWEREX T LAEA Amazon Cognito fEAEKE S 28 API BRE , SiFERAERAEEXER

& Ul ﬂiﬁﬁ%ﬁﬁﬁ% MEFMET , 5528 ( Amazon Cognito FIZ A E1ERE) HHIER APl ik
%EO

Amazon Cognito ID ZFHNERES

cognito:username M preferred_username

EREERAESBNEIL,
sub
ERENME—ERERBIRF (UUID)
Fcustom: A NESE
BEIFEAEEEBMNFTE , W0 custom: employmentStoreCode,
EEEE
ZX¥ OIDC E% , i email# phone_number., MEFFMER ,
10¢AHFEE2MMEEnO
cognito:groups

ERENFEKREER. EUACAERNFEUES (RBAC) AEBRNRERE S , KEFEER
A EBRPFHEN B,

752 B OpenlD Connect Core
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https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://openid.net/developers/certified-openid-connect-implementations/
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ERMEES

FTREMEEBY  EHERAEEEELAELEFH Lambda BREFEATREFENE S, Y
EFEUREESS , BB HEFE%ESE , W0 tenants department,

KE8£ 85 2R Amazon Cognito BMEMWEERS , SEKRA NE
fprincipal["cognito:username"]., ABE&Ecognito:groups 2Lt BIHBIFAAR
Mo Verified Permissions L ESNWARMAEFEAEERIRER,

% Amazon Cognito A EKES ID ZAHERBNFMET , 526 ( Amazon Cognito FR# A S5
FE) MR ID FH.

THEHF ID ZFEENEERNBEM, ©85 Amazon Cognito$EEH cognito:username. B
i]E% custom:employmentStoreCode, EEEE email MERHES tenant,

"sub": "91leb4550-XXX",
"cognito:groups": [

"Store-Owner-Role",

"Customer"
1,
"email_verified": true,
"clearance": "confidential",
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"cognito:username": "alice",
"custom:employmentStoreCode": "petstore-dallas",
"origin_jti": "5b9f50a3-05da-454a-8b99-b79c2349de77",
"aud": "lexample23456789",
"event_id": "@ed5ad5c-7182-4ecf-XXX",
"token_use": "id",
"auth_time": 1687885407,
"department": "engineering",
"exp": 1687889006,
"iat": 1687885407,
"tenant": "xllapp-tenant-1",
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"email": "alice@example.com"

E & Amazon Cognito fEAEEER Y &2 RIREF , WA BUEE Verified Permissions £ RERES
FEEANETTAERERNIsAuthorizedWithToken, EHWBFREZMLVARZZTEANEBMY , A
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AHEZFAERN —5 . ENEBELIEERS D RRNWEREHNEYE | REETLUE Cedar BUERH
2Zei,

BHA LB EER ID FRAFESETENHEERERE, ERERBRKRP |, Verified Permissions &% 8F
HEENESRAKEMFEZEEERER, EBEKD , BrLISEZBEERHAZTITA,

T 5| EHI RN $E Verified Permissions @ EAF N EH B 2= RREBM, MERELEBERN
B A FEREEHEEEBELR, MEENE S RBHEEIEERTAER User , BA S
SHELUTHEFNAR |, Z Cedar FRHELE .

"User": {
"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": false
1,
"custom:employmentStoreCode": {
"type": "String",
"required": false
1,
"email": {
"type": "String"
.
"tenant": {
"type": "String",
"required": true

}

MBS R IBIETRBOBHIBR , HHH KM Amazon Cognito ID FHBHE.

BR & 17 BN A

Verified Permissions 8 REBFNFAES , MTARHESEA BENEBMEIARTEBE. RTHERE
BigzH KB IdP WEEER TTEEE S AP EEMNMEEEEH. FREMBEANEAACREFEIES
(RBAC) WIREER, (EHAKEERUNNENFZREENREEREZTEENNEESRIRERT
£,
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Amazon Cognito FEEREETARBRENES !

Amazon Cognito FIFHHNERES
client_id

OIDC kEH A FImERER ID, FAAF ID , Verified Permissions Al LA B B R EFERKE
BEREREN A Fi%. Emachine-to-machine(M2M) R#Ed | ERRFSERA A RRZRRE
R, WIRHAFRK ID NEEERBSEER,

scope

REREB AT FEET TR OAuth 2.0 E,

cognito:groups

ERENFHEKEER., EUACRKERNFEUES (RBAC) SERNRERE T  KESTSETR
A EBRPFHEN B,

TRMES

T%T?—HR%‘F—I BHEAEZEEERELEEZTS Lambda R EFEHTEBINENES, T4
HECAEESSE BB EEEE , §lW0 tenant= department, BIIEEERZEEMN
ANVS¢EEﬁEﬂUEU$o

MFE Amazon Cognito FAERERERFAAEEBNWEFMENR , 528 < Amazon Cognito B A B8
M) PHNEAERFR.

Amazon Cognito FEIFZREEZ Verified Permissions i |, @S ZERAYH. EBALUER SEEW
FRWBMcontext.token.attribute_name., THEHFERFZHEE client_idHl scopeE

A
Ho

"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"cognito:groups": [
"Store-Owner-Role",
"Customer"
1,
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"client_id": "lexample23456789",
"origin_jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"event_id": "bda909cb-3e29-4bb8-83e3-ce6808f49011",
"token_use": "access",
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Amazon Verified Permissions

ERAEER

"scope": "MyAPI/mydata.write",
"auth_time": 1688092966,
"exp'": 1688096566,

"iat": 1688092966,

"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",

"username": "alice"

T3 HI BRI R Verified Permissions f&B#R P 7 FEHIHNBIE, MFEREF BB

HMEF  FSH RERREFRERBEL,

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"
},
"resourceTypes": [
"Application"
1)
"principalTypes": [
"User"

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {
"scope": {
"type": "Set",
"element": {
"type": "String"

}I

"client_id": {

1 F IR EREHER
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Iltypell: IlStIingll

}

I
"type": "Record"

MESEHLEBRRETERENEFBER , 5528 R Amazon Cognito 77 EUER B,

Amazon Cognito §5R 2 RE ST ERKRRE

£ Verified Permissions BB , B H Amazon Cognito ZRHFE S FEHER |

f5ltn cognito:groups , WA ELEH P REFHEcustom: store B A F

A . FrAsREsRAR. KRXBARKTE. fli, NBESELNK
principal.cognito.groups®icognito:groups&m . AR T LUARE G L&

X, EERMERCEAEFRTRREEFBREANBEER, ZHERXP , WSESELNEK
Kprincipal["cognito:groups"]H cognito:groups®F . # Verified Permissions £##& H
BAERAELRE D FREENGEBERERERRTE,

18 W] LAREB 1E 5 29 3RIRAY Amazon Cognito FEIREEBHERMBER P ERARMRTE. BRMEMTEBE
@ OIDC IdP , BEZEFBHANERPEAMKRTERE  UEMEMBIEREF T,

HBERTENGEBELRER  AENSENTEREMRILA cognitoFcustom¥IE H B FIH , T3
OIS

"CognitoUser": {
"shape": {
"type": "Record",
"attributes": {
"cognito": {
"type": "Record",
"required": true,
"attributes": {
"username": {
"type": "String",
"required": true
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}

.
"custom": {
"type": "Record",
"required": true,
"attributes": {
"employmentStoreCode": {
"type": "String",
"required": true

}
.
"email": {
"type": "String"
},
"tenant": {
"type": "String",
"required": true

MERH L EEEDETRELFEARRTENEIIBER | F2HE EAMETERSEBN,
ERERRG N A EIE
BHRSEFZRNEECEAARTE

EREERREY  EBRIBFTSKESHEEZEARAS. % ID ZHFEEF |, Verified Permissions 814 E
HHEZTREMN, HREE Verified Permissions TR AFEVHNBEERE , REEAMSEHIBRE
EHEERLEEFSRER , Y ERES D FARENEAEREBHEAZNEBER, FEER
BRERUEEREREESNAGALFEES (RBAC) AER  T2HBSHMESRIZERRERE
EBER,

TEBH D RFBM

E I&1E Verified Permissions TR AFREI 7 RER , T28ETMNBHELAMLE, ETWHILEIEBELRE
HERREFERPWERFTES, BULUASESBMREAVE  BEELEBMSEEERFERERS
H,

RBAC T"HEEF BB EMT
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B0 RENBEBHERERREEFT B REKEYNEREK. 3oRRSK - EESHRELA
EFEREE YR EAEEHEEREEREE, SLERUHRS I RREEBHNZL. BBLREKSE
A, BRI ESCRFEES (RBAC) EEFREEE , ACAEERMBNBECAENSEFAHN
ITRERF, ERBHRPFEENESTERBRFHENRELHEE, KR8 ID BENEREBELEER
AR{e R BHEEFEUES (ABAC) RENFEHEMEET. FHENTNARBEES OAuth 2.0 HEF
B, ILURHAREREENHAFIERGER  EREHRNNEBERIE N

Verified Permissions & F KA APl Gateway F1 & 2 1R EREMSIERERIESHE ID F/HE
ERMRGEBIER, ERFFESHNERLIFENL., ZESIBEATHNFTHTESHEEEBER , £
MHATE JSON BN hiREEBHIR | WHI® commonTypes B, MEFMET , F2EM G FHUE
o

BEFHRE

BREHREES D RFEREANSR , BURRE 2 RFERPNSBRE - BREEERE D HF
EfERL, EiB Amazon Cognito 7 ifitE , BUERY AP BREBERERERIZIZEEREE,

B AP EEBEEHER  SXAREREERE ID I FIHEANIRE, LEASTE Verified
Permissions ERZ R BERFHENFEBHIAEY , LKk API & API #y Lambda REFFEL. 155!
RMRIEHER ID ZHFEL B EME R Verified Permissions TR ATWBM T IR  FEENE D
RECHREFREERENZHEL, SFFHEHNETEAER I RERENBERANEEBHIR, THE
ERAREBREFHRESR ID MEFEER,

Cedar ZI e ZEER L F TIFESR

BEEEE2E SKANEEHRBMprincipal .username, EZFEL BB /TREHBENKS
BOERE T, Hla .. = , Verified Permissions #&EEIAT principal.cognito:usernamesk
Z{®kF{Econtext.ip-address, EHEHHRBEAFBHRRTEREXLELHFFcontext["ip-
address"] , %X 2 BlA principal["cognito:username"]= . KiEFt_RELEZBHNEN
Ft, URHERNOE—FREFTHAMRR,

LR AEFREMENH s SHEBER N TR

"User": {
"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": true

}I
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ERAEER

"custom:employmentStoreCode": {

"type": "String",
"required": true,

.
"email": {
"type": "String",
"required": false
}

LR RTBENR s BHEBERN TR

"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"ip-address": {
"required": false,
"type": "String"

}
}
I
"principalTypes": [
"User"
]
}

ME AL IS IR 1T B T8 WY E I BUR |
Y A B um A R B B Amazon Cognito

A EAERRTERSEFZHEN.

B RKEHEEBERFEKER |, Verified Permissions EE#HEEIEE , EZ ID MIFEER R
EMFEHMRER., BB SEEIE IsAuthorizedWithTokenfl BatchIsAuthorizedwWithToken
AP| 55REEE 4, ID FMEEVFER , A% Amazon Cognito 1 OIDC &4 R RNITABMAE. FH

RFmRNHREBR
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Amazon Cognito fE & EER#E#E |, Verified Permissions ATLAEE ID MEEES WA FR% ID. fE
F OIDC #tF&rg , Verified Permissions AILABRRE ID FHHRWAF R ID , UREFRFATHE R,

AP ID RELEARNEANSG s REEHTERMEBBANEABS , Slm
lexample23456789, ¥R IHEFIFANTAMAMKE S = B Kt HRIEA URL B&1E , a0
https://mytoken.example.com, EAFEERE , audEE —ESERE B,

Amazon Cognito ID ZFEEGEEAEXAFIR ID WaudESE . ERE/FNclient_idESHEE
FEAERXAFiR ID.

EREESREHPMA—ZEAFIRERAERERFTER |, Verified Permissions 5 Lt EEREXAF
% |IDs JEEEH ID ZFFaudEE R EFRFESTclient _idEEHITHE, Verified Permissions T2 B &
Amazon Cognito & 7 RIRHIAFEH B R URL,

JWTsH A FimiRiE

BB EARERFEE JSON Web 2 , YW EFRFARRERES P RENERTHEELEE
JELS Verified Permissions. &R EA#E JSON Web Token (JWT) HEEREE B | WigH I B R
CIP

WEHIREMAER JWT.1 RERZERX M Verified Permissions.

async function authorizeUsingJwtToken(jwtToken) {
const payload = await verifier.verify(jwtToken);

let principalEntity = {
entityType: "PhotoFlash::User", // the application needs to fill in the
relevant user type
entityId: payload["sub"], // the application need to use the claim that
represents the user-id
I
let resourceEntity = {
entityType: "PhotoFlash::Photo", //the application needs to fill in the
relevant resource type
entityId: "jane_photo_123.jpg", // the application needs to fill in the
relevant resource id
I
let action = {
actionType: "PhotoFlash::Action", //the application needs to fill in the
relevant action id
actionId: "GetPhoto", //the application needs to fill in the relevant action
type
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};
let entities = {
entitylList: [],

i
entities.entitylList.push(...getUserEntitiesFromToken(payload));
let policyStorelId = "PSEXAMPLEabcdefgl111111"; // set your own policy store id

const authResult = await client
.isAuthorized({
policyStoreld: policyStoreld,
principal: principalEntity,
resource: resourceEntity,
action: action,
entities,
b

.promise();

return authResult;

function getUserEntitiesFromToken(payload) {
let attributes = {};
let claimsNotPassedInEntities = ['aud', 'sub', 'exp',
Object.entries(payload).forEach(([key, value]) => {
if (claimsNotPassedInEntities.includes(key)) {
retuzrn;

jti', 'iss'];

}
if (Array.isArray(value)) {
var attibuteItem = [];
value.forEach((item) => {
attibuteItem.push({
string: item,
1)
1);
attributes[key] = {
set: attibuteltem,
I
} else if (typeof value === 'string') {
attributes[key] = {
string: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
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long: value,

}
} else if (typeof value === 'boolean') {

attributes[key] = {
boolean: value,

}

1)

let entityItem = {
attributes: attributes,
identifier: {
entityType: "PhotoFlash::User",
entityId: payload["sub"], // the application needs to use the claim that
represents the user-id
}
i
return [entityItem];

}

1 WEXBEEFIER aws-jwt-verify BN ERERFEH OIDC 7 IdPs 2EH JWTs,

£/ OIDC B4 K&

& A LTS 389 OpenlD Connect (OIDC) 1dP BREABUIRFHEN & 2 KR, OIDC =& B 1L
7 Amazon Cognito FAEEKE : EMEEL IWTsEAS P BEER. &EHIE OIDC #HER , B4
ARMEITE URL

¥H OIDC O RFFETIIER :
- B17#E URL, BREMFF A ARSI URL 3 .well-known/openid-configurationi®

S

- TEEERAFETH CNAME 584, Hlf0 , a.example.com@EZEMETE * . example.net. 2 ,
* example.com EZBESE a.example.net,

- BREEREBRPEANZHERE, EERT , £2BEF9FRF.
- BERGHRFEIBBNEAEERER | #lW0 MyCorp: :User,

- BEHEGHRFEIBHNVFEAERER |, 10 MyCorp: :UserGroup,
- ID ZHEH , R ID FHRPELENESR,
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- BEEREFERENBEER IDsFH. £ CLIMAPI & | S LLRBHFE, EEFER AP
Gateway M F D iRMUERENSI EREBBEVNBEERED , Verified Permissions &
FERETEEBEE WEBhttps:// , HI0 MyCorp: :User::"auth.example.com|
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

WMFEMEM AP RERZERE OIDC RKFEFERNWFHMES , FF2H KETAR AP RE,

DATEHIREBARIBER , AHFSHNMHEIFNFERRE. #THZ2E  YHETEHEHL
%, Verified Permissions 8 ZFE AN ID AN ESITE Jf“:%’l.&-.o

AR, EEARSERER B4 AER inEE 7 R ERTEBER,

permit(
principal in MyCorp::UserGroup::"MyOIDCProvider|Accounting",
action,
resource in MyCorp::Folder::"YearEnd2024"

) when {
principal.jobClassification == "Confidential" &&
!(principal.location like "SatelliteOffice*")
12
FiE

« 2137 Amazon Verified Permissions OIDC & 9 iR

« #m¥ Amazon Verified Permissions OIDC & % HiR
« # OIDC MG EEEHIR
« OIDC R4E 8 P i # ¥ R 5 55

#37 Amazon Verified Permissions OIDC & 4 KR
THREFEEE I REFEEREENBERENE,

&1 0] LATE Verified Permissions EE AR E VTN BERENEREL B RIF, FEHLERFRH | B0 L
BEDRBREHFFINESEBHEAERE Y, EESIEXRENFEH API HE M DREEREERE
H, ELBREEEETINHRBUR,
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® Note

BRIFCERBVYBREFRE  BAEASEESRPEEZERS SRR, ERUNG 2 RRERF
HY BRUR 17 1 [ AR BA BB

BT PRI EH create-identity-source B & 2 RJR , AWS CLI £ Verified Permissions APl R Z
i CreateldentitySource B , AIAHIBRZEFAABRER, 78 , ZOEREHSEVEREIARS NS

7 HIFAWS : : Cognito., WERBEBBHEBRFHELEEERTHEE. & EA Amazon Cognito & % B2

EHHRTHEEBIERES  SUXERERAEREAREAIENBREREERE,

AWS BEFinA
# 3 OpenlD Connect (OIDC) &% %R

1. BARX Verified Permissions £ A&, BIEENBEEERE.,

2. EERISEERKRY  BESH KRR,

3. BEEBIHIRE,

4. EIFHNIB OIDC B2t H,

5. 7EE{THE URL # , @i A OIDC #{THR URL, EREHBRKIFE , AiRESERARSE. &2
+8  LURERIREHENEMENR , HW https://auth.example.com, EHEITHE URL
WHBTE FEE OIDC R/ .well-known/openid-configuration,

6. EFMEIEAG  RELFZEAENERLETREN OIDC JWT EE, MEFMENR , B2
B4 OIDC R R G BB IR,

7. ERFAESTRSELBELIERD  EEFI)»RENEHEERNFEREES, FRHEE
REBXREHEFNER , SFEER OIDC HEBSEFERAE, FAEEHFEERRBEN ID
NIFEERN Efsub , Hh I EfTMMERNE —FBIRF. REEER OIDC IdP & &
TMEEZMNETAER,

8. (EA) E¥FNELHHEABHALAERY  EEFIRENHEERBNBEAES, #HEE
REFAEERNE, HFEEESRHNINER, HEEER—EES , BEREEN ID
HEFEEER groups , HF @S EFN L ERBNFH, JSON UK RNEREHERR
FEH, REBELF OIDC IdP B 97 MG ZRENVEFTAEE,

9. TERE-BAP WMALFLEBREFHEERERRPEZEZINAFL IDs ¥R URLs , 1R
BHEE

10. BERVIF 9 RE,

%
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https://console.aws.amazon.com/verifiedpermissions/
https://docs.cedarpolicy.com/overview/terminology.html#term-group
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1. (BA) NRENBREFHREESFEBHR , BETUZER Cedar BERF NS 2 HFHE
BIERMN B2, BLEEREBHER | F Cedar THRENSF I RREYNTRER, RT
fBEiER N ELRESEEHE Cedar HRHTZENEME, MF OIDC BHBHRHFE
Cedar TEEBMMFHEF , F2H 1 OIDC B EEBHEA,

12. BAFRFAEAETRERROBER, MEFMER , 582 B EL Amazon Verified

Permissions TREEBUR

BHESCEBRIGYRE. FHEBHERNENHE , F&FH IsAuthorizedWithTokeniZ
Verified Permissions {TIREERK, MEFMEH , 5828 (Amazon Verified Permissions API
SEZ1EF) FH IsAuthorizedWithTokeno

AWS CLI

E3 OIDC B9 HKR

&R LAE R CreateldentitySource #RERE Y & 25 KR, THEFEFEY S5 RIR , #£ OIDC &H5
RHE (dP) FREBRENE D

1. BMconfig.txtER , HHEE OIDC IdP W T HIFF¥ME A , LUt create-identity-
source®@ I --configuration 28&EH,

"openIdConnectConfiguration": {
"issuer": "https://auth.example.com",
"tokenSelection": {

"identityTokenOnly": {
"clientIds":["lexample23456789"],
"principalIdClaim": "sub"

3,

},
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"

}

2. HITTIHHREIN OIDC H5KIE,

$ aws verifiedpermissions create-identity-source \
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--configuration file://config.txt \
--principal-entity-type "User" \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourcelId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

3. (ER) MRENBRTFHEERERER  HETUSER] Cedar HERPH & 5 Ri7HUE
BIERN B2, BLEEREEHEIR | F Cedar THENS I RREYNETRER, RT
BmiER s ELRESEEHE Cedar HRHTZENEME, MFH OIDC B BHMRFE
Cedar TEEBMEMFFHEF , FFSH 1 OIDC B M ZEBHER,

4. BUFEAFRHEANETRERRNBKR, MFEFMHEF , F2HEYL Amazon Verified

Permissions FREEBR .,

HESCBRAIGYRER. BEHEBHERNENEHE , F&FH IsAuthorizedWithTokensZE
Verified Permissions {TIREREK, MEFMEN , 528 (Amazon Verified Permissions API
BEIEF)Y P IsAuthorizedWithToken,

#RE8 Amazon Verified Permissions OIDC 59 &R

FBANERI B RFEZEAFREAELS Y, ZELIBESHRENER | BXLEMBRS 2 RRILE L
AR |, FEefE Y13 Amazon Cognito | OIDC = OIDC Amazon Cognito, 1RENBEEZER EL
BERGEEIREEBMY  FEE , EXADEFNBEBIER , URREH S 5 RIFFTINEE,
AWS EEFEA

E# OIDC &% KR

BARK Verified Permissions £ & ., BEZNBREFERE.
EEASEERP , BES SRR,
BEEREN S 2R ID,

BIERE.

£ OIDC HLIEERSFMERAP , REEEFHITHE URL,

ERFRHEGHRESRERBED K AEESEFAENFHASTEBRFRERERER
BHEE, SFEREE R  KLABHBRIGERELEY , TREASHHNEREE,

o a0 A w N~
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7. EEHREED K FERBREERFBMTHERE,
8. EERTFEE,

BRLLRES D RFSHERIZRG  RRZEMEBRS 2R , UMEBRE D RR. EXFH
fideleteFEA |, ARERIFMBRE 20 BT AT ER F 2 Ko
AWS CLI

E# OIDC & 7 IR

&R BAEA UpdateldentitySource #RIEXRERT & 2 RiF. TIEAERIEEN S5 REEHRER
AE# OIDC #FE™ .

1. BMconfig.txtER , HHEE OIDC IdP W T HIF¥ME A , LUt update-identity-
source® < --configuration Z28&EMA,

{
"openIdConnectConfiguration": {
"issuer": "https://auth2.example.com",
"tokenSelection": {
"identityTokenOnly": {
"clientIds":["2examplel@111213"],
"principalIdClaim": "sub"
1,
},
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"
}
}
}

2. HITTHHSRERH OIDC &5 HKiR,

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
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"policyStoreId": "PSEXAMPLEabcdefgl11111"

(@ Note
MREBEES I RENZTEARE , ALAEHFERER  LERRREFHZIEARE,

#% OIDC R MRS ZiEwiER

BAReRANELF I REMEZIRTRE , YRRHEESEMARF I EHNBREFAREEEHE
Lio U LEAEI EXRERBIERF I RENHRTFRE , IERLBRFRERFDEMNEEH
®, LEBLIRERF. SEAMRSIERERE , SNBSS ERRBIER,

ERAEEENABHISTIER

- WAL BB BHIEARRFRESBHER
- MAFBEE SRR BER

FEBRSIEXRERINEETS S RFEN AP EEBETFHENBRENE , TEEFBHS 5 (D) F
HFEMMEF EEERIR, B LA Verified Permissions 2R EEEFNEM YR TEAFRE
BHNEEER, £ 1D ZHREY  CRI[FTSLEEHEETEZTAEENEM,

EE £ Verified Permissions BUREHERF £ OIDC B2 1RH##E (IdP) MAE D RIR , BLEBER
BRATPEERHEBM. FREAREEN , B4 ABERHEEMTE IsAuthorizedWithToken 3%
BatchlsAuthorizedWithToken API ZERFEIHNEREE, MRELRE ID FRPVRHEEEF B HIE
ARBBEANFREBUBEERE , ZRUURERER, NREZBINBEERERE S 2 RENEE
BR  AIXERREHEBEMMEZSEGEA API FREUNERBERNEBHER, A%, BUUERAR
HEFHFFNBERBEBE.

ES-

- # ID FRREFEBER
- RS EFIER

- fEEHRRE Y AENER
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#% 1D FRFRF EHEBHER

Verified Permissions 1 ID FRHESRAFTAENEMY . HEBNEE, HENEER, HEHEE
Fo ID FREBUEFEUEH (ABAC) REEETEER., BEFHE Verified Permissions RIER HFE
ROWABDTHERNFEE , FEES SRR ID FH.

# OIDC #FERE R ID ZHFEM A Amazon Cognito ID ZRFABMEE. ZBRERESL, B IdP
BEEHRZE OIDC B , REFBTHBER, 7 Verified Permissions 2 & P E I BRF R
B, BRI LAEAES ID FRFE OIDC 9 RE , LA UFBHRFHELTHEEFEAEBME. AR
Verified Permissions FHE IdP B & B#HER , it @SN HRHLER,

MEFMESR , F2REYERFTITBERTFHE.

LLTRESR OIDC &5 iR 2 BUER 7 EM EHEBHR,

"User": {
"shape": {
"type": "Record",
"attributes": {
"email": {
"type": "String"
1,
"email_verified": {
"type": "Boolean"

.
"name": {
"type": "String",
"required": true
.

"phone_number": {
"type": "String"
1,
"phone_number_verified": {
"type": "Boolean"

}

MESE A RERETRENESIBER , 55268 XM OIDC ID FHBM.
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BR 5 17 BN AL

Verified Permissions S REFNESRES K MARHESEEA BENEBEIAETEBE. KRTHERE
BgzH KB IdP WEEVER TTEEE S AP EEMMEEEEH. FREMBEANEAACREFEIUES
(RBAC) WIREHEE, MEHEAKEERUNNERFZFREENREERAZTEENNESRIRERT
£,

REHE OIDC BEEN K ZHIEZEFZRFERE Amazon Cognito ERIEHEZ—H, EEEE
Verified Permissions B , OIDC ZEVER EMFZARYH., BULER S2EENEZFNE
fEcontext.token.attribute_name. FHI& OIDC FEUEMNETSEHHEARET L,

"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"groups": [

"Store-Owner-Role",

"Customer"
1,
"iss": "https://auth.example.com",
"client_id": "lexample23456789",
"aud": "https://myapplication.example.com"
"scope": "MyAPI-Read",
"exp": 1688096566,
"iat": 1688092966,
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"

THIEEHIEE RN [ BR Verified Permissions #& B RP ENEZAFEFIN B, NMERFEEBERNEE
MER , F2R FREEREEHREZERR

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"

},

"resourceTypes": [
"Application”

1,

"principalTypes": [
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"User"

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {
"scope": {
"type": "Set",
"element": {
"type": "String"
}
},
"client_id": {
"type": "String"
}
}
}
},
"type": "Record"
}
}

WMERH I EEHEDETRENEMBER , F28 R OIDC FRUER B,

TR R R A HE I
BHRSEFZNEEcEARTE

EFIENREY  CRIFTTSKELEHEEANS. £ ID ZHEEY , CRIFFTTSKELHES
FREM., HRNETE Verified Permissions TEATREVHBERERE , AEZANEFBEERES
FERRZEESRR , XEREH ID FRABRENEAEEEBHEAZNEBIER, FTEEARERN
SEEBRENEEENACETEES (RBAC) AERE  FTEEBHRKHEMETMNEBREREREEHE

priS
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TERES D RREM

E I&1E Verified Permissions TR AFREI 7 REE , T28ETMNEBHELAMLE, ETWILEIELRE
HEHFEFERPWERFTEDS, BULUAESESEMREAVE  BEEEBMMVEBEERFERERS
?,

RBAC TEEHEBHE AP EME

B0 RENBEBHERERREEFT B REKEYNEREK. 3o KRR - EESRAEEA
EFEREE YR EAEERSEREEREE, SLERUHRS I RREENZ L. BBLREKE
A, BRI EACRFEES (RBAC) EEFRERE , ACAETERMBNBECAENSERFAHN
ITRERE, ERBHRPFTEENESTERBRFHENRELHEE, KR8 ID BENEREBELEER
AR{e X BHEREFEUES (ABAC) RENEHEHEET. FHENTNARBEES OAuth 2.0 HEF
B, URHAREREENHAFIERGER  EREHNNEBERE N,

Verified Permissions £ & FH A APl Gateway F1 & 9 REEREMSIERERESS ID F/HE
HRERGHEBIER, ERFEHAESNERLFNLL. FERIFEATHEZHESHEZLNEBER
BB TE JSON IR R iREFABIER , WHIE commonTypes B, MEFMEF , FSEAMSEFEN
BB,

OIDC #EEXEZERKRA

E8%1E OIDC Rt &R , B ID I FRERPEEERFIBREFREREAEFENEER
NWEEESTEHR. BENTISEATIRAHAIFESS -

1. FEZERMWFH : "groups": "MyGroup"

2. A= PRIEE - "groups": "MyGroupl MyGroup2 MyGroup3". S{EFHEEE—EEE,
3. JSON (E8EoFE ) /&8 : "groups": ["MyGroupl", "MyGroup2", "MyGroup3"]

(® Note

Verified Permissions @8z 2 RBATFNESEFEELSHREAERFE. EELEFERKT
THEEEBEEAE—FE  FEARBRESEHNZEE, Hlwn , BR1tMy GroupB B #Y
B 4BMyGroupo

i A
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BERGEHERES S RKFEEEEANSRNEBUAR G 2 RFHERPNSBRE . ZREKERE ID I EFEHE
B, £ OIDC R , BAAEHEBE I RFEBEFTHELR, BLLEE D FEUER , @
BEEENENBRETEEREEREPREE, HARMREFTER ID FRES HEBMRHFE Verified
Permissions EEAFHEMHTZR , FEERVYSIREZIREREERENFTHER, BEF/HHE
RETAER N REBENBERNEBIER, THEZERAREBERERESEA ID MEEE,

Cedar BT BER L F LAV FER

BEEEESE SKANEEHRBMprincipal .username, MEXRZHHBEFZHELRBE/F
RIEEEFT , Hlan .. := , Verified Permissions &% Z 47 principal.cognito:usernamesg
ZfRH{Econtext.ip-address. BXARBEATERRTERERNLELFR S context["ip-
address"] , X2 BlA principal["cognito:username"]= . KiEFT_RELEZBHNEN
FIt, HREERNE —FEEF THIAMRIR

IEAETREBENRs #OERER M T AR

"User": {
"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": true
.
"custom:employmentStoreCode": {
"type": "String",
"required": true,
.
"email": {
"type": "String",
"required": false

}

}
HEAEANRBENI D EHEBERM TR

"GetOrder": {
"membexrOf": [],
"appliesTo": {

"resourceTypes": [
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"Order"
1,
"context": {
"type": "Record",
"attributes": {
"ip-address": {
"required": false,
"type": "String"

}
}
1,
"principalTypes": [
"User"
]
}

MESHLEBHRETREOEALER , F2H ERAERRTERSEFHBI.
OIDC R E 1 A B im M 3 R AR =&

BB E D TRHMBERRERER | Verified Permissions G4 #E |, 7[R ID MFEERE
BMTERMRER, LEBFEERIE IsAuthorizedWithToken®l BatchIsAuthorizedwithToken
AP| SERBEE 4, ID MFEESR , LUK Amazon Cognito 1 OIDC &2 K EMNITAEFMTE. F£H
Amazon Cognito FF &£ ERH#E , Verified Permissions AI LA ER ¥ ID MEIER W EFis ID, &
iB OIDC #tFERS , Verified Permissions TJLABR%% ID FRAFHAFIK ID , URFRFHFHHNER,

AP ID RELEAEXEANS s REEHTERMEBEBNABIR , Sl
lexample23456789, HRERHEFIMFHANTFAMMKE S = B Kt HEIAN URL BB , 0
https://mytoken.example.com, EAFEERE , audEE —EFEHRE B,

OIDC ID ZHEEBEAFi% IDs WaudES , #li0 1lexample23456789,

OIDC EMEHFEEETEXZHFZR URL WaudES , 0 https://
myapplication.example.com, AR ‘ZEMAFH IDskclient_idE% , filun
lexample23456789,

RELENBREFRER , FRA -—RSEERBEENBREFREMEANEREEERNER.

* ID Z%F - Verified Permissions EB@EaudESEHFELE—EAF% IDsKERFSHRBEFERER
FZHEF 1D,
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o FHUEMHR - Verified Permissions E B EaudEEHFH URL EEFSHREBFEERBEEHR, IR
RBaudESE , LR cid client_idEERBHBER, BaENEoRIHE , THREREY
S REBAMER,

JWTsHY A Fim iR

B EEREAEXPEE JSON Web R , Y EFREABRTFHRES S RENERTHEESE
JE# Verified Permissions. &R LA JSON Web Token (JWT) HENEE B Y , Wi HIAWNABRIBEH
A,

MEHIREB A EA JWT. 1 ERAEX MW Verified Permissions,

async function authorizeUsingJwtToken(jwtToken) {
const payload = await verifier.verify(jwtToken);

let principalEntity = {
entityType: "PhotoFlash::User", // the application needs to fill in the
relevant user type
entityId: payload["sub"], // the application need to use the claim that
represents the user-id
};
let resourceEntity = {
entityType: "PhotoFlash::Photo", //the application needs to fill in the
relevant resource type
entityId: "jane_photo_123.jpg", // the application needs to fill in the
relevant resource id
};
let action = {
actionType: "PhotoFlash::Action", //the application needs to fill in the
relevant action id
actionId: "GetPhoto", //the application needs to fill in the relevant action
type
};
let entities = {
entitylList: [],
i
entities.entitylList.push(...getUserEntitiesFromToken(payload));
let policyStorelId = "PSEXAMPLEabcdefgl111111"; // set your own policy store id

const authResult = await client
.isAuthorized({
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policyStoreIld: policyStoreld,
principal: principalEntity,
resource: resourceEntity,
action: action,

entities,

b

.promise();

return authResult;

function getUserEntitiesFromToken(payload) {
let attributes = {};
let claimsNotPassedInEntities = ['aud', 'sub', 'exp',
Object.entries(payload).forEach(([key, value]) => {
if (claimsNotPassedInEntities.includes(key)) {
return;

jti', 'iss'];

}
if (Array.isArray(value)) {
var attibuteItem = [];
value.forEach((item) => {
attibuteItem.push({
string: item,
1);
1)
attributes[key] = {
set: attibuteItem,
};
} else if (typeof value === 'string') {
attributes[key] = {
string: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'boolean') {
attributes[key] = {
boolean: value,

1)
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let entityItem = {
attributes: attributes,
identifier: {
entityType: "PhotoFlash::User",
entityId: payload["sub"], // the application needs to use the claim that
represents the user-id
}
};

return [entityItem];

1 R IEE G E A aws-jwi-verify BN EREFEH OIDC A IdPs JWTs,
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Amazon Verified Permissions W& &

Amazon Verified Permissions B8 A/ B E EARER P EEBMANZEE  FREEXBRERE
WERERRBREENREER, SEEBESREEAPNEHEAHFNLORAES , U480 EHRRERE Verified
Permissions SEAEELR

EREES | BAM

- B ENEERE

- BREEBEENEXNES

- BAHEFB

- BEBENZLEFEBERERKE
- EEREFREEMIERER

MBI EARENE , BT T IIEE

1. BEBEBRENPNREBRBEASBR
2. RFBRFHEBHBANEERS

3. f#/ Verified Permissions ¥ g R %
4. RIBFRERE RAHBTFEUES

Verified Permissions B B X & T 54848 :

- EAR Node.js EAERXH Express.js

#& Express B Amazon Verified Permissions &

Verified Permissions Express & 1247 Express.js EARXTEEZENDNERER 5, EiBL
BE , BuLMFERABHNBREBRRRE AP #% , MESEXBANRBREER. BE42EAR
BER, (HHEERNBERETTE , ARBRRAERECHESIEENZIRBNER , REBREER
BRE,

AREBEZRD 5| BEFRE Express BE , REUBREFHREREEMIEREP N HRE, ERELY
BR | U LS R K IR RE IR S5 18 E 8 Express EARR |, WS EXBEERETHIK,
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ERAEER

REEESSZ T GitHUbRFE :

« cedar-policy/authorization-for-expressjs - Express.js #J Cedar % # & /M 8188

« verifiedpermissions/authorization-clients-js - JavaScript 8 Verified Permissions &2 F %

- verifiedpermissions/examples/express-petstore - i fl Express.js A/ 81 B K £T I B /E

FeRIRH

E1E Express BE 2l , ilEERE -

A[ 17 HY Verified Permissions AWS HJIE F
B2 %% Node.js f npm

Express.js AR
OpenlD Connect (OIDC) & % i2f#t#& ( 120 Amazon Cognito)
AWS CLI B EBE A

REERS
SBR BIBKRERE

R BIBERFEME AWS CLI :

aws verifiedpermissions create-policy-store --validation-settings "mode=STRICT"

® Note
REEAEFERNBRERE D, AARREDS R,

SR 2 REMMKMKE

£ Express ERRERPLEXLENEH -

npm i --save @verifiedpermissions/authorization-clients-js
npm i --save @cedar-policy/authorization-for-expressjs

TORIRE
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https://github.com/cedar-policy/authorization-for-expressjs
https://github.com/verifiedpermissions/authorization-clients-js
https://github.com/verifiedpermissions/examples/tree/main/express-petstore
https://docs.aws.amazon.com/accounts/latest/reference/getting-started.html
https://nodejs.org/
https://docs.npmjs.com/
https://expressjs.com/
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html

Amazon Verified Permissions B
RERE
S 1. EEXEM L& Cedar FEB#HIA

ERErEEREARINRERE SREARIXANERER  URAHKEAZERNEE, B
BREAEEBERAEETAZHE. ELEHIP , IMEMA YourNamespace. B LS BREREREE
Verified Permissions BIRFHE , WHEFIE RIS R KR , RSB ERFRBERRIBR.

@cedar-policy/authorization-for-expressjs E4 TS MERAERMN OpenAP| g |, I
B4 Cedar FHEHER, ERME , ZNHARTEERTYH.

MR IERE OpenAPl Ri% | A LLUETE express-openapi-generator EH B RIE S R E 4 OpenAPI
B,

& OpenAP| RIFELFEBIHIR

npx @cedar-policy/authorization-for-expressjs generate-schema --api-spec schemas/
openapi.json --namespace YourNamespace --mapping-type SimpleRest

EE K EE BEFEAN Cedar F5EHR AWS CLI, MEFMERERANWEFMEN , 37

S BXRTFHEZEER, IREFERCEBHARNRE , EERIFTU/EHIGitHUbREF
EEprepare-cedar-schema.shh8E—f& A WIEETH. https:/github.com/verifiedpermissions/
examples/tree/main/express-petstore/start/scripts A N R ZIE SN WS | ZETHSE
v2.cedarschema.forAVP. json #EZRF & Verified Permissions #& X F & B IR,

./scripts/prepare-cedar-schema.sh v2.cedarschema.json v2.cedarschema.forAVP. json

RENCHEBHE ELEEENBREFRE , policy-store-id AR BEREME ID B

aws verifiedpermissions put-schema \
--definition file://v2.cedarschema.forAVP.json \
--policy-store-id policy-store-id

SER 2 BUBEEE

MRRREFMBER |, Cedar SIEBFTERMEF R, Express RBESTRBENELENEBEREE
EHIBER | B 51 BT,

EEEEEFH&TEIJEFHEB%AHT BRMEZEEAERREMRBEERE (laaC) TEERIFNHE, W
EFMEF |, 2B FEH AWS CloudFormations
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https://swagger.io/specification/
https://github.com/nklisch/express-openapi-generator
https://github.com/verifiedpermissions/examples/tree/main/express-petstore/start/scripts
https://github.com/verifiedpermissions/examples/tree/main/express-petstore/start/scripts
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ERAEER

EL & Cedar BUX :

npx @cedar-policy/authorization-for-expressjs generate-policies --schema
v2.cedarschema. json

B /policies B B PELEAEE, N , BALBBANERRATELEE, S .

// Defines permitted administrator user group actions

permit (
principal in YourNamespace: :UserGroup::"<userPoolId>|administrator",
action,
resource
);
// Defines permitted employee user group actions
permit (
principal in YourNamespace: :UserGroup::"<userPoolId>|employee",
action in
[YourNamespace: :Action::"GET /resources",
YourNamespace: :Action: :"POST /resources",
YourNamespace: :Action::"GET /resources/{resourcelId}",
YourNamespace: :Action: :"PUT /resources/{resourceId}"],
resource
);

BN EE BEMEANBER AWS CLI, MEMEXRXNFMEN , 528 AWS CLI
BE K create-policy, MMRELFERNLBERNIRE) , £ 2RFBFFA/EHIGitHUbRE
FEconvert_cedar_policies.shHg8F—f& A WIETH. https:/github.com/

verifiedpermissions/examples/tree/main/express-petstore/start/scripts A N 2 ¥ &8 S TSI FE LY -

./scripts/convert_cedar_policies.sh

R ALBUER LEZE Verified Permissions , #& Blfpolicy_1.jsonABEERZNREMEE , LG

policy-store-idEVXABEREME ID :

aws verifiedpermissions create-policy \
--definition file://policies/json/policy _1.json \
--policy-store-id policy-store-id

RERE
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https://github.com/verifiedpermissions/examples/tree/main/express-petstore/start/scripts
https://github.com/verifiedpermissions/examples/tree/main/express-petstore/start/scripts
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TSR3 EEFTRMHE

RIEFERR , Verified Permissions REHF RN B SEE API ROV REZEHREMEA JSON Web
Token (JWT) , LLERBFERAEEN. BRTHTEEBERFIE 2 , CREBEOFTE BB ER,

£ userPoolArnfl B E A WE D RFHAEERidentity-source-configuration. txt ,
WTRAARclientId :

{
"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:region:account:userpool/pool-id",
"clientIds": ["client-id"],
"groupConfiguration": {
"groupEntityType": "YourNamespace: :UserGroup"
}
}
}

1T T 5 AWS CLI s S REMN F 20 RIF , #F Bflpolicy-store-idAENBERME ID :

aws verifiedpermissions create-identity-source \
--configuration file://identity-source-configuration.txt \
--policy-store-id policy-store-id \
--principal-entity-type YourNamespace: :User

BFRERTEE

EHEW Express EABRXUBEREPN B, EHEFT  RAEHIIFH , EEETUFER
EWER., MEFMER , 520 E£M authorization-for-expressjsGitHub,

const { ExpressAuthorizationMiddleware } = require('ecedar-policy/authorization-for-
expressijs');

const { AVPAuthorizationEngine } = require('everifiedpermissions/authorization-
clients');

const avpAuthorizationEngine = new AVPAuthorizationEngine({
policyStoreld: 'policy-store-id',
callType: 'identityToken'

1);

BERED TS 27
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const expressAuthorization = new ExpressAuthorizationMiddleware({

schema: {
type: 'jsonString',
schema: fs.readFileSync(path.join(__dirname, '../v4.cedarschema.json'),
'utf8'),
I

authorizationEngine: avpAuthorizationEngine,
principalConfiguration: { type: 'identityToken' 3},
skippedEndpoints: [],
logger: {
debug: (s) => console.log(s),
log: (s) => console.log(s),
}
18

// Add the middleware to your Express application
app.use(expressAuthorization.middleware);

ARHES

B LAER TR EREZ/FD AP ImEREFER , UAREREREE. BEFTRESRBEERN
HEREBEEMEBER.

i, MREEREERTRFANTEERNEFHE

- BEEE  XEFRHAERNEERE
« BT MR, BYMEHER
- BF  REEmBRER

AL AAENEAERALERSERE , IBREFTIBRRRENELMENR. 7 Express BAE
AR IEES |, EUUFIREREAREMFAEAR B @,

¢ 2 B AR

MBLERMKLN  FERTHEE
- RBENBEFKE D 25 ER
- FRARIEH) 5 5 SOR B ERRRE
- BRELHBERIRTER
. BBEM IWT BREHK

HEES 128



Amazon Verified Permissions

ERAEER

BEIR
EEEARALH  BES

- HHRERERAIEFEEFTRE R
« RBRERRREERNGCH
- BTENEREAGRIEMWBUR

®rESR
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£ Amazon Verified Permissions P E{EZ#E

EEREBETHE., BX, @F, SHEERNBREER 2% , BIAHKARER Amazon Verified
Permissions %R, BEEEE Verified Permissions 4 , X4 EE FRSBEBEENERE AWS
HEABEAFTPNES, ZEE Verified Permissions SN ERARERES , BHE AWS HREHFILE
YEIL A Verified Permissions APl B§755% , X BN BRTFREEERERE,

Verified Permissions ViR #EE AR ERAREXFH UX FFA1H API 551,
UX EF 71

ERHEREFNENERARER UX. SAUAHEAERRROMSEFINRIIRE, R,
FENEMER. flo, EEREEAR  SURRRYEAMNIRFPRTER 'EBES, &
o St LURFIER & R ERERVEIME, Bl , EMHRMNRITEARENF , B REHEENE
RERBITUBERZHNER.

API ZF 1]

BHEAEHENNER. BEARXBERIBAREN —I2 , RN APIs5|AER. &
Verified Permissions AFF@TR "#BRES, KANEBTEARERXP , ECNFERERBEBE |, &4
BAMHEEMNBRIAR, Verified Permissions AT ZEFIHAREZEZEWtIR SN API 55
R, RABRFEBHED S —ERFHER,

RAKABSHWEFIRBEGIBERERE, EEER , FELWARREDET DigitalPetStore &I
REME,

MEFEAMAREEE UXFFINREREGIEAREN , F20 AWS T2 &% { LM A Amazon
Verified Permissions 1T AR EBHATE,

IE

- RETAN APIRE

- ARG REER

- BENRESRREREIES

RIER Y API $R1E

Verified Permissions APl B8 T 5 218k,
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IsAuthorized

IsAuthorized APl #24EE M Verified Permissions IZEERWEA S, BXEREXTE, 5
B, BR. RARMERTE, Verified Permissions ERIEERNBEERERFEREBERPEEN
P BUR REAE BBV FE R o

IsAuthorizedWithToken

IsAuthorizedwWithToken S JSON Web Z#F (JWTs) M EAEER EELRER

K. Verified Permissions A E#£EE OIDC =L EEE M , #la0 Amazon Cognito R BKIFHE
FH &2 R, Verified Permissions 8 EA& ID EINERFNES , BBERPNFIEBHIE
AZFTEA BAURESREFHNEAZEBERBEAXNEERREDENER,

B EEIsAuthorizedWithTokenfB RF B EF AN EAE TR ERWMHBEN. BAEAE
B ERHE A REBMEN JWT,
BatchlsAuthorized

BatchIsAuthorized B#FEEEE— API BFRPEEE -—ZXARNERNZEREARAR, HRE
SRBERIBRE—MXEE  TEEREAERERK , WEERS 30 AEMEERBIENRER
K, BBE-ERNARERE  SUUGEFRAETUHERRKENEE, EBE—ZFXANRIKX
B S EEERE TERIEENE IR,

BatchlsAuthorizedWithToken

BatchIsAuthorizedWithToken ®REGE—@ API BRI EEE -ZFXANZARBARAR.
ZEARHENBERERES 2 RRE ID REFEERFRSE. HBRESHEFRIBRE—#IRER
£, BEEAEREREK , LHEBHENERERGRS 30 BFRNRERE, ELNBEH , &
ALUHBHRFEAEESPNFEANEERREEFE,

#E IsAuthorizedwWithToken , & xfEBatchIsAuthorizedWithTokenig R A& AR
FRETRENNERER. EXEBMETREREALEMN JWT,

B H BRER

ZETHRPEEATERE Amazon Verified Permissions SERERENEE | B LUEMSA FH Amazon
Verified Permissions 858 T4E& 1 HTTPS REST API 53R ¥ Verified Permissions B 2% B B 54 X
K, AIRIHEAR PHNIEAWS EBEEZA , ARTMAEEREREDHNZEZ RFEFE,

Verified Permissions REST AP| 24X S IERINERRERETN T —ERRLE, Verified
Permissions API #% E & IsAuthorized, IsAuthorizedWithToken #l BatchlsAuthorized B IZ#EER |
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorized.html
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WMABRERHRHAIEE AWS API 53R, BERFHECHRERE | S UEREM APl AR IREER
R, WEAREHBRRENEHERRERRK,

fBlan | WA AR T HREFEEFBEFMIsAuthorizedEAAIE o
Test bench

1. £ Verified Permissions 32 & BB Verified Permissions =12 &, # % A DigitalPetStore
NWEABRRTFTHREE I BERERE.
2. ERFBEEFHREFHRIEIES,

3. £ Verified Permissions APl 2t | 1 IsAuthorized EEABKBAIEAFE R, THFHAETS
BB &5l 4 B2 DigitalPetStore E15IHI R4 -

a. & Alice SREATR, SFHTWERENEE , EIE DigitalPetStore: :User# A

Aliceo
b. # Alice WABREARTF, EEWERR , #IE DigitalPetStore: :Role , R&HW
AEF,

c. BERBERIERF"1234", HREFTALEEHITHER , BE
DigitalPetStore: :Ordert#i A 1234,

d. DigitalPetStore::0rder BEIREE owner B, #5 Alice FRERFTENHHESL, &
f#DigitalPetStore: :Userd# A Alice

e. Alice FFRBAFTE, HHWRFTAEERMOEE , 2EF
DigitalPetStore::Action::"GetOrder",

4. BEVTREFRR. EREUNBREHRES , LFAREFEFH ALLOWRK, FESEERE
AY R B

5. MERAEEYHEREZEER, REBPEBKRIRAFFAR - BBITE,
6. B Verified Permissions fAff#ER , AAFBEEFAGR  YHRERNWEESE.

:I:I'*

REST API
1. £ Verified Permissions £33 & BB Verified Permissions £ A&, # % A DigitalPetStore
NEABRRTHRERLBEERE,
2. FAABHBERENENBREFHE ID.

3. £ Verified Permissions APl 2Z i #y |sAuthorized & | #8518 DigitalPetStore i {5I#Y &5l
4 FERAo
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https://docs.aws.amazon.com/general/latest/gr/verifiedpermissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples

Amazon Verified Permissions (&S
4. FRUEN API AP , YABRERER Y BEHRBHIENFER, EAZRE , MEFFRR,
5. HEHHIFERANXFELE | Wi WESELELHE FpolicyStoreIdNBIRFMIE ID.
6. RIXFBRAUMEFER, EFER DigitalPetStore BERIFHRESF , WFERSEDR ALLOW RK.

BRI ERFIREFEFER, SRERNER , LBFEERYELAFEHIRE,
1. BEERNANSEERBHTIAEK, Hlm , 1§ Alice WEBEE A Employee , RIEIEF
owner 1234 HEMEE A Bob,

2. UEHERERENAFRNEBERR., flln , FREREFA® - BITERIEHBUER , LABER User
WHER BEENRY , ResourcedEREER , LUME BobBERIRETE,

3. BFEABHR  UABEMEEEMAREK, ENFRER , & Alice TLUREFHHWER, flm ,
MBS MIRUser BLART A ActiveUserssl B BInactiveUsers, EFMBER , UEREHE
APNERETERABCNIIE, EMFAERER |, & Alice KAERAPTRIHERPHNFERE,

HIENREEREERENRS

ZEFERERPE%E Amazon Verified Permissions , % BERE LR AR BRHBITHEERN
#*ﬁ#ﬁto BREWRRECHREEIE T —IERAFNITHEBELE APl B8R, BEERM , &
ARTEEARBENEERNEFAEER , YAHEBEARERRK,

FERRE X A fE A Verified Permissions Z#5ER

1. WEBRIEAENHEBER. —RMS , FAENFHEFSECRE TERBRNFHEAPRE
fit , Bl JWT =X Web TEREER Cookie, LhEAEE R AIRER HERZEBEREFERER Amazon
Cognito &2 3R , 23K B H M OpenlD Connect (OIDC) i FER,

2. BEEAEREFHNCERNARER. —KmE , EXREEEFELNEARXRAREE
i, SNEREASRIERNEEES.

3. YETEMERERZRIMNVEIF,

4. FERAEAEERARENETA. BE. ERMNER | [@ Verified Permissions EL£R#EF
Ko Verified Permissions SRR BERFHEHWBERFEFER , WEEREREK,

5. BHERARER S Verified Permissions FBEL L FFRIEAE B FE | IR H| 1T EFH B FERHRE,

Verified Permissions AP| #{ERZER AWS SDKsA, ZEEERERF I E Verified Permissions
EAEFTIEES M AWS SDK BEZIERARREST,
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
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EEHE—FTH M AWS SDKs , F2BEAN BT E Amazon Web Services,

\

LT REE AWS SDKs H1 E BT Al &EIRAY XA ER

« EAM NET # AWS SDK

- EAR C++ H AWS SDK

« BAM Go B AWS SDK

- HEHAR Java B AWS SDK

« B M JavaScript B AWS SDK

« BARK PHP 9§ AWS SDK

& A Python (Boto) B9 AWS SDK
« JEAR Ruby B AWS SDK

- BARM Rust B AWS SDK

Tk

BT % BRA R JavaScript 9 AWS SDK #i#lIsAuthorizediR B A H Amazon Verified
Permissions #1 Amazon Cognito BV ¥ ZH#E,

const authResult = await avp.isAuthorized({

principal: 'User::"alice"',
action: 'Action::"view"',
resource: 'Photo::"VacationPhoto94.jpg"’,
// whenever our policy references attributes of the entity,
// isAuthorized needs an entity argument that provides
// those attributes
entities: {
entitylist: [

{

"identifier": {
"entityType": "User",
"entityId": "alice"

1,

"attributes": {
"location": {

"String": "USA"
}
}
}
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https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
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1)

EZHRBABER

Amazon Verified Permissions fff5t=

Amazon Verified Permissions - &R

£ A Amazon Verified Permissions BYE ASP.NET Core FEFAER M BT REBERRME
£/ Amazon Verified Permissions BRI ¥ERERE B ERRE

£ Amazon Verified Permissions Al Amazon Cognito &1t fg #li i #E
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R H APl 553K

Amazon Verified Permissions B E#FER 2 H POSTHEM HTTP = HTTPS &K,

E BRI ET O um Bh
HEER B Web BB AN URL, BTLUEREA IEROHRE  BREEH AWS E 3.

UNEE Verified Permissions PTG B E R , 5828 8 Amazon Verified PermissionsAmazon Web
Services —fig 2%,

ARBH

Amazon Verified Permissions £ JSON BE@AHE. BAILAE HTTP FBRAX H LA JSON X EE
FHRSH, FESLLJSON fEFRR, MEFMEF , 528 (Amazon Verified Permissions APl £
Z) FNEREZ2E,

am oK kBl 7F
ESEREH , 8% 8 x-amzn-RequestId HTTP EfEZEE AWS FEFER ID., LFEE AWS 1§

BV ME—RRBIRF , TRRHUERESA. HARFBR ID B2ESEQES , EFFFEMER API XHHE
L, BHEARERELBR D EE,

&= APl 555

BAILLEIR HTTPS BEAEHE R, B4 EEESEEIRRIEEEE, NEBRYNEESERENFMEE
A, F2E () BWEZE AWS API 555k Amazon Web Services —fig2:#,

AHENE

AWS AfRFFERISERES APIs MFGTI TENEN AP EEEAERANEHBAZASREHER
E. SHENE. HERENEMER, ELEAERAEEARARE (FTE2EE APIsH ) |, flnERS
PERFE. BREZMEREE  LWEFRRMWAKMER., Verified Permissions BRXEMERATART

FIFSMFA

- HEAM Go #§ AWS SDK
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https://docs.aws.amazon.com/general/latest/gr/verified-permissions.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/CommonParameters.html
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://pkg.go.dev/github.com/aws/aws-sdk-go-v2/service/verifiedpermissions
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- AWS EAR Java B SDK 2.x

- EAR Java B AWS SDK 1.x
 JEAM JavaScript B AWS SDK

- EARK NET 8 AWS SDK

- JEAR PHP By AWS SDK

. AR Python (Boto) # AWS SDK
« JERARM Ruby B AWS SDK

NEMEERESNEABENEAEXRNFEET  F2REMNEXNBNELE,

£ POSTH AR H API 583K

MREBTERAEAF—1E AWS SDKs , BIRJLAEA B3R5 EFEB HTTPS £ Verified Permissions
POSTEE KR, POST FEESERMSEEB RN EEDIBTE B/ , WHEBRANHIRME JSON BAWREE
o

BEER REE
Host Amazon Verified Permissions 2. Hl40 : verifiedpermission

S.us-east-1.amazonaws.com

X-Amz-Date BAERM HTTP BHHIZES, the AWS x-amz-date EZEF R EFEE .
BE HTTP AFmERXNETAF AR EHIEE, B x-amz-date 1Z8EF
£, RREERRE 7 REHE 2T A HER,

x-amz-date A AL 1ISO 8601 EAMENIEE, Hli0 : 20130315T

0920547

Authorization —ERESE , AWS ARERBERNERMNEES., NEEBNHEZEE
WEEMERR |, B2 ) PHNEZE 4 [REETEFAmazon Web Services
—RBE,

X-Amz-Target BELEHITH Verified Permissions ##1E,

VerifiedPermissions. API_Name

flan | ZEEML CreatePolicy & , BFEAT B EE,
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/verifiedpermissions/package-summary.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/verifiedpermissions/package-summary.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/VerifiedPermissions.html
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/VerifiedPermissions/NVerifiedPermissions.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-verifiedpermissions-2022-07-28.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/verifiedpermissions.html
https://github.com/aws/aws-sdk-ruby/tree/version-3/apis/verifiedpermissions/2021-12-01
https://docs.aws.amazon.com/code-library
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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BEEAE FRE

VerifiedPermissions.CreatePolicy
Content-Type EE@m AN, £ATIE,

application/x-amz-json-1.0
Accept EEEERN. £/ TIE,

application/x-amz-json-1.0
Content-Length A KD, ML THEBEN,

Content-E EEWAME LRGSR, EATIIE,

ncoding
amz-1.0

AR R HTTP BBRMEHFIRE , A PEREERRTFHREFAEBRRNEE AWS IRF |, HA
Principal®#User®A M alice, L EHIF , ZAuthorizationfTEMENEF T , HUE
REE. TEREFTKHESEEERBE RSP,

POST / HTTP/1.1

Host: verifiedpermissions.us-east-1.amazonaws.com

X-Amz-Date: 20230101T200059Z

Accept-Encoding: identity

Content-Type: application/x-amz-json-1.0

X-Amz-Target: VerifiedPermissions.ListPolicies

User-Agent: <UserAgentString>

Authorization: AWS4-HMAC-SHA256 Credential=<Credential>, SignedHeaders=<Headers>,
Signature=<Signature>

Content-Length: <PayloadSizeBytes>

{
"PolicyStoreId": "PSExAmPLE222222222",
"Filter": {
"Principal": {
"Id": {
"EntityType": "User",
"EntityId": "alice"
}
}
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Amazon Verified Permissions R L4

WEBRREM AWS RESBELIEF. 55 AWS BF | SANSHAEHHONBEEE L5
EATRERZLBREANERTRE.

Z2MR AWS Ml cENHREER. AFEEEEKEERRERNZEMNBRFN LTS

- TiRNLTEH - AWS EERERE FHIT AWS RIBHWERRE AWS Ei%, AWS twiRHE A L%
SFERANRE. FZAERAESEHIZNBERMALZENERMY , MAAWS SRTEN—IF
Do BEETHERAM Amazon Verified Permissions &R ETE] , FS2RBAWS &R TEIEE R AR
%o

- BIRNREMN - ENEEBURREER AWS NIRE., G4 BAHHEARREEE S FRENIHRE
., BRANERNMBREENER.

AKX T SR EE A Verified Permissions BRERHESEEER, THEERANARE
Verified Permissions A& ML MNEREE, StE 7 HmA6EHAEM AWS BRI 3 15 Bh 18 BE #2
F4RE Verified Permissions &R,

xR

« Amazon Verified Permissions ) & E7 2

« Amazon Verified Permissions B9 & % M7 HUE

« Amazon Verified Permissions & 5 3%

« Amazon Verified 3F 0] & #5814

Amazon Verified Permissions # ) & kKR &

AWS H[ESEERBEH M Amazon Verified Permissions HHERRE, MLERFTR | AWS BE
REHITAE AWS ERMNSIRERE, FESHBEEHERERLAEATNEGIE, LATEE
AWS fRi% BER2 WESEENERTE. WEERERNBILENESHEEEN  F2EEREF
EEREZEE, NEEEEBMNERREBNHEEEN , F28 AWS KEMIER LW AWS HENWEF
EAF GDPR EEEXE,

- ERERREEN , BMBRZRERE AWSIRF BEAER , A A AWS IAM Identity Center =,
AWS Identity and Access Management () X EEBIEAEIAM, ft—R A SECEHEHIASES
REESE R EEBRAT AR,
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https://aws.amazon.com/compliance/services-in-scope/
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https://aws.amazon.com/compliance/data-privacy-faq
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https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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- f£/ SSL/TLS B AWS BiREHA. RMEJEZE TLS 1.2,

- £/ FRE APl MR & EE)CEK AWS CloudTrailo

- £ AWS MEBFARFR , URHPWAMEERRTEES AWS R,

- EAEREZE LR Amazon Macie , Bld | HBIIRENRBERE PHBRER Amazon
S3,.

- MREBEFBHTIINER API FEL AWS K, FE FIPS 140-2 BRFEHMZEH |, FBEMA FIPS
. WMEHFEI FIPS M FIPS MEMNESHEEN , FSHEBIBEFEEZE (FIPS) 140-2 #f
B,

- RFEZIEBLBUTESEFNE Tt SRARNBRBEN , HEEBRSEARINER
A, plEBEAL. ESEEZMFER Verified Permissions SREAELRA. API AWS CLIS H At
AWS SDKs AWS fr#% . BEEBESIERAXANFHU P ANTAERETEARTESD
HiS. MRERMBABRMKREITN URL , R RZIBBF DV ERBCHZXAREIF RN URL FEER
BEN

- BNBESBTIRISTAHBEA.

- BftiaZIEBE—RAER (EFRNEFTA) FAK -, TUBBFRUTEEFEANERNT. &
AHRESD  BOREFEAGENERERT , fliibobERE A WERABBMN janemk User, T
B, EEERRKP  ERLeEZE  FHAKLIEEFANKE—EZEREE, RMERLEAERAK—
BAIRF (UUIDsz BB, flmn , ZEBEB jancIERE. B K CEEEMACHAEE jane, &
FERAESEHFEINSE NBERRFWFIERAUser: : "jane", Verified Permissions 1 Cedar
BEEPHEAEN L —EFERE,

FEERKEARERBNERELNG, —E2EAREBEE-BXETSEREANEBT , URRET
ERABRRPEFEERRFMNENR T FEUE.

- FIEELRARESR LongM DecimalENFRUNRESEFENEREEA, I , FREASERE
AEMEEFFTEEREBHANEE. NREBHE , BFESEIENMAHIIMRL. EBERNBER
WA, ERTIUBRARSESMMBEEATFN , HELBRAES SN EEHHFE,

&Rz

Amazon Verified Permissions /A BEMZMERFEER , FIBEK AWS ZE£#8. Amazon
Verified Permissions B AFEFEH BEEFZE SR RIMBRHEER,
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MEFAEFSESRETINFRNFMENR , 552 [ the section called “BEFEE£#,

£ Amazon Verified Permissions R iR &R

Amazon Verified Permissions FARRIZAENE , UEA AWS SIENINZ S RRARBRERREFE

$¥l, Amazon Verified Permissions A2 & A AWS Key Management Service (AWS KMS) BEE 2 &
218 s (CMK) INBBEREHE K ERZ—ERE. LR TRAZBFEMZRBHRER , ETH
Bhi& -

- REEAENRNRESRE  UREHBER
- FERGH#ALUEBZACH AWSKMS BEFZESRREFREBERNFHREN
- BUHZ2MERESHERARR  UFEBERNNEESRREFER,

THBERABUMARENBRFRENMBNEENE SR,

AWS KMS Amazon Verified Permissions B & &g H

Amazon Verified Permissions B2 & AWS KMS |, UEEARNZ/BEZEFERNNEZELE, £E
HE—SBRESHMB|RANMRE , FSE AWS KMS HEASEEHMHAWS Key Management Service i
2o BREBMFNBRERER , B LLEE T AWS KMS &REERMEZENER

AWS BB ER

FERRINZRFEA, Amazon Verified Permissions EX B E SR  WERIRKRNEREERER ., BN
EABREARIPAZELEINWNERE , BN A Verified Permissions BN £ R INZ/MBRIENE
o

B LAE AWS IRE A, BENEESR, B LUESLEH AWS KMS key. AWS KMS charges
BRARBEEZESE, WEHMET , S0 AWSKVS EEEHE. MESREHNNFMET , F2
B (AWSKMS & ABiEm) PHNEFZSEER,

ELREBER (BEEHE ) EE BEFZESI MBEM & |, Verified Permissions 8 AZ &8
MEERREFER, EEFA NMZEBXREHE EFZESLHR , CEEESBERPRFHERIET
ANFEE, SRERERAEED U EFZESHR EHHFRNEREBE, WEFHEENR , #2
Bithe section called “BEAGIER AWS KMS €88 B Amazon Verified Permissions’s

WA EEFEA BUNBNBREHE EEZELE A NENHEEREET APl Bl BF
TEEE  HETHFUN IAMEFAESARENEERS SRNFEUE, R Verified Permissions 3%

EFEECR e


https://docs.aws.amazon.com/kms/latest/developerguide/concepts-intro.html
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https://aws.amazon.com/kms/pricing/
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FHEE TSRSV NBERNBRERRHBTEBERSI T ER, ERELIENSBE S8
read/update/deleteZ £ NZHNEIR , M BERIFEH SMWETMZFHE LTI KRB,

® Note
Verified Permissions TREENNZZ A £ A Verified Permissions BFTHE AWS B EH,

/A Important

—BEREFZESHR £ NMEBRRERE , ERBEIENERUAEATENSRETNE | K

B Amazon Verified Permissions {58 AWS KMS 1 X &8

Amazon Verified Permissions TREEMZZIhEEFEH AWS KMS £ia ISR SR ERRBLANERE
o

® Note

Amazon Verified Permissions & IZ¥1# AWS KMS £4i8, SExFHAIEHE AWS KMS £
& N2 Amazon Verified Permissions & iR

£ AWS AR TR

Amazon Verified Permissions TR & H AWS HEN W INFFEER. ELSBTREBMER , I
eEFHR  LUAELZNIRFER, EFEEREA., BE, FHRRZELSE  RETERIVEMH
EHITERRE, WE AWS HESBNVFMEN |, 520 (AWSKMS BEAEEE) HH AWS ##
54148,

EREFXEER
EN EFXETR ARNEN TRETIIESR

« IBAILENFEE AWS KMS €458 | SRETSH/BERM IAM BUREKZRE] AWS KMS $€8m 17
., EBuLABEFER AWS KMS €8, BANEHESSRHRIR I ESBRTEFERA AWS KMS
B 1S EL M BR

EFEECR e


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-key
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-key
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- BALELHEENEENBEIERENE EFRFZESR PEA EFZESH EFEASB/MEN
= o

« BT LLTE AWS CloudTrail BF AWS KMS A& ¥ B9 Amazon Verified Permissions APl FERY | LA
F&# Verified Permissions &R B M E R,

# E & Amazon Verified Permissions EE S E 4@ EHAEN ETNZR/MRE K LEEHMEEESEBK
% , LLAEF Amazon Verified Permissions X &R M/ B ER.

BEAGEHN AWS KMS £58 A Amazon Verified Permissions

Amazon Verified Permissions EVEE T3 5o EFEZE L8 -

* kms:Encrypt

* kms:GenerateDataKeyWithoutPlaintext
* kms:DescribeKey

* kms:ReEncryptTo

* kms:ReEncryptFrom

* kms:Decrypt

A TR|MBERM TR

"Sid": "Enable AVP to use the KMS key for encrypting project J.A.K. policy
resources",
"Effect": "Allow",
"Principal": {
"Service": "verifiedpermissions.amazonaws.com"
1,
"Action": [
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt",
"kms:ReEncryptFrom",
"kms:ReEncryptTo",
"kms:DescribeKey"

1,

"Resource": "*"
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THRERAR

FKEARREHFFEEAETDEIEES|RHAIT AWS KMS BENHBIER. ERNEBA
BHIR , P LENZEERREEER.

EFTUNARRATEAESRBERN ARG , ST I EMBERRLR

oy
>
)
=
i
o
I

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Enable this account full access to this key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": "kms:*",
"Resource": "*"
I
{
"Sid": "Enable AVP to retrieve this key's metadata",
"Effect": "Allow",
"Principal": {
"Service": "verifiedpermissions.amazonaws.com"
I
"Action": "kms:DescribeKey",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
I
"StringlLike": {
"aws:SourceArn": "arn:aws:verifiedpermissions::111122223333:policy-
store/*"
}
}
I
{

"Sid": "Enable AVP to encrypt/decrypt resources utilizing this key",
"Effect": "Allow",
"Principal": {

"Service": "verifiedpermissions.amazonaws.com"

iy

"Action": [

EFEECR T
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"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
},
"StringLike": {
"aws:SourceArn": "arn:aws:verifiedpermissions::111122223333:policy-
store/*"

WMRRFERFE L AWS KMS £ FrERNRFEMER |, Bltk S8 BUER AL EF Verified Permissions X3k &
H4T AWS KMS /Y, #2 CMK €88/ AWS CloudTrail &% B35 |, EEERTRE., NELE
AWS {&H-ZEE|BIFMET , F2BFA aws: SourceArns aws : SourceAccount EH4EZE 5|8,

THRMEARR

NERRR—HEREY  EF2sARNEBZEERENHECREES . ERENBERNFERS
BEMZARE , SLAWSKMS MZLFXENBARBEENZNES, "EHEEN , EL4AE
BRI INZEAR,

Amazon Verified Permissions & AWS KMS ZiE{REZREFFERMARNMZARAS , MBAAUE
Verified Permissions X R HEITINZF/AEZT2F AWS KMS FEILEE | £ B35% AWS CloudTrail Bi 5%,
BIBFEER , Verified Permissions EINZENERBFESFEATIMBZRILB/EY

"aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012"
}

Amazon Verified Permissions B A[ BRI INBEFTMBRE , HALHZEENZ/BREZEFHEEESNE
i E RN —2r, EXRENSREFEERFHFUBTLIERMA , S0 TEH
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https://docs.aws.amazon.com/kms/latest/developerguide/least-privilege.html#key-policy-least-privilege
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ERAEER

"Version": "2012-10-17",
"Statement": [

{

"Sid": "Enable this account full access to this key",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:root"

.
"Action": "kms:*",
"Resource": "*"

"Sid": "Enable AVP to retrieve this key's metadata",
"Effect": "Allow",
"Principal": {

"Service": "verifiedpermissions.amazonaws.com"
1,
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Enable AVP to encrypt/decrypt resources utilizing this key",
"Effect": "Allow",
"Principal": {
"Service": "verifiedpermissions.amazonaws.com"
I
"Action": [
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt"
1,
"Resource": "*",
"Condition": {
"StringLike": {

"kms:EncryptionContext:aws:verifiedpermissions:policy-store-arn":

"arn:aws:verifiedpermissions::111122223333:policy-store/*",

"kms:EncryptionContext:policy_owner": "Tim"
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]

MEMBARRF TS  HEERE %

3, arn:aws:verifiedpermissions::111122223333:policy-store/*Bth@ELREY
aws:verifiedpermissions:policy-store-arn, Bl &8 L FF Verified Permissions %
FRIZHEST AWS KMS P "policy_owner": "Tim"., MEI{AERTE BET B K Bthe section called
‘BIMZERREFHE", 28

@ Note
HRFHFRBNFZFARTHNSEBEBEK , EEEANBABTRAEN FE K MIARRESESBRE
o, EHENRBEREEAKRETESHEAETINEMSBEY K NRESBBRRBNFZFAR
MENEDABE R |, BITREE L Verified Permissions I £#81FHL,

T f# kms:ViaService

kms:ViaService if# &8 & AWS KMS RN FERARE BRBEE AWS REHFER, LGS
BEEAREEFIT/ERE (FAS), IE WFHFMEMRKns:ViaService , 3828 ( AWS KMS B3
ABEE) FH kms:ViaService,

flan , THEWBERBURR A kms:ViaServicelfRHE£88 , A EEBRRKEXBERI (#EHE
gdtER ) EiEAY Amazon Verified Permissions BEF S E <8 , T ARIEENEEBrentRole,

"Sid": "Enable AVP to encrypt/decrypt resources using credentials of BrentRole",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/BrentRole"
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt",
"kms:ReEncryptFrom",
"kms:ReEncryptTo",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
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"StringEquals": {
"kms:ViaService": [
"verifiedpermissions.us-east-1.amazonaws.com"

iE 2 Verified Permissions AWS KMS X &R &[0 12 H IN%/fR % 55K EF | Verified Permissions BE#E5E
NS, NI EREBMYENSXEFRYE., WE FAS BFROFAER |, F2EIAM (FEREER)
RV EDAFE TIERR ER o

52ER AWS KMS €8 BE

BEBENEGHPNES | iE2 A Amazon Verified Permissions £ CMK 1T N2/ f# 22 0 i 5] £ 88
BER

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Enable this account full access to this key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
b
"Action": "kms:*",
"Resource": "*"
},
{

"Sid": "Enable AVP to retrieve this key's metadata",
"Effect": "Allow",
"Principal": {

"Service": "verifiedpermissions.amazonaws.com"
}
"Action": "kms:DescribeKey",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

},
"StringlLike": {

EFEECR Ve
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"aws:SourceArn": "arn:aws:verifiedpermissions::111122223333:policy-
store/*"

"Sid": "Enable AVP to encrypt/decrypt resources utilizing this key",
"Effect": "Allow",

"Principal": {

"Service": "verifiedpermissions.amazonaws.com"
},
"Action": [
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:Encrypt",
"kms:GenerateDataKeyWithoutPlaintext"
1,
"Resource": "*",

"Condition": {
"StringlLike": {
"kms:EncryptionContext:aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/*",

"kms:EncryptionContext:policy_owner": "Tim",
"aws:SourceArn": "arn:aws:verifiedpermissions::111122223333:policy-
store/*"
},
"StringEquals": {
"aws:SourceAccount": "111122223333"
}
}
1,
{
"Sid": "Enable AVP to encrypt/decrypt resources using credentials of

BrentRole",

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::111122223333:role/BrentRole"

},

"Action": [
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt",
"kms:ReEncryptFrom",
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"kms:ReEncryptTo",
"kms:DescribeKey"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": [
"verifiedpermissions.us-east-1.amazonaws.com"
]
.
"StringlLike": {
"kms:EncryptionContext:aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/*",
"kms:EncryptionContext:policy_owner": "Tim"

}

/A Warning

&2 Amazon Verified Permissions Ef£fH AWS KMS 2 £ S|BUREFE . #A
Verified Permissions £ S KA ER U EEEREBERE AWS KMS & 8 558 58 N 25 7 ## 2%
FH , BEEERTBRAERREEEE, TN BROENFT I TREEPE RN RERENELS
ER RN RIS R, WMELRHHEM Amazon Verified Permissions FE BEEZESWREBAMNE
REE5amT85| , 552 M the section called “f Amazon Verified Permissions ¥ EZEF S & 4i8
HEITHER B .

MBZRERENHSE IAM B

FEBIRE P IAM B A B Verified Permissions W& F |, S EEHAREEN IAM BEREGEENET
7, URA EFZESR ETERNMBNMEE,

EFEEVH NBZNBEREHRE EFEZELE |, T IAM BIERSRAFTHIREFTENRKERE AWS
KMS 1B B 585 vl B 4E -

"Version": "2012-10-17",
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"Statement": [
{
"Action": "verifiedpermissions:CreatePolicyStore",
"Resource": "*",
"Effect": "Allow"

"Action": [
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlaintext"

]I

"Resource": "*",
"Effect": "Allow"

® Note

BRI (G MBEBRFE ) NMRE IENBEREFRE EFXESR , TREFRANGT
"o

FEENH MBPNBRRERE FFZESR, Bl (IE MBEE B]HF ). EFRNMBERH ME2H
RERENTER EFXEER , T3 IAM BERERARERERNLE AWS KMS HMEREFT AT B F :

"Version": "2012-10-17",
"Statement": [

{
"Action": "verifiedpermissions:*",
"Resource": "*",
"Effect": "Allow"

}I

{

"Action": [
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MRE— IAMBEX , EFRAFERTIHHEEMEEH IAM BRECK .

"kms:Decrypt"
1,

"Resource": "*",
"Effect": "Allow"

{
"Version": "2012-10-17",
"Statement": [
{
"Action": "verifiedpermissions:*",
"Resource": "*",
"Effect": "Allow"
b
{
"Action": [
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlaintext"
1,
"Resource": "*",
"Effect": "Allow"
}
]
}
EEMZBRFHE

BREFHERSEMAEABERERNAMERSSR. IEBRREFHRENFERBENFHREN , 7

%

B {Amazon Verified Permissions fEFi&5®8) FH Amazon Verified Permissions BURZHE.

£ Verified Permissions RN BERZEHER |, BAILIFER AWS KMS €8 ABREMNE, E R
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- BREFREREFERLNAMAREN,. EFARRRESESEAREN ERZESR £TRBER

o {RRBERKMEW ( BD IsAuthorized. BatchlsAuthorized, IsAuthorizedWithToken & ) #§fEF 1R
HH BEFZELR ETHRERR

B MEBREFRE

BUNFHEREREZ  FHEEEFZELSR ZFEAN ECREEENSBBERRIRS |, LUE
Amazon Verified Permissions #5 & #8 AR N/, WMELEFF Athe section called “IR A% R
AWS KMS £ A Amazon Verified Permissions” , 5828 .

£/ AWS CLI :

aws verifiedpermissions create-policy-store --region us-east-1 --encryption-settings
file://encrypted.json --validation-settings "{\"mode\": \"OFF\"}"

Hrehencrypted. jsonEEERE :

"kmsEncryptionSettings": {
"key": "arn:aws:kms:us-east-1:111122223333:key/12345678-90ab-cdef-ghij-
klmnopgrstuv",
"encryptionContext": {
"<ENCRYPTION_CONTEXT_KEY_1>": "<ENCRYPTION_CONTEXT_VALUE_1>",
"<ENCRYPTION_CONTEXT_KEY_2>": "<ENCRYPTION_CONTEXT_VALUE_2>",

BB Bifkkey BN BEEZE S ARN |, 34§ <ENCRYPTION_CONTEXT_KEY>#I
<ENCRYPTION_CONTEXT_VALUE>ERX BFFEMencryptionContext@BEY ., MRFTEEFIEEE
# | encryptionContext A LA &,

/A Important
ENEBEIMZEARNRaws:verifiedpermissions:policy-store-arnF & £8/EY,
EEEBHE , IRTREEENEFITNZEARTSR/EEN -2 , ASEIERIHER,
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WMEBREFREFERATA APIs WFEFMER , 52/ (Amazon Verified Permissions API 2Z15F)

ch B,

(® Note

IR Amazon Verified Permissions E/R AWS KMS 2F S E &8 FHMN AT EREMN AWS
KMS £ BEEMEZIMER. FRARELER , ERBESEAN , EMEBRERFBE,
BRERME , FREXTUSETRYE (SBEEAUELE ) kA (EEERCSRBRHG
2R ) . RMERECEFYERRENFR , HIMBRIEFER AWS KMS €8, ok , &
MEBENABZEAWS FEIREBEFIER , AERENSFHEMEREE Amazon Verified
Permissions A 1ZH AWS HZE BB R T o LAFE .

BE4 Amazon Verified Permissions B2 #9 B ) AWS KMS

O] LAEIR E542 Amazon Verified Permissions ¥ R EF 2 & £# AWS CloudTrailo, AWS KMS

i#EiB Verified Permissions ¥ WEEFEREBIENZARR , UKBERSEFEEFERANESE ARN (

HNEFZESR)
#Y &5l AWS CloudTrail B8 B GenerateDataKeyWithoutPlaintext :
"eventVersion": "1.11",

"userIdentity": {
"type": "AWSService",

"invokedBy": "verifiedpermissions.amazonaws.com"
},
"eventTime": "2025-09-28T16:51:04Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKeyWithoutPlaintext",
"awsRegion": "us-east-1",
"sourceIPAddress": "verifiedpermissions.amazonaws.com",
"userAgent": "verifiedpermissions.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-ijkl-4567-
mnopgrstuvwx",
"encryptionContext": {
"aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012",
"policy_store_editor": "Janus"

}I

15
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ERAEER

iy

#9 &5 AWS CloudTrail A58 BDecrypt :

"eventVersion": "1.11",
"userIdentity": {
"type": "AWSService",

"invokedBy": "verifiedpermissions.amazonaws.com"
I
"eventTime": "2025-09-28T16:53:217",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "verifiedpermissions.amazonaws.com",
"userAgent": "verifiedpermissions.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-ijkl-4567-
mnopqgrstuvwx",

"encryptionContext": {

"aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012",

"policy_store_owner": "Elias"

iy

#9545 AWS CloudTrail B3 B ReEncrypt :

{

"eventVersion": "1.11",

"userIdentity": {
"type": "AWSService",
"invokedBy": "verifiedpermissions.amazonaws.com"

I

"eventTime": "2025-09-28T16:51:0472",

"eventSource": "kms.amazonaws.com",

"eventName": "ReEncrypt",
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"awsRegion": "us-east-1",
"sourceIPAddress": "verifiedpermissions.amazonaws.com",
"userAgent": "verifiedpermissions.amazonaws.com",

"requestParameters": {

"sourceKeyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-ijkl-4567-

mnopqgrstuvwx",
"destinationEncryptionContext": {
"aws:verifiedpermissions:policy-store-arn":

"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012"

iy
"sourceEncryptionAlgorithm": "SYMMETRIC_DEFAULT",

"destinationKeyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-

ijkl-4567-mnopqrstuvwx",
"sourceEncryptionContext": {
"aws:verifiedpermissions:policy_store_arn":

"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012"

}I

"destinationEncryptionAlgorithm": "SYMMETRIC_DEFAULT",

iy

EEE , BFE B 8% invokedBy2#& Amazon Verified Permissions FIZFEA |

dencryptionContext/sourceEncryptionContext/destinationEncryptionContext@&

fErequestParametersBREt A,
# &85l AWS CloudTrail H§61E BDescribeKey :
"eventVersion": "1.11",

"userIdentity": {
"type": "AWSService",

"invokedBy": "verifiedpermissions.amazonaws.com"
b
"eventTime": "2025-09-28T16:51:02Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "verifiedpermissions.amazonaws.com",
"userAgent": "verifiedpermissions.amazonaws.com",

"requestParameters": {
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"keyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-ijkl-4567-
mnopqgrstuvwx"

}I

AR, HFEB 28 invokedBy2# Amazon Verified Permissions FIZFE A

FE AWS CloudTrail BFFIE B NFMERR , 2 BAWS CloudTrail  £EAEERE) F/ T # AWS
CloudTrail B4,

PR %1l
A EER A Verified Permissions fIfEf BEEZESWETERMEZERN B BIR &,

- —BEA , EREEEFERABREREN MR
- BURAMBENBREHEZR , fELENEH NMENBRERE EFZETR
- FERBERANERREFHES ERFXESR NEREFUFIER IR BRNEREREK

- EREBIBRFRER EFZESR  SEIENETNERNRE  ELERENFERREREE
M AR E N R EE

¥ Amazon Verified Permissions P FE S E S ETHNEZE

AR EFESRBAME A Amazon Verified Permissions B A[REIEZIMNE R BEEF S E 4458 fHRIERE | WIRHE
REEN R R,
IEBEE . AWS KMS A58

B3R TIRBHBEABREARUN AWS KMS £ , RAERTFERLER , REEREBX
AFEFWN , HEREBERAREBFIL

ERER TR HEAEH IAM BER/AWS KMS £ BERHP RO BB kms : *B)EFFA , HBEW
EWMAFEITEEFE.

ER EITHEZE AWS CloudTrail :

« &£ FEHKkms.amazonaws.com=E4 AWS CloudTrail

- BEWERATAT AWSKMS WIRIENEHERE (B
Decrypt. ReEncrypt. GenerateDataKeyWithoutPlaintext., DescribeKeyZ )

- ¥BJ errorCode®l errorMessage i
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« BT userldentity AHERMLRFTEAER BRE

EEMRNMEE  FEH IAM BEMN AWSKMS €8 BEFEFERAER IAM ZEAEEHN AWS
KMS &EFEEFA ., MEFMEN , 552 RBthe section called “STH AWS KMS &8 BIE",

ERFEGIS - AWS KMS €840 48
$58 - TEREM AWS KMS £33 88 MR,

ERTHREBERE , REELFEAMSENSRET ERFZESHE IR, RRYUEIESREE
. €8 BEE8TZEN EncryptionAlgorithm , £ E B TR EH KeyUsage FH

AEBISMRIR © AWS KMS EZR R
$53R . TEEHEBAIATER AWS KMS

R RRECHRIBL BN FRIEHEZRIE AWS KMS BR#l : https : //https://docs.aws.amazon.com/
kms/latest/developerguide/requests-per-second.html,

HEEH

- EEEREFUBEERE

« AWS KMS ST &%

+ AWS KMS IM#BRAR

« AWS CloudTrail 4§

« AWS CloudTrail B 5538 B &l

Amazon Verified Permissions #J & 49 7 EVE 18

AWS Identity and Access Management (IAM) 2 AWS fR# , Al G BIEE B R T H¥ AWS
resources BNEEL, IAM EEETEHIHITURBE7BE (BEA) MNRE (EEHT) REH
Verified Permissions &R, 1AM &AL REFEH AWS R 19 .

E3 ]

- BEER

- FRASSBE

- FABRKERFIE

B RERER 159
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« Amazon Verified Permissions #1aI £/ 1AM

« IAM Verified Permissions #y B

« Amazon Verified Permissions i & % & B K &4l

» AWS Amazon Verified Permissions ) 3 & B

+ ¥ Amazon Verified Permissions & 7 fl {7 EU 1T FE 22 BT

HEHR
&I E A 5 AWS Identity and Access Management (IAM) €SN ACTMEMTE :

- RECHRE — FEETFRELIGE  FRNEEERFBEMETY (FFSHB ¥ Amazon Verified
Permissions & % F1FEGE 1T EE R Hi)

- REEEE — EEREFAEFIENIERMEFTF UK (2B Amazon Verified Permissions #l
fAEA 1AM)

- IAM EEE - BEBKRUEEBER ( 5528 Amazon Verified Permissions B 5 % B BUR i 451)

5 R & 7 B
ERRBREAWS EAFHBREA HER. LAANAWS IRFREAE, IAM EAERRE
IAM £ 5 5 11T 5 9 B

B LAERE D RN EAESR , fl0 AWS IAM Identity Center (IAM Identity Center), BE—&AH
P ERE® Google/Facebook BEAE R , UBEEINEXNEA. IFEBEANFHENR , 528
(AWS B A EREERE) PHNNFEAEN AWS IRF,

HRENXERETFEE , AWS 1214t SDK 1 CLI IRIBHRESFANEBE R, MBFHMAEA , F2EIAM
CEREEE) B/ AWS APl BRI EFZ R 4,

AWS tRF BRERE

ESEY B AWSIRF , B8#—E&%8 AWS IRF theroot ERENEAT DFHE , ZE 2 EBHFA
B AWS % M ERNTEEFIE, BARBRTECAREAERATEEES. NFFEREAE
BENER  F2RIAM (£REER) PHEEREHAEBTENER,

BS 55

REBRRERABERAEEABS SO RMAE , LLAWS R FHAKRREEFN .
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BEgos_RELEBHK. Web EoREENERE , EARE H 2 REHN AWS iR BREFE
Directory Service . BIE B 7 EREA/E , MAACTRMUERERE.

EEERVERFEER , BEFE A AWS IAM Identity Center, IMEFMAET , 552 AWS IAM
Identity Center £ A& EEP AT ER IAM Identity Center ? .

IAM {5 FA & M E4E

IAM £ F #& https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html2 — B & 75 EfHE A
REARNNBSETTE. BRUERERREHFRAEREN AM E£HE, NEFHEA , F2
BIAM ( FAEER) PHNERAECRECABS S RME | LAWS FRAEBEREBEFN .

IAM FHEEEE IAM ERENES  BEAREXREERZEENT. WEFAEF , F2HIAM (&
REEmR) PHIAM EAEERAZRG,

IAM A&

IAM AR PEERENT AWS IRF &5, SEAIAM ERE , BFEGENASHEB, &
BLAWS BEEFEE {1 IAM A6, BKE PRE A6, EFLUE BN AWS CLI 5 AWS API ##
S EABR URL RIBEAR, NEXRAAGSENFREN , F2HIAM (EFREER) PHEAR
IAM A,

IAM EEREBEEAERN ARETIEBRATIEEER :

- BEBSFEAEFN - NFEOBHEESERTY , FEUAR  YAACERTT. EREE HE
TEIRIEH , ZXF/)SHEACEUEN K UERTHACERNGTT. UEBHSACHWMEEENR ,
H2EIAM (EREER) PRAE=F57RHE (HE) EVAEGE., WREFEA IAM Identity
Center , BIZREREHNATE, ARFSFIREFRATUFIHAZR , IAM Identity Center #5F 7] 52 EE
IAMHR Y A EEREE ., MEBEEITUENEN , 528 (AWS IAM Identity Center fEFE1ER)

- BREFIAM EAENY - IAM FAERACTUES IAM A6 , ERESIRETKRNTEFT,

- BIRFEFEVE - BAILERA IAM A, AFFRIKRFPHEA (ZEENER) FEREIRFNER.
AERBRTERFFEENEIESR, T8 , BAXELE AWS R , BUUEZEKBEREZTER
(MAREAAECHARE )., FETHREBRFFINAGHNEREBRCENEER , F2EIAM
(EREER PHIAM AEREREBENER,

o £ LHITHWEARRN Amazon EC2 - BHLAER IAM ABREEE EC2 HTHEE LT ERARE
RIS AER , URIEH AWS CLI 5 AWS API 553k, iERE EC2 HITRBAGEEIESEM
BiFAFRN. HEEM AWS SEIERG EC2 BiTERBYSHRBEHFEERREN , BB ILERE
EHTERBNBTERERE, BTERREEIEXAR , YA TE EC2 HITEEBLIHATHER

BAESRE o


https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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WEHERER. NFEFMER , F2HAIAM (ERHEEBAmazon EC2 ) FHEH IAM A BT
BYHTEE LHITHEAER,

AR TRINFAER IAM Se% IAM E£AE |, F2EIAM (EREER) PNEY IAM A6 (M3EE
A& ) R,

ERABREEFHE

ERILUEIB R M BUR Y G HIE RS & 5 RNER AWS RIZH AWS R ER. BRERRES 2 HEIRME
BABAVET . ERFARBFERE AWS |, SFTHELEE, ASHBEEL JSON XH AWS X
FHAE Fo. WF JSON BERXHFWFHERN , FSRIAM (ERERER) T8 JSON BEREIH.

EEESEMEARK  BEBEEMETRIUEWLEAG THRLEERNTEE , UEETFINEERE,

HERERT , ERENACREHTT. AMEESEERY IAM BERISEFEEAE , ERETURE
FAE, ERARAITRENTEZAMT, IAM BERBSERTT,

ER N

BorBERRRMMESS (EAE. EREHEIAR) K JSON i‘F‘JE&%:‘Zﬁ:O EEBUREH &2
HMLEERANITHLEDE , AREANKRG. EETHINMELSDEBER |, F2HIAM (£REE
M) PHEAEFZERREZRHBE] IAM T,

BoBERRAD/ARBEK (EEABRRE—52) BEZERXR (ANMNESES 7N BEILBR), &8
THRNAESENARBRcBETEE  F2RIAM (£REER) PHEZERENARBEEZ
BETEE,

BEREBR

BEREBRRH B EIRA JSON BRI fr. €6EHE IAM BEEEBEEM Amazon S3 AT
R, EXEREREBRNEBHES , REEESTUERAEMAREFE K EERNFEER. BLEEE
BREBRPEEER,

ERBVHERMAZRBTHOARBE. CELIEEREBE AM AEAKRE 8 AWS SERE,
FERFIFE (ACL)

FHUEFIEE (ACL) ATEFIBLERE RFKE., FRAERNAG) HEFIEZRNFFT. ACL EER
EREBR , BEMAER JSON BERXAHEN,
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Amazon S3 AWS WAF, #H Amazon VPC 218 ACLsHV RIS &5, MNFHE—F TH#E ACL , F2H
{Amazon Simple Storage Service B A SEmM) FHFEURHIEE (ACL) BiE,

HttBeREE

AWS T RHMBREE K IREESERBREER TR :

« FARR-F[EFHEBEKRIURT IAM BERNZEAFT. WFEFHEENR , F28IAM ( FRERE
) FHIAM BEMEFFIT R,

« PRIEIEH B (SCP) — & AWS Organizations P BB S AE BBV IS ER A, MEFMENR |
528 (AWS Organizations A &EIEE) DHREIZHIBER,

- BEREFIEEK (RCP) — RELRFPERTAFAIN LR, MFFHMEF , F28 (AWS
Organizations £ EIEME) PR ERZEH BE (RCP),

- TERBREX — EUBAFTAXAACEBE S FERAEELGRITERER , USBEXEE
RS EUGR, MEFHMEN , F28H AM FERHEBEIBREPHN TIERERBER.

SREBREAR

EZERENBREMAIBRE K EENUTEEEMMELER, B2 7HIT AWS REREBEY
REZEBRERBEATFR , F2RIAM ( E£AEER) PHEEMEEE.

Amazon Verified Permissions @{a A IAM

EZER IAM B2 Verified Permissions FWZEUVE 2 &1 , 5558 7 SR WRLE IAM ZThEE R B2 Verified
Permissions & &£ .

IAM #&8] LU Bt Amazon Verified Permissions & F Y Th &g

IAM Zh 8 ERBHTXE
&R AHE 2
HRALE &
BE® =
BERE R =
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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IAM Zh&E ERBHIAXE
BUR IR R | B
ACL &
ABAC (B R+ HER) =
il =
e i) =
REAE =
R EZAE &
HELME T # Verified Permissions FEfth AWS RIS HAEE R 28 IAM DHRERELEA , HSEHIAM

(EAEER) T/ AWS R IAM,

Verified Permissions Y 5 9 BB %

X ESSEEE =

SoBBRERUEES S (Hl IAM £/ E, EREFANAR) B JSON FFATBERN A, ELR
RAEH S EMERG TREBLEERATHERF, "B THRUMEL S BEBER , F2REIAM
(EREER) PNERATEFXERREEH] IAM 5,

£/ IAM 2 BEBER , BUIEEARIEBNBENER , LR AFIIEBB NGRS, B2 TH
ZA[LATE JSON R EANE LR , F2HIAM ( £REERE) PH IAM JSON BRTESE,

Verified Permissions B & 4 B B K &5 451

ZEM1R Verified Permissions & 2 BU RV &6 |, 582 B0 Amazon Verified Permissions B9 & % 8
KEH,

Verified Permissions A fY &R H Bk

XEUERERAYBUR -
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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BEREBERRH IR EIRA JSON BERX . LERAERNBEREHR IAM ABEEEEMN
Amazon S3 REFATRER, EXEEREBRNEETS  REEESTUEAEMARZEHHESEER
MFEER. BRMIIBERNER , BREEREEN TR TUHRRERATHEEARE[AERET
BITHEE, BLAEEREBRITEEETE. ZXATUIEIRE, £AE. A, WSS ERE
= AWS BR7.

EERABIRFEN , Ba#S —@EiRFHPHEERSS IAM BREEABERERRTNETA.
WMEFMBES , FS EEIAM (EREER) P FHNEREERFE IAM,

Verified Permissions BY B K B1E

X EHEREME =

EEEWLER AWS JSON BERRIEEH AT AFRAR, tWH2R , MEZBE M BRS T o E 4
EEREIT LB F,

JSON BURRE Action TEBERETARARAFHIEBBRFFRNEF, BREERADERETH
1TAABABR BN ERVRT T,

EE&EF Verified Permissions B)fEREE |, 2B (RERESZE) FH Amazon Verified
Permissions & 1 E11E,

Verified Permissions PR BREMEEBECRIFERAUTFE -

verifiedpermissions
MEEE-RAEXPIEELEEE , FRERD R
"Action": [
"verifiedpermissions:actionl",

"verifiedpermissions:action2"

]

BT ERBRET (%) REEEZEEE, fl0 , ZEEEMER Get XFWFFEEME , FEEUT
BE -

"Action": "verifiedpermissions:Get*"
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ZEM17 Verified Permissions & 2 BL RV &6 |, 582 B8 Amazon Verified Permissions B9 & 7 8
KEH,

Verified Permissions B K &R

X EBRER

fim

EEEWLUER AWS JSON BERRIEEH T UAFIAR, tWH2R , BMEEBE M BRA T o AH
& REITH LB F,

Resource JSON R ZUEEEEABENYH., REEKE2MEAHE Amazon Resource Name
(ARN) RIEEEER. EHEFXEERBRHT , FABAF T () KT ZREAXNBARMEER.

"Resource": "*"

ZEEBF Verified Permissions ERER K H ARNsHEE , F2H (REE#ES2E) 1 Amazon
Verified Permissions EEMERER, BE 7THRETUEAMLEFEIEEESEERMN ARN |, F2H
Amazon Verified Permissions E & E1E.

Verified Permissions B BUR R4 R 5| 8

X ERBEEBRGG R =)

EESWLER AWS JSON BURRIEEH T AFHAR, thpEaR , BMEERE M BERE T o A8
FEER#ATIRLE B

Condition TEERBEBRMNHRY , BEERBXNITRE., EUURMERFMES FNVFRHEER
N (PIHFERTPR) , REHBRPORGENFRDNVE. EBEFME AWS 2ERFRCIR , F2
BIIAM ( EEREER) PHAWS 2EFRFABTZSI#,

EEFEFF AT A ACLs

<& ACL a

FHUEFIEE (ACL) ATEFIBLERE (RFKE, FRAENAG) HEFIEEZRNFFT. ACL EER
EREBR , BEMAEEA JSON BERXAHEN,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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BEERBETAA ABAC

X ABAC (BRHFRIIRR) =

B R FEUES] (ABAC) R—EREXRE , KBBEARRNBMHRERT T, LU USREREEE IAM
B AWS &R , ARREH ABAC BIR , UEEZXANBRBNSER LNERE RFHRIE,

MERBERILFIEFE |, 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys {RH %58 , THENGRETESF , RUEBREA.

MRBHEXESEEREEN B =ERG SR  DBEZBBEMS , EA Yes. IRBBEIERLE
REEN =@ F4 2R , RIEA Partial.

MF ABAC WFMET , HSMIAM ( EAHIEE) HHEA ABAC BRESHT. HZERRAEHR
7 ABAC SBNHERE , HSMIAM (EAEEE) FHEABEREREH (ABAC).

. # Verified Permissions 1 FA B BB 3%

X EGRRE =3

RS AERRMEYE AWS ERNEREFR , Y ELACEABSIVRACKEDEY., AWS BRED
RELRBEAER K MIAREARBEFIRER. MFEFEES  F2RIAM (£AEER) PHE
IAM H R EA WRKRRLBEAER. AWS REIAM

EERFET TN B RS X TR

XEEEFTH =

BIXFH TR B (FAS) SEAMA MZEFEAFTAT AWS BR#E |, WHES R AWS IR @ TR E b
AR, MFRH FAS BERENERFMET  F2RERFHTEREER.

Verified Permissions B RIE A&

xERBAG

7|
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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R ACRRBEBEARKREATIHHEAM HEE, IAM EESTURAIEL, &M MERRE S
& IAM, MFRFMER , F2HIAM (ERAEERE) FWELA ST EIRIE AWS R,

Verified Permissions M RI§EE A€

XERBEGAE, =)

BHEFACREGE N —ERBEAE AWS . BB TUREARENTHENAR. RIEHER
AEghREEN F AWSIRF |, YHEKHES. IAM EESALUME  ETRERBELAEHN
AT,

NFRRUHEERBEGACNFMEN , F2E AWS EFHNERE IAM. EERKRFSHRE , HP
BERBEGACHTH Yes, BIEFERER , SUREKRBHNRIERS XM

IAM Verified Permissions B BE

Verified Permissions @ EBEAEXNPEAENT T, A7 ELZNWEAREXTWY Verified Permissions
APIs 5 AWS BB XA AFFEAE R Verified Permissions BIREFRESTEE Cedar BE |, BN AE
A ER IAM A,

B0 RBERRETLIEESI & 28 JSON FFAIBERX#4 |, il IAM R E, FREFHERARG, B
BURT2E| 5 o E MEEG T ML S RATHLESE, EETHNMABRIUE2BERNBER |, 5
S8 1AM ( FEAEER) FHEL IAM BEE,

A IAM BDEBER | BUEEARRIEEBNEENER , URAFRIEERBIENGFYE (WOTA
R)o BELESPEBRHIEETE  RASSERAEZERNFERAERAG, EETHRETLUE
JSON BERHFERHNFIETE , F20 IAM ( FAEEE) ¥/ IAMJSON BHETESZE,

Action Description

CreateldentitySource B 55 RIRNEE,

CreatePolicy EHERFREFRI Cedar BERWENE, &7
LE T BB ER EBEREANBIK,

CreatePolicyStore BAHBEERENEE,

CreatePolicyTemplate BAHBREARNEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreateIdentitySource.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreatePolicy.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreatePolicyStore.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreatePolicyTemplate.html
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Action Description

DeleteldentitySource fIBR & 2 2R EY B E

DeletePolicy TREBUR 17 B2 M BR BUR Y B

DeletePolicyStore I BR B SR 77 1k [ 9 Bh 4

DeletePolicy Template I BR B SR #E AN B9 EhE

GetldentitySource S 5 5 RIRHEE,

GetPolicy HEEIE R R E A B,

GetPolicyStore HEEEBERETREMBERNBIE,

GetPolicyTemplate IS BURE AR E1E,

GetSchema SR BRRNEE,

IsAuthorized BARREF R PR 2 BEUS RE D EAVE)
e, 222

IsAuthorizedWithToken BRIBZTARB &9 FRHNREERFiLH 2
B, IS REDENVEE.

ListldentitySources £ FIIHME &2 KRN EE AWS 1RF,

ListPolicies P BUER P IR B P B BUR Y B 4

ListPolicyStores P PATE BUERTF R ER EE AWS 1RF

ListPolicyTemplates 7 PO A BURE AR EIE AWS 1RF,

ListTagsForResource N HERFTEEBNEIE,

PutSchema A& B IR B EHEREF R ERNBIE,

TagResource R IE EE RN B

UpdateldentitySource B 50 RKERNEE,
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_DeleteIdentitySource.html
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_GetPolicyStore.html
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_ListIdentitySources.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_ListPolicies.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_ListPolicyStores.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_ListPolicyTemplates.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_PutSchema.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdateIdentitySource.html
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Action Description

UpdatePolicy T R 7 R P E R BURRY B
UpdatePolicyStore BEMBRTFHENEE,
UpdatePolicyTemplate BN BURE AN E .
UntagResource RERBRERVEE,

CreatePolicy E)/ERYET A1 €45 IAM BUE -
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"verifiedpermissions:CreatePolicy"
1,
"Resource": "*"
}

Amazon Verified Permissions B & 9 & B 5 &5 {51

RIBFESR | FAENAREERIHE N Verified Permissions BRI, MM thEEZER AWS &
BF#4A, AWS Command Line Interface (AWS CLI) 2 AWS APl R#ETIEK., IAM EEEXLEE
VIAMBEE  BRFERAENACHEMEERYTEENGTT. EEEEEVNAKELRFEEESE
ZELFUNERE,

EETHENAERELEF JSON BERSHREN &2 IAM BBER | F2BIAM ( FAEER) H
MET IAM B,

WNEB R Verified Permissions EEMNEMEMERERWFMAEN K S RSEEFRERM ARNs #E3X ,
FH2l (REEESE) B Amazon Verified Permissions B EI{E. ERFGEHZE |8,
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdatePolicy.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdatePolicyStore.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdatePolicyTemplate.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonverifiedpermissions.html

Amazon Verified Permissions EREER
&

- BREEER

- 5/ Verified Permissions X1 &

- AEAEREMMBE ST

HRREEK

BEOoBBRREYEEIREFINEBABREAUEN, FEEMER Verified Permissions EiR. ELE
ETREERIEN AWS IRFELER, EREUSRESPEBER  BFERTIERARERSHE

- FRIEER AWS SEBRRYEOREERITT - eERBEATRTENCERAENTELSE  FEA
B RTHAZSERERARGIN AWS REBEK., ©MTELN RER AWS IRF, RMIEBREES
BEREARS AWS NEFXERR , WE—DRDFHA. NFEFMER , F2HAIAM (EHE
Er) Y AWS ZEBRHAWS EHREE ZEBK.

- ERAREHERT - BEAEA IAM BERRER A , FERTHTERAENTT. AEHRLAE
By, UL ERERERG T IUAHRBEEREDNEE  ELBARKERITA., MFEA IAM
ERFFURNFAER  F2EIAM (ERZEER) T8 RBEMETA 1AM,

« EF IAM BUR A BV R — SR B 17 EN — B AE BUR D84 | UREIHEENERNE
H, i, S BREBRRGY , EEXEMFEH SSL BEFTARER, MRBBEE i FHR%E
BiE AWS BR#E , &t v] AR A R4 2R R F H 7B CloudFormation, MFEFMER , F2E <IAM
FAERE) P IAM JSON BETE | &,

« f£/ IAM Access Analyzer B ERRY IAM BUR , UHRZ £ HIgEEENFFA - IAM Access
Analyzer ERRBFEFNMRAMNBER , FBERAS IAM BUEKFES (JSON) #l IAM HEEH. IAM
Access Analyzer 12t 100 ZIEHBRBRERVETITHER , IS REZRLBEANEE., 0F
HHEN  FBREIAM (EAEERM) PREA IAM Access Analyzer 5278 BUR,

- EEZEEERE (MFA) - MRENRFIZEE IAM FHER DR ERE AWS IRFE | S5BIE MFA
LIRS LeM, MEEFI AP 2/ERER MFA | 5548 MFA (fE4HEELNBEE, MEFHAE
A, BESEIAM  FREER) FHEHR MFA 1%% AP| 17EY,

WE FREBBNFEES IAM , F2RIAM ( £AEERE) P PNZ2KEER IAM,

£ /A Verified Permissions ¥ 4&

# E17H Amazon Verified Permissions 12 & , B4 EHEE —EKET T, EEFAHXRERTET
HARE FERBHTERNFAEA AWS IRE, MREEBTHBEANBEHTEREN G 2 E K
R, IHNEEZBENER (FRERAR) ME , TEAMEEZNTEERE,

5o B BRI 171


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

Amazon Verified Permissions EREER

HAERFI AWS CLI 5t AWS API BSERE | BF AFRBEEEAFT. Rz , REAFFIA
B ERMITZ AP BIENBER AT,

ATHRREREMACMNHATLUER Verified Perm|SS|ons A, B Verified Permissions
ConsoleAccess@ReadOnly AWS ZEBREZFIER. NEFHMEENR , F2EIAM ( £AEE
B RIFIES AR E,

REFFERAERAMMAECHEFT

WEHE RENMEIBER , AFF IAM FREREKMMBMAEAE SN AREZEBRR, HWBEE
SeEEEAHFEA H AWS CLI AWS AP LR AR TR BENF T,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:username}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
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}

AWS Amazon Verified Permissions Y S & B %

HEMEFARERE, HANAE , €A AWS ZRERRLBTREBRRERZ. B IAMEFZ
ERRFERBNERAE  RENVERRAMGARENTT, EEREFMAER ST SERKF
AWS ZEBR., ELHRBEERNERARS , XTEEN AWS IRFHEA. T AWS ZEBX
HEHER , F2RIAM (EREER) PH AWS ZEBX,

AWS BRI EHZBNER AWS ZEHR, BEERE AWS REBRTWFFT. REBESE AWS
ZERRPABHMFF AU EMNNE, KEENENRSXECEEBRRNAMBS 28R (ERE, &
HNAR), ENNERBIFRETAHE , RERTERSER AWS ZEBR. BBETEE AWS 2E
HRBEREE , ALBRER TSR FERENFTT,

AL, AWS XEEZE RBEZEBHBNZEBRR. Hla , ReadOnlyAccess AWS X & BURR AT
B AWS BRBMNERNEREFIE, ERBEBEBFNER , SAMBFENER AWS S8R, M
FEBRHEBRNBENRA , F2HIAM ( E£REERM) PHIAWS EHEHBRZERE.

AWS ZEBE . AmazonVerifiedPermissionsFullAccess

AmazonVerifiedPermissionsFullAccess ZEBERE#E F Verified Permissions B B FZEE,
EE M Amazon CognitoE & 2 3R |, BEEEZMEBIABER |, #120 AmazonCognitoReadOnly
xo

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AccountLevelPermissions",
"Effect": "Allow",
"Action": [
"verifiedpermissions:CreatePolicyStore",
"verifiedpermissions:ListPolicyStores"

1,
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"Resource": "*"

}I
{
"Sid": "PolicyStorelLevelPermissions",
"Effect": "Allow",
"Action": [
"verifiedpermissions:*"

1,

"Resource": [
"arn:aws:verifiedpermissions::*:policy-store/*"
]
}
]
}

AWS ZEHE : AmazonVerifiedPermissionsReadOnlyAccess

AmazonVerifiedPermissionsReadOnlyAccess ZEHBZFZ F Verified Permissions KM E1ZEY
.

WBER &R F Amazon Verified Permissions FiE BEUREMNZEUE | SIEFEEN APIs
IsAuthorized® IsAuthorizedwWithToken,

® Note

R FEEBatchIsAuthorizedWithToken#®F BatchIsAuthorizedfl
BFIsAuthorizedwWithToken , @ BEIR F¥ IsAuthorizedfl WYFEUE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AccountLevelPermissions",
"Effect": "Allow",
"Action": [
"verifiedpermissions:ListPolicyStores"

1,
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"Resource": "*"

}I
{

"Sid": "PolicyStorelLevelPermissions",

"Effect": "Allow",

"Action": [
"verifiedpermissions:GetIdentitySource",
"verifiedpermissions:GetPolicy",
"verifiedpermissions:GetPolicyStore",
"verifiedpermissions:GetPolicyTemplate",
"verifiedpermissions:GetSchema",
"verifiedpermissions:IsAuthorized",
"verifiedpermissions:IsAuthorizedWithToken",
"verifiedpermissions:ListIdentitySources”,
"verifiedpermissions:ListPolicies",
"verifiedpermissions:ListPolicyTemplates"

1,

"Resource": [
"arn:aws:verifiedpermissions::*:policy-store/*"

AWS ZEBRN ERFE I U EHN

B8 B RIS B HHE LB B LUK | Verified Permissions AWS SEHEREFNFMAEA, WFHLE
HEFEN B HIZEE | 55T Verified Permissions XHEEF RS EE LM RSS HE,

g% iR Date

AmazonVerifiedPermissionsFu  Verified Permissions #7187 2024 £10 A 11 H
lIAccess — HTBUER HHBER  UAFTEEFR

Verified Permissions,

AmazonVerifiedPerm Verified Permissions #7118 2024 £10 A 11 H
issionsReadOnlyAccess — ¥t THHBUR , LAFFFE
BUE Amazon Verified Permissions
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2% iR Date

WATEBEURE , BRERES
# APIsIsAuthorized #l
IsAuthorizedWithTo
ken o

Verified Permissions EB#4)1&  Verified Permissions S BEE 2024 £10 A 11 B
M e ME AWS SEBURNEE,

¥ Amazon Verified Permissions & % fM1ZEUE 1T E D BT

AT EFRHDBEZL B RS IE(E A Verified Permissions Fl B Al A8 ZIM % B REE 1AM,
B

o R Verified Permissions R E{TEN/E

o RAEBHIT iam:PassRole HyiZ#E
« BEBEARF U AE AWS IRE FEFKH Verified Permissions &R

KERETE Verified Permissions R # 1T E)E
MBENTIRE | SASKEREATHE  CORELARH  ARLHTHE

T5lgEfIgEsREEmateojackson IAM EAEERERA TR ERE —BERE ny-example-widget
BERNFFMEER , BAEER verifiedpermissions: GetWidget BB 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
verifiedpermissions:GetWidget on resource: my-example-widget

EHBERT , HBEH mateojackson FHENBE , AFHFER
verifiedpermissions:GetWidget BI¥ETFEX my-example-widget &R

MREEERE , FHEEN AWS EEE, SHNEEESRHENEERE.
EAREBHIT iam:PassRole HIIZE
MBHRIRBISEE | SHEEREHIT iam: PassRoleEE , BHBEMNEEYH , UAHF LK AECERS

Verified Permissions,
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BE AWS B# AIREEREACEEGERE K MAREYFNEBXACIRBEELC, NFH
TR , L ARERACBEEZ BB,

EEA B IAMmarymajor FA&EEMEAEE A E Verified Permissions F#EITENMER: , R 4E T
#HHITER. B , BFEBERBREEFEBEEACR TN T. Mary REKAGEERRRENTT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURABEERH , AT iam: PassRole Bk,
MREBEEWHE |, BHEEN AWS EEE, FNEBEERHEENEBEE.
REEARF LA AE AWS IRF FEFEK Verified Permissions &R

BRLEY—EAE  BEMIRFHNEREIEEBABHNASTFIENER, B EE R
EEENHDEZAR, HUXEERERNBRNFIUERIBE (ACL) IR , SR LUEAFRL R
RRBEFAETFRENE RN,

MEE—DSTH 6 B2EAUTARR :
« BET# Verified Permissions 2 B XEE L IIAEE , 552 Amazon Verified Permissions #0147 {5 F3

1AM,

- BETHITIRMEHES AWS IRF NERTFEE , F20 (IAM EAEIEE) PWELEES AWS
RE NS —@ £5 IAM FEHEREFEE,
- BEETRINAEERNFIERMBE=H AWSIRE |, F2BIAM  FHAEEE) PRSFEGE
BHEE=H AWS 1RF B8,
- EETHRIVITEBBS B0 REEEE , F2HIAM ( FREER) PHREUEFEEVERIINZIIEREDN
FHE (BE8D ).
- FETHEAACHNEREBRETEIRFFRZHEANEZER , F2EIAM ( FAEER) #H 11
Bk F & REZEER IAM,

Amazon Verified Permissions 94 18 B 3%

EETHAWS B REERESHBEER , F2HAWS ¥ SRFEHEEARRRZCAEE
MERETE. ME-—REF , F2EAWS SHRETE,

O LAER THEE=ZFHFEZIBE AWS Artifact, NEFHMER , F2BE THEES in AWS Artifact
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BER BNESREME AWS R BURREBNEEE, BLANEREE , UARERAERENER.
WMEER B REETNFMENR AWS IR , F2H AWS T2 X,

Amazon Verified FF Al F AV 5EM

AWS £EERRERUL AWS B M TRERSAEREZE, AWS B RHSEERRHN BN
THESD , ELEHNRELE. SHEENSERRBMER, ZBTHRES , SR RIRENE
RAEXANERE s TRES BB REBEMASRETE. TRESNTAL, FEEINERE
RN, IBE-HSEERPONERERREES.

E 83 Verified Permissions BIERZHIE & , TEEM[ER REIL AWS B , I BB BHEKZESE
WO RAEENERDOETES, B, CRENFIAZIEETMABEESES,

0% AWS B A TABHANHEET , HHMANS 2HRERBIE.
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BE$2 Amazon Verified Permissions API FEIY

Bt R #t 5 Amazon Verified Permissions B Efth AWS RS RaIFEE, ATAMMBENEEL D,
AWS EH T 5 T BE3RESE Verified Permissions, 1EE4SEIRFOEER , AR BERFREB B8 /E :

* AWS CloudTrail €#8EUH AWS EHIRF 2 A RFHE AP IS H , A AFERR
T EEIEEN Amazon S3 fFRTRE, B LRI IUR £ & MIRE AWS, #ETFFUEIIRIR IP i
i, RIS, MEFMEES 528 _"AWS CloudTrail fEAERERM. -

T A CloudTrail S EEFEFTRIGFMAER | B f£ A 52%% Amazon Verified Permissions API

FEOY AWS CloudTraile

2
W

£ A E28% Amazon Verified Permissions API FE04 AWS CloudTrail

Amazon Verified Permissions B8 R E S AWS CloudTrail , lLIRIEIEMERE. AEH Verified
Permissions F AWS BRIEFTEREN 2 BIYEAYEC#%. CloudTrail 45 EBFBEFHFTE APl RRIUFREA
EH, HEWEI-IIERE Verified Permissions £ &K | LUKk ¥ Verified Permissions AP ##
ENRERNBRN, MREETHER , BIFLUE CloudTral E4EFERNZE #1F Amazon S3 Erfg |
‘3% Verified Permissions IS4, MREREFREER , BOHATLUE CloudTrail EEENEHESE
REDTRBSETNEESESH | BEXRR API RIUMNEH | HlI0 isAuthorized, EAILAER
CloudTrail FTURER B , ¥ETY Verified Permissions £ HHAIFER. 1RHFERM IP thit, RHFERW
AB, REBRNER , ARHAMFHAER.

EEH—25 7T # CloudTrail , 5528 "AWS CloudTrail fEH &M -
CloudTrail F Y B ERFEFF AT &

EHENIRE AWS tRF B | 28 L&A CloudTrail, & EBIE Verified Permissions R348 | %
EEEREHESREHEPNEMRE AWS B4 — K CloudTraill B4, EraIimiR, AT
85 AWS \REWRHEMH, MEFHMENR , F28 "#H CloudTrall EHE S iCF@ESEH

BEFERHE PTNEMH AWS IRF  SRERFEFTANEN  FRIMER. RETE CloudTrail #&H
WRERMNE @ Amazon S3 T, KR , ERAETEATEVERK  JERHESEAEMEN
AWS B, RRECHK AWS D EIEFFREERENEHSF , X AFERINEEEEN T Amazon
S3 Bri8. WA, BAILEREE M AWS RS , LU —F 2 MEE CloudTrail BEEPIKRENSEHE
#. ME\FEER , F2RTIAR :

- BEMIEHVEIE
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« CloudTrail X BENRENES

« ERZE CloudTrail B9 Amazon SNS &4/

- BEWZEREEH CloudTrail BFERMFEWZEIRFH CloudTrail BFER

CloudTrail €528%FT& Verified Permissions B)4E , W iC#&1E Amazon Verified Permissions APl 2Z 1§
BEH, fflan , ¥ CreateIdentitySource, DeletePolicy JAK ListPolicyStores EfES MY
A& 7E CloudTrail B ERFELER,

B-EEMHIARERFETSELFRENERA. BoERATHEHE THEE

- REMEABH AWS Identity and Access Management (IAM) & & A ERHEHEER,
- REZBRE , RECEATHEACEBMES I EAENERLZERE,
- BREEHHM AWS BRERE.

MEFHMEF , 5520 CloudTrail userldentity 7T,

BUSRNEHERFERER , ERTE5CH IsAuthorized M IsAuthorizedWithToken &R EH, &
EF08% CloudTrall ERIEH |, B4 EAREMFEANETENSIZIEERIERER, NEFHAE
A, F28 (AWS CloudTrail A &SR HHER =4,

T f# Verified Permissions Bis{EZ<1EH

BHR-EEE , IREKBHUMABEFERXTELEEN 7T Amazon S3 §7#, CloudTrail B
BRUS-—VSEAFER, —EEHAEARFRENE-FR , AIEFRBDE. FRHBHAE
B, FRBHFEF. CloudTrail BFFEIIFELE API IR EREREEF Rt TS UEMEEIR
FHE,.

HAREAPIHI  EIETE, flaREK , @ZEHE T , additionalEventDatamf =2
responseElements,

FE

* IsAuthorized

» BatchlsAuthorized

» CreatePolicyStore

* ListPolicyStores

» DeletePolicyStore
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* PutSchema
* GetSchema

» CreatePolicyTemplate

» DeletePolicyTemplate

+ CreatePolicy

» GetPolicy
» CreateldentitySource

* GetldentitySource

+ ListldentitySources

» DeleteldentitySource

® Note
ESNE R BRI HIR F LA,

IsAuthorized

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-11-20T22:55:037",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "IsAuthorized",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64
exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",
"requestParameters": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
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},

"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"

},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
},
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"additionalEventData": {
"decision": "ALLOW"
},
"requestID": "346c4b6a-d12f-46b6-bc06-6c857bd3b28e",
"eventID": "8a4fed32-9605-45dd-a@9a-5ebbf@715bbc",
"readOnly": true,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}

1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data"

BatchlsAuthorized

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
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"eventTime": "2023-11-20T23:02:33Z",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "BatchIsAuthorized",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64
exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",
"requestParameters": {
"requests": [

{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
1,
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
1,
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
},
{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"
1,
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"
1,
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
}

1,
"policyStoreId": "PSEXAMPLEabcdefgl11111"

iy

"responseElements": null,

"additionalEventData": {
"results": [

{
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"request": {

"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"

1,

"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"

1,

"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"

}
I
"decision": "ALLOW"
I
{
"request": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"
I
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"
I
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
},
"decision": "DENY"
}

},

"requestID": "a8a5caf3-78bd-4139-924c-7101a8339c3b",
"eventID": "7d81232f-f3d1-4102-b9c9-15157c70487b",
"readOnly": true,

"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
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}

1,

"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data"

CreatePolicyStore

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyStore",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"validationSettings": {
"mode": "OFF"
}
},
"responseElements": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-22T0Q7:43:33.962794Z",
"lastUpdatedDate": "2023-05-22T07:43:33.962794Z"
b
"requestID": "1dd9360e-e2dc-4554-ab65-b46d2cf45c29",
"eventID": "b6edaeee-3584-4b4e-a48e-311de46d7532",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
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"recipientAccountId": "123456789012",
"eventCategory": "Management"

ListPolicyStores

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListPolicyStores",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.

"requestParameters": {
"maxResults": 10
.
"responseElements": null,
"requestID": "5ef238db-9f87-4f37-ab7b-6cf@ba5df891",
"eventID": "b0430fb0-12c3-4cca-8d05-84c37f99c51f",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyStore

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principallId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",

@Il’

T fi# Verified Permissions Hi&ERER

186



Amazon Verified Permissions EREER

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-22T0Q7:43:32Z",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyStore",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "1368e8f9-130d-45a5-b96d-99097ca3077f",
"eventID": "ac482022-b2f6-4069-879a-dd509123d8d7",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
PutSchema
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-16T12:58:5772",
"eventSource": "verifiedpermissions.amazonaws.com",
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"eventName": "PutSchema",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": {
"lastUpdatedDate": "2023-05-16T12:58:57.51344272",
"namespaces": "[some_namespace]",
"createdDate": "2023-05-16T12:58:57.5134427",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
},
"requestID": "631fbfal-a959-4988-b9f8-flas3ffsdfed",
"eventID": "7cd@c677-733f-4602-bc@3-248bae581fe5",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
GetSchema
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-25T01:12:0772",
"eventSource": "verifiedpermissions.amazonaws.com",
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"eventName": "GetSchema",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "alf4d4cd-6156-480a-a9b8-e85a71dcc7c2",
"eventID": "@b3b8e3d-155c-46f3-a303-7e9e8b5f606b",
"readOnly": true,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/

PSEXAMPLEabcdefgl11111"

}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": "Management"

CreatePolicyTemplate

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

b

"eventTime": "2023-05-16T13:00:24Z2",

"eventSource": "verifiedpermissions.amazonaws.com",

"eventName": "CreatePolicyTemplate",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
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"policyStoreId": "PSEXAMPLEabcdefgl11111"

I

"responseElements": {
"lastUpdatedDate": "2023-05-16T13:00:23.444404Z",
"createdDate": "2023-05-16T13:00:23.4444047",
"policyTemplateId": "PTEXAMPLEabcdefgll11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",

I

"requestID": "73953bda-af5e-4854-afe2-7660b492a6d0",

"eventID": "7425de77-ed84-4f91-a4b9-b669181cc57b",

"readOnly": false,

"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-25T01:11:487",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyTemplate",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
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"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"
1,
"responseElements": null,
"requestID": "5ff@f22e-6bbd-4b85-a400-4fb74aa05dc6",
"eventID": "c@e@c689-369e-4e95-a9cd-8dell3d4s7ffa",
"readOnly": false,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",
"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '222222222222",
"eventCategory": "Management"

CreatePolicy

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-22T07:42:30Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicy",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
b

"responseElements": {
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"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityType": "PhotoApp::Role",
"entityId": "PhotoJudge"
},
"resource": {
"entityType": "PhotoApp::Application",
"entityId": "PhotoApp"
},
"lastUpdatedDate": "2023-05-22T07:42:30.70852Z2",
"createdDate": "2023-05-22T07:42:30.70852Z"
1,
"requestID": "93ffal51-3841-4960-9af6-30a7f817ef93",
"eventID": "3Qab4@5f-3dff-43ff-8af9-f513829e8bde",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
GetPolicy
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:ro0le/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b

"eventTime": "2023-05-22T07:43:297",
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"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetPolicy",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "23022a9%9e-2f5c-4dac-b653-59e6987f2fac",
"eventID": "9b4d5037-bafa-4d57-b197-f46af83fc684",
"readOnly": true,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

CreateldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-19TQ1:27:44Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreateIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
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"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"configuration": {
"cognitoUserPoolConfiguration": {

"userPoolArn": "arn:aws:cognito-idp:000011112222:us-east-1:userpool/us-

east-1_aaaaaaaaaa"

}
+
"policyStoreId": "PSEXAMPLEabcdefgl111111",

"principalEntityType": "User"
I
"responseElements": {
"createdDate": "2023-07-14T15:05:01.599534Z",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-07-14T15:05:01.599534Z",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"requestID": "afccle67-d5a4-4a9b-a74c-cdc2f719391c",
"eventID": "fl3a4ldc-4496-4517-aeb8-a389eb379860",
"readOnly": false,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",

"eventCategory": "Management"
}
GetldentitySource
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
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"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-24T19:55:317",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetIdentitySource",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "7abecf79-c489-4516-bb57-9ded970279c9",
"eventID": "fal58e6c-f705-4al1l5-a731-2cdb4bd9a427",
"readOnly": true,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

ListldentitySources

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

b

"eventTime": "2023-05-24T720:05:327",
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"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListIdentitySources",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",

"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "95d2a7bc-7e9a-4efe-918e-97e558aacaf7",
"eventID": "d3dc53f6-1432-40c8-9d1d-b9eeb75c6193",
"readOnly": true,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

DeleteldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-24T19:55:327",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeleteIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.
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"requestParameters": {
"identitySourcelId": "ISEXAMPLEabcdefgll11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "d554d964-0957-4834-a421-c417bd293086",
"eventID": "fe4d867c-88ee-4e5d-8d30-2fbc208c9260",
"readOnly": false,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

:policy-store/
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ERAEER

)

unless {
resource.tag =="private"

};

FERMMEXBAREL THBUR

TemplatelLinkedPolicy {
policyId: "policyl",
templateld: "templatel",

principal: User::"alice",
resource: Photo::"car.jpg"

TemplatelLinkedPolicy {
policyId: "policy2",
templateld: "templatel",
principal: User::"bob",

resource: Photo::"boat.jpg"

TemplatelLinkedPolicy {
policyId: "policy3",
templateId: "templatel",
principal: User::"jane",

resource: Photo::"car.jpg"

TemplatelLinkedPolicy {
policyId: "policy4",
templateId: "templatel",
principal: User::"jane",
resource

BE , BRAGEELERN A/ , FERFHHE MEEBXKprincipalresourceF . BEFET

TR 1 BT,

B R/Ppolicyl BEFEA User::"alice"(13) WRE M LEIR Photo: :"car.jpg"(16) WEE.,

ek , &ME 13 + 16 = 29 AT,

B R/ Ppolicy2 BEFEA User: :"bob"(11) WREM EEJR Photo: : "boat. jpg"(17) WRE. #

TR , &ME 11 +17 = 28 @i,
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B A/ Ppolicy3BEFEA User::"jane"(12) WREM LER Photo: :"car.jpg"(16) WRE. #
efimER , BME 12 + 16 = 28 B THE,

B KR/ PpolicysBEFEA User::"jane"(12) WREMLER 0) WRE, ##EefmER , ®FE 12
+0=12 11_‘JZJTEI%E.O

AR policy2 RH—2ZE R W EPhoto: :"boat.jpg" , RtEEFRK/NE 28 E{LTHH.

B policylM policy3#ZEEJR Photo::"car.jpg" , HItEERK/NE 29 + 28 =57 LT
8o

B policy4RME—2E "unspecified"ERMNEE , RBEERKNA 12 BT

BES /B RV BiC 28

(® Note
THRBSRR  SRTeMg—EiE. FENTEBLARE LREJENEE, flW,
NMRABEEBNTEBRERFA 100, RREDFENERT , TEEEHR 100 EEEHRLIFH
0 BXRIA , RMEFTHRS 100 ERXENEMRIBEE

=L B ] R
B
BEEEBANTRFERR 100 B SBEIENTEBER
B LR,
BEBENETRFERIR 100 B EBEHENTEBRIER
2 R,
BEERNERERXE 100 B SREERNTEBRIEH
2R,

TERANALAER (EZFEA. BFRER) ERBTEBHNRR.
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Parent 1
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t
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Entity
Mixed

EREARERZRBIB API BEMEZE AWS B i |, Verified Permissions SFAE% RIS iRE/E

R, ERBBEBYFERVESE , AEZBBEARER

Verified Permissions 7] B2 & {2 @ 5 S\ AR 552 o

& O] LATE Service Quotas 4R B BIHY RPS Bl%E, A THIEEAREREIB R/ENEEE | S EY
EZREARBERER  UREENERTEEEHTH

ERNERERETREL. WEFMEFA

API BB

=L

BEBERTFHESEEREEVH
BatchGetPolicy 53R &

BRBEEHESEEES BatchlsAu
thorized 55 R &

BEBXEHESEREES BatchlsAu
thorizedWithToken 553K &

5%
BEZZENE
15 : 10
BEZZENE
15 : 30
BEZZENE
15 : 30

m l':l““ tEl

| A | A

| A

A

BEBRXTFRESHH
BatchGetPolicy 75 R B &
BB

BEBEREHRESY
BatchlsAuthorized 553K #Y
BE LR,

BEBRXREFRESY
BatchlsAuthorizedW
ithToken AR EE L
FRo
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B ERRTHESERERIENESY
CreateldentitySource 53R &

BRABREHESEESNEY
CreatePolicy 55R &

SERFEREREBN SR CreatePol
icyStore 78R &

BEBRXREFHESERESYH
CreatePolicyTemplate 55K &

BEBRERFHESERESNEY
DeleteldentitySource &R &

BEBERTFHESEESNEY
DeletePolicy 53R &

S{EREEEEEH DeletePolicyStore
BRHERHY

BEBRRXEHESERHEWH
DeletePolicyTemplate 553K &

BERRTEHESERIENESY
GetldentitySource &R &

=n

BEZZENE
51

BEZZENE
15 : 10

BEZZENE
51

BEZTZENE
1 : 10

BEZTZENE
51

BEZTZENE
15 : 10

BEZTZENE
15 ;1

BEZTZENE
15 : 10

BEZZENE
15 : 10

IIE'

i

| Him

| o

7|

| o

| Him

| Hi

| Him

| o

BEBREERESYN
CreateldentitySource &

REBB LR,

BEBRRERESDH
CreatePolicy F83R& B Lt
R,

=% CreatePolicyStore
BERAOEE LR,

BEBRXTFRES®H
CreatePolicyTemplate &

REB LR
BERREFHRESVH

DeleteldentitySource &R

A LR,

BEBREXFHRESHH
DeletePolicy 55Kk & 8 £
BEO

&% DeletePolicyStore &
RWEE LR,

BEBRXTFRESHH
DeletePolicyTemplate &

REE LR,

BEBREFHRESVH
GetldentitySource &R &
E LR,
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BEBERFHRESERENESY
GetPolicy 53R &

SERF SRR S GetPolicyStore

BEBREEFHNESERFSNEY
GetPolicyTemplate s8R &

BRABREEHESEESNEY
GetSchema &R &

BEBRXREHESREIHEVH
IsAuthorized 5&3R &

BEBRXREHESRESHEVH
IsAuthorizedWithToken 553k 2

BEBRREHESERHEWH
ListldentitySources 55 R &

BRABREHESEESEYH
ListPolicies 53R &

BRERFSEREIEHI ListPolicyStores &

BWFRRE

=n

BEZXENE
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BEZZENE
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BEXXENE
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IIE'
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|
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| A

BEBREEHRESVH
GetPolicy &K & & LR,

F# GetPolicyStore 553K
HEE R,

BEBRTFHRESVH
GetPolicyTemplate 553K
BE LR,

BEBRREFRESDH
GetSchema &R & & F
PR,

BREBRERESDH
IsAuthorized 55RE B L
PR,

BREBREFHRESDH
IsAuthorizedWithToken
EREE LR,

BEBRENESVH
ListldentitySources &K
A LR,

BEHRREHESLH
ListPolicies s8R &8 £
R,

7 ListPolicyStores &
REOEE R,
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BEBEERESEREN ListPolic
yTemplates B &R &

BEBREHESREESNEY
PutSchema 53R &

BERRTHRESERBNSY
UpdateldentitySource 553K &

BEBREEFHNESERESHH
UpdatePolicy s8R &

BERF SEREESY UpdatePol
icyStore F&3R &

BEBRREHESERHEWH
UpdatePolicyTemplate &R &

=n

BEZZENE
15 : 10

BEZZENE
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BEZZENE
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BEZTZENE
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BEZTZENE
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BEZTZENE
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IIE'

i
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BEBRETFHRESVH
ListPolicyTemplates &3k
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BEBRRERESDH
PutSchema R & & L
R,

BEBRTFHRESVH
UpdateldentitySource &

REE LR,

BEBRXTFRES®H
UpdatePolicy FER& B Lt
BR o

% UpdatePolicyStore
ERINEE LR,

BEBRRERESDN
UpdatePolicyTemplate 5&
REH LR,
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RERR

REELRPEAEXRHNEESREE , UREELFRNER, CRIBTEAEENER, HiE
LEERRMNEME , ARKREELHFENZEIARERER. CUEERBRIELDFENAR,

AeRFEZS (RBAC) BFMtER K HPERAGCWHE A THEE, AR  ELABALIEIRE
—RZEED, BERNETENEEACHBBNE T, NRENESCHEBNTE , IEREED
ﬁééﬁﬁéiﬁf)ﬁﬂ’ﬂfﬂ% o Cedar AJLUZEIR i F ZFEA BB R E RBAC IRK,

B RFEUEH (ABAC) R —BIMEER , H RS S MBBOH THRS S WEIRE, Cedar AL
B FI B FFEA M BALHOBF AR R ABAC RH.

Cedar HRFESE A AEABMERANERAEREERT , KMEE —BETEA RBAC #
ABAC W4 5&.

R K

REFZEREHEARERXNIZHM Verified Permissions 583K , LAFHE—ABER |, LHIEZEFARS LY
BEANBRNE R ITEE,

RERE

RECEIHRERRNOE, COEAHRIERRE , URHEMER , HIZREBKIDs,

ZENBER

ZRMBER R EFGREFRERE , B Verified Permissions :#ZEVRY BHBUR,

AAE xR

ANAERZEBME , TRUHENANEMER.

RIEBR

REBRBRERELENBER, flwn , IREMERENEE  HP—EREL , Z—ER2AF , A

ERBRERREB R, IRAEZEFEHNFFABR , MRAEFENELEEE , AIRSEREBRK. W
RRIBBRAFELCEEE , AIRBEREMER,
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== OER > N
ERER

ERENEABERA. BFENERNER. EBCRMEABNERERRFEKEER , —ERNE
ENMERNEREENEME,

o], RENZFTA
Verified Permissions @ £ 82BN BT ERARER P EE B MM T oI MIRE,

REARAESIMBEAEANERE , A3 BREZEBF , fINERESBEIMEE ID. Bo8E
EFalfiZtARSAHEENEES S,

BEZE s HRBYR—ERARNANT  ARREZXTREXEABRINPHAFHTHEFE. RERFT
HELFTNER , LB REAHZXAERARKNPHATRERF, EEFATURTR/EE,

BER AR HIBAT

BUREF|# 1T 2 1E Verified Permissions Z\EBH FE AR AT REWER. MR Verified
Permissions ML EEIELE , ASAHISTERARERAELEDRNER.

BRI E

HREHERBENERANESR. SAFTHERLES —EERELR  ARRIMEEZTHENBER. R
B, SERARABEACHBRERE , EZAEBRAEXTULRE-—BXRFRE, EERAERX
REREFERE , CERAARTEZFERNBRERE, BRERAEREHARRM —BABRNTE , Bt
TARZEAFEARRS , LS EERAFNERERNEE. SBRAFNE-—EARXTUE
TRNBREFRE,

AHERIEFE R |, Verified Permissions R 8& BEFREBHBREFREPHBRFE, HEEEUR

RBERNEE, SESRIBTREANKFERTANER , AREZFXATEER LHTHEF, EREHE
B R BN ZEBHE/ N E B B E R E A,

BRI HE B &

BEEHERNERBERFHREN SRR, S LMEABRERER B K& BZEZpolicyStoreld2
12 1F1] Verified Permissions EFHBEREFHE. BEREFHERNEZ2EEBCH ARNSHE
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AWS BiR, BERA —XE—EBREFREMEBE , @5 TUAEARNBRFREMEBR, 0FE
HHMBERA , 52 BAmazon Verified Permissions IR FZHRERIB

BEREH

BREBRBENEASLER,. SRBXRTFHRETHAMEBRR , BEREBLAEARH -1 , FEXER
name/. BRI EEZ policyIdSBMIEHTEHRERFEABERBRIBUER ID, B UEEL
REFBORKRERBE, RE GetPolicyM FEH B FPListPoliciesEE B,

BREAEH

BREAEBERRHANBASLERE. HRBXEHEPNWAMBEBRELR , BREREBUERH
-, FELAR name/o R LA EEEZ policyTemplateIdS BV IR I L HIRIER A BERE KRS
BRI BERER ID, BAIUERILEMBRERGRERR. R B GetPolicyTemplatef &
TﬂﬁﬁﬁEPListPolicyTemplates%@%ﬁo

i 2 B R

MENHRRASREFRSBHEE,

Amazon Verified Permissions B2 Cedar BIRES BN ERE

Amazon Verified Permissions £ Cedar BIZRZES 5| B RHATHRETHE, TiB , FE Cedar EEER
Verified Permissions A Cedar B2 BE—LEZR, ATERFIELEE,

® Note
BZE 2026 £ 5 B , Verified Permissions £ 82 Cedar RiF—3 , REZEZEGEEHE,

BREA &

Verified Permissions 1 Cedar # R 725 principal M BEAMWFEEMEresource, T8 , Verified
Permissions tH R principalfl resource ;R ZRH,

THHEE Cedar FEX , EFEFRBFFTUERL , @A principal FZRH,
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permit(principal, action == Action::"view", resource == ?resource);

T 5B HIFE Cedar # Verified Permissions F#A&% , A principal# resource ZAERF,

ermit(principal == User::"alice", action == Action::"view", resource == ?resource);
P P

permit(principal == ?principal, action == Action::"a", resource in ?resource);

R PSR

Verified Permissions ERFIE#E#B#R JSON €82 BERIIETEHFH, Cedar AFELEHBERTE
AZEFa , flinEaESfaRaEm.

BFREER
Cedar il A ERRBIATEREBRBEZ BN EREE

FUUERBERFERRARNERANSENEERE. T8 , Cedar T2 ERBIHRBAFTEHES
W —EB0. MR , Cedar REFEAFEBHARBIBEIRINWBRMBEREE AR, HP Cedar EFEFHE
REETESEFEBER  IFELCEGBERTERBERE , ZU4 BT ASERBENFTEMRA
BERBED , BLXABERGRE AP 14,

Verified Permissions @ 28 #TIIRE, SEZBERFEZNEMEI/EFENS BB NTEHE
B HEREZ IsAuthorizeds IsAuthorizedWithTokeni@ERN EEBFEH,

BERst
£/ entityList S8 Verified Permissions FERI JSON #&XEE Cedar FF , AT :

« 1£ Verified Permissions A , JSON ¥4 4 B EFMMEREN IEER A 1Y JSON ¥4+ Record,

« Verified Permissions 1 JSON EEXBEH T LB BT A Set HEA Cedar KR JSON BEHN
JSON #/{E¥+,

o ¥M String. Long#l Boolean|E LM , Cedar PFVEEREL H 4 Verified Permissions #
) JSON MBI K. N EBRRBES\BEE, £ JSON b+ |, B —EXR5|R/EY , Hp3*R5|
BEBEMEENERAEE (String, = Boolean)Long , MERNRH Cedar EEHE,

« Cedar BB H Verified Permissions BEMNFEEZERET A EEMTRE :
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Cedar &= ERFNFFAHN
uid Identifier
type EntityType
id EntityId
attrs Attributes

parents Parents

Example- JEE

THIEHIFE R~ E B EE m{A 4% BILA Cedar M Verified Permissions &R Ro

Cedar
[
{
"number": 1
3,
{
"sentence": "Here is an example sentence"
}
{
"Question": false
}
]

Verified Permissions

{
"Set": [
{

"Record": {

"number": {
"Long": 1

}

}
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ERAEER

},
{
"Record": {
"sentence": {
"String": "Here is an example sentence"
}
}
.
{
"Record": {
"question": {
"Boolean": false
}
}
}
]
}

Example- BURFEE

T 5| E | FE R E R AR WA 5 BIFFE Cedar 1 Verified Permissions R K FHBUEER,

Cedar
[
{
"uid": {
"type": "PhotoApp::User",
"id": "alice"
I
"attrs": {
"age": 25,
"name": "alice",
"userId": "123456789012"
},
"parents": [
{
"type": "PhotoApp::UserGroup",
"id": "alice_friends"
I
{

"type": "PhotoApp::UserGroup",
"id": "AVTeam"

'R
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ERAEER

}

"uid": {
"type": "PhotoApp::Photo",
"id": "vacationPhoto.jpg"

I
"attrs": {
"private": false,
"account": {
"_entity": {
"type": "PhotoApp::Account",
"id": "ahmad"

}I

"parents": []

"uid": {
"type": "PhotoApp::UserGroup",
"id": "alice_friends"

I

"attrs": {3,

"parents": []

"uid": {
"type": "PhotoApp::UserGroup",
"id": "AVTeam"

I
"attrs": {3,
"parents": []

Verified Permissions

"Identifier": {
"EntityType": "PhotoApp::User",

'R
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"EntityId": "alice"

I
"Attributes": {
"age": {
"Long": 25
I
"name": {
"String": "alice"
},
"userId": {
"String": "123456789012"
}
},
"Parents": [
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
I
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
}
]
I
{
"Identifier": {
"EntityType": "PhotoApp::Photo",
"EntityId": "vacationPhoto.jpg"
},
"Attributes": {
"private": {
"Boolean": false
},
"account": {
"EntityIdentifier": {
"EntityType": "PhotoApp::Account",
"EntityId": "ahmad"
}
}
I
"Parents": []
I
{

"Identifier": {
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ERAEER

"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"

"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"

},
"Parents": []
},
{
"Identifier": {
.
"Parents": []
}

RE MK/ PRE

Verified Permissions X BUBEFHENEXRE T , URBEZNEBHER, BENBERESEER, ZRBF
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Y ¥
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Amazon Verified Permissions F#k 2l Cedar 4 ¥ RREAZ&E

Amazon Verified Permissions IETEAS EE A # Cedar IRAREE 2 IRFARZEE 4 iR, Cedar 2I&FH KR
BHXR, HREANBRENEFEBRRVRABRRIBES . EIB Verified Permissions F# Cedar
AFE  BULUERISsEEFNERERSENIIERBREFTFERENNBEER,

Amazon Verified Permissions & B B BEREHREH K E Cedar 4, T , $H¥f Cedar2 #BEHE L
BUR, fEBERNE#EZERE Cedar4 T8, NBELHNBEEHEREEEER , IRMPTEEH
Fik, EBHREEESENRR,. HXREAXR, £BELIEARXNERE | FTEHKE Cedar 4,

E3:

« EFEHW Amazon Verified Permissions i , B BEEWE] Cedar2 THZ X EMNIHR ?
- AHTEBERELEBE, BESLANEBIERE Cedar 4 THAE?

o MTHBET R BEREF R EREA Cedar 2 122 Cedar 4 ?

o MMAFHIKE Cedar4?

- RALUEBURTFHIER Cedar 4 BE#RA Cedar 2 15 ?

- RATERSWIE[ALE  BEHRVBERTFHRESRES Cedar2?

o WMAFERNEBERE Cedar 4 HE ?

o MAIERMBEEFEAREE Cedar 4 HHE ?

=R Amazon Verified Permissions B , B E& U Z| Cedar 2
TEZXENIER?

£ 2026 &£ 4 A% , £ Cedar IsAuthorized2 WBUIREHESEAIRE APIs
(BatchIsAuthorized. IsAuthorizedwithToken#l BatchIsAuthorizedWithToken), ZELt
BT , BEEETHHERAR -

Your policy store uses Cedar 2.x, which is no longer supported. See https://
docs.aws.amazon.com/verifiedpermissions/latest/userqguide/cedar4-faq.html or contact AWS
Support for more information.

W RIBIE R Verified Permissions BHEZI L ERAE , RAEBWBEREKEE Cedar 4 ™A , Aitk
EEEBEHRA, EEM#E[FH Amazon Verified Permissions , FE2VHNWBEEHRE , E2FH
Cedar 4 S BHi& A &,
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ATEEEEER, BREANGEEERE Cedar 4 THE ?
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