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HEEE AWS Verified Access ?

ZEIB AWS Verified Access , A LIREEREAMNZLER , MAEEFHERLERE
(VPN), Verified Access LB EEARRNER , Y HBEREAEREENSEENTZESERE
FREEIEEERRER,

Verified Access B2 2,

- WERERE - ERZLERETEHE—RTFR , YR TFEAEFENFAEEARINER, Verified
Access BHI B REEAEXNFIHER. EESEEHEEH IR —EBEAREBRHE S —EEH
2.

- BEZLRENES - Verified Access RE P FEBERRBES , TE AWS ME=Fk
#. Verified Access ERELRBHIMER , RBE—ERLERBECAENEENTEE , 1Y
BiERAE RS EXTRERARES,

. WEFEHAEBER - Verified Access IIEFEAETBEEMRA VPN FEUENWERAREN. EEBRED
VPN HHEBESI BN ERFIEE,

- BEREZEHNEY - RRFHNESLEMAFHER K REBARXFENER TR , HEIER
RERLZEEHNEKRER.

FEEBRFERFE

BRI LAERA TR E— T E R Verified Access :

- AWS Management Console — #2fit Web R H , TAREINEEERIJNVFIER. BA AWS
Management Console , 3¢ 7E https://console.aws.amazon.com/vpc/ : /| FARX Amazon VPC F &

AN
Ho
« AWS Command Line Interface (AWS CLI) - BEZH RHtaS AWS k¥ , @IF AWS Verified

Access, Windows. macOS # Linux AWS CLI X , ZEH8 AWS CLI , 552 AWS
Command Line Interface.

« AWS SDKs - R£ESHEM APls, AWS SDKsE S ZEFHMEN , fINGERSE  URER
B REHNER, WEFMEEN , F2E AWS HREN,

« Query API - IRt E AT LAEH HTTPS R IUMEKER API BifE, FAZEM API EERERFEFE
WREEAR. T8 , CEELANEARERBERHMAEN  fINEEMEREBFRNEES
8. MFHMET , 5528 (Amazon EC2 APl %) iy HEFEE/E,

Verified Access B {825 1


https://console.aws.amazon.com/vpc/
https://aws.amazon.com/cli/
https://aws.amazon.com/cli/
https://aws.amazon.com/tools/#SDKs
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-verified-access.html
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AIgF R A M EH AWS Management Console R, ZEMEE Verified Access EiRo

EE

Verified Access tBEEARER S/ N FHESMEWEER , M Verified Access R NEURIENE
BREER, MEFHMER , 5528 AWS Verified Access EE,



https://aws.amazon.com/verified-access/pricing/
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Verified Access RYIE{ES I\,
AWS Verified Access A RBEFERAENESRAEARERNGER , X AFRETYIEE H#TFE :

- BIMENEERMEE (KB HE=F ) FiX AWS HEFER,
« 1FEUEIE Verified Access R HBEK,

EFRAEEAEINERENE | Verified Access EREFTREENSHER , YR BZAEARENR
ENBRETTE. REEERAETELEENLTLERT  REFRISEFUMBREARINE
i, RIBTER  TEERAEABRHSERIEE , BEZBEKRERAL,

o, RETIEREEAEMER  UHBEREEREZESHMEKFBR.

Verified Access B RS T4

TER % Verified Access (WS PEBLE ., FFAEFEAFREARERNNEEKR, Verified Access 2R IEEH
HERBERURTMEARRNSENRBEBERERTEER. IRAHEN , B ReBBRMEEEIEEH
= WA

|
\; Trust data providers

Verified Access

- ERBEFIHTER -STERRSERNSLENZEERRAMEAEXBERLR FFEUE.
- CRENFIRY - SEREAREBAEN, 2B+ , EARAREEHARRTEREEN
EC2 #{T{ERE L.

Verified Access HIEB& T 3
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- Verified Access ###l — Verified Access ImHMNES. RMERECHEFTRULEERNEARRHN
MO, UELBEREE, U, B SmEHERARE N RE s HE &,

- FEHE - —HEAEERNRAA , TRERBAFIIERUEARENFER., BUUEERRE
&, BECEAEFINEELERE, BRI LLAEE Verified Access BHEE  FHAFEUBEE |, B
RABEPNFIEREESR, SULLZEMHEBEYREARINSENER , WSHEEISENIRE,

- EERME -BEEFREGIREBELEMRENRE. Verified Access ATEE AWS ME=SEER
HERBMER, BUAZLE—EEFEIRHEEEZZESHE Verified Access FIITERE, BN E—
B EERHENZELEETRMEEZTSME Verified Access HITEEE.

- EEER - SERMEEFERER Verified Access ZERAEREENLZHBER, tBAFHEE
EREEASR. Hl , FRENEFEH U REBNEERRRE. ERJFHEIVEREFZEERRE
NN EBEFERET , 2REBEBHFIBER R G LER,

Verified Access HIEB& T 4
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#HERFE : Verified Access A9

EA L2 RERRABER AWS Verified Access, 45 7 B2 37 FMERE Verified Access &R,

EARHBRED , LB EARERZE Verified Access. EHEREERE , FECAETLUEBHE
BAREFINZERER , MEEMFEH VPN, k2 , £&2#EH AWS IAM Identity Center 5 & 2 E1E12
HE, FIE , FYERETSREAREGFERME.

7%

- BRBEFIHEFRELRGHE

- FR1: EVERBENFIETRESE

- SR2 BUECRIFHETER

- B3 EVCRIBENEE

- FBR 4. BUVCEBETIURE

- SB5: RECRIFFEUREH DNS

- SR 6 AIEEEERAREXHER

- FR7 . FTERETNEEBRFIEE

- JBEBRIEH Verified Access ER

B 17 IV B BRI ORI A
AT R AR BRI RS -

- AWS IAM Identity Center TE#EEFEE A AWS B 89 FEUA . A% , LF LA 1AM Identity
Center A EHE Verified Access WEERMHE, WFFMEF , FSEAWS IAM Identity Center
(EREER) PR AWS IAM Identity Center,

- AREHIEAEAFINZ2&E. FFHKE VPC CIDR WATEBARENAMEBHRE.

- £ Elastic Load Balancing AZEHFER/EBHFATHWEARS. $EN R ERERTHREL
)8

- FRBEEREBHLE TLS BFE AWS Certificate Manager., EREBRESR 1, 024 5 2, 048 #Y
RSA B,

« NEREMBNERFEE DNS FESEATFENEFF T,

TORIRE 5


https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
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- BBEY AWS Verified Access #ITIERRFTEZTATAY IAM B3R, MFEFMEF , FS2REEIL Verified
Access #AT{EEHBUR,

SR BEYERENFEEERMEE

FATHRFE RES AWS IAM Identity Center &R SIEREE,
337 IAM Identity Center S1ER L&

1. ¥E https://console.aws.amazon.com/vpc/ BABX Amazon VPC £# &,

EEEERT  BEREEFIEERME.

BEEVCORIEFNFIEERHESE,

(EA) #HHEBERNER , A A RIFEFNEEREENEBANHEIL,

WABRTRBAT , LEBREABRRSEEBNBCRAARER, Sl , B&a@E A idc,
HYEERUERE  BEEAEEEREESE,

SHEIEAEGSTREEHRE | &I IAM Identity Center,
BEERVCORINFIEERHESE,

© N o o ~ w D

SR 2 BV CHMEFIFHITERE

FERATHRFRE Verified Access H1T{HEE,
1] Verified Access #1117 E &8

1. ZEEERD  EERETIHITER.

2. EBERVERINFEETHEE.

3. (EFEA) #HHEBIHER K WACHREFRHTERNEBRNER,
4. ¥R Verified Access EEREE , BEENEEREME,

5. EEERVERINFIHITHERE.

HER 3 BN CRFEFIEHE

A THREFERE Verified Access B,

BAUGHEREE 6


https://console.aws.amazon.com/vpc/
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37 Verified Access Ef#A

1. ZEEERYT  EECBEFIEE.

BERIEREBFIEE,

(EA) sHHERERNER , W AFENEBAHER,

#T ¥t Verified Access B{TERR , EIZEM Verified Access BITERE.
RBERERREZH. BRERESRPITEFEBRBK,
BEEICORIBFIEE

o o b~ 0w DN

FR 4 BUCHBIFIRS

FERA TR FREL Verified Access iiBh. LtHERRERAH EAE T Elastic Load Balancing B IR
HEaHFEHRFREHT , YEEPHITLEMEERHE AWS Certificate Manager.

3] Verified Access i 2,

1. ZEEEERT  BEEBREFIRE.

2. EBEERVCRIBEEURE

3. (EBEA) #HHEBEENER K WARENEBIHER,

4. &t¥f Verified Access #HH , BIZEHEM Verified Access B4,
5. MFRMFMESA  FETTIEE

a. SHHEAGE K BIREHFEH|[AVERL B HTTPS & HTTP,

b. 7 Attachment type ((E#EFHEE)F |, ##ZF VPC,

c. SHHIREER  EREEHIER,

d. $H¥EEE WASHVTEHR[EREXCANERERE, 60, HTTP & 443 , HTTP &
80,

e. SHHEHEHESS ARN , BEEHTHS,

. SHEFEE  EERELHNERFEREEBN THEE.

g. SHHRLEE , BNENLLEE. ACNERTEHRNRAECEAHERNZ2EE , TAHT
PzBERRE, NWRETEEAERNRESHE  FEXSZARTHBPTNIRERSEE ,
UEESRERBENRE,

h. HRIFEEMEEFE K WABTEB, Fl40 : my-ava-app. tFEE LR Verified Access
ELH DNS &,
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6. WERABRNFHEES A FHTTIHEEF:

a. SYERARENBEE K G AEAREXN DNS B8, RS ARBEREPBEAN,

b. &H¥EHEIEERE ARN | BEUEEEFEM Amazon Resource Name (ARN) AWS Certificate
Manager.

7. BBRFHEAREZA. SHERESRPTEFEB RN FIEBR,
8. EREVCERIEFIURE,

HER 5 FRECHRFEFHURERY DNS

ELLSRA | EBu LB ERAEXWAEZEEE (HlI www.myapp.example.com) BREf Z Verified Access
mEAEE B R, EETHK DNS RS |, 5 A DNS HEME L IEX BBk (CNAME), &I
CNAME 8% , FREHEREXNNFTERREEEEE Verified Access,

MSRMNBEAEE

1. EEEERD  BERIFIRE.
2. EEUREVIREL,

3. EEFHHEARSIER.

4

R EEER B, UTR2RMEREBES : my-ava-
app.edge-la2b3c4d5e6f7g.vai-la2b3c4d5e6f7g.prod.verified-access.us-
west-2.amazonaws.com.

B & DNS HEMRMMNIERKEIL CNAME Bk, FARAENRBEERBMAREZER A 1§
Verified Access i Zh BV #8318 & B A RS 8&E.

SR 6 : AFEEMAENRER

TR ETLUAREEAREREREED. £ Web BIESSH AEAEXNNWRE R, Verified Access BV
RITAREEMARR. RABRMEKEN Verified Access BURHTIEZHER LY , FIAMMEER#E
EREE,

SR EREFIEARRFEEBR

F A T 52 F RIS W] Verified Access BifH , W EAHEERZTEARINEIBER, BERNFMEN
BURKATE IAM Identity Center FEREMIEAEMEHE, WEMHBEN , F2E ERFENFEEER,

REIRFE DNS 8
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{&2k Verified Access B 40

o ~ w0 bh =

o

EEBESEET , BECRIETFIEE.
BEDE. BUChENTFIREEBR.
B R A BUR

BABK , AFFRE IAM Identity Center (W& FIENWERRER, WFEEHHF , 552H the
section called “BUR & 41",

BESUERBNEIEMEBR,

RELSNEEBRCERERE  FEEL—ESRNAE , UEFEAFFER. MRAFFER , R
SR REEB IAM Identity Center BEAHEE A, ERREMFEAERBABHE 2R , B FEE
WEAER,

EBRI2 Y Verified Access BB

SERAHERER  BEATIEFMBREH Verified Access B,

MR IEHY Verified Access &R

1.
2.

EEEERT , ZERIEFIRR, EHRH  RREEDE. MRSRIBFIURS,

EEEEKRT , ERECRIFIEE. EIEE  RAREEDFE. MRCRINTFEIEE. &7
FEERF T uw R BRAZF 5T Fo

EEEERT , BERIFIIHTEE. ERNENHTER K RREEDFE. IHCRIFIER
REE, BENEERHME  RRZEIRCREFEERHAS

EEEERT , EERRFNEERME. ENENEERMEE  ARREDE. MERERINT
MEERME,

EEEERT , EERIEFIITER. EERENHTER  RREEDE. MRSRENFIE
1TEEE.
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ERENFEHTERE

AWS Verified Access #1TEEB R —& AWS &R , oI i#HBREBEFIREEF Verified Access Bl
HITERESTEERAELER , U REFEENLTLERFE T FEEE,

7%

« BYMEIE Verified Access 11T {E 2
- MBREREFIRHITEE

- BERBEFIEE S AWS WAF

- Verified Access B FIPS &%

B MEIE Verified Access 3 1T{EEE

&R LAE R Verified Access #1T EIBE SRIBMBS(EIR L E M Verified Access i, R THIEFREN
Verified Access B{TEER , AR EETRHUEEREE Verified Access , it Verified Access 2 BEE1E
RAtE,

%

- BEVEREFIETER

- BEERHEEEZCRIFENITERE

« 1¢ Verified Access BITER D BIEERMHE

- FIBEFTFEE

EYERBEFIRHTER

A TR FERE Verified Access 1T {EEE,
FERELRAE Verified Access #11T{EEE

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. EEEERYT  EECREFDHTER K AREBERVCRIFNIITEE.
3. (EA) HHEEBIAHER  wmACHRIEFRITERNBEBINHEIR,
4
5

( #88% CIDR in % ) ¥R CIDR inEM BET F/1E , WA B5T 7/,
(A ) NREFTERIEIGS FIPS , BRERABBEAREFZE FIPS),

B FEE Verified Access H1TEEE 10


https://console.aws.amazon.com/vpc/
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6. (FER) BN Verified Access EERMEE |, BEEEREE Verified Access #ITERRSERM
%,

7. (BRA) BEFMEER , 5521F Add new tag (FTIEER) , AR ASBOVENE.
8. EEREVCRIEFIHTERE,

5/ 2L Verified Access #11T{EEE AWS CLI

£ create-verified-access-instance s %

HETREEERZEERIFIMTER

FERATIREFEETIREEEESE Verified Access H1TEEE,

o

FERAEEAKETRMEEEEE Verified Access #1T{ERE

1. 1E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
EEEERD , ZERETFIHTER.

EEEATE R

EERE, ERcRENTFIEEREE.

HM Verified Access F1EIRMHE , BEEEEREE,
EEREEZEBRENFIETRME,

o o A~ w DN

A BETIEMUEEEE Verified Access #1T{EEE AWS CLI

£ attach-verified-access-trust-provider &4 o

& Verified Access #1T{ERE D BEE1FIRH &
FEATHIER , BETIRMEEE Verified Access 31T 1B 8 2 B,
fEA EE AR Verified Access B 1TERE 2 HETFIREE

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. ZESEERY  EERITFIHITHERE.

3. ERITER.

4. EBEBE., sRCRINEFERETRHES.

RETRMEEZZCREFIIITER 11


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-verified-access-instance.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/attach-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/

AWS ERBHEFR A
5. ¥ Verified Access SEIRIHE | BESTRMHEE,
6. BESHCRIBEISTRME,

£ & Verified Access #1T{E R 2 B S 1F12H& AWS CLI

{# /A detach-verified-access-trust-provider &4

#i8 BR] T

ERA T REFRMERNEH BT FREE. LFESRSEEREURE CIDR mFHRKER,

EREEEHEBRT FEE

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEEERD  ZERETFIHTER.

EEUEATE R

BEBE. SRERBONFIRETER.

¥4 CIDR iS50 BET FH8E , A BT 7/,
BEEENRCBRIENEFRHITER.

B BN EEMAARES , WA Verified Access RN ZBRAIRES. L EEEHTEEFAE
FES|IBE LM Nameservers THUS,

N o o &~ WD

558 i€ 55T 4813 AWS CLI

{# A modify-verified-access-instance %

il BR © B8 58 7 EN 11T (B 58

B 185X Verified Access TR | B LU EMIBR, BXAXBREMAREBNESTRMEESR
Verified Access B4 , T REMIBREATEEE

EAEEAMEREREFIRHTER

1. ¥ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £# &,
2. ZEEERKT , EECREFIHHTER.
3. iZH Verified Access #11T{EEE,

g BT FaE 12


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/detach-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-verified-access-instance.html
https://console.aws.amazon.com/vpc/

AWS BRI FE EREES

4. BREDE. BRCHBAOEIHTEE,
5. HIRMERIETRE WA delete , REIFIE Delete (MIBR).

55 MR B EEE/TEE AWS CLI

5 A delete-verified-access-instance &%

o

1 e B FEEE S AWS WAF

BRT Verified Access SHIEIITHN G BB ANRER A4\ , BU B EEAFRRE. ETHE
CREERAEARSHMEE, BAILUE B4 AWS WAF FEH Verified Access SF B R 5T AL IR
£, AWS WAF 2—F& Web ERRERPFAME , TR ZREREXTZRE Web ERREXERN HTTP
R, MEFMEEN , F2E (AWS WAF BB AEERM)

IBAT LA AWS WAF Web ZERIZR#I5EE (ACL) B2 Verified Access H{TIEBEZ I BE , BL AWS WAF
4 Verified Accesso Web ACL 2 —# AWS WAF &R , 2Bt SREBELE RO ENFTE
HTTP Web &K, RE AWS WAF BB BUEEEBIRE REF |, EE T BT ER NI EREFES
HAREFEERA updating, BRERE , MEREE active, B LE F1E AREE , AWS
Management Console = #iRi% 2 AWS CLI,

ERE ST EERMEGRE M AWS WAF ERE. WREMEM IAM Identity Center , EIEMEM
EEDEEZH AWS WAF ERE, MREAFEH OpenlD Connect (OIDC) AWS WAF , 21
EROBRBERERE,

B 8

- FREM IAM BT

- E3E# AWS WAF Web ACL

- BEEBHAREE

- BUHE AWS WAF Web ACL HYE3 B

FREEHY 1AM B 7]

AWS WAF EE Verified Access BE B E R BEHEE AP BIENERFTEE, ELBIFEFESE WIRE
EESEH AWS Identity and Access Management #§ i [permission only]. F2RERERES
Z K Amazon EC2 WENIE, BERMEHZRSIHE,

EEMHH Web ACL , &9 AWS Identity and Access Management Z5E AL BEER THIFF,

£ & AWS WAF 13


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-verified-access-instance.html
https://docs.aws.amazon.com/waf/latest/developerguide/
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html

AWS BRI FE EREES

» ec2:AssociateVerifiedAccessInstanceWebAcl
e ec2:DisassociateVerifiedAccessInstanceWebAcl
e ec2:DescribeVerifiedAccessInstanceWebAclAssociations

e ec2:GetVerifiedAccessInstanceWebAcl

EAHE AWS WAF Web ACL

THZRREBMAER Verified Access A AWS WAF Web ZEUIZHIEE (ACL) B2 Verified
Access #1TEIRE 2 31 B H

FORMRAF

BtR <Al , st AWS WAF Web ACL, INEFHME , 528 ( AWS WAF BHEAEIER) #
ML Web ACL,

# AWS WAF Web ACL E& Verified Access #1171 B8 2 37 B3 B

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ A&,
ESEERYD , EERIFIHITER,

iZH Verified Access H{T{EEE,

BENMESRSIER.

BEBME , REBIZEZFFEB Web ACL,

§t¥ Web ACL , IZEHBER Web ACL , A#EEZERIH Web ACL.

2 R

HE , BOULAER AWS WAF 24, MREFEHR AWS WAF 2 A5 API, BIFEZE Verified Access
#1T1EBE /Y Amazon Resource Name (ARN), AVA ARN BRI T : arn:${Partition}:ec2:
${Region}:${Account}:verified-access-instance/${VerifiedAccessInstanceId},

WEHEET, , FHSH (AWS WAF BIRRABIER) 4§ Web ACL B AWS ¥ RE2 1 BAH,
K E R AR AE

B LAE A Verified Access 12 A RERE AWS WAF Web FHUZRFIEE (ACL) & B2 Verified
Access #1788 4H BB,

R EE Verified Access #1TEEE AWS WAF BESAIARRE

1. 1E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

3%t AWS WAF Web ACL 14


https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-creating.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-associating.html
https://console.aws.amazon.com/vpc/

AWS BRBHER (&SR
2. EEEERYT  EEREFIETER.

3. #HY Verified Access #1TEEE,

4, EMEBERSIER.
5

BME WAF BEEMRETIHNFHE. WRERBEBMRE  MESBERABEBMICKRER , UK
Web ACL %EUﬁo

BUEE AWS WAF Web ACL 89 B B

TH LR REAER Verified Access 12 A HUE AWS WAF Web FEUZHI7EE (ACL) B2 Verified
Access #1TEIRBHIEREH,

HUH AWS WAF Web ACL E2 E B 3% f7 ER 31T 18 B8 A B3 Bk

1. ¥ https://console.aws.amazon.com/vpc/ B Amazon VPC £# &,
ESEERYD , EERIFIHITER,

#EY Verified Access #1T1EEE,

ENMESRS|ER.

BERE , ARBUHE Web ACL HIBIES,

BIEFRUHEB Web ACL E1THERR,

o gk~ w N

HE , BALER AWS WAF £#5. WEFMEEHF , F268H (AWS WAF FEAEER) PHEUE
Web ACL E2 AWS &R ERH,

Verified Access B FIPS &8

HAEARBERE FIPS) RXENMEABRFRE  FEMBRENZLER | UREBBET,
AWS Verified Access IR ERENIRE , JUET FIPS 2#§ 140-2, BB FWMH FIPS ERAET
5 AWS B fEA :

-« XERE (BXME)

 XEIRAR (KT B IALER)

« XEFEER (IR E L ER)

- XEIEL (RHRA)

« MIEX (HER)

HUBEE AWS WAF Web ACL HY B3 E# 15


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-dissociating-aws-resource.html
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-dissociating-aws-resource.html

AWS BRENFE R
« AWS GovCloud (US) #a&p
« AWS GovCloud (US) &R Zp

HWEERBNMASTNRBENEREFIIRERELARTS FIPS RE,
B &

- REBREMNREFIIRELSS FIPS R E

- REFHNERBEFEECRBELFS FIPS BRE

RERANREFIGRREUMSSE FIPS R

MREEHEBM Verified Access IRIFE , BERERHREAR FIPS HE , AFEMBRLEHREIIS
&R, TEEFERFIPS &8,

EE¥HE AWS Verified Access IRIEEHRERRS FIPS 2% | BB T RELT,

1. MIBRIGHY R 24 ER 5 17 BV B (Verified Access Endpoints), group (s) M#E{TIEEE, S L EEER
ERENEEREE.

2. BRI EIHTER  SELEEYHEMAMBEARFERE FIPS), A, EEVHBE , &
THXEBETENLEFANCREFIEERMESE  NEEZIRHESE,

3. B Verified Access #fH. RV AR , LA LASHERIZEM A Verified Access #ITIERE
3 BR

4. B —RZE CRFNFIUGE. TBRYRBPE  SUUSeMELt—ESBREINEHEEY
2] 8

REFHN ERBEIUREBE LS FIPS R

EERTEHS FIPS W9ET AWS Verified Access IRiE |, S8BT ISR,

1. REEFEREE, REEEIUFAESIEERMEE UKk (BEMH) ZEHREXRHESE L
HERME,

2. EVCRMREFIRAITERE A FRLEEFHERARBEAZTRE FIPS), i, #EYHE ,
BERRETHNXNEFEPZNRBFIEERME  REEEEL—ESRPEINREHRE,

3. B Verified Access B, EEVEEME , LAILUGHERZEIIRAY Verified Access #{TERRE
M B3R,

RARR 16



AWS BRI FE EREES

4. B —HZE ERFNFIUGRR. EEMRMHE , EUMUSEMRE Lt —ESRPRMAEERY
A




AWS BRI FE EREES

Verified Access HN{E{FIEHH

EERHERBEERENEEBHEAEANRE AWS Verified Access. LLEABAEETAR. BN
BELNERES S AERNEN , fl "HE ABTFNEFEM U RKEER , AREEF , fi
ERENLZLEHBEANHERERA.

Verified Access XE T HIERINEETIREE -

- ERAESD - —BEORME (dP) BF , IFANEERERENRLE D,
- REEE - —EXETERR , BANELHERK. TREENEZEFHERE,

B &%
« Verified Access B fEF & B D {E1FiRHE
« Verified Access M B R E{FIRHE

Verified Access WEHA & B D EETREE

BT LR ZBE A AWS IAM Identity Center B OpenlID Connect R & 5 2 EEREE,

B #%
« f£/ IAM Identity Center AR E
« f£/ OpenlD Connect S{F1RHH

£/ IAM Identity Center A ETIRHE

&I LAME R AWS IAM Identity Center #5278 AWS Verified Access BIER & & o ESERMEE,

FRFGENZESIH

« K9 1AM Identity Center 31T BB % B2 AWS Organizations #{T{EEE, &I AWS RS IAM
Identity Center #i1T B RS & EE /.

« &1 |IAM Identity Center BT {E 8 X BELRERE I Verified Access EERMENHER AWS EiFF
A

- ERFEEE T LR ZEVELS IAM Identity Center ISR R S 1, 000 EEENFERE,

ERESE S 18



AWS BRI FE EREES

MEFEMTERERNFMHESA , F2R (EAEER) PHEE IAM Identity Center BV AR B A 1R
F#H1T{8%8. AWS IAM Identity Center

#1317 IAM Identity Center S1Ei2 &

£ AWS ZHtRF ERUA IAM Identity Center # , B LAE A T 572~ 4 IAM Identity Center 5% 7E &
Verified Access H{S{EIRHE .

#2137 1AM Identity Center FERMEAWS ( £/ )

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,

ESEERYD  EECRIFNEEREE K AREFERVCHREFIETRME,
(ER) #HHERBEENER , A AGERHUENEBIHER,

HYBERSELR , B ABRERBERR AIEANERE .

EEERMERET K EEAEEERESE,

EEAEEEREEEET |, EE IAM Identity Center,

(BA) ZEHMPER , 551212 Add new tag (FEER) , RAEZAAEBRNENE,
BEEVCORBEFIETRME,

® N o 0o bk~ w0 b

#1317 1AM Identity Center {S4F121t#& (AWS CLI)

» create-verified-access-trust-provider (AWS CLI)

fHIBR IAM Identity Center {S{EiR &

R REREEREEEENSTERPBRATEREMEBEEARE , TEMBREERME.
fiiBX IAM Identity Center SERAFEAWS ( £ A&

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. HEEBEHEKTP , EFE Verified Access E1EIRME | RETE Verified Access E{FIRHE T EENEM
BRIEFRMHEE,

3. EBEFE K ARZREMREREBNENESTRMSE,
4. TENFFHHdeleteh ity A URESEMER.
5. EIFE MR
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https://docs.aws.amazon.com/singlesignon/latest/userguide/identity-center-instances.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/identity-center-instances.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/

AWS BRI FE EREES

IBR IAM Identity Center {S4F1R & (AWS CLI)

* delete-verified-access-trust-provider (AWS CLI)

£ OpenlD Connect SR &

AWS Verified Access X #{# F1Z% OpenlD Connect (OIDC) A= &0 1REE, SR OIDC
MARMEMABES Verified Access WEREF D EERMEE. TEB , HRBEEZWEE OIDC #1E
B, AWS LRI S {EEE Verified Access By OIDC B &,

Verified Access 81t OIDC Rt&H REHTENEEERUserInfo Endpoint. Scope B A A
RYUEEHINETERSE. REGEERR , RESHY BT Verified Access BUR.

A 2025 F 2 A 24 H2BREYWEFTRMHEE , KB OIDC EEREHEN ID EFESFSIE
ffaddition_user context&@d,

HRTE 2025 F2 A 24 B2 BB WETIRME | Verified Access TEFEMAKE OIDC BMHERTID
tokenEiEz WEEEER. REXE WEFEERUserInfo EndpointEiRIE BURHE TR,

BB 2025 F 2 A 24 BRI ZUNEERHE  ARTERRFERBA—X, EBE 2025 F
2 A24 BZHZUNEERHE  BARTFERERIFERBALtX.

MREEEMBIEMEM |, Verified Access SEAEMBEEMBHRMA THEMERSEKE, WRRE
ENBEFZN , ASERERITFRRIGERE,

B 8

- B OIDC EEREEN TRIGH
- B OIDC EERH#E

- 8% OIDC EFEHE

-« M OIDC EFRAtE

3 OIDC EERMEE W TR GEMH
TR ETEERANETREMERBRENTENR
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-verified-access-trust-provider.html

AWS BRI FE EREES

« Userlnfo %24

- AFE ID
« Client secret (F F i 2 15)
- Ei[E

B3 OIDC E1EIREE
EATHREFE OIDC B EWEFRES,

3 OIDC EERMEAWS (A

—

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. EEEERY  EECREFIEEREE  AREERIYCRIFIETRME.
3. (EA) #HEBRERIKMR K WAGSEREENEBAHEIL,

4. SHEBERZSEER , WARRERABERRARERANREIA.

5. EEEREEEAT  BREREGSTRME,

6. EFEAEFTRMEZERT , EH OIDC (OpenID Connect).

7. &% OIDC (OpenlD Connect) , iBZB{EEREE,

8. Sr¥fE1THE , WA OIDC RITEMEBIA,

9. SHHERMIRE K WMARERANTE URL,

10. SHETRERIREL |, B AEBUIREN T URL,

1. SHEERERE  WAEAERRMNTE URL,

12. (REEAREN OIDC) $rH A E%EL® URL, HALERESRHENTE URL,
13. B A SR ID B9 OAuth 2.0 f Fim ik Bl &F o

14. AR FRMEN OAuth 2.0 A PR E

15. MAHLZN ST RUEERNUZRIBNEEFTE, SEEDopendEFE HE,
16. (BH) EEHWER , 75EZF Add new tag FFIEER) , ARBAEBNENE,
17. EERVERBFIETRES.

18. BAAMEFHE M@ URI FEE OIDC REENAFFEE,

HTTP FEEARER - #£A T % URI : https://application_domain/oauth2/
idpresponse, £ F#E&EH , BT LUTE Verified Access BV M EAREIER LK FIFE
ARXBE., EEHER Verified Access im#iks , £/ AWS CLI = AWS SDK , FEARE B
egsERESP,

OIDC ERAREE 21


https://console.aws.amazon.com/vpc/

AWS BRI FE EREES

TCP FEAREX - AT % URI : http://localhost:8000,

E1 OIDC R E (AWS CLI)

« create-verified-access-trust-provider (AWS CLI)

&2k OIDC E1E1RE#E
BYGEEMES% , BUNEHEERE,
£ OIDC EERHEBEAWS ( £2E)

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,

2. EEEERT , EEREFIEERHE  AREREFIEERHETENEZESANEERHE
&

3. BREHF A ARBESUCRENTFIEERMHE.
4. BREEBENEER,
5. EREBUCRENEFIEERMHE.

1828 OIDC EERHE (AWS CLI)

» modify-verified-access-trust-provider (AWS CLI)

kR OIDC EERME

BBRLREERHEEEZENDTERP BRI ARMMEFEAR S EMREREFEERHES.
fiiBx OIDC FERHEEAWS ( £2E )

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ 4&,

2. HEEBEHEKTP , EFE Verified Access S1EIRME | ARETE Verified Access E{FRHE T EENEM
BRIEFRMEE,

3. BEBEE, ARBEMRERIJOEIETRESE,
4., TENXFHMdelete A LARESEMBR,
5. EIE MBR

OIDC ERAREE 22


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/

AWS BRI FE EREES

B OIDC {S4E124# (AWS CLI)

» delete-verified-access-trust-provider (AWS CLI)

Verified Access H & ERE{FIRMHE

BT LA fE A S B ERIR L & 8B AWS Verified Access. & A LUIREL Verified Access #1T{EBEFEH —
REZEEEFTREE,

B #

- IENESEERMEE

- BUEBRETRMHSE

- BREBREFRMEE

- MREERETRMESE

TENEEFTRME
T EEERME TR Verified Access S -

+ CrowdStrike — £ CrowdStrike 1 AWS Verified Access fREFAE ERAER
o Jamf- BEEERENEFRE Jamf £ES D
« JumpCloud — #%4 JumpCloud F1 AWS Verified Access

BYREREFETREAES
EKBTISRELNREEESETIRME | LUBE Verified Access £,
B Verified Access £ EFEFREEFEAWS ( FEAH)

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ A&,

ESEERYD , EECRIFNEEREE  AREZFEVCBEFIRETRME,
(ER) #HHEREENER , A AGERHUENEBIMER,

WGBS , LERRERABRRSESBNECRRAIRER,

HYETREEER  ENEES Y.

HEEBE G HE|A | BIE Jamf, CrowdStrike Z JumpCloud,

o o A~ W bh =

NEEAHER 23


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-verified-access-trust-provider.html
https://github.com/CrowdStrike/Cloud-AWS/tree/main/verified-access
https://learn.jamf.com/en-US/bundle/technical-paper-aws-verified-access/page/Overview.html
https://jumpcloud.com/support/integrate-with-aws-verified-access
https://console.aws.amazon.com/vpc/

AWS ERBHFR fEREEE
7. #¥HEF ID, mAMEFERAENAEBIA,

8. (EHA) HALEZEESHMURL, MAXBEEIRHEELANE -2 URL,
(Jamf, CrowdStrike 5 Jumpcloud TEEIZ 8, )

9. EEEVERIFNEERHESE

@ Note

BREREHED URI FHEE OIDC RHENAFTEE, Al , BFEEMEA Verified Access
imBiDeviceValidationDomain®y . B LAE BRBFEUR S EARSIERT AWS

Management Console , A AWS CLI #iRkixg , £ F3KE., B THIEE#HEZE OIDC &
HEHARFEE : https : //DeviceValidationDomain/oauth2/idpresponse

17 Verified Access REEERHEE (AWS CLI)

* create-verified-access-trust-provider (AWS CLI)

B R EREFERME
BUGERMEzR , BUUEHREAERE,
&2k Verified Access REEERMHEEAWS ( XA

1. 1E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
EEEERYD , EERIFIEERMEE,

BEEERHEE,

EERE  AREZENEAEREFNFIEEREE.
REZ G dER,

(IR ) HRLAEHEZSR URL, FEAXEEGERAEHLANE—ER URL, (MREHNEE
EERME R Jamf, CrowdStrike 2 Jumpcloud , RITEEL B, )

7. ERBUCRENEFIEERHE.

2 T

&) Verified Access & BfSfE1R & (AWS CLI)

» modify-verified-access-trust-provider (AWS CLI)

ERREREEREE 24


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-verified-access-trust-provider.html

AWS BB TFE ERAEER
MR ERESERHEE

ERTRETRHER , ERLUHEEMBR.

R Verified Access EBFEERMEEAWS ( £ A

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEEERD , ZEERETFIEEREE.

£ Verified Access EERMET , BEREEMBRNETRME,
BERE  AREZEIRRRERENFTRETREE.

HIRFERRIR R | B8 A delete , REIRIZE Delete (MIBR).

o ~ w0 bh =

fB& Verified Access & EFEERMA#HE (AWS CLI)

+ delete-verified-access-trust-provider (AWS CLI)

mprERBEREERME 25


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-verified-access-trust-provider.html

AWS BRI FE EREES

E B 78 Y 7 IR E A

Verified Access B4 3 E Verified Access % , URERZHFH B FIE R I Verified Access
K, BBSEEERLLERNBKEHIEE—E , Bl EEFTEZHARERELSERMNE —BEK
Ko Hit , BFZEEABERMEBEINHERIER,

Bl UL BHRERARA 7EE - , WREREHENFIBR, AR , S UERLLBER
AAMAHERARAER —BAERNRELLER, WA EZRBRELCBRER,

BYEAR LA EEE Verified Access FITERZIMEB . ARV IRIMNBESD , LERIRH
EREHAE 2R M RA

Verified Access FHER % — T RE R AESIfE M BREL /b AWS IRF A AWS RAM, ERREEFE—
ERFEPEIMERFE  ARESERFEHA,

1%

- BUMERE Verified Access Bl

- ERERFHFIEEBCR

- B5%—18 H# A Verified Access &4l AWS &P

- MERE BT A 7 ENEHE

2B MEIE Verified Access 8 4R
B O] LAEF Verified Access B , BIBIRENZ 2 ERRBEBIHE, B Verified Access imEhiF |, &
] LA & b Bh ER B¥ 4H 22 T A B

£7
« E 3] Verified Access &4
- ERERFENFIEHE

3 Verified Access Bt#H

FEATHIFEFRKE Verified Access Bi#H, 237 Verified Access B2 B , BB K Verified
Access ${TEEE, WMT/HMET , 52 Bthe section called “ B & 5 B F AT EEE",

B MEE Verified Access B 26



AWS BRI FE EREES

EREFEE I Verified Access B4R

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

EEEERD  ZECRIEFIEE  AREEEVCRIFIEE.

(EA) #HHERERNER , W AFENEBAHER,

HM Verified Access #1TIER |, EIEEEREE U BIHAY Verified Access BITER,
(ER) $#HHBRER , BAZEAZFHENEBEFIBEER,

(ZA) BEEHMGER , BiZIZE Add new tag FTIBER) , RAEZAAEZBNENE,
BEEYEREFIEAE,

S L R S

5 B 337 Verified Access E#8 AWS CLI

£/ create-verified-access-group &5 o

& B SRRy FHUEHE

A T 52 RK{& K Verified Access E#H.,

fE A E =AU Verified Access BE4H

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEEERD  ZECRIFIEE  AREEEVCRIFIEE.
BEEE , RARIBEDE. BUESRIBNFIEE,

(BA) EFHELR,

BEEYEREFIEAE,

BEZTHEFARIBEBA Verified Access #ITIERE.

o g A~ W b

5/ &2k Verified Access B4 AWS CLI

{# A modify-verified-access-group %

12 E R FEEHEBUER

AWS Verified Access SUFFIRIBEE VN ENBREINENERER . SEZEFHAR Verified Access
BURHBET N IREER, B LUZEKERAE S ENBREZIESEIRE,

R ERFENFEEA 27


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-verified-access-group.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-verified-access-group.html

AWS BRI FE EREES

EA T AR FRIE N Verified Access BFHEMNEER, EITRER , FEE 7 ENRKE T RER.

= B 18K Verified Access BHBBUER

1. ¥E https://console.aws.amazon.com/vpc/ BABX Amazon VPC £# &,
EEEERD , BECHRETIEE,

BIE B

BEDME, BRERIFHFIFEBXR,

(BA ) BEZRBEEIFRMABE,

(EA) HRBEK , WA AZERZEFEN S BB FIER.
EESUNERIBONFIEEBCK.,

N o o bk~ w b

£ 18K Verified Access BH4HIBISE AWS CLI

{# A modify-verified-access-group-policy 5 5

5 —1{& £ A Verified Access Ef#H AWS tRP

EREE M AWS IRFE L BEHEAR Verified Access B4R | BRa B ELIRFESNEETEYT
Verified Access i, £ F 2L Verified Access BHEMIIRFBAHREEIIRS., FRLABEEMNIIRER
ABAERE,

TEFRARLA Verified Access AN HFE. PREZLEKERIRFE A, ttfIEE PONERAENE

#2 AWS IAM Identity Center , W E R AIFEARENFEEFTEMN Verified Access iR , fil40
Verified Access {EE1R L #&. Verified Access #11T{EB8. Verified Access ## M Verified Access H
K., EREXEREEGIRF B, tMEEHTEHABEARIMENER , Sl &R FEHSF. Auto
Scaling B #H. Amazon Route 53 F#J DNS #HRE , AR 2K B AWS Certificate Manager (ACM) KJ TLS
BE, EhRLLEBKERS B 2 A Verified Access Bifiv % , FRARBRXERTAEHLAEHEREY
Verified Access i %, RIFHREZLEBKE Verified Access BBV HBUER , AFRIEEEIERRE
o
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-verified-access-group-policy.html

AWS BRI FE EREES

Account B
Account A @
|Verified Access | | Verified Access instance | Route 53  ACM : H
¢ trust provider i : | i Auto Scaling |
| | H .r____________________] rou
| ! i 1 Verified Access group ! Shared group group
! Lo D ) v F
: Lo * P = X []
IAM Identity . RAM Endpoint Lt}ad balancer
Center L O S

EZEE1H
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2

« Amazon Relational Database Service (RDS) - EFAZXFEREEIAZE RDS #1788, RDS BE&£H
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- BURMNSEERRRMERSE  Bf—RFHMESURRN —T . VPC R EREEE IR,
- BRENTFEURMEEE AWS AEEFHPEY , R EEFEBAHEE LA

MEFHMER , F26 (Amazon VPC EAERERE) HHEEMIEFHL=E VPC,

i3] Verified Access B & = #7385 im B4

AT AR Verified Access WEHF#EFmE, NEEHTH[MNFMEER , 552
Load Balancing £ & &R

\)s’t

B8 Elastic

B3R

- EXEIPV4ARE,
. {EiEIB TCP XERH HTTPS &8 , &0 WebSocket E#R,

- BEFHESH4AER Application Load Balancer 5 Network Load Balancer , i B4 AR AP E & F &
2o

- BRVEHSBNFERXEABRERNERIMEER (VPC).

« HTTPS BB FHBTUAEAEREBRLE TLS BF. FALBRESR 1,024 52, 048 # RSA
BE.

« B3I Verified Access B2 Bl , BB Verified Access B, MEFHMER , 52 Hthe
section called “# 37 Verified Access E#H",

- BABERTHNERENREEBEERE, ERENEAEAREINEARERN/E DNS 21, &t
ERHEEFSUHEEEEZ CN AN E SSL BF., BaUUFER B REAEHE AWS Certificate
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d. (HTTP/HTTPS) $H¥E#IRE |, Iy AEZERIE, (TCP) HAERREE , I EEBRHE ,
REBBIFFIGEREE,

e. SHHEHFEHEE ARN | BEEHTEHS,
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HiRE,
h. HixHEHEFEP , WASTARNR , UM MERIBFRAIRMELN DNS £,
7. (HTTPHTTPS) MEEAEXNFMEN , FHATTIEE -

a. CEEAERXAET K WmAERAREXHN DNS BH,

b. EMEEFE ARN T , BELE TLS BHE.
8. (EH) #h¥HBRER , WARMNERIFFIBE,
9. (IBA) ZEHMBER , FiRIE Add new tag (FTIBER) , REWAEZBNENE,
10. BREZEVCHBEEFIURE.

5 27 B FERE AWS CLI
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2 Y B 5 7 17 BUAY A8 B o TH v R

£ F T 552 7 SR ML AR RS AT i B
ER

- EXE IPv4 RE,
- ERAESABREZSRHEMRNERLBER (VPC).
- BAEAMERAELHAE IPEXRE,

« F37 Verified Access S B2 Bl , B4 BR I Verified Access B4, MNEFMEER |, 552
section called “E 3L Verified Access B¥48”,
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4. (EH) srEEBEESNER  WARSENEBAER,
5. &t¥f Verified Access ##H , EiFimRAY Verified Access B,
6. MTFRHMFAFMEN , FEIT FIEE
a. &% Protocol (BEAWE) , 1 TCP,
b. 7 Attachment type (E#EEHE)F | ##ZF VPC,
c. SHHIRBLEA | EIEMIE CIDR,
d. St¥EENREE K G AEEREHE K ARBREREERE,
e. &Y TR  EBEFHER,

f. SRS EE  BERENZSEE, ELLeBHEDEE Verified Access Ui BRI E A F{E
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EH ENEARANZ B ER R AWS CLI
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ERAEREMERCBREFEURR

EEEERTD  EEREFIRR,
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RASEIR M EEIEZE Verified Access H{EEE R

EEEB R AWS Verified Access EERMEBEE WER, EEEREEA "ERAEES. &
"MEERE. . EREECTESFRAEREBENHEEEN. EEERNEGIEFERAEE FEH. BER
EEK%, BREEERRERE, EELXLMREE, GEANEASREBEETREEMBMTRE , Rt EEX
SREGEERMENXY  UBESZEAEFNETEREE,

i |, FEBFEH Verified Access C8&IheE , B UEERETREEEEINETER. EEER
ARFREREFENERAEXNBKRREEER. WEEHFPEIEEERABNENR , B28 BAISEH
Verified Access Trust &

FEHUSEHFEEENNES , HHERBRRBEER. LERHNEAEHRHA A , AFEXBE,

B &%

- Verified Access EEERNTERAR

« AWS IAM Identity Center Verified Access EEEEHNAR
« Verified Access EEERNE=AEERHEEAS

« Verified Access PR EE L BERENETME

Verified Access EEERNTERAR

AWS Verified Access TEFfE Cedar fHEFFERTEEHEBIBERN —LxE K HERERENETIRMG
EAM, BuLLBRERETEERNBER,

UTRESEMETHEED,

0]
« HTTP &R
- TCP Hif2

HTTP XK

PR | Verified Access fEcontext.http_request &8 TH Cedar AR B ESE &I HTTP
ERNEHR,

{
"title": "HTTP Request data included by Verified Access",
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"type": "object",
"properties": {
"http_method": {
"type": "string",
"description": "The HTTP method",
"example": "GET"
},
"hostname": {
"type": "string",

"description": "The host subcomponent of the authority component of the
URI",
"example": "example.com"
},
"path": {
"type": "string",
"description": "The path component of the URI",
"example": "app/images"
I
"query": {
"type": "string",
"description": "The query component of the URI",
"example": "valuel=1&value2=2"
},

"x_forwarded_for": {
"type": "string",
"description": "The value of the X-Forwarded-For request header",
"example": "17.7.7.1"

1,

"port": {
"type": "integer",
"description": "The endpoint port",
"example": 443

},

"user_agent": {
"type": "string",
"description": "The value of the User-Agent request header",
"example": "Mozilla/5.0 (Windows NT 6.1; Win64; x64; 1v:47.0)

Gecko/20100101 Firefox/47.0"

},

"client_ip": {
"type": "string",
"description": "The IP address connecting to the endpoint",
"example": "15.248.6.6"
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AWS ERBHFR &5
3

BUR A

LT RER HTTP BERERAVE | Cedar BUX.

forbid(principal, action, resource) when {
context.http_request.http_method == "POST"
&& !(context.identity.roles.contains("Administrator"))

};

TCP #i2

PR | Verified Access EfEcontext.tcp_flow& 8 TH Cedar RBEHEE B &l TCP HEM
BH,

{
"title": "TCP flow data included by Verified Access",
"type": "object",
"properties": {
"destination_ip": {
"type": "string",
"description": "The IP address of the target",
"example": "192.100.1.3"
3,
"destination_port": {
"type": "string",
"description": "The target port",
"example": 22
b
"client_ip": {
"type": "string",
"description": "The IP address connecting to the endpoint",
"example": "172.154.16.9"
}
}
}

TCP ##2 42
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AWS IAM Identity Center Verified Access EEERNAR

FEBCRR , IR & AWS IAM Identity Center EZAFEERME , AWS Verified Access 15
ERGIRMEMERLIN "BRSELR, 2B THW Cedar ARHPBEFTER. EANEERE
A EEERBBUR,

® Note

EERHENARRSIBRELEERUCERHAERRENERSESE, HlU , MREKK
RBEEBRES "dp123" , RARKRSIEMA "context.idp123". BYBRE , FRESERAN
RIEBIABT TR,

T%I JSON fEis iR BRI E P e WEER,

"title": "AWS IAM Identity Center context specification",
"type": "object",
"properties": {
"user": {
"type": "object",
"properties": {
"user_id": {
"type": "string",
"description": "a unique user id generated by AWS IdC"

I
"user_name": {
"type": "string",
"description": "username provided in the directory"
I
"email": {
"type": "object",
"properties": {
"address": {
"type": "email",
"description": "email address associated with the user"
},
"verified": {
"type": "boolean",
"description": "whether the email address has been verified by AWS IdC"

}
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EAEER
}
}

}
I
"groups": {

"type": "object",

"description": "A list of groups the user is a member of",

"patternProperties": {

"Ala-fA-FO-91{8}-[a-fA-FO-9]1{4}-[a-fA-FO-91{4}-[a-fA-FO-9]{4}-[a-fA-F0-9]
{123$": {

"type": "object",
"description": "The Group ID of the group",
"properties": {
"group_name": {
"type": "string",

"description": "The customer-provided name of the group"

BT R RENEEERETERBREH AWS IAM Identity Center.

permit(principal, action, resource) when {
context.idc.user.email.verified == true
// User is in the "sales" group with specific ID

&& context.idc.groups has "c242c5b0-6081-1845-6fa8-6e@d9513c107"
};

(® Note

HREEZBOULIEE | IAM Identity Center A B ID RSEHE, EEMRBREEE
A BEPEBERRR,

Verified Access RIEERINE =N FEERHEEARR

AERBAE=HEEIREBRME AWS Verified Access HEEE R,
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® Note

EERHEENARRSIBRALERYGEREERRENBRSEER, Hln , WREKK
RBEBBRES "idp123" , ABARS|#1E A "context.idp123", EIBURE , ERESMEHN
= ERNABTEER,

B 8
- BIERRHERIER

o Jamf

* CrowdStrike
* JumpCloud

BB R R

MBEBITEAZEBETRABMABHFEIECK , RIFEE AWS Verified Access BB ERIIEEREME
ER M BIBESIEFTIEE, Verified Access B BI XX Google Chrome 1 Mozilla Firefox 2IE 5.

BB XE=EXEEEIRME : Jamf ( X&E macOS £E ) . CrowdStrike ( X Windows 11
H Windows 10 €& ) # JumpCloud ( Bz Windows #1 MacOS),

- MBREBEBEERPHER Jamf SEER , BNERABESLBTEEEE L% Chrome Web Store 5 Firefox
B hn 7T 44 4 0k T~ I 2 8E AWS Verified Access 2B E R ThEE,

- MREEBERDER CrowdStrike &R , BEAENERAEZEZTELREAWS Verified Access [R4EEH
AEE (EETRER ). SEUTHTREREERAEREE LHITH CrowdStrike REFENEEE
TER, AR, ZR LT z2R , FRESXETEHEE L Chrome Web Store = Firefox K il
#EuE =4 AWS Verified Access I 23 i 1R HH .

. MREFEHABR JumpCloud , BHERESLBERERE L2 Chrome Web Store = Firefox Fff il
T UERY JumpCloud 2IEE 88 AE 18 4H

Jamf

Jamf BREF=FHEFERMEE. FTHMLEEKE , MREE Jamf EXAETIRME |, Verified Access BER
BEAGTRMUEEBEMBEELN "TBRSEZE8) 228 THW Cedar RETREEEEER ., B LURER
BIMLETEERNEE, T35 JSON EEERBE R TR asmEER,
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AWS BRI FE EREES

WFEFEE Verified Access A Jamf MFHMAER , F2E Jamf B LK E S AWS Verified Access E2
Jamf Device ldentity,

{
"title": "Jamf device data specification",
"type": "object",
"properties": {
"iss": {
"type": "string",
"description": "\"Issuer\" - the Jamf customer ID"
1,
"iat": {
"type": "integer",
"description": "\"Issued at Time\" - a unixtime (seconds since epoch) value
of when the device information data was generated"
.
"exp": {
"type": "integer",
"description": "\"Expiration\" - a unixtime (seconds since epoch) value for
when this device information is no longer valid"
1,
"sub": {
"type": "string",
"description": "\"Subject\" - either the hardware UID or a value generated
based on device location"
.
"groups": {
"type": "array",
"description": "Group IDs from UEM connector sync",
"items": {
"type": "string"
}
1,
"risk": {
"type": "string",
"enum": [
"HIGH",
"MEDIUM",
"Low",
"SECURE",
"NOT_APPLICABLE"
1,
"description": "a Jamf-reported level of risk associated with the device."
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},
"osv": {
"type": "string",
"description": "The version of the 0S that is currently running, in Apple
version number format (https://support.apple.com/en-us/HT201260)"
}

LT 28t Jamf LN S EERETIHERIBERE A,

permit(principal, action, resource) when {
context.jamf.risk == "LOW"

%
Cedar 2 EEHM . contains () ERE , WJiHBIEESE | Hlal Jamf BV E B2 25 &,

permit(principal, action, resource) when {
["LOW", "SECURE"].contains(context.jamf.risk)
};

CrowdStrike

CrowdStrike R =FEERMHE, FFMHEBERE , MR E4E CrowdStrike EEAFEIRMEE | Verified
Access EERIEEAGHREERAE: "HEXSEEH) WEBTH Cedar ARHEBEEEER, &
AILLUREBR BTG EEERNEE, T%| JSON E B AERTEP T SHLLEER,

WFH#& CrowdStrike £ Verified Access 2B EFMVFFHIER , F2BEA CrowdStrike REFLEEH
23 AWS Verified Access GitHub #8135,

{
"title": "CrowdStrike device data specification",
"type": "object",
"properties": {
"assessment": {
"type": "object",
"description": "Data about CrowdStrike's assessment of the device",
"properties": {
"overall": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts as a weighted
average of the 0S and and Sensor Config scores"
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AWS ERBHFR &5
iy

"os": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the 0S-
specific settings monitored on the host"
I
"sensor_config": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the
different sensor policies monitored on the host"

}I

"version": {

"type": "string",

"description": "The version of the scoring algorithm being used"
}
}
},
"cid": {
"type": "string",
"description": "Customer ID (CID) unique to the customer's environment"
},
"exp": {
"type": "integer",
"description": "unixtime, The expiration time of the token"
},
"iat": {
"type": "integer",
"description": "unixtime, The issued time of the token"
},
"jwk_url": {
"type": "string",
"description": "URL that details the IWT signing"
},
"platform": {
"type": "string",
"enum": ["Windows 10", "Windows 11", "macO0S"],
"description": "Operating system of the endpoint"
I

"serial_number": {
"type": "string",
"description": "The serial number of the device derived by unique system
information"
1,
"sub": {
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Iltypell: "String",
"description": "Unique CrowdStrike Agent ID (AID) of machine"

3,
"typ": {
"type": "string",
"enum": ["crowdstrike-zta+jwt"],
"description": "Generic name for this IWT media. Client MUST reject any other
type"
}
}
}

AT 2 #t¥ CrowdStrike IRIEMNEEERETH AN BERSEH,

permit(principal, action, resource) when {
context.crowdstrike.assessment.overall > 50

};

JumpCloud

JumpCloud BE=FEERME., FTMBERE , MREH JumpCloud ERAEERME |, Verified
Access BEZIEEAGERHEEARE: "BHXRSEEH. WEBTHW Cedar REFEIEEEER. &
ALLURIBR B EETERMNBER, T3 JSON EEHERERF AT EESMEE R,

WMFEFEH AWS Verified Access £ JumpCloud FIFFMER , 28 JumpCloud s EHNES
JumpCloud & AWS Verified Access, JumpCloud

"title": "JumpCloud device data specification",
"type": "object",
"properties": {
"device": {
"type": "object",
"description": "Properties of the device",
"properties": {
"is_managed": {
"type": "boolean",
"description": "Boolean to indicate if the device is under management"
}
}
},
"exp": {
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"type": "integer",

"description": "Expiration. Unixtime of the token's expiration."
1,
"durt_id": {
"type": "string",
"description": "Device User Refresh Token ID. Unique ID that represents the
device + user."
I
"iat": {
"type": "integer",
"description": "Issued At. Unixtime of the token's issuance."
I
"iss": {
"type": "string",
"description": "Issuer. This will be 'go.jumpcloud.com'"
I
"org_id": {
"type": "string",
"description": "The JumpCloud Organization ID"
I
"sub": {
"type": "string",
"description": "Subject. The managed JumpCloud user ID on the device."
I
"system": {
"type": "string",
"description": "The JumpCloud system ID"
}

AT 2 #¥ JumpCloud RS ERBTETRER BUEREH,

permit(principal, action, resource) when {
context.jumpcloud.org_id == 'Unique_organization_identifier'

i

Verified Access PRV ERA B ESEENSZERT

AWS Verified Access #{TREIKIIBRBFERAER , 24K dP WEINWFERESSHEIXZZE Verified
Access i E, FREELSREXE A BEAEXATLURIREE  wruLlRRES A Verified
Access Bi%, FELHIBREH , SFIETH HTTP Z5H

|}

BRERAESS
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X-amzn-ava-user-context

WIEEEE JSON Web FAF (JWT) BRAWFEAEBEES ., JWT &S EH base64 URL RiGHIEZE
B, AEMEFEE, Verified Access £/ ES384 ( £ SHA-384 #ZEEE EH ECDSA HEEEL )
REE IWT 35,

FERAEXATUELEEAREACSEMERAERENER. EAEXHRASEEFER , 817
THESREEMEMSESENE—HNREEE. —BRME , suWELGRBAEEFERENRES
o

B #%

- %155l . OIDC FAHEEENEHE JWT

« &5 : IAM Identity Center FRESEEHNERE JWT

N |

o S . REERAIARES JWT

g4l : OIDC ERBEEETHNERE JWT

T5IgEHI’R8 OIDC EAEEFWHREERENEARE IWT BXFERTEL T,

EHIESE -
{
"alg": "ES384",
"kid": "12345678-1234-1234-1234-123456789012",
"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",
"iss": "OIDC Issuer URL",
"exp": "expiration" (120 secs)
}
A
{
"sub": "xyzsubject",
"email": "xxx@amazon.com",

"email_verified": true,
"groups": [
"Engineering",
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ERAEER

"finance"
1,
"additional_user_context": {
"aud": "xxx",
"exp": 1000000000,
"groups": [
"group-id-1",
"group-id-2"
1,
"iat": 1000000000,
"iss": "https://oidc-tp.com/",
"sub": "xyzsubject",
"ver": "1.0"

&5 : IAM Identity Center FREEEHNEHE JWT

T3 HI/RE 1AM Identity Center £ & E &N ERNEARE JWT KXPERHER T

(@ Note
7 IAM Identity Center, REFERAEEAGETEEEEF,

SIHIRER -

"alg": "ES384",

"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",

"iss'": "arn:aws:ec2:us-east-1:123456789012:verified-access-trust-provider/vatp-
abcl23xzy321a2b3c",

" "expiration" (120 secs)

exp":

EF g

"user": {

IAM Identity Center fEFAEEEH JWT
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"user_id": "f478d4c8-a001-7064-6ea6-12423523",

"user_name": "test-123",
"email": {
"address": "test@amazon.com",

"verified": false

NETR

M Verified Access #TERBTEMEFEREST S , HRPIEZEEA Verified Access InEhEREA A
HTTPS, MR Verified Access In iR EAMER HTTP , BB A FEAZ S HERSIRENRE,

AETHARZSY K SXAXRI[EE  TERBESHTEMNRE |, LI JWT ZEEHMHW signer #
NERESETAM Verified Access #1T{EEE ARN,

EEMBAEEE , BRIWT EHEIESR D, YAHERBERLAE LR,
BB Winds AWS B AT :

https://public-keys.prod.verified-access.<region>.amazonaws.com/<key-id>

g0 : FEELAIBRES JWT
THREXEE G RE ML Python 3.9 FEIS £ ID. NESBRNAE,

import jwt
import requests
import base64
import json

# Step 1: Validate the signer
expected_verified_access_instance_arn = 'arn:aws:ec2:region-code:account-id:verified-
access-instance/verified-access-instance-id'

encoded_jwt headers.dict['x-amzn-ava-user-context']
jwt_headers = encoded_jwt.split('."')[0]
decoded_jwt_headers baseb4.bb4decode(jwt_headers)
decoded_jwt_headers = decoded_jwt_headers.decode("utf-8")
decoded_json = json.loads(decoded_jwt_headers)

received_verified_access_instance_arn = decoded_json['signer']

L\\
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assert expected_verified_access_instance_arn == received_verified_access_instance_azrn,
"Invalid Signer"

# Step 2: Get the key id from IWT headers (the kid field)
kid = decoded_json['kid"']

# Step 3: Get the public key from regional endpoint

url 'https://public-keys.prod.verified-access.' + region + '.amazonaws.com/' + kid
req = requests.get(url)

pub_key = req.text

# Step 4: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES384'])

RN RS JWT 54
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B B 78 Y F EUBUR

AWS Verified Access IR T ZEREEFI PAEZERAERANHRA AWS, BRI AWS BEES
Cedar 5., £/ Cedar , B[ LA T $H ¥ IR E A Verified Access BEFRAZz S REBRET
REEEHEEINETERETREINBUR,

WNZE Cedar BUREES WA ER , 382 E Cedar 2E 15/,

B R3E T Verified Access Bf#HERE 3 Verified Access i ZhiE | B A LLBIZE & Verified Access I
Ko BULETEEREFFIBERNEATEUHESI Y , EMEFIERASEINHE K EIEE
EBEAL, fE , B LUEREA Verified Access BH AR B E BB EHE , B %A,

B &%

- ERENTFRBERAXEE

« Verified Access BEERHWAEEE ¥
o B FEUBCREHE

- ERENTFIBEEEER

- BREFIEHIBER

- ERFENTFIBEEE

ERFENFIRERRENER

THRFET Verified Access BURR .

T B2

A permit | forbid

scope (principal, action, resource)
47 when

context.policy-reference-n
ame .attribute-name

};
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BUER T

Verified Access BIERBE T 5 T -

« MR -permit ( AFF) = forbid (L ) FHL

- SE -ERARENER. BENER, SULUEBELRNBEER. BERER , F Cedar HHY
HEENARERRE. TEEERT , BREARMETENER. BENER.

- FEFH-ERARRNAR

/A Important

H1 Verified Access , R R EBSERUGFAFNETERRELRE, BHEREBENE—#F
REREER, AE , BUUER REFAPNE P NEEEETRBIRIEEFIE,

an BH
& O] LATE AWS Verified Access R B85, B EEAUFMITE BB/ /MERNIT,
T 5 €55 B R R P RV EE AR

// grants access to users in a specific domain using trusted devices
permit(principal, action, resource)
when {
// the user's email address is in the @example.com domain
context.idc.user.email.address.contains("@example.com")
// Jamf thinks the user's computer is low risk or secure.
&& ["LOW", "SECURE"].contains(context.jamf.risk)

I

Z @+ a
BT LAER QQIBR FEBIRBAR P ERA ZERE T,

permit(principal, action, resource)

when{
context.policy-reference-name.attributel &&
context.policy-reference-name.attribute2

};

BETH 56
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WMEFEREANES |, F2EBREFNEIIBR,

BEFT

THEHFREBMAEANRBERER : (25 ) KREEE , EREXESNAEF T,

permit(principal, action, resource)
when {
context.policy-reference-name["namespace:groups"].contains("finance")

};

Verified Access LRI A IEE T

E BRI AWS Verified Access BIRINARF , 21 PR B 53 1Y FEUBGR A ERE | &7

LAER && BHE FRITEEMIKMS. ERFZHEMAZERE T , EUARSEREAFEEANRE

AN, TRESHERBERE FUHSE,

EET FRABE ik
! A AME - FKME BETE.
— 24T - 12T P2, BRMEAERNE]

8, EEETHEN. TRE
BENEXKETERLESE,

I= EA7 - 14T 5 ; T2 REEX (F2
ﬁtiﬂj ) o

< (k. &) - E PR BREH.

<= (K. R) - fitkf& less-than-or-equal-tofy K 2
;io

> (k. &) - HmE KR HREH,

>= (E. E) - HmE greater-than-or-equal-tofy R 2
o
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AWS BB TFEL

ERAEER

BET

in

&&

.exists()

> =<

like

.contains()

.containsAll()

.containsAny()

(B set (BB ))- M
il

(fME. WHE) > HRE
(fME., fME) > HME
B - fME

(HEE. BtE) - wME

(FH, F&H) - HME

(EXE , ET) - fMME

(RRE. RE) -~ HwME

(RRE. RE ) - fME

DU

[EENEER (RS AW
A _fik true)o

PEEREE : R (A FB)
| (CHEA) | .. MREEEE
k&=, Al [B. C, ..] &
A A true

R M (EER) .
BEE B (EH)
EREE.

Infix Operator, ®e has ffll
Ao ERERcEAEM
BT, false MR e F1F
£ eEFEE RE Bt
AlEE f, BEATURTRAR
PR FEEE,

Infix BE ., &t like p#&
BENFRAtHEER Hfp , &
RAREEE*RE 0 BRI L
FAFTHNERFT. ATH
& PEBEERF Tt , B
DEA \*HHEHREHFTF
Hlpo

REREER (2B,ANT
£)o
ARREARBEBEREBF
HFrE T,

ARAEAREBSZSE B FHE
AT,

NEEHET
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BERX R — U EHBERBRIR (permit = forbidBiR= ) . MRHEHRXF9 (whenBir= ) A

true , BIBRER., BT7TEBREXHAHFR , MEAZPXEER—EFUBER , MESLZERTW

BIFEHR, MRLIEEANFITBRENRERA —SSEELBE , IRRX4SEEFN. IRES

B4 Verified Access FF#E M Verified Access in BiEZRBUR M |, AIEMEX 4L EAAFFR. WM
REBE RER Verified Access im BB EX#H , BIRE Verified Access FFHEBIRFEFHL

AWS Verified Access B EENBRFRER L , ETeRBLEREXTITRENER,

B B 78 Y 17 EUBUR B B8 01 %

BT REARERE AWS Verified Access R |, fFMETREFEH T FEREERBTNER . IREERT
ENABRHSEER , Cedar BELEHER , YFMHEEFERNEE K ERENEEAM. fln , E8E8
BUE#® , @A fake_provider#l bogus_key FHFEERLEARTH,

permit(principal, action, resource) when {
context.fake_provider.bogus_key > 42

};

BRBREERN , BUUER hasEEFRRESRESFE. MRhasEHFFEM false , Al
SIHERERRXEEL , M Cedar TEELERASETFERAMNER.

permit(principal, action, resource) when {
context.identity.user has "some_key" && context.identity.user.some_key > 42

};
EEEESZEMETREEREENERERZEA,

permit(principal, action, resource) when {
// user is in an allowed group
context.aws_idc.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&&(
(
// if CrowdStrike data is present,
// permit if CrowdStrike's overall assessment is over 50
context has "crowdstrike" && context.crowdstrike.assessment.overall > 50
)
|

BURFTAE 59
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(
// if Jamf data is present,
// permit if Jamf's risk score is acceptable
context has "jamf" && ["LOW", "NOT_APPLICABLE", "MEDIUM",

"SECURE"].contains(context.jamf.risk)
)
)
I

B 17 B EE 5 BUR

O] LAEF Verified Access BUR |, SEEREXNEFIERTISEFEREMEE,

BUR i

« & 1 : £F IAM Identity Center F E¥4E /Y 17 EUE
- il 2 BERERTFE=SFHE/RPNEE

- &l 3 : £/ CrowdStrike ¥ 17

o Eifl 4 AFRIELBE IP it

&5l 1 : #F 1AM Identity Center B8 19 7 EUE

{8 B AWS IAM Identity Center , RRIFEAEHIDs RSEZFHE, MREESEFFHEANEZE  EEHR
i e P BT BURBROR R,

TG RREATETCRBETE i cEEFHEPHNEREFN ., BEID R
c242c5b0-6081-1845-6fa8-6e0d9513¢c107,

permit(principal,action, resource)

when {
context.policy-reference-name.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&& context.policy-reference-name.user.email.verified == true

};

THEHBREAHFEEAEVRNEEHE, EAEERCRENE T4y , B Jamf KERARD
5 BFFEL LOW,

permit(principal, action, resource)
when {
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context.policy-reference-name.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&& context.policy-reference-name.user.email.verified == true
&& context.jamf.risk == "LOW"

};

MESTFERNFMERNR , 352 [the section called “AWS IAM |dentity Center AA",

gEHl 2 . BERERTE =S HERTNEE

THEHBREAFEEAEVNREEHE, EAEEFECRENETEFibit , B Jamf RERAMR D
HRLOW KEW . HENEEA "MK, .

permit(principal, action, resource)

when {
context.policy-reference-name.groups.contains("finance")
&& context.policy-reference-name.email_verified == true
&& context.jamf.risk == "LOW"

;

MEEEERNFMENR , 352Rthe section called “FE=HRAA",
#if5 3 : {HH CrowdStrike % F1ZEU#E

T3S BI B R R FFE R BFE 0 BKR 50 REFEE .

permit(principal, action, resource)
when {
context.crwd.assessment.overall > 50

};
gl 4 . RFFHIEBESE IP bt
THEFIBREARFRBIEE IP thutIFER,

permit(principal, action, resource)
when {

context.http_request.client_ip == "192.0.2.1"
};

THEHIBEREERBIEE IP ik AIFER,

Ry FERREE = A HERHHEE 61
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forbid(principal,action, resource)

when {
ip(context.http_request.client_ip).isInRange(ip("192.0.2.1/32"))

};

SRR F IR B

Verified Access BUSR BB 2 Verified Access ARV T E | ATARAIEMARZREHBEK, ©E—1E
EALERRIHBE, BEABENEERS , Bl EEFRARNBEBE.

FEEARKXETENEEREEMERE , HR Verified Access EEBARETHBRERERHEESEA
MR, EMRAMTEEEFEEAR  UARFENRMEBRE—ELEETAENBAXENSIEE
BEE.

T3 & BB L A BUR iR B AR AV E A 8=
%

- IR EEENER

- HEB 2 AENRE R

- SR BRANEREE

SR BEECHER

EBRBENSE-—BEL , BUMEEECANCREFIRN, SHSEECERE (UETEFibit
#Al)  URBEZMNERERBN/HERERT. RIFHER  SEEEAENREFIRARPHE
MR RERE, S UER MR FRIN SRR RE.

K&, FERE, RERR, mEBRNFERRFESERIET —EEm L,
R RUBUR BV B 3 15 TE SR ER

1. 1E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. TEEEEKT , iEE Verified Access H1THEE K ABZ—TEHEEFRANBITHEEDN Verified
Access #1T{EE ID,

. BERBEERBIE,
4. SHEFEREEFEibit  WMAFERENE FEHibil,
£H¥t Verified Access imE |, 1ZENE w5 MDA BUER AV im B
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AWS BRBHEFER A% ER
(BR ) 2l  REERERRE,
7. (EA) EEERNBT , REAE-HNRERIE,

o

8. (EA) HHYRHEER  EELEFANSTREEREL., BEER , BEASTHNRER
R
9. igj% Next (-F_i)o

SRR 2 . IEMmEBR
ELEE L CREIUTER  S0EF

- BRETRUEEAERAEEEINEERE , UKk (BEM) SEL—BASBHPIEENEE.,
s F—ESBRHEEZERFFIUGEMN Cedar BUR,
o BT 2 Verified Access B #HHY Cedar B,

O] LA B H#mEE Verified Access i BB EM Cedar BUE , BEEEABRRTBREN, BBEETIUE
At BEE R Cedar BERENEERR.

EFARBREE , RBEEARAERE , RESREETSEER L, SUNREBRLEXNAUHE
B, LURERERLER.

HEHBE N BEBIRES  BRET - SUREICRSEN T —EEE.
TSR3 MENERRE

EBRBENGRRE —H , C2EIECHBERAMNEE  UERRE, SRETURE —RXEEI
ELORREEERSBELEREZE,

(af
I3
R

WA LUER F-RRE -8 |, SURERCE , T2 BUEBUERBIE,

HER 2 AR REBR 63
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B9 E 4R A B i AWS Verified Access

AWS Verified Access IRtERAF R , BETUEEAEEENIE HTTP BAEX 2BMAER. A
FingLsihMZBFERAERE., MEFERAESFPEANEERS , WAEHIKHZE Verified Access LA
TBEREFIET. MRFRBERAHNER , AIEAESERZEARR. REERAFWRER , £AF
FHHREEEESRE.

RAFmUZRBBRBOERNENT  LEAHAEMAEL, MRERBEIRE , AFREEMEILE
#xo

RFiRfE A TR OAuth FIVERREL Z£BEE, EfAEEHAPRE , BEEPENER.
FHNENBREBAEREABNEREREL , URINER SQLite ERES,

B $&

- FTRIFH

- THERMHFIR
- EHAFiRiEERE
- EREEAER
- BBRREAFiR
- REEH

- BEP

« WRAESEFCE

FORIRAF

FRIG 2Bl , FESCTE AT SRR 4T

- FRAEERMEER Verified Access H1T1ERE,

- RENERRENEI TCP ini,

- PETERKETM VPN AFRNER , B RKXABE.

- EEMERA IPv6, MERP , F2REEEM AT 2ERRRN X,

« 7£ Windows Ef L , R EBEEFAEHE (TPM) , &2 WebView2 HITEE,
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https://developer.microsoft.com/en-us/microsoft-edge/webview2

AWS EERFEHFE ERAEER
TEERM Fim

BRZEEMAERNAFK. THAFPR  MERKEACHEE  RARITREENX, FOVEAKRESE
MZREXNLEMFiR.

- EAR Mac B:E#RAFmEE Apple Silicon 1.0.2 iR
- BAREA Intel 1.0.2 B Mac WIEEHA Fi%
« BARM Windows BYERR A Fim#EHEl x64 1.0.2 iR

P H P im 4 REAE
5 T 5REF1E Verified Access B TERRE H A FinrrEMNHREEH,
FRETEAEHRAFPRERER

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,
2. EEEERY  EECREFIETER.

3. i®HY Verified Access #1T{ERE.

4. BEDE. BELAFPRERBER,

/A ELAFImMAEREER AWS CLI

&/ export-verified-access-instance-client-configuration B85, SBEREZ json R, BRIBL
AL ClientConfig-FHHFHE,

ERERRAREN

FERATYER , A AFmEREERARER,
FRAFPREMREZEEAREN
1. BRAPKEEBERIBIITIVENFEREEE !

Windows — C:\ProgramData\Connectivity Client

macOS - /Library/Application\ Support/Connectivity\ Client
2. WEAFIRMHEREEZER root (macOS) B Admin (Windows) #EH&
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AWS BRI FE EREES

3. REHERAFIR
4, BAE ﬁmﬁ“&,mpgﬁ%ﬁmﬁo

5. BoEmBo%k  HRAETLER Verified Access I2tH) DNS 218 , B ZENAFERE
HERRER,

BRZ RN Fin
ERATERASHE , ATUSHRBRRE
macOS

1.0.1 R EHIRA

BI1¥ /Applications/Connectivity Client ¥#14T Connectivity Client
Uninstaller.appo

28 1.0.0 iR

TEEAR Mac Bconnectivity_client_cleanup.shig8SBEE Apple Silicon
% Mac #E Intel , FREESTHNHITNT , REFITESH , WTFR. https://

d1wobwuaox5vqg3.cloudfront.net/mac-arm64/1.0.0/connectivity_client_cleanup.sh

sudo ./connectivity_client_cleanup.sh

Windows

HEHE Windows EBEREZERAFE , FHATRERER  RREEBK.

BEER

AERTIREER

}

. RERIHARL S,
. EOERAREENRERAREASR

- ERETEERER , RITR ITEEERENEEEE. FEEENERTREENELEMER
H/REE,

- EREEHRFAETFUNRAEZN , BEBRHAFR.
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« #offline_accessEEHEZE OIDC {HRE, ENFENEEREMNNGER , SEERARREBES
FHEN K mMAEEFEREETRRSE.

HEZE

ST AT T B 5 0 B T R AR
P

B, HEETEBRUEN 0P W5 HBE

- BoRFBR , APRRES "HREF.
- A Chrome 3 Edge BIE25E4F

BAR , BESFTIEFREMETX AP B & 7 5
THERE : AEEREARRITER,
BRER  BRRCHRREREUEREHNEEESR

BroBREE  AFRRES " RER,

ATEERE : T H M VPN BB | #ia0 AWS Client VPN, Cisco AnyConnect 5 OpenVPN Connect,

BORTTHR - RETEME AL VPN BERER. IRENAELER  FELEDPHBRSLERRKEES
HA

AIRER A : 7£ Windows F & L |, AAF IR EEE 80 LEA HTTP #H/TIR4IF B, 8 TCP Ei#E
12 80 HIBH A A& R B AT By LE 32 %) SEE&E A o

fRRT R - BE Windows B A BRI R B H AR LR AT $HEEE 80 LM TCP , XFAE,
£ A Chrome = Edge BB 35 E4R

AT8E/RE : A Chrome = Edge BIEERE Web EARERNE , BTN ELHAT IPve RBEFEEHE,
FRIRF R - BiAE AWS X,

iR 75 P 5F 5O &%
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Windows
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1.0.1 macOS « Mac ¥t Apple Silicon 2025 F 2 A
. B « ¥ Intel B9 Mac 5 H
« B A i
. BBREERARAER 5 x64 1 Windows
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Verified Access &£ M4

MERZEM AWS RESEBEIEF. 558 AWS BF | BRI UZHRNERPONMERERE | L8
RATMERREHRBEBNFERMEE.

ZEMR AWS BB ARRE, AFEEEEREERRERNZEUENERPHLZEMN

- BIRNEEYE - AWS ESREE PHIT AWS RSN EBRE AWS Eig, AWS tAGIRMHATR
2FEANRKREE. HAWS 28D  FZARBAESEHIRNBRERMZLNERE. BET
238 A AWS Verified Access A RETE] , ES2BAWS SRETEIN REEE,

- BERNLEY - ENETECRAEER AWS iR, St /4EHEMEREZEES  SFEERNBE
., BTN ERNBERERFNER,

A XA BN T MR Verified Access RERARSEER, THEERBPMMERE
Verified Access AT E BN L2 EHEBREE, St 7 HEN{AFEHREHM AWS RIS R FH B S EE = MR E
Verified Access &R,

B &%

- Verified Access PV ERMRE

- Verified Access BN & 7 MIEIREE
- Verified Access & BT

- BEEIRPAEY

Verified Access PRI ERRE

AWS HESFERBEAR AWS Verified Access PRI ERHMRE ., MERATIR | AWS EEREH
TAE WEEERERE AWS Eif, FEEHBTHERSE LEERATNESE, fEEREE
FRfEA AWS BRIE MR LERBNERTK, WFEENEBAENFRES  BSSREREAEERM
EE. NEFRABNERMREBENMERENR , F2H AWS T2 MIEK LM AWS HEHNSEERA
GDPR #B&EE X E,

ERERREEYN , RARBEHRE AWS IRFE 2 AER , A AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) B2 EEBIERE, Mt—R , SECHEHASESRHETHK
HEKPABENRT,. RftEBRERATIANREER

- BERFHEERSEEZRRRE (MFA),
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
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https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AWS ERBHFR fEREEE
« £/ SSL/TLS & AWS BERBH. RMFEE TLS 1.2 WEHEMEA TLS 1.3,

- {5 SRE API MERAEEEIGCEE AWS CloudTrail, Z0EABRI{EA CloudTrail B MHEEEL AWS SEEIR
B , F2BAWS CloudTrail  fEAEER) FHIER CloudTrail B,

- £ AWS MEMRFR , URHEHPWFIETERZEES AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

- MRBE AWS BBGTHIREIN API FEH BEE FIPS 140-3 BN R Gm=ZEHE , FB5EH FIPS
w3, MERE FIPS M FIPS inENEZSMHEEN , 2B BIPEAREZE (FIPS) 140-3,

BRMEZIEBCBUTESEFNETEHA U SREZRNBRBEN , RMEERSEAKNNERN
F o BlINEBEAL. EEEEEMER Verified Access SE A AWS RIS FERERA. API AWS CLI
AWS SDKskf, BEEESIEEEANFTHUPEANTAERBITEARTESZE AR, MRE
RENEARREEN URL , BRMEZVERB N ERBLHZRMAREFZRN URL P EBERFEA.

S o Nz

Verified Access &6 Transport Layer Security (TLS) 1.2 SREHARA , BBBEERBEE MR RBKRE
A& E®3 Verified Access B FIEE ¥,

WA PR B2 T B R R

BB GREREFE , URHH VPC P EEERNEN. BRUEAELKERNGIRE |, 0T
REBEFIRMNEAERFE  REYEBREI BN FR. WFEFMAET  FSEDBENFIEE,

AWS Verified Access B REE £l %R

AWS Verified Access TARREEHA AWS HEEH KMS €8 IIZFEER ., EREERNBRERRER
TRER  EPRREREBRERFSENRERENEME, AR  HORCBEFSBRENES
FEHAERERNEZLEARER. TH R Verified Access HIAI{EA KMS £i8E TREE RN
FHEFMER.

B &

- BRFE|FEH KMS &8

- EAZBIER

« AWS Verified Access #{a]7E R ERRF AWS KMS

« }&H Verified Access FREFSELR
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https://aws.amazon.com/compliance/fips/

AWS BRBHER (&SR
- 87 Verified Access ERNEFZE S8

- AWS BRBEFERNEARR

- BRI £ AT AWS Verified Access

BT EIF KMS &8
AWS BN 8

Verified Access £/ KMS £ HEV BB ABBIER (Pll), FEREREEEER , BEEZBITR
R, BB, FHAAEKAWS FESRNMER. T8 , EFFEXNEMABHEREETMER , TR
ENZEERNER, WEFMEN , 28 (AWS Key Management Service BiZ A E5R/) 1
AWS BEEHN T8,

HALEELERALENZSZNEAMBEE | BEFUERY Verified Access ERIFEETFZE
iR, ERE AWS AN NBE SR LHEE_ENE.

Verified Access XEFRZEVNEENHBEFSESE K ERENERNF LFEE BN,
BH L EEEHEMND , R ITUTEL :

. BURMgESREE

. BRI MR AM REASTIRE
. BANERASHEE

- BRSBEEFERER

. B

C BYSWAE

. THSREMB

MEFZLEF , 52 AWS Key Management Service A BREFNESFZE SR,

(® Note

Verified Access £/ AWS BB S REBRARTENE K RERBEAS 2R BIER
T8, ERFERAEEFSESRE , BEL AWSKMS BA., NEEENFMAENR , F2
BAWS Key Management Service E1&,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://aws.amazon.com/kms/pricing/

AWS BB TFEL

ERAEER

18 A B & A

TREEFRHA Verified Access ERAMNEA T ZHBIER (PIl) , ARMBH N,

EREE AWS BRI &R 0%

Trust provider (user- 2 A
type)

ERAEENEEREESR
OIDC ;# , I Authoriza
tionEndpoint, UserIinfoEndpoi
nt, Clientld, ClientSecret

F  ELEEHEA Pl

Trust provider 2 A
(device-type)

HERNESEFRHETE
Tenantld , iEE#RA Pll,

Group policy 2A

EE I HIE K Verified Access
FHHHRRRM, SEREER
ARMAA, TEEEE PI,
MERAEBBNE FE bt
%,

Endpoint policy 2 A

EE N HIE X Verified Access
me AR, ISREFR
ERIFA, AREIE P, Bl
mEREBBNE B4t
s

EFBEEEWRMNE (ER)
E A

E A

E A

E A
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AWS Verified Access {AI1E FEAZF AWS KMS

BEENEEETIEEAESSESR.

ERBENFREFZELBINEM Verified Access EJREF , Verified Access BiE1B &% CreateGrant
ERE RRREEILITT AWS KMS, FIHIE T AWS KMS B F Verified Access FEURIRF R &
FESESBNEIE,

Verified Access BER T , THESEFSESHRAN T I AZIRE -
- BRZEREEE AWS KMS UERIMZNER &8 | MERARBZRENER,

« {#)% RetireGrant 583k E AWS KMS LAIBRE T,

B LA RERRBR FNEEE K SBRBREEEFSESBNTFIE, MRBIEREM , Verified Access
BELZFENEFZSESBNZNEMER , ESFEREZXERIRE,

FBH Verified Access FHEFSE L8

i3

& LAMEH AWS Management ConsoleZk AWS KMS APIs REVHBEFESE£Ml, FERE AWS
Key Management Service & ABIERPE L HBNZE SRS R,

SHRBRERHFEFZESRNFIVER, SAEFZELRBLEARE—BSREK , HPITERE
HULUEASBEREFEASINERN, EEVEFZESRE , TEESRBR., NEFHEEA ,
228 ( AWS Key Management Service BIZ A B3/8) FHESBBE,

& EfEE Verified Access EREAEFZETR , SMBERP L AR T AP HRE :

« kms:CreateGrant : MEEFZTELRMNEE., EFFEHBIEE KMS £8NWFHR , AFEIRET
BRI ERIRE, MEFHMER , 5528 ( AWS Key Management Service B A BERm) #
MR EE,

i€ A] & Verified Access #1117 TSI E4E :

- PPN GenerateDataKeyWithoutPlainText AELEMBENER SB/WNLFEE , HAERS
WA ARME,

- N Decrypt AEARBENMZER W RFEUINBENEEL
- RERAEE , LLAFT R ZE RetireGrant,
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https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-symmetric-cmk.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html

AWS ESEHEER (R
« kms:DescribeKey - IRt BEFZESWFMER , LLAFT Verified Access BRFE LI,

« kms:GenerateDataKey - AFFEREBEFEEASBRMFER,

« kms:Decrypt - RAFBRBFIRZMZENER S8,

AT R A AR Verified Access &8 BUERE .,

"Statement" : [
{
"Sid" : "Allow access to principals authorized to use Verified Access",
"Effect" : "Allow",
"Principal" : {
"AWS" o Mxm
.
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "verified-access.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {

"AWS"™ : M"arn:aws:iam::111122223333:roo0t"

BRENME 74
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https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

AWS ERBHFR &5
iy

"Action" : [
"kms:Describe*",
"kms:Get*",
"kms:List*",
"kms:RevokeGrant"

1,

"Resource" : "*"

}
]

MEFMEN , F2B ( AWS Key Management Service B3 AE15/) HMET SRR SR & 5
REBEE.

18 E Verified Access B RN EFSELS

BULEEEFZESR  ATHIERRHE-BME !

- ERFENFEEE
- BREGEHURR
- CBRENEREERMAE

EIRER BIUAELERE AWS Management Console , A A EEMMNE - BAERRFIIEER
FREER, EHBEDR , BENBFTNERE (#K) KEBAR , RAEWALEERN AWS KMS £
% D, BHAUEEIREERIFER RTHLLFEE AWS CLI,

(@ Note
MRARKHMMBREE EREMERNEFZSESREL  BELBFNERNHEREE,
FiB |, A LAEA AWS Management Console 2 RIEHEIR AWS CLI , AERFHNEFZ
ESMWERALE,

AWS BEFIMNMEZAR
MERABR—HEZANSHEY  ETas8RERNEtREEN. AWS KMS & A MR A

BENNCHRFEY , UXECRENNSE, ELENZERNERTFEIENBZARE , E8NER
A AWS KMS BEZMZNER, EERZRER , BUNBEEB R ETEHENNEAS,

AWS BREFEMNZEAR
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html
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AWS BRI FE EREES

Verified Access B AWS KMS ZBmZRETEAHRNMNBEAR  HP £
A , aws:verified-access:arnM{EA &R Amazon Resource Name (ARN), LA 2 Verified
Access ERNMEBRR

ERENFIREERHEE

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessTrustProviderId"

E R =N P EUEE

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessGroupId"

ERRE A FEURF

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessEndpointId"

EC IR AR £ 88 LLE 1T AWS Verified Access

ELREEESE KMS £488 AWS Verified Access BRIZEFERAE |, BRI LAER AWS CloudTrail 3
B Mt Verified Access BIERIFER AWS KMS,

T5& IR CreateGrant, RetireGrant, DescribeKey, Decrypt# AWS CloudTrail F9Z5
#fGenerateDataKey , FAFAES#E Verified Access FEIUEY KMS 1E , LEIEF ZE KMS £ %
MEFR :

CreateGrant

BELFEARESELBRMBERE | Verified Access R KRB E*CreateGranti®ER , UWiFE
B AWS IRF R £88, Verified Access BN FREZFZESBRMARBRBNERIEIEN.

THEHMNEFEHSECEHE CreateGrant B1IE :
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

AWS BRI FE EREES

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T16:27:12Z",
"mfaAuthenticated": "false"

iy
"invokedBy": "verified-access.amazonaws.com"
iy
"eventTime": "2023-09-11T16:41:427Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"operations": [
"Decrypt",
"RetireGrant",
"GenerateDataKey"
1,
"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae",
"constraints": {
"encryptionContextSubset": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-0e54f581e2e5c97a2"
}
},

"granteePrincipal": "verified-access.ca-central-1.amazonaws.com",
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"retiringPrincipal": "verified-access.ca-central-1.amazonaws.com"
1,
"responseElements": {

"grantId":

"e5a050fff9893balc43f83fddf61e5f9988f579beaadd6d4ad6dldfO7dfe048f",
"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-61lee87104dae"
.
"requestID": "@faaB837e-5c69-4189-9736-3957278e6444",
"eventID": "1b6dd8b8-cbee-4a83-9b9d-d95fa5f6fdag",
"readOnly": false,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

RetireGrant
Verified Access £ RetireGranti®fE , EMBREREBREF,
THMEGISESH 254 RetireGrant B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
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"accountId": "111122223333",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-09-11T16:42:33Z",
"mfaAuthenticated": "false"

iy
"invokedBy": "verified-access.amazonaws.com"
iy
"eventTime": "2023-09-11T16:47:537",
"eventSource": "kms.amazonaws.com",
"eventName": "RetireGrant",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": null,
"responseElements": {

"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-61ee87104dae"

iy
"additionalEventData": {
"grantId":
"b35e66f9bacb266cec214fcaa353c9cf750785e28773e61babf434d8c5¢c7632fF"
iy

"requestID": "7d4a31c2-d426-434b-8f86-336532a70462",
"eventID": "17edc343-f25b-43d4-bbff-150d8fff4cf8",
"readOnly": false,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-61lee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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Decrypt
Verified Access MM DecryptiR{E , UEARTFHNEERSBREINENER,

THNSEFSHE5EHE Decrypt B1E -

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:33Z",
"mfaAuthenticated": "false"

},
"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T17:47:05Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",
"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e",
"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-00f20ase455e9340f"
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"aws-crypto-public-key": "AkK+vilW/
acBKv70R8p2DeUrA8EgpTffSrjBgNucODUBYhyZ3h1MuYYJIz9x7CwQWZw=="
}
.
"responseElements": null,
"requestID": "2e920fd3-f2f6-41b2-a5e7-2c2cb6f853a9",
"eventID": "3329e@a3-bcfb-44cf-9813-8106d6eee31d",
"readOnly": true,
"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DescribeKey

Verified Access £/ DescribeKeyR{ERBEHE RMHEEBHNEFZESRMEREFERNIEFSME
E

THHNEFISEMHE5Cek DescribekKey B :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
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},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-09-11T17:19:33Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T17:46:48Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:ca-

central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"

},

"responseElements": null,

"requestID": "5b127082-6691-48fa-bfb0-4d40e1503636",
"eventID": "ffcfc2bb-f94b-4c00-b6fb-feac77daff2a",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"

GenerateDataKey

THMEFIEHECH GenerateDataKey B1E :

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:337",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T17:46:49Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-00f20as4e455e9340f",
"aws-crypto-public-key": "A/ATGxaYatPUlOtM+1/mfDndkzHUmX5Hav+29I1Im
+JRBKFuXf24ulztm0IsqFQliw==""
I
"numberOfBytes": 32,
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
I
"responseElements": null,
"requestID": "06535808-7cce-4ael-ab40-e3afbf158a43",
"eventID": "1lce79601-5a5e-412c-90b3-978925036526",
"readOnly": true,
"resources": [

{
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"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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Organizations  FA&EERM) PHERZEHIBEE (RCPs).

o TERERER - TEBRBER—EERESK , fUUEEBREEANARNELACRBS A
ENERIERER  MASBEE, MELELERBNTITEREAERACH S BBRMIE
PEERBURMIRRE, FrAtL A SIRBEEREBR., MEEERETHNHREENEBEEXAT. NEFH
HEF , FESE IAM EREEEFHN TERBREK,

ZRBREE

HEZERRERERIFRE  HEREANAUSEREM. EMBLIER, BT HMNMTAWS £
BRE[MHRRBHEGRERBANER , F20 (AM £REER) PHECRMLES.

Verified Access H{aEd IAM &8 &

E&HEH IAM B2 Verified Access INEEVEZ 8 |, FB 5T T BEMBLE IAM IhEEn] B2 Verified Access &L
5,
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AWS BRI FE EREES

Bl REFRXE
B BEE s
R &
BB 2
BRER £
26 3iw TIE 2
ACL &
ABAC (B () 4K 04
iRk ]
EREFT 2
RigAE =
REEEAS 2

=E2MH 7 #& Verified Access FE M AWS BRI INMIEE K Z & IAM ThaeE LA |, 728 (AWS IAM
FHAEEE) PHE IAM BEEAN R,

Verified Access Y 5 0 BUBUR
TESHEBEK 2

SO BBERRALMME S (Hla0 IAM ERE, EREFHERAE) K JSON FFAIBERXSF, ELEHK
RS 7 EMERG TRREBLEFRATHBLEDE, NFTHROMEYSSBEEK , F26H (AM
EAEER) PHEEBEFEREBREZ B IAM A,

£/ IAM S5 BEBER |, BUNEEAARIEBNBENER , UREMERG T LAAREEBIME. &
BLEESGPEERPEETR  RASEERAZEENERAERNAC, NME T HEE JSON BERPE
RWFrETE , F2H (AM EREEE) T8 IAM JSON BEETES £,

Verified Access B & 7 Y B SR &3 45
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AWS BRI FE EREES

= EMR Verified Access § 0 BLBUREE I , 552 B Verified Access B 5 7 B BUR &,

Verified Access FHERBBUR
TEERERXK : &

EREBERZMMEIERA JSON BRX . EREBENEEREHIZ IAM ABEEBEN
Amazon S3 EEEBEBX., EXEEREBRNEES , REEEETUFERACHREHEISEER
WEEER. SRNBENER , R EREEN TR ILEZERATHNEEUAREMERET
BITHEME, EXBEEEREBRPIEETE. ZXATUEERE, AL, AG., BEG2ERE
=; AWS R,

NEBABRFEFIRE  SUUEEEHMIRFANAIRFSE IAM B, MABREBRNER.
MEERFEIREEREEE , ARBYGERAN —¥, EZEXANERURTEMLER AWS ik
F ., EERFHH IAM EEESHAARTERAER (E£REIAR ) FRERNT. HEBKH
DEPBGREEIERRREFT, T8 , IREREBRXREAMERFINEBRTFER , ERMTE
BENANBESEBR, NEFHEENR  F28 (AM E£AEERE) 8 1AM FHRIES EIRFE.

Verified Access RIBUK B E
TEHREHE:: 2

EEEWLUER AWS JSON BERRIEEH T UAFRAR, 2R , BMEZEEMCERS T UM
EEREITHL B F,

JSON BURHY Action TERHERE T ARAFFRIEBBRPEFINEF, BERBFEY EREERER
Bf AWS API REMERBNER. B —LFIIMNRR , AIAURBHERFE AP BENERFFIEBE, E L&
ERERFZBRTNZEEE. ELBANBFERABKEIF,

BREERABERE TUTHBBBENFTT.

FEERCRIFNDENFE , F2H (RBERESE) W Amazon EC2 EER B F.

Verified Access RRIBRBIFERFZRIEA THIFE :

ec2

EREE-RAXTIEESEEE ,

BT
H
[k
s
S
&
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AWS BRI FE EREES

"Action": [
"ec2:actionl",
"ec2:action2"

& EM1R Verified Access B0 B BRI |, 552 Verified Access 1 5 2 B BUER & I,

Verified Access HIBUR &R
TEBXRER: 2

ERE A LMER AWS JSON BURRIEEH AU ERMAR, WHEHR , BHMEERE T BERET oAt
EEREITH LB F,

Resource JSON BERTEZTEEEEABENYH. MR X4 EE S Resource 5 NotResource
TE, REEEEFEAH Amazon Resource Name (ARN) RIEEER, St EREERER
HEME (BAERBRFT ) REEM.

HRAXEERERFTAINEE (PS5 HRE) , FEABRAFER () RRTEEXERARAEER.

"Resource'": "*"

HEEF Verified Access EREE K H ARNs |, 752 H (RBERESE) B Amazon EC2 EENE
R BETHRENUFEAMLEEREEESEERN ARN , 5528 Amazon EC2 EEMEIE,

& ER1R Verified Access B0 BBUERIEE I , 552 B0 Verified Access B B 0 B B R & 4,
Verified Access FY IR R4 3 5| 88

XERBBREBRRGHSER 2

EEEWLUER AWS JSON BERRIFEEH T UAFIAR, tWEl2R , BMEEBE A BEEA T o AH
& REITH LB F,

Condition jt# (8 Condition E#R) AIRGIEEERAXE MR, Condition TERERAE
B, BUUBNFEAREEE FNREEER (FINERT/IR) , REHWBEPWHERENERPHE,
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AWS BRI FE EREES

BEERRKXFIEESZME Condition THE , EEE — Condition TEPEESERGIE , AWS
SEREE AND BRIFFTMAMt. WRERE—IRUHRCIBEEZEE , SERABBORRE AWS 514
Rtt. LEANEMARGE , TEREBRBXVFT T,

BHUUERRERGEERAESVESE, fln , BuREFHAEERE IAM FHERBIERE
BERERNHFITRTEZ IAMEAE, MEEZENR , BF2E IAM ERAEERTN IAM BELE . &
BANER,

AWS X E2EFASRANBBBENRG SR, BEEEME AWS 2ERGRSIR |, F26H (AM
ERERRE) FHAWS 2EFEEREREIE,

HEREE Verified Access R TMFE , F2E (RBRESE) P Amazon EC2 IR ER, &
ETRETUBEBEENERER KGR , 528 Amazon EC2 EEREIE,

ZEM1R Verified Access B0 B BERHEE ] |, 552 B Verified Access 1 5 2 B BUER & 41

Verified Access ACLs
TEACL: B

FEUZFIEE (ACL) ATEFIBL X RFKE, FRAERNAG) HAFIEERERNFFT. ACL EHR
BEREBER , BEMAEA JSON BERXAHER,

ABAC Ed Verified Access
¥ # ABAC (BERAWER) : o

BHRFEUES] (ABAC) 2 —EREXRE , TREBMERERTT. £ P AWS , BLBUHBAER.
FU U EEREES IAMER (FAEIAE ) N2 AWS B, AERNERM EZERRE ABAC
ME—H, BEEERF ABAC X , AFEIRNERRAEEA TN EREBATRERE,

ABAC AR RMENRIZTHEREE , WRRERKREELESRERFREHATG,

MERBERIZEFIER , B5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R#R5|8 , EEBRNWEETES , REHEBEA.

MRBHEXESEEREEN B =ERG SR ABEZBBEMS , EA Yes, IRBHEIBERLE
REEN =@ k4 iR , RIEA Partial.

M ABAC WRHART , HHH (AM AR FHEA ABAC BREEHT. NEEHEHER
7 ABAC SBNHBRE , H58 1AM (A IR 0 AL FIU2H (ABAC).
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html

AWS BRI FE EREES

BB Verified Access fE A BRIEZE A E R
TERREE 2

ERERRSEAENEAR , BL AWS R EREF, NEFEEF , SEWLE AWS &% £
RIEEAER , F2H8 (AWS R#% IAM EAERERE) PHRER IAM B .

MR E AWS Management Console ERAEREBZBNBBUANEMEEZEA |, IEEAERZEA
BR, flm , ERAWS FRHATRINE—FA (SSO) EEFR B , XEFSEHDELHRIFEAER,
BERUFEREEPBEATES , RARRACLK  t2EHEIKRIRER. NEVRACHNFMENR ,
w28 (AM EFREER) PRREHAETRE IAM A6 (E2E).

BRI LAER AWS CLI 5 AWS API FEIEVRREAER, R, B UFERAELEEREAERRE
BAWS, AWS ZEZLBREELRIFEAELEL K MARFEARPENEE, WEFMEN , BF2HE
IAM R E R 2 BE.

Verified Access Y ¥ IR 75 3 88 55 1]
TEESZFIIERER (FAS): 2

EHRER IAM ERERAGE PRTHER AWS , CERAAETA. FARLRYE K LTEE
SATREEE  ETEFRRSPRE S —EEE. FAS ERFY WETANTAWS RE , &4 &
R TR AWS BRI REER, RAEREEITEEL M AWS RS X EREBT SEERNE
R, TRIEH FAS BR. HUERT , AXALEHTEREDENT T, WERH FAS FHREMN
BEHMEY , FSRERENTERE.

Verified Access M IRIE A&

XERBAE . &

R AERRBEEN IAM AE , AIREHTER, IAM EES UK IAM RE, SRR
A, MEFEES  F2H (AM EREER) PRV A G UEIRET A #is AWS R,

Verified Access RIS EE A E

XERBELAE : 2

BREEACRERE H—ERBAE AWS . BB TUBERREATHENAS, BER
ABBHLRELYN F AWS IBF | WABBHEE, AV ERETLRE , BT LABEEERA SN
S

WMFEEVUREE Verified Access RBERFABNFMES , F2H CARBERASETREFI
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Verified Access BY & 25 B B SR & 45

BRIFTER  FRAENAGKREEI RSN Verified Access ERMIEFT, It EEER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5 AWS AP| R# TR, BEEHF
FEAEHEHMEERMTEENTT , IAMEESTLUERY IAM BE., A% , EEETLE IAM K
RNMBEAC , CREERRBRTELAE,

WET MR AL JSSON BURX M2 IAM S5 RBR |, F2H (AM EAEERE) PHE
M IAM BUER (E2B),

WMEBE Verified Access ERNBENEREENFMEN , SESEEFREEMN ARNs B |
B (R EESE) i Amazon EC2 HWEN{E, BRFRHTFER.

T
r

e

- BRBEE®

- B3I Verified Access #1T1E B AV BUE
- RAAEAEREMMBCHETT

HERREEK

BOoRABRRESYEEIRFINEBAERBAUEN, ZHEMBR Verified Access EiR. ELE)ER
BESELN AWS IRFEAER, EREIRFRES »HBUERE |, BEBTHEAREREE .

- FIEER AWS SEBRRAE BRI RKEERTT - EERBRFITRTENCERAENTEER , FEH
BT R TS EREARGN AWS REBK. ©MTELN REMH AWS IRF, RAIZRLEESR
BREREARI AWS WEFZERXR , ME-FRLH . WFESEA , F2H IAM EAERE
PR AWS ZERRSEBBAENAWS ZEBXK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &
UERERERG T AIUHBEERRINEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETH IAM PR BERAFF,

« A IAM BER PR EG 1 — S REIFEE - SO LUSHREFIEEBER |, UREIEEMERNEE.
Bl | WAILARBEBERRG , EEXEMER SSL BEFER R, MREBSZE Sl FHRKEE1E
AWS RFS |, &t o] LAGE B R4 3R 1% F E 12 EU AWS CloudFormation., INEFFMHER |, 5526 1AM
FAEEETH IAM JSON BETE : Fé.

M IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE EE&4E — IAM Access Analyzer B
BHBERMBBEBEE , BERELBERER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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AWS BRI FE EREES

Analyzer 121t 100 ZIEBIRRERVETITHER , UHBERELXLBERANBR, NEFHAE
#A , B2E (AM EAEER) FHFEA IAM Access Analyzer B 78 BUE

- EEZEETRRE (MFA) - IRENRFIFE IAM FRHES PWRFERE AWS IRF |, FEBRK
MFA BIRE & &M, MEEFU AP RERTER MFA |, & MFA REFTEEEBE, W
EFHMEN , B2 (AM EAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntml|# §V3EiB MFA B9 &£ API 7FEL

WFE IAM HREBHAVERE

%II

, B2 IAM EREEREYN IAM Z£REEX,
37 Verified Access #{TEENBE

EEREY Verified Access TR |, IAM TREERHANRENFTEEH IAM BEK,

{
"Effect": "Allow",
"Action": "verified-access:AllowVerifiedAccess",
"Resource": "*"

}

® Note

verified-access:AllowVerifiedAccess RERBIENES APl, EXAXEELR. 8
RIGH LB BITRHE, 7£ ec2:CreateVerifiedAccessInstance APl BiE EEREIR. &
B GengE,

#37 Verified Access S1TEIBANEHIER, EMEHAH | 123456789012 2 AWS tRESRHE , ™
us-east-12 AWS [EiF,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVerifiedAccessInstance",
"Resource": "arn:aws:ec2:us-east-1:123456789012:verified-access-
instance/*"
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},

{
"Effect": "Allow",
"Action": "verified-access:AllowVerifiedAccess",
"Resource": "*"

}

REFFERAERAMMAECHFT

WESE REMMEIBEER , AFF IAM FEREREKMMEMBAEAESINARREZEBRR, WX
SeEEEAHFEH H AWS CLI AWS APl URRRERET AR TR BENF T,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1)
"Resource": ["arn:aws:iam::*:user/${aws:username}"]
b
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
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"Resource": "*"

HERBEINE 2 MEEUETHEZE
AL TEAR GBS EFIE EFE A Verified Access M IAM BFAIEEB RN & R RERE,

RERE

o R Verified Access P HIITEIME

o RAEEBHIT iam:PassRole HIIZ#E

« REE R LA AE AWS 1RF FEFHA Verified Access ER

R Verified Access REITENE
MREBWRERS | SHEREBRESTHE , EHOBERSEER , REFEHITHE,

TH&EHIsER G Emateojackson IAM EAEERAERAEEARE —BERE my-example-widget
BERNFFEER , BAVEER ec2:GetWidget FFRAIRFRAE,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ec2:GetlWidget on resource: my-example-widget

FEHERT , HAEEH mateojackson FHEMNBE , AFFEA ec2:GetWidget BYEFE my -
example-widget BiR,

MREEEHE , FHEEN AWS EEE, ZNEEERMUENEZRE.

FAREBH 1T iam:PassRole HI R

MRBWBNEEEE |, FHEEREHIT iam: PassRoleEE , BHBERSEEN , UAHFEEACEER
Verified Access,

BE AWS B IRESREACEEGERE A MARBUFNEBXALIRBEEAER, NFEH
THER B4 AR ACEEEZRBIFT .

EEA B IAMmarymajor EAEEHMEA R A E Verified Access FEITTENIER , R4 T HIEHI
R, B , BHEBRBEEEFEREAERTFNFFT, Mary REKACEEEXRENFTT.
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEBERT , Mary WKL BES , AFFME1T iam: PassRole Bk,
MREBEEWHE , BREEN AWS EEE, FHNEEBEEREBENEERE.
REEARHF DA AE AWS IRF FEUFER Verified Access BIR

BRLEY—EAE  BEHMIRFHNERERERBABHASTFIENER, S UIEEE R
EEEMHDEZAR, HUXEERERNBERNFIUERIBE (ACL) IR , &R LUEA BL R
KRBT AEBFRENE RN,

WMEFEE-FTH K F2EUATRE

- HE T Verified Access 2B XEELINEE , 552 B Verified Access I{AEE IAM #EEEA,

- FETHRNMUREEHES AWS IRF NWERTFEHE , 528 (AM £AEER) FNELES AWS
RE NS —E A IAM FAEREFEIE.

- EETHRIMAKERNEREREHEE=S AWSIRF |, 528 (AM FAEER) P SEFEUER
HIEE =4 AWS IRF #H.

- METHIMEBMES D RMUEFIE  BFSHE IAM EAEEEFNBFIERHEENDETS
PEHRENERAE BE5 D).

- METHEAASCNEREBRETEIRFTRZENZR 28 (AM FAEER) 8 IAM
PSR P &EIRFE.

£ F R E fs A TR T HY

AWS Verified Access £/ IAM fRIEEFZ AR | EREFEELZE AWS REH IAM A6EHR, Verified
Access W RIS EFE A B E A Verified Access ©& , W B EZRIE AWS R REREFILEM FrEM
AT,

RBELEACEREEZMRTE Verified Access , RABBAXFEHIESLENEFT, Verified
Access BEZHBRKERLACWET , RIESHEEE , BRIRE Verified Access TJLIETEHAR®, E
ENFSEEEHEMETEEE , MBI BERELEZEITMEM IAM B8,

Verified Access MY IRFSERE B @ FF A

Verified Access 5 & & AWSServiceRoleForVPCVerifiedAccess RIS ERZAE , EEREF PR
FRREFIENER,

ERRBERAR 5
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AWSServiceRoleForVPCVerifiedAccess FRIGERE A REETIIREBEZAE

» verified-access.amazonaws.com

% & AWSVPCVerifiedAccessServiceRolePolicy B & &5 Al BUR /o 5T Verified Access $IiEEMNEIRT
B T 5IEE -

- BIFE FRBRNZEEEURES EBNFEMRKNHec2: CreateNetworkInterface#1TEIE

VerifiedAccessManaged=true
- BIYRFEMKNHec2:CreateTagsHWENE
- B EBFEMK N HEec2:DeleteNetworkInterface R ENE

VerifiedAccessManaged=true

- B EBNFELBENFTEMENHec2: ModifyNetworkInterfaceAttribute By EiE

VerifiedAccessManaged=true

A LAE AWS ZEBRSEREPRELBERETT ;
AWSVPCVerifiedAccessServiceRolePolicy,

2
W
&

BAARERNT , IAM ER (NERE. BERAR) T TEY., REIMBRRBEESE, WEFH
&, F2H IAM EREEEPHREESES B .

ByCHREFHNRBEEASD

BAEEFHET —EARKELAE, EEE AWS Management Console, AWS CLIZR API FFERY
CreateVerifiedAccessEndpoint B AWS | Verified Access 85BN R EF AT,

EEMRILBEEEAR  2RTEFREY , EULERFHEAEREFEFEILAR, EEBX
’E0Y CreateVerifiedAccessEndpoint B | Verified Access @B X BRI REEZEA G,

mECREFINREEEAS

Verified Access At 5F 84w &8 AWSServiceRoleForVPCVerifiedAccess RIS EfE AR, RAESEE
RURSSEZRBELLEE  FUESELIEEVACCAEFACEE. AWM , BuFEH IAM RiFE
AGHER, NEFMENR B #20 (AM EAERERE) PNHEERKELSACER
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVPCVerifiedAccessServiceRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_update-service-linked-role.html#edit-service-linked-role-iam-console

AWS BRI FE EREES

MEREREFHNEREEAE

BT EEFE)MIER AWSServiceRoleForVPCVerifiedAccess &2, & E AWS Management
Console, AWS CLI={ API /Y DeleteVerifiedAccessEndpoint B AWS |, Verified Access & 51&
BERERLMBRREEEAER,

£/ IAM FERREEESAE

/A IAM E# & AWS CLI, = AWS API &M% AWSServiceRoleForVPCVerifiedAccess BRIGE &S
A, MEFMER  F2H (AM FREEE) FHRBRREEEAE,

Verified Access RIS EZ AR EN EiF

Verified Access X BEFMMEBRERE AWS EiF 1 FEARBKEZE/E, WEFHMAENR , F2EAWS
[ 33 B s B,

AWS Verified Access ) SEBHE

AWS SEBREH AWS AWS SERREYNEENBYBESEAT S EARGIRMST , WESR
ALARBRRFAERIGERE, HENAE,

aclE , AWS REBRTRIAERTFRECARFNSFERRETT , HAELFFAIAIHAE AWS &
FEA. BMEREERCARFIEBNEFEERR , MEE-SRDFFA,

BEFEETE AWS SEREPESNHT, R AWS B3 AWS SEHRERPESWNGTT , IEHaSE
SRREENFIETEEY (FHAE. BANAR ), EFNN BBEFHN AP BETHEE RIEER
B, AWS BB RTAEE#HT AWS BR#E AWS ZEBUR,

MEFHMES , F2E (AM EREER) P AWS ZEBR.

AWS ZE B : AWSVPCVerifiedAccessServiceRolePolicy

LR EETREEZ AR , AFF Verified Access RREBHTEIE, MFEFF

HEF  BF2REEARKEEAC, EERGHBERNETR , 890k FEF
AWSVPCVerifiedAccessServiceRolePolicy AWS Management Console , B A[LA7E S EH KRS EER
R #E AWSVPCVerifiedAccessServiceRolePolicy BlZ. AWS

AWS ZEBRNEREBEFIEH

B8 B RIS HHE LB B LUK | Verified Access AWS SEBREHFNFHET . NELHERS
BN HEIREE |, 55T Verified Access Document B8 EE LM RSS B E,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html#id_roles_manage_delete_slr
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSVPCVerifiedAccessServiceRolePolicy
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVPCVerifiedAccessServiceRolePolicy.html

AWS BRI FE

ERAEER

g2E

AWSVPCVerifiedAcce
ssServiceRolePolicy - B E#t
BUE

AWSVPCVerifiedAcce
ssServiceRolePolicy - B E#t
B

AWSVPCVerifiedAcce
ssServiceRolePolicy - ¥ B

Verified Access T B4 18 it &

E

DU

Verified Access CEEHESE
B, A "sid" ML TRE
BEN R,

Verified Access EEMHZ
BHR , BLeBHEAE RN
£ ec2:CreateNetworkI
nterface &,

Verified Access #7118 7 £ HY I
B AHFCELIREDHREE
A REFIENEIR.

Verified Access B BAIBMEEH
AWS SEBEXENEE,

Verified Access B4 1R ER 3%

AWS Verified Access TR EA X EHIPEARIBIZZEE (FIPS) &R, NMEACREBFH

HEHMEAMEME |, FH1E Verified Access 1Y FIPS &3,

BETH RS AWS B ERESE

B

202311 A 17 H

2023 5 A 31 H

2022 £11 A 29 H

2022 £11 A 29 H

SN

axX &

FIPS &%

ATEMEER  F2EAWS B SREHEANRRBEFER

BN EHETE. MFE-—MREA , F2 B AWS Compliance Programs,

BRI LAEA TEE=HFEKI|ME AWS Artifact, WMFEFMER , F2EE P THIHRE AWS Artifact,

£ FNEREME AWS B BURRERNBRE, SRANEGRERE  UREANEENER.

AWS R TIIERUBEIER

« REEREGE - EEMRSREFEEANRNRTERZE  YRHUHHTEREHESRIIENSE,

- HIPAA £ R#E2E - 5IH HIPAA &1 R¥E. XIEFTE AWS R HMAS HIPAA B,

- AWS £ ER - WITEFMANEMMNES TR EAR SN EENVLE,
- AWSEFEHEN - BEBAANAETHRARNSEAERE, AEERERARE WREEXK , AWS
R AAIEMMA EBE S ERBNL LTS ( BEEAREENMLMHAZEMN (NIST), XFFEXZRZS
EEEEE (PCl) MEREELAER (1SO)).
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf

AWS BRI FE EREES

« AWS Config BiZ% A BER P MY £ A5 BIFHE E R - AWS Config RS A EREEFEAIE
%, EEEAFERNEE,

« AWS Security Hub — & AWS fR# Al AL ERBH P L £ AREE AWS, Security Hub El L&
#l , TFHMEEN AWS BRI BELNEHRER/EEHTELLEREENSEER. UEXXENRK
MIHEE | 528 "Security Hub ##12% , ,

« Amazon GuardDuty - EA[ZEBERENRESTEURMEZEE , R AWS R ER¥E AWS
RE, THEEH, RENERNEBERE, GuardDuty TRERESHRBIIAENARERNE
R, LU BY &R FE PCI DSS S8 ETREN AR ER,

« AWS Audit Manager — & AWS AR# Al B 5E &% AWS AR , UL EEEREBI AR , 2
REEERMEERENFN,

B AP RYSE M
AWS £IRERFIERL AWS B I TABSAERRE, AWS B B2 ARBRUAREY

THESD , ELEHRELE. SHEENSERRBMER, ZBTHRES , SRR ENE
RAEXANERE  ETRAES BEBREBEMASRETE., TRESNTAL, FEEINERERE
e, IRE-HSEERPONERERREES.

WFE AWS B M TAESNFEES  F2RAWS £ IRERRE,

BT AWS £ BRERBEZE 2 S |, Verified Access IBRRME T HIThaE , UiHBIZELN ST AMEER,
ZEFHERUABERS AN

ECBVAETEREEREFIGRME , S SE R ERRE Y EH, Rk EEHN=E
FTRESCABRTENTRAELS. EBEBSEFRER , S UERSETHRSRERS TR,
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
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BEs AWS Verified Access

B RHENTEYE., TRAMEMYRENEELS AWS Verified Accesse AWS 12T 5|5 T B3RES
& Verified Access, TERAERFHRY , WiBRFRINE BEE -

- FRNHF - HNENEREXFERVFMAENR, MEFMHEHR , 552 Bthe section called “EaFEFHL
S

« AWS CloudTrail — #8EL APl FEIUAH A REH B HOMEEEH , AWSIRFE YA RFERRINE
BIETER Amazon S3 REETEE. BRI LEARIFILAEREFIRE AWS, ETHFUARIR IP it |
IR IR R, INEFFMER , 552 Bthe section called “CloudTrail B,

BREFHHER

AWS Verified Access FHEBEENGERE , c2RKFMEENER. EELELEEEARERE
Y, iR REC RSB MEKTER. Verified Access X BRI BBR L 2B #1424 (OCSF)
SRR,

EEMAEE  CEERTEEXAGZNEN, ARRECHEENHN IAM TREEEHRE
A, FREEEEE, SECHEENMATEN IAM A& BREFIGEFTERTESE, Verified
Access X EZRMENMBFN T BN :

« Amazon CloudWatch Logs H 56848
« Amazon S3 fEFETE

« Amazon Data Firehose X4 & 7

B &%

- ERFENFEGECHMRA

- BREBFEGECHEETT

- RASEFERERBFRAER

- BASR{EA Verified Access Trust RE

- Verified Access BJ OCSF 0.1 ik B 55 &4l

- Verified Access 9 OCSF 1.0.0-rc.2 i A &%l
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E B3 1Y 7 BN G 8k il A

RIBTER: , RE TN HRAALEAEMBRLEERBIBIRSEE (OCSF) 0.1 k. MFEMEMA 0.1 lRAVE
BB , 5528 Verified Access BJ OCSF 0.1 hx B 55 & 4,

BHHIECEEMRAEE OCSF 1.0.0-rc.2 lRAEE ., MELEBIHIANWGEMEN , 5528 OCSF &EHEiR, m
EEA 1.0.0-rc.2 IRMEHIB S , F2E Verified Access B OCSF 1.0.0-rc.2 hix B 5514,

AR, MRBRIBFIUREER TCP BAME , AIEEMER OCSF 0.1 kx.
£ E 12 B AR FC s A

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &

EEEERT , EEREFIEITHEE.

BEUEE M Verified Access #1TERE.

£ Verified Access #I{T{ERE R IFMARRRS|IEE L | BIFE N Verified Access 31T B 5iC sk AHRE,
T #H B FEMA TR B E A ocsf-1.0.0-rc.2,

BEEUCRENFIHTERHKER,

2

5/ FHakFCSKhRAS AWS CLI

5 A modify-verified-access-instance-logging-configuration 5%

B IF NGO 8RAT AI

AR ERFBENHEN IAM TREFZEGHENT , TREFENR, UATHHRERSELCEKEWHbAT
%E’JECF—Io

o

ER{FE CloudWatch Logs :

« ec2:ModifyVerifiedAccessInstanceLoggingConfiguration £ Verified Access #11T{E 8
i

* logs:CreatelLogDelivery, logs:DeletelLogDelivery, logs:ListlLogDeliveries,
logs:GetLogDeliveryM ZEFIE &R logs:UpdatelLogDelivery k£

« logs:DescribelLogGroups B Wit AFE&F#H1ogs : PutResourcePolicy by
logs:DescribeResourcePolicies, A
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https://schema.ocsf.io/1.0.0-rc.2/classes/access_activity
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html

AWS BRI FE EREES

R {+ZE Amazon S3 K :
+ ec2:ModifyVerifiedAccessInstanceLoggingConfiguration 7 Verified Access #I1T1EE&
s

* logs:CreatelLogDelivery, logs:DeletelLogDelivery, logs:ListlLogDeliveries.
logs:GetLogDelivery Ml B &Rlogs:UpdateLogDelivery £

« s3:GetBucketPolicy M U/ B Wit FEs3: PutBucketPolicyfg

XA+ ZE Firehose B :

+ ec2:ModifyVerifiedAccessInstancelLoggingConfiguration 7 Verified Access ¥ 1T {E &
i

« firehose:TagDeliveryStream EFIEER L

« iam:CreateServicelinkedRole EFFEER L

* logs:CreatelLogDelivery, logs:DeletelLogDelivery, logs:ListlLogDeliveries,
logs:GetLogDelivery# B &Rlogs:UpdateLogDelivery t

RASFEAEREFIRBR

ETUEARETWRFRBAAEALSE. LERAREN CEEREEMEARNE N, AR
RERGAGLY AM ERBEEERERT  TRENEE. SEREENLTBN AM HFTTE
REEREEHTRETEE,

B &
- BAEWHR
- FRAEWAR

R A 17 EY H 58
BABREEFMAR

1. £ https://console.aws.amazon.com/vpc/ BBl Amazon VPC £#4&,

2. EEEERT  EEREFIRETER.

3. IEH Verified Access 1T {EEE,

4. 1 Verified Access #F{TEIBBREHRER LRSI FER L |, EIFIEX Verified Access #1TEREHAERE,
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https://console.aws.amazon.com/vpc/

AWS BRI FE EREES

5. (ER) AEEARTESREERHUEEENEEER , FHTTHEE

a. WREHFHAFRATR K FEFEB ocsf-1.0.0-rc.2,
b. BEGLESEEAR.
6. HITUTEE—E:

- BB E Amazon CloudWatch Logs. iZ1E B #ith H 568 4H,
BRI ZE Amazon S3., WA BWibRETFIRNERE. HEENFTE.
RS+ E Firehose., 1#E#E BB,

7. EEBSNERINFIHITERIEER,

5 A EEmFEEEAF AWS CLI

£ A modify-verified-access-instance-logging-configuration 5o

BRAERAR

O] LABERF = A Verified Access BI{TEIBBHNFEN A, ERAEMAFZR , FNAFERNSRBER
HBFENtH  EIEMERAL,

FHERBEFIAR

1. ¥ https://console.aws.amazon.com/vpc/ B Amazon VPC £# &,

ESEERYD , ZEERIFIHITER,

iZEY Verified Access #1T1EEE,

£ Verified Access #I{TEBB R HFARBRS|EH L |, BIFE N Verified Access 1T {E L8k AHRE,
EBRA B3 A,

EE BN EEENFIETERGC&ERE,

o g K~ W DN

5 FRERBFEIAF AWS CLI

5 A modify-verified-access-instance-logging-configuration 5%

o

B =& A Verified Access Trust AR

RENETRHEEEEZNEEABTTLUREM A , LLEEE Verified Access HiEH . EEEENR
FREEEREREANBREEEER. RAETEARZE , BIAE data BT EFEFRIESHE
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html

AWS BRI FE EREES

KRB, WREAFERES, data MUEHRA null, EERTECRIJFRUAERFPETEEEAS ,
AT NARER,

(® Note

EIEH Verified Access HiEF B EEEAREEARERFTWESERA ocsf-1.0.0-
rc.2. FIEBFEBREZCBAREIIEE. METE true , 5820 BMAFEHFGUNETER
Fo

B s
- BRAGERRE
- FREEARE

BMAGEEARAR
FRA XA Verified Access BERFESEEERE

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

ESEERYD , ZEERIFIHITER,

BELGEEM Verified Access H{T{EEE,

£ Verified Access #I{TERBRCHFARBRSZEH L |, BIFIE U Verified Access 1T E B L8k AHRE,
e E# B RS RA TR B E FEE ocsf-1.0.0-rc.2,

FAREsEERE

BEENERIFNFIBTERKCEER,

N o g B~ w0 DN =

£/ 1£ Verified Access BSHEEEERZA AWS CLI

£ A modify-verified-access-instance-logging-configuration 4%
FREERA

NREFBBEAFPIEEERE , BAUBIT T IEFREREERE

ERATRARREERAHIBRELANE

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html
https://console.aws.amazon.com/vpc/

AWS BRBHER (&SR
2. EEEERYT  EEREFIETER.

BELUEE M Verified Access H1TEE.

£ Verified Access #I{TEBBRCHKAERE|IZEE L |, BIBIEN Verified Access H1TE BB $RAHRE,
ERasEERE.

EEEUERIFNFIBTERKCEER,

2

£/ HERBFMAFFBREETAR AWS CLI
5 A modify-verified-access-instance-logging-configuration &5

Verified Access B9 OCSF 0.1 hx B 5 &1 51
BUF 2488 OCSF 0.1 kRt &4 B 55,

(o]

kY]]

- £/ OIDC FFH1EFH

£/ OIDC M JAMF % F i FEUE

/8 OIDC #1 CrowdStrike 1% F ) Z B
HAERS Cookie MIEB1FEN
BURIE A 7

RAWBEFHER

£/ OIDC EFHF
ELEP AFEE S  REFMAELA OIDC FAEFERMAEFIIRY,

{
"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
},
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html

AWS BRI FE EREES

"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
I
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},

"http_response": {
"code": 200

I

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
}
I
"message": "",

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",

"logged_time": 1668580281337,
"version": "0.1",
"product": {
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"name": "Verified Access",
"vendor_name": "AWS"

.
"ref_time": "2022-11-16T06:29:54.3449487",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",
"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"
},
"start_time": "1668580194340",

"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

£/ OIDC M JAMF 2 F iy 17 EuiE

HEUHEH EFEEF , BEEFNAFFINERES OIDC M JAMF REEERHENRE.

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {

"ip": "10.2.7.68",

"type": "Unknown",

"type_id": 0O,

"uid": "41b07859-4222-4f41-f3b9-97dc1EXAMPLE"
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},

"duration": "0.347",

"end_time": "1668804944086",

"time": "1668804944086",

"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/"
},
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 1@0_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",
"version": "HTTP/2.0"

},

"http_response": {
"code": 304

I

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "oidc",
"uid": "vatp-9778003bc2EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "4f040d0f96becEXAMPLE"
}
I
"message": "",

"metadata": {
"uid": "Root=1-321318ce-6100d340adf4fb29dEXAMPLE",

"logged_time": 1668805278555,
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"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
.
"ref_time": "2022-11-18T20:55:44.086480Z",
"proxy": {
"ip": "10.5.192.96",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-3598f66575EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "192.168.20.246",
"port": 61769
},
"start_time": "1668804943739",
"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

£/ OIDC # CrowdStrike & F Y FEUE

EIEHI BFFEE S |, Verified Access AAFFEEEIEFEAR OIDC # CrowdStrike % EEF IR & IR

‘%EO
{
"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",

"class_uid": "208001",
"device": {
"ip": "10.2.173.3",
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IIOSII: {
"name": "Windows 11",
"type": "Windows",

"type_id": 100

},
"type": "Unknown",
"type_id": 0O,
"uid": "122978434f65093aee5dfbdcOEXAMPLE",
"hw_info": {
"serial_number": "751432al-d504-fd5e-010d-5ed11EXAMPLE"
}

iy
"duration": "0.028",

"end_time": "1668816620842",

"time": "1668816620842",

"http_request": {
"http_method": "GET",

"url": {
"hostname": "test.app.example.com",
"path": "/",
"port": 443,
"scheme": "h2",

"text": "https://test.app.example.com:443/"
.
"user_agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",
"version": "HTTP/2.0"

.
"http_response": {
"code": 304
},
"identity": {
"authorizations": [
{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "oidc",

"uid": "vatp-506d9753f6EXAMPLE"
},
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"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "23bb45b16a389EXAMPLE"
}
},
"message": "",

"metadata": {
"uid": "Root=1-cl6c5a65-b641e4056cc6cb@eeEXAMPLE",
"logged_time": 1668816977134,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-19T00:10:20.8422957",
"proxy": {
"ip": "192.168.144.62",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-2f80f37e64EXAMPLE"
.
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.14.173.3",
"port": 55706
.
"start_time": "1668816620814",
"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

AR Cookie MIEAR1FZEL
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"activity": "Access Denied",
"activity_id": "2",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": null,
"duration": "0.0",
"end_time": "1668593568259",
"time": "1668593568259",
"http_request": {
"http_method": "POST",

"url": {
"hostname": "hello.app.example.com",
"path": "/dns-query",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/dns-query"
1,
"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML",
"version": "HTTP/2.0"

.

"http_response": {
"code": 302

I

"identity": null,
Ilmessagell: IIII’
"metadata": {
"uid": "Root=1-5cf1c832-a565309ce20cc7dafEXAMPLE",

"logged_time": 1668593776720,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
.
"ref_time": "2022-11-16T10:12:48.2597627",
"proxy": {
"ip": "192.168.34.167",
"port": 443,

"svc_name": "Verified Access",
"uid": "vai-108ed7a672EXAMPLE"
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},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.7.178.16",
"port": "46246"
}I
"start_time": "1668593568258",
"status_code": "200",

"status_details": "Authentication Denied",
"status_id": "2",

"status": "Failure",

"type_uid": "20800102",

"type_name": "AccesslLogs: Access Denied",

"unmapped": null

HEREBIFE

EEF RFEES  EREFFIUEBECRENG R , RAENHERT AFFZFER.

"activity": "Access Denied",
"activity_id": "2",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.4.133.137",
"type": "Unknown",
"type_id": 0
},
"duration": "0.023",
"end_time": "1668573630978",
"time": "1668573630978",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
Ilpathll: II/II’
"port": 443,
"scheme": "h2",
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"text": "https://hello.app.example.com:443/"
1,

"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",

"version": "HTTP/2.0"

I
"http_response": {
"code": 401
},
"identity": {
"authorizations": [],
"idp": {
"name": "user",
"uid": "vatp-e048b3e@f8EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoe@example.com",
"uuid": "Qel281ad3580aEXAMPLE"
}
I
"message": "",

"metadata": {
"uid": "Root=1-531a036a-09e95794c7b96aefbEXAMPLE",

"logged_time": 1668573773753,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T04:40:30.9787327",
"proxy": {
"ip": "3.223.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-021d5eaed2EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.4.133.137",
"port": "31746"
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iy
"start_time": "1668573630955",
"status_code": "300",

"status_details": "Authorization Denied",
"status_id": "2",
"status": "Failure",
"type_uid": "20800102",
"type_name": "AccesslLogs: Access Denied",
"unmapped": null
}
REWAFEEE
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BEFRBEREFNAGEF

"activity": "Unknown",
"activity_id": "@",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": null,
"duration": "0.004",
"end_time": "1668580207898",
"time": "1668580207898",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
.
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},

"http_response": {
"code": 200

.

"identity": null,
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"message": ,

"metadata": {
"uid": "Root=1-435eb955-6b5al1d529343f5adaEXAMPLE",
"logged_time": 1668580579147,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T06:30:07.8983447Z",
"proxy": {
"ip": "10.1.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-6c32b53b3cEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.28.57.68",
"port": "47220"

}I

"start_time": "1668580207893",

"status_code": "000",

"status_details": "Unknown",
"status_id": "Q",

"status": "Unknown",

"type_uid": "20800100",
"type_name": "AccesslLogs: Unknown",

"unmapped": null
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{
"activity_name": "Access Grant",
"activity_id": "1",
"actor": {
"authorizations": [{
"decision": "Allow",
"policy": {
"name": "inline"
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
.
"invoked_by": "",
"process": {3},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
.
"session": {}
.
"category_name": "Audit Activity",
"category_uid": "3",
"class_name": "Access Activity",

"class_uid": "3006",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": @
1,
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",
"url": {
"hostname": "hello.app.example.com",
"path": "/",
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"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
I
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},
"http_response": {
"code": 200

I
Ilmessagell: IIII’

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "1.0.0-xrc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T06:29:54.3449487",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"
}I
"start_time": "1668580194340",
"status_code": "100",

"status_detail": "Access Granted",
"status_id": "1",
"status": "Success",
"type_uid": "300601",
"type_name": "Access Activity: Access Grant",
"data": {
"context": {
"oidc": {
"family_name": "Last",
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"zoneinfo": "America/Los_Angeles",

"exp": 1670631145,

"middle_name": "Middle",

"given_name": "First",

"email_verified": true,

"name": "Test User Display",

"updated_at": 1666305953,

"preferred_username": "johndoe-user@test.com",

"profile": "http://www.example.com",

"locale": "US",

"nickname": "Tester",

"email": "johndoe-user@test.com",

"additional_user_context": {
"aud": "xxx",
"exp": 1000000000,
"groups": [

"group-id-1",
"group-id-2"

1,
"iat": 1000000000,

"iss": "https://oidc-tp.com/",
"sub": "xyzsubject",

"Ver": H1.®H

},

"http_request": {
"x_forwarded_for": "1.1.1.1,2.2.2.2",
"http_method": "GET",
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.

"port": H8®H’
"hostname": "hostname.net"

EEREEARATRTHFR

"activity_name": "Access Grant",
"activity_id": "1",
"actor": {

X 10_15_7)
36",
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"authorizations": [{

"decision": "Allow",
"policy": {
"name": "inline"
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
I
"invoked_by": "",
"process": {3},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
I
"session": {}
I
"category_name": "Audit Activity",
"category_uid": "3",
"class_name": "Access Activity",

"class_uid": "3006",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
},
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",
"text": "https://hello.app.example.com:443/"
},
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"
I
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"http_response": {
"code": 200

},

"message": "",

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "1.0.0-rc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T06:29:54.3449487Z",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
.
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {

"ip": "172.24.57.68",

"port": "48234"
.
"start_time": "1668580194340",
"status_code": "100",
"status_detail": "Access Granted",
"status_id": "1",
"status": "Success",
"type_uid": "300601",
"type_name": "Access Activity: Access Grant",
"data": null

fE A& CIDR i B8 AE R

{
"activity_id": "1",
"activity_name": "Assign Privileges",
"category_name": "Audit Activity",
"category_uid": "3",
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"class_name": "Authorization",
"class_uid": "3003",
"data": {

"endpoint_type": "cidzr",
"protocol": "tcp",
"access_path": "public",
"idp": {

"name": "my-oidc-instance",

"uid": "vatp-09bc4cbce2EXAMPLE"
I
"authorizations": [{

"decision": "Allow",

"policy": {

"name": "inline"

1,
"context": {
"oidc": {

"family_name": "Last",
"zoneinfo": "America/Los_Angeles",
"exp": 1670631145,
"middle_name": "Middle",
""given_name": "First",
"email_verified": true,
"name": "Test User Display",
"updated_at": 1666305953,

"preferred_username": "johndoe-useretest.

"profile": "http://www.example.com",
"locale": "US",

"nickname": "Tester",

"email": "johndoe-user@test.com",
"additional_user_context": {

"aud": "xxx",
"exp": 1000000000,
"groups": [
"group-id-1",
"group-id-2"
1,
"iat": 1000000000,
"iss": "https://oidc-tp.com/",
"sub": "xyzsubject",
"ver": "1.0"

iy

com
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"tcp_flow": {
"destination_ip": "10.0.0.1",
"destination_port": 22,
"client_ip": "10.2.7.68"

}

}

},

"device": {
"ip": "10.2.7.68",
"port": 1002,
"type": "Unknown",
"type_id": 0

},

"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"metadata": {

"uid": "",
"logged_time": 1668580281337,
"version": "1.0.0-rc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"severity": "Informational",
"severity_id": "1",

"start_time": "1668580194340",
"status_code": "200",
"status_id": "1",

"status": "Success",
"type_uid": "300301",
"type_name": "Authorization: Assign Privileges",

"count": 1,
"dst_endpoint": {
"ip": "107.22.231.155",
"port": 22
I
"privileges": [
"vae-12345cbce2EXAMPLE"
1,
"user": {
"email_addr": "johndoe-user@test.com",
"uid": "johndoe-user",
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"uuid": "9bcce@2a-fcl5-4091-a@b7-874d157c67b8"

R BRI TEEL APl FEAY AWS CloudTrail

AWS Verified Access E52 & AWS CloudTrail , WWIRISIRIHERE, BB Verified Access AWS
BR7E & FREREREIYERYEC SR, CloudTrail &8 Verified Access B9 APl IR A S 4, HEHNFEUIE
¢ Verified Access AR | AR Y Verified Access AP| 2 EMFENBRLW, FH CloudTrail Y
SWNER , B LLHETE Verified Access R EHEER. REFERM IP thut, REFBRVEE , URHE
A E A

B-EEMIARERFE TS ELFRENEN. B ERATHEHE THIEE

- ZERREAREAEERFEAEFRBRE.
« FHREBNREK IAM Identity Center FHEREH,
- RERRRE , REFRATHEACEBMS I EAENERRLEHE.

BEREIIRS AWS 1RF BCloudTrail 81 FEMAEAFMNE , MBS EBEFE CloudTrail SH4E
S 58k, CloudTrail BHEEFLH A AWS BEFFIBE 00 Rt EESH |, RUTRE. T8S,
A FEEF TR IECE, MEFMENR , 5528 "AWS CloudTrail A &R FHIMEA CloudTrail
EHELEE. BRRBH4BELREHTEEL CloudTrail EA,

wmE AWS 1RF B 90 RABFERHNEN , FEAUMREKD CloudTrail Lake BHEREFEHIE,

CloudTrail &t

#RFRAEE CloudTrail #% AR RN E Amazon S3 fFITHE, FHA BYMNMEKRER AWS
Management Console B2 Z[EiF, LR AWS CLIZYE—SZEiHER, BEREELS
EEER , RASEER AWS BiF (RERE ER. MREEVE—-EFEN , SR MR EH
AWS EE PN ELd. MFERNFMENR , F28 (AWS CloudTrail A EERE) FHAE
) AWS R 53 SLIB MM A R LB M,

BRI LUEBEVEH K REKSEEEEHMN —EEARL CloudTrail FEZEEH Amazon S3 f#
iR |, EERMEEL Amazon S3 #EFE M. WFE CloudTrail EEBMFMER , F28 AWS
CloudTrail EEf&, %1% Amazon S3 EEMEEEENR , 552 Amazon S3 EfE,

CloudTrail B& 128


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/

AWS BRI FE EREES

CloudTrail Lake E4EREFEHE

CloudTrail Lake ZFZREHMHEHH1T SQL BEF, CloudTrail Lake B9 5= JSON #&XNHBEE
EHE#A Apache ORC X, ORC 2—EEMX TR , SHHRIEMEERET T HRE.
RREKBHRRIEHENTHRESY  EHENTFHERSHNTIEES  HKBALERE
REREMEIEERNGES. EARE4ENEHENZNSEEHBLEEAFETELITHE
&, WFE CloudTrail Lake BIEEMIERN , FESBAWS CloudTrail  fEA&EE) REEH AWS
CloudTrail Lake,

CloudTrail Lake BHEREHENERNSELER, BEUSHERNERER S LREERANE
HERENENEEZE, WEERESREENNBESHNOAE , UREHEREFEHRENTER
MHERARBH, WE CloudTrail EEMFFMERN , 55828 AWS CloudTrail E1E,

ERIFNFIEESEH

EEEHRMAE ERLMTHEBRIRENMHEBENRA AWS IRE, ELXtBAEG FEHIREE, RIFTHE
% , CloudTrail ;L BEEEH,

ERBHERES R BREEATESH. MBBEE , 88 Anazon EC2 AP 2%,
BREEFINEE

TH & HIFERRE CreateVerifiedAccessInstanceE{ERY CloudTrail &,

{

"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIKK40OINJWEXAMPLE: jdoe",
"arn": "arn:aws:iam::123456789012:user/jdoe",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "jdoe"
I
"eventTime": "2022-11-18T20:44:047",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateVerifiedAccessInstance",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",

"requestParameters": {
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"CreateVerifiedAccessInstanceRequest": {
"Description": "",
"ClientToken": "85893ble-49f6-4d24-97de-280c664edflb"

},
"responseElements": {
"CreateVerifiedAccessInstanceResponse": {
"verifiedAccessInstance": {
"creationTime": "2022-11-18T20:44:04",
"description": "",
"verifiedAccessInstanceId": "vai-0d79d91875542c549",
"verifiedAccessTrustProviderSet": ""
},
"requestId": "2eael95d-6bfd-46d7-b46e-a68cbh791ded9"

I

"requestID": "2eael95d-6bfd-46d7-b46e-a68cb791de@9",
"eventID": "297d6529-1144-40f6-abf8-3a76f18d88f0",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"
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