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o
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Cost function CURBucket Report (CUR) AthenaResultsBucket
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Parquet NI ERFMZE CostAndUsageReportBucket Amazon S3 R ZEr#. Web Ul @y
A Cost Lambda BEEH AWS AppSync i HiR HFER, MBI ELEERZNEHEIEXZZE Amazon
Athena , #& AWS CUR EEFEHERAEH.

HM AWS CUR B K/ , B Amazon Athena BIEIFETIREEEE K, MRS REBEREFRE
AthenaResultsBucket Amazon S3 #FEFEH , WAAE RS EE Web Ul, EMHEFETR LERE
METBHEBREBREBEtRNWEE,

LEERRTT =AH AWS BRFE

AWS R iR
AWS AppSync Bl MEERTTREA AppSync 124 Web Ul

A EM RS GraphQL AP,

Amazon CloudFront Bt BLfRIS Z2EMA CloudFront ?ﬂﬁﬂ
Amazon S3 EEFEFRMARKMAERSE. ESR
Hl¥ Amazon S3 FEFETRRMNER , FEH&EEN
FER , Xk eREETFBEREFR.

AWS Config Btro SRR RMER AWS Config BMRE R
RENERMBERNEEERRIR,

Amazon OpenSearch Service B, R RMER Amazon OpenSearch
Service EITHEARERER, BFEI WA TEH R
.
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FRIVERERER,
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-what-is.html
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://aws.amazon.com/appsync
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/config/
https://aws.amazon.com/opensearch-service/
https://aws.amazon.com/dynamodb/
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AWS Lambda
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AWS CodeBuild

Amazon Cognito
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Amazon Virtual Private Cloud
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TR , WEE AWS IREFHERNEE R,

B, WEERGZEMFEH Amazon ECS ER AWS
Fargate EARZRIHKHEEE,

Blro LEERR TS REFZEMARES Lambda BEL
& Node.js 1 Python #1TEREREIE AP| I
ny,

Bl MRS RE A Neptune EBBRA R
RENERNBERNETEERERE,

Bid. WERRAZEMFEH Amazon S3 ETHIEHH
BIsFHF.

&, W#ERAZEMFEH CloudWatch EEBLE
FlPWEMREBLEFAR, EENEHFER,
Seoh BRI EREHERAARNERAEN
MEEREIRE,

YE, EERARFERA CodeBuild EEZERE
FHEENIEH Docker B2 , WA AIImE B EED
ZZF Amazon S3,

X, WEERTTRERM Cognito £ & 5 [E 3R 5
MR E FEUERTT R Web Ul
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REMERRENHNTERNERARIERER
ERFNERL,
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https://aws.amazon.com/ecs/
https://aws.amazon.com/fargate/
https://aws.amazon.com/lambda/
https://aws.amazon.com/neptune/
https://aws.amazon.com/s3/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/cognito/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/vpc/
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DU
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FHAEBZERNE RIFEAMMERATE,
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https://aws.amazon.com/waf/
https://aws.amazon.com/athena/
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AHRPHEMAFRLANED, BF, ZeMANRHEREE,
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L fER T = EA Amazon Cognito fR% , B BT 3EFTE AWS EEFFRMALL R, MFEREE AWS R
BHRFAAMY , FSE AWS EFREEE,

AWS TN TEEHIREFETE TS AWS BEEER :

EHE B

ZE R (5 R A ()
ZERD (RXR) BN (%)
ZEFL (RYME) BN (CEB%IE)
TAEH (ZH) BN (ZEM)
TAES (EH) Europe (Paris)
A (3 k) BN (ST )
TAEH (ER) HEN (BRE)
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AWS E THEEEHRRZTEAR TS AWS B :

EEER L L Y RS
AWS GovCloud (US-East) AWS AppSync
AWS GovCloud (US-West) AWS AppSync
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https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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i & LR RS
HE (ZEE) Amazon Cognito
9N

BEEEXINMITRERS REGHEN AWS BHENEM. BEWEFT , EXERET (M#HSEEI
i) BEEEAE-STERNEERNTIERSROKAINAE /N 058 XAHEA 42519 %

TCo

@ Note
£ AWS RiRfy AWS LT THREEBRRROKATURRCREFNHEMAE, TIEARME
BIRE (#MFREILE ) BERPE-—STEEBNZENTEREBARNRANAM, THE
PIERIERPIIHE AWS BB EEAFTE.

RFIEBIEEIR AWS Cost Explorer B FEE | LURBIEERA, EERAEEE, NEZTBIEME
A, FSRAUBRAARPEANESE AWS RENEEBRE,

FAAN R E15
BRI E-HTEERHE (FEK

£/ AWS CloudFormation £8745%0 & th iR /5 285 |, 518X OpensearchMultiAz B8 LANoEBE
OpenSearch Service fBIBHE — 1T , A 18K CreateNeptuneReplica S8 LAZ8E Neptune No &
REFEHRENE—#TER, E—FTERISEENRARK , B> EATRARE®HER AWS £T
EEBRENTAM,

AWS B HITERER g/ A [USD] BA/KA [usSD]
Amazon Neptune db.r5.large 0.348 £t 254.04 =T
Amazon OpenSearch  m6g.large 0.128 &t 93.44 £t
Service .search

Amazon VPC (NAT N/A 0.090 USD 65.7 =TT
Gateway)



https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
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AWS A& HITERER #/hEERA [USD] #AKA [usD]
AWS Config N/A HEEIR 0.003 &t HEER 0.003 =T
Amazon ECS (AWS N/A 0.02 %7t 12.01 &t

Fargate 17 )

st 0.586 %7t 42519 £t

BIE 2 . ZEFTEENE

£/ AWS CloudFormation £874~38 & bt f# IR 75 2265 , 7518 K OpensearchMultiAz 2 A% M & 2 17 {8
i Yes#EPE T OpenSearch Service HBIFHME R A EEHH , A&k CreateNeptuneReplica S LA
BT E I E Neptune Yes ERFHRENMETARE+., SEFBTEBFIBRENBITRE
Be , BETAREKER , 2180 AWS L TEESRRN TR,

AWS AR HATERER BN A BAMKA [USD]
Amazon Neptune db.r5.large 0.696 &7t 508.08 =7t
Amazon OpenSearch  m6g.large 0.256 %7t 186.88 £ T

Service .search

Amazon VPC (NAT N/A 0.090 USD 65.7 E£T

Gateway)

AWS Config N/A SEEIR 0.003 =T #BEEIR 0.003 £
Amazon ECS (AWS N/A 0.02 £t 12.01 &7t

Fargate {£7% )

st 1.062 £t 772.67 £t

« BRI BAEURR AWS Config HRIZINERBE. RTREDRENEE N ESELEE
FCERXRYEIRIER 0.003 USD,
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Amazon Neptune 1 Amazon OpenSearch Service A SR ZZENHTEEBERNME,
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ESE AWS Eff Rk L 2ERRE , SR AWS cBeREARER2EE. HAFSEERTREIE
MEERRE , RA AWS 2RF, EENZGITH  SREIRERRE, EERLE , URBREEEME
RENERZ 2, MF AWS Z2MNFMER |, FiEsH AWS Z2H0.

ERFE

IAM A&

IAM A EZEFSEHTIBENFUERE AWS Eik FWERENEAE, £ AWS E#HITIES
HIRRNMIFER AWS tREFANEREESZEAG,

Amazon Cognito

Amazon Cognito ARERAER., BANBEAERRBEFZEE , U T AWS LTHEEBRREMEN
T EEE,

A8 B 17 HY

Amazon VPC

AWS L THEEHRZILFE Amazon VPC # |, T RBHREBBETRE , ARHEZ2HNETH
., MFHMFHMES , F2H VPC HNZE2HBEEH. VPC mEAFRE < B IEEEREREE |, I
A AR E.

ZEHBERANZEHINBEEHE AWS LTI HRESFEEMENTH BN RERE,
EMERLREZEEE  YEXSREBYBTRAEEE —SRHFE.
Amazon CloudFront

LR A REEESTE £ H Amazon CloudFront 2 #89 Amazon S3 fE1ZEFEE A A Web 324 Ul,
Amazon CloudFront EBfE R RIBFES 2 EE , REE#EIR CloudFront FHUY Amazon S3 f#1FErEE
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-best-practices.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/WebsiteHosting.html
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NAB., MEFMAEF , 5528 (Amazon CloudFront iz A E38F) FHIREIY Amazon S3 RIA
FRE§HY1FEL, Amazon CloudFront

CloudFront SR HMtt L £ EMIER | S HTTP 22 EBEM MBS EMRECE, NEHMEFERE
A, 2B CloudFront B FEF FTIE &R HTTP £5,

L RR A RAEFATEER CloudFront B , ZBFEA TLSVIO WBREXELZLBARE. EERFIME
B TLSv1.2 5 TLSv1.3 , B BEABE] SSL B , MIEFEER CloudFront B, WEFMENR |, 75
2B {A#% CloudFront 2 sk E A SSL/TLS BE.

FEREERE

AWS AppSync

AWS GraphQL APIs I THEEHIREREHF AWS AppSync #B1E GraphQL RIEIRHMFERERE. 1t
N, BoBRBHNZERMEH IAM H1 Amazon Cognito BfE , EFHETE Web Ul h B EE | &4
F8 Amazon Cognito 2H JWT,

AWS Lambda

RIETERR , Lambda HBEREABRFNRERENFZS HTHE, TESRKEMBRERIWE. BH
EBRUREBELEERHNIT. ERELERNAGTEERRZEAHLA,

Amazon OpenSearch Service

Amazon OpenSearch Service #1EHEXE T FEUBCER , FRHIFEULAE LL ¥ OpenSearch Service & &1
HEAREZBF R, EERMNE— Lambda EE,

OpenSearch Service # &£ 2 & 2 B fnode-to-node 1% , AEE A K OpenSearch Service Z£ I
BELFEBEANERRER.

[
BAEE (LBAR) R AWS EF KRS ERRRERE BAME.
SLfRR 5 =P AWS BRISHI B AR

BMESCERANERE , TRARLERSZPEFNESERE. WEFMAESA  FSHE AWS R

o
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/adding-response-headers.html
https://aws.amazon.com/premiumsupport/knowledge-center/install-ssl-cloudfront/
https://spec.graphql.org/June2018/#sec-Validation
https://docs.aws.amazon.com/elasticsearch-service/latest/developerguide/security.html
https://docs.aws.amazon.com/elasticsearch-service/latest/developerguide/security.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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R T EFEEXBREN BEH. &EREXHHAE AWS RFARBEE , MARER , FX
Atel PDF RERB RS NEERETNER.

Amplify Amazon ECR

Athena Lambda

CloudFront OpenSearch Service

Cognito Neptune

Config Amazon Simple Storage Service (Amazon S3)
Amazon ECS

AWS CloudFormation Bt%&

81 AWS 1R F BB AWS CloudFormation BL&E , FELL RS RP B HER | SEZTEELHE
B, BRTHELELE 6 S BERESHLEERIIBEL AR RNIES, NBHFMAENR , B2
{AWS CloudFormation fEF&8®8) T/ $ A AWS CloudFormation Ei%8., AWS CloudFormation

AWS Lambda Bt 58

EHIWRE Y AWS Lambda Y ATEITELREAS 1000, MBEFRFRZARFITHER Lambda B E M T4
BEHNIIRE  BELEERTETAEENE, WEAFE ; NFBFMERA , F2BAWS Lambda FHE
EF)Y K AWS Lambda Bif%8., AWS Lambda

® Note

WHRTREE 150 ARBLETHTEHIEANAIT , TREDEBERARNWIREFFERH, WRZ
REF A ANEITAR 150 {8 , CloudFormation ¥ BHS & %k B,

Amazon VPC Bt &8

IBH AWS IRE T A2 & R VPCsHIMEE M IPs(EIPs). MRIEEHFHM VPCs RS FE AR
FR, EURESHILEERNBBUERSR, EIPs IREEEDEENRRE | S IEEEREH
BEBTHSREHREECH VPC LUETHE, MEBFMEER , F20 (Amazon VPC FAEIERE)

F# Amazon VPC Ei8, https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
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https://docs.aws.amazon.com/general/latest/gr/aws-general.pdf#aws-service-information
https://docs.aws.amazon.com/general/latest/gr/amplify.html
https://docs.aws.amazon.com/general/latest/gr/ecr.html
https://docs.aws.amazon.com/general/latest/gr/athena.html
https://docs.aws.amazon.com/general/latest/gr/lambda-service.html
https://docs.aws.amazon.com/general/latest/gr/cf_region.html
https://docs.aws.amazon.com/general/latest/gr/opensearch-service.html
https://docs.aws.amazon.com/general/latest/gr/cognito_identity.html
https://docs.aws.amazon.com/general/latest/gr/neptune.html
https://docs.aws.amazon.com/general/latest/gr/awsconfig.html
https://docs.aws.amazon.com/general/latest/gr/s3.html
https://docs.aws.amazon.com/general/latest/gr/ecs-service.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
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MREBER AWS LN TEEHRREEE AWS B8 , BlXAE S BA StackSets MZ @7 AWS
Config ZIREMN BREEBIIRF R LEKBRT R,

MBEFRZER AWS Organizations , HFIEEES AWS LW THEEHRRIBIEMARBRER
BUNER AWSIRF, WAERTAWS LN ITHRESREZELRENITEEHERH , WiRHE (v
BRBEMARFR , flUFBEAENEAFRES, EXRBIT MRIZHEENREAELLRES.

2B AWS LN ITHEHREZ® , B ATURERENEMARS EARESE,
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https://aws.amazon.com/blogs/mt/cloudformation-stacksets-delegated-administration/
https://docs.aws.amazon.com/config/latest/developerguide/aggregated-register-delegated-administrator.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregated-register-delegated-administrator.html

AWS EH THEHRER HiEEE
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R R T RAEH AWS CloudFormation A F &R B B){L HEE, CloudFormation £ & 15 E It #7
REZRDRGEN AWS ERREBM, CloudFormation 2SR AT H RN ER,

HEEFEH

® Note
MREZHE AWS LEE T THEERMER , WERFRERNRE , FBHEEMHERT =,

BIEAE T HYstep-by-stepiR Bl , BREMA T RAIAFHIEZEHIRS
HERE K930 8
REBEARLRE , FRETEREPNREARAE, 8, BRZENHEMEEER,

/A Important

RS RIDEKEBREREEEE AWS HIEE, RAEACGLENENE THREFEA
LEERT R, MERBNERNATRN. AWS HEAZBLESHRENER., BERKES AWS B
MERERIR,

FORIRMF
WA B S BFHAER

£ AWS EEBIEEHIREKRZH , HHE Amazon OpenSearch Service f#&iE#E A &R AWS
Config HYHREFF I E A

BB IEEBEHF AWSServiceRoleForAmazonOpenSearchService &

8B 7E Amazon Virtual Private Cloud (Amazon VPC) R 3 Amazon OpenSearch Service # £,
FAF RIS ER A B RKEIL OpenSearch Service #5%., T8 , MRECERFHEY AR  BFFEH
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
https://aws.amazon.com/privacy/
https://aws.amazon.com/privacy/
https://docs.aws.amazon.com/elasticsearch-service/latest/developerguide/slr-es.html

AWS EITHRRRR B
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1. SRR B UL BR T RIVIRS |, B A Identity and Access Management (IAM) E32 &,
2. 1£ Search (&) F#+ , WA AWSServiceRoleForAmazonOpenSearchService,
3. MREBHNESEO AR  FEREMBERNA CreateOpensearchServiceRole 2 EEEH

MR E 5% E AWS Config

AWS EN THEEHREEA AWS Config RREXRT 2N ERERE, BEHERSD ZREANEEE
B AETESR AWS Config A B EN NFEHE®E, AlreadyHaveConfigSetup CloudFormation 28 &
BH AWS EHTEEHREREBRE AWS Config.

THRERXNBHEREE AWS CLI e v2E, EEITEE AWS LRFEBTEEHRENWEFTTHIT 65,
HEA AWS EHN ITEEHFZE,

WAL TWS
aws configservice get-status

MREWHECEHNOE  AEZESFEHTHELER[NRNBEE. Yes #HH
AlreadyHaveConfigSetup CloudFormation 2 8G£E

B

Configuration Recorders:

name: default
recorder: ON
last status: SUCCESS

Delivery Channels:

name: default

last stream delivery status: SUCCESS
last history delivery status: SUCCESS
last snapshot delivery status: SUCCESS

MRIBIEFEFRE AWS CloudFormation StackSets , B4 E7E E&%E AWS Config B [EiF#t X P E
25,

WEAESBFRERA 25


https://console.aws.amazon.com/iam/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/configservice/get-status.html
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BT kP B AWS Config FF#1E

EEREHRE AWS Config, MREEHFTEHBE HNFEAWS LN THEEFRRATRRVIRS R

FA AWS Config , FBEEEB LR A REZEMEES R, I, HTHHEE , FEREERRERS AWS
Config B E R,

EEMEZE BN AWS Config #EHRE

1. A AWS Config F# &,
2 BERE  YRACENRELEAXENMAERNESSHERA R,

ER SR VPC (HEE

MRBEIRAR VPC |, B ENILE TR AT LUSFEREAE AWS B#.

MREEZRERA VPC FBARGTRMNRIER |, AIMLARR AWS Lambda BB LR TR HRZRM
VPC #8 FHE P HITH Amazon ECS {EF AT BLUERE S| Efth AWS BR#%. BUALLIR R NRER ERME
R NAT FIE, ERLASI RS HHY NAT BE , TSR XBE IR,

aws ec2 describe-route-tables --filters Name=association.subnet-id,Values=<private-
subnet-idl>, <private-subnet-id2> --query 'RouteTables[].Routes[].NatGatewayId'

B
L
"nat-1111111111111111",
"nat-2222222222222222"
]
(® Note

NREENERORME , FHEERIBEREEN NAT BE.

WMRER VPC 2B NAT HiE , RILEMREEF , EELEHESE AWS APIsERF I HE A AWS
FR#EHY VPC im .
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https://console.aws.amazon.com/config/
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-example-private-subnets-nat.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
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LR R 75 2= 4E A AWS CloudFormation , £ AWS Zixh BEZE AWS LW THEERFER, ©88
%] CloudFormation £i4s |, I LATEZRB A & :

Giew templa@

workload-discovery-on-aws.template - £ tb EI R B R A 5 R E BB T if, TARMBEREEI
BEUHBERLREER® AWS RENZOMZERERSR , BEAUUBITEAUFEENBEER,

(@ Note
BULETHAUNESENRERER ; T8 , BV EMRSERTRELEARER

B HE B

It BE1t AWS CloudFormation 8848 & 7 AWS EixH AWS LHBTEEHIREK, BHRBEXKNEIRE
SYFFMET , TEREHE, MEHMER , F2EA L REME,

SREEFME : 4930 piE

1. BAAWS EEIEA , RBRBEURMLARE workload-discovery-on-aws.template AWS
CloudFormation &7,

Launch solution

2. RIBFER , SIASEXERT (SRR ) BEME. FEEETE AWS EBEIPREBERTS
R, BEAFREEES P RERESR,

® Note

BEERR T REMILIEFFE AWS EFHRENRE, MFEEN AWS EEF
B AWS B,

T
¢
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3. EEMVMEEELE |, #52 Amazon S3URL XFHFMAHER URL EfE , RBBET—F,
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https://s3.amazonaws.com/solutions-reference/workload-discovery-on-aws/latest/workload-discovery-on-aws.template
https://console.aws.amazon.com/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?stackName=workload-discovery&templateURL=https://s3.amazonaws.com/solutions-reference/workload-discovery-on-aws/latest/workload-discovery-on-aws.template&redirectId=ImplementationGuide
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4. EEEHEBFMEAET L , RENBRAIRHERERERE, UEEBEGNEFZTRENER , F
2/ (AWS Identity and Access Management fEF & 15/) FH IAM Fl AWS STS Eig. AWS
Identity and Access Management

5. 28T , MELARAREEANSY  YRFEB R, LERFREATIERE,

B FEER iR

AdminUserEmailAddress #aih AREBIFE—EFEAENEF
e, REEAERHEE
EEME T B,

AlreadyHaveConfigSetup No HBRERBEEIBBIIRF PR

E AWS Config, MEFFME
;A , BB ERES

AthenaWorkgroup primary AR AR , ASRAREH
Athena EF#H T1EEFH,
ApiAllowListedRanges 0.0.0.0/1,128.0.0. SZ% 5 Wl CIDRs 5% , A
0/1 AEIE AppSync GraphQL

API N77EL, EEAFER
MR MR , A 0.0.0.0/1

, 128.0.0.0/1, LN PRFIE 45
E CIDRsTEHL , BEMNETE
NAT RE® IP sak (/32
WFRBES ) , AFERER
BRIEEEE FRE DT
#) ECS 1F7% 3R 17 EUHB PR A8 %
o EE I MAHBEETEE
BH WebUl WEEL , RE
GraphQL API,

CreateNeptuneReplica No EERAEAERTAREES
# Neptune I {EHEEE
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myApplications & Console Home I EE{R , AIHEH R EEMELE AWS AR KA, EEMREE,
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MWEARIEE , URRBZERBEEEENEAER., TLENBREEENRERBE,
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1. B A AWS EEBEFEA,

2. EELAIEW |, i##EF myApplications,

3. ## E%workload-discoveryh# A USKEARER,
4. ERERAER,

CloudWatch Applnsights

CloudWatch Application Insights EBEBIMZEEARRNERNEBREE., BFNER , HEEER
FERESX |, M stack.It RIFEERIEEM A , WEALBEBEEMER, ABBETHRERD
TEEVEEIZBEN BB LERER , SEEBHNEEEENAFERUREMER , EHTENRE
RER,

B AWS ETEEHIERMN CloudWatch Applnsights &R :

. B A CloudWatch £ &,

EARIEM T |, iBE Insights, Application Insights.
EREAREXRLIER.

. E# 8%|workload-discoveryh# A LB KERR.
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EREARER,
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/aws-myApplications.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/appinsights-what-is.html
https://console.aws.amazon.com/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/appinsights-what-is.html#appinsights-components
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/appinsights-what-is.html#appinsights-components
https://us-east-1.console.aws.amazon.com/cloudwatch/home
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1. TEARFEM AWS CloudFormation 7%,
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. ENEAEEBHAMREESBNMEE  ARBEFEN.
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https://s3.amazonaws.com/solutions-reference/workload-discovery-on-aws/latest/workload-discovery-on-aws.template
https://console.aws.amazon.com/cloudformation/home?
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BB EAREARREANEENETR, NRELERELHRENWEE |, BF2EB K AWS Support
—&1 , LES ALt g R 5 REARX AWS Support RAEIAIEREA

E B ERRF

£ AWS EHETHRERRRMMURESEAER TSR ESEY DaEEEE

(@ Note

BT HBEEREMETHERZE , BEEE AWS CloudFormation &7 1= F &R 5k B3
BE, B TILAE AWS SBER TEEHFRFRER 4 F R EMHREDERA,

Config RS E B R

RIRE : #PBFE AWS CloudFormation EiZsh3$ 4 T HI$EES -

Failed to put delivery channel '<stack-name>-DiscoveryImport-<ID-string>-
DeliveryChannel-<ID-string>' because the maximum number of delivery channels:
1 is reached. (Service: AmazonConfig; Status Code: 400; Error Code:
MaxNumberOfDeliveryChannelsExceededException; Request ID: 4edc54bc-8c85-4925-
b99d-7ef9c73215b3; Proxy: null)

FR : #RGREEFHEBZNERA AWS Config 1Y [E1H.

RRAR - BRESRIFE—EIFRIIER , ¥4 CloudFormation 28 AlreadyHaveConfigSetup 52 € &
REPEBFERSG FYes,

HEHEZRR VPC HESHEMETHERITERE

BRE : MR BEFTERUE OpenSearch BRIV RS MWEARMEEBRE | WHERTHIER

Embedded stack arn:aws:cloudformation:<region>::stack/<stack-name>-
SearchResolversStack-<ID-string>/<guid> was not successfullycreated: Stack creation
time exceeded the specified timeout
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https://aws-solutions.github.io/workload-discovery-on-aws/workload-discovery-on-aws/2.0/index.html
https://docs.aws.amazon.com/solutions/latest/workload-discovery-on-aws/prerequisites.html#verify-your-aws-config-details-in-your-account
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BRRTTE -
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CloudFormation 2 AWS CLI,
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CloudFormation £i4x,

2. ‘& CrossAccountDiscovery CloudFormation 2 8% E & BFAWS_ORGANIZATIONS : RIREFE—HZ
ERF , BEAGRERMEEARTBNEB., EXRTEA StackSets BB HELFHERE AR ZERM
.

3. BREF ECS IHiLERTRE. EAXERFIEFRREREEEER. Ul P LIIFRRBENE
@ K DiscoveryTaskFrequency CloudFormation Z8{FIEENE (FEREA 159 ) , MA
ECS AP EHRARLREBT EHER.

RRFE -
1. RBEXH , EARIRFPHELHERER,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#nat-gateway-api-cli
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-s3.html#create-gateway-endpoint-s3
https://docs.aws.amazon.com/solutions/latest/workload-discovery-on-aws/import-a-region.html#deploy-the-aws-cloudformation-templates
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REHE CPU BN EBEASEN , ALE TRt HAFEFH CpuUnits CloudFormation
S8, HENTEEEEE ECS X,

ERERF REHRZEIE AWS Config EIR

B BRAERENE-—EREERXIEERERD ERKRP I HAEE,

RE : tEESERNRERR ,

1. B CrossAccountDiscovery CloudFormation 8% E 4 KSELF_MANAGED , CloudFormation €57~

HARBEESEERRZIRFNERS,

2. B CrossAccountDiscovery CloudFormation 2 #5&E A& RFSELF_MANAGED , CloudFormation 4%
EEBEFFZ ARMHA Config 18 CloudFormation 28 AlreadyHaveConfigSetup /85X E A WIRF
[EiEFYes,

3. B CrossAccountDiscovery CloudFormation S8(5%E & KRFAWS_ORGANIZATIONS , TS EE
REHIRE EEFH A AWS Config. £ AWS_ORGANIZATIONSER T , BEEEBBEBHBER
A Confige

BRRTTIE

1. BB R EIEE D REE R EREA,

2. MBRERBIHBHEFHERHER ( BH AWS Config ERT—BUiREE ) , YFEAREA B
CloudFormation 2 &AlreadyHaveConfigSetupZB&No.

3. EEHRZENEERFS EiHH A AWS Config.

Bt 4% AWS Support
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-cpu-memory-error.html
https://docs.aws.amazon.com/solutions/latest/workload-discovery-on-aws/supported-resources-1.html
https://docs.aws.amazon.com/solutions/latest/workload-discovery-on-aws/import-a-region.html#deploy-the-aws-cloudformation-templates
https://aws.amazon.com/premiumsupport/plans/developers/
https://aws.amazon.com/premiumsupport/plans/business/
https://aws.amazon.com/premiumsupport/plans/enterprise/
https://support.console.aws.amazon.com/support/home#/
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AWS EH THEHRER HiFEmR

FRRREMRT R

EEMBRTEMRAER , FEAAWS EEXRAR AWS @B 55 E (AWS CLI), B , FiE
Amazon ECS E#5 T HWAMAHNTHER. BRI, HEBMBRATEES KA.

EA AWS EEEEEE

1. A AWS CloudFormation 12 #&,
2. FAHNEHEREN B EBEIHEE,
3. BIEMBRMEE,

EA AWS s 5 RE

Y RWIREP R BIRM AWS CLI, MELRERPE , 528 (AWSCLI FHEERE) RIHER
AWS TS5 R H,

WX AWS CLI ATA% , BET T e+ -

$ aws cloudformation delete-stack --stack-name <customer-defined-stack-name>
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/stop-task-console-v2.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/stop-task-console-v2.html
https://console.aws.amazon.com/cloudformation/home?
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
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1. A AWS CloudFormation £# &,
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4, EMERZFSIER  ARBEHEERNER D 2 , LEHESANEREEREPREER.

MRIEHEERAESE ID , b IERERKR ETNESIETERS,

XENEIR

BRI R E AWS Config XEMNMEERER , MLEMRS. TREES AWS ETHEEHRRER
AWS Config * X ENXEER, FHEARENRYEEN AWS XHBEF,

BEREH AR iR
AWS::APIGateway::Authorizer  SDK getAuthorizers
AWS::ApiGateway::Resource SDK getResource
AWS::ApiGateway::Method SDK getMethod
AWS::Cognito::UserPool SDK describeUserPool

IR
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https://github.com/aws-solutions/workload-discovery-on-aws
https://console.aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
https://docs.aws.amazon.com/apigateway/latest/api/API_GetAuthorizers.html
https://docs.aws.amazon.com/apigateway/latest/api/API_GetResources.html
https://docs.aws.amazon.com/apigateway/latest/api/API_GetMethod.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeUserPool.html
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AWS::ECS::Task SDK describe-tasks

AWS::EKS::Nodegroup SDK describeNodegroup

AWS::DynamoDB::Stream SDK describeStream

AWS::IAM::AWSManag SDK getAccountAuthorizationDeta

edPolicy ils

AWS::ElasticLoadBalancingV2 SDK describeTargetGroups

::TargetGroup

AWS::EC2::Spot SDK describeSpotinstanceRequest
S

AWS::EC2::SpotFleet SDK describeSpotFleetRequests

AWS Organizations ik FiRZEE R

E AWS LI THEEHRFRIBBE AWS B  IRFRETHEBMBRARHN Web Ul ETEE,
EEEBAT , BFEEEE CloudFormation SR ZBBRIFERIRE

Rz , #RAEEFER AWS Organization-wide AWS Config 548 T ERIRFHB+H S BAH AWS
Config WETEIRF FHEIR.

R AWS Config A X ENERER | BRAREMEA AWS CloudFormation StackSets FE BB
ERFFEEIE IAM BE, ABAHRREFEMBABINIRS RIEIT SDK I |, URRELH
ZER.

It StackSet EREREHE M@V EMFMIRFPEBNEAE | LREBBERN MRS P MRS
@IO

(® Note

StackSet EEZS KB HTERTEE EEIRF, WREHE Workload Discovery HRZE IR
FE , B/ AFERIEH#E DI RNELEE AWS CloudFormation S8B A EBB LM ERETA |, LA
£/ CloudFormation fiZZ 2 & REE. CloudFormation
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https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeTasks.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeNodegroup.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_streams_DescribeStream.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccountAuthorizationDetails.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccountAuthorizationDetails.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_DescribeTargetGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSpotInstanceRequests.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSpotInstanceRequests.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSpotFleetRequests.html
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Amazon S3 EE A EE

ARBITERHN IAM AEEFER T5IEE .

s3 : ReplicateObject

s3 : ReplicateDelete

s3 : ReplicateTags

s3 : ObjectOwnerOverrideToBucketOwner
s3:ListBucket
s3:GetReplicationConfiguration

s3 : GetObjectVersionForReplication

s3 : GetObjectVersionAcl

s3 : GetObjectVersionTagging

s3 : GetObjectRetention

s3 : GetObjectLegalHold

FERRACEAERACHF

1. E SSERGETERARRBNERE,
HIEREEBWIRFREA IAM £E25,
HAGNEBUEIES IAM FHF,
WEEPENMKR LGSR, ERSEMAN IAM A,
EFFAUBRT , B REBXK,

BARBKRER LRPFLRVEF,

2

Amazon S3 EEAGBE
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https://console.aws.amazon.com/iam
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S3 fEFRTRRECR

TR S3REFRBGRNES , ZEE A& CURs LESIRFTR , URAFNBIRFEYHES

FEPWFFA, BFEERSEINEE AWS IR IAM BEIMEEEE , URTHITERH

"Version":"2012-10-17",
IIIdII:IIII,
"Statement": [

"AWS":"arn-of-role-selected-in-replication-setup-in-source-account"

{
"Sid":"Set permissions for objects"
"Effect":"Allow",
"Principal":{

3,

"Action":["s3:ReplicateObject",
"s3:ReplicateDelete"],
"s3:0bjectOwnerOverrideToBucketOwner",

"Resource":"arn:aws:s3:::destination-bucket-name/*"

iy
{

iy

"Sid":"Set permissions on bucket",
"Effect":"Allow",
"Principal":{

"AWS":"arn-of-role-selected-in-replication-setup-in-source-account"

"Action":["s3:GetBucketVersioning",
"s3:PutBucketVersioning"],

"Resource":"arn:aws:s3:::destination-bucket-name

},
{
"Sid": "Stmtl1335892150622",
"Effect": "Allow",
"Principal": {
"Service": "billingreports.amazonaws.com"
},
"Action": [
"s3:GetBucketAcl",
"s3:GetBucketPolicy"
1,
"Resource": "arn:aws:s3:::destination-bucket-name"
},
S3 REFET B BUR 57



AWS LB THEBRR B{EiEE
{

"Sid": "Stmt1335892526596",
"Effect": "Allow",
"Principal": {
"Service": "billingreports.amazonaws.com"

iy
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::destination-bucket-name/*"

AWS API
MSERAREEFTE | MREBAMR G RPBHREN VPC , BIAERIE FEBEFNTIBS.

API| Gateway

GetAuthorizers

Getlntegration

GetMethod

GetResources

GetRestApis

Cognito

« DescribeUserPool

Config

BatchGetAggregateResourceConfig

DescribeConfigurationAggregators

ListAggregateDiscoveredResources

SelectAggregateResourceConfig
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https://docs.aws.amazon.com/apigateway/latest/api/API_GetAuthorizers.html
https://docs.aws.amazon.com/apigateway/latest/api/API_GetIntegration.html
https://docs.aws.amazon.com/apigateway/latest/api/API_GetMethod.html
https://docs.aws.amazon.com/apigateway/latest/api/API_GetResources.html
https://docs.aws.amazon.com/apigateway/latest/api/API_GetRestApis.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeUserPool.html
https://docs.aws.amazon.com/config/latest/APIReference/API_BatchGetAggregateResourceConfig.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigurationAggregators.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ListAggregateDiscoveredResources.html
https://docs.aws.amazon.com/config/latest/APIReference/API_SelectAggregateResourceConfig.html

AWS R TEEHER

HiFEmR

DynamoDB Streams

* DescribeStream

Amazon EC2

Describelnstances

DescribeSpotFleetRequests

DescribeSpotlinstanceRequests

DescribeTransitGatewayAttachments

Amazon Elastic Load Balancer

« DescribeLoadBalancers

* DescribeListeners

» DescribeTargetGroups

» DescribeTargetHealth

Amazon Elastic Kubernetes Service

» DescribeNodegroup

» ListNodegroups

IAM

* GetAccountAuthorizationDetails

» ListPolicies

Lambda

* GetFunction

* GetFunctionConfiguration

» ListEventSourceMappings

DynamoDB Streams
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_streams_DescribeStream.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSpotFleetRequests.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSpotInstanceRequests.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeTransitGatewayAttachments.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_DescribeLoadBalancers.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_DescribeListeners.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_DescribeTargetGroups.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_DescribeTargetHealth.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeNodegroup.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListNodegroups.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListPolicies.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunction.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionConfiguration.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListEventSourceMappings.html
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OpenSearch Service

* DescribeDomains

* ListDomainNames

AEL

ListAccounts

ListAccountsForParent

ListOrganizationalUnitsForParent
ListRoots

Amazon Simple Notification Service

* ListSubscriptions

Amazon Security Token Service

* AssumeRole
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https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomains.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListDomainNames.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListAccounts.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListAccountsForParent.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListOrganizationalUnitsForParent.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListRoots.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListSubscriptions.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_AssumeRole.html
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2. ERAXF4{RERE AWS CloudFormation 4%,
3. RUT B &% AWS CloudFormation £57Z< Bk 54 [E EX :

Mappings:
Solution:
Metrics:
CollectAnonymizedUsageMetrics: 'true'
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Mappings:
Solution:
Metrics:
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https://aws.amazon.com/privacy/
https://solutions-reference.s3.amazonaws.com/workload-discovery-on-aws/latest/workload-discovery-on-aws.template
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CollectAnonymizedUsageMetrics: 'false'

. B A AWS CloudFormation £ &,
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https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/solutions/latest/workload-discovery-on-aws/automated-deployment.html
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