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MREREIENBENX , AIEH zip ERPEETE /plugins FEEFHEM jar ERHSERE
JMeter IERIIEEE & , W TR EFAH.

(® Note
WMRIBE IMeter IETBERPEE IMeter ARER | KB IMeter R BEREEF TS
ARRWHEEERE, A MAERSEVRABERERE, 6l B8 IMeter B A BRI
SBEEEMNR /homeluser B #&F , MESE IMeter B BREETHNBAERE , BAESR

R HEE . INPUT FILES, tNREKAFER /homeluser/INPUT_FILES |, BIRIEEASS K
B, BACKELIRIWmAESR,
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MREITE IMeter ABER | BIXLEH jar BREEE zip BRB B &P B A /plugins B F B &,
R zip REWBREE | jar BROBEHLAEL /plugins/BUNDLED_PLUGIN jar.

MEMTER IMeter IEFBWHMEER , FSH IMeter FREFM.
K6 I

R RZE K6 RS, Bl EHEERP LE K6 AEERUREASBENRAER, EF
B K6 HIEE  Web ERASHETIRERDRALR  EREMNZEMHFMEN , 528 Grafana
K6,

/A Important

HA K6 ETRARSERLT (ERERE ). BR. MENHAERSH , BFRSRS
EREEARBRINBEREERAEEPEENERERELAR. REFRERTZGRE
BITHNERTR. AT (BEEBNERCERE ) . HEARSFERBNRFFERE,

Locust A5

R BRE Locust RBERH. B UEHFERT LE Locust AIFEER UK ML ER I AL

=

/A Important

HRIEH Locust ERIRAREERLLT (EAEFR ). EERNEMERNSH , BRRS
REFALEAREYHEERELREAPEENERBERELAR., RELRERAZE
ASRBTHERTR, AT (SEEENERERE ) . HEAEBERBENREFERE.

BRI
R REH=EHTARURNHTRHMEE

« MEIEIT - BRI EIBATEHARNE
« FITR - EARRNEE B MBS EHTRE
« HEHREL]T - A Cron REXZIMBHMHARARERGRE

BT R, B8 24 MEBRAEEATER , AREFAEERARITHIFNT B,

PR 23


https://jmeter.apache.org/usermanual/index.html
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ESEMAELRE LHITR , BUNFEEA Cron REXHEERH Cron EARE ( flmE I, =
RBERE., THEAHEA ). Cron REXNFEABMNHFESEN , HpaSsoE, MMy, AHHA.
A. BRHNBRNFNHL, SULREEEHAH  UERHEAZMSRELANIT, NFHENME
ENFHEER , F2RAERNAREE TERE -,

® Note
- AEBFERE 2HERZRAENEEERE. flin , 86 10 2EHmEAEKEMN 40 2
ERBFENAFRAKNEE 80 7 EFEETK.

- RERR  BRIEAEZENERERAAGIZRSERRE. Sl , mRAERNEE 80
28 , FRHEHEAE 3 PRAT X

- BPERE  REASAFFRU—DENEERFEANR , MERGAEFEREOR -0

B o
I 47 B

LR R A R ASEBIRET Amazon CloudWatch &R 4x , LAENRFEE R Amazon ECS & F#1T2
FIEEKNESAtE ., CloudWatch BRNEERFHEERRE, WITHEAEE. RIIBEREFLNE
R, BRAFREMVEESEER Y57 EFHERIR.

EHEEE
EHIREREHRE | £g1RMA Amazon Cognito AREFERIFEUFARGT R Web TEENEAEZBNE

FE b, FRETREEAEEE., FEMEHMERE , BLEFEA Amazon Cognito E# &,
MEFHMENR , 5528 (Amazon Cognito B A E1ERE) PHNEFRAEEEFEEFEHE,

WERBREERAEEBRE Amazon Cognito EAELE , F2E AWS fBEE L E  WBEREERE
Amazon Cognito FHEEE.

BoRHFEBS

R 75 =8 Amazon Cognito fEFAEEEZEFE A SAML 2.0 =X OpenlD Connect (OIDC) & & 1 & B2
AEE o RMEE (dPs) Bie. BMEARERAEEARENAAZEBZIAEREA Web T2E , MF
5 Cognito REBEAE R, BMESIFEAESWEIRBEEZE Cognito FREREETRRIMNEREMERHN
FEETF .
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https://docs.aws.amazon.com/solutions/latest/distributed-load-testing-on-aws/test-scheduling-workflow.html
https://docs.aws.amazon.com/cognito/latest/developerguide/managing-users.html
https://aws.amazon.com/blogs/security/approaches-for-migrating-users-to-amazon-cognito-user-pools
https://aws.amazon.com/blogs/security/approaches-for-migrating-users-to-amazon-cognito-user-pools
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R REERE Cognito ERELE. W, BAEXAFHRNTEE U, ®ERAMS , ERFEM
BoRHE  YERANEARXAFRK LKA,

MREMBZA MCP ARB[ES , M S o EAEHBATUERAMEER Cognito EAERKEZAER
RTFEL MCP fAlfR2S.

TEIRIRAF
EREBEZH , ARETIER

« X SAML 2.0 = OIDC WA G p iRt E

. BENGE P WEEEFEE (R EEHEME URIsE ACS URLs)

- R EM Cognito FFAEEIE ID ( W7E CloudFormation #& &R Amazon Cognito £#2 &
g )

« #RARM Cognito MIFFH ( W CloudFormation B HREARERNES > @1 TH Cognito
FEREPER)

TR REENEG T REE
A THERENG S 2 =4 E |, UEEMERTT RN Cognito EREKEBEA,
RN SAML 55 8RH#E .

- SPE® ID: urn:amazon:cognito:sp:_<UserPoolId>_

« ACSURL : \https://<cognito-domain>.auth.<region>.amazoncognito.com/
saml2/idpresponse

YR OIDC 5o RMHE

« EEM@M URI: \https://<cognito-domain>.auth.<region>.amazoncognito.com/
oauth2/idpresponse

WEFE IdP FRWFHMERR , F2E (Amazon Cognito B ABIERE) P SAML & piREE
BEEAEERESDS OIDC S RHEEHEEEREEE.

$ER 2 . £ Cognito HEIME D IREE
£/ Amazon Cognito T2 A NS H DRI FEMEBEMAFTENIRE Cognito EAELKE,

SO RMHEMS 25


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-oidc-idp.html
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W ZEstep-by-stepit 8 , 2B (Amazon Cognito FIE A BE®E) PHEBE = THiEFHEEES
Ao

HER 3 REBMERS

REFPRMBESTEHE Cognito FREEEBECENBHEMRE ., 2, EERENSFBHEESEHR
HNERALFERGBR 51 E Cognito email Bit. WFEEEMAREN F oRMHEEnamenicknameRERMHTE
19,

MFRE , HSH (Amazon Cognito BIRABISR) P ALK EAEERIEES S REEBIER
5

SER4: EERAEXRAFRE LA T REE

7 Amazon Cognito F#2&H , SRBRAFRBUNEAEXAFR , XHEFEE Ul SRE TRAFNS
T RME,

MERA , 526 (Amazon Cognito B ABIEmM) PHREFAEZEEERAEXAF IR,

(® Note
BRI REREEARANAFKREFMNEH URLs, OAuth EEEFNFEE Ul Bif. EFFEE
HELRE , RAEERANEARXRAF R ERAEN S 2 REER T,

/A Important

23R 5 RZZEHE B CloudFormation FERRER A FimiEREH Y
SupportedIdentityProviders B, ERJREENBRTE T piRME K METHR
CloudFormation fRB#{E R, MREHARPRELEBMY , FAEBEEAE CLIWFE IdP &
EHEETOHEEBENREREE  SEARXAFRRERAESH AP HMIREME,
HAEBEILEM | CloudFormation T EEHR K EEEARXAFH AN S D RMAE,
REPEzER  LEAESEEEARERXAF®KSupportedIidentityProviders £ A
B, EEERRRRENEE , 5BRUA AWS CloudTrail 528363 37 Amazon EventBridge
FEAl, LAREELAEIR 5 Cognito FAEEKE AR B EM CreateldentityProvider
UpdateUserPoolClient API FERY,

SO RMHEMS 26


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-identity-provider.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-identity-provider.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-specifying-attribute-mapping.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-specifying-attribute-mapping.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-app-integration.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/aws-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/aws-events.html
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® Note

s FEABEDREEFTEBRIAE Cognito REFEAEERAHBIIBIRBEANBEN,

- BIe 59 EAESIE Cognito ERESKEMBNEES ARG, MFEFAEF
BIEEEE

- AERA—PREAEIEBEEA  BREERIEHER,

T
s

==k MIBRTEER Cognito EA &

REBME 2R  BURBEFAIMREHENZENFEUNFERERNE. EREMAN — FERERE
SREEBS T ABERER.

EEERAMERE , 51 Amazon Cognito EEAEFEBEZR R ER Cognito FRAEEE , EZEEEA
EXGIER  RECERE  ARBREACAEENR. EERRERE K BXALERFERE  REE
EMRERE. FRAEAESRBHFTFEMLEERERFEEA ; MR SXKABRE.

WMESHMER , 5528 (Amazon Cognito B A S5/ PHNEBENESHERERE.
& 15 Zp &

LEfER = EA Amazon Cognito , EEAREE AWS [EiF, Hitk , BAEEAEAR Amazon
Cognito N [EIHEPEBE AR A R, NHEKEH,BNRFREATAMY , F28 AWS EFREEE,

EiEHIHE 27


https://console.aws.amazon.com/cognito/home
https://docs.aws.amazon.com/cognito/latest/developerguide/how-to-manage-user-accounts.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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RENERIERE

FERAMEHERDRZANEREANKAE, 224, XENES, RENEEEESER,

Cost

BV RABBEIITHERS REAMEAN AWS RERAE. BRAFRAMTHARAUZHE, LA
HFERE , UREENERE. BB EXERS (MHFTREEILE ) BERERAERKREY
ITHER S RWFEMGRANAE A 30.90 £,

TREREXEIRE (HSEDIE ) BERPEHERSBIBUAERG R —EA B EHI KA AT,

AWS fR 7§ HE BA [Ex]
AWS Fargate 17 30 /MEFHY 10 ERERERE 29.62 £t

( EFAM{E vCPUs # 4 GB &2

B )
Amazon DynamoDB 1,000 EREEBAREEN 0.0015 £t

1,000 EFEEBENAEEN

AWS Lambda 1, 000 @73 1.25 £t
BEFERER 10 788

AWS Step Functions 1, 000 @R REE $0.025

e B A 30.90 £t

R RERELL Key=Solutionld # Value=S00062 Z5it., BB XHRAEBREAERSEH
Solutionldhttps://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html, Z&
A%, BUUKBXHEYRABERIREAAERRA, S ERRAERERE W REFRRE
AER , URGRERSZEENHRZ,

RPIEZEIEBE AWS Cost Explorer BV FEE | UGB EERA, BEUEESH, NEZEFME
A, B2REMBRSEPFEANEE AWS RENEEBRE,

Cost 28


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/create-cost-categories.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
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@ Note
REMBBRESETHEFER 2vCPUs # 4 GB Wit EE, MRENEFIKZTETEELEER ,
4"‘JLM§1EEL¢E§/J?LAB§1EEEJZZISO R, BAENER , UXESEAETEESHIET, W
EHMEN  B2EAERETNIENASEER &,

® Note

WERARBERESTIZETSAEERARE, HIIEEEEEINMN AWS Lambda ERE R
SELEZENERM AWS loT Core £,

MCP falfk==ssNEH (EMH )

T #&REA MCP Server EXBRE (#MEFEEILE ) BEFEEES —EANRAAM,

PR % T HE BA [Ex]
AgentCore Gateway - TE %X 10EITE xS 100ETE 0.002 £t
5 $0.02
AgentCore Gateway - & #1,0001 10,000 f@EE 0.253%7x
API x 0.025 &7t
AgentCore Gateway - API 53 1,000 1850, 000 fEFAA 0.25%%
H x 0.005 &£t
AWS Lambda &= RIBFAEMNEE (BB THEE 500-20.00FE7%
)
BEBEENAER - & H 5.50-20.50 &£t

BRI ee2 ), WFE AgentCore Gateway EBHSTEFMEA , 72/ Amazon Bedrock EE
(AgentCore Gateway [EE ) . 21%E Lambda EE , 528 AWS Lambda E{E,

MCP EfREFEENER (BA) 29


https://docs.aws.amazon.com/solutions/latest/distributed-load-testing-on-aws/increase-container-resources.html
https://aws.amazon.com/bedrock/pricing/
https://aws.amazon.com/lambda/pricing/
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ALB + ECS Fargate 58 Web XA EENER (2H)

WRIEEE ALB + ECS Fargate BB EHE , AIEXNTIEAER, EEEBARNEERE (#HFEE
JeE ) EE.

AR T4 MR BA& [Ex]

Elastic Load 1 Application Load Balancer 19.35 E£7T

Balancing

AWS Fargate 2 E#T & F /KRN ER (0.25 vCPU, 0.5 GB 17.77 =TT
B )

Amazon Virtual JEAEWR. 2 @IARSE 43.21 £

Private Cloud (VPC)

Amazon CloudWatch 10 {E#842. 1, 000 1@ GetMetricData & 6.54 £ T
k. 1, 000 {8 API 5585k, 5 GB BEEHEER. 1 1@
BRMR. 10 AER

Amazon S3 0.1 GB S3 #R%f#7F. 100 1@ PUT/COPY/ 0.01 &7t
POST/LIST #&3K. 10, 000 {@ GET/SELECT
AR

AWS WAF 1 {8 Web ACL, 3 {EZERAIFE 8.00 £t

(CRS, AmazonlpReputationList, Anonymou
slpList), 10, 000 {E&ER ( FERALAS ]2 0 )

RERENEN BR 9488 ETT

BRI, METEHMEN , 528 Elastic Load Balancing FE{&. AWS Fargate EEHM AWS
WAF Ef&,

ZE

ERE AWS ERX R LEERRK  R2ET2HEMN AWS HEAE, EFESEERTEDEN
BIEAR  BA AWS 2RE. EBNEFTHE , SEEIREERR, EFLE , UARBREREER
HHERZEM, IF AWS ZE2MHFMESRR , &5 AWS Cloud Security,

ALB + ECS Fargate 5t& Web = A%ENER (EH) 30


https://aws.amazon.com/elasticloadbalancing/pricing/
https://aws.amazon.com/fargate/pricing/
https://aws.amazon.com/waf/pricing/
https://aws.amazon.com/waf/pricing/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/security/
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IAM &
AWS Identity and Access Management (IAM) A& & 7] & S S S0 I EVBER MEF AT #54a AWS E

i ENVRBNERE, WERARSEY IAM B , BTFHRS RN AWS Lambda NEEV[REE
TR A9 7BV

Amazon CloudFront

LEfRIR 5 BREBBFEE £ Amazon S3 fEFETEEHEY Web Ul , 3 fEFETB A Amazon CloudFront 78,
ATHBRIEEIRERSMY , BRFRIEEFTRBFINE S CloudFront i , ERRMHHE
REERPUHREFETRABSLBEFEH CloudFront A&, BIZFEEL , CloudFront & EA TLS 1.2
RBFHITHREEBNLZLEABHE. WEFHMEENR , 528 (Amazon CloudFront I8 A E15F)
F Y BR ¥ Amazon S3 R R AREFAYFEL.  Amazon CloudFront

CloudFront ERi BBt L £ EMIERE S HTTP Y2 E2EM NI S ERIRBCIE, WEFAENR ,
2 [1E CloudFront Bl ERFTIE8H R HTTP Z58,

3

L ERR A REFATEEE CloudFront BF , HEE TLISVI.O WREXERLEAHE. BEREFEH
TLSv1.2 8 TLS v1.3 , &4 EFEH BET SSL B , MIEFASR CloudFront BHE., MEFHMEA , F2
B 2041 #& CloudFront D sk E A SSL/TLS B,

Amazon API Gateway

IR T REPBBIEZRIE(LH Amazon API Gateway i % , LA TERR APIs Gateway iR EiMIEEET
WE A ST EER M RESTul AP, ¥ ATEERIREHIBEHRIE(L APIs , API Gateway BfF
A TLS-1-0 £ BUER, MEFMEA , 528 (Amazon APIs) F#IEH REST APl Amazon API
Gateway

MR RIEFATEEL API Gateway B , HEE TLISVI.O WREXEZLBAME. EEAGMER
TLSv1.2 = TLSv1.3 , BAAFERAEE BE] SSL /BRHW BT , MIEFAER API Gateway BiE., W
FEHMET , BFSBRE REST APIsHY BHET#E & .

AWS Fargate Z£ 818

BIRTAR | WLHIRT REHE AWS Fargate R FENEHRAURBIG AR, WREBEHEH AWS
Fargate BIREXRE , FRHEHRUSELBERERFEEREH (CIDR).

hhZ2FHEETEEARR , AFFEEE 50, 000 LEABAEELZLEFHENRFNARRE. EA
RAFFBBRBULER,

IAM £ £ 31


https://docs.aws.amazon.com/AmazonS3/latest/dev/WebsiteHosting.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/adding-response-headers.html
https://aws.amazon.com/premiumsupport/knowledge-center/install-ssl-cloudfront/
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-custom-domains.html
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Amazon VPC

VPC : LA Amazon VPC lRFSE RN EREILE B (VPC) AERMA AWS BEiriEE BRI ERE
B o

B LATE R B H B £ AWS CloudFormation Z8(FisEB S K VPC, VPC EHREAEESHM ECS E5%
£/ ; Web A API T2 BEL VPC F, MRERIEEHEN VPC , BRARBERAFTEN
PHBLAREIE ST HTRY VPC, MMBHZBIZEFERAEAN VPC , BIXEZFETIHIESR , TEERIBTERAH
£,

VPC E3R
B AWS FH o BXEHARBEERN VPC RIEERN TR,

« VPC ZXEELIEMIE AZs

- VPC X EELITEME FHEE , BE FHEREFVLAMERIN AZ F

« VPC FHRBAUURAEHIE , EXEAFAMERNERE (AFRAE)
- VPC 7B ECR. CloudWatch Logs., S3 # loT Core % B ZEUE,
- VPC ZERBEHAUHAFEEBEN ( RE ) FEUE,

(® Note

MR BLEERFEELRMER VPC |, BAILAER VPC BERIRE VPC, MFEFHHEN ,
B — 1@ VPC,

3
¥

NEFRBTLUREELER , FEREETIIER :

- EEE VPC NRKRHERRE
- WERRIERE EEAYEZH (0.0.0.0/0)

AE RSB BMER NAT Gateway = VPC i B KA BELER , MR,
BIE 1: NAT Bi&

- EEENEFRENSE AZ PIPE NAT @&
. BEBRHRLUEB NAT Gateway 2 B85 B4 7% £ (0.0.0.0/0)

Amazon VPC 32


https://docs.aws.amazon.com/solutions/latest/distributed-load-testing-on-aws/launch-the-stack.html
https://docs.aws.amazon.com/vpc/latest/userguide/create-vpc.html
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BIH 2 : VPC im®h

£ VPC HEIN T %] VPC W% :

« Amazon ECR API 1% % : com.amazonaws.<region>.ecr.api

« Amazon ECR DKR i ® : com.amazonaws.<region>.ecr.dkr

« Amazon CloudWatch Logs %% : com.amazonaws.<region>.logs
« Amazon S3 Gateway %% : com.amazonaws.<region>.s3

« AWS loT Core im® ( MREAEBERERANALE ) com.amazonaws.<region>.iot.data
H b VPC #HRE b ] BEIE1E,

/A Important
BT SE VPC ImHREMN R B EL AR RE ECS B R LR ERIERER 443 LHNEA

TCP fi&.

RERIBERE
HEEHEHE  BRGTREE VPC FEMNLZ LA , LA ECSBEEPEREBNTIIRE

- TEELRE
« 8 50000 LHNEAREBREMFRZEFATNEMER , WEE THEENREEEH BV
%HO

A8 BR n R

EREERIE Amazon EC2 AIGBURER ARG R, WHBFREER Amazon EC2 HITEBHTIIH
ftt Amazon EC2 #1T{EEE. AWS BRI MmN AEFEEAE. ELAETHBRAEBIAHE, &
AR BRI WMEIBERL T S#EREB A REMN DDos #Eif BN ER (EC2 £21E |, DDoS &
BARBEZNEE ) , WERAWS TReERARETIENESREE TETRAR, JTAEBAEZ
Bl , 2 RBREENUT BB NREMES,

BR ¥ .2 A & AT TET Y F B

PR Web E12 & FEH B EZBURRIGEFAVEREE R,

MR B AR 33


https://aws.amazon.com/ec2/testing/
https://aws.amazon.com/security/ddos-simulation-testing/
https://aws.amazon.com/security/ddos-simulation-testing/
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¥83% (CloudFront + S3) ZpE — ZER#I1ZH IAM 1 Amazon Cognito 12 & 5 B 5 R 1% RE 5 LA
ANABREAENE , A AWS WAF Web ACL B CloudFront 2 2 B, EEREM AWS
WAF Z2BE8LMRAAR | ZERSREHB—HFELREN AWS WAF R A, SIEHZRE RH Web
R E, FE5% CloudFront + S3 #IAT & HEEE WAF ER,

ALB + ECS Fargate ¥ 8 — SR A RS HFE ALB BIEZPE AWS WAF Web ACL , Hh @& T &4
TR Web R BEMHAERENIERA, BULIEFT WAF BEIUFEENEBELRELER , 8
BIPRAFNHEHFE, WERS, EREHREM AWS SERBEFHE, WFBH WAF HRENER
B, BSEHERAPH WAF BE5—H,

MCP fAfkzssZ £t (1EM )

MREILBIZAM MCP Server BE |, fR5 REEA Amazon Bedrock AgentCore Gateway 2%

SHEE, LA Al RESRAIEER., AgentCore Gateway ZE RS EFE KM Amazon Cognito &
TREFY  BRAIRAEREEHETEEFE MCP fBRES. MCP Server Lambda B & E /e B FEUE

X, BhLE Al RESHMSSCAIRBRESRZE R, FTE MCP AR BB & FE A Web IR A BN TRR
MRS,

ALB + ECS Fargate 58 Web XA % 2M (A )

WRIEERE ALB + ECS Fargate ZE&#18 , AEA TILZEMEE

« VPC 4\ FI1ZEME A M — ALB + ECS Fargate #2185 5 VPC /. \BI17ZE (BPA) BUR I #H®K B
N CloudFront £ i RERIRIEMERET. ALB AILLERE A VPC P AT AR T HER , ReER
1EE9 /N RIHEEE . VPN = AWS PrivateLink ZE , FE&S LA EMBMKBEEER,

« ACM BEEE — ALB i ACM BREKRK L HTTPS, BESERABERSEEN , L EBHE
M. ACM EEBENHEENER , EEANRRESAFHEN. NEFHMEN , F28 (AWS
Certificate Manager A &Em) P ZEREEN.

« AWS WAF {13 — 85X 2FH ALB + ECS Fargate SI4Z0E WAF, WMEFMAEN , BF2HEEHY
NEFERENHENER.

®mEE (FREECH Web @REE ) T2t (2H)

MBBREEEENEIZE  WELEECH Web @RS LFEE Web 124 , B4 EAEET LM

EZE

« HTTPS #87&& — RfIAZERE Web RRER LERE HTTPS,

MCP ARz = £ (&A) 34


https://aws.amazon.com/solutions/implementations/aws-waf-security-automations/
https://aws.amazon.com/solutions/implementations/aws-waf-security-automations/
https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html

AWS LEI5BR AR Vel
- FHURH — BBEEMEE Web AR LEBEFEIRS, BHABRANBERZE.
- REWL  BEBNZEBLEEERE Web AR , BFEEH. ERNAREA,

B=FRAERE

AWS L2 ERE 8RR E =M% =5 L% . Apache JMeter, Grafana K6 # Locust, £
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BB E A SRR &R

&

<E M A>

<i#E ¥ A>

<i#E ¥ A>

192.168.0.0/16

192.168.0.0/20

192.168.16.0/20

0.0.0.0/0

No

A

MREZEEEREECEYHN
VPC , FENEBHENHEEE
HedE@ ARE VPC #9 ID, 4l
i |, vpc-1a2b3c4d5e6f,

RE VPC H % —1{EFHEm
ID. LtFHEEREZRBRBEEN
R, TEEREASRGIH
TR, #la | netnet-7h8i
9j0k.

RE VPC RE—EFBIKHN
ID, LtF 8% E EHEBRRRKN
BRH , TREREUEBRRG U H
TR, HlI | netnet-1x2y

3z,

MREFERRFH VPC , A
AU SBREZER,

AWS Fargate VPC F#8#& A
# CIDR [E3E,

AWS Fargate VPC F#85% B
# CIDR [E3E,

PR %I Amazon ECS AEEH
ZEH CIDR E#,

BEEASMTAZENRE ,
B2 T —EXERAA L.
ZE NoE 1R BSR4 31T HYBR
&, MAGETEMNREME
o

B BB (ALB + ECS Fargate 5% Web 24 )
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28 ¥ERR SR e
Web F# &M {& URI <iZ R A> BB Amazon ECR FAE % 8%

EHEET Web A A RM
%#9 URI ( fln 123456789
012.dkr.ecr.us-eas
t-1.amazonaws.com/
my-web-console:lat
est ). MRAZ , AlEf
RAERLERGR, MFEFM
B , FF2E Web £#EH

%o
ZRE WAF Yes 5 AWS ZE R BIE ALB 81
M2 AWS WAF Web ACL |,

LAERRE RAY Web BUINE,
RREA NoBMER WAF 5&,

ThFiEH MCP 7 fREs No £ A AgentCore Gateway #%
Al EARNEREE AWS £/
PERERUE , FBEAW
Eim MCP ARz,
6. EE-F_io
7. £ Configure stack options (X EHBEIH) HH , iEIE Next (T —F),

8. TR HEL , MRFFHFTNRE, AEMFTERMEIL AWS Identity and Access Management
(IAM) &R 3,

9. 1#1Z Create stack (B HEB) LUK BHE

BT LATEARRERE Y AWS CloudFormation £ A HRGHEENRE, BREZEEKRN 15 pERKE
CREATE_COMPLETE #R&E,

HBERIERE

WEBEYTKE , BNERTE DNS B BETHEEMD ALB,
1. BEZE CloudFormation & HR51Z2H , WEHE ALBDnsName &,

B BB (ALB + ECS Fargate 5% Web 24 ) 50
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2. 7&K DNS (RIEEH , B T HIEF—EFE% :
- CNAME 7# — S MABERET = ALB DNS £, BRARN FHEE ( fim

dlt.example.com),
- BB 528 Route 53) — INREAFE A Amazon Route 53 , O] LAZ I #516 ALB W BB 5C 8%, ER
Eig B2 ( Hl20 example.com) WA EIFE | AlE#% CNAME EHER,

£ Route 53 = AH , EVRARIBH A fcék , BREVERAZXM Classic Load Balancer B9 5l
&, BEESE , AZRERALB,

3. 15 DNS BT XK. S LUER ETRE

$ dig dlt.example.com

4. £ FHl Web & https://<your-domain> ( 40 , https://d1lt.example.com),

Web £#2 A URL t2A[7£ CloudFormation Outputs & 5|fZE & 4% ConsoleURL # A,

® Note
DNS S A sERER D EE 48 /NI , $REH DNS HEREM TTL BEME.

WAF B4 (EH)

FERZEREE (OB AE, Amazon IP FHMEFEMESR IPBE ) TAXKSENBIREREER
i, BULEEEE WAF CloudFormation Z2EEES , A=A WAF EE8No, BRIELERBENLZLE
X, BRITEEZE/N WAF HHRE,

MRIEFEHTT WAF BB, SIS RERE , TR ¢

1. EEREWIBMEE M EEPFEB AWS WAF £ 4,

2. BEVBRA A REIK Web ACL, Web ACL BZFERI1E CloudFormation &8 & R K E,
EFRAILIRR, . BERIE® Web ACL HHIR AL,

4. BULURBEANZTEERFIEHM AWS SERBEHE. BFTRASERRERA,

MEFHMEF , F2H (AWS WAF RBABIEFE) 8 AWS WAF,
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RREN R (EEER)
RRED e

1. B AN AWS EEB XS , ARBEUZHLARE CloudFormation 48,

Launch solution

K& BUNUTHER S B REENEI.

2. RIZFER , SASEXERE MEEZIM)EFHTEE . EEETE AWS EFHFRE , FEAE
EAEES T EERERS.

(@ Note
L #RR 75 2R E A Amazon Cognito , B BIEEARISGE AWS B, At , BLEFETFER
Amazon Cognito By AWS EEHEILFRAR, NEKEHI ENZHRBIRAYE , 5
28 AWS EBIFREEE.

3. EEVHEEHL , B¥ Amazon SSURL XFHRFERNEZR URL REERE , AR EET—
¥,

4. EIEEEHBFMEAETE L , RENFRSRHEBERER,

5. 28T , MRSEANSBARTES N, LEACARAERESHRENSE (EEEEHE. BF
SETEM. VPC/HRKIARE, Wik CIDR., BEBENRR[MEMEEZER MCP @fK:R ) . TF
BN E

6. EE—F_ﬁo
7. £ Configure stack options (X EHBEI1H) HH , B Next (T —%),

8. EMRMR HEL , BMIRFFHFTNRTE, ABRMFTEHARAEIL AWS Identity and Access Management
(IAM) ERET 55

9. 1#1Z Create stack (BRI HE) U BHE,

BT LAIEARRERERY AWS CloudFormation £ A F R EEWRE, BEZSEKRN 15 2 ERKE
CREATE_COMPLETE #R&E,

BEHE (EEE) 52


https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?templateURL=https://solutions-reference.s3.amazonaws.com/distributed-load-testing-on-aws/latest/distributed-load-testing-on-aws-headless.template&redirectId=ImplementationGuide
https://solutions-reference.s3.amazonaws.com/distributed-load-testing-on-aws/latest/distributed-load-testing-on-aws-headless.template
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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EPERARE

WBEIVSTHRE , WU LMEA DLT CLI EBfRAREE , ERRENKIHEEEFEI REST AP| , HER
EH K Web fAlRES LFEE Web E£2 A,

BELE Web 5 ¢

1. BEZ CloudFormation & i % 5| 28,
2. 21 ConsoleAssetsBucket i HiE#E | LEXEEPHRK S3 REIE
3. REFAFMEITETH dlt-web-console.zip BXR,
4. FRBHE zip WA , 7 Web fAIfRES LFEEMRL.
5. f%%E Amazon Cognito BA St 5F Web Al RE5#Y URL :
a. BRX Amazon Cognito 125 , AREBFHEBEINFEHAERE,

b. BEEREXNAFE K ARBREZNEAEIXAFE. LUK CloudFormation &% HE 5| EH
PR FEAEXAFR ID , 4 CognitoAppClientID,

c. EEARHERT , EEREE,

d. EAFFHIEFE URLsT , 118 Web fAAREFH URL FiEEREA URL ( BTN https://
dlt.example.com#l https://dlt.example.com/).

e. EAAFTHYEH URLs T , #i8HMEERY URLs.,
f. BEMRFEE.

MBHMET, , 28 (Amazon Cognito B A BIER) FHEARKAFKNEARIEE
R

/A Important

WMRIEFEE Web 24 |, AIFAEE Web AMREF LERE HTTPS, FEURHIMZ 2L, &
I ZUERAE HTTPS AREERIE.

@ Note

Web R AEEZTEEH API /% URL # Cognito 3R ERHRERR, ELESEHEETH
BELRE. MREBEEEBETRNMARES , FREAEBERRETE,

BEHE (EEE) 53


https://console.aws.amazon.com/cognito/
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html
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ZEIERE

HERRE  BEREAN 5 2E

A LA A E TR

ELBES»BRNEEUABRLRE , CEERS S3 FREIFEHPREIIESE CloudFormation &7, it
EAK URL SHEEEHEH CloudFormation i & | €885 "RegionalCFTemplate"s

ERZUTZEAANE  BLAEEHTRAENSEREEHEEEE CloudFormation $78,

® Note

=@ AWS IRFEEEHRAEEH —EREER, W, BRI ERTEHBMEENE
HARER

BRI RREREAR , TR :

1. ERRB R Web i rh |  EEFT L AREHANERR.
A B BSER R RER Amazon S3 F#Y CloudFormation E4E#RE,
A AWS CloudFormation £#4& , AR ZMEEMNESE.

EEVHEEHLE | B Amazon S3URL XEHRHPETRNNER URL EEIER , RAREET —
¥,

EEEHEERFAEAEE L , RENERSRHERERERE,
6. E2HT , REHANZY K URFEENR. LERATREATIIERE,

R

o

2% A A
BAM VPCID <ER&@A> NREFECERAECEYW

VPC , FEEFZBHENHEERE
H#@ ARE VPC 1 ID, #l
il , vpc-1a2b3c4d5e6fs,

E—ERE TR <EM@A> BB VPC 5% —1E F %Y
IDo Lt F#8E%TE B AERAY
BRE , FRERINVASRRE A

ZEREIE 54


https://console.aws.amazon.com/cloudformation/home
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B FEER FREA
TAIE. 3 , netnet-7h8i
9j0k.

E_EBEE K <iZ R A> IHA VPC RE B FHEEKL

ID, LtF#EEEE EREBRREN
BBH , TRERIASJ[IMEUH
1TRIE, I | netnet-1x2y

3Zo
BB VPC MR R A RIBMH 192.168.0.0/16 MREAKRBEMIRE VPC
EXMH CIDR E# H{E , BIR A REILH

Amazon VPC £y CIDR [E#
288 AWS Fargate #9 IP s

ik,
214 CIDR B R FF 0.0.0.0/0 FR#l Amazon ECS A& H
Fargate EBHELRE ZHIHY CIDR E#.

7. EE—F_io
8. 7£ Configure stack options (FREHEIREIE) HE , i#IE Next (T—F),

9. R HEL , RRFHFENRE, BHEYLBEFREAAEEIL AWS Identity and Access
Management (IAM) &R ZEL S 81,

101#$F Create stack (B E) LI BH B,

& A FEARREARAY AWS CloudFormation 12 & iRt B AR E, BEZXSEANA 2 ERKE
CREATE_COMPLETE #R&&,

ERIHEEESRN , eMEHRE Web T2E6H, ELRVAER , MIETHANEEMEIEER
WMRGIZEU R, BUUERFIZAINREERS RS | SEREFHEE/HE,

BRAREARMNERRTNEFECHEBESEEY DynamoDB BE , Eh I &ZESE TR E RN %
EEH, BULE Web I AP KESHFASZER, ZERAZIESIEIMEESNEEZER |
#afEFH Amazon CloudWatch $54E, BIERTRE , B UEAERERFPRIEENFRERE,
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® Note
BAIDERER Web TEENIERTRRBEEME, £ Amazon S3 RHIFEFIRPIEESE
BANER  YEAMERSTREB EHHERRIGEHBASIREMS, HE , EUUTHEARILA
H - BAMERRNRIF,
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ER BRE R

REHRMEE AWS LERASBABERARBRATROTRER , EUF —ERERHE 9 A FEE
R, IFERESREAERS., TR , UARERAEER.

A RA
BIYAREFTENEETESE !
SR —IRERE

RENEFAEREESZY , S FEUEEHE, HEN—RIEZRR,

E—RRE, EERM, BEREEN , UIRBEENER.

X3
X3

R

- ARER (4E) - AERINERERE
- AR#ER (#4E) - ARARNAREHN EaEFEES
- BER (ER) - S 5 ARRRIENBEENAEHRM

BriRiRIE
RERHEHITAIRRE

o MEVIT - B & BIEATRIE.
« TR - FEERSE R BNKBHTRE.
« EHRELEBT - A cron ZHEEHEBDRTAE. EAURERENX (&)K., 80, 8)

HIEH , HEHRBF] Cron RIER., MFEES Cron BN, IEEANRFEHNFRER , F2H
(BB ABIEE) HH Cron REXSZE,

FREIERE
EREAER  aRETITERR

- PRS2 HEIEIB Amazon AP| Gateway EX E R FEHN APL,

- AP| S 8EEZE Lambda BKE , ZEEERIUREAEIEE HHEITH Amazon EventBridge Hf
EERHERE,

AR E ] =



AWS k#0580 8 SRR B
o MR —IXMRE (#M1T—IR ) , EventBridge RS RS EMTRENIEE B AWM A api-
services Lambda EHZ.

- WRABHEMRE (EHERELHIT) , EventBridge HEIZ25HERZ € I BN4RIR Cron B} Rate RiEXNEH
HEIZEW A api-services Lambda ¥ , ERBH A AL,

BN E R

ENMSSRERZESER , UENEBTRRENEER, AR , SR
* SFig@@H%Faﬁo

- ERERAETE.

- BIHRYFERET B,

- RERFERETE.

BRrER iR EARFEER , Y-V ERKRER, NEFMAEN  F2RLANSERETE

7'
Lo

HER 2 ROIMERE

ERBFEARRS , AREIEREFRAEER,

e LT
BELEHTHRNUREE

« BE—HTTP in % - FAMENERIGEE— APl KRB E,
« JMeter - L& IMeter BIFHERE (jmx BRED® zip HEE ) .
« K6- LB K6 BIEHIERTE (js BRR zip HEE )

* Locust - Ef& Locust BIFIETH (py BRED zip HEE ) .

(® Note
ENENRERBRBEE=F . BRARGEB Taurus AFEBBLRBHITAUH , ZR
BERBAEERHIT IMeter, K6 = Locust ; BE— HTTP inBRIEESERA IMeter B
g, WHHER Apache JMeter #11T7. BIURIEZE , BREZ=FAEHEE , THRZL2HE
B, REEANSHRIE,
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HTTP iR 4H AR

BH TE— HTTP im%h. B, BRARSREREEL IMeter RIFRFE | WA E Apache JMeter
“HMERT, RETHRE :
HTTP i3 ( XE)
WABEARNIHEENTE URL, Bl https://api.example.com/users, MRATHE AWS
HBEREFEuR S,
HTTP Bt ( #E)
EEGFE R HTTP 3%, FERX{EA GET. HMEIEZFE POST, PUT, DELETE., HEAD., PATCHHI
OPTIONS,
EREE (EA)

& BT HTTP FREMIEEEMER. ERNEHFITIE
* Content-Type: application/json
 Authorization: Bearer <token>

* User-Agent: LoadTest/1.0

BEMERRNES S ERER.
WXEE (ER )

118 POST = PUT ®BRWERANX AR, & JSON, XML SFEXFHER, Fl : {"userId":
123, "action": "test"}.

ARRBETER

£/ JMeter, K6 = Locust i , FLELZNARESHERITSAEESTHNIEREEN zip HE
B, ) IMeter , BALE zip HFEMN/pluginsERRHPITE BEITHABER.

/A Important

HARTHRHEIE T (JMeter, K6 = Locust) AIBEBERI T ( ERERE ). XZEXR
(TPS), HEASKENEMERSY , RS REFEAECEIHELPBEREXRER
FIEEWEREBEELMAR., REFRERTEFASMITHEEFTE. LT (BETENE
BERAE ). ENRSERBNRGSERR.
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HER 3 REFK

REARBEREN 2 MHHN , 2RZEAXE,

ZEEREHERE

BH—HZE AWS EE , Uk EsHEEE. SHESEEZNNED , RE

EBETE
#$7E Fargate BEPHHWARARGIBBIRE (FF ) BE. —BIRFES "ENER.) RE ,
AR HMER,

WITEE

BECHEENATERCEAEHE. BRHNRHZRIBSEEE 2 @ vCPUsHRRERE, WITE
R CPU MR E IR,

REERERE

RBEUUTEARNAIENEREHRE  JUBBZERSENFEREHEIE Amazon CloudWatch HES %
MEERIEE, —BHEE CPU M EEMEEEEHRS 6 B ERNAR[EHERMERE (2 @ vCPU 4
GBioiER ) P XEZAENEREHE LR,

RIERF
BRI LAER T HIEEA] , R REN AL ITERFRS

1. B FHEIB 200 EFEHAENRIE,
2. RIR#ITR , A CloudWatch £ & B2 CPU MECEHE !
a. EEEERPHNRFABRT , EEEEEE,
b. EXHEEELREEM AR THNEES | ZEEECS B5,
c. RAEAITHRBES | BEIEH Amazon Elastic Container Service (Amazon ECS) &%,

3. B2l | F5E® CPU MBI, MR CPU REiB 75% WECIBEKREIR 85% ( BB —IRiEIE
H) , BAUHESFERENTS — BRI,

WRARKRBBRERRG , FEELR 1-3. NEF , BALENBRER , UAFESATEAE. T
B, EEELESHRAN, MFFEEF , F2R FRAEER.
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® Note
ATESERNGER EREXTHEAERGE , —XRABT—ENE. rEAESBER
HREMWELE , CloudWatch ARG RIFEEFENEER ., ESEIEMERE R M
CloudWatch Container Insights %5 , EE8HE —AFENEREAREETER,

MERESESIZEFERAENFMES , F2H BlazeMeter X#HHIKIE Taurus RIFE.

(® Note
BRAREERSEESNTRAREENR | HBEE AR ARIREHERE,

AAEBNERER
JAEBREENESEMERSNERTAMY

- EHE -AWS BEFERE,
- BEEHKVCPUs - P EEEBETHECPUs BE ( FEERE : 2).

« DLT E#BR %] - BIZRFE K Fargate FEE vCPU BB R NEBHE LR, FIRFNEREBEH
{& ; 557F Service Quotas TR ATEF L HAMRE , YR EEZRESE .

- AAWNDLT % - ESH EsI T ANEBEE  FEHFRXAEHN DLT EHEHEEH T Fargate £
HEEFERAH vCPUs,

AEENBECHHTAEER vCPUs B8 |, F2E BB ASERM.
AR ERE
ERENEHAERATHRERE !
o Lpi:3
EIBRALTHER, FUHE , SRSk 0 FFEMIERENILITER.
RE

B ERHENFERE, AESEPBNTELITERE.
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AWS RS EAE A

HiEEE

T4 BB

EEVARARZE  FLREECNAMBEERE. BFE

- —HRERE (BW. R, HE).

- RAIERE (AEREE, mBIESTE )

- REFR (E%. £RE. FEAKE. BF).
BE® , BRERVURKEENRUERM).
EERHEH

BAURAERGIR B

- WE - BUREER. FARMSE
- BEREFERUEIFRENRZIER,

- BHR - BRBENAHARFIUELRL. FERARMEE

- EHTIR R RR/ AXSH.
- IS TARAETB,
- MIBR - BERETBRERVRERS

AT R R A

BYRARARMz® , BUNMEHTE  HEECERROSFERFEHRIT,
i, FRASEIRIFAETARSIER , HhaSHEBRENER.

ROFHEFARSE

REFAEARIEBREETAENEZET. EBERECENRERETSARINNKEN.

EBREER K
ERREERKRETSEERNERE

- EHE - SITERR AWS B
- ERFTR - SHHEEHRENEBER

BEEZHTHARE

SR 4 BEAMET
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- X7 - BEERNERERAEHE

« HTH - BRI EESTARNERRE

- FRE - STRBNEEHE

- fE - EEMENEBRE

ARBITIERRE

ERERRE , SRETITHERE

—

 EBHE - BRARSEEEN AWS BEFHERS (% ). EBSHRE "HEL BWH,
 EBRE - BRARSEBHETE  ETEINSEESNBEREBTHA/L. EHER

"Provisioning" # £ "Pending" Zl "Running",
. MEBEELE - BRI EZHEEFHINMEEE 2R , eMERBRIEREFEIEN B RRE.
4. AIEFT - ARERENFERE (3 + REEKH ) AMIT.
5. RAN - ARBERE , ERIMEBERENEEREMERINER,

N

RIE BT R

REHIT T A THIRAE -

- DR - ARHRRARRBIT

© BT - R B TR,

- BBV - EAEDEUBET R AR

- BEEER - MABTRERE,

R - WRSTERYRR , BREREEFRE,

E AN BRI TER

MREEZARARPIRRARNKES , S ERNEATRRRNKER, DSEEERSEREE
B  BEREETMFEEN , LU -—VNERRRER,

REBTIERRE 63



AWS EE S B EERAE HiEEm

Real Time Metrics

ssssssssss
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...................................

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

(EpIZ P
P15 (o] e By

BrEEREREECFERNFEOOERE  UAWAEN, YBHBERUAYAECNCERRE , M X &
BR—RXTNEE, SERSEEMNFUTRNERKT,

EREME

BrESERSTEHELRBNITERCEAERE, BRETERMERME TR LB 0MMNE
I 4R B R ATE R

R B RR

BrEERIERERIIFRNBETE. BRETREERINFRNER,
RBHFER

BEreEREEREXMBERNIETE. BAFABRTEFERERFIAENIT.

ZEHREL

BZERSHTAGEE K SEEREFEREERAMERENER. SEELXESNESTRIRKRE/EE
HHEEE (HlIn , us-west-2 F us-east-1),
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Fargate £##Y CloudWatch BB B2 EREUVAIEE RNVTEEHE GRS, EREERXEF , Lambda &
HEEBERYAAHEME AWS loT Core £, Web FEAEFTRILLERE , WEIREREE,

® Note

B ERMR TN , RAAEAEARTRIEMER. Web TREKZERE 5, 000 EEH
B, CRERRENENRRASRTNERNRN, NMREEENRE , BESEZ=A , ¥R’ T—
BRANEMERER. AETAE , RS RSRERERFME DynamoDB H Amazon S3
B, MRERXEITHNESR K BREEET "RETANER. .

HUH AR
AT B Web iR ABUEBITHORR. HCIUEURE  SRETITERRE -

1. BUBEEREE1%X E microservices API
2. microservices APl €Y task-canceler Lambda & , A ELLFrE B BB ETE
3. 1R task-runner Lambda BREBEAREBUEF IR EEHN T , EXESELRE

4. task-runner Lambda BNE5ER # , AWS Step Functions S#E&#1TCancel TestFH B , BIX
#1T task-canceler Lambda B EUAE L {ERIRIERHIIETE

® Note

ERRTERIEFAERSRE  BUENARTE-EREARTRERAREF. ARMEERE , R
AREERES "EEUHL ©

BREAFEBR

HTEBTRE , DA AEER. BRAREH2AUNERENTE  BHETHRERAEXEAH
THIMEE.

AHBITREER
BRARERE  MRTREELDE TIERNHE
- PHEEEE - ARELSFAARRNTOEEBE  UBAEL,
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o PR - AEELE CFTRARNFIOEE |, W R/EN,

o FIGEREE - PEBRERIEHAFNFEEE , U REN,

- FIHER - AREECABRARN AR,

- BETR- BREBEG

« BIETE - AR B

- SRERETEN - B

- BUERE - AREE A BERERNFEFUHERE.

- BONVE - EEREEDMNE , 23 p50 ( PME ). p90, p95 M p99 , FEERFIERESKEY [ FERFR
s i

AIRBITERE
ARATENREBTRROINFEEL WRAT. B :

- RRESENEHTHHERER.
« RREMBELLBRIEERHANIT,
- BERKRTHEAS CSV ER.

- YRERBU BRI ENEER.
- BREVAIESITURRFEE R,

B

EALEE MRS THAEE | MULBRROURNT. RERER .
- WHSTRETESEEENELALNE I LER (+/-%).

. BREET G ERER I NEUERER.

- BULERSELERER,

AR S R

ZEAEMTERMEAZEARBNFMAERRR  AEATHER. #HBRMNEm.
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Test Run Results Errors Artifacts

Baseline

show o | QDT (remove s )
Baseline test run for performance comparison
Test Run Total Requests
6X1bYOuUKa 162,460
Date Success Rate
11/17/2025, 5:46:33 PM 21%
Status Avg Response Time
complete 11908ms
Test Run Results (1) [l By Endpoint By Region ¥
| Q Fiter resutts 5]
Run v | Endpoint v | Requests v | vsBaseline Success v | Emors v | SuccessRate v | vsBaseline AvgRespTime v | vsBaseline 95thRespTime v | vsBaseline
[ O 11/17/2025, 5:54:47 PM s cloudfront. -simul 119,492 B -26.4% 35,763 83,729 29.93% © +1323.8% 17534ms B +47.3% 30040ms B+61% ]
Test Run Metrics Dashboard
metrics for loudfront.net/load: in total
Volume Metrics
Total Requests Success Count Error Count Success Rate
119,492 35,763 83,729 29.9%
Baseline: 162,460 Baseline: 3,415 Baseline: 159,045 Baseline: 2.1%
D -26.4% @ +947.2% @-a7.4% @ +1323.8%
Performance Metrics
Avg Response Time Avg Latency Avg Connection Time
17.534s 3.451s 7ms
Baseline: 11.908s Baseline: 10.2795 Baseline: 4ms
D +47.3% @ -66.4% D +68.9%
Throughput Metrics
Requests Per Second Avg Bandwidth
1004.1 11.44 KB/s
Baseline: 1376.8 Basaline: 4.64 KB/s
B-2711% © +146.6%
Percentile Response Time HTTP Errors
Response time distribution across percentiles Breakdown of HTTP errors by status code
Percentile Response Time Error Code Count
0% 541ms NaN 55757
50% 16.2455 502 8
90% 30.0408 504 27964
95% 30.040s
99% 30,0475
99.9% 30.160s
100% 30.160s

EEEH

MR EREREERHAT
HEELBRWETRE .

Alg@ T EEEER,. SUNERERETER. BErEo LRBRELE | iR

ARITERERE

BREMREHEF T DRENFEER

HERR

156 FA e BE $2 SR AE = (EIARAR < B 414 -
EE-ARENTIESNRRER
o fikum R - MKME B R R 0 B RS R

- KIEH - fk AWS EFMDHER

AR RER 67
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HiEEE

BER
- BRER - BRERERE
- BREDL - BrRREENFILEER
- BEREE - BREELR

ERELMBRT

- BEREMKRTHA CSVESR
- YIRERRU BT R
- BENSEFERUEIREERR,

HRRE|RE
SRR EHIR LR R AT -

- ERBRERITH.

- F2RKERARIRIREAER.

« BB RMEBERPHEN,

- SIS TEIR S R EN EEETHREZ .

PALEER %

BRI ERITREFHARBUTHEEENIAESR !
- RBEMERKE (B, BRER)

« TEASERmEITRERD o

- BARRAERSTRA THAE—HF,

S3 ERiEE

40+ , S3ERFRCEEUNEER

o ¥i##8 - scenario-id/test-run-id/results-files,

- BIRER - 40 R2ETHTHRAIEEERS ID BRBERSERRER,

HRREIRR
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® Note

BEEREERE TiEAh, BB UERET Results ER R TH Amazon S3 EFEFEF
FRRHAEGER, W0F Taurus BIRBERNFHENR , 5528 (Taurus £REFM) FHE
FRIRRE .

£/ CloudWatch Logs Insights E5#%

IR RS EPEIUE CloudWatch Logs Insights B#FHEH |, ELEHEE R CloudWatch
Logs Insights T ENERFEHT . ELERATELEFTAURGEEE. #HER, THRARNMILE
B A mERRERIIEH.

BREHEBHISHEBSBNEL , ARESEITBHETHEA. H120 : DLT - Test Timeline

[my-stack us-east-1].

EHRERENEM
EEYTERENEH

1. BARX CloudWatch Logs Insights 3£ &,

2. EEAEERY , RACRTFNES,

. ENMFEA NEHDLT -,

4. MBEEHITEEZEME , /20 REPLACE_WITH_TEST_RUN_ID , EHEBMRARRERFHER
BIEET 1D,

5. iZ{Z Run query (B11T&E),

DLT - /,JJ Eit H‘.I' FEﬂ EIH

BREFAHENEF Lambda NBME —REATHTEAwmBY, FRALEHRERERFEIE
mﬁkﬁ’]%#ﬁﬁh

B Value
- fbva @timestamp , logEvent, message, region, error
ERE R testRunId = "REPLACE_WITH_TEST_RUN_ID"

f# A CloudWatch Logs Insights B53% 69


https://gettaurus.org/docs/Reporting/
https://gettaurus.org/docs/Reporting/
https://console.aws.amazon.com/cloudwatch/home#logsV2:logs-insights
https://console.aws.amazon.com/cloudwatch/home#logsV2:logs-insights
https://console.aws.amazon.com/cloudwatch/home#logsV2:logs-insights

AWS DX 8 &R BiEiEE
B Value

Sort @timestamp asc

BER 75 500

REPLACE_WITH_TEST_RUN_ID #§ BMX R LB ERERAEIIT ID,

DLT - A5

HRES Lambda R ECS EBHE—AIEATHAMBHERERER, EAEAMBEEFAHNG

%E%i , ERALEARENRERR.

B
ERIR R

Sort

Value
@timestamp , logEvent, message, region, taskId, error

testRunId = "REPLACE_WITH_TEST_RUN_ID" and
level = "ERROR"

@timestamp asc

REPLACE_WITH_TEST_RUN_ID # Bt AR EREMRFE ST ID.

DLT - %5 K&

BRERFLABNSRESENER ECS ALK, FRALEMNRTBEA/MTERE Fargate EH 1R

AHEEFEL.

B

R

ERR R

Sort

Value

@timestamp , testlId, testRunld , region, taskArn,
stopCode, exitCode, stopCategory , stoppedReason

logEvent = "TASK_FAILURE_DETECTED"

@timestamp desc

DLT - BIEL8538
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B4 Value
PR %1 50

HEHTEEURNT D, CERETAEARRTHRERLNEH KK,
DLT - fALERR

BRI ECS lRBBERIMNE R, EALEARBES NNFINEREFREEEESKNBERER
B9 AR5 o

B4 Value

Rz @timestamp , logEvent, message, region, cluster,
orphanCount , orphanTestIds

EREMRY logEvent = "ORPHAN_DETECTED"
Sort @timestamp desc
B % 50

CloudWatch /R

LEiRR A REIBEME CloudWatch B~ , UERFETENRERY. RIZER K EEBERRRESR
MEYE, BFIEZBHESHEERITE Amazon SNS £ | LUFRESER MBS IENKRBEL,
FTRERBEAH
EECETHEFEIEA

. BARX CloudWatch Alarms £ A,

BEFEAHBEBNETR (AW my-stack-OrphanCleanupFailure),

1
2
3. BMETR , REBERFRFEE,
4. EBEAT | BEMEBEA,
5
6

CERREVEE AR BENGE (ZEFHEH. SMS 5 Lambda) B SNS E£&E,
. 1212 Update alarm (EF & R).

DLT - 32 ERR 71


https://console.aws.amazon.com/cloudwatch/home#alarmsV2:

AWS 9% 8= B BT
HHZEBERERLIR,

OrphanCleanupFailure

B Value
Alarm name (B R& %) {StackName}-OrphanCleanupFailure
EE OrphanCleanupFailures distributed-load-t

esting MAZEMEHRH
Threshold >=5 DE#ER 1 XKW

REBERNER ER

LEREZENAR  BRLRERA=ZFEHERLLE ECS FRFARE

- BB BBERREE — AEBREFTERESSSAIRNEREE, NREME. BER
ITHBEEMAY , TERES ADBRBRUEZENMER ECS R,

« B2 BTAMERN — NRBREEIEREBAGENGE R (Hln, HRBBEEHREREENR
RFk A EBEEER ) , EventBridge REISERI A , X 1&E 7 B3R P S EEENER.

- F3E  BPRIILEE — IEERS/DRHT X , BEREAEAPAREEBEN ECS R ,
WiRFIMEREM. ERLEXREFHFNLZEM — MRE 1 BMNE 2 BHAH , BRNWBRBENEE—
PERBR. MRAEREFAS AR , HERSHE,

AMEEE : I3 ECS Fargate FRIESEEHTIE DLT FREEHPRETREHNBERTELEER,
MRREBHNTE , EEFREERE L HBA /R AFRIEBE,

HEENEE : SHBEREBRE , EBF Amazon ECS =& , &5 DLT B#HEPEFTHRHTHEN
BR# , I F BN EMIER,

MetricFilterCount

B4 Value

Alarm name (B R&#) {StackName}-MetricFilterCount-Alarm

OrphanCleanupFailure 72


https://console.aws.amazon.com/ecs/
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B Value

R MetricFilterCount distributed-load-testing #%H
ZEREPH

Threshold >=90

REBEXRNER RiER

HWEREENAR | @R REE ECS BFEME LBREEY CloudWatch 1EFRENRMRM , LIEREH
ITHIRXENRER. AWS Si48E B ARG A 100 BEREEFRG. LERSERAEEIKR
HHY 90% RFAEES

RITEER : REFRG  SINEFABRBTHERR.

BENEE  MRTBFENAEREM. BERARRMR , RS ZEBRMEEAMNIEREERRS, , X
BT AEN A&,

MCP A fRESE &

WMREEMRS REPBHEEE TZAM MCP Server ttf , BRI B s BRNEHUEARS REZE
BRERIFEABEN Al AR TERES, MCP ARFEMER Al BIEEE, EENMSTEHRENE
A ERET RV,

EEALMFEAECREZENAFH (Amazon Q, Claude & ) E#&%| DLT MCP fAfkzs , BEAFiRME
REIE RIEE TR, ZAEE#t MCP Inspector. Kiro CLI, Cline 1 Amazon Quick i E1E o

HER 1 HUS MCP im & A 17 BURE R

REMEM MCP AF iR Al , BFEER DLT Web 2 EHEEN MCP {a] AR 25 i 26 F 7 EVE ML .

1. EEE 5 BXBHAE Web T EFH MCP RIRIEFEH.
2. ¥ E MCP {a] i 25 i 26 [ BX
3. EAERIRR URL IREAER IR URL, im URL EREL TR : https://{gateway-

id}.gateway.bedrock-agentcore.{region}.amazonaws.com/mcp
4. REFMFERFEER.
5. EAERFIEIZRBERTEER,

MCP fAfRES R4 73
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/A Important

REECHFIER K FTELREA. FRIEB MCP M HEHRMEH 2 HX 8 RIEHARST RV
ﬁﬁﬁﬂy*go

ICP Server
MCP Server

MCP Server Endpoint

Expires At

B 2 . {5 MCP Inspector #1785

BHR R EAHERM MCP Inspector , ER—EILE , WEFEEEFE MCP AR:SFYMUWATE, E7
REFEMN Ul MEBHIREEEEER , LUEERTE Al AP w2885 MCP Server E#3,

® Note

MCP Inspector 2 0.17 iR EFMRAE., FrEREREALLEREER JSON RPC 24 , € MCP
Inspector IR E ZAEANRE,

ZFRE) MCP Inspector

1. MEHXE |, X% npm,
2. BT T 5an = REE MCP Inspector :

npx @modelcontextprotocol/inspector

TEE#R

%a

1. 7£ MCP Inspector REF , & A &K MCP Rl fR27 %2 URL,
2. FRAEEERIERESER,

$ER 2 . £ MCP Inspector #1785 74


https://modelcontextprotocol.io/docs/tools/inspector

AWS EHIHBAEHUR HiEEm

3. BEERUEIER.

MCP Inspector v0.17.1 Streamable HTTP

Copy Endpoint URL from DLT

Copy Access Token from DLT

Connect

Server Notifications

WHITE
ERRE , SULUAE T AR MCP TR

1. BBEEAERFATHATENEE,

2. BHTE (#lW, list_scenarios).
3. RHEMBENSH,

4, BEUALHTIESRKEEFE,

$ER 2 . £ MCP Inspector #1785 75
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MCP Inspector v0.17.1

DitMcpToolsLambda__list_s

< Run Tool © Copy Input

Tool Result:

Server Notifications

HER 3 BRE A RERFiR

£/ MCP Inspector B 7 MCP Server :E#R#% , B LFREMREH Al B AF R,

Kiro CLI

Kiro CLI ( 5814 Amazon Q Developer CLI) 12 fita5 577 EUEE MCP Server &1 Al BiBIBAE
HHRES R

1. #REEmcp. jsonfBREER, MFHEEERVENFREF , F2H Kiro CLI XHHPHNERARTET
& (MCP),
2. ¥TIIEH DLT MCP fRlfRER4EEE -

{
"mcpServers": {
"dlt-mcp": {
"type": "http",
"url": "https://<gateway-id>.gateway.bedrock-agentcore.<region>.amazonaws.com/
mcp",

"headers": {
"Authorization": "Bearer <access-token>"

SR 3 BREA HEAFiR 76


https://kiro.dev/docs/cli/mcp/
https://kiro.dev/docs/cli/mcp/
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}
}

#& <gateway-id># <region>HUX & MCP fAlfR85in* URL FMV{E , ¥i& <access-token>EK
RIZIELSER 1 PERNE,

BRI RE

1. FERURHEP | A kiro-clilABKE Kiro CLI,

2. A /mcp EFEMAETAKN MCP fAARss,

3. A /toolsAEE dlt-mcpMEMEEN MCP AR RENTAIE,
4. HEFR d1t-mcp BRI ¥,

A 4R
Cline %1 MCP Server 41 Al {RIEENE,
{HRELS BR

1. # Cline 1 , EEEE®E MCP fAfRSR > FE > 5RE MCP fAAR=5.
2. 3§ cline_mcp_settings.json 8% :

{
"mcpServers": {
"dlt-mcp": {
"type": "streamableHttp",
"url": "https://<gateway-id>.gateway.bedrock-agentcore.<region>.amazonaws.com/
mcp",
"headers": {
"Authorization": "Bearer <access-token>"
}
}
}
}

# <gateway-id>Ff <region>Ei{ 4 MCP frlfk25im B URL FHV{E , I#§ <access-token>HEL
RELESR 1 PERVE,

3. RFHEEER,

SB 3 REA HEAFRK 77
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4. EFRRE Cline AEREE,

Amazon Quick

Amazon Quick ( HI &% Amazon Quick Suite) {Rft£F M Al BIEF & |, X & MCP Server &
(=

TR

#£ Amazon Quick F3%E MCP falfRss 28l , BEEH DLT §BF M Cognito £ A& K EHE OAuth &

1. BEZE AWS CloudFormation & &,
BRI BEEREES,
ERERSIERS | SHRYERESRL DLT SBE/EEIEH Cognito FRAEERE ID,

. BEZE Amazon Cognito 3£ &,

2
3
4
5. £/ CloudFormation B i N ERAEEKRE ID ERFERAELKE,
6
7
8

EEREEG  BENERAERNES > EAERXAFK.
. B EBBHEE A m2m(machine-to-machine) WEARRXAFix , RAZBWE,

 EERARAAFPRFMEARE L , SRAFPK D, BEETAFPREE  SEEETHFP R
7, RRER E.

9. REIFHEERE , W RPEZESIEBISERAEEERE.
103E B tl/oauth2/tokenZlBiE M & B R 2B F A in 2 URL,

fEREL R

1. 7 Amazon Quick F , B HHERAERZHBAENERAEL,
WBERASRT , SRAMIEE DLT MCP ARSI 58,
WEEME | AERIZE MCP Server 81k,

FXE MCP fRfR=SFFMEA

« MCP {a@fka§ URL : &89 DLT MCP % 24

- FORMBEEY . RERFHEE

- ERIRE . 8K Cognito MR IHE URL

- AP ID : RE m2m ERARXAFRNAFL ID

LN

SR 3 BREA HEAFiR 78


https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cognito/

AWS £ B B RE { Vet
- AFmMWE : KRB m2m EARXAFRNAFRBE

5. f#7F MCP Server BifE4RAE,

6. A5#H MCP Server BIEF B E LN RERN,

BEMAHAEREN

1. ¥ Amazon Quick FREBRKERER
2. FREARESRTHEERASHKEE.
3. REENSFER MCP TERBERMOESAZEER,

gHIR T

THIEFIREBMIER Al BIEEE , SUEB MCP REI WA AEER., BT IDs, BHAZEEM
4, MRS ENBEANRER,

WMFEAR MCP TERHESBMFHENR , F260 (FARAEER) HH MCP TEHK,

BEARERES

B MCP fRIfREBEH BARFES EB I AR — K EShow me the load tests that have
completed in the last 24 hours with their associated completion status , 87

A f | a0

Use list_scenarios to find my load tests. Then use get_latest_test_run to show me the
basic execution data and performance metrics for the most recent test. If the results
look concerning, also get the detailed performance metrics using get_test_run.

BB R EXBE

I need to analyze my load test performance, but I'm not sure which specific tests to
focus on. Please help me by:

. First, use list_scenarios to show me available test scenarios

. Ask me which tests I want to analyze based on the list you show me

For my selected tests, use list_test_runs to get the test run history
Then use get_test_run with the test_run_id to get detailed response times,
throughput and error rates

-l-\LNNI—‘

gBHIRTR 79
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5. If I want to compare tests, use get_baseline_test_run to compare against the
baseline

6. If there are any issues, use get_test_run_artifacts to help me understand what went
wrong

Please guide me through this step by step, asking for clarification whenever you need
more specific information.

T EERERE

Help me validate if my API is ready for production deployment:

1. Use list_scenarios to find recent test scenarios

2. For the most recent test scenario, use get_latest_test_run to get basic execution
data

3. Use get_test_run with that test_run_id to get detailed response times, error rates,
and throughput

4. Use get_scenario_details with the test_id to show me what load patterns and
endpoints were tested

5. If I have a baseline, use get_baseline_test_run to compare current results with the
baseline

6. Provide a clear go/no-go recommendation based on the performance data

7. If there are any concerns, use get_test_run_artifacts to help identify potential
issues

My SLA requirements are: response time under [X]ms, error rate under [Y]%.

L EE R )

Analyze the performance trend for my load tests over the past [TIME_PERIOD]:

1. Use list_scenarios to get all test scenarios

2. For each scenario, use list_test_runs with start_date and end_date to get tests from
that period

3. Use get_test_run for the key test runs to get detailed metrics

4. Use get_baseline_test_run to compare against the baseline

5. Identify any significant changes in response times, error rates, or throughput

6. If you detect performance degradation, use get_test_run_artifacts on the problematic
tests to help identify causes

7. Present the trend analysis in a clear format showing whether performance is
improving, stable, or degrading

gBHIRTR 80
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Focus on completed tests and limit results to [N] tests if there are too many.

R R2 Bl 2R BV R ER

Help me troubleshoot my failed load tests:

1. Use list_scenarios to find test scenarios

2. For each scenario, use list_test_runs to find recent test runs

3. Use get_test_run with the test_run_id to get the basic execution data and failure
information

4. Use get_test_run_artifacts to get detailed error messages and logs

5. Use get_scenario_details to understand what was being tested when it failed

6. If I have a similar test that passed, use get_baseline_test_run to identify
differences

7. Summarize the causes of failure and suggest next steps for resolution

Show me the most recent [N] failed tests from the past [TIME_PERIOD].

BHIR o
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5E B AR

A EARIEHREBREANERNIE R, MRELEREEZHBREWERE |, FBHE AWS Support 1244
B IR 5 2B AWS Support EHIRIEREA,

S MEEERTT =R
B SEEERRAN VPC , BAEABRES KK , BHTHHERAEL
Test might have failed to run.

o BRRFE

BARTHEBFENEEN VPC 1, Y EERERPERAREFESN NAT FERMERBIIEE. AWS
Fargate EEFH , IR LR FERIARMRE , U HATRIE,

BE : AESTREBRNERBER
o BRRFE

BUH BRI #E AWS Fargate , MBERFIBEERHEF L. WREKREFEL , FFEELLFTE Fargate
£7%. BEEIRSHBEE Fargate RS , URBRETURBMENIEEE, Stk

& Lambda E&HITEREREH CloudWatch B , BURA T L&) Fargate FH RN AHK, BE
CloudWatch ECS H& , TR IEEHITH Fargate RS AT EHHNFMER

BRE : AR EERR , BEETRE ECS EEHARRETEA
. BRRFE

MBEBIBHEIEBMASRWIRSDIREEEG VPC VIBE | 5B E ECS K EHN VPC B2 HAH
A IP it , LHRARAADRENTEREE. ECS FXEEEMFH T EMERMR B ERNBEREE
BEHA ECR BRR , BUE ECS BRI T LAEIBH aws-solutions/distributed-load-testing-on-aws-load-
tester TEMFRA R ECR MERMETK. MRS LREERERNES , A VPC FHMEF
MR ENERN , LA LA ECR REVRIVEIRF F5EE ECR M, ERAXK ECR & URI E
WMEKRER , WBIFHNEET. EHREXFEHE , DynamoDB ER RPN RS RIBEZTEEFTH ,
THEEREFTHVIEET . B LAE£488 ScenariosTable Y CloudFormation & & H 3R 5|2 H % 2

EHBERRG R 82


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html
https://gallery.ecr.aws/aws-solutions/distributed-load-testing-on-aws-load-tester
https://gallery.ecr.aws/aws-solutions/distributed-load-testing-on-aws-load-tester
https://docs.aws.amazon.com/AmazonECR/latest/userguide/pull-through-cache.html
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DynamoDB BH &£ &M, EALH testld MEEMR- [SOLUTION-DEPLOYED-REGION] E#EH
B B 1% taskDefinition.

B  AEAFEEALE R LB B FE AN iR E
- BBRTE

AR LB ERERFEFINNALE AP InEE , FEETIIEE

1. {AMRAHRE . R ECS IR MEAN FRREHRCEFATAR AL BRI IP i EE/IEEH,
E AR REERE VPC HIVFAE B

2. DNS 47 : WA BT , 557 VPC FERE DNS iRE , UEMAEIRENMEE T, MEFMAR
B9 , 526 VPC DNS X4,

3. VPC % : tnR A AWS R , FEEEMA VPC ix % (AWS PrivateLink) 2R I FAEER
Bl | EEREHEFLAE API Gateway , B LAE API Gateway B3I VPC ix %, 2T E AP
Gateway X .

4. VPC HEHE : IRAERBNURTEN VPC F , BEDEBMHRRAF RN VPC HIELEIRIH
VPC 2 B3 VPC BHEHIE, M8 VPCsHREBEMNEMEK. B8 VPC HEHEXH,

5. EWEE  BRFIRZE VPCsHERMBIMERS , HERMEA AWS Transit Gateway EFRAT R
W VPC MBS BB VPC 2B HRE. F2H Transit Gateway X,

6. R&EE : FERE ECS EBHBBNZLHEANEHREILARY K MAARMNZLHER
ATk B ECS EBHNEARE,

= Z RIS AEB Application Load Balancer 2% EC2 #11T{E#8 , 7R VPC CIDR §iEBF~E& , BEER
HERPERELENEKH,

B BEEESR , B Ul EEEFERER
. BRRFE

MRALAECTER , BE Ul PELFERAZER  AIGEREREZNTRBTAGEN ECS £7 , £ S3 @7
FFBPEH. ER BRAFRPNEHRE, EFEANERS , BAHREERERIMN Lambda BEKE
RFEREZE ECS EHWER , AEFE A DynamoDB ERRFPHIEH ., DynamoDB ERIKRKIIE
BX/NEBRA 400 KB, RBIFRARECHENEMME, XTHNERANEEEE  EFRE, HBRIFE
TARAY  CRTFHERRYAEEEFZRIE DynamoDB B KT AR CRUD BENEFE LK, &
RPuEARRGN S3 REFETEHFEA,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-private-apis.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-private-apis.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
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ALB + ECS Fargate ZR&E

BRE . ACM BRI FE "SERE., RRE
o BRRFE -

MREFEA DNS BFBEFHRLE ACM BFE , Al4EH ACM RHH CNAME FC8%%Ti8 E 44 DNS 48
B, BEF ACM X125 , EHEBREFMEEF , R%E4E DNS RFELHMIEE MBI DNS 24tE, W
RIEFERETHHRT  FRERPEEEBNE T4t , SUERERE AWS WERZEEFEH4., W0
EHMENR , F2E (AWS Certificate Manager £ A &MY HH DNS EE,

IRE - Web =R AEIBRER 502 |MUHNFE, = 503 REHREEMER, HER
o FRRFFE
£ EC2 =& HE ALB B EH#HAEERERE, R ECS Fargate FHBERAEERETRE , B

HFRERE ECS TR EHPHIT , XRE CloudWatch FHEB BFREH IR, BREES ECS £
B Z2BFHEAFRKE ALB ZEHENEARE.

B : ©RE DNS , BB REELEN A Web E24

o BRRFE

HEFRIAH DNS Lt FER 2 (EMERRE CNAME 8% , A5 BFT#8E ( HII0 console.example. com) Bk
59 ZE CloudFormation & tH#Y ALB DNS &7, DNS EERZWaEEE 48 /N , 2K DNS #ER
MTTLEREME. BALAEA dig console.example.com CNAMEZ Bk ¥ DNS ids&nslookup
console.example.com,

B : Web XS EIFRER 403 FEikb, R

« BBRTE

EBE1E ALB HIHEAY AWS WAF Web ACL ATRE R HEHEEFER. BB AWS WAF 24 |, i#HEE ALB
HEEEEAY Web ACL , ABRBEMEFRRSIER , UBFIMLERNEHETRE, BTSSR WAF R

Bl , LAFFHENGER, flon , mRSERAUBEEELRER , BUUBBSERBEBIERES Count , M
= Block , AERRHRENRR A RE. MEFHFMEF , FSBAWS WAF HEEAEER) T80
HMFARIEH AWS WAF RE. AWS WAF

ALB + ECS Fargate ShE & 84


https://console.aws.amazon.com/acm/
https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html
https://console.aws.amazon.com/ec2/home#TargetGroups
https://console.aws.amazon.com/ecs/
https://console.aws.amazon.com/wafv2/
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-testing.html
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-testing.html
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AR (B8 Web R ) HEME

RERE : Web F#HAEEREE AP| BFER CORS $E:5

o BRRFE -

IS BN Web TR AERMWUAATRH API Gateway imEEF , SREBRFERLA
(CORS) #5558, EMEEEM Web AIIRESER HTTPS B SRR , A API Gateway IR EBEE

HTTPS, #&8 Web fAIiRZRHNRBMIEFS APl Gateway CORS BREHREMN AT RAFAMRR. WR
BERANEBTHEE , BUEEEEH APl Gateway CORS LI 2 BRIEE,

B Web ERAHAEBS ) BRBFELARIEHERTER
o BRRFE
Web EEAEETEESE Cognito FAELREREMN API % URL WHARBER., MEHEBEERE

WULARRERE R, MRIEH Web [RESEIR HTTPS A AI1RMIRT , A Cognito EE HTTPS i
fTEIURLs, ¥Z Cognito EARERXAFmEN URL 258 E Web fRIRFHAE,

B %% AWS Support

R EAE AWS Business Support+, AWS Enterprise Support 2% Unified Operations , & 7] LL{# F
AWS Support Center EXS LR B RNV ERE B, AT EEARMERA,

= RviE 3]

1. BAZEF D,
2. BREVRN,

an{a iR R 15 B 2

1. BERAMN

2. SHERE , BERA R,

3. $HEEER , EELAWS E S BN EFAI.
4. STEBREM | BREFEEERARGINEZEE,

EEE ( BfF Web fRR ) MEME 85
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https://aws.amazon.com/premiumsupport/plans/unified-operations/
https://support.console.aws.amazon.com/support/home#/

AWS RS EAE A

HiEEE

5. MIEHAR, EINBEME K RESEARINEDEENENES. NREEEER

BORENEE  FRET - . AtbEA.

Ht& A

1. #8EE  WAREENBENF.

BLEER

2. $HEHEE  FFEFERVEE , S RLEERNBBANEERNRA , 0 : AWS vX.Y.Z LR B E#N

=E i
3 BEEEER,
4. j#$E AWS Support BEFERFTENE .
1% Bh 3R P9 S IR AR IR IE BV 2R B
1. AR ROER
2. BET—S8 . NEFARBERM,
37 BB R o Bt AR B AP
1. REMBEBBRBRA R,

2. MRBEEFRELBRARNBE , FEEBEEM  BABRNET , AREFRX,

Hitp&EHA
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SEERTERIR 7 5

EHEASREEETNIIEE, ZEEHEANERECEERAZTENTE, EEEHNEHETRA ,
BENRBHBLEZSEZRBENEER : AWS Launch Wizard % AWS CloudFormation,

s
!

/A Important
Bz, FREEBMRAINTEANEHIE. EFEF RS ERPERERT R AM,

£ AWS Launch Wizard ##1TE

FRAEHDERBRATAXNBEFETRERIRNEFH IARE, NRELTNEHBERIR ,
1R BB LU AR S BF B ET A BAT R A

3

BEREBEERE.
BHUEEEHBEEF,
BEBE , AREFFHBFBRA
HE 7] AR ER B AR A AR IR AT AR A
WEERE,
EESESRETHRENEE,
HEEDE M o

N o g s~ DN =

£ AWS CloudFormation E 3

MRERMEHBRARLR , FEKRULZEF CloudFormation H B & 5 A RHTARA

1. A CloudFormation £# & , BEEEAM CloudFormation & , AR BEEHHE,
2. BMEEER,
3. BEEUMRIREEL,
4. EIEEEET :
a. 1EE Amazon S3 URL.,
b. BRI EAMERL,
c. #E#BER] Amazon S3 URL HF#H,

fEF AWS Launch Wizard #{TE 87


https://console.aws.amazon.com/launchwizard/home#/deployment/list
https://console.aws.amazon.com/cloudformation/
https://solutions-reference.s3.amazonaws.com/distributed-load-testing-on-aws/latest/distributed-load-testing-on-aws.template

AWS EESHERARAR  JE
d. 587 Amazon S3 URL X FF AP BTRHNER URL & EH#,
e. BET—&,
f. BIRIEE Next (F—%).
5. B8 T , RESEEANZEY , YREFEBR. UESBNFHMENR , FSEREBHEE,
6. BET—%,
7. 1 Configure stack options (FREHBRIEIR) HH , #E Next (F—%),
8. EME HE L , MRMMBETHRE.
9. ERMEFNEATREEY IAM BIRKI TR,
10 EEREBESIRTEE,
MBEENHEB U B HE

&M LALTEARREMEAY AWS CloudFormation =2 & A EBNRE, BEXSEARN 15 2 ERKE
UPDATE_COMPLETE #R&E,

(® Note

MBS R F R EEBIERRE ARIEER Amazon Cognito B0 BRERIE | FEHMRELNZ
B 25 (Windows/Linux £#J Ctrl+Shift+R 5, Mac L& Cmd+Shift+R) , LUBBRIRENE R |, A
fﬁﬁ%ﬁ_;io

#H¥f v3.3.0 Z B IRAS K EATETHE RS B

@ Note

AEEREAR v3.3.0 2B REAE#H., REEHR v3.3.0 REFREER |, 55FB AWS
Launch Wizard 2% AWS CloudFormation E{EE2XE HEF.

1. T £} distributed-load-testing-on-aws.template.

2. FIRREIA , BEZE Conditions: &3 DLTCommonResourcesAppRegistryCondition,
3. BEZEFIHUTINARE :

Conditions:

#H¥ v3.3.0 Z BIARANKY EATET IR BT 88
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DLTCommonResourcesAppRegistryConditionCCEF54F8:
Fn::Equals:

- "true"

- "true"

4. BE—BtrueBEE A false :

Conditions:
DLTCommonResourcesAppRegistryConditionCCEF54F8:
Fn::Equals:

- "true"

- "false"

5. kBB EHA AWS CloudFormation B HNLER  FRETEAREHHES,
6. WEHMESRHEBIBREARNZEEHEBENER , EEFIERTHK.
7. FERARFHER URL TS —EHEER,

EHEE S
MRECHEZEERBPIBERRAZR , AIXESEHSEREHEE, EEMBAEREREENESE
f | FBEESEES CloudFormation #BHIEXEHRER,

AWS Systems Manager Application Manager

EHRFEE , AWS Systems Manager Application Manager @R E#ERAFEREERNERARER
BikmiR. B LAER Application Manager % :

- BERER, BHEN AWS IRFHBFBERARAR , IRKEHRUEN B

- EEARKXARPREMRSRERNVREER , HIWEEMRRE,. CloudWatch B/R, BIREEMNER
#F‘ﬂ%o

EHEE R 89
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BREEBRT R

AT LA AWS EE X ESMER AWS an =5 RE (AWS CLI) EBREZ%E AWS RA R LN D EHRN
BHAR. EXAFHMBREFERAZEINEEREER. MREZEERBNER , AWS RRFA
ZTEEHDMRRBENCHER. Hit , F2E T EREOMAMER S3 #EFEr#. DynamoDB &#!
7. CloudWatch HiFEE A CloudWatch ERIRAE.

/A Important

ERRLZRBRARCE , BREEMEEEMEEC MR, ZMEERBELEIB DLT Web
FEAMBRAAEHERS , BEMEREEME, SRR EEERIATRHEEIINER ,
CloudWatch & &R4Ro

£ AWS EE XA

AWS CloudFormation

1. & A CloudFormation £ 4,

2. EMBEEE , EBRULERGT RN EHESR,

3. #IF MIER,
AWS BB E

1. & A AWS Launch Wizard £ A&,

2. ERERENBBEE L , EEULBRATRNIE,
3. IFEZEBEMMIBR,

4. HEEEMIER.

A AWS S 5EHE

VBT IR REHD 2B T EH AWS Command Line Interface (AWS CLI), MIERERA | EFS2HE
(AWS CLI A EERE) PHAERE AWS i 5IAH. R AWS CLI A% , BT TIaS.

£ AWS EEXEES 90


https://console.aws.amazon.com/cloudformation/home/
https://console.aws.amazon.com/launchwizard/home#/deployment/list
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
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$ aws cloudformation delete-stack --stack-name <installation-stack-name>

FEMERARENEIR

MiprEERE  F2ETHEEH , 7HINAMREENEIR.
MIER Amazon S3 fE1zETEE

MR LR EMBR AWS CloudFormation & | ILFR A RERTERREMRS REIK Amazon S3 fi#
FETEE | B EAERIER. MBRREMRAIRZE  MRETEERBER , BUUFHMEBREL
S3 FEFER. KB T5IZRMER Amazon S3 REFETE.

A Amazon S3 £# A,

EEEERT , EE RETE,

KRS RENMN S3 fEFETE,

EH S3 RIFhTRE , RRBEEZEH,

ERFWMAUPEAKAMER , AREEZER,

EEERDEZ M S3 fFATHE | ABBEMER.

ERIMUTEA SSHEFTRER , ARZEMNRREFITR,

N o o bk~ w0 Dd =

EREESR  BEXEMBRAARRA R S3 HEEALL.
HEMERA AWS CLI MiER S3 fiFITHE , BASERFETRIAT TGS

$ aws s3 rb s3://<bucket-name> --force

filBk Amazon DynamoDB & #l %

IR EREMBER AWS CloudFormation & LIBAIEZENERIEL , WERFREREARBHERAR
BIM DynamoDB Bl K, BREZEMRIRCE , IREBTEERZER , BULLFHRBRELE
Bk, FKEBTHIZERMER DynamoDB &Rk,

1. & A Amazon DynamoDB &,

2. FEEHEKH | iBE Tables (ERXK).
3. KR REVNER K,

4. BIERIR , REBEBEZEMER,

FEHMBRRENER 91


https://console.aws.amazon.com/s3/home
https://console.aws.amazon.com/dynamodbv2/home

AWS LR S EAERASR BiEisE
5. B A delete FEFRMIBR , AREIEE Delete ERIXK,

ERELSR  EIEMBRMAERRARERRAIL.

EEF A AWS CLI Mk DynamoDB B¥I&K |, SFHIT T A& :

$ aws dynamodb delete-table --table-name <table-name>

& CloudWatch B 584

MR IEZREMBER AWS CloudFormation 2 LB IEENERIE X |, IWEERFTREERE CloudWatch B
WEHE, MREEBASFTRCE  NREBTEERBEN , Bu L FEHMBRAFEE, BERBTISR
MIBR CloudWatch BEEEH4H.

& A Amazon CloudWatch £# &,

EEEEKF |, 82 Log groups (HFEEHE).
KR A REN W BFEEE,

BEEVEEMBRAY B FEHE

EIF Actions (BiE) , R#&1EF Delete (filBR VPC),

o ~ 0 bh =

ERELSR  EXEMBRAARRARAFFHEAL,
HEMERA AWS CLI MIERBFFEHE , ST TS T

$ aws logs describe-log-groups --log-group-name-prefix <stack-name> --query
'logGroups[].logGroupName' --output text
$ aws logs delete-log-group --log-group-name <log-group-name>

@ Note
MREHEBREHEDR  FENZEHEENSEERRPESLER.

il B& CloudWatch & &

R A REEBXEHAFRHTHEIL CloudWatch ERIR, ELERREBHBER
EcsLoadTesting-<testId>-<region>, Efig&E&EIB DLT T AMBRAERER , EMRE
REMBRETERFENE R TRRESR  AIGRE,

Bk CloudWatch B &&EH4E 92


https://console.aws.amazon.com/cloudwatch/home
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BMBRLTRBRARCE  NMBRERIRERER , CTUFHRBRELERK. BHRBTISEMEG
CloudWatch & &R

1. B A Amazon CloudWatch £ 5,

2. T BEHKYP , iEFE Dashboards (1EFR1R).

3. EENEMLY , WA EcsLoadTesting AEHRMBRATRHNERR
4. EEUEEM R BERR

5. i=E MR,

HEMEA AWS CLI MIBRERR , FHT TSRS

$ aws cloudwatch list-dashboards --dashboard-name-prefix EcslLoadTesting --query
'DashboardEntries[].DashboardName' --output text

$ aws cloudwatch delete-dashboards --dashboard-names <dashboard-name-1> <dashboard-

name-2>

&R ALB + ECS Fargate Zf EZ &R

IR IRIEFE ALB + ECS Fargate 0B85 , FEMBRAS BT HAEMET = DNS #HER+ ALB DNS & 7B
CNAME = Route 53 Bl &%, REFTEEE ACM BE , BT LR ACM A EMIER. MR
CloudFormation & | € B E)MIERIFEE ALB BIEA AWS WAF Web ACL,

fHpRrEREZER DLT &EH

AERP\IMAERRERSG , LEMBRRIGHER R |, TN DLT HBHPTELLHE. EFFM S3
#7Er8 A DynamoDB ERRRER (FHRITA ) , EEFEEKEENERENNTER , MEE
R A,

a6 BB A
5 =48

Bk DLT @i , HRERMREBHBER , THEFRSEREEEFFH AWS tRFH

&R Contains hE=

=R S3 FFETE BIEIERTE (JMeter/K6/ HEELE (HW, dltstack-
Locust), BEEKESR XML scenariosbucket-ab
E=R, JMeter RBEE c123 )

7&BR ALB + ECS Fargate 2B #% &R 93


https://console.aws.amazon.com/cloudwatch/home
https://console.aws.amazon.com/acm/

AWS RS EAE A

HiEEE

&R
B S3 /fFiTEE

FiRE S MEHE

%4 DynamoDB &E¥I&

FE &£ 52 4% DynamoDB & ¥l &

CloudWatch B5sE4H

CloudFormation E BB E4XFIEEREH. BEBIHER |

EERBIRE

Contains

P8 DLT f#7RT#8AY S3 FHL
H&

Web Ul BREEE

ARAER, HE, HERR

ABBITHR, SESE, X
PIES

Lambda # ECS #117 B (10
FREH )

sp

&=
BBELE

BEE4L
BHEELE (#la0 DLTStack-

ScenariosTable-xyz
789 )

BEELE (#l DLTStack-
HistoryTable-xyz789 )

R

CMEEER , HEEEEAZH.

1. DLT CloudFormation EiZA& R #2384 DynamoDB BRI R S3 EETENS Y, FHPE—FSE

METHYE IR

2. BEEEUCEERINEEHN CloudFormation REEREEBCERRR. MMAENERHLARETERNE

R, MIFERREER.

3. BRFHBHSEEELEMRFR UUID, FHEEMN UUID BEFKRHEETE,
4. DynamoDB &Rl XA EPoint-in-TimefE /& (PITR) , £#iB % 35 XM EEHH -

BRER
SR B RENER

EEMAER 2, FREMBRAHEERIRENER,

# List retained DynamoDB tables (look for DLT naming patterns)

aws dynamodb list-tables --query "TableNames[?contains(e,
'HistoryTable')]"

contains(a@,

'ScenariosTable') ||

ERRBIRME
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# List retained S3 buckets (look for DLT naming patterns)
aws s3api list-buckets --query "Buckets[?contains(Name, 'dlttestrunnerstoragedlts') ||
contains(Name, 'dltconsoleresourcesdltda')]"

MRBEMBRZBIEE T CloudFormation # &t | FEEAELEYIZE, HEWLHS

« ScenariosBucket — S3 fFErEEEZRE
« ScenariosTable — DynamoDB EHIERXREZHE

HRARLHEAMBRENER (HIUNELEEK ) , FEMBRlist-stack-resourcesaifEA RE
BERER IDs, W SRIHHEBINEEER , ERESTEEHENE L,

SER 2 . ERBHETHY DLT S

FERAMERER CloudFormation A RRZAS ( LEHARA ) TBHFEY DLT #E, FHERKBIBEHEENS
B (VPC RRE, EEESTHEHHE),

aws cloudformation create-stack \
--stack-name distributed-load-testing-new \
--template-url https://s3.amazonaws.com/solutions-reference/distributed-load-testing-
on-aws/latest/distributed-load-testing-on-aws.template \
--parameters ParameterKey=AdminName,ParameterValue=<admin-name> \
ParameterKey=AdminEmail, ParameterValue=<admin-email> \
--capabilities CAPABILITY_IAM CAPABILITY_NAMED_IAM CAPABILITY_AUTO_EXPAND

S5 BEZERCREATE_COMPLETEAREE,

SER 3 BBIFHERNER

\|

R e B AV By H N E R & W

aws cloudformation describe-stacks \
--stack-name distributed-load-testing-new \
--query "Stacks[@].Outputs"

AEETHIEEMNE :

:lJI

« ScenariosBucket ( fINREFITEERE)

BRERF 95
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+ ScenariosTable ( HHWERRERE)

HRRLHAMEBRHNEMNER (HlESEEHK ) , BFEM list-stack-resourcesfkHELHE
ID REKT :

aws cloudformation list-stack-resources \

--stack-name distributed-load-testing-new \

--query "StackResourceSummaries[?contains(LogicalResourceld, 'HistoryTable')].
{Logicalld:LogicalResourceld,Physicalld:PhysicalResourceId}"

eI HERBEENESREER, SZUUKESE ID FFHETEE  USKREMER,

S8 4 . B% DynamoDB & ¥

REBERRELER YR EEAFERR, £/ DynamoDB & ¥HE i 5iscan-and-write#R 1,
i#IE A : £/ DynamoDB EH/EA ( BEZRARAKRERE)

HREFHTEBRBEMNER K , A DynamoDB [EHZE S3 , REEA .

# Export from retained table to S3
aws dynamodb export-table-to-point-in-time \
--table-arn arn:aws:dynamodb:<region>:<account>:table/<old-scenarios-table> \
--s3-bucket <temporary-export-bucket> \
--s3-prefix dlt-migration/scenarios/ \
--export-format DYNAMODB_JSON

# Wait for export to complete, then import into new table
aws dynamodb import-table \

--s3-bucket-source S3Bucket=<temporary-export-bucket>,S3KeyPrefix=dlt-migration/
scenarios/ \

--table-creation-parameters '{"TableName":"<new-scenarios-table>", "KeySchema":
[{"AttributeName":"testId", "KeyType":"HASH"}], "AttributeDefinitions":
[{"AttributeName":"testId", "AttributeType":"S"}], "BillingMode" :"PAY_PER_REQUEST"}' \

--input-format DYNAMODB_JSON

(® Note

import-table API B HHERI K, Eﬁ*%ﬁﬂ’ﬂiﬁﬁaﬁiﬁﬁﬁﬂﬁ EWAEEB,
EMBRFHNZAEREK  WEBEAEHELYT (ESEBHERFEHR K BFSEATIES ).
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AWS LRI o BB &R BEEiEm
i#1E B : FM BatchWrite ( B )

WHFESEERRENERRBN , YEAFMEENERR K MAIERMERRH, ©FEE Python 3
FMiERXboto3E,

# Install boto3 if not already available
pip install boto3

#!/usr/bin/env python3
"""Migrate DynamoDB items directly from retained tables to new stack tables.

import boto3
dynamodb = boto3.resource("dynamodb", region_name="<region>")

def migrate_table(source_table_name, target_table_name):
source = dynamodb.Table(source_table_name)
target = dynamodb.Table(target_table_name)

# Scan all items from the retained table (handles pagination automatically)
items = []
response = source.scan()
items.extend(response["Items"])
while "LastEvaluatedKey" in response:
response = source.scan(ExclusiveStartKey=response['"LastEvaluatedKey"])
items.extend(response["Items"])

print(f"Scanned {len(items)} items from {source_table_name}")
# Write items to the new table using batch_writer (handles batching automatically)
with target.batch_writer() as batch:
for item in items:
batch.put_item(Item=item)

print(f"Wrote {len(items)} items to {target_table_name}")

# Migrate scenarios
migrate_table("<old-scenarios-table>", "<new-scenarios-table>")

# Migrate history
migrate_table("<old-history-table>", "<new-history-table>")

HRABEEREX (BEBEEE ) K FERBERA P TRHEERRIMERNAEER,

BERER 97
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BIEC: #RPITRER ( WR%E 35 REFERA )

MREBE 35 RAMERHERI A PITR ( ARA ), ALK ENREREEBRKEH. T
B, PITREFREEATENEBEUFNERNR , EHENATECRREAB KENERIHEEZE
BER%,

# Restore to a new temporary table

aws dynamodb restore-table-to-point-in-time \
--source-table-name <old-scenarios-table> \
--target-table-name dlt-scenarios-restored \
--restore-date-time <timestamp-before-deletion>

# Then scan from dlt-scenarios-restored and batch-write into the new stack's table

SR 5. B¥ S3ER
HARETBNERERERENREIrEERIIERNH TR,

# Copy all objects from the old scenarios bucket to the new one
aws s3 sync \

s3://<old-scenarios-bucket> \

s3://<new-scenarios-bucket> \

--source-region <region> \

--region <region>

EEgERA :

(aif

- ARESE (UMeter . jmx BEER, K6 . Locust R, ZIP #1F )
AR XML ER |, fORE ID M EEES
« JMeter REEEMINHER

SER6 BEER

1. EFAFTHEEMN URL ( W7EWebConsoleltiBEg k%] ) & A DLT Web £i#24&
2. BRABE ARG HERERBBES,
3. ERUERIRG , WERARAATELTETR,
4, BRARESHIRROIFHEATE TH,
5. ST/ NEGAIE | LB R ETH#E B end-to-end Bh AL
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SRT7 . ERARENER

REMEERCHYERR  FHERENREER , LB FENRERA.

# Delete old DynamoDB tables
aws dynamodb delete-table --table-name <old-scenarios-table>
aws dynamodb delete-table --table-name <old-history-table>

# Empty and delete old S3 buckets
aws s3 rm s3://<old-scenarios-bucket> --recursive

aws s3api delete-bucket --bucket <old-scenarios-bucket>

aws s3 rm s3://<old-logs-bucket> --recursive
aws s3api delete-bucket --bucket <old-logs-bucket>

aws s3 rm s3://<old-console-bucket> --recursive
aws s3api delete-bucket --bucket <old-console-bucket>

ABERBFHBIREEEAFABELERNERT 2%, TRATLSR
it S 3t 1

EE RN ERRARREE CloudFormation AT R , Bi2R4HERH, EERREHEREFHEE
Hmet -

b

BOEEEH AR RSKFHRMN DynamoDB Bk, S3 FFATHE.

EZEA import-tableEVRFHEBNER K ( EFTELMEBR CloudFormation FEEREK ) .
#8707 CloudFormation ZAEBE T IAM BUR, REFEFEBIRSERREE.
EEFAERBRIRME - PutItem, BatchWriteItem, s3 sync., s3 cp.

- BEREB A CloudFormation 2B W& B R MFEFETER. $EEFEZE DynamoDB BRI R4
BE SIRETEETERREE.

i

u

h

B ERE A CloudFormation SEERRAHEEFEITERLZ2M , BA CloudFormation B # & RARE
( ERRERER, FFBEX, NFRE) K MIAREHRE.

BELAERNAR

I 5 o B (B 99



AWS EE S B EERAE HiEEm

HH Reason

Cognito f£ A & IRF ERAERMRERAERE. EAELAEHIM.

Y& EventBridge ¥k FREARARKAUSHER, £ DLT Ul FFBEHETHE.

CloudWatch f&&RHR BEAIFEBERI (EcsLoadTesting* ) MEMBR. FHHTEE

MATRY R AR

f#RF % UUID BELEFHMEE UUID, EREXERERESNEEB,

[E2 155 34 A A EEH RN EEHEE |, W ELFHTAY AR S RTEA
iRy
BEBLRRIVERREM

1. BEERAMBRZRicEEERBH Y, 17 ScenariosBucket., ScenariosTablefl BEiC#EER R
B

2. B DynamoDB PITR ( TA3%7E DLT # A ) . BRERFERAPMRE,
3. BiA S3 MrAEH ( ERFIFFIRBLERARA ) . EWEEENMERYH.
4. FEBEZRFGMEHCH K LA DynamoDB MIBRRE | (EBBENNRE

aws dynamodb update-table \
--table-name <scenarios-table> \
--deletion-protection-enabled

5. £/ AWS Backup 23 DynamoDB & #l&ZWHREfHHD , ARMRFZERE 35 X PITR K&,
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FHEASRERN

AEREERT RN FAREXBNEMLBEFTEE,

RS

AEah EMIN GitHub 7 E , THIEBRARNEANESE , YEMALRENEFTEE,

Maintenance (#3)

L ##R 5 SREM Docker BURIEEH BN EEMAR S RIRFHEERAE . RIEFR , BBERSEA
RETEEFMRAREBLERATEFERELE. AWS RS ZEBAER Amazon ECR Hia# iz
HREAERRENCLZEEHATNERIRFHNERE (CVEs), MR , BERERMEBHRRAE
BEEHREG , LR CVEsTI A& P BT SR B ITHIR T RIRAHERM.

EMEHNRERAE LEHREGE K SEBEFRBEER , Y BB L EANREGES <solution-
version>_<date-of-fix>, MRBITEEFRERAK , B BAHITEEMEEFEHRURE R
BIRAE , RAREEESEE USRS RRA,

MRGERENENEEDESN , RENEBE , 88 CVE BHEEANREHEREE A SHHEAIR
AV RTREMRA

[N

RIBTER , WERARENBLEFEABBEN . EXRTRFERERAISHEEZNFSEIBRRTG RRAE
MBERE , RETLEHRAERH.

NRIEEE CloudFormation ZBEHEREZERMA BBER , HRAREEHRIZLBHENN
ERSHEFRBRAARE, THENEREE, flmn, IREERABBERNERTEE 4.0.0
IR, EEREEE 4.0x WER , BEFEWRE 4.1.0 HEHRAWER.

EEFHRHRRREGRAE AU ARETEESR , UFEAERHNREEXIEERENRERE, EF
RECHERERGRA , ERBEDEHMRERM,

IR 101
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AWS E# 5 #H B ERE BiEER
ARG ERT
ﬁk//\]ﬁﬁ%&ﬂy{@

IR A R=ER AWS BEER/\E Amazon Elastic Container Registry (Amazon ECR) B & 17 E 317
RARBTERENRZWERG, MRECREFITRFNEG , EUUEEMGEFEELZEESH AWS
RSP EY ECR MEGREEFE,

MREBEBTUARST R BUNEARRERERE , WRBUBRFUAFSENER. WREBFTH
RER , FERBERTMRARZE , FAUTEAREHEFTRELE.

#1/bin/bash

export REGION=aws-region-code # the AWS region to launch the solution (e.g. us-east-1)
export BUCKET_PREFIX=my-bucket-name # prefix of the bucket name without the region code
export BUCKET_NAME=$BUCKET_PREFIX-$REGION # full bucket name where the code will reside
export SOLUTION_NAME=my-solution-name

export VERSION=my-version # version number for the customized code

export PUBLIC_ECR_REGISTRY=public.ecr.aws/awssolutions/distributed-load-testing-on-
aws-load-tester # replace with the container registry and image if you want to use a
different container image export PUBLIC_ECR_TAG=v3.1.0 # replace with the container
image tag if you want to use a different container image

MREGEZRITAEWEG , BB ECEEENEREGRETE , N AWS IRFFNLAERERETE. R
BERMMA deployment/ecr/distributed-load-testing-on-aws-load-tester B & |
RBENBESF,

LU NEERGY R EEETHE R,

- YWAFE Amazon ECR fEZEMMRE , 5526 (Amazon ECR #R &™) F# Amazon ECR FA
BHREEFEMNLERE,

« WZE/NHE Amazon ECR fFEMR % |
ECR N EREFEEMATRE,

#2E (Amazon ECR N EffAEERE) FH Amazon

BYECHRER  SUNEREEHRSRZIEST FTIREEH,

#!/bin/bash

export PUBLIC_ECR_REGISTRY=YOUR_ECR_REGISTRY_URI # e.g. YOUR_ACCOUNT_ID.dkr.ecr.us-
east-1.amazonaws.com/YOUR_IMAGE_NAME

export PUBLIC_ECR_TAG=YOUR_ECR_TAG # e.g. latest, v3.4.0
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FROM public.ecr.aws/amazonlinux/amazonlinux:2023-minimal

RUN dnf update -y && \

dnf install -y python3.11 python3.11-pip java-2l-amazon-corretto bc procps jq
findutils unzip && \

dnf clean all

ENV PIP_INSTALL="pip3.11 install --no-cache-dir"

# install bzt

RUN $PIP_INSTALL --upgrade bzt awscli setuptools==78.1.1 hll urllib3==2.2.2 && \
$PIP_INSTALL --upgrade bzt

COPY ./.bzt-rc /root/.bzt-rc

RUN chmod 755 /root/.bzt-rc

# install bzt tools

RUN bzt -install-tools -o modules.install-
checker.exclude=selenium,gatling, tsung,siege, ab,k6,external-results-
loader, locust, junit, testng, rspec,mocha, nunit, xunit,wdio, robot, newman
RUN rm -rf /root/.bzt/selenium-taurus

RUN mkdir /bzt-configs /tmp/artifacts

ADD ./load-test.sh /bzt-configs/

ADD ./*.jar /bzt-configs/

ADD ./*.py /bzt-configs/

RUN chmod 755 /bzt-configs/load-test.sh

RUN chmod 755 /bzt-configs/ecslistener.py
RUN chmod 755 /bzt-configs/ecscontroller.py
RUN chmod 755 /bzt-configs/jar_updater.py
RUN python3.11 /bzt-configs/jar_updater.py

# Remove jar files from /tmp

RUN rm -rf /tmp/jmeter-plugins-manager-1* && \
rm -rf /usr/local/lib/python3.11/site-packages/setuptools-65.5.0.dist-info && \
rm -rf /usr/local/lib/python3.11/site-packages/urllib3-1.26.17.dist-info

# Add settings file to capture the output logs from bzt cli
RUN mkdir -p /etc/bzt.d && echo '{"settings": {"artifacts-dir": "/tmp/artifacts"}}' > /
etc/bzt.d/90-artifacts-dir.json

WORKDIR /bzt-configs
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ENTRYPOINT ["./load-test.sh"]

RTARBERZHN , BEEZETY bash S , JEHI1T Taurus/Blazemeter 2R Z BI#¢ Amazon
S3 TEURIERERE,

#!/bin/bash

# set a uuid for the results xml file name in S3
UUID=$(cat /proc/sys/kernel/random/uuid)
pypid=0

echo "S3_BUCKET:: ${S3_BUCKET}"

echo "TEST_ID:: ${TEST_ID}"

echo "TEST_TYPE:: ${TEST_TYPE}"

echo "FILE_TYPE:: ${FILE_TYPE}"

echo "PREFIX:: ${PREFIX}"

echo "UUID:: ${UUID}"

echo "LIVE_DATA_ENABLED:: ${LIVE_DATA_ENABLED}"
echo "MAIN_STACK_REGION:: ${MAIN_STACK_REGION}"

cat /proc/self/cgroup
TASK_ID=$(grep -oE '[a-f0-9]{32}' /proc/self/cgroup | head -n 1)
echo $TASK_ID

sigterm_handler() {
if [ $pypid -ne @ ]; then
echo "container received SIGTERM."
kill -15 $pypid
wait $pypid
exit 143 #128 + 15
fi
}
trap 'sigterm_handler' SIGTERM

echo "Download test scenario"
aws s3 cp s3://$S3_BUCKET/test-scenarios/$TEST_ID-$AWS_REGION.json test.json --region
$MAIN_STACK_REGION

# Set the default log file values to jmeter
LOG_FILE="jmeter.log"

OUT_FILE="jmeter.out"

ERR_FILE="jmeter.err"

KPI_EXT="jtl1"
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# download IMeter jmx file

if [ "$TEST_TYPE" != "simple" ]; then
# setting the log file values to the test type
LOG_FILE="${TEST_TYPE}.log"
OUT_FILE="${TEST_TYPE}.out"
ERR_FILE="${TEST_TYPE}.err"

# set variables based on TEST_TYPE
if [ "$TEST_TYPE" == "jmeter" ]; then
EXT="7jmx"
TYPE_NAME="JMeter"
# Copy *.jar to JMeter library path. See the Taurus JMeter path: https://
gettaurus.org/docs/IMeter/
JMETER_LIB_PATH="find ~/.bzt/jmeter-taurus -type d -name "1lib""
echo "cp $PWD/*.jar $IMETER_LIB_PATH"
cp $PWD/*.jar $IMETER_LIB_PATH

elif [ "$TEST_TYPE" == "k6" ]; then
curl --output /tmp/artifacts/k6.rpm https://dl.k6.io/rpm/x86_64/k6-v@.58.0-
amd64 . rpm

rpm -ivh /tmp/artifacts/k6.rpm
dnf install -y k6
rm -rf /tmp/artifacts/k6.xrpm
EXT="js"
KPI_EXT="csv"
TYPE_NAME="K6"
elif [ "$TEST_TYPE" == "locust" ]; then
EXT="py"
TYPE_NAME="Locust"

fi

if [ "$FILE_TYPE" != "zip" ]; then
aws s3 cp s3://$S3_BUCKET/public/test-scenarios/$TEST_TYPE/$TEST_ID.$EXT ./ --
region $MAIN_STACK_REGION
else
aws s3 cp s3://$S3_BUCKET/public/test-scenarios/$TEST_TYPE/$TEST_ID.zip ./ --region
$MAIN_STACK_REGION
unzip $TEST_ID.zip
echo "UNZIPPED"
1s -1

# If zip and locust, make sure to pick locustfile
if [ "$TEST_TYPE" != "locust" ]; then
TEST_SCRIPT=$(find . -name "*.${EXT}" | head -n 1)
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else
TEST_SCRIPT=$(find . -name "locustfile.py" | head -n 1)
fi
# only looks for the first test script file.
TEST_SCRIPT="find . -name "*.${EXT}" | head -n 1°
echo $TEST_SCRIPT
if [ -z "$TEST_SCRIPT" 1]; then
echo "There is no test script (.${EXT}) in the zip file."
exit 1
fi

sed -i -e "s|$TEST_ID.$EXT|$TEST_SCRIPT|g" test.json

# copy bundled plugin jars to jmeter extension folder to make them available to
jmeter
BUNDLED_PLUGIN_DIR="find $PWD -type d -name "plugins" | head -n 1°
# attempt to copy only if a /plugins folder is present in upload
if [ -z "$BUNDLED_PLUGIN_DIR" 1; then
echo "skipping plugin installation (no /plugins folder in upload)"
else
# ensure the jmeter extensions folder exists
JMETER_EXT_PATH="find ~/.bzt/jmeter-taurus -type d -name "ext"’
if [ -z "$IMETER_EXT_PATH" 1; then
# fail fast - if plugins bundled they will be needed for the tests
echo "jmeter extension path (~/.bzt/jmeter-taurus/**/ext) not found - cannot
install bundled plugins"
exit 1
fi
cp -v $BUNDLED_PLUGIN_DIR/*.jar $IMETER_EXT_PATH
fi
fi
fi

#Download python script
if [ -z "$IPNETWORK" ]; then
python3.11 -u $SCRIPT $TIMEOUT &
pypid=$!
wait $pypid
pypid=0
else
aws s3 cp s3://$S3_BUCKET/Container_IPs/${TEST_ID}_IPHOSTS_${AWS_REGION}.txt ./ --
region $MAIN_STACK_REGION
export IPHOSTS=$(cat ${TEST_ID}_IPHOSTS_${AWS_REGION}.txt)
python3.11 -u $SCRIPT $IPNETWORK $IPHOSTS
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fi
echo "Running test"

stdbuf -i@ -00 -e® bzt test.json -o modules.console.disable=true | stdbuf -i@ -00 -e0
tee -a result.tmp | sed -u -e "s|~|$TEST_ID $LIVE_DATA_ENABLED |"
CALCULATED_DURATION="cat result.tmp | grep -ml "Test duration" | awk -F ' ' '{ print
$5 }' | awk -F ':' '{ print ($1 * 3600) + ($2 * 60) + $3 }'°

# upload custom results to S3 if any
# every file goes under $TEST_ID/$PREFIX/$UUID to distinguish the result correctly
if [ "$TEST_TYPE" != "simple" ]; then

if [ "$FILE_TYPE" != "zip" ]1; then

cat $TEST_ID.$EXT | grep filename > results.txt
else

cat $TEST_SCRIPT | grep filename > results.txt
fi

if [ -f results.txt ]; then
sed -i -e 's/<stringProp name="filename">//g' results.txt
sed -i -e 's/<\/stringProp>//g' results.txt
sed -i -e 's/ //g' results.txt

echo "Files to upload as results"
cat results.txt

files=( 'cat results.txt’)

extensions=()

for f in "${files[@]}"; do
ext="${fH#*.}"

if [[ ! " ${extensions[@]} " =~ " ${ext} " ]11; then
extensions+=("$ext")
fi
done

# Find all files in the current folder with the same extensions
all_files=()
for ext in "${extensions[@]}"; do
for f in *."$ext"; do
all_files+=("$f")
done
done

for f in "${all_files[@]}"; do
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p="s3://$S3_BUCKET/results/$TEST_ID/${TYPE_NAME}_Result/$PREFIX/$UUID/$f"
if [[ $f = /* 11; then

p="s3://$S3_BUCKET/results/$TEST_ID/${TYPE_NAME}_Result/$PREFIX/$UUIDS$f"
fi

echo "Uploading $p"
aws s3 cp $f $p --region $MAIN_STACK_REGION
done
fi
fi

if [ -f /tmp/artifacts/results.xml ]; then

# Insert the Task ID at the same level as <FinalStatus>

curl -s $ECS_CONTAINER_METADATA_URI_V4/task

Task_CPU=$(curl -s $ECS_CONTAINER_METADATA_URI_V4/task | jq '.Limits.CPU')
Task_Memory=$(curl -s $ECS_CONTAINER_METADATA_URI_V4/task | jq '.Limits.Memory')
START_TIME=$(curl -s "$ECS_CONTAINER_METADATA_URI_V4/task" | jq -r
'.Containers[@].StartedAt"')

# Convert start time to seconds since epoch

START_TIME_EPOCH=$(date -d "$START_TIME" +%s)

# Calculate elapsed time in seconds

CURRENT_TIME_EPOCH=$(date +%s)

ECS_DURATION=$( (CURRENT_TIME_EPOCH - START_TIME_EPOCH))

sed -i.bak 's/<\/FinalStatus>/<TaskId>'"$TASK_ID"'<\/TaskId><\/FinalStatus>/"' /tmp/
artifacts/results.xml

sed -i 's/<\/FinalStatus>/<TaskCPU>'"$Task_CPU"'<\/TaskCPU><\/FinalStatus>/"' /tmp/
artifacts/results.xml

sed -i 's/<\/FinalStatus>/<TaskMemory>'"$Task_Memory"'<\/TaskMemory><\/
FinalStatus>/' /tmp/artifacts/results.xml

sed -1 's/<\/FinalStatus>/<ECSDuration>'"$ECS_DURATION"'<\/ECSDuration><\/
FinalStatus>/' /tmp/artifacts/results.xml

echo "Validating Test Duration"
TEST_DURATION=$(grep -E '<TestDuration>[0-9]+.[0-9]+</TestDuration>' /tmp/artifacts/
results.xml | sed -e 's/<TestDuration>//' | sed -e 's/<\/TestDuration>//'")

if (( $(echo "$TEST_DURATION > $CALCULATED_DURATION" | bc -1) )); then
echo "Updating test duration: $CALCULATED_DURATION s"
sed -i.bak.td 's/<TestDuration>[0-9]*\.[0-9]*<\/TestDuration>/
<TestDuration>'"$CALCULATED_DURATION"'<\/TestDuration>/"' /tmp/artifacts/results.xml
fi
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if [ "$TEST_TYPE" == "simple" ]; then
TEST_TYPE="jmeter"
fi

echo "Uploading results, bzt log, and JMeter log, out, and err files"

aws s3 cp /tmp/artifacts/results.xml s3://$S3_BUCKET/results/${TEST_ID}/${PREFIX}-
${UUID}-${AWS_REGION}.xml --region $MAIN_STACK_REGION

aws s3 cp /tmp/artifacts/bzt.log s3://$S3_BUCKET/results/${TEST_ID}/bzt-${PREFIX}-
${UUID}-${AWS_REGION}.log --region $MAIN_STACK_REGION

aws s3 cp /tmp/artifacts/$LOG_FILE s3://$S3_BUCKET/results/${TEST_ID}/${TEST_TYPE}-
${PREFIX}-${UUID}-${AWS_REGION}.log --region $MAIN_STACK_REGION

aws s3 cp /tmp/artifacts/$OUT_FILE s3://$S3_BUCKET/results/${TEST_ID}/${TEST_TYPE}-
${PREFIX}-${UUID}-${AWS_REGION}.out --region $MAIN_STACK_REGION

aws s3 cp /tmp/artifacts/$ERR_FILE s3://$S3_BUCKET/results/${TEST_ID}/${TEST_TYPE}-
${PREFIX}-${UUID}-${AWS_REGION}.err --region $MAIN_STACK_REGION

aws s3 cp /tmp/artifacts/kpi.${KPI_EXT} s3://$S3_BUCKET/results/${TEST_ID}/kpi-
${PREFIX}-${UUID}-${AWS_REGION}.${KPI_EXT} --region $MAIN_STACK_REGION

else
echo "An error occurred while the test was running."
fi

BX 7 Dockerfile # bash 25 , BEFPEZTSME Python I5T1E. SEEIHH bash i85
SBEAFIT Python BT, THEETHEEH Tecslistener.pyiEtiE , MEEEKAIEH
fTecscontroller.pyE© B, ecslistener.py ETHEEEEE 50000 LB BAR , ¥EF
AE. ecscontroller.py ESHESEREZEAR , YARBAAALEEIEIEETK , EFEfw
LA R RLED o

Web £#ZE &M1& ( {£BR AHB + ECS Fargate 74 )

ALB + ECS Fargate #iIAA& LA ECS Fargate F IR XENIT Web T2 &, RIBFERR , BRF =R
21 AWS EEM/\E Amazon ECR fFERE Web T2 &M1&,

ERFIERAER[EHFENRES (flw , RERBREKREFEREVPCs REHE ECR NEFH
BUERMRE ) |, BAEK LA ERBEBREFE Amazon ECR REEE , 1E Web TR A% URI
CloudFormation 28R HFEME URl, CloudFormation &t AT LAE At 532K B ET Web £ A
& , UFEEHNER,

BABREGESREIE ECR fFEE
TN Web FHEAMRGEBHREFS ECR f#E7E
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https://docs.docker.com/engine/reference/builder/
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1. REALHE ECR B & .

$ aws ecr-public get-login-password --region us-east-1 | docker login --username AWS
--password-stdin public.ecr.aws

2. REUAE Web TR EMRE :

$ docker pull public.ecr.aws/aws-solutions/distributed-load-testing-on-aws-web-
console:<version>

3. EWRFHEVIE ECRREE (WREKREFE) :

$ aws ecr create-repository --repository-name <your-repo-name> --region <region> 2>/
dev/null || true

4. REIEMFLAE ECR B84

$ aws ecr get-login-password --region <region> | docker login --username AWS --
password-stdin <account-id>.dkr.ecr.<region>.amazonaws.com

5. IRACAHEMGEIENALBREE :

$ docker tag public.ecr.aws/aws-solutions/distributed-load-testing-on-aws-web-

console:<version> \
<account-id>.dkr.ecr.<region>.amazonaws.com/<your-repo-name>:<version>

$ docker push <account-id>.dkr.ecr.<region>.amazonaws.com/<your-repo-name>:<version>

6. X&) ALB + ECS Fargate # &8 |, 557 Web TR A& URI S F i AFAE B URI :

<account-id>.dkr.ecr.<region>.amazonaws.com/<your-repo-name>:<version>

B&] Web £ &M &

B LA BT Web A&, MGEEERMR deployment/ecr/distributed-load-testing-
on-aws-web-consoleB & , UM GitHub REFEH, MBASERUFEELNER, EAKES
UG, THIETENTAE ECR @EE , I1E Web EHEAME URI S8 HRHE URL

Web A AEF A Nginx RIZMHFEE Web BARER. MBEF , EARIESHEEH Amazon S3 TH
Web EEAEE , WASHBEEZE Nginx XH48R B 8.

THEHIERRRER,
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FROM public.ecr.aws/nginx/nginx:alpine
# Install AWS CLI for S3 operations
RUN apk upgrade --no-cache zlib libpng && \

apk add --no-cache aws-cli

# Copy nginx configuration
COPY nginx.conf /etc/nginx/nginx.conf

# Copy entrypoint script
COPY entrypoint.sh /usr/local/bin/entrypoint.sh
RUN chmod +x /usr/local/bin/entrypoint.sh

EXPOSE 80

ENTRYPOINT ["/usr/local/bin/entrypoint.sh"]

EAHRETHESNR S3 TR Web TREEE , ARKE) Nginx.

#!/bin/sh
set -e

S3_URI="s3://${S3_BUCKET}/${S3_KEY}"
echo "[$(date -Iseconds)] Downloading from $S3_URI"

# AWS CLI has built-in retry with exponential backoff (standard mode)
AWS_MAX_ATTEMPTS=5 aws s3 cp "$S3_URI" /tmp/web-app.zip

echo "[$(date -Iseconds)] Download successful"
# Extract and cleanup
unzip -o /tmp/web-app.zip -d /usr/share/nginx/html/

rm -f /tmp/web-app.zip

# Start Nginx
exec nginx -g 'daemon off;'

Nginx #AREAEHERARE (SPA) 12t ALB, gzip Bifi, BREEERDNNZ2HERENEERERE
x&

events {
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worker_connections 1024;

http {
include /etc/nginx/mime.types;
default_type application/octet-stream;

gzip on;
gzip_types text/plain text/css application/json application/javascript text/xml
application/xml;

server {
listen 80;
root /usr/share/nginx/html;
index index.html;

# Health check endpoint for ALB
location /healthz {
return 200 'OK';

# SPA routing
location / {

try_files $uri $uri/ /index.html;
}

# Cache static assets for 1 year

location ~* \.(js|css|png|jpg|jpeg|gif|ico|svg|woff|woff2)$ {
expires ly;
add_header Cache-Control "public, immutable";

# No cache for index.html (SPA entry point)
location = /index.html {
add_header Cache-Control "no-cache, no-store, must-revalidate";

# No cache for runtime config
location = /aws-exports.json {
add_header Cache-Control "no-store, no-cache, must-revalidate";

# Security headers
add_header X-Frame-Options "SAMEORIGIN" always;
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add_header X-Content-Type-Options "nosniff" always;
add_header Strict-Transport-Security "max-age=31536000; includeSubDomains" always;
}
}

WEFFMERR |, 3528 (Amazon ECR &) FMHE Docker MG HIXZE Amazon ECR FAE &
FE.

SN EHAE AP

HEBARBRERTHEUALRLN AR FAEHERER. APIHA "5ifM. , ARERFERE
Amazon DynamoDB HFHAIFAE R, S A LAER APIsRFEUAEE F#EIR 5 R PRV EEMINEE.

LR R 5 REFHEE Amazon API Gateway & H Amazon Cognito {8 F & 5 [E 3R 38 Bl F 1R,
Amazon API| Gateway Eff I EK[REE API BEFEAE , AFim RAEREERN & 2 FRFZRTY
EREEERMANAGZ,

WMEEEEB API BT RIENFMERNR , 52/ Amazon APl Gateway REST API 2E X #HHNEE

Ko

THHRERERRG R APl RER.

(@ Note
WMFE testScenario MEMBBWFMEN , F2 MR GitHub REFETRHEHIMATEH,

» GET /stack-info

=5

- GET /=Hl

- POST/ZHI
 OPTIONS/Z 4!

* GET /scenarios/{testld}
* POST /scenarios/{testld}

SN AP 113


https://docs.aws.amazon.com/AmazonECR/latest/userguide/docker-push-ecr-image.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/docker-push-ecr-image.html
https://docs.aws.amazon.com/apigateway/api-reference/signing-requests/
https://docs.aws.amazon.com/apigateway/api-reference/signing-requests/
https://github.com/aws-solutions/distributed-load-testing-on-aws/blob/main/source/api-services/lib/scenarios/index.js#L267
https://github.com/aws-solutions/distributed-load-testing-on-aws/blob/main/source/webui/src/pages/scenarios/CreateTestScenarioPage.tsx#L281-L388

AWS EE S B EERAE

HiFEmR

* DELETE /scenarios/{testld}
* OPTIONS /scenarios/{testld}

AHBIT

» GET /scenarios/{testld}/testruns
* GET /scenarios/{testld}/testruns/{testRunld}
» DELETE /scenarios/{testld}/testruns/{testRunld}

2%

» GET /scenarios/{testld}/baseline

+ PUT /scenarios/{testld}/baseline

 DELETE /scenarios/{testld}/baseline

T

. GET %
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GET /stack-info
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GET /stack-info RFEHNMECHBHBNERET A SHRIKE. EHNRAS. mimSEAL

=] f&
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GET /stack-info
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HiEEE

FARAX

=g

testName

testDescription

testTaskConfigs

testScenario

testType

fileType

tags

scheduleDate

scheduleTime

scheduleStep

cronvalue

cronExpiryDate

recurrence

iR
AEHNERE
P ERN: DR PN

$ETE concurrency ( FITHIITHEER ).
taskCount (#ITRIEMENEEEE ) XU
% Eflregion®y W

ARER , SFEAENLLT, WEHSFE, EHN
PP

BIEER (I, simple, jmeter)
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[ &

=x ik
testId RIFEAYME— ID
testName AENEE
status R AT ARRE
OPTIONS/2E i
M
OPTIONS /scenarios #R{EREHFIER CORS BEEENBRIRMUEDIE,
[ FE
28 iR
testId RIRRME— 1D
testName AENERE
status R AT ARRE
GET /scenarios/{testld}
M
GET /scenarios/{testId} BRFAIREMEVEERHARGIRIFEESA,
mRBH
testId

- BIENKE—ID

B T
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AWS L#y5 BREBAR HiElER
BE 2
latest
- EEESHARBTHNEHS Y., RFRER true

BH . HME

PBE B
history
- BEHZY , LEOERISAHRNTELRE. AREAS true, REA false ABRELCH

BHHE : ANE
VR B
o] &
=L DU
testId RIFERKE— ID
testName AENERE
testDescription RIE R HR
testType FITHORIGEER (HlW , simple, jmeter)
fileType FEHERER (HIM none, script, zip)
tags AR ERE F RS
status R AT ARRE
startTime ERBIHRREEE AN B 5
endTime ERBIEAE R EE A B 5
testScenario ARER , SIEREMNLT, RERE, EHHA

PP

GET /scenarios/{testld} 118



AWS EE S B EERAE HiEEE

28 DU

taskCount HATREPRNERHE

taskIds BATRIEN TR IDs BE

results R B R

history BEARANBKRERBE (B KR
#\history=false )

totalRuns e = BIRYRE TR R

lastRun ERBHABITH BB

errorReason BASHERFELAVEER

nextRun T—ESEENHIT (Fla, 2017-04-22
17:18:00)

scheduleRecurrence RERER (B

m, . dailyweekly. biweekly. monthly)

POST /scenarios/{testld}
% BA
POST /scenarios/{testId} BT ZEEEUE S ERIFEEH,

ARBE

testId
o BIEHME—

FE . F&

PVE .2

POST /scenarios/{testld} 119



AWS RS EAE A

HiEEE

[E] FE
2 R
status HIE R AR e

DELETE /scenarios/{testld}
R EA
DELETE /scenarios/{testId} BtIR/ETIZEEMBREZSSERHARFIBENFIEEER

ARBH

testId
- BIFEHME—ID

HE . FH
ME 2
[E] FE
=x BN
status RIELRYARRE

OPTIONS /scenarios/{testld}
M

OPTIONS /scenarios/{testId} BR{EAEBIEH CORS EEZENFERIBMHEIFE,

DELETE /scenarios/{testld}
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AWS EH D BAERAF

HiEEE

[ &

=r

testId

testName
testDescription
testType
fileType

status
startTime
endTime

testScenario

taskCount
taskIds
results
history

errorReason

GET /scenarios/{testld}/testruns

A

iR
RIFRME— D
R &

P Eay: DR P

HITHRIEER (Bl , simple, jmeter)

FEMERER (M none, script. zip)

AR AR
LRI B E A B 8
EGAIRGE RV E A B

ARESR  SRAUENIET, RESE, EHHN

PP
PITRAEMENERHE
PITAIENER IDs FE
AR RIEHER
BEARNSZKERBE
BRARREELNERAR

GET /scenarios/{testId}/testruns BRESMEUSERFERFIARAEEIT IDs , BEFM HAKES
RHEEEHE, & iFlatest=true , REERFIHHE —BIEHT,

GET /scenarios/{testld}/testruns
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ERBY

testId
- BIEZ=HAID

HR . FH

ME 2
latest

- EERSHIRESITID
B|RE . fME
% : false

PVE K

start_timestamp

- 1SO 8601 FEBFC , ARENER (28 ) MITHAE. B 2024-01-01T00:00:00Z
BH . FH ( AHRERKRR )

RE B
end_timestamp

- EREAIEHITH ISO 8601 BFEHE , BE (B8 ). Bl 2024-12-31T723:59:59Z
¥AE . FHR ( AHEEEN)

RE B
limit

- EEEMNAEBRTHE LR (£ BZMKlatest=true)

B]E . BY (H/ME: 1, ®ZAE:100)

*“‘;"‘;“..

A% ;20
PNE &

next_token

Bl — AN EFRUEET—R’
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AWS EE S B EERAE HiEEm

/R . FH
PVE B
=] &
200 - BB
28 HR
testRuns BEBTYGES | SEEBITE testRunld
(F& ) MstartTime (ISO 8601 HHAKF
)
pagination S E limit ( B2 ) M next_toke
n (FEFnul), MRZEEZHER , FHA
null
iR ER B e

- 400 - BYWHBEALEANSH
© 404 - RAERHARE
- 500 - REBAIAREREAER

gEHERFR

- ERFHAEHIT . GET /scenarios/testl123/testruns?latest=true

- BRESEERNMNSZEHIERD ; GET /scenarios/test123/testruns?
latest=true&start_timestamp=2024-01-01T00:00:00Z

« T—HFX : GET /scenarios/testl23/testruns?
limit=20&next_token=eyJOZXNOSWQi0iJzZVFVeTEYyTEtMIiwic3RhcnRUaW11lIjoiMjAyNCOwWMSI

GET /scenarios/{testld}/testruns 123



AWS RS EAE A

HiEEE

GET /scenarios/{testld}/testruns/{testRunld}

A

GET /scenarios/{testId}/testruns/{testRunId} eI ERFEIITHZRERNIE
B, BRIEMHMER EBEPREEERhistory=false , LLINMREIEERE.,

ARBE

testId
- BIEZ=AID

E|H . FE&

PHE 2
testRunId
. BEMRIEEITID

HR . FH

RVE =2
history
- EEEP IS B LERCHEMET,

B . mME

5% : true

&
i
7|

=1 FE
200 - A3

7
testId

testRunId

RER false W B E L ACEK S INIR B R E

iR
BIEKIME— ID (70 seQUY12LKL )

S ERRIFREIT ID (5120 2DEWHItEne )

GET /scenarios/{testld}/testruns/{testRunld}
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AWS EHIHBAEHUR HiEEm

=y 1N

testDescription 8HAENER

testType BIEAER (fl, simple, jmeter)
status BIERITHAREE : complete, failed,

running@ cancelled

startTime RIEBBHEREMBE (flm 2025-09-09
21:01:00)

endTime BEGERNEBMAE (6l 2025-09-09
21:18:29)

succPercent BRI E DL (Hl0 100.00)

testTaskConfigs ‘@& region, taskCount F MIEIEIEEEY

% concurrency

completeTasks YIRS (B I3 B 2 SE R M ST &
results NI EFMER , 25

avg_lt (FHEE )., BOUH

(p0_0. p50_0. p90_0p95_0. . p99_9. ploo_0. )
avg_rt (FHEER™E ). avg_ct (F

HEREER ), stdev_rt (BEERE

BFf ) concurrency . . throughpu

t . succ ( BIHET®E ) . fail ( RBELGT

%) bytes, . testDuration . metricS3L
ocation ., rc ( EFERIEES ) M

labelsf&%|

testScenario Y BEEE execution . reporting

scenarios BERAIFERE

history BERAFEGERES (8 BFBERhistory=F

alse )
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AWS RS EAE A

HiEEE

tHERE e

. 400 - EMH testld = testRunld
o 404 - WARREEIT

« 500 - AERfRI PR B #H RR

DELETE /scenarios/{testld}/testruns/{testRunid}

A

DELETE /scenarios/{testId}/testruns/{testRunId} /e M BREL4SERIRMITHBENAT

BERNB M. ARBMITER S DynamoDB F Rk , M S3 PNEKRAHERRIFTE,

ERBH

testId
- BIEZRA ID

BE ¥R

ME 2
testRunId
- EfMiBRAVSERIEREIT ID

BE ¥R

VE B

@ fE

204 - P Zh

REATERDIMER (RKERRE )
$EER O pE

. 400 - WA testld K testRunld
« 403 - ZF : MBRAFEBITHFITRE

DELETE /scenarios/{testld}/testruns/{testRunld}
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AWS LRI o BB &R BiEiEE
© 404 - RAEARABIT

- 409 - FZR  AREBITEAEEHT , MIEMBR

* 500 - B AR BT A ER

GET /scenarios/{testld}/baseline
A

GET /scenarios/{testId}/baseline BRESHMIRFINIEEEENRE R, BIF data B8
EEERARAHTID I TRELELER,

ARBH

testId
« RIEAZRAI ID

BHR . FH

ME 2
data
- R EEEENEENFASITERN true , FREEE testRunld

B - ME
2% : false

ME

7|

=1 FE
200 - B

B data=false ( FE5%) :

28 iR
testId BIEAZHAI ID (0 seQUY12LKL )

GET /scenarios/{testld}/baseline 127
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28 iR
baselineTestRunId EAERE#IT ID (620 , 2DEwHItENne )

& data=true:

=g iR

testId BIERZRABI ID ( fl70 seQUy12LKL )
baselineTestRunId EAEREENIT ID (Hlan , 2DEwHItENe )
baselineData ERAEATERYE (R WEBHERGET /

scenarios/{testId}/testruns/
{testRunId} )

fRERO e

« 400 - FEMH testld B
o 404 - BARRIR RIS REREEE
« 500 - AER{AARESEEER

PUT /scenarios/{testld}/baseline
i BA

PUT /scenarios/{testId}/baseline RSB IFEMNREBITIEEAMELRWELXR, SEE
Bl RBERR E —EE %,

ARBE

testId
« BIEAZRAI ID

HR . FH

ME 2

PUT /scenarios/{testld}/baseline 128
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FARAX

=L BN
testRunId EXREABEENRESBITID (Hla

2DEwHItEne )

=] &

200 - A% 38

28 iR

message WAL (Hlw Baseline set successfu

1lly )

testId BIEAZRHI ID (20 seQUy12LKL )
baselineTestRunId REMNEERHEBIT ID (HI0 2DEWHItENe )
SHEREIFE

© 400 - MM testld T testRunld

© 404 - A FEERGISRHBNT

« 409 - ER : ARMITEAREREE (HlW, AFEKXK )
* 500 - AP AR AR H R

DELETE /scenarios/{testld}/baseline

A

DELETE /scenarios/{testId}/baseline BESERHIBREEBZEFE | LUERRFINEEE,

DELETE /scenarios/{testld}/baseline 129
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ERBY

testId
- BIEZ=AID

F|A . FE&
NE - B2
[E] fE
204 - B Zh

EECRYER (KEERE )

e

« 400 - WK testld

. 500 - REBAMREBLES

GET £#%

R

GET /tasks B/ETBIEHEEFITH Amazon Elastic Container Service (Amazon ECS) {FIHEE,

[l &

Z8 R

tasks HATRIEMNIET IDs BE
B IH/M{ETE
R EA

OPTIONS /tasks {E#iR{EAEHFIERE CORS OEZEENERIZHOE,

GET /1E7% 130



AWS RS EAE A

HiEEE

[ &

=L

taskIds

GET/[Z1H

A

DU

MITRIEMNER IDs FE

GET /regions RFAREENEXEHFHTAERMBNEHERER,

[l &

ey
testId

ecsCloudWatchLogGroup

region

subnetA
subnetB
taskCluster
taskDefinition
taskImage

taskSecurityGroup

DU
B ID

[EiZ & Amazon Fargate {£#%#) Amazon
CloudWatch B8 #HZ 8

ERRPEREFENES
EEHEP—EFRE ID
EEHHEF— @R ID
[EiEF AWS Fargate EEHN BB
B EBERN ARN

B 5 P E R G HY B 7B

B2 LEFEN D

GET/EH

131



AWS EE S B EERAE HiEEm

138 16/ [ 33

B

OPTIONS /regions /B EEIEH CORS EEZEMNFERIZEREFE,

[ &
=g iR
testId 23 1D
ecsCloudWatchLogGroup [Ei% " Amazon Fargate {£#%#) Amazon

CloudWatch H5EHAE T8

region ERRFPEREFENES
subnetA i3 H A — 8 78R ID
subnetB EEHHEF—E R ID
taskCluster [EiFH AWS Fargate #EHN BB
taskDefinition B EHERN ARN
taskImage B35 P E SRR B 1
taskSecurityGroup Eig 22 BEN ID

B INERER

ERENEHARATEREN L TEREAE (X1T) BE , EFEEEMOEHEEE Amazon ECS
F#6y CPU MR ER. EFSREVERESERRIFNFEBERIST] , RAREMBERLRHN
DynamoDB #8758 , LAfE A VERERET AR AEBIT,

B ERERIEF]
BERETHSHE , ERRIN CPU MR BRERRIFOTBES |

1. & A Amazon Elastic Container Service &,

BRI/ @i 132


https://console.aws.amazon.com/ecs/home

AWS EHI5 SR B RS HiEiEE
2. EEAIEEhRERY | BREKES.,
3. EEEHEZNBRAFRNERERSHWKENS R, a0 , [replaceable]<stackName>'-

EcsTaskDefinition-<system-generated-random-Hash>.
4. JZ1Z Create new revision (B FHHIEET).
5. EBMVWMEITEE L , ZFREVTF 3B E :

a. BEEBANT , BEBLREBNEL CPUBRAMENE. RENEAFESEEBEESAT
EREMSE,

b. ERHFERT , REAE/HELRERE . MRURFBEAFENIERE , FRERR
c. EMMERRYELAP , AIERLERRE K YEREUERFUFSHPIREBCRBEE,
d. BEEH,

6. EEMHNEITEE L , EEE,

7. RDBAERERR , FoRZTENEHEER ARN , BRERARR. H

il : [replaceable]<stackName>'-EcsTaskDefinition-<system-generated-random-
Hash> : [replaceable] <system-generated-versionNumber>,

¥ # DynamoDB &EH &

BAFNEBERBIIR R , BB EEHMBERTT RN DynamoDB BERF , LERRAFEBITEH
MNEBER. HHEECRENREBERNEE AWS BEEERESLSER

1. BEZF DynamoDB A,
2. REASEERS , ERNERKRTHERIER,
3. BERER IR RAFRIBEMY scenarios-table DynamoDB BERl&k, 4l

4 , [replaceable]<stackName>'-DLTTestRunnerStorageDLTScenariosTable-<system-
generated-random-Hash>,

4. ENHEELEUHTIREREITNESMNIER, Hli , region-[replaceable]<region-

name>,

5. FIEB{REESH , & F taskDefinition B , WEHAEE L —HHPEHENTEEKES ARN EFH
B (BEREER) .

6. BERTEE,

F 3 DynamoDB &E¥l& 133


https://console.aws.amazon.com/dynamodb/home

AWS EE S B EERAE HiEEm

® Note

EHNEBEERSARTHAEINT. B EERTHHENTMARABSEEER T
EBRER,

MCP T B
PEHAEHTHAEBRARLBEAT—HAMCP TR | o[ZE Al REREIERFINERES, SLTER

HERENHRIE , F6 ARESEREFANSN , BEMAZIRSMAER  MARFEN API &
%o

® Note
FiE MCP TEHRMHHBRFRERNWHERFRN. FXEEIB MCP M EESCRIHRGISE

“b
R&o

list_scenarios

i BA

ttlist_scenariosTEEMWMAE A ARNKARGNBE K HhasELPEEH,
Endpoint

GET /scenarios

Parameters
i
[E] fE
B iR
testId B R 51 B9 e — 58 BI BF

MCP TE#R& 134



AWS RS EAE A

HiEEE

7
testName
status

startTime

testDescription

get_scenario_details

A

ttget_scenario_details T E S #EE —RIE R IRV RFEA MR AAENIT,

Endpoint

DU

AR ERE

RIBLZHIRY B Bl AR RS

RFEE M S EIRFITHIRE

IR ULk P

GET /scenarios/<test_id>?history=false&results=false

ARBH

test_id

o RIS ARy HE— B A

HR . FH
PHE 2
[E] fE
ey
testTaskConfigs
testScenario
status

EEPUN

FEE A ERARE
ARERNSH

B B89 RIS ARRE

get_scenario_details
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AWS EE S B EERAE HiEEm

ey iR
startTime BE AR EERR
endTime BIEEREEERE (WREEK )

list_test runs
R EA

ttlist_test_runs TESHEMBEARARONAENTEE , #EFIKREHLF. EE&Z 30 @
fERo

Endpoint
GET /scenarios/<testid>/testruns/?limit=<limit>
=

GET /scenarios/<testid>/testruns/?
limit=30&start_date=<start_date>&end_date=<end_date>

ARBH

test_id
o OBIERZRBIKY ME — 3 B BF

HR . FH

MWE 2
limit
- BEEOMAEHITHE LR
B B
HE% : 20
EBR : 30

ME

7|

list_test_runs 136
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start_date
- EREISE B BEITH ISO 8601 BEFRBEC

B . H ( HHEBEER)
PE B

end_date
- EREFITRISTE HHH 1SO 8601 BFEEEC

BE . F& ( BHEEER)

PVE ./
[ &
=x BN
testRuns BEERATREEENE 2 BN AR BT

EE5|

get_test_run

A

tbget_test_runTESHINE R EEHMixH M E —AESATRIFEE R
Endpoint

GET /scenarios/<testid>/testruns/<testrunid>

AREH

test_id
o RIE R HY HE— 3 BIRF

F|H . FE&

ME 2

get_test_run 137
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test_run_id

o SERIEBATHYME— BB R

BFR . FH
ME 2
[E] fE
=L BN
results SEMNHIRSTER , SEEEE R,

ImR A ERER. MEEE 7 (p50. p90.
P95, p99). FXIIMKMETR. [ FERFRAAE
B, IR AREITHY R AERE

get_latest_test_run

A
ltget_latest_test_runTESHEEERREZMNHZAARAINT,
Endpoint

GET /scenarios/<testid>/testruns/?limit=1

(@ Note
mREEASIXERS| (GSI) KEBHF , BESRSMNAHABT.

ARBH

test_id
o ORIEZRBIHY ME — 3 B BF

HR . FH

get_latest_test_run 138
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PVE .2
=3
=L BN
results B EEMHERNEHARASTER

get_test_run

get_baseline_test_run

A

ARGINEENHINT, BERNMEELERER,

ltget_baseline_test_runT E&H#IEUEE A
Endpoint

GET /scenarios/<test_id>/baseline

ARBE

test_id
o ORIER R BB M — 3 B BT

BE TR
MHE 2
[E] fE
7 iRk
baselineData ARLBHWEERNEIANTES  SREREEER

EHTNAEEENERE

get_baseline_test_run 139
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get_test_run_artifacts
M

Itget_test_run_artifacts TEE#E Amazon S3 A FEEFREN , UFEAIERR , SFEBRE.
HRERNER.

Endpoint

GET /scenarios/<testid>/testruns/<testrunid>

ARBH

test_id
o ORIERZRBIHY ME— 3 B BF

HR . 7R
ME 2

test_run_id

« RERFEAITHIME RN

il S o=
VE B
[E] fE
=X iR
bucketName AR mE S3 HiFirEERs
testRunPath BRI mEFNERETE 4.0+ iR)
testScenarioPath ENAmEENREEE (4.0 Mar)

get_test_run_artifacts 140



AWS EE S B EERAE HiEEm

@® Note
FTE MCP TEHSRAABREN APl IS, TEESHER APIs Bl MCP Ih&E,

DLT CLI

DLT CLI AT ZE B E K i EL AWS REST APl L2 BXEHAUHAES, cRASVAIENESTE
BEL , TRESH, RENMBRAERS , S EVTEEN THERBEPEINITHER,

CLI LAEE DLT Web =2 & B IAM 2% API Gateway £ B , Rt AIERE R E+ o] ARVEAR
A IERMERNER API MFFATREEw T I#IT.

CLI R BN TEXHEE source/cliB T FERBRRIE RN GitHub EEHR. EESHK
T, REEFE AWS HEE LN 2BEAEH A , AEBEM source/cli, % B #&®README.md#Y 2
R HE FoRBFNTBEGSSENEESE,

EASEIhBE
meEE REA
configure DEBSRHEA aws-exports.json REZE , HH DLT #E
RERKTE CLIlo
login £/ DLT RIEHETERTE , WEEB W APl FTEMNZAESR,
logout REABEMBREFNEAER,
token BRENG L S 2 REBFHNRRBHME,
scenarios P, WRFHMET , XK (EFYUT ) BENWARARM.
runs EHARBTRER. BEITHEET, BEEETHE , UK

TEBATH .

CLIXE=F5oBHEERN : BERHEA (FEIB Cognito 5& Ul ¥ PKCE 7t ) . &E&E2 SRP
(ZERIGEE ) BOBRE  UREE IAM BRELRE. NESEARNTEBREFMEN , B2
B GitHub f1FEREADME .mdsource/cli B #%® .

DLT CLI 141


https://github.com/aws-solutions/distributed-load-testing-on-aws
https://github.com/aws-solutions/distributed-load-testing-on-aws

AWS EE S B EERAE HiEEm

ZENFHSE

CLI LATT#83 Node.js EHMNFER oM , TEEZESHIT , B RULUFEH REERREEZE, EEMK
5 , FBEEE GitHub £ AWS EE L2 B8 8AE , ARBR source/cliB #%., B #%
FREADME . mdWERETE :

« ZEET ( TEBIXEMHH build-from-source)
- EZEEsREEXNERERN S 2 BE
- FREMNNTERTSE

E

X3

RIE A P

® Note
LERIRAPIRERCABE DLT B,

BIE . IBREYS (EBR)
BERENAMGEZRUERES., EFEEERRBEEITMVEESR !

# Download the portable bundle

curl -sLo /usr/local/bin/dlt \
https://raw.githubusercontent.com/aws-solutions/distributed-load-testing-on-aws/main/

deployment/cli/dlt-cli.mjs

# Make it executable
chmod +x /usr/local/bin/dlt

# Point the CLI at your deployed DLT stack
dlt configure

# Authenticate with the DLT service
dlt login

# Run a command (for example, list test scenarios)
dlt scenarios 1list

ZHEMFESE 142


https://github.com/aws-solutions/distributed-load-testing-on-aws

AWS RS EAE A

HiEEE

B 2 ERFEE

ZZD%MF%%EKEE , BAERETE. EREM npm TERE

A
™ .

# Install all workspace dependencies
npm install

# Build the CLI
npm run build -w source/cli

# Link the dlt command into your PATH
npm link -w source/cli

# Point the CLI at your deployed DLT stack
dlt configure

# Authenticate with the DLT service
dlt login

# Run a command (for example, list test scenarios)
dlt scenarios list

Cron REX 2 =&

R FF R EAR B &8T5

LE R T R et EHE HA MR A HERR B A RZE 5 ML Linux Cron XM F &, Cron RiEEXNHIUAZEK DR

T I 32 4B B

#########H minute (0-59)

#######t# hour (0-23, *, */N, or comma list)

# ###### day of month (1-31 or *)

# # #### month (1-12 or *)

# # # ## day of week (0-6, *, range, or list)
#HH#H

9 * * 1-5

S H H H H H

EEWE

TERAASEMUEZINRE,

Cron RiEXSE
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AWS EH D BAERAF

HiEEE

L EENE gt

i # 0 F 59 WE—1{E, 0, 30, 45

B (B0 ), ZBRE. *0F 23 ,,9,9,17
WE—E , WERIBNEFE.

A®rE * (BX) Zift1 331 HE—E *1,15,31

A * (BAH) M1 B 12HWE—E, *1,6,12

B E *(BX). ®ROFEME—EH. £ *01-50,6

FREFRNEE , HELEHR T RBRE
&,

EMSEFERAUTHS :0=E8A 1=28— ,2=Ef— 3=8= ,4=2HM ,5=28% ,6
= BHA7S,
A ERERERN
TN BB Linux cron 8B3% |, BIARFRTZE,
B ) Reason
DESRE SHIE B8 5o REHEBRA— /N,
DIEFE 0,30 * * * * REHFEBRA— M.
AFHBEHEE 09 1-15 * * REXBHEREAF T,
AT BAHEE 09 1,15 * * RESERERERAF T
A€E @9 * 3-9 * RESEAESIEAF T
RRE ©911,6,12 * REZEAEREAFT.
& 5% 09 7?*? 5% 5 JTE R 2 Linux Cron &M,

A %,

TXENERX
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AWS RS EAE A

HiEEE

AR

Web EZERHTIEREKEN , B NEEER,

BXEH
=M

HHEF9:00

ITEHLHF 8 :
00

BBHTH 5

A 1 HLEHF 11
L

HERE PR H R 4F

@8 * * 1-5

017 * * 0

0111 * *

A
TN E 0 1T,
EFMERENSXR LS 9: 00 #1T—

Nrd
Ao

B-—E=BAEMNESF 8: 00 #1T.

BB T4 5: 00 #:1T.

EEERAE-—RHLF 11:00 %
1To

- HIEAREIITZEANRERRA — I, RESRFERUT HENBRETEBRAMGNAHFER

Faﬁ o

- MAEMMIEREEBHEH,. BHBEH (UTC) HR%E , AIRKTEHNT,
- BIERFEEIRE Cron g3, AXFVRKEEREEDREE, MR EFER DST GaIEEE

;AR AERBAEE.
- RILEMT Web £ A APl LW cron RiEN, MREREXTHFEEINRN | RIEEEIA
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