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AgentCore Gateway - API 53 1,000 1850, 000 fEFAA 0.25%%
H x 0.005 &£t
AWS Lambda &= RIBFAEMNEE (BB THEE 500-20.00FE7%
)
TG BEARA & H 5.50-20.50 &£t

B AIEEE B, WFE AgentCore Gateway EENTEFMER , 552 B Amazon Bedrock EfE
(AgentCore Gateway [EF% ) . 21 Lambda E{8 , 5528 AWS Lambda E&,

MCP fRERERENER (2R ) #


https://docs.aws.amazon.com/solutions/latest/distributed-load-testing-on-aws/increase-container-resources.html
https://aws.amazon.com/bedrock/pricing/
https://aws.amazon.com/lambda/pricing/
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EEARE , BA AWS 2RE, EEMEHTH  SFEETRELRK. BEELE , URRBEEFER
HERBZEM., 0F AWS T2 MWFFMES , &5 AWS Cloud Security,

IAM B &

AWS Identity and Access Management (IAM) £ & 7] F & F iGN FEUBER M FF Al 8 ’iG AWS E
i ERRBHERE. KERARGEL IAM A6 |, BFHRF RN AWS Lambda BRI [EiFE
TR EY TR EUE

Amazon CloudFront

LEfRR T REEEFLEE Amazon S3 RFEFEEAY Web Ul , Zf#FEr#8HA Amazon CloudFront 4
B, BATHBRLEEYREZSM , BRSRIEEEFEHREFIE 5 CloudFront £ , iERIR
HERF BB EITEARLMAEEHEN CloudFront A&, HBIETESR , CloudFront 2 & ER
TLS 1.2 KEHIBITHREBMNEZLBAME, WEFHMER , 528 (Amazon CloudFront BFI# A E
15F) PR HI¥ Amazon S3 RIA{AAREFAYFEL. Amazon CloudFront

CloudFront SR A HM L £ EMAIERE B HTTP X2 EBMNESERRB[CE, MEFAEA , 5
2837 CloudFront B FEFR B EKR HTTP EHE,

M iRR S REFATESR CloudFront B3% , HEE TLSVI.O NBEEXERS BN E. BEERSFEH
TLSv1.2 5% TLSv1.3 , BAAE A BE] SSL BRE , MIETAER CloudFront /. MFEFHMEEN , T2
B 2010 CloudFront 0 #E&EAMEA SSL/TLS B,

Amazon API Gateway

IR T REPBBIERIE(LHY Amazon API Gateway i % , LA TERR APls Gateway iwEiMIEEET
B A8 &R EER A RESTul APl ¥R A AR Im BB FERE APIs , API Gateway &1

A TLS-1-0 R BE, MEFHMEF , 5528 (Amazon APls) HFHIEH REST APl Amazon API
Gateway

W EER T REFATEEL APl Gateway B , HEE TLSvI.0 WRIEXEZ BN E. &EEEHIFER
TLSVv1.2 5 TLSv1.3 , BABEFEAEEBET SSL BEMN BEFTHAE , MIEFEER API Gateway BFE. W
FHMET , 2% TE REST APIs BB ETHE 21,



https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/AmazonS3/latest/dev/WebsiteHosting.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/adding-response-headers.html
https://aws.amazon.com/premiumsupport/knowledge-center/install-ssl-cloudfront/
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-custom-domains.html
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AWS Fargate £ & #H

RIRTAER |, LLHIRT REH AWS Fargate ZEFENEHRURBIG AR, WREBEHE AWS
Fargate BIREXRE  FHEHRULELBERERPEHEEH (CIDR),

hhZeBFHEETEEARR , AFFEEE 50, 000 EHAERE R BEAHEERLBHENEARIR.
ERRAFFARBRRILET.

A s B SR

CREAERBENAEEETEALBRGT R, EEREENERSEELFTEIERER Amazon
EC2 HTEBHTAEMBAHABNEMUE , SIWHM Amazon EC2 #{TER. AWS B/ =N
AimE. ELARAERBABIANE,. EHARATERBRNE, KSEEFEFARTEERILBUE ;
T8, MRERE/EENRERLFTHITEIR 1 28, BB 1Gbps (B¥ 10 Byt ) BB 1 Gpps
(BW10RHE ).

PREIM N B ERE N ER

= ERHIFE IAM 1 Amazon Cognito 1REEH & 7 BRFBAIRERSI UAN N BERAENE , FEA
AWS WAF (Web ERRERBI AR ) ZE2HEMLBRAR.

LERTREEBME —ETEEE R Web 2B AWS WAF R A, £/ & AR ERERNRE
ThEEHIEE | ELYEEESR AWS WAF Web FEUZHIFE (Web ACL) HEERIR AL

MCP falflrssZ =1 (1EH )

MREEBEIBAH MCP Server BS |, BERFREFE A AWS AgentCore Gateway RMEZ£HFE ,
UE|A Al RESRHAFEER, AgentCore Gateway & 58 S EFE KA Amazon Cognito & 7 5EF
T, BRAEEESFRETLEER MCP fAlfR2E. MCP Server Lambda ENEEBEHEFIESR | Lt
Al RESFESSCAIFHBRHFER, FTE MCP [RRESEEEF A E Web 13 & /8RB EF 7T SRR M FHUZ
o

X EN AWS [EiF

IR T R EA Amazon Cognito fR# , B Bl AREFTE AWS EiFiRfAt, FERESE AWS REN &
A AK , FSE AWS EFREEE,

AWS o BB ERIETE TS AWS EBEER :

AWS Fargate 24 &1 26


https://aws.amazon.com/ec2/testing/
https://aws.amazon.com/solutions/implementations/aws-waf-security-automations/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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KEIFAER (hnF @ fE EE4LER)
XEIFER (BRER)
DRHE (£E)
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DIAHB[E (F70K)

TAME (TR

MCP fAlfk2a< &Ry AWS BHE (ZEH )

TAME (F3)
&R (h8)
BN (£ 3% 15)
BN (ZEH)
BN (%)

Europe (Paris)

BUM (ErfE ST E)

rAEN (ERE)

MREITE B RAM MCP Server 25 | B4 AL A AWS AgentCore Gateway By AWS [EiFH
HEBBERT R, MCP AR:[WEEEBRR T3 AWS B :

B4
ZEE (5 R ILEE)
ZEF (L)
AR (3 04)

TA B (BR)

Tk B (5

BN (M2 E)

BN (ZEM)

BN (fash)

E AT
us-east-1
us-west-2
ap-southeast-1
ap-southeast-2
ap-northeast-1
eu-central-1
eu-west-1

eu-west-2

MCP {a R85 X B AWS EiF (&R )
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i & BT
BN (E2R) eu-west-3

MFKE 5 BRY AWS AgentCore Gateway & AI A | 2B _(AWS AgentCore Gateway B & A
E5/8) B # AWS AgentCore Gateway w2 #E Z, AgentCore

[

RISECER (BB ARG BE AWS IRFHREERSURERB K KE.

SE##R T = AWS BRIEHY B4R

ARELRLERTETEFNSERZEREENNERE, MHEFMENR , F260 AWS RBEHE,

ﬂlh+

ERAUTEREZRBEN AR, EE2EFUBREENER TREX4FRE AWS BRI RIEE
 , FFAAME PDF hERBinHMEEREPHNEN.

AWS CloudFormation Bt %8

B AWS 1RF BB R FERS B E HEERFEEERN AWS CloudFormation ﬁﬂ%ﬁo EBT#
ELHEE , BB EREISHEIE BRI BU RS RNVEEER, NEFMER , F2E (AWS
CloudFormation A &) T8 F 8 AWS CloudFormation Bit%8, AWS CloudFormation

SEAEERE

AILAEF AWS Fargate RUE)EHE £ Amazon ECS F#ITHEREE LR , BURAEH vCPU
Ko AWS LR BXEBERHHANEREK KNS 2 Bl vCPU, EEEFBHINTERERE L F2E

Amazon ECS R EiEE. BaiMiRFEBEAEESHNEETE.,. EERERFIHENDE , B

AWS EB R AP ME Fargate FEFE vCPU ERFTENRBERE, WFENAFEREMNRA , F2E
(AWS —iR2E15r/) P/ AWS IRBEE .

Amazon Linux 2023 A28 & ( 2% Taurus) $§FE$U§1E5§E’SHEHL%? BEIFFRRE A
SETRBENFERAE, BEEHEIRTURAREENLTEAEHE  F2ETERNYUECERE
HE .
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https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/agentcore-regions.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/agentcore-regions.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws-general.pdf#aws-service-information
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://docs.aws.amazon.com/AmazonECS/latest/userguide/service-quotas.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/solutions/latest/distributed-load-testing-on-aws/determine-number-of-users.html
https://docs.aws.amazon.com/solutions/latest/distributed-load-testing-on-aws/determine-number-of-users.html
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RIBTRREE , LITERAENZZERF S 200 BERAE
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IR T REASEAIREIT Amazon CloudWatch &4k , LLENEFEER Amazon ECS &£ H#1T2
FIEEKN M8 L, CloudWatch BRNEBTRFEIEIERE, WITHEAEE. RINBEREFKLUE
RE, BRARERVERLREBREBE K UB2EFEHERNR.

Amazon EC2 IR B R

RELNMRREBER 1 Gbps , RAFE AWS W& |, BN ERA LR ZMTEEAE, WRE
WAIREE4EHEIB 1 Gops , FFHIE AWS, WMFEFMER , F2/ Amazon EC2 BIFHABE,

Amazon CloudFront & & BIE B

WMRIEFTE S CloudFront i B ETRBAE , 5528 (Amazon CloudFront HE A EEE) PHAER
AFER, ZRFEEBSRESBRIZETKNES. BEFARRHED 30 2 ENFHENHFH.

HRASHEXEIR 500 , 000 EFERHLERIEIB 300 Gbps BRI AFHAE , RABRBEEIEEER
EMNFE LA, CloudFront ATEEEFAEISE CloudFront RIS AT AN AR EEEAFETRE.,

ERSBERNBERTR
WERRSR L% , RELERA Amazon CloudWatch B R RIS RIR S RO ER.

% 7E CloudWatch &R

WO LARRE CloudWatch ERREREREE Y EBBRERZEKEHN, BZRATHERREE
g

Amazon CloudFront 2 #fig &

B2 CloudFront 3R BEFEEER, WEFHFMERN |, 7528 (Amazon CloudFront B§E% A E35/) H Y
CloudFront 24184, Amazon CloudFront

Amazon API| Gateway 1§1&
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https://aws.amazon.com/ec2/testing/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/load-testing.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/load-testing.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/programming-cloudwatch-metrics.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/programming-cloudwatch-metrics.html
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¥R API FERZER, IEEMEERR. MEFMEF , 528 (Amazon AP| Gateway B A S3EFE) 1
Amazon API| Gateway #E#1E1H. Amazon AP| Gateway

AWS Lambda B EE=ZE

ERERS ZRUMRHER Lambda NEUA, FERE, SHRMFALE.
Amazon ECS #l AWS Fargate 1512

EESRAEBEERER CPU MERBERAR  URABEANER,
Amazon DynamoDB 154Z

ERERNEARERME. RABRINLE,

F%7E CloudWatch &R =


https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-metrics-and-dimensions.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-metrics-and-dimensions.html
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ERB R 5

R R T RAEH AWS CloudFormation A F it &R B B){L HEE, CloudFormation £ &5 E Lt ##
REZRDRGEN AWS EREREBM, CloudFormation &S fE&H AT RN ER,

HEEFEEH
EREMASRZ , FREAEEEIHROAL, 28, 22N EREE,
SMERM  TERBAK 15 98 , NLSEEANED 5 5

AWS CloudFormation &i7x

B L EREB 28 TR RS T CloudFormation &i4s, IR AZEFEH AWS CloudFormation £
AWS FEEML 2 BRERAENIE, ©E2E T 5 AWS CloudFormation EiZS | B LAESPE 2B T
&

@iew templatg

distributed-load-testing-on-aws.template - £ tL EE AR B R RS RAPTEHEBE . FAREREEY
BIRFREERF AWS RENZOMZERYE , BEETUBTEEAUFESENBEESE R,

® Note

AWS CloudFormation EJR 2t AWS EinB 8 EH (AWS CDK) BZEEHEIN, REE
HEBBUBRAR , F2REFNFHRALZUNEEHMET.

R E R

AR ISR EEMRFFRES AL HAH.

(® Note

R TREE AWS HERKREER, BMNERELENEF L THREFERALERE R,
MHERBENMERNATRN. AWS HEAZBLESKRENER., ERKER AWS BAEEHRY
Ro

HERR BB T


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
https://solutions-reference.s3.amazonaws.com/distributed-load-testing-on-aws/latest/distributed-load-testing-on-aws.template
https://aws.amazon.com/privacy/

AWS LR S EAERASR BiEisE
Itk B &1t AWS CloudFormation E84&&E AWS LEE S & &8 &I,

@ Note

BEABINHITHBRG RFAERAN AWS RIERAE. MEFMES  F2RLERESD
MRARE , ASFELERSRAERANEE AWS BEHNEERE.

it

1. B A AWS EEB XS , ARBEUZHLARE CloudFormation 48,

Launch solution

HE , B THER MRS ETEENER.

2. RIRFERR , SIASEXRBERE ST BEHPEE) . EEETEN AWS EEHH Bt #RTS
R, FEAEFREEESFHERERESR.

@ Note
LR REH Amazon Cognito , B BIEEAREE AWS EiF, Rt , BABEERFERA
Amazon Cognito By AWS EEHEILFERAR, NFEKEHI ENKHRBEITRYE , 5
28 AWS EiFREEE.

3. EEVHMEEH L |, BBFE Amazon SSURL XFEHRFPERNEAR URL REERE , RARBIET —
%,

4. HEEHEFMEARE L , AENFERSD RHEBEREHE,
5. 28T , MRHANSBARFTEBS R, WERSRER TIHIERE.

e FEER R EA

EEERR FEE@A VBRBAFREBENFERE
&R,

EEEETEH <#H##> EEEMFRENE FE 41

i, MEBR® , REeEE—H
EFBAEIty  HPaR
FEREZEAETR

& 8 32


https://docs.aws.amazon.com/solutions/latest/distributed-load-testing-on-aws/cost.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?templateURL=https://solutions-reference.s3.amazonaws.com/distributed-load-testing-on-aws/latest/distributed-load-testing-on-aws.template&redirectId=ImplementationGuide
https://solutions-reference.s3.amazonaws.com/distributed-load-testing-on-aws/latest/distributed-load-testing-on-aws.template
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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2% & A
BAM VPCID <E M A> MREREFEAECEMN

VPC , FFEEFBHENHEERE
Hrh#@ ARAE VPC 1 ID, #l
il |, vpc-1a2b3c4d5e6fs,

E—ERE FHER% <iZR@ A> RE VPC H % —1{EFHEm
ID. LtFHEEREZRBRBEEN
R, TEEREASRGIH
TR, #la | netnet-7h8i
9j0k.

B_ERE FHERE <ER@WA> RE VPC RE—EFBIKHN
ID, LhF#EEE EHEBRERY
BEH , TREIRIAF[REGEIE
TR, HlI | netnet-1x2y

3zo
AR RIBMEMN CIDR  192.168.0.0/16 mMBEEREEH VPC , Al
EH LA VPC AL SEREEH
AFHEI% A IRMEMM CIDR  192.168.0.0/20 AWS Fargate VPC F#35& A
Ef , ERRRAREN VPC 1 CIDR Ei#
AFiBK B 2% CIDR  192.168.16.0/20 AWS Fargate VPC F#33% B
E , BFERFREN VPC # CIDR Ei#
{24t CIDR B3 LA EF 0.0.0.0/0 FR&] Amazon ECS &R E
Fargate EHELRE ZHH CIDR [E,
EEIEX AL No HEFERSHAELSHNBE
BERT—EXEMRASIL.,
ZE NoRIRENR VI B 1THI R
B MASETEANLZEHE
o
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2% & A
& EA MCP AMR=7 No HREE A VER MCP AR

2% , £ AgentCore Gateway
1% Al ERAREERE AWS
BB &R,

6. &E—F_io

7. £ Configure stack options (X EHBEIH) HH , iEHE Next (T —F),

8. EMR EE L , RIAMBERNERE. ABMFPEARAZREIL AWS Identity and Access Management
(IAM) EIRET 532

9. 1##2 Create stack (B E) LI BHE,

&R LATEREMRAY AWS CloudFormation E#2 & R RNRE, BERZEE KR 15 2EAKE
CREATE_COMPLETE #R&&,

(® Note

BRT E£ZE AWS Lambda 82/ , WBRARZETE BT ER Lambda B , EEVRERE
HA R = R ek M BREFAT .

HATULERR T R , BRI EIR Lambda NEERIFEAFRE. T8 , FOMRLEE , RAREE
EMEBNER.

ZEGHE

HEHRR : SEERALN 5 HE

ZANESEREIATHR. SLBELPXARARBRTRR , EFRIES CloudFormation #
A, WHHEFHRERD S3 FEHET.

(® Note

ROIBETREBOUSENEREBARET "0, . ZUUBEBEEE S3 FRALHES
BREsSas "RAL NREFEFERKIIT,
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BEWTZEEE , KX AIFEIESE CloudFormation A , ZEAFRELEZHTAENEEHPH
Amazon S3 RfEFErET. BAUATTIEFRLZEREFEL

1. EFRFEN Web E12AF |, BEEZ LALIZE DA ERR

2. FABIREEE RRER Amazon S3 A CloudFormation EiZ4<E#E,
3. B A AWS CloudFormation =& |, REBIEZM RN EE,
4

CHEEMHEBREMELE | B® Amazon S3 URL XNFHRABERNESR URL BEER  RAREET -
&,

AEEHEBHAEARR L , AENBERSTREREREHE,
6. E2HT A RMEHANSH , YRFEBE R WERTREHATHERE.

o

28 & A
BAM VPCID <E M A> MREREFEAECEMN

VPC , FFEFBHENHEERE
Hrh#@ ARAE VPC 1 ID, #l
i, vpc-1a2b3c4d5e6fs

E—ERE FHER% <iZR@ A> RE VPC H % —1{EFHEm
ID. LtFHEEREZRBRBEEN
R, TRERIASRGIH
TR, #la | netnet-7h8i
9j0k.

B_ERE FHERE <ER@WA> RE VPC RE—EFBIKHN
ID, LhF#EEE EHEBRERY
BEEH , TREIRIAF[REGEIE
TR, HlI | netnet-1x2y

3Zo
BB VPC R RARIBMH 192.168.0.0/16 MREBKRRBEMIRE VPC
BEMH CIDR E# H{E , AIfRAFREBILN

Amazon VPC #J CIDR [E#f
849 %E AWS Fargate £ IP it
b1
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B ¥ERR SR e
{24t CIDR EB# LA EF 0.0.0.0/0 FR#| Amazon ECS BRE5E H
Fargate B ELRE ZHHY CIDR E#E,

7. igg-lt_io
8. 7 Configure stack options (X EHEIREIE) HEH , i#IE Next (T—%),

9. EMR EEL , RENBERNERTE. BRYAEMEREARAEE I AWS Identity and Access
Management (IAM) & REVZEUS 52,

10i%4Z Create stack (B HB) LI BHE,

B A LATEARREMEHY AWS CloudFormation 32 A iR EEBNRE, BEZXSEEANESERKWE
CREATE_COMPLETE #R&E,

ERIHERESE  efEHRE Web T2E6%, ELRVAER , fMIETANEEMEIEER
ARG R, BUUERFIZANREERS RS | SEREFHEEAH,

AT RERRHERKRTNEEEFEFHET DynamoDB IHE , HF I EZEFHTAHAERN L E
&l BALIE Web TERETRESHFFARBER. EERAZEFIATHEERINRBRER  F
£ Amazon CloudWatch 518, BRIRATTR® , B EREGER PR IBEEHNREE.

® Note
BAIAVETRfER Web EZEAMER THE EEH#ER. £ Amazon S3 RHIFEFRFETESESE
BANER  LEMFESTRE EHHERSREBARRER. RNE , SN THEARLAS
H EEREBENEERIT.
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EHBRETRERKREFTNIIEE, Z2EHEANBERELERAETENTE, RELTNECHBHE RS
£ | BHKBHREF CloudFormation & E 3 = H AR A,

/A Important
EfizE , FREERNARMITEMNEHNE. ENEFIESTRPERRL R AM,

1. B A CloudFormation £ & , IEEEIRAEW CloudFormation H#& , REBEIMEHMEE,
ENMEEEN.

ERMAREER,

EEEHALT :

a. IEH Amazon S3 URL,

b. BRI G EARER,

c. #EFEBEE| Amazon S3 URL A,

d. B#®Amazon Amazon S3 URL X F PR TRHNE R URL REER,

e. BEET %,

f. HIXEE Next (F—%).

5. B2 T , MRSHANSHAIRETELN. NFESBNFREN , F2REREHE,

6. BET—%,

7. £ Configure stack options (X EHBEIH) HH , iEIE Next (T —F),
8

9

> WD

CERE EEL , R MESENRE

ORI SIA T REE 2 IAM BEIRAY T B,
10:ZERBBEESRIEE,
MBEENHERULEHED,

IEAI LA ARREHAY AWS CloudFormation =2 A& iR ENRE, BEZSEXN 15 2ERKE
UPDATE_COMPLETE #R&E,

37


https://console.aws.amazon.com/cloudformation/
https://solutions-reference.s3.amazonaws.com/distributed-load-testing-on-aws/latest/distributed-load-testing-on-aws.template
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® Note

MBBEHEBARBRBIESRZ ARFEE Amazon Cognito B0 ERFEEE  FEFNREBEENE
BES (Windows/Linux E#Y Ctrl+Shift+R 2 Mac L& Cmd+Shift+R) , LUBBRIRENIE KL , A
#EA X

#F¥f v3.3.0 Z BIMRA K EATEITHED B

(® Note

REMEEAR v3.3.0 ZBIRVRAE#H. MRERHE v3.3.0 REMRAER , FEELIARE
EHEF.

1. T & distributed-load-testing-on-aws.template.
2. FIRREE AL EEZ &4 WS DLTCommonResourcesAppRegistryCondition
3. BEZEFINEUTINASR :

Conditions:
DLTCommonResourcesAppRegistryConditionCCEF54F8:
Fn::Equals:

- "true"

- "true"

4. ¥ — 1@ true B FE A false :

Conditions:
DLTCommonResourcesAppRegistryConditionCCEF54F8:
Fn::Equals:

- "true"

- "false"

5. £ BT AN REHERHED
6. LEMENHEBIBREARAZHZEMEANER , BEFIERZT K.
7. ERASRMNEAR URL 81175 —EBERER , KEARAEREARAE RN EZEHEE
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MRFBEEZEREIRBHERSIR , MBS EHNSEESME, EESBARKERIRENESD
th | HERESMEESE CloudFormation BN ELEEHEF,

AWS Systems Manager Application Manager

EHRAERE , AWS Systems Manager Application Manager @R E R A EREERNERARER
BikmiR. B LAER Application Manager % :

- ERER, BHEN AWS IRFHBFBERNRAR , UARKEHRUEN HF.

- EEARXARPREFRSRERNREES , SIMIEBAMRE,. CloudWatch BR, ERERENE
#F‘%%o
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5E B AR

A EARIEHREBREANERNIE R, MRELEREEZHBREWERE |, FBHE AWS Support 1244
B IR 5 2B AWS Support EHIRIEREA,

S MEEERTT =R
B SEEFERRAEN VPC, MELHRARERY , MEAKRK , BHTHHERAE
Test might have failed to run.

o BRRFE

BARTHEBFENEEN VPC 1, Y EERERPERAREFESN NAT FERMERBIIEE. AWS
Fargate EEFMA L BRFERNARME , AT R,

BE : AESTREBRNERBER
o BRRFE

BUH BRI #E AWS Fargate , MBERFIBEERHEF L. WREKREFEL , FFEELLFTE Fargate
£7%. BEEIRSHBEE Fargate RS , URBRETURBMENIEEE, Stk

& Lambda E&HITEREREH CloudWatch B , BURA T L&) Fargate FH RN AHK, BE
CloudWatch ECS H&E , T IEEHITH Fargate REFF R ENERNFEMER,

BRE : AR EERR , BEETRE ECS EEHARRETEA
. BRRFE

MBEBIBHEIEBMASRWIRSDIREEEG VPC VIBE | 5B E ECS K EHN VPC B2 HAH
A IP it , LHRARAADRENTEREE. ECS FXEEEMFH T EMERMR B ERNBEREE
BEHA ECR BRR , BUE ECS BRI T LAEIBH aws-solutions/distributed-load-testing-on-aws-load-
tester TEMFRA R ECR MERMETK. MRS LREERERNES , A VPC FHMEF
MR ENERN , LA LA ECR REVRIVEIRF F5EE ECR M, ERAXK ECR & URI E
WMEKRER , WBIFHNEET. EHREXFEHE , DynamoDB ER RPN RS RIBEZTEEFTH ,
THEEREFTHVIEET . B LAE£488 ScenariosTable Y CloudFormation & & H 3R 5|2 H % 2
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html
https://gallery.ecr.aws/aws-solutions/distributed-load-testing-on-aws-load-tester
https://gallery.ecr.aws/aws-solutions/distributed-load-testing-on-aws-load-tester
https://docs.aws.amazon.com/AmazonECR/latest/userguide/pull-through-cache.html

AWS EE S B EERAE HiEEm

DynamoDB BH &£ &M, EALH testld MEEMR- [SOLUTION-DEPLOYED-REGION] E#EH
B B 1% taskDefinition.

B  AEAFEEALE R LB B FE AN iR E
- BBRTE

AR L EBERERFEFINALE APl mhEE  FEETIAE

1. HAERAHRE - TER ECS B FEAN FREKARCEFTAEIR A EREN IP i SEEAIIKA,
EAZEAHARERE VPC 9B IHE,
2. DNS @47 : R BETHE , 357 VPC F35E DNS 3R E , UEMA A RENAEEHE. WEFMER
52/ VPC DNS 344,
3. VPC i3 : B AWS BR¥S , BEZEMEA VPC w2 (AWS PrivatelLink) REZ I FA B ELR
flan , ZERFEFAE APl Gateway , LA LLA API Gateway 2 VPC 3. FSBFE AP
Gateway X .

4. VPC HHEEHE : MRBBRMURTEN VPC |, FEDBHEARS RN VPC HI BRI
VPC 2 E#EY VPC HEEHE, EMfE VPCsHREBEERNHKBER. 728 VPC HEHEEXH.

5. EWEE  BRFIRZE VPCsHERMBIMERS , HERMEA AWS Transit Gateway EFRAT R
W VPC M3 2fBinHM VPC 2EEHERE. FF2/ Transit Gateway X4,

6. R&FHE : FRE ECS ERHEBBHNZLHEAMHLARMNELRE ML RMNZTLHE
SAFFRE ECS EHMEARE,

= Z RIS AEB Application Load Balancer 2% EC2 #11T{E#8 , 7R VPC CIDR §iEBF~E& , BEER
HERPERELENEKH,

B BEEESR , B Ul EEEFERER
. BRRFE

MRALAECTER , BE Ul PELFERAZER  AIGEREREZNTRBTAGEN ECS £7 , £ S3 @7
FFBPEH. ER BRAFRPNEHRE, EFEANERS , BAHREERERIMN Lambda BEKE
RFEREZE ECS EHWER , AEFE A DynamoDB ERRFPHIEH ., DynamoDB ERIKRKIIE
BA/NEBRAE 400 KB, RBIFARECHENEMME., ITNERANEHEEE , ZFRH, #HRIFX
TARAY  CRTFHERRYAEEEFZRIE DynamoDB B KT AR CRUD BENEFE LK, &
RPuEARRGN S3 REFETEHFEA,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-private-apis.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-private-apis.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
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Bt %% AWS Support

MREAHF AWS B AEXE. AWS Business Support 3 AWS Enterprise Support , A LAMER X8
FAORERBUHBRARNVERTE . UTEEHHRERA,

= RviE 3]

BAXEF D,
2. BREVRN,

an{a iR R 15 B 2

SHEARTS | EEUERIR G .
TR, B AWS LR DB AR,
SHHBEM , ENENSEERARANRE,

EfmARYE. ERNBREMK K AESEAERNESHBENES. IREELEHAELER
BORENEE  FRET—F . AtbEA.

S"':b.c'-’!\’.A

H&EH

1. 88 E AR ELNRBBENXF,

2. HEHER | FEEFMERBA AR,

3 BEBEERER,

4. JE3E AWS Support BEFERFTENER.
1% Bh 3 1P9 58 IR BR SR IR By R A1

1. MABRNEA.
2. BET—S8R : LAFARBBEERM.

37 B R s Bk 3 AP

1. BB EVERREER T R
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https://aws.amazon.com/premiumsupport/plans/developers/
https://aws.amazon.com/premiumsupport/plans/business/
https://aws.amazon.com/premiumsupport/plans/enterprise/
https://support.console.aws.amazon.com/support/home#/
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2. MRBEEFRELBRARNBE , FEEFBEEM  BABRNET , AREFRX,
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R EMRS R

BRI LA AWS BB IR ANFEA AWS R REMBRELE AWS BRAEE LN HNEFHAH. &
HAFEMERULERSREILNERS. RHIFEEH Amazon Simple Storage Service (Amazon S3)
FEFETE, NREEERZNER , AWS R REETS EBSEMBR,

(® Note
NMREBEHEEFHE  BLALMRELEHPHHER | FRMBRERHES,

FH AWS B X4

1. & A AWS CloudFormation 2 &,
2. EHEBEHELE | BERUBAFTRNELZEME,
3. #IE MR

A AWS 5 5EHE

YRR IRIEHR R E T FEH AWS Command Line Interface (AWS CLI), MELRERET |, FESH
(AWS CLI A EIEm) FHMER AWS i B 5IRH, T AWSCLI A% , FEIT TS T,

$ aws cloudformation delete-stack --stack-name <installation-stack-name>

i B& Amazon S3 FE{FETEE

IR ESREMBR AWS CloudFormation &L BFIEZNERNER |, BRI REREAREHBRA R
EIM Amazon S3 HEITE (AREEENMABEAHE ). BREZEBRAIRZE , IREBFEE
REBER , BULLFEMBRIL S3 REFEETE, BB TYZBMER Amazon S3 EFETE.,

1. A Amazon S3 £## &,

2. REAIBEERPRERFITE,

3. BB BESRREETEBAUT  BALBRSIEREENETE,

4. BEMEP—ERAS RN S3 REEFTE , AREEZH,

ffEF AWS BEEXEE 44


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/s3/home

AWS 95 # BB Vel
5. EREWMATEMAKAMER , AREEZEA,

6. BEUERIEZ/ S3 AR | RIBZEZEMER.

7. EREWLTEA S3RFTEEE  RRZEMRRTIE.

EBSRA4R 7, EXEMERAE S3 RFFEBAL,
HEfEM AWS CLI kR S3 RFETRE , FHT TS -

$ aws s3 rb s3://<bucket-name> --force
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HiEEE

e/ BRF R

AERME AWS LEASHAEHAEBRTRNTRIER , REUE —ERERME 5 EHEE

R, TEREBSFREVAEEL. FITAH  URERRAEER,

23R A
RUAHRACENEIESE .
FZER1 . —RERE

ARENAFAFEREELRSY , 2FAEERE, HRN —RERRE,

E—H%

Xa
Xa
i

AR

- ARAER (4E) - AERINERERE

- AEHER (4E) - FEAEAENERH EaEFEER

- B (ER) - HEES 5 AERRIBENBEENAEREM
HFiRiR1E

RERHEHITAIRRE

« MEI#T - ERM B M AIFITRIE.

Schedule

« TR - FERESE A HNMERHTRR,

E, ERRH, BERERN , URRELWAERE,

AR E ]
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Schedule
Configure when the load test should run
Execution timing
) Run Now
Execute the load test immediately after creation
O Run Once
Execute the test on a date and time
) Run on a Schedule
Enter a cron expression to define the schedule
Run Once
Select the time of day and date when the load test should start running (browser time).
Run time Run date
08:00 2025/11/21 ‘

Time must be in 24-hour format

Live data
Collect and analyze live data during execution

() Include live data

o PR LT - FRALL Cron AERNERE  SHEBHHTAUH, EULRERESX (8K, &
H. 8 ) P&E , AEHXBE] Cron RIER,

Select from common cron patterns
Every hour Daily at 9:00 AM Weekdays at 8:00 AM Every Sunday at 5 PM 1st of month at 11 AM

Schedule pattern
A fine-grained schedule that runs at a specific time, such as 8:00 a.m. PST on the first Monday of every month.

cron( | 0 || 9 I I [l - )
Minutes Hours Day of month Month Day of week
Expiry date
The date when the scheduled test should stop running
| 2025/11/24 |

Next Run Dates

* Nov 20, 2025, 9:00 AM
+ Nov 21, 2025, 9:00 AM
* Nov 22, 2025, 9:00 AM
* Nov 23, 2025, 9:00 AM
+ Nov 24, 2025, 9:00 AM

ﬁF*EE I«EIJIL

ECHEARER  §RETIITHERRE

- HIESHEEB Amazon AP| Gateway Ei% E 3R 5 EH AP,

- API 22 8EEZE Lambda KE , ZHRESEYHETIETE B H#HTH CloudWatch Events
al,

o WR—XMAIR (#IT—X) , CloudWatch Events £ BISEIEEMN B H#11T , Lambda api-
services HEEHTRAE,

- WRIBHMAR (EHEREL#IT ) , CloudWatch Events JREISEHEN BHIRA , M api-
services Lambda HEESRIFEENEREY VI BSEESNTHHHRA,

SR —RERE 47



AWS 9% 8= B Gt
BNRrE#
BN RERZIMAR , AERERMTRRRAEER. AR, SNER .

i E FERFR

ERERETR
R B R SRET B
REBHFERFTEL

R E R iREAIREXR , YA —WNEREEER, MEFMER  F2REEANSERET

v'a
Lo

SER 2 RYIAERE

ERREUEARS , ARENEREFVAEHERS,
B EEEE

BELEZHTHWAESAFEER !

Scenario Configuration
Define the testing scenario for simple test

Test Type

O single HTTP Endpaint
) IMeter
) K6
) Locust

HTTP Endpoint Configuration
Define the endpoint to be tested

HTTP Endpoint
The endpoint that will be tested

| nttp;

HTTP Method
The HTTP method to use for r

| aET v |

Request Header (Optional) = Add custom headers to your HTTP requests

Body Payload (Optional) | Add custom body to your HTTP requests

« BE— HTTP % - fAMENEENHE— AP KB RMAE,

HER 2 REIARE 48
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« JMeter - £f& JMeter BIFIETE (jmx BRI zip HEE ) .

« K6 - EE K6 BIEIEST (js BR=® zip HFE) .

« Locust - Ef& Locust BIFIETH (py BRI zip HEE )

HTTP i BH4AREBR{&R . : images/test-types.png [IBENEHITHVAIFER] BE "E— HTTP w3,
B, B EIE LT -

HTTP in3 ( X4E)

WALEAR RN TE URL, HlI0 https://api.example.com/users . FE{RATH
AWS B 5% i 17 B 2o

HTTP 33& (ZE)

EEEESRMY HTTP A%, TEEREA GET, H®IEZ$E POST. PUT. DELETE. HEAD, PATCH#I
OPTIONS,

ARIEER (EA)

BT HTTP ERFIBELNBE R, EREH2IE -
* Content-Type: application/json
 Authorization: Bearer <token>

* User-Agent: LoadTest/1.0

BEMESERENIT S S ERER,
WX EE (ER )

#7118 POST = PUT BB RMFERAX AR, ZI& JSON, XML HFEXFHER, Hlin : {"userId":
123, "action": "test"}.
BIEREBERTE
£ JMeter, K6 = Locust & , 58 LB AIRIESHERIITEARETBNIEERN zp HF
B, R IMeter , BALATE zip HFEMN/pluginsER KIS BE] AEHER,

/A Important

HRIEH RIS TS (JMeter, K6 5 Locust) AJREREHRI T ( EBRFERAE ). XZFEXR
(TPS), EiEARFENEMERSE , B A RECEALCEASEIHBERELRER

S 2 . RHIERE 49


https://api.example.com/users
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¢f£ﬂﬁ%§% ELERE, REMKERZFASHITHERTR, LT (BEEBNER
EAE ). MEASRFERBNREFERE.

HER 3 REFLMN

REARPEREN2HAR  BFZEAXE.

Multi-Region Traffic Configuration

Define the traffic parameters for your load test
Select Regions

| (Oswest2) (us-east-1) @ v |

The region to launch the given task count and concurrency

Task Count
Number of containers that will be launched in the Fargate cluster to run the test scenario. Additional tasks will not be created once the account limit on Fargate resources has been reached,

| 100

Goncurrency
The number of concurrent virtual sers generated per task. The recommended limit based on default settings is 200 virtual users. Concurrency is limited by GPU and Memory.

| 100

us-east-1

The region to launch the given task count and concurrency

Task Count
Number of containers that will be launched in the Fargate cluster to run the test scenario. Additional tasks will not be created once the account limit on Fargate resources has been reached,

| 100

Goncurrency
The number of concurrent virtual sers generated per task. The recommended limit based on default settings is 200 virtual users. Concurrency is limited by GPU and Memory.

| 100

Table of Available Tasks

Available Containers and Concurrency per Region

Region VvCPUs per Task DLT Task Limit Available DLT Tasks
us-west-2 2 2000 2000
us-east-1 2 2000 2000

Test Duration
Define how long your load test will run

Ramp Up
The time to reach target concurrency

|1 | | minutes v

Hold For
The duration to maintain target load

(4 | minutes v

ZEEREHERE

EH—HSE AWS EE , Uk EsHREFEE. SHESEENNE , &5E
EHETR

A7 Fargate BEPHHWARRIIMBNRE (FH ) BE. —BIRFED "ENER) R
RTAEEY HMER,

HER 3 REFMNK 50



AWS EE S B EERAE HiEEm

WITEHE

BEAKELENITEREREHE. EBENRERRBESMEER 2 @ vCPUSHITRERRE., ETX
R CPU MR E IR,

YHEERERE

ABRTXEARNIENEREHRE K TEBZXSIEMMEHREHEINE Amazon CloudWatch AR ESIRNEE
YK, —BEET CPU MEEBMAEEERS , £ ERRFEHERER (2 8 vCPU # 4 GB
IR ) FAUXEZIENEREHE LR,

RIERFF
BRI LAER T HIEE6] , FRHIETREN AL TERERS

1. BB 200 EFERAFENRE,
2. BIFE#ITH , M CloudWatch ¥ & B#% CPU MECiEEE
a. REASEEERNBFBRT |, EEEEEE,
b. EMEEEREEMN AR THNEEF | EHR ECS 5.
c. RAAITHRZEH | BEEM Amazon Elastic Container Service (Amazon ECS) # £,

3. EEiy |, FREEE CPU MR, MR CPU KEiB 75% SicREKREIR 85% ( BRE—X LI
H) , BALUHESFERAENTS — BRI,

MRAARBBERRS , FEELR 1-3. HF , EOUENERER , UAFESATERAE.
B, EEELBSHRAN, NFFEEF , F2R FRAEER.

(® Note
RATESERNGER  EREXTEAFERHR , —XRBT—ERE. FEAEEER
MEMNESE , CloudWatch RF MRS RBESRENEER . ESEIEWE R EF@
CloudWatch Container Insights k%5 , E2EHE —AENERFEARIBETER,

MERESESIZFERAENFMEST , F2H BlazeMeter X#HHKIE Taurus BIFE.

SR 3 REEM 51


https://console.aws.amazon.com/cloudwatch/home
https://guide.blazemeter.com/hc/en-us/articles/360000864389-Calibrating-a-Taurus-Test-Calibrating-a-Taurus-Test
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® Note
BAFREGETNBERBNATABTEENA , HEYEE A ARG AR ERIFERE,

AAEBNERR
IAESREERNESEMERSNERTAMY

- E1iF - AWS EBE B,

- BEEHVCPUs - DEHRBEEHECPUs HE (FARME : 2),

« DLT E#%BR% - RIRMRFH Fargate FRHIATEZIWEREBE LR ( FEFRE : 2000),
- ATAMDLT % - BE R BRI ANEBEE ( FERE : 2000).

Table of Available Tasks

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

Region

HERENBEECBHTAEER vCPUs B2 , F2F BB ASERM.
AR AR

ERENAFARITHRBRE !

AR

EIBRALTHER, FUHHE , SHEE 0 FFEMIERENILITER.
RE

B RAENSERE, AEELHESEEUL TR TIREE

SR 4 MENEML
ERVUHROIZE  BERMEHFTAEE. BE

- —IRERTE (BW. HWR, HE ).
- RAERE (AEREE, REIESE )

SB 4 REBEFEL 52
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- REER (%, £AE. BEKE. BH).

BE® , BRERVYURKEENUERM.
EEAE=RG
BAuURERGIR , B

- I - ERCAEER. BRRASRE
- BEREBERRUEIRENRZEE,

- BR - BRAENAHARFIUELRL. BRARMSE
- EHTIR I RER/ ANSH.
- FTETESCAEETR.

- MIBR - BERETBRERVRERS

AT R R A

BURARRA<® , BT E , IECERRNBERBHNT. ELEEZHTHAAE
i, TRASEIRIFAEARSIER , HhaSFEHRENER.

Scenario Details Test Runs

Scenario ID: G ny5Ugwj65z

Test Name Tags Status
Products * Running
Test Type Schedule Last Run
simple Run Once 11/17/2025, 11:54:47 AM
Test Script Raw Test Results Next Run

Results Bucket [3

Task Status

Region Task Counts Concurrency Running Pending Provisionin 9

us-west-2 100 100 0 39 60

Real Time Metrics

Average Response Time Virtual Users

There is no data available. There is no data available.

Successful Requests Failed Requests

There is no data available. There is no data available.

ROIFHERRE
ROFEEAR EREBETARNEREN. SEESNIH staus ERREFBE
EHRAEERIE

;&III
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ERREERKRBETESEEANAFE

- B - SITERE AWS B

- EREH - S EHRENEBER
- W17 - BEEHENEREREHE

« TR - BRI EERTAENERRE
- FEE - STREINEEHE

- - EEMENERHE

RIEBIT TERE
ERRBMMAE | ARETITHRE

1. MR - ARAREEIEEN AWS BiIFHHERSE (1K ). EBSHRE "HEL B,

2. KRB - BRFRSEEMERTE  EXEIESEESN B EEHTHAL. FHER
"Provisioning" # £ "Pending" Zl "Running",

. MEELE - EMRFRMEBEFHINAMEEK 2R , eMERBRERESZIEN B FiRE,

4. AHHIT - AERERENHERE (FHE + REKE ) "AEIT

5. BRI - MRERE  ERIMTRERENEEREMEEFENER.

RAIEBIT R R

REHIT TE THIRAE -

- DR - ARHRR SRR

« BT - R B BTETEETR,

- BEUH - (A & ERUKET R AR

- BEEER - MABTRERRE,

- R - RBTERYRR  BRERCEFERE,

fE AN BRI TE R

NREEBVARAROSANSES , BN ENAATERENGESR. DKERERSERTE

B , BEARETMIFEER LU -PDHERREER,

BRBTIERE
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Real Time Metrics

ssssssssss
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...................................

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

(EpIZ P
P15 (o] e By

BrEEREREECFERNFEOOERE  UAWAEN, YBHBERUAYAECNCERRE , M X &
BR—RXTNEE, SERSEEMNFUTRNERKT,

Jﬁﬁﬁﬁ]%

BrESERSTEHELRBNITERCEAERE, BRETERMERME TR LB 0MMNE
I 4R B R ATE R

R B RR
BrEERIERERIIFRNBETE. BRETREERINFRNER,
RBHFER

BT EEZSRERERIGERNERTHE. BFBSFAEERTARATRERT .

ZEHREL

BZERSHTAGEE K SEEREFEREERAMERENER. SEELXESNESTRIRKRE/EE
HHEEE (Bl us-west-2 Fl us-east-1),
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Fargate £##Y CloudWatch BB B2 EREUVAIEE RNVTEEHE GRS, EREERXEF , Lambda &
HEEBERYAAHEME AWS loT Core £, Web FEAEFTRILLERE , WEIREREE,

® Note
AREMRERMEN , AFENANTHTEMEM. Web ERAKSERE 5, 000 BEH
M, ZEEREENENDRAARMNWERT. MREAEMEE  IEXRSAZH , LT
—EAANENNRER, AEEKE , BRI REKERENFME DynamoDB Hl Amazon
S3 H., MIRELZAATHNEN  BXERETR "RETHNER. .

HUH AR
AT B Web iR ABUEBITHORR. HCIUEURE  SRETITERRE -

1. BUBEEREE1%X E microservices API
2. microservices APl €Y task-canceler Lambda & , A ELLFrE B BB ETE
3. IR task-runner Lambda BNEEMREUE IR EERT , FXTESE T EERT

4. task-runner Lambda BT % , AWS Step Functions E##ECancel TestH TSR , BIX
#1T task-canceler Lambda & EEAZ L F AR ERAY 7S

® Note

ERRTERIEFAERSRE  BUENARTE-EREARTRERAREF. ARMEERE , R
AREERES "EEUHL ©

BREAFEBR

HTEBTRE , DA AEER. BRAREH2AUNERENTE  BHETHRERAEXEAH
THIMEE.

AHBITREER
BRARERE  MRTREELDE TIERNHE
- PHEEEE - ARELSFAARRNTOEEBE  UBAEL,
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o PR - AEELE CFTRARNFIOEE |, W R/EN,

o FIGEREE - PEBRERIEHAFNFEEE , U REN,

- FIHER - AREECABRARN AR,

- BB - EREE

« BIETE - AR B

- SRERETEN - B

- BUERE - AREE A BERERNFEFUHERE.

- BONVE - EEREEDMNE , 23 p50 ( PME ). p90, p95 M p99 , FEERFIERESKEY [ FERFR
s i

AEAITEREK

Scenario Details Test Rus

Test Runs (2)

ARBITERRGBERRANIAELREBMT, LA

BESEARIITHREER.

- REEZEAREATETHRELE,
- BEBRTEA CSVER,

- YHRERBMUBEFTRER,

- BEVAIESITRRFEE R,

HELR
EALEENRATHAERE | ULBRRYWRNT. RELES .

- ARITENRERNREEEENEEMLINEOLER (+/-%).
o ELERRRR A 17 BY BRI AR B R BE SR B FE SR
- BULBEREENEREE,

AEATER K 57



AWS EE S B EERAE

HiFEmR

AR A R

BRI #T

Test Run Results Errors

TERMER ZERBNFEERRA

Artifacts

RIRABAITHER.

SRRR M R AF

AR o

Baseline Show Actual | (L
Baseline test run for performance comparison
Test Run Total Requests
6X1bYOuUKa 162,460
Date Success Rate
11/17/2025, 5:46:33 PM 21%
Status Avg Response Time
complete 11908ms
Test Run Results (1) [l By Endpoint By Region ¥
| @ Fiter resutts [
Run v | Endpoint v | Requests v | vsBaseline Success v | Emors v | SuccessRate v | vsBaseline AvgRespTime v | vsBaseline 95thRespTime v | vs Baseline
[ O 11/17/2025, 5:54:47 PM cloudfront.net/load-simul 119,492 B -26.4% 35,763 83,729 20.93% © +1323.8% 17534ms D +413% 30040ms D +61% ]
Test Run Metrics Dashboard
metrics for httpsy loudfi in total
Volume Metrics
Total Requests Success Count Error Count Success Rate
119,492 35,763 83,729 29.9%
Baseline: 162,460 Baseline: 3,415 Baseline: 159,045 Baseline: 2.1%
B-26.4% @ +947.2% @-47.4% @ +1323.8%
Performance Metrics
Avg Response Time Avg Latency Avg Connection Time
17.534s 3.451s 7ms
Baseline: 11.908s Baseline: 10.2795 Baseline: 4ms
B +47.3% @ -66.4% B +68.9%
Throughput Metrics
Requests Per Second Avg Bandwidth
1004.1 11.44 KB/s
Baseline: 1376.8 Baseline: 4.64 KB/s
B-211% @ +146.6%
Percentile Response Time HTTP Errors
Response time distribution across percentiles Breakdown of HTTP errors by status code
Percentile Response Time Error Code Count
0% 541ms NaN 55757
50% 16.2455 502 8
90% 30.0408 504 27964
95% 30.0408
99% 30.0475
99.9% 30.160s
100% 30.160s
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o ¥#ER - scenario-id/test-run-id/results-files,
- BEMEE-40 R al#THWRAEEERS ID BREREZERER,

(® Note

BIRERSERE TBAEFR, B UEREE Results BRI TH Amazon S3 #ZErE
FRRBRASGER. 0F Taurus AIEBERNFHRER , 528 (Taurus EAEFM) FHE
HRIE RS

MCP fAfRESZE &

MBEHERAHRDEMMDETRAN MCP ARBETH TS BB RUHBAS BRI
BMEATERGEN Al MR TARA, MCP ARBRINES Al RN, RN FARARNE
KR 1A

EEALMFEAECRENAFH (Amazon Q, Claude & ) &% DLT MCP fAfkzs , BEAFiRME
REIE RIEE TR, ZHE#t MCP Inspector, Amazon Q CLI, Cline 1 Amazon Q Suite HE&XEH To

HER 1 . Bl4§ MCP im B M FEER

REMEA MCP AFin2al , BFEEL DLT Web 1A HEE MCP {a] B 25 i 25 M 7 BV

1. BEZ 5 HNEHAE Web T AFH MCP AR EE.
2. % MCP fafR25iw B E B
3. FAERIFEY URL REERIKE URL, %% URL BRELUTHER : https://[api-

id].execute-api.[region].amazonaws.com/[stage]/gateway/backend-agent/sse/
mcp

4. BRI FHEZRFER,
5. BN FIEMRBERFEER,

/A Important

RELHNEIER , FELRILA. FREB MCP NEREMY 2 #X S HAEBRT ROKE
AT,

MCP fAfRES R4 60


https://gettaurus.org/docs/Reporting/
https://gettaurus.org/docs/Reporting/
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MCP Server

MCP Server Endpoint

Access Token

@ Security Notice
Keep your access token secure and

HER 2 : {£H MCP Inspector #1785

ERRABEAHERM MCP Inspector , ER—EILE | WEEEHFEZE MCP ARSB[YUATE, EW
RMELGEN U MEEHIMERBER , UMEERE Al AF i ZHU/ 115 MCP fal R 8838 4R

(® Note

MCP Inspector FE 0.17 R EFHRA, FrERRBAILUEEER JSON RPC 24 , {8 MCP
Inspector IR EZAFEANRE,

R FEE) MCP Inspector

1. WEMXE | BLE npm,
2. BT T 5an = REE MCP Inspector :

npx @modelcontextprotocol/inspector

REER
1. 7 MCP Inspector REH , & A &K MCP {7 RE5 4% 2 URL.

2. ERAEEERRTIE RERE,
3. B—TERUBIER.

$ER 2 . £ MCP Inspector #1785 61


https://modelcontextprotocol.io/docs/tools/inspector
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MCP Inspector v0.17.1 Streamable HTTP

Copy Endpoint URL from DLT

Copy Access Token from DLT

Connect

Server Notifications

WHITE
ERRE , SULUAE T AR MCP TR

1. BBEEAERFATHATENEE,

2. BHTE (#lW, list_scenarios).
3. RHEMBENSH,

4. B—TUAUBITITESRREFE,

$ER 2 . £ MCP Inspector #1785 62
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MCP Inspector v0.17.1

DitMcpToolsLambda__list_s

< Run Tool © Copy Input

Tool Result:

Server Notifications

HER 3 BRE A RERFiR

£ MCP Inspector 83 MCP fAlREFEMRE , B R EREN Al B A F iR,
Amazon Q CLI

Amazon Q CLI iR MCP fRIfRZ:RES , 1214t Al HEIBREHNHSIIFE,
HHRES R

1. #REBmcp. jsonHRBER, NEHEBERNVENFHEN , F28 (Amazon Q HEZEAEFEREE
) PHEREIRIRK MCP RS,
2. ¥i8IER DLT MCP {alBR354ERE :

"mcpServers": {
"dlt-mcp": {
"type": "http",
"url": "https://[api-id].execute-api.[region].amazonaws.com/[stage]/gateway/
backend-agent/sse/mcp",
"headers": {
"Authorization": "your_access_token_here"

SR 3 BREA HEAFiR 63


https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-mcp-config-CLI.html#command-line-mcp-remote-servers
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}
}

iR

1. e Imie e | B qBARLE) Amazon Q CLI

2. A /mcp EEFFIE A AK MCP fEliR:R.

3. B A /tools BF dlt-mcpMEMERERN MCP RREFIEENTAIE,
4. 732 dlt-mcpERIIF B,

B4R
Cline 2% MCP AR5 &M Al fRIEEIE,
HHRESER

1. 7 Cline f , EEZEE MCP AiR2 > 52 E > FXE MCP faiR2%,
2. BH1 cline_mcp_settings.json EXR :

{
"mcpServers": {
"dlt-mcp": {
"type": "streamableHttp",
"url": "https://[api-id].execute-api.[region].amazonaws.com/[stage]/gateway/
backend-agent/sse/mcp",
"headers": {
"Authorization": "your_access_token_here"
}
}
}
}

3. MEMHEER,
4. BEFERE Cline LERSE,

Amazon Q Suite

Amazon Q Suite IRt £ 5K Al BIEEE A |, & MCP [RESE1E,

SEB3:REA REAFK 64
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FRMRAF

£ Amazon Q Suite FEXE MCP fRIREF 281 , BLFEEE DLT #FEH Cognito £ & EEHEL OAuth
B

1., BEZF AWS CloudFormation 4,

2. BRSO HXEEFRFHES,

3. M ESIERS , SHWERELH DLT SFBHEIBIAY Cognito FHEEIE ID,

= CloudFormation > Stacks > distributed-load-testing-on-aws ® e
Stacks (4) @ X distributed-load-testing-on-aws C Delete ) ( Update stack ¥ ) ( Stack actions ¥ ) ( Create stack ¥ )
Filter status
[ Q Search by stack name ‘ ‘ Active ¥ \ Stack info Events Resources Outputs Parameters Template Change sets Git sync
@ View nested -
1 & Outputs (11) ©
Stacks | \ Q Search outputs 1 3]

distributed-load-testing-on-aws

0 BT GRS Key a | Vvalue v | Description v | Exportname v |
UPDATE_COMPLETE
© — CognitoAppClientlD 5i7 Cognito App Client ID
CognitoldentityPoollD \ ;: Cognito Identity Pool ID
CognitoUserPoollD us- Cognito User Pool ID
htt
ConsoleURL o Web portal for DLT
htt
DLTApIEndpointD98BOIAC api
la
o @
di Lambda task role ARN for
LambdaTaskRoleArn / . . -
DL regional deployments
3hl
(3 Cloudshell  Feedback © 2025, Amazon Web Services, Inc. o its affiliates. Privacy Terms  Cookie preferences

4. BEZE Amazon Cognito 2 A&,
5. £ CloudFormation B FHEAEEE ID BRERAEEE.
6. EERIEES , EREARERNES > EARXAF R,
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https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cognito/
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e Amazon Cognito > User pools > distributed-load-testing-on-aws-user-pool > App clients > App client: distri d-load-testing pool-client-m2m ® B B @
Amazon Cognito < App client: distributed-load-testing-on-aws-userpool-client-m2m . View login page 12
Current user pool View all . . .
P . App client information
distributed-load-testing-on... ¥ |
- o App client name Authentication flow session duration Created time
distributed-load-testing-on-aws-userpool-client-m2m 3 minutes November 17, 2025 at 14:24 EST
Overview \ Client ID Refresh token expiration Last updated time
|_|:| 6ik} u 1440 minutes November 17, 2025 at 14:24 EST
v Applications
App clients Client secret Access token expiration
[E] #eswns 1 hour(s)
¥ User management
Users (D show client secret ID token expiration
1 hour(s)
Groups Authentication flows
L Advanced authentication settings
v Authentication Enable token revocation
Authentication methods
Sign-in
si Quick setup guide Attribute permissions Login pages Threat protection Analytics
ign-up
Social and external providers
Extensions Quick setup guide
v Security What's the development platform for your application?
AWS WAF
Threat protection ~
Log streaming Android Angular ioS

() Cloudshell  Feedback © 2025, Amazon Web Services, Inc. or its affiliates. Privacy Terms  Cookie preferences

7. % EE B\ R B m2m(machine-to-machine) HWEARER A Fif.
8. EEFF % ID MAFHIE,
9. RMWIAXRS|IFEBESHEAELERESE,

e Amazon Cognito > User pools > distributed-load-testing-on-aws-user-pool > Domain ® B B O
Amazon Cognito < Domain
Current user pool View all . .
. Cognito domain info
L distributed-load-testing-on... ¥ ‘ Configure a service-owned prefix domain for managed login. User pool domains provide service for managed login pages, third-party IdP authentication, and OIDC IdP functions.
Domain Branding version
0 https://dlt-" 2.auth.us-east-1.amazonco Hosted Ul (classic)
Overview gnito.com
v Applications

App clients
Custom domain e

¥ User management X ) . " . . ) -
Configure a custom domain for managed login with DNS and TLS-certificate resources that you own. User pool domains provide service for managed login pages, third-party IdP

Users authentication, and OIDC IdP functions.

Groups Domain Branding version
v Authentication : -

Authentication methods ACM certificate Domain status

Sign-in - B

Sign-up

Alias target
Social and external providers -

Extensions

Security
Resource servers (1) info Edit Delete
AWS WAF

Configure resource servers. A resource server is a remote server that authorizes access based on OAuth 2.0 scopes in an access token.

4

Threat protection

Log streaming L Q Search resource servers by name or ID ) 1

@ CloudShell Feedback © 2025, Amazon Web Services, Inc. or its affiliates. Privacy S Cookie preferences

103ZiBFE i1 /oauth2/tokenZlBE Y& B R EB F A in 2 URL,

HEREDER

HER 3 BRE Al RERA PR 66
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1. 7 Amazon Q Suite A |, BV HFHERAESBIRENETRAL,

2. WERABRT , SRBPWNMEE DLT MCP IR EE,
3. #WEE , REZBEMCP fRIARREIE,

Q

Performance
$> Engineering

Assistant

A specialized agent that helps

performance engineers

analyze load test results,

interpret performance ...

%= Configure chat agent

Launch chat agent

Attach response templates, workflows, methodologies and examples to guide the

agent's behavior.

Upload Files

or drag and drop your documents

You can attach up to 10 documents of .pdf, .txt, .html, .md, .csv, .doc or .docx format.

Note: We will extract text from the documents and accept up to 100k characters.

KNOWLEDGE SOURCES (0)

Relevant knowledge that powers your chat agent's Create @

insights

ACTIONS (0)

—

Tools your chat agent has access to

Search Q
@ Home

v Favorites

4> Chat agents

7% Spaces

% Flows

¥} Research

UICK SIGHT N\
il: Analyses

[@ Dashboards

&  Scenarios

O Stories

G2 Topics

B Datasets

)
f

{ @ You are previewing Performance Engineering Assistant.

Performance Engineering Assistant

Hello! I'm your Performance Engineering Assistant. Share your
load test results and I'll help you analyze them and create
actionable insights.

Performance Engineering Assistant | Preview Q]

All data and apps ¥ ® ¢

& Analyze these load test results and identify performance...

& Help me interpret response time trends from my latest...

C View more

Usage is subject to Amazon Legal & Privacy Policies &}

Set up a new integration

Create an integration to retrieve data or perform actions in the selected application. You may need the application owner from your

organization to complete setup.

Y

Model Context Protocol

Connect to data sources and tools using the Model Context

Protocol (MCP).

Amazon S3

Retrieve data and content from S3.

4

Atlassian Confluence Cloud
Retrieve data from Confluence and use 4 different Confluence
actions, including page management, content creation, and

documentation.

@ +

Analyze, search, and get insights from your Q Business
applications.

... +
Asana

Use 4 different Asana actions, including task management,
workspace operations, and project handling.

7 +

Atlassian Jira Cloud
Use 29 different Jira actions, including issue tracking, project
management, and workflow operations.

SER3:
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AWS 9% 8= B Gt
4. FE MCP fAfR=RFFMEN :
« MCP fAlfR28 URL : &# DLT MCP ¥x 2

4 Create integration

Connect Create integration

This integration connects Quick Suite to your Model Context Protocol domain so actions can be
Authenticate performed. For instructions, view documentation.

Review Name

Distributed Load Testing (DLT) MCP Server

Provide a descriptive name to help chat agents find and use this integration. You can't change the

Share integration

name after creation.

Description

MCP server for Distributed Load Testing on AWS (DLT). This server provides access to DLT
load test data.

Provide a detailed description of what this integration does to help chat agents use it correctly.
You can't change the description after creation.

MCP server endpoint ©®

\ https://dlt-mcp-server-<id>.gateway.bedrock-agentcore.<region>.amazonaws.com/mcp

Auto-publishing

BonREE  RBESDRE

- BEMIRE : B8 Cognito #E#Him 2 URL
- FAAFI®ID : RE m2m AR Fint A Fix ID
- AFmME : RE m2m ERAEXAFHENAFRRE

SR 3 BREA HEAFiR 68
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4 Create integration X
@ Connect
® Authenticat o . I
uthenticate c? Service authentication o
O Review Run tasks automatically with service authentication. Use them in Automation
workflows and to trigger Dashboard alerts.

O Share integration

Authentication type

‘ Service-to-service OAuth v ‘

Client ID ®

t w )

Client secret ® /
Token URL ©®

[ !.auth.us-east-‘l.amazoncognito.co}n/oauthzltoken| ﬂ

Cancel Create and continue

5. f#1F MCP fal k25 B)FAERE
6. #&FTHY MCP falfR2z B FRT I =N A ERERK,

REFMRHAERER

1. £ Amazon Q Suite FREEIRERR.
2. FREARRERSRERTREERASHRERE.
3. REENSFHEH MCP TERBEEMIMESAHER,

gHIRR

THEFIREIMEL Al BIEEEE , LUEIRB MCP RESWESAFEER, BETAE IDs, AHEBEMN
B UFEENEEREER,

WETHMCP TERHSHUNFMEN , F2H (FHARARER) T8 MCP TEBH,
BEAREREN

B2 MCP Server WIERFES BB T AR — KB Show me the load tests that have
completed in the last 24 hours with their associated completion status , #A

LU R | flan

EHIRR 69
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Use list_scenarios to find my load tests. Then use get_latest_test_run to show me the
basic execution data and performance metrics for the most recent test. If the results
look concerning, also get the detailed performance metrics using get_test_run.

BB ReEDEEREXBE

I need to analyze my load test performance, but I'm not sure which specific tests to
focus on. Please help me by:

First, use list_scenarios to show me available test scenarios

. Ask me which tests I want to analyze based on the list you show me

For my selected tests, use list_test_runs to get the test run history
Then use get_test_run with the test_run_id to get detailed response times,

A NN R

throughput, and error rates
5. If I want to compare tests, use get_baseline_test_run to compare against the
baseline
6. If there are any issues, use get_test_run_artifacts to help me understand what went
wrong

Please guide me through this step by step, asking for clarification whenever you need
more specific information.

T EERERE

Help me validate if my API is ready for production deployment:

1. Use list_scenarios to find recent test scenarios

2. For the most recent test scenario, use get_latest_test_run to get basic execution
data

3. Use get_test_run with that test_run_id to get detailed response times, error rates,
and throughput

4. Use get_scenario_details with the test_id to show me what load patterns and
endpoints were tested

5. If I have a baseline, use get_baseline_test_run to compare current results with the
baseline

6. Provide a clear go/no-go recommendation based on the performance data

7. If there are any concerns, use get_test_run_artifacts to help identify potential
issues

My SLA requirements are: response time under [X]ms, error rate under [Y]%.

EHIRR
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MBS 5

Analyze the performance trend for my load tests over the past [TIME_PERIOD]:

1. Use list_scenarios to get all test scenarios

2. For each scenario, use list_test_runs with start_date and end_date to get tests from
that period

3. Use get_test_run for the key test runs to get detailed metrics

4. Use get_baseline_test_run to compare against the baseline

5. Identify any significant changes in response times, error rates, or throughput

6. If you detect performance degradation, use get_test_run_artifacts on the problematic
tests to help identify causes

7. Present the trend analysis in a clear format showing whether performance is
improving, stable, or degrading

Focus on completed tests and limit results to [N] tests if there are too many.

R R0 Bl R BRI ER

Help me troubleshoot my failed load tests:

1. Use list_scenarios to find test scenarios

2. For each scenario, use list_test_runs to find recent test runs

3. Use get_test_run with the test_run_id to get the basic execution data and failure
information

4. Use get_test_run_artifacts to get detailed error messages and logs

5. Use get_scenario_details to understand what was being tested when it failed

6. If I have a similar test that passed, use get_baseline_test_run to identify
differences

7. Summarize the causes of failure and suggest next steps for resolution

Show me the most recent [N] failed tests from the past [TIME_PERIOD].

wHR -
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FHEASRERN

AEREERT RN FAREXBNEMLBEFTEE,

RS

AEah EMIN GitHub 7 E , THIEBRARNEANESE , YEMALRENEFTEE,

Maintenance (#3)

L ##R 5 SREM Docker BURIEEH BN EEMAR S RIRFHEERAE . RIEFR , BBERSEA
RETEEFMRAREBLERATEFERELE. AWS RS ZEBAER Amazon ECR Hia# iz
HREAERRENCLZEEHATNERIRFHNERE (CVEs), MR , BERERMEBHRRAE
BEEHREG , LR CVEsTI A& P BT SR B ITHIR T RIRAHERM.

EMEHNRERAE LEHREGE K SEBEFRBEER , Y BB L EANREGES <solution-
version>_<date-of-fix>, MRBITEEFRERAK , B BAHITEEMEEFEHRURE R
BIRAE , RAREEESEE USRS RRA,

MRGERENENEEDESN , RENEBE , 88 CVE BHEEANREHEREE A SHHEAIR
AV RTREMRA

[N

RIBTER , WERARENBLEFEABBEN . EXRTRFERERAISHEEZNFSEIBRRTG RRAE
MBERE , RETLEHRAERH.

NRIEEE CloudFormation ZBEHEREZERMA BBER , HRAREEHRIZLBHENN
ERSHEFRBRAARE, THENEREE, flmn, IREERABBERNERTEE 4.0.0
R, EEREIRS 4.0x WER , BEFEWRE 4.1.0 HEHRANER

EEFHRHRRREGRAE AU ARETEESR , UFEAERHNREEXIEERENRERE, EF
RECHERERGRA , ERBEDEHMRERM,
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https://github.com/aws-solutions/distributed-load-testing-on-aws
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7S 3=H

IR A RER B AWS BE I/ E Amazon Elastic Container Registry (Amazon ECR) MG & 7 E 5K
EHRARSTERESAANREG, MREEEFITRFUEG , B ERRGIEEKIEZEECH
AWS RF R #) ECR MGRETZE,

MREBEBTUARGT R, BUNAEARRTERE , WRBLUBRFUAFSENER. WREBTH
RAR  FERBEEFBRARZE , FAATEARHAIEGTREZH.

#1/bin/bash

export REGION=aws-region-code # the AWS region to launch the solution (e.g. us-east-1)
export BUCKET_PREFIX=my-bucket-name # prefix of the bucket name without the region code
export BUCKET_NAME=$BUCKET_PREFIX-$REGION # full bucket name where the code will reside
export SOLUTION_NAME=my-solution-name

export VERSION=my-version # version number for the customized code

export PUBLIC_ECR_REGISTRY=public.ecr.aws/awssolutions/distributed-load-testing-on-
aws-load-tester # replace with the container registry and image if you want to use a
different container image export PUBLIC_ECR_TAG=v3.1.0 # replace with the container
image tag if you want to use a different container image

MRCEEFBITRFNG , IUEAERGREFEEDRTEEE , A UE AWS IRFFFRELAERERHT
EE., MBERMN deployment/ecr/distributed-load-testing-on-aws-load-testerH
s VAR IBES,

BADEERGY R EEETHE R,

« WHAFE Amazon ECR fZEMMRE , 5526 (Amazon ECR #R &™) ) Amazon ECR FA
BREFEEMNLERE,

« WMZE/NE Amazon ECR fEZEMRE , 552 (Amazon ECR A EFEHAEIERE) FH Amazon
ECR X ERFEMAETRE,

BYECHRER  SUNEREEHRSRZIEST FTIRESH,

#!/bin/bash

export PUBLIC_ECR_REGISTRY=YOUR_ECR_REGISTRY_URI # e.g. YOUR_ACCOUNT_ID.dkr.ecr.us-
east-1.amazonaws.com/YOUR_IMAGE_NAME

export PUBLIC_ECR_TAG=YOUR_ECR_TAG # e.g. latest, v3.4.0

THEHERRRER
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/Repositories.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/Repositories.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/images.html
https://docs.aws.amazon.com/AmazonECR/latest/public/public-repositories.html
https://docs.aws.amazon.com/AmazonECR/latest/public/public-repositories.html
https://docs.aws.amazon.com/AmazonECR/latest/public/public-images.html
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FROM public.ecr.aws/amazonlinux/amazonlinux:2023-minimal

RUN dnf update -y && \

dnf install -y python3.11 python3.11-pip java-2l-amazon-corretto bc procps jq
findutils unzip && \

dnf clean all

ENV PIP_INSTALL="pip3.11 install --no-cache-dir"

# install bzt

RUN $PIP_INSTALL --upgrade bzt awscli setuptools==78.1.1 hll urllib3==2.2.2 && \
$PIP_INSTALL --upgrade bzt

COPY ./.bzt-rc /root/.bzt-rc

RUN chmod 755 /root/.bzt-rc

# install bzt tools

RUN bzt -install-tools -o modules.install-
checker.exclude=selenium,gatling, tsung,siege,ab,k6,external-results-
loader, locust, junit, testng, rspec,mocha, nunit, xunit,wdio, robot, newman
RUN rm -rf /root/.bzt/selenium-taurus

RUN mkdir /bzt-configs /tmp/artifacts

ADD ./load-test.sh /bzt-configs/

ADD ./*.jar /bzt-configs/

ADD ./*.py /bzt-configs/

RUN chmod 755 /bzt-configs/load-test.sh

RUN chmod 755 /bzt-configs/ecslistener.py
RUN chmod 755 /bzt-configs/ecscontroller.py
RUN chmod 755 /bzt-configs/jar_updater.py
RUN python3.11 /bzt-configs/jar_updater.py

# Remove jar files from /tmp

RUN rm -rf /tmp/jmeter-plugins-manager-1* && \
rm -rf /usr/local/lib/python3.11/site-packages/setuptools-65.5.0.dist-info && \
rm -rf /usr/local/lib/python3.11/site-packages/urllib3-1.26.17.dist-info

# Add settings file to capture the output logs from bzt cli
RUN mkdir -p /etc/bzt.d && echo '{"settings": {"artifacts-dir": "/tmp/artifacts"}}' > /
etc/bzt.d/90-artifacts-dir.json

WORKDIR /bzt-configs
ENTRYPOINT ["./load-test.sh"]
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BRTARBERZHN , BEEZETY bash 5 , JEHI1T Taurus/Blazemeter 2R Z BI#& Amazon
S3 THEURIERERE,

#!/bin/bash

# set a uuid for the results xml file name in S3
UUID=$(cat /proc/sys/kernel/random/uuid)
pypid=0

echo "S3_BUCKET:: ${S3_BUCKET}"

echo "TEST_ID:: ${TEST_ID}"

echo "TEST_TYPE:: ${TEST_TYPE}"

echo "FILE_TYPE:: ${FILE_TYPE}"

echo "PREFIX:: ${PREFIX}"

echo "UUID:: ${uuiD}"

echo "LIVE_DATA_ENABLED:: ${LIVE_DATA_ENABLED}"
echo "MAIN_STACK_REGION:: ${MAIN_STACK_REGION}"

cat /proc/self/cgroup
TASK_ID=$(grep -oE '[a-f0-9]{32}' /proc/self/cgroup | head -n 1)
echo $TASK_ID

sigterm_handler() {
if [ $pypid -ne @ 1; then
echo "container received SIGTERM."
kill -15 $pypid
wait $pypid
exit 143 #128 + 15
fi
}
trap 'sigterm_handler' SIGTERM

echo "Download test scenario"
aws s3 cp s3://$S3_BUCKET/test-scenarios/$TEST_ID-$AWS_REGION.json test.json --region
$MAIN_STACK_REGION

# Set the default log file values to jmeter
LOG_FILE="jmeter.log"

OUT_FILE="jmeter.out"

ERR_FILE="jmeter.err"

KPI_EXT="jtl"

# download JMeter jmx file
if [ "$TEST_TYPE" != "simple" ]; then
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# setting the log file values to the test type
LOG_FILE="${TEST_TYPE}.log"
OUT_FILE="${TEST_TYPE}.out"
ERR_FILE="${TEST_TYPE}.err"

# set variables based on TEST_TYPE
if [ "$TEST_TYPE" == "jmeter" ]; then
EXT="7jmx"
TYPE_NAME="JMeter"
# Copy *.jar to JMeter library path. See the Taurus JMeter path: https://
gettaurus.org/docs/IMeter/
JMETER_LIB_PATH="find ~/.bzt/jmeter-taurus -type d -name "1lib""
echo "cp $PWD/*.jar $IMETER_LIB_PATH"
cp $PWD/*.jar $IMETER_LIB_PATH
elif [ "$TEST_TYPE" == "k6" ]; then
curl --output /tmp/artifacts/k6.rpm https://dl.k6.io/rpm/x86_64/k6-v@.58.0-
amd64 . rpm
rpm -ivh /tmp/artifacts/k6.rpm
dnf install -y k6
rm -rf /tmp/artifacts/k6.xrpm
EXT="js"
KPI_EXT="csv"
TYPE_NAME="K6"
elif [ "$TEST_TYPE" == "locust" ]1; then
EXT="py"
TYPE_NAME="Locust"

fi

if [ "$FILE_TYPE" != "zip" ]; then
aws s3 cp s3://$S3_BUCKET/public/test-scenarios/$TEST_TYPE/$TEST_ID.$EXT ./ --
region $MAIN_STACK_REGION
else
aws s3 cp s3://$S3_BUCKET/public/test-scenarios/$TEST_TYPE/$TEST_ID.zip ./ --region
$MAIN_STACK_REGION
unzip $TEST_ID.zip
echo "UNZIPPED"
1s -1

# If zip and locust, make sure to pick locustfile

if [ "$TEST_TYPE" != "locust" ]; then
TEST_SCRIPT=$(find . -name "*.${EXT}" | head -n 1)
else

TEST_SCRIPT=$(find . -name "locustfile.py" | head -n 1)

REREERT 76



AWS EE S B EERAE HiEEm

fi

# only looks for the first test script file.

TEST_SCRIPT="find . -name "*.${EXT}" | head -n 1°

echo $TEST_SCRIPT

if [ -z "$TEST_SCRIPT" 1]; then
echo "There is no test script (.${EXT}) in the zip file."
exit 1

fi

sed -i -e "s|$TEST_ID.$EXT|$TEST_SCRIPT|g" test.json

# copy bundled plugin jars to jmeter extension folder to make them available to
jmeter
BUNDLED_PLUGIN_DIR="'find $PWD -type d -name "plugins" | head -n 1°
# attempt to copy only if a /plugins folder is present in upload
if [ -z "$BUNDLED_PLUGIN_DIR" 1; then
echo "skipping plugin installation (no /plugins folder in upload)"
else
# ensure the jmeter extensions folder exists
JMETER_EXT_PATH="find ~/.bzt/jmeter-taurus -type d -name "ext"’
if [ -z "$IMETER_EXT_PATH" 1; then
# fail fast - if plugins bundled they will be needed for the tests
echo "jmeter extension path (~/.bzt/jmeter-taurus/**/ext) not found - cannot
install bundled plugins"
exit 1
fi
cp -v $BUNDLED_PLUGIN_DIR/*.jar $IMETER_EXT_PATH
fi
fi
fi

#Download python script
if [ -z "$IPNETWORK" ]; then
python3.11 -u $SCRIPT $TIMEOUT &
pypid=$!
wait $pypid
pypid=0
else
aws s3 cp s3://$S3_BUCKET/Container_IPs/${TEST_ID}_IPHOSTS_${AWS_REGION}.txt ./ --
region $MAIN_STACK_REGION
export IPHOSTS=$(cat ${TEST_ID}_IPHOSTS_${AWS_REGION}.txt)
python3.11 -u $SCRIPT $IPNETWORK $IPHOSTS
fi
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echo "Running test"

stdbuf -i@ -00 -e® bzt test.json -o modules.console.disable=true | stdbuf -i@ -00 -e0
tee -a result.tmp | sed -u -e "s|~|$TEST_ID $LIVE_DATA_ENABLED |"
CALCULATED_DURATION="cat result.tmp | grep -ml "Test duration" | awk -F ' ' '{ print
$5 }' | awk -F ':' '{ print ($1 * 3600) + ($2 * 60) + $3 }'°

# upload custom results to S3 if any
# every file goes under $TEST_ID/$PREFIX/$UUID to distinguish the result correctly
if [ "$TEST_TYPE" != "simple" ]; then

if [ "$FILE_TYPE" != "zip" ]1; then

cat $TEST_ID.$EXT | grep filename > results.txt
else

cat $TEST_SCRIPT | grep filename > results.txt
fi

if [ -f results.txt ]; then
sed -i -e 's/<stringProp name="filename">//g' results.txt
sed -i -e 's/<\/stringProp>//g' results.txt
sed -i -e 's/ //g' results.txt

echo "Files to upload as results"
cat results.txt

files=( 'cat results.txt’)

extensions=()

for f in "${files[@]}"; do
ext="${fH#*.}"

if [[ ! " ${extensions[@]} " =~ " ${ext} " ]11; then
extensions+=("$ext")
fi
done

# Find all files in the current folder with the same extensions
all_files=()
for ext in "${extensions[@]}"; do
for f in *."$ext"; do
all_files+=("$f")
done
done

for f in "${all_files[@]}"; do
p="s3://$S3_BUCKET/results/$TEST_ID/${TYPE_NAME}_Result/$PREFIX/$UUID/$F"
if [[ $f = /* 11; then
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p="s3://$S3_BUCKET/results/$TEST_ID/${TYPE_NAME}_Result/$PREFIX/$UUID$f"
fi

echo "Uploading $p"
aws s3 cp $f $p --region $MAIN_STACK_REGION
done
fi
fi

if [ -f /tmp/artifacts/results.xml ]; then

# Insert the Task ID at the same level as <FinalStatus>

curl -s $ECS_CONTAINER_METADATA_URI_V4/task

Task_CPU=$(curl -s $ECS_CONTAINER_METADATA_URI_V4/task | jq '.Limits.CPU')
Task_Memory=$(curl -s $ECS_CONTAINER_METADATA_URI_V4/task | jq '.Limits.Memory')
START_TIME=$(curl -s "$ECS_CONTAINER_METADATA_URI_V4/task" | jq -r
'.Containers[@].StartedAt"')

# Convert start time to seconds since epoch

START_TIME_EPOCH=$(date -d "$START_TIME" +%s)

# Calculate elapsed time in seconds

CURRENT_TIME_EPOCH=$(date +%s)

ECS_DURATION=$( (CURRENT_TIME_EPOCH - START_TIME_EPOCH))

sed -i.bak 's/<\/FinalStatus>/<TaskId>'"$TASK_ID"'<\/TaskId><\/FinalStatus>/"' /tmp/
artifacts/results.xml

sed -i 's/<\/FinalStatus>/<TaskCPU>'"$Task_CPU"'<\/TaskCPU><\/FinalStatus>/"' /tmp/
artifacts/results.xml

sed -i 's/<\/FinalStatus>/<TaskMemory>'"$Task_Memory"'<\/TaskMemory><\/
FinalStatus>/' /tmp/artifacts/results.xml

sed -1 's/<\/FinalStatus>/<ECSDuration>'"$ECS_DURATION"'<\/ECSDuration><\/
FinalStatus>/' /tmp/artifacts/results.xml

echo "Validating Test Duration"
TEST_DURATION=$(grep -E '<TestDuration>[0-9]+.[0-9]+</TestDuration>' /tmp/artifacts/
results.xml | sed -e 's/<TestDuration>//' | sed -e 's/<\/TestDuration>//')

if (( $(echo "$TEST_DURATION > $CALCULATED_DURATION" | bc -1) )); then
echo "Updating test duration: $CALCULATED_DURATION s"
sed -i.bak.td 's/<TestDuration>[0-9]*\.[0-9]*<\/TestDuration>/
<TestDuration>'"$CALCULATED_DURATION"'<\/TestDuration>/' /tmp/artifacts/results.xml
fi

if [ "$TEST_TYPE" == "simple" ]; then
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TEST_TYPE="jmeter"
fi

echo "Uploading results, bzt log, and JMeter log, out, and err files"

aws s3 cp /tmp/artifacts/results.xml s3://$S3_BUCKET/results/${TEST_ID}/${PREFIX}-
${UUID}-${AWS_REGION}.xml --region $MAIN_STACK_REGION

aws s3 cp /tmp/artifacts/bzt.log s3://$S3_BUCKET/results/${TEST_ID}/bzt-${PREFIX}-
${UUID}-${AWS_REGION}.log --region $MAIN_STACK_REGION

aws s3 cp /tmp/artifacts/$LOG_FILE s3://$S3_BUCKET/results/${TEST_ID}/${TEST_TYPE}-
${PREFIX}-${UUID}-${AWS_REGION}.log --region $MAIN_STACK_REGION

aws s3 cp /tmp/artifacts/$OUT_FILE s3://$S3_BUCKET/results/${TEST_ID}/${TEST_TYPE}-
${PREFIX}-${UUID}-${AWS_REGION}.out --region $MAIN_STACK_REGION

aws s3 cp /tmp/artifacts/$ERR_FILE s3://$S3_BUCKET/results/${TEST_ID}/${TEST_TYPE}-
${PREFIX}-${UUID}-${AWS_REGION}.err --region $MAIN_STACK_REGION

aws s3 cp /tmp/artifacts/kpi.${KPI_EXT} s3://$S3_BUCKET/results/${TEST_ID}/kpi-
${PREFIX}-${UUID}-${AWS_REGION}.${KPI_EXT} --region $MAIN_STACK_REGION

else
echo "An error occurred while the test was running."
fi
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