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U ERHBERNENERNERS , USEHEBER, WEFHMBEN , F208 AWS
CloudFormation A EEEHNH ESRRE 7 .

AWS EWEBItZ2ORIENTERZ R FRENFMHEM

« {BFRMAE %<0 (CIS) AWS Foundations Benchmark 1.2.0 ki
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html#what-is-drift
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v2-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v4-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis3v0-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/pci-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/nist-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/controls-findings-create-update.html#consolidated-control-findings
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cloudformation/
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https://aws.amazon.com/security-hub/
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
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WA A A B B8 E. EUURAENSHENBEEL , EFFEEMESHE LA SRS, &
ERBERERBBHT , F2RBAZSEELNEERR.

4. FEEREE  EEEEWRFF , AWS Step Functions S REEESH I EHIRE.

5. #ER8 : R IF RS AHERE AWS Lambda BB, IEEZEHMIE Amazon DynamoDB AREEE Bl &k
H,

6. HF : EEEEWIRFH , Step Functions £ EIRS AWS Identity and Access Management (IAM)
A, Step Functions BEKERFHPUAEE , HHIEELLZLRELRENER.

7. 1818 : RERF H# AWS Systems Manager Automation X4 SHTIEEBEBERREEBTEFREN
Ei4E , fla0= A Lambda 2 BI1FEL

HE , LA LAFEA EnableCloudTrailForASRActionLog 2 £ 7E 5 £ # & i B Bh4E B 55 IhAE, 1thIh
BESE BIRF RS RN ENE |, WS HBERERAT RN Amazon CloudWatch &R
H,

8. (BA) BIYZER : MREMEMA TicketGenFunctionName S £ Admin B HEAHAZERE |, RS
REWUARMBNERESES Lambda EE, Lt Lambda REBEEXEREPRINATEECZR , &£
FHEBREPRILIRE, BRMRME Jira M ServiceNow EEHHE,

9. BAIM B : EBFFMEEERICHKE CloudWatch HEEEH, EIXEHZE Amazon Simple
Notification Service (Amazon SNS) & , X E # Security Hub BE/FE, MAAREERBEFE
B HEERENERRE,
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LR R T REAVERETELA AWS Well-Architected Framework N REE® , AR EFEZEHmPEEET
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Architected Framework BIE2 5t R BI M REE K,

AWS Well-Architected 21 Z B B8 7


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cwe-custom-actions.html
https://aws.amazon.com/step-functions/
https://aws.amazon.com/lambda
https://aws.amazon.com/dynamodb
https://aws.amazon.com/iam/
https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://aws.amazon.com/sns/
https://aws.amazon.com/sns/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
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RETRAATEA RS LN F NS E BB IR B ARR TR,

- ARG 7RENREN IAM,
- AEFTNEEEERY , TBREFSZSERT  BLEFEERF IS EAERRERITH.
- ERLEEE,

CIE 3

REERAA WA EA A EE AN RINREEEREBLERS R,

- MRBEELFBREFFTENRARRE , Security Hub SHEBE I EFEFTE,
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/performance-efficiency-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
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https://docs.aws.amazon.com/wellarchitected/latest/sustainability-pillar/sustainability-pillar.html
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CloudFormation Ei42f B ZIFTH AWS Security Hub tRFE ( BIEEMKE ) . MFEHMAENA ,
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Runbook 11T,

Fff

—HEEEIANBAEFFMNES . EAEERRSRN SARRE, ENNBRFR. NFS
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/A Important
F Security Hub A & SHEGIMEBER | ER M —ERAEMRA R BANFM,
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/en_us/solutions/latest/automated-security-response-on-aws/playbooks-1.html
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Center for Internet Security (CIS) Amazon Web Services Foundations E 2815, | 1.2.0 bk , 2018
5 H 18 A&,

Center for Internet Security (CIS) Amazon Web Services Foundations E ¥ 815, | 1.4.0 bk , 2022
F11 A 9 B&M,

Center for Internet Security (CIS) Amazon Web Services Foundations E 815, | 3.0.0 ki , 2024
F£5 8 13 B&#,
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EL W S 11


https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v2-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v4-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis3v0-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/pci-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/nist-standard.html
https://aws.amazon.com/eventbridge/
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x&E. BEAEFMAER NG RN B
e WEEEERBETNEFIBRIRLBETRNE
*;i%o

X&E. BEEETRERBEBHLN SNS &,

BLARIRTT SR AWS RS


https://aws.amazon.com/iam/
https://aws.amazon.com/lambda/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/cloudtrail
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/sns/
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https://aws.amazon.com/sqs/
https://aws.amazon.com/kms
https://aws.amazon.com/config
https://aws.amazon.com/s3
https://aws.amazon.com/cloudfront
https://aws.amazon.com/apigateway
https://aws.amazon.com/waf
https://aws.amazon.com/cognito
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/A Important
BERTEEE, NFETEFMEN  F2RLBRARPEANESE AWS RENEEEH,
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https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
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AWS Systems Manager B &)
1t - SBHE
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AWS Security Hub CSPM - &

ERE
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https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/security-hub/cspm/pricing/
https://aws.amazon.com/security-hub/cspm/pricing/
https://aws.amazon.com/security-hub/cspm/pricing/
https://aws.amazon.com/security-hub/cspm/pricing/
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https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/

AWS EHEE{tZ2MEE

B

M

AR 7%

Amazon CloudWatch - B &6
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AWS Lambda - 553K
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AR &


https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/lambda/pricing/
https://aws.amazon.com/lambda/pricing/
https://aws.amazon.com/step-functions/pricing/
https://aws.amazon.com/step-functions/pricing/
https://aws.amazon.com/eventbridge/pricing/
https://aws.amazon.com/sns/pricing/
https://aws.amazon.com/sqs/pricing/
https://aws.amazon.com/dynamodb/pricing/
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Service

Amazon Cognito

Amazon CloudFront

Amazon S3

Amazon AP| Gateway

REFR

& A 20, 000 @SS

1f Essentials A& |, &
10, 000 BE BAERAHREAE
=REN,

AR BEFEAEEBAL AP
(SAML/OIDC) Bas& i | thn &
FRAS BERERAPERE

o
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BREIR
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https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/cognito/pricing/
https://aws.amazon.com/cloudfront/pricing/
https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/api-gateway/pricing/
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$0.20/1 , 000 , 000 fEFER =
#|IXFER $0.0000002

(512MB 52188 )

4,000 Z#® * 3, 000 {E{E# *
$0.0000000083 = $0.0996

449 E¥ * 50 , 000 BRER
R * $0.0000000083 = $0.186

19 {EHRREEEHE * 3, 000 fElfZ
# =57, 000 &

$0.025 * (57 , 000/1 , 000) M
i = $1.425

BRATKRE

1 B * 100 EiRF * 1 EE
1% * $1 = $100

( InZ /R APl FER )

(3, 000 fE&#E * 2 EFER ) +
(50 , 000 fERAEHR * 4 E5E
R ) =206, 000 fEFER

# 10, 000 {EZ5>R $0.03 =
$0.03 * (206 , 000/ 10, 000)
=$0.618

#HEA [usD]

0.29 &7t

1.425 7T

0 USD

100.618 & 7T

EEES (8R)
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HiEEE

AR 7%

Amazon DynamoDB

Amazon SQS

Amazon SNS

Amazon CloudWatch - ¥§&

Amazon CloudWatch - &%
Amazon CloudWatch - /R

Amazon CloudWatch - X-Ray
B

st

B 12

$2.00* 1, 000, 000 FEELME
A =$2.00

(AERLREZK) 15MB * 100
EES * 1 {BES = 1, 500MB

( B8k ) 10MB * 100
&k~ * 1 @EE =1, 000MB

BHA®GB0.25%T *2.5GB
=0.625 £t

$0.40 * 1, 000 , 000 fEFEK =
$0.40

$0.50 * 1, 000 , 000 fE@E XN =
$0.50

( BEREHEEE)
$0.30 * 7 fEBETHE1E = $2.10

$0.01 * (3000 /1, 000) MiEE
= API A4 = $0.03

$3.00 * 1 fEEZRR = $3.00
$0.10 * 4 {EE&~ = $0.40

3,000 fE&#E * 7 f@FEK =
2, 100 {8 Lambda FAH

50, 000 AFREFER * 1 S
3k =50, 000 {& Lambda A

Z{EEH#t $0.00005 * 52 , 100
EiEHE = $0.2605

#HEA [usD]

2.625 %7t

0.40 &£t

0.50 &£t

213 %t

3.00 £t
0.40 &£t

0.2605 £t

136.57 &£ T

EEES (8R)
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HiEEE

&5 4 : A 30, 000 {@E{&#

« 1,000 @RS, 10 E[EE

« #{Baccount/Region/month 30 {E{&#

« & {Eaccount/Region/month 2 E#) 500 1@ Security Hub & E

Web Ul E&H
BERFEER
F A 10 , 460.80 E T

AR %%

AWS Systems Manager B E)
1t

AWS Security Hub
Amazon CloudWatch Logs

AWS Lambda - 553k

AWS Lambda - 8RR

B 12

HBR . ~4 ELSE® * 30, 000 &
&4 * $0.002 = $240.00

8RR - 10 % * 30, 000 1@
{&#8 * 0.0000 E7t3 =9.00 =
It

ARAEFET B AR
§ GB0.50 £t

30, 000 {E&# * 7 EFERK =
210, 000 {Ez&E>

5,000, 000 fEFAZEHR * 1
{85k =5, 000, 000 fAZER

$0.20/1 , 000 , 000 &R =
#|IXFER $0.0000002

(512MB CiE88 )

4,000 Z® * 30, 000 EEH
* $0.0000000083 = $0.996

#HAEM [usD]

249.00 £t

0 USD
<0.01 %7

1.042 £ 7T

19.63 £ 7T

EEES (8R)

28



AWS EH BBt R MEE

HiEEE

AR 7%

AWS Step Functions

Amazon EventBridge #& &I

AWS Key Management
Service

Amazon DynamoDB

Bl #REHM [usD]

449 Z¥ * 5, 000 , 000 f&
FEH R * $0.0000000083 =
$18.63

19 {EARREEH: * 30 , 000 @& 1425 ET
## =570, 000 1@

$0.025 * (570 , 000/1 , 000)
MNEEHE = $14.25

RATNKE 0 USD

(1<) $1*1, 000 @IRF * 10, 060.18 &7t
10 fE[E3 = $10 , 000

( DN /R APl 5ER )

(30, 000 fE5# * 2 BFER )
+(5, 000 , 000 [ERERER *
4 {858k ) =20, 060 , 000 18

£ 10, 000 fE7ER $0.03
= $0.03 * (20 , 060 , 000 /
10, 000) = $60.18

$2.00 * (10, 000 , 000 FEEXFM 82.50 =t
E A/1, 000, 000) = $20.00

(FAEHERXK ) 15MB * 1000
&R~ * 10 f@[Zi% = 150GB

( BE&EEekk ) 10MB * 1000
fEw&k~ * 10 {8EHE = 100GB

8 A% GB0.25 %7t * 250 GB
=62.50 &t

EEES (8R)
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HiEEE
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Amazon SQS

Amazon SNS

Amazon CloudWatch - ¥§&

Amazon CloudWatch - {& %4

Amazon CloudWatch - /R

Amazon CloudWatch - X-Ray
B

st

Bl #HEA [usD]
$0.40 * (5, 060 , 000 f&7&E 2.024 &£t

5k/1, 000 , 000) = $2.024

$0.00005 * 1, 000, 000 fE3® 0.50 %7t
1 = $0.50

(BFERERER) 240 £
$0.30 * 7 EHET#E1R = $2.10

$0.01 * (30, 000/ 1 , 000) Ak
E ISR AP FEAY = $0.30

$3.00 * 1 fE#&ERR = $3.00 3.00 £t
(EFAEmRER) 0.40 £t
$0.10 * 4 @&~ = $0.40

30, 000 1Ef&#E * 7 EFEK = 26.05 £t
210, 000 {& Lambda FH

5, 000, 000 AREHR *
1 {@z53k =5, 000, 000 1@
Lambda

={EiEHt $0.00005 *
5,210, 000 fEEHt = $26.05

10 , 460.80 =T

#1558 A 30, 000 f@EH ( BXA Web UI)

1, 000 fE#RF. 10 fE[E=E

« & {Baccount/Region/month 30 {E{&##
« & {Baccount/Region/month ZEE#Y 500 & Security Hub FEREEE

2R Web Ul

EEES (8R)
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HiEEE

- BERFCEFER
- BABRA $10 , 480.90

AR

AWS Systems Manager B &)
1t

AWS Security Hub
Amazon CloudWatch Logs

AWS Lambda - &3k

AWS Lambda - 1348 i

AWS Step Functions

B $2

SR ~4 L ER * 30, 000 &
&4 * $0.002 = $240.00

FERE ;10 * 30, 000 &
&#5 * 0.0000 %753 =9.00 %
7T

REAFTERS
# GB0.50 &7t

30 , 000 fEfE4# * 7 fBFEK =
210, 000 fE7&>

5,000, 000 fEAERER * 1
fElZ5k =5, 000 , 000 {@EzEk

$0.20/1 , 000 , 000 {EzER =
IREER $0.0000002

(512MB S2iE8e )

4,000 Z# * 30, 000 1EEH
*$0.0000000083 = $0.996

449 Z® * 5, 000 , 000 1&
FERR * $0.0000000083 =
$18.63

19 {EAREEE#2 * 30 , 000 @&
# =570, 000 &

$0.025 * (570 , 000/1 , 000)
MEH = $14.25

#HEA [usD]

249.00 £t

0 USD
<0.01 %%

1.042 £ 7T

19.63 7T

14.25 £ 7T

EEES (8R)
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HiEEE

R 75
Amazon EventBridge 1R &I

AWS Key Management
Service

Amazon DynamoDB

Amazon SQS

Amazon SNS

Bl
BRATIRE

(14%8) $1*1, 000 EIES *
10 {EE1 = $10 , 000

( INER/fRZR APl FER )

(30, 000 {EE# * 2 EFER )
+(5, 000 , 000 {ABERESE *
4 55k ) =20, 060 , 000

# 10, 000 fEZE>R $0.03
= $0.03 * (20 , 060 , 000 /
10, 000) = $60.18

$2.00 * (10, 000 , 000 FEELH
B A/1, 000, 000) = $20.00

(AEHRZK ) 15MB * 1000
Bk~ * 10 fE[EE = 150GB

(B8R ) 10MB * 1000
R~ * 10 &= = 100GB

8 A% GB0.25 %t * 250 GB
=62.50 &t

$0.40 * (5 , 060 , 000 {EzE
k/1 , 000 , 000) = $2.024

$0.00005 * 1, 000 , 000 {&i&
= $0.50

#HEHM [usD]
0 USD

10, 060.18 T

82.50 &£t

2.024 £t

0.50 &£t

EEES (8R)
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HiEEE

AR 7%

Amazon CloudWatch - &

Amazon CloudWatch - &%

Amazon CloudWatch - /xR

Amazon CloudWatch - X-Ray
B

Amazon Cognito

Amazon CloudFront

Bl #REHM [usD]
(BFERERER) 240 £
$0.30 * 7 fEIEHETHE1E = $2.10

$0.01* (30, 000/ 1 , 000) A&
B 548 API LY = $0.30
$3.00 * 1 fEERR = $3.00 3.00 £t
( BERAEREER) 0.40 &7t
$0.10 * 4 fEZ = = $0.40

30, 000 {Ef&# * 7 AR = 26.05 £t

210, 000 1@ Lambda A H

5,000, 000 {EFAEHR *
1 {E553k =5, 000, 000 &
Lambda @A

E=1E&Ht $0.00005 *
5,210, 000 fEi&H#t = $26.05

(BEEAR) 0USD
5,000 EESBEARERE

[ i3 & R 2 R 15 [ AR 27
(45 GB) = 0.020 £ 7%

0.1125 &7t

ESEEEIEREE (7
GB) = 0.085 £t

ERFIE HTTP HEMER
(%10, 000) = 0.0075 &7t

EEES (8R)
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HiEEE
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Amazon S3

AWS WAF

Amazon AP| Gateway

#Et

/A Important

Bl #RAEA [usD]
(UI FEE) 430 £t

# GB $0.023 * 0.002 GB =
$0.00046

(BSRCsREWL ) &= GB
0.023 USD * 100 GB = 2.30
usSD

£ 1,000 18 GET &3k
$0.0004 * 5 , 000 {EZER =
$2.00

1 Web ACL=%8HA 5.00 £t 12 &7t

7 ER A~ =ER R $1.00 =
$7.00

2 A8 RESTAPI A} 350 & 3.50 &7t
JT

10 , 480.90 %7t

XA E®#E | KMS Key Rotation Costs AWS Key Management Service (KMS) S5 & B &
BR—REFSESLR, BARNHSELSELB/EF 1.00 USD AR, fitn , EE—E
B BEA 1000 ERS |, ERELBEANEE 1000 =T (1 E&#H%R x 1000 ELE x 1.00 =

JT) o

ERhEENFENER

ANERERI R AR T RAVIZ A ThREAR BV EEAA B A

ERDENENER

34



AWS FH BBt R EE HiEEm

8% CloudWatch FE&

MR EEE S BFyesH EnableEnhancedCloudWatchMetrics Z8UZE |, RASREAEHE
2HIEID BEUMEETEEN —EETR. NEABRREEEEIDs BB, XD, BABREZEEA
B2 %8 96 EFEMIES IDs , SAHIETRA LR,

BR 7% R5% 96 IDs * 2 = 192 @ HET #HEHA [usD]
BE

Amazon CloudWatch - §& $0.30 * 192 B EHFTHEE = 57.60 E T
$57.60

Amazon CloudWatch - 7~ $0.10 * 96 {EE R = $9.60 9.60 =7t

st 67.20 £t

CloudTrail Ei#E B %

HERMABE BN ESERERFT |, #RGTEEE CloudTrail EHFCHEFTERAEES
#ro Lambda ENBEEE HEARST REBN SN, ERTHEARCIRFHINERSHRABERN , B
BfRT REBNSHNHEREEIEH Lambda BNEUEZE.

HRTXR , BABRRERFHSEASE 150, 000 HEEEH. BERRFIRRERFHPNEREESH
8.

BR#%5 Bl #AEHR [usD]
AWS CloudTrail 150 , 000 * $2.00/100 , 000 =  3.00 7t

$3.00
Lambda 150 , 000 * 0.2 * 0.125 = 0.0925 £t

3, 750 GB-®

3, 750 * $0.0000166667 =
$0.0625 1 H B 5 B A

0.15 * $0.20 = $0.03 FB3R KA

ERDENENER 35
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PR 7% BIiR SRAEA [usD]
$0.0625 + $0.03 = $0.0952 #&
Lambda B4
st SERKERFE 3.09 £t
T

BT AWS EfEE L BERER 2 BEKHEE AWS HEAE, BHAAEE RS ENRE
81, A AWS 2E, EENRFITH , SRERERRMK. ERLE  URBRBBRERERERN
BERZeM. 0F AWS R MNFMEEF , FE AWS ERrT 2,

AP| Gateway &£ BUR

MRIGBIZBRAAME RS RN Web FHENE , API Gateway REST API &E2 Admin CloudFormation
HBR—EIE , A Web Ul FFIBRENZIR, BRARIEN REST APl A API Gateway #Y
JEER TLS Z2BUR , ERTLS-1-08 4 [E1E APIs

i@ , £3BF Admin CloudFormation &2 % , WA SLUERFEHTEEREMN TLS ZLBHER
BET#ERF M REST APl, a0 , Al LUEEE TLS_1_2 security policy RPERHIfEMA
TLSv1.2 5 TLSv1.3. #Z AT LAfE API Gateway T3 & R BI#E RS RN REST APl , B8A

AutomatedSecurityResponseApi.

EERMRF RN REST AP BERLBER , EXAXBRERREERE. WEFHER , B2 AP
Gateway H/3F REST APIsty BiTiBE & 1.

WEKRLBERIEE REST AP| (FHAET , 588 AP Gateway fERIF I TE AP| Gateway A%
i) REST API BT B EL 2 BF,

IAM B &

AWS Identity and Access Management (IAM) A &1 E & F S EHFEE M 5 R AWS Ein
HREMFERAE. KRRAREEYL IAM AE , BRFHRAASRNEBCREBEEE , LESE1EE
W EFAERETIEHEE,

EHEEWRFH Step Function B8k% SO0111-ASR-Orchestrator-Admin B, RELKBEFEEES
B K Btk F FH#&1E SO0111-Orchestrator-Member, BESER/RHEATREABHKEEER AWS
Systems Manager BR#§ , AT E M58 Runbook, 1EEABZMEL SO0111 BISE , REEE

T2 36


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-custom-domain-tls-version.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-custom-domain-tls-version.html

AWS FHBEE{LRZEEE HiEEm

A 1818 Runbook ZRHIEIR, Bl , SO0111-RemoveVPCDefaultSecurityGroupRules & ASR-
RemoveVPCDefaultSecurityGroupRules £ Runbook HI & &,

XEN AWS [Ei5

/A Important
EMRARTPRAZADETEGROIESENEGBFE, 152 , U TN EFEEERARBER
FROROTH. Hlan , REBEZRA Web Ul , IEH§# %7 GovCloud B B#E AT
£, BAEZE 2025 F 11 A , GovCloud (US) A% & CloudFront,

[ 15 & 78 B AT
BRI (Hx%E) us-east-2
EBIREP (S FEEEILER) us-east-1
EEIFEER (A e s 1L ER) us-west-1
EEEIP (REIR) us-west-2
Africa (Cape Town) af-south-1
DAME (FE) ap-east-1
DAHE (BENE) ap-south-2
SEARHB[E (HEINE) ap-southeast-3
DAHE (SEA) ap-southeast-4
TKREHE (ZE) ap-south-1
mAHE (KBR) ap-northeast-3
TAREE (BH) ap-northeast-2
SEKEHE (Fhng) ap-southeast-1

TEN AWS B 37


https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/setting-up-cloudfront.html

AWS EH BBt R MEE

HiEEE

EiEE 8

DAEE (EHR)

T A B ()

IEKX (FEB)

BUN CER=E)

BUM (ZRN)

BUM (fR3X)

BUM (KER)

Europe (Paris)

BR (P HEST)

Europe (Stockholm)
BN (FRZR 1)

Middle East (Bahrain)
R (PRLEEE KN E)
mEM (ERE)

AWS GovCloud (US-East)
AWS GovCloud (US-West)
R (1L5)

thE (2H)

Besl (hiiEx)

& ARFEE (0 Fl)

E AT
ap-southeast-2
ap-northeast-1
ca-central-1
eu-central-1
eu-west-1
eu-west-2
eu-south-1
eu-west-3
eu-south-2
eu-north-1
eu-central-2
me-south-1
me-central-1
sa-east-1
us-gov-east-1
us-gov-west-1
cn-north-1
cn-northwest-1
il-central-1

ca-west-1

XEH AWS EiF
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Eif & B @15 XS
ERF (EBEFMH) mx-central-1
DA EE (EE) ap-southeast-7
DAHE (FRAD) ap-southeast-5
@ Note

EFIRFIHH AWS BEFH AT AEBAKBESRE , BEE-—BXHE.

[

R I (LEARS) BE& AWS IRFHNRBERIREBRE ZAE.

SEER T =P AWS BRIGHYEL 4R

ARELRLERTETEFNSERZEEEHNERE, MEFMENR , F260H AWS RBEHE,

ERANATEREXREN El. EE2EFURERNER FTREX4FRE AWS BRIEHY Service
Quotas , AW PDF IR in M A I RE PN ER.

AWS CloudFormation Bt %8

BE AWS tRFE B IFER S RPAE HERFEFTEMN AWS CloudFormation BL&E, &R T ##
BLEEE SRR EEILEERIIBUFE RS RNVIEER, NEFMER , F280 (AWS
CloudFormation £ A& 1E®) FH) AWS CloudFormation BtZ, AWS CloudFormation

AWS CloudWatch Bt %8

#£H AWS 1R BB E CloudWatch BIRBUEREER AWS CloudWatch Big , BERF SEERE
AFF 10 BERBER , Rt EEFRIEMERE , 528 (AWS CloudWatch £ EIER) FH AWS
CloudWatch Logs Quotas, CloudWatch EZE2H , FRELBNAR , URREEDEMRRS
REFTERBLHERE,

[ 39


https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws-general.pdf#aws-service-information
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html

AWS FHBEE{LRZEEE HiEEm

AWS Organizations

3R 5 =M Lambda B &I AWS Organizations AP| , LABEERE BIREHBIR , LBEERME
R R SNS FEMAL D, ENEAEUTENNIRSFEBHBEERRSRNEBAF |, SIEEHERNE
)2 8

AWS Organizations E€R#H|Z FARAE API inRiVIRR, MNREHBHERG RBEIBEIRFRERR
#l | &7 LUE A R BE R R Bl B Y 2hBE.

EEHTUERE  FEEEE A M Lambda B , ZBEES00111-ASR-sendNotifications{u
REEEE Admin BN EIFMERF ., AR KIS WRREEY , LAEER "False"
DISABLE_ACCOUNT_ALIAS_LOOKUPEE A& "True". BRFARBHTPWIRERZBBMURERRE XK
H,  BETEFEMRERENINEE,

AWS Security Hub &

AWS Security Hub 3} & F#H 58 2 bL iR 5 R SRR . ANEEERE AWS Security Hub CSPM B F¥#f
B , 528 (AWS Security Hub A EIERM) PHIERE AWS Security Hub CSPM, LR AF R
X #& AWS Security Hub ( 3F CSPM MR ) . IIFEERE AWS Security Hub BVEFMIEA , F2REA

Security Hub,

BEVHRBEETERFEDERE L EEER Security Hub, EALATEEE Security Hub EERSAHEBM bR
E (M AWS B ) #HEBIBERAR, EFE Security Hub EEMREBIRFH , BELEBBRE

1A | fAFF AssumeRole FFRI#ARE R H Z /) AWS Step Functions , ATEIRE F #1716 Runbooko

Stack B StackSets Zf&

HEBEARAEFEHE— AWS CloudFormation #5745 , B AWS [EiF7E AWS IRFHEVHE, €14
WRBEME , RS REBBERDBENVNENSARNRIZVER , UXEHBELE, ZRFEF
1R EA AWS Organizations WEF , IS HZREZERERERHEEEHRTHE, SRDT
ZHEMEBM RS RFTEN TEE, WFE StackSets WEFFMEF , FSBEH AWS CloudFormation
StackSets,

AWS Organizations 40


https://docs.aws.amazon.com/organizations/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub-v2.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-v2-enable.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-v2-enable.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/using-stacksets.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/using-stacksets.html

AWS FHBEE{LRZEEE HiEEm

EREBEIRT R

/A Important
R Security Hub FBRRE HfiEHIFRERE RINEE (ERMBEPNERE) , AR EEIE L
RS RERAZE£EF (CS) FfM. MRARMBILINGE , FF{EEH¥ Security Hub FRIAN =
2EERARFFM. MAEMFMIELEBEER EventBridge 7 AIM A%,

R R T REEH AWS CloudFormation A F &R BB HE &, CloudFormation £ &5 E It 7
RAERDEEN AWS EREEBEM., CloudFormation B2 E&H AP RANER.

RTBFERLRENE  XARB=EEEX, B  REMBBERNMNE , RBRRENAHEEA

BB AERER | URMMAERLBEPNNEMN S, TS EFMARBE NS SEEESES
Stack = StackSet,

REBFEHERBME

E-E#EARBETIEESE  APETIER :

- EHEHE . HRI[IBHE. BHHAAA Security Hub BETENE,
- REME : 518 SSM BB,
- REAGHE  ARAEENIAM A6,

EESHEBXNEARETE-IRFNE—ERIFHP—IX, SHAFBRRERERBM Security Hub BE
BREEBNHENIRFANRERES, IRECERECHABFEAFUNEREREESH , BXEATHBNERE
REFREREESIRFHHEEEEHE,

f#R 75 RETE Security Hub IR E LB , R MNRZIRS HNEE 1 RRES/RER Security Hub &
EEwRFNESTHBETE  #ELEFERFNESPHEERTE LEF.

/A Important
MR EFEHBR AWS Security Hub ( 3E CSPM) , RISSEEERARIMA AWS Security Hub
CSPM HWyp Bk F i A AWS Security Hub ( 3F CSPM), AWS Security Hub CSPM AR EE#2
HY 213 th FERF & AWS Security Hub ( 3 CSPM) &M &1,

REBESEHBNVE 41


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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flan | EBEEE R us-east-1F FRENIRSus-west-2 , HIfEF 111111111111 4[EiH &
B Security Hub ZRE¥E Bus-east-1, RF 222222222222# 333333333333 HARERERE
EiRF 1 Security Hub f(E#RF 111111111111, FIE=@RFLARERSEBEEER Elus-
west-2%| us-east-1, EEEHBXNAENEF 1111111111114 KR Fus-east-1,

MESKRELANFMET , 528 Security Hub ZREE EMRF M EHEE N4,

EEEHBUALTHIE  TRMEXESHEDR , UEEKEIRS ZIPEIRSZIEERR,

REMBLANEINCECERETENSEIRFNEE, ERISEETHIE ASR Admin HE
Security Hub ZKEE SRS, BBL XML REERERFPHIT , FEEMER SSM Automation EI’J%
BH%R,

EA LR, MREBREBRABRFNEINAEER , KEHBLAREIME =@EIRS
(111111111111, 222222222222# 333333333333) Mm{EESE (us-east-1 M us-west-2),

REAGHBNANESSERSF , B8 EKRFARSNE-ANEIER (AM B2 ) . LXEF
REAGHBNESYAEE , ALATHELER K BMNESNBINNZEESHENAERES.

FHLRES , BMEEZSHNEACHEBNESR PHAE=@EKRS (111111111111,
222222222222% 333333333333)us-east-1,

IRE WA EE FEHER

EEHBANRIES

« CloudFormation StackSet ( HREEIFT )
« CloudFormation StackSet ( FRIE=ZE A )
« CloudFormation &

BARBEEFFTH StackSets RHRAEHN , RREMTRENBLACHAS , XETUBHHE
FABPFRE, REE , KEEFXESERER , RMAE Admin HBNMXEHEPER. NERE
FAHBENE - HBEREAGHDR,

AR MEINREEGER  AREERFTESEA , Biit, MRERESEEBEERRFHHREE
BE , BLREBRNEILIRS,

EMR L ERNEDNGERFNESD  BREEAERRBEZEFF TN StackSets #fF , RREEE
MR, Rit, RAIZBEERAERTBREEFT TH StackSets ZBF UL HED,
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EEEHEAESNE K HILATLLEE AL CloudFormation &  HEE—RFNERPHEBAE
EEREEHF K StackSet,

BOFNEFIREFE

& ] LATE Security Hub BN S ff R HIRER RINsEA B BERANER TR EEBPHIRE,
{AWS Security Hub E &™) RS HHEFIBEBE,

3
¢
8

/A Important

MREA , BAAFERABRRARN v2.0.0 REFRA, I, BHUER "SC, R £
Fl, EEDEEEESNMREEMRHER, ESIBBELXHHM EventBridge £ 8 , LUEEFRLL
TheeRFEA M S OHES] IDs BEEA, FRIEER  TEEASERE (fln AWS FSBP)
HEBEEEIREENESR,

PEERE

BRAFRREXEETEESNE  EELAEATIRBZAETEESET —RAHE , MTAREL
EREEAEHFRENRD RS, AREEFEEDHE , AERATERPRESHREEN "RE%
RITR ) RBEERER, BMATUREM S3 RFFERER TREAS , WiEB L EHRERREE

He
=0

» automated-security-response-admin.template :

Launch solution

« automated-security-response-member-roles.template :

Launch solution

» automated-security-response-member.template :

Launch solution
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GovCloud (US) £f&

fRR 7T REBEEE GovCloud (US) BiEHERE |, {B&EH A GovCloud (US) EEHH —RATREME
ATIMEB®RE , MARNEREMEHFRENREZRE, MREHE GovCloud (US) BEFEE |

AE AT REEHRAN "REBBRS R REAKEEZER. SMAT UM S3 EiriE
BTEEAR , WiEB L EHARERREEHEE,

» automated-security-response-admin.template :

Launch solution

» automated-security-response-member-roles.template :

Launch solution

» automated-security-response-member.template :

Launch solution

AWS CloudFormation £i7x

@iew templa@

automated-security-response-admin.template - fEF LL AR E) AWS SR AR LW BBRLEIE, &
AEREMAT RN OTTH. AWS Step Functions B EMHEE | LUIREZENESERZSEEN
ﬁﬂﬁﬁ%o

{5 F B AR %% 2+#& Amazon Simple Notification Service, AWS Key Management Service, AWS
Identity and Access Management, AWS Lambda. AWS Step Functions, Amazon CloudWatch
Logs. Amazon S3 # AWS Systems Manager,
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AWS EHBEB{tZ O fE BiEEm
EEERPXE

THEAREZHEE AWS Security Hub EXEEIIRF R , UHMEEZEN LTS RE, B UERE &
BERENTYMLEH Rautomated-security-response-admin. template,

automated-security-response-orchestrator-log.template - £ Orchestrator Step Function #3Z
CloudWatch H&&E##H,

automated-security-response-webui-nested-stack.template - B3 BRI E IR T RH Web Ul,
AFSBPStack.template - AWS Foundational Security S&{EE# 1.0.0 i35 A,
CIS120Stack.template - CIS Amazon Web Services Foundations 22815 |, 1.2.0 Mx#R Al
CIS140Stack.template - CIS Amazon Web Services Foundations E %815 |, 1.4.0 M8 Al,
CIS300Stack.template - CIS Amazon Web Services Foundations EX5815 | 3.0.0 Ak Al
PCI321Stack.template - PCI-DSS 3.2.1 xR A,
NISTStack.template - BI RIEZZER A FEFT (NIST) , 5.0.0 ARFR Al

SCStack.template - Z£ 124 v2.0.0 F Al

KEAE

@iew templata

automated-security-response-member-roles.template - EEZ& &8 AWS Security Hub X &R F PP E
HNiEEAE,

KBRS

Giew templata

automated-security-response-member.template - TEERER O ERA R , £518 AWS Security Hub
REIRE (SREEEEIRF ) &% AWS Systems Manager B E){t Runbook MFFAI#& , FBEALL
AR, HEATEREEERRNZLEETM,

SR BEMNEZEautomated-security-response-member . templateZ & T 5 &4 :
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automated-security-response-remediation-runbooks.template - —R ZE L BEMFERAN T RIEHE
N

AFSBPMemberStack.template - AWS Foundational Security Best Practices v1.0.0 :8 &, A f{EE
Runbook.

CIS120MemberStack.template - CIS Amazon Web Services Foundations EX815, 1.2.0 ARERE.
A RIS EEITF M.

CIS140MemberStack.template - CIS Amazon Web Services Foundations EX158, 1.4.0 ARERE.
T RIS EEITF M.

CIS300MemberStack.template - CIS Amazon Web Services Foundations EX158, 3.0.0 ARERE.
TR RIS EEITF M.

PCI321MemberStack.template - PCI-DSS v3.2.1 58E. A #{E%E Runbook,

kg

NISTMemberStack.template - B SRIEZER M FEAT (NIST), 5.0.0 lREXE. FFAFNSEHITF M.
SCMemberStack.template - Z£12HIFRE. 7 A FMEE Runbook,

automated-security-response-member-cloudtrail.template - AR BEIYE B EEThaE , LUBMEFFER M BRTS
SEE

RRRRES
EATHIEH —ERERENERRREA,

@iew templata

JiraBlueprintStack.template - MR EEH Jira AERRE , FHE .,

Giew templata

ServiceNowBlueprintStack.template - 1R & E A ServiceNow MABEZRRK , FHE,

MELBEEATRNASERAG , ETUEAR T —ALBUAER , THOAREICSHETE

A
Ho
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HE{LEBE - StackSets

® Note
RMEREMER StackSets FE . T8 , HRE—IRFHBRAANTHEN , FERHEERE
B3E,

BERRARCE , FREAAEREPHRNESE, BRAARAH. REUNRFTEEEE, ERAREGH
Hstep-by-stepsREA , FRIE RS RI A H =2 B EA AWS Organizations,

EERR : SIEIRSH 30 28 , BURR StackSet B8,
TERIRME

AWS Organizations AI#BIREFEE LIRS AWS IREMER, StackSets HRiBESE AWS
Organizations ¥ &£ A,

MRIELEBEHMBUARGT RN vI3x RERRA , AILARKRLZERENERLTR, NEFHE
A, BEREMERE =

ERBUBRARCE , BEREEHN AWS Security Hub Z5& :

« 2# AWS Organization F%EBE EIRA Security Hub BEEEIRF,

« Security Hub FEEREA B EBIESEEBBEE, WEFMEN , 528 (AWS Security Hub fEA &8
M) PHEEEEERERTE,
- REZTEREE AWS AENSEEESH , BAEMEBEA Security Hub,

WREFBREERZEER AWS Organizations BIRF , I 2 Z ik AWS Organizations &3 & itk F #
AWS Security Hub BB EIRF,

EOEE , WERAREBEARN AWS Security Hub 1 AWS Security Hub CSPMo,

EPE B E

(® Note

L #RR 7T RV StackSets TBEFEARBEZEMBREE StackSets WS, BREEMN
StackSets A4 EHBBIfEA , KA TR EA StackSets , RIFEE R StackSets H A E,
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£ AWS Organizations Y EK'EIE S 1Rk F &0 F StackSets, https://docs.aws.amazon.com/
organizations/latest/userguide/services-that-can-integrate-cloudformation.html AWS Organizations

HE

£ T 5IRE R B) StackSets FE, EHENER , REENZHHERIR LE,

AWS Organizations admin account ID:
Security Hub admin account ID:
CloudTrail Logs Group:
Member account IDs (comma-separated list):

4

’

4

’

AWS Organizations OUs (comma-separated list):

4

’

4

~

(ER) S0 NEZBESMH

i

- MREHEFHERTIGE  FEAEERESHBIBEREMN Security Hub EEEIRF,
o RUHBER Lambda HHEER  YRECHAETESHEBNWA (FSEALTR 1),

HER 1 EEIRA Security Hub EXESRFPREEESHS

- FRABREE StackSet , £E Security Hub BE B AR EHA AWS Security Hub BE 81k
FE & automated-security-response-admin.template AWS CloudFormation 245, It
HAFEHAEMMEE,

- REERRNRERE, RIFFER , REEHSC (B=F ).

- BEEFHAMWNIEA Orchestrator B8 4., Yes MR ERIZEES00111-ASR- Orchestrator2#F
£, FEIEH,

- EERTRABRT RN Web Ul, NREEZRALLIIE , CHLARAZEREEZSAGHNET
Bt

- RIS SRS RIEFIREBIR CloudWatch 1ERH R IFERE o
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WEBHREE StackSets WEFMAEA |, 5528 (AWS CloudFormation EAEERE) FHNEFEREE
B,

HER 2 . £ AWS Security Hub REIREhZEEELAE

EESR 1 THHE  RASTR 2 WWEASESR 1 BEYHN IAM AE,

- FRARBEER StackSet , £ automated-security-response-member-roles.template
AWS Organizations F &gk F F I E — @5 BB AWS CloudFormation g24%, AWS
Organizations

- BEEHRFMALBNBBRELEA,
- BAEH AWS Security Hub B ERF MRS ID,

- B A W{Enamespace , WEMARB LEREBEMERFPHLNRALITIHEREFTR, BAR
Z 9B NBEREFANTFH,

$E 3. E818 AWS Security Hub REREHEEPEE K EHE

- EABREEH StackSets , £ AWS Organization automated-security-response-
member.template F#AEHEE Security Hub BEEEEE 2 SEIKRS P AWS RN FATE E15 P X
&) AWS CloudFormation &2,

(® Note
AR 2 E StackSets XEEMMER 25 , BAARMAEBVEATIRSE TSR,

- BIEERHEM Security Standard F i,
- 12t CloudTrail BF#MENER ( BIPSEEER ).
« BB AWS Security Hub BEEERFHIIRE 1D,

- By A W{Bnamespace , WEKAR LERSBEARIRS PR LN ALITHBEREETR, AR
ZOENBEREFETNFE, ERRELAKEACHBIZNNnamespaceBARF , I, BRZE
BEFAEEASENERFH—,

(BR) $|0: HDEBRARSHES

1. MREBEFEARENRE , FERBERNESHR,
2. IB$E Jira & ServiceNow RHHWESHE K IEATCHUAEER , ABEELACHATES,
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BEEIE Jira HE

a. WMAHBNET,

b. #% URI 12145 Jira BITIERE.

c. AREFEXERW Jira ERIZHERSH],

d. £ Secrets Manager PRV W EMEWE , ZUEFREEH Jira UsernameM Password,

(@ Note
BA LB Jira APl @B RENREHRE , FERSENERESBIEHA
Username , YWHSIRH API £8812#tA Password.

e. MBI ARN M AMEERNE A,
REHEEBETRE Jira EREFAM Jira API BEAEH,
Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com ]

JiraProjectKey
The key of your Jira project where tickets will be created.

[ )

Jira API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your API credentials. This must be a JSON secret with the following keys: Username,Password.

gy - )

EEZFZ2 ServiceNow HE :

(ER) SR RBEBRRBSHE
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AWS £ & B %24 B { Vet
f. WAHEERNERE,
g. I ServiceNow #{T{EEEH URI,
h. IRALEH ServiceNow BRI R B,
i. £ ServiceNow FE Y AP| €% , WEBEBREBEBAZERKRNFTT,
j. fEH £487F Secrets Manager P E I WE , API_Key X2 ARN i AMEBNE A,

RMEHEBEBER ServiceNow BREEFM ServiceNow APl EAE R,
Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information

InstanceURI

The URI of your ServiceNow Instance. For example: https://my-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com ]
ServiceNowTableName

Enter the name of your ServiceNow Table where tickets should be created.

| incident )

ServiceNow API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your APl credentials. This must be a JSON secret with the following keys: API_Key.

[ —— )

EERVEHTRAME . S RHEHTS Step Functions AJ LA S EEE LA Lambda
K&, Lambda BNEFEELA Step Functions I A , REBENEBRREREEASE , @
BN RRIEHEITIEZERNER,
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AWS EHBE{LLREEE BEEiEm
FSB 1 EEIRM Security Hub EEBEERFHREIEESMHE

1. automated-security-response-admin.templatefEH&H Security Hub EEERFREE
HEHE, —MmsS , E—ESTSEEAE—E. ARALLHEEFERAEMNER KU EGIERIEE
ABREER StackSet,

Parameters
2% FEER R EA
HASCEEEIME yes EERAELZEEEE THMN
BE{&1E SC #=§18,
B AFSBP EEEIHfE no EERAELZEEBEE THMN
BE){&18 FSBP ###lE,
HA CIS120 EEEEHE no BEERARELZEEEE THIU

HEN&E CIS120 418,

A CIS140 EXEEHE no EERREREKEES LA

B EN&1E CIS140 418,

i

A CIS300 EEEHE no BEERARELZEEEE THIU
B ENf&18 CIS300 #2418,

|A PC1321 EEHEHE no BERAELZEEEE THI
HEN&1E PC1321 1= 41E,

;A NIST Admin Stack no EERAELZEEEE THI
B EN&1E NIST 2= 41E,
EE AT A FEE no ENEREEEFERARAN

S00111-ASR-0Oxchest
rator CloudWatch Logs &
H, ENE{CEFRRZENA
&, MAEEXERANA
TER, yes MMRUIRFEH %
BIZfE0rchestrator Log
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AWS EH BBt R MEE

HiEEE

25 AR
ShouldDeployWebUI yes
AdminUserEmail (ER®@A )
A CloudWatch $51Z yes
£/ CloudWatch SZ& R yes

R EA

GroupiFfE , FEEFEH
HAEMOrchestrator Log
GroupiE#E , FEIA no, TR
Bt v2.3.0 EERRRAFIT
HEREH , FEE no

88 Web Ul Tt , BIE AP
Gateway, Lambda B & H
CloudFront 73, #E "2
DARSA Web B#ERENE , A
R EEEENEENRE, W
REREZEAKIIEE , BHR
A LAfE A Security Hub CSPM
BRI EMEREE BEEILREE
#HITIEE,

R EESERENEFEH
Heub, MEEEAERHEE ASR
Web Ul N EEEERFIE, R
BERMA Web Ul R FEE,

BERABRMA CloudWatch 5
EREEMRAR, EGEY
CloudWatch Dashboard 3&#
RIgE,

EERERAMRRE RN
CloudWatch EEE R, &
ABRARRENBEREER
VA 7

S 1: EZ MY Security Hub BEIEERFHRBHEEESHE
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2% FEER FREA
RemediationFailureAlarmThre 5 IEESEZESIE IDEELHE
shold DL ERE, Flan , REe

A5, Ef4 1D EIEEA K
BHEIB 5% WISER , el
e R,

REEETRENE , t2
%{j’ﬁ'ﬁ'flﬁ ( nﬁ E2 ﬁ@ﬁﬁ
CloudWatch Metrics ZRr2

),
EnableEnhancedClou no MRA yes, EEIHM
dWatchMetrics CloudWatch 54 , LA{E A

B#t CloudWatch &&R4x £

HFrE#FIIE IDs , MiA
CloudWatch 7R,

ASRE A —H , ATHES
BRI,

TicketGenFunctionName (EABWA) BEA, MRETERERE
Rt , FRE=H. B4,
BRTR O MHEER TR
fit Lambda EHE(BETE |, 6
i : SO@111-ASR-Service
Now-TicketGenerato
T o

E% X StackSet EI1H
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Configure StackSet options

Tags

You can specify tags (key-value pairs) to apply to resources in your stack. You can add up to 50 unique tags for each stack.

Permissions

Choose an 1AM role to explicitly define how CloudFormation will manage your target accounts. If you don't choose a role, CloudFormation uses permissions based on your user
credentials. Learn more E

Servi(e-managed permissions ° Self-service permissions

StackSets automatically configures the permissions required to deploy to You create the execution roles required to deploy to target accounts
target accounts managed by AWS Organizations. With this option, you can

enable automatic deployment to accounts in your erganization

IAM admin role ARN - optional
Choose the |AM role for CloudFormation to use for all operations performed on the stack.

IAM role name ¥ AWSCloudFormationStackSetAdministrationRole v Remove

/A StackSets will use this role for administering your individual accounts.

IAM execution role name

AWSCloudFormationStackSetExecutionRole

IAM execution role name can include letters (A-Z and a-z), numbers (0-9), and select special characters (+=,.@-_) characters. Maximum length is 64 characters.

Cancel Previous m

1. STHIRFIRIBESE |, 8 A AWS Security Hub BB ERFHIRE ID,
2. StHHIEEEEZSH |, E#EBARK Security Hub EEEMNEE, FEFUTBTR , BEESR 2,

HEB 2 . 818 AWS Security Hub BREIRFHRZHEH AR

FEHAREEEN StackSets REPBHE A BEH A automated-security-response-member-
roles.template. Bt StackSet X EHBEBEXERFHN—EEFH®., ©ERT LFFHR ASR
Orchestrator & BREIEEITEIRSE APl RIIN£iHAR,

Parameters

B8 i A

HRZEG #H## BMARZIENEXEEFETH
T, EFBAELHEIAM AR
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B8 & A

FREBNHE—HEZ[. 8
E & ZEEZARRES
BNXEMHE, HRESERER
FRIZF , hFREZRME—
B, EFEEEHEREN A
2F, B ZHEFTTESHE
BX B IR R ME— Y,

Sec Hub IRF EE & HH#H # A AWS Security Hub B2
ERFH 12 MRS ID, It
EEHFIRTFEESRFHN
BRBRAE,

1. RIBENEBECK MBI EEES (AR ) REBEN,
2. FRNEB)ERE , #; AWS Organizations H KRS W EIE LEFF T,

3. I EERESY , ENE—EH. IAM ABR2EHN., ST StackSet FHEREBENTIR
3o

S7E StackSet F#IEA
Specify StackSet details

StackSet name
StackSet name

asr-member-roles-stackset

Must contain only letters, numbers, and hyphens. Must start with a letter.

StackSet description - optional
You can use the description to identify the stack set's purpose or other important information.

StackSet description

ASR Member Roles StackSet

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Namespace
Choose a unique namespace to be added as a suffix to remediation IAM role names. The same namespace should be used in the Member Roles and Member stacks. This string should be unique for each solution deployment, but does not
need to be changed during stack updates.

myasrdeployment
SecHubAdminAccount
Admin account number

123456789012

SER 2 . 1£518 AWS Security Hub RERFHLZEBSHAR 56
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S8R 3 . =88 AWS Security Hub B &1k 5 M [E 15 B B 5 & 3 &

HRANEHEEAEREE  SULATBERBREEMN StackSet, EFZEBBIEES AWS
Organization FREIFTIRF o

Parameters

S FEER R

RUERARE I ISZEEHR R HH## {87 CloudTrail 524%& AP| 2

ERH LogGroup &8 Ay CloudWatch CloudWatc
h Logs ##H& . ERAM CIS
3.1-3.14 1818,

A SC KEHE yes BERBRELZERETHIB
B){&1E SC =418,

H| A AFSBP K EitE no EERBEZERETHIAR
B){&1E FSBP 1241|E,

;A CIS120 K EHE no EERBEZERETHIE
&8 CIS120 =418,

| A CIS140 R EMHfE no BERAELZERETHIB
&8 CIS140 2418,

;A CIS300 K EHE no BERAELZERETHIB
{518 CIS300 =418,

H|A PC1321 REHE no EERAREZERETHIUR
1518 PC1321 12418,

B A NIST K EHtE no BERAELZERETHIB
1518 NIST #2418,

% Redshift & #E T S3 no EHlyesREER FSBP

fE1FETRE RedShift.4 {821 S3 17

Brig. W% S3 REFATRAE
Tﬁﬂ’]#%ﬂiﬁnﬂ nﬁ e Bﬂ AWS
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AWS FHBEE{LRZEEE HiEEm

B8 & A

Security Hub i &R Y
Redshift.4 1818,

Sec Hub EXEEIRF HH#H # A AWS Security Hub B2
ERFM 12 NEIRFE 1D,

WA

H
E

#HH#HH BMARDZ I ENEREF TN
FHE, LFEFHE IAM AE
ZBANBEER S3 REFTE
W—E0. SrEREHBIE
MREACHEEBTEMFAER
WE, BEBRAAIRIBBHT
REEZEE - , EFRFER
EEHMHEEE,

EnableCloudTrailForASRActio  no yes MREEEE 2

nLog CloudWatch & &Rk L ##R7
RETWEERSH | FEE,
BRAREELIEN WEHE
R ERF I CloudTrail &
Mtyes, BAEABRERE
£% AWS Organization LARK
ALtIhee, tbo , BREETEHE
& bR = H Ay B — B iE AP RRA Lt
IheE. FSE A —E, THE
EgEENEAKT,

&S
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-redshift-4

AWS EHEBIb LR EE BEEmM

Accounts

Identify accounts or organizational units in which you want to modify stacks

Deployment locations
StackSets can be deployed into accounts or an erganizational unit.

© Deploy stacks in accounts Deploy stacks in organizational units

Account numbers
Enter account numbers or populate from a file.

111122223333, 123456789012, 111144442222

12-Digit account numbers separated by commas.

‘ Upload .csv file [1] ‘ No file chosen

MEME : B LEERFRBNEBEMLNFE.

EEES  ERCESEREEENFAES, SUNRBESABANBEEERENSEE, B
WAT T AR AT,

BBt ZFE - Stacks

@ Note
HRSIRFEF , RFIMAEZRER StackSets #H=,

BEFALRZE , FRBEAEREPHRNER. BRFELGF. T2UNFRFTEESE, EBREAEHH
Hstep-by-stepiR B , BREMR T RA A H IR EHRS,

BRI : 4930 98
TRMRAF

EEBUAARFTRZA , FFFHEE AWS Security Hub EBERN T EMRERFVAHERKN AWS EiF, MFR
BENCHBUBRAIR , AVERRZERENFRATR. WFEHAEF  F2EEFBRE =,

EE RS

EATIIHRE AWS EHBBURMERST R,
(ZR) S0 RBEBRRESHE

B 8{LEE - Stacks 59



AWS ) & Byt 22 B HiEiEmE
- MRERECRARRDE , FLRRERESHEBILEIEM Security Hub EEBIRF,
« ELHERER Lambda HBERE , YWREMATESHBNAARSE (F2REISR1).

TBR1 BB EESHD

- £ automated-security-response-admin.template AWS Security Hub BIEE R F &
& AWS CloudFormation 7%,

- BEZRENZSEE,
- BEEMFEHMIIREA Orchestrator BEERHE (YesWR KL HIREES00111-ASR-0rchestrator27F
£, REELEE),

$E 2 . 518 AWS Security Hub REIREFHRZEEHAE

- EEERERFHN —EESFE automated-security-response-member-
roles.template AWS CloudFormation 2%,

« B A AWS Security Hub EXEEIRFH 12 VEIRF IG,

SR 3 REKEHEDR

- I5EEE CIS 3.1-3.14 1B E A/ CloudWatch Logs B #H B, ©H4EAREW CloudTrail B
B CloudWatch Logs BB E M, CloudTrail

- BERTEREBEAC, BERFREREELAR L
- BRERENFM.
« 8 A AWS Security Hub EE EIRFHIRE ID,

B4 (BA) FAEATANERER

- RESERSRFBREMAEH, LARELHTR,

(BH) ZRO0: RBRERRESHE

1. MREEEFEARERIIE , FERBBENNESHE,
2. 1% Jira & ServiceNow RN ESHE K AEATCHUAEER , UBEELACHATES,

EZEIE Jirag HE

(BR) RO MBEBFRMESHE 60



AWS EH BBt R 2 EIfE HiFEmR
a. WAMBNEE,
b. # URI 2#& Jira #1T{ER.
c. BEEEXAERN Jra ERIEHERSHRK,
d. 7£ Secrets Manager P EV W E\/EMRE , ZWEBSREBEW Jira UsernameH Password,

(@ Note

BA LR Jira APl @B RENREHZRE , FERSENERESBIEHA
Username , YWHSIRH APl £8812#tA Password.

e. MBI ARN M AMEERNE A,
MRHHEEEE Jira EREAM Jira APl ZEAERL
Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com ]

JiraProjectKey

The key of your Jira project where tickets will be created.

[ )

Jira API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your API credentials. This must be a JSON secret with the following keys: Username,Password.

gy - )

ZE 2 ServiceNow H & -
f. MAMBNEZE,

(ER) SR RBEBRRBSHE 61



AWS EH BBt R 2 EIfE HiFEmR
g. 321t ServiceNow #1TEEH URI,
h. & ServiceNow BRI KRBT,
i. £ ServiceNow FE APl €8 , WEBEREEEAZERRNFT,
j. fEH £487F Secrets Manager P E I WE , API_Key X2 ARN i AMEBNE A,

RMEHEBEBER ServiceNow BEREEFM ServiceNow APl EAEH,
Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information

InstanceURI

The URI of your ServiceNow Instance. For example: https://my-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com ]
ServiceNowTableName

Enter the name of your ServiceNow Table where tickets should be created.

| incident )

ServiceNow API Credentials

SecretArn
The ARM of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: API_Key.

[ —— )

EFERVEHTRAHE . S RAEHTS Step Functions I A S EEE LA Lambda
K&, Lambda BNEFEELA Step Functions I A , REBENEBRREREEASE , @
BN RRIEHEITIEZERNER,

(ER) SR RBEBRRBSHE 62



AWS FHBEE{LRZEEE HiEEm

SR RBEESHE

/A Important

LERARETEERRE, RAUCAELERNEF B TREFEALERLTR, HBERBNE
mi AR, AWS HERZBILBBRENER, ERRES AWS BILEEHIR.

Itk B B){t. AWS CloudFormation i€ AWS EirHIE AWS SRS R LW Bt ZLEE, B
HEZH , BHARRA Security Hub 3 58 & 5 3R 54

® Note

BRABRHTHRT REGFERN AWS RIERA. NFEFHBEFR  F2RAEETHK
A—8 , WBEIERG RPEANSE AWS BRENEBERE,

1. #£ B BIERE AWS Security Hub IIREE A AWS BB XA |, WHEH TENIRMERS
automated-security-response-admin.template AWS CloudFormation £,

Launch solution

BB TRETERERREENER,

2. RIBFERR , EASEXBERS (MHFRTZILE ) BEME. FEEFEN AWS EEPRE AR
BR, FEMAAWS EEXEAEE DR EERERSR.

(® Note

LLERR 75 ZREFH AWS Systems Manager , B BI{fEEARIFE AWS B, RAREAR
MIEXEBLEREN BE. IFEEESNSZHMAAMY , 28 AWS EBiER&ESE,

. EEVHMEEEL  BIRIEEMNEZAR URL U Amazon S3 URL XFEHiEH , AR BIET —F,

4. TEEHEBHFMEATEL , AZNBRSRHEBEREE, VEEEGEFRINER , B2
B {AWS Identity and Access Management £ & 155) FH IAM F1 STS Rl

5. H2HEE L , BEET %,

II]]
%

SR RBEESHE 63


https://aws.amazon.com/privacy/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?stackName=automated-security-response-on-aws-admin&templateURL=https:%2F%2Fs3.amazonaws.com%2Fsolutions-reference%2Fautomated-security-response-on-aws%2Flatest%2Fautomated-security-response-admin.template&redirectId=ImplementationGuide
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-admin.template
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html

AWS EH BBt R MEE

HiEEE

B8

Load SC BB E

| A AFSBP Admin Stack

A CIS120 EXEEHE

A CIS140 EEEHE

A CIS300 EEEHE

A PC1321 EESHE

;A NIST Admin Stack

ERER AR B SEE

&

yes

no

no

no

no

no

no

no

A

EERBERKEEETHIU
BEEE SC #FIE,

EERBELEEEE THI
HEN{&1E FSBP #2418,

EERRERREESTHNU
BEEE CIS120 #2518,

BERARELZHEEEE THI
HEN&1E CIS140 418,

EERREREEESTMHNU
BEE1E CIS300 2 HIH,

BERARELZEEEE THI
HEN&1E PC1321 #2=4|1E,

EERBERREESTHU
BEEE NIST #2515,

ERRRESEEAREW
S00111-ASR-0Oxrchest
rator CloudWatch Logs &
B, ENE{LEHRREMFA
&, MAEEXERANA
TER, yes MMRUIRFE %
BIZ8EO0rchestrator Log
Groupfh#FiE , BEEMER
HAEMOrchestrator Log
GroupiE#E , FEAIA no., W
BB v2.3.0 EE/IARAH
THBER , FEE no

SR RBEESHE
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AWS EH BBt R MEE

HiEEE

25 AR
ShouldDeployWebUI yes
AdminUserEmail (EA@A )
£/ CloudWatch 151 yes

£/ CloudWatch {E2& R~ yes

RemediationFailure 5
AlarmThreshold

A

8] Web Ul JT# , ‘BIE API
Gateway, Lambda BEH
CloudFront 2 #f, 1EE "2
LARKH Web BUERMR |, LAk
REEFENSEAMREE,

NpERESFEHENETEMF
#ruk, LLEERE BB ASR
Web Ul #9522 & 7 EUE,
REERMA Web Ul KF &
=

BERARMHA CloudWatch 5
ERERBRAAR, EBEY
CloudWatch Dashboard 3 #
RIBE,

BERBEAMBRARMA
CloudWatch EZEE R, ES
ABEAFRNENBEEERE

M E o

EESEREFE ID BELXK
B LEHERE, fln , nRE
A5, B4 IDEEEH

HA Sk BB 5% WIS ER | &

SREE TR,

AEEEVERE , k8
HIEEE (FSRER
CloudWatch Metrics B/R2
B)o

SR RBEESHE
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AWS FHBEE{LRZEEE HiEEm

B FERR R EA
EnableEnhancedClou no MR yes, SV HAD
dWatchMetrics CloudWatch 154 , LA{E A

B#t CloudWatch & &4 £
BFrE2EHIE IDs , WA
CloudWatch 7R,

B0 A — &, LTS
BEEWENRE,

TicketGenFunctionName (EA@A ) BA, MBSRERAE
B, ERSE O MHEE
Hi2 4 Lambda BB
B, flz0 : S00111-AS
R-ServiceNow-Ticke
tGenerator

(® Note
HBREFHERIT RN CloudFormation &% | BB Admin lRE AR F B B E81EE.

1. 7 Configure stack options (FXEHBIEIR) HH , iEIZE Next (T —F).

2. TR HE L , MRFHEFENRE, AEMFTERKEIL AWS Identity and Access Management
(IAM) &R 3,

3. ##2 Create stack (BRI HE) LI BHE,

& LA ARG HY AWS CloudFormation 12 & RARIERRRAE, EEZKEE XK 15 S ERUKE
CREATE_COMPLETE #t#&

HER 2 . =88 AWS Security Hub EXEIRFHLZRIEELE

StackSet automated-security-response-member-roles.template REEHBESERERS
—EEFF. ©EZT LFFRE ASR Orchestrator FBEREMNEBEIRE API RIUA£IEAE,

SER 2 . 1E8{E AWS Security Hub RERFHRREBEAE 66



AWS FHBEE{LRZEEE HiEEm

1.

EAEE AWS Security Hub REWIRFH AWS EEEXHA (BEEEERE , EKE ).
AR LARAE) automated-security-response-member-roles.template AWS
CloudFormation E87%, &R A LA FTRELERBEEERNEE,

Launch solution

CRIBRRR , XS EXERE (#HFREILE ) BEME. EEETEN AWS BEHRE L E#ER

FR,FERAWS EEFEAEEI P EEREESR,

EBRVHMEEELE | BIRIEEMNEZR URL L Amazon S3 URL XFEHiEm | REIBIET —2
EREHBHMENAERL , AENERSRMEBIEREE, NEEEGEZTREINER , F2

B CAWS Identity and Access Management A & 1E58) FH IAM F1 STS PRl

.EZ2EERL  EETHSH  REBBET—F,
B8 TER% R EA
Rl sH## BMARDZ I ENEEEFTH

FH, EFNE/ERE IAM £

EEBERNE-—wE =™,

BB AR HE R A
HENGEZE. HRESER
RIEREE , LFREZXRMH
—H , ENREEHEREHY
BME28FE. aETZHEFTES
BEX SRS —HE—#.

Sec Hub tRFEEE #Ht## # A AWS Security Hub &2
ERFH 12 N EIRS ID, It
EE¥TURTEESIIRFHN
RRARAE,

6. #£ Configure stack options (FXEHBEIR) HH , #E Next (T—%),
7. 2% HEL , SRAHEFENRE. AERFERKEIL AWS Identity and Access Management

(IAM) EiRR 5 $8,

8. 1##Z Create stack (BRI HE) LI BHE,

SER 2 . 1E8{E AWS Security Hub RERFHRREBEAE 67


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-member-roles.template
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?stackName=automated-security-response-on-aws-member-roles&templateURL=https:%2F%2Fs3.amazonaws.com%2Fsolutions-reference%2Fautomated-security-response-on-aws%2Flatest%2Fautomated-security-response-member-roles.template&redirectId=ImplementationGuide

AWS FHBEE{LRZEEE HiEEm

BT LATEARRERERY AWS CloudFormation £ A H R HENRE, BREZEEARN 5 2ERKE
CREATE_COMPLETE #it&E, B LAE RS AREET — B,

TER3: MEBREHS

/A Important

ERAREBEERRE, RAUCAELERNEF B TREFEALBERER, HBRBNE
m AN, AWS HERZBIBBRENER, ERRES AWS BIEBEROR.

automated-security-response-member &% HZHEEFME Security Hub REIIRF ., LS
BEX BEEEMN Runbook, BRSNS K EIE S 7] LA S Al FE18 I 3 B 11T R L 548

1. B ASE AWS Security Hub FREIRFH AWS EE XA (IFEEEEIRF , LEfKE ) . EW
EREMLARAE) automated-security-response-member.template AWS CloudFormation &3
o

Launch solution

BT THREAMABAEENRE, BIFHER  @XAFEXBERE (HFEEILE ) EIHME,
ERETEN AWS BEFRELERLTR , FEHA AWS ERERAEEI P EERER,

+

(@ Note

LERR T REA AWS Systems Manager , BEBIRIEARZE AWS BEIEA. AR EAR
MEXEESEREN Bif, WESEERENGHITAMY , F28 AWS EFREEE,

1. FEVHEEMELE K WEEHAOER URL VA Amazon S3URL XFH#HF , RERBET -5,

2. EIEEHBHMEFEEL  AENBRRAAREBERER. UEEHEWEFARFINENR , F2
B CAWS Identity and Access Management £ & 15F) FH IAM F1 STS Rl

3. B2HEAEMBL , EETIZ2H , RRBET—F,

SER3: MBREHE 68


https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?stackName=automated-security-response-on-aws-member&templateURL=https:%2F%2Fs3.amazonaws.com%2Fsolutions-reference%2Fautomated-security-response-on-aws%2Flatest%2Fautomated-security-response-member.template&redirectId=ImplementationGuide
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-member.template
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html

AWS FH BBt R EE HiEEm

B FEER R
REARBIIEZEGRRREN  2o44 8 7E CloudTrail 524 API FEAY
ZRH LogGroup &8 B CloudWatch CloudWatch

Logs ###E &, EAM CIS
3.1-3.14 {&18,

A SC REHD yes EERBEREMBETMHLA
E)fE18 SC #2515,
B A AFSBP B E# & no EERBEREMETHUE

1518 FSBP #2418,

A CIS120 i EHE no BERRELZERETHIB
1818 CIS120 #2418,

A CIS140 FEHE no BERBELZERETHIB
1818 CIS140 #2418,

i

B A CIS300 KB & no EERBEREMETHUE
E){&18 CIS300 #2%FI1H,

A PC1321 REHE no BERBELZERETHIB
518 PC1321 12418,

A NIST R EfE no EERRERENETHIUB
E){E18 NIST #3241,

% Redshift 28 EI S3 no EHyesE R KA FSBP

R RedShift.4 {8823 S3 /17

BTE8, W3 S3 FEFETEMNE

EHNFMEN , F2H (AWS
Security Hub & 188) &

#9 Redshift.4 118,

Sec Hub EXESIRF HHHH & A AWS Security Hub &2
EIRFH 12 (LIRS 1D,

SER3: MBREHE 69


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-redshift-4

AWS FH BBt R EE HiEEm

S8 TER% SREA
MmRZEME sHHH MARZ I ENEEEETH

FH, LFEERA 1AM A

@%frﬁ%ﬂibﬂzﬁz S3 T
B —&2. srHEREHEY
%%ﬂﬁkﬁﬁ@i&“’%%ﬁﬁﬁ*ﬁ
R{E. SEERSREFEH
FHREXRHE—N , EFFEE
EHBEMAERE,

EnableCloudTrailFo no yes MR RABEE 47
rASRActionLog CloudWatch &&= LR T

RYITHEBEEHN , FEE,
RRF REELIEN NEE
REMRF B CloudTrail J&
Htyes, BUEARBRERY
EZF AWS Organization BB
FLtIhee, BEo , BREETEME
EtRFPHE— Etﬁqﬂﬁﬂlﬁﬁlﬁt
Thee, HSRE N B, X
THRESEENBEINNL,

4. 7= Configure stack options (FXEHBEIH) HH , i#EIZE Next (T —F).

5. AR HEL , MRFHFENWRTE, DRI EIL AWS Identity and Access Management
(IAM) Z B9 5 58

6. & Create stack (B E) LI BHE

O] LATEARREME Y AWS CloudFormation £ A R HEEBWREE, BEZZEKRLN 15 nERKE
CREATE_COMPLETE #REE,

SBRA4: (1BER) ABRTHNERIER

MREBERKERFBRBESE  EUNEREMZEFREN ZAHERRATIHEE. BTHEL,
EMHERBETSEETRMEDR,

Z A AWS CloudFormation 324 , A IBINEAREE,

HEBR4: (FER) RETANBRER 70


https://console.aws.amazon.com/cloudformation/home

AWS ) B Bt R 2 EIFE Gt
2. BEEH.
3. EMEMEMMEDR  RRBEFNHEL,

ERT IR R

Update sharr-v130-rc1-member- X
PlaybookMemberStackPCI321-LWXPIU3B3J89?

It is recommended to update through the root stack
Updating a nested stack may result in an unstable state where the nested stack is out-
of-sync with its root stack. Learn more [4

Go to root stack (recommended)

© Update nested stack

Cancel Update stack

4. ZHRERBRSEA , RREET -5,
5. AR A ANMAIER, BAAFEHENERER Available , WRFAFEMNZHIEEES Not

available,

(® Note
BAR IS M E B IRE SR ENE RN AR RIEH Runbook,

6. 7 Configure stack options (X EHBEIH) HH , iEIE Next (T —F),
%

7. B EEL , BRFHEFENERE, AERFEANKEEIL AWS Identity and Access Management
(IAM) EIREI 532

8. FRREEMMER,

BT LAIEARRERERY AWS CloudFormation £ & F R HEEMWRE, BEZSEKRY 15 2 ERKE
CREATE_COMPLETE #R&E,

Control Tower (CT) &

EA R AWS Control Tower (CfCT) W BEETIERERNAEES. DevOps EXAE. BIYHEKME. IT
EEREZREE  URFLEAHENTNEFBITNIERHE AWS Control Tower RENRZHKEESHE. ©
REFEH CICT BEIEHBETHIERE AWS Control Tower IRIEMHHEIE A

Control Tower (CT) #& 71



AWS FHBEE{LRZEEE HiEEm

EREER - 4930 £
TORIFRAF

HEBHMBRAR A , FEAREBEHAR AWS Control Tower EE &,

BB EfFFER AWS Control Tower £32 A APIs SR EEEEEER  FEETIIE

ZERKBER AWS Control Tower |, 5528 : AWS Control Tower AFS

BRI ETENEREE 728 Bl ENEREESE

EERBNNBLNBRES, B0 BEENNEEED
EREBLER
EATHSME AWS L BBUARE R,

FB1: EENE S3 REiFrE

(® Note

S3 AT - EEARN ADMIN, ER—AMRELSR , TRHKKERAEEEHNIT, S3
RETBEFRHEENS | 2FEH1T ASR FrERY AWS CloudFormation #82<# Lambda 723
. ELERIMA CfCt 3¢ StackSet HBE.

1. BXE S3 RFATEE

RER AR ERNREHBZEMHL S3 fMERE,

2. E RE

ERZENFEEFMENLEREEY,. EABNMAIE,
3. EXE S3 fFRrR IR

ERWEREENREFITRBCR , SUESIEDRHNEFFT,

4. Efmil 2

fmeE, HEIUHMLTXERENEABRANEELNETHE,
5. EHEEE S3

TORIRE 72


https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/customize-landing-zone.html
https://docs.aws.amazon.com/controltower/latest/userguide/deployment.html

AWS FHBEE{LRZEEE HEEE

RERENEZEKM LEBEEER S3 REE.

S 2 HEIEZE AWS Control Tower

1. 323 ASR THHNEBEEAFTE
ERERENFE , SIHPAE ASR . HARA, HEMEMBEZRET.
2. E#1 CodePipeline

12 AWS CodePipeline fA5€ | LABE2pE ASR THFIENFHEEL R, KmBEER,
TR BENHEE S3 REFITE

AWS R G REAMERFITR | BB HTTPS FRCEAN 2 EFIMHENE  UREFNESANE
ENEEFFEE , H120 Lambda BN,

1. iE S3 AT

BEE-NREFIEEE , SIW asr-staging, ERIRHE EEREMERREEEY , —ARZKR - 22 /R
BHEAFEEFIEEE 5 EARECRENZEEINET :

export BASE_BUCKET_NAME=asr-staging-$(date +%s)

export TEMPLATE_BUCKET_NAME=$BASE_BUCKET_NAME-reference
export REGION=us-east-1

export ASSET_BUCKET_NAME=$BASE_BUCKET_NAME-$REGION

2. RIERE

&N AWS tkFH | FRELERBEYMEREFETR , S0 asr-staging-reference F asr-staging-
us-east-1, ( B2EEEZEEASRE CloudFormation iR | EEEEFIrEEREMEEMEE | §lW
lambda BB EH. ) BHRBEFITREXNBEL R AFAREFER

aws s3 mb s3://$TEMPLATE_BUCKET_NAME/
aws s3 mb s3://$ASSET_BUCKET_NAME/

(® Note

BAREIREE  FRATCMHATTLHEEE. CRAEREEIEEE. FALEEN. £
KMS &, EEcal , FERAEFIrBEe g,

SR BENDEE S3 REFLRE 73



AWS FHBEE{LRZEEE HEEE

3. S3 RIFATRBURRE

E# $STEMPLATE_BUCKET_NAME S3 & FZErBEK , LE@EHTIRF ID B9 PutObject 357l #&lit
FAIEREHTIREFIEESARTITEN IAM &6, HBREAERERE EERFDEIFELE
B,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": "*",

"Action": "s3:GetObject",

"Resource": [
"arn:aws:s3:::template-bucket-name/*",
"arn:aws:s3:::template-bucket-name"

1,

"Condition": {

"StringEquals": {
"aws:PrincipalOrgID": "org-id"
}
}
b
{

"Effect": "Allow",

"Principal": "*",

"Action": "s3:PutObject",

"Resource": [
"arn:aws:s3:::template-bucket-name/*",
"arn:aws:s3:::template-bucket-name"

1,

"Condition": {

"ArnLike": {
"aws:PrincipalArn": "arn:aws:iam::account-id:role/iam-role-name"
}
}
}
]
}

BHEE S3 RFITRBRATEHN T, BUEFTERGHTIRFFEEEAREITREN IAM AE,
ASEESEEMREIE (flWasr-staging-us-east-1, asr-staging-eu-west-1 % ) EEWERE , LFF
BZEREHE 6 MEFE EERFHPELMTIN.
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4. R %fE

- BHIEE

« AWS CLI v2
Python 3.11+ & pip
AWS CDK 2.171.1+

Node.js 20+ #H npm
Poetry v2 £ EL EZ[E HONEBER

- Git #2# https : //https://github.com/aws-solutions/automated-security-response-on-aws.git

Bt , FRELSCERRERRFHIT npm L&,

EERFEEENIBER RS | #1T build-s3-dist.sh , BEREFETEBNERTE ( H0 mybucket) FIE
EEBMRAE (0 v1.0.0), HRPEBRIBM GitHub THEHAIARA ( HlI0 GitHub : v1.0.0 , B4
# : v1.0.0.mybuild)

chmod +x build-s3-dist.sh

export SOLUTION_NAME=automated-security-response-on-aws
export SOLUTION_VERSION=v1.0.0.mybuild

./build-s3-dist.sh -b $BASE_BUCKET_NAME -v $SOLUTION_VERSION

5. BEMHIEBE S3

cd deployment

aws s3 cp global-s3-assets/ s3://$TEMPLATE_BUCKET_NAME/$SOLUTION_NAME/
$SOLUTION_VERSION/ --recursive --acl bucket-owner-full-control

aws s3 cp regional-s3-assets/ s3://$ASSET_BUCKET_NAME/$SOLUTION_NAME/
$SOLUTION_VERSION/ --recursive --acl bucket-owner-full-control

SR 2 HBEIREZE AWS Control Tower
1. BE& ASR THHENEE

# ASR B MEFBE S3 7T 2% , SBEH Control Tower EEEFFEUSEHRAE , REER
EEHIT , 552 : Controltower 2f&

SR 2 HBEEEZE AWS Control Tower 75


https://github.com/aws-solutions/automated-security-response-on-aws.git
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https://docs.aws.amazon.com/controltower/latest/userguide/deployment.html

AWS EH BBt Z2EE

HiEEE

/A Important

& ZHER ASR BRI RNV IEREE |
BNSBHEANFEES. UATE

ASR THHEFABTEMN TR :

region:

version:

us-east-1 #<HOME_REGION_NAME>
2021-03-15

# Control Tower Custom CloudFormation Resources

resources:
- name: <ADMIN STACK NAME>
resource_file: s3://<ADMIN TEMPLATE BUCKET path>
parameters:

parameter_key: UseCloudWatchMetricsAlarms
parameter_value: "yes"

parameter_key: TicketGenFunctionName
parameter_value: ""

parameter_key: ShouldDeployWebUI

"yes"

parameter_key: AdminUserEmail
parameter_value: "<YOUR EMAIL ADDRESS>"
parameter_key: LoadSCAdminStack
parameter_value: "yes"

parameter_key: LoadCIS12@0AdminStack
parameter_value: "no"

parameter_key: LoadCIS300AdminStack
parameter_value: "no"

parameter_key: UseCloudWatchMetrics
parameter_value: "yes"

parameter_key: LoadNIST80053AdminStack
parameter_value: "no"

parameter_key: LoadCIS14@0AdminStack
parameter_value: "no"

parameter_key: ReuseOrchestratorLogGroup
parameter_value: "yes"

parameter_key: LoadPCI321AdminStack
parameter_value: "no"

parameter_value:

parameter_key: RemediationFailureAlarmThreshold
parameter_value: "5"
parameter_key: LoadAFSBPAdminStack

BEZEE S AWS X |, LLENE CloudFormation #i4<#E
FAE#E : CloudFormation Ei S B & 15/

SR 2 HBEREZE AWS Control Tower
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https://docs.aws.amazon.com/en_us/solutions/latest/automated-security-response-on-aws/aws-cloudformation-template.html
https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/deployment.html
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HiEEE

parameter_value:
- parameter_key: EnableEnhancedCloudWatchMetrics
parameter_value: "
deploy_method: stack_set
deployment_targets:
accounts: # :type: list
- <ACCOUNT_NAME> # and/or
- <ACCOUNT_NUMBER>
regions:
- <REGION_NAME>

no

no

- name: <ROLE MEMBER STACK NAME>
resource_file: s3://<ROLE MEMBER TEMPLATE BUCKET path>
parameters:

- parameter_key: SecHubAdminAccount
parameter_value: <ADMIN_ACCOUNT_NAME>
- parameter_key: Namespace
parameter_value: <NAMESPACE>
deploy_method: stack_set
deployment_targets:
organizational_units:
- <ORG UNIT>

- name: <MEMBER STACK NAME>
resource_file: s3://<MEMBER TEMPLATE BUCKET path>
parameters:

- parameter_key: SecHubAdminAccount
parameter_value: <ADMIN_ACCOUNT_NAME>

- parameter_key: LoadCIS12@MemberStack
parameter_value: "no"

- parameter_key: LoadNIST80053MemberStack
parameter_value: "no"

- parameter_key: Namespace
parameter_value: <NAMESPACE>

- parameter_key: CreateS3BucketForRedshiftAuditlLogging
parameter_value: "no"

- parameter_key: LoadAFSBPMemberStack
parameter_value: "no"

- parameter_key: LoadSCMemberStack
parameter_value: "yes"

- parameter_key: LoadPCI321MemberStack
parameter_value: "no"

- parameter_key: LoadCIS14@MemberStack
parameter_value: "no"

SR 2 HBEREZE AWS Control Tower
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- parameter_key: EnableCloudTrailForASRActionLog
parameter_value: "no"
- parameter_key: LogGroupName
parameter_value: <LOG_GROUP_NAME>
- parameter_key: LoadCIS300MemberStack
parameter_value: "no"
deploy_method: stack_set
deployment_targets:
accounts: # :type: list
- <ACCOUNT_NAME> # and/or
- <ACCOUNT_NUMBER>
organizational_units:
- <ORG UNIT>
regions: # :type: list
- <REGION_NAME>

2. BEAIREEERM

&

EiE

\//

ﬁ&Eﬂ

SERERIFIEE custom-control-tower-configuration.zip I #1T CodePipeline ,

AR BB

HER2:

HBEBILEZE AWS Control Tower
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https://docs.aws.amazon.com/controltower/latest/userguide/cfct-codepipeline-overview.html
https://docs.aws.amazon.com/controltower/latest/userguide/cfct-codepipeline-overview.html

AWS EHEBIb LR EE BEEmM

£ Amazon CloudWatch &R AR EEIE AR R T RHVIRE

W RR T A EFRTE Amazon CloudWatch E&RIR LW BEETIEEME R,

CloudWatch BRRMBE RS ERFRS RNRE , YEBREBEBERRHE R,

R A CloudWatch 151, BRMERNR

CloudWatch Zh&EHE M{E CloudFormation Ei4< 3 &,

CloudWatch Metrics
UseCloudWatchMetrics

Enable collection of operational metrics and create a CloudWatch dashboard to monitor solution operations
Lyes *)

UseCloudWatchMetricsAlarms

Create CloudWatch Alarms for gathered metrics
(yes v

RemediationFailureAlarmThreshold
Percentage of failures in one period (default period is 1 day) to trigger the remediation failures alarm for a given control ID. E.g., to specify 20% then enter the number 20

(s )

EnableEnhancedCloudWatchMetrics
Enable collection of metrics per Control ID in addition to standard metrics. You must also select 'yes’ for UseCloudWatchMetrics to enable enhanced metric collection. The
added cost of these additional custom metrics could be up to $65/month.

(o =

1. UseCloudWatchMetrics - # L5 E ByesBAREREZENES , WE I CloudWatch EFRMR AR
ELEEE,

2. UseCloudWatchAlarms - #§tEXE AyesRU AR T RV FERE R,

3. RemediationFailureAlarmThreshold - —EX B R K IS LS| R E RN B 2 L.

4. EnableEnhancedCloudWatchMetrics - it B BERE R yes , ANES@EZFIE ID WERER. B
BER , WSBEERA no, A RSWEFTEEEE IDsIEE, SEZE4E ID WEREENER
SELBENEAR.

£ CloudWatch &&E R

BEERAERR

1. BB ZE Amazon CloudWatch , A% E B F Dashboards.

BtA CloudWatch B, BRAERK 79
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2. B A "TASR-Remediation-Metrics-Dashboard s £Y1& & o

CloudWatch E&RIREZE T IIEE :

1. BB ERE - AIRERA T BERGT REKWIEER Security Hub BEREHE.

2. BEKRY - BRKRMNEERE  LBSLLAEN , URAMER, KEXAR ISR RETETE
EFFENAERRT RBEERNEE.

3. kIR HITE ID S IERIN/ AR - MBREBEIBIFAMEEEEE , RESMKESIE ID 7 BEEER,
ESELAMERB RS ANERR  FFEETANRNE s HEIZEIEHIE IDs , ERREBELLEIFHIE
IDs k8,

4. Runbook EEABAM - BTHRAZRBRAIEHEABZIRFHNEEERMEBENKBR
. HARDAECMERBEBBEERAETERAN  EERTLENHE, EHBAKRFHPRERES
BifE, EABRFREINFA EventBridge R B , SNBUEEE Security Hub H iR F RV EREE , LR
R UL EE,

5. it ASR N EmMRREEEF - 5 HEETBEFEEA EnableCloudTrailForASRActionLog 2 #Bt A

BFRFNAEREIRFHFR S REEDFE. EERREMN AWS IRFHBREFRNNEREE
B, /N TEAHEET# BRERREEBERT ER,.

CloudWatch xR tLFEM AL ERNE T , REE BRHRFERER,

1. MREEHERTE 24 PNFHAIBAELIT > 1000,

a. BERTHARERETVER TEHRARDHIERSREL.

b. A LAE A CloudFormation 28 # % F{E.
2. kA = NOREMEDIATION > 0 H{&E k&

a. EEERBETIEE ASR FHBHE, EFRRTIBHRIESUATSBBAEBNISHE,
3. Runbook fEEABKEK >0

a. ERERBEMASENIRFRED LEZBE. ETRRTIEEAEHRA  LIELEAHE
ZHIRF.

BRMEUFTBEBRRE , UFESERIHEERER,

£ CloudWatch & &R 80


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-delete-rule.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-disassociate-members.html
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Cloudwatch > Dashboards > ASR-Remediation-Metrics-Dashboard Autosave: Off @ Period override 1 hour (auto)
ASR iation-M.

trics-D dv ¥ | th 3h 12h 1d 3d 1w  Custom EI | Localtimezone vH c | v ‘@‘ Actions v =

Remediation Failures by Type

State Machine Executions Remediation Outcomes

Remediation Failures by Type
Count 2

2 This widget displays the frequency of different remediation outcomes.
2,000 /\
Remediations started >= 1000 for 1 datapoints within 1440 minut...

If there Is an Increase In NOREMEDIATION results, this Indicates that
remediations are being attempted for remediations not currently included

. a2 In ASR. You should verify that this Is not caused by a modified automatic
S04 remediation rule.
/\ .
. .NOREMEDIATION >= 1 for 1 datapoints within 1440 minutes (1)
7 —_— 2 T . 23 28 12717 12719
1203 125 1217 12119 1213 12715 2 271 ° @ rem TACTVE @ on
@ Remediations started @ FAILURE @ SUCCESS @ STANDARDNOTENABLED
Remediation Scheduling Queue Length ® ¢ Maximum Remediation Delay Remediation Scheduling Widgets :
Count Seconds These widget: related to of
2100 5200 Triggered remediations are inserted into a queue and a scheduling Lambda
picks them up to schedule the remediation execution.
The queus length represents the number of triggered remediations that
o050 2600 are waiting to be scheduled.
The maximum delay is how far out, in seconds, that the scheduling Lambda
N o . has scheduled a remediation for execution.
1213 1215 127 12019 23 215 27 219
® Queue Length @ Delay

Runbook Assume Role Fallures ¢ Runbook Assume Role Failures g

285 This widget displays the frequency of the remediation lambda failing to
A assume the role necessary to remediate on a different account.
This may indicate that ASR Is attempting to remediata on a spoke account
. that does not have ASR Installed.

, __Runbook Assume Role

>=1for1 ints within 1440 ...

1213 1215 12417 1219

@ Runbook Assume Rale Failures

1. E¥F Amazon CloudWatch - R~ > FFIE &R,

B
BEFLEBUNETR , ARENBF - RE.

2

CloudWatch x| CloudWatch > Alarms
Favorites and recents » Alarms (3) (] Hide Auto Scaling alarms Create alarm
Dashboards ‘ Q_ ASR- X ‘ ‘ Any state v ‘ ‘ Any type v ‘ ‘ Anyactions... ¥ 1 &
ASR-Remediation-Mefrics-
Dashboard O Name v | state v | Last state update v | Conditions | Actions v
v Alarms Ao @17 @0 NOREMEDIATION >= 1 for 1 datapoints within 1
AoQm O O ASR-NoRemediation @ok 2023-12-25 15:36:25 4 P @ Actions enabled
In alarm i
Runbook Assume Role Failures >= 1 for 1
All alarms 1 ASR-RunbookAssumeRoleFailure @ok 2023-12-22 18:27:56 @ Actions enabled
datapoints within 1 day
Billing
ExecutionsStarted >= 10 for 1 datapoints within
1 ASR-StateMachineExecutions @ok 2023-12-15 16:47:41 h @ Actions enabled
our
v Logs
Log groups

Log Anomalies
Live Tail

Logs Insights

¥ Metrics

1. BRESESFENELRHE.

EE RRE 81



AWS FHBEE{LRZEEE

HiFEmR

CloudwWatch » Alarms » ASR-StateMachineExecutions » Edit

Step 1 - optional
Specify metric and conditions

Step 2 - optional
Configure actions

Step 3 - optional
Add name and description

Step 4 - optional
Preview and create

Metric

Graph

Specify metric and conditions - optional

This alarm will trigger when the blue line goes above the red line for 1 datapoints within 1 day.

b4
Count Namespace
AWS/States
1,000
1,000
Metric name
‘ ExecutionsStarted ‘
501
StateMachineArn
‘ arn:aws:states:us-east-1:221128147805:stateMachine:S
1 .
01/05 01/07 01/09 01/11 Statistic
@ ExecutionsStarted ‘ Q sum x ‘
Period
‘ 1 day v ‘
Conditions
Threshold type
O Static (O Anomaly detection
Use a value as a threshold Use a band as a threshold
Whenever ExecutionsStarted is...
Define the alarm condition.
() Greater O Greater/Equal ) Lower/Equal ) Lower
> threshold >= threshold <= threshold < threshold
than...
Define the threshold value.
1000 -
Must be a number
» Additional configuration
Cancel Skip to Preview and create Next

1. EEZE CloudWatch ERRFERXEPHER , IFEHRE.
a. ERYENTEL EANEMAR.

b. B2 Edit ({R88).

EE RRE
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c. BEARARSIER,
d. BB REBUNEHKRE.

State Machine Executions .2 Persist time range @ tTh 3h 12h 1d 3d 1w Custom Local timezone v | | Line v
Count
1,000 Ty : i =
Remediations started >= 1000 for 1 datapoints within 1440 minutes (1,000)
501
1 -
01/04 01/04 01/05 01/05 01/06 01/06 o1/o7 o1/07 01/08 01/08 01/09 01/09 01/10 01/10 01/11 o1/1
@ Remediations started
Browse | Multi source query - new | Graphed metrics(1) | Options | Source Addmath v ‘ ‘ Add query v
Widget type
‘ Line ‘ Datatable | Stackedarea | Number | Gauge ‘ Bar ‘ Pie ‘
Legend position Live data
Hidden © Bottom Right Display most recent data point, even when not yet fully aggregated.
Left Y axis Right Y axis
Label Label
Limits Min Max Limits Min Max
Show units Show units
Horizontal annotations / thresholds &
Label Value Filt Axis Actions
] Remediations started >= 1000 for 1 datapoints within 1440 minutes [ 1000 [ None A4 > X

Add horizontal annotation

Vertical annotations Info

Add vertical annotation

TE & REA

EEEERSSD , ;TEEEEH#E SO0111-ASR_Alarm_Topic 23 #J Amazon SNS =/, E€HE
REAN ALARM iR BERFIE AN 12

%
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EHBERT R

/A Important

- EHBALRE , TRFECEESRFHAFDENBAEDEERA, F2EEBALEE
LigE.

- MRIEFEH Reuse Orchestrator Log Group ZERRBH , FRAEHEF K
ERRE, LB AFBEENEUSNEAAFRERE. F2RBEMRFR, NREE
MERBNIT v2.3.0+ NHEBER , FH&E "H.

1€ v1.4 Z BIRY AR A R

MRERBEHE VIAX ZHIEBBHRL R , FHREE  RRRERIMRAE :

1. BREEXAHENERT R, FEHRERLZERRT R,
2. MBRMHER, FRRTEHERT =,

(® Note

MREBER v1.21 FEEREAFARE v1.3.0 REFHRAE , FiEREEBH Orchestrator
Log Group %% No. MRBEEHZHE v1.3.0 REFMA , BALlYes BB ERE ,
1138 15 ] 3 SR R B 5 8% Orchestrator Step Functions Y4B [E B #6848 .

1€ v1.4 FEHARASF#%

MRERE V14X ARk , BEFAMAMED StackSets , WRFAR :

1. EHARIFHE AR EFH Security Hub BEIEERF S,
2. TBEMEIRF R , EMRMEARNFA,
. TEMMENAEREPNEEKEIRSD , REFTNELENKEHE,

& v1.4 Z BB AR A FH AR 84


https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/enable-fully-automated-remediations.html
https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/enable-fully-automated-remediations.html
https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/deployment.html
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-admin.template

AWS EHEE{tZ2MEE

& v2.0.x Ak

HiEEE

MREBER v2.0.x A4k, BAERE v2.1.2 REFMRA, EFHZE v2.1.0 - v2.1.1 7 CloudFormation
A KB

#€ v2.1.4 RE PR

MRIERNE v2.1.4 RERREA R , BLELABRE v2.3.0, TEARESR v2.3.0 WEMIKRE, &
B, HEEHRERERY. HE  EUUMBREEMMERRSRNEE  MARYITHBER.

# v2.0.x FHR 85
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5 S HE AR

EAEEFRIRHEREAMERNIE R, MRELIETELMBREHEE , BB AWS Support 12t
AR 7 2B AWS Support EHIRIEREA,

ﬁg/kjﬂ_ﬁ H 70}

FEUERBRLSRNYEDEHES  F2RITENELASE,

WERR T REHETE AWS Systems Manager T#1THIEE Runbook W |, I A&4E R & E AWS
Security Hub B ERF H500111-ASRHI CloudWatch Logs ##l. SEZRFHESXE —ESER.

Orchestrator Step Functions €# i G & BRE#EC#E] AWS Security Hub EE SRS FH S00111-
ASR-Orchestrator CloudWatch Logs &#H. It BFEREZKMRE , AI5C# Step Functions BE# 1T
ERE M ARREE R, =18 Step Functions #{TE0E —E B 587,

1@ B 55 EE 2 A AWS KMS Customer-Manager £ (CMK) #1713,

THSEEMEFFER S00111-ASRAGFFFE. FAL ALK AWS Systems Manager Automation
F# A, Automation Executions B35, Step Function £ A M Lambda B iR H#H HERERIRE,

MREERY , BEUUTABTNALKELEHD BEFMS00111-ASRHAVZREE, #2HIEMN B H, 5
un : CIS-2.9-2021-08-12

ERROR: a4cbb9bb-24cc-492b-a30f-1123b407a6253: Remediation failed for CIS control
2.9 in account 123412341234: See Automation Execution output for details (AwsEc2Vpc
vpc-0e92bbe911cf@8ach)

THASEMEMEFMER., HEHEKB ASR Runbook , BEARETLEENZREE, Hli0 : ASR-
CIS_1.2.0. 29

Step fails when it is Execution complete: verified. Failed to run automation with
executionId: eecdef79-9111-4532-921a3-e098549f5259 Failed :

{Status=[Failed], Output=[No output available yet because the step is not successfully
executed], ExecutionId=[eecdef79-9111-4532-921a-e098549f5259]}. Please refer to
Automation Service Troubleshooting Guide for more diagnosis details.

WEASERLAY  FRFAPRERERFHIETHN FEEL, EERMBYBILEE  EXEEAK
ERFHHAWS EBFIES (RLEARFAL ) , 511 AWS Systems Manager , EEZE8)1t , ¥RE
1T ID W BFH Heecdef79-9111-4532-921a-e098549f525,
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E AR BEERTT R

o FERE : RRFRPBLE , WHFR Amazon CloudWatch FE BTN ER,

RRF R : ME CloudFormation ER/EHERFPIEH AFHEACFENERAR, ASR HBHX
ARHEEFRAREN BB, BREEEMEEFER,

- B : BRTRELE EventBridge A EE T F M EAR B P ASHERETEE
FRRF R B EEE] EventBridge REIMWELEE , WEHEBEFMEBE., LA LTE Security Hub

hEAEABRAERTH SC FREHNEHRFFAERR. EXBAAZENFM , RFEREM
EventBridge # BIEL &R , LB REERE R

- B RER-RF PN SEEEP T Security Hub, RBEEZEEH P EBF LRSS =,

fRIRF 2R - 2B Security Hub EESMHRIMNIRF N BEFPHEEES#HE, £CRE Security Hub
RENSERFMEFHPLEREER, £ Security Hub FRIAREM,

- R9%E : #E% , SO0111-ASR-Orchestrator FEHS B Bt XA ARRE L B | H3R 502 88
2 : TLambda FEMFRESY , BB KMS FEUEIE, BREREMN KMS £85%E, KMS
BISAAR R © UnrecognizedClientExceptionKMS F 5. : B RFEENLLFZFEN. (R .
AWSLambda ; #REERE : 502 ; $E52%5 : KMSAccessDeniedException ; 3R ID : ... ™"

FRRFE  HMTIBE R , MERARRBEN 10 D&, RBBENATFE , FRBRXERER
GitHub R,

- BIE  RERBERERE , ERBEEEMER.

BREE  RERELERNES , TRREENER,. ERNEESBEBTEIEEHEE. Bal,
MPERZEEBEIUANEE , AIRLIEZERAERARGEGEERE, QEBRSRAFE. £ £#A
AR CloudWatch Logs. &3 SO0111-ASR CloudWatch Logs &#H. HEFEE , LABRRIEE
M ERR, BERNEAERRT-HEBEEENAFER. FEXSEBERBRIMER. HEN—LFREE
AR METERFIRGERFZETHEA. BIRFEBE (HMAXE)  IBBFECHKE, W
REEHEABNERER , BRERFLRBMZERRE,

- B%E : BFAA181E% , Security Hub A hAVARRE I REH,

fRRAR - Security Hub R ATEEBHEN., EFEBEER MR, BEBENREEEN., BE
BEAREEE SRR ANERABB, AEAR2RHEM REEIEZE AWS Security Hub B
EHXERELMN , HlIn AWS Config. EFFTAR A 2N RFEEBUARER R, WRSEEEHAE
#,FZELRN TREHSERESE , BRERE, .

EHBERRG R 87
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- B HRAFNSERBERE B IHFRES KB - FEIY AssumeRole BRERFRE £ SR

(AccessDenied),

BRFR  REBEAEARLZEE ASR EEEREERERENKERFEP, BEXEHXNITZR
B,

- B : Config.1 Runbook k8 , R AR #HKIFIA R EE EFE,
RRAR . FHREERN AWS Config 5%7E , AHE{R Config EIEFRE. EXLEERT , B&LE
EHEEEEREBH AWS Config 5% E.

- %8 : {EEMRI , BEEAL "No output available yet because the step is not
successfully executed."

FRARAR  ERMRAFHNEANEE , HPHLEEE Runbook TEELEE, £ Runbook #%1E
BRY , WEMRRS RELEEREHAR,

- BE  BRARABMAEEMRIER
BRAFR  BMEHESRAEESESHBERNERRENHE  MARERAL. EXRERE
REMERTHEDE . NREEEHE  FHRIEER,

- B BRRETBEERLMN v1.3.0 HBKXH,
FAFR  BREEBESHATRESERRBITBDERLR. EREET —ERAHBEN S HMREE.
MRBEEERER :
a. A AWS Security Hub BB X 24,
b. EEEBIIRFH , BIFERE,

EMBTEBERSIER

. FEIMERER ASR 5EHIER,
e. BIXMIRHER,

- B ENMHEEESHER  SREHE LXMAssumeRole,

o

o

BRER  ENNEEEEHBEIHERSIRFHTEEEACENBIRFTIREACCEHNEEE
o BULAEFMBERERFHENMEXNEACHD,

- FEAEE : CIS 3.x 81EEBiB 24 /NEEPASSEDE AT T

BRAR: MREERERFHEE S00111-ASR_LocalAlarmNotification SNS ERERET
B, ERERNER,

EHBERRG R 88


https://console.aws.amazon.com/securityhub/home

AWS Lt BBt 2Bl HiEERA
BEZENEE

SetSSLBucketPolicy & AccessDenied #5531 %k B

TEEEEAAY I &ITE - AWS FSBP 1.0.0 S3.5 ik, PCI3.2.1 PCI.S35 k%, CIS1.4.02.1.2 fkR. SC2.0.0
S3.5 kR

B : SetSSLBucketPolicy k8 , i3 AccessDenied #8538 :

P04 PutBucketPolicy & /EEF2% 4 $532 (AccessDenied) : FEUEIE
NREMAREITENSEARFIGE , SEANERTIREE  HPI3 AT RFRHERR
X, BEREAN. EBRETSHERRINREFIRER , ARMAZRRETBROLAEFIE
B8, BN ALERMAREE,

1818 ConfigureS3BucketPublicAccessBlock ( FHEF#=HI1E : AWS FSBP v1.0.0 S3.2, PCl v3.2.1
PCI.S3.2, CISv1.4.02.1.5.2, SCv2.0.0 S3.2) th Al LU REFIRERLRE K RBCETEEHE
FRHERNBERTRELAEFNEREE,
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Security Hub FHIIRF BB FAERE RREERE .
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- FETERRIRFIEZRZHFHERIR , FVLSELRFRESE , UBHEFEELINEEES
HEBHMEEEESRSNESE,
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. EIEEME DA O BB BES MES S ER$IE Runbook BB SIEREIEH (ERAT
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- EESHE MM EventBridge RAIRMB£BBIEE , ELRARHEESHBHURFEENE
RARERSGIR, ELEMBEINEERKRF.

- RTEY , BAEZBREEEEINEEIRF P — BB RE, WRERHRO AWS FSBP M CIS
1.2.0 iy , FREMESERETHERNBINEERSIKRF , Y EMERRKEHBIEIZEX SR
FMES.

ESEEARREHERRIF T WLES Runbook :

- EEEMEBREHERSEZENKEHBEREREIRE MEEF EBEEFE Runbook A3 |18
BE&E (BEBBEFTEESR2 BE) EventBridge Al ) .

- BEHSEEERAMLESEETERSMENES  EENSEEREBREEEBBHEFE
Runbook FZ2 8, ASiE&EIIEN SEEREAE "NOT Available" , LAEUEZR B %118 Runbook.
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RREME RS

"severity": "INFOQO",

"message": "00000000-0000-0000-0000-000000000000: Remediation queued for SC control

RDS.13 in account 111111111111",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",

"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
}
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"severity": "INFO",

"message": "00000000-0000-0000-0000-000000000000: Remediation succeeded for SC
control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",

"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
}

EEERME

"severity": "ERROR",

"message": "00000000-0000-0000-0000-000000000000: Remediation failed for SC

control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",

"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
}
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BRI FBHBEHE  FEAREMEENFMER  UEARFTHNBHERLRLEME CDK ZBRE

12, REREN THEREME.

(® Note

UTHETEFNABRARZENERBALEE., RIBES K KZEBMRHFRERZRBIAIE
ASR #/=% SO0111 , LAMEREZHR BB B,

FEBTFERESS

AWS Runbook EH BEI{t X+ EIELBEBRETIEESR

ASR-<standard>-<version>-<control>

B Z2BRENER. EXLANSE ASR XENEE, BH4ER "CIS, |

NIST., 5 "SC, 2—»

MR - BERNRE, BEi  ELENE ASR XENMRANBER REB PR,

EHIE - BEEEHIRNERIE ID, EXANESHERRER,

1. EREWRFEFEI Runbook ( #ITFM) .

"TAFSBP, .

"PCl, .

BRI
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AWS ) B Bt R 2 EIFE Gt
2. EEERFPHEYL IAM A1 (IAM),
3. (ER ) *EEAKRFHPEVYBABEERAL

SR1.EKERF (%) FEIL Runbook

1. A AWS Systems Manager = & WESREBEEE JSON HI &4,

2. BN WEERBEBEN BB Runbook, HHEHERREIFERD , EHASR-XHRSIBEBRTHEMX
BRI

3. EEEIRF K AWS Step Functions #&# 1T/ Runbook. &H Runbook A HIEESHAR , I
BEFE 1Y Runbook B ESE,

FR2 ERERFHEY IAM BE (IAM)

1. B A AWS Identity and Access Management £ &,

2. #£ 1AM SO0111 AElMBEHS K IEBIFNAR, AEZBAEL SO0111-
Remediate-<standard>-<version>-<control> Bi38, flan , JAR 18 CIS v1.2.0 2%l 5.6 , 8l
AEMNEAES SO00111-Remediate-CIS-1.2.0-5.6,

3. A &l BEUBEHENAE , AAFLER API RIUHITIEE,

LR, BB EERRERPMRE , TTH# AWS Security Hub H#) ASR BETBIEE BIEE.
SER3: (B ) rEEBRFHEYEBEERA

B8 (3 "BEL. ) EER AWS Security Hub REIFRERZR B M EIMITIEE, FEALRIT A ,
FHEE BERR.

4

1. #2438 CloudWatch Events iR Z £ ZENEHIFR A, RANGTREES

standard_control_*AutoTrigger*,
2. REEANEMIEREMAEN,
3. 8% GeneratorIdELARFEMREEBE JSON GeneratorIdHH .
4. RELRARA,
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CDK TiFizsi &

2 , ASR REFEFTHN TIERSSEUAINE, HFLEHF , ElastiCache.2 HFIEHEREE SC
M AFSBP Ff.

(® Note

FIEFISEEERIEE SC FM , RATESH ASR PR ANAFIEBH. MRERITED
E—HEBEENFM (a0 AFSBP) , BIBRT SC FMzh , BT : (1) EBEHmEER
HIBFM (s) , = (2) &S 1B Z Y FE Security Hub Standard H EENFEFM. BEFER
B {EEEREEEM,

FELLE B |, ElastiCache.2 @ &£ T 5l Security Hub X+

- AFSBP

« NIST.800-53.r5 SI-2

« NIST.800-53.r5 SI-2(2)
« NIST.800-53.r5 SI-2(4)
« NIST.800-53.r5 SI-2(5)
- PCIDSS 4.0.1/6.3.3 ki

HA ASR TR R 2 E1E AFSBP 1 NIST.800-53 K9 F M , HUELERT SC 24 , BRIt S Eig
EELLFM,

Modify (5 )

+ source/lib/remediation-runbook-stack.ts

- source/playbooks/AFSBP/lib/ [standard name] _remediations.ts

* source/playbooks/NIST80053/lib/control_runbooks-construct.ts

- source/playbooks/NIST80053/lib/ [standard name] _remediations.ts
* source/playbooks/SC/lib/control_runbooks-construct.ts

+ source/playbooks/SC/lib/sc_remediations.ts

source/test/regex_registry.ts
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Add

+ source/playbooks/SC/ssmdocs/SC_ElastiCache.2.ts
 source/playbooks/SC/ssmdocs/descriptions/ElastiCache.2.md

 source/remediation_runbooks/EnableElastiCacheVersionUpgrades.yaml

® Note
% Runbook ERMERBAUREMFH , ARCRMENHAREE — 3,

 source/playbooks/NIST80053/ssmdocs/NIST80053_ElastiCache.2.ts
« source/playbooks/AFSBP/ssmdocs/AFSBP_ElastiCache.2.yaml

LR

1. B3 1818 Runbook,

2. 217 Control Runbook,

3. #%1@ Control Runbook E& Playbook &,
4. BIAEE 1AM AEHNESEE Runbook

5. EMEMAIER

S 1 B151E Runbook

ERARBESERN SSM X4, ©H4EAE AutomationAssumeRole 28 | EREEHITIEEN
AR IAM B, EIFIEE Runbook B , FRRIEEMN ERsource/remediation_runbooks/
EnableElastiCacheVersionUpgrades.yamlfiB &%,

FRE 8 Runbook #FEFTIEE source/remediation_runbooks/B .
FSER 2 : B2 %] Runbook

2%l Runbook 2 FM45ER Runbook , AIIEEMNZEIIMAELERER , WHITEHENIEE
Runbook. HAREFIE & ElastiCache.2 {E1E T8 E SC. AFSBP # NIST80053 F , Kt KM% A
ABEFMEBELFTNEFHHTFM, RAEBRITIER
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+ source/playbooks/SC/ssmdocs/SC_ElastiCache.2.ts
« source/playbooks/NIST80053/ssmdocs/NIST80053_ElastiCache.2.ts
« source/playbooks/AFSBP/ssmdocs/AFSBP_ElastiCache.2.yaml

Example

EERRNGEEREE , ASEBREER <PLAYBOOK_NAME>_<CONTROL.ID>.ts/yaml

ASR R FELEF M TypeScript # /9 laC 2% Runbook , MEAF ML EREE YAML #8, 2
ZEBFMPNBREEHBAES ., THEHF  BRABNHEFER 1aC B SC Fit.

£ SC FMh , BHYH#2%|E Runbook FEE HiEE ControlRunbookDocument It & &1518
Runbook BRI, FEEFLUUTEYH :

export class EnableElastiCacheVersionUpgrades extends ControlRunbookDocument {
constructor(scope: Construct, id: string, props: ControlRunbookProps) {
super(scope, id, {
...props,
securityControlId: 'ElastiCache.2',
remediationName: 'EnableElastiCacheVersionUpgrades',
scope: RemediationScope.REGIONAL,
resourceIdRegex: <Regex>,
resourceIdName: 'ClusterId’,
updateDescription: new StringFormat('Automatic minor version upgrades enabled for
cluster %s.', [
StringVariable.of( Parselnput.ClusterId’),
D),
1)
}
}

« securityControlld RE#IBZEEMIEHIIE ID , BATE Security Hub B & GHE G ERR H
E&E,

« remediationName R %1 Runbook EEN L,

- scope RERESENERER  EHEREEREHERBEREF,

 resourceldRegex R ARMBEZEMASHEEZ 1S Runbook Z &R ID HJ regex. {EFERREN
— @& , FTE B AREEETN, MRECEEEERME ARN , FE LB,

« resourceldName R EAMFH HEWER ID SR EMN B MBresourceldRegex , EEEREE
Runbook FHYEIR ID SEEBER.
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 updateDescription BREFLEEMBMAINE , FEIRIE Security Hub HRBERZRMN THEE, BB
FH,

B NEEHES WiBcreateControlRunbook , ZHEBEELEERINHEITERE, HR
ElastiCache.2, 01 N FAR :

export function createControlRunbook(scope: Construct, id: string, props:
PlaybookProps): ControlRunbookDocument {
return new EnableElastiCacheVersionUpgrades(scope, id, { ...props, controlld:
'ElastiCache.2' });

}

HA controlld REMEEHERFEN FREABBNZ2EEFERNET ID.

MR Security Hub #2418 EH B EEEZ 1518 Runbook B E , B LUEBSEBHIBE TH A ER
BRIELSH : - getExtraSteps : & Security Hub Rt HIBEENSES B ERTER

® Note
3B Security Hub B ESH# XL RIEETFER

- getInputParamsStepOutput : EZ#%H Runbook #J GetinputParams 5 BB i

- S{E&@HEE name, outputTypefl selector, selector R RgetExtraSteps HEZBEH
55 F B9 ME [EE 1 88,

 getRemediationParams : EHEEZ £ Runbook BB & , % GetinputParams % BR# H #8
'8

EERGES , BFEEE source/playbooks/SC/ssmdocs/SC_DynamoDB.1.ts X,

HEE 3 : #5EE#E%] Runbook B2 Playbook &

HREL—ESBRPEIINSEES1E Runbook , BBEEXEKEEHPEBMEFFMINERIZRE
EEE, FEMEBEESE Runbook BILA T FER,

/A Important
MREEAFRER YAML MIE typescript laC 2372 #%38 Runbook , s&8kEI T — &,

CDK I{EmEstE 162



AWS FHBEE{LRZEEE HEEE

f£/<playbook_name>/control_runbooks-construct.tsfEAEHE I IE 4] Runbook &R
o, WTAR :

import * as elasticache_2 from '../ssmdocs/SC_ElastiCache.2';

#®E B Ay 3

const controlRunbooksRecord: Record<string, any>

WA EIRFIE ID ( FMSE ) HWHFBEBFBEMLRE I createControlRunbook I 5%

'ElastiCache.2': elasticache_2.createControlRunbook,

HKFMISENEZEEE ID FI8E AIEEEBE , <playbook_name>\_remediations.tsfITFT
N

{ control: 'ElastiCache.2', versionAdded: '2.3.0' },

versionAdded B EZ R BERFT RWEFRA, MRIFIGEEEREARKR/DRSE , FFigH
versionAdded, A URE FEEFMREHEF I SNIEHE Esolution_env.sh,

SER 4 BIAIEHE 1AM B ESE4 Runbook

SEEHHBEECH IAM A6 | EEH1TE4 Runbook FTER BRTFFR . A , EERAH
RunbookFactory.createRemediationRunbook’si% , FREASEIES R 1 PRI MIEE Runbook
8 Z R 5 EM CloudFormation AN,

£ Aremediation-runook-stack.ts , H{E{&%EE RemediationRunbookStack$EBIHEEH
CHERBER, THERNEERFE RS ElastiCache.2 1S#E MM IAM A FE# Runbook

AN
(=

Y EREEEEEEEEEEES
// EnableElastiCacheVersionUpgrades
//
{
const remediationName = 'EnableElastiCacheVersionUpgrades'; // should match the

name of your remediation runbook
const inlinePolicy = new Policy(props.roleStack, “ASR-Remediation-Policy-
${remediationName} );
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const remediationPolicy = new PolicyStatement();
remediationPolicy.addActions('elasticache:ModifyCacheCluster');
remediationPolicy.effect = Effect.ALLOW;
remediationPolicy.addResources( ‘arn:${this.partition}:elasticache:*:
${this.account}:cluster:*");
inlinePolicy.addStatements(remediationPolicy);

new SsmRole(props.roleStack, 'RemediationRole ' + remediationName, { // creates
the remediation IAM role
solutionId: props.solutionlId,
ssmDocName: remediationName,
remediationPolicy: inlinePolicy,
remediationRoleName: ‘${remediationRoleNameBase}${remediationName}",

1)

RunbookFactory.createRemediationRunbook(this, 'ASR ' + remediationName, { // adds

the remediation runbook to the solution's cloudformation templates

ssmDocName: remediationName,

ssmDocPath: ssmdocs,

ssmDocFileName: ‘${remediationName}.yaml’,

scriptPath: “${ssmdocs}/scripts’,

solutionVersion: props.solutionVersion,

solutionDistBucket: props.solutionDistBucket,

solutionId: props.solutionlId,

namespace: namespace,

1)

SRS ENREMARE
ERZREEFTEFTNERHRERTLBTETAH.

Bt , BUABEMFARAIRER (HARHE ) FEE source/test/regex_registry.ts
BER, EREWHERSE Runbook PEEMNEEFHRAREZEREBHHTRE. U
addElastiCacheClusterTestCasesEHE A& 5] , ARAIE ElastiCache &8 F £ F Y 37 B R iZE
No

K&, BRFEEMSEHEENRER. RBEZRAIZEFH CloudFormation #AEE , ARIEHYE ASR
ERRErA B E, ST deployment B ##T TS REMELRBER

./run-unit-tests.sh update
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BEZCEREHBFNEMH | EEZTTENEZENDZER , UNSEAFTEERZENTBERGT R
B e o

118 F i

& GitHub EZE T AWS SRS RFM LW BB LR ERMERE RARTE,

AWS CloudFormation BEJR 2 AWS CDK THEY , MERSESFMEALRERE , A AREINER
EFNFM, UEREERNETFMANFMEERN , 528 GitHub 8 README.md &2,

AWS Systems Manager 2 EFH 2

AWS L BBt Z £ EES A AWS Systems Manager 2R ZRERFBFREER. THBEEE
RESEFHRES

7 =] £
/Solutions/S00111/ AR FSBP £EERH EBERETNREFESR ,
CMK_REMEDIATION_ARN AWS KMS &8 f5lan CloudTrail B
/Solutions/S00111/ ASR ARINZE R AWS fRR T RERH =
CMK_ARN KMS €8

/Solutions/S00111/ fRRITEM Amazon SNS =88 {SHSEHMEH
SNS_Topic_ARN ARN

/Solutions/S00111/ AWS Config E##) SNS £f&  Config.1 1618

SNS_Topic_Config.1

/Solutions/S00111/ R RTT RARA

version

/Solutions/ enabled BHEERREMRAFTRTER
S00111/<security RIERAFARRE, EAT LG I
standard long BESFE L UERAEHEE
name>/<version> /status disabled

/Solutions/ String ZEEENTEERE,
S00111/<security fn : CIS. AFSBP, PCI
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HiEEE

=1

standard long name>/

shortname

/Solutions/
S00111/<security
standard long
name>/<version>
/[<control> /remap

/ASR/Filters/Accou
ntFilterMode

/ASR/Filters/Accou
ntFilters

/ASR/Filters/0OUFil
terMode

/ASR/Filters/OUFil
ters

/ASR/Filters/TagFi
lterMode

/ASR/Filters/TagFi
lters

Amazon SNS FRE

String

aE. HREER

AWS 1R IDs #YESR 7 FRAE

2. BEREEA

LLESR o RV A EE ID BE

aE. HREER

EREBRSRMOVERDRE

- B EEE

£ H

E—EEREERES —EE
HEMARNEER , ELES2H
2 e A E RS

#HTE BBLEERNIRS ID
ERTA

R RIEEHZE B BLIEER
AWS & IDs B E,

B+ BB IEENEBEN
(OUs) BRZ{T 5

AR REEEBBLIEERN
OUs 5§$o

ZHxTe BB LEENERE
BENRITA

R RIEEHZE B BLIEER
ERERETRFE,

AWS LW BBt L2 B EEE T Amazon SNS £ SO0111-ASR_Topic. AFXBERAARMERISE
HEENEHR., UTE2EXS I FEN=ErTse@EH,

Remediation queued for [.replaceable] <standard>"

in account [.replaceable] <account_ID>"

control [.replaceable] <control_ID>"

Amazon SNS £ - (§1E#E
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Remediation failed for [.replaceable] <standard>" control [.replaceable] <control_ID>"
in account [.replaceable] <account_ID>"

[.replaceable] <control_ID>" remediation was successfully invoke via AWS Systems
Manager in account [.replaceable] <account_ID>"

ERTHAR. ERTEEETK , REHER ; , BRI IEERN&KRER AWS Config & M/
FERE,

B512 SNS FEEFTR

Amazon SNS 5T B EFZ R4 BUR -

1. BEFE SNS TEMETER.

2. ERTEEBBRFREBRT |, BW "wE .

3. BF TRTEIEMBARMEGR, WU TRTRIERBRMRABUR L BRI BRE R
4. EBH "RAEAN. #E,

5. B BUERFEE JSON fREE=R.

6. MEFEE,

EHIBUR -
MR 5 BFiE

{

"finding": {
"account": [
"11111111111211°",

222222222222"
]
}
i
{
"severity": ["ERROR"]
}
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R 42 1| TR B

{

"finding": {

"standard_control": ["S3.9","S3.6"]
}

}

Amazon SNS =/ - CloudWatch &/

IR A REE Y Amazon SNS & S00111-ASR_Alarm_Topic., WEEARBHERETR,

FMEA ALARM REN B RFAEFBSEEE L THE,

£ Config FAE4#E £ LRUE) Runbook

R 5 R A AR IR B T AWS Config FAERREME Runbook, HEEHRM , BFEE :

1. SREEBEN AWS Config S BIE T, ERLAE AWS Config 2 Security Hub &Lt BIE 4R
EFERPIKE,

2. EEZE AWS Systems Manager ZE8EHE , REZBEEIS S,

3. RAIMWETERES /Solutions/S00111/ [.replaceable] Rule name from Step 1

4. ERRXEZWT :

{

"RunbookName" :"Name of SSM runbook",

"RunbookRole": "Role that Orchestrator will assume"

}

1. RunbookName 24 EWH , &2 IEE It Config 5 RIBF#11TH Runbook., RunbookRole 217
BEFATHACEERINAR, EXTRSERN , MREXL , HIHASSERAEAREFNRES
&,

2. RETARE , WA LEA Security Hub E# "Remediate with ASR, B FTEIERIEE Config #2
Al
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Web Ul

BRR T ERH Web Ul R 5F & — 81518 AWS Security Hub FAERE R, MEN TRBENEE , UKk
TRE R RVFEL

Web Ul FEEFERHBRFR ; RE , BUUREZTLEBHCNEHE  UBEFBHHTHER , IFAH
AWS Security Hub CSPM 1% & {#  Remediate with ASR BT EMERENME#.

(® Note
EBE Admin HEBEF | B4 EH ShouldDeployWebUI S8R ES "R, , THEEABRER
# Web Ul,
EERAR

BRI RE Web FERE T HERH Amazon S3 5EE , I H Amazon CloudFront % 288 — B H Web
ERRER., BRARtEFEH AP|I Gateway 38 REST APl , BLX#E Web Ul Y24,

8] Admin HBEF |, f#R5RM Lambda REERHBEM Admin IREPFENBRERZENAE
AWS Security Hub FAZE## R & A DynamoDB, R % , Web Ul HERMNAEREREHE Security Hub
REFEFERRES  EERWRERARIEEN EventBridge R 8l

BiBRE ARG RN Lambda BB , AEHEEFHE Web Ul PEERH AWS Security

Hub FAZE# RH DynamoDB Bk, EHRFRERBENER , 3t HIEKMA DynamoDB ER

TR Fup-to-datedR e, MREBESNHEREFERATREEMERL , FHEKS00111-ASR-
SynchronizationFindingsLambdaWeeklyRulefU A B HE R AR EREFHFEEERFF A
% B EventBridge # 8l
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EZ1E Web Ul F#11T181E

aws o
= °
Automated Security < Home > Findings
Response on AWS _— .
Findings to Remediate (50+) @ Actions 3
View Security Hub findings across all member accounts that are supported for in Security Response on AWS.
Remediate | @ search Findings o)
Findings @ Show suppressed findings
Execution Histo
i (| Finding Type Finding Title Remediation Resource Type Severi Security Hub v | finding
- '9 Typ 9 Status P! ty Updated Time Link
Access Control . ity- Oct 23, 2025, 10:19 AM Security
0 SorolDynamoppss  DYnamoDB tables shouid be tagged @ Not Started AwsDynamoDbTable Low oot Hb D2
Invite Users
 securty- Oct 23, 2025, 10:19 AM Security
View Users SonrolDynamopp,5  DYnamoDB tables shouid be tagged @ Not Started AwsDynamoDbTable Low oor T
 securty- Oct 23, 2025, 10:19 AM Security
DynamoDB tables should be tagged Not Started AwsDynamoDbTabl Low
Documentation [2 O control/DynamoDB.5 ynamoDB tables should be tagge @ Not Starte wsDynamoDbTable EDT Hub [
security- VPC default security groups should not Oct 23, 2025, 10:19 AM Security
) Not Started AwsEc2SecurityG HiGH Securty
~ controlEC2.2 allow inbound or outbound traffic O Not Starte WeEczSecurityGroup EDT Hub [
) security- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
) Not Started AwsS3Bucket Low
— control/S3.13 Lifecycle © Not Starte WweS3Bucket o EDT Hub [2
security- 3 general should have Oct 23, 2025, 10:18 AM Security
) Not Started Ay 3Bucket Low
' control/$3.13 Lifecycle © Not Starta WsS3Bucke © EDT Hub [2
— security- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
Not Started
control/S3.13 Lifecycle configurations O Not Starte AwsS3Bucket Low EDT Hub [2
. securty- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
control/S3.13 Lifecycle configurations O Not Started AwsS3Bucket Low EDT Hub [2
~ security- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
Not Started AwsS3Bucket Low
control/$3.13 Lifecycle configurations O Not Starte weSIBucket EDT Hub [2
 securty- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
Not Started AwsS3Bucket Low
~ control/s3.13 Lifecycle configurations © Not Starte i EDT Hub [2

EEREFEEE L  EEEYZEMREESFEAETURGHALTREZIENAA AWS Security Hub &
BEIETEE. EBEMEA Security Hub EEWRF MIAK Security Hub NEIRFHFAERZR. 1R
BRFROUFBEEEEGY , IESETEANMABRSINBEETE, EEREBAARIENAE
RBRBE  FESE T

Account Operator fEf & REEMRIRE AWS IRFHWWREIEFE , MY AWS iIRFEREZE , WiEEE
PRTESR. bk, i Reesr BB 2R F PN ERBITIERE,

BEHTEE  FENENRPEEHENRR  RARE-TBF > BE, EHAlE-TEFE>R
BAREREBEEE  EERARBATRBENNBERE, SUUERE-TERERNEESFE
mRmRRRNEEEE.

—BIERRIEEMEEE , U LEISES In Progress 5 Failed BiZ—TISEER , LUEH
TRELEHERN L EEETXIEE.

EER A REERENEE

EEBERENTELCHEE L , KT MRESEMENENRPEHENEAERRRGZERRFET
&R,

Bl EEEFEEEL , ZUUR-TESIVENBEEFELE K GREAEFEFIUESSESR
BB AWS Security Hub FIREEEE ( 5130 Lambda.1 = Athena.4).
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HiEEE

® Note

EESIHEBEANEFTRRTAENNTREE, SERSFRENEREENCRE EE

IWERE Ul FRVEH.

BUALEE-BEPESZERY. fim SN ERSPEREABEFEREMNERID, MU
YTEEBANDE R, LA, BAUERAZEMARNEERERUTEEORES |, fINBEFTERE -

Lambda.1 FEREFE

Web Ul Y & 77 B 58 M X8

R 7T IR Web Ul ZZ| Amazon Cognito 12t & o EaERE. MEMAARE , REFHEE Web
Ul #iEZFEZE Cognito fEAELKE. Cognito BARIAFixM Cognito EAEXEERT. WA
Admin #BSHRENETFBHF U SEEREREAER , YR TFEESH Web Ul HFEE,

BR-EFTUEBEAEREAEH Web Ul BIfFEL :

AT EE

EBEES

RFIEHE T

FEUE &

£ Web Ul RE£ 24 ; AT
BEFMEBEFTENBE,. ¥
TSR , UARBE/RRE
AERE,

Web Ul YRR A& ; 7T AR
BB RERENEE., BT

ISR , URBHBRRIIRS
BEBFERE., BEE Web Ul
PREIRREEENEZRE

BE,

Web Ul FEVERRIES] ; BREIE
R EEE AR IRSE F
BANESERBEE, 853
EOEREMERE,

$H = Athena.4. HEMNRABRARAITELICHEEMR

(IEESE]

REAEMFEAZE CloudForm
ation FPEHBRUHA S FBH4
kb, TEHEERGEHE
EHEMBHNFERE,

EEEHERAEUBEERE
EEHERAERZREBRA R
R FEE | IR TNE
BEMEH,

EERERFIEUEEMNA
W&k P F R R HITIEE R Day-to-
dayfEf &, EEEHNEREE
EEEHFELEAELESR
HEiE,

Web Ul FEY & 5 Br e M 2
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FEERERLARERESRNEMEERSEF , TREA Web Ul, EEBFHMERE K EEERE
REE S A LE Web Ul WBFFEEAERE LWARLE FEA LU NFF T ER.

EEENMEREESLAURE, EENMRRENERE, eEEEMEEAENEE  FEEER
BREAERME,

AREERAEAE K FREMRTENERE K ARBR-TEEERAE. AR, BUUER—TRBERE
RERBERERE, MRAEAERIKRFERE T , EUNERRTZNATPE LI B EFIN AWS
&5 IDs FE, BRI AXERERAEAENFTUIEE,

BIE  EREEERARENEEESRESERE.,
B\ IdPsE S

BHLLERTBRAREHN G p BB  UAKFEAEFEREZECH OIDC = SAML B iRHEE
A, f5l#0 Okta =% Microsoft Entra ID, EAAE IIPsEEM T3 FBEEFIEZE Admin HEH AWS
RE,

/A Important

EEALRERERBRG RNEMIAL 1P BAZE , MXEBFERAE. A EEEH
IdP REEKE FE it XA EBFE T RUNEF B4

FR1-HKHBRIFENEAEERE
£ Amazon Cognito 3 A | HE|& B SO0111-ASR-UserPool R A REAEERE,

B—TERETHEBEEANFERAEEERE SO0111-ASR-UserPool, B8 , REBE | fIBE ML
ERLFETS

SR2-FRENF I RHEE

EHXMNBHERERL  BR—TALANFES S RHUEZRE,
RIZEN & 2 RMHFEH OIDC 5 SAML.

BEERHEREE  RRESRTSEHASSREENHEBENA.

A SAML HIETSIER T SR
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1. RHEER  REENZLER

IdP #2458 #Y SAML & A : i#Hl Require SP-initiated SAML assertions - Recommended
R E R X RR ;- iBE Upload metadata document

PEER X . £1E IdP REM SAML REER X,

£ SAML HERNERAEEECBNRNBMHT , Z—THES —EEYE. stEERAEEERE
B, email R TR BFEPIZEE ., $H% SAML Bt , A SAML S0 RMERERER
EEFEHHHUNEMESLE, Sl http://schemas.xmlsoap.org/ws/2005/05/

identity/claims/emailaddress °

6. B—THBETRB{EUARBEFEE.

o b~ DN

IH5% OIDC RHEEN T I

1. RHEER  BRUHENSEEE

A FE4 ID : 8 A OpenlD Connect &2t ERHEMNWAF i ID.

A E %% : WA OpenlD Connect &2 12 HERHEN A FiRHE,
FEEE : @A openid profile email

BMFERAZE : POSTIRIBES DR EMNERERE GET »

REFE - £ OIDC #EMEERAuto fill through issuer URLIf#AZ1T#H URL, HFE ,
FE@mAE,

7. 7 OpenlID Connect R ENFEAERE2ENRFABYLT , E—THES—EABH. sHERAE
EEEMY , emai R TR NFEDIER , #% OpenlD Connect Bt , WA OIDC &0 iREESE
BEAEEFBHUNEMHTELE, FlW email,

8. B—THEH T RUEURFRE,

o o A~ W D

/A Important
B A RemailERAEEEBMEREEERS  MEENS I REENBEEBER email,

T3-SR EHENEEMRRIT RN App Client
EEFEAEAXAFIRER , REBIZHE A SO0111-ASR-WebUI-UserPoolClient Y f F i,

B—TRARERLER K AREXEZAREERTE -THE.
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ESHREEWAS |, FRAE L —ASEIRINE HRMEE, E—T Save Changes (REEE),
TBA-RELNEDIREE

EEATEN S RUEBEBRARENEQEZFHREEN Web Ul , BNUET IdP HER RFFSIEH TS
URLs,

RIBENHEFEE  AFFIETIIEHP—EZHF URLs :

1. SAML EIF¥ URL : https : //so0111-asr-<your-aws-account-id>.auth.<aws-
region>.amazoncognito.com/saml2/idpresponse

2. OIDC [EF URL : https : //so0111-asr-<your-aws-account-id>.auth.<aws-
region>.amazoncognito.com/oauth2/idpresponse

IRIEZE <your-aws-account-id>BRABENEEESHEBH AWS tRF ID , 3% <aws-
region>BRNAZIEBEESHEBNESE,
TR 4-BBENES

EZ Web Ul BAHH, BRENEITS o RHEEETEZAERRE L,

HRARARS  BERABHE EH%%EE& EREAE, AR, BEERAZFITLLEBE—T Web Ul EA
AR EHNET BT REEETEDRE,

FUER , BE] IdP AR ERAERERBLRAERIBFETRENEEE B4l RUGFER  HES
5 & PN E 7Bt XA S

| ”'h+
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FEIEERWENZEARE, HBRERNER , UARBLARTEMEEMNEEREESHRE
o

BERE

AR RERREMERA LR S RNVRFEEREIAR AWS ( TERL ). RAIERALERREFET
fREF M ERA RS RNMEENRENER, AWS ERERZ AWS BIAERHIR,

MEAE IR

« {8 AWS Security Hub B E){t EIFEFIEE

+ CIS Amazon Web Services Foundations B2 |, 1.2.0 iR
- AWS Eft R e REBHEE

- XN FEXERZLFE (PCIDSS)

. BB NTFRZAT (NIST) SP 800-53 425745 5

=16
FHMEAS A PR -

* Mike O’Brien
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