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H B ERo

N
i}

AEEAEHRKEEFNMBE
RROSHFENRET , B
AT SR ] B SRAEE AR

ER %

AEHBARETFRBARIEE
EFEROE , AAREEHA

ER

it

ER a2 AEEARYWERETEFNER
EREER , ENEREK , A7

1ER [i§ ABEHAREREEFHNET
ERROEER , EHERK, A
EAEAULAREAASEA
BREFHEANRR.

BARENRERT D >7


https://www.facebook.com/business/help/2055875911147364
https://developers.facebook.com/docs/whatsapp/message-templates/guidelines#appeals
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AR RS mEFF D &

EHABEXB-EIRER , B
BEgEF. F—EFER=
P, B EFERNDE
T—EFESFERER,

et

Paused HEHSACRAEFEENER
EROEHRBEBNENZEZ,

EFH HRAEFEEREIAESERD
=, ASHAEER,

EFARE R EFARH o

£ WhatsApp FIEL & KR H

MREHNABELREH Meta MEARIER , BCGWE—HEFEHHY , RASHAEIIEENERER, EATL
SHHIERRIERENASHERRE PR, LT 2 Meta AJREIERARHE LN —LERERX .

- BHSBIASRHKRFT, HlW#. $H %

- BYSHEX, KERTHEF , T2 EFN,

- AEEHARTEIER WhatsApp Commerce BZEE T WhatsApps £ BRI RE,

WMEFMEF , 552 B WhatsApp Business Platform Cloud AP| 2Z i E RIEBFE K,

ERBEARNRE 28


https://www.whatsapp.com/legal/commerce-policy/
https://www.whatsapp.com/legal/business-policy/
https://developers.facebook.com/docs/whatsapp/message-templates/guidelines#common-rejection-reasons

AWS BRRERAEFERALR EREES

AWS & ERZEEALRPHVASNEHE R

=4 Bt 28X WhatsApp E4H Amazon SNS EEE 8, Amazon Connect #{TEE ., EXRBEREH
B MTEEENEREHSSEEAEAENSHENT, FRSHRER, BRNSMELHASH
BEAZFBAAAREE,

B8 WhatsApp B xRS (WABA) ATAE —{ES4- BRI, BE WhatsApp & ik F BB < B EIRAY
FIESH4EHeHIXBHENM, flan , LA R —E WhatsApp BE¥IRF  Hh I =@EEH
HEBNERERE  MARBELEFTRBNAMESHHSLEKE —ESHE N,

&

- BASHNEHENIIEE AWS BREAEEALR

- AWS S FEAEEFALRFHNARNSARN

« WhatsApp # 2k 5E

TSNS E Y FEE AWS BAEEAEERALS

ECHABAEMNE4RME , B8 WhatsApp B¥IRF (WABA) TEENFMIESHHESEEE
Amazon SNS £, EBIEE WhatsApp B IRFHBHNSRESFERIBNEH. & WABA IJLLE
— A E FEEIHEAY Amazon SNS T E&,

TERIRHF

BRiazal , REBFTETHLRIEH , FHEMEH Amazon SNS &5 Amazon Connect #{TEEE A
BENEHBE MM,

Amazon SNS X R&

« BEI Amazon SNS F&Ehttps://docs.aws.amazon.com/sns/latest/dg/sns-create-topic.html , ¥ &
Rt A,

(® Note
A% Amazon SNS FIFO *£2&,

- (A ) ZEEFEHMFER AWS KMS €828 Amazon SNS £ |, B4 AR F AWS BE B
ENRREREERALRTT,

SRR 29


https://docs.aws.amazon.com/sns/latest/dg/sns-create-topic.html
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Amazon Connect 1T {E &

« B#3 Amazon Connect #1T{E 8 https://docs.aws.amazon.com/connect/latest/adminguide/
tutorial1-set-up-your-instance.htm| 36 37 8 & 7]

HIBASNEM BRI

1. BARX AWS {Z1 https : //https://console.aws.amazon.com/social-messaging/ B S #& £ A & EAE

REEAE,

EELEIRSE , RRIEE WABA,
EEHENMERS|IER L | BIEHEB M,
EFERMEHEMN  HEERA,

ST E M ER | EE Amazon SNS = Amazon Connect

o M 0N

a. BHEREMHEEE Amazon SNS Bt , FEHEEE ARN B AR B ERE ARN, WFE IAM
BEREH , 552 B Amazon SNS EEH IAM BUR,

b. ¥ Amazon Connect

i. H5 Connect #1TERE 6 BRTHABEDREHTEE.
i. SYELEEAE  BEE:
A ZBEBREANIAM AR - RBAN IAM A TN BFEFRZEEN IAM B3R, W
E IAM BRI EIH] | 552 B Amazon Connect B IAM BUR,

B. EAIAM & ARN - #% IAM BRI ARN R AZFEHEREN IAM A€ A, WME
IAM BRI EEHI |, 552 Amazon Connect B IAM BUR,

6. 1##E Save changes (RREEE),

INZREY Amazon SNS FEBEER

BT LAERER AWS KMS £88 01338 Amazon SNS 5 |, LUEE R e M. NMRENEAREREE
AERHRER K BN EED. WEFEH AWS KMS £#811% Amazon SNS BRI FHMAE
# , 5528 (Amazon Simple Notification Service Fig A B385) PHIEUHRE AWS BRIEH N2 58
WEHRIFEZ B ES T

FEFEMEMFE N 30


https://docs.aws.amazon.com/connect/latest/adminguide/tutorial1-set-up-your-instance.html
https://docs.aws.amazon.com/connect/latest/adminguide/tutorial1-set-up-your-instance.html
https://console.aws.amazon.com/social-messaging/
https://docs.aws.amazon.com/sns/latest/dg/sns-key-management.html#compatibility-with-aws-services
https://docs.aws.amazon.com/sns/latest/dg/sns-key-management.html#compatibility-with-aws-services

AWS BRRERAEFERALR EREES

® Note
A% # Amazon SNS FIFO £8&,

WEHIBRRFER . BABRERE , SourceAccount A K SourceArnf& 4R B FRIEARBE ,
MERE AWS BREAEGEALIEEEIRF I UFR, NFEEEREARENGFHEN , F2

B (IAM EFEER) FHEBERE AR, https://docs.aws.amazon.com/IAM/latest/UserGuide/
introduction.html

BERANSEXLERHEBN. MBEKN Amazon SNS TEARXEIHE AWS KMS €48,

DEBHEMBE , LA AWS RREAEEALREA SR, FEME ( AWS Key Management
Service B ABER) PWEESRBEETNIER , BTIHFTHEERENEREEE .

"Effect": "Allow",
"Principal": {
"Service": "social-messaging.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{ACCOUNT_ID}"
.
"ArnLike": {
"aws:SourceArn": "arn:{PARTITION}:social-messaging:{REGION}:{ACCOUNT_ID}:*"
}
}

Amazon SNS FEH IAM Bk

EEERAREN IAM BERBIFTAE SR TIBRREEZEEZRA® , IUE AWS HREAEERAL
RULEEZAC, IFFBRIAEXAREERRNEST , F28 (AM E£AEERM) PHEHA
=

Amazon SNS FREH IAM BUER 31


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html

AWS BRRERAEFERALR EREES

TR IAM B8R EE, FFBRRAFEME Amazon SNS &,

ET5 IAM FFRIBERT | ET T E

« # {PARTITION} BMRABEMER AWS SR ERAEGEALHN AWS B EIE,
« # {(REGION} BUR AWS Ei5 BEMERA AWS KK FEAEEALRN .

« #& {ACCOUNT} BUX A WYE— ID AWS 1RF,

« #& {TOPIC_NAME} BRAXAASEIREA SR Amazon SNS £,

{
"Effect": "Allow",
"Principal": {
"Service": [
"social-messaging.amazonaws.com"
]
.
"Action": "sns:Publish",
"Resource": "arn:{PARTITION}:sns:{REGION}:{ACCOUNT}:{TOPIC_NAME}"
}

Amazon Connect §9 IAM B &%

MBELFLE AWS BREAEZEFALXERABREN IAM A SSNMREEIFNAE BB THBE
EEEZAG , UME AWS BRFEAEEALITUREZAC. UEFBRNAEHACREEERE
WEF , F2E (AM FREER) FREXAR. LAGHAREEEHR , URBEFERER AWS &
R AE A B EALREA Amazon Connecto

BEEVHN IAM BUER |, FBRIT T HIEME
1. KR IAM £EREERE) PREA JSON REREVBERPHNETRE MM TBXK,

- HESBS5H, FHIAM EEMNEFATEE , LA 2/ ZE Amazon Connect.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowOperationsForEventDelivery",
"Effect": "Allow",

Amazon Connect B9 IAM B 32


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
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"Action": [
"connect:SendIntegrationEvent"

]I

"Resource": "*"

"Sid": "AllowOperationsForPhoneNumberImport",

"Effect": "Allow",

"Action": [
"connect:ImportPhoneNumber",
"social-messaging:GetLinkedWhatsAppBusinessAccountPhoneNumber",
"social-messaging:TagResource"

]I

"Resource": "*"

2. EfE (AM ERERERE) PHERABIEERREYACHNET , BYFNEERE, https:/

docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-custom.html

a. HEZR49, £A IAM HENEERK,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"social-messaging.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}
]
}

b. ELXRE10% , HBELEL—ESRPEINFFABR,

Amazon Connect # IAM BUER

33


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-custom.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-custom.html

AWS BRRERAEFERALR EREES

®REIT R

ERE Amazon SNS X% |, BAAERTH TENIRY . RESRRBERRAZHBEEIENAE., NE
ST EREMEEREA , 5528 (Amazon SNS BAZ A E1E/) FHIFTEI Amazon SNS £, Amazon
SNS

AWS R EAEEALIFHARNSHBER

E4H JSON ¥HEE AWS EHZEER WhatsApp JSON &EE, #1FE JSON WhatsApp & H&AEH
BEHEE , 5528 WhatsApp Business Platform Cloud API 2% F#) Webhooks BAIEAERHSEMAL
AMEE. WhatsApp

AWS HiRfERZEBALREHERE

E/H JSON 25 AWS EH1ZEZEM WhatsApp JSON, ZFEHEE WhatsApp BEIRFE (WABA)
FEFIEER AWS 3175 F ARNs,

"context": {
"MetaWabaIds": [
{
"wabald": "1234567890abcde",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:waba/
fb2594b8a7974770b128a409e2example”
}
1,
"MetaPhoneNumberIds": [
{
"metaPhoneNumberId": "abcdel234567890",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:phone-number-
id/976c72a700aac43eaf573ae@50example”
}
]
.
"whatsAppWebhookEntry": "{\"...JSON STRING....",
"aws_account_id": "123456789012",
"message_timestamp": "2025-01-08T23:30:43.2712793917",
"messageld": "6d69f07a-c317-4278-9d5c-6a84078419ec"
}
//Decoding the contents of whatsAppWebhookEntry

{

BrESR 34


https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
https://developers.facebook.com/docs/whatsapp/cloud-api/webhooks/components
https://developers.facebook.com/docs/whatsapp/conversation-types#message-status
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//WhatsApp notification payload
}

LR HIEHF

« 1234567890abcde =R B Meta B WABA ID,

« abcde1234567890 & Meta WEFEET ID.

« fb2594b8a7974770b128a409e2example & WhatsApp B¥IRSE (WABA) 89 ID,
« 976c72a700aac43eaf573ae050example R EFEHRIEN ID,

AR EWA R EH WhatsApp JSON

LA T8~ WhatsApp BARENEHRE K, £ PR WhatsApp W EIFY JSON
whatsAppWebhookEntry &AL JSON FaEFE R , W B AT AE# S JSON, MERVEERHEE
% , in 2B WhatsApp Business Platform Cloud APl 2Z& ) Webhooks JBHI#EEH S %, WhatsApp

{
"context": {
"MetaWabaIds": [
{
"wabald": "1234567890@abcde",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:waba/
fb2594b8a7974770b128a409e2example"
}
1,
"MetaPhoneNumberIds": [
{
"metaPhoneNumberId": "abcdel234567890",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:phone-number-
id/976c72a700aac43eaf573ae@50example”
}
]
.
"whatsAppWebhookEntry": "{\"...JSON STRING....",
"aws_account_id": "123456789012",
"message_timestamp": "2025-01-08T23:30:43.2712793917",
"messageIld": "6d69f07a-c317-4278-9d5c-6a84078419ec"

A ER &5 WhatsApp JSON 35


https://developers.facebook.com/docs/whatsapp/cloud-api/webhooks/components

AWS BRRERAEFERALR

ERAEER

f’d’i_ﬂ«iﬁﬁﬁ %I &, # JSON FHREHA JSON, TR JSON #¥xXwhatsAppWebhookEntry#y

"id": "503131219501234",
"changes": [
{
"value": {
"messaging_product": "whatsapp",
"metadata": {

"display_phone_number": "1425555@0123",
"phone_number_id": "46271669example"

iy

"statuses": [

{

"id": "wamid.HBgLMTkxNzM50TI3MzkVAgARGBIBMTM4NDAGRENEREISRexample™,

"status": "sent",

"timestamp": "1736379042",
"recipient_id": "01234567890",
"conversation": {

"id": "62374592e84ch58e52bdaed3lexample”,
"expiration_timestamp": "1736461020",

"origin": {
"type": "utility"
}
1,
"pricing": {
"billable": true,
"pricing_model": "CBP",
"category": "utility"

]
+

"field": "messages"

AR EWIRR A SR EH WhatsApp JSON

L;L'Fﬁﬁa_?%)\ﬁ%ﬁ* EWNEHicsk. SEMIEEBER
T WERMMBERESE , 5526 Webhooks BRIEHZZE

fEfEH GetWhatsAppMessageMedia AP &3

1 Ba S 5 A9 245 WhatsApp JSON
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ERAEER

{
//AWS End User Messaging Social header

}
//Decoding the contents of whatsAppWebhookEntry

{
"id": "365731266123456",
"changes": [
{
"value": {
"messaging_product": "whatsapp",
"metadata": {
"display_phone_number": "12065550100",
"phone_number_id": "321010217760100"

1,
"contacts": [
{
"profile": {
"name": "Diego"
I
"wa_id": "12065550102"
}
1,
"messages": [
{

"from": "14255550150",
midr

"wamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEWMDkwREY40DBDRDE@ARjVGRkexample",

"timestamp": "1723506230",
"type": "image",
"image": {

"mime_type": "image/jpeg",

"sha256": "BTDOx1qSZ71020+/upusiNSt1EZhA/urkvKfl143Uqjk=",

"id": "530339869524171"

]
iy

"field": "messages"

1 Ba A 5 A9 245 WhatsApp JSON
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AWS BRRERAEFERALR EREES

WhatsApp A2 AREE

EAAER  CERIABNWREER. CLAMASHRETRERSEEN , H2H AWS BEE
FEMRAY X THABMELEE K.
AEAMEE

TREE TRNARME,

REER T iR

& MBx EFEMERFAL , MAMRALEE THEEH M
ARES , &t EERMIBREA S

B AEERIRAEEF.

KK TEEEEE,

FRE EFRARAE. RAEEFFCRBENEFE
FEEEMLME,

EEix AEEEE , BNHEEET,

warning AERCEELFERAITEENIER,

Ht &R

WMEFHMER , 52 B WhatsApp Business Platform Cloud APl & A 2 AR,

AEAREE 38


https://developers.facebook.com/docs/whatsapp/conversation-types#message-status
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FEERBERIUMFER WhatsApp &£

B EERIBEWEERERER | ©XEFRE Amazon S3 fEFEFES | R WhatsApp LESH#E

Hl, Amazon S3 f#FETRE LB WhatsApp EIRE AWS [E1F (WABA) (L AMERIE AWS 1R
F M, EEIERTEMAET Amazon S3 FEFiTE., LEER , UK URLEEZER., I1F
Amazon S3 I THIFMEN , FSEEL AWS CLI FAGEM (s3) i H. MERE E’Jnﬁfﬂﬁaﬂ AWS
CLI , 582 BAWS Command Line Interface { EAEEM) FHERE AWS CLI , BAK {Amazon S3
FHAEER) PNELREETRN LLEYHT,

® Note

WhatsApp BEMBRERER 2B FHERER 30 X , 528 WhatsApp Business Platform
Cloud APl 2Z /iy EEIEEE,

OBV RBERNEALEE URL, FHBELERERN URL , SRR FWAIRERSIFE, 3
LEYMH  MAFTERMLEE AWS ZE£BE AERFFTT,

1. HZEE Amazon S3 fE7ET#E , FEFEM create-bucket AWS CLI 5%, E@HHIFBALT &

A .
™ .

aws s3api create-bucket --region 'us-east-1' --bucket BucketName

ELiRepse

« # us-east-1 B4X AWS [EIF BEK WABA FREH .
« # BucketName MR AT R EITEBNER,
2. BEBERERZT Amazon S3 fEFETER , BEMA cp AWSCLI 5, EWSHRBANTHS :

aws s3 cp SourceFilePathAndName s3://BucketName/FileName

ELERWEP

« # SourceFilePathAndName MR AEERMNEREENERERE,
« # BucketName X BREETENERE,
« #& FileName BV A BREFHANERE,

39


https://docs.aws.amazon.com/cli/latest/userguide/cli-services-s3-commands.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/upload-objects.html
https://developers.facebook.com/docs/whatsapp/cloud-api/reference/media#upload-media
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-presigned-url.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/create-bucket.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-services-s3-commands.html#using-s3-commands-managing-objects-copy

AWS B& 15 & A3 EREEE
FEEBERW url B

s3://BucketName/FileName

EEEVELEEZN URL , FLAEEHCNE B ## 11 ###1#H

aws s3 presign s3://amzn-s3-demo-bucketl/mydoc.txt --expires-in 604800 --region af-
south-1 --endpoint-url https://s3.af-south-1.amazonaws.com

EEH URL &R : https://amzn-s3-demo-bucketl.s3.af-
south-1.amazonaws.com/mydoc.txt?{Headers}

3. f#H post-WhatsApp-message-media i F G IR B #E R LEZE WhatsApp., post-whatsapp-
message-media IR , WD EEE (MEDIA_ID} , EREXEEASHNMKEIEE,

aws socialmessaging post-whatsapp-message-media --origination-
phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --source-s3-file
bucketName={BUCKET},key={MEDIA_FILE}

Y ERWTHATUTEIR

« #& {ORIGINATION_PHONE_NUMBER_ID} MR AEHEEZIEEE ID,
« # {BUCKET} B8 Amazon S3 #EirEMN B,
- URBIERZWEIVK (MEDIA_FILE},

BB A LAER --source-s3-presigned-urlmdk , FAFELEEEZN URL £LE--
source-s3-file, A BT headers Content-TypeU 8 , MREEEERAM
# , InvalidParameterExceptionBl&&MmE ,

--source-s3-presigned-url headers={"Name":"Value"},url=https://BUCKET.s3.REGION/
MEDIA_FILE

4. FRINSSERES , ©fE[E MEDIA_ID, MEDIA_ID RRAEEXIEEF S EHERE

40
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AWS B EREFERER

ERAEER

WhatsApp H X B IEEERE R M A/

BEHEWERBASK  SAXE EREE  BERXDERUT., NFFEES

WhatsApp Business Platform Cloud APl 2Z iy R H e 58 A,

L ToE S E
FAKK
HAEHE HE MIME 2
AAC .aac H#/aac
AMR .amr HF ;Alamr
MP3 mp3 & #/mpeg
MP4 &3 .m4a F#A/mp4
OGG & .0gg B/ =
AR
g kit HE R MIME %
XF text text/plain
Microsoft Excel Xls, .xIsx application/vnd.ms-
excel, application/
vnd.openxmlformat
s-officedocument.s
preadsheetml.sheet
Microsoft Word .doc, .docx application/msword

. application/vnd.o
penxmlformats-offi
cedocument.wordpro
cessingml.document

s
W%
8

K EBR
16 MB
16 MB
16 MB
16 MB

16 MB

RApMER
100 MB

100 MB

100 MB

41
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ERAEER

XHEE

Microsoft PowerPoint

PDF

BRI
FRER
JPEG

PNG

BEEX
ERER
BER

mRRERL

FREN
EF kil
3GPP

MP4

HE

.ppt. .pptx

pdf

HE

JPeg

-png

3E fef
.webp

.webp

HE

.3gp

.mp4

MIME &

application/vnd.ms-
powerpoint, applic
ation/vnd.openxmilf
ormats-officedocum
ent.presentationml
.presentation

application/pdf

MIME %Z
F&IJPEG

& F/png

MIME ##
BR 5§ /webp
BR & /webp

MIME 3g#
S H/3gp

& R /mp4

RApMER

100 MB

100 MB

R EBR
5 MB

5 MB

R ER
500 KB

100 KB

RApMER
16 MB

16 MB
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WhatsApp A EEHE

AFBEIETENALSBERECASRAWER, NEASERNEE |, 528 WhatsApp Business
Platform Cloud APl & HiEA L.

AEE|E iR

X F BEXFAER URL BENEF,

Ly BEEA. X B BEIXHER. £d
A DAENE SRR AR RV ER .

Reaction BEREHRBAASHRE , flamBERE L,

TR BrEARTL

(VA= BENE,

L FEN BRBHR T

HEpft BrEHXAL.

Hitb &R

WMFE WhatsApp FAEYHHIEE |, 552 B WhatsApp Business Platform Cloud APl 2ZH i S,

=

Hitp &R
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iE1® WhatsApp B2 AWS Hi&EHEEALREEAR

BEARZH , BYBERESEN WhatsApp BXEIRF (WABA) |, 1 BEH A & L RBRFEBIEHA
B. WEFMER , FSREEE T,

EfRAEEXARE K BATFREKRN 24 NMNEFRFEREIENEE, REELNEREZH
FREFRBERE , T @ERTEAASUNNFFEASERE, RECAECRERKENAR
BT RE R EE BT

HREEEHZRNEEAS  HBEELASRELEEETEHE N, MRENEFF i REM
WhatsApp , RIGEELFAEMESR WEMHfail, BXERBMASTSHE N | FReEWAEAME,

MERASFRKNBE |, 5528 WhatsApp Business Platform Cloud API 2Z iy 8,

/A Important

£/ Meta/WhatsApp

o IBMEF WhatsApp ¥R A RE | T8 WhatsApp BERFBEHEK. WhatsApp £ R
B RIEFK. WhatsApp ¥ EBE, WhatsApp AEEIXER | LURFTEHMIER,. BEE
HEANRFRERY L HASE, ELAREETHEN.

+ Meta = WhatsApp FIBERERFZE IE & A WhatsApp B ¥R R,

o TEfEF WhatsApp BE¥EFRARE , BFERXEMRE. EFARER , MELAR. EA
RERSZEERERNERER D ZRH,

ES |
« EAWS RREAEEFAERHEEHBAASHEH)
« EAWS RREAEEFAERHEEFEASNEH)

£ AWS BRRERAEBEALRPEEHAE LA SN H

MEAEXNASEARERFMET , 5528 WhatsApp Business Platform Cloud AP| ZZ /gy 5
A, MEAEENABEREE | 5528 WhatsApp Business Platform Cloud AP| 2Z i 5.,

THEF REIMMAER EAX | FH EEFAEHLENESE AWS CLI, WERTE WEFEMAERA AWS CLI,
FHZ2BAWS Command Line Interface { fER&EIER) FHIERE AWS CLl,
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AWS BRRERAEFERALR EREES

® Note

5/ 2 2 AWS CLI kb , BAEIETE base64 fwils. B LAKTE AWS CLI B8 --cli-
binary-format raw-in-base64-outEE AWS CLI £ EERRERRTRIIEE, F
B , BB (B AWS 2 iR A R EEAEEREcli_binary_format) #H .

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp","to":"'{PHONE_NUMBER}'" ,"type":"template", "template":

{"name":"statement", "language":{"code":"en_US"}, "components":

[{"type":"body", "parameters":[{"type":"text", "text":"1000"}]1}1}}"' --origination-phone-

number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

s ER S HITUATEE -

« UEFNEFRMBES {PHONE_NUMBER} o
e #§ {ORIGINATION_PHONE_NUMBER ID} BRX BB EFESEE ID,

THEHREBUAEEFLEEMTHREARAR

aws socialmessaging send-whatsapp-message --message '{"messaging_product":
"whatsapp", "to": "'{PHONE_NUMBER}'",6 "type": "template", "template":
{"name":"simple_template", "language": {"code": "en_US"}}}' --origination-phone-number-
id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

« UEFHNEFRMBE {PHONE_NUMBER} o
e #§ {ORIGINATION_PHONE_NUMBER ID} BRX BB EZESEE ID,

£ AWS ik EAEEALRPEEERA SRS

THEFREBIMMAER S EEBASEERES AWS CLI, IERTE WEFMEA AWS CLI , E2
BAWS Command Line Interface { EFA&EER) PHERE AWS CLI, MEXENWERERFERF
B |, 5528 WhatsApp X ENHEBREREAEMA D,
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® Note

WhatsApp B MIBRIFEIERFIFHK 30 X , 552 WhatsApp Business Platform Cloud API
SERH LEEE,

1. #EIRBEMEE FEE Amazon S3 R . WEHME
Bz,

2. {#H post-WhatsApp-message-media i H G IR B #E R L& ZE WhatsApp., post-whatsapp-
message-media R TR , W EEE (MEDIA_ID} , EREXFEEBASNMLEEE,

7, a2 L EEREZRUEA WhatsApp

aws socialmessaging post-whatsapp-message-media --origination-
phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --source-s3-file
bucketName={BUCKET},key={MEDIA_FILE}

S E RSB THATUTEE !

« #& {ORIGINATION_PHONE_NUMBER_ID} B BB EFERIE 1D,
« # {BUCKET} BUX A Amazon S3 RZITEMNE R,
- EBERBBE (MEDIA_FILE},

BB A LAER --source-s3-presigned-urlmik , FHELEEERN URL £E--
source-s3-file, WA headers Content-TypeIHH8 , MREEFEAM
# , InvalidParameterExceptionBl&&[E ,

--source-s3-presigned-url headers={"Name":"Value"},url=https://BUCKET.s3.REGION/
MEDIA_FILE

PN

3. f#H send-whatsapp-message fin 5 2R{&

Bk
3
e
i

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "to":"'{PHONE_NUMBER}'","type":"image", "image":
"id":"'{MEDIA_ID}'"}}' --origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID}
--meta-api-version v20.0
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AWS BRRERAEFERALR EREES

® Note

fEF 58 2 AWS CLI hixB§ , % EIETE basebs fwmls. HATLAHTIE AWS CLI B8--cli-
binary-format raw-in-base64-outZEE AWS CLI £1i5#HREE R R TR UIRIE,
WEFMER , B2H (B AWS 2 R S5 REEAERERcLi_binary_format)
0 .

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp","to":"'{PHONE_NUMBER}'","type":"image", "image":

{"id":"'{MEDIA_ID}'"}}' --origination-phone-number-

id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0 --cli-binary-

format raw-in-baseb64-out

¥ E RSB THATUTEE !

- LEFWEFE®RBEMY {PHONE_NUMBER} .
« ¥ {ORIGINATION_PHONE NUMBER ID} MR AEHNEEFLEE ID,
s #& {MEDIA_ID} Bt A Lt—ESREEREE D,

4, ELRTBEBEEBERE £ LUEA delete-whatsapp-message-media @5 #% WhatsApp filBR
To delete-whatsapp-message-media 8 R &% WhatsApp BRIEEBESR K MA 2% Amazon S3
RETRPBR,

aws socialmessaging delete-whatsapp-message-media --media-id {MEDIA_ID} --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID}

S ER G SHITUTEE -

« ¥ {ORIGINATION_PHONE_NUMBER_ID} MR AEHMEZLEE ID,
- LAfRR8 ID BUX {MEDIA_ID},

EEERAS T
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AWS BRRERAEFERALR EREES

EIfE AWS S EH B EALRFHAS

B AFFRTE WhatsApp BEIRF (WABA) MISHE M , FTEERNFTRERAS ., EAKREEA
AEE  BEHES/REESHEMNM Amazon SNS £, EEZPOEA , B4 EEFTE Amazon SNS
FEmE,

MECEWERBASNEFEN  F2HE AR EWERF S EH WhatsApp JSON, MFERRE BIEF
HMEF AWS CLI , FBFZBAWS Command Line Interface { ERA&EIER)Y FHEE AWS CLI, MIEX
BENERBEREREE  F28 WhatsApp P ENREEERERAN AN,

/A Important

BEEREARAR , BX4HEA WABA IASAE /M. WEFAEA ,
HY 3 ¥TIE = AWS RIRERAE AR

3
¢

BiFAEMNELE

|
cln

[y

BEFSMREUE AWS KR EAEERALK PRI A
EALBTEMORERES read , NERKER HLH LB RRAESKIER,

aws socialmessaging send-whatsapp-message --message
"{"messaging_product":"whatsapp", "message_id":"'{MESSAGE_ID}'","status":"read"}' --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

i ERBTEITATEIR

« # {ORIGINATION_PHONE_NUMBER_ID} B\X BIEMEEEMEEE ID,

* #& {MESSAGE_ID} MK AFCKME—BIAF, £ Amazon SNS EEMALYAFER id WA
EB

£ AWS SR EEALR PR FER B SR £ 5
ZALBRETHERAL , HlOBEH L,

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "recipient_type":"individual", "to":" ' {PHONE_NUMBER}'",6"type":
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"reaction","reaction": {"message_id": "'{MESSAGE_ID}'","emoji":"\uD83D\uDC4D"}}"' --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

¥ E RSB THATUTEE ¢

« LEFWEFR®RBEMY {PHONE_NUMBER} .

« #& {MESSAGE_ID} MR AR B —RBIRF, £ Amazon SNS EMAEYHFER id B
&,

e # {ORIGINATION_PHONE_NUMBER ID} BRX BB EFESE ID,

& WhatsApp THEEEZRZE Amazon S3

EEMEERERYAAHERFMTZE Amazon S3 REFETE |, A get-whatsapp-message-media i F

aws socialmessaging get-whatsapp-message-media --media-id {MEDIA_ID} --

origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --destination-s3-file
bucketName={BUCKET},key=inbound_

{

"mimeType": "image/jpeg",
"fileSize": 78144

i ERBTEITATEIR

« % {BUCKET} B\{X%A Amazon S3 EEFEITFEMNE T,

« #& {MEDIA_ID} X AEWEHFH id BuE. WFEEARBESHNES , F28 AR ERUER
A E R E B WhatsApp JSON,

« #& {ORIGINATION_PHONE_NUMBER_ID} B\X BEMEBEEMENE ID,

ZEZ®’ Amazon S3 RFETEEIER K BFERATIGS

aws s3 cp s3://{BUCKET}/inbound_{MEDIA_ID}.jpeg

S E RSB THATUTEE ¢

« # {BUCKET} BX{tA Amazon S3 TN EZE,
- #& {(MEDIA_ID} MR %A Lt —ELFEBERA MEDIA_ID,

& WhatsApp T HE#EEZRZE Amazon S3 49
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{52 A SR B WU [ PR 2 FEFFL S Y 2 451

L EHIF |, BEIEF Diego BET —RIFARKE , HHFE "HiL |, MAENEHENFRRREM
AR

FORIRMF

EZUWE Diego BEAEWNBEL , BAEREEMHB WM Amazon SNS B FT B = Eim M,
[E] &

1. IRZIZRE Diego WASK , EHSRMHITEN R, UTRTERHRINERNBHR.

(® Note
MR Diego EMBI ¥ , AT ST A XK BHFEIEEHE,
L& HlFwhatsAppWebhookEntry#y LA JSON RRZERE R, WMEH

whatsAppWebhookEntry #£ JSON sting it A& JSON WA , FESE ARERAEN
&3 45] WhatsApp JSON,

"context": {
"MetaWabaIds": [
{
"wabald": "1234567890abcde",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:waba/
fb2594b8a7974770b128a409e2example”
}
1,
"MetaPhoneNumberIds": [
{
"metaPhoneNumberId": "abcdel234567890",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:phone-number-
id/976c72a700aac43eaf573ae@50example”
}
]
.
"whatsAppWebhookEntry": "{\"...JSON STRING....",
"aws_account_id": "123456789012",
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EREERE
"message_timestamp": "2025-01-08T23:30:43.27127939172"
}
//Decoding the contents of whatsAppWebhookEntry
{

"id": "365731266123456",
"changes": [
{
"value": {
"messaging_product": "whatsapp",
"metadata": {
"display_phone_number": "12065550100",
"phone_number_id": "321010217712345"

},
"contacts": [
{
"profile": {
"name": "Diego"
I
"wa_id": "12065550102"
}
1,
"messages": [
{

"from": "14255550150",
Ilidll:

"wamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEWMDkwREY40DBDRDE®@RjVGRkexample",
"timestamp": "1723506035",

"text": {
Ilbodyll: IIHiII
},
Iltypell: Iltextll
}
]
},

"field": "messages"

2. HREBTERINAR
ACRo

3
i3
%
ol
Hil

% read, Diego BEHEE FWA LR EFIMEEEKE

= fE
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® Note

5/ 58 2 AWS CLI hixB§ , B4 EIEE baseb4 fmlis. ERTLUEIBFTIE AWS CLI 28 --
cli-binary-format raw-in-base64-out=E#%F AWS CLI £iHAREBERKTK.
WEFMER , B2H (B AWS 2 R S5 REEAERERcLi_binary_format)
0 .

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "message_id":"'{MESSAGE_ID}'","status":"read"}'
--origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version
v20.0

i ERBTHITATEIE ¢

« # {ORIGINATION_PHONE_NUMBER_ID} BYfX % Diego #4FA 2 EixEl WEFEENS IDphone-
number-id-976c72a700aac43eaf573ae@50example,

« 7% {MESSAGE_ID} MR AAEMNH —BAIRF. ERFWRIFAE & id M MEE
{Ewamid.HBgLMTQYNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEWMDkwREY40DBDRDE®R jVGRKe:

& 7] LA F K I FE#E Diegoo

aws socialmessaging send-whatsapp-message --message

'{"messaging_product":"whatsapp", "recipient_type":"individual","to":"'{PHONE_NUMBER}'", "ty
"reaction","reaction": {"message_id": "'{MESSAGE_ID}'","emoji":"\uD83D\uDC4B"}}'
--origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version

v20.0

¥ LIRS SEAT AT EE ¢

« #& {PHONE_NUMBER} XX 4 Diego FVEFEIRHE 14255550150,

* #& {MESSAGE_ID} MR AAEMMHE —EAIRF. ERFTWRIFAE & id M HMEE
ﬁﬁwamld.HBgLMTQyNTYSODgzMDIVAgASGCBDNzBDRJM5MDUZODEwMDkaEY4ODBDRDE®RjVGRke:

» # {ORIGINATION_PHONE_NUMBER_ID} BXfX% Diego {#ixFAE M EFE S ID : phone-
number-id-976c72a700aac43eaf573ae@50example,

= e
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AWS BRRERAEFERALR ERAEER
H &R

- BMASEHE N RESALEREATL.
« W% WhatsApp AEMHHIBE , 552 B0 WhatsApp Business Platform Cloud APl 2& I iEAE.
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T AWS REFEAEEALRH WhatsApp lREMAEHRS

AWS SR EEFRH WhatsApp IREFMFAEREEMERR -

- BRYFBRE
- BRAIARWE

MEELRENBERENFAES , F2ETIEE,

B

£
- BRYUFERE
- BAFARKE

FIXHBRE

(@ Note

#2025 7 A1 BR%M , AWS HXERAEEALRGEHE WhatsApp ABKWEEZAIFAS
WER K MARHHSHHERIMWER , LE Meta WEERE—H. EXRRT 24
AWS | BREEX{ WConversationFeeF#EE M , MetaTemplateMessageFeem3E
MessageFee, GBS FETESESARED , EE 2025 F 8 AWEIMN 2025 & 7 AtkE
. MEERSAASRBRIRENAERSTNENR , 52 the section called “BAIFAE
mE,

AWS ERERAEEALREEGEEFRAER , AP S TR EBBRLL : Region
code-MessagingType-ISO-FeeDescription-FeeType., &1 WhatsApp ¥5E# WhatsApp
ConversationFeef AWS &1& B mi{E AT RERYFT EIH BMessageFee,

EREBEEEAASRBEFEN , BFEEX{— WhatsApp ConversationFeefl AWS &1{E —
&l & FAMessageFee, EBFM—@ 24 NENERER , BEEREFEEIERNSERASEHSIR
AWS it &MessageFee,

BRI LAE WhatsApp B FABRASERHHUHFEAERNEERKRE WhatsApp HEEENE
EFFMEHR. WhatsApp
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AWS B85 & BRI R fEREEE
TRETHAERAZRMUMNTEESERH, 0F AWS SREAZEALREEBNFRER K F2EK

REABEEHAEEPH AWS WhatsApp,

Az

H##

MessagingType

IS0

311

- USE1-XBIR¥ (#FE

DdbEs ) EE

- USE2 - ZBIRE (% 1MH)
- USW2 - XE7EEH (BRER)
- APS3 - K[EIH (ZRE)

- APS5-TEAE (EEH

B) B8

« APS1 - ZEA[EH (7 i0)
- APS2 - TR K[EH (EH)

- EU-BUM (ZFEMW)

- EUW2 - BUM (%)

« APN1 - I KEH (RR)

- APN2 - T KE3E (EH)

- EUC1 - BN CEHR=4E)

- EUS2-BUM ( BHEF ) B

2]
- SAE1-EEM (ERE)
[E 33,
« AFS1-3EM (BAER ) E
2]
« CAN1 - INZ&X (HEF)
WhatsApp
EEXENER/BE

DU

& H WhatsApp A B FiX=1E
WRRRY AWS B FH

EEAR L 38 B EEE M A S

&,

A5 B 1Y 1t B 3R/ 4tb [ Y A B8
1ISO Biz/it BT

BREFERE

55


https://aws.amazon.com/end-user-messaging/pricing/

AWS BRRERAEFERALR EREES

W1z e iR
FeeDescription ConversationFee , LEHRAIIEE WhatsApp
MessageFee ConversationFee T AWS

18 B MessageFee o
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ERAEER

Rz

FeeType

311

Authentication
Authentication-Int
ernational , Marketing

, Service, Utility,
Standard

DU

L SR EA RS
B, IEESUASEANE
*

¥ EConversat
ionFee WY

« Marketing - AREBEE
BEE, RELEHIHD
SHENENENEF. 6l
BENER. REIPEL
&, BERH/ER, UREB
MEIERIEE,

« Utility - FSREHEER
EBESFER, EHITEE
EmARS., FTE/XNAE
B (HIORNER). Ik
FEMBIRE (HlmAFRIR
) K HEROE[ES,

 Authentication - %X
BEEE - AMEBNER
%, JREEERAERFNZHE
SR (BlIMRFERE. &P
BERMTEMERE ) .

* Authentication-Int
ernational -fEARS
NEE M[E , Authentic
ation BEMIERFE HAib
B/ [EERRS 2 RESE
X MmMBHFREZXERA
AeF P8 8 2 12 B R

« Service- AARBREFE
#o

BREFERE
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Wz B1E R
fEA &L Conversat
ionFee %3l

« Service- ARBREFE
:ﬂo

MessageFee %55

« Standard - BAIFAEEix
RIFWHE A

EREBErBEAFALMBYEFER , BFEEX{—E ConversationFeef —fE K&
fiMessageFee, ERBIRK 24 NHEE , SEXBHEREFNEEBAASHELUER &t
EMessageFee, 7 24 MERRA , BAF LA ARARERRBEHOHE,

Bl |, MREBEETHELAALKLEF , BFEEX ConversationFeefl HWEMMessageFee,

Marketing Template Message 1: APS1-WhatsApp-CA-ConversationFee-Marketing
Marketing Template Message 1: APS1-WhatsApp-CA-MessageFee-Standard
Marketing Template Message 2: APS1-WhatsApp-CA-MessageFee-Standard

NMREFEEASKEELEE  Algn @B #F Service HEMASNEH,

: APS1-WhatsApp-CA-ConversationFee-Service
: APS1-WhatsApp-CA-MessageFee-Standard
: APS1-WhatsApp-CA-MessageFee-Standard
: APS1-WhatsApp-CA-MessageFee-Standard

Service Message
Service Message
Service Message

W N P

Service Message

B RE Bl BRFeeType i BE A

MEEAR Authentication-International FeeType WEIS/H[E/EE , 5E2H AWS RKERE
EAEEHRH WhatsAppo

R IEREE WhatsApp EAERBAuthentication¥izd , MEEAEBENWER/HEMFIWUAEL
A Authentication-International FeeType , RITELATER , SR EWEZEBIR/HE
#Authentication-International&= :

BB FeeType M iFE 58
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1. B EXEEE 30 RREFE WhatsApp B3RS F1 B2 WhatsApp £ ¥ 2 BFEGEIB 750K @ %
&5 , m WhatsApp A& E S/t EFIUTHEARERA Authentication-International
MEIR/ME, FEFHMEF , 526 WhatsApp Business Platform BiE A BismFHNER.

/A Important

R Meta ¥IETEHN X2 FEEKAuthentication-International |, (IS ER@E
BXERER/MENEFEFEAN , YBE 30 RO RERBEERE,

2. BEKRVAHMER, IEEEREKNVENFHEF , 5528 WhatsApp Business Platform B2
ABIEERINEEERNVE,

3. WG ARER/ BN B R %R
g6 1 BIAITHEARFE

Bl , MREEXTHEEAABLKBEF , EFEEXI—1@ WhatsApp ConversationFeef AWS &g
— & HE FAMessageFee,

Marketing Template Message 1: APS1-WhatsApp-CA-ConversationFee-Marketing
Marketing Template Message 1: APS1-WhatsApp-CA-MessageFee-Standard

g0l 2 . FRRARISHIEE

ECXLOEFERAEEANAELE K MHAALFERLERBNTMAERADR 24 NEHFERERZI
i, SXNRBYEHFEER. TR+ , SHESESANEL AR @AWE—8 WhatsApp
ConversationFeefl AWS MessageFeefVE A,

Service Message 1: APS1-WhatsApp-CA-ConversationFee-Service
: APS1-WhatsApp-CA-MessageFee-Standard
: APS1-WhatsApp-CA-MessageFee-Standard

: APS1-WhatsApp-CA-MessageFee-Standard

Service Message
Service Message

NN R

Service Message
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AWS SRR EETLERIRE 1ISO R WhatsApp ¥ 552 F &

X BN/ [E

ML E ISO BIZR/3t: [EACHS Bl & WhatsApp ¥ &1 & &

AF Afghanistan Rest of Asia Pacific

AX Aland Islands Other

AL Albania Rest of Central & Eastern
Europe

Dz Algeria Rest of Africa

AS American Samoa Other

AD Andorra Other

AO Angola Rest of Africa

Al Anguilla Other

AQ Antarctica Other

AG Antigua and Barbuda Other

AR Argentina Argentina

AM Armenia Rest of Central & Eastern
Europe

AW Aruba Other

AC Ascension Island Other

AU Australia Rest of Asia Pacific

AT Austria Rest of Western Europe

AZ Azerbaijan Rest of Central & Eastern
Europe

IREE 1ISO i 60
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ERAEER

M8 1SO Bl ZR/ith [E X HS
BS
BH
BD
BB

BY

BE
BZ
BJ
BM
BT
BO
BQ
BA
BW
BV

BR

VG

BN

B4
Bahamas
Bahrain
Bangladesh
Barbados

Belarus

Belgium

Belize

Benin

Bermuda

Bhutan

Bolivia

Bonaire

Bosnia and Herzegovina
Botswana

Bouvet Island

Brazil

British Indian Ocean Territory
British Virgin Islands

Brunei Darussalam

WhatsApp ¥ 55T E R
Other

Rest of Middle East
Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Western Europe
Other

Rest of Africa

Other

Other

Rest of Latin America
Other

Other

Rest of Africa

Other

Brazil

Other

Other

Other

IREE 1ISO 1%
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BG

BF
Bl

KH
CM
CA
CcVv
KY
CF
TD
CL
CN
CX
CC
CO
KM
CK
CR

Cl

EiE

Bulgaria

BurkinaFaso

Burundi

Cambodia

Cameroon

Canada

Cape Verde

Cayman Islands
Central African Republic
Chad

Chile

China

Christmas Island
Cocos(Keeling) Islands
Colombia

Comoros

Cook Islands

Costa Rica

Cote d'lvoire

WhatsApp ¥ 55T E R

Rest of Central & Eastern
Europe

Rest of Africa

Rest of Africa

Rest of Asia Pacific
Rest of Africa

North America
Other

Other

Other

Rest of Africa

Chile

Rest of Asia Pacific
Other

Other

Colombia

Other

Other

Rest of Latin America

Rest of Africa

IREE 1ISO 1%
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ERAEER

MR 1SO B =R/t [ X F

HR

cw
CcY

Cz

CD

DK
DJ
DM
DO
EC
EG
SV
GQ
ER
EE
ET
SZ
FK

FO

EiE

Croatia

Curacao
Cyprus

Czech Republic

Democratic Republic of the

Congo

Denmark

Djibouti

Dominica
Dominican Republic
Ecuador

Egypt

El Salvador
Equatorial Guinea
Eritrea

Estonia

Ethiopia

Eswatini

Falkland Islands

Faroe Islands

WhatsApp ¥ 55T E R

Rest of Central & Eastern

Europe
Other

Other

Rest of Central & Eastern

Europe

Rest of Africa

Rest of Western Europe

Other

Other

Rest of Latin America
Rest of Latin America
Egypt

Rest of Latin America
Other

Rest of Africa

Other

Rest of Africa

Rest of Africa

Other

Other

IREE 1ISO 1%
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FJ

FI

FR

GF

PF

TF

GA

GM

GE

DE
GH
Gl

GR

GL
GD
GP
GU
GT

GG

B4

Fiji

Finland

France

French Guiana

French Polynesia

French Southern Territories
Gabon

Gambia

Georgia

Germany
Ghana
Gibraltar

Greece

Greenland
Grenada
Guadeloupe
Guam
Guatemala

Guernsey

WhatsApp ¥ 55T E R
Other

Rest of Western Europe
France

Other

Other

Other

Rest of Africa

Rest of Africa

Rest of Central & Eastern
Europe

Germany
Rest of Africa
Other

Rest of Central & Eastern
Europe

Other
Other
Other
Other
Rest of Latin America

Other

IREE 1ISO 1%
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MR ISO Bl ZR/3: [E AT
GN

GW

GY

HT

HM

HN

HK

HU

JM
JP
JE

JO

EiE

Guinea

Guinea-Bissau

Guyana

Haiti

Heard and McDonald Islands

Honduras
Hong Kong

Hungary

Iceland
India
Indonesia
Iraq
Ireland
Isle of Man
Israel
Italy
Jamaica
Japan
Jersey

Jordan

WhatsApp ¥ 55T E R
Other

Rest of Africa

Other

Rest of Latin America
Other

Rest of Latin America
Rest of Asia Pacific

Rest of Central & Eastern
Europe

Other

India

Indonesia

Rest of Middle East
Rest of Western Europe
Other

Israel

Italy

Rest of Latin America
Rest of Asia Pacific
Other

Rest of Middle East

IREE 1ISO 1%
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ERAEER

MR ISO Bl ZR/3: [E AT
KZ

KE

KI

XK

KW

KG

LA

LV

LB
LS
LR
LY
LI

LT

LU
MO

MK

MG

MW

B4
Kazakhstan
Kenya
Kiribati
Kosovo
Kuwait
Kyrgyzstan
Lao PDR

Latvia

Lebanon
Lesotho
Liberia

Libya
Liechtenstein

Lithuania

Luxembourg
Macao

Macedonia

Madagascar

Malawi

WhatsApp ¥ 55T E R
Other

Rest of Africa

Other

Other

Rest of Middle East
Other

Rest of Asia Pacific

Rest of Central & Eastern
Europe

Rest of Middle East
Rest of Africa

Rest of Africa

Rest of Africa
Other

Rest of Central & Eastern
Europe

Other
Other

Rest of Central & Eastern
Europe

Rest of Africa

Rest of Africa

IREE 1ISO 1%
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ERAEER
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MY
MV
ML
MT
MH
MQ
MR
MU
YT
MX
FM

MD

MC
MN
ME
MS
MA
MZ
MM

NA

B4
Malaysia
Maldives
Mali

Malta

Marshall Islands

Martinique
Mauritania
Mauritius
Mayotte
Mexico
Micronesia

Moldova

Monaco
Mongolia
Montenegro
Montserrat
Morocco
Mozambique
Myanmar

Namibia

WhatsApp ¥ 55T E R

Malaysia
Other

Rest of Africa
Other

Other

Other

Rest of Africa
Other

Other

Mexico

Other

Rest of Central & Eastern

Europe

Other

Rest of Asia Pacific

Other

Other

Rest of Africa

Rest of Africa

Other

Rest of Africa

IREE 1ISO 1%
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ERAEER

MR ISO Bl ZR/3: [E AT
NR
NP
NL
NC
NZ
NI
NE
NG
NU
NF
MP
NO
OM
PK
PW
PS
PA
PG
PY

PE

B4

Nauru

Nepal

Netherlands

New Caledonia
New Zealand
Nicaragua

Niger

Nigeria

Niue

Norfolk Island
Northern Mariana Islands
Norway

Oman

Pakistan

Palau

Palestinian Territory
Panama

Papua New Guinea
Paraguay

Peru

WhatsApp ¥ 55T E R
Other

Rest of Asia Pacific
Netherlands

Other

Rest of Asia Pacific
Rest of Latin America
Rest of Africa

Nigeria

Other

Other

Other

Rest of Western Europe
Rest of Middle East
Pakistan

Other

Other

Rest of Latin America
Rest of Asia Pacific
Rest of Latin America

Peru

IREE 1ISO 1%
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ERAEER

MR ISO Bl ZR/3: [E AT
PH
PN

PL

PT
PR
QA
CG
RE

RO

RU
RW
SH
KN
LC
PM
VC
BL
MF

WS

EiE4
Philippines
Pitcairn

Poland

Portugal

Puerto Rico

Qatar

Republic of Congo
Reunion

Romania

Russian Federation

Rwanda

Saint Helena

Saint Kitts and Nevis

Saint Lucia

Saint Pierre and Miquelon
Saint Vincent and Grenadines
Saint-Barthelemy
Saint-Martin

Samoa

WhatsApp ¥ 55T E R
Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Western Europe
Rest of Latin America
Rest of Middle East
Other

Other

Rest of Central & Eastern
Europe

Russia

Rest of Africa
Other

Other

Other

Other

Other

Other

Other

Other

IREE 1ISO 1%
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ERAEER
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SM
ST
SA
SN

RS

SC
SL
SG
SX

SK

SI

SB
SO
ZA

GS

KR
SS

ES

B4

San Marino

Sao Tome and Principe
Saudi Arabia

Senegal

Serbia

Seychelles
Sierra Leone
Singapore
Sint Maarten

Slovakia

Slovenia

Solomon Islands
Somalia
South Africa

South Georgia and the South
Sandwich Islands

South Korea
South Sudan

Spain

WhatsApp ¥ 55T E R
Other

Other

Saudi Arabia

Rest of Africa

Rest of Central & Eastern
Europe

Other

Rest of Africa

Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Central & Eastern
Europe

Other
Rest of Africa
South Africa

Other

Other
Rest of Africa

Spain

IREE 1ISO 1%
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ERAEER
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LK
SR

SJ

SE
CH
TW
TJ
TZ
TH
TL
TG
TK
TO
1T
TA
TN
TR
™
TC

TV

EiE4
Sri Lanka
Suriname

Svalbard and Jan Mayen
Islands

Sweden

Switzerland

Taiwan

Tajikistan

Tanzania

Thailand
Timor-Leste

Togo

Tokelau

Tonga

Trinidad and Tobago
Tristan da Cunha
Tunisia

Turkey
Turkmenistan

Turks and Caicos Islands

Tuvalu

WhatsApp ¥ 55T E R
Rest of Asia Pacific
Other

Other

Rest of Western Europe
Rest of Western Europe
Rest of Asia Pacific
Rest of Asia Pacific
Rest of Africa

Rest of Asia Pacific
Other

Rest of Africa

Other

Other

Other

Other

Rest of Africa

Turkey

Rest of Asia Pacific
Other

Other

IREE 1ISO 1%
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UG

UA

AE
GB
us
uy
UM
uz
VU
VA
VE
VN
VI
WF
EH
YE
ZM

ZW

EiE=4
Uganda

Ukraine

United Arab Emirates
United Kingdom

United States

Uruguay

US Minor Outlying Islands
Uzbekistan

Vanuatu

Vatican City State
Venezuela

Vietnam

Virgin Islands

Wallis and Futuna Islands
Western Sahara

Yemen

Zambia

Zimbabwe

WhatsApp ¥ 55T E R
Rest of Africa

Rest of Central & Eastern
Europe

United Arab Emirates
United Kingdom
North America

Rest of Latin America
Other

Rest of Asia Pacific
Other

Other

Rest of Latin America
Rest of Asia Pacific
Other

Other

Other

Rest of Middle East
Rest of Africa

Other

IREE 1ISO 1%
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BARRERWE

® Note

#2025 F£7 A1 BFE%H, AWS REEAEGEALRZEHE WhatsApp AL WIS RIFAE
MWER K MTARYSRIEERIWER , 8 Meta WEBERE -, EXRRT 24
AWS | BIEEEX (S BWConversationFeeP#EE M , MetaTemplateMessageFeem3E
MessageFee, ELXEFETESESTARED , R/IEBE 2025 F 8 AYEIN 2025 F 7 AtRE
s, EERE THERIREConversationFee , 5528 the section called “E X ¥ 5EW
g,

AWS SR EAEEAMREEEEEERAEE , HPIETHRXN EEW : Region
code-MessagingType-ISO-FeeDescription-FeeType. &l WhatsApp A5 E METJRERYET
BI1HH : MetaTemplateMessageFeefl AWS MessageFee,

BEREEAHEAALE | BFEEX{—1 WhatsApp MetaTemplateMessageFee#l AWS &{E — & &
E fAMessageFee,

TxERAEERNLHMNTAEERE, IE AWS RRERAEEALTCENEMEST =20
AWS B EEAETEHE WhatsApp.
WAL #1g ik
#H## « USE1-XERE (HFEE  EH WhatsApp FAEEIE
16 ) B RIZUEEH AWS B =
. USE2 - ZEIEIZ (AXR) Ho

« USW2 - XEFEIP (R ENM)

« APS3 - EK[EE (ZE)

« APS5 - K[EE (BEN
B) EiF

« APS1 - ZEK[EH (Hh0iR)

- APS2 - TKEH (EH)

- EU - BUM (BE™MW)

« EUW2 - BUM ()

« APN1 - EZEKEHE (RE)
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https://aws.amazon.com/end-user-messaging/pricing/

AWS BRRERAEFERALR EREES

s 215 5

- APN2 - TAES (BH)

. EUCT - BN CEM %)

- EUS2- BN ( BIESF ) B

. SAE1-EEN (ERE) E

o)
. AFS1-3EM (BEH) ES
- CAN1 - tn& X (b )

=

MessagingType WhatsApp LB EEENASE
B,
IS0 EEXENBER/ME S B Y b B SR/ M (= B L
8 1SO ExR/ith[ENTF,
FeeDescription MetaTemplateMessageFee , LHLIEE WhatsApp
MessageFee MetaTemplateMessag

eFee = AWS 1@ &
MessageFee o

FAFAEWE 74
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Wz 215 iR

FeeType Authentication , e RERANASE
Authentication-Int B SEESRAERERN
ernational ,Marketing , B

Service, Utility, Standard
¥R EMetaTempl

ateMessageFee 5l

« Marketing - AARE
REERR , tELEER
FIEEREENENENE
F. &flaEHER. R
BRIENE. BEEH/
BE , URBYERER
g,

« Utility - ARERER
EEEE R, HI3HE
BEMATER., FTE/RMN
BE (HIMRNEH) .
REEFRIZE (i
HiREE ) B ROEERN
%,

« Authentication -H
RERFEER —RXMRHN
FRE , TREZRAERF
WZELSER (Bl
&, IRFERMTEMLER
B)o

* Authentication-Int
ernational -fEARN
NEd M[E , Authentic
ation BEEMNLEFEH
it B 3R/ 3 B Y B PR & 0 e
EFEX HABRREER/
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AWS BRRERAEFERALR EREES

Wz B1E R
i [EABIREFES 2 R E
*o
« Service - ARBEREF
B,
FRERKBAMetaTempl

ateMessageFee 5

+ Service - AREREF
=,

MessageFee 87!

+ Standard - SRIFAEE
EREWHNER,

BIREEEATEE  BFEEX—@ MetaTemplateMessageFeefl— 1l I E FMessageFee, &
HEEEAERINNFEFAERBREAALR , BEEXN WEHMessageFee,

Bl |, MREBEETHEAALLEF , AgmEUE MetaTemplateMessageFeefl W&
FMessageFee,

B SE Bl BRFeeType i BFE F

MEE A Authentication-International FeeType WEIR/MIEFE , H20 AWS RXFERE
BEAEEFRH WhatsAppo

MREEEASAuthenticationfG EBEIR /M EMUAIEES Authentication-International
FeeType B9 WhatsApp A& , MRFFS T HHERYE , AR EBNEZER/HEMNAuthentication-
International&= :

1. BNLESEREM 30 XA , EIB WhatsApp A EEFAE WhatsApp Bk F 7 B RGER 750K
AR  HER/EFIUAREBEHANES Authentication-International ERME SR/
B, MEFHMERN , 552 B WhatsApp Business Platform B8 A BERHPHER,
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https://aws.amazon.com/end-user-messaging/pricing/#WhatsApp
https://developers.facebook.com/docs/whatsapp/pricing/authentication-international-rates#eligibility

AWS BRRERAEFERALR EREES

/A Important

R Meta ¥IBEN D EFESEKRAUthentication-International |, S EH @K
BEXERERMENEFEHFERN , XBE 30 KRNI ERBERE,

2. BRNEBRVAHMBEIR, NEEEEKVENFHEN , 52/ WhatsApp Business Platform 58
AEREEPHNEEEBNE,

3. MEBHELAKER/MIE 30 RPENFRKEESR <z ZEIXL,

ol 1 BIATHELRFAR

flan , MREBEETHEAALRKLEF , BEEX T —{E WhatsApp MetaTemplateMessageFeeHl
AWS &8 —1& W& AMessageFee,

Marketing Template Message 1: APS1-WhatsApp-CA-MetaTemplateMessageFee-Marketing_Regular
Marketing Template Message 1: APS1-WhatsApp-CA-MessageFee-Standard

g6l 2 . FRRARISHIFE

ELXEWIEAEFEHRASH 24 NEALEERAENEATER , REEVRBEHE, ELRH
F, SEEANSELEASHLEEKE—ZMetaTemplateMessageFee-Service_RegularZ Al
MessageFee AWS , it , IRFEAEMB 7 —RIFAL , ¥KEEE K mEAECEE , BiE=8IFA
BENERAUT

User Initiated Message 1: APS1-WhatsApp-CA-MessageFee-StandardService

Business Initiated Message 2: APS1-WhatsApp-CA-MetaTemplateMessageFee-Service_Regular
Business Initiated Message 2: APS1-WhatsApp-CA-MessageFee-StandardService

User Initiated Message 3: APS1-WhatsApp-CA-MessageFee-StandardService

AWS R ERAEERALERIRE 1ISO RIEFM MetaTemplateMessageFee R 5t
X ENBIR/ME

R B ISO B3R/ [E K TS B WhatsApp $555H B @1
AF Afghanistan Rest of Asia Pacific
AX Aland Islands Other
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https://developers.facebook.com/docs/whatsapp/pricing/authentication-international-rates#primary-business-location
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AL

DZ

AS

AD

AO

Al

AQ

AG

AR

AM

AW

AC

AU

AT

BS

BH

BD

BB

EiE

Albania

Algeria

American Samoa
Andorra

Angola

Anguilla

Antarctica

Antigua and Barbuda

Argentina

Armenia

Aruba

Ascension Island
Australia

Austria

Azerbaijan

Bahamas
Bahrain
Bangladesh

Barbados

WhatsApp ¥ 55T E R

Rest of Central & Eastern
Europe

Rest of Africa
Other

Other

Rest of Africa
Other

Other

Other
Argentina

Rest of Central & Eastern
Europe

Other

Other

Rest of Asia Pacific
Rest of Western Europe

Rest of Central & Eastern
Europe

Other
Rest of Middle East
Rest of Asia Pacific

Other

IREE 1ISO 1%
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ERAEER
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BY

BE
BZ
BJ
BM
BT
BO
BQ
BA
BW
BV

BR

VG
BN

BG

BF
Bl

KH

EiE

Belarus

Belgium

Belize

Benin

Bermuda

Bhutan

Bolivia

Bonaire

Bosnia and Herzegovina
Botswana

Bouvet Island

Brazil

British Indian Ocean Territory
British Virgin Islands
Brunei Darussalam

Bulgaria

BurkinaFaso
Burundi

Cambodia

WhatsApp ¥ 55T E R

Rest of Central & Eastern
Europe

Rest of Western Europe
Other

Rest of Africa

Other

Other

Rest of Latin America
Other

Other

Rest of Africa

Other

Brazil

Other

Other

Other

Rest of Central & Eastern
Europe

Rest of Africa
Rest of Africa

Rest of Asia Pacific

IREE 1ISO 1%
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ERAEER
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CM
CA
CcVv
KY
CF
TD
CL
CN
CX
CC
CO
KM
CK
CR
Cl

HR

Ccw
CY

Cz

B4

Cameroon

Canada

Cape Verde

Cayman Islands
Central African Republic
Chad

Chile

China

Christmas Island
Cocos(Keeling) Islands
Colombia

Comoros

Cook Islands

Costa Rica

Cote d'lvoire

Croatia

Curacao
Cyprus

Czech Republic

WhatsApp ¥ 55T E R
Rest of Africa

North America

Other

Other

Other

Rest of Africa

Chile

Rest of Asia Pacific
Other

Other

Colombia

Other

Other

Rest of Latin America
Rest of Africa

Rest of Central & Eastern
Europe

Other
Other

Rest of Central & Eastern
Europe

IREE 1ISO 1%
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CD

DK
DJ
DM
DO
EC
EG
SV
GQ
ER
EE
ET
SZ
FK
FO
FJ
Fl
FR
GF

PF

EiE

Democratic Republic of the
Congo

Denmark

Djibouti

Dominica
Dominican Republic
Ecuador

Egypt

El Salvador
Equatorial Guinea
Eritrea

Estonia

Ethiopia

Eswatini

Falkland Islands
Faroe Islands

Fiji

Finland

France

French Guiana

French Polynesia

WhatsApp ¥ 55T E R

Rest of Africa

Rest of Western Europe
Other

Other

Rest of Latin America
Rest of Latin America
Egypt

Rest of Latin America
Other

Rest of Africa

Other

Rest of Africa

Rest of Africa

Other

Other

Other

Rest of Western Europe
France

Other

Other

IREE 1ISO 1%
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ERAEER
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TF

GA

GM

GE

DE
GH
Gl

GR

GL
GD
GP
GU
GT
GG
GN
GW
GY
HT

HM

B4

French Southern Territories
Gabon

Gambia

Georgia

Germany
Ghana
Gibraltar

Greece

Greenland
Grenada
Guadeloupe
Guam
Guatemala
Guernsey
Guinea
Guinea-Bissau
Guyana

Haiti

Heard and McDonald Islands

WhatsApp ¥ 55T E R

Other

Rest of Africa

Rest of Africa

Rest of Central & Eastern

Europe
Germany
Rest of Africa

Other

Rest of Central & Eastern

Europe

Other

Other

Other

Other

Rest of Latin America
Other

Other

Rest of Africa

Other

Rest of Latin America

Other

IREE 1ISO 1%
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ERAEER

MR ISO Bl ZR/3: [E AT
HN
HK

HU

JM
JP
JE
JO
KZ
KE
Ki

XK

KW

B4
Honduras
Hong Kong

Hungary

Iceland
India
Indonesia
Iraq

Ireland

Isle of Man
Israel

Italy
Jamaica
Japan
Jersey
Jordan
Kazakhstan
Kenya
Kiribati
Kosovo

Kuwait

WhatsApp ¥ 55T E R
Rest of Latin America

Rest of Asia Pacific

Rest of Central & Eastern

Europe

Other

India

Indonesia

Rest of Middle East
Rest of Western Europe
Other

Israel

Italy

Rest of Latin America
Rest of Asia Pacific
Other

Rest of Middle East
Other

Rest of Africa

Other

Other

Rest of Middle East

IREE 1ISO 1%
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ERAEER

MR ISO Bl ZR/3: [E AT
KG
LA

LV

LB
LS
LR
LY
LI

LT

LU
MO

MK

MG
MW
MY
MV
ML
MT

MH

B4
Kyrgyzstan
Lao PDR

Latvia

Lebanon
Lesotho
Liberia

Libya
Liechtenstein

Lithuania

Luxembourg
Macao

Macedonia

Madagascar
Malawi
Malaysia
Maldives
Mali

Malta

Marshall Islands

WhatsApp ¥ 55T E R
Other
Rest of Asia Pacific

Rest of Central & Eastern
Europe

Rest of Middle East
Rest of Africa

Rest of Africa

Rest of Africa
Other

Rest of Central & Eastern
Europe

Other
Other

Rest of Central & Eastern
Europe

Rest of Africa
Rest of Africa
Malaysia
Other

Rest of Africa
Other

Other

IREE 1ISO 1%
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AWS B EREFERER

ERAEER

MR ISO Bl ZR/3: [E AT
MQ
MR
MU
YT
MX
FM

MD

MC
MN
ME
MS
MA
MZ
MM
NA
NR
NP

NL

NC

NZ

B4
Martinique
Mauritania
Mauritius
Mayotte
Mexico
Micronesia

Moldova

Monaco
Mongolia
Montenegro
Montserrat
Morocco
Mozambique
Myanmar
Namibia
Nauru

Nepal
Netherlands
New Caledonia

New Zealand

WhatsApp ¥ 55T E R
Other

Rest of Africa

Other

Other

Mexico

Other

Rest of Central & Eastern
Europe

Other

Rest of Asia Pacific
Other

Other

Rest of Africa

Rest of Africa
Other

Rest of Africa
Other

Rest of Asia Pacific
Netherlands

Other

Rest of Asia Pacific

IREE 1ISO 1%
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ERAEER

M B 1ISO Bl SR/ [EACHT
NI
NE
NG
NU
NF
MP
NO
oM
PK
PW
PS
PA
PG
PY
PE
PH
PN

PL

PT

PR

B4

Nicaragua

Niger

Nigeria

Niue

Norfolk Island
Northern Mariana Islands
Norway

Oman

Pakistan

Palau

Palestinian Territory
Panama

Papua New Guinea
Paraguay

Peru

Philippines

Pitcairn

Poland

Portugal

Puerto Rico

WhatsApp ¥ 55T E R
Rest of Latin America
Rest of Africa

Nigeria

Other

Other

Other

Rest of Western Europe
Rest of Middle East
Pakistan

Other

Other

Rest of Latin America
Rest of Asia Pacific
Rest of Latin America
Peru

Rest of Asia Pacific

Other

Rest of Central & Eastern

Europe
Rest of Western Europe

Rest of Latin America

IREE 1ISO 1%
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AWS B EREFERER

ERAEER

MR ISO Bl ZR/3: [E AT
QA
CG
RE

RO

RU
RW
SH
KN
LC
PM
VC
BL
MF
WS
SM
ST
SA
SN

RS

B4

Qatar

Republic of Congo
Reunion

Romania

Russian Federation
Rwanda

Saint Helena

Saint Kitts and Nevis
Saint Lucia

Saint Pierre and Miquelon
Saint Vincent and Grenadines
Saint-Barthelemy
Saint-Martin

Samoa

San Marino

Sao Tome and Principe
Saudi Arabia

Senegal

Serbia

WhatsApp ¥ 55T E R
Rest of Middle East
Other

Other

Rest of Central & Eastern
Europe

Russia

Rest of Africa
Other

Other

Other

Other

Other

Other

Other

Other

Other

Other

Saudi Arabia
Rest of Africa

Rest of Central & Eastern
Europe

IREE 1ISO 1%
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M8 1SO Bl ZR/ith [E X HS
SC
SL
SG
SX

SK

SI

SB
SO
ZA

GS

KR
SS
ES
LK
SR

SJ

SE

CH

B4
Seychelles
Sierra Leone
Singapore
Sint Maarten

Slovakia

Slovenia

Solomon Islands
Somalia
South Africa

South Georgia and the South
Sandwich Islands

South Korea
South Sudan
Spain

Sri Lanka
Suriname

Svalbard and Jan Mayen
Islands

Sweden

Switzerland

WhatsApp ¥ 55T E R
Other

Rest of Africa

Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Central & Eastern
Europe

Other
Rest of Africa
South Africa

Other

Other

Rest of Africa
Spain

Rest of Asia Pacific
Other

Other

Rest of Western Europe

Rest of Western Europe

IREE 1ISO 1%
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MR ISO Bl ZR/3: [E AT
TW
TJ
TZ
TH
TL
TG
TK
TO
T
TA
N
TR
™
TC
TV
UG

UA

AE
GB

us

B4

Taiwan

Tajikistan

Tanzania

Thailand
Timor-Leste

Togo

Tokelau

Tonga

Trinidad and Tobago
Tristan da Cunha
Tunisia

Turkey
Turkmenistan

Turks and Caicos Islands
Tuvalu

Uganda

Ukraine

United Arab Emirates
United Kingdom

United States

WhatsApp ¥ 55T E R
Rest of Asia Pacific
Rest of Asia Pacific
Rest of Africa

Rest of Asia Pacific
Other

Rest of Africa
Other

Other

Other

Other

Rest of Africa
Turkey

Rest of Asia Pacific
Other

Other

Rest of Africa

Rest of Central & Eastern
Europe

United Arab Emirates
United Kingdom

North America

IREE 1ISO 1%
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Uy
UM
uz
VU
VA
VE
VN
VI
WF
EH
YE
ZM

ZW

B4

Uruguay

US Minor Outlying Islands
Uzbekistan

Vanuatu

Vatican City State
Venezuela

Vietnam

Virgin Islands

Wallis and Futuna Islands
Western Sahara

Yemen

Zambia

Zimbabwe

WhatsApp ¥ 55T E R
Rest of Latin America
Other

Rest of Asia Pacific
Other

Other

Rest of Latin America
Rest of Asia Pacific
Other

Other

Other

Rest of Middle East
Rest of Africa

Other

IREE 1ISO 1%
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B2 AWS R EHBEEALX

ERRHERE AWS RREAEBALRIMEM AWS SRS RO T FEME, TAEMRENEES
o AWS RETHIERTERER AWS HREAESALR, ERLEREOR , URBERREKIE
BEE

« Amazon CloudWatch AWS £ EIEFESR B H AWS ERMEE LHTHEARER . S URERNE
Mg, BYBIERKR , URBREET , TREEEEIZEENRER BN S EINEE, Fl
m, B A LARE CloudWatch &t CPU E A2 H 1l Amazon EC2 #{TEIRER Y EFERAE
BEFHRITER. WERFHER , 5528 Amazon CloudWatch A EIEFE.

 Amazon CloudWatch Logs Al ZEZEER, FRMEFERE Amazon EC2 #1T{EE. CloudTrail RH
f2RIRH BFFE R, CloudWatch Logs AJEZ AR ERTHEN , Y EEI R ERERBNE, &
A G ARER EEEEMAMNREEEZE, WEFHMENA , 5528 Amazon CloudWatch Logs
ERAEEM.

« AWS CloudTrail #iELH AWS IR FHRAREWIRFE ZHM AP FRIFERESEH |, WS B FE
ERXNEEIEEN Amazon S3 REFETEE, EAILERBIF LA EREMIRE AWS, 1T F U/ 3R
IP it | AR FFIUAY SR, WEFFMERN , 3828 "AWS CloudTrail FF&EIER,

£/ Amazon CloudWatch Es3% AWS R FERAEBALR

B LAMEA CloudWatch E5#8 AWS X FEREEALR , EERERKRENUKEEEATEREYT
AR IERE, BERITERSRE 15EA , LELEFEMELER , X EEFE Web ERAEXHRBEHN
TR, CHAUREEERERENETR , EREELRERBSEABANNENEE, NEFMAE
#F , 5528 Amazon CloudWatch A&,

R AWS RKRFERAEERALER , BREREELE WhatsAppMessageFeeCount , WEER X HERE
KBS HWhatsAppConversationFeeCount MR E R,

(® Note
BRAFRBIREEE AR , T8 A CloudWatch 818,

TRIH AWS R EREEALTEHEIAWS/SocialMessagingin B =R IEEMME,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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BE B iR
WhatsAppConversati T WhatsApp ¥55 & ARETR
onFeeCount
WhatsAppMessageFeeCount  5t# WhatsApp A EERHETE
MetaTemplateMessag T PEE A EEANGTE
eFeeCount

@ Note

WhatsAppConversationFeeCount 5% 8 2025 £ 7 A 1 HE&EEEA,

HE iR

MessageFeeType BEREAERAREE
DestinationCountryCode Bl ZR/ih B MEFE ISO K%
WhatsAppPhoneNumberArn BERBHNFEHD
MetaTemplateMessageFeeType BEREREAE A M. Free_customer_ser

vice, Free_entry_point

MetaTemplateMessageFeeCategory EREAERNTERE. 786, 2AEX. 5%
ER. Authentication_inter international

ConversationFeeType BEREAERNCERE. 786, 2BAEX, 5%

Ea2% . Authentication_inter international

(® Note
#2025 F7 A 1 B , LA ConversationFeeType dimention,

f£F CloudWatch 1T B4 92
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£ Fo8k AWS R FEREERA+RR API FEI AWS CloudTrail

AWS S EAEERALREE BEAWS CloudTrail , EERBAIRECAE. AR ARIEEN
FC#% AWS BR¥%. CloudTrail €4 AWS &K EREEFALRRAIFIE AP FFAIHEEU S S 4. HREEY Y
BIERA AWS BRREAEEALREZEMTN |, SR AWS K& EAEEFALR AP RENER
IR, £/ CloudTrail WEERYEF , &R BAKIBT R AWS RAEFEMEBALTRHAFER, RHEFHES
Y IP ik, RHFERNERE , R EAFEER,

B-EEMIARERFE TS ELFRENENA. FOERATHEHE THIEE

- ZEREFARCEAEERFEAERREEL,
FEREANR X IAM Identity Center FAERH,

i
EE
S
s

ARE , REERATREACIBES G EAENTREZ2EBRE.
BH%—E AWS BR#BEHR D,

?\\gl!
3
%
ﬁlm

BEEREIIRS AWS 1RF BCloudTrail 81 FEMEAFMKE , M A S E B EFE CloudTrail SH4E
S 5E#. CloudTrail BHEEFLH A AWS BEFFIBE 00 Rtk EESH |, RHUTRE. T8S,
A FEEF IR IGCE, MEFMENR , 528 "AWS CloudTrail A &R FHIFEA CloudTrail
EHELEE. BRRBH4ELREHTIEEL CloudTrail EA,

WFE AWS 1R B % 90 RAFHER SN EHN |, FEIUMRERH CloudTrail Lake EHERIFRIE

CloudTrail i& it

#RFAEFE CloudTrail #§ B R E Amazon S3 A8, FA BIUMNAAERE AWS
Management Console R Z[EiF., AT LAEH AWS CLIZM B —® % EiFE# Ei%"‘?ii%
EEEH , RAZREE AWS B tREHAE E8. MREEVE—EFEH  BREEREEH
AWS B RENELH. MEEHRMNFMEN , 528 (AWS CloudTrail {Eﬁﬁ%iaﬁ>> R A&
B AWS RF 2Bt AEBE B M,

BRI LLEBEVEH K REKSEEEEHMN —EEARLR CloudTrail FEZEEH Amazon S3 @
iR , EERMEEL Amazon S3 #EFE M. WFE CloudTrail EEBMFMER , F28 AWS
CloudTrail EEf&., %1% Amazon S3 EEMEEEENR , 582 Amazon S3 EfE,

CloudTrail Lake B4 EREKIE

CloudTrail Lake ZEsEHE =317 SQL BEFH, CloudTrail Lake #5499 5= JSON X WEHE
EHEIA Apache ORC 1, ORC R—EBEMAREEFRIN , srEREEIERET 7 &EL.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/

AWS BRRERAEFERALR EREES

RREREAREIEHAENENRES  EHAENEHERSEHNTIEES  HKBAKRERE
REREHEIEGEERNGEYE. EARSE4ENEHENZEREFEHBLEEHFETEL THE
&, WMFE CloudTrail Lake WEEMIER , FFSBAWS CloudTrail  fEAEER) HEEH AWS
CloudTrail Lake,

CloudTrail Lake EHEREFHENEHSELER, BEUEHEREHER K BZULLBEZEEARE
HERERENEERE, KEERESREHBNBESHNRE  URBEHEREHRENTEER
MERARBH, WE CloudTrail EEMFFMER , 2B AWS CloudTrail EfE,

AWS CloudTrail PR FEHEEALRERSEH
EREAHEAEER L REERPHTHERIRENEEET (Bl , EIKEA Amazon S3 ¥4E).
EEHBAEHTEEE, SREABEEARERNED, RIFER  CloudTral FTEIEEEHE
#., CloudTrail E4E S CETEITEERT,

EXNEHEXXNENANER. WNF CloudTrail EEMNFMER , F2E AWS CloudTrail EE,

A LAE A CloudTrail 2 & CloudTrail API #4F AWS CLI , f2é#% AWS S FERAEEALREIR
FRANEREH, IFENUCHKENESHNFRER , 528 (AWS CloudTrail FAEEME) PHE
F AWS Management Consoleit # E R E 4 M A AWS Command Line Interfaceid 88 E R F 4

TRIIEEAURHERSEHN AWS RinEAEEALRERER., ERS4EE (X24) &
TEE TSR CloudTrail EE & LN ERSHERBEFEZENE. resources.type EMEETRE , &
SEMEA AWS CLI 5 CloudTrail APIs 32 EEFE S4B R IEEZresources. typeff. o#Z
CloudTrail W& API ERTEHHERERE R E CloudTrail 9 API FELY,

ERE4EE (38 resources.type & 504% % CloudTrail W& X! API
HRXALEFEHRE ID AWS: :SocialMessagi « DeleteWhatsAppMess
ng: :PhoneNumberId ageMedia

» GetWhatsAppMessage
Media

» PostWhatsAppMessag
eMedia

» SendWhatsAppMessage
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DeleteWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DeleteWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_PostWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_PostWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_SendWhatsAppMessage.html
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& 0] LARR B P B 1B BB 2R EFiZ eventName, readOnly # resources.ARN 1 ,
DERSHEZEENSEH, WFEELEHMUNGFMER , F2BAWS CloudTrail APl & &
#YAdvancedFieldSelector,

AWS CloudTrail P REFERAEEALREREH

EEEHREE ERLBTHEERRENHEBEN AWS IRE, EXtBARHTHEHERE, RIEHE
5% , CloudTrail SB#EEEH,

AWS SREREBAHLIEHAE AWS HREAEBALREH FHRFCEAETERESH, W
FAWS HREAEEALTEFFHRENFE , ZRFR AWS ZEREAEEALTHFE
CloudTrail , FFZ2RAWS FERAEEFALR API 2%,

AWS R fEHEBRE RS E B
—BEEHREEATRBHGE—FR , LOEER AP REHRBEET, RN QPP R

2%, CloudTrail HFEERTRLHE API RN EHFHERER  RUEHTEUMEMREIRFE
Ro

LA €558 R"H CloudTrail S48 /RE8 B 1F,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "GR632462JIDSBDSHHGS39:session",
"arn": "arn:aws:sts::123456789101:assumed-role/Role_name/Session_name",
"accountId": "123456789101",
"accessKeyId": "12345678901234567890",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "GR632462JDSBDEXAMPLE",
"arn": "arn:aws:sts::123456789101:assumed-role/Role_name/
Session_name",
"accountId": "123456789101",
"userName": "user"
},
"attributes": {
"creationDate": "2024-10-03T17:25:08Z2",
"mfaAuthenticated": "false"

AWS CloudTrail P HRAEAEEALRERSH
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https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/social-messaging/latest/APIReference/

AWS BRRERAEFERALR

ERAEER

}
1,
"eventTime": "2024-10-03T17:25:237",
"eventSource": "social-messaging.amazonaws.com",
"eventName": "SendWhatsAppMessage",
"awsRegion": "us-east-1",
"sourceIPAddress": "1.x.x.x",
"userAgent": "agent",

"requestParameters": {
"originationPhoneNumberId": "phone-number-id-
2a012345678901234567890123456789",

"metaApiVersion": "v20.0",
"message'": "Hi"
I
"responseElements": {
"messageld": "message_id"
},
"requestID": "request_id",
"eventID": "event_id",

"readOnly": false,
"resources": [{
"accountId": "123456789101",
"type": "AWS::SocialMessaging: :PhoneNumberId",
"ARN": "arn:aws:social-messaging:us-east-1:123456789101
phone-number-id-aa®12345678901234567890123456789"
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789101",

"eventCategory": "Data",
"tlsDetails": {
"clientProvidedHostHeader": "social-messaging.us-east-1

MFEAE CloudTrail RHBRBNET , FFSHE (AWS CloudTrail f£A & 5/)
contents.

:phone-number-id/

.amazonaws.com"

Y CloudTrail record

AWS &R & EARA B4

96


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
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AWS & EREBALINREERR

FERPLERZEEY  THBEREEFSHEYRBIRFEE. T8, FE8  FHFSEER
Bo on—EAHEM LIS ERER.

MEFE WhatsApp REBKWRFTEE , 552K WhatsApp Business Messaging B &,

FE

« Up-to-date EFE 5% EFE
- BUEEFH

- ZIFNARRE

- BRRENEFBE

- ERHEIA

Up-to-date 158 E 15

#£ 5 IE 7 H up-to-date WhatsApp Business i%XEfE , HHP B SEF X EBMKEN , fINEFEHitb
i, BUREBFERER. BREMNEFAREEY  YETSHMRERAEMLE,

B85

PR EEGEARPRERBZREHEEE B EAREENRGE, HETIREMAENR

- BEMARFLARBSTAYS , #MIEEER WhatsApp HBRBEEXNASSEF. BH4EH
PRHERIR SN ERERE,

- BEEESBHFISEENMARENS X, BRREENABRFASEERLBANMBERERE. RHt
FELENEA , WRBHEREAEEEMA L ENFF T,

% WhatsApp BB MAERWFHAEH , HSMEUGEE A WhatsApp

WMRBHEATAFERAR EREFMABRENAL , EHLEBHCESHBEEAETANENER TTE
bl EIRFRHIEREEE — TR AIUREXEFERBRIRR.

BFAERHNFIERER , EWR 21T WhatsApp LIERE WhatsApp £, LLEH, FIESEZFEHE
7, DERBEAFERBRZIAR,

Up-to-date ¥ 5552 EE 97


https://business.whatsapp.com/policy#best_practices
https://developers.facebook.com/docs/whatsapp/overview/getting-opt-in
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MRS , DESERBEEFERNERN B, BENER, St iHBERNTEFBENHITE
o

ZIEHNASRE

/A Important
£ F Meta/WhatsApp

o 8% WhatsApp B¥88 R 7 R HZ WhatsApp B RIEEIK. WhatsApp B R
RIEF. WhatsApp B BB, WhatsApp AEBEXER |, IR St AH DT E Hib ik
M, BORBEAMWHR ( SERTBERERER ) o

+ Meta = WhatsApp FIBERERFZE IE & WhatsApp B ¥R R,

o TEfEF WhatsApp B¥EFRARE , BFERXEMRE. EFARER , BEXRE. EAH
ERgRBEEANEESIEAZIREBER D ZRH,

MR EIER WhatsApp B , BNRF eSS 3 —REBRABEEXARNEE, WHE , X
FREPFRIKAHER L, MREEARFHIEEERBER , PEEFEIBE FEHH4F WhatsApp
Business Manager BAIR, FIEHRRELER Meta 2H . EERFERBIFESR O Meta IRHBR
228 (Meta Business Help Center) HHI#24R WhatsApp Business IRFHBURIERFHEH. WFE
BIHASABNRINEE , 552/ WhatsApp Business Messaging B,

UTRESMAEARRENZELRETER. €A WhatsApp EXFALE , FFEE T FI2ER

Pl gt
e ] - H5
- HHEREH

- AR/

= 2By & Rl AR 75 - BFHERX
- BEHIERER
- AEER
- RHERK
- BAEN
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https://www.whatsapp.com/legal/business-terms
https://www.whatsapp.com/legal/business-solution-terms
https://www.whatsapp.com/legal/business-solution-terms
https://business.whatsapp.com/policy
https://www.whatsapp.com/legal/messaging-guidelines
https://www.facebook.com/business/help/692706745267064
https://business.whatsapp.com/policy
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- REREE
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BXER - EOHER
- BAER
- EEERHE
REBREE - ERIEHRSTES
- BRBRESS
- SFEHZERITHTE
IEEY « KF/CBD
HARR &Y AR - HEECAEEEEAESHAIBLEEAEA,
SHAF.T. -
- iR
- EE
. B

B=RBEEFEL

BRENEFBE

MR EEIXEEB WhatsApp FAE. |
BN —EFREBEZKASNESF,

- RE/EFR
- BE, HEFDEHEEEANLF

AEHIRRENEFBE. BRENTFBERNEREWA

EERREER  FEEIFEGEARERUNEFRERMM TN , YIRHEEBUEIENERR
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AWS BRRERAEFERALR ERAEER
BigSHEERARGE

EFNEXIEFAEREEREMEE, NMREFEESENARRBRE  tMTRRETETEEN
AR, AEERENASLQBARERA, ERELRR , KL ARBEFSHERFAREELEL.

NMREFRIVECHNASED , CRZAFBASNER, Sl , MREEZZFBEASBSENES , &
AUARVBENEFREIERNEBARE.

R& , RENEFBFETBREETIZENEF, TRUTBEEFHENFASRIRE. ETHEE
RIRRAS | Wik B R B S BFHENTE,

B RHEE

HEEFNEBLMREEEIALE, MREEAEREIFREEIAL , ENEFRETRSEUHTRE
WEE , LEGEZETE, EANETRFEEVEEER , BREREEIE WhatsApp FAE.
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AWS R ERBBALINLZE M

MERZEM AWS REESEEIEF. 58 AWS BF |, BaUZHSRNERMPOMBIREE , ELRE
B TRERREEHBEBHFIRMEE,

ZEMR AWS BB ARRE, AFEEEEREERRERNZEUENBRPHRZEMN

- BN R e - AWS EEREHE FHIT AWS BRBHERFE AWS Eln, AWS BERHAR
LERANERE. FEAAWS SRFEN—HD , FZARRAEEERAEANBRIRMAZENEN
. BEETHERN AWS R EREEALINERE , F2HRAWS SH 8 RBEE.

- BT e - ENEEEURREER AWS NIRE., G4 AHHEARRZEE S FERIRE
., BRANERNMBREENER.

A THEE T RMAEER AWS BRERAEBEALIHEALBETEE, THEBRALMAH
EAWS RREAEEAULRURELNZLHEERBE. KU0gTHROMER M AWS IR R
FERNRE AWS R EREEALRER,

F&E

- AWS BRREREBEALRPHERRE

- AWS BRERAEEALRNE s NFRER

« AWS BREREEALRNERHRFE

« AWS RRREREFEAERPRYEM

- AWS EREAEEALITHNERS BTSN

- BERhBREEEREA

- REBEER

- FRARKERLAGET AWS BREAZEEFALR

AWS ZRERAEBALRPHERRE

AWS EEEEEREAR AWS BEEAEEALTHWERRE, NREEFR, AWS BERE
YITFE 1) SREWBRIEAWS Bk, LEEHBEHERRE LTEATHDRHE, CHREE
BFFEA AWS RE RS AENEREE. NESNBAENHEET  BeREREAEE R
e, MBEEMENERRENEMET  FBM AWS T2 WEER L AWS SEH BEER
GDPR & &,

RRRE o


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- BERFHECRAZEZEZRE (MFA),
- £/ SSL/TLS B AWS EfBH. RMEFEE TLS 1.2 WEZRFEA TLS 1.3,

- {EF 22T API FI{EH E ZEGE 8% AWS CloudTrail, IEEREMFEA CloudTrail JBHEHEEL AWS JEEIRY
B , HZBAWS CloudTrail € fFR&EER) RHER CloudTrail B,

- EF AWS MEMARAAR , UREPHFAERERZ S AWS R,
- FRERNZELZSIRE (B0 Amazon Macie) , 1#BIEREMIRZEMFE Amazon S3 HWEIRE R,

- MREE AWS BBHSHRESR API FE BEEE FIPS 140-3 R BN RIERZEH | FFEH FIPS
i, WMFEEEI FIPS M FIPS in BN ESHEAEN , BSRBBIPEFEREZLE (FIPS) 140-3,

BEMEEBRCEBHIESETFNE B U FRZIBRAET  HERRI A BN FRL
B, flamE BRI, ESRELMER AWS BRERAEEALIHEM AWS BRI EHERE. AP
AWS CLIZ, AWS SDKskf, BHEBRBHEBHEAXFRUTFAANEAERBUTRARERZER
ibo MRERMNEAMIEN URL , RFEZEBF VLRV LB ZRAMBFFBRY URL PE=BRE
o

/A Important

WhatsApp EAAFZBARDEHETLELBEA. T8 , AR AWS R EREEFALRRRE=
%, Btk WhatsApp A 21§38 £ Blend-to-end %, NFE WhatsApp ERHR BN FMEN |
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REhl,

AWS & #&fE & EFAL TR R 3R 5|8
XERBBERRGGESR B2

EEEWLUER AWS JSON BERRIEEH T AFHAR, tWH2R , HMEEBE A BERS T o H 4
EEREIT LB F,

Condition jt# (8 Condition E#R) AIEGRIEEERAN LR R, Condition TERERAE
B, BUUBRNFEAREEE FNREEER (FINERT/IR) , REHWBEPWHERENERPHE,

AWS B & fE A& EAAL R I ER IAM HEEFH 112


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
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BEERRKXFIEESZME Condition THE , EEE — Condition TEPEESERGIE , AWS
SEREE AND BRIFFTMAMt. WRERE—IRUHRCIBEEZEE , SERABBORRE AWS 514
Rtt. LEANEMARGE , TEREBRBXVFT T,

BTN EEERGBEAFEECESY., flm , EAUREEREERE IAM EAERBERELE
HENERNFFARTXIAM ERE, NEEZEF , F2H IAM E£AEERETHN AM BEXTE : &
BHER.

AWS X ELEFRGSRANBHBBENRG SR, BEEEME AWS 2ERGRSIR |, F26H (AM
EREERE) PHAWS 2ERHERERSIE,

EREE AWS RREMAEEFALEXKHGERNFE , F2RBRBERESEDNAWS R EHEET
HRWREEIR, FETHRETUERREERNBENER , F2RAWS SKRERAEEALRT EH
Y B

BHEME AWS RREREEALR S D EBERNES , F2HE AWS SREAEEALIN S D HK
R hl,

AWS A EBEHALRHH ACLs

TEACL: B

FHUEFIEE (ACL) ATEFIBLERE (RFKE, FRAENAG) HEFIEEZRNFFAT. ACL EER
EREBR , BEMAER JSON BERXAHEN,

ABAC #&8L AWS SR ERAEEALR
% 8 ABAC (R ER) : 29

B RFEUES (ABAC) R —EREXRE , TRIREMRERF A, £ F AWS , ELBHBARE.
UL EREERE IAMBR (£RAEHAE ) MFE AWS EF, AERMNERMN LHERE ABAC
ME—F, BEBERF ABAC BX , A EIBNRREHERFINERERMEFRIRE,

ABAC ERRMRENFRPHEREE , WRERREESESEERERIB,

MERBERILEFE , 5BFFEH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R &S8R , TEENEUHTESD |, REEBEH.

MRBHEXESEERERNSB=ERELE  HYUZRBENS , BEA Yes, NERBEZERLSE
BFREAENSH=EFHE <8 , BIEA Partial,
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WMFT ABAC EHHAEH , F2H (AM EREERE) PHEA ABAC BRIEERF . NEEESHAR
E ABAC ZERNHERE , F2H IAM EHEERETRNEABHEEFEZSE (ABAC).

B AWS Bk ER E MR X EARREALEH
XEmERE &

ERGERABEEAEREAE , L AWS R #5E/E, MEFMER , SHEWL AWS RS 5
REEEAER , F2H (AWS R IAM FEHAEIER)Y FrER IAM B

MRE AWS Management Console ERAFEAEZBNEZBUANTEMA L EZEAN |, ISEAERREA
FH, fII0, B8 AWS ERATHE—BA (SSO) EREFR I , HRFEADRIERE AR,
ECUERESSEATEA  ARYRAGH  COADRIERER, NEURACHRARA
O (AM EAEEE) FHREAEDAE AV AG (EBA).

&I LAMEA AWS CLI 5 AWS APl FEIZY IRIEAER, AR, S UEAELHEREAENRE
HAWS, AWS EZEBREELRREAER K MARCEARBENZR, NFFRER , F2H
IAM VTR LS BE.

AWS &5 & A KB RIS Tl
SEWNSFRIARE (FAS) : £

EEER IAM ERESAGE PHTERER AWS |, BERRAETA. EAKLERKE  LTEE
BATEERE , EMEFRRBEPRE S —EEE. FAS ERAMW WEFTEAFFT AWS R , F&
AWS BR#% FERME TERBREFER. IRERBRIFERE M AWS RF% = BRE B RETKHY
ARE , ITERE FASHER. ERIERT , ELEEFATEMEDFENFTA, WHFERH FAS FRE
HBCRFMER  F2EEREMTFEEE,

AWS B EAEEALINEEA S
XERBAS 2

REAGRREETN AM A€  ATREMTEE, IAM EEE LKL IAM RET, 18R FN M BRIRKE
A, MEFHMEENR , #F20 (AM FAEEE) FWETI AT RTIESR AWS Ri%,

/A Warning

SFRBEACNFTT AIRESHE AWS RREMAEEALRNE. RBHE AWS KREMAER
AERREHRESIR , T RRREREAR.
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AWS RRERAEEALRNVREEFAS
XERBERLAG : 2

RBEHACREAE H—EREAS AWS BE. BETURERRENTHENAS, RIEER
AEEURESH B AWS IBF , LARBEA. AM BERTURE , BT ERBEHELALH
T

NMFERVREERBEEACHFMER , F2ETEL IAMEFENAWS RIS, EREPSHEKH
HP32RBEFAGHRTHN Yes, BERER , LR BB RBEZABXHS,

AWS B #& &AL & 5 B BERE S

BIFFER , FAENACGREEUDRMBEHN AWS R EAEEALRERNET T, it EFER
AWS Management Console, AWS Command Line Interface (AWS CLI) 5 AWS AP| R {TE
ETERTHRAEHHMEERATHENSTT , IAWM EEETLEY IAM BER, A& SEETLE
IAM BERFTEEAE  FREEEREIELAE.

WMETHMMAERELES JSON BERXHETL IAM 52 REEK , F28 (AM EREER) FHE
3 IAM BUR (E#A).

WEAWS BEREAEEAHRERCDENEREENFEET S ESFEEREEM ARNs 53
ASHRBRBERESERNAWS SR ERESALTNEE, BRMEHEER,

ES |

- BRREER

- A AWS BREAEEALERE
- AFERAERFMFIE KT

HERREER

BoRARKRESHEEZIREFANERBAERSTUEY, FEEMER AWS R EHAEEALRER. E
LEETREE RGN AWSIRFELEH, EREVRMES P HEBERE K BFERTNIENRESRSE
13

. BBER AWS SERFLHARERRTT - EERRRHFTEFENEAENTEAR , HEm
BHTETHSEREARAN AWS SERE, THTEEN BEMA AWS BF, RFRBLE
BREREARG AWS NEFSERE , E—SHOHT, NEFSEA, BSH AV EAEE
B AWS BEREREBMENAWS FERE,
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- ERAREHERT - RE IAM BERNFAR  FERTHTERMTNAT. KERLEN , B
LESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEAES , F2EH IAM EAERERETH IAM PRIBERMET .

« £ IAM BER PR R4 — S REFEE - SO LUSHREFIEEBEER | UREIESEMNERNER.
flan | WA LURBBERRG , EEXEMEH SSL BEFTERR, MREBFE FARKEE , Bt
A BAGE A R4 3R 3% T L 12 BV AWS BR#E , 4120 AWS CloudFormation, MEFFMEN , FF2E IAM
FAEEETH IAM JSON BETE : Fé.

- M IAM Access Analyzer B& 3 IAM BUE |, BERFT AT 24 B W IE EiE4E - IAM Access Analyzer &
BHBEMNRBBER , BRELBFKEMR IAM BERES (JSON) # IAM HEEH. 1AM Access
Analyzer 12ft 100 ZIEBERERVEATHNER , THBERETLBEEANEER, NEFEE
#A , B2H (AM EAEER) PRIEA IAM Access Analyzer 5278 BUER,

- EEZEERRE (MFA) - MREBHWRFIFE IAM FERES PWIRERE AWS IRFE |, BRI
MFA URRER£%, MFEEMNW AP BERFER MFA |, 51§ MFA (REFEEZENBEE, W
EHMEN , F2E (AM EAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.htm| #93%i8 MFA BIZ £ AP| ZHL,

WE IAM FREEENEBEENR , F20E IAM FREERTN IAM 22 5EEK,

£ AWS BREREEALREES

HEFHAWS RREREEALREERE | BLARE —EREFF T, ELFITLARFEN HNR
B P AWS RRERAEEALRERNFMER AWS IRF ., MREEYHEERXEFTERBH S
SEEE , AIBREARBRNER ERENAG) ME  TRANEZWAMERF,

HWRMEFI AWS CLI i AWS API IER & , BFFEATRBEEEAFH . Rz , RFEAFFIE
B ERBITZ API BIENBER AT,

ATHAREAENAGMATUFER AWS RRFERAEEALRERSE |, F15 AWS R EAEEAL
RConsoleAccessZReadOnly AWS ZEB R EZIIER, MEFHMEN , F2H8 (AM FREE
M) PRFEIRERE.

RFFERAERAMMAECHFT

WEHEREMMRILBER , AFF IAM ERERGH MEBAERE S 2N ARRZEBR, BER
SEEEEAFHMEA HAWS CLI AWS APl URBRREH A X TR B EN S,

{
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

i

\|
7/l

AWSAWS SR FERAEBHAERN TEHX

BEMEFUGERE, BENAE  £/8 AWS ZERREAITREBRERERS, BA IAMEF¥
EFRFERBMNERZAHE K MIEBRRTALHWERRHEMENTT. EERERGKER , &7
EREMN AWS REBR, EEBREER RNERARS , AT EEH AWS tREFRER. WFE
AWS ZEBRNFMEN , F2E8 (AM EAEER) P AWS ZEBUE,
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AWS BRRERAEFERALR EREES

AWS BRBEHEBNER AWS ZEHX, SEEEE AWS RERKRTWFT. RBEBEHSE AWS
ZERRPHEEM A BRI, WRENENSFECERBRNTES 2 #EB (ERE. &
HNAR), ENMDERBIHTRETAE , RBRTERSEN AWS REBER. BBETEH AWS ZE
HRBERNT , AUBREMTIEREEHEBHNFT,

AL, AWS XEEZE RBEZEBHBNZEBRR. HlA , ReadOnlyAccess AWS Z & BURR AT
B AWS RBMERWERTIE, ERBRABHUER , SAFREMER AWS HI-MERF T, 40
FEBBEBRNBENRSR , F28 AM EHEEETEBRERRENAWS ZEHR,

AWS R FEHAEET AWS SEHRENHEREH

WA E L RBRARERELBELUR AWS |, HKRERAESEALTH AWS ZEBREMFMET. W
FHEESENEHRE , FIR AWS RRERAEEALINHELCHEE LK RSS HE,

-3 DU B #
AWS BREREEALRRE AWS RRERAESEALIER 2024 F10 A 10 B
EHEE HIEHEE AWS S EBERNE

%,

# AWS R ERABEEALR G 0 NFEUETHREDE
ERUATERRBE ERM RIS ELE A AWS BHRERE AT IAM BB % RHE.

&

- REEE AWS BRFEREEALRBHITEE

o RAEBHIT iam:PassRole HyIZ#E

« RBEARFH U AE AWS IRE FEFERMN AWS R FERAEEALRER

HEME AWS BREREZEEALIFHITEE
MREWRER , FHERERENTEHE , EHERLEAER , AFFEHTBNE,
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TlgEfIgEsREgEmateojackson IAM EAEERER TR ERE —BERE ny-example-widget
BRFFMENR , BAMEER social-messaging: GetWidget BRI BB 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: social-
messaging:GetWidget on resource: my-example-widget

FEURBERT , BAEH mateojackson EAFENER , AFFEAM social-messaging:GetWidget
EEEE my-example-widget iR,

MRBEEHE , SFHEEMN AWS EEE, FHNEEESREZHNEERE.
K AEEHIT iam:PassRole B FZ#E

WMREWBHER |, EHEEEHIT iam: PassRoleBE , BNBERLAERH , UAHEKAGEER
AWS & ERE BRI

BE AWS B IRESREFACERGRREYR K MAREUFTNERACIBRKELACR. NFEH
TR L AR ACEEEZRBAIFT .

EBA B IAMmarymajor FAEBEERFERAEEEE AWS RRFEAEEALRPHATEIEE , 25
S THEHIEERR, BER , BFEFRERBREERRREASERTHHFT. Mary RESACEEEZREHET
A,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEFERBRT , Mary WBURABEEH , AT iam: PassRole Bk,
MREEERE) , BHEEN AWS BEEE, ZNEEERHENEERR.
BREARF UABHAE AWS IRF FEEMN AWS X FEAEBEAEREIR

BRLEY—EAE  BEHMAIRFHNEREIEERBABHNAESTFIRENER, BUIEEE R
EEENHENEXAR, HHXEERERNBERIFEUEHIEE (ACL) BVARES , &I LUE A ALK
RRBEFAETFIENE RN,

MEFEE-FTH  F2EUTRE

LEIhRE , FEE AWS Sk A EBEFH R N{E

(i
i

- BETH AWS REREAEEFALRREXE
IAM M.
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AWS S EREEAER EREEmR

- BEETHOMAWS IRF EEHEN ERZBRETIE  F28 (AM EAEER) PNELSHE
B AWS IRF 5 — @ P REFEIER IAM F£/A%E,

- EETHRIMIMEERNEFZIEREBE=F AWSIRE , 28 (AM FAEERT) PWNSEEUER
HIGE =4 AWS IRFE #H.

- METHIDBEBEHE o RMUEIVE , F2E AM FREEREPNSFIERHGENAIDETS
SRENERE BESED).

- METHEAACHNEREBRETEIIRFFIZANEZER , 28 (AM FAEER) 1 1AM
P EIRE ERFH.

AWS SR EREEALRN SRR

EETH RS AWS R ERESRFTENEER , F2BAWS ki AT EISERNRRBIELRR
B ESHRETE, WE—-MEN , 5F2B AWS Compliance Programs,

B LAER TEE= SRS AWS Artifact, MEFMEF , FS2RE B FTHIHKST AWS Artifact.

BER BNSREE AWS R BURRERNHEEE, BLANESHRER , UARERAEENER.
AWS R TIEREHEIER

- ZEERERE - EEMRFREFEFIRBTTRTRBEZE  WIRUHMELLHEERIIENTS R,

« HIPAA £ RS E - Sl HIPAA &1 R#. X3EFTE AWS IR #RFE HIPAA B,

- AWS R ER - WITEFMAERESTREARENEENVE,

- AWSEFEHIERE - BREANAETHARELEE, NEERERPEZARE (I FERE
ER MR (NIST), XFFEXLLEEZEE (PCl) MEABREEHEAR (1S0)) RE AWS K%
MRFEEERL BN REER,

{ AWS Config B A B5m) PHEARAIFTEER - AWS Config RE ST G ERERBRFES R
B, EEENFZERNEE.

« AWS Security Hub — & AWS fR# AIEE L ERBH P L £ AREE AWS, Security Hub El L&
#l , TFHEEN AWS BRI BELNEHRER/EEFTERLEREENSEER., NEXXENRE
MILHEE | 528 "Security Hub ##12% , ,

« Amazon GuardDuty - EEERLNRERBEURMNEEEE , ML AWS B ERAHE AWS 1R
B, IT/EE#H. RSNENNEBERE, GuardDuty TREESESREBAIRAENAREREXR ,
LA B8 K FE PCI DSS £ & EFRMERER,

« AWS Audit Manager — & AWS R AT 5B B EREZ AWS AE |, UELEERRKBN A , U
R ERMEREENSK,
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https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html

AWS R EERALER EHAEERE
AWS R EHEEAER PR ENE

AWS £RREBBMBRL AWS Bl TAESARHRE, AWS B 245 AERBRAREY

TRES , SLTAESREEE SHEENSHEWSEE. SATRES , ZATLRHREEY
EREAMENE  ETRESZMEDEHBENIERERE. TARRNTAY, SiHtHNE
RACH | BRE RS EERP O SR ERREEE.

0% AWS B MAAESNHBER , HSM AWS 2 RERBIE,

BRT AWS £EIREMREZH , AWS BREAESEALRERHMEE , XX BENERES
Mt EXRo

AWS SRR ERAEEALRFTHERR LM

EAESERE , AWS RRFERAEEALIRZE| Amazon Web Services : £ B FHE A EP A
) AWS £ Z2EFNRE,

B LAER AWS 21 API L | EiBRAKTFE AWS RREAEEALR. AFWMSEAXE
Transport Layer Security (TLS) 1.0 St{EFRA. BEMEA TLS 1.2 REFHIRAE. AF KBS ERE
BEEXEXD (PFS) WABEM , HlEREF Diffie-Hellman (DHE) =% Bl #h 4% iR B Diffie-Hellman
(ECDHE), BARM(W Java 7 MEFMA)KZELEELER,

AN, BRMACEAFISE® ID FE IAM ZRMEEHNAETHERREE, NF , EAUEH
AWS Security Token Service (AWS STS) EX R Z 2 BRREEH K,

TP IRIRENREA

BEREABEBRZ2MBEE , AP REHUTHFFTNERTURFH EEESH TN ERNITXE
. £ AWS , ERBERTEREESRBFNEABE. EXRERS (WIURE) WFils —ERE (1
FPOUBRS) B, AIRE S RAEBRBERE. AR UREREREFT , LETEEERETANA R
HEMEFNERRINEE, BTEBEERRL , AWS RENTETHMERBEMERBNER , ™
ELRBERECEERIRFPERNFIE,

RMBZEERBEPER aws : SourceArnH aws :SourceAccountEHRGEABTLE |, U
Rt XEALEREHEMBRBENGTT, NMREEEEAHF —EAEREBREEZIEERE | Bl
EEA aws:SourceArn, MBREBBERHFZIRF PN EMERERRIEEHAEE  FHEH

aws :SourceAccount,.
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PR EREBEABENRENR S ERER aws :SourceArn £EFHARTREIE , URERNT
Z ARN, METHEEFRHNTE ARN , REBNREBIEET ZEER , BFEMA aws :SourceArn
AR RUGRSIBEEEAF T (*) KKK ARN BWERHED . Hla0 arn:aws:social-
messaging:*:123456789012:*,

ME aws:SourceArn EREERSE ID (Hl Amazon S3 FE1ZETEE ARN) , B4 A RIEME £ EHF
HRAERS|IBRBHIFTT .

aws : SourceArn W{EX 2 ResourceDescription,

TH & B REB A ELEREAPEA aws : SourceArnH aws : SourceAccount £ IHIFHFANB L8 |
LARS IE R B E A RRE,

{
"Version": "2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "social-messaging.amazonaws.com"
},
"Action": "social-messaging:ActionName",
"Resource": [
"arn:aws:social-messaging:::ResourceName/*"

1,
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:social-messaging:*:123456789012:*"
},

"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}
}
}

ZEREER

AWS BRERESEFALREHFAZ L2 , HEERBNEFECHNZLHERKER, UTHREER
BAMER , UFRREENRZEHERAIR, EEREERIRTERASELREENREEFR ,
BFERERSBERERRYT  MAEEFRETR.
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- REEEE AWS ERERAEEALTEFRNABEYERNERE  SFEAC, FOEM AWS B
BEAERREE AWS RREREBALRER,

- RFBECEAEHNTEREMEREEENTI,
- A IAM BHEREVNERSEERAENGTT,
- EHHBEBLEH IAM ZAER,

ERRERE S SR AWS BKEREERS

AWS B&FEHEERALRER AWS Identity and Access Management (IAM) RS EL A, IRIGE
FACGRERERE AWS RREAZEEALIN —ERH® IAM ACER, REEZACH AWS &
FREGALRELEESR K YISZMBERRETWUEM AWS REAFENFTEFT Y.

RISERACTRCEREHRE AVS BREAEERLR , BALTAT RN LBHHT.,
AWS B EREERULTRERHEBERACNHT , RESHES  TARE AWS BEEAE
BREXTARERAS, EENHTOREERENHTRR , ARH TREMLHNE R 1AM

=
=R

AR HESACHERER , TS EMER, EAREZELN AWS BREAEEALIE
R, ARETET M BREFIERNTA,.

NMEEEZERBEZACHNEM RENEF , F2EREELZAEEPE AWS IAM FEEFE AL R
¥, USKEERVEYE. BEEFEENRE  URRZBRENWREERAGXH,

AWS & ERAESEALINRBER ST

AWS SR F & EFRRFERB A AWSServiceRoleForSocialMessaging B RIGERE & & — B IgE
WAHAENERASEERBAR,

AWSServiceRoleForSocialMessaging R E#HE ABEETIRERTIZAE !

* social-messaging.amazonaws.com

& A AWSSocialMessagingServiceRolePolicy # A &5 Al BUER L 5T AWS R ERAEEALRREIEE
WEIRTR THIEE :

- BjfE: all AWS resources in the AWS/SocialMessaging namespace. L#
"cloudwatch:PutMetricData"

EABBERAE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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BMBRRERA , UAFENERE, HENAGEY, REIMREHEEAE, NFFHEEA , F
28 IAM EREERPHNREEEA ST,

WEBENER , HBH AWS BREAEEA AWS FERENHXFH,
B AWS BREAEEALRELBRKEL AR

WA LAMER IAM 384 |, EiB AWSEndUserMessagingSocial - Metrics 18 A =45 38 2 3 IR E & A
B, £ AWS CLI 3 AWS API /|, EFRIE BB L social-messaging.amazonaws . comfR &
EAG, IFEFHEA , 28 (AM EAZEER) 71 "EYRBEEAGE) . NREM R RE
EEAe , BUUFERALERNEFUBRERIZAR,

BRI LEA TS AWS CLI 55 A AWS R ERAEEALTEIRBELEAR

aws iam create-service-linked-role --aws-service-name social-messaging.amazonaws.com

wmiE AWS R ERAEEAHLINEBEZ AR

AWS SR FHE BT R EMREE AWSServiceRoleForSocialMessaging fRiSERE A®, RAE
EEERTASSERBELAE , IUELELIEREYACGCABFACERE. Am , BUMEH IAM
RimEAGER, MEFHMAEN  F2H AV FHAEER. WiRERBELZAR,

MR AWS B EREEFIALINRIBTERZ B

EETBEATERKERACHIERERE  RMAZBEMRXAC, K, BRRBEREHE
RREBENRERER, A, EFDRBRBBEEACH , BLAKXE Fﬁﬁﬁo

® Note

MREERAMBRERE AWS | RERERAEEFALIBRBEEER A& , RIMBRAIES KM
BRIERBE  FERFR ‘Efﬁiﬁﬂ’éﬁiﬁﬁwﬁo

BB AWSServiceRoleForSocialMessaging FTfE Y AWS HRi&FEAEEALERER

1. MM list-linked-whatsapp-business-accounts APl AEFEZHEENER,

2. HRBEERLE Whats App Business 1RF , Il disassociate-whatsapp-business-
account API #& SocialMessaging FRIEF BB E R,

3. BXMM list-linked-whatsapp-business-accounts APl LARERR AR EE{EME IR,
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EH IAM £3# 5 AWS CLI, = AWS API & fitiBk AWSServiceRoleForSocialMessaging R #E i A
B, MEFHMEF , F2H "IAM FREER. PORKREFEEZSE,

AWS R EREGHIALIBEBEFACXENED

AWS R ERAEEHNEXXEARERBNAERATEARKES AR, NFEFMER ,
BIAWS [EiFEaim .
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FRAREKEFER AWS SR EAEERALER (AWS
PrivateLink)

BT LAER £ VPC B AWS &R#&FE R & EAR 2B AWS PrivateLink B 5 EHR, BRI
VPC # —KFE AWS R FEAEEALR , BEEFAPBRMEREAE. NAT £E&., VPN E# AWS
Direct Connect iE#f, VPC HHTEEBAEELE IP it Bl FE AWS REFEREEHALER,

SETTLAE I B AWS PrivateLinki2 #t X B /M HE iR B R E L A ER, RASELANTERMBBAN
BETAPELRIBRNE. ELEFREEENMBENE , THABNES AWS REFEREE
R ZRENEAR,

WMEFMENR , 55828 < AWS PrivateLink #§F) FHIAWS fRi#% i#EiE FEL AWS PrivateLink o

AWS RRERAEEALERNZEES
HEIBRTE AWS R FERAEEAMIN A @RS 28 , B AWS PrivateLink lsEHh W EZEE1E,
AWS R FEAEEFAMRIZEZB R MiKHMIWEFTE APl B11E,

AWS BRFEHAEEALERTIZE VPC REBER, BIBHER , AFEBAEIKETERFI AWS RiKfE
BEEAHR, HF , B SR HERRHRARNEEIER , URFE8 N EinEEEE AWS
Ei%kﬁﬁﬁﬁ%fﬁgﬁﬂ%tﬁtﬁﬁumsao

A AWS &R EEFALRE R Hin®

AT L ME A Amazon VPC E# A3 AWS Command Line Interface () & AWS R FREERALRE
M AT E R BEAWS CLl, WFEFEMER , 528 (AWS PrivateLink #8§/) FRVE I Him .

ERATIRBEES AWS BRERAEEFALRELNEHIKE

com.amazonaws.region.social-messaging

MRERNERMEATLE DNS |, B LMER AR EE DNS £ @ AWS &R EAEEALIR

H API 55K, f5l#0 : service-name.us-east-1.amazonaws.com.
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AWS BA&ERAEFAER ERAEER
A S8R9 9T TH i 4 22 2L i R BUR

IRBURS IAM ER , SR EEZENHIRR, FRRRHERAFERAERNTEFN AWS &
REMEBALR, BEERHAFRE VPC AWS NEAESEAHIEFRN , FR A nHBREES
ITHERH.

ImMBOREIEENTER

- AIFMITEIE (AWS IRF. IAM EAEM IAM &) N,
- AFITHEME.
- AHBTRENER.

IMBMET, | FHH TAWS Privatelink SR o H0 A 5 BEE S SIH IR F

g6l . AWS RREREBEALIEFR VPC inREE

LT REImMBERVES, EEKUBERERIMTHRMNN  CERTHEER LA EBYHMS
AWS & &R & EAL X EFR R HUE.

"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"social-messaging:DeleteWhatsAppMessageMedia",
"social-messaging:PostWhatsAppMessageMedia",
"social-messaging:SendWhatsAppMessage"

1,

"Resource":"*"
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AWS B EREFERER EREES

AWS &#& £ & B KRB R

YREE AWS IR , 260 AWS IEFATERES , £NBARS. BRESERE  FASAREDE
ESKERE. CTNABRESRLES  MEARASLEE,

&/ AWS tRF B BE AWS &R EREERALTHEER T 5IE#H,

EiR TEER
WhatsApp EZ%IRF (WABA) SREESE 25

AWS &R ERESEALTEFERE , REETURE B AWS HREAEERALR API RENFERHYE
AWS 1R,

{3 FAREER (BYBEXRR)
SendWhatsAppMessage 1,000
PostWhatsAppMessageMedia 100
GetWhatsAppMessageMedia 100
DeleteWhatsAppMessageMedia 100
DisassociateWhatsAppBusinessAccount 10
ListWhatsAppBusinessAccount 10

TagResource 10

UntagResourceRate 10

ListTagsForResourceRate 10
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