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Lt
R&o

£ AWS RSP EEHAREHR

BIASER

1. ¥ https : //https://console.aws.amazon.com/social-messaging/ FIR AWS &KX FEHAEERALRE
va L
T Ho

2. BELHEIRFE , REBIEE WABA,
3. HEARESARSIEEL  BEBVEHK,
4. BRTELHEA :

- BEAER  BASHANE—ER (ERNEFE. HFNER)
- JA  EREEAER (178H. A2AERXRNEIBEF)
- BE AEMNEARNBRETES
- BE (BA)  BXF. ERIEBHEEESR
s AN : MALHRAEXF (ZBULUEA ({11}, {{2}153EEH)
- ER (EA)  FRERXF (% 60EFRr)
- %8 (BA ) : FHi¥call-to-action=RRIE G E %4
5. EEBRVEHA,

TBEARZIRRE Meta LUERE], MEBETELDET 24 DB,
KR AR ETAS AR RE

AT LR THIMRE :

£ AWS AP EBEHLR 30



https://console.aws.amazon.com/social-messaging/

AWSE A& M E AL ERAEER

- BB SR HETHER

- % : @AIEH Meta B

- BB BAKRKE (HBREEBERELUEERRA )
- =R AR ERERY , A EE

EERACHEL  HEEE WABA BREAEE M AL BARIFH,
fmIERA S E AR

1. EREESRNEL,
2. BERE.
3. HEARNRETEE,
4. EBER7T.

/A Important

ESRBLYRIZENEARR , CEEARFERE , BEEPRERE, ETREREENEEL
Bl , EAREAER. EREBEEEANERCE  FERBREBATERENRE,

il BR A S & AR

1. BEREEBRIER,
2. EIE Delete (HIBR).
3. FEFEMIBR.

MBRHEABEER. WREEFEARTHEEDPEASES  EEASSEMBRRRIK,
HARKTS

Meta ERBEFERRGBENZHEE  BmEFSETGENER, BEREFINERTESTEIIE
H. ZEHBFREFNREND

- BAEBBEENAREEREF
- BRIBAEEEEXRAR

mEASER 31



AWSE 6 & AR EAEEE
- REAENERZRHEERE
- REEEEFEE

B NE A AT EE R R R ETY
AR

EAERREAMLENAR. BRREAERRT ({11}, {{2}}1F) HEXERRER., EEHA
B, A RAELSHNERE.

SNV AUR BHRNIEFREHE{{1]}]),
Example £ Z< B2 £ 8
FAXZF : Hello {{1}}, your order {{2}} will be delivered on {{3}}.

EkE 8 DR ({1 AEFEE. # ((2)) BRATERSE , 16 BA{{31) AR AH,
LYl

Marketing

READ, ERLEHER. ELHARTREFEIARS,
NGRS

WREERH, FTEBARTFRBEAL. ELHELREBEEEERSMEERS
S oRE

—RMRHHRER, ELELEERESNELIEFMNEERF,
BERNSEERARFINER. BADRERITESEIIEBIIRS R,

{# A CreateWhatsAppMessageTemplate API 237 FA 2 &4

IBAILAER API 23 BETHY WhatsApp SAE &4, 2 RERBA I
CreateWhatsAppMessageTemplate 3R FEHF S &4,

A B A T
FSEATUGE T -

ERS =3 32


https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_CreateWhatsAppMessageTemplate.html

AWSR & BIR R RS
- BB BEENFRETEERER

- AX : EFBHERNVENTE
- BE | KB HMERA

- R EHEE URLsAT B TER

i&l“
gl

>
%

ETHEHIF |, 4 ENDPOINT Fl WABA_ID BUX BEER A %2 URL M ID,
BYEAE N/ AAREAR

LhE G R T EMSER BODY TN EX L BARERFAEE R , BF-AE HEADER, FOOTERZX BUTTONIT
H, AN FEABHTEZMNE.

$ aws socialmessaging create-whatsapp-message-template --region us-east-1 --endpoint-
url ENDPOINT_URL \
--id WABA_ID \
--template-definition '{
"name": "order_update_basic",
"language": "en_US",
"allow_category_change": true,
"category": "UTILITY",
"components": [

{
"type": "BODY",
"text": "Hi {{1}}, your oxder #{{2}} has been shipped. Track your delivery
below.",
"example": {
"body_text": [
[
"Jane",
"12345"
]
]
}
}

}l

e BBV EARR 2 AEARAR

L& HlIEE TS E BODYF BUTTONTTHNE X N AERRASE L,

BUERENNARAER 33
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$ aws socialmessaging create-whatsapp-message-template --region us-east-1 --endpoint-
uxl ENDPOINT_URL \
--id WABA_ID \
--template-definition '{
"name": "order_update_with_button",
"language": "en_US",
"allow_category_change": true,
"category": "UTILITY",
"components": [

{
"type": "BODY",
"text": "Hi {{1}}, your oxder #{{2}} has been shipped. Track your delivery
below.",
"example": {
"body_text": [
[
"Jane",
"12345"
]
]
}
},
{
"type": "BUTTONS",
"buttons": [
{
"type": "URL",
"text": "Track Oxdex",
"url": "https://example.com/track"
}
]
}

}l

FEHEE, AXAEZEREVEMNEX  AEXAERER
L EIF & 2SS HEADERBODY, 1 BUTTONTTHME I /NARRASEH K,

$ aws socialmessaging create-whatsapp-message-template --region us-east-1 --endpoint-
url ENDPOINT_URL \

--id WABA_ID \

--template-definition '{

ERRE. AXMRAEVEMNREX A ARAARES 34



AWSE L EFA B FRALR EAEES
"name": "account_creation_confirmation_3333",
"category": "UTILITY",
"language": "en_US",
"status": "APPROVED",
"components": [
{
"type": "HEADER",
"format": "TEXT",
"text": "Finalize account set-up"
}I
{
"type": "BODY",
"text": "Hi {{1}},\n\nYour new account has been created successfully. \n\nPlease

verify {{2}} to complete your profile.",
"example": {
"body_text": [

[
"John",
"your email address"
]
]
}
},
{
"type": "BUTTONS",
"buttons": [
{
"type": "URL",
"text": "Verify account",
"url": "https://www.example.com/"
}
]
}

BYEXTHASEAE

g Pl EE Y ETSBODY TN ERITHA SR,

$ aws socialmessaging create-whatsapp-message-template --region

url ENDPOINT_URL \
--id WABA_ID \

us-east-1 --endpoint-

BYEFRTHASESR
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--template-definition '{
"id": "1290345849293233",
"name": "holiday_special_1395238",
"category": "MARKETING",
"language": "en_US",
"status": "PENDING",
"components": [
{
"type": "BODY",
"text": "Season's Greetings {{1}}!\n\nCelebrate {{2}} with amazing deals up to
{{3}} off.\n\nPlus, get free gift wrapping on all orders above $50.",
"example": {
"body_text": [

[
"Pawan",
"Chxistmas",
"30%"

]

]
}
}
]I

"metaTemplateId": "1290345849293233"
}l

B EMNITHASE AR
WEIBI S 7T E HEADERBODY, #1 BUTTONTTHRIELITEHASE A,

$ aws socialmessaging create-whatsapp-message-template --region us-east-1 \
--endpoint-url ENDPOINT_URL \
--id WABA_ID \
--template-definition '{
"name": "summer_sale_1",
"category": "MARKETING",
"language": "en_US",
"status": "APPROVED",
"components": [

{
"type": "HEADER",
"format": "TEXT",
"text": "Summer Sale!"
3},
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{
"type": "BODY",
"text": "Hi {{1}}! Get {{2}} off all summer items. Shop now before stock runs
out!",
"example": {
"body_text": [
[
"Alex",
"20%"

"type": "FOOTER",
"text": "Valid until August 31st"

},
{
"type": "BUTTONS",
"buttons": [
{
"type": "URL",
"text": "Shop Now",
"url": "https://example.com/sale"
}
]
}
]

BRETER
BURREBEHACE  BXAFEH WhatsApp IRRXEARLUHRE, Meta WRERZAREEE 24 /)

B, Meta €& E 7 EH A4 EH Business Manager B2 8 |, WEHEAAMEE, BT LE AWS F&
FREEALR IR A PREEHRMNAMRE,

T #% WhatsApp H#Y &5 A5 EF

EARE R Meta ERN—ERE , TREFARBEFINIBANELTETEREZROEHE, ©EH5
YEFRIFFREHREREENER , BEERBAREEIRNET , BEEBASZEF., EUREAMR
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EEFEROEXEXBNEAR. flM , IRASEF "H#H#E, LZHNFAL , RELHNBRNFIEREK
A SRR E A m E ¥ 2

HAFRFEXENMBEUNER, HAREENEER , UREZESnEFTINER, SAFBEHBEERLH
WEREREFEEARE LIRS, FAEEAE ﬁﬁﬁ%ﬁﬁﬁﬁ%ﬂﬁﬁﬁ%@Li Meta SRENFE
ME. 2% , 2AEREALE , UAMEFEROENEE, NREREEALH , AEARTEH
tER. IREREBAEE , AEATBHERE , AHECRBELARE. WEFHER , F2H
WhatsApp Business Platform Cloud AP| 22 /iy & A&7,

£ WhatsApp Manager S E RN FRAMREN = R EH

Meta RIEEREAIMRERBEERNER. £A Meta NEREIBERFEITRLRIUBEfRA, £
RATEMNEDR K HBERARENNTH, NMRECFEEASHEALEN KL REREERIEAZRE
RHEFENE  HnEFonagg#HdsE,

1. ¥ https : //https://console.aws.amazon.com/social-messaging/ BIRL AWS &R EREERALERE

7Ba,.

2. BELEIRF , RRIERE WABA,
3. EAEHEARRSEERL , BEHREBENER,

4. WEHAFMER , UEBREFTIFENEREE, SEUUEBEETEEREEREL , LA
BHMERA,

£ WhatsApp F T &R MREN R EF 2

BEFASHEAFERBEAE, FEFERNBNEF2HEERSREN Y. ABERER/EMAD , EmE
REHAREGE , TREAES, MRASEAFERIEESRCBHSERE , SEFHIRER
E,

FRERBFEANEANERCENSE  GHRFHRREIMETD . WRENEIRERE
LEWIEFHHMNEM4BEH, BNE AWS BREREEALITEEPREHRAVIRE,

MR EARE S WhatsApp FEE |, BRI AREEEIA I SR AR |, @ WhatsApp 12 Hi &
F. EEE—S T , 5528 WhatsApp Business Platform Cloud API 2% H iy B 5f,

WGEARRERENE R DR 38


https://developers.facebook.com/docs/whatsapp/message-templates/guidelines#template-pacing
https://console.aws.amazon.com/social-messaging/
https://developers.facebook.com/docs/whatsapp/message-templates/guidelines#appeals

AWS B & WAL R EAEEE

AR RE mERY =¥

EZH FERBEASER, ERGZT
BEEE 24 /NEEFRESER

2B FEEACEER  BJLR
BB ER o

ER = #E AEEAREKRKEIREEFH
mEEROSBNEINERE
A, BEAR T A REER
J%\O

ER = =) AEEAR LT RE KNI E MM
EEERMOEE , TAREERA
B,

ER = H AEEAWEREEEFNET
EROEREFEINER , Arrse
SEENER,

ER = 5 AEEAERFREEFHNE
H= B O EERE, AL
FRAEANARENASEA
EBEEEEREANRR,
BEEHABREIH-KRER  H
BEegE, F—EEFEE=
BN, E={EEESEND
B, T—{AFEEFERER,

Paused HREFNEEEEZE RO
RIERBIR , ARHEAREE
=,

Disabled HREFNELEEEEZERE
& FEEAEBER,

BRI EBER 2R R,

BARENRERT D
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AWSEHERAEERALER EREEmR
£ WhatsApp FIEBE A JF

MRENALEAEH Meta MEMERE , LRI —HEFHH  RAHLFEINEENERERR, LU
HEBREPFRUERENAAEESE, UTE Meta ATRREEARBAN-—LEERER :

- BESHOSRHRFER, fl# $H %.
- BYBHERX, KIERTHEA , A FEF.
- ABEAREEIER WhatsApp Commerce Policy 5 WhatsApps Business Policy IR &

MEFHME , 552B WhatsApp Business Platform Cloud AP| 2ZFh i E RIEB R K.,

ERBEARNRE 40


https://www.whatsapp.com/legal/commerce-policy/
https://www.whatsapp.com/legal/business-policy/
https://developers.facebook.com/docs/whatsapp/message-templates/guidelines#common-rejection-reasons

AWSE A& M E AL ERAEER

FEAWSHREHZEBEALRFTEE WhatsApp FitE

WhatsApp Flows AIBHLXZVEBRNNZEFEE , FAEEFHEA WhatsApp I EHK. RiEXE
BRE, REREIMEMN Ul TH , flinxFm A, BEIRE, SR, BHRESMNTHRE
B, FARERELER  FANMENEN, BEEFHRRE, EFHASNBYRE.

BBAWSERFERAEEAHLR , BAUEEEBAWSHKEH %EE}L&?&E&*&E%AWS%%@%
FEEALR API REBEH WhatsApp iz, BRI LAEN, EF. &M, AE. ZERAFMERRRE
TEEEREFERAPETIZEAHPEN APIs,

TRIZERRH WhatsApp EZMRF (WABA) HHEIEE, SEREHMHAEREE®E, THNEEHN JSON
ERHRIRER, WERRE JSON FEEHARNWFFMHER , 5528 Meta WhatsApp Business Platform 3
HHHHRE JSON,

(® Note

BRIRAZERERE , HYmMEEH. tHNEEBHEAETRE JSON PER, HESMHE
%M MRES (endpoint_urifl data_exchangelhgt ) 2ERMER W IHEETRE , 518
AREERITHRA, MEFHMEENR K B2REFIREE,

RfEA&EE WhatsApp F KA JSON EBHAETENEH NS EHEEER,
7iFE JSON

HRREER. THMEER JSON &, K/DNEREA 10 MB, BZEMFER JSON 7.3 MR,
RIEER

HRRERBENN S E, BlaE &M BEA, WERN., BEFFEL. BBRM. BEFX
B, B%. BYMEA,

AR RE

RENEWERRE. F2H THRERE.

FEHS 41
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AWSEREAEERALR EAEER
REFERF

BEERRELER TR RANE—BRN, EEAETRRER , S REDE Webhook
RERFRF.

TR ARRE

18 WhatsApp RIZERE N KR EEmiIBHAREIAREE, RERE LT LU RIE SREUH L B E,

R EE

AR & &t EA AR EE

BER BIYRERNNGERE. REALUE B, EFEE. &M, MR 7 E
BAAE , EEEEEGERE,

S 40 REFWAREARAL  LAIEEGEE RA BE. FERE FENEE
A%, BEEERBRMANRE, (2R ZE DRAFT),

EEH THEBRERARE. ERTHERN £ (KinikE)
AR,

SESE| HRTEMRBRESR , PECHE  BHSPESE
i

BRI Meta B & KFRERE EFHEMRER

/A Important

BHENRARERTUERWIRE, BHERER , EREEKEEREERZE DRAFT, Fi8 ,
EMCRMRENEE (JSON E& ) 2HIERA DRAFT i | BABEEMEM,

BAREHNRESER | FEESEIE Webhook BH, BEBRENSHENBKTELEN, WF
n¥%ﬂ1ﬁnﬂ nﬁxﬁ?ﬁ”&/)lb*I@FEﬂ]ﬂj‘ 2
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B MiREE WhatsApp RiE

BA LAERAAWSHRKFEAZEEALR TR ATAWSHKRFEHEEALR AP RE T WhatsApp iz,
ERENRER , 2 EER DRAFT iR, B LUREM R T IFIRMERE JSON EE , REE
SFEREHEEREMEE,

BIURE (E#28E)

1.

o g bk~ w DN

7.

8.

£ https : //https://console.aws.amazon.com/social-messaging/ BIRAWS&EEH EEALRE

"a,

BELEIRF , REEEFE WABA,

BERERS|IER,

EBEREIRE.

EREBEBP K MARENE—EE., RESHBE WABA hXERE—K (&% 200 EFT) .
SHEER BN -RZERRREEEENNER. ELFTE—BER. THNERNSHE

- &

- BA

- KT

- BEEFEXE
- BEE

- BEFXE

- BT

- BY

- Hftt
SHEEAR | REERTFAANELRESS  NREFERUZARERK. TIHERERIB RN
BRTHA :

- AR — ZHMBEAE

- BWEREREE — REBEERKREEA
- IS REE . WEFEFEROE

- BERS — BAUSHERS

- BERFXE — WEXEFRRFHEN
BER

B MRBRE 43
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AWSE A& M E AL ERAEER

BUREZR , B LRERE JSON REFTEEMtH. EHARMMNRERESE RGN RENT
1£ WhatsApp FaERAEBETHEIREAE,

BIRRE (API)

f£H CreateWhatsAppFlow APl B ¥ RE. THEHIEHAAWS CLIZMZ EFRZBHNERINR
=

aws socialmessaging create-whatsapp-flow \
--id {WABA_ID} \
--flow-name "my_lead_generation_form" \
--categories '["LEAD_GENERATION"]'

[l fE 2 & i IRATRAZ 1D

"flowId": "{FLOW_ID}",
"validationErrors": []

BB R RHEHURAE JSON B |, 7RI 34 -

aws socialmessaging create-whatsapp-flow \
--id {WABA_ID} \
--flow-name "appointment_booking" \
--categories '["APPOINTMENT_BOOKING"]' \
--flow-json fileb://flow.json \
--publish

(® Note

MREDE --publish , HiE JSON X AERLBRBFENEE, MRERFHER , Alg
DRAFT ARREZE 7T , I 7E validationErrors MMy {EEIEEE,

A2 EMER WABA AERRARIRIE

aws socialmessaging create-whatsapp-flow \
--id {WABA_ID} \
--flow-name "lead_form_v2" \

BIRE (API) 44
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--categories '["LEAD_GENERATION"]' \
--clone-flow-id {FLOW_ID}

EIRE
ﬁ&fqgigiumEE TRERTNER

- EHPEER —FH 82FRERBIIERIUpdateWhatsAppFlow,
- ENEE — A 2FRRE JSON E&UpdateWhatsAppFlowAssets,

/A Important

ENERMAENEESKEAMREREA DRAFT, BN BENRMARE , TEEFAEPRME
Ho

THEHSEHRRENER

aws socialmessaging update-whatsapp-flow \
--id {WABA_ID} \
--flow-id {FLOW_ID} \
--flow-name "updated_lead_form"

THEHESEFREN JSON E :

aws socialmessaging update-whatsapp-flow-assets \
--id {WABA_ID} \
--flow-id {FLOW_ID} \
--flow-json fileb://updated_flow. json

MBS JSON BRRBHR , YEELETERSLER, CLAH
5 H MR R

f£H ListWhatsAppFlows & WABA HFTERE , AKX GetWhatsAppFlowiE BV ERIZH FEAH
&R,

SIHFT AR

W
'_—|_|
I
5
? Ilél
&
%
%
3
=
i

aws socialmessaging list-whatsapp-flows \

BEITRE 45
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--id {WABA_ID}

MR ERENFAE

iﬂ‘

aws socialmessaging get-whatsapp-flow \
--id {WABA_ID} \
--flow-id {FLOW_ID}

GetWhatsAppFlow EIEBEREME. A, BRFJHEER. JSON A, BEEANEEMRE,

EEMEURTE JSON E& (EE ) , B ListWhatsAppFlowAssets :

aws socialmessaging list-whatsapp-flow-assets \
--id {WABA_ID} \
--flow-id {FLOW_ID}

CEGERE JSON EXNTELFEEZTEH URL, URL EEERBERNIBE., R URL TEERFTEESH
AN B D ERTE,

il BRofi Az
R AEMBRIER DRAFT REEM TR, BEMBRERBRERAHRE,
EEEATRAMBRE  BERARRERLORRE | KBNS,

ZEFEH API BIRRRE

aws socialmessaging delete-whatsapp-flow \
--id {WABA_ID} \
--flow-id {FLOW_ID}

/A Warning
MBRRIERKAN , EEERF,

M, BMCHATEE WhatsApp Rtz
BMRE
BHRENESEEAASRER. BHRECH , CHEFSTIERK :

mipRFHRE 46



AWSE R ERAEFEALR ERERER
- MELERER DRAFT AREE,

- FRLEEEERNHRE JSON EE , SERIHER,

- 2 JSON L EABBHENBERS,

/A Important

R RERTUERN., — B K REMBELERERZE DRAFT, MREEEHREC M
WHRE , R EFEEEUpdateWhatsAppFlowAssets |, EESAERIEER A DRAFT ik
R, g&ﬁé B AEFEBMRE

EEMFH API EHRE

aws socialmessaging publish-whatsapp-flow \
--id {WABA_ID} \
--flow-id {FLOW_ID}

MRRERERBER , BORES A, £ GetWhatsAppFlow BRRFHR , WHEEHZAME
IE$HER,

RAMRE

ZRAREeKEERATEBREMFER, ReeERER PUBLISHED ARREMRIE,

/A Important
BRARERTUERN, EEANREEZELRREA PUBLISHED = DRAFT AR&E

EEFEH API ZEARE

aws socialmessaging deprecate-whatsapp-flow \
--id {WABA_ID} \
--flow-id {FLOW_ID}




AWSE A& M E AL ERAEER

RERE

&R LAESE Web FRE URL , AEEMADRAIERE, HE URLsE7E 30 REZIBH , W B Al AERI=
MHEEHLAUERE. BE URL 7 WhatsApp FHIEA & & 2IRERFEER.

EEMFH API ELETEE URL :

aws socialmessaging get-whatsapp-flow-preview \
--id {WABA_ID} \
--flow-id {FLOW_ID}

EIEIEEE URL RHBHRERERK

"flowId": "{FLOW_ID}",
"preview": {
"previewUrl": "https://business.facebook.com/wa/manage/flows/{FLOW_ID}/
preview/?token=...",
"expiresAt": "2026-07-01T23:46:55+0000"
}

EEMEGIEENNTEE URL (Hlan , R %EF URL ERA , MESEEGHWIBEAF URL) ,
A --invalidate 2% :

"
@

aws socialmessaging get-whatsapp-flow-preview \
--id {WABA_ID} \
--flow-id {FLOW_ID} \
--invalidate

&iX WhatsApp iR ERE

BT LMERE AW SendWhatsAppMessage AP| , BBEAFA S REBERKERE, TEELFEH
EAE AP, REABREHSALSS , BAEEflowFEENRTATH,

BEREZH , XAFE TIIRSE

. RIEEMERMN PUBLISHED ARRE,
- BUBHRESERENWAEER (FARERE ).
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ERAEER

- EAELACEERVRBLEHAR.

%ﬁ@] : IEIB %ﬁzlgnﬂ,m%\;éulﬁi

TIEHHEEELLSREBRBNEARAL ., flow_token RERHIEHE T Ve RAIME—RBIRTF |

Wflow_action_datals EFBEmMMEAHBER.

aws socialmessaging send-whatsapp-message \
--origination-phone-number-id {PHONE_NUMBER_ID} \
--meta-api-version v20.0 \
--message '{
"messaging_product": "whatsapp",
"to": "+14085551234",
"type": "template",
"template": {
"name": "flow_template_name",
"language": {"code": "en_US"},
"components": [

{
"type": "button",
"sub_type": "flow",
"index": "Q",
"parameters": [
{
"type": "action",
"action": {
"flow_token": "unique-session-token-123",
"flow_action_data": {
"screen": "WELCOME_SCREEN",
"data": {}
}
}
}
]
}

}I
ELAwTH , R THIEE :

{PHONE_NUMBER_ID} — &I RIAEFEHRES 1D,

g9 EREAFSEERE
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« +14085551234 — BIBRHENE M4 A EFE R,
« flow_template_name — BERTBIRANECRKHENAEEHARZR,

« unique-session-token-123 — BABALREIERBEMEENE—FKF, EFAEZHRRE
B, kRS 7E Webhook F&[E],

« WELCOME_SCREEN — #%2 JSON EE+HE—EZ®EM ID,

(® Note

B TEMRERflow_tokenfERXRIE—# , IREKREC RS EEEISHEER, £
BAGER UUID SR AE 1A H it — 3B 1

ARERZRVEEA

EEEERE  LEECREREBRENVAREAR, BUEARR | FHE BEMcall-to-actioni®
$FLOW , 2 E BB MHVRE ID,

MERNASEAWFEMEN , BFSHE EAWS EREFAEEFALIPFEAASEHA, MEREER
fHRERE R , 7528 Meta WhatsApp Business Platform 3U4 /0 #9 Bi% F 2,

BEUEREDENRESE

EfAETHRAEIREBRERER , AWSKRKREREEFALXGEBERANRESH B HBEE
Webhook BHl, FREEFANRESHNEHEE — RESHEEDHIVIEARAENIA WK
HHEEFE R, SLEAMASHFERNBT REIELBH, MEFMAEN  F2RARASNEHE
HY 3T IEE AWS RIEERAEBRALR.

/JIL*EE IE' ﬁ I:Iﬂm_,\

EFAETHRREN , ZgRIWAAS , Hha38 BHinteractivefl FEE
nfm_reply, response_json @ BEFEHAEI JSON FRIEIWEHR,

T % &5 45| B 7R 7R A2 [B] FE Webhook &S :

"messages": [

{

RERBHEA 50
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"from": "14085551234",
"id": "wamid.XXX",
"timestamp": "1234567890",
"type": "interactive",
"interactive": {
"type": "nfm_reply",
"nfm_reply": {
"response_json": "{\"name\":\"John Doe\",\"email\":
\"johne@example.com\",\"phone\":\"+14085551234\"}",
"body": "Sent",
"name": "flow"

response_json ZLEHER Flow JSON FERZ2 REMNU B BNER/EY  UREHAEHANE, I
Ut JSON F R UEEIR RN E R,

ARG EE A

EES T REMNRER (60, £ PUBLISHED ¥ A& BLOCKED) , £2EBE4 BNtk ZEE
H, FHEPIBFRRESEAR -

"entry": [
{
"id": "WHATSAPP_BUSINESS_ACCOUNT_ID",
"changes": [

{
"value": {
"event": "FLOW_STATUS_CHANGE",
"flow_id": "{FLOW_ID}",
"old_status": "PUBLISHED",
"new_status": "BLOCKED",
"reason": "Policy violation detected"
I
"field": "flows"
}
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AWS B 65 78 % (A 3 AR
3

EMEEREREEN  NENTHERRBORROEY  RETURISEBE,
IR IBE

T2 {EAB Flow JSON J#iZIKELEend of-lifefs , PRESEIXEL Webhook, ERRZANBHAR: |, &%
%E%ﬁ:ﬁ%ﬁm&ﬂs FREBIE R,

E

i) Eﬂ}

"entry": [
{
"id": "WHATSAPP_BUSINESS_ACCOUNT_ID",
"changes": [
{
"value": {

"event": "FLOW_VERSION_EXPIRY_WARNING",
"flow_id": "{FLOW_ID}",
"warning": "Your current Flow version will freeze in 21 days.

You won't be able to send the Flow after it expires. Please migrate to the recommended
version as soon as possible."

Iy
"field": "flows"

BRI EI LR | EiBUpdateWhatsAppFlowAssetsFFILE#H & #Y JSON RE# Flow JSON LA
FEREBENRAEA (Baik 7.3), REEFHEM Flow,

R&EINEE

{# /8 WhatsApp Flows B | ZE T 3IR&

- REEBE—* — REBBE WABA FAERMKE—H,

* Flow JSON X/ — Flow JSON E&H K/NEFRA 10 MB,

- Flow JSON fR#& — X B BMRAR 5.1, 6.0-6.3 M 7.0-7.3, RMEFEER 7.3 ik,
- REEMIER DRAFT HiiE — EEMBRE R AR ERANRE,
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ERAEER

- BERRXHmE — HESEMNEEMMRSE (endpoint_urifl data exchangteJl‘a‘E

RIREEVRE | FTEIANEIAERITMRA. BREXERBIRMNRE

) ZERBER

. RIEER — TXEE WABAs ¢ BERF BB RIE, B LMEA cloneFlowId 28 EME/

WABA A#ERRE
RERH — *“EEP%@API R =R PR %1iE A AP B R R,

PRI
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AWSE A& M E AL ERAEER

AWS & ERZEEALRPHVASNEHE R

=4 B # it 2EE WhatsApp E4#9 Amazon SNS &5, Connect Customer #{TEE, EXRFHRE
HRmis , IIEEEANZEKS4NSEXEASNS4EN, FRASH4ER, BRNoMELHALSH
BEAEFBEANAAREE,

B8 WhatsApp E RS (WABA) I — B4 B i, REE WABA BB 2T EERNATESH
HELHEINZEHE N, HII, BAUE—E WABA , Hh a5 =FEREHBHBNEERE , MA
REELEFRBNMESHMELHI —BS4HEN,

FE

- BASNEHENBIIEE AWS BEFEAEERAMR

- AWS BREAEEALITHASMB4HER

« WhatsApp # 2k 5E

TSNS E Y FEE AWS BAEEAEERALS

BB EMNEHRMEF , BH WhatsApp BE¥£IRS (WABA) FTEEXNFTIEEHHEEEE
Amazon SNS ., ESIEE WABA HEBIN S REEFEEENES. EH WABA AT E —EEEEAE
RAEERY Amazon SNS 88,

TERIRHF

Riazal , MEBFETHLRIEH , FTHEFEA Amazon SNS =&, Connect Customer #1T{EE 5
AEMEHERM,

Amazon SNS X R&

« BEI Amazon SNS F&Ehttps://docs.aws.amazon.com/sns/latest/dg/sns-create-topic.html , ¥ &

SR,

(® Note
A% Amazon SNS FIFO *£2&,

- (A ) ZEEFEHMFER AWS KMS €828 Amazon SNS £ |, B4 AR F AWS BE B
ENRREREERALRTT,

FEEHENH 54


https://docs.aws.amazon.com/sns/latest/dg/sns-create-topic.html

AWSE 6 & AR EAEEE
BEEFAHTER

« B2 Connect Customer #{T{EEE , ¥ S H#IWEF A/,

HIBASNEM BRI

1. ¥ https : //https://console.aws.amazon.com/social-messaging/ BBl AWS &R EHAEERALRE

vn L
T Ho

BELRIRF , AREE WABA,

EEHBNHRSIERL | EEFEBNMH,
EERMSE4 AN | FRERA.

SH¥ B R EER | #1F Amazon SNS 5 Connect Customer

o M 0N

a. BHEREMHEEE Amazon SNS Bt , FEHEEE ARN B AR B ERE ARN, WFE IAM
BURRE S |, 5528 Amazon SNS =/ IAM B,

b. ¥R Connect &F

i. ¥R Connect #1T{EEE , BR TN BEFBESITERE,
i. HYEELDEEAR  BE
A EERAN IAMEE - REEN IAM AGTHRBFEFZERAN IAM BEK, W
E |AM BURRI &SI |, 552 BConnect Customer B IAM B,

B. EAIAM & ARN - #% IAM BRI ARN R AZFEHEREN IAM A€ A, WME
IAM BURRY &3] |, 552 BConnect Customer B IAM B,

6. BERTFEE,

INZREY Amazon SNS FEBEER

BT LAERER AWS KMS £88 01338 Amazon SNS 5 |, LUREE R e M. NMRENEAREREE
AERHRER K BN EED. WEFEH AWS KMS £#811% Amazon SNS BRI FHMAE
# , 5528 (Amazon Simple Notification Service Fig A B385) PHBUHRE AWS FRIEH N2 F 58
EHRFEZ B ES T

FEFEMEMFE N 55


https://docs.aws.amazon.com/connect/latest/adminguide/tutorial1-set-up-your-instance.html
https://console.aws.amazon.com/social-messaging/
https://docs.aws.amazon.com/sns/latest/dg/sns-key-management.html#compatibility-with-aws-services
https://docs.aws.amazon.com/sns/latest/dg/sns-key-management.html#compatibility-with-aws-services

AWSE A& M E AL ERAEER

® Note
A% # Amazon SNS FIFO £8&,

EHIFRNGER . BAERZESourceAccountSourceArnf Y , LB REEREBEARE , M
BRE AWS ERFERAEEALIEEERF AT, NEREREABENFAER A F2

B (IAM EFEIER) HHEBERE AR, https://docs.aws.amazon.com//IAM/latest/UserGuide/
introduction.html

BERANSEXLERHEBN. MBEKN Amazon SNS TEARXEIHE AWS KMS €48,

DEBHEWMBEE , LA AWS RREAEEALREAER. BE < AWS Key Management
Service B ABER) PWEESRBEETNIER , BTIHFTHEERENEREEE .

"Effect": "Allow",
"Principal": {
"Service": "social-messaging.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{ACCOUNT_ID}"
I
"ArnLike": {
"aws:SourceArn": "arn:{PARTITION}:social-messaging:{REGION}:{ACCOUNT_ID}:*"
}

Amazon SNS FEH IAM Bk

EEERAREN IAM BERBIFTAE SR TIBRREEZEEZRA® , IUE AWS HREAEERAL
RULEEZAC, IFFBRIAEXAREERRNEST , F28 (AM E£AEERM) PHEHA
=

Amazon SNS EEM IAM BE 56


https://docs.aws.amazon.com//IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_manage.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_manage.html

AWSE 6 & AR EAEEE
TR IAM B8R EE, FFBRRAFEME Amazon SNS &,

ET5 IAM FFAIBURF |, TR E !

« # {PARTITION} MR BEMERA AWS SR ERAEGEALHN AWS HEIE,
« # {REGION} R BIEMEA AWS RIKERAE ALK AWS BiF 19 .

« #& {ACCOUNT} BUX A HYME— ID AWS IRF,

- #& {TOPIC_NAME} B A& WA S8 Amazon SNS EE,

"Effect": "Allow",
"Principal": {
"Service": [
"social-messaging.amazonaws.com"
]
}

"Action": "sns:Publish",
"Resource": "arn:{PARTITION}:sns:{REGION}:{ACCOUNT}:{TOPIC_NAME}"

Connect Customer B IAM B

MREFHE AWS BRRFEAEEFALRFEHAREN IAM A€  RNMREELFNAR | FETHBER
EEERAG , UME AWS RRFEAZEEFALRIITUREZAC., IFEBRNAENACREEERRA
MWER , BF2E (AM FAEER) PNENAGE, LACHREESEH , URKBSFERBL AWS &
REREEALERREA Connect Customer,

BEEVHN IAM BUER |, FBRIT T HIEME
1. KR (IAM E£EREERE) PREA JSON REREVBERPHNIETREM MO TBXK,

ELBRs5H , FH IAM ABHNEFATEEEK , LAFEMZE Connect Customer,

JSON

"Version":"2012-10-17",
"Statement": [
{

Connect Customer B9 IAM B 57


https://docs.aws.amazon.com//IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor

AWSE A& M E AL ERAEER

"Sid": "AllowOperationsForEventDelivery",

"Effect": "Allow",

"Action": [
"connect:SendIntegrationEvent"

1,
"Resource": "*"
},
{
"Sid": "AllowOperationsFoxrPhoneNumbexrImpoxt",

"Effect": "Allow",
"Action": [
"connect:ImportPhoneNumber",
"social-
messaging:GetLinkedWhatsAppBusinessAccountPhoneNumber",
"social-messaging:TagResource"

1,

"Resource": "*"

2. KR CAM ERERERE) PRERBIIEERRELACTNEREMANEERRK, https://

docs.aws.amazon.com/IAM/latest/UserGuide/id_roles _create for-custom.html

a. EFR4AF, £H IAM BENEEBR.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"social-messaging.amazonaws.com"
]
}I
"Action": "sts:AssumeRole"
}
]
}

Connect Customer B IAM BUER 58


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-custom.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-custom.html

AWSE R ERAEFEALR i
b. EHBI0H , FREE L —ESBTIRINETRE,

®REI R

FXTE Amazon SNS T RE#% , BN/ ETE TEMNIRE, HREKHRBERRAEZMHEIENALR, 0FE
ST EERGFMER |, 7328 (Amazon SNS F# A E15r) FAIET B Amazon SNS =7, Amazon
SNS

AWS R EAEEALIFHARNSLHBER

EH4H JSON M EE AWS EHZEM WhatsApp JSON H&E, WZE JSON WhatsApp B £l
EREEE | 5528 WhatsApp Business Platform Cloud APl £ 1§ Webhooks & £1& =2 Z M S
#REE, WhatsApp

AWS R FEREBALCREHIEHE

EH4H JSON ¥HE2E AWS E4ZEEH WhatsApp JSON, EFEEE WhatsApp BEIES (WABA)
MEFERIEH AWS BB A ARNS,

{
"context": {
"MetaWabalIds": [
{
"wabaId": "1234567890abcde",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:waba/
fb2594b8a7974770b128a409e2example”
}
1,
"MetaPhoneNumberIds": [

{
"metaPhoneNumberId": "abcdel234567890",

arn": "arn:aws:social-messaging:us-east-1:123456789012:phone-number-
id/976c72a700aac43eaf573ae@50example”
}
]

1,

"whatsAppWebhookEntry": "{\"...JSON STRING....",

"aws_account_id": "123456789012",

"message_timestamp": "2025-01-08T23:30:43.2712793917",

"messageld": "6d69f07a-c317-4278-9d5c-6a84078419%ec"

BrESR 59
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AWSE A& M E AL ERAEER

}
//Decoding the contents of whatsAppWebhookEntry

{
//WhatsApp notification payload

}

LR HIEH

« 1234567890abcde =3 H Meta B WABA D,

* abcdel1234567890 & Meta WWEFER ID.

« fb2594b8a7974770b128a409e2example & WhatsApp EZIRFE (WABA) #9 1D,
e 976c72a700aac43eaf573ae050example R EFEHRIEH ID,

A B Ry &5 WhatsApp JSON

AR WhatsApp BAAENSEH4EEHK. £ PR WhatsApp I EIRY JSON
whatsAppWebhookEntry &L JSON FaHEE X , WAIEHRA JSON, MEMUEERHEES
782 [B WhatsApp Business Platform Cloud APl 2% H1) Webhooks JBZI& & 2%, WhatsApp

{

"context": {
"MetaWabalds": [
{
"wabald": "1234567890abcde",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:waba/
fb2594b8a7974770b128a409e2example”
}
1,
"MetaPhoneNumberIds": [
{
"metaPhoneNumberId": "abcdel234567890",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:phone-number-
id/976c72a700aac43eaf573ae@50example”
}
]

iy
"whatsAppWebhookEntry": "{\"...JSON STRING....",

"aws_account_id": "123456789012",
"message_timestamp": "2025-01-08T23:30:43.2712793917",
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https://developers.facebook.com/docs/whatsapp/cloud-api/webhooks/components

AWSE A& M E AL ERAEER

"messageld": "6d69f07a-c317-4278-9d5c-6a84078419%ec"

BAILAMEA jg TR, #%5 JSON FHEEHA JSON, LT = JSON #=RwhatsAppWebhookEntry#y

"id": "503131219501234",
"changes": [
{
"value": {
"messaging_product": "whatsapp",
"metadata": {
"display_phone_number": "14255550123",
"phone_number_id": "46271669example"
},
"statuses": [
{
"id": "wamid.HBgLMTkxNzM50TI3MzkVAgARGBIBMTM4NDAGRENEREISRexample",
"status": "sent",
"timestamp": "1736379042",
"recipient_id": "©1234567890",
"conversation": {
"id": "62374592e84cb58e52bdaed3lexample”,
"expiration_timestamp": "1736461020",
"origin": {
"type": "utility"
}
.
"pricing": {
"billable": true,
"pricing_model": "CBP",
"category": "utility"

]
iy

"field": "messages"

A ER &5 WhatsApp JSON 61


https://jqlang.org/

AWSE A& M E AL

ERAEER

AR EWIER S/ EH WhatsApp JSON

UTEREARBIASNSHER. SEMEIERER

FEfE A GetWhatsAppMessageMedia API 65

To MEMMBEREER , 526 Webhooks BAHIAHSE

{

//AWS End User Messaging Social header

}

//Decoding the contents of whatsAppWebhookEntry

{

Ilidll:

"365731266123456",

"changes": [

{

"value": {

"messaging_product": "whatsapp",
"metadata": {
"display_phone_number": "12065550100",
"phone_number_id": "321010217760100"

1,
"contacts": [
{
"profile": {
"name": "Diego"
I
"wa_id": "12065550102"
}
1,
"messages": [
{
"from": "14255550150",

Ilidll:

"wamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEWMDkwREY40DBDRDE@ARjVGRkexample",

iy

"field":

"timestamp": "1723506230",
Iltypell: Ilimagell’
"image": {

"mime_type": "image/jpeg",

"sha256": "BTDOx1qSZ71020+/upusiNSt1EZhA/urkvKf143Uqjk=",

"id": "530339869524171"

]

"messages"

1 Ba S 5 A9 245 WhatsApp JSON
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ERAEER

}
]
}

WhatsApp #AEAREE

BERBEARRE
EREEFALRPRASNEHE .

E;:l' /%\ Hk /|_,\
TRag

RV B AR R

AEEHCHE  BEAL,

- 1:)1

EEix

warning

HtER
MBEFMET,

, BRBIARNMREERT, BXARMBSHREHS B

Description
WhatsApp E# 32 A S HEITERE,

EFEMERFAL , MAMRASE TEHEEMA
ARER | &t FERXMIBREA S o

ERBRAEEF.
AEBEEIE,

AEEEE 180 P ENERHHAEES
WhatsApp , S EE|# 3,

EFRNAL. REEEF ERBENERE ,
FEEELARE,

AEEEE , BNEERET,

EEEERAITFENERE,

528 WhatsApp Business Platform Cloud APl 22Z iy S AR RE,

WIELEA , FFSE AWS &

AEAEE
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FEEEBERIUER WhatsApp &£

BREXRERERERE | X AERIE Amazon S3 fFErES | W WhatsApp LES#E

. Amazon S3 f#TFETR8 A4 EEE WhatsApp B ZRF AWS B35 (WABA) L AHEEIR AWS 1RFE # .
BEETRRBAWNMEL Amazon S3 #E7FEIFE. LEER , UREEERMN URL, IFE Amazon S3
MEHNFMEN , FSREE AWS CLI A SR (s3) i H. MERTE WFHMEN AWS CLI, EZ
BSAWS Command Line Interface { fEAEEME) PHIERE AWS CLI, K {Amazon S3 FA &S
M) PHENREFIEN LEYH.

® Note

WhatsApp EMIBREREE R BIFHRERER 30 X , 2 WhatsApp Business Platform
Cloud APl 2E iy EEIRES,

OBV RBERNEALEE URL, FHBELERERN URL , SRR FWAIRERSIFE, 3
LEYMH  MAFTERMLEE AWS ZE£BE AERFFTT,

1. EBEE Amazon S3 #7788 , FEH A create-bucket AWS CLI %, M SHRBMAUTS
AL .

T .

aws s3api create-bucket --region 'us-east-1' --bucket BucketName

ELiRepse

« # us-east-1 B4X AWS [EIF BEK WABA FREH .
« # BucketName MR AT R EITEBNER,
2. BEBERERZT Amazon S3 fEFETER , BEMA cp AWSCLI 5, EWSHRBANTHS :

aws s3 cp SourceFilePathAndName s3://BucketName/FileName

e by S

« # SourceFilePathAndName MR AEERMNEREENERERE,
« # BucketName X BREETENERE,
« #& FileName BV A BREFHANERE,

64


https://docs.aws.amazon.com/cli/latest/userguide/cli-services-s3-commands.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com//AmazonS3/latest/userguide/upload-objects.html
https://developers.facebook.com/docs/whatsapp/cloud-api/reference/media#upload-media
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-presigned-url.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/create-bucket.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-services-s3-commands.html#using-s3-commands-managing-objects-copy

AWS B A& (5 A & TR 5 R
FEEBERW url B

s3://BucketName/FileName

EEEVELEEZN URL , FLAEEHCNE B ## 11 ###1#H

aws s3 presign s3://amzn-s3-demo-bucketl/mydoc.txt --expires-in 604800 --region af-
south-1 --endpoint-url https://s3.af-south-1.amazonaws.com

EEH URL A : https://amzn-s3-demo-bucketl.s3.af-
south-1.amazonaws.com/mydoc.txt?{Headers}

3. f#H post-WhatsApp-message-media i F G IR B #E R LEZE WhatsApp., post-whatsapp-
message-media IR , WD EEE (MEDIA_ID} , EREXEEASHNMKEIEE,

aws socialmessaging post-whatsapp-message-media --origination-
phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --source-s3-file
bucketName={BUCKET},key={MEDIA_FILE}

Y ERWTHATUTEIR

« #& {ORIGINATION_PHONE_NUMBER_ID} MR AEHEEZIEEE ID,
« # {BUCKET} B8 Amazon S3 #EirEMN B,
- URBIERZWEIVK (MEDIA_FILE},

BB A LAER --source-s3-presigned-urlmIF REAFELEE URL LE--
source-s3-file, A BT headers Content-TypeU 8 , MREEEERAM
# , InvalidParameterExceptionBl&&MmE ,

--source-s3-presigned-url headers={"Name":"Value"},url=https://BUCKET.s3.REGION/
MEDIA_FILE

4. FRINSSERES , ©fE[E MEDIA_ID, MEDIA_ID RRAEEXIEEF S EHERE
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AWS B A EFAR

ERAEER

WhatsApp H X B IEEERE R M A/

BEHEWERBASK  SAXE EREE  BERXDERUT., NFFEES

WhatsApp Business Platform Cloud APl 2Z iy R H e 58 A,

L ToE S E
FAKK
HAEHE HE MIME 2
AAC .aac H#/aac
AMR .amr HF ;Alamr
MP3 mp3 & #/mpeg
MP4 &3 .m4a F#A/mp4
OGG & .0gg B/ =
AR
g kit HE R MIME %
XF text text/plain
Microsoft Excel Xls, .xIsx application/vnd.ms-
excel, application/
vnd.openxmlformat
s-officedocument.s
preadsheetml.sheet
Microsoft Word .doc, .docx application/msword

. application/vnd.o
penxmlformats-offi
cedocument.wordpro
cessingml.document

s
W%
8

K EBR
16 MB
16 MB
16 MB
16 MB

16 MB

RApMER
100 MB

100 MB

100 MB
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AWSE 4 15 A & A3 EAEER
XA HE 1R MIME 55 KN EBR
Microsoft PowerPoint .ppt. .pptx application/vnd.ms- 100 MB
powerpoint, applic
ation/vnd.openxmilf
ormats-officedocum
ent.presentationml
.presentation

PDF .pdf application/pdf 100 MB

BR A%
oHER 3E fe MIME & K/NER
JPEG Jjpeg 8 18/JPEG 5 MB
PNG .png & F/png 5 MB

EE Y
e ¥ 3Rl HEfeR MIME 32 KN ERR
BEME .webp BR & /webp 500 KB
HRERLE .webp AR {8 /webp 100 KB

TR
TRER HEfR MIME % RN EBR
3GPP .3gp & h/3gp 16 MB
MP4 & .mp4 & h/mp4 16 MB
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WhatsApp A EEHE

AFBEIETENALSBERECASRAWER, NEASERNEE |, 528 WhatsApp Business
Platform Cloud APl & HiEA L.

AEE|E iR

X F BEXFAER URL BENEF,

Ly BEEA. X B BEIXHER. £d
A DAENE SRR AR RV ER .

Reaction BEREHRBAASHRE , flamBERE L,

TR BrEARTL

(VA= BENE,

L FEN BRBHR T

HEpft BrEHXAL.

Hitb &R

WMFE WhatsApp FAEYHHIEE |, 552 B WhatsApp Business Platform Cloud APl 2ZH i S,

=

Hitp &R
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HH AWS R EREEFALRIFER WhatsApp FiZFAE

BEARZH , BYBERESEKN WhatsApp BXEIRF (WABA) |, T SN ERE L RBRFREVRE S
MR, WEFHREF , FSREE T,

EEAEEEARKER BATFRERERN 24 MEFHKFSHEINETEE, REELANERAE
ZERMEFRERRE , T EERTHEAAZUANMEASEE, REFAECESFZUCRAL
AR , BN REREEEAAR

HRGEERERNESEALS  eELFAERELEEZESHE N, WRENETF i REEM
WhatsApp , RISELERASMER WEHfail. BXAFRRASNSHERM , FREBVFEMEE,

WMEASEEMNBEE |, 552 WhatsApp Business Platform Cloud API & RiEAE .

/A Important
£ F Meta/WhatsApp

« SRR WhatsApp B¥#R5 REE | FIBF WhatsApp B ¥ RIEIER. WhatsApp B E R
B RHEFK. WhatsApp FEEFABE., WhatsApp AEEIXER K URFAEPHFAEEM
R, BURSEER], ELAREETRERN.

« Meta 2 WhatsApp ] REREBF 22 1E & Al WhatsApp ¥R AT R,

- M WhatsApp BEBRAERR , EFERXEMARE., EANER , ELXRABE. &
BERgZIBRAERANRESL D ERSF,

&

(® Note

AWS BEREAEEALRREIEARTHEARAFA SN PRITHEAL (MM) AP, EERME
EH AWS API SendwWhatsAppMessage — A HEEZFRENBT. EEMEHA MM API, FiEB
AWS BERFEAEERALRERES WABA FHFHEFAEE LA MM AP| fE1E#EE 3 PN FFRER R
. B Meta , MM API IR SIE 9% AT R fHE, W4 ARECAERIE M,

ES |
« EAWS RREREEFAERHEEHBAASHEH)
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AWSE (5 & TR EREEE
« £ AWS RRERAEEFAERHEEFEASNES)

£ AWS BRERAEBEALIPEEHE LA SN EH

METEENASSEARERFMENR , 552/ WhatsApp Business Platform Cloud API 2Z R E
R, MEAMEEANASEEEE | F2 8 WhatsApp Business Platform Cloud APl 2Z R S,

THIEF REIAIER & , FH EXALBENEF AWS CLl, MFERTE WFFEMER AWS CLI,
2 BAWS Command Line Interface  fEF&IER) FHIERE AWS CLI,

(® Note
£ 2 2 AWS CLI [REF , IBABIETE basebs fmis. iE 0] LAEIBHTI® AWS CLI Z8(--cli-
binary-format raw-in-base64-outZ#E AWS CLI £ FHRBERRKTR. WEFHEE
A, EZ2E (EAWS2 RS Y RAEMEAEREcli_binary_format) HH .

aws socialmessaging send-whatsapp-message --message
'"{"messaging_product":"whatsapp","to":"'{PHONE_NUMBER}'" ,"type":"template", "template":
{"name":"statement", "language":{"code":"en_US"}, "components":

[{"type":"body", "parameters":[{"type":"text", "text":"1000"3}]1}1}}' --origination-phone-
number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

¥ ERSHITUTSEE -

- FAEFNEFERBEM (PHONE_NUMBER} .
« ¥ {ORIGINATION_PHONE _NUMBER ID} MR AENEELEE ID,

TS REBIAEETEEEATHNELAR

aws socialmessaging send-whatsapp-message --message '{"messaging_product":
"whatsapp", "to": "'{PHONE_NUMBER}'",6 "type": "template","template":
{"name":"simple_template", "language": {"code": "en_US"}}}' --origination-phone-number-
id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

- FREFMWERRBEN {PHONE_NUMBER}
« # {ORIGINATION_PHONE_NUMBER_ID} X BEMEZESRIE ID,
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£ AWS & EAEEALRPEEERA SRS

THEH REIMAER ASREASBEBES AWS CLI, WMERTE WEEMEF AWS CLI, FF2
ES]AWS Command Line Interface { fEAEIER) PHIERE AWS CLI, NEXTENRERBERERE
, i3 2 B WhatsApp F X ERHEEERBRMA/N,

':iﬂln
\‘ﬁ

(® Note

WhatsApp TEfIBRIZEEE R 2 B FHUIEBEER 30 X , 552/ WhatsApp Business Platform
Cloud API 2Z iy L EHIEE,

1. BEBERLEE Amazon S3 FEfFRTE, MFEFMAENR , F2ELEREERIEM WhatsApp
B,

2. {#H post-WhatsApp-message-media i G IR B #E R L& ZE WhatsApp., post-whatsapp-
message-media KR , S SEE {MEDIA_ID} , ERERXERIASNMSEER,

aws socialmessaging post-whatsapp-message-media --origination-
phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --source-s3-file
bucketName={BUCKET},key={MEDIA_FILE}

HY ERBTHITUTEIR .

o # {ORIGINATION_PHONE_NUMBER _ID} BMfX BIERMIEFEIRS ID,
« #% {BUCKET} B\X 5 Amazon S3 #FIFEHNE 1,
 IRBERBWEMS {MEDIA_FILE},

BB LAER --source-s3-presigned-urlmIE REHFELEEZ URL LE--
source-s3-file, WA AT headers Content-TypeUHHIE , MREEFEAM
# , InvalidParameterExceptionf|&&ME ,

--source-s3-presigned-url headers={"Name":"Value"},url=https://BUCKET.s3.REGION/
MEDIA_FILE

3. f#H send-whatsapp-message &5 REXHEALS,

S_H'

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp","to":"'{PHONE_NUMBER}'","type":"image", "image":
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AWSE A& M E AL ERAEER

{"id":"'{MEDIA_ID}'"}}' --origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID}
--meta-api-version v20.0

@ Note

£ % 2 AWS CLI hix B |, @A BIETE base64 #mis. 1& 0] LUFEBHT18 AWS CLI 28 --
cli-binary-format raw-in-base64-outZ#E AWS CLI £iHHERBERRTH.
MEFHMEA , BB (FAWS 2 [Ras B IR EAFAEIERMcli_binary_format) &
M .

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp","to":" ' {PHONE_NUMBER}'" ,"type":"image", "image":

{"id":"'{MEDIA_ID}'"}}' --origination-phone-number-

id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0 --cli-binary-

format raw-in-base64-out

HY ERBTHITUTEIR .

- FRAEFEMNEHEEHEEY {PHONE_NUMBER},
« #& {ORIGINATION_PHONE_NUMBER_ID} MR AEHEEZEE 1D,
s #& {MEDIA_ID} XA Lt—ESBERREE D,

4., BERETBEEHEBERE  B£YLUER delete-whatsapp-message-media T S ASE #& WhatsApp
FBR. delete-whatsapp-message-media ER & WhatsApp BIRIEBER , MT2EMN
Amazon S3 f#ZETEE,

aws socialmessaging delete-whatsapp-message-media --media-id {MEDIA_ID} --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID}

S ERSSHITUTSEE -

« ¥ {ORIGINATION_PHONE _NUMBER ID} MR AENEEFLEE ID,
« LAREE ID BWX {MEDIA_ID}.
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AWSE A& M E AL ERAEER

EIfE AWS S B EALRFHAS

BB KERTE WhatsApp B3RS (WABA) MIEHE N , TN FRERAS. ERKEIEA
NEE  EHSREESMHENM Amazon SNS £EH, EEEZPEH , B4 AT Amazon SNS
FEwEH

Egy

MECEWEEBFASNESEL | B2 AAZBEERASNES WhatsApp JSON, WMEELE BIGFE
#MEF AWS CLI , 552 BAWS Command Line Interface ( FEHAEEE) PHRE AWS CLI, lIEX
EHNEEEREAEE 28 WhatsApp P EREEERERN AN,

/A Important

EERREARS  BAER WABA BASHE K, NEHEER  ASHEASAEHE
BFRE AWS BREAEERLES

3
A\

A ERELE R AWS EHKERBEERALK PRI A
EALEASNRERES read , WERKEAE LT L BRHBAECKMEIHR.

aws socialmessaging send-whatsapp-message --message
"{"messaging_product":"whatsapp", "message_id":"'{MESSAGE_ID}'","status":"read"}' --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

HY ERBTHITUTEIR .

« # {ORIGINATION_PHONE _NUMBER_ID} BAR BB EBEESRTE ID,
o LFAERIME—RBIFEMS {MESSAGE_ID}., £ Amazon SNS =EMFAEMHFER id BWME,

£ AWS & EEAL R P LU B S/ S A
EALERETAEAL , HIMBIEE L.

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "recipient_type":"individual", "to":" ' {PHONE_NUMBER}'",6"type":
"reaction","reaction": {"message_id": "'{MESSAGE_ID}'","emoji":"\uD83D\uDC4D"}}"' --

origination- phone—number—id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

EREN B E BAN &


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html

AWSE A& M E AL

ERAEER

S E RSB THATUTEE ¢

- FRAEFMWERREBEN {PHONE_NUMBER}

« #& {(MESSAGE_ID} MRAAENME —ZBIRF, £ Amazon SNS EEMAEYHHER id WU

=
« # {ORIGINATION_PHONE_NUMBER_ID} B\X BIEMEEEYEEE ID,

£ WhatsApp THFEEEZ=ZE Amazon S3

EEMEERERYAAHEFMETE Amazon S3 REFETE |, A get-whatsapp-message-media i F

aws socialmessaging get-whatsapp-message-media --media-id {MEDIA_ID} --

origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --destination-s3-file

bucketName={BUCKET}, key=inbound_
{

"mimeType": "image/jpeg",
"fileSize": 78144

i ERBTHITATEIE ¢

« #& {BUCKET} B4X A Amazon S3 fZEr B,

* # (MEDIA_ID} X ABZWEHH id ME. NFESARBSHNES , B2 AREEEE

A E#YE B WhatsApp JSON,
« # {ORIGINATION_PHONE_NUMBER_ID} BMX BB EFEIR ID,

EEZH® Amazon S3 EETFEEIERE K BEATISS

aws s3 cp s3://{BUCKET}/inbound_{MEDIA_ID}.jpeg

8 ERBTHITATEIE ¢

« #& {BUCKET} BR{X % Amazon S3 FZITENEZ R,
- #& {MEDIA_ID} B A LE—RESEEREK MEDIA_ID,

& WhatsApp TEE#EEZRZE Amazon S3
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AWSE A& M E AL ERAEER

RE N N i R [ FE BR S Y #E431
EUHBIT , BB Diego BT —8l THi, B , TZALIEIE HAF R FAE R E .
FORIRF
£EWE Diego MRFBNBA , LABZEHH B Wi Amazon SNS T 5T B EBMHE,
G
1. REIRE Diego WIABK , BHRRMEITHORE. LTRIBRAATNERES &,

® Note

M Diego ERMBI ¥ , AT S AEKBBHFENEE.
It &iHlPwhatsAppWebhookEntry#y LA JSON RNEE R, MES
whatsAppWebhookEntry #& JSON sting Ei#i4 JSON WEHI , FFSE EWFA SN £

WhatsApp JSON,

"context": {
"MetaWabalIds": [
{
"wabald": "1234567890abcde",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:waba/
fb2594b8a7974770b128a409e2example”
}
1,
"MetaPhoneNumberIds": [
{
"metaPhoneNumberId": "abcdel234567890",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:phone-number-
id/976c72a700aac43eaf573ae@50example”
}
]

.
"whatsAppWebhookEntry": "{\"...JSON STRING....",

"aws_account_id": "123456789012",
"message_timestamp": "2025-01-08T23:30:43.27127939172"

B FEER. 2 1Y & 51
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ERAEER

//Decoding the contents of whatsAppWebhookEntry
{
"id": "365731266123456",
"changes": [
{
"value": {
"messaging_product": "whatsapp",
"metadata": {
"display_phone_number": "12065550100",
"phone_number_id": "321010217712345"
},
"contacts": [
{
"profile": {
"name": "Diego"
.
"wa_id": "12065550102"
}
1,
"messages": [
{
"from": "14255550150",
"id":

"wamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEWMDkwREY40DBDRDE@ARjVGRkexample",

"timestamp": "1723506035",
"text": {
Ilbodyll: IIHiII

iy
Iltypell: Iltextll

]
iy

"field": "messages"

2. BEERERIW
ACRo

i&lll
gl

3
i3
%
ol
Hil

% read, Diego BEHEE LM

%II

=

/BN

EEIMEEEKZE

= fE
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® Note

5/ 58 2 AWS CLI hixB§ , B4 EIEE baseb4 fmlis. ERTLUEIBFTIE AWS CLI 28 --
cli-binary-format raw-in-base64-out=E#%F AWS CLI £iHAREBERKTK.
WEFMER , B2H (B AWS 2 R S5 REEAERERcLi_binary_format)
0 .

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "message_id":"'{MESSAGE_ID}'","status":"read"}'
--origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version
v20.0

i ERBTHITATEIE ¢

LA Diego BEAEE WEFESRT ID BUX {ORIGINATION_PHONE_NUMBER_ID}phone-
number-id-976c72a700aac43eaf573ae@50example,

* 7% {MESSAGE_ID} MR AAEMNMH —BAIRF. ERFTEWEAE § id MM MEE
ﬁﬁwamld.HBgLMTQyNTYSODgzMDIVAgASGCBDNzBDRJM5MDU20DEWMDkaEY4ODBDRDE®RjVGRke:

3. BULMEIEF KR FER Diegoo

aws socialmessaging send-whatsapp-message --message

'{"messaging_product":"whatsapp", "recipient_type":"individual","to":"'{PHONE_NUMBER}'", "ty

"reaction","reaction": {"message_id": "'{MESSAGE_ID}'","emoji":"\uD83D\uDC4B"}}'
--origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version
v20.0

¥ LIRS SEAT AT EE ¢

« #& {PHONE_NUMBER} XX 4 Diego FVEFEIRHE 14255550150,

o AWM —ZBIZFES (MESSAGE_ID}, ERFHZEWALE &+ id #MuMMEE
ﬁﬁwamld.HBgLMTQyNTYSODgzMDIVAgASGCBDNzBDRJM5MDUZODEwMDkaEY4ODBDRDE®RjVGRke:

» # {ORIGINATION_PHONE_NUMBER_ID} BXfX% Diego [ E{EX ALK EFEHREE ID : phone-
number-id-976c72a700aac43eaf573ae@50example,
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AWSE A& M E AL ERAEER
H &R

- BMASEHE N RESALEREATL.
« W% WhatsApp AEMHHIBE , 552 B0 WhatsApp Business Platform Cloud APl 2& I iEAE.
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AWSE A& M E AL ERAEER

T AWS RRREAEBALRXNIRENHE®RS

EEERA AWS ERERAEEFALRE , SREEEFASQOEKRE, ATERACEASKEAEERAL
X SRFABRTREEELENTEERE MetaTemplateMessageFee#l AWS MessageFee B,

H Meta MetaTemplateMessageFeesi®iE , B Meta AJRE @8 F, & Meta i B , AWS 84
B hEAEMetaTemplateMessageFees,

H2026 F2A1HE, AWS #EAT# INR BEXFFMetaTemplateMessageFeesB®

[ IKRE , SFEARBESEEE. AWS #H£ 2026 F£2 A 1 Hilg#s INR EFZE USD E=X ,
LAMetaTemplateMessageFeesEtitE. EBEFEMNE —X , AWS AlsEEEHMHEKEH USD
fB#MetaTemplateMessageFees , AR INR Bl USD EXMWEE,

BABWE
AWS B EREBAHREERELERED A THRXNEEMLY -

Region code-MessagingType-ISO-FeeDescription-FeeType

18 WhatsApp AEEMER AL FTEEE : H Meta MetaTemplateMessageFeelliE , LA H
MessageFeel & AWS,

BIREEEATEE | BFEEXN—18 WhatsApp MetaTemplateMessageFee M —1& AWS
MessageFee, THREMEAEHPRMUNBRNATREE. T AWS SR EAEEALREENFH
B, 28 AWS BRRFEAEFERAEEFH WhatsApp.

W Description Al RE{E
#it# i WhatsApp ABEIES#EK - USE1- BRI (#H
RRHY AWS EBiF &, EEEdLE ) [EiF

+ USE2 - XEIR (Hx%HR)

- USW2 - XEIFEED (BRE
F)

- APS3 - KEH (HE)

- APS5-TKREH (BE
NE) EiF
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AWSE A& M E AL ERAEER

ZF

=]

« APS1 - TR K[E1E (F7h03)

« APS2 - EKET (F3)

« APS6 - I A[EHE (#FE
W) B

- EU-BUM (BFEH)

« EUW2 - BUM (fA3X)

« APN1 - ZEAXEH (RR)

« APN2 - EEXEHE (EH)

« EUCT1 - BUM CZH=1R)

- EUNT-BUM (HiESHE
E) EiF

- EUS2 - BUM ( FEIESF )
=52

« MEC1- "R (PIhraE
BRNE ) B

- MES1-HX (BM) &
i

« MXC1-2FEF (+FIB)
=52

- SAE1-mEM (ER
E) ES

« AFST1-3EM (BEER)
=52

« CAN1 - &KX (F3)

« CAW1 - InEXRAEZ (
AR ) [Eim

- fba Description Al

MessagingType SR ERAMEANASEE, WhatsApp
IS0 S B Y i B SR/ 3 [ A R B WMETRENE , F2EXE
ISO BIZR/tb[E R, MBI ZR/Hb 2,

RABWE 80



AWSE A& M E AL ERAEER

ZF

(=}

- fba Description Al

FeeDescription REAEH, * MetaTemplateMessag
eFee Metal %

+ MessageFee HERKRMF
AEEALRIKE

e 5



AWSE A& M E AL ERAEER

- fba Description AlBE{E

Meta FeeType R EETRHAEMetaTempl MetaTemplateMessag
ateMessageFee HWERE eFee MWHEEHBASH FHE
A,

e Authentication - H
REBFER —REBBEN
ERE K EAkR4EERE
ABFNZELSR, EF
REOFEIRFRE. IRFE
[RFIbR P e B BRE

* Authentication-Int
ernational -fEARN
NEd M[E , Authentic
ation BEMELEREH
it B =R/ 3 (2 B9 B B & 0 B
FEX HABRREBEZR/

ENBBREERRE
%o

« Marketing - ARE
REERE 6 REEE®E
FHBEENETENE
F. @iflaERER. R
BeTheends. BE{RH
BE , URBYERER

Bg,
+ Service - AREREF
=,

- Utility - AARERHER
EEESBER, SEHITIE
BEMARE, FTE/RXAM
EE (HIMRANERF) .
REEHMIREE (flwme
MIRE ) K REREEM
%,

BABNE 82



AWS B8 EEA K EREES
- fba Description AlBE{E
MetaTemplateMessag

eFee FAERHKBAEN B

:ﬂg

» Service - AREREF
=3,

HREsEEEEAR
Authentication .
Authentication-
International #
Utility SAREE, MEKX
ESEEBNFHMENR , 7
B UMREIEBEE.

RABWE
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AWS R EBFAR

EAEE

M

Rz

AWS FeeType

Description

MR R AWS MessageFe
e Eﬂ/%\ﬂfg?éﬁﬂo

AWS MessageFee ME¥itt
MBS A

+ Authentication - H

RERFEER R EEHH
ERE , ERRERES
ABFHNZESR, EF
REFEIRFRE. RFE
JRAMR P SR SR

e Authentication-Int

ernational -fEAAS
N EE #H[E , Authentic

ation BEZMNLE/FESH
it B 3R/ 3 % Y B PR & 20 e
n_.v.§$ ) BAEREEZR/
ENFREESR RS
o

« Marketing - AT

BERHNFALR , CELEER
FEDRENENMEER
E. @f2EHEmR. K
BN E. BEREH
BE , URBYERRERE
B,

+ Service - BRANBRE

FERNHEERAE.

« Standard- BAREBH

BAAR

- Utility - AARERHER

EBFWER, #hE
BIEMAMR, FTE/RXMN
EE (HIORNER) .
RFEMSIREE (Bl

RASIWE
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- fba Description AlBE{E
MIREE ) , AEREER
%,

MessageFee fERAERRIA
LM R

+ Inbound - ARERAER
BRHAE,

(@ Note

! B Meta MetaTemplateMessageFeesiRE , B Meta TIALREE, & Meta 180 B |
AWS KBS EE HBHEMetaTemplateMessageFees,

BIREAEATEE  2REKEL—@MetaTemplateMessageFeef—{EHER AWS
MessageFee, EREXEABANNEZAERBZEREANES  BEEIN—EANE

FMessageFee,

fltn , MREEXITHEAAASLEF , @ BKE—1ME MetaTemplateMessageFeef— 1@ W&

FMessageFee,

WREE SKU & T

DT REMRIRE SKU ZEBWEF, SLEHIBEREAPSIEFH AL (ap-south-1 , EX[EE (£FE))
BEAREWH AL show AWS MessageFee FeeTypes , M EIXZE ISO K5 IN ( FIE ) .

APS3-WhatsApp-IN-MessageFee-Authentication
APS3-WhatsApp-IN-MessageFee-Service
APS3-WhatsApp-IN-MessageFee-Authentication_International
APS3-WhatsApp-IN-MessageFee-Marketing
APS3-WhatsApp-IN-MessageFee-Inbound
APS3-WhatsApp-IN-MessageFee-Utility
APS3-WhatsApp-IN-MessageFee-Standard

MREE SKU & &
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B 75 Bl BRFee Type ] B il A

MZEE A Authentication-International FeeType HWER/MIEFE |, 5520 AWS RXFERAE
EAEEHRH WhatsAppo

MREEEASAuthenticationfGHBEIR/MEMUAIEES Authentication-International
FeeType B9 WhatsApp A& , MRFFS T HHERME , SR EBREZER/HEMNAuthentication-
International&:=X :

1. B HESE 30 XEIBA , #EiB WhatsApp A EEFTAE WhatsApp R F P FERBUEIR 750K8|
AL HEF/EFWKEERANESAS Authentication-International ERMER/HE,
WMEFHMER , HS B WhatsApp Business Platform B A B8RP NEE.

/A Important

R Meta ¥IBEN D EFESHFHEAUuthentication-International |, IS EH @K
BEXERER/MENEFEHFERN , XBH 30 KRNI RERKBERE,

2. BRNEBRVAHMBEIR, NEEEERVENFHEN , 52/ WhatsApp Business Platform 58
AEREEFHNEEEBNE,

3. MEBHELAKER/MIE 30 RPEMNFRKEESRz REIXE,

ol 1 BIATHELRFAR

(® Note

MREIREZIMA Meta BHITEEFAE (MM) API |, iEiB MM APl BENTHF S SREBEERE
WITSEASIRERERT K MAFEELMNIREHRE,

Bl |, MREBEETHEAALLEF , AlgmEUE—1@ WhatsApp
MetaTemplateMessageFeefl—1& AWS Y& FAMessageFee,

Marketing Template Message 1: APS1-WhatsApp-CA-MetaTemplateMessageFee-Marketing
Marketing Template Message 1: APS1-WhatsApp-CA-MessageFee-Marketing

BB FeeType M iFE 86
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AWSER 47 & AL 2 RS
gHl 2 - RIS HE

ECECEWEIFEAERHRASN 24 NEAREFERAENEAARR , REEIRBEFE, TR
i | SEEEFESHEEEWE—EMetaTemplateMessageFee-Service_Regular&H
HMMessageFee-Service—% AWS , MMessageFee-Inbound BB A& RBHNALE TS HEUK
W—ZE/, fm MREAERBTE-NIL  £XCEE , MEAECEE , AE=ZAFAENE
BT :

User Initiated Message 1: APS1-WhatsApp-CA-MessageFee-Inbound

Business Initiated Message 2: APS1-WhatsApp-CA-MetaTemplateMessageFee-Service_Regular
Business Initiated Message 2: APS1-WhatsApp-CA-MessageFee-Service

User Initiated Message 3: APS1-WhatsApp-CA-MessageFee-Inbound

Wik EDTEEE

AWS iR F B4R BRI & WhatsApp SIAFA S EM Meta W ED BEE. EENEAME
EHBERER A SUNEXTEHBNRGREER  SERTFREASBEANRESASER, BT,
HEREREARESEERMENS D BRE. FoRFEBRILARAERALR  TEARTHELRH
B, WRESEEE. AEREMFTHA Meta 5E , B Meta TREERE., AWS BESESZHEA
CRBAHMRESRNEE.

FTEEEZESR/TIIRIE

- AEHAFAREHAHMKENE  EXFREKRABENFELRALS —RZRE.

- ERERER/MENASEE (FoBRBELAER ) MAMTE , ¥ZAER.
« BIRFHAWABAs ERBE—E , UREF R,

- AR REERERTHEREAEZRENAS

BESARENHKRESRERN Meta RE, B Meta BHRMAREER , SKHERESRAWS E
RAEFEAE., NFEERENBENERNFEET , F26 Meta #Y WhatsApp FEF & EE X,

T %I SKU £if5I8E R Authentication, Authentication-International#l Utility SAE%E
BHHRERED EEE,

LT REMEIRE SKU BB EH|, SL&EH|Meta FeeTypeRMAPSIEHG (ap-south-1 , TWAK[E
#(FE) BE ) EEARBROALE , UREEZE ISOREIN (HE ) WAL,

APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_Regular

g5 2 : FRREHE 87


https://developers.facebook.com/docs/whatsapp/pricing/

AWSE A& M E AL ERAEER

APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_Regular_TIER_1
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_Regqular_TIER_2
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_Regular_TIER_3
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_Regqular_TIER_4
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_Regular_TIER_5
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_International_Regular
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_International_Regular_TIER_1
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_International_Regular_TIER_2
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_International_Regular_TIER_3
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_International_Regular_TIER_4
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_International_Regular_TIER_5
APS3-WhatsApp-IN-MetaTemplateMessageFee-Utility_Regqular
APS3-WhatsApp-IN-MetaTemplateMessageFee-Utility_Regular_TIER_1
APS3-WhatsApp-IN-MetaTemplateMessageFee-Utility_Regqular_ TIER_2
APS3-WhatsApp-IN-MetaTemplateMessageFee-Utility_Regular_TIER_3
APS3-WhatsApp-IN-MetaTemplateMessageFee-Utility_Reqular_ TIER_4
APS3-WhatsApp-IN-MetaTemplateMessageFee-Utility_Regular_TIER_5

AWS A EERALRIRE ISO RIEM MetaTemplateMessageFee BR &}

XENEIR/MEE
ML E ISO BIZR/3: [ELHT Bl & WhatsApp ¥ 5E5T & &5
AF Afghanistan Rest of Asia Pacific
AX Aland Islands Other
AL Albania Rest of Central & Eastern
Europe
Dz Algeria Rest of Africa
AS American Samoa Other
AD Andorra Other
AO Angola Rest of Africa
Al Anguilla Other
AQ Antarctica Other

IREE 1ISO 1%
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AWS B A EFAR

ERAEER

MR 1SO B =R/t [ X F

AG

AR

AM

AW

AC

AU

AT

AZ

BS

BH

BD

BB

BY

BE

BZ

BJ

BM

BT

BO

EiE

Antigua and Barbuda

Argentina

Armenia

Aruba

Ascension Island
Australia

Austria

Azerbaijan

Bahamas
Bahrain
Bangladesh
Barbados

Belarus

Belgium
Belize
Benin
Bermuda
Bhutan

Bolivia

WhatsApp ¥ 55T E R
Other
Argentina

Rest of Central & Eastern
Europe

Other

Other

Rest of Asia Pacific
Rest of Western Europe

Rest of Central & Eastern
Europe

Other
Rest of Middle East
Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Western Europe
Other

Rest of Africa

Other

Other

Rest of Latin America

IREE 1ISO 1%
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AWS B A EFAR

ERAEER

MR ISO Bl ZR/3: [E AT
BQ
BA
BW
BV
BR
1O
VG
BN

BG

BF
Bl

KH
CM
CA
CcVv
KY
CF
TD
CL

CN

B4

Bonaire

Bosnia and Herzegovina
Botswana

Bouvet Island

Brazil

British Indian Ocean Territory
British Virgin Islands

Brunei Darussalam

Bulgaria

BurkinaFaso

Burundi

Cambodia

Cameroon

Canada

Cape Verde

Cayman Islands

Central African Republic
Chad

Chile

China

WhatsApp ¥ 55T E R
Other

Other

Rest of Africa

Other

Brazil

Other

Other

Other

Rest of Central & Eastern
Europe

Rest of Africa

Rest of Africa

Rest of Asia Pacific
Rest of Africa

North America
Other

Other

Other

Rest of Africa

Chile

Rest of Asia Pacific

IREE 1ISO 1%
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AWS B A EFAR

ERAEER

MR ISO Bl ZR/3: [E AT
CX

CC

CO

KM

CK

CR

Cl

HR

cw
CY

CZ

CD

DK
DJ

DM
DO
EC
EG

SV

B4

Christmas Island
Cocos(Keeling) Islands
Colombia

Comoros

Cook Islands

Costa Rica

Cote d'lvoire

Croatia

Curacao
Cyprus

Czech Republic

Democratic Republic of the
Congo

Denmark

Djibouti

Dominica
Dominican Republic
Ecuador

Egypt

El Salvador

WhatsApp ¥ 55T E R
Other

Other

Colombia

Other

Other

Rest of Latin America
Rest of Africa

Rest of Central & Eastern
Europe

Other
Other

Rest of Central & Eastern
Europe

Rest of Africa

Rest of Western Europe
Other

Other

Rest of Latin America
Rest of Latin America

Egypt

Rest of Latin America

IREE 1ISO 1%
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AWS B A EFAR

ERAEER

M8 1SO Bl ZR/ith [E X HS
GQ
ER
EE
ET
sz
FK
FO
FJ
FI
FR
GF
PF
TF
GA
GM

GE

DE
GH

Gl

B4

Equatorial Guinea
Eritrea

Estonia

Ethiopia

Eswatini

Falkland Islands
Faroe Islands

Fiji

Finland

France

French Guiana
French Polynesia
French Southern Territories
Gabon

Gambia

Georgia

Germany
Ghana

Gibraltar

WhatsApp ¥ 55T E R
Other

Rest of Africa

Other

Rest of Africa

Rest of Africa

Other

Other

Other

Rest of Western Europe
France

Other

Other

Other

Rest of Africa

Rest of Africa

Rest of Central & Eastern

Europe
Germany
Rest of Africa

Other

IREE 1ISO 1%
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AWS B A EFAR

ERAEER

MR 1SO B =R/t [ X F

GR

GL
GD
GP
GU
GT
GG
GN
GW
GY
HT
HM
HN
HK

HU

EiE

Greece

Greenland
Grenada
Guadeloupe
Guam
Guatemala
Guernsey
Guinea
Guinea-Bissau
Guyana

Haiti

Heard and McDonald Islands
Honduras
Hong Kong

Hungary

Iceland
India
Indonesia

Iraq

WhatsApp ¥ 55T E R

Rest of Central & Eastern
Europe

Other

Other

Other

Other

Rest of Latin America
Other

Other

Rest of Africa

Other

Rest of Latin America
Other

Rest of Latin America
Rest of Asia Pacific

Rest of Central & Eastern
Europe

Other
India
Indonesia

Rest of Middle East

IREE 1ISO 1%
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AWS B A EFAR

ERAEER

MR 1SO B =R/t [ X F

JM
JP
JE
JO
KZ
KE
Ki
XK
KW
KG
LA

LV

LB
LS
LR

LY

B4
Ireland

Isle of Man
Israel

Italy
Jamaica
Japan
Jersey
Jordan
Kazakhstan
Kenya
Kiribati
Kosovo
Kuwait
Kyrgyzstan
Lao PDR

Latvia

Lebanon
Lesotho
Liberia

Libya

WhatsApp ¥ 55T E R
Rest of Western Europe
Other

Israel

Italy

Rest of Latin America
Rest of Asia Pacific
Other

Rest of Middle East
Other

Rest of Africa

Other

Other

Rest of Middle East
Other

Rest of Asia Pacific

Rest of Central & Eastern
Europe

Rest of Middle East
Rest of Africa
Rest of Africa

Rest of Africa

IREE 1ISO 1%
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AWS B A EFAR

ERAEER

MR ISO Bl ZR/3: [E AT
LI

LT

LU
MO

MK

MG
MW
MY
MV
ML
MT
MH
MQ
MR
MU
YT
MX
FM

MD

EiE4
Liechtenstein

Lithuania

Luxembourg
Macao

Macedonia

Madagascar
Malawi
Malaysia
Maldives
Mali

Malta
Marshall Islands
Martinique
Mauritania
Mauritius
Mayotte
Mexico
Micronesia

Moldova

WhatsApp ¥ 55T E R
Other

Rest of Central & Eastern
Europe

Other
Other

Rest of Central & Eastern
Europe

Rest of Africa
Rest of Africa
Malaysia
Other

Rest of Africa
Other

Other

Other

Rest of Africa
Other

Other

Mexico

Other

Rest of Central & Eastern
Europe

IREE 1ISO 1%
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AWS B A EFAR

ERAEER

MR ISO Bl ZR/3: [E AT
MC
MN
ME
MS
MA
MZ
MM
NA
NR
NP
NL
NC
NZ
NI
NE
NG
NU
NF
MP

NO

B4

Monaco
Mongolia
Montenegro
Montserrat
Morocco
Mozambique
Myanmar
Namibia

Nauru

Nepal
Netherlands
New Caledonia
New Zealand
Nicaragua
Niger

Nigeria

Niue

Norfolk Island
Northern Mariana Islands

Norway

WhatsApp ¥ 55T E R
Other

Rest of Asia Pacific
Other

Other

Rest of Africa

Rest of Africa

Other

Rest of Africa

Other

Rest of Asia Pacific
Netherlands

Other

Rest of Asia Pacific
Rest of Latin America
Rest of Africa

Nigeria

Other

Other

Other

Rest of Western Europe

IREE 1ISO 1%
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AWS B A EFAR

ERAEER

M B 1ISO Bl SR/ [EACHT
OM
PK
PW
PS
PA
PG
PY
PE
PH
PN

PL

PT
PR
QA
CG
RE

RO

RU

RwW

B4

Oman

Pakistan

Palau

Palestinian Territory
Panama

Papua New Guinea
Paraguay

Peru

Philippines

Pitcairn

Poland

Portugal

Puerto Rico

Qatar

Republic of Congo
Reunion

Romania

Russian Federation

Rwanda

WhatsApp ¥ 55T E R
Rest of Middle East
Pakistan

Other

Other

Rest of Latin America
Rest of Asia Pacific
Rest of Latin America
Peru

Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Western Europe
Rest of Latin America
Rest of Middle East
Other

Other

Rest of Central & Eastern
Europe

Russia

Rest of Africa

IREE 1ISO 1%
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AWS B A EFAR

ERAEER

MR ISO Bl ZR/3: [E AT
SH
KN
LC
PM
VC
BL
MF
WS
SM
ST
SA
SN

RS

SC
SL
SG
SX

SK

SI

B4

Saint Helena

Saint Kitts and Nevis
Saint Lucia

Saint Pierre and Miquelon
Saint Vincent and Grenadines
Saint-Barthelemy
Saint-Martin

Samoa

San Marino

Sao Tome and Principe
Saudi Arabia

Senegal

Serbia

Seychelles
Sierra Leone
Singapore
Sint Maarten

Slovakia

Slovenia

WhatsApp ¥ 55T E R
Other

Other

Other

Other

Other

Other

Other

Other

Other

Other

Saudi Arabia
Rest of Africa

Rest of Central & Eastern
Europe

Other

Rest of Africa

Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Central & Eastern
Europe

IREE 1ISO 1%
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AWS B A EFAR

ERAEER

MR ISO Bl ZR/3: [E AT
SB
SO
ZA

GS

KR
SS
ES
LK
SR

SJ

SE
CH
TW
TJ
TZ
TH
TL
TG

TK

B4

Solomon Islands
Somalia

South Africa

South Georgia and the South
Sandwich Islands

South Korea
South Sudan
Spain

Sri Lanka
Suriname

Svalbard and Jan Mayen
Islands

Sweden
Switzerland
Taiwan
Tajikistan
Tanzania
Thailand
Timor-Leste
Togo

Tokelau

WhatsApp ¥ 55T E R
Other

Rest of Africa

South Africa

Other

Other

Rest of Africa
Spain

Rest of Asia Pacific
Other

Other

Rest of Western Europe
Rest of Western Europe
Rest of Asia Pacific
Rest of Asia Pacific
Rest of Africa

Rest of Asia Pacific
Other

Rest of Africa

Other

IREE 1ISO 1%
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AWS B A EFAR

ERAEER

MR ISO Bl ZR/3: [E AT
TO
TT
TA
TN
TR
™
TC
TV
uG

UA

AE
GB
us
Uy
UM
uz
VU
VA
VE

VN

B4

Tonga

Trinidad and Tobago
Tristan da Cunha
Tunisia

Turkey

Turkmenistan

Turks and Caicos Islands
Tuvalu

Uganda

Ukraine

United Arab Emirates
United Kingdom

United States

Uruguay

US Minor Outlying Islands
Uzbekistan

Vanuatu

Vatican City State
Venezuela

Vietnam

WhatsApp ¥ 55T E R
Other

Other

Other

Rest of Africa

Turkey

Rest of Asia Pacific
Other

Other

Rest of Africa

Rest of Central & Eastern
Europe

United Arab Emirates
United Kingdom
North America

Rest of Latin America
Other

Rest of Asia Pacific
Other

Other

Rest of Latin America

Rest of Asia Pacific

IREE 1ISO 1%
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AWSE A& M E AL

ERAEER

MR ISO Bl ZR/3: [E AT
VI

WF

EH

YE

ZM

ZW

BXHFERE (EEH)

(@ Note

Bl&

Virgin Islands

Wallis and Futuna Islands
Western Sahara

Yemen

Zambia

Zimbabwe

WhatsApp ¥ 55T E R
Other

Other

Other

Rest of Middle East
Rest of Africa

Other

BEHFAEENNWER 2025 F£7 A1 BEERA , TBE&EA. &XH#

AWS RRFEAEBALREEEELFAERE , HPIETHRXNER/BLL : Region
code-MessagingType-ISO-FeeDescription-FeeType, {8 WhatsApp ¥5&. WhatsApp
ConversationFeefl AWS &1E ¥y EME AT sERIFT EIE BEMessageFee,

(® Note

#7£2025 %7 A1 BB, AWS Ri&RERHEE

A2 E WhatsApp FAEWEE RIFA

ENER A MARHHSHFEKRIMNER , XHE Meta WEE—H., EXRTHRT 24
AWS |, BBFEEX{F WConversationFeeFEEH , MetaTemplateMessageFeem Ik
MessageFee, EEXBFISHESARESF , £HB1E 2025 F 8 AWEIW 2025 F 7 ARE

%O

Hh, MESHESAARKNBEREMBERGTVENR , 552 E the section called “IZFA B U

EREBEEEAASRUEBETER , BFEXF—18 WhatsApp ConversationFeefl AWS 1@
— @ BB FMessageFee, ERBM—1E 24 NRERE , ZREREFEESBERNSEALBEIR

AWS & 1@ §t&MessageFee,

BREFERE (BXA)
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AWSE A& M E AL

ERAEER

&R BAE WhatsApp B F AR ASEETANUEFESER I EERKE WhatsApp HEREME

EFFHEMR. WhatsApp

TRETASEERIWUNTRERRHA. WFE AWS BREAESEAEREBNFMENR

REABEEHAEEFH AWS WhatsApp,

Az 311

Description

3
W

ain

H##

MessagingType

WhatsApp

DdbEs ) EE

- USE2 - ZBIRE (% MH)
- USW2 - XE7EEH (BRER)
- APS3 - K[EIH (RE)

- APS5-TEAE (EEH

B) B

- APS1 - ZEA[EH (7 iN)
- APS2 - IR K[E1H (EF)

- EU-BUM (ZEMW)

- EUW2 - B (%)

- APN1 - I KEH (RK)

- APN2 - T KBS (EH)

- EUC1 - BN CEHR=4E)

- EUS2-BUM ( BHEF) B

1

« SAE1-mExM ( BRE)

[ 12

- AFS1-3E (FER) E

1

« CAN1 - IIZX (HEF)

&,

HR BB BT,

« USE1-XBIRHE (#FE  fHi WhatsApp AR EE T
WRIRH AWS Bl FE.

BE

BREFERE (BXA)
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https://developers.facebook.com/docs/whatsapp/pricing
https://aws.amazon.com/end-user-messaging/pricing/

AWS B4 BB AR
- fba eS| Description
IS0 BEEXENER/ME FAE B By ih B =R/ (2 Y AL B
ISO Bl =R/t [E .
FeeDescription ConversationFee , LERAIIEE WhatsApp
MessageFee ConversationFee =z AWS

18 8 MessageFee

BREFERE (BXA)
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AWSE A& M E AL

ERAEER

Rz

FeeType

311

Authentication
Authentication-Int
ernational , Marketing

, Service, Utility,
Standard

Description

W EERMEANEFEE
B SiEEEIAEEANE
#e

¥ Conversat
ionFee %3l

« Marketing - AREBEE
BEE, RELEHIHD
SHENENENEF. 6l
BENER. REIPEL
&, BERH/ER, UREB
MEIERIEE,

« Utility - FSREHEER
EBESFER, EHITEE
EmARS., FTE/XNAE
B (HIORNER). Ik
FEMBIRE (HlmAFRIR
) K HEROE[ES,

 Authentication - %X
BEEE - AMEBNER
%, JREEERAERFNZHE
SR (BlIMRFERE. &P
BERMTEMERE ) .

* Authentication-Int
ernational -fEARS
NEE M[E , Authentic
ation BEMIERFE HAib
BIZR/it B ERR S5 0 &
X MmMBHFREZXERA
AeF P8 8 2 12 B R

« Service- AARBREFE
#o

BREFERE (BXA)
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AWSE A& M E AL ERAEER

- fba JESEE] Description

EAERIBMConversat
ionFee %3l

« Service- ARBREFE
:ﬂo

MessageFee %55

« Standard - BAIFAEEix
RIFWHE A

ELEBEEEAASRKUBUFER  BFEEXT—M@E ConversationFeeM—1fE W&
FiMessageFee, ERRM—1E 24 NENEER , KEXEHREFNSESEANASHS MR 5
EMessageFee, £ 24 NEFRERA , BAFEXLARMEEEE S FHRITRIE

Bl | MREEEATHEAFEREFS , AEg[EWE ConversationFeef HE fMessageFee,

Marketing Template Message 1: APS1-WhatsApp-CA-ConversationFee-Marketing
Marketing Template Message 1: APS1-WhatsApp-CA-MessageFee-Standard
Marketing Template Message 2: APS1-WhatsApp-CA-MessageFee-Standard

NREFEEAASKEELEE  AlgnEWEFREM#I Service HFEMAENER,

Service Message
Service Message
Service Message
Service Message

: APS1-WhatsApp-CA-ConversationFee-Service
: APS1-WhatsApp-CA-MessageFee-Standard
: APS1-WhatsApp-CA-MessageFee-Standard
: APS1-WhatsApp-CA-MessageFee-Standard

W N R R

ER B BB FeeType ] i¥iE F

MEEHR Authentication-International FeeType WEIZR/M[EFE , FFSH AWS RKXFERAE
FEAEFEFH WhatsAppo

MREERMER/ M [EFUARIEES Authentication-International FeeType 9
WhatsApp A &R Authentication¥5E , MRS THHEYE , MR EUWEZER/HE
#Authentication-International & :

BRYFEWRE (EXRA) 105


https://aws.amazon.com/end-user-messaging/pricing/#WhatsApp

AWSHMERAEFERALER EREEmR
1. BN LESE 30 KAERA WhatsApp 750K000 x5 , HEx/EFUAEERRES

Authentication-International BXMER/MIE, WhatsApp MEFHMEN , FSH
WhatsApp Business Platform Bi% A B8RP E K,

/A Important

R Meta ¥ B B D EF S EHAuthentication-International |, I E R G &
EXABEARF/MENEFEHELN , WBE 30 XWHAERBERE.

2. BERVAHMER, IEERERNVENFHEN , 528 WhatsApp Business Platform B2
ABIEERINEEERNVE,
3. EEZER/ RN RS 2 &R

gHl 1 BIATHRERFAR

flan , MREEXTHERFALRGEF , BFEEXF—1E WhatsApp ConversationFeefl AWS &1{E
—1& Ky E AMessageFee,

Marketing Template Message 1: APS1-WhatsApp-CA-ConversationFee-Marketing
Marketing Template Message 1: APS1-WhatsApp-CA-MessageFee-Standard

g5l 2 : BARRBARIS¥I7E

ELXOREAEEATALR , MEAABNRERERREMIERD 24 NNFHFRFERZINE
EXMNRBEHEFREMA. EHESTD  SHEFSEABGANE LRSS EEWE—E WhatsApp
ConversationFee#l AWS MessageFeefVE .

Service Message 1: APS1-WhatsApp-CA-ConversationFee-Service
: APS1-WhatsApp-CA-MessageFee-Standard

: APS1-WhatsApp-CA-MessageFee-Standard
: APS1-WhatsApp-CA-MessageFee-Standard

Service Message
Service Message

NN R

Service Message

AWS B FEHEBEALRIRE SO K IEH WhatsApp Y555 G
T ENERE

R 1SO Bl SR/t [E S B & WhatsApp ¥ 5552 E i
AF Afghanistan Rest of Asia Pacific

BRYFEWRE (EXRA) 106


https://developers.facebook.com/docs/whatsapp/pricing/authentication-international-rates#eligibility
https://developers.facebook.com/docs/whatsapp/pricing/authentication-international-rates#primary-business-location

AWS B A EFAR

ERAEER

MR ISO Bl ZR/3: [E AT
AX

AL

DZ
AS
AD
AO
Al

AQ
AG
AR

AM

AW
AC
AU
AT

AZ

BS
BH

BD

EiE4
Aland Islands

Albania

Algeria

American Samoa
Andorra

Angola

Anguilla

Antarctica

Antigua and Barbuda

Argentina

Armenia

Aruba

Ascension Island
Australia

Austria

Azerbaijan

Bahamas
Bahrain

Bangladesh

WhatsApp ¥ 55T E R
Other

Rest of Central & Eastern
Europe

Rest of Africa
Other

Other

Rest of Africa
Other

Other

Other
Argentina

Rest of Central & Eastern
Europe

Other

Other

Rest of Asia Pacific
Rest of Western Europe

Rest of Central & Eastern
Europe

Other
Rest of Middle East

Rest of Asia Pacific

BREFERE (BXA)
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AWS B A EFAR

ERAEER

MR ISO Bl ZR/3: [E AT
BB

BY

BE
BZ
BJ
BM
BT
BO
BQ
BA
BW
BV

BR

VG
BN

BG

BF

Bl

EiE4
Barbados

Belarus

Belgium

Belize

Benin

Bermuda

Bhutan

Bolivia

Bonaire

Bosnia and Herzegovina
Botswana

Bouvet Island

Brazil

British Indian Ocean Territory
British Virgin Islands
Brunei Darussalam

Bulgaria

BurkinaFaso

Burundi

WhatsApp ¥ 55T E R
Other

Rest of Central & Eastern
Europe

Rest of Western Europe
Other

Rest of Africa

Other

Other

Rest of Latin America
Other

Other

Rest of Africa

Other

Brazil

Other

Other

Other

Rest of Central & Eastern
Europe

Rest of Africa

Rest of Africa

BREFERE (BXA)
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AWS B A EFAR

ERAEER

MR ISO Bl ZR/3: [E AT
KH
CM
CA
CcVv
KY
CF
TD
CL
CN
CX
CC
CO
KM
CK
CR
Cl

HR

Cw

CY

B4

Cambodia

Cameroon

Canada

Cape Verde

Cayman Islands
Central African Republic
Chad

Chile

China

Christmas Island
Cocos(Keeling) Islands
Colombia

Comoros

Cook Islands

Costa Rica

Cote d'lvoire

Croatia

Curacao

Cyprus

WhatsApp ¥ 55T E R
Rest of Asia Pacific
Rest of Africa

North America

Other

Other

Other

Rest of Africa

Chile

Rest of Asia Pacific
Other

Other

Colombia

Other

Other

Rest of Latin America
Rest of Africa

Rest of Central & Eastern
Europe

Other

Other

BREFERE (BXA)
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AWS B A EFAR

ERAEER

MR 1SO B =R/t [ X F

CZ

CD

DK
DJ
DM
DO
EC
EG
SV
GQ
ER
EE
ET
SZ
FK
FO
FJ
Fl

FR

EiE

Czech Republic

Democratic Republic of the
Congo

Denmark

Djibouti

Dominica
Dominican Republic
Ecuador

Egypt

El Salvador
Equatorial Guinea
Eritrea

Estonia

Ethiopia

Eswatini

Falkland Islands
Faroe Islands

Fiji

Finland

France

WhatsApp ¥ 55T E R

Rest of Central & Eastern
Europe

Rest of Africa

Rest of Western Europe
Other

Other

Rest of Latin America
Rest of Latin America
Egypt

Rest of Latin America
Other

Rest of Africa

Other

Rest of Africa

Rest of Africa

Other

Other

Other

Rest of Western Europe

France

BREFERE (BXA)
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ERAEER

M8 1SO Bl ZR/ith [E X HS
GF

PF

TF

GA

GM

GE

DE
GH
Gl

GR

GL
GD
GP
GU
GT
GG
GN
GW

GY

B4

French Guiana

French Polynesia

French Southern Territories
Gabon

Gambia

Georgia

Germany
Ghana
Gibraltar

Greece

Greenland
Grenada
Guadeloupe
Guam
Guatemala
Guernsey
Guinea
Guinea-Bissau

Guyana

WhatsApp ¥ 55T E R
Other

Other

Other

Rest of Africa

Rest of Africa

Rest of Central & Eastern
Europe

Germany
Rest of Africa
Other

Rest of Central & Eastern
Europe

Other

Other

Other

Other

Rest of Latin America
Other

Other

Rest of Africa

Other

BREFERE (BXA)
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ERAEER

MR ISO Bl ZR/3: [E AT
HT
HM
HN
HK

HU

JM
JP
JE
JO
KZ
KE

Kl

EiE

Haiti

Heard and McDonald Islands

Honduras
Hong Kong

Hungary

Iceland
India
Indonesia
Iraq
Ireland

Isle of Man
Israel

Italy
Jamaica
Japan
Jersey
Jordan
Kazakhstan
Kenya

Kiribati

WhatsApp ¥ 55T E R
Rest of Latin America
Other

Rest of Latin America
Rest of Asia Pacific

Rest of Central & Eastern
Europe

Other

India

Indonesia

Rest of Middle East
Rest of Western Europe
Other

Israel

Italy

Rest of Latin America
Rest of Asia Pacific
Other

Rest of Middle East
Other

Rest of Africa

Other

BREFERE (BXA)
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ERAEER

M8 1SO Bl ZR/ith [E X HS
XK

KW

KG

LA

LV

LB
LS
LR
LY
LI

LT

LU
MO

MK

MG
MW
MY
MV

ML

B4
Kosovo
Kuwait
Kyrgyzstan
Lao PDR

Latvia

Lebanon
Lesotho
Liberia

Libya
Liechtenstein

Lithuania

Luxembourg
Macao

Macedonia

Madagascar
Malawi
Malaysia
Maldives

Mali

WhatsApp ¥ 55T E R
Other

Rest of Middle East
Other

Rest of Asia Pacific

Rest of Central & Eastern
Europe

Rest of Middle East
Rest of Africa

Rest of Africa

Rest of Africa
Other

Rest of Central & Eastern
Europe

Other
Other

Rest of Central & Eastern
Europe

Rest of Africa
Rest of Africa
Malaysia
Other

Rest of Africa

BREFERE (BXA)
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ERAEER

MR ISO Bl ZR/3: [E AT
MT
MH
MQ
MR
MU
YT
MX
FM

MD

MC
MN
ME
MS
MA
MZ
MM
NA
NR
NP

NL

B4

Malta

Marshall Islands
Martinique
Mauritania
Mauritius
Mayotte

Mexico
Micronesia

Moldova

Monaco
Mongolia
Montenegro
Montserrat
Morocco
Mozambique
Myanmar
Namibia
Nauru

Nepal

Netherlands

WhatsApp ¥ 55T E R
Other

Other

Other

Rest of Africa

Other

Other

Mexico

Other

Rest of Central & Eastern
Europe

Other

Rest of Asia Pacific
Other

Other

Rest of Africa

Rest of Africa
Other

Rest of Africa
Other

Rest of Asia Pacific

Netherlands

BREFERE (BXA)
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ERAEER

M8 1SO Bl ZR/ith [E X HS
NC
NZ
NI
NE
NG
NU
NF
MP
NO
OM
PK
PW
PS
PA
PG
PY
PE
PH
PN

PL

B4

New Caledonia
New Zealand
Nicaragua

Niger

Nigeria

Niue

Norfolk Island
Northern Mariana Islands
Norway

Oman

Pakistan

Palau

Palestinian Territory
Panama

Papua New Guinea
Paraguay

Peru

Philippines

Pitcairn

Poland

WhatsApp ¥ 55T E R
Other

Rest of Asia Pacific
Rest of Latin America
Rest of Africa

Nigeria

Other

Other

Other

Rest of Western Europe
Rest of Middle East
Pakistan

Other

Other

Rest of Latin America
Rest of Asia Pacific
Rest of Latin America
Peru

Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

BREFERE (BXA)
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ERAEER

M B 1ISO Bl SR/ [EACHT
PT
PR
QA
CG
RE

RO

RU
RwW
SH
KN
LC
PM
VC
BL
MF
WS
SM
ST
SA

SN

B4

Portugal

Puerto Rico

Qatar

Republic of Congo
Reunion

Romania

Russian Federation
Rwanda

Saint Helena

Saint Kitts and Nevis
Saint Lucia

Saint Pierre and Miquelon
Saint Vincent and Grenadines
Saint-Barthelemy
Saint-Martin

Samoa

San Marino

Sao Tome and Principe
Saudi Arabia

Senegal

WhatsApp ¥ 55T E R
Rest of Western Europe
Rest of Latin America
Rest of Middle East
Other

Other

Rest of Central & Eastern
Europe

Russia

Rest of Africa
Other

Other

Other

Other

Other

Other

Other

Other

Other

Other

Saudi Arabia

Rest of Africa

BREFERE (BXA)
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ERAEER

MR 1SO B =R/t [ X F

RS

SC
SL
SG
SX

SK

SI

SB
SO
ZA

GS

KR
SS
ES
LK
SR

SJ

EiE

Serbia

Seychelles
Sierra Leone
Singapore
Sint Maarten

Slovakia

Slovenia

Solomon Islands
Somalia
South Africa

South Georgia and the South
Sandwich Islands

South Korea
South Sudan
Spain

Sri Lanka
Suriname

Svalbard and Jan Mayen
Islands

WhatsApp ¥ 55T E R

Rest of Central & Eastern
Europe

Other

Rest of Africa

Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Central & Eastern
Europe

Other
Rest of Africa
South Africa

Other

Other

Rest of Africa
Spain

Rest of Asia Pacific
Other

Other

BREFERE (BXA)
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ERAEER

MR ISO Bl ZR/3: [E AT
SE
CH
TW
TJ
TZ
TH
TL
TG
TK
TO
1T
TA
TN
TR
™
TC
TV
uG

UA

AE

B4

Sweden

Switzerland

Taiwan

Tajikistan

Tanzania

Thailand
Timor-Leste

Togo

Tokelau

Tonga

Trinidad and Tobago
Tristan da Cunha
Tunisia

Turkey
Turkmenistan

Turks and Caicos Islands
Tuvalu

Uganda

Ukraine

United Arab Emirates

WhatsApp ¥ 55T E R
Rest of Western Europe
Rest of Western Europe
Rest of Asia Pacific
Rest of Asia Pacific
Rest of Africa

Rest of Asia Pacific
Other

Rest of Africa

Other

Other

Other

Other

Rest of Africa

Turkey

Rest of Asia Pacific
Other

Other

Rest of Africa

Rest of Central & Eastern
Europe

United Arab Emirates

BREFERE (BXA)



AWSE A& M E AL

ERAEER

MR ISO Bl ZR/3: [E AT
GB
us
uy
UM
uz
VU
VA
VE
VN
VI
WF
EH
YE
ZM

ZW

B4

United Kingdom

United States

Uruguay

US Minor Outlying Islands
Uzbekistan

Vanuatu

Vatican City State
Venezuela

Vietnam

Virgin Islands

Wallis and Futuna Islands
Western Sahara

Yemen

Zambia

Zimbabwe

WhatsApp ¥ 55T E R
United Kingdom
North America

Rest of Latin America
Other

Rest of Asia Pacific
Other

Other

Rest of Latin America
Rest of Asia Pacific
Other

Other

Other

Rest of Middle East
Rest of Africa

Other

BREFERE (BXA)
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B2 AWS R EHBEEALX

ERR#E AWS RXEAEEALXIMEM AWS BRT RN AIFEME, TRAMENMENEEL
o AWS RETHIERTERER AWS HREAESALR, ERLERKEOR , URERRKIE
BEE

« Amazon CloudWatch AWS £EIREEIRIRH AWS BRMNEE LHTHWERARER. SR EMNE
HIEE, BUBTEIREK , UARBREET , EREEEEIREEN RERBHNE R FMEE, 6
m , 27 LAFE CloudWatch &t CPU EAAE = Hfth Amazon EC2 #{TERER Y EFEREH
BN TER. WEFMER , 52 B Amazon CloudWatch A EERE,

« Amazon CloudWatch Logs Al ZERES R, ERAEERE Amazon EC2 #11T{EE. CloudTrail RH
2R Ay BB R, CloudWatch Logs ATEE#E HFRERPMNEN , U EEFBFERERBENE, &
A G AREREEEEMAMNREETZ—E, WEFHMAEA , 528 Amazon CloudWatch Logs
EREER.

- Amazon EventBridge AT R B E){L IR/ AWS fRIE , Y EBIRIERKEEH , fluEAREX T AMRE
BEREREE, KRB AWS RENSHLUEFEIRFHN FXRFE EventBridge, B AmEEEERN
BRE RERECEENEH , UREEHFSAURFESDIHTHEE, WEHMAENA , F28
Amazon EventBridge &/,

« AWS CloudTrail BN IR E HR T AWS SBHIE S HE AP RILFIFERESEH | WS ASEE
EXNEEIEEN Amazon S3 FZETE., BRI LEBRIFIUNFEREFNIKRE AWS, ETFEA RIE
IP sedit | AR FEIUAY RS, WNEFFMEER , 7828 "AWS CloudTrail FFEIER, -

fi£ A Amazon CloudWatch B2 AWS H#EEAEBRLR

B LAE A CloudWatch 512 AWS Rk FEAEEALR , EERERKRERNUKHEEEATERELYT
BIESHIEIE, BT ERERE 15 @A  UELENEL ST , WESHE Web FERARERH R
HITHEE, BHEALUREEERERMENET , ERMcELREREEEANIENEE, MEFHE
A , 5528 Amazon CloudWatch £ &IE™E.

BN AWS RXFEREERALR , FEBE MetaTemplateMessageFeeCountH
WhatsAppMessageFeeCountiEff , WHER X HRERBRE R,

(® Note
BRARBIUREEZE AR , T8 A CloudWatch 81E,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

AWS B EAEERER R
TRIH AWS SR EHEEALKTEHEAWS/SocialMessagingii B =R IEEMME,

BEE B BT
WhatsAppMessageFeeCount  Ft& WhatsApp FAE B ARG
MetaTemplateMessag HE PSR EEANGTE
eFeeCount

WE R

MessageFeeType BRERER B Authentication , Authentic

ation_ International , Inbound , Marketing ,
Service , Standard , Utility

DestinationCountryCode Bl ZR/ih R MEF & ISO K%
WhatsAppPhoneNumberArn EFERIBNFEHD
MetaTemplateMessageFeeType BERERBRE A M. Free_customer_ser

vice, Free_entry_point

MetaTemplateMessageFeeCategory BERERAERNCERE. 786, 2BAEX, 5%

EaS¥. Authentication_inter international

fEA Foek AWS HR#A&{FEAEEALIR APl A4 AWS CloudTrail

AWS BRFEAEBERALREE BAAWS CloudTrail , LIRS IRHUERE, AR FFRIEENEE
#% AWS R#%. CloudTrail &% AWS SR FERAEEALRHNATE API IR AEH, MEHNFELE
FERE AWS BRERAEEALTTHRANTUY | LR B AWS EHEEFALR AP BENERBF
W, M CloudTrail WERIER , AT LK EE AWS R ERAEEFLKIRHBNER, BHFERN
P thib, IRHFEROVERE , UREMFHFBENR,

B-EEMIARERBELSELFRENEN. FoERATIHYEHE THISEE

EFEAREAEEREAERERY.
R AKX IAM Identity Center fFA &R H,

ok &
b
%

%
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

AWSE (5 & TR EREEE
- REZFERE , REEATREACIBMSE I ERENETRRZLEBR.
- ZFEREREHS—HAWS RERBRE

ERERE AWS IRF BCloudTrail 7 HERAERGREE , B EEBEFE CloudTrail B4 E
S 5E8%, CloudTrail EH4E S LA AWS BEFIBE 00 RECHNEBREN |, RHITMHIR, TES.
A FEEF IR IGCE, MEFMENR , 528 "AWS CloudTrail A &R FHEA CloudTrail
EUEL LR, MIAEHRLRHETEEL CloudTrail R,

WFE AWS 1RF B 90 RAFBERHNEHN , FFRIUMRERN CloudTrail Lake SHERFRIE,

CloudTrail &t

#RFABEE CloudTrail A% BFERR I ZE Amazon S3 7T, A BEYMNFERE AWS EE X
7BE BRZEH, LAUER AWS CLIZVE-—RZEHEL, ERLEVSEHER K RAE

HEAWS B lRFHATE NER, REEVE-EHER , BREmEER AWS B FC ik
MWEH, MFERNFMEN , 528 (AWS CloudTraill ERAEERME) FHAEH AWS IRFEIL
B MM SRR M B Mt

A LB BRENEH K REKFEEESHMN —EEARR CloudTrail BEZE &M Amazon S3 %
FETRE |, EERMEESE Amazon S3 FEM. WE CloudTrail EEMWFHEEN , 5FSE AWS
CloudTrail EE{&, % Amazon S3 EEMMHEAE , 552 E Amazon S3 EE,

CloudTrail Lake E4EREFEHE

CloudTrail Lake ZREEM B EHH1T SQL BEH ., CloudTrail Lake 4% %=X JSON #&#RHERE
EHEIRA Apache ORC 1, ORC R—EBEMXREERN , sHHREHINERET T &E.
REEE4REAISES4ERNENED , SHENEHERSHNTTEES  HKBAZRERE
REREHEIEGEERNGEE. EARSE4ENENENZEREEHBLEEHFETEL THE
&, WFE CloudTrail Lake WEHHIER , FFSBAWS CloudTrail  fEAEER) HEEH AWS
CloudTrail Lakes

CloudTrail Lake EHEREFEHENEHNSELER, BEUEHEREHER , ZULLBEEARE
HERERENEERE, KEERESREHBNBESHNRE  UREHEREHENTEE
MERARBH, WE CloudTrail EEMFFMER , 2B AWS CloudTrail EfE,

CloudTrail B& 122


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
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AWS CloudTrail PR REERAEBEALRERSEH

EREHREHEER LHEERPHTHERRENHRER (Hln , FMEFE A Amazon S3 #14).
ELEBAEHNTHRE. ERNSEHBERAREENNED., BIFFR , CloudTrail TEIEHKERE
#fo CloudTrail 4 E LB T SLHREREH

EXNEHEXXAENANER. WMF CloudTrail EEMNFMER , F2E AWS CloudTrail EE,

O] LABEA CloudTrail £ & 3 CloudTrail APl ##4E AWS CLI , 528 AWS R FEAEEHALERER
FANEREY, NENMLEHKERNSHNFHRENR , 5528 AWS CloudTrail FAEERAPHERA
AWS B s RHEERNEHMER AWS Command Line Interfaceit 8 & RIE 4,

TRIIHEAURHERSEHN AWS RinEAEEALRERER., ERS4EE (X24) &8
TEE SR CloudTrail & LN ERSHERBEFEZENE. resources.type EMEETRE , &
SEMEA AWS CLI 5 CloudTrail APIs 32 EEFE S4B R IEE&resources. typeff, o#Z
CloudTrail W& API ERTEHHERERE R E CloudTrail B9 API FELY,

EREM4EE (55 resources.type & 504% % CloudTrail W& X! API
HRXALEFEHRE ID AWS: :SocialMessagi « DeleteWhatsAppMess
ng: :PhoneNumberId ageMedia

» GetWhatsAppMessage
Media

+ PostWhatsAppMessag

eMedia

» SendWhatsAppMessage

& 0] LARR B P B4 1B EU S 2R EFiZ eventName, readOnly # resources.ARN ##1I ,
DERSFEHZEENEHN, MEELHMUNFMERN , FZBAWS CloudTrail APl 2& &
K AdvancedFieldSelector,

AWS CloudTrail PR ERESACKREERSEH

EEEHREERE ERLITHEERRENERA AWSIRF, EXthBAEHILHIRE, BIBEHE
£% , CloudTrail &L EEEH,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DeleteWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DeleteWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_PostWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_PostWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_SendWhatsAppMessage.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
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AWS R FEAEZEEFALTERFIE AWS R FEAEEALR B FHIRELHZATEENH., WE
AWS BRFEHAEEALRETHFEIBENFBE | M AWS R FEAEEAERIEEHEE CloudTrail ,
EZEAWS RKXFEREEALER API BE,

AWS Jm&EREBAL I EFEH

—EEHRREMARFRENE-FR , LEBEFR API RENHEEEFR. RENBHMNERD, FX
28%F. CloudTrail BFEFEERTR LA AP RN ESFHERER , RUSEHT S MBS EIRFE
Ro

LT & B R CloudTrail B4&/RE &

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "GR632462JDSBDSHHGS39:session",
"arn": "arn:aws:sts::123456789101:assumed-role/Role_name/Session_name",
"accountId": "123456789101",
"accessKeyId": "12345678901234567890",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "GR632462JDSBDEXAMPLE",
"arn": "arn:aws:sts::123456789101:assumed-role/Role_name/
Session_name",
"accountId": "123456789101",
"userName": "user"
.
"attributes": {
"creationDate": "2024-10-03T17:25:0872",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-10-03T17:25:237",
"eventSource": "social-messaging.amazonaws.com",
"eventName": "SendWhatsAppMessage",
"awsRegion": "us-east-1",
"sourceIPAddress": "1.x.x.x",

"userAgent": "agent",
"requestParameters": {

AWS &R & EARA B4 124


https://docs.aws.amazon.com/social-messaging/latest/APIReference/
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"originationPhoneNumberId": "phone-number-id-
2a012345678901234567890123456789",
"metaApiVersion": "v20.0",
"message'": "Hi"
1,
"responseElements": {
"messageld": "message_id"
1,
"requestID": "request_id",
"eventID": "event_id",
"readOnly": false,
"resources": [{
"accountId": "123456789101",
"type": "AWS::SocialMessaging: :PhoneNumberId",
"ARN": "arn:aws:social-messaging:us-east-1:123456789101:phone-number-id/
phone-number-id-aa®12345678901234567890123456789"
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789101",

"eventCategory": "Data",
"tlsDetails": {

"clientProvidedHostHeader": "social-messaging.us-east-1.amazonaws.com"
}

WEARE CloudTrail LR BTHE |, 5528 (AWS CloudTrail (A& ER) F K CloudTrail record
contents,

£ Amazon EventBridge E5#%

AWS B FEHEERALEREEE WhatsApp EH4HAEEHEIXEE EventBridge. AT SAEH
EventBridge RBEHKEEENH R , fINERZRFESHERRBENE, NEFHMBEA ,
{Amazon EventBridge £ &EEME) PHTFEE :

T
s
&5

R Amazon EventBridge ?

« Amazon EventBridge =4
« Amazon EventBridge B4 #E R
« Amazon EventBridge & Al

{f§ A EventBridge #{TE5#2 125


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-patterns.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rules.html

AWSE A& M E AL

ERAEER

AWS SR FERAEEALRER T 5EH4EEE Amazon EventBridge :

« WhatsApp FAEEE

« WhatsApp B LK

« WhatsApp A2t % K

« WhatsApp A E 03K 3h

« WhatsApp A EEE

« B WhatsApp FAE

« WhatsApp SAE B &%

« WhatsApp B ELEE

« B WhatsApp TERE A

R+ WhatsApp SAEHIEH

"version": "Q",

"id": "76a454c4-26df-6e2c-bc50-2137de2adfe?7",

"detail-type": "WhatsApp Message Delivered",

"source": "aws.social-messaging",

"account": "111122223333",

"time": "2025-10-03T0Q4:34:24Z",

"region": "ca-central-1",

"resources": [],

"detail": {
"wabaId": "1163793972139053",
"originationPhoneNumber": "15815555555",
"originationPhoneNumberId": "574086085794038",
"messageld": "4bee7d29-70f5-4a49-b84e-facf4s24fe58",
"status": "delivered",
"eventTimestamp": "1759466063"

FEE WhatsApp SAE =4

"version": "Q",
"id": "c730142c-96d6-28f6-00d4-1a8al2e509da",

A4 WhatsApp SAE I =4
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ERAEER

"detail-type": "WhatsApp Message Read",

"source": "aws.social-messaging",

"account": "111122223333",

"time": "2025-10-03T04:53:0772",

"region": "ca-central-1",

"resources": [],

"detail": {
"wabaId": "1163793972139053",
"originationPhoneNumber": "15815555555",
"originationPhoneNumberId": "574086085794038",
"messageld": "el6d4108-fe93-471f-a057-4c6473e68430",
"status": "read",
"eventTimestamp": "1759467185"

E&iX WhatsApp AENEH

"version": "Q",

"id": "@9b261c5-5c4b-b912-afa8-845214926b2f",

"detail-type": "WhatsApp Message Sent",

"source": "aws.social-messaging",

"account": "111122223333",

"time": "2025-10-03T04:26:16Z",

"region": "ca-central-1",

"resources": [],

"detail": {
"wabaId": "1163793972139053",
"originationPhoneNumber": "15815555555",
"originationPhoneNumberId": "574086085794038",
"messageld": "a8dec257-b52e-4acc-8654-3dfb96468a43",
"status": "sent",
"eventTimestamp": "1759465574"

% B WhatsApp A EME4

"version": "Q",
"id": "281b8c6b-f39f-f768-4229-d66e893592c1",

&% WhatsApp AEHNEH
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"detail-type": "WhatsApp Message Failed",
"source": "aws.social-messaging",
"account": "111122223333",
"time": "2025-10-03T0Q4:49:257",
"region": "ca-central-1",
"resources": [],
"detail": {
"wabaId": "1163793972139053",
"originationPhoneNumber": "15815555555",
"originationPhoneNumberId": "574086085794038",
"messageld": "7bd36188-6123-4ded-aldd-f@17f0814405",
"status": "failed",
"eventTimestamp": "1759466965",
"errors": [
{
"code": 131026,
"title": "Message undeliverable",
"message'": "Message undeliverable"

KB WhatsApp S E B E 4
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions

AWSE 6 & AR EAEEE
AWSERREREBALRPNBRBEEDEZERTIFE :

social-messaging
BEEE-RAXPIEESEEDE , FRERI B

"Action": [
"social-messaging:actionl",
"social-messaging:action2"

]

BERBAWSHREAEEALR G D EBERNES  FSH AWSKRREAEEFLRN S 5 HEE
g6,

AWSHRRFEAEERALRHNBERER
TEBREESR: 2

EEE A LMEAAWS JSON BURRIEEH AT AFHAR, bp 2R , WEEERECBERGE T AT
& RB1THRLEBIE,

Resource JSON BUR TR WIEEEERABEN YT, REEKREHAHE Amazon Resource Name
(ARN) RIEEEER. EHETZEEREBRHT , FRAEBAFR () R ZFERNEBEARMEER.

"Resource": "*"

HEEFAWSHEREAEBALRERFERE ARNsHEE | F2RARBRESEPHNAWSHEKE
AZEBEIAHRERNER. BETHETUERABLEERFEESMBEERN ARN , F2REAWSHKFEH
EEHAHLR ERWEE,

EERBAWSRREAEEARR S D RERROHH , FSH AWSRKEAEEALTHN 55 HBE
£l

AWSE#& £ B EAL TN BRFE MRS58
XERBHERRGESR : 2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions

AWSE A& M E AL ERAEER

EESWLEMAWS JSON BERRIEEH AIUFRAR. WHER , WEERE M BERE T o AHT
FEER#AT UL B

Condition TEERBERNIKRY , EERBXNBITRE, BRI FERFRTEETFNRTER
X (BINFRTNR) , REBBRPORGENBRPNE, EEEFMBAWSEERHREI8R  F3
B IAM EF&HERE) FHWAWSEEHRFABZSI#,

EREEAWSHEREAEBALR KM SRNBE , F2RBRBEESEDNAWSHKRERAEEAL
R R SR %*ETﬁ’ii@?ﬂb&ﬁﬁﬁ#ﬁﬁﬁﬂ’]@ﬂ’ﬁ%ﬂﬁiﬁ , MBRAWSREFEHEEAER EHEMN
Bk,

BEERBAWSRKEAEEAR XSS RBROFH , FBH AWSSKEREBALTH 59 HHE
£l

AWSE A B EALRRHH ACLs
TEEACL: &

FHUZHIEE (ACL) ATEFIBLEE (RFKE, FRAENAG) HAFIEZERNFFT. ACL EHR
BEREBER , BEMAEA JSON BERXAHHER,

ABAC BEAWSE R EREFARLR
8 ABAC (IR T H0IER) : 255

B FEES] (ABAC) R —EREXE , REBEEAEBNBUEERTIE, SUUSEREEE IAM
BERAWSHEIR , RAERFT ABAC BHE , MEEZXANERTSER LVERE RFHRE,

MERBERIZHIEE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys RHFR5|8 , EERNWEETESP , REEBEA.

MRBHEXESEEREEN B =ERG SR ABEZBBEMS , EA Yes. IRBHBEIBERLE
REEN I =@EF4 iR , RIEA Partial.

WMFT ABAC IEHHAEH , F2H (AM EREER) PHER ABAC RIEEZRFTT. NEEESAR
E ABAC ZERRNHERE , F2H (AM EREER) FHNEABEREFEEZRSE (ABAC).

BEAWSREEAEEAEXEARFEAER

XERERE : &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html

AWSE A& M E AL ERAEER

REEAERREHHAWSERNERFR , Y ELACERBSIRNACRKATET, AWSERLEHE
EERRHEAER K MIAREARMERES, UFEFAER , F2E (AM EARAEER) F1 IAM
PR Z 2 BHEEAE IAM BEEFENAWS BRI,

AWSE K EHEBAL RN E RS ER-ET T
XEESEMIHERER (FAS): 2

WM ITERE (FAS) ERAFM BRFEAFTAWS Y , FEAWS BIHERE T REELE
Ro WMERE FAS ARBNREFEET  ASNBREMTERE,

AWSEREREBAULINREAE

TERKAE 2

REACGRBREREIN AM A6 , IREHTEE. IAM EEE ALK IAM REIZ, &3 BRAR
A, MEFHMEENR , #2080 (AM FHAEERE) RWETLAGUE R THEAWS R,

/A Warning

BFREACNFT RS REHAWSHREAEBALRYEE. REEAWSKKREREEHA
HREHRESIR , TRFREREAR.

AWSERFEAEEALCRHNBRBELZAE
TERBELAR 2

BREFAGREGE N —EREACAWS ki, REAJUBEAREATHFNAC, REEES
EEHBRELEN PAWS IRF , YHERHE#EE. IAM EEET SRR , ETFEEREELZACHWT
LI

NMFERVREERBEEACHFMER , F2EUEL IAMEFENAWSER, FERRPERR
%, EHEeRBEEACRMTHN Yes, BIEFEZER , SIREXBRBHN R EREBEXH.

AWSER#& £ F & B R & 2 B BUER S5

RIBFER K FAENACKERIIERAWSHRRFEAEEALRERNE T, EERFHEHEHH
MEERHTEIENST , IAM EEE L IAM BUE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWSE A& M E AL ERAEER

WE T MR E B L JSSON BURX M2 IAM S5 RBR |, F2H (AM FEAEER) PHE
M IAM BUER (E2B).

WEAWSHEKREAEBAMRERBFENERBENFAES , S ESEEREEM ARNs 53X,
AS2REARBEESEFNAWSHKREAEEFETNEE, EFRMEREEER,

ES]

- BRREER

- EAAWSEKREAEEALREERSE
- RAFERAERBMFIECHETH

HRREEK

BoRABRKRESHEEIREFANERBAERSTUEY., FEEMBRAWSKRKXERAEEALRER, B
LEEMREESELNAWS IRFELXER, EREBVSFEESDREEKE  BERTYEIRERS
13

- FRIEERAWSE EBRE BRREERT - EERBRFTRTENERAENTEER , B
BT RTHZEREARGN AWSZERR, EMAEEN FEAAWS IRF, RAIZREESR
BREREARFIAWSHEFZERER , ME-FRDFHT. WFEZEA , F2H (AM E£REE
) P AWSEEBRSAEBBAENAWSZ EBUR,

- ERAREERFT - 52E IAM BERNFIAR  FERTHTERMENFT. KSERLEN , &
UERERERG T AIUHBEERKINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2EH (AM EAEER) P 1AM PR BERMFT A,

« A IAM BER PR E4GE— S REIFEE - SO LUSHREFIEEBER |, UREIESEMERNEE.
fFlan | BAILARBEBEERRG , EEXEMEMA SSL BEFER R, MREBSZE Sl FHRKEE1E
AWS BRIS , &t Al LUGE A R4 3R 12 T H 1 B CloudFormation., MEFMMER , F2E (IAM A
ZIEE) K IAM JSON BUEETTE © 4,

£/ IAM Access Analyzer &% IAM BUR |, BRI £ £ B A iEF1&/E - IAM Access Analyzer B
FHBENBEBR , BRELBERER IAM BEKES (JSON) 7 IAM HEE K. 1AM Access
Analyzer 121 100 ZHEBRBRERVENTHWER , THEERREZSHERNWBER, NMEFHHEE
A, F2E AM FHERRE) RPHEEA IAM Access Analyzer B 38 BUE

- FEZEEERE (MFA) - MRENRFIEE IAM FHESR PR EREAWS 1IRFE |, B MFA
URESL4M, MEETFEU AP R/ERER MFA | 318 MFA (RE4FHIEZERNBE, MEHEE
A, F2E (AM EAEER) PHEE MFA WE £ APl 77H
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html

AWSE (5 & TR EREEE
WE IAM FREBBNAERER  F20 (AM EAEERE) F1 1AM Z25E 8,

ERAAWSREEREEBALREES

EEFHAWSHEREAEBALRERS , ELARE —EREFT. EEFTLAARFTESHNR
B/ PAWSEREAEEALIERNFAEAAWS IRF, NIREEVHEEARALEFTERKN S
STEEE , AISRERRBRNER ERENAG) ME  TRANEZWEAMERF,

HAEMIWAWS CLISAWS API WA E | BFAZFEAFREEEEFTT, k2 , REAHTFRAS
MPEREIT 2 APl BIENSER T T

ATHREREAENACGNMATUFEAAWSHRKEAEEALRERS , FRAWSEKREAEENALT
RConsoleAccessHReadOnlyAWSZ EHREZIER, MEFMEN , F28H (AM FRHERE
M) PHMEFAEEAE.

REFFERAERAMMAECHFTT

WEHE REBMMEIBER , AT IAM FREREKMEMBAEAES 2N AREZEBR, WBEE
AEETEATHER HAWS CLIAWS APl AR ERET A R TR L BEREF T,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWSE A& M E AL ERAEER

"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

AWSAWSH K EREBEHAL R ZEBER

EEMEHUAERE. BENAG  FRAWSSERRLBITRERERERS. BI IAMEBEFZE
BEREERENEELE K MBERRTACHERREHMENGTT. EEREFRBER , BAUE
AEMHUAWSEEBR, ELBREEFERNFEARS , XTEENWAWS tREFER, MFEAWSE
EHRWFAER , B2 (AM EAEERE) D AWSZEHE,

AWSER B EHBMNENAWSE EBR, EEEZBFAWSEEBRFTHFT. BB BHASHEAWSEE

BRI Rt I U EH IRE, WEENERNSHECERBRNMAES 2EE (ERE. FHEN
Af), ENDRERBIHBREFTHE , RBERUTEREEFAWSEERR, RETSRAWSZEHERF
BERFFA , At BEREM A SRR ERANFT,

AN, AWSE BEZE REERHENZIEBR, Hlin , ReadOnlyAccessAWSE E B R IRIMHATE
AWSHREME RV EBEZEE. ERKARBIMIGER , SAFNRENERAWSHIEH BT, NFEF
HIBEEBERRBENRE |, B2 IAM EAEEREPEREEBENAWSE EEBUER,

AWSE K ERAEBRAAWSZ EBERNEREHR

WA E L RBFRRERELBELURAWS , ZRERAEFESALTIHWAWSZEBREMFMERA. WFE
HEESENEBIRE  FITRAWSEREAESALINHELRLHER LN RSS HE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html

AWSE A& M E AL ERAEER

-3 #ir B #
AWSEHREREBRALRMAKR AWSBEKRERESALRER 2024 F 10 A 10 H
EHEE HIEHHAWSZ EBURN S

g,

HAWSHRKREREBALR G 7 NIFEUETHREDE
FEA AT RAR N BY 650 B RS [EEAAWS B AL 62/ B EFAL A 1AM BT 4B 2IR0 % R ATRE,

=&

- REEEAWSERFEREBALZFHAITEE

o RAEBHIT iam:PassRole HyIZHE

« REEAF UM ABAWS IREEMBEWAWSHEKRFERAEEALRER

REEEAWSRRERAEEALRFAITEE
MRABBIER , EACKREREHTHE  CHBELEAEN , AFERTBE

T5lgEHIgEsR g Emateojackson IAM EAEERERA TR ERE —BERE ny-example-widget
BERNFMEER , BAEER social-messaging: GetWidget FFAIBFES 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: social-
messaging:GetWidget on resource: my-example-widget

FEHRBERT , BAFEH mateojackson EAFENHR , £FFEM social-messaging:GetWidget
E)EFE. my-example-widget BiRo

MRBEEWHE |, FEHEENAWSEREE, FNEEBSIRUEENEERE.
K AREEHIT iam:PassRole R FZ#E

MREBWBHER | FEHAEEREHIT iam: PassRoleBE , BHBERLAERH , UAFEKAGEER
AWS B #& £ & B R

BEAWS BB AREXREACERGZRYE  MAREYHMNBEACIRBEEAR, MFHT
LER |, BUARERACEREEXRBNFTT,
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AWSE A& M E AL ERAEER

EEAH B IAMmarymajor FAEEREAZEAEAWSREKRFEREEALRPHTEER , L
THEHIERR, BER , BEFRBREERREACETFNHT. Mary RERACEEGRENFTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURABEEH , AT iam: PassRole Bk,
MREEERE , FHEEHAWSEES, FHNEEERELNEEERRE,
BREAF UANABAWS t(RFEERENAWSHEREAZEEALRER

BRLEY—EAE  BEMIRFHNEREREEBABHASTFIENER, S USEE R
LEEEVHAIREZRAR. SHEXEERERNBERSFEUZHIEE (ACL) RYBRES , 187 LUE R BRL R
KRBT AETFEENE RN,

MEE—FTH 6 BF2HEUTRE

- BEETHRAWSHRREREBIALERREXRELIRE ,
EEEM.

- BETHROAESHEBAWS RFHN BERBRETEIE  F208 (AM A EER) FOEEES
AWS tRFEHY 5 — 18 IR HEEFEER IAM RS,

- EETHRNMEERNIFEEBREMRBE=1AWS IEFE , #2H8 (AM FAEER) PHEEFIER
HIBE=HAWS IRF A,

- METHIAEZBHS S0 IREFEE , 528 (AM E£AEERE) TS FIUER B ENETE
TEIBRBNERE BEE D).

- METHEAACHNEREBRETEIRFFIZANEZER , 528 (AM FAEER) T8 1AM
R IR E & RER.

s
¢

B AWSER#& 5 F & E A R a1 B2 |IAM

AWSEHKE R BEEAL RS R ERE

EE T REAWS BRBERESRTEEER , F2HEAWS BB EAFHHEEARRRELZER
MEaRstEl. mFE-—REF , F2EAWSEHRE

WA LAER TEHE= A REEIMEAWS Artifact, MEFMENA |

:I:I'H

SZB TR in AWS Artifact

BERA BRNEREFAWS RBBURNREBNEEM, ZLANEREER , UREANEENZER. W
FEA KERETWFEEFAWS R  F2EH AWS;zéIFFo
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/

AWSEAFE A EBEALER EHAEERE
AWS #4855 F & B A X Ry &8 14

AWSEIREMRERUAWS BEMN THESAEREE, AWS BEFRHESEERRHENBERN A
B, ELTABSRKEE SWEAEBNSHENRRERZ, BBTHES , £WNRFRRENER
BEANERE ETARSCBEDFEBEMISRETE., TRAESNATAL, FERINRRERE
B, HBRE-HZEENFONERERREES.

MEAWS EFATHARHNEMAET , FSE AWSE REB R,

BRTAWSEIREMER 2 I , AWSERKRERAESAMLERMBEIRE |, MBS BEKE B 1A
B R,

AWSEHHREHEBALRPHERRELEM

EASERE , AWSHRRERAEBEALIRZE Amazon Web Services : Z2 R FHE AR EHRMIRHN
AWSE KB ZLEFHNRE.

BAI AE FHAWS BRI API L | BB FIRAWSRKFERAEEALR. AFRSEXE
Transport Layer Security (TLS) 1.0 St{EFRA. BEMEA TLS 1.2 REFHIRAE. AF KBS ERE
BEEXEXD (PFS) WABEM , HlEREF Diffie-Hellman (DHE) =% Bl #h 4% iR B Diffie-Hellman
(ECDHE), BARM(W Java 7 MEFMA)KZELEELER,

AN, BRMACEAFISE® ID FE IAM ZRMEEHNAETHERREE, NF , EAUEH
AWS Security Token Service (AWS STS) EX R Z 2 BRREEH K,

TP IRIRENREA

BEREABEBRZ2MBEE , AP REHUTHFFTNERTURFH EEESH TN ERNITXE
. £ FAWS , BRBERARESEZREEREAGE, EEERS (FURS) S —ER% ()
FPOUBRS) B, AIRE S RAEBRBERE. AR UREREREFT , LETEEERETANA R
HEMEFHNERRINEE, BTHEBEERRL , AWSRHEN T EMHMERBEMERBANER , ™
ELRBERECEERIRFPERNFIE,

RMBZEERBEPER aws : SourceArnH aws :SourceAccountEHRGEABTLE |, U
Rt XEALEREHEMBRBENGTT, NMREEEEAHF —EAEREBREEZIEERE | Bl
EEA aws:SourceArn, MBREBBERHFZIRF PN EMERERRIEEHAEE  FHEH

aws :SourceAccount,.
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https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount

AWSE A& M E AL ERAEER

PR EREBEABENRENR S ERER aws :SourceArn £EFHARTREIE , URERNT
B ARN, MREFRHAMEEFRNTE ARN , REUNRBIEET ZEER , BFEH aws:SourceArn
AR RUGRSIBEEEAF T (*) KKK ARN BWERHED . Hla0 arn:aws:social-
messaging:*:123456789012:*,

MR aws:SourceArn EREERE ID (Bl Amazon S3 fZETE ARN) , BHAFEHEMELE K
HRBRS|BRRHIFFT,

aws : SourceArn W{EHXZH = ResourceDescription.

T 5| & H RE AR RERARFEA aws : SourceArnFl aws : SourceAccount L EHEHRAREE|
# LB EEREABE,

ZEREEK

AWSERRFEREEALRERTSLLIEE , HEEHBNEEBCHNL2EREEZRE, UTHEE

BAE—MRER  ITRRZTENLZLBRFE, EEREERTRHETEARELRELNREER | K

WEKEBAERRERY , MAEEERE T

- BEREEAWSERFEAEEALIERNAEERIERNFERE K SFEEC. BFOEHAAWSEE
ABERREBAWSHRERAEEALRER,

- B EECERENITEHREMEREREENGT,

« A IAM BEREREEZEFERAENGT,

- EHHBEBLEN IAM EAEHR,

RIS A B B TAWS RS 1 A E A

AWS B & i i & @A 4L 33 FIAWS Identity and Access Management(IAM) fRF5E#E A, RIGERE
AEREERERZFAWSERFEAEEALRIN —ERK IAM ACERE, KB ELEACHAWSHEERER
EEALREALEESR , YT EZBRBERAREFWUELMAWSREPTENFIERF T,

BREFACTREEERBREAWSHRREAEEALR , ERETLFEFBLENFFT. AWS
BREAEEFLXGERERBERACHNTT  REZHEER  BARBAWSKEKREAEERAL
RAULBEEAS, ERNASFEEEEENFAIBER , AZXFFUBREERMER M IAM B,

BLATMRBHESACHERER , T EMR, ENRBENAWSEKREAEEALRE
R, RAZTET M BRENERNFA,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

AWSE A& M E AL ERAEER

NEERXERKEFACHEM RENEF , F2EAWSER IAM BRHE , AERBERESERF
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"Effect": "Allow",
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