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MERBFEMBENMEBES , F2B AWS Snowball i2#5 KEFEET.
H5RE—STHRIEBNWER | B2 7 # Snowball Edge £#%,

INZE WAIEE A AWS Snowball 4% % B #end-to-end## | 5528 AWS Snowball 45 iB4EH R
ERERITERBFERR , 528 Snowball Edge A,

MEERE LFEHEEHNTERBHNEN , FSE1E Snowball Edge 5/ EE Amazon EC2-
compatiblelEE #1T{EE.

o ~ w0 bh =

AWS Snowball 24 £ EFEEEA

FiE Snowball Edge #REHEFERIY , fINMAXNNEE , EETEAEENER , UFESHEH
A%, EREANERRTNEESRTESRTEM  MEREERTNEBASREESER CPUs
MEEEE, KEFRMAEE Snowball Edge REMNERSMHRHLEHANRERIRNEA,

&

+ Snowball Edge # E#HAE

« AWS Snowball i2#% % BR %

+ Snowball Edge X 1Y #8 5% EEE

Snowball Edge #E#H7E
Snowball Edge $#EH T 5l EHREEIE

- Snowball Edge i1z & {£1t, 210 TB - It Snowball Edge % {&;21HE%5 210 TB WA AR TR &,

 Snowball Edge :EE &1E1L - Ltk Snowball Edge & ( £/ AMD EPYC Gen2) EERZHEE D
B2 , BB SIE 104 vCPUs, 416 GB MIECERE , LA 28 TB MEHE#TEREA NVMe SSD,

(® Note

EiEL#EE FF A Snowball Edge £HY Amazon S3 AR ERE  TTANREREEMT
E. 55287 Snowball Edge L/ Snowball Edge E# Amazon S3 Amazon S3 1B & f#
17 , LAEUYS#E Snowball Edge £{£A Amazon S3 HARENREFRE.

MEE=EREBEEENEENFFMENR , H2BITE Snowball Edge £ 8 Amazon EC2-compatible
EEHTEE, LERE TBHWIERINHMBERSEEE,
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® Note
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RURAERERE |, RPOISHBRERE 3,

THREEZRNAREREEACANEZR, NFERRARESA
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ZE2F
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MEETHE

Snowball Edge & EFE&EL
210 TB

AMD Rome , 64 @& , 2
GHz

104

416 GB

=
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AWS Snowball i85 s EHRE

FEAREH , B LR E] AWS Snowball i&#%k KEFER MER R,

i
- Snowball Edge Storage Optimized 210 TB 1%
« Snowball Edge Compute Optimized £ & #51&

Snowball Edge Storage Optimized 210 TB ##%&

T Z&E%E Snowball Edge Storage Optimized 210 TB 2 B F &R %

HH Snowball Edge Storage Optimized 210 TB #R#&

EEMCIERARK
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RERE
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HERMEERSL
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BEHE
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Snowball Edge Compute Optimized £ & & 1%
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EHE MR

CPU

RAM

il T7 A%

SSD #EFAE
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R MM EIERR

i

Snowball Edge BHE REL R
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AR R A X AWS Snowball i&#& &R &k 2

Snowball Edge % #& RJ45, SFP+ = QSFP+ @ EEEE, ML IR Gigabit ik, &
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ERESRRFINERERE

BHLIE , MELHDHEBASRKTT , CTHSBIEE, BA Amazon S3 RFRHTT
EREHLRETIIFT
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FREWE, BREBEREAZHEN Windows £ ZEERERMHRATEES BB, ES
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EX£RKR EREM : test file.txt

i0OS /Users/<username>/test\ file.txt
Linux /home/<username>/test\ file.txt
(® Note

BEBHE— 4P RENENHEBRARD,

£ B9 Amazon S3 112 AWS KMS
ETLERERN AWS SEREFSENRSE  CEAREHERBRESNER,
B AWS KMS SE4£i8F A Amazon S3 AR FEEFHFE MR

A BA AWS ZE % AWS KMS

1. BBV https://console.aws.amazon.com/s3/ B9 Amazon S3 £ &,

2. BEZLEMZFM Amazon S3 fEFETE.

3. ELAERNEES , EEBM,

4. EESRMEBARAF , BEER (LBBEERRE ) UMARENE,

5. BIE AWS-KMS fiAMEAZE , REBELEFEAN KMS €8, LeBARNERFTRETD
PUT 899144,

6. EERE.

EY Snowball Edge 2% , EEAERZH , #RAXFHEEZREN IAM ABGHBR., EREHE
FIBBREPEVUNAR, REBIKEDR K RERACEBERREL Snowball-import-s3-only-
rolesf Snowball-export-s3-only-role,

LT REREBR KB S
AREAEHR

R IEAE A R BRES IR IR R B AWS KMS ZE £ 48 (SSE-KMS) 3R in %7 £ [ A {F 7548 BB AY Amazon
S3 R  FHEERTIRAXIIEE IAM A6,

£ B Amazon S3 fZ AWS KMS


https://console.aws.amazon.com/s3/
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Example Snowball EEA IAM A& & &4l

"Effect": "Allow",
"Action": [
"kms: GenerateDataKey",
"kms: Decrypt"

1,
"Resource":"arn:aws:kms:us-west-2:123456789012:key/abcl23al-abcd-1234-

efgh-111111111111"
}

RREHER

WRIEE A RARER RN Z L E AWS KMS 2 E €88 h0 2 B E HEFHEEIBHY Amazon S3 RfFRTEE |
BEMLAR T HIREXHEE IAM BE,

Example Snowball [EH IAM & &

"Effect": "Allow",
"Action": [
"kms:Decrypt"

1z
"Resource":"arn:aws:kms:us-west-2:123456789012:key/abcl23al-abcd-1234-

efgh-111111111111"
}

i AWS KMS BEF € fE S3 Ak EriEmnE
R A LAE FAFE R Amazon S3 REFEEMZREAECH KMS R RGELEAFNELWEL,
FREAE R

5 BAZEFZEME AWS KMS

1. & A AWS Management Console BB https : //https://console.aws.amazon.com/kms K
AWS Key Management Service (AWS KMS) &,

2. FEETEAWS B , FEAEAALANESIEES.

3. HEAEASEERY  BEXFIZESR  AREFHLEFEANREFITRMAEREBN KMS 248,

£ B Amazon S3 fZ AWS KMS 17


https://console.aws.amazon.com/kms

AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

4. MREARBMESMEEK  FRHASMIER,
5. EEMEREERRT , EEMEXES IAM AR, B IAM AG , RRBENE,

6. TE , BUNRERIBRREUERERBERNY , LERAXTEESREEK, UATR K
RAVEEH,

Example AWS KMS EFE S E &8 BUR

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::111122223333:role/snowball-import-s3-only-role"
]
},
"Action": [

"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": "*"

HELBERHEE AWS KMS BEFZESR®E , EFEENE Snowball EHHEEBK IAM 6, RIiR
¥E5% , A4 snowball-import-s3-only-role,

Example Snowball EA IAM A&H

{
"Effect": "Allow",
"Action": [
"kms: GenerateDataKey",
"kms: Decrypt"
1,
"Resource": "arn:aws:kms:us-west-2:123456789012:key/abcl23al-abcd-1234-
efgh-111111111111"

}

WMEFRES , FSRAHE EAUS T HEBRIVBUR (IAM BUEX ) AWS Snowball i##%.

EHEMEAN KMS |UTAR :

£ B Amazon S3 fZ AWS KMS
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“Resource”:“arn:aws:kms:region:AccoundID:key/*"”
ARELESR

Example AWS KMS EF ZE BB

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:role/snowball-import-s3-only-role"
]
I
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,

"Resource": "*"

L BERFIEE AWS KMS EFXEERE , EFEEME Snowball {EHEHEREE IAM B, RIR

R, AEFRRAT
snowball-export-s3-only-role

Example Snowball [EH IAM B &H

{
"Effect": "Allow",
"Action": [
"kms: GenerateDataKey",
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- BEEBHELETENER

EEEBEE
BYEBNE—SRUFCBEENEIHER | WEA BKRBIEE AWS Snow RFIERERA,
EEONERER

1. & A AWS Management Console , A% BR AWS Snow RIEEFIEA, MRIEREE—IXE
B EK AWS EiF , B2 E 2 AWS Snowball Edge EE. &8 , £2EINHEEHNE

o

2. MRERGITBEEBENE —REEH , FRIZESTE AWS Snowball Edge B, MREEHEZRET
KBRIEIB 500 TB WER , BRBET AN 500 TB WARERBRIE, B, FELAEE
FIBEREITK, BET —SUBRBREZHNEKRKER,

3. EAE%EBERT A EABEBARPRERAETENERE.
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4. RBENFTFR , BETIHIHP—EEHRE .

« A Amazon S3 - iBIEEE | 2 A$ZH Snowball Edge & AWS BEKG R, BOLUGHEE
EEEAA |, WEIT Snowball Edge A Fim. ERATLAEA NFS A S3 BiEB[GERE
KRB, GHIXE AWS |, IS EMER EEZS AWS,

« # Amazon S3 B — BIFLBRIBEAASE R Amazon S3 REFIFBREHEEZNEE, AWS &
EHEEBELHALNER , WEFERE, BuLUGHE EEZTAEAE , WH 1T Snowball
Edge AF i, B ERREEEREMFRIE. THE , FHEBEEET AWS , ENER
MEREEER,

- ERAMEENRT - ERELPTEENREIEAE  EFTEHER.
Choose a job type

O Import into Amazon 53 Info Export from Amazon 53 Info

Local compute and storage only Info

5. iB¥E Next (T—%) ##E&.

BELNEENFHTIER

#1F Snowball Edge #EWERFE. ETESHEHPH Amazon EC2-compatible#TE . ERARH
FHEAFMEE,

EEX#ENEENREEER
1. £ Snow REEEF , EEEFTHER Snowball Edge #£E,

BELNEENRHFRE 33
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@® Note
L Snowball Edge FAJREEEMEA , BURR AWS [EiF BFTEHN MESEENTHRER

2. EEELNEEEEERYD , fEELANEEEEEER K EEEEAENKIENEERE., W
REEE 1 FY3FHEMNEE , ZEBHEND , EEBBUZEHEERREHENEE , &
BREBANEEHBERBETEBENEE. WFE Snowball Edge EERHIEERIBNFAE
A, FBEREEHBE Snowball Edge KERHEE, MF WEEEE AWS B , 2/ AWS
Snowball :B#&k EE.

3. HEENRFREERRT A REBEENFERETEE:

o S3ERES . £ S3HiESR  FBEEXRFTAXMEMA Amazon S3 REST API B){EFIR
Snowball Edge E#& %!,

- Amazon S3 &R : £ Amazon S3 A7 , 78 — Snowball Edge EERZREEE
HhIE S3 A, MAETEENYHRET.

- NFS B &ERHEE : FAMRERRMA (NFS) RERHER |, SERRENWERIERZE Snowball
Edge £# Amazon S3 fFZETEE,

/A Warning

NFS EERMEH TR E S3 Hikss, WREBEELNFS AERNEREW , AIXARHSE
NFS AL E@Y#H. FH AWS CLI &85 E kK.

WMEFME , 552E AWS Snowball Edge Edge BIZ A BRI A NFS ETEEAR
ExEm,

® Note
AANRBFERBREIARGEZNEHEERMN Snow £E.

WRIEEE S3 Adapter AREEE , UENMXERRAEFNEE , FH/T FIEE , ENEY
EHEERELN—HZE S3 RFTRE -

HREEH S3 REEBERT , BT T —HSEREREN - ZE S3 fETRE
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1. BEERERE SSRETREEBFERERAN S3 REFTE.
2. tBESEEMNUY K WMALII T FEFETREE , UEHRERS L TANRETREE
RBREERTIE
3. BERBUNMN S BEEITEURLHM S3FEETE. FNRBTFrEtBe LR EREIrE
EWEED, HEELEE,

LU EE—HEE S3 RETE, ELRFTFESEENEKE LB TALRY S3 REE.

Select your 53 buckets info

The 53 buckets you select will appear as directories on your device. Data stored in these buckets on the device will not be transferred to
53 on returm,

Create a new 53 bucket

Q. Search for an item
53 bucket name Date created
my-gobally-unique-bucket-name 3/15/2023, 5:20:20 PM EDT
do-not-delete-gatedgarden-audit-6694195309129 2/11/202%, 5:13:13 PM EST

5. WMREEE Amazon S HARTFHAREEE K FESIREEREERPHIT T EE -

a. BEUEE-E£ERNEEHEE LFH Snowball Edge EH Amazon S3 AR E. BSEAE
B HER AWS Snowball 845k E &£,

b. EZHEZER M Snowball Edge £ Amazon S3 HHARFRNEBHEE.,

(® Note

# Snowball Edge £/ Amazon S3 AR FRE , AU ERIKEREENEY
Amazon S3 f#FEre , Mt ETFFERITBREEEM. F2RAEEPH Snowball
Edge E£# Amazon S3 & fZ-
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S3 storage capacity

Select device type

O Single device
Cluster

Select storage amount

25TB Single device
I"::'=;|"l' Wi ¥

6. MRELIZFELNFS %Eﬁﬂﬁﬁﬂ%ﬁlﬁl%ﬁﬁﬁm IR S mEArRERTD BT T —
RSEBEREN—HZE S3 RELE

a. RELEE SIHEFTERWEETEAN S3 RERE.

b. EESHEMUYP A GALHIHFIREFETREE , UGEHEE LUARETRNBEE K AR
ggﬁﬁﬁj’ﬁ%o

c. EFEVNMN SIFAEFITRBUELNMN S AEFENE. FINFAFrEeBEeHRERENES
BBEER, FREBWEE,

d. EEEFELENFS ERERERMEMN S3 MEIFE R , WFFEE S3 MEITRBLUAAE AMIs
MERFET. F2EEE REFSITRNDER,

BULBE—RSE S3 RAFNE, ELRFTRSELNRE LETRATRYE S3 RfFiTE.

Choose your NFS storage

These 53 buckets will appear on directories on your device. You can transfer data onto these buckets using NFS.
@ Only data stored in these directories will be ingested to your 53 buckets in the cloud.

The NFS storage limit is B0 TB

| Create a new 53 bucket

| QU Search for an item

] S3 bucket name Date created

[ this-unique-bucket-name 6/14/2023, 12:20:08 PM EDT
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£ EC2-compatible i {TEBNER - BEAERY , RENIKRFEEZETSEEHELY
Amazon EC2-compatible AMIs, =& , EES@WUYP , WA AMI W&BRIBHEH , UEHEIEH
LRI AMIs JBE |, RERIEE AML,

= THIMARERSRE (SSH) 8 AMI

3
¢

ZB5XE Snowball Edge 1 SSH #J AMI

SR AER | B2 EAEETRNER EEERRTIE AM

LR EELEENER., WHEFHEEN , FSBAWS Snowball i## EE,
BIE Next (F—2%) %,

7.
mE

8.

EE

IR

0N

Y ZhBENIE IR

BEETEE AWS Snowball Edge & EFKHHITIEENEIE , @1F Amazon EKS Anywhere for
Snow, AWS loT Greengrass #{TEBMRIREBEEEINEE,

BIEER TR NIE R

1.

2.

£ Amazon EKS Anywhere on AWS Snow EBEH |, ZE7E AWS Snow ‘@& Amazon EKS
Anywhere , 35 ZHUE Snow £&& Amazon EKS Anywhere , A& 8117 T I E4E,

® Note

EBZEEEH Amazon EKS Anywhere X EH & #7171 | Kubernetes iR A3 I Kubernetes
BE, MEFMENA , 55208 Amazon EKS-Anywhere [RA 245, mMREHNEFER
EEBERAH Kubernetes , B H Amazon EKS TEZ RS IE X B IR A EM
Kubernetes Mk 7, EREIFEMNEwELRE , FZE Kubernetes lRAH BT EH
B, EHBERAeHEEITEFAN Kubernetes IRAKREBEXE, NMFHMAENR , 3
289 Amazon EKS Kubernetes &1T71T7E /&,

EEELBECH AMI B | BIELE S Amazon EKS Anywhere 2BAMIs, 552/ 1£ Snow
A Amazon EKS Anywhere 5T AWS Snowball Edge £ & 2 5 2 52 5L Y B 1E

3

EETHAMEERF , EEEZE Snowball Edge 2 E % Amazon EKS Anywhere #5 |
EEZOSEITETNEENE,

£ AWS loT Greengrass Snow fy [BEH , ZEEGE loT THEEHENERR AMI , FEIRERD
Snow #E %% AWS loT Greengrass E8FEH AMI,

BEENTHEENEIR 37
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3. EHEFB AWS OpsHub =% Snowball Edge A FimE A Snowball Edge #EMNIRIRE I |, 51k
HUfE A AWS OpsHub =X Snowball Edge A Fisf#tiRimE B IRM Snow HiE,

4. &HQT—ZFEﬁHo

BEReM, EXVNBARERE

&

« i#4Z Snowball Edge WZ £ RIFRE

« JBEZWHERE Snowball Edge BYE % R iFE
« 242 Snowball Edge F# B K R IF&E

K3
it

i#$Z Snowball Edge N Z £ RIFRE

BEREMEAEM AWS Snowball Edge EHE#FIEFF I MMEBRE , Ui EEHPREARBENE

RENEIBRELESM
1. EMZEEED , BELSZEFEHN KMS £18,
- MBEEE[FH default AWS Key Management Service (AWS KMS) €88 | 551212 AWS/

importexport ( E5% ) . ERFERLH , TEARERHME SRR REBLNEANEL TR,

- MRLBEREBECH AWS KMS £ , FZREBA TR ARN , TS ARN H R
Amazon Resource Name (ARN) , REZBZF AL KMS €38, €38 ARN S¥EEEE,

2. EERERBEFEIEREERY , SITTIHP—IE :
« 12 Snow EEAKEN I FHAREKELEACRAREEFER AWS ER., #F AWS Snowball

Edge R & & Amazon S3 H Amazon Simple Notification Service (Amazon SNS) FY&F I,
A EEHE AWS Security Token Service (AWS STS) AssumeRole £ F Snow IR#

 BEFEEFHNRERKEAR  LUEELLEENAE® ARN , REETUFERERAE,
3. EE-F_io
BIZEIWAEE Snowball Edge BB A RIFERE

FEUWAEE Snowball Edge £EF R REEAEE , R BB L REERNELENR,

BEzet, EXNBARERE
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REEXEFHEER

1. EEEMUHERY , RERGM I NIRRT,

- MREBREFERAZKIINM , AISERERDHBI, FEBETERSEEN U
- MRGBEFEHE Y  FREFRO WU EF. & AWS Snow RIIEEXERE REENITEE

&R,
® Note
S PRENER/HEXAFESRENBNHEIRME , M BEXAHZER/HE
B

2. EEZEEERY K BREETHENEZZEE. EXREARTREBILEBHR—KE , BT UFEH
ZRPEIRE. MBIFEHEERE AWS FMEEXE i v B{E@ER—.

RZUREFEE 4 BNKEACHNEBMENEREE , FeHE. LFBMERMALHESR
8, SRR EEER,

BRRENEREES

- BHEE (1 EIEX)
- MREZE 2 BEIEX)

1#1E Snowball Edge E#@ AWV R IFERE

B EFH Snowball Edge AWS FHMIRFTARAE, BATLLEIN SNS £ |, WETHKRESFIFIE
& B Amazon Simple Notification Service (Amazon SNS) #J & FE 4,

REBEA
« EREBAERRF , AT TIEF-RRE

- MREGVECABRBNSNS £E , FEEFEARBHISONS TE , ARWBETEEETE
Amazon Resource Name (ARN),

- MWMREEEEVHA SNS £E , FEEFEEINM SNS THE, WAFENEBUAREEFH
bt

BEReM, BENBARERE 39
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® Note

AIBAEXEIAES (MAHEIEILE ) MEBES (R¥E ) BEIFEILLZ Snow
KENEBSBEBXEARE (MSEEILE ) EEKE. Fit, Amazon SNS AR
Bt EEBXERE (HHEmIE ) #17T. EREEXERS (MHSEE
) EBFEIFH SNS =B , UESRERR.

BHSREENERN T E A —ERERE :

- BEVER
- EfpfE

- [EEERERX
- EEERKER
- EXMHRE
- B@mE AWS
- ED BRI

- £ AWS

- EAH

- BEMK

- BEUH

MBEBREREBMAME SNS TEOHMET, , FLMWAISHHH Snowball Edge B4,

ERT 5,
BREEIHEHESLETENER

FEER M AWS Snowball Edge FMNATE SV EEARE , FRETHELETEY. BUEIBE2E
AWS 2%k %1% Snowball Edge SLEEHR IR,

ERZRHEBFR/BEN L ORFEZROR , TRFELHORE, XEEONBHOZROER. #ib
REIR/EEMEXBEENERER,

RECKBEEYELENER 40
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1. EEBHEEREYT , FIREAMERER  BREUAH. IREGVEETEE  FHYEENERE
BiRE A6 ARREBEA.

2. ERZRRENRER 6 FEFEMER.

® Note

BV LAFTE Snowball Edge RE#®R , SR UEEBRIGRERIVEE L MASELER
AER. MEFMER , F2REB BUEEH AWS Snow RIIEEFRE

E
¢

BMERR  SUUEEBREERTESEBNMRE, NEEBRENFMAENR , F2EEHK

o
%o

BUBEFS LAET B Snowball Edge

B EHELAETEE Snowball Edge £E# , B LUEIR BUEER AWS Snow RIIEEEIRA, IRE
BUHER , BT 8 WRBEITBNEE, &‘F‘ REABRER/EBRELKREUHER, TKEBILREE
% ERELECHER. WEHEETR  FERTHMRE

ELEEBEIGRERBUEERE | T2 @EUWEL Snowball Edge REMNER. REEREREZIE
FigEe® , TEREHE,

1. %A AWS Snow RIIEEIFIEA,
2. EEEHEUHENER.
3. BEBME, RHBRNIsERD | BEEUHER.
Jab & PR
e °

:::::::::::

Clone
o Sngwhall Erg Srapwbiall g Coamgeate Ciptimized Hae Local we -

4. BUREBRRERALE., EERZSHUHELR , 8 A job name , ARZZFBUHIER. EEKE
Ef , CHUHEHREREM T,

BORER T


https://docs.aws.amazon.com/snowball/latest/developer-guide/cancel-job-order.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/jobstatuses.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/jobstatuses.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/jobstatuses.html
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Cancel job X

Cancel Snowball Edge order permanently? This cannot be undone.

To confirm cancellation, please type the name of the job.

Snowball Edge order

Cancel

£ PEREHLETE Snowball Edge AWS Snow RIIEB XA

ERE-RBIEANEBRAREENRFERE , EURSBRBEFESE AWS Snowball &4 &
B, ASEAEBURFTHEESNFFAREE-KEMEN A AMUSESERERTEEERIZHE
%, EVHENEKE  BULEZTEEFBEREBIRELRER AR , A UERAEFTER,

® Note

EREBREZREPRANES , TRLEEREVENNER. NREREAEHEE AP
REVEHR , AEBRUTEBELG T

EREREREBZLEMEVEE  EEDBEANEBRN. SERE-—EHEREF.
EXEZEETERER

1. 7£ 1 AWS Snow RIIEEF#HA , RERKRPBELNTE,
2. &t¥ Actions (B01E) , i##E Clone job (B REHK).

Create job (B E%) BESHMERE —H , H Step 6: Review (58 6 : ®E).
3. WMBEAEA , LFBRBFEMN Edit (REBE) RARETTAEEENESE,
4. BFEBRNEEHNEE , 55 EIZE Create job (BILEFK).

BREBNDEERRSE Job Name (####)-clone-number (##). BEIFHBEEKELE
WiRSE  RAEEAERNRERRENERCHRE., Hla , ApriFinanceReports-clone

BRI LLETE Snowball Edge 42
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&R AprilFinanceReports {3 5 — B4 REH# , ™ DataCenterMigration-clone-42 {3
DataCenterMigration {E# #5519 + X8 &,

##UX Snowball Edge

EZBIRE] AWS Snowball i@ RER , B REE IR RERBHNRERF, KEREXR S H2ZE

RREZERER. BEREF—NRER A FREAREZRIAEEBER. NRERRKEFEMTEM
ARNEE , FOREEREEN AR, MRt , FliE AWS IEXBHMMILERE , UERSH
KREBEEERE.

/A Important

AWS Snowball ;84 £ER 1 B AWS, B AWS Snowball i##& £EiEx AWS [JiEF
MERABER., MEFHMENR  FSEAWS TEZHEHBER,

KRENBUTERTR.

#1K Snowball Edge 43
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MRECEFBHFEREERTIALMAE , F2RT —H,

T —E: # Snowball Edge & 2 2| {8 A A B4R 2%

#& Snowball Edge 1% 2| & 1Y A< 48 3%

ERTHIRRF , 5§ AWS Snowball 2% & EEZIIAHA, ZIREFTTEERZHRMEE, KE
B={EFT : wIFY. EFIFMEIF.

AR E IR AR 44
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AR B E R =M

1. FERETFIMEPR , BeMBAKEMER, EVREIEANRERELERMN LCD BnHRBRE
F,URFENEDMERERE,

® Note

£/ Snowball Edge & EK , BRI MEM. RN TREZRAAKE. EEA
KEREAMATRESERRERMA , UbLBE,

2. FREM , RERMARTRENSERER K AREEER/LER.

3. EE RJ45, SFP+ Z QSFP+ RBRBMNAEDP —E , AREREERZHR, WREREVESR
EEH,

4. T LCD st LAWEIRRE , BE AWS Snowball i2#& HRE SR,

5. BERERIR , ICDETHFREERECTRBRETRER. RBYtHER K KESTHHE,

6. (EH) &R LCD FA/~RE5i%#Z CONNECTION (E#R) REEFERMIMAIERE

BO L IP Nt B FATEMNFEMN K METLUER T REFRELFEMI,

HRHFMEEETREIR  F28 Y Snowball Edge # BRI BEETHIEZ .

#% AWS Snowball 84 £EH IP #bit
1. ¥ LCD FA’RE5 L , i##2 CONNECTION (iE#),

REENHHIRE M , BA/R AWS Snowball 324 B B aTHEKRE, THNBEETHW IP it 85
B, LURM AWS Snowball 84 #£E5ERH DHCP #biit,

2. (IBA)# P tutBF AFRE P ik, BALURIETRS,

HEEERECEEZEE,

/A Important
ATHIEERES , BTEFRE AWS Snowball i##& £EBEEE , REFARFSFHLERRE.

T—H: 5 & A& ¥ LAEE Snowball Edge

ERE LR AR 45
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HEE AERLFE Snowball Edge

BETEHE—HEAER , B4EH AWS Snow RIEE IS REBKEE API BB |, IRFEE
¥ Snowball Edge 77El, EEXBRABREMENERAFEERNEBRBORFREG, EFAEEERS
SERERUREEMBE TN EEZEEA,

(® Note

LETREBERKERZEAINEBRNEAER, BT DEETEWIRE AWS Snow RFE
BEEE, MEFHMER , 528 Snowball Edge {EFRIAREE,

EREEAMEENEAER

1. & A AWS Management Console YBEX AWS Snow RIIEEFEA,
EERAL  BESENRUTREBREARTENRERY , RARBEZRES.
REXEHEREER  RAER2EREEHEFAEA,

EHBRWFMEAEKSD | BB Credentials (BAE ) , REHITTHEE :

w0 N

- FARC MR (BREFR )  RACTEERRUME 29 BAFteiHEE,

7T
- EHEFEAIRD  BETHEABE  RAEKBRETKIKEARTERRTRELNEK. ERF
EERENEBIEE Job ID (7 ID)

(® Note

BREATESHEHBNI A AREEERPEXTEEATEMRNMNE., MFEFHEER ,
552 B A Snowball Edge £#BHRIEER.

RELEHEEEAER , T—FRTH Snowball Edge A Fin , HFARMEEREEE AWS Snowball i #

HE,

T—H: TEHIEZE Snowball Edge A F i

B EAERLAEE Snowball Edge 46
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#2385 Snowball Edge

AEERAAE A Snowball Edge A Fimf#$H Snowball Edge #£ &, ZZE A Snowball Edge B AWS
OpsHUbBIXERENTE (GUI) TERMHKE  FSBMHEE,

FEfEA Snowball Edge HEEWER ST RGEETK2a , CEEMRETRE, BBREHEHE
B EAURUMBEEANBEAERRBRIEFNEENRED : 20 VBNRREEBNEABTER
R, BREERER A BUNE-—STHRELEE., BERABALIBHEE., RENMEME Amazon EC2-
compatible¥ 1T {ER ZE,

RREERE R , REVARASHENMAN, BB, XK IP thut, 528 45 Snowball Edge E#
B BRI, 1B FEE Snowball Edge £EH THIEA :

« T&EI %% Snowball Edge A Fim. MHRFMENRA , F2E THILL L Snowball Edge A Fim,
-t BIBEAER AWS Snow RIIEEFEE, R —HZEBULEE , 818 Snowball Edge Y ##
HIBMEFEERER, ¥ Snowball Edge EEMELS , —EAREBN—EEENEABFTEER,

METHEAERWFHMENR , 520 BSEAERLIFEL Snowball Edge,
- FREEZENER , WL EERIESWER, MWEFHEENR , 5284 Snowball Edge E#EEI&
Y AR A R o

£/ Snowball Edge i FimfiiHE I E

1. 7£ AWS Snowball i2# EHRERS|IZEHE THWEE LCD B Rss L=, AWS Snowball i2# ZEER IP
ik, 8 TE% IP bk,

2. {#M unlock-device®$ , £/ Snowball Edge #J IP it &Y & A B R R ER B 184
Snowball Edge BY##E , 21 NPT 7Ro

snowballEdge unlock-device --endpoint https://ip-address-of-device --manifest-
file /Path/to/manifest/file.bin --unlock-code 29-character-unlock-code

KEEHCKIDBEREE  WERTIIFALE.

Your Snowball Edge device is unlocking. You may determine the unlock state of
your device using the describe-device command. Your Snowball Edge device will be
available for use when it is in the UNLOCKED state.

f#$H Snowball Edge 47


https://docs.aws.amazon.com/snowball/latest/developer-guide/connect-unlock-device.html
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MR WHEE connection refused, 28 ¥ Snowball Edge R HEEITHIERD B o

Example unlock-device G H

EHEGS BN IP A 192.0.2.0 , EFEEREREES
JID2EXAMPLE-Qc40@-49a7-9f53-916aEXAMPLES1-manifest.bin , T 29 {f= T HY iR S5 15
5 12345-abcde-12345-ABCDE-12345,

snowballEdge unlock-device --endpoint https://192.0.2.0 --manifest-file /
Downloads/JID2EXAMPLE-Qc40-49a7-9f53-916aEXAMPLE81-manifest.bin /
--unlock-code 12345-abcde-12345-ABCDE-12345

£/ Snowball Edge i Fimfi#$H Snowball Edge £ B # &£

1.

HEERRG|IBERTHSIMEREN LCD #BRssL , BREEFS AWS Snowball i&# SfREM IP
ik, T IP bk,

f#£F snowballEdge unlock-cluster@® , BBBEHFHEP—EEEN IP thit, BEWEA
B LURBETMEXEEN P it | REFEEH AWS Snowball 384 EEHENFE , AT
o

snowballEdge unlock-cluster --endpoint https://ip-address-of-device --manifest-
file Path/to/manifest/file.bin --unlock-code 29-character-unlock-code --device-ip-
addresses ip-address-of-cluster-device-1 ip-address-of-cluster-device-2 ip-address-
of-cluster-device-3

REESERTOANMEE  WHERTIFAL.

Your Snowball Edge Cluster is unlocking. You may determine the unlock state of your
cluster using the describe-cluster command. Your Snowball Edge Cluster will be
available for use when your Snowball Edge devices are in the UNLOCKED state.
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:I:I'*

MBS EE connection refused , 2B ¥ Snowball Edge 8 EHITHEDE,

Example unlock-cluster S H

EHhESIF  AEEENEE  BEPFHP—EEEN IP A 192.0.2.0 , EABFEERS
FBA JID2EXAMPLE-Qc40-49a7-9f53-916aEXAMPLE81-manifest.bin , M 29 E=FthIf#
$HIE A 12345-abcde-12345-ABCDE-12345,

snowballEdge unlock-cluster --endpoint https://192.0.2.0 --manifest-file /
Downloads/JID2EXAMPLE-Qc40-49a7-9f53-916aEXAMPLE81-manifest.bin /

--unlock-code 12345-abcde-12345-ABCDE-12345 --device-ip-addresses 192.0.2.0
192.0.2.1 192.0.2.2 192.0.2.3 192.0.2.4

¥t Snowball Edge f#BRIETEEITHIERD

Runlock-device@ S {&E connection refused , BIFJAER @ %/ffﬁﬁli’*m , RE B
BRAVAHAE R REPH LE A EIIE Snow B, REUELBIERBREERN
1. BES ERBAGTS,
a. EAEKELHN LCD EBRBIFMTHEAN IP it BEIER,
b. BRGTHEANERASTEERKRTLER , SHERER,
c. B AWS Snowball Edge EE XA RBEG PP EANBHBRSER,
2. BARIEME AR EMKEE Snow £ B A MEE R F /88 L.

3. MELEANERMMMAEREAR AT Snow RE., ERAEXRRREN ping T RHEEHZE
A LUEBAEE EE Snow RE., MEHSHREHBERE, Fﬁkﬁmﬁ\ﬁi’é\ ERM B (VPN) B :521&335&
Mg r Hba R,

RELTLUBRIKREM Snowball Edge.

T —H: 7£ Snowball Edge FEREARBMEHE

¥ Snowball Edge f#BRSHE 1T BT 49


https://console.aws.amazon.com/importexport/home?region=us-west-2

AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

£ Snowball Edge LEREARBEHH

LT REZER AWS Snowball 184k B LREAXAMERE SN R,

1. HHEHREREEAESR

£/ snowballEdge list-access-keys #l snowballEdge get-secret-access-key HX
BENABEANER, NFEFMAER , 528 EYS Snowball Edge BB AER,

2. fff aws configure FRERFEHEEAER

B AWS Access Key ID., AWS Secret Access Key Hl Default region name. [EiF
BEMSAER snow, AIEERM Default output format. MERTE WFFMEFA AWS CLI ,
=2 BAWS Command Line Interface  EAEER) PMERE AWS CLl,

3. HERELBVY-HZEAMERE

5 create-user M ERAENEEENEE,

aws iam create-user --endpoint endpointIPaddress:6078 --region snow --user-
name UserName --profile ProfileID

BBENZBERNBEAER , EULUE AWS RERFREZENMVE , WERARKRS MR
EEER. MFEML IAM ERENFHAENR , F28 (AM EAEER) PHE PEY AWS ik
FIAM £ &,

4. BUERENTFIRER

/A Warning
IRHIFZEAEAFFFRNRAEAERN IAM AL , EGERRLAR. AT
BRI R  ERERAELEERAERUAITERIENT , UEFBREELME
RERKEBR, MELE , JUEFRFRER. IRFREF , F20H (AM E£REE
M) PHEFHEFREZR.

f£F create-access-key T ALNERAERYFINER.
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aws iam create-access-key --endpoint endpointIPaddress:6078 --region snow --user-
name UserName --profile ProfileID

BENERENRFEERLHBIGERE,
5. BV

BUREFETANEREHEE LNYREFTEBHRNFIE., TIHFSEILER s3-only-
policy WIBERX# , WisHEEZFRE,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "s3:*",
"Resource": "*"

}

aws iam create-policy --endpoint endpointIPaddress:6078 --region snow --policy-name
s3-only-policy --policy-document file://s3-only-policy --profile ProfileID

6. MBREZINEHNERE

£ attach-user-policy #§ s3-only-policy EEZEFEHE,

aws iam attach-user-policy --endpoint endpointIPaddress:6078 --region snow
--user-name UserName --policy-arn arn:aws:iam::AccountID:policy/POLICYNAME --
profile ProfileID

MEBEBEAEER IAM WEFRER , 5528 £ Snowball Edge EAR#EE A 1AM,

E#RE Snowball Edge £ &
E#EE Snowball Edge ZEZ 8l , R EFfEEWELENERERB =1L,

E#EE Snowball Edge #£i& 51
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EHEREAEHMUBERE :

1. BEXENMABAHCHERE  FELCD EELTNEREAKEER, ZEREIIE 20
¥, BEEERME , LCD EHEERAS  FHEEEERM.
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Snowball Edge

Snowball Edge

Shutting down, please wait.

»

EFEE Snowball Edge #&

53



AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

® Note

MR LCD EFREREAERBERBERAMALS  FERTERN LNENRBERZE
HERRERERERE.

E#EE Snowball Edge #£i& 54



AWS Snowball i##5 BiZ¢ A Bi5m

***Unable to locate subtitle***

Snowball Edge

Snowball Edge

Shutting down, please wait.

)

Restart display

2. BTEFRRE, ERERZE , ICOD ETHEEEECTRBRETRER. KBV T7ER , &

ASEp:

EFEE Snowball Edge #&
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3. BHHEE. F2[E #iH Snowball Edge,

= Z A Snowball Edge AF IR EHMMEBIEE :

1. BREZENMEBAMEHERE , FEA reboot-devicem TR HEHME., EXEMRR
5, LCD BnSREERECTRHBBEREH, EBO+2ER  RECAMHE,

snowballEdge reboot-device --profile profile-name

2. fR#HFEE., FF2E M Snowball Edge.

E9EH Snowball Edge

'lé? R EREEE AWS Snowball i#i& RERERE , FEMBERIFEIRE AV AWS, EERE
, EAERREREETHAEENERESHCEL. WRECLANFS NEEHER  FEEAMKES
5@2*%‘1% LFA. MEFMEF  F2EEE NFS TH,

ERRENTABEARERE , FR LCD EF LANE RIS HRN. REERNT 200, E
ERAEARF , LCD EHEERAE , HHEEEERAM.
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Snowball Edge

Snowball Edge

Shutting down, please wait.

»
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® Note

WRLCD EEEREREREARSETERAS  FETEALNENTRBE RS K 28
[ B 3 EE#RE,
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Snowball Edge

Snowball Edge

Shutting down, please wait.

)

Restart display
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KEMMAE , ExEASETEEINKETRSE L, WRE Ink BRaFLARETRERELAENR , BB X
&

T —H: B Snowball Edge &

&[5 Snowball Edge £ &

£ A5 Snowball Edge W EARAER#E , BIAFESKHIELIE AWS, EFXESTABRHKEEEN
BHERIS. BHSRBEHERE B AWS Snow RIIEEXEAE, BAILE TR EPRBEBHOMERF
MER , SFHERRBMNESEEERBIEMER. WEFHEEF , 5526 Snowball Edge ZERY
EEEE,

EEXEEFBERNE AWS iRl , WASRBEEE AWS ERF 0, EERHL , AWS i
REBEEAHBARERDNER , BEBERERY., MRELEETESEEA Amazon S3WER , AWS &
FBEAT. BAl, £#B LWENBHE LTS MER, BULE f AWS REEEBHFERIRESTE AWS
Snow RIIEEFEAR, MREBEERVTEUFTREERENZOEE , IWEMREBEEN Amazon
SNS BH, MEFMEN , FSEEEEAMRE,

BEMREESIERE AWS Snowball B4k ZURERE AWS, EREARKRIRRE |, SURER TR
Faﬁo

® Note

MREEBTESLITEEA Amazon S3 WER  MEFFLEEAKBE LNWER , Fg B F
REUH Snow %, MREEUEEH , RFIKHEBEREH K YERCRIUNEFREME
BrEBE, HREMBENEEENRERSF , RABELERMANRETRFISLNERNE
=18

4% AWS Snowball 2 #5k 2 & LA 1TIE EIEIE

1. BFMEEER. WEFMEENR , F2BEET Snowball Edge,

2. HENEETEBNTAREER,

3. KBRERIE. B EEMRE AWS Snowball 24 £ B EiENEEEHF,
4

EARA AWS Snowball 84 REFHE. ENMEBMAIM. KBEMKER K EIEEIALBEIE
HE—‘EO

T —E: Snowball Edge HIB & &%
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Snowball Edge HVIR &EiEi*x

AWS Snowball ig#& £EER® AWS ERARLEBERXIRNE ., EE LW E InNk EELENFEMEEXEA
FEEIXE AWS Snowball 24 £ ERitbit, BEMNELEEFSERINEERNERELRE, &
ALAER BHREESE AWS Snow RIIEETELE W EBEEENEEEEEREGHERE,

MEMMAEE AWS Snowball i85 EBHHAET , 5528 Snowball Edge FIEiXE#E,

/A Important

KRIEBERT AWS , BRIB S EBNIEIXESRBE AWS Snowball g4 £E L, —EFEH
AWS Snowball ;24 £ & E Ink B RSS LtBETRIEZEEA,

Snowball Edge HViEiX ¥ &

BB TR LAFT#E Snowball Edge £ , iR R EIEIX AWS Snowball i##& B MU, FER
EFNEGEEXEFEEMR AWS 1%31"]"9‘ 1«)\&1@&’3 EET NEE AWS, EENEEEDERERXR
BB, BN FREHELAEA.,

B{EEIX AWS Snowball 84 K& EHE —EBHRTE. STUERAAWS Snow RIIEEFEAEK
BRINEBEIE API, RIERESRIENIE MR LR ER .

AWS Snowball i##& £EZEELEEESE .

- ¥HIRENE , Blue Dart REF¥%E,

- WRAEE., B, BMFEE , Kuehne + Nagel REE &,
- WARBETER , SF. Express EEE%£%E,

- HEMERENEEXERA UPS,

£

- EBUM, XE. ®E. EIENINE AL Snowball Edge UPS BXfF
- HEH Snowball Edge ¥ #

- B Snowball Edge Y4

« SEMAY Snowball Edge Y4

BB 61
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- ENEH Snowball Edge Y4

- FEEH Snowball Edge ¥4

- FAM Snowball Edge Y4

« ¥hN%E. BAFMENER Snowball Edge W

- Snowball Edge ZEM N HEBE XA LBEHNHFZEKNER

« Snowball Edge fiEXRE

ERBUN, =B, ®EE. FMIEFMMEKXE Snowball Edge UPS El
UPS BRTLEEN. £H. ZEH. EEMNNEAKEREHEB, UTRE—LERANEES

o EEEB UPS RHEEUE |, S8 AWS Snowball i24 £ B IEEXEMN UPS SERERE AWS,

- EInk BEREs EWTER UPS EXEZEBE S AWS Snowball i8#& S ERVERD Mt

« AWS Snowball i##& £B S E AWS HEFERE , WEIEE AWS ERF L, UPS BRRAEBHE
BRI,

/A Important
BRIEZHETR AWS , BRIFZREBHNEERBAEE AWS Snowball iBi&k KE L, —REA
BURERE E Ink R LNEEER,

UPS # Snowball Edge £ EEEEI THIRBEKSBR/HME : B R, LRI, RMAE, BRE
D, BEDWHANER. #R, BE BEYED. S8, EE. R, FE. T8, AR, BEH.
PRgMERE, M MsE, EAER. St TW. KW, 887, BFEE, Hgfkx., HgMEE, A
T MEmE,

(® Note

REMBEER/MEENTERERABERTE  SEERBRKEREFRETRAE, W
REEEERENBNCEELEE , FEE UPS ZHRMGRREZH , BEAEFHHE
<snowball-shipping@amazon.com> EIKFIREBEHERE,

EA R Snowball Edge ZE MY UPS BRISETE — BB SR/t [E A IR,

EXEEE 62
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B #Y Snowball Edge W4

EXRE , FFER T YER , F UPS WEX Snowball Edge :

o BATLIEEE UPS REEEUEF |, 5% AWS Snowball i##% HEH I EZEXMN UPS BRBERRE , UL
ZHE UPS WEY AWS Snowball i##% £ & AWS,

« EInk BRE LMVTE UPS BIAEZEB I EIEE AWS Snowball i##& EE R IEfE#bE,

« AWS Snowball i2#% ZEERXFZE AWS HEFRHE , WEXE AWS ERH 0. UPS EEBEHRE
R B MRS

/A Important

BRIEZHET AWS |, BRIFZHBEBEISREREETE AWS Snowball 384k KE L, —2EA
BURERE E Ink R LMNEEE~A,

 fm Snowball Edge Ky UPS BRE £ E BB =R/t R R Bl A AR TE .

(® Note

B 2021 1 A2 , REITBREUNN —5B2 . =B H {th B B2 B =R/ [& 2 B HY
FERERETE  ERIE—MUTARERF , EEBEHEREFZE. IREFE

BERE  WKBERRBERED LHR FRERZEOBHBRR , AL AE%ME
<snowball-shippingeamazon.com> F&RiEE , MEERHE UPS MUREUR T2 Bt
E &N

E7EH Snowball Edge W4
LT 2 UPS EEFULEL Snowball Edge B/ — %8|

- ESAEFFIRE Snowball Edge #£E R |, 55 0800-770-9035 LAEE UPS R HEW 4.

* Snowball Edge BB RRM , HAPTIE 26 M FBEFB Distrito,

- WMREH—1{E Cadastro Nacional de Pessoa Juridica (CNPJ) #2#& ID , EEMEELAEL ID , REB
BIABNER,

- RFESZES1TIE E MY U REEl Snowball Edge #i&., BIFEM Imposto sobre Circulacdo de
Mercadorias e Servigos (ICMS) &t , SRR RIS SBFIEERIEFTEM FE T FI BRLL T4
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- HERE-BEFTEF IMS EENEFRERE (NF-e),
- ERBUN -BEFETHEE :
- JEICMS Ef
- BRIBRE
« ETERE (NF-e)

® Note
HREICMS MBRAES , KMERECELESNHAEIE . —BRANKEH , SHA=0RANE
Wi,

BIMEY Snowball Edge W4

BN, MREEN AWS Snowball iE#5k KEEXE B AWS , FREDERERER (LRIEE
LIS R a%E D ) MAE Snow £E LMW E Ink EE L,

I
Plyre < elnk glass screen

Transport
Label to
Consignee

@ Note

MBERWENEEERIEE |, FBFEIEEFHBMHZE knau.snowball_return@kuehne-nagel.com ,
HhaeBWEEFRHSERR,

EEZHIEE Snowball Edge , FFEATBHEERBEMRP LN QRE, ELNEEL K SHBEEF
HBUASNBEER, AREEEFHHu, FENEHRBIATERBZEA. ERWHBEH. B8
MBS EEAER |, RAEME ERRAR Uit
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RETURN INFORMATION

Please scan QR code and fill in required info.
If you need support, please contact: snowball-shippingBamazon. com,

Send to knau, snowbal | _returnBkuehne-nagel, com
Title Snow Device Pickup Request
Customer Info Shipment 1D : MS16861774
Pickup Address : WA, 46 Belmont Avenue,
Scan the QR
with a Mobile

_ Device/Tablet

ENE/Y Snowball Edge W4

FEEE , Blue Dart 3612 T Snowball &, EE%EmIFIEE Snowball B , FH4EH BRI %fE
REE, EEEEWAER , EEREEFEH = snowball-pickup@amazon.com , W £ E{TH A
Snowball Pickup Request » EEFE#H+ , IELUATEMN :

- {7 ID - EEEEEER Snowball HHEBH T ID AWS,

« AWSIRF ID - B % AWS ZIRFH ID,

- BEREH - BHL Snowball EEWHH B,

- RERERGERE (BN EERE ) - %52 Snowball — K& KH4HEFRE,

- BRBRBHRE (EBHEHRRE ) - BFE Snowball 4K R ¥R,

- BEER (EA ) - WE Snowball WAEAHREIETR , SEHBAVFHEEFBEN.

Snowball Edge BB & B2 Blue Dart ZEFU 4 |, W EEEREFE 4G, Blue Dart BERRMHIEEE

EAZ® | WUEL Snowball Edge &,

/A Important

6] S B9 M 4R 3 P B MR B AR B 3L ¢ o

A

o EENEAEA Snowball B |, 555C

65
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- AWS REED 72 MFHBH , TREMEEEXDEXFR, AWS EEHHE 72
RREPEELEEFR , HEEAEEERA.

BB/ Snowball Edge W4

8B [E , Kuehne + Nagel S REBAN W H, ELERBFEDENRER K FEXETHHR
snowball-shipping@amazon.com , 7 F §1T5EA Snowball Pickup Request , BRI & & B L HEU
HiEE, EEFEENAXT , I EUTER

- {17 ID - EAZEE O K Snowball BBV ID AWS,

o Wttt - WEREE BRI M3,

- WHBH - CHREREZFERGHN B,

- BH&E OFMER - Kuehne + Nagel T AE R ERAREEBHENERE, EFBA Ut MELEF
o

FA , 8K E Snowball BREENREEMREF B4 , HPasfRENKERF L EF. BEFE
WEHRBEE , WERFRENRKYSE , FEEETR 1300 = 1500 2 H,

E#EH Snowball Edge W4

EBM S.F. Express S REBLZN WM. ELEMIFEEEER | FEIEEFEBHE snowball-shipping-
ap-east-1@amazon.com , Y 7E £ § 17 5B Snowball Pickup Request , R & A B2 HEWN 4 BF
B, EEFBHNAXF  BEUTER:

- £# ID

- AWSIRF ID

- BHEABTR

- BHEEFERT

- BHEEFE byt

- BEERERHFNAT

« REWRHRE

- RBWRHRE

o Wit
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—BH|EERERHIFWENA R , MELENLTHRRE,
FEMH S AWS F. Express R E . EERENEEEYEMRER TZRETHREVHEIARRE,
ik, BZARFEDEHRY Snowball Edge Y

EHIK, BANMNE , ERERFBERER , FEAENTHERRHBE E Ink TR LETRH
QR ., EXEEFENEIEFBHER, FERWM BH/KEBNBEFHMBER.

RETURN

AES Jobs 1D QFGLNIGKTIMF
LTSRS 2R 20T138Th0022
R US14003547

MBI L AT

BEOIER S biall P ko R

Snowball Pickup Request

"HFOEI-FEAF+ Y LANELADE
A=A TIERERNVELEY, ©

- . ; . MS11868270
EREF FLZ kajp, snowbal |_returndkeshne-ragel, con = s A

[ 3 Seem Ball Pickup Reguast

LHEAR EARE WE14003547
SImA{RA - BEA
HER B
ERESS - BREA

(® Note
MREH R RR N REN I TRE , FEEFEHARRENN L  UEENEE
%15%%0
(@ Note

FAAR , EELTWE 120.00 ETHEEER. EANEREIEL Snowball Edge , Bt E
B RAMFIE Snowball Edges

Snowball Edge ZEFIH RE#E K ABINHFZEWRAEE
LT EERFEZWEEIE AWS Snowball 384 B RS EBEN —LER,
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W Snowball Edge £&

FERBEFHEU Snowball Edge £EKR , E UPS BHLIRCEMFEIXR , FBHHE. BSNHLA
R B EEHHAPIET,

MREBNRREERFIAN , FEWBEERFHEERSEH (POD),
{&[E Snowball Edge &

%[ Snowball Edge B | S5EETE 600 544 743 HIEIB UPS #BY5EE UPS ZHER4E |, LARHE
UPS WEREE, EREEB 2 , FREE Ink BRSFLEEREEELXEN. F28 EE Snowball
Edge £E, EAAEEF , EEWE UPS BBEXIERRKENEBH BN , FFHRE. NENMRA
A A EE Gate Pass,

E Ink #R85 LIVTES UPS BiZE A B EEE Snowball Edge & IF fERY it

Snowball Edge B &R E AWS HEFRHE , WEEE AWS ERF0. UPS ERBALNERRME
BHERES

/A Important
MRIESERPA AWS , BRIB I EBNEXZEHEE R Snowball Edge #£&, —#FERABETRE

#E E Ink BRaSR LNEEER.

E & Snowball Edge #J UPS BRIEE MR —ERER/HE,
Snowball Edge HYIEIXRE

ﬁﬂﬂl%ﬁ‘ﬁﬁ’l’ﬂﬂ’] EEAMER, ELEXAERERURREIEE AWS Snowball &1 = E MR/
iﬁ’: oo o \ PrPL BEEIZDT .

« BN, B, FinsE, ENFE. FANM - S LER/ M EEER , BULER 1 B 3 RWEEEIXR
E.
- B - EEE%‘.WLLH—? , BE] LATFEL UPS Bl A Express Saver i&i% , IBZXEEEEEFENWE
THERREE. MESBERTESFEELRE,
- 88 (EU) - BIXE JE&EEWEIJ'EEH.%"(/iﬂ’,lﬂ__"HT , WA D FEURREE, —BmE |, RIFEE AWS
o]

Snowball i2#&k EREARNEE—RARN. W, BRERHKRED 5‘{%%@4‘5 EXEAN , BEF
FBENANEE,

- BE-FEBRERNERR , SN FRIREEZE,
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- HE - ZEERANEEER , Snowball Edge REEHEWEIFTEMHBERE 4R AWS 7 BTERR
P,

o FIRIABEE KNE |, #F - AT LATFEE Courier Express Saver i&i%,

o WE (UK) - EREREAELR , BUUEFEERREBEE, —#&ME , Snowball Edge B B4 RIE KX
HNEE—RXREE. A, BUUFREEEE K BEREETE —BANEREE,

« XB (US) MIMEK - EXEHMEXFERNEER , BAILER - X 2 RIZENEIERK.

£ Snowball Edge E512 & A AR &E

FECETEAPEREAEBHMRE  FEARYEHE AWS B 89 AWS Snow RIIEEFEEH
B . REMRFEFCEEHRNEYR FBEBEEERRLANESIPRENSHRESER, &
WEBR  ERRPERTIZEBOFAES | 2 BRETEBERIREN S,

(® Note

WMRABAREPEREFIGT AEAEE , RIAEERE Snow REREREAZRMANER S
O, BAEERBHE  MEBRMEHABHZBRE , &6 30 RWKE U REE, MR
BRERAR , R ATEEEEUHZEM Snowball Edge 1£15 , M #t3 EMIBRE R,

H#HEBIXER AWS |, EHEBRESRER D AWSEBEEE AWS, FHEmME , EREA Amazon
SIFE—RMNFESEHE. BBREAR , EENWARESEES Importing (BEAF), EERME
Snowball Edge AWS [E AFTE M BB KAV EA E BB ZE Snowball Edge KEFEER. EAERE , £
BREEE8FEACTERME,

Rz, LR 8% —EEBEA Amazon S3 AWS Snowball i## WEBETHK. EAIEEEAER
BSENERNEERG. FERIZAFIULERE  FREMRDENES , YRFET UBE RN
AAIES . BIF Getreport (MFHE) , BENERTHREET THA PDF ER, NFFMAESA , F2
BFHESEREH TR TARERE M HE,

T—H: SERERER ARG N A

IS ERMER TR T RS M B

E & A Snowball Edge # & HBHE A Amazon S3 T it EHE R , EGEET TR PDF FHKHK
Ho BREAER , IBESESREARFISERFERTH, HRELTE , EHNEERESER
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BERMNEBHEMH AWS Snowball i@# WEREBREFEHRGE. IBZRBETERARSTEEENE
BEER,

EH|E ARERA T ## Amazon S3 BERHBBNMRE, RESELHEBREREAEBFRE
. EHHRELTESERRK , RAHUEEHE Amazon S3 2 BER N WML THEBEN SEEE,

MFERABE IFTE@YAAGIRE |, BUTUEEWMEMABELN B . KW BAFNEAREE. BFERU
EHROMRE (CSV) KX\ f7F , MESERFNBBHMI IR ID R AFRANTHEL

&R LAGE AWS Snow RIIEEFRAETHBEMBR. AT REHHE.
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Snow Family Job Completion Report

Region: us-gov-east-1{0SL)

Job ID: JIDdEd95004-fe1a-42d3-895d-684f357ef840
Snow Device Serial ID: 207117851234

Job type: IMPORT

Device type: Snowball Edge Storage Optimized
Storage type: 53

Job creation date: 2022-06-02 19:32:27 831 GMT
Job state: Completed

Customer address:

123 Any Street

Any Town, USA
Transfer details:
Transfer type Total Success Failed
Objects 2,635 2,635 0
Bytes 3227TB I22TE =]
Job state transition details:

The job was created on 2022-06-02 19:32:27.831 GMT

The snowball got allocated on 2022-06-06 19:10:43.670 GMT

The snowball was shipped on 2022-06-07 21:59:50,937 GMT

The snowball was at customer on 2022-06-08 14:04:45 856 GMT

The snowball was shipped to AWS on 2022-06-28 20:57:42 246 GMT
The snowball was at our sorting facility on 2022-06-29 14:06:20.737 GMT
The snowball was at AWS on 2022-06-30 23:12:45.017 GMT

The data transfer started on 2022-06-30 23:21:34.805 GMT

The data transfer was completed on +54473-09-10 22:23:46 GMT

Flease review your job’s status from the consols.
For Snow job details, please see: hitps.fdocs. aws. amazon.com/snowball!

WMEENEBREMAE

1. & A AWS Management Console Y BIEX AWS Snow RFIEEFEA,
2. REPXRPEECNEIBINEBEH , AREFREBER,

HIR={E®1E , TRHAIRESENEEHREMBEE : Getjob report (AREEH ;). Download
success log (T &M Ih B ) & Download failure log (T & kB B ).
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3. EBELEETHMBEG.

T BERARETH ATRE

- BREK-ERBERNTR. EAUEKRY BFFRIESHFHMBEA.
- EEREBRLHER - ENBI R BERRER, EUUELAMBFHIRIESHFHABEN.
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{$ 8 Snowball Edge #IT AR ERER

RAMMBUEETAEENERERFMANRE., HBHENAT , URFENERKNERE AWS,

BMRBREERBEB AT EERNBEBRE , UBEREBEBILAH. BHBAENER KRN TR,
AWS Snow BR#& 1] 1% Bh #&3Ei8 ##9 Snowball Edge Large Data Migration Manager (LDMM) Zh#g 3% 52
B, FIBNMERAREREBRER AWS Snow RIIEEEES,

X7 , £/ Snowball Edge 38 2| X B &g LA N £ Snowball Edge RIE AR EiifR FBHERBRRE
o T LAMEA Snowball Edge LDMM BT ERE{CFEIFER,

&

- {#/8 Snowball Edge 18 & K& Fig

« M Snowball Edge & IE K B &g

» {#H Snowball Edge 23 AE & EHERETE|
+ #&E Snowball Edge EFR AR ERLERETE

M Snowball Edge 3 2| K & &

BEREEATIHREPER , RERNRELSEMLNFIRER LHE AWS Snowball ;24 HNERE B
MY KRB & RHEH

&

- IR THREEBEZEHENAR

- $B 2 HELNBEEEHEE

- SR 3 YEBFEEZ 2 Snowball Edge

- SR 4. BIABHNER

- SRS BERSHERER

SR TRESBEERNAS

/R BaE—EEK 28 AWS Snow RIIEEERA  ERELTEEEERNERE. BRFRW
B, URERHEHIINBNT, BARELA PBREANELRER | LEBRLEEDAET R
Snowball Edge F|ERFFE R,
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MRIER AWS B BE—XKEREBRE | RAEBLRAEREBEE, EREBTEE—RZE
B4t CREFANREERF , DIHBREARA KRR MW R AREE.

ERRUSE  CRAERBEITHRNENEE,
SR 2 FTEENE SEmEER

AT, BRI ERERIERESEMRMRIEN Snowball Edge RIERE, ELEFTEREL MB/A
REM  RELEARRERERRE , KEREERNREHE Snowball Edge HERIEE,

(® Note

HRA KRB GRS | BEMFEH Amazon S3 ERMER 5L, BERE PIIBEEN K, BXEAER
ERtiEE AWS Snow RIIBE XA,

HRYIHEEGRER | F—/EHoNERERH S Snowball Edge £E , Si/E# 10 GB WEHIER
WHEREEE.

YEEEEHEER , Fid , EUIZEBRBRERASHIEE K TERKERE, SFEREE.
ERVERKD , URARAE A RZFENERNEE. Amazon S3 BiERSEEMNERGEAFTNER
T, SREERERE Snowball Edge.

HER 3 ¥IEEFEEZ D Snowball Edge

FHAEHERBREERNENEE, AHNERRE A UREEEATSERBEEDIHNRE AWS , ¥
BT KR EERLEBFTER Snowball Edge # &, RBIFRFEEHE | Snowball Edge HEEHF K4 39.5TB
% 210 TB WATAREZHE, flin , mMREBER 300 TB WERBE AWS #i 10 X , T EE#E
E %A 250 MB/s , BIZEE 2 {8 Snowball Edge & , Hf#EZZEREA 210 TB,

(® Note

Snowball Edge LDMM Rt EE R (5T A BB Z R Snowball Edge #&, MFEFMHER ,
2B Snowball Edge B AR EREBREE,

30

SR 4 BAEHER

HEFEEZD Snowball Edge 2% , BLEEABRBAREEVEAEH. Snowball Edge LDMM A (L
ZEETHNEL., NEFEHEF , F2RNET —EEHIERF.
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® Note
BRI —MERETE , Y EEREERNEIRTBHEADKAMEETLNE., NEFHEE
A, FBREENEBEFIERE,

HEBR5: RERDRERER

RS RZEEBENARERNEGNREEYR  RMNEBEUEBELFABENTEKSEEDS, EEZR
EENERE, ENRL-—XEAsEIIE , XA TERSE ERE, RESIERK , FREDEE
M & RHE S S EIEH Snowball Edge. #l0 , BAILUEBR FIEFMAR B ER I BRI EE

- FWAILUEN 10 B2 EIE , SES3IE 20 TB, AEEEHR 210 TB fEFZ A Snowball Edge &
BEEM.

- HRAABEER  SEZEERTLUR Amazon S3 ¥4 ERI 2 ZIE , K/NERE 5TB,

- BESIENKNAESRE , MASEENSZETAHMERBRNERER , i, — B2 EEH
WNEER, S—EA7EETPHRBRERE. Z—EIAETHAEERSE, kA EZTHBEHETE
FRWERNFOERER,

(® Note
TREMRFEHESEAGRNERIAIT. ERMERNA)D BN ERFRETE, Bt , &
AN EARERBERBANES. HHAEEERIERRANELNER , JERESERNN

ab
Beo

BUEBNEBHERTARLCEERMREMAEH[E , RAEERUT - RIEAZR , ERH AR
REEMETHESEH TRREM.

B8 PB RERERE  RMAEZRERAMBFFLEERESHE Snowball Edge £E , LR
IE S8 A9 38 FE A AR S e R 1S

£ Snowball Edge ®1E A & &g

BUNEREE - EARMENER D EIRRREERNEE. ERECERNZEIEE K LEEERE
Snowball Edge £ &, REHSERFHEHZENEERERD, IRRENGRENERERER &
ALARRERERERNZ @RS, EUBERAT  FEABNENEASEIEEERE.
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EREMBEENEFITERRE  ETECEIENEREN AN TERNEREERNER, &
REER—EERAPHHITER , X TH B EEmER,

BAERATIHIEP —ERHFTERER  LERNEEKERE@E Snowball Edge :

 #¥1E8E — Snowball Edge & , E T/Euh L £/ S3 BRI ZE TEMR R,
« $¥E — Snowball Edge & BE ZET1Evh LM S3 EiERMN 2B THERE
- £ S3 REMSEITEMRER (EAE-—HZMEIEW ) , AZ{E Snowball Edge & B &

TERIELS R , BEXMEREREHE Snowball Edge HEBREER SR,

£ Snowball Edge 23 KEEREBZFE

Snowball Edge KB ERHEBFTEITHRE T R 2@ Snowball Edge IRISEm , HE, B, B
FEEBRKR 500 TB E={E PB W AR ERER,

ERAAEEREBRTEDRRKEENEREENEBES  SINERENER KD, AWS BURER
BB EMMERN Snowball Edge HE. £ FFEAERERERBLTRALRE  UREBNERIF
HFg , AR B R,

(® Note
Bl , EREBFTEEAR KR 500 TB &Y EAEH,

ES- |

- TR REEBHEEH

- FER2 BEENEE, RENBHRER
- PR3 REANEVENE

kg
wit
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SR EEEBHEEN

® Note

REEREBBTEEAR AR 500 TB WERIE®, ¥/ KA 500 TB WERMEBWER |, £
Snowball Edge LERIZMNEKITE, MEBFMEA , F2EFNEEPNELEB LT E
Snowball Edge &,

1. B AAWS Snow RIIEEIFIEAE, MREREBE—XMEH AWS Snow RIIEEIEA AWS [E
i , BE2EF Snowball Edge HE. & H , ZF2FIBREEKENEE,

2. MREREWE-—FENEBRTE FRIEHEZEUECNAEERERE, B8 FEEX
HERERHE, REEVERERHEURBGIERLRE.

3. EAZMERERFENED , RHENEBRIERRE. FTEEBEZTEF 64 BFT. BRFR
BAZ az, 09F.- (EFH )., ;TEEBHERLSA aws:,

4. HEEEBIMNEREZ AWS , BALEEBINERE AWS,
5. 71 Snow #EH , i## Snowball Edge &(&,

(® Note
XENKERBIURSRBIHE FHRETHEMBRTRE AWS EfF,

6. HRATEE , G AGALUERELEERERH Snowball Edge BE, MREFTHEE ,
T—8 , U FEALTEEMERBERYENEENERENR.

7. IEE Next (T—2%).

s
=
o

ERAETERELESRER
WATRBEHERETHHEHBEARENEB BT EANLTRERE,
EHER

- BEMITHSERE  LAEENERER S E , LEMAREFA Snowball Edge % BRI B ¥ EE.
- EAERER AR IR FRIER,
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SRR MABRKFRER
B, BERRBERFERENNSAERBEE.
1. HEEEBNERRER  GALHEEBHNERNE,

SPHEN | BELHEEBNERNENAEEN (GB F TB),
2. HEEATRBENENHE  GALTARRKREFRFETENEBNERPRR T EHE,

Number of active network interfaces info

The number of network interfaces that can be used for migrations

Mumber of active network interfaces used for data migration

1

3. HHMEBRAERE 6 EEREFRRNERAMRE, @EEERENSY Gb KEN,

Network interface speed info

The speed of the network interfaces used for migrations

Metwork interface speed (Gb/s)

10

4. SEBAERGEE K WALESSRIHEMRAEZRHREFREEBAEZNRAMRBEE, @WiX
2L MB/S BE{L

Maximum network throughput info

The maximum sustainable throughput for the data source

Maximum tested throughput of data source (MB/s)

5. HREFRHERERE A BHREFRERSHRRFREEFLRABK,

- MBRAAP  BFEER, BILrEERMAE—BRNREEE
- MRLARPE , FEER. WAE—FRNRFEER , BL MB/s B,
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RESREBEENERE  EFEEKSNERRIFE (MB/s) ENRAEBRIEE.
Storage backend network usage info

Metwork shared with storage backend traffic?

Is the network used for migration being shared with your storage backend?

Yes v

Speed of storage interconnection for single stream (MB/s)

This is a single connection throughput that can be sustained from source to destination

6. iZIE Next(TF—%),

SER2: MABRBIHFUHSH

B LAE S yourSnowball Edge E#EEIREFRIR ( HlE0 Microsoft Windows RIAR2S ) » &R LARE
W A# yourSnowball Edge B — = ZE T , SURFEFREERER,

1. HREBITHFULAHE K FRELEENITFGLARERE,

- EBEE - EECRENRRERRERRREREN , MAEATIFE  RARBET—F,
- EEHM - ERERTIAEL (BRIEY ) REA-JSBITEERERESR,

Migration workstation usage info

Type of migration source used

| Other - Use copy workstation(s) v

2. HHERATBEBENENHE  BARRENEBRNEREHE,

SR BEERFHEES 79



AWS Snowball i## BiZ¥ A Bi5m

***Unable to locate subtitle

Hkk

Number of active network interfaces info

The number of network interfaces that can be used for migrations

Number of active network interfaces on the migration workstation

1

3. HHWEENEZEE  BEUSY Gb KAENMMMRNHRE,

Network interface speed info

Your workstations Metwork card speeds

Metwork interface speed (Gb/s)

|1IL‘I 'F|

4. HERFRFEMRAED  BHIFUMENEERTERRHTLA,
MRHR , BEER.

MRRHAH , FRER. AR -FRNRELERE , ) MB/s RE{,

Storage backend network usage info

Network shared with storage backend traffic?
Is the network used for migration being shared with your storage backend?

Yes v

Speed of storage interconnection for single stream (MB/s)
This is a single connection throughput that can be sustained from source to destination

FEERBENAA K EEBTFUREBTETER. IRETEARER , BUUFHEEHF, LE

FEHREABENEBRHENLITEEF,

SR BEERFHEES
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Number of migration workstations info

Recommended number of migration workstations used

0

% E% 3 : Snowball Edge Vi A P19 E@maixE

1. & Snow REERBEEMUT K GALESSREHBEINEREEE , 2 MB/s AE

o

Average Snow device transfer throughput info

This is the throughput from your migration workstation to the Snow device you saw during the proof of concept

Average Snow device transfer throughput (MB/s)

BEESRBENTFHEEE K EEBHEFHEAPENE
EFR,

#IAT Snow KEHEMITEEH

2. EFFERALRBURETEDREERHEET. EET—F K RARAETESR (TR 2 . =

BENEE, R2ABHARERE).

(® Note
BEZ LA 5 @17 Snow &,

SER 2 BEREEREE, ZENBARERE

1. HERMiERF , BERA U SRE I,

(® Note

It NBER/MEXEFERENENBBER/ME , BEHZBERMES Y.

SR2 BELNER, ReNBAREFRE
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2. HEEEZERBFEHEES , FTTIEP—IR .

« foFF Snowball Edge A2 U FHHNBRKEEZEAE , W E[HFRHMH Snowball Edge EHH
CloudWatch ¥ Amazon SNS BHKNFIA S EFF T,

- MEEALEFTNRARKEAG. NFNARELAGHNES A FSHEEL 4 - BHNAES

tl:

Al MIEEBER,

3. HEEXBEHN , REREEEEA. FIE 6 NMRERETEZEHEENERFENEAN , BB

BREIRALENEMN , BNHESRIEBBA.
4. HREREBEA ,

- BEMCMHRBH SNS TE
° EEEYL%EEI‘J SNS E\EEEO
HER 3 REXEIBHETE

1. EFEFMAEANER, Z2UHNBARERETREENES  LREERE,
2. EREVERERBTEUNRIE.

& Snowball Edge fEA KB ERLEZFE]

BYAEREBH B2 | AUNEREENFRANBRERE EEEREBRFNEBH .
BENTEHEFE R

37 Snowball Edge AZLEBIHBIZ % , LA LU AR I FHE SRR 1 3T 0.

(® Note

BHEMXNDRATREREETFHENSGERHERE. NREBRKEZIETF B
F,BEEBIRFEScuEr  IEEEBRE. IREEBNITERR BT | 5
EEEBHE.

SER 3 MBI E T BHETE
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del Job ordeving ichedul Jobi erdared

Recommended job ardering schedule Actions v

Thin ik provides sn sutimabed whedule fo plase Seow jobnin 2n shires your daka migration gealy The sutimabed srdering whaduls in subsmubically sdanbed baud on your dabs migration peed

B Fiteer by o dode and time range o "“'—"D":""ﬂ 1

Recommen dard date ki L v Number of devices to onder v Mumber of ordered devices Dievice type v Status
Thas Mar 23 2023 2 Snowhall Edge Siorage Optimized with 21078 (3) Mot Ordered
Fl Mar 37 3023 2 Snowball Edge Storage Optimis o with 21078 & Hat Drdeved
Sat Apr 08 2023 Fd Snowball Edge Storage Optimized with 21078 @ Kot Ordered
Sum Apr 16 2023 2 = Snowhall Edge Storage Optimized with BOTE E} Mot Ordered
Mon Apr 24 2023 ) Snowhall [dge Storage Optimized with BOTE (B Mot Grdered
Tue May 0z 2023 Fi Snowball Edge Storage Optimized with BOTE IEI Kot Ordered
Wied Mary 10 2023 2 Snewhall Edge Starsge Optimiz ol with BOTE () Mot Ordered
Thaa May 18 3025 2 Snowhall Edge Storage Dptimized with BOTR (B ot Ordered
Frii May 26 2023 1 Snowhall Edge S1orape Optimized with BOTE (3) Mot Ordered
Fil May 26 7025 1 - Sncwgone S50 & Hat Drdeved

BE T —BERIEFF

BENE, MARFHEVUEY  RAEREHFEELENE , EUNREERAIFFNEBRIEY
REEANER,

BEERER

1. RESNEBHFHEPRET—EIEF (EEREFRENE—FER )  RRREDHFEDRE
PEREERER. EREBREBEIHIR,

2. HEERAEBRES K EEHHEFERY , REERRNER.

3. EMEBFMAEARRT , BREEEITBNEE. YRNSEFMENEE K FREBESREBEMENE
BEBEA, LALUBEBRERERE,

4. BEWRR  AMBRETEERIERF. RESEREEZENER.

BEEVHNER

1. RESNEBHFHEPRET—EIEF (EEREFRENE—FER )  RRREDHFEDRE
PREBEVNES. BUNEHEERMEIHER,
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Ricaminanded [ob sqdering idhoduls Jakd ardined

Recommended job erdering schedule [ actians &

T st proindes an stissabind ichidule 10 plice Sncw jobr in order to achines your dils sigration gosti. The sutimited ortring icheduls b itarmatically cuibed bined on your dati mkgrition ipeed

B iieer by o dote and thee ronge [ o] Hidi Ovdared

Facommanded date 1o crder - Number of device to crder v Numbsar of ordered device Darvicn typa v Sraton

o This Mas 25 2023 H = Snewball Edge Storage Optimized with 210TE (E Not Ordered
Fri bae 31 2023 H - Sngwball Edge Storage Optimized with 210TE (® Hat Srdered
Sat Apr0d 2023 2 - Snowball Edge Storage Optimized with 21078 () Mot Grdered
Sun Age 16 2023 2 - Snowkall Edge S2orage Optimized with B0TE (@ Mot Crdered
Mon Age 24 2023 2 - Sl Edge Storags Optimited with BOTE &) Mot Oedersd
Tue Mary 02 2023 2 - Snwkall Edge Srorage Dptimized with BOTE @ Haot Ordered
Wed May 102023 2 . Snowviall Edge Storage Optimized with BITE (& Hot Ordered
This May 18 2025 2 . Snowball Edge Storage Optimized with BOTE & Hot Crdered
Firi My 36 2025 1 . Snowball Edge S1orage Optimized with BOTE & Mot Ordered
Firl My 6 7025 1 . St 550 (E) Mot Ondered

2. EREEZEERT , EELEITBHRE, REEE.

Create New Jobs X

Device Selection (2/2)

Select which devices you would like to order

Device type

Snowball Edge Storage Optimized with 210TB

Snowball Edge Storage Optimized with 210TB

Cancel Continue

3. BUNHHEMALR, ASHSH , fINEHEE, EXtit MRERHRRBHERE, RiRg
AEBERERMER.

FANEEIBRIBRDTERDET. RYBUNEEEEDHLEE,
EHRHFRE

BEFEFEETEBHFEE. —REREN. BEERKITBEIHE , S URBEI R PRI
BER  SEBMEEENE, SELEFENERSEERERR B,
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i , AR BIMETRERPBEEBRER , REBHFBEEFBRER

RMARRCERH BT RENEBIFHE  ERFBBER,
BERERR

RERFIBEFTEIR |, EUNEERKIEE AWS ETHEE , AEXRIRLEEIER, ELEEFETHEE
EHERE

- BBE NES AWS-AWS ZBFIALLEBE HERE.

- BEEHEBHFHEN - SEAETHNTFHERNE | L TB REMN,

* Snow BB - HENESRELFHNER , BEFH Snowball Edge FHEE.

- BRAEBNFOFERE - ER0FHFRERE , UXR/EN,

* Snow EIRE - BEREFNERHE.
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{#F AWS OpsHub B2 E

Snowball Edge REREZ R EHAMN T E AWS OpsHub , ITAREER LB MAE AWS R, &0
LA Fim AWS OpsHub Ef¥ LA REITER , SINBEHNREE—SRERE. EWER
LK BB ME R TE Snowball Edge E#ITHIFAITIER . &R LAEA AWS OpsHub REHE Storage
Optimized 1 Compute Optimized Snow BT, Z% AWS OpsHub EARX IR EFEA,

AWS OpsHub #% Snowball API H AN FIERERE  UKEETABEFERENE. LAEAH
BB RERASERBBE , AWS Eif Y E Snowball Edge LB #FEEEAREN.

AWS OpsHub $#27E Snowball Edge £#1T AWS Z JRIEH K — iR |, WiEB BELIRIEEH

AWS Systems Manager, #&iB AWS OpsHub , EEFREHMBEXABEBRNERAETUEEREN
Snowball Edge. RERLETBR , BRI UMFEHEE, ERER. EEEHE Amazon EC2-compatible®
TEE  UREREEEE,

E Snow £ EFELMNMUGE , BUUEAFIRER (FINELHERK) TH, ZENRME AWS
OpsHub FEARER, R&K#& , BAUBEHREYFREERE , W EAKERIEN AWS R,
AWS OpsHub RIEERR , HERPEE LNREFRENFATHTERSHEER. TEEHR
Snowball Edge EX &N —R5| AWS BR¥, EoER , BT URKERERIIEE,

e

« T & AWS OpsHub #E AR Snowball Edge Y

- {8 ##8 Snowball Edge £ & AWS OpsHub

« B@ZE B9 AWS OpsHub PGP #Z (i#H )

- 5 E# Snowball Edge L AWS BR# AWS OpsHub
- £/ EXREIERE AWS OpsHub

- B EEFRERE AWS OpsHub

- £/ EBFA%EE AWS OpsHub

- £/ fmEEEHIE AWS OpsHub

- /4 OpsHub EBENE SR BE

+ HY48 Snowball Edge Y E#

« BE¥F AWS OpsHub FEATE

- £/ BELENEEER AWS OpsHub

o [FH REEEN NTP BRE[EARES AWS OpsHub
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T & AWS OpsHub @AM Snowball Edge B

T & AWS OpsHub

1. BEZF AWS Snowball EFEHBIL,

OpsHub

) racE CONTENT

What's New OpsHub is a graphical user interface you can use to manage Snowball devices.
- OpsHub makes it easy to setup and manage Snowball devices enabling you to
UPSH ub rapidly deploy edge computing workloads and simplify data migration to the cloud. With

just a few clicks in OpsHub, you have the full functionality of the Snow Family of

Snowball Edge devices at your fingertips; you can unlock and configure devices, drag-and-drop data to
Client devices, launch applications, and monitor device metrics.

* DpsHub documentation

Featured Content

Documentation

OpsHub

Webinars

— Windows 7 or higher Download
M Mac 05 X 10.10 or higher Download
Blog Posts Download

& Linux (Ubuntu versicn 14 or higher, and Fedora version 24 or higher)

Free Training - :
_— (Signature

2. T:E AWS OpSHUb EEQI:F ?_}Ju\Eﬁ{’E%%l ngg-l—ﬁ %1&@1@?%55’%0

£/ &3 Snowball Edge #£& AWS OpsHub

ELNREBEXLEECNELE S PRERIHEKE. AWS OpsHub AJEEFER TIITEEA, #
HNEERE

. ZM%— EEAABEAEE SO ERBEEER , WAAEEEIRAEER, ARIRUHBHIBNE
FBEER
s Bl - BB RREARE | BV ARBEE , WHEREE R LERBdevice-order-

region.amazonaws. comi&’?ﬂ%@ﬂ%ﬁﬁi o %1& , BBERELREEN R4 AWS tRF AWS
Identity and Access Management (IAM) A E ¥ ( ZRESRNLZEE ).

MEMARKEENEIMEEBIRFNERF , 528 £ Snowball Edge EEIUA Snowball Edge &£ &
R,

T & AWS OpsHub 87
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o {F EARKAEE Snowball Edge & AWS OpsHub

« 5 MiEiRAEE Snowball Edge & AWS OpsHub

{FFH £ 2788 Snowball Edge #£#& AWS OpsHub
EABERNFEREEECNESE

1. EEWERELRR ZE  RIERK , LSEEEIER,

2. [EFMRER (BEFRIAMIK RIS ER ) BREEEIENER  ARFRMAIERLFERE
B ER,

3. FRUAWS OpsHub FEARER ., MRERE—XER K RRSRTEEEFES. RREET—
&

4. 7TEFRHRER OpsHub HEH L , BERAXHEERE K ARARBBEBZA,

Get started with OpsHub

(o ] Sign into local devices Sign into remote devices
¥ou'll need an unlock code and You'll need an access key & secret
manifest file key

5. EEAXMESEME L , BIZFZM Snowball Edge FHE | RZBEE A,

6. HEEAEEL, WAKE P it M@AHET, FEEMRELEAFTE K FEEREER , ARE
BEA

EARBEEE 88
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QA=

Sign into your Snowball Edge

Sign in with an unlock code and manifest file

Device IP address
Unlock code

Manifest file

[t] Choose file ‘

Mo file chosen

=N o

7. (BA) BEENBRAERREARERE, BREREDSAIREE Save profile name (RERERE
B8/, WEREENFHMEN , F2REH EEFRERE AWS OpsHub,

8. BEAMKERSIERL  BEREUEFHFMENR , fAIWERKE LHTHMEENE AWS F AR
%, BOAURLEZES|IEBEEEENFMEN , SE&FEHA AWS Command Line Interface () —
KREBEEAWS CLI, MEFMER , F2E LA EXE Snowball Edge £# AWS FR# AWS
OpsHub,

#7H AWS Snowball Edge #£EERE B&% WEE , B LRERMARIKREEBBULIIEE,
EHMET , F2HEH AWS Snowball Edge £EEE & Snowball Edge.

EARBEEE
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F/ = ixAFSH Snowball Edge #£& AWS OpsHub

fA KR $EE Snowball Edge T3
EERRRESGNBREEENES

1. EENEELRRE, RIERK , LHEEEIER,
2. HRACKBEER (EER RIS ER) SEEEXIENMEE , ARFARIERLEFHREEN

==
1= =17 1%

® Note
EERRIGMFRRETE K BHNERENLERHMERE device-order-

reglon .dMazonaws . COMo

3. BB AWS OpsHub BAEER ., MRERF—XMER , RRERTEBREFTS. AREET -
&,

4. 7TEFRHRER OpsHub HEH L , BERAERREKE K RABREEZA,

EiRRHEE 90
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Get started with OpsHub

Sign into local © Sign into remote
devices devices

You'll need an unlock You'll need an access key
code and manifest file & secret key

5. BEREARREEEAEL , WAEZELREEN AWS IRF B AWS Identity and Access
Management (IAM) B AE R ( FRERNALZSI® ) , RARBEEEA,

RRBEEE of
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Sign into remote devices

Sign in with an access key and secret key

Access key

XOOCXOOOOOOOIXXAXXAXAXXAXX

Secret key

LA L R L R R R R R R R R R L R R R R

o | I

6. EERKERSIFRER  FZEFEEZERBEREEN Snow REESF.
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File Edit View Window Help

OpsHub Local devices US East (Ohio) - us-east-2 ¥ {8 Preferences
——

& Back | Remote devices

Remote devices

Devices (0)
Q 1
Managed device id Associated job id Device type Unlock status

No devices

n this region

7. EERHRRKERSIERL  BEEENKENEFTHFMENR , AIWHRBNERNE, REBBER
HUMBEHKE,
& Back | Remote devices smd-cap7kptcoiedtiol

smd-cap7kptcoiedtiol

Device information

Managed device ID Last updated Device type Total HDD storage

smd-cap7kptcoiedtiol Tue Feb 21 2023 14:44:06 GMT-0700 EDGE_C 36.147T8B
(Mountain Standard Time)

Associated job ID Last seen State Total SSD storage
JID6058e21¢-9626-4383-88ab- Tue Feb 21 2023 14:44:06 GMT-0700 Unlocked 6.35T8B
1a2000e6d3a8 (Mountain Standard Time)

Network IP addresses

172.16.0.0

REREENFHEAETTD , BEUUEFTBBEELEECM , BEEA AWS Command Line
Interface () —#AWS CLI, EERKR TR FHRKEE AWS EiF , FEEEY LREFEBFIE
g, AREFELERENEE. WEFMENR , F2EEA EE Snowball Edge £H) AWS BR#
AWS OpsHub,

Ea ¥ MY AWS OpsHub PGP &= (&H )

Linux fE2E &% AWS OpsHub WEEARXZREXEASUBBREZESFAEE, BUEALEESR
REBFZEEAEHRRANAERBUAN, NMRERZEIEIESR , BES KK, EIUEA GNU
Privacy Guard (GPG) REZERRNEHNEE, LRIFREAMN. NRCERERBEATIANEE
B LARE R #11T o

AT LA AWS Snowball Edge &JREBL Snowball Edge ER F& Linux E£RFEZERERN
SIGNATURE X,

7% VERE AWS OpsHub 93


https://aws.amazon.com/snowcone/resources/
https://aws.amazon.com/snowball/resources/

AWS Snowball i2#% B A B5r

***Unable to locate subtitle

Hkk

£ LEFE Linux EERHEH AWS OpsHub ZHEH

1.

BHRHTIHILNEEH KHREEER , YWHEER, HW opshub-public-key.pgp.

xsFNBF/hGf8BEACOHCDV8ul jDX02IxspibkmPu4xqf4ZZLQsSqlcHUG61loL /c
/zAN+mUqJT9aJ1rr@QFGVD1bMogecUPf1TW1DKEEpG8ZbX5P8VR+EELQ/TW/
WtqizSudy6qy59ZRK+YVSDx7DZyuImI07j@@UADCL+95ZQN9vqwHNjBHsgfQ
1/1Tqhy81l0zTZXcI/+u+99YLauglIP6ZYIeDfpxnghqyVtaappBFTAyfG67Y
N/5mealVqlzd8liFpIFQnl+X7U2x6emDbM@1lyJWV3aMmPwhtQ7iBdt5a4x82
EF5bZJ8HSRMVANDILD/9VTN8VFUQGKFjFY2GdX9ERwvTTb47bbv9728V1284
41w2wlBl@07F002v/YQukrN3VHCpmIQS1IiqZbYRa@ODVKEURS5QNVUL j5fwWs
4qWOUDPhT/HDuaMrMFCejEn/7wvRUrGVtzCTOF56A1/dwRSxBejQQEb1ACS]
uuyi7gJaPdyNntROEFTD7102L6X2jB4YLTvGxP7XeqlY37t8NKF8CYTpOry/
Wvw@iKZFbo4AkiIQalyBCk9HBXhUKa9x@6g0Onhh1UFQrPGrk6@RPQKgL76HA
E2ewzGDa9@wlRBUAt2nRQpyNYjoASBvz/cAr3e@nuWsIzopZIenrxI5ffcjY
f6UWA/OK3ITHtYHewVhseDyEqTQ4MUIWQS4NAWARAQABZzT1BV1MgT3BzSHVi
IGZvciBTbm93IEZhbWlseSA8YXdzLW9wc2hlYilzaWduZXJAYW1lhem9uLmNv
bT7CwYQEEAEIACAFALl/hGf8GCwkHCAMCBBUICgIEFgIBAAIZAQIbAwIeAQAR
CRAhgc9adPNF8RYhBDcvpelIaY930b0vqiGBz1p@80@XxGbcP+gPZX7LzKclY
w9CT3UHgkATIaw0OSXYktujzoYVxAz8/j3jEkCY@dKnfyqvWzZDiJAXnzmxWwbg
cxg1lg@GXNXCM41Ad68CmbAOLOLTaWSQX30ZbswzhbtX2ADAlopV8RLBik7fm
bS9FyuubDRhfYRQqOfpjUGXFiEgwg6aMFxsrGL1v4QD7t+6ftFIe/mxLbjR4
iMgtr8FIPXbgn@5YYY/LeF4NIgX4iLEqRbANfWjPzqQlspFWAotIzDmZgby+
WdWThrH4K1rwtYM8sDhgRnMnqJrGFZzk7aDhVPwF+FOVMmPeEN5JRazEeUrl
VZaSwbmu@n4FMGSXuwGgdvmkgnMe6I5/xLdU4I0PNhp@UmakDW0Oq/aldREDE
ZLMQDMINphmeQno4inGmwbRo63gitD4ZNR5sWwfuwty25108Ekv7jkkp3mSv
pdxn5tptttnPaSPcSIX/4ED119Tu@i7aup+v30t7eikYDSZG6g9+jHB3Va9e
/VWShFSgy8Im2+qq/ujUQDAGTCFSuY9jglITsogbayEZa/2upDI1m+40HK4p
8DrEzP/3jTahT8q50fFWSRDL17d31TSU+IBmMPE3mz311FNXgiO8w+taY320z
+irHtb3iSiiukbjS8s@maVgzszRqSOmhaEn4LLOzoqrUicmXgTyFB7n2LuYv
07vxM05xxhGQwsF2BBABCAAJIBQJf4RoCAhsDACEJEBFZvzT/tDi5FiEEi+09
V+UAYN9Gnw36EVm/NP+Q0LNNEQ/+J4COMN8j0AebXrwBiFs83sQo2q+WHL1S
MRc1g5gRFDXs6h1Gv+TGXRen7jloeaddWvgOtUBxgmCOjr+8AKHOOtiBWSuO
1sS8JU5rindEsKUrKTwcG2wyZFoelzlE8XxPkLRSRN5ZbbgKsTz1611HgCCId
Do+WJdDkWGWxmtDvzjM32EI/PVBd108ga9aPwXdhLwOdKAjZ4JxrIXLUQJIjRI
IVDSYyMObEHOUM6a/+mWNZazNfo@LsGWqGVa6Xn5WIW1wR1S78vPNT0O3BQYuO
YRjaVQR+kPtB9aSAZNi5sWfk6NrRNd1Q78d067uhhejsjRt7Mja2fEL4Kb1X
nK4U/ps7X1030/VjblneZ0OhJK6kAKU172tnPJTI31Ib0xX73wsMWDYZRZVcK
9X9+GFrpwhKHWKKPjpMOt/FRxNepvqR172TkgBPqGH2TMOFdB1f/uQprvqge
PBbS@JrmBIH9/anIqgtMdtcNQB/@erLdCDqI5afOuD10LcLwdIwGS/bSrfwT
TVEE3WbXmJ8pZgMz1HUiZE6V2DSadV/YItk50I0jjrOVHOHV1FMwGCEAIFzf
9P/pNi8hpEm1RphRi0VVcdQ3@bHOMOgPHU5VOf1IhyCL1zU3LjYTHkq@yJID5

EASE KI3EE AWS OpsHub
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2.

3.

YDA1x01MYq3DcSM5130VBbLmuVS2GpcsTCYqlgQA6h/zzMwz+/70wUQEX+EZ
/WEQAOAY8ULmMcIIQWITr14V0jylpJleD3qwj7wd+QsBzI+mOpOB/3ZFAhQiNOL
9yCD1HeiZeAmWYX90IXrNiIdcHy+WTAp4G+NaMpgE52ghbDjz+IbvLpllyDH
bYEHPjnTHXEy21bvKAJOKkw/2RcQ0i4dodGng5icyYj+9gcuHvnVwbrQ96Ia
@D7c+b5T+bzFqk9@nIcztrMRuhDLINIpi70jpvQwfq/TkkZA+mzupxfSkq/Y
N9gXNEToT/VI2gn/LSOX4Ar112KxBjzNEsQkwGSiWSYtMA5J+Tj5EDQuUZ/qe
omNblA1D4bm7Na8NAoLxCtAiDq/f3To9Xb181HsndOmfLCb/BVgP4edQKTIi
C/0ZHy9QJ1fmN@aq7JIVLQAuvQNEL88RKWEYZBqkPd3P6zdc7sWDLTMXMOd3I
e6NUVU7pWOESNYRTUF+0T4s9wAJhAodinAi8Zi9rEfhK1VCI76j7bcQqYZed
jXD3IJ7T+X2XA8M/BmypwMWOSoljzhwh@44RAast/fAzpKNPB318JwcQunIz
u2N3CeJ+zrsomjcPxzehwsSVqllzal2ureJBLOKkBgYxUJYXpbS@1lax1TsFG
091dANOS9E j8CND37GsNnuygjOgwXbX6MNgbvPs3H3z1/AbMunQ1VBlw@7IX
zdM1hBQZh6w+NeiEsK1T6wHi7IhxABEBAAHCWXYEGAEIAAKFAL/hGT8CGwwA
IQkQIYHPWNTzRTEWIQQ3L6XpSGMPd9Gzr60hgc9adPNF8TMBD/9TbU/+PVbF
ywKvwi3GLO1pY7BXn81QaHyunMGuavm080faRROynkHOZqLHCp6bIajFOfvF
b7c@Jamzx8Hg+SId16yRpRY+FA4RQEPNNNMT93ZgWW3EbjPyIG1mO/rt@3SR
+Qyn4/1d1g2KfBX4pgMoPCMKUAWXGIrmDETXsGihwZ@gmCZgXe81K122PYkSN
JQQ+L1fjKvCaxfPKEjXYTbIbfyyhCR6NzAOVZXxCrzSz2xDxrYWp/VO02K1xda
0ix6r2aEHf+xYEUhOaBt80HY5nXTuRReCVU789MUVtCMgD2u6amdo4BROKWA
QNg4yavKwV+LVtyYh2Iju9VSyv4axL1Q4xKHvcAUrSH73bHG7b7jkUJckDOf4
twhjJk/Lfwe6RdnVo2WoeTvE93w+NAq2FXmvbiG7elt10XfQecvQU3QNbRVH
U8B96WOW8UXJIdvTKg4fONbjSw7iJ3x5naixQ+rA8hLV8x0gn2LX6wvxT/SEu
mn2@KX+fPtJELK7v/NheFLX1jsKLXYo4jHrkfIXNsNUhg/x2E71kAjbeT3s+
t9kCtxt2iXDDZvpIbmGO4QkvLFvoROaSmN6+8fupe3e+e2yNOe6xGTUE6AgX
I2+X1p1g9IduDYTpoI20X1leHyyMqGEeIb4g0iiS1oTp50i3EUAYRGT1XuUgAT
VA19bKnpkBsJ0QA==

=tD2T

gpg --import opshub-public-key.pgp

Example fin+ #9 %

gpg: key 1655BBDE2B770256: public key "AWS OpsHub for Snowball Edge <aws-opshub-

signer@amazon.com>" imported
gpg: Total number processed: 1
gpg: imported: 1

BEEN, FHLE M key-valueR E—BSRHTH EH. BREFER GPG RERER.

FRRGHRENEEN |, 5180 GNU Privacy Guard , 2B £IBE A keyring , W T EEIN &8
=

EASE KI3EE AWS OpsHub
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gpg --fingerprint key-value
L tEEEREULTH®E L,

pub rsa4096 2020-12-21 [SC]
372F ASE9 4869 8F77 D1B3 AFAA 2181 CF5A 74F3 45F1
uid [ unknown] AWS OpsHub for Snowball Edge <aws-opshub-
signer@amazon.com>
sub rsa4096 2020-12-21 [E]

EMENE TIER :
372F ASE9 4869 8F77 D1B3 AFAA 2181 CF5A 74F3 45F1

WMREMTHER , FPLE AWS OpsHub ERRER ., FHiE XE.

4, BIBLEENEH , WREARTHR SIGNATURE R , FREBEHTERNEBNEXRRT
;o

5. MRREBEXNEHEE, BB signature-filenameM OpsHub-download-filename
A BE T SIGNATURE &2 M AWS OpsHub B R FIEEMNE.

GPG

gpg --verify signature-filename OpsHub-download-filename

e TEEEEUL THE L,

GPG

gpg: Signature made Mon Dec 21 13:44:47 2020 PST

gpg: using RSA key 1655BBDE2B770256

gpg: Good signature from "AWS OpsHub for Snowball Edge <aws-opshub-
signer@amazon.com>" [unknown]

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: 9C93 4C3B 61F8 C434 9F94 5CAQ 1655 BBDE 2B77 0256

EASE KI3EE AWS OpsHub 96
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/8 GPG B , IRWMHEEEHEBAD signature , FRERBEEHAITERF. NREHEISG
LLEIE | FBHAE B  TEZE REEX, FBREAENBEAEEFTRTIEEEN , RREMXK
BEAEESR. RELRECEEEMEENERTEET.

£ B Snowball Edge L#9 AWS R# AWS OpsHub

#EIB AWS OpsHub , A LATE Snowball Edge LEAFERE AWS BR#. BHEl , AWS OpsHub % #&
THEIR :

« Amazon Elastic Compute Cloud (Amazon EC2) #1T1E 88 — £ B Amazon EC2-compatible®1T{&
BEUTERETERARSRE LNER , MTASEEEE AWS Ein ETRE,

. PEERERRE NFS) - FRAERAAKERNBELNEE, BULUEEBEEXAT AWS |, &R ER
2| AWS Eir , A DataSync E# 2| H4t AWS EiF &,

 Snowball Edge £H#) Amazon S3 HARE - REEZLYHREE , EEESHEY, ERED , X
#& Amazon S3 API Thee RIER Z2E. TENEGMPENERNIRIK, £ Snowball Edge L £ B
Amazon S3 HHAMRETE , L LUE Snowball Edge L REEFERIHTESTHMENERARES |, LUET
BIFER,

AWS OpsHub for Snow Family

%.I Transfer data Enable & start @ Sync with cloud Start [§| Start computing Get started
Upload files ta the device so that they can be physically moved to Sync data on your Snowcone with Amazon 53, Amazon Elastic File Run pre-installed software on virtual servers (instances) locally on
another location or back to the AWS doud when the device is Systemn (Amazon EFS), or Amazon FSx for Windaws File Server. the device.
returned,
T i i)
& ~ ©
Transfer data Sync with cloud Compute
T

« {8 7£ Snowball Edge £ REiEEE Amazon EC2-compatible#{T{EE AWS OpsHub

» £/ £ Snowball Edge k1= 1E8 Amazon EC2-compatible®l 1T {E#& AWS OpsHub
« {8 7£ Snowball Edge £ RiEEE Amazon EC2-compatible#{T{E & AWS OpsHub
« £ P FEH B EC2-compatible 1T E & #Y & #8 ¥ AWS OpsHub

EE AWS R 97
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« R # 1B Amazon EC2-compatible® 1T {E 2 AWS OpsHub

* 7£ Snowball Edge £/ ZA<# R FHLHR [EFE B AWS OpsHub

o 5 ARG E A A Amazon EC2-compatible AMI AWS OpsHub

« £/ % Snowball Edge BRI E AWS OpsHub

« {8 £ Snowball Edge EEUE M AMI AWS OpsHub

« fH 7£ Snowball Edge =& Amazon EC2 # % AWS OpsHub

« £/ £ Snowball Edge £ E Amazon S3 #H&f&F AWS OpsHub

- £/ E¥ Amazon S3 BT AWS OpsHub

- £/ E¥ NFS i HE AWS OpsHub

M 1£ Snowball Edge £ E{EIEE Amazon EC2-compatible¥#1TE# AWS
OpsHub

BB TIEER , A BEE Amazon EC2-compatible¥#1T{E# AWS OpsHub,
(B E&2 Amazon EC2-compatible® 1T {E &

1. BERX AWS OpsHub FEARER.

2. TEERMRLA Start computing (BIREEH) B , #IF Get started (BB ER). HE , BEEIR
# Services (BR#%) IBE , AREIEIE Compute (EC2) ((EE (EC2) LABIEX Compute (EE) EH., &
BN EEEREELH R~ Resources (BR) B,

3. WMREHEE L#HTTTE Amazon EC2-compatible#i TR , ©MEHBEEANTEE THHTE
BEEED, SUNEHER LEESERTERNFASA.

4. BRERBHITERE. REBHTEEBEEREERE.
5. ¥ HE  BELEERFE Amazon EC2-compatibleZ Snow £ &,

BB Amazon EC2-compatible® 1T {3 98
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Launch instance X
Device

192.0.2.0 v
Image (AMI)

snow-ald-test-ami-1.0.2 v

Instance type

sbe-c.small v
© Create public IP Use existing IP Do not attach IP
address (VNI) address (VNI) address

Physical network interface

S5FP+:a.bc-1d2ef456996789gi2j v

IP Address assignment

DHCP v
Key pair
© Create key pair Use existing key Do not attach key
pair pair
Mame

test-instance-key-pair

The name can include up to 255 ASCIH characters. It can't include leading or trailing spaces.

Create key pair

BB EE Amazon EC2-compatiblei# 1T {E B 99
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6.

10.

HR Image (AMI) (BR1& (AMI)) , #75E i Amazon Machine Image (AMI). It AMI & F 2R X
BN HITER.

#1 Instance type (FTHERER) , FETEE—FHE,

BELER P ihEZEIHTEEN SN, EETHEHE

« BIYNE IP st (VNI) - E2BIEE | UFEAERERNEELHTN IP i, RIZEEEMEKRA
EM IP #h3k18iko

- FREAEWN IP it (VNI) - BEWBBEUCHBREEN IP it |, ARFEABRENERRRNE.
REEEARAEMNERMRKAAE.

o SEV)EE P Mot - MNBETAEERE IP it | FHiBEMIREE,
BELENAGSEYHEEEHTEE, SETHEE

BYSRY - BERELERTEUFNERY  IERALSREREBIFHHNITER,
ERARANTRY - RELRR  UEARANSREREEBUTERE.

AERE P it - MRETREZSRY | FREFLER, S4FARR  RFECESEANERNEE
It AMI R ZRES , BRIBEXERZLHITER

MEHMENR |, F2B7E P FEHE EC2-compatible# 1T BB K £ 8% AWS OpsHub,

BIERE., BEZEE Compute instances (EEHTER) EEE+ B EENVETHEE ERS
i, State (AREE) & Pending (FE) , RARETHEEE A Running (F1T7%H).

£ £ Snowball Edge L{Z1EE Amazon EC2-compatible#i1T{EE AWS
OpsHub

FERATYIZEBRMER AWS OpsHub 3R{Z 1EEE Amazon EC2-compatible#l1T{EE

%1k B8 Amazon EC2-compatible®1T {2

1.
2.

BB AWS OpsHub FEATE

EERMRA Start computing (FARIEEH) BT |, 1BIE Get started (FABFEA). HE , BEERHD
Services (IR#%) iBE , AR%IEIZE Compute (EC2) (EE (EC2) LABIRX Compute ((BE) B,

BIrENEEERE2L M R1E Resources (BR) BEH,
MBEBHEE E#1T T B Amazon EC2-compatible#i1T{EEE A ©MSHREATERE THHTE
REBEP,

{Z 1k B8 Amazon EC2-compatible¥{T {f && 100
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4. EELEEFLNBTER  BESENRER , ARBEFEFLL, State (IRE) FBE A Stopping (£
b)), REBESTHEEE S Stopeed (BFLE),

Starage volumes ey pairs Spapshats ages

Artach Wi

------

{# M £ Snowball Edge LR E)EE Amazon EC2-compatible# {T{EHEE AWS
OpsHub

FERELSBRAEFER 9 EC2-compatible¥#1T{EE AWS OpsHub,
F(E)E&2 Amazon EC2-compatible® 1T {E &

1. BERX AWS OpsHub FEARER.

2. TEEFTMRKY Start computing (BIHER) BB |, #1F Get started (ARERA). SE , BEERD
Services (IR¥%) iBE , A%KIZ#E Compute (EC2) (B (EC2) LABIRL Compute ((BH) HMH,

B EE ERHLHE T Resources (BR) B,
. ERTEREBEENHTERT  SREZRBNBITER.
4., BREHITEE  REIRE Start (FIB). State (HREE) B Pending (FE) , AREZREBEFTA
Running (#179).

Storage volumies Key pairs Snapshots Images
) Attach VNI 3
Start
Instance Mame Instance type Ctate Private |P Stop
Toerminate
harbor she-c.xlarge 25 192.0.2.0 sirrsmens ] 5= 2f9-451d-9141-868a38 16015

£ £ HEE EC2-compatible#l1TEIRE Y £ i@ ¥ AWS OpsHub

E SR B E Amazon EC2-compatible®iTEEE , WITHEM SSH ERFIZATERK , ELARMKS
WY, BULER Amazon EC2 EUFHERY , i A EARAN SR REEENSRY,

BB Amazon EC2-compatible® 1T {3 101



AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

By, EARNEESRY

1. £ AWS OpsHub &&RR -BHREE,

2. HEEEHKD BIEFEH (EC2) HH , AR ZEEBRYURSIER. RALKELEHNEQE
Amazon EC2 24 , Bu M EEAEYT, EAREESEY,

3. MENMAEIMNEASRBENIER , F28 (Amazon EC2 A &) HH Amazon EC2 &8
A Linux #1718 . Amazon EC2

F/ #& 1EE Amazon EC2-compatible¥#1T{E & AWS OpsHub

#& 1L B8 Amazon EC2-compatible#l{TEB & , BRELZEMRBHITER.
#& 1k B2 Amazon EC2-compatible® 1T {E &

1. BARX AWS OpsHub AR,

2. TEERMRLA Start computing (BREEH) B , #IF Get started (BB ER). HE , BEEIR
# Services (BR7%) IBE , A& IEIZE Compute (EC2) (EE (EC2) LABARK Compute (EE) EH. &
A[LA7E Resources (BR) ERHPEEFEMENEREIR.

3. HEHTHEBSBENITERT , SKREERLENHTHEE.

4. BEHTER K ARBEFEBENGER. REBETRERD , BIELL,

Instance Storage volu Key pairs Snapshots Images

Attach VNI
a ! 1
Start
Instance Name Instance type State Private IP Stop
Terminate
harbor she-¢ xlarge =] Stoppsed 152.0.2.0 ToToeron T 19-4574-91471-86Ea8 1600 51
§ |

5. ERIEFTEBRES , EEMBKL

#& 188 Amazon EC2-compatible®i 1T {8 102
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Terminate instances X

Are you sure you want to terminate the following instance?
s.i-83f363fb9582e8976 (harbor)

/A\ Any data on the ephemeral storage of your instances will be lost.

l Cancel ‘ Confirm terminate

@ Note
HITEREILR , SEEEZBENKE.

State (IREE) BE A Terminating (¥ LLH) , REEBE S Terminated (244 1E).

£ Snowball Edge L F A< {78 17 M4 Bk R 2 B AWS OpsHub

Amazon EC2-compatible®# {T{E &£ Amazon EBS M EETRHE., EUEFT  BSENRER
BRE , WER SHEZZEHTER AWS OpsHub,

Y R HRE

1.
2.

B AWS OpsHub FEATE

&R LM Start computing (BEHE) RERH |, #1F Get started (FHRER). HE , BiEHin
# Services (BR7%) iBE , REIEE Compute (EC2) ((EHE (EC2) LABIRX Compute (EE) HMH.,

i#$2 Storage volumes (REHHEE) R EH, MRENEB L EREUEE | AIWBEENEHA
B SR RTE Storage volumes (REFEHIEE)T 7,

#1Z Create volume (B Hi#k[E) LAFRK Create volume 2N HTRE) B,

EE EBS Wk E 103
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&« Back | Compute (EC2) Create volume

Create Volume

Device
Select the device on which you wish to create the volume.

JID5a11d1db-8b98-4f37-80bf-97af46e45eb2 -10.24.34.0 v
Size
Define the size of the volume, in GiBs.
100
Vol l ume Typ
Sele: erformance type for your volume.
acity-optimized HDD volume (sbg1) v

e m

5. BEELEBRVHMKRENRKE K BALEEYNAN (UGB AEN) , AR BEUKREFR

6. EIFRXR, State (ARE) & Creating (BIUF) , THEEEA Available (TH) . BAILTE
Volumes (HER[E) R EBHEFENWHBRER HFHEER.

B RERFUREEEDENIITER
1. BELBRINHEE , ARERE Attach volume (EEHEE).

Attach volume: s.vol-0a12b34def5678901 X

Compute Instance Id
The Compute instance you wish to attach the volume to.

5.0-0123a456b789c012d v

Volume Device Name
The device name of the volume.

Jdev/sdh

2. £ Compute instance |d (EE#HTER ID) 1 , BELETEEUBEENSTEE.

3. 1£ Volume Device Name (IR EEEEZE) P , MAMKENEZEEZE (Bl , /dev/sdh =
xvdh),

4. JBIE Attach (E#),

B EBS HikE 104
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NMRETBFERWRE , B HENTER DB , RESEMER,

£ AR E A & B Amazon EC2-compatible AMI AWS OpsHub

IBA LSRR A R ER BB A Snowball Edge £ & , Y i$H M A8 Amazon EC2-compatible Amazon
Machine Image (AMI), REBER F REFHRENEI® , TAREL AMI K EHMFBEFHRE. SBH
TULRE , B LUS B S ARG SBRIRFE ALK EE | WELEE Amazon EC2-compatible® 1T {E &2
BT,

AR R T 51 25 BR 5T A BB AR 1R

1. SRBLEEZEE EH Amazon S3 17T,

2. BREMSEMET , LA F Amazon S3. Amazon EC2 #1 VM Import/Export Y 1ZEUE | iE 2 A RE
AFNEE R EREY ThBE

3. BRBRE S3 REFTFBEALHNEEMARS.
4. ARG EE A EE Amazon EC2-compatible AMI,
5. # AMI BE A E2 Amazon EC2-compatible 1T 1E 8,

® Note
#1R R E/EZE Snowball Edge B , X E T HIRH,

* Snowball Edge B RIEZEE A RAW BGHEXAVIRER,
- Snowball Edge B BIEXEEA K/ 1 GB E 1 TB HIIRHR,

SR BRELEERE LM S3 REFITE

BRATERIBEEERE LAY Amazon S3 , TREEARR. ERAAMRBRABREEREE LTH
By Amazon S3 EA., EEARFHIRE , LEERE LEFEFTRMEN S3 AT,

HERER E B ZE Amazon S3

« PFEEEY S3HEITE , B2 E Amazon S3 #FE,

EELMRB LEE S3BETR , B2RSER LEZE Amazon S3 HEE,
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SEBR2: S REEFITBEARR

EEHRE LEE Amazon S3 I, B UK EEAENEKE, IEEEASEEZEANRRBSHET
EIRBREIFEP,

HERIBEANEHEKE

1.
2.

RS L

BARK AWS OpsHub FERTE

EEFIR LM Start computing (FAREE) BERH |, 1#F Get started (FARER), HE , BIEFEER
Y Services (BR#5) IBE , AREIEIE Compute (EC2) GEE (EC2) LABIRX Compute (EE) HEH, &
FIEMEE EREFEHE R Resources (BR) EBEXH.,

BERBESIER , LEFEEABENAERR, Amazon S3 PFHMBERE raw EXR , 20
MREHFRNEAGWEE, SOTLMKRE ID RIREAMREBETEE , USRBERRB, BULLEER
B ID UEFEZRBHFHEER.

BEELZEANRR  RAREEEARBUFRBEARBER,
SHEHRE | BELEZEEAN Snow Family Z£ER IP thil,
ST A R R R R IER |, I A SEER,

ERARBEYS  BEEAREANAE®, Snowball Edge £/ VM Import/Export EARER, AWS
ERTIUHAE , UFHAERAREEANRE, REE LEEREAE® AWS Snowball ## , 5
AWS Identity and Access Management BERX (IAM 1A & | & AT LLFE AWS OpsHub E A A
IAM B, LACGHEEEEHTEAFTE VM Import/Export EFRIMIBUR . B4 BRI BURE
BEEAG, NEFHEA , F2REAEEA 1AM,

BUF 2 BEREY S,

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal”:{
"Service":"vmie.amazonaws.com"
.
"Action":"sts:AssumeRole"
}

RGBSR FE A SRR 2 B B B Amazon EC2-compatible AMI 106
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E A AWS Management Console , ¥7E https://console.aws.amazon.com/iam/ : //www. B RX
IAM £ 5,

FRINAEREESFE Amazon S3 RIEFFT. U TRBREBRNEH,

{
"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:GetMetadata"

1,

"Resource": [
"arn:aws:s3:::import-snapshot-bucket-name",
"arn:aws:s3:::import-snapshot-bucket-name/*"

]

}
]
}

BIERE S3, AREFCSLEEAZRRMN S3 AR, BERR  RARBERRX. RRH
BTHIENERE, SULLERERR ID LEFFMEA. STUARLERBUEEARRF.

SER 3 A REREEM A EE Amazon EC2-compatible AMI

REABIRBABREZEI Amazon EC2-compatible AMI iEFE A, EAZBHWEGML AR
i, FeER B B EE Amazon EC2-compatible¥i1T1EEE,

7% FE A RV BR R B IR R

1.
2.

BARR AWS OpsHub FEATE

&R LM Start computing (BHEHE) RERH |, #1F Get started (FHRER). HE , BiEHin
# Services (BR78) iBE , REIEIE Compute (EC2) ((EHE (EC2) LABIRX Compute (EE) HEH. &
FRIE K EE B REFZ R Resources (BR) EBERH,

E1E Images (%) R5IFER. BUTUERER, ID REEHRRE , USRBEZE.

HE AR B X R0 2% (B A B2 Amazon EC2-compatible AMI 107


https://console.aws.amazon.com/iam/
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4. EERLEEMIME , RRZEZMBRER,

Image - Deregister image Register image
Q 1
=] Name Id State Daescription
test-image 5.ami-8087a170e24a3124d IE:I Available test-image-oopshub-1.15.6
SnowAL2 5.ami-88833957b18097f46 () Available
test for 1.15.2 s.aml-8c4d8b29618568414 @a‘a-.-a:l;-'::l-.‘
testing s.ami-8ded47d2e397937318 (& Available tesing
test-windows 5.ami-8f12682f18b1dede2 () Available windows-test

5. HEMBREEEL , RHBBMHER.
6. HHREKRE , EEREENEE.

EEBAEREERD , SUUSEHBREN X/ DNHERERE,
7. WMREFLEEHTERKLGMHERERE  FRFKERHER.
8. MRLHUEHMEESHUKRE  FREMEURE.
9. ZEH& , BHEERX.

BB 4 . BiEEE Amazon EC2-compatible AMI

- WMFEFAER

3
¢

B R B E2 Amazon EC2-compatible# T {EEE

£/ % Snowball Edge MIBRIRER AWS OpsHub

MBEABEERR | AJLARENESMBRRE, Amazon S3 FHMGBRERE raw EXR , SLURERS
RNEALHEE, MEECEMBRORBEHMREER , HIEEMBR. EATRR , BH MR LER
#E FH Amazon S3 B raw X,

b B 3R B

1. BERX AWS OpsHub FERRER.

I B R R 108


https://docs.aws.amazon.com/snowball/latest/snowcone-guide/manage-ec2.html#launch-instance
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2.

EZEFKMR LM Start computing (FIREER) BERF |, 1#1F Get started (ABRER). E , BIEER
# Services (BR#%) IBE , AEIEIE Compute (EC2) ((EE (EC2) LABIEX Compute (EE) EE., &
FMEREEERE SR TE Resources (BR) BEH,
BERBESIBEBUEEMECEANIRR., BOUMRRE ID IRBREETERE , USEEE
RER,

BECEMBRNRE , ARBEMR. BUTLEESARR.

Snapshots Delete Register image Import sRa| ishat
=] 1

Snapshot 1D State Capacity Description Start Thme

senap-01aZb3cd 367482040 (&) Completed B GBs Snow marketalace AL2 AMI1.02 This, 0% Jun 2023 1EZ7:2Y GMT

EMBRIRRFEE ST | BEMBRRR, WRENVMERAT , RBESERBREIFERETNBFERR

£ 7£ Snowball Edge LEUEEEM AMI AWS OpsHub

BUHEEM AMI

1. B3R AWS OpsHub FERER.,

2. TEf&R&xIRLH Start computing (BIHEE) RERXH |, B IF Get started (FBER). HE , BiETHiK
B Services (fR7%) iBE , REIEZE Compute (EC2) ((EE (EC2) LABIEX Compute (EE) HH. &
FIEMEE EREFEHE R Resources (BR) EBEH,

3. IE#E Images (Bg) R5|IER, FTERGHEIIH, BAMKER. ID IREBEHFELG , USK
BEFB.

4. BELEEUHEMOMREG  RREEFEUEEM.
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ImagE Deregister image Register image
o] 1
=2 Mame Id State Description
test-lmage 5.ami-8087a170¢24a31244d &) Avallable test-image-oopshub-1.15.6
SnowAL2 s.aml-88835957b 1809746 E’:‘ Avallable
test for 1.15.2 gaml-Bc4dB8b2o618568414 @.-‘-:.-.ll..l!l.-'
testing s.aml-8ded7d2e397957518 ) Avallable tesing
test-windows saml-8f1268211861dede2 E‘} Awallable wingdows=test

5. HEMFRBCHEMBRGRES , #FEMRE D, ARREIUHEMRG. BUSEMAIIE , RESHR
REBBEPBIR,

Confirm deregister image X

Are you sure you want to deregister the following image?

5.ami-8de47d2e397937318

Deregister image

£/ 7£ Snowball Edge =& Amazon EC2 #£ AWS OpsHub

Amazon EC2 BER—ERE , T —RBMEREERSE, EEEHESE  HE LW AWS BBLEERE
Rin# EHIT, BESREBETRELERATHNBERE. BUBRBREEZEREAES

3 Amazon EC2 #5&

1. EEIBAEW Snow HE, MFNRAERALBENETR , FSBEH #H Snowball Edge £E&
AWS OpsHub,

2. EEEHEEML , ##2 Snowball Edge #5% , RERBET—F,

3. 7 Connect to your device (E#REIEHNEKE) EEH L , REKEN IP it AR BEEPHMEEN
IP ik,

4. iEIE Add another (FTi8Hth) HEUFIBESEKE , RAREE Next (T —F),

EEEE 110
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5. 1£ Provide the keys (IRt £i8) BEE L K WMAXBERAFIRRER K LEXBENFE , WiEE

Upload (L&),

Snowball Edge &£/ 256 U win® , LiGBEARERNZEMEMTREEH,

6. (ER) BASBUBRIRER K RRBERTREEELHE. ARG EEQERR , BAILE

ETEEMRES.

BHRERLRRER AWS BRBENEEENES., SUAREEENNTEE - SREEEEPH

HITERE, MERP  F2EFEH 2 Snowball Edge EH AWS BR#E AWS OpsHub,

£ £ Snowball Edge L£&&E Amazon S3 & f#F AWS OpsHub

Snowball Edge BR# LY Amazon S3 AR EFERANFFEAT. FEEEENEE LRBRE , B

BAEESHEEE LBV MEREEREMAENTE (VNICs) , BUERES s3control# s3apiiih.

£ |

+ B9 Snowball Edge £ Amazon S3 B EF R &4 AWS OpsHub

« 7£ £ Snowball Edge EH# Amazon S3 HHAFZ & 3 5% Ei€1E AWS OpsHub

 7£ Snowball Edge £ Amazon S3 HH & 7B E R EEE AWS OpsHub

+ 7£ Snowball Edge LE%%E Amazon S3 HHERIFUAER B ERE AWS OpsHub

« £/ £ Snowball Edge £# Amazon S3 HERFRPEILFMFETE AWS OpsHub

- A BERMER K LEZE Snowball Edge f#17HT8 LAY Amazon S3 A #F AWS OpsHub

« AWS OpsHub £/ #¢ Snowball Edge &7 &r#8 L# Amazon S3 AR FHPBRERNER K
AWS OpsHub

+ #& Snowball Edge £#) Amazon S3 AR HEEFE P MERGHFITE

#9 Snowball Edge £# Amazon S3 HHA/EF £ RE M4 AWS OpsHub

EEA RERERFE ZH AWS OpsHub , FFHEIIT T HIEE
+ BARK Snowball Edge £ & , I #§ BT ERVERR

- ERBERE  TEELEZIRAN AWS OpsHub, ERERBEREBEE , AEAEABFERR

HEREE, MEFMET , F2REREERE,

A

=4

fEF £ Snowball Edge E£E%E Amazon S3 &/ AWS OpsHub
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AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

£ F{EH Snowball Edge £H# Amazon S3 A fEFE R 3 R EIEE AWS OpsHub

MRBHMEKER DHCP |, S AMEMNREIRE, AALRER K ELRBRER K SESEAEE
+FB#®ET VNICs,

1. % A AWS OpsHub , A% BIZEEHT

ERG AT E Snowball Edge & PEEE LH Amazon S3 AT
2. SHYBRRRBRERE  BREGE,
3. EEMEBRE.

@ Note
EFBRXESENEBRTK , BURREEANKERE,

BHMEE , REREEEMERDRE , MERRS.

Amazon S3 compatible storage on Snow stop service
Use Arr 4 53 it t A 15 W LC anage fMles and folders ¢ ' dev 1d i
& so they can b accessed locally
Amazon 53 compatible storage on Snow resources (_,_‘ Enable service auto-start
@ act
3 endpoint stat 5 endpoint Info sCantrol endpoint status 3Control endpoint Infe
@ Active 10.0.0.8 @ Active @ 10.0.0.1
Buckets (8) e c R
1 @
Mame - Creation date v

1bucket Thu, 16 Mar 2023 00:51:53 GMT

£ Snowball Edge E{£A Amazon S3 M & I8 HEPE X EEIE AWS OpsHub

MRENBRERAFE P ot , NEVBEREARBN VNIs |, FFERERREEE, FERHLEER,
BRI FBATEEERT VNICs,

1. & A AWS OpsHub , REBBREZEEERHE

fEF £ Snowball Edge E£E%E Amazon S3 &/ AWS OpsHub 112
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ERE AT E Snowball Edge & FEEE LH Amazon S3 HHAfEF-
2. SHEBEREREER | BEER,
3. ERNZBREEZARAHEN VNICSHEE.,

HREE LEEREBEMEE , FHEE Snowball Edge R L& Amazon S3 HARKEZE.
SHHBEENHRARE.

® Note

BREBEEREPVNRABBERY  BLEARERETHMERE , BUHBHME. HR
BREME , MREFEREAR , AILEREETE , BR&ESAERIRERED.

4. SHESEZRE  EFRAN VNIC SUZEUEM VNI

BRXEHEFE—EARYHREN S3 mEHN VNIC , 5 —ERARFREEFEERIEER S3Control iR
£

5. MRMLEEY VNIC , FEEFERMERAE , ARBAGRE P it N FRKES K RARBEFEY
R R,

6. ZIM VNICS z#& , FFRERBERRK,

® Note
EEELPENRBRTHK , BURREEANEKERE,

BB ® , RERESEMERDRE , MEARI.

£ Snowball Edge L£&%E Amazon S3 AR FUAER BEME AWS OpsHub
1. A AWS OpsHub , AR BEBEERFHE.

B ZE1E Snowball Edge EPERE EH Amazon S3 AR TF.

2. 7E£ Snow ER LHY Amazon S3 MA/MEF , BERMARKEBRE., RRSKBREREAKRRE
BRE,

fEF £ Snowball Edge E£E%E Amazon S3 &/ AWS OpsHub 113
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Amazon 53 compatible storage on Snow resources c able
@ Act ]

c3 endpoint infe ndg - S3Control

@ Active (910008 @ Actiy @ 10,001

£ £ Snowball Edge £#J Amazon S3 HHARFHEPEILFEFETE AWS OpsHub
fFH AWS OpsHub RETEEH Snowball Edge & F# 3 Amazon S3 17T E8,

1. BERK AWS OpsHub,
2. HEEEFED  BEMKBER. Snow EE LM Amazon S3 HHAREFZEAERI LI,
3. EREFTEY  ZEBRIUMEIR. EUMEITESEMEALE,

Create bucket

Bucket settings

Bucket name  Info

test123

Default encryption

Amazon 53 key (S5E-53)

4. EREITEIRETD  BAREENER,
(® Note
EEITRBBWELL Snowball REHBETLARKE N , EFBEZEERIARF
&,

5. EEBIVRETER., RRSEUREFEETER , WHE/RE Snow EE L Amazon S3 HAMEFEE DAY
FEFEAH,

/A £ Snowball Edge £3%%E Amazon S3 #&f#1E AWS OpsHub 114
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F /A SERMER K LEEZE Snowball Edge f&7Er# E# Amazon S3 A E AWS
OpsHub

FH AWS OpsHub RESERFMER K LEZE Snowball Edge #7878 £ Amazon S3 HARKE
B, ERMERRILEGR—E &,

1. BABX AWS OpsHub

2. HEEERENES ZEEZIEERNMGEERTE, ZHFEFENEmEEAIHE,

3. EREFREEEY , EELEESR, tEEEBEEHE,

Upload ...

lllllllllll

4., BREFEPRREXZRFEEZEEEHEEE AWS OpsHub 188 , BT FHIEE , L EERR
HERK :
a. BEGHEERJFEERK,
b. ENELEN—HZEERIRER K, ZEFR.

RAEERENMWERNENR LEZRE FHREFE, LEXTHE , ERNENXRNEBELHR
ERERMERRBER,

AWS OpsHub £/ # Snowball Edge #7878 L& Amazon S3 AR TFHBRER
FMERFK AWS OpsHub

£ AWS OpsHub RE# Snowball Edge £ & £ #Y /@ 7ET R B BRAK A MBRIE RME R 3k,

1. BB AWS OpsHub,

2. EEEGRTIRET  ENERPRRERNERRNFEFIIREE. ARETENEEREER,
3. ERERVERRF  ENEKAMBRNERNER KA LIS .

4. ZEH Remove (Bk), RMERKELNRFIBBRERIERRK,

fEF £ Snowball Edge E£E%E Amazon S3 &/ AWS OpsHub 115
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#£ Snowball Edge £#J Amazon S3 AR H MR FTE

RIFrBLAREN , TREKERRMRATIR,

REFTFEBRERNERR , SIEAZARETE

TE, ZEBBRERNERK , 528 AWS OpsHub #H # Snowball Edge f#7ErE# E#) Amazon

S3 HEREPBERERNE LK AWS OpsHub.

ERAZAMETETIR

1. BERK AWS OpsHub,
2. EEEREIEY  ENESFTENRATIRBEERHE,
3. EHZH., ZaRETFEBEAEMBELE,

Empty bucket ...

A . Emptying the bucket deletes all objects In the bucket and cannot be undone

* Objects added to the bucket while the empty bucket action is In progress might be deleted

(D 1f your bucket contains a large numbser of objects,
emptying your bucket.

Permanently delete all objects in bucket "test123"?

‘o confirm deletion, type permanently delete in the text Input field

permanently deletd

4, EZHRBFERBREENXFSRT , @A permanently delete,
5. ﬁﬂy Eo %l Lglﬁgﬁﬁﬁ?ﬁgo

il B z= Rt AT B8

1. EEERETEY , ENEMRZHFIFENERRE,
2. EHMBER. MERFFABEEMEEGLR,

Delete bucket "test123"?

To confiem deletion, type the name of the bucket in the field

3. EMKRREFREENXFART  BAREITENERE,
4. EEMER, RSREKEMBRFEEFTR.

ereating a lifecyele rule to delete all sbjects In the bueket might be a more efficient way of Go to lifeeyele rule configuration

Empty

fEF £ Snowball Edge E£E%E Amazon S3 &/ AWS OpsHub
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£ E¥E Amazon S3 #2577 AWS OpsHub

IETILAE A AWS OpsHub 3R 3 FME I Snowball Edge £E# Amazon Simple Storage Service
(Amazon S3) #7788 , M FA S3 HE{[FETEANE LTS,

£

- £/ FH Amazon S3 f#1F 8 AWS OpsHub

- /A R EEZE Amazon S3 #7178 AWS OpsHub

« £/ & Amazon S3 7B THEZR AWS OpsHub

- £/ #% Amazon S3 B MIBRE =R AWS OpsHub

£ 7H Amazon S3 #1788 AWS OpsHub

BALKERLEIRE  SELIREFIER. ZUERSECMABBIRELNS —ELE , &SR
BIAE AWS B B HEAR

Snowball Edge £/ Amazon S3 EFErBBRFEFMEELE LHER,
f7HY S3 TR

1. BERX AWS OpsHub FEAER.,
2. TE&RIRIREY Manage file storage (EEERRAEFR) BERY , B#IZF Get started (AR FER).

MREHNEECHER Amazon S3 EEEFIEITE  CASHREERIYAREEENRETEE
B, ERENYEFEFERL , SUUEEEERETENFMAET.

(® Note
MRKEREA NFS EmFIRTEN |, RIRENMA NFS RE# , @ FrREBaeHR
EHEMERTS. MELA NFS RENFMEN , F28 £/H B2 NFS RE AWS
OpsHub,

EE S3 #F 117
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File & object storage

Use Amazon 53 to manage fles and objects staned on your devioe, Add fles te the device so they can be

accessed logally. For Impsort jobs, the fles will be trarsferred 1o AWS wiven the device is sent badk.

Resources

Storage avallable
92585 GB avallable of 925.55 GB

EEL

(£} Select 3 bucket below to start ranstering Ales o your device,

Buckets (7]

Q

Eucket namsa
show-cutput

swi-bucker-a
swb-bucker-b
swh-bucket-c
swh-bucet-d
awh-bucket-e

swih-bucker-1

F /A BERLEES Amazon S3 128 AWS OpsHub

HEER

Date created

Mon, 12 Oct 2009 1050050 GMT

Mon, 12 0ot 2008 17:50:30 GMT

Mon, 12 0on 2000 1750030 GMT

Mon, 12 0ot 20083 17,5030 GMT

Mon, 12 Ot 2008 17050050 GMT

Mon, 12 008 2009 1750030 GMT

Mon, 12 0on 2009 175030 GMT

1. HEBEFRMRM Manage file storage (ERERETR) BT |, EIF Get started (AHRFEA). MRE
WEELH Amazon S3 REFIE , EMEHRERRRATFEE LNRFITRERD., EAUER
HitEESERZFIRNFERENR,

2. RELELBERNFRERE,

3. BEELE ARBELEER  IRERERIIRETE K AREFHEE,

B S3 fRTFE
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File & object storage: swb-bucket-a

Objects (0) |
. c | T
Upload files
2 Uplpad folder
Haimie Last uploaded Shze
Mo objects
Youl don't have any abjects in this budket
@ Note

EEERANER , SR LUEA Amazon S3 R 9 B EEIhEE AWS CLI, IFER

E S3CLI BREMFMEN , 5520 CLIS3 {HAE, MEPREBNFMET , BFSH
{Amazon Simple Storage Service EF&ER) P D& L EHEH

AWS OpsHub X #EFH AR E R L EHE B E| Snowball Edge, MNRERI R K/NIEE
K, OpsHub FE— LB BIER/E R KIBIE, & OpsHub EEBEEERMER K
B, T2EREEBHES, T8, —BELEEFBR , REEREEBRES,

£/ & Amazon S3 EZFHE TH:EZR AWS OpsHub

METHER

1. HEBEFRMRH Manage file storage (ERERFEFR) BT |, EIZ Get started (FAKRFEA), MRE
WEELE SSRETHE , cMELREERAETFEELNRETRBRERY, ZANEERLES
BEREFETENFEMRER.

2. BELETEERNRERETRE  ARABELEITENER. BE-IZEER.

File & object storage: swh-bucket-a

Objects (1) r ) )
S c Attlens a m
Delate
Q Downlaad file 1
Mame Last uploaded Size
[ cutputixe Fri, 17 Feb 2023 192005 GMT 2356

3. 7t Actions (BiF) BEH , i##ZE Download (T #).
4, BEETEERNME , ARIBIE OK (BE).
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https://docs.aws.amazon.com/cli/latest/topic/s3-config.html
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£ H #%t Amazon S3 77 B MIBRIEZR AWS OpsHub

MBEHETFTBEEE X, UK Amazon S3 FEEFEFESRIKRTE.
EEMBRER

1. EBRIRH Manage file storage (EEERFEFER) BB , 1EIE Get started (BAIREMA). MRE
WEEE L H Amazon S3 7T , eMEHREERREFEN LNRETRBERY, BAMUEER
HitEESERFIBNFAENA,

2. EBELEMBRERNRRHEEIE K ARIEZLEMBRNER,
3. TEREThEER L |, BIZEMER,
4. TEHBHOYEEEFRS | BE Confirm delete (FEFEMIBR)o

FF & NFS S E AWS OpsHub

ERPEBERRR (NFS) REMER LEZE Snowball Edge , AR ERAMRFIEXERK —K.
ERERENNATEZEZNER , RAGUEREXRRKNIIE , fINERER, ERIER , SH
fEEFALERENEINEE, RELHNEE S3 REFEBBTLUES NFS N EHRIER , B TUHE
LERER, NFS REAHAREAMER,

IR Snowball Edge HREREATERIUBRENTHERTESE , BUUEA NFS TH. MREE
KREREASE NFS MHE , 55 S3 Edge LK S3 B S = Amazon S3 AR ERRERER, W
£ S3 EEBRNHMEN , BF2H FA B Amazon S3 EEEEH#F AWS OpsHub, #E Snowball
Edge £ Amazon S3 HHERFRMNFMEF , F28 £ £ Snowball Edge 3% E Amazon S3 #&
7% AWS OpsHub,

FREhEE | NFS E2FH 1 GB icE8M 1 @ CPU, ETRERRHI7E Snowball Edge E#11TH E fb iR
BEE  RALBITH EC2-compatible R {TEEEHE,

EIB NFS AHEEHNERTSEER PN, 3RE NFS REE , B LUE# CIDR [EHR , Snowball
Edge E€R&IAFIHEMEIM NFS 2H , HF S8 L ERPAtit,

HELFNEZSEELOE BFEHZ Amazon S3 AWS, MEFMENR |, F2EEEHEE A Amazon
S35,

MFREEREERRMER NFS WFMAER , F2EERRBEN

£/ NFS SREE , FBRCE T HIFHEER,
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« NFS RHRBEHRAKFEEFTE  AREELNERREE. SREAEE  TeR8AUREETRTINE

¥IE A Amazon S3,

- HERABME Snowball Edge LA # S3 BTN H SR, SBEABE —RFIH Unicode

Fr, HUTF-8 mBRE&Z A 1, 024 Efztil. RMEBESE LR NFSv4.1 |, A EH
Unicode UTF-8 iRiR1ER B , LUEARMIIEAER., KU UTF-8 RIBNERBB RIS LEE
S3, HEMRELER S3, HEEA/TRANERERE , EREURNEERR NFS R,

- FREEERECHRE LR/IRK 1024 B=FT,. Snowball Edge TXE KRR 1024 {E=F THIHEREK

B, BEBHERBRERESEIEREAER,.

- WEHMEA , 528 (Amazon Simple Storage Service FHERE) PHWYHESE,
- B NFS B {EHy | 2% POSIX KX P EERFTLHE Snowball Edge EEA Amazon S3 KT8 ZEY)

#, A, BEF D D#E R "x-amz-meta-user-agent aws-datasync" , AB&RME G EH AWS
DataSync fEAAZBEABFIF —Z 5 , LA NFS EEA Amazon S3 for Snowball Edge,

« BRI LAfEAE — Snowball Edge R EEB#WHR S AOMERER, NREFEZEE —EHPEHER 40M

1R
70N

#:,

F

BEER , FHREEER , LRLBRXEAaNERFR. HRERHEME NFS SREW S3 RHEAY
Snowball Edge & , ERIERNK/NLERE 5TB

A LAEF Snowball Edge AAF R EMEE NFS Nl , ER2HSYAME (CL) TE, MEFEE
ESEEE NFS T H.

=

* % Windows fEZE %t £ BiE) NFS AR

- £/ BEERE NFS E AWS OpsHub

- £/ FE)ERE NFS 5 E AWS OpsHub

- £ B Snowball Edge £/ NFS if 2 AWS OpsHub
- EAFWRER & NFS inE

- £/ £1E NFS FHE AWS OpsHub

£ Windows fEX£ R _LRAE NFS BRF

n

RENAFREMER Windows 10 £3€kxE, Windows 7 £ XMEXRR , FEAFIREK LE

NFS fR# , A& B AWS OpsHub AR HERE NFS,

1.
2.

ERAFPmE CRMER , BERFE  RAREEFELL,
#1E Turn Windows features on or off (B =R E8BA Windows IZh&E),
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingMetadata.html
https://docs.aws.amazon.com/snowball/latest/snowcone-guide/shared-using-nfs.html
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® Note
HEH Windows ZheE , AR ERHERNEESERAEEBNENR,

3. 7 Services for NFS (NFS B RFS) T , i#Z Client for NFS (NFS B Fil) , SREZ1Z#2 OK (7
E)o

5/ BEERE NFS SE AWS OpsHub

NFS RETA T BT Snowball Edge #RE L#1T , ALEBEERBCHEEEELRAERER, R
ER&T , Snowball Edge ®AJLURIE B BI ABERE NFS RH, EBHAILLBTERE NFS M H. 0%
AR , FF2EER FEERE NFS S HE AWS OpsHub,

1. HEBERIRK Transfer data (F#ER) EEF , 25 Enable & start (BUALBRLK). ETEFEE—W
5 88 RESERL o
File storage [ tmsbie s sar |

Network File System (NF5) Resources

2. B NFS RBEEEIR , NFS REMN IP il SRR EERIR L , EWERNEREHREEAER+
AREE,

3. EIFTE Explorer FBRK ( WWR A Windows = Linux EE£R#E ) , EEEXERKENERBERF
FRERAZ | SRS ERERZ Snowball Edge, BAILUSERMAFIREMERIA L |
G ERBHREERALEZDR, £ Windows EERETR , BNERRAEZFRRAT buckets(\
\12.123.45.679)(Z:),

® Note
 Linux fERR#EF , B8 NFS in M FERREF,
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5 FEERE NFS SE AWS OpsHub

NFS RETAR T &7 Snowball Edge #£E F#1T , A EFERBEIEERE L RAER SR, &
A LARRE7E Snowball Edge & E# /T2 EBRMBEENAE (VNI B IP bt |, WIRFERFIBRAZNF
B, AFBERE NFS M E. FEERE NFS REZ 8l , 551 Snowball Edge £ & LR EERMBEAE
(VNI), IEFMENR  F2REEHTERBNRRBERE,

& A LAFE Snowball Edge & BEIZRE NFS fiH. MBFHMEF , F2REH HHHRE NFS RE
AWS OpsHub,

1. EBRIRL Transfer data (F#ME R BERIEKE , #EIF Configure manually (FEIFZE).
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https://docs.aws.amazon.com/snowball/latest/developer-guide/network-config-ec2.html
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2. 1#{Z Enable & start (BB BIR) LABERL Start NFS (BXE) NFS) 8B, CEAERBRAEBN.
Start NFS X

Physical network interface

RJ45: 5.ni-8459d6c7273eed333 v
O Create IP address Use existing IP
(VNI) address (VNI)

IP Address assignment

DHCP v

O Restrict NFS to Allow all hosts
allowed hosts

Allowed hosts
Provide a set of CIDR blocks allowed to connect to the NFS service.

192.0.2.0/24
X
Add allowed hosts
Allow instances on this device to access NFS
Enable
Cancel

3. &I Create IP address (VNI) (B3I IP #tbiit (VNI)) =& Use existing IP address ((EFHEREH IP
#3t),
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4. MBELSBIFE IP ik (VNI) , 5512 IP i $5R5E 8 5 ¥ iR DHCP B4 IP,

/A Important

WREMER DHCP #8i% , Bl DCHP fAfRSS AIAEE ERTIER NFS SLEM IP #hut, E WAL
SEEEPENEFLEW IP it 2 B %E, MREREAFOEMEE , BAFiwmbit
8F  AZE—@ERAFWmANEbI, EHERT , AFREIEFNAH, EEBR
EREENR , FEEA DHCP REHFEE IP bk,

MREGEZEAREN IP it , FREBEENEFESRPEZERBENE,
5. IEIE LRSI NFS N EMFE , WRMHATFNRRE U [EIR |, 5 AFHER ENEMEERFER
Snowball Edge £# NFS ',

- ZERHI¥ Snowball Edge £ NFS M HEIMNEE , 58121 NFS REIA RN E#, EAFW
TR A —#0 CIDR B, MREEEAFEFHZME CIDR B , A S —HEHR, ZER
BR—iEESR  FBRETSERCBAUEN X, BEME TN ER,

® Note
WMREZEN NFS REIA AT TR | EXRIRMEAFFH CIDR [E#R , Snowball Edge &
ERFTERE NFS MHEMFE R,

- EEANER LNEMEBEIRNFS N E , FEELAFIEEH,
6. EEAIE Snowball Edge L#{THI EC2-compatible¥#{TEEEZEX NFS Ei#285 | FEiRERA,
7. i#IE Start NFS (B8 NFS). BB HREREEAN — 25 &,

/A Important
NFS T HERENEF , 5520888 Snowball Edges

REFERERRM (NFS) ERERY , NFS RENRESERAERD. LFEHHN IP ik |
RSN HHBARFREM EAARERTRE,
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£ & Snowball Edge L NFS i # AWS OpsHub

Snowball Edge L& {@ S3 fEFErRBERTARE , WHIEHEREH, BB NFS REE , #HBiR
BOAEREHIIRE IR RREEHER, AREHE—ARY. EEHRTEANKEY , FEH
BB BIAY iR 2

B E i R
1. EHEREERS , #ITTIHHEP —EBERZERS

- EEFERIEMVT  BASHHFoRETEEE  UHEEE LAANGRREE , AREZER
Bho

- BREEHERCEERHEN R,
2. BIEHE NFS %2, Snowball Edge €# &% B AR,

il AR

1. EHERCERYF , BEEEHHNIRE,
2. BIEZEHHIKE, Snowball Edge EHEH IS L BEEHFMEMH,

(® Note
HERR 2 , FREERSREMERENIFHERIIH B,

ERAFIRERE L8 NFS im#

BB NFS NELHHIREE  FHRRHRAAFREM LN RRETR,

1. HEHEERECH  EEEHSRENERE TR, THRIREE  SHEDEWEERKES,
2. BAT 2 Windows. Linux #l macOS fE¥£ RN FARBHED T,

 Windows :

mount -o nolock rsize=128 wsize=128 mtype=hard nfs-interface-ip-address:/
buckets/BucketName *
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e Linux :

mount -t nfs nfs-intexface-ip-address:/buckets/BucketName mount_point

* macOS :

mount -t nfs -o vers=3,rsize=131072,wsize=131072,nolocks,hard,retrans=2 nfs-
interface-ip-address:/buckets/$bucketname mount_point

5 /5=1£ NFS S HE AWS OpsHub

4

BEIRTE A ERE@E Snowball Edge #£i& FH NFS RESH P ERERE , BELEXAE.

1. REBRIERE Services (RFE) , RERIFEIZ File Storage (FBRREF)-

2. ¥ File Storage (& #1F) HE L , ;&2 Disable data transfer (5 & ¥{E#), NFS izZEEE
Z2oETEREBRREX.

FH EREIZEE AWS OpsHub

SEREBT YIS ERER AWS OpsHub E#TEE Snow £ &,

/A Important
EEFRBZEEZH  BERCEEEELNFEED. ENMMBEESEFLITHTE
B, WHETEEE LM Amazon S3 BIFIFENEAE A,

ENRBEE

1. £ AWS OpsHub &R L , EEETSRENEE. RAREEREURMEEFHENAEE,
2. EREEERYER K ARZBEEFRE. BEALRAFTLR.
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Edit device alias Check for updates Downlzad access keys Device Power &

Ribaot
Device information Shubdowm
Dwdice ID Device type Total HOD storage
1p- 52-41-78-72-22-05-07-19- Snowball Edge B4R
58
State Network IP addresses Total 550 stoeage
Unlgeked 192020 63578

3. GEYREART , BEENME. ENKESRBEMRKE.

Reboot device X

(@ We highly recommend that you suspend all activity on the device before you
restart the device.

Restarting a device stops running instances, interrupts any writing to Amazon S3
buckets on the device, and stops any write operations from the file interface without
clearing the cache.

EREBRMNN , LCD EEEERAR  BHKRELEEREM,
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Snowball Edge

Snowball Edge

Shutting down, please wait.

»
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FH EERERE AWS OpsHub

BRI VB RER  MEAEERRRELISERFENEAER., £H K AWS OpsHub , A LAFESE
REE IP i, MEBNERATEERBREEHER , BRHEREUMRER,

B AT LAEA Snowball Edge A FinFERFE R ER. FS B E Snowball Edge A FinHYEEERE

|.

Xa

BMERERE

1. EAMMBRESNEE , WRE PWEREAFER ##E Snowball Edge #Z£ & AWS OpsHub,
2. BREEDRIUIRE Save profile name (FFREEBZRE).

£/ BRAZEE AWS OpsHub

KB T YIS ERER BB AWS OpsHub Snow £ &,

/A Important

MIERCTHEAEECHEFHEE LWMEEE., BERAEESEFLEITHTEE K YFES
AZEE K Amazon S3 ffE1ZETEE,

EAFREE
1. £ AWS OpsHub &Rl L , £ RETSHRENEE., AR EZREURAMEEFHEFEMR.

ccccccccccccccc

Rebot

3. HEYFREAHAT , BEEM. ENRERKBEM,
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https://docs.aws.amazon.com/snowball/latest/developer-guide/using-client-commands.html#client-configuration
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Shutdown device X

@ We highly recommend that you suspend all activity on the device before you
shutdown the device.

Shutting down a device stops running instances, interrupts any writing to Amazon 53
buckets on the device, and stops any write operations from the file interface without
clearing the cache.

EREEME , LCD EEEERALS  BHRELEEBM,

FMEE
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Snowball Edge

Snowball Edge

Shutting down, please wait.

»
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£ fmEEEERIE AWS OpsHub
FERELSBRMER RELENEEFIE AWS OpsHub,

Mg B AR

1. 12 AWS OpsHub &Rk Lt , EEETSHKENRE, BEEERMREFHEATRANEE.
2. iZ#Z Edit device alias ({migZE %EU%)FQO

3. 1£ Device alias (EERIB) F , MAF BB , RERI1EFE Save alias (EFAIR).
Edit device alias X

Enter a device alias to more easily identify Snowball devices.

Device alias

£ OpsHub BEIENELEBRH

BAILUER HTTPS BIAR ERHE LA B S FH , KL B Snowball Edge &= Snowball

Edge #EHE L#1T AWS WIRE BB, B LIERA HTTPS BAABESE AWS IRIEES , Hitn
IAM, Amazon EC2, S3 #E#225, Snowball Edge £#) Amazon S3 HHA . Amazon EC2
Systems Manager #l AWS STS Snowball Edge &, IR R EEEE L AFEE—RF¥ , mMAT
HEETFNEMEBELE, — B Snowball Edge EEEE BB W HFHERE , BRI LUERA Snowball
Edge AF WS RINE, EEFMBRER.

Snowball Edge #ESER4E THIEHRELRE .

- Snowball Edge B # & 5 X ERETE,

- MEREER (FH delete-certificatem B HBHIBFE) , Snowball Edge £ B = £ 2R RIE
E AWS OpsHub,
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 Snowball Edge #EREE ST BRE B R EMAE WL EREE,

BEELAHBRK K BEREBTEAN. BREELZAR—FRAEXN

& A LAEA Snowball Edge AFmREBE LA TREBE. MFFMER  F2HEEELEERE
=

Az o

3]
« M OpsHub THAE BB
« £/ OpsHub BN E i BH

£ OpsHub TELAE R EFE
BRI LERRN B SRER THIEENWEK,

1. £ AWS OpsHub &R L , £ RETSKENEE, REEFMEEFAEARANEE,
2. EREFMENEEY  REETEBRERE, (MgERP  EETHARE.

3. UWREHERE-—ERE , SUUEEFHEETHNERER  RARBREFERLETHNNVE. B
£ 3 LN

£ OpsHub BN E TR BE

EBHLAESREBRCH , BELLFTAHEE Snowball Edge £ B E R EEH , X EF LT MEEHITH
EC2-compatible, MFBFHMEF , FSRAIEE P IF LE Amazon EC2-compatible# 4T {E#E .

1. £ AWS OpsHub &R L , £ RETSKENEE, REEFMEEFAEARANEE,
2. EREFMENEEY  REETEBRERE, (RMgRP  EFENEE.

3. EBHNEBERED , RenewEHMM I A , AREEEWN. Snowball Edge EEEMBRBEENL
ELBEE  YEMRBEEREE,
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Renew certificate X

The following certificate will be deleted:

arn:aws:snowball-device:::certificate/example

Stop all activity on the Snow device or cluster before proceeding.
Clicking Renew will automatically reboot all devices attached to this
certificate and terminate any ongoing data transfers and other running
processes. A new certificate will be generated when you unlock the device
or cluster after it reboots.

To confirm, enter Renew in the field and then choose Renew

Cancel Renew

HY 18 Snowball Edge HYE T

BULMERENEN , YZREM. RE

EHEE
BB TS BRER AWS OpsHub REFHEM Snow HiE,
EHEE

1. 71£ AWS OpsHub E&RIR L , ERETSHRENEE, BEEMREEFHEATEANEE,
2. iZIZE Check for updates (REE #) R5IER.
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Check for updates (MEEH) EESHEREE L HINWEKBIRAE , URSEMPVRBRE (MREH
I

Check for updates X

Device software version: 100

Latest software version: NA

Download update

3. WMRBEHN K FRETHEHH. T8, EE Close (BFH).

E ¥ AWS OpsHub FERRET

BE REEMABEERH AWS OpsHub

1. £ AWS OpsHub &R L , BERHFERE.
2. HREFHESIER.
3. MFECEDNRABDHEN. ARSHABEBERN.

* Updates

Autocmatic updates

#.utmamlupdal.esrenabed
MRFZBIEA BEBER , EGEEEIE AWS OpsHub fE AR &R,

FH BELENEEEI AWS OpsHub

& LAMEF AWS OpsHub R B B1{L &1 Snowball Edge LEEHITHIREER., BB EBRE
BHTEURBETERLATHEE , SINEFRREBER MRS, L8 Amazon EC2-compatible
BITERSE, SRENBBICXHTREMBTRETE , YAXEH AWS ERBTIRME, BB
E—#% IT THERRE.
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® Note

BEETXEBHRTES
EEFERMER , BB LRBE Amazon EC2 Systems Manager R#5. MEFMEN
Snowball Edge LR Snowball Edge #£EE &,

3
¢
a1
Bt

&

- A B HEEEHE AWS OpsHub

- E PRBEBHEHEEFR AWS OpsHub
- £ P MIBRER AWS OpsHub

F A 23 MRBEEH AWS OpsHub

ELRVAKE  BRUEEEBEANTHNERER  RERHER M , EFESRITEBNET.
FRXHE YAML = JSON X, A% , ZAUAEREHSENSE , XBHBEK,

BIAEHR

1. EBERIRH Launch tasks (RENEH) EEH , iB1E Get started (BIZAEA) LABIRK Tasks (£#) B
H, MRECENTHK , EMFHBRE Tasks (%) TH.

2. #IZ Create task (B3I F%) WIRHBETHKHFHER,

3. ¥M Name (BH) , MATHENE—ER,

® Tip
ERREXEANAIF 128 BFT2EB. BRFERTA a-z. A-Z, 0-9, .. _H -,

4. BHa]LUERER Target type-optional (B EEE-EH) FEFRIEZEEEEE, SRERENTER
WERER,

Flan | BATEA/AWS : :EC2: : Instancels & I FTE Amazon EC2-compatible®l 1T {E 8 £ 3
17/, SEMEERER L3117,

5. ERBERD , #IZE YAML = JSON , WIREHTEKNIESE, EEMERE , YAML 5
JSON ¥, MEFH , B2 PV EFKEH AWS OpsHub,

6. EERVY, ZELBUNTES LR Tasks (%) EE L.
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https://docs.aws.amazon.com/snowball/latest/developer-guide/aws-sdm.html#enable-sdm
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IR ER

1. EERRHW Launch tasks (REMETR) B |, 1B1F Get started (BREA) LABHIRL Tasks () B
H, BHNEHEHIBE Tasks ((EH%) T A,

2. BESNEKELABR Start task (BRETR) EE.
3. i#$F Simple execution (IE#1T) £ B ZE L#H1T,

22 Rate control (RE 24 MEZEEEZELZLHT , WERWTMERMEFE, HRAL®RE
& A LATE Rate control (ER124]) EEFARMENAN B EMEREREEA.

4. REXIENWASE , RERIRIE Start taks (BFBEH).
FXKHREE S Pending (1FE) , MEEKCIERZITE , 88F A Success (FKIh).

Y {E R &5l AWS OpsHub
THEHlEEHEE B Amazon EC2-compatible#{TE#E., ©EEMEBASZE : endpoint A

instance ID,

YAML 545l

description: Restart EC2 instance
schemaVersion: '0.3'
parameters:
Endpoint:
type: String
description: (Required) EC2 Service Endpoint URL
Id:
type: String
description: (Required) Instance Id
mainSteps:
- name: restartInstance
action: aws:executeScript
description: Restart EC2 instance step
inputs:
Runtime: python3.7
Handler: restart_instance
InputPayload:
Endpoint: "{{ Endpoint }}"
Id: "{{ 1d }}"

TimeoutSeconds: 30
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Script: |-
import boto3
import time
def restart_instance(payload, context):
ec2_endpoint = payload['Endpoint']
instance_id = payload['Id']
ec2 = boto3.resource('ec2', endpoint_url=ec2_endpoint)
instance = ec2.Instance(instance_id)
if instance.state['Name'] != 'stopped':
instance.stop()
instance.wait_until_stopped()
instance.start()
instance.wait_until_running()
return {'InstanceState': instance.state}

JSON #if5l
{
"description" : "Restart EC2 instance",
"schemaVersion" : "0.3",
"parameters" : {
"Endpoint" : {
"type" : "String",
"description" : "(Required) EC2 Service Endpoint URL"
},
"Id" : {
"type" : "String",
"description" : "(Required) Instance Id"
}
b
"mainSteps" : [ {
"name" : "restartInstance",
"action" : "aws:executeScript",
"description" : "Restart EC2 instance step",
"inputs" : {
"Runtime" : "python3.7",
"Handler" : "restart_instance",
"InputPayload" : {
"Endpoint" : "{{ Endpoint }}",
"Id" . "{{ Id }}"
},
"TimeoutSeconds" : 30,
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"Script" : "import boto3\nimport time\ndef restart_instance(payload, context):\n

ec2_endpoint = payload['Endpoint']\n instance_id = payload['Id']\n
ec2 = boto3.resource('ec2', endpoint_url=ec2_endpoint)\n

instance = ec2.Instance(instance_id)\n

if instance.state['Name'] != 'stopped':\n

instance.stop()\n

instance.wait_until_stopped()\n

instance.start()\n

instance.wait_until_running()\n

return {'InstanceState': instance.statel}"

i PRRKREBHFFEESH AWS OpsHub

LU BREEEBNFRER , SIS TERRNRANSH
EERAEBNFRER

1. TEBERWRH Launch tasks (RAENMER) [BEH |, i#E Get started (BB ) LABIRK Tasks ((£#) &E
[i:18
2. £ Tasks ({F%) EE L , HHE W BBLESEFHEANTE,

3. IEIE View details (RRFMEN) , ARBEHP—BARSIEBUEFFHFHRENR. 6
|, Parameters (28) Z5|EBERFTRETHETRNRASE,

£ R MBREFF AWS OpsHub

KR T 55 B RS R
MR AE T

1. TEBRWRH Launch tasks (RAENMER) [BEH |, i#E Get started (BB ER) LABIRK Tasks ((£#) &E
[i:18

2. RHUEEMRAVER. BEEHK , RREE Delete (MER)o
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B SRELKER NTP BFEEAREE AWS OpsHub

AR R T 5l B ERAR AR M SE 7 AR AY 5% B 4 R B VR L B 1) ) R 2R B 25 R

BERBERIR

1.
2.

£ AWS OpsHub R L , £ KRETSKRENKE, BEEERMEREFAEARANEKE,
LEERBRRERERT K FIENKEE AP RKENFERFEE.

B ) SRR B R R R U (B B R

otk RRREIRIRAY DNS & H/IP thik
. REE : HBREZGENRZEN B GERAMREE | F 5 EAARAREE
- Bl : BRREXREREBARELSEE
- COMBINED : BB RIRE B s RIRES
- HERR - RRRIRIRH S OORE A HERR
- LOST : ERERRMNERDIEX
o FEEAMY  BERNEBERE , EPEHEEZRAARHERIEEMAK

- FHE . @ERFEBAHE (NTP) KR AR AREFIEE, F£HETLUER update-time-
serverin TR EMRE , MEERRFREEAEBEBEPWEM Snowball Edge FEEBERRE , I
EESHBRHEEEERE,

« D8 RRND B, B8 1 KRAEAARERSEZREN R, FLE Stratum 1 REWKIFS
RER Stratum 2, BFESE 2 KENRRERERDE 3, LM,

55 5 B 15 ] AR 25

w0 N

£ AWS OpsHub R L , £ KRETSKRENKE, BEEERMEREFMEARANEKE,
LeaERBRRERRT  FILEHE AP RKENKERFEE,

1B 1E B SOR & ek Y SE R B B A AR 2R

RUEGHFERERSKHENFKEMREEN DNS BB IP #hit , RARBEFEH,
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Update time servers

Update time servers on JID-206843500001-52-41-78-72-22-06-07-19-58

rverriding Existing Settings
Updating the time servers will gvisrride existing time server settings.

XEN NTP £iEHE MER A

eeeeee

NTP T EAREMSE 2 RAFNEERERE, T8 , 88 77 lRNEHMAHR Snowball Edge 58

SMFEFMEERERAUXENTP, EERERBEMANTP,

describe-time-sources,

s&{# A Snowball Edge CLI &85

RELKEMN NTP BB MR
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REFBEA Snowball Edge A F i

Snowball Edge AAF 2 M w57 E (CL) TE AWS , AR Snowball Edge =% Snowball Edge
BE, BULFEH AFIRRAAHE Snowball Edge SEB#EE, FXE Snowball Edge, EH£E LREF
ZIERTE , URAREEE@®E R, Snowball Edge A FimEE Linux, macOS Hl Windows fE¥ R Lt
BT EKES,

&

« TEIZ%E Snowball Edge F Fif

« X% Snowball Edge F B kIR ERE

« £ Snowball Edge F FimhR4s

 HY{8 Snowball Edge & A E X!

 7£ Snowball Edge Lt B{E BR#E

+ 7£ Snowball Edge L= 1t BRI

+ 1% Snowball Edge ¥R & B &%

« ##R Snowball Edge HJAREE

» 7£ Snowball Edge E#17 2 BRFEHY#R IEARRE
« ##R Snowball Edge ZhBERYAREE

+ ER7E Snowball Edge K9 B & {a] iR 25

- 118 QR B LAERH Snowball Edge NFC 2%
« EH MTU X0

T &I %% Snowball Edge A F i

& T LATE AWS Snowball 32#% &R T8 Snowball Edge A F K, EZEME L , SO URIEERK
ZREH,

BRBETIERLZENMREMF iR,

Linux

(® Note
RE 64 It Linux B{THRA X & Snowball Edge F F i,

T# %4 Snowball Edge f B 143
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1. fEB#E snowball-client-linux.tar.gz &%, ©€E3 /snowball-client-linux-
build_number/binEXKEHE , W EXERHEUER,

2. BT TS TRREERK.

chmod u+x snowball-client-1linux-build_number/bin/snowballEdge

chmod u+x snowball-client-linux-build_number/jre/bin/java

3. # /snowball-client-1linux-build_number/bin¥ii8@ EEERFKEN SPATH RESH |
1EMT B 8%311T Snowball Edge A Fimmn T, MEFMEN , B2REEEERKY shell Y
Xt

macOS

1. f#B#E snowball-client-mac.tar.gz R, ©8#I/snowball-client-linux-
build_number/bin& R REHE , W KEMBEUEZR.

2. BITTIWTRREER K,

chmod u+x snowball-client-mac-build_number/bin/snowballEdge

chmod u+x snowball-client-mac-build_number/jre/bin/java

3. #8 /snowball-client-mac-build_number/bin¥Ti8 EEERHKEN SPATH IRESE |, UL
#AE{T B #3117 Snowball Edge AAF iRt ©. MEFHMEN , B2REEEERAR shell 1Y
X

T &I %8 Snowball Edge f Fiff 144
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Windows

M FimE %A Microsoft REBLZEREN (MSI) ER., BB ER , YRBREBBETHRETRE, &
KRAFim& SR REAEFATE  MEFEAENER.

#%TE Snowball Edge i FimfIERERE

BIR#T Snowball Edge AFmMN SR , EHFRMUEFSTERR. MEHBM Snowball Edge B9 IP
thit, BAILAKNA configurem TRFHEFFTERENBRR., 29 BF THFER , URBARE
ERim 2 (Snowball Edge B IP thiik ) , MARESRHTHCRREMHEELER, HE2E , BN
£/ Snowball Edge AFiwtn T , MAXFHABEWTRMABLE K FEREW ST EEREESR
7, 8’7 Snowball Edge AFRz % , EAE LM F JSON &R FHEE home directory/.aws/
snowball/config/snowball-edge.config, MEEENRECREAATEEIMER,

/A Important

AT AT A FF ER AR REAE R A9 A BB AT BA7ZEX Snowball Edge R EEE LW E R, EEUERNAE
BiErREHRENEP—EEESE,

B LAEA R AWS OpsHub I FRERE. £ PEIEERE AWS OpsHub ATEE Snowball Edge
BAEImEEMER , M PRIMWERERE AWS OpsHub A8 Snowball Edge Fi Fim#EELEA, MEFH
MEN , F2REEERERE,

I.
111}

BYMERER

1. EEERFENGSHRAETEA ©5. profile-name Z2EMWERRERENEE, BRKIEEH
1T Snowball Edge Al Fimtn SRR,

snowballEdge configure --profile profile-name

2. Snowball Edge AAFimigiR "G ABESH ., HRETE , @ ALIRZFN Snowball Edge W&
Ao

FX7E Snowball Edge F Pk R ERE 145


https://docs.aws.amazon.com/snowball/latest/developer-guide/manage-device.html#manage-profile
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® Note

endpoint ZEHE R Snowball Edge 9 IP #h3lt , FE A https://. BALEREBIE
M LCD &% E# 2l Snowball Edge #£E#Y IP i,

Example configure &5+ #Y & H

Configuration will stored at home directory\.aws\snowball\config\snowball-
edge.config

Snowball Edge Manifest Path: /Path/to/manifest/file

Unlock Code: 29 character unlock code

Default Endpoint: https://192.0.2.0

Snowball Edge AFHEREEATERRNBHBTEES LR, MRTHEHYTF K wSEFL , T2E
UREE. REREHBNEABZERR , ARBRHIT 5.

EEMH HIRE  BEGDEE--profile profile-nameZMEMA o

MREERLEBILA Snowball Edge , B LA A8 E Snowball Edge BIREE, FEEVLS —E
HRERE , BEXHIT configuredm® , B prameter --profile RHEFRMWE , WiRHS —EEEMN
E#.

Example /5] snowball-edge.config iEX

WEHBEREE =R EENERERE : SnowDevice2profile, SnowDevicelprofile#
SnowDevice3profile,

{"version":1,"profiles":
{
"SnowDevicelprofile":
{
"name":"SnowDevicelprofile",
"jobId":"JID12345678-136f-45b4-b5c2-847db8adc749",
"unlockCode" :"db223-12345-dbe46-44557-c7cc2",
"manifestPath":"C:\\Users\\Administrator\\.aws\\ops-hub\\manifest\
\JID12345678-136f-45b4-b5c2-847db8adc749_manifest-1670622989203.bin",
"defaultEndpoint":"https://10.16.0.1",

FX7E Snowball Edge F Pk R ERE 146
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Hkk

"isCluster":false,
"devicelIps":[]
},
.
"SnowDevice2profile":
{
"name":"SnowDevice2profile",
"jobId":"JID12345678-fdb2-436a-a4ff-7c510declbae",
"unlockCode" :"b893b-54321-0f65c-6c5el1-7f748",

"manifestPath":"C:\\Users\\Administrator\\.aws\\ops-hub\\manifest\\JID12345678-

fdb2-436a-a4ff-7c510declbae_manifest-1670623746908.bin",

"defaultEndpoint":"https://10.16.0.2",
"isCluster":false,
"devicelps":[]

},

"SnowDevice3profile":

{
"name":"SnowDevice3profile",
"jobId":"JID12345678-c384-4a5e-becd-ab5f38888463",
"unlockCode":"64c89-13524-4d054-13d93-c1b80",

"manifestPath":"C:\\Users\\Administrator\\.aws\\ops-hub\\manifest\\JID12345678-

c384-4a5e-becd-ab5f38888463_manifest-1670623999136.bin",
"defaultEndpoint":"https://10.16.0.3",
"isCluster":false,
"devicelps":[]

ERMERMRERERE , FENFREFRTREREEER,

R ERNE
1. EXFHREETF , snowball-edge.config#t BB home directory\.aws\snowball
\config.
(® Note

AEESNRECREAANFEFN REMMNBALESE

2. HBAERFEER. flin , EESFHENEEHEBEAN Snowball Edge IP thik |

¥defaultEndpointIEH,

%ﬁiﬁ

FX7E Snowball Edge F Pk R ERE

147



AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

3. RELEMER.

il BR A% E AR

1. FEHAXZF{RES , snowball-edge.configft BEX home directory\.aws\snowball
\config,

@ Note
ARELHNRECREAAEFN RFNMBEALESR,

2. MBRESREEBBHT. REESBOIRANKER , URELFERPHAR,
3. BELEEEE.
£ Snowball Edge A F iR

M version®m$SR&EHF Snowball Edge &5 %52 E (CLI) A BiwH R,

A&
snowballEdge version

0 5%

Snowball Edge client version: 1.2.0 Build 661

HY1S§ Snowball Edge #9%& A& ¥}

£ snowballEdge list-access-keys#l snowballEdge get-secret-access-key@m® ,
& LAELE Snowball Edge AWS 1RF £ #) BEEBEFAENEAER, BAUFHSLEEAER R
31 AWS ldentity and Access Management (IAM £ %& ) MA® , UREERESEH AWS CLI = &
AWS SDK BB FEIRMEER, BEEAER R FE Snowball Edge W {EBI{EIEHRE | M B&ERAEE
KREFRERELFEA, RKEE FREMEM IAM FFA AWS Ei,

2% Snowball Edge F BifARA 128
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® Note

WMREEH AWS CLI #E Snowball Edge , RIABEEERE CLI BEAESLEAER, MEHX
E BEAERRIEEEER AWS CLI , 552BIAWS Command Line Interface  fEA&IEFE) F
KIEZE AWS CLI,

2

A& (&EH Snowball Edge A F % )

Ll

snowballEdge list-access-keys

Example i tH
{
"AccessKeyIds" : [ "AKIAIOSFODNN7EXAMPLE" ]
}
B& (3%EHM Snowball Edge A Fi )

snowballEdge get-secret-access-key --access-key-id Access Key

Example & H

[snowballEdge]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

£ Snowball Edge BB RS

Snowball Edge #REXEZE . HHPIHEEHTEER. BEERKK (NFS) T E. Snowball
Edge #£EE® , LAK& AWS loT Greengrass, Amazon S3 B85 R#. Amazon EC2 1 IAM FE5%
ARE) AWS STS , EEEE LS EFHRE ., FiB , NFS FE Snowball Edge Device Management
AWS loT Greengrass AILUEIBEE start-servicem S EAERK ID REkE, ZEERESSERE
AR ID , BAILAERA list-services %,

—\l.

EEHTHGTE , FARVE-ERRARAEAREEELEEREBNERE. NEFHMBENA , F28
Snowball Edge £33 fEH A5 R H o

t

1£ Snowball Edge ERXEHBR % 149


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html#cli-quick-configuration
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snowballEdge start-service --service-id service_id --virtual-network-interface-
arns virtual-network-interface-arn --profile profile-name

Example start-service S HVE H

Starting the AWS service on your Snowball Edge. You can determine the status of the AWS
service using the describe-service command.

#£ Snowball Edge L{=1EBR#E

= E{F1E7E Snowball Edge L#1THIARTE , B LAEH stop-serviced®,

Amazon S3 28, Amazon EC2 AWS STSH IAM RIS &£ = 1k,

/A Warning

MRPEERRFE (NFS) REERRENEFTERNBETAREZHFL , AR RLEERIE
Ko MFEMEA NFS RIEHFMER , 552 £ Snowball Edge EE#E NFS M H,

@ Note

£ Snowball Edge fR# L5 1B Amazon S3 AR , EFAFENTEREEEREE L S3
FEErREPNER., BXEE Snowball Edge £# Amazon S3 AR , 2EREFH., ¥

MA7E Snowball Edge £/ Amazon S3 AR FRUAMEE , R Snowball Edge & ER

BERBRE®E, F2RAERPHEEE Snowball Edge.

snowballEdge stop-service --service-id service_id --profile profile-name

Example stop-service @H R H

Stopping the AWS service on your Snowball Edge. You can determine the status of the AWS
service using the describe-service command.

1£ Snowball Edge EfZ1-AR#E 150
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#£ Snowball Edge # R A T 2 B &

ERERNIBMBERFOM Snowball Edge 2 EIEWMERE , SHBEL AR, MREKERERE
KEMEBIRBNER , BUUERNTHS , K BFEEIAFEIRRARSR,

B-EHEAFHEENG T

» list-logs - M@ JSON BRM BFEE. BFESREAFHRN (MU BEAEN). BFH
ARN,. BFERBRT ID , AR BEREE,

ik
snowballEdge list-logs --profile profile-name

Example 1ist-logs &Y% H

{
"Logs" : [ {
"LogArn" : "arn:aws:snowball-device:::log/s3-storage-JIEXAMPLE2f-1234-4953-a7c4-
dfEXAMPLE70Q9",
"LogType" : "SUPPORT",
"ServiceId" : "s3",
"EstimatedSizeBytes" : 53132614
3, {
"LogArn" : "arn:aws:snowball-device:::log/fileinterface-JIDEXAMPLEf-1234-4953-
a7c4-dfEXAMPLE70Q9",
"LogType" : "CUSTOMER",
"ServiceId" : "fileinterface",
"EstimatedSizeBytes" : 4446
1]
}

- get-log- 4 EH EfE’JE Z4¢ Snowball Edge THEIBIEENBE LWEE, CUSTOMER =3
B .zip BX@EE , MG UEEEEAFGUREERS. SUPPORTHFEME , MBXREEH &
WAWSigo@TM&EEnEEH%W%ﬁﬂ%@O

R&

snowballEdge get-log --log-arn arn:aws:snowball-device:::log/fileinterface-
JIDEXAMPLEf-1234-4953-a7c4-dfEXAMPLE709 --profile profile-name
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Example get-log & A& H

Logs are being saved to download/path/snowball-edge-logs-1515EXAMPLE88.bin

* get-support-logs - #% Snowball Edge H i ESUPPORTEE! H 55 H &4 T | El 18 E B% T H AR
%

A&

snowballEdge get-support-logs --profile profile-name

Example get-support-logs @5 H

Logs are being saved to download/path/snowball-edge-logs-1515716135711.bin

/A Important

CUSTOMER HE TR B EREAC 2ERNBRENR. ATRBWEBEHBENR , HFIRZ
BE-BREEL BFNEERMEREM,

48 Snowball Edge HIARAE
A LA describe-devicednH R ¥ E Snowball Edge YR BER — MEEAR R,

snowballEdge describe-device --profile profile-name

Example describe-device S EVE H

{
"DeviceId": "JID-EXAMPLE12345-123-456-7-890",

"UnlockStatus": {
"State": "UNLOCKED"
.
"ActiveNetworkInterface": {
"IpAddress": "192.0.2.0"
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},
"PhysicalNetworkInterfaces": [
{
"PhysicalNetworkInterfaceId": "s.ni-EXAMPLEd9ecbf@3e3",
"PhysicalConnectorType": "RJ45",
"IpAddressAssignment": "STATIC",
"IpAddress": "0.0.0.0",
"Netmask": "0.0.0.0",
"DefaultGateway": "192.0.2.1",
"MacAddress": "EX:AM:PL:EQ:12:34"
},
{
"PhysicalNetworkInterfaceId": "s.ni-EXAMPLE4c3840068f",
"PhysicalConnectorType": "QSFP",
"IpAddressAssignment": "STATIC",
"IpAddress": "0.0.0.0",
"Netmask": "0.0.0.0",
"DefaultGateway": "192.0.2.2",
"MacAddress": "EX:AM:PL:EQ:56:78"
.
{
"PhysicalNetworkInterfaceId": "s.ni-EXAMPLEQa3a6499fd",
"PhysicalConnectorType": "SFP_PLUS",
"IpAddressAssignment": "DHCP",
"IpAddress": "192.168.1.231",
"Netmask": "255.255.255.0",
"DefaultGateway": "192.0.2.3",
"MacAddress": "EX:AM:PL:EQ:90:12"
}
]

£ Snowball Edge E#11T 2 BRFF RV LESRRE

IBALAE A describe-servicedm® , ¥ B Snowball Edge # & #1172 IRFSHIARREF — AHEE
REE, BATLALEHIT list-services v , AEFWLERKEEEHIT

e list-services

Ri&

snowballEdge list-services --profile profile-name
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Example 1list-services s HIE H

{

"Servicelds" : [ "greengrass'", "fileinterface", "s3", "ec2", "s3-snow" ]

}

* describe-service
LTS ERRENREE., BRESFEAEEDRAREFAZEERMENREEN, ELREBU TR
o
« ACTIVE - R ER#THAER,
« ACTIVATING - FRISIEERIE , BEEEFEA,
« DEACTIVATING - RR#&E1ZEARA,

« DEGRADED - ¥/ Snowball Edge £# Amazon S3 AT , WRER REETHN —NZ AR
REECEEA. Snowball Edge R# LK Amazon S3 AR EAFASHE BT , BELEXRTEHEER
EABERZAERIBRAZIRENEE , UEERENNERBRERE. F2REEAERPINES
Eisi.

« INACTIVE - BR# B i R¥1TBEEER,

A&

snowballEdge describe-service --service-id service-id --profile profile-name

Example describe-service @5 H & H

{

"ServiceId": "s3",

"Status": {
"State": "ACTIVE"

3,

"Storage": {
"TotalSpaceBytes": 99608745492480,
"FreeSpaceBytes": 99608744468480

3,

"Endpoints": [

{
"Protocol": "http",
"Port": 8080,
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"Host": "192.0.2.0"

.
{
"Protocol": "https",
"Port": 8443,
"Host": "192.0.2.0",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/6d955EXAMPLEdb71798146EXAMPLE3f0Q"
}
}

Example Snowball Edge BR##i tH £ Amazon S3 HHE®RF

describe-service %A service-id 288 s3-snow BIEMTHE@ L,

"ServiceId" : "s3-snow",
"Autostart" : false,
"Status" : {
"State" : "ACTIVE"
},
"ServiceCapacities" : [ {
"Name" : "S3 Storage",
"Unit" : "Byte",
"Used" : 640303104,
"Available" : 219571981512
} 1,
"Endpoints" : [ {
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.2.123",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a65ba817f2c5ac9683fc3bclael23456"
},
"Description" : "s3-snow bucket API endpoint",
"DeviceId" : "JID6ebd4c50-c3al-4b16-b32c-b254f9b7f2dc",
"Status" : {
"State" : "ACTIVE"
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}
[ PE
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.3.202",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a65ba817f2c5ac9683fc3bclael23456"
},
"Description" : "s3-snow object API endpoint",
"DeviceId" : "JID6ebd4c50-c3al-4b16-b32c-b254f9b7f2dc",
"Status" : {
"State" : "ACTIVE"
}
Yo &
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.3.63",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a6b5ba817f2c5ac9683fc3bclael23456"
I
"Description" : "s3-snow bucket API endpoint",
"DeviceId" : "JID2ale@deb-38b1-41f8-b904-a396c62da70d",
"Status" : {
"State" : "ACTIVE"
}
[ PE
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.2.243",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a65ba817f2c5ac9683fc3bclael23456"
},
"Description" : "s3-snow object API endpoint",
"DeviceId" : "JID2ale@deb-38b1-41f8-b904-a396c62da70d",
"Status" : {
"State" : "ACTIVE"
}
Yo &
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.2.220",
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"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a6b5ba817f2c5ac9683fc3bclael23456"
I
"Description" : "s3-snow bucket API endpoint",
"DeviceId" : "JIDcc45fa8f-b994-4ada-a821-581bc35d8645",
"Status" : {
"State" : "ACTIVE"
}
[ PE
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.2.55",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a65ba817f2c5ac9683fc3bclael23456"
},
"Description" : "s3-snow object API endpoint",
"DeviceId" : "JIDcc45fa8f-b994-4ada-a821-581bc35d8645",
"Status" : {
"State" : "ACTIVE"
}
Yo &
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.3.213",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a6b5ba817f2c5ac9683fc3bclael23456"
I
"Description" : "s3-snow bucket API endpoint",
"DevicelId" : "JID4ec68543-d974-465f-b81d-89832dd502db",
"Status" : {
"State" : "ACTIVE"
}
[ PE
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.3.144",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
ab5ba817f2c5ac9683fc3bclael23456"
},
"Description" : "s3-snow object API endpoint",
AR AR AR RS
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"DevicelId" : "JID4ec68543-d974-465f-b81d-89832dd502db",
"Status" : {
"State" : "ACTIVE"
}
3, {
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.2.143",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a6b5ba817f2c5ac9683fc3bclael23456"
.
"Description" : "s3-snow bucket API endpoint",
"DevicelId" : "JID6331b8b5-6c63-4e0l-b3ca-eab48b5628d2",
"Status" : {
"State" : "ACTIVE"
}
o Aq
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.3.224",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a65ba817f2c5ac9683fc3bclael23456"
},
"Description" : "s3-snow object API endpoint",
"DeviceId" : "JID6331b8b5-6c63-4e@l1-b3ca-eab48b5628d2",
"Status" : {
"State" : "ACTIVE"
}
11

¥ #2 Snowball Edge ZhAERY AR RE

EE5|H Snowball Edge EAJHIhBEMIARRE |, 5 describe-features@o

RemoteManagementState #§H Snowball Edge Device Management BJARRE | WEE THHEF —&

VL
RRE -

« INSTALLED_ONLY - B &g tkIhée |, BREA,

WL AR E

158
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« INSTALLED_AUTOSTART - BAFtkIhEE , HESERKER AWS EiF BERE#EIT,
e NOT_INSTALLED - Z£EFR X ELLINEE , RERME 2 8 E7F WL,

A&

snowballEdge describe-features --profile profile-name

Example describe-features & H % H

{

"RemoteManagementState" : String

}

E%7E Snowball Edge HY B {2 AR 25

BT AR Snowball Edge A Fimdn ©3R#4R B TS IR B A E (NTP) 488 | WiRIZERARET
HERBHERE, ELERFERETEMNMBRETEMER | BOLIER Snowball Edge AFR&® T,

BREARMLZ LM NTP BEMKRES. SEREREERN NTP KBRS , FB6EA update-

time-serversmfo

2 Snowball Edge HY iR 3R IR
EEEEHEB B FEEFMN NTP BERIE , B describe-time-sources@m®o

snowballEdge describe-time-sources --profile profile-name

Example describe-time-sources & HY & H

{

"Sources" : [ {
"Address" : "172.31.2.71",
"State" : "LOST",
"Type" : "PEER",
"Stratum" : 10

[ PA
"Address" : "172.31.3.203",
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"State" : "LOST",
"Type" : "PEER",
"Stratum" : 10
o Aq
"Address" : "172.31.0.178",
"State" : "LOST",
"Type" : "PEER",
"Stratum" : 10
3, {
"Address" : "172.31.3.178",
"State" : "LOST",
"Type" : "PEER",
"Stratum" : 10
o Aq
"Address" : "216.239.35.12",
"State" : "CURRENT",
"Type" : "SERVER",
"Stratum" : 1
11

}

describe-time-sources i HEEERKEREMRENEE. SARFREHTS
Address., Type. Statefl Stratum ##fI, AT RELBUNESE.,
« Address - KR RIRHY DNS £ #/IP thilt,
« State - RERZRBRFRZEMN B NERMRE, FAEAREMNME
* CURRENT - ¥R B sl AR E S K.
- COMBINED - RFERIREEL B I RRFES o
* EXCLUDED - B RIRH & SHEE EHE R,
- LOST - BRI SRIRIEMR EIE Ko
* UNACCEPTABLE - RMFENRE , AP S HEREZMEAABRBEIEEAZEEN,

« Type — NTP BrRZRIRAI AR AREERE EF. BILUEIR update-time-serversin©ERE AR
85, WEHAEREETHEM Snowball Edge £E& , £ H £ B BRE,

« Stratum- LtV ERREN DB, &8 1 RIERAHERSERENKF, BSRDE 1 KR
HRFRLRDE 2, BSESE 2 RFNRRULRDE 3, ALk,

NTP BRI A R A RES R E., FAHETLUEM update-time-serversi HEXEMMRES , M
LRk RERBEFHEAM Snowball Edge £E, &+ , describe-time-sources

2 B R SRR 160
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FE 5 5 Y Snowball Edge LI , I E 4 EHEMN 1 BRKE. BENSEA 10, mAKSS
WHEAR 1, Bitt , FAAREFHHEEA B 5l BB RIR,

55 37 B 5 ) Bl =%

£/ update-time-serversin o FMEFE A REF 4L , 4 Snowball Edge FREAMEA NTP A AREF
HEHIT NTP,

snowballEdge update-time-servers time-server-address --profile profile-name

® Note
update-time-servers L BEELHIM NTP R [ REFERE.

Example update-time-servers & H & H

Updating time servers now.

HU 18 QR G LLER TR Snowball Edge NFC 2%

BUERALRTREEREREN QR IE , LUIBE AWS Snowball i&i#& BRERAEXNER. 0F
NFC BRI MEEHN , FF2R BE NFC %,

A&

snowballEdge get-app-qr-code --output-file ~/downloads/snowball-qr-code.png --
profile profile-name

Example & H

QR code is saved to ~/downloads/snowball-qr-code.png

E# MTU K/h

£/ update-mtu-size@ HHIEH Snowball Edge £ EEE R H AEHE (MTU) LTE KX
M B ERERNEMEBBRANFMEEREERNENEERBENENSREAMERN MTU Kb,

BT o
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® Note
/N MTU K/M & 1500 Bzt , ZRAKNE 9216 BT,

WA LAME R describe-devicem B RMEVEL REMNERBEENME IDsF B 81 MTU K/h, MEFA
B3, 52848 Snowball Edge HIAREE,

WA LAMEA descibe-direct-network-interfacef describe-virtual-network-
interfacem S RBEELREB G MTU K,

A&

snowballEdge update-mtu-size --physical-network-interface-id physical-network-
interface-id --mtu-size size-in-bytes --profile profile-name

Example update-mtu-size &iHH

{

"PhysicalNetworkInterface": {

"PhysicalNetworkInterfaceId": "s.ni-8c1f891d7f5b87cfe",
"PhysicalConnectorType": "SFP_PLUS",
"IpAddressAssignment": "DHCP",
"IpAddress": "192.0.2.0",
"Netmask": "255.255.255.0",
"DefaultGateway": "192.0.2.255",
"MacAddress": "8A:2r:5G:9p:6Q:4s",
"MtuSize": "5743"

}

}
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£/ Amazon S3 B3 ERE® E| Snowball Edge T it H
2RBE R

LA 2 Amazon S3 B#EZRNEIE , BKAUEATE , UEAFKFHXEM Amazon S3 REST API B
£ AWS Snowball i##% &£ & F B1F7EM Amazon S3 FFEITE 2 BE®RE R, It Amazon S3 REST
APl X RERREETE. ERIUERALBEFEERAP—E AWS SDKs , IERFRFT AN EWE
¥l AL Amazon S3 X E#H AWS Command Line Interface (AWS CLI) &s & F & , UEERER
A ERELR,

MRENFRTREM 1.11.0 BAR Java B AWS SDK [RREHF IR , BAEER T
S3ClientOptions :

« disableChunkedEncoding() - R "AHFA X EERFE
« setPathStyleAccess(true) - SREFEUHFAERREABTEFE,

WMEFHMER , FSEEAR Java B9 Amazon AppStream B EH4H R EERI
S3ClientOptions.Builder,

/A Important
BMEBRE-—RACA—BEH ERBERAMBEAERZE AWS Snowball i##& HE LN AT
Brie. EIREAMEREREFTR LM NFS /TEM Amazon S3 Eis: , TREESRER/E AT
R,
AWS Snowball i&#5 B s FF4HER ARSI,
& EZE AWS BRI TE Snowball Edge LIEFIE/E , B4 A RFRENIEREE, MEFMER ,
&2 BSnowball Edge £ AWS IRIEGHEREEERK,

&

« FTEIEZE 1.16.14 AWS CLI iR AFEE Amazon S3 EiZ5{F A

« 1£ Snowball Edge & £/ AWS CLI #l API ##4E

* 7£ Snowball Edge LBV £ A 44 Amazon S3 B AER

« Snowball Edge £ #) Amazon S3 E#85FX EH Amazon S3 Ih&E
o BRBRE/NAEER | LAkE Snowball Edge K& BHE WAL
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https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/s3/S3ClientOptions.Builder.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/s3/S3ClientOptions.Builder.html

AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***
« X% Snowball Edge Z BE{EHE R AWS CLI i5 5
 Snowball Edge £t X EARERE®E Amazon S3 REST API Bi{E

TEIZEE 1.16.14 AWS CLI fRA#EE Amazon S3 EiZg8F

B 87 , Snowball Edge #E &% AWS CLI & Amazon S3 EZe5 = EF AN 1.16.14 IRFE FhR
A, BUTARAEY AWS CLI B Amazon S3 BiEBETHE , RATMTXE S3 BIZBNWFTE T,

(® Note

WM RETE Snowball Edge LM Amazon S3 HART , BRI ERARKIFRAKN AWS CLI, &
ETRALFAZEHRAE , F52 8 AWS Command Line Interface A& IER,

1£ Linux fEX X4t AWS CLI &g

AT RER T

curl "https://s3.amazonaws.com/aws-cli/awscli-bundle-1.16.14.zip" -o "awscli-
bundle.zip";unzip awscli-bundle.zip;sudo ./awscli-bundle/install -i /usr/local/aws -b /
usr/local/bin/aws; /usr/local/bin/aws --version;

£ Windows {E¥F# AWS CLI E%&

THIEMTEERRNEZERERNESR

o B Python 2 MiEH 32 U T REER
« B Python 3 #EH 32 U T REER
o B Python 2 HiEH 64 U T REER
« B Python 3 #iEH 64 U T REER

- BB RN 64 UAZEREANZTRER , EEDHTRIEBRE

\-|
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://s3.amazonaws.com/aws-cli/AWSCLI32-1.16.14.msi
https://s3.amazonaws.com/aws-cli/AWSCLI32PY3-1.16.14.msi
https://s3.amazonaws.com/aws-cli/AWSCLI64-1.16.14.msi
https://s3.amazonaws.com/aws-cli/AWSCLI64PY3-1.16.14.msi
https://s3.amazonaws.com/aws-cli/AWSCLISetup-1.16.14.exe
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£ Snowball Edge % & E{FH AWS CLI H API &4k

£ AWS CLI 5 API #4E7E Snowball Edge L3 H IAM, Amazon S3 #l Amazon EC2 T B , &4
BREFIEES "1 snow. BALUER AWS configure REMHAFAHMITIIRE | DT HIEH
7 Ro

aws configure --profile abc

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE
AWS Secret Access Key [None]: 1234567

Default region name [None]: snow

Default output format [None]: json

G

aws s3 1ls --endpoint http://192.0.2.0:8080 --region snow --profile snowballEdge

B Amazon S3 API /' E %% AWS Snowball &%

E&E A Amazon S3 E#2358F | TERRE A AWS Signature 5 4 REEZXRESEEE, IZEE
ARRFLERBEROAENER, FIENENRZHSETEE LHT. RINBHNERN —EFTSFERE
®EF,

ERSRER , FBRE TSR :

- HERBEH Amazon S3 BEAE R LZEE LY AWS Snowball B4 REMNFEKR , BT
snowballEdge list-access-keys#l snowballEdge get-secret-access-keys
Snowball Edge AAFmar 5. WMEFHMEN , FSBEENEA Snowball Edge Al Fif, LA
Amazon S3 BEAERTE—HELR  FHERNLESR, CLeREYRIKERBMNEES
M. CSREEE REA , AWS Ein KAEFEE AWS Identity and Access Management (IAM) ¥
£15,

- BEAN AWS BEAERTEEEMNMR SR, £ Signature £ 4 lREFE L ZBEANRIBREERIR
HEHIAENER. Hit, BEBKEFTFERARME Snowball EERHMZEEER,

% Snowball Edge EBU{SH & A A # Amazon S3 B AEH

)R B Snowball Edge W E B)#F& £/ AWS Signature 5 4 NUEEEETHE R, NEREENFEE
A, BEZE O FHEES 4 TREBEFAWS —BRSBZE,

£ Snowball Edge & £/ AWS CLI 1 API #4E 165


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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WA LA#AT snowballEdge list-access-keys#H Snowball Edge AAFIwE , VS A # Amazon
S3 B AERHKEEBY snowballEdge get-secret-access-key Snowball Edge A Fif Edge
HEMNFER , 55208 S Snowball Edge BB AE R, BLAME Amazon S3 EAEBRETE—HE

W FHE® D NAEER, BXBRAEREEARELNTHEERBNEE. EM&EE REA ,
AWS Eix RAEMEE IAM HEE,

BA LGB B AERHIEEMREE LM AWS BRAERER, ARBEAEHREEEEMVR
~/.aws/credentials , BN EN st ZREBEBELEMEMTRE. WERBFHFZ AWS SDKsH #£HA
AWS CLI, BALAFERARERSRBRBESIEEANER | MLATEHIFIR,.

[snowballEdge]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

X E AWS CLI £ Snowball Edge E{FF S3 EiZ35 A i% B

EI&fEH AWS CLI [a AWS Snowball i8#& £ ER Han T , B LUEEIRE = Amazon S3 E1E385,
WA LOUREER HTTPS IR EHRAL LW HTTP iR % , 1T AT .

HTTPS £ B

aws s3 1ls --endpoint https://192.0.2.0:8443 --ca-bundle path/to/certificate --profile
snowballEdge

HTTP A& & inE
aws s3 ls --endpoint http://192.0.2.0:8080 --profile snowballEdge

WMREMER B HTTPS inE8443 , BN ER S MR LT 2 & E) Snowball Edge. IthINE REB
Snowball Edge EEU{S#T IP th it B EENBERER. BT REZR , RUUSHEREIETHE ca-
bundle.pem &R, A% , B{HULUE AWS CLI REEREATESREMNEE , MTATR,

7 48 1Y I8 7% B2 ) D i R 222 57 A B

1. #% Snowball Edge EZZ|ERMMAERE , AR HRBK.

2. HEHEZTHREZE , FBio THEAREMEIE L IP thit,
3. fREBMEEE LMK BEZT B ping Snowball Edge.
4

B IH# P #HIT snowballEdge get-certificate &9, MEMGSHFFMENR |
BJ7E Snowball Edge L EBNE B EE.,

"
s

#% S3 EEERERE A AWS CLI ix 2 166
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5. # snowballEdge get-certificate i FHEHFREFERR , HIW ca-bundle.pem,
6. REWKIFEPHITTIBS,

aws configure set profile.snowballEdge.ca_bundle /path/to/ca-bundle.pem

THEFZE , BUUBRELFTHENER. LHNERE , UREIEENHIRHAIT CLIwT , W
T IR Ro

aws s3 ls --endpoint https://192.0.2.0:8443 --profile snowballEdge

Snowball Edge £ Amazon S3 B2~ &M Amazon S3 IhEE

£/ Amazon S3 B85 , B LUEBRENERET A X EMA Amazon S3 API E1fE4E Snowball Edge 2
HmER, T8 , A Amazon S3 EiZ858 |, WIEFTHE Amazon S3 EHITHEER AP Ei{E# X R EE
Snowball Edge REREEM. Fla0 , LT IhaEMEET X EEE Snowball Edge B EEA :

 TransferManager — WA AR EEABEAR Java B9 SDK |, #EREAEIREFE@W T Amazon
S3, mERUASXEN API B)fEZ AWS CLI s EEREEEFEH,

« GET T8 (HEYH ) 52 K- It GET BMEBFSEaRErEDHs L (&S
1,000 18 ) WY, FEZEEMER GET Bucket (FIH¥I#F) 55 1 IRENMES Is AWS CLI &%

. ListBuckets - *XEEEYHIHEH ListBuckets, FHIEHTFEAMR Snowball Edge L Amazon
S3 HERF :

aws s3 ls --endpoint https://192.0.2.0 --profile profile

xR/ NARESR | LLkZE Snowball Edge BY & Bl {E I AL

BEERBRERRNBMAE —LHENER., EEINEG/PNEEREHZ AWS Snowball 324 £BHNE
F, BaUEE-HERSESIAERE -, EREEREIAE—ER  NRefAUEF—EXZEN
HERIHOXER , AT EEMEA Amazon S3 BB EFEEEM.

BE  EZSKIABER 1 MB WERMA#LR D, REBFIRGETUEHRIFEENEREE |
BEZBEARRREI B KL 10,000 EER, #xFERIB 100, 000 AEERSFEELERELED
FEEREA Amazon S3 HWiEE, EMEZESEIXNWER/PNTEREIB 100 GB,

SAmazon S3 S3 &g 167


https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/examples-s3-transfermanager.html
https://docs.aws.amazon.com/AmazonS3/latest/API/v2-RESTBucketGET.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketGET.html
https://docs.aws.amazon.com/cli/latest/reference/s3/ls.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
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HXREERR—ELEUUEENFBHRERF., HAEERERE , BEA W 5RE --metadata
snowball-auto-extract=truei®IE , AWS CLI cpi$ERE#E Snowball Edge £&., IEE &%
B HIEA Amazon S3 Bfsnowball-auto-extract=true BEBHEEHEERNRS , REHAESR
KK/ 100 GB,

(® Note
A Amazon S3 B , TEHIEEA AR 100 GB BV #EIX,

HREEPEER

1. RELBRZUPERASRNEENEER, BEBRBEINEE TAR, ZIP M tar.gz KX,
2. HPEREERLRAEENNMEER  eREXNNNEERBHRXEENERYE,

3. EMRIMSERMRERE , WTSIEFIFTR.
« BR Linux , B NERAREERERHERENAR G TP HIEERESR,

tar -cf - /Logs/April | aws s3 cp - s3://amzn-s3-demo-bucket/batch0l.tar --
metadata snowball-auto-extract=true --endpoint http://192.0.2.0:8080

® Note

HE , IUEALRENHELAAER , MMAFXNEERFEA—SSEAEHEFE
B, A, BEESEHFEBE Snowball Edge 28l , WA EFEERAN T ERFRET
7,

« B Windows , EFfEREHUAMTR SR B &HE , BER T &6 o5 RIREE

BER:

7z a -tzip -so "test" | aws s3 cp - s3://amzn-s3-demo-bucket/batch0l.zip --
metadata snowball-auto-extract=true --endpoint http://192.0.2.0:8080

BERYTHTHAEE HFYRREEER  FEATIEMNGS

7z a -tzip -so "test" "c:\temp" | aws s3 cp - s3://amzn-s3-demo-bucket/
batchol.zip --metadata snowball-auto-extract=true --endpoint http://10.x.x.x:8080

BREEPEER 168
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® Note
¥ Microsoft Windows 2016 , tar EAER |, BT LA Tar for Windows #8345
'_I_|
Eo

&R LARE 7ZIP #BYE T E 7 ZIP,

4. EENFER K BILCHEFEFREFEMA Snowball Edge E#E Amazon S3 /N EERABILE,

5 BHEFENERE®WZE Snowball, MREEEGHHENER , YEAFRALENESTR 1 PRI
Hp-—EXENHERER , FFEH AWS CLI cpin B2 H --metadata snowball-auto-
extract=truei®Ig,

® Note
MRBIHFER , FOEALDS.

BUHGFERK  HHSHERINERERE, EXRTURZEITEERMNERKNEFE
X , Snowball Edge #$EHEE Amazon S3 EFHBEEFEIHER,

HEERESMBREEFHNR NERBE &+ , YHERBEERREE, Bk  SRITERY , B
AR EREE - -metadata snowball-auto-extract=true., &8 , Snowball Edge 7 &7 & ¥l
fE A Amazon S3 B #EERE ¥,

MBRIEHE /Logs/Aprill BRI KEE K HPhESESEER a.txt, b.txtHf , BEALE 3 PHE
flc.txt, MBHEFFRZERMEBEE /amzn-s3-demo-bucket/ IR B & , BIEREEREERESWMT
R

/amzn-s3-demo-bucket/Logs/April/a.txt
/amzn-s3-demo-bucket/Logs/April/b.txt
/amzn-s3-demo-bucket/Logs/April/c.txt

MR HFEESHA /amzn-s3-demo-bucket/Test/ , BIFEERE M TR :

/amzn-s3-demo-bucket/Test/Logs/April/a.txt
/amzn-s3-demo-bucket/Test/Logs/April/b.txt
/amzn-s3-demo-bucket/Test/Logs/April/c.txt
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X #87f Snowball Edge 2 B E&#ERIA AWS CLI 55

B LAE T E R EI BB M{A7E Snowball Edge L18E Amazon S3 Ei#Z835 Amazon S3 A7 M
% applicable AWS Command Line Interface (AWS CLI) S8 S im B EF . SR B X EFE A EE
225k Snowball Edge LH) Amazon S3 AR FBAFERHE#HZE AWS Snowball i## EEHK Amazon
S3 AWS CLI tr /5,

(® Note

MEEALZRNFE NWERA AWS CLI , BIEEELE AWS CLI HIUM[EE , F28 AWS
Command Line Interface £ &1EME.

B &l , fEF Amazon S3 E$#35 AWS CLI B |, Snowball Edge #£EE X1 1.16.14 iR EERAH
2B 3 Snowball Edge AAF R4, MRIEIE Snowball Edge EfEH Amazon S3 HARE , &
A BAE AR FTARASH AWS CLI, HEETRAEFEAKZIHRAE , F2 8 AWS Command Line Interface &
AEEBE.

(® Note
Z8 AWS CLI 1.16.14 fR 2 &l , FBEREERE L Python 2.6.5 LA ERRAE, 3.4 LL AR,

> & {#F Amazon S3 # Snowball Edge #{T&RHE#HA AWS CLI 55

LU 2 AWS Snowball i##k %8 X B#) Amazon S3 AWS CLI S S HIRE F MR, mMERIH
WEHEE , IFXE, EULERBRCESRERZTIENEE , M0 --sse & --storage-
class, T8 , B BEGHZK K MEFTEFEERNEAAR.
- cp - RERIYMHFERE AWS Snowball B4 HERREEER, UTRUHGHHIERE .

o --dryrun (HME) - BEAEEGTSTHTHERESETHITHERTET.

« --quiet (HME) - FTEETEERTHITHRAE

e --include (F&8) -BVEDTHHRFAESEEENNERSIYH. NEFMHENR ,
AWS CLI G 582E) HFiEFART TS EREE

* --exclude (Z&) - #FSEERAN BT HHRAAERIIH.

s
$
a1

FHEH =B AWS CLI 55 o


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/reference/s3/cp.html
https://docs.aws.amazon.com/cli/latest/reference/s3/index.html#use-of-exclude-and-include-filters
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« --follow-symlinks | --no-follow-symlinks ( fi#fE ) - REERFMERRK LE

Z Amazon S3 B , T EEBRIER ( fF5RER ) - Amazon S3 T ERRER , HItEREE
ENAREUERNEBLE., EREEMMEER , AR2E//AR.

« --only-show-errors ( itkfE ) - ASHEREB[RMNES, SWHMEHME T,
« --recursive (HtfE ) - R EEEEBHRIFE THAMEERIMH LT
« --page-size (E¥ ) - BXEEFERFEFEEENERBE, FERER 1000 (RFFHHZK

H), MRFEERE , AERBENETERM.

« --metadata (BRE ) - BB Amazon S3 I —EF RN PEERRS . SHLHEER

IBRALEBERNE—BYH. BTESH , IERREAEENERTISWRIIFHNHEER, £
F{E Amazon S3 U B 2 BERE , BRIERZERTE , REPLACER Blmetadata-directive 3| & &

=N
AX s o

— B AWS Snowball i##% B LY., UTEHGSHNIZEE ;

¢ --human-readable ( AMfE ) - BREXDPEUAETENEREIET

e --summarize (fME) - HEEAMKBEET,. WEAAYMHEE REKPMEE,

« --recursive (Ml ) - FHEEEEEHINFE THWMEERIIH LEIT,

* --page-size (EH ) -BROEFERFREEONERBE, FERES 1000 (RFFNHEK

H), NRERERE , AEABRENETRERR,

 rm - MR AWS Snowball i@# & E LY. AT RLGHHEE !

« --dryrun (FME ) - BEREESTITHRESETHUTHER TER,
« --include (#& ) - FOVEGTHHERTEEERANERIYM4. NFFHEEF , F2E (

AWS CLI s 52%E) FayEABEBRMNE = EnE kRt

« --exclude (F& ) - RFEEERAN BT PHBRMBEERII 4.
* --Tecursive (HME) - W TEHEIEE R KHFE FHAEERIIH LAT,
* --page-size (BH ) -BAOEBFERFREEENFERHE. FERER 1000 (RFFHZAKA

H), NRERERE , AEABRENETRERR,

« --only-show-errors ( HMfE ) - AGRETRERNES. SNHAEHME L,
« --quiet (HiMfE) - TEETEETSRITNERE,

« sync-AFBHENFEH. LR TEEFHNENNERNRREFKERIENE, EHTREES
E-NZEERE , EEAMPRIA &,

/A Important

Amazon S3M%@|ﬁ'@ Snowball Edge rie—1EB ﬁ%ﬁ*ﬁ?‘]% — & B &, 4


https://docs.aws.amazon.com/cli/latest/reference/s3/ls.html
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AR ER—1E AWS Snowball 24 £ER L E| 5 — 18 AWS Snowball i2# £iE,
LR IRIERE DS AR ERHFEF M Snowball Edge 2 EBHAR,

« --dryrun (ME ) - BEREESSTIITHRESETHTHER TER,

* --quiet (HME) - FTEETREERTHTHRE,

* --include (#& ) - FVESTHHERTEEERXNERIY4H. NFFRER ,
AWS CLI t5 5 2%E) P EA RN SRR,

« --exclude (F& ) - RFEEERANB TP HRMBEERII 4.

« --follow-symlinks 5 --no-follow-symlinks ( fi#fE ) - SAEERFIEERRFELES
Amazon S3 K , T EEFERARIERL ( FFRER ) o Amazon S3 T EMFFFRER , HILERZBEE
NWARENEZNER LE, EREETMEER , ER2E/EAR.

« --only-show-errors ( #tkE ) - ASEREBRNES., SWHMEHME T,

« --no-progress (fiMfE ) - FTEETEREREE, RERREM --quiet M --only-
show-errors BIEK , T2ERALEE,

« --page-size (B ) - BREEFERERFESEENERBE, FERER 1000 (RFFHHEK
), MRRERE , AIFEABRENETEESA.

- --metadata (BREY) - EEE Amazon S3 FYIH —EEFEHRIPEE RS, EBHEEER
FERUBROE—AYH. HTRASHE , LDWERTEHAEBENEZRTFISWIFNTEER., &
{8 Amazon S3 (U Bz EEHE , BRIEFHIEE , REPLACES Blmetadata-directives| & &

=
AX s o

3
¢
8

/A Important

% 1 [E —1@E Snowball Edge E#t—1{E B $&E4 2 %2 — 1@ B $%.
AZER—E AWS Snowball i#2# ZERZL F 5 — 18 AWS Snowball i:8#% £ E.
&R e A LRI R E S A EPERB E BH#EF M Snowball Edge Z BIVAR

« --size-only (#t{E ) - FALRER A6 SESKHN KX NEE-—ARRESBRRERELSE B
Y 3 B 18R 44 o

« --exact-timestamps ( #itk{E ) — #& Amazon S3 RIS B AMFEEEN , REEKEERE TS
MER , TE82ZBMERAXPINIER, BRTARZBMEBAXNMMIER | BRIFRMRAL Amazon
S3 MRANEF,

* --delete (fMME ) - ASZHBEEMRENEHFEERFERREPHESR,
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O LEREEBhETRINERNERR , FlI my photo.jpg My Documents. Fifg , B
ERE AWS CLI PR IEREEZTK, MEFMEN , 2 BAWS Command Line Interface { £
EIEE) HWIEE CLI B AWS 2 E1E,

Snowball Edge £ E AR ER{F#@AY Amazon S3 REST API ik

WA LAE TEKREIZE R Amazon S3 B#223H Amazon S3 REST API BiEBE, LBEESE
AP| B)#E10{IEE Amazon S3 HBELEAMMHBEFER. EEHEE Amazon S3 API EjfEEE AWS
Snowball 24 REHEEEZBTANEMER, £ AWS Snowball i2#& ZEBSEMNFTEEERNS
B Servers AWSSnowball , #1 B & HIFT R,

HTTP/1.1 201 OK

x-amz-id-2: JuKZgmXuiwFeDQxhD7M8KtsKobSzWA1QEjLbTMTagkKdBX2z7I1/jGhDel3j6s80
x-amz-request-id: 32FE2CEB32F5EE25

Date: Fri, 08 2016 21:34:56 GMT

Server: AWSSnowball

N

Amazon S3 REST API I} ZEE Sigv4 28, MEEER AWS CLI 2 AWS SDK #H1TiELE API
n, BIgRAEE Sigv4 #£F., B0, CEEEFBECH Sigv4 BEMRF R, UEFHER ,
B {Amazon Simple Storage Service fEF & ER) FIERFEER (AWS FBEMAK 4),

3

%

- GET @FireE (JIHEYH ) 1k -X& T8, ik GET BENEES , FXETHIEE :
© HE
- 1JiC
« DR
- BEBER , T2HFEE
REEE 1 R, & GET Bucket (5 H¥1#) 2 2 k.
* GET Service
« HEAD Bucket
- HEAD %14
« GET ¥+ - 2 Snow % & S3 REFErE+ Y448 DOWNLOAD,
- PUT ¥4 - EF #&¥# EE=E AWS Snowball i##k $£EBRFPUT Object , &4 ETags.

ETag BRI #ZE, ETag RERMYGABTNWESE K MIEHPEESNNEE, ETag ATeER (1B
ATRER ) MHERH MD5 BE, E ETags WEFMEN , 5528 (Amazon Simple Storage
Service API &) N E R EEZEHE,
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- DELETE ¥1#¢

- BEDERLEE - EHEED , ¥ AWS Snowball ig#& RE LEENYHRE 2 R LEFRE EMER
2. Rk, eEREDRERE AWS Snowball i##x £ E.

< IS BREE

- EBRE

- ERSBRLEE

- FIEPEREE

® Note

T2 2 I B R B B9 4T Amazon S3 B8 REST AP| B4, T AT X EH REST API &
fEER Snowball Edge #EEAK , QERHEAL  BEFXEZDE.
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https://docs.aws.amazon.com/AmazonS3/latest/API/mpUploadUploadPart.html
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#£ Snowball Edge & NFS '@

ERMEBRERRR (NFS) REMER LEZE Snowball Edge , BiBEREREXRFNEABRET K,
EUREEZNEANSTAERER K RAGTUEREXERMRNVIIEE , FIMERER, EHER R
HttBRCEREN TR, KEEWSE S3 RFFRERATLUIA NFS MHmIEA | LT HEHLL
BREB, NFS REAAREAER,

R Snowball Edge #EREATEEIIIBRENTIKRI ST , BFLUFEA NFS 1 H, MR
EARREASTE NFS RE , BFEMA S3 B2 Snowball Edge £# Amazon S3 A RE
WER, WFE S3IEEBNFMENR , 528 £/ ¥ Amazon S3 BiZE{#F AWS OpsHub, %
% Snowball Edge £ Amazon S3 AR FRNFHEN , 528 £ 7 Snowball Edge £F&E
Amazon S3 A E AWS OpsHub,

FREDEF , NFS REEMFH 1 GB icfBEM 1 @ CPU, ETRERRHI7E Snowball Edge #1178 E fb iR
BHE SO EITH EC2-compatible I TEEEE,

ZEIB NFS AEEHNERTSEER PN, 5%E NFS REEF , B LUE# CIDR [E#R , Snowball
Edge SR4IRAFHEMEINNFS RE , TS ELERP AL,

HEINERSEEOE BEHE Amazon S3 AWS, MFFMAEA |, 2B EEHEEA Amazon
S3A =,

MERBRERERRKER NFS NFMEF , F2RERREN X,

£/ NFS SREE , FBRCE T HIFHEER,

- NFS RERMHAKRBEFIE , AREELNERMT. HREATE , TESREAMRFIRINE
¥ A Amazon S3.

- EEXEEBR Snowball Edge EA&# S3 EEFBIPNYNH LR, SWEBR —RFIH Unicode
F, HUTF-8 mIBRERZ A 1, 024 B til. RFEBERTTLEER NFSv4.1, A FEH
Unicode UTF-8 fRIGIERERE , IBBRRRIEAER, KU UTF-8 BN EREBIETE LET
S3, REWVHELEBESIUEFFTEANERER , EREURAEEAMN NFS HFH5.

- FREERERENRE LR/DMA 1024 FT. Snowball Edge FXE AR 1024 E=F THE R
&, BBHERRCRESEBIEREA#ER,

- WEHMEA , 5528 (Amazon Simple Storage Service FAERE) PWYHEEE,

- ¥ NFS 2 {Fi | 52 POSIX X P EERSER Snowball Edge EEA Amazon S3 BF#TiEEY)
. b5, e E B P EE R "x-amz-meta-user-agent aws-datasync" , R AP B B ER AWS
DataSync {fEAREPE AMGIA —F2 , LA NFS [EA Amazon S3 for Snowball Edge.
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« BT LAEE — Snowball Edge £ EERRZ AOMERR., NRAZTELEE —FTHKFEHER 40M
BEER , FHRAEEER , UBLBAERNERRER. HREFEEE NFS FHE% S3 FHEHM
Snowball Edge & , ERIERH KX/ LERA 5TB,

T LER GUI TA AWS OpsHubRRENEE NFS RE. MEFEET , H2H
&

3
m

¥ NFS &

Snowball Edge #9 NFS #H&E

NFS R EFERTEE Snowball Edge £E L3117 , A EEERBEC IR ERNERELSE, BN

FEIBR M Snowball Edge E#IITHESRMELTE (VNI) IP bt , WIRFERBERHAEZNFE , XK

3RE NFS NM'H. #ERE NFS REZA , 557 Snowball Edge LR EERMEHRAME (VNI), WEFHEE
# ., FEEEETEBNREKAERE,

FXE NFS SHEHH Snowball Edge

« {#H describe-servicemm G XRYE NFS RHE R T EAIER FAMREE,

snowballEdge describe-service --service-id nfs

WO ERE NFS IRIEAIARAE , ACTIVESK INACTIVE,

{
"ServiceId" : "nfs",
"Status" : {
"State" : "ACTIVE"
}
}

mMEStateBWMEA ACTIVE , Al NFS N HEHREAEAS , B LUEHE Snowball Edge NFS
BRE., MEFHMER , FSHE

FXE) NFS RE®R , SimFBRARAFIRER LN H#ETRE,

LA 2 Windows. Linux M macOS fE¥ RGN ERHIFEDS.
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https://docs.aws.amazon.com/snowball/latest/developer-guide/manage-nfs.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/manage-nfs.html
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 Windows :

mount -o nolock rsize=128 wsize=128 mtype=hard nfs-interface-ip-address:/
buckets/BucketName *

e Linux :

mount -t nfs nfs-intexrface-ip-address:/buckets/BucketName mount_point

e macOS :

mount -t nfs -o vers=3,rsize=131072,wsize=131072,nolocks,hard,retrans=2 nfs-
interface-ip-address:/buckets/$bucketname mount_point

. HMIR{EA INACTIVE , BAEARE RIS,

£ Snowball Edge L&) NFS BRI

BB E MR E (VNI , INEXE | 557E Snowball Edge LR &) NFS fR#§. MBEXLE | BiE NFS iR
B, IR AR ER., MRERREMT b , Q¥ NFS iR EFEHE T Z RS,

1. ffM describe-virtual-network-interface®SZ & Snowball Edge LA VNIs,

snowballEdge describe-virtual-network-interfaces

R —=K %@ VNIs Snowball Edge EEREAFME , RIS EERTHEE,

snowballEdge describe-virtual-network-interfaces

[
{
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"VirtualNetworkInterfaceArn" : "arn:aws:snowball-device:::interface/
s.ni-8EXAMPLESEXAMPLES",

"PhysicalNetworkInterfaceId" : "s.ni-8EXAMPLEaEXAMPLEd",

"IpAddressAssignment" : "DHCP",

"IpAddress" : "192.0.2.0",

"Netmask" : "255.255.255.0",

"DefaultGateway" : "192.0.2.1",

"MacAddress" : "EX:AM:PL:E1:23:45"

A

"VirtualNetworkInterfaceArn" : "arn:aws:snowball-device:::interface/
s.ni-1EXAMPLE1EXAMPLE1",

"PhysicalNetworkInterfaceId" : "s.ni-8EXAMPLEaEXAMPLEd",

"IpAddressAssignment" : "DHCP",

"IpAddress" : "192.0.2.2",

"Netmask" : "255.255.255.0",

"DefaultGateway" : "192.0.2.1",

"MacAddress" : "12:34:5E:XA:MP:LE"

FEXEEHE NFS A EBBEMEAM VNI VirtualNetworkInterfaceArn&EE{E,

2. WERKZETHAM VNIs , 55 A create-virtual-network-interfaceds %A NFS REE
VNI, WIFEFHMENR SRR EERERBRE (VND,

3. fEM start-service@m TRE NFS IR , WiGHEE VNI B EIHE . EERSIE NFS REMNF

H , 3B @5 EE service-configurationf AllowedHosts Z#,

snowballEdge start-service --virtual-network-interface-arns arn-of-vni --service-id
nfs --service-configuration AllowedHosts=CIDR-address-range

4. fEM describe-serviceMm T RBERBME, EStateBBWEA B , EEHITACTIVE,

snowballEdge describe-service --service-id nfs

WO EEE RIGAREE , LL% NFS imERY IP ik MEEEERE | Uk AFFEURER CIDR &

o

1y
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Hkk

"ServiceId" : "nfs",
"Status" : {
"State" : "ACTIVE"

o

"Endpoints" : [ {
"Protocol" : "nfs",
"Port" : 2049,
"Host" : "192.0.2.0"

11

"ServiceConfiguration" : {
"AllowedHosts" : [ "10.24.34.0/23", "198.51.100.0/24" ]

}
}

ERAFIRERE EHE NFS %2
BB NFS RE#® , #nEERAASHEK EHRMHETE,

LA & Windows, Linux 1 macOS fE¥RHKNTERBED S,

 Windows :

mount -o nolock rsize=128 wsize=128 mtype=hard nfs-interface-ip-address:/
buckets/BucketName *

e Linux :

mount -t nfs nfs-interface-ip-address:/buckets/BucketName mount_point

* macOS :

ERAFIREIE EHE NFS W2

179
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mount -t nfs -o vers=3,rsize=131072,wsize=131072,no0locks, hard,retrans=2 nfs-
interface-ip-address:/buckets/$bucketname mount_point

£ Snowball Edge L{£1E NFS i E

R REIR NFS R EEHIESR , WEFEA Snowball Edge 281 , £ stop-servicem T REL
NFS R#.

snowballEdge stop-service --service-id nfs

fZ1E NFS RE 180
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£ Snowball Edge L & Amazon EC2-compatibleiE &l
1TEE

B LAMEA sbel, sbe-cHl BTERER , M1TFEEE Snowball Edge L# Amazon EC2-
compatibleiEH sbe-g#1TE#E. sbel BITRBEEEAMRESE Snowball Edge Storage Optimized
BIBMEE, sbe-c HITEEERBAMESR Snowball Edge Compute Optimized :Z2EHEE, WNE
S ENHTEEEREE | 528 Snowball Edge # & FHiEE S TEER S,

X &7 Snowball Edge REZEIE LFANE=HEEHTEBEE , ¥ Snowball Edge HEM S &=
H—, REEMMEHENZIRHTEE K, ELHTEEFEZE Amazon Machine Image (AMI) =
BERED, FEZE3I Snowball Edge EH 28l , BRI LLEE AMI A ZRHTEEBNERMRE,

& Z1E Snowball Edge EEREE#HTRER , FR UK RETEE Snowball Edge & ¥ 15 E &K
AMis, A LAER AWS Snow RIIEE A, AWS CLISRE A —1{E AWS SDKsR#1TILRE, B
E,ERMERKE , A EFEEABTROERGYS, , TEFEAFTER.

EENEBEXEZE , ERUUBHARERE AMI FFITER. BTLUEBE Amazon EC2-compatiblelf
25 , 7£ Snowball Edge - EEEEH1TEE. EERHBEE T E SDKs #IFF% EC2-compatible CLI &3
SHBE AWS ., BEETE Snowball Edge AWS Management Console £ REEERH AMIsHIE
EEITEE,

ERATRER  FHEEE AWS, MREEAEBFEARE , QLA Amazon S3 B3R5 NFS
HERNEREEA Amazon S3, BRI, RASEREXER , HRENITTRBER AWS, ILERE
BRI RFERMTHIZTAT (NIST) 800-88 #F%,

/A Important

+ FXEFE Snowball Edge £ & Lt 5 iNZAMIs,
* 7£ Snowball Edge L#{THEHHATERINERTEEA AWS,

&

 Snowball Edge E# Amazon EC2 #l Amazon EC2-compatible# {T{HE B ER
 Snowball Edge FHIEEHTEEEE

- 7£ Snowball Edge tf# 8 Amazon EC2-compatible AMI

- BEBRMESMGE A Snowball Edge £ &
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+ 7£ Snowball Edge £ & L AWS CLI #l API #24E

« Snowball Edge HiEE#{TEBH MK ERE

« {8 SSH E#£ %l Snowball Edge EHEEH1THE

« BERREE EC2-compatiblelE E #1T B8 E# ZI#EE Snowball Edge LH S3 REFETHE

- BB EE EC2-compatible® 1T 1EEE

 7£ Snowball Edge E 8 /i 82 Amazon EC2-compatibleli 2

« f£/ Snowball Edge K RAEN €I B B) R E) EC2-compatible# 171888

+ 7 Snowball Edge Lt f#F Instance Metadata Service for Snow &EL 82 Amazon EC2-compatible$
frfEse

« £ Snowball Edge tff f [E 7 BB Amazon EC2-compatible 17 {88

» {#F Snowball Edge I Z & EZHRARRE

+ Snowball Edge £ X ##) EC2-compatible# 1T {E & 4 & Bl F £ Fi & &%l

 {21E7E Snowball Edge L #11T#Y EC2-compatible#i 1T E§8

Snowball Edge L&) Amazon EC2 #1 Amazon EC2-compatible®#1T
B cENE=ER

AWS Snowball Edge EC2-compatible i {TIEBE AIEZ FEH EC2 APIs F5£f AMIs FERFEAME
# Amazon EC2 EC2-compatible¥#1T{EEE,

Snowball Edge tHEFE#HTEEBERE
FEREEHTERTARENER, WEFHEN , FSBAWS Snowball :##& EE,

#£ Snowball Edge £ EE Amazon EC2-compatible AMI

#E 7 AWS Snowball Edge #£& L £/ Amazon Machine Image (AMI) , S BLEHFIBTEE,
A LUEB T 515 X HE AMI

« AIIRERER LB AMI

- BEREREZELAVEEERE AMI,

FEFff 7 Snowball Edge B9 Amazon EC2 EE#TERSRIBEMNEELEN Amazon EC2 AMIs &
Bj, Amazon EC2-compatible AMIsz # Linux 1 Microsoft Windows 2 R .
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Linux

XETH Linux EER# :

« JEAR Snowball Edge #J Amazon Linux 2

@ Note

It AMI B R FTHR A ASFE Snowball Edge ZE(RiE A Rt AWS, & E7E KR & R it
AMI BIRRAS | 55260 ¥IENE AR Snowball Edge B9 Amazon Linux 2 AMI MR,

CentOS 7 (x86_64) - EF# HVM
Ubuntu 16.04 LTS - Xenial (HVM)

(® Note

FEXE Ubuntu 16.04 LTS - Xenial (HVM) BR{& AWS Marketplace , {B{3XZ EiEiB
Amazon EC2 VM Import/Export £ Snowball Edge #£ & E# A , 6 AMIs RRAZEEH T,

Ubuntu 20.04 LTS - 584
Ubuntu 22.04 LTS - Jammy

EAZEMNRIEER , ERITHH Amazon Linux 2 AMIs B | 1 Snowball Edge E®R&FEH
Amazon Linux 2 AMIsup-to-dateif 58, &2 B £ Snowball Edge L E# & H Amazon Linux 2 AMIs

o

Windows

X ET 5] Windows /EEZR#: -

* Windows Server 2012 R2
* Windows Server 2016
* Windows Server 2019

BRI LAERA VM Import/Export #& Windows E##25 (VM) BRIKE A |, #& Windows AMIs AWS #iE &
BHEE, 3E , AUUEEBENRBIMML 2% , TAERGEACHNEE, WEHMAERA  F28E
Microsoft Windows AMI 738 Z Snowball Edge,

£ Snowball Edge Ef#FA AMIs 183
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@ Note
EEIRE AMIs AWS ST EZHNEE,
SHE AAMIs #ERER BIOS R#EN , IATZE UEFI,

Snowball Edge XIE B # XM (BYOL) B, mFEFHMEN , 55284 Microsoft Windows AMI i E
Snowball Edge.

@ Note

AWS Snowball Edge EC2-compatible#{TEI# AIZFEE S H EC2 APIs F&F AMIs FERE
FAFEE Amazon EC2 EC2-compatible¥ 1T {E &,

&

o TEERMERLAETEE Snowball Edge BFETIE AMI

 # #& AMI AWS Marketplace 738 % Snowball Edge
- ERFIEEELE AMI FIEZE Snowball Edge

- # Microsoft Windows AMI #738ZE Snowball Edge

. ¥ VM B E A Snowball Edge

 [EH Snowball Edge By & ¥ Amazon Linux 2 AMI

FE M LAFTEE Snowball Edge ¥ AMI

ERFTREEE  AULEMER EC2 SITEEMNEH - FMZAERTIRE AMIsHE AMI FTIEZHE
AWS Snow RYEBEEE, A EC2 #HTHEBMNEHE - BRI HTHALZENFTE AMIs. AMIs 7
ATHER -

« KRB AWS Marketplace AMIs — ISR EN AMIs BEHREIH AMIs, TR AWS
Marketplace X #E# AMI B3 AMIs WHEEIEFR , F2E & & AMI AWS Marketplace #i8 %
Snowball Edge.

« A VM Import/Export EEAMIs — EEFTHEEER , £/ VM Import/Export L{E# AMIs %57

FEAT, MEFHMEF , FZBVM Import/Export FREIBRBFHER VM EAN/EHE VM EA
ARG, MEXENERCIRENMEBEER , 33828 VM Import/Export Requirements,

TR AM =


https://docs.aws.amazon.com/vm-import/latest/userguide/vmimport-image-import.html
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#% #& AMI AWS Marketplace #1i#8 % Snowball Edge

IBA LA AWS Marketplace #%5F% AMIs 118 ZE Snowball Edge £& , &2 & AWS Marketplace
HITEE, RPEY AMI, AR AMI BREEELERDPETE Snow HEWHEEEHF. A%, B
ERIMERUFTRESR | BEEXE LSS AMI, £ Marketplace &1 AMI B , SEREECEEXE
WEmRKIBFEAE,

£

« ## Snowball Edge B9 AWS Marketplace AMIs = mATEMF A FMEA

- ¥EHE AR Snowball Edge B9 Amazon Linux 2 AMI iR ZS

« £%%E Snowball Edge & EH AMI

B2 Snowball Edge B9 AWS Marketplace AMIs ZE RN FE AEMER

BAE AMI 1 #H1BZ= AWS Marketplace Snowball Edge £ BWRRF 28l , BREEEHN FXE AMI #
ERKRBNEEFEMER AWS B,

1. 1£ https://console.aws.amazon.com/ec?/ FAEX Amazon EC2 £# A&,

2. ®REBEH+ K ENEMBETERBNES , UREERFPEILEHKELETE Snowball Edge #£EH
B, BALLUEREAAHEEANER , ERENYLERT,

3. EEEEKT , BEE AMIs,

4. FHEBRFRGNESBERREETRN AMIs FEEHE , REFFESEEFAMIs, filan , B 2H

# AMIs AWS Marketplace , FFBELAEMEG, ARFABSBERE-SREETH AMIsTFE
#HE -

- (FERA) BEEST  ARUURRPEEHFELNR  AREBE - BEE T, RREE

amazon B,
« (BEE#EH)IEE Search (B 5) 7 , RARIEBE K FEIE Owner (BEE &) F{E Amazon

images (Amazon BR&),

(® Note
R E AMIs £ 3R+ AWS Marketplace ‘@& aws-marketplace.

5. 1E AMI ID ¥+ , iZ#E AMI 8 AMI ID,
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6. EAM BEEHETR 6 FREEHEIAXEEMNR. UFFHAEF K F2RTXR.
X K AWS Marketplace AMI E RS

AMI YESE R R E m S
Ubuntu Server 14.04 LTS b3dl4415quatdndl4qabkcud5
CentOS 7 (x86_64) aw0Oevgkw8e5c19413zgy5pjce
Ubuntu 16.04 LTS csvbh7oyg29b7epjzg7qdr7no
Amazon Linux 2 avyfzznywektkgl5qv5f57ska
Ubuntu 20.04 LTS a8jyynf4hjutohctm4102z18m
Ubuntu 22.04 LTS 47xbgns9Oxujfkjt189a13age

7. RE, UFERETVAFMAEATEUATEETINEF—@EIRAE.

« Amazon Linux, Ubuntu 5 Debian

Red Hat Linux bring-your-own-license

Amazon RDS for Oracle bring-your-own-license

* Windows bring-your-own-license

Y| BB AR Snowball Edge B Amazon Linux 2 AMI fRZA<

£ T 5152 7 R ¥ B Snowball Edge L&A Snowball Edge B9 Amazon Linux 2 AMI fRAR, FBXZE
KRR AWS CLI BREE. MEFMENR , F2E AWS Command Line Interface A &S
) PHZEREFERIRAN AWS CLl,

REF AMI R, RAEBSEHRF, RHEL—ED

« fEf describe-images AWS CLI &3 %5
w28 (AWS CLI i 58¥&) HH describe-images.

RN ASWRBE. WFEFMAER

aws ec2 describe-images --endpoint http://snow-device-ip:8008 --region snow
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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Example describe-images @SRy H

{
"Images": [
{
"CreationDate": "2024-02-12T23:24:45.705Z7",
"ImageId": "s.ami-02ba84cb87224el6e",
"Public": false,
"ProductCodes": [
{
"ProductCodeId": "avyfzznywektkgl5qv5f57ska",
"ProductCodeType": "marketplace"
}
1,
"State": "AVAILABLE",
"BlockDeviceMappings": [
{
"DeviceName": "/dev/xvda",
"Ebs": {
"DeleteOnTermination": true,
"Iops": O,
"SnapshotId": "s.snap-0efb49f2f726fde63",
"VolumeSize": 8,
"VolumeType": "sbpl"
}
}
1,
"Description": "Snow Family Amazon Linux 2 AMI 2.0.20240131.0 x86_64
HVM gp2",

"EnaSupport": false,

"Name": "amzn2-ami-snow-family-hvm-2.0.20240131.0-x86_64-gp2-
b7e7f8d2-1b9%e-4774-a374-120e@cd85d5a",

"RootDeviceName": "/dev/xvda"

FELEHIH | EARM Snowball Edge B9 Amazon Linux 2 AMI fRZA A 2.0.20240131.0, ©
fEDescriptionBBHEFIKE
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E%7E Snowball Edge #E#) AMI

1. 1E https://console.aws.amazon.com/ec?2/ FARX Amazon EC2 £# A,

2. & PREZE AMI PFHITER AWS Marketplaces

(® Note

ERRBEITERER K BRELEREITEEBNEER A NMNESENERARS, £
Amazon EC2 XA H , Bu A EHBRETBPAITIERE,

3. ZTENMREMLETE Snowball Edge FHTHWEARER , WA CHNBEBRER,
/A Important

. EXEE—WEKERE AMIs,

« AMI Y EBS #ER[ERA 10 TB HED . BEEME AMI RERIATER EBS #ikE
K. ERBRMEREEL AMI SREHARBERENRRE, EHERE2R , LTLHE
BADERESHREREEHNI/TEE.

« AMI FJ EBS REBREB N,
4., BHREEBRIMBITEERAN SSH SB@Y M PEM = PPK R, BUERRBEEEFTEIAR

Ed Snowball Edge # BB ARES. B THERNEKRRE  RAELFEH SSH ERIIEELDN
EC2-compatible TR , EFELHER.

/A Important
MBEEKREBRFEUERF , BIFEWZ] Snowball Edge £ B8 |, EXFEH SSH EEZHI1TE
£,

5. BMPITERFRETMES AMI, MFEFMER , F2E (Amazon EC2 FEAERERE) FRIEAR Linux
#ITERE Amazon EC2 EAEEE.

6. S$HEBEFMH SSHERNESREMTEBEESR 1-4, BHESLERSHE SSH €8 , WEM T
FHEAEERY AMIs,

7. BE, BEFTERER % AMIs AT LHEIENEKE,
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FEWEEKERS AMI B E Snowball Edge

EREXECHMUE | BTN AMIs B =X, WERA , F2R SERESREEA
Snowball Edge £&, FitlE , #RAZEME VMs , EREXEN AMIs B & =B IIAEH TR

® Note

E&ER VM Import/Export #& AMIs T8 ERNEE , EEETBREA VM & | &7 LU
BERAEAEERKVMs, T8 , REXENEERKE T Snowball Edge #2388 5 M 5
B, PEEFETLREAELEZ RERGPEMEERAREB O RIFRLE

/A Important

HE& AWS RIFE Snowball Edge LIEEFER , BLEAFFRBAERE, MFEHF
&SRR , 528 Snowball Edge £ AWS FREBHIEEIEFE R,

#& Microsoft Windows AMI 738 Z Snowball Edge

R ZEMN Windows EE£RFERERMES (VMs) , EBATLLEIR AWS 8 VM Import/Export #§
Windows VM BUMKEEAE |, AEBEBELNH LR EEZSEEEAZTENES |, KT AML,

FEHAEERE (BYOL)

Snowball Edge X £ F & B 2 MR #EHE Microsoft Windows AMIs [E A RHIEEE, Bring Your Own
License (BYOL) 2#EHEN AMI EEH A BERETE HEF AWS, A BYOL ZEIE AWS 2t H
RANEANEERE,

&R LAER VM AWS Import/Export #& Windows VM BKEAZTEHNEE | EFBZENBEUERE
EEAZZNEE, BELHEBIRE AMIs AWS, FHilt , tIREEEE Snowball Edge & L F A
AMI , BIAZEZ I MEA B 2K Windows VM B | It BEIRE, W5FE Windows REFR BYOL KIFF#H
B , 5528 Amazon Web Services # Microsoft : & REZ .

BV EE A Snowball Edge B9 Windows VM R {5

& E# 1 Windows VM B , BEZERLIRE | 620 Windows Hl macOS fEXRREZEN
VirtualBox. B4 Snow £EE VM B , BRfIZBEREZEL P MEZLD , HFELTE 4GB 1
RAM, & VM BB HITH , A AR EEZERFE (Windows Server 2012, 2016 = 2019), EE R
Snowball Edge REFMEMNEBREN , FEBAEHPHNIET.
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https://aws.amazon.com/windows/faq/
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EE1E Snow EE E#1T Windows AMI , &4 EFT18

VirtlO, FLR. NetVCM. Vioinput, Viorng, Vioscsi, Visoserial M VioStor BREIFEX . EAUTH
Microsoft k& % #£F25% (virtio-win-guest-tools-installer) , LAEFE GitHub B9 virtio-win-pkg-scripts f#1%
EEfY Windows B E R EELREHER,

® Note
MREITER VM RIGEZEACEIEL Snow KE , Al VM BREBAERHLAS RAW 1K,

3 Windows M &

1. 7E Microsoft Windows Ef§ L |, i#ZBR ¥ A devmgmt .msc LABIRX Device Manager,

2. EXYeERT , BEDE  AREBEHEERER.

3. EREH  EET-X,

4, BELRERMEEFDREUNVER (&) K ARREET S,

5. BEETHERE , RBBEET %,

6. REEEHE A WEEPRRERREFINESR K RARBEE ISO EX,

7. 1EISOERF , BIEE Driver\W2K8R2\amd64 B # , AEBHK . INF BE,

8. BEE INFER , BIERRK , AREEEE.

9. ELFIRPEXNECEE A6 FEET - 6 ARRBEREET—FH. REEE Finish (TK).
EEEATNESENLRREE ERERTEFE  AULLSEINECREN  BHEEREMN
B, BRI ELRE,

& EEREE

1. FRERRERCRENRE (E—THEEARR) BE
2. EESBRZE  BFRMRLEEENESEARE K RARBERE,

EEHEACRE  CCEREEEE LRE AML,

% VM BR&EE A Snowball Edge

g VM BRER SR EREFH —ERESREEALCHEE,
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https://github.com/virtio-win/virtio-win-pkg-scripts
https://github.com/virtio-win/virtio-win-pkg-scripts
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EEwER VM Import/Export - E&4§ VM BREGEA AWS A AMI B | BRI BATEE TETER
HHFTIEZEBMEE AWS Snow RINEEERE, NMEFMEENR , 52 EVM Import/Export £ &
EEPER VM BEA/ELS VM EABBSG,

AETBELEBNEE L — BOLUER AWS OpsHub 2 AWS Command Line Interface () B2
#% VM BRI FE A IRAY 2 EAWS CLI,

WEEA WFMEFA AWS OpsHub |, FESREZA# A EL Amazon EC2-compatiblei® & 117 {&

B,

B WHEEF AWS CLI, HBH R HMEMSE Snowball Edge £,

[t Snowball Edge BV & ¥ Amazon Linux 2 AMI

#E#% Amazon Linux 2 AMIs EFEHIARA |, B EHHZEFRY Amazon Linux 2 VM BR& AWS
Marketplace , AR%E A& VM BRIRE A Snow HE,

1.

f£F ssm get-parameters AWS CLI i 51 & Amazon Linux 2 AMI B S FTER{R ID AWS
Marketplace,

aws ssm get-parameters --names /aws/service/ami-amazon-linux-latest/amzn2-ami-
hvm-x86_64-gp2 --query 'Parameters[@].[Value]' --region your-region

WHEERLE AMI WHRFRE ID, 0 : ami-0ccb473bada910e74,

[ HH & #THY Amazon Linux 2 B{&, E2RE (Amazon EC2 FHEIER) FHEEH Amazon
Machine Image (AMI) EEH VM. Amazon EC2 £ Amazon Linux 2 AMI B9 S EER& ID 15
ec2 export-image@p T H image-id BEIE,

5 AWS CLI 5 # VM BR{&E A Snow & AWS OpsHub,

- MEFEA WEFHER AWS CLI , 5528 S ERHEEEMRARIE A Snowball Edge £E&,

o WMEMR WEHEE AWS OpsHub , 5528 £ A ARG E A AE Amazon EC2-compatible
AMI AWS OpsHub.,

[EH Snowball Edge #9&# Amazon Linux 2 AMI 191


https://docs.aws.amazon.com/vm-import/latest/userguide/vmimport-image-import.html
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1% E B MBS IR E A Snowball Edge £i&

A LAE A AWS CLI Al VM Import/Export RTS |, A& E & #EES (VM) BRRE A Snowball Edge £E
% Amazon Machine Image (AMI), EEA VM BRi& 2% , SESMEGEMA AMI , YA EEE AR
Amazon EC2-compatible#{TE &,

B LAE R MR LAFT B8 Snowball Edge #£E R , #& Amazon EC2 #% AMIs T8 Z % E, WE
Snowball Edge £E%& , BERANLER., NEHAEN , F2RRELNEENFTERE,

& LAEA AWS OpsHub £ VM MRER, NEFMEN K BSEAEEPNSREEAGHE
& 58 Amazon EC2-compatible AMI,

&

o SR EEE VM BRGI G HE EEE Snowball Edge &iE
« S8 2 : 7 Snowball Edge FEREMXBEHFFT

- $B 3 EAVMMBEH#A Snowball Edge LEYIRFR

- 4 BHREEMA Snowball Edge L AMI

« B 5 : £ Snowball Edge EH AMI BXBh 11T EI B8

+ Snowball Edge K Eftt AMI B)1E

FHER 1 g VM REILEEH EEZE Snowball Edge &

AWS ZEix 8 VM Import/Export # 8 Amazon EC2 AMI SR#TERE L VM MG | SR EIRE
MEBRLEAEABES VM BRE& | LUER VM BRE,

EEFA VM Import/Export # Amazon EC2 #{TEBEL A VM & , 528 (VM Import/Export
FEHAEER) PHFEA VM Import/Export A TEREL S VM. ZEFEA VM Import/Export #%
Amazon EC2 AMI EEHH & VM & | 5520 (VM Import/Export & 1ER) FRIEREK Amazon
Machine Image (AMI) EEH VM,

MERAMIREELE VM BB |, BFRAMRGAEERE AT Snowball Edge £ & EAE AMI, {RENIIRE
ME , BUgEFERENYIEER,

® Eﬁi*u;%ﬁ«ﬁ%%\nﬁo

. BRETHEE,

- BMREBZEBBRBBEABE (NTP).
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https://docs.aws.amazon.com/snowball/latest/developer-guide/manage-ec2.html#ec2-ami-import
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- REEQE SSH A EE#M, RIESRYENABEIR, WEFMEN A FSBEH SSH EiRE
Snowball Edge FHEE S 1T{EE,

« REMERELESE Snowball Edge £ B L F AR IETEEE,

%II

® Note
/& Snowball Edge % EX{HRIERREBE , FHEE TSRS,

* Snowball Edge B RIEXZEEA RAW BGHEXAV IR,
- Snowball Edge B BIEXZEEA K/ 1 GB El 1 TB HIIRHR,

# VM % L {E = Snowball Edge 2 & F# Amazon S3 /12878

#fE VM RRG%& | i H EEZE Snowball Edge R EHFES /Y S3 @FirRE. B LUEA S3 Edge £
#9 S3 E #2255 Amazon S3 AR ZIE R L ERE,

£/ S3 EiEeR L EERMBRMEK
«  fEA cpm T VM RBERERIKE LHRFTE.

aws s3 cp image-path s3://S3-bucket-name --endpoint http://S3-object-API-
endpoint:443 --profile profile-name

MFHBET  F2EFTEEFZEN AWS CLI &5,

£ Snowball Edge EfEF Amazon S3 A E L& VM M &
- M put-objectm A HRBERERIEE FNFHTFITH.

aws s3api put-object --bucket bucket-name --key path-to-snapshot-file --
body snapshot-file --endpoint-url s3api-endpoint-ip --profile your-profile

MBHMER | BB Snowball Edge £E LA S3 Wi

SR g VM BEI K E EEZE Snowball Edge & 193


https://docs.aws.amazon.com/snowball/latest/developer-guide/ssh-ec2-edge.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/ssh-ec2-edge.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/using-adapter-cli.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/objects-s3-snow.html
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B8 2 : 1€ Snowball Edge LE&E LN EMFFT

EEHEARI , BAEE Snowball Edge &, Amazon EC2 1 /& L5&XE VM Import/Export #
A,

@® Note
REELFFATHREACMBERMR Snowball Edge #£E& L,

Snowball Edge E#J VM Import/Export Fr & #I5F 7

ERBEARFZE , EXARVEREEBREN IAM B | fLFF Snowball Edge £iE £H VM
Import/Export #EZAE. SESEEHMETA , LAFFEE LK VM Import/Export FEF M E
+# S3 fEFETE PR,

BN EEBUR json BR

T REZINAGHENGSEIBEERES , SUE VM Import/Export AT SAFEIEEMR S3 REFETEEAN
RER

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":{
"Service":"vmie.amazonaws.com"
},
"Action":"sts:AssumeRole"
}
]
}

FRAEEBRE json BEREI ARG
ACZBT LR vmimport, BRI LAER R --role-name BIEETEE -

aws iam create-role --role-name role-name --assume-role-policy-document file:///trust-
policy-json-path --endpoint http://snowball-ip:6078 --region snow --profile profile-
name

4 B8 2 : 1£ Snowball Edge LR ESEMFFA 194
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LLTRHKHB create-rolemSHEHlEH,

"Role":{

"AssumeRolePolicyDocument": {
"Version":"2012-10-17",
"Statement": [

{
"Action":"sts:AssumeRole",
"Effect":"Allow",
"Principal”:{

"Service":"vmie.amazonaws.com"

+

"MaxSessionDuration":3600,

"RoleId":"AROACEMGEZDGNBVGY3TQOJQGEZAAAABQBBG6NSGNAAAABPSVLTREPY3FPAFOLKJ3",
"CreateDate":"2022-04-19T22:17:19.823Z2",

"RoleName":"vmimport",

"Path":"/",

"Arn":"arn:aws:iam::123456789012:role/vmimport"

BVAGHEE

THEFHEEFEE Amazon S3 FTEMNRIEFT . # Amazon S3 RETREBEELAEFME
WEHE, BWHREIM Snowball Edge £i& , & snow-id BEABMNEH ID, REBHEE &
snow-id BEREE D, B UEAFEHE S VM Import/Export T #E B N IREBHME,
BEBKE L BUER json HER.

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
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Hkk

"s3:GetMetadata"

1,

"Resource": [
"arn:aws:s3:snow:account-id:snow/snow-id/bucket/import-snapshot-bucket-

name"',
"arn:aws:s3:snow:account-id:snow/snow-id/bucket/import-snapshot-bucket-

name/*"
]

}
]
}
ERABREREMBUR

aws iam create-policy --policy-name policy-name --policy-document file:///policy-json-
file-path --endpoint http://snowball-ip:6078 --region snow --profile profile-name

LA 2 create-policy &5 B & H 61,

{
"Policy":{
"PolicyName":"vmimport-resource-policy",
"PolicyId":"ANPACEMGEZDGNBVGY3TQOJQGEZAAAABOOEE3ITHAAAABWZIPI2VW4UUTFEDBC2R",
"Arn":"arn:aws:iam::123456789012:policy/vmimport-resource-policy",
"Path":"/",
"DefaultVersionId":"v1",
"AttachmentCount":0,
"IsAttachable":true,
"CreateDate":"2020-07-25T23:27:35.690000+00:00",
"UpdateDate":"2020-07-25T723:27:35.690000+00:00"
}
}
BRREZEZAR

1=
HBREEELRAG YR TFEFNARERNFTT. EWREEHE VM Import/Export FRIEHEKE L/

Amazon S3 THRE,

aws iam attach-role-policy --role-name role-name --policy-arn
arn:aws:iam::123456789012:policy/policy-name --endpoint http://snowball-ip:6078 --
region snow --profile profile-name

$E% 2 : 1 Snowball Edge EEREMLEMFFT
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Snowball Edge EH I EMENTT

BR T E&EH Snowball Edge VM Import/Export B2 , BELERAREREEEAFEKACH
EE VMIE EFA], MREERAFERREAEHNITEAN , REAEZCKEGMELENT , FiL&q
DB ER , REESER 3,

A& T HIR{E IAM FF e EEEIBTEANER S

* pass-role

+ get-role

BIUAGHBE
DLTRAHFFERES IAM BEH1T get-rolefl pass-roleEERIEHIBUR,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": "iam:GetRole",
"Resource":"*"
b
{
"Sid": "iamPassRole",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/snowball*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "importexport.amazonaws.com"
}
}
}
]
}
FERABRRERETBXR

aws iam create-policy --policy-name policy-name --policy-document file:///policy-json-
file-path --endpoint http://snowball-ip:6078 --region snow --profile profile-name
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AR 2 create-policy s B & H €545,

"Policy":{
"PolicyName":"caller-policy",
"PolicyId":"ANPACEMGEZDGNBVGY3TQOJQGEZAAAABOOOTUOE3AAAAAAPPBEUM7Q7ARPUES53C6R",
"Arn":"arn:aws:iam::123456789012:policy/caller-policy",
"Path":"/",
"DefaultVersionId":"v1",
"AttachmentCount":0,
"IsAttachable":true,
"CreateDate":"2020-07-30T00:58:25.309000+00:00",
"UpdateDate" :"2020-07-30T00:58:25.309000+00:00"

EABE® , SEBEEEEE®TW Amazon EC2 API 5 CLI #/EUE AREHN IAM EHE,

aws iam attach-user-policy --user-name your-user-name --policy-arn
arn:aws:iam::123456789012:policy/policy-name --endpoint http://snowball-ip:6078 --
region snow --profile profile-name

£ Snowball Edge EFEAY Amazon EC2 APIs FrEE/YEF Al

EEEAMRRE  IAMFEFHESEEE ec2: ImportSnapshotial, MREFEERFEFEAENE
B, BALAEA ec2: *F A RIEFZEH Amazon EC2 FHl. A TEALLAEE EH Amazon EC2
RTRFINETA, FRAERNAREINBERER :

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"ec2:ImportSnapshot",
"ec2:DescribeImportSnapshotTasks",
"ec2:CancelImportTask",
"ec2:DescribeSnapshots",
"ec2:DeleteSnapshot",
"ec2:RegisterImage",
ec2:DescribeImages",
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Hkk

"ec2:DeregisterImage

1,
"Resource":"*"
}
]
}
FEABREREYBUR

aws iam create-policy --policy-name policy-name --policy-document file:///policy-json-
file-path --endpoint http://snowball-ip:6078 --region snow --profile profile-name

LA & create-policy #n4 BY i H 541,

"Policy":
{
"PolicyName": "ec2-import.json",
"PolicyId":
"ANPACEMGEZDGNBVGY3TQOJQGEZAAAABQBGPDQC5AAAAATYNG62UNBFYTF5WVCSCZS",
"Arn": "arn:aws:iam::123456789012:policy/ec2-import.json",
"Path": "/",
"DefaultVersionId": "v1",
"AttachmentCount": 0O,
"IsAttachable": true,
"CreateDate": "2022-04-21T16:25:53.504000+00:00",
"UpdateDate": "2022-04-21T16:25:53.504000+00:00"

EEBERE , FEBCREREZZFI Amazon EC2 API 5 CLI B EUEAREH IAM A E,

aws iam attach-user-policy --user-name your-user-name --policy-arn
arn:aws:iam::123456789012:policy/policy-name --endpoint http://snowball-ip:6078 --
region snow --profile profile-name

SR 3 [EA VM BRE& M A Snowball Edge ERIIRER

T—ESRREA VM REMARE LHIRR, S3Bucket BEMERITE VM RENFEFIrES
¥, S3Key ZHMNERKREFET VM REERNEKRE,

S 3 EA VM &M A Snowball Edge ERIRER
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aws ec2 import-snapshot --disk-container "Format=RAW,UserBucket={S3Bucket=bucket-
name,S3Key=image-file}" --endpoint http://snowball-ip:8008 --region snow --
profile profile-name

MEFMEN , F2E (AWS CLI s 52 E) FH import-snapshot,

L aR T AETHIT#.

« [--client-data value]
« [--client-tokenvalue]
« [--dry-run]

« [--no-dry-run]

« [--tn#]

- [-Em#ER]

e [--kms-key-id valuel

« [--tag-specificationsvalue]

Example import-snapshot o+ #Y & H

"ImportTaskId":"s.import-snap-1234567890abc",
"SnapshotTaskDetail": {
"DiskImageSize":2.0,
"Encrypted":false,
"Format":"RAW",
"Progress":"3",
"Status":"active",
"StatusMessage":"pending",
"UserBucket":{
"S3Bucket":"bucket",
"S3Key" :"vmimport/image@l"
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® Note

Snowball Edge B BIEAFBRRE—RIAT—RBEATFHEAEE. EEMBIHEAE
%, BEFEAEETA , IEEEETN S —EBTAEE. SEAUREEEZEECERE AN
BA, BTHRIE , FOEEAETREHME Snowball Edge £ &, MREEHMEIE
B, EAKEXRN, K MEELESTHENE K KERBREE, EERERBEATERE , 7
FEATIGS :

aws ec2 describe-import-snapshot-tasks --import-task-ids id --endpoint
http://snowball-ip:8008 --region snow --profile profile-name

SR 4 BBREBREEMA Snowball Edge LHI AMI

ERBEALERIIE , BALUEA register-imagem TEME.

(® Note
B R BB PR IR W A R AMIL,

MEFHMET , 528 ( AWS CLI @5 28#E) FH register-images

\

Example register-image &S H

aws ec2 register-image \

--name ami-01 \

--description my-ami-01 \

--block-device-mappings "[{\"DeviceName\": \'"/dev/sdal\",\"Ebs\":{\"Encrypted\":false,
\"DeleteOnTermination\":true,\"SnapshotId\":\"snapshot-id\",\"VolumeSize\":303}}]" \
--root-device-name /dev/sdal \

--endpoint http://snowball-ip:8008 \

--region snow \

--profile profile-name

DT RERBEEEIRE JSON W&, MEFHMEEA , F28 (AWS CLI nR282E) H register-
image B block-device-mapping 28,
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{
"DeviceName": "/dev/sda",
"Ebs":
{
"Encrypted": false,
"DeleteOnTermination": true,
"SnapshotId": "snapshot-id",
"VolumeSize": 30
}
}

Example register-image a5 5/

"ImageId": "s.ami-8de47d2e397937318"

HEB 5 : & Snowball Edge LH AMI BXBYEH 1T 1EIRE
EEMBHITERE 6 F28 ( AWS CLI $52#) BH run-instances,

image-id 2B M ERInageldfiBregister-imagem S H N B BE,

aws ec2 run-instances --image-id image-id --instance-type instance-type --endpoint
http://snowball-ip:8008 --region snow --profile profile-name

"Instances":[
{

"SourceDestCheck":false,
"CpuOptions":{

"CoreCount":1,

"ThreadsPerCore":2
I
"InstanceIld":"s.i-12345a73123456d1",
"EnaSupport":false,
"Imageld":"s.ami-1234567890abcdefg",
"State":{

"Code":0,

"Name" :"pending"

}I
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/run-instances.html
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"EbsOptimized":false,
"SecurityGroups":[
{
"GroupName":"default",
"GroupId":"s.sg-1234567890abc"

1,
"RootDeviceName":"/dev/sdal",
"AmiLaunchIndex":0,
"InstanceType":"sbe-c.large"

}
1,
"ReservationId":"s.r-1234567890abc"
}
(® Note

B A LA AWS OpsHub REIEN#1T(ERR . MFEFMEF , FSEREEPHREE
Amazon EC2-compatible & {T{E &,

Snowball Edge By E b AMI EpE

ISR LAE A H A AWS CLI fh B REEIZREBEAME, RBEEANREBHFMER. BUEEARR , %
Ko 75 FE AR R M BRNEUH MR R

£ Snowball Edge £ ESf21R BB FE A ARAE

EEEEEAEENEGIARRE | B LL#HIT Amazon EC2 describe-import-snapshot-tasksds
T T XE LW EMEFEtask-state,

Example describe-import-snapshot-tasks S H

aws ec2 describe-import-snapshot-tasks --import-task-ids id --endpoint http://snowball-
ip:8008 --region snow --profile profile-name

Example describe-import-snapshot-tasks s #HH

"ImportSnapshotTasks": [
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{

"ImportTaskId": "s.import-snap-8f6bfd7fc9ead9aca",

"SnapshotTaskDetail": {

"Description": "Created by AWS-Snowball-VMImport

s.import-snap-8f6bfd7fc9ead9aca",
"DiskImageSize": 8.0,
"Encrypted": false,
"Format": "RAW",

"Progress": "3",

"SnapshotId": "s.snap-848a22d7518ad442b",
"Status": "active",

"StatusMessage": "pending",

"UserBucket": {
"S3Bucket": "bucketl",
"S3Key": "imagel"

@ Note

service for

T REgERBET7 RAKDIERIERAEMER 2 EBNB L, E5REE Name=task-

state, Values=active | deleting | deleted | completed

K STAXETISH,

« [--dry-run]

« [--no-dry-run]

£ Snowball Edge EEUH B AL
EERUHEAET , 1T cancel-import-task@®,

Example cancel-import-task @ HY

aws ec2 cancel-import-task --import-task-id import-task-id --endpoint http://snowball-

ip:8008 --region snow --profile profile-name

Snowball Edge By E fh AMI EpE
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Example cancel-import-task sp S HEHE

{
"ImportTaskId": "s.import-snap-8234ef2a@lcc3b@c6",
"PreviousState": "active",
"State": "deleting"

}

(® Note

RAERERE5ERGRERN 3% 8EBUH,

B TAXETISH.

« [--dry-run]

« [--no-dry-run]

#5& Snowball Edge LAY IRER

EARRE S UERALGTSRERRRE, EEHERR , ZUMFERALIEATER
FEsnapshot-idsHHRER ID EA . WaFHXE volume-id, M LW S EstatusFEREMF
Hstart-time,

Example describe-snapshots &5 5 H

aws ec2 describe-snapshots --snapshot-ids snapshot-id --endpoint http://snowball-
ip:8008 --region snow --profile profile-name

Example describe-snapshots s S HiH K

"Snapshots": [
{
"Description": "Created by AWS-Snowball-VMImport service for s.import-
snap-8f6bfd7fc9ead9aca",
"Encrypted": false,
"OwnerId": "123456789012",
"SnapshotId": "s.snap-848a22d7518ad442b",
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"StartTime": "2020-07-30T04:31:05.032000+00:00",
"State": "completed",
"VolumeSize": 8

S XETISH,

 [--restorable-by-user-idsvaluel

« [--dry-run]

 [--no-dry-run]

# Snowball Edge £ & il BR R B8

EEBRECHEEEATEEENRE , BLUFEA delete-snapshot@®o

Example delete-snapshot G HHY

aws ec2 delete-snapshot --snapshot-id snapshot-id --endpoint http://snowball-ip:8008 --
region snow --profile profile-name

(@ Note
Snowball Edge T X EMIBRERFEMRERIEES AMI REEHIRE,

HHTAXETISH.

« [--dry-run]
« [--no-dry-run]
£ Snowball Edge EEUHEM AMI

EEFUHEMABEEAMIs , B L#I{T deregister-image®i v, BRI A XEECHIMER ST
EAREER AMI,
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Example deregister-image i S

aws ec2 deregister-image --image-id image-id --endpoint http://snowball-ip:8008 --
region snow --profile profile-name

HHTAXETISH.

« [--dry-run]

« [--no-dry-run]

£ Snowball Edge % & E{F£H AWS CLI F API &4k

£/ AWS Command Line Interface (AWS CLI) =% API #4E7E Snowball Edge L&t IAM, Amazon
S3 #l Amazon EC2 ts S8 , B E# 8 regions "1 snow, BALAEMA AWS configure HE
MEASRBITIIRAE | T FIEHIFT R,

aws configure --profile ProfileName
AWS Access Key ID [None]: defgh

AWS Secret Access Key [None]: 1234567
Default region name [None]: snow
Default output format [None]: json

C1%

aws s3 ls --endpoint http://192.0.2.0:8080 --region snow --profile ProfileName

Snowball Edge £1E& #4117 {E 88 /Y #8 B& #H &

£ Snowball Edge ERAENESE#TERR K SXFEERIHERAE , KHREM IP #hit, Snowball Edges
TERMEERNERNE . EREE ENEZEBEENE,

ERMERSRE (VNI) - EEERAEREEMRIE , ARERZE Snowball Edge EC2-compatible#i1T
EEg, ERCREEAEEBERAE 6 FHLEASHE EC2-compatible#1TEEEZE T VNI, &EiB VNI 1Y

RESINEREN TS BARE, SR VNISEE A NES| Snowball Edge W EEEKERZBREY

2] 8

£ AWS CLI # API #4E 207
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® Note

VNI #fE B2 AR E T8 Snowball Edge tHEIFYE B R M (RJ45, SFP+ = QSFP), fEEERRAE
EEENEEAATEANERATELEY VNI TS E3CEEHNE R,

B R SR (DNI) - B M (DNI) 2 —EHERMER I  TRAZSHEERR. FREHNA
BTPEHEFEARG, BiBAMTEBIRM layer 2 @EFN , MAFETMPNEZRERE , BAUE
= Snowball Edge M AHAEREM |, Wk EMEEWEE, DNIsZE VLAN FEEFM BT MAC Hthiik, DNIs
LHWREFTZREBERE,

£ Snowball Edge #i& £ , DNIs AT LLEE RJ45, SFP = QSFP EiZEE VB, SEEREEERS
%12 63 DNIs, DNIsT%ELEFREE Snowball Edge B+ EE B MK EZ B HEIH

(® Note
Snowball Edge F&EL (A EC2 EEIhEE ) £BET & DNIs,

£

« Snowball Edge £ DNIs 8 VNIs 5t R4

« 7£ Snowball Edge k&7 EHEARE M (VNI
« 7£ Snowball Edge L% EEZMHE R E (DNI)

Snowball Edge £ DNIs 5 VNIs 5 R iF 4

AXXE VNI 2 DNI 28l , FFHEER TR T 5 STR IR

1. FHRELNEEFER K MELHWEH—ESERMBENE , 0 RI45 EZE R IP thutiE
%o

2. HUSERIE7E Snowball Edge L~ B AR IP ik,
3. EXXE Snowball Edge Al F %, MFEFHMEF , 52 BEE Snowball Edge Al FimHEEERE,

4. FXE AWS CLI, MEFMEF , 7528 AWS Command Line Interface  EAEIER) i AM
AWS CLlI,

5. MEHKE,
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« £/ AWS OpsHub fESHEE, MEFMEA , FZEHEHE Snowball Edge AWS OpsHub,
- f£f Snowball Edge A FInfEHEEE, MEFMENR , FS B Snowball Edge,

6. TEHEELRE EC2-compatible#{TER, EAFEI VNI Bk 31T 18 88 /Y BB

7. ¥/ Snowball Edge i Fi%#1T describe-device®$. T MNBHIGIRHERMRA®E IDs
HRE, MFEFMER , F2ER Snowball Edge BIAREE,

8. MREEANEBRMIXAMEID, URHELT,

£ Snowball Edge L2 EEEMR R E (VNI)

MO EBMEKRAEN ID 2R  AUUEARERAEREERMAKATE (VNI FATIRERRE
VNI, FEZI VNI 28I , B AE1T R EHER,

I VNI YR 1P bt

1. f£H Snowball Edge i Fi%#l1T create-virtual-network-interface®m®. TF5I&iHIFREA
FAMETRERN IP itk A % (DHCP 5 STATIC) #{TIbén <. Itk DHCP SR ERE M4
REBAAHE (DHCP),

snowballEdge create-virtual-network-interface \
--physical-network-interface-id s.ni-abcd1234 \
--ip-address-assignment DHCP \

--profile profile-name

//0R//

snowballEdge create-virtual-network-interface \
--physical-network-interface-id s.ni-abcd1234 \

--ip-address-assignment STATIC \

--static-ip-address-configuration IpAddress=192.0.2.0,Netmask=255.255.255.0 \
--profile profile-name

ZnTEEEEHE IP #hithy JSON 8, BT IP it | MERRBRERFFE ec2
associate-address AWS CLI s B EH,

SELEEN IP itk | #ATLUER Snowball Edge A F w4 describe-virtual-

network-interfaces Snowball Edge Al Fifan &3 AWS CLI ffFaws ec2 describe-
addressesXKE8E
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https://docs.aws.amazon.com/snowball/latest/developer-guide/connect-unlock-device.html
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2. £ AWS CLI # IP b3t 88 EC2-compatible¥i{T{EREE U Bl , ML EXFIRAEMNE !

aws ec2 associate-address --public-ip 192.0.2.0 --instance-id s.i-01234567890123456
--endpoint http://Snowball Edge physical IP address:8008

#£ Snowball Edge 7% TEE#HEEE R HE (DNI)

(® Note

EEERNEINEER 2021 £1 A 12 AEXRKZRREMH , A Snowball Edges REEMFTE
AWS B35 F A,

Snowball Edge £ DNI &Y 5 3R %44

AREEHMIRSRE (DNI) 28l , BBHET EREHERPES.

1. 7R E DNI Z BT I4T o RG4S, MERA |, F2BSnowball Edge £ DNIs 5 VNIs &3R4

2. WA B EARRE FRBHITEE. B VNI, YAEHESTHEEZIEE. WERSE  F2
B971E Snowball Edge FEEEBMARKEE (VNI)o

@ Note

MREEBHTin-the-field KB ENKELBRPHEEREGRE , IV EEHNRBEEW
R, FRETEERA L INEE,

¥ DNI I B35 IP bk

1. BITTIeS , BUBZEBERRAELAHLEZEE Amazon EC2-compatibleEl{T{E . T—1@2
REELEN MAC tbiit,

create-direct-network-interface [--endpoint endpoint] [--instance-id instanceId]
[--mac macAddress]
[--physical-network-interface-
id physicalNetworkInterfaceId]
[--unlock-code unlockCode] [--vlan vlanId]
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OPTIONS

--endpoint <endpoint> EFANBERNIHER., BRENIKEKEER httpsiEE
FR%EE IP it H) URL., flgn , NREEM IP it A 123.0.1.2 , AIRENKHER
https://123.0.1.2 : /I,

--instance-id <instanceld> ZE#FLEHRI EC2-compatible#{T{EEE ID (EA ).
--mac <macAddress> FXEMBEREH MAC ik (FEA ),

--physical-network-intexrface-id <physicalNetworkInterfaceld> ER I ¥ EH
WENENEEMAENE ID, B LA describe-deviced R E Snowball Edge AT H
W ERMERITH.

--vlan <vlanld> RENEMER VLAN (ER ). EER K RAESEINMEREDSUE
ER VLAN ID il ERE, BARESHEEEN VLAN ID #7608 , Y EERGHATER IS
ZIFTE VLAN 28K,

2. F#3 DNI M a§HE EC2-compatible i TEBEE M EAE 2 & , B4 ETE Amazon EC2-compatible#,
TERRETRIRHEREEE,

- F—EREE  BRFEIB eth0 HiXEE EC2-compatible#1T{ERE/HEIEE <2 VNI I,
- FEEFERENEZBRAAREAERBEFER DCHP HFRE IP,

LA 2 Amazon Linux 2 1 CentOS Linux #¥#1TELL4HRER E M Shell IS TEE 6,

Amazon Linux 2

# Mac address of the direct network interface.
# You got this when you created the direct network interface.
DNI_MAC=[MAC ADDRESS FROM CREATED DNI]

# Configure routing so that packets meant for the VNI always are sent through
etho.

PRIVATE_IP=$(curl -s http://169.254.169.254/1atest/meta-data/local-ipv4)
PRIVATE_GATEWAY=$(ip route show to match 0/0 dev eth® | awk '{print $3}')
ROUTE_TABLE=10001

echo "from $PRIVATE_IP table $ROUTE_TABLE" > /etc/sysconfig/network-scripts/
rule-eth@

echo "default via $PRIVATE_GATEWAY dev eth® table $ROUTE_TABLE" > /etc/
sysconfig/network-scripts/route-etho
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echo "169.254.169.254 dev eth@" >> /etc/sysconfig/network-scripts/route-eth@

# Query the persistent DNI name, assigned by udev via ec2net helper.
#  changable in /etc/udev/rules.d/70-persistent-net.rules
DNI=$(ip --oneline link | grep -i $DNI_MAC | awk -F ': ' '{ print $2 }')

# Configure DNI to use DHCP on boot.
cat << EOF > /etc/sysconfig/network-scripts/ifcfg-$DNI
DEVICE="$DNI"

NAME="$DNI"

HWADDR=$DNI_MAC

ONBOOT=yes

NOZEROCONF=yes

BOOTPROTO=dhcp

TYPE=Ethernet

MAINROUTETABLE=NnoO

EOF

# Make all changes live.
systemctl restart network

CentOS Linux

# Mac address of the direct network interface. You got this when you created the
direct network interface.

DNI_MAC=[MAC ADDRESS FROM CREATED DNI]

# The name to use for the direct network interface. You can pick any name that
isn't already in use.

DNI=ethl

# Configure routing so that packets meant for the VNIC always are sent through
etho

PRIVATE_IP=$(curl -s http://169.254.169.254/1atest/meta-data/local-ipv4)
PRIVATE_GATEWAY=$(ip route show to match 0/0 dev eth® | awk '{print $3}')
ROUTE_TABLE=10001

echo from $PRIVATE_IP table $ROUTE_TABLE > /etc/sysconfig/network-scripts/rule-

etho

echo default via $PRIVATE_GATEWAY dev eth@ table $ROUTE_TABLE > /etc/sysconfig/
network-scripts/route-eth@

# Configure your direct network interface to use DHCP on boot.
cat << EOF > /etc/sysconfig/network-scripts/ifcfg-$DNI

=nes

% E DNI
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DEVICE="$DNI"
NAME="$DNI"
HWADDR="$DNI_MAC"
ONBOOT=yes
NOZEROCONF=yes
BOOTPROTO=dhcp
TYPE=Ethernet

EOF

# Rename DNI device if needed.

CURRENT_DEVICE_NAME=$(LANG=C ip -o link | awk -F ': ' -vIGNORECASE=1 '!/link\/
ieee802\.11/ &% /'"$DNI_MAC"'/ { print $2 }')

ip link set $CURRENT_DEVICE_NAME name $DNI

# Make all changes live.
systemctl restart network

£ SSH E#EZ| Snowball Edge Lt #YiE E 317 {38

ZZE# A Secure Shell (SSH) E#£Z Snowball Edge FHEE#1TEE , BETHRE A IRHEET
SSH &8,

. f&"\_IJ«XEE_LEEi%J«XnTﬂ% BB , 324 Amazon Machine Image (AMI) 9 SSH €8, WMEFMEE
, B RE IR LETE Snowball Edge.

o BAULEEIERE A Snowball Edge B EBEHSRMEAE |, 12t AMI B9 SSH €8, WMFEFHMEA ,
SRS E R RE A Snowball Edge &,

o RO LATE Snowball Edge LIV €8 A AR BEFAXTUEEN L ESBREBHTEE. 0FE
FHHEN , 528 (Amazon EC2 £ EIER) FRHVE A Amazon EC2 E I £i#8%¥f, Amazon EC2

#EiB SSH EREHITER
1. FREENRECHMER. EREMRK , HOHEREE, MEFMEN , F2R4& Snowball
Edge B2 G0 AR

2. FRIACAEFIHTEEBETHEERE., NEFMER , F2HSnowball Edge EEFEHTEER
R AERE,

3. EEFELMITTARLESESTERMN PEM = PPK €8%. EER LEEVERRELER,
L~ PEM ERAERE,

3
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4. &8 SSH EREIMITMER , MT I TEAIFTR. IP ik RIEFESnowball Edge HIEEH 1T EEE
HY 8 B AH RE AP ERE 2 FE BR MBS SR (VNIC) BY IP ik,

ssh -i path/to/PEM/key/file instance-user-name@l92.0.2.0

WMEFMENR , 55268 (Amazon EC2 &) HHEA SSHIERZE Linux #1TEE,
Amazon EC2

#&E F B EC2-compatiblei® & # 17T {E 88 E# 2482 Snowball
Edge £#Y S3 fEfZATEE

] LATEAE[E Snowball Edge &t , EEEHITER M Amazon S3 REFEIFBZEERE

Bl EAILFEAZEN AWS CLI tp S HMEE iR B RBITIRE, il , BRERERERER

e sbel.xlargeMITER P B B EMHEKE LM Amazon S3 fFramzn-s3-demo-
bucketB., REX&ETE Snowball Edge i3 LA Amazon S3 AR Fhttps://S3-object-
API-endpoint:443, BEATIERF,

# 48[ Snowball Edge EHESEHTEREREFI B EERER

1. A SSH EHFEFHTESE,

2. TEIEZHE AWS CLI, MIREMNHTEESE AWSCLI , B THRIZHEE, MEFMEENR ,
B %8 AWS Command Line Interface.

3. WEHEHITEE AWS CLI L8 5REAM A Snowball Edge £ Amazon S3 i B, MEFFME
#A , FHSBTE Snowball Edge FERGFFEAA# Amazon S3 BAER,

4. £ Snowball Edge @ LA T Amazon S3 AR FERERER, Hln -

s
¢

aws s3 cp ~/june2018/results s3://amzn-s3-demo-bucket/june2018/results --recursive
--endpoint https://S3-object-API-endpoint:443

B B BB B2 EC2-compatible$ 1T {E &

Snowball Edge AAEwEB MW SFIRmE (CL) BAER , BUUEREHRHIT. BRLUSERACE
Snowball Edge £ BREBHRE LT LEEEK, MENAEA Snowball Edge Al FinHIFEEE
A, SEMNAMBAEF LRSS  F2E ZEMEA Snowball Edge A Fif.
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BRI E THXRIEEH/TERISER Snowball Edge AFimm SHBEN , SEEAEH,

NEETTLLFE AWS Snowball i##& 2 & L AK Amazon EC2-compatiblefi BB E |, F2H
Snowball Edge £ #EH#) EC2-compatible AWS CLI &%

£ Snowball Edge L% 37 B2 EC2-compatible R B 4H R

& E1 AWS Snowball i2#% £ E L f##iH% B B)REI B2 Amazon EC2-compatibleiE E#H {TERE , &
DB B HRE, EEERM , 3B snowballEdge create-autostart-configurationdn
T, WTRAR.

R&

snowballEdge create-autostart-configuration --physical-connector-type [SFP_PLUS or RJ45
or QSFP] --ip-address-assignment [DHCP or STATIC] [--static-ip-address-configuration
IpAddress=[IP address],NetMask=[Netmask]] --launch-template-id [--launch-template-
version]

E# Snowball Edge EC2-compatible Bk Eh#8 5&

= Z T Snowball Edge FIRBEREAEIMERE , 55 A snowballEdge update-autostart-
configuration®®. AZEWM TR, ZEERADREAREERE , FBIEE --enabled B,

A&

snowballEdge update-autostart-configuration --autostart-configuration-arn [--physical-
connector-type [SFP_PLUS or RJ45 or QSFP]] [--ip-address-assignment [DHCP or STATIC]]

[--static-ip-address-configuration IpAddress=[IP address],NetMask=[Netmask]][--launch-
template-id] [--launch-template-version] [--enabled]

filE% Snowball Edge EC2-compatible Bt Eh#H &

EEMBRTBERANBEERE |, 556/ snowballEdge delete-autostart-configurationds
T-' y ZZD-FFﬁ'/T\o

A&

snowballEdge delete-autostart-configuration --autostart-configuration-arn

#3 B2 EC2-compatiblefi Bh#H A& 215
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%5l Snowball Edge EC2-compatible X B4 5

&= Z 5| HB1E Snowball Edge EE I RAENMERE |, 5B A describe-autostart-
configurations®< , M1 TR,

A&

snowballEdge describe-autostart-configurations

£ Snowball Edge L2237 E# K R E

% E1E Snowball Edge FHTEEHTEE NS NFS N H , FABRNERMAKAE (VNI), SE
Snowball Edge #4& ={E#5& /T NICs) , X ENEBMBE A HEIEHIZE, ELRRAAMREET M
B RJ45, SFP #l QSFP E#Eig,

=18 VNI FRUER VNI RER , MASTUEEESE NIC HEBHNEEHE VNI, EEBVER
B SRmE , 56 snowballEdge create-virtual-network-interface #%.

(® Note

EEA --ip-address-assignment S8 STATIC #IEK , --static-ip-
address-configuration 28 FEX.

A&

B LUEBMES REA LSS : 25%E Snowball Edge AAF#% , S AERE Snowball Edge A Fif
THERASFEREETE Snowball Edge A FiIRtY H %o

snowballEdge create-virtual-network-interface --ip-address-assignment [DHCP or STATIC]
--physical-network-interface-id [physical network interface id] --static-ip-address-
configuration IpAddress=[IP address],NetMask=[Netmask]

T %I FA &5 R R 3% TE Snowball Edge F Fimty 5%,

snowballEdge create-virtual-network-interface --endpoint https://[ip address]
--manifest-file /path/to/manifest --unlock-code [unlock code] --ip-address-

assignment [DHCP or STATIC] --physical-network-interface-id [physical network interface
id] --static-ip-address-configuration IpAddress=[IP address],NetMask=[Netmask]
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Example i : 237 VNIC (£/ DHCP)

snowballEdge create-virtual-network-interface --ip-address-assignment dhcp --physical-
network-interface-id s.ni-8EXAMPLEaEXAMPLEd
{

"VirtualNetworkInterface" : {
"VirtualNetworkInterfaceArn" : "arn:aws:snowball-device:::interface/
s.ni-8EXAMPLES8EXAMPLET",
"PhysicalNetworkInterfaceId" : "s.ni-8EXAMPLEaEXAMPLEd",
"IpAddressAssignment" : "DHCP",
"IpAddress" : "192.0.2.0",
"Netmask" : "255.255.255.0",
"DefaultGateway" : "192.0.2.1",
"MacAddress" : "EX:AM:PL:E1:23:45",
"MtuSize" : "1500"

15 A B SR

EERREB A EEELEIM VNIC , A snowballEdge describe-virtual-network-
interfaces . AEM T

A&

A LLEBMES RN EALH S : B5%E Snowball Edge AF % , Bk 5%E Snowball Edge A B i,
T3 A €85 B8R 2 5% E Snowball Edge A BRI 7%,

snowballEdge describe-virtual-network-interfaces

T 5 A S IR R ERE Snowball Edge B BislI 5%,

snowballEdge describe-virtual-network-interfaces --endpoint https://[ip address] --
manifest-file /path/to/manifest --unlock-code [unlock code]

Example €85 : 3288 VNIC

snowballEdge describe-virtual-network-interfaces

L
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"VirtualNetworkInterfaceArn" : "arn:aws:snowball-device:::interface/
s.ni-8EXAMPLESEXAMPLES",

"PhysicalNetworkInterfaceId" : "s.ni-8EXAMPLEaEXAMPLEd",

"IpAddressAssignment" : "DHCP",

"IpAddress" : "192.0.2.0",

"Netmask" : "255.255.255.0",

"DefaultGateway" : "192.0.2.1",

"MacAddress" : "EX:AM:PL:E1:23:45",

"MtuSize" : "1500"

A

"VirtualNetworkInterfaceArn" : "arn:aws:snowball-device:::interface/
s.ni-1EXAMPLE1EXAMPLE1",

"PhysicalNetworkInterfaceId" : "s.ni-8EXAMPLEaEXAMPLEd",

"IpAddressAssignment" : "DHCP",

"IpAddress" : "192.0.2.2",

"Netmask" : "255.255.255.0",

"DefaultGateway" : "192.0.2.1",

"MacAddress" : "12:34:5E:XA:MP:LE",

"MtuSize" : "1500"

B ¥ Snowball Edge £/ E &8 R H

B EERMESET (VNI 2% , B LEH snowballEdge update-virtual-network-
interface®m T EFHEMRE, EMHIETE VNI 8 Amazon Resource Name (ARN) 2% | BREAEE
A TRREHE,

A&

BALLEBMES R FEALH T . E5RE Snowball Edge AAF % , AR ERE Snowball Edge A F i
THFERASHEREETE Snowball Edge A FiRty H %o

snowballEdge update-virtual-network-interface --virtual-network-interface-arn [virtual
network-interface-arn] --ip-address-assignment [DHCP or STATIC] --physical-network-

interface-id [physical network interface id] --static-ip-address-configuration
IpAddress=[IP address],NetMask=[Netmask]

T %I FA &5 B R R 3% TE Snowball Edge F Fimty 5%,

snowballEdge update-virtual-network-interface --endpoint https://[ip address] --
manifest-file /path/to/manifest --unlock-code [unlock code] --virtual-network-
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interface-arn [virtual network-interface-arn] --ip-address-assignment [DHCP or STATIC]
--physical-network-interface-id [physical network interface id] --static-ip-address-
configuration IpAddress=[IP address],NetMask=[Netmask]

Example €85 : %7 VNIC (£ DHCP)

snowballEdge update-virtual-network-interface --virtual-network-interface-arn
arn:aws:snowball-device:::interface/s.ni-8EXAMPLEbEXAMPLEd --ip-address-assignment
dhcp

filBR Snowball Edge £ #Y & 48 B SR H

= EMIBRE SRR SRE (UNI) , BAILAERA snowballEdge delete-virtual-network-
interface®<,

Ri&

A LEBMES RN FEALG S | ©ERE Snowball Edge FIF i , 8ik5%E Snowball Edge A F i,
T 565 R 2558 R 2 5% E Snowball Edge FIF iRl 3%,

snowballEdge delete-virtual-network-interface --virtual-network-interface-arn [virtual
network-interface-arn]

T 5 A E IR R ERE Snowball Edge A Bisl 555,

snowballEdge delete-virtual-network-interface --endpoint https://[ip address] --
manifest-file /path/to/manifest --unlock-code [unlock code] --virtual-network-
interface-arn [virtual network-interface-arn]

Example #ifl : fIER VNIC

snowballEdge delete-virtual-network-interface --virtual-network-interface-arn
arn:aws:snowball-device:::interface/s.ni-8EXAMPLEbEXAMPLEd

£ Snowball Edge L f£AE Amazon EC2-compatiblel B

A LATE FE K El Amazon EC2-compatiblelin SHYBE#l, EALIRES , LA LAEHA Amazon EC2-
compatible API 4 , LR ERFT A X EEEH Amazon Machine Image (AMIs) FiE E#1T{E .
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#% EC2-compatibleir; 218 E A& Snowball Edge LH#) AWS CLI ¥% 24

EI&fEH AWS CLI [a AWS Snowball i##& ZER HaSE , B LIEEIRE 28 Amazon EC2-
compatiblelk B, BATLLUBBMEH HTTPS B R AL LM HTTP %% , I TR

HTTPS Z&im%

aws ec2 describe-instances --endpoint https://192.0.2.0:8243 --ca-bundle path/to/
certificate

HTTP &4 im 2
aws ec2 describe-instances --endpoint http://192.0.2.0:8008

MBEMEH HTTPS in 3 8243 , HEHPNWERBERKIBINE, LhiNZ2FEB Snowball Edge TE R
HEREENEBRRER, BETBREZR , RUMBHEHREFEEAH ca-bundle.pem ER, RE , &
ATLAERE AWS CLI iR E#E | LBEBRBNKRE , Tk,

HE IR B B2 Amazon EC2-compatibleiis B2 37 B3 B

1. # Snowball Edge E#ZEEIERMMA , REFM.

2. HEHBTAMFEE B THENEMAER LA IP ik,
3. REEELNKRIRE , BESZT L ping Snowball Edge.
4

B R IR P 1T snowballEdge get-certificate 9. MERGOHNFMENA ,
BI4E Snowball Edge - EENE R EH.

Y
r

5. #% snowballEdge get-certificate i THEEFAFEERER , %W ca-bundle.pem,
6. REMKIHEEAETTIWS,

aws configure set profile.snowballEdge.ca_bundle /path/to/ca-bundle.pem

EATRREE , TUEAEEAMBEALRN, BRRIECHHERAT CLIHS.
Snowball Edge £ #E# EC2-compatible AWS CLI 855

IR LAEIBEE Amazon EC2-compatiblelt 2 , £ Snowball Edge #£E - EBEEHTEE, EERE
BARIF I E Amazon EC2 CLI 551 AWS SDKs W EIE, MIEABLTENEETE WEA AWS CLI
SIFIETE AWS [EiF 8E AWS CLI R ML | 552 AWS Command Line Interface £ &M,
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Snowball Edge £ X ##) EC2-compatible AWS CLI S /& EE

ETR | &L K 2 Snowball Edge £ & X #B# Amazon EC2 AWS CLI fi 5 FIi&1E FEM R, W
REGPRBEREUTIE , IFZXE, ZUUBEGSEFELETEIIENEE, TR, Xig

ZREELEE 2

« associate-address — AGE#E IP ot EESTEBEVER  UEEE = (FEEARAENEH—F
EH :
+ —-instance-id - E— sbe #{TE#EK ID,
* --public-ip - EAREIMEITERNESR P i,

« attach-volume — % Amazon EBS Mt B EEZTEE PN EFELNHTHNHTEE  LERAEEN
HEZEGH L BEEZHITEE,

« —-device value - £ERE,

- --instance-id — B & Amazon EC2-compatibleE11T{EEEH ID,
« --volume-id value — EBS #R[EH 1D,

« authorize-security-group-egress — #% — 2 Z {El# H 57 BIFT € E 2 2848 , SA#EE Snowball Edge %
EFfA. KR , EEDEAFRITEREREFET —NZEE MM IPv4 CIDR it &EE. mMFE
SHMMER , 52 E A Snowball Edge F R B AEFIRERE,

« —-group-id value - &M ID
« [--ip-permissions value] - —EZ 1@ IP A&,

« authorize-security-group-ingress — #§ — X L@@ AR A FHBEL LB H, T authorize-
security-group-ingress b , A HEIEE group-name 5 group-id W&,

[--group-name value] - Z£EFHENEZRE,
e [--group-id value] - Z£&#HH ID
[--ip-permissions value]l — —=HZ 1@ IP FFAI &,

* [--protocol value] IP BAME. ABEER tcp. udp & icmp. BRIEEIEE "all protocols" KIE
(-1), BRIFEE --port 518,

* [--portvalue]l -#7M® TCP = UDP , AEAFNERELE, WETUARE-EHIHE (&K
ME-BRKFE ) o

R ICMP , E—EEHEE (type-code) , EFH type KF ICMP HEFES , M code KF
ICMP RG#miE. -1 EXRTAAE ICMP BREKFE ICMP K1, type B9 -1 BEEHIEE ICMP
HWFTAE ICMP 18,
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- create-launch-template - B B & AR, RBERXTSMBHTERNSE ., EEEH
RunInstances BEBVFITERE , INEEMBEAMEZFTEFRIRERDSH. BERERS
A LAZEN 100 A&,

« --launch-template-name string - FXEV &AM B &,
« --launch-template-data structure - BAEBVEARNEH. ZEUATEBM :
* Imageld

* InstanceType
* SecurityGrouplds
* TagSpecifications

* UserData
JSON FB% :
"ImageId":"string",

sbe-c.large",
"SecurityGroupIds":["string", ...],

"InstanceType":

"TagSpecifications":[{"ResourceType":"instance", "Tags":
[{"Key":"Name", "Value":"Test"},

{"Key":"Stack","Value":"Gamma"3}]1}],

"UserData":"this is my user data"

}

 [--version-description string] - EXB)EEAEE —ERRAH R

+ --endpoint snowballEndpoint — AJZE&FE A Amazon EC2-compatible API g4 , LIFERERET A
NEHEEHEMTERNE. WHEFMENR , F2E EC2-compatiblein &5 E 4 Snowball Edge
+FH# AWS CLI ¥ 2.

- create-launch-template-version — ZRXENSEARE VL #TARA . & 7] LS E IR B KRB A AR A B T A
AWER, MBEARASRERIIEFETRE. BE8ELEE,. EESBRRBERNRETE.
SERBE AR Z A BLE L 100 ERAS,

EFERPIEEHBEA D KRB EHAE R,

+ --launch-template-id string — EXE &4 1D,

« --launch-template-name string - FXEV &AM B &,

« --launch-template-data structure - BAEBVEARNEH. ZEATEBM :

e TmaaeaTld

Trrorg T o
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e InstanceType
* SecurityGrouplIds
 TagSpecifications

* UserData

JSON &% :

"ImageId":"string",
"InstanceType":"sbe-c.large",
"SecurityGroupIds":["string", ...1],
"TagSpec1f1cat10ns"'[{"ResourceType
[{"Key":"Name", "Value":"Test"},
{"Key":"Stack","Value":"Gamma"}]}],
"UserData":"this is my user data"

instance","Tags":

}
« [--source-version string] - ¥ARAHEREREEAHMRATRIR. FTHYRAHE A AE B A R 26 MR
AW ES 8 , (BE7E launch-template-data FIEENSEBKRIN.
« [--version-description string] — EXB)EIZA5E —ERRAH R

- --endpoint snowballEndpoint — A& E A Amazon EC2-compatible API #14E , AEERERET A
NEHEEHEMTERNE. WHEFMENR , F2E EC2-compatiblein F 15 E 4 Snowball Edge
8 AWS CLI im 3,

« create-tags - MEHBRIEEERN —HSEARE. BEERNLRA 50 BAFER. SEEREIS
Ro|REERE, ERNERRCIBLARE—N, XEUTER :

+ AMI

- HITERE
- BB
- ZEEA

- create-security-group — 7 Snowball Edge L2 Z 280, EHZALUEN 50 BLLFHE, B
ZEFAR  BUMEELMESRKATE .

* --group-name value - Z2EHNEZRE,
« --description value - K& BENER, LERAEHRSE, HENRERS A 255 BF .
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[--size valuel - BBEEAI A/ , LA GiBsBEL , ALE 1 GiB E 1 TB (1000 GiBs).
[--snapshot-id value] - fEHZE I REERERY IR,

[--volume-type value] - BEREHE, WMKRIBEEE(TE , B A sbgl. AJEMNESIEAUT :
* sbgl EARH MR E
« sbpl EAM SSD WikE
[--tag-specification value] - EZEVHEEAZ#HEENERBE,
- delete-launch-template — MEREREVEGAS, MHIBREXE EEA< & MIBRE I PR B AR AR

EFERPIEERMBEAR ID IREBEREE,
+ --launch-template-id string — X B &4 1D,
« --launch-template-name string - EXEN &AW B,

« --endpoint snowballEndpoint — AJZE&FE A Amazon EC2-compatible API &4 , LI ERET A
NEHEEHEHTERNE. WHEFMENR , F2/81 EC2-compatiblein F 1§ E % Snowball Edge
+FH AWS CLI w2,

« delete-launch-template-version — M EREREN EAKY — S ZBARA . EEEMI BRI SR TRER
X BAALERTENRABATERE, NWRBEERETSREBERNME—MRA , BIFEA delete-
launch-template n+ 3R M BREE B R B £ A<,

EERPIEEHBER ID IWEBEAETE,

+ --launch-template-id string — EXE &4 1D,

« --launch-template-name string - EXEV &AW B,

- --versions (BB ) "string" "string" — EMIBRAY — Kk 2 B RAE EEAS KR A< B KR AN Hm 5%

« --endpoint snowballEndpoint — AJ & A Amazon EC2-compatible API ig4E | LI ERET S
NEHEEHEMTERNE. WHEFMENR , F2E EC2-compatiblein & 15 E 4 Snowball Edge
+F# AWS CLI i 2,

- delete-security-group — M BR 2 £ 848,

MRGEDMBEHN L FEAEFTERERY  SIHAS —BRLBEMSENYER , IRRFSX
BRIf B [E DependencyViolation,

 --group-name value - T2 EFHENZ T,
« --description value - Z2FHEMN TR, LEFAEMRSE, LENRERS A 255 BF .
- delete-tags - RIEENER (AMI, EEHTEE. BBEEALTL2HE ) MREENEEE,
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« delete-volume — MIER$EEHR) Amazon EBS BifE[E, RHEEMBNMIE available iREE (RiEETH
TIERR).

« --volume-id value - B{REER ID,
« describe-addresses — #REESE B F B sbeF T EEEFEBEN —NZEEE P ik,
* --public-ips — EEFTEBMEIBIN —RNZ@EL P bk,

« describe-images — iR — Bz Z{E T HHVER{& AMIs), FERIEKHE , SR ETHNEGIEE
Snowball Edge &,

+ --image-id - AMI ¥ Snowball AMI ID,

« describe-instance-attribute — IIRIEEHNTEENIEEEBYE, B— X REE—BEMH. ZEBUTE
M

* instanceInitiatedShutdownBehavior

* instanceType
e userData

« describe-instances - #R —HZBAHITER. DESEOERGHTERNEMNL2EE.
* —instance-ids - #£& L 2F 1L 2 —HZ1E sbe HITERH ID,

* --page-size - FIUPEMESNEEEEA), HEFTEXERTHETFEONEBERY. RENE
EANEND  HREZRHNTURES |, EEEFUFEINNIER hEd. EABhE % T UERE.,

« —-max-items - I FEWEHPESEEWEE A, MRTANBEESEBEENE , 8EGD
HE PR M NextToken, EEREBE P H , FEREDPTH starting-token 5B 1R
NextToken B,

- --starting-token - IEEMB P ENENFR. AL EREB LA SBETEEMN NextToken {Ho

« describe-instance-status — #RIEEMTERSLAMESTEENRE, BBER , RSWAHTHH
EITERE | BRIFBUSRIIE R EEIFMAEMTERMNMRE, BTEEBRESETITH

« REEMZE — Snow HBEHEHIT Amazon EC2-compatibleF{TEIEE RS ITAREEMZE | LUGRBITEE
MERBERRE,

o HITEEERE - SRR BUTERN AR —Z2RE , EFHTREEBRLESLE  EEHTHERE.

BB, BT EREML

e [--filters] (BE)

ERIERAF,
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« instance-state-code - FITEBMREBNERE , L 16 BT REERT. 5T
HRARABRBEHRE , BTUREK, BUTHSRIBARTAMRERSEE. BERELRO (F
E), 16 (H1TH )., 32 (ME ). 48 (#&i1k), 64 (F1L) M8 (FIk),

- instance-state-name - M {T{EABIAREE (pending | running | shutting-down |
terminated | stopping | stopped ).

« instance-status.reachability - k& #4A reachability(passed | failed |
initializing|) insufficient-data WEITIERMREEITERR,

« instance-status.status - #{T{EBAAREE (ok | impaired | initializing |
insufficient-data | not-applicable),

« system-status.reachability - EREBBA AERM (passed | failed |
initializing|insufficient-data) HWRHFREE,

« system-status.status — {TERI RHAREE (ok | impaired | initializing |
insufficient-data | not-applicable),

« JSON F5% :

[
{
"Name": "string",
"Values": ["string", ...]
]
e [--instance-ids] (BE)
#1T{ER IDs.
TEEY . WIAPFTEHITER,
e [--dry-run|--no-dry-run] ( F#{E)

REGREERBHEMENGT , MAZTEERREER , YRRHEROE, MREELENFF
Al , $HER[EfEA DryRunOperation,

A RIA UnauthorizedOperation,

e [--include-all-instances | --no-include-all-instances] ( ##k{H )

E Ktrue , SESMEITERNEHRRE, B Kfalse, AETSHITHHTERMEER

AE
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JE5% : false
« [--page-size] (E¥ ) - EEBFTIRESNSEEER X/, HEFEEETSHWEPEEN
HEE.,. RENERAPR/)  BEEZFHNTURESZ  ESATUPERNEE HEYD, EF
By 36t 5 I 0L SR BF o
e [--max-items] (EH ) -wThHPESEENEBEAY, WRTANEERBEBIEEN

B, 2EGSWEEPIREME NextToken, ZEERESEH , BEREH DM starting-token 5|
BFIRHE NextToken {Ho

« [--starting-token] (&) - AREEHBTENENFHF. AL ERE LT 2BER
FEKY NextToken {E.

« describe-launch-templates — FREA—H LB EE A&, describe-launch-templates P H_2—
HD R, BULLETZEARWY , SHEERNEAERE,

EFERPIEEHBER ID RMEBEAETE,

* --launch-template-ids (J&E ) "string" "string" - FXEEAIDs JFE,

« --launch-template-names ( /B% ) "string" "string" - MBIEANEBEE,

* --page-size - FIFEMBHNBEEE A, HEFTEFERTHWETERNEEY., RENE
HADR/D , BRERHNTURAS , Z8EAFUSPERNER CRD ., EFPEETURE,

« —-max-items - TEMEHPESEEWIEE B, MRTANBEESEBEENE , 8E0
foE PR NextToken, BEEMRES H , FERBEDB DM starting-token 5B iRt
NextToken B,

- --starting-token — IEERAB D ENENFR, LFLERE L EEBEEELN NextToken H,

« --endpoint snowballEndpoint — AJZE&FE A Amazon EC2-compatible API &4 , LI ERET A
NEHEEHEHTERNE. WHEFMENR , F2/81 EC2-compatiblein F 1§ E % Snowball Edge
+FH AWS CLI i3,

- describe-launch-template-versions — #iR{E EM BN AR —H LB, BRI UERFIBERA. @&
BINRA TR ZERA, describe-launch-template-versions it R—ED BIEE, B Ll
TZERNY  SUHEERERNEEERE,

HEFERPIEERBE X ID BB REE,

« --launch-template-id string — EXE &4 1D,

« --launch-template-name string - FXEV &AM B &,

 [--versions (list) "string" "string"] — EMIBRH — % {ERREN EF AR A< B MR A< 4R 5% o
[--min-version string] - #EREXE)E ARAEY AR AR5
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[--max-version string] - #RRE) AR A< HY AR A AR 5% o
« --page-size - FMHFERESNEEER A, HEFSFEaTRETERNEEY, RENE
EADED  BEEZFHATFURES  £8ATUPEERWIER @4, EFBE 2 FUERE,

« —-max-items - I FEMEPEEENIEEEY, MRTANBEEREBEENE , 8EZ0F
fE PR NextToken, BEREBE S H , FERET DM starting-token 5B PR
NextToken {&,

« --starting-token - IEERBR P ENEN TR, LFLERREB LS EBETEEN NextToken B,

« --endpoint snowballEndpoint — AJ & E A Amazon EC2-compatible API ig4E | LIFERERET S
NEHEEHEMTERNE. WHEFMENR , F2E EC2-compatibleir & 15 E 4 Snowball Edge
+F# AWS CLI i 2,

« describe-security-groups — #iR —=RZER £ E A,

describe-security-groups SR —EHD HIRE, BAILAR L ZE AP FWRENEBZERE
R&,

[--group-name value]l - Z2£EHENEHE,
« [--group-id value] - Z£&HEH ID,

[--page-size value] - E7#E AWS [REFUARSHNEEEEAD. KA NTEFEGTE L
PEENEE ., RERINEEANSERYEREN AWS RULREER S |, )X RHEEH E
BE&Y, EBAETAMLE AWS IREWISRE, MEEAEEH , FZBAWS Command Line
Interface  EAFEIEM) PHD E,

« [--max-items value] -wSWEPESENEEEY, IRTANEEEHEBEENE , &
EhTHEEPIRM NextToken, EERESE , FERBEHTH starting-token 5|EHR
it NextToken B, B2 HEBEEFEANextTokenEIETE AWS CLI, MEMFHES |, FS
BJAWS Command Line Interface  fEAEIER) FH D E,

« [--starting-token value]l -EERBIPENENFH. KFLERREELETCEBEEEN
NextToken {BH. WMEMAESF , FSBIAWS Command Line Interface  FERAEER) FHD
H

« describe-tags - #RIEEEIR (image. instancemh T2 & ) N —RZEEER. RAELEBL
e, IERUTEHEEY

* launch-template
* resource-id
- resource-type — image = instance

- TR
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* value
« describe-volumes — #iR 5 EH Amazon EBS Rk [E,

e [--max-items value]l - HTHEHPESRMNEEAY, URTANBEEEEEBEENE , 2
E DL PIRM NextToken, BEERE P EH , BEREBEDBSH starting-token 5| EHiE
£ NextToken B,

[--starting-token value] -EERBIPENENFR . WAFCER B L7 EEHEEERN
NextToken {E,

[--volume-idsvalue] - —=HZ{EWTRE IDs.
« detach-volume - #§ Amazon EBS ##k[EHE 2= L REITHHFTER D H.
« [--device value] - #EBEHE,
[--instance-id] - B#& Amazon EC2 #/T{EI# &Y ID,
« --volume-id value - BB [EH ID,
« disassociate-address — A$EE#E |P bt ¥ 48 BAHKAY #4178 B KRR ES
* --public-ip — BERHITERBUEEIMATE SRR P stk
« get-launch-template-data - #EUE ERTERBNARLER, LERTRREILMEIER,
* -—-instance-id — E— sbe #{T{ERM 1D,

« -—-endpoint snowballEndpoint — A &EH Amazon EC2-compatible API #24E , LR & H
XNEEEEHTERNE. WEFHMBENR , 5281 EC2-compatiblein B iEE % Snowball Edge
EH AWS CLI w2,

« modify-launch-template — R ER BN EB A, & A LS E EiG BB E A B R LE MR ASER TE R TERR AR AR, 0
RERBHTEREREERDELRRE , RESEARRNBE E LR,

FEFERPIEEHBEAL D KREBEHELERB.

+ --launch-template-id string — EXE &4 1D,

« --launch-template-name string - FXEV &AM B &,

« --default-version string — Ei%E & THX MR AN Y B ED 02 iR <4 555

« --endpoint snowballEndpoint — A& A Amazon EC2-compatible API #4E , AR ERETA
XNEREEHTERNE. WHEFHEN , FSE A EC2-compatiblelin ¥ 18 E % Snowball Edge
L/ AWS CLI i E.

« modify-instance-attribute — S RIEEHTEBHNBE. XEUTEM !

e instancelInitiatedShutdownBehavior
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- revoke-security-group-egress - {t Z £ FHEBR—Z @ LR A -

« [--group-id value] - Z£&EM ID

« [--ip-permissions value] - —=Z@E IP FA %,

« revoke-security-group-ingress — ##§ —H Z AL £ FEN @M AR A, 0 revoke-security-
group-ingress B , BAEIEE group-name = group-id KB,

« [--group-name value]l - Z&EHHEANERE,

« [--group-id value] - Z£EHEH ID,

« [--ip-permissions value] - —=Z@E IP FFA %,

* [--protocol value] IP BEAWE. WREESA tcp. udp & icmp. BRIEEIEZE "all protocols" FI{E
(-1), BAIEE --port 51,

* [--portvalue]l -#/% TCP & UDP , REAFNERELHE, E—EHHHEE (HFNME-HBKX
H),

B ICMP , E—EH S EE (type-code) , HAM type KX ICMP HEFS: , M code K&
ICMP ﬁﬁ%ffﬁyﬁo -1 {ERTFTE ICMP EEWFTE ICMP K18, type B9 -1 EIEHIEE ICMP
B FFE ICMP K78,

« [--cidrvalue] -CIDRIP &&,
« run-instances — {8 AMI B9 Snowball AMI ID B BN FF Z EEHTEE.

(® Note
RIBHTERH K/ NHMEE | £ Snowball Edge LRABEFHTEREZ ATREE—/NEFF
EI‘JH%FEﬁo

« [--block-device-mappings (list)] - BB R EMEIEE, XESH
DeleteOnTermination, VolumeSize # VolumeType. FMHMEBERRKEBER sbgl,

Iar S H JSON FEE M R A o

"DeviceName": "/dev/sdh",
"Ebs":
{
"DeleteOnTermination": true|false,

"VolumeSize": 100,
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"VolumeType": "sbpl"|"sbgl"
}
}

- —count- EMBNHTEREE, WREHEEHE K SREAEZRINZIHE (FRA 1), W
R min:max MBRARBEHEELE K SKE-EABERAEZERBNZ/OHATEREE , ME=E
RIRAEMBNSABMTEREE.

* --image-id — A LLEBFE AL ERS#9 AMI Snowball AMI IDdescribe-images., %ZEEH AMI &
AIRRE AT E R,

- --InstancelnitiatedShutdownBehavior — IRI%FEES , EERITERMBEME ( FHARBMIEE
£%T) , BTEBEEL, AUNEBFEFEEERDE  BERTERIAKRL, XESH stop M
terminate., FERR{EA stop. MEFHMENR , 52 B (Amazon EC2 Linux HTEEF R EIE
M) PREFEHTEREBRENBRITA.

+ —-instance-type — she #{T{EREER,

« --launch-template structure - ARMEBBTEBHREEAR, FMAEE run-instances ®H
hIEENSHASBERBHEATINHERSE., EULIEERBHEARNBZER ID , BFEERRE
EME

{
"LaunchTemplateId": "string",
"LaunchTemplateName": "string",
"Version": "string"

}

« --security-group-ids - —E ZE L £ &48 |Ds, B AT LAE CreateSecurityGroup BREI L4 &
A, MERRBRHEMAE , AISHEINETERERERZSEEN D,

- --tag-specifications - EHEBHEEAZERNER. ERETRBEHHTERMNLER, 5
ENEBRESEAZMENMBNERYNHATER. TEEEREYRA/EMNEER  FFEA

create-tags.
* --user-data - ERHFEEHTERBNEAEER. NREERHR AWS CLI, RIgHKEHT basebs
wmis  MELAUREREANF, B, BHLRREM base64 wmIHHI X F.

« —-key-name ( F& ) - SWENEB. EALEH CreateKeyPair® B £
¥ ImportKeyPair,
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/A Warning
MREREEESRYE , RIFECEERERAFEAEURLMEXNEAN AMI, BRIEEE
PREIEAITEIRR

« start-instances — BB B LB EE LM sbeHTEE, EEIZITEBNMEERERBANE LN
EEBEFHSIFEELE , EESTEECKL K REFLUEK,

« --instance-ids - #E L 2F 1L 2 — %@ sbe #IT{EEM ID,

« stop-instances — F L IEE#THsbe#TERE., EZIZITERBNAEEREZRBANE LHEME
BETHESFEFE , EEHTERSKRL , e TFIUER.
« --instance-ids - #E& L 2F 1L 2 — %@ sbe #ITEEM ID,

- terminate-instances - B —RZ @ TER. ERERRE , WREZ XK LFTER , SEATY
R, ERIZBTEBNMEERERBNSFLNEREBEFHSSERE , EEHTEEDS
®riE BEERER.

@ Note
RIEFEER , FAWM shutdown = poweroff EW G , ZBTEREFLE, TiB , &AM
£ InstanceInitiatedShutdownBehavior BHREEL{TA , FELH TR ILEN
HITER, MEHMER , 5520 (Amazon EC2 Linux S {TEEFEHAEIERE) PHWEFH
TEBREBNEEIRIT A,

« --instance-ids - BEEEE LK I —HZEsbeTEEIDs, AL TE R F R FTE B
EREAIER,
« create-key-pair — B EHIEER BN 2048 It RSA £ ¥, Amazon EC2 EFHAE TR , It
BERAEER  HERFERR. LESBELURMERN PEM RIS PKCS#1 AESMER, MR
BEEEERBN S/ EFE , Amazon EC2 EEEEEEE,

. __key_name (?—%) —ﬁﬁ%%‘jﬂ’guﬁ_%ﬁo

BR 5% 44 - &% 255 {8 ASCIl F 7T
[--tag-specifications] (list) - EEAZHSBRYENER,

"ResourceType": "image"|"instance"|"key-pair"|"launch-template"|"security-group",
"Tags": [
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{
"Key": "string",
"Value": "string"

}

* import-key-pair —

. —key-name (FH) - SHEHK B,

BR&IE 4 . &% 255 {8 ASCIl £T.

« --public-key-material (blob) - A G &8, ¥R APl Rl K XFHER basebs4 fmiE. HRBHHT
B | € A%HIT basebsd iRk,

« [--tag-specifications] (list) - EERAZH WY MWER,

{
"ResourceType": "image"|"instance"|"key-pair"|"launch-template"|"security-group",
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}

 describe-key-pairs —

[--filters] (BEE ) - ERBFMH-

* key-pair-id — €8 ¥ ID,

* key-name - IREH AR,

- tag-key - EMGERZEBNRLIR, EALGERERSKEREGRERIBZERNAE
ER , ERERERT,

« [--tag-specifications] (list) - EERAEZHLBYMER,

tag : key - EMREERZEBRNB/EEES. CAGRREEBTINERE  YKEREERET

BIRHE, fl , ESREBHER Owner FE Team AWFEER , BEHREHEBEEA
tag:Owner , #ENBIRHEIEESR Team A,
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{
"Name": "string",
"Values": ["string", ...]

« [--key-names] (BE ) - WY ER.

X HRPTE IRY,
o [--key-pair-ids] (FE ) - £8¥IDs,
* delete-key-pair —
« [--key-name] (F& ) - EWBENEE,
o [-key-pair-id] (F&F) - £B|HH ID,

Snowball Edge £ #E# EC2-compatible API #4E

ETR, B LR 2| 7B Snowball Edge & Ei £ #Y EC2-compatible API #4E , SA&% Amazon EC2
AP| Z2ZHHERIAER, Amazon EC2-compatible APl FEIYFEE#E Signature 5 4 i (Sigv4).

RIEMEA AWS CLI = AWS SDK #1TiEL API I |, Blg BERE Sigv4 #E. &0, BEEEH
BCM SigV4 HBHFERA R, MEFHMER , HSBE Snowball Edge LEVSFI#E A Z4# Amazon S3
BAEH,

« AssociateAddress — A&58 1 |P ok B2 30 17 F BE =R 48 % SR 28 3L R Bt
« AttachVolume - X BT HIFE RS :

 Device

e Instanceld
 VolumeId

« AuthorizeSecurityGroupEgress — #§ — 2 Z {E# LR A8 E L £ 840 , LI{EEE Snowball Edge & &
BiEA, $5h2 , EESEATHTREBKRESEER —RNZEE itk IPv4 CIDR thit #E,

« AuthorizeSecurityGrouplngress - # — S Z @i AR RIFIBEL L FHE, ®y
AuthorizeSecurityGrouplngress B | #2838 E GroupName = GroupId K&,

« CreateVolume - XETHIFERSE :
* SnapshotId

e Size
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CreateLaunchTemplate - X BT 5IFERBH -

VolumeType

TagSpecification.N

Imageld
InstanceType
SecurityGroupIds
TagSpecifications

UserData

CreateLaunchTemplateVersion

CreateTags - XETIFERSH :

AMI
Instance
Launch template

Security group

CreateSecurityGroup — 7 Snowball Edge t B T4 8iH, SRS ULEN 50 BLZ £ E. B

ZERAR , BUEEEERREER.

DeleteLaunchTemplate

DeleteLaunchTemplateVersions

DeleteSecurityGroup — MERZ &840, MR

ELRLBEEFMSENER , IIZRESXREAEERE DependencyViolation,
DeleteTags - RIEEMN EREMBRIBEENERE,
DeleteVolume - XETHIFERSE -

Volumeld

DescribeAddresses

Describelmages

DescribelnstanceAttribute - XET 5B :

instanceType

userData

DescribelnstanceStatus

DescribelLaunchTemplates

AMBRN R FARNITERMEEE SHAS—
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* DeleteLaunchTemplateVersions

* Describelnstances

+ DescribeSecurityGroups — #iR — = Z B L 28 #H. DescribeSecurityGroups @—EBHEE
B, SETTLAES H Z{E API FEIUREEEN R EE R ERE,

« DescribeTags - AT , THEHFEEZEZIE
* resource-id
« resource-type — R AMI SEE#HTER
* key

* value
+ DescribeVolume - XETHIFERSH :

* MaxResults

* NextToken
* VolumeId.N
+ DetachVolume - XETFFIFERSH :

* Device
e Instanceld
e Volumeld

» DisassociateAddress

* GetLaunchTemplateData

* ModifyLaunchTemplate
 ModifylnstanceAttribute - £ & userData B4,
+ RevokeSecurityGroupEgress - f 2B HEBR—RZEE@m LA A,

+ RevokeSecurityGrouplngress — i — S ZEEARNEZ £ EE, /FY
RevokeSecurityGroupingress B , #24EIEE group-name = group-id KB,

* Runlnstances -

® Note
RIBHITERH K/NMBEE | % Snowball Edge LB EEFHTERZZATREEE—/NREF
EI‘JH%FEﬁo

» Startlnstances
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- Stoplnstances — EEE2F L ETEBEBBNERSFEEE. ZUMUKRLESTEEBRERELE
Ro T , FTHERIE R EZIMER,

* Terminatelnstances

£/ Snowball Edge LHIRIENEEZ< B B)RXE) EC2-compatible# 1T &
E%

& LAME R AWS Snowball i##k B E)EZAH Snowball Edge AFinRBfHESRT , EENEBELLEH
RBXEEE Amazon EC2-compatible# {T1EIEE,

BB &4 E1E Snowball Edge L2 3 Amazon EC2-compatible¥ T {EEEFTEMHREE . B LAE
ARBSEAREHBESE , RUEFAES IR Snowball Edge LR E)EE EC2-compatible® 1T 1E 8
RIEEELSE,

B 1&1E Snowball Edge L B B BEERER | BAI LR ELRSHE Amazon EC2-compatible#i 1T {E 8
WPBBISE, XE Snowball Edge 2% , ESREMRBAMETHE , cEEHEDREBEERK
HEABEESENHTEE, EEFEHAEHRREERBNATERECEL  ceEEEMRETER
RBEIT.

® Note
BXREEDRKERER K FEREERMDZHERE, AMERENTERRE ( EFT8ISEH
BEFREB R ) HEEREFRREERADRE,

BRI TEER , BMEE AT LEE Amazon EC2-compatible#i {TE 8 H Amazon Machine
Image (AMI) ID, #ITERER, FAEFER. KLFENER. UEXENITERRREE
B Snowball Edge £ & FHEE S 1T BB,

3
¥

EEE &M Snowball Edge £ BB E) EC2-compatible#1T{EE , HHIT FHSER :

1. BIEFTHE AWS Snowball i&#& RER , FEVAEBRITEEFEEHTERH Snowball Edge %
B, MEFMENR , FSEEIEHLLETE Snowball Edge,

2. B/ Snowball Edge 2% , S HEBREEE,

3. £/ EC2-compatible AP| fnSaws ec2 create-launch-template RENBE XK,
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4. {5/ Snowball Edge i Fimfi S snowballEdge create-autostart-configuration, #
I&H) EC2-compatible#{TEBAMBHABEZENBBERE, MEFMER , FSB1E Snowball
Edge #3788 EC2-compatible X B #HAE,

5. EFRE , ARMBELHNERE, BH EC2-compatible®h1TE 8 & F BN E A H 35 E 1 B M F
Snowball Edge AAE @+ BE R Ecreate-autostart-configuration,

EEREHTHHITEENAREE , 5B EC2-compatible API 8% describe-autostart-
configurations,

(@ Note

28 AWS Snowball Edge X BB E A K FIE A REHEEE API, ERBUEA EC2-
compatible® Snowball Edge A Fi% CLI 5% , 7E& K AWS Snowball i2#% & £ BB E
EC2-compatible #1T1E 8,

#£ Snowball Edge LA Instance Metadata Service for Snow ¥ &L
B2 Amazon EC2-compatible# 1T {E §&

IMDS for Snow % Snow £ # Amazon EC2-compatible$ 1718 88 12 £ 3117 E 88 & £ & R BR & (IMDS),
PITERPEENEHTERNEEENER,. c2STHER. SHNRLBESER. F£H IMDS
for Snow , & ] LAfE I 8417 8 58 P 42 3 R R Z VIR £ BB Amazon EC2-compatible$ 1718 88 BF 38 E MY
FERAEER, Hlwm, EALAEERA IMDS for Snow RIEEREHNITEEBNSE , EBENESETE
SELZH, BB K AMI X FEAFEREER RIS ABE RHRUANBERESR,

EETWRBTERPEERNEREERR Snow EC2-compatible#{TEE , FSREAEREPHXZ
ENBTEBTEEBNEREER,

/A Important
HRACAREITERATERATERTFRERNEAEES , ERLRZIREAEHR
FERE, TERFNITEEBNEAA R ATREXNTER - STHEIHRE | #ae
BEPEEN, At , ETEXSBRMEER PINEBRRPMEZRR) BERERAEER,
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® Note

AE PN EHIEREITEREPEERIRISH IPv4 #biE : 169.254.169.254, R EMFEHE
FEZAHE IPvo it REERSN T EE P EE R

X8
« Snowball Edge £ IMDS fRZA
« 7£ Snowball Edge EfEF IMDSv1 # IMDSv2 #EERE 17 1 B8 b 4 & 6l 19 i 451

Snowball Edge £#J IMDS A2

&R LAER IMDS 58 2 M= IMDS 55 1 iR , feSTH VAT EEFEETEEHFRER

« Instance Metadata Service % 2 ki (IMDSv2) , — B TERERE @M 5755
- BITERPEERRKESE 1 Rk IMDSv1) , —EEREIES E

RIBEH Snow BEERRAS | EOT LU IMDSV1, IMDSV2 Sif#&, & thEURM EC2-compatible#i 1T
B HITH AMI FE, HL AMIs , 208117 Ubuntu 20.04 #9 AMI , EE IMDSvV2, #1T{EEH
BERRESRIE PUTE GETZEMZE , ES IMDSv1 #1 IMDSV2 583K, IMDSv2 f# FiE R EEZE
9H, IMDSv1 ## A GETZHE,

AWS EBE IMDSV2 i3k IMDSv1 , B IMDSV2 B2 EBME LM, MESHMET , F26 58
EC2 TERPEER BV RIEE , IREFAKRXB ARG, ROKERARSER SSRF (AAREFiwE K
RIE) BRI ER S,

Snowball Edge £HY IMDSv2
EEER IMDSV2 BRBTEEPEENE  BRUAEFETIIRA

1. £/ PUT @R , EHTERPEERRBPESE TERR, PUT BREEETERRZEN  &FH
VALEEITERFRENBHENREBEGETHERY. EBTFBRSERBNITEREFZN. T
EERFEREBREA 1Y, BRA 6 MR, EUHHE , SLSHERN TERERFHARRES
Ro EUHBFERBBHE  BLARRRNBREMHN TFERFN. FHLAMEM IMDSV2 7
HPEER.

2. BFRESEHTERTREBRBHAAE GET FHXR.
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a. PREHTERESEENSIE., BREHM EC2-compatible#{TEE LER , WREGEREELE
BB TER A ERER , AISETEEL.

b. PUT BRMETEREFHNFHEEE (TTL) , AUV BRTAERKRTIE 6 /M (21,600 #),
FREARBEEIERE, TILEEEFHRERNKEARE , tHRERETERBNFERE,

c. EFMEHE , EEHBETIHTEBHIEER , B4 AFEAS —@ PUT FBEREILHH TER
B,

d. BAIREEEFEAFTHAFEASEBRRELTFR. HRLVERBR , EEXEEERHTHE
BHhEERRKER K REEFRRMEENIAFERZE. BEATRANRR  EUUARFHEE
REAERNEFENE A ARBEECFEAREST  MAZEESXERRBTERBPESHEEA
PUT, SfTFREELZEERRE , SEBRKKRTECSHIERE.

HTTP GET & HEAD J53AT[1E IMDSV2 S {TEBHEERBERFFER, WR PUT BRFAEITE X-
Forwarded-For 1238 , BI2&EZEE,

RIRFARR , WPUTFA RO ETE IP BABER RN D EHRERS (FEKE ) & 1. IMDS for Snow
SRS SRPUT B FE Y BEEEPR &

THEHIEERA Linux shell IEFM IMDSv2 REMSZ EEHITERTEERIHE, LWEH

1. £/ PUTREREMFHEAMENE (21, 600 ¥ ) B THEBEERFH,
2. BRTHFBERFHERFRESR S HEBPTOKEN,
3. EAFMABARELEPRERIER,

FAMESRSRESE EC2-compatibleF &, BALERHTHS , REBE—EHSHIT
BE , FRAUTHIELEFR.

(® Note

X-aws-ec2-metadata-token-ttl-seconds RS EMNEE, NMRAETESHERE , £i5K
B 400 - RO HEXNW S HERRTE,

[ec2-user ~]$ TOKEN=curl -X PUT "http://169.254.169.254/1latest/api/token" -H "X-
aws-ec2-metadata-token-ttl-seconds: 21600"
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RE FAUATHTERAFNEER LETRERER,

[ec2-user ~]$ curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/
latest/meta-data/

(® Note
MREBYFHESHREER , ASE BRPREFHERALR , MFEETRNER , BT ELE
o

B U ERFERFYHEETS. THEHHFES LEAMETS , Ui TEREFZHERFERER S NEE
A TOKEN,

Example & ffan B
[ec2-user ~]$ TOKEN=curl -X PUT "http://169.254.169.254/latest/api/token" -H "X-
aws-ec2-metadata-token-ttl-seconds: 21600" \

&& curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/1atest/
meta-data/

BUFRz® , B EEFRABERRHAL, THEMGSEEEHARMESTEEN AMIID , 3
BEFEHRELEF PSTOKENEILH H,

Example EE £ HF/F

[ec2-user ~]$ curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/
latest/meta-data/ami-id

Snowball Edge £#J IMDSv1

IMDSv1 £ FFER-EEEE, FEFRYUTERPEER , FRGETHREEZHTERPEERR

%o

p-1]
il
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[ec2-user ~]$ curl http://169.254.169.254/1latest/meta-data/

BT EEFRESATEATHINNTEERIRE , HLETERMEM Amazon EC2 £ A AWS
CLIREHE, AREERBRERENATEERUTHESE  ENSREER, flW , ETUEFERHRE
PITEEPEERNFIEHNTEENANE P it | ERENBEARENNER. BITERTEERNS
RBEIE. IESEHTERTPEERENNRY , F2RAERPNXEN BT EEPEERE
HEE#

BERPTHINATERTREFTEENNUTERPRER , FBFERA TS IPv4 URI

http://169.254.169.254/1atest/meta-data/

IP ik 2 link-local #bit BEEHTREEFEN. MEFMAE

address,

A, BSRHEERR LM Link-local

FIEHTERTEENBG U FZER (HTTP AREE text/plain),
HREETFEEHNERNFREEQEENE , MRERTATH , BIEME 404 - HFE HTTP #HRAH.

—RPRENERNFER (B URI/ZAERER ) SEQTRERNEE  IRIBEUEER , B
28O 404 - HAE HTTP #3815, FEHEBURTEMT , LAITEE (ASCI 7T 10) 41k,

HREER IMDSV1 RHEMFER , JMER T3 HTTP S5ERAHS

« 400 - RO SBEHSBEN - PUTEEREN.
« 401 - ABHE —GETERFEAERNZR. BEBESELEFTFN.
« 403 - E b - FAHFFERNEERAHTEE PR ERREE

£ Snowball Edge E{F/ IMDSv1 #1 IMDSv2 HEEUH 1T 18 88 H #2 & %L By €5 45
LA &6 274 Linux BITER ELERANG S,
Example ER{S#1T BB P4 E B8 7] AR A

L E A EREHTREETFREMNTHRE., SERASSRERMTATERDRERERFNHT
ERTEENBRE, BERREFRAIRATFEBNEANESE , Bt BEUS K uTiRA,
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https://docs.aws.amazon.com/snowball/latest/developer-guide/edge-compute-instance-metadata.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/edge-compute-instance-metadata.html
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IMDSV2

[ec2-user ~]$ TOKEN='curl -X PUT "http://169.254.169.254/latest/api/token" -H

"X-aws-ec2-metadata-token-ttl-seconds: 21600"" && curl -H

$TOKEN" -v http://169.254.169.254/

% Total % Received % Xferd Average Speed Time
Dload Upload Total Spent Left Speed

100 56 100 56 0 0
--l--I!-- --:!--:-- 3733

*  Trying 169.254.169.254. ..
* TCP_NODELAY set

* Connected to 169.254.169.254 (169.254.169.254) port 80 (#0)

GET / HTTP/1.1
Host: 169.254.169.254
User-Agent: curl/7.61.1
Accept: */*
> X-aws-ec2-metadata-token:
MDAXcXNFLbAwJIIYx8KzgNckcHTdxT4Tt69TzpKEXIXKTULHIQnFEtXvD

>

vV V V V

*

HTTP 1.0, assume close after body
HTTP/1.0 200 OK

Date: Mon, 12 Sep 2022 21:58:03 GMT
Content-Length: 274

Content-Type: text/plain

Server: EC2ws

P A A AN AN AN A

.0

2007-01-19
2007-03-01
2007-08-29
2007-10-10
2007-12-15
2008-02-01
2008-09-01
2009-04-04
2011-01-01
2011-05-01
2012-01-12
2014-02-25
2014-11-05
2015-10-20
2016-04-19
2016-06-30

"X-aws-ec2-metadata-token:

Time Current

fEF IMDSV1 1 IMDSv2 #EELH 1T E B b #8 & Rl 25451
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2016-09-02
2018-03-28
2018-08-17
2018-09-24
2019-10-01
2020-10-27
2021-01-03
2021-03-23
* Closing connection 0

IMDSvA1

[ec2-user ~]$ curl http://169.254.169.254/
1.0
2007-01-19
2007-03-01
2007-08-29
2007-10-10
2007-12-15
2008-02-01
2008-09-01
2009-04-04
2011-01-01
2011-05-01
2012-01-12
2014-02-25
2014-11-05
2015-10-20
2016-04-19
2016-06-30
2016-09-02
2018-03-28
2018-08-17
2018-09-24
2019-10-01
2020-10-27
2021-01-03
2021-03-23
latest
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Example BRGH LEHEERIER

LEFEMERLETHRERN AR, MFEKLEPRENRENFMAENR  F2RANEETTNZEN
TEEPEENNERAEER.

IMDSV2

[ec2-user ~]$ TOKEN='curl -X PUT "http://169.254.169.254/latest/api/token" -H
"X-aws-ec2-metadata-token-ttl-seconds: 21600"  && curl -H "X-aws-ec2-metadata-token:
$TOKEN" -v http://169.254.169.254/1atest/meta-data/

ami-id

hostname

instance-id

instance-type

local-hostname

local-ipv4

mac

network/

reservation-id

security-groups

IMDSv1

[ec2-user ~]$ curl http://169.254.169.254/1latest/meta-data/
ami-id

hostname
instance-id
instance-type
local-hostname
local-ipv4

mac

network/
reservation-id
security-groups

Example ISR LEH#EERNE

THEFEREE LREHPMEN -~ LR EEPEERHEBNE, IMDSv2 FREFERE A1 &5
THEINREFN , TREFALRBHY,
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ami-id IMDSv2

curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/latest/meta-
data/ami-id ami-Qabcdef1234567890

ami-id IMDSv1

curl http://169.254.169.254/1atest/meta-data/ami-id ami-Qabcdef1234567890

reservation-id IMDSv2

[ec2-user ~]$ curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/
latest/meta-data/reservation-id r-0@efghijk987654321

reservation-id IMDSv1

[ec2-user ~]$ curl http://169.254.169.254/latest/meta-data/reservation-id \
r-0efghijk987654321

local-hostname IMDSv2

[ec2-user ~]$ curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/
latest/meta-data/local-hostname ip-00-000-00-00

local-hostname IMDSv1

[ec2-user ~]$ curl http://169.254.169.254/latest/meta-data/local-hostname
ip-00-000-00-00
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#£ Snowball Edge LA [EIRFEFHEHAEE Amazon EC2-compatible
1T

£ Snowball Edge FHWEHRFHE , ZUURBEARNERFTEIBRERMFEE, EEE
Amazon EC2-compatible I {TEENEMKEES A HABIABTEEBEGEHNREEUERE, Bl
EAZEN Amazon EBS APl REE BT

{# ] EC2-compatibleliz B X B F £ Amazon EBS . XEMN®H B attach-
volume. create-volume, delete-volume, detach-volume #l describe-volumes. E
BLMTHEFMEN , 5520 Snowball Edge X E# EC2-compatible AWS CLI &5 5755,

/A Important

DEHRECH  FELEFEERRANKE LHREAERRK. SRITESEHERE
Ko

O LAE T H R E Amazon EBS WiBRERIEE , AR E EA Amazon EBS #iEkEEE R+ Amazon
EBS ik E BN ER -

- Amazon EBS % EEEAREAEURENEE L#H1TH EC2-compatible#1TEEE.
- BIREFERERRBEREIL HDD (sbgl) siMeE&IEIL SSD ()sbpl. FERMKREEE A sbgl,
+ Snowball Edge &7 Amazon S3 ¥4 #1 Amazon EBS 2B A HDD &8, MREE L&

FA HDD E[E R #7F AWS Snowball i##& , E&FH 2 Amazon S3 YIHATAMGEERE, R

# , Amazon S3 ¥I#F AR 2> HDD ®4ER[E £ Amazon EBS E#fEFH AT AGLEEE,

« Amazon EC2-compatibleiRRRr[E— 2 IDE BRBERN., MRETH , Hit Amazon EBS BiiREN
B Virtio BBBEX . WREEMFER Virtio BRENFER , Bl SBE 785k A IDE B8iEX. B=EEH
Virtio BB 72X , RA T WiIRMHEBREREE.

« BY Amazon EBS M [ER , "X encrypted 28, TiB , BRENBEEE LWFAEE
o

- WHEENXDNITNA1GBE 10 TB 2H.

- B — EC2-compatible#l {TEI#8 & % "&£ 10 {8 Amazon EBS #iR[E,

« BAILATE AWS Snowball 2% & LB Amazon EBS BREHER B EXRH. ©
i® , Amazon EBS ik ERAESZTRREE LW THAZE,

¥ El EC2-compatible¥ 1T {E8E F F [E R FE1F 247
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£ Snowball Edge F W Z £ EAZ SRR RE

REBFETHA—BERB AR , 26 -2 EARTERNORE. RBBTERE , ARG —HZE
REFHEEFTERELRE, SUNEEERLFENTERA , AFREFRRE BB HITHE
f8. MEFFMER , 528 (Amazon EC2 FAEIER) FH Linux B1TERK Amazon EC2 &8
#, Amazon EC2

Snowball Edge £E LW EZ 2 BAELUN ExPH AWS Z£8#H, Snowball Edge £ET X EEETL
HE# (VPCs)o

B A LATE T E % ZE] Snowball Edge Z£ 84 M EC2 VPC T2 B HAMNHEMESR -

- 1@ Snowball Edge £ E#A 50 EZ = FERH,
- ERNEZEBHEGARTMEERAREINERE,

« AEBTEERCBNRETUEALEAITER IP it AH IP ik, Hli, BEREFLEHR
SSH REFITERR A EZIIHITER B, TEBERT , MRLZLHERBATRE  MENBEE P
b3k AT LAR AT ERE B FI2E IP SAE (P Hbiik,

- EXEA AWS CLI BHEM APl HIUZIHIVS 8, ELXBEER EC2 VPC #THERBPZENTFE,

MEXE AWS CLI BMEREEMERA |, 5528 Snowball Edge £ X ##) EC2-compatible AWS CLI @75
BH. MEXE AP BENFMEN , 7526 Snowball Edge X #E# EC2-compatible API #4E,

Snowball Edge £ #E#) EC2-compatible® 1T 1E 5& A 4 & R F 65
EER

BITEEPEEN EEREHTERBNER BT ARRENEEHNITHAIHITER. Snowball
Edge XBEEFHTEBNHTERPRERNER FE. WEFMBEF , F28 (Amazon EC2 EF#&
B PRHTEEPEERNERAEER.

XETHER, FREMEMERNSER 404 #HRAL
Snowball Edge & X ENHTERPEEZE R

=g iR
ami-id ARE#HITEEAE AMI ID,
hostname HITEBEMFLE IPv4 DNS =#Z T8,

FRAREBEEHREERE 248
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&¥ DU

instance-id LT E R 1D,

instance-type BITERNEE,

local-hostname BITERAYFAE IPv4 DNS THERE,
local-ipvé4 HITERMNFAE 1Pv4 i,

mac #ATER A HERFEURS (MAC) ik,
network/interfaces/macs/ mac/ SHNAHEEHRERE.

local-hostname

network/interfaces/macs/ mac/ BN EMEBEBNFAE IPv4 thit,
local-ipv4s

network/interfaces/macs/ mac/mac HATIEEERY MAC i,

network/interfaces/macs/ mac/ B SR AE BA A AV S IP Mt

public-ipvés

public-ipv4 NE IPv4 ik,

public-keys/0/openssh-key NES®, REEHTERRBERREMERS A
Ao

reservation-id RE ID,

userData Shell ES B ERMBESIE RELAEHTER

o

Snowball Edge & £ X BN 1TEREEE R

&H Rk
instance-identity/document SEHTERBME JSON, £ instancel

d . imageld. privateIp #l instanceT
ype EHE, BEHMERNEMEES null, 0

T EH EC2-compatible 1T {E &8 R A& E R A & E R 249
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& ¥ iR
EFMEA , F2E (Amazon EC2 FR &
) PHHITHEES 5 X4

Snowball Edge LR E#ITEREER EER

£/ shell $5 5 i f7HL Snowball Edge £ & FHWESEHATERERAEER . ETLUEM Shell ETH

EREESIEREEZHITEE, ELUEER modify-instance-attribute AWS CLI 8 5E
ModifyInstanceAttribute API BiEREBEFHEER,

PEFEHEEN

1. fEf stop-instances AWS CLI i S EILIRHEEHTEE,
2. M modify-instance-attribute AWS CLI &% , X userData B,
3. f#f start-instances AWS CLI i S EFRB BN EZEHITEE,

BEEHTEREXE shell IS, 7 Snowball Edge £& L #{THHEEH/TER EFXEcloud-
initEHES. WEFEHA AWS CLI ST HEEERN , 28 AWSCLI 58 %,

{£1E7E Snowball Edge L#11THY EC2-compatible¥#1T &8

AT HAENMBREEEE EE K Amazon EC2-compatible#1T{ERE , B RIEXRFKBERARIT
Ef8, BlazEZEM shutdown = reboot T H. MIEXRKAIBEEABITERNMAZERDRFEY

terminate-instances 5%

iz , A stop-instances i & REFEEEREH Amazon EC2-compatible#1TERE.

ERIITEREAEER

250


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-identity-documents.html
https://docs.aws.amazon.com/cli/latest/reference/
https://docs.aws.amazon.com/cli/latest/reference/ec2/terminate-instances.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/stop-instances.html
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£ AWS loT Greengrass £ Snowball Edge L # Amazon
EC2-compatible®# 1T 1EI#8 L #1TTA K L LR B8

AWS loT Greengrass 2 —ER MR BBV A (1oT) R TEHEEMNZIRRLE , THBEELEL
BE, FBNEE loT EARER., ETLIEER AWS loT Greengrass 2B Hiig | EEBEAMIBIEHE
EENERRETE. RBUBSBTERHTEL  URGENFEEEER, MEFMEHRA AWS
loT Greengrass , 5528 ¢ AWS loT Greengrass Version 2 BiZ A B5R/) FMHERE AWS loT
Greengrass ? o

iEiB AWS loT Greengrass 7 Snowball Edge K& LA , BRI UREEREN S M EBREHEEN
ENER. BBORAMES , URESEER EWHMKEETZEER,

#£ Snowball Edge AWS loT Greengrass £ A& #&E EC2-compatible
#ITEE

® Note

#E AWS loT Greengrass Version 2 £ Snowball Edge #£ & %% | FRELHNEBCDER
R, R¥ER , Snowball Edge REFFEEMPRAEEIAIEA AWS IoT Greengrass.

X E EC2-compatible# 1T B8 AWS loT Greengrass V2
1. FEALXE IP it F SSH £#EAE) AWS loT Greengrass BB AMI :

a. f#M AWS CLI : run-instances,
b. f#EH AWS OpsHub : EE1EE Amazon EC2-compatible# 171 &,

(@ Note
AR N EEFITEREARREERAY 0 IP it SSH SI|E .

2. f£M SSH EC2-compatible# 1T, EEEHKM , FEEZIECEBENER LT TGS, &
ssh-key B A& PR E) EC2-compatible#{TEREK 8, #§ public-ip-address B A
EC2-compatible i {TEEBHN LE IP Hbiit,

R EEC2-compatible AWS loT Greengrass 251


https://docs.aws.amazon.com/greengrass/v2/developerguide/what-is-iot-greengrass.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/what-is-iot-greengrass.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/run-instances.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/manage-ec2.html#launch-instance
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ssh -i ssh-key ec2-user@ public-ip-address

/A Important

R E RS E A ERRAY Microsoft Windows , #8588 SSH e , B LA

SSH , B EELREIE EC2- compahble#ﬂlﬂrﬂﬁg = EERTE EC2- compahble#ﬂlﬁ
g8 , BUURENMBEE PUTTY , ER—EBEREMNHMRBT SSH AF iR, BXE®
SSH &8 .pem BNEMA PUTTY X , WFEHRE EC2 B1TEE. MFMARE EHik
A .pem PuTTY #BXXMWIER , 28 (Amazon EC2 R &) FMER PuTTYgen
BRI L8,

£ Snowball Edge AWS loT Greengrass L EC2 HHA#HIT{EME =%
EC2-compatible

ETR , 845 EC2-compatible 1T E B E & 7] A RHEBI R AWS loT Greengrass W&/ 88 E
Z 8 AWS loT Greengrass

1. FRATIGDRLE BNEREHEE AWS loT Greengrass, IttEs S &% % AWS Command Line
Interface (AWS CLI) v2, Python 3 # Java 8,

curl "https://awscli.amazonaws.com/awscli-exe-1inux-x86_64.zip" -o "awscliv2.zip"
&& unzip awscliv2.zip && sudo ./aws/install && sudo yum -y install python3
java-1.8.0-openjdk

2. BRFREAEHNIT AWS loT Greengrass BREEHVFF 7] , W FE sudoers HHREERPAEBEFFAI I root
ALL=(ALL:ALL) ALL froot ALL=(ALL) ALLA .

sudo sed -in 's/root\tALL=(ALL)/root\tALL=(ALL:ALL)/' /etc/sudoers

3. FATH&HSTEH AWS loT Greengrass /U EE,

curl -s https://d2s8p88vquow66.cloudfront.net/releases/greengrass-nucleus-
latest.zip > greengrass-nucleus-latest.zip && unzip greengrass-nucleus-latest.zip -
d GreengrassCore && rm greengrass-nucleus-latest.zip

1£ Snowball Edge AWS loT Greengrass £ EC2 HH & #1178 88 L% % EC2-compatible 252


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/putty.html#putty-private-key
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/putty.html#putty-private-key
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4, FRAUTHHREUEBZEAER , BLAKERE AWS loT Greengrass Core B8, AS&IHIEINKAE
HEAESR :

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

(® Note
BEER AWS EEF IAM FAENEAER , MR Snowball Edge #£i&,

5. FATHWSREZE AWS loT Greengrass OB, WS EELZOERBIRIEREN AWS &
B, WSRO ERBRERTE AMI BB ITHRFERE,

o THRMR TS

- region : SRBELER AWS WIESE,
« MyGreengrassCore : AWS loT Greengrass #/U0E B/ AWS loT Y4B,
« MyGreengrassCoreGroup : AWS loT Greengrass /OSBRI AWS loT Y4 BB R,

sudo -E java -Droot="/greengrass/v2" -Dlog.store=FILE \
-jar ./GreengrassInstaller/lib/Greengrass.jar \
--aws-region region \
--thing-name MyGreengrassCore \
--thing-group-name MyGreengrassCoreGroup \
--thing-policy-name GreengrassV2IoTThingPolicy \
--tes-role-name GreengrassV2TokenExchangeRole \
--tes-role-alias-name GreengrassCoreTokenExchangeRoleAlias \
--component-default-user ggc_user:ggc_group \
--provision true \
--setup-system-service true \
--deploy-dev-tools true

1£ Snowball Edge AWS loT Greengrass £ EC2 HH & #1178 88 L% % EC2-compatible 253
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® Note

a8 AR #1T Amazon Linux EC2-compatible B {T{EEE ., 1% Windows AMI , 552
%% AWS loT Greengrass /0B EE,

K% , BEE Snowball Edge £ & L #11T AWS loT Greengrass #&/U AR A#EE A,

1£ Snowball Edge AWS loT Greengrass £#) EC2 HHA#11T{E8E - %4 EC2-compatible 254


https://docs.aws.amazon.com/greengrass/v2/developerguide/install-greengrass-core-v2.html
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AWS Lambda & & /8 AWS Snowball i #

AWS Lambda £RA £l AWS loT Greengrass = —IEEE R , AIFEAEE Snowball Edge # & ERZA
HHITEMIRIFEX (Lambda BB ) o BAILEEA Lambda EBF S F5ER S (MQTT) ARE
Snowball Edge #£& LA Lambda EE , £ Lambda BB H11T Python 25 , WA &R
EisHIAHE AWS RS wE . &EHE Snowball Edge £EB £ Lambda & , BH4EE AWS E
1% X EH PE T Snowball Edge £5 AWS loT Greengrass. MEBBEE AWS BT , FSE AWS
loT GreengrassH iy AWS —f§2#, Snowball Edge L& Lambda AJ7£ 8] f Lambda #1 Snowball
Edge ZEMNEIFHPEMA,

(® Note

NMREABEREEERK 128 MB HidlERES B EE— I+ HERZLHE
Lambda BH &,

e
« 7£ Snowball Edge E{#M Lambda #J A P9
« #& Lambda EHEZZE E Snowball Edge &

£ Snowball Edge L Lambda By AP

£33 B Snowball Edge L#11T# Python 5 Lambda B2 8l , BEELRETIRE. B
MAEEEE,

Snowball Edge AWS loT Greengrass L B9 55 R &4

AWS loT Greengrass =% AWS Eif TheelER I A EEE N EE-. AWS loT Greengrass FJ B
BEREMIMEBEEARFTNESR , IREAHAR L22thEHEN. EERMHR , £/7 W
A B AWS IoT Greengrass AJLAE FRE B/ MARI[FENIT (Lambda BEE ) AWS Eiw, A% , A
DRZRGERENBHIBEELEE , BTEARINAREIIT,

/8 AWS loT Greengrass & Snowball Edge B , 5% 7 ## T %) AWS loT Greengrass #=: :

« AWS loT Greengrass E3R — #1%E AWS loT Greengrass ERMNTEEE , 5528 ( AWS loT
Greengrass Version 2 Bi# ASER’) PHER,

BAtaE A Lambda 255


https://docs.aws.amazon.com/general/latest/gr/greengrassv2.html
https://docs.aws.amazon.com/general/latest/gr/greengrassv2.html
https://docs.aws.amazon.com/greengrass/latest/developerguide/gg-gs.html#gg-requirements
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« AWS loT Greengrass %/ — N8 AWS loT Greengrass /O EiBE | WisHLEEEEE EHITH
EC2 #TEE L, FSBARIEEFMAWS loT Greengrass £ Amazon EC2 H{TE R EFEH

# E £ Snowball Edge & Lf£f Lambda EKE , BN BXELE LMW Amazon EC2 #TEEB L=
g AWS loT Greengrass Core B88, &5T8I7E Snowball Edge & LM Lambda BREXEH
#RZE7E Snowball Edge AWS loT Greengrass £ & FZ#EWERIIREEM, EAE Snowball Edge
AWS loT Greengrass Ri& F &% WFFMER , 528 £H AWS loT Greengrass # Snowball
Edge £# Amazon EC2-compatible¥i T8 L E TR LT ENWEE,

- AWS loT Greengrass ##f — Snowball Edge #£ &= AWS loT Greengrass B — %5 , AR
HRNZOEE, MEFHANGFHEERN , 528 (AWS loT Greengrass M A E1E/™) ':F'E’J AWS
Greengrass loT &40,

« MQTT - AWS loT Greengrass EAEAFENKER MQTT BAWMEEEHAFEF. B AWS
loT Greengrass -+ MQTT HHEMNEMRERKBH AT AUA MQTT AL . MREEHRMEEEN
MQTT FAE , BEFALETEMA Lambda B &,

Snowball Edge AWS Lambda Lt B9 5%t iR &4

AWS Lambda 2—BEERYK , ZELHTERNE K MESTHENEEM[RS. #& Lambda &
Snowball Edge ¥ EERE , B4 T ## T 5 Lambda #=: :

« Lambda HE - B BEFTERE , LEWRMZE Lambda , 37 Snowball Edge L. 0FEFHH
B, 528 (AWS Lambda BiZ A E#8) FH Lambda B,

« Lambda 24 - BEHFP L&, FH MM Python FBE Lambda EKEELTE Snowball Edge LA
WERA, ZIEI Lambda 1 AMFMER , 5528 ( AWS Lambda FH#& A B3EmM) HH Lambda
EZ B

« Python — FAFA1E Snowball Edge AWS loT Greengrass L3 2 Lambda REH SPEENERETEE
o AWS loT Greengrass X #& Python 3.8.x R,

#% Lambda B E{EBE E Snowball Edge & E&

£ E1E AWS loT Greengrass E#HH#) Snowball Edge & E#1T Lambda ¥ , FESHREEA
Att, WMEMEH AWS loT Greengrass TIEAKKREBEAATHNTEEN , 528 (AWS loT
Greengrass Version 2 & ABIEFE) P4 Lambda HEEAATH ( FEE ),

1. 7E AWS loT £ A Greengrass THEME L |, BEEI TH.

Lambda HY JE 3Rk 256


https://docs.aws.amazon.com/snowball/latest/developer-guide/using-green-grass.html
https://docs.aws.amazon.com/greengrass/latest/developerguide/what-is-gg.html#gg-group
https://docs.aws.amazon.com/greengrass/latest/developerguide/what-is-gg.html#gg-group
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-concepts.html#gettingstarted-concepts-function
https://console.aws.amazon.com/lambda
https://docs.aws.amazon.com/lambda/latest/dg/foundation-console.html
https://docs.aws.amazon.com/lambda/latest/dg/foundation-console.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/import-lambda-function-console.html
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2.

© N o g &

ExHRRES , BIZFEA Lambda BB, £ Lambda HEF , BEREBWEZ . £ Lambda EH

MRAER | RIFER AR,

LBTHRRTHLRRTHNRS  BERBTMABARR , ARRBBH, ERR (D) &,

W AREMRAREHRE,

EEED , BEEREEHELNEE,

BEEIH

BELE,

EIES  BENEBEHEBE , RARBELED Greengrass &, BET—F,
ERBRGH , BEEEERTH

» aws.greengrass.Cli

» aws.greengrass.Lambdalauncher
« aws.greengrass.LambdaManager
» aws.greengrass.LambdaRuntimes

« aws.greengrass.Nucleus

BEERE

# Lambda EEEFE = Snowball Edge #i&
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#£ Snowball Edge Lf£/A Amazon S3 HARF

Snowball Edge £#) Amazon S3 HHARFREZENWYHRE , EEESHEN, ERED , X
Amazon S3 AP| THaE R ER ZRE. TEEEN P ENERWIRE, £ Snowball Edge E£H Amazon
S3 HARE , BRI LATE Snowball Edge LREFERLFITE TAMERARES , LETEBBEEE.,

& A LATE Snowball Edge 258 E 2 Amazon S3 f#77iTHE , S HFERAMEREFN., AEERERE
MERBEZNEARES , FRIBEPERANEERMH. Snowball Edge LH Amazon S3 AR FIR
I A TR SNOw , EfEA Amazon S3 APIls , EEUFE A BREN A X E Z{E Snowball Edge £
BERER, ETLE Amazon S3 E#1THY Snowball Edge 78T EEFAMERB/H APIs MIMEE , &
FERFTBEDBHBE, MENER. EREREEXER AWS , £ Snowball Edge £# Amazon
SIMHARTFRIEUSIENNAEERTSERER. WEFHEN  F2REAREENERRFE
%o

& LATE Snowball Edge LB I {HAE S £ {HAEZBE Amazon S3 AR, EBEILMERES | EALL
ERELMHESIBE K MAEUEARRRET. EREEED  MEERURBTEHAR S3 #7.
EERZUISIAEE &% 16 HEE, REEENA/)D , SSRBEEHIET 15 2 AEENSE

AEN.

£/ AWS DataSync , A LA7E Snowball Edge % & F#Z k% L Snowball Edge £ Amazon
S3 A AWS FEFzBEERYH. MEFHMEN , 528 AWS DataSync ( FEREER) BHE
Snowball Edge L/ S3 MARIFREER,

LAR & Snowball Edge £#Y Amazon S3 # &% , SAX Snowball Edge LA Amazon S3 & f#
FRCBURENERRTREE. UERENBHEEINRERE , F2H this table.

Snowball Edge Compute Optimized with NVMe storage

Snowball Edge £ Amazon S3 AR FRHNMRFAEE , LAX Snowball Edge BEE&EL (A
AMD EPYC Gen2 #1 NVMe R{F{tNEE ) HENEHRFHEZE

Snowball Edge #7F& & E£# Amazon S3 # ERFEFEE (TB)
WA (LLTB BEf)

3 17.5
5.5 14.5

10.5 8.5
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https://docs.aws.amazon.com/snowball/latest/developer-guide/computetype.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/computetype.html
https://docs.aws.amazon.com/datasync/latest/userguide/s3-compatible-storage-snow.html
https://docs.aws.amazon.com/datasync/latest/userguide/s3-compatible-storage-snow.html
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Snowball Edge f#F & & L# Amazon S3 BRFEEFERE (TB)
B8 (LA TB BEN)

12 6.5
13 9.9
16.5 1.5

Snowball Edge storage optimized 210 TB

Snowball Edge £ Amazon S3 AR FRNFFFSE , BAK Snowball Edge R HREIL 210 TB
HENERRTHE

Snowball Edge @#F & & £# Amazon S3 # ER#ETFEE (TB)
AR (WL TB AEN)

20 206
40 182
60 158
80 134
100 110
120 86
140 62
160 38
180 14
190 2

Snowball Edge #11& L& Amazon S3 AT :

* Snowball Edge #FIrR@HNBE LRASHRRENSEREE 100 .
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« S3on Snowball Edge RFErBER BEIRFHERFITEPNAMEY 4,

- 278 S3 Edge RFETEEE & IR S o U R FETEEITERMAE,

« Y R/NBR&IEE Amazon S3 Y K/NREI— e

 TFHXIE Snowball Edge t S3 FHIFREYIHERE SNOW A REEREE,

- RIBFARR , FHIE SNOW REFERIFHAAENHE S ERA AR RINFRZE Amazon S3 ZEMH
&% (SSE-S3) #1TF. SRR EEARARRRMNEZEREFRBNMBEEE (SSE-C) K
R

. MRRERHHZEERIER Snowball Edge EEI¥I#H |, APl EEBRETRZHIAMR (ICE).

£

« 7£ Snowball Edge t&TH#§ Amazon S3 BT

* 7 Snowball Edge tEZEFMEE Amazon S3 HERT

+ 7£ S3 Edge LA EH Amazon S3 AR S3 f1FITHE

« YR 2 A T LAE Snowball Edge £ 77HY Snowball Edge #7878 L& Amazon S3 HA 1

+ 7£ Snowball Edge E#EE! Snowball Edge £ Amazon S3 A ETNREEFTE S EEH#EIrEE

+ 7£ Snowball Edge £ Snowball Edge LK) Amazon S3 AR IFEIESHEFTE

+ £ S3 Edge £# Snowball Edge k£ , £ Amazon S3 HHBRFEFEN S3 REFE

+ 7£ Snowball Edge Bk Snowball Edge £ Amazon S3 AR ETEFTHNREEITE

- A BEVNEEYHEmBHHERE AWS CLI

. BYHEERZ Snowball Edge £ Snowball Edge f# 78 Y Amazon S3 A7
+ 7£ Snowball Edge %l Snowball Edge + Amazon S3 AR ER P REETEFNYH
+ # Snowball Edge £ Snowball Edge t Amazon S3 AR EFT N REEFITENSYH
 7£ Snowball Edge EfiBR Amazon S3 B FET RPN H

+ Snowball Edge £ Amazon S3 A FE X EM REST API Bk

+ 7£ Snowball Edge L Snow £EE £ FH Amazon S3 HERF

+ 7£ Snowball Edge 4B H L5 E Amazon S3 HAFTE

+ 7£ Snowball Edge EE&EA#E SMTP BA
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£ Snowball Edge L5T# Amazon S3 AT

# Snowball Edge £# Amazon S3 AT IBE BT Snowball Edge WEEFIFEE L, BE
FTEE | A BRI E AT LAETEE Snowball Edge £EHH |, WETHBRESIFELER

- HHHERAKER K EEEXREENRE.

« 7£ Snow #ET , i##2 Snowball Edge Compute Optimized

- EEIHEERET | i#H Snowball Edge E#) Amazon S3 AR,

- HIRBURE K ERFFET , BEEE-KE K RREEMENRTE.

- HIREE  ERTFAETENESE , AR EZNAFENRESENRHEED,

#£ Snowball Edge L& EFMEXE Amazon S3 HHEREF

tt ZRAFZEKRITE AWS BB AMEIRE | LA Snowball Edge #EE S & EHF FE AR Snowball
Edge LM Amazon S3 HHAREFRER . A% , FAEL T ERERE Snowball Edge KEHFESE , I
7 Snowball Edge LB Amazon S3 HHAfEF.

FORIRH

Snowball Edge L#) Amazon S3 AT EZ&E4E Snowball Edge A Fim#l AWS CLI & 2 & #IR
B, @St u LR BAR NET # SDK H AWS Tools for Windows PowerShell , ¥ Snowball Edge
EfEA Amazon S3 HHAEfE. AWS EERFEA T HIMRANELETE

- Snowball Edge Al P — ERAKIIRA, NMEFHENR , FSEXREEPH THILZE Snowball
Edge Al Fifm.

« AWS CLI -2.11.15 IR E#F A, WFFMENH , 2B AWS Command Line Interface ( £/
Eigm) PHRE, FEFMNMEBRELE AWS CLI,

- EAM .NET # SDK - AWSSDK.S3Control 3.7.304.8 SE#hRA, MEHMER , FSHE
B .NET # AWS SDK,

« AWS #E AR Windows PowerShell I T B — 4.1.476 IiRSREFIRA, WMEFMET , FSB AWS
Tools for PowerShell A &I,

AREBH A MIRIE

AEFR A MAIFRE Snowball Edge A F i ME M A #EIRIE | LA#EEL Snowball Edge £#Y Amazon S3
HAREFEER,

1£ Snowball Edge £5T#& Amazon S3 HARF 261


https://docs.aws.amazon.com/snowball/latest/developer-guide/using-client-commands.html#download-the-client
https://docs.aws.amazon.com/snowball/latest/developer-guide/using-client-commands.html#download-the-client
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-install.html
https://docs.aws.amazon.com/sdk-for-net
https://docs.aws.amazon.com/sdk-for-net
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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1. T#EA %% Snowball Edge A Fim. MHRFMENRA , F2H THILL L Snowball Edge A Fim,

2. EXTE Snowball Edge AF IR ERE, WFFMEN , FSRELTE Snowball Edge A FiwmHYE%E
&

3. WMERZFERANR BARM NET# SDK , Bi%E clientConfig.AuthenticationRegion &%

B, TR :

clientConfig.AuthenticationRegion = "snow"

%7€ Snowball Edge &
£ Snowball Edge LE&E IAM

AWS Identity and Access Management (IAM) T 73 Bh S8 ¥8 # 72 ER1E Snowball Edge £ & L #11T AWS
MWER, BALAER IAM REFIGEERS 2EE (BA) NIREERERN (EF5Y) WAE,

Snowball Edge AR IAM. BRI BUERAE IAM RERZYAS , i IAM R EZIELA
B, SEA] LAfE IS & BUR IR 7 ST T IR RAE R P 7 B9 TR BURE

T B &5 52 52 FEL Amazon S3 AP :

"Version": "2012-10-17",
"Statement": [

{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": "s3:*",
"Resource": "*"

}

MEFEZ IAM BEKEH |, 5528 AWS Snowball 24 B A S5,
1£ Snowball Edge AR _ER{E) Amazon S3 AR T

AT , £ Snowball Edge &£ B = # & B Snowball Edge FR# L# Amazon S3 HHEf#
o

1£ Snowball Edge BR#% L8 Amazon S3 HAFF 262


https://docs.aws.amazon.com/snowball/latest/developer-guide/using-client-commands.html#download-the-client
https://docs.aws.amazon.com/snowball/latest/developer-guide/using-client-commands.html#client-configuration
https://docs.aws.amazon.com/snowball/latest/developer-guide/using-client-commands.html#client-configuration
https://docs.aws.amazon.com/snowball/latest/developer-guide/using-local-iam.html#policy-examples
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NREREEZAERANRER , B LE Snowball Edge IR LAFEA WBURESREEZERD

Amazon S3 HHAfE7F AWS OpsHub, 528 £/ £ Snowball Edge L &% Amazon S3 #HERF
AWS OpsHub,

1. FITT Yo RARE Snowball Edge REREKEEHE -
- HRE—RE :

snowballEdge unlock-device --endpoint https://snow-device-ip

- HRER

snowballEdge unlock-cluster

2. #FMITTHHS , ALHEEE Snowball Edge EEREBHEECHRET
- HRE—H#E :

snowballEdge describe-device --endpoint https://snow-device-ip

- HRERK .

snowballEdge describe-cluster --device-ip-addresses [snow-device-1-ip] [snow-
device-2-ip] /

[snow-device-3-ip] [snow-device-4-ip] [snow-device-5-ip] /
[snow-device-6-ip]

3. HNEBEEE (EREE—ERELE ) , HEET Snowball Edge LR E Amazon S3 A/ E ,
BT THEME

a. #1TT%ldescribe-device@wPhysicalNetworkInterfaceId REEEREEMY

snowballEdge describe-device --endpoint https://snow-device-ip

b. #MiTT%lcreate-virtual-network-interface@ TR , & (BRARFEITEIERE)
M s3control (EARYHRE ) KRB EERAENE s3api(VNIs).

1£ Snowball Edge BR#% L8 Amazon S3 HAFF 263
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snowballEdge create-virtual-network-interface --ip-address-assignment
dhcp --manifest-file manifest --physical-network-interface-id
"PhysicalNetworkInterfaceId" --unlock-code unlockcode --endpoint https://snow-
device-ip

ZmSEEOEA IP itk JSON &, ST IP Hbit,

MEELGOHNEFMENR , FSB7E Snowball Edge FEREEHEMAIEFE (VNI

@ Note
£ Snowball Edge LB{E) Amazon S3 HARESFERAEEER

4. #HITTH|start-serviced® , £ Snowball Edge FR¥§ LB &) Amazon S3 HHBfEF. 28
EEMWN IP it | AREA s3control M s3apilm B HY VNIs B9 Amazon Resource Name
(ARNS) :

BEEE—RKE LREBRS

snowballEdge start-service --service-id s3-snow --device-ip-addresses snow-
device-1-ip --virtual-network-interface-arns vni-arn-1 vni-arn-2

BEEHRE LRER

snowballEdge start-service --service-id s3-snow --device-ip-addresses snow-
device-1-ip snow-device-2-ip snow-device-3-ip --virtual-network-interface-arns vni-
arn-1 vni-arn-2 vni-arn-3 vni-arn-4 vni-arn-5 vni-arn-6

¥R --virtual-network-interface-arns , @& E L —EAFSBHEIMAE VNIsH
ARNs, fEAZ#%2REE{E ARN,

5. $t¥E—#EHTFdldescribe-service® s :

snowballEdge describe-service --service-id s3-snow

1£ Snowball Edge BR#% L8 Amazon S3 HAFF 264


https://docs.aws.amazon.com/snowball/latest/developer-guide/network-config-ec2.html#setup-vni
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SR RIEAMEES Active,

Y EEHIT TS describe-service® :

snowballEdge describe-service --service-id s3-snow \
--device-ip-addresses snow-device-1-ip snow-device-2-ip snow-device-3-ip

248 Snowball Edge ¥ & & Amazon S3 A fEZE N IEEEE A

E Snowball Edge fR#& E#Y Amazon S3 HHAR TR TR , B LUEA describe-service
Snowball Edge F Bimn © R4 8 s3control H s3api ik BHAERIEERY 1P it

snowballEdge describe-service --service-id s3-snow --endpoint https://snow-device-ip-
address --profile profile-name

Example describe-service @S H & H

L EBIF |, s3control HHE5EY IP Hhiik £ 192.168.1.222 , s3api S 2EHY IP it B 192.168.1.152,

{
"ServiceId": "s3-snow",
"Autostart": true,
"Status": {
"State": "ACTIVATING",
"Details": "Attaching storage"
.
"ServiceCapacities": [
{
"Name": "S3 Storage",
"Unit": "Byte",
"Used": 148599705600,
"Available": 19351400294400
}
1,
"Endpoints": [
{

"Protocol": "https",

BB A
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"Port": 443,

"Host": "192.168.1.222",

"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-

device:::certificate/30c563f1124707705117f57f6c3accd42a4528ed6dbale35¢c1822a391a717199d8c49973d3

.
"Description": "s3-snow bucket API endpoint (for s3control SDK)",
"DevicelId": "JID-beta-207429000001-23-12-28-03-51-11",
"Status": {
"State": "ACTIVE"

"Protocol": "https",

"Port": 443,

"Host": "192.168.1.152",

"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-

device:::certificate/30c563f1124707705117f57f6c3accd42a4528ed6dbale35c1822a391a717199d8c49973d3

.
"Description": "s3-snow object & bucket API endpoint (for s3api SDK)",
"DevicelId": "JID-beta-207429000001-23-12-28-03-51-11",
"Status": {
"State": "ACTIVATING"

£ S3 Edge LfEHAEH Amazon S3 HHARERN S3 HE1FirEE

£/ Snowball Edge £# Amazon S3 A 78 , B LUE Snowball Edge & £ E37 Amazon
S3 RETRE  HHFELHERFN., AEEREENERNEZNERRER , EAREE P 7
FEEVYI 4. Snowball Edge £HY Amazon S3 AR EFIRAUM R FLERI SNOw , HEEA Amazon S3
APls , EELE XA BIREN AR EZ M Snowball Edge £BFHE R, EAILE Amazon S3 L#{T
#9 Snowball Edge f#7ETE8 L E AR APIs FThaE , SERBETEEMBEHBEE, MEMER,

EAILAE A AWS Command Line Interface (AWS CLI) 23%i8 AWS Java B EHLUERRETARE
Snowball Edge t{#£/H Amazon S3 HH&AfEF. A AWS CLI , BRI LAFRTE s3api = s3control imF |
WiER wFHEEES, RMEREMER s3api ind , RARMERN AT ARGFEFIRBANM4RE,

£/ S3 @iFETEE 266
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® Note

s3api im BBA MR Snowball Edge #X#8# 8004 IR E#F A, EESRZEEEE LN
Snowball Edge EiB8h A | 556 snowballEdge check-for-updates®®t. EEEH
Snowball Edge & , 52 B E# Snowball Edge & & F B,

£ AWS CLI

BEMKRIBLIE R, £ £ E L&A Amazon S3 f#17ErE AWS CLlI,
EEERTE AWS CLI

1. & PEUYHFIRIEHRERE~/ . aws/config.

[profile your-profile]

aws_access_key_id = your-access-id
aws_secret_access_key = your-access-key
region = snow

ca_bundle = dev/apps/ca-certs/your-ca_bundle

2. 1¢/u\EIJ§QEHR1§/L %o ZZU n¥%ﬁ§ﬁﬂ , nﬁgﬁ Snowball Edge Bﬁﬁkﬁ?ﬁﬁo
3. MRLEERREPLEBRFAREN  FEATIHGSHERMA -

source your-virtual-environment-name/bin/activate

REREZE , B LUER s3api SDK = s3control SDK , 3&iB 7HY Snowball Edge £#Y S3 28T
8 AWS CLlI,

Example £/ s3api SDK 7ZE S3 f#17ETEE

aws s3api list-buckets --endpoint-url https://s3api-endpoint-ip --profile your-profile

Example £/ s3control SDK 7ZE S3 178788

£ AWS CLI 267


https://docs.aws.amazon.com/snowball/latest/developer-guide/updating-device.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/using-client-commands.html#snowball-edge-certificates-cli
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aws s3control list-regional-buckets --account-id bucket-owner --endpoint-url
https://s3ctrlapi-endpoint-ip --profile your-profile

Example £ s3api SDK 1ZE! S3 ¥4

aws s3api list-objects-v2 --endpoint-url https://s3api-endpoint-ip --profile your-
profile

A Java BHREHS

FERUTES , £ Java BZREHRAEA Amazon S3 FEFEFEMWH,

import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.auth.credentials.AwsBasicCredentials;
import software.amazon.awssdk.auth.credentials.StaticCredentialsProvider;
import software.amazon.awssdk.http.SdkHttpClient;bg

import software.amazon.awssdk.http.apache.ApacheHttpClient;

import software.amazon.awssdk.regions.Region;

import java.net.URI;

AwsBasicCredentials creds = AwsBasicCredentials.create(accessKey, secretKey); // set
creds by getting Access Key and Secret Key from snowball edge

SdkHttpClient httpClient =
ApacheHttpClient.builder().tlsTrustManagersProvider(trustManagersProvider).build(); //
set trust managers provider with client certificate from snowball edge

String s3SnowEndpoint = "10.0.0.0"; // set s3-snow object api endpoint from describe
service

S3Client s3Client =

S3Client.builder().httpClient(httpClient).region(Region.of("snow")).endpointOverride(new
URI(s3SnowEndpoint)).credentialsProvider(StaticCredentialsProvider.create(creds)).build();

AFETEE ARN 8=

& T LAfE A L B2 1 HH B9 Amazon Resource Name (ARN) # 3 3k 3 5l Snowball Edge £ & E#) Amazon
S3 FFETE
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arn:partition:s3:snow:account-id:device/device-id/bucket/bucket-name

Heh#y#RIEETHE Snowball Edge REH BIEMN 7 EIE. MREEREIH Snowball Edge & , #
device-id & job_id , 2R EE Snowball Edge #£ , AlA cluster_id.

EEFTEAERN
RERRUERRIEERR Y MBEEEN Snowball Edge £E. REFRUBNEIMT

/device-id/bucket/bucket-name

nlh

MEFMENR , 528 ( AWSCLI &5 H52#E) HH create-bucket,

YR 8~ A A BAFE Snowball Edge £ 7HR Snowball Edge #7788
L # Amazon S3 AT

THIEHI6E A head-bucket@m S R¥IET Amazon S3 fFITEREFE A MABAZLEEFER ETEIN
A AWS CLI, ZEFRHItG T , BALBECHWERARNRESME F£H %ﬁ)\iﬁmuﬁo

aws s3api head-bucket --bucket sample-bucket --endpoint-url https://s3api-endpoint-ip
--profile your-profile

#£ Snowball Edge L#EEY Snowball Edge £ Amazon S3 A RE
N ETrEREEEETEEE

M list-regional-buckets= 1ist-buckets¥H Snowball Edge f#ZErE8 =& Amazon S3
A #7788 AWS CLI,

Example £ f IR 7T EEMFTERAEE AWS CLI

s3api syntax

aws s3api list-buckets --endpoint-url https://s3api-endpoint-ip --profile your-
profile

:I:I'*

M list-buckets HHIFHMER , FFSHM (AWS CLI T3 E) H# list-buckets
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s3control syntax

aws s3control list-regional-buckets --account-id 123456789012 --endpoint-url
https://s3ctrlapi-endpoint-ip --profile your-profiles

W list-regional-buckets@ FHIFMER , FEH (AWS CLIGHEE) HHY list-
regional-buckets,

3
¢
a1

THEAR Java B9 SDK Eif & HI1S Snowball Edge £ B FHfEZITEEE, MEFMEN ,
{Amazon Simple Storage Service APl| 2% ) H# ListBuckets,

import com.amazonaws.services.s3.model.*;
public void listBuckets() {
ListBucketsRequest reqlListBuckets = new ListBucketsRequest()

.withAccountId(AccountId)
ListBucketsResult resplListBuckets = s3APIClient.RegionalBuckets(reglListBuckets);
System.out.printf("ListBuckets Response: %s%n", resplListBuckets.toString());

}

T % PowerShell 815l &H1S Snowball Edge #£ & FHIfZITEEEE,

Get-S3CRegionalBucketlList -AccountId 012345678910 -Endpoint "https://snowball_ip" -
Region snow

== n

T % .NET &4I=HES Snowball Edge # & F & EFITEEE,

using Amazon.S3Control;
using Amazon.S3Control.Model;

namespace SnowTest;

internal class Program

{

static async Task Main(string[] args)

{

var config = new AmazonS3ControlConfig

{
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ServiceURL = "https://snowball_ip",
AuthenticationRegion = "snow" // Note that this is not RegionEndpoint

i
var client = new AmazonS3ControlClient(config);

var response = await client.ListRegionalBucketsAsync(new
ListRegionalBucketsRequest()

{
AccountId = "012345678910"

1)

e Snowball Edge LA Snowball Edge £#) Amazon S3 &
FREESMHTE

T HIEa56EF 7£ Snowball Edge #2878 EHIf8 Amazon S3 #AE AWS CLl, ZEFALH T,
BULECHETRRESE FRERmAEENE.,

aws s3control get-bucket --account-id 123456789012 --bucket amzn-s3-demo-bucket --
endpoint-url https://s3ctrlapi-endpoint-ip --profile your-profile

MELDTWFEET , F20 (AWS CLI fi8#E) HH get-buckets

T %5 Snowball Edge L# Amazon S3 A REFREHISEREAR Java Y SDK BUER7FETE. W
EFMERN |, 5828 Amazon Simple Storage Service APl 2ZF 1y GetBucket,

import com.amazonaws.services.s3control.model.*;
public void getBucket(String bucketName) {
GetBucketRequest reqGetBucket = new GetBucketRequest()
.withBucket(bucketName)

.withAccountId(AccountId);

GetBucketResult respGetBucket = s3ControlClient.getBucket(reqGetBucket);
System.out.printf("GetBucket Response: %s%n", respGetBucket.toString());
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£ S3 Edge LHY Snowball Edge Lt , £ Amazon S3 AR FZE+
B3 S3 mFEETE

& A LATE Snowball Edge 25i& E . Amazon S3 f#77iTRE , S HFERAMEREN., AEERERE
MEREBEZNERARES | Fi2BFERANEEY#H. Snowball Edge LB Amazon S3 HAREREHHN
&R SNOW , HfEA Amazon S3 , EEUBABRENAXNESBEEFTHER ., BRI AFEHE
Amazon S3 AT EAERK APIs MIhgE , BREMBEFERBEGBHBER. MBEMER.

THEHBIEEMA & Snowball Edge HEE Y Amazon S3 @ FETE AWS CLI, BE#HTIGS , BN
CECHEFRRERAERATEME.

Example 237 S3 #1778

s3api syntax

aws s3api create-bucket --bucket your-snow-bucket --endpoint-url https://s3api-
endpoint-ip --profile your-profile

s3control syntax

aws s3control create-bucket --bucket your-snow-bucket --endpoint-url
https://s3ctrlapi-endpoint-ip --profile your-profile

£ Snowball Edge LBk Snowball Edge £ Amazon S3 AR F
EFRE PR R TFETEE

& LAE A s3api SDK B s3control SDK 3B} Snowball Edge £ Amazon S3 1B A 178788 F HY f&%
TFETHE,

/A Important

- AWS IRF B RFAFEN #ET  RE—TEHEMBRN RS,

B S3 T 272



AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***
- Snowball Edge f#FEr#8 X EARZ , TrerSHMER,
o FBESEMEMBREBNREZETE,

T 525514 MR Snowball Edge 175878 F & Amazon S3 A 1FE AWS CLI, ZEFALtkd
T, BUALRECHNETERREHE EAERATERBNE,

Example IBR#EFETEE

s3api syntax

aws s3api delete-bucket --bucket amzn-s3-demo-bucket --endpoint-url https://s3api-
endpoint-ip --profile your-profile

WMELBSHFMET , F2E ( AWS CLI S 2#E) F# delete-bucket,

s3control syntax

aws s3control delete-bucket --account-id 123456789012 --bucket amzn-s3-demo-bucket
--endpoint-url https://s3ctrlapi-endpoint-ip --profile your-profile

MEYRGSHNEMAESR , F528 ( AWS CLI 8 H2#E) Fil delete-bucket,

A BINEBEY 4L mBERRERE AWS CLI

IETLAE R Amazon S3 £ aniBHA R FE1L Snowball Edge £ Amazon S3 HAMENRERE., &1
DR EmiBEHRE , EMGE IR ABBHMNRAEGESEEYHBRH, ZANEY. A, FA%
fiBr 4R ER R, WFE Amazon S3 A BN FMEEN , FSREELNREFLEDER,

(® Note

BUMBEFIE AWS IRF N AT MARM -TTLEY., A, FARMEBRENBHSRA
BY o
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£ Z A AWS Command Line Interface (AWS CLI) 7 Snowball Edge #ZiriE F2 T NEE
Amazon S3 HHARERNEmIBEERE  FSETHEH,

7£ Snowball Edge 7T EE £ E 4 anE HAHRE

5 AWS CLI #6I®7E Snowball Edge 7578 E B 4+ S BMAEEGE, HREETEEERTE
(myprefix) MERNAAWMERE 10 X&BH. ZECALEH  FULHCHERARREE £
%ﬁkﬁﬁ{l%o

Bt BEmBERERBERRAEES JSON R, FLHEF+H  EREA lifecycle-

example.json,

{
"Rules": [{
"ID": "id-1",
"Filter": {
"And": {
"Prefix": "myprefix",
"Tags": [{
"Value": "mytagvaluel",
"Key": "mytagkeyl"
.
{
"Value": "mytagvalue2",
"Key": "mytagkey2"
}
]
}
3,
"Status": "Enabled",
"Expiration": {
"Days": 10
}
]
}

FEREREZ% , BE3X JSON ERMA put-bucket-1lifecycle-configuration® S —3F%
EEFALGS , FUACEBCHEFRRERE EAERAEENLE.
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Example put-bucket-lifecycle 5 H
s3api syntax
aws s3api put-bucket-lifecycle-configuration --bucket example-snow-bucket \\

--lifecycle-configuration file://lifecycle-example.json --endpoint-url
https://s3api-endpoint-ip --profile your-profile

MELGSHEFMAER , F28 ( AWS CLI a5 58%E) F# put-bucket-lifecycle-configuration,

s3control syntax

aws s3control put-bucket-lifecycle-configuration --bucket example-snow-bucket \\
--lifecycle-configuration file://lifecycle-example. json \\
--endpoint-url https://s3ctrlapi-endpoint-ip --profile your-profile

MERBGCSHFMEEN , 528 (AWS CLI 8 58%E) H M put-bucket-lifecycle-configuration,

Y4 E R E| Snowball Edge £ Snowball Edge f&fZET8 E8Y
Amazon S3 BB EIFE

THEFEEEEB sample-object. xml HIEZR ELEZE Snowball Edge 12878 A Amazon S3 #
AREFHR A MEHEEEA NWBEAFT AWSCL, EEFALLGS , FUAECEBCHNEFDRREE EAE
WATAENE,

aws s3api put-object --bucket sample-bucket --key sample-object.xml --body sample-
object.xml --endpoint-url s3api-endpoint-ip --profile your-profile

T % Snowball Edge £#J Amazon S3 AR HEFISEAEARN Java ) BREN , BUHFERE
HERETRINTYE. EEFRALGS  FULCECHEFRREE FRERATEENVE,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.CopyObjectRequest;
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add : import java.io.IOException;

public class CopyObject {
public static void main(String[] args) {

String bucketName = "*** Bucket name ***";

String sourceKey = "*** Source object key ***";

String destinationKey = "*** Destination object key ***";
try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Copy the object into a new object in the same bucket.
CopyObjectRequest copyObjectRequest = new CopyObjectRequest(sourcekey,
destinationKey);
s3Client.copyObject(copyObjectRequest);
CopyObjectRequest copyObjectRequest = CopyObjectRequest.builder()
.sourceKey(sourceKey)
.destinationKey(destKey)
.build();
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
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#£ Snowball Edge L%t Snowball Edge £ Amazon S3 A F
RBPREETRPHYHT

T 5866 A 5t Snowball Edge #1788 £ Amazon S3 HHAfFZEFHYH AWS CLI, SDK @&
TH s3-snow:ListObjectsV2, EEFALGS , FUELCECHEADRRERE EAE@MATEE N
B

aws s3api list-objects-v2 --bucket sample-bucket --endpoint-url s3api-endpoint-ip --
profile your-profile

MERGSHFMAENR , F2H8 (AWS CLIHS2E) H list-objects-v2,

T % Snowball Edge L#) Amazon S3 HHAREFREFIFEAERAR Java B9 SDK 5 R FErRPHY
., EEFEALGS , FULZECHETRRESE CAEBABEMNE,

L& fE A LlstObJectsVZ IS &2 ListObjects API B{EMV R FTIRA . BREFEALIEETIRARI API £
EETERAENETHE. 57 E¥HEEM , Amazon S3 SREEE It AP RENERMA,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.ListObjectsV2Request;
import com.amazonaws.services.s3.model.ListObjectsV2Result;
import com.amazonaws.services.s3.model.S30bjectSummary;

public class ListObjectsV2 {

public static void main(String[] args) {
String bucketName = "*** Bucket name ***";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

System.out.println("Listing objects");
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// maxKeys is set to 2 to demonstrate the use of

// ListObjectsV2Result.getNextContinuationToken()

ListObjectsV2Request req = new
ListObjectsV2Request().withBucketName(bucketName).withMaxKeys(2);

ListObjectsV2Result result;

do {
result = s3Client.listObjectsV2(req);

for (S30bjectSummary objectSummary : result.getObjectSummaries()) {
System.out.printf(" - %s (size: %d)\n", objectSummary.getKey(),
objectSummary.getSize());
}
// If there are more than maxKeys keys in the bucket, get a
continuation token
// and list the next objects.
String token = result.getNextContinuationToken();
System.out.println("Next Continuation Token: " + token);
req.setContinuationToken(token);
} while (result.isTruncated());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

# Snowball Edge £ Snowball Edge £ Amazon S3 A EHH
HiFErREEYH
THEHIER & Snowball Edge #1778 LM Amazon S3 AR EREEE R A sample-

object.xml BI¥I# AWS CLl, SDK @355 s3-snow:GetObject, EEFALG T , BUEZEDS
MEFRDRRESE CREBAEBME.
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aws s3api get-object --bucket sample-bucket --key sample-object.xml --endpoint-
url s3api-endpoint-ip --profile your-profile

MBLBTHFMEES  F2HR (AWS CLI i 58%E) ) get-object.

T % Snowball Edge £#J Amazon S3 BB fREFREHISERERAR Java By SDK UEYH. BE
FALkGS , FUCECHETRRESE EAEBAREMNE, NFEFMEN , F28 (Amazon
Simple Storage Service APl 2Z) https://docs.aws.amazon.com/AmazonS3/latest/AP|/F#Y

GetObject,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.GetObjectRequest;

import com.amazonaws.services.s3.model.ResponseHeaderOverrides;
import com.amazonaws.services.s3.model.S30bject;

import java.io.BufferedReader;
import java.io.IOException;
import java.io.InputStream;
import java.io.InputStreamReader;

public class GetObject {
public static void main(String[] args) throws IOException {
String bucketName = "*** Bucket name ***";
String key = "*** QObject key ***";

S30bject fullObject = null, objectPortion = null, headerOverrideObject = null;
try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();
GetObjectRequest getObjectRequest = GetObjectRequest.builder()
.bucket(bucketName)
.key(key)
.build());
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s3Client.getObject(getObjectRequest);
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
} finally {
// To ensure that the network connection doesn't remain open, close any
open input streams.
if (fullObject != null) {
fullObject.close();
}
if (objectPortion != null) {
objectPortion.close();
}
if (headerOverrideObject != null) {
headerOverrideObject.close();

private static void displayTextInputStream(InputStream input) throws IOException {
// Read the text input stream one line at a time and display each line.
BufferedReader reader = new BufferedReader(new InputStreamReader(input));
String line = null;
while ((line = reader.readLine()) != null) {
System.out.println(line);

}
System.out.println();

£ Snowball Edge LR Amazon S3 AR EFEFE P4

& LABE Snowball Edge fE1FETEE EH Amazon S3 AR EREFMBR—=NZENH. THEHS6ER
MiprE B sample-object.xml BI¥I# AWS CLI, ZEEFRA LGS , BUELECHWETRREE £
RAEmAEEMNE,
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aws s3api delete-object --bucket sample-bucket --key key --endpoint-url s3api-endpoint-
ip --profile your-profile

WENRGSHFFMEENR , F2H ( AWS CLI T H8E) M delete-object,

T %I Snowball Edge L# Amazon S3 HHAREFREHISEAEAR Java ) SDK MERFEFETE+FH
Mk, EEFEALES  BEECLEMBRZYHENSRETE, NEFHENR , 528 (Amazon Simple
Storage Service APl 2% ) ®iy DeleteObject,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.DeleteObjectRequest;

public class DeleteObject {
public static void main(String[] args) {

String bucketName = "*** Bucket name ***";
String keyName = "*** key name ****";
try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

DeleteObjectRequest deleteObjectRequest = DeleteObjectRequest.buildexr()
.bucket(bucketName)
.key(keyName)
.build()));
s3Client.deleteObject(deleteObjectRequest);
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
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Snowball Edge £ Amazon S3 &7 X B REST API BiE

}

T 5B R Snowball Edge £ Amazon S3 AR FE BN API 84E , @¥EF Amazon S3 FHEFIR
YERYERE AWS [E1F,

s3api i # X ZRAVFEFRTER AP IR/E

CreateBucket

DeleteBucket

DeleteBucketLifecycle

GetBucketLifecycleConfiguration

ListBuckets

PutBucketLifecycleConfiguration

s3control ¥ ¥ X BAVFEFATEE API 4F

CreateBucket

DeleteBucket

DeleteBucketLifecycle

GetBucket

GetBucketLifecycleConfiguration

ListBuckets

PutBucketLifecycleConfiguration

T ENYH API RE -

* AbortMultipartUpload

CompleteMultipartUpload

» CopyObject

CreateMultipartUpload

Snowball Edge £ Amazon S3 tHHE 788 2B M REST API Bk
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/create-bucket.html
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ENMEREREZBRERBRREZERNELERDI
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2. 1T snowballEdge describe-device i , AEF LB EEANTHMARMEREE,
mELH , F2REEEEMRE,

HEEPITLERRF2® , ENHRERERER, CUEZEERNEAMR, WREIFT2AL
AEN —RNZEHRAEBRLERENEE  MATRFEREETBER,

HMAEEFAVEIR

EENRED  BXNAERTEER, SUU% £#£48, AWS CLISRE A+ —1{# AWS SDKs ;TSR E
B, MRERRTEAITESREOE , AU ETMEAREBERERNERTRE R, AR, &
BEERETENHHEREEIUERN, SEROTUEEZTRNRAE , LHREHES K SIEEREE. &
BEEEERE VB | LA Snowball Edge FR# L E#HRE(E) Amazon S3 AR

REZESFTIBEIRER

1. EAAWS Snow RIIBBEIEA,
2. SHHEBRECRAEKEBRIRBICEENGE , SRIEE—BTK.
3. &F¥ Actions (B)1E) , i#$2 Replace node (HUXETE)o

ERUMERBMEBRELRENRRE—ELR K MAERERERTEYBEEN ST XMEE,
4. BEEMEX,

IEHY B Snowball Edge RECEMRIE, ERA TIRFREETBREFERETEAEI
RBETBERER
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2. f£M describe-clusterm SRBERBELEREFERETENETE., EH
NetworkReachability ¥J#FUNREACHABLEState & B EX To

snowballEdge describe-cluster --manifest-file path/to/manifest/file.bin --unlock-
code unlock-code --endpoint https://ip-address-of-device-in-cluster
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Example describe-cluster & HH

"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"Devices": [
{
"Deviceld": "JID12345678-1234-1234-1234-123456789012",
"UnlockStatus": {
"State": "UNLOCKED"
},
"ActiveNetworkInterface": {
"IpAddress": "10.0.0.0"
.
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"
.
"NetworkReachability": {
"State": "REACHABLE"
},
"Tags": []

"DevicelId": "JID12345678-1234-1234-1234-123456789013",
"UnlockStatus": {
"State": "UNLOCKED"
.
"ActiveNetworkInterface": {
"IpAddress": "10.0.0.1"
},
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"
},
"NetworkReachability": {
"State": "REACHABLE"
.
"Tags": []

"DevicelId": "JID12345678-1234-1234-1234-123456789014",
"ClusterAssociation": {
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"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"

},

"NetworkReachability": {
"State": "UNREACHABLE"

3. fEH describe-service@ tRMERs3-snowfRIGHIAREE S DEGRADED,

snowballEdge describe-service --service-id s3-snow --device-ip-addresses snow-
device-1-address snow-device-2-address --manifest-file path/to/manifest/file.bin --
unlock-code unlock-code --endpoint https://snow-device-ip-address

Example describe-service @ H & H

"ServiceId": "s3-snow",
"Autostart": true,
"Status": {
"State": "DEGRADED"
by
"ServiceCapacities": [
{
"Name": "S3 Storage",
"Unit": "Byte",
"Used": 38768180432,
"Available": 82961231819568

1)
"Endpoints": [
{
"Protocol": "https",
"Port": 443,
"Host": "10.0.0.10",
"CertificateAssociation": {
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"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMwWEiYpT"
},
"Description" : "s3-snow bucket API endpoint (for s3control SDK)",
"Deviceld": "JID-beta-207012320001-24-02-05-17-17-26",
"Status": {
"State": "ACTIVE"
}
},
{
"Protocol": "https",
"Port": 443,
"Host": "10.0.0.11",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMwWEiYpT"
},
"Description": "Description" : "s3-snow object & bucket API endpoint

(for s3api SDK)",
"Deviceld": "JID-beta-207012320001-24-02-05-17-17-26",
"Status": {
"State": "ACTIVE"

"Protocol": "https",
"Port": 443,
"Host": "10.0.0.12",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMWELYpT"
I
"Description": "Description" : "s3-snow bucket API endpoint (for
s3control SDK)",
"Deviceld": "JID-beta-207012240003-24-02-05-17-17-27",
"Status": {
"State": "ACTIVE"

"Protocol": "https",
"Port": 443,

"Host": "10.0.0.13",
"CertificateAssociation": {
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"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMwWEiYpT"
I

"Description": "Description" : "s3-snow object & bucket API endpoint
(for s3api SDK)",

"DevicelId": "JID-beta-207012320001-24-02-05-17-17-27",
"Status": {

"State": "ACTIVE"

4. {#H disassociate-device@m TREEFUHBABNBREERETEMEIE,

snowballEdge disassociate-device --device-id device-id --manifest-file path/to/
manifest/file.bin --unlock-code unlock-code --endpoint https://ip-address-of-
unhealthy-device

Example disassociate-device SR H

Disassociating your Snowball Edge device from the cluster. Your Snowball Edge
device will be disassociated from the cluster when it is in the "DISASSOCIATED"

state. You can use the describe-cluster command to determine the state of your
cluster.

5. BXMEH describe-clusterin® , R EERETENE BB E ETUHEIH

snowballEdge describe-cluster --manifest-file path/to/manifest/file.bin --unlock-
code unlock-code --endpoint https:ip-address-of-healthy-device

Example describe-cluster i HH B RETH S BUEEH

{
B e S R A B B
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"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"Devices": [
{
"Deviceld": "JID12345678-1234-1234-1234-123456789012",
"UnlockStatus": {
"State": "UNLOCKED"
},
"ActiveNetworkInterface": {
"IpAddress": "10.0.0.0"
I
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"
I
"NetworkReachability": {
"State": "REACHABLE"
},
"Tags": []

"DevicelId": "JID12345678-1234-1234-1234-123456789013",
"UnlockStatus": {
"State": "UNLOCKED"
.
"ActiveNetworkInterface": {
"IpAddress": "10.0.0.1"
},
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"
},
"NetworkReachability": {
"State": "REACHABLE"

iy
"Tags": []

"Deviceld": "JID12345678-1234-1234-1234-123456789014",
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "DISASSOCIATED"
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}

6. BN EELEERERENEE AWS, NEFMEN , 552 BB Snowball Edge F/EE]
Snowball Edge £ &,

EEMRKBEAER K FEATIEFSEMEZEE,
MEERES

1. REBSNBREE , UELUUEFNHAERENLER. FEMIES.

2. FHERHER , WRADIMEZINEEEHMIT I HEN AR, NEFHER , F2RERE
YRR

3. fEMA unlock-clusterm S I ESHEER IP ik,

snowballEdge unlock-cluster --manifest-file path/to/manifest/file.bin --unlock-
code unlock-code --endpoint https://ip-address-of-cluster-device --device-ip-
addresses node-1-ip-address node-2-ip-address new-node-ip-address

HMEEHREER , DEGRADEDEZRISZSET —RESEhSHEEERTEB AL,
4. fEF associate-devicef S ASEUN 7 BHEE % 5532 T EA B,

snowballEdge associate-device --device-ip-address new-node-ip-address

Example associate-device i S EHH

Associating your Snowball Edge device with the cluster. Your Snowball Edge device
will be associated with the cluster when it is in the ASSOCIATED state. You can
use the describe-device command to determine the state of your devices.

5. M describe-cluster@n s XRMEMRHTE B EEE SRR,
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Hkk

snowballEdge describe-cluster --manifest-file path/to/manifest/file.bin --unlock-
code unlock-code --endpoint https://node-ip-address

Example describe-cluster &5 #HK

"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"Devices": [
{
"Deviceld": "JID12345678-1234-1234-1234-123456789012",
"UnlockStatus": {
"State": "UNLOCKED"
},
"ActiveNetworkInterface": {
"IpAddress": "10.0.0.0"
1,
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"
1,
"NetworkReachability": {
"State": "REACHABLE"
},
"Tags": []

"DevicelId": "JID-CID12345678-1234-1234-1234-123456789013",
"UnlockStatus": {
"State": "UNLOCKED"
1,
"ActiveNetworkInterface": {
"IpAddress": "10.0.0.1"
},
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"
},
"NetworkReachability": {
"State": "REACHABLE"
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3,
"TagS": []

"DevicelId": "JID-CID12345678-1234-1234-1234-123456789015",
"UnlockStatus": {
"State": "UNLOCKED"
.
"ActiveNetworkInterface": {
"IpAddress": "10.0.0.2"
},
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"
},
"NetworkReachability": {
"State": "REACHABLE"

},
"Tags": []

6. HEHHELE K BIWMEEBRMBENE VNIs), MEFHMENR , 52/ Snowball Edge R ERE)
Amazon S3 A fTE

7. f£H stop-servicemHREL s3-snow kK.

snowballEdge stop-service --service-id s3-snow --device-ip-addresses cluster-

device-1-ip-address cluster-device-2-ip-address cluster-device-3-ip-address --

manifest-file path/to/manifest/file.bin --unlock-code unlock-code --endpoint
https://snow-device-ip-address

Example stop-service &y #iH#EY

Stopping the AWS service on your Snowball Edge. You can determine the status of the
AWS service using the describe-service command.
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8. HEHFBTEER  FMFEH start-servicedn S RE s3-snow R,

snowballEdge start-service --service-id s3-snow --device-ip-addresses cluster-

device-1-ip-address cluster-device-2-ip-address cluster-device-3-ip-address --

virtual-network-interface-arns "device-1-vni-ip-address-a" "device-1-vni-ip-

address-b" "device-2-vni-ip-address-a" "device-2-vni-ip-address-b" "device-3-vni-

ip-address-a" "device-3-vni-ip-address-b" --manifest-file path/to/manifest/file.bin
--unlock-code unlock-code --endpoint https://snow-device-ip-address

Example start-service R #EHH

Starting the AWS service on your Snowball Edge. You can determine the status of the
AWS service using the describe-service command.

9. fEM describe-servicednH KR s3-snow IRIE S E.

snowballEdge describe-service --service-id s3-snow --device-ip-addresses snow-
device-1-address snow-device-2-address snow-device-3-address --manifest-file path/
to/manifest/file.bin --unlock-code unlock-code --endpoint https://snow-device-ip-
address

Example descibe-service an S HiH A

{
"ServiceId": "s3-snow",
"Autostart": true,
"Status": {

"State": "ACTIVE"

.

"ServiceCapacities": [{
"Name": "S3 Storage",
"Unit": "Byte",
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"Used": 38768180432,
"Available": 82961231819568
1,
"Endpoints": [{
"Protocol": "https",
"Port": 443,
"Host": "10.0.0.10",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMwEiYpT"
},
"Description": "s3-snow bucket API endpoint (for s3control SDK)",
"DevicelId": "JID12345678-1234-1234-1234-123456789012",
"Status": {
"State": "ACTIVE"
}
Yo &
"Protocol": "https",
"Port": 443,
"Host": "10.0.0.11",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMwWELiYpT"
I
"Description": "s3-snow object & bucket API endpoint (for s3api SDK)",
"Deviceld": "JID12345678-1234-1234-1234-123456789013",
"Status": {
"State": "ACTIVE"
}
[ PE
"Protocol": "https",
"Port": 443,
"Host": "10.0.0.12",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMwWEiYpT"
},
"Description": "s3-snow bucket API endpoint (for s3control SDK)",
"DevicelId": "JID12345678-1234-1234-1234-123456789015",
"Status": {
"State": "ACTIVE"
}
Yo &
"Protocol": "https",
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"Port": 443,
"Host": "10.0.0.13",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMWELYpT"
I
"Description": "s3-snow object & bucket API endpoint (for s3api SDK)",
"Deviceld": "JID-beta-207012320001-24-02-05-17-17-27",
"Status": {
"State": "ACTIVE"
}
[ PE
"Protocol": "https",
"Port": 443,
"Host": "10.0.0.14",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMwWEiYpT"
},
"Description": "s3-snow bucket API endpoint (for s3control SDK)",
"DevicelId": "JID-beta-207012240003-24-02-05-17-17-28",
"Status": {
"State": "ACTIVE"
}
Yo &
"Protocol": "https",
"Port": 443,
"Host": "10.0.0.15",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMWELYpT"
I
"Description": "s3-snow object & bucket API endpoint (for s3api SDK),
"Deviceld": "JID-beta-207012320001-24-02-05-17-17-28",
"Status": {
"State": "ACTIVE"

]
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£ Snowball Edge E4E A L& E Amazon S3 A RE

Snowball Edge £#J Amazon S3 AR EFEXERBEFASTIERNEEm (MQTT) BABEETYH API
FEOY A Amazon S3 EHEA,

A LAE A Snowball Edge £H) Amazon S3 AR ER , £ S3 REFIFBFRERBESHREVE
H, ZEMABXN , BFITENMERE , R EFEREBGHEH,

Snowball Edge L Amazon S3 AR TFXETIBAMHEA -

- MTMHEINEHS
- MHBBREN
- MRS

E%E Amazon S3 EHEH

1. BZE , ENERPHLER MQTT £/

2. 7£ Snowball Edge A FimH , #11T snowballEdge configured#+RERE Snowball Edge %
=

HBRRERE , FRATIER

- BEABERERNRE,
- REMBER,
- BEIRE (Bl https://10.0.0.1).
3. #MTTFFlput-notification-configuration®m® , KBHAEEENABRERER,

snowballEdge put-notification-configuration --broker-endpoint ssl://mqtt-broker-
ip-address:8883 --enabled true --service-id s3-snow --ca-certificate file:path-to-
mqtt-broker-ca-cert

4. #M{TT¥lget-notification-configuration®HREBHE —IRERDIER :

snowballEdge get-notification-configuration --service-id s3-snow

EEERAEREN RN BANEL

HEEEERXEAEEEBAEMERTH MQTT RERX 2% , SEYH AP FIIBSELESHBEA.

£ Snowball Edge B4 @& L5%E Amazon S3 HHAFTE 299



AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

® Note

BEEFTB X s3SnowEvents/Device ID ( MR Z## , | AE L ID)/bucketName, &b
ALUERERFT , fINEERZBA LR # & s3SnowEvents/#.

LU 2 Snowball Edge =4 B L# Amazon S3 AR &4 -

"eventDetails": {
"additionalEventData": {
"AuthenticationMethod": "AuthHeader",
"CipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"SignatureVersion": "SigV4",
"bytesTransferredIn": 1205,
"bytesTransferredOut": O,
"x-amz-id-2": "uLdTfvdGTKI1X6TBgCZtDd9Beef8wzUurA+Wpht7rKtfdaNsnxeLILg=="
b
"eventName": "PutObject",
"eventTime": "2023-01-30T14:13:24.772Z2",
"requestAuthLatencyMillis": 40,
"requestBandwidthKBs": 35,
"requestID": "140CD93455CB62B4",
"requestlLatencyMillis": 77,
"requestlLockLatencyNanos": 1169953,
"requestParameters": {
"Content-Length": "1205",
"Content-MD5": "GZdTUOhYHvHgQgmaw2gls4w==",
"Host": "10.0.2.251",
"bucketName": "bucket",
"key": "file-key"
b
"requestTTFBLatencyMillis": 77,
"responseElements": {
"ETag": ""19975350e8581lefle@42099ac36825e3"",
"Server": "AmazonS3",
"x-amz-id-2": "uLdTfvdGTK1X6TBgCZtDd9Beef8wzUurA+Wpht7rKtfdaNsnxeLILg==",
"x-amz-request-id": "14@0CD93455CB62B4"
},
"responseStatusCode": 200,
"sourceIPAddress": "172.31.37.21",
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"userAgent": "aws-cli/1.27.23 Python/3.7.16 Linux/4.14.301-224.520.amzn2.x86_64
botocore/1.29.23",
"userIdentity": {
"identityType": "IAMUser",
"principalld": "531520547609",
"arn": "arn:aws:iam: :531520547609:root",
"userName": "root"

'iu

WZE Amazon S3 EHBHMGFEER , 2R Amazon S3 EH4EA,

£ Snowball Edge LE%EA# SMTP &

A LAE A Simple Mail Transfer Protocol (SMTP) A&7 Snowball Edge £EREA KB, R
MREE (AP, Bk, FERAY ) B8F  ABRFEFEAREMES 80%. 90% = 100% B , AHE X
SELAEFHBHEEREN RS

FRIG 2Bl , FEHERS

- BALAEEEFH Snowball Edge B Fin
- BB CHREEY ATEER,

« BHEETLIEREAMREEK ( RFEA Amazon Simple Email Service 5628 SMTP falfRES ) =
A H SMTP fal fR 25

A B HIEEE Snowball Edge
X XE Snowball Edge R{EEE 7 EHHE A,
% SMTP BHIFREEE

1. BT TSI S , & SMTP HEMEEEMNEE .

# If you don't specify a port, port 587 is the default.
SMTP_ENDPOINT=your-local-smtp-server-endpoint:port

# For multiple email recipients, separate with commas
RECIPIENTS_LIST=your-email-address

REAH SMTP EA 301
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snowballEdge put-notification-configuration \
--service-id local-monitoring \
--enabled true \

--type smtp \

--broker-endpoint "$SMTP_ENDPOINT" \
--sender example-sender@domain.com \
--recipients "$RECIPIENTS_LIST"

MEREI , FWEIRE example-sender@domain.com KB E 74,
2. #{TT¥get-notification-configuration®HHAIFHLE :

snowballEdge get-notification-configuration \
--service-id local-monitoring

BEERHRBIERE  DEEFEaSERIERE.
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£ AWS £ _Ef£AH Amazon EKS Anywhere

Amazon EKS Anywhere on AWS Snow A ## BI##£ Snowball Edge 231 fig 4 Kubernetes #

£, Kubernetes EHMRHBIFER , ARBEBLAFLEARINNE. BERNERE, BUUEESR
R B I\ EARAY Snowball Edge £ & £ £ H Amazon EKS Anywhere, & B8 A S\ 8K &
PREVEE EFEA Amazon EKS Anywhere , 5 RR I A 88 2 8% 18 LA1E Snowball Edge K& E#1T. W&
Amazon EKS Anywhere By —fix & & , 2R Amazon EKS Anywhere X {4,

£ AWS Snow L Amazon EKS Anywhere B] &R T HITHAE -

« £ Snowball Edge ;& H{£{t & E L FH Amazon EKS Anywhere CLI (eksctl anywhere) #iZ&
Kubernetes (K8s) # 5, &AL Amazon EKS Anywhere #iZ £ 8 — Snowball Edge £EB =5 =1&
REZREL , LESSTAML,

- X # Cilium Container Network Interface (CNI),
* ij:g Ubuntu 2004 ﬁ&k’ﬁﬁ%«ﬁ*%\l Lo

I EFREAEBE £ Snowball Edge % & £/ Amazon EKS Anywhere &5,
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Snowball Edge Device

Cluster Gonfig

Bootstrap Cluster

7 e EKS Anywhere Cluster
: : | et e et Pt e Pt e ot Pl Pt Pt
Local Client =) = g Control Plane Nodes ],
-1 = 1
Virtual Network TTTTT " : _lllll_ _lllll_ _Illll_ i
Interface 4 = - S - !
[ ]
§ = - - =
4 (B 5 TTITT TTITT .
¢ (= = &) \
i 1
Iﬁ‘:r:ter ' Direct Network Interfaces :
[ ]
[} ]
=k _ ' = = = !
Physical % . LTl LTl LTl '
. - 4 == E
Network Interface . ' 3 E 3 s = E !
- o = L= = o =] 1
. TTTTT ITTTT TTTTT !
Virtual Network \é Data Plane Nodes I
interface: Grailaim (I e e i e e e T A A T T
* kube-vip
i B I””" Load Balancing
« - Services
= "
8 $ EKS-A Admin Instance " e O .
e e \ 888 cilium
I
: “I““ Container Network
0D— : Interface
|
o— l
i e
; (35 HARBOR
I
I
I

]
1
I
1
1
I
W = p——
1
I
1
1
I
1
I

| | | | | I | Container Image
________________________ ] Registry

ERAEMEMA Amazon EKS Anywhere X B & #7 A A Kubernetes iRARE 3L Kubernetes & &,
MEFHMET , 52B Amazon EKS-Anywhere A2, MMREWEARERN EEEERAH
Kubernetes , &M Amazon EKS BRI IR 2 T R EM Kubernetes hfxZx, EHRBIFBENE
iAHAEF , 55E B Kubernetes iAW BT E A H, EAHEBIZEBEHERITEFEAMN Kubernetes
AR EBELE, MEFMEH , 2B Amazon EKS Kubernetes E1T1TEE,

W& Amazon EKS Anywhere on AWS Snow HFFHIE , 552 B Amazon EKS Anywhere 3 4.
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&

+ 7£ Snow £ & Amazon EKS Anywhere 5T AWS Snowball Edge £ B 2 I EZ KK BI1E

+ ETB& Snowball Edge 2 & LA #EE Snow £ Amazon EKS Anywhere AWS {§ F

* 7£ Snowball Edge & &% E MEIT Amazon EKS Anywhere

« 7£ AWS Snow EE&E Amazon EKS Anywhere # 17§ B E R iR 14E

+ 7£ Snowball Edge £ E FEVM#HESE

£ Snow £ A& Amazon EKS Anywhere 5] AWS Snowball Edge
KIEZH BT ENME

B #I , Amazon EKS Anywhere B2 Snowball Edge BE &E{LEBEHR . EZETHE Snowball Edge £
B2, BEZ T EREHE,

- BEYRMEZRKMEG  LLAREEE FE T EEESS,
. BHRBRXEERA AR K8s BHIFEIIMEFRE P it , X AT Ut FETERABE (ARP),

« &M Snowball Edge #E X ERMFEERE, NEEZENFMENR , 528 Amazon EKS
Anywhere PR EEIRERBEFA M E. Amazon EKS Anywhere

*RE
+ A Snowball Edge 231 Ubuntu EKS Distro AMI
+ & Snowball Edge # Harbor AMI

A Snowball Edge 23 Ubuntu EKS Distro AMI

£ E# 7 Ubuntu EKS Distro AMI , 55282 B S &2 &,

EEWN AMI BBASERFEERX capa-ami-ubuntu-20.04-version-timestamp, I : capa-
ami-ubuntu-20.04-v1.24-1672424524,

2 & Snowball Edge #J Harbor AMI

X EETE Snowball Edge £ & E‘ZEH Harbor FABE R #E AMI , BETUEEE LFEA Amazon
EKS Anywhere , M E NI ELR, WRIEIE Snowball Edge 2 B BB E MK F BNERIFTF A
Amazon EKS Anywhere , & R & AMI REFLAE Kubernetes B#HERIERE LEA |, BIT LI
BAE,

1£ Snow £ % Amazon EKS Anywhere 5T 8 AWS Snowball Edge £ & 2 81 2 58 B K Eh1E 305


https://anywhere.eks.amazonaws.com/docs/reference/ports/
https://anywhere.eks.amazonaws.com/docs/reference/ports/
https://anywhere.eks.amazonaws.com/docs/reference/artifacts/#build-snow-node-images
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£ EE T Harbor N Z &8 AMI |, 552 B EE Harbor AMI,

i1 ¥ Snowball Edge % & LA EL Snow £H Amazon EKS
Anywhere AWS £ F

HETHERELH Snowball Edge BH , BSEAERE LIS LAETE Snowball Edge B H# |, I
HFIBBREPERLELER !

- BESB1H , ERERAMEENRFNEHEL,
- 588 2 F |, ;&2 Snowball Edge Compute Optimized B & H,

- LB 3 H , #E AWS Snow £ Amazon EKS Anywhere , AREZIZBEREER Kubernetes hi
Ko

® Note

ATRMUSHHVEE K RMOTESEALE S TANRERERHF ESK Anywhere RE&EE %
B, MEHMER , T2 (Amazon EKS EAEIERE) RS,

EBREEH Amazon EKS Anywhere X K & #7171 | Kubernetes iRA<3RE I Kubernetes
BE, MEFMENA , 55208 Amazon EKS-Anywhere [RA2 4], MRENERAEINEE
B ERAH Kubernetes , 5 H Amazon EKS 1ZEE R i {8 37 8 R R Y147 Kubernetes
IRAR, ERBZEBHNEaIBHAE | 5528 Kubernetes IRARK TN ZE B, ESHEIE
R EBITEERAN Kubernetes IRARXEBEZE, NMEFMENR , 5528 Amazon EKS
Kubernetes B1T1TEE.

- BEEZQGESEEE LMW AMIs , B1E EKS Distro AMI ( 552E) A Snowball Edge 237 Ubuntu EKS
Distro AMI) , AR ZEZEM T EEEEBR Harbor AMI ( 5528 & Snowball Edge # Harbor
AMID)o

- MREFEEZE Snowball Edge ZELEBSAAM , FRETAMFEELZTENRERE.

W E Snowball Edge £ &% , FE1RI% 52 E Amazon EKS Anywheref Snowball Edge % & 5% & #
17 Amazon EKS Anywhere o

#£ Snowball Edge & L& E M 1T Amazon EKS Anywhere

EIBEIE LR , &£ Snowball Edge & L& E MBEE Amazon EKS Anywhere, A% , HEE#
Amazon EKS Anywhere BREAEFEERNEE LIRE , BATRHEMERF , BPENELRERESI
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SRAARE Y EAR ., MEFMER , F2EE AWS Snow E£F&E Amazon EKS Anywhere #4175 BB 47 12
1E,

&

» Snowball Edge £ Amazon EKS Anywhere BI#I3A5%E
« 7£ Snowball Edge & I B 85X EMEAIT Amazon EKS Anywhere
* 7£ Snowball Edge % & £ F BEZE MEAIT Amazon EKS Anywhere

Snowball Edge £ Amazon EKS Anywhere B #]#45% E

Ho 2 BB B A%, T & Snowball Edge AP, BEEAER , URBHEHERE , UESHE

Snowball Edge £E& L #1THIHREEE

BATHIRRRE

1. T#HIX%EE Snowball Edge AAFiw, MHFFMEN , 528 THILZZE Snowball Edge A Fifo
& EEEIEN AR, MFEFMEA , F2E4 Snowball Edge EEF SR A EHE R

2. S
3. HBEAERUSBKREEENWEE, MEFMAEN , F2EIEEAERLIFE Snowball Edge,
4

fREEEE, MEFMEA , F2EHEE Snowball Edge, BHAILMERESIEIE K MARFBHHE
HEE, FSRBEHEHER,

#

#£ Snowball Edge & + B #5% EM#L1T Amazon EKS Anywhere

B LAE RIS BT ERREREY HIT Amazon EKS Anywhere BB #ITEE , LA LLFF
17, EEFAESHBIE  F2BE Amazon EKS Anywhere FE B MR ERE, ERERTE

B Amazon EKS Anywhere EE#TEREE#HITZER , WREBFEH Amazon EKS Anywhere &%
TE 2T ERHARE P ETE AR IFE Snowball Edge & E1#1F , 328 £ AWS Snow EF&TE Amazon EKS
Anywhere #1THENERIE/E. B8 , 28 £ Snowball Edge £E P MMEEEE,

EEFHREREIHIT Amazon EKS Anywhere EEHTERE , 5528 £ Snowball Edge & L F
By EXE M BT Amazon EKS Anywhere o

£ Snowball Edge & + F EF%E MEAIT Amazon EKS Anywhere

£ Snowball Edge 2 & F 5% E Amazon EKS Anywhere 2 & , i85
B, MEFHMENR , BSRFREMEH Snowball Edge A Fifo

% E Snowball Edge A FiRHIERE
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https://github.com/aws-samples/aws-snow-tools-for-eks-anywhere/tree/main/setup-tools#Unlock-devices
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&

« B Amazon EKS Anywhere IAM Zs# i fi &

« (i#HM ) 7 Snowball Edge EE M #E A Secure Shell £§8

+ 7£ Snowball Edge E#1T Amazon EKS Anywhere BB E#1THE K W EENEREREREL
h

Y Amazon EKS Anywhere IAM Z<#(# i &

MERERLET , 557 Snowball Edge £ & A Amazon EKS Anywhere B3I A # IAM EA &, &
ALEATIRFFERETIIRAE,

(® Note
&8 4F A 19 1@ Snowball Edge #£B#1TILIRE,

£ Snowball Edge FB Y A#FERH

£ create-userm v MRE Amazon EKS Anywhere IAM A%

aws iam create-user --user-name user-name --endpoint http://snowball-ip:6078 --
profile profile-name

{
"User": {
"Path": "/",
"UserName": "eks-a-user",
"UserId": "AIDACKCEVSQ6C2EXAMPLE",
"Arn": "arn:aws:iam::123456789012:user/eks-a-user",
"CreateDate": "2022-04-06T00:13:35.665000+00:00"
}
}

£ Snowball Edge E BB EREE T BE

BIYBERX M, FHTREN IAM BUR |, WASZBUEREEZE] Amazon EKS Anywhere REEE R &
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BY BRI AS HiEREZE Amazon EKS Anywhere Z<## &

1. BUBRXAHIREREFELENERK, SUTBRERS XK,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"snowballdevice:DescribeDevice",
"snowballdevice:CreateDirectNetworkInterface",
"snowballdevice:DeleteDirectNetworkInterface",
"snowballdevice:DescribeDirectNetworkInterfaces",
"snowballdevice:DescribeDeviceSoftware"

1,

"Resource": ["*"]

"Effect": "Allow",

"Action": [
"ec2:RunInstances",
"ec2:DescribeInstances",
"ec2:TerminateInstances",
"ec2:ImportKeyPair",
"ec2:DescribeKeyPairs",
"ec2:DescribeInstanceTypes",
"ec2:DescribeImages"”,
"ec2:DeleteTags"

1,

"Resource": ["*"]

2. fM create-policy® < , BIBBEXHEIL IAM B, --policy-document S B EERSE
ABERERNEHER, Hlf file:///home/user/policy-name.json

aws iam create-policy --policy-name policy-name --policy-document file:///home/
user/policy-name. json --endpoint http://snowball-ip:6078 --profile profile-name
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{

"Policy": {
"PolicyName": "policy-name",
"PolicyId":

"ANPACEMGEZDGNBVGY3TQOJQGEZAAAABP76 TESMKAAAABCCOTR2IJ43NBTIRZBU",
"Arn": "arn:aws:iam::123456789012:policy/policy-name",
"Path": "/",

"DefaultVersionId": "v1",

"AttachmentCount": 0,

"IsAttachable": true,

"CreateDate": "2022-04-06T04:46:56.907000+00:00",
"UpdateDate": "2022-04-06T04:46:56.907000+00:00"

3. fEM attach-user-policym & IAM BURE#EZE Amazon EKS Anywhere 2R ER &,

aws iam attach-user-policy --policy-arn policy-arn --user-name user-name --endpoint
http://snowball-ip:6078 --profile profile-name

£ Snowball Edge LBV EHSBMEAETRER

# Amazon EKS Anywhere IAM AEFERAER Y FEE®, AR K BYBRAERER , X EHPETE
BABERESecretAccessKeyE LR AccessKeyIdH {E, Amazon EKS Anywhere B E#H1T
ERBEREEARAERER,

1. f#M create-access-key®+ 5 Amazon EKS Anywhere K FERER I EIEE.

aws iam create-access-key --user-name user-name --endpoint http://snowball-ip:6078
--profile profile-name
{
"AccessKey": {

"UserName": "eks-a-user",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"Status": "Active",
"SecretAccessKey": "RTT/wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"CreateDate": "2022-04-06T04:23:46.139000+00:00"
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}

2. BAUBABRER. #HD , LTI FEF AccessKeyIdH SecretAccessKeyfE,

[snowball-ip]

aws_access_key_id = ABCDEFGHIJKLMNOPQR2T

aws_secret_access_key = AfSD7sYz/TBZtzkReBl6PuuISzJ2WtNkeePw+nNzJ]
region = snow

(® Note
MREFEAZZE Snowball Edge & , ERTPNEAEREFATEE , EMEEE
R AERHSEE—BEEERTP,

£ Snowball Edge L BB EHTHEERZIERIERESR

Amazon EKS Anywhere BB #{TE 8 EZE Snowball Edge #£ER B , TEECM LHT. B
ERFHNRI|ER , LUFE Snowball Edge & , Bt Amazon EKS Anywhere EIE S #{TEIEBHE#E
Ed

BYBERESR

1. M list-certificates@HXREEBEFEIEANEME Snowball Edge £ EH R,

PATH_TO_Snowball_Edge_CLIENT/bin/snowballEdge list-certificates --endpoint
https://snowball-ip --manifest-file path-to-manifest-file --unlock-code unlock-

code
{
"Certificates" : [ {
"CertificateArn" : "arn:aws:snowball-device:::certificate/xxx",
"SubjectAlternativeNames" : [ "ID:JID-xxx" ]
} 1]
}

2. fEF W{ECertificateArnffiA get-certificate@®f--certificate-arnZ8HE,
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PATH_TO_Snowball_Edge_CLIENT/bin/snowballEdge get-certificate --certificate-arn ARN
--endpoint https://snowball-ip --manifest-file path-to-manifest-file --unlock-
code unlock-code

3. BURERIER. I Wltget-certificate AABRRERD ., UTRUAIREFRH HAVEE
B,

(® Note

MREFEAN R ZE Snowball Edge HiE , ERFHNBEAERNEFLFEE , BEFFEERE
R AERHSEE—BEERTP,

ZWtzYSBzbm93IHR1c3QgY2VydGlmaWNhdGUgZWtzYSBzbm93IHR1c3QgY2VydGlm
aWNhdGV1a3NhIHNub3cgdGVzdCBjZXJ0aWZpY2FOZWVrc2Egc25vdyBOZXNOIGNL
cnRpZmljYXR1ZWtzYSBzbm93IHR1c3QgY2VydGlmaWNhdGV1a3NhIHNub3cgdGVz
dCBjZXJ0aWZpY2F@ZQMIIDXDCCAKkSgAWIBAgIJAISMONTVmbj+MAOGCSqGSIb3DQ

4. TEFTA Snowball Edge #i& £ Amazon EKS Anywhere IAM ZS#(# F & 24 A Amazon EKS
Anywhere Z 3 IAM ZN¥EFEH &,

(i#F ) £ Snowball Edge 2 M E A Secure Shell &8

EHAERREFEIL Secure Shell (SSH) £ 2REFEFTHE Amazon EKS Anywhere EFEiE11T{ERE , I
N ELEAFTA Snowball Edge £ &, REWREH SBER,

MREEEIBILIERF , Amazon EKS Anywhere SR EEZBHEUMEA SSH 8, LEBEBEFHRE DN
EEEHITEE E${PWD}/${CLUSTER_NAME} /eks-a-id_rsa.

B3 SSH £ ASHE A Amazon EKS Anywhere 117 {E 88

1. f£H ssh-keygenti FRE4L SSH £,
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ssh-keygen -t rsa -C "key-name" -f path-to-key-file

2. f£H import-key-pairfTHEBREHNEKE A Snowball Edge #&.

® Note
B SRMEAFTEEER | key-name 2EWENLEHEE,

aws ec2 import-key-pair --key-name key-name --public-key-material fileb:///path/to/
key-file --endpoint http://snowball-ip:8008 --profile profile-name

{
"KeyFingerprint": "5b:@c:fd:el:a0:69:05:4c:aa:43:f3:3b:3e:04:7f:51",
"KeyName": "default",
"KeyPairId": "s.key-85edb5d820c92a6f8"

}

#£ Snowball Edge £ #11T Amazon EKS Anywhere B2 E#/TER , WS BENTEE
REHEHT

£ Snowball Edge £ #11T Amazon EKS Anywhere B2 8 #1T {E 8

K BRI I2 F F B #1T Amazon EKS Anywhere BB #{T{EE., REEEHTEENERARK AR
(VNI), BEZTEBANMEE, 2 SSH €8 , UREACERIEEHTER. ZUMFEREHES
BT E , BEE Amazon EKS Anywhere EE#{TER , X BENEREREWEHLATER.
S EE I Amazon EKS Anywhere EXE#TEE. EFBIETRE , B ssh MAEITE

BB WHE BEIESETT Snowball Edge H£E FEVHEREE, MREEEFHERE Amazon EKS
Anywhere #1T{E# , BFEA TSR,

(@ Note

MR E A Z 18 Snowball Edge &R ERMERE , B LLEE{T Snowball Edge & & LA E)
Amazon EKS Anywhere &2 E ¥ {T{E .,
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https://github.com/aws-samples/aws-snow-tools-for-eks-anywhere/tree/main/setup-tools#Create-EKS-Anywhere-admin-instance
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#1T Amazon EKS Anywhere B2 #{TE &

1. M create-key-pair#+ 4 Amazon EKS Anywhere BEEE#{TEEEY SSH £, o
KEWFEEFEE $PWD/key-file-name,

aws ec2 create-key-pair --key-name key-name --query 'KeyMaterial' --output text --
endpoint http://snowball ip:8008 > key-file-name --profile profile-name

2. f£H describe-images@i T #tE HSKMAEA eks-anywhere-adminfy R E B,

aws ec2 describe-images --endpoint http://snowball-ip:8008 --profile profile-name

3. {#M run-instance@® S EEI BB Amazon EKS Anywhere EIEMKHY eks-a EEHTEE,

aws ec2 run-instances --image-id eks-a-admin-image-id --key-name key-name --
instance-type sbe-c.xlarge --endpoint http://snowball-ip:8008 --profile profile-
name

4. {FH describe-instances@$ R E Amazon EKS Anywhere H{TEEHMRE, SFHTHE
HETEEARES running , BREE.

aws ec2 describe-instances --instance-id instance-id --endpoint http://snowball -
ip:8008 --profile profile-name

5. f describe-devicemn TWEHT , id MEREEMEEPhysicalNetworkInterfaceIdeE
BERAEN B, SAEERLEERET VNI,

PATH_TO_Snowball_Edge_CLIENT/bin/snowballEdge describe-device --endpoint
https://snowball-ip --manifest-file path-to-manifest-file --unlock-code unlock-
code

6. % Amazon EKS Anywhere B THEEEEIL VNI, FH B
{EPhysicalNetworkInterfaceIdff% physical-network-interface-id Z2&ME,
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PATH_TO_Snowball_Edge_CLIENT/bin/snowballEdge create-virtual-network-interface
--ip-address-assignment dhcp --physical-network-interface-id PNI --endpoint
https://snowball-ip --manifest-file path-to-manifest-file --unlock-code unlock-

code

7. fEH W{EIpAddressifA associate-addressii i public-ip 28/E , i\ Eibit B2
Amazon EKS Anywhere & 5 3|17 {E 88 22 37 BF Bt

aws ec2 associate-address --instance-id instance-id --public-ip VNI-IP --endpoint
http://snowball-ip:8008 --profile profile-name

8. 1&EB SSHIEEZE Amazon EKS Anywhere B S #1T{EE,

ssh -i path-to-key ec2-user@VNI-IP

HBEMEAEREREHE Snowball Edge W EEEHTEE

#1177 Amazon EKS Anywhere EE# T2 %& , 5514 Snowball Edge EEMNEABERNBEEBERE
EEEHTER, ®ETE /£ Snowball Edge FEVEHNSBIANEAELRERZN dREEEENEREESR
K AEE B 83117 T 5)an 51 Snowball Edge F B EEEHTHEEE I BIESR,

scp -1 path-to-key path-to-credentials-file path-to-certificates-file ec2-user@eks-
admin-instance-ip:~

E & Amazon EKS Anywhere EXE#TERB LWERART. AT2BENERERENEH,

[192.168.1.1]

aws_access_key_id = EMGEZDGNBVGY3TQOJQGEZB5ULEAAIWHWUIDXEXAMPLE
aws_secret_access_key = AUHpgjO@GZQHEYXDbN@neLN1fROgEXAMPLE
region = snow

[192.168.1.2]

aws_access_key_id = EMGEZDGNBVGY3TQOJQGEZG507F3FJUCMYRMI4KPIEXAMPLE
aws_secret_access_key = kY4C18+RJAwqg/bu28Y8fUJepwghDEXAMPLE

region = snow
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ZWtzYSBzbm93IHR1c3QgY2VydGlmaWNhdGUgZWtzYSBzbm93IHR1c3QgY2VydGlm
aWNhdGV1a3NhIHNub3cgdGVzdCBjZXJ0aWZpY2FOZWVrc2Egc25vdyBOZXNOIGNL
cnRpZmljYXR1ZWtzYSBzbm93IHR1c3QgY2VydGlmaWNhdGV1a3NhIHNub3cgdGVz
dCBjZXJ0aWZpY2F@ZQMIIDXDCCAKkSgAWIBAgIJAISMONTVmbj+MAOGCSqGSIb3DQ

KJOFP12PAYPEjxxr81/PoCXfZeARBzNOWLUH5yz1ta+sYUJouzhzWuLJYA1lxqcCPY
mhV1kRsN4hVd1BNRNnCCpRF766yjdJeibKVzXQxo0XoZBjrOkuGwgRy3d3ndjK77h4
OR5FvImMjGf7CjcaSjk/4iwmZvRSaQachb@YG5GVeb4mfUAuVtuFoMeYfnAgMBAAG]
azBpMAwWGA1UdEwQFMAMBAT8wHQYDVROOBBYEFL /bRcnBRuUSM5+FcYFa8HfIBomdF

£ AWS Snow LEE%E Amazon EKS Anywhere 17 BB &R /E

£ Snowball Edge #£ & £ 5t Amazon EKS Anywhere WEESMERE | BIREREHE , LUIERE
Amazon EKS Anywhere 1228 S\ S 8B E ARV IRIR A #L1T

& Z#% Amazon EKS Anywhere 3% E & B S B S WAKTAE Kubernetes B#HETENER , F2E
EKS Anywhere X #9 Registry Mirror #25E,

WMREEIL T Harbor FAEZERIE AMI , FBEREAHPNERF,

*RE

- 7£ Snowball Edge & £ 5% Harbor & #18

« £ Snowball Edge L& Amazon EKS Anywhere B I2#1T/EEE E{# A Harbor & 848

£ Snowball Edge & £ 5% E Harbor & #4E

&2 B Snowball Edge & 5% 7 Harbor,

1£ AWS Snow LEF&E Amazon EKS Anywhere #1T BT E#R IR 1E 316


https://anywhere.eks.amazonaws.com/docs/reference/clusterspec/optional/registrymirror/
https://github.com/aws-samples/aws-snow-tools-for-eks-anywhere/tree/main/container-registry-ami-builder#configure-harbor-on-a-snowball-edge-device
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£ Snowball Edge £# Amazon EKS Anywhere & #1718 L {5
Harbor % $&1&

a2 B Amazon EKS Anywhere BEsBBE A Snowball Edge £ & £ BV A ¥ Harbor E #1E.

£ Snowball Edge & 2BV MifEEE

£ Snowball Edge LBV B ENREER

EEZ Y Amazon EKS Anywhere #5% |, B2 B ZE 1 Snow E5&,

£ Snowball Edge & L3 Amazon EKS Anywhere #5£8 | SRR X THREER

- EFEIPHUEERNEIEE S , FEEE Snowball Edge £ R B HMEEFERAMHEEN IP ik
& E,

« 7 Snowball Edge £E -2 EH DHCP EUMEECH , BREANEENFTEREE IP it £
B DHCP £ E 7K+,

- BUZEEBER  FFTEEERUNHRAENT , BEYS—EEE.

F+#% Snowball Edge EHI#EEE

EEF#& Amazon EKS Anywhere B2 8 AMI 5 EKS Distro AMI , 55Bi#& AWS X, ZE %
RMAETEFHEK AMI B9 Snowball Edge E#T. A% , TEHI L% Snowball Edge E#f. EFSE TH
Snowball Edge £ER E# M Z & Snowball Edge B E#.

FH#% Amazon EKS Anywhere AMI 2% , I8 EEREIFTHY Amazon EKS Anywhere EE#{T{EE.
29 1£ Snowball Edge E#11T Amazon EKS Anywhere EIE S #{T{HE., A& , BLRER. BEE
Rk, BRENBIERLIANEESHTERERIIARNBTER, ELUREEES NERRKRH,

&R Snowball Edge FHIEEE R

WMRIEIE Snowball Edge #H£E LBV ZEESE , EREERBKREM , AENREERLERE , BE
SEREREVEREE K IERLEERAR. SHESHIETHEESHFER , LUEE Amazon
EKS Anywhere B S #1178 Snowball Edge £&, 2B Amazon EKS Anywhere on AWS
Snow ;EETE,

1£ Snowball Edge £ Amazon EKS Anywhere EE #1171 £/ Harbor 2 %48 317


https://github.com/aws-samples/aws-snow-tools-for-eks-anywhere/tree/main/container-registry-ami-builder#import-eks-anywhere-container-images-to-the-local-harbor-registry-on-a-snowball-device
https://anywhere.eks.amazonaws.com/docs/getting-started/production-environment/snow-getstarted/
https://github.com/aws-samples/aws-snow-tools-for-eks-anywhere/tree/main/cleanup-tools#eks-anywhere-on-snow-cleanup-tools
https://github.com/aws-samples/aws-snow-tools-for-eks-anywhere/tree/main/cleanup-tools#eks-anywhere-on-snow-cleanup-tools
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£ Snowball Edge LZA#¢E A IAM

AWS Identity and Access Management (IAM) T 173 B & & & i 32 ¥ AWS Snowball 245 K& L#1T
Z AWS BRNIFEL. SAAER IAM REZFIEBERS 2EE (BA) NRECERAERN (EEHFT) M
AB,

EENEERETE IAM, B UFERRE IAM RERELHOERE |, LA IAM BEREREEIH,
B AERAELEBERERATHTIERETEAAENFEE, flin , BN REREEANERER , BREG
P92 31 #THY Amazon EC2-compatible 1T {E B2 RIBE S o

WA BATLAESEE A AWS Security Token Service (AWS STS) B A # T /EREER B B A B ¥,
WmE IAM R ERR , 5528 (AM EREER) PR AM,

BREBNREAEREEZER , MALEEERIRFPHBRABIEEFN AWS 1RF REAE, &
MEBLREREAE TSR, YEY IAMEAEBRAER , UEEESEETHERD,

/A Important

RER X E AR AWS Snowball i#2#% A#EEE EFEMA IAM, MEE FEA IAM K FEH
B AWS Eix |, F2E PN 5 5 EFEEE AWS Snowball Edge.

EEE AWS RIETE Snowball Edge LIEFEIE/E , BAARFREWIEREE, MEFMER ,
$52:FSnowball Edge £ AWS IRIGHEIEEEX,

IE

« 1£ Snowball Edge EfEH AWS CLI 1 API &4
- Snowball Edge L& IAM AWS CLI /588
« Snowball Edge L&) IAM R &4

+ Snowball Edge £#Y TrustPolicy £l

£ Snowball Edge L/ AWS CLI #1 API ##/E

f£H AWS CLI 5 APl #4E7E Snowball Edge L& IAM AWS STS, Amazon S3 H Amazon EC2 @
TR, BB EEregions "1 snow, ZAILERA aws configure REWT AR FRBITILE
£, TSI HIRR R,

£ AWS CLI # API #4E 318


https://docs.aws.amazon.com/IAM/latest/GettingStartedGuide/
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aws configure --profile abc

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE
AWS Secret Access Key [None]: 1234567

Default region name [None]: snow

Default output format [None]: json

/)

aws iam list-users --endpoint http://192.0.2.0:6078 --region snow --profile
snowballEdge

(® Note
ZAHEIE AWS Snowball i8#& EEAMEIRESE ID MIFEARLRELE RSB AWS
Eifo

Snowball Edge EX## IAM AWS CLI ip=/5E

LLR 2 Snowball Edge & E X/ IAM AWS CLI sn S ALEE FEN R, REHSSIREREL
THE , IFZXE, TP BENSHSEERPEFH,

. attach-role-policy—ﬂ%?'éﬁﬂ’ﬂ EBREEZEEN IAM A,
- attach-user-policy - BEEMNZERREEZIEENFEAE.
- create-access-key - BIEENERAEFERILFTHAHE IAM REZFIEBNEEN AWS 7EE# 1D,
« create-policy - RENEEEIFHN IAM FEBXR,
- create-role - RENEBEIHTNETE IAM B, TZXETISEH :
 Tags

* PermissionsBoundary

« create-user - RENEEE U HNAHE IAM £HE, TXETIIBH
* Tags
* PermissionsBoundary

« delete-access-key — MIBRISE A & B F A IAM AR FEE ML EH AWS FEEE ID,

R IAM AWS CLI fi 5 319


https://docs.aws.amazon.com/cli/latest/reference/iam/attach-role-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/attach-user-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-access-key.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-user.html
https://docs.aws.amazon.com/cli/latest/reference/iam/delete-access-key.html
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- delete-policy — MIBRIEEN ZEBK,

- delete-role - MRIEEN AL,

« delete-user - MBRIEEMFERE

- detach-role-policy - e IEEEN B BBRIEENZTEBX.,

- detach-user-policy - *IEENFEAEBRREENZEEXR.,

« get-policy - HEUEEX EBURNMAMEN , SHBRMFEARMRA , IR NBERAY A IAM 65
. BHEANBEBE,

» get-policy-version - HEIEER EBRZIEERAWHBET , SFREBERX .

« get-role - MEUEEACWHBET , SHRABGNIEE, GUID, ARN , URRTFREAGHAINA
BEERX.

« get-user - HWEUEE IAM ERENMHERENR , SEERAENELAH, B, fE— ID M ARN,

- list-access-keys — EEIERIEE IAM A EHBB 27 £ |Ds WHEBEEA.

- list-attached-role-policies — 5l HiEZEZEIEE IAM BE2HNMEZEBX.

- list-attached-user-policies — I HEZZEE IAM EFRENPMAEZEBXR,

« list-entities-for-policy — 5| HiIEEZ EBRBENFMERE IAM FAE, BFEANAE,
« --EntityFilter : % user M role &,

* list-policies — 5| H AR EHIRENAEZEBRR AWS tkRF. TXETIISH .
* --PolicyUsageFilter

* list-roles - 5| HEBIEEREFENEE IAM B,

« list-users - SIHEFEEBREFEN IAM E£RE,

- update-access-key - #EEFMESWMNWAMREREATEERIEERAD , RZTFA,

- update-assume-role-policy — B R F IAM ERBE A ITHER,

* update-role — BT A BRI HIR K T /ERS ERIFE RS E LBRERE

- update-user - EFIEE IAM A EN B BHN/HBERE,

Snowball Edge £ EH IAM API ##1E

LAUF 2E W LA B Snowball Edge SERHY IAM AP iR4E , EFEE IAM API & HBRAERE,

- AttachRolePolicy - $iEENZEBREEZEEN IAM A€,
- AttachUserPolicy - #$iEEN R E R EZEIEENFERE,
- CreateAccessKey - BRIEENFERAERIL MW ETHE IAM AR EFEIS\BANLE LN AWS FEEH 1D,
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https://docs.aws.amazon.com/cli/latest/reference/iam/delete-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/delete-role.html
https://docs.aws.amazon.com/cli/latest/reference/iam/delete-user.html
https://docs.aws.amazon.com/cli/latest/reference/iam/detach-role-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/detach-user-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/get-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/get-policy-version.html
https://docs.aws.amazon.com/cli/latest/reference/iam/get-role.html
https://docs.aws.amazon.com/cli/latest/reference/iam/get-user.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-access-keys.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-attached-role-policies.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-attached-user-policies.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-entities-for-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-policies.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-roles.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-users.html
https://docs.aws.amazon.com/cli/latest/reference/iam/update-access-key.html
https://docs.aws.amazon.com/cli/latest/reference/iam/update-assume-role-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/update-role.html
https://docs.aws.amazon.com/cli/latest/reference/iam/update-user.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_AttachRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_AttachUserPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateAccessKey.html
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« CreatePolicy - REMNEER I IAM ZEBUR,
+ CreateRole - BENEEELFNAKE IAM B,
+ CreateUser - BEMNEBE I AE IAM EHE,

TXETISH
* Tags
* PermissionsBoundary
« DeleteAccessKey — M ERIEEEM FEL S8,
« DeletePolicy — fHBRIEEM Z EBUR.
- DeleteRole - IBRIEEN A,
« DeleteUser - MIBRIEEMNFERE.
- DetachRolePolicy - *RIEEMN A EBRBRIEENZEBUIR.
- DetachUserPolicy - ftIEEEMNFEAERBREENZEEXR,

* GetPolicy - HEUEEX EBRNMAMEN , SFBBERMFERRA , IR NBERAYZAH 1AM 65
. BHEANBEBE,

* GetPolicyVersion - HEUEE X EBURIEEMRANVAEBRET , SFREBERHF,

+ GetRole - HEVEEEAEBKNMBRER , SHACMEE, GUID, ARN, AR TFREAGHINA
BEERX.

* GetUser - HEUEE IAM ERENMHEEF , SF/EAENEY BH, BKE, ®— ID M ARN,
« ListAccessKeys — EEIEZEE IAM £ i & 1 BAH = FEN 248 1Ds MAERAE .

« ListAttachedRolePolicies — 3| HiEEZEIEE IAM BEHNMEZEBX.

« ListAttachedUserPolicies - 5| HE# E1EE IAM ERAENE ZEBXR,

- ListEntitiesForPolicy - fiEUEE IAM A EMNHEEEN , SEFEAENELBH, BE. E— D H
ARN,

e --EntityFilter : %1 user M role &,
« ListPolicies — 5l 44 FHRHMNAAEZEBEK AWS tRF, TXETIISH :

* --PolicyUsageFilter
« ListRoles - SIHEREEREFENAE IAM A€,
« ListUsers - SIHEREEREZEMN IAM ERAE,
 UpdateAccessKey - #$iEEFSBNWMBRIEAPEEAFEEAT , R2TA,
« UpdateAssumeRolePolicy - B#T1#% F IAM ER BT A G AT ER,
 UpdateRole - EFTA KN FHRE TR RISFERFE LRRE.
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreatePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateRole.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateUser.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteAccessKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeletePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteRole.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteUser.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DetachRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DetachUserPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetPolicyVersion.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetRole.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetUser.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAccessKeys.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAttachedRolePolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAttachedUserPolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListEntitiesForPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListPolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListRoles.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListUsers.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateAccessKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateAssumeRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateRole.html
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« UpdateUser - EFIEE IAM FH &K BB/ K,

Snowball Edge £ &Y IAM BUERIRZAF X
BT 2 IAM BURRY A # |IAM X AR 2012-10-17 MBURICEN F 5.

Policy type (BUREHY) X ER
NE5AERNEBR (EFRAE/ABGEXR) "Effect"., "Action" # "Resource"
(@ Note

A # 1AM R~ "Condition
". "NotAction ", "NotResource "
M "Principal "

LERARBNER (AGEEEXR) "Effect", "Action" M "Principal "
(@ Note

HREFEA , EAFFAWS IRF ID HE
FEA Do

Snowball Edge £#Y IAM B R 5451

(® Note

AWS Identity and Access Management (IAM) EFA & FEE "snowballdevice: *"FF A F 8
FAAWS OpsHub for Snow Family FEFZ 3 2R EE Snowball Edge.

BT 218F Snowball Edge % B 2 Al B #4l.
AFFEIR IAM API £ Snowball Edge ¥+ &35l {5 i & # 1T GetUser FEAY

55 F T~ B BUR S B 351 655 F & 3B IAM API FEIY GetUsers

Snowball Edge £XX## IAM BURIRAFI 3E 322


https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateUser.html
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Hkk

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": "iam:GetUser",
"Resource": "arn:aws:iam:::user/example-user"
}
]
}

A FFTEFE Snowball Edge E#Y Amazon S3 API

£ T HBER R 5T ZFE Amazon S3 AP,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@o",
"Effect": "Allow",
"Action": "s3:*",
"Resource": "*"
}
]
}

A ¥ Snowball Edge E#J Amazon S3 #Er B TEE
FEATIBREAFERERFTENBFRNEAFIE,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ListObjectsInBucket",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::bucket-name"
},

WA B AFE

Fo3F 528 17HL Snowball Edge £EY Amazon S3 API

323
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{

"Sid": "AllObjectActions",

"Effect": "Allow",

"Action": "s3:*0Object",

"Resource": "arn:aws:s3:::bucket-name/*"
}

FLFF1E Snowball Edge E5|H, BV MKIEY Amazon S3 #FErENFE
3

EATIBEATRFE, WENMHMERE S3 RN FIE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:List*"
1,
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/*"
}
]
}

A TEFE Snowball Edge L#Y Amazon EC2 API

AT HIBER A5 T2 FE Amazon EC2,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "ec2:*",
"Resource": "*"

}

RFFTE Snowball Edge L3I, BB MKEE Amazon S3 AT BN ZEUE

324
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]

AFFFEVE Snowball Edge £ RBAEIF1{Z 1L EE Amazon EC2-compatible31T 1@
E%

£ A T HIBER AR RN E AM{F Lk Amazon EC2 #1TE A FEUE.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:StartInstances",
"ec2:StopInstances"
1,
"Resource": "*"
}
]
}

e ¥ DescribeLaunchTemplates FFFAY | {B 72 5F ¥ Snowball Edge L /Y
Describelmages B P& FEAY

FRATYBERIEBY DescribeLaunchTemplates BIFERY | B /o35 ¥ DescribeImages KIFFE
ny,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": [
"ec2:DescribelLaunchTemplates"”
1,
"Resource": "*"
I
{

"Effect": "Allow",
"Action": [

AFFEEUE Snowball Edge £ RIENFI{Z 1B Amazon EC2-compatible$ 1T {E 88 325
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"ec2:DescribeImages"”

1,

"Resource": "*"

Snowball Edge £ #9 API FEOY BUSR

I Snow £E LA AMNFIESEER , BEEECHNEFRERIZEHR, list-policies MY E Z5E4H
ﬁg;llo

aws iam list-policies --endpoint http://ip-address:6078 --region snow --profile

snowballEdge
{
"Policies": [
{
"PolicyName": "Administrator",
"Description": "Root user admin policy for Account 123456789012",
"CreateDate": "2020-03-04T17:44:59.4127",
"AttachmentCount": 1,
"IsAttachable": true,
"PolicyId": "policy-id",
"DefaultVersionId": "v1",
"Path": "/",
"Arn": "arn:aws:iam::123456789012:policy/Administrator",
"UpdateDate": "2020-03-04T19:10:45.620Z"
}

Snowball Edge _£# TrustPolicy £

EEBREEE—HAERZ2EAER , BULUFEHELEEAERRFREEEEEZFMAWS HE
Ro EXHRIFEABERHEFEIEIEE ID. WEENEBNLZE2FZHER. BE , BALEREHER
AssumeRole E1TEWRFFHL,

THREFEBERNES, MEESTEBERNEMERN , 528 AWS Security Token Service APl & H
B AssumeRole,

Snowball Edge L& API FEOYBIER 326


https://docs.aws.amazon.com/cli/latest/reference/iam/list-policies.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {

"AWS": [

"arn:aws:iam: :AccountId:root" //You can use the Principal ID
instead of the account ID.

]
I
"Action": [

"sts:AssumeRole"
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AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

#£ Snowball Edge AWS Security Token Service i

The AWS Security Token Service (AWS STS) AJi#BI&E A IAM ERAEFRER. BREENEAE
#o

/A Important

% E ¥ AWS RIETE Snowball Edge L IEFEIEE |, BABEAFRIEHGERE, MEFHMEN
&2 FSnowball Edge £ AWS IRIGHIEZIEER,

&

* 7£ Snowball Edge LA AWS CLI 1 API #1E
« Snowball Edge £ #E# AWS STSAWS CLI i &
« Snowball Edge X #E# AWS STS API R4E

#£ Snowball Edge L/ AWS CLI 1 API &1k

£/ AWS CLI 5 APl #4E7E Snowball Edge £ & £ IAM AWS STS, Amazon S3 Hl Amazon
EC2 Tl , BB FEEregion’ "1 snow, BATLIERA AWS configureBREG T AT RAHIT
LER4E | IR SIS BIFT R

aws configure --profile snowballEdge
AWS Access Key ID [None]: defgh

AWS Secret Access Key [None]: 1234567
Default region name [None]: snow
Default output format [None]: json

C1%

aws iam list-users --endpoint http://192.0.2.0:6078 --region snow --profile
snowballEdge
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® Note
£ EAMERNFEREH® ID MFRAAZEEHM® AWS Snowball 24 ELHE P SME R AWS
Fimo

Snowball Edge £ #E# AWS STSAWS CLI i

EARBE B assume-role 5,
assume-role XETHIZE :

e role-arn
* role-session-name

 duration-seconds

£ Snowball Edge LB AN FIHS

EERTAS , BEATI®S

aws sts assume-role --role-arn "arn:aws:iam::123456789012:role/example-role" --
role-session-name AWSCLI-Session --endpoint http://snow-device-IP-address:7078

MEEM assume-rolewn THFMET , FSENMER #E IAM A€ AWS CLI?

WEER WFMAEF AWS STS , F2ER (IAM EREER) PHEAZRZEEAER,

Snowball Edge £ #E# AWS STS API 1&1E

EAREETE AssumeRole AP,
AssumeRole XETHZH :

* RoleArn
* RoleSessionName

* DurationSeconds

Snowball Edge L% #E# AWS STSAWS CLI @ H 329


https://docs.aws.amazon.com/cli/latest/reference/sts/assume-role.html
https://aws.amazon.com/premiumsupport/knowledge-center/iam-assume-role-cli
https://docs.aws.amazon.com/STS/latest/UsingSTS/
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
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Example B EAE

https://sts.amazonaws.com/
?Version=2011-06-15

&Action=AssumeRole
&RoleSessionName=session-example
&RoleArn=arn:aws:iam::123456789012:role/demo
&DurationSeconds=3600
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£ Snowball Edge - BB NGB EHE

A LOER HTTPS BARERH A B R EBR , KL B Snowball Edge Z2E D Snowball

Edge HER&E E#IT AWS MR EE), SR HTTPS BAMESR AWS lRIEEE) , Flan
IAM, Amazon EC2, S3 &E#285. Snowball Edge £# Amazon S3 A& 8. Amazon EC2
Systems Manager 1 AWS STS Snowball Edge &, MMRZHEHE , IFEE—BE A K MAA
HBERNTMEEESLE, — B Snowball Edge EEEERHE W AFHEHEE |, LR AT LEA Snowball
Edge AFmmHRSIH, ESMMEREE,

Snowball Edge #ESER4E THEHRELRE -

« Snowball Edge £ B R E & B XBERETE,

- MEREBER (FH delete-certificatem T HEHIB/TE) , Snowball Edge & EHE LR HRE
E AWS OpsHub,

 Snowball Edge #EREBE ST BRE B R BRI A FFEREE,

BEELHBREK K BEREBTERN. BREELZAR—FREN

B e LAER AWS OpsHub REBANE SR BE., NEFAET  F2EALREBPHNER OpsHub &
BANEEEEE.

FE

« 7£ Snowball Edge L%|H &
 # Snowball Edge BI5 B &
 7£ Snowball Edge L MIEEFE

Az

%

Az

S

£ Snowball Edge L %IH &5

£ list-certificates@HREE HalBFEH Amazon Resource Name (ARNs),

K

snowballEdge list-certificates

Example 1list-certificates @K

B R 331


https://docs.aws.amazon.com/snowball/latest/developer-guide/manage-device.html#snowball-edge-certificates-opshub
https://docs.aws.amazon.com/snowball/latest/developer-guide/manage-device.html#snowball-edge-certificates-opshub
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{
"Certificates" : [ {
"CertificateArn" : "arn:aws:snowball-
device:::certificate/78EXAMPLE516EXAMPLEf538EXAMPLEa7",
"SubjectAlternativeNames" : [ "192.0.2.0" ]

3]

# Snowball Edge BV {5 & &

£/ get-certificate®d® , BIBEMMN ARN EEBBNE. #FA list-certificatesHmaR
S RFTM ARN , LLAYE certificate-arn 2%,

snowballEdge get-certificate --certificate-arn arn:aws:snowball-

device:::cextificate/78EXAMPLE516EXAMPLEf538EXAMPLEa7

Example get-certificate #H#Y

MEXRTEBENENR , 552 RE AWS CLI 7 Snowball Edge £ S3 EiEZE AR S,

£ Snowball Edge L lBREF

£/ delete-certificatem P RMBRE GIHEFE. £/ list-certificatesmHREBERHE
B ARN , LLR1E certificate-arn 88, EEELEHBR , FEMRBESEPH Snowball Edge
5,1 Snowball Edge, 5528 E#H X E Snowball Edge £ & =5f#H snowballEdge reboot-

devicem$.

snowballEdge delete-certificate --certificate-arn arn:aws:snowball-
device:::certificate/78EXAMPLE516EXAMPLEf538EXAMPLEa7

SEE Yt 332
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Example delete-certificate #iH#Y

The certificate has been deleted from your Snow device. Please reboot your Snowball
Edge or Snowball Edge cluster to generate a new certificate.

Bk acetificates 333
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R

Snowball Edge £ AWS FRISHVIEEIER

& E# AWS BRI AWS Snowball i2#k KE LIEFEE , BH4AAFTFRBOMAKERE,

LT 288 AWS FRIEFT R RV ERIRBE,

EBARIE BB E AR

22 (HTTP) TCP #EE{ERREMER EC2 SSH

443 (HTTPS) TCP S3 API F S3 #4| API HTTPS
i 26

2049 (HTTP) TCP NFS %25

6078 (HTTP) TCP IAM HTTP 3% 25

6089 (HTTPS) TCP IAM HTTPS i#% 25

7078 (HTTP) TCP STS HTTP %2

7089 (HTTPS) TCP STS HTTPS %8

8080 (HTTP) TCP S3 EiERE HTTP i 2

8008 (HTTP) TCP EC2 HTTP #% 8

8243 (HTTPS) TCP EC2 HTTPS %%

8443 (HTTPS) TCP S3 288 HTTPS i3

9091 (HTTP) TCP #BEHEN I

9092 TCP EKS Anywhere fl CAPAS £
BIETIESHEA

8242 TCP EKS Anywhere EC2 HTTPS

Uk ;RN
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EARIE

6443

2379

2380

BABE

TCP

TCP

TCP

AL

EKS Anywhere Kubernetes
API IR RV EA

EKS Anywhere Etcd API 5 2
HEA

EKS Anywhere Etcd API 3% 2
HEA
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5/ AWS Snowball Edge & EEE T Snowball Edge

AWS Snowball Edge £ B &2 T ZEFRIKEE Snowball Edge MA&# AWS fR#&. FfE Snowball
Edge #3# Snowball Edge #EEE , W HZHEE A £ A Snowball Edge I A Z 8 AWS [EiF #ZE
B,

&8 Snowball Edge Device Management , & 0] LA#11T R 5I4EH

- BMNEH

- BMETHMRE

- MEEHPRER

- BUEE®

- BMEHEEA

« MEE Amazon EC2-compatible 1T 1 B ik A&
- S HREES

- JIHARIREEWEE
o« Sl B S E NI ARAE
- JIHATAMNEIR

o ARRESI TS

- JIHEKEHEHER
- ERAER

- BRER

&

- 5188 Snowball Edge BK5i### Snowball Edge % EE R AREE

- 7£ Snowball Edge LBXA Snowball Edge # & EE

* # Snowball Edge £EEEHFFAIHIEE Snowball Edge £# IAM &
- Snowball Edge £EE®E CLI v P

5] B Snowball Edge Fi#1## Snowball Edge & & B IEARRE

BB EKERETE Snow HER |, A LURZEWEIZE R Snowball Edge 2 & & i 5E 1A W E
MREE . ER%E , BRBA , IRLENMA. NMRELREERBA , BHBEEFEA AWS OpsHub

5T Snowball Edge BFi21# Snowball Edge 2B B ERE 336
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Snowball Edge AFRBAT , TeEEAT., NRCREVRAE , BN ERIIELEBI SHERE
BIARBEMEER % | £ Snowball Edge #EBEEE, B LAEEMERKLEERE AWS Snow RIIEE X
A. Snowball Edge Fi Fii AWS CLI. % Snow EHKEE API FTH & B |, iE1F Snowball Edge 2
B EEARRE,

& iE$E Snowball Edge £ EEEMRAE AWS Snow RIIEEFEA

1. BEEEZ Snowball Edge HEEELENBA , FHEEMEA AWS OpsHub = Snowball A Fi%
RIREEEMN Snow £E,

2. EEEIEE Snowball Edge #EEEREEREA , F2ERFEA AWS OpsHub = Snowball FA
FimEimE B ERE Snow &,

WEFHRES , FERANERPHLE 3 | ERERNENEE,

ZZE# AWS CLI, Snowball Edge Fi Fifisl Snow EHEE AP| Fi##2 Snowball Edge 2 EE =M

La|

RE -

« {£A remote-management BERIEE Snowball Edge HEEEAMRE, &
E{INSTALLED_ONLYMIER R E %% Snowball Edge Device Management , 1B KRB
Z{INSTALLED_AUTOSTARTHER B ZZEXRA Snowball Edge Device Managemento ZIEI%M
KRIEENSEME , Bl INSTALLED_ONLYATEERE.

Example create-job @i T remote-management SEHE

aws snowball create-job \

--job-type IMPORT \

--remote-management INSTALLED_AUTOSTART

--device-configuration '{"SnowconeDeviceConfiguration": {"WirelessConnection":
{"IsWifiEnabled": false} } }' \

--resources '{"S3Resources":[{"BucketArn'":"arn:aws:s3:::bucket-name"}]J}"' \

--description "Description here'" \

--address-id ADID0O0O0OOO0O0OO-0000-0000-0000-000000000000 \

--kms-key-arn arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab \

--role-arn arn:aws:iam::000000000000:role/SnowconeImportGamma \

--snowball-capacity-preference 78 \

--shipping-option NEXT_DAY \

--snowball-type SNCI1_HDD \

5T Snowball Edge BFi21# Snowball Edge 2B B ERE 337


https://docs.aws.amazon.com/snowball/latest/developer-guide/import-job-details.html
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--region us-west-2 \

MBEHMET, , F2H (AP %) FHEEEE AWS Snowball Edge API 2%,

£ Snowball Edge LR{A Snowball Edge % EEE

kBB LLF2F , £ Snowball Edge A FikRUA Snowball Edge £EEE,

FEAWERZE , BET THIEE

o TERILZEFZHIRAH Snowball Edge A Fif. MEFMENR , F2B THILZZE Snowball AF
o

- TEHEFZTERREIHES Snowball Edge £ BRI RHEIE, MEFMEN | 2
MIE,

* & Snowball Edge #EE#E AN AR, MEFEFMHEF , FSRERELTH NetworkDevice,

- f#3H Snowball Edge £ &, MEFMEF , FFZ B HEE Snowball EdgetE,

\ﬁ

BES B EAE R

snowballEdge set-features /
--remote-management-state INSTALLED_AUTOSTART /
--manifest-file JID1717d8cc-2dc9-4e68-aa46-63a3ad7927d2_manifest.bin /
--unlock-code 7c@el-bab84-f7675-0a2b6-1f8k33 /
--endpoint https://192.0.2.0:9091

B S RIE | Snowball Edge AFEEE T5I1EE,

{
"RemoteManagementState" : "INSTALLED_AUTOSTART"

}
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https://docs.aws.amazon.com/snowball/latest/api-reference/api-reference.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/using-client.html#download-client
https://docs.aws.amazon.com/snowball/latest/developer-guide/using-client.html#download-client
https://docs.aws.amazon.com/snowball/latest/developer-guide/get-credentials.html
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https://docs.aws.amazon.com/snowball/latest/developer-guide/unlockdevice.html
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#% Snowball Edge £ EEEH
y=:ac)

HEETREEN AWS IRF L |, 31 AWS Identity and Access Management (IAM) B | 4§ T 5 BUER
WREAG, RE, H—rﬂ@?a/)ﬁ%“}i% ALAE A Snowball Edge Device Management & i & 4 B 1Y
IAM fEf &, MEFMER , FSERE 2L IAM AEHNET IAM FEAE, AWS IRF

BR

***Unable to locate subtitle

FF A8 E Snowball Edge EHY IAM

"Version": "2012-10-17",
"Statement": [
{

Snowball Edge &

"Effect": "Allow",
"Action": [

"snow-device-management:
:DescribeDevice",
:DescribeDeviceEc2Instances",

"snow-device-management
"snow-device-management

"snow-device-management:
:CreateTask",

"snow-device-management

"snow-device-management:
:DescribeTask",
:CancelTask",
:DescribeExecution",

"snow-device-management
"snow-device-management
"snow-device-management

"snow-device-management:
"snow-device-management:
:TagResource",

:UntagResource"

"snow-device-management
"snow-device-management

]I

"Resource": "*"

ListDevices",

ListDeviceResources",

ListTasks",

ListExecutions",
ListTagsForResource",

EEHE CLI s

&) LAfEE A Snowball Edge Device Management
%, ,.,\143—11«)\{@% 1T — LRI EEEH AWS OpsHub, MEFMEN , F2ESELEE L AWS

# Snowball Edge B EEZEMFF A #H B E Snowball Edge LH IAM A&

RUFEE Snowball Edge #9 AWS CLI f5



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/manage-services.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/manage-services.html
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® Note

EERECH  FHREXECHBER. CEERELNER  LATBIEREME AWS B
HEH .

&

+ {8 Snowball Edge £ BEEE & & Snowball Edge HV{E#
. BETKHARELLEIE Snowball Edge

 f£F Snowball Edge #EEE 2 Snowball Edge K HEEE A
+ {£/ Snowball Edge £EE&E# 2 Snowball Edge £ EC2-compatible#17 {88 &Y Ak A&
+ f£F Snowball Edge #EE® 7E Snowball Edge EBFEHFHEE R

 {£/ Snowball Edge £EE®EEUH Snowball Edge L H{E#

+ B Snowball Edge #£EBE B+ MEEE

s BHATAREREER Snowball Edge

« HIH ¥ Snowball Edge B Snowball Edge % B EE{EIEiRAE

 {£/ Snowball Edge £EE#E %It Snowball Edge FHAIAEIR

+ %H Snowball Edge 5§ Snowball Edge £ EEBEBNER

« {KIREED K Snowball Edge % & & BT

- BHEHALE| Snowball Edge £ EEEFEH I Snowball Edge

« #&E# = Snowball Edge BBk Snowball Edge HEEEZEHK

5 Snowball Edge £ EEEE I T Snowball Edge B{E#

EFERTSZEEELEHTER , FINEREEREFHNE , FFEA create-task. BALUEH
--targets SHIEMZTEELE IDs WEERIEEBEEE , WIEEEMFEH --command 2T
Bo —RABEELEELHITE—TD,

TENDT

« unlock (fE3|%)

+ reboot (#ES3|E)

17 Snowball Edge % B BB 340
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EEEVEHAERBEHTNEE  BEA TGS, 8@ user input placeholder B E
B2HEH.

DA
AR T

aws snow-device-management create-task
--targets smd-fictbgr3rbcjeqgas
--command reboot={}

BISMIR S

ValidationException
ResourceNotFoundException
InternalServerException
ThrottlingException
AccessDeniedException
ServiceQuotaExceededException

B
{
"taskId": "st-ficthmgoc2phtl11l",
"taskArn": "arn:aws:snow-device-management:us-west-2:000000000000:task/st-
cjkwhmqgoc2pht111"
}

BRETKNARRELUEE Snowball Edge
EERBTE—RZEEELEELHTHRBEIBME , BFEH describe-execution®md,
EBTUETHEP —FEREE :

QUEUED
IN_PROGRESS
CANCELED
FAILED

#Z Snowball Edge # B EBEEHIMREE 341
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 COMPLETED
 REJECTED
« TIMED_OUT

EEREIHOMRE  BEATISGS. 8@ user input placeholder BEREECHENR,

5p

AL
e r)

aws snow-device-management describe-execution \
--taskId st-ficthmgoc2phtlef \
--managed-device-id smd-fictqicbgcldflll

Bl

{
"executionId": "1",
"lastUpdatedAt": "2021-07-22T15:29:44.110000+00:00",
"managedDeviceld": "smd-fictqic6gcldflll",
"startedAt": "2021-07-22T15:28:53.947000+00:00",
"state": "SUCCEEDED",
"taskId": "st-ficthmqoc2phtll1l"

}

£ Snowball Edge £ EEE#ZE Snowball Edge FVAHEAEFA

FERTEERTEEN , HINEESHER, HBRA, IP it MBEEMREE | BBFEH describe-
devicem®., BHtEETHIER :

« lastReachedOutAt - EHE FXEE B AWS B, XRREELC LF
« lastUpdatedAt - EXERE FEHERNNKE, EHEERMEFEENER-,

EEMBREEN  BEEATIGS. #8818 user input placeholder BREBECSHWER,

A AL
op ™

{f# A Snowball Edge Device Management &2 E &, 342
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aws snow-device-management describe-device \
--managed-device-id smd-fictqicbgcldflll

BISIR B

ValidationException
ResourceNotFoundException
InternalServerException
ThrottlingException
AccessDeniedException

£ Snowball Edge £ EEE#ZE Snowball Edge £ EC2-compatible#i1T
BB Y AR RE

ZEMmE Amazon EC2 #1TEBEM B aiikEE , 35 A describe-ec2-instances®®, BHEBELRA
describe-devicemn Tt , BERKE FWEERI , AWS EF Y ZETHABMHN FE,

= EME Amazon EC2-compatible 1T {EREHAME , BEATIHS. 8@ user input
placeholder B EB S HER,

A AL
op ™

aws snow-device-management describe-device-ec2-instances \
--managed-device-id smd-fictbgr3rbcjelll \
--instance-ids s.1i-84fa8a27d3el5elll

ISR R

ValidationException
ResourceNotFoundException
InternalServerException
ThrottlingException
AccessDeniedException

{f# A Snowball Edge Device Management # 2 EC2-compatible#i1T1E 8 89 AR B 343
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Lo

"instances": [
{
"instance": {
"amiLaunchIndex": 0,
"blockDeviceMappings": [

{
"deviceName": "/dev/sda",
"ebs": {
"attachTime": "2021-07-23T15:25:38.719000-07:00",
"deleteOnTermination": true,
"status": "ATTACHED",
"volumeId": "s.vol-84fa8a27d3el5elll"
}
}

1,
"cpuOptions": {
"coreCount": 1,
"threadsPerCore": 1
I
"createdAt": "2021-07-23T15:23:22.858000-07:00",
"imageId": "s.ami-03f976c3cadaablll"”,
"instancelId": "s.i-84fa8a27d3el5el11",
"state": {
"name": "RUNNING"
I
"instanceType": "sncl.micro",
"privateIpAddress": "34.223.14.193",
"publicIpAddress": "10.111.60.160",
"rootDeviceName": "/dev/sda",
"securityGroups": [
{
"groupId": "s.sg-890b6b4008bdb3111",
"groupName": "default"

1,
"updatedAt": "2021-07-23T15:29:42.163000-07:00"
1,
"lastUpdatedAt": "2021-07-23T15:29:58.
071000-07:00"

}

£ Snowball Edge Device Management # & EC2-compatible¥i 1T {E B8 #9 AR 5E
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]

£ Snowball Edge £ E&E®Ef Snowball Edge F 1B EHKHEER

EERTEELIEEIBNPEER , BFEA describe-taskmn®. EENHPERERTIETIIIE
B :

- BREE

- EFEHVARRE

BIEEHF

ERERE LEHREBHEE

R T B

BUABKRENER (WRENE)

EERBEABNPESH  BEATHSS. B8 user input placeholder BEMREECHWE
Ao
we

aws snow-device-management describe-task \
--task-id st-ficthmqoc2phtlll

BISAAR R

ValidationException
ResourceNotFoundException
InternalServerException
ThrottlingException
AccessDeniedException

Lo
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{

"completedAt": "2021-07-22T15:29:46.758000+00:00",
"createdAt": "2021-07-22T15:28:42.613000+00:00",
"lastUpdatedAt": "2021-07-22T15:29:46.758000+00:00",
"state": "COMPLETED",
"tags": {},
"targets": [
"smd-fictbgr3rbcjelll"
1,
"taskId": "st-ficthmqoc2phtll1l",
"taskArn": "arn:aws:snow-device-management:us-west-2:000000000000:task/st-
ficthmqoc2pht111"
}

£/ Snowball Edge 2 & B HUE Snowball Edge EHE#

BEEXSEEBHBUERER , %A cancel-taskinf. BRBEBUEQUEVEDE R ARAE(E i REAIT
B ER. EEBUEEEHITHES.

(® Note
MRFEcancel-task TREAKRE IR REER  KEABENERNTEREY
1To

EEBHUHMER  FEATIGS. %818 user input placeholder B RIEBECHWENA.

=1
4

aws snow-device-management cancel-task \
--task-id st-ficthmgoc2phtlll

ISR

ValidationException
ResourceNotFoundException
InternalServerException
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ThrottlingException
AccessDeniedException

Lo

"taskId": "st-ficthmgoc2phtl11l"

5| Snowball Edge KB EE o= M7ES

# E{#[E Snowball Edge Device Management API FREX B ©/FE |, A help@t. &t
LAEA helpm B REEEEM S HFEFMERNE L,

HRIIHFEXENST , FEATIGT.

O A
op T

aws snow-device-management help

HEEOBTHFMEANZE  BFEATI ST, command #§ BIRAZBREBN T ERE.
[RD)

aws snow-device-management command help

5| 7] AR IR B ) Snowball Edge

HREOEIRE LEHT AWS ESE o558 P ERA Snowball Edge Device Management BYFT R &
BEE , BFMA list-devices® P, --max-resultsHl --next-token2EAMN, MEFMAE
A, FEBE TAWS R IIREERAEERL PHER AWS CLI 5 HiEE,

EEJNHIRFHEENEE K BEATYH®T. 8@ user input placeholder BEEEEH
&R,
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DD
AR T3

aws snow-device-management list-devices \
--max-results 10

ISR

ValidationException
InternalServerException
ThrottlingException
AccessDeniedException

B
{
"devices": [
{
"associatedWithJob": "ID2bflld5a-eale-414a-b5bl-3bf7e6a6elll",
"managedDevicelId": "smd-fictbgr3rbcjeqa5",
"managedDeviceArn": "arn:aws:snow-device-management:us-
west-2:000000000000:managed-device/smd-fictbgr3rbcjelll"
"tags": {3}
}
]
}

5 4% Snowball Edge #J Snowball Edge 2t B & BT AR EE

EEEO-—HZEEELENITHBAREE , BFFEH list-executionstiH. BEEEEREOBZFEURET
BRIERE— S EMRENER , 5FMH --state 28, --max-resultsH --next-tokenZiEH
B, MEFHMEN , FSH "AWS SR EFEREREMEL PHER AWS CLI 9 HiEE,

EBALUE T HP —ERE

* QUEUED
¢ IN_PROGRESS
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« CANCELED
FAILED
COMPLETED
REJECTED
TIMED_OUT

EEIHEEBENTEME , BERATIH®T. #8E user input placeholder BKEBCH
E#:o

O AL
op

aws snow-device-management list-executions \
--taskId st-ficthmgoc2phtlef \

--state SUCCEEDED \

--max-results 10

ISR

ValidationException
InternalServerException
ThrottlingException
AccessDeniedException

Bl
{
"executions": [
{
"executionId": "1",
"managedDeviceld": "smd-fictbgr3rbcjelll",
"state": "SUCCEEDED",
"taskId": "st-ficthmgoc2phtl11l"
}
]
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}

£ Snowball Edge &£ EE % Snowball Edge LR ] HEIR

EEEOEETHN AWS ERBE |, BMFA list-device-resources®m®, EERSEREMN

BERENZEE  FBFEH --type 28, BHHI , Amazon EC2-compatible#1T{E 8 21 — X ENERE
B, --max-resultsH --next-tokenBEMAMW., WEFMENR , FSH "AWS TSI REFEH
HiEm, PHFER AWS CLI 2 BiEE,

EEIHEENTRER , BEATIGS. 88 user input placeholder BMREECHE
Fo
we

aws snow-device-management list-device-resources \

--managed-device-id smd-fictbgr3rbcjelll \

--type AWS::EC2::Instance

--next-

token YAQGPwWATOL3wVKaGYjt4yS34MiQLWvzcShe90IeDIr@5AT4rXSprqcq@hhBEYRfcerAp@YYbImRT=
--max-results 10

ISR

ValidationException
InternalServerException
ThrottlingException
AccessDeniedException

B
{
"resources": [
{
"id": "s.i-84fa8a27d3el5elll",
"resourceType": "AWS::EC2::Instance"
}
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]

5|4 Snowball Edge 5 Snowball Edge £ EEEEBNER
EEGRZEEEIEHNEBREE , BMEMA list-tags-for-resourcefo

EEVHEABHNESR , FEATI®S. #5&H Amazon Resource Name (ARN) FRX BEEEH
ARN,

BA
Ap T

aws snow-device-management list-tags-for-resource
--Tresource-arn arn:aws:snow-device-management:us-west-2:123456789012:managed-device/
smd-fictbgr3rbcjeqas

ISR

AccessDeniedException
InternalServerException
ResourceNotFoundException

ThrottlingException
B
{
ntagsn: {

"Project": "PrototypeA"
}

KARBEFI H Snowball Edge £ BB IR{E#%

A list-tasksin® , BT DM AWS BEEFHEEELEREFE, EEM IN_PROGRESS,
COMPLETEDE{ CANCELED ARREEFIBAER , A --state 28, --max-resultsH --next-
token2ZAM, MEFHMEN , F2E "TAWS YA EEHRAEERE, FHER AWS CLI 9 B
1,

SIEEEREHRE o
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EEMMEIHEL , FEATI® . 8@ user input placeholder BERHKEESHERN.

5p

AL
e r)

aws snow-device-management list-tasks \
--state IN_PROGRESS \

--next-token K8VAMgKiP2Cf4xGkmH8GMyZrgOF8FUb+d10KTP9+P4pUb+8PhiW+6MiXh4= \
--max-results 10

ISR

ValidationException
InternalServerException
ThrottlingException
AccessDeniedException

Lo

"tasks": [

"state": "IN_PROGRESS",
"tags": {3},
"taskId": "st-ficthmgoc2phtlef",

"taskArn": "arn:aws:snow-device-management:us-west-2:000000000000:task/st-
ficthmgoc2phtlef"

T EE BEE] Snowball Edge % & E T3, Snowball Edge

EEALEBREE LNEEMERENESR , 55FH tag-resourcet, --tags SEIEZLUER
PIEHKey=ValueBt ¥iEE,

EERERERAZHEE  BEEATI®D. 888 user input placeholder BB EECHE
Ao
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DD
AR T3

aws snow-device-management tag-resource \

--Tresource-arn arn:aws:snow-device-management:us-west-2:123456789012:managed-device/
smd-fictbgr3rbcjeqa5 \
--tags Project=PrototypeA

BISIR B

AccessDeniedException
InternalServerException
ResourceNotFoundException
ThrottlingException

1E# =X Snowball Edge %k Snowball Edge & E EEER

EERBEERRE FNTRBRES , 5F A untag-resourcesin®,

i)

EREBBRER  BEATH®S. B8 user input placeholder BMREESHERN.

5p
4

aws snow-device-management untag-resources \

--Tresource-arn arn:aws:snow-device-management:us-west-2:123456789012:managed-device/
smd-fictbgr3rbcjeqa5 \

--tag-keys Project

ISR

AccessDeniedException
InternalServerException
ResourceNotFoundException
ThrottlingException
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B ¥ Snowball Edge £ & F VB8

AWS EFfNEBIUEFERE , SEAE, BHAREBE FHHRM AWS Health Dashboard , i
LA CloudWatch B4R RE. EFEFBEHEKE Amazon Web Services , Inc. X EEZZIAR
Z] 88 Snowball Edge & E2Z AWS IRFWE FEH4ithut, ERRFBHE , FEEEATEPNER ,
WHRRTHLLZRERH , AR EFERAEENTE. 0F WFMEEF AWS Health Dashboard , 5F
289 AWS Health fEA&ER. % CloudWatch Events BIFFHIERA , 3828 Amazon CloudWatch
Events &S,

SR BATE THREER AWS |, WRHLZEEREEHFRRZETH Snowball Edge £iE £, ELEEH
EEERDHET. EUNEEEEEAEZE , ARSRITHNKER 22 TH AWS HIENEE, T
B, "EZEATENEN , S4AFLEE TN THEERI EHME.

AWS % Snowball Edge/Snowball Edge & (Appliances) iR B EH 2 RIGEFKE 9 HRATRH
BAE R

BRENMEATAR TEANRBLZERBEFRMREMR AWS, £FF (HEH ) BFERFHFIR
BE=7G (HEH ) () TEARBLZERBEMAENETARBEFRRER , ; (i) RBNFHERE
EXRPHNEMIIESER SR ETRRERAZREBEMOEMAMNE, EEANRE LZEERERN
% , BRBRARNK R ERZRIRIBNEMMATE EER H MERERER.

/A Warning

BMINERCEREEHN T EEELNMAEEDE.,. EHMEEVEHRRMBSELEBTHTRE
B I ETE A Amazon S3 FEEEFEMNEME A,

&

» 1£ Snowball Edge & - B BB MY So R IR

« T & Snowball Edge £ B E

- Z# Snowball Edge £ B E

« B3 Snowball Edge # & iy SSL B

« 7£ Snowball Edge FE#H &K Amazon Linux 2 AMIs
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£ Snowball Edge % & - F FTEREE Y 5 S RGH

HERUEFRREZR , BDAFEUT TRIGH

ERVENEE. EERGHBENEE , YEACKREMMRETE, MFFHFMEHR , 552 B Snowball
Edge AFﬂo

- EH Snowball Edge & 2i%iB Snowball Edge FAF IR K. &FRAHE Snowball Edge A F s

ATHUYZREAMRREPINER L  ZFERLEFTHLTEFN2EKENFERER. WEFHER ,
a2 B A Snowball Edge A Fifio

(B ) BHEE B Snowball Edge FAF IR ERTEE. MEFMEN , 2 BEE Snowball Edge
Fﬁ}alﬁ'ﬁﬂﬁ nX}E*‘“

HRELE Snowball Edge & L# Snowball Edge £# Amazon S3 A F8 , 5551k S3-Snow

R ZH BB, 5826 7 Snowball Edge £3%E Amazon S3 MR LAER BHERE
AWS OpsHub,

® Note
HREENMRE  BARKEBLEHTAESRS.

SERELEKE , UL THEHI LS Snowball Edge EEE .

T Snowball Edge £ B K E#

BEMES X AL T E Snowball Edge B E#T :

- B LARERE R4S ER Snowball Edge A Fimtn - R G F B E#,
- BULEBEARTAANERRE K UEBERKE,

THREFBRFH THENNRER. MFEHHBEER Snowball Edge EEME , FSREM
Snowball Edge configure-auto-update-strategy®#

(® Note

RGN E BERBREREEE , B LUER GetSoftwareUpdates APl TEHEFHER, A&
f£download-updatesfEA uri S8 KFiEmAEERMVE , M T IEHIFTR.
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snowballEdge download-updates --uri file:///tmp/local-update
B Windows fEER#E , &1L uri SEWE , MWTFAAR :

snowballEdge download-updates --uri file:/C:/path/to/local-update

BES TEHBIEEN Snowball Edge BB E

1. BB IRMEIEE  YHERMER describe-device@m© 84 Snowball Edge £&8., MREED
$HE , B unlock-device R RMARETE ., MEFMENR , FSBHBRIEE Snowball

Edgeo
2. HEBEBMREER , #17T snowballEdge check-for-updates &%, &S EEE Snowball
Edge BXBEMRF A AARMRA , IR EE EREH B BIMRA.

3. MELHWEEBHBOIBE , 51T snowballEdge download-updates @,

(® Note
MRBWEEREREMBRAEE |, FBEMEMA GetSoftwareUpdates APl FEE#IE R,
REMEA uri SEREETHERNAEEZTREIT snowballEdge download-
updates@® , W FIEHIFT R,

snowballEdge download-updates --uri file:///tmp/local-update

B Windows fEER#E , &1L uri SEWE , MR :

snowballEdge download-updates --uri file:/C:/path/to/local-update

4. BTLAMEH snowballEdge describe-device-software S RBEN TEHMNMRE, THE

70N

W, e TR RE,

Example describe-device-software SR H

Install State: Downloading
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BREMTREZHEEN Snowball Edge BB EH

1. BFIRRIHEIRE K YRERBEEDHWFTE Snowball Edge £E# /A snowballEdge describe-

devicemTRMREE. WREBSHE , FBFEMA snowballEdge unlock-clustermSiH

FRBRIEE ., MEFMERNR , FSRMAREE Snowball Edge,

2. ERSETHNAMARENHREER  FHHEEPFHNEBMBEREHIT check-for-updatesi v,

WS EEE Snowball Edge BB R Al ARA , UAREE EREN B BIRA,

snowballEdge check-for-updates --unlock-code 29-character-unlock-code --manifest-
file path/to/manifest/file.bin --endpoint https://ip-address-of-snow-device

® Note
BETAALENREBNEFFEREREBMER,

Example check-for-updates @ HY

{
"InstalledVersion" : "118",

"LatestVersion" : "119"

}

WRLatestVersionBBHWE AR InstalledVersionZBHE , BISRHERH,
3. UREBEFPHNESMEERE , FH download-updates®H FEEH.

snowballEdge download-updates --uri file:///tmp/local-update

(@ Note
¥ Windows #E¥£R# , &1L uri SEHE , TR :

THEHN
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snowballEdge download-updates --uri file:/C:/path/to/local-update

4, ZERTEEFSEELEBLTEHNMRE | FEMEH describe-device-software®m o

snowballEdge describe-device-software --unlock-code 29-character-unlock-code --
manifest-file path/to/manifest/file.bin --endpoint https://ip-address-of-snow-
device

Example describe-device-software & HYEH

{

"InstalledVersion" : "118",

"InstallingVersion" : "119",

"InstallState" : "DOWNLOADED",

"CertificateExpiry" : "Sat Mar 30 16:47:51 UTC 2024"
}

WRInstallStateBZFBAYE S DOWNLOADED |, BIEHE R TR Al %,

Z & Snowball Edge &£ BN E
THENZ® , CXETREFIEFRBELE , FHITSLENR. TIEFSSIBEFHREFTH,
¥4 Snowball Edge BN EE Y ESEHF THEEEFTNESEXEEL L,

® Note

ERERBEH < , LEFRELNARED, KEEMEFLHTHATERE , APEHE
& LB Amazon S3 REFRTERIVEMEA. EFREEHERIERX
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ZHEBTHEE I Snowball Edge FIEBE E 37

1.

FRBRIRMIEE  WHEARMER describe-device® £ ### Snowball Edge £&, MREXEEC
$HE , A unlock-device MR RMAREE, ME/EFHFMEF , FSBEMABREE Snowball

Edgeo
1T list-services TUAEFEE LANKRE., - 2EEREE LS80 HREHRE
IDs,

snowballEdge list-services

Example 1list-services s EIE H

{

"Servicelds" : [ "greengrass'", "fileinterface", "s3", "ec2", "s3-snow" ]

}

¥R list-services@ B RAIMEBERIS ID , 3BHIT describe-servicem T UEFREE,
{55 Atk & SR SR B E A= L Y AR 7S

snowballEdge describe-service --service-id service-id

Example describe-service SR H

{
"ServiceId" : "s3",
"Status" : {
"State" : "ACTIVE"
3y

"Storage" : {
"TotalSpaceBytes" : 99608745492480,
"FreeSpaceBytes" : 99608744468480

b
"Endpoints" : [ {

REFH
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"Protocol" : "http",
"Port" : 8080,
"Host" : "192.0.2.0"
Yo i
"Protocol" : "https",
"Port" : 8443,
"Host" : "192.0.2.0",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-
device:::certificate/6d955EXAMPLEdb71798146EXAMPLE3fQ"
}
1]
}

W HBERSIRBEAERATARE | K BMFEA stop-servicem B FLE,

4. f{EM stop-servicemTRELSERE , HPStateBBMENMRList-servicesm HTHE
HACTIVER, MRHITZERE , BFEFLESEREEEE.

® Note

Amazon S3 E1%85. Amazon EC2 AWS STSHI IAM ARG EF L. 20R Snowball Edge
L8 Amazon S3 HHARTFEREHT , FEREEFHZAIZELLE., Snowball Edge £HY
Amazon S3 HHAMEFEEBESR s3-snowlfEA serviceld,

snowballEdge stop-service --service-id service-id --device-ip-addresses snow-
device-1-ip-address snow-device-device-2-ip-address snow-device-3-ip-address --
manifest-file path/to/manifest/file.bin --unlock-code 29-character-unlock-code --
endpoint https://snow-device-ip-address

Example stop-service & H#iH

Stopping the AWS service on your Snowball Edge. You can determine the status of the
AWS service using the describe-service command.
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5. #1T snowballEdge install-updates @

6. IEALAEA snowballEdge describe-device-software R REELRENRE, ZHE
W, ZEERtGSERRE,

S|

0458y Hh

Install State: Installing //Possible values[NA, Installing, Requires
Reboot]

IEE I A Snowball Edge KELZ KRB EH, REENMIFTESHDRENERAIKE, HETK
EFNRE  LAEFRBERE.

/A Warning
EHEEEH Snowball Edge & , MAFLEE ENAMETHEEHERIEK,

7. BEEEBELNAFERBEHCELE  SEMMDEE, MERE  RAZENHAK. WIEERTEHE
REMNLE, WEEFTRBEENFRENR , FSBEHNE Snowball Edge, HEMFEBREE S
BERNFHER , FSEMABREE Snowball Edge,

8. ERBEEF-_ARENMBDEFAMERE 6 FHRBREERE,

9. #1T check-for-updates @, i 2EE Snowball Edge ERBEEMH AT AMRA , AR EE
+Z=EH B FRA

Z# B THZE Snowball Edge # B #H £ E R EH

1. SHEEETNESEEE , 1T describe-deviceM P RYEEBEELCHEKRETE, MBERED
$HE | BEMEA unlock-clustermm TS EHMRIETE, MEFMEN , FSEHEBREE Snowball
Edgeo

2. BREBEBEDTHNESEEE , #11T list-servicesPUEERLELTHANERKE. HoeEBEEE
=@ ] A IR HY BR#E IDs.

snowballEdge list-services

Example 1list-services RV E H
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{

"Servicelds" : [ "greengrass", "fileinterface", "s3", "ec2", "s3-snow" ]

3. #t¥ list-services BN E @IS ID , 14T describe-servicem S UEFREE, F
At EARFE B EF IR R

snowballEdge describe-service --service-id service-id

Example describe-service @S H & H

{
"ServiceId" : "s3",
"Status" : {
"State" : "ACTIVE"
1,

"Storage" : {
"TotalSpaceBytes" : 99608745492480,
"FreeSpaceBytes" : 99608744468480

},
"Endpoints" : [ {
"Protocol" : "http",
"Port" : 8080,
"Host" : "192.0.2.0"
Yo b
"Protocol" : "https",
"Port" : 8443,
"Host" : "192.0.2.0",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-
device:::certificate/6d955EXAMPLEdb71798146EXAMPLE3f0Q"
}
1]
}

btE B RS SIREERER P ARRE | LB stop-servicem B ELE,
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4, BHREBEETHNEMEEE , £ stop-servicem TRELBHERYE , HPStateBBHE
FElist-services@ HHEHACTIVER, MRHATLHERY , FLAFLEBEARKEEEE,

® Note

Amazon S3 %85, Amazon EC2 AWS STSHI IAM ARG EE L. 20R Snowball Edge
Lt 8 Amazon S3 HHARTFEREHT , BEREEFHZAIZELLE., Snowball Edge £
Amazon S3 HHAMEFEEBESR s3-snowlfEA serviceld,

snowballEdge stop-service --service-id service-id --device-ip-addresses snow-
device-1-ip-address snow-device-device-2-ip-address snow-device-3-ip-address --
manifest-file path/to/manifest/file.bin --unlock-code 29-character-unlock-code --
endpoint https://snow-device-ip-address

Example stop-service & H#iH

Stopping the AWS service on your Snowball Edge. You can determine the status of the
AWS service using the describe-service command.

5. HRESEPHWE[EEE , $17T install-updates@w T,

snowballEdge install-updates

6. BTALUEA describe-device-software SR E L REAAREE,

snowballEdge describe-device-software

Example describe-device-service f S HI#H
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Install State: Installing //Possible values[NA, Installing, Requires Reboot]

E Install State BfRequires Reboot , BEKIIZRE Snowball Edge 2 & HY #38 F 5,
ZRENMITSHBSENEAZRE, EETHEMNLTE , LAEHFMBEE.,

/A Warning
E# LB Snowball Edge REMMELLRE LWAEES , At ERERIEXK,

7. EFRBEBEDNFIERE. BEHEE K ARXBAEFRBBEETNELEE, MBEIERTEHREK
REFNRE, IEENMBEENFHES , FSEEFHNE Snowball Edge, MEMEREER
EESENFMENR , F2BHAKREE Snowball Edge,

8. BETMBSREXBEENMIMAE 6 BEMREEEE K ARMEA check-for-updatesin 3R
BEBERACEH. HSZERE Snowball Edge B RFH TAMRA , UREEB EL2EN B a0
A, IR B ERAMSZHOATAREAER , RRERDEFEE,

BIREERIIESH Snowball Edge EBEE , WHEREMEHFH Snowball Edge B8,

E#1 Snowball Edge & LY SSL B

MREFTEIRE Snowball Edge #i 360 X , BIFEEE#HZEE LR Secure Sockets Layer (SSL) &
#F,UBREEREBNTE. WRBREY  SHEEEHEE  MAXAFHIEER AWS,

AWS S EHAER Snowball Edge By SSL BFEIBHIRI 30 REHE, BANREBE FEHRM AWS
Health Dashboard , Y #%& AWS CloudTrail E4R#, EFHBHEHFH Amazon Web Services ,
Inc. BRI EZZ|FARETHE Snowball Edge #£E& 2 AWS IRFHNE FE b, ERKEBEHE , 53
BEAETEDWNIER , YRREREF , UBEREEREENDE. 0F WEEMAERA AWS Health
Dashboard , F&2& AWS Health A E1EF. W&F CloudWatch Events FFFHIER , F2BRER
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HHER , FERTXEE/NEER , LAKkE Snowball Edge W ERHEENEE

3. A B NBHERMTHMRE - TERBBENSD
BMERECREBRNERRSERENRE.

BRENBARER A SHEHN
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4. WD AL - AWS Snowball i2#F EHRESEBAEEETEF. Bt , BAILLERR
2> AWS Snowball i@# HE., HERWREREE , URFEEER R E < B8y A #ER
B, RESENERREE,

5. HBRT A EME - RAEBERE AWS Snowball i## £E. ERRR , ARBITEMZEKIE
WERNER  UETMRH-BBE -—XBR[EFANKR., ERMTURESEREREE.
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HZ4M AWS Snowball 32 &

MERZEM AWS RESEEIEF. 58 AWS BF | U UZHERERPONFERER  ZREBE
RREREZEHREBHEIRMEE.

ZEMR AWS BECENAERE, HESEEE SEHERAZERNZENERANZE

- BiRNEEM - AWS BEREE FHIT AWS RN ERELE AWS Eln, AWS b BEEM TR
2FEANRE. £ AWS S EF , BE=FREKESEHAALRIRMANZTLIIN, BETHE
R & #3518 AWS Snowball Edge , 2BAWS &R 5T B2 E A RS

- ERNREMN - BHETECRAZER AWS Wik, SH4EHHMEAEESE  SEEHNER
%, BRANERNBEREENER,

AXHABEIE T BIAESER BEAREETER AWS Snowball Edge, I 5 BB I{AIFRE
AWS Snowball Edge ARF& N EZLHEERBE, Bt T HOMEREM AWS R K 1% Bh & B 15
F{== AWS Snowball Edge Ei&.

&

« AWS Snowball Edge Edge Y& $H{RE
- PG BEFHREE AWS Snowball Edge
« AWS Snowball Edge # i 50 $& FN ES 4%

- HWEBEEE AWS Snowball Edge

- WRIERED

. A EREHEZR S AWS Snowball Edge

AWS Snowball Edge Edge F Y& RIRE

AWS Snowball Edge & AWS HESFEEE , Hh3FERRENEZRNESES#. AWS 8K

BUITAIE AWS IRV S IRERR ., AWS SHESHEMERERE LXEERNES K SRERER
FREMEAERNZ2ERZS ., SRAEHRHESENEEEN AWS EF M APN S1EBH# |, Y
fePIRA FHEAEAERES AWS Eif,

ERERREBERN , RMEREMEH AWS Identity and Access Management (IAM) {R3& AWS IRF &
AEBYRE/EBEAE , LEBEAERAERBSEHAHAEIBAMENT T, EfCERERATIER
REEH
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- SEKRFHEFEHAZSEERER (MFA),
- £/ SSL/TLS B AWS EIREBA. BHEMEA TLS 1.2 HEHRA

- fEF RRIE API FfEA EEEIFC 8% AWS CloudTrail,
« FFH AWS MZBRFR , AR RIEFFFE AWS FEREZ 2124,

- ERAERNZERLRE (B0 Amazon Macie) , HBIREFRERFFEE Simple Storage Service
(Amazon Simple Storage Service (Amazon S3)) F{EAEH,

o WMREE AWS FZBTTHIRES AP FE BFEE FIPS 140-2 BB R IGm=EHR |, 55EH FIPS
imE, WEAR FIPS M FIPS IWwEMNEZHEEN , FSRB A EAREEE (FIPS) 140-2 #1#,

BRI BERCRETESEFIRFHRIBEHRNEANENR , WEBHENEALT , flEBENAL

EQEEEER REAEEA. API AWS CLI AWS Snowball Edge 3t AWS SDKsHIE 1t AWS RIS

BFo &8 A AWS Snowball Edge S EMRFAEMER B IEHBARE AFF. EREMNIBEER
M URL B , B2 EBRRCHZAARSEZFERN URL h IS BEEA.

WERRERREBNFMAEN , F2H AWS Z2EBEK LAY AWS HESEEEMERE (—KERE
EME) (GDPR) BBEBNE,

ES |
- EERPEREEFR
- EENEEFREER

R REEH

AWS Snowball Edge EREAREHERZE Amazon S3, BIFFHLLETE Snowball Edge #£E |, LA
REHRER , SRELNER. TIHRERPUOMAEMLA Snowball Edge FREE R , AREEIR
AWS FTEfR ERER B &),

X8

- B9INZ AWS Snowball i %

« AWS Key Management Service 7 F# AWS Snowball 3£
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B3R AWS Snowball 32 #%

B8 Snowball Edge #$ & HEA S3 I , FIEEWMERENERANSEBMEKZE SSL MER
E, ATREBFLEER , AWS Snowball i## 2 A [BRESIKINZ (SSE).

A AR BS 5% AN 22 AWS Snowball i 45

AWS Snowball ##% ZEFEH Amazon S3 ZEMFE S8 (SSE-S3) WKW MNE, [AARESHMNEZ
BERREBHREER , M SSE-S3 EFRANZERERNE , 7 Amazon S3 FRAEFEER., NFE
SSE-S3 WEMET , 28 (Amazon Simple Storage Service £ &SR 1 HYE M [ IR 2T ik 112
& Bl Amazon S3-Managed % £ 8 (SSE-S3) REE ¥l

B#l , AWS Snowball i## TIRMHEHAEFIRMH S (SSE-C) WEMRES®MEE. Snowball Edge £HY
Amazon S3 AR EALAKEENFEFTIKEM SSE-C, T8 , BB EF A SSE BHRREE
ANER  RELURCHERAEEZERRELCZELNER., FELXERT , FERLTIEE

() EA—

MRIEEEFH SSE-C INZEEA Amazon S3 MY |, BEZXEZEEH SSE-KMS 5 SSE-S3 1l
L MARBRIAZRETFERETEEREN -0, T8 , NRENEMFEH SSE-C RINHCEA
Amazon S3 ¥ | X EAERRFEEFEITRBPNYHFLGER SSE-C %, BRILBEZMEHF CLI &
SWMTFRR :

aws s3 cp s3://amzn-s3-demo-bucket/object.txt s3://amzn-s3-demo-bucket/object.txt --
sse-c --sse-c-key 1234567891SAMPLEKEY

C1%

aws s3 cp s3://amzn-s3-demo-bucket s3://amzn-s3-demo-bucket --sse-c --sse-c-key
1234567891SAMPLEKEY --recursive

- B - nREEERYMER SSE-C MENYH  FEAKELEYHERIIBAKR[IRMNE , NIER
FERNRETFIBBRPIEE SSE-KMS = SSE-S3 M5 —fER 7T,

st ¥ SSE-S3Amazon S3

£ Amazon S3 EEBXEAFFEATIRERF , BEA Amazon S3 WEREA SSE-S3, Amazon S3
AWS Snow RY|EE XA = Snowball &£ B FFEE(EMERE,
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EELEREA Amazon S3 HWE RN SSE-S3 % , AEALEAESRNFIERETERERER
BBHE. Amazon S3 MR LEFERAKREE s3:PutObject EHE , A BREHNBIEE LEYH

(x-amz-server-side-encryption) 5,

AE A Amazon S3 HWERELA SSE-S3 Amazon S3

1. & A AWS Management Console , Y7 https : //https://console.aws.amazon.com/s3/ BERX
Amazon S3 £# A,

RFEFETBNBFETEZECELENEARLPNRFITR,
i#Z Permissions (FF ).
212 Bucket Policy (E1ZEFBEBUR).

£ Bucket policy editor (R BURRESS) B , WA TIIHE, SERABED , &
YourBucket AT EHTRRBRRARETENERERE,

o & w0 DN

{
"Version": "2012-10-17",

"Id": "PutObjPolicy",
"Statement": [
{
"Sid": "DenyIncorrectEncryptionHeader",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::YourBucket/*",
"Condition": {
"StringNotEquals": {
"s3:x-amz-server-side-encryption'": "AES256"
}
}

"Sid": "DenyUnEncryptedObjectUploads",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::YourBucket/*",
"Condition": {
"Null": {
"s3:x-amz-server-side-encryption": "true"
}
}
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}
]
}

6. BERF

BB FTEERE Amazon S3 fFRTEE. EEREAZEBAMEITEK L ©2X 5 SSE-S3 RE. RFE
st E AR TFTRESEERERF.

AWS Key Management Service £ #1 AWS Snowball i #

AWS Key Management Service (AWS KMS) 2 —BZER# , TEERRMENEHARMBER
B L, AWSKMS 2FEABEELSEH (HSMs) RIFE LB LM, EBME , BF FAE

IEIBIEM AWS KMS £88#9 Amazon Resource Name (ARN) AWS Snowball i##% €8 KMS & 8+HE7
B, % KMS €8S ARMBEIBNMFEEE, MHBEERAREREASTERRZTLNEEMNSR, EAFE
EXRRAERNNZSREARNENBEZEE LNER,

£ 1 AWS Snowball i##% , & AWS KMS REZERRRESE AWS Snowball i2#5 = E LN ERH
nEZei®, B THEE  SdoLUBEZEREN KMS €88, 1IEE AWS KMS £#88 ARN 25 HEH
AWS Snowball i##% B{E AWS KMS keys N2 AWS Snowball i##k &£ & FHIHE— &8, T AWS
Snowball i##& X #E M Amazon S3 server-side-encryptioniZBIBE I FF B , FFSE AR IK N
AWS Snowball i##%.

£ /8 Snowball Edge AWS KMS keys HIZERF

ERTIE

ok

MBFHEEHE BIEHNR S AWS KMS keys B9 Snowball Edge £ SEEF |
8

ﬂlh

AWS KMS keys & &9 {E#52ER

1. 7 £ AWS Snow RIIEEEES , BEEVUER,
2. EBEELNEHEE , REBEE Next (T—H),

3. RMELHEXRFMER , ABEE Next (T —F),
4. EALWEBFMHER , REBIEE Next (T —H).
5

RELNZEMBEE, EMET , R KVMS £ | BEAWS ZESR LuiE FEYYN HEET
8 AWSKMS , IENMREFEEM ABENRFHEEN T , S EZEWASI® ARN,
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@® Note
AWS KMS key ARN 2% FZE LIRS IEME—HBI .

6. EBET —FLUETHIER AWS KMS key,
7. 3 Snow £& IAM FHERFE KMS £18,
a. 1£ IAM X4 (https://console.aws.amazon.com/iam/ : //) F , BI{E N2 < 8830 B RS &R 2 A
RMFEE FNERN KMS £88,
b. EE£M|EAET , BEHIE , S Snow £E IAM FAE , REBBELEE,

EY BT KMS EHmE R

BRI LURERE £A 8BS EFT AWS KMS EE NZ &8 AWS Snowball i##&k. MREREFEEVEC
MER ISEEEVEBNE-EBEPEIZER,

EEATKEILIBZH AWS KMS £18 , 5828  AWS Key Management Service BiZ A B35/) F
WE S8,

EENKRETFREBER

1R EBRE AWS Snowball 3845

UTERMEZELETH BEEN — 24 2 AWS Snowball i8# , UKk —LEREEIXIE AWS #
TREEMENCEMZSTEANERENSRER,

BMEBUATRR2RE
- EREF-NZER  FREAREZRIPAELBER. NRERREZEFE MU TRNEE
AR HEREENRIER. R, FBE AWS XE , RFIgEEHNEERE.

o{’

2

Gy

EZENRBELEHNZEAER  BREHLR. TAFEENEREFFTENRHBTHASHTFR
REEBBENEERR,

- BIREECSEHER,. SEHERE T2 ERKRZTRANRRIT. #HASME AWS Snowball 24 %
EXREMA  EXRUESEESRENEE, XEEEHE. BANEE K FREOR, BOFHKES
BENEEMIR , B EeHIRERH T EMRIERTR I,
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® Note
AWS Snowball i##%k E R H B AWS, EXEEER AWS AI#EZHNEARK, WEFHA

B , 552 M http://aws.amazon.com/aup/o

EFEATUTEEESR .

- £/ Amazon S3 EBiESRERERE , TEREYHTHEER, E—SREERNPEER R
filename M filesize, HEAFTEMHFEEREHKB T IEF PN A RERE : -tw-Tw-r-- 1
root root [filesize] Dec 31 1969 [path/filename]

- HANFS MHERERNE  SREVDEHPEER,

- EREZERAWS , RfIeREXERTAEMAERNR , WHEFEEFEEME (TPM) RMERABME
f#E. AWS Snowball i2# SEEAZEREMHEIRRBENER  SEHERIAR. 256 2T
B, UREZEETPM , EEALNERREHRZ ATEBNEESHE,

- REANRIERERITHER , AWS 31T Snowball RENHEFR , EREBEREERMTSTA
(NIST) SRE8F L 2R,

B SE NFC R

Snowball Edge Compute Optimized #l Snowball Edge Storage Optimized ( AR EREEH ) £ER
E NFC 28, & LA Android iREY AWS Snowball i##& BRBEAREXFIHELEZR. BENR
FEL NFC 28 , BN EERELEEEFATEREAE N,

Br ¥ NFC REBIFEMEM Snowball Edge AAFmMRELEREREN QR , AR LEERHNERE
ARE#NEKE,

THEFRPMAEE Snowball Edge £E L NFC ZH., ERBZH , BELE AT TEHHRBE
B 5 ESER

1. B3 Snowball Edge £, MHEFMEF , FSREEULEFKLUETE Snowball Edge €&

2. BWKE., WEFMER , F2EEW Snowball Edge.

3. EEFELNAKMER, WEFMEENR , 5284 Snowball Edge EEEIEH AR,

4. MBENBAERNIE, MEFREN  F2RIUSEAERLIFE Snowball Edge.

5. FHI L% Snowball Edge A Fin, MBEFMER , FF2H THILZZE Snowball Edge A F i,
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3% NFC R

1. #1T snowballEdge get-app-qr-code Snowball Edge FAF T, MREABEDHEH
TS , BIRMEFR (--device-sn) UEBE RN QR K. EREATBREEES
P EE R, MECAEEGSHFMERN  FSBEUE QR HLAERRE Snowball Edge NFC &
.

EE QR RIBFL png BEREAREEIBBENNLE.,
2. BIBEEZREEN png BER , AREHRBR , UELREFEAEARERNRBHZ QR KRB,
3. & LAMEA Android LB AWS Snowball i&# B EARERNIRHELER,

® Note

AWS Snowball i2#x BREREXNEREEZTH , BNMRERERHAERNEE , B SUEH
FERER.

4. BBERAERX , AREREE LHNETRE.

BRE A LAR IR N B SR B /Y NFC R,

H-ll-

NREFRHREIEE , FEATIER !

- WBREHEEEHE Snowball Edge Compute Optimized i#IE,

- MREEHMKE LFRARK , FEAERAZREE.

- BEERIEAPHNRERED , WRBEMHN NFC ER , A2EBH X
- MREBMATE , B AWS &,

FH § 5 EFEEE AWS Snowball Edge

{8 AWS Snowball Edge F#E4ARIB G 2 BRF. EANEBERFPEINEE IAM FHER
BATLIRME, £F IAM | BAILE FETNEBEFEHEMFT AWS,

AWS Snowball Edge EA & X EEBHE |IAM BT , F8E7FEL AWS Snowball Edge AWS
Management Console A2 7. B EARELTHEN IAM FEHE th 4B A FEUERN
Amazon Simple Storage Service (Amazon S3) &R , i AREHEH Amazon S3 #7ErE8. AWS
KMS &JR. Amazon SNS £ , UK AR BBFEE TR Amazon EC2-compatible AMI,
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/A Important
MBEAMEE EEA IAM BFFHAER |, 5520 7 Snowball Edge EZR#EEEF 1AM,

*E
« Snowball Edge = & M L FHEH FEUZE H

Snowball Edge F# & M EKH FEUZRH

WMEFFAE AWS BRF , 7EL AWS Snowball 24 FE AWS BEAER , THARREALAMNFE R, BEE
AERNEEFER AWS ERVEFT |, Hli0 Amazon S3 f#1FEFE K AWS Lambda function. AWS
Snowball i&#% differs , EMEA R :

1. FHYEHE AWS Snowball ##% R B Amazon Resource Name (ARNSs),
2. RREKERSTENERAMBFTIRRENEL.

#9 Identity and Access Management AWS Snowball i##& 0E a#EH AWS Identity and Access
Management (IAM) BYEEAAE A |, 552289 AWS Snowball i&#& , Wik UE FERER AWS E
W, URAEFEIRGERE  UHBREENER.,

B Identity and Access Management AWS Snowball 12 #k

AWS Identity and Access Management (IAM) 2 AWS BR# , AIiHBIEE 8 2 £ iR F1¥ AWS &R
WER. IAM BEESAEHETAETERE (BA) MRE (EFFAT ) UEA AWS Snow Family
BiR. IAM REATUGERFER AWS BRIE B o

&

- BEYR

- ERESRE

- EABGREEFIVE

« AWS Snow Family 204/ F IAM

s 5B BEKEH AWS Snowball i# %

« ¥ AWS Snowball i2#& & 2 MFEETHES
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BEHR

FH A AWS Identity and Access Management (IAM) @ 5FF R~ E , BURAEHITH T4 AWS Snow
Family,

FRIEERE — MREFER AWS Snow Family FRER#TER , EEESATRUMENEAERA
FH, ERFERAES AWS Snow Family ThEERET TIE , BRIt EEHNNET, THEINER
FRAUGSEOEESFEREENTT, FEEEFE AWS Snow Family R EIREINEE , B8R B
AWS Snowball i##% & 2 MEFEUETHERZ K.

REEEE - MREEE /T AWS Snow Family WER |, BT REHEHE KT ZHUE AWS Snow
Family, &M1ERER ¥ E RIS FE & EEZEUHL AWS Snow Family SHEERE IR, & | BX4BEKEXR
RIGEEN IAM BEEE | REFEREEAENT T, RLEE ENER , TH IAM HEXREE,
EEHR L THELTWMMESL 58 IAM AWS Snow Family , 5528 AWS Snow Family #n4a] s F
IAM,

IAM BEEE : IRER IAM EEE , BERLEEUMAREBERUERE AWS Snow Family77EUE R FE4H
EA, EERREALE IAM REAREL AWS Snow Family 0 BEMMNEERSIH |, 520 W59
R B R &35 AWS Snowball 3&#%.

A5 9 RFE

BrRFELEAWS FHEIBREEANAR. BX4ALL AWS IRFIRFERES D, IAMERES D
BT IAM AEREE ( BEA AWS),

BUERZERE P RRREENERE , UBEED AWS B98P B85S EA . AWS IAM Identity
Center (IAM Identity Center) fEA &, BARMNE—ZFASGIERE , LUREHN Google =% Facebook &
AEHR  HMEMESEOINES, GLUBMAEIEAN  FHNEESLNCRESERH IAM AENHE S
7. BERFERABE AWS BoEER K, FEHERTAC,

BRIBESPWFEREER | BT L% A AWS Management Console 5, AWS ZERA O#8L, MEZEA
HEFEER AWS |, FZ2BAWS B A ( £AEERE) FHmmEAEHN AWS 1RF

WMREL AWS BHRFFHFREFR , AWS SRHKBEBEH (SDK) Mar=HIRE (CLI) , KE
REHN BREUBBHEEZESFAEZFLNER, NREFTERA AWS ITE | AIXABRTHERB R, 0F
SEREBRNSEBTEEFRNFHENR , F28 (AM £AEER) BHEAR AP FEREAWS
Signature £ 4 Ro

ERCERMESRRBSE  BURHSERAEINZESHEER, fln, AWS BEELREASE
B (MFA) RIEGIRFHNZ M, WEEZEN , 5828 (AWS IAM Identity Center fEAEIER)
NWZEEZREFN (AM F£HEIER) P IAM FHAWS ZEEZEH,
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AWS tRF RERE

EREY B AWSIRF , BER—EZEASF DG , X2 ATBEEFIIRFHHNAAE AWS B#H M &
Ro WEHDHR AWS R Theroot EAE | AIEIR A ERREIUIRFNE F Bt MBRFE AR
FHL MAEBETBURCEAERERAEER. RECNREAERRE  LKERARAITREHR
ERAERITHER. UFELEBNTRBE , THEURERAEZRANGEY , F2680 AM EHERE
MPHNEEREREBENEL,

Bess

BREREEK K ERAECAE  CRTECESFIENERE  £8 BEa2RM4MAE AWS RE
PR {55 P i B B SRAFEY

BEGosRRELEMEAEBHK,. Web HoiRME, AWS Directory Service, Identity Center B #3§,
EAIFERER S 2 KRR BRE AWS B FRNERE, EMES 27 AWS IRF , EfgR
A MACGERHERZEAER,

UREFRNEEREEE , RAEBREMER AWS IAM Identity Center, A LUIE IAM Identity Center #
BAMHENEE  CUEEYERSINEECHE S KRR —HEFERAE AWS IRFE MEAE , UE
EFfE MERAREXHBMER, WE IAM Identity Center FEFHIE A , 5528 AWS IAM Identity Center
FEHEEEFMNAER IAM Identity Center ? o

IAM f§£ I & M B 48

IAM EAER PHE D AWS tkRF , EAE-ASSEBARXNSEN . ERERRKERNE
&, MARERELRIBRE PINEBNEFNEER) 09 IAM EAE, ERURBECARIIZESRER
REBEN AM £AE  ERCHRENSR. NFEZEN , F2E AM EAEEETHATER
HIBENERARIERRBRTFMER.

IAM B#HER —BIEE IAM EREEEN S D, SREUFESHEE, EUNERFEER-—XAZ
BERAEEENT, HEATREEABREAEFTNEFEEEARS, flU , BALBEE—ERA
IAMAdmins HYEFE , Wi FEEHEERE IAM BRIV,

EREREAGTE, ERAEAEHRE-ASIEAENEZLEN EACNENREAEAZEECHA
EHE. EAEHAXKANRYER K CALERHKKER. NWFEZEHA , F2R (AM £/ %
R PR IAM ERENER RS

IAM A&

IAM AR FEEEENT AWSIRF WED., TELIAM EAE  ETEEENASHEH, £
5L FIEE IAM B AWS Management Console , A LA RFEAETIRE IAM A6 ( E2A ).
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BT LUEIBIF Y AWS CLI 3t AWS API RESER BFT URL RIBEAE, NEERAAGNIEFEE
# ., F2EH (AM EREER) FWREACNSEE,

EAREREN IAM BBETIERLPIEEER

- BESPEREFN — UEMBES DR, FELAR  YRABGERTT. EBSESHE
TEIRIER  XES/SHACGEYRY IBRTHACERNTT. UEERBHSACHNMERE
A, FE2E (AM EHEER) PRAE=S57RME BE) BEUAC. MREMEHA IAM Identity
Center , AIEEREHE, ARHERBERULUFERANAZ |, IAM Identity Center #§5F A 5262
IAM RV A EHED ., MERBEFTAIENEF , 528 AWS IAM Identity Center £ /8 & B AYFT

EE
- TR IAM EREFF T - IAM EAEHA ST LUEE IAM SeRE K HIEEERRA TR,

- BIRFEFHE . BULER IAM AR | RFTREIKRFHHEA (FENER) FEUEKRFNER,
AEERTEIRFFIENIELSR. T , BREL AWS R , BRI BRERERIER
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MBEFHER. BEH AWS ABIERIE EC2 H1TER , YERHGEMERARER , BT NREY
EEREHTEBNATERERE, TERREESSHKAE , WHTE EC2 HITER LT

ERANEBNFEURS 397


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

EANEGHREEE. MEFMAENR  F2E (AM FAEER) PHNER IAM B KE T aER
Amazon EC2 #1T{EE F# TR EHARE,
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BUEN IAM BUR, AR, EEETUE AM BERFEEAG  SREFERBETIELAR.

IAM IR ERZXBENTA , BAREERMES ERBTRE. A0, BREREE—EAF
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AWS X RHMBAERNBREE, EEBRRBETRERE RBRREER FENGKKFFT.

« FARR-FFUHER-EERDRE  THERES I EBERERT IAM B8 (AM £AEHAR)
MBRAFFA. BUNAERREFAIRR. MEENFITERERNS D EBERMEFT I RRHR
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RPWAREBHESERXR N, NFFTRRNFHES  F2H AM ERAEERSTH JAM HiE
AT A SRR,
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IAM Zh &g AWS Snow Family
S BEBX =

BRBEBE =

BRB =

BREIR =

BUR IR RS RIBHBE) =

ACL &
ABAC(BURFHZH) B
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X FIR TR (FAS) =

RBAE =

RBEEAE B

#ELH T # AWS Snow Family FIE 2 AWS BRI MAE XS H IAM ShEEREER , F2H (IAM

EAEER) PRV IAM AWS BEEAH R,

&2 BB AWS Snow Family
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BoBBRR ALK ME S (Bl IAM ERE, EREHERAR) K JSON FFAIBERXHF, ELEK
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FERERBEBE AWS Snow Family
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BENANBESBEBR, NEFHHEENR  F2H (AM EAEERE) 78 1AM P RIS EIRFEG

# BUR B /E AWS Snow Family
XEBEREE:

EESWLER AWS JSON BURRIEEH T AFHAR, twHER , BMEERECESRAF T T EA
FEER#AT UL B

JSON BRHY Action TEREHERE WU AR AT RIEBBRPEFRNEF, BERBFEY EREAER
Bf AWS API REHERBINER. B —LFIIMRR , AIAURBHERFE AP BENERFFUEBE, tF L&
EERFZBRTNZEEE. ELBANBFERABKEIF,

BREERBERR TUTHBBBENFTT.

EEEE AWS Snow Family BIMEEE |, 20 (RERESE) K EHMEIE AWS Snow
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P H R BN ETE B 4E 2 51 AWS Snow Family AL TZFH :
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snowball
EERE-MRRXHIEELEEE , FRER SR,
"Action": [
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]

=ZRE AWS Snow Family 2B BERWES , 528 NS 5 B BEEEH AWS Snowball i##%.
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EEREATHL B F,
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HEME (BAERBRFET) KEEM.

HRAXEERERFFAINEE (PS5 HRE) , FEABRAFER () RRTEEXERARAEER.

"Resource": "*"

EEEE AWS Snow Family ERER K H ARNs |, FF20H (REZESE) di ESHNER AWS
Snow Family, EETHETUERABLEEEESEERN ARN , FSE AWS Snow FamilyEZHH
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Y BUR R 3R 5| 88 AWS Snow Family
TEBRBERERREHSH =2

EREE A LMER AWS JSON BURRIEEHAIUERAR, 2R , BHMEERE A BERAAET oAt
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FUA U EEEREREABEZVEEE., flw , ZAUREFEAEERE IAM EFREEBERR ,
BEHERNFARTZIAMERAE, NFEEZEF , F260 IAM EREREETHN IAM BETE . &
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AWS X E2EFRG SRNBBEBENIRGSR, EEZEFTME AWS 2EKFR4RSI8 , F2H (AM
EAEER) PHAWS £ERHERERLI#.

EEEEF AWS Snow Family R4 S8RFE | 520 (RERESE) K WiEHF£8 AWS Snow
Family, EETHRETUERERERSIBHNBENEIR , 5280 EXME{E AWS Snow Family.

EERE AWS Snow Family BB BERWES , F28 N5 2 B BEEEH AWS Snowball i##5%.
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FHUZHBE (ACL) ATZHL X (IRFRE, ERENAR) BEFHEERNTA. ACL EHUR
EREBEK , BEMAER JSON BERMXHER.

ABAC # . AWS Snow Family
X1 ABAC (BERHHER) : &85

B FEES (ABAC) 2 —ERERE , IREBEBMRERTT. £ P AWS , SEBUHBRER.
B EREZE IAMER (FHAEIAR ) M52 AWS ER. AERNERMNLEZHE ABAC
ME—H, BEFERF ABAC B , A EXTENEREAEEHAFRNERERHEAFRRE,
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WMFT ABAC EHHAEH , F2H (AM EREERE) PHEA ABAC BRIEERF . NEEESHAR
E ABAC ZERNHERE , F2H IAM EHEERETRNEABHEEFEZSE (ABAC).

Bl E£AEREEAZR AWS Snow Family
XEERERRE =

ERGERABEEAEREAE , B AWS R #5E/E, MEFMER , SREWL AWS RE FEH
MEEEAER , F2H (AWS R IAM FEHAEERE) F/8 FH 1AM,

MRE AWS Management Console ERAFEAEZBNEZBUANTEMA L EZEAN |, ISEAERREA
FH, fII0, B8 AWS ERATHE—BA (SSO) EREFR I , HRFEADRIERE AR,
ECUERESSEATEA  ARYRAGH  COADRIERER, NEURACHRARA
O (AM EAEEE) FHREAEDAE AV AG (EBA).

BRI LAER AWS CLI 5 AWS API FEIEVRREAER, RE , B UFERAELEEREAERRE
BAWS, AWS ZZLBREELRIFEAEL K MARFEARPENEE, WEFHMEHN , BF2HE
IAM R E R 2B,

HiX W EE TR B AWS Snow Family
X EETFIRIERE (FAS) : 2

EEER IAM ERESAGE PHTERER AWS |, BERRAETA. EAKLERKE  LTEE
BATEERE , EMEFRRBEPRE S —EEE. FAS ERAMW WEFTEAFFT AWS R , F&
AWS BR#% FERE TERBREFER. IRERBRIFERE M AWS RF% = BREB S RETRHY
ARE , ITERE FASHER. ERIERT , ELEEFATEMEDFENFTA, WHFERH FAS FRE
HBCRFMER  F2EEREMTFEEE,

AWS Snow Familyfy IRF5 & &
TEREAR 2

A ERRBEEEN IAM A€ , IREHTEE. IAM EEE TS IAM REESL, 18 SUH M ER AR
A, MEFHMEENR , #5260 (AM FAEEE) PWEIAGLUERETUES AWS Ri%,
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Y R 75 E & A & AWS Snow Family

XERBELAG &

BHEFACRERGE N —ERBAE AWS . BB TUREARENTHENAR. REERS
AEgHREEN F AWSIRFE |, YHERBHEE. IAM EEE TR  EFRFERBERSEHN
AT A

NMERVREERFEEACHFMER  FSEAEL IAMBFENAWS R, EREPSEKRTE
HASsRBEFABRTHN Yes, BEERER , UeRZRBH R ERSEXH4.

i & 5> B BUR €6 AWS Snowball i #%

RIBFER , FAENACTEMEILSRIEHR AWS Snow Family ERER, AL EEFER AWS
Management Console, AWS Command Line Interface (AWS CLI) i AWS AP| R#1TEHE. EEFZ
FEAEHHEHAMEERATIHENTT , IAMEBEETUEY IAM BE., A% , EEETLE IAM K
RMBEAG , FREERRBTELAE,

WEE T AR fE AR IE L] JSON BURSIHE I IAM 55 BBUR | 528 (AM FAEER) $HE
M IAM BUE (#8).

ME FFERZEEMNERERNFMAET AWS Snow Family , BRESEERERH ARNs K= |
B (REEESE) P WEE, ERAEEZESIE AWS Snow Family,

3
s

FE

- BRGEER

« f£f AWS Snow Family £ &
- AFEREREMMBESHETT

HERREEH

DESRERNBERSHECRPFANEBASRETUEY., FHEHMER AWS Snow Family Eif.
ELEEETRESELRN AWS IRFELXER, EXRBRIRREI »EBEKE , BERTYENRERS
13 :

- BIAHEA AWS SERELEAREREST - EEHAKTTETENEAENIFAR , BER
BHTRTHSEEEARAN AWS SERE, CHAEAN FER AWS BF, BRRECES
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- ERAREHERT - RE IAM BERNFAR  FERTHTERMTNAT. KERLEN , B
LESREREFRG T TUEREERKINEE  SELBARKRRITT. WEEA IAM ERFFT
MNEZHEAES , F2EH IAM EAERERETH IAM PRIBERMET .

« £ IAM BER PR FEGE— S REFEE - SO LUSHRAEFIEEBEER |, UREIEBEMNERNER.
flan | WAILURBBERRG , EEXEMEA SSL BEFERR, MREBRE SHERARKEE
AWS FR#E , &t Bl BASE A R4 2R %2 T 7 BV AWS CloudFormation., INFEFFMHERR , 52 IAM
FEAEEETH IAM JSON BETE - Fé.

£/ IAM Access Analyzer 5% IAM BUR , BARFT A] £ £ B A/ iE Fi&4E - IAM Access Analyzer B
BHBEMBEEER , BRELBERER IAM BURFES (JSON) Ml IAM FRIEEH, IAM Access
Analyzer 12t 100 ZIEBRRERVEATTHER , IHBERERLBERANBE. WFEFEE
#, F2E AM FEREER) FHEA IAM Access Analyzer BB BUE,

- FEZEFERRT (MFA) - NREHNRPIFTE IAM EHES FHRERAE AWS RS |, 5B
MFA BLiREZ e, MEEMU AP BRERFER MFA | 51§ MFA REEFTEEEHBER. W
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id_credentials_mfa_configure-api-require.ntm|# §V3EiB MFA B9Z& £ AP| FEL

WE IAM R REBEBNHEREN , F28 IAM £REEEPHN IAM Z25EFEX.

£/ AWS Snow Family 124

EEFH AWS Snow Family £#2& , B4 EHEE —HERENFTT. EEFITXAAKEY EMBE
F AWS Snow Family ﬁﬁﬂ’]#%ﬂiﬁnﬂ AWS IRF, MMRFBEILHKERAVEFTEREN G 2 EHK
R, IEREERBRNER (FAERAG) MS , TRARBLINERERE,

HWRMEFI AWS CLI 5t AWS API IER & |, BFFEATREEEAF . Rz , RFEAFFIF
B ERBITZ API BIENBER AT,

ATHRREAENACMHATLUER AWS Snow Family £ A , t5E#E AWS Snow Family
ConsoleAccessD ReadOnly AWS SEBREZIER, WEFHMAER , F28 (AMEAEE
) PRFBHATIEAE.

RFFERERBMFIB BT

WEHE RENMEIEEEK , AT IAM EREREKMBMBAEAESINAREZEBRR, HWBEE
AEETESE EERMEMENSFT , SEA AWS CLI 3 AWS API BB RERET A X TR LB EM FF
A,

{
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"Version": "2012-

"Statement": [

10-17",

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

¥ AWS Snowball i2# & %5 MFEHETHRERD

:usernamel}"]

FERAUTEARBGEIEZE IS EER AWS Snow Family # IAM BT822 EIMF R E,

FRE

< BEEE PHTEHE AWS Snow Family

« RAEEHIT iam:PassRole B IZIE

- BEEAFT UAMAE AWS tRF FEFEK AWS Snow Family &R
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BREEE PHITEHE AWS Snow Family

MREWRER , FHERERENTEHE , CHBERLEAER , AFFERTBHNE,

THgEpIgEREEmateojackson IAM EREERFEA TR ARE —EER ny-example-widget
ERWFMENR , BAEER snowball: GetWidget FFAIBFEE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
snowball:GetWidget on resource: my-example-widget

HEHRBERT , BAFEH mateojackson EAFEMNER , LFFERM snowball:GetWidget EEFFEL
my-example-widget &R,

MREEEWGE |, BHEEN AWS EEE, FNEEERUHENEBERE.
R AREEHIT iam:PassRole Ry IZ#E

MREBKREEE | FHIEREFESIT iam: PassRole BitE , BHBERMSEEH , i
# AWS Snow Familyo

TR ABREER

BE AWS B# AIREEREACEEGERE K MAREVFNEBEACIRBEELE, NFH
TR , L ARERACBEEZRBIFT T,

A marymajor B IAM FEAEEREAEEATE AWS Snow Family R TEIER , AT HIEHlsE
R BR , BEERBREERBREARRFHNNT. Mary REKARBEEEZRBNTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBEBRT , Mary BERAAEH , AFFMEIIT iam: PassRole Bk,
MREFEZHE , FHEEN AWS EEE, ZNEESRHENESZEE.
BREAT A AEB AWS tRF FEFEE AWS Snow Family &R

BUNRN—EAE  BEMRFTNERENEEBATNAEFIENER, BUUEEZ R
EEEMHDEZRAR, HUXEERERNBERNFIUERIBE (ACL) IR , SR LUERARL R
KRBT AEBTFRENE RN,

MEFEE-FTH L F2EUTRE
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- BETH A AWS Snow Family ZEELIhEE , 552 B AWS Snow Family Z{AIE A IAM,

- BETHRUNMEEHEE AWS IRF B ERzBREFEE , F28 (AM EAEER) PHELE
B AWS IRF 5 — i FRMUTFEER IAM E/AE,

- FETHRNMAEERNEIERMEE=S AWS IRF |, F2H8 (AM FAEER) P FEER
HIAE = AWS IRF AN .

- METHRNTEBHS S D RMATIE K F28 IAM EAEEETNEFEEREEG RN ETS
SERENEAE BESED).

- METHEAACHNEREBRETEIRFFIZANEZER , 28 (AM FAEER) 1 1AM
PR EIRE ERFEH.

PR FEE S AWS Eim

BRI R E AR EAERREEENFER AWS, T8 , BRIEEEHT , BRIEEEIREFE AWS
&R, i, BXEBEEENTHNETT , FEEFTEE Snowball Edge £E.,

T3 & EFRBIMAEE AWS Snowball S2ENEREFA, BRPEZRELHEMRE,

- £ HFEE ERTFEFTANSE AWS iR
- $H¥ AU AEBRMBEE (AM B3R ) AWS Snowball & #k

ik PER ERTFEFTABE AWS EiR

18 AWS EREH #E AWSIRF , MEVRENERNFTTEHFUBERER, REFEEET K
FATBURERET IAM By (BIERAE, BANAR )  BERKE (HlI AWS Lambda) tb X BASEF T
BUERE#ET BR,

(® Note

REEES (:SZ““EEE{EH%%) =EAEESRRNERE, MEFMER ,
EFE) HH IAM REEK.

:I:II‘H
W%

(IAM ERE

ES]

- ERERE

- THRERMAERE

- K hEEH EFRNEIRAWS Eik
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- BEBRRAE : B, REMNEFA
- EBEPEERYE

BIRERIRE

£ 1 AWS Snowball ig#& , TEEFREEH. AWS Snowball i2# 58 Snowball 1 AWS Snowball
B EEEHEE T8, ERECHEEEENARTHFERELEE, Amazon S3 FEFEFEM Lambda
H#2 BIE Amazon S3 ] Lambda &R,

MERFHR | 8 EEEEEEA Amazon Resource Name (ARN), i , Hfth BRI ER , Hln
Amazon S3 fEFiTHE K HEEGHEEMEBEA M — ARNs) , I FRATT.

AWS Snowball i2# Rt —HRERBEINEERTE, WETHRENBE | 5528 AWS Snowball
Edge APl 2%,

THRERmAERE

ERHEIER , 2 AWSIRF BETEIRFHEBINER, EEMS K EREEERERTERE
MEFER AWS IRF WZETASEE (BBIRF. IAM EHEES IAM A€ ) B . T 5IEH5I5R 88 H g
=

- MBEFER K AWS IRE RIEFZEAERREIL S3 7R , QBN AWS IRFE EERNES S
( £ & AWS Snowball i2#% , ER2 3 ) -

« MREE PEY IAM ERE , AWS IRF IR FFFAIRE M @ZEMERTEE Snowball Edge EiERY
£% , RIERE AT ERKRETHE Snowball Edge Ri&E. 718 , EAEFE AWS IRFH HEHEE
BEIRo

- MREHE PEY AWS IRF EERVEKFTFTHN IAM A& | AMEA A BEXS G AT AET
£ IRETHE Snowball Edge &, AWS IRFAEMBHN BEETHEER.

i EEH ERNEFEN AWS Eig
ATRBUR R T SAF L B R, T —EARTEA AT A 3R 3L 5F AT BUR RV IR

(® Note

AEEWE AR EA IAM AWS Snowball 84k, ©FEM IAM RBHFMAEFN. MFET
BH 1AM X, F2ERIAM EREERPHTEER AM. DFEFR IAM BERFEEZNRBENE
7, FSEIAM EREEETRHN AWS IAM BERZ2 E,
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EEE IAM BN BRBAUE S BERNBER (AMBER ) , MEBEEERNBRBAUERAER
I, £ AWS Snowball ## ZEUE S AEBRBER (1AM BEK ) o

ES]
- EREBE

EREBE

H A AR% (140 Amazon S3) th XX BUERAERNFFITBR. Sl , BALEBREEE S3 REFh
B UEEZMETENFIETAT. AWS Snowball 4k TXEUERASERNEK.

EEBRRTE  BE. MRNEFEA

HREBEEE (FSHE EREERE) , RESEE—HA API E#E ( 52E AWS Snowball Edge APl £
), MBEUNEEZEK. EERTEL API R/EMFFA , AWS Snowball 24 SE& —HERUE
BURPIEENEE, flan , EHEEKERLUTEE : Createlob, Cancellob # DescribeJob,
AR, BT AP BRETRESESEERENTT.

UTREESHBERTE :

« ER - EBED | B LMER Amazon Resource Name (ARN) RE B EERABERNE R, MEEMA
B, F2BERERE,

® Note

JE % Amazon S3. Amazon EC2 AWS KMS, AWS Lambda Mz iR,
Snowball FXEBE IAM BEEFRR K ResourcetEFIEEEIR ARN, ZEAFFFE
Snowball , SBFEBER “Resource”: “*"HIgE .

- BifF . EABFRRFEBGEAFRIEENERERF, flm , RIBEEM Effect , snowball:*
AFFIIEBERENTARERENT,

® Note
Amazon EC2. Amazon S3 #l IAM XLt Ih6E,

- R - LANEECEAEERETHERSEHERR ; TAAHFRIERB. IRERPEZTER
(oFF) BR , AIBSHEREN. LHaURREEEREN , SEMTRREAEEBLIENER
AETEBREZTRERER &,
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® Note
Amazon EC2. Amazon S3 # IAM Xt ThEe,

- I8 EUSSAERHOBE (IAM BX) # , BRFMEENERERERESTH., HRUERAE
BOBER , BUEEERPGFIANERE, kRF, REIEGCER (EEARNERAERNIK
). AWS Snowball i#i#& TXEUERSEREE,

WEE—FTHEAE IAM BERFEEZNRANFHAES , F2680 (AM E£REERE) P AWS IAM &
%%%o

WEFERATA AWS Snowball ##k AP| BIfERERIER , S8 AWS Snowball i##k API 571 : BiE,
ERNEHSE,

EBUERFIEE RS

BRI, A LMER IAM BURFES 15 E&Z%Qﬁ&*&ﬁ%ﬁ-ﬂﬂ’ﬂﬁ#o Pl BRRERERB 2R
ERBR, NECERABRBESEERGVFMAER , F2RIAM EREERP KR,

ARERRRGE | BRI LMERRALERNHREER. RE AWS Snowball E%ﬁiﬂﬁﬁﬁﬁﬁﬁo T8,
BAILREEMEA AWSE BRHREIE. FE AWS2RIIESHHTEEE |, F2H (AM EAER
) HEVRER A 2R,

S AU AEBAEE (IAM BEK ) AWS Snowball 12 #

AEEREUS S RERNBERES , REIRFEES N TBRREEE IAM 57 (BIEAE.
BEMAR ), EEBERERRTHT , LA FH AWS Snowball i##& ERHTIRE AWS Eif,

/A Important

BRELMETHEEE AWS Snowball i@#% ERFRZERNGSEERNRANBERE. W
FAMES , F2RE PEE ERFIET RS AWS Eik,

REERWEEHHETIAR :

o {#/A AWS Snowball i8#& TIEAMENST
« AWSH Z& (FAXTES ) BE AWS Snowball 52 #k
- EEZEBUREH
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LA BRFT R BUR S

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:GetBucketLocation",

"s3:GetObject",
"s3:ListBucket"

1,
"Resource": "arn:aws:s3:::*"
1,
{
"Effect": "Allow",
"Action": [
"snowball:*",
"importexport:*"
1,
"Resource": "*"
}
]
}
HBEREEMERR

. F—EFRRREEH B Amazon S3 Resource Name

(ARNs3:ListBucket)s3:GetBucketlLocation , #FFiE Amazon S3 fEFETE =18
Amazon S3 B){E (s3:GetObject, M) MEFAarn:aws:s3:::*, ARN BIEEBAFT (*), &

£ E A SURBMEMHATA Amazon S3 REFRRELEH.

« EEREAXER TAA AWS Snowball &% BMEMET A, RAELBEFAEEREMRETT , i

LBESEEERAZT (*), MA Resource EthBIEEBERAFE T

EBERAEE Principal i , BASTEEUS S AERNEESD  EENSEHFITNER. EEHK
HREREERER K EEEAERBEERA. EARMTREEEE IAM AR , RACGHNEEK

R AR Y ZFEA BN ET o

WERERAA AWS Snowball i##% FEEE API BIEREEANERNER K ,
Snowball i&#% API 357 : Bi{E. ERNEHESE,
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Hkk

5/ AWS Snowball i##& FEAFTENEFT

ATAIZE R P H AWS Snowball 324 EHEE API 4 , YR REBREREMFNTT. UFEHERE

API BRERFFREF , 752 E AWS Snowball iZf& API

S B, ERAGESE,

HEMEM AWS Snow RIIEEFZE  BFEERTEMBENT , WTFIIFFTBERMAT®

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:GetBucketPolicy",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListAl1MyBuckets"

1,

"Resource": "arn:aws:s3:::*

I
{

"Effect": "Allow",

"Action": [

"s3:CreateBucket",
"s3:PutObject",
"s3:AbortMultipartUpload",
"s3:ListMultipartUploadParts",
"s3:PutObjectAcl"

1,

"Resource": "arn:aws:s3:::*'

},
{
"Effect": "Allow",
"Action": [
"lambda:GetFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": "arn:aws:lambda:*::function:*"
},
{

"Effect": "Allow",
"Action": [

"lambda:ListFunctions"
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1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:Encrypt",
"kms:RetireGrant",
"kms:ListKeys",
"kms:DescribeKey",
"kms:ListAliases"
1,
"Resource": [
" n
]
},
{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:CreatePolicy",
"iam:CreateRole",
"iam:ListRoles",
"iam:ListRolePolicies",
"iam:PutRolePolicy"
1,
"Resource": [
" n
]
},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/snowball*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "importexport.amazonaws.com"
}
}
},
{
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"Effect": "Allow",

"Action": [
"ec2:DescribeImages"”,
"ec2:ModifyImageAttribute"

1,
"Resource": [
" n
]
},
{

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:ListTopics",
"sns:GetTopicAttributes",
"sns:SetTopicAttributes"”,
"sns:ListSubscriptionsByTopic",
"sns:Subscribe"

1,

"Resource": [

Han

]

},
{

"Effect": "Allow",

"Action": [
""greengrass:getServiceRoleForAccount"

1,

"Resource": [

T
]
I
{

"Effect": "Allow",

"Action": [
"snowball:*"

1,

"Resource": [
" n

]

}
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AWS Snowball ;&5 ¥ EELENANEGT , REWOT :

« ec2: -k u:ﬁﬁﬁﬁ%}”LEﬁi Amazon EC2-compatible#1TERE , WIERHEBHLLETAMEE,
MBFHMEF , S B E Snowball Edge E A E Amazon EC2-compatibleiZE#1TE .

« kms: - EEAFFEAERYNBEZRMBERN KMS €8, MFFMHEA , FBEAWS Key
Management Service £ F AWS Snowball i##%.

e iam: - EEARFEHEETHIEE AWS Snowball 324 SEEN IAM A& ARN |, UIFEEREBE
SN FEBIEEREN AWS IR,

« sns: - EEAHFEAEAHBEINERKE I NEE Amazon SNS BH, MEFHMER ,
BISnowball Edge BB A,

3
$

AWSH) 28 (FAELER ) BE AWS Snowball i&#&

AWS ZEiBRMHEH BYNEENEIL IAM B , BRFSERNERARS AWS, SEHRRRARERE
RRFIFLENFFT  BERNERTEPLT. WFFMEF  F2H (AM EREERE) P
AWS ZEBR.

BT LAEEL SR T 5 AWSEZ EBUER AWS Snowball i##%.
%A Snowball Edge 237 IAM B &BUR

WIERI EAR Amazon S3 REFITERBENMEAF TN IAM AGEK., |IAM &t 4 HEE Snowball
Edge EBEERERZR. HEETEBHR KT AWS A LUE Snowball #1 Amazon S3 EFITFEBHREAER,
BRIANREZREAEZRELER,

EIREN T LE FETH Snowball Edge £ ERF AWS Snow RIIEBFRE , BIMSEN IAM AR
BEFATERNSR 4 PRE, LAEBHERF. BAFF Snowball Edge BEHN IAM A , AEEER
EHRH Snowball IXER , TEARKERBACHRFITR AWS, ZERBRNT,

RIEWN I B IAM A&

1. & A AWS Management Console It 7E https : //https://console.aws.amazon.com/importexport/ B
B AWS Snowball i##& £# A&,

2. BERIEX.

3. EHE—ESERP , EEEAEKE Amazon S3 WFFHER , AREBET—F,

4. HEE_ELSRP , R Permission (7 7J) TiE1E Create/Select IAM Role (B3 ZE IAM &),
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IAM EE X2 AREARRE , BRRAREYHERTEEE Amazon S3 RFATERHN IAM 6
AWS ,

5. REMEEELMFMER  REBRE Alow (F25F).

Z&IRE AWS Snow RIIEEFRE , HHERN IAM B€ ARN 2EZERIELZ IAM AEH
Amazon Resource Name (ARN),

6. EET-—FUTKEL IAM A,

LREFEENL IAM AR | ZBCEREFEIEAZERK Amazon S3 EFFBHNBEAF T, BUM
IAM BEE8TIEP—EEE BURRER#HEAEHEREHES).

EAEBN IAM BE

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"

1,

"Resource": "arn:aws:s3:::*'

},
{
"Effect": "Allow",

"Action": [
"s3:GetBucketPolicy",
"s3:PutObject",
"s3:AbortMultipartUpload",
"s3:ListMultipartUploadParts",
"s3:PutObjectAcl",
"s3:ListBucket"

1,

"Resource": "arn:aws:s3:::*'
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R EHE A A RER W N B EE AWS KMSRE SR (SSE-KMS) R in& 82 fE A E 5 HEEEH# Y Amazon
S3 ffFiriE , CUFERTIIRAXFEE IAM A€,

"Effect": "Allow",
"Action": [
"kms:GenerateDataKey"

15
"Resource": "arn:aws:kms:us-west-2:123456789012:key/abcl23al-abcd-1234-

efgh-111111111111"
}

MEMERPEKR , AAREAREFH Amazon S3 AAFIREFEA 9 R LE, MREFEH SSE-KMS B
BoBRLtE, IgEREEN AWS KMS €8 MEME LENENG. ARSERs FRE&EMNE , At

NERBBmBTEMEE  UERSBRLE, Hit , EEER SSE-KMS #1179 Bt LEZE Amazon S3
B, WA BRE RS AWS KMS €488 (kms :Decrypt) BEFT .

T RFE kms:Decrypt ST W EAEEATER IAM AEEH,

"Effect": "Allow",
"Action": [
"kms:GenerateDataKey", "kms:Decrypt"

1,
"Resource": "arn:aws:kms:us-west-2:123456789012:key/abcl23al-abcd-1234-

efgh-111111111111"
}

UTREHEHAEN IAM ABEH,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:GetBucketPolicy",
"s3:GetObject",
"s3:ListBucket"
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1,
"Resource": "arn:aws:s3:::*"
}
]
}

N R &4 A R AR 2R Um I 22 FE B AWS KMS 3 & £ 88 2Rt 57 B2 (B {E IS AE BB Y Amazon S3 & 17ETHE |
BHEELTIRRXNFTIEE IAM BE,

"Effect": "Allow",
"Action": [
“kms :Decrypt”

1,
"Resource": "arn:aws:kms:us-west-2:123456789012:key/abcl23al-abcd-1234-

efgh-111111111111"
3

B LB B BT IAM BEE |, UATFER AWS Snowball ;84 EIEM API B4EHF T, B LUEE
WEITHREEZTEEELHTH IAM FEHEREE,

EFEZEBREN

EADS , GAAREET S AWS Snowball i84& EHERHEXF W LA ERRMH. HEEH
AWS SDKs 5 B , ELBEETEF AWS CLI. BEEATRAR  BEETERANTHENG
A, ERE A AWS Snowball Bk TR AFBNIA FFAHB,

(® Note
FRE € HIEREE A us-west-2 [BiF, , BEFWIRS ID & BER.

& 451

o E61: RAFFFERERMERUAER API 5T Snowball Edge B A B BUR
P2 BEVEAFBHNAGEE

- EHl3: BEVEHFBNAGEE

g5l 4 EHNACHTHMEERER

AWS Snowball ##% API 51 1] : Bi{E. ERMEHFSZE
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g5 1: RAHERAEERMEBLER API 5T Snowball Edge £EBMW A G®BE

UTHARRERARNEAEREE API RTERIBER VAT EARRNLELH, TE R
% Snowball IAM BB EERERBERRR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "importexport.amazonaws.com"
1,
"Action": "sts:AssumeRole"
}
]
}

ghl2: BAEAEBHNAGEE

O LERTYABEERE , BEM AWS Lambda EREH Snowball Edge 237 FE AE# AWS loT
Greengrass o

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"
1,
"Resource": "arn:aws:s3:::*"
I
{

"Effect": "Allow",

"Action": [
"s3:GetBucketPolicy",
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads",
"s3:ListBucket",
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"s3:PutObject",
"s3:AbortMultipartUpload",
"s3:ListMultipartUploadParts",
"s3:PutObjectAcl",
"s3:GetObject"

1,

"Resource": "arn:aws:s3:::¥

"Effect": "Allow",
"Action": [
"snowball:*"

]I

"Resource": [

"

"Effect": "Allow",
"Action": [

iot:AttachPrincipalPolicy",
"iot:AttachThingPrincipal",

"iot:CreatePolicy",

iot:CreateThing",

iot:DescribeEndpoint",

iot:GetPolicy"
1,

"Resource": [

i n

"Effect": "Allow",
"Action": [
"lambda:GetFunction"

]I

"Resource": [

"

"Effect": "Allow",
"Action": [

iot:CreateKeysAndCertificate",

ERANEBNFEURS
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"greengrass:CreateCoreDefinition",
"greengrass:CreateDeployment",
"greengrass:CreateDeviceDefinition",
"greengrass:CreateFunctionDefinition",
"greengrass:CreateGroup",
"greengrass:CreateGroupVersion",
"greengrass:CreatelLoggerDefinition",
"greengrass:CreateSubscriptionDefinition",
""greengrass:GetDeploymentStatus",
"greengrass:UpdateGroupCertificateConfiguration",
"greengrass:CreateGroupCertificateAuthority",
"greengrass:GetGroupCertificateAuthority",
"greengrass:ListGroupCertificateAuthorities",
"greengrass:ListDeployments",
""greengrass:GetGroup",
"greengrass:GetGroupVersion",
"greengrass:GetCoreDefinitionVersion"

1,

"Resource": [

g n

g3 BYEKEBRHNAGEE

BULERATYABEEHRE , BEM AWS Lambda AWS loT Greengrass & #) Snowball Edge 2

3 [ HEHS .

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:GetBucketLocation",

"s3:GetObject",
"s3:ListBucket"

]I

ERANEBNFEURS
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"Resource": "arn:aws:s3:::*"

"Effect": "Allow",
"Action": [

"snowball:*"

"Resource": [

"

"Effect": "Allow",
"Action": [

iot:AttachPrincipalPolicy",
"iot:AttachThingPrincipal",

iot:CreateKeysAndCertificate",

iot:CreatePolicy",

iot:CreateThing",
"iot:DescribeEndpoint",

iot:GetPolicy"

"Resource": [

i n

"Effect": "Allow",
"Action": [

"lambda:GetFunction"

"Resource": [

iy
{
]I
]
}I
{
1,
]
iy
{
]I
]
}I
{

"y

"Effect": "Allow",
"Action": [

"greengrass:CreateCoreDefinition",
"greengrass:CreateDeployment",

"greengrass:CreateDeviceDefinition",
"greengrass:CreateFunctionDefinition"

"greengrass:CreateGroup",
"greengrass:CreateGroupVersion",

ERANEBNFEURS
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"greengrass:
""greengrass:
"greengrass:
""greengrass:
"greengrass:
""greengrass:
"greengrass:
""greengrass:
"greengrass:
""greengrass:
"greengrass:

1,

"Resource": [

i n

CreatelLoggerDefinition",
CreateSubscriptionDefinition",
GetDeploymentStatus",
UpdateGroupCertificateConfiguration",
CreateGroupCertificateAuthority",
GetGroupCertificateAuthority",
ListGroupCertificateAuthorities",
ListDeployments",

GetGroup",

GetGroupVersion",
GetCoreDefinitionVersion"

g5l 4 FHNASFITNEEEER

THRPNACHTHRRRARREACEANLEERER, ER XM

2
hil

{
"Version": "2012-10-17",
"Statement":
[
{
"Effect": "Allow",
"Action": "sns:Publish",

"Resource": ["[

"Effect":

"Action":

[
"cloudwatch
"cloudwatch
"cloudwatch

1,

"Resource":

L

i

]I

[snsArn]]"]

"Allow",

:ListMetrics",
:GetMetricData",
:PutMetricData"

ERANEBNFEURS
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"Condition": {
"StringEquals": {

"cloudwatch:namespace": "AWS/SnowFamily"
}
}
}
]
}
THEHNACEERERREREACEANMSEER, ER—IXMERE,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {

"Service": "importexport.amazonaws.com"

b
"Action": "sts:AssumeRole"

}

]

}

AWS Snowball i##% API 517 : BifE, ERME4HS2E

BIRREDWEEIEE AWS ElRWBEAEER IAM B2 (B2 BRBE) WHETUBKRE |, sE
T5/EE, @558 AWS Snowball i##& FKEE AP B1E , UREAIURFHTEIEFTNEHES
£, ERTELRAURTITZ AWS ERWEE APl RE, BEBER Action ML FIEESE ,
REBEEBEMN Resource MU P IEEERE.

S&T LAFE AWS Snowball i@#& BURH A AWSEE R R 5| 8RR IEMRMS. MFEAWSERIIEIRE
ZBEE , F2H (AM EREER) I AR,

@ Note

EEIREHE , BEARE AP REBRBMN snowball: F& (i
i | snowball:CreateJob),
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AWS Snowball Edge A #Y & &% F ES 422

EERHERE N AWS BRI RN ASEM., AR AWS Snowball Edge MIMEENEERR S . B
SEREN  UEERLESHAMBEERBEF. AWS REBETEREREN AWS Snowball
Edge BRI O EBEESH :

AWS CloudTrail H&&

CloudTrail 2t &, ABE AWS RIEIE AWS Snowball Edge EHEE APl REEH AWS
BRERFEREENGTSE. £/ CloudTrail WEKER , B LLHIEE AWS Snowball Edge AR
R/ APIFER, RHEFBRN IP iy, REFBROAE, REFRNERE , UREMFHER.
MEHMET , F2BEH 528 AWS Snowball i2#& APl FEIY AWS CloudTrail,

B & REFE AWS Snowball Edge

EETHR 2B AWS R ERESHATENEGEER , F2BAWS ¥ A SIS ERRREELR
HBNESHRFTE, WFE—MREA , F2E AWS Compliance Programs,

B LAMER TEE= SRS AWS Artifact, MFEFMEF , F2RE F FTHHKST AWS Artifact.

IER BNSREME AWS R BURRERNEEME, BLANEHRER , UARERAEENER.
AWS R T ERRHEI SR

- REEHEAE - EEMRIFREFEETRARTRTEBZE , UIRUHBLLHESHAIIENTS R,

« HIPAA £ IRIESE - 5 HIPAA S8R, W3EFA AWS BRI EAFS HIPAA B,

- AWS ERER - L TEFMAEMNESTRERAREHNEENVE.,

- AWSEFEHEM - ZEBREANAETHRAREEEE, AEMRERAEZERE ( 3REERE
ER MR (NIST), IFFEEXLZLEEZES S (PCl) MEREZEE(ARB (1S0)) RE AWS R
MG IEEELRLEHNREER,

{ AWS Config FIE AB358) R RIFHEER - AWS Config RIS L EREERFS AL
B, EXENFZHANEE,

« AWS Security Hub — & AWS fR# A EE L ERBH P Z 2 ARE AWS, Security Hub EfZ £
#l , TFEEN AWS BRI BELN EHER/EEHTELLEREENGEER, NEXENRE
FMIREEE | 5520 "Security Hub #4122,

« Amazon GuardDuty - EEEZRZNRESBEARNMERES , ML AWS R FEREE AWS 1§
B, IT#E%, R5NERNEBERE. GuardDuty TREHESHEBFIEENARERNESR ,
LA Bh 4R K FE PCI DSS £ & ERRMWERE R,
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« AWS Audit Manager — & AWS AR# AT # B8 5E &% AWS AR , UL EEEREBI AR , 2
REFESEHANERZEN SR,

AWS £IRERRIERUL AWS B M TRERSAEREZE, AWS B RHESEERRHN BN
TAESE , EETHEISNEEE, SHEENSEREREEE, BBUAESE , BAERETEEEN
FEREXNERNE  BENETRAESCBABRERE K MASREPEH. TAESNTAME. BiE
RENMRTRED , IRE-—FZSEENPONERERREES,

0% AWS B MAAESNHEER , HSM AWS 2 RERBIE,

R EREEEZ £ AWS Snowball Edge

EAZERK , AWS Snow Family 2 AWS IR ZLMNRE, WFE AWS ZLREUR ]
AWS REEBRGEWHEEBEEN , F2RAWS Einit, EEFHERREZENREERRFTEN
AWS IRI% , F2E L2 X AWS Well-Architected Framework By E 1 55 iR &,

BRI LAE R AWS Ry API FEIL . AWS Snow Family ZiBHERREFE . FRAERLAIETIE

=:

« Transport Layer Security (TLS), EMFE TLS 1.2 LEZEEH TLS 1.3,

- BRTEXEEFRPFS)NWEBEM , 0 DHE (Ephemeral Diffie-Hellman)s ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), BRARM (M Java 7 IEFBRER) A S EZEBELERN,

B BRLACERFIREHR ID FE IAM TRMEEBNLAEFHNSR/REE, NF , BUUEH
AWS Security Token Service (AWS STS) UEX ERRZEBEUKEHE R,
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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ER T2 A Snowball Edge % EE#m &R

BTR, S8R0 AWS Snowball i##5k BEERHBEMNER , URETURBMAFELSER | Ui
BREREZHBN R ERTEMN,

EI8MEM Amazon S3 NMEMERUEAMERIRIFERE] Snowball Edge K , R ZEARERHN, &
CREANGAREEHENFESRIEER.

REMS K ZRASAESEAREE GA—BIoHWAEER) BN EEREHEN, B Snowball Edge , E
THEEE FNREETEHT T AWSCLI G5k, INfERELRELAN., RELANANEREER
EREEHBEINTEY , WIRBRREBERENER,

aws s3api list-objects --bucket bucket-name --endpoint http://ip:8080 --profile edge-
profile

EELREAMNMTAHETE  HEBNERTEEA Amazon S3,

REEREREZF Snowball Edge & ¥} /E 5k

£/ Amazon S3 EEZ25 5 CLI B , B E R E Snowball Edge WE RN AEEE, AMEEFNRS
ATAREAKAFRR AR LARBTEITEE,

5140

aws s3 cp folder/ s3://bucket --recursive > inventory.txt

Snowball Edge ERlEFHRNERRER

BARBIERE  HENEN (ERIAEERN B2 ) TEEABEN, UTERFHZRNER
REA :

- ERERTRER.

- EREREETEHEINER., EXNBERENRI RN , YELA XKV ER,
- ERERAPKR5TB HER,

- ERBERARN 2GB WEH#KN,

- ERRERERICENRTEERRTFSER Snowball Edge £E.,
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- BERBERERIIRENRE Amazon S3 ¥+ iR an & % AI#Y Snowball Edge & E.

EELRFBHBPNE M —ERER , BERKk, FUURRSRRFHEINBLERRBBERERE
FR, wEHEBEEH , B2 BEA Amazon S3 # , FE)EF Snowball Edge & H I E #L,

[E A Amazon S3 % , FE)E#E Snowball Edge EEHWE R

BAEETRR , BELERE ] FEERFE Amazon S3 FWER | TR,
BMEEKEEKREG MAEREB B

BEEMEARELE Amazon S3 K , HMEWME T THA PDF EHHE. EREAER , LE/E
EEEABFERHEENTA. NEFAET  F2ENEENERER RSN HF.

S3FE

MBLEZEER T HEKREEREEE] Amazon S3 , BIBIE S EE1E 5T R RS 7T s & 7% 8 Wt 7 B
B, Rz , BAILIES — = %@ Amazon S3 REFETE I EWHMIEE. Amazon S3 BERMEZH
PRE (CSV) BR , BEXIBHEETRENYHREHENFREER ., HEREE Amazon S3 #FITHE
RHEAFENYH (TFHEBEEAERFTRNYIH) .

EEBEAEEAEBRE Amazon S3 RIFAFEERFR , ST AERBEHESERRERLE LE@W
ERETHR, M—R , SR UREZ B RERNER,

5/ Amazon S3 B WH

MREH T T UEREMBMEE | BAIUHT AWS CLI @8 |, A BaNERETRKR
&aws s3 sync. W TEREDE &M S3 FH, WS IUEER 75 =48 H 89 M E#H AV HE RRERR
BEERIN B, WFEFMET  F2H (AWSCLI # T2 E) FNED,

/A Important

MREBIEEAEBERMALTTSHWENY K FEREEEERSERNEDR. ELERSHIETE
Amazon S3 KRR AREE,

A Amazon S3 # 57 & £ Mnaully 430


https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-keys.html
https://docs.aws.amazon.com/cli/latest/reference/s3/sync.html
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Snowball Edge #93& 4

Snow N{AIEE F§ Amazon SNS

Snow fR# E £ XA Amazon Simple Notification Service (Amazon SNS) 2B KB, BT
FLARTHE Snow HER , BRI RME F B4 RIBKEBRMRESENER, HITLRER , &7
LURIZIRAM SNS TEREVHA SNS £, MR SNS FTHONR , CEEATERAEESE
KMS % , ¥EBEEFZE KMS £BBR, 52/ 1Z1Z Snowball Edge E#B £ R IF 5% E o

BYEHKR , BIEEAREE Amazon SNS BN EEE FEA it HEWSIRE AWS BHNEF
BUHALS , BRWRETETN. ETBHIRFNERELREEMITITER , LUHERETR. Amazon SNS
BAEFHASHESETHEREESITE , XIS AERKAWS Snow RIEEFIES,

BB A LARRE Amazon SNS # Amazon SNS = AEEREBEFEBHNNFAL . WEFHER ,
#5828 (Amazon Simple Notification Service & A B35m) I FHEEFA (SMS).

& AWS Snow EEAREEER SNS £7E

#H¥ Snow EMIRESERBAA SNS TEMATFZE KMS &, F£H AWSZE MR NEH
SNS FREHE LW Snow EKAREEE | BB Snow EA IAM BEELEFIZE KMS £8KH1T
AWSDecrypt#l GenerateDataKeyE{E, b4\ , MERBEZTE KMS AWSSBHBUEER,

5/ Amazon SNS B F#=A A SNS FEH [R5 im N &

1. & A AWS Management Console , 3% https : //Amazon SNS F# & B https:/
console.aws.amazon.com/sns/v3/home SNS Fi2 A&,

2. HEBHRKP , BEXE
EXEEEF , BEEARNEERESEBANEIE , ARBERFE,
BB Encryption (IN%) BRI EIT T HIENE -

a. 1E#E Enable encryption (RAAINE),
b. IBE AWS KMS £, A2H
c. HRNEEKMS B 6 HEERER, RFF KMS ARN,

5. EER AWS ZHIREFEABITSR , 552E AWS KMS €8 , ARMBEHIRIZEHTT KMS
kms. MZEREI BHEF] KMS BERA |, 5528 ( AWS Key Management Service B A B5r/) #F
OFERVACE A
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https://console.aws.amazon.com/snowfamily/home
https://docs.aws.amazon.com/sns/latest/dg/SMSMessages.html
https://console.aws.amazon.com/sns/v3/home
https://console.aws.amazon.com/sns/v3/home
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html

AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

EER AWS SRS HM AWS IREEHA BT KMS ARN |, 557 KMS & 8#@# {7 & A AWS
KMS €48 ARN,

6. J#fE Save changes (EFEF), CALNEIERARARSHMNE , YEREEEM,

FXE AWS Snow WEFZE KMS €8 BUR

BUAASIZEW Snow EEREEEBAN SNS EEMER , FFEH SNS TEMEMN KMS BUER |, X AFF
"kms:Decrypt"# "kms:GenerateDataKey*"E)fE" importexport.amazonaws.com"# Snow

AR E 88,
£ KMS ERBERFAFEAELBHAE

1. & A AWS Management Console , Y7 https://console.aws.amazon.com/kms BIRX AWS Key
Management Service (AWS KMS) £# 4,

EEEF AWS Bl , FEAEEA LANERZEER,

EXEAENALA , BEES AWS B #Y #F A5 Snow REFTBHRIFHEBHN EEH.
EEBHEKF |, 1BIE Customer managed keys (BEF ZE£8).

£ KMS €888 d , BEEFENN KMS £BRFIEHEHR D,

BESRBXRSIGR  FRBEERRRF , BUUEIESRBERE T KMS £REFIENE
B, A UE B M AT A EATRY B

7. &% Snow IRFEEE "importexport.amazonaws.com" , ¥ "kms:Decrypt"#
"kms :GenerateDataKey* "E{EH T B BURBUR R, -

o g K~ W DN

"Effect": "Allow",
"Principal": {
"Service": "service.amazonaws.com"
1
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": "*",
"Condition": {
"ArnLike": {

REFFEEN KMS £8BR 432


https://console.aws.amazon.com/kms
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"aws:SourceArn": "arn:aws:service:region:customer-account-id:resource-type/

customer-resource-id"

1,

"StringEquals": {

"kms:EncryptionContext:aws:sns:topicArn": "arn:aws:sns:your_region:customer-
account-id:your_sns_topic_name"

}

}

}

8. REMRFEELEASE A ARRERBURRE:S.

AWS Snow B9 Amazon SNS & &£ 51

EENEBRESER | Amazon SNS BAEEL THEFELHIAE., ELFAER Email-ISON SNS
FEEAHENESH,

EH R SNS &Xl JSON

BEEVEH
{

"Type" : "Notification",
"MessageId" : "dcle94d9-56c¢5-5e9
6-808d-cc7f68faal62",
"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl"”,
"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bd6d) has been created. More
info - https://console.aws.amazon.
com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx6235j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SyYAikP9jstZzDRm
+bcVs8+TOyaLiEGLrIIIL4esilllhIkg
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EBAREE

SNS & JSON

ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1lVyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRJ1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"

}

SNS B g4

434



AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

EHIRRE SNS J&EXl JSON

iz lm

{

"Type" : "Notification",

"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",

"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl”,

"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bd6bd) is being prepared.
More info - https://console.aw
s.amazon.com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}
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EHIRRE SNS J&EXl JSON

FE i
{

"Type" : "Notification",

"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",

"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl",

"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bd6bd) is being Exported.
More info - https://console.aw
s.amazon.com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}
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EHIRRE SNS J&EXl JSON

EEE@min i
{

"Type" : "Notification",
"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",
"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl",
"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bdéd) is in transit to
you. More info - https://console.aw
s.amazon.com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}
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EHIRRE SNS J&EXl JSON

EXiRE
{

"Type" : "Notification",
"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",
"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl",
"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bd6d) was delivered to
you. More info - https://console.aw
s.amazon.com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}
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EHIRRE SNS J&EXl JSON

B2 AWS
{

"Type" : "Notification",
"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",
"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl",
"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bdéd) is in transit to
AWS. More info - https://console.aw
s.amazon.com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}

SNS B g4 439



AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

EHIRRE SNS J&EXl JSON

&0 R
{

"Type" : "Notification",

"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",

"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl",

"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bdbd) is at AWS sorting
facility. More info - https://
console.aws.amazon.com/impor

texport",
"Timestamp" : "2023-02-23T00:27:
58.831z",
"SignatureVersion" : "1",
"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx6235j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SyYAikP9jstZzDRm
+bcVs8+TOyaLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkkapqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMD@1zmJuOrExtnSIbZew3foxgx8GT
+1bZklLd@ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4zDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a.pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el@3
9402-24e7-40a3-a0d4-797dal62b297"

}

SNS EE1Ei 4l 440



AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

EHIRRE SNS J&EXl JSON
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{

"Type" : "Notification",

"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",

"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl”,

"Message" : "Your job Job-name

(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bdbd) is at AWS. More info

- https://console.aws.amazon.com/
importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}
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EHIRRE SNS J&EXl JSON
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{

"Type" : "Notification",

"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",

"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl",

"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bd6bd) is being imported.
More info - https://console.aw
s.amazon.com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}
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EBAREE

SNS & JSON

{

"Type" : "Notification",

"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",

"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl”,

"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bd6d) complete.\nThanks

for using AWS Snowball Edge.\nCan you
take a quick survey on your experienc
e? Survey here: http://bit.1ly/1pLQ
JMY. More info - https://console.aw
s.amazon.com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx6235j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SyYAikP9jstZzDRm
+bcVs8+TOyaLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkkapqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMD@1zmJuOrExtnSIbZew3foxgx8GT
+1bZklLd@ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4zDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el@3
9402-24e7-40a3-a0d4-797dal62b297"
}

SNS B g4

443



AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***
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EHIRRE SNS J&EXl JSON

2 HUH
{

"Type" : "Notification",
"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",
"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl",
"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bdbéd) was canceled. More
info - https://console.aws.amazon.
com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}
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£ 528 AWS Snowball i2#& API FEIL} AWS CloudTrail

AWS Snowball 5, Snowball Edge R#EEE & AWS CloudTrail , WIRFSIREERE., ABHRIEA
FRENE)ERYSC 8%, CloudTrail &H#EY AWS Snowball Edge FRISHIFTE AP FEAY, #EELAY I IL A $E R
B AWS Snowball i## R¥IEEAMHLU , URE AWS Snowball i## RIEKEE API HEXT
P, mREENEHE , BITTEAE CloudTrail E4#FER{SZE Amazon S3 f#ZETEE , BIERY AP
AWS Snowball ##& HIMEH, BIERRFEER , (KA IER CloudTrall FEEFHNEHESE
ERREHENH. EALAEA CloudTrail FIUENERR , ¥IEEA AWS Snowball ##& Family API
REMEER, RBEFBRG IP i, REFBROAE, REBROERB , UREMFMAEA.

EEHE—F T H# CloudTrail , FZREAWS CloudTrail {FEAEZEERE)

AWS Snowball i&#% CloudTrail FHIE A

EREINIRE AWS IRF B |, 88 =2 BUA CloudTrail, & EEE 4R AWS Snowball ## |
ZEBEREHARERHEPWEMRE AWS B4 — 252X 1E CloudTrail B4k, ERATLE A,
BENTHBEWEGH AWS tRF, MEFMENR , 528 (AWS CloudTrail FAEERE) PHEHR
CloudTrail S5 & SR g R =4,

EEFERE PHEMH AWS IRF |, B WS4 AWS Snowball 184 , FBEIIEH., RZERES
CloudTrail # AFERRX I E Amazon S3 REFITHE. RBIEFER , ELEERAEBIKRRK , BREE
BEIFrE AWS EE, BRELH AWS 2 EI[E AWS E1F FrfE WEH | 1§ A FEEEXTRIE
EM Amazon S3 RAEFTHE. WA, BULEREHAM AWS R , LUE—Z 5 FEE CloudTrail BEE
PATRENSEHER ., MEFMENR , 528 AWS CloudTrail FAEEBFHUTER :

- BVIBRIHEIE

« CloudTrail BN REMNES

« FXXE CloudTrail B Amazon SNS &4

- RZEEFEW CloudTrail AFER , MR ZEIRF K CloudTrail HFEFER

FIEEBEEBESHSCHEE AWS Snowball Edge APl 2+ | I i CloudTrail 528% , B8 T 54l
o

- BATREEZEFBBEN , 7858 CreateAddress B1E,

- FREMEE API 0 GEAMALL Get, Describe = List AT EREN API 1) TEECHKEET
E
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/snowball/latest/api-reference/api-reference.html
https://docs.aws.amazon.com/snowball/latest/api-reference/API_CreateAddress.html
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B-SEMHNAREXRNSLSELFRENETA. 5o EATHEEHE T5IEE !

- 2EMEAE R AWS Identity and Access Management (IAM & ) EAERHIREHEES
- REZBRE , RACEATHEACEBMS I EAENERLZERE.
- ERERSHEM AWS REEL,

MEFMEF , 5B AWS CloudTrail A FEREFHI CloudTrail userldentity Jt3&,

T W BEFEEZRIEB AWS Snowball 2#%

BHE—EHRE K TESHUEFEZERNTERARNZLEIEERN Amazon S3 f#1ZETE8., CloudTrail B
*E??@ —HZEAFER, —EEHATARFREMNE—FER , XITSHEREBIE. BFROWB PG

5, BERBEEEH. CloudTrail BEFENIEMRAHE API RIUMHEEEREEF , RETFEUMEMESEIE
V&fﬁ.o

T %| &5 88 'R R & DescribeJob #/ERY CloudTrail HEEE .

{"Records": [
{
"eventVersion": "1.05",
"userIdentity": {
"type": "Root",
"principallId": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-01-22T21:58:38Z2"

11,

"invokedBy": "signin.amazonaws.com"
},
"eventTime": "2019-01-22T22:02:21Z2",
"eventSource": "snowball.amazonaws.com",
"eventName": "Describelob",
"awsRegion": "eu-west-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "signin.amazonaws.com",

"requestParameters": {"jobId": "JIDalb2c3d4-0123-abcd-1234-0123456789ab"},
"responseElements": null,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/snowball/latest/api-reference/API_DescribeJob.html
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"requestID": "12345678-abcd-1234-abcd-ab0123456789",
"eventID": "33c7ff7c-3efa-4d81-801e-7489febfff62",
"eventType": "AwsApiCall",

"recipientAccountId": "444455556666"
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AWS Snowball 2% Bt 58

B L E T EREIBRAEA AWS Snowball 4% &= ERFINEA.

/A Important

E & A Snowball Edge #%#& #HE# F| Amazon Simple Storage Service (Amazon S3) B |
s2fE , 1851 Amazon S3 ¥4I K/ fE sk /s 0 (L TTHEEIHZ K 5 TB (TB).

3

Y [E 15 AT A 1 AWS Snowball 32 #5%

THRKR BFET AWS Snowball 84 A A BES,

=15 Snowball Edge & A%
EEIRE (=) v
KEIRER (HE S B 2L #D) v
EEFEED (A e EzdbER) v
XEIFEED (BLEM) v
AWS GovCloud ( EEBIHREP ) v
AWS GovCloud ( EEIFELP ) v
MEKX (FEF) v
SRR (FEHNE) v
TXREHE (ZE) v
TAEHE (KER) v
DAEE (H) v
EAEE (F K Vs
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Ei5 Snowball Edge o] 1%
DAEE (EHR) v
DAEE (RR) v
BN CERAE) v
BUM (ZHEH) v
B (R v
B (OKBE) v
B (BER) v
BN (BT S RE) v
R (FHEEE K LE) v
mEEM (BRE) v

MEAAZE AWS WEFSMRHNEF , F28 () P AWS Snowball Edge imZ AL EH, AWS
—xBE

AWS Snowball 321 1F75#Y PR &l

7 AWS Snowball 8% EBETKEFEETHIREF :

- ERZ£EE | £A AWS Snowball i##F HRENEB L AT EREN 360 RKATHK. WREFE
RE—HZELEBHEIB 360 X , 5520 3 Snowball Edge # & L#) SSL BFE. &, £ 360 X
% LEQEINHETE, BLEEN, MAXZAMER, R AWS Snowball ##& £ B EATKHM
EIEE , RANATSEEE ENWREERER S Amazon S3,

« AWS Snowball i## X E#H Amazon S3-managedNZ £ #& (SSE-S3) WK HME , UKk
£ AWS Key Management Service & &8 (SSE-KMS) M RREFIw % . Snowball Edge £
#9 Amazon S3 HHB R F X & SSE-C #TAMEENRFEH. MBFHMENR , F2H (Amazon
Simple Storage Service EAEERE) PHEA ARSI HMNEZREELR.

- MREHEH AWS Snowball ;@4 REEAER , MEAFEE@WAYEREIBE — Snowball Edge &
ARMNER  FEYHMER., SEELTHETUERZE Snowball Edge # &,
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« WAL —IXBEEH Snowball Edge ZEEHENFERRBRFAZMEERS 1 8 AWS B, WREE
ERERBREASIELEETE , BHIE AWS &,

- BERERENYHTRENTERE, - SRFFERNFREMR filename M filesize, FF
BHEMATREMET GG FRER -

-rw-rw-r-- 1 root root [filesize] Dec 31 1969 [path/filename]

HYIE =R PR & AWS Snowball 32 #
Rate Limiter ARAZEHIRRB[ERREDPHNFRIER,
Amazon Snow S3 Adapter E 4R R %l

Amazon S3 E#) Snowball Edge E#RFEH _EPRA 1000, 1EfIE#IB 1000 HWERBEERIEE.

£ Snowball Edge & E & A B E AR F

BAZEH AWS Snowball i#i% KEREIHENERFETFIRS :

- FEETEANERLEARNFRERE, ShHEINERTEEA Amazon S3.
- TXEERAE—FE , AHEIB 1500 B THEN 2 KFEEAE,

- EMEEHNERE , Bl , EBRPEREERENYH (/ HN\) TE8H. EELSEERRNE
Atz al , BREMEEBUBRRR,

- FRAPBRERERE  HHEXDLERA 2GIB,
Snowball Edge #£i& t ) EEHTEREXE
LA 2 AWS Snowball i##% £ E HEEERNFBEFEBEN LA ERES,

Snowball Edge LHBEE ERFHFELRE

EEERTANMTFEIEBEIN Snowball Edge #£E LE A Amazon S3 EERHNER, MFHEEEM
TR :

Snowball Edge BEE HELREFEHTERKZ A#IT 20 AMIs 1 10 BHEHEE.

R IR R 4| AWS Snowball i #& 451


https://aws.amazon.com/premiumsupport/

AWS Snowball i2#% B A B5r

**Unable to locate subtitle***

TR EE

sbel.small

sbel.medium

sbel.large

sbel.xlarge

sbel.2xlarge

sbel.4xlarge

sbel.6bxlarge

sbe-c.small

vCPU
700

16

24

=g
(GiB)

16

32

32

x &

BES
1]

Rt
Bt

1t
7

B
ft

e
B

ft
Rz

1 gES
1t

(ERE
1 gES

1t
(ERE

Bz
ft

Rtz
Bz
ft

B
B

1t

Snowball Edge L HBE &R H#EFEE

452



AWS Snowball i2#% B A B5r

**Unable to locate subtitle***

TR EE

sbe-c.

sbe-c

sbhe-c.

sbe-c.

sbe-c.

sbe-c.

sbe-c.

sbe-c.

medium

.large

xlarge

2xlarge

4xlarge

8xlarge

12xlarge

l6xlarge

vCPU
700

16

32

48

64

=
(GiB)

16

32

64

128

192

256

<&
Ry &
B
|

BE
R fE
1t
B
RIE
1t
B
1 gES
1t
B
- gES
1t
EH
1 gES
1t
EE
1 gES
1t
EE
1 gES
1t
ER
1 gES

1t

Snowball Edge L HBE &R H#EFEE

453



AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

HATERREE vCPU iR xE
Bty (GiB) Ry &
BES

1]

sbe-c.24xlarge 96 384 EHE
RiE

1t

Snowball Edge £/ FiEE & )RR

Snowball Edge £ E FWWFIARBHEEARE LN —LEFRER, EARANCTHERTEEREY
Snowball Edge & B ERBHHEHEEIR, fln , MREEEMRE NFS M H , ARERERELSE
B E#1Tsbel. 4xlargeiEBEHITEE , NFS NEHBHEAIERE . UTHRTEEERELTHNE
R, AR S EREHNERER.

- MRRBEFRES ACTIVE :
- EREFESEEEL , 8% 24 8 vCPU M 32 GiB iLEE T AREHHTEE,
- EEEREMERL , BREHEHTERAE 104 8 vCPUsH 208 GiB HIFCRE.
R AWS loT Greengrass #l AWS Lambda £ # AWS loT Greengrass =& ACTIVE :
- EREREMERL  SERBSER 4 @ vCPU &0 M 8 GiB et
- EEHESEMEERL | SERBSER 1 8 vCPU &0 M 1 GiB B,

« SR NFS M2 ACTIVE , {87 Snowball Edge #£& LA/ 8 8 vCPU #&/U# 16 GiB HIEEE
B,

- SR Snowball Edge £HY Amazon S3 &7 E AMD EPYC Gen2 fl NVME &{E{LH
Snowball Edge iZ& A& ACTIVE , B Snowball Edge L H{K#H%E% 3 TB Amazon S3 A
FFRNE -2, ©F A 8l vCPU B/ 16 GB 212, ¥ Snowball Edge EEH#EIB 3
TB Amazon S3 AR IFRMNE—EI% , ©A 20 {8l vCPU &% /U 40 GB iLiEfE, HRESK
BfEA 20 1B vCPU #0140 GB fEC B8,

B LAE A Snowball Edge AAF IR EH @, HETBRFE 2B ACTIVETE Snowball Edge
snowballEdge describe-servicelt., MFBFHFMEF , FSBIE Snowball Edge F#1T 2 BRIEH
I AREE,

Snowball Edge Y 3t FiEE &R PR %l 454
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&% Snowball Edge 2t E /Y PRl

T B BR %138 F FAIE )X AWS Snowball 324 & :

« AWS T&#§ Snowball Edge £ & &% ZIEBUS .

« AWS T2 3EEE [EiH < Bi&Ei% Snowball Edge £& , #lin , BN ( SEE ) JEN (EER
B) SEAED (BHR).

« TR Snowball Edge £EB ZE I IKKFTIEEE R/ EUAN L , M BiER AWS R K

=h
TAo

MBEEMNFMEN , 552 B Snowball Edge BIEIAE &,

B2 & [E Snowball Edge LAHETTFE A B BR &
EEREREA AWS , EBLEZFATIER
« AWS Snowball i2#& KEFTSEZAR. BRTHRER., SEMEBW=MEPF , RFEMELER

VZESRIBIREE 2N | B REERE R AWS Snowball 24 #iE,

- HEBRTBZE, BT LA Snowball Edge #£E M ={EF , EFIPHEREFEEAIL , LB
I,

 Snowball Edge £E& LM E Ink BT™M AR, CEXEETNERSTHRASEREHZE AWS Snowball
2R XBEREBELNERER,

® Note
BEENFTETRFAIELERE Snowball Edge £ EHLERER , EEHHITEMIE,
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WEES2 BT AWS Snowball 3845

HIERDEE

ERCET I —AR%EER,
« Amazon S3 FHIYIHER KN ERA 5 TB,

« E#ZE AWS Snowball @4 KENYWHNERKRE LRA 933 i, EREVBEFENFTEEE
ERZENMTE  XTREBNE[/RE LRMNA 933 BTl TRERENYESEERINH
2%, tFHRERFTE. At , AEEEREEAEREERABHNERTUERREREB 933
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- ERZ£EE , £/ AWS Snowball :2#& BT HE L AEEREN 360 RKRTEH. IREFEE
RE—HZEEERIB 360 X , 5828 FH Snowball Edge & F#) SSL BF¥., &R, £ 360 X
% HESEIETE, BELBEN, MAXEBER, IR AWS Snowball i##% B E AKX
EIHEE , RMNATUKEE LW REERERE Amazon S3,

- WMREMEA AWS Snowball 24 ZEBZFEHNER , RMFETHE, ERMEEAF , X3
EEAUARESEFAEPEIEENEERER AWS B, WERFNFHMEN K F28 ZENER
Snowball Edge F Fifio

£

« 05 Snowball Edge

+ ¥§ Snowball Edge KB REIBEHETHER

+ ¥} Snowball Edge HYELREEE THERD

« ¥ Snowball Edge #Junlock-deviceds ¥ 5 BBt 1T FE R B
+ ¥} Snowball Edge Y& A\ &R BT E R B

+ ¥ Snowball Edge W E RS B EETHEE

« ¥ Snowball Edge AWS CLI H R RE# {THIEL B

« ¥} Snowball Edge LW EEFTEBHTHEDE

a4z B Snowball Edge
£/ describe-devicem TS REEHE , RETE T RDeviceType P EHEEM E , LAHIETE
/ﬁﬁo

snowballEdge describe-device

Example describe-device #iH#Y

{
"DeviceId" : "JID-206843500001-35-92-20-211-23-06-02-18-24",
"UnlockStatus" : {

"State" : "UNLOCKED"
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"DeviceType" : "V3_5C"
}
DeviceType 1 Snowball Edge 2 E#H&E

DeviceType f& SEAHRE

V3_5C Snowball Edge £/ AMD EPYC Gen2 #
NVME ETE&E HE1L

V3_5S Snowball Edge fF & {£1t 210 TB

1NZE Snowball Edge & EHRNFFMER , HSBAWS Snowball 245 ZEFEEA,

¥t Snowball Edge BYBA#E B AT PERD

T 51 & 3R AT 167 BY 48 5% B BE A% BXE) Snowball Edge FFATREER E M R EHE,

- ZRERMETE 10 7ENRE, BRELTBBIREREE.
- BERHERNEEWNRETC LR EEE,

- BIEHUEFRNEREREMENERFHER,

- BRAERNEREED S —EENERFNER.

¥R HIE Snowball Edge &€ ER LCD R BEEETHIEZ K

BB , Snowball Edge £ EMMEIR®E , LCD B st B TIBE,
- LCD BERE®N , f£/45EH Snowball Edge £ BB ERIIZT LCD &R L NSRS
%, TEERES.

« LCD &/ T 2HBRELMN Snowball Edge , EFREFEX D ENKE, FAENERKAEETTS
BN,

YRR REE TR R E 458
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Starting up your Snowball Edge, this may take a number of minutes.

RTERRMAE , LCD BB S BEERENEE

1. #{R Snowball Edge £#EZEEEZER , EEREERMEIR,

2. BEBHERRIFER1I 2/, BELBEEAMNEHENMAEHEK.
3. RE#£EE , LCD EEAIAFEA,

Snowball Edge REAERAEEHEEEZRIN B %

1. BREWEZBERTEEN Snowball Edge £, ETFREEE L2 ENERE, ARAE 10 9,

2. HEEEL  ZEENMRBRERES. B ASKEHR , AERERELEMN Snowball Edge , iEFTEE
FELPENKE, ASKEHER K RELEERD.

HFRHEEE LCD MR BEETHRED 459
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Power off

J Shutting down...

R LCD EHFAEIBRE Snowball Edge , EFREF B D ENRE, EAENRBBERRBRIVA
B, BERATIERF,

REVEIF

1. HLCDERLA K BRTERREARBHAEKE,

2. REBRBFBEELR,

3. RERESREARMIL P ENER 20 5,

4. EEERANARER,

5. ELCDEFELA , BTERZBURAMEENER.

MRBEMAREFE , BEHE AWS X UERIKE W IEWHTEY Snowball Edge EE.
¥REEE E Ink BRI B EEITHEZE
B, 7R Snowball Edge 2B ER#%E , £EHRMW E Ink ERJ|[AUEFETRTIAR -

The appliance has timed out

HABFTRIEERLEE, EEERAT , EASEBMUSHEEDR AWS , EENEXEASWMHE
R,

HEKERE E Ink BRESRNBEETHIEDE 460
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¥ Snowball Edge HYE#RERBEEITHIERS

THIEA T B & &HEHEARZE Snowball Edge R AJREEEI F L RREHEIT SR BEHERR -

« LUEH 100 MB RYIEEEFRYES B AR M B B AR Snowball Edge, HMEBRELRAUEW 1
GB (RER) FERIEER TR,

- MREBERETRMOERE , 559 Snowball Edge EIR. KERFIAER , YRE 10 2iE, &8
10 7ER , FEFMBBERE K ARBA K

- BRREHEEB I A BEEE Snowball Edge 2 B MR IELR
e 55XE , NFS BEM Amazon S3 REEETEH IP #it,

B ERERE , BT TSR

g

- WMREMEEE Snowball Edge BFA , 75 Ping &R IP bk, & ping £E no connect , FEHEFRE
B IP it & AR AE RE

- MR IP U FEBEEEHEMWIERERS  FEM telnet EEREIR 22, 9091 M 8080 LAIE
Bo AIFERIE 22 2¥/E Snowball Edge 2B IEFEEMRE, RIFERIE 0091 AWS CLI ¥ 25
ALARKGETEEEEE, AFERE 8080 ABNERIEE REEMFEA Amazon S3 S3 fEFETHE.
MR LA E R 22 FiELR | {BEEEEIEIE 8080 LiE4R |, F55BARA Snowball Edge WEIR |
REWBRFTERR. B2 10 ER , BBEENERLH R,

¥ Snowball Edge BJunlock-deviced+ BIREME 1T ED K

Runlock-device@H&ME connection refused , BIFJAER M N ZM AR , RESHNE
BREYAHARETTRERE L A S B Snow HE ., FREUSLE)ERMBIVEERER
1. BECERBMAGS.
a. EAEKE LM LCD ERREF T HEMAMN IP it 2E IR,
b. BRETHEANEFAFERRREER K SFEERER,
c. A AWS Snowball Edge EEFEARBEGTHEANFEHB IR LR,
2. BRIEE AR EILEL Snow 2 BV AR R+ /85 L.

. MELEAMNERMNPERERERAFFEN Snow £E., FRAEERKN pingm S RHUBERMRS
A LUEIRB MR EE Snow RE. MEHERENAER. BHARAR. ERLFERE (VPN) RIEER
M ey H bR RS,

BRI REE TR R 461


https://console.aws.amazon.com/importexport/home?region=us-west-2

AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

¥t Snowball Edge WE A FEREZREEITHIEZE
SECEDERIEEANBNETEERE, NMBCRYSEEY  HERMEE TS ERRBEST

%o

MREBEIEAFERRRENFERRESR , FUUBATHEECABNEASTERER, B LUER
F#2 A AWS CLISKE A — 1B AWS APIsFRE T IR1E,

WMREIE Snowball Edge LHITEH , AIFETEFINEAZTERRLARNER. NETREAFE
BENENA , F2H BUSEAERLFE Snowball Edge.

¥f Snowball Edge B E A BRI B EEITHERZ B
AT 5 EE R BIEEER Snowball Edge £ B EAERIRRE,
T E| AWS CLI Snowball Edge V& A EH

WREMER FEIB Amazon S3 EEE AWS Snowball i8#k £Ei@EA AWS CLI , B aJsE 2B REEET
B, BHEFBEAER, BL#1T Taws configures REEEZERAER,

REUENE

EXE AWS CLI ARAEBHITHTH AWS EAER, MNBHMAENR , 528 (AWS Command Line
Interface SEA&IER) HMERE AWS CLI,

HMFERZET Snowball Edge $RERFAE : MELNIAR TN EBNES

£/ Amazon S3 MM E M & BHE# E| Snowball Edge B , B REEBZI T SIERAL

An error occurred (SignatureDoesNotMatch) when calling the CreateMultipartUpload
operation: The request signature we calculated does not match the signature you
provided.

Check your AWS secret access key and signing method. For more details go to:

http://docs.aws.amazon.com/AmazonS3/latest/dev/

RESTAuthentication.html#ConstructingTheAuthenticationHeader

RENE)F

& Snowball Edge A FinENS BN EAER . NFFHFMENR , F2BEEUS Snowball Edge WEAE
o

WEYHEASEEREE 462
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¥t Snowball Edge W& #{E & B EEITHRIER &

MREERHE®E Snowball Edge St & & B FIEEIRBERE , F2EEIR Snowball Edge B
REERMERMEER , LS XEERMNENERNIEE, TIHRATHBEELSERNEREREL
Snowball Edge & , AAJse R £ BBEHETHED

. BEEASERER S Snowball Edge R E 8%, MREEERERZTHEBEFREME , FRILS
ERERETR#, B FEKREFLETKPIEN Amazon S3 REFEER. FHERBIER
L1 B &g,

- MREFERNE Linux , MBEEEES UTF-8 FTHER ELEZE AWS Snowball i## $£iE |, "L
ERAEN Linux @ IRETEEHE UTF-8 Faimif. B SUESENRERE , FEAH locales EH
ZREZH Linux ffRsE L , YKERERAFERAEF—E UTF-8 #EFRE , f en_US.UTF-8, &
AILAE HIRIEE S LC_ALL (B30 export LC_ALL=en_US.UTF-8) 3i&E locales B :

- EEEE #H Amazon S3 REE AWS CLI , BUUEABBHISEHRNERRERK , Hl0 my
photo.jpgs My Documents., Fi8 , BELATLUEEEIEZEK, MEFHENA , FSEAWS
Command Line Interface { EAEIERE) PWEE WS E{E AWS CLI,

£/ Snowball Edge ¥ [E A RBBEETHEDE

BRERELEA Amazon S3, MRZBELTREE , FESREENBERBRENWEE, NMRERE
EZEAN , ABHeEEEEAEREAT. BREATCTEEEE Snowball Edge BV FTER,

HRMHEEBRNFTER  EREEEA Amazon S3

MERRFERREBNFETAZ Amazon S3 X , ME B4 LEE, Amazon S3 EEEBEYHRA
B TAREl, MEFMEF , 528 (Amazon SIEAERE) PHNEIYGHSEETE,

REEN
MRBEWEE  CEEERERBEIEINELIBEACERNERRNEE,

EREBERT , FEGAEHA , WEEPHERAK , UBELEBRERREH, TELERT ,
IEFERZE U Y Snowball EAEH, BEERNERRBBUNGE Amazon S3 R 8| , REBIREH
E=,

MEERRD , BRERENER , BALUEIR AWS CLI 5 #ERERE Amazon S3 AWS
Management Console., MEFFMHEN , 528 (Amazon Simple Storage Service fEFAEIE/) F
M ERMNER K LEE S3BETE 2.
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£ Snowball Edge ¥} [E 1T B EETHIERS

AREIRERELIEN THFE, MRFLELUTHEE , FEREENBERRENEE, WRESR
B|EEL  AGTRFEERERENELE. BRELETREER Snowball Edge RIFTER.

8 5E 6 48 = [ 1 E Microsoft Windows Server

MR Windows TXEWRATEERIEBER K | Al ERZERE L F Microsoft Windows
Server, 5l , MREBWERLERRBEBASER (1), IEHS KK , A Windows FRFZF
THREEERJIERKREZEDR,

REEN

1. REERERZEBNEE, B EAFPRIBLIEH CERTNERNRNER. UFEFHE
A, 5528 ¢ Snowball Edge WA T & H o

2. #%F Amazon S3HEHHEBRIBMRA I ZEFZFTNYHEE,

3. MREBWMEEABWA K RUNBFEIMERAK , ABELESBHEAREKREE  FEIEMSY
R L5 497 14 B 7 BE HHAE 7 o

MBEERRD , BREREER , 5EB AWS CLI F # Amazon S3 EREFH B N YWH AWS
Management Console. MFFFME , 5528 (Amazon Simple Storage Service EFHEIER)
PRy IfAISE S3 REFTRB THIHE 2.

¥ Snowball Edge 9 NFS N EIREE T ED

Snowball Edge TJAER R~ NFS N ERIARAER DEACTIVATED, R Snowball Edge &R %fF1E NFS
NEHNERLTEMASER , TEEREEEER.

REUEN
HEBELEE , FEATISREFELIEHRBE NFS BT,

1. ffH describe-servicedn S RYETARISHIAREE

snowballEdge describe-service --service-id nfs

wHEERETHEE,

HEHEBBBEETHEDE 464
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{
"ServiceId" : "nfs",
"Status" : {
"State" : "DEACTIVATED"
}

}

2. {#f stop-service@mHHEL NFS RS,

snowballEdge stop-service --service-id nfs

3. f#H start-service®mPREAE NFS R¥F. MEFMENR , B

snowballEdge start-service
nfs --service-configuration

%

BIEE NFS /T H,

--virtual-network-interface-arns vni-arn --service-id

4. M describe-servicem S RERBREEEHT,

snowballEdge describe-service --service-id nfs

AllowedHosts=0.0.0.0/0

tEBStateZBHWEA ACTIVE , Bl NFS NEREAER®,

"ServiceId" :
"Status" : {
"State" :
},

"Endpoints" :
"Protocol" :
"Port" : 2049,
"Host" :

1,

"ServiceConfiguration" :
"AllowedHosts" :

llnfsll ,

"ACTIVE"

[{

Ilnfsll ,

"192.0.2.0"

[ "10.24.34.0/23", "198.51.100

.0/24" ]
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HER S3 I W E R AL T VB R IERRET

£/ S3 AT Snowball Edge % & & & & B8 |
IAM ERESRBFFITEBERENER,

&/ RE

REUEN

1. WMELEEERN S3RETRBEXRER FHIFEEBEE,

THED

BT FEERER, WERAER

a. WMRBREAFESE KMS ERELEBER  FRABRKREEZTA ARN, IFRERE

IDo J’)\Tﬁ'{ﬂ T\IEﬁEEIJnn/ °

{
"Sid": "Statement3",
"Effect":
"Principal":
"Action": "s3'PutObject"
"Resource":

"Deny" ,

g n
’

"arn:aws:s3:
"Condition": {
"StringNotLike": {
"aws:PrincipalArn":
I
"StringNotEquals": {
"s3:x-amz-server-side-encryption":

"aws :kms",
"AES256"
]
}
}
.
{
"Sid": "Statements",
"Effect": "Deny",
"Principal": "*",
"Action": "s3'PutObject"
"Resource": "arn:aws:s3:

"Condition": {
"StringNotLike": {
"aws:PrincipalArn":

},
"Null": {

ramzn-s3-demo-bucket/*",

"arn:aws:iam::111122223333:role/JohnDoe"

L

ramzn-s3-demo-bucket/*",

"arn:aws:iam::111122223333:role/JohnDoe"

"s3:x-amz-server-side-encryption": "true"

# S3 AEFHUEIEHR
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}

b. MRREFETBEREAFEEEERNERR LEFREFEHE , Al Snowball Edge &/ Lt
BEERTEEETMUEE. BRBRUAFAR LLEER IAM £HAENHIINRR. UTZ
EREMFEEE B,

"Sid": "Statement3",
"Effect": "Deny",

"Principal": ""
"Action": "sZ‘PutObject"
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/",

"Condition": {
"StringNotEquals": {
"s3:x-amz-server-side-encryption": "AES256"
},
"StringNotLike": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/JohnDoe"

"Sid": "Statements",
"Effect": "Deny",
"Principal": "",
"Action": "53'Put0bject"
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/",
"Condition": {
"Null": {
"s3:x-amz-server-side-encryption": "true"
b
"StringNotLike": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/JohnDoe"

2. WEZAR Principal TTEPIEREEEHN KMS S8 BUR, FA2RUTEAE R ERNGEL,

& S3 REFEUEIESER 467
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"Sid": "Statement2",

"Effect": "Allow",

"Principal": {
"AWS": [

"arn:aws:iam::111122223333:role/service-role/JohnDoe"

.

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource": "*"

£/ S3 REEWME R , $1¥ 403 RILRVEHERET

{8 S3 NEFE Snowball Edge % & & & & B |
IAM ¢ Fi & REFET

REUENE

1. BURTEMHE PrincipalArn, AT BERBEH |

IAM B ARN: *,

TR

EleeEIB R 403 ZILERER, HLERERAIEE
BEERNER. RELEEEAN S3 RELT

BRRRER NIIFEEEE,

LA aws : PrincipalArn Z2EYRHETE &

{

"Version": "2012-10-17",

"Statement": [{
"Sid": "DenyIncorrectEncryptionHeader",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3::

"Condition": {

:BucketName/*",

S3 MK S3 ZEIEEHER
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"StringNotLike": {

"aws:PrincipalArn": "arn:aws:iam::1234567890:role/RoleName"

},
"StringNotEquals": {

"s3:x-amz-server-side-encryption":

"aws:kms",
"AES256"

"Sid": "DenyUnEncryptedObjectUploads",
"Effect": "Deny",

"Principal": "*",

"Action": "s3:PutObject",

"Resource": "arn:aws:s3:::DOC-EXAMPLE-BUCKET/*",

"Condition": {
"StringNotLike": {

"aws:PrincipalArn": "arn:aws:iam::1234567890
1,
"Null": {
"s3:x-amz-server-side-encryption": "true"
}
}
"Sid": "DenyInsecureTransport",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",

"Resource": [
"arn:aws:s3:: :BucketName/*",
"arn:aws:s3:::BucketName"
1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"

"Sid": "AllowSnowballPutObjectAccess",
"Effect": "Allow",

:role/RoleName"
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"Principal": {
"AWS": "arn:aws:iam::1234567890:role/RoleName"

iy
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::BucketName/*"

}s

2. R KMS BEREATEREN IAM A8, AJseERE 403 #HR. BRABRUAAFARLEER
B 1AM EREBBIINRL. AT RIERIVFE ARSI,

{{
"Sid": "Allow use of the key",

"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::1234567890:ro0le/service-role/RoleName"

.

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey*"

1,

"Resource": "*"

3. |IAM SETRFERBMBFRRFRSE, BRIZFERR , FHE Snowball Edge £E EWFIBYHEE
£/ SSE-S3 MZETNE. ERAUTHEEAR IAM B2RHEINRR , LELEMERENER
T LEEWH.

"Version": "2012-10-17",

"Id": "PutObjPolicy",

"Statement": [{
"Sid": "DenyIncorrectEncryptionHeader",
"Effect": "Deny",
"Principal": "*",
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"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::BucketName/",
"Condition": {

"StringNotEquals": {

"s3:x-amz-server-side-encryption":

1,
"StringNotLike": {

"aws:PrincipalArn": "arn:aws:iam::

"Sid": "DenyUnEncryptedObjectUploads",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::BucketName/*",
"Condition": {

"Null": {

"s3:x-amz-server-side-encryption":

},
"StringNotLike": {
"aws:PrincipalArn":

"arn:aws:iam::

"AES256"

1234567890:role/RoleName"”

"true"

1234567890:r0le/RoleName"

4. $HRFALIEHERA NotPrincipal #BEL IP {RHFIEEE PutObject FI7FEL, #TE Snowball Edge IAM
AEHAINARR , WTFIR.

{

"Version":

"2012-10-17",

"Statement": [

{

"Sid": "Statementl",
"Effect": "Deny",
"NotPrincipal": {
"AWS": [
"IAMRole"

S3 T HEHRY S3 FEIHEHER
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]

.

"Action": [
"s3:PutObject",
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3::
"arn:aws:s3::

:BucketName/*",
:BucketName"

1,
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"IPAddress"

]

.

"StringNotEquals": {
"aws:PrincipalArn":

}
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