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WREBAESE , WEEIEIRSRANEEEIEIIE, MERE , 2 BAWS Organizations  EAE
Em) PHRASEAEESTHNEE., EERRERELEHENATSR , BN EEEERBANEEFEB
£ |AM Identity Center,

® Note
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A[LAEA IAM Identity Center 1R P MERENIE APIs REVSHEBHNIRER | AREAZRRBENNE
HPEREARE, HRITRNESEEEEAWS FRMAOHEYEN URL , BERNERABREHUE—F
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EARZHIELT , BEREAEEIATEE, ABEETIHIED—ERFERE , FERARFHTER

- BREHTIXZEAWS SEERRAERANTRER , LMHERRARARENESENERER.
- BREFEEEBEBTERA IAM Identity Center , BEEEXE—HZE AWS ZEERAEN.

« &8 |AM Identity Center RABBFITERE , BEEERZEN AWS ZERARX LB R RBEIT
BERPEAETERNRREERES,

- BEEREIEEMEN AWS . Sl F= L ERFIEER AWS RS AWS 1RF.

/A Important

WMREFTEIER IAM Identity Center XEZEIRFHHEBAREN , FEABBITEE. RS
PITEE N B ERARH,

IAM Identity Center EYiR F #4175 B2 16



AWS IAM Identity Center EREEmR

AWS X EIRFHATEEBNZERAREN
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IAM Identity Center IR S #11T{EME, FH AWS SERARBRBIREHITEBREIHN T AM,

B B iR 5 89 7] A 1 PR A

% E 7 AWS Organizations B B 1R F A E5E IAM Identity Center FItR S 1TEEE , THH A —EHFRHY
WA true :

- BHEBF R A IAM Identity Center BV H A #1TEEE,

- BB TE 1AM Identity Center FARBEITER , BFTRBEES AFFEIL IAM Identity Center
HIMR S #/TEEE (BAM 2023 £ 11 B 15 B2 R BN NABATEE ) .

- ZBHEMBPE IAM Identity Center AR BTER K MBTEREESHEBTHOREIRFFE
BARFETEBNEY (EAR2023F 11 A 15 Bzl BUMWERHTER ). WERHA , F
SRATERERFPEIIRFHTERE.

e LREP—@BIRHR , THRBRESSES true :

- BHEBEMAREINREIZEBE , AFIERERFEIIRS HITHEE,
- i A, BELERRE FIERE IAM Identity Center I {TEEE AWS &1,

- BWIEFE AR IAM Identity Center AWS B35 By F T, WF BEHNFMER , F2H AM
Identity Center [E15)& BHREEF IR

REHITEEZESR

IRFHATERBRERIRERAROIFRE , YRFEEBATEETRNNETFE, EEUIRFHATEE
ZBl, FBERTIIEE :

- IRFHTERBTXESISE , Rt A& WFELAWS 1RF.

- BEESIRFHTERERISHEABHITEE.

- BEERAWS ZERAEAXRIRFHTER.

- BIRFHTEBARNRBRNCERE K EEEREASEE-RFTFEARRAER , Y ECANERRE
AN EWBHAER,

- EEIRFHUTERNEARASARBERIIRFATER  EXEMREARAREERA L,
- IRFFTEEBLRAREEHEN AWS 1RF FIER Fo
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AFFEREIRFPEILIRFHATEE

WMRIETE 2023 F£ 11 A 15 H 2B EA 1AM Identity Center , &8 —1& IAM Identity Center Y 4H %3
TERE , TERERFEVRAREANKRFHTER. EALAE IAM Identity Center 12 & R EUA R
F#TERIIgE , NWREBEENHEIRFRE A UEIRFHITHEE,

RMABERPKERFRMIRFHTER

/A Important
ARERF A IAM Identity Center IR F FA{TER R — XM RE, ERTUIBREELRE,
A%, ERILUEBE I REEEIBER (SCP) RIRFIRFHATERNEY., MERA , F2
B {5 7 Al %5 428 1| BR SR SR AZ Bl bk B #A 1T (B RE RV ML o

1. BARX IAM Identity Center £#2 A&,
BERTE  AREEEEZRSIER.
£ IAM Identity Center IR F#{TEREER T , E#ERA IAM Identity Center Bk F #1T @88,

FERUA IAM Identity Center tRFSUTERBFE AR T , REMA , BREEEAFFEBTIXE
R 532 IR ST R

A w0 DN

55 FA RS2 I BUR SR IZ HIIR P 1T EIRE AV I 3L
B Btk P 2 3R P #1TE B Y BE D BURR AT RERLA 1AM Identity Center :

« 2023 £ 11 AHl - BLAAFERERFHFEVIRFHITEE K ERBEERENEIE.
« 2023 F 11 A 15 HZ#& - RIBER , MEIKRF TR IRFHITER

EEM—ERRT , EER A LUE A BRIFIZFIBER SCPs) 2 :
- PR ERFEZMIRFHITERE.

- EAFRBEMEIIRFEMRFHAITER,

Br LR = #4117 (@ B2
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1. BARK IAM Identity Center £ A&,
2. EBRRENFREBERD , EEHLIRFHTERZRE.

3. TEEIE SCP LB LLEVHRFHTERHFES RS , §ALRM SCP, R SCP LEEaII
SCP & XL, RAKSHEEE L E AWS Organizations TR AREIML SCP , S HMARR
NEEZFHAER SCP, SCPsZ #9—IEINEE AWS Organizations, NEEE SCP HWIER , FZH

(ERAEER) PHEENSBERBEZESIBE. AWS Organizations

BR il 5 1T Rl BE

BRT T<ALLOWED-ACCOUNT-ID>#FARBMEFAEY| HAWIRFEITER AWS IRFE 24 , WBERTE
FHIEERVFIERFETEE K mMRELERAFMEIRFEI IAM Identity Center BIIR S S 1TE B,

Example : 358 BURLAPRFIR S ST E R E L

{
"Version": "2012-10-17",
"Statement" : [
{
"Sid": "DenyMemberAccountInstances",
"Effect": "Deny",
"Action": "sso:CreateInstance",
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:PrincipalAccount": ["<ALLOWED-ACCOUNT-ID>"]
}
}
}
]
}

« # [#<ALLOWED-ACCOUNT-ID>#) XX A ERFF #1L IAM Identity Center tRFH/TEEMNE

BR AWS 1R FE ID,
o BWAILAGIHPESIE NN ZEAFIRE IDs: ["111122223333"#"444455556666"]) o
« BIBEREESENEE SCP , LIsaE|H1TH IAM Identity Center lRE B TEIBE I ED G,

WFEERE SCP WM , F2H (EAEER) PHEEND BERHZEFEE. AWS Organizations
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EXF 1AM Identity Center

EZRA IAM Identity Center B , B BUBIZEERA K AWS IAM Identity Center S /TEEER . R
HITEEERE AWS REHREWE—IE, 1AM Identity Center EmMBER N HITERE : BEBHNTE
BARFHTER. SUUMANSTERERERREZ ANIRSHE,

THEERBETAESERRAN IAM Identity Center #1TEEER AWS RS :

- ZH AWS Organizations EXEIRFE ( B&E ) — E1I IAM Identity Center (WAEBEITERKEE, #
AR TERANREEABNZIRFFTMEREZEXEIR.

- &9 AWS Organizations REWRF — A Z I IAM Identity Center FIIRE S 1TERE , UEZRER
FhAEARRER. ABFIUFEEERERRIATERN —LSAEIIRSE,

- B - AWS tRF ARE I IAM Identity Center Y EBETERRIEFHTERE. BIL AWS tRE F
= H E®E AWS Organizations, &R EEAE—1E IAM Identity Center B 1T{ERE B L /T EREILE
B, AWS IRF Y HZHTERBRANZBILIANEARERIERAWS RS,

/A Important

MR EERS o LA A RBEGIBCR | BHEERSIRFERA ALY IAM Identity Center £
bR E BT ERE.

T EST BB R GCR EI A LI | BB IAM Identity Center H4BAAIRS 5117 (IR

BLFA 1AM Identity Center Z &l , BB EMBI IAM Identity Center fERIRHFZEEE,

B 1AM Identity Center BY 3017 {E &8

BIELEZEMAZ IAM Identity Center F{TERBERNRSIEER , EmSEABIIRFHTHERE
Organization (recommended)
1. T THHEP—FRENULZE A AWS Management Console,

- FERAEAWS (REAE ) - BERERAELTWMA AWS 1RF BOEFE4ibat |, SRS
%ﬁ%%ﬁﬁko E-F_Eq: y ﬁlf@ﬂ’ﬂr&_{ﬁ%o

- BEA AWS BEBY AWS IRF (IAM BFE ) - EAEN IAM BEBEEEFIREA
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AWS IAM Identity Center AR
- 2fH AWS Organizations (IAM ZAEHR ) - FAEZNEBIRFEAZEREA,
2. BB |IAM ldentity Center 1A,
3. 1ERUA IAM Identity Center T , B A,

4. 1EfER BUA IAM ldentity Center AWS Organizations EE £ , MBEEF , REZEAUTK
BF.

(® Note

AWS Organizations REETEE — EEFHHELA IAM Identity Center AWS . BUA IAM
Identity Center 2% , MIREBFEEHPEERA IAM Identity Center HY @15 , B4
AMBRENEATER , YEHMERFEIHITER,

BAEBATEE %R  BEEESIHITTINSBUTRIRERE

- BRLFEANREEENE SRR, NRESHERNEIRER , BULREFRT. WEFH
B , 5F2HE IAM ldentity Center REEERIEH 5 2 HR,

- BRERFIAMAZREES., NEHMEEF A F2HRTRNEE,

* IAM Identity Center BZRRH AWS BRMFEA DML, MREFER Web REENEM R R
EREHFE AWS IS URL im BRI FEUE |, Bl — B X & (NGFW) &£ Web Gateway
(SWG) , S EFHPHABHEE A AFFFR AWS FEA Ok,

Account
1. BT THHEHP—FRELZE A AWS Management Console,

- MEAEAWS (REAE ) - BEREAELTWA AWS 1RF ENEFEFibut , RS
BEENGDEA. ET—EF , GALNER,

. TEAAWS (AM BAER ) - EREESESFTH IAM BAEHBA,
- BfEA AWS Organizations (IAM B AER ) - EFRAEHRERFEEZEAERZ A,
2. BB |IAM Identity Center £ A,

3. WMREBRVIXFER AWS HEEEJEI AWS IRF |, FB1ERUA IAM Identity Center T, iZIZEX
Ao

iEe& 2R A IAM Identity Center AWS Organizations HH, RFEZFERALRE B
EME,

BUA IAM Identity Center By 11T {E & 22
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AWS IAM Identity Center EREEmR
ZHEURLA IAM Identity Center 1R 5 #1117 {E B8 AV E#

4. WMERERE AWS Organizations REIRFHEEES , FBERA IAM Identity Center BYIR F 11T 1E
BT, ERMARFHTER,

5. 7ERUA IAM Identity Center BYtR F#/TEREE L , B E AW RIF 1T I T IR S 31T
EREVEHNESR, ARERBAUATHER.

® Note
MR AWS ZHRF RAEBHKE , BIERA 1AM Identity Center tk S #1TERRAYBE
AREEH RS,

- WMREWEMTE 2023 F 11 A 15 B ZHIRA IAM Identity Center , FREMRF B IR
FHTERNINGETERARSH , BEXAEHREBNERIIRFMA,

. MRBEBIE 2023 £ 11 A 15 B2 & BA IAM Identity Center , BIFEFR SR
REWRFEIIREHTERMNINGE, T8 , REESBE AR IEEABARTL
IAM Identity Center IR F#11T{E 8,

WMEFMEF , 52 [Ethe section called “AFFEMERS PEIUIRFHTEE Kthe
section called “Z& 3tk F #1T{E#&SCPs ",

£ 1AM Identity Center RFEFRIEH & 2 KR

&£ IAM Identity Center FH S D KRS ERE A ENFENEENE, A IAM Identity Center 2
% K FHREILFERAZEEN G RR. NMREEERBRNE D RIR , BOLEEFER.

MR EE FE Active Directory= S 3B IdP R ERFERAEMEE , RMEZRBEERA IAM Identity Center
WIREG 5 RFE , ERERELE D HKF, £785R |dentity Center B # R S E I & MBI
TEAERZE , BB ETRILRE.

MRIEEHE IAM Identity Center PEE—ES 2 HRRPHNEREMFE , BELSTRN S 2 RIRAT8E
SBBRET |IAM Identity Center FEREMNFIE LA EMEEER. MRBLEEERERL , MEEAE
‘BIE IAM Identity Center FIVEEFERE , BEAEH AWS 1RF MIEARANE—Z AFIUE, W
FAET  F2REES I RENEEEIE,

TSI B 5 TR 23
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To confirm your identity source

1.
2.

BARK IAM Identity Center £3 A,

EBRRREENEBRESRER TS , EEFRFZEENS SRR, SO LRERELRIES
7 RRF S RERFHUL B H,

MREBBEREERNE SRR , ATSHFEMEE, NMREVELTF  FEEIFE  RARE
B2F 55 KK,

BELLUERE T HIH P —HMAREHN S 2 KR

Identity Center B &

B8 — XA |IAM Identity Center B , & B &/ Identity Center B #EREMNFER T 2R
Ro MEEBMAEAEMAT G 2RMEE  SUURBRELERENEFE , Wit FEE
BIETTAG BN AWS 1RF Ml ERER. IFEFEALS > RENHEBRE , F2E FAER IAM
Identity Center B #58E A& FEE,

Active Directory

MREEHERA AWS Directory Service 2 FH B EEE B #%KEE AWS Managed Microsoft AD
B #& 7 i {F A & F B4 Active Directory (AD) , EPIZZBZERA 1AM Identity Center BiE#E

Z B8, FBWETEE Identity Center B 8P E M FMFEHEFMEH, IAM Identity Center £
AWS Directory Service REHELR , #§ Active Directory AR B PR E, BEANRE
BEREARLSE IAM Identity Center 3 FH[E, MFEFMENR , FSEEHREMicrosoft ADH
#%.

® Note
IAM Ildentity Center T L SAMBA4-based Simple AD 4 & 2 5KiR,

SNERE o IR E

HRANIE 2 REE (IdPs) , H170 Oktamk Microsoft Entra ID , #EAJ LLEF IAM Identity Center
FERRLBHAEZELES (SAML) 2.0 ZEREERE IdPsF 5. SAML BAMERRMHER IdP
RTYBERAEMBFENG E, B ELERAENMEFHEMEZE IAM Identity Center , 7 IAM
Identity Center 7 ##SLefEFEMEHE, MESRK IdP X SCIM , LA NERAERAE S H»E
# (SCIM) 2.0 fRBAWHE , 1€ IdP BiTEAENFEEFASBME (REL ) £ IAM Identity

TSI B 5 TR 24
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Center, B8 , BU L F B AFERERRE. ETEM4 b MEFHEZ IAM Identity Center , BLF
BMEFERAEMEA,

MERE G D RFRHEFMR |, 5528 IAM Identity Center & 2 RH ZR2,

® Note
MBEBITEFRANBE DIRMEE | FIEZHNE AP , M2 IAM Identity Center , &
EEZEEZRETE (MFA) ;8. AHBE D REERZEFEA IAM Identity Center FREY
MFA, WMFEFMEER , FSREMFA WRERERE,

SEHTRA Aot A FIE BA R FFAF N AWS fZEUA O #8 uh

AWS ZEA ORI BFEAEE—EAGFRFAELR AWS IRF NBFEANERERRESR | 40 Office
365. Concur, Salesforce %, SR EREBEAOMPILHMN AWS 1RFE = ERARERXER , BN RIERE
ZEERRER.

(® Note

AWS ZEREREEE IAM Identity Center S , WAAHAR S 2 BB E &KRKE , BT
A AWS EERA OB TEAERFE

R AR E R — B A& (NGFW) E £ Web Gateway (SWG) & Web AR EFR AR R 5 RRERHRS
E AWS s URL im B fFEY , BIAZA RS H B AWS FERA O L AHEIER AV 8 A URL R &,

THBRERMEMNEE Web REERFIRT RAFIBENMEN URL imH.

 [Directory ID or alias].awsapps.com
 *. aws.dev

« * awsstatic.com
 *_console.aws.a2z.com

* oidc.[Region].amazonaws.com

* *_,SS0.amazonaws.com

* *.ss0.[Region].amazonaws.com

* * sso-portal.[Region].amazonaws.com

SRR AR AR E 25
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* [Region].prod.pr.panorama.console.api.aws/panoramaroute
* [Region].signin.aws
* [Region].signin.aws.amazon.com

* signin.aws.amazon.com

* cloudfront.net

opfcaptcha-prod.s3.amazonaws.com

ARSI R URL in B E 851

BRT AWS FHRAOMWUMN AFFEEER N , BEANEMRBNEARIRFEEZMIENAFE

=]
o

EEREERA OB AWS 7H AWS #RF AWS Management Console, 1 IAM Identity Center

A BAARFYHEMMAE, ME AWS Management Console #8175 E |, 552 BAWS

Management Console  AFI{ER) FHIHIER K.

- EEHR AWS ERAOBEFR AWS ZEEAER , SX4EAFIHESENMAE., WEEs, #
2B 1B BI &Y AR S 344

- MRIEFERNEREHREE | HIa05ED 1dPs ( 4]0 OktaFl Microsoft Entra ID) , RIZEEEREETESENR

FPEEH,

A HMBEN URL ImBHEEEE 26
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IAM Identity Center B 75 RIR 2 ER1E

B LA AWS Organizations EEIRF PR E & 25 RIFERZE |IAM Identity Center HY#E 41T 1@
B, MRELZERENFpRMEE | B UNEEETARMN IAM Identity Center B #HFEVNEEFEHA
%, SEMESTUE—ES 2 RIR.

AEHPNHBRERBUMCERE RN S 2 RIREERE IAM Identity Center FAEBHTEE, BIEE
FAE , UREREEFEA IAM Identity Center BEIE1ZEL AWS 1RF, BUFMREHFTE. MREIH
IAM Identity Center ARAERAERFR , IFEEEAFIE,

i L BRI TSR AM{AERE IAM Identity Center IR FEH{TEBE, & LAERAIRE AT EBASE
AEMEBEERGERES , B/LCEALKIATERBERERERE NERAEFIVE AWS IRF, WEF
HEF , B2 EIAM Identity Center HIIR F #1T{E &,

(@ Note
RIS L HEBREZE , FBRUA IAM Identity Center. WMEFFMEN , FSERA 1AM
Identity Center,
FE

« £/ Active Directory 5 & 5 HR
» Setting up SCIM provisioning between CyberArk and IAM Identity Center

- £/ A IAM Identity Center §%2%E SAML Google Workspace#l SCIM
« {EF IAM Identity Center B2 &Y JumpCloud B 8 F A B4R

- £/ # IAM Identity Center 82 E SAML Microsoft Entra IDF] SCIM
« {£F # 1AM Identity Center 52 SAML OktaF] SCIM

+ 7£ OneLogin#l IAM Identity Center 2 BE%E SCIM #iZ&

+ ¥&E IAM Identity Center £ Ping Identity ZE &

« {EFTEER IAM Identity Center B $5% € A& FEUE

- BEREY

27
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£ Active Directory 5 & 2 %&KiR

MR EAEA AWS Directory Service B Active Directory (AD) ) B B2 B 8K EE AWS Managed
Microsoft AD B &FFEVERE , LU E IAM Identity Center B9 RIE , AERELFEAE., EBE

IZTERRA I1AM Identity Center IR 12 5 2 RIRE | ZREEEL 52 RIR. E£TEFK ldentity Center B #

REVEREAEMBEEZSETIRE TR ERREREES S RFERAENHMHERE,

&HEE M Active Directory #IAZHN & 5 RIR , BWERAERE TSI EREHE

- WMREFLEAKR AWS Managed Microsoft AD , BI24E1EERE AWS Managed Microsoft AD B #
AWS [EiF B94E A 1AM Identity Center, |AM Identity Center €538k &E Bz AL E2 B $&4H
B EFHP, EEEE IAM Identity Center , EAJEEFE EYVIREIE5RE 1AM Identity Center HY 215,
e, BEEE , AWS FEUA DAL A B B RN 7E URL,

- £/ EEWRFS P Active Directory :

IBLBTE HERER G AD Connector 5 AWS Managed Microsoft AD B # AWS Directory
Service , B X BMNRAEH AWS Organizations EEIRF ., & AWS Managed Microsoft AD —X
ReeiE#E—1E AD Connector B #% P —{EH &%. MREFEXESEBRIEIH/R , FEH AWS
Managed Microsoft AD, MFTEFHMENR , FSHE -

- %% B H B 8 AWS Managed Microsoft AD iE3%Z IAM Identity Center
« # Active Directory F KBRS B %2 ZF IAM Identity Center
- FRANUREREESIIRFFH Active Directory :

mMREETEIBNA IAM Identity Center ZREEE |, M {FH Active Directory #% 1AM Identity Center
FoRE , BUUFEANREREESIIRFE P AWS B #&HERENIEAE AD Connector I AWS
Managed Microsoft AD B .

MR EREA |IAM Identity Center & 23 BRIEEME L RIREE R Active Directory , At Active
Directory 2 F A M HEHMRIR , Al HLENMR (B #E ) IAM Identity Center ZiREE S K EIR
F A MREFEENE ; 58, eXEUREERFF,

RHBRESS|BEMEM Active Directory 4 1AM Identity Center & 2 RIRHEAELE
£ EB% 1 : #E#E Active Directory YWiEEFER &

MREEEEMEA Active Directory , T 5 E&E & t# B & 2 7 B #%EWRE 1AM Identity Center,

Active Directory 28
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® Note

R IEFTEITE Active Directory FiE$#E AWS Managed Microsoft AD B # 5B R EEMN B
8 , {BR#EHE #H RADIUS MFA AWS Directory Service , 357E |IAM Identity Center F BB
MFA.

AWS Managed Microsoft AD

1. B PHVIESERR E Microsoft AD B #%.
2. SEB1E A5 i B # AWS Managed Microsoft AD E3ZZ |IAM Identity Center B B8,

3. BXZE Active Directory AR EEAEEFF IR F IAM Identity Center FIfERA &, MEFMEA ,
SR EBFERERSZE IAM Identity Centero

3

Active Directory FHI B E1E B #%

1. #B FHIEBIERRE E Microsoft AD B #.
2. 55 81@& #§ Active Directory i) B R EE B #2123 IAM Identity Center S BB,

3. 8% Active Directory AR BB EE T IR F IAM Identity Center (WER &, WMFEFMER |
SR EBFEHAER S ZE IAM Identity Centero

3

HER 2 BEEFEAERLSE IAM Identity Center

1% B $EARE IAM Identity Center 2% , ZAILEEERFEENAINERAE , AREAERERE
#1252 IAM Identity Centero

1. BARX IAM Identity Center £ A&,

EREEEL , BEESSRRRLIER  BEDE K RAREEEEFD,

EEERSEEL  BEEAERIER K RRBEFEEHENEFE,
EEAERSIEBNEAET  BARUNEAESR  RAREENE,
EFENERAENEET , BT THEME

o o bk~ w0 DN

a. BRCEELERTEERMFANEASE,
b. ZEEEAEBBEZANKET .
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AWS 1AM Identity Center EREESE
c. EERX.

7. EEERSEEY , KEENEAESLRERSBEFTEFNERESP,

8. EBEERT , EEEAE.

9. HEAEREL 6 CEENEAETRFE-CHESIGHRERFED, BEEMBERRUER
EHEBE,

L, ENEREREFR EEIRF, SEEVEEMTESRERERTGHTIER  BUREL
RFENERFEE, NFEFMAET  FSHREILFIES.

Setting up SCIM provisioning between CyberArk and IAM ldentity
Center
IAM Identity Center X EMFEAEEAK BEMHE (EF ) CyberArk Directory PlatformZ| IAM

Identity Center, Lt#ZEE System for Cross-domain Identity Management (SCIM) v2.0 BEA I E -
MEFHBES , F2REREAT S REEFEA SAML M1 SCIMBEF 5

A LAE A CyberArk IAM Identity Center SCIM i B M FEVERTE RERELER. EEERE SCIM F
S | B LAME PR FEHEBMEBE CyberArkE IAM Identity Center FEZBHRBET, EZEH
IAM Identity Center 1 2z B FEE BB RFCyberArko

AIEMEL 2021 £ 8 ACyberArkiy REH#, BHRANSRAREENTE. A EEITE-LERE
1B SAML EREM-RE BT RENEIREE,

(® Note

FEE SCIM 25l , BRE LR EAESHENEE, AEEERET —HHNHEMER
£E,

e

. FRGH

- SCIM E2E1H

« SBR 1 : 1€ IAM Identity Center A2

« SBR2: £ PEYEME CyberArk

CyberArk 30
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- (ER) B3 PREMAEBMCyberArkEAE (T IAM Identity Center Y 7ZEXZ & (ABAC)
- (UER) BEBMLUEITERUES

TERIRME
A BETHIEE S B BH A -

« CyberArk ;TR % EHA. EEXMEERA , 551&E7H CyberArk,
 BXA IAM Identity Center (WIRF (2 E). WMFEFMEF , FSBEUA IAM Identity Center,

- {RRIEH CyberArkiR S Z| IAM Identity Center 89 SAML E#R , 20 CyberArkIAM Identity Center XX
PR

« # IAM Identity Center BERELEAFEFRNACG, FHEMNEBEIEDB AWS RS,

ﬂl'ﬂ

SCIM Z£%£18

LU 2% CyberArk IAM Identity Center fE SN EER

- AEEABRAMEERTMSENAET 2RI E IAM Identity Center,
- MEESHEXXERRMRE , —BEF , SCIM RS KK,
- RER S —EEFRBEY , ARESA "ITHSEHE. .
- 02 IAM Identity Center CyberArk FEREERFHACRFCEE L MFEBTITA .
- MEAGEBEEE - FEEE IAM Identity Center R EE AT,
- MBERELBOEE - FHBFEME IAM Identity Center hEY |, HIBHESRE , EFL2EEM
K&
« BA LA CyberArk IAM Identity Center BRAREXBRECAZERDSNEUEMETA , BREKMBBR
EERNITH. UTREHEARRE .
- DHENEBEBES (HTEE ) Identity Center B#EHPMFERE,
« fECyberArkBEFABREMEEF , % IAM Identity Center BUEMZEFER &
BUEHEFEREITA - FRAIMBR.

B 1 : 7£ IAM Identity Center R #72

HERFE—ESEG , B IAM Identity Center 1A R BEHE,
SRR 3
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£ 1AM Identity Center R B B2

1. TERERGHR , FBEEK IAM Identity Center £ &,
2. EERIEEBEPEERTE,

3. EREHEL, RIEBHHBREFASHR , ARBEFRA. ESIUEIFE IAM Identity Center LA
BEfE , YERLEN SCIM inMMENFHEHA.

4. HEAEBDHBRYUFELRT S8 SCIM mEHNEFNFRF. HERE IIP FREMEK , BLFEH
ELEEBA -

a. SCIM i3 - 630 | https://scim.us -
east-2.amazonaws.com/11111111111-2222-3333-4444-5555555555/scim/v2

b. FIFH - BEREEIRNFHUERE.

/A Warning
B RN — LB SCIM BRI IA IR, e B | RSB LE, £
HEABBHEBMAELE , UERE P PR BEBHE,

5. EEEM.

IR ETE IAM Identity Center FEAFREME , MEEMFEA CyberArk IAM Identity Center FE 12
NERFBNER. EETREETIEFPRHA,

HER 2 . £ HEEME CyberArk

£ CyberArk IAM Identity Center FERRR X EA THREF , LUBAMEA IAM Identity Center B2,
WREFREREEH CyberArk IAM Identity Center FEAREXFTIEE Web FEAREN THCyberArkEE S
FEE., MREEKREEM , TS ERGEH , ARTRERERURE SCIM 2,

£ PEREME CyberArk

1. BABUETEA CyberArk 52 E SAML BEFET18HY IAM Identity Center FEF 2 CyberArk(FE AR >
Web EERARER). FSE LRIEH,
2. iE#E |AM ldentity Center ERRER , RAZ T HEREE,

3. AEMALEREANMELR 6 ARREZZENFEN,

SER2 . 1E PEREME CyberArk 32
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4, HEEBIWREFH , BE1 IAM Identity Center 8 SCIM im BB, #§XEREZE] SCIM R URL 14
fiI# , 1£ CyberArk IAM Identity Center EARER+ , B REFIEREAREEZHE,

5. BEBERAERTEREBFH.

6. REFNERT , BERT IAM Identity Center FHFENFRFE. #%EREZ] IAM Identity Center
CyberArk FEAARRXHW AT FRAMALF,

7. B—TBIBLUAENERBERE,

8. HERFZBRET , BELEEHMHGERDCyberArkEENERTE, BALIREEE (RFEEB)
BEEHLEEEBHEE IAM Identity Center EAE , UREUEHEITE,

9. EABMHT , REMKCyberArk A E| B KB T IAM Identity Center AR BB T HYAR
5,

10. ERE , B— T RBPARF.

1. ZERIEAECKIELZE IAM Identity Center , 38R [E IAM Identity Center £33 & I iR1ZE 4

. KRB WESEAECyberAkEHREFAEZEER L, EELFRAERETUERE IRF , XA
A[LA7E IAM Identity Center FRIE#R,

(1BRA) B3 &£ PREMSEAEB M CyberArk AT IAM Identity Center
R FEUES] (ABAC)
MR EEZECyberArkiZE 1AM Identity Center B REEE AWS ERNEFR , ER NEARER.

BE PERMBHECyberArk&E SAML BB {ESEZE IAM Identity Center, A% , &R LTE IAM
Identity Center PRI FFAISE , IRIRE R EEMN B REEFEHECyberArk,

FRIBEF e , BL4ASRAEIEGH N BT, IFNAETZRBNFEES , F2EEA
MBREFEIZHI B,

£ EREE A & B CyberArk , LATE IAM Identity Center HRE1T17 BUE 4

1. BIRUIETEA CyberArk 5RE SAML R %K IAM Identity Center FEF 23X CyberArk ( ERER >
Web @ﬂq*iit ) o

2. BIfE SAML EIfEEE,
3. EEBMT , BT EESHBBMUENEZERK

a. BHABERE WRKBEMSEBECyberArk,
b. BERE SAML EHFHEEE IAM Identity Center BB T,
4. BERT.

(BR) $8B 3 £ PREFEHEEMECyberArk AT IAM Identity Center F#97ZEVI2 %] (ABAC) 33
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(BH ) BEBMELETEFEREZS

BRI LUREME A IAM Identity Center B FEUR SR B IIEE |, B5E Name BMHERA WY
Attributest&https://aws.amazon.com/SAML/Attributes/AccessControl:{TagKey},
LT EAZEEE SAML BRPEEMHATERBEEREE, NFIERBREBRNFHEF  F2HE
(AM EREERE) P& FEET/HEREREZER AWS STS,

EFERBUEMATIERREREE K FEZSETCEREN AttributeValue TE, fll , EEEERZE
BEBEY CostCenter = blue , FEATIIEM.

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

NREFEBHNEZEEYE  FASERRNAERNAttributet®,

£/ # IAM Identity Center 5% SAML Google Workspace#] SCIM

MREEEBEE A Google Workspace , A L& E & 1 & Google WorkspaceZ| IAM
Identity Center , ZFEfbM1ES97FEX AWS EiR, &A% IAM Identity Center & 2 RIRIETAER 1AM
Identity Center 2 RFEEL , LUERLEE & Google Workspace,

RE MERAEETSERERE S 2 EE (SCIM) 2.0 B EGoogle WorkspaceE 2 E IAM Identity
Center, SCIM BRERMEFMEN , FSERRNBE 2 REEEFEH SAML F SCIM Bi g 52

& O] LAMEF Google Workspace |IAM Identity Center B9 SCIM % 251 IAM Identity Center &EF#F |
£ PERELLER. BEERERE SCIM ALK , BRILE PR FEHEBEMRF Google Workspace E

IAM Identity Center 7 E & B HVBRET, LLARSTAFS IAM Identity Center Ml 2 B FEHERAEB M

Google Workspace., &EEBM , BFEi REHGoogle Workspace & 7 & , WELEH IAM

|dentity Center JE4R,

BE

R EBRIEH L BT 5 BIEIE Google Workspacefl 2 B2 SAML E#E AWS, & , &%
&5 Fl & Google Workspaceff | SCIM, ZEME —VIRELR K TERRESRE , LKA

(ERA ) BEBMLETFERS 34
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Google Workspaceff i & & 7 & AW FE AWS ERNEFR, #IFE , ZHUBRER LU/ EGoogle
Workspace B #BIFHARZEAER, AHBRETTLEFANERENEZEHER. TREUBRER ,
&/ 15 3 3B % o] LAGE B 8 B9 Google Workspace & A & RHZHL AWS ZHUA O #8%,

(® Note

EEAMEESEA , Google Workspacei&i&sh Google Workspace Google's# ik,
R &= R A IAM Identity Center , 552 B BUA IAM Identity Center,

ZEEH

« £ Google Workspace#l IAM Identity Center ZfEFXE SCIM iz 8l , BEZLXRE £HEEHH
ENEE,

« kB Google Workspace ¥ SCIM BEIEZ BRiIERNFEREMRE, BRI FAXEEBFERE,
A LAEF AWS CLI Identity Store create-group 2 AWS Identity and Access Management

(IAM) API CreateGroup FEIE VB, & , ZHAILAEM ssosync #Google Workspacefi f & #
EH4EE 2 = |IAM Identity Center,

+ #{@Google Workspaceff i EHLAEERF. K., ERAERZBNETREEE.

- #{8Google Workspaceff A EBEERBERE—BE , fINEF B4 R EFHRB. E52E
ENEAEAEHSEERS. WREAEETHBMPEZEE , FEERE IAM Identity Center
THEFERAEZHBREENEM. fl, RERS —EEFEREBE  RAERNEFERBEBEMLR

TTHESF, A FUNEFERAENEFEBRRASHEITHER , LEFEA TTESEHE) BEXRE
RE R BN EFERE.

- MRFEAZEE IAM Identity Center FEEA , B FMHEREAFMNRE , BIBEMEAEREZP Google

Workspace,

« MR |dentity Center B BRENFEAEEEMHRANERESBNEFHY , MIEFEARE W
SCIM Z E &% 2 A & Google Workspace,

- BELRN B RRE , EEHMEE, WEFHMEN , 552 Bthe section called “H# IAM Identity
Center 8 A/\EB IdP”,

B 1 : Google Workspace : 52 SAML FERRE

1. FREEBREESRENIRSZEALEN Google Admin £ &,
2. TEGoogleBEEEFZEANALRAEEERT , EEEARK , RRIEE Web MITBEARR.

EEER 35
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2. #4H B B & ub1

3. #¥4H C B & ucT

4. B K EEGEHEA. B. CHENRA
5. L EETSREREB M C WAL

EiB SCIM A5 A & BB EFAR fHEMicrosoft Entra IDE IAM Identity Center # , fEBHE TR
7

1. B A BEBRE val, ua2

2. F4E B BEAR & ub1

3. B4 C ER B uct

4. B4 K BB E ual, ua2, ub1, uct

5 B LEBKE ubl, uct

‘"'¥

EXERABEHERERBNER K FELTIZE

- BREREATLIESSEMREE, T8 , Microsoft Entra IDEZRBE A S B EHAREE, Fl , WRES
T 5l EhREEE#E Microsoft Entra ID#EHE :
- B A REE B HRIE,
- B AURBEDHE val,.
- BEEUKES DA ubl.

EHEANDEFHEARSSLSHA ANEEKE (Blual), EFEEBESHE B HKE,
- BREFATRISHMDEEE, WEFMET  FSEH Microsoft XHHFEERH,

EZEEH 49
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SR 1 . EfmEH Microsoft HHAF

HEWSBF | BEES TRUOMAZTENFZESEH AWS IAM Identity Center ¥ ERRER |, S FHUE
}e e 4& £ 2 SI Microsoft Entra IDEYRIEEEFH &

Step 1.1 >
$E 1.1 . £ FERE AWS IAM Identity Center 132 Microsoft Entra ID

EHEFT , BEE PR % AWS IAM Identity Center 1 3% & A2\ Microsoft Entra ID, #£BE&E
E W EAREXRRELN SAML ELE AWS,

ZLURIREARINEER 29 B A Microsoft Entra BEEH

BEFESy > EAEN > bEERAEN  ARBEHEAEN.

1£8I% Microsoft Entra Gallery EEiL , AWS IAM Identity CenterfEESHRAEA
AWS IAM |dentity Center 45 R AIEE .

BEEY,

o ~ w0 D=

Step1.2>
SER 1.2 £ REIMAE R & Microsoft Entra ID
Nikki Wolf 2 &5 1E L2 /7 & 2 37 Microsoft Entra IDRVEIREREEHE.

1. 1E Microsoft Entra EEHOLERAES BEEZ 5y > FHE > MEFERE,
2. EBEHEFERE A ARECEEERZEERUFERAE,

3. EFEAETHEIBED , WA NikkiWolf , AR BEEREFVBIHIEMIEL, 4
| NikkiWolf@example.orgo.

4., TEETREZEH , WA NikkiWolf,

EEZERT , WASBEZRIENREERAEREBELENER  ARERIABTTETH
=8

6. EEBM, EEFH , WA Nikki, E#KYP , @A Wolf,
7. BERE+EBEY , RAREER,

Step 1.3

SER 1.3 EHEFAIIEIRAS =80 , SRR Nikki A9 E8% AWS IAM Identity Center

SER 1 E{HEH Microsoft A FE 50
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HEUREFH | BASERE Nikki AJ AL I & A fEY Microsoft My Account A E 431k,

1. HEMRENBERS , BREGTER  IERNIRFADMEZAER , REWA Nikki WTEE
T EMFH b, B0 |, NikkiWolf@example.orgo

2. HBRETRE , WA NkKki WER , RAREBEEEA, NRERHHELENER K RESRREE
ERR.

3. EXEHHEEEL , BEEREBRUBBHMAREFEZNRET.

4. EBMIIRFEEMEZASEERT  BERNERER. FIE , RTERZE2) , BoIT®
BREMERAREN., SSMEEARER , EAWS IAM Identity CenterTE A2 ASIETHE S BB
R RTEIE 4,

Step 1.4
S 1.4 : 7 PIEIREFAT4 Nikki Microsoft Entra ID

WERE RS Nikki AT HERRMRE A OB | 55 LRSS A& B REAWS IAM
|dentity CenterfE A=,

1. 1E Microsoft Entra B/ O ERAT BEEBZ 59 > ERAER > bEERAER , ARKRAWS
IAM Identity Centeri& B FiZE,

2. HEEM , EECEAENEE,

3. IEIE Add user/group (FTi8EA E/F#E). BAZKAL | BHFEASELIETIER. FHEBR
BrEEAREETER.

4, HEFEEREENEAET , BERE

5. iEH NikkiWolf , A IBIZEIRE,

6. 7E Add Assignment (¥Ti838IR) EE L , iEIF Assign (J8IK). Nikkiwolf 3£ & HIBEIEIK
#AAWS IAM Identity CenterE RN EREFES,

HER 2 . g AWS ZEHIRF

FEL RSP |, BB L RERIMAIFERA IAM Identity Center REREFEGFTA] (BBFFAIE ). FHEY
HHEM Nikki Wolf £ #& , ARIERSENFF I REEZE RN EIR AWS,

Step 2.1 >

$ER 2.1 : 7£ FIE I RegionalAdmin F A £ IAM Identity Center

HER 2 %EfE AWS ZBHIRF 51
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LERF AR ARE T Nikki & 7Y AWS tkF EEEE RS EN L EIRFSFFA] AWS Management
Console, FREHEEMRHNERE Nikki R FEMHME RN FTEHAFF A,

1. BABX IAM Identity Center £#2 A&,

EZIRFFAT , BEFUE,

i#1Z Create permission set (BRI HFTES).
EENGTASEEER L  ENEIFIE , RREET -4,
ERRBRBERLETRER  AREATISRAFTEETEBX

o &~ 0D

a. REHEBARN R BERRRK.
b. HEREARXT , FEPREIRF , AREET ISR,

* ListRegions
* GetRegionOptStatus
* DisableRegion
* EnableRegion
c. 1 Add aresource (¥TI8ER) 58 , #IF Add (F738).

d EHEEREANEREBERET , BENAMEER , ARBENLEER, BREHNBEN T
N

"Statement": [
{

"Sid": "Statementl",

"Effect": "Allow",

"Action": [
"account:ListRegions",
"account:DisableRegion",
"account:EnableRegion",
"account:GetRegionOptStatus"

1,

"Resource": [

"

]

}
6. EE-F_io

HER 2 %EfE AWS ZBHIRF 52
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7. EEEHUEHMEAEHMNFUERET , WA RegionalAdmin , RRBET—F,
8. 1£ Review and create (f2BME ) EE L , EH Create (B1), LERSEFIRFEFE
#| RegionalAdmin,

Step 2.2 >

SER 2.2 7£ I IEM Nikkiwolf £ & IAM Identity Center

A SAML BB EFIRMEEFH IdP (Microsoft Entra ID) 1 E E7E 1AM Identity Center FR{E LB
BUFERAENEE  FEATHRERFE IAM ldentity Center RFE)EMFERAE |, LLEST & Nikki
Wolfs {85 F & #9 %0 B fEMicrosoft Entra ID.

1. BAEX IAM Identity Center £#2 A&,
2. BEMCRE A BENECRE  ARREHUTER

a.

b.
C.
d.

e.

HREAEEBNE FB4ibit — @ A BEE U Microsoft Entra IDEA &
P F B9 4H [E) NikkiWolf @yourcompanydomain.extension, i
| NikkiWolf@example.orgo.

REFEMFiu - EF@A L —ESBNE T4t
£F - B\ A Nikki
P - B A Wolf
FTREW -8 A Nikki Wolf

3. BET—IMAR, ARBEWNEFERE,
4. FHEIE Close (E3FA).

Step 2.3

$ER 2.3 : % Nikki IR S H RegionalAdmin FFAJ 5 IAM Identity Center

BT A LR K E Nikki A$7E AWS 1RF HAAEEEEHN , RARERIEA I FI AWS FRAOH
YEFR B AR

1.  BARX IAM Identity Center £ &,

2. EZRFHTT , EE AWSIRFE,

3. EBEHEERF Nikki FEVELEEEHWIIREERE ( flisy) SHZEAHR | RRBBIFEIRME
BA&MER,

HER 2 %EfE AWS ZBHIRF 53
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4.

EEREAENFEEEL  EEFEAERSIER , 2RI A Nikki SHHR , RREET
_io

Example

<caption>On the EEIFF A &£ page, choose the RegionalAdmin permission set created in
Step 2.1, and then choose T — E.</caption>

ERBENEREE L , RRALKNRE K RRBEREX.

BB 3 SREMBIE SAML ELR

HEWFBH | EEFEH B9 AWS IAM Identity Center 43 & A2 5\ Microsoft Entra IDEA K IAM
Identity Center FREISAER IdP 3¢ ERERE SAML E#R,

Step 3.1 >

SEE 3.1 : % IAM Identity Center WWEFTER RIS HEE P EEH

FEUEBF | &A% IAM Identity Center TIRAFRBEES S RERE | WHEIPEERER
E T — {82 B Microsoft Entra IDHEXEER EARFEEZ I A AWS 4FEE A URL,

1

2
3.
4

£ IAM Identity Center IR A F |, BERE,

EREEEL , BRI RRRLIER , AREBEDE >BEFH KR,
EEESSRFEEL  ERASESREE  REEET -5,
ERENBEREEEENRBRMEEPEERNT K EETHPEERERUATEH XML &

£

HEHBERS , HIAWS FEBAOMAEZE A URL BEXSEER, £ T —ESBHHRETR
B, BEERALE,

RERBLER K ABBET—(ELE (Step 3.2) , LAE $EXE AWS IAM Identity Center
T FERZE X Microsoft Entra ID, 8% , AR E L BEHE AT KEF-

Step 3.2 >

HEE 3.2 . 1£ FERE AWS IAM Identity Center 3 fE 23 Microsoft Entra ID

hEFEEALERR —EIRPEENFERERERNEA URL FH1E , £ Microsoft im 3 —
¥ SAML E#R.

HER 3 BREFMRE SAML =R 54
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1.

£ Microsoft Entra B0 ERAR  EBZ 59 > EARR > CXERER , RBEE
AWS IAM Identity Center,

2. &M, #EEFE2, REE-—ZFA,

3. TEMEMA SAML SREE—ZAEML , &1 SAML, ARBEFEPEERNER  BEENKE
™, BEREEL—ESRPTENRBREEPEERER , ARBETE,

4., TEEARSAML HEEE L , #EEBFMNEE URL EREEIED AWS RES Wik
Bhttps://<REGION>.signin.aws.amazon.com/platform/saml/,

5. BEAURL (ER) T, BMLEEEL—EDE (Step 3.1) FERNWAWS EEIAOBHEEA
URL B , EERF A REREE XBHARE.

6. MRRFKIBREMERD AHE—EFEA AWS IAM Identity Center , FHRES BHEELZAHE, &4
ERESRDPHITIERE,

7. EEASAMLREE-EAREL , EHSPHEER XML Z8 SAML BRERT , BET
BT HERNERREELNRR, ET—ESRPERRETRK , ERFELERER,

Step 3.3 >

S B8 3.3 : £ FEREMicrosoft Entra IDLEB IdP AWS IAM Identity Center

HIER , £HIRE IAM Identity Center TR ARMNBE S 2 RITFE , LT SAML BERAYSE =3
& AWS,

1.

IREIRTE IAM Identity Center 32 AStep 3.1 RISHEABIERS THERER,

2. ERENBEIRHEEE L, ZHIRHEDEERERMD IdP SAML FEERT | BER
EBRERRE , AREIEE L —ELSBMicrosoft Entra IDF#RF TEHN & 512 B PEERE
R, REREERRG
3. BET-&,
4. ELERBZEZRPLERIFEEZR , F8A ACCEPT,
BEESFES S REUNERALNEE,
Step 3.4 >

B 3.4 BIE Nikki RECEFHEM@E AWS FELA O,

EREFS | Ei8ER Nikki BB AE R E A Microsoft B My Account A B#8Y4 | LURIE SAML
iR, BEE  SSEIERER | % AWS IAM Identity Center ERRR RN E 4 Nikki EFE[ E
AWS FELA OB,

HER 3 BREFMRE SAML =R 55
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1. BIERNIRFAOMREBAERR , ARBA Nikki WTEBEFB 4k, 5
i, NikkiWolf@example.org,

2. HIRIERE WA Nikki WBE |, REBBEEA,

3. EEMIIRFEEMNERMSEEERY  EERNEARK,

4, EEMNWEAENEEL , BEEA WEAERAWS IAM Identity Center, EEZE R RNEHET
HAth 5 7 B

5. 7 Microsoft W ABME L , BIZEM NikkiWolf RAER, WRERBAETE DR
IRBRFEW NikkiWolf ZAER, ERZEEBKELEMEQE AWS FEA O,

s

B

® Tip
MBEBARKIEFHER , BFRE URREE dEANAWS FRAOBLEA URL E
EEM ERAEStep 3.2/ Step 3.1,

6. HEFREM AWS 1RF BR&R.

® Tip
MREEZQBE&E AWS IRF R , 555 Nikki 2 5(Zhi8k4E RegionalAdmin & 7]
& (FF2H Step 2.3),

Step 3.5
S ER 3.5 : A& Nikki EE R FEUBR AWS tRF

EUEBF | EERE Y B Nikki WEEER , LEBMHNEEERE AWS 1RE, Nikki BZRE
EHNEEERER , THERKIEFEREERESE,

1. EAWS EERIACOPUF , BERFRESIBERUABTIRFEE, HACERFUENEMAIKRS
HEBNIRFE ST, 1RF IDs MIEF B4t HEHR,

2. EELERFUERNIRFER (Hlwsy) (F2E Step 2.3), EAMERE Nikki ATAfeHIEE
DEBHIIRFHNFFASREE,

3. 7t RegionalAdmin 551 , #1F BB 12 & UIBEEE RegionalAdmin FF ISP ERMAE,
EEREFHEGE AWS Management Console B B,

4. EEERENALA  ERENIRFEE  ARBEIRF. E8F
EENmEHEEREER AR  SHERAEREIEIE

, Bk

sﬂlh

ERIARFEH., ]
E:EQJEE’J,Z‘ nq:—.l-o

HER 3 BREFMRE SAML =R 56
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5. BWRFEEL , O THBEAWS BEHER. ENEMKRFEMATRHRINZERG R, FE
=, Nikki BEERBLEFT , TNBEBRASERHEKRFN BEEE.

® HMBRE!
HER 1 B 3 AinE AR BEEMRAE SAML iR, RE , AT ERHERE , ERLEE
EITSR 4, LEBEEBHE

SR 4 FREMARERN SCIM FE

EUWEBF | EAER SCIM v2.0 BIAEE , BRER Microsoft Entra IDE| IAM Identity Center B9
ZEEFNEHHE (BAF ). LLUEEA Microsoft Entra ID IAM Identity Center B9 SCIM %21 IAM
Identity Center BE)VES AT , £ PERELIER,

BB E SCIM BF K , £8k PEMFERAEBERF Microsoft Entra IDE IAM Identity Center # &
ZEMHRE, EEE3 IAM Identity Center 1 2 5 #9 78 HA BB 14 # & Microsoft Entra ID,

THZERRBMMAERA 8 IAM Identity Center AR , X ENR PHFERE B B #HEMicrosoft
Entra IDZ IAM Identity CenterMicrosoft Entra ID.

Step 4.1 >
SR 41 . 7& PEME_ERIFE A& Microsoft Entra ID

HMVAREBEW , B8 E dBIUFWFERE (Richard Roe)Microsoft Entra ID, 8% , 3E SCIM &
F& , BRARELERENMEEBEERE 2SR IIELE IAM Identity Center,

1.  1E Microsoft Entra BB /OLERAES  BEEZ 5y > FHE > MEERE,
2. BEHEERE A ARECEEERZEERUFERAE,

3. HEEHAEXREEBY , @A RichRoe , AR B RFNVMBE LR, 5l
il , RichRoe@example.org.

4. HEHETREZMETF , WA RichRoe,
ERBD K BASHERBIEEREE RUEREDEENTE  REBERIETETHN
&,

6. BEBM K ABEMHTIE:

- BF -®W A Richard

HER 4 REMYREH SCIM B 57


https://entra.microsoft.com/

AWS IAM Identity Center EREEmR

7.

- K - @A Roe

- B&%E - 8y A\ Marketing Lead
 BFF9 - B A Sales

- BT ID-& A 12345
BIEREE + B, RBIBERI,

Step 4.2 >

$ER 4.2 . 7£ |IAM Identity Center R B BN 22

EHBERED , EEEH IAM Identity Center EEARMAARE KA E N EE E B MHEMicrosoft
Entra IDZ IAM Identity Center,

1.
2.
3.

BRK IAM Identity Center £12 & , AREELAIEEERPEERTE,
EREEEHNESI2REZESIBERT , FEEMEREZERERATFH.

REBEMBERS R , ARIBIEFERA. E®IEME IAM Identity Center PRI B BIHE |, It
BATMERN SCIM ImHMFIFRAENR,

EEABHMBEELIREY K BHTHRENSEE, £ PREMER  SZEEET—ESR
fh B I 38 ££18 B Microsoft Entra ID,

a. SCIM un2h - a0 | https://scim.us -
east-2.amazonaws.com/11111111111-2222-3333-4444-5555555555/scim/v2

b. FHFHN - ERERFHUERE,

/A Warning
S RN —TTEE SCIM B AFIRA IR, EREZE  FH L EREL
B,

EERM,
EEDRERSIBFRET , FEEMEL EZRERES SCIM,

Step 4.3 >

SR 4.3 £ PERE B EMHE Microsoft Entra ID

HER 4 REMYREH SCIM B 58
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BEMLERE RichRoe BIFERFEAE , WEE IAM Identity Center A SCIM , BRI LUEEE &
FRIE SCIM [ & EMicrosoft Entra ID,

1.  1E Microsoft Entra BB O ER AT EBEZ 5y > EHAER > bEEAER | AR EE
AWS IAM Identity Center,

2. HEEETEEME K BROEEME.
EfmEERD  ZNEH,

4. EEEERAERT , #HF URL# , #EHEE PHERMW SCIM in: URL EH R EStep
4.2, ERBEFHP , B EFHFNE.

5. 1#$E Test Connection (BIFEE), fERZEFIFAL , EHAIENEAER S IIRERAM
=8

BERE

EEET  BEECAENEE  ARBENEERAEEE

EFEEREENERET  BEKEN

EH RichRoe , REIBEFERL,

10. £ Add Assignment (¥7381E)k) EME L , :###F Assign (EIK).

1. ZEHE A RR2EFRKBHE.

© © N o

Step 4.4
FR44  HIARFTEBE

FEAREF | 8 HEFY Richard WEREERIMHE | BEFfREBHEHEERE IAM Identity Center
o

1. 1£ |IAM Identity Center == A H |, BRIBFRHE,

2. EEAEEEL , CEXEFEEH RichRoe FRAERET. iR , FEUEERMT , BER
E & SCIM,

3. TEFRERE TIERE RichRoe , R E®R BH T 5B *Microsoft Entra ID,

« BF - Richard

- K - Roe

- &BFY - Sales

- #Z%E - Marketing Lead
- BT - 12345

HER 4 REMYREH SCIM B 59
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£ Richard B Ef & E1E IAM Identity Center ER S |, BAILUS HISRGEMFIE |,
ERE MY AWS ERIFEER. Hlin , BALUE RichRoe 18IE £ 8T ARZE T Nikki &
BEiH (528Step 2.3) WWFFARegionalAdmingE | A& FEA ARt ZEUERKStep
3.5,

© KREL |

& B R INERE Microsoft Fl Z B SAML ELR , AWS W ERREEHEEEZE —YRER
%, BE , BUUEAFMEINAR , LEIEB R EENEERE,

FER 5 FXE ABAC - #EH

WERBERIIERE SAML # SCIM , B LURIBEREB MR FHIE S (ABAC), ABAC 2 —ERER
B, URIEBMERT.

%18 Microsoft Entra ID , A LAERA T HIMES 72 —HKEKE ABAC LLEE IAM Identity Center & HL £
Ao

Configure user attributes in Microsoft Entra ID for access control in IAM Identity Center
£ FPERE A & B Microsoft Entra ID , LA#E IAM Identity Center it 1T {7 EUZ 4

ETHREFS |, BH8RE IAM Identity Center Microsoft Entra IDFEfFE F BRLE B M4 R EE Y AWS &
RHFE,. E&% , 21FIB SAML B85S LB MMicrosoft Entra IDE):E 1AM Identity Center.
A&, BEETE IAM Identity Center ZUFFAIEEH , RIBEL EEN M REEFEEMicrosoft
Entra ID,

3
¢

FRIGILEF 28 , B4R SRAFIZG R BT, MENMETZREONFEES
BE R M ER E R R HIRY B .

1. 1E Microsoft Entra EEFR/LEEAES  BEBZH5 > EAER > C¥ERES | AR EE
AWS |IAM Identity Center,

2. ¥ Single sign-on (BE—& A).
3. EBEMNELTERYD , BERE.
4. EBMNESFHEEL , #17TT5E#E

S5 8E ABAC - #H 60
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a. EBENEES
b. HREM , WA AccessControl:AttributeName, BAIETE IAM Identity Center 78
BB B BE AttributeName, Bl AccessControl:Department,

c. &% Namespace (& Z M) , B A https://aws.amazon.com/SAML/
Attributes,

d. &% Source (RIR) , 1EF Attribute (B1%).
e. HRAREBM A6 FHEATHNFEZEMicrosoft Entra IDEAEB M. Hl0

user.department,
5. $HEBEEEEXE SAML BEEHE IAM Identity Center WEBEBE , EE LRSS,
6. EERE.

Configure ABAC using IAM ldentity Center
£/ IAM Identity Center 5% ABAC

BB E , B LAER IAM Identity Center 1Y 17 HRIZ i 1Y [ 1 Th RE SR ZE Name

BHERA W AttributestEhttps://aws.amazon.com/SAML/Attributes/
AccessControl:{TagKey}. @RI AEALITER , 7 SAML BEHFEBMHEES THEMRBRE
B, NEIERKEEENFAER  F28 (AM EAEER) PWE PEEITEREBEZER AWS
STS.

EERNBUHBATERBREREE K FISEEEREN Attributevalue TR, fln , FEE
EEBEEY Department=billing , HEATHIEML :

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/
AccessControl:Department">

<saml:AttributeValue>billing

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

MELBEEFMEZEBY  FASEREEMAEBBMNAttributetE,

A EEEREIRIG AWS RS
THSBEREET FIEAWS RS . ELSBIRERT AWS ERARIENME,

HEFEVERERAG AWS R 61
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® Note

EEZTHRUSR , BEE IAM Identity Center WAHBTEE, WMEFHMEENR , FSHIAM
Identity Center Y 4%k R 5 #1117 (E 88,

B 1 : IAM Identity Center : &% FMicrosoft Entra IDfiE f & iRk F 12 EUiE

1. JR[E IAM Identity Center £32A, 7£ IAM Identity Center EEEHK P ZIRFHFT T | iBIZE AWS

MRS

2. EAWSIRFEEL 6 A8EREERETERENEBRESZRETHMIRSE, ENEERIKRFH
BETHR , REBIZRUS TR & SEE

3. WREERERERAENBFATFERE. c22=ESR

a. ISR BRERAENEE  EERUTEEESABIENERE. RRBET I,

b. #HILER2: BEGFUE , BEERVFTEIURBHER K ZBL5IEERTHBMF SIS R
B =87 ER,

HRISR 1 BEGTASEE TR T IRE

- EFUEEREG  BEELAEZNHFIE,
- EFAEEEHFUENBERY |, #EFE AdministratorAccess,

igg-lt_io
HRASR 2 BEEFUEFHMEET , REARIE , AREET T,

VAR TEEEIE A AdninistratorAccess MEFAT & |, WIS TERRISESRENRES
_/J\H:Ttl'o

HASER 3 BB  MRRHFUEEAFEH AWS ZEBE AdministratorAccess,
BERY, £ VEERLIEHREN , BAECEYHTE, BEETLE Web BE
SRR RSIER,

ERREAEMBFBZERSFSIERL , BNMESE 2 . BEUERAPRBBIUFUETE
RENFIUE,

EHFTEREY |, BEENMEERIM, BEBYM AdninistratorAccess FAIESHIR
EEED, BENEFUENKEGHR 6 RBBET -5,

c. HRIER3: MEIRIWEZNNERENFIE , RREFRER,

HEFEVERERAG AWS R 62
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EHEEL AWS tkF [EERE AR ETER. FHEFZTHK.

BE&RE AWS IRF HH. BHAFESBEHNEAWSIRE | B0 2EHHE , YERAEHN
FrE, EEAEEAR , MM TLURE AdninistratorAccess A,

B8 2 : Microsoft Entra ID : #&52Microsoft Entra IDfEH & 1ZEL AWS &R

1. IR[E Microsoft Entra IDEE AW EBEZZA IAM Identity Center SAML & A FEAER,

2. EBHEAENHE A ABEIHECEHAEIHE, C2EAHERETRASTBIBEINERE
#1i8 ZMicrosoft Entra IDEARER, FRFEERE , EEAFMMAEAN AWS, BSEBESHR 4
BUNERE, REERFIISE , Al€2 RichardRoe,

. WMERE  BSBEMEH BAREAR IAM Identity Center #1788 Microsoft Entra ID

U RE 2
WMEEA EIT— SCIM Fl SAML #FEE ETMicrosoft Entra ID , 5828 T 3IE 8 -

« E2 Microsoft Entra IDF] IAM Identity Center #[E 5 52

- BECAZERERINE SCIM HERE S 2 IAM Identity Center

- B IAM Identity Center Z 37y SAML E R A BH EE

- FRANARBEIREEHREFEAERNFESEENEAESEETR
- HtEJR

E2 Microsoft Entra IDF1 IAM Identity Center B[] 25 R &

R B EIMicrosoft Entra IDEH & KB E IAM Identity Center FIREIRE | EWRER R AEAFEH
EF - ZE |IAM Identity Center B |, IAM Identity Center B 2EENEEMBE, BEBREAREHN
Microsoft Entra IDF&#z B 55 REFRIE— 2 , 20 'Export'. WEHHNREBREREEE

{"schema":["urn:ietf:params:scim:api:messages:2.0:Error"], "detail":"Request is
unparsable, syntactically incorrect, or violates schema.",'"status":"400"}

BT LA E AWS CloudTrail XBMEH, EMLUBEBER T HEHZHEMH41E CloudTraill WEHESHEC
BEBEAEFESRKRER :
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"eventName":"CreateUser"

CloudTrail E4FHEEREMATHIIEE

"errorCode": "ValidationException",
"errorMessage": "Currently list attributes only allow single item”
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FERBUEMATIERREREE K FEZSETCEREMN AttributeValue TE, flll , EEEERZE
B]E/EY CostCenter = blue, BEATHIBM,

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

NREBEEFEZEBY K FABEEENAEBNAttributet®k,
WSR2
MEMFEA T —H SCIM F SAML HEZEPingOne , FF2 B T HIEH :

- BEMFAERERINI SCIM HERES F IAM Identity Center

- B IAM Identity Center Z 37Ky SAML EHRABH EE

- FRAABESREEMECAERFEREENEHAERFERER
« W1E WEEMAEFAPINgONne , 55289 PingOne X 4,

TOIER A7 B B BRI THERD B AWS ¢

« AWS re:Post - 2 FAQsMEMERAER , GBI Z BRI RE,
« AWS & - ISHE &

PingOne 90


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_session-tags.html
https://docs.pingidentity.com/pingone/p1_cloud__platform_main_landing_page.html
https://repost.aws/
https://aws.amazon.com/premiumsupport/

AWS IAM Identity Center EREEmR

{5 F785% |IAM Identity Center B #&5% € & FHUE

55— X BX A IAM Identity Center B , & B B)5%E Identity Center B & AENFER S 2 KE , it
BAZEEESIRR. MRENEBERAREME pRMZE | F20 Microsoft Active Directory, =
Microsoft Entra ID , Oktafg & EH§% & 2 R EE IAM Identity Center 4 , MA 2 AFERIERE,

B

EARHEBRED  BEEAEREKMAS SRR , XA IAM Identity Center #4317 EIRE2RERE
MAHEEFERE, LEBEFRESEUNEEFEAENEE  YEAFTERTF AWS FE#E, £4&
BERH | BRI THIER :

s BANikki Wolf WEBERE

« BB Admin Team WEE4A

« &5 AdminAccess WIEFRI &
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® Note
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F—BERTEAEER AWS ZEEARE , Hli0 Amazon SageMaker Al Studio 3 Amazon
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2. 87 aws:userid= identitystore:useridi®# <8,

§E | ST SAE R AR A2 5 B SRR A R P B BB R F B £ A & T BV

Example ##5FEXESCPs

"Version": "2012-10-17",
"Statement" : [

{
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:UserId": "*:deleteduser@domain.com"
}
}
}
]
}
{
"Version": "2012-10-17",
"Statement" : [
{
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"identitystore:UserId": "DELETEDUSER_ID"
}
}
}
]
}
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@® Note
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PERE TERBRSRBERT 4 M E, EEREERETERR  F20 Mk AWS FERAOH
UhA AWS BEEEAEXWEAPERE TERE.

- W8RTE IAM Identity Center 2 & FfEH Identity Store APIsMBRSREAFERAE , EGERDIHE
PN FERAETURETNESNEARIARE, NES/RFEITERBEFERBNERETA
W& , 5528 IAM Identity Center R H & 0 ER 7%,

® Note
MIBRGEA &% , EAEEEHE IAM Identity Center T2 & BSHMER & THEMER,

2T 1AM Identity Center 2N{A 2 £ EMEENER , 526 EHE IAM Identity Center FEI S 7o

RE—ENE 1dP 8E 55 —E 558 1dP

MRECEEAINER 1P #5 IAM Identity Center WE DR , W HBEATENAE 1P , BFEET
5|18 .
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- BIRAMKEERERARNERNES - IAM Identity Center EREFMEEIR. REHH IdP HIXEHEN
28 (Bl SAML namelDs) , fEA&EEIR, FHEERMEBFARSERNSREEF

EENEREESBHAING IdP BB |, ELBEAMLEARS IAM Identity Center HHVERE BB,

- SCIM i — IR & SCIM #HZEZE IAM Identity Center , BB WBIRIEEHM IdP FEENA |
PR |dP AL X4, DIRERFTIVIR ML E £ R SCIM B IERERF & £ & MEHE.

- RAENEAETERRESETFRRSESEINERE - — B85 RRBEATRNNBS
SRHE  ERPNERE TERREA/EETELPREN TR RIFERE LRI SRR
. fia, R AWS FERA D@ THEERIFERES 8 MMy , BAEFHNREES 2R , A
ERPNERE TFEREERE 4 M, EEHBERE THEER , F2H Mk AWS FEAQ
MY AWS ZEERREXMER T EAE TERER,

- W8RTE IAM Identity Center 2= & HfEH Identity Store APIsMBRSREAFERAE , EGERDIHE
FREMFERAETURETNESNEARIARE, NES7RFEITERBEFERBNGERETA
W& , 5528 IAM Identity Center i & 20 B 7H

® Note
MIBREEA &% , EASZEK IAM Identity Center =2 & BEE & T/EREER

0% IAM Identity Center MR EAEMBANET, | HHM EBANS L RHE,

£ Active Directory F14\E8 IdP 2 & E

MRIEH 5 5 RIRHINER 1dP B E A Active Directory , 5 # Active Directory 2F B 4LE5 IdP |
7 E-S:

RS R

i
il

- MIBRGEAZ, BAMISR - ©& IAM Identity Center MIBRFFE A&, BAMIER, H36 1dP =
Active Directory P A2 E&FAENFFHEA.

- HERERE - MRESER//NE 1dP , BIAEFRE IAM Identity Center RFFRFERE, & , BHLE
EFEHERINIE IdP MEREMBHE , TREEREIER,

- BYEMRMEE - MREEEE A Active Directory , BIAZAE A Active Directory 5 B $& = §9F F &
BHARENIIER,

« W8 7E IAM Identity Center 2 & F £/ Identity Store APIsMRRERERE , EAER D TR
BHNERAETUEETHESNERERNIESF. NES> BB T ERRSERBNERAETANE
7, 55289 IAM Identity Center F K & 9B,
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2% |IAM Identity Center aN{AI 2 (£ & MEHENER , FF2E EEEMicrosoft ADE .
BE SN H 2 KR

T YRR FFEREA I HE IAM Identity Center 12/t#Y B 8% ( FEF% Identity Center B 8% ) BF A Active
Directory A H n iR E , IR2HAR, EREZH , FRE PHWEFAEESH»IRENEEETE,
BETHUER , BFE |IAM Identity Center AEBHTER. WFEFHMEA , FFSHIAM Identity
Center Fy#EA AR S #A1TE8. .

/A Warning

BRIBEERTNEE | WEFESBREE IAM Identity Center 1538 E MR A & MBHHTE K.
LEBEHSREN BRFTE IAM AR AWS RS, Bt , BUREEEEHENERBER , ¥
ETR{RIE TS B B AWS KMS £88F Amazon EKS BEMNEFH, MEHMET , F28
FEERBEE. Amazon EKS BEARBMRE M AWS KMS £ BETRSEHTE,
BAEEEBRE  TEEREMEE , 215 IAM dentity Center FIVEIEFERE | B L EY
H AWS tkF MEARERANE —EAFIUE,

BF BN G D RIR

1. BARX IAM Identity Center £ A&,

BERTE,

EREEHEL , BEESO»RERSIER. EEEE , ARBEEEF I RR,
EEEFSS>RET  ERNESFENRER , AREET D,

> w0 DN

MREBERE A Active Directory , Rt T —EREEREEFETAMW B #.

/A Important

1 IR 5 5 RIREBE A Active Directory T Active Directory H ik Identity Center B 8
FREREMEHE, LEFHEBERETE IAM Identity Center 5% E HYETIE R,

MREBEBYBRBNLE pIRME  BELEBRINSBUMERENT S DREE,
5. ELBEREERANEFFREE2R , F8A ACCEPT,
6. EEBFFH»RR. MREEK G HRKFEEBES Active Directory , BB T —EF R,

BETHE DR 1m


https://console.aws.amazon.com/singlesignon
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7. BEDRFREES Active Directory EREHFREEH. EREEERL , T THEA—ER
=

- EERBSIEARE. NFNAEKEIEARERFNFHES , F2E 51 ERE,

- EEOREERT  EEDE , AREEEERSURELNRLEHE , URERSHEREM
BEBE,

BEMAES S RFHENZEANBEER

IAM Identity Center AIREE S| AWS FRA OWIENER. & AWS FRA OB NERRENF
HYfE A B RE TR ERIFERRE , UREABMETFEURS, ELINAERIFEE Identity Center B #
NG D REEMAIEN H 5 KR

IAM Identity Center X IREYfF & F B AHE M

B A% EEEMNAFN @ ERERBFEANMENEARER , B8 name, emaildk
members. IAM Identity Center X BEREANEY A ERTCMREEAERLHBFHRA  ERE
ARLSIZEBMHE , flNERE S 2 EE (SCIM) AEFEZRMN .

- MEEREHGHERE (SCIM) RFEREWEFHHER , 552 E hitps://tools.ietf.org/html/rfc7642,
- MEFHNEBHENFMEN K F2E HECHEREANIS 1P KEE,
- MEBUYENEMENR , 528 IAM Identity Center E2HNER 5 7124 B 8.2 BRY B R ST,

B IAM Identity Center 28 SCIM BB EFEAZRAI , Et Identity Center B # X% & SCIM &R
PILM PR EHERFERAENEFERY , BEL8HI. THRETERH IAM Identity Center R X EHLE B
.

ERENHF

IAM Identity Center B2 FHEXERE SCIM A H &R R (https://tools.ietf.org/html/
rfc7643#section-8.3 : //) WFTB B , BT HIEE RN

* password

e ims

* photos

+ entitlements

» x509Certificates
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XEERENFIATEME , BTHIEBRRA

« 'display' FAZEBHENFBEMYE ( HlW emailss phoneNumbers)
- 'version' 'meta' BMEMNTEM

AW

FEREB SCIM BEEAEBIER (https:/tools.ietf.org/html/rfc7643#section-8.4) BIFFE B,

S EBENFTE FBY , BTHEBR
- 'display' FAZEBMHNFEBMYE (HIUOKE ),

8
« R AWS ZEA O3 IAM Identity Center B & AR T/ER RSB
- MIBR AWS ZERA OB AWS B EAEXNIERAPERE TERER

ERE AWS ZERA O#FLF IAM Identity Center S ERRER K TERERIGTERE

IAM Identity Center B2 & 7] LA 582 IAM Identity Center #1 BEHERAENRE T/EMR RIS ERFE
AWS ZERA O#YL. 1 IAM Identity Center AWS ZERA O BEEABRXHN TERES »RBF
BRNERFEAEESENI»BRBITEANRAKERE., IAM Identity Center B 8 7] LA#E REH
Ry AWS ZEXA O THERE |, I RBAEARINN TERE.

TR T RSB RS 5 8 /MBS, 1AM Identity Center B2 8 AIBUSERRIMSERHA | #BE 159
HHBE 00 K. BIBEBMELENSEREMBA  BAR 155 10080 2 (7 X ) 2/,
ES VBB THRESENEAERETANMET 28 1AM [dentity Center FH & 9B,

@ Note

B8 AWS FERA O uE TERSERIFERF B LA R AWS FEA OMLE TR , TERER
EFUEHREZEN AWS Management Console T/EREERIF BT,

THEERMEEERE AWS FEA DML H IAM Identity Center B SRR TR ERIGERBN
&
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FRFGHNEESE

LLTR2B AWS ZEA OM5 A 1AM Identity Center B4 FEFBTE R 5 E T /ERS ER 3318 15 B 89 S SRR 4 A0
EZESHE,

ARBEDRHEE

IAM Identity Center fEFI5R B SAML BBifYSessionNotOnOrAfter B , LA Bh¥IE TERSERM B
WA,

« MRSessionNotOnOrAfter>R7E SAML BEEHHEIE , AWS BIFEA O TER BRI GERE
FEZENE IdP THBBENFERBZE, i, MREN dP T/ERRFEREA 24 /N,
BI&7E |IAM Identity Center PFEXE T 18 /N TR ERFERRE , BNEHAENLEE 18 MFRE
AWS FEA O uL R EFHERE.

« MR SessionNotOnOrAfter £ SAML BHAFEE , THERRSESBESHRES AWS FHA
OB TEREERISERF A SAML IdP T/ERSERIFERIBMEBIE. WREE 1AM Identity Center
BRE 72 MM TERERISERRE , B IdP W IERERISFEREA 18 /N, AICNEREKERE
HY IdP EZER 18 /NEE AWS HEIR.

- MR |dP #Y T/ER BRIFE RS RIBi8 IAM Identity Center RERER TERERIZERR , BHNERER
BESARIBEAMER IdP WMABEREALIERE , BEFTH IAM Identity Center T/EFEER , MBETZE
HMAEBZAESR,

AWS CLI Al SDK THEREER

MREFEH AWS Command Line Interface, AWS EXRBERIZE 4 (SDKs) E M AWS FAEE T E LR
XERFTAXFE AWS IR , BIXARES T I EREH , TREERE AWS ZELA O#LEF IAM Identity
Center BEEEABRX M TERBRISER A,

« BYZATE |IAM Identity Center TR B HERTE AWS FEA O #EuE TEREERGERE.

« BABEEHERA AWS HEERINE S AREERRERE. EREEAMNERZE AWS FlAOH
U, BEAMR SSO MR EERE, FiBIERE £ AWS SDK T ER LA B BN EHEE
NEDEBREBEFZR, NMEHMEN , 5528 SDK MITESEIEEPR SSO ERIEMHEHEE, AWS

- FRESLEFTIEIT/EREREEMN AWS CLI 5 SDK iR,

AWS CLI X E TR REEN KIERE

LT R AWS CLI X ETFEREEN KIEMRE
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« AWS CLI V2 2.9 HE FHhxA
« #AWS CLI V1 1.27.10 /| REFIRA

MEFWMALZEKHEH AWS CLI ZRFRANER , FERZEIEIMZARAL AWS CLi,

MRBHEHAEEESIT AWS CLI, INRETE IAM Identity Center T/EREREREB BRI EHEE
FFHE , BIERBRFERERESR 20 /M, ARFFAISRSERBERES 12 /)i, Bl AWS CLI T4k
PREERHITRERREA 20 /DB, Bt 12 /MEE, #5HA 32 /NEE, 205 IAM Identity Center CLI BYEF4H
B, BB AWS CLI G o2&,

%2 1AM Identity Center T/ERSER & I Y SDKs R KRR A

LA 2% IAM Identity Center T #ER ER B MY SDKs TR KM AN,

SDK HIKARA

Python 1.26.10

PHP 3.245.0

Ruby aws-sdk-core 3.167.0

Java V2 AWS i#E AR Java B9 SDK v2 (2.18.13 )

Go V2 @ SDK : Release-2022-11-11 F43E Go &

#8 : credentials/v1.13.0, config/v1.18.0

JS V2 2.1253.0

JS V3 v3.210.0

C++ 1.9.372

NET 3.7.400.0 ki
ES]

- MR EEAER TERBRSERD
« W{AHER Amazon Q Developer B T #E B ER 33 {8 IS5 RS
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AR E B AR R TR RIFE R

IAM Identity Center EE S AU RBIHEERERER TERRISERE , fINERRFBHITHE
%, UKEREENRENERBRERK.

FERATHREFRRE AWS ZEA O#BIEF 1AM Identity Center B S FERRERNMN TERRISERRE,

1. BAEX IAM Identity Center £ A&,

2. EERE.

3. EREHHEL , BEF»BRERSIER.

4. EETBIET , RIERRRES , BERTE. BAHRBREIERERRELHFES R,

5. HEREIEREBREHFEARSD , ENTHNEE, BENEREREUE, PNENXEEBEMN
THEREREFESB LR, EEIERBNRE K AREERT. £SEEREEH.

WA HE K Amazon Q Developer B9 T /B EX I3 B IF RS

MREMBR A EFEH Amazon Q Developer fEAE SR EIRIE (IDE) B —IB% , B LU Amazon Q
Developer B T/ERSERIFBEFERE A 90 X, RERA IAM Identity Center BRI E , Amazon Q
Developer FEER T/ BRISERBER T EMA. HLEMRTERBRTIETFE AWS FRA OB =
HAth IAM Identity Center B S AR TR ERFERRE,

(® Note

Amazon Q Developer AJft £ B FEEREATAZMA AWS [E1F W . REHN IAM
|dentity Center #11T1E 88 v B 57 &% 2B Amazon Q Developer B &1 , BIRUAH 90 XAV EE
RIERBFERBTEEERRRE. ERTEREIEEMA 90 RNWER T/EMR BRISER
B, TERBRSEREHRETE, MEFHMENR , 528 Amazon Q Developer ZEH [E
o

BUAE& A Amazon Q Developer B 90 RIiE & T #EPR ERISE R,

1. BAEX IAM Identity Center £2 A&,

BIERE.

EREEEL , BEESSBRERIER,

EE7BET , RIERRRES , BERE, BEHRRE TERERREHEH R,

w0 N
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5 TEREI/ERERZREYFEREST |, ZBEEA Amazon Q Developer ZE{# TEFEERHIZEN S 1, EY
SHIZRUZEUS A ERER TERERIFERRE.

6. EEMFLUREREERM,

iR AWS FZERA Q@M AWS BEEARANERTERE THERR

IAM Identity Center &2 8 7 LARIBRVER PRV LA & TIEMEER. MIBRGEAE TR AIREEEEMEA
ETBREFTEHFEB NS 2 REBRERHAFEEL BB RN THERER , fINE S T A
B HEFT TR ER,

T 5172 7 R AR A MEX IAM Identity Center £ & /ER & TER .

(® Note

fi B IAM Identity Center £ &K 4EA H TR L T2 MBR AWS Management Console 5
HHERERT IAM B & TERE AWS CLI

B} AWS fZERA O#B5F1 IAM Identity Center & FERRERM/ER h TIEREX

1. BARX IAM Identity Center £ &,

2. #¥E Users (FAA&).

3. EFEAEREL , EELEEEHICHRBNEAEER. EEFLIECsERAZEEANEMR.
4

EEAENEEL , BEFERAPIERRRSIER. FRAPIERRSNERTHEFRRILER
ENERERP TR E,

5. BEIEEMR THERRZENZIMAR  RARBEMEBRTEMR, BEHRHFELR  BEREEM
BRECERENERT THERER, AREFEARTNET  WREVERE , FEEMER TR,

6. LEEROFEAENEE., HREEEKS , R-ERNMERZIN THERER,

MEME S DBRE T ERRTANFAENR  F2H 53 0BE TFREER.

EI2 |AM Identity Center F Y & 2
IAM Identity Center &R A HEMEFARML T HITHEE

- BIMIGHYfER B REA,
- MEEREMAZTHENKE,
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< RIEH AWS 1RF MEMAENERESMEFIERNEE,

= EEE IAM Identity Center FHEH IR EMEAE , AWS XI& Identity Center Actions H51I HH#Y
API 1,

F A &M IAM Identity Center BFHI 2

ERERETE IAM Identity Center R EAEMEFAR  SEBHE, ELSF D AMEARETER
MHEAEXER, MHEFMER , F2REAENFEGE,

SELN S 2 KR

MREEERE FEEMFEHE AWS Managed Microsoft AD , & T LAFEEFZ 1L/ Identity Center B
8 , XEA A& IAM Identity Center iE#2E| Microsoft AD ##J B $% AWS Directory Service, T
B, 52 WEBEIEE IAM Identity Center B # Active Directory 2 F# &,

NMRERREFEENDBE DRMEE (dP) FHERE , B L& IAM Identity Center B4R ZE IdP , A
BEME, MEFHEEA , F28 WEESEK IAM Identity Center E RSP 1P,

FE

s BEREFIEE Identity Center B 8

« ASBHEFEE Identity Center B 8

- BEAENEEFE

« 7£ IAM Identity Center & fiBREL4H

* 7£ IAM Identity Center IR &

- REETBRERE

 7£ IAM Identity Center FEAFEAEY AWS 1RF MEAZEXNEFER
* 4m#E |dentity Center B $#&fFFHEB M

- ERSREREN IAM Identity Center £ & R
 BBEFHHS - RUBHEIEEER API S CLIZVNERE
+ 7£ IAM Identity Center R EE § 9 BN HBER

H& f55 F & #7138 = Identity Center B 8%

&£ Identity Center B #kFP2E 31 195 F & MR R EETE 1AM Identity Center RER . A TIREF#
FEREFIBZE |dentity Center B &, =E , B LAFEI AWS API #{ECreateUser R¥ETIBFER &
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Console
EENEBFERAE

1. BARX IAM Identity Center £ &,
2. 1EIE Users (EA &),
3. EBEWMECHEYRETISNEEN

a. EREEE-BAAWS FRIANBURFTELERERRE  cRELEE, RELAN
R 1 E2 100 BF Tz,

b. B -BUNUERARBREET (ERARER ) BEEFEH  HELE —RERR,
MRETERVEERCERE  WREFEEEETEHMNG , FRELEESTUFINE 74
b3k o

i. FRARBREETNEEIETHBHGILERSE - HBEEBEERE Amazon Web
Services WE FEHBEGERAE , T ETEFEMA AWS IAM Identity Center, & F
BHERRKREN N TEEEMEHEFH IAM Identity Center AWS EELA O @Y |, W5
MEE. ETFHBHEFSELREZBE, NRREETER , EUNREERZHE
RBBEBEEEAEFHHRERSE  HH S sERTBNRE, EEAEEIEE
B, FEEINEEETHHRBEL  ERARRIBEEFE Fhut, FiB , TR
SEAN , EeECAEEZEFLMBBRE X,

® Note

EREEFHAF , IAM Identity Center 5% — & A Amazon Simple Email
Service X EFEHMHEERE AWS BiE, NFENAEEIEFBUHNER ,
520 F 8 Amazon SES W5 [E1EE 784

IAM Identity Center RIS EIXHFI B E FE A #HAF R Btbit no-
reply@signin.aws.coms no-reply@login.awsapps.com., iz
RERTEETBHRR , FHESZIRAELFTHEEFBH UM EFEHHY
MRS HAR R 1R B S bRk B R 38,

i. BEEEUMENKERELXRAN MRS - LBRBREA/LREMHE AWS FEIA O URL
MBBHMER , BUUREENEF B4 U FRHERGERAE, CAEKEERE
HETFE b, SUUREELIETFBHRITERRRBESF. EFBIREER
BELtXREBH, IRBEEERR , EUNEREERTRREFEXEFEHHRE
BiE  ARBEELE AN RRYREHELRARR.
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EFEM U - EFE 4t N AR E -,
d. WREFBM4ibut

e. BF-BUEETEEWMASE A BBMETER. WEFHER ,
NG HIRHEEMEZE IAM Identity Center,

f. HEK-SXEAEHBASE, BBHBRIEEE.
g HETER

o

#2REEA SCIM i

@ Note

(R ) WREAR , SR EEEMGBENE , SR EN Microsoft 365 71
21D, UnHBAEHERHEBERREARIANE —ZARRE,

4. BET—
5. MREA A6 FENCEMEEAEN —NSEHE , RAREBET -

6. MESESR 1 BEEEAEFAEANSR 2 . BEAENEEHEAPEENER - B,
BERERE-SREE , WETEMNRE, BREMELSRBEE T CRNEAR , FEEMEE
A&,

AWS CLI
EEMBEAE

THlcreate-userm S 1E Identity Center B & HhEMNHNERE,

aws identitystore create-user \
--identity-store-id d-1234567890 \
--user-name johndoe \
--name "GivenName=John,FamilyName=Doe" \
--display-name "John Doe" \
--emails "Type=work,Value=johndoeeexample.com"

B
{
"UserId": "1234567890-abcdef",
"IdentityStoreId": "d-1234567890"
}
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® Note

B8R CLI create-user 5= CreateUser API BRERNERER  FRERER
. BATLAEHT IAM Identity Center FIVERE , EFERAEE —RERBRAREEREE T
BHEELFERE  BMMAUURERB. NRERBRALERE , AINEELE - ERE
WERASHERA, NEHMBES , FSRERETFHHE R EEEERA API = CLI
BIANERE.

A& EHE T = Identity Center B &

FEATSREFKEEEE Identity Center B #., =¥ , B LA AWS API & 4ECreateGroup R #
BEHE,

Console
FrIEEE

1. BARX IAM Identity Center £#2 A&,

2. & Groups (B#H).

3. EEFEVEE.

4. WAFEEBNER - ZA, BREREEHEEREIGE RGBT THNFRAER.
EMEERAEERE - ERAT  KILENERKENERAE., EEENESEEAEZNKE
ik,

5. EBEEFEVHME,

AWS CLI
¥R EAR

T%lcreate-group@s & &7 Identity Center B #&h 2 #HHI B,

aws identitystore create-group \
--identity-store-id d-1234567890 \
--display-name "Developers" \
--description "Group that contains all developers"

B
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{
"GroupId": "la2b3c4d-5e6f-7g8h-9i0j-1k213m4n506p",
"IdentityStoreId": "d-1234567890"

3
¢

$6 UL BHASTEE Identity Center B 8% , ATMSE — B AFIIEISTSBE. NEHEET
B9 2 PR & S BHAR FZ LRI TAR AWS 1B,

A P & #T i 2 5HE

FERATHRRFHEERE TG BB EHE |dentity Center B8P BN < BEANRKE, HE , B LAY
AWS API #{ECreateGroupMembership , #&fE A EFIEABHENKE,

Console

MEERERAFENKE

1. BERX IAM Identity Center £ A,

2. iEfE Groups (BH).

3. EELEENNEHESH,

4, HEFEFHEFEENUBEETNEAET  BEMEEAESFE
5

EHECERAEEHEEENEMGEAET  RIACEREANENERE, AR, ENEFSE
8 AV EUS B

6. iEIE Add users (FEERE).

AWS CLI
MEERERAFEANKE

T%lcreate-group-membershipf H &M LA EFIEZE Identity Center B kP HYEH4H,

aws identitystore create-group-membership \
--identity-store-id d-1234567890 \
--group-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222 \
--member-id UserId=alb2c3d4-5678-90ab-cdef-EXAMPLE11111

B
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"MembershipId": "alb2c3d4-5678-90ab-cdef-EXAMPLE33333",
"IdentityStoreId": "d-1234567890"

£ 1AM Identity Center A il R E£4R

EEMER IAM Identity Center B 8 FRVEHER , CEBRULBERBZFEFEAERN AWS 1RF M &
RREXFEUE. MEREEC®R  REBEEER. £ATHREFMER Identity Center B 8%+ AYEHE.

/A Important

AEMHEMNEREAR AWS IAM Identity Center, EFIFEA® AWS Identity and Access
Management(IAM). 1AM Identity Center fEf#&, BEMEAEREAERHE IAM EHAE, #
B IAM EFREZAERTRE. IREESHKE IAM PRIBRBENET , F28 (EAEE
) PHIMIER IAM R EE4 . AWS Identity and Access Management

Console
I BREEAE
1. BARX IAM Identity Center £ A&,
2. EIZ Groups (F#4).
3. EMEFET LAMBREAE -
- EREEERL , SULLEREMERN ZEFE. ENEEMBROBERTE , REBBEMREE
#8,
- BELEMBROBFEERTE, EREEFEERAEREL | BEMBREAE .
4. B EEHEFEMBREENEE,
- MRE—IXMIRZEFE , DeleteFEMRBHELFE AP A RERENEE,
- MREMRTEFERENE—FHE , FEMBRFELF A RPAZMROFESTE | UHE
RIZHEE,
5. IZIE Delete group (MIEREHH), MRGIBEZEFAETMER |, 55EZMER # 548,
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AWS CLI
il BR 248

T%ldelete-group@n &%t Identity Center B #& = Ml BRi5 E R BF4H,

aws identitystore delete-group \
--identity-store-id d-1234567890 \
--group-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222

£ 1AM Identity Center IR fE R &

EEMER IAM Identity Center B 8 FRVERER , EEBRENH AWS 1kRF MEAEXNEFIE. M
BREMER , BEEZERLEE. ERTIIEFMER Identity Center B SRPRER

(® Note
E 187 IAM Identity Center PERAFEAEFIMRMERERAER , XERAESLEEZA
AWS FERA O , BEEEBR N B ATERE, EFHMAET TSRS RETER
Bo

/A Important

AEELWERBEAR AWS IAM Identity Center. EfITEAR AWS Identity and Access
Management(IAM). IAM Identity Center £ ¥, BEMEAEEAEREE IAM E£RF, &
MIAM FHEEAERTE, MELESHRE IAM bRIBRERENETR , F28 (FREE
) FHMER IAM EHE. AWS Identity and Access Management

Console

EEMBRERE

1. BARX IAM Identity Center £#2 A&,
2. 1EE Users (EA#E),
3. EMEAXNALMBRERE :
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- EERAEEEL , BAULERNSEZMENERE. BENEERBRNERAEER K RARE
EMBRERE.

- RELEMRNEAESR. EEAEFMAETAERE L  EEMRERE,
4. MRE-XMBRZEERE , DeleterFEMPBREAEHFELRPEA REFZLENEE,
5. BREMBKRERAE, NREENSEEREETMER , FREFMER # @EASE

AWS CLI
EEMBREAE

T5ldelete-user@anS&# Identity Center B #& MR EAE,

aws identitystore delete-user \
--identity-store-id d-1234567890 \
--user-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111

RHERBRERE

FEATIREFREHETBRAE. HE , B AW AWS API #B4EDeleteGroupMembership , {EE#E
RBBRERE,

Console
REBEDRBRRERE
1. BERX IAM Identity Center £ A&,
2. iEfE Groups (BH).
3. EBELEFEHMNEA.
4. FEREAFNHEFAEENLEFEFNERET  BEEBRNERSE,
5. EBEMRBEDRBRERSE,
6. EBREAEHFEARY  BEXFHEDBREAE , UERECEEBREAZTHEIRGEA
IR F M AR FERE,
AWS CLI
AP RBRERE
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T%ldelete-group-membershipi S 2R EHHEBBRREERK,

aws identitystore delete-group-membership
--identity-store-id d-1234567890 \
--membership-id alb2c3d4-5678-90ab-cdef-EXAMPLE33333

£ I1AM Identity Center F{ERFEAEEH AWS tRF MEAERXNFE

E 18712 IAM Identity Center B2 {ERAEAEFIER SR LFELFEAEFNEN. EREBRE.
BEAEMEEFEIRBEFERNEER, FRAEAEFHAKLMBAZEA AWS FERA DML |, ™
B L BERERRK AWS tRE WEARER.

FEATYIRERF , £/ IAM Identity Center 32 &% A Identity Center B $&7 K & FE.

(@ Note
E 187 |IAM Identity Center R{EREREFHRMBRERAER , ZXERAESBELNEA
AWS FERA Q@Y , SRR TN EATERR. NFRFEEF , F2R 80 RETFE
B

£ IAM Identity Center A& A & FH

1. BERX IAM Identity Center £ A&,

/A Important

AEHE EWIERERAR AWS IAM Identity Center, BB A M AWS Identity and
Access Management(IAM). 1AM Identity Center fEF &, B¥fAFEH & BEE IAM fE
AE. BEMNIAM EFAEERETH, NRLES2KE IAMPEACHENETR , 52
B (FEHEER) PHEE IAM A&, AWS Identity and Access Management

#IZ Users (EA &),

ENEEFEREFIRENERESRE,

EREFAEFRR2EAENERAESBTS  E—REARRY , ZEEFHAEREFIUE,
EERAEAEFREELART  EEFAERAEFIL

o & w0 DN
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#mEE |dentity Center B8R EBM

EH TSI = RimE Identity Center B8R EAENBME. IE , B AN AWS API #1E
UpdateUser REFfE A& B M.

Console
£ IAM Identity Center F#REEF A& B

1. BAEX IAM Identity Center £ A&,

2. 1EE Users (EA#E),

3. EBELERENERE,

4., HERAEREREENRERFAENS  EERE,

5. EMmMENREEFMAEFAERL , REEEHBEM, A% , iEIE Save changes (RFEFE),

(® Note

(IBA) BLMshEMmBEM | FlinE THHSEF Office 365 Immutable ID , LAt Bhi#&
IAM Identity Center FHIERAE S »MHAZFEAEZTEXTANSEREEAER,

(® Note
ETEMF U BERATRENMA  SRANELARE -,

AWS CLI
£ IAM Identity Center F#REEF A& B

T3lupdate-userm T EEFHFEAENRIZ

aws identitystore update-user \
--identity-store-id d-1234567890 \
--user-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111 \
--operations '{"AttributePath":"nickName","AttributeValue":"Johnny"}'
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ERERFERED IAM Identity Center EH & ZE

HREFEAREZEEER IAM Identity Center B &R ERAEZRNEES, L&A 1AM Identity Center
FERARERER.

BoREENERAERENER

« Microsoft Active Directory S /A EBi2 it & — A RIEEH IAM Identity Center E#ZE Microsoft Active
Directory SR ER 1R & |, B4 AR Active Directory RAZPIR A EFERFEAERL, EXTEER
IAM Identity Center =2 & B ELFEAEN N,

« 1AM Identity Center B 8 & — 2R &2 |IAM Identity Center fEAE |, A LERE W
IAM Identity Center 2 , FF2 B EREMN AWS FEIA DR EAEER,

&% IAM Identity Center & FFH ENRE

/A Important

AEMHEMNEREAR AWS IAM Identity Center, EFIFEA® AWS Identity and Access

Management(IAM). 1AM Identity Center fEf#&, BEMERAEREHE IAM FAZE. FEMN
IAM EREBETR, NMREZESHKEE IAM FAERBWER , S BAWS Identity and
Access Management { EAEIER) PHEE IAM FHENER.

BAEX IAM Identity Center 32 A&,

B Users (EA &),

ENEEEREH/ERENERAESR.

EERAEFHEFER L  BEERER.

EEREFRHFEL RS , ERNTIHESP—ERE K RARBEEREH .

o M w0 Dd =

a. MNERAEEXETEHH  HhEsEXRFBNER - LEEEEHRFEHEFEIERE Amazon
Web Services FWE F B4 , 5| E MM a1 ERZ TS,

/A Warning
ERZLHEEREY A FLRBUHERAENE T4 N REER , BEIULEE, W
RUBBEREFBHEEIETERAREHERNEFEFibir , EEWHFATESR
£ ERARERBEFIEN AWS TR,
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b. BEX—XMEBIREREHAARE - LEBELCRAZBFHES , ETUARENETE
it FREIXIGEAE

BBEFEMHG —IXMEFREEERGFER API = CLI B WFEHAE

B MEM CreateUserAPI #24FR create-user CLI S RUFERAER , FAERAERB. WREE
BIAFAERCAFERHEREE 74 , AITLAER IAM Identity Center FHIERE , EHEAEE—K
ERBRAREIRBETBHRELERE. WIRIETHMHR  CAELAREBBUREA

MBEABBMERTE , AMEEE —XMERE | WEEFFA CreateUser APl 5 CLI create-user &%
BUYNFERAERA,

BEFE MU EBREE FEAHEIEBEA CreateUser APl & CLI create-user S B W ERE

BARR IAM Identity Center £ A,

BERE,

EREEEHL , BEESOBERSIER.

ERESGTBEERRD , BERTE,

ERERES S RIBUTHRD , BEREXEFEMY OTP KEUF . AEEE Save (7). &K
EgREFAENACRA.

o kb w0 bdhp =

S
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|\7l+
A\l

£ IAM Identity Center R EE 5 2 BN HIHEE

@ Note
BLEREREAME Identity Center B8R EBEUNFERAE, WRESERE IAM Identity Center
LA B 2 RETH 2B | Bl Active Directorysi /NS B iR E | RISEELERHKS
EEMBFBTEAENZRBEEK , MA2E IAM ldentity Center 1, MR EH &5 RIFR2
AWS Managed Microsoft AD , FFZ2EEE W EBBE AWS Managed Microsoft ADLAERTG
L&A,

B8 A IAM Identity Center A S 7 RKIRE , FAESEERBTIZBERRKRENESELR

- BRED KPR,
- BIRRELANRN 8 T 64 EFT2ME,
- EWBLXAZDIEUATHEER TN —EFTT
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- RKEFH (A-Z)
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. BB (M@HS%A —+=\){["<>,.2/)
- RERESEERBELEEEFEA.
- BEGAEBRE=ZFRENERELRANEN B,

1B %% Z Microsoft AD B §%

#EIB AWS IAM Identity Center , ] LAE A 2KiE$#E Active Directory (AD) FHYE HREE B &= Y
B #% AWS Managed Microsoft AD AWS Directory Service. It Microsoft AD B#&E& T EEEHEE
A IAM Identity Center T AERE—BEAFRNEIRFRINE KR, K27 HHKERE IAM
Identity Center 2% , R A LIRT AD FAERFEHERAERNHIME AWS 1RFNFEE,

AWS Directory Service A] B2 EME1T PFEEMWE L AWS Managed Microsoft AD H & AWS &
i, &t mLAER AWS Directory Service #% AWS EREEEAN EREE AD Eff, EERTE AWS
Directory Service AMERA B RERE AD , B4 BERECSEER , B RBEMEEIR,

IAM Identity Center £ 12 HYE#R AWS Directory Service , ¥R AD H{TEBHNTEES 28]
&, E&MFEH AWS Managed Microsoft AD 4 & % 2KIREF , IAM Identity Center A LLEZiEB AD 15
EEMR 2 E MBI AWS Managed Microsoft AD HEREREFEA. MREBEENERZEBEF
SREAE , FHBEEHITEA IAM Identity Center B 4B FEFADOMAIN\userB 2 EAERERRE,

© f&&

- EATRFHESE  FBFEE AWS Managed Microsoft AD H#9 AD Connector = B #& AWS
Directory Service LAY AWS Organizations EEIRF H,

« 1AM Identity Center T~ L1 SAMBA 4 BE# /Y Simple AD A& B #%.

MZEFE A Active Directory 5 1AM Identity Center 2 RRNEF RE , 2B T5YouTube
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- MREFEHZE AWS Managed Microsoft AD , BIABIEERLE AWS Managed Microsoft AD H #
AWS [EiF 94 E AU IAM Identity Center, IAM Identity Center %15 R &R 1FMEEE B &4
B EFF. EEEE IAM Identity Center , BRI gEE BB E 2 ELE IAM Identity Center B [EiF,
WA FB5EE , AWS FERA O3k 6 F B R B 8245 E AV 17 E URL,

- £ EEIRS B Active Directory :

BABEE FEREEEH AD Connector 2 AWS Managed Microsoft AD B $& AWS Directory
Service , MBS BMRIEH AWS Organizations BEEIRFEH, & AWS Managed Microsoft AD —X
REeE#E— 1B AD Connector B 8= RV — B H &%, MREFEEZAMEIER , BHHEA AWS
Managed Microsoft AD, MFZEFHMENR , FSH -

- #% BB # AWS Managed Microsoft AD iE31ZZ IAM |dentity Center
- # Active Directory F ) B EE B #1E1Z % IAM Identity Center
- FANREREESIIRFFH Active Directory :

MREETEIRA IAM Identity Center ZREEE , XA Active Directory ¥E% 1AM Identity Center
o RERE , AN UERAVREREESRS P AWS B &P ERERIRE AD Connector 2 AWS
Managed Microsoft AD B #,

MR ERE R |IAM Identity Center & 2 RIREEMEMRIFEEE A Active Directory , SaGH 1
Active Directory 2 F AEMEHMRIR , BIB & HBNK ( B %5 ) IAM Identity Center EREEE
FREWRFEF , RFENE , AIXEVRERIRFEF,

JE#Z Active Directory g EEAE

MRESKEMEA Active Directory , T 5l E A1 B IE EE (1S B #EARE IAM Identity Center,

& T LAE A 1AM Identity Center i3 Active Directory ) B & AWS Managed Microsoft AD = B ¥

EEH &%,

® Note
IAM Ildentity Center T &L SAMBA4-based Simple AD 4 & 2 5KiR,

AWS Managed Microsoft AD

1. 8B P8 5ER E Microsoft AD B #%.
2. FHEE # P HY B #% AWS Managed Microsoft AD &3 ZE |IAM Identity Center FHI5 B8,
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3. 8% Active Directory AR Z EEHKEEFT IR F IAM Identity Center WER &, WFEFMER ,
SRS EEBMFEHAERSE IAM Identity Centers

3

Active Directory Ry B KR EE B &%

1. BB PEVIESEHE EMicrosoft AD E .
2. 5B 1E #5 Active Directory F I B &K EE H #53Z % IAM Identity Center REVH BR,

3. BXZE Active Directory AR Z BB EEEF IR F IAM Identity Center FIfER &, MEFHEN ,
ZEGEBFERERSZE IAM ldentity Center,

3

SAER 1dP

1. BB FHIESIEEAT S D RHEE,
2. FiEE WTERENT ST REE PHDE,

EXE IdP A EMEZE 1AM Identity Center,

(® Note
TEBEREMR |dP 2| IAM Identity Center WFTIE A D ERS 7 W EBRARMGE 2 , BEE
BERFERFINE—FHERDZE IAM Identity Center,

KEBFEHERZLSE IAM ldentity Center

#% Active Directory E#RE IAM Identity Center 2% , BAILEEERFERFTNERE , REEX
£ A EREN B &RF 5 E 1AM Identity Center,

1. BARX IAM Identity Center £#2 A&,

BIERE.

EREEHHL , BEEFORERIER , BERE K RARZBEEEFD,

EEERSHEL  BEEERAERLIER , AREENEEAENEFE.
EERAERSIEBRNEAET  WARUNEAESRE , ARBENE,
ENENERAENEFET , BT T5EME
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a. WRCEELERTEEFINERSE,
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b. EEERERBARIRKZE K.
c. EERX.

7. EEERSEEY , AEENEAESHRERSEEBTEFNERESD,

8. HESEERY , EBEEEAE.

9. AEAEREL , SEENEAETRAFE-EREISERERES, ERFEMBEEERAER
EREFE,

Lol ENEREREEFR EEIRF, SEEVEEHTESRERAERTGZTIE  BIREL
RFENERFIE, UFFMAET  FBHREILFAIES.

{F &R B Active Directory Bray 2

IAM Identity Center 5 12 #95E 4R AWS Directory Service , #& Active Directory #3R B 89 £ F

., BENKEEREARLZ IAM Identity Center B2 FEHE, TERZHBEAR LS E IAM Identity
Center , ABHEHE S D BB SERR Active Directory FHINR B 51T, EARKXERA LS 2 ER
REEEARERNAENH. BRENGESHERS , MA 24§ LDAP SEE)EER Active Directory R 2RIR
B #%.

MEMBNFAES  F2HE EAENEFEME,

&

- %% B H B 8 AWS Managed Microsoft AD iE31%Z IAM Identity Center
« # Active Directory F KBRS B 2 ZF IAM ldentity Center

« 1AM Identity Center EBS\E & 124t & B 8% < EH B RS

« |AM Identity Center AJ5%EM AD E%
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FATHRERF , % B AWS Managed Microsoft AD B B $#&E 4= AWS Directory Service IAM
Identity Center,

AWS Managed Microsoft AD E#ZE |IAM Identity Center
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® Note

FEHEE |IAM Identity Center 3 & IEFEfEH B # AWS Managed Microsoft AD FrEH) E A
—EEE A REEBET—ESE.

BIERE.

EREEEL , BEESSRFRIER , RAREERE>BEH D KR,

EIBIES S WRT |, BH Active Directory , REZIBET—&,

HEEFERATBHET , AWS Managed Microsoft AD #SBEHIEE I EE , RAREET—%
ERFDEET , MEEANMEREL ACCEPT , RREEEFE S5 RIF,

2
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& E#4 Active Directory FHIEREIEES IAM Identity Center P EERERE , BH4A

TR EREEFF I Active Directory R THIE M EE L E IAM Identity Center, & ZERL
A, BIKER TIEBRMERERSE IAM ldentity Centers FHSEBHT,

# Active Directory FHY B EEE B $EZZ| IAM Identity Center

Active Directory (AD) F EREEH PN EAE B TUAEFTRMAOMIEFHEE AWS 1RF M EAREN
WE—BA AWS FEM, BERELEAEREE— B AR, BTNUHT FHILH—ERE |

- BYEOS{ERE% - £ AD B9 AWS Managed Microsoft AD M B R EE B e BET EmESEREE
i, AD FEREEASINERAEZEITUAEAELNRARAENEALE AWS RENEEEARER,
B mEETRERR IAM Identity Center,

AWS IAM Identity Center EEZ mEE , FHEGRENBEBERERAZENEFHEEFANTT , G
SEAENEFATEER., |IAM Identity Center BEEMFTIEREARINFRERFERALPEE
#. EARRtEFAERAENFETRERETHEEGE  AINELHEAEMERAENFELARE
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NEREEFSENMET |
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® Note

ATHER AWS ERARER , #I40 IAM Identity Center #{E1EAI 4815 EEL AWS Directory
Service BH#fEHA & , AWS Directory Service lIRE FEEEFFE &R userAccountControl
BT, mELEHBHNENRGTT , AWS EREAMELZHERSZRASREA.
BIAGHER  ARSRHEBENENGTIVE, NREELEFELLEBYE (TER) K £2E
Identity Center EEEARBRXNBELBNEINERE., BRFIRISHAFER AWS E OU
(FEHAAWS.) T AWS R#EWRF E# userAccountControl B,

« B3 AD Connector — AD Connector 2 —EH #%HE , I E#HFBREMEQMEZGEREE AD, MF
SRMERPNEMAEH. MEFHMENR , 528 ( AWS Directory Service BEEIERE) PHERE
E#. L F2# A AD Connector R EEEIE :

- MREEH IAM Identity Center EE#EZE AD Connector B #& , FAIRENWERERBERBLEE
AD RFER. ERTEAEFRBEER AWS FRAOBLERER.

- MEREFEH AD Connector #§ Active Directory Domain Service E#£Z |IAM Identity Center , IAM
Identity Center R BE##EX AD Connector B2 E—@ENEAENEH,. IREEEXXEZER
e R |, A AWS Directory Service for Microsoft Active Directory,

(® Note
IAM Identity Center i Fi ASAMBA4-based Simple AD B #.

IAM Identity Center ERA\Z8 & 1Rt & B &% 2 RIRY B 1t A 5

BERR S AR BRSY IAM Identity Center R EENBMEE  EENATS I RKEREFEUEY , 6
I Google Workspace, Microsoft Active Directory (AD)# Okta, IAM Identity Center & &H & 9 5K
FRHEEEREBM , WASHME = IAM Identity Center fEH & B %,

WMRER 1AM Identity Center ERIZ FERANEE S 2R A4t#F (IdP)Okta , Hl#0 Google Workspace, I
PingfiB & 2 RIR , BAEFEELE IdP FHIRF B,

IAM Identity Center B EHAREH FHWBHMHNRSIBER T AETALEA—HBME. |IAM Identity
Center FAELFEAEBMREAELIZEAERNMN SAML E8H (A SAML Bt ) . EEFERE
BUEgEEREN TS REHEN. SEEAERXHSRENNE—BAFTEN SAML 2.0 BHEE., W
EHMEA  FESEARSPHBHEMS E IAM Identity Center B,

E & EMicrosoft AD B # 131


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_ad_connector.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_ad_connector.html

AWS IAM Identity Center EREEmR

R IEAEA Active Directory A & % 3RJE , IAM Identity Center 8 &7E Active Directory 8 #& & H &Y B
MRABRTRAEEE BN, WEFMEER , F2E7E |AM Identity Center FMMicrosoft AD B #& 2
S Bk {58 F & B 1

TENNBEDIREEBHE

THRIM T EOFENBE HREE (dP) B , L AIBE BB IAM Identity Center 7L
B REREROBL, 58 SAVL BRI  STLER 0P TENT B,

IdP 3z ZHY B

${path:userName}

${path:name.familyName}
${path:name.givenName}

${path:displayName}

${path:nickName}

${path:emails[primary eq true].value}
${path:addresses[type eq "work"].streetAddress}
${path:addresses[type eq "work"].locality}
${path:addresses[type eq "work"].region}
${path:addresses[type eq "work"].postalCode}
${path:addresses[type eq "work"].country}
${path:addresses[type eq "work"].formatted}
${path:phoneNumbers[type eq "work"].value}
${path:userType}

${path:title}

${path:locale}
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ERAEER

IdP R ER B

${path:timezone}

${path:enterprise.
${path:enterprise.
${path:enterprise.
${path:enterprise.
${path:enterprise.

${path:enterprise.

IAM Identity Center B8 2 A FAERBR ST Microsoft AD

T&R5IH IAM Identity Center #1 F #& B 1 EEMicrosoft AD B & E & B FEER ST, 1AM

employeeNumber}
costCenter}
organization}
division}
department}

manager.value}

Identity Center 3 & IAM Identity Center F{EFEBMB PN BIEEE,

IAM Identity Center F B9 {F i & B4

displayname

emails[?primary].value *

externalid
name.givenname
name.familyname
name.middlename

username

BETZE Active Directory R ItL B4
${displayname}

${mail}

${objectguid}

${givenname}

${sn}
${initials}

${userprincipalname}

* 1AM Identity Center FHVEFEHBME BEPSLERE—/,
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IAM Identity Center R HIE¥E B4 BRETZE Active Directory R ILL B4
externalid ${objectguid}
description ${description}
displayname ${samaccountname}@{associat
eddomain}
ZEEH

- BRATEREM AD B |, (R EFE IAM Identity Center R EEAFEHAEMEENIER , AleEF
AEERRKRDPPTERME ., NFNAEELMHNNENR , F2H AENREDS R EB RS,

« KL |AM Identity Center B & L&k , RATHRT UTEH , AR EHFEMN Microsoft AD
BB,

flan , Tusername. =& IAM Identity Center FHIRFIMERE . MREH "username” HEEEFZ
{59 AD BB , IAM Identity Center @#%&ZwindowsUpn{E1R A "username” MITEER{E., WMRE
HRERBANRE P E "username” BB MRS , FBHEFRYE "username" EFMAKMERY IAM Identity
Center REREBNEHEE , RAEBETEE,

IAM Identity Center X TE#IMicrosoft ADB 4

TRIIEZEB TS ZE IAM Identity Center # {5 F & B Y 7B Microsoft AD B B,

Microsoft AD B & ¥ X &M EH
${samaccountname}
${description}
${objectguid}
${givenname}

${sn}

${initials}
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Microsoft AD B $&7 & X BB

${mail}

${userprincipalname}

${displayname}

${distinguishedname}
${proxyaddresses[?type == "SMTP"].value}
${proxyaddresses[?type == "smpt"].value}
${useraccountcontrol}

${associateddomain}

EZEEIR
« BALUEE X E M Microsoft AD B $ B HEEMES | LABRETE IAM Identity Center FHYEE — T &8
s

X #EH IAM Identity Center Bt Microsoft AD

T &I X & B 75T Z Microsoft AD B #&H £ & B FTE 1AM Identity Center B, FREEA
RRABMMEE S LUEHELHERR IAM Identity Center B RS ZZEAERRNFEANERE
38

IAM Identity Center for Active Directory X = Y B 1+

${user:AD_GUID}

${user:email}

${user:familyName}

${user:givenName}
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IAM Identity Center for Active Directory F1 sz = 89 B 1t
${user:middleName}

${user:name}

${user:preferredUsername}

${user:subject}

£ IAM Identity Center FMicrosoft AD B #& < BRR & A & B 1%

BRI AR T 5 FRIEE IAM Identity Center 5B {5 F & B 14 FE 20 4] ¥4 FE = Microsoft AD B #& iy ¥
FEREM,

# 1AM Identity Center RV BRI E B &P B

1.

2
3.
4

BARK IAM Identity Center £3£ &,
BERTE,
EREEEL , BEEFRRFNBHRSIER K RAREBEEEE M.

EFEREFNEEBMHER L , SKEZEMEH IAM Identity Center B , RBRENFHIRPE@
AE, fflan , BEJEEARE A& |IAM Identity Center £/ & B 5femail E Microsoft AD B &
${mail}.

BEMRFEE.

IAM Identity Center AJ 3R EM AD E%

IAM Identity Center FJz%E R Active Directory (AD) [E2F A] &1 Microsoft Active Directory HEAREES
EZEHHELZE IAM Identity Center W& 7 , WIRFIRLSERF

- FRKESHEE , BAIBT T IIEME

- EIBEATEE R Microsoft Active Directory H BE)I[EI2F £ IAM Identity Center Y A & FBFAE R I

HER. LANFAEAENEREREAENEE  URNSERSHEE.

- ERELSERAENEFEY WE-—ZSAFNAWS IRFREHEAREXNFE. SELEARATUR

AWS SERABRAREFZERARR,

- REEEETRERS K URFHEIEF. ETHERELEERENARE,
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FRFGHNEESE

EFEATREN AD B 2Hl , AR TIERGHENEEEE -
- £ Active Directory HIEEERIZ I E A EFEFE

I8 MA ST Active Directory FIEEEZR SN EAENEE , RRAGHEREMEHEN FEERIRIE
AWS IkRF AWS ZRERAEAREFZERAEN , RERFE L E IAM Identity Center,

« ARRER AD EZ - IAM Identity Center " EEZBSENPEHRHREESREAENFHE. )
2, BN BAREEERSHWERENBERE, SUURATIEP-—BELHRXNRREUEE , il
RESEE , BDRRERBHEEERSL E IAM Identity Center NERAENEE , AIRBE—IRE
T ERERY AD [R5 23R [E 2 49 %7 62 F & M B

- HAFRENEE  nRENFERAZEMEHESREP ZE IAM Identity Center , AJEZE AD R HHY
ELEESELEASEERAENFENEE. EEERITNERAENTE , BX A5
FEERSHE, NHEFAEA  F2RSEAENEETEEANETSHE,

- MEAENGE  WRECHERFTERAENBFENFTERIEREG AWS 1RF BARER , B4A
REWREN AD ASHEEEMBEFTHENFEAENEFAE , FeEEA IAM Identity Center
H#ITHEIR. MEFMEF L F2EREEAENEENEEZECNETEHE,

£ Active Directory # ¥} & AR B A HETT ISR

BREMFEXRENFEBAEMREE (HFEHA )

- AIEREM AD B - AT ERER AD B # Active Directory 8= EAMRBFHEMNEFAETIENR ,
REEEMEREEN AWS kF IFRERAERANEAEEE. ZHBERT , BEREEREMR
ERE  SEERBEPHEAE. fin , MREEFREETGHEA MBEEBERHFHEAN
8 , BiE B BV B th S AL 7 EUE.

- EFABLIERE

MREEEH IAM Identity Center &2 1ZHIE API E)YEF 1AM Identity Center 5k API B4R B

Bt TERRE , BHEAENFANFIREERGIRFFNERER , XTSRS E 1AM Identity

Center , BIZETE 2022 £ 4 A 15 A AR EL TERRE , METCMUTREN AD E% & H

BIEME, TRREM AD BS EREFERENMBEARBRINGENIER , URBITEHN SR,

- AEREN AD RBY - REARE  METEEBHT. kit , BXEEEERAENFEAREE
FBLS&EE , URREEEFEES > ENE, NEBELAERE AD B ZRASHEENRZED B
BEN , F2H BFLAERE AD BFHRESHERE,
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FE

. AEREM AD [H masEE

« % —X Active Directory ) IAM Identity Center @ 5% E

- BERAENFENEZEENRSEE

- RENESHEBRERENEAE

- EENEERS

- REWNEDREBERS

- BELAERE AD RIS K RS HHEE

AIERER AD [EF mmEHE

IAM Identity Center FRALTRFEMNERSHIFHEFN AD RE5ER. BEE—F THRERK
%, FSE TR NEESE,

By

# Active Directory F Y B R EE B #& 5 AWS Managed Microsoft AD B H B &iE1ZZ] IAM Identity
Center AWS Directory Service 2# , & AR EE R IAM Identity Center & 2 FIER
Active Directory E A& MBH. CBEN T 2B =/EELE IAM Identity Center 2 7FH[E. 1B
BENBESAX)  ASEFUREEERNKRE,

BREMEE (BAERBRERFEHA) WHELERAS I FHRE,

LREEMERAENFERL | IAM Identity Center B FREZE |, KEBHEREREHEAERE
8o

ERT

IAM Identity Center B0 EHEFH & 5 EREEH R Active Directory FHI IR B $&HEEVE # |, KL
RISRFREE, BIETAZR , IAM Identity Center £ [E LB HIF B/ NEF1EEH Active Directory R &
¥l BI#E Active Directory B K/ , ERATREEE 30 2EF 2 /NREFBER S E IAM Identity Center,

ERSHEBERNERAENMBEENHEREKEEREE IAM Identity Center PRI REFH , AHEE
Active Directory F3RJR B $k PV B EYI . BRAFEAEBM , 1AM Identity Center £ A FEUZR I
BHEERTHHABM FEIEE IAM Identity Center RE#H, 7 Active Directory TR E A
MEHIEEE—RARFBEHY , F8EREE IAM Identity Center #,

AT AERTE S 2 IAM Identity Center & 20 7R EFHNERENEFE TR, ErILRESHERE
REHEMEERTFE  EEBKR, EHENEASIMEET —XHENBLSHES . RFEBR
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# & 2 #{5 LE7E 1AM Identity Center B0 FREFEFH. FARELSHBIB 28 RWERAERFE IAM
Identity Center 2 FHERER. ET—E@RLSBEEF , IAM Identity Center 2 FHEF & B EE
AYENFERENH  RIECHNBERES@EN H B E,

fibl B

& Active Directory AR #Y 3KJR B 8% A M BRYET FERY 5 FH & REFE W 4B | 21 IAM Identity Center 8% 7%
HEMBRGEREMEE, NE , BALUEH IAM Identity Center 324 , # IAM Identity Center & %

FHRIZRAEMBREREYE, MREFEH IAM Identity Center £ A |, BBV ERBSEHE HBIRE

AE , URRAMtMATFEET —EBRLSBHGEFHFE L E IAM Identity Center,

FHuAUEREENENRBRERY. WREEERSEE 28 X, IGERAMEERE,
2 — )X Active Directory E| IAM Identity Center G5 5%%E

WMRIERE— G REFEHBER Active Directory E2 % IAM Identity Center , F581& T 55 B,
mE , BUNERHRNSREELN T P HRE |, 5 2RIEKE IAM Identity Center 8 & Active
Directory.,

5| 8XERE

1. BAEX IAM Identity Center £2 A&,

® Note

FAFEE IAM Identity Center £ B EEFEA AWS B8 AWS Managed Microsoft AD H #
FFENEFP—@E , REEBET —ESR.

2. IBIBRE,

3. EEHERNBEMAES , BRIEFRKSIERE,

4. ESB1-ER . BREBUEMSY  REERCAENFEBUEMY., IRTEELSE K FEET
—%, MREEBF FBETEE A ARBEREES,

5. BESB2- & RERTEHED , EECHERSIER. AR K WALENEERTHEZFEH
ENRYFERAERR , ARBERE, £F  ZEREARSIEE. A ACENEERSEHEEZFHE
WETEHEASRE K RRREFE, RAREET S, NRECEERRSERAENBEETNEERLE
, ITETEAEE , REREET -,

6. ELB3 RENMREFEALET K BRISBE1 BUERFFHNEERS K URSE 2 ASEHEF
WEREMBIE, iBIE Save configuration (R1FHRE), EEHENAEERSEM.
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A ERENMEFENEEENED EE

KB T SLER | #% Active Directory £ & MAFHH T8 = IAM Identity Center,
MEERE

1. BARK IAM Identity Center £ A&,

2. BERE.

3. EREEEL, RESHRERSIER , BEDHE A ARRETERS,

4, EEBRSEEL , BECHERSIER , ARBEMEERENEE,

5. EFEAERSIEBENERET  WARUNERESR , ARBIEHNE,

6. EMEHERAENFEET  SECEFENERE,

7. EEREX.

8. HEEBEKT 6 BEFRE . IRCEENERAERBETEEED  FEFENREERUEN
EREEE,

g A

1. BARX IAM Identity Center £ A&,

BERE,

EREEEL , BEEFORRRLIER , BEEDE K ARBEEEED,

EEERSHE L  BEFERSIER , ARBENHEERAENTE,

Z1E Groups (F¥HE) BR. EFET , B ARUNIFEER , ARIBENE,
EFNENERAENEGET  RESEMENEE.

BERR,

HEEBEE®KD | 1BIE Groups (AS Z£#H), MREEENBERBERERFES  BREZEHER
BERAEMEBFHEEE,

© N o g B~ W D

e RS BEBREREMEFE
MFERESEEBREAENBESABREBANFAES , F2

m
&
g
s
it
&F
>
o
gl
R
<)
=)
e
T

BERERE

1. BERX IAM Identity Center £ A,
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AWS IAM Identity Center EAEES
2. BERE.

3. EREREL , EESSRERLIER , BEDF A6 AREEETERD,
4. EEFERAERSIRR,
5

HEESHERNNERET , BEREEMBRERAESENRM AR, BEZEMRAEERE
MERERBSHZIMG IR,

3
s

6. EEBE.

1. BAREX IAM Identity Center £32 A&,

2. EERE.

3. EREEHHEL , BEESIRERSIER , BEHE  ARBEEERS,

4. &IZ Groups (B#8) E®,

5. ERFZHEANEET  ENECEMRZERAESENRESGR. ZEMBRAAERE , FENEA
BEENZEG R,

6. EEBE.

EELEERS

FERSSEEMERRNELSIER |, ABHIEETE Active Directory H¥3 6 B & M B AFT MMV E MR E
R BRFE IAM Identity Center ., EZEBRFP %R K ASBEHPERT —RHENRLSHIMBELEE,

EEEL

1. BARX IAM Identity Center £32 A&,

2. EERE.

3. EREHHL , BEFS>REFERSIER , EEDHE, ARBEEERD,
4. EEERST , BEZERED,

RERL

1. BARX IAM Identity Center £ A&,

2. EERE.

3. EREHHL 6 BEFIRFRRSIER , EEDE, ARBEEEERD,
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4. EEERST , ERRERD,

(® Note
NMREZBEINEERTMA2EERL , Al Active Directory Z| IAM Identity Center £ 3
FEMRE,

RIEHE L 5 E B RS

METABMMNFMEENR , 5528 |IAM Identity Center BB & 5124 E B Sk 2 B R B IR S,

£ 1AM Identity Center R E%E B RG220 B #%

1. BARX IAM Identity Center £ A&,

2. EBERE.

3. EREREL , BEESSRERLIER  BEDEFE K RAREEEEFD,
4. EEERST , BEREEERE,
5

£ Active Directory EFIEBMT , 527 IAM Identity Center &9 Z R [EB 4 Active Directory
FEREBM. Hl, BB ER IAM Identity Center B0 ZHEB M S email E Active
Directory £ /A& B (B ${objectguid}.

(® Note
EEEABMT , 58 F IAM Identity Center 2 EH[EBMH Active Directory 0B
[E5
6. EEREEE., EEELRENEERASHA,

BELAIERE AD EZHEFERE

ATHRAENEBCIFEREVERERAATREN AD B , RMEBEMNT TITRREBLEDSE
&

EEBAHLAERE AD BSHNESERE

1. 7£ Active Directory 1 , I REZEE , LBELERSLZE IAM Identity Center WFTBEERAE M
BB, Hlan , BALUg BB B IAMIdentityCenterAllUsersAndGroups.
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2. 7£ IAM Identity Center 1 , # RESEFHEFH B ERENRLEE. 1AM Identity Center #&EH R
RLSBEETIEZMEREANMEERE. ﬁ%ﬁ‘ FEHHEMKE,

3. M Microsoft f2t#y Active Directory fE A E MEEEE API BI{E , R RXBESEFHEMIGRBIREE
R&EMEA,

BENBE D RESE

£/ IAM Identity Center , A LUEIB R £ BIAFLES (SAML) 2.0 MEREEF 2 EE (SCIM) BHA
BE , RABEDRME (IdPs) EBRBRENANERE D, ETELNFEAECERAELATBRAERS
A AWS FEA OMLL, A% AT UEEEEND IdPs FREENEIRIRF. ANERAER,

Blan | BATLUESAER 1dP HlEn Oktask Microsoft Entra IDE$ZZ] IAM Identity Center, A% , BHIEA
EALAEABEEM Oktamk Microsoft Entra IDEAEREA AWS FRA OB, EERFFERAEZA
BUUBTHEE , EULSEERRFIERIBRGE AWS ABFFrEREMERRER. I, BRAS
AILERARAENEAERE A AWS Command Line Interface (AWS CLI) , ¥ S XA B BEHEAER
ELMEmiR,

MR &L Active Directory 5 HfEEF B &R E I B # AWS Managed Microsoft AD , 752
Microsoft AD B .

\)s’t

B EiRE

(@ Note

SAML BABETRMER 1P WA , A THREAEMEE, Rt , BXEGERENEE
#HE2| 1AM Identity Center , 28 IAM Identity Center &8 18 L& Fi & M EE4H

R ERERBINE IdP BB

ERANEE AP B , BXELXEMEERNFERENEEMEE IAM Identity Center , T 8E¥ AWS 1R
F = BARNETEMIER. BEEEKM , BAUFER SCIM #35 piRMHEMHEZE IAM Identity
CenterRfEREMBHERE L HFEA FHHE., BERBNAHESEAE , IAM Identity Center HE
#& AWS Management Console, i G HIAEMEAER F o RB|EHEQME/NE 1P, AE , IAM
Identity Center E1RIRETE IAM Identity Center PRV B RBFELERNFEE, MFEMENFME
&, A2l EAENEERE.

£
- WMERENRS D RMHAE
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* W0fAI7E IAM Identity Center PEEA R G o RUENPEER

- BRENBESRREESH SAML f1 SCIM B & 52

- SCIM BREEH SAML 2.0 EfE

WER BN S 2R E
X ENHAE IdPs BRI LRGN, ZEFENMEREF. BEE |dPs 7 A #Ystep-by-stepZ 2R

i

» CyberArk
» Google Workspace

* JumpCloud
* Microsoft Entra ID
» Okta

* OnelLogin
« Ping &%

%% 1AM Identity Center XER/NER IdPs ZEFHNFEENR , FEH ERAMLE o RHEER
SAML fl SCIM Bt & 5 %

THRFRHERENBE D RHUEERER EFN — RS,
BERENBEDRME

1. BARX IAM Identity Center £#2 A&,

2. BEFRE.

3. EREHEL , EEFIRFRSIER , AREEDHE>BEFH KRR,
4. EEESIRERET , BERARE S RHEE K AREBEET D,

5, ERENBEZIREET , MITTEHE

a. CERBREEFEERT  BRETHEPEERERUATHPEERER  YKERBEFELENR
HE. NEEDRMEFEE IAM Identity Center SAML H#EEFRIER,
b. ES7RMEEFEENT  BEREER , ARKIEEABEI/REETHNPEERE

R, RELEER, KPRENERTSLENLE X509 BF , ARMGER IdP BENA
£

JBNO
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C. igj%-lt_io

/A Important

£ Active Directory 2 2 F R FEBRRATERENEAENFEER. NIHEBFERER
%, BUABAFHEHEREIR.

6. HEERBEXEERLEFTEER  FAWA ACCEPT,
7. BEEFHHRE. REASSEHNEEHIEES 5 RIR.

Z0{AI7E IAM Identity Center PE B S HRHEN FEER

] LU T ST RTIRHHAS IAM Identity Center WA G o iRt EhEER., ELBFSFEFEHREESR

IAM Identity Center & AF1FEL AWS BEIRMEED . THIEFERBAMAERHF I IAM Identity Center
REISAED 1dP FEER, ZEETRUER , B£FEE IAM Identity Center VBT ERE . WFEFHMAE

7, B2 [EIAM Identity Center BIABAR TR 5 1T E 52,

BENRG T REENPEER

1. BABX IAM Identity Center £#2 A&,

2. BERE.

3. EREHHEL , EEFIREFERSIER. BEDE  ARBEEEFIRE.

4. EEFREEDEENERYT , EERE P FEER, SUUELEE LB A 1dP B IdP
BAURL M = IdP #17# URL, ELETHMELERER  BFEERTFEE,

NS DIRMEEFER SAML 1 SCIM B4 &2

IAM Identity Center 8B E T 5IH & & 2 R ER BRI

it

- ARERE S ZBERN SAML 2.0
- ARfEN SCIM

BEFELREBABENEME D RMHE (IdP) HHIZE IAM Identity Center IR E#HEE , BB T3
BHREE

+ SAML
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* 1AM Identity Center EEE F Bttt SAML namelD &3 ( B
urn.oa51s.names.tc.SAML.1.1.name1d-format.emallAddressﬁ

« Ef5H namelD W EXER RFC 2822 (https://tools.ietf.org/html/rfc2822) addr-spec &R
(“name@domain.com”) F& (https://tools.ietf.org/html/rfc2822#section-3.4.1 : //)o

- PREERERTEERIB 75000 BF T,
- REERXLEFE entityld, X509 FZEF SingleSignOnService , A& A URL By —
s TEXEMZSE,

« SCIM

+ 1AM Identity Center SCIM E#ER L. SCIM RFCs7642 (https://tools.ietf.org/html/rfc7642), 7643
(https://tools.ietf.org/html/rfc7643) F 7644 (https://tools.ietf.org/html/rfc7644) BERE , UKk
FastFed &7 SCIM 5% E4E 1.0 (https://openid.net/specs/fastfed-scim-1_0-02.html#rfc.section.4)
9 2020 F 3 AERHFIHHEBMER, IAM Identity Center SCIM BIEFR A BIERNZE
AP| 2 E—BFERBAIS LE U B2 IAM Identity Center F B BT EBEZ BN ZER,

FRETHE LREENESEIRN IdPs, FHEEN IdP , ABREBEEERRENE
BEEENBERES,

S LR

5

SENZ

f"|||

RIS |dP EARZE IAM Identity Center RFBE{TRIRE , BERERE -

« AWS CloudTrail &8 &FiRZE4 & ExternalldPDirectoryLogin B9 H &
- IdP 5 EM BREN/NEE B
« ¥ IAM Identity Center BREHE (THED KT

® Note

BL |dPs , f5lzn FEY IdPIAM Identity Center § 2 RIRHERTE , LAE A IAM Identity Center
BER "EAREN = TERESRL X, A IAM Identity Center IREELAVEREREER ., MRE
B 1dP IRIIRE | RPBRBEFERAT , B/ EEZEES IAM Identity Center EBMNIER., H
ftiEA TAWS, . TAWS BE . jza*aﬂl i TAWS, BB EE TaEe A MBS A ER/
N in 2, B T RESE L EE IAM Identity Center IE &iE1E,
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SCIM 5% EEH SAML 2.0 E4E

SCIM 1 SAML #BE:%E IAM Identity Center WEEEZEE1E,
SAML 2.0 BEE

IAM Identity Center ¥ SAML ( Z& M EBHERLES ) 2.0 WIS F 5. EAZE IAM Identity Center
RABH D RME (1dPs) BEF 5. SAML 2.0 2—EHFAMEZEE , ARZ £} SAML E8i, SAML
2.0 &7 SAML BEEN (BAEDIRMEDR IIP) & SAML HEE (BARKEMEDR SP) 2BE
EFERAENMEEEM. 1AM Identity Center RS FEALLEFARRHBEE—BFA, E—BFATEFEAH
ERBREN S RMHERIREFR AWS 1RF FMREEARER.

IAM Identity Center &% SAML IdP ZhAE#Ti® Z &/ IAM Identity Center F K [E AWS Managed
Microsoft ADRAME T RHEE. KRR , £AEATUE-BFAXE SAML R , 23 AWS
Management Console f158 =5 FEFHE = Concur , 5130 Microsoft 365, 1 Salesforce,

i , SAML BAWMERRMEES IdP U THERAENFEAN SN, At , BXARERAENEAM
# 3| 1AM Identity Center , # IAM Identity Center &858 L& i & F B 4H

SCIM R EE

IAM Identity Center X EFEB1H 5 2 EE (SCIM) 2.0 IRZ%#, SCIM AZFEZEH IAM Identity Center &
PEREB IdP WE D RIFRL . ESTHEEEL 1P B IAM Identity Center 2 E#fE. EFHFMEBUEMHE
ERE

MFMAENE SCIM WEHRE , FF2H £ SCIM N E S 5 RAAEMEE IAM Identity Center,
0 IAM Identity Center SCIM B ELfbSHAE S, , 5528 1AM Identity Center SCIM BAEBIA S
pi=f

*iE
- £/ SCIM A H & HiREHEMEZE IAM Identity Center
. Wi SAML 2.0 B

£ SCIM B & 2 iRt FEMHEZE |IAM Identity Center

IAM Identity Center X #2{F A & 9 &2 (SCIM) v2.0 BABE , &5 0RMEE (dP) WEREM
BHEEAEHHE (FS ) = IAM Identity Center, ERERE SCIM B8 , BRI F o iRHE
(IdP) £ A & B 14 &2 IAM Identity Center F E & BHRMRST, EEEH IAM Identity Center 1 IdP Z &
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WFEHAB AR, BALUEER IAM Identity Center B9 SCIM i B & 7E IAM Identity Center FREE 3L Y
AEFER , £ IdP PERELER.

ES |

- EREDHENEE
- WMEEEFEVERUBH
- BRAEESHE

- FREBHE

- EETEER

- MBRfFEUERL

- BIREFIFEH

- FEHE

ERAEBMENEER

EZBHRIBE SCIM 28l , EREBERE T I EEHEM{AEE IAM Identity Center B EANEEE
B, MEHMHEEE | EFSHIAM Identity Center &0 IR ZREZERAR IdP B

- MRZEHETEESFE bt , BEBHEHRESECEHEDBLERHE N, EXL IdPsH , £
EEFHHFU AT REENE FEFibit, fli , ENREIARETERGEFHBHFNERATRERE
(UPN), S IdPsHREBREDS "Hith, EFH#iut , HEP I EFERAENEBE T B #Fibut, &
RAZBTE |dP BERTE SCIM | #GIEZ=HIME— B 7 B4 b it ¥ FEZE 1AM Identity Center T EE T E it it
B, o\, BWAERE R &I A — B A B RFERET ZE 1AM Identity Center fEF BB BB 1%,
REZN 1P REEE—BHRBREARBINBNERAENEFHBHER, MREER , BUUZ
|dP B 5T E] IAM Identity Center = Z & FE 4 IAM Identity Center fEF & &,

- FEEFESCIM ALEE , BECHENSAEERT. K. FAEEBNETEBE, NREH
BEAFMELE K BTEmEXFERE
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. HRBREERARENSH AWS IRF EXMHEZE IAM Identity Center WERE, EERLSFEHEMNE
#, FREEMMEERGEARENREMAEK IdP B IAM Identity Center iEFRHVERE o

- FREECEHMRETABREPREEEE  YEREEEmMEFRTE. MEFUEMRERZENFAE
A, ERHEENEDRESE,

- FA 1P M SCIM X EEBHEZ R , BEEZER IAM Identity Center =2 & P HFIERmE £ A
EH, MRELEEFERERERE , BLBERINIE IdP B 25 FFRHAIT IR,

% IAM Identity Center SCIM BEHIFFHBE R , 55288 |AM Identity Center SCIM BEF A ST
P

MBS B R

SCIM EEIZHHNELEERPA—F., ELMN SCIM FEEMRESTE 90 XAIBHE | &7 IAM
Identity Center 32 & FERMRP AWS FiXIREE AWS Health , LGB RE@RIRER, FBEBHZ
BIERIR SCIM FZEUER , BB EREFEAENFHEETANEHMHE, R SCIM FEHERIBHE |
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b. FHEM - ERETERNERE,

/A Warning

EREM—TURE SCIM KB AFIRAN M, ERRZN  BEERELE, £
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R BREN

EHEBHmE
F AT 5EFE IAM Identity Center TR AR ERBEBHE.

/A Important
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- FRREBENEE

BBEAERNENRE (ER)

BEEAEREHREEFA Open ID Connect (OIDC) £BREREREZE, FHLSE , BALIER
FH aws configure sso@m T EEMEIZE AWS CLI, EHJAEA L HSREEEFEEEERGEM
ZAE AR A SEEBNEAAE AWS RS,

EE7THA IAM Identity Center FAERUMN A , BHIT aws configure ssom® , RER
AWS CLI BIESEEZE . RELGERATN AWS FEA O#EE THERE | ® AWS CLI 2 B8
MEREAER , YEBEREEREAER,
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WMEFHMMEDR , FSBAWS Command Line Interface  EAEIER) FHER RELHEREREaws

configure sso wizard.

NEEBEHEENHREAER

1. FHEEEREMNFEEA URL BA AWS EERA OB, MREEEIL T IAM Identity Center i
A&, AWS BFEXSETHHEE , HF SN EA URL, NMEFHMEN , F2H B AEHE
EEHRHEA AWS ERAOMHL, AWS

2. EWRFRSIRES , RIEE AWS IRF RPEMEAERN . BERREFIRFE | BEikFHEB
BIRF &, IRF ID MEFEA it HEFHA,

(® Note
MRIEARBIMEMAWS tREFIHMIER |, BT RERE R EERERIRFRFT IS, EEER
AT, FHBENEESR  YERGMAK/EHELEFEE. WFEFAESN A FSELES
B S EHE 7 VB IS RIE AWS 1RFE,

3. HEIRFEMWBTH , IAM Identity Center FAERBIERNAITESHETATAAR, 0, MREH
IAM Identity Center £ & $5iR#E IR S Y PowerUserAccess SF Al |, ZABREE AWS R AO
#Buk  HER & PowerUserAccess,

4. BEBEACIZBENIRE  BEEHESR  NBEGSYHERKRTER.
5. EMSEAEREEARY  RIBELE WIEERRK , 188 macOS M Linux, Windows =%
PowerShell AWS CLI,

6. 7£ AWS IAM Identity Center A &R (EZE ) T, SSO RegionBHEREM SSO Start
URLH . X7EESREA IAM Identity Center VX ERE R sso-session B , FEIELE AWS CLI,
EETHRILERE | 55EMEAWS Command Line Interface  FAEERE) FHFER RERTE
faws configure sso wizarddHIER,

AWS CLI REZHREER , AWSIRF EXZEABRBHAL.,
FEHREENEE

BUERFHRABHENREL X , ISESTE DPHEF TSEARB A CHRSEAER AWS
RE, BEERMY FERIY TRHEABENTIENDS, EALSE  SELAEFHENBRETRE
AEH,

BT AWS CLI i %, ERIEREAERBHALL,
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FENSEFHENBENEAESR

1. GRATESEMMNSEZA URL BA AWS A O, MELETT IAM Identity Center
A&, AWS BEXETHEHHRBE , EFIEEMNEA URL, MNEFMER K F2R EAFEAE
B EA AWS FERAOMIL, AWS

2. HEIRFREIFRED , RIEE AWS IRF P EIFEUBREN , REERUETR IAM B2EH
(PIMEES), RIEIAM ASEBEZNEER  EEFHNERIBEGTIREARAFI

® Note
WMREREBEIMEMAWS REFIHIER |, AITEERIEREZIRFHEFTIE, BEERE
T, EBBENEES  YERMMAGHBLFEE, NEFRENR , F2REER
ERFEEEUEIEIIE AWS 1RF,

3. EESEAERNYEEART , 2 MacOS M Linux, Windows 5 PowerShell , 1884 WIEX
R#FEMmE AWS CLl,

4. BETIMEEE:
« GBI 1 BRE AWS RIFEH

BEHBEAVEETEEAERRE , BficredentialsERMconfigE R HIEMRE,
WMFEFMER , FSEAWS CLI ( ERERER) FHKRE BIREEH AWS CLI

EECALEE B TERIEAE, KaTREEM AWS CLI RInHREAE K RRE
Enter 3R EPTRAREZH,
- B 2 BRERWEELN AWS BAERER

BENERUERATRNEAEBENITHT.

EEMERAWEE  FREGTERIEAE AR TIEEAHA AWS credential stz

B, UREFNERRER, MEFMEF , 520 AWS SDKs M TESEEmPRHHERE
MBEAEHER, BEFEAKEAER , FE AWS CLI S THIEE --profileiEH, EEF

EFEAMEBEAERERNAERE.

« 1EIE 3 : EEHW AWS BRI A Fim o 62 A B B{E

BEFWRIF AR AWS BRFEAFRFIR AWS BR, MFEFEET K F2REAWSLEENT

=
>=o
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HERMERAWEE  FRESRIFEE, BERINCHERXRS LT MERE SDKHNEE
B2, MFEFMER , F2EIEE SDK API B3,

3 AWS Management Console B Y ith Y32 R E &

£ AWS FEA O E T W ESERE S IAM ldentity Center FAEHE FHISEEH L AWS
Management Console., EEREFAE , URHEE FHBEB L AWS IRF,

BERELTACNENHEEHERE, ZULUEBEHE AWS EMAOBUNZEER , FHERE
EESHEMHENEN , MA2E AWS Management Console ( %40 , Amazon S3 17 Er & #1T
EREE ) PEEZMENB N URL,

FERERS B Ry R IE

EREZAE=EENHEER K FHEKEELIEFIE
- (BA) ERLEHEP AWS Management Console $8EH FEVEA B B9t URL, HI%0 , Amazon S3
RETEHTERER,

- (EA) EEEAEMENTUERENEIAMRE URL, NERTEEXMRENFHENR , F2E &
& BIE AR B LUIR R 77X AWS Management Console,

« AWS Management Console B E. MIRERIEEBNM , RIFERBENHA .

(® Note

RABELEE IAM Identity Center #1T &2 8E , L E A AWS IRFSF B #ith URL RS EM
HAEE, SRR ADEEET N,

AWS ERA RS SRV ERRZRE , IHEET THANERER. MRETEIEE B URL
(E—EBEERNE—EZREE ) , BN URL EREIFIFEITHA,

£ AWS FEIA NP R ERER

1. BAAWS FRAOMBUE  BEEEBERFRSIER K RARBEEVERZRA,
2. EYHFEFHEF
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a. AWSHRF FHIRF ID RFEBEE . ER@A B, TR BESERETUFRNMER
k7 IDs MEHE, BREBFEEEFIIRS,
b. BEMMETHNFENEE IAM AR, EERAFMBRFERGENTTE, NRELK
BEAR REERTERAEEFERAERERRK  AMEBERFEIERGHEMANAE,

® Note

LELZEBRETCERR THFIE. EREREEANCHERGERAENTAIE, W
REMERBARFMNE N URL BN AEFFAIE |, AIEEBBMAFEN.

c. EEMHEIA AWS FRADOMAML BN URL, MREERKEAA URL , RISRIREIRIIN
RERER B R EIR | A ETEASR B BB aV i,

d. ZHELCEFSREBEENEA  EHELSRERELE . BEER URL i, EREJLUER
BRNETEGRYER  REAHERMIEIEMEAFTRZEERFHHBEELAS
ﬁo

M URL #miEE#EL 2 AWS Management Console & E#E
URL BWFrE28(E , 1IRF ID, SFAUEEBN BN URL , #AAEL URL R,
REEFG T HIRCERR AWS FEA O URL :

/#/console?
account_id=[account_ID]&role_name=[permission_set_name]&destination=[destination

B AWS 2 E|EFRAYTE URL EEIE !

https://[your_subdomain].awsapps.com/start/#/console?
account_id=[account_ID]&role_name=[permission_set_name]&destination=[destination

LT 2EHERER , #H S3FullAccessiFaI 1234567890128 ERAEX A tRE |, Wi fi%Zl
S3FEAEH:

* https://example.awsapps.com/start/#/console?
account_id=123456789012&role_name=S3FullAccess&destination=https%3A%2F
%2Fconsole.aws.amazon.com%2Fs3%2Fhome

* (AWS GovCloud (US) Region) https://start.us-gov-west-1.us-
gov-home.awsapps.com/directory/example/#/console?
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account_id=123456789012&role_name=S3FullAccess&destination=https%3A%2F
%2Fconsole.amazonaws-us-gov.com%2Fs3%2Fhome

RIENEEFEM MFA

£ AWS FEA AR ER THRFREMENHRELNETSEZRRE (MFA).

@ Note

BRCERBEREFTHNSER A , THEER Authenticator BRAEX THELENEKE, NF
AR MFA ZENERENEE  F2HR EEREFEAES.

AEHERY 28 B LR ES MFA £

1. BALHN AWS FEIA DR, MEFMEER
2. HEHEALAKHT , #EF MFA £E.
3. EZEEZRSE (MFA) REFHE L , REFMEE.

wFZ2REA AWS FIA O,

(® Note
MREM MFA RERBRERRE , FHBENEESNGEMKREN .

4. HEMMFAREREL  ERTIES—@E MFARERE K ARERET :

- BEREARER

1. ESAERRERAREIRER L , SO E=3H MFA £EBWHELEESH 915 QR BEF.
EFRRZLRORT , TETXE QRRIBENEE EFE@ A,

2. EFHER MFAZE , $I1TT5I3E :
a. FRVEAN MFA BRFEsSEARER, WEWE MFA ZEREFERANSARERESEE |

Ao ERREHFEAEN, MR MFABRAERXAXESZERFE (ZEMFAKE) , &F
BEEHRS (#TRY MFA £E ) #NEHE,

b. ¥|E MFA EARXREXE QRRE , AR EREREREAEXNER LT TIHSP
—IRRE

i. BREER QR , AREAERAENGEHE QR K, flmn , KA UREESHERIERE
BOURFHBNESE, RREAZENBEIRFEHEER,
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i. ERFERAESR  AERE MFAEREXPRAXNLESR,

A Important
B4 IAM Identity Center 3 MFA % B | B2 QR BRALZSHRE
AREERLNNS, NRORXBERLAENZE MFA RRBEARS
EAARAFRE. NRWE DRE—ER ST URE SR R AR
£ AMRER MFA R,

3. ERERVREAEAAEANRIREXRT  WABNHREER VFARE LN —RMHER
.

/A Important

EERBZRIUAERENFER, MREEERENT  ARFEAXASIERERK | A
MFA REBCERIIEENERERILES B MFA RETES, aRLEEERRRR
RERFXH—RERET (TOTP) EB T —/MNREBRMRSBY, MRBLEEERER ,
BALBRRSEE,

4. #1E Assign MFA (8ik MFA), MFA ZRERE R RKRELE —XERE | BT UE £EE
A AWS,

« RETRIAERER
1. EEMERAENLLSHER L  EEAERIFARENET.

® Note

ERRNAERITEME, AUWEMERER , B S RNE RS BRFEMNE
BEVREH, "E8FEAE  FEEENTE. BANER K RARRERT.

HiT AWS FZEA O#E%E URL

BIRTERR , B AERERFLLE A URL RFE AWS FEUA O
Uh  d-Xxxxxxxxxxx.awsapps.com/start. EALLHET URL , B RFRF
7~ . your_subdomain.awsapps.com/start.
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/A Important
MR EEE AWS FEA DML URL , BIEERRIRE.

HET#&/ URL

1. 7 https : //https://console.aws.amazon.com/singlesignon/ B AWS IAM Identity Center 312

L
Ho

2. £ IAM Identity Center X2 AH | BEEBEERTINERN , ARRIREREEER,
3. BIEAWS FEAOM URL TAMBETRE.

® Note

MRBITIZRARETR , R RE BT AWS ERRAOMYE, BEFT AWS A O3 URL 2
—RMRE  EERE,

4. WAFTENFREEE  ARBERE

B AE A LAER BET URL #EiB AWS A O@IE 2 A AWS 4,

Identity Center (EF &R ZERFE

IAM Identity Center AR BFAARESEERZRT (MFA) , AtFIEERAERTHERAEERBRIZHBZ
S, EXESEH MFABRA, EHRAEAEXEFATIMEREZA AWS FERA O

- FANERESEBNRR, EREMAENENSE —BRE,

- BB, ZEEWEYHL. ERE-EARER A SEAEHE (#F) N (EUER) NE
B, $F-ARNZTRERETHREELENRRR,. ERINHEMRNZLSR , NEAENEYRT
wio

BRIFERINTERBME) MFA $E , BRIELERZTHEMIEREREFIEN AWS BR , KRS
zEM,

BEEAEZEZAUZMREERERRIEFREARS  ERLXEEENITHREHLFIREM LN MR
WEEBEARS , URAEFIDO BBFESE  HPIsABRIFNRZLEH , BHL/\@E MFA £E,
i —25 7 & |IAM Identity Center T] FI#Y MFA 5,
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AWS IAM Identity Center EAEEE
&

+ |IAM Identity Center B] FA#Y MFA $g#

+ 7£ IAM Identity Center 5% E MFA

- REAEEM MFARE

+ 7£ IAM Identity Center P EFin & MM MFA £ &

IAM Identity Center A] A#Y MFA HE!

ZEEZRRT (MFA) E—EEERRNHME , AEEBEREN LTS, EAENE—ERRX — &%
B — RUMEENRE  dBANBRER, HUREZTURKERRE (BEENEY , fINZ2ER)
REARE (BEFNEY , AINEMBRRHE). RIABIERERTE MFA RIEHNIRFHEENAN R
£,

IAM Identity Center MFA ZE T HIEEEE, A MFA BEHFI RSB FTRAFE , URER
IAM Identity Center £/ AWS CLI v2,

- FIDO2 EifEss , BREANERESRNL2EHB
- ERRFRERAERS
- MBS MRADIUS MFAEEEB E# AWS Managed Microsoft AD

ERAERZTUE/ A MFARE , HResRZMEERRERERAREXNAME FIDO BFEeR , &M
B —18 AWS IRF . & AILE MFA BRERERE MFA ERRTRERBERZAR |, SEKRM IP

it B AREFEE MFA, MFENAAERERTE MFA RENFMEN , F2H 2E MFFA BRETER
EH D BEM RE MFA KEBRH 1T,

FIDO2 5% 25

FIDO2 @& CTAP2 f WebAuthn R , IAEERBIBHFELAER, FIDO ZFAEREFHERYN
AlE  RATMHEBRIEAERNMENLRE—1 , fl0 AWS,

AWS X & FIDO RSB MERFE RFARER : AERERNLZLEW, WF FIDO RERHZFRE
BHNEFHRES , F2HT X,

ES-

- RE2EHR
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- BIREER. BUSRREHAEMEM FIDO BRFESE

NIRRT R

FZEREKNITHEFEHERNEN G D EBFESS , HlW Macbook L#Y TouchID = Windows Hello 8
DH#, MRENEEERE FIDO HANWAERERFES  BULIEREN. KRIBRELEEENHAEE—E
FIE3

T2 &R

Z2&WIE FIDO AN/ ZPEREEREES , £ LUEB USB, BLE = NFC BEYBEREEHE

B, RRETEWMA MFA R , ZREFASRNBERTHAF2ET, 22BN — L&
YubiKeys # Feitian €8 , MREERNZTLREEVRERE FIDO BE., WHEFE FIDO REXRL
SWNEE , F2E FIDO FEEMR.

ZHREER. BUSRREHRENEA® FIDO BES

ZEF=FHREEXERTHEARZENPH FIDO H0RE , FATKREES, BB FIDO BANERF
MEAMWBRIRRTHITIEE, EL FIDO HAKE W IAM Identity Center B EA , ERBRELBTH
& FIDO BgREss , BA MFA RUALLIER,

(® Note
BL FIDO BRFH[ULUEILTIREN FIDO EAER , BABETEB, BTESRUREEE
BUBTSBNWEE LTRSS EHEGEER. HlW , B EZEMN Macbook L&
Apple Touch ID i@ 1T&£88 , R%EMFEA Google Chrome #£E EE iCloud FHETEBR
Windows EEHBREAMRY , FERE/BARNERTRR. NEPLEEBXEBEERR
MBBRECEANARSBITESRNENBITSREBMNEMERN , 552 M passkeys.dev H
e EE | 5ER FIDO Alliance and World Wide Web Consortium (W3C) #EH &R,

ERBEREAERX

BREREARREAR LR —AMEE OTP) =550 BTN, BUUFERAREETHEERFIRE
B ENERFRERER  MASEN MFAEE, S=FRFZ[EAEASEARFS RFC 6238 , ERE
ERHP— XM (TOTP) SEE: | BEHEE S VUBBRTE,

ERTWAMFAR  ERESAEEFNBASTRPEAREBREREARANERNE. SEEK
REMREN MFA REBL AR, SUARAEENEREZMMEREREARERN,
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ESRENBEEERAEN

EARFE TOTP WEARINE AR IAM Identity Center MFA, TRIIHAENE =S RERER
BAHERE,
ERZR ERRENRERERERX

Android Authy, Duo Mobile, Microsoft Authenticator,
Google Authenticator

i0OS Authy, Duo Mobile, Microsoft Authenticator,
Google Authenticator

RADIUS MFA

Ein S o RERACAERY (RADIUS) REREENAFmARFEABDE , TRES I BRE. B
BANSHER  EFERAETLNESEEMEKAKRIE. AWS Directory Service @8 RADIUS A Fif |, a&E
MELBEE MFA BRI RR RADIUS fAIfRE:. MEFMEF , F2EEA NWSEEZHE AWS
Managed Microsoft AD.

& LATE IAM Identity Center 1 {E A RADIUS MFA 5 MFA EAFAEAOMY , EFERBERR
#, IAM Identity Center 19 MFA 2 RADIUS MFA NER AR , IREBEE AWS REEERT R
FEA OB,

E &7 I1AM Identity Center R MFA B , BHERAEFTE MFA ZEEFEE A AWS FRIA OH
Yo MREZH EMEH RADIUS MFA |, £ IAM Identity Center U MFA 88X BB E A AWS
ERAOMBLHERAERN RADIUS MFA, 78 , EFAEEAFEA WATEHMEARZEXE , RADIUS
MFA 2B A& AWS Directory Service , #l#1 Amazon RDS for SQL Server.

MRER MFA 1 IAM Identity Center £ & L2EH , BE 2 A 5E RADIUS MFA AWS
Directory Service , 8] RADIUS MFA &1 AWS FIA OMIEE A, EXRTMEEAH MFA |, IAM
Identity Center &E1%] RADIUS MFA #HRE,

£ |IAM Identity Center H 5% E MFA

£ 1AM Identity Center 9 & 7 FE = AD Connector i & 7 KRB AWS Managed Microsoft
AD , B H LAfE IAM Identity Center FERE MFA Ih#E. IAM Identity Center Y MFA B BI R X B ED
SoRHEE,
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https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2
https://apps.apple.com/us/app/authy/id494168017
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https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://apps.apple.com/us/app/google-authenticator/id388497605
https://en.wikipedia.org/wiki/RADIUS
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LT R2—#& MFA 2353 , BEURAER |IAM Identity Center 3% E MR FRE -

- ERERAEAMAMAN MFA BREMZERMRRESR. WR MFA RBEBEZEHRERR |, HE
A BARs L FEUE Ko

- MREHFERAELAZEA AWS FRAOPEUTREREETEYN K FOREERGARMERE T
BHEEN—RAMREER, S0, LHERETERSE AWS FEA O ¥hMicrosoft 3657 £ F
REMEEFEBH, FRERT , FHESETIHEINRER  wEZEA AWS FRA D@, NF
AR , FBF2ERE MFA £EEHI#HT.

- MREEEREREN RADIUS MFA AWS Directory Service , BIREEE IAM Identity Center X
A MFA. IAM Identity Center Y MFA 2 IAM Identity Center Microsoft Active Directoryf£ i & &Y
RADIUS MFA &5 R, MFEFHEA , FSRBERADIUS MFA,

« 7% YouTube %512t MFA F1 IAM Identity Center EI#LER :

IAM Identity Center : $iEIITEBNZEEZMETER

FE

- MFANRTRERE

- BEMFARRETERAESBRE
BRE MFA £ BT

- AERAEEMECH MFA #B

MFA B2 RERE

BRILERATYSE  HHEETFEAEERZEA AWS FMAOM@ME | BRMuMETSEEZHE
(MFA) B3ER, BIRZ AT , BJBE % T # |IAM Identity Center 7] Y MFA 383,

/A Important

RETREY IS RE AR AWS IAM Identity Center. B EAR AWS Identity and Access
Management(IAM). IAM Identity Center £ #& . BHEMERAERER IAM EAE. FHEA
IAM EREBRETRE. MREZESHKEH IAM £HE MFA WIETR , F2BAWS Identity and
Access Management ( fEAEIER) RHEA MFA £E,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_disable.html

AWS IAM Identity Center EREEmR

® Note

MREGERANRAT 1P, IZEEZRIJERSELFER. BN 1P EEE MFA BBE ,
MAREE T IAM Identity Center,

R E MFA

—

o > oD

BARK IAM Identity Center 1A,
EEANEEERD | BERE.

REHE L, RIESIRBRLEE,

EZERRRIEERD , BERE,

REZEEZRIFEENRER MFAERET , REBENEEER  BETIET-ESIRE

B
. BB AR (—2FR)

FEHERXH (FEERELE ) , IAM Identity Center EXRBAEARHSR REEGCHM MFA £E
WEAE, EEBLESMNRE , YEREXNZEA AWS FEA OB ER MFA | LAERA
FIBITENBEBBESRBK, Hln , PCIDSS MZIBZBRESXEABNBMEA MFA | IFERXE
SERBARRZNERRER,

- AFEHBZEARNBEER (context-aware)

FEHERX D | IAM Identity Center IRt FERAEEEAMBETHEENBE, EFAEBHMEM
HEFETEEBEZ% , IAM Identity Center B2 REAE MFA —X , I MEAERBEEANE
ARE (HlEE, BIBSMNUE ) ., HREBEEA |, IAM Identity Center ¥ ERERR
FALIEEINAREA. IRFRAENZARREE K RTHEFHBHHUNBRBHRIAERZ
4%, IAM Identity Center ‘2 €2 REHAE#W A MFA,

HEXASEERETESHAEA , EABRRKERBEERRTZENERAERHEREAND
fE. AREFEABENBARBTEER  ISRTEAEBA MFA,

. #F (BER)

EHEXF K MECAERECAHEEECAEZEBNEREZA, EBLEEEFA IAM
Identity Center MFA , FEZRIE M.

AfEFAEZR dentity Center B 88 MFA K | BEZEHFERAEHMEATEE MFAEE |
M Identity Center B &£ & &Lt AWS FEIA ORIEEE MFA £i&,

FRE MFA
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® Note

R ELHEB £H RADIUS MFA AWS Directory Service , WA EEBEFEHCMATE
B MFA 82 | AT ES S BRBEXRISERRE , LUBEIB IAM Identity Center Y
MFA g8, REFARAEBERABTRAIKERBIERN , KEBFHREM RADIUS
MFA EE. MB\FHBEF , FSHERADIUS MFA,

6. 1##E Save changes (RREEE),
MEIERE

- B MFA BRETERE S D ERE
« BT MFA #ER&I#IT
- AHFFEREZMECH MFA£E

EE MFA SRETHERAES O BRE
EATHRER  BEGHEE AWS FRA DML PIEREA MFA B (UBRINEBER,
BERMERERE MFA R

1.  BARX IAM Identity Center £ &,
2. EEANEEERP , BERTE.
3. ERTHHEL K BEESI>BERSIER.
4. HZEEZRFERD , BERE.
5

EREZEEZRTEEML , FAEULUERAEL MFA ERETEIBR  BBENERERE
ETHHD—@E MFA FHE, MEFMENR , F2BIAM Identity Center AT AK MFA 388,

- RESRNAERES
- BEREAEN

6. REMEFEE,

ARIE MFA ZiE5R %217

EATHREFRYEENEAEEEA AWS FRA ORMGERELARS S MFA £iE,
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wE IAM B MFA WEFHIERR , 5528 AWS IAM FZEEZEFE,

AEHERERE MFA RERHIHIT

1.

2
3
4,
5

BARK IAM Identity Center £3 A,
EEANEBEERT , BERE
EREEEL , BEESSBRERIER,
EZEEZRIERYD , BERTE.

ERELEEERBEE L NREAESDEEOEMN VFA £E | BRECHEEERRET
5 E R — (B -

- ERMMERARTR MFA £8

Hak

EREE—RBE IAM Identity Center 5RE MFA BEHVTELERE, EFRBETER M KM MFA £
ENEAEERNEREIRIR  ERANBETHMEER  FEALRE, EEEAFER
MFA REER AWS WIRE K MAXERGEME s RIJLEEI KA, BRIGERE. EEREM
HARS , 2B E A & AT LABEIAM Identity Center AT IR MFA R ERIRAMN T A SMMEMEE,
HMERE  FRETIREAENEMN MFAXBIREZEE , 2% IAM Identity Center
BRFERAEENENZHRABEMNM, NREAENRBEANERE , B UEHIRFEBRZE
& , IAM Identity Center 8 ERMME FRXEARBITEMHEE.,

« ERMWARHEBE FHHAEEN —RERBREA

NMREVREZBETHBHREREGERGERE  FEALER, ARETFBHRBEERESR
B, WRBETHEXRACENSEEZRTRE, OCHELEREATRRESZEN. RF
HEEAEEARGEMR MFA RER , T2FREFBMHRE. WRCHRARBTRBRASIBESL L,
ERAERARESBIETEHNRERLSAGE. 2& , ATFEETRREZREKE. BER
M P it & = A\ BB TR B 1 B AHRER,

(® Note

WMRIEAEF Active Directory #A ERH IAM Identity Center B & % 3R , & FE84ith
Ht—# 2 LA Active Directory email Bt AEM, HE] Active Directory B TE2E
BT A,

- HEMANEA

ECRERTSEERAEER MFA R , FEMAMTUEA 281, ERHHEBMIEARER
AWS,
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MRENESBBEHEREATHRAR  EAETRSEEAROD LRIERFENE
BRI, EEEBRT , BIELERAREEEARE , BFERTIEEAERA
MFA, IR ZBHFLERMRETELFERE K FHENIIBRB/HEEEA Always On,

. REFMAHEA
FANRBERRIAIZTEMFAEE | BNFERETEZEA AWS FEA O, #IZFEZM MFA
HEENFERENEWE MFA B
6. EEREFEE,

ARFEAEZMECSH MFA £E&
IAM Identity Center EEE AT FERAEBITEMECH MFA £&,
AHERAEZMECH MFA £E

BAR IAM Identity Center 3£ &,

EERNSEERF | BERE,

EREEEL , BEESOBERSIER.

EZEEZBREERD , BERE,

EREZEEZRTEENHATUEE MFARET , EEFEAETUHRENEEHCSH MFA &
B,

6. EEREEE,

o kb w0 bd =

® Note
REAEREEREME  BEREKEF WEREAGHMASENEEEM MFA, RNEER
BRA{IERE B 28 MFA KB,

AFEREEM MFA £E&

IAM Identity Center B & 1] LATE IAM Identity Center TR A REH MFA £EB RIS EFERAEEZE.
EEENEHEMEAE MFARXENERFEVES M, SN, IREABEEERFHLEHTH
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MFA ZENEMAERE MFA , BREFEER i“%’l%ﬂ’];%—ﬁﬂﬂ%?ﬁ'é%ﬁk:‘fﬂﬂﬁr HE , BALR
MMERAERENEEACH MFARE, NFHEEN  F2EANEAEZEMECH MFA KB,

A MFA £E&

1.
2.

BARK IAM Identity Center £3 A,

HEERESEEKRS |, BIEF Users (ERAE). EEEPRECAE. FOERUTRNERESHK
558,

EEAEFMEARE L  BE MFARERSIER , ARRIEFZM MFA KE,
HEEf MFARERE L  ZERTFIIEF—@E MFA REFE | WEREET :

- BEREARER

1. ERERBREAZENEMEL |, IAM Identity Center ERE T MFA REMEREF , 217
QRIFEF. BERHBESWNRT , IEFXE QR ABHNKE LFB@ A,

2. FFEME MFA £E , ST 3 E1E -

a. FABEAN MFA RFESNEREN, NEEE MFAXEFANCHRERRENEE B
S8 EERESREARES, IR MFA BRAEAXEZEIRE (ZEMFAXE ) 6 HF&
BEVHIIRE (#H MFA #8 ) #EHE,

b. ¥/l MFA EAEAREXE QRAE , ARERERESNEAEXEMLBTTIES
—IERE -

i. BEBETQRE K RBFEHAEAENFEE QRB, 4l , B LUR BRI MERSRIE
BHUAREEN®EE, RAEEAELEENHERERESE,

i. BEERILELE  AREBE MFAERAERITMAZILZLE,

/A Important
B %A |IAM Identity Center 527 MFA Bk , 2244 QR B RSB E
TREFERZENS., IRERNEAZEEASFINLAENTE MFA BESR
ERERX  SeREEE., NRER4E LRF—BR , BUUREEHRREEH
BXUFEAEEN MFA A58, EE£FEEX IAM Identity Center R AERE
BIHE MFA #£E,
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.

S MFA #& 177


https://console.aws.amazon.com/singlesignon

AWS IAM Identity Center EREEmR

/A Important
EERBRIERENGF R, MREELERENR  RREEGAATRERF
R, MFARERERDEEAEZIEN, B MFARETEL, SBREEERAR
RAERAN —XMER (TOTP) HB T —MREBRMFBH,. EBERT , &7
LEHFRLEE.

4. #1E Assign MFA (8ik MFA), MFA ZRERE R LRKRELE —XERE | BAETUE £EE
A AWS,

- RETW
1. EEMEREN R SREE L , EEAERITAREGENET.

® Note

ENERSRIBTRNERRENBERMARAE , AtFERIBERN TR
RHER. AUEMERENKRER @SSRS LB REBEERENEMN
KERVEB, IREVESENIRE  FEEEFGE. BANEE  RARREMR
7, MREERA EHEUAHERAEEEACHEKE , FAEKE AWS EFRA LM
PRI SREEE.

£ IAM Identity Center R E Fan & MMk MFA £&

IAM Identity Center EXE ST AERA T EFREF BB RMEBREAEN MFA LE,
EfoA MFARE

1. BARX IAM Identity Center £3E &,

2. HERBSEERD , BIE Users (EAE). ERETRECRE, FVERULTRNERAESHK
558,

3. HEAEFMENAEEL , BEEMFAREZRSIER , BENRE A RARREEFH S,
4. HBRTE K @ANERE A ARBEEFHS
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MIBR MFA &

1. BARK IAM Identity Center £ A&,

2. HEERIEEEED , IBIE Users (EAE), EFEPREFAE,

3. EEAEFMEAEEL , #EFE MFA RERSIER , EERE , ARIFEEZEMER.
4. EEWIR , FWA DELETE , REBBZEMR,
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FERAENEFR

#EIB AWS IAM Identity Center , A AR FIE T UHERARNETE —BAER, FAEFEAEE &%
BAERBZAR , DUERFIELEAR,

IAM Identity Center &8 IAM Identity Center EREEARERN BB REEZBNEEHEER KL hEELE
AEXBEH. KEETTUNEBTREARNEY , EREURRERAZRER,

IAM Identity Center X EEMEEAERNER . AWS ZEEAERXNEFZEEAEN, T AWS EE
AEXRERRHEEARXIZAYEREAREN APIs R E. EFZERAEXNLEMEE IAM
Identity Center =32 & , £ H IAM Identity Center FARFFIZHEEE DB ERIHEITRE,

REMEAENXLUER IAM Identity Center # , LA EEPEFEAESFEFTIERAER, RIFEE
R, TESEAEREERGEREN,

WA LT ETH AWS IRF 845 E AWS Management Console W fZEUE, MEFHMEA |
ZHBAWS tRF FH.

B

IE

- AWS ZEERER

- EFZEERER

- BENE D EESE

« B IAM Identity Center B

« T % IAM Identity Center £ &R ERAREX B4

« IEIRME A& 1ZH IAM Identity Center T AFTHERARER
- BREMAEY SAML 2.0 BERREXNEFZEE

- BEREXPHEBMEMREZE IAM Identity Center B

AWS SEEAER

AWS IAM Identity Center f&1t. T i A W EREFA FEMRE Amazon Q Developer #1 Amazon
QuickSight & AWS ZERBARERANER. EiB IAM Identity Center , A LUEEBREN G iR M E —
R, B EPESEHENEE , REEEE IAM Identity Center FEVMNEEFERE, BBREE—
BB S 2, IAM Identity Center BFEASEEARXREHRSIEAENFHERS , YRLEZNEET
£, BEATLIREFERAENEEE RN ER R
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MESEA IAM Identity Center AWS WEERREX &R K , 552 E AWS AE |AM Identity Center #E
ANSErRARR,

#H AWS ZEEAENRFE

AWS XERABRANFIRAEMERFIGRN

- BREXYHBEE

IAM Identity Center 2 FEBi5RGEABEIAREENLIER . RIEFER , AWS ZEEREXFTER
Ro MRERERAEBANEES K WHURERATEERGEAER,

MRFERER , EEAEZA B AWS FRMA DMLY , AFEEFEBFAERERGERAERMN
ERESeERAEAEXEE.

MRFAFER , BALLAFFFTE |IAM Identity Center EAEEAERAREN, BHERT , BARE
AEEE ERNFEUE  MiEsH NAEEAEEHTE RERAREXER AWS FEA OB,

/A Important

WMREZ IAM Identity Center B8 , A LAEA IAM Identity Center 12 & KB BR AWS
FERARINIER. BRIER2E , ERCHEARAEEEHHA. NREITEBIURE
EEEEERIEBILEARNERNRE  CHEZHERAEXEESWHHAE,

- FRERAEXER

FREASEBHZFNBEYERERREZLIER.

AWS SEEAERAREEEFRENE , TELAREEHEAERINERNEE. B0, QuickSight
EEETUEREAERBHEFEANEEERTFIERR. XZHAWS SEEAEX CRETHETE
FHAEERGEERARER AWS Management Console K85, EXEARANEIRARBIESREE
Ml HE , WEESFERERERDGEEEEEARIERETEIMNEE S

HAGDE
i PHASGSEFANEREE AWS 1RF

IAM Identity Center X EERARAGFEANEBNE. SELBHIFRBAFNMK, EFERTE. ST it
i, W NRFES. FHRZEBEEAREAMPLIRS TJAERLLEAS BB ER.

AR AR R Y
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BREB T EP—ER N 2HH I EANF

- WA LUEIEET AWS Organizations BE R F 5 F Y ATE IR P 2 BUA FEL AWS Organizations.
- BE , BRI LEARBEFBK (SCPs) RizFHIHLEAREX TUEFER FIRFHEHR AWS

Organizations,

Flan |, IRE A AWS Organizations BEEIRFFWEE , BIKERFANEARERNEEZFIE
Ao T, MREBEFMERFHEAFE , BAILIER SCPs REILFTEEARRNTFE , BEEER
TR ERRERBRA,

AR A% 42 5 BUER 2 MY —IRZBE AWS Organizations., MEFTEE SCP WiER , F2HK ( £AEEE) F
WY E A 0 BE R ISR SR, AWS Organizations

ERE |IAM Identity Center A B E D EA

IAM Identity Center IR RN B D FHRESTESFEAEMFEBY , EFBEBEARE. ZUUFEATIH
R —TE 55K |IAM Identity Center 0 FHEFNFEREMBHARSRITRE -

- f£M IAM Identity Center B0 EREMAETES 2 RKIE, MREBEZFR S ZE |, BB IAM Identity
Center E# A= AWS Command Line Interface () FEBEWNFERE. EEABEMEHEAWS
CLl, MEFHMENR , BFSBWEE IAM Identity Center FHI & 7

« RERTIE—S52HKIREF IAM Identity Center B ERENFERAENBFERE (BL)
« Active Directory — INFTFHMEF , FS B ELEEMicrosoft AD B #%.
- NHEIRME - MBFHMEF , F2H SENBIoRMEE,

MRSEEBEUMBRLE , BUNEERS I REEEEAENTFE , UELEERIE IAM
Identity Center & 2 FH[E.

ERICEEMES 25K , 1AM Identity Center BRI LABE AWS ZERARERNLAFEAENEFHEEN.

mit—3 | BRI B 9 RIRELE R IAM Identity Center —)X |, REE AN ZERARILBEEDE
A AWS Elf, ERRTEELASEEAERNBIREHANGIMHE, LAANELTERENERE
REFHTR A2 EAERN AWS tRF,

[REIER AWS SERARER

EERE XA |IAM Identity Center B , E®R A FFIEIIRFZE AWS EARRHN 2 RIE AWS
Organizations, ZZRFIEARER , BLREFERBIZHBEK SCPs), SCPsZ W —IEIEE AWS
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Organizations , AIAREFEHEBT Sy (FRAENAR ) IUBEENRAF Y. B UER
SCPs Rt $H¥f IAM Identity Center fE EMBEEANFE , A EEARXEE , BEEEENIRS
R, MEFMEN , 5528 (AWS Organizations A EIERE) PR REIZEHEIEE (SCP).

T % SCP £l &= 84¥} IAM Identity Center fEF EMBAEFANFE , WHILEAERXNEKS , BIEE
BIBRE (111111111111 F 222222222222 BR4h ) -

{
"Sid": "DenyIdCExceptInDesignatedAWSAccounts",
"Effect": "Deny",
"Action": [
"identitystore:*",
"sso:*",
"sso-directory:*",
"sso-oauth:*"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:PrincipalAccount": [
"111111111111",
"222222222222"
]
}
}
}

AWS T E2 |AM Identity Center 2B EANZERAREN

IAM Identity Center ] ZEEZREN I RFERELFEAE X , BEARHEEEEZEAIBSR
FEAENFERSATEEH TS AWS ZEEARINFE.

AWS EZ |AM Identity Center BAH SEEARERR

AWS ZEEAREN 2 |1AM Identity 2 |1AM Identity %8 IAM Identity
Center W#E&E  Center BUIRF#H  Center NS E
THERES TEBES F0 5 9 E51%

Amazon AppStream 2.0

7|
7|

=
=
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AWS ZEREAERN & |AM Identity & |AM Identity i IAM Identity
Center A& E  Center WIRF#  Center BRRAZE
THERES THERES 8 5 7 E1%

Amazon Athena SQL

= = =

= = =
Amazon CodeCatalyst

= = S
Amazon Connect

2 & &
Amazon DataZone

= = =
Amazon EC2 £H# Amazon EMR

= = =
Amazon EMR Studio

= = =
Amazon Kendra

= &5 B
Amazon Managed Grafana

= & &
Amazon Monitron

= & &
Amazon OpenSearch Service

= = =

= = =
Amazon OpenSearch Service
Serverless Service = 2 =
OpenSearch user interface
(Dashboards) = = =
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AWS ZEREAERN & |AM Identity & |AM Identity i IAM Identity
Center W#E&EE  Center WIRF#H  Center AR ZE
TERBES TERBES 0 5 251§
Amazon Q Business
2 2 =
Amazon Q Developer
= = =

Amazon Q Developer & #EHE

= = =
Amazon QuickSight

= = =
Amazon Redshift

= = =
Amazon S3 Access Grants

= = =
Amazon SageMaker Al Studio

= e e
Amazon WorkMail

= = =
Amazon WorkSpaces

= = B
Amazon WorkSpaces Secure
Browser = Fi &
AWS App Studio

= = B
AWS Client VPN

= = =
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AWS ZSEREARERX & |AM Identity & |AM Identity i IAM Identity
Center A& E  Center WIRF#  Center BRRAZE
THERES THERES 8 5 7 E1%
AWS CLI
= = =

AWS Deadline Cloud

= = S
AWS loT Events

2 & &
AWS loT Fleet Hub

2 & &
AWS loT SiteWise

= B B
AWS Lake Formation

= = =
AWS re:Post Private

= = B
AWS Supply Chain

= = B
AWS Systems Manager

= & &
AWS Transfer Family Web FERRER

= = =

= = =
AWS i

= = B
AWS Verified Access

= &5 &5
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AWS ZEEAREN & |AM Identity & |AM Identity i IAM Identity
Center A& E  Center WIRF#  Center BRRAZE
THERES THERES 8 5 7 E1%
ZH %A
= = =

* B Amazon Q Developer , FRIFEEHFEAEFZEFE AWS i E#YZE Amazon Q Developer I
ge , BAIXE IAM Identity Center WIRF#{TER, MFFMEA , F2H (Amazon Q HEAERE
AEIERE) FHERE Amazon Q B AE,

PRIEAPFY : 5%%E IAM Identity Center BURIEE AWS S EEHAER

MRENEE S KREM IAM Identity Center W ZEUE , BRI LIERAAREZERHN T RRELE IAM
Identity Center 2RBIF AWS ZERARER., &48 7 B UMEA IAM Identity Center, E#Z7E IAM
Identity Center P2 FAE , YA FEAEERG AWS ZERAER,

AEFERHEIMALLT I E A —FEH XA IAM Identity Center BIRIEAFILER -
- f£/ AWS Organizations — 1R Z&#ZF LiEE , AI€E 3 IAM Identity Center BV AR 1TEEE,
- EELNBE AWS IRF- NREFEZSEE |, BI®E I IAM Identity Center VIR F#1TEIRE.

MEBESLEHTRBEENEN , 526 |IAM Identity Center RIAEE A R F T EEE.

FORIFAF

FUA IAM Identity Center 2 &1 , FEHERR T SIEIE -

- BB AWSIRE-UIRRE , F2H (IRFEBSEER) P AP AWSIEF, AWS

- AWS ZEFERATEN TEE IAM Identity Center ¥ ELEF — #BI B9/EEE , AWS A[EE IAM Identity
Center BEFEANZEEAREXUEREZAEN AWS ZEEAEN TEE IAM Identity Center #
BEfEA.

- BZERBEESEE - FRESETAEN AWS ZERARXTEERA IAM Identity Center AWS [E15]
M HRZERE, NEFHESR  F2EZE AWS EREXHN X4,
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® Note
B AT RTEIRUA 1AM Identity Center AR R EE AWS ZEERARER.

% E IAM Identity Center BV R TR LURIE AWS S EEARER

(® Note

AFEFRBAMAER BA IAM Identity Center AWS Organizations , EE A IAM Identity
Center WEZEF .

RN

EEZM4 /A A IAM Identity Center AWS Organizations , S4BT EF—BEARXZEA AWS EEF
zH

- EARA IAM Identity Center B9 AWS 1RF R EEEEFF AR A F AWS Organizations,

- BEAE (BRITEFEHMHEEERE K SUTERER ).

/A Important

RERETFIURS FRAE AWS RENER, FAZLRERR  RIFESRFEMAEA
B BAIR2ERCIRFNREAERREFE AWS B, ELEEAER TREAEHIHIK
FEMMRERBELRS.

SE 1. £ BUA IAM Identity Center AWS Organizations
1. BT THHAP—FREREA AWS Management Console.
- FiEAE AWS (REAE ) - BRERFEAELBWMA AWS 1R BN EFB4ibit , IRFHE
ENFDBEA. EFT—EF , WALHNER,
- 2FEH AWS BE BRI AWS IRF (IAM BF ) - FRAEHN IAM BREEEEFIREA,
2. HEAWS BEEF#EAEEL , EH IAM Identity Center FRIEHEEZE |AM Identity Center F§2

&
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3. EIERA , XA B IAM Identity Center AWS Organizations. #{TIIRER | BEEYT IAM
Identity Center B #H 4% 3117 1EI5E -

S BB 2. £ |IAM Identity Center FEN EEFHE

WREFRBNAEZEAR Identity Center B8P RBUFEHE, WEHKAREEIEEENEARER
ANERERAENEMEME %, 7£ IAM Identity Center W EMNFERAER , BB FEREEETH
BAER, BEERUNERAEGSEALBREZ AWS ERARXE , BSFERATNEABREAN , MF
EEARERARERNTAREEEAER,

® Note
RARBOERALGTERELERE  ERNARBMN.

1. 1 IAM Identity Center T AMNEBEH KT , BEFERE  RARBEMEEAE,

2. B TEETWIESIRMEERE, REZMEBRELE IREEIEFBMHALERE | WHT
EECAEFINE T EFibut,

HEEERTD , 1BE AWS IRF | BEUSIRFSHZIMA R | ARBEFEIRER S IEE,
BEEAERSIER  ZRUERMEERAENEIMAR , REBET -5,
BERVAAUE , AREF/ETREPHESIREILAdniInistratorAccessTHEXERNFF ALK,

ERE  MNFUTESEHREBFED. HRAERAETNAIERSIER , BREERERE NS
ERSIER  RARBBEEVAITESNENREEET.

7. EERERENFEINERRCIERL MO USSHRETEED. ERFFISEBI NI
B, BET—F , RREBREX,
8. EH EFEA,

2

SEB3, UEEBEFEAESDE A AWS ElA O

AWS ZERA OB 2 —& Web AO#M@YL |, AIREENAFHAWS BEFZRANFERE, BHNALE
Z A 1AM Identity Center BBFEI A BN EREBZAER , TREEA AWS ZEA O,

1. RELNEFBHREEEETEFEMA AWS IAM Identity Center,

2. EBEESRE WERIMEELNES  AENERAEREFZE. BANGM MFA #£iE,

3. B MFA#E® , AWS FEA OBEEREK.
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4. £ AWS EERA OMutA | ZEE AWS IRFE |, AARIEIE AdministratorAccess, RMEBHBEBE
HE@mE AWS EEFIEA,

TR 4. 5E AWS ZERARENNEA IAM Identity Center

1. BEEAAWS EEFREK , FALFEEAN AWS ZERAEARREZES,

2. B ERAPMESl, & AWS XEERABENRES/MEM IAM Identity Center, HELLIBES ,
BRI EREERGERAEN,

% E IAM Identity Center VIR F#1TEIEE LURIE AWS ZEEARER

@ Note
IAM Identity Center Ytk F 3T B ENBERFIAE— AWS tkF ., BXAEHEIHEH
AWS HERREXNMERMN AWS EiF R AL #TERE.

HRENEAEN

f£H |IAM Identity Center WFTE AWS ZERAER # 71 LAEE IAM Identity Center KB A% S0 1T EIRE 12
BER, T8, REEb—LERAEN T LLEE |AM Identity Center IR FHTEEZEER. BB 0
SEEAWS T EE |AM Identity Center & FEANZ ERARER

Step1 : BXA IAM Identity Center EYBR 5 $ 1T {EI 88
1. BT THHAB—BREREA AWS Management Console,

- FiERAEAWS (REAE ) - RERFEAELBWMA AWS 1R BN EFB4ibit , RFH#HE
ENEDB A, ET—EH , BABHNER.
- BfEA AWS BEE AWS IRF (IAM BFE ) - £AEHN IAM BEELEEFUREA,
2. HEAWS BEEF#EAEEL , EH IAM Identity Center FRIEHEEZE |AM Identity Center F§2
Bo
. O EEMA.
4. TEMER A IAM Identity Center AWS Organizations HE L , iZ#ZEUH IAM Identity Center BY iR
F#ITEEE,
5. 7ERLA IAM Identity Center IRE S {TEB EME L , MEEALBREMH BB EHE MRS HITEE
BEVRBNER, AREERA.
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S BB 2. £ |AM Identity Center FEM FHH

LR F R AN EEE AR Identity Center B SRR RBMEMAE, LEBERERINEEERARER
ADERERAENEMEME 8. 7 IAM Identity Center PRI FEAER , B RLEREEETH
BEAEH, ERUMERAESSEALNAEE AWS ERARRR  BEEATNEAEREA, FIH
BABRTAHEERRMATER.

(® Note
RMEBEERALAEARENERE , ERARNAEBE,

1. 1 IAM Identity Center TR AMNEBH KT , BEFERE K RARBEMEEAE,

2. B FREPNESIRFEERE, REENEBRERTREEIEFHHGULERE |, WiEE
BEEEARFIME 7B ik ut,

3. BH EFEA,

FEE 3, LUEH IAM Identity Center fEF & & 2 & A AWS ZHUA O,

AWS EEXA OMIE R —& Web AO#M@Y , BRI AFZH AWS EEFRANERE, BMXBLE
Z A 1AM Identity Center BIBFEI A LN ERAERAER , TeeB A AWS ZEA O#L,

1. BELNEFBHREE X ETEFEMA AWS IAM Identity Center,
2. BIBESEE  UWEFRIAMEELNES , ARNERERENEE. BANGEM MFA £E,

3. ft MFA£E®R , AWS FRRANMBUERK. BEARIAREEAR , SAUERARRR
SIEEBTHETM.

@ Note

AWS X ZIRFHATEBNEARXAMNERAERARARR K MAZTEEANFT. B
It , lRFREIEBREFRIFEA,

HR 4. FRE AWS ZERARZENUERA IAM Identity Center
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REABE AWS SERARINEAEN

FH ERAZEARERH APIs #5 AWS ZEERARENERZE IAM Identity Center & , EAEN &M
IAM Identity Center &Efft, [@ IAM Identity Center FEEfREEAER % , LT LATE IAM Identity Center &
BETRENESEEAREINFEBEA.

FREREANEACRERETEEAENGEERER , URNRER , /55 ERKE RN EHENEE
NEENEAER, NEREEEIERNER , F2R GENE D EBEHE.

£ IAM Identity Center =2 &P RIEMNEE AWS SERARIWEBENR

1. BARX IAM Identity Center £#2 A&,

i#1Z Applications (FEARE),

BEAWS ZERS|IER.

BELEZRMAIRE 2 ZERARANER,

MREBERE AWS ZERARANMEBAES , FEEDE A AR EEREFEEA
LA BERARANERERE, ik, UREAENBFEERS %,

2 T

a. EFESTFEHIERE  BEEREEBHBAUTRAAFENGR K RREE/REEE,

b. BEBFHER , BERERBUIHWAMENELR K AREEREFEE,

c. FESFEMAENBMABRGE, BETHENETE AR REREEE, NEFHEE
2:Bithe section called “FERA&E. BEHANMMGE",

%II
3

R AWS ZERARERN

EEILFEAEREZ AWS EEAREN , BT LUE IAM Identity Center T AR EHEARER.
= AWS ZERAER

1. BARX IAM Identity Center £ A&,

212 Applications (FEARE),

ERAERXEENAWS SERAEXT , EELEFANEAR,
ENEARERR  BEDE , AREEER,
EEREREAHFESRY , BEEA,

HEAWS ZERRARAFTESD , FARREEERAFERF,
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® Note

MEERAWS XERARERN , EALLEREE  RREERMA  LEREAEHEAENE
TEIRENER,

RBASDEEERE THERER

FEAENFSPERTERREBRM - LEANEAEREREACKERENEARER , REAEH
EHW AWS £ 5 TERER, EARENAWS L LA Amazon Q By Amazon Q Developer Pro £/
EB A EIL IR,

B RRAE o R A TR, MEEHE AWS IRAPHRANFEIER NBS HTEAE
B, MRENFEREFER IAM B2 A AWS £12& (flm , LRI IAM FEHE 5 2B AHIER IAM
BEEFEmEAN) | MU UEEFREL T, MRENEAZEEA AWS FEA QMY | b7l
fEE A E 1AM Identity Center A& B E,

&

- ERFGENEESHE

« A Bk Bidentity-enhanced-console T YER B
- SR EEE TERBNEEAR

FRIFRGEMEESIHE
BRAGDHEEERE TR , FRE T ERFRGENEEER

- MREHFEHEIZEIB Amazon Q Developer Pro FTBI77EX AWS FERARXNMAILHY Amazon Q , &%
ERAErEREEE TR,

(® Note

Amazon Q Developer EAE R LAERE & 7 88 THERERNER TFE Amazon Q , {HE
S FHE Amazon Q Developer Pro 5T,

- BOEMIFRA TEREREE IAM Identity Center HIAR 31T 1E 58
- MREEBZFMAFEA IAM Identity Center , BI R Z#EEE Amazon Q B4 AWS [EH,
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sso:CreateApplication

sso:GetSharedSsoConfiguration

sso:ListApplications
sso:PutApplicationAssignmentConfiguration
sso:PutApplicationAuthenticationMethod
sso:PutApplicationGrant

sso:PutApplicationAccessScope
signin:CreateTrustedIdentityPropagationApplicationForConsole

signin:ListTrustedIdentityPropagationApplicationsForConsole

- FERMEAERHEAGIWRERA THKE , ELXBENS S BERNBEET 0
Msts:setContext® . MEHMER  HSMET EALEAGH WATH A THERBNH
.

wn{a] Bk Aidentity-enhanced-console TYER B¢

& T LAIE Amazon Q = AT IAM Identity Center =2 & R A B 2 188 F 18 4 T/EMHER.

£ Amazon Q X AFRA S sI8E TR A THERE

BASDEEFREE TR , ELAREEERES 2 HRH 1AM Identity Center B8 1T {E

-8

1.

MREBELTE IAM Identity Center , FEREE BB 3

BRL IAM Identity Center £12 5. BEERMA , AREIL IAM Identity Center FIEBIHTER, &0

EHEBRER , 2B EUH IAM Identity Center,

18 W & 75 RIFEEE IAM Identity Center , X i§ £ AE#HEZE IAM Identity Centero TR& iR
FAHME SRR , BULEREN S 2 RIFERE IAM Identity Center , AEA Identity Center
B8, MEFMET , F2BIAM Identity Center 5 2 R ERTE,

SEARERE IAM Identity Center 2% , 5EBIRX Amazon Q £ 4 , WEE (Amazon Q B AERFE
F&1Em) PHFIRESR, BESBAS T EEREEA THERER.

® Note
WMREZERANTUIRBAS D EETIEE THERE , ZAREEZEER IAM Identity
Center EE B7E IAM Identity Center EE AR B EHTIEK. WHFFHMBENR , F2ET
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£ IAM Identity Center =2 & RA S 28R EE & TERER

WMRER IAM Identity Center EE & |, AIHMEE S A[EE EREE IAM Identity Center 2 & H L
RAEnEmERE TEREER.

1. BARK IAM Identity Center £## &,

EEEEED | BERE.

EMAS PR THERET |, BERA,

EE_BASF , BEKA,

EREASSERERATERER  BRALSEREREEAER.

EHMBEARRYT , 988 TERBNMREREHA,

2

BoEgeIEa TERBNEESR

IAM Identity Center S8 EAHE BRI EZRE TIERER , LEESEATF IAM Identity Center I ERY
ID 1 IAM Identity Center T4EFEER ID,

BoERTRATFERIETII=HEE
- SO FHREFEAZE ID (dentitystore:Userld) - LB AR 1E— 3 BIE#ZZ 1AM Identity Center 1Y & 73 3R

BRPRNERE.

- B9 EMEHR % ARN (identitystore : IdentityStoreArn) - LB 25E#E| IAM Identity Center B 5§ %12
MIER ARN , B A EHAPEH WEMidentitystore:UserId,

* 1AM Identity Center TAEREER ID - SL{EIE A E /Y IAM Identity Center THEREBR 2B MAE Ko

LB EATFRNARIE  LERFN TR , BAREAEBANSR -

« 1AM Identity Center (AWS FERA O ) - EHBERT , FAENS 2 FHRESHAE ID F ARN &
BEEAFH IAM Identity Center TYERFER 12/, IAM Identity Center L %718 TERFER ID , ML
4 B B TERSER

« HMEASE  MRFEHE AWS L IAM A&, IAM AR IAMWBEEsERAESG D EA |
AR SRHIIELE, IAM Identity Center FBFIEE D EHEMAE ID. o EMREE & ARN
M IEPSER ID 2R84 B AT 8 TIERK R
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EFXERAREN

IAM Identity Center ][R AN ERERAENMBFENPREDRE. WRECERAFIREE

(IdP) , IAM Identity Center A LABRIREY IdP & , LMEER AT LUEE R EMEHEBEZE 1AM Identity
Center , Y {#f IdP #TH 2 BF. BFBE—ELF , IAM ldentity Center 1E 2 SIEAREHN IdP ,
AWS BR#§ 3638 OAuth 2.0 ERARXARENEAEFZTREIELRBETNER, LHLALUERA IAM
Identity Center #44 f & FEUEIER4E SAML 2.0 EARER.

- MREHWERERZE JSON Web Token (JWTs) , &AL IAM Identity Center BI{SE 5 £ &
EeE  BENWEARES AWS IR RRFEAEBREFR ANER., SENE I EEEIE OAuth
20 REEBL  WIE—M@%E , ZEAEXIHBRBEINEE OAuth 2.0 RERRBZNE S FH , A
A IAM Identity Center 21T H MBI FRF AWS RIE. MEHMER , BF2REEN B 2 EIBF
GEIR

- MREHMEARERLZE SAML 2.0, B LIS EELRE| IAM Identity Center VRS /TEE, &R LA
£/ 1AM Identity Center A4 F7EUEIEik4E SAML 2.0 FEARER.,

ES |
« E—Z AFESAML 2.0 Al OAuth 2.0 FEAER
YEBRFEZE SAML 2.0 EAER

BE—Z AFH SAML 2.0 Al OAuth 2.0 EAER

IAM Identity Center T]Z&EAFE A ERME SAML 2.0 = OAuth 2.0 ERRRAWE—ZAFZEE, T3E
FEIE{ SAML 2.0 F OAuth 2.0 B S BEHLE

*RE

« SAML 2.0

« OAuth 2.0

SAML 2.0
SAML 2.0 REFFE%E K ANZTEXM SAML BH , 7 SAML BEHE (BASIRHAEDR IdP) A

SAML 2.0 HEE (BARBREMED SP) cBEEEAENHEEEF. IAM Identity Center SR It
B AEREFRAOPEMACEAERAEANERERHMBMSE - A AWS FEL.
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OAuth 2.0

OAuth 2.0 R—REBEAHE , TREARA LR ERNAACREEN K MEFHAER. WHER
ERAERKZEBRENMNAN , UAAFEARXFIREER, TE OAuth 2.0 RTFRE{eER
B

IAM Identity Center AIBEAB AP LMTHWEARXERERERE , WEBEXRFTARARRE
FERAEEIR AWS IRF MK, 2ERAFRBEERAREAMBTEARSNELEE, FLAEE
R HMITERE, ELABAFPR LHMTHNEARENES AWS E3EF AWS Command Line Interface

(AWS CLI) AWS TE#H. F AWS EEBHZEH (SDKs), ATEELEAENGEAMEEAE

%l , IAM Identity Center X & T 5184 OAuth 2.0 Rfz :

- ERESTFHEEXNBERBRNEZESHE (PKCE) (RFC 6749 # RFC 7636)
. HRERERTF (RFC 8628)

® Note

EERTHEIAREIEIINEE AWS R 1 BEER. ELRBFURTISEME PXEL
RTEE AWS B, FSRAE AWS RiE BEZEENXHF,

OpenlD Connect (OIDC) 2 —fLL OAuth 2.0 REAERN & 7 BRFBABE. OIDC 15E {5
OAuth 2.0 #1T B 2 BT, Ei IAM Identity Center OIDC R APIs , EARE X &5 OAuth 2.0 A
Ei , ¥ERAEP—EREBRIMEEINES , B IAM Identity Center {REAPIs I2H5F 7, EAER
SEEFIEERESHALN API £H &, 5% IAM Identity Center EEENEREH 5 RIFZ
% NMEEARKSBREAENRATREALRRF. SHNEREASESLARBERE  UAKERRE
ST API FEIY, S AP HIl & A ENFTIETT. IAM Identity Center BB FEFRHR FE
AR  HhasEAERENFIREE,

£/ OAuth 2.0 BFhE

OAuth 2.0 R F REREEBZEREN AWS ZEEAEXNER. EEMA OAuth 2.0 R’ , 1
IAM Identity Center #{TEBMNEERANETMZTZE AWS ZERAEASLEARPELEE— F AWS B
. BHSESME VX AWS BRI , L AWS SEEARIXNWESTAYE , UREEFAN IAM
Identity Center 11T {E 88,
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URL = IAM Identity Center S {TIEBEAI 2 1TE URL, &AILLTE IAM Identity Center TR AREE@ L
KEEMERE. WEEEARERAFREABRIANHEMERN K F2REXEARIN XY,

BAERARAYRUBENSEREAEERIRNERAEAREMEM £/ PKCE RTRERH KER
BRT.

£ PKCE £ TS5
EEERESNEE FHTHWEREXSMEALILLRE,

1. B A B PRI RK.
2 MREAESKRE  HESSSENERSHUEREDESHRE.
3. BHRBE  FAEERIERTHEANEEEE :
. BARKNEE
. BARXBERAEEANFREE
4 ERETMBEEERF  wAUEHERE  TEARReRBEAZNETRETR,

RERERT

EREIHESHFERERNRE LHTHRARAER. ERARARBRAER K BARXEETR
URL MIfEAERRR , EREHRLAERETRRE. CRAEEABRLEN , RARBRENEA
EXAREREAERHEENEETRANERE LH/T, LEXRBIRREAEDISEEGEE LR
KRR

@ Note
MREERAFwMER device.sso.region.amazonaws.com , BIABEFHEHNFZRERE |
DEARABRBNEE SR (PKCE), FFHMENA , #2808 (FAEER) PHNFEH &E
IAM ldentity Center & %87 AWS CLlI, AWS Command Line Interface
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- RRARARMEERENERERZNR
4. EREAUUBERERR , T RHEER , MEAEXSRBERENF TREFH.

TFEUEEE

HEEZRTIEIR OAuth 2.0 REFEMNEREFE. @ERBREN—ELX , tBAERARSE , AR
S EBENMRS ERMEMNT T2 , WIEE OAuth 2.0 F B iR ] LIS RV EMIZ/E. E OAuth
2.0 A FiwmE IAM Identity Center OIDC fRi&aEMEF , AFInSEEEEHEHMEENEGEE , FRES
ARMREE,

OAuth 2.0 A FimfEA OAuth 2.0 (RFC 6749) £ 3.3 i EZMscopefd , RIEEHEEFMFHFHER
HIEFAl, BREFEVERE , AFRRZAEE 25 @B, EXAEEREBR THE PKCE SIKERE
BFRESDRMEREE | IAM ldentity Center 215 & E iR 1S 5 & QK ZEER,

AWS 5 EIE I8 ZE & B9 IAM Identity Center AWS Bg#., T &% 1AM Identity Center OIDC B
BESEMAER PR ENEE,

M E R Fi%E |, IAM Identity Center OIDC BR#S X B K 7 EN &I E

& & iR X EWIRE
sso:accou 2B IAM Identity Center Z &tk F FEF A &, IAM Identity Center
nt:access

codewhisp B ¥ Amazon Q Developer X B0 TR 1E AWS E#3R ID #
erer:analysis B, IAM Identity Center
codewhisp RUA¥ Amazon Q AR TR RN FE. AWS E#B= ID M
erer:comp IAM Identity Center
letions

codewhisp B Amazon Q Bl K#) 7BV, AWS E#3R ID #
erer:conv IAM Identity Center
ersations

codewhisp B A ZH Amazon Q Developer Agent BUETER  AWS Z#EZ ID
erer:task Ak IAM Identity Center
assist
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#E iR X B R
codewhisp RBUAEE Amazon Q FRE A SREEXUHET AWS ZE#B= ID M
erer:tran EXRELR, IAM Identity Center
sformations

codecatal EEVME A Amazon CodeCatalyst EiR , AfF  AWS E#=X ID M
yst:read_write FHMEBERENER. IAM Identity Center
verified_ BXF AWS Verified Access AWS Verified Access
access:ap

plication

:connect

redshift: E4EZE Amazon Redshift Amazon Redshift
connect

datazone: 1ZHY DataZone #@im#1TAE Amazon DataZone

domain:access

nosqlwork BEUAMENERHER NoSQL Workbench
bench:dat

amodeladviser

transform B ¥ AWS Transform Agent BN ZEVELLETT  AWS Ei
:read_write EABER

RERFEE SAML 2.0 EAE

MBEBFERAZESAML 2.0 WEFSEEARR | BT LLEIR SAML 2.0 # IdP B4& % IAM Identity
Center , (£ IAM Identity Center EEFEAEHELEARERNNER. B L IAM Identity Center
FRETPERAEARERNWN B &PIEE SAML 2.0 ERAER , bR EBSH SAML 2.0 ERAE,
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® Note

MREEXEOAUth20 WEFZEEARES  BANFEAEESERELEARENFHR AWS
R , AR AEREENE 2 EE., EBEETNE 2 ERE  FABTUERAERREN K AZE
AR TUEEMERNERDEEFEREN S 2 AWS R,

X8
« # IAM Identity Center FEAE B kX EEARER
- FREMLBCH SAML 2.0 ERES

& IAM Identity Center FEFTE = H 5 EEARER

O] LAEA 1AM Identity Center £ APWEAERN B & , HIWIFZFEH IAM Identity Center BVE
SAML 2.0 FEATER ., Zl‘2FE Salesforce. Box Fl Microsoft 365,

AZHEAENEMUNMATERE IAM Identity Center EREEEAR R REME CBEETNFRAEA. £H
HHENEARIR  HLEATEEARINERERTNG. SEEAEXE  SUUREERFR
FEISIRAE 1AM Identity Center F#YF FA & SR EFAH

£ AL FEXE 1AM Identity Center EERFE AR RBRMEE ZBH SAML 2.0 FEER.

ERBELEF 2 , BERBHERENPRENIBERSRAED , BETUERNRERESE,
MRERBUER , BNATUERLEFRFERERS T,

RRERAEN B SMENREERAER

BAEX IAM Identity Center £ A&,

iZ1Z Applications (FEFE),

BEEEFEERSIER,

EEMEEARS,

EERNEARAEREENRERIRET , BEERBERBHTENEAREN,
EEARNBHT ARG ALETESFRPITENERAEZXEE,
ERAERNHREESERYR  REETEEEARENER K ARBET L,

ERERAERXERL K BEREBENHRMUERLEARARENNERFMAENR, SRS
E#o
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a. 7t IAM Identity Center SAML FEERERT , BETHUTHI»REEPEEHR,
b. 7E IAM Identity Center BE T , BETHERIUTHS 2 RHEERE.

® Note
ELBARREUERNBESREEARNE  SEETEELER, FEBXHERNSR
BT,

10. (EH) EEARXBMUT , fULUEEEARERNAE URL, HiXAREN TERKERISFERE, W
EHMEN , FSE T # IAM Identity Center TR AT ERAREX B,

M. EERARATEERT , BT TIEF —RRE

a. MREEHESHER K FEEFELEEAREN SAML PEERER, A%, EEGEEERMN
SRV FEMHEERESR,

b. MRERETEERER A FEEFDHWATEERE , ARIREM Application ACS URL
Application SAML HR1{E,

12. RERR. RESEEnELAMEcRARANFEET R,

BREMLBCH SAML 2.0 FEARER

BULREBCHWERRER , LAKER SAML 2.0 WS &2 |, WiSHEHEIEE IAM Identity Center,
REMLECDH SAML 2.0 ERREXHN S B AKZELR IAM Identity Center R A ERREN B #5E
SAML 2.0 ERREXHER. T8 , ZEXEBECH SAML 2.0 EAREXIZMHEEENN SAML BHEBE,
IELERR 5T A IAM Identity Center BZHEAREX EFRIEA SAML 2.0 BBE, B EE—XEERE
RAREXFRMALEINN SAML BHRES, &7 BL7E IAM Identity Center T2 A W EAEXFHEN
B 24 SAML 2.0 BHEm ST,

# A T HEFRE IAM Identity Center £2 SAML 2.0 FEARR R RIGIR At HE 2 BH SAML 2.0 SEE&.
HRLER K FREECEARBUERNERNFEERNIBER , MEZHETHRE,

RELECH SAML 2.0 EARER
BAEX IAM Identity Center £ A&,
iZ1Z Applications (FEAE),

1

2.

3. EEFFEERSIER,
4. BREFHEERAERX.
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5. EENEARAEEEENRERET  BERFEERENEARER,

6. EEAZEXEET , EE SAML 2.0,

7. igj%-lt_io

8. EXRTEEARNEEMNZEEARERNT K BAEAEREINETRER , fI0 MyApp. A% , WA
R,

9. £ IAM Identity Center FREER T , BT T 5IEE -

a. 7t IAM Identity Center SAML F#EERERT , BETHIUTHI I REEPEER,
b. £ IAM Identity Center BRE T , BETHUTHE 7 REHERHE.

(® Note
MRESREBHEEENMERESTERARRE  $EREELER.

10. (B ) EEAERXBHET , R EEEARZENKE URL, EXREMN T/ERRISEIFRE.
MT|HMET , 5520 7 IAM Identity Center TR AT ERRERNB L.

1. EFERAEXPRERNT , BEEFTHRAPRERE, A%E , 214 Application ACS URL #
Application SAML HR{E,

12. BEREX, RRESKEERZLRFEERAEANFAERARE.

EENE T EREE

EEN B 5 E1B =2 IAM Identity Center W —IHINEE , AIE NWEEERE FHEFEMEFEREBM AWS
R RFFN. BBREFNSHEE , S7AREMEE IAM A , BEBIFERER AWS ERHME
RE, LtNAEEEIHMASB AWS R,

BOABTE AWS R £ H ZEKFIREREHEHRERENEN. LEATSHABRENDE
EH (Hlan IAM Identity Center EFA#E ) . FERFEH AWS IR ( #la1 Amazon Redshift) , SAR 7%
MEE (HImKEERFR ) . BERAWS B FAKRE , URIERGERENEMATT , REEFE
HER,

ZEEEIERNER

BEENE S EBETE EEEERAZAINREE D , B AWS R &F &R , flHER, 1t
S, MR SUEBEF R A S REKHFE T HLER AWS CloudTrail, HIREZ 1AM Identity
Center B2 S , Hitt AWS [Ri§ EEE T2 EREHAGSEN 52 EIE,
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MAEEN S 7 EH

RAZEASSEENEFESTIMESR

1. BXA IAM Identity Center M A$ IR B K & 2 RIFEREE] IAM Identity Center - B EBEERRE S 9
KRFNADERE D ; ASHEED IAM Identity Center BB A HERNSBE | HEM AWS
R ERARGIFFIEARBUTUEA, CHaHERNEEEEARREARGIEA,

2. HERERFIG AWS BRIE BY EEEF IAM Identity Center - AWS BRI EEH 2 BERERERA R HEHE
MEE B BREER RS X HPIIES| , HEIREEREE] IAM Identity Center,

(® Note

MRENERARFBRE=FTHREFFAZENEAEN , UL ERERAREXEAEN IAM
Identity Center M & 7 iRt E CBREFEBR , UBAGENE 2 EHE. ETRENERRE
XA A LB HRNEE S 2 BRERE.

MEFMES  F2RLAEEZEEERBRTENRARES,

ZEES T EENEFSR

TERERZEEESERNSEITERE

I authenticates </ > Jane IAM role with Jane context E

Jane Client-facing application*, e.g. AWS service, e.g. Data
Amazon QuickSight Amazon Redshift

——

1. ERAEEAEORFRNERAENETE 2RI , K10 QuickSight,
2. ERAFENERARINSEREE LUER AWS R REHER , TBSHERAENHEBEA,

(® Note

REFENE S EREARGL R AWS IR% £/ RBESENE EBNTE, &5
EEARPIES P THRERBTEANENEAREM.

3. 8M AWS R IAM Identity Center REFEAES D , Y HHBFERAEBY , SINHFABRE , UK
ERFENBY,. REFAEREHBEEGXENGT , e AWS R REFEE,
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4. AWS B W HEEFE AWS CloudTrail R HIR# B e EAERRIT. MEFMER , F2H
ARFE S

TE®RTEENS 2 EETEREPENBRNSER

CEN.
(oo Trust &=
e

Identity provider, e.g. Okta IAM Identity Center

Look up user, compare user attributes, e.g.
group associations, to required for access

@ </ > Jane IAM role with Jane context Ch E N
v - E
—————— o

Jane Client-facing application, AWS service, e.g. Data
e.g. Amazon QuickSight Amazon Redshift

Authentication

« AREHENZESIE
- EENS S EBRERRESL
- BREFXERRAEAEASZSEENS 2 EE

FTRIRENZEEER
EEREEENSH BB, BRE TS AREHANZREE,

£
< FRIEE

- ZEER
- EFRERAEANERSE

FoRIRHF
BEEAGEENS S ER  FRELSNTRIRTS T I LRGN
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- FEHAGENE S ERE  BLAEERAEEFIR AWS WEARX N REBANMERE AWS EiF
FECA |IAM Identity Center, WNEEBIEEA , FZBEUA |IAM Identity Center,

- BZEMFE A IAM Identity Center Organization #1T{EE - ZRLERT EEIRFSPAR 1AM
|dentity Center #2#8%117 {58 AWS Organizations. &7 LA IAM Identity Center #8#8%117 18
BNEEZTMAKREIRE, MREIRIZE IAM Identity Center IR F#H{T{EE , BELEFHEE
BEE AWS IR 1 5 2 EBERNAEEEB HLAVRERA IAM Identity Center AWS 1RF
AR B, MEFHMER , F2BIAM Identity Center BIIRFE#1TERE,

- BIEBRAENEDEREEEREZE IAM Identity Center , WASIEHYEF E MEBHEMEZ 1AM Identity
Center, MEFFMER , FESBIAM Identity Center & 2 2R 2 RTE,

- BERETHEBFERARHPH AWS ZERAEXMRKEREZ| IAM Identity Center, EEFRAF
BEENEDEE , AWS SEEAREN L EERE IAM Identity Center.

ZEEH
RENEAZEES S @B, FIETHEE !

« 1AM Identity Center Y #H &3 B2 bR = 2417 {E 8

« IAM Identity Center (VBRI FTEEK A TRUEANEHNETY , SENERARGIEREEZE
AWS IRF. ERAEM AWS R, MMREEELEABEMBNITER , IAM Identity Center BVIRF#
TERTAESELNERRS., ZE#—F 7THRENFERAZRH AWS IR X IAM Identity Center
HIMREEITIEEE | 5528 AWS T & |AM Identity Center B F AN F EEAER

- TEEZIRFHA (FFUK)

- EENF P EBTEELRESIRFHA (UK ). EALA IAM Identity Center , W EF
REEEN S 2D EE,

EFXERARANEZEESH

BN ERERER EENAFIRERAREXER AWS , fif0 Tableaus BT H BN ERRER , B/
ANEFRBAUZBRZEENG D ERE, ELEARANEMAE M ET IAM Identity Center H
fhE, A7TRERAELNIEFHBMNBTEFE AWS EIR , IAM Identity Center AIREES D RMEZ
BREFETEER , UaEEAEN IAM Identity Center, MFEFMER , F2REHEGZEEERE
TENEAEN,

K3

A, RIENERAEARERFESF I ERREE !
- BWEAREXLAMEA OAuth 2.0 RBETE I RE. FENS D EBETIE SAML 2.0 B8,
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- BHYEARENXLER IAM Identity Center @5l FEEEAZLSINFERESI.

EEN T 2 EBERRH

5% IAM Identity Center E2 & , KA FEHRECAZAOEARINZEEE 2B AWS R
¥, BEXEMBER , BFEEUTERA :

- BNEREKEREEOAFRNERERXES ?
« BRLEE AWS BRIF AR EHERNBZEEFZEER ?
- A& AWS RIS BEFEER ?

ERATSREBE=TERAERXSERERAEACZEEG I EREARMIE , ENARE

1. BXA 1AM Identity Centero
2. BEREN 529 RIFEEEE IAM Identity Center,

ELEFEARFINZEES D EEHARIRSEERN AWS BRI M BARKXHHIT. EIR AWS BH
FERAEANEEERSRSANERAERR , UGB RBEERES.

LERASRE=FEAR I BTHRREAR N CZEES s BEBEARMBMENACGIE W
S BRI IAM Identity Center , AREES D RR , AR :

1. REEN B2 RME (dP) BE=SH BITHAREAREXNER,
2. & IAM Identity Center FBIFE=FHBFIFHZNERAER,

3. 7£ IAM Identity Center iR 1dP BREABENFHERITE. WEFHBENR ,
EEERBITENERER,

3
¢
b
i
H
i
o}
4

ERERAEANERSM AWS R BS2ERANERAERER , UBETENRBIZEESl.
70 A7 MR 158 A 3= A5
ERBMER T A2 MR AZEENERBERARH

« Amazon Redshift - Z1EHE 5| , 552 FH Amazon Redshift IETEEMN & 2 &%,
« Amazon EMR - 21&E$E 5| , 528 #£H Amazon EMR ET{EER B 251,
« Amazon Athena - I1E# 5| , F2: M8 FH Amazon Athena ETEEH & o Ei%,
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R IEES Y

& O] LAME B LEEE SN BUA |AM Identity Center F{S{ERY & 2 EE AWS ARFE

« Amazon Q Business - MEE5| , BFSHE -

« {8 IAM Identity Center B9 FEFTE B2 THERIE,

 {£/ IAM Identity Center % Amazon Q Business EAEX.

« £/ IAM Identity Center ZE1E 5 7 BB E Amazon Q Business,
« Amazon OpenSearch Service - MMEIEE| , F2H :

« Amazon OpenSearch Service Y IAM Identity Center Trusted Identity Propagation Support.
+ {8 Amazon OpenSearch Service BWEF = OpenSearch FFRAENE (EXRIR ) o

« AWS Transfer Family - &3] , FF2H
* Transfer Family Web FERTE .

£
 f5F Amazon Redshift #1T{EEH & & 1%
« f5H Amazon EMR #1TEEH & 5 F1g
« £ Amazon Athena #1TEEN & 2 EiE
- BRERE

£ Amazon Redshift E1TEEM & 2 &%

BASEEE»EENTREARENEAERRE AWS SERAEAREFZEEAEXED,
TEETRAFERERRENTEEN G 2 EBHERE - AWS ZEHIE AWS - FH Amazon Redshift 5
BERT , Sl AWS Lake Formation 5} Amazon S3 2 {# fZEUR 43K & Amazon Redshift &¥}
Access Grants,
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ERAEER

Client-facing Applications

lol 1|

User

(4G 1AM Identity Center |

Amazon QuickSight |

gel

Query Editor v2.0 |

| — |
i Custom Application

1
! SQL Clients !
(JDBC/ODBC)

Query Engine

Amazon

453 1AM Identity Center|

Access Control Storage

"\' IAM Identity Center
_"i

1
N <
1 -
ﬁ’u — E
—.. 1
i : S3 storage
|
|
]

| /AWS Lake Formation
n

a2

-
et
. o
1
]
1 Amazon Redshift
Amazqn ! Storage
Redshift 1 .
RBAC ! femmmmm -
1
1

A RIS 1E 8 2 E38 E Amazon Redshift B , Redshift B & A LAF%%E Redshift S B 813 3 IAM
Identity Center WA M A S DIRMEE. & Redshift HEETE IAM Identity Center R B¥AE | W {F
Al Redshift A &R FEEFIREFEFIE.

X EEMAFRHEARER

AWS =

T3 AWS

* Amazon Redshift Query Editor V2

BERARERN

* QuickSight

® Note

TERFHRHEOERERNXEZEEN S 2 E#EZE Amazon Redshift :

mREAEH Amazon Redshift Spectrum FE RN E R ERE R EK AWS Glue Data
Catalog , 7&& B E Lake Formation H Amazon S3 Access Grants AR A& FEUR S,

EFEZERAEN
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THEFZEEARENXE Amazon Redshift S EE 5 2% :

+ Tableau ‘B#E Tableau Desktop, Tableau Serverfl Tableau Prep
c ZEBNERAERAZEEE 2 EETableau , F2H8 AWS KEURERER P HEH IAM Identity
Center OktaB2 Amazon Redshift 4 Tableau #
- SQL A Fi% (DBeaver # DBVisualizer)
« EEA SQL A Fif (DBeaver 1 DBVisualizer) WEAEBAZEE 50 EE , BFSHAWS ¥

BEREEPEEE A IAM Identity Center % 5 9 1214 & (IdP) B2 Amazon Redshift EF#fmEzs V2 H
SQL HFwRES , LERERNE—E A,

£ Amazon Redshift E#RE=ST V2 REZEEN G 2 EH

THRERFEZERLERNAERM Amazon Redshift Z23#7EEES V2 2| Amazon Redshift W Z{EES 5
H1%,

TR
R ANRETIIER , TREFMBERRNHBRE .

1. BXA |AM Identity Center, BZBFEAMEBHTER. WFFHEER  FSELREENEESE,
2. BEAENFEARENS P RKEHAEZE IAM Identity Center.

BAZEES 9 EB3IE |IAM Identity Center = A H 1AM Identity Center EES#THER , UK
Amazon Redshift £ & # Amazon Redshift & & #1TH T,

IAM Identity Center B2 8 #1THETE
IAM Identity Center BEXEEEETHK T JEH :

1. EEATHFFATHRN Amazon Redshift #EHEMARB[AITERFENIRFEPEL IAM B,
WEFMES , FESEEL IAM A,

© TIBRKEBHTETRAHRBREMBFNTT. BEERAMBER , B8O BER PR ######
HERKBEECHEF. NFHMAETR , F2RELBESREER X,

ATATBUR :

"Version": "2012-10-17",
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https://aws.amazon.com/blogs/big-data/integrate-tableau-and-okta-with-amazon-redshift-using-aws-iam-identity-center/
https://aws.amazon.com/blogs/big-data/integrate-tableau-and-okta-with-amazon-redshift-using-aws-iam-identity-center/
https://aws.amazon.com/blogs/big-data/integrate-identity-provider-idp-with-amazon-redshift-query-editor-v2-and-sql-client-using-aws-iam-identity-center-for-seamless-single-sign-on/
https://aws.amazon.com/blogs/big-data/integrate-identity-provider-idp-with-amazon-redshift-query-editor-v2-and-sql-client-using-aws-iam-identity-center-for-seamless-single-sign-on/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html
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"Statement": [

{

"Sid": "AllowRedshiftApplication",

"Effect": "Allow",

"Action": [
"redshift:DescribeQev2IdcApplications”,
"redshift-serverless:ListNamespaces",
"redshift-serverless:ListWorkgroups",
"redshift-serverless:GetWorkgroup"

1,

"Resource'": "*"

"Sid": "AllowIDCPermissions",

"Effect": "Allow",

"Action": [
"sso:DescribeApplication",
"sso:DescribeInstance"

1,

"Resource": [
"arn:aws:sso:::instance/Your-IAM-Identity-Center-Instance ID",
"arn:aws:sso: :Your-AWS-Account-ID:application/Your-IAM-

Identity-Center-Instance-ID/*"

}
]
}
EERE :
{

]

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Principal": {
"Service": [
"redshift-serverless.amazonaws.com",
"redshift.amazonaws.com"

},
"Action": [
"sts:AssumeRole",
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ERAEER

"sts:SetContext"

2. f£ AWS Organizations BUA IAM Identity Center WEBIRE P EIFFAIE, BHET —ELSBH
AT , LLAFEE 52 £/ %7 Redshift EFMRERR V2,

a.

b.

BI{E IAM Identity Center £ & , EZRFFFAT , BEFITLK.

i#1Z Create permission set (B FFA%KS).

BEHIFAE , AREET D,

EAWS ZEBRT , i€ AmazonRedshiftQueryEditorV2ReadSharing,
EARARBKRT , B THEER :

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "Statementl",

"Effect": "Allow",

"Action": [
"redshift:DescribeQev2IdcApplications”,
"redshift-serverless:ListNamespaces",
"redshift-serverless:ListWorkgroups",
"redshift-serverless:GetWorkgroup"

1,

"Resource": "*"

}
]
}

BNT—F  RAREHUFFTESBHRE, HIA Redshift-Query-Editor-V2,
HELRE - ZRAT , £ARASERESREREAEHRESR V2

URL : https://your-region.console.aws.amazon.com/sqlworkbench/home,
WRERRE , RRBEE,
BE Z |AM Identity Center Dashboard , S #HFREFEERER AWS FEA OB URL,
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LQ @ @  UnitedStates (N. Virginia) v

e IAM Identity Center > Dashboard

1AM Identity Center < Dashboard

1AM Identity Center enables you to manage workforce user access to multiple AWS accounts and applications. Learn more [2
Managing instance
ssoins-

Dashboard

Users [ Use service control policies (SCPs) to prevent instances of 1AM Identity Center from being created, or isolate the @ Specify a unique name for your instance.
\_/\ " member accounts that are allowed to create account instances.
A - L
Groups - Learn more about service control policies [2
Instance name - Edit

£ 1AM Identity Center allows member accounts of an organization to enable AWS applications that are
¥ Multi-account permissions i of the ization instance with self- ged, account instances of IAM Identity Center.
Learn more about account instances [

Identity source

External identity provider

Settings
AWS accounts ’

Permission sets
Region
Application assignments US East (N. Virginia) | us-east-1

<

Applications /. Monitor activities in your instances of IAM Identity Center

== With AWS CloudTrail, you can monitor and audit activity in your organization instance and account instances of 1AM
Identity Center.
Learn about monitoring IAM Identity Center [2

Organization ID
o-

AWS access portal URL - Edit
I8 https://111122223333.awsapps.com/start [2

Related consoles
CloudTrail [2 Recommended

AWS Organizations [2 Issuer URL
amM 2 1AM Identity Center setup

FRUGHTRY Incognito BB SRR E WL AL E URL,

SEAS BT AWS EEUA D483 , BREEEA IAM Identity Center SEFI & A,

aWs  access portal

AWS access portal

Accounts Applications

R

Q Filter accounts by name, ID, or email address

v -sandbox-main

Redshift-QEV2 | Access keys £

WMEFAIERNFEES , F20R AWS IRF FERHFFAISEEE,

3. RBABE 59 HEFE Redshift ERERT V2,

g.

£ AWS Organizations EXEMRF H , BIEX IAM Identity Center T2 &,
EEEERPHNZIRFFATT |, BE AWS RS,

EEELE AWSIRF |, EREAHEREFIEN AWS IRF

BEREREAESEE,

EEREAENFEAEE L  EEEAHBYAENEREN/REFE. RAREET -,
EETRAAISEERL  BEESE L —BAFRPEYNFAIE, RBBET -5,
ERRARREREE L , BRENEE  REBEEFER.
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Amazon Redshift & B #1THER

B EEN 5 2 &2 Amazon Redshift E2 Amazon Redshift # &£ &2 B 5 Amazon Redshift
Serverless ¥ B7E Amazon Redshift R AP HTHZEH. WRFHER , FSREAWS KR
IERPNES S DERMEE (IdP) B IAM Identity Center B Amazon Redshift &3 imiEaT V2
SQL AFW , UEREMBHNE—ZA,

£/ Amazon EMR #1T{EEMN & 0 EE

TE#ERER Amazon EMR on Amazon EC2 ¥ AWS Lake Formation 1 Amazon S3 £t 2 FEL
#4189 Amazon EMR Studio W ZEE & 0 Ei&#HAEAccess Grants,

Client-facing Applications Access Control

X

1

1

1

¥

i = H
: ol SO

' 2= =% '

h O = ::

1

1

1

1

1

! ! ! 83 storage
User ' Amazon EMR i 'AWS Lake Formation 83 Access |
! Studio Workspaces | | Amazon EMR Glue data Catalog Grants !
' L
———————————————————— b e e e mmm o2
Ll (=}
XEHEEAFRNERAER

* Amazon EMR Studio

EERMRAGENS S EE  FERTILSR

« #% Amazon EMR 5% E % Studio Amazon EMR #£ME R AF IiwERER.
« £ £ Amazon EC2 L&%%E Amazon EMR # & Apache Spark,

« B . AWS Lake Formation#l Amazon S3 Access Grants £ S3 H#J AWS Glue Data Catalog #
HRERMuERMHBMANFERS,

£/ Amazon EMR Studio R EZEEMN 5§ 2 E1E

THRFEZES 5| ERELHEIT B9 Amazon Athena THEEHE K Amazon EMR 2E£NEHPETE
Amazon EMR Studio SA#1T Z EE & % E#EApache Spark,

FERMRAF
BYATRETIIER | TREMRERRHBRE .

___________
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https://aws.amazon.com/blogs/big-data/integrate-identity-provider-idp-with-amazon-redshift-query-editor-v2-and-sql-client-using-aws-iam-identity-center-for-seamless-single-sign-on/
https://aws.amazon.com/blogs/big-data/integrate-identity-provider-idp-with-amazon-redshift-query-editor-v2-and-sql-client-using-aws-iam-identity-center-for-seamless-single-sign-on/
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-idc-start.html
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1. XA IAM Identity Center, BRFEREBAITEE. WFFHEF , FSRERFENEESE,
2. BERENFBERENG 2 RFEMHEZ IAM Identity Center,

& ES K Amazon EMR Studio R EZEF 8 2181 , EMR Studio EEE X AT ISR,
S E2 1. B3 EMR Studio FTEH IAM &6

EUEEBF | Amazon EMR StudicBEEBEESEY M IAM kA€ , LR EMR B IAM FREAE
Studio.

1. E3 EMR Studio [R5 & - EMR Studio #&{E1tt IAM B€ |, LM ERTHEEMELAK, EiR
ERE  UREEERED,

a. BEZE IAM £# A (https://console.aws.amazon.com/iam/ : //) ML IAM A,
b. #HEHAWS REMAESENERE 6 ARIRE Amazon EMR, EETHBERUEZAGHTT

MEERAR
HEERELRR  FUEACHNEARNREBIBER PN ###na###. MEHMETR , F2
B Y BUR S iR BB K

{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ObjectActions",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"
1,
"Resource": [
"arn:aws:s3:::Your-S3-Bucket-For-EMR-Studio/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "Your-AWS-Account-ID"
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-service-role.html
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html
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"Sid": "BucketActions",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetEncryptionConfiguration"
1,
"Resource": [
"arn:aws:s3:::Your-S3-Bucket-For-EMR-Studio"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "Your-AWS-Account-ID"

}

MEFARBAGHTHSE , FBH EVMR Studio FRH A BT,

2. 5 |AM Identity Center &9 B E . EMR Studio EAE A& - A EEIB IAM Identity Center
BAUEEIERE, EMR 85, 5. git @FER , EMR Studio T AR, LKABRANE
BEEN S 7 EBIERE.

(@ Note

EMR Studio fEA & AT EEITEEE AWS Glue Catalog. AWS Lake Formation
permissions F & ¥}« Amazon S3 L EMFT . FEMA LB AR EWERET T,

THEEHIBERT AR AFF EMR Studio £ &£ Athena THEEEHITEANAE,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowDefaultEC2SecurityGroupsCreationInVPCWithEMRTags",
"Effect": "Allow",
"Action": [
"ec2:CreateSecurityGroup"

]I

"Resource": [
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-user-permissions.html#emr-studio-create-user-role
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"arn:aws:ec2:*:*:vpc/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceTag/for-use-with-amazon-emr-managed-policies":

"true"
}
}
1,
{
"Sid": "AllowAddingEMRTagsDuringDefaultSecurityGroupCreation",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:*:*:security-group/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/for-use-with-amazon-emr-managed-policies":
"true",
"ec2:CreateAction": "CreateSecurityGroup"
}
}
1,
{
"Sid": "AllowSecretManagerlListSecrets",
"Action": [
"secretsmanager:ListSecrets"”
1,
"Resource": "*",
"Effect": "Allow"
1,
{
"Sid": "AllowSecretCreationWithEMRTagsAndEMRStudioPrefix",
"Effect": "Allow",
"Action": "secretsmanager:CreateSecret",
"Resource": "arn:aws:secretsmanager:*:*:secret:emr-studio-*",
"Condition": {
"StringEquals": {
"aws:RequestTag/for-use-with-amazon-emr-managed-policies":
"true"
}
}
},
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{

"Sid": "AllowAddingTagsOnSecretsWithEMRStudioPrefix",
"Effect": "Allow",

"Action": "secretsmanager:TagResource",

"Resource": "arn:aws:secretsmanager:*:*:secret:emr-studio-*"
"Sid": "AllowPassingServiceRoleForWorkspaceCreation",
"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam: :Your-AWS-Account-ID:role/service-

role/AmazonEMRStudio_ServiceRole_Name"

* 11

1,
"Effect": "Allow"

"Sid": "AllowS3ListAndLocationPermissions",
"Action": [

"s3:ListAl1MyBuckets",

"s3:ListBucket",

"s3:GetBucketLocation"
1,
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"

"Sid": "AllowS3ReadOnlyAccessTolLogs",
"Action": [

"s3:GetObject"
1,

"Resource": [

"arn:aws:s3:::aws-logs-Your-AWS-Account-ID-Region/elasticmapreduce/

1,
"Effect": "Allow"

"Sid": "AllowAthenaQueryExecutions",

"Effect": "Allow",

"Action": [
"athena:StartQueryExecution",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:StopQueryExecution",
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"athena:
:GetQueryResultsStream",

"athena

"athena:
:GetWorkGroup",
:CreatePreparedStatement",
:GetPreparedStatement",
:DeletePreparedStatement"

"athena
"athena
"athena
"athena

1,

"Resource":

ListQueryExecutions",

ListWorkGroups",

"

"Sid": "AllowGlueSchemaManipulations",
"Effect": "Allow",

"Action": [

"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetTable",
"glue:GetTables",
"glue:GetPartition",
"glue:GetPartitions"

]I

"Resource":

g n

"Sid": "AllowQueryEditorToAccessWorkGroup",
"Effect": "Allow",

"Action": "athena:GetWorkGroup",
"Resource": "arn:aws:athena:*:Your-AWS-Account-ID:workgroup*"

"Sid": "AllowConfigurationForWorkspaceCollaboration",

"Action": [

"elasticmapreduce:UpdateEditor",
"elasticmapreduce:PutWorkspaceAccess",
"elasticmapreduce:DeleteWorkspaceAccess",
"elasticmapreduce:ListWorkspaceAccessIdentities"

]I

"Resource":

i n
’

"Effect": "Allow",
"Condition": {
"StringEquals": {
"elasticmapreduce:ResourceTag/creatorUserId": "${aws

:userId}"
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},
{
"Sid": "DescribeNetwork",
"Effect": "Allow",
"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"
1,
"Resource": "*"
},
{
"Sid": "ListIAMRoles",
"Effect": "Allow",
"Action": [
"iam:ListRoles"
1,
"Resource": "*"
},
{
"Sid": "AssumeRole",
"Effect": "Allow",
"Action": [
"sts:AssumeRole"
1,
"Resource": "*"
}

THEEBR A EMR Studio BEXHE

"Version": "2008-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "elasticmapreduce.amazonaws.com"
}
"Action": [

"sts:AssumeRole",
"sts:SetContext"
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(@ Note

FEERAFA , FBEFIA EMR Studio Workspaces 1 EMR Notebooks, MEFMHEA ,
A2 HEY EMR Studio £ & #FF AIBK,

BRLMERANTERKRIEZENR !

EREFEEBRESR B IAM BT A
* EMR Studio BRI &5 A

HBR 2. MY MERE EMR Studio

FEHFEBD | FH87E EMR Studio 34 7 Amazon EMR Studio , W EHAEE 2N IAM &
&5 1. 3 EMR Studio FIEM IAM B &,

1. B ZF EMR Studio 124 , #HUE Y Studio MBFTHRERE, BB HN S3 FFIFER
FHRENREETE, SullaBsf  FALZECH KMS €RNFTEEER, MEFMEE
A, FSBAWS Key Management Service,

Q Search [Option+S] Q (0] o] United States (N. Virginia) ¥

= AmazonEMR > EMR Studio: Studios > Create Studio

Create a Studio i

Setup options info

[ O Interactive workloads ] [ O Batch jobs ] [ © custom ]

Studio settings info
Studio name
( studio_1 )

Use up to 256 characters (alphanumeric, hyphens, or underscores).

Description - optional
The description below will be visible to your studio teams.

Describe the Studio

256 characters maximum

S3 location for Workspace storage
Specify an Amazon S3 location where Workspace work will be saved.

© Create new bucket
(O Select existing location

We'll create a new bucket and use the location s3://: tudi 1 t-1/1735848818523.

() Encrypt Workspace files with your own AWS KMS key
EMR Studio automatically uses the S3 location's encryption configuration. Choose this option if you want to override the S3 location's encryption configuration with your own AWS KMS key. This key information will not be editable past Studio creation.
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2. ERBAET , & Studio FEUEMEIR , £8 1. 213 EMR Studio FFER IAM B RIIEERPIE
HiE PEIHBREAR,

3. HEHDEFETERE IAM Identity Center, EEE PEVHNFERAEACTE 1. EI EMR Studio P
=8 IAM B,

Q Search [Option+S] 2] Q (©] ] United States (N.

= AmazonEMR > EMR Studio: Studios > Create Studio

Service role to let Studio access your AWS resources

[AmazonEMRStudio, v ) @

View permission details

v Authentication o

Authentication
Choose an authentication method for your Studio.

(O AWS Identity and Access Management (IAM) © 1AM Identity Center (AWS Single Sign-On)
Authenticate with single sign-on using IAM identity federation or IAM credentials. Authenticate with single sign-on using IAM Identity Center (recommended to centrally manage access permissions for
multiple AWS accounts).

User role
Each Studio will have a default set of user roles. You can further refine user permissions once you have created a Studio. To create an additional set of permission use AWS 1AM [2
[ emrstudio-userrole-idc v J @ ( Create IAM role I'_",)

Connect EMR Studio to IAM Identity Center
instance of IAM Identity Center
Manage access to EMR Studio by assigning users and groups from your Identity Center directory.

arn:aws:sso::instance/ssoins-

4. AREENSIEELSR. ERAERXENER TERERRNERAENEE  EUREERTR
REAY £ F & MEHE F Bt Studios

5. (EH) - MREHELE EMR 25 £ AL Studio , BIFTUAERE VPC M F 8.

Q Search [Option+S] @3 United States (N. Virginia) v

= AmazonEMR > EMR Studio: Studios > Create Studio

Trusted identity propagation info

Control and log the access that a user has across connected applications.

Enable trusted identity propagation
When users make requests to applications that are connected through Identity Center, share their user identity information from EMR Studio. This setting applies for the lifetime of the Studio. You can't turn it off later.

@ The following features aren't supported from a Studio with trusted identity propagation: creating EMR on EC2 clusters without a template, using EMR Serverless applications, launching EMR on EKS clusters, using a runtime
role, and enabling SQL Explorer or Workspace collaboration.

Application access info
Choose who can access your application
Specify whether only assigned users and groups can access your application.
© Only assigned users and groups
Only the users and groups that you specify from your Identity Center directory can access this application.

O All users and groups
Any user or group from your IAM Identity Center directory can access this application.

v Networking and security - optional

VPC  Info
Select a VPC for your Studio to use when it communicates with EMR clusters. To use condition keys like those in the example service role policies for Amazon EMR [2, you must tag the VPC with the for-
use-with-amazon-emr-managed-policies key and value true. To manage tags, use VPC Dashboard [7

( Select a VPC v J @

Subnets | Info
Select the subnets that your Studio can use when it communicates with EMR clusters. To use condition keys like those in the example service role policies for Amazon EMR [, you must tag each subnet
with the f ith. ged-policies key and value true. To manage tags, use VPC Dashboard [2.

6. RBEIFTAFMERN A AREIEI Studio.
7. EXE Athena WorkGroup = EMR #5% |

nliH-

Z A Studio By URL X :
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a. ERAEHRESRHIT Athena T,
b. fEAJupyterEiAE TEEDHIT Spark E#,

{8 Amazon Athena E{TEEN & 2 EE

BMEAZEEEIPEENSBERAENERAERTE AWS SERAERASEFSERAEXED,
TEBERAFHREARIAEEN S £ EIBHERE - AWS SEHIZ AWS - {8 Amazon Athena &
AWS Lake Formation  Amazon S3 12t #)FEUZ HI2RE 7 Amazon S3 B ¥lAccess Grants,

® Note

» Amazon Athena NEE 8 P EEEZEFEA Trinoo

+ A% EFEB ODBC # JDBC ERENFENELRZE Amazon Athena B Apache Spark 1 SQL A
F %

Client-facing Applications Access Control Storage

. IAM Identity Center

, IAM Identity Center
a IAM Identity Center, !

Amazon EMR : ' : , ?““
Studio ' i ! n

Query Editor S3 storage
User v 9

i EAWS Lake Formation S3 Access |
Amazon Athena | ! Glue data Catalog Grants !

! [— |
i Custom Application

AWS ZERAEN
T3 AWS S ERAFIwHE R ERAENXE Athena WZETEDEE -

* Amazon EMR Studio

EEMRAGEENESEE  FERTISR

+ # Amazon EMR §%E 4 Studio Athena WHEIR A FIRERER. MAZSEEEEEE FE
EMR Studio R EHREEET T BEEL1T Athena &,
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« ERE Athena T{EE4E.

« 5%7E AWS Lake Formation AR 4% 1AM Identity Center FREY{E i & REHERA AWS Glue ERIERH
FRREEIR S,

+ E%7E Amazon S3 Access Grants AR A ¥ S3 A EBEERMVEN T RFEL

® Note

Amazon S3 ¥} Athena 5 R FEUZR H|Access GrantsEE Lake Formation AWS Glue
Data Catalog # Amazon S3.

EFXERAEN

FEREFHREARANERERAZGEEESER , B3R AWS L2 ERTNEAZEESD
BB AWS BRHE BT B NFR .

£/ Amazon Athena TAEEEREFEN & 2 Bi%
THRFEZRD 5 BERE Amazon Athena THEEHEUETEEN & 5 &%,
SRR

BBAKRETIIEE , FEFRERARHERE

1. BXA |AM Identity Center, BZFBFEAMEBBTER. WFFHEENR , FSELREENEESE,
2. BEAENFAREN T 2 RKEHEZE IAM Identity Center,
3. W#HAAREEE Amazon EMR Studio., AWS Lake Formation®l Amazon S3 Access Grants,

£/ Athena BREZEER 5 5 &%
& ZEM Athena FREF R F 2 E# , Athena EEEHA .

1. ®BIFEA SRR IAM Identity Center B Athena TAEEHHIFAIZEF PR,
2. BB IAM Identity Center B Athena TYEE##H.

R
EFRASMMERERARET |, STLUERTIAXRBBMEIES
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« AWS Lake Formation - f1%E#85| , 5528 AWS Lake Formation £ IAM Identity Center %7€,

« Amazon S3 Access Grants - W1F1E5| , 2R £/ IAM Identity Center 5% Amazon S3 Access
Grants,

AWS Lake Formation f£ /A IAM Identity Center 5%

AWS Lake Formation 2 —EZERK , Bt ERENELMEE AWS, T EBLERKE, »
FNZel  BUHEPFABEFERFHRMAITZSEERFEE, Lake Formation 12BN FEIEH |
WERE AWS 2 TREES , FABEEHENEHRE, REIREERHITERR,

BB TYLSER £ IAM Identity Center MS{EM & 2183 | 2 Lake Formation BiEERAE GO &
FEREF,

SRR
BYMATRETIIER | TREMRERRHBRE .

«  BUH |AM Identity Center. BBEEREBHTEE., MFEFMEET A F2RLAFHENEESH,

EREEETEBNLSR

Xa

-

# |1AM Identity Center 2 B4 AWS Lake Formation , 3 &fE#S Lake Formation E2 IAM Identity
Center E#EFHE5I,

/A Important

WMRERZHE AWS Glue Data Catalog ERl K , BWMARIIELERFK , TEEFER AWS
Lake Formation #$1ZEUE & F IAM Identity Center A E B H. MEFMEN , F2HB
£ PEMYH AWS Glue Data Catalogo

2. EEMERMVE,

FMFM Glue ERIRERH S3 LB, FEHIEHM , Lake Formation EEEHER RFMEL
T SSUEMNRKFEE , AT EEEREAE (5120 WorkGroup LEXER Athena RIS A
) F8E S3HFH.

a. 71E AWS Lake Formation FEANEEER+ K EEEZEEBEEBRTHNERBMNE. #EGE
MmE,

1N foFF Lake Formation 2 EF1FE S3 ERMU BV EFF M ERF IAM B AEE,
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[Option+S] B3 4L @ @  UnitedStates (N. Virginia) ¥

= AWS Lake Formation > Data lake locations > Register location

Register location

Amazon S3 location
Register an Amazon 3 path as the storage location for your data lake.

Choose an Amazon 53 path for your data lake.
[Q 53://awsids-aibi-sandbox-storage x] @ ( Browse )
evi n per

strongly recommended
in your users gaining access to data already at that location. Before registering a location, we recommend that you review existing location permissions on resources in that location

rite access to the chosen Amazon 53 path. Choose a role that you know has permission to do this, or choose the role. When you register the first Amazon 53 path, the
ted on your behalf, Lake Formation adds the first path to the inline policy and attaches it to the service-linked role. When you register subsequent paths, Lake Formation adds the path to the existing policy.

i a role to access tables in a federated database.

Permission mode
Select the permission mode you want to use to manage access.

can co-exist with 1AM permission policies for AWS Glue and $3 actions to manage access.

Cancel Register location

1£ Amazon S3 BB P AERRERMIEMN AWS Glue S3 &, Amazon S3
£ IAM BRERY  IREEERREIN S EREARKEEAR K BOENZAR,
BIYEETHHFTHEBAE,

BEEAEBLERR , FUEECNEARRBOIBR PR #ra#nitnt. MEEMIETR | F
BN BURSREER, fTAUBRER TRETIEE S3 NENFIE !

%

i RFRIBGR -

"Version": "2012-10-17",
"Statement": [
{
"Sid": "LakeFormationDataAccessPermissionsForS3",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"
1,
"Resource": [
"arn:aws:s3:::Your-S3-Bucket/*"

"Sid": "LakeFormationDataAccessPermissionsForS3ListBucket",
"Effect": "Allow",
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"Action": [
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::Your-S3-Bucket"

]
},
{
"Sid": "LakeFormationDataAccessServiceRolePolicy",
"Effect": "Allow",
"Action": [
"s3:ListAl1MyBuckets"
1,
"Resource": [
"arn:aws:s3:::*"
]
}

i. {S1FEE% : EFEZBES sts:SectContext , EREFFIEEBNXEEA,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "",

"Effect": "Allow",

"Principal": {
"Service": "lakeformation.amazonaws.com"

},

"Action": [
"sts:AssumeRole",
"sts:SetContext"

]

}
]
}
@ Note

BEEIN IAM ABRREELZAR , FEE sts:SetContext,
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d. EY IAM ge# , EEGMIE.

£ Lake Formation & #1TE T & 2 Ei% AWS IRF

AWS Lake Formation X H AWS Resource Access Manager (RAM) & £ HERR , AWS IRFE
WERTFERFMNERERFULAMER AWS B, #E # , I A IAM Identity Center Y8 EI#E 8
#1T{EBEF AWS Organizations , fFAZEEN G 5 EH. MEFMENR , F2 8 Lake Formation #
WEBEIRFEREA,

£/ IAM Identity Center §%2E Amazon S3 Access Grants

Amazon S3 Access Grants 12#t1% 5 2 BEHEEEHR T S3 VBN EM ., & LAEA Amazon S3
Access Grants #% Amazon S3 REFIFEEFIEERER T AREHAEMEE, BFKRBTILE | Access
Grantsi%i IAM Identity Center BUA S3 , X EBRZFEMN & 2 B,

FERMRAF
R ANRETIIER | TREFMBERRNHBRE .
XA 1AM Identity Center, ZZREMBBATER, MEFMAER , F2ELREGNZESIE,

1B 1AM Identity Center B2 EZEE 5 2 EHEMN S3 FEURE

MREEHSEMERN Amazon S3 Access Grants#{T{E R |, 55

3

3

BTISER

1. EII IAM Identity Center #1718 B& 19 BA B
2. BIARF,

MR B Access GrantsiE &KL Amazon S3 , FEERETIILER :

1. B3 S3 Access Grants#AT{E#E - BRI L ABEHMITEREL — {8 S3 Access Grants#{T{E 7R
AWS [E15, #1 S3 Access GrantsH{TEIE T , FFI5 A AEHTIE 1AM Identity Center #A{TEEE S
¥, MR IAM Identity Center #11T{EA ARN, EET—%,

TEH R Amazon S3 Access GrantsEZE &M E I S3 Access GrantsE{TERE EE : Amazon
S3
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[Option+S] ® L ® ) United States (N. Virginia) v
= AmazonS3 > Access Grants > Setup Access Grants Instance ® £ 06
Step 1 .
@ Create sz Access Grantsinstance.~ Create S3 Access Grants instance
- When you create your $3 Access Grants instance, you can use identities from your corporate directory or you can use IAM users and roles. This Access Grants instance serves as th tainer for yq dividual
P grants.
R g ister S3 Buckets or prefixe:
uuuuuuu
oo S3 Access Grants instance info
tep
Create grant
Step 4
Review and finish
ting 1AM Identity Center instance,
1AM Identity Cent
Ye in the |
[ Enter IAM Identity Center instance ARN ]
Format: arn:aws:sso:::instance/<instanceldentifier>
[ (@ Choosing Next will create the S3 Access Grants instance and proceed to the next step. ]

2. FHMUE - ERFEFH AWS [EiF FE I Amazon S3 Access Grants#{TEE% , BEEZIHIT
g5 S3 7iE. S3 Access Grantsfu EEA4TERR S3 [B1F (S3://). REIFEIFEMHFE
IAM B8, S3 &Access Grantsi&{Elt Amazon S3 B , BEFEAERREHEENBEME
WAERE, BUHEFKTE S3 Access GrantsHTEBHEFMED —ENLE , TRELFIRE,

HHVEHE , 5E s3://, HH I SKESHPNAMEREFIRE. ERASHEARFINE
RVEHE, MRECEERTNEECEARS , UV ELHES ;"E"%T?ET?—RTE* R4 E 7
FEr88s3://bucketHFEs3://bucket/prefix-with-path, WEFMEN , BFSH
{Amazon Simple Storage Service A EIERE) PWEMIE,

(@ Note
ARESERTFEEZ AWS Glue ERIKRE S3 LEITEEULEREF,

HEFEELANMERE IAM A, tACEIERFERNEHENT T, BAILER S3 =&
AREREUARG, BFERL IAM ABHBERPIEE S3 Access Grants#i1T{E# ARN, S3
Access Grants#1T{E 8 ARN FIFEER{EA arn:aws:s3:Your-Region:Your-AWS-Account-
ID:access-grants/default,

THIEFIFF AT BERE S Amazon S3 AR FEENN IAM B, BEMNEFESEEEALF S3
Access GrantsfRIE T BB IAM B,

a. FTABER
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BRERELRR , FUEACHNEABRNREBIBER PN ###n####,. MEHMETR , F2
B M BUR SR B HUR

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ObjectLevelReadPermissions",
"Effect":"Allow",
"Action":[
"s3:GetObject",
"s3:GetObjectVersion",
"s3:GetObjectAcl",
"s3:GetObjectVersionAcl",
"s3:ListMultipartUploadParts"”
1,
"Resource":[
"arn:aws:s3:::*!

1,
"Condition":{
"StringEquals": { "aws:ResourceAccount": "Your-AWS-Account-ID" },
"ArnEquals": {
"s3:AccessGrantsInstanceArn": ["Your-Custom-Access-Grants-
Location-ARN"]

}

"Sid": "ObjectLevelWritePermissions",

"Effect":"Allow",

"Action": [
"s3:PutObject",
"s3:PutObjectAcl",
"s3:PutObjectVersionAcl",
"s3:DeleteObject",
"s3:DeleteObjectVersion”,
"s3:AbortMultipartUpload"

1,

"Resource":[
"arn:aws:s3:::*!

]I
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"Condition":{
"StringEquals": { "aws:ResourceAccount": "Your-AWS-Account-ID" },
"ArnEquals": {
"s3:AccessGrantsInstanceArn": ["Your-Custom-Access-Grants-
Location-ARN"]

}
}
.
{
"Sid": "BucketLevelReadPermissions",
"Effect":"Allow",
"Action":[
"s3:ListBucket"
1,

"Resource": [
"arn:aws:s3:::*'

1,
"Condition":{
"StringEquals": { "aws:ResourceAccount": "Your-AWS-Account-ID" },
"ArnEquals": {
"s3:AccessGrantsInstanceArn": ["Your-Custom-Access-Grants-
Location-ARN"]

}
}
},
//0ptionally add the following section if you use SSE-KMS encryption
{
"Sid": "KMSPermissions",
"Effect":"Allow",
"Action":[
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource":[
"
]
}
]
}
b. EEBXE
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£ IAM ABFEEBERY , &TF S3 FEIREMR (access-grants.s3.amazonaws. com)
FRHETEVY IAM AENFEE, EETHALRE  SAUEIITE THRAIH JSON
BR. EEREEBENEEENIRSE , BF2RCHBIEEBRERELAR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Stmtl234567891011",
"Effect": "Allow",
"Principal": {
"Service":"access-grants.s3.amazonaws.com"
},
"Action": [
"sts:AssumeRole",
"sts:SetSourceldentity"
1,
"Condition": {
"StringEquals": {
"aws :SourceAccount":"Your-AWS-Account-ID",
"aws:SourceArn":"Your-Custom-Access-Grants-Location-ARN"

}
.
//For an IAM Identity Center use case, add:
{
"Sid": "Stmtl1234567891012",
"Effect": "Allow",
"Principal": {
"Service": "access-grants.s3.amazonaws.com"
},
"Action": "sts:SetContext",
"Condition":{
"StringEquals":{
"aws :SourceAccount" :"Your-AWS-Account-ID",
"aws:SourceArn":"Your-Custom-Access-Grants-Location-ARN"
},
"ForAllValues:ArnEquals": {
"sts:RequestContextProviders":"arn:aws:iam: :aws:contextProvider/
IdentityCenter"
}
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I Amazon S3 fFEUS#

MREFSFMAERN Amazon S3 Access GrantsH 1T , B&ZE# IAM Identity Center #1T{EIfE
BEEHBEVEE  RALEVEE, £S3FRABUBRTERS , TR THRE

By

1. EREL—ESBHEINNVE, ZUUFEFFE , UWBLPBRTFHEE, FFEUTUR
bucket. bucket/prefixs EFErRBTPNYH., MFEFMEA , F2E (Amazon Simple
Storage Service fEAEERE) FH Subprefix,

2. EFTMEFERT , REBEENEREZIERANIE A,
3. ERTERHEAD  EEFEHHKSDRE IAM Identity Center,

4. 12 IAM Identity Center E & HEE 1D, EATLAZE IAM Identity Center 15 & Ry I & &
AEER TIREFEAEFEE IDs, BT —F,

5. EWEBEMTAEEL , ¥E) S3 MERE , Access GrantARBBEEIFEF,

TE#E T Amazon S3 Access GrantsE IR ATHWENEFER

D ® @  UnitedStates (N. Virginia) v

s Grants > US East (N. Virginia) us-east-1: default > Cre:

Create Grant e

Grant info
Grant a user or role a specific level of access to your S3 data.

and the subprefix. Choose a registered loc:

cation. To narrow the scope, specify a subprefix. I you use the default *s3:// locatior subprefix.

Locatior nfo
37/ role_for_location_for_awsids-aibi-sandbox-storage (2

Fermlsslons and access
ecific level of access to your $3 data.

[ £ The 53 console can't be used to access the data specified in the grant scope. To access the data, the grantee must do so through the AWS CLI, the application, o other AWS services, ]

Grantee type | Info
O Directory identity from IAM Identity Center
O 1AM principal

Directory identity type Info
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REEFZXERRAEACRAZEENG S BB

EENEIEETREFZERARARKREAEFRENAWS BBEHNER . ERFIEERIUE
RENSSAER RHEESTUREBERAENREEERAENFEXEERRTFIE. ERENS
7. RRMAPATHEENEAS4FSEEERBISERN BFEM CloudTrail E4H.

BBEENESERE  CRAEVUEARFZERARER  BEREBARX TUEFRERNBERHEE
ERENS D AWS R,

/A Important

EEEFEHNAWS R EEZEEARILER IAM Identity Center SAZBHISERER B ITEE
BER., EENENRITERENEZEMMN OAuth 2.0 RERRES., EXFZHFREEAER
BEFE AWS R (ERERREN ) WER, IEFHEF  F2RECHEEZEEERE
TENERER.

ES |

- REFFXE OAuth 2.0 BAEANETZREES S EE
- BEEEENERER

- FREEXGEEEMBITENEAER

REFEFXE OAuth 2.0 EREANETZEES 2 EE

BEREEFEE OAuth 2.0 ERBRANETZEES 2 EHE | BXAXKEFEE IAM Identity
Center, FATIRFAEWERAEIFIEE IAM Identity Center,

£}

- SR BREAEXER

- SR 2 EEEAEAFHREN

- SR3: EBESDRIZTE

- FR4 EEEAEXBEAER

- $B5: BENEE

'FE

MR
s
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SR BNEAERNER

1. BARK IAM Identity Center £ A&,

i#1Z Applications (FEARE),

BEEFEERSIER,
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SYHEAREREEAENZRBF (userId) BEMHA |, RINEBH 9 IERE A0 THER
EtAssumeRole, AARBHARKEEWMidTokenEEEE , LAEAESSO 0IDCYH KFE
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& ) @ sts:audit_context ( XEEMMEAM ) FHEE IAM BETHERER. 52EARAN IAM AR
THIERABEEET—EREER , TERKFEEME,

A BINEDER IAM BB TR sts:identity_context
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UABITERBIRENEAEARRE  SERUACAER., IECHERRE AWS RE W AER
BANEESRMESE , UEFERREERGERERFERAEAKNENEFE

AWS R T EFHERBEN 248 sts:identity_context, CloudTrail €8 & & FKEHN
FrE ENYEREE 8% IAM Identity Center & userld, MEFHMEF , F2HE2EE IAM BETHE
B ER BC 8% o

EERPISEESHEREAGTIERE AWSSTS , EARX MM BFRSE , &
AssumeRole ProvidedContextsim R EM sts:identity_context WM E, £H
arn:aws:iam::aws:contextProvider/IdentityCenterff{ B{EProviderArn,

MERBTANFHEER , FSRERN XY AWS R,
R BIMNE5iE@E IAM A€ TR sts:audit_context

FiBX , sts:audit_context AXRE AWS R Lk EAES S , MAEATCRMERERE,
AWS R BETUFEHE—RS - sts:identity_context - BERLL BB |, LI MHEBRERE,
RMEREMEEEE 2 EBN#HIBsts  identity_context¥ A ,

B8R IAM B TR R

AWS IR £/ 57858 IAM A e TR M REFERE , £AFM IAM Identity Center userId &
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"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLE:MyRole",
"arn": "arn:aws:sts::111111111111:assumed-role/MyRole/MySession",
"accountId": "111111111111",
"accessKeyId": "ASIAEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLE",
"arn": "arn:aws:iam::111111111111:ro0le/MyRole",
"accountId": "111111111111",
"userName": "MyRole"
1,
"attributes": {
"creationDate": "2023-12-12T13:55:227",
"mfaAuthenticated": "false"
}
.
"onBehalfOf": {
"userId": "11111111-1111-1111-1111-11111112111",
"identityStoreArn": "arn:aws:identitystore::111111111111:identitystore/
d-11111111211"

}

Egt |AM Identity Center &R

IAM Identity Center B & REZE IAM Identity Center E2/&FE ATE X IRISIR ML E 2B K SAML E1F
R, EEE IAM Identity Center FHTIEERARENE , € B8 I IAM Identity Center B3 , MU{EE
RERFHEREZERAEXBEER, BEER , LBBELD IAM Identity Center REERHAE
F,

5% IAM Identity Center EI2 8 , LBAFTEAEENEARAKRENBEDRABHMEE. F

W, BURFEETRRE LNWBH AHEEKNARE. FARNNEREIARERENEFBLABRER
.

WIRBRE AN EERSEH

BB TE |IAM Identity Center RERIURFENEF 28 , FER THEE !
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- REBBPEFTELEFHREIL IAM Identity Center ERfREIRMUE BN ETE. EEEWRIUEMT,
B PIRMEMNEF IR IAM Identity Center B

- FARBHESETSEARSHENEAEERTRERBPE K EIXNDERELEESL, W
RAgE , BERERERFMERINLESE,

#Wi% IAM Identity Center B3
Wi IAM Identity Center BER—E2E T EENZ S RER !

- BABEANEERBHEEENES
- BEBRREREMF
- MBRIEMEAF TR

KR TIEFEATIMERR , AEREEEABRIANBRBIRER.
TR EEXEFNER
BEEHFT IAM Identity Center RETLUREAFERA T IIBM -

- BHIE - IBEEF IAM Identity Center BE B2 oI D E MR (LLBAENM) .

c EWMARPD-ARESHBUEREHBBFEEFEELEANNTE. BUUAFLERES 1024 LT
RSA =% 2048 {7t RSA, MESW/ A/ N NAERBREZFTEEN—RER , FS2EZHB ),

« SEE % - #87F |IAM Identity Center £35 8 SAML EBR/EIERFIFEAREE X, SR TRE
A SHA-256 #SIL{EEE A SHA-1 % SHA-256. AWS recommends , BRIFEECHRBHEREE
SHA-1, SHA-256 NEZHBREBEELEELIN—REF , F2ERLESREBHRE.

1. BIBX 1AM Identity Center £2 A&,

2. iZIZ Applications (FEARE),

3. HEABRNBEYG K EREEELVBENEARE.

4. EEABRAFHEAEEL , BEERRSER. 7 IAM Identity Center FAEER T |, FEIFEE
BE. MIRELIEHERS|IEEIERRETTH , UIFEERBLEARINEE.

5. 1£ IAM Identity Center BEEME L , BEELEHEBRE.

6. HEELEFM IAM Identity Center BREUFEART , EEARHE, EEEZNEB/APNBEEE.
RERBEESL.
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SER 2 . ERTARIE ARV A

ERATHEFREME REAREXRBRERENEE.

/A Important

ERRHBE LEIRBRHEER  ENEAEIRETETETBRE. FEBESERR ,
AT BRREREATR , BT —EZEmR,

1. 7£ IAM Identity Center T EF , BELBEEN BIENEAER,
2. EEARAFHEAEEL , BEFEEAZE,
3. EER{RET A AREREFETEARIBRBHESRELNE RRITEHEEN TR,

SER3 BRHBRRERERF

ERARRRZZ U RMERERT. |IAM Identity Center HERREBERTHNBEREENE

SAML &8,

1.  BARX IAM Identity Center £ &,

2. iZiZ Applications (FEARE),

3. EEAENEED , EEEZNERARER,

4. EEARXFAEFAERL  BFHERLZRSIERK, £ IAM Identity Center FHEERT |, BIEFEERE
BE,

5. £ IAM Identity Center REEHE L , ENEEREAERATHERE , EEHE , AREEZTES
ERH,

6. EARMMNEBERXRBEADHELIRY K BREELTHEBESRCEAERATIREEELENEILES
£, RBBESRAREAF,

SR 4 MRERE
EATIRFREREARRNBRAHRESF. SREMBREAIFERTRENEE,

1.  BARX IAM Identity Center £ &,
2. iZiZ Applications (FEARE),
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3. EEARNBEYH K BERESNEREN.

4, EEARAFMAEFERL  BEERBRSIERK, £ IAM ldentity Center FREERT | BIEEE
B,

5. 7£ IAM Identity Center BREE L , EEUEEMIRIER. 1BIE Actions (B11E) , AREIEIZ Delete
(MIBR VPC),

6. TEMRBIFHFZHRD , BEFMER,

BRBHMRERETE

£ |IAM Identity Center T2 694 , FRAEA AR E8EEARANBY PR REEREERR, &
EERRETNEFEDTSERESHN B AP, SUTERE IAM Identity Center F3R¥ BT = {8 R F#
FEUR B AL B R Y R4

- KIB - RTBEANDIBH,

- B RRBERE 90 KRB,

- REBE-RTBFEENEN , BELEEHRE 00 REM.

BREBENRE

1. BAEX IAM Identity Center £ A&,
2. IE$E Applications (FEARER).
3. HEARIBEY K BEABETRERENMNRE , 1 LNBHEREITR.

T % I1AM Identity Center T AFTHERE B

£ IAM Identity Center F , A BUE B EEAERNAE URL, BEXAREN TERRISERERBE]
ERERR,

FERERE URL

B ERRAREXME URL, RBIEBAEXNBES S oRE. BEAREXERKREMNE (SP) BHBE
mHEARER,

THLSBNERRASFEHERE AWS ERADMEEDZZEARERE  EFARXKE URL 59 5HFE
THERRE :
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1. FRENBEREAEAREIME URL BB (614 https://example.com) # & 7 EaE R REFHE
[,

2. ERREXEMHTMLPOSTEAR A SAMLRequestEi%xZE IAM Identity Center,
3. R#% , IAM Identity Center @A$HTMLPOSTE A SAMLResponse K EEEAER,

AWS access portal

m :-: . ) | Start URL = https://example.com
AN k k y

i
Microsoft 365 Dropbox  Slack Example /

https://example.com

d

A
A

[

k POST with SAML response

POST with SAML request |

AWS IAM Identity Center
(successor to AWS Single Sign-On)

LERE

ETHEERIFHE  BARESEEAEXANFEAEENED. ¥R SAML 2.0 , EZREE
WMEEZERREN. REEAEXNBME , IAM Identity Center 2HSEIXRAEEE SAML EfE—i2
BEEEEARER,
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AWS access portal

POST with relay state of

m zz ‘ e )E% , https://example.com/mail
| /| and SAML response
> ,

Microsoft 365 Dropbox  Slack Example ,

>E> https://example.com

https://example.com/mail

)E> After successful single sign-on, user is
L =77 redirected to https://example.com/mail

TR ERE

THERRFERBRERARAEAE TERRERNFHRE, R SAML20, &
BB TER SessionNotOnOrAfterf B, saml2:AuthNStatement

fim
3
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>
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—

FEREXAUEB TIIEP-—BLANEZETERERFERR

- BARXTUEACRUEERE TFERAFNERIERE, BARXTREELFESEBIENE
RETHEER. IREAEXEXESERBTERMRELFERRENERE TFEREER , BE®
EERER.

- BRAERASHERARMARINFERE K MATRTAHEESREAE. VREARNEXERE
MIERRRE K REREEERN.

NMETFERSEREEASRANFAET  F2EERERAEXRAE XM,

Ye ik {E FH & 17 EL IAM Identity Center AR ERARER

LU EREE - AFIEIERIGEAREN B &FH SAML 2.0 BRAREXF BT SAML 2.0 FEARE
o

HEERNERSE

- BEREEEERGREE. ATHBELCEFERFINER  BRESFIEERERGEE , mIERE
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MREAEBETRGES  ERBRAEAEBETANRE. K%, EAEREDETHEMT
B,

+ FRESMEA. F60AEFRBETAIEAERE | IAM ldentity Center TX ES A EMATH
REHE, MBAEAETATLREE , EAETREERABMUD TSR EARARS, A
£, KASYEAERRANERRELTION.

EEAENFEFIEERIGERAER

/A Important
HRAWS SERARER , E4AEREHBEREXTIEA30EB APIs #EERE,

1. BABX IAM Identity Center £#2 A&,

® Note

MRIEE FEEFHE AWS Managed Microsoft AD , 557 E IAM Identity Center £32 &
IEfEfEA AWS Managed Microsoft AD B #FT7EH) AWS BfE , ARBHIT T —RBAS R,

212 Applications (FEAE),
EEARNEEY  BEELEERTFIENERAEZXEE,
EEAEXNHEEAEENERFEAERRY , BEERERE.,

EEREREHFRLRY BGACHAEEREBIFEERE, EUUEESEERENFHE , BE
—REMPLHRERSERPHERBANIRS.

6. iEIZE Assign users (FERFEAE),

o M w0 b

BRBREHEY SAML 2.0 ERAEXNFEE

FANEFEREAEFEARERHEHEET SAML 2.0 EFARZRXFH SAML 2.0 EAER.,. IES
DB TR MG ERRENEMENR |, 552 BIAM Identity Center F1H) 5 5 B 3,

BREAESHEREXNFIE

1. BIBX 1AM Identity Center £#2 A&,
2. iZiZ Applications (FEARE),
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HERARABEY K BEELERPBREAEFIENEARER,

ERARAFMEFAEENEREAERRT  ENEBRNEAENFE  AREEBRTFIUR
ﬁﬂo

£ Remove access (BBREFE) HEH P , BREFEHAERFESE, R%ZI1EE Remove access
(BBREFE).

AR PR B HEMS = IAM Identity Center B 1%

RURBMUERTERDF SAML EAREEFRAEAZEEANEMER, ZEBERT , F#EATS
EFRECEARAFEAEBMERENMYEEE IAM Identity Center FHIE EB M,

K ERAEXBHEMETE IAM Identity Center FHY B

N o o bk~ w0 Dd =

BAEX IAM Identity Center £ A&,

iZ1Z Applications (FEFRE),

EEREXNBEY  BELEHEBMNERER,
EEARNHEEFER L , EE8E K ARBEFEE RS,
BEMIEE MRS,

EE—EXFLRRY , GAEAEXE ML,

EE_EXFAHRGS K WALEMNZEEARENBMEMN IAM Identity Center B, Hlz0 , EATEE
HERERAEXBEMRE UsernameE IAM Identity Center £ & B email, ZEEEF IAM
Identity Center R AFFHNFEREBHEEE , FSE FHIRMKEIAM Identity Center EEA S H piRfitE
H #& 2 B B RS,

EERRNE=M" 6 EEPZEBENEEER.
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AWS tRF 7EL

AWS IAM Identity Center E2 #4& AWS Organizations , A REEFEEZE WA , AWSIRE M
BEFHRESERF. BUUERT , Y SLEHFIEREADERFERE , LAWS RF 4
IAM Identity Center FY B 1T{E R EHIEHIFE WEEL |AM Identity Center IR F #/TEE T X EIR
F&EEL

AWS tRF FE

£ AWS tkF R EMEREE AWS Organizations :

- EEIRS - AWS tRF RREMABBAY .
« KBRS - AWS tRF BRIEBIVHEER .

WME AWS IRF BRNFMET , 2 BAWS Organizations  #FEHA&EFEBEAWS Organizations ) &
Y TSR AL =

B LLE B R EIR F I A IAM Identity Center WEREES, WIRFFNEAETHTAZSEH
IAM Identity Center EXEEH, MHEFMENR , FB2RERNEE,

HREBEEBMRFEE  TRIEHIRF FHERERE AT IAM Identity Center EEEH,

IAM Identity Center & REIRF EMEEERF EERS
BE®
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IAM Identity Center & EREEERF B
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IAM Identity Center & EREEERF B

BE®

EREBIRS
CELIES

A IAM Identity
Center

IBR IAM Identity
Center #H&E

HEEERF AR
FREMEFR

UEREEES S
i sl HUH R R & iR
=
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OOOOO:

Bk AWS 1kF FHUE

S& T LAE R B AT SR 2R A L Al IRAR B P Y (2 A B M BF A EVAE AWS IR, SR EFRE IAM
Identity Center 7 , W ERMEAEMEFEH WFEUBR AWS IRF, BBV E—FFA%E , ¥EE
MAGHEBA AWS IRF MZEFFITE. BHaUSSEFIEETGHENERE,
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® Note
U UKE-BAFREERGERAE, WEHRENR ,

m

SHEARIFN.

BRAS L F & RE AR

AWS ZELA O 5IEIB Web A O#YL | A IAM Identity Center £ &R HFFEER AWS IRFE #
ERAERXNE—ZSAFEE, AWS EZRAOMBETRRER AWS Management Console , ERAREE
AWS ERNIRBEREES,

ERRIFUER , CATFITEEENEREE AWS ERAOBLFERATAAR, £AE
B AWS FEACAY | BIEAWSIRF , RARBELAR., BEAGK , MMTUFER AWS
Management Console I #EER i i & A E R R AR X ERFH A N FEH AWS AWS BR%.

EE R AWS Management Console SRR EAER UG A ER AWS | FHEBETK
THTER -

1. FHESHRRAERRE K YEAGRHEMNEA URL REEZE AWS FEA O,
2. fPIEAEHESEAEREA AWS FEA O,

3. BoBMER, EFAWS FRANWEUERL , wMRFERFRSIER  LERMMABEFR AWS
WRF BEE,

4. A&, CAEEEMMEERA AWSIRF B,
Tj_: WEBTH AWS IRF , ERGEAENEMFISHSERATRAAR, fin, MR
##john_stiles#EAEEMiGPowerUserff AL , RABEE AWS FRAOR@UPRETA

PowerUser/john_stiles, BEERZEFIEENEAEZEEFCHN AR, FAETLE
EEEFEH A€ AWS Management Console

6. BRT AN, AWS FRADMRUERETLEEFNER , #Ne S REXRT TR E
SV

WE T ARG A B R &M step-by- step?‘é%l
CLI 5} AWS SDKs 9 IAM Identity Center { i & B

ek 11l 30,97 1 PR 5 17 EY

B 2R IAM Identity Center BF , IAM Identity Center @2 I IRIEER A, &t ] S PR #1251 B
% (SCPS)O

nlh+
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MM 58 B 1T 7 BN

REEFEABCREEERZE AWS RN IAM AEEH ., BA IAM Identity Center 2% , 1AM Identity
Center ATLATE AWS 1R F BT HEE FPEIRKEZAC, LACRMUBELERNGTT , AF
IAM Identity Center ZiRMATIEATHLEREEGEBPRE AWS IRF WE - AFEHE AWS
Organizations, BEEER—BERZBETENIRFNEAE , THREALAR®., NEFEEN , F2
B8 7 f#%# 1AM Identity Center Y RIS E#E AR IAM Identity Center B RIS EZ A E

[REITEREIRFEFNE 2 FRE

¥ 1AM Identity Center FEAMN B2 ERERE , EEERRERFHNEAETUEAZSERNTT
B API EifE, AKX E RS o] LL1FEY sso-directory # Identitystore an & 2= E RV EER SN, MEFME

T, BB (RBTZESE) FH AWS IAM Identity Center B 88V E11E. ERMEHZREIE |, LUK
AWS Identity Store WEIE, BRAE4 XS,

EEIERERFINERAEES S ERETER AP B4E | BuILLERREEGIBE (SCP), SCP
E—EHRBSBER , TRAREBREBPNET., TH/EH SCP APt XERFHRHERAEFEINE 2 FER
[E B9 1E1TT API IR1E,

{
"Sid": "ExplicitlyBlockIdentityStoreAccess",
"Effect": "Deny",
"Action": ["identitystore:*", "sso-directory:*"],
"Resource": "*"

}

(® Note
PREIKERFENEFEI TS FEE A IAM Identity Center B FEFFE =AY THEE,

MEFHAEA

ZiRNEE

EMNEERRCEMAERFANEREAZSRMESENSX , LEITAZE IAM Identity Center &
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HEE WEBRFPEIL, HRYLUEREAXELFT , & IAM Identity Center AIATEFBBAVFT B KBRS
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hiE, BEUCHMENEFR AR, HAREMN IAM Identity Center H{TEE S E—BNVASEIRES | B
B LUEEAS IAM Identity Center W EEZIRIGH IV ERF AWS Organizations , #EIIERKRE
EiR S /A EEE IAM Identity Center BIBE D
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- AFPENEESKERENFARERIGEARX MBI XSRS
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KR , FBEERA IAM Identity Center ZREE S MEEN R ERFE S B %k, MREREHR IAM
|dentity Center & 2 3R {EE{ Hth 3R £ 8 & Active Directory , A H 2 Active Directory 28 A&
EAMEAMANGRE , BB &4 BNVR (B %5 ) IAM ldentity Center ZEREEBEKERS S , MREFHE
WEE , AIXANREEIRE S,
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IAM Identity Center X — /X E —EREIRFEMAZREES., LRREEARBEERFNEA
BERBEARZEMKEIRS,

ERAT3ERF , & AWS BBFNHFEXRERFEMAZREES , AR T IAM Identity Center W EIE
FEUE,

/A Important
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MR ERS

1. AWS Management Console £/ EEIRF Y EAE R E A AWS Organizations, 1T
RegisterDelegatedAdministrator AP| EEEEIRE BHE.

2. ZEEURA IAM Identity Center B [E13] , AR BIRK IAM Identity Center £ &,
3. EERTE , ARENEEZRSIER.

4. EEREBEEERYT , BEFMIRS.

5. EEMEREEEEEL B AWSIRE SEFMHN , RZBEFMIRS,
BUHEE M A B IR P

FBREEERARBEERFHNBEAERBARIUEEMEERS,

ﬁﬁﬁTEJﬁf?% IAM Identity Center BEREEFHUE , FEREUHEMERP AWS TRIEEAZRE
EENRERF.

/A Important

ERBUEEMIRFR  SUUERMBRAEEEEFRAERXIRFER IAM Identity Center
MEED, Hit , tMEEZBRLIRSEE IAM Identity Center &9, EIERE, B2RIFR
FERARERFE, LRETSEE IAM Identity Center FEREMEMAFARIEER , AT HE
FHREERE  BRAGAKEEFERHERRERN UKk AWS IRF £ AWS FEA ORLE
=)'

BUHREM AL B RF

1. AWS Management Console £/ EZEIRF Y EAE R E A AWS Organizations, 1T
DeregisterDelegatedAdministrator APl EEEEIRE & AEH,

EEUA 1AM Identity Center BY @15 , AR BIRX IAM Identity Center £32 &,
BERE , ARENEERLIER,

EEREESEEYD , BEIUHEMIES.

EHUHEMIRFHEFESRD , RRZEMEE  RRWANBRFNEBURIEE T #,
BERUHEMRS
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REBLEXSRFEAMAZTREES

FATHREFRSE PEHEKERSE AWS Organizations 258 E A IAM Identity Center B & ik &
B,

BB KERS
1. BARK IAM Identity Center £ A&,
2. EERE.

3. EFMEFAERT  KRIZREESTHEMRFEHE. SCHRUENERRSIER Y EERE
HEERTRE , SUIRHLER.

TR BVFE AWS 1RF

Y NAAEFEAWS 1RF MY REEBRNVER, BRRE , AINSESEEERNER , fINEE
R HREBENEERE  FERKEE. EREAFN ( #B/just-in-timeFE ) B —EFH XK.

BENMEHRERERBANTREEB A INEALN, EREANEFNIHTEEENEFEIR

#, PIEF AT EMSZ EERRE

AWS IAM Identity Center BT RIFEEMTMRIEPNETFRAFTINESERM T HIHERE :

- BEEENIENEASR - AWS ERRBIEESIERH S ER IAM Identity Center & |, WRIFE—
HERNEFERMMEEIIE, BEREREERFNBRAR , WEFEHEBNIEE , SUEB IAM
Identity Center BUA Zhag.

- BREEBENBHRXE - IRERHERREA AWS #f HEFIRESR K MBLZATUBTHE,. E5H
EMHEE Thee , LLBESRERN. WEFAES  F2RTREAFNEE (TEAM),

ERE AWS WL 2 SFB A AT EREAFE

AWS Z2SERBFEATRN A ERFR—MERNTREAFNER, RAEZEFEREESES
EBHERER , MERERNSEERNRENFRLR , SRENER, BERTENEBNEE,

(® Note
HRAEHER K RMAEBEEZLEPE 2 ARES WESFE AWS Management Consoleo
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AWS Identity B &t ¥ AWS Security Partners f2 9 T Fljust-in-timeZE m , B2 IEEILEL IAM Identity
Center 4 :

« CyberArk Secure Cloud Access — B B9 —%8 % CyberArk Identity Security Platform , iE I8 R #§ 12 1t
FEERAH AWS MZERRENFE. BEREBE ITSM = ChatOps TEESRFR, FIEL
{EPS ERER AT AR S ATER M S 1

« Tenable (previously Ermetic) — Tenable ¥ & @1E 4 AWS % EiRIRIE P W SRR EMEjust-in-
timetS 7. FIEERREN TR AR , 23F AWS CloudTrail ZEXHE , BT UEE—NE
RETOMAER, TheEESENBEARABITEES | A0 Slack F Microsoft Teams,

 Okta FHIFER — Okta S REN —IB0 , AIEEFER M5B IAM Identity Center AZBE P 1R E
(IdP) 1 1AM Identity Center FFAI &€ , 3R5% iEjust-in-time 7 BLEE 3R T4ERAZOkta.

WEEREER  RA 8 AWS BRREMSEBFERTRNIIEE | URIELHRTTRE IAM Identity
Center WEE, SERMHALUER AWS SR HMER (APN) TR IREEHBRA R, WHEFM
&, F2EAWS 22 HEaER .

(® Note

MREFEAUERAEBRNBEE., Amazon Elastic Kubernetes Service (Amazon EKS) 5
AWS Key Management Service (AWS KMS) , %28 , EERBE. Amazon EKS F 54
RERR SR AWS KMS £IRBURH 2 E 5 Al S B# Fjust-in-timeff iR 5 2o

TS AWS BB ARE N ERRA FHRA

AWS Identity E.8& 5 CyberArk Secure Cloud Access, Tenable#l Access Okta Requests 12119 & BF
RAGFRNETRETIERNEFER !

- FRAETUEEAEEENHBRBREEGETATE , 5E AWS IRF. FFfa . BHENERER.

« ERE AT LUEIE BRIV RAIRRE,

- FRERELAREAEEHENTHER  REFGEFAREENZAERR , MEMMNERENTRD
WA TERER.

« B—EAAALUEE T AT R

- REFEBEREESHFER.

- REEHERAE. EAAENCEBNBEREE  YAKEEHBREKZAR,
- REETUBENBEFREENGR.
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- BEE LT RAELREN B
- BHEETHEERAENER , BFERREARANFR.

@ Note

MRERAEERENFREBERAESNFEREZA , EAEKINAEFIE, NF5
ST TERBRNENR , 5526 |AM Identity Center FEY S 58T

- ERAEBENZETAREZ,

H NE—2AFE AWS IRF

A LA AWS Organizations 1RIEE BN EHHE , SERBFFTHNEAERERE PHEERIIRFR
REIRE, RE , FLUKBEBNZLER , FASENBITHT. flin, ZAURFEREEES
FE RS Amazon RDS FEZEF AT , (BRRFIMMEEERSPHEFFAT. 1AM Identity Center B &
£ AWS IRF HEREFMBLENFERAETT,

(® Note
IBTREEEE FHEAEREERE AWS Organizations BEIEIRF FIRENTT. RAER

_|é.|_
BRIRFE |, FTABEAM L 2 REIEELES IAMFullAccess BURSREIZEFFA] , TREETRE. &
AWS B P ERKERFIAEEELEENNLZ LR,

ES-

- BEREREFAFIEREIRE AWS IRF

- BB WEAEMNEEFEUE AWS IRF

- WEEHFF ISRV NEAT IAM A6 THEEER

« BRI A E B A FIEERIGEEIRS PR EREMEFE

5 i Fl & S EHAE R BV SR R 48 AWS 1R
ERTHIRFSE—BAFIISTGER B SF0ERENRIE | SEMHTERUE L FIER.
EERSRANERENRETRE , B30 RANSERTE,
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® Note

ATHILFEIFTANERE , RMAEBCEREYEE (MEERERE) BRFE. BBFHE , &
AUBERAEHERTRIEBFH T, MAFTEABEEREEMAELH . NREAEBIT
EHAM  MREEXERAEBITENEE , BIW 8 BB AR FET T,

A8 A B S F P U IS e AWS 1RF

1. IR IAM Identity Center 3£ &,

(® Note

FEFEZE |IAM Identity Center 12 & IEEfE A AWS Managed Microsoft AD B #FrER [E
5, RAEEBRET—EISR.

2. HEEBERTHZIRFFFAT , BE AWS RS,

3. EAWSHRFEAEL , EETEABHNERBRIFEE, EREE AWSIRF AHERFEEZ ZH
BEUE . MREEZZE IAM Identity Center W EEFZEE , FENEERFS SHZEUS R,

(® Note

EERE - B ATIEBERIGERENEGFER , SEFTE—XKRSTLUER AWS tRF
10 {8, HEKEIB 10 AWS IkRF BiERicE —BEAENFHE A FREESEMIRFE
BUERF, HBERE  ZERMEENERE. FEANFITE.

4. BERREREREE,

5. $HETBR 1 EEFERENEE  E8EAENBBERS "AWS-account-name" EE £ |, #1T
THIEE -
1. EFEAERGIEE L  ERNERFE—SAGFINEN—ZZHEBERE,

EEMEGR  FEESHTAPREAALCRENERAERR,
2. EFHERSIERL , ENERTE-ZAFIEN —RSEFHA,

FEMERGR  FEESHTRTHALAACEENGFERRE.
3. RERNGERMERENEGE  FREMBEAENFAZNAR =8,
4. HEERREENERNERAENEE R , FRET -5,
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6. SHYLSER 2 BEGFRIE | EASFRIEIERE "AWS-account-name" BEE L |, #1T T HIEE :

1. BERN-NZEFATE, MRFE , SR MBEHAFFTE.

- EEEN-HZERBNFAE , FEAIET  ENEEEAELEL—ESRPRERNZ
£ E N EHENFF &,

- FEEBEY-SZEFNFIE , FEERIUNTE , RARER PP BEUHTITES. ER
BIYEERMNFTEZ% , 7£ |IAM Identity Center E32 &% | JRE AWS tRF WEBERETR ,
BEZREESR 2 ERFUERL, BEREZELSRE , FEINEEINTTIE , A%
BENLEFNT —EFR,

2. IR RINEENETF ISR  BRET -5,
7. SESEBR 3 MEANIER , ERENIRRIEIRE "AWS-account-name" EE L , AT T HIEE :

1. MBI ERE, BEAMFAISE,
2. HEMREENERNERE, FENFTRECR , FREREX,

ZEER

- ERAENFEEREFTRFELIENKBTRTK. RIEFHRLER , ESIEFRIITHS
148

® Note
B REEER FHERA AR EEE AWS Organizations EERE FIRENTT,. RAER
SERIRSE , FIAEANREREIFEESER IAMFullAccess BUERHEFFTA , SRt
TRRE. & AWS BBFNEMKERFTFEEELFEIINLZERH,

8. MRETIE—BRER , FHREPNISEVMFA BiRR~EHEBA IAM Identity Center £ MFA :

« IB{EFTERM Identity Center B #1552 KR,

- $&{FH Active Directory F#9 AWS Managed Microsoft AD B #=i BB EEH & MAE 2 KE ,
B &3 R E FH RADIUS MFA AWS Directory Service,

® Note

MREEANRAT S DRME |, FBEE |, S0 0 1dP MIE IAM Identity Center B EE
MFA 5%, I \ZF IdPs A &£ IAM Identity Center H{£H MFA,
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ELREBRERAERERFEFEHER | IAM Identity Center BRI HEHN IAM A&, LABH IAM
Identity Center 2% , 7£40E3 FEY AWS IRF , BFF TR FIEENBHRSERIBE,

WA , EBALAER AWS CloudFormation 2REZB M MIEREF & , WAFAEERGELFIE, R
# , FEAEUUEA AWS FERA DM HFEA AWS Command Line Interface (AWS CLI) a5

B KA EMEBEFEUHE AWS 1RF

FAKEFAEREZEPN —NZEEAENEFEBRYE AWS tRF WE—BAFEE, HF , &7
LA A delete-account-assignment AWS CLI,

(® Note

EXLFERUEME IAM Identity Center fEFA E AR , BARERENFBEBERFT T ENE
fAEI& , BMIBRGE A & MEHE,

BER WA & MEHEFEUE AWS 1RF

1. BERX IAM Identity Center £ A&,
2. HEEBEBERTPHZIRFHFAT , BE AWS RS,

3. EAWSIRFEE L , EENMIBHERREBZE, B AWS IRF 28 8EBRE-—ZAFRZ
ERENEFEN B8,

4. EHBMBEEELAWSIRF , ERERONEAENFAEAT  EN—SEEAENFAEANEE , A
RIZRBREFIE,

5. EBKREFEEHESRT  BREERAENFENSBERER  RRBEBREFIE,

BIEHRFTAISEZMVERF IAM & THERE

LT 2888 IAM Identity Center fE A & EA PRI TSR THERERN —KREF. LEFRREBEBRE
BEEAERCEAESIRMFTIREENFEFIE, TREHRER PHESI EEREHTTE
BIUKNERT IAM A6 TEREER, RAUBRKEEREBREFERRBZEGBER (SCP) #,

(® Note
AWS ZEZLZEBBL , MEBERIZESREUNNAES R,
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1.

MEBELABBEFIEZAEBNERE ID. BRUERSDFHE APIs REAESBSRER
Eo

FEAERBER , U IRBIEHIBEK (SCP) L8R 1 EAE ID. TS RE , BEERER
REGFEE  BELZHBEEENTAAGEREE,
BBREAENMEFTEER. NREBFHENEERIETFEVE , FRMEBHENMEEESH
SERTBBRERE. WPRABLEEAERETEAEM IAM AR, MRFERAEGERATH AWS
FRALDRUTERE , BAEAXERE , MM TEEREHNAR , ESEBKREFEES
.ILO
MRIEHE R H 2IRMHEE (IdP) = Microsoft Active Directory #8585 2 KR |, 5BEHA & 2 KRB
ERE, FRAEMAEARIEEYHMAWS FRA QMY TERR. EREN IdP 5 Microsoft
Active Directory API XX , T B &Lt SR, WMREERA IAM Identity Center B #1845
PR, FONERACHEER, EBESE 6 PERFERABZEFE
£ IAM Identity Center =&/ , SKRFEAELMBREER P TIERER.
a. 1B Users (EAH),
b. BEELEMBREERADTERENERE.
c. HEMFEAENFMENEEL , BEEAPIERBRERSIER,
d. ERZEMBRZ TERERSHZEGR , RAEEREZERERTERER.
MIBRAEEF & TEREERE |, BN EI k& AWS FEA DM EEE, THRI/ERRSER
EO
£ IAM Identity Center £ &/ , FHEAE T
a. 1EIE Users (EA&E),
b. EELEEFRAHFEENERE.,
c. EFEAENFHEAEREEL , BR—REF A AREBZCACAEFERURE , UpLERAEE
_iﬁko

BIERBRREBED 12 /M. B, EBER+ IAM ST ERRNERAEHERESE IAM &
BNEE, MREEF 12/ K, FRAPIERKESRE , SAEEEELEREFRIAM A€,

/A Important

MREEFLERETFERZAFRAERENFIE (CETRSR 6 BERTRIERD) ,
RIEEHBIEB IAM Identity Center IR B FILFEAE TIERER. WREEFLERE TR
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BB PMEREREFR  BUNERMAERE, FLETERE K RARBRAEAER
HY,

NREAENEHEIABLEFLIOR  CRETURECEAENEALHR,
G UG E — B AFIRBIE TG EEIRF PREREMEE

f£F IAM Identity Center A E— S AGFIEERGEEIRF 2 —BESHREREE, RIETERR
RAEBEE AWSSSOMasterAccountAdministratorfl IAMFullAccess AWS ZEBEH AWS 1EE R
FRHE X FRETUSE - S AFIEERGEEIIRS, AWSSSOMasterAccountAdministrator
IAMFullAccess BUR €& E AWS Organizations (&P EEIRE N E —E AFEE,

HE ST LER AWS CLI REM, EEEE , URIERFAIE. THSHSESENG T

EE VAL : create-permission-set

o o

EE#HEZE AWS Managed Policy?F AT £ : attach-managed-policy-to-permission-set

i

- EEREFSEBREEEHAE ;. attach-customer-managed-policy-to-permission-set
- BEFTEEIRIBZEFTA  create-account-assignment

FATITRERTAIREBELBFPEAENFHENE B AT
BTHA , UEEAEHPERAENBFENE B AFR
1. UEEBIRFHBEEAEIHMEAEERFEESHANMERAE S 2 E A IAM Identity Center &

7a.

2. KR ANSREVAIESEVYFUE , REMT THEE

1| ERVFNFTERE L, BRRTETHTELRAR  ARRET -5 : HEET,

2. EEMVFMFAURERL , EEBFIMUSENERE , URBEHNELR. NFFEE , FERKT
YR BRI B B A 4 E AR & URL,

@ Note

HREIEME URL , BAERE FH URL AWS Management Console, 0 :
https://console.aws.amazon.com/ec2/
MB/FHAEN , F2RREEEMREREFZE AWS Management Consoles
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. ERBEEHNIETIEMERK ? T , EEUEE AWS ZEBRKEF R,

4. £ IAM BURGBEd | 1212 AWSSSOMasterAccountAdministrator F1 IAMFullAccess AWS &
BUR, EEHERESHF TR FARRER REEULEF TSN EA6EH & MEA,

5. BRT—% : &,

6. EHFEER (BA) T, ECLBNENE (BA) ,AREET—Y . RE. NEEEBN
SHHMER |, FFSBES AWS IAM Identity Center &R,

7. BEFREVIERE | RRBERE.

3. FRMKR ML RGEAENEHEFEUERIRIE AWS 1RFE |, #8 E/YfE /A & M BB 1R 1802
MEYEF AR

4. BEERHEAESEUTAR  EMMEA AWS FEA OB 0RERSRSIERE , XA
EEBENACER , LERIS RO TETRE.

AWS tRF ERFFIEEE

HFAIERLBUNMBNELR , TER —RZE IAM BEENES, FOSTECESRERE
MEHEM AWS IRF FEUER. BN, BANBYERNEEESFTE , HhI2EE AWS
RDS. DynamoDB # Aurora FRIEIBR , Y EARE—FAIRAENEEESRTH AWS
Organization AWS t1&RF i B EEENFEHE.

IAM Identity Center AWS Ik F &AL , BEFEEERG — NS/ FHERAESREE. B8
MEF AT SREF |, IAM Identity Center B S {ER 5 P E ¥ FERY IAM Identity Center 2% IAM B |, I
K UEDIEENBEREZERELA®, |IAM Identity Center £ IAM Identity Center & A O3
I AWS CLI REE AR , YA LEENRECAZEREAG. ELBRFFUER , IAM Identity
Center ETERIDFEHL ERTH FENY IAM BERMAE,

ERLEAWS ZEBGR, EFZEHR, ARMBKRNMAWS EHBENZERRMBEFAE, &t
AL AWS ZEBRIEF ZEBREIRAET 7R R,

EERVHUE  FSN EY. ERARNBRHTE,
B EMAREERFFTNFFIE

EEEREARBERTFTNREER  BERIEEBEFIECZR , BYFBRENETE , WEHER
W—RZEERAE, EANEFTEUNFIEAGRESED  LFMEEREMEERNENE, £E
R FIEEREFT , B LAHIT IAM Access Analyzer AER AWS SEBRELETE, THMME
EFEANGTIER , B UREBITBRESEEEETBRAET THEEE,
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£ IAM Identity Center , A A SEF I EERIGHENERE, ENEEEAE BRERERE
S EBRIFTASE, M-k, MR8 AWS tkF EAMFENFIFIEN K mAR—E#ERE
EEFF

il MREZFEAE |, 7£ |IAM Identity Center PRV EBFRHEC® , B LBYHNHFTE ,
LA FPowerUserAccessiF Al , REBZITIEERGBEB S, BEFEA AdninistratorAccess
FUNEBEFITERR , PowerUserAccess HFHAETRAFEE IAM FAEMNEHE, BF
BEAAWS EERA O AFEL AWS SR SR |, 0] LUETE PowerUserAccess M3k
AdministratorAccess EIRFE F#ITHBETE,

AARERCIA TRHEZE -
- FERERHBLEBRNFTIE  FEARLEERNFTE , MARBFFHIE,

BBREAALESRFINALERTTE , EUUARATABRBEFERE - AWS ZEBX, SE
BRERTFREBRNEDE , LENERERHB AWS WEBRHEME RN, MEELBERNF
HMEF , F2E AWS EBEHBH ZEBXK,

« BAILGERER SN TFEERIFERRE , UEHEREZEA NERRE AWS IkRF,

EFAEBSEMME AWS IRF MFEH AWS EEEE AT AWS a5 555 H (AWS CLI) B, IAM
Identity Center AR LW TERRISERBRERZES TERBNSERRE, BIEESR , T
ERBRIFEFSENESRECREEBERSE AWS B2HTERER AWSIRFE 2o/ & A NEEE
B, REA—E., BALUEERAE 12 /M, MEFHMENR , F2HEEE W IERESENE
AWS RS,

o BHBTALERE AWS FEA OB TERRGERRE , URFHADEREAERAADRGNEER
E.

RIBTERR , TERRSERELRNES 8 /N, MEREANFERAEELAETRE A TUE
AAWS ERAOMRENERERE, BLEE 00 KWK KB, MEFHMBENA , FSBEE AWS
FEA OMEA IAM Identity Center A FERAER N T EMR RGBSR,

- BEEAAWS FRADPME , FEERHKEERFTNAE,

BRI WIETEERAENSEFTESEE AWS ERAORUTERATAAE, ERUKER
EH2BAAQBUE  FRESEELETHRERFPITEBCRBEFIENAE , Mk

AdministratorAccess.

- BAILUEHMEREFEE IAM Identity Center , YR BRI FF KB RGELERE,

MEFHMES , FOHE BEAENHEFRUEREIRIG AWS 1RF.
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ERAEER

ES]
- AWS X ERRNFESLERT A
« AWS ZENEFZEBRMN BRIFTA

- BY. BEAMBITE
. BEHTEBY

AWS ZEBRNEXERFT A

IERBMER AWS RERREV AL ERNTASE,

EREVERARERT UMK , B8R AWS
B, AL E RAF A BRANERRBBCR P ETRE,

%R ABE
&t AWS
R :

+ AdministratorAccess
+ PowerUserAccess
* ReadOnlyAccess

» ViewOnlyAccess

ERBRBBR

£ AWS XEBRBENEE
&R LARTIE TSI H A — B BCR

« Billing

+ DataScientist

+ DatabaseAdministrator
* NetworkAdministrator
» SecurityAudit

» SupportUser

» SystemAdministrator

ZERRBEFRE  UERHTDNEREER AWS IRF, &

ZEBRRBEPRE—EBR, ERANBER

A BT R B E A — (B

ELBRAREFE P AWS IRF AJse BB EHABHEIR.

BRERNFFA
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MBARAE RFFIBRANEEBEBERMFMERA , 5528 ( AWS Identity and Access Management
FEAEERM) PHAWS EHBENZEECE,

NEAAR T TEORST , FBM By, TEAMBSTTE,
AWS ZENMEFZEBERMN BRI

BT LB EE BT AMEFATE | £ 881 AWS Identity and Access Management (IAM) F#EH K
£ AWS SENEFZERFEURRBRBER, B LEEHFTRR , REHMBR TR FHIEMS
AENBRXTRETT,

MBAARLHTEGORED , BHM BT, EEAMBH R,

T

425 ] DA SR B B T S B R Y
£

. PR

. AWS SEHE

. BEFSEWE

. FARE

WEREER

BU B ARBREREZFTE, VRBERENMCABRBEEFTEEHFTEZ IAM BERHW X FEHR,
IR LATEZR S SR A £ 05 | £/ IAM Identity Center T AFHNBREMN TER EHX | RELHH
BE, St AMERBEAWS EESET IAM BEE,

IR BEARNBRBERMEF 56 | IAM Identity Center @B HEREF A5 AWS 1RF 9 hE I IAM
BR, ESSHFTERRGIRSR | IAM Identity Center @B Y R, A% , BEFEDEED AWS RS
EREREN T IAM BE,

EEE RBRBUERIL IEIRFF ISR , IAM Identity Center & AWS 1RF REE PREBX, E&EH
BEENFUEREFZERR , B4AKXE AWS IRF HEM HEVBX , TRIERT UL,

AWS ZEBXR

BT LEAWS ZEBFREZTIEMEFT set. AWS managed BUER R AWS #EER IAM B, kit
EFSEBRREIRFPEIIMMEREN IAM B, AWS SEBERAMRRE PERNREERFERAR
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Bl AWS 1B, AL AWS SEBEMA IAM Identity Center BRI 2 B@HHFT , RMAHTR
R

AWS EitEBAWS EREHBNZEBEE , BEBEENFIGT AIERIGEN AWS Bf, BEEREFRLHE
FERMFT AR AR EEAR , THE —EEBRHEBER. BEBI AR , SRR Z AT
BERBBR,

1EHY AWS 1RF B2 BEARKE AWS IR M HEHNKE AWS ZE IAM BEX AWS BRI, ERE
VERBEFFFANFAER , BN SHM AWS ZERRPBEFERIGFT UK,

AWS AWS tRF gL AWS REBREASE . e EMEEF AWS SEBERNFIE , EFFER
EHREIHE AWS IRF, BERER BEFTERESFZERR , B4ASE AWS 1RF BC/ PE
MBGR , FREIEIRET AT &R

MFEAWS ZERRNFMET , F2H (AM E£RERER) P AWS ZEBE.
EFREBX

LUK EFSERRERELNTTE, ERFZEBRELENNME IR IAM K, AR
#, AWS SEBEREIRE B AWS #EHN IAM BUR, BuLUEREF ZEBRMAE IAM Identity
Center B 2 AT , A 7R,

ELRFEARFZEBREVFFAIER , £24Z% IAM Identity Center EIRFF AT AWS 1RF HIE1E
BYEAHEEBANBREN AM BER., NREEEEBBRE , FELEESEREPIEEMEBNEE
AWS tRF, MEFMER , F2H (AM EAEERM) PHZEBBAEE. IAM Identity Center &
7% IAM BUEREZZERE PRV IAM B2 AWS 1RF, REEBREBRNFTERERERT IS
HEERSPHBRER. WEFRES , F2REFIEREAH IAM BUR.

® Note
ERFXERRERIFIRE K BRNBBTES KIER.

MEFHMES , F2HE (AM EREER) PHEFZERR.
ATAISRIR

BRI RREREENT TR, FFARRE AWS ZERFFZE IAMBE , IRES T HB

RART IAM EERHNRAFFA, BEEERFFAISRRE , B0 ARBEE, EFZEBERMAWS 2ER
REERTHBHARRARFIHANEMTT. SFURRTERTFEMTT , MEF IAM ZHE T

SERBAEFF,
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ELEATFZIERREUIEHAFAISRE , B4 ETE IAM Identity Center $8IRET AT 5E AWS R
FHEE PEZEFHEEBHN IAM BX. 1AM Identity Center % IAM BUR M AFF I RREESE
H7E BV IAM A& AWS IRF ,

WEAMET , FSW (AM EAEIERE) T AV EEFTRE,
2. EEMMERET &

FUSEEREAENEEY NEFEER AWS tRF. FFASFME IAM Identity Center 1, 36 A 22
2—HZEAWS IRF, BALUREAEERSEFIES. WHEFTEREE IAM Identity Center #
WEAARNFHES , F2E AWS IRF FAFIEEE,

@ Note
& B LATE IAM Identity Center R AP KB BESNEFFTFUE,

BYFUER  FRELTIIEESE
- HABEITER

EEFERAHFUE , BEEMFA IAM Identity Center BURBBTEE, MEFMENR , FSEIAM
Identity Center BV B AR 5 & 1TEEE

- RFESLERVFTIERS

BEBREAALERTAINEALEERTTE , EUURATABRRBFEFERE - AWS ZEBE, S5E
HRERTRHEBRNFEIE , LENE REBRE AWS WRBNERNFTT. NFEELBERN
AEA , F2E AWS EREBHN ZERER. WEREERNR KU TERERAERRS
38

- BEETHERRSERBRAITSENTHEHRD

BEFEAEBHA I AWS IRF A AWS Management Console 5 AWS &5 5 (AWS
CLI) B , IAM Identity Center & AR AJ 5 L H T YEPE BR IS B A R B SR 42 | TAERR ER 0 35-4E B o
EFAEITERBEEIN TERBREERER  tASRLERAAER BREA, FRALXE2REE
% ERCTERCEBHTACMENITEREFERERE. BIBER , TERERSERBN
BRI, ZAUEERAE 12/ K, NEFHFMAET  F2HERE N ITERBSERD AWS IR
E.

- REIADERERE A O TIEMRERIFERFE
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ANFEREERANRUITERBEREZLAGNTFIEAREN. RIBER , TERRSERRE LRW
BR8N, WEREANERAEEXEEHNRIFZAAUEA AWS FRAORENKERE. &
AILAFEE 90 RN EZAE, MFFMEA , F2ERE AWS FEA DA IAM Identity Center 2
EEAEXHN TEREREERRE.

- ERARUSEERFANAE

RN WIETRERAENERAFTEHSE AWS ERA D@L TERATHAR, BEEUXKER
EHPBRAAORUE  BRENEZSEUARERFIITESCRBREHTENAE , Mk
AdministratorAccess, BAIREHNFAE , UERMMHEEXFEREEBECIRESENER
R,

(® Note
&t AT BAE A AWS CloudFormation JZ M MIEREF RIS , WS EA B EIREGELT IR,

&

- BUFAKE

- BENEEHRAIE

- ERFFAUEEE

- EFFAIERER IAM BUR

+ 7£ IAM Identity Center B BREF A &£
« 7£ |IAM Identity Center IR EF Al 5

BIMFFAUES

FERREFREICHAE— AWS SEBRNELAERTIE , IFAKRZ 10 AWS BZEREFZ
EBERMARBERN BT IE, BA[LUE Service Quotas =& HEERFAE IAM 19 10 BBERE R
EBR, EAILLTE IAM Identity Center EIR AR E,

(@ Note

EEMFRAHTE , BEZFEA IAM Identity Center BB HTERE, MEFMET |
BIAM Identity Center B4R AR 5 B 1T

3
$
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RUFTES

1.

2
3
4,
5

BARK IAM Identity Center £3 A,

EZRFFAT , BEFIE,

i#1Z Create permission set (BRI HFTES).
EENGTASEEEEEMNFISEEET | BRGTUEEE,
BB EEE | BELEZANTUEN —HSEBER :

- FAEBNFTAIE

1. ERAEERFAENBERT , BEREEANED —@E IAM EBEHBBERLERFTER , A
BBEET -, MEFMENR , 528 ( AWS Identity and Access Management £ H &g
) PHAWS EHEHEH ZEBEM AWS ZEBUR,

2. IESR 6 I EEFAISHFMEARH,
. BIHTR
1. igj%-lt_io

2. BN EBEMNHFURREERL , BEEERATHHUEMN IAM BERER, BIFFER , B
&% 10 AAWS SEBRRNEFSEHRENEZHASHEEERNFUE, EEEH IAM 5%
T, AERSHEE , AWSIRF BEZLERRRFFUENSE FH Service Quotas FEEH
EREMERED IAM BAEH IAM BEZSEBR.

- BREAWS SEEBER , R AWS B MMEN IAM FHIBBER, MEFMEA , FS2BEAWS
SFEHX,

a. EFUETESVEELZEAZEFERAENAWS TEBX,

b. MREREMEHMBANER , BREHEAB[WETEE, EECEZLEERANAR

BEHER A FEET S, LB o UEREEH TEFMEAER,
- BEREFSEBE , RIEEBNMHEN IAM FIBER., MEHEEN , F2REEZER

Ko
a. BEEERX K ARBALZEFEEFTENBEER., ELEERTUTENESEKRS
d, FRAZAANEBEYRR, REEERSERNFTTERIGEERS PHBER,
b. EIEEEE L MG HMBUR,

c. MRAECHREHMBHMBAENBER , FREHAFLETEE, EXCRELZEANMR

BHER  BEET Y, iR o UEREEH TEFMEEAEMR,
- EFARBIRNUHFIEEFT JSON BXHBRNF. RBRBERTEHEZREN IAM BER,
EEBVARBRBE 6 FERENREFEABTBIRES. |AM Identity Center 5B E

MEBZEHAERERFHREIN IAM ER. MEFMER , FS2ERREGE
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a. EEBARERPEMENEEMNEFRITEERERBUR, &7 SUE R #7 8 B8 5 18
HppRA =,

b. MREEEMBEMBENPER  FEEFETRAUETRE, ECCEELEEZANA
BRXE , FEET -, TSR 6 UxREEFISFMEARR,

- REFARR , i AWS ZEHEFZE IAM BEREAFF T EF HMBER AR &K
nq:—.l-o ZIU n¥:%ﬂ1ﬁnﬂ nﬁxﬂanq:—.l-g?“lzﬁo

a. ERIEfE AT A SEBRRIEFIFF AT LBR.

b. B AWS XEBUR , & IAM BREBK , LAWSEEMiEE EREAVFF I RIR, 12
BEFXENR , it IAM RELEENERNBERERFTTRIR,

c. MREREMBEMBENBR , FERLAHFLETRRE., BELCRELEZRANA
BRXE , FEET -, TSR 6 UxREEFISFMEARHR.,

HIEEAIEFMETAERR L , T TIEHE
 EFFAIEERT , W ABBLIE IAM Identity Center REBILLFFAISR. BRUFAKEENS

BEHE AWS ERACORUETERATHAR, £REZEA AWS FERA QDMLY , #E AWS ik
F , RREEABG,

® Note
A EZBEEN IAM Identity Center 1T EE H A ERME—,

. (GER) S AfR. BRI EHIRE IAM Identity Center T2 AH , MAFHERE AWS

FERA DO,

. (BR) BEEIFERRESEENENE. MEREETRAKEAEZHETFERZE , £/

EARANBERE, NEFEET  F2RHE N TEEEREGERE AWS 1R

: (ﬁﬁﬁ) EEEERENE, LEARBERER  LENEOIRFANCERE, WEFHHEE

A, FSRAREEIEAMELVREFE AWS Management Console,

® Note

BEIXARRE URL #47B1E A AWS Management Console. 40 :
https://console.aws.amazon.com/ec2/

. RARR (ER)  EENEER K AREERINENE (EA).

MEZBHEBEN , BF2BEZ5C AWS IAM Identity Center &R o
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6. igj%-lt_io
7. ERBNEBENEEL , SREPTHEE  RREER

8. RIBFER A6 BELEUFAUKR , TEMEFTE (AREMN AWS IRF), BEE FHEAE
AWS RF , B4 E# 1AM Identity Center FFEUEIERIGIRF PNEAEMEE  RARBHFTEE
REELHEAENRE. WFFHEEF , F2ELERENFEFIEREIRE AWS IR,

BIBMBEF &

BRI LERFTERRTFEAEY NFEE AWS IRE, &AILUERA AWS IAM Identity Center E12 &
WIRMBEHFOE, ELUE IAM Identity Center TR AT KB BIESHNIEFHTE, MEHFTER
H7E IAM Identity Center FEIERA B XN FFME , 5528 the section called “FFAIE"

EREFEREFIEARXTRENTE,

(® Note

EEMRHTE , BEEFEA IAM Identity Center BB HTERE, MEFMET ,
BIAM Identity Center B4R 1R 5 1T E &

T
s

BARFF A R

FALEFE TEAPRIEERN AWS IAM Identity Center FF A1 £,

All AWS R F where a permission set is provisioned
HERBFAENEER , FEATIER

1. & A AWS Management Console , It 7 https : //https://console.aws.amazon.com/
singlesignon/ BAEX AWS IAM Identity Center £ A&,

2. ESRFFFAT , EEFFAULK,
EFFAUSHEE L , BEEERBFF IS,

4. HEERMFAUSHEEL K ZERFRSIERT , EUUEREAFIEMNIKRS . &7 LRI
F ., LEFMMAERS P HRFFUE, ST MER, WBHEE , LEBRERIFITE.

All permission sets for an AWS R F

EERBAFTAUENARER , FEATIRERF
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1. & A AWS Management Console , (7 https : //https://console.aws.amazon.com/
singlesignon/ BARX AWS IAM Identity Center £ A&,

2. HEZWIRFFAT , BEAWSIRF, EREERREHEFTENIRS.

3. HEFME AWS IRF EELMFFAUERRSIEFEERT , LA UeRERIGTE IR ATE AWS ik
F. BALLERGT I SBER , WE—F T7THIF K,

All applied permission sets to users and groups
EERBRERGEAEIFENIETE , FEATIER :

1. & A AWS Management Console BRI https : //https://console.aws.amazon.com/
singlesignon/ B9 AWS IAM Identity Center £ &,

2. TEERWRTEREIFEAEREME , LIR1R IAM Identity Center £ & =& H,

a. HEAEREL , ENEEFCEMAMUENERSE, EE  EHAWS IRF EHRMAWS
REFHER AWS 1RF TH . ZiSEEHER AWS 1RF FmEEAENERFTIEN .

b. HFHEEEL , ENERBECEAFTENEE, BE  EINAWS IRFEBRMAWS ik
F FHER AWS IRF TH . SEAEFMEANTIUE , URFTREE AWS 1RF
Eg o

BEFAE

ER LR REER IAM Identity Center IR BB EFTAI &, BRI URERAE AN ERBRETT
%,

1. A AWS Management Console , 3¢ 7E https : //https://console.aws.amazon.com/singlesignon/
BARK AWS IAM Identity Center X8 5&,
2. EZIRFPFFAT , EE AWSIRF,

3. EAWSHRFEE L , ERNMIBHERREBTE, BIEE AWS IkRF RPFBEFITEN |
.

4. EWEBEENCEREASNREAWS IEFT  ERAESE FTENEAESBARE
£, ARREBFHTE,

5. UNTHEETHENEE AREEREFEE,

6. BEFHITERSIER  ARERNBIBENTTE , RALRIEELR.

7. EEFHTEEL  EEEH.
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BT EEE

IAM Identity Center A] &2 7 22E IAM Identity Center EJR Amazon Resource Name (ARNs) #J
IAM BUE |, UERERIIRFFHNFFIENER, flan , BBV EER , ETEANEESHHERE
EEBRNFAE , EREERF PHVIER,

(® Note

EEMRHUE , BEEZEFEA IAM Identity Center BB HTERR, MEFMET |
BIAM Identity Center B4R &8 AR 5 B 1TE &

T
i

AR TIHAP - EREIELEREWEEE,
- () 7£ |AM Identity Center PRI FFAI S , BEEEFTENBE , YA ISERGETRNE
RAEREE, EFREEEMFEHME IAM Identity Center B0 R EEAZERAENSEST,

- EIAMHEYHITEE , ARKEMEZIEESREIN IAM BE, NEAGHENR , F2H 1AM
AEIEEEEIRK 1AM Identity Center BEEFF .

/A Important
IAM Identity Center EJR ARNsEZ K/NE.

LR EEREZ |AM Identity Center FF AT EFIIRF ER BRI BE R,

ERER ARN RESR
PermissionSet arn:${Partition}:s aws :ResourceTag/${
So:::permissionSet TagKey}
/${InstanceId}/${P
ermissionSetId}
&= arn:${Partition}:s TERA
so:::account/${Acc
ountId}
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ERFATERFEA IAM BUER

EHREUFAIES , FETHRIMTEBRFEBETTE , SEEFZEBENTIARRE. ELEE
ESEHRMFUHEEHFTER | IAM Identity Center TR EEA hEIBE AWS IRE, B4 E
WAELEERGUENSEREDEABNIELBER , WSHBENTENZBINRESBRMER,
BB EERGES S AWS IRFE 89 B | IAM Identity Center @ 3 AWS Identity and Access
Management (IAM) A€ , WAGEN IAM B EEEZAE,

EZEEE
- BEMRAFAUE , BFEFEA IAM Identity Center W@ TEE, WEFEFHMEER , FSHIAM
Identity Center BV B AR 5 #1TE R

- A IAM BERIERFF ISR 28l , BAAERENKEIRF . MERFHH IAM BEREBLARERE
MR FREYBER B AR, MREHKERF FAEFEEBK , |IAM Identity Center #E$EIRET Al 5.

(® Note
EEFTEHREZINTER , BRNEBTES KB,

« BRBTHAITILZEE/FEIRF.

#% 1AM BURTEIRIG EF AT 55

1. £ AWSIRF ZERRTIENSE FEI IAM BUR,

2. BITAERG IAM BUEE, BRUERENRFPIERTENTT. ATES—JWERR  FES
BEBER PR EMUEEMENET, B LLEER AWS CloudFormation StackSets & HEI{L &R |
EESEXKERFHIEIEGHBZBHNHF TN IAM BERE AR, W% CloudFormation StackSets
WEMERR , 2/ ( AWS CloudFormation &) FHEH AWS CloudFormation
StackSets,

3. EEERFHFEUAE  UEFFZEBRIGTARRTHIE IAM BER, WENMEILFITE
MEFMRES  F2E BUFIES,

4. FBEMAREE., AWS ZEBXRIECEmHEM IAM BUR,
5. BIUVIEREHNHFAE,
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£ 1AM Identity Center R BREF AT &£

& T LAE IAM Identity Center 32 & &K |IAM Identity Center fEF & MEHAMF O£, Bl
BIRFE AWS 1RE, MEHFATEREE IAM Identity Center R A RNEEMENR , FS2H AWS
RE SEATFITEEE,

(® Note

EEMRAHTE , BEEMFEA IAM Identity Center FAREHTERE, MEFMET |
BIAM Identity Center B4R AR 5 1T EE

3
¢

Remove permission set from a user
REAEBRITFAE
FALREFREHR IAM Identity Center £ A FE A EBRIFATE,
1. & A AWS Management Console , (7 https : //https://console.aws.amazon.com/
singlesignon/ BAEX AWS IAM Identity Center £ A&,
£ IAM Identity Center T , iZENfERA &,
ENAERPBRIITENEAERR.
EFEAEFHEFER L , ERNAWS (RFEH, EAWS tRF FEUT |, BEUERN AWS 1RF,

EEEKRP  SRERMEERENERNT. BENEEBRNFTTE, ERFEIFEE
AT, EEBER.

6. FERNHBABFEAR , AREREERRIITTE. EE Remove (BBR).

IAM Identity Center X

o & 0N

aaaaaaaaaa

uuuuu

[.Q search by account name, 10 or emait ‘ Q@ test  ViewOnlyAccess
1D: 1D:

© AWS accounts (1/1) % Applied permission sets (1/2) @ Account access details

&
I © AnyCompany I O S3-Test-permission-Set & Assigned directly to Nikki Wolf

ves
I@ vvvvvv S I
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Remove permission set from a group
REHEBRITAIE
F AL FREHE IAM Identity Center 32 A A T BRI AL,

1. & A AWS Management Console , It 7 https : //https://console.aws.amazon.com/
singlesignon/ BB AWS IAM Identity Center £1£ &,

2. EZRFHAT , ERMAWS IRF. EREEEIRFNER.

IAM Identity Center X 1AM Identit y Center > AWS Organizations: AWS accounts

AWS accounts

rrrrrrrrrrr

AAAAAA

ssssss

Permission sets

3. HEERNEAEMFERSIFERT  ENEERTBRIATENEGE  RRENBEHF UK,
4. HERFHUEEEL  FREEBBRNFITE  RRENRFEE,

Remove permission set from an AWS kP
FRALLTEF |, EIB IAM Identity Center AWS 1RE Fi#2 AR BIRIFTE,
1. A AWS Management Console , ¢ 7E https : //https://console.aws.amazon.com/
singlesignon/ BRK AWS IAM Identity Center =12 A&,
2. EZRFFHAT , EEAWSIKRF, B#EEE AWS IRF P BBRETFUEN BB,
3. EHMBBERL AWSIRF , BEFUTERSIEER, ENEEBRIGTUE, REBBIER,

4. HEBRIFUEBELRD  BEICERERNGT TS , A Delete IHRBE , RARBEER
BRIFEVE,

£ 1AM Identity Center F i BREF o] &£

FEHE IAM Identity Center BIBRFF AT &2z Bl , ‘BIEZASHEERAZTAIENAE AWS 1RF F 8. &
ERERANERENGFEFIE  F20 RENEEFTE,
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ZEBER

- EEFEAFAE , BFEEMEA IAM Identity Center FWAABETEE, MEFHMER , BF2HEAV
Identity Center BY#E A% FN0R 5 #1417 {E 58

- MREEEHBEAPNFFITETFERER , TS0 BEBHFTEEVNEAT IAM A6 TEREE,

- BEZNREMBRNEAESIFATRBRIFTIENEARIER , AZ2BRKREM. &8, £8E
IAM Identity Center H#EA RIEEMMAREANF IEMEAER,

EATIREFMBR—HZEEFATE , FEAWS 1RF P NET HEEEAESLFATE,

/A Important

FRIBEEERILFF AR ERENEE , BRHE AWS tkRF ERAARAMN , MEEBEA, £E
BREREWEAENFETIE , F2E RENEEFT IR,

& MEREF AT & AWS BRF

1.  BARX IAM Identity Center £2 A&,

2. EBZIRFFTT , BEFTE,

3. EEEEMBRMFTE  REEEMR.

4. EMBFTEHFESRT  BATTENSBUREME  KLBEMR. SBEIADE,
AXERT AT SR 1%

£ IAM Identity Center 1 , BEE S AT TIMHEENEERTE , URBFIEAEERNTERBRSE
H%:'Faﬂo
£3#% E—FTH]®

B IAM Identity Center ZER AWS BEREF , B E W IEREBESERNE AWSIRF
BEEUUREFAE TERBRNERFERRB,

E1HE 8 a] LUEIB 1AM Identity Center BRI ER 3% R EEIAAMRAESURIEFE AWS Management
%, BFIEAERINEERER, Console
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(2] E—F T #

BREAEEHHEFATRTIBRAFNAWS & EAEBEEHEEATHNEAEFA
Ro

20 B TAERS BRI RS AT AWS 1B S

HREBEFAIE , BUUAEETFERSERRE  WEFERAETEA NEERE AWS IRF, EiF
ENFEREBR , SR8EAE AWS B2 H TFER.

ELEVYFNAUER , TERRSERBRARA 1 DR (UAVAEN ) . RETFRRSERD
A1, ZRZARER 12 M, 1AM Identity Center @ BB ABEFF TEESERERNIRFHEL
IAM 86 , WREELHEHN TERRFERBLRA 12 M,

EfAEBSEE AWS IRF XEAZHMFER AWS Command Line Interface (AWS CLI) & , IAM
Identity Center AR AT LM TR RISER B ERZG TR RNFERRE. BIFHER, IAM
Identity Center $F¥EFRAIEELEH IAM B R EEH 1AM Identity Center fERERE , LIFEREHI BT
IAM Identity Center FF RIS 1EE M TIERE R ISERF A,

/A Important
ERZLBEER  ERTEREREERENREREZEBHATHACHTENERE,

BAUFFAISECR  BUNERCUERHMN TERRISERE. £/ TIERFRIENFFIEN THERE
FERBRE.,

8T T AR S MRS

BARK IAM Identity Center 3 &,

EZRFHAT , BEFTE,

EELDSE THEMBRSERENTITRER,
EFUENFREREE L , R—BBEEREELA , BIEHE.
ERE—MTUEREEREL , BEIFRERSESBNTE,

MRFFAEMBEREM B AWS 1RF , IRFNEBEETE TAWSIRF , LIEBEHRME, B
MAUEN TERERISERBER , AWS IRF ERAFTENME BEEFRME, EXRTURE
M ESEMEEAXFTTENAE AWS 1RF .

o o bk~ w0 b=
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7. EEREEE,
8. AWS iRF HEHEREHEREA,

« MREHATERE—RSE PHE AWS 1RF |, AIBHSH#ET AWS IRF ERNEHAHRE , BE
EHNFASECERERE,

- WMRRE PHEFATE AWS 1RF , BASEZBFITENRECERN.

SR E AR RELURIEZEL AWS Management Console

BIFFER , EEAEZA AWS FIA DML, RERFE , ARBEREROFTFIE AWS BYNEE
& , IAM Identity Center & E A EM BB FEFHE @ E AWS Management Console, & F] LAASE %
MEREATENEERS URL , UBERITA,

REHAMETZLEZCAEREFTRNRESHAGNEIRER, flWn, B EEXMRERES
Amazon EC2 £##& URL (https://console.aws.amazon.com/ec2/) , LATEfFE & i1&E
Amazon EC2 EEEACKKEEAEENENEXREIEAR, EEFNEMETAER URL EXARE URL
ﬁﬁ & , IAM Identity Center @A ENBERKAEEAE LR AWS EBiF FRNEEA RS, fI

, MEFEREEEON (HETHE ) B (eu north-1) IR E K& — XA TERER , Mg
ﬁﬁﬁ%i%ﬁgﬁi'ﬂn—_ﬂiﬁﬁ Amazon EC2 E£# A,

Administrator for AWS IAM Identity Center (successor to IAM Identity Center administrator assigns single sign-on access to user and
o AWS Single Sign-0n| sets the relay state o applies permission set with relay state

Permission set relay state configuration Permission set with relay state applied to user

Assigned users and groups

Assign users or groups o

Leam more ('

Username / group name - Permission sets

Leam mare [ | jdoe EC2Admin

Learn more CF
o User signs in and chooses Management console
| ITpS.//CONS0le. BWS. AMAZoN. Com/ec2/

AWS access portal for jdoe

o 1AM Identity Center redirects user to the Amazon EC2 console in the ‘
user's last used Region

() Mew EC2 Experience % EC2Admin
Tell us what you think

Resources
EC2 Dashboard

EC2 Global View You are using the following A
Events

Instances (running)
Tags
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EERE IAM Identity Center $EAEEMEMERTE PN EEAE AWS Bl , 757 URL #F
BEEFBHRE. flN , EEEERAEERSOEXERB (BEXMHE ) B (us-east-2) F Y
Amazon EC2 Amazon EC2E1# & |, FEZKESR () P1EE Amazon EC2 = AH URLhttps://
us-east-2.console.aws.amazon.com/ec2/, MRBEXHAEZ ( REM ) EF (us-
west-2) EiFFRA IAM Identity Center , BEEBEERFEREBRZES , FFIEE https://us-
west-2.console.aws.amazon.com,

REEEME
£/ T 532 7 RERE 5T A SRRV BB55IR 8 URL

1. BAEX IAM Identity Center £32 A&,

2. HEZIRFFAT , BEFITE,

3. EELERHRBENEILMRE URL WFITEER

4. EFTENFHEARERL K R-—RECERFEELA , BERE.

5, ERE—MRIFUTERTEENEEMRET |, W AEM AWS RN EERE URL, Hi0 :

https://console.aws.amazon.com/ec2/

(® Note
B ARAE URL 247B1E A AWS Management Console,

6. WMRFAUEMBHELM P AWSIRFE | IRFNEBLETE TAWSIRE | LEBEHHE, &
FEF AT EEMEIAARRE URL & , AWS IRF FAFIENTE HEEHMMHE, EXRIURENTHE
SEAEFERAXTIENFTE AWSIRE |

7. BEGEEE,

8. AWS {HiEmEmEETEA,

« MREHATERE—RSE PHE AWS 1RF |, AIBHSH#ET AWS IRF ERNEHMAHRE , BE
EHNFAECERERF,

« MRRE PHEFFAE AWS IRF , BHSHEBFTASHNRECER,

® Note

IEAILAE A AWS API, AWS SDK =, AWS Command Line Interface() 3k B B1{L Lt T2 FAWS
CLl, MEFHMER , F2H -
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« |IAM Identity Center APl 2Z FfJ CreatePermissionSet= UpdatePermissionSet®)
=

« update-permission-set @8 H2# sso-adminEBERHH create-permission-set=
S, AWS CLI

EREEBCRBBER PN ER AT

EFRAELEEFEAFUE AWS tkRF B, B s FEEZ/EE IAM Identity Center (£ & ¥ WZEUE, &

AUEAAREENEAEEFEERBER , UBKRMMAEAEERD IAM BETERERNBED , RE

REEZEFERER , MEELEHHAFRENFERE, FETERPFINARILIEBBR , UK {AE
EBENEESE,

EiRBIBAFT T SREYERT IAM 6 THEEEKR

B ERFEAREESNEE  AREFEREERERMERX  BhLEAEHEEEFERAN IAM £
BEINEE, BHUALPEEREERTAFTE  BELEFERBEAL  EEBREETAEED
EREBNEALEY, NMRCEEEZEEEN , Y LFEASENAAFTEREREMIFTE , &
A BBRMEFERAEFR. FIEERATHN AWS ERRA QR THERE , UREAEAEREA, 75
B UBEERFr U ERTWERT IAM AE TERE THRNAEREERBRERL4EE , #TEEZ
OREREE €N

EBBR

& O] LAE B8 BURE B S IAM Identity Center UserID B9 FREFFERAE RS , LABFIEFEH
EEEFEAN IAM ACKEE—S B, EEHNBEEBHRE , EAKBERTERE A sEEAER
FUENHMEREERFE, LBXREAEBMNEFEHE ID |, ¥ "identitystore:userId"
Add user ID here , BEFERAERBFIENFERE ID ETEHN.

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": [
nin
1,
"Resource": "*",

"Condition": {
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"StringEquals": {
"identitystore:userId": "Add user ID here"

}

HEARIZ AT LAE A H AR 3R 518 |, HlI0 “aws:userId” , {B “identitystore:userId” RHE
W, AAT2E—EAMBBNSEE—B. £ R4 aws:userld”HFEA T ZRFERHEBMHR
EHNESRERSHAFRTE  MANREAENFEAEEBREFE 4 HUEE | AEgEE,

£ IAM Identity Center £#2& , ZULUEBREBEEFHE, KERESERE. BRE—REAER
DRERFERE ID identitystore:userIdREKREREN . EEESFEHE ID B, LA BREL
EAEN AWS FIA OFEE THERER  YEMRERPEREZARER. EUEBREHT 2 FHE
APls ERENEFERAENFERE ID, AEBLENIEEBBERNER.

EREIEBBUR

BRI RERTEENEMERE ID, §lil Add user ID here , AEMERAEEREE AWS tRF £/
E BRI R IEHIBR (SCP) SBIERBBE. EREBN A ZE  HEENHEMNRE, B
BERERBRBEFEAENFIER , ZEFEERE K KASNEFERE ID BRAZEREHFER
B2 AENFERE D, BB ILFEHEEEERE SCP WEEIRE P EMN M T RET S 4, B
FEEAEERAEERTN AWS FRA OB TRERREEZEFTRNEFIRITRANAR  tEH
HERENBE, FAEFIE SCP T2 HEE  SRULEREEA, HMBHER , YREESL
H AWS FEA OB TERERIIEE N o

BRT A SCPs 4\ , B A NEFTENARBERHESEBBER , URECAETEFRNFFTE
FEANEFZERRTESEBHBR.

MRELARBZEANEFEE , BT UERRGERFPAVESE , flw -

"Condition": {
"StringEquals": {
"identitystore:userId": [" userl userId", "user2 userId"...]

}
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/A Important

EREERMNERSE  SEMLAARDEMEMEEDE , IRERENERE ID REEERK
hED 12 /M, 2B& , EFRERENETAGHEREY  ARETUREBRRPBREE
F#% ID,

HEERBEE. Amazon EKS #S£HEME T AWS KMS €8 BEH
SEHFAE

BRI R IRE AWS IRF B | IAM Identity Center SN B BHEA WA
BAWSReservedSSO o

A TEZBH Amazon Resource Name (ARN) AL TR :

=y ARN
AWSReservedSSO_ permission-set-nam arn:aws:iam:: aws-account-
e_unique-suffix ID:role/aws-reserved/sso.amaz

onaws.com/ aws-region /AWSReser
vedSSO_ permission-set-nam
e_unique-suffix

R 1AM Identity Center Y & 7 RKIRFEE R us-east-1 , B ARN F38F aws-region., ABHTE
AWM ARN R THER

=x ARN

AWSReservedSSO_ permission-set-nam arn:aws:iam:: aws-account-ID :role/

e_unique-suffix aws-reserved/sso.amazonaws.com/
AWSReservedSSO_ permission-set-nam
e_unique-suffix

flmn  MRERBURTFEREETEES AWS t(REFEVENTTE , AIEFATH BN ARN E ¥ FE
HAaE .
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728 ARN
AWSReservedSSO_DatabaseAdmi arn:aws:iam::111122223333:ro0le/
nistrator_1234567890abcdef aws-reserved/sso.amazonaws.com/

eu-west-2/AWSReservedSSO_Dat
abaseAdministrator_12345678
9Qabcdef

WMREMBR AWS IR F L EF AT SR FTE 1B |, IAM Identity Center 2V VB EA & & —GiBR. &0
REMERHMENFF AT EEITHIER , IAM Identity Center ERAFFIEREUFNAR, MACHNER
M ARN ZETEMIME— BB, FULLEFT | E—HEH=R abcdef0123456789,

ey ARN
AWSReservedSSO_DatabaseAdmi arn:aws:iam::111122223333:ro0le/
nistrator_ abcdef0123456789 aws-reserved/sso.amazonaws.com/

eu-west-2/AWSReservedSSO_Dat
abaseAdministrator_ abcdef012
3456789

AEHER/AN ARN FHWEBEFSEREMNSERBZR/A ARN BB Fout-of-date , ERHEF A
HEFUEZBANER, flin , MRETIHEEFSERA ARN , AEK ARN S EFoE
FERENFEVE

thn

- BIRMER HTEEFHE | £ Amazon Elastic Kubernetes Service (Amazon EKS) #&aws-auth
ConfigMap#¥ aws-auth ConfigMap X,

« 1£ AWS Key Management Service (AWS KMS) £ EREBE D, LBFEHLBASBERK,

(® Note

R BRIEFER Amazon EKS ZHUE B REEH Amazon EKS #2£MEFE,. EFZEEER
IAM EF A R EE G #EFZE Amazon EKS #EME#E, EiBFER Amazon EKS FEUER | &7
LIER EH Amazon EKS A/ IAM B REFWMESEENFEE K MEZSBE &,
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HAGAUEMASH AWS RBENEREBER , USZHEEFTEZACHE ARN |, BE XA
B7E IAM A Amazon EKS B W fEHA® , A%k ARN AWS KMS 2% 8, ¥/ Amazon EKS
B0 IAM BB SLERFER Baws-auth ConfigMap. ¥ AWS KMS , E4BERFEREH SBBUR
B, MREREEEELH aws-auth ConfigMapsl AWS KMS €8 BUERFFAIME# IAM At | 5B
% & UEHREGELERNEFIE,

i %P R BT 2

ATEBERNEEEFTEZAGH ARN 2EMERFIFE , 2REHT T IEE,

- HEED—EFFTEEIK.

EEEMLTE aws-auth ConfigMap Amazon EKS ) HZ2EZW AR, FHSH|BE AWS KMSE;
Hiap\ERBEBNWBEEN AWS 1RE F iR AWS BRI,

flan | NRIBEITEKSAccessHFAIEN S EZRE AWS IRF ¥ EA® ARN111122223333 , HI
AN EEREKAERGRIEF PN TE. AREREXKAR , IAM Identity Center T fitl Br¥5 FE
HAER  ESHREFTREEK, EEHE—2FTUER K MASE#EREANERRE,

- ¥R aws-auth ConfigMap#l #9 Amazon EKS #5 AWS KMS : @& IAM R A
1=

MRS EAR Amazon EKS aws-auth ConfigMap #5H FEHE AWS KMS £ 1 S8\
RHSEFTENAER ARNs , RfIEBREEIEEL —BELEIAMBEUNAEG, LkAGBKA
AFFEIZE Amazon EKS EEHEE AWS KMS £#8IK, FUELERARTLRAR, Mit—
R, MRHFAENAE ARN BF | EALIFE aws-auth ConfigMaps AWS KMS £ BUERH
BEH ARN H8E, T—EiRMEHS , RPNATAE IAM FEUNAREIGEERXR. AEHEEH
AdministratorAccessFFAIEEIT,

BRI EEBREH

LUTREBITEEBENEN , ZBEREMAdninistratorAccessF A& |, AIEHE IAM FEI A
&, LWEENEETRTIE

- WETHENETRIESIRE AWS IREF B, FLHBED , AWSIHRFH111122223333848
sts:AssumeRole FF AT ERE M LARMETE IAM FEVH AR,

o WWEFEBKCondition elementty EATWREE IAMHEIV cAENEFTEABEHMESR, Fit
BEEF , EETHA® ARN WFEqLIEEZA R,
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arn:aws:iam::111122223333:role/aws-reserved/sso.amazonaws.com/eu-west-2/
AWSReservedSSO_AdministratorAccess_*"

® Note

Condition JtEEE ArnLike M EE 7 , Y HEFUEAE ARN EREHEAFET , M
TRE—NEE, EXRTEFFTENSE ARN 2F  BHENE AT TEREE IAM &
BIMAR,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
.
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/aws-reserved/
sso.amazonaws.com/eu-west-2/AWSReservedSSO_AdministratorAccess_*"
}
}
}
]
}

EEEBRPIELE IAMAEYNAG , AJREEARIFE Amazon EKS E& AWS KMS keys ,
FANMRBAMBRMEHR R ISR AENAIB RN EM AWS B,

B R F S

BHRFEIEG (ABAC) R—EREXREK , IREBEMRERT. LA LA IAM Identity Center ,
AWS tRF £ AR BEM IAM Identity Center 20 RIRNFERAEBMY , BZE EEEH AWS ERNF
B, £ F AWS , EEBHBAER, £ "ERACAEEHBARER , AWS TJHBERGSLE PEL
BHFFINRER , AWS XERENANERAEFREGHAER AWS WER,
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a0 | @A LG 3R B W E A B B BRI BE 32 A & Bob # Sally #5ik#& 1AM Identity Center FREYFEE5F
A5 AREMERE BB ETEERES, E Bob M Sally ZAEEK AWS tRF , IAM Identity
Center &7 AWS TR EAEEKEBEM , JAME Bob M Sally REEHEKEBEBERS
AWS ERER FHNEXEBEERE , THEENERER. WE Bob KRB E Sally WER , BRE
AR BHPHNEKEBEY SN MNFEE. E Bob TAEARK , 12 BB FEFHERKNE
RER , MAFEEHETMFAT AWS,

A=A BARAE IAM Identity Center RN MEBW AR EE | KA RE T £ @B
HEREBREMUIRIBEBMEEE —MEFT, BT LE IAM Identity Center 5F o] £ M &R & BUR b
FRELFEREBMY , LLEB/E ABAC £ AWS &R K REBLHFTEE,

B2
LA 2% IAM Identity Center F1{# ] ABAC By H {8 %,

- ABAC ZEBLWFTE - ARETEEATANEIBREBITRANEEER , R EA IR B
WEFTT &, ERRD BN EREMM,

- £/ ABAC , BT IREZENNER - EEREREVREEERK , SREEHEHIRTHER
MEF I,

- FRANTEEHFTHETEHRE ABAC - LA LA IAM Identity Center HE&TE H 17 & 73 BRIRRY
REBIBMRMEFEIRFIREK AWS,

- EMFEFEFEINER -2 EEETWIUEBRE FHEAEBM AWS CloudTrail 3REHE FH A
FEE , BRRYET THERERN S S AWS,

MEIMMER IAM Identity Center TR ARTE ABAC WEF , B2 FEURFINEM, MESBW
fAIfEF 1AM Identity Center APIs BRFA FIFXE ABAC HIEF , 582/ (IAM Identity Center API 2& 15
) #H CreatelnstanceAccessControlAttributeConfiguration,

*E
- WEBFE : AWS FH IAM Identity Center £ F5&E ABAC
- FEEFINEM

BEEBE . AWS £/ IAM Identity Center £ H1EXE ABAC

R EEFE TS EME AWS BERMEZE IAM Identity Center for ABAC FEFT EMHEREER. KFTK
IREFTEFNIL, ESEEEE N EERN , FRELEE , MELTUEBELREEFEINE
B
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ERAEER

e 7

£

BRENABERFBELNFTE AWS ER,. BEHE
IAM Identity Center RE{E ABAC , 8N E EMZERH
BZEEE ABAC HWFTE AWS ER,

B IN{A7E IAM Identity Center F{EA & 2 EREFH
BB E R E & 2 MBI RERE S 2 KR, 1AM Identity
Center AJZE &t ABAC in WEMRIZERY IAM Identity
Center 59 REFEAFEAEBME AWS,

BETIGRYE , RELERE PARETEFIURGEIREN
B AWS |, SA§H X E |IAM Identity Center,

- MREFEANIAIBEDRME (1dP) , BREEFH
% 1dP EEEM B | :ZER K IAM Identity Center Hi&
1%

o MRBREZZ AP BEBM , B85 dP REAE
SAML BB EREM, F2REE IIP HERES
HOptionalE i,

- MREER AP A S 5 RIR , IRFETE IAM Identity
Center FIZENE M , FREWMMELE SCIM , EBEM
BEXRBEHN IdP, MREMELFER 1P £/ SCIM , 5B
£ IAM Identity Center XA A& BEFTIEMFEH
ERHEBM,

- WMRIEFEH Active Directory 2 1AM Identity Center
B 55 KR , EM IdP WiRIFAE IAM Identity
Center FIZEVE M , FFREETURENTHBM,
REENBKZIZER 4 , BRERA IAM Identity Center
FRAERE ABAC B,

- FiE AWS EIR

- EELENS D HR

- FHtREA

- ERANEDREE AL
&5 RFE , REBM

+ |AM Identity Center & %3
BHBRE

« 5/ SCIM BN G DR
HEMEZ IAM Identity
Center

- XENHNRE D REEBN

« {5 IAM Identity Center
AENE I RER  BEE
£

- f£H AWS Managed
Microsoft AD A& & 2
RRRIEZEBM

+ |IAM Identity Center £2 2 [&
(Y R BR5¥ Microsoft AD

BEEE : AWS £ IAM Identity Center 7 FE%E ABAC
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TR AH 2Z8%
4 £/ |IAM Identity Center 12 AR FEUZFIBLE - RRAMERE PR HH B

|, ERNEZAR ABAC WEM., RILEED , Babk
BESR 2 PEREN S RPERFREZEHNEY. 5
P REBMHMNH IAM Identity Center 2% , A EE
BEY (M5 ) , LAHEES AWS IRF SUARFE
BEIRE,

5 EFUEPEVBITFUBE , XEATFERFBMHR - 7£ IAM Identity Center
B3 ABAC fA| , EFEAEREENEEHAEBNE 31 ABAC HEF AT BUR
R BESR 4 PRENEAEBEEHAE PHER
AWS | DUESTIFEIR SRR, EALERR aws:Princ
ipalTag/key HHSEFFABERNFEEZEGIE
%,

6 EEE T AWS tRF , BEREERGEESRS g - SEHE N EFIUEREIR
MHFFAIER, ERMIUEAEMMBS I HIRS AL FE 8 AWS R 5
AWS EiREF , i R SRBATHRBEIEFIE,

TERELSRR , AWSIRF EAE-ZABSE NERAESRIBARFNBHERERE AWS B,

TPEUE IR B 1%

FEUZFIRY MR IAM Identity Center EEAFMNEEERE , BTN EEPENEEBRTEANGE
REBM , Q2HE EFRNER. S0 AWS RIZERAES I REFNREBM , BEAEERG
HH TS,

plan , BRERERERBHMIBBIERY S3 REFrENFEE. EFIRHNEBMEERE L | £7LE
HEHEBHRFHURS (ABAC) BEEANIFIEREBYE. & IAM Identity Center FFAI & | &%
ERFEX , AREHFIBENSEEIRE S3 EFENTMERE , 78R THERAEFIUE. IAM
Identity Center &£/ &V ERFI B ERER EEFRIRS, AR , €A BERRBERYEF
HUfE, W% ABAC WRFHIERA , 260 BHEFEUZS,

FRIAfE A

MABRREREFEUE I BN , BURREERAN S 2 RR. ERGEZFMES SRR , FIENEE
#® LFERBVUAREBIFTERR, ELBHRLARTHERAESDH BRW AWS FEUHE.
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£ 1AM Identity Center AR & 2 KR , EEBM

E&# IAM Identity Center SXER S 7 RIRE , FEAMEEAELZELBM, EE K SEEFHR
HNBEEE  ARENCEETBRFEANENE, &% , BEEAWS IRFEEE Y HiRET 7
&, UEA ABAC R B,

£ AWS Managed Microsoft AD A EH 5§ 2 RIREZIZEB M

B 1845 |IAM Identity Center 32 E A& AWS Managed Microsoft AD & 72 JRIREF , B s —HBHE R
Active Directory BR&1E| IAM Identity Center PHIEREE S, EZE K SEEFIEFINEBEER. A
% , 1BIBH Active Directory BRETHIIRAE SSO BHE |, iBIZEX ABAC HHREDFEANEBMH. &% ,
FEAFIETNFERGHBMHRER ABAC R8Il , URFEAES Y EFRH AWS FE#E., 0F IAM
|dentity Center R {f i & B M8 AWS Managed Microsoft AD B $& 5 {F A& B TERMENEE | 35
2/ |IAM Identity Center B2 2 BRI FEZHR ST Microsoft AD.

ERANSE D IREEMSEN S D RFE | BEBY

ERERANDE T RHEE (1dP) MBS 75 RIRHERE IAM Identity Center i , EMEA XA AER
ABAC KB,

- BAILE 1P BREAFEIR SAML BRABEEEM. EERERERT , IAM Identity Center B4 B MHE B
FMER |dP EEER BUETBURT

(® Note
BEEIEFIRFANEHEE LEE SAML BHAPHNEM, EXESETHRELEM , Xk
BRERRNSHMEZEFEIEHKRA, MEREREEFEENI IdPsHBMY , AIEEEBH—2
SEFEAEHSEEE AWS 1RFE, 7£i%iB SAML #1 SCIM #$HE B EEE IAM Identity
Center IR T , SAML BHEEE ERFEURHEIRE,

o BA LA IAM Identity Center R AN FREHFIBMH ERRELREANBY. SEHEEENBMY

EERRRE P EBESTNEAHETBENE, REBERSHER SCIM, FEE TSI :

- MRAEEH SCIM |, IdP 2 EHENSBHEER S E IAM Identity Center, FEUIRFIFTEMN E BT
BEFAEHIIRE SCIM BMBED, ZEBBERT , FZREE IdP 71 IT EEE Sk , £AME
Mhttps://aws.amazon.com/SAML/Attributes/AccessControl: FHiEE SAML &
ARG L B X E IAM Identity Center, HNEMAITE P R AFEURFIERE S A BB LLEIR
SAML BBEEXNENR , 5528 IdP IAM Identity Center 5 2 RIRHEZRIZMN .

- MREFRFEHSCIM , IXEFBFIEEAEALREHLBM , BEEM IAM Identity Center #A
BoRFE—K, #E A SEEFIERFINEMER  ARBELEEZBERDEANEM.
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% IAM Identity Center HEAEBMUEINT IdPs PEAEEMNERUTEEE 728 BN
ARG RBFEBM,

= E7 IAM Identity Center REIER ABAC , F2R THIEE,
FE

- BMANBREFIUEHNEY

« £ IAM Identity Center P ABAC MIFFATBR

R MR EFEURHIAY B 1t

EEFABMHRFEES (ABAC) , B4 S1E IAM Identity Center £ AKEREE MBS IAM Identity
Center APl FRAAE. BWE D RRA/M , B—EUURE D FREREFEAEBM , LUMEE ABAC
REM. £ F2EF , EUNEREEERETEE LN FRIEH BRI EBRETIHIRE, R
IBERANSE D IREE (IdP) BB 2 RR , BT LLBIER SAML BB h IR IdP B B4, £
EBEBRT , BFEREIND IdP UEEMENEBM. IRKE SAML BHVEMHIE IAM Identity
Center FEE& A ABAC B1E , IAM Identity Center £ B ARASERH Identity Store A T/EMSERE
BEEZE AWS IR,

(® Note

AR IAM Identity Center TR AW FERFIBEEERRAL IdP REMEEN B, W
REERINEE IdP 5K SAML BBHAHPWFEZFIEY , AIEEBHEEFERAEBS AWS IRF
BREEEEAE ., BYEEE IAM ldentity Center F1 FARABRST,

ES- |

- BATERUEFIEY

o BRI B LLETFEURS
« FIEUBHETFERS

R FEUE B Bt

EATHRE , 65/ IAM Identity Center 32 & BUAFEL (ABAC) #HIZhAEH B 1,
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® Note

MREEREMNFAIE | B84 IAM Identity Center #11T1EE A ABAC , Bl bR £ R
FlEERB LA iam: UpdateAssumeRolePolicyBliR, MR LR EEIRSE FEMT(AIRF
A&, IREEELEENNZERH,

R FER IR H Y B

1. BARX IAM Identity Center £#2 A&,

2. EERE

3. EREEEL , RIFEIERFHEANBMESR , AREBERA. EET —EEFRIREE.

BEUR K BT FEEE S
FATYIREFRERE ABAC AREHI B,
£/ IAM Identity Center X2 A iZEUB M

1. BARX IAM Identity Center £#2 A&,

2. EERTE

3. EREEEL , EEFIERFINBUHRSIER , AREZZECTERM,
4

EEREFNEMER L | REZFHEEY K ARWASBNENAETN. £EER , B RkEED
FIREY BB ST E] IAM Identity Center /65 TR RER RN B,

Key € Value (optional) € Remove
Department ${path:enterprise.department} »
CostCenter §{path.enterprise costCenter} »

R BRAKRLERBEEBUENER , LUAR BEK, EAUREMNEESR , BELFERER
BN FEREZFIBRPIEEXRYEE, Hlm , BEREFEA Okta (/38 IdP) ER B B RIR

BEEEREBNREAFLERMEATEREEREE. T8 , CERABLMMEAN
B2, A S|EEN CostCenter, EXER , BELEZENTAERE , XA
£ aws:PrincipalTag #### (B ) P EWERTLHEN BB ec2:ResourceTag/
CostCenter": "${aws:PrincipalTag/CostCenter}",
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® Note

BN ERERE—EBM , HlI0 Managexr, IAM Identity Center 737 ABAC HZ{E
Bt , #lin Managexr, IT Systems.

BERRXRRELREZEIRENBEAST., EER , BN FIENBE S5 RRERE

I AEMI{EIAM Identity Center E3S\ER & iRt & B &k 2 BB MRS, Hlan , B LRE
FlpREARR , BUUREAXEN IIP BMEE , WHE X EBMRIZINE/FERER
${path:enterprise.costCenter} A REEZERUPBAT. WESE 6 F2HLRREHN
EEHINER., FHIE , RIFEFEASEEB SAML BREEBMEMNEE , SRIGEELGIBEELN
HISAER IdP BB AR ABAC.,

5. BERFEE,

RELCREMSFEEHBMY K SEEXTK ABAC AERF, EEEHM , FEY ABAC KA, I
BEFMEBELNFIREN/FIEREEE, ERLEN , MEZTURTFERAESZ?EH AWS ERNE
i, MEFMER , F52 BT IAM Identity Center 23 ABAC BIFFATBUR

1% L DA B8 1 1 17 7 B4

AT 5IREFEH ABAC Thee , XL MIBRFTE SR ER B MRS,

= AR IR B

1. BARX IAM Identity Center £32 A&,

2. EERE.

3. EREHHL , BEFIEFNBMERSIER , AREBEETEEMN,

4. EFIRFNEEBEMEEL  BEEA.

5. EERAEREFHNBUHEHFELIRD  REEANERHERR A DISABLE , REIFEHER.

/A Important

LS REMBRAAAEERY  YEBMSE KELEAFIUZHINEY , AWS IRF ERALS
2 RFREERN SAML BRFREFEEMEML,
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£ 1AM Identity Center R E 3L ABAC FIEF T BUR

FBAIDEVFIBE , BRERENBUHERRE#RATUFIEN AWS B, EEEA ABAC XiEE
BEF , IAM Identity Center 8 ERFEAENBUEEGEE IAM , SUARBUERFE.

aws:PrincipalTag &4 £ &

&R LAERA aws:PrincipalTagff#F3R 5|8 EFF AISE A A FHUR G B RE M FEUERHIR A, Bl
W, ETHBERS , BALEASENAARORCABTNAEER, SOAUERE-FITE &
FHEASFRAREHTLERNER, B7E  SERBRASERE-BZAREAESHLBMES IR
Fi , eI RAEEFREEERATOFNER, EERAEERNEESHEASNERE , BRFEE
RERNRAFUELER. ARERBASBSE | £ AWS THEERPEERAEHOEF AWS itk
F. Rit , BEABEHFEFRNBARASHEELEDDL , ARASTUEREEARAFOL—BHE
B, MAEBE MR AT ER

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeInstances"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:StartInstances",
"ec2:StopInstances"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/CostCenter": "${aws:PrincipalTag/CostCenter}"
}
}
}
]
}
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MEFHMBES , F2H8 (AM FHEIER) FH aws:PrincipalTag # EC2 : RIBHEAFHN BN EFRE
BREBSRELBITEE.

MEBREEFGHESERNEY , AIBRFRTBERMAEEFT, IFFHEER , F2H
ZEAEANBE S RUEBAR , 838 TRAEIFFEHRER,

Tk

i

B1E IAM B oiRHE

EESE—BEAGFIEEZE B AWS IRF | IAM Identity Center £ &1{E &Y IAM B0 R EHE
AWS RS, IAM B0 RHEEBAREBEN AWS IRF 242 , RASTAEEARh I RBHRAR
HZLBZ A ER , flnEFERSE,

MREMBRRER S D RHEE  AINAFDEREAEAENFEER. ENEACNERENEGERE
MEEREY S RHE. WEFHREF , F2H .

« AWS 1RF 7E
- EAEXFH

7 % IAM Identity Center RV RIS EZ AR

fRi%EE A RTERLERMN IAM FFAl |, A1 IAM Identity Center ZRAN A & BT WL FE A& EGHEE
FiEE AWS IRFE B E — & AZHUE AWS Organizations, BRIEIEIB AWS IRFE EHBZEAREME +
HERKEELEACRBALINEE, A% , IR LEF IAM Identity Center AWS EE IR FIFHEL A
ERHITREHEBETEE, WHFFMHEH , 528 AWS Organizations H R EE A E,

E 2R IAM Identity Center BF , IAM Identity Center @ E/EB PN FTEIREFEL R ELE AR
AWS Organizations. IAM Identity Center t @ EBEERFPEYMENRBEEAE K ZACKEES
MIBELWER. LAGAF IAM Identity Center K RIEFMBEIRFNER. MEHMENA , FS
BIAWS 1R F FEL

EEE PEINREEZLAE AWS IRF #85 AWSServiceRoleForSS0, MEFHMEN , FSHE
F 1AM Identity Center B RIS E/E A€,

© f&&

. MERZEEA AWS Organizations BEEIRF , cEFEAELENEANAR , M 2REERS
A, ERLERAR.
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« E IAM Identity Center £ AWS Organizations B IZIRF R ETET IAM BIER | FRERE
HEEH IAM EBHEAERHET, EWZ CloudTrail FH BRFERERIRS A ERE
ENAE,
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R ERGT M RIEIT &

IAM Identity Center REZ R ZEERE , WFEASTAMENTA AWS BRI , 6120 Amazon S3
Amazon EC2, A TR AMEF B TRAMY , IAM Identity Center & ¥ 2 1 7] A 14 B 3EE,

& T LA1E AWS Organizations EEIRFE HF A IAM Identity Center, JERAZER , L& IAM Identity
Center ATLAZE, BUEMEBMEFRFIE FHAE AWS RS, E&EUA IAM Identity Center B , ©&
EEE AWS [EiF B eERN , MRESBEFEINHREN AWS [EiF , FFTERUA |IAM Identity Center
2B EREHEE,

@ Note

IAM Identity Center 2 HHF ZERFMFF I EMEARINEFER. BEREE IAM Identity
Center EE — EiF P IRIER , ZREFEIZRFIHEBN AR,

B |IAM Identity Center B RELAREAMIE BN FEE , B AWS IRF 228K, EXRREH
FEZ A IAM Identity Center #& , R E AWS 1RF %EiB |IAM Identity Center 7B , BN AI {0 [E 15
B, B, KZEZ AWS EEARER , #l20 Amazon SageMaker Al , #BA4BREIEE IAM Identity
Center R EEH , BEAERIMNISRYELEARNWEFEIE, MEEB IAM Identity Center
FRAERAEXKNEESRAIESR , FSRERAEIN XK,

& AT LA 1AM Identity Center 2RERFE MIFZ R FHAEBAHF URL EiRA SAML 2EMAERN , B
EBRAEXEEMENFaRERRM,

BMAEZMER IAM Identity Center WIRFHTERMABERENGTE  RACESEYREREA
BT R R 55 — BB B R,

S50 AR

TREMH IAM Identity Center BERFTRI BRI AM, ELETARBBERBBIRE , MBREMH
RETEERNRAR, TAMEILSEWERNTHBNFE , WIFBEMAKE (FlW, ERHRAR

#H)o
AR %5 T+ AAMRETER
ERYE (2EEA) 99.95%
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B T 4 AN B

2HFE 99.90%

R E MWESFE AWS Management Console

IAM Identity Center #¢ & ] AR AWS ERERmEEMA , XWFEH A EFHEERERE —HE
2, B 77T IAM Identity Center 24 ZE REHE AWS EiF FERFREHENMRE K BABRBRERER
e LI RMEERZE AWS Management Consoles

AWS TR -

- BEWE=7 IdP E#EZE IAM Identity Center,
« FALLSAML 2.0 BEBNES AWSIRE | iENE= IdP EEZ2E A,

MREFEA 1AM Identity Center , BRI LAERAELIIEEREY FHREAMANESFEERE, HHERER
FIZMFEH IAM Identity Center 4 AWS tRF FEUES], 1R IAM Identity Center FEf , BHRIER
YEfE A & AT LA AWS Management Console BB EEBSE A |, FE2ERA PR RFEREKRSHME
E&EAEE, & IAM Identity Center FEEFERH | B IAM ERFEMAZBE 2REE (1dP) THE | It
fERERD ATELE,

/A Important

BAEREETEHRECAHBLHERE  RANMREN AM SR FEEHHE |, AIEE
BYMERE, A FEHRELAER  EEAENERT # IAM Identity Center F7 K B 3% EE
o

ES- ]

- BRFHEREHE

- WERGTRARIRIFAE

- WMAREENFEUER

- MR RSAG, RS MEERS
- MRV RIFEHERE

- BRERER

ERE B 27FH AWS Management Console 310
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AWS IAM Identity Center EAEES
- REIEERE
- EHR-RMREERE IAM BEERARER Okta

RAFPEERE

HERERSFR , BLATHR TIIES :

1. £ PESER T E I ER2UREIRE AWS Organizations, IREASRAZRNEIIRERE,
2. EALL SAML 2.0 BEBHEE |, 45 IdP EEBIRIJBRERS.

3. ERRBMEIRFH L BE=S57RHEVSEVAG., I, EBETHFEHRFHRIER
EHTHNEIRERAE,

4. ERGEIEER2IRERFTEIN IAM AN T/EEEHIIRSE, EEZEFIENEIRERE |
BT IdP FEN R ERENBRRUIRERE.

5.7 1dP MR A , LARUA SAML 2.0 Bi&7FEL AWS Management Console , & IdP F B SURE
BHIEFRARIREAG,

EEERESRE , SEAUTUERZRIREIRSE , AR 1P AN ESBRERERENE. REE
IAM Identity Center i , FBEA IdP S EEMNEAEFEE P PN BESRERE, BEFERAETIN
ZA IdP, BEZE AWS Management Console , W E B RUIREIRFHIRERIBREAR, AR BLE
FERETUAKACYRITEEERFPEERTREIENRITFIAL,

MfIRRETBARRIEA S

FEBURG , ETMUREER IAM BHE AWS IRF WE— | REAETUREHRRFEAS, HRR
tABEARERE  TREAEEAN THRARRSFRINENAG. THRERIRSTHAGBREHY
ERESITERTEFRBHZT,

TERHARTBE,
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/ % \

| AT

AWS |AM Identity Center

(successor to AWS Single Sign-On)
EE 012345678915
X
x
&

SSO permission sets

__*@

SSO Role

On-premises
® & o
[ oy oy oy }*"—’

Normal users SsO Fedeflm Setup

A:hv:Dire:tnry W
X

x

< ©

. . . Pty R e » (jo Identity and trust poli
oy oy ;) [T

Emergency Direct Account Federation Setup
Operations Users for Emergency Access

Workload Account

B3] 012345678914

5

S50 Role

D F
/g'nergency E@

Access_RO policy

Workload Account

Emergency Operations Rolg

Emergency Operations
Account

AR B SRy R EUR B

RERSFIZH , FRMUFIERERELS TS, BEATIERFREM LTS,

1.

5 BI7E T BF IAM Identity Center H5f , B2IRESFMNMLE AWS IRF B, fl , BHEER
FragERLER , BEMNEZEMNAEIIRFS TEET 2L,

 HREIRFES  BAEEIRFHFEENRERRAG, HELIRFT , EERAGALUIATHER

FERRE—H. EBLEERIEBRFACHNESFIIRFPHNTH, RMABJERLELIRSF
HREREA GRS : R (RO) MR (Ops), MRFE , BAUBRIEZHAE , YK ELABR
SEREPEFENRIAFIERERFE,

CRBINEY IdP PN RIFEIEE. FENEREERESTNACEFIRNERE,
 ERELEETUERSFIIRFHREENAC, EEERM , FE P PERRA , UELE

T, HAHETEFRNAG, AR  EEFETUERSFRIRFFRECHERENREFAE, ®
Jf*:ﬂ@ﬂiﬂ , I A SR TSRS R iREHEN AR,
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ERAEER

MERETRIAG®, 1R MEERS

TEEROANEEFRBELEERAFIESTWAG, HERCERRIRSAGEEER , TR
B FRRSABERTHEESRESTHHEAS, RFRBENESH BN SE LR AR,

IdP Groups

A N RS IFEGE

EATHRFRREZIEHRIFIERE, LERRRR—EFE K HPasTEASERFHFHMESR

EmergencyAccess_Grp1_RO

EmergencyAccess_Grp1_Ops

EmergencyAccess_Grp2_RO

EmergencyAccess_Grp2_Ops

3y EmergencyAccess_Role1_Ops
—) EmergencyAccess_Role2_RO

—) EmergencyAccess_Role2_Ops

Emergency Account Access Roles

Lab,
BE
200N

-l
i
(" Account 2 Roles ke
4 EmergencyAccess_RO
= 4 EmergencyAccess_Ops
% / ~ g

3 EmergencyAccess_Role1_RO %
? (
\_) EdiriEnaAceass. RO

e ¥,
~ o
Account 4 Roles

i Account 1 Roles M
EmergencyAccess_RO

EmergencyAccess_Ops

Account 3 Roles

EmergencyAccess_Ops

S

EmergencyAccess_RO

EmergencyAccess_Ops

& : HER (RO) MIRE (Ops) , UARBENEERRMFFABK. SARRKTRRSFIIRFABEN
BRI THEEHIRFAG. B TEEHIRFACHLEAXABGERFPIUAMITHRFTHE, FFAUBE
AEARAWS REBRXHEFXEBK,

i
RS 1

MRS 1

ZEVNAG FEBXR
Emergency Emergency
Access_RO Access_Role1_RO
Emergency Emergency
Access_Ops Access_Role1_Ops

APATERER

arn:aws:iam::aws:p
olicy/ReadOnlyAccess

arn:aws:iam::aws:p
olicy/job-function/
SystemAdministrator

AR R AR, REMEEMRS
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R~ EREUNAG BEEBRX AT AR
R 2 Emergency Emergency arn : aws : iam : :
Access_RO Access_Role2_RO aws : policy/Rea
dOnlyAccess
R 2 Emergency Emergency arn:aws:iam::aws:p
Access_Ops Access_Role2_Ops olicy/job-function/

SystemAdministrator

EIFEURP Emergency IdP RERABEIRR
Access_Role1 RO AssumeRole
Emergency

Access_Role1_Ops

Emergency
Access_Role2 RO

Emergency
Access_Role2_Ops

FUHBEETER  BAFIIRFEEmMEKEACIMEREAR, ELEAREEEN IdPE
BEERHATEEACEBRREBFNREFMBFETINAR, THEARIKRS 1 MkF 2 PELHE

WK EIRIEA R, WAI/EAEIRSE 1, EmergencyAccess_ROAEBEEMNABRIEEIIRS
FEmergencyAccess_Rolel _ROMAE, ERRIEEI/FEHIRFHEEBNRELSCHEEENEIF
BAEzENEUEEER,

BRI EREER

ERERBSFEERE , EREERERSRR 2AHT TIER.

i

1. 7% IdP FREEE IAM BSREARER. NFEFMET K FSEE F M REEE IAM BSEA

3 Okta,
2. EAESHHEFRNESFIRFRE 1P EER,
3. ERRTFHURFHEURSENARG , M ERAT.
4. EBETEARIRFHPEIEAFENFTEHRNRERES R,
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5. 7 IdP RE YV REHRERE. BHEEBBERRERREAGHER,

6. AIRERE IAM B4,

7. % IdP H{/ IdP S EARX , UL EEREA,

REREBEER

& IAM Identity Center #i/TERBBAEA , BEHBEXERE AWS BRI RANRSFIER 2
BEAT T BB ERR,

1. 1dP EEEEHELN IdP FRAAERE IAM S ERARER.

2. FREEBLERANEFFREDRRREFERE , SINETEMHEHFER, Slack EE@HEMEANE
o

3. BHMEERIFNFHENEAEZEA AP , ENRIFIIRE , AREAEZERERIFIURF
HEANAG. RELAGT , HMATUNERESIKRFACEABRFEENYEIESHIRSF
BEAE,

R [ IEE#R1E

BEAWS E/EARREERREARESE IAM Identity Center IRISHVEEAREMENER, EEIROEEERE ,
EHITTSIZ R,

1. 7£ IAM Identity Center BRI HIARRE B R 1B RIS EEAM B R 174% |, 58E A 1AM Identity Center,

2. NREALAKITIE A IAM Identity Center , FEBXBESFEEAE IAM Identity Center A E M,
ERELEREZRLIFER AWS FIA OB EFHZE A |IAM Identity Center,

3. EFARSFIERERLR , 5K IdP H&A IdP M EAREN, EREETERB BT
%

4. 1¢ |dP R RS FEEETBERAMBEASE

EHEAFDACERRESREARATRGE  ERECEA,
R -RMREER IAM B ERARER Okta

1. LEREEMAINERES DB AOktalZHIRS,
2. HOktaEEEFZANEREAT  EEERAEN,
3. BEERNBEAEABH, BEEUWBRZFAWS IRFBE, REBEWFEES,
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4. AWS FEHKFBUMIERE AWS IREFBEH SAML2.0 PP R |, £/ BEEE IAM BiS.

5. EERABREXRSIFERL  EHSAML 20, ARWAREGRERGNAGERRE. £AEEH
R AR B BEUR R B E /Y B B R 1o

Group Filter raws\#\S+H\#(A{role}}[ w\—]+)\#(?{d+)$
Role Value Pattern arn:aws:iam::aml~

provider/Okta,arn:aws:iam::${accountid}:role/${role}

EEED , role BHEARRSFIURFAINESREAG, i, MRE
£ M EmergencyAccess_Rolel ROA ( MRS RFTE ) AWS IRFE
123456789012 , M HEMEERIRHREWN LEFR , IENEESBES
aws#EmergencyAccess_Rolel_RO#123456789012,

6. HEZEWBKH (fl0, BIE Active Directory FEVE 8% ) , B RS FIEENIEEEHNEE
( BlEn , aws#EmergencyAccess_Rolel_RO#123456789012), EHABREMNMHEME A SEMN
£ Al & 15 AE L BEAE

7. EERIFERRFY  BREHFGEEE , URHETEHEREERSENACGHENGT T, UAT2
EiZFIEmergencyAccess_Rolel _ROBEZ BFIIEEBRNEHFIFRAN, WFEEH , FSET
EFHRIJUIEE NGRS A6, REMEHERE,

"Version": "2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal":{
"Federated":"arn:aws:iam::123456789012:saml-provider/Okta"
},
"Action":[
"sts:AssumeRoleWithSAML",
"sts:SetSourceldentity",
"sts:TagSession"
1,
"Condition":{
"StringEquals":{
"SAML:aud":"https:~/~/signin.aws.amazon.com/saml"
}
}
}
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]
}

8. LATRE#ZF|EmergencyAccess_Rolel ROBEBZHFAIBERMNEFIRER, MEEH ,
TEHPHEIRFUMAEZEFERSAE, IRFMBEMS,

b
W
&

"Version": "2012-10-17",
"Statement": [

{
"Effect":"Allow",

"Action":"sts:AssumeRole",

"Resource": [
"arn:aws:iam::<account 1>:role/EmergencyAccess_R0O",
"arn:aws:iam::<account 2>:role/EmergencyAccess_R0O"

}

9. HEIKEHIKRFT 6 REHTEMEBEK, UTREESEmergencyAccess_ROAEBZEEHREN
FHIRRN . EHEFF | RFE 1234567890122 RAFEURE ., MEEH , F2H TERTH
THEERMRFNARREAE,. REMBHEMSE,

"Version": "2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :123456789012:root"
b
"Action":"sts:AssumeRole"
}
]
}
(® Note

RZE |JPsHBEEZTECEAEAERES, RAESZEE IdP RERIEE IAM B
CEARER K BEIRAEFENEEAL,
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R Z 44 AWS IAM Identity Center

MERZEM AWS RESEBEIEF. 558 AWS BF | U UZHRNERPONFERERE  ZREZR
RiMERZEHRABNERMEE.

ZEMR AWS BECBNARRE, AFSEEE SHERAERNZENERANT S

- EIRMNZEEM - AWS BEREE AWS Cloud F#11T AWS R EREE. AWS L AZRREHAZR
2FEANRERE. £ AWS e EF  FEAREZEEEHAIFRLRERMANLLIIN. EETHE
KNS RETEI AWS IAM Identity Center , FHZBIAWS &R 5 EIEE A A R

- BT et - ENEEEURREER AWS NIR®, SH4AHHMRREE  SF/RERNIRE
. BRFNERNERERNER,

A AT BY IR T BRI FEE A IAM Identity Center RERAHXBEEER, THEERBPMNAERE
IAM Identity Center ARFE BN LT LEERBER, SRS THRMMALAHM AWS JRIS R i By & 8512
{RZ IAM Identity Center &Ko

FE

« |IAM Identity Center #9 Identity and Access Management

« 1AM Identity Center A AP| 21

« AWS STS IAM Identity Center B ifHF R B R 5| &

« 7£ IAM Identity Center F 50 8% #1515

« |IAM Identity Center F & 1R ER =%

« 1AM Identity Center R RYZEM

- 1AM Identity Center P E#B L M4

IAM Identity Center BY Identity and Access Management

ZEX IAM Identity Center FE AWS AT ARBBHE RN BEAER ., EEBAERXEEFFRAWS &
SRRVEFRT , Bl AWS S EERARER.

AWS ZHA DML B 2B E2HECESFE IAM Identity Center #9 B 8772 4l, 78 , 7H AWS
AOMIER AWS tRF ATt FERAEFEAN REFARBRER R :
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1. 2 HUIERIZE IAM Identity Center =& AWS tRF P BREFERE, WEFMAEN K F2RY
WE-—ZAFIAWS IKF,

2. |IAM Identity Center T2 AW EAEEREMERBRNFTT , AAFEMEEFEUE LS T AWS
&F. MRFHMES  F2EEL. EEMMERET A5,

THEEHRBMAUETE S & 22414 IAM Identity Center E3E= &AM 1FEL , K& IAM Identity Center
F 12 B Fikday-to-dayE Y E B FEUE,
- So5FE

- FHURH

BoEE

TR AWS £ 1AM 5§ 5 FE .

FFEUE

BAUEEERNBEAERRBRFER , BRFEEEHT , BAIEEEIRZE IAM Identity Center

BR, flan |, BABAEFEI] IAM Identity Center E#R B 88955 7T,
T 5 & ERAMAER IAM Identity Center BIFFA], FRFIEZBELRAEME,
- &I |AM Identity Center &R 1ZEEF 0] HY LR

« 1AM Identity Center # & % B B 5% & 51
« M IAM Identity Center B RIS EiE A&

EIE IAM ldentity Center B R 1FENETF 7] 49 8L &7

B AWS EREH HE AWS tRF , MBYREFERERNTITRHTTERERE, EEREFEVE ,
REEEESULETIHIEE IAM B2 (BIEAE. #ENAR )., BERKE ( HlE0 AWS Lambda)
X B AFIEE ER.

(® Note

IREEES (EEEMHAE) REEEEERRNERE. NEFHMEENR , #2080 (AM FH
EigE) T IAM REE,
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&

« |IAM Identity Center &R IR

- THRERMER

- BB ERNER

- BEBERE : BfF, MR, ERNEFA

- EBRRPIEERGE

IAM Identity Center &R AR 4

¥ IAM Identity Center  , TEHREZEARAATER. REENFTE,
THRERMA#E

ERBEREREMERAWSIRF B, hHRHR  BREAERRERMERZFHER AWS tkF HNE
AEAER (IRF. EAERIAMAE ) B . T5IEHIERAE mEHR :

- W8 AWS tRERERE B IAM Identity Center &R , HlinFERRENBTEERFTE |, BIEH
AWS tRF RERERNHEEE.

- MREBEAWS IRFHEBUFERE , YR FHFEAERIL IAM Identity Center ERIVETE , BIFERA &
AILAERSI |IAM Identity Center EiR. T8 , EAEFTE AWS NIRF#EE IR,

- WMREE AWS IREHEY EHFEI IAM Identity Center ERFFTH IAM A€ | AMEMI A LUBERX
BB AZ R LU IAM Identity Center EiR. SEFTE AWS tRFH #4E IAM Identity Center &
Ro

BB BRMEFE
HUREERHE AR ER, FT—HRATARET TR ENZEE,

® Note
REFFTFRIE IAM Identity Center WABHEA 1AM, ERRME IAM RBHFHEEF. NETE
B 1AM X4 |, 520 (IAM E£AERERE) PR4ER IAM? ., MESE IAM BEREEMR A
MWEF , F28 (AM EAERERE) $H AWS IAM BERSZ,

EEE IAM BEONBERBAE 2B EBER (IAM BER), EZIERNBEKRREE "TERER B
&Ko IAM Identity Center EXEU G 9 AEBAIEE (IAM BEEK ) .
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AWS IAM Identity Center EREIEE
ES]

- BRBAEBK (IAM BUR)
- EREBR

o8 EE (IAM BUER)
BAI LS EF RIS E IAM B9, Blin | BRI LLT T 5 E4E -

- BETBREZEE PNFEREREFEE AWS IRFE - IRFEBE SR AF SIS EMA A B EEBAEF T
BUR | T ZAERAEHIE IAM Identity Center ERHIFFT , HlunFHEHAER,

- BHTBREEZEZAG (EFBIRFHT) £ SR EFTREEEE IAM A6 | BT
TFERFFTA,

MEEBEER IAM RERFTANFHEN , F2E (AM EAEER) PHEFREE,
THHATBRERERTEAEHITHESR List ZFIEEENGTT . ELEEEHER IAM Identity Center

ERNMEBEER , SINERARINBTEBENTIE, 52, ResourcenRFHERFET () RTA
IR S AR FTAE IAM Identity Center ERE1TENE,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"sso:List*",
"Resource":"*"
}
]
}

meE ?«Eﬂ IAM Identity Center £/ & 2 BUBUIRMWEEMEF , 5526 IAM Identity Center B9 5 2 BUBUE
#ifl. WMESAE. HE. AENFTNEBRENR , BF2H <<IAM FEHEER) PMNEY (ERAE. &

ffﬂ'ﬂ]ﬁ@,}
BEREBE

HAARH (B0 Amazon S3) b X EUERAERNFTAIBR, Sl , B BREEE S3 @iFkr
B, UEEZRETEBNFEGTAT. 1AM Identity Center T X BUERAERKBX,
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BEBXRTE : BF. ¥R, ERNEFA

HHRS1E IAM Identity Center IR ( 552 BJIAM Identity Center ERHAIEE) , RS EZE— API B
B, EEFFIEL API BEMEFT |, IAM Identity Center @ €& — BB LIEBRPIEENEIE, BE
B, 1T API BRETREEESEBENGT T,

UTRERWBRTE :

« ER - EBES , B LER Amazon Resource Name (ARN) R BIEE R BENER,

- B FABEREBFRNEEAFIIERNERRE, Hlun,
sso:DescribePermissionsPoliciesF A] A FF £/ & 1T IAM Identity Center
DescribePermissionsPoliciesi®#EMEFT,

MR- EAUKECREERBEDEREETERR  AAANRES. NRERARETER
(foFF) ER , AIBEtEBEFER,. ChANAREEEREN , EXAMTRACHEELFIER
BEFEBERFFERER -,

- BFEA BEUSSRERNBER (IAM BXR) R, BRIEENEHAERRBSETREA. HRER
BEK , EUUEERERZIFINERE,. kRF. RESHEMER EEAREREEX). 1AM
Identity Center A EUERAEFNER,

MEHE—F T7THER IAM BERFEEZFNRBPMNFEMER , F28 (AM FHEER) BH AWS IAM B
wBE,

HEBUR P E R4

EERTHUR , TUACRATNRRMZES REEERBRERM AR BN KRS, Flin BRI EREH
HZREARK, NEEABRESEERGNFHAER , F2HIAM E£R B EERN R,

HRTGRYE , BAUERAALERNRESH. IAM Identity Center RERENHRLERSIR, Ti1B , &
ALRFEMER AWS RHEREIE, 0FE AWS TRNTEFE , F2H (AM EAEER) PHATA
SEEGEER,

IAM Identity Center BY & 20 B BUSR 3451

AEBRBEATURILN IAM BEREHS , LR FEMAENASEE IAM Identity Center BYFF Al
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/A Important

EMEREERBEPNEE , EXTERPTHANRERE IAM Identity Center ERFEVER E AR
Bl=MiRE, WFEHMER , FSHAEE IAM Identity Center ERIZEEF A IS,

REERHEEHHETIAR :

- BETBRES
« {8 IAM Identity Center £ AFFERFFT

EHEE S 4]

AERMEEZEET IAM RN EREARGIES. ELHFIBRREUNE D AERNEBER , FT8IEEE
Bk, ERAREASTEBRE , ZFSEERFHINERA. R2Z2 , BB BEREEEET
Ao BERKEDEFITBEREEE IAM ACE , AEETRETRRIINETAGMEHT T, BUUE
IAM FE SoBBE  UWEHEZIERE, FEN/HAR, EFTE IAM Identity Center EEIFF
AR, BH A ELBERERZE IAM Identity Center £ &

(® Note
ERARRENBRE  FEASLHES , YRFEEERREFIRBELER 2 , LHKIE
H( "RFERL ) MEE ( EEFEL ) AERM. mFEAE IAM BRNFHRER , F2R
(IAM £ &) FHEA IAM BUREFESRIE IAM BER,

Pt
=
-_—
>
= 111]]

F{E A &M 4E |IAM Identity Center

F{F F§ & 7£ IAM Identity Center AWS BRE FEEH WA
£ F & 7£ |IAM Identity Center R EEERARER

TF & EE |dentity Center B &Y & MEEE

o

&

i)
BN
N
o

o

51 AFFEAERIR IAM Identity Center

THFABRE R TR TFERE , FAPITLURE IAM Identity Center HERENFTEREN B
®EA
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ERAEER

® Note

LWBEREHRSE, EELEERED , RMBZEMEM IAM Identity Center B ViewOnlyAccess

AWS ZEBUR,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor@o",

"Effect": "Allow",
"Action": [

"ds:DescribeDirectories",

"ds:DescribeTrusts",
"iam:ListPolicies",

"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:

DescribeOrganization",
DescribeAccount",

ListParents",

ListChildren",

ListAccounts",

ListRoots",
ListAccountsForParent",
ListDelegatedAdministrators",
ListOrganizationalUnitsForParent",

"sso:ListManagedPoliciesInPermissionSet",

sso:ListPermissionSetsProvisionedToAccount",

"sso:ListAccountAssignments",

sso:ListAccountsForProvisionedPermissionSet",
"sso:ListPermissionSets",
"sso:DescribePermissionSet",
"sso:GetInlinePolicyForPermissionSet",
"sso-directory:DescribeDirectory",
"sso-directory:SearchUsers",
"sso-directory:SearchGroups"

1,

"Resource": "*"

o RBEE (AM BUER)
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ERAEER

g5l 2 . AFFERAEE IAM Identity Center AWS 1RF I EBY HEFT
THHFUTBEERTHT , UAHERAEALEN B, EENBEFTE AWS RF,

"Version": "2012-

"Statement": [
{

"Effect":
"Action":
"sso:

SSO

"sso:

"sso:

1,

Sso:
"sso:
:DeleteAccountAssignment",
DeleteInlinePolicyFromPermissionSet",
Sso:
"sso:
Sso:

SSO:

10-17",

"Allow",
L

AttachManagedPolicyToPermissionSet",
CreateAccountAssignment",
CreatePermissionSet",

DeletePermissionSet",

DetachManagedPolicyFromPermissionSet",

ProvisionPermissionSet",
PutInlinePolicyToPermissionSet",
UpdatePermissionSet"

"Resource": "*"

"Sid": "IAMListPermissions",

"Effect":
"Action":
"iam:
"iam:

]I

"Allow",
[

ListRoles",
ListPolicies"

"Resource": "*"

"Sid": "AccessToSSOProvisionedRoles",

"Effect":
"Action":

"iam
na
na
"iam
na
na

iam:
:DeleteRolePolicy",
iam:
iam:
iam:
iam:

"Allow",
L

:AttachRolePolicy",
iam:

CreateRole",
DeleteRole",

DetachRolePolicy",
GetRole",
ListAttachedRolePolicies",
ListRolePolicies",

o RBEE (AM BUER)
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"iam:PutRolePolicy",
"iam:UpdateRole",
"iam:UpdateRoleDescription"

1,
"Resource": "arn:aws:iam::*:role/aws-reserved/sso.amazonaws.com/*"
.
{
"Effect": "Allow",
"Action": [
"iam:GetSAMLProvider"
1,
"Resource": "arn:aws:iam::*:saml-provider/AWSSSO_*_DO_NOT_DELETE"
}
]
}
(@ Note

S HAbEF AT "Sid": "IAMListPermissions", #1"Sid":
"AccessToSSOProvisionedRoles" BB R FEEHEME A EH T AWS Organizations EEIRF
FIEIER. ERELEERT , BAeEEFEAR iam:UpdateSAMLProvider i EELE
&,

& 3 : AAFFEAETE IAM Identity Center P EEERRER

THFABER T , AFFFEHAEE IAM Identity Center PERFMERERARER , BERE 1AM
Identity Center B $% I TEEE S SaaS EAER,

(® Note

EEEARANERENEEEREE T IBREH FEMAMNsso: AssociateProfilet®
. ©EAFERAE AWS IRF FRBRENFISKERENEEERG . UREAELA
£ |IAM Identity Center PEIE AWS tkF FEUE , EFEEEEFIEMENGTHT , F2H g6l
2 : REFEAET IAM Identity Center AWS BRE FEEH W,

B 2020 £ 10 A , FrLELREREER AWS TEAEA. LEFBEIE "REU B, il
BE, ENES  EEBFEL RN T2 ERIERIEFAERR.
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"sso:AssociateProfile",

"sso:CreateApplicationInstance",

"sso:ImportApplicationInstanceServiceProviderMetadata",

"sso:DeleteApplicationInstance",

"sso:DeleteProfile",

"sso:DisassociateProfile",
"sso:GetApplicationTemplate",
"sso:UpdateApplicationInstanceServiceProviderConfiguration",
"sso:UpdateApplicationInstanceDisplayData",
"sso:DeleteManagedApplicationInstance",
"sso:UpdateApplicationInstanceStatus",
"sso:GetManagedApplicationInstance",
"sso:UpdateManagedApplicationInstanceStatus",
"sso:CreateManagedApplicationInstance",
"sso:UpdateApplicationInstanceSecurityConfiguration",
"sso:UpdateApplicationInstanceResponseConfiguration",
"sso:GetApplicationInstance",
"sso:CreateApplicationInstanceCertificate",
"sso:UpdateApplicationInstanceResponseSchemaConfiguration",
"sso:UpdateApplicationInstanceActiveCertificate",
"sso:DeleteApplicationInstanceCertificate",
"sso:ListApplicationInstanceCertificates",
"sso:ListApplicationTemplates",
"sso:ListApplications",
"sso:ListApplicationInstances",
"sso:ListDirectoryAssociations",
"sso:ListProfiles",
"sso:ListProfileAssociations",
"sso:ListInstances",
"sso:GetProfile",
"sso:GetSSOStatus",
"sso:GetSsoConfiguration",
"sso-directory:DescribeDirectory",
"sso-directory:DescribeUsers",
"sso-directory:ListMembersInGroup",
"sso-directory:SearchGroups",
"sso-directory:SearchUsers"
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]I

"Resource": "*"

g6l 4 . RFFEREEE Identity Center B A E A &N EHE

THHABRETFHT , AFFEAERE IAM Identity Center FEI, 1R, EAMMERERENE
#Ho

ERELEERT , ¥ IAM Identity Center REVEA BB ENBEZEXEZEIRT, a0, B Active
Directory RE A BEBH BN & 2 RMUERERA S 5 RIRE,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso-directory:ListGroupsForUser",
"sso-directory:DisableUser",
"sso-directory:EnableUser",
"sso-directory:SearchGroups",
"sso-directory:DeleteGroup",
"sso-directory:AddMemberToGroup",
"sso-directory:DescribeDirectory",
"sso-directory:UpdateUser",
"sso-directory:ListMembersInGroup",
"sso-directory:CreateUser",
"sso-directory:DescribeGroups",
"sso-directory:SearchUsers",
"sso:ListDirectoryAssociations",
"sso-directory:RemoveMemberFromGroup",
"sso-directory:DeleteUser",
"sso-directory:DescribeUsers",
"sso-directory:UpdateGroup",
"sso-directory:CreateGroup"

1,

"Resource'": "*"
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/A IAM Identity Center £ AFTENTFT

EEBFERAEEREERNER TR IAM Identity Center £33 4 |, AIEEHEANHTT, WREEY
ERIESEFTEREN IAMBER |, AIEEA88ELIHEERBENFERE NTERREE, T3 EH)
Sl 7E 1AM Identity Center 12 A PR BERBRETEZTEN —HFT T,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sso:DescribeAccountAssignmentCreationStatus",

"sso:DescribeAccountAssignmentDeletionStatus",
"sso:DescribePermissionSet",
"sso:DescribePermissionSetProvisioningStatus",
"sso:DescribePermissionsPolicies",
"sso:DescribeRegisteredRegions",
"sso:GetApplicationInstance",
"sso:GetApplicationTemplate",
"sso:GetInlinePolicyForPermissionSet",
"sso:GetManagedApplicationInstance",
"sso:GetMfaDeviceManagementForDirectory",
"sso:GetPermissionSet",
"sso:GetPermissionsPolicy",
"sso:GetProfile",
"sso:GetSharedSsoConfiguration",
"sso:GetSsoConfiguration",
"sso:GetSSOStatus",
"sso:GetTrust",
"sso:ListAccountAssignmentCreationStatus",
"sso:ListAccountAssignmentDeletionStatus",
"sso:ListAccountAssignments",
"sso:ListAccountsForProvisionedPermissionSet",
"sso:ListApplicationInstanceCertificates",
"sso:ListApplicationInstances",
"sso:ListApplications",
"sso:ListApplicationTemplates",
"sso:ListDirectoryAssociations",
"sso:ListInstances",
"sso:ListManagedPoliciesInPermissionSet",
"sso:ListPermissionSetProvisioningStatus",

sso:ListPermissionSets",
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"sso:ListPermissionSetsProvisionedToAccount",
"sso:ListProfileAssociations",
"sso:ListProfiles",
"sso:ListTagsForResource",
"sso-directory:DescribeDirectory",
"sso-directory:DescribeGroups",
"sso-directory:DescribeUsers",
"sso-directory:ListGroupsForUser",
"sso-directory:ListMembersInGroup",
"sso-directory:SearchGroups",
"sso-directory:SearchUsers"

1,

"Resource": "*"

AWS IAM Identity Center ) SEH X

By IAMEFZEBRE , RALHERRUMBMFAENGTT K FESHNEXRAE. EZRERBE
A, S LMER AWS REBR. EEBRBEERNEARS , WA EERH AWS tRFFRER, NF
AWS SEBRNEZHEET , F2H0 "IAM EAEER) B AWS ZEBX.

AWS BRIBEHZBNER AWS ZEHR, BEERE AWS SEBRTWFFT. REBESE AWS
ZERRPHEEMFF U UAIERE, HWRENENEFECERBRNTES 2 &R (ERE. &
HNAR), ENDERBSFTRETAHE , REBRTESENR AWS ZEBR. BBETEE AWS 2E
HRPBRET , AEREFTSRRERBHEF T,

LA, AWS T EEZE REZETHEEHBENZERR, Hli , ReadOnlyAccess AWS 32 & BUR R LA
B AWS REMERHOMEBEFEE, ERBEBBIFINGER , EAFWBRENER AWS FEHEFEFT. W
EEKBAEBERABENRE |, 20 IAM FAEEETEREBEEENAWS ZEBE,

MRl TRET TREH HANMBRERE THER RNV EFidentitystore-auth,
L HEASER & Z R P BENEAEMRFR, BY BT IAM BEREK |, FREE *2&E
A , identitystore-authEAEEAR B AR AKRRELER & ZEPHNAEBE.

AWS ZEBX : AWSSSOMasterAccountAdministrator

BLAWSSSOMasterAccountAdministratorBUERAZFEARMUENEEREE, HLBXRBARBT
AWS IAM Identity Center EXEEXKACHN IR, BERFENHER K MEMNBEFTESSESN , U
& IAM Identity Center IR G IEE , AR EEESMENBE,
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A AWSSSOMasterAccountAdministrator B ERES IAM &5, EH
BAWSSSOMasterAccountAdministratorBUREEEIFH K , BB TFEE AWS IAM Identity
Center 370, {FHILBEMNZETEA T LLEFE AWS Organizations EERFEMFTERERE F 1 IAM
Identity Center, Lt EBETLIEEEEFTA IAM ldentity Center #4E , 2FFE 1 IAM Identity Center #l
TERE. ERAE. FUENIBRNED, ZRXABTUEEME AWS HBK SRS PETEBIELTE
ik , d4E AWS Directory Service Z& B &#1 IAM Identity Center 2 BRI EiF, FEEHNEEIhAE
i RFEESKEBHEBELFHT,

HASE
BEE SRR ROH TESATRER P,

« AWSSSOMasterAccountAdministrator — A5F IAM Ildentity Center #% A& KR A GE
SEAWSServiceRoleforSSO#& IAM Identity Center , AEZ & AILBEXAGAERRMMEITE
£, EABREAEXNESMA IAM Identity Center B , ERSEMN, MEFMERHR , FSBEAWS
&P FE

« AWSSSOMemberAccountAdministrator — /25 IAM Identity Center 1£ Z 1R
F AWS REFHTIRFEEESHE, WEFMENR  FSBAWS TEEX
AWSSSOMemberAccountAdministrator,

« AWSSSOManageDelegatedAdministrator — 2&F IAM Identity Center & &Y 4H &8 5 A EUR EE
MEREES,

EERARLBERNET , F208 (AWS ZEHEXSE) B1
AWSSSOMasterAccountAdministrator,

B BERE H M EF

58— XELA |AM Identity Center B , IAM Identity Center JRFE&7E AWS Organizations EEIRSE ( %
BINEEIRE ) hEMNREEEAE | LUE IAM Identity Center A ABEIRFE RN ER. FFENEE
% iam:CreateServicelinkedRole#l iam:PassRole , MM R AN S5 BRFTRo

{
"Version" : "2012-10-17",

"Statement" : [
{
"Sid" : "AWSSSOCreateSLR",
"Effect" : "Allow",
"Action" : "iam:CreateServicelLinkedRole",
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ERAEER

"Resource"

AWSServiceRoleForSS0",

"Condition" : {
"StringlLike"

"arn:aws:iam::*:role/aws-service-role/sso.amazonaws.com/

{

"iam:AWSServiceName"

"sso.amazonaws.com"

"Sid"

"Effect"

"Action" "iam:PassRole",

"Resource" "arn:aws:iam::*:role/aws-service-role/sso
AWSServiceRoleForSS0",

"Condition" : {

"StringlLike" : {
"iam:PassedToService"

"AWSSSOMasterAccountAdministrator",
"Allow",

"sso.amazonaws.com"

}
I
{

"Sid" "AWSSSOMemberAccountAdministrator",

"Effect" "Allow",

"Action" : [
"ds:DescribeTrusts",
"ds:UnauthorizeApplication",
"ds:DescribeDirectories",
"ds:AuthorizeApplication",
"iam:ListPolicies",

.amazonaws.com/

"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:

"sso:*",

"sso-directory:
"identitystore:

EnableAWSServiceAccess",
ListRoots",

ListAccounts",
ListOrganizationalUnitsForParent",
ListAccountsForParent",
DescribeOrganization",
ListChildren",

DescribeAccount",

ListParents",
ListDelegatedAdministrators",

"identitystore-auth:*",
"ds:CreateAlias",

AWS SEHE
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"access-analyzer:ValidatePolicy",
"signin:CreateTrustedIdentityPropagationApplicationForConsole",
"signin:ListTrustedIdentityPropagationApplicationsForConsole"

1,

"Resource" : "*"
I
{

"Sid" : "AWSSSOManageDelegatedAdministrator",

"Effect" : "Allow",

"Action" : [
"organizations:RegisterDelegatedAdministrator",
"organizations:DeregisterDelegatedAdministrator"

1,

"Resource" : "*",

"Condition" : {

"StringEquals" : {
"organizations:ServicePrincipal" : "sso.amazonaws.com"
}

}

I

{

"Sid": "AllowDeleteSyncProfile",

"Effect": "Allow",

"Action": [
"identity-sync:DeleteSyncProfile"

1,

"Resource": [
"arn:aws:identity-sync:*:*:profile/*"

]

}
]
}

AWS S E B | AWSSSOMemberAccountAdministrator

lEAWSSSOMemberAccountAdministratorBIE AZTA RGBS ENSTEEME, HEBEEBERARHT
IAM Identity Center EXEEFKAGN TR, MERENHER K MERNBESELSEN , UTE
IAM Identity Center WIRBIIEE , AR EEESMEN I,

I&T#E AWSSSOMemberAccountAdministrator BUREREE IAM B9, EF
AWSSSOMemberAccountAdministratorBUREEE H K , BERTFEE AWS IAM Identity
Center 377, FALBERNEFEATLUEE AWS Organizations BEEIEEMAAKEIRE FH 1AM
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Identity Center, LtFEEAILIEEEEFTA IAM Identity Center I4E , @RI FERHE. FAEME
TREVEE D, ZFEA B LAEEEE AWS MBI EIRF P#/TEBLIELIER , I AWS Directory
Service & B ## IAM Identity Center Z B2 ILER. BEFNEEIERM  IRFEEESEHE
BIELEEF T,

EERGILBERWNETT , F2H CAWS ZEHXZE) #1
AWSSSOMemberAccountAdministrator,

B BURE H B

IAM Identity Center B2 81 H Identity Center B $&F M [E (sso-directory) FERFERAE, BHENER
B, REFEEEABIES TIEENGT :

 "sso:*"

* "sso-directory:*"

IAM Identity Center B2 & FEZE T 5l AWS Directory Service BIfEIBIREF A , FEHTE HER.

* "ds:DescribeTrusts"

* "ds:UnauthorizeApplication"
* "ds:DescribeDirectories"

* "ds:AuthorizeApplication"

e “ds:CreateAlias”

IELEFFAI AAETF IAM Identity Center EXE SRR B EHNEBREAREN | UMEZHEHERERE IAM
Identity Center 8B EA. MFELBENFMEN , 5528 AWS Directory Service API 311 : B
. ERNEESE,

IAM Identity Center £/ IAM BURAFF 1% F 1AM Identity Center fEF & . 1AM Identity Center B
ESBRVHUE , WHBERERZIEM. IAM Identity Center EIEEXNBEEFIHBABENEET ,
DEMATUEEEEREILEMZFISREANBE. FEXTERLBUNRERNTT , IAM
Identity Center B B8 X HEEF#HIT IAM Access Analyzer BURER BT,

e "jam:ListPolicies"

* "access-analyzer:ValidatePolicy"

IAM Identity Center B3 8 EEH T 5 AWS Organizations BIERERZEE , FRESTE AT

AWS SEHE 334


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSSSOMemberAccountAdministrator.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/UsingWithDS_IAM_ResourcePermissions.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/UsingWithDS_IAM_ResourcePermissions.html

AWS IAM Identity Center EREEmR

* "organizations:EnableAWSServiceAccess"

* "organizations:ListRoots"

* "organizations:ListAccounts"

* "organizations:ListOrganizationalUnitsForParent"
* "organizations:ListAccountsForParent"

* "organizations:DescribeOrganization"

* "organizations:ListChildren"

» "organizations:DescribeAccount"

* "organizations:ListParents"

* "organizations:ListDelegatedAdministrators"

* "organizations:RegisterDelegatedAdministrator"

"organizations:DeregisterDelegatedAdministrator"
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), MTRFRAR -

T f@

A BR AN EEIRSE
5| BRI K EIRF

- WA tRF AWS 9 AR 77EX
- RENEBEREES

HHEL IAM Identity Center FRZREEENFHMEN , 2B ZRHNEE, MFNMERELFF
—IE’Jnﬁﬂiﬁaﬂ AWS Organizations , FEZ B E £ AWS Organizations E2E it AWS IR#,

AWS ZEBXK : AWSSSODirectoryAdministrator
B E#% AWSSSODirectoryAdministrator BUREZE IAM &%
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BAEAFEAEBERIER MFA &,

EERGLBERNETT , F28 (AWS ZEHXZE) P AWSSSODirectoryReadOnly.

AWS ZE B : AWSIdentitySyncFullAccess
&% AWSIdentitySyncFullAccess BUREEE IAM B %,

ERIBERNEREFRINMRESREE, SRASRERERL EREVEABMNER. 2. JH
MMBRE L GE R, URBRARSFLES N TEFIRE T,

AR

HERBUEERNT , F2H CAWS SEHRESE) HPH AWSIdentitySyncFullAccess.

AWS ZEBUER : AWSIdentitySyncReadOnlyAccess
B % AWSIdentitySyncReadOnlyAccess BURE#E IAM &5,

BBRR TR , AFFEAERASSRSREE, HRRGENERRENEBER. ERLBER
MERBLIHESREETEMNEN, fl , EAELHANEIRITLBRRASIELSRE , BEELEE
EAEREAS S ERE R IE.

EERGLBERNETT , F28 AWS SEBERSE P K AWSIdentitySyncReadOnlyAccess.

AWS ZEBER : AWSSSOServiceRolePolicy
IR SE MG AWSSSOServiceRolePolicy BUREER IAM B %,

L BUREZRREELE AR , £FF IAM Identity Center ZRFEHIHTHLFEHE LB SE AWS IRF
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BEZEAE, |IAM Identity Center h 2EBEIRFHPEIHARNBREELZ AR  XACKEASNEER
M. LEAB A IAM Identity Center REREEFHEBEKRENER. E8E PEINRKEFAE

& AWS RS B AWSServiceRoleForSS0, MEFFMEN , FSEME A IAM Identity Center B iR

BERAG.

AWS ZEBE : AWSIAMIdentityCenterAllowListForldentityContext

£/ IAM Identity Center &9 AREFEAEE , AWS Security Token Service (AWS STS) € BHE)
#AWSIAMIdentityCenterAllowlListForIdentityContextBREZZEAE,

BRI E EIEE IAM Identity Center 7 AR BENAREAZEES D EEFAFTNEES
B, FALARFUNFAEREBERSEIHE. F9RBTEEER ProvidedContexto

BEMBUBERNETT , F2680 (AWS ZEBRSE) #H
AWSIAMIdentityCenterAllowListForldentityContexto

AWS ZEBEM |IAM Identity Center E#T

TRFA B WREFHEREHHELEELUR | IAM Identity Center AWS SEBERNEH ., NELE@ME
EH B EIRER | 555769 IAM Identity Center X B 044 EHE LAY RSS HE,

=¥ iR H #
AWSSSOServiceRolePolicy HBERIRE DS/ BEFF 2025 %2 A 11 B

Alidentity-sync:Dele
teSyncProfile .

AWSIAMIdentityCenterAllowLi  BtBRIREDE qapps:Lis 2024 10 A 2 H
stForldentityContext tQAppSessionData #l
gapps:ExportQAppSe
ssionData EifE, UXZEX
RELTEMRERZ AWS &
FERARXN S piEmFEaT

YEREER .
AWSSSOMasterAccoun IAM Identity Center #7318 7 2024 9 A 26 H
tAdministrator ¥TEIE , BARF DeleteSyn

cProfile FF 0] , fAFFE(EALL
BERMBRELSHRERE, ERHE
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R
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HBRRESEXEIEXE
EE TERSER 2 AWS ZEE
AR EmERAETHE
BEE¥s3:ListCallerAcces
sGrants HYEIE,

HWBUERIRE D E aoss:APIA
ccessAll | es:ESHttp
Head . es:ESHttp

Post . es:ESHttp
Delete . . es:ESHttp
Get es:ESHttpPatch A
es:ESHttpPut BifE , AX
BYEEL TEREZ AWS
TERARAN S HiEaTE
B ITERER,

B
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AWSIAMIdentityCenterAllowLi  WBIRBREEZE qapps:Pre 2024 £ 6 A 27 H
stForldentityContext dictQApp . gapps:Imp

ortDocume

nt . gapps:Ass
ociatelLibraryItemR
eview , gapps:Dis
associatelibraryIt
emReview ., gapps:Upd
ateQAppSessionMeta
data . . . gapps:Get
QAppSession qgapps:Upd
ateQAppSession
gapps:GetQAppSessi
onMetadata
gapps:TagResource B
B, UREXZEEL TIERK
ZAWS ZEEAEXNG 7
B FEE TERER.

AWSIAMIdentityCenterAllowLi WWBHREREIE elasticma 2024 £5 A 17 B
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AWSSSOMasterAccoun
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AWSSSOMemberAccoun

tAdministrator

AWSSSOReadOnly
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o
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o
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AWSIAMIdentityCenterAllowLi

stForldentityContext

AWSIAMIdentityCenterAllowLi
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AWSSSODirectoryReadOnly

AWSSSOServiceRolePolicy

AWSSSOMasterAccoun
tAdministrator

DU

LBUREEDE qbusiness

:Chat ., gbusiness
:ChatSync .
:ListMessages .

gbusiness

gbusiness:ListConv

# gbusiness
:DeleteConversatio

n BF , UZBEXEELETHE
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AWS IAM Identity Center use AWS Identity and Access Management (IAM) fR#&E#E A€, RIEE
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FRFSE 4 A N IR E M ERE IAM Identity Center , R AT A FEFIEHEMNFT, 1AM
Identity Center ERXHREEZAECWFTT , BRIESEER , TAIRE IAM Identity Center AT AREH
Ak, EXNTUSEEEBEMTUBER , YK UBE T EEETMEA IAM B,

NMERRXERBEEACNEMRBNES , F2ETHEE IAM EENAWS R , IHIKX Service-
Linked Role (RIFEfRAE) META Yes (B) WRE. REEFERENR , LR BB RBERS
BB,

IAM Identity Center B IRFEE#E A @ FF A

IAM Identity Center £ & & AWSServiceRoleForSSO MRS ERE A |, ZF IAM Identity Center 1%
RIEEE AWS ERNFTA , 4% 1AM B8, BERM SAML IdP,

AWSServiceRoleForSSO R EE A BET T IRBREIZAE

« 1AM Identity Center ( FREFE : sso)

AWSSSOServiceRolePolicy R E#E A &5 7] BUR 2 5F IAM Identity Center ¥ 3§ € "/aws-reserved/
sso.amazonaws.com/" FABTK THIIEE , EEBFEH A "AWSReservedSSO_" :

« iam:AttachRolePolicy

« iam:CreateRole

« iam:DeleteRole

« iam:DeleteRolePermissionsBoundary
« iam:DeleteRolePolicy

« iam:DetachRolePolicy

« iam:GetRole
 iam:ListRolePolicies

« iam:PutRolePolicy

* iam:PutRolePermissionsBoundary

e iam:ListAttachedRolePolicies

AWSSSOServiceRolePolicy BRI E#E A €& 5T 7] BUR 25T IAM Identity Center EEBFEH A
TAWSSSO_. K SAML fitfEm EER THIEE

e iam:CreateSAMLProvider
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* iam:GetSAMLProvider
« iam:UpdateSAMLProvider

e iam:DeleteSAMLProvider

AWSSSOServiceRolePolicy BRIE#E A & 5F AT B /5 IAM Identity Center ZEFT B #E4 LT A T 5118
B :

* organizations:DescribeAccount

* organizations:DescribeOrganization

* organizations:ListAccounts

* organizations:ListAWSServiceAccessForOrganization

* organizations:ListDelegatedAdministrators

AWSSSOServiceRolePolicy IR E#E A & 5T 7] BUR 2 5F IAM Identity Center ZEFTHE IAM B LERK
THER (%) :

 iam:listRoles

AWSSSOServiceRolePolicy ARFERE A EFF AT BER 2 FF IAM Identity Center £ "arn : aws : iam : :
* . role/aws-service-role/sso.amazonaws.com/AWSServiceRoleForSSO, LM T%|EE

 iam:GetServicelLinkedRoleDeletionStatus

» iam:DeleteServicelLinkedRole

AWSSSOServiceRolePolicy IR E#E A & 5F 7] BUR /2 5F IAM Identity Center £ "arn : aws : identity-
sync : * : * : profile/*; EEKTHIEIE :

« identity-sync:DeleteSyncProfile

MFE AWSSSOServiceRolePolicy FREEZ A B AT BEEHMNFMENR , F28 AWS ZEBEN
IAM Ildentity Center 3

"Version":"2012-10-17",
"Statement": [
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{

"Sid":"IAMRoleProvisioningActions",
"Effect":"Allow",
"Action":[

"iam:

"iam
na
na
na
na
"iam

lam

]I

iam:
iam:
iam:
:UpdateRoleDescription",
:UpdateAssumeRolePolicy"

AttachRolePolicy",

:CreateRole",
iam:

DeleteRolePermissionsBoundary",
PutRolePermissionsBoundary",
PutRolePolicy",

UpdateRole",

"Resource": [

"arn:aws:iam::*:role/aws-reserved/sso.amazonaws.com/*"

1,

"Condition":{
"StringNotEquals":{

"aws:PrincipalOrgMasterAccountId":"${aws:PrincipalAccount}"

"Sid":"IAMRoleReadActions",
"Effect":"Allow",
"Action":[

"iam:
"iam:

]I

GetRole",
ListRoles"

"Resource": [

"

"Sid":"IAMRoleCleanupActions",
"Effect":"Allow",

"Action"

Al

"iam:DeleteRole",
"iam:DeleteRolePolicy",
"iam:DetachRolePolicy",

"iam:
"iam:

]I

ListRolePolicies",
ListAttachedRolePolicies"

"Resource": [
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"arn:aws:iam::*:role/aws-reserved/sso.amazonaws.com/*"

]
},
{

"Sid":"IAMSLRCleanupActions",

"Effect":"Allow",

"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelinkedRoleDeletionStatus",
"iam:DeleteRole",

"iam:GetRole"

1,

"Resource": [
"arn:aws:iam::*:role/aws-service-role/sso.amazonaws.com/

AWSServiceRoleForSSQO"

]

},

{
"Sid": "IAMSAMLProviderCreationAction",
"Effect": "Allow",
"Action": [

"iam:CreateSAMLProvider"
1,

"Resource": [
"arn:aws:iam::*:saml-provider/AWSSSO_*"
1,
"Condition": {
"StringNotEquals": {
"aws:PrincipalOrgMasterAccountId": "${aws:PrincipalAccount}"

"Sid": "IAMSAMLProviderUpdateAction",
"Effect": "Allow",
"Action": [
"iam:UpdateSAMLProvider"
1,
"Resource": [
"arn:aws:iam::*:saml-provider/AWSSSO_*"

"Sid":"IAMSAMLProviderCleanupActions",
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"Effect":"Allow",

"Action":[
"iam:DeleteSAMLProvider",
"iam:GetSAMLProvider"

1,

"Resource":[
"arn:aws:iam::*:saml-provider/AWSSSO_*"

"Effect":"Allow",

"Action":[
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListDelegatedAdministrators"

1,

"Resource": [

g n

"Sid":"AllowUnauthAppForDirectory",

"Effect":"Allow",

"Action":[
"ds:UnauthorizeApplication"

1,

"Resource": [

i n

"Sid":"AllowDescribeForDirectory",

"Effect":"Allow",

"Action":[
"ds:DescribeDirectories",
"ds:DescribeTrusts"

]I

"Resource": [

"
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"Sid":"AllowDescribeAndListOperationsOnIdentitySource",

"Effect":"Allow",

"Action": [
"identitystore:DescribeUser",
"identitystore:DescribeGroup",
"identitystore:ListGroups",
"identitystore:ListUsers"

1,

"Resource": [
nmin

]

"Sid":"AllowDeleteSyncProfile",

"Effect":"Allow",

"Action":[
"identity-sync:DeleteSyncProfile"

1,

"Resource": [
"arn:aws:identity-sync*:*:profile/*"

]

BAARERNT , IAM ER (NEAE. FHERAR) T TEY., REIMRRBEEAE, WEFH
ﬁﬁﬂ , nﬁ/ Bﬂ |AM ﬁﬁﬁ%?ﬁﬁqﬂﬂﬁﬂﬁﬁ% E%‘iﬁ@nq’__{o

£ IAM Identity Center B RIS ER B E

BIAEEFEHEYT —ERKELAE, A% , IAM Identity Center @7E AWS Organizations A ##
NFRAIIRE RN RS EZE A, IAM Identity Center t EEFEIRE PRV HBENRBEEAE |
ZAGREASMEEENER. LtAE A IAM Identity Center R RIEEFEREEIRFNER.

® fs&E

- MRHEEZE A AWS Organizations EEIRFE , cEFEAZERNEANAR , MR EREERS
At, ERPILERAR.
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« E IAM Identity Center £ AWS Organizations B IZIRF R ETET IAM BIER | FRERE
HEHEH IAM EBHEAERHET, EZ CloudTrail FH B HIREHESERS PHETFT
EEREENTRM,

/A Important
MRIEIE 2017 F£ 12 B 7 B 2B IAM Identity Center fR#E , ECHEBEXERBEEAE
B¥ , IAM Identity Center £ IR IR S 22 37 AWSServiceRoleForSSO A, ZE#—5 7
R EZEEN IAMIREREENTAR,

EaMBRLRSELAE  SATSERNEY , KANEREhEAMERFEREIYAG,
#®¥8 IAM Identity Center RIS EZE AR

IAM Identity Center 7 /o 35 & 4w AWSServiceRoleForSSO R ERE AT, RAESEERBTAESS
ZRBEEAC , UACERIEEVACGZEABEAGER. A , BAFEA IAM RiFEAGHER,
MEFHMEN , F2H "IAM FHEER. WREREKELZAE,

fHIER IAM Identity Center B RIS ERE B

B EEFEMER AWSServiceRoleForSSO A, # AWS &R AWS IRF B , IAM Identity
Center 2 BENERRER , LIEP MR EZLAE AWS IRF,

AT LAER IAM E42 4, IAM CLI & IAM APl FEIRIBRIRFER A S, BERTHERE , BLEAK
FHERBRBERACNER , ARSI EFEBMERE.

(® Note

MREEHAMBREIRE , IAM Identity Center R EEFEAZAER , BIMBRATES LK, Hit
BRELE  BFESFEOERIBFRERARKE,

filB& AWSServiceRoleForSSO K IAM Identity Center &R

1. BB WEAENFETIE AWS IRF BRARAEE WA FEAEMEHE AWS 1RF,
2. 7£ IAM Identity Center FBBRFT A1 & A2 B HHEBIN AWS IRF,
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£/ IAM FERBRBREEEHE

A IAM # A&, IAM CLI 5 IAM API 3Bk AWSServiceRoleForSSO RIS ERE AR, MEFMAE
A, F2RB (AM FHERRE) PHMBRESEE SR,

IAM |dentity Center 32 & F AP 12 #

HEM IAM Identity Center £#2 & APIs TIREERE  TELEEBHMN AP HK , #FHE
APISERERIER ., MREEAER IAM Identity Center F1TEEE 2 7E 2023 F 11 A 15 B 28I 2020
F£10 B 15 BZ BRI , B ER T RRHIEHL AP REREYHEREL A PR BITHRHN
API| #&1E,

FE

- 2023 F 11 B2 &K APl Bi1E

- 2020 F 10 B2 &1 API Bk

2023 £ 11 A2 %1 API BhE

2023 £ 11 B 15 B Z B &K IAM Identity Center F{TEE S EFE NI API B4 | REEM
EERR BEAREIER, 2023 &£ 11 A 15 HZ BB I HNHTER = IAM Identity Center EE A HfE
R AP| BNEREITIREE,

2023 £ 11 A 15 BRAIfEAMNEREREEZR 2023 F 11 A 15 BZREAKN APl B
AssociateProfile CreateApplicationAssignment

CreateManagedApplicationinstance | CreateApplication
CreateApplicationlnstance

CreateManagedApplicationlnstance PutApplicationAuthenticationMethod

DeleteApplicationinstance | DeleteMan DeleteApplication
agedApplicationIinstance

DeleteSSO Deletelnstance

DisassociateProfile DeleteApplicationAssignment
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2023 F 11 B 15 H2RifERMWEEARERTE 2023 F11 A 156 A& FEHMN API B1E

GetApplicationTemplate DescribeApplicationProvider
GetManagedApplicationlnstance DescribeApplication
GetSharedSsoConfiguration Describelnstance
ListApplicationlnstances ListApplications
ListApplicationTemplates ListApplicationProviders
ListDirectoryAssociations Describelnstance
ListProfileAssociations ListApplicationAssignments
UpdateApplicationlnstanceDisplayData | UpdateApplication

UpdateApplicationlnstanceStatus | UpdateMan
agedApplicationinstanceStatus

2020 F 10 A 2% API BiE

2020 ¥ 10 B 15 B 2B IAM Identity Center H1{TEREESTEMN API EMEMEFH API Bi4E |
RETAEEELEHEMIESL, 2020 F£ 10 B 15 B2 REIWHTEESTE IAM Identity Center £ 12
AhEREETH AP BIEETIRE,

Operation name API actions used before API actions used after October
October 15, 2020 15, 2020

AssociateProfile AssociateProfile CreateAccountAssignment

AttachManagedPolicy PutPermissionsPolicy AttachManagedPolic

yToPermissionSet

CreatePermissionSet CreatePermissionSet CreatePermissionSet
DeleteApplicationinstanceFo DeleteApplicationinstance | DeleteAccountAssignment
rAWsAccount DeleteTrust
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Operation name

DeleteApplicationProfileFor
AwsAccount

DeletePermissionsPolicy

DeletePermissionSet

DescribePermissionsPolicies

DetachManagedPolicy

DisassociateProfile

GetApplicationlnstanceForAW
SAccount

GetAWSAccountProfileStatus

GetPermissionSet

GetPermissionsPolicy

ListAccountsWithProvisioned
PermissionSet

ListAWSAccountProfiles

ListPermissionSets

ListProfileAssociations

API actions used before
October 15, 2020
DeleteProfile

DeletePermissionsPolicy

DeletePermissionSet

DescribePermissionsPolicies

DeletePermissionsPolicy

DisassociateProfile

GetApplicationlnstance

GetProfile

GetPermissionSet

GetPermissionsPolicy

ListApplicationInstances |
GetApplicationinstance

ListProfiles | GetProfile

ListPermissionSets

ListProfileAssociations

API actions used after October
15, 2020

DeleteAccountAssignment

DeletelnlinePolicyFromPermi
ssionSet

DeletePermissionSet

ListManagedPoliciesInPermis
sionSet

DetachManagedPolic
yFromPermissionSet

DeleteAccountAssignment

ListAccountAssignments

ListPermissionSetsProvision
edToAccount

DescribePermissionSet

GetlnlinePolicyForPermissio
nSet

ListAccountsForProvisionedP
ermissionSet

ListPermissionSetsProvision
edToAccount

ListPermissionSets

ListAccountAssignments

2020 F 10 Bz #& /0 API BiE
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Operation name

ProvisionApplicationlnstanc
eForAWSAccount

ProvisionApplicationProfile
ForAWSAccountinstance
ProvisionSAMLProvider

PutPermissionsPolicy

UpdatePermissionSet

API actions used before
October 15, 2020

GetApplicationinstance |
CreateApplicationlnstance

GetProfile | CreateProfile |
UpdateProfile

GetTrust | CreateTrust |
UpdateTrust

PutPermissionsPolicy

UpdatePermissionSet

API actions used after October
15, 2020

CreateAccountAssignment

CreateAccountAssignment

CreateAccountAssignment

PutinlinePolicyToPermission

Set

UpdatePermissionSet

AWS STS IAM Identity Center IR R B R 5|8

EERFEAM REFERKE AWS

TRNFRREME , SFEREF

2H
/8 JSON BUER Condltlon TER , REBERARF H’J’f&é%ﬂ
ERMETA, BR, BHBRNE

ERHER e EEARNER AWS R,

IAM Identity Center @& AWS STS AREMHE , ITZFE AWS ¥
Identity Center EBEN G SWITEE, ELLSWVISE AM BAEH,

BREF AWS KRB RARSD , ARFHEMRERR, BTN
EE&Z%EP}EEH’J@E{EO na‘kﬁ-ﬂﬁa
, ARBERAGNFREN, RIS

EREAERRXNE=Z1EARERXA IAM

ERARNBEFNE K,

HRES|E AWS STS, EARER AWS STS U THHP —BHXWMEEER WFRF .

« £ IAM Identity Center i

HEITH 5 BmEHE,

- HEENFHRTEBRFTHZR , LETEENS I ERE. EHIERT , BRAEXSREEAER

BATEEUSHER , L5 IAM Identlty Center REZER

EEE

REFHESFEEE I ERBANEARNER, ERERBAT , EXRSIRETER , BUNE
EYH IAM BERRERAE LRG| RR A FFHIEEFT .

Bl | B REARERIE NEREERNFERNEFERUserId, ETEHBE IAM Identity Center £ &
FEFEA A, WEFHEUAER Sourceld, FiBSourceld, 8 F[E , BW{HUserld REXE D =F
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REFREBREFNHEEAE, HEFEREAEREXNSEEEZHFHNFZRFH AWS STS, EFRZEA
BEEREN—RARFSH,

ES]

* identitystore:Userld

* identitystore : IdentityStoreArn

« identitycenter : ApplicationArn

« identitycenter : Credentialld

« identitycenter : InstanceArn

identitystore:Userld

LERBRSIER 1AM Identity Center fEFAEM UserId , £ IAM Identity Center P 5% Hi i 2 & A
MER, NABRPFEES AWS STS, BALEALLSH  BARREFRUserIdHY 1AM Identity
Center EAEMN HEEBRPEEZEAENR DI FETLER,

- ARt - 82 7E IAM Identity Center 2 HA AR ZHE , EAETE AWS CLI = AWS STS
AssumeRole AP| 2{EREHREE AWS STS assume-role@ Tl | HEBELEEFRREF.

- BRER - FE

- EER-E—E

identitystore : IdentityStoreArn

HWABZEIIBEEEINBEABTERZ IAM Identity Center B11TEEN S 2 FHREN ARN, EHES
PERE , B EEPEH WEMidentitystore:UserID, &N LATE B A 4 A it & 88 ik B
EA&Ridentitystore:UserIDREFEHIH &5 FHE ARN,

- T F% - 5X7E IAM Identity Center 2 HH AR ERE | EHBTE AWS CLI 5 AWS STS
AssumeRole API i#4EREH{EZE AWS STS assume-roleim Sl | hEBELSEEZRABH,

- ERERE -Amn., FH

- BER-E—F
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identitycenter : ApplicationArn

HRARSIER IAM Identity Center I HBEH AR BAZEARIMN ARN, BAIUEBRTEALE
@Ryl & identitycenter:ApplicationAtn REFEHNWERARER. FALSEBEAKLEE
AMEREXNER IAM AR,

. AN - k£33 ES7E API AWS STS AssumeRolei2EMERARR T,
Center ZHHAARZH,

- EREAE - Arn, String

- BEEM-EBE—E

3

RABSZE IAM Identity

identitycenter : Credentialld

HARESRES D EBREACEAERNNFER D, EANKH, ARILLRSIREREIEY , BERET
ERHEARBERPHRBTEHR,

- TAY - L8 ETEE API AWS STS AssumeRolei2EHERAR T, FHRABZES IAM Identity
Center ZHE AR EH,

- ERER -FH

- EER-EBE—F

identitycenter : InstanceArn

LARABRRSIEERH ABZZEHM IAM Identity Center #11T{EEEH ARNidentitystore:UserID, &
AILAE AL S8R HET identitystore:UserIDH AR E AR E R EFEHIA IAM Identity Center
1T{E % ARN,

- AAM - EWITETE API AWS STS AssumeRoleBRENFERABTH, FRABZZTE IAM Identity
Center BHANABTEH,

- EREE -An, FH

- HER-BE-#E
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£ |1AM Identity Center H 50 8& R 542

REBERERLNAR  URALHKEE, ERVHERADEESMIEFAHRNEE , LERTETE
M E, IAM Identity Center B BIZIBEMTE AWS IR¥ , AIiFBHREIRAB R EANRENTE : AWS
CloudTrail 2AX% Amazon EventBridge.

T

- {#f T8 IAM Identity Center API FEAY AWS CloudTrail

- fE/ 528% IAM Identity Center SCIM API FEIY AWS CloudTrail
« ff Amazon EventBridge EiZERER T

- FCERTERTEM AD RIS A

£/ 524% IAM Identity Center APl FEAY AWS CloudTrail

AWS IAM Identity Center B2 RIEE S AWS CloudTrail , LRIFIRHEHE, AEH AWS RIEE
IAM Identity Center FRFFERERENERYEC 8%, CloudTrail €4 IAM Identity Center £9 API FEAL#EELAZE
. FEENHYROY/EIER B IAM Identity Center £ & HFM | UK ¥ IAM Identity Center API #R1ERY
BB, mREERIFER , BT CloudTrail E4-FER T E Amazon S3 #EZEFE , @1 1AM
Identity Center B9 #f, BNEEAREREER , AT LUEB CloudTrail EE AT EHE S EHERRR
WEH, ETLERA CloudTrail FTEERERR , HIETE IAM Identity Center 32 HHEVEESR. RHFBERH
IP thait, REFBROAR, REBROEB , URHMGFEHREHR,

EEE—F T H CloudTrail , 28 "AWS CloudTrail fEAEIER . -

TRFEER IAM Identity Center B CloudTrail B4, H CloudTrail B4R , AKX IEAFAPIs,
B IAM Identity Center API 2ZE L — 5 T f# APls,

3
¢

® Note

BA —{AZES CloudTrail B4 , 85 Sign-in , 22 HLL AWS IAM Identity Center &
AWS 5% A, BEXEHREHEFAPIs , Rt FEIE API BEF,

CloudTrail 4 NAPls HiRr CloudTrail &4 3R
IAM Identity Center IAM Identity Center IAM Identity Center SS0.amazo

APIs A EIBFF A £, naws.com

SE TRt 360


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-concepts.html#cloudtrail-concepts-trails
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/singlesignon/
https://docs.aws.amazon.com/singlesignon/latest/APIReference/welcome.html

AWS IAM Identity Center EREEmR

CloudTrail &4 NAPls iR CloudTrail B4R

EREX. ZEHE
BREITE. IREM
EARXER. IAM

Identity Center 1718
BANER,

BOERE BHEHRE Identity Store APIsA]  sso-direc
=CREEBEIFAE tory.amaz
MEHANEER | onaws . com
DR ERENEERK , identitys

EE®K, i, ef tore.amaz
TEEBFEREN onaws . com
MFA &,

oIbC OoIbC OIDC APIsX EEZE SS0.amazo
G0 &%, L naws.com , SSO-
2B EH IAM Identity  oauth.amazonaw
Center FAHESS%E  s.com
A AWS CLI M IDE T
818,

AWS ZHUA O ¥4 AWS FEUA O #8u AWS ZERA O 8L SS0.amazo
APls X AWS FH naws.com

ADREERRAE | I
XEFAEER IS
RSB AER AWS
CLlI,
B FHRE SCIM SCIM APIs X#&#iB  identitystore-

SCIM BRI EME scim.amazonaw
ERAE. BEMEE S.com

REEK. MEFM

&, F2REA R

# IAM Identity Center

SCIM AP| FER4 AWS

CloudTrail,
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CloudTrail =4 /NAPIs iR CloudTrail B4 3R
AWS & A &/ANE API AWS [a] IAM Identity signin.am

Center B HFERAE azon.com
o RFBANBERE

#9&E A CloudTrail

.

&
« 1AM Identity Center # CloudTrail { Fi 24|
« CloudTrail F# IAM Identity Center & A

IAM Identity Center B9 CloudTrail {5 F 2=l

IAM Identity Center 2 H# CloudTrail EH4HRAEEEARSIEREEE., HBTUFERAELSEHH
HREEMEREAEEE AWS REFWEFIAEE. EEBREHAEARS , BABFLHEER
BRHAENMEBENFMET. BT CloudTrall BRI TEHRE  EEXSWERAEBE
WBHATERITR. W BHEREEIUIEREDE T, BLTHREZHEEFERAEFINHERE
PR B E,

THSHRAEAFEARS , SEERFIEBHNENTERRE , flUnix., SHRAENHEZE,
£ IAM Identity Center & 218/ CloudTrail B4 B8 F & A TER R

IAM Identity Center &2 H /18 CloudTrail #1 , &K B CloudTrail E4& 5K IAM Identity Center
EAE , HlIE A IAM Identity Center AWS CLISREF AWS FERA O , SEEE MFAEE .

 userId-IAM ldentity Center #1T{EBEAY Identity Store Mt — BT & FH & & BIRF.
« identityStoreArn- @& &M Identity Store B Amazon Resource Name (ARN),

userID M identityStoreArn RS REEMM onBehalfOf TEAM userldentity
TEF  MTHEHFTR. WEHER userIdentityEHE A "IdentityCenterUser" 2%
H LR ERERAL, BB LECEE IAM Identity Center FRENESH LEEELHN , &
FuserIdentityfHE A "Unknown", B TEREBEZZEZ EMERIE,

"userIdentity":{
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"type":"IdentityCenterUser",
"accountId":"111122223333",
"onBehalfOof": {
"userId": "544894e8-80cl-707f-60e3-3bab510dfacl",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"

+
"credentialld" : "90e292de-5eb8-446e-9602-90f7c45044F7"

(® Note

RMBZREMER userIdM identityStoreArn &5 IAM Identity Center CloudTrail =4
BENERE, BHEAFMER AWS ZEA O#BEH 1AM Identity Center A &R B)ER |
%A #MiluserName= userIdentityt&Eprincipalld T, MREHNITIERE , 4l
MEZREBHERE K BURRREEEFEH username , EEMEEIE

- & IAM Identity Center B $¥#EXEAE R , 10 FAMARE A CloudTrail E4HFHNFEAER
i

- EEAPH additionalEventDatast3k TENfE UserName IAM Identity Center 8 Hi#Y
IR IEAREZEFH IAM Identity Center B 8%, MEFMENR , 582 E A CloudTrail E4
WEREERE,

EEHEIEAENFMEN , 815 username WML , BULIFERAMERE ID NESEKRE ID AESH
REHFDERE, BRILLER DescribeUser API 55RZHEE CLI T EE, AT 2EH| CLI
T WMREH IAM Identity Center BTN CLI FEFXEE P , B LIEEE region ¥,

aws identitystore describe-user \
--identity-store-id d-1234567890 \

--user-id 544894e8-80cl-707f-60e3-3bab510dfacl \
--region your-region-id

= EYE - — @25t CLI &5 H Identity Store ID {8 , AT LA identityStoreArn{EH#EEY
Identity Store ID, TE&ifl ARN Farn:aws:identitystore::111122223333:identitystore/
d-1234567890 , B EFEMIE ID B d-1234567890, =& , &t o LATE IAM Identity Center 32
BHREEBERFEEE Identity Store RS|I1ZEE , LAZ K Identity Store 1D,
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MREEGEEN IAM Identity Center B HERE K BRLEMEAEEHINER  WEE
Identity Store API EH#) IAM Identity Center PRI PRFl, REVEENH £/ & B 1 Al H B SR IGTERRIR
A

tcredential IAEREBFARFERE#E 2 IAM Identity Center £/ & T/EREEREY 1D, & O] LAE A L
EREBIEAEE 2 BRFH |IAM Identity Center £ & TR B P RREI MY CloudTrail £ , EEASEH#
Bk,

(® Note

BASHPEEN AuthworkflowID #4ZA[4E IAM Identity Center £ & TEREERFARZ
Bl , JBHEERE A 7SRRI ATE CloudTrail &4,

£ I1AM Identity Center M0 B s& < BB E R &

IAM Identity Center IRt R EFEAEBY , BUUARG B HPNERAEREATBFKTNERFERE
( Bl40 Microsoft Active Directory#l ) 2 31 BgBtOkta Universal Directory.

« externalld - IAM Identity Center £ & A ZBEBIRF. ERPIEZBEMILH B ARG F A ZP B &
WA RFERAERBFT. B5E= , IAM ldentity Center & 7E CloudTrail F 2 H L&,

- username - FAEBERAREANETFEMNE. ETESEE (fHltn, FASCIMEH ). &
EE , EB D RIEA B AWS Directory Service , IAM Identity Center £ CloudTrail 2 HE &
ZREHLGANERFNEAEIBNERT, FHEZBTEEHE IAM Identity Center B 8 Y H
EEBTEMF

MREA1FE CloudTrail E4 , B A E IAM Identity Center B 8 , BIRTAERAEA
BFfE additionalEventDatantEZTRENFEAERHE, WE PEAEIBHNFHEE
FAadditionalEventData , 528 & A CloudTrail E4FHEHRAERE,

ES P RRA K, IAM Identity Center EERIEMEFE A EBMHENIBE P EEFHE B IRST

AWS Directory Service, MEEF , 55ZE |IAM Identity Center EEN\EE 5 1R & B 6% 2 B R B

HHo A SCIM fZEAERINEE IdPs BE MRS, BIEESEER IAM Identity Center B %A 5 %
RR , LA LA externalld B EZLTBRINSEEZ/NIE .

T—ERANABRIEEAERN usernameM REH IAM Identity Center fEA&Eexternalld,
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fic £ i & B BH externalld #48 1AM Identity Center fEF &

A LAfE 1AM Identity Center B #FHEREHEAERBNERAERY , FER LuserIdEA
GetUserId API F&RFEEREIFER , REE W DescribeUser API 58K , W1k &EFIFT R, T FIEE 5
TEWMuserIdf Identity Store HEUSEFEAEBBH . WRER IAM Identity Center E1TER
REEA CLI (WTERR B H |, B LLE B region B8,

aws identitystore get-user-id \
--identity-store d-9876543210 \
--alternate-identifier '{
"UniqueAttribute": {

"AttributePath": "username",
"AttributeValue": "anyuser@example.com"
}
'\

--region your-region-id

By  EEHAE R, JEABRNEElexternalld. A external IdEE#H L —EEEH P Y
BMRRE  WHEHALEESexternal IdNISE EHBME.,

£ Microsoft Active Directory (AD) # externalld F# 2 FE A EHEHN L LB (SID)

ERELEERT , IAM Identity Center €% CloudTrail E4# principalld W3 HEHE/
SID, #ilzn AWS FERA B #55F OIDC APIsE HHH) SID, ELRBIEREZSEA, ELEFEE AD WK
—EAEHAB fFobjectqguidiy , RGN TEREMLR AD Bit, BT L7E IAM Identity Center B
8 externalld BHEHKILE, T8 , MRENIEREZTEMSEH SID, B AD HIEE ,
X AT HEEEIB IAM Identity Center APIs £/,

£ IAM Identity Center FIZAEB B 8% 2 EEIH (£ A & SR externalIdM username H1fL ,
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BT LATE IAM Identity Center TR AR RIRELMS, SEERETN IS RERSIEER , AR7EH
EDRERTPEEEERS, EEERSERYD , EEREBEMET IR,
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https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_GetUserId.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_DescribeUser.html
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Install-WindowsFeature -Name RSAT-AD-PowerShell

Get-ADUser °
-Filter {objectGUID -eq [GUID]::Parse("16809ecc-7225-4c20-ad98-30094aefdbca")} °
-Properties *
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BYIRSE AWS IRFE B |, &8 L&A CloudTrail, EJEB)7E IAM Identity Center R348 | BEE
SHEHRERIREHPHWEM AWS RBESH —EFEHE CloudTrail E4H, BAUE R, BER
THRINSESH AWS 1kRF. WFRFMREF , FSEEA CloudTrail SHEEGH MRS
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://aws.amazon.com/blogs/security/modifications-to-aws-cloudtrail-event-data-of-iam-identity-center/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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IAM Identity Center API #4E#) CloudTrail 4
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AttachCustomerManagedPolicyReferenceToPermissionSet

AttachManagedPolicyToPermissionSet

CreateAccountAssignment

* CreateApplication

CreateApplicationAssignment

Createlnstance

CreatelnstanceAccessControlAttributeConfiguration

* CreatePermissionSet

* CreateTrustedTokenlssuer

* DeleteAccountAssignment

» DeleteApplication

+ DeleteApplicationAccessScope

» DeleteApplicationAssignment
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https://docs.aws.amazon.com/singlesignon/latest/APIReference/welcome.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiamidentitycentersuccessortoawssinglesign-on.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_AttachCustomerManagedPolicyReferenceToPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_AttachManagedPolicyToPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateAccountAssignment.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateApplication.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateApplicationAssignment.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateInstance.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateInstanceAccessControlAttributeConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreatePermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateTrustedTokenIssuer.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteAccountAssignment.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteApplication.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteApplicationAccessScope.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteApplicationAssignment.html
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DeleteApplicationAuthenticationMethod

DeleteApplicationGrant

DeletelnlinePolicyFromPermissionSet

Deletelnstance

DeletelnstanceAccessControlAttributeConfiguration

DeletePermissionsBoundaryFromPermissionSet

DeletePermissionSet

DeleteTrustedTokenlssuer

DescribeAccountAssignmentCreationStatus
S

DescribeAccountAssignmentDeletionStatus

DescribeApplication

DescribeApplicationAssignment

DescribeApplicationProvider

Describelnstance
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https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteApplicationAuthenticationMethod.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteApplicationGrant.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteInlinePolicyFromPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteInstance.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteInstanceAccessControlAttributeConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeletePermissionsBoundaryFromPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeletePermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteTrustedTokenIssuer.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeAccountAssignmentCreationStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeAccountAssignmentCreationStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeAccountAssignmentDeletionStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeApplication.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeApplicationAssignment.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeApplicationProvider.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeInstance.html
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DescribelnstanceAccessControlAttribute Configuration

DescribePermissionSet

DescribePermissionSetProvisioningStatus

DescribeTrustedTokenlssuer

DetachCustomerManagedPolicyReferenceFromPermissionSet

DetachManagedPolicyFromPermissionSet

GetApplicationAccessScope

GetApplicationAssignmentConfiguration

GetApplicationAuthenticationMethod

GetApplicationGrant

GetlnlinePolicyForPermissionSet

GetPermissionsBoundaryForPermissionSet

ListAccountAssignmentCreationStatus

ListAccountAssignmentDeletionStatus

ListAccountAssignments
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https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeInstanceAccessControlAttributeConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribePermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribePermissionSetProvisioningStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeTrustedTokenIssuer.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DetachCustomerManagedPolicyReferenceFromPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DetachManagedPolicyFromPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetApplicationAccessScope.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetApplicationAssignmentConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetApplicationAuthenticationMethod.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetApplicationGrant.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetInlinePolicyForPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetPermissionsBoundaryForPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountAssignmentCreationStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountAssignmentDeletionStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountAssignments.html
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ListAccountAssignmentsForPrincipal

ListAccountsForProvisionedPermissionSet

ListApplicationAccessScopes

ListApplicationAssignments

ListApplicationAssignmentsForPrincipal

ListApplicationAuthenticationMethods

ListApplicationGrants

ListApplicationProviders

ListApplications

ListCustomerManagedPolicyReferencesInPermissionSet

Listinstances

ListManagedPoliciesInPermissionSet

ListPermissionSetProvisioningStatus

ListPermissionSets

ListPermissionSetsProvisionedToAccount

ListTagsForResource
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https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountAssignmentsForPrincipal.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountsForProvisionedPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationAccessScopes.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationAssignments.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationAssignmentsForPrincipal.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationAuthenticationMethods.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationGrants.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationProviders.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplications.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListCustomerManagedPolicyReferencesInPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListInstances.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListManagedPoliciesInPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListPermissionSetProvisioningStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListPermissionSets.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListPermissionSetsProvisionedToAccount.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListTagsForResource.html
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ListTrustedTokenlssuers

ProvisionPermissionSet

PutApplicationAccessScope

PutApplicationAssignmentConfiguration

PutApplicationAuthenticationMethod

PutApplicationGrant

PutlnlinePolicyToPermissionSet

PutPermissionsBoundaryToPermissionSet

TagResource

UntagResource

UpdateApplication

Updatelnstance

UpdatelnstanceAccessControlAttributeConfiguration

UpdatePermissionSet
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https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListTrustedTokenIssuers.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ProvisionPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutApplicationAccessScope.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutApplicationAssignmentConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutApplicationAuthenticationMethod.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutApplicationGrant.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutInlinePolicyToPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutPermissionsBoundaryToPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_UpdateApplication.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_UpdateInstance.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_UpdateInstanceAccessControlAttributeConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_UpdatePermissionSet.html
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UpdateTrustedTokenlssuer

Identity Store API #4E/Y CloudTrail &4

T5IEE@E/AH |dentity Store BRAEFESH IR HA CloudTrail
identitystore.amazonaws.comE#, MFELF Identity Store API RIEMNFFEMER , FBFSH
|dentity Store AP| &%,

R AREE]TE CloudTrail R EEIEASHRIRETT Identity Store £ & API R{EW Hfthsso-
directory.amazonaws.comE#, EL APIsE FEAM AWS FRIA O, NREFEGA
BERENEE  SINERENEEEHE  ERERKERBLAENEES AP BE, NEELERA
APIStIEFHIER , FBREEEESE,

* CreateGroup

» CreateGroupMembership

* CreateUser

* DeleteGroup
* DeleteGroupMembership

¢ DeleteUser

» DescribeGroup

» DescribeGroupMembership

* DescribeUser

» GetGroupld

* GetGroupMembershipld

* GetUserld

* IsMemberlnGroups

* ListGroupMemberships

* ListGroupMembershipsForMember

» ListGroups

* ListUsers

+ UpdateGroup
» UpdateUser
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https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_UpdateTrustedTokenIssuer.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/welcome.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiamidentitycentersuccessortoawssinglesign-on.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_CreateGroup.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_CreateGroupMembership.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_CreateUser.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_DeleteGroup.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_DeleteGroupMembership.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_DeleteUser.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_DescribeGroup.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_DescribeGroupMembership.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_DescribeUser.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_GetGroupId.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_GetGroupMembershipId.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_GetUserId.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_IsMemberInGroups.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_ListGroupMemberships.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_ListGroupMembershipsForMember.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_ListGroups.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_ListUsers.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_UpdateGroup.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_UpdateUser.html
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OIDC API ##4EM CloudTrail B4

THEESTELE OIDC BRIEZHA CloudTrail B4, MFELE OIDC API RIEMFHER , 2R
OIDC API &,

« CreateToken ( ZE# IR sso.amazonaws.com)

« CreateTokenWithIAM ( B4R sso-oauth.amazonaws.com)

AWS ZERA O 48 API #24EH CloudTrail B4

THEETE AWS FEA OB AP RERESHRIEREHM CloudTrail sso.amazonaws . comE
., ERRATELE API FELFERN AP BEXE AWS FEA OBMNIRE, FH AWS CLI ATEEE
BHAE AWS FEA DML APl BEFMLE APl REEMERAM CloudTrail EHREIRR Y., MELER
AWS FEA O#8h APl BRENFRERF , F2RAWS FEA O API 2%,

« Authenticate ( FEARALE AP, ###t AWS FEA OB EXN, )
« Federate ( MERARLE APl, AEAEIREHBS, )

» ListAccountRoles

» ListAccounts
- ListApplications ( FEARAE APl, REFAEFERNER , £ AWS EEA QPP ETR, )

« ListProfilesForApplication ( TERARAE AP, REERAERPEERLE AWS FEA O F
TR )

» GetRoleCredentials

 Logout

IAM Identity Center CloudTrail 4K &2 EHA
B—E£S4NOFERNETEELBRENEN. SoEATHBEHETHIEIE !

- BERERERABREAEIER AWS Identity and Access Management (IAM) EA&EEAERHIRH,
- REZERK , RECEATHEACGEBEI»EAENERLLRE.
- EREAHHEM AWS BRFEREH.

- FBREEH IAM Identity Center FAE R, E=2ML , CloudTraill EHF IR userIdM
identityStoreArn #{ , LAREBIBEIZER M IAM Identity Center &, MEFMER , B2
BI1E IAM Identity Center £ & {23349 CloudTrail 47 38 Bl & M TIERER -
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https://docs.aws.amazon.com/singlesignon/latest/OIDCAPIReference/Welcome.html
https://docs.aws.amazon.com/singlesignon/latest/OIDCAPIReference/API_CreateToken.html
https://docs.aws.amazon.com/singlesignon/latest/OIDCAPIReference/API_CreateTokenWithIAM.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/Welcome.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccountRoles.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccounts.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_GetRoleCredentials.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_Logout.html

AWS IAM Identity Center

ERAEER

WMESHMER , 5528 CloudTrail userldentity JTT#,

® Note

Bar,

- £/ OIDC APl & A AWS Z& Web EEARER ( #1201 Amazon SageMaker Al Studio). &

% Web EARRER —HEEZM FEthe section called “‘AWS SEERARER" , @Sk

IAM Identity Center T & &H¥ T 5|E)#E8 H CloudTrail E44 :

Web FEARER , #la0 Amazon Athena SQL F1 Amazon S3 Access Grants,

- f£/ Identity Store API 4k AWS 2

ERAEAENEAENFEBME. https:/

docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/welcome.html

T % |1AM Identity Center 89 CloudTrail =4

L%’tz BAERE e BBHXMNEIEIEEN Amazon S3 fEFETE.

R, WBESFHREBE. FRBEHMERD,

iEEL%’i

—EEFA/EARREHNE—F
wRBSHFEM, CloudTrail 4T RLE API RILEHEF

AL ELMEFAEEIEFRETR. 528 CloudTrail (EFAEIER , 7 # CloudTrail iL#M K

%, CloudTrail

T 5 %57

HFEIER

T IAM Identity Center EE AP RAEMNEE S (samadams@example.com) B CloudTrail

"Records": [

{

"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDAJAIENLMexample",
"arn":"arn:aws:iam: :08966example:user/samadams",
"accountId":"111122223333",
"accessKeyId":"AKIAIIIM2K4example",
"userName":"samadams"

1,

"eventTime":"2017-11-29T22:39:43Z2",

"eventSource":"sso.amazonaws.com",

"eventName":"DescribePermissionsPolicies",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/singlesignon/latest/OIDCAPIReference/Welcome.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/welcome.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
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"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/62.0.3202.94 Safari/537.36",

"requestParameters":{

"permissionSetId":"ps-79a0dde74b95ed@5"

},

"responseElements":null,

"requestID":"319ac6al-d556-11e7-a34f-69a333106015",

"eventID":"a93a952b-13dd-4ae5-al156-d3ad6220b071",

"readOnly":true,

"resources":[

1,
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

THIEEFFER AWS FEA QML P4 2 KK FEAFE (bobsmith@example.com) EjfEH) CloudTrail
HFEE :

"Records": [
{
"eventVersion":"1.05",
"userIdentity":{
"type":"Unknown",
"principalld":"example.com//
S-1-5-21-1122334455-3652759393-4233131409-1126",
"accountId":"111122223333",
"userName":"bobsmith@example.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84775435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
b
"credentialld" : "cdee2490-82ed-43b3-96ee-b75fbfob97a5"
b
"eventTime":"2017-11-29T18:48:28Z2",
"eventSource":"sso.amazonaws.com",
"eventName":"ListApplications",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
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"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/62.0.3202.94 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"requestID":"debc@435-ce4b-49c7-9bcc-bc5ed631ceds”,

"eventID":"e6elf3df-9528-4c6d-a877-6b2b895d1f91",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

T 5IEEHIFE R |IAM Identity Center OIDC H 84 Z H#KFEAE (bobsmith@example.com) EIfERY
CloudTrail HFEEE

"eventVersion": "1.05",
"userIdentity": {
"type": "Unknown",
"principalld": "example.com//S-1-5-21-1122334455-3652759393-4233131409-1126",
"accountId": "111122223333",
"userName": "bobsmitheexample.com",
"onBehalfOof": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84775435",

"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"

},
"credentialId" : "cdee2490-82ed-43b3-96ee-b75fbf@b97a5"
},
"eventTime": "2020-06-16T01:31:15Z2",
"eventSource": '"sso.amazonaws.com",
"eventName": "CreateToken",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/62.0.3202.94 Safari/537.36",
"requestParameters": {
"clientId": "clientidl234example",
"clientSecret": "HIDDEN_DUE_TO_SECURITY_REASONS",
"grantType": "urn:ietf:params:oauth:grant-type:device_code",
"deviceCode": "devicecodel234example"
.

"responseElements": {
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"accessToken": "HIDDEN_DUE_TO_SECURITY_REASONS",
"tokenType": "Bearer",
"expiresIn": 28800,
"refreshToken": "HIDDEN_DUE_TO_SECURITY_REASONS",
"idToken": "HIDDEN_DUE_TO_SECURITY_REASONS"
.
"eventID": "0@9a6bela9-50e5-45c0-9f08-e6ef5089b262",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "IdentityStoreId",
"ARN": "d-1234567890"

}

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

T #% 1AM Identity Center & AZE4

AWS CloudTrail 852 #FT& IAM Identity Center & 2 RV I MK MEAE 4, IAM Identity
Center 1 Active Directory (AD Connector #1 AWS Managed Microsoft AD) KR & 2 BE=
RRANEAEFRRBERFAENIESIRAZRAMENNEMEASZH  URABEEAERRS
FERWARE, AEEFRAETRMEXENBEAERER , TEBAFERE  EKEHRE

$%UserAuthentication=®E#,

T RHEEEE IAM Identity Center & A CloudTrail B4 &, HEENMETE S 2 RKRHE B,

EHER EHEN

CredentialChallenge FAPREA IAM Identity Center
ERREAERRISEEN
BEAER kB Credentia
1Type , WIEEHEHN ( B
i PASSWORD = TOTP),

CredentialVerifica ARBEHAERECEHABRE
tion ECredentialChalleng

& 5 SR E A

F 4 IAM Identity Center £
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Managed Microsoft AD
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ERAEER

EHER

UserAuthentication

THREPEEZEA CloudTrail B 2SN EMERSHE BB,

B

AuthWorkflowID
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E4BEW S REAM

e BR, MIBEBAERES

B Th =8 2k BR o

ARBHEREEREAPT FIE B 5 RIR

EEBRERBENINT

K, mMBFEAEERIEA
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. HREBEERE

e ,Credentia
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R SHER EASHEA% g fE

DeviceEnr AREEFEAEEE UserAuthe "DeviceEnrolimentR
ollmentRe AHIEEZESM MFA  ntication equired" : "true"
quired ®E, HEAEZK
ThEM &R
LoginTo AREERIIEAF UserAuthe "LoginTo" : "https:/
Hlz BN EFHE G ntication mydirectory.awsapp
= s.com/start/...."

IAM Identity Center B AREHR K CloudTrail 4

TERBEZEAREMEAZHEL CloudTrail B4

Are
credentials
valid?

Is MFA
Enabled

CredentialChallenge
> MFA, TOTP, WEBAUTHN | |

CredentialChallenge CredentialVerification
PASSWORD PASSWORD ?

?’ Third party ? —
) s
SAML assertion _— UserAuthentication

IAM Identity Center flow operation v

Is SAML
assertion
Valid?

CredentialVerification
MFA, TOTP, WEBAUTHN

R — Successful/ True Allow Access Deny Access
O Failed / False
______ - Retry operation

IAM Identity Center sign-in events where CloudTrail
source is signin.amazonaws.com

BERERFREARENBSEARE.

RIBFBAREHRSR1-8 K , THEAERBAEREAEFHBENSER. |IAM Identity Center
userIdentity.additionalEventData.CredentialTypeiE A "PASSWORD" , IAM Identity
Center EREBEZAERREBEEELY K UHREEEH.
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TRYEBDRREBENEANZEAFEZEEZEZRE (MFA), YHREFEELE=AEE CloudTrail
UserAuthentication B4 , ¥ERFIIUKINETE S RFT. BZHSIBRIFEATKISERE
S\#9 CloudTrail B4 , A% IAM Identity Center E&t¥fCredentialChallenge— XA MFA &
TEREBERREH,

RIBFBARBELEEFH CreateUser API FEILETZELKY IAM Identity Center SERA & A — X R
(OTP) BAMIER. ELHRFIF , BAERHERS "EMAIL_OTP, o

BEBARRERESR 12, 2a M 8K , TEHBE S, REFRFHBNEESE , Hrp SAML EHH
SoRHEERM. H IAM Identity Center 5838 , IR , BIEEH UserAuthentication. IAM
|dentity Center & #5837 FIUARE MFA B9 BEFY , RANSBMAE S IREEESHME
FRERERE.

E A CloudTrail EHHHERAERR

FIXRIIE A IAM Ildentity Center £ & B , IAM Identity Center @4 additionalEventDatait®&
T8 UserName L —X. AT EFERALEANMEZAEH , ARBEEEBEANGRYE. B
RAEBAR , REEP—@EHRGER true,

* CredentialChallenge

« B CredentialType# "PASSWORD" - E A RAEA AWS Directory Service =% #1TZH5RFE IAM
Identity Center B .

« B CredentialType "EMAIL_OTP. - fEERAMNEA CreateUser API FEILZE L IAM
Identity Center B# NEREFE—REHABAR , FAESRE —RMER , MEAXEBEBEA
_;io

* UserAuthentication

« ¥ CredentialType "EXTERNAL_IDP" - @A REAIER IdP B B D ER T,

HAKIIN S 9 8BE , BWEUserNamel RFI7R :

- EEORREZINIB 1P B , XEEREA SAML BBHF M nameIDE, LEEMN FHY UserName #
i 1AM Identity Center B .

- EF2RIRA B IAM Identity Center B # , W ESR LB 8+ UserName VB,

- E59RRES B AWS Directory Service , HNEBESAEREE SRR BB ANER
EEZH, Bl EEEHAERR anyuser@ecompany . comfyEHZ LR anyuser,
anyuser@company.coms #1T 5 5 B Ecompany.com/anyuser , MEESEERT , @AN
E&E 2 BIFE CloudTrail 2 H,
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® Note

BMEREMEM userIdM identityStoreArn R 5B IAM Identity Center CloudTrail 2
HEANFERE, WREFZMFEH userName L , BEZEE additionalEventDatast
ZFuserName FEA |, MR TE userIdentityTE T EH userName #1i,

WMFEMAEA UserName HMVEYEEF , FFSBE £ |IAM Identity Center FHVER B & 2 & BA i £ A

ﬁo

IAM Identity Center & A RHIH S HIEH
THEHIFERTREARFIF CloudTrail EHMTEERF 5.

ES-]

- EERARBETESRERAIEA

EARE T RHFEEETEIREFGHNEA

EAZRN TOTP BEREAEAETE DRIFHIIBZA

ERZ ST & o0 B Maa s MFA M , B AR

EERERETEIBREREARK

EEARRETE I REHRIEA
TIEHFIIEMBER DB AZRVES,

CredentialChallenge ( Z15 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/

d-1234567890"
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+
"credentialld" : "8f761lcae-883d-4a3d-af67-3abf46488f71"

},

"eventTime":"2020-12-07T20:33:582",

"eventSource":"signin.amazonaws.com",

"eventName":"CredentialChallenge",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"9de74b32-8362-4a01l-a524-de21df59fd83",
"UserName":"bobsmithe@example.com",
"CredentialType" :"PASSWORD"

},

"requestID":"5Sbe44ffb-6946-4f47-acaf-1ladebd4afead”,

"eventID":"27ea7725-c1fd-4355-bdba-d0e628e0e604",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"serviceEventDetails":{
"CredentialChallenge":"Success"

FXIh#Y CredentialVerification ( Z585 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

arl.]II : mn
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmitheexample.com",
"onBehalfOof": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
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},

"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"
},
"eventTime":"2020-12-07T20:34:092",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialVerification",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"9de74b32-8362-4a01l-a524-de21df59fd83",
"CredentialType" :"PASSWORD"

I

"requestID":"f3cf52ad-fd3d-4889-8c15-f18d1a7c7393",

"eventID":"c49640f6-0c8a-43d3-a6e0-900e3bb188d4",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialVerification":"Success"

FXIh#Y UserAuthentication ( EBRZE )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

arl.]II : mn
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmitheexample.com",
"onBehalfOof": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",

"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/

d-1234567890"
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+
"credentialld" : "8f761lcae-883d-4a3d-af67-3abf46488f71"

},

"eventTime":"2020-12-07T20:34:092",

"eventSource":"signin.amazonaws.com",

"eventName":"UserAuthentication",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID":"9de74b32-8362-4a01l-a524-de21df59fd83",
"LoginTo":"https://d-1234567890.awsapps.com/start/?
state=QV1BQmVGMHFiS@wzW1lp1lSFgrR25BRNFobU5nQU1lnQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
BshlIc50BAA6ftz73M6LsfLWD1fOxvi02K3wet9461C30f_iwWdilx-
zv__4pSHf7mcUIs&wdc_csrf_token=srAzW1jK4GPYYoR452ruZ38DxEsDY9x81qltVRSnno5pUjISvP7TqziOLiBLBUSX
east-1",

"CredentialType" :"PASSWORD"

},

"requestID":"f3cf52ad-fd3d-4889-8c15-f18d1a7c7393",

"eventID":"e959a95a-2b33-478d-906c-4fe303e8a9f1",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{

"UserAuthentication":"Success"

ARG D REEETE D BRBERIEA
THEHFISHEEUEANISE D RMEEFEB SAML BAREHETH 2 BRFTERIEAMNEF,
R INEY UserAuthentication ( #A 2B 1R #E )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",
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arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
I
"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

I

"eventTime":"2020-12-07T20:34:09Z2",

"eventSource":"signin.amazonaws.com",

"eventName":"UserAuthentication",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responsekElements":null,
"additionalEventData":{
"AuthWorkflowID":"9de74b32-8362-4a0@1-a524-de21df59fd83",
"LoginTo":"https://d-1234567890.awsapps.com/start/?
state=QV1BQmVGMHFiS@wzW1lp1lSFgrR25BRnFobU5nQU1lnQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
BshlIc50BAA6Ttz73M6LsTLWD1fOxvi02K3wet9461C30f_iWdilx-
zv__4pSHf7mcUIs&wdc_csrf_token=srAzW1jK4GPYYoR452ruZ38DxEsDY9x81qltVRSnno5pUjISvP7Tqzi0LiBLBUSKX
east-1",

"CredentialType" :"EXTERNAL_IDP",

"UserName": "bobsmitheexample.com"

},

"requestID":"f3cf52ad-fd3d-4889-8c15-f18d1a7c7393",

"eventID":"e959a95a-2b33-478d-906c-4fe303e8a9f1",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{

"UserAuthentication":"Success"
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ERZBM TOTP BREHFEARAETI I RBERHIIEA

THEHFIESHENES  EPEEANEETEZEEZRT  BEAEEKDIEAREN TOTP &
HeREAERXEA,

CredentialChallenge ( %15 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
I
"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

I

"eventTime":"2020-12-08T20:40:13Z2",

"eventSource":"signin.amazonaws.com",

"eventName":"CredentialChallenge",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"303486b5-fcel-4d59-bald-eb3ach790729",
"CredentialType":"PASSWORD",

"UserName" :"bobsmith@example.com"

I

"requestID":"e454ea66-1027-4d00-9912-09c0589649el1",

"eventID":"d89cc@b5-a23a-4b88-843a3-89329aeaef2e",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",
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"serviceEventDetails":{
"CredentialChallenge":"Success"

FXZh#) CredentialVerification ( 2355 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
.
"credentialId" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

b

"eventTime":"2020-12-08T20:40:207",

"eventSource":"signin.amazonaws.com",

"eventName":"CredentialVerification",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, 1like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"303486b5-fcel-4d59-bald-eb3ach790729",
"CredentialType" :"PASSWORD"

},

"requestID":"92c4ac90-0d9b-452d-95d5-728487612f5e",

"eventID":"4533fd49-6669-4d0b-b272-a0b2139309a8",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",
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"serviceEventDetails":{
"CredentialVerification":"Success"

CredentialChallenge (TOTP)

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
.
"credentialId" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

.
"eventTime":"2020-12-08T20:40:207",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialChallenge",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID" :"303486b5-fcel-4d59-bald-eb3ach790729",
"CredentialType":"TOTP"
},
"requestID":"92c4ac90-0d9b-452d-95d5-728487612f5e",
"eventID":"29202f08-f240-40cc-b789-cOcea8a27847",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
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"serviceEventDetails":{
"CredentialChallenge":"Success"

CredentialVerification (TOTP) & Zh

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
.
"credentialId" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

},
"eventTime":"2020-12-08T20:40:277",

"eventSource":"signin.amazonaws.com",
"eventName":"CredentialVerification",
"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID" :"303486b5-fcel-4d59-bald-eb3ach790729",
"CredentialType":"TOTP"
},
"requestID":"c40a691f-eebl-4352-b286-5e909f96f318",
"eventID":"e889ffld-fcaf-454f-805d-7132cf2362a4",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
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"serviceEventDetails":{
"CredentialVerification":"Success"

B Ih#) UserAuthentication ( Z#5 + TOTP)

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

Ilarnll:llll’
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
b
"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"
b
"eventTime":"2020-12-08T20:40:272",
"eventSource":"signin.amazonaws.com",
"eventName":"UserAuthentication",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID" :"303486b5-fcel-4d59-bald-eb3ach790729",
"LoginTo":"https://d-1234567890.awsapps.com/start/?state
\u003dQVv1BQmVLeFhWeDRmZFImMmxHcWYwdzhZck5RQU1nQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
\u0@026auth_code
\u@03d11FirlmCVI-4Y5UY6RI1QUCXVRePCHd6195xvYglrwolPj7B-7UGIGlYUUVe31Nkzd7ihxKn6DMdnFf0@108qc3RF
Sx-pjBXKG_jUcvBk_UILdGytV401u97h42B-
TA_6uwdmliwldcCz_Rv44d_BSOPkulW-5LV]IyloeP1HOFPPMeheyuk5Uy48d50f9-c\u0026wdc_csrf_token
\u@0@3dNMluis4sguoVnxRdOqu2tYIIdyyFPX6SDRNTspIScfMMOAgFbholnvvCaxPTghHbgHCRIXdffFtzHOsL1ow419Bobr
\u00260rganization\u@03dd-9067230c03\u0026region\u@@3dus-east-1",
"CredentialType" :"PASSWORD, TOTP"
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},
"requestID":"c40a691f-eebl-4352-b286-5e909f96f318",
"eventID":"7a8c8725-db2f-488d-a43e-788dc6c73a4a",
"readOnly":false,

"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{

"UserAuthentication":"Success"

FRRBETE S RBMNAE MFA ST , AR
THEHFIERMERIIEARBHES , BEFEAEZEESRKINITHEM MFAEE | FRETHE A,

CredentialChallenge ( % )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",

"aIn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
I
"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"
I
"eventTime":"2020-12-09T01:24:0272",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialChallenge",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
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"additionalEventData":{
"AuthWorkflowID":"76d8a26d-ad9c-41a4-90c3-d607cdd7155c",
"CredentialType":"PASSWORD",
"UserName":"bobsmitheexample.com"

},

"requestID":"321f4b13-42b5-4005-a0f7-826cad26d159",

"eventID":"8c707b0f-e45a-4a9c-bee2-ff68638d2f1b",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialChallenge":"Success"

FXZh#) CredentialVerification ( 2355 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

Ilarnll:llll’
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmitheexample.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
b
"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"
b
"eventTime":"2020-12-09T01:24:09Z2",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialVerification",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
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"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"76d8a26d-ad9c-41a4-90c3-d607cdd7155c",
"CredentialType" :"PASSWORD"

},

"requestID":"12b57efa-0a92-4479-91a3-5b6641817c21",

"eventID":"783b0c89-7142-4942-8b84-6ee@delb992e",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialVerification":"Success"

I UserAuthentication ( EEHEE + MFA 55 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmitheexample.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
b
"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"
b
"eventTime":"2020-12-09T01:24:142",
"eventSource":"signin.amazonaws.com",
"eventName":"UserAuthentication",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
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"responseElements":null,
"additionalEventData":{
"AuthWorkflowID":"76d8a26d-ad9c-41a4-90c3-d607cdd7155c",
"LoginTo":"https://d-1234567890.awsapps.com/start/?state
\u003dQV1BQmVGQ3VqdHF5aW9CUDdrNXRTVTIUaWNNQU1NQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
\u@026auth_code
\u003d11eZ80S_maUsZ7ABETjeQhyWfvIHYz52rgR28sYAKN1oEk2GO7czrwzXVEOHL1IN2K9De8LYyBEV83SFeDQf rWpkwXf
FJyJgkoGrt_w6rm_MpAnQuyrVq8udY EgU3fhOL3QWvWiquYnDPMyPmmy_qkZgR9rz_ BI
\u@026wdc_csrf_token
\u003dJIih9U6205LQDtYLNqCK8a6xj@gIg5BRWG2tb175y8vAmwZhAqrgrgbxXat2M646UZGp93krw7WYQAHIgi50YI9QSc
\u003dd-9067230c03\u@026region\u@@3dus-east-1",
"CredentialType" :"PASSWORD",
"DeviceEnrollmentRequired":"true"
.
"requestID":"74d24604-a365-4237-8c4a-350795494b92",
"eventID":"al5bf257-7f37-46c0-b67c-fea5fablebbe",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"UserAuthentication":"Success"

EEREBETSIREBEREARY
THEHFIIESMBER A KRMERVEHS.

CredentialChallenge ( %15 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",

I,
"eventTime":"2020-12-08T18:56:15Z2",
"eventSource":"signin.amazonaws.com",
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"eventName":"CredentialChallenge",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responsekElements":null,
"additionalEventData":{

"AuthWorkflowID":"adbf67c4-8188-4e2b-8527-fe539e328fa7",

"CredentialType" :"PASSWORD",

"UserName" :"bobsmith@example.com"
I
"requestID":"f54848ea-blaa-402f-bf@d-a54561a2ffcc",
"eventID":"d96f1d6c-dbd9-4a0b-9a45-6a2b66078c78",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{

"CredentialChallenge":"Success"

CredentialVerificationk 8 ( %5 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmitheexample.com",

1,
"eventTime":"2020-12-08T18:56:217",

"eventSource":"signin.amazonaws.com",
"eventName":"CredentialVerification",
n n

"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

8 524% IAM Identity Center API B AWS CloudTrail

395



AWS IAM Identity Center EREEmR

"requestParameters":null,

"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"adbf67c4-8188-4e2b-8527-fe539e328fa7",
"CredentialType" :"PASSWORD"

I

"requestID":"0Q4528c82-a678-4alf-a56d-ea2c6445a72a",

"eventID":"9160fe06-fc2a-474f-9b78-000ee067a09d",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialVerification":"Failure"

}
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* GetSchema
* GetUser

+ ListGroups
» ListResourceTypes

+ ListSchemas
» ListUsers

+ PatchGroup
» PatchUser
+ PutUser

» ServiceProviderConfig

#3451
LA 2 CloudTrail SE4-#) — L& 41,
&1l 1 : pIhCreateUser AUMIEH,

"eventVersion": "1.10",
"userIdentity": {
"type": "WebIdentityUser",
"accountId": "123456789012",
"accessKeyId": "xxxx"
I
"eventTime": "xxxx",
"eventSource": "identitystore-scim.amazonaws.com",
"eventName": "CreateUser",
"awsRegion": "us-east-1",
"sourceIPAddress": "XX.XXX.XXX.XXX",
"userAgent": "Go-http-client/2.0",
"requestParameters": {

"httpBody": {
"displayName": "HIDDEN_DUE_TO_SECURITY_REASONS",
"schemas" : [
"urn:ietf:params:scim:schemas:core:2.0:User"
1,
"name": {

"familyName": "HIDDEN_DUE_TO_SECURITY_REASONS",
"givenName": "HIDDEN_DUE_TO_SECURITY_REASONS"
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ERAEER

}I

"active": true,
"userName": "HIDDEN_DUE_TO_SECURITY_REASONS"

.
"tenantId": "xxxx"
.
"responseElements": {
"meta" : {
"created" : "Oct 10, 2024, 1:23:45 PM",
"lastModified" : "Oct 1@, 2024, 1:23:45 PM",
"resourceType" : "User"
.
"displayName" : "HIDDEN_DUE_TO_SECURITY_REASONS",
"schemas" : [
"urn:ietf:params:scim:schemas:core:2.0:User"
1,
"name": {
"familyName": "HIDDEN_DUE_TO_SECURITY_REASONS",
""givenName": "HIDDEN_DUE_TO_SECURITY_REASONS"
.
"active": true,
"id" : "c4488478-a0el-700e-3d75-96c6bb641596",
"userName": "HIDDEN_DUE_TO_SECURITY_REASONS"
.
"requestID": "xxxx'",
"eventID": "xxxx",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "scim.us-east-1.amazonaws.com"

g5l 2 . AREEIEARPatchGroupMEHMissing path in PATCH requestiEiZsABMEH.

"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "123456789012",
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"accessKeyId": "xxxx"
.
"eventTime": "xxxx",
"eventSource": "identitystore-scim.amazonaws.com",
"eventName": "PatchGroup",
"awsRegion": "us-east-1",
"sourceIPAddress": "XXX.XXX.XXX.XXX",
"userAgent": "Go-http-client/2.0",
"errorCode": "ValidationException",
"errorMessage": '"Missing path in PATCH request",
"requestParameters": {
"httpBody": {
"operations": [
{
"op": "REMOVE",
"value": "HIDDEN_DUE_TO_SECURITY_REASONS"
}
1,
"schemas": [
"HIDDEN_DUE_TO_SECURITY_REASONS"
]
.
"tenantId": "xxxx",
"id": "xxxx"
},
"responseElements": null,
"requestID": "xxxx'",
"eventID": "xxxx",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "scim.us-east-1.amazonaws.com"

i) 3 : ACreateGroup™iMAE4%Duplicate GroupDisplayNameffiRAENEH , MAEHR

BAUNBREEBEE,

"eventVersion": "1.10",
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"userIdentity": {
"type": "Unknown",
"accountId": "123456789012",

"accessKeyId": "xxxx"
},
"eventTime": "xxxx'",
"eventSource": "identitystore-scim.amazonaws.com",
"eventName": "CreateGroup",
"awsRegion": "us-east-1",
"sourceIPAddress": "XXX.XXX.XXX.XXXx'",
"userAgent": "Go-http-client/2.0",
"errorCode": "ConflictException",
"errorMessage": "Duplicate GroupDisplayName",
"requestParameters": {
"httpBody": {
"displayName": "HIDDEN_DUE_TO_SECURITY_REASONS"
},
"tenantId": "xxxx"
},
"responseElements": null,
"requestID": "xxxx'",
"eventID": "xxxx",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "scim.us-east-1.amazonaws.com"

g1l 4 : REPatchUserPIMEHERKList attribute emails exceeds allowed limit
of 1 errorfEiidlE. AEREEE —EE FHtut,

{

"eventVersion": "1.10",

"userIdentity": {
"type": "Unknown",
"accountId": "123456789012",
"accessKeyId": "xxxx"

.

"eventTime": "xxxx",
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"eventSource": "identitystore-scim.amazonaws.com",
"eventName": "PatchUser",
"awsRegion": "us-east-1",
"sourceIPAddress": "XXX.XXX.XXX.XXx'",
"userAgent": "Go-http-client/2.0",
"errorCode": "ValidationException",
"errorMessage": "List attribute emails exceeds allowed limit of 1",
"requestParameters": {
"httpBody": {
"operations": [
{

"op": "REPLACE",
"path": "emails",
"value": "HIDDEN_DUE_TO_SECURITY_REASONS"
}
1,

"schemas": [
"HIDDEN_DUE_TO_SECURITY_REASONS"
]
.
"tenantId": "xxxx",
"id": "xxxx"
},
"responseElements": null,
"requestID": "xxxx'",
"eventID": "xxxx",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "scim.us-east-1.amazonaws.com"

w RERAS

LAR 2T LAE CloudTrail B4 ¥ IAM Identity Center SCIM APl FEIY IR BB BERFEEE RS

- FEBMETEMHEIB 1 AV RFFRS
« B SREFRY B I it 1k PR 1A 1

& A 524% IAM Identity Center SCIM AWS CloudTrail 401



AWS IAM Identity Center EREEmR
- EHF 1 EERFEEEER . "name.familyName* WEEE R ERFRYE - REXBRmERAIRIZENE

X o IN\p{LMNp{MNp{SN\p{NN\\p{PNt\n\\r ] +
- E8FE 2 EERFEEER : 'name.familyName' WEE LM ERTRG : RENRELBARIER

1 ; 'name.familyName' BB ERERGRYE - RELERERAFRKERXERN © [\p{L)Np{MNp{S)
\p{NMp{PIt\n\\r ] +

- ERIZ 2 EBRHEEER - 'urn : ietf : params : scim : schemas : extension : enterprise : 2.0 :
User.manager.value' NEZE LR ERFIERG : KENRELERRSEZFR 1 ; 'un : ietf : params :
scim : schemas : extension : enterprise : 2.0 : User.manager.value' BB &% m 2 REEHE - K2

MEREEIFERER - [N\pL\pMNp{SIPNNpPINWr] +
* RequestBody #J JSON #&3K
o EMHERFRERN

MELREHERE IAM Identity Center SCIM R EERRVFFMERN , FSBLLAWS re:Post X E,

{#F Amazon EventBridge E#ZEARER TH

IE T LA 1AM Identity Center B2 Amazon EventBridge B4 , US| RABEBEBENRWUA BB ITE
RIEMNEH , LAEFE CloudTrail S EE&M 4 E IAM Identity Center B {E.

flan | BAILAFRE EventBridge # BIR{ERIEF M EMIEREATRER , =X IAM Identity Center A BFE
VHEEE, BEBEENERARA , B UG ELEHKHE Amazon SNS = , LBHMEEERFEH
AWS LambdaStep Functions SiEftt EventBridge 3z #2#9 BR %5 0 F E 4t B Ep1L.

ACEkAIERERY AD [EF E53R

BT LATE AT R E WY Active Directory (AD) B #HRE LA , WIZERE SRS EF PR Rt

HERMEEAN AR, BERELAF , B UERTREN AD S RETFEME , W1EiEFRFRE

B, BAILAE B 55X E Amazon CloudWatch Logs B840, Amazon Simple Storage Service

(Amazon S3) fZErEE | X EEIRF XK Amazon Data Firehose , @A Amazon S3 17T
# Firehose,

WFERS, FFAUMNEHFNFAER , F2RBARLEIRR AWS B,

(® Note
BEEXNGHEM, NFEFMEEF , 552K Amazon CloudWatch EEEE LR EEET H

=t
o

Amazon EventBridge 402


https://repost.aws//knowledge-center/iam-identity-center-provision
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rules.html
https://docs.aws.amazon.com/step-functions/latest/dg/connect-eventbridge.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html#eb-create-rule-target
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/#Vended_Logs
https://aws.amazon.com/cloudwatch/pricing/#Vended_Logs

AWS IAM Identity Center EREEmR
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2. EBERE.
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4. EEHMBAFINNTIEP—EENEE,

a. I1EIEZE Amazon CloudWatch Logs. AZIEZFES A B Hit A FHEE.
b. ##EZE Amazon S3. REBEEFSE A B Wi FEFITE,
c. 1EEE Firehose, RBIBZFIE A B AVt 3.

5. EEREX.

FATEREN AD BF R BF

1. E A |AM Identity Center £ &,

BERTE,

EREEEL , BEESSRFRIER  BEDE  RAREEEEHR,
SR EBERN B Wi BIEBER,

BERR,

o & w0 N

AIRREM AD [EF#ER B SR
MFERERVERER A5 , BRI THIRE.
sync_profile_name

BLREEBHERE.
error_code

KRR O BECERBENBERRE,

error_message

BEREERZFMERNAS
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sync_source

ERERER
ELXRERSBEERISHRE. HH IAM Identity Center , iIELZH EEH Active Directory (AD) AWS
Directory Service, BFZ RRTEZFE

sync_target

SR FEHHNBAEF ARN,

EERREERNEMNH, ¥ IAM Identity Center
21 |dentity Store ARN,

source_entity_id

, B

Identity Store, FZBEETEZH

=

ERIERRNE B B/, B IAM Identity Center ,

source_entity_type

it
fim
)ﬂllm}

21 SID

IERRERERRVE R, HE LA USER 2 GROUP,

eventTimestamp
BA SRR IR,

AIEREM AD [EF#ER B 56

g1 1: AD B &BHIZBRIRERBR

sync_profile_name": "EXAMPLE-PROFILE-NAME"
"error" : {

error_code": "InvalidDirectoryCredentials

error_message'": "The password for your AD directory has expired
the password to allow Identity Sync to access the directory
3,

. Please reset
sync_source": {

"arn": "arn:aws:ds:us-east-1:123456789:directory/d-123456"
"domain": "EXAMPLE.com"
I
eventTimestamp":

"1683355579981"

gifl2: ERFHE—ERERBERENERAR

SCERTEREM AD EH 5
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"sync_profile_name": "EXAMPLE-PROFILE-NAME",
"error" : {
"error_code": "ConflictError",
"error_message'": "The source entity has a username conflict with the sync
target. Please verify that the source identity has a unique username in the target."
1,
"sync_source": {
"arn": "arn:aws:ds:us-east-1:111122223333:directory/d-123456",
"domain": "EXAMPLE.com"
1,
"sync_target": {
"arn": "arn:aws:identitystore::111122223333:identitystore/d-123456"
},
"source_entity_id": "SID-1234",
"source_entity_type": "USER",
"eventTimestamp": "1683355579981"
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R BRERES AWS R BURARERNEZYE, BATNEHREE , URBEANEENER,
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AWS CLI &4l

AWS CLI Rt A AREBLERGT T ENEE,
BERER

AT SR EBRERGENTTE,

Example tag-resource A ENH S

fE—#HdStag-resourceMERA |, BEBRIBRBTF Tssofk :

aws sso-admin tag-resource \
--instance-arn sso-instance-arn \
--resource-arn sso-resource-arn \
--tags Stage=Test

vV V V &

T EETII2E

+ instance-arn - #FITIREMN IAM Identity Center H1T{EBEHY Amazon Resource Name (ARN),

« resource-arn- &M ARN , EHhAEENHNER.
- tags - EHMWEEME.

BE-RERSERR , FULERSREEREEELER

aws sso-admin tag-resource \

--instance-arn sso-instance-arn \
--resource-arn sso-resource-arn \

--tags Stage=Test,CostCenter=80432,0wner=SysEng

vV V V &

BIAES
FERAU TS RRIBECIERAT TENER,
Example list-tags-for-resource SN GRS

fisso—#anSlist-tags-for-resource RfEA RBIRIS MBI TENER

$ aws sso-admin list-tags-for-resource --resource-arn Sso-resource-arn

AWS CLI 345l
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Example untag-resource A EN® T

fEsso—f@Suntag-resourceF A |, RFTEBRER

aws sso-admin untag-resource \
--instance-arn sso-instance-arn \
--resource-arn sso-resource-arn \

vV V V &

--tag-keys Stage CostCenter Owner

HM --tag-keys B8 , FEE—RZAFEBRSIE , EFI2ERE,
BIAUERERER

ERUTSHT , EREYFTERERER,

Example 2% M create-permission-set 4%

EEH create-permission-setmTEBIUFAUER , EAUFEH --tags ZEIETESR !

aws sso-admin create-permission-set \
--instance-arn sso-instance-arn \

--name permission=set-name \

--tags Stage=Test, CostCenter=80432,0wner=SysEng

vV V V &

£ IAM Identity Center AP| B IR ZEH
EAT 5 API BERIE R, MBI IAM Identity Center FF AT £ #1 1T EBE R ER,

« TagResource
ListTagsForResource

» UntagResource

* CreatePermissionSet

* Createlnstance
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19 BITEREEIRE |, SIRERE IAM Identity Center H{TEBHIIRS,

- MREHEBTE 2023 F£ 9 A 14 H 28 EA IAM Identity Center , BN EE S W AEEERIZFM AR
EF#TEBEY, HENEESSE , REEIIRS M IAM Identity Center 12 A BMARFE1TE
BRI,

- BNEBETRECEM IRISEEIHE |, LR IAM Identity Center (RE#/TEBEMNEN, BENE
BEEE , BENIRFHIBEAFBE,

EXREARIRCTELREAMER IAM Identity Center Y E i FE 12
UBER  SYREISEER

EENBEK fLfFsso: ListApplications{B R AFFEAME IAM Identity Center APIs B , €34 LA T8
o EFIBMBURASRR L EEER,

;I_

,n E

ListApplications FFAI2&E#EZ{E APIs :
* ListApplications API,

- Ed |AM Identity Center EZ AP FEAM API BLIHAE ListApplicationProviders APl,

A THBAEEBE , AZ API RELEREMEA ListApplicationProvidersE
B, EEARFFE ListApplications API{BIEEREE API , BHBENLESTEER
#BListApplicationProvidersEEHBRAR :

"Statement": [
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{
"Effect": "Deny",
"Action": "sso:ListApplicationProviders",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "sso:ListApplications",
"Resource": "<instanceArn>" // (or "*" for all instances)
}

BHEIFTAE API B34 ListApplications , BBRRAEEFF ListApplicationProviders,
MRKEAFE AR , AIZIESL ListApplications APl

"Statement": [

{
"Effect": "Allow",
"Action": "sso:ListApplicationProviders",
"Resource": "*"

}

-

ERNBUREME , S XE UBKRILEEBHERE,

H# IAM Identity Center 231 #J SAML ZRRAARKIRERE

W1ZE AWS A O#B8517EL AWS BES F SAML FERRR B | IAM Identity Center % IAM Identity
Center B3I F{EIXH SAML B8R Web AEBNEERER K SEELBHTINEYE. BEEF
IAM Identity Center EE4#Y SAML ZRMFEAER , BERTYIZFE,

1. BEAAWS FEA O/,
2. BEREAAOMPUEE  FIRE Shit & , BERAEXEE , REKE Shift &,

3. REFEALBIEREESERANARLNET. "EREUEAUHABRSE  BEEER
XML , RE&EGABTREE B,

4. BEEIEZE <application> LEE, B EEKBHEXGRERERSE,
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® Note

BLRBREACNEXRR TR EBELERF, LEFERE Windows 10 LEA
Firefox, Chrome #1 Edge BIE &3¢ TR

BFEMEAEFBREREINS SCIM TR L 2 IAM Identity Center

MRENE D RMEE (IdP) FREAMEA SCIM AL FEREMEER IAM Identity Center , BAIRERERE
BAERERFHREEIRS KK, ETRERRE AP FHFEHAEHREE IAM Identity Center ER T #H
B, BEEERERE , 1AM Identity Center SCIM APIls 2/EEHERAL , REMBENRARERREER, &
AILAE IdP B BESER Ul R ENELIRRRAL . HE , BIULUEAWS CloudTrail HFEHP KRB BERHEKX
B E A

N 1AM Identity Center SCIM BERNFHHEN , SE4E, EANTIENEREYHSENIREN
3EIE , 552 SCIM BiE A EEEHH IAM Identity Center SCIM E/ER A EIE™E

LT RILHFERN-EERERER :
1. |dP FHEREMHRIE—E (HF) 88, BR—E (RE ) 8BN/FETERE,

SRR . TEBET 2 EEREERR . 'name.givenName ' WEEERERERYGE  REXLERE
FAFKZEXERX © [N\p{LNp{MNp{SNp{NNp{PNN\N\\r ] + ; "name.givenName ' BV{EEERM
ERERYS : RENREXEARARER 1"

BRFR HRERENHNE—FE (BF). REZ—@ (RE) NETEHE. i, FHE
E |dP REEREYHHEY SCIM EMRS B EABEEMAELBMNIEEE,
2. EEARFEREBEIZEAE-BUNE (BA "ZEBM, ). flW, ERETEERES (P +
EENTHENEREDRG S EEFH4ERLL , MEN 1P REAEER S ABHEN
ZEZFFEE,

HRALR . THH B4 EIB TR 1 R
R TT RIBE

i SEH AP REREWLE SCIM ERS |, SUEBEEEBMMNE—HE, fll , REE
BIEEEERE TEEFRRBRIRS

i. WMRALZREMHE AP WEAEWHTBREMEBYE , EUUBKREME K SRERASE
RE—EFHE,
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iii. MR FEABERRTE BYE AWS |, B IdP NEREYHR SCIM MRS h R ER
B IRV AR

3. W IdP EEERBRIBZEBIERLYE BE (IAM Identity Center , EtHId A ) FRNERE,
RAFEREZBIERERN IAM Identity Center B{TEBHRFEME—N , AEBRERE
usernameffi & AR LLE BB M,

FRIRFZE : FEIR IdP Y SCIM {ARBE A E — B 1% IAM Identity Center RFHIEAELE
¥, Bl , 7£ IdP userPrincipalName™#§ usernamed} B5T E SCIM FHjuserName&d
%, LUAZEZ IAM Identity Center AS 2 EfER B LUETRKZEE 4,

ERNSE D REEMEERENEFERERNER & NEFEER

MREENBE D REE (1dP) R EMEHFERIEE] IAM Identity Center 2RI |, iEAIAERH
RIGRSNER 10P ERERFARBHE—NBEE. BURSENEE IdP FIREI T FIERFAEL

g

N

EREVHNERER
ETIERT , B seEET WEE

o A

« SRIESNER 1P RERA BETHIEME — B | AR IAM Identity Center HA4BRK—HNEBM, BE
# 1AM Identity Center 523 & = B A S £ [F 25 B & 1dP,

- =12
- REHBUEREEEBMNERE  ELBEMT IAM Identity Center FAEHZME—H,

- il , BEASHEEEETHIBMAIRE IAM Identity Center fEF &
- EAEER : Jane Doe
- TEETFE b : jane_doe@example.com

- R, BEREAR PHRLESTIIBMNS —EEAE
- &S : Richard Doe
- TEE 7ML : jane_doe@example.com

« S\ER IdP 2 E R IAM Identity Center FREIZMZEUERE. TiB , ELBFERK , B
AMECERAENETEEF B U REEENE , BAARKE—/,

EANBE T RUEMEEAENFERECNEAEFAER 422
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FERERERE. TEEFEMiutf externallD XERME—H , BB 1P FAEFTEER B L F
IAM Identity Center, [E#kith , BEABBLARM K , JAEB IdP BHEFEERTHRZ Z |IAM Identity
Center,

BRAEREREBALENE D RENENE  TRRECMHRE—N.

EREEFEHAERBES UPN RKEZEEA

ERAETREEERBEAEALARBACAEEBHBIAREA AWS FRA DML, EAZHIER
T, ERAEAMUEAEMERAEERE. HTEEAEE (DOMAIN\UserName) E UPN B A& ()
BAFEHAEAOMIEUserName@Corp.Example.com, & IAM Identity Center £/ 2i%i8 MFA Bt A
WiERES%  ERFENCEREARNTBARKERME , RERLEEEER, HLRAP , FAES
AFAHTEEARRE (DOMAIN\UserName) B A, MEFMENR , F2[EIdentity Center FHER
ZERE. WEAREA Active Directory ZEAE BB —MREF , 52 B Microsoft X H#ELL
FtHEAEEBER.

BEZXIAM AGKWRE "EEXHZREFACHTERE, BR

BERETH IAM AGKE  BAfEEX =3l TAWSReservedSSO_ | FEMNAEETE, ELE IAM
Identity Center [RIEERFHEBIMNAER® K MELAGREBHFIERRAIKRE, EXER IAM £i4
AIERELABIKEHTHIEER

'Cannot perform the operation on the protected role 'AWSReservedSSO_RoleName_Here' -
this role is only modifiable by AWS'

B A RN EEIRSF A 1AM Identity Center Administrator 12 &5 AWS
Organizations. &% , B AILUGB E @ T #HIEE AWS BHIERHIES,

Bk (E BB EERER

EESEAEEREA AWS FRAOMALHECEASEEE ? BEERZEN , HAZR42ERE B
PR TSR BB R/ IAM |dentity Center R EE 5 5 BN BRBER,

MREAEFRABBRENERE , REWZEIEERR We couldn't update your password , ERE
=& E AWS CloudTrail FRékk B, EAILUEB R T HIEREMRMFTE CloudTrail WEHEERRHZTER
REERTH

"UpdatePassword"
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MRASRBUTRAR , G ReFERE &

"errorCode": "InternalFailure",
"errorMessage": "An unknown error occurred”

HEENE —EURERRREERICERAESBENDEENd. SR BHALRERBERR , Hlm
'surname.givenName's Fi8 , REFEAEERBARHEER , TSR KRFT , ETRSER AP Y
FIEETFT , EMERER. GURAEZEEAUERNAREREEAEERER , URREEHEE
B,

MREBEMREFE , FBIBAWS EH D,

ATAIERSE TRIERE  BEEEFIERNIRFRERER

WMREAEA System for Cross-domain Identity Management (SCIM) BN G £ iR E T BB
B, UHEESRLEULEE, ERmE  ECEAENFEAEMBNEEEIIMEG  ARERF S REERN
HEEAEER (BEARERE) B8 (ERAREHE ) EFNEILR , IAM Identity Center FHYFT
RESNBESE TN —RIFRBIEE. T8 , IAM Identity Center EE AT ERERHAREEZRDF
WaE K RAbEAERFENEBNEHRE VIS BFRELK, EREAA VI ZENERERED
48 1D EFEE.

HEER AWS IRF 7H , B URZAERN AWS 1RF ( 28 ) BRECEAERNFENFTIE
REBEFIEENERGEAERFE. ESERANEAERFANERBAFERTTE, BRI,
FREREARAFR , SrURZEARANEREAEFETBRERAERFENFI , REBX
#iE A E WA

B A LIEBE 2 CloudTrail BEEREE RS S AWS CloudTrail S8 E | UERSEZEREZFEH
EZBHEEN SCIM BEHEH,

BREEZREAEN BRERRERNEAEN

WMREHE |IAM Identity Center PR EARERN B B EAER , F1E , SARBRAENSRMHS
CHFEMS . BELASE IAM Identity Center A EAEXNARBRS|IEHRFIULLENA,

N R EEEEL T RIS FERg FE A A2 0 EE IAM Identity Center 2B EEER , FRLEFRAFMIA
NSRRI R,
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EEREEAERNRE s REET AR , 658 TRESFRAMER

WHERTUEEZERRE , EEh—@EE RERRE SAML &R P &S FHEEAHE IAM Identity
Center FEAENEHATHEA,

£ 7 % |AM Identity Center fEFI EEFEAINEE 1P A S 2 RIRFHIIEA , THIIEBHER true :

- SAML namelD X ( N EpRHERTE ) VER "EFEHH,
« namelD B4 AR IEM (RFC2822) XA F & (user@domain.com)

« namelD BEH4 A L2/E IAM Identity Center IR B FEAENEAE BT (IAM Identity Center Y
ETHHHUREHEFAALTEE - GEALEEREEREER)

« SAML 2.0 B¥& ™ 1AM Identity Center BFfEX & & 7 1Rt E F 1AM Identity Center Z E# SAML
EFEFH 1 EEH, EFXEMEN SAML EH,

- MNREHER IAM Identity Center tRF A FEURFINEME |, BEA TIIRER :
- 1€ SAML SRS HBHEHELBEERRNR 50,
- SAML BERTBIR2ZEEM.
- SAML BRTBISHEEBHSEBME,
- BUHETBIEREBI XML B8R E.
- BBEAMLER SAML EEMNER |, MIE—ME,

(® Note

IAM Identity Center T &iEi& SAML B & A ERAENEE "R, BUFRAELEE. EX
REFAEXATE IAM Identity Center P FEIRIEIR B EMHETALEL , FEEE A IAM Identity

Center,

B 5 RMHE B ERER Assertion Consumer Service (ACS) 2 A4 IAM Identity Center #1T1# 88
R ACS URL B , thATREZE 4 LSRR, B EEMBEET LM,

AL, A LLET#E AWS CloudTrail Mz 7£ 444 # ExternalldPDirectoryLogin L &5 |, i — S 5 B k7
ABEoREEZ AKX,

EfAEEREANSEIRHERAR | R TREFRPER 425
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iR FHURHIAY B SR

MREA ABAC HERAERERA FiEMiam: UpdateAssumeRolePolicysF Al , AIRE & 8% 4 L 88
BREFEUEHIH B,

EREM MFA &R , REWE "TxXEAER, AR

Google Chrome, Mozilla Firefox, Microsoft Edge 1 Apple Safari Web B|& 25 , 2A& Windows 10
Android ¥ & B #1 32 #& WebAuthn, WebAuthn XEHNFE L THAIEREMAFE , f2E macOS M i0S
BBERENFARIRZE. IRFEAZEAETIENZAESRNT A LM WebAuthn & |, {9
SEIRLERAMECETRTZENEE  EMMAGWRER , BHAZIEMEXENGZE. 8L
ERT , 55208 FIDO2 : Web Authentication (WebAuthn) , AEUSBIESS/ LA ENFMET. NE
IAM Identity Center /1 WebAuthn BIFEHIE R , FBSBIFIDO2 BEEs.

Active Directory "#E A& 1 BEKRERR D ZE IAM Identity
Center

Active Directory #815if /I EEHER AD EAEYHNTER "EEFHME, o IAM Identity Center £ &
HY Active Directory =B AR HEREEK, SFIEERE IAM Identity Center ERSERARENE , 5
FERAREERERE (SERATEFENEMEE ) SUNANEE  BFHEANEERERRME IAM
Identity Center &2 FHREH,

EMH MFA 2 AERIEER

EFRAEEXRFEARBARE I REEENIRSE (20 Oktazk Microsoft Entra ID) & A IAM Identity
Center , Bff A SCIM BB EASIRE TBMEZ IAM Identity Center B |, TIRER B A M EERR, #§F
AERFMHEZE IAM Identity Center 2% , FEEFRILEE, HEFRIRFS 2MEZE IAM Identity Center,
MRRE , FRENABEsREEFNHEB.

EREAFEASIBERERAENGZMIZAR , RIKB "#4EFEHE
Hﬁﬂ’]ﬁﬂ R Flﬂzus

DB A ERN — X EZTE (TOTP) R , 140 IAM Identity Center EBARER BT AERN & 2 BRFTES
FERARAREBEEANRS , KEAFRNARECENFERS, BRESRIJIFEAEINZEN
HEIRRSEAENRERE , AFBHEREEELNRBURFESTRENRIR , Fla0 NIST (https:/
www.time.gov/) SR E b A/ [BIHHFIRE,
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REE ETRE , ERE A IAM Identity Center B |, B2 E IV EE

B

IEERERFRRIERY IAM Identity Center FITEIBHIE F 7 iRMAE#F (1dP) IAM Identity Center IETEER 4
ARESSRR , RERTEBE, BRMEZEREBTHER

- BREECARBAZKELNAFANRERE. ERLSBHNGRHREABBRE. WREEER ,
ERLE B HNR—EREDS S E M ERSEEAGE (NTP) [ &R:R.

. FERR L{EZE IAM Identity Center 9 |dP 'RFEEL |dP 12 EBFHER., B EBEERE , # IAM
Identity Center R EMERE. EF I RBEXRSIFERF , BEDHE  AREEEEF»RE. OR
|dP #1 1AM Identity Center BETHTF , FHEFTRFE A IAM Identity Center,

- BRESTREEDEERERPHN NamelD BRUT :

* urn:oasis:name:tc:SAML:1.1:nameid-format:emailAddress

- MBEFEARE B AD Connector AWS Directory Service #iA & 01RHEE , BEEIREREHE
ABREAR B, MEFMHENR , F2EE PEHER AD Connector lRIEIRFZE A AWS
Directory Service& #l.

B ERERWKEIZRE IAM Identity Center B E FEB 4

IAM Identity Center R EIXHFIE E FEHHH AR Bt =k no-reply@esignin. aws no-
reply@elogin.awsapps.com. HEFRELNBHRR K FHESREELFTHEEFHHHUNE
FEMH , WEFEKRERABIREBH SN REBHEE,

$555 ; 8 L delete/modify/remove/iE IRE EIBIRFE P MBEZF A&
FORER:Y:
AR E RN EECBALIE , AL ERNBEREHEEERIESHTNASRDHST

AWS Organizations, HEEMRILEE , FUAERELHFTNEAESSTEA , RREABRIATE
%, BB EBERCESERFTNAR, UFEFMET K F2HEEMRERS.

2 RTITEREF AR TR T HER

Web BB AWS TEHS ERHFIREMFERAERREFIHBEE KM T/EREE AWS CLI, 7]
DERAENER, FESIHEE  BFROAFHKEAENSIMY K AEBE - , SEHRETRER
EA. EERTEEEERLERFECHIFEERMNGESR , #lwl IDEAWS TEH A WEEEBERFER.

1

3

=h
==]
)|
BE
Y
PN
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ERAEER

M4 R S RO 8%

TREREA AWS IAM Identity Center X EEFIBIER, RMEEREEHN G , UEBEEEGLE

M EREES.

- RETEEXMHERIEE : 2022 F9 A 23 H

SoBmERE THEREE

EiREER !

4% IAM Identity Center AD
Sync

EHMECHFEN TFEEER

AWS ZEBRNEH

IAM Identity Center BXf T4E

mizEdE

IAM Identity Center BXFHE

il

DU

BT HEoEmERE TR
BREVITRE ( ERIBAE D RA
TEFEER ) o

EXMEBAPFIAR , UREAE
B 65 4 R B

R4 SEEAE A 1AM Identity
Center AD Sync i Active
Directory A&, Rz , &7
LA R 1AM Identity Center 7]
FREHR AD Sync.

MIBRBEF & TIERSERBF , EEHT
% IAM Identity Center T #EP&
BRISERFE,

2 E# AWSSSO0Ser
viceRolePolicy

EBRIFF T,

AWS ¥

EFH A IAM Identity Center
HBEARFETERN TER

=o

EFH A IAM Identity Center
ERARFEHTERNASN
BF.

B #

20255 H12H

2025 5 A6 H

2025 4 A 17 B

2025 4 A 2H

20252 A 11 8

20252 A 118

2024 £10 A 10 H
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ERAEER

AWS 2 & BURH EHT

AWS =& BRI E#T

AWS ZEBRNEH

T4 BEE IAM Identity
Center? - WEH &

AWS ZEBERNEH

AWS Z & BURH EHT

AWS =& BURH E#T

AWS 3 & BURH ERT

EE# AWSIAMIde
ntityCenterAllowlLi
stForIdentityConte
xt AWS ZEBRMFTA,

2 E ¥ AWSSSOMas
terAccountAdminist
rator AWS S EBEERMEF
af,

EE# AWSIAMIde
ntityCenterAllowlLi
stForIdentityConte
xt AWS ZEBERF,

B T #R 1AM Identity
Center BEFINBEN AR

EE# AWSIAMIde
ntityCenterAllowlLi
stForIdentityConte
xt AWS ZEBRMFFA,

EE# AWSIAMIde
ntityCenterAllowlLi
stForIdentityConte
xt AWS ZEBRMFTA,

EE#H AWSIAMIde
ntityCenterAllowlLi
stForIdentityConte

xt AWS ZEBERMNFFH,

EE# AWSIAMIde
ntityCenterAllowlLi
stForIdentityConte
xt AWS ZEBRNFF .

2024 £ 10 A 2H

2024 £9 A 26 H

2024 9 A4 H

2024 8 A 19 H

2024 £7 A12H

2024 6 A 27 H

2024 £5 A 17 H

2024 4 A 30 H
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AWS 2 & BURH ERT

AWS ZEBERMNEH

AWS ZEBRNEH

AWS ZEBERNEH

AWS Z & BURH EHT

AWS =& BURH E#T

AWS 3 & BURH ERT

2 E#H AWSSSOMas
terAccountAdminist
rator AWS ZEBUERMEF
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S EH AWSSSOMem
berAccountAdminist
rator AWS ZEBURMEF
A,

2 E# AWSSSOReadOnly
AWS ZEBENFF,

EE# AWSIAMIde
ntityCenterAllowlLi
stForIdentityConte
xt AWS ZEBERF,

EE# AWSIAMIde
ntityCenterAllowlLi
stForIdentityConte
xt AWS ZEBRMFFA,

EE# AWSIAMIde
ntityCenterAllowlLi
stForIdentityConte
xt AWS ZEBRMFTA,

EE#H AWSIAMIde
ntityCenterAllowlLi
stForIdentityConte

xt AWS ZEBERMNFFH,

EE# AWSIAMIde
ntityCenterAllowlLi
stForIdentityConte
xt AWS ZEBRNFF .

2024 54 A 26 B

2024 4 A 26 B

2024 £F4 A 26 H

2024 54 A 26 B

2024 £F4 A 24 H

2024 54 A 19 H

2024 ¥4 A 118

2023 11 A 26 H
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ERAEER

o AWS SEBREE

IAM Identity Center AF9HY18
A

2 E #1 ldentity Center APl 2
Ehpy A& MEAE

AWS B —2 A (AWS SSO) &
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Center

B ER BT A SRNE
EXEBRX

XEFERA AWS B [EH

AWS & BURHERT

XEZRNERE
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tityContext AWS &K
RHFHEA
#i8 7 B A 1AM Identity
Center MIZ N EEFE A BB
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