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ftIE= AWS & A ?
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- EAAWS EEXEA

« BAZH AWS 7FERA O#uh

- UBEB 28 5EA

« & & A AWS Command Line Interface

- FA BAAWS EERID

MREEZA FERIEE AWS IRF |, F2E U AWS IkF BABEETHREDE ., WF HNERA ,
AWS B ID B2 H ¥ AWS 2ER ID FEETHREDE, BEEM AWS tkF ? 5Eff. AwsH
FREM M AWS BB FAER | B2 EBE RN,
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- BABHRE

- ¥EENERERR
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thiEA AWS IRF BEEED IAM BEEE, EESBEREAEN (IT) AR , REE WEA AWS iR
F., EEEYH PWHITBER AWS IRF aREEBNEMRKE, EEESETNEE WERE AWS R

e 1


https://portal.aws.amazon.com/billing/signup#/start/email
https://aws.amazon.com/contact-us/sales-support-1v/
https://docs.aws.amazon.com//general/latest/gr/glos-chap.html
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Fo. it @3 IAM = IAM Identity Center EF %, EEESSRHEELFEAEFIRENEA URL
REA AWS,

&5

BE AWS IRF B2 80 AWS ERM A FEELE RN S 5, IRFEIRFHEEENE 7B iR
TR AE ER

BE
JE S
Z85R

HEAFNERRERNREB/E. ETHIRIVNRER , RRSEAZAENREBRIFLUEA , BIRE
BAABRNER. BEAERREAERMHL AWS UBEANMER AWS BERNER. AEEAENE
ABHTNESEFEHF i, FREERE. FREETRNER. &P ID HAIB, BEE , UARE—

ERZEERRE (MFA) K5, HREXRFEN , KETUEATRER. ERETREAEHE

MEMR,

ME\EEAERNFRES , F2RAWS Z2EAEH,

@ Note
ERAESBEIHBEANEHERECRAREREER,

NEIZEAEF

EREFMEAREBNERKREHNEAER, ENLRAEESALE RES AWS IkRF ERER
RENNFEBNEFRNAREAER., EEBRAEHNERENEESIRK A ETRMHKBE.

ARETE

BB AWS 2B ID K, BUUEIRERE. ZHNREETECRUNBBEN , UREES
BEEZREI (MFA) ZEENEAD ITERBNGE D, BHallE—F 7HRELRE , UREMNAREER
HEEFHER, IF XEERHEE WERNFHER AWSIRF , F28 AWS EER ID FHEAM
AWS EAE#,

REHESE

BEAEZAENRAREY NEFBHABUNER AWS 1RF. BMEIEZESE MFA B ERER
ERE  UREREMN, REAEBERMRFHAE AWS RENERN TR FZIE, NFERERE
MEFMAES  FSE BERAE.
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EAE
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AWS BEATESEE AN REHA AWS B, AN EREFRZRWTFER AWS REMNEEXERRE
N MEEATEEENWZEEE , FSBAWS & A in B FEl 5,

BAEHE K

CloudTrail &K EBEBMA , AWS IRF S BB BAERLEENH, THERAUBYEE—FT
RRsNEREASH,

« CloudTrail HFFE2EXEA AWS EEFEA, FIEIAMEAE, BERAENHESEsEAERAE
HEBETE CloudTrail BFERPEER K, MEFHMEN , F2H (AWS CloudTrail fEAEERM)
FRIAWS BEE XA B AEH,

- MREBFEAEHRHEA AWS EEXHEE | CloudTrail @#5ConsoleLoginEBH R HERENEE

EEF. MFE AWS B2 ARBNFHES , 528 (AWS —iR2E1Em) FHAWS A 26 A E
o

- ZEH¥—L T # CloudTrail Z{528&% IAM Identity Center BIEAEH |, 528 (IAM Identity Center
FHEERE) PH 7 # IAM ldentity Center A B4,

« EEE—D T # CloudTrail 1A% IAM FESKFRNERAES T ER , FEE (EAEER) T
£/ Fo#k IAM A AWS STS API I AWS CloudTrail,  AWS Identity and Access Management

AWS Sign-In XENERSERNBRNEREFBER , TRERBARCEN IR 7 RRFEES
FEL. HRIRERE K BRLES E&ﬁ%hmﬂfﬁﬂzguﬁﬁ%o HRMABZERARE  BREexREIM
RERETHMG, WFEFMAER , F2REAUERSER BER N E R I2 6 B R ZH 12 8 F .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/general/latest/gr/signin-service.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-aws-console-sign-in-events.html
https://docs.aws.amazon.com/general/latest/gr/signin-service.html
https://docs.aws.amazon.com/general/latest/gr/signin-service.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/understanding-sign-in-events.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/understanding-sign-in-events.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/cloudtrail-integration.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/cloudtrail-integration.html
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AWS ZA SR BERFEE LS CloudTrail, EEREBERFEREFHE (RCP) EE AHIBER
TFEUEF | CloudTrail SRR , BEMENBERMAEXMRERE ( AFFHIERL ) . FHEL
BRREERERENFIER , YHRRAEHBELETHESE . NFFAER  F2REESEN
B

THBPFREREBRIEBARTIZAEAERN CloudTrail B4 :

"eventVersion": "1.11",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/ExampleUser",
"accountId": "111122223333",
"userName": "ExampleUser"
.
"eventTime": "2026-02-18T21:19:2827",
"eventSource": "signin.amazonaws.com",
"eventName": "Consolelogin",
"awsRegion": "us-east-1",
"sourceIPAddress": "[IP_ADDRESS]",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) ...",
"errorCode": "AccessDenied",
"errorMessage": "Authorization denied because of a resource-based policy",
"requestParameters": null,
"responseElements": {
"Consolelogin": "Failure"
.
"additionalEventData": {
"LoginTo": "https://console.aws.amazon.com/console/home?region=us-east-1",
"MobileVersion": "No",
"MFAUsed": "No"
1,
"eventID": "db26d1f9-ce73-4dd9-9081-cdf2aEXAMPLE",
"readOnly": false,
"eventType": "AwsConsoleSignIn",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "signin.aws.amazon.com"
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}
}

It CloudTrail BB RABMNERABAER  HPEREBEKIERLFR, errorMessage #Iig
HERERNBERER . "EREBCRIEEZE,) BEAREREBER , & "TEREFIBERIERRE, B
FM® RCPs, BHEHE IAM E£AES S, BEBE. XK IP tutMEA B K,

CloudTrail ¢t ¥1ERFERIEAE (AWS ERAHEREAENTAEREEK ) MRERELE (EBX
ERESAEHNRIEEFIE ) EESH,

HE N ERERE

EANSFREBRREE2MEREIN AWS FHE., B S8 AWS IRF ARFEAE. |IAM FH
#&. IAM Identity Center FERERBA B 2. BRI LUER AWS Builder ID ##iR 8 R FZEUEE AWS
REMTE, UTHNEFENEAERD,

- REAE

- IAM FA#&E

« |AM Identity Center &
- BEED

« AWS Builder ID £/ &

BEMAE

LBARFHEEENIRFREAE. FARERAE , BUUZEEN FHFE AWS REMEIR AWS
WRFE, E—IREL B AWSIRF , BERE-—BAFIFEK , X5 7 ITBEEFIIRFHHNAE AWS iR
BHNER. WEHDR AWS IRFRERE. B AEREARENIRFNEF bt MEZT | BURE
RENEDBEA, REAEFERA BAAWS EEXEE, MEMAZRANZELRA , F2E UEEH
EAWS EEFES FHEA

/A Important
ELEY B AWS IRF , B8t —E& A8 AWS IRF theroot ERENEAS SR , T2
EBHMAE AWS ¥ M ERNBEFIE, SAEZETECAREAERUTEEER. &
REEREAEBENER  F2H (AM EAERER) FHEZREHEBFENES,
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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mFEIAM BOWEFMAES S ERERE  F2R IAM By (FRE, EAEFEANAS ).

IAM EH &

IAM EAEREHEEPEYNER AWS, WEAER ARTRHREEFIFTH AWS tkRF W& 5. &
IAM EAEBRAERETSAREA NEBAEBAWS EEFEE, MEMFAZANESHREA ,
UIAM EARE AWS EEEEE D8 A,

o
B =
&

W IAM EHHFMETR B AM £AE  FSE AV 5 (ERE ERAERENAS ).

IAM Identity Center £/ &

IAM Identity Center fEFI & 2 B E , AWS Organizations A SUEIB R FEA O R FH 2 E
AWS tRF MERARIXMN AWS FEUE, MRHE LT EH Active Directory S E At & 7124t & B 1AM
Identity Center & , IAM Identity Center FEYERE AT AEAH A TBEZE A, 1AM Identity Center
A AR S RME K BEEEUNEHPEUFEAE. BRI DRMERM , 1AM Identity Center HHY
FEAENSFEALZN AWS FRAOBLEA , EREABNBFEREA URL, |IAM Identity Center 5
E|LER AWS EEEIEA URL B A,

IAM Identity Center R ABEEAE AT AR T IE— L EREEN AWS FEA O#8%E URL :

- EBEYRBEEEINHALE
- KRB WEFEH , AWS REMA IAM Identity Center BV 5FE

® Tip
IAM Identity Center fRIGEIX R FTE E FE 49K B #thiik no-reply@signin.aws % no-
reply@login.awsapps.com, RPIEZBEREETFEHHRR  FHESREELTHEE TH
Hibut N EF B, MASEERAREARIRBHEE,

WMEFENMABANZELS RS , FSE EALN AWS FEA O,

i

(® Note
ERMEZBELAFEN AWS AORLWEBISEEA URL I EEE | LLEBEZYLUEFER

IAM & 6


https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://console.aws.amazon.com/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html

AWS & A EREES

2% 1AM Identity Center RYFFAHEF , 72 BT E = IAM Identity Center ?
BES D

BESsRUUEAMENALE S REE (1dP) BAWERE |, A0 Login with

Amazon, Facebook, Google S{E{AHtEL OpenlD Connect (OIDC) A IdP, FH Web B4 &
o, BALUEBEREBBFTR  ARXBEFHPINERZLEAER AWS | SIS EEEFAH
IAM A& , IER PHER AWS 1RF, BREA AWS EEXRE X AWS FRAOBEEEA, R
2, FAPHARE s ERELENEALN,

MEFHMES , F2REALUBE S5 DE A

AWS Builder ID %

BAAWS BES ID FRE , ERAIBAEFIHNEREE AWS XTE, AWS Builder ID FAEE®H R
AWS tRF ZEHREREERINEMN . AWS BB ID AREZEA , BUUFEAERFE AWS
[REMTE  MAEEZEAWSIRF., ZEE—EERER , BuUlEHPEENEHENER. NFEFHA
&, F2EFER B A AWS EZEXR ID,

AWS Builder ID E24&#9 AWS Skill Builder STEIRE MR LBB RO , BABERPE AWS EREZ
BARLEREERKE. NF AWS KEERERNVFFHET , FSRAWS KEERER:.

BT IREI B A URL

AWS RIRER AWS EHEFE |, AT ES—E URLsRIFEL . MFFMEF , FSEHEER
EREEE,

FE

« AWS tkF BEAZEZEA URL
« AWS FEA Of8Lh

- IAM EAEZE A URL

- BEH D URL

- AWS Ei&E257 ID URL

AWS 1kF REMAEZEA URL

RERAE AWS EEFEA £ AWS EABHEFE : https://console.aws.amazon.com/ o
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://openid.net/connect/
https://skillbuilder.aws/
https://console.aws.amazon.com/
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B AREBAILUREL IAM EAES DB A

AWS FELA Ok

AWS FELA O#815 2 |IAM Identity Center FEAEZEANEFEREIRFHNSEEA URL, EEEE
7£ IAM Identity Center FEMFAER  EESS;ZEFRAELSWEMA IAM Identity Center K E
FHHBE , ERVIIREEESIREAEINALS , HPIE—XEREM AWS FEA O M
URL, #EZA URL XM TR :

https://d-xxxxxxxxxx.awsapps.com/start
=

https://your_subdomain.awsapps.com/start

BENBEAURL EEFATE , ARLNEEERUEFTC. FEMWEA URL ATRESLFR D HE , &

HEE 10 EREERRNFE., SN FRBEAIEAREAURL, YAREEENATERE , T

BIFR R

| ¥ AWS Management Consale % | T - 0
> © @ https://AnyCompany.awsapps.com/start Q@

AWS Free Tier Dwerview FADs Terms and Conditionm

® Note
BRMEZBEN AWS FERAOBEENISEZEA URL IMAEER , LEBRRAIUEFE,

WFE AWS FEA QMM HMET , F2EER AWS FERA O,

IAM EA&EZE A URL

IAM ERETTLLAWS BEFERA FAKEN IAM EAEEA URL EE . IAM FHEEA URL &4
TI8H AWS 1RF ID S BI& M signin.aws.amazon.com/console

IAM fEAEZ A URL WAEEH -
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https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
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https://account_alias_or_id.signin.aws.amazon.com/console/

MREWIRF ID & 111122223333 , B EA URL #$ 4 :

| ¥ AWS Management Console % | T - o
» © @ https://111122223333 . signin.aws.amazon.com/console/ Q| @

AWS Free Tier Diverview FADS Terms and Canditiom

MREE AWS IRFE FH IAM FEHEZEA URL FE FEZIRRE |, 5520 RHvEM AWS Identity and
Access Management AERSFE M E Ao

a5 72 URL

BEFIHNEAURL BEAMTE. AFEDHNBEDRME (1dP) EREBREF 2 EA URL, 4
8 & % AT LA Windows Active Directory, Login with Amazon, Facebook = Google, 301 fn{a] LAH
EEDEDBANFHEN K FHEENEESR,

MEBE S OWFMEER , F2EERN Web BIE 55

AWS EEz28 ID URL

AWS B &2 ID s ERER URL A& https://profile.aws.amazon.com/, {EFREK AWS ZE88 ID i, &
A URL BURA S EEZEH RS, Hlan , HEEZ A AWS Builder Center , 58BEX AWS Builder Center
LR

¥ ERFTEENMEE

MRIEERAFH — KB AE (NGFW) HEZ £ Web Gateway (SWG) & Web AR EFNEZAIRF RREFIRSS
E AWS il URL in B FEVE | RIS EA T HRER URL ImEFIEE Web ABREFEBRARA
nq:lﬁﬁo

AWS ERFHRENE AR

MREHENBREN P P ER  BURFEAFILBET LR AWS EERERE, T
BAAESESRFH VR EERAWS EEERA,

* [Region].signin.aws

Bi& 5% URL 9


https://docs.aws.amazon.com/IAM/latest/UserGuide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc.html
https://profile.aws.amazon.com/
https://builder.aws.com
https://builder.aws.com

AWS & A EREES

* [Region].signin.aws.amazon.com
* signin.aws.amazon.com
« * cloudfront.net

» opfcaptcha-prod.s3.amazonaws.com

AWS BERFFBENEAETERT

WMREMER CLIAWS FREFZAFEIRS , AIAARFIIHE AWS BARGFHEHIRR, kSRR
HREE , YR F-HRNEREEEABETE,

* signin.[Region].api.aws

& #Region# B AEMI AWS H[EiH, BARMEEMEESE., 6 : signin.us-

east-1l.api.awso.

AWS FZEA Oy EAFEENFEE

MREEAFH — KB AE (NGFW) HZE £ Web Gateway (SWG) & Web AR EFEMEIR T RIREF R4S
E AWS 1 URL i BV ZEVE | I A THIMBIEER URL InHi#iBE Web ABREFRBRAERA
FPBE., ERMAUEESEFR AWS FEA O,

TH;EERME IPv4 FEHBREE  UREFIEE Web AREHBRFARSRZRAIIEEN URL inE, WE
HEHBIRENFMET , 528 (IAM Identity Center fERHIERT) A E L A S F B L /o FF 17 EL
AWS FHA O .

IPv4 RREFBE

 [Directory ID or alias].awsapps.com

[IAM Identity Center instance ID].[Region].portal.amazonaws.com
« *_ aws.dev

 * awsstatic.com

« * console.aws.a2z.com

* oidc.[Region].amazonaws.com

+ *_,ss0.amazonaws.com

* *.sso0.[Region].amazonaws.com

AWS ERFFEENE AEEREY 10


https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-identity-center-portal-access.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-identity-center-portal-access.html

AWS & A EREES

* *_,sso-portal.[Region].amazonaws.com

 [IAM Identity Center instance ID].portal.[Region].app.aws
« * aws.dev

* * awsstatic.com

* * console.aws.a2z.com

* oidc.[Region].api.aws

* sso.[Region].api.aws
 portal.sso.[Region].api.aws

* [Region].sso.signin.aws

* [Region].signin.aws.amazon.com

* signin.aws.amazon.com

« *.cloudfront.net

* cdn.us-east-1l.threat-mitigation.aws.amazon.com
* us-east-1.threat-mitigation.aws.amazon.com

* amcs-captcha-prod-us-east-1.s3.dualstack.us-east-1.amazonaws.com

AWS EiExR ID ERFFENHE

MRESHENBRENE 1P P ER | BURFEAFIHREARELNER AWS EER ID, T3
WAL AEEER TR EFEAWS BB D,

* view.awsapps.com/start
 * portal.*.app.aws

« *_ aws.dev

« *. api.aws

 * uis.awsstatic.com

« * console.aws.a2z.com
 oidc.*.amazonaws.com

* oidc.*.api.aws

AWS EH#ER ID EAFFEENMESE 1
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* *_,ss0.amazonaws.com

e * ss0.*.amazonaws.com

 * . sso-portal.*.amazonaws.com

* sso.*.api.aws

* *.,signin.aws

« * cloudfront.net

* opfcaptcha-prod.s3.amazonaws.com

* profile.aws.amazon.com

AWS IRF EEBENLZEREER

MBEBRBIUF WIRFEEE AWSIRF |, RAIEZREHT ISR  UBBERAEEZARKER
AWS Z£REEK,

1.

6

DIRERAEEDPBEALUBRAZEEZRRE (MFA) , IR KRTE IAM Identity Center R AWS
EEFEAE, A%, RELVERE , TERHARABEEE.

BLAWS tRF BEEREF2BEALRE RIS S :

- REMAERYSEERNERE,

- RELEEHNEREAER,

- EHEEERIBENEARFEYFIER,

MBS A URTEL S DM FEE, B MUFHEAEM AWS ZEBEK , Y BRI REERFT.

o SEFAEFHIEE AWS IAM Identity Center (AWS BE—F AWNEEBIRAE ) FRE.

- BEPBBEHEZARIELEN IAM AE,

- IHRFERPBINEARE, B IAM EAEHES 2B BEE,

- WFE IAM ERENFRENR , F2E AM AR L2 H5EEK,

RENLAEBE NWERAZAAWS EEEFEE, REEUNSIBERNE , WEAGEMTE.

HIEHNREREEF B U N EERFEIREFRBREETHEFTMRE , IBRRETUEREEN
MR P ML BB,

- BN WIRFERBE F B BT AWS tRFBRERE.
- EFRHEHFEERFBIZA.
BE IAM PN Z2HEER , UTHEMS S NEREEREER,

LREEE 12


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#id_root-user_manage_mfa
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-root-user.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-primary.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS & A EREES

7. BEUARRAERNEFIES  FANERAERNEABRIEREFME (RCPs) , #E2A
BARFARBCKE IP i ut EEH VPCsiFER, HRERATEALBFIMIIRE , FRE VPC
A R R EF T EBRMFRBLERS (F2EIESREEFR). BABREBK. RCPs #
VPC in BB R AR EFERFNITHEHR D BRKEG, BRBREAE , EABRRSERERE
HERERENRTEHEEAENER. AWS EERREFRNEBETERFE , HUBHLEIRS
HE , BEREMN, MEFMER  F2REAUERSER B BER NG R BUR R Z 6 F 2
afFH,

ZeREBEH 13


https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html

AWS & A EREES

ZAAWS EEEEA

ERAWS EEB XA HEEE A URL (https://console.aws.amazon.com/) AWS & A B | IBAER
BENEREREE  BERAER IAMEAE, IRETHEHCEVEERNFERE , 20 HEHE
WEREEE,

BEAEEETZRENKRSFEE  WEEYT WASHEB AWS 1kRF. A%, REAESEUH
BN ERZE , Hl IAM EAEF AWS IAM Identity Center WEAE |, W A HIERFEERR.

IAM EAER DEBREBIFATAWS IRFE &5, B IAMERE

BEAR , MR ZERE AWSIRE = BIBEEA URL , Hla0 |
https://account_alias_or_id.signin.aws.amazon.com/console/MAREE AWS EA
URL https://console.aws.amazon.com/ o

BN WE—BERTREARS 5 BFRNE D AWS EEXEA, ELEAURTRKRFHME
ERFHPREAE. IAMERERBSACNES. NEFMENR , F28 AWS EETE A Getting
Started Guide F#Y Signing in to multiple accounts,

e
. BUREAE AWS BEIRA FHBA
« LLIAM EFIE AWS BEEEA BOoEA

NRETREBCRBERENERE , F2R WEHENERAEEE,

e

- URBRERE AWS EEFEE 5HFA
« LIAM ERE AWS EEBEEES §9EA

URERAE AWS EETEE SO0FA

FE—REBIY BFAWSIRE , BE2R—EZEASDHER , X5 UTBEFEIRFEPHE AWS R
BR, k59 #A AWS tRF Theroot A% , I EBFEALAREIIRFHNE FEMH U MBFBEEA
RZHL

LRERETDEA 14


https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/account-root-user-type.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-user-type.html
https://console.aws.amazon.com/
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/multisession.html

AWS & A EREES

/A Important
MAREBETEUREREREAEER. RELVREAERE , LKEARATAEHR
ERAEMITHER. NFELEBNZTREE , THREUREAEZANEY , F2H IAM £
AEEMTNEERERAEBENER

LRERZESDEA

BAUEEBRA PSS —EE 2K  UREAESFSBEAAWS EETRE, NFEFHES
AWS BB F A Getting Started Guide F#Y Signing in to multiple accounts.

ﬂllI
T
W
&0

AWS IRF £/ ¥/ AWS Organizations AJEER BIREAERRE , MABLERE EEE , EEH
REWREFFHTREAEDSE. WREELURERAESIIBA , F2H Y AWS IRF EARBEET
HIERE .

1. £ AWS BEE XA BB https://console.aws.amazon.com/o

® Note

MBEERERLLBIESEL IAM EFRESFSEAN , BN REREERAET IAM £
EERAEHH, BECHAREAEEFHBHEA,

2. EERERE,

LRERETDEA 15


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/multisession.html
https://console.aws.amazon.com/

AWS & A

EREER
Sign in
® Root user
Account owner that performs tasks requiring
unrestricted access. Learn more
'|JAM user
User within an account that performs daily tasks
Learn mora
Root user email address
username@example.com
3. ERFHAEEFHMHHUT  WARESHEFERAENEHNE FE4Ftut, RE , BT -2,
4, MRRRRETRELEZREZLERE , FBARUBENZAUEE, IREELIZTHZERE , FER
BRESAREHNBEE—AHFINEZERE,

® Tip
HEFMARESR (RER ) HEREFET , TEZEHK

Security check

Type the characters seen in the image below
i
£ 57

5. WAZBHNERE.

DRERESDEA




AWS & A

ERAEER

Root user signin o

Email: ysername@example.com

el i

Password Forgot password?

Sign in to a different account

Create a new AWS account

6. A MFA B, BRIBFAR

7. &

, REAELEEIBIT MFA. HRBIANMKERFHBRERE ,
BABFERA MFA | EREZIEEN., MEHMEENR , 52 /BAWS Identity and Access
Management { A &) PHWAWS IRF RIEAENZERE.,

® Tip

EARREHEER K BAEREE AWS BERPH R ERFBRATERFERAERE , Uik
Bfs Lt REERENER, MRERFWRE  HERFELIURERAEIDIBEAN. BTE
IRERSERE MFA, EBERT , REEERFEEETVUHTEENERFHPREAE
BENES. WFEHMENA , BFS2EAWS Identity and Access Management ( FfH &

M) PRETFEEXSIRFNVREFIE.

BEA, AWS EEX#A FBENHR.

BoRER, FAWS EEIEA FBREEAEE,

H&EA

MRIGIE AWS tkF REAENFHAET , F2ETIER,

- MERFEHAENBS , FSBAWSIRF BEAE.
- MECARERAENFHEENR , F2HEHA AWSIRF BEAE.
o WMEMMERIRME A E B Estep-by-stepiR A , FE2RARE T WRFEHAEZE AWS RS,

3
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https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#id_root-user-access-management
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user.html

AWS & A EREES

UIAM £ E AWS EE XA OB A

IAM EHERE PEYNF D AWS IRF , EBE AWS EREBMNFFT. IAM EREERHEIRS ID
HAlE, EFAEEBNEREA. AMEREEBRALNEESRTE. IAMEAEEBAUR SR
W& , Bla Zhang , REF Bt |, HIA zhang@example.com. |AM ERE BB FREE S

¥, BUNEERNEFE, BFNFHE+ =, . @ _ -

® Tip
MRIEW IAM EFRECRAZEERZRE (MFA) , BLEREATINE 7 REBLE, WEFHMAE
A, F2EELR IAMEAEHMESR MFA £E,

LUIAM ERE B D E A

ZAILNEEBA PN E—BE 2K, LIAM EAESSBEA AWS EEXRE, MEFMEA ,
B AWS BB I A Getting Started Guide R #Y Signing in to multiple accountse

2
r

1. £ AWS BE XA BB https://console.aws.amazon.com/o

2. EEAEMEFEIHR. WAKRS ID (12 48 ) HEIA. BN IAM EREBBNERR.

@ Note

MREEBEEABRIAVBER IAM ERESDEA , ARFEAKRSZEA URL, BIF
BET 4 ABRF ID SAIE

BEZEA

MRIEH IAM EHECERA MFA , AWS 2 ERZuBRFSEERE D, NEFHMENR ,
FERAZEEERRE (MFA) AWS,

3
¢
8
=

SOBRBER , BAWS EEXRA BRERAEE.
Hib &
MRERE IAM EAENFEER , FSHTIER.

- W IAM B8 | B2 B {2 |dentity and Access Management ?
- W% AWS R IDsHVFEMERA , B2 BEAWS BHIRS ID REFBIE,

IAM ERESDZEA 18


https://docs.aws.amazon.com/signin/latest/userguide/user-types-list.html#iam-user-type
https://docs.aws.amazon.com/IAM/latest/UserGuide/console_sign-in-mfa.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/multisession.html
https://console.aws.amazon.com/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/console_account-alias.html

AWS & A EREES

- MFMAERR IAM £ & Z step-by-stepiR B , FSER TS B IAM £/ EZEH AWS 1RF.

i

BUIAM ERES D EA 19



AWS & A EREES

AEH AWS ZELA O #85

IAM Identity Center FEY{E A& 2 B E AWS Organizations. 1AM Identity Center A &Y 5 F & ] LA
FSENZE A URL B AEN AWS FEA O/ , UIFEZE AWS tkF MEXERAER. IFH5E
BA URL WEFMER , 528 AWS FELA O,

£ 1AM Identity Center FLUAERE AWS IRF 2B A ZHl , m EWETIHEEA,

® Note
BAR , B0 AWS FRAORYE TEREERHA 8 NNy, BLRKE 8 NNFREBAEA,

AEH AWS FHLA D #8h

1. ERBRAEY  BEZBEFH4REMNEA URL BEL | fl0
https://your_subdomain.awsapps.com/startHE#E URL &= https://[TIAM
Identity Center instance ID].portal.[Region].app.aws. SR#IZ Enter £,

2. HERAEHNATARAESY (HIMEREZBNER ) BA.

(® Note
MREHERSAEELEFBH —RAMER (OTP), MERLE—REA , FRARR
Bo BAR , BUARARRNEAERIUFZR,

3. MERKERCREURER  FREENELEHMH. AREEARERILRIEARH,

@ Note

REGEEEBEFBMHEE  EXNAETREAMTE. WRENEFEBHH KK
IR  FAHENEERUNEREGBNFAER,

FEAZE AWS FEHA OB 20



AWS & A EREES

4. WRBETE IAM Identity Center R AENFERAERA MFA , BRI UFERECEITS 2 RE.
5. BoBmBEZ2R , BUUEFERA OB HBNEM AWS tkRF F EARK,

a. HEEA, AWS EEIRA FEEFRFRIIER , AR ENZEENEBIRS

ERAEN AERIER, EFRFNAGEBURMAWS EEEZE, BEFNMEIRIW
BoutiREARTFRNEAER.
b. BERAEARSIFBUBERITHANEAER K ARBELEFINEREXE R,

£ IAM Identity Center FEAERAEE D EA , JAZERZAER , LERENHERENER , B
ATEREBE, BRIRFER , FAETUEA AWS IRF 8 /N, 1AM Identity Center EXE S A LAEETRE
HUIFERSR  MBE 15 7 EBIHRERE 90 XK. TEMRERE , BUUBXE A,

Hth &
MRS E |IAM Identity Center RERENFHEN , FSETIER.

« 0% IAM Identity Center Y8 , F52 [ 11 =2 IAM Identity Center ?

- W% AWS FIRA DML EFRER  F2RER AWS FEA DML,

* W% IAM Identity Center THEFEERNFMEN , F2REAES I BE.

- WMEMMEFER IAM Identity Center {F i & ZEstep-by-stepiR B , FE2B H =i B9 IAM Identity
Center 16 AWS 1RF,

- MREHLEHNEBEE IP NBFHERE , BAREFEAIEMEE , LB NFERAEN AWS FEA
O#8%k. 1AM Identity Center R B IPv4 FIEHBIRR, MREHNBEFER IPve , FERAEHE
iR AE, MEFEAIHMEBNFREN  F2H EMEEATEENEE,

HiEHR 21


https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/authconcept.html

AWS & A EREES

#EIB & A AWS Command Line Interface

AR B AWS CLI B0 BRESN AWS, BEERESEIERENZL2ERNSE,

- BATRABASHEA (BE) NREEMRIES. IAM EAED IAM BE AWS RFFE,
« £/ IAM Identity Center 2 AE R E A MREAFEA Identity Center 1T AWS 1R FFHL,

EREEEEABREAN (BR)

WEDRBEHEVBLZEEEABEAERE BEEHR AWS CLI , BETLUERFRERNLEDER
BLAWS BREREFT A XBEBRER . SIS EAMEE T EESEENREEAEZR | Hli0 AWS
CLI, AWS SDKs # AWS Tools for PowerShell,

FORIRH

- B¥E AWSCLl, MEFHMEF , F2RLZEIEMEZIRAEH AWS CLI, A aws loginfi®
FE 2.32.0 IR,

« LLAWS EETHEA REAE. IAM EAEFEBR IAM BE S 2B ANTFIE, WREEA IAM
Identity Center , 551 IAM Identity Center A E R EARARE -

- BRIAM B9 EEBEEN,. # SigninLocalDevelopmentAccess ZEBERIEZEZIER IAM F
. ACyBEE. NREURERAEFDEA , IFEEEANT,

ERAFEEERAEREA
1. BOTTIasURBRERESTRIEBRES

$ aws login

aws login WS XEHERAZSH
« aws login --remote - EEMNRETXEBERT , ARNBERES 7BE

@ Note

B AR FIEEESEE (aws login) MEHEE (aws login --remote) F 7 BRFEM
FE, EEHEEN IAM BEEHRFERTHER ARNs,

ERTFZRAEEAEREAN (BE) 22


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/SignInLocalDevelopmentAccess.html

AWS & A EREES

* arn:aws:signin:region:account-id:oauth2/public-client/
localhost — £tk ARN 28 ETHENEE S 2 EEaws login.

* arn:aws:signin:region:account-id:oauth2/public-client/remote —
AL ARN B2 ETERE S 7 Faws login --remote,

SN

« aws login --profile profile-name - ERSERERETE D BRFE
- aws login --region region- AR EEHFETE D EE

2. BEKREEDHETR, T EDRAREHNTERZES I ERTREsREBEEF. EoRER
% , &K AWS CLI THERBRERHRRA 12 N,

3. BERERITIEME , FEA

$ aws logout

WMREER URBRERTTHRNEI AWS R AWS Tools for PowerShell , 552 B#ER AWS BFEAR
PowerShell B9 AWS T E, MR&EFEHNIE AWS SDKs |, 52 B#FEH AWS SDKsFM T E#TE 5 5H
F1FEL,

£ IAM Identity Center & AERIZE A

AWS 1FEXA O #8354 T2 IAM Identity Center EF HEEFIEE , AWS tRF WEHS WiRREZE2BAE
# AWS CLI, MEMMERSELBEABRNFHEN , F2E8 NESITAME AWS ZExR ID, &#7
LA AWS CLI B 2 EBE A IAM Identity Center BaEEA &

£/ IAM Identity Center ZAZ R ZE A
1. HEREBEERLREL
2. MRBRE-REAN, BEHaws configure ssoffBRELNRER.

=
3. RERERR, FHTTIHS  KARERKREPHERRE

$ aws sso login --profile my-profile

Hfb &7

MREBEFRADTIEANFRER , F2RTIHER.

& /A IAM Identity Center A B RIZE A 23


https://docs.aws.amazon.com/powershell/v5/userguide/creds-idc.html
https://docs.aws.amazon.com/powershell/v5/userguide/creds-idc.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-prereqs
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso

AWS & A EREEmR

- MEFAEEAZAERET AWS AR ZNFMREN , F28 AWS CLI W B2 RFNEFIE
AEHR,

. WFE AWS CLI B ARFHNFHMEEN , F2BEA NWEHBIETRE AWS CLI,

* 0% IAM Identity Center #HREMVFFHHE A , FESREERE AWS CLI B IAM Identity Centero

Hitp&EHA 24


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-authentication.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-authentication.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-authentication.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html

AWS & A EREES

£/ OAuth 2.0 A

OAuth #LE

1B AWS Sign-In E R OAuth 2.0 X & , EIRABMNERAEXTUEA OAuth REFEXZE
AWS B IRFE -

OAuth AWS EEEZBEEN S FREERES, EHAEN2EB AWS Sign-In BB EE OAuth &
o OAuth B ATEERAER IAM B2, BUER, REZEFIBE (SCPs), BEIRIEHIBIER RCPs) FMH At
AWS FRERFIREFEH, OAuth S| EZEERFEER MAFEEERN AWS EEA X,

BB AWS BEA , BALLERRER (EBX ) RERBAREN , SIEARAE AWS EABRNERARE
AAUEBREART AR (FEHR ) HE OAuth FIFHF.

XAV INEE

AWS Z AR T 5 OAuth Zhae.

IhEE FREA

B TE FERENZIERE OAuth B,

FEERZE FRAERE AWS EAERNERAEMEAERA OAuth
RE A MAZTERER.

FRAEE BHWEAFERMENZEER  URBEERREE
Bo

BHRE R B im s | AWS Sign-In Ef#ER OAuth HEAERARER .

IAM & 5/ IAM 357, ERAEGSBEE OAuth R,

CloudTrail & 5 &% OAuth RENFZAFEMBHEH AWS
CloudTrailo

OAuth NEERZ

AWS Sign-In $1#J OAuth $ZHE1E OAuth 2.0 Z%,
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AWS B A A% ER
1. REEAREARXNFRRBUENIE AWS B8R

2. AWS ZEAEREERE,

3. AWS EAE M OAuth 1t , RERRAERARKRERAEFIFER AWS HIRT,

4. AWS BB EERAREHN AWS RERBE KT AZEBR , 28 IAM BE, REFZHEBEK (SCPs).
EREE R (RCPs), FF A 5EERM H A& A Ky #2578,

OAuth R REERRAEAFIXE AWS HERE, MATERTEM AWS 517, BAERXREATE
BE IAM 55 ERFFVEIE.

KRR
AWS B\ % BT OAuth B,
EEEE

ERAREEARNEAERES T RENFEEZEAS,

AWS Z A Em#E# 1T OAuth 2.1 REBR FHENBIBNEE S8 (PKCE), EEARXEERE
B, CESEAEENENZEERAERE. REREBRAURTFEREN AWS B A,

RERNE , AWS BEARBE :

- FEFEN - EH OAuth /4 (&Z—/ME ) , REBAEAFTIXE AWS BYBRH.

- ENMEREER - ARDEHNFEER  MEFEAEEIRE AWS EASEDEERERRARE
AN FRHEMEE,

ERAREXE :

- IAM ERE

- AWS tRF BERE

« 1AM Identity Center &

- SAML MBFT& 7 REEXNERE

NEEAESAREEERERANZESHER , F2H AWS MCP @MREs.
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FEBARE
FEDHXFEEARERE AWS BARHBBLHTHERL S s RBWERASAEARR.

AWS EAEZ A AWS Signature 5 4 KR (Sigv4) A ERIREE OAuth 2.0 BFIRBEAERTEF , M
JEFFRE OAuth FIFIRWE, AR SFERAERAEN AWS EA LR RERE AWS A FZFiRE |, Wi
Y AT A A EE R AWS IRISHIEH OAuth EELERT

AFmREAEBHASR THRIEN (BEFREEN ) . EENEBHE , BRI EFEIER.
NEEAFEBAREEERERARANZESHER  F268 AWS MCP AR,

ZEEH

OAuth BEESHBEAMN AWS T2 EHESE, AWS Sign-In A OAuth ZETAEER L BEER S
¥E

- OAuth REFNFAEEMN IAM BifE, FESE AWS Sign-In WENE., ERAEMHFRESIH#,
- OAuth BRERFEIR, F2H8 AWS Sign-In WEIME, ERMEHZESIE,

- OAuth %FER IAM R4S, FSE OAuth RH£R,

- FRERBEFHEE APIs,

* AWS CloudTrail ## OAuth RENZFEmBHEN. FSE EiE OAuth &,

- £/ OAuth 2.1 ETEBHXEREREAMEN PKCE ( EXNBIBNBELR ) .

- EXERARRGNRREREAENEERER Uy LEBHRE,

- ¥ OAuth APIs VPCE % &, &2 AWS PrivateLinko

« £ DCR #XEZ{E1EURIs,

BEINENEEEESFAMMEFERNER IAM REERREE OAuth & AWS,

ﬁu

OAuth i 2%

AWS ZARH T 5 OAuth im S,

Endpoint iz RS BT

Authorization /vl/authorize BB BB RERE.
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AWS & A EREES

Endpoint iz S B

Rt /v1/token Rk OAuth BB HVRENS, EMEERRHA
FinB&.

BE®RE /vl/introspect EEHR OAuth R hEER.

o6 /v1l/revoke WA EMEERER.

B F iR /vl/register B AWS Sign-In SEfBBOEE OAuth Sk, R

EZAFIENERERD URIs.

# it R in B A AR B9 OAuth i#Ehttps://{region}.oauth.signin.aws, MEFREEEE
HEE , F2BAWS B2 A RPN EEHE,

X OAuth B IRF%

AWS & A OAuth BAR X E OAuth & AWS BBR#E. T35 AWS R B ai X Ei#Ei® AWS Sign-In
Elg OAUtho

« AWS MCP Server — AWS £/ OAuth &#ii§ Al RERNFERABETEERE
fIAR=S.

nlh

BRBAWS MCP

AWS MCP falfk&s
BE

AWS MCP Server iEiB AWS & A OAuth IZ#, EiB OAuth I , EIRAETUFEHEEE
AWS BB XS M AWS BEFERAVHER S 2, SFAMEEERRFE AWS CLI,, ERRERER
AN REBEEXTURREEFETR AWS MCP ARz, RETSEFRERENXH M AWS 51,

FEAAIEEERE AWS MCP Server #J OAuth FEl, BREZENEEERR, YEMN IAMFA |, UK
WA E B M EE42 OAuth 2H,

EF AWS Sign-In 1 OAuth XIRIVFME , S0 £/ OAuth 2.0 B A,
TEIRIRAF

BAREEXELEZE AWS MCP Server 281 , SB5FEE :

* 2 OAuth KIBRHE 28
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AWS B A A% ER
- B8 1AM B2 BF OAuth BREFEMFFT,

- BFHREEAXEREAREAME (MCP),

- BHRERENZE OAuth 2.1 BiE,

EEAWS ZEBRUARTFLRENTA

aws iam attach-role-policy \
--role-name MyRole \
--policy-arn arn:aws:iam::aws:policy/AWSMCPSignInOAuthAccessPolicy

BEERRET

* signin:AuthorizeOAuth2Access

* signin:CreateOAuth2Token

MEREBLLAWS IRFE REAESDETE DRI , ITTERENN IAM 55,
DCR X #EMEFHE M URIs

EHRAE T LAE AWS Sign-In 55l , 367 OAuth REEFHIBEMEA —RZERHAENEZEFHEE[ URIs,

OAuth B Fi% EHEE URI (s)

Localhost localhost ,127.0.0.1

Claude https://claude.ai/*

HERE cursor://anysphere.cursor-mcp/oauth/
callback

HHE Web https://www.cursor.com/agents/mcp/oa
uth/callback

Visual Studio 255 vscode://*

Visual Studio £ # (Web) https://vscode.dev/*

ChatGPT https://chatgpt.com/*

AWS MCP falfR8% 29
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AWS & A ERERER
OAuth f Fif EFHE[E URI (s)
ChatGPT E#z3% https://chatgpt.com/connector_platfo
rm_oauth_redirect
BE https://replit.com/
Al BB https://lovable.app/*
Lovable BHE& A& https://lovable.dev/*
Vercel vO https://api.v0.dev/vl/mcp-servers/oa

uth/callback

# RIBRERELEE AWS MCP [IRES

RE OAuth HERERANSRERNEARAME, NFXERAEEXNRY , F2H AWS MCP fd

fRES IR,
—BRIERRES :

1. 8% AWS MCP Server i 2,

2. &8 AWS Sign-In B & SRR RETH NEUE OAuth FEUER .
3. MERERK (EREBHARE )

4. BRI AWS MCP Server 2t T &,

REEE

AWS MCP Server X AWS Sign-In IR REEE,
BEEARE

ERXAREEAREAMIEL LEAREEXNREAL,
EREEAFTERER :

1. REEXSKERAZEEHRELME AWS E A,
2. FREMFEAHE AWS EDETE D BE.

AWS MCP falBRzs
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AWS EA EREES
3. EAEEMEALRERERER,

4. AWS B A G OAuth FERM B EBEER,

5. RERAGNRKRMEMZEFI AWS MCP Server,

PHER IAM FF

* signin:AuthorizeOAuth2Access
* signin:CreateOAuth2Token
FEEARE

FEEXZEMEA OAuth 2.0 AFmBER T, CEAREREHES AWS EAER BB EHNITRIERE
BrBaRENERASNERAREN,

FERAREXEAEAER AWS Signature 5 4 kR (Sigv4) BEAERETE 9 ER | LiEB
CreateOAuth2TokenWithIAM API X8 OAuth ZEVEHRL,

HEBHARETE , AERHFEVEN. ERNERBHE  ERAEXSERINFEUER,
PHER IAM FF

* signin:CreateOAuth2Token

THIgEHI R fE A ESFEER AWS CLI :

aws signin create-oauth2-token-with-iam \
--grant-type client_credentials \
--Tresource aws-mcp.amazonaws.com \
--region us-east-1

OAuth EREH

AWS Sign-In £k OAuth BB EFMNE OAuth AFIRME IAM ER, B LE IAM BERF 2 EE
LER , UEFHEE OAuth 24,

BRIXETHERER,
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Resource Type (B/R  ARN &= B

R

AWS MCP falfkzs arn:aws:s £k AWS MCP falfkss. EALE
ignin: region:account-i R A 7FEL AWS MCP Server K FEH
d :service-principal/ BARTFIES OAuth &,
aws-mcp.amazonaws . Com

OAuth 2B A Fif arn:aws:s RERMEEEREREN AWS CLI 2

(HHRIEE ) ignin: region:account- B OAuth AAFim, EALEIREE
id :oauth2/public-cli aws login , HHBIEREM ER
ent/localhost — % & F AWS CLI #1T,

OAuth B A Fif arn:aws:s RERBEBREN AWS CLI AE

(BRE) ignin: region:account- OAuth Al Fim, ERALLEIREE
id :oauth2/public-cli aws login --remote , HH 5
ent/remote PHRIFRETENEE LM

FRI 4 EHA

AWS Sign-In 2E & ¥ AWS MCP Server 21TH OAuth R £ B,

B A

BB EFIER BRHERA IR, EENMBEEAREERKERE
B,

FEBREFMFR BRHR/BIEN —/NFRF R AWS TIEREERIFER
B, BRARASEBHEFERTNERL,

EMEEER EHHEHARERT. LHAEARXIEHINERF
B MAFTECRAEBREA, ENEEFHERIRILE
RER.

ETE OAuth Rt

AWS Sign-In $2tAPIs, OAuth
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AWS A EAEES
API A&
IntrospectOAuth2Token EEHR OAuth ZHFHIHEER,
RevokeOAuth2Token BEEENBEER,

Bt OAuth SEE)
OAuth MBI E B ZEE 8k HF AWS CloudTrail,
CloudTrail @584 , 3

« OAuth RS
« OAuth FF&1T
- NN

- FRIRSE

CloudTrail th @32k OAuth AFiw, EHEM@ URI. BERIE. AWS MCP fAIBR 2% &R M6 A

AWS Z A TIEMER | EEIEE NS AWS API SEBNEEE 4 OAuth 122 T REH,
&35 CloudTrail B4 AR :

 AuthorizeOAuth2Access
* CreateOAuth2Token

&5 — AuthorizeOAuth2Access =14 :

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLE:testuser",
"arn": "arn:aws:sts::111111111111:assumed-role/Admin/testuser"
"accountId": "111111111111",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

AWS MCP falBRzs
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AWS & A

ERAEER

}I

"principalId": "AROAEXAMPLE",
"arn": "arn:aws:iam::111111111111:role/Admin",
"accountId": "111111111111",
"userName": "Admin"

},

"attributes": {
"creationDate": "2026-06-09T05:06:397",
"mfaAuthenticated": "false"

"eventTime": "2026-06-09T05:09:00Z2",
"eventSource": "signin.amazonaws.com",
"eventName": "AuthorizeOAuth2Access",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.1",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)

"requestParameters": {

"resource": "https://aws-mcp.us-west-2.api.aws/mcp",
"redirect_uri": "http://127.0.0.1:60432/0auth/callback",
"code_challenge_method": "S256",

"client_id": "arn:aws:signin:us-west-2::external-client/dcr/

b3f2c8al-9d4e-4f7a-8c6b-2el1f5a3d9b7c"

iy

"responseElements": null,
"additionalEventData": {

iy

"success": "true"

"requestID": "4fb4ff7b-6yu7-9090-78i9-9c0088a65134",
"eventID": "bb@5b222-31lec-4237-b8e7-8eb26d4fd48b",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111111111111",
"eventCategory": "Management",

"tlsDetails": {

"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "us-west-2.oauth.signin.aws

&3{5] — CreateOAuth2Token B4 :

’

AWS MCP falBRzs
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"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLE:testuser",
"arn": "arn:aws:sts::111111111111:assumed-role/Admin/testuser"”,
"accountId": "111111111111",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLE",
"arn": "arn:aws:iam::111111111111:role/Admin",
"accountId": "111111111111",
"userName": "Admin"
.
"attributes": {
"creationDate": "2026-06-09T05:06:39Z2",
"mfaAuthenticated": "false"
.
"signInSessionArn": "arn:aws:signin:us-west-2:111111111111:session/
daffo60f-7871-4ab6-92cd-a@7bbdabe6la”
}

1,
"eventTime": "2026-06-09T05:10:042",

"eventSource": "signin.amazonaws.com",
"eventName": "CreateOAuth2Token",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.1",
"userAgent": "curl/8.7.1",
"requestParameters": {
"resource": "https://aws-mcp.us-west-2.api.aws/mcp",
"client_id": "arn:aws:signin:us-west-2::external-client/dcr/
b3f2c8al-9d4e-4f7a-8c6b-2e1f5a3d9b7c"
1,
"responseElements": null,
"additionalEventData": {
"signInSessionArn": "arn:aws:signin:us-west-2:111111111111:session/
daffo60f-7871-4ab6-92cd-a@7bbdabe6la",
"grant_type": "refresh_token",
"success": "true"
.
"requestID": "44d6d7ce-e4r5-4cbf-0909-bfb8a8295a76",
"eventID": "f79cc63f-b383-4e3c-ale5-97c7dblab833",
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"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111111111111",

"eventCategory": '"Management",

"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "us-west-2.oauth.signin.aws"

&7 LLTE MCP Server CloudTrail G2 8&35m 2 A OAuth FEUFE R AWS MCP Server #17 FEIY
HEMEREHMEEFEMEHN. AWS CloudTrail

REFOFAR

EHRE AWS MCP falfR2zFIEEFT 7]

HFEEN IAM B2 EF AWS MCP Server BRERFEIJRM signin:AuthorizeOAuth2AccessH
signin:CreateOAuth2Token&Fml,

FHFEHEBHY

ERARESEARNNENZEEGEANBEEBENZEFIEN. NRENBEFHCBHR
EfE  FEBLNRERXRE,

HRIEEBHARE |, SRR BN R R 7R
BN EERER

FE0Y BFCreateOAuth2TokenWithIAM , 55785 resource 2 EE I EN B ERBE. HHR AWS
MCP Server , 5588 AWS MCP Server RIS T2,

RERABEEEMS OAuth A FiR

RERENTRABFLUEBEREA Finstft (DCR) #1TaEMM. MREEEREE MCP HENEFR
AB , Bl AWS X &,

OAuth R+ ESMBUERAREXN

BG4 S|EA RSN IAM BiE, FLERGRSIBESZIEE OAuth BMEX R, MEFHMENR ,
SESRER OAuth 2.0 & A,
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AWS & A EREES

THEREERE  EERABNRERFIE

BRENEEFASVARIERHFTN NN, RANFRERSHERY , E2B8HAL (&S

_/J\H%:' ) o

EEVAES , BFEMaws:SignInSessionArneERHSRER IAM BUR |, LUEBHEIFEZA
TR RAEBEBNER,

MR EE

- £/ OAuth 2.0 A
- AWS BARUERSE
- BRERLERE AWS MCP fAlfkss

AWS PrivateLink

AWS & A OAuth APIsXZ# AWS PrivateLink , AJZ& ¥ Amazon VPC REE OAuth IR#E2E , ™
|MERBELEHBRMERE, B LlA AWS B2 ARE VPC ind , L OAuth RETREREE AWS %

£,
EREER  BEH VPC im BT AWS & A OAuth :

X H Amazon VPC SEMRAEREREMEL < OAuth RERZRI LB ELR,
« £/ VPC ImFBURHETT OAuth RIERI AR B AR 7 EIZHl,
- ERALERERERFIRMERBHETRT R OAuth R,

% E VPC w2 LAFEEUE A OAuth APls

AWS E A OAuth XEEEEFEM A EREEBAERNERDIRE, BERE AWS EARE VPC inZhEE
AR E AWS E A ZEH OAuth IZEREEHER PrivateLink BH AWS ., OAuth REREXRET
EERBRERELS,

FREER VPC in R BURRENREERE, & BfregionREHCHEHE
EEAERRX

%III

EBX OAuth % ( UBEBRAER ) FET5 VPC IR
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AWS & A EREES

* COm.amazonaws.region.signin

* com.amazonaws.region.signin-v2

FEENEN

FEBX OAuth BE (M Sigv4 RTAFmEBRE ) FE K5 VPC inE :

* com.amazonaws.region.signin-v2

BFFEUEH

EOJLABEF VPC s BiBUR R 12 &l R FF WL B 2 MR FiEBAE M H AWS & A OAuth APIs, VPC
B BESE OAuth BEE TR,

FENES

AWS B A VPC B BEEEEARSES D REEEZ M EBADERNRESRIBE

- BARBEE - ERUMEAESDZMETIE REERLEERSIBTA , RAETALRAY
TER

- XEMWEE : signin:Authenticate, signin:CreateOAuth2PublicClient
. TEMNFEHE8 . aws:ResourceOrgIdsl aws:ResourceAccount

® Note

signin:CreateOAuth2PublicClient X signin:0AuthRedirectUriff#t&
R, WEIMETRIEHEAMRAREIR,

- BORRRME -BEARBRHETHFEREABRE K E55RBRETHMGE. BHTENETA
- XEND
{E : signin:AuthorizeOAuth2Access, signin:CreateOAuth2Token, signin:IntrospectO
signin:RevokeOAuth2Token

- XENKEHESI® . aws:PrincipalOrgId=®

aws:PrincipalAccount, aws:ResourceOrgId, aws:ResourceAccount
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g . ERFFEBPHIRFHIT OAuth 1R1E

it AWS & A VPC Im B BERERABERENRAER , EREI MBI RERAFEE AWS B@+
AWS Byik F 1T OAuth $#R4F,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "PreAuthOrgRestriction",
"Effect": "Allow",
"Principal": "*",
"Action": "signin:Authenticate",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceOrgID": "0O-XXXXXXXXXXX"
}
}

"Sid": "PostAuthOrgRestriction",

"Effect": "Allow",

"Principal": "*",

"Action": [
"signin:AuthorizeOAuth2Access",
"signin:CreateOAuth2Token"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:PrincipalOrgId": "o-XXXXXXXXXXX"

g6 : EAFFRERFH OAuth #R1F

It AWS & A VPC im B BUREABEREN RN , AFFERENBRERM RS HIRE AWS tkF
HYEE T OAuth #4E,
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "PreAuthAccountRestriction",
"Effect": "Allow",
"Principal": "*",
"Action": "signin:Authenticate",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": [ "123456789012", "210987654321" ]

"Sid": "PostAuthAccountRestriction",

"Effect": "Allow",

"Principal": "*",

"Action": [
"signin:AuthorizeOAuth2Access",
"signin:CreateOAuth2Token"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:PrincipalAccount": [ "123456789012", '"210987654321" ]

g6l : & BRER FiwsEMBR A localhost URIs
It AWS & A VPC in B BUERS B RE A F imaE PR I A 1Z R localhost URIs,

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowDCRLocalhostOnly",
"Effect": "Allow",
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ERAEER

"Principal": "*",
"Action": "signin:CreateOAuth2PublicClient",
"Resource": "*",

"Condition": {
"StringlLike": {
"signin:0AuthRedirectUri": "http://localhost:*"

g4 RFFHBERFNZHERRENMEA

Itk AWS & A VPC i B BUR LR EE AWS IR F IV Z AT B R EM M.

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowIntrospectAndRevoke",

"Effect": "Allow",

"Principal": "*",

"Action": [
"signin:IntrospectOAuth2Token",
"signin:RevokeOAuth2Token"

1)

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:PrincipalAccount": [ "123456789012", "210987654321" ]

TR ARy S

WMFELRER HERNFHRE | 28 EANERAERNBERMNERZ G BRI E EE 8 FH,

BEFER S

41



AWS & A EREES

EHlk S EEMRE

signin:CreateAccount EfERHI 2B L AWS RIALERBEAEEURSEMRRE. WBEFERE
ZE® (FMBBAFERSF )  BEAXEREEE,

£/ AWS B A VPC i B BURAE B | BRIFGEAM AR  RRIEMRAESHESHEEHE, MREHN
EBFERLAMREMRS |, BT HIRAKXFIEE AWS EHE A VPC ImFBUR

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAccountSignup",
"Effect": "Allow",
"Principal": "*",
"Action": "signin:CreateAccount",
"Resource": "*"
}
]
}
MEEERE

« AWS MCP falBrzs

- OAuth IR &8

- AWS & A APl 2%

« AWS Sign-In WEIE. BIRAE4 R 5|8
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AWS & A EREES

AWS EABRHGB/SE

LEEHEHETRE AWS RAEREBEMNERIEHBER (RCPs) HEANKREH SIS , YEREES
8818 M ABEER MBI E, RA signin:PrincipalArn EE AWS R Sign-In ; HA4LBIE AWS £
Bt IEL2EHESRER , FSHAWS 2HEHFABEH.

BRI SRS = h B A R RSB | 28 AWS Sign-In EIE. ERAEERA
@,

W B R 28R

EEFGRSIBEREBFRIRF. AWS ZEASEHEEREBEEM RCPs #FTE
AWS & ABIE (signin:AuthorizeOAuth2Access, signin:Authenticate#l
signin:CreateOAuth2Token) #1751,

HRBERGEES
ok 42 EET R EA ERAREA
aws:Sourcelp IpAddress , NE P ks CIDR €58 EFREA VPC i BhEF
NotIpAddress R EE. EHERFRER
e VPC B RHEEE
AIfExistsiE®E ¥,
aws :Sourc StringEquals , VPCID (vpc-xxxxx REEFRER VPC iR
eVpc StringNot XXX ) RETERT. BE A
Equals aws : RequestedRegio
n UABFIEEEE VPC ID
&R,
aws :Sourc StringEquals , VPC %% ID (vpce- REEHREA VPC %
eVpce StringNot XXXXXXXX ) HETEET.
Equals
aws :VpcSo IpAddress , VPC AMFAE IP —f&fE A aws:VpcSo
urcelp NotIpAddress urcelp RGSWEHE

aws :SourceVpc E

R B R £ 43
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AWS E A EREES

ok 442 EET A ERARA
aws :SourceVpce &#
28,
aws :Reque StringEquals , B#& AWS EiF#% BREMFEH
stedRegion StringNot BFaws :SourceVpc BFIE
Equals EEF VPC ID HR, &

AEEZERSE.

/A Important

B —FREE aws:Sourcelp ( AEMEE ) = aws:SourceVpc(VPC i ) , MIEME, #&
BREMEREHNIEERER  BFEHAIfExistsBEF (@ NotIpAddressIfExists)
R S R B Y BROR =

S o BiRrRD| 8

ELRERSIBEEREREBROAE., eMEERARRIZBE
(signin:AuthorizeOAuth2Access Ml signin:CreateOAuth2Token) , EFERI TR E 5,

BoBRERSIR
i & EHE T BT kY]]
aws:Princ ArnEquals , EEE IAM 8K arn:aws:i
ipalAzrn ArnLike, ArnNotEqu ARN am: : 12345
als ,StringEqu 6789012 :usexr/
als ,StringlLike alice ,arn:aws:i
am: : 12345
6789012:role/
Admin
aws:Princ StringEquals , AWS ZFEAWIRFE ID 123456789012
ipalAccou StringNotEquals
nt

SRR R 8
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PR75 45 E (R 4-£ 488 : signin : PrincipalArn

T oGS BEB AWS A Sign-In , TE2E AWS €8, EERFITMEHETA, €582
BFESTHZEIsignin:PrincipalArn , £/ FAFIEBEBEANEFTEA. E- WHELERIJHEE
Haws:PrincipalArn , ERBE2 & T 8EEA,

BT

ARN iZZ ¥ (ArnEquals. ArnLike, ArnNotEquals. ArnNotLike) MIFHEE T
(StringEquals., StringlLike),

AR

AWS EASEBRE I E (signin:Authenticate®ifE ) WBERABRHEELK LB, ©TEH
REEEBE (signin:AuthorizeOAuth2Access #l signin:CreateOAuth2Token)s

ARN, f£f ARN BEETMEFHER T,
EE=Ei

LERSEBKBERMN RCPs,

£/ ARN EEFRIERE. B EETIETAER !

- AWSIRF HBEH%E (arn:aws:iam: :123456789012:root)
« IAM EF#& (arn:aws:iam::123456789012:user/user-name)
« IAM A€ (arn:aws:iam::123456789012:role/role-name)

EARE : RN ERE 5 HREMBERSE I, BIEEE , AR NHEAAEEFIRE R8T
BRI,

g6 - ERRERERERRNALBEFE , REAERN

{

BRIEASE 2488 : signin : PrincipalArn 45
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Principal": { "AwS": "*" },
"Action": ["signin:Authenticate"],
"Resource": "*",
"Condition": {
"ArnNotEquals": {
"signin:PrincipalArn": "arn:aws:iam::123456789012:root"
},
"NotIpAddress": {
"aws:Sourcelp": "203.0.113.0/24"
.
"StringEquals": {
"aws:ResourceAccount": "123456789012"

}
},
{
"Effect": "Deny",
"Principal”: { "AwWS": "*" 3},
"Action": ["signin:CreateOAuth2Token", "signin:AuthorizeOAuth2Access"],
"Resource": "*",
"Condition": {
"ArnNotEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:root"
.
"NotIpAddress": {
"aws:Sourcelp": "203.0.113.0/24"
},
"StringEquals": {
"aws:ResourceAccount": "123456789012"

WWBERIEBH 203.0.113.0/24 1P EELUAN TR A ZE , ERFREAERN, BABRIFHRRN
FH EE2BRBERZEIsignin:Principal AtnR&REAE, BoBREBFERANSE OAuth 1
BRMEIR |, aws:Principal ArnfEf EE I RBRBEMEENETEA. FSB BEEHEH,

BRIEASE 2488 : signin : PrincipalArn 46
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OAuth &4 &8

AWS Sign-In AT LITE IAM BERHEAR OAuth HEMRM SR , LRSI AEXEUS OAuth
RHEA OAuth BB F X, ELFRHEBRTEERGITEEN OAuth AAF K, AIEENENEM
URIs, J7t7FRY OAuth BRERE, OAuth AAFmEERN A , R AIEERN OAuth B#t.

OAuth R8T AR IAM B2 BUER, REEFIBE (SCPs), EIRIEHIBUER (RCPs) MH X &
AWS Sign-In BiYERY IAM BUERER,

T 5 OAuth fR#HrESRATHEER.

R Type sREA E AR EME

signin:0A String R&IZEGRIERN OAuth HFK,  signin:Au

uthClientId thorizeOA
uth2Acces
s ,signin:Cr
eateOAuth
2Token ,
signin:In
trospectO
Auth2Token

signin:0A String # OAuth RERFIBZHENENE signin:Au

uthRedirectUri [ URIs, thorizeOA
uth2Acces
s ,signin:Cr
eateOAuth
2Token
signin:Cr
eateOAuth
2PublicClient

signin:0A String R A FFHLE OAuth T signin:Cr

uthGrantType A, {8 : authoriza eateOAuth
tion_code ., refresh_t 2Token
oken . client_credentials

o

OAuth f&#& 48 47
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o1 g2 Type REA ERANEE
signin:0A String BHEIAFH OAuth AF IS 28 signin:Cr
uthClient FiE eateOAuth
Authentication 2Token
signin:0A String FEHI% OAuth FFEUA BT B IE A signin:Re
uthTokenType BEITHERE, B : access_to vokeOAuth
ken ., refresh_token o 2Token
signin:In
trospectO
Auth2Token

signin : OAuthClientld

FH BIBEFEREFEIRHN EFEM OAuth AFissignin: 0AuthClientIdR A FFERIERL OAuth R,
OAuth IDs 5L AWS % A BIAEF F %51 (DCR) ARNsE o

HRIEEHX (FAFHmBEAER) #E, BEAFIKID A arn:aws:signin:::client-

credentials/sigvé.

1B A B E
* signin:AuthorizeOAuth2Access
* signin:CreateOAuth2Token
* signin:IntrospectOAuth2Token

g5 - EAFSECEME OAuth AP :

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": [
"signin:AuthorizeOAuth2Access",
"signin:CreateOAuth2Token"

]I

signin : OAuthClientld 48
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"Resource": "arn:aws:signin:*:*:service-principal/aws-mcp.amazonaws.com",
"Condition": {
"StringEquals": {
"signin:0AuthClientId": "arn:aws:signin:us-east-1::external-client/
dcr/081e@aeb-e779-4dfe-9648-bd5bf6ebafas”
}
}
}
]
}

signin : OAuthRedirectUri

£/ signin:0AuthRedirectUri 3RPR#%| OAuth ZHEE FEMEEME.
EBEEARER OAuth REEERSEEZFEURIs , Hl0FHEEEM localhost,

¥ signin:CreateOAuth2PublicClient®{E , tiRHRSIREEAN VPC 1w E (VPCE) BUE
A,

1B A B E
* signin:AuthorizeOAuth2Access
* signin:CreateOAuth2Token
* signin:CreateOAuth2PublicClient

g6 — EAFRERDFZERAN localhost EXTiE M URISEARFAREEH I OAuth g

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"signin:AuthorizeOAuth2Access",
"signin:CreateOAuth2Token"
1,
"Resource": "arn:aws:signin:*:*:service-principal/aws-mcp.amazonaws.com",
"Condition": {
"StringLike": {
"signin:0AuthRedirectUri": "http://localhost:*"
1,

signin : OAuthRedirectUri 49
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"StringEquals": {
"signin:O0AuthGrantType": [
"authorization_code",
"refresh_token"

Signin : OAuthGrantType

£/ signin:0AuthGrantType #ZHIEAREXN A FERAKN OAuth & FHEE,
TENESE

 authorization_code
 refresh_token

* client_credentials

BEANEE
* signin:CreateOAuth2Token

g6 - ERFFRERE OAuth BiE , AR LEAEXNEARAFREABRERT

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "signin:CreateOAuth2Token",
"Resource": "*",

"Condition": {
"StringEquals": {
"signin:0AuthGrantType": [
"authorization_code",
"refresh_token"
]
}

Signin : OAuthGrantType 50
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signin : OAuthClientAuthentication

£/ signin:0AuthClientAuthentication ###| OAuth A FiR1EFERFEF AR A LAE A 89 A
Fitn& o BmEH *,

B Al EHE -
* none
1B F Y B4
* signin:CreateOAuth2Token
g5l - 848 OAuth BIEN LN BRAFIR

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": "signin:CreateOAuth2Token",
"Resource": "*",

"Condition": {
"StringEquals": {
"signin:OAuthClientAuthentication”: "none"

signin : OAuthTokenType
£/ signin:0AuthTokenType 2 HIHL OAuth FRIFE AT B EME N,

X ENEDE

signin : OAuthClientAuthentication 51
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ERAEER

* access_token

« refresh_token

1 A Y B4
* signin:IntrospectOAuth2Token
* signin:RevokeOAuth2Token

g5l - ERAFFRREMBEETA

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "signin:RevokeOAuth2Token"
"Resource": "*",
"Condition": {
"StringEquals": {

"signin:0AuthTokenType": "refresh_token"

KEER R R SIS A

TRETSERFETANREREIE,

R Signin : BA Signin :
Au Author Cr
thenticate izeOAuth2 eateOAuth

Access 2Token
aws :Sourc = = =

elp

vokeOAuth trospectO
Auth2Toke

Signin :

Cr
eateOAuth
2PublicCl
ient

-

RENERYIRAF SR 51 T A ik
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R Signin : BA Signin : Signin : Signin : Signin :
Au Author Cr Re In Cr
thenticate izeOAuth2 eateOAuth vokeOAuth trospectO eateOAuth

Access 2Token 2Token Auth2Toke 2PublicCl
n ient

aws :Sourc = = = = = B

eVpc

aws :Sourc = = = = = B

eVpce

aws :VpcSo = = = = = =

urcelp

aws :Reque = = = = = =

stedRegio

n

aws:Princ = = = = = )

ipalAzrn

aws:Princ & = = = = B

ipalAccou

nt

signin:Pr = = = B e =

incipalAr

n

signin:O0A = = = = = )

uthClient

Id

signin:0A & = = B e =

uthRedire

ctUri

RENERYIRAF SR 51 T A ik
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R Signin : B Signin : Signin : Signin : Signin :
Au Author Cr Re In Cr
thenticate izeOAuth2 eateOAuth vokeOAuth trospectO eateOAuth

Access 2Token 2Token Auth2Toke 2PublicCl

n ient
signin:O0A = = = = ) =
uthGrantT
ype
signin:0A B = = B = =
uthClient
Authentic
ation
signin:0A B = B = = =
uthTokenT
ype
@ Note

signin:CreateAccount BMEFERARERAMEFIMN VPC WHHBE , TEHARERER
% RCPs, REHEZMHBABNEBEEISERERSIR, F2REIREAREFI.

MEAE A

ERNERAERNBRNEREF BRI R HEREFR
AWS EEF#EE PEEFR

AWS iR AR

AWS Sign-In BYEI{F, BRMRFRS(E

THEIERA 54
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AWS & A EREES

ERALERAERNBRNERZEHBERRZFEZAFH

/A Important
FERARAFHERAMA. AWS BEARYAFAZRFINERAFRN, EEZHEBRE , F
ALNIRFSEBRATRAREER, EERMATEAREZN , KBUNERFTFIBRIRR
TEEN. F2H BHEEAERBERNEE S FEURH,

AWS Sign-In TEUERAEBRNBEERNERZESBER (RCPs) , LiEHEI¥ AWS Sign-In WFE., E5
PERE R, HEMNzE  FRAELEREREAWS EEIERA FHBETRIBFERHE S 2 NBEK
VE, HABRFERAE  EERRSERBRERBZIRERABVENERES Y, REEFBCREHE
HIRVRRE B | TREB A B AER,

AWS LIERAERNEABR

- EREER AWS 1RF,
- BIRFEESRFERSENERE 2 RRFEZEFH,

BRI HHE RCPs) :

« & AWS Organizations fEZEEBZLTER,
- REFMERBIRFHEFRIEE

(i

WMERREEREES BRI 2RI FIE, ESHHTREIFRMNAKREFNEARHR,
&

ELBRTEMRFEERN IAM F 2B BK,

f"|||

(@ Note

NEFEEREFBRNTBNG , SFEBERERNER | 5528 (AWS Organizations £/
HiEE) PHEREHER, AHERZERNUERSERN AWS B ABK,

AWS LERAERNEABEKN RCPs EAR TG DEREL E :

- AWS EEEFRE - FATEABRARREEREA

55


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html

AWS & A EHAEERE
. BE 5 9EME - %R SAML = OIDC BE& & A,

- B AWS EARESHEARER - Amazon Connect, Amazon QuickSight, AWS Health
Dashboard, Amazon AppStream. Amazon Lightsail, AWS 1Q,

(® Note

#EiB IAM Identity Center A QM5 H £ 12 & FE B 5 BRI AR (R 4 S SR PR HI 2 B AWS &
ABERTHE. BAMKRRREIS I IAM Identity Center fERAEFERA BN EEAFHL

BEEREHETNERAREREINSE (£ Sigv4 FEBAWS SDKs 5 API FEAY ) MERRFTEEL
Sigv4

AWS Sign-In A {E A E R B EBRRBUR

AWS Sign-In X Z A FRHRENMEREREFTAEANERE BRI ERZEFBEE (RCPs) : 7
BER (BoRBIEE) NSoRIFRUER (FI7BRBEER ) . SETGEHFSREBERDPERN
HRHRIE, THNSREUAREENEE, MEFHMEH  F2EIENKRGESI#,

@ Note

HRREAERA , ERBRTER O, SHERBFFFEHRABNFIER. EFMIERE
AR EREREAESR.

BrREck  FUEEBERANS D EBER. BMERSHERGRS  EEABEAREN IAM K
RUgHELERTFERE THERER,

X EHENE

AWS EAERBR ( UAERAEBRNBRHM RCPs) XETIEE :
signin:Authenticate

EREWBBABRGTANETME (FTTFW) B, ERALRERE , EERXAERAR
HEBMAZEAER (REASE. IAMERE ) IEASFIRMENAWS STS (BEEASE. A
) NEABRRBEREEAN , REHRL,

AWS Sign-In tAIFEE L E IR B ER R BUR 56
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XENGREE

# : aws:SourceIp. aws:SourceVpc, aws:SourceVpce, aws:VpcSourcelIp, aws:Requested!

ZEABRLITEH €88 (aws:PrincipalArn, aws:PrincipalAccount) FERARLEE , B
AERERFEREN S D

signin:AuthorizeOAuth2Access

RRE4L OAuth RIEM. BoRERINER , RIKEL OAuth RERKSBRIEFE, Lk, £
ZeRkBeohE  MAUEAZRERGER,

XENREE

# : aws:SourceIp. aws:SourceVpc, aws:SourceVpce, aws:VpcSourcelIp., aws:Requested!

signin:CreateOAuth2Token

LR RBFEANEILNRZE OAuth R, ERBREFIERNRER. ENBEEAIHTERX
BRIRER  SRRLEEFE, TRERGSRELEEBBTA,

XENREE

#® : aws:SourceIp. aws:SourceVpc, aws:SourceVpce, aws:VpcSourceIp. aws:Requestedf

/A Important

B AWS BABK (AERAEBMBERS RCPs) i , SBHERFE AR
Rsignin:Authenticate=\FERE &R
Rsignin:AuthorizeOAuth2Accesssignin:CreateOAuth2Token=XHFHEBE DK
FIE={E8E. TEABAFEA OAuth2.0 , EE2KFERE=EEFE. MEENBREE B
£, AITEREHENEER. MFEE 1 VPC inR BB Esignin: CreateAccount , &
20 AWS EBFHRAMEER.

X B IRFRD|#

AWS Sign-In SE%J«,LEEHEE%E’JEK%ﬁﬁE?“%JEK% (RCPsHHI T 5t SR, ERHELESMRIRE
MRV EN TS 7EHEEEFE

- WRE (FFED

fE) : aws:SourceIp, aws:SourceVpc, aws:SourceVpce, aws:VpcSourcelp, aws:Requestec

- Bo® ( BOEBFBAREIE) : aws:PrincipalArn, aws:PrincipalAccounts

XENRE R 8 57
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- RIEBE (ERFELEE ) : signin:PrincipalArn.

MBEHMEARY, EE TR, EORRMKBENTRMER | FBMAWS BAEASHRS
=,

BRIAE A ERBURH £ 2 & FHUZH
SERARAE

- AWS EREIFRE CLl,

- BHEM IAMFFA (2B AWS ZEBEE | AWSSigninResourcePolicyManagement)s

- DEBIMMERER (P #E, VPCs VPC inE ) o

- EEREEFEENERETA (EREER).

- MREBHMRMEREEENE , AFYE AWS EARFITHIRE (F2H AWS EAFEENEAE
B2lE).

/A Important
EEERBETRHAIZARECN , AWS BRELRE —EHBRNETA , UHBEIER
FHL. BRIFFATEHERR , RAIFMBRRA  SRBERE , B4R ETEER. FRNEZBREZER
By, EMRERFEGSNEE | ERTMISE MRS HERNER,

--region us-east-1 A AWS BEABEKRLENMEZAREEE . SREERL2EHE AWS BH
R, BEURETMEMEEA B HF.

SR 1 BUERTARRRN

BUEREIEHNFIRAER, MEEARERHEE --region us-east-1( AWS Sign-In AR
BEZSHESFHBEREE ), HERS 8 (--source-vpc, --source-ip--requested-
region, . --excluded-principal) EZEEPHRMLE, Bl , &R HIE AP BRE- -
requested-region us-west-2¥TEZE us-west-2 BIFE AinE.

g5l - BRE¥ 22T VPC RYFE :

aws signin put-resource-permission-statement \
--source-vpc vpc-0abcl23def456789 \

FRERERBERN 28 FHES 58
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--requested-region us-west-2 \

--excluded-principal "arn:aws:iam::123456789012:user/EmergencyAdmin" \
--client-token unique-request-id-12345 \

--region us-east-1

g5 - REBEIZE IP SEAVFE

aws signin put-resource-permission-statement \
--source-ip "IP_ADDRESS" \

--excluded-principal "arn:aws:iam::123456789012:role/BreakGlassRole" \
--region us-east-1

@ Note
--excluded-principal SBEEEHRNER , UEBRERRRE , WHEARRGBERRF
BRIFH,

SR2: BAZERAREER

THZREEERIRFER LA TR EEARFBREHIHIT. S UMERELERF IR
A, BERAERAREZH , FTEHHETMG.

/A Warning

WMREBHVERRARF R ESER | NERBRBIZFIBE (SCP) EIREFIEEK (RCP) £
BAWS BB, BATRABHTASNEIN, RAZRAEEZY  BRAL
MRTAIBRR T EEER | W BRI FAR(EMIER signin: Authenticate, T B SCP
signin:AuthorizeOAuth2Access® RCPsignin:CreateOAuth2Token,

HRBIIRF :

aws signin put-console-authorization-configuration \
--target-id <your-aws-account-id> \
--region us-east-1

#H AWS Organizations :

aws signin put-console-authorization-configuration \

SR MAXEREREERE 59
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--target-id <your-aws-organization-id> \
--region us-east-1

ERFEMERE -

aws signin get-console-authorization-configuration \
--target-id <your-target-id> \
--region <your-region>

MREZE A REBERE

aws signin delete-console-authorization-configuration \
--target-id <your-target-id> \
--region us-east-1

THR 3 BELEHNER
B AR AR TR -

aws signin list-resource-permission-statements \
--max-results 50 \
--region <your-region>

HWESTEN S HEER -

aws signin get-resource-policy \
--region <your-region>

get-resource-policy T EEERITEMEFUMRANNZTEERAEBE, EAREEATFRZ
Bl , B BUR RS H R S TE H iy IR ER

88 330, 7] A
ER AR APISEARAE AWS BRES. ZTURCRENETRAFUIELE APIs,

/A Important

B ARE (put-console-authorization-configuration, put-
resource-permission-statementdelete-console-authorization-
configuration, . delete-resource-permission-statement) #ZE%E us-

HER 3 RRIEHBR 60
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east-1EHPHIT, £ PEVYMNBKRus-east-12HE2EHER, BEURE (get-

console-authorization-configuration, list-resource-permission-
statements., get-resource-policy) AT AR BT,

TRRBURERE
AWS BABEAEMERDER , TREIRABARBNTRME :

- BFEAIBHIARR ( EE : signin:Authenticate) : EE BB TR2H , EIRBIZAFBREE
T¥E. 2 EHERENERaws :Principal ArnEAER  RATENE D RER, TELPEER
i, signin:Principal Arn A RRIFEEEBHMEERES, HEERGSWIELRERPETE
fho

- BAFEMBIAN ( B1E : signin:AuthorizeOAuth2Access. signin:CreateOAuth2Token) :

£ OAuth R X |, EBRRRTML, AXRaws:Principal Arn¥R B EEFTEA. FIERBKEIER
5 9 BRM S 88 50 0T LUTE BB B A 1T 34

EMEREAXBELEYN , BAFHRAEEAMLH OAuth 2.0, CERFEBE=EEE. RE—ERR
ANWBREFES —ERBEARZRAE. signin:Principal AtnXEBREAE. IAMERENAGER
AR, aws:Principal ArnXEFEZFEAER (REAE. IAMERE, BE52ERE,. A
),

BRI

g5l 1: ERMEKEZMIEERERN RCP

THIERZEBE (RCP) EER A RMEBAL AWS EEXRE BHABTNAERFEA, EENH
BREBTRRESFE. HR VPC IDsZHE—H , RtEERIEE=EMARX , #& VPC RFEEHEX
AHEER.

EnforceNetworkPerimeterPreAuth RIAXEA EFRCHMIBMEER Psignin:PrincipalArn$k
BREEBRIVZEEFEA . EnforceNetworkPerimeterPostAuth BRARNEE S 2 BE
#aws:PrincipalArnfEf RPEBRPEBRAWZEFEA. EnforceSourceVPCRegion FRIR Al HEREES
EE/FE VPC EBE , REIEIEE VPC FRHEHNFEL

{
"Version": "2012-10-17",
"Statement": [
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ERAEER

"Sid": "EnforceNetworkPerimeterPreAuth",

"Effect": "Deny",

"Principal": "*",

"Action": ["signin:Authenticate"],

"Resource": "*",

"Condition": {

"ArnNotEquals": {
"signin:PrincipalArn": [

"arn:aws:iam::111122223333:roo0t",
"arn:aws:iam: :444455556666:root",
"arn:aws:iam::777788889999:user/EmergencyUser",
"arn:aws:iam::777788889999:ro0le/0rgBreakGlassRole"

]
},
"NotIpAddressIfExists": {
"aws:Sourcelp": "<my-corporate-cidr>"
I
"StringNotEquals": {
"aws:SourceVpc": "<my-vpc>"
}
}
"Sid": "EnforceNetworkPerimeterPostAuth",
"Effect": "Deny",
"Principal": "*",

"Action": ["signin:CreateOAuth2Token", "signin:AuthorizeOAuth2Access"],

"Resource": "*",
"Condition": {
"ArnNotEquals": {
"aws:PrincipalArn": [

"arn:aws:iam::111122223333:roo0t",
"arn:aws:iam: :444455556666:r00t",
"arn:aws:iam::777788889999:user/EmergencyUser",
"arn:aws:iam::777788889999:r0le/0OrgBreakGlassRole"

]
I
"NotIpAddressIfExists": {
"aws:Sourcelp": "<my-corporate-cidr>"
},

"StringNotEquals": {
"aws:SourceVpc": "<my-vpc>"

g1 . EREREENPRERN RCP
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"Sid": "EnforceSourceVPCRegion",

"Effect": "Deny",

"Principal": "*",

"Action": [
"signin:Authenticate",
"signin:CreateOAuth2Token",
"signin:AuthorizeOAuth2Access"

1,

"Resource": "*",

"Condition": {

"StringEquals": {

"aws:SourceVpc": "<my-vpc>"
I
"StringNotEqualsIfExists": {
"aws:RequestedRegion": "<my-vpc-region>"
}
}
}
]
}
BEBUR -

o BRIFBREKBLT IPHERNT VPC , BAERENEARH. HROBIESM IAM FHESE
iB signin:PrincipalArn ( FEERE ) MK,

- BRIER BT IP EEZR VPC , FAIERL OAuth R, HEBRMBIRS. IAMERENACEE
iB aws:PrincipalArn ( B2 RBEELF SR ) BR.

- MRFERRBIEER VPC , EEREHFMER , AIEEEFE. AWS VPC IDsEHE—# , T HAERK
VPC ID Al A ER TR BE A,

- BREA RCP B , £ EREHLK AWS Organization,
5l 2 . EEHREZEFRAZ IP BEFEWNEREEE
THERREBRGERLIRAFIRIEE IP SENBREBROMEEZTEA , XHRHIEBREFTEA,

BEIEMERER : FARKEEEsignin:Principal Atn& BB AR , URERAS
Haws :Principal Arn& @M BREBEBRRR,
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Principal": { "AwS": "*" },
"Action": ["signin:Authenticate"],
"Resource": "*",
"Condition": {
"ArnNotEquals": {
"signin:PrincipalArn": "<excluded-principal-arn>"
1,
"NotIpAddress": {
"aws:Sourcelp": "<my-corporate-cidr>"
I
"StringEquals": {
"aws:ResourceAccount": "<my-aws-account-id>"

"Effect": "Deny",
"Principal”: { "AWS": "*" 3},
"Action": ["signin:CreateOAuth2Token", "signin:AuthorizeOAuth2Access"],
"Resource": "*",
"Condition": {
"ArnNotEquals": {
"aws:PrincipalArn": "<excluded-principal-arn>"

.
"NotIpAddress": {

"aws:Sourcelp": "<my-corporate-cidr>"

},
"StringEquals": {
"aws:ResourceAccount": "<my-aws-account-id>"

LEBUR
- EBEEFIETE  RIECHR IP EE EiE<my-corporate-cidr>,
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« A signin:PrincipalArn ( %R ) # aws:PrincipalArn ( BRFER ) BFHBRAEFTA
BERRTEMRR BRI 25K,

- EEARKREEREBENEIEIRSE (B #EBl<my-aws-account-id>).

BEER
REHERNERLETERERER

AWS BRELEREDARFPITERARERRZH , REED>—BHKRNERE, ERELERE
PEEY , signin:Principal ArnffrSBERAREAE. AMFERAENACTRE. TRIFERE

B, aws:Principal ArnfR4REIBSHRFIEZTEALER (RBEAE. AMEAE, BEEIFEH
%\ ﬂ@r ) o

RN ERZZAN , BURBRGEASNBERBRFRERR , AERTHSE MRS HERN R,
EBRWHRERERSR

1. BEVHERHN IAM &€& ( Hlf0 BreakGlassRole),
2. HREERWAR , EAREEEEPEE MFA,

3. ERTHREZPBRIAERMENKES T,
4

EERFH (signin:PrincipalArn) MERE % (aws:PrincipalArn) BURBR R S HERREY
ZFEA ARN,

RHERER , WiHZSMERE /AE AWS,
6. EHAESRNEEEFIE  UEIEEZSERER.

o

HRE R
BT ERFBROEEAZN  BRAETRARMIGEASHBAR | REERNEFITEL

- ABRBEEARFN  IRAREBBREEAREHRNTEAEA., EMTERRER Sigv4
FHEW API FR, RELEREARFTER (W, RENEFRESB. BRFAR) , FEA
TRMMsignin:DeleteConsoleAuthorizationConfigurationfMBERRHIEK, &
AEBRHBEEsignin:DeleteConsoleAuthorizationConfiguration®a ( @&%
AwSSignInResourcePolicyManagementZEHER ), AWS BERZERZAER K MIERDY
IAM EREEFRS®. HRAKEIRS , EBRFEESTUENEIRF (aws sts assume-role)
OrganizationAccountAccessRoleHig{E , LIRS ELHEEAER,
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- AWS XEER : BENREAZERFEFBANEFERBRISGERIRE, WRIERERBNERR
ATEEVERESEER , AWS Support I E S RERRHEERAOMLES. IFTBEREFK
AEZERER K BRNRFEIHEHE , F2H .

EEBEAAE

AWS ZBLERBRAFRBREIRFHIZE A , FTERRGIME RCPs EEIBBAVEE &, HR
#, FFEMY—EOU , BAILUSIRF—XBA—E , AEZLUNBFRE , URBRRETETPMOEEH
EHEEZRIRFE 25

AR IERRE

FERATERRRAIRIE-FIRRR,
EFEERFPEATIRAERE,
RAFMELWER IR EZZAERN.

#:BY Amazon CloudTrail B &5 ARERBRTFETE.
{55 A R HEBR A ZRE A RI R 7 BV

BHiERI @RS,

FEEERF FRSIEIT 2 BT B,

N o o bk~ 0w Db~

& Adefense-in-depth#Y 5% 5

HEEZNZE2REHPER AWS LEABRAERNBRNERIEFBREL B, AWS EABE
ERBRRVENEIESSRFIEEAFN. SEMAEAGERERES  UEYSEMNFEUEH

« AWS BABEK ( UERAEBRNBEN RCPs) : RERE A, HENcRNERVENEIRS
DRRBREEEEFE

« IAM BUR : BHIEREEZEARTUMTHEF,
« RFIEHIHEK (SCPs) : EAIA TR ZBEMREEBNFTIEN,
« VPC inFBUXR : 2 FBUEIR VPC in B 7 UL RIS MRS

R NEX

AWS CloudTrail & B E)ie & AWS 2 ABRFMEMBEREEZE, £ CloudTrail B4 E L& TR
ELEHREI X, WEERNKREY , FEBEUYRRESMHRZMNE Amazon S3 ( FBREILLR

EEIENAE 66
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%), MBARER , FEU/FE AWS B ASEHH Amazon EventBridge FR Al FRELMBRRUARA

ZE CloudWatch Logs HEEEHE , AARERGRRGEER , IKSHEEERAM SIEM RS

=

(dEESY
1858 e HIBA1T

[RE|EZEFIMAT VPCsEZAR IP SE. $HEERIRFEAEREBEK , S HRMEEB RS
VITEAERZFBUR (RCPs) , BREREARREENRBVEZA  BFLERELBEHFR
EERERIREREF,

EHRE : NAERMETREENHREE L AR IZEN AWS VPCs, ftifiRE—IRFHE
B84 RCP SREEREBK , EBUEMAEHAMKREN , ARESESEEENESEBEREN
.

BREXR

FEMREFIERFNERER, FZERARBEREBRBERMLERHHHBRRKEHFRN.
AWS B ABRREMHAIEZETHITHERS , URAFSELER,

EHIRG  SRRBE L RS BERERZEMRENEEENER, MFIFEHR RCPs Rid | #1TE
B AR B PR &l |, Y #ESE AWS CloudTrail BSSEA S RN BIR,
ZIRFEE

¥ AWS Organizations B —HH A FIEE. £ RCPs $FrE K Bk P EFI#TRERE
RE , BER—BHNZSRE , MEFERIRSBRERE,

EHIRG - BEH 100 EEL L AWS IRFHVDEMER RCPsRMHHITHEER , ERABEEREFHUR
BEEBA VPC ini , LRI A IR P VR H — 3,
B = FEUES

HEREIREFIRERTREMBRNSFERHIEATRE, BRTURNBETHELRE, BERZR
MEREEFN , IFTEXEEBRLRENE,

BHIRS  NRAFBERTHEALARSEESFIE, RN UNERAERNEE , EAFRE
ANTEINEA IP BEFE , EAFERIGERBN IAM BEFEL
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REIEZR A EFRAFEN

ERFHEENEREAAWS EEFEE  WHEEMBHMEER K ERERULEAM. SHR
AEMA VPC ImHERES 7R TR ARFNEFREM, EBERARANTIREREEENR
ATEEL; AWS ZEABKRAEREIREBEARARE K MEREEHRENERTEEA,

gEHIRE  NARFLEHEESFEM £ 8. MISRE RCP , EEEES T ARNs BUANAR
BEXRNEEEEA, BEAEREAERN Amazon EC2 HTERBAGELEA TS, AT
TRBENTE  EERFEENARGF. ERRTHTERACEAERARNIELEEAN
EREM,

WEEREFHEHETHREDSH
HRUAERAERNEABRTNRBRHRS  REXZEA

E AWS BABERERFIER , BUgF R T EP —@EERAE

TENETREBFEF TR, FEA—X. 1 (LERSERNBURIEERE )
TERTE RN EEMAVFESR , (RCP EEREH )

TERMEAM  REFIUIRS  SRTAENMEREA , IBRENEERSUIGHFREN. (BER
$E48 )

MREBEBEIEELER AR AREZANFE , FHEBEN AWS EES, 1 AE
CloudTrail Bt @& BerrorMessage "HEREBEMEBRE, & 'REFREFBERMIERL R
¥, ConsolelLogin® S , LA B BUR BRI X IE B FHL

AeeRE

- BHRIR IP #hut R AFFH CIDR EE R,

- BREREIPTEMN VPC R VPC HEH,

- BEEFRNESEAGHFIFEERPHERER,
- BHEFEA ARN RIEREIIEBRNFRETAF.

- BRBRIEEEH , EBEHASHER.

fRRIFE -
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IAM Identity Center A A#835{E A& : 3EiB IAM Identity Center A O#VEHI £ A 17H B AT LR IR
RESWREFEN AWS BABKTMHEE. &EEEIR IAM Identity Center EA & R EAEWFEUE |,
ERRIAERRETNEREREER  NETELFERAEERBERIIBIFF EEA,

- ERECERELTREBH VPN,

- MREERE VPC mFHERF , FFRFEEEZEBIE#N VPC i EFH .

- FBBHEEN AWS BEESUBMFEBRERE , WHETHLER CERE.

- MRERERLREIR  FHEFZEN TR ARN EHFREBBFEP S ERRTE,
« MRREETTBREE  FERLIER2HERTN.

HRPELEENEES

- BRBBRITEEHH AWS CloudTrail BES , LS BIBLE BERBRIA R IEEZHL.
- fff aws signin get-resource-policy H#RE B BRI BUERAALE,

- BRFEAENERVUERFSBERSPHELSE,

- MRERAEERNERRG , BHRDE ERREHFRNER,

RBAFZaRER K KRFERHE

MREEHREFTERARE , BEEBFIENIRSE , AIFERSHITERRZE , B RREHFRNE
Ft Ao

BZEREUTUAERNEFIE , BCRRENIRFEREMTANZEAER.
BIE 1 AR FE (AWS CLI 5 SDK)

FIRAREBRREERARESNEERAEEA, EMTERARER Sigv4 22EH API 55

Ko, MREERARGTER (W, RENEFRER. BIRFAR ) , BEEATCKRFT
Wsignin:DeleteConsoleAuthorizationConfigurationFIBERRHIBE., BEANEAER
HEBHRE BEF

Asignin:DeleteConsoleAuthorizationConfiguration, AWSSignInResourcePolicyManageme
S EHE I E M permission. AWS recommends temporary credentials over long-

term |IAM user access key., TR EIRF , EERFEE S UERERF PIEE
OrganizationAccountAccessRole , LUEVSERIFEAER, LARTSEZBMAEBNIRS S
BEE,

aws signin delete-console-authorization-configuration \
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--target-id <your-aws-account-id> \
--region us-east-1

MR A4S EFF AT RRIR X

# First, list statements to get the statement ID
aws signin list-resource-permission-statements \
--region us-east-1

# Then delete the problematic statement

aws signin delete-resource-permission-statement \
--statement-id <statement-id> \
--region us-east-1

#IE 2 Biig AWS XIE

WMREREEABRFEE , BEEMEA OrganizationAccountAccessRole ETIRFFE ,
#& AWS Support AR EISHEBRREF.

3
!

EREFMEESRNT :

1. WMREEEER ERREMREE  FEXEPOHIL AWS TERHl, AWS ZEZEREEN
REZAIMBEN G D, BEHETHCERIBEAERSFEFB4 ., CIESFERFBET
REFRFLZLEE,

2. AWS XERFIRAFNEERHEREBERHEEMMEN.

3. AWS XEHAERADBPULER, FALKER K £EF
signin:DeleteConsoleAuthorizationConfigurationEFaIMIREFER IAM EEE A,
LEEF AT AT =R E R EN TR A REERE,

/A Important

BERAODBEEBRIRFNEEZZAREERE  SEMEERFIRRER, ERAOMUET
RFEMREUNERAER AWS B ABK,

BIRAOBERETE AWS Support £ 72 /NFRIBH, MREBEREEZRBATHER , BHIE
AWS Support AEFTRAENEF,

ENIMESFIEZE
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- REAYEFENERFIRARR , LTS ERRENHRER,

- ENRAEEAREZN  FARBENARAFRTRAFIG

- BHRENEREFUHBRSE,

BN EEr—EMSLAEN
BREFeLEHES  BEBTREEEL ) ENFRE,
BRRFE -

- ETBREEUSTHEEHERR K FEHFEE,
« £/ get-resource-policy@mNHRELENEE

aws signin get-resource-policy --region <your-region>

- BMEBERTHMEEHFH AWS CloudTrail B , AR EEFHEH B,
- BRERBRELRAERNES ( EARELEMER us-east-1).
- MRFEA VPC im BB RH |, FETERE VPC in BBUR L B EHERTE,

FRNERERHE .

- REMWBEAEHH : BAERTRESRNEAER, BERBEH[REEA incognito 17 & XKBIF BUERE
=28

- BRERAN  MRLEZEFARRR , FEICMHATSREULER, A get-resource-policy
RpEEHER,

« VPC WmBBUR | AWS BEABGRWE VPC InBBRBE SR, MEHLEAAFMENFIG

BTN EET —EBFLAEN 71
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LUBEaEDB0EA

HEBSRUNUTFHEEARE s 2LZL AWSIRF BERNERE, ASSIAURRBRAESDTF
& (flan LDAP 2 Windows Active Directory) SRBE 5 =7 (4140 Login with Amazon, Facebook, or
Google), BtEBH P AEER AWS EE XA L AWS EMAOBUEAN, FHADNNITE 2 EER
EMEF 7 WAEA,

BENARYEE WBET URLhttps://signin.aws.amazon.com/federation, MEFME
RSEMA NWEIT S RERXFEIE AWS EEERA,

=
#

@ Note
BHNEESEEVMES D, NFENALBREED 2R ANFHRET , FHEENEES,

MEBE S DWFMER  F2HEERN Web BE S5
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ER ZEA AWS E#EXR ID

AWS Z#ER ID REARER , IREFIEETEMRHE , B3 AWS Builder Center, Amazon Q
Developer #1 AWS #53|l 1 Certification. EEUEAF D AWS BER ID RRE , WEIREG AWS IRF
FABEBEE M B AERNERERE, MEHMEEAARER  BEEZNEA. HENBEEENE
B, AWS =R ID g8E&—i,

B AWS 28R ID @7 AWS IRF Bt RBEERVERVNEM ., #HARA AWSIRE ZEREN
AWS ¢ ERNAS  WAEEEREHRLZE AR , BEMN AWS BER ID RREMABA. MEEA
B, F2BEAWS BExR ID MEM AWS B AEE,

AWS ZER ID BREN. BREA PEE AWS WERNE AWS IRFE, IEEEBWHMAET , F
8/ AWS EE,

MREREWABEE 1P URHE R | B RFEAI HESRELNER AWS BEX ID, 0%
R HBENFRET , F2R ZENEEAFEENMRE,

@ Note

AWS Builder ID £24&#9 AWS Skill Builder STERE MR EBB RO, BABERPE AWS
ERBBIRLBEERKEE. MFAWS REZERNFHEN , FBHAWS BEEBER.

FE

- FH BEAAWS EEXRID

- WEFTAMYE AWS EZB=R ID

o EBIMIZH AWS B#EXR ID

- AWS £/ W T EFARHE AWS 8RR ID
. fREEIZH AWS BB R ID BRER

- BF AWS B2#ER ID BHETE

- MBRE WPATEERA T TERE AWS ZER D
- MIBREH AWS BER ID

- BB AWS BERID SEEXRE (MFA)
- PHBFAERNER AWS Z#ER D
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- AWS E#EXR ID MHM AWS BEAEH

fEA ZEAAWS B ID

1. BEFLREFHMAWS WIESRRBAWS ZEX ID ZEEXZAER, flwn , ZEFE AWS
Builder Center , 5Bt AWS Builder Center #8uk,

2. BEBIMAEALEN AWS BHER ID
BEREW IRF
B Google 1R
A Apple tRF
B GitHub tRF
A Amazon IRF

BREAHN RS

1. $HERAKRFE  WALHREY NEFEH AWS ZER ID , RBEEZA,

2. HABRNEY WEFEHMHE AWS BEXR ID , REBBEEA,

3. HEFEAZH EAAWS E#EX IDEH L |, W ALRNZFE,

4. (ER) NREHFEHEBNARZEATSRERNETHMRE K FORERZIEREEEENS
;8

5. EEHfE,

6. MRAMREMBELSEEEANRT  FRBABFNETEAXENEARIZ2ER.

(@ Note

RTENZE , BREIMENZEARER, CENEE, MRESHFEMAGELREE , AF
HHEBRBARRAZEEZZRE (MFA) RiF. NFFAEF , F2REREENEE.

;A Google tRF

WMRIEK Google 1RFE B 82 ZE I BAEE AWS 2R ID , B4 BAFEATRMNE FEHut REAERRE
No MEFMEN , FSREEEFEA Google & A,

/A BA AWS EER ID 74


https://profile.aws.amazon.com/
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AWS B A (R
1. ZEMFAEM Google t(REZE A AWS E#XR ID , FEiBIZEM A Google #1&.

2. 1M Google 2 AEMHL , A Google IREEANEA,

3. EBELEHAWS EARKXEER.

#E Apple tRF

WMRIER Apple 1RF 28 EIEH AWS ZEXR ID , ELAERTENE F B4 U RKEABHRE
N. MEFMER , F2EBREEEM Apple B,

1. BEFEAER Apple IREE A AWS BB R ID , EiBIZFH Apple #&E&.
2. TEfER Apple ZEAEHME L , B A Apple IREZANER.
3. EEHELHEAAWS EAERXEHE.,

A GitHub 1RF

WMRER GitHub 1RF 28 B AWS ZEXR ID , ELAERTENE FEA i REAEARE
N. MEFMER , F2EBEEEM GitHub B A,

1. EHEFEREH GitHub iIRFEA AWS 48X ID , FBZRZEREEA GitHub,
2. FEfEA GitHub BAHMEL , WA GitHub IRFEAHEH,
3. EERBESAAWS EAERXEER.

FE Amazon IRF

WMREH Amazon IRF EEE BB AWS BB ID , BAACRTENEF B L REAEARE
X. MEFHMER , F2EBEEEA Amazon B A,

1. ZEFEAEN Amazon lREE A AWS Z#E3R ID , 5 ZEMFEH Amazon #1E&.
2. 7EEHA Amazon BEAEE L , A Amazon tREZEAMNEH.
3. BIEEEFA AWS EARERXEE,

B =38 A A AWS ZE#EX ID

AWS 215 ID EU T RME AWS EfEl, A WEAEN AWS BER ID st HEtt BEEPRE.

A Apple tRFE 75



AWS B A EAEEE
7 Code
EE RIS (HFH BRI us-east-1

SRR AWS Z#ES ID

ELEMES —EfEATH AWS TEMERHE AWS BER ID H—*; RN . EREHNETEN i

Ht, BBANEWEM , E5 AWS TESRBEMEFN -8 2.
EHERBLABRETHIEX

- BRIEEDKXDE.
- BBEREXENN 8 E 64 BF Tz,
- BIESAAZLEEUTOEERNGHN—EFT
- NEFH (a-2)
- REFE (A-2)
- BF (0-9)
o EHEBFTT (~@#S%N&*_-+="|\(){}[]:;"'<>,.?/)
RESERBELSEEFEA.
- EEEAEBRE=ZSTRENERELRANENRR.

(® Note

FHANIENRES AWSZEBRIDIETEAWS BEBRID EEERELMMER .

BIEH AWS EBR ID

1. BEFLREEFHNAWS W I EHRKEAWS BB ID REERTME@E, Hlan , EEFE AWS

Builder Center , 58BEX AWS Builder Center #1k5,
2. BEWMAIENARE AWS BESR ID

EZEEFEHEM Google IRF |, FBREMEE Google , ARKBERTKIMERF. E

ERZER 3-8, BIELER 9,

2B T

BIEH AWS BER ID
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HEMERER Apple 1RF |, FHRIEMEM Apple 8 , ARMBRERITHEMERF. EEHB
THEHNZER 3-8, AIELER 9.

® Note

MRSBZERER Apple B ARA iCloud+ "ERERNE FE M4, Thae , AWS B4
=R ID BlgfEMA Apple tRFHIEENRRERNE FEHFbuREVEN L MARER
VEFEMHhut, FELEFEHEFE G  BENBFNERDRA T URE.
MREFEZEAAWS BER D, BEZCEARBEBNEF B, AWS BER
ID #ERAEHNEBEENEFEA4ibu RELEFBHEARE. WEFHAER , F2

B an{a/#5 & Sign in with Apple 1 F BB RN E 7 B4,

BHEMEALH GitHub 1RF |, FFEFEEEA GitHub , AREKBE REHEMEF, ESHK
BT ERNDER 3-8, BIFESER 9

ZEFEAHEN Amazon 1RF |, FHIBIEH#E Amazon , AR KBRREZHEIMEF. E2rA
TENSEE 3-8, BiEHER 9.

FEEAETBHNRRRIL RF , FERENT TSR,

3. HEVYAWS E#EX DEEL , W ALHNEFE i, RMUIBBEERBAEFBA.

4. BET—F,

5. WALNER K REBET -5,

6. HEEFEHARIFEEL , GARMSEIEEFEBHFHurERER. BIE Verify (). REEN
ETEHMHREME  EURFSELIENKBSRWRIETFEMF, RECHIRBANNREBHEER

REARAN. NREELDE AWS RRATIXRE NEFBH , FEEENEEEAR,

7. EERMRBLNETFBHER K TEEEREEL  GARBN#EIER.

8. R Captcha BRABEINZEM , FRALFINF T,

9. HEEERY AWS BER ID,

FEENEE

HEEREARHEN ERZFENEE BEEH R , HMISEBAEE LZX Web BIERNAAERRE
Ao ERTETTFBREXGENEE LRHE MFAKTE, T8 , RENBIESR. Cookie T IP it £
B, B AER MFA RIBETEANRRE.

FENEKE —


https://support.apple.com/en-us/105078
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AWS fEH By TEMBRFKE AWS 2= ID

SO LR 2AAWS BB ID |, UWEINTS AWS TEFME®K, FEIEREENIEIINREE
AWS 1RF,

BIBTER , EEEH 2 A AWS T EHRBEF AWS BER ID, THERRSERBA30X, B
Amazon Q Developer R\ , ETHERBRISERRBEA 90 X, TERBRERE , BFERBREA,

AWS &85 D

EIB AWS Builder Center 815 , BAILUIRZERBRE. REEEHFTE. 2EENEAZRERE , UKk
HEHMEBEE TR, SaLMEA FE AWS Builder Center AWS Z# 3 ID,

AWS Migration Hub

5/ 17BL AWS Migration Hub ( B H1E ) AWS 2% ID. Migration Hub 12448 — {1 BRRZ
RENFRSE. HEER , URERSEEAEINEBHMRE,

Amazon Q Developer

Amazon Q Developer 28 Al HITHERNEFFREE , TR TH, BE. EREMR
E AWS FERTER ., MEFMEN , 528 (Amazon Q Developer fEAEIEE) T What is

Amazon Q Developer? 5

AWS re:Post

AWS re:Post BRI EEERMIEE | HERTULUER AWS REFREAIFFI RS EERE, &1
LAfER 2 A AWS B ID , 1 re : Post ENA#E , EFEFEH AWS IRFE =& EH+.

AWS A1
[/ AWS BB ID MAAWS HAIAT , GALERFERABEAR, TR, HRAZEREE
SERFAILA T AWS,

AWS 3 7 323

BRI BAER AWS 2R ID FE AWS 355 M 5RE , BBV E AR AWS Skill Builder 237
AWS Ei 8. B AWS EREBE , URFEARARD T REREEHN BinERAH.

Kiro

Kiro —&H{E IDE , A EEBREESAIME  REREALERR, KEEINEHENT
%, Kiro SEE-BERFERAFARE  ARERASTHEEARB. XA, £ Kiro , &
BENARTEREREN , YACEBHFEENERILA, Kiro WREREA THBIEEREGH

AWS T EHMRH ®


https://builder.aws.com
https://aws.amazon.com/migration-hub/
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/what-is.html
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/what-is.html
https://repost.aws/
https://aws.amazon.com/startups
https://www.aws.training/
https://skillbuilder.aws/
https://kiro.dev/

AWS E A EREER
BMEE | AR EE CANETARSER, B Ko, ETNREEMRDY | B8
RO ESESBRENEERLE.,

HE35SE M A 4835 (WRP)

&R LAER AWS BB ID MAAWS THBENFAMEF S MEMRER, BHEEMTNE
BRI E , URBRECHEMISMNAMBEREKMANE , F2ERNERETFE,

TRERIRHY AWS BB ID 322

BT L B ERTEREEN. BULRERAREY WEFEH iUt METE AWS ZEBR ID , UKIE
. £ Google = Apple EHRE AR , REERE S BHNER,

THEBREEEAAESRETIENBRBPIRERN SN, ENEBELEFENATHR AWS, BR
NEERESENEMBARE.

(® Note
FANIENRESE AWSEBRIDIETREAWS ZEBRID EEEBETNEREHN .

RELHNRERER
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ID =Bl E A ERFE URL AR "account=" X, MREKRFEIRS ID HAlH , FHEENEES,
& BAEMBEERILER. EBAZE , BTEBIENIRSE ID HiE.
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#id_root-user-access-management
https://console.aws.amazon.com/

BN REAEFTEERER

ATREBELNRF  ERERZEA K, KURgWRI TIRAE AWS EEEEE !

EREREZLEN, ERZ2UEE A LFEERER. sEREBLNKRFZ: , S4AETHRES
ORI B

BRT AR ZI , AWS b EHERIEBRERSEEBN EFHAREEBRERENE, LEFH
HAEREEREBNRRE, flm , ERMBBREZAEBREN AWS 1RF AR HREBNE
ABEREF , AWS tRkF BIA1E#R £ 2FREUS.

EHENER  UBRRENBEAEZABNRERS:, FETHRNMERREAEER  F2REES
AR BEREZR AWS 1RE.

RECETFIRN NEFEHMF AWS 1RF

B BAWSIRF , f2REEFE At MRE, ELXE AWS IRFREAENEAER, MRE
THEEEE MEIBIN E FE bt AWS IRF | SBEBEB AT AR WEME FE4uFSK
LA @signin.aws =% @verify.signin.aws 22 2@ 7B AWS 1RF ., #HEER. @R ARNEAMMK
B, MREFTZIAMARYL TIRF | 7 LA tH By R ES FEUE,

MBEBABEETE Mt  BEEIENZETEYN K BLERFRAUTEF—EREERHE FBHHN
FH :

- MREHEBEEFEHA @S BTLERMBRNE FEBFiit, RE , BUUKENETBMHIR
FRELIEE B8 88 mABLINCFTEBHAMRR LEFHALUNAL  WKELAR
EX5I BRI %S —EEFEfFibut,

. MRIEF FE T B BAGHATETBERG  RPRBLE 1T RETEEME, SHK
EHEEFNEE TBAN TR,

WREMREEB AL AWS IES | B B BREATIEEE 2,

HH MFA BB K F ILIEE

WREH MFA £EIBEX, BERELENR , ELEE MFA BEFBRE , TR —XERR
(OTP).
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https://support.aws.amazon.com/#/contacts/aws-account-support/

AWS & A EREES

IAM &£ F &

SERLAMER EIAEE IAM ER B R 3 — @ MFA BEZE A

IAM EAELABREES | UMERAEEEEN MFARE, IRRIEEEENHE  SELEERE
REEZERE MFA £E, SNERSRBERERARMN (IT) A&, #E AWS 1kF LLiBBEMBKE
EEMN FFUER. LLEACREYENIRE  YAERAERHKAENEABRUZA,

REAE
HEERREAENFIE  CLACABMERREAEZMNE —B MFAREEA, A&, &
B TSR E LR R EH MFA R E :
-+ WMFEIR MFA LB Rystep-by-stepiR ¥ , FEE MFA ELEIE XN F ILEFRZEEH ?

« MFMAER MFA K EEBE 3 Tstep-by-stepiiBl , F2E N A EHNEFEHRBUERE XD
MFA & ?

. WERA MFA % B fstep-by-stepiR , HBMA THEAERA MFA 8 AWS,
. MBLEEER MFA £ | B S8,

@® Note
IAM EFE S EBEHEES | UUHBIEREE MFA £E, X E%%HEB IAM FRERE
MFA & ERERE,

REZENAWS EEEXZA BEAEM

WMREEFRRNBAET , B A ETRESHEHEE, FHEENEREER  REENEAEHENE
AFR , B THMAEEE URL inE#TIEZE Web ABERNRFAA RAFFEE,
REAEMN IAM FEHE * signin.aws.amazon.com

Amazon.com tRF & A WWW.amazon.com

IAM Identity Center fER&EFME—HFEAERZ - *.awsapps.com (http://awsapps.com/)

A * *.signin.aws
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_lost-or-broken.html
https://aws.amazon.com/premiumsupport/knowledge-center/reset-mfa-device/
https://aws.amazon.com/premiumsupport/knowledge-center/reset-mfa-device/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable.html
https://support.aws.amazon.com/#/contacts/aws-mfa-support

HRUAERSERNEABRPHMERIERAE , REZEA

MREBINTHED—EHERAR  BEABREBRIERZHEE (RCP) W igERBENMIRNLE
PREIFFEY :

ri@ﬂ’f)%ﬁ%ﬁ%ﬁ%ﬂZ;IEﬁEo %ﬁﬁ_;io d
MERAE KB AR K 4
BT AR BEEFIULIRF , FRTENMEEEZEA , BB ENEEBESFAEF.

WEFANBEDHTRANUERSERNEABERPOERRE , REZBA |, FBIRENEES
HBH

BAFZEaRER  KNIRFERHE
MBELBRETLAEME, AREBFRCNIES | ITETRERHNTREZ HREHRH TR

BERERFEE, WEIE AWS CLI BBIARFE. OrganizationAccountAccessRolefl AWS 3
BRENMBITSE  B20 RATRARER  BNRFERETE,

B BREBERENR

FRARBEENERFTRAXNESESLHER , TRFEELVENFETREN. WRENEE
EEFRETD , F2H BN EET —EHE VLS MRS HGFE IR,

MASHEM AWS RS ID FHBlH

MRER IAMERAEEREZA , FROEESH[ AWS 1RF ID 518, ENEEEBEBEREARIM
(IT) AE , B8 AWS IRF LLiEBHMREESH ST BHR. LEACSEYLEWIRS  XAEAER
HEFMBEAEBUEA,

MREZAFE M IAM EHE AWS EEEXHEE , BAUEZEA URL AR EZHRS ID, BER
MEEEMNEFHBHREEEA URL, 1RF ID 2 A URL WEl+ = &F. flam, ET% URL
F , https://111122223333.signin.aws.amazon.com/consolef&#) AWS RS ID &
111122223333,

BARAWS EEXES , AU NEEAZENEEINPRIENIRFET. Hl, EUATHFEN
EEF , IAM £/ #F Carlos B AWS IRF & 1111-2222-3333,

HRUERAERNZ ABRPOMEBRKRSE , REEEA 97



AWS & A EREES

Account ID
0 1111-2222-3333

IAM user
[C] carlos

Account

Organization

Service Quotas

Billing and Cost Management

Security credentials

Role history

{ Turn on multi-session support :}

\,
B —————————————————————————————————1

{ Switch role }@

WFE AWS 1RF ID MBIB AR MASKENFAESA  F2REN AWSIRF ID REFIA,

HEERNIRFRER

MBERBEIRFEFE U MET , AWS EREERECRE—AUBRIFR. SZHIBIE B
WEREY HEBNEFEHYS AWS IRF |, LB R B Amazon Web Services BEAE.. EFE it
iltl«,{ @S|gn|n aws % @verify.signin.aws 2. FEBARTNIETET. MREBERFHPEFEIA

EMESNNREBAINRBHERK, EEEREFNETFBHNGTT , F20 RELFEIR
E’\J E’\J%?EM‘F AWS IRF,

EEERWIRFRER 98


https://docs.aws.amazon.com/IAM/latest/UserGuide/console_account-alias.html

AWS & A EREES

ARG RVARGE A B E TS AWS 1Rk F

MRERBERE , BLAERTSEC NERE AWS 1RF |, BAILE FIER "SRR ERRERE
BAWS BEEEEL, BLAAE AWS IRFNEFEMFiE , MELRRATFNE LIRS, &%
BEREFHE , f&ElBZIUE ZWHNER. ERSEEIEAREY WEFEFIL AWS 1RF,

EEAREFER AWS Organizations B WIRFERZN , F2RUREAES S FEHERF.

ERERECNREREERR

1. A AWS ZHNEFBHhIFRBRUBRERAENIS2BEAAWS EEXEE, RREBEET S,
Signin

@® Root user
Account owner that performs tasks requiring

unrestricted access. Learn more
"|AM user
User within an account that performs daily tasks

Learn more

Root user emall address

usernameilexample. com

(® Note

MREBAWS EEFZEMER IAM FHEEAEREA | BIKAXEY , TEERBFEH
ERB, MREFIRFEEBN IAM FHEEXAER , FRIEZEEEKEZZH Sign-in using
root account credentials (EFARIRE BEREAN), MEEE |, FREEWIRE E 784
it | SREIBIE Next (T—2F) , LAEE Root user sign in (ABEHZEZEA) B,

2. EESRERE?

SR WAREAERR AWS 1RF 99


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_access-as-root
http://signin.aws.amazon.com/console/
http://signin.aws.amazon.com/console/

AWS & A

ERAEER

Password

Root user sign in

Email: username@example.com

Forgot password?

3. ERERERISR. MREELITHEERE ,

B, TEERSFREREENESL,

s

Password recovery

Email address

username@example.com

Type the characters seen
below

in the image

=
=

KRRESHARENEE-EFTFINRSR

4. TEREBRERSRE  SERI-AAL  BEFEEEEEE MEBNETEBFibit AWS ik

E.

BEERFREFNETBHSEEEAREL WE T4 AWS 1RF,

SR WAREAERR AWS 1RF

100



AWS & A EREES

® Note
T FEMHR B L @signin.aws % @verify.signin.aws &R/ bk,

5. EHAWS ETEHFHRHENEFUEREN AWS RERERR,
6. HWEFSHEEQZTTNMEE , UEMHBREHREER,

Reset password

New password

Confirm new password

BB RBERRNNERE . KD EREBEERE TES.

Password reset successful

Your password has been updated successfully. Sign in
to access AWS properties.

MEFEERREAERRNFMESR  F2RLNMEFRERISEE AWS ET ?

=aC BV 1AM fE R & =5 AWS 1RF

EEEF IAMFEREZRE , EXEBREEENT Y. MEEKR IAM FHEFBNFMAER ,
IAM {5 i & {8 5 5 2 W Z15,

T
W
81

ETE B9 IAM EREET AWS IR 101


https://aws.amazon.com/premiumsupport/knowledge-center/recover-aws-password/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_user-change-own.html

AWS B A A% ER
MRERBEREBEBNT , ARBEN IAM EEETLER IAM ERERR. IAM EAEEBIEE
IAM EEEUERER. ENEESEEREARMN (IT) A& , B#E AWSIRF LABEMKEES
B A Bk, WWREACEUEMNIRF  YAEHERHAEFNEAERUZA,

Sign in as IAM user

Account ID (12 digits) or account alias

111122223333

|AM user name

Password

[ Remember this account

Sign in using root user email

Forgot password?

Account owners, return to the main sign-in page and
sign in using your email address. |1AM users, only your
administrator can reset your password. For help,
contact the administrator that provided you with your
user name. Learn more

ERZLZE , XEEEZFN RHIBELHNEAER.
WMEFEER IAM EAERBNFRES , F2RNAERERISE AWS BEREE ?

EFETHREESNMNERENZE  B2HEE IAM FHENZG,

LS RCEAY MBS 5 2 2 AWS 1RF

BESE2BEALL AWS tRF NS 2 FM . ERAPHNAERE D EEREBS S0 MAZEA, £
EEREEEEUBSED. NFNMNEREBNFEESN , FeAENEES, ENEEREBERENARK
T (IT) AR, ##8 AWS 1RF LLIABEHMREESER FF. WEACELEHIRS , YRERE
REHFRBAERUEA,

BRLEN WS 50 EE AWS IRF 102


https://aws.amazon.com/premiumsupport/knowledge-center/recover-aws-password/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_admin-change-user.html

AWS & A EREES

BELZBEABRBHN AWS IRF |, HEAMER AWS IRF HENETF
ED1F 3t hh 22 ST RTRY

R E F B b i BRE T Bt B 7 BB AWS IRFREAE. MRECEMAREAERSE , B
MR RISEREIR 90 X , RIEEEAE LIRS MEEEBE AWS 1RF 1 B ut SRR S SE
#EY o

EEBEWLREE , ZUNEEMRIRFER  FRAE—MREFE4 U REMAEME (+) WFEUL,
ek (+) BREABFEINEFE., BFIHEHMIEHTZHE4ERiGE (SMTP) WF T, filw, &

AT LA email+tag@yourcompany.com email+l@yourcompany.coms &L ENE FHH 2
email@yourcompany.com., E#MR AT b | BT B AT E W E 7B 4 b ubE 5 F 48 B A W 4
E, SMFHRF 28 , BEREKAREFBHEEIEM NN EFE 4t , UEFEENEFBHRMEE
XEFEU,

BEEZEENMRMACEER AWS RS

WMRIEH AWS IRF BEF  MEBESERE  F2ROMEFRARNEE AWS RS ?

BFEEBE & UREARE

MREERT -1, BUEBERIEENIES X EFR <& |, & BSHEL.

T EERIE AWS Billing BREIRERE

MBBEEBEALEE | AWS 1RF WA EBI4K AWS Billing RIERERRE | 4"—JL:LEL¢EE$D¢EFSE
BRERREITIHRE. OF WFHERA AWS IREERAEE | SELENEBERNNRERN , F2REE
F ER4S1%B AWS Billing.

BEAREETENEE
MBLH www.amazon.com IS ERERAMABETENEE | FSHZ BEANBERS,

REEEEIM AViHB AWS IRF

MRBEEHBEFEEHF AWS IRE., REFEFIEINERAEN AWS 1RF |, 2B R H AR
= AWS IRF,

BEZEAREN AWS IRF | thERER AWS 1k HENE 7 E bt 2 57 103


https://aws.amazon.com/premiumsupport/knowledge-center/reactivate-suspended-account/
https://support.aws.amazon.com/#/contacts/aws-account-support/
https://support.aws.amazon.com/#/contacts/aws-account-support/
https://support.aws.amazon.com/#/contacts/aws-account-support/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-get-answers.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-get-answers.html
https://www.amazon.com/gp/help/customer/display.html?nodeId=GSD587LKW72HKU2V
https://docs.aws.amazon.com/accounts/latest/reference/troubleshooting_other.html
https://docs.aws.amazon.com/accounts/latest/reference/troubleshooting_other.html

AWS & A EREES

BH AWS FELA OBumEAERHEEEF

EREEBEA AWS ERADBUE , FEALEEZIFRN AN AWS,

MREBARTEEBEABER

IBATREZ B AWS REA AWS BEAERER . EFEIERE IAM Identity Center # 1T HEE — B AKR
R, LAWS ER AR EHERELFEALTABRAERRER AWS IRESERAER , METHALR
WEAER,

« AWS FEIA DY - MREFE S RFERNBEAZA AWS ERETER AWS , BFEEAQML
B URL, EFZNETEMN. BERBNRERZAERELIEHP TS awsapps. com/start |
signin.aws/platform/login 9 URL,

fBlan | B EET URL ATAEEE ID S4B , I8 https://d-1234567890 . awsapps .com/
start. MRERFEAOPILER , FRHEENEES, B BLHHEERILER.

NRERBENFERAESBNBE  EENEAENELENE SRS EHREH. EF Web BIE
25 H URL , IR 2 https://signin.aws.amazon.com/ , BIBi& & 4 £ & = IAM Identity Center
ERAGCHEREREA,

« AWS ZERA O - NREEE A RE AWS IAM Identity Center (AWS E—& AN EEE ) &
2 IR AWS 4’3%2,37&%&%!3’] AWS ERA ORUFERAZNFERAEEBNZEEA, BEESHKAD
HIEH URL , BRELNEFEH. ReBHMH7T. BERBNRELEE awsapps.com/start
= K URL MBIEESE R 50#ksignin. aws/platform/login. i , LEEET URL WTEEEE ID
MBI, HlIhttps://d-1234567890 . awsapps.com/start. MREHR AT A OP@BMERS | 5
BiRENEES, B SLHBEERILER.

=50 B9 IAM Identity Center 286 AWS IRF

MREZ 1AM Identity Center EAE , ABEAR SR WHE AWS IRFE |, BANERHB. B4
ASIEFIR IAM Identity Center ¥R Ry B F B¢ it , L AEHFEVE, ERBHNERERERETEH
AWS tRF EF B4,

£ 1AM Identity Center ZiEH ERIEHERE

1. FEREN AWS FEA DML URL EETHMALZNERERR, REBBET—

R AWS FEA ORI A G R EE B 104



AWS & A

ERAEER

Sign in

Username
Jane_Doe

. Remember username

2. BESREERE  WTEMR.

Sign in

Username: Jane_Doe (not you?)

Password
Show password Forgot password

I Cancel ‘

3. EHMEBRERIER.

R=EC B9 IAM Identity Center Z2H5 AWS 1R F
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AWS & A EREES

Forgot password

Verify that you're a real person. Enter the
characters from the image below.

Username: Jane_Doe

r25br2n- o
]

Cancel

4. TEREBRERSRR  SERIUTAR A BRECKI-HEFBHAE , TARERER.

(3) Reset password email sent

Please check your inbox. If you did
not receive a password reset email,
confirm that your username is
correct, or ask your administrator
to check your registered email.

DEEREBEENE FEHHSEIAEHE IAM Identity Center EAERFHBEBNE F B4, 1B
HAWS EFBHHRHUNEGUERBR, WEFS5IEEIEMNME , LBIHER, BY
MHNRRR | LERIEBERR DN

R=EC B9 IAM Identity Center Z2H5 AWS 1R F 106



AWS & A EREES

MRERBBEREROETEM , FEREEBRIERE IAM Identity Center I 2 HEEMAY
ETEMH,

EREZE A IAM Identity Center 2 A8 , RUKFIERS , BH
"ETRE , maEM.

L EEER R RIERY 1AM Identity Center BITERSEMAS 2 RIFEEANABE 2RREE (IdP) BAERRE
BIE, RMRBERBTHIEE

- BRECARBEACZEE LN ABNKRERE, BEREATEBHREAHMNEE., NREEFER K B
&% B AR E 25 B 2 MR B BB A E (NTP) fRARER.

- FE58 L/EE IAM Identity Center #) IdP SR EAM & HE4E RENBRAR. ATNERER
iE , # IAM Identity Center T EMERF. EF I REXRSIEBNEET , BEEEES BT,
AR EEEAFNNEE.

« £ IdP By SAML R ERIERD |, #4R NamelD XA
urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress,

- WMREFEAKZ AD Connector , FFRBRFIRFHNZAER ERA M RBH, WHEFMEENR ,
B1E PEFHEM AD Connector BR#E 1R F & A Directory Service ®$l,

2
¢

Hit
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https://en.wikipedia.org/wiki/Network_Time_Protocol
https://console.aws.amazon.com/singlesignon/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_update_creds.html

AWS & A EREES

¥ AWS Z2E27 ID BEETHED

ERALENER , HEEeHY ATae AN RIEETRBEE AWS BB ID,

e

- BNEFEH4EEEAT

- REEATHEFE4RE

. BELHFA Google EA

o WEEMFEH Apple BEA

- REAEMEH GitHub B A

o RE\EMFEA Amazon BA

- EREF AWS BEBR ID £/ #E Google 5 U EI B ASHER

- EREF AWS BEBR ID £/ #E Apple 5 i, IWHBE AR

- EREF AWS EBR ID £/ #E GitHub i KUEIZ AR
EREH AWS 2= ID £/ #E @ Amazon Ef BFREI B AR

- RKEISERR B "TRE, MEEREHNER BAK AWS BEXR ID

- REEEB

. REZREMER

- RNEBELEE

- RNEBELENE K RELBFIEXE AWS BES ID EFHAmuNE FEH4

- RESERAA MFA

- RELAKBIREARIIES MFA KB

- REABKRMFAEE

- EREFEARIFEACXEMABAR , WE "HEBNER

- RBEIFAE ETRELE , MEEHEA AWS BE=R ID K

- BHTEREREH

- RIMAREERRABNEE

il_lll
™
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AWS & A EREES

EWEFEFEREERAT

MREMANETFEHCEERAS  BERERRKBECHE %EIHCF , A& mTRECAEEEM AWS BB R
ID, FEREARETFBMHHEUTAN, NREFLEER  F2H BS5LER.

BELTHRE FBHHRE

MRIEEEMT AWS ZERR ID , BEAKRZNBREES FEMHF B T IR ER,
1. RELVNREMG. SREBANEMERERER ERK,

® Note

B R E F B4R Bt no-reply@signin.aws B no-reply@login.awsapps.com. {12
REREBMRR  FHESRAELFTHEEFBHUNEFEYE K MAFHHRA
37 5% B4 TR S SR B R B

2. EEENEEREAN. ENEERAE  ARBARESNRES., WRBHEMEMRERER
®o

3. MREMABEFIBRIEFBH  BFHEAREEN AWS ZES D EFBH#UREFET, W
REWMAERNETEFibit , FEACHEENE 7B U BRGER,

HEEFE A Google A

MRIEHFEE Google tRF EFME %¥El31¢itﬁijtﬂ’ﬁﬁﬁ AWS BHER ID RERE , FEM AWS BER
ID BN EBEALBNIRE, MRETLEER , F2H AS5EER,

MERFE A Google ZIFEANGRE , FSBEELE LR Google 1RF,

RELFEA Apple EA

WMREBEE Apple IRFERHREFEHHUNER AWS ZBR ID RERE , FFEH AWS ZB=R D
BN BRBEALHIRE, NRETEBERE  F2H RSEER.

WMEMFA Apple ZIFEARNRE | 2R UREELZEA Apple 1RF,

BWETHHCEERAF 109


mailto:no-reply@signin.aws
mailto:no-reply@login.awsapps.com
https://support.google.com/accounts/troubleshooter/2402620?hl=en
https://support.apple.com/en-us/111001

AWS & A EREES

?‘Z/“\/Z-EEFH GitHub ﬁl

WMREFE GitHub IRFERHRE FEMF b ItNER AWS ZBR ID SRERE , /A AWS ZRBxX
ID ENEBBEALNIRFE . MREFTTEEN  F2H BRSiLEBR.

MFEA GitHub BIFEANRH , FSREEZEA - GitHub Support.

RELME A Amazon & A

MREEE Amazon IRFEGHBEE FEHtutIEE AWS E#3R ID
ID BN FRIFERALBNIRE, MRETREEHE , B2E R EH.

kg
Fit
HiE

EERH AWS EExR

MEFEH Amazon BIREAWRA , FSEEARH,

EHXRES AWS ZE=xR ID £ #&48 Google E M B EI= A 555

ERREFER AWS B X ID B Google IRFHBEE FE 4 atIIRE |, EE Google iRk~ A8 B3 B
VETEMFUt RERE, EE—BRT , FESBXREM , MALNE FE4 i WIRHERE,

ERES AWS Z#E=R ID £/ #E Apple it B , IWBIZ AR

ERTEFER AWS ZHE X ID B Apple tk FHERIE FE 4t , SHER Apple tk FHBBHINE
B b it RSB\ F)EIB Apple Business Manager #{TREREE , A 2HEHNERKER Apple
School Manager #{TREXEE, EE—HBRT , FERBREMR , A ALNEFEFibut WIR A
5.

ERER AWS ERBX ID £/ #& GitHub & RKIEIZ AR

ERTEEAEN AWS Z#EX ID £ GitHub iREMHEIMNE FE bt | & EE GitHub RS AHE3EH
VETEHibit REBE, EE—BRT 6 FEEBXEM , WALNE FE4 i WIRHRE,

EREH AWS Z#EXR ID £ #E&[ Amazon it BKWEIZE A

P 1

n
|Io

ERTEFEEN AWS EER ID £ E Amazon tkFAHEBRE FEMAbiE , NEREH Amazon 1RS48
BN E 7B RBE, EE—FRT , FEABAER , BASHNEFBA bt WRHRS.

REEMEA GitHub & A 110


https://support.github.com/contact/cannot_sign_in
https://www.amazon.com/gp/help/customer/account-issues
https://support.apple.com/guide/apple-business-manager/about-managed-apple-accounts-axm78b477c81
https://support.apple.com/guide/apple-school-manager/about-managed-apple-accounts-axm78b477c81
https://support.apple.com/guide/apple-school-manager/about-managed-apple-accounts-axm78b477c81

AWS EA EREES
BWEIGER , BFE "TRE MEREXRERAER BEAK AWS B
X ID

NREEERABARRILERALR  ENEAEREREFBH I TRESHERE,
- BRBLARBAZEE LN BRNEERE. EREATEDREAPNRE, WRELFER  ER
#&4% B BRI [ B 5 2 2 A MR IS BB EA B E (NTP) fRIBRER.
- REEHEFBHiURRERNER, EREA BARK , THHESERER AWS EEX D,
- ETEMHUPNZEE
- BT EM P ERER (/)
- EFEMFHuPRIREDIR ()
- EF B4R RIRIE ampersands (@)
- BFEMHuFERIER ()
- BEFEMHuuERAVIER (1)

RS2

BERESIENRE

1. EFEHAAWS ZESR IDEAEAL  WALEEFEH Mt AREIL AWS ZESS ID WEFH
14:0 EET_ﬁo

2. BESEERE?. BASEXEFIELZN AWS BES ID HEABNE FEFibiut , B UEH
RERER.

3. FEREFEHTHRAET,

BB AREN RS
BTHNRS  SELREALETEN  PLEUETIHIER -

- EWBED KPR

- ZBREXENR 8 2l 64 BFTzH,

- EBLSAZLIETHEEER T —EFTT :
« NEFH (a-2)

RBRIER B TETRE  MERERAEARNER 111
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