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£/ SSL/TLS B AWS BEREBHA. BEEMA TLS 1.2 HEHMRA
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(Amazon Simple Storage Service (Amazon S3)) F{EAEH,
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2, MERBETA FIPS InBWEFMEF , FB2RBI S EFEEZE (FIPS) 140-2,
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« AWS CloudTrail HEU& AWS 1RF 2 HSARZEHN API FIUNMEEEYH , WEXLHEERELRE
EH Amazon S3 FEZETEE, BT LA HBRLE & MRS R AWS, 2 HFEAYAY SRR IP sk | 2L
R ERRE, MEFMENR , 5280 (AWS CloudTrail FHEEE) .

« Amazon CloudWatch EEIRESIREH AWS BIR , UREBTE AWS LHTHEARERN. B UKE
MEMER. BYHTERR , URREETR , AR EEREILEENRERBANESFNE %,
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£ FA528% Service Quotas API FEIAWS CloudTrail

Service Quotas EEAWS CloudTrail , B TRMARHEAE. ABHAWS IREHH Service
Quotas, CloudTrail 4% Service Quotas BIFTE API FEMEEAEH, ZFPIAIBEIIER Service
Quotas A EETHML | LI&H Service Quotas APl IREMNERBFW, MREBRIIBHEHE , 7
AT LA CloudTrail S FER 4 E| Amazon S3 #7177 , ©IE Service Quotas HEH, MRETER
EEREE S , MR LUER CloudTrail PR EEAEHE L&, EAILFIA CloudTrail FRRENE
FARHIE @ Service Quotas B HAFER , IR B HFERW IP thut, A8, FEMEMEFMEENR,

EEHE—FTH CloudTrail , 5528 (AWS CloudTrail fEA&IERE) o

CloudTrail H#Y Service Quotas &

ERENUREE  RKASHE AWS IRFE A CloudTrail, Service Quotas H 4 EE | 08
SECERTE CloudTrall B4R EMAWS REFNEHEHE L, ErlmiR, ESFMTEH AWS
IRE BNRHENH, NMEFHMEENR , B2H ") FRABKEEM CloudTrail =4 % 50 8%,
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7% B EREIXZE Amazon S3 RERE, KTER , EREXRAPEEME K ZEMEERZER

BB AWS B, ZEMERHRE AWS DEIEFFMEEESNEY , YiEAFERIFEEREEN

Amazon S3 fE1ZETEE, LA\ |, BA LR EHMAWS BRI LUE —F 5T FMEE CloudTraill His. WE
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« EX%E CloudTrail B9 Amazon SNS &4
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&E04&F7H Service Quotas B)YE, CloudTrail , Y E2#%7E Service Quotas APl 2%, a0 , mEny
ZEGetServiceQuota, RequestServiceQuotaIncreaseFlListAwWSDefaultServiceQuotasE
fEE1E CloudTrail B,

B-FEHVAREEHSTSELEFRENET. B EATHEIEHE T5IEH !
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WMESHMER , 5528 CloudTrail userldentity JTT#,

T i Service Quotas B EZXRIER

BHE-—BHERE  ERBHUARERNEARINELEEN Amazon S3 7T, CloudTrail B
BRUE—EZEAERER. —EAEHAEARREHNE—FR , YISHEREE. FROBHM
K. BERBBEFEHR. CloudTrail BFSERIIFMLE API FFULEREESAVERGF |, RS
E A EIEF EE .

AT €188 7R CloudTrail BF&E B , HE RRequestQuotalncrease®E,

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDA1234567890Q12Example",
"arn": "arn:aws:iam::111122223333:user/admin",
"accountId": "111122223333",
"accessKeyId": "ASIA123456789012Example",
"userName": " admin",
"sessionContext": {
"sessionIssuer": {3},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-01-24T16:57:04Z2",

"mfaAuthenticated": "true"
}
}
},
"eventTime": "2022-01-24T17:00:15Z",
"eventSource": "servicequotas.amazonaws.com",
"eventName": "RequestServiceQuotalncrease",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.21.16.1",

"userAgent": "aws-internal/3 aws-sdk-java/1.12.127
Linux/5.4.147-83.259.amzn2int.x86_64 Open]DK_64-Bit_Server_VM/25.312-b07
java/1.8.0_312 vendor/Oracle_Corporation cfg/retry-mode/standard",

"requestParameters": {

"serviceCode": "ec2",
"quotaCode": "L-CEED54BB",
"desiredValue": 10

.

"responseElements": {
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"requestedQuota": {

"id": "cd3ad3d9-2776-4efl-a904-4c229d1642ee",

"serviceCode": "ec2",

"serviceName": "Amazon Elastic Compute Cloud (Amazon EC2)",

"quotaCode": "L-CEED54BB",

"quotaName": "EC2-Classic Elastic IPs",

"desiredValue": 10,

"status": "PENDING",

"created": "Jan 24, 2022 5:00:15 PM",

"requester": "{\"accountId\":\"111122223333\",\"callerArn\":
\"arn:aws:iam::111122223333:user/admin\"}",

"quotaArn": "arn:aws:servicequotas:us-east-1:111122223333:ec2/L-CEED54BB"

"globalQuota": false,
"unit": "None"

.

"requestID": "3d3f5cdc-af30-4121-b69a-84b2f5c33be5",
"eventID": "@cb51588-e460-4e00-bc48-a9d4820cad83",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"

LERPIERAFEEERN 2022 F 1 A 24 BAER T AN Amazon sEEFTEEE M IP it FER,

SESRIgH0 10 18 , LLEREREIZE 5 1840 5 A,
LT E2EH#t %/ Service Quotas IR R~ -
"eventVersion": "1.08",

"userIdentity": {
"accountId": "111122223333",

"invokedBy": "servicequotas.amazonaws.com"
.
"eventTime": "2022-01-24T17:02:17Z2",
"eventSource": "servicequotas.amazonaws.com",
"eventName": "UpdateServiceQuotalIncreaseRequestStatus",
"awsRegion": "us-east-1",
"sourceIPAddress": "servicequotas.amazonaws.com",
"userAgent": "servicequotas.amazonaws.com",

"requestParameters": null,
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"responseElements": null,
"eventID": "e331b0a0-9395-4895-aeba-73cbab9ebchd",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "111122223333",
"serviceEventDetails": {
"requestId": "cdc5f1f78739459e6642407bb2bZK0O8GKUM",
"newStatus": "CASE_CLOSED",
"createTime": "2022-01-24T17:00:15.363Z",
"newQuotaValue": "10.0",

"serviceName": "Amazon Elastic Compute Cloud (Amazon EC2)",
"quotaName": "EC2-Classic Elastic IPs",
"unit": "None"

}I

"eventCategory": "Management"

f€serviceEventDetails#l% , B EXEHE T EIEIE T 10 EEM IP thatfFEK |, I
BARA T 55K, PrlAtknewQuotaValuef§EER 10 tE A BELEE,
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7l

BT LARIZEE & CloudWatch ¥ , ERRIRBAERERENE, MREFERMESE , RE
ALEBEREE TR,

T

#E# CloudWatch FtEE R

1. BEAAWS EE XA , B Service Quotas £ A , BRI M https://console.aws.amazon.com/
servicequotas/home,

2. HEEEBEHERT | BIEAWSER , REBBEZE—ERS.
3. EEX¥# CloudWatch R,

MREFEEHAEEE  AIFBAREERERER RN T A, CloudWatch BERHoSHBEEHK

#ho

InZz i CloudWatch Bk , BERE,

BEARERRES  EEF—ERE.
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8. EEMBEHFINZE CloudWatch B3R , 552827 CloudWatch E/RER CloudWatch 2AF IR E
% CloudWatch EF &8/,

MIBR CloudWatch 2R

1. BIEBERNRBE R,
2. EBEEBT.

3. iEIZE Delete (MER)o

EHAR Service Quotas BY Identity or Management

AWS fF AL 2B AERRERBEILFFEYE AWS FRIZEE, £ LLEEHAWS Identity and
Access Management(IAM) A AFFHMERE, REMNEAEXERAENAWSTE D RUERNAERE
o BANERHAZNEZESEAERNER THTEEERE,

BIFFER , IAMERAEFEFRY. BREIEH AWS BRNFTT. BEAF IAM EAEFIRER (6
WMEHFER) , YRTIHE, FRITTIIR

1. B3 IAM BERUR T 1AM ER & R I BH 5 EERN AP BMEREF .
2. MEKERED IAM EREFEH IAM EHEREE.

HBREZIFEAEEAERER  BREAFIERBEAEEREER LHTREEBNFT T,

Bl | T BER IAM EEAWS 15, IAM ERAETHLREA, REREARR. Rk, LEEEA
AM BE | SR TR TR ENBAEEEER ERTREDE.

£/ IAM BURER T A

HBREEIEAEREAERER  BREATIEREAEEREER LHTREEBNFT T,
IAM IR B 2B —HZERIRXA JSON X, SERRNHER , 0T 58I,

{
"Version": "2012-10-17",
"Statement":[{
"Effect": "effect",
"Action": "action",
"Resource": "resource-arn",
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"Condition": {
"condition": {
"key":"value"
}
}
1]
}

- Effect— M{EeffectALARALlows EDeny, RIFFERR , IAM EAEREFERAERM AP B
WETA , HkFrERRIOGERER. PRAMNEEHRRE, HRIEEBETMA.

« Action— M {EactionREIR FHRIEEF AINIEE API B)fE, MFEILEAction , S Service
Quotas #J API #1E,

« Resource— S EMEFEMNER, FHEL Service Quotas API BifE |, BAILUEIE FRIEEMF T
REESERE. &EZHTIHEE , FEUBRERX FIEE Amazon Resource Name (ARN), &I ,
BRI LMERERF T (* ) LABEMAE Service Quotas EiR, MFEFME , 5828 Service Quotas
ER

« Condition— 7] BURIEM ih 55 F R SR IZHIIRF BUER BRI E M. WNEREME A , 552 B Service
Quotas MR KRB,

WMEFMENR , BF2E8 (AM EHAEER)
Service Quotas BJ API 1€

£ PActiont®E |, BAILUIEE Service Quotas R API i, EHBUNEFSH
servicequotas: MAEBERBNFE , M T IEHFIAT .

"Action": "servicequotas:GetServiceQuota"
FEEE-RAXHEEZEEDE , FRECMHBEERERD , XLUEHR 2R , T HEHIF R,
"Action": [

"servicequotas:ListRequestedServiceQuotaChangeHistory",
"servicequotas:ListRequestedServiceQuotaChangeHistoryByQuota"

]
BHOAUERABRAFT (*o ATEHHAEEMEREARAMN Service Quotas K API E1EE HBGet,

"Action": "servicequotas:Get*"

Service Quotas #J API #1E 22


https://docs.aws.amazon.com/IAM/latest/UserGuide/

Service Quotas EREER

£ EIETE Service Quotas MIFTE APl BiE |, BERABRAZET (* ) , T HEHIFTR.

"Action": "servicequotas:*"

% Service Quotas BY APl BIEIRE , 52 Service Quotas E)fF,

Service Quotas &R

EREBEMAURHBEEECEAETHTHENER, YRIEBEEFRBRFTIH API BIE , &1
DEfERERAR ERETEANER, EEEBERRAPEEER , ELAEHAE Amazon
Resource Name (ARN),

Access By ARN EB TSI HIFT RAVIE N,
arn:aws:servicequotas:region-code:account-id:service-code/quota-code
HRAZEERBRFTTMN API B , BXEBE THERRR , 00T SIEHIFTR.

"Resource": "*"

Service Quotas EiRBRFFAI
T %l Service Quotas BMEZ B EREMKET T :

. HERISERE M MEUSARM TR

» RequestServiceQuotalncrease

MEFMEN , BF2E "1 Service Quotas EBH EEHH R RESE,
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EEMBURE , U LUEERHIBRAENSRN KRt . SEFRGSIE-—NSERIBEYH. BEK
G SR BBEENREZR,

FirlAltservicequotas:servicef#4$E M Service Quotas, LA Service Quotas API {EZ# it
IH

. BIRIERE R MIERYER

» RequestServiceQuotalncrease
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WELHFEGSBOFREN , F2AWSLKFEHR B /P HIAM User Guide

¥8 e EZEZAWSService Quotas FIFEE KBS

AWS ZEYNZTEBXRSHEERARVRFLENER, BRI IAM A EE Service Quotas By
FH , SELBEREREE IAM FERE -

« ServiceQuotasFullAccess— B FfEH Service Quotas TheEFTFE MY TR FEUE,
« ServiceQuotasReadOnlyAccess— #&ZEE Service Quotas ZhEERY I F 17 BURE,

Service Quotas W& HRERTE

E=HER ARG Service Quotas NZ2MEER , EAZEAWSERFTE, ELFHEITE
SOC. PCl, FedRAMP, HIPAA &3,

RUBEAWS BRBHNEREE , F2HAWSERA N BHEE. WFE—MREF , FSEH AWS 585

Eo

A {EA AWS Artifact TERE=FARZBE. MEFMER |, 520 AWS Artifact P T HIHFE

& E A Service Quotas WEREE , BURRERIWHEZN, BATNESREBERERLZENE
F. AWSIRETIER , AHBIER -

- REHEEHRREAMIER  ELHBIEEIREBEZE , WRME AWS LBBULLRERAED
ZEERBNISR,

« HPAAZ2BEEAREBAKE | FARERAL A TANAER AWS REIT HIPAA 8RN EAE
o

- AWS £ ER : EEFMANERTREERARENEENVE.

« AWS Config BiZ A S5 P FERRBIFEER : AWS Config BRI A7 & ERAEBEHAATE
¥, EREAFERNESHRAME,

« AWS Security Hub CSPM — 1tk AWS BR# At 8418 AWS FH L &R |, B ERERR/ER
LEEEENSEEL.
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Security (TLS) 1.0 REHIRA, BEFEFEH TLS 1.2 NEHMA. AF M AT EEHEEEHELR
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API 5ERE X
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GetAwSDefaultServiceQuota #&B¥FHER

SN GetAWSDefaultServiceQuota HBHE—IRFREHBIEMNES

GetRequestedServiceQuotaChange BRFE

¥/ Y GetRequestedServiceQuotaChange
EMFER

GetServiceQuota B¥FER

R
BRHE-RREPHE

S\ GetServiceQuota B E—XREHEIAMNTER

ListAwWSDefaultServiceQuotas #®¥EXR

FAHNMListAwSDefaultServiceQuotas B E—RBEEFIIEMN

ListRequestedServiceQuotaChangeHistory
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=
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ListRequestedServiceQuotaChangeHistoryByQuota ST
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BUE—RREPHIENES

ListServiceQuotas E#ER

EES\ListServiceQuotas B¥WE X REHEIEZMNER
ListServices BIFEXR

B/ ListServices BYE—IRTEPHIEMNFR
ListTagsForResource &E¥HES
ListTagsForResource ®HE—IRREPEIANFER
RequestServiceQuotalncrease FWEER

A5 \RequestServiceQuotalncrease HTHWE—RXRBEHIIAMN

K

TagResource H#MFHER

TagResource BME—IRREHIIEMFFER
UntagResource S#¥&HEXK

UntagResource BME—IXRZREPFIENER
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AssociateQuotaTemplate #B¥EFHEX 1
fA/WAssociateQuotaTemplate BEWE—RRVBHEIAMGES 1
DeleteServiceQuotalIncreaseRequestFromTemplate B® 2
aK

f/\HDeleteServiceQuotalncreaseRequestFromTemplate 1

BYE—IRRBPEENFBR
DisassociateQuotaTemplate #&E¥EHEXR 1
fa/\HIDisassociateQuotaTemplate B‘BHWE—IXRBHFBIXNTES 1
GetAssociationForQuotaTemplate ‘X 2

A5 \MGetAssociationForQuotaTemplate H®¥E—XRFEHTE 2
EHEER

GetServiceQuotalncreaseRequestFromTemplate BRBER 2

b

A/ \GetServiceQuotalncreaseRequestFromTemplate = 1
ME—IRRBEHEIXNER

ListServiceQuotaIncreaseRequestsInTemplate BYHER 2

i/ \ListServiceQuotaIncreaseRequestsInTemplate 5 1
ME—IRREPRIENTES

PutServiceQuotalIncreaseRequestIntoTemplate BHER 1

A/ PutServiceQuotalncreaseRequestIntoTemplate <! 1
MEIE—IX
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