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O Administrators

m Create and share product portfolios to their end users

Manage product portfolios Distribute portfolios using Maintain catalog

/ with constraints / account IDs or organizations

Obtain / author products

Organize portfolios
in JSON or YAML

Catalog 8 Add, delete, or deprecate products and versions
ffffffffffffffffffffffffffffffff _# Frmemmememe——a--
| — T BE . Portfolio A P X @ | -
: o - o - ! p - '  — '
v — - ! . X Organizations X -

o — u — N —
: o - ! : - 1 - . 1
1 Version 1 Version 2 ' - P S—— : : Version 1 Version 2 :
leeccccemccnen== PP AR _# ' '

ProductX == N |  fecmcccccc-ccaaaa - ' '

Portfolio B : Constraint option: Account ID : : = : = :
i
" — \ : s et chiar) ! | . || n—-—
o — - — ' - Col h parameters & ' - = '
- o — -5 S = o A =
efe g [ _J| -co oyment —— D |[Cetme] || Reen ||
_ _Product Y Product Z | across accounts and regions Users | temememssmeeeeaaa
Product Y Product Z - Control tagging it Product X
TagOption Library
Use the TagOption Library to ensure
consistent taxonomy and tagging of
provisioned resources.

B ERE TFERE
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End User

Can discover, self-service provision, and

maintain the life-cycle of their provisioned products.

Provide parameter inputs Manage product
D and launch products life-cycle

Provisioned Products

Product X
E— Te—
Oo— Oo—
Product X Product Y = d=

Service actions, updates, and
terminate provisioned products

* Version1  Version 2

e.g. LAMP Stack, data analysis stack

AWS Service Catalog 785% IR 75 Bt 28

n W

AWS ZHRE BB T 585 E % AWS Organizations : BR&E&EHG., EREES. ER. HEER. E

#. BRI BVEF TagOptions,

AWS Organizations

« AWS Service Catalog BEMEMNEZREES : 50

BR il % ¢+ i 88
- FERBASERNRBEE : 100

EmASEHE

EEmMMBSHNERE. &E. A€ 100
EEmBSHEmR : 150
EEmMMESHER : 20
EEmMMBSHLRAKRS : 5000
ERBER/NERE : 25
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- FERENERE, BENAS @ 200
- RERNERIRE 1 100

- RERWEE : 20

- HEBSMGEEE : 25
hEEmE R

- BMBREMNVER : 50

|58 15 B 28

- B
- B

#4100
: 350

a0

a0

AR B FEC 2R
- SEESHRBEBE : 200
- S{EE R R B EI : 25

TagOptions Bt &8

- F{EERH TagOptions : 25
« 1@ TagOption W& : 25

EmiE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"Version":
"Statement": [

{
"Effect":
"Action":
"ec2:

"iam:
"iam
"iam:
"iam:
"iam:
"iam:
"iam
"iam:
"iam:
"iam:
"iam:
"iam:
"

iam:

1,

"2012-

10-17",

"Allow",

[
CreateKeyPair",
AddRoleToInstanceProfile",

:AddUserToGroup",

AttachGroupPolicy",
CreateAccessKey",
CreateGroup",
CreateInstanceProfile",

:CreateLoginProfile",

CreateRole",
CreateUser",

Get*",

List*",

PutRolePolicy",
UpdateAssumeRolePolicy"

"Resource": [

g n
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d. (ZEA) BEENEER,

(@ Note

BREETLHEEERNE/EY.
A, F2E (AWS

A,

e. IEET *ﬁﬁo

EREWHEEREVEBH, S&ZWHE 50 BER.

—i2E 3EEM) FHERL AWS BR,

f. &% Policy Name (B3R & #8) , 8 A ServiceCatalogAdmin-
AdditionalPermissions,

ERBRER, AENES BR. 0F

A

BEFUIRTEES
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S3 &R, WMFEFMER , 5528 (Amazon Simple Storage Service £AE 1§
) PREAEBERSEN,

g EBEEVBX.
5. BREABEHFTEEMNBAERRE , #F Refresh (EFHEHE),
6. EESWMNP , WA ServiceCatalog LAEFRBUIRIBE.,

7. 1EH AWSServiceCatalogAdminFullAccess#l ServiceCatalogAdmin-
AdditionalPermissionsBURMIENA R , RBEET—F : BE,

8. HREENMLAE , FHEE Add permissions (KB ).
EREBMUFERAE , 5 EF Create user (BUFEAE), AIKBRAERTHEIERER , BiEE
Close (E3FA).

9. HREUBHREEBESHEA , FEAIKRFEEN URL, HESHI URL , FEESEER LM
Dashboard (f&3&4R) , WiEFE Copy Link (ERERE). ERABRPELELE K FEAETLESRS
FREM S EFH IAM A EN B BNZER,

A& EF AT F AWS Service Catalog & FERE

B&ERAE T LUER 281 AWS Service Catalog , 4B F AWS Service Catalog & FERAE X7
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B, ETYEFF , BFI2iEAWSServiceCatalogEndUserFullAccessBUREREE IAM &4,
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b. HEESMMT , @A AWSServiceCatalog UEHEHFEE,

c. 1#HIAWSServiceCatalogEndUserFullAccessBUIRMEN SR, B ALl ARE
AWSServiceCatalogEndUserReadOnlyAccess,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://console.aws.amazon.com/iam/

AWS Service Catalog EEERIEE
d. 1##E Create Group (B EH#),

4. HEEBERT  BEFERE.

5. BEEMEERAELHT TIEME

a. 1E Username (EAEER) FWMAFEHAENEE,

b. EEHIE AWS EEFZEAFHL

c. EET—F: .

d. EEBFERENEEEHE,

e. 1EH Endusers (REFEHE) BEANKEAR , REMKFEENext: Tags (T—2F : E8]) M
Next: Review (T —% : #f).

f. 1 Review (#B)) EE L , i#Z Create user (BMEAE), THREXNEAETR , REE
£ Close (BAFA).

LHEFEETE Terraform fHES|E

£ ERINFEE Terraform ZE @R AWS Service Catalog , B4 BEEREEIE Terraform E MY HEE R
FH&R&EMRE Terraform 5|2, BEFRKBER , BRI UER R Terraform HESIZE AWS
ZHEIWERE Terraform MESIZFAIENEXNBREREIE. AWS Service Catalogltt — /X MERE XK E
E 30 #7#., AWS Service Catalog 121t GitHub 7 E , HP IS LERMERE Terraform S ZEH
ER.

17 514

BT IMEBIRIER , & AWS Service Catalog EfgR&BAL , UEEXEMESIZFHMERETY. B
TEBETHIM ARN , AWS Service Catalog € T FI{EE% :

- HESIBNRERBEEENIRSE
- EESIZM M AWS Service Catalog E2 3 17 FF AL 4 48 [ [E= 13
- RS ZBTIEFU TR X Lin B A B HER

g0, anR ProvisionProduct us-east-1 #KRFS 1111111111 £ AMKES 0000000000000
BNWEmRMWN , B AWS Service Catalog 5% E#EH SQS ARN A& arn:aws:sqs:us-
east-1:0000000000000:ServiceCatalogTerraformOSProvisionOperationQueue,

HREEEEA R MK Lambda BEEEDescribeProvisioningParameters,

ZHEFERE Terraform #rEE 5| % 12


https://github.com/aws-samples/service-catalog-engine-for-terraform-os
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HRBEREHIEE Terraform 5|2

W FAREEREASSH® , LABR%|1lambda: InvokeiRERYFZEY

B AWS Service CatalogiRH 5| ZE VWS HHMEE Lambda M EEFEEER |, EREEIR
Flambda:InvokefFa# AWS Service Catalog R =78 :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
1,
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-
east-1l:account_id:function:ServiceCatalogTerraformOSParameterParser"
}
]
}

IEME 2B BS AWS Service Catalog IEEEEFTENM —F T, T8 , BOLUfE
Flaws:SourceAccountBEREAARARERE—SRFLIER., E AWS Service Catalog &%
FEETTIE , SEMHEIRSM ID AWS Service Catalog EEA £, EHITEEBEREASHA
Em, YHERARREEERFEALNSIZE  EREH.

FE

i

Flgn | e AE AT AT REVRE | A& 51 RR & AE AR B 000000000000 A 111111111111 K9S

S
“ .

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
},
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-
east-1:account_id:function:ServiceCatalogTerraformOSParameterParser"

"Condition": {

’

HRBEREHIEE Terraform #E5| 2


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy
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"StringlLike": {
"aws:SourceAccount": ["000000000000", "111111111111"]

mEH EHEERERABT S , LIRFIsqs:SendMessageiR {ERI1FEL

R IESHELAH AWS Service CatalogiZ Y 5|2 Z I #Y Amazon SQS 7% , HEFHRBEK R &R
BEWRFE sqs:SendMessage ( FAEABERY KMS) BF a4 AWS Service Catalog FRIE 28 :

"Version": "2008-10-17",
"Statement": [

{
"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
I
"Action": "sqgs:SendMessage",

"Resource": [
"arn:aws:sqs:us-
east-1:account_id:ServiceCatalogTerraformOSProvisionOperationQueue"
]
.
{
"Sid": "Enable AWS Service Catalog encryption/decryption permissions when
sending message to queue",
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
},
"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ReEncrypt",
"kms:GenerateDataKey"
1,

"Resource": "arn:aws:kms:us-east-1l:account_id:key/key_id"

HRBEREHIEE Terraform #E5| 2 14
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]

EFEZ R BS AWS Service Catalog IEEBEFMENME—FFT. TiB , B LE
Faws:SourceAccount’2EREARNBRSIBE—FREE—H. & AWS Service Catalog Eix&A
S FELETYE , SHMEIRFR ID AWS Service Catalog EEA£i#8, ERITEEZBEERBEHA
BEL, UFERRREBERFERAENSIZER , EREA.

Blgn , ERIAER N TR RERE , #5551 ZREIBERFFIRE 000000000000 A 111111111111 B95E
R :

"Version": "2008-10-17",
"Statement": [

{
"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
1,
"Action": "sqgs:SendMessage",

"Resource": [
"arn:aws:sqs:us-
east-1:account_id:ServiceCatalogTerraformOSProvisionOperationQueue"
1,
"Condition": {
"StringlLike": {
"aws:SourceAccount": ["000000000000", "111111111111"]

}
1,
{
"Sid": "Enable AWS Service Catalog encryption/decryption permissions when
sending message to queue",
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
},
"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ReEncrypt",
"kms:GenerateDataKey"

HRBEREHIEE Terraform #E5| 2 15
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]I

"Resource": "arn:aws:kms:us-east-1l:account_id:key/key_id"

HRBERIEFIEE Terraform 25| E
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B 28 (€

BRI LA A AWS Service Catalog AFIEXNERERBEFNEP—EERER , FKBEHP—@EAFM
HEREFNSBRBEBRER .

EHBERED  CHUABKEEENERERESZIVTER. SAEBKEER  LKUNRYERE
B, REEVYER. SARKERE  LAUUREBELEREUUAENEREAEIRAYRBER. EM
ATHER—IF

« 1£ Amazon Linux E#1THEIRFEIIRE K BRUEEERUEAZ AWS ERH AWS
CloudFormation &4~ B E#,

« 7£ Terraform #ZES|E L HTHRRMRERBIRE , Dltargz HEERAER K TERERIUMEH AWS
HEIR,

® Note
Rz Bl , FRRERE PEREMEEB RE AWS Service Catalog.

£

- AMERE

« AWS CloudFormation 7 f& A P4
« Terraform Em AP

APFERE

AWS Service Catalog RIEEEBEFNEMSBRAFRIE , BEUTUREAM, BAUEAMRERE
EREBETHNEMNEREBRIZECHIIRES , RAEBBENERETHT.

*RE

- SRR MK

- E—S T
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AWS Service Catalog EEEEmR
ToRRH
EFEABMANAMERETNERZE  FREELHE THIER

« fEF AWS CloudFormation EIARFFEMNF T, MEFMEN , FBFSEEA 251728 AWS Identity
and Access Management.,

- B AWS Service CatalogFT BN EE S A, MHEFME , 52 Bthe section called “5 7 M7
BEEE",

E—%5 T #

NEERRENERBNFMER , F2E AWS Well-Architected,

AWS CloudFormation Z fa A P9

IET LAER AWS Service Catalog AFIEXNEFREBERFNER—FERSELS , KBRAFIHBRE
PH S ERRFRIEEM o

EHEREF , FRUEREEENSRRERESIHTESE. FSREHEES , £AUEY
porfolio, AEREBVER. BARKERE , SUURBEREVUENERERAEETRAIRBE
o EmaTE Amazon Linux LEITHEIRMEIRE , YAUERERIFERAZ AWS BRI AWS
CloudFormation g4 B EH,

(® Note
FIR el , FERELE PEKEMEEEBE AWS Service Catalogo

&

« B 1. T8 AWS CloudFormation &7

- SB2. . BuSigy

- SRI.BUERMES

- SR4 . EERESFEVHNER

« SER 5 WS AR RBIRME AR B ETE R AN
- SR 6 MERBRIAEKIAM AT

- SR7  BYBRERAEHERESHNEFIVE

TORIRE 18
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- SR8 AIEGREAEER

FER 1. &, AWS CloudFormation #i4s

&R LAfE A AWS CloudFormation SRR EMNHEEREENEMR. ELEB AR AE JSON

% YAML AL FREER , THRECEGRENER. WEFMER , F2H https/
docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-formats.html £ &R F K
AWS CloudFormation A&, BRI LAEA AWS CloudFormation #8855 IRIR B H X FHREEET R
BUYNRBFEAE, EAYERED , RMRUGENSE , EETUMRKBER. SEAXASEE ¥ SSH
FEEREMVEE — Linux $A1TEEE,

(® Note

£/ AWS CloudFormation S8R FEEH KT . MR H , BECEHEE EENT T, WES
HER , FSE PO ERGEHEAFIERE.

AT

L BRBIRENEHIE AR development-environment . template £ https : //https:/
awsdocs.s3.amazonaws.com/servicecatalog/development-environment.template BX4§.

BHBANXFU TR :
{
"AWSTemplateFormatVersion" : "2010-09-09",
"Description" : "AWS Service Catalog sample template. Creates an Amazon EC2 instance
running the Amazon Linux AMI. The AMI is chosen based on the
region

in which the stack is run. This example creates an EC2 security

group for the instance to give you SSH access. **WARNING** This

template creates an Amazon EC2 instance. You will be billed for the
AWS resources used if you create a stack from this template.",

"Parameters" : {
"KeyName": {
"Description" : "Name of an existing EC2 key pair for SSH access to the EC2
instance.",

SR THREAE 19
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"Type": "AWS::EC2::KeyPair::KeyName"

I
"InstanceType" : {
"Description" : "EC2 instance type.",
"Type" : "String",
"Default" : "t2.micro",
"AllowedValues" : [ "t2.micro", "t2.small", "t2.medium", "m3.medium",

"m3.large",
"m3.xlarge", "m3.2xlarge" ]

}I

"SSHLocation" : {

"Description" : "The IP address range that can SSH to the EC2 instance.",
"Type": "String",
"MinLength": "9",
"MaxLength": "18",
"Default": "0.0.0.0/0",
"AllowedPattern”: "(\\d{1,3})\\.(\\d{1,33)\\.(\\d{1,33)\\.(\\d{1,3})/(\\d{1,2})",
"ConstraintDescription": "Must be a valid IP CIDR range of the form x.x.x.x/x."

}

1,

"Metadata" : {
"AWS: :CloudFormation::Interface" : {

"ParameterGroups" : [{
"Label" : {"default": "Instance configuration"},
"Parameters" : ["InstanceType"]

1A
"Label" : {"default": "Security configuration"},
"Parameters" : ["KeyName", "SSHLocation"]

1,

"ParameterLabels" : {
"InstanceType": {"default": "Server size:"},

"KeyName": {"default": "Key pair:"},
"SSHLocation": {"default": "CIDR range:"}

}
}I

"Mappings" : {
"AWSRegionArch2AMI" : {
"us-east-1" . { "HVM64" : "ami-08842d60" 1},
"us-west-2" : { "HVM64" : "ami-8786c6b7" },

SR THREAE 20
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"us-west-1" { "HVM64" : "ami-cfa8al8a" },
"eu-west-1" { "HVM64" : "ami-748e2903" },
"ap-southeast-1" { "HVM64" : "ami-d6elc584" 1},
"ap-northeast-1" { "HVM64" : "ami-35072834" 1},
"ap-southeast-2" { "HVM64" : "ami-fd4724c7" },
"sa-east-1" { "HvVM64" : "ami-956cc688" 1},
"cn-north-1" { "HVM64" : "ami-ac57c595" },
"eu-central-1" { "HVM64" : "ami-b43503a9" }
}
},
"Resources" : {
"EC2Instance" : {
"Type" : "AWS::EC2::Instance",
"Properties" : {
"InstanceType" : { "Ref" : "InstanceType" },
"SecurityGroups" : [ { "Ref" : "InstanceSecurityGroup" } 1,
"KeyName" : { "Ref" : "KeyName" },

"ImageId" : { "Fn::FindInMap" : [ "AWSRegionArch2AMI", { "Ref"
"AWS::Region" }, "HVM64" ] }

}
},
"InstanceSecurityGroup" : {
"Type" : "AWS::EC2::SecurityGroup",
"Properties" : {
"GroupDescription" : "Enable SSH access via port 22",
"SecurityGroupIngress" : [ {
"IpProtocol" : "tcp",
"FromPort" : "22",
"ToPort" : "22",
"CidrIp" : { "Ref" : "SSHLocation"}
11
}
}
},

"Outputs" : {
"PublicDNSName" : {
"Description" : "Public DNS name of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicDnsName" ] }

iy
"PublicIPAddress" : {
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"Description" : "Public IP address of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicIp" ] }
}
}
}

HRER

EERREE A HASEERINER. CHTIESHIEK :

- AWSTemplateFormatVersion (#H ) - AREILLEARPHAWS EARERRA, FFTHE AL
%A 2010-09-09 , BRI =R —BRME,

- R (FEAR) - BXRNER.

- BY (B ) -ZSHNFEREXEEENSH , THERBER. ST 2SESHNERNMERS , &

ANBEXERFESELRT, MERSMRGNFMENR , F28 £/ AWS Service Catalog PR #l {5
#o

KeyName S AIRLEERRERAEERBERFLERME AWS Service Catalog # Amazon
Elastic Compute Cloud (Amazon EC2) £ ¥ &, BHKET —EBLSBHERISBY,

- REER (EA) - BRUHESNEAEANYH. AWS : : CloudFormation : : Interface £I8EE
EREREAETEHARBERZEN SR, ParameterGroups BHEREL S MA D HEUAR
RIELEEM LIZEE, ParameterLabels BEERAZRENSHER, EFAEEESEHMU
BEANSRAERNERE K SREAEIEARIAKERESE Server size: 2 TETRERA
Instance configuration N2% , ©&EHRE Key pair: 2 FEETRRCH CIDR range: &
Security configuration HZE,

- RE (FEA) - RoIBVBEBMENRS , TRAREERGSHE , BLREHER K, BUUEA
BERMB@EERFHN Fn: : FindinMap AEBES , SR 5|EEY ENERY, tRSERATESEREF
B LURBEZEEE AWS EE# Amazon Machine Image (AMl)s  AWS Service Catalog i F itb iR
5 , RIBEAERE PIEE AWS HEBIREZEEAK AMI AWS Management Console,

- BER (ME) -HBERRHEBY, BUUSZHEANERNGLERPNER, ELREGARP
BMEIEEHIT Amazon Linux B EC2 #1T1EEE , AR AFF SSH FEETEBN R LB HE. EC2
BT ERERNBTERSCAFEAEEENEARBRERTEBERN SSH ZFRNBEE,

AWS CloudFormation £/ H 81#Y AWS [E1F , R ERIEZ ARG FIRE AMI ID |, WiEZ£EHIE
MG EE, Z2HARBREUAFREHAEISERN CIDR IP it £ E¥ N FEUERIE 22,

- [ (F#BA) -SFHERAEERRMBERNXF. BRENEREES/RBEHITERA S DNS 5B
BREERE, FAEEE DNS BHBLER SSH EERHTEE,
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NEHASBEEGMET, | HFSHAWS CloudFormation ( BREIEE) RREASE,

SR2: BEUSRY

EEBLNREREAERBULAHBEREHFGERAERNER , BHXAE I Amazon EC2 8%,
SHRER L HERNES  CGLEBRANNEZER , NESRAUARBRER, NESBYENFHRE
A, BEEECEA AWS 24 | RETE Amazon EC2 EAE BT #E] Amazon EC2 &84,
Amazon EC2

L EEFRIEH AWS CloudFormation #5745 development-environment.template@& KeyName
28 .

"Parameters" : {
"KeyName": {
"Description" : "Name of an existing EC2 key pair for SSH access to the EC2
instance.",
"Type": "AWS::EC2::KeyPair::KeyName"

}I

& ERAEERA AWS Service Catalog BB S AERNERE , X AEESBRENEE,

MREEERFEANRFHAEYSRY , SAURE PR3 EVERES. B, A TID
B

BY Ry

1. 1£ https://console.aws.amazon.com/ec?/ FAEX Amazon EC2 £# A&,

2. FETEEEBEHEM Network & Security (IR EZ M) TF , iR Key Pairs (£i8¥),
3. 1E Key Pairs (£#8%}) HE L , i#E Create Key Pair ZI £i#8 %),

4. 71E Key pair name (£8¥E8) P AR ZRENERE , RERIEIE Create (B1I),

5. EXREARTERELESRERKE  STRAEERL2NA,

/A Important
EREREFLATRERNE—HS,

SER2: BUSHRY 23


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-reference.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://console.aws.amazon.com/ec2/
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FR3I: BYEMES

EEREmRBEGERE  FREVELERMNERBESHE,

BUYEmES
1. £ https : //https://console.aws.amazon.com/servicecatalog/ BB Service Catalog £#2 &,

2. EEAISEmERG , REERAS  RAREEEIVERBES
3. EWATIIE:

- EM#A B -Engineering Tools
- EmiSHIR - Sample portfolio that contains a single product.
- BEEE - IT (iteexample.com)

4. 1EIE Create (B1I),

R4 EERESTEUFNER

BUEMBEZR , RN EEREEPEYER. EXHEBRRES , B8 Engineering Tool &
REEPFEILA A Linux Desktop WEmM , IR Amazon Linux E#ITHERBRIRE,

EERBEETEIER
1. BRIEREI—F 8 , AIEe€#8 R H Portfolios (EREE) EH. &8

console.aws.amazon.com/servicecatalog/,
2. EEUYHMBEESR2PEINIRIEERES
3. EELEWER.
4. EEMFMESNERMNBYEMEEL  WATIIER :

[—N

75 B BX https:/

* Product name (Em#& ) — Linux Desktop

- EM#HA - Cloud development environment configured for engineering
staff. Runs AWS Linux.

- EE-IT
- DB - (ZA)

5. TERAFMHEAE®EL , BIZBFEH CloudFormation &4<, AKIEEIETE Amazon S3 #74 URL ,
RBEBMALTRER :

S$E3 . BUERES 24
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- Select template ((ZZ&E ) - https://awsdocs.s3.amazonaws.com/servicecatalog/
development-environment.template

© IRAERE -v1.0
« Description (#if) - Base Version

6. EXEFMEAERP , WATIIER :

- EFEHBi4E - ITSupport@eexample.com
- XEEHE - https://wiki.example.com/IT/support

- XX - Contact the IT department for issues deploying or connecting
to this product.

7. EEEIEMm.

HER 5 1 #7180 AN PR B R 4 LA PR #3017 B 88 AR /)

REIZEEMESEBERMES —BEREH. RETTIIRFHERNREME (BERF) AR AHHEE
AWS CloudFormation #7s (SRR H). MFFMEA , FFSE LA AWS Service Catalog FR il
fret.

REEAREFIEE Lnux SEER , UBIEEAEEREBERNARSTEEEE, ARIREHARTE
FREZEEAAESHTEEER ; MRFISKERNHTERERREAWMER/NVERE t2. micro M
t2.small, MEFHMEF , 528 (Amazon EC2 FRHEIER) K T2 #ITEE., Amazon EC2

A AR FTIEE Linux KEEm

1. EERESFHEREE L  ZEZRBRYE , ARBERIRBIGRMY

2. EEVRFEEEEYT , HHEMREE Lnux RH. A% , HRARIEE | BIEHEX,
3. 7E Template [RFIEERHF , BENXFHES.

4. HTHEB BRI FRESRT

"Rules": {
"Rulel": {
"Assertions": [

{
"Assert" : {"Fn::Contains": [["t2.micro", "t2.small"], {"Ref":

"InstanceType"}1},

HER 5 WEEARFRM 25
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AWS Service Catalog EEBER

"AssertDescription": "Instance type should be t2.micro or t2.small"

5. STHR&IER |, # A Small instance sizes.,
6. IEIE Create (B3),

SR 6 : FEREREILAER IAM AR
FRED PR A B R R AR A E FUBVE R ISP AWS Service Catalog #{EH) IAM B,

LS RHP |, EAERBRFFIEZE Linux REZEMR , Bk AWS Service Catalog AT A ERERE R
AWS CloudFormation &4 IAM &R,

IBIETRAG E m A AR E FRBMRLFEY IAM ABXAERTHIFFA

1. AWS CloudFormation
2. & AWS CloudFormation &7 Y BR 7%
3. BRI FEEHY Amazon S3 fEFETEE Y AWS CloudFormation 4 1FZEUE,

BRI TESKEAERBER , YERBREHEEAMEER. WEFHENR , 528 AWS
Service Catalog BB BR 1,

WMRLZEMBRE , FFEEHEAN IAMFIRTFHREAEAE , AREMFEEA Linux RKEEm.
filgn , ServiceCatalogEndUserAccessBUIRE#R T EL AWS Service Catalog & EAETEA
BT R IAM FF A,

EARRBRE TREER IAM REER , BSKREAE AM FAIRSERERE, NFFHEA
28 (AM EREEmRM) PHRTHRIEER.

3

718 RUED PR %1

1. FFEfE IAM EAEER T JSON FEE L E T HBERNET.
2. BRET3) JSON BRI :

« cloudformation- fARFEEI., BHXL. E#H. MIER. %|HF4EEE AWS CloudFormation &
AWS Service Catalog K 5EE & 1,
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ec2— RiFF AWS Service Catalog TEFFA 5| H, B, BA., HEFNZERLBR AWS Service
Catalog E f—2B4 B9 Amazon Elastic Compute Cloud (Amazon EC2) &R, BRIBEEIE
AWS HEIR , ttan‘J‘Jﬁba 28,

ec2- RN AWS IRFEUFHNZEEX , UEENZERREREEEN IAM &,

s3— AFFFE #EAEHK Amazon S3 #ZET# AWS Service Catalog. BEZPEBEMR , AWS
Service Catalog EEFEMERN m.

servicecatalog— RFF RERZKRFEAEIH, BH. BEA. ELNMBERN AWS
Service Catalog 5 ™,

sns— ft&F AWS Service Catalog FFAI 5. BEL, = AFMZEAEIRHIHREH Amazon SNS
FiE,

® Note
BIBEECEDBNERER , B FEZIEREF] JSON B,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStacks",
"cloudformation:GetTemplateSummary",
"cloudformation:SetStackPolicy",
"cloudformation:ValidateTemplate",
"cloudformation:UpdateStack",
"ec2:*",

"servicecatalog:*",
"sns:*"
1,
"Resource": "*"
},
{
"Effect":"Allow",
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N oo o MW

a.

b.
C.
d.

e.

"Action":[
"s3:GetObject"
1,
"Resource":"*",
"Condition":{
"StringEquals":{
"s3:ExistingObjectTag/servicecatalog:provisioning":"true"

BET—% , B8,

EET-S  BE,

ERBEBEEEYT , $rEHEBBW A linuxDesktopPolicy,
BIE BUBCR,

EEBEERT  BZEAG, ARREEVAGIHITTIIEHE .

HRERETNER 6 FHEEAWS R , RAEEHMRENERARGT AWS | EEREE
#%. 12HY Service Catalog fFARH| , RRBEET —F,

# S linuxDesktopPolicy BUR , ARKIREULIZES 5E,
iZ1ZE Next (T—%).

RABZBA A linuxDesktopLaunchRole,
BEEIAG,

8. 7 https : //https://console.aws.amazon.com/servicecatalog BRI AWS Service Catalog & & .
9. j##E Engineering Tools (LT &) EREE,

10. TEREEFMEATE L , BERIFRAHRIER , RAREZFETRGRSF,

M. #tHER , B Linux K , sHEREEE | ZERE.

12. BIEZZE IAM Af, ZEIRZ linuxDesktopLaunchRole , AREIBIEE,
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RUFINERES

1. ZERESHHEFAEERL  EEFRRSIER,

2. i#iZF Grant access (IZEFZHE),

3. HEFERSIERL , BENEKEAEN IAM FHERESG R,
4. BEFEFIE.

SR8 AERRERERER

FERTREREAETURDFNERERETZARRLRBENER  FURKERE AWS 52

T

BA YHTELER,
EERRRREAERETRFNEREREETES
1. HEfE IAM EHEEETNETRL IAM ERESSE A

2. TEEE|f | BEELEIUEngineering ToolsEMMEE AWS HEE., EARKBRES |, BE

us-east-1 [EiF,

3. 7E https : //https://console.aws.amazon.com/servicecatalog/ BRI AWS Service Catalog F 13 & LA

T5F

- Em-EAETUERANER.
- HENER - EAECRBNMEER.

RESKEABTLUME Linux REEMR

il
cat

, EARHES

S

i3 2 | 58 us-east-1 B,

-_—

EXEENERERY , B Linux KH,
EERDERURBRELCERNBE,

ERE : Linux REEEAEL , @A Linux-Desktop LLENVBMHENERBE R,
ES2HEEL , BAUTRE , RAREET -5 .
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- CDREE - AEERETHTEEZ IP it A CIDR B, S LAERATER
(0.0.0.0/0) R AFFMRAEM IP btk IP #but7FEY |, EE/32[REEFIEN IP it , RARME
el
5. BREMDERUMBHE, TEASBERERAR Linux-Desktop HBHMBFMERAETHE. EmM
HAREREEFR, AWS Service Catalog RBEMBEL I ENRRE, EEETERAME , B
ENEEREEE. EnRER  MEBAWIERE,

Terraform & fm AP

AWS Service Catalog Al ZEEAZBEA HashiCorp Terraform 48 RE#Y 12 & R ER A R IE B Bh 22
AWS, BALAER AWS Service Catalog fiAE—T & , TRZPAREHRE. EEMD E Terraform
#HBE AWS, AWS Service Catalog X EBEZEEEINEEMN Terraform , LIFZEE(LFTE LIER
Terraform 74 B 83 #R&. FHIRH. RAES, SEMELATNHEME AWS RF, £ F AWS Service
Catalog , ZHRKRFEAESEIHTERNERNRANEEEZE , RAETUEE—SEFIHBEL
Emo.

(® Note

BT #E > ¥ HashiCorp H 1T , HRRKIE Terraform WIZEEE | M LY Terraform
Open Source K18#% AWS Service Catalog 8 A/ %, AIPEMBE I Y Terraform
Community Edition #¥Z# |, % a1# %A Terraform Open Source, ME IR AE Terraform Open
Source EmMMEEREBZNBERBENFHEANRN , F2E KEEW Terraform
Open Source EmMHMHEEREHANBEREE,

THHEBEHRN TR BB EBEBFER P/ Terraform Em AWS Service Catalog.

BREREER K LEPREESIRS (PMEIKRF ) AT, Terrafrm Community Edition Hl
Terraform Cloud Em#FEE Terraform &SI , B LE HEEAR Terraform Community
Edition B5|%8 (AHEREE ) M pE—F 7THMHEERR Terraform Cloud 5% ,

EHBRREY  LSECEERFHHT TIEL

« ff/ Terraform Cloud SR/ZBE BRI Terraform ZE M. Service Catalog 1 A SR E R E R K
¥ & Terraform Community Edition ZE fo

- BERNEEMBESE R

- BIYRBERHGRYE , UAFBRRERAEREER
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EHEF , EUEAEERRIRFNABARAZREARAAERES , MEEPEKRS b 2ABNERE
&E. MEEBHAANFRENR  F2RAAERES,

BEHEBREFEIY Terraform ERFEE AWS WERZEER Amazon S3 fE1FZETE,

(® Note
FRsE Bl

s

BESE PERBHEEHBFRE AWS Service Catalogo

&

« #ZIEEH Terraform Open Source EmRFMEEREF ANTERER
o FRBH . BRAE Terraform #iEE5|E

« $EB 1 : Terraform fHREE R T

- B 2. B3 Terraform Efm

« B3 : B AWS Service Catalog EREE
- SR4 BERFEEERES

- SR5 . BURBAE

- SRR 6 BRERFIFIEE Terraform Em

c SR BYTERERAEFIE

- SR8 HBKREAELAERIES

- SR AFESKREAERR

o S 10 : EJE Terraform HERE

#& I B Terraform Open Source EmfREMENANBEREBR

BT B> HashiCorp H 1T , R &KL Terraform WIZEEE | EEM LY Terraform Open
Source ¥§8% AWS Service Catalog 2E A /\#B. NABERBEITEYH Terraform Community Edition
& , %eI#AE Terraform Open Source, AWS Service Catalog FHB X #& Terraform Open Source
EAENFERIMHEERNEVNERER, BREEFRKRIEEAEL Terraform Open Source &
R, BRERRENGENER.
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MRBEREEM , ML BEKRBAREGINET , #MERAEW Terraform Open Source EmMMHMEE
REBRENSER,

1. BHIRBE AW Terraform 2£ 5|2 AWS Service Catalog , A2 E¥ 5L ZBF Terraform BIRRLA
BEREHENXE, WEFEH Terraform Z2E5|BWIER , HSBEEMH GitHub EEFE,

2. FAFNMABEREREHNEIFEMIRAER Terraform Open Source Emo
3. MIER{EA{E A Terraform Open Source EMBENBEEER.

4. EFHERSGNERAERAFTNNBERER,

5. #& 1L 58 Terraform Open Source ERBHE VTR EHEE M.

BRRAERE , BHHTAEA targz HERERNTERERANSEREE,

AWS Service Catalog EREEXEEFTHNLEE, MREBLEBFFEZRIRFAIARELE , AXERE
BERIEES K BHEEN RERXBERIHE.

SoRIEH - BRE Terraform #2352

£ I Terraform Em I R4 = AWS Service Catalog , 2 Z87E Service Catalog EE SRS
( PAEIRE ) HREMBEMESIZE, Terraform Community Edition Efm ( FANASFERER ) M
Terraform Cloud Ef ( £/ Terraform Cloud ERER ) HEEMESIE,

® Note
SRR —IAMERE , KNEE 30 5i&,

HEB AR Terraform Community Edition 895|128 ( SAZPERER )

AWS Service Catalog ff FA /A Z0 7 m B E R X 8 Terraform Community Edition Ef. HAEBEMBE W
SEHMMHETE | BHF Pulumi, Ansible, Chef % | RIBMHESIZENERME,

¥R EBL HashiCorp B9 Terraform Community Edition £ F /A ZB7ZE m B AWS Service Catalog I E
m , BYUEE AWS Service Catalog EEEIRF ( FHEIRS ) PLEWERE Terraform HES|Z, &
AWS EERIEIZRHEEIR.

AWS Service Catalog 12 GitHub fE7FE , Eh I ELLEMERE AWSHTIRMH Terraform #2252 M
A, REEITESTIER
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- BEREXR
- BREE AWS IRF
- ARMEIERE. RERINRAEGESR

#EE AR Terraform Cloud B 5|2

HRFEBL HashiCorp B9 Terraform Cloud £/ Terraform Cloud ZE m¥E# AWS Service Catalog B9
Em , B8 AWS Service Catalog EEEIRF ( PHEIRF ) PREMEXE Terraform fHE5|
¥, HashiCorp EERIRIREDEE L5 ZE,

HashiCorp 121 GitHub f1ZE , EFEE5RE Terraform Cloud 5|2 #5288 AWS Service Catalogo
REEGTETIER :

- RENRRIE

- BERNS

- HEE AWS RS

- BRMEIERE. RERINRINELMGENR

B2 1 : Terraform {HEERE R T H

IRAILAE A Terraform #HRERE SRR I M #FE HashiCorp Terraform Efm, ELHAERMXFER , I
RALEMRENER. EUUFEAREENNFRESKEY., ENMNREFERE. FEEVER , B
A& Terraform A& LB A tar.gz BR. EAHEBRED , AWS Service Catalog R HERHRERE
R, BEULBEBER, ARESET Amazon S3 EEETE,

HEERERTH

AWS Service Catalog 122 &iflsimple-s3-bucket.tar.gz il REREREBERHBRREFFEH,
EER CE R

EHEBERNFZNT ¢

variable "bucket_name" {
type = string

}

provider "aws" {

}
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resource "aws_s3_bucket" "bucket" {
bucket = var.bucket_name

}
output regional_domain_name {
value = aws_s3_bucket.bucket.bucket_regional_domain_name

}

fEREE R
fAREERE S 57 AWS Service Catalog fiZERKRERUMNER, THTIEIIHERK

- B (B ) -EHEEFHE (PHERFEEER ) WERUBITHABHNEER. B2IRH—BHR
|, UBFEEEEBNTASN. BEBEBFAENEESSYNER  THREEAPNFEEE S
NERME—N, LEBARBABEERGEE , XHEETSESENE,

- RBHE (BH) - ERMENZRREIRME , EZE AWS. AWS Service Catalog only AWSHEA&12
fit&, Eit , Terraform S| ZEXETAEMIIENREEBES AWS,

c BR (ME) - MEN AWS ERREER, EHHBZBRED | Terraform HAEEREZIEE Amazon
S3.

- Y (EA) -EENEARE , BUREXRFEEERENE. EULMEABLEER  EBEH
L TEREERIEIERE

LB 2 B3 Terraform E G

Z ¥ Terraform 51 8% , BRI UEH P E I HashiCorp Terraform Ef AWS Service Catalog,
EAHERESD , BREEUITEME Amazon S3 FFETEEM Terraform E M,

37 Terraform E &

1. 7 https : //https://console.aws.amazon.com/servicecatalog/ B AWS Service Catalog 125 |,
WHUAEBEFERAET T EA,

2. SEXEEER , RAREEEMEE.

3. BEEVEM.

4., HEGFAEFEBRNEVEREEL , EEHNEN Terraform Cloud Em¥EE ., Service Catalog
FERANETERERRKZE Terraform Community Edition E .

5. WATIERFMER :

* Product name (Em &) — Simple S3 bucket
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AWS Service Catalog EIEHEEE
- ERER - 8E Amazon S3 #EZETEM Terraform E M.
- BERE-IT
« Distributor— ( ZH )

6. HERAFMHEAERT  EELEHLER K AREZEZEEER. BERLE PTHHNERSR
1 : Terraform fARERE R T &,

7. WATIEHR:

c fRAEEHE-v1.0
« RZAIEHIR - Base Version
8. HAEXEFMETERT BMAUTAER , AR EEEVER.

- EFEHBiAE - ITSupport@eexample.com
- XEEHE - https://wiki.example.com/IT/support

- XEWIR - Contact the IT department for issues deploying or connecting
to this product.

BEEVEm.

©

RUMBIERE , EEEMREMEL AWS Service Catalog B RERREIR.
HE% 3 : B AWS Service Catalog EmiEE

A LATE AWS Service Catalog EXEERF ( FERF ) PEVERES , URRETERMERS , I
B PBRESZKEAERSE (BFKES )

BUEmBES

—

1. ¥ https : //https://console.aws.amazon.com/servicecatalog/ B AWS Service Catalog £ & |,
WUAEBESSE A,

EEREEmiRT  BEERES  ARBEEZEVERES.
3. BMATHE:

N

- EmMES -S3 bucket
- EmiHAEHIR - Sample portfolio for Terraform configurations.
- BEBE#E - IT (iteexample.com)

4. 1EIE Create (1),
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R4 BERFEBEERES

BIYEMRBESR , BB EES R 2 FEIIH HashiCorp Terraform Ef,

1. BBEZEERBEHEA,

2. EWZESER 2 PEMYW Simple S3 RFETE Terraform Em , AR BEFEE, TN HEE
h BEKLERFIEEERES. AWS Service Catalog SFERSEE S3 MEFEMNIEEERAE
BE%
3. ENMSIHEIREMES , ARBEMAEIMERT, BREMKIEHEBFREPEIERSIRL
4. EBEESEGWEEERES.

RIIBERFEZEEREESR , EEERBEEME L AWS Service Catalog B REFENE,
TE5: BIRIAR

FUZERF , SHEEY IAM AT (BAE] ) |, I8%E Terraform #2512 AWS Service Catalog BYFF
Al | Y7 4L FE F &R E HashiCorp Terraform E m BB EKI T,

IBHEEIBRIGTIE Amazon S3 EEFETE Terraform EmK IAM B ( RBAR ) MARERHAEG
NEBEFTHIFFT :

« 1FHY Terraform E RV ER AWS B, EA#%BRED  EaEY
s3:CreateBucket*, s3:DeleteBucket*, s3:List*, s3:Get*H
s3:PutBucketTagging Amazon S3 & /EH1FHL

- FHY AWS Service Catalog#E# Amazon S3 #1787 /Y Amazon S3 A ZEUE

« 1ZHl CreateGroup, DeleteGroup, ListGroupResourcesMERTagi/HIRIE, ELIRE
AWS Service Catalog Al EE & REFHANER

£ AWS Service Catalog EEESRFHRIUMBAE

1. & A AWS Service Catalog EEEWRF K , FFEE IAM FAEERMPH JSON ZH5|EZEHE K
EHE o

2. AIBHEE Amazon S3 EFETE Terraform EmMEBIBE, WBERMEBEELBRIBRB A CHE
M, WEBETHEHT :
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EEEES

« s3— RFHIH,

I

EHL, BA. fEMIZEER Amazon S3 Ef AWS Service Catalog # 52 Z&F

« s3— AFFFE BEHH Amazon S3 fE1FETEE AWS Service Catalog, ZEIEEM , AWS
Service Catalog EEFEMER M.

« resourcegroups— ft& AWS Service Catalog 23, %/, MIBRFNZESE AWS Resource

Groups.

« tag— fiFF AWS Service Catalog =525 1,

(@ Note

RIRE

ERNENERER , BIRFEE RS JSON HK,

Bh £ T3 JSON BURX A -

"Version": "2012-10-17",
"Statement": [

{

"Sid": "VisualEditorQ",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "*",
"Condition": {
"StringEquals": {

"s3:ExistingObjectTag/servicecatalog:provisioning":

}

}

"Action": [
"s3:CreateBucket*",
"s3:DeleteBucket*",
"s3:Get*",
"s3:List*",
"s3:PutBucketTagging"

1)

"Resource": "arn:aws:s3:::*",

"Effect": "Allow"

"true"
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}I
{

3. a. EET-—
b. EET—

c. ERBEBXREM@YH , $H¥E#E A S3ResourceCreationAndArtifactAccessPolicy,

"Action": [
"resource-groups
"resource-groups
"resource-groups

"resource-groups:

1,

"Resource": "*",
"Effect": "Allow"

"Action": [

:CreateGroup",
:ListGroupResources",
:DeleteGroup",
Tag

"tag:GetResources",

"tag:GetTagKeys"

’

"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

]I

"Resource": "*",
"Effect": "Allow"

&, B8,
&, mB.

d. BEEFEIBK.
4. HEBEERT , REAG  AREEFRUAG,

5. HMEREENER  RIEFESFIEEBR  KARWA TSI JSON BUX :

"Version": "2012-10-17",
"Statement": [

{

"Sid": "GivePermissionsToServiceCatalog",

"Effect": "Allow",
"Principal": {

"Service": "servicecatalog.amazonaws.com"

iy
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"Action": "sts:AssumeRole"

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account_id:root"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringLike": {
"aws:PrincipalArn": [
"arn:aws:iam::accounti_id:role/TerraformEngine/
TerraformExecutionRole*",
"arn:aws:iam::accounti_id:role/TerraformEngine/
ServiceCatalogExternalParameterParserRole*",
"arn:aws:iam::accounti_id:role/TerraformEngine/
ServiceCatalogTerraformOSParameterParserRole*"
]
}

}

B Next (F—2),

EBERBER |, ®HIS3ResourceCreationAndArtifactAccessPolicyBRIZEIM o
iZ1Z Next (T —%),

E/BEEP , WA SCLaunch-S3product,

© © N O

/A Important
BEAEEBS4 AL "SCLlaunch, B , AHIEEMENACERE,

10. EERV AR,

/A Important
£ AWS Service Catalog BEXEERFHFRIYMB AR E , BENSLHEE AWS Service

Catalog R EAERFHEVARNRBAC, REREAERFINEACLEAEFTRE
HEERFHINALHEENERE , YT SHENBK,
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1. UBBEESBZEARKRFERAEIIRSE , REERE IAM FHAEEREPH JSON 5| ZEBE T HBERN
ER.
2. E#EFEB 2-10, & £ L& AWS Service Catalog BEEEERFHEIBB AR,

® Note

£ AWS Service Catalog XX FERAERFHELRBACK , FRELEBIEER
KAccountIdHEAHEENEES,

BERCEEBEENGREABIREFHRRBRIMRBAR , B USREREFRGEFTEEER,
FSER 6 : SR EIPR FIHTI8 E Terraform Em
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& 7B R HashiCorp Terraform EmE I MEIRFIFEE. MRLIERBRESF A SREAEHRE
EMEEM.

EEESRFHFRIBBACR , ERAULUERE B RENERH Terraform Cloud 7 aa #Y BUEN R Hl 22 31
AR,

HWRAERFTESKERAERBER , YERBREHEEAMEER. WEFHENR , 528 AWS
Service Catalog BB BR .

EARRBRE TREERE IAM REER , #SKREAE AM FAIRSERERE, NFFHEA
28 (AM EREEmRM) PHRTRIEER.
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1. 7E https : //https://console.aws.amazon.com/servicecatalog BAEX AWS Service Catalog £#2 A&,
2. EEAEEFEAD , BEERES.

3. EESIFEFIRBERAS

4, HEREESFMEFAEEL  ZERIFGRSIER , AR EZZFETRGRST,

HER 6 : WIERERFRM 40


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/constraints-launch.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/constraints-launch.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://console.aws.amazon.com/servicecatalog.

AWS Service Catalog EEBER

5. $HEMR , #IE Simple S3 #1FET#. AWS Service Catalog & B E)iZEUR BN PR FIFEEL,
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7. BEEI,
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FRELAERESEVEN  URTFTERFEAENEFEE. NEFAER  F2RLAERES.

TR

MRBERBRKREAEEL IAM 88 , F2E 57 % T AWS Service Catalog & FEHE

REFNERES
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EEXREBERT  ENFREBELY K ARERSKRFITWAMEEXREAENEIRER,
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T SMRBEEERE | BEARER  EEEERS. NABEN (OU) EBAN T OU XHEM
HE. MFEFMER , F2H HAERES,
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BRERBRREAETUARDENERERETZEAMBE LB ERISinple S3 bucketEm , FE
REERE AWS DB |, RAEHAT TIIES.

EERTBREAERTRFIERERAEERA

£ https : //https://console.aws.amazon.com/servicecatalog/ B AWS Service Catalog £ & LA

T5F

- Em-ERETUEANER.
- HENEm - ERECRBNMEER.

BRERAEAE TS Terraform Em

1. EXRANEMERT , ##F Simple S3 R#FEE.
BERMBERURBRELERNEE,

EREES S3 REEFEIFEEMEL , 8 A Amazon S3 product BUEUSHENEREBRE,
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"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
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"Resource":"*",
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}
}
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"servicecatalog:*"
1,
"Resource":"*"
}
]
}
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{
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—

HEmMEEEmE

BULKERFTEEIESBENERES. EmENN , SERNAAERES ( BBHAER
B ) SEBRBGTRAE.

Ip

S EmMEEH B S B ERESH

1. BEZEREEHM,

2. ERNEMm, ARBRERE. RTHENRES  BEEEQRNEZERES. REESEEQE
#¥name-of -product ¥ B EEMMBESEE,

3. BEERES A RAREEKERNEEERES.

# Terraform ERFEZEERESH , EREERE R HGEMG. SXAREHIIRSZERIAM A6, &
AIAM & ARN , AR RERE., MRZETACERE , BIREFEARIRHIGE , ARF Y
IAM BEFEAZER. EUERBACREEIRSERE  BACSEALARFIURIRIHNER.
MEFHAEAMNRR , FSE T 6 . BRAERFFIEE Terraform E M

EREESTLEEH%E4S AWS CloudFormation # Terraform ERERNE R,

BERFREERES 88
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EHER
AA

ELEHERNELRE  SEEUFNERRE. FNERRAISEDREGITFRESERNERE
SHFFEERE.

® Note

FHREERKE , BE LB FEERER (AWS CloudFormation = Teraform), #l#0 , 40
RIEEFH AWS CloudFormation Efm , BIEEi#EE A AWS CloudFormation 2B %
Terraform tar.gz fARERE R, BLBFERAFE AWS CloudFormation SRR EREHE G AWS
CloudFormation E74#8 2,

BR8T EREmRANARERNERERETUSEMEERENANMA. EERTRETH
B, EAEUERREER RS EEmAAE AE LN ERHREMRSD T

BN FWERMRAZE , AWS Service Catalog BEIEE Terraform 5|2 H AWS
CloudFormation = A HIFEEBNEREN , LERCHEFEERE,

BT E mARA

1. BEFEmMBERE,

2. ERLEEHNNEmR. RRSKEENEZERFMAEARR.

3. GEEMMAMEAEEL K REMARSIER  AREFEEIIHRA,
4. FERAFHEAT , BT TINEE

- ERHES - THEEAERFEES N

FRAREEARER - AR H EE AWS CloudFormation 88455}, Terraform tar.gz #0RE&

%o
8 Amazon S3 URL - ¥ B EZKFE Amazon S3 F1#Y AWS CloudFormation £34<5%
Terraform tar.gz #AREREREY URL, MREIEE Amazon S3 URL , BIAZEB hitps : // FAEE,

FERNSHEEE - LM GitHub, GitHub Enterprise 3 Bitbucket BN S FE. AWS
Service Catalog AIEZAHKERB LS ZEAER, BN Terraform ER , BEFAEREASERE
Tar FREILE Gzip PRENE—ER,
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EAERAEB CloudFormation & - # AIRAE CloudFormation #E&#) ARN, G EFZIE
Terraform Cloud S\ 202 Mo

© RARE - EmIRANERE (Bl "v1", "v2beta"), FEIEMAZE
- R (BA) - EMRANELR  SEERARERRANER,
5. BEEEBRMNEMRA,

B LA CodePipeline REIML MEREEE , 45 En':n%'lizlK EZFHEAF AWS Service Catalog , I 1E
REBFERRNVEE, UEFHEF A BFS2EHUERE  EY T‘?‘ ZIKE B AWS Service Catalogo

% GitHub, GitHub Enterprise 5 Bitbucket S E MBS EEAE R

AWS Service Catalog I BEKERBLT EEBNA TR TEREEETENHLSRER. AWS Service
Catalog RIEEEENHEHTERNER , A Gt AL ER. BEFEEEESZIE GitHub, GitHub
Enterprise =% Bitbucket, EANIBRFERSRELHN AWS IRF 2% , BB AWS
Service Catalog EmFEMBEEM , ARTERBTFETINELAER, BFSELERWEREREE
B (Hlan , A git-push) , AWS Service Catalog EEEERNESEI BRI FNERBRAE (KR ) .

&
- BERRL ENRELERAFRETA
- BURFER
- BR Git S ERER
- B Git S ERER
. ﬂﬂﬁ?(ﬂtrﬂ*Fﬁgnnﬂgﬁﬁ
% GitHub, GitHub Enterprise B Bitbucket #& Terraform &= @mE 2 ZE8AE R
- AWS B X E Git T Em

HEMBS ENBERERFAENFFA

EALAE A T %) AWS Identity and Access Management (IAM) BUR B & A | 3 AWS Service
Catalog EEEKERRLINTREENELRER, LLBEETE CodeConnections F By A EFF
A] AWS Service Catalogo. AWS Service Catalog 2ZEER THEAEARIBE , ¥ 7E AWS Service
Catalog AWSServiceCatalogAdminFullAccessB AR FERSERKER TEBXE,

{
"Version": "2012-10-17",
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https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials-S3-servicecatalog.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/security-iam-awsmanpol
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"Statement": [

{
"Sid": "CodeStarAccess",
"Effect": "Allow",
"Action": [
"codestar-connections:UseConnection",
"codestar-connections:PassConnection",
"codestar-connections:CreateConnection",
"codestar-connections:DeleteConnection",
"codestar-connections:GetConnection",
"codestar-connections:ListConnections",
"codestar-connections:ListInstallationTargets",
"codestar-connections:GetInstallationUrl",
"codestar-connections:StartOAuthHandshake",
"codestar-connections:UpdateConnectionInstallation",
"codestar-connections:GetIndividualAccessToken"
1,
"Resource": "arn:aws:codestar-connections:*:*:connection/*"

},

{
"Sid": "CreateSLR",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/
sync.servicecatalog.amazonaws.com/AWSServiceRoleForServiceCatalogArtifactSync",

"Condition": {

"StringlLike": {

"iam:AWSServiceName": "sync.servicecatalog.amazonaws.com"

}

B RFIER

KEARERRE DS E AWS Service Catalog EmRZBI , BAERE I B — )X account-to-accounti&E
R BAILFEALERRECTEMFHLIAERNRFEFMEN. BLUERH AWS Service Catalog
F#H. CodeConnections £#A. AWS Command Line Interface (CLI) 3 CodeConnections APIs
BILERR,

BILER®E , WA LA AWS Service Catalog £#A&. AWS Service Catalog API 2 CLI ZRE L[]
% AWS Service Catalog Ef. AWS Service Catalog EEETURIBHREEEN S XPHNERERE
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MHFHIHEFHIEE AWS Service Catalog Efm. MRERBTFEFEREE , AWS Service Catalog &
BEENESELEIHNERRS. LHNERRASESERENRARS , LERSEANMRE,

A EEVERZE , AWS Service Catalog B B/ BRIEEZ AR (SLR). Ltk SLR AWS Service
Catalog AFF ERER ZRETFEMNTMEHREREE, SLR BAFF AWS Service Catalog BE) A [F
TEMBUYFTNERRE. WF SLR FraMIcEMFMER , B2 NWREERZAE AWS Service
Catalog.

BYFH Gt AFEmM

1. BEASERERT  BRERBE , AREZERVEm.
2. BWAEmFMAES.

3. ERAFMAEAD | BEFEH AWS CodeStar Rt EIBERRIBREE , AR BEBEITH AWS
CodeStar E#FEE,

4. BMERK A FEMBEERFE 6 ARREBIFTHNER. EERFEFEES K SHEEE. 2
X MEBAE R,

WMEE A Terraform HEERNEN , 5528 1€ GitHub, GitHub Enterprise 3% Bitbucket #%
Terraform EmRESEHRER .

a. (EIFKY AWS Service Catalog EmEBERBEAER ) EXEFHEAERS , TEEEN

PEER,
b. ( BI#H AWS Service Catalog EmERKFRER ) EEBERT , BENEERLE
AEBAEH,

5. BERVHEM.

BUZE Gt ASER

1. 7£ AWS Service Catalog FEALAIEEERF , BEEEREFE , AR EBEEVZE gt TEE
Mo
AT BERFMEER.

ENBREFEFMEAD | ZEAWS CodeStar E#R , AREEREFEN D X,
EFEEMERT K BAHIERBEENERESR. EENRER  IRFTERENEER.
METALEERR  BEEXREENER.

o & 0N
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#3848 AWS Service Catalog & miEE RIS GE1ZE

1. 7 AWS Service Catalog T A ERIEEEIRF , BEERBE K AREESEREZI/NBR
FE,

2. EERNEREEL  BRELEERENBREFENER K AREET -,

3. HEEERFRFMEAEEL , BEIREM AWS CodeStar Eif , ARIBEREE., 7 X MERHE
R,

4. B Next (T—%)

5. ERBENRXEEL 6 BEBERFHEN A AREEKERERENTRETE.

W% Git AL EmER

IETTLAE A AWS Service Catalog 32 A. APl 5 AWS CLI KRB EEESFMEENA, HRELS
FAFE R AWS Service Catalog FWEmM , B LK LXRSMREMEEBRHTEERARE AR LR
EmBELHNER.

(® Note
Bl EEREBRRARKRTEEEAN LXETRE, FHELEHE CodeConnections APls
R IAM 5] | FTREMIRREEEFAEF. NEEE IAM FUMERENFMET , 25
# AWS Service Catalog EmEZ ZE AR ERMENT T,

FH B EEMNFEEEFMEHR AWS Management Console

1. EEQSEERS , BEERBE,
REETEEEM,
AEmERL , EEFERRFFHEEARR,

HERBEMMANIRIEITR ID , FEERUNGRE —ERASER. REAFAEARRIETR
FIFIZETRR 1D,

A 0D

A MR EENGEEESFMER AWS CLI
#% 5 AWS CLI , 81T T 3I& 5 :

$ aws servicecatalog describe-product-as-admin
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$ aws servicecatalog describe-provisioning-artifact
$ aws servicecatalog search-product-as-admin

$ aws servicecatalog list-provisioning-artifacts
BT Git B EmiER

I&TLAE A AWS Service Catalog £3#2A. AWS Service Catalog API 5 EF B AR ELHM Git
[ Em AWS CLI,

HE T HRMMAERAE AWS Service Catalog EmIERFEAER  F2REUFHN Git B E miEfR.

KEEEREHNAGtRLER
1. EEREEERT , BEERBE K ARRBRBETHES—@ERE .

- FEEHE—Em , FENER  BSEZERRNRFAEARR  RRREREFEEA.
- FEENZEER  FEBSEMBEEINIGREEE , BERSTHEER K ARBET 2
2. EEmRRFHAEFRRT , FTTIERN

. SR
. SRR,

=11 AN

° *E}E)J io

- BELRERDR
3. i##E Save changes (RREEE),

(® Note

HRERERENBRFENER , EULUEENERR  FAEREARERRREEPETR
HEREASBREEFERE,

&t A LAfE A AWS Service Catalog £ &5 AWS CLI 3

- #3RE AWS Service Catalog EmEZFNTREEFEPHNEARER
- EERTREEN K SEERBE. HENER,
- EFRE (EFRESUFERATRENRBEFEERIR ) LHELH AWS Service Catalog = f BV E#R.
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5 AWS Service Catalog XA EFNERMFEFEFMENRA

1. 1£ AWS Service Catalog FEALAIEEEHRY , BEEFERFE K AREZFANERENDRT
ENER.
2. EERRFRFHEARRD , BEEFEERRR,
. EEMXRFHAEARRY  EEFNAMERTE.
4. &2 Save changes (REEEE),

£/ EXNERNEFEFEEF AWS CLI

&£ AWS CLI #1177 $ aws servicecatalog update-productf $ aws servicecatalog
update-provisioning-artifact@®,

MBR Git B2 & miE#R

IBATLAEF AWS Service Catalog £3# & . CodeConnections API = fllBk AWS Service Catalog 7 fm
MEAER 2 BEHELR AWS CLI, BEERPEEmESERERNERE , G2 AWS Service Catalog &
EEURIEHIEER, PTEHERERE  NREXERCETWEREZLANERNRERE , AIF
SRMEE, HEA AWS Service Catalog EmEMNERENFREEFHNELER , FS2EAEME
#HFHME L AWS Service Catalog E ffio

£ AWS Service Catalog & KT Git R E REVER

1. 1 & AWS Management Console , #ft Rl EEmiR R IEERBE,
2. RBEPEEZER.

3. HEREEL , K BEZFERRFHMBEAEER.

4, BEDEHER.

5.

ELENE , AREFEDENER.

£/ PEnER Git B Em AWS CLI

#£ AWS CLIEI1T $ aws servicecatalog update-product@®o
fEConnectionParameters®#i A/ , BERIEEMNER,

£/ CodeConnections API =% iEREL AWS CLI

1£ CodeConnections APl 2 A AWS CLI , #1917 $ aws codestar-connections delete-
connection®i$o

AR EERERRS ZHAESR 95
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#£ GitHub, GitHub Enterprise 5 Bitbucket /% Terraform ERE S ZEAER

£/ Terraform #HREMEREN Git T EME , BERBRERET targz B, ERXRBEDTES
Terraform EXR RER

AWS B <& Git BZ Em

AWS Service Catalog X #& F# Git @25 produtc , AWS B I TR,

AWS EiF £8 AWS B &7 XEGtRFEmM
EERIP (HF Bt EB) us-east-1 =
EERZ (H%E) us-east-2 =
EEFEIP (hnF e EEdLER) us-west-1 =
EEPE (REMA) us-west-2 =
JEN (BAER) af-south-1 B
AR (5B ap-east-1 =
SR K@ (HEME) ap-southeast-3 =
DAEE (ZE) ap-south-1 .
DAEE (KR) ap-northeast-3 B
TAXEE (BH) ap-northeast-2 s
SRR EE (F ) ap-southeast-1 =
ZKRESE (ER) ap-southeast-2 St
DAREE (RR) ap-northeast-1 =
INEX (P E) ca-central-1 B
BUN CEERAE) eu-central-1 =
BN (BEEH) eu-west-1 b3
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AWS EiF £ AWS B & 5% XEGtRSER
BUM () eu-west-2 =
BN (CKEE) eu-south-1 =
BN (E2) eu-west-3 =
BN (Hr =S E) eu-north-1 =
R (BH) me-south-1 =
EEM (BRE) sa-east-1 A
AWS GovCloud ( =EREB ) us-gov-east-1 B
AWS GovCloud ( =BIFEE ) us-gov-west-1 =

I BR 2= m
ELMRERE , ERIEXERNESREERBES AWS Service Catalog F #BRFTE E M.

AWS Service Catalog & H AWS Service Catalog 2 A5 MERER AWS CLI, ZERIM
BREm , EXAXBCHEEREBBNMEERNER. EmERBBNE/NIEERESEB. &
&, TagOptions MRS EN1E,

/A Important
EEMBRERE |, MERER,

{# /8 AWS Service Catalog 2 A MIRE @

1. EEFEmESHEA  RARENTELEMRCERNERES
2. EMLEEMRNER , AREEREBNEG LAEEMER.
3. HRRAMEBERNER  FEXFHRTEA Delete UEREEMBRNEm , RREE

Delete,

h

HREAHBBMERNER  FRESR 4.
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4. EMBRERREF , KBEBHEREK , HYSETHMEERBRBNER. EZRREREK , AWS
Service Catalog € EUHIE L &RV EIE,

5. WMFREHREMKRER , YEXNFHRPBAMBR  UBREFFEHEEBRNER.
6. BEIFHUSEIBMER,

SR AWS Service Catalog #EZBUHFIEERERNBER , ITESMBRER. MERERGESETX
BWECHBEBEE , URESEXMNER, MEEMRERESHRABRERICHEBNGFMENR K F2
BE AR R M BR T 51 E M B K U B R BUR EA B

FE

« 55 MIBREm AWS CLI

o FRRMMERE G B K BUEY B R BUE BB B

£ MIBRE M AWS CLI

AWS Service Catalog A& A AWS Command Line Interface(AWS CLI) RGN E RA S il
BREMm. AWSCLI RERRERKIBIE , RELERAW TS shell P AWS REEE ., AWS
Service Catalog s8I MBREEBFEZAWS CLI 5IF , ERETUE REIHNER AWS CLI , EESR
REFANTSHETE.

SRR
« RHENFRE AWS CLI, NNEFMEN , B2RLTEDEFTRITMARN AWS CLIMBREERE S,
A&IE AWS CLI lx7 1.11.24 5 2.0.0,

- MRRERCL EEEHRSHBTWKRBEHA JQ 5% JSON EEEE, WMERHE Command-line
JSON REBMNFHMEN , F2RTH jq.

« 3 AWS CLI BIZ UKL EIE Disassociation APl IR | BREEHEE - PRRE R

EENIIMRER  EXELBERERERBNFIEERNENE, EnERBEHNEMIEERES
B, RE. EREREMNRKEEE. £A CLI MBEREmME , CLI force-delete-product BI& AJZ
&P Disassociate API SABUHBEBHEM EELE DeleteProduct API 9 &R, IE 7l %18 B EUH
2 Bt 9 8 7Bl PR



https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-alias.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html
https://stedolan.github.io/jq/download/
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® Note
TIHRFFRETRHERER , TESRBEARIITELHENEEREMEMTRE.

B3 AWS CLI 5% LAfIBR AWS Service Catalog 7 fm

£/ AWS CLI ftiBk AWS Service Catalog EmBF , CLI force-delete-product 5l Al &ML
Disassociate APl , SLBUEEAI€E IEDeleteProduct FFALHY &R AT BRES

£ AWS CLI fAREE R KA alias BER

1. £ AWSCLI £ & , BEZE configuraiton BRI K, BIFAER , HEERKRKE~/. aws/URA
Linux 1 macOS %USERPROFILES\ .aws\2 Windows,

2. cli FAEREEREERIFVEFREPBATIGTREIES HTFERK !

$ mkdir -p ~/.aws/cli

EENCliERNRIEHRBKEMR ~/.aws/cli/ Linux 1 MacOS %USERPROFILE%\.aws\clis
Windows,

3. E#FclLiBEMRP , BUERA WXFERalias , RBERIESR., EUAFERaliasEREES#E
REFNRIHETBA TG TREIER

$ touch ~/.aws/cli/alias

4. TEE—1T[toplevel]&A ,
5. RBEER.

ETR, BuLlEBFHERRIENBRA alias BX |, FEARBEEETINSGS , #§ force-
delete-product 5l & #7118 EEHER.
FB)#& force-delete-product B & H B EEHaliasiEx

1. ZEAWSCLI E#2&% , EEEEM AWS CLI HREERIRIEFHR alias E=R,

THIBR 2 & 99



AWS Service Catalog

2. BTIEXNBINBBAESR , [toplevel IVRITT R :

[command servicecatalog]
force-delete-product =
O {
if [ "$#" -ne 1 ]; then
echo "Illegal number of parameters"
exit 1
fi

if [[ "$1" !'= prod-* ]]; then
echo "Please provide a valid product id."
exit 1

fi

productId=$1

describeProductAsAdminResponse=$(aws servicecatalog describe-
product-as-admin --id $productlId)

listPortfoliosForProductResponse=$(aws servicecatalog list-
portfolios-for-product --product-id $productId)

tagOptions=$(echo "$describeProductAsAdminResponse" | jq -r
'.TagOptions[].Id')

budgetName=$(echo "$describeProductAsAdminResponse" | jq -r
' .Budgets[].BudgetName"')

portfolios=$(echo "$listPortfoliosForProductResponse" | jq -r
'.PortfolioDetails[].Id")

provisioningArtifacts=$(echo "$describeProductAsAdminResponse" | jq

-r '.ProvisioningArtifactSummaries[].Id')
provisioningArtifactServiceActionAssociations=()

for provisioningArtifactId in $provisioningArtifacts; do
listServiceActionsForProvisioningArtifactResponse=$(aws
servicecatalog list-service-actions-for-provisioning-artifact --product-id
$productId --provisioning-artifact-id $provisioningArtifactId)
serviceActions=$(echo
"$listServiceActionsForProvisioningArtifactResponse" | jq -r
'[.ServiceActionSummaries[].Id] | join(",")"')
if [[ -n "$serviceActions" ]]; then
provisioningArtifactServiceActionAssociations
+=("${provisioningArtifactId}:${serviceActions}")
fi
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done

echo "Before deleting a product, the following associated resources
must be disassociated. These resources will not be deleted. This action may take
some time, depending on the number of resources being disassociated."

echo "Portfolios:"

for portfoliold in $portfolios; do
echo "\t${portfolioId}"

done

echo "Budgets:"

if [[ -n "$budgetName" ]1]; then
echo "\t${budgetName}"

fi

echo "Tag Options:"

for tagOptionId in $tagOptions; do
echo "\t${tagOptionId}"

done

echo "Service Actions on Provisioning Artifact:"
for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do
echo "\t${association}"
done

read -p "Are you sure you want to delete ${productId}? y,n "
if [[ ! $REPLY =~ A[Yy]$ 11; then

exit
fi

for portfoliold in $portfolios; do
echo "Disassociating ${portfolioId}"
aws servicecatalog disassociate-product-from-portfolio --product-
id $productId --portfolio-id $portfoliold
done

if [[ -n "$budgetName" ]1]; then
echo "Disassociating ${budgetName}"
aws servicecatalog disassociate-budget-from-resource --budget-
name "$budgetName" --resource-id $productId
fi
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for tagOptionId in $tagOptions; do
echo "Disassociating ${tagOptionId}"
aws servicecatalog disassociate-tag-option-from-resource --tag-
option-id $tagOptionId --resource-id $productId
done

for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do
associationPair=(${association//:/ })
provisioningArtifactId=${associationPair[0]}
serviceActionsList=${associationPair[1]}
serviceActionIds=${serviceActionsList//,/ }
for serviceActionId in $serviceActionIds; do
echo "Disassociating ${serviceActionId} from
${provisioningArtifactId}"
aws servicecatalog disassociate-service-action-from-
provisioning-artifact --product-id $productId --provisioning-artifact-id
$provisioningArtifactId --service-action-id $serviceActionId
done
done

echo "Deleting product ${productId}"
aws servicecatalog delete-product --id $productId

}; f

3. MR

1 F#R UR B4R BB 4% force-delete-product BB ¥ E EHaliastER

1. FARRHHRRELHAITTISS

$ cat >> ~/.aws/cli/alias

2. BRBETHRBEIKREAE  REE CTRL+D ERcatii T,

’ERY force-delete-product Bl

1. HERBEAES , BT T 55 RF UM ERE 7 B &

$ aws servicecatalog force-delete-product {product-id}
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AT &g Rforce-delete-productBIZH T REELENEFE

$ aws servicecatalog force-delete-product prod-123

Before deleting a product, the following associated resources must
be disassociated. These resources will not be deleted. This action may take some
time, depending on the number of resources being disassociated.

Portfolios:

port-123
Budgets:
budgetName
Tag Options:
tag-123

Service Actions on Provisioning Artifact:

pa-123:act-123

Are you sure you want to delete prod-123? y,n

2. WAy UEREEEMRER,

BRUMBRERR , RIrMRESERTIER

Disassociating port-123
Disassociating budgetName
Disassociating tag-123
Disassociating act-123 from pa-123
Deleting product prod-123

HiER
WMEFEH AWS CLIBIE M AWS Service Catalog ERBFHHEENR , FRETIER :

« £ AWS Command Line Interface (CLI) AWS CLI fE &R E L FMEH BB
« AWS CLI 5l & @ FE git REEFE
- MIBX AWS Service Catalog Efo
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-alias.html
https://github.com/awslabs/awscli-aliases
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/productmgmt-delete.html
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EEEEE
« AWS re : Invent 2016 : YouTube EMIEZ AWS CLI A&, YouTube
FR SR BR 7 A B 2k BURY TR B H BB Bk
MREBZRERBCHBHRGIARTMERAMEBREREAN , FRETHHNARBEEREMRA X,

(® Note

MREEBB XYV EFRBCEBEBAS2BER TRRERRE B NEBREEEREINS
BRI =MERERER A UBXFABRE,

FR K B EY B R EUH BBk
EMBRERRES , RERBERRRER. [ XBNERBCEBEBAARRINEBNERE R

AR BB S\ FE Y RE Resolution

ERER- AWS Service Catalog & EXHBXRMBRER.

ERRER , RAEM
HEHEEA TagOption
s, EE., ED—1M@
ProvisioningArtifa
ct BEBAYEIE.
Em NG EmiA
&, EmBERE
HEMBRE RS

FA#E : username KREFEHIT ERMBRERNE AWS Service Catalog 2
AERZEBCHERE BHECHNIREEES

TREAB A L ERF T, LAER{§ A B EUH B Bt 4%
B8 S BBUHB B FT AT

ZERERNFMEEN,

BERA

BU L EZY EmBEREIRERRA , M E W LARERE#HEmRAE,

ERRRA
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My~ BE%& AWS CloudFormation #i74<, #ZRE. iR, ARENIES!.

R AN AR RE
IRATER T I =FIRENEF—E :

* Active (fERIH) - RABEFSEREATRE , BURERERE,

* Inactive GEfERIF) - IRAFEFERBMIEFEA TR . RUBREABMBNREMEZERTEXIY
&

[= )

- CMER - RIRFBEFBEREMBRAARAE . MBRRAEEERER,

RAES
U LRRERSIEES , SERBRAHBEFRHFEERERE. RAESEASREERAPERRAE,
RAEERTHIMERE :

- - RBEAR, EmRARBEAES. RREAETUERZBREAREFTNRBHEER.

- CRA - EREEEEHACRANERRARBFNMEER. REIBREBN p AEERERARE
RRARAE , FHEREERARERATFREAERZMEER,

BERTARA

R ERYERKEREMMRAE , ME BT ABREMNMRAE. NFEREYERNFHEEN ,
REYEmR.

s
W%

5B R mR AR A

1. 7 AWS Service Catalog T2 A | BEEM.
2. RERBEFERELEZEEFRANER.

3. 1£ Product details (EmFMER) EE L , #IZE Versions (IR 28 , ARBELEFENR
b

4. £ Version details (RAFHER) EE L |, HEERRE , RRFEIZF Save changes (RFEE),
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£ AWS Service Catalog PR #l&4

RO UERRGIREHNESREAERBBEERESTEERAZTEMNRRY, ERREAERBER
B, MRS EERRFIMEANRA, SUNEERRAERESR , BEKRIEAEZEER, B
LRV RFE , REUEFENRIBIRE  XEREMA I RKME ZEmAY B B

PR 4

« AWS Service Catalog FXEh R &% 4

« AWS Service Catalog & %1FR &l % 4

« AWS Service Catalog #Z % % 1R %4
« AWS Service Catalog 3 & 5 IR &l 5 4

« AWS Service Catalog &34 R &l %4

AWS Service Catalog Bt Eh PR Hi 5% £

BERFFRGEEERKERAERE. EF N LEREFT AWS Service Catalog #EE# AWS Identity
and Access Management (IAM) B &, IAM B2 FERAEIRE AWS AT ZEFEEER AWS RFEH
FUEE. MEGNEH , FSE

« AWS CloudFormation EmEA : FE 6 : FIEEEIR I LB IAM B
« Terraform BRI IESR Terraform Cloud EREE. . $B5: EVBHAE

REBRFFRGEARERESTNER (ERESEN ) . RBRITEARERBESERIMAE
mEENER. EEXRBRVEERESTNEREYEN A SXASRBREBEHNEAZSHEE

[ ]
AR o

MBEREMERE K BREAEVAFEAECH IAMBEAESHRBBNERER. &M, 16
WEBEE MFFE AWS CloudFormation, EmER AWS KBRS , SAK& AWS Service Catalog. EiBfE
AREAE 6 SAURARERERAENFIRIARERAMENRENFT. NEERSKEAEER
WEFHER , 5528 AWS Service Catalog®¥ B Identity and Access Management,

EEERVNERIAM 86 , BX4EEETH IAM BB :

« iam:CreateRole
« iam:PutRolePolicy

« iam:PassRole

fEFARR 106
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e iam:Get*

e jam:List*

RERBAE®

FIE TG E M A BB REEMHN IAM AEXEEEERATHEBMNETT :

AR Cloudformation 2 f

e arn:aws:iam::aws:policy/AWSCloudFormationFullAccess AWS CloudFormation & & X
=

« B AWS CloudFormation &34 # iR 7%
- EERIEHEE R Amazon S3 EFETEEF Y AWS CloudFormation EZAXfZHUEE,

EAR Terraform E @

« Amazon S3 gAY E RS
- EEURBEHEEW Amazon S3 fEFETE M Amazon S3 EARFEUE,

« resource-groups:TagfE Amazon EC2 #i{TERB TR ( ERHTHERMERA Terraform MHE
51T )

« resource-groups:CreateGroup AREREHEBER ( A &M AWS Service Catalog , &L
ERBHANLIERER )

IAM BB EEBERMSEA R AWS Service Catalog BIEZ AR, ETHRERFS , EEEE AWS
Service Catalog iAAGEEE K SEBREEEBR. NMREFRER 24 , F2RNMAKE
FERE IAM SEEEMER , AREAE® AWS WIREEILEFTBER —§, https://aws.amazon.com/

blogs/security/how-to-use-trust-policies-with-iam-roles/

(® Note

servicecatalog:ProvisionProduct, servicecatalog:TerminateProvisionedProduct
¥ servicecatalog:UpdateProvisionedProduct #REZLURB A RIE R, BXAFE
AIAM A& , R T I4E AWS Service Catalog & EAE —HPHNARBELS BRI R,
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® Note

= E7 AWS Service Catalog £ AP RRMER Cloudformation ERMER , R FERAES
Z AWS CloudFormation BEUFEUE., EXRATREHRENERNERTELA RBAE.

BIMBAE

1. BRI https://console.aws.amazon.com/iam/ B IAM £ &,

Terraform EmMEERENNRB ACERE, WEFHMENR K BSEPE S5 ERAKBMEA Terraform
Open Source EmFEIRBAE,

2. EEABG,

3. i#IZ Create New Role (BRI H A ),

4. WMAABER , RERIEE Next Step (T —H).

5. 1£ EMAWS BRI A€ TAWS Service Catalog , iZIZiZHL,

6. 7 Attach Policy ((E#BR) EE L , i##F Next Step (T —%),
7. BEBVAE 6 FBIERE Create Role (BRI AB),
BEREEIFNAE

1. ERERINACIREZACHFAETARR.,

2. #FE Permissions (55 7) R5|1ZH , AREM Inline Policies (RERIK) B, A% , B click
here (I8— T &),

3. i#EiF Custom Policy (BETEBUR) , REIEIF Select (EH),
4. WARRWNER , REG LT AREE Policy Document (BUR X ) fmEE=s :

"Statement": [

{
"Effect":"Allow",
"Action": [
"s3:GetObject"
1,

"Resource":"*",
"Condition":{
"StringEquals":{
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"s3:ExistingObjectTag/servicecatalog:provisioning":"true"
}
}

(@ Note
ERREMBRHGRENRBACR , BXAFHLILFS : "s3:ExistingObjectTag/

servicecatalog:provisioning":"true",

5. Y EREANSEENRE 6 S—THEZEEHE, Hli0 , EEHIE Amazon Relational
Database Service (Amazon RDS) HEF Tl , BEActionFEFRRER — TR ERMAZN , REM
WELUTRTT -

"IdS' * 1

6. EE Apply Policy (ERBR)

EMRRE R

REMBAGCE  FRABEREERMARMBRFFMS. LWEHE AWS Service Catalog &5
ERRERERDERE , SREXAE,

ABEREER

1. ¥ https : //https://console.aws.amazon.com/servicecatalog/ AR Service Catalog £ &,
2. BEOSRERNERES,

3. EIZ Constraints (FR#l) ZRE|4EH , W#EF Create constraint (IR H).

4. REMPTEEZEMm  ARERFIEETRERD ., ZEEE.
5

EREBRFIERP , BUUEENIRFER IAM 86 , RAREAA IAM S€ ARN , ASEH
.

NMREEEACER  BIRFEARBRGEGRSE , ARFEHE IAM AGERAZKERE, EER
ARBACRAIEIRSER , ALETUASELARFEIEINEIR,
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® Note
EENACEBLATEREYRMBRFENIRSF  UREALMBRIIBBDERNER
EIRFHF,

6. EZEIAM A% , #IF Create (B1iL),

i858 8 I LAR B PR R £

AWS Service Catalog X EFRIRBTAGBRHNTAPIs HEERIERE, ELFIERER GRS,
EBA L EARBAREEBERTM sourceAccountH sourceArnfR 4R IBFHIRE ABRIFEER, ©ATHE
R E A EHEEN RN,

FETHIEEHIF , AWS Service Catalog REEREBRIES 111111111111, & AWS Service Catalog
EEBlLaunchConstraint RAEMEY K , GREAETUAERBAREEERPIEE TIGRE | #&
BEACRFABKRSE 111111111111,

"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:servicecatalog:us-east-1:111111111111:*"

1,

"StringEquals":{
"aws:SourceAccount™:"111111111111"

}

}

A MEERNERAELaunchConstraint X HEFHHEM AccountId (111111111111), MRL
B, BEGLAKIHBEAcCcessDeniedEE , U LERABAEER,

LLR AWS Service Catalog APIsZ R;EE R ERE :

* LaunchConstraint

* ProvisionProduct

* UpdateProvisionedProduct

* TerminateProvisionedProduct

* ExecuteProvisionedProductServiceAction

* CreateProvisionedProductPlan
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» ExecuteProvisionedProductPlan

HsourceArn fR¥E AWS Service Catalog X #E& 74X ARNs , fl#0 "arn:<aws-
partition>:servicecatalog:<region>:<accountId>:" EXRXEHEEIR ARNs,

B 55 RN B BR R

EHERE AWS Service Catalog £ AERMBERMAIMHEER , 751%E AWS Service Catalog *
ERERBER. EEERMAEFEAEZNAEARS  FEITESHEERNAIEHERES  REUHE
mAEE AR F,

R E

1. & AWS Service Catalog EEAKIIEERF , ##F Service Catalog , ZEFEAE,

2. EEERUBARERFMEFERN. EREREXRIEP , BEABH Amazon Resource Name
(ARN) HiR,

3. EERIEmM.
4. RERBSR , EREMALENEF,.
5. WMEEMEAIME.

AWS Service Catalog i H1BR &l 5% 4

(@ Note

AWS Service Catalog 7% # Terraform Open Source B Terraform Cloud 2 & B9 3& %1 R & %
#.

BHR&EHEIEE Amazon SNS 58 |, LRSS ANEH,
FERATHRERAEIL —E SNS EEIWETE,
B3I SNS FREEEETR,

1. 7 https://console.aws.amazon.com/sns/v3/home BRX Amazon SNS £ &,
2. FEEEBRVIE
3. MAFERRE 6 REIEE Create topic (I ),

B AR A T


https://console.aws.amazon.com/sns/v3/home
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4. &¥E Create subscription (I FTR).

5. BREABE , FHRESTFEMH. BR Endpoint(HE) , @A T ARBRESNNE FE4ibit, &
2 Create subscription (3 :TE).

6. ZHRKEI—HEFEXETHHREETFH Y AWS Notification - Subscription
Confirmation., FARE FEH4IEBFEIE RTHKETE.

BIBERAZIEFEIM SNS EERMEM TR FLE R B RERS,
ERBEARBIREEER

1. ¥ https : //https://console.aws.amazon.com/servicecatalog/ FARX Service Catalog £## &,
2. EEGSRERNEMES.

3. &R Constraints (BR#l) , A% #$E Add constraints (H1AFRH).

4. REmMPEEEm , UERFAEEREABH, BEEE,
5

i##Z Choose a topic from your account({tk Fi1EE —E X&) , RERBEUELRE Topic Name (EE&
#£78) BIH SNS T8,

6. BEERX,

AWS Service Catalog 2% 5 37 PR Hl &4

® Note
AWS Service Catalog 7 #= Terraform Open Source £ 5 B Z % 5 5 R &5 4.

BBREEFEHRSE , AWS Service Catalog EEEAIUAFHFTATRREAEEHNEMEERIERH
BERNEE, NRAFEEREY  ARERIERESHBBNTEESEREERENHRBAERE
HENER,

BMAERNERERN

1. ¥ https : //https://console.aws.amazon.com/servicecatalog/ BB Service Catalog £## &,
2. ERQOSAEENCERNERES.

3. EERBRGZSIER K ARBENERSIELE,

4. 7£ Constraint type (FRFIFERE) T , #1F Tag Update (IZEEE#).
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5. & Product (Em) PIBEFEEM , ARIREIE Continue (#18).
6. 1f Tag Updates (fZEE#T) EE L , i#EH Enable Tag Updates (RA A EEE ).
7. EERER.

AWS Service Catalog M £ £ BR Hl {5 4

@ Note

« AWS Service Catalog 7% # Terraform Open Source E mHIHEBERF,
- StackSets B B8]~ & AutoTags. AWS CloudFormation StackSets

WEERS| A FFEER AWS CloudFormation StackSets , SR EE MM BIREIE, B LUIEEZEIRS
NESHNERRE ., SKREAETLUEHEEEIRS  THEERBENVENDBEIES,

ERMRERHEEm

1. 7E https : //https://console.aws.amazon.com/servicecatalog/ BARX Service Catalog F# &,
ERALBEENEREEERES.

BERBIRGREIRR , ABRBEEIRBEMS

EEmT , BEEm. ERHEED  ZEHEEE,

AREHBERFIVRSE, BEMEF,

o &~ 0D

- EWRFRES , S EEETEMNIRS.
- EESERET , REENEEMNGERES , UREFEEELESTHEELEMNVIERF

o EFFTH | #E IAM StackSet EEEHEBREELWEZIRE, MREKEES
& , StackSets EfEATEER ARN, E—F 7 B IN{A 2 EHEBETFT,

6. 1EE Create (B1I).

AWS Service Catalog %37 PR i {5

(® Note
AWS Service Catalog 7% # Terraform Open Source = Terraform Cloud 2 &K 4R #,
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FERFSREAERBERNRE , B AEHSERRERE. ERASEARE R ARRRIEEHN
EULUERER , MASERGEBNSRER, BALUEEARBIFRHEERZE AWS Service Catalog
EmESHNER, ERESLSAGE—SEER , ARES TUERBARRBIHRMSE,

ARG B —NSERAAEX , ELERAUSHE NEmER AWS CloudFormation BEARNFE&EK S
HHLFHE. AWS CloudFormation SRS ER —EE , FRAETEEHERFEEELHE.
plan , 2HUERSTEHNTEREE K IEAEUTEREHERREE  Hhas EC2 HTHEE.

MREARFH—EASBEHRACHNERESHNEEZHIMEAEE , ZULEREBARREIGRY , SR
FIEREERBDERSTRENE, fl, MRAXSHIEN EC2 HITEBER , HRREER
NEVEITIEBEE R (40, t2.micro & t2.small) IEREMSBX , E'J"‘—IJ«}{%*“?ZF@%HI“
#, URRFIRAEREMERENSTEEER, MFE AWS CloudFormation SIS BRI FFMER |
ZBAWS CloudFormation ( fEA&EERE) N2,

:I:I‘*

BEARFIFHEAEEEREST. IRELELRIFHEAEZ—FERAS A RARBZAERETEE
—EEmES , ARRHETEERINFE_FERESFHREM,

NMREREARFFRGEAZTCRERAELANER , EERHMAEMNEESFERERENER
BB, AR EmBSPIRAERRE.

& T LA A AR AR BB RS S E AWS Service Catalog IEEI}E‘:T FHERAB AR JSON X FREHKEE
RRHEBA, MERBARUNFMRES , 2EF LN, F260 EARFHRA,

ERERMECAEZAERY  FEUZSHRERNAERERES  ARURERAS AR
%IJO

EEARFFHEEREEM

1. 1E https : //https://console.aws.amazon.com/servicecatalog/ BIRX Service Catalog F# &,
2. EEmESEEL A EECCEERAHSLARINERNERES.

3. RARFIRMGEER  RABBEIMERHEMS
4

EENERMNERRES  HHEMEECEERAERRFINER. AR BRRFEE | ZEH
. EEREE.

5.  S#ARGFEAEEREEL , £/ JSON iRiE=R=R A EER A EMER SR HRA,

- HEREAAL JSON BXF |, FEZFRFINFRERFR, LLR5IFRELBUESEBI A 1HB
IEFRER .
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AWS Service Catalog EEBER

FEERARARERAEEERR K FRESUZERER. TURIFERL  EAULLREER
MEARPEENEMSE  MALATAZBHEEANNE, RESHENEE  KIEEAFEN
FAUEREREEETHNIRE., BEEREERE , IELERTBHBFEREE —BE,

TREERAUR  FHEEMERAA. RASHRERUZERRSIFBENRED. EERENR
88 JSON @lh | FRERHXFRERER.
6. ELZRRERGRGNRE A FREREX, sEE5REKMG , SEEREASHAETARR
3 /28 57 BR B R 4

s

SIASPRHIR A

E & AWS Service Catalog ERMAEFEHARRHNRURPREEABEUTUAFEHERPERE , Uk
FAUBAREBYEERFERA ZERZ AWS CloudFormation SiIRhE &N BIsEMWLEE, RAE
BRMLESRREAETEEMIEE THERNE, fl , BUHERAREBESREAERREEEN
VPC RIS EE RN 7K , SRR EFEANNL. smal lBTEBER, EBVERERZAH , AWS
CloudFormation & F # BRI REBF S EE.

SEFANTEREBY ARG BA) IEE (XE), RAKGERERRREER. EERBTHE
AETHEHISESBEENE. MRERERHRAAEYSE , AIZRANES —BER. BEERHARK
#, BAERARRBSENASPERE , EEERNREEEHLRN Rules BRAMER, BAILEILEMREK
N, BRAGESIESTSNRERERLESR true F false,

BHIRER |, BERIEIE Parameters BRAES T VPC MTHKSE, EuLlEy—@ERA , AXRER
HRENFRRESEREN VPC F, Hit , EFEAEREE VPC K, & AWS CloudFormation &
B UEBYREMHERZIIRE FBERSBERENNE VPC F., MRSBESEM , Al AWS
CloudFormation M BMEERE VS EHEER, MREAERIEE VPC, AWS CloudFormation Bl R &
ETBRSEE,

A

AR Rules BREE T IMEM Rules , REREE—BR. MEANRAUEEESUFINELRZ, W
REEFZEMAA , EERAUSLUERD K. BNEBERRY , CSESIRPEFTHEERRE K REKFE
ZEWMMNER , BN P RAURHRES,

$FBIF[@E RuleCondition B , MEAMXESE Assertions Bit, $H¥EEFRLE , BREEHE—
BB B ; BT LATE Assertions BMAEE—ERZEES. B AERRASENRIBEHE ,
REXBRAMGHENES , TN ERSAFTR
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"Rules":{
"Rule@l1":{
"RuleCondition":{
"Rule-specific intrinsic function"

3,
"Assertions": [
{
"Assert":{
"Rule-specific intrinsic function"
},
"AssertDescription":"Information about this assert"
},
{
"Assert":{
"Rule-specific intrinsic function"
},
"AssertDescription":"Information about this assert"
}
]
},
"Rule02":{
"Assertions": [
{
"Assert":{
"Rule-specific intrinsic function"
},
"AssertDescription":"Information about this assert"
}
]
}

ERGABERIEMERA Ruledl F Ruled2 R RIM Rules EE., Rule0l 2R ARG MEZE
BB, MRBRARGFNERNTEFERA true , HIGTFENEASEESFIRERN. NRBFAKEGES
false , B AT ZEM, Ruled2 HBRENR , RACRERIEY, K EXF—EFLHNERA—HEES.

MEEHRAUFEENZENRAISERNBHREMBEER , 32 BAWS CloudFormation § fEH &S
B RIAWS R EIEE,
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g BRfriRESRE

THMEBERNERE InstanceType SEWE, RIIRESH (test = prod) WEME , FAESE
¥ ml.small BEIEE ml.large K InstanceTypeo InstanceType B2 Environment g%
B1ER — & AH Parameters BHRAES,

"Rules" : {
"testInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "test"]},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.small"], {"Ref" : "InstanceType"} ] },
"AssertDescription" : "For the test environment, the instance type must be
ml.small"
}
]
1,

"prodInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "prod"]},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.large"], {"Ref" : "InstanceType"} 1] },
"AssertDescription" : "For the prod environment, the instance type must be
ml.large"
}
]

}
}

AWS Service Catalog FRTE B4k

@ Note
AWS Service Catalog &~ # Terraform Open Source = Terraform Cloud Z i 89 BRI B 4E.

AWS Service Catalog I BV EEHBENREERAEIIR , ARETERNLLER. BAEES
NIRRT EB IR BMERRRFERA BB TRENTRE. HBREE, BTRENSGS , HE AWS Service
CatalogHiERFF T, ELAER AWS Systems Manager X4+ E&REEIE, BLAWS Systems
Manager X4 A BEAFINEE AWS REEBNFALEEREE , Bl Amazon EC2 FILEMERHKE ,
&t LAE & B E] Bh1E,
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EAHBEREF , CEARKREAERHEENKE Amazon EC2 HTEBHEE D, EHBLEMNGT
o, ERREEE. ARBBFEREREVYE  UREBHRENER  MADERIZSZKERER
B,

FORIRAF

Y BREBRECHEETEN AWS EEEFHT, BEBE AWS Service Catalog , BB E#E —HE
AEMR, EREEANERE, MRETHE AWS Service Catalog , LR REMBIAERER , B
FEALHERE,

&

- SR 1 REBKEAEHT

- S22 BUREBE

- S8R 3 ASARIE B VEEE A AR AN 2 3 B

- SR4: AEBKRERERS

- S8R5 A EERBEHHE AWS CloudFormation
- B 6. MEDH

S BERKERENT

BRERESEEROENT , TERRNBTHERBEEE, ELEF+ K SKREAEZTEFN
AWS Service Catalog FR# E1EZh 8EF #11T Amazon EC2 EFTRKEIRIFT 7.

ERTHERR

1. BARMIR https : //https://console.aws.amazon.com/iam/ B AWS Identity and Access
Management (IAM) £ &,

2. feTheeRY , SKREABEFE

3. BERKMEAERAREE AWS Service Catalog BRI B, EEMEEHIS , RMBESKREH
EFH, TR ECHEEY , BEEMHBENRREREFTERANEE.

4., HEFHEMNFHEERAEEM Permissions (FFA) BB L , JUBUHBEE , ImBEBRENVEEK, £t
gEHld | RABBZRIEEFHEME AWS Service Catalog ML ILFFAT BRI BETEER |, S35
BEREBE.

5. & Policy (Bt3R) EHE L , 1#E Edit Policy (fREBEHXK) UFHEXENFT T, BOUFERRELIFEE
2550 JSON fREEEE RIMBIEK. EEM/EHIH , TMEH JSON MBS RAIGHER, HRALLHE
RE, BTHBEMAZIZFATAF -
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "Stmtl1536341175150",

"Action": [
"servicecatalog:ListServiceActionsForProvisioningArtifact",
"servicecatalog:ExecuteprovisionedProductServiceAction",
"ssm:DescribeDocument",

"ssm:GetAutomationExecution",
"ssm:StartAutomationExecution",
"ssm:StopAutomationExecution",
"cloudformation:ListStackResources",
"ec2:DescribeInstanceStatus",
"ec2:StartInstances",
"ec2:StopInstances"

iF
"Effect": "Allow",
"Resource": "*"

}

]

}

6. EREBEBRRRER 6 BREZEBENEE, SKEAEFEPNERAEREHEE F#1T Amazon
EC2 EXREN EERI X EFF A AWS Service Catalog,

HER 2 BARBEE

gE | SR RBEBERERRE Amazon EC2 #11T{ERE.

1. 7 https : //https://console.aws.amazon.com/sc/ BRI AWS Service Catalog F# &,
2. fEIheeR&$E Service actions (ARFEENE)

3. ERBBEREL , EEEVEKE,
4

EEVBFEEL , BEEEZREEE AWS Systems Manager B, Amazon EC2 #1171#
REWREEEEH AWS Systems Manager X EZE , At EMEE TR WERPRBER
218 , B) Amazon X,

5. EE23IEE AWS-RestartEC2Instance B4k,
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6. RHUFSERRNERBENEBAELR, SREAEZSEIHER , RibEF Wit 7 #
B ERYER,

7. HESENEEHERET | BIEBAABIEEZN SSM XHSH ( Hln#TEE D) , RBBIESHY
BB, 2 Add parameter ((Ti82 &) U HMWBE,

8. 7E Permissions (Ff ) T , EEFEAG, RMALEFEAFERNTT. LERAUTREREZRHE M
A #ERE,

9. MEIEREZ#% , TEIFE Create action (B EE),
10. BITT—H , EENFEEY ERITREBRERAN , HEERAR

q:

ZER 3 . ASIRIE B FEEE am MR AN 22 ML BA B
EEERBES  SAERERRZBIFR TN,

1. ERBEBEEREL | B2 AWS-RestartEC2instance , A& Z 2RI B /E,

2. 7t Associate action (BHEIE) EE , BEELAFELNERERAEFIRBHENER. TEM/ES
flFR | A58 $2 Linux Desktop (Linux SMH)o

BEEMERAK, BEE , B LA - EZEUS 5 RIZEFTE W RA
4. iBE Associate action (B3 E3E#).
5. ET—EHEHAERAL.

RELZSTE AWS Service Catalog 2 RIEBENE, WHEBREN T —IRURKEAEZES» EARK
Bk,

SR A4 AERRERERER

RREAETUERENER LHATREEF. ERLABRENEN , BREAELAEDE-1EMA
BENEm. EMEREMEBZRRETE IS RERBDIFEB < ZEmRARE,

UBRERE S D FERBEEF

1. LBKRFERES D E A AWS Service Catalog £ A,

2. 1£ AWS Service Catalog BRIV EEERYF , BEMEEMREE. WEESETARKERE
REHFENER.

. 1 Provisioned products list (ff2Em/FE) EE L , BESHENHTEE.
4. EMHENERFMAEAEREL , BELLANEE , REIEE AWS-RestartEC2instance BfE,

SER 3 S RRIE B EBE 7 MR AR AN 22 3L B Bt 120
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5. WREETEIBE. BRIEBRTHBESEE,

S$B 5 EH EERIFEEHE AWS CloudFormation

RAT LU S RIS EhE R H B AWS CloudFormation EREVEAEE, MEFMET , B2
CloudFormation EF&1EmM) BT EE :

\)ﬂ

B (AWS

« AWS::ServiceCatalog::CloudFormationProduct ProvisioningArtifactProperties

« AWS::ServiceCatalog::ServiceActionAssociation

(® Note

R R E T RIS EEEE AWS CloudFormation & JREVEE |, 5527318 AWS Command Line
Interface = #H1B B ERIRFE B AWS Management Console, E&EHTHBEHE , B1E 4
8 AWS CloudFormation #11THY Sevice EBM{EFF M (EM S E A< E SR,

SER 6 B
WREHRBBEATRY , CTLERREREE LR BIEATE0R EE R RE#S
BUNET BN RERALNRA.

® Note
HERHENRYNATREeE , AHSEZREEEMEENBABILBRPFEAE LN,

R ERERRR

AWS Service Catalog B4 A #PER, FHEHER. NRBEFERE  FHEREFXE,
FEAL StartAutomationExecution #E £/ 88 £ $55R (ThrottlingException)

R BEHIT RARIRRITAL , Hl0 SSM.

RER A BRFEEFR

AWS Service Catalog EZEERBEBEERPIEEN AR, FBME servicecatalog.amazonaws.com
Z 5t A H servicecatalog.us-east-1.amazonaws.com ZEIFHZEFEA I A B BN EEEE,
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FERY StartAutomationExecution YE3£ 8528 4 532 (AccessDeniedException) : R ERZEEEZR LH
1T ssm:StartAutomationExecution,

BEBSEEETIEENAEEZE WA ssm:StartAutomationExecution. EERABEFREEMN SSM F
ml,

EHENERDPETEES TargetType EEWEMER

HEEmAESEMNE SSM XHHrEE B RERNER , It AWS : : EC2: : Instance. MR
EMENERRETAELER , iMAXHEEERE,

EEREBNNHTEE

BRBEBEERFIBENXHTFE,

|LER SSM BB L3

AWS Service Catalog ERHRIEER XA , BEIRE SSM BIRAFISAMR
EEEEA BMREE

AWS Service Catalog {E{FIEE A BB EI R AEEER,

1 {Invalidvaluel}. {ValidValue2} H3kFEISBHE "InvalidValue" ValidValuelValidValue2

HIEM SSM NS RBEREXH ANERES, EERUNSEEN , REBFE —

SYEAER, ParameterNameiR N ET R BN FE,

BB SSM Y SBEY X4 LAY BREEN.

REBRBBFEFERTERSH

Y EBEE AWS Service Catalog AERBEFERETERN 28, EREEAERBDEERS
ERNSE

SBEST/ECEEIER XM, #rearNELEFHEN , 552 Automation Service HEZ Biig®E.
SSM BHEMLXHHHNSBAE, F2RAEDNER | UE— SRR,

TREZENTYIE , RACHIAEMRENEMRT : InvalidResourceld
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ERAEERHTERRERTNERATEINE.

SSM HEMLXHKREZM TargetType

R EEEE SSM BHEML XU ESE TargetType, MEZM SSM BELXH-

#& AWS Marketplace EmFTIEELNERES

B BA% AWS Marketplace EmFTIEELNERMBS , BEREFEH B AWS Service Catalog fEH
EEEMm,

AWS Marketplace iR LREE , BALUEHPERK, FTRYVEIFEREAXERBARE. FHER
A AWS Marketplace BIFERE, FARXMAMR:E. AFITE, ERTE AREEIENEEE
E#B8, AWS Marketplace A[#E El{Shttps://aws.amazon.com/marketplace, fmiExE , BELGEHE
BNBR# (SaaS) Em# #iEZE AWS Marketplace AWS Service Catalogo

&AL AWS Marketplace 7 R B2 AWS CloudFormation #845# %] AWS Service Catalog , A%
EmWEEERES , WBEMRD R AWS Service Catalog HEFEAE

(® Note

AWS Service Catalog T &£/ Terraform Open Source = Terraform Cloud AWS
Marketplace E mEIAAS E B 20 24 AWS Service Catalog &x&EA &

AWS Marketplace AWS Service Catalog E#XE SiEAFHEEIIRNHTEER. RMEREEA
HA RFTTEERFTEEm AWS Service Catalog.

£/ B AWS Marketplace ZE @ AWS Service Catalog

A LAGE A BRT SR E AWS Service Catalog , #5TE] AWS Marketplace WEREEHIEE . £ AWS
Marketplace # , i&## Service Catalog (AR#5 B &), MHFMER , FS B AWS Marketplace 52
FEREEEFHNMERERT AWS Service Catalog »

FE)IEEFFE AWS Marketplace E

SER T 5B BB LAETEA AWS Marketplace Ef. £ AWS CloudFormation S8R EERZEm , WHEE A
¥ = AWS Service Catalog EREE
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Z] B AWS Marketplace Em

1. BIfE AWS Marketplace . https://aws.amazon.com/marketplace

2. BEZERIESLUSKREERI®E AWS Service Catalog EmEENER. BIEERUREE
mEMEREE,

3. EERRELBRGETEE  AREEFIRBER.

BTEE LHNEASIEZEN Amazon Elastic Compute Cloud (Amazon EC2) #{TEEER, X
EBH AWS EEMEMARSE AWS EiF# Amazon Machine Image (AMI) ID, FEEE |, B2 iR
BEREXERE, EHERESRPEALLERREBET AWS CloudFormation E7K,

4. BE [EXHRF] SETRZEMm.

FREMR , BULUBREEENEE L RARBEER , AWS Marketplace AFEH FEREBITE
mLEMERA,

#£ AWS CloudFormation g87<# E & &/ AWS Marketplace 2 fm

EETR TSR  BigERH DB —1E AWS CloudFormation B4 A2 2 | WiSHETEA |
FEHAREHN AWS Marketplace Em. &2 FIEHIEER |, 5528 https://docs.aws.amazon.com/
AWSCloudFormation/latest/UserGuide/cfn-sample-templates.htm| £l & 15 F R BIAWS
CloudFormation £ &7,

1. 7 AWS CloudFormation fEF&1E5m MWEFIEAR EE L , AENEREE AWS EiF, £/
AWS Marketplace ERH4AXE AWS EiE, BT LLE AWS MarketplaceNERBTEE LB
TR ENESE,

2. HEMRERAR BENBRBEMNENEFE  FEERBES.

3. BULEREMESLEERNVERMAREIMN, EHEBFINSREAZT LB Amazon
EC2 $fTERREA, BERBEAFIEE , FHEE (], ARBETREREELSHE , DB
AELETIRE. SNABERMLARES . template EMELE,

4. EXFRBHRTAMELESR,
5. GEHAEHBFIRHA. ENRAFTLRTESEUTHHIEML

"Description": "Launches a LAMP stack from AWS Marketplace",

6. H&] InstanceType 28 , BHESSILEMIEN EC2 HTEREE., FENELIEE X
EXENEC2HTEERE K EnSEBEIARKERAERE.
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a. £ PWERBTEEL AWS Marketplace , R EEBFHMETEER P ZEN EC2 HITEE
ﬁﬂo

On-Demand Plans for Amazon EC2

Select a region, operating system, instance type, and vCPU to view rates

Region Operating system

US East (N. Virginia) v Linux v
Instance type vCPU

All v All v

Viewing 364 of 364 available instances

Q 1 2 3 4 5 6 7 .. 19 >
Instance On-Demand hourly Network
name A rate vePu Memory Storage performance
al.medium $0.0255 1 2 GiB EBS Only Up to 10 Gigabit
al.large $0.051 2 4 GiB EBS Only Up to 10 Gigabit
alxlarge $0.102 4 8 GiB EBS Only Up to 10 Gigabit
al.2xlarge $0.204 8 16 GiB EBS Only Up to 10 Gigabit
al.4xlarge $0.408 16 32GiB EBS Only Up to 10 Gigabit
al.metal $0.408 16 32 GiB EBS Only Up to 10 Gigabit
t4g.nano $0.0042 2 0.5 GiB EBS Only Up to 5 Gigabit

b. EENEAFP  BERFTEEBEAESFALRENIIE EC2 H/TEEBER,
c. #m¥E AllowedValues iBE , EHEQESZLEMIENEC2 BI/TEEER,

d BREMEFFZEZKREAELER AllowedValues FEPREBERBFEAN EC2 #1T{EE
ﬁﬂo

HEHRE InstanceType S8 , HERER AT EL T EFIZEML -

"InstanceType" : {
"Description" : "EC2 instance type",
IlTypell : IlStIingll’
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"Default" : "ml.small",

"AllowedValues" : [ "tl.micro", "ml.small", "ml.medium", "ml.large",
"ml.xlarge", "m2.xlarge", "m2.2xlarge", "m2.4xlarge", "cl.medium", "cl.xlarge",
"c3.large", "c3.large", "c3.xlarge", "c3.xlarge", "c3.4xlarge", "c3.8xlarge" ],

"ConstraintDescription" : "Must be a valid EC2 instance type."

iy

7. TEEIAE Mappings BERH , #8¥E AWSInstanceType2Arch HfE  MtESSZT I EMN EC2
T ERERNEERER,

a. EiBBE AllowedValues 28 InstanceType BEH T EBEMWFAAE EC2 #HI{TEEER |
ImEYIERE

b. ABEERAERFEERNN EC2 BTHEEBERFEE Arch B , XERERELSILRE
M XZE, BREA PV64, HVMEL Rl HUMG2, BEETHEERIEMEEREE K F3H

AWS Marketplace I EmFMEN. BETH EC2 BT BRI EMEREREE K F2
B Amazon Linux AM| $i{T{EBEXE A4 E,

EERSERAREE AWSInstanceType2Arch ¥ fERF , HER RS HELA T EHIBE ML -

"AWSInstanceType2Arch" : {

"tl.micro" : { "Arch" : "PVe4" 3},
"ml.small" . { "Arch" : "Pves4" 1},
"ml.medium" : { "Arch" : "PVe4" 3},
"ml.large" . { "Arch" : "Pves4" 1},
"ml.xlarge" : { "Arch" : "PVe4" 1},
"m2.xlarge" . { "Arch" : "Pves4" 1},
"m2.2xlarge" : { "Arch" : "PVe4" 1},
"m2.4xlarge" : { "Arch" : "PVe4" 1},
"cl.medium" : { "Arch" : "PVe4" 3},
"cl.xlarge" . { "Arch" : "Pves4" 1},
"c3.large" : { "Arch" : "PVe4" 1},
"c3.xlarge" . { "Arch" : "Pves4" 1},
"c3.2xlarge" : { "Arch" : "PVe4" 1},
"c3.4xlarge" : { "Arch" : "PVe4" 1},
"c3.8xlarge" : { "Arch" : "PVes" }

4

8. TEEIAH MappingsEEH , #mEBAWSRegionArch2AMIMREY | #$ & E AWS [E15 ¥ FERY 5248
MERK AMI 1D 2RI,
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a.

Q

R

Ch

£ PP ERBTEE L AWS Marketplace , R EHNERARSE AWS [EiFH AMIID , 40

THIFEBIFAR

Region
US East (M. Virginia)
US West (Oregon)

US West (M. California)

ELU (Frankfurt)
EU {Ireland)

Asia Pacific (Singapore)
Asia Pacific (Sydney)

Asia Pacific (Tokyo)

South America (Sao Paulo)

ID

S —
ami 4
ami

FEEAF | BRETZEWIM AWS EIFHH RS,
ABEESFREHEUBKRARI IENEREE (PV64, HVM64 T HYMG2) MEEHE AMI

D,

HRESERERHN AWS BEMERMRS | # NEmFAEFAREEEHEN AMIID AWS

Marketplace.

SER#mEE AWSRegionArch2AMI HiFERs | BMENIEE R LB LA T E 1 E0L :

"AWSRegionArch2AMI"

"us-east-1"
"us-west-2"
"us-west-1"
"eu-west-1"

"eu-central-1"

"ap-northeast-1"
"ap-southeast-1"
"ap-southeast-2"

"sa-east-1"

o i
. {"PVe4" :
: {"PVe4" :
. {"PVe4" :
: {"PVe4" :
. {"PVe4" :
: {"PVe4" :
. {"PVe4" :
: {"PVe4" :
. {"PVe4" :

"ami-nnnnnnnn"},
"ami-nnnnnnnn"},
"ami-nnnnnnnn"},
"ami-nnnnnnnn"},
"ami-nnnnnnnn"},
"ami-nnnnnnnn"},
"ami-nnnnnnnn"},
"ami-nnnnnnnn"},
"ami-nnnnnnnn"}

HETA LR SEAEERFEE AWS Service Catalog E@RiEE. MR
52 AWS CloudFormation Ei48 A — 25 7 SRS AR FEMAE Ao

BHEETHMBE

FEEEMFIE AWS Marketplace E f
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# AWS Marketplace = R #T#8 ZE AWS Service Catalog E RS

1. & A AWS Management Console , Y B[{F https : //https://console.aws.amazon.com/
servicecatalog/ B9 AWS Service Catalog EEE XA,

EERESERL , BELERIEERMN AWS Marketplace EmiHSE
EERBESHMEEFEEL  BELEHER.
WAERNEREIENFHEEA,

£ [IRAFHEMEER EEP , KFEE [ LEEAER). 2B ARRBHEAER,
AR AR AR A,

iZ1ZE Next (T—%).

EMREEEL BERERSLER AREERILLE ZERSHEELNERES. FER
MEmMBESHNRKERERTER,

© N o g~ w DN

£ AWS CloudFormation StackSets

(® Note
StackSets B B~ X% #& AutoTags., AWS CloudFormation StackSets

B LAE A AWS CloudFormation StackSets % AWS 235 # 1R S B(E) AWS Service Catalog
Em. BUEEEREEPREFIENIER AWS B, EZEIIRE+® , ERATITHE. BB
B, FRETEEREREINERIRFEE , LARETHE, NEFMEEN , FSEEH AWS
CloudFormation StackSets.

HEEEHBHITERE

B E T FEEEHE— AWS CloudFormation #8748 | £ AWS EFH AWS tREFREHE,

HBHITERRE AWS EEIABRIRF FayHER | BERE— (A0 EMEE,

WMFEFFMER , 552 [ StackSets B2,
HEEEFR

£ 1 AWS Service Catalog , R Al SAEA#BER IR REBEEEMIPERE,

f5F AWS CloudFormation StackSets 128
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AWS Service Catalog Z E®{E AWS GovCloud (US) Regions : AWS GovCloud ( XEI#EZE ) #
AWS GovCloud ( £ERE ) PEMNHEEERS,

MEFHMEF , FSBAWS Service Catalog HBER &,

EREEE

A AE A AWS Budgets JRIBMEER I IRIE AT E P Y FHE AWS Service Catalog, 7] LA TE 5 EE
AWS Service Catalog E @M E RE S EILEEB,

(® Note
AWS Service Catalog 7% # Terraform Open Source EmNTEE,

AWS REARERELHE , ERAAIAEEBRESHE (JFNER ) HREL. 0F AWS

Budgets BYFEAE A , 552 [ https://aws.amazon.com/aws-cost-management/aws-budgets,

%

- FRRHE

- BYREH

- BHREE

- BEAEHEE

- BUEBBESE

FeRIRH

FEEM AWS Budgets 28l , 8FEHE AWS IREERAEE TRAPRAREIERER. WFEFAE
A, F2HE "AWS IREERAER EREER) PHRAEAEESHRAED LER.

® Note
BRRZFEE 24 NS EERA,

Bt FEERKER Budgets THRERVEMEA EHFHERMA AWS IREREKAEE FRANERAERFI
. B RERERMHNBERRHATIAESE,
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EEA EAERIEE  SHULAAFEAERRIREET. NREBEER Amazon SNS BA ,

BRI AEFERAERESMETY Amazon SNS BH , WL T BUREEBIFT R
BYREHX

1. BB R https://console.aws.amazon.com/iam/ B IAM £ &,

2. TEEBEBEIKLIEE Policies (BX).

3. EARBEKPR , EFEF Create policy (BIBUE),

4. 12 JSON EHRI T 5| JSON BERXHERHNF, I XFEE EE JSON XFEHEF,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Stmtl1435216493000",

"Effect": "Allow",

"Action": [
"aws-portal:ViewBilling",
"aws-portal:ModifyBilling",
"budgets:ViewBudget",
"budgets:ModifyBudget"

1,

"Resource": [

"y

"Sid": "Stmtl435216552000",
"Effect": "Allow",
"Action": [
"sns:*"
1,
"Resource": [
"arn:aws:sns:us-east-1"

5. SEREF , i#1E Review policy (BBEIBER), Policy Validator (BER#E T E) S EIMEAEEE

BR~o

TORIRE
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6. 7E Review () EE L , AZHWBEGR. WBEBERK Summary (HE) UEEBERTHFTYT ,
AR IEFE Create policy (B BUER) RFFEH I,

FHBREGHBESERREEY , YACDERTFEZTENFERAENEE, NEFHMEER ,
BIAWS Identity and Access Management ( fEA&IER) FHWELFERZREFZERE,

3
¢

BIUEE

£ AWS Service Catalog EEEEF#2AH , EMFENERESEESIHRAERNERBESHME
BEF , X AFEHHERNEE, FEEVEE K FUAEERREERVEBNERNEMRES.

BREEVEHE

1. 7£ https : //https://console.aws.amazon.com/servicecatalog/ BRI Service Catalog &,
2. EEERBESERES.

3. ENZEFEEENERIERES.

4. FREMEIDRR K RARBERVER.

5. 7£ Budget creation (FEEZE ) HE L , #—EERENEBHEE BB

EREMERA : AutoTags M TagOptions, AutoTags EEBIBBERNERES. ERNER
., ZEHBHELER AWS Service Catalog ERAZEMEMNEIR. TagOption 27 REENERE
ETEZHS\EY AWS Service Catalog.

ATEERESIERLNTEEBENRMEREESE  cMAXEHREHRNER, FIE  F—RH&E
ANERETEETEE 24 /NFFEERA., MEFFMERR |, 582 /the section called “SRIGH",

6. EFEEIY AWS Budgets, RMEKEEREREREEH, FRREBEVLAEHN T REERTEL
HEE,

(® Note
BAURE® , KL ASHREERNEMBSEILERB,

BT E

BEERASNERBAUE —EHBBNAE., SERSEEHTUES EERES N EmMEE.
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EXKAEHEEMESRNEREURBEE LU RZEREASNEMNFREF ERRATAEEAEEE
A, ATEERESIER LN IERREFREL KL AERENERESHER LBV HENE
BB

® Note

MREH P MBRTAE AWS Budgets , B AWS Service Catalog ERME RBA SR EBEED
MR1FTE. AWS Service Catalog #EEZBE R E B O MBRAZENEMER

FBEE

1. 7£ https : //https://console.aws.amazon.com/servicecatalog/ BRI Service Catalog &,
BEEMEEREMES.

BRNAERAERVEABNERSERES.

R EERER , RRBERABRAE,

EHEERBEE L , BRNEANERE  AREZERE.
EnmdEmRESERRREGSERFBRENER.

2

BERE

NRFEEERARY  SUUEERFHEANERFERE LBREENEEESA. NREAHEE
mAESHER , S EERESVNERESHMAETRE L RAAENEBRER,

EREAENEREEENRRETEAERNEEEN. BULAFZIFET Current vs. budget (B BIEETE
&) # Forecast vs. budget (FERIEZTEE) BI4H.

EXERERIERESH K RNESEEONFMEREH, EndAaFMET N ERFAENERS

EER , EHP I AEMEAMAENFRES. EUNEEHEESH,. BrtENRUEA. SdhrLiE
BefAEFMERAURRERSE.

HUHBAB AR

LU LEUEREEERBASNEmMI BB,
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® Note
MR IEHE AWS Budgets MIBRTEE , 82 AWS Service Catalog ERMEmBE SN REBE A
FfE. AWS Service Catalog ##E LB REEEMBRAENEMER.

BB TEE

£ https : //https://console.aws.amazon.com/servicecatalog/ FRX Service Catalog £ A&,
EEEMBESEMRES.

ENGERHRERBNERIERES.

BEBMFE, RTIUNEED | BEFUETAERD . WEREREHA,
EEEIVERELIERESIUEREZR |, FEERE

o k~ w0 bh =

BB RS 133
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BEEMEEM

AWS Service Catalog Rt AREEREERNNEH. BUURBRERERAB SRR, EFUARKL
FFEMEER. F2ETIETNELIRR.

&

- UEEEFEBMENER

- BEMBEEREEE

- ENEMEERNER

- B2 BEAEERSE

« B Terraform BIRBRIRTHE RGBSR
o B Terraform A RBRIBERREESR

]
fﬁ

LEBES»EBMENEM

EEEEBIRFNMEMERER , BX4HEH AWSServiceCatalogAdminFullAccessEREZER IAM
A, FREERMEEMBARE. WRFHEEN , FSBAWS Service CatalogH #) Identity and

Access Management.,

® Tip
HABEMEEREE SV EXSZERRmERATNHEERAL K FTHEMEMREER.
WMEFMER , SEEH , BF2EUTRA

« AWS CloudFormation & IEmHH

AWS::ServiceCatalog::CloudFormationProvisionedProduct.

+ AWS Service Catalog B3 A E1EEFH DescribeProvisioningParameters
(ProvisioningArtifactOutputKeys),

BRELEERFRAEMEER

1. 1 https : //https://console.aws.amazon.com/servicecatalog/ BARX AWS Service Catalog £ &,

MREEZ A AWS Service Catalog A |, 751E1E Service Catalog , AR EBEEZREAE.,
2. WELE, MTHEBEHREERER.
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3. EMEEMERT  BERSR  BFE 6 ARBNLEESEFNEDER . £RE. GRS, LB

FERRESETMAMENER.

4, REMEESR , UBKR, EFSKLE, UEEZSERUEREPIRMENENR , 5ESE Viewin
Provisioned Product Information (MR EERER).

PEMEERHEE
CANEKEEHRERNREEE. LLANEERATREE2ZEAEAAGH ARN.

RIZTERR , LETHRET M E AWSServiceCatalogAdminFullAccessSEBRENER
SR, BULUEBRFHMEMEAEE AWS Identity and Access Management (IAM) A
Mservicecatalog:UpdateProvisionedProductProperties® ol , A&RKREHE KA LD

‘E‘EO
PEMEEMNERE

1.  7£ AWS Service Catalog &7 , BEMEERFE,

2. RIGCEEHNHEER  RARBEHZENZ=EH ARBELEMEEREEE. BTN
i EF EENMEERABEARR L RINSEHEERE,

3. HEYREAHT , FOABRRATHEREZERENAGH ARN. ARN Bl arn: RBIE , WEFEN

SRR AHED PR EMER , Hlf0 arn:aws:iam: :123456789012: user/NewOwner,

4. EEREX. EFREER  CHEEIRDAL,
R

» UpdateProvisionedProductProperties

EHEMEEmAYRR

BRI BHEERNE NSEABEATRINER, i, tRETE Service Catalog ¥8 EC2 ER
BOLEHZEC2 ERURBHERNMEER ID, BSEHAEBE AR S3 RAETRE,

(® Note

i # Terraform Open Source 5 Terraform Cloud ERAXEEHE AR, MELEEEARE
# Terraform EREATRNWER , BLEMBRER  AREAMENELRELHINER.
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ERTMEEmAVEA

1. BEEfEBERERS , BEMENER.
2. EMREmT , BEMEER , RRENEFE. FH

AR B LEMRERFAETNRETFENRDE, EH.
3. (EA) EEmFAMAEAD  EELFEM.

HBEFEmMTD  FIEBMES
PFEMERUMEERENATRNERSESR., EARERLEREEIFNER,

B LA RN EmEXMAEEER TR
4. (ER) EEmT  ERCEEATEAHAENNER. RAREFEE,

I
I

EEmFMEAS , FERUL

A .
= -

ol

[EmER] K& [BaEEAER] EFA [HEEEE] . T8, SHEERNER [HE
EmEHE] TE288,
ZAIEHENEREFNRAMEEERTHTERE,

5. EEMIREYF , BESEENERKRE,

6. ESHEYH  BEEENSH.

7. EEFEH.

EMENERFMAENT  LUEFENNFHEES. HENEREBTIELE  EMENER
BERTRNVER,

HE  BBEAEERDE

&R LAER AWS Service Catalog EE A REE EZRERERBNERNERNERE, U2
B EHNBRSCECERENHEER.

EEEEREFIENMHEER , 8T AWSServiceCatalogAdminFullAccess SfiERER B ARKE
WHEFERN. NEFHEN A F2E EEEEEPNE S HFEEE, AWS Service Catalog

ATRIMEERRABERNERE

1. BERX https://console.aws.amazon.com/servicecatalog.
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AWS Service Catalog EEEEmR
2. EEfIEEINERT , BEEHENER.
3. HEIFEEREMRMG THXIhEERYP | BEEIRF,

Service Catalog Provisioned products
Provisioned products (0) info | C ‘ ‘ Actions ¥
Q Access Filter | Account & 1 {)
User
Product Versio
Name v Created Vv ID v Status
name name
Role
M s — = SRE
4. HEWRFREF  BEIRMGENERUBREFMAER,
Provisioned products (1/6) info
Q Access Filter | Account v
Name v Created v Product name Version name Status v
Thu, Mar 25, 2021
3bucket-03252118 ! ! ! 3bucket 2 Availabl
o s3bucke 5:28:40 PM EDT s3bucke @ wvailable
~ ] s b2
Al EREREERNFRAEA,
Provisioned product details
Product description
Provisioned product ID User name Status
PP-tesmemn ] dtcovs A b @ Available
Product name User ARN Version name
shsen-test O arn:aws:iam::" "es $08:user/SCAdminAliow
Created
Thu, Jul 15, 2021, 9:49:54 AM PDT
¥ More details
Product ID Type Support email contact
prod-yMsnulondese CFN_STACK
Version ID Product owner Support link
3 pa-2dtenhjrpyrgd 35440542
Support description
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5. MTHEBURBEEHER. 7EE Provisioned product IDA
CloudformationStackARN{E,.

Events (4) info

Q Sort by | Newest v 1 (O]

¥ UPDATE_PROVISIONED_PRODUCT

Date created CloudFormationStackARN Status

Thu, May 27, 2021, 5:06:38 PM EDT Copy to clipboard @ Succeeded
Record ID Product name Product version
rec- ssmimport 1

Provisioning artifact ID

pa-

OQutput key Qutput value Qutput description

CloudformationStackARN arn:aws:cloudformation:us-east- stack/SC- The ARN of the launched Cloudformation Stack

-11eb-b851-
0a8a0480d74d [4

6. FRMEMNER ID RRBIELLEEEERN AWS CloudTrail 528 , WEBIERNERE (BEE
EHAHEM AS FE 4t ) . ERHEFIFE "stevey o

"eventVersion":"1.03","userIdentity":
{
"type":"AssumedRole",
"principalId":"[id]:steve",

arn":"arn:aws:sts::[account number]:assumed-role/SC-usertest/steve",
"accountId":[account number],
"accessKeyId":[access key],
"sessionContext":
{
"attributes":
{
"mfaAuthenticated":[boolean],
"creationDate":[timestamp]
.
"sessionIssuer":
{
"type":"Role",
"principalId":"AROAJEXAMPLELH3QXY",

arn":"arn:aws:iam: :[account number]:role/[name]",
"accountId":[account number],
"userName" : [username]

}
iy
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7.

"eventTime":"2016-08-17T19:20:582", "eventSource" :"servicecatalog.amazonaws.com",
"eventName":"ProvisionProduct",

"awsRegion":"us-west-2",
"sourceIPAddress":[ip address],
"userAgent":"Coral/Netty",
"requestParameters":

{

"provisioningArtifactId":[id],
"productId":[id],

"provisioningParameters":[Shows all the

"provisionToken":[token],
"pathId":[id],
"provisionedProductName" :[name],
"tags":[1,

"notificationArns":[]

iy

"responseElements":

{

"recordDetail":

{

}
iy

"provisioningArtifactId":[id],
"status":"IN_PROGRESS",

"recordId":[id],

"createdTime":"Aug 17, 2016 7:20:58 PM",
"recordTags":[],

"recordType" :"PROVISION_PRODUCT",
"provisionedProductType":"CFN_STACK",
"pathId":[id],

"productId":[id],
"provisionedProductName":"testSCproduct",
"recordErrors":[],
"provisionedProductId":[id]

"requestID":[id],

"eventID":[id],
"eventType":"AwsApiCall",
"recipientAccountId":[account number]

parameters that the end user entered],

£ CloudformationStackARN{EH ik B AWS CloudFormation B4 , LEKRFMENERMN
HEREF . Bt LlEA AWS CloudFormation APl RENB L EF . MEFMAE
CloudFormation APl 2%,

BB AWS
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AWS Service Catalog EEBER

BRI LAE A AWS Service Catalog API 5 #1745 88 1 2 4 AWS CLI, MEFMERF , FSEBAWS
Service Catalog B % A &38R FAWS Service Catalog ti G 58%E,

EI2 Terraform BIMR B IEE MARRETE &R

Terraform BIRURETEProvisionProduct X & B E TAINTED AREE , AFFESEMENEREE
% UpdateProvisionedProduct, Z4EEEIFRE

- UpdateProvisionedProduct FEEHEHNREEER , AR LR EHNEREE.

« UpdateProvisionedProduct EREMEEREEIEERA AVAILABLES; i , TEERERMHE
BREM KBATAINTED,

AWS Service Catalog R &7 HEEREZE&ProvisionProduct, EfMEProvisionProducti®fE
KB ME N K BFELRH TS BEBHFR,

R RE 5 ZR & 5

#ifl 1 : AWS Service Catalog ~ &% HBEEV &ERE#H ProvisionProduct

ETHNREMF , MERIAEXENERFE , MAKASEAEREREZEER , &% H8 AVAILABLE
RENHEER.

1. IEMEESEE ProvisionProduct,

2. Terraform #2352 ProvisionProduct@ L TEFRIE LK EE L BFIE M
ResourceIdentifier,

ProvisionProduct THEREFTERUERE , ARIEHENERAMREIZES ERROR,
R , BT LU E UpdateProvisionedproducti®{E,
Terraform #i2 5|2 EIFE |, 5 "HK3b. .

Ht , UpdateprovisionedProduct T{EREEAMENERARREILES AVAILABLE , BEF
SEVERFE K IERERATMHESR.

I

#if5l 2 . AWS Service Catalog £ HiEE2 M #1 &R UpdateProvisionedProduct
ETHEHNRG® , IERERRERTAER , BN#EEER AVAILABLE MENHEER.

1. IEMEESEE ProvisionProduct,
2. Terraform 25| ZSEE , 5 "HIIy WIRMH Resourceldentifier,

B Terraform BMRBIEE RARREEEEE 140
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3. ProvisionProduct TEREBEEVEREE Y EBEAEMBEHRINER,
LEERIHERNFRMUpdateProvisionedProduct L&
Terraform #2512 EE | F5H "Il -

UpdateProvisionedProduct THRESEMENERMERESR , AVAILABLEEFRSER
BEAEGERERZEHRER,

o o &

SRR R

AWS Service Catalog R ATAINTEDH R EA WATEMEERENERE
#ProvisionProduct, R Terraform #2512 KEE Resourceldentifier , IR AWS
Service Catalog 22V EREHH , IMEEMEERA ERROR AREE |, EH|EK 1L,

B Terraform FARRRIBEE RMAREER

18 Terraform Open Source fiEZEMEBEE —RERR, MENERHEEREER
B1:108%. BREHRESRS B Amazon S3 fF#1FEFEFsc-terraform-engine-
state-${AWS: :AccountId}-${AWS: :Region}, AMEEEESFEIEE AccountIDE
ProvisionedProductID ¥4 E£#® T,

REERE RFHEPRA GetStateFile AWS Lambda #1 Amazon EC2 BB &4, AWS Service
Catalog B & EZEEFE Amazon S3 FRVRAEESR, EEEXAMFEA Amazon EC2 FEUEZR. 1R
BERX , AWS Service Catalog EEETUEEMEERNEFE  EELBFHNIEARZERS. R
Terraform 25| ZBAIUENRBEAERAR,

B Terraform BBMRBIEE RMREBER 141
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£ R EEZE AWS Service Catalog

AWS Service Catalog R RE , ELALUEERS EH,. EHEEMELER : AutoTags # TagOptions,

AutoTags =&l PHEERRFEEEANZEE , BB AWS Service Catalog BEIERZE AWS
Service Catalog i &R

TagOptions 27 FEEHEEY AWS Service Catalog , AIfEAIEI AWS ZEBHE A,
£

« AWS Service Catalog AutoTags

« AWS Service Catalog TagOption 2=\ &

AWS Service Catalog AutoTags

® Note
AWS Service Catalog 7 #&iE M Terraform Open Source E fm Y AutoTags.

AutoTags =& 7l PHMEERRFHEBEEANER , B AWS Service Catalog BEIEAZE AWS
Service Catalog i &R

AutoTags ZEEmMEE. Em. FAE. EmMREANMEEDZHE—BIFNER, ERH—HEE
8 AN RMEFEBEZTBPREMN AWS Service Catalog #f£#. AutoTags TEEEFH 50 EZER &
AN

(® Note
AWS Service Catalog T #EiE AR Terraform Open Source ZEmH# AutoTags.

AWS Service Catalog AutoTags Al BI A LN ERRME—BWER , EEREEMREE. Em
REAENEERIEEER, B TLUER AutoTags KRB B R IRENEIR , HIMERE AWS
Config #1 8], BAUEARBRZ THBRENERERPREMEERN AutoTags , Bl AWS
CloudFormation Amazon EC2 #1 Amazon S3,
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® Note

AWS Service Catalog #§ AutoTags ERZMHENERE , TEFEH AutoTags, MREA M
ENERENATRNER. HEKDIFHRERER , BEMW AutoTags MEETRRKAE.

AutoTag &

- aws:servicecatalog:portfolioArn - BB EERZERMBEEH ARN,

- aws:servicecatalog:productArn — BB EEmRZEmA ARN,

- aws:servicecatalog:provisioningPrincipalArmn - B 2 ERNMEZRFTA (FAE) B ARN,
- aws:servicecatalog:provisionedProductArn — #iZE fa ARN,

- aws:servicecatalog:provisioningArtifactldentifier — JRIAME K MW (B W) B9 1D,

AWS Service Catalog TagOption F2 = E

ATEEHERARZRHEREMEER LAWZEE , AWS Service Catalog 12t 7 TagOption &}
EE. TagOption &7 AWS Service CatalogF ZEN £ \/EHH. ©ET=2 AWS FK , MEMARER
TagOption B3 AWS ZEME A,

AWS Service Catalog R # TagOptions for Terraform Open Source = Terraform Cloud ZE .
TagOption EREZRHIT FINEBFREETER

- —HWSE

- BERMIEEZLR AWS Service Catalog

- SFHATNERERMEAE ENEE

EES A LAE Y TagOption EREMMENERWER . EERBE (#ME ) HE , & AWS Service
Catalog EAZ RN A E MAE S FE @ TagOptions , WHEHERZHENER , W TEF R

TagOption &R E 143
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TagOptions
; for porfolio |,
y A
TagOption library /f/ _ X\\
\ Product 1
‘\.\ \\
— , Y
—~ R ™, ,
- ", N,

N, TagOptions 4 Product 2

for products

F,r”"_ - Provisioned product 3
g S
[ Product 3 ——launch—  (with tags from the
portfolio and product 3)
Portfolic

Service Catalog administrator > Service Catalog user >

i TagOption BHIE , A=A TagOption , WIREHHEERBERERWEE K RAREFTER
EFMLARE., ERAXNTETYAHBERENTEY , I ERHH TR SEEMFERARRAESK
150 TEAR TagOption , KETEE,

BT LAE R AWS Service Catalog A 5 TagOptions 23\ E AP| B2 TagOption, MEFMENR |
#£ 2B Service Catalog APl &%,

B #%

+ B8 EH TagOption K E G

« E TagOption

+ ¥ B AWS Organizations &K A TagOptions

B E B A TagOption MY E f
EFEAEMEESR TagOptions WEmMK , ERKME AWS Service Catalog #1T T S E1E

¢ W%Elﬁﬁﬁ-ﬁﬂg TagOptlon *an&EjEEI:FIII éo

- BREHEERNERT L REAERFBE SR TagOption, FAEFEBISRNSEREENF
B, #EAHEERENUR  HERSERMEER LNVER,

- AFEAEEETHER  BTERNERNEINER.
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THWERARSIRE T TagOption ERXE BB HEES X,

&5l 1 . ME—# TagOption £i§
EMEEME Y T TagOption[Group=Finance] (TagOption[Z #8=&&l]) , AEE Y HE Portfolio1 (E mil

1) WEH , LEMBEESEE Product! (BEf 1), M EXRSIE TagOption, EFEAERBHENER
B , BE—# TagOption 8K Tag[Group=Finance] (Z&[7#E=&/]) , M TR :

Product 1 Product 1
( Group, Finance %
Portfolio 1 TERMINATE!
LAUNCH!
The tag becomes part of the

provisioned product at launch

The user may see the tag set at
Product 1 launch, but is not required to
perfarm any action

5l 2 : EmBESHH—#E TagOption , EfFHEREH £8

EEEEEMESTHET EEHRELHBIVMME TagOption , MEZERBEEFNEMERL , BRE
M E£#RAY TagOption, BN , EAELREEMEENE T —E  REZRSWEVEB. AR
SURERNERAEMENNE , REAHEERNER,
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Product 1 Product 1

CostCenter, 70
CostCenter, 72

v

Portfolio 2 TERMINATE!
The user picked 70 for the cost
center. This tag is part of the
running instance.

Product 1
The user is given a choice of two
cost centers and can pick one

g6 3 EEMBESTPURBZERBEENERY , EEAT - HEHFHERZRN
TagOption

EEECSBEEEHERRSIEMN TagOptions HEXEEMMBAES L, MEZXERBAESANEREEY
f& TagOptions EFHEZE 5|8 TagOptions, Bt TagOptions HEH ( EE AND 1 ) AWS
Service Catalog B —#HfH. EFAEMBERR K SEIEHELRFEE. ARXBRGUSHRA
FERAEMENNE , REAMEERNER.
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CostCenter, 65

CostCenter, 70 Product 1
CostCenter, 72
( CostCenter, 73

Portfolio 2 AN D

CostCenter, 70
CostCenter, 72

4

Product 1

AMD logic is used to
combine the values with the
same key from Portfolio
and Product tag sets.

The user is given a choice of two
cost centers and can pick one

gl 4 : 218 TagOption Ef#tHEMN MM EFRNE

EEECABEEEHRERSIEMN TagOptions HEEERMEES L, MARERESFHFHNERtLE
BEEEHE RS #H TagOptions, & TagOptions HEM ( BE AND &4 ) AWS Service
Catalog 23 —#8{H. TagOptions MNRFEIKX T EN RS EHNE , & AWS Service Catalog B E
EHERSIBN ENERsc-tagconflict-portfolioid-productid , E5 portfolioidl
productidREMBENERMN ARNs, EFJRRMENERSCAERNESB/RBAER , MAE
HEUKEFEEHE,

CostCenter, 65

A CostCenter, 70
CostCenter, 72 Product 1

( CostCenter, 73

Portfolio 2 AN D

A CostCenter, 327
( CostCenter, 115

CostCenter is not set on the
Product 1 instance, but the conflict is flagged

in several locations. User still can
launch the preduct. Tag conflict
should not prevent products from
being launched.
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B2 TagOption

BARAEEES , BT LUME TagOptions B EF 1T T HI B EREE TagOptions :

-« BT AMER

- BASEH

- ERE SR EUH Bk
.« RE

FEEHEADEI TagOptions

1. 7£ https : //https://console.aws.amazon.com/servicecatalog/ BRI Service Catalog &,
2. HEEMAIEEINGERD , i#IE TagOptions B E,
3. HEEIMHE TagOption H , MARSIRINE , RRIBEHE,

B HTHY TagOption 2 & , ©EMWKREIE/EH 24 , W TagOptions FEFKFRIEFHF.

ZE#FH AWS Service Catalog APl 231 TagOption , 2B CreateTagOption,

FEEHE A S MBR TagOptions

1. ¥ https : //https://console.aws.amazon.com/servicecatalog/ BB Service Catalog £ &,
2. HEERIEEINEERT |, iBIE TagOptions B E , REBBEFHHE,
3. EEUM BRI R FE M ER

EEXEAPRAZEFERA—=ZE TagOptions

1. ¥ https : //https://console.aws.amazon.com/servicecatalog/ BB Service Catalog £ &,
2. HEERIEEINGERT |, iBIE TagOptions B E , REBBREFHHE,

3. HERA A FEELEEMNIFEAD TagOption, REEZFEME , RERTHNNEEPREMA ,
RBREDENRE,

HEFR  FEELEENEAD TagOption, ARBEFEE , RERTHUANERPRIER ,
RBREDERNRE,
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https://console.aws.amazon.com/servicecatalog/
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AWS Service Catalog EEBER

EEEA D —5 2@ TagOptions E2E F#8 4 2 37 BE B

1. ¥ https : //https://console.aws.amazon.com/servicecatalog/ FARX Service Catalog £## &,

2. BEEASEYRERY , BEEERES  ARHMEERVYBHITUEBBNERES.

3. 1#JF TagOptions R51ZE , RRFEIZFE —H %@ TagOptions KRELE RIS E I AR RBUEERH
4. BEDE. ARENEHSEUSER , AREZRENEE,

# — = Z @ TagOptions EEF 12 & IV E RE B

1. BARK AWS Service Catalog =& , #8it %A : https : //https://console.aws.amazon.com/
servicecatalog/o

2. EEASEEENERT  BEER. ARHBECEREBIEBUEEBNER.
3. 1#§F TagOptions T51EE , RERFEIEFE — %@ TagOptions KREELE RIS & I BB R BUEER
4. BEDE, ARENMEHIEUEEED , AREREHNEE,

(® Note

EE A AWS Service Catalog API # TagOptions E2E A RERBE VA | 2B
AssociateTagOptionWithResource,

ZZE#FH AWS Service Catalog AP BBr ( BUHRSHEE ) TagOptions , @2 HE
DisassociateTagOptionFromResource,

E XA R iRE TagOptions KI{E

1. 7E https : //https://console.aws.amazon.com/servicecatalog/ BRI Service Catalog F# &,
EERIEEIgERT |, 1B1F TagOptions X E,

212 TagOption LHME. (WERBELRE, ) ARZEE Edit (W),

EEMVYF , REE 6 ARBREREEE,

w0 N

B AWS Organizations & B K TagOptions

AEBERM AWS Organizations 1 TagOptions HWIERBBUERH fHEBLE AWS Service Catalog, ©IiRE
R ERREAEWE IR AR, L ZERRE R,

B AWS Organizations 2 B K # A TagOptions 149
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AWS Service Catalog EEBER

EA M B TagOptions AWS Service Catalog EARMHEE R (CloudFormation & ) , @ AWS
Organizations IBAMK AWS IRE FMEME( (OU) AMBRN EEBEEK. Hlun , MREEEBBERE
BZEOU, AIHENEBBREERAZZ OU HHMAEIRF . NREREREREWNERLIEE , BEX
HETM, ERTMBRITEREFTR,

BERBUER

BEBBRUTELERNAERSPHER LFEAER AWS BR8] AWS Organizations, & A AERAE
BBUERRE U M EEIRF BRIRR AWS BRI —B 5%,

EBRRXRRE-BHENSZ: , UERAEAEEA —SNER, BAELCHNER , YHEBEENE
B, BEUEREBRSIBENAARE , URELEAFNE, flm , BALUER RFH
WFRAE EC2 FITEB L ESERESBIIES CostCenter , BFERMWES Data InsightsH
Marketing.

ERBR RSB IURERAHHITERRA, BHLEEBNTESHRIRE , UREEREHATERANER
A, MRETEERHAITER  ERRRUTELEUSEBETSHEER , (B AWS Organizations
FREPKHEHBEATER,

WME AR EIRF BRI ITHFMER , 520 PRELBEAWS Organizations.
TagOptions

TagOptions B —BEFEIhee , MR ESERAZIMEREBIMEm , AWS Service Catalog AliE AR
CloudFormation # & BRI EER. AWS Service Catalog $21it TagOptions 2N E , BAILIFEE
REZHREE AWS Service Catalog EmE BAMNVEBEY . BLE AWS Service Catalog EmbF , &4
BABBEYERBASNEREBEBMNIEAG TagOption £88121F TagOption TagOption & , FREREZE
M. ARBEEREARERBMRERE TagOptions , AtE T AFERABIRENESLANERBES |
B AT — B 2 B ELETERS

MEWMAAE EXE TagOptions HIEEHIE A AWS Service Catalog , 5528 AWS Service Catalog
TagOption Library,

% AWS Organizations & BR B AWS Service Catalog TagOptions 2 I & 3R
MR BIBE P IR FRE AWS Organizations BEBE , BEBEHIT T HEE

- EEEEFEE AWS Service Catalog Emil & MEmMK TagOptions WEEEHAEREBRNER,

- EURER PRBERNRREAELASHRESENER , AWS Service Catalog I #i%E F Y R #& f5F
BEEBMMEEERRE,

B AWS Organizations 2 B K # A TagOptions 150
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AWS Service Catalog

EEEEM

BRERIGHEELLE hELE) AWS Service Catalog i TagOption €88 WEmcity , MBAEE —EEHRK
R, ERPVEBESBcityEEXZEETERE , §l/20 Atlanta, San FranciscoZ} Austin,

AWS Service Catalog T AFERBEM |

=

MAEEAERMMER TagOption & #FiEE TagOption

EUHBRT K MREELEEMEMNHET cityd TagOption £88K) TagOption & , #l401 Rio de
Janeiro= Buenos Aires , AWS Service Catalog Bl TR B Em. k2 , 4B ZEEREH
BEEERBTH TagOption H , UFAERBE.

TRIFARS) , FREAMAERE R E A RBBERM TagOptions I Al 82 2RV RCH R E=E.

=5

MREBRBBRPRE T HER
mHET , AIERBEEIRD ,
AAREBIER.

EmBERTERNEREB/A
BmEERE.

R &

FEAEERITIEEERBEAF
AFZEREBRBFENRSIR
F{E$EE TagOptions,

METHEEBRBRNERE
HE: % N

£ TagOptions €& igEE
FBHEBRBEABRIHTH
BIF—BHAE,

BRI

MRBEEBBERERZRSIR
RERFFITHEREHEN
RERBER A BEEEN
TagOptions F& % 5| M iE A
WEHFITEBZRS| RELEER
BRPEENZESIB -,

AR EEEBEPEUE
BEZEBEABAFHTHR
B, SEYME ) SEBER
A8, WRERIEH TagOptions
EHgNEAN BT ERENR
EHEBERPWER—Z (Hlm
FIENE ).

EERERRBR. WRER
EEEREMABTER , AIE
REBRSRVABHRENR.

A MREREFRBRBERF
EEEBSWMAESHR , FF
E HH TagOptions EH £ iR
AWS Service Catalog &= >
B, URSEHEETHRR,

B AWS Organizations 2 B K # A TagOptions
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=5

HRERETHE , EmER
5 E8

R &

ATEEBHREBEER
A FFEE AR E R EDEEL
TagOptions & E.,

BRI R
MREERARBMARBERE
BEBR , BB BEAE
BN BEBRRSIBRAS
o

#& TagOptions E2& /Y & A
EmEEEIE K ELE
mERTEEEZEEBUR Tag
Value Compliance fRFFEHE
R ER— B,

B AWS Organizations 2 B K # A TagOptions
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HI SAEZB 5|2 AWS Service Catalog

£ & AWS Service Catalog , /A EF 5| & EBEXTERNALE RIEH KRR, EXTERNAL ERER AHE
EE=FMESIZ  HlW Terraform, BAJLAEAINEE|IZE | #§ Service Catalog B ThBEIER R R &
AWS CloudFormation #E7z4\ , IERAHMmHBHAFZERE (laC) TE,

EXTERNAL ERER A HEFE A Service Catalog BN AHEERNIBER , ARFRIAME 1aC TE
M 4F ETIRERIZE £,

& Z1E Service Catalog FRUFEXTERNALERER  BMNBEERFHAERZ—HAZEER, ELERBE
£5|Z, Service Catalog EHX mEI MMM BIREPHN B EHBEREZIRIGEIZE,

EK MK Service Catalog AERMBFERAE , IBEEBENIE —BNWER,

BN AWS Service CatalogZ fmEXTERNALFE R MY 22 A m kY DescribeProvisioningArtifact %
DescribeProvisioningParameters #24E8§ , Service Catalog €7 5|2/ A AWS Lambda EHE, ER
REHNOHERRPHENSEEEN K EEDR WL EEEB AWS Service Catalog, EEXSHBERE
BAMERFN—I2EH,

ERIFEBM W ProvisionProduct #iZ2EXTERNAL#FZE AL M B , Service Catalog & £ REF#IT
— 8 | REBASBEEEE|ZHE Amazon SQS 175, ETR |, SIZSRTEHNED
A (ZBETGERN IAM ACHMARMBRS ) . REBERUNHERRHEER , ARUA
NotifyProvisionProductEngineWorkflowResult AP| 335 B 3h =% 5k 8o

UpdateProvisionedProduct 1 TerminateProvisionedProduct BIFEAYERIE A X IEL , SEFUSBERE
AT HIFE N APIs :

 NotifyProvisionProductEngineWorkflowResult

 NotifyUpdateProvisionedProductEngineWorkflowResult

» NotifyTerminateProvisionedProductEngineWorkflowResult,

i

- ZEEEIF
o BEEIMN
. o

. EHH
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. @R

ZEEH
FEEIRSER—ENEREIZR

1@ Service Catalog FH#EIRF RBEfE A —{EEXTERNAL#ZE 5|2, Service Catalog Fhub-and-
spoketlZE AFFFREIRFEVEEER  YEEFRRFEAERESYFNAERKLAERES.

LEFRFIR |, B& EXTERNAL ReetBERF PR —E5I1%, MREESREHFZEALNSIE , AIE
HEEXAXEFENPERFPRENTFSIZE (UARERBEENER )

A ZEXEEARBRHIKFNBEBAR

EXTERNAL R mEXEEAEAMBRIGRGEENRBACETHE. MBRFIEGEEE
Service Catalog EHREEAERE. EFMIK LERBATEREN IAM A€, NERERGNFRE
A, FESBAWS Service Catalog BX B PR &l

SEH

EXTERNAL 2R R AT AR EMIER, ERTEMEXTERNALE RERKE  SIZEEREHNMGERR
FHENSEUEE |, WS H &R Service Catalog, FZEREEKIRF R Lambda BN , BREREAT#
STHFERER, BEMERM , YEE T EEER,

/A Important

Lambda &% B & A ServiceCatalogExternalParameterParser,

"artifact": {
"path": "string",
"type": "string"
1,

"launchRoleArn": "string"
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b il HE Description

X object 2 EHMH A mEFFAE
o

B /R string = HIMTER P TER

mNLE, Bl ,
¥\ AWS_S3 , ER
Amazon S3 URI,

X/ FE string = RmER, RFHNE
: AWS_S3,
launchRole string & THAmRBEREZ
BB A EH Amazon
Resource Name
(ARN), R K2 H
BEAE , et
Lambda H#ITAE,
B FERE &
{
"parameters": [
{
"key": "string"
"defaultValue": "string",
"type": "string",
"description": "string",
"isNoEcho": boolean
ip
]
}
- fbi il PHE Description
parameters Hil = Service Catalog &

REREREEM
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-

i) PBE Description

BEMNEMMEE
miFRENBBURE
o MRBBHFRER
28, AgBE=E

5,

fim

ok string SYRE|H,

MRFRRERERRE
HE , SBWER
=8

7|

defaultValue string

SIZSYENTARE
B, Hl, FH,
MEDBRS ., AT
E=SEIZHEN
» Service Catalog &
BEESBEUFTH
EREEZSIZ,

fim

type string

7|

SHNRY. BEE
SREA.

iR string

isNoEcho boolean fmas BRSSP ERAKRE
E28E, BRER
false ( ZHEZME
K)o

i

&H¥f ProvisionProduct #4E , Service Catalog B EBRMENEREZRGSIZE, 5| BEEHTEEN
laC &SRB R ( Hla0 Terraform) BB , UMHERBPEZMNEIR., 512 tHEEFBEAH Service Catalog #&
£

Service Catalog B FIEMERREEZELRBE A 2RFFH Amazon SQS 17
5|ServiceCatalogExternalProvisionOperationQueue,
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SELEHIE -
nﬁs}znn/ .

"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"productId": "string",
"provisioningArtifactId": "string",
"recordId": "string",
"launchRoleArn": "string",
"artifact": {

"path": "string",

"type": "string"

3,
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
},
"parameters": [
{
"key": "string",
"value": "string"
}
1,
"tags": [
{
"key": "string",
"value": "string"
}
]
}
Az Rl W
token string =

Description

B RN F R/
ERSAEERE
Service Catalog , XA
BABMITER,

g
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operation

provisionedProductld

provisionedProduct
Name

productld
provisioningArtifactld

recordld

launchRoleArn

B/ E

EEd

string

string

string

string
string

string

string

object

string

string

string

fim

fim

fmn  AD

fim

i

i

i

fim

7|

Description

LA L 24
ZAPROVISION
_PRODUCT Rt
.

fZEmA 1D,
MEERNER,

EmiY 1D,
ERmH Do

LLIRIEH Service
Catalog F2&k ID.

ARt EEIRN
IAM A&/ Amazon
Resource Name
(ARN),

E&R N MEEIRAY
DAL L= E

SIZREP TEHAm
WL E, Flgn , &
A AWS_S3 , iER
Amazon S3 URI,

RmEE, RFFNE
: AWS_S3,

WAL B B REM
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- fba il HE Description

parameters 5l = fER&E# A Service
Catalog i A& L 1E
WANSEBRELHE

E& 5l = EHAE# A ZE Service
Catalog A ZEMN

key-value-pairs /&
B UEAZHEN
ﬁjl\o
THEREZRBEA
5/ API S EFEE LIEEM B EY 4 A NotifyProvisionProductEngineWorkflowResult AP,
BT
#¥ UpdateProvisionedProduct #4E , Service Catalog €5 EBREHNERERHKSIE, 58S

BRRIEEFER 1aC RSB R (B0 Terraform) ETHE , UEHFERRPEEZNER, 5IZHEEFBH
Service Catalog #& %,

Service Catalog i FIEEF B REEELR B A IRFEHH Amazon SQS 17
5|ServiceCatalogExternalUpdateOperationQueues

BREEE -

"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"productId": "string",
"provisioningArtifactId": "string",
"recordId": "string",
"launchRoleArn": "string",
"artifact": {

"path": "string",
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"type": "string"
1,
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
1,
"parameters": [
{
"key": "string",
"value": "string"
}
1,
"tagS": [
{
"key": "string",
"value": "string"
}
]
}
- fba il PHE Description
token string B =Bl L R ER F R/
ERLAEOE
Service Catalog , BA
BHBITHER,
operation string B iy R
ZEUPDATE_PR
OVISION_P
RODUCT AR LR
.
provisionedProductld  string = fEERMN 1D,
provisionedProduct string = HEEMNE R,
Name
productld string = Emk ID,
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- fba il HE Description
provisioningArtifactld  string = HEKmI D,
recordld string = LLIRIERY Service

Catalog 28k IDo

launchRoleArn string B ARHEERN
IAM A&/ Amazon
Resource Name
(ARN),

E& A R EIRAY
B EF AR E o

fim

X & object

SIERF THAmM
WL E, Hlm, ¥
® AWS_S3 , iER
Amazon S3 URI,

X /B R string

fim

X mm/dE s string RmEE, RFFNE

: AWS_S3,

fim

7|

59 string BB BIRER,

fFEF&E® A Service
Catalog i A& L1k
BWANSEREHE

o

i

parameters Sl

E& 5l £ A &# AZE Service
Catalog K9 key-value
-pairs FE , MAE
EREMBEERNE

ﬁo

i

THEREGREA

EH =
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/A AP| SHHEA B M LIEEM E YA NotifyUpdateProvisionedProductEngineWorkflowResult
API,

e

# A TerminateProvisionedProduct #4E , Service Catalog /5 EEK LN ERERKSIE, 51E8
BHREEERN laC BRF R (B0 Terraform) ETRE , MERLERRPEENER. SIBHEEBH
Service Catalog #& %,

Service Catalog #FI AR ILEREEEEEZ A IRFEFH Amazon SQS 17
HlServiceCatalogExternalTerminateOperationQueue,

EREEL -
{
"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"recordId": "string",
"launchRoleArn": "string",
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
}
}
- fbi il PHE Description
token string B =Bl L R ER F
ERXAEERE
Service Catalog , B
BAEITER
operation string B i) R
ZATERMINATE
_PROVISIO
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7l

-

provisionedProductld string

provisionedProduct string

Name

recordld string

launchRoleArn string

545 string
TERERERBEA

£/ AP| B¥ARE F B E L35 E /Y @ FEY) 43R4 A

NotifyTerminateProvisionedProductEngineWorkflowResult API,

fim

i

fim

fim

7|

*ﬂjé
<A

FEERERFEAEERER  CHRBALFETIHMFTRER !

Description

N_PRODUCT ARt
®’1E,

HEEmH 1D,
HEEmN A,

LLIR1ER Service
Catalog a2 &k ID.

ARfHEEIRN
IAM &€&/ Amazon
Resource Name
(ARN),

WAL B B REM

{

"Effect": "Allow",

"Action": [
"resource-groups:CreateGroup",
"resource-groups:ListGroupResources"”

1,

"Resource": "*"

I
{

"Effect": "Allow",

"Action": [
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"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

15

"Resource": "*"
}
(@ Note

BBALEFENRmT I EERNRLCFT A , fl0 ec2:CreateTags,
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£ BB AWS Service Catalog

I&TILAE A Amazon CloudWatch ES12 48 #9 AWS Service Catalog E/R , ZTESWEFRKER I
HHEEE AWS Service Catalog AABIEE, EEMRTERSEEMBHER , UEETLUFEE
SER, WEER M THRIRFANRE, AWS Service Catalog IEZEERSE 1 DERNEEEEE
CloudWatch, & &M@ CloudWatch MEFME , 52 B (Amazon CloudWatch £EAEIEFE) -

ME—PAAEERRTHEE | FZ2BAWS Service Catalog CloudWatch 1512,

EER R iERE T AWS SR A RAI M, WM AWS Service Catalog MIMEENEE S5, BERRE
AWS BBRARHNFIBER 7 INEERER , MEERESHMERERRbEE, BHREREZH AWS
Service Catalog , RIEZE L ERFE  HPIETIHBENER

- ERBERME?

- EDERPLEIR?

- ERELEERNBARAM?

- EFAPLERTE?

- HERBITEERERE ?

. B4 [ RE R FERZ OB AN 2

BT B

AWS RERE T HREEH T E AWS Service Catalog. &R LAFRE
ETEZEFHNA. EBRLR T BLEREE,

HELEETIER

i - TAERETER , BF

\

&R LA A Amazon CloudWatch B /RREE#E AWS Service Catalog F# & Ko

CloudWatch B TRBEZLEENHBAAESTE —EE , YRBEEEETZEANBANMERIEERERT
—RZ @S, EEREIXE Amazon Simple Notification Service (Amazon SNS) & 5{ Amazon
EC2 Auto Scaling BIRHYEH ., CloudWatch B RAERRERNKFHERERAREBE , KELXACEE
WEMHHE—REENHEE, BEETHUMEVETR  F2RE L Amazon CloudWatch /R, MEHE
B 5/ Amazon CloudWatch 152K 5¥4HE A AWS Service Catalog , 5528 AWS Service Catalog
CloudWatch 354,
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AWS Service Catalog CloudWatch $54Z

IETLAE A Amazon CloudWatch ES32 489 AWS Service Catalog E/R , ZTESWEFRKER I
HEH R AWS Service Catalog A TBEE, BELERTERSHEMBENER , UEERT IR
SEF , WEER M T HEBRFEHNRE. AWS Service Catalog IEEEERSE 1 7 ERNBEEES
CloudWatch, & HEE CloudWatch WM& , 528 (Amazon CloudWatch EAEIEFE) -

IE

 BA CloudWatch 158

- ATAMNEEEEE

- ¥ AWS Service Catalog 52

FLA CloudWatch 1542

Amazon CloudWatch 1§12 AR AR

ATHNEREREE

AWS Service Catalog 3% ZE Amazon CloudWatch BIIE=ZFN#EE 10 T Fir o
AWS Service Catalog &

AWS/ServiceCatalog A ZEEMIE T HIEE,

BE iR

Provision EhEcHESrEREERNMERmMBBNMEERSE, HESE
edProduct CloudWatch B 5 2% 5 & 1B 5 52 8%

Launch

Y : Count
BRHEETER - Minimum, Maximum, Sum, Average

#E : State, PPState. ProductId . ProvisioningArtifa

ctId
ProductPr EEmID EHTHERMERE | provisioningArtifactld . #ES
ovisionin £ CloudWatch HFEH & A —E 5 #%.

gOperation
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BE iR

B{J : Count

BWHEETER - Minimum, Maximum, Sum, Average

#EEE - State, PPState, ProductId . ProvisioningArtifa

ctId

AWS Service Catalog ISRy #E

AWS Service Catalog &% T 5 # E &35 ZE Amazon CloudWatch,

HEE

PPState

ProductlId
ProvisioningArtifactId

State

48 AWS Service Catalog f51E

DU

i E R EH DU IR E AR BB K PR 2 E P
ARIER. EFHPERRBRERER D E,

BRORE : A, BE. #HR

L E R RS ERBIEm id AT KRB E R,
IS T i Bh B AR H B R BRI E /R o

iR REmR S ERBNMAERR id FTFERNE
o 1B i Bh I RERE RS th ERR BN RV 2 U 2 MR AR A

I BB SR B DAL 15 RE AR RE R B Y P A #p 22 FE m T
mRNER, EFHEEKMERERER D,

BAREE : SUCCEEDED, FAILED

& A LATE Amazon CloudWatch E£32 & 448 Amazon CloudWatch 88 , T2 ARM EFEN B

BEWBTER , URBHEPHTHNERRE.

ES]

« 7£ Amazon CloudWatch E# & H#18 AWS Service Catalog &

18 AWS Service Catalog 1812
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#£ Amazon CloudWatch £ & F#48 AWS Service Catalog 1§4Z

& T LATE Amazon CloudWatch E£#2 & 1 #48 AWS Service Catalog 6%, Amazon CloudWatch £
B2t AWS Service Catalog 5N FFHEMIR , B ESITERFAUFESEHNER, WFE Amazon
CloudWatch fIEF#EE R , 52E (Amazon CloudWatch A EER)

ZEF Amazon CloudWatch i & b iRIEE

1. 1E https://console.aws.amazon.com/cloudwatch/ BB Amazon CloudWatch £##4&,
2. HEEMAEEHH Metrics (F51F) [BE , i#EIE Service Catalog (R# B ).
3. EEERGANEE.

£/ 524%& AWS Service Catalog API FERY AWS CloudTrail

AWS Service Catalog E.52 B4 AWS CloudTrail , lWIRIFIRBEEAE., ABRRIKEE AWS FEE
E){FRYFC# AWS Service Catalog. CloudTrail €#& AWS Service Catalog K API RILFEER A E
., HEEVAY AWS Service Catalog FEIY @IEMRF A | LAK ¥ AWS Service Catalog AP 2{ERY
BB, mREEER |, BT LARA CloudTrail E4FER{ZE Amazon S3 f1ZirE |, 24

M EH AWS Service Catalog, BMEZRARREIEHE , (kAR LUEIR CloudTrail £ A PRV EHE £ 2 8%
BIARMEMH, FH CloudTrail FTENER , BRI LLHETR HAFER AWS Service Catalog, ZHiFE
KEY IP bk, IREFBRHOAR, REBROERB , URHAMFRER.

EEE—5 T # CloudTrail , 5Z2BAWS CloudTrail (FEHEERE) .

AWS Service Catalog CloudTrail FEYE A

B8 AWS CloudTrail B , SE&MIRE _EBUE CloudTrail, EyEE1E 84 B AWS Service
Catalog , BB S FCSKIE CloudTrail E4F |, UREHBE P EHFFHNEMRKE AWS E4, BALE
AWS IREF@R, BSMNTHEHKENEH. NEFMENR , 5208 "FH CloudTrail E4FE £ LR
*E$14:J )

EERERSEE AWS IREFHNEH | 23F PEH AWS Service Catalog , FBEIIEM, RRELE
CloudTrail # BFFE R I E Amazon S3 REFEITE. KFER , EREEEEPEMEHRE  EHS
ERZEMEN AWS BiE, BHtEEH AWS 23EFFE BENESG , LA BFERINTEREEN
Amazon S3 BT, tbHh , WAL EH A AWS BRF , LA — 5 247 CloudTrail BEsHINEMNE
HERIEERITEH, MEFHER , FSEATIAS :

- BEMIEHVEIE
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« AWS CloudTrail B RENES

« E%E AWS CloudTraily Amazon SNS &4

- EZEEFEW AWS CloudTrail BFER , MRS ERF #K AWS CloudTrail AFER

CloudTrail &5C8%FfH AWS Service Catalog BifE. #lin , ¥
CreatePortfolio, CreateProduct Hl UpdateProvisionedProduct B){E3 HH &7
CloudTrail B ERHPELEEE,

B-FEMAAREXRNEISELFIRENEA. B EATHEEHE T5IEE !

- BEREREHIRER AWS Identity and Access Management (IAM) Ef & ZE A ERHEH,
- RERHRRE , REEFATHEACEBMS I EAENERRLEHE.
- BERETHEM AWS RFERE,

MEFHMEN , 528 CloudTrail userldentity T3,

T #% AWS Service Catalog Hi1EREH

EMtR—EHERE  BEESHUAFRERNEXRMNSEEIEEN Amazon S3 REFETE. CloudTraill BE
*?i?’?@‘%“—ii%@ﬁ%%’? —EESHATARERRENE—-FR , XWISHREBE. FRN B

3. BRBEEEN. CloudTrail BFEEIIEARLE AP LA ERBBMEEF , T EUEMSEIE
f"th'fﬁ.o T3 &i5| B R R CreateApplication API B CloudTrail BE51E B,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "account",
"arn": "arn:aws:iam::12345789012:user/dev-haw",
"accountId": "12345789012",
"accessKeyId": "keyId",
"userName": "dev-haw"
.
"eventTime": "2020-09-23T21:07:58Z2",
"eventSource": "servicecatalog-appregistry.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-east-1",
"sourceIPAddress": "205.251.233.48",
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"userAgent": "aws-cli/1.18.140 Python/3.6.11
Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 botocore/1.17.63",
"requestParameters": {
"name": "hawTestCT",
"clientToken": "6f36d650-a086-47cf-810a-fbfab2f8ad33"
I
"responseElements": {
"application": {
"applicationArn": "arn:aws:servicecatalog:us-
east-1:12345789012:application/app-02ocuq2cie2328pvbsya78e22f",
"applicationId": "app-02ocuq2cie2328pvb4ya78e22f",
"creationTime": 1600895277.775,
"lastUpdateTime": 1600895277.775,
"name": "hawTestCT",
"tags": {}

},

"requestID": "1b6ad353-3b06-421b-bch4-00075a782762",
"eventID": "Qa2ca224-cdfd-4c4b-a4ed-163218ff5e2d",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "12345789012"
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E2 8 mhE R E

AWS Service Catalog AFFEESEERFNEZREMERERE, EEETUAEATREMERIEE
NEEHE, BRERE  URBERUTHANEIENRE (EXN) He, EEENEREREEER £
BERHTERELmERERE,

FEREmMERTRE TERIRFNAE | WK THNERE

- EERANAREARN CEELERNRB(LER
- B5RE—2FATREREE KA ERNRS
- B ZEREMRS  SIURE, RENEE

(@ Note
EEREEERERFEREEEIRES mERITRE.

EEXEEmBREFHRE

1. EEAEENRERD , BEREFRE

2. s#HHREEAIREEXRBREFRE , BERE.

3. LEFEF BWAREER A ARENTFEHRCNAERE,
4. B Save (A7)

1% AWS Service Catalog X EEHARBNEBEE , FREAWS BiF TRAMEIEN .

AWS B XEEE A mERERE

AWS Service Catalog XET & AWS [E1F Fr5l i £iE A RERIEFRE.

AWS B £ AWS EF &%
EEIRE (#E B L) us-east-1
EERI (H%MH) us-east-2
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AWS &3 &7 AWS &3 &%
ZEIFEP (1L ER) us-west-1
XEIFEP (EREIR) us-west-2
IEM (FAER) af-south-1
DAEE (FE) ap-east-1
IR EE (HEME) ap-southeast-3
DXREE (ZE) ap-south-1
AR (KR) ap-northeast-3
TAREE (BH) ap-northeast-2
SEAREE (Frinig) ap-southeast-1
TAEE (EHR) ap-southeast-2
DAREE (RR) ap-northeast-1
&K (P ER) ca-central-1
BN CEEEE) eu-central-1
BN () eu-west-1
BN (fR3) eu-west-2
BN (KE) eu-south-1
BN (E2R) eu-west-3
BUN (MRS RE) eu-north-1
R (EB1k) me-south-1
EEM (BRE) sa-east-1
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AWS [EiF £18 AWS EiF &%
AWS GovCloud ( XEIXRES ) us-gov-east-1
AWS GovCloud ( <EIFaE8 ) us-gov-west-1
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