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- BUBHWHEIEE
« B3I Security Hub T2 AMNERF
- BHRERBBREHNERRH,

AT ERERESNREMBMHME |, Security Hub BIBX&ZEH the section called “E REfFREE

B, kRESFESUHLNEL R B EHBIRD.
AR B AT R o B R BRTE R SR

A LA AWS Security Hub SEBHEENERER TH POF IRANERBESENEE,

SEBHERTERARGE (4tx) NFE (EE) B,

B 8%
. EARGIRTHER

. BRIEGETNEEEREY
S SER P (CP) AR
. HHE

¥

Vi
i

- KARE

- BUBEFPFBRNFERAERR
+ Latency (REiE)

o NRMERER

- BERHBLEE

- EERHERER

« Security Hub X & HES
- AERRER

i
i
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- LBKEERE

« AWS Security Hub £ & &
- NEEFA
- EmEA

£ F =R BIM1T S E A

T 514 F S B T 181 AWS Security Hub §F 7 T 5.
SKEHRENEEEFERARD

B RBERE (SV) WAZEA,

HEHRE BEMHEBNERARS AWS Security Hub , FFEIZ T HIEE, WREFITEEERIZKHEE
BE , FEEARHEPH , RETHT —H,

TIEALARREEN XA

- BEEEHERE. BUBEFEIWE ?

- MRS EBEEBERE  LErPLERNBESE ? LEELMAEBESER R ERBEEE
TEF?

- MREFIEBWFAERER , CENREBELRERR ? CSRIIMPLEEENRBERFR 2 Hlm , &
EEERIFEFEENAABELE,. RERENEESRE K EWIBERESFTE?

- BRETEEHMBBERE? AR , EFEHWLERAL ? Security Hub BB EEHHEERE , ML
R-EEBEUYNNBETE, ENRANEESERRBRETEFNEEETERT,

HREHEERE  LUNEEHERE K HPERERGECEEBAESENEESE D,

EENMSERERARMINERNENREHEREE  FBiE APN SEB MR Security Hub BB,
A SERH (CP) EARA
MRER Security Hub FEHAEEBHE , AIAMKE,

ABH Security Hub TEIRHMEBEEZEFEARS, ELAURFLEEARS, Security Hub BT
EERANEASELRAR, MPIEXERTIES —ERMEEE,
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o W15 BI%E FRUE) Security Hub ? Hltn , MR EBEIZFERAZTERE. Terraform EiHZ AWS
CloudFormation #54x ?

« BB E FIREFMIER Security Hub ? flin | BMEBRELOESREEEKR, BERIES , R
FHREEETERREHNTERR?

MRIEHE BB EBEER Security Hub , BIAMKE,

ST R EMIEE Security Hub WAERR , BRETIIER,

- URERKXERMNFERLR , Fla0 JSON = XML

- MAFAERLRERE AWS Z2FAEFRER (ASFF) &5l

MREBFE ASFF N AEHRUXERES |, 555 H Security Hub BB,

Ris

MR EAE B REBEE /X ZE Security Hub 54¢ Security Hub W BBEEE , AIBXE,
R B I EE Security Hub &, WEALAARRESNHH,
EUARMEBER. EREBERR K BFEETHEE

- I ERWLE AWS BRTE, FERZEREEXEF?

- MREEXKEEBEEEE Security Hub , BEREF AWS IRFHACH AWS IkRFEEBERE
s ?

. MBHERGINDIBEEZE | LHS A A CloudWatch Events B4 ?
o BN RAERREHRE ASFF?
s BRMAHREERBEEE, EMEBEETEME , UERBERRRES ?

R RE
MREEBEEFEZE Security Hub Zi#t Security Hub EWEEEE |, AIAXE,

HIRE B % E & Security Hub NS,
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BED AR AWS CloudFormation SIS BN EMERME , FINEXREE, FESERHREH
ERAEMTHAXE-—BXES,

HEEZTEEB 15 P, ENERNFEAARMESHERES,
BUEFBRNTEREER

RGN R REBEEBER Security Hub , BIAMKE,

ZFEMEMEAEM Security Hub XS EBMBBFEEH ( FIEONEK ) ? ATEIXNMENIER.
Latency (3iE3E)

MRIEHE R BB EBE R Security Hub , BIAMKE,

SRR BRI EEES S HEXE Security Hub? 52 , REERP B EESEIHE
& B E)% E| Security Hub B EESE B4 ?

HEANBRRECHNESER ST, EREFEFNERMBE,
NEIMEmBER
PR EE Security Hub N EAHEE,

HEHRENLARNER , Wi5HIEF Security Hub BEHMHE, HRMIE Security Hub SEBHEM
FEALIER,

MREERKZEEME Security Hub BE |, BWUABEEMREHEBNHELR  BEMASKEMEH
AEERFEELNE-ERE,

He

SEMETALER 700 BT, ARESE
BERBHEMEE

FrEEE Security Hub N EAHEE,

%o

BEDABERM URL i Security Hub SEBHER LW E— S THREBERFER. cEXRTHERER
H , SRAEHWERHM Security Hub 2 ES,

MR EHKZEEME Security Hub BE |, BAINATCMBEEE—SHEEE, Security Hub B2 pE
EHETEHERBERNER.
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WA RBHMERIER |, FINEERE, WEMEE, SEFAFHERE. Security Hub th gt H
SERAEREREELER,

BEBHERER

P& Security Hub B4 #EE,

RAEZFEM URL LAERTE Security Hub B EBMHERE L, EFSEARFTE THEYE :

« XK/ :600x 300 B%E
- HE  BEXTNER
- = EH

- B3 : PNG

Security Hub 2 & ERE
FEREHEE,
REtR2eEXAREERERHN URLs , LLEE/RTE Security Hub £ 4 L,

B ERE T IR

- ¥ : SVG

o K/ :175x40 BE, MRBRK , REEZFEAZKLE,
- HY) . BEXRER

- 55 &9
mEPNEEFOFMAIEE S &,
HEERER

M RIE &R REE EEEF Security Hub , I AMXE,

nl‘.H.

2 the section called “E#E A EZFNIEEH .

RAFFEER ASFF RABBEBTERENERK , LR EMHUNMEENREBBEBTERE RET—
. WFE ASFF RREFRBENFMEN , F2HEAWS Security Hub ( EREIER) FHY ASFF

*’E Bo¥a,

RMERCBEERNATEELHER,
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iR

FrEEE Security Hub N EAHEE,

RUEKMBEE ONEF B4 ut MEFRRIFHFLIUERHRET. Security Hub 7% B2 EEBH& A BB A5 T

IR, BB AT EEER,
FE RS F|ANBHEED , RRASBREENRTEE,
DB REEE

R IEEE BB EFEIEF Security Hub |, ZBEMFEA,

B LA R D EEIE — IR Theartbeaty FER R Security Hub , 35 H &M Security Hub & Ihee

IEEEER?

WMRTL , FEABESERE H1TIRFHeartbeat,

AWS Security Hub £ & &

# JSON X FRHHKTETHEFAK AWS Security Hub BBk, Security Hub B b EFARE I IEH
EmARN, EXEATERHEERBE , ¥ Security Hub SERERXEF I ELRENZERR.

nEEHA
ATERREEWELANER. BHMT -

{
"id": "example",
"name": "Example Corp",
"description": "Example Corp is a network security company that monitors your
network for vulnerabilities.",
}
NREASTE TR
Wz NE #iR
id = NERMME—FBIRF, ARBBIFERLAZEL
ARME—N,
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s NE iR
iE AT E g BE MR AR Elname,
B|AE . FH
RETR:5@FxT
RELR:24 @=Fx
RFANZET  NEFE, BFNEFR

VAUNBEFERE, LAUVNBEFIHHTRE
E.

ZE 1 Security Hub =2 & LB RHNVEHRE LT
HH,

i

name

BHR . 285

RELR : 16 EFxT

i

E 7 Security Hub =2 & LB RHNVEHRELE
ik

description

HR . FH

RE LR : 200 EF T

EmE

RERHERVERES. sEHMT

{
"IntegrationTypes": ["SEND_FINDINGS_TO_SECURITY_HUB"],
"id": "example-corp-network-defender",
"regionsNotSupported": "us-west-1",

"commercialAccountNumber": "111122223333",
"govcloudAccountNumber": "444455556666",
"chinaAccountNumber": "777788889999",
"name": "Example Corp Product",
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"description": "Example Corp Product is a managed threat detection service.",
"importType": "BATCH_IMPORT_FINDINGS_FROM_CUSTOMER_ACCOUNT",
"category": "Intrusion Detection Systems (IDS)",
"marketplaceUrl": "marketplace_url",
"configurationUrl": "configuration_url"
}
EmEAIS T IR
- v PE iR
IntegrationType = EHENERREREEBEFIEXZE Security
Hub, #¢ Security Hub ZEWEEFE |, ERRK
BEIAMEBEERE,
MRERFBHASERH , FHLRLREZR,
HE . FHET
A& : SEND_FINDINGS_TO_S
ECURITY_HUB | RECEIVE_FINDINGS_F
ROM_SECURITY_HUB
id = EmBME—EF, SEXEELATANRE—
N, EMESLNAIZEATEERK -, EFRE
S HEZHMELname,
A FH
RETR :5@Fx
RELR:24 BFx
AFNZFER  MNEFE, BFNEFHR
PDALNEFRHRAE, YEUINBEFEIBFE
==
regionsNotSupported 2 BRZETHIWLE AWS EiF ? RAER , £

Security Hub TR AN EERHERERF , BEE
B EZ R RIS AIRE ?
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commercialAccountN
umber

R
HR . F&H
EREEEE, M us-west-1 o

&D%Eiﬁ}i%ﬁ nﬁ E2 Eﬁ I:F E"J Iﬂ__ﬂij EllJ-AWS ﬂx
BE,

#9215 # AWS GovCloud (US) & us-gov-
west-1 (EAM AWS GovCloud ( =Bl
8 ) ) M us-gov-east-1 (for AWS GovCloud
( ZBIEREP) )o

FEEEHNEHNAES cn-north-1 (BAR
FE (4t )) M cn-northwest-1 (EAR
HE (£E))

AWS EBIEERMWEE AWS tRF 5B,

MR EEEBBEMEEZE Security Hub , BII&1R
HEORFERBEEZBEFTENRREME,

- BN AWSIRF, EHBERT , FRMEH
REBRFAER RHIRIE,

- RREFH AWS IRF, LB T |, Security
Hub EZERMUANAHZEESHN EERS R

o

BRBAT , KEEMEESNMEERER
MENERS. WREXIEEM , BB Security
Hub Bgio

MR IE AR Security Hub IEBIRAERLR , AIF
FEHRFRER,

BHR . 285
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WL PHE iR
govcloudAccountNum = AWS GovCloud (US) EBiEIERIEE AWS
ber RERE (WRENERTE REA AWS

GovCloud (US)).

WMREHGEEEEFIEE Security Hub , BI&R
SR S S RBSEEREBEN IR E.

- REEH AWS IRF. EREBERT , FRHEEH
RERFERRAVIRSE

- REFH AWSIRFE, EIBERT , Security
Hub R ERHEAMAABRSHEERS R

o

BREBRT , BEFMBEEENFTE AWS
GovCloud (US) EmEFEAMBEMNIRE, MRE
SEEEEM , FEE4E Security Hub BBk,

WMRIE % Security Hub IWZIRERER |, BIF

EEWIRFEE,
HR . F&H
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chinaAccountNumber

name

description

fim

fim

DU

HEESHERNEE AWS IRFRIE ( WREN
EmEPEESRELR) .

R A B REE B EIAE Security Hub , BI#E$R
HEIR FERBEEXBEFENRIEME.

- REEH AWS IRF. EREBRT , FRHEEH
RERFERRAVIRE

- REFH AWSIRFE, HIERT , Security
Hub BB ERHEANAAERESNEEIRS
iR

BEBRLT , BEMEPEREBTE EmE
FEAMERMNIRE, MREEEREM , BHE
Security Hub BB,

MRE R Security Hub INEIAERZ R |, 8
DREETDEREERNEMRS,

HR . FH

E1E Security Hub 1A FEERNESREER
£,

B R
RELR: 24 BFT

E7E Security Hub =248 FRERHNIEMHEER
iR,

B|A . FH
RE LR : 200 EFT
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importType

DU
BEBHNERBRER,

EAESHEMARES  BalEETHEP—
BERBER , ] LAHEE NEITHER,

« {5 BATCH_IMPORT_FINDINGS_FROM_
PRODUCT_ACCOUNT , R EERE M ARN
H %Il B IR S A RS BEEIX E Security
Hub,

- {# BBATCH_IMPORT_FINDI
NGS_FROM_CUSTOMER_ACCOUNT , IBR
BT ENEFIRFBAMESE,

HR . FH

BAME : BATCH_IMPORT_FINDI
NGS_FROM_PRODUCT_ACCOUNT |
BATCH_IMPORT_FINDINGS_FROM_
CUSTOMER_ACCOUNT |

NEITHER
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Rz

category

DU

ERLEMNER, EARZFSERE Security
Hub & L,

BESZ={EE5.

FAFENEE, NRERBENEREL ,
B#& Security Hub BB,

3

B|R . 5
Al AW ER -

* API Firewall

* Asset Management

* AV Scanning and Sandboxing

* Backup and Disaster Recovery
* Breach and Attack Simulation
* Bug Bounty Platform

* Certificate Management

* Cloud Access Security Broker

* Cloud Security Posture Managemen
t

* Configuration and Patch
Management

* Configuration Management
Database (CMDB)

* Consulting Partner

* Container Security

* Cyber Range

« Data Access Management
* Data Classification

* Data Loss Prevention

» Data Masking and Tokenization
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Wz NE iR
* Database Activity Monitoring
* DDoS Protection
* Deception
* Device Control

* Dynamic Application Security
Testing

* Data Encryption
* Email Gateway
* Encrypted Search

* Endpoint Detection and Response
(EDR)

* Endpoint Forensics
e Forensics Toolkit
* Fraud Detection

* Governance, Risk, and Complianc
e (GRC)

* Host-based Intrusion Detection
(HIDs)

e Human Resources Information
System

 Interactive Application
Security Testing (IAST)

* Instant Messaging
* IoT Security
 IT Security Training

* IT Ticketing and Incident
Management

* Managed Security Service Provider
(MSSP)

* Micro-Segmentation
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BEBHESER

Rz

marketplaceUrl

7|

DU

Multi-Cloud Management
Multi-Factor Authentication
Network Access Control (NAC)
Network Firewall

Network Forensics

Network Intrusion Detection
Systems (IDS)

Network Intrusion Prevention
Systems (IPS)

Phishing Simulation and Training
Privacy Operations

Privileged Access Management
Rogue Device Detection

Runtime Application Self-Prot
ection (RASP)

Secure Web Gateway

Ef AWS Marketplace B Hy##9 URL, URL &

NME Security Hub £ &/,

HR . F8

iE B2 AWS Marketplace URL.

WMRIERE AWS Marketplace BE , FEiG L

UREZH,
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BEBHESER

Rz

configurationUrl

DU

B2 Security Hub & 2 EmXHH URL. Lt
NBAEEEHBLREESENRE L |, Hlan

GitHub EH.,
HR . F&H

B XHEIE TIIER,

fAREIE R

B HYE#HE AWS CloudFormation ( #n7 2%
=)

BEFERAZRGINERER

Latency (ZEiE)

ASFF BR &Y

TENEESERR

2B
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BEBHESER

2R MpEFTE
B IR%EfE AWS Security Hub BEFTEMNERIE , BERIELER,
@R EBERRE Security Hub 1244 Security Hub B F 2 B B HITRE ER,

£

« BEFEA L AWS Security Hub BERHIBEEISE 5 8

- AREVNEHEEBER Tenet

- BREBBEMRSHE AWS T2 EBEFERN (ASFF) MisE L &
« {8 BatchimportFindings API BY35E 75 &

- EmERBETE

&= ETE AWS Security Hub £ & FERER , FEBELEL,
REMREER

A ARFRIOE O M X AR OB XIRAN B,
et

SVG #EEER
LEHEe

Transparent

A\
BELRA/E 175 GE x & 40 &%,
&/MEER 40 pxo
ERSARERE,

T ESER Security Hub 2 & FBEERHEBAEEZER,

ERAEFNESTH
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175px

40px

Company: Product Name

Description

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation
ullamco laboris nisi ut aliquip ex ea commodo consequat.

How to receive findings from this integration
1. Purchase a subscription to this product in the marketplace: Purchase [£}
2. Follow the integration's configuration instructions: Configure [

3. Choose Accept findings below

Status
(® Not accepting findings | Accept findings ‘

MRIEWEDBAFEELME , Security Hub SRR PMERBRASE 40 px , RAREE 175 pxo
B/ EZSE Security Hub 32 A EMETRAR

TELLRERAEAXNPNEFEETNESHRSHETR.

e

ERAEFNESTH
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® Original size: 175px x 40px

@ EXAMPLE

@ EXAMPLE

Company: Product Name

Description

Lorem Ipsum dolor sit amet, consectetur adipiscing elit, sed do elusmod tempor Incididunt
ut labore et dolore magna aligua. Ut enim ad minim venlam, quis nostrud exercitation
ullameo laboris nisi ut aliquip ex ea commedo consequat.

How to receive findings from this integration

1. Purchase a subscription to this product in the marketplace: Purchase [
2. Follow the integration’s configuration instructions: Configure [

3. Choose Accept findings below

Status
() Not accepting findings

Accept findings

® Original size: 133px x 75px (reduced to 70px x 40px)

®

EXAMPLE

EXAMPLE

Company: Product Name

Description

Larem Ipsum dolor sit amet, consectetur adipiscing elit, sed do elusmod tempor incldidunt
ut labore et dolore magna aligua. Ut enim ad minim veniam, quis nostrud exercitation
ullameo laboris nisi ut aliquip ex ea commodo consequat.

How to receive findings from this integration

1. Purchase a subscription to this product In the marketplace: Purchase [
2. Follow the Integration’s configuration instructions: Configure [

3. Choose Accept findings below

Status
© Not accepting findings

Accept findings

(® Original size: 275px * 40px (reduced to 175px x 29px)

@ WIDER EXAMPLE

@ WIDER EXAMPLE

Company: Product Name

Description

Larem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation
ullamee laboris nisi ut aliquip ex ea commodo consequat.

How to receive findings from this integration

1. Purchase a subscription to this product In the marketplace: Purchase [
2. Follow the Integration’s configuration instructions: Configure [3

3. Choose Accept findings below

Status
© Not accepting findings

Accept findings

1l
S RRERPEERBEEI. F2RAEANER.

TERERREZZRVNNERRAEFENMEXTNER CENER,

ERAEFNESTH 32
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® Cropped closely
@ EXAMPLE

& EXAMPLE

Company: Product Name

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do elusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation
ullamco laboris nisi ut aliquip ex ea commodo consequat.

1. Purchase a subscription to this product in the marketplace: Purchase [
2. Follow the Integration’s configuration Instructions: Configure [
3. Choose Accept findings below

Accept findings

(® Extra padding makes logo look smaller and misaligned

@) EXAMPLE

@) EXAMPLE

Company: Product Name

Larem ipsum dolor sit amet, consectetur adipiscing elit, sed do elusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation
ullameo laboris nisi ut aliquip ex ea commodo consequat.

1. Purchase a subscription to this product in the marketplace: Purchase E
2. Follow the Integration’s configuration Instructions: Configure ]

3. Choose Accept findings below

Accept findings

AREBMNEMBEEFTEN Tenet

IR B fE R S M E TR RESE B BF AWS Security Hub |, FEE2E T %I R AL,

T}

S
[111]

SHEERERY , REFUUERHHERIRTH.

EEFREALERNEMEFE  IRAEEREAGHAETERELER. ATXEE-H A BE
BERERTIIEMTE

- P BEEEXEEE -—SETEER,
- EfEZERE-—BEFERE,
- MERREE-R2EH,
EREFEISSZHELTLEMANENK  FRERHBBEBERIRTR.
AT EBBEBEMURFE AWS T2 BEBER (ASFF), /LFFEF#K3E Security Hub fEAEER

3
WMo

EFAHEREREER KNS EMA L EE Security Hub ASFF HEER,

EEZEMEERHHBERAELE RN Security Hub IR, BELERSEBMI Lk EY Security
Hub BEE , MAZEERANFREKIR,

HEEFENRERIRE, F7RBEFEURENEF T EHAH,

Security Hub T2 — B AFEE IR, ZEZSSETTWRAER REEET Security Hub , EF T
NE#ZEIE, SESEELMATEREEER,

AREILANEHREZEEEN Tenet 33
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ERERERANRELER 6 FENEEBE K MIAREUNNEEBE.

EREFERLEEARBER  fINREM D HNERERT , FRMFNEREEE,

plan | BN R ER ERREHEVBERSEYIFSEAT, HRERRRHESERLE BHiteE
SRERELR, ENRSIABERHENZE , AFFEH LRFTHERE , 1t TOR ERFHE MongoDB
EiRE FWE-RAEER.

RAHEFRTHBERS  BUREEEE.
EFAZRNBERCHEBEM  FEEHALRANBR,
it BEALENRRES SLABELRANHODRED | FARE, BENRERELY
B,

A REEBEMRHA R AWS Z2BBEBFERI (ASFF) WEES &

EATHER G AN EBEBEERSF E ASFF, MESE ASFF UMY 4 FEMERR , FSEAWS
Security Hub { fEREER) FHAWS Z2FHEHFREEX (ASFF),.

Bl EF7

SchemaVersion #{#& 2 2018-10-08,

ProductArn 2 AWS Security Hub ¥4 &M ARN,

Id & Security Hub AXRABERFERAERSINE. BEFEIANFLARE - , LERTSERH
fEEFE, FEEMEERE , FEAMEBNANNTENREIBERTE.

GeneratorId AILAEE #[EId , th o] ASEBEAVEEEE (Y , 40 Amazon GuardDuty {63885 ID,
AWS Config i28%=25 ID = IAM Access Analyzer ID,

Title #1 Description

Title BRESEBIXEERN —LEF. RHTitleR 256 AFT , BEZER,

KB RWFMENAFIEE Description, FR#IDescriptionZ 1024 B=FT , BHEEWK, B UE
EBASEHEEHER, EHWOT :

"Title": "Instance i-12345678901 is vulnerable to CVE-2019-1234",

ASFF BRETIVIEE 75 & 34
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"Description": "Instance i-12345678901 is vulnerable to CVE-2019-1234. This
vulnerability affects version 1.0.1 of widget-1 and earlier, and can lead to buffer
overflow when someone sends a ping.",

AEmRER
BT LE PR EEEEAEFAFindingProviderFields. Types,

Types FERF& ASFF I p 5|,

WERE , BUUEERI 28R (F=ZAFEZME ).
ok

ASFF BB L ErRMN BB,

CreatedAt # UpdatedAt

&% BUpdatedAtE®RXBatchImportFindings FEAY S ERIEBERFIER CreatedAtHl .

ELEEAARS Python 3.8 Y 1ISO8601 2,

datetime.datetime.utcnow().replace(tzinfo=datetime.timezone.utc).isoformat()

FirstObservedAt #l LastObservedAt

FirstObservedAt EZRMNRABRINEBEEFER , M LastObservedAt XEMEF, MBEF
L ER , AT EBRELEFBEGR.

ELERS Python 3.8 Y 1SO8601 #& X

datetime.datetime.utcnow().replace(tzinfo=datetime.timezone.utc).isoformat()

Severity
&TLAME FindingProviderFields.Severity ¥4 Hi2HBEEMENR , HPIE T HHNL.
Original

BRBENWBEME, Original AJAREAF & , UAMBEER N R,

RERRER 35
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Label

BEFEREMN Y E Security Hub 1818, RAFMEN TR,
« INFORMATIONAL — T ZIRERE,

- LOW- BEAEEBTHITEE.

« MEDIUM - A ZHERERE , ETER SR,

« HIGH - BEXEUBLIEFEE,

« CRITICAL - BEXEMNEEE , NBGE—SEE,

SRR E—ELabeli%E2S INFORMATIONAL, INFORMATIONAL FBEFEEHI R BEBE
SRENAEER , IR EEENRIE AWS Firewall Manager JEE.,

EFEESNBEMIEFRAERE  AHZEEERKIEHENHEEEE, SHETEBREMKRTE
A HIGH= B |, 38R <F. CRITICAL

BHNES NS EIEENME RE,
Remediation

Remediation EM{ETE. ELTEKTE Security Hub & L& 6.

Remediation.Recommendation.Text EHIRERAERLERFMHEANEBEER P, EEEEZA N
{ERemediation.Recommendation.Url,

Bal , REMRE Security Hub %, |AM Access Analyzer # Firewall Manager W& REERE
B S E R E R R X4 BER.

SourceUrl

REAZTUATRARHBERERLRIARBIER URL SourceUrlh , FrefEM . BRI, FHigH
HERR S & BE

Security Hub A2 B IL Y EESRE , EE1E Security Hub £ & 1B,
Malware, Network, Process, Threatintellndicators

WERA |, &5 /A Malware. Process., Networks{ ThreatIntelIndicators. SEYHHEE
Security Hub £ AR H. EEEEZNFAERERABPERELEDH.
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Flan  MREENFEEANTSNEFSHEETEHERNESHE B PIRH EC2 BI/TEE
Wt EFAResource.Details. AwsEc2Instance, 123 EC2 #{TEEMNFEEI Network.
Malware® ThreatIntelIndicator ¥14.

Malware

Malware B—EFE , BZ I AERINESHRREN. BEEHRFEAEEFNAERRA
o

BEE B EE T AL
Name
EEEERNER., ERRZ 64 HFTNTFE,

Name FEERBREBEZNEEBERIAERERE.
Path

EEHRIER, WERZAS12BFETHNFER, Path FEA Linux 2 Windows RFEREKR |
BT HIE SRR

- MRERIE YARA REIFH S3 R1FErE= EFS HAFMYH , Bl Path2 S3 : // 5 HTTPS ¥
HERR,

- MREFHE Git BFEHRWER , 8] PathR Git URL HEHE KKK,
State

EEHBORE, LFFMNES OBSERVED | REMOVAL_FAILED | REMOVED,
EREFEEENERD K FRECRERHEEHEMBLEBINAE,

g | w5 Malware.States REMOVED , RIFAERA REEMNHREZ R MENERSBRER
J:EIJIE"EL,\,EsikE%O

3R Malware.StateR OBSERVED , AIAEREREENHRERMENEmBTIKE LNHES
e,

Type

EHEZSHENER, RFFMES ADWARE | BLENDED_THREAT | BOTNET_AGENT | COIN_MINER
| EXPLOIT_KIT KEYLOGGER | | MACRO | POTENTIALLY_UNWANTED | SPYWARE | RANSOMWARE
REMOTE_ACCESS | ROOTKIT | TROJAN | | | VIRUS | | WORM,

MREBEE WEEIMEType , FBBI#E Security Hub BB,
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Network
Network RE—¥#. BRE LML EMBIMEBEFMEEN. REBALE |, FEA TR,
B &Y 3t 7N 2R R & A

B Ay 3t A SRR AT SR E FE TCP 3¢ VPC M2 B3 WAF HiS, ESHAARNEEEEENRR
B, eMERER.

—BmsE , RERREBRE , BAEBHMEKIR , M TR, BEZEXHPRARIE , WERE

EEEEMNER S LR,

o ¥ EC2 #1T{EEERY DDoS I |, RRRMEH , EEIEH DDoS WENEEEFEHAEEEREE
¥, BRtR EC2 H1TEEMN/AE IPv4 ik, Direction® IN.

- BREBEIR EC2 HTHEBEEATSANZEFHHBEANZSERE , RELE EC2 H1TEE
B IPV4 #bit, B E fr S MIE&I85%, DirectionZ OUT, &t aJLUEM Malwaref
ThreatIntelIndicators,

Protocol

Protocol —E¥EEFMRMARIEMMITREME (IANA) GEMERE | RIFESTURHRREBAB
E, BEZ—EERAWRER WREEREEA,

Protocol BYRARKEFEMEMNER. REESERTIRM,

Direction

Direction —fREE AWS MR8 R+HE,
- IN X REIEFEHEA AWS (VPC , R ).
- OUT RREIEEHER AWS HEEER,

Process
Process RE—¥#. BEZLZMEZERFHEBFMAEN. MEHEMUE  BEATIEL,
Name

Name ERZFFES A HTRENER, ©HRZES 64 BF T,
Path

Path REFAHTENERRREKE, ©HZESZ 512 EF .
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Pid, ParentPid

Pid A ParentPidfEfF & Linux BFE B (PID) = Windows B4 ID, EEES , &M EC2
Amazon Machine Image (AMI) iRt &FH ., ZFF AEEIES Windows H Linux.

RFE & (LaunchedAt ] TerminatedAt)
WMREEETEHHEULES , EEEHREV L THER , BFORELER.

NMREFRBEBICETERRE , AIRARBACSLHERERNSEARLELT

Threatlntellndicators

ThreatIntelIndicators #EZ&ZHEREERHRWHLES,

HRBEEE , Type VABERENARF., AFFHES DOMAIN | EMAIL_ADDRESS | HASH_MD5
| HASH_SHA1 | HASH_SHA256 | HASH_SHA512 | IPV4_ADDRESS | IPV6_ADDRESS MUTEX | |
PROCESS | URL,

AT R UNAIBR S BB B R IERAY — L5l
« SEHE|—{BIEHEER Cobalt Strike HHEIBINEF, &N FireEye NEIEB D THEEIE — .

# Type #XE A PROCESS. tiiEA BFE I Process ¥,
- ENBHHRFGRIZEARCIZEREEECHMEEY.

BYMfEThreatIntelIndicator¥#. —E¥W# &AM DOMAIN, 5 —1{EMAM HASH_SHAL,
- ZBHREEE Yara R AW EEZ B (Loki, Fenrir, Awss3VirusScan, BinaryAlert),

BYyMEThreatIntelIndicator¥#. ER—EAREEEE., B — @AM HASH_SHAL,

Resources

¥ Resources , TR AREFEARMRENERERMFREFAML. Security
Hub 5B ERIFIEZE ASFF, EEEZWASFF 2FWEA AR , FHE

<securityhub-partners@amazon.com>,

MBBEEEATSEECEREENFRAEARMUPNENR  BFEEAKNFAETAHES
Details.Other,
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HAKRTE ASFF HEENER , 545 TypeiREA Other, MEHMER , BHEH
Details.Other,

BT EAOther ERBERHEITIEAWS FAEHE R,
ProductFields

REEEELL FAE —EXEIWM{IResourcesHIFR Y |, HlH0 ThreatIntelIndicators.
= ProductFieldsBNetwork , FRE{EH Malware,

WREHEFEA ProductFields , BIXERIRRIEMBEEHNER,

Y

REZHBEEEHESRMEEComplianceFF M .

Security Hub ComplianceE# B RIFIEHEEENWBBEFTERFEH

Firewall Manager £/ Compliance HAEREFER , RACMESHEMEE,
= BRAVAR L

EERMUEERTFERBRERERN

-

E B EIE L R

* Note

* UserDefinedFields
* VerificationState
* Workflow

HRELWM , MEEIFindingProviderFields¥ L. FHMH E & EBWAL,

- Confidence - RAEHEZNREEERLUNINE , RENBAERLR 100% WK , TETEUAEESD
£ (0-99),

« Criticality - BIEBM 98 (0-99) EERERAEEREBRBNERNEEZ M,

« RelatedFindings - RAEELFLUEBHENRE RSB EFERLEENEBFER | TRAM
BHNEEEE, FESNEERERER , BX4ESEE X Security Hub FREZERNVFAEHERE5
o
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£ BatchImportFindings API H935E 15 &t

£/ BatchImportFindings APl 21EASBIEFEFEIAE B AWS Security Hub , 55EA T 528,

« B ZABatchImportFindingsFRAEAEFERMEBEBAKRSRFELN , EBIKRSFNRINFTERERS
RKKAwsAccountIdBHE,

o BEIRETLVEEWNERARH#IR, Security Hub BE#tARZER 100 BRAEER , SEFAEEREES
#% 240KB , BE#XZZ1EZ 6 MB,

- ATERXRRHEHAEBEEREBEERSE 10 TPS , BEAR 30 TPS,

- MRFERAIAEEE , BLABERFRREEEZTENRE, CHEEFREERMRE , UEE
AERRBANBHEARRIAETEREN.

- MEEHAFERELRMNEMREMNER , FSBAWS Security Hub  EAEIERE) FHAWS %
£RELERER (ASFF),.

EmnERBERE
AWS Security Hub I APN &{EB B (£ L R BB ERBBE S DB,

ASFF BR&Y
ELREEBBETEMSE AWS R2BBEFERN (ASFF) BE.
BERBHNFAREEREN T B YR ASFF ?

UEREL XA EEFERS | ASFF,

EACEENEA , flnERERER, Malware, Networkd{
ThreatIntelIndicators,

ProductFields R EESEMEMIE B MRS = Resource.Details.Others

SEBHESRFHResource.Detailsi@{z , {520 AwsEc2instance. AwsS3Bucket#l
Container ? §1EB M 25 Resource.Details.Other B K7 ASFF R EENERFEE
A2

S ReEARMENMNY , REXB[BEBE , fl0 EC2 H11TEE. S3 MEIEBNLLEE.

Resource.Details.Other REERBEFELEE  THEEFMHBENEMERAREE
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EEBEREBEEMS E UserDefinedFields ?

E 0212 UserDefinedFields.

ZEMFEHRE —EAXSWEAL , H0 Resource.Details.Others ProductFields,
CEBHERTE TR I E M ASFF MW EARE Z| ProductFields ?

ProductFields EARERBITEENR , HIURAEFHEN, ERPFEBREMBEBEETE , ELM
HE DB WEMEHAResources.Details.Other,

EEBERETEANBCH KBRS FirstObservedAt ?

FirstObservedAt BREBEL EECHKEEMTHRIIBEBENR, MRATEE , FIRSIHH

o

EEBAREABERNERERNNRMEENE —E , BAaMEEEMNVEEFTERN?

Security Hub P ERIEFEH S UBMEETERFIR (Id Bt ) A%, WEXEA—E2M—
0, UERBEEETEENEN.

O RZMISAEERBRIFTRE , MEEHHEL R,
BFERBHRARESHEERRFIEESR IDNE?

GeneratorID FEEBEHEEBE ID tHRIMN{E.
GeneratorID EEEHBBEEMBEBTEN AR |, LLEEH N EEEEBE,

ERUREm (EmA-REEEM A - EDR) SUELURE RV F T,
SERAREUNEEERMBANAAEALENBBEFEREGEZH ? SEBHREREH
BHEPEARSNVHAERRERERN RN DR ?

BB R

BEFERE S ERREHEEERELENBERTE,
AWS Z2REFERBAFBLRNE BB ZHRLEMN,

BAUHHE—_BNE=EaE=H (ErXo¥H) EAEE,
MREERFEWEBER , REE Network M P HEUERREES ?

REHE @ HEER NetFlow B , SEEHEH RS E) Network Bz,
MREEBHEEREFER , RE ST Process M FHEEFERF (PID) B ?

MREHEMBEIERENR , B8 EMEE Process WL,
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NMREEBRHEEZEREN , REE7 Malware MU FHEEEEHKEENR ?

NRENERBENEZERES , FRERHE Malware #1L,
MREERHFERHERHRER , RAE%E ThreatIntelIndicators WU PR BB HRENR ?

MREEHWERBENBERRENR , FEEMEE ThreatIntelIndicators M1,
CEBHERERMUAEERNTEETS ? MREEM , RERMER?

BESERALBME K BEXHMNERETEHIREER,
CEBHEROHYBBEBFTETMEIR ID FHER ID =5 ARN?

EBAWS BREE  REEBEEMFEHA ARN, 1R ARN %80 |, FEALEXER ID,

BEREMEEL
B EEE SR ENday-to-dayE B HE.

SR AR B R Hinfrastructure-as-code(laC) &7 , LIERFBEE Security Hub FVE S , 5l Terraform
AWS CloudFormation=t AWS Cloud Development Kit (AWS CDK) ?

HREEEFIRFEXBBEEEDMEA CloudWatch Events ENAARIEFENES , FEXELXN
laC &7,

AWS CloudFormation AfR# , Bt A LAEEA AWS CDK = Terraform,
EERHERREEHIRALEE —8XEE , LAEEH Security Hub & ?

BESEBHERSEHERPERYBRIELUEFREBAES, EVEEGBMBERMET

A, MRERERRSEEBERE I —BARERREFNWH *.
EEBHREREXEEENEESE ?

—iRME , BEZRABERRLEENBEFEEE Security Hub BF,

Security Hub F2— R AFEE T E, SR EMKFTE T8 AFEEIAZE Security Hub,
EERAHRERMEMET , BN EFBREGAZLRMESEE , URER (FHNEE ) ?

fE—RERRNBEFARETE Security Hub NEH, KE—RERRERAEFRAMRERRT
B ASFF BRETEIFRER R,

Flgn | R —(EREEFEEEA ThreatIntelndicators , B —EEEA
Resources.Details.AWSEc2Instance , BliE M {EREEE S M EM — N EEBE,

BEREMEE 43



AWS Security Hub BERHEEES

SERAREEAEE 4xx Ml 5xx SHERNWEESR , FETEZIEH , BAAABERERIER
% ?

BatchImportFindings APl #4EB &1%& 30-50 TPS WIEE X, MREME 4xx 5 5xx §558 , B4
BARBELAMEBBENNE , MERRUUER. ZUUBEBEXNFRTIREM AWS EA
BR# , #10 Amazon SNS = Amazon SQS R#E1TILIRE,

EEBHRRHMBEIATERNONE  LEAMAEHNETBEENRAERZR?

MREHAEZEBBREREFAERR ID REFAERER , AILEBREREHES K UESERED
AERRENERNET.

MRIGIRHEEFE | B2 H BatchUpdateFindingsREREHBBEBE, HIRERERT

FEH, REEAEMETEYRIYTEBatchUpdateFindingsk |, F8EERA ,
EEBHRBRUREEANEERIAELERNARNEEEH ?

ErEZE —EME  UEEREERFRERBASHER IDs , URHERERRBERIN

=R,

EERHREEBEAREEBEEENRBEBE ID Wi BatchImportFindingsEERE# EEE
B?

A&

FEENMBEERE  EAARIMAENEESE ID RERRANBEBE.

BatchUpdateFindings B#EREHEEFEH,
BEBH RS MEA BatchUpdateFindings AP| E#REREBE 2

MRIGH BB EREENME |, LA LUER BatchUpdateFindingsBERE #HIEEML,
EEBARARUEBERERTERTHERHEEREBEIZZE Security Hub 2 AHIEEEMEFA ?

BEZSIDERERIK , UWHEREFEME Security Hub FEZIFBBEBE,

EANBEREELEA.
MREEBHORERREFIRFEEREBES Security Hub , fIFIREKIERE—F? MRE
R HNRBRIREE CHNIRFEEBBEFESR Security Hub , MR ERIHFHAE—R?

FERFERE , BEEEXL AR REHENIIRFEE , MEAKRFTERAER ARN REMNIRS,
MEM ARN HEEEMIRFE EEBBEFE |, LB API BIEP K ELEEBFI AR,
EEBHERRRMTEARAETHE RS Security Hub ?

EEENECNEBSIREE , REZBXTBHAEREER, TBARAEEREA EEE—
X, WEARERRER Heartbeat,
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AWS Security Hub SHEBABAIEE
MRERERRFEEABBERE  EREER.
BERAREEEIBE Security Hub EmBEHIIRFES ?

EEERIRE  SEEEEBEEHFIEEZE Security Hub EmEB AWS HIRF ., ELEHI
REREEEC EREX MRS,

X
LM R A AN,
BB T ESRM LR HA 2
SR B REMBE. wiki, Read the Docs S E AL AR BRI L,

£ GitHub LFEEX AT HEERAMULER.
BERBFHNHRBRMUMAERTE Security Hub BERIFRHA ?

ERLAMER 1aC SRR AR T8, BERREES,
BEBANHRERHUEEARGINER ?

IBEBEFBE PR LR ROt B X ik
BERANHRERMMMAMBEEHERRNER ?

LR REHAEEBEBERENRE,

Bl FHNERUHESELRE. EERRBIMENRAERER , EZRSKFINEERRAEE
REEE Security Hub, EEEERT , B4 ARMTEEHSREBTENERER,

BERBANHRERHUSERFHUMERAES RRIFE ASFF f9EH ?

BRZEHREERRERERRRFE ASFFNFRE, ERFEREAEEMESREEEREN.
SERANHRERHUABSEBHENBBESEN AN , U ENRBEBEEENES ?

REFEFUNMARENRE, BERFE | LUREMup-to-date B BREIEFERHEEENA
BERANMHRERABEBELE ?

HIEERERE , UERTF{|IRAE Security Hub FEFIBBEEE.,

EABEPTEELEA.
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SERANHRERAELBRENT D MAHEE ASFF BREMTS ?

RS Severity.Original®) W& Severity.Label,

i, MRENBEMERFIFR (A, B, C), LEIRMHNAEFIFRYEERELFTRN
&

BEBFHNHREBRHABETIHNER ?
MRERHBAGESR , RIERHELDBETHSR.

NREEABREBEANTEESBIITEAAIERSIMRBETNNRG , CERZRHEANRS.
BEBHEXHREERTAERHANTIERLERES ?

AR XEFAXENES , BEFAEBLERFERES

EREET
IELRIREEE Security Hub ERABRSEHA LERNER S EB.
RMUHKH AWS IRF ID REERETE 12 B ?

IREZBANEBREES 12 L8, MERFE ID DR 12 V8, BlIE M ARN A&EX,
EREAEESE 200 ARELPHFET?

BABEH JSON RREMHNEmMERTEEIR 200 BFxT , BFEZ
HEERRESERRSHNNH?

HREEREEEREANEREL Y, CTESRZNEERERTHEER,

BEERE (WRREH) EEEHEM AWS Marketplace 7FE ?
MRGIRHBEELE | AIXERMN AWS Marketplace B, Security Hub FNEZ I SEEN B EE
&= AWS,

EnEREERERER?
EEFBES  BEZUURH=-Z(FEERER . ELEZFS JSON , METRERBEIN, BEL
REEB= ﬂEIEnniEEJ

NANERERBERAEREERE?

RNAEBBLAR 16 BFERTHED,
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ERBBLEAR 24 BFRIHED,
Em+ JSON A EmBBLAREFFTETHNBRBEL,

TSREA

B RERE AN THARN.

Security Hub & B A HEME RIMBREE 700 BFTUN , BIE=HK 2
Security Hub & B A EESS RES 700 BFT , BIEEHK.

BB REE RNVIER,
Security Hub &R HEREFEE T AR 600 x 300 px ?

LLPNG = JPG 2 EE L FZEF A THEIB 600 x 300 B&EH T LAMER URL,
HE— 7 Security Hub S ERBHERA LN EEERASSRSEBAERESNERRE?

E—FTHRESTREHRSEBHNEIERMIHER,

EEE - IEBERE  HPasBSNMEETHES.
SERARERAENACEAERSH RERBELH ?

TERBSRRTZRMAW , BREER,
AWS SEBHBRBERNERTHAFERARESFEBHRARKCENSEBHRBRAR—ERMA 2

AWS SEBHBRBERNERS TR EBHRBRRERSFERHRBARBH.
ELHEERITRANEMESERXERD .

o

Y/

T 4-6 BNATERE, ERAMEEM ARN ETAER , BZXRBEHRITHF,
RERITTRERHIENTERM 2

BUNEENSERHHBEREHSERHRBRAREE AL 2RE VP BSHRE. £
FE SE 1Y 5 ) 3% o ep 5 A L B 5% o

RERMGTEERFIENITEEXE?

B L Y B O WERERE |, LUR R Partner Network ZPEZ LU AWS B S,
ERBITTEEEATENREBME?

B AR BRI ERERES,
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WMREFE Security Hub BEIBKI5E) , FECALBEER ARN TRRIER , BERERKREE.
BEBHRED FREXERZE AWS?

BITHR , BAULE AWS Z2THEESHE , £ AWS EAHREREERLAERMAN AR
HMEA.
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AWS Security Hub §EEH#ERBEE

DT REERENHERE BE5HNERBE AWS Security Hub,
1. Security Hub S B HLE S ?
- BEFMEE - B Security Hub ZEMWEERRARELEEFREREERM.
Security Hub & AWS BEFHZ2MER P L. HERFTA AWS Z2HEREXAESRTHESR
SHEHAMEHE T,
BRBEENERF., fEsiEtfI_fEEERE Security Hub FEFLNEESE.

- REME . KM Security Hub TR EFHEEFCRENESHNESEBHE , 3FH AWS
Marketplace ;FEMERE. ERBERFRENZEERNEF Z,

- TS - EARAERSHHERTUSRERMNEG, RMTERMA, BYRER UK AWS
BEFFREEES,

2. EMLEFRNEERMHE?

- SREBEBEEEET Security Hub A ER fE

- f& Security Hub W BERZ RN SERHF

- EREENERAEERNEERH

- BMBEFEHREPERE. HFTMMEM Security Hub MFEHA S 1EBS
3. B Security Hub Y & e B & I 12 5 FEELE ?

iy

FBADREFIRFASLBACH AWS IRFRERERER , UKRERLRNEXNERA AWS 225
ZRENX (ASFF), A% , BELRERERHEIEZEER Security Hub E1Fi% 2,
& LAE A CloudWatch Events # Security Hub 2B EFE,
4. SERREE Security Hub BEMEXRSBRTE ?
a. BEXENEERHFERABTEENA,
b. MMREEEBEEFEIAZE Security Hub , 55K ER ARNs LAFEHL Security Hub £/,
c. BN BBEEEME E ASFF, 5528 the section called “ASFF BT B E 5 617

d. ERENEE , LUSBBEBEEIAE Security Hub S IZ K EEEE, EE HELURK R Althe
section called “FHREI MEFHEESEMN Tenet’,

e. AR FEVIBLEE, Hln , AWS CloudFormation IS ERTUERLLEWN,
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9. EREFFAREMBERFEANTMEITRR (EBRA ).
h. REIZEE Security Hub BBV RS,
i BRITHERUMRAE (HUFES. FTERG. BBRER. EH. HER )
5. BEXEEBHEAFTENERBM? M AWS RSB EEEZFEFEER Security Hub ?

EERRXEABEEMNS Security Hub B , EEA
<securityhub-partners@amazon.com>,
et XRRWEIER ARNs,

6. HIERA ML | p) B EFEFIAZE Security Hub ?

Security Hub EE 2 BURAHBNAEREREE, Hit , FEZBREEARATFREMAEENRE
EE/%EO
flan , RERAEEREASETEN 10 BRES , EXERRBTS RME (CVSS) 28 A I RE
S EEEE,

7. S REIREEEEA E Security Hub B9 5558 HRLE 2

UTREERL
« BAILAEA BatchImportFindingsBERR B S WIEE AWS IRFEIXREEFE,

o BOLAERA BatchImportFindingsi#ERREFIRFABIZREBEEE, S UAFRREACRHE
/f , 1ET$EL1EE/£O

MEMFH WEEBEEH#HBatchImportFindings , 582 M the section called “ff
BatchImportFindings APl BY3gE 5§t

8. MW EREFERI B HKIXE Security Hub [& 35w B ?

SERACHILERTRENGE , RATCSEMRBEHERS RNRE,

fflmn , BEESIEBHERE Python BRARER , LEE A AWS CloudFormation I8, IETHES
REFRBEWNESEBHENAERER , BHEIRA ASFF , WiSHEEZE Security Hub B3,

Htt5ERAESEETENRE  ATFRE—E\8R  SEEBFEHEE Security Hub,
9. ZNAAl & ] B R 4 1 R R VR BEAEIX & Security Hub ?

Security Hub 38 BatchImportFindings APl I#ERER D #LR IR | RILE A LUSFr A R REE
BB %44 Security Hub #FTEEE,
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MRIEH R0 B 14 R ETE Security Hub , Security Hub A E2HIEUELEFAER R, © RE/MEHX
PFHREFAERR.

10BRFEXTHABLESER , FERBEBEEEBEERFH Security Hub #H{TEE ?
a. RERZIEMAY IAM BiK,

b. BIRFRAEREIE ( ERBE ), #MA EnableImportFindingsForProduct API #4E
REESHH, EFANERMY , AEEUUEABKRFAGRKRKREFHEIITE,

EIIEII

c. EEERAEERProductArnt) EEESRH B ARN,
d. FEERAEE RAwsAccountIdi EXFHRE ID,

e. RI{E AWS ZLRERERE I (ASFF) , BRRENBEBRRIETMABATERNER. flw , g
EALERA , T EREERNE,

f. BEEBFEHRNBEEEERNESRE.
MBS EERTL IAM FFAIF REEREFE ?

HBESHE I S E A API FEAYEY IAM A EBatchImportFindingsRA®BERE IAM BUR,

REENIARREESIRFHTIERE, BAUSELRES action:
‘securityhub:BatchImportFindings’#l resource: <productArn and/or
productSubscriptionArn>,

MERFFNERATLUER IAM BERERE , MAREEREE,

EEHREE AN IAM BERREBatchImportFindings , EARBARE IAMBE , 01T
R -

{
Action: 'securityhub:*',
Effect: 'Allow',
Resource: '*'

}

BB ENIERBDeny iR, BEZBRUAERA R , EUUSBEERHASZTIRNR

Action: 'securityhub:BatchImportFindings',
Effect: 'Allow',
Resource: 'arn:aws:securityhub:<region>:<account>:product/mycompany/myproduct’
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{

Action: 'securityhub:BatchImportFindings',

Effect: 'Allow',

Resource: 'arn:aws:securityhub:<region>:*:product-subscription/mycompany/
myproduct'

}
12 EREMFIE ?

FERBECERHEREKBELSE  BF (JEERAREFNBRFACGHEERHE ) LEE
VEmMIH. #EW# TRAWMTHERE , aMSEARSEE. HER AP $THRE , tafISE
A EnableImportFindingsForProduct API #4E,

i

\

EmHAESEVEREE , RESEBHNAEERAFTFERIEE, NFRFMAER K F2H0H &
GEEE TS

Security Hub B 5B RN EERFERECK
* BATCH_IMPORT_FINDINGS_FROM_PRODUCT_ACCOUNT
* BATCH_IMPORT_FINDINGS_FROM_CUSTOMER_ACCOUNT

EEEBHEMARES , BUUBER - EIMERENBER.

4,
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