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MREFFEH AWS Control Tower fR#% , BITJ8ER B Log Archive tkF . % Log Archive IRF#Y
HMER , BBE 22 S2ELE R Security OU — Log Archive tRF . AWS

HBARRE—EZEREES,

BEEE 8B —EZEIRK Security Lake BE &,
HEEERFTREREZEREES,

Bif AWS 22 BEEBNREERFRA , EHEBEERFTEREZREES,
ZREESLARFEATEABN -2,

EIEMBRASE K ERNEEERFELBERE Security Lake, BS4BERERBTEEBNERE
BE 6 SffH Security Lake IEE B AMBEBNBIIRS

JEEERER AR EN IAM

IBEZIREY Security Lake BEE B , B4 EAEBRA Security Lake BVEFT |, S EA T 5 BUERBRIAR
f %5l K94 E AWS Organizations API #24E,

IBA LA T HIBRR R #7318 E AWS Identity and Access Management (IAM) BURIIAER , AR FIELEFF
A,

{
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"Sid": "Grant permissions to designate a delegated Security Lake administrator",

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

]I

"Resource": "*"

FEEZEIRH Security Lake BEIEE W HIEHR EIRF

BELNFIRSZE , RENERIEEZREY Security Lake EEBIRF . RAEHEBEEIRFAILUAHEA
BEEEREESIRF, AREEKRFITREREEBNEREESIRS,

@ Note

- HBMEEIRF B[ Security Lake RegisterDatalakeDelegatedAdministratori®
ERIEEEIRAKY Security Lake BEIEEIRF ., T &EFEB Organizations EEZEIKY Security
Lake %IEEO

- MREHEEFHEANEREES  CXEEBREINZEREES, AR, BULIEEH
WEREES,

Console

1. BRI https : //https://console.aws.amazon.com/securitylake/ B9 Security Lake &

ERAMNEREIRFHNEAEREZEA,

2. - WREAKA Security Lake , FHEMNBEBRER , ARERA Security Lake EE LIEEZE K
#) Security Lake B8,

- WRERKA Security Lake , FEEREEE LIEEZEIRK Security Lake EES,
3. HEBEBEBERKRE—ERSET , 8 A Log Archive tREF Y 12 18 AWS RS ID,
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BMRBEMEA Log Archive i BZE KM Security Lake B8, MEFMEENR , FSHER
Security Lake EEENEEEZEEE,

4. BEZER. MREEARBA Security Lake , RIIEEZIREE S ELE vk BE+ Sk F A

API

Security Lake,

EEUBRARGFT AN EEZREEE |, 5B Security Lake API
RegisterDatalLakeDelegatedAdministratorf¥ g4, BAAEEEMEERFUA BR1E, MREFEHA

2 AWS CLI , BERABBEEIRFE HT register-data-lake-delegated-administratorés $. EEHE
Kep, A accountId BRUIEE AWS tRF EIEEAEBBZREEEIIRFHN 12 RS ID.

Fln , T5 AWS CLI S E2EEEMRNEERE, LEHIE &Y Linux., macOS = Unix #&X1t |, It
FERARFE () TEEFZTRKETEM.,

$ aws securitylake register-data-lake-delegated-administrator \
--account-id 123456789012

ZEMREEE G ULLEERBREMEMIESHN AWS AFNEHER, FALLAR K ERFHEE
A48 8F | Security Lake 1EFIRE  BEEA AWS Organizations, EAZREES , BRI LUER
Security Lake AP CreateDatal.akeOrganizationConfiguration 3@ #E R ER F tL 4R A8 | INRIEFE Y
= AWS CLI , BITJ#11T create-data-lake-organization-configurationfi . &t AILAERERPIEE
MR F RS ERERTE,

flgn , 75 AWS CLI v~ & B B EF VAR S R EUA Security Lake 1 Amazon Route 53 ##4fT
BEXEHBF. AWS Security Hub &##1 Amazon Virtual Private Cloud (Amazon VPC) %2 H
RHES, WEHISEE Linux, macOS = Unix #BR1L , WFEARFHE () TEEFZ TRAESTE
i 8

$ aws securitylake create-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"souxceName" :"ROUTE53"}, {"sourceName" :"SH_FINDINGS"}, {"sourceName" :"VPC_FLOW"}13}1"'

FHEBEERFIEEEREEE R , EEEUUABEBBANMERE Security Lake, E3IERAMER
7 Security Lake LR ERIRSH AWS BFEMEBHER, WEFMER , FSB1E Security
Lake AWS BR# it RWEEH
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B LAME A GetDatalLakeOrganizationConfiguration¥®¥E5RERS 4848 B i X SR FAEREM FF M E A

m S5 AT AEL A MR B Y B BV RR A AR R

Z A Security Lake BEE ST LEIIRF MAZNEBR , RENFERSEWEBRARE. Security
Lake ERIFMIRFME L EMIMER , MIFBEBRS,

152 A T 5 2 BR 3R ifm 48 7 AR A o S AV AELRE

1.

2
3
4.
5

BRI https : //https://console.aws.amazon.com/securitylake/ B Security Lake £ &,
HEEEE®RP , BEIRF,

ERFEEL , REAMEFERER. @0 URAE 1S E RS EE ML RFEL L,
BEREREBLIAERE,

EREFMRFARBEEL BT TITR

a.

b.

SHEENES , ENEEEMRFUERERN —SSEES. ARBET -5,

SHREURR | BT E G —ERREE :

i REEFEEX AWS RIF - EREEERAVEER | CloudTrail - S3 EREH |, R AWS
WAF T2 82 AREN, ERAAMMAEBEMBERFEE AMRENBELZECARS.
BEMAELRIF , FUBRIEEBEE AWS RFEIE , RER AFNS4RFFEPR
BUE L MR

i.  REEUFE AWS IR - EALEE | S SLUEREHEEN — 2 @ B s ME4 KRR,

ii. FBZEBEMRE - ESTEREE L — @SR EEAY RS BT RRE | FHiEE
BEiEIE,

iv. &E—F_io

(® Note

ERE—IREWRF PR Security Lake B , FTAIRE BFMEHRIFEERK R 15 X
RESAHN -9, NFEAERFTERNFHEENR , F28 REAENEGRD.

BEESER  BEEA.

B AWS IRS MASKERE  SrREREREERIZIES.
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Amazon Security Lake EREEmR
BBRZERE Security Lake EEE

REHEBEERS TUBREABNEIR Security Lake EEE, MRLEESFHBNEREES
ABRETNEREES  AREEFTNEREES.

/A Important
BBRZEIRK Security Lake EEESESMBRENERH | MEAEB RS/ Security Lake.

IREEMER Security Lake TR ABFRBREBREES ., ELEHREURKRGHFAHT

EEUREARFTAABREREES , 55F A Security Lake API
DeregisterDataLakeDelegatedAdministratorfV# . SXERBBEZRRF A B4E. WMEA AWS
CLI , FBRtEBEE IR F #1T deregister-data-lake-delegated-administratorfs %o

flan , %] AWS CLI i S EBBRERA Security Lake BES,

$ aws securitylake deregister-data-lake-delegated-administratoxr

EEREEMNEESERE , E2FEMRERFHBEBERERE , 5FEA Security Lake API
DeleteDatalakeOrganizationConfiguration 4 , & , WREFEAH =R AWS CLldelete-data-lake-
organization-configurationin . RAZRREEE B FHABAELIRE,

f5lan , T5 AWS CLI sn v EFE LM A BB T K EIRF B B8RS Security Hub BREE, &
REEESFARAIRER  FTIRERETEA Security Hub AEFEREREZERH, LLEHIE &Y
Linux, macOS = Unix #&={t , WEARFHR () TEEF TRAESTEM,

$ aws securitylake delete-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName" :"SH_FINDINGS"}]13}]1"'

Security Lake ZEFFEH

AHIEERE Security Lake % , AWS Organizations B2 RS AJ LAE A Security Lake BRAZEEF

B, Z{E{EFEUAIE Security Lake 21 IAM R EFZ AR , Y EENERREIRFPRREHITE
%, MEFMEN , FZBAWS Organizations  FEHAEERE) A AWS Organizations B2 H At

AWS R HEEEMA

BBREIRA Security Lake BEE 22
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BEEBEBEIRFNMERSE , B LUMER Security Lake in B9 2{5E1FH AWS Organizations, MERE
BAZEEEEMNIER , 52 BAWS Organizations  fEAEIERE) TN NABAESERZETEFE.

MREFREESN AWS 1RF HEEF. RHBEN K RMNEBREFRAZEENEF.
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B Security Lake RHY[E 1T
Amazon Security Lake AJLARE AWS EiF BRARBN L2 BAFENEH. BRESERESE , EEHR

EFHMETER Amazon S3 fFIFEFR. BUUATEANESEEFTENERMAR (flw , TEM
REMRERTE ) . BUUNERE-—HSERBEL , LEFHREZERINER.

BREEFRE

Security Lake AIAB ZE IWEER AWS B, EEREHRERDANNRE , THESEESENBAIRES
XNEREEY, RELREFNEFERA L , YKRETITRNEREEHMN B TRE,

Console
BEEEARRE

1. 7E https : //https://console.aws.amazon.com/securitylake/ BIRX Security Lake &,
2. EEEBERKT , EEES. EHEEEELR , A EA Security Lake Ky [EE B,
3. ENEE 6 AREBEFEUEEZXESNFHENA.

API

EZEMSBEESF BFESHMEE , B Security Lake API GetDatalLakeSourcesfy#24E,
MRIEERAR R AWS CLI , 5EHIT get-data-lake-sources@n$, #H# accounts 28 , E—=
Z{E AWS tRF IDsiBBE, MREHNFERIN , Security Lake E{E[E B 8l B F HE LR F K
RER , @FE Security Lake IETEREHRE AWS RIRWEER , UREERRAME, MRERTE
accounts 2% , IO S B HIEEFEE Security Lake ZFIEIRF /Y A EREARRE,

fflzn , 7% AWS CLI i S EHELE sl B RIS ERF M BFENEME, LLEHIE e
Linux, macOS = Unix &1t , WFEARFHR () TEEF TRKIE TE .

$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

T% AWS CLI s w5 HigEEEHPFIAIRE M2 BMARIR B EARRE, WEH S e
Linux, macOS =% Unix 81t , WHEARFER () TEEF TRKEUE M,

$ aws securitylake get-data-lake-sources \
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--regions "us-east-1" \
--quexry 'datalakeSources[].[account,sourceName]'

EEYEREEAEERA Security Lake , 5B ListDataLakest®E, MREFEHHZE AWS
CLI , 38117 list-data-lakes@i . & ¥ regions 2% , I58E EENEFAEE , HlunEEHRE
(#EEEEdLEB ) us-east-1 Eif, WEEFHNAEEE , F2 8 FH Amazon Security Lake i
BAWS —fif8#E, ListDatalakes BREREERBERERPIEEZESERENE R HERRE,
MREKRIEEESE , Security Lake E{EEISE R A Security Lake [&i5+ & #HH Y AR & A 1HAEER
Eo

flzn | LATT AWS CLI S8 B°R eu-central-1 EFHERANAREMNBERERE, HEH CEHY
Linux, macOS = Unix &1t , WHEARFHER () TEEF TRRIE TE M,

$ aws securitylake list-data-lakes \
--regions "us-east-1" "eu-central-1"

SEEEEE
BESRERFNGZE , WERELETIREHN —DZEELRBHPHERE AWS EiF,
Console

1. BRI https : //https://console.aws.amazon.com/securitylake/ Y Security Lake &
2. HEEBEHKT  EEEHE,

3. EBEHEHE A AREERE.
4

EH <Region> RATRIRFHNERRFEZIG R , UHEREERENZIZER RN o
&

SHENERREER , REFREBR  AENERFERETERN,

6. HAER 6 EEMMIERIFREEHNER, EBRETUERNERGIEEER AWS ER
WEEK , T AWS IRF (SERFH WERDBERE, WEE—-STH , EFSE Ei Security
Lake ER.

7. FEREERAREESR K FESEERTRERERE (ERET ). RREE Modify
(), AENRREEERD , BRETEREE, ZENEMESE , Y@ Security Lake 12H#
BEZERBETSERNNT. ThR 6 FERREURTFRE,

o
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ERAEER

Amazon Security Lake

API

EEDEXRT AN EHERHNEEERE |, FEEA Security Lake API UpdateDatal ake 9 4E.
MEBELFERAHR AWS CLI , 5E#IT update-data-lakeds &, #¥ region 28 , EELESFHR
sEE8 =%

EvESNEHNAE , FIINXBERE (#EEELE ) us-east-1 EBlFl, MEEEHRBEEFE ,
2/ K Amazon Security Lake % EAWS — g2 £,

FAHMSBREECESENSAZRENHE , FlI0MNE LMW (encryptionConfiguration)
MRFEE ()1ifecycleConfiguration,

f5lgn , F5 AWS CLI i S & EHT us-east-1 BENERBHMNFEFEESRERE, LHEFSE
¥ Linux, macOS = Unix %=1t , Y FEARFMER () TEEFZTRRETE

$ update-data-lake \
--configurations '[{"region":"us-east-1","lifecycleConfiguration": {"expiration":
{"days":500},"transitions":[{"days":45,"storageClass" :"ONEZONE_IA"}]1}}]1"

£ Security Lake HEREEHE[EIT
REESE AN RS EEMEANEL. KERGESTHDLGEERASRER,

MR Amazon S3 HIRE , FXEREFFZE SR (CMK) MEEFHERNEFE S3 TEME ( AR
) BEERM.

/A Important
MREREY T HIIRR , ATHRERBIRREBERESEBRM , Security Lake B EEHE
WEFIRRNSEEBTAMANSEER, ERELIHRER S3 2 EERBERANER
#1T , W0 EEFTR.

EFEERAET 8, BAAKE AWS Identity and Access Management (IAM) R E Y METEH A&
& .

- BEREEN IAM 6
« ARG AWS Glue D EIER IAM A6

e
il
#

BEE
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® Note

E&E A Security Lake = A BF , Security Lake %3
B, TiB , £ Security Lake API = B , R4S

EE IAM ARHAREEARENA
BELAE AWS CLl,

H H

BEREEN IAM A6

It IAM B F A Amazon S3 , LEEEZERERENRIEBFNE4L.

EERFELNT , FEIMEATE MW IAM AfSecuritylLake , WA TS FIBERBEZEZEAE,
B &1E Security Lake PRV EHEIFHE , SFEEAEH Amazon Resource Name (ARN), E L BUER
| sourceRegions IEFEERIESE , destinationRegions 2R [E1TH,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowReadS3ReplicationSetting",

"Action": [

"s3:ListBucket",
"s3:GetReplicationConfiguration",
"s3:GetObjectVersionForReplication",
"s3:GetObjectVersion",
"s3:GetObjectVersionAcl",
"s3:GetObjectVersionTagging",
"s3:GetObjectRetention",
"s3:GetObjectLegalHold"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*",
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*/*"

1,

"Condition": {

"StringEquals": {
's3:ResourceAccount": [
"{{bucketOwnerAccountId}}"

}
}I
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ERAEER

{

"Sid": "AllowS3Replication",

"Action": [
"s3:ReplicateObject",
"s3:ReplicateDelete",
"s3:ReplicateTags",
"s3:GetObjectVersionTagging"

1,

"Effect": "Allow",

"Resource": [

"arn:aws:s3:::aws-security-data-lake-[[destinationRegions]]*/*"

1,
"Condition": {
"StringEquals": {
"s3:ResourceAccount": [
"{{bucketOwnerAccountId}}"

B TIEEEREREZLNAE , SLAFF Amazon S3 BIEXAE :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowS3ToAssume",
"Effect": "Allow",
"Principal": {
"Service": "s3.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

MREEHRE AWS Key Management Service (AWS KMS) WEF ZE S8R MN% Security Lake &

B, RTERERERDOFFIZHN , EXERT TR,

EREEN IAM A6
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"Action": [
"kms:Decrypt"
1,
"Effect": "Allow",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"s3.{sourceRegionl}.amazonaws.com",
"s3.{sourceRegion2}.amazonaws.com"
1,
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{sourceRegionl}*",
"arn:aws:s3:::aws-security-data-lake-{sourceRegion2}*"

.

"Resource": [
"{sourceRegionlKmsKeyArn}",
"{sourceRegion2KmsKeyArn}"

]
},
{
"Action": [
"kms:Encrypt"
1,
"Effect": "Allow",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"s3.{destinationRegionl}.amazonaws.com",
1,
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{destinationRegionl}*",
]
}
I
"Resource": [
"{destinationRegionKmsKeyArn}"
]
}

MEEEARNFMERN , 528 (Amazon Simple Storage Service fEFEIEM) FWEREF T,
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AR AWS Glue ZEIEH IAM A&

It IAM &1 F Security Lake FAMN D EIEEFHZERN AWS Lambda BHERIFTH , MR EHME
HEEN S3 YWHH AWS Glue P EIE, MRFEILLAE  FTERERELIRELYHEBREN.

EERTELNT , BEIAA WAR AmazonSecuritylakeMetaStoreManager ( A EEE E N
A Security Lake BREV AR ), WFLAGHNFHER , SFWEOIBEK , F2R TR 1 EY IAM
A,

£ Lake Formation £ &7 , ZEXAKB TSR , LERHEEES IR
FAmazonSecuritylakeMetaStoreManager&fd :

1. BARK Lake Formation & , ik A https://console.aws.amazon.com/lakeformation/o
2. LEBFEAEFD?EA,

3. WMRHBEOOMERA Lake Formation 15 |, SBEELES R 1 FEVUSERNFERE , RARBREH
MR,
4. MBELIBEBRINBOOMER Lake Formation 188 , B 1T T SILZBHRERE Lake Formation EE &,

1. FEEBERFHNHFATT , EEEEACNEIE, EXRAHENERIEESERY , BEE
EEES,

2. EEEERNEEEHRFEARD , 1Y IAM EAENAR | BRELEVN
AmazonSecurityLakeMetaStoreManager IAM & | REZERT.

WMESFERHERSTHNFMEN , 528 ( AWS Lake Formation B ABIER) HFHELE
BHEES,

FriE A =
EECRFNFITE , LKA TSR ARBES,

(® Note
EFAUSENEMEZARARE, T8 , REESTER? —AREEANERED,

Console

1. 7E https : //https://console.aws.amazon.com/securitylake/ BARX Security Lake E1#E &,
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Amazon Security Lake (EE
2. EEBERTHRET , EEREESR,

BERY , RREFFTERERES,

EFERAERIENEMES., MREVBEFNESAREEY K FERLIER,

MRERBE-RFEFHEES , HRREEE , BEIFN IAM ACRERAEE IAM A
& , #F Security Lake BZEEFHEZEREFT,
6. TRE , FERERGRTE

o bk~ ©

BB A LATE A Security Lake FfTiERERE ., MEFMEN , F2 B Amazon Security Lake A
.

API

EEURRKGT A FEERLES , 55F A Security Lake API UpdateDatalakeBVI24E, TNRIEME
P = AWS CLI , #8117 update-data-lakefi . EFERH , £/ region WIUEELEZERE
MEEBEGMWES, £ replicationConfiguration 28 regionsfEsld | EESEERRE
HHEHAE, NEEHAEEE , F28 B Amazon Security Lake in BAWS — 8%,

il , FHlaSEap-northeast-2iEAEMET, us-east-1 EBIHEKERERZE ap-
northeast-2EiH, WEHHtbEAFIBEERHNYHIE 365 RVIBHAHIM, &4 2%
Linux, macOS = Unix #&X{t , MEARFHR () TEEF RIS TEM,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration":

{"days":3653}}}1"

BB T LATEIN A Security Lake B8 RB R, & ZERM , FEEH CreateDatalLakelR{E ( =
%, MBMEA AWS CLI , BIB create-data-lake B4 ) . MBEEMABHRERGERNFEE
A , 2 EAmazon Security Lake A9,

ENSBRERARESE
BESRIFVEISEZ , KB TISRERLBIR Security Lake PHIREREE,
Console

1. 7E https : //https://console.aws.amazon.com/securitylake/ BARX Security Lake E1#E &,

ENABHRREE 3
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Amazon Security Lake RS
2. EEEERTHRET , BEEREESE,

i#1Z Modify (f&2X).

HEZEFREBEESNERESR A FERBEESN JPEEEHMNERESR,

EEBREELESE K FEREERENERIITREBR,

TR®E , FEERE

2

API

EEBLURERRGT AR EEMAES , 55 A Security Lake API UpdateDatal akefVIR{E, TNRIEME
PR AWS CLI , #1T update-data-lakefn . ELRHNBERF , FAZENSERIEERHAR

=

&

- EEFWNERES , BEA region MU EEHRENEENESNRE,
ffreplicationConfiguration¥#fregionsf@%|h  EESEEREEFSHNEFHKE , UE
BER, mEEGABEEE , 520 P Amazon Security Lake s BHAWS — 2 E,

- FEBKREMES , FFEA region MUKREETEBRESNEFHKE, Y
replicationConfiguration 28 , EVEEEME,

Flin | FHGmSER us-east-1M R EABus-east-2EREE ., ERMEEEESHEE K 58
ZFap-northeast-3EMET, EHISE¥ Linux, macOS 5 Unix &Rt , ¥ EARFHE ()
TEEFTRAETEM,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-3"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration":

{"days":365}}},

{"encryptionConfiguration": {"kmsKeyId":"S3_ MANAGED_KEY"},"region":"us-

east-2","replicationConfiguration": {"regions": ["ap-

northeast-3"],"roleArn":"arn:aws:iam: :123456789012:role/sexrvice-role/

AmazonSecuritylakeS3ReplicationRole"}, "lifecycleConfiguration": {"expiration™:

{"days":500},"transitions":[{"days":60,"storageClass":"ONEZONE_IA"}]1}}]1"'

EHRBGREAESD 32


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html

Amazon Security Lake EREEmR

Security Lake YRR EE

RRRRE-RRELENBFNEH , F&Security Lake FHFEKEHERZ S EBEILERE
(OCSF)#E @R P ESHEAl. Amazon Security Lake ATARREBERRKEBFNEH , TIER
A% E AWS BRI ME =77 BT HRR.

Security Lake EERARFEER LETHEE, B\RMBA (ETL) F5 , AiEEREIRA Apache

Parquet %=X\ f1 OCSF #&#@# X, EE% , Security Lake SR E R EFERE AWS EiF EEE R
AWS RF H1# Amazon Simple Storage Service (Amazon S3) f#ZErB8 &, Security Lake & A&
ARBHSERESELTREN Amazon S3 #FirE. SERREHSEEMN S3 FFITEBHEEEND
FH , M Security Lake #R B EERRHNEREEE —HTEH AWS Lake Formation ERFKH,

*rE
« 1£ Security Lake AWS R ¢ WEEH
« #& Security Lake 1 #9 B 5T RFEWEE ¥

£ Security Lake AWS BR#§ Hft WEEH

Amazon Security Lake AJ AR T3 R4E B WE BB 4 AWS BRIE

« AWS CloudTrail EEMEREH (S3. Lambda)

« Amazon Elastic Kubernetes Service (Amazon EKS) #&# B &
« Amazon Route 53 Resolver 3 H &%

« AWS Security Hub ;&

« Amazon Virtual Private Cloud (Amazon VPC) & B &

- AWS WAF v2 B

Security Lake & B E)fi§ b & BE8IR 5 Security Lake F BB 2 £ &8 1R 24 (OCSF)M
Apache Parquet 13X,

® Tip
% E 7 Security Lake F #7138 —ERZE LRREMA BFERIR , BEFFEE D BIFREE LR
FYECER , CloudTrail EEE4RN, MEBEELRKEPECHRERE , ATEESFLHME
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R& | HIA[1E Security Lake A H T8 A AFERIR. Security Lake ZEiBE I B EEMNEH &
i, BEERELRERIESR.

FORMRAE - BREFTH

= E7E Security Lake F#Ti8 AWS R MARE , BLEARELENTA, BMIEZELARFIER
R Ar AWS Identity and Access Management (IAM) BRR E BT T HISHERZFT -

* glue:CreateDatabase

* glue:CreateTable

* glue:GetDatabase

* glue:GetTable

* glue:UpdateTable
 iam:CreateServicelinkedRole
* s3:GetObject

* s3:PutObject

BEA®EA M S3:getObjects3:PutObjectF O M FHMRGMNE REE,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUpdatingSecuritylakeS3Buckets",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"

1,
"Resource": "arn:aws:s3:::aws-security-data-lake*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
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}

BB ET AR WEAFREMELH AWS R |, WiSHEXZERN AWS Glue EREME XK,
MREFER AWS KMS £ETERVENARSFZHME , BHFEE WEFTkms :DescribeKey,
¥Ti8 AWS IR A RIE

1 118 AWS IR MARIR#E , Security Lake R HEIBBIEPINERL BFNEH., ELETRRAN
{AI7E Security Lake F#TEREXZEN AWS IR iR, WHEFEBTRRNFRA , FSE 1 Security
Lake FH BRI RRKEER

Console
F AWS BEOR (E2A)

£ https : //https://console.aws.amazon.com/securitylake/ BIRX Security Lake &,

4,

1
2. HREEERPEERE

3. EIEBERFUEER AWS R 1 , ARIBERE,

4. ERFHREEET , RARR , ARBRNEZZARNERBEIRNER KRS, BiEE
#% , Security Lake EHEUR TR KN E R KR,

/A Important

MREREEREEBFHFRAFIRE AWS HEERREFTEN AR , FHIZEN
Security Lake BEE 8., NHFHMENA , F2REHMAEFT T,

EEFTREMBRRNERRRRE , RSN AEFHITRERE, WFENAREFTRENF
&R , 5528 Amazon Security Lake FHETREEE,
HE , DA LUERERERESIFRA , XEAARERHEEN A 551 RIRhR A

5. ERFERT , EREERENRRERWESR. Security Lake #GHEHR U S IR B 5 A A ik
FHEHR,

6. EIEKA.

API

F18 AWS BE53GR (API)
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https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html#update-role-permissions
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html

ERAEER

Amazon Security Lake

EEURERRET AT AWS IR M AXRKIER , FF6EA Security Lake API Y
CreateAwslLogSource &, MRBEFEHI R AWS Command Line Interface (AWS CLI) , #1117
create-aws-log-source @, sourceName # regions EH4EZH, 5% , U RENEE

FR&IB4EE accountsH 44 E sourceVersion,

/A Important
EEREGRTHRHBHE |, Security Lake BERFRRONSHESREMEE, Flm , R

== RN

BARREM accounts 28 |, Bl i 2EEAZHABPINEEIRSE,

THEFIFIE VPC RIZEBFMABERFMEGFHRIF, LEFIE &% Linux, macOS = Unix
BRI, IEARFHE () TIEEFZ T RIS TEM.

(® Note
MEBEAE W EERE L8 AR Security Lake B E1S , SIS R BEERR, BUUEXE
B RUA Security Lake R REEER , EMA regions SEIRIEELR SR Security Lake
Y (@15

$ aws securitylake create-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]',regions=["us-east-2"],sourceVersion="2.0"

WS RIFESHREE
EBENEIUSE | WHKRSRNE B N BT ERU B REKEIRS ASOR R
Console

043 B B AR A R

1. BRI https : //https://console.aws.amazon.com/securitylake/ B Security Lake &,

2. EBEEKT , BEIKRF.
3. MHEFEBEEREMPNET L, UEFERFMERS KAWL B,

G RIRE S HIRAE


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateAwsLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-aws-log-source.html
https://console.aws.amazon.com/securitylake/
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API

EEMSBEREE D BFESHIREE |, 556 A Security Lake API B GetDatalLakeSources g4k,
MBEBEHK R AWS CLI , 5E#1T get-data-lake-sources i, ¥M accounts 28 , &a LA
—HZ 1l AWS 1R IDs EEARFE, MRENFERMIY , Security Lake EE[E B 51 [E 15 IELIR
FHRER , BIF Security Lake IEFE{EHE AWS RIRKEE R , URSERFENME, MRERD
& accounts 28 , AIEES IS B Al BiE P ERE Security Lake ZFIBIRF Y A FHUEAMEE,

f5lan , F% AWS CLI sn 2RI E fIEFFIEEIRFH B W EARRE, LLEHIE&HE
Linux, macOS = Unix &1t , WEARFHER () TEEF TRRIE TE M,

$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

£ Security Lake HEFH A BT

MREZERFTRENVERRRENERFMENBBHFIRER — # AWS

Lambda EXEH Amazon Simple Queue Service (Amazon SQS) 175l , BHAE
#iAmazonSecuritylakeMetaStoreManagerV2AGEH Y BV HFNERE , LEBRBRENE
o

BEREERENGE , WRRESENECNAGREH T, YRVHNER , UREEE RSP HRAHN
AWS BFERETHNER,. ER—XMUEEE , RAFITNERE BBEMAERRNER KIFERA,

Console
ERAGHT (XHEA)

1. ¥ https : //https://console.aws.amazon.com/securitylake/ BARX Security Lake X4,

FZER Security Lake BEEEHNEAERE A,
2. HEEEBEIEF , R Settings (RTE) Ti&ZIZE General (—#%)-
3. EEEMAGHT,
4., HERBEFRERD , BT FIHP—IE .

- B NFERAFNREAE — B LUER Security Lake ZILHY
AmazonSecurityLakeMetaStoreManagerV2 &€,

- FRREANBREAE — EUURBEACEBEENRERANRBAE,

EHAGHT 37


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeSources.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/get-data-lake-sources.html
https://console.aws.amazon.com/securitylake/
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5. BEEHMH.

API
BB/ (API)

EELRARGTARNEFHT , 56 Security Lake APl UpdateDatal ake M IR1E, EEMH FH
#F 7] AWS CLI , %117 update-data-lake@ o

EEFHENAGT | BB AmazonSecurityLakeMetastoreManagerBUREIZEZ A,

flBx AmazonSecurityLakeMetaStoreManager &€

/A Important

KABHTEHA %AmazonSecuritylakeMetaStoreManagerV2 , EARRERHEE
B , BBREAmazonSecuritylLakeMetaStoreManagerA®, BEREBKRAGCHER

ED 4 N,

MRLAEBRAR , BX ALK FPMBRANazonSecuritylLakeMetaStoreManager & AWS
Lake Formation.

RIKEB TSI ER , # Lake Formation £ A ¥BRAmazonSecuritylLakeMetaStoreManager&&,

1. & A AWS Management Console , A # B Lake Formation £ & , #81tA https : //https:/
console.aws.amazon.com/lakeformation/.

2. 7t Lake Formation FZAWEBEEKP , BEEEEAGNTHE.
3. AmazonSecuritylakeMetaStoreManager REFEEFHBE .

& Security Lake #Er AWS BR¥E #A RIR

BESVNEIRSZ , YKBTISRBREEZEN AWS IR Security Lake RiR, BAUBKR—=®
ZERSNRER, EEBBRRIRER , Security Lake I RIBEEEFHMIRE P RRNES K |, 576
EEEZBERRFRARER., T8 , ;TBEEMATLER Security Lake EBBRZ BIERKRMENE
B, BRABRMABLIERRBBREEIEN AWS R RE, MEBKRETRENHEEENR , F268
& Security Lake FEY BE] 2RI EE L

B AWS R A 3RIR 38
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https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
https://console.aws.amazon.com/lakeformation/
https://console.aws.amazon.com/lakeformation/
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Console

1. 7£ https : //https://console.aws.amazon.com/securitylake/ BERX Security Lake £ &,

2. WREEEHRFEZRIR,

3. EBEURER , RAREEFH

4, ERMEZEFELERERFRKEERN Eif, Security Lake #§{F 1L e 3RIF K EE R B P& B 13 AR
BIRFNEHR,

API

EEUBRAFET A B AWS R ARIER , 55 A Security Lake API B9 DeleteAwsLogSource
B, MREFERAHRE AWS Command Line Interface (AWS CLI) , E#11T delete-aws-log-

source @5, sourceName Ml regions BHEZE, HE , EUUEBKRNEERSIAISE
accountsZ4FE sourceVersion,

/A Important

ERREDDHIRMESEEF | Security Lake SBERRONS B SSREESE, Fln , MR
BARREM accounts 28 |, Bl i EEAZHABPINEEIRSE,

THEHEBER VPC RERF , MABERF M EEHFHIRIR,

$ aws securitylake delete-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]"',regions="'["us-east-1", "us-east-2"]',sourceVersion="2.0"

T3 HEBER Route 53 A E kA M =+ A RIR.

$ aws securitylake delete-aws-log-source \
--souxrces sourceName=ROUTE53,accounts="'["123456789012"]"',xegions="'["us-east-1", '"us-
east-2"]',sourceVersion="2.0"

LREH EEH Linux, macOS = Unix EITHRRAL , AEARFR () BITFTRRE RN
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Security Lake A #Y CloudTrail E4 B

AWS CloudTrail 2t &R FH AWS API FEILEE 2 528% , BIEFEMA AWS Management Console,

AWS SDKs, w5 TEMEE AWS BRIEH APl LM, CloudTrail tb o] 38 #4538 Bl R L& 5 A & MoK 5 &t
¥ & CloudTrail B IRIEHE A AWS APIs, FEILAYHR IP shat , AR IR EERE., MEFMAEN , 7
288 (AWS CloudTrail fEf & 18R ) https://docs.aws.amazon.com/awscloudtrail/latest/userguide/

Security Lake A AU £ 87 S3 l Lambda B CloudTrail EXEZE4H CloudTrail EXE4HEBIM B
5. CloudTrail EXEE4, S3 EREHM Lambda ERIEH R Security Lake HH =R ERIR,
b, EEgHE S —BEFEAEIRN BERRsourceNameF , EMEETRNE, EESEHthBEAE
FITEES , TRERATHE ERLBTHEERIE AWS RS, CloudTrail ERIEH , tBAER
FTHRE , SRR EE PERLBITHNERRIE AWS IRF, EEREBEERAETH.

& E7£ Security Lake FUYEE CloudTrail EBEH , BH4AZELE —1E CloudTrail ZEFEBBER , I
WEEEFE A CloudTrail BEIEEH, XA EMMAR . MREEEM RFEHE2HERLE , Al
TEESFOHKERE |, BITA1E Security Lake A EH#TIB AL 8RR, Security Lake EBE I BEERH
EHER  EEELRKIRIMER,

ZEEHEHES A FERRZEEE R EE— Amazon Simple Storage Service (Amazon S3) f#1E
BT AWS IRF ., tIRE2EIB CloudTrail E2 A= BEE S EFHEH AWS Control Tower , AIFEE
#— S EE,

- WFEARIEB CloudTrall B MEFEBHMNEF , FSBAWS CloudTrail  EAEER) PR AE
BEBMH,

- MEFREB BXNEEBHMIES AWS Control Tower , 552:BAWS Control Tower { R &g
B HHER 528 AWS Control Tower Ei#E AWS CloudTrail.

B 8318 CloudTrail B4 A MRS | Security Lake &3 BIFAAUE CloudTrail B4 B, B©EERRE
MEEBNEMHER , BER CloudTrail BXA CloudTrail CloudTrail EEMERIEH4,

Security Lake T2 EE&EM CloudTrail B4 , bt FEHEEEM CloudTrail A58, EEBEEEE
CloudTrail B4 EERHMRE , LA EFEH CloudTrail RIEEIZADR APl, MEFFMENR , BF2H
AWS CloudTrail fEAEERFH F£A CloudTrail SHEELEEHERRSH,

THFERME GitHub RIFEER , WEFEEZHESE | T# Security Lake 20l CloudTrail 4R
¥4t % OCSF,

B CloudTrail E4# GitHub OCSF fEE
« FIRARA 1 (v1.0.0-rc.2)
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_AwsLogSourceConfiguration.html#securitylake-Type-AwsLogSourceConfiguration-sourceName
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/controltower/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/CloudTrail

Amazon Security Lake EREEmR

o FRRRA 2 (1.1.0 hi )

Security Lake F#Y Amazon EKS #¥# B

B 83718 Amazon EKS &# B 55 A RIREF , Security Lake 2B UETE Elastic Kubernetes
Service (EKS) #EF #1172 Kubernetes EiR LT EEHRAEF . EKS B BFAHEIBE
Amazon Elastic Kubernetes Service F{538] EKS BEHE B EN LT,

Security Lake FEB & B EENER BFFRMR , EiEMR Amazon EKS I FHiC#kIIEEEA EKS &
BASEG, HEFNRHTEEENNDE A2 EB AN Amazon EKS 4| F DS HEE,
MEFMESR , F2H (Amazon EKS FEAEIER) FH Amazon EKS 2 ¥ HE&c i%.

Amazon EKS & R % f%i% OCSF 1.1.0 . #ZEHE Security Lake #{a#% EKS #E#% A FEHE
#{v A OCSF HWEF , 552/ GitHub OCSF REETNEESZE |, HHPEAM Amazon EKS ##H
HEMH (11.00R) .

Security Lake A #9 Route 53 T2 & A&

Route 53 T2 X &5 HE 2B #E Amazon Virtual Private Cloud (Amazon VPC) A& RFI#f# DNS
EH, EAMBETHREAREINNEELSSN , U RELZLRE,

B &£ Security Lake F #7318 Route 53 SATIE N &3 H M A RIRE , Security Lake € EIFRIZES
BIBEENEHSER , BEE% Route 53 WELEHBTERNEH A,

Security Lake T2 E &M Route 53 B | &T““‘*E’%fﬁﬁﬂﬁﬁﬂﬂz‘tﬁﬂnaﬁi%ﬂﬁﬁo EEEEMBN
BEXAEHAF , BXAMFEH Route 53 REEE S, MEFHMENR , 52 B (Amazon Route 53 FIEE A
EiEM) FNEEMINTENEHHRER,

THEERM GitHub REFEER , NEGELHESE | T# Security Lake 1A Route 53 H iR
{tA& OCSF,

Route 53 HEM GitHub OCSF 12 E

o FORARA 1 (v1.0.0-rc.2)
o FRRRA 2 (1.1.0 kR )

Security Lake F#9 Security Hub &R R

Security Hub BEZRITHEE TR PR EME , AWS YA RERBLLEXEENFEEER
BEIRK, Security Hub REERFNERERR , SEHEHEM AWS REE=FEREENES , N
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https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/CloudTrail
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/EKS%20Audit%20Logs
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/EKS%20Audit%20Logs
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logging-configurations-managing.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/Route53
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/Route53
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K &t¥} Security Hub 2 HIIEM#ZE, Security Hub %A AWS Security Finding Format (ASFF) B9
BRERNREREEE,

B 181t Security Lake H##8 Security Hub FAEERMARIRE , Security Lake &M BN #7EB E I
BEBENEHER , BER Security Hub WEFAER R, Security Lake W AT ERFE R ASFF Hif
A Security Lake PRI LR 2 EE K24 (OCSF)(OCSF),

Security Lake TEEE &M Security Hub AERER , B S XE Security Hub :RE. BEEE
Security Hub AEH R , XA A Security Hub FRIEEIEA. API 5 AWS CLI, IEFMER ,
SBAWS Security Hub  EAEERE) FHFAEERE AWS Security Hub,

"

THEERM GitHub REFEER , LEZEEYESZE | TH# Security Lake I{A#§ Security Hub FAZE
ERIZ#(L A OCSF,

Security Hub B&E# R GitHub OCSF f#1FE
HRRRA 1 (v1.0.0-rc.2)
« FRMRA 2 (1.1.0 iR)

Security Lake F#Y VPC i B#%

Amazon VPC #J VPC #iZ BSEThAESHE T RIBREFERNTEMN IP REMBEA,

B &R 7E Security Lake B #7318 VPC 7ifE B &M A RIRE , Security Lake 3 BN UYE VPC #fEH
. TERBBIIHEENARERRER , EEMR Amazon VPC £ VPC HRE H3S.

Security Lake TEEEZH VPC fifE AFHEFEEM Amazon VPC e, ZEEBENREAF ,
B AMFEA Amazon VPC IR E. WFFMENA , F2H (Amazon VPC FHEABERE) HRIE
B#RER.

THFERM GitHub REFEER , LERKEHESE | T # Security Lake 211d1#§ VPC jite B iR %
1t 4 OCSF,

VPC # %2 B/ GitHub OCSF f#7E

o RIFARA 1 (v1.0.0-rc.2)
FORARAS 2 (1.1.0 R )
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/Security%20Hub
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/Security%20Hub
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/VPC%20Flowlogs
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/VPC%20Flowlogs
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AWS WAF Security Lake 8 B &

E&7E Security Lake #7138 AWS WAF % B#EXRIREF , Security Lake B ENFEHBKE R, AWS
WAF 2 Web EAEXB AR , TRAREESKREAEELIEZEAERN Web B3R |, UREHFIH R
BNEFE, RHEMNEFSIEREN AWS EIR AWS WAF UK Web FERIVEFR, ERWFFMAER , U
RERAEFR BN FERER,

Security Lake AWS WAF EiBE I HEHEM AWS WAF BEEER , B A AR, KEFRAT
FSEHENNRESIFEHR AN AWS WAF #8588, Security Lake B35 R &#EH Web ZEUZRF7EE (Web
ACL) #8REfL5F AWS WAF W& K, IR Security Lake tRF A Web ACL BRAERHRE , EEM
ERHGRIBER Web ACL BREETETRMZRE., MEFHAEA AWS WAF RREBEARXER
W& , F20 ( AWS WAF H# ABIEE) H/Y WE AWS WAF E1E,

/A Important

R A Amazon CloudFront 7 fiffiA PR EREE AWS WAF | BIXAEREEEI RSP
(#EREILER ) LABEEN Security Lake R £33 B 5.

AWS WAF B 37 OCSF v1.1.0 F2 %1, WEHE Security Lake H{T4 AWS WAF A EE4E
%4y % OCSF &, , 5588 GitHub OCSF AWS WAF BSR1ZETFHMETSE (1.1.0 4R ) .

BER AWS BR#E A 3R

BESNEFRGZE , YKRBRTISBBREEZERN AWS IR Security Lake BRiR. BRI ABKR—
RZEEBNRR. ELBRIRE | Security Lake F L RIEEEFHMIRE R IRINEEZHR | 5T
RERLZBRRERATESR,. T8 , FTREBNARTLUEA Security Lake EBER Z Bl £ RIRWER
BEl, BREFRELERRBREESZEN AWS RIE R, NEBRBETIRNHEBENR , F2
BB Security Lake R BET RIRWEE #.

Console

1. BIRRZFA https : //https://console.aws.amazon.com/securitylake/ B Security Lake £ &,

2. REEERPEERR.

3. EWNXRR , AREBEEFH,

4. EMEEEILRUHFFRKREERN Eif, Security Lake A5 1L {E 3R UK S 2R B FTiEt (@13 PR
BIRFHEHR,
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API

EEUBRAFFTAXNBER AWS R HARIE , 55FEA Security Lake API B9 DeleteAwsLogSource
B®E, MREFMFEHHR AWS Command Line Interface (AWS CLI) , 55#11T delete-aws-log-
source #i ., sourceName Ml regions BXESH. H&E , EAUKBRNEERTAKE
accountsZ4FE sourceVersion,

/A Important

BERRERTHRMBEE | Security Lake BRFRONWBHESREMEE, Hlwm , MR
BEARM accounts 28 |, Bl s T EEAZEBPNEMERFE,

THEHEBER VPC RERF , MAEEIRF M EEHFHIRIR,

$ aws securitylake delete-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"] "' ,regions="'["us-east-1", '"us-east-2"]',sourceVersion="2.0"

THIEHIEBER Route 53 A5 E ik A MEE A K HRIR,

$ aws securitylake delete-aws-log-source \
--souxrces sourceName=ROUTE53,accounts="'["123456789012"]"',xegions="'["us-east-1", '"us-
east-2"]',sourceVersion="2.0"

FiREEHIE ¥ Linux, macOS = Unix EITHERL , YFEARFHR () BITF T REE B,

# Security Lake 1) B ST AR L EE Y

Amazon Security Lake AJSARRE =75 BRI RRWEBF NS4, Security Lake BFIRIRZR—&EE
=HRE , UL E BENEHEEZE Amazon Security Lake, BixE R 8] , BETRRSAERH
HNEHEREFARME L SEBIEREME (OCSF) , 4 Security Lake BIIGREER , BF5E
[E. parquet EREXNIW4G X NFEREER,

SHESEBETRIE , Security Lake S RET51BH
7 Amazon S3 fEFErRB PR RFERMAE —HNFE,
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« 7£ AWS Identity and Access Management (IAM) FEY A | RFEFTR
BRERBAERN, LACHFAIRREHEA W AWS ZEBERMER

EAmazonSecuritylakePermissionsBoundary,
« B3 AWS Lake Formation & #l &R RKAAEMHEE A Security Lake B ¥4

- EXTE AWS Glue [EBFEX KD EIRRER ., €&#EFEX AWS Glue Data Catalog EERREAN . ©
LEEBREFTNREERN L EREBERESR,

(® Note
1B Z A LATE tRF H#TIE 50 BB FT B 568K,

EEZHR BT RFEHFIEE Security Lake , XBRFETHER, RebMEELEERTIESEEMEE , W]
BB DWHERARG , flnEA,

- BW - BETRRSABREAEER B A Security Lake , MBI REKFENFZTE T AN —4E S3 Y
., HNIEZEERERINRIR , BEZESEM —HNEIERZ S FEEERSEE (OCSF) =48
B REBHRIR. Security Lake EEI IAM A6 , AFBITRREA S3 REFEPHIEEN
=

- KB - REFTRFRKRENSE S3 M4 EEK1L A Apache Parquet =R,

- EBHER - HHE/ OCSF EHERIEERE Parquet BRXWHFHFEE . Security Lake X1
Parquet 1.x # 2.x ko ERBEEA/NEREIE 1 MB ( KRB ) . ERFIEEKXNTEKXR 256 MB
( B#E ) - B Parquet IHRKBHE , & FEH zstandard,

. DE - YHLBERED., AWSIRFE., eventDay #1720 El, MHEL BFEsource location/
region=region/accountId=accountID/eventDay=yyyyMMdd/,

o MHEKNFIER - EIXE Security Lake WIEREEE , TR 5 7ER 1 A4 2B, WRERD
K/NHEiB 256MB 788, #IHEMKNEREHZEIL Security Lake for Query Performance, KEEB
SRR ER TR 2 2 Security Lake AL,

« ¥FF - £ 8 A Parquet BRYHH |, SCHEREBHF , LU EHERBI KA,

(® Note

£/ OCSF E L ERRERIRREREE HAOCSF Schema, HRBFIXRIR , Security
Lake X#8 OCSF 1.3 lRFE RIRAS,
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1E Security Lake H#EE BT RN S EIEER

AETRESRENEREENESN , B BT RFEHIEZE Security Lake B , RFIZEF S22 FMUH
FRNER -

Y BARRRIE AWS B, AWS tRF., R HB#ETDE,
- DEIEERBRENEXS

/ext/custom-source-name/region=region/accountId=accountID/
eventDay=YYYYMMDD.

EESPIREIEBEBNEFPBES aws-security-data-lake-us-west-2-1ake-
uid/ext/custom-source-name/region=us-west-2/accountId=123456789012/
eventDay=20230428/,

THEERP S BRAPZEFFEANSE .
- Security Lake 7 BFI RIRE B Amazon S3 REFErEREHE,

« source-location-S3 REAFIFEP EHIRENFHE, Security Lake E#IEERFEHATE S3
MHERELRFET , MEXFEEREEREZE —H,

- region-ER LEAWS BiF B Hd, flm , B4AEH US East (N. Virginia) #&ER
FEEXERE (#EFEEILER ) R Security Lake fEFETE,

« accountId -FRLDEIEPAECHEFTHEEN AWS IRF ID., YRR ARSI HE AWS |
RMEBEERAFS , HlI0 external s external_externalAccountId. FEiBFA L HE
R, BUBREGTENIIRSE DsFEZMT , SUREHEM S 9 EERKHE AWS BIRS
IDs S/AERIR P IDs E 2R,

« eventDay - sd &M UTC EFREEIEC , 8 A NS , BXA/\EFTtF5 (YYYYMMDD), MR
EEHBEARTPEETENEE K S4ESLK 7 EESENEREAETERA UTC,

£ Security Lake F#718 B 7] IR ST IR R AF

8 BETRIRE , Security Lake 821 IAM A€ , AFREKEREAERHTH ERUE, &
BHEBEREN AmazonSecuritylLake-Provider-{name of the custom source}-
{region} , E# regionZ AWS [Eif LEFIE BT RIRM . Security Lake i BEREEE 7
MERHEN AR, MRECEAETEZE AWS KMS £81NZE R4 |, Security Lake th &SR

HREL BT RIRR 29 Bl R TR 46
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kms:Decrypt# kms:GenerateDataKey S A EEEAE, LABGHNFIRREHEA Y AWS Z
EBRFIEREAmazonSecuritylakePermissionsBoundary.

*RE
- BRFHH
- BV IAM BB ARFTE Security Lake REFIFBUNENEATIE (APIAWS CLINERSER )

BREEATH
FBEETRRZ A, FRBEEFHT T IIBENHT.

EERTBEMNFT , FBEA IAM RBREEEE IAM 558 1AM B, A%, BELBERPHERET
NMARFEATHEEBTERETLR , UFHB AT HIF,
* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StopCrawlerSchedule

« iam:GetRole

« iam:PutRolePolicy

+ iam:DeleteRolePolicy

« iam:PassRole

+ lakeformation:RegisterResource

« lakeformation:GrantPermissions

 s3:ListBucket

s3:PutObject

ELBEEREERBITIRRKEAFZNEHN. SHEXZERN AWS Glue EREMEREK , WiEE
424 Amazon S3 /1,

MREFERA AWS KMS €#ETERANARSEFRNE , BHEFEE kms: CreateGrant,
kms :DescribeKey#l KIFFATkms : GenerateDataKey,

1B BRI RIRRY SOIRIR 4 47
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/A Important

MR EFHEIER Security Lake TR ARFMIBBAFIRIR , BB T —ESRAUEE =
Security Lake F#TI8 B 2R, Security Lake TR ARMEBILWAPIRRF , YERIFAESE
HIAM A&  IRKREEARENAE,

MREITEME Security Lake API AWS CLI S#i8 BRI RIR , BEET —ESBLEI IAM
At | LAY Security Lake /i FEFBUBETE AT,

B IAM AL AFFE Security Lake @ FErBLERE AFEHE (API AWS CLIFI{ZRR
HER)

MR EEA Security Lake API 2 AWS CLI 2R#TB BT RIR , BB IAM BE |, LUIRF AWS Glue
A RMEE BT RRER , LB ERTHNSEIE, ELDE[ELEBERURE Data Catalog P&
MHEHERRNSBESEE,

Bl IAM Ac®  BREEAEMKN Amazon Resource Name (ARN) FREETE BT RIR,

BABEREE arn:aws:iam: taws:policy/service-role/AWSGlueServiceRole AWS ZE K

Ho

FERTHENGT  LELEEACPEUMARTIRBREE , AWS Glue fmBERX AT #AE
STHCRERERESR | I AWS Glue Data Catalog M /EFHERK,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "S3WriteRead",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::{{bucketName}}/*"
]
}
]
}

1B BRI RIRRY SOIRIR 4 48



Amazon Security Lake EREEmR

BETIEERE , AWS IRF LA A , EMRERNEE ID B EAS

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "glue.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

MREFEBEITRENEF Y S3 HEITEEAZEFEEMNE AWS KMS key , BEXLE T HIBEEK
HiEZABN KMS £8BUE

"Effect": "Allow",
"Action": [
"kms:GenerateDataKey"
"kms:Decrypt"
1,
"Condition": {
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::{{name of S3 bucket created by Security Lake}"
]
}
1,
"Resource": [
"{{ARN of customer managed key}}"

£ Security Lake P #738 B E] KR

B IAM AELIIUA AWS Glue [EBRER 2R , BB T SIS BRTE Security Lake #7138 BET KR
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Console

1. ¥ https : //https://console.aws.amazon.com/securitylake/ BIEX Security Lake £ &

2. FAEEALAN AWS EiF B , BERNEEE VB RENEE,

3. EEEERPEEBIINRE, RAREERIYBFIRR.

4. HEHIIRRFHEFAERD K WABTRENSEHKE—FE, AE , ERERBTRFEEEE
% Security Lake FERFEEH OCSF EHHE 5,

5. HRAWS IRF EARAERFAN , WAKBEABFNSHIERNN BFTRIFEAWS kS
#Y ID FILEB ID,

6. HREBEKFN , BELNERAFTNREAR  SIFEARENREAER , LURF Security Lake
FRFFT AWS Glue,

7. I Create (B3I),

API

EELREARGTAXNFIGEITHRR , 3EEH Security Lake API 89 CreateCustomLogSource #4E,
£ AWS Bl BEEIBFIREN PEA &F. mREFEANR AWS Command Line Interface

(AWS CLI) , E#1T create-custom-log-source %

HENFERP , FAXENSBRIEE BRI RIRWERRE

« sourceName - EERFNER, EBLAZEEHME—E,
- eventClasses — #EE—H %@ OCSF EHER , HIRRIFAEEIZZE Security Lake FIE R EE

#l, 3% Security Lake P EMARIFH OCSF EHERBEE , F2AEAR AR T SEEBE
REEME (OCSF)o

* sourceVersion-#& , IHE—EE , i BFEWERSA BT RREERVEERK,

« crawlerConfiguration-#EEZLEARIUACBER 2 IAM BAEH AWS Glue Amazon
Resource Name (ARN), FEEI IAM AEWFFMET R , FSEHIE 85T R LR GE4T

* providerIdentity - IEERIREH RS BFNEHEAERHR AWS &2 FHEB ID,

THEpleEREREBNIEEAFREERS D , SBFTRFEFEABFRIF, LLEHISEHE
Linux, macOS = Unix &1t , WFEARFHER (\) TEEF TRKIE TE M,

$ aws securitylake create-custom-log-source \
--source-name EXAMPLE_CUSTOM_SOURCE \
--event-classes '["DNS_ACTIVITY", "NETWORK_ACTIVITY"]' \
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--configuration crawlerConfiguration={"roleArn=arn:aws:iam::XXX:role/service-role/
RoleName"},providerIdentity={"externalId=Externalld,principal=principal”} \
--region=[“ap-southeast-2"]

B PRIFEFTRREEREH AWS Glue

£ Security Lake F#i8 BETRIR# , Security Lake 23 AWS Glue [ERER, CREXNSEEE
B BTHRIR, REERER , XEAERRKREA AWS Glue Data Catalog.

EMEBRFDUTREBEN , REN BT REERHRREERHMRE | AiEE Athena MEME R
BNERANEE. BEME  NREFTRENAGABRERLETIE-—BE , CRSIBTRABEN !

- BRER—HZEFNR LEERM.
- EREEEAstruct ERERNNHE - RS MM,

MEHTRBEXNRA , 5528 ( AWS Glue HEABIER) PHVEERE AWS Glue [EaEFE,

Security Lake MR EHERSFPRENRRER. MREMBRBFTRE , WREFHEERRE
VEAMREEBHEFTRIE , BREMREEBHCRREN,

X &K OCSF EHEH!

Open Cybersecurity Schema Framework (OCSF) 435578 BT KR EIx E Security Lake W&
RER, SBENSHERFENT :

public enum OcsfEventClass {
ACCOUNT_CHANGE,
API_ACTIVITY,
APPLICATION_LIFECYCLE,
AUTHENTICATION,
AUTHORIZE_SESSION,
COMPLIANCE_FINDING,
DATASTORE_ACTIVITY,
DEVICE_CONFIG_STATE,
DEVICE_CONFIG_STATE_CHANGE,
DEVICE_INVENTORY_INFO,
DHCP_ACTIVITY,
DNS_ACTIVITY,
DETECTION_FINDING,
EMAIL_ACTIVITY,
EMAIL_FILE_ACTIVITY,
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EMAIL_URL_ACTIVITY,
ENTITY_MANAGEMENT,
FILE_HOSTING_ACTIVITY,
FILE_SYSTEM_ACTIVITY,
FTP_ACTIVITY,
GROUP_MANAGEMENT,
HTTP_ACTIVITY,
INCIDENT_FINDING,
KERNEL_ACTIVITY,
KERNEL_EXTENSION,
MEMORY_ACTIVITY,
MODULE_ACTIVITY,
NETWORK_ACTIVITY,
NETWORK_FILE_ACTIVITY,
NTP_ACTIVITY,
PATCH_STATE,
PROCESS_ACTIVITY,
RDP_ACTIVITY,
REGISTRY_KEY_ACTIVITY,
REGISTRY_VALUE_ACTIVITY,
SCHEDULED_JOB_ACTIVITY,
SCAN_ACTIVITY,
SECURITY_FINDING,
SMB_ACTIVITY,
SSH_ACTIVITY,
USER_ACCESS,
USER_INVENTORY,
VULNERABILITY_FINDING,
WEB_RESOURCE_ACCESS_ACTIVITY,
WEB_RESOURCES_ACTIVITY,
WINDOWS_RESOURCE_ACTIVITY,
// 1.3 OCSF event classes
ADMIN_GROUP_QUERY,
DATA_SECURITY_FINDING,
EVENT_LOG_ACTIVITY,
FILE_QUERY,
FILE_REMEDIATION_ACTIVITY,
FOLDER_QUERY,

JOB_QUERY,
KERNEL_OBJECT_QUERY,
MODULE_QUERY,
NETWORK_CONNECTION_QUERY,
NETWORK_REMEDIATION_ACTIVITY,
NETWORKS_QUERY,
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PERIPHERAL_DEVICE_QUERY,
PROCESS_QUERY,
PROCESS_REMEDIATION_ACTIVITY,
REMEDIATION_ACTIVITY,
SERVICE_QUERY,
SOFTWARE_INVENTORY_INFO,
TUNNEL_ACTIVITY,

USER_QUERY,
USER_SESSION_QUERY,

// 1.3 OCSF event classes (Win extension)
PREFETCH_QUERY,
REGISTRY_KEY_QUERY,
REGISTRY_VALUE_QUERY,
WINDOWS_SERVICE_ACTIVITY

#% Security Lake fHlER BET2KIR

MIBR BETHIR |, LS LS E R HREIX E Security Lake, EEBERIIRE |, Security Lake €& 1

RIE\EEEFHMEFFHRFREER , FTHEELBERRRMARER. TiB , FTBEENR UL
Security Lake TEBBRZ AR RFWENER, BREEAELIERRBREIIRE. NEBREEX
EMEF AWS BRI , 5528 7 Security Lake AWS 7§ 1t WWEE L,

£ Security Lake HiBR BT RIREF , BAAFEARIREFER Security Lake R ANBHESERIR. K
FRAESTRESERRFEBSEEN AFEEZE Amazon S3,

Console

1. 7£ https : //https://console.aws.amazon.com/securitylake/ BARX Security Lake £ &,
2. EAEEALAN AWS EiF ZEER , ENERTBRATRRNEE,

3. ESEERYT , BEEEITRF,

4, ERLZEBBRHEITIRIER,

5. EEFEHUHEMBRTRIR , RERREZMERAH#EZEEE,

API

EELURERRFTAAMBREETHR , 55 A Security Lake API B9 DeleteCustomlLogSource ##4E,
WMREEA R AWS Command Line Interface (AWS CLI) , #1117 delete-custom-log-source
T A AWS B SERREETRIRN FH BIE,

LEI=HE N
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EBWFERSF |, 4 sourceName Z2ERIEEEMBRNBITIREERE. REEBFTRENETHE |
WEA sourceVersion 28 , MRV EE R AER B B RFENEZEEBRA,

THEHIE R Security Lake MR BT B & RIR,
I ETHIE &4 Linux, macOS = Unix 1L , ¥ EARFBR () TIEEZ RIS TE M,

$ aws securitylake delete-custom-log-source \
--source-name EXAMPLE_CUSTOM_SOURCE
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Security Lake FHVFI R & B IE

Amazon Security Lake FTBI&E S A ¥ B Security Lake B BB, B 7T 28I KA EFESZEER
FRREEY , ZAUASEARFRRETBEEHERNTFIE., WERFENFMER , FSE Security
Lake PRI RIREE,

Security Lake X EMBEENITEEFR

- EEBEA S3 REEFEE  RELEHNEE Amazon Security Lake FRRER 2 ERIFEENE
REFEGTRERRNATYM4. S3RIFFER , FTRESEBMMIRMEN HTTPS in W4 E
H, & , FTEE T LURBE Amazon Simple Queue Service (Amazon SQS) 175! , WEIF ¥4
9B Al

- BEHREHN - EEEHEFEAFTRE TLIER Security Lake IWENE R, BLFTBEZ (A Amazon
Athena ER# , BiZEH S3 MEFITE P A AWS Lake Formation E#l 5k,

FIBIE REEFEAWS EBif BEERUTRERZERN FHREER.,. EEETREFIRREZHEES
MWER , ZANEERTRERIAREERENER  IEFHGESAHEMER., NFEEEFNE
BMESNEFMER , FSBWEE Security Lake FHY[E1T,

/A Important

Security Lake 7AFFAEEFTFHEMENRFEHE LRA 10, EFEER AWS RIEM BT HRR
REE.

£
- & Security Lake ;B &N ERFE
-« B Security Lake 77 B & #Y & 5 77 EUHE

B8 Security Lake 5T B &M ERZE

EERE A S3 fH1FETEE | ¥ Amazon Security Lake FRRER EAERFEENTRE S W ZI K
BEFYHEA, BIBTHER , FTREFEBMMRMAN HTTPS IR BN EIFNHHEHN, HE , FTBEE
A LAEBERF Amazon Simple Queue Service (Amazon SQS) 175 , W ZIF Y HHIE A,
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EYWHE A Security Lake ERUHE |, FTEEZWEIRIRAF Amazon S3 Y1 B, FTRETLLER
STEIw B s 5 Amazon Simple Queue Service (Amazon SQS) 175 |, E1Z17H S3 ¥4 WIZWF Y
TR B, LETRAEAE CreateSubscriber APl By accessTypes 2 ES3HhEAA .

&

* 1 Security Lake BV EEERFEENET B E N RGH
* 1 Security Lake PEV EEERFRENFIRE

« £ Security Lake P EFHERIFT B E

« # Security Lake BEBRERETRE

£ Security Lake 3 EEE R FEERFT BIE B KRG
BB ITETER T BRI | FBETE Security Lake FE Y EFERFZEENTEE,
s |

BERBEMET , BEA IAM RBEEEE IAM 55/ IAM BER, RE | SELBERPNERET
Bl (FFAl) BMEBEETLER , EL4RERNENBABRHRBRFIRE,

EREFF T RRBT T I

« iam:CreateRole

« iam:DeleteRolePolicy

« iam:GetRole

* iam:PutRolePolicy

* lakeformation:GrantPermissions
 lakeformation:ListPermissions

« lakeformation:RegisterResource

* lakeformation:RevokePermissions
« ram:GetResourceShareAssociations
+ ram:GetResourceShares

« ram:UpdateResourceShare

BRTY ERBE I, BFEEHNIT THEMERFFA
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+ events:CreateApiDestination
+ events:CreateConnection

* events:DescribeRule
 events:ListApiDestinations
* events:ListConnections

* events:PutRule

* events:PutTargets

* s3:GetBucketNotification

* s3:PutBucketNotification

* sqgs:CreateQueue

* sgs:DeleteQueue

* sqgs:GetQueueAttributes

* sgs:GetQueuelrl

* sqgs:SetQueueAttributes

H{SET B & RISNED ID

HERVNITRE , BRTIIEEN AWS IRF ID 25 , BFERREHENED ID. S8 ID RFTRER
HiIGEAIE— MBI R Security Lake E/$5ME0 ID MEEHZ U NFTEE IAM A, EEH Security
Lake EEAF, FEiB API = BYFIEER , S UERIER ID AWS CLl,

WMFESNER IDsHIRFIEF , FFSER (AM EREERE) FWIAERS AWS ERNERERTE =5
EFA AR 1D,

/A Important

WMREETEIEA Security Lake TR ARFIEITHE , EUUKBT —EXRIEE &£
Security Lake FEV EEERFEEMNEIRIE. Security Lake A RMUBILHAPER ,
WEIFELEN IAM A6  SIRREERABENAE,

tREITEEMA Security Lake API AWS CLI ¥ 8THE | S5RET —ESBRET 1AM £
B A EventBridge API B #93t,
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B IAM &L A EventBridge API B B9t (API AWS CLIFIER S ER )

MREFEIB API = £ Security Lake AWS CLI , 57 AWS Identity and Access Management (IAM)
FEIN AR , F Amazon EventBridge FEAY APl B B9 B9EF A |, WAS YA B EAEIXZ IEREMN HTTPS
B

Bt IAM Atar%  BEERABH Amazon Resource Name (ARN) FREE M ETRE ., MRITE
E1#% Amazon Simple Queue Service (Amazon SQS) {THEwBAER R EZK EHER |, ITFTFEER
IAM £ AWS Lake Formation, MIFELLEBEERFEGE (FEREE ) WFEFERER  F2REE
Security Lake 1B &N EHFEE.

KBTI BEEEZEN IAM AR

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowInvokeApiDestination",
"Effect": "Allow",
"Action": [
"events:InvokeApiDestination"
1,
"Resource": [
"arn:aws:events:{us-west-2}:{123456789012} :api-destination/
AmazonSecuritylLake*/*"
]
}

B THEEBRFREEZEN IAM B2 | LLAFF EventBridge B EZA R

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowEventBridgeToAssume",
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"

iy

"Action": "sts:AssumeRole"
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ERAEER

}

Security Lake EEBE Y IAM B , RFFFIHAERERHFENER (MRERRIFH
BHE , Bl# Amazon SQS fPHIEmAEM ) . LABIIEA B AWS ZEHRRK

#AmazonSecuritylakePermissionsBoundary.

£ Security Lake R EEE R ZEENITRE

BETIHHEP-—BFENSE , LWBNAFEE & FERNTREE AWS B,

Console

1.

2
3
4,
5

© © N o

10.

£ https : //https://console.aws.amazon.com/securitylake/ BIEX Security Lake £ &,
FAEEEG AN AWS E15 EEE , ENEERVITREEN B,

HEEEERD , BEITRE.

HEFTEEEMEL | BIEENTEE,

METEEFHEF , FATTRESBNEANHKR,

EHeHBEAASEMENMNES AWS Bl | BEAENR,
$HE B S RIEAESOR | SRIBETRIE AR A B B,
SHEPERIEELS E | BIE S3 AITHEREERE,
HAITEEBE | FIRMETEEN AWS 1B 1D AL D,

(B ) MEEHNFMEER , WREFH L Security Lake I FTEIE o LU Y4 & 289
Amazon SQS 173l , FFEB SQS 175, MRIEFE Security Lake iEIB EventBridge 718 Al

BIEE HTTPS i , FFREG] FHinE,

MREBENFT R iR |, EEFIT T HEME -

a. BAFTRIRE . BRREEANESTIE http://example.com, &t A LURIE M b1R

HHTTPS £ LA HTTPS £#8{E,

b. SHREEN , BYHW IAM BEHFEAREN IAM B |, 124 EventBridge I API

BEVHBAYET Al , WA B AEEE ERN IR,

MEEMHH IAM BEHES , FSEET 1AM AELA EventBridge API B i,

(BER ) #HEER K WAKRD 50 EFEBRERIETRE.

BUERERFRENTREE
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Amazon Security Lake EREEmR
BERAVUERLEMGIHERE AWS ERNER. SEEEBIELENEFERRSIEM
EANERE, ERUBHEUATENSXEL, 7ENERER, IFE—SLTH , F2H
Z 50 Security Lake ERo

11. iE#E Create (B1I).

API

EEUBAFGFTANELEEERFEHEMNEIRE , A Security Lake API #Y
CreateSubscriber ##E, IR EFEAKZ AWS Command Line Interface (AWS CLI) , F&#11
create-subscriber 8%

Qi

HENFERD  ERAELSBAIREEE TIERE

o §t¥f sources , EELRHFLEITREEZINERERIE,
« ¥ subscriberIdentity , #EE]RERARFIHRKEERH AWS 1RF ID 738 ID,
« $t¥ subscriber-name , IEETEENEE,

« ¥ accessTypes , BBIEE S3.

g1 1
TrEHERIEFEE AWS BEEHERFEEN AWS iTRE | LIERENIEEHE S

VAN
Ao

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{"awsLogSource": {"sourceName": VPC_FLOW, "souxceVersion": 2.0}}] \
--subscriber-name subscriber name \

--access-types S3

g5 2
THEHSEY TTFIRE R AWS BEFERNITEE , LBEEFIRENEEITRES .

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{"customLogSource": {"souxrceName'": custom-source-name,
"sourceVersion": 2.0}}]1 \

--subscribex-name subscriber name
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--access-types S3

LREHE & Linux, macOS 3 Unix EITHRRL , AEARFR () BITFTRRE RN

(i#A) BUFIBR&E 2% , 556/ CreateSubscriberNotification 4 , IEEMAESFTERBEA
ERHSBEHTEE , UNSEFEITHEEFERNRER. WREEHHZE AWS Command Line

Interface (AWS CLI) , F#11T create-subscriber-notification 5%,

- FEBBEHEBREBEAGE (HTTPS in#h ) XE I Amazon SQS 175 , S
EsqsNotificationConfigurationZ2 &M E.,

- MRERFFER HTTPS inBWBH |, FFiEEhttpsNotificationConfigurationZ2#H
=8

- #t¥f targetRoleArn #{L , EESE L ARWA EventBridge API B itttz IAM A &1
ARN,

$ aws securitylake create-subscriber-notification \
--subscriber-id "12345ab8-1a34-1c34-1bd4-12345ab9012" \

--configuration
httpsNotificationConfiguration={"targetRoleArn"="arn:aws:iam::XXX:role/service-
role/RoleName", "endpoint"="https://account-management.$3.%$2.securitylake.aws.dev/

vl/datalake"}

EEHS subscriberID , 55 Security Lake API By ListSubscribers &4, MREFERAN 2
AWS Command Line Interface (AWS CLI) , 58#11T list-subscriber 5o

$ aws securitylake list-subscribers

EERBEEITEENEAN S % (Amazon SQS FHI HTTPS %% ) , A
UpdateSubscriberNotification ¥4 , & , MMREFEHB R AWS CLI, 5E#1T update-subscriber-
notification 5. BB AILAEA Security Lake FEABFBA S L | EFIWEEHE LERFIEE , A
BBREFFE,

Y0438 &R S 52 451

TH & HIFETR CreateSubscriberNotificationi#/ERY JSON EE R RNEBHEA,
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ERAEER

"source": "aws.s3",

"time": "2021-11-12T00:00:00Z",

"account": "123456789012",

"region": '"ca-central-1",

"resources": [
"arn:aws:s3:::amzn-s3-demo-bucket"

1,
"detail": {
"bucket": {
"name": "amzn-s3-demo-bucket"
},
"object": {
"key": "example-key",
"size": 5,
"etag": "b57f9512698f4b09e608f4f2a65852e5"
.
"request-id": "N4N7GDK58NMKJ12R",
"requester": "securitylake.amazonaws.com"
}

£ Security Lake FEFEREFTBE

BAEBRBEITRECANREREHMIREE, SHAUATREERIARESER. SBELETUE

EMERGERERE AWS ERNER , iEiIRE. NFEE—F TH , F28 =52 Security Lake &

3
o

BERP-—EFRAZE , YRR TIHTREEREGTENFHRIE,
Console

1. 7E https : //https://console.aws.amazon.com/securitylake/ BARX Security Lake £ &,
2. EEEERYP  BERE

3. EBEEGETRE.

4. EERE A RERITTIE—BE:

. EEEFTHENIOR , HiE B RAEHIORE S B RATRE,
- EERTHELERIREEAR  FERRERTREELEAN,
5. ZR  BEEMRE.

EHRENTREE
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API

BFEURARTAXERTRENERFERIR , 35 A Security Lake API By UpdateSubscriber
B®E, MREFEHBR AWS Command Line Interface (AWS CLI) , 55#11T update-subscriber &
T EEWFERP , £/ sources B2EREELFLEITHEFNNEERIR.

$ aws securitylake update-subscriber --subscriber-id subscriber ID

MFRBE AWS tRF SABBABEBAETRERE , SR ListSubscribers #F, MREERANRZ
AWS Command Line Interface (AWS CLI) , 88117 list-subscribers 5%

$ aws securitylake list-subscribers

EEMPISEITEENEIRE , BFEMA GetSubscriber #E, #1T get-subscriber . A
# , Security Lake EEEFTRENEBAER, /I ID MEMER, WREFEHHZE AWS

Command Line Interface (AWS CLI) , &#11T get-subscriber @55

EEEHIREBENEBESE |, 556 UpdateSubscriberNotification 4, MMREFEHHZ AWS
Command Line Interface (AWS CLI) , %117 update-subscriber-notification 5. Hlan , &AL
AETBIEEEMN HTTPS im® , S HTTPS i B t1#: %] Amazon SQS 751,

% Security Lake BERERIFTEE
MREFFHLEITEE R Security Lake BVAE R , B MBI IS BBRITEE.
Console

1. 7£ https : //https://console.aws.amazon.com/securitylake/ BERX Security Lake EE &,
2. ESEERKT , BEETESE,

3. EBENEEBRNIIRE.

4. EBEFEMBR , REEEFTEE. EASMIBRETEE MATE MHEBAY B AR E .

API
BRIRENED , T TIIEF—IT

- BEMBRETBIEFMFTEMEEIBAERE , FBEH Security Lake API B DeleteSubscriber #&4E, 20
REMFEHM 2 AWS Command Line Interface (AWS CLI) , 5#11T delete-subscriber a3
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Amazon Security Lake EREEmR

- ZERGEINE , BFELERKRBATEE , BFEH Security Lake API B9
DeleteSubscriberNotification #&4E. MREEAKZ AWS Command Line Interface (AWS
CLl) , %117 delete-subscriber-notification 8

‘B Security Lake ;1B EN EHFEUE

B EEHEFERENFTEE TLLER Security Lake IWEMNE R, ELFTBEEZ A Amazon Athena &
RIS E#EEH S3 MEITE A AWS Lake Formation E¥l&, H#H R Security Lake WEEEH S| ER
Athena , B th AT LA A EE B HEHMARFS , 20 Amazon Redshift Spectrum F Spark SQL AWS
Glue Data Catalog.

1B EEE A Amazon Athena FiRIEEM S3 AT+ AWS Lake Formation B ¥R RKIRE L
W ETBIEE AL 7E CreateSubscriber APl B9 accessTypes S 8(LAKEFORMATIONH B4 o

@ Note

FERANMAREAFIER TE=FFTHE, UFHHEECHERINTEINER ,
SR IR 4 BEANEHEECHER,

3

£

- 7£ Security Lake FEV EEEHFEEMNET B &R £ REH
« 7£ Security Lake F 2V EEEHEFIENITEE

* 71 Security Lake PiREEEEHFIENIEE

£ Security Lake R EEEHFEUERGT B & BV 5 R IGH
BB T TER T B SR IRHE , FBETE Security Lake R EEERFIENGTE A
EREERTH

BUVEAEHFIENTIRECH , fRFLEFHIT T IBEFTENT,

BEMBERET , FEA IAM REBEEREE IAM 5587 IAM BER, RE | SELBERPNERARET
I BAFEATNEERTELTHER , MEYEEERAFIENIRE.

* glue:PutResourcePolicy
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* glue:DeleteResourcePolicy

* iam:CreateRole

« iam:DeleteRolePolicy

« iam:GetRole

« iam:PutRolePolicy

+ lakeformation:GrantPermissions
« lakeformation:ListPermissions

* lakeformation:RegisterResource
* lakeformation:RevokePermissions
* ram:GetResourceShareAssociations
* ram:GetResourceShares

« ram:UpdateResourceShare

/A Important
BRETAI &
- WMREFTEIER Security Lake TR EMBEREAFIENFIRE  EAUBBT —ES

BRI #E/8 X F Lake Formation EE E5F 1, Security Lake BEEVFIELEMN IAM A€ |
REEERARAENAE,

- MREFTEIFERA Security Lake API 2 CLI RFTEEEEHFEENTIRE , FRET —E
S8R, B IAM AEREM Security Lake Efl,

B IAM B8LIEH Security Lake Bl (API AWS CLIFMERSER )

£/ Security Lake APl 2 AWS CLI #$EHFEER FIIRER K SFEEBIYEA WA
AmazonSecuritylLakeMetaStoreManager, Security Lake f£f Ltk & &R AWS Glue 2 E[E
MEFH AWS Glue ERlR, ZABEEERILEN IAM ACRENIIAE,

¥ Lake Formation EE &5 1]

B FEEA Lake Formation EIE BT A #T1iE Z A2 A RFE Security Lake & MFBETEER 1AM
At,
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Amazon Security Lake EREEmR

B LMKBB T 55 ER | #§ Lake Formation EEEFEFENAE

1. BARK Lake Formation A , #8itA https://console.aws.amazon.com/lakeformation/s
2. LIEBFEAESDSE A,

3. WMRHBEOOMERA Lake Formation 15 |, S EEZES R 1 FEUSERNERE , ARBEH
WMER,

4. WMREBRZEEDNEIMER Lake Formation fRE |, 51T N HIL B REXE Lake Formation B &,

1. EEEERTNFAT , BEEEAGNER. EEMHEEEERY , BEEREEESR,
2. HEEERHEEEHREL T , #HY IAMERAENASG | BEIEFEFE Security Lake TR A HF
ERANEESRE  RAREERT,

MESLEERNEE S ANFMAESR , F2E ( AWS Lake Formation B A BIEmM) FHNELE
FHEES,

IAM A X EBEERERFITREFEINECEREMERRSELECTHEPR, INEMTEITIIRIENR
B , #52E ( AWS Lake Formation BiE2 A E35/E) PR ERER A EZRTFER B &1,

£ Security Lake R EEEHFEENFIBEE

BEERENEE , AR BMEAEHFIENIEE AWS B, FTEERRKE AWS BE B &
B hEHER, BERMGIRE K SCFEBRFITREEN AWS IRF ID MHEE ID. 485 ID BFTEE
RUEBCAIE BB, T/ IDsVFFMAER , F2H (AM EREER) PHNAERS AWS &
R EY 7 BV R T 58 = J5 B E A SR 1D

(® Note

Security Lake 7% #& Lake Formation R F &R LA 1 k. EXE# Lake Formation %
REEREAEHFASE 2 lRINEE 3 . WMFEEIB AWS Lake Formation £ZE A= CLIAWS E
HBRFRARENSER , 528 ( AWS Lake Formation B2 A E38R/) #9204 BB #7hi
R,

Console

1. 7£ https : //https://console.aws.amazon.com/securitylake/ BARX Security Lake EE &,

BARRNEESIRF.
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Amazon Security Lake EAERE

3]

API

2. EAEEALAKN AWS B #INGE , ENEERVTREN EF.
3. HEEBEKRT , BEFIRAE,

4. HEIIREEEL  EERVIIREE,

5. WMFIREFMES  FAAFTRESBNEANER,

EFEBBEARLEMERNES AWS Bif , BEZE R,

S ARMEBHRR |, BIELEEE Security Lake HEOEHE RS SR KIR,
S EREFES L |, #1F Lake Formation AFTBEER I EHFH.
HRITRERRE , FRMETTEERN AWS RS ID F2E 1D,

(ER) $HHER K WARS 50 AEBRRIERGITRE.

© © N ©

BERELSTUERLERGHERE AWS ERNVER., SEAREMISLENERRSIEM

EZRNERE. RRTHBEATEANAARE. 7 BENEERER, NFE-FTH K F2H

Z 20 Security Lake ERo
10. 1B#IE Create (B3I).

EFEUBRARTAREIEEEHFERENEIEE , 55F A Security Lake API Y
CreateSubscriber 2/, WREFEHAK R AWS Command Line Interface (AWS CLI) , 5E#1T

create-subscriber %o

HENFERD  ERAELSBAFTREREE TIERE

- ¥/ accessTypes , F5EE LAKEFORMATION,
« #¥ sources , IEEMLFE Security Lake EEEOEHERFISNERATIER,
« #¥f subscriberIdentity , IEETREEAREHREFEERK AWS 55 MIHEP ID,

THEFERIEFBE AWS BEPEETRES T < EAFIENTREE, LEHSHY
Linux. macOS =& Unix &1t , ERARFFR (\) TEETF TRSEE TR,

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 129345678912,"externalld": 123456789012} \
--sources [{"awsLogSource": {"sourceName": VPC_FLOW, "sourceVersion": 2.03}}] \
--subscriber-name subscriber name \
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--access-types LAKEFORMATION

REBRFERRLA (THESR)

Security Lake £/ Lake Formation Stk F ERI R L ARZEITREEHTE. BB Security Lake
A, API B P EN EGEHFEUERNETEE AWS CLIEF |, Security Lake &31%EiBfE AWS Resource
Access Manager () PRV ERHLE | EFTEHE R ZHFHEES Lake Formation ER R EFAAWS
RAM,

ECHEREHTFIRENTREE TR EERENRER |, Security Lake BEUFNMNERLE, WFFH
B , F2B1E Security Lake FimEEEEHFEENITRE,

FTREREERTSEER , LAEUA Lake Formation ERIRTMESR -

1. ESERAE - TRHEXEESERRLE |, MresourceShareNameZERAZEFHELEIRE
BRI ERMELM resourceShareArnfl . BETHHP—BEISE :
- MEFEEEAMAWS CLI , F2BESZRE WERLAZEFE AWS RAM,

« ¥ API |, 550 A GetResourceSharelnvitations APl, i resourceShareArn#l &
#EresourceShareName , AERERNEIRLE, A AcceptResourceSharelnvitation API 3%
Xlanﬁo

ERAZTBFESE 12/ BFRBEH , HEXEE 12 MERRBWEZRE, MRERFEBY 6 £g
#E/B1E PENDING REFER , EEZBETSELFRHAER, BB 12 MKE , FEMBR Lake
Formation 5JE& , WEHEVITREUNESHNEREAZEE.

2. BN HAERENERERS - sTHE LA AWS Lake Formation ( MREHEEA ) = AWS
Glue ( TR API/AWS CLI) FZE M # A Lake Formation BRI ENERIERE . B RELSHET
RENRFIEOAAERE, EETINHP-BEFRGE
- MEFEENMAWSCLI, F2E (HARASER) PHEVHA Data Catalog ERENERE

#&. AWS Lake Formation

« RPEBTEEWEA CreateDatabase AP B M —WERE , UEREREEZER R,

3. EHAERK - Amazon Athena ZEH B AT LEESE &R K , H Security Lake YERIF
BERengnHEl,. SHSEITEEN FHT AWSIRE K MEAEENAEISRTEERE,
&AL ¥ B © Security Lake Wk F A &RV EEZERE,

MERFERFFAINFEMER ,
Formation A HY ISR 5 & Bl B

:l:llh+

2R ( AWS Lake Formation BiZ¢ A B3E®) FTH Lake
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ERAEER

£ Security Lake HiREESEHFIHENFIREE

Security Lake X R¥ E B EHFEHEN

I REETRE, SUREIRENSE, ik, 530D,

ZFEA (AWS 1RF ID) , ARFTREREMEAN AFHKE, EFERENEE , WRRSREEBNE
BEMFIENFTREE AWS B,

(® Note

Security Lake 732 #& Lake Formation iR F & RILAZE 1 k. E4E# Lake Formation %
IREERHLAERAE 2 lRHNE 3 iR, WMFHEFEB AWS Lake Formation £ A CLIAWS E
TR RAREN LR , 5528 ( AWS Lake Formation B3¢ A E355) Y 2040 B #ThR

EO

Console

RIBEERBNFRES , EERIHRDFERHENIER,

RETREER
1. 7E https : //https://console.aws.amazon.com/securitylake/ BARX Security Lake £ &,
BAZRNEESIRF,
2. FEAEEALAN AWS BiF EHNEE , ERNEERETREFHEAN R,
3. HEEHKT , BEEITREE.
4, EITREEEL K FARAEZERMAENERENIRE., METRENERNENL EZXER
LAKEFORMATION,
5 EERE.
6. MAFNITREER K RARBERE
REFTREER
1. £ https : //https://console.aws.amazon.com/securitylake/ BIEX Security Lake £ &,
BAZRNEESIRF,
2. FAEREALAN AWS BiF EEHEE , ENEEREREN B,
3. HEEHKT , BETHEE.
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4.

HITREEEL , FRARRRMENZRENIFE. MBEFIRENERENLEZLER
LAKEFORMATION,

BEERE,

BATRENTHER , AREEZFHT

fmEEs\ER ID

£ https : //https://console.aws.amazon.com/securitylake/ BEX Security Lake 12 &,

BARRNEESIRF.

EREEA LA AWS B RIS | EIEERE REFAEANE.
EEEERTD  BETRESE,

HFTRERME L , FAERRAENERENTRE. METRENERFIGELER
LAKEFORMATION,

BERE,

WMARTRERMIAL ID , RRBERT

REFNE ID EEBHBEREMNN AWS RAM BERAE Y ATTRERYHMNERLE,

STREEMSARRBRINS R 1 BN ERLEREBRFERERLA (FIBESE ). @

MESTEEFMEF D ERH Amazon Resource Name (ARN) 2 Lake Formation £ &

F# Amazon Resource Name (ARN) #HE, {AERKRNEREFRIETE  FIFTREE
FEEBIUFNERERL,

fREEEH (AWS IRF ID)

1.

BRI https : //https://console.aws.amazon.com/securitylake/ B Security Lake FE 12

L
Ho

BEARRNWERSIRS.

EREEA AN AWS B EMNER , BRERFEEREFEETN R,
EEEERET , EEITHE.

HEITREREE L FRAERLRAENEREVFIRE, MEFTRENENERTEALER
LAKEFORMATION,

BE RS,

WMASTEERNH AWS 1RF ID , REEREFT
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REFMIRS 1D EBBBREFN AWS RAM BERAA , Rt ATTNERBEERAARFTNE
##IR. Security Lake SR ERLE,

7. ERAFEBNBEAER  FTEEXEESITNERLAR  YEVHAERRNERERS,
EAEFNEIRFRHAER. WFERA , F2H PSR 1 N 2R EBRFER R
A (FIRESR ) . FRETHEFMERPETH ARN B Lake Formation F# & HH
ARN #[&E,

WE B FNEHRIR

1. 1 https : //https://console.aws.amazon.com/securitylake/ BIEX Security Lake £ &,
BAZRNEESIRF,

2. EAEEALAN AWS B ERNR , EREERE]REFHETANESE,

3. HEBEHKT , BETEE.

4, EITREEEL K FARAEZERMAENERENIRE., METRENERNENL EZXER
LAKEFORMATION,

5. EBERE.

6. BUHEEBBRAENRER , RENEHEHRER. WREBCEERRE , IFEEBHRIUEMW
BF, MREREFFERR , AIFTSEUFTNERLZEE. T8 , Security Lake BRIR
g RIRER L AM Lake Formation ERlk, FIRESLEREYEMLAERKRNERE
W, TREHRRER. UERA , F2E PNSR 2BEBRFERKAEA (FIRES
).

7. iE#E Save (EE).

API

BEUBEARGI A A REEREMFIENIBRE , F56EA Security Lake API B

UpdateSubscriber ##4E, MREFEHAKRZ AWS Command Line Interface (AWS CLI) ,

3
&

N\
y

update-subscriber i85, EENFERD , FRAXENSHRTEEEETIIEE

« $t¥ subscriberName , IEEFMWITRERZRE,
« #¥ subscriberDescription , ¥EEFMEIR,

- &r¥f subscriberIdentity , EEFIREEAREHRREERELE (AWS IRF ID) MHAEB ID,
BN BRBFRMEEFTANAD ID, MRERERGHD—EEMER , FEEBNE,
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- EEFNE ID- LEFEBEREIN AWS RAM BERHA , Y RAFTREEZUTNERLA,
ARELARBAINSR 1 BTN ERAEREBIRFERRAA (FTRESR ) . HAE
HMRVEREEREGETE  ARFTREFNFTEELTNERERS.

- EEMETA - LBESBEREAN AWS RAM ERAA , Rt SRR ABEERA B
EHRIR. Security Lake ERVHNERAEZ, FAMEBNEAER  FTEELFEIHN
BERAR  YRVHAERRNERER, EURFNEIREFIHAAER. WERA , F2H
THLER 1M 2REBRFEREAA (FTEESR) .

BEEMASIDMER , FEE PNSR 1 N 2REBRFEREZHA (FIRESR) .

« #H# sources , BEBRRANREREELEFN BN KRR, MREBRIR , AIFFEE—SHH
B, MREHEREF , TSR FTNERAZEF. Ti , Security Lake ERBHTEHY IR E
L AM Lake Formation BRIk, FIRELABRVEMLAAERRNERER , TREARRE
B WFERA , F2HE PSR 2ZEBIRFERRILA (FTEESR ),
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Security Lake &

BT LAE 3 Security Lake M FE AWS Lake Formation ERIEMERRFHNER, EthaJUE
Security Lake 12 &, API = FEIE=5FTBE AWS CLl, E=FFTRHE L TUREBIEENREE
& Lake Formation & ¥l

Lake Formation ERHEEE N ESHBEREMERRNSELECTHE IR FEHERN IAM 55,
FTRE A ETE Security Lake R , FeeEHER ., NENMMET EEEHFEUENITRE A MM
B , 5528 B8 Security Lake ;5T ENEHFZEUE,

ERREREEAER

Amazon S3 £ BHIFREEXEERNRENKE , EMPEEUEHNRKE, NRIETE Security
Lake FERETRERE , AMAEEAT IS UREAERNEGRHRT  URRERENEERE
AERBHNERIER, WMFE Security Lake PERRENFMET , F2H LhBHEE,

THREFHPNEREG DS FEEEZMRMYE , FlW0 eventDay time_dt , ATREHREEK,
e

« AWS FFEARAS 1 (OCSF 1.0.0-rc.2) B9 Security Lake &3

« AWS HFARZ 2 (OCSF 1.1.0) B Security Lake &)

AWS FRIMRA 1 (OCSF 1.0.0-rc.2) BY Security Lake &

T —EFR 1% Security Lake ZEHERINIEE] , T E AWS —ERFIRA 1 FAETE AWS KRN E
HEH, SLEHSEMBUSE FHER AWS B, SLEHIEA us-east-1 ( EBIERL (MR
EER ) )o LA, EHIEMER LIMIT 25 28, RS UEME 25 Fi&k. BUUEBRLESE , SR
BENREFREETHE, MEEZEHH| , 5528 Amazon Security Lake OCSF & GitHub E #.

THEHIEFER WEBEEEG ZRHFeventDay , MBERENEH VAR ENREBHRERN. WEFH
B3 , 552 B Querying data with retention settings.

Bl |, REIB 60 RNEXCBH , ENEARISHERS , U LFEBHNER. ¥R 60X
MREH  FEEITFESTIFE

WHERE eventDay BETWEEN cast(date_format(current_date - INTERVAL '59' day, '%Y%m%d') AS
varchar)
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AND cast(date_format(current_date, '%Y%m%d') AS varchar)

WFaAFEH 59 X (MAR60X) , LUESR Amazon S3 1 Apache Iceberg 2 B {EMERI SR E

Ho

BERIFERR

B &E# Security Lake ERIE , X BB EERFTER Lake Formation BRI R AR,

I3

SELECT *
FROM

amazon_security_lake_glue_db_DB_Region.amazon_security_lake_table_DB Region_SECURITY_LAKE_TABL
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

AHRRERERNERESETHER :

« cloud_trail_mgmt_1_0 — AWS CloudTrail EXEEH4#

« lambda_execution_1_0 - Lambda B9 CloudTrail &4

« s3_data_1_0- S3 Y CloudTrail ERI=4#

« route53_1 0 - Amazon Route 53 f#fii2 &8 AsE

« sh_findings_1_0 — AWS Security Hub &%

« vpc_flow_1_0 — Amazon Virtual Private Cloud (Amazon VPC) ##z B &

&ifj] : sh_findings_1_0us-east-1 BiFHER KR PHIFTE Security Hub &

il

SELECT *
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25
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EREEE

& Security Lake BRI , X RTSERTEHERNNERNEREEHE. WEBFAMEA Security
Lake WERERIHTREFE , 528 Amazon Security Lake i &

&4 : HH 3R IP AWS CloudTrail B935S

THIEHIFHRIR IP 192.0.2.1 BFTAE CloudTrail SEE) , ELEERE 20230301 (2023 £ 3 A 1
H) ZBREHBIE us-east-1 MWERK cloud_trail_mgmt_1_0 HDB_Region,

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_]1
WHERE eventDay > '20230301' AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

72l B

EBRSEER , ZAURHESEEHFEHENERNE , MRS WELRERAE, Security Lake Eif
eventDay. regionf accountid Z2¥EH S El. eventDayZEIEMFEA #&3 YYYYMMDD,

ERMEMA eventDay D EIEMEHIE :

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc

WE B{BeventDayZIETHER :
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BE1FRENSEH

> cast(date_format(current_timestamp - INTERVAL 'l' year, '%Y%m%d%H') as
varchar)

BE1EARBENSEH

> cast(date_format(current_timestamp - INTERVAL 'l' month, 'S%Y%m%d%H')
as varchar)

BE 30 RKRBENSEH

> cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d%H') as
varchar)

BE 12 NERBENSEH

> cast(date_format(current_timestamp - INTERVAL '12' hour, '%Y%m%d%H')
as varchar)

B 5 TERARENSH

> cast(date_format(current_timestamp - INTERVAL '5' minute, '%Y%m%d%H')
as varchar)

7-14 RBIBENEH

BETWEEN cast(date_format(current_timestamp - INTERVAL '14' day, '%Y%m%d
%$H') as varchar) and cast(date_format(current_timestamp - INTERVAL '7'

day, '%Y%m%d%H') as varchar)

ERER MR BRBENEH

>= '20230301'

i - ERFRD 192.0.2.12023 F3 A1 HRZERKE IP ®WATE CloudTrail SEE)EE
cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
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LIMIT 25

g1 - E¥5K192.0.2.17iB % 30 KAKRE KR IP B9FTE CloudTrail SEENEE
cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

CloudTrail ERH €6l Security Lake &

AWS CloudTrail €&#t FHEREEZEM AP HE AWS R, STEETELEN CloudTrail &%, XA
TETIERNED :

LT R AWS FERRZS 1 CloudTrail 8K — e &84 -
BE 7 XA¥ AWS IR ETARRENES

SELECT
time,
api.service.name,
api.operation,
api.response.error,
api.response.message,
unmapped[ 'responseElements'],
cloud.region,
actor.user.uuid,
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND api.response.error in (
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'Client.UnauthorizedOperation’,
'Client.InvalidPermission.NotFound"',
'Client.OperationNotPermitted’,
'AccessDenied')

ORDER BY time desc

LIMIT 25

192.0.2.18% 7 XARBXKIR IP B9FFE CloudTrail SEE)EE

SELECT
api.request.uid,
time,
api.service.name,
api.operation,
cloud.region,
actor.user.uuid,
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '127.0.0.1.'
ORDER BY time desc
LIMIT 25

B 7 XRAFAE IAM SEBIAYEE

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND api.service.name = 'iam.amazonaws.com'
ORDER BY time desc
LIMIT 25

iBZ% 7 RWAIDACKCEVSQ6C2EXAMPLEfE A & A BRI 1T EEE

SELECT
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actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

BX 7 KRRKBMHK CloudTrail 588&5E

SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE status='failed' and eventDay BETWEEN cast(date_format(current_timestamp -
INTERVAL '7' day, '%Y%m%d%H') as varchar) and cast(date_format(current_timestamp -
INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

Route 53 2\ & H RV &I Security Lake &5

Amazon Route 53 i Z=#H A 2B M Amazon VPC RERFTHMAY DNS &=, ;TEETUEH
Route 53 STIERNEH A , L THETIERNENR

BT 2 AWS HRARAS 1 #Y Route 53 TR & B iH — L& HEH

BE 7 XRARE CloudTrail ¥ DNS &#5E

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
ORDER BY time DESC
LIMIT 25

s3.amazonaws.comi@x 7 RNEEFH DNS &EHFE

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE query.hostname LIKE 's3.amazonaws.com.' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

BE 7 RAKRENH DNS EFHFE

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE cardinality(answers) = @ and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25
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BE 7 RAENTA B DNS &858 192.0.2.1

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answer.rdata

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0

CROSS JOIN UNNEST(answers) as st(answer)

WHERE answer.rdata='192.0.2.1' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)

LIMIT 25

Security Lake 27 Security Hub & 2255 28 1Y £

Security Hub B&1R# AR S RENTERR , AWS Wi ERIBLEXEENREERRER
¥, Security Hub EE4AXZERENMBERE  WIEKWE=ZHFRFEHVBEEEE,

LR 2 —% Security Hub BIREBEMNE HIER :

MEDIUMEIBE 7 KA, BEMARBER WHBEBE

SELECT
time,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0_fi
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND severity_id >= 3
AND state_id =
ORDER BY time DESC
LIMIT 25

BE7 RRNERNWBBEBE
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SELECT
finding.uid,
MAX(time) AS time,
ARBITRARY(region) AS region,
ARBITRARY(accountid) AS accountid,
ARBITRARY(finding) AS finding,
ARBITRARY(vulnerabilities) AS vulnerabilities
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL '@' day, '%Y%m%d%H')
as varchar)
GROUP BY finding.uid
LIMIT 25

BE7 RANARFEALRESFE

SELECT
time,
finding.title,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE severity != 'Informational' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

ERZ Amazon S3 REFIFEMNAETHER (EEERH )

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(resources, element -> element.type = 'amzn-s3-demo-bucket')
LIMIT 25

® RIREFTD RH# (CVSS) BEAR 1 ( EEFERS ) WREBEEBE

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
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WHERE any_match(vulnerabilities, element -> element.cve.cvss.base_score > 1.0)
LIMIT 25

FEERREERE (CVE) WRAEHRKR CVE-0000-0000 ( EEFREIPRE )

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000"')
LIMIT 25

iBZ 7 KA Security Hub B BEEEMNE MR

SELECT
metadata.product.feature.name,
count(*)
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
GROUP BY metadata.product.feature.name
ORDER BY metadata.product.feature.name DESC
LIMIT 25

BE7 RNAEFRPHNEREEFTH

SELECT
count(*),
resource.type

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
CROSS JOIN UNNEST(resources) as st(resource)

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

GROUP BY resource.type

LIMIT 25

REBE7 XRARAETHERNEZREENS

SELECT
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vulnerability
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0,
UNNEST(vulnerabilities) as t(vulnerability)
WHERE vulnerabilities is not null
LIMIT 25

HEBE7 RANSENBEESFE

SELECT

finding.uid,

finding.created_time,

finding.first_seen_time,

finding.last_seen_time,

finding.modified_time,

finding.title,

state

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

Amazon VPC 7i#z2 H 55KV Ei 5l Security Lake &5
Amazon Virtual Private Cloud (Amazon VPC) #24tFiR VPC FEENEZ IP RENFHEEAR.
LAR 2 AWS HRRRAS 1 B Amazon VPC FiiE B 6 — L& HI &= -

BE7 XRRKBE AWS EiF FHRE

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND region in ('us-east-1', 'us-east-2', 'us-west-2')
LIMIT 25

BE7XARRIP192.0.2. 1K RERIBFEZE
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SELECT *
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND src_endpoint.ip = '192.0.2.1'
AND src_endpoint.port = 22
LIMIT 25

BE 7 XRATRE B/ IP thutAYEHE

SELECT
COUNT(DISTINCT dst_endpoint.ip)
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

BE 7 XRAREB 198.51.100.0/24 iR &

SELECT *

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND split_part(src_endpoint.ip,'.', 1)='198'AND split_part(src_endpoint.ip,'.",
2)="51"

LIMIT 25

BE 7 RAWAE HTTPS iE

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

44318 % 7 R B Y RERER 2 ERNVE S BT

SELECT
traffic.packets,
dst_endpoint.ip
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

192.0.2.25B%X 7 XKW IP192.0.2.18 v RN FAERE

SELECT
start_time,
end_time,
src_endpoint.interface_uid,
connection_info.direction,
src_endpoint.ip,
dst_endpoint.ip,
src_endpoint.port,
dst_endpoint.port,
traffic.packets,
traffic.bytes
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND(
src_endpoint.ip = '192.0.2.1'
AND dst_endpoint.ip = '192.0.2.2"')
OR (
src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip = '192.0.2.1")
ORDER BY start_time ASC
LIMIT 25

BE7 RANABEEARE

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'ingress'
LIMIT 25

BE7 RANMAEEHRE

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, 'S%Y%m%d
%H') as varchar)

AND connection_info.direction = 'egress'
LIMIT 25

BE 7 RAFBEHIEENRE

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND type_uid = 400105

LIMIT 25

AWS JREMR A 2 (OCSF 1.1.0) B9 Security Lake &7

T ETIR 1 Security Lake EHERIAIES] , B E AWS —ERFIRA 2 FEZE AWS RRHEH
g, ELEHEEMIUSTE PHER AWS BiF, ELEHHIFER us-east-1 ( ZEREP (HFED
Jb88 ) )o UMb, EBHIEHMEA LINIT 25 B8, S UERE 25 Fiisk. BAUERLESE , SRE
BN RFREETRARE, MEFZHH |, 552E Amazon Security Lake OCSF &3 GitHub B .

& T LAE ) Security Lake Z £ AWS Lake Formation ERIEMERRFNER ., FBhaflE
Security Lake 12 &, API = FEIE=5FTBE AWS CLl, E=AFTHE L TUREBIEENRFEE
& Lake Formation & ¥l

Lake Formation ERHEE SN ESHBEREMERRNSELECTH IR TFTEHERN IAM B4,
ST E LA ZATE Security Lake I , FREEHAER ., MENAE EEEHEFEERNFT BB
B, 5528 B8 Security Lake ;5T ENEHZEUE,

Ty ERTEFER WEBEGRKFFeventDay , MERENERANVARENREBREAR, MEFMA
B , 8528 Querying data with retention settings.

fign , MREB 60 RWERCIBH , ENERERISRFBERS , U LEFEBHNER. HR 60 X
MREH  FEEITFESTIFE

WHERE time_dt > DATE_ADD('day', -59, CURRENT_TIMESTAMP)

WFaEH 59 X (AR 60 X) K% Amazon S3 H Apache Iceberg 2 BEH{EME R R EEE

Bo

HERIRERR

EIREF# Security Lake BRI , KBTS ERFIEMN Lake Formation BRI R AT,

SELECT *
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FROM
"amazon_security_lake_glue_db_DB_Region"."amazon_security_lake_table_DB_Region_SECURITY_LAKE_T

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

LIMIT 25

HRRENERNERESETHIER

« cloud_trail_mgmt_2_0 — AWS CloudTrail B2 E4

« lambda_execution_2_0 - Lambda B9 CloudTrail &4

« s3_data_2_0-S3 # CloudTrail E¥IE#

« route53_2_0 - Amazon Route 53 SfriE X &E#H B

« sh_findings_2_0 — AWS Security Hub &%

« vpc_flow_2_0 - Amazon Virtual Private Cloud (Amazon VPC) #fz B &

« eks_audit_2_0 - Amazon Elastic Kubernetes Service (Amazon EKS) ¥&# B &
- waf_2_0 - AWS WAF v2 B##

&5l : sh_findings_2_0us-east-1 EiFERKRPHIFTHE Security Hub FIREBEE

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

BERERES

& Security Lake BRI , BLATEERTEHNERNNENERF BB, MEBFAMEA Security
Lake WE R ERFTEEE , 2/ Amazon Security Lake Ui 2o

1451 : IR IP 5 Amazon Virtual Private Cloud E &)

THIEFHHERR IP 192.0.2.1 BIFFHE Amazon VPC 5EE |, ELEEBRTE 20230301 (2023 F 3
B1B8) 2&RE%E us-west-2 WEHRIFEK vpc_flow_2_0 HDB_Region,

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
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AND src_endpoint.ip = '192.0.2.1'
ORDER BY time_dt desc
LIMIT 25

7 ElE B

BAEER  BULRESEEARENERE  ®MAESHEELEERA, B Security Lake
1.0 *EJ:I: Security Lake 2.0 7 El[EEEA X ERE, Securlty Lake BAEZEIB time_dt,
regionfl B Blaccountid, Fi , Security Lake 1.0 & eventDay. region#l accountid

g;ﬁﬁ«ﬁ/\EUo
Efitime_dtEBEBMR S3EL AP EIE |, I H ALK Athena FHEM R R —BRETEM.
ERMEA PEIEE time_dt 2023 F£ 3 A 1 Bz REHBFNEHIES !

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

MEREtime_dtBFETHIEE :
BE 1 FRENSEH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '1' YEAR
Bx1EARRENSH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '1' MONTH
BX 30 RRBEEMNEH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '3@' DAY
BX 12 MNERABENSH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '12' HOUR
BE 5 TEARENEH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '5' MINUTE
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7-14 RBIBENEH

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '14' DAY AND
CURRENT_TIMESTAMP - INTERVAL '7' DAY

ERERMRBRBENSEH

WHERE time_dt >= TIMESTAMP '2023-03-01'

il - ERERD 192.0.2.12023 F3 A 1 HRZERKIE IP ®WATE CloudTrail SEE)EE
cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

gl ERFK192.0.2.17iB % 30 KRB RKIR IP BWFTE CloudTrail SEE)EE
cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

&3 Security Lake #1815 B

A ERITIRER Security Lake 2.0 RIBHAVHTIHEE, TEEYHRE—BREEE , HF2EFHHHS
NERKINEEET. ERTHANRETRCAEREENERITEERZ2RR,

EBEATHERAEETHNRERLR , EUUSERERIIAKFEEHEZEE. BR UIDs, IPs, R
Hfth 10C |REGA

EEFERATEAIMES|RZEH VPC Flow Ml Route53 Bk AW EflE:  Ehas IPE
'172.01.02.03'
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WITH a AS
(SELECT
time_dt,
observable.name,
observable.value
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0",
UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip'),
b as
(SELECT
time_dt,
observable.name,
observable.value
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",
UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip')
SELECT * FROM a
LEFT JOIN b ON a.value=b.value and a.name=b.name
LIMIT 25

CloudTrail ERIHV €6 Security Lake &5

AWS CloudTrail €iB#t FHERETEFN API AE AWS R, FTEETLLZE# CloudTrail ¥ , XL
TETIERNER

LT & AWS FRRZES 2 CloudTrail EXIH — L& &4

B 7 RAYE AWS BRI ETRERENER

SELECT
time_dt,
api.service.name,
api.operation,
api.response.error,
api.response.message,
api.response.data,
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cloud.region,

actor.user.uid,

src_endpoint.ip,

http_request.user_agent
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND api.response.error in (

'Client.UnauthorizedOperation’,

'Client.InvalidPermission.NotFound"',

'Client.OperationNotPermitted’,

'AccessDenied')
ORDER BY time desc
LIMIT 25

192.0.2.18% 7 XARB KR IP B9FFE CloudTrail SEE)EE

SELECT

api.request.uid,

time_dt,

api.service.name,

api.operation,

cloud.region,

actor.user.uid,

src_endpoint.ip,

http_request.user_agent
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '192.0.2.1."'
ORDER BY time desc
LIMIT 25

BE 7 XRAFE IAM SEBHEE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND api.service.name = 'iam.amazonaws.com'

ORDER BY time desc

LIMIT 25
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iBZ% 7 RWAIDACKCEVSQ6C2EXAMPLEfE A & A BRI 1T EEE

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

BX 7 RARKKH CloudTrail 5285 E

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE status='failed' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND
CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

Route 53 R EH BENEHIER

Amazon Route 53 f@fri2 &8 A5 2B 4 Amazon VPC RERATMA DNS &5, STREETUEH
Route 53 SN EH A , L THETIEHNEN :

LT AWS FRIMRZA 2 B Route 53 reesolver &5 B 55 H) — L& Bl &

BE 7 XRARE CloudTrail ¥ DNS &5 E

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
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query.hostname,
rcode
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

s3.amazonaws.comiB% 7 X AHERFRY DNS &35

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE query.hostname LIKE 's3.amazonaws.com.' and time_dt BETWEEN CURRENT_TIMESTAMP -
INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

BE 7 RAKRBTH DNS EHEE

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE cardinality(answers) = @ and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
LIMIT 25

BE 7 RAENE B DNS &858 192.0.2.1
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SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode,

answer.rdata
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",

UNNEST(answers) as st(answer)
WHERE answer.rdata='192.0.2.1"'
AND time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Security Lake 2 Security Hub & 2255 28 1Y £l

Security Hub B&12 1 FZ S REMNTEMRR , AWS ¥ ERIBLEXEENREERRER
¥, Security Hub EELZLRENRBBEBFE , WIEKE=FRENBEBEE,

LA 2 AWS HRIRA 2 9 Security Hub BIREBER —LLEHIEH
MEDIUMEB X 7 XN, REMAKRHFRN AHEEZBE

SELECT
time_dt,
finding_info,
severity_id,
status
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND severity_id >= 3
AND status = 'New'
ORDER BY time DESC
LIMIT 25

BE7 RINEEBBEBE

SELECT
finding_info.uid,
MAX(time_dt) AS time,
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ARBITRARY(region) AS region,
ARBITRARY(accountid) AS accountid,
ARBITRARY(finding_info) AS finding,
ARBITRARY(vulnerabilities) AS vulnerabilities
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY finding_info.uid
LIMIT 25

B 7 RNFTE RN BB E

SELECT
time_dt,
finding_info.title,
finding_info,

severity
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE severity != 'Informational' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7'
DAY AND CURRENT_TIMESTAMP
LIMIT 25

EJRRZ Amazon S3 EFIFENAERER ( BERERE )

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(resources, element -> element.type = 'amzn-s3-demo-bucket')
LIMIT 25

® RIREFTD RH# (CVSS) ZEAR 1 ( EFERS ) WREBEEBE

SELECT
DISTINCT finding_info.uid
time_dt,
metadata,
finding_info,
vulnerabilities,
resource
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
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UNNEST(vulnerabilities) AS t(vulnerability),
UNNEST(vulnerability.cve.cvss) AS t(cvs)
WHERE cvs.base_score > 1.0

AND vulnerabilities is NOT NULL

LIMIT 25

&% BRAEREE (CVE) WHERE CVE-0000-0000 ( ErSRIFRE] )

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

B 7 XRARE Security Hub EixEEFENEMFTE

SELECT
metadata.product.name,
count(*)
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY metadata.product.name
ORDER BY metadata.product.name DESC
LIMIT 25

BE7 RARERRTNEREETR

SELECT
count(*) AS "Total",
resource.type
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY resource.type
ORDER BY count(*) DESC
LIMIT 25

REBE7 XA

HERRNEZRBEHF

SELECT
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vulnerabilities
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND vulnerabilities is NOT NULL
LIMIT 25

HBE7 RASENREFE

SELECT

status,

finding_info.title,

finding_info.created_time_dt,

finding_info,

finding_info.uid,

finding_info.first_seen_time_dt,

finding_info.last_seen_time_dt,

finding_info.modified_time_dt
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Amazon VPC ¥iiz H iR 5] Security Lake &3
Amazon Virtual Private Cloud (Amazon VPC) 2R VPC F#E T HE IP REFHER.
LAR 2 AWS HRERRAS 2 B Amazon VPC RiE B s — L& HIER -

BE7 RRKEE AWS EfF FHRE

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND region in ('us-east-1', 'us-east-2',6 'us-west-2')
LIMIT 25

22iBXE 7 KRR IP192.0.2. 1M KR EEENEEFE

SELECT *
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FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND src_endpoint.ip = '192.0.2.1'

AND src_endpoint.port = 22

LIMIT 25

B 7 RATEE Y IP it FTE

SELECT
COUNT(DISTINCT dst_endpoint.ip) AS "Total"
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

BE7 XAIRE 198.51.100.0/24 B E

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND split_part(src_endpoint.ip,'."', 1)='198'AND split_part(src_endpoint.ip,'."', 2)='51"

LIMIT 25

B 7 RAWAE HTTPS &

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25
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44318 % 7 KA B B RERER 2 ERNVE S5 BBEF

SELECT
traffic.packets,
dst_endpoint.ip
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

192.0.2.2iB8%X 7 XA 1P 192.0.2.18E 2 EHNMARE

SELECT
start_time_dt,
end_time_dt,
src_endpoint.interface_uid,
connection_info.direction,
src_endpoint.ip,
dst_endpoint.ip,
src_endpoint.port,
dst_endpoint.port,
traffic.packets,
traffic.bytes
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND(
src_endpoint.ip '192.0.2.1"
AND dst_endpoint.ip = '192.0.2.2"')
OR (
src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip = '192.0.2.1"')
ORDER BY start_time_dt ASC
LIMIT 25

BE7 XRANFMBEEBARE

SELECT *
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FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Inbound'

LIMIT 25

BE7 RANMAEBHRE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'QOutbound'

LIMIT 25

BE 7 RAFMBHIERNRE

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_ lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND action = 'Denied'
LIMIT 25

Amazon EKS #&# B &RV E865 Security Lake &5

Amazon EKS B2 BHHEHPEES , ASREZMZH B EER Amazon EKS 24| P HEHIEHBIRS
F i CloudWatch Logs, EL AF A ELRRATEELRRFENRT S, FTREETLUER EKS H
B ,UTETYERNER

LT 2 AWS FRRRZS 2 B9 Amazon EKS e A — L&l &=

BE 7 RREHEE URL FES

SELECT
time_dt,
actor.user.name,
http_request.url.path,
activity_name
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"
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WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND activity_name = 'get'

and http_request.url.path = '/apis/coordination.k8s.io/v1l/'

LIMIT 25

EFBE 7 KRAXKA '10.0.97.167' BVFES

SELECT

activity_name,

time_dt,

api.request,

http_request.url.path,

src_endpoint.ip,

resources
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '10.0.97.167'
AND activity_name = 'Update'
LIMIT 25

iBZ 7 KAELER 'kube-controller-manager' #8 BBE#HY 55 SR 71 = &

SELECT

activity_name,

time_dt,

api.request,

api.response,

resource.name
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0",

UNNEST(resources) AS t(resource)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND resource.name = 'kube-controller-manager'
LIMIT 25

AWS WAF v2 H&5RVE8/ Security Lake &3

AWS WAF 22— Web BRI AME  THARERSRERAEELTEAESHN Web 3EK , UK
BHEHRBENEFE.

AR 2 AWS RIRSE 2 Bk AWS WAF v2 B —LEHEH
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HBE7 RA, SRERBBFERF IP HIFER

SELECT

time_dt,

activity_name,

src_endpoint.ip,

http_request.url.path,

http_request.url.hostname,

http_request.http_method,

http_request.http_headers
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '100.123.123.123"'
AND activity_name = 'Post'
LIMIT 25

BE7 RAFEHABERNWETFER MANAGED_RULE_GROUP

SELECT

time_dt,

activity_name,

src_endpoint.ip,

http_request.url.path,

http_request.url.hostname,

http_request.http_method,

firewall_rule.uid,

firewall_rule.type,

firewall_rule.condition,

firewall_rule.match_location,

firewall_rule.match_details,

firewall_rule.rate_limit
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND firewall_rule.type = 'MANAGED_RULE_GROUP'
LIMIT 25

BE 7 RAFEH AR H REGEX HFER

SELECT
time_dt,
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ERAEER

FROM
"am

activity_name,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,
firewall_rule.uid,
firewall_rule.type,
firewall_rule.condition,
firewall_rule.match_location,
firewall_rule.match_details,
firewall _rule.rate_limit

azon_security_lake_glue_db_us_east_1"

."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND
LIMI

firewall_rule.condition = 'REGEX'
T 25

IEENEBIAE 7 KA AWS WAF HEIZ AWS ZABRMES

SELE

FROM

CcT

time_dt,

activity_name,

action,

src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,
firewall_rule.uid,
firewall_rule.type

"amazon_security_lake_glue_db_us_east_1"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND http_request.url.path = '/.aws/credentials'

AND
LIMI

action = 'Denied'
T 25

."amazon_security_lake_table_us_east_1_waf_2_0"

1§ AWS BEABRGER , BB X 7 RAKEBEI SR/ E DA

SELE

CT count(*) as Total,

src_endpoint.location.country AS Country,

activity_name,
action,
src_endpoint.ip,

v AWS WAF 2 B ZEH
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http_request.url.path,
http_request.url.hostname,
http_request.http_method
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
AND activity_name = 'Get'
AND http_request.url.path = '/.aws/credentials'
GROUP BY src_endpoint.location.country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method
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Security Lake RV 4 apiBHA B IE

& LLART Security Lake , #ERFREERIFHNER AWS BE RE., 4B HEE 58 &8
TRNERER,

REEE
EEEDER , EHUEERRNH RN , BTUER Seourity Lake )% il B3 E REERH

MRE., BLRERETRBEIEEMRIFH Amazon S3 #FEEHE , LKk Amazon S3 Y EEHIRE
TRNFREFRARABH N , REEXMEFRARPHHE.

/A Warning

FRIIEZIZIEIB Security Lake 3 A, API 5 CLI BEBRERE, ERRAAEEE Amazon
S3 RFEH &L Amazon S3 £ fBHARE RS MBRPEE R | WHHIEEEFIER,

Security Lake PFREFRENEEEZEESH
£ Security Lake P EBRERMRE R , FRETIZESE .

- Security Lake T #& Amazon S3 ¥ #HE. B ERARFITEE  ERSEH SIS YHHE, #

AEERREERXEA S3 UG EHESPEREELAFERRINEER M.
#% Amazon S3 f#1F#H A% S3 Standard, MREREEREREFKE , Security Lake BEA Amazon

S3 £ inBHEREMTERRERE , /1 S EXREFHAERBRAEER,

- 7£ Security Lake # , BALUERHEMRIEERERTE. HlW , BALNERTE HEREFRE S3 WH
AWS B , MEEBAERH 30 REEIAS S3 Standard-1A 7R,

- HARERERSEAETHE S3REFITBHINER , BEREBKREHER Apache Iceberg FH#EE
o

B Security Lake BFER E R B E

E& A Security Lake B , FFEEELETRRRE—RZBAEFNRERE,

Console

1. BARX Security Lake 2R A& , #8ikA https : //https://console.aws.amazon.com/securitylake/o
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2.

EREISR 2 EBMATHERENBEER  FREZNFEFEERN THMEESR, RRRE
IEEEM Amazon S3 S3 EFRAR. ( RILWFERFMEEFELERIS S3 Standard. ) FIFEE
ZREFERIRNRENE (UXKEN ) . FEEXRHZRSYHFERAS —BRTFRES

R, GFEEFHESR K ARBARBRERSEZNREHNRE.

FEREELFE S YHMREY  FERNEER, AR HREERIR , BEBH.
SHERFHE  WARYYHR  CECEREAREERSYHFRE Amazon S3 HHER

B, EHHBERE , WHEBH , Amazon S3 25 HEMER.
4. ZTRE , FEET %,

THEERERZLELENMASRBBE PR Security Lake WA B,

API

EEEMA Security Lake RFARERERFT A RNBRERERE , FBEA Security Lake API
CreateDatalakefVIR1E, MREBEHAMNRE AWS CLI , 5EHT create-data-lake@i
fflifecycleConfigurationZ28HEELBENRERE , WTAAR :

- #¥ transitions , IEELREEISE Amazon S3 FEEFHER (days) F1EM S3 WIHFHEXE
(storageClass). Amazon S3

- #t¥f expiration, EEEMYHR , FRETARFEE , £ Amazon S3 RREFWHNEX
2, BEHHBERE , WH=EH , Amazon S3 24§ EH MR

Security Lake AR EEAZEETE configurations YW region MUFEENWESE,

flan | FHHSEE us-east-1 EIFH A Security Lake, EWEEF , WHSTE 365 XEZiB
H , MY 27E 60 REBEHRA ONEZONE_IA S3 EEEAl, L& HIEEH¥ Linux. macOS = Unix

L, WEARFR () TEEFTRHEE TR,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":

[{"days":60,"storageClass" :"ONEZONE_IA"}13}3}1" \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"

BUA Security Lake BERERZRTE
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EHRERE

B Security Lake #& , K RELIEREH A ZEEFHNRERE,
Console

1. BABK Security Lake £ A& , #81L A https : //https://console.aws.amazon.com/securitylake/o
2. EEEERT , EEEE

3. EBEHEHE A AREBEERE.
4

EERATENEST  RACEENRE. HERTRAE  EBEEHR Anazon S3 3
RERAR, (RIILNARMEELS S3 Standard, ) SHHRBHMY , BACBERHTE
Rl RN R, BTUEESEER,

FEEELRE SSUHBHNER K FEEFREFREOIRNBHEE, AR, SrHFEEHE ,
HEMNH R , EREAREER , WAKERE Amazon S3 FREFVHHREEGT. it
AR RE , MHEIB8 , Amazon S3 i HMIER.

5. & 6 FEERE.

API

EEURRFRFT AR EMREERE , 55FE A Security Lake AP UpdateDatalLakefy#
£, MREFEHAPR AWS CLI, E#IT update-data-lake®i H. ELRHFERSD , £/
lifecycleConfiguration SEUIRIEEMRE :

- FESFHEMNTE , B transitions Z2ERIEELRER S3 YHFHIESE Amazon S3
EEHER (days) P ESEMNRHE , AX () AEfIstorageClass,

- TESTFERAREY B expiration ZBISERIYHR , REFRETMREERNRE
M S3IMHMNEXRE, EREHERE , WHSBHE , Amazon S3 €& EH MR,

Security Lake AR EERAZELTE configurations Y region MU FEENWESE,

Security Lake APl UpdateDatalLakef#EER A "upserty B1E , EIEENEB S H A FER
HITHRA , RECEEBHITER. Security Lake FH AWS MBRFRARLZ S ERFRER,

encryptionConfiguration ##B#iEH KMS WEHF P I ENEHEK SIS K SREXE
B KMS €18 , BlEESREEXERESPNER,

EMRER

5
il
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Amazon Security Lake

EREER
N |, %) AWS CLI 8 & FE# us-east-1EBNERBHRENFBEFERSEE, EHESD ,
Y€ 1E 500 XZBH , MY E7E 30 REZE# A ONEZONE_IA S3 7, L& 2 eHE
Linux, macOS = Unix #&={t , WEARFHR () TEEFZ TRIETEM,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":500},"transitions":

[{"days":30,"storageClass":"ONEZONE_IA"}13}3}1"' \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/defaul t"

A=

REEHESH NS EEMEINER, EAHYPEETERENSHRER,

MERERBEFNRA , FSH 7 Security Lake FEREREEE,
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Security Lake FRIFAM MR R E B HIAZRE (OCSF)

T EE= OCSF ?

Open Cybersecurity #1544 (OCSF) RHMBLZLEEN AWS BESERBHATRES HHNFERK
FRREITIE, OCSF AERLRLSHRUEELZBIER, ERRTEHFRGURERBRERES X
BERLHAFLEEENEEENEREEBRERF. OCSF WABRBIBFEER GitHub,

Security Lake @ HE) AWS R SR BFREXZEN AFNEHERA OCSF FBHEIR, Bi#fA OCSF
# , Security Lake €& 127 Amazon Simple Storage Service (Amazon S3) fFZiTE G ( @
AT — B AWS [EiF) AWS tRF, #£BFTRIRE A Security Lake §9 HiEFEH 4 EEE OCSF #&
B Apache Parquet #63%, FTRIE AT LA B M EB MR A — % Parquet 528% , SRER OCSF #&
BIEREHER  UEEREELGEPETENEA,

OCSF EH#% 5!

REIEE Security Lake FH BREMEBEHAFSE OCSF HERMIFES B, DNS JEE), SSH EE
MB 55T R OCSF HEMHERIMEH, B IEERERREFNEHER.

OCSF AR5 7!

OCSF 1 i & & M i 3R i3 By & ¥ B — 4B 45 7€ A st SR RIR. B R Security Lake AWS fR# F1 /R
A X EMA IRV AEBRALE,

The OCSF source identification for AWS log sources (Version 1) are listed
in the following table.

KR metadata. metadata. metadata. class_name metadata.
product.name product.v product.f version
endor_name eature.name

CloudTrail CloudTrai AWS Data API 1.0.0-rc.
Lambda E8 1 Activity 2
EH
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https://github.com/ocsf/ocsf-schema
https://schema.ocsf.io/classes?extensions=

Amazon Security Lake

ERAEER

HR

CloudTrail &

HEH

CloudTrail S3
EREH

Route 53

ZEHHE

VPC & H

=T

metadata.
product.name

CloudTrai
1

CloudTrai
1

Route 53

Security
Hub

Amazon VPC

metadata.
product.v
endor_name

AWS

AWS

AWS

AWS

AWS

metadata.
product.f
eature.name

Managemen
t

Data

Resolver
Query Logs

SE)
Security Hub
ProductNa
me {8

Flowlogs

class_name

API

Activity. Au

ation ={
Account
Change

API
Activity

DNS
Activity

Security
Finding

Network
Activity

metadata.
version

1.0.0-rc.

|_\

.0.0-1xcC.

'_\

.0.0-1cC.

'_\

.0.0-xcC.

=

.0.0-1xcC.

The OCSF source identification for AWS log sources (Version 2) are listed
in the following table.

IR metadata. metadata. metadata. class_name metadata.
product.name product.v product.f version
endor_name eature.name
CloudTrail CloudTrai AWS Data API 1.1.0
Lambda &# 1 Activity
=H
CloudTrail  CloudTrai AWS Managemen API 1.1.0

HEH 1 t Activity. Au
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ERAEER

HR

CloudTrail S3
EREH

Route 53

ZEPHE

VPC & H

=Y

EKS &% H

[=7/\A

AWS WAF v2
H&

metadata. metadata.

product.name product.v
endor_name

CloudTrai AWS

1

Route 53 AWS

e AWS Z & AWS &

+HREER +HREER

%3\ (ASFF) %3 (ASFF)

ProductNa CompanyNa

me {8 me {8

Amazon VPC AWS

Amazon EKS AWS

AWS WAF AWS

metadata.
product.f
eature.name

Data

Resolver
Query Logs

£ ASFF tt

¥ifeatureNa

me {8
ProductFi
elds

Flowlogs

Elastic
Kubernete
s Service

class_name

ation ={
Account
Change

API
Activity

DNS
Activity

Vulnerabi
lity
Finding,
Complianc
e
Finding,
or
Detection
Finding

Network
Activity

API
Activity

HTTP
Activity

metadata.

version

1.

1.

1.

1.

1.

1.

1.0

1.0

1.0

1.0

1.0

1.0
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B2 Security Lake & &

Amazon Security Lake E2E fh AWS [R#E ME=ZFERBES. BETWIUSERMEARREEE
Security Lake , SR LARTB & & 2 Security Lake FHIE R, T 5 ERERFAWL AWS R ME=7
E mEE Security Lake B4,

FE
- AWS BR# B2 Security Lake &
« B Security Lake WE=HES

AWS fR#% B2 Security Lake &
Amazon Security Lake BEEE fth B S AWS fRiE. BREAILUMARRES. FTREESIWME,
REBSEE TN

- ¥ERHMEEZE Security Lake
- BRHKESecurity Lake PN AR Z L EBHIAEE (OCSF)EBHER
« ERLL Apache Parquet 1§ 30i%E

IR ERSTLUER T3 Ed — &S K FE Security Lake B}

- EiB HTTPS w1 Security Lake EHURIRE #
« 3&Ei Amazon Simple Queue Service (Amazon SQS) # Security Lake FEHURE £
- BBEA EEREHRKFER AWS Lake Formation

T &RIEH Security Lake XEH AWS RS BEEFE,

AWS BR# Begn £ BUN BEWEERR
Amazon Bedrock Subscriber EE A XENERE,  Amazon Bedrock S
A4 #7 Security Lake
&5,
Amazon Detective Subscriber EiBEF# Security Amazon Detective

Lake R4, SAEM &
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ERAEER

AWS BR#%

Amazon OpenSearch

Service

Amazon OpenSearch

Service FELE &

Amazon OpenSearch

Service & ETL

QuickSight

Amazon SageMaker
Al

AWS AppFabric

AWS Security Hub

Subscriber

AIRE. RIR

AEE (E#)

Subscriber

Subscriber

HIR

HIR

DU
RRF B Z 2 RER
RYAEEFHHRAE
R&H.

£ OpenSearch
Service #EEL , #%
Security Lake ¥ E
£Z2FR,

KB, EEN
EHERSERE
OpenSearch Service
F Security Lake,

FEHEETL &8
Security Lake FHI&E
o

£ QuickSight 13
B, RRNMFEZ
Security Lake Y H
o

BEE A ZENER ,
B4 #7 Security Lake
&8

AN AR (SaaS)
FEARE A FREE
WIRAE{L & Security
Lake BRI,

LA Security Lake E %
BAEFNERRE
Security Hub I Z £
HERR.

BEENEELR

Amazon OpenSearch
Service S

Amazon OpenSearch

Service Ingestion B8

B

Amazon OpenSearc
h Service & ETL BE#
EHES

QuickSight &

Amazon SageMaker
Al ES

AWS AppFabric &

AWS Security Hub %

A
=

AWS R &
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Ed Amazon Bedrock &

Amazon Bedrock R —H£ZERY , TELEBH— API FARBEE Al FAI A RN S REERE
B (FMs) 1 Amazon, ¥&Bf Amazon Bedrock HY & {d fR2FE85R , BRI MREAM , FHEECHNER
ATETERER WA AWS TERRZHEBESNBBIECHNERERNS K MESEETMNER
XM

A 3 Al

& T LAE A SageMaker Al Studio ' Amazon Bedrock BYAE R Al ZHEEF B RES W AR DT
Security Lake FHIER , ¥ E R EEBHERRLIZESZSME, BULUEBEBEIEENER R
R, BEEMWUA SQL &5 , URBRBILAETTINER , KD HITAEMENEE., UFKFHEHEA ,

B2 B A Amazon SageMaker Al Studio #1 Amazon Bedrock & Amazon Security Lake 4 Al X
BEHER,

B3 Amazon Detective &
BAER . FTRE

Amazon Detective BHBIEDH, AEALRERANLZLFAELGRI T ETHNWRARE, Detective &
BEIEEN AWS BERE BFER, Detective EESFEAMEEEYT, RITIWHERKELRENL

ANA , HBEE R EITERERNLZETAE, Detective BIEFAXBBNEREE, BEMNRE , TiH

B RES A BB EREBENRENEE,

ER# S Security Lake M Detective & , 7] LL{E Detective &7 Security Lake M RIE AFE
B, MEFHMES , F2BE Amazon Security Lake &,

B2 Amazon OpenSearch Service &
BEoER . FTRAE

Amazon OpenSearch Service 2 —EZERE , AIEAE PRRIE. BRIEMERE OpenSearch
Service #5% AWS &%, #H OpenSearch Service Ingestion #%% EHEEVE OpenSearch Service #
£, BuUEREMITERE , METKEBEBNRZLHAE, EUUREEELZEEH , HBHEREE
BERRERNRR,

OpenSearch Service & &R R

# OpenSearch Service B2 Security Lake & 2% , A LAFRE Security Lake , &8 Al IR 25
OpenSearch Service Ingestion , #&FERIFH Z £ EREEZE OpenSearch Service, MFE MR
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7E OpenSearch Service HEUARE T2 ERNFMEN , FSEFEH Amazon OpenSearch Service
Ingestion £ Amazon Security Lake EREE R LR R

OpenSearch Service Ingestion B E R E A OpenSearch Service 8%, EEFAELERENE
RIFRBILER  FEEZERIR , ARBETA—EERENERR.

E& Amazon OpenSearch Service Ingestion BEBE S
BEoEA . FTEE. XR

Amazon OpenSearch Service Ingestion @£ 2 &, BAMRI[ERAWESE , A AR, BEENEHRER
887 = OpenSearch Service  Security Lake,

£ F OpenSearch Ingestion EE#S & FHEIXZE Security Lake

&R LA R OpenSearch Ingestion 8 Amazon Simple Storage Service (Amazon S3) #E U85
ABER | BERREMAZENREEEZRE Security Lake, Security Lake & B EI#ERKE AWS IR
1B, ASEPBIRIEMN SaaS HHEBNZLERETIERERNAP, MEFHENR , F2HEAR
OpenSearch #EEVE BB Amazon Security Lake 5 3ZUKEs.

5/ OpenSearch HEUE EAS & B¢ Security Lake &% ZE OpenSearch

3

B LAE A Amazon S3 RIRAEBER |, ASEREEEZE OpenSearch FENEE, WMFEFHEA ,
2B A OpenSearch FEERE BB Amazon Security Lake #A KR

E2 Amazon OpenSearch Service & ETL BE#E#E#HES
BEEEA  FTHEE (£H)

&R LA R OpenSearch Service BEiZ&E# R 2 #7 Amazon Security Lake R E R, OpenSearch
Service 2= ETL #4& , LAFEH OpenSearch SQL = OpenSearch Piped Processing Language
(PPL) E#2E Security Lake FHER A MASEAREMNEEHES M T E2BIRHNEER,
EEASEIAEEEHBBHRER , AJZEL A OpenSearch Service Dashboards IR 3= EEERK 2
WERBENNUE, ERERENFREEHERYRIFEABRIREDERR , BUUBRIEAERN
FoIMIR , WASHHEEZ| OpenSearch Service &35|, MEEEEHNFEMET , 528 (Amazon
OpenSearch Service B ABEM) PHNEAEEEH.

OpenSearch Service £ OpenSearch Serverless £ & B & # Security Lake FHE R |, X HEERE
MREIMR. EEEEM , EUUBRIERRIR , BEEEHTE Security Lake EFR E# A OpenSearch
T ETL Thee, BUERKER , BUNEEES, # Security Lake FESIE R M2 #F KR Security
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Amazon S3 FEIBEX., EXEEREBRNEES , REEEETUFERACHREHEISEER
WEFEER. HRMNBEENER , RS EREEN TR U UHZERATHEEUAREMEFLE
THTHEE, EXAEEREBERGYIEELE, ZEATLISTERSE, £HE. A, BEFIEH
& , = AWS BR#E,

ERBEKRZUAZBRBEFHRNRBE, SEIEEREBRFEAREA IAM 8 AWS SEBXK,
FHUZHEE (ACL)

FEUEFEE (ACL) ATEFIMLEXRE (RFKE, FRAENAG) HEFIEERRNFFA. ACL EER
EREBEK , BEMAER JSON BERMXHER.

s
¢

Amazon S3 AWS WAF#] Amazon VPC 2% # ACLsHBRIEE 4, mEE—F 7 # ACL , 5]

Amazon Simple Storage Service B A EI5EHHFEUEHEE (ACL) #1E,

HtBREH
AWS X RHMBAERNBREE, EERRBETRERE RBRREER FENSKAFFT,.

- FARR-FUEER—BEHERINE K THERESIEBEERT IAM ER (AM EREHAR)
WERAFAT, BUUABREETTRE. AMELENTITSRERN S »BBRMEFITRRHR
£, 87 Principal MUPEEFEAESIACHNEREBRITEZ T IRRRES ., AEEEK
RPN AREERHFSBEEXRAN. UEFATRRNFAENR , 28 AMEAEERRH IAM EiE
SRR,

« IRIIZEFIBR SCPs) - SCPs2 JSON BUR |, A[{ERE in. FAEABNEBEN (OU) IR AFFA AWS
Organizations, AWS Organizations @ — AR ENEFEELLEHEE AWS 1RF 1 ZEM AR
%, BEMABBTPOEIIEE , B LU REEH B (SCP) EAEEARMAEIRS. SCP &R
FIRERFAFEBNGT , SESEER AWSIRFRFERE. WMFE Organizations M SCP Ky FE#H
B3 , 55208 (AWS Organizations fEA&EIERE) P RIEEHBER,

- BRIEFHIBR (RCP) - RCP 2 JSON BUR , AARBELIRFHPERN A LR , HEUE
BEAXRMTEEEFMMELFEENSEERN IAM BE. RCP £RHIKERSPERHY
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FH, WAREFESINERTT , BIEAWSIKRERFERE , ERTHRETBRENER.
2% Organizations M RCPsHFFHIE A , B4E AWS fR#§ & RCPsHy /5 E , FSBAWS
Organizations  FRA&EERM) PHERZEHIBEE RCPs),.

- THERBREX - TERBRBER—BEREBR , Sl EEBREEANAARNEYACEBISFEA
ENERITERERE , RASBEE. MEEITERBRNTITERCAERACHN I P BBERMIE
PEERBURMIRRE, STAtL A IREEREBE., MEEERRTHNARIEBHSBEETX AN WEHF
HEF , F2E IAM EREERPH TERBREE,

ZRBRER

RHEZERREEERIFRE  HEREANTISELAEN, EMHBLIER, BETHNMEAWS &
BREBBRBERRERBANFR , F2H (AM EREERM) THBCRFHEEE,

Security Lake Zn{a/&d IAM & HEE A

FEEERA IAM B Security Lake I FEVREZ BT , 585t 7 FRWFLE IAM ThEE T B Security Lake & HLE
Ho

& T LAFA B Amazon Security Lake £ 1AM Zhag

IAM Zh#gE Security Lake X2
BoRBE =
BERBEBX =
BRB =
BRER =
BUR IR R | =
ACL &
ABAC (B R FHER) =
TEMEBE =
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IAM ZhEE Security Lake X2
REAE &
REERAE =

EERAT## Security Lake MEfth AWS FRIENIEE K Z 2 IAM ThEERRELEA |, F28 (IAM FAE
B/ hMAWS B IAM BEERN RS

Security Lake 19 & 7 B BUER
XESSBBK

SO BBERR ALK NI S (Fla0 IAM ERE, EREHERAE) K JSON FFAIBERXH, ELEK
RAEH &7 EMERG TRREBLERATHLEDSE, NFTHROMELSSEBEK , F26H (AM
ERERERE) FHEBEFERBREZRBR] IAM A,

FHIAM BDEBER  BUUEEARRIEENBENER , UREMERGT AHFRIELEE, &
FEEESPEBERFECTE  FNACSEAZEEZNEAEIAR®, WETHEME JSON BEHE
ﬁHE’JFﬁﬁmi BE2E (AM EAEREE) B IAM JSON BETESE,

Security Lake XEUF D HEBRWER, NMEFEFMENR , 52 B Security Lake B 5 5 BBURE 1,

Security Lake FEYE R R BUER
TEEREBEK : 2

ERAEPBER 2 INEERN JSON BERXH, BREBRNGE REHIR IAM B BEEBERA
Amazon S3 RFATEER, EXEEREBRNERTS  BREEESTUEAEMARZHHEEEER
HEDRER, BRINBERNER , BREEREEN T8I UHEZERUITH EEARERERF
THTHEE, ELATEREBRPEETE, ZXATUSEIRS, £AE, A, BESFIER
& , ;W AWS R,

MERRABIRFFIE , SrlEEEEMRFRANFIAIRFR IAM B , HAEFREBRN TR,
MEERFEIRETEREEE , ARBMGERAN —¥, EZEXANERURTRENLER AWS itk
F, EERFHH IAM EEE UL ARTERIAER (EAEIAR ) FRERNT. HEBKS
SERRKEZIERRRENT, 718, MIREREBREAMERFINERRETFER , ERRTH
BENANEDBEBR, NFEFMEFA , F2H (AM EAEERE) P8 1AM FHVRIES EIRFEG
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Security Lake [RIEE A FEHERIH Amazon S3 FEFIFRBEINERAEBRNBEK., BFEgELE
REBFEZES S3 #ErE, Security Lake EHEBRRELEINELEE,

#i51 & JR = Amazon Resource Name (ARN) A& Y S3 #778r#arn:aws:s3:::aws-security-
data-lake-{region}-{bucket-identifier}, EM&HFIH , region REMA Security Lake
H4EE AWS [E3E] , M Security Lake bucket-identifier RiRAFETENEEHE —HHF
B, Security Lake B S3 REFIFBREHRZEFNER. ERBEEEEXWLE TR IUHRELT
BB 1TEIE. LU= Security Lake BB FIBNEMNEREBRE (RETRBE)

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Principal": {
AWS":

},

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}/*",
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

"Sid": "PutSecuritylLakeObject",

"Effect": "Allow",

"Principal": {

"Service": "securitylake.amazonaws.com"

I

"Action": "s3:PutObject",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}/*",
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}"

1,

"Condition": {

"StringEquals": {
"aws:SourceAccount": "{DA-AccountID}",
"s3:x-amz-acl": "bucket-owner-full-control"
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},

"ArnLike": {
"aws:SourceArn": "arn:aws:securitylake:us-east-1:{DA-AccountID}:*"

}

}

HRE-STHRUERAERNIEK , F2H (AM EREEE) FHUS S AERNBERNERS
ERNBR.

Security Lake B BURB)E

XEBOREME : =

ERE A LMER AWS JSON BURRIEEHAIUERAR, WH2HR , WEERETESRAFT W E T
EERHAITHLEBIF,

JSON BURHY Action TERHERETWUARAFFRIEBBRPEFINEF, BERBFEY EREEER
Bf AWS API REMEBINER. B —LFIIMRR | SIAURBHERFE AP BENERFFUEE, F L&
ERERFZBRTNZEEHE. ELBANBFEBRABKEIF,

HREERABERE TUTHBBEENFTT.

N Security Lake EMERFE , FS B RKERESEFH Amazon Security Lake E & E1E,

Security Lake FHBREMEEBEZRIERA THIFE .

securitylake

il EERTFEAEFIRETBREMBEEANGY , SEEEZERENEER+PEE
securitylake:GetSubscriber&fF., BERRARNSEDE Action  NotAction Jt
%, Security Lake BEEZRBCHBIES , HIRE A AE A LREAITHERE,

EERE-MRRAXPIEEZEEE , FRER SR,
"Action": [

"securitylake:actionl",
"securitylake:action2"
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EER Security Lake B0 BBERNE | , 558 Security Lake B & 0 BB E B,
Security Lake B BURE R
XEBREXRER: =

EEEWLER AWS JSON BERRIEEH T UAFRAR, 2R , MEZRE M BEES T o AH 4
EEREITH LB F,

Resource JSON BERTEZTWEEEEABHENYH. RN EEE Resource = NotResource
TE, REEEEMFEAHE Amazon Resource Name (ARN) RIEEER, B tH X EREERER
HEME (BAERBRFET) REEM.

HRAXEERERFTAINEE (PS5 HRE) , FEABRAFER () RRTEEXERARAEER.

"Resource": "*"

Security Lake B2 FHIEREHE : 5TBE , AR AWS IRF 5E WERHERE AWS EiF, BRI LUE
A ARNs ZBERHPIEEEELEHNER.

WESEHEM Security Lake ERFEEF ARN FEEEE
Security Lake EENEREE, EETHETUAEEER
£ty Amazon Security Lake TEZ& B 1E,

, B2 BRI EESEFRH Amazon
WERIEEWMLESE  F2RREZES

HEER Security Lake B0 B BERNE B , 55 B Security Lake B & 0 BB B,
Security Lake B BURRH &8
TERBBERREEESR =2

ERE A LUER AWS JSON BURRIEEHAILUENAR, tWH2HR , WHMEERE M BERE T oAt
BEEIRAITHLEBF,

Condition Jt# (5f Condition E#) JEEIEEFRAR ERHRME. Condition TEREAE
HB. BUUBIFERABKTEE FHREEER (BIINERS/DR) , REHBERFHOERGMBERFPHE,

ERERRRXFPIEEZE Condition tE , AREE — Condition TEFRIBEZEERSI#E , AWS
SEAEE AND BEFTAMEM. MREAE—RUHRSIBIEESEE , FEHABEORERE AWS F14
R, VEFEEGRY , TEREFRRXHETFIT,
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A EEERGREARBMLESZH. flW , BAURECERECRE IAM ERERBERRE ,
HENERNFFARTXIAM ERAE. IFESEF , F2H IAM £AEERETHN AM BETE £
BHER.

AWS X E£EFRGERMNBHBENRE SR, BEEEHE AWS 2ERGREIR |, F26H (AM
ERAEER) PHAWS £ERHEREREI#,

W% Security Lake R4EE BN FE , F2RBRBERESE R Amazon Security Lake iR £if. &
ETHREUUFERARGSEBNBENER , F2RRERESZEFH Amazon Security Lake EZHIE)
1E., MEFEARGRSIBNVBEKED , F2B Security Lake 1 5 2 B BRI 6,

Security Lake FEYfFEUIZFIEE (ACLs)
TEACL: &

FEUEFIEE (ACL) ATEFIMLEERE (RFKE., FRAENAG) HEFHEERRNFFAT. ACL EER
EREBR , BEMAER JSON BERIXHEN,

Security Lake 7% ACLs , EXRREHE L4 ACL E#EE Security Lake B,
5/ Security Lake H B 42 7H3ZHl (ABAC)
X% ABAC (BIERHHER) : B

B RFEUES] (ABAC) B —EREXRE , TRIREMRERF A, £ F AWS , ELBUHBARRE.,
LU ERERE IAMBRE (£RAEFAE ) MNFE AWS Ef, AEBNERM LFERE ABAC
ME—F, BEBERET ABAC BX , A EFBENEREREHERFINERERMEFRIRAE,

ABAC EMRRENRETFHEREY Yt ERREELERERKRAH.

MERBERIZEFIER , 5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4 %58 , ZBERNFGTESD , RHEREA.

NRBEBHEXESEEREENLF=BRGER A REZBRBMS , ER Yes. NRBHBEERELE
REAEN SN =ERH<® , AEA Partial,

WMFT ABAC IEHHAEH , F2H (AM EREER) PHER ABAC RIEEZRTT. NEEESAR
E ABAC ZERNHEZRE , F2H IAM EAEREREPHEHABEEFEUES] (ABAC).

B LU AEBIEE E Security Lake ER - 5TEE , Uk AWS 1RF {5 FERDRERE AWS EiF, &
A EBER ConditiontREHIRHEREN , UEHHELEREENFR. WFHEELR Security
Lake BERMEFMAENR , H2BER Security Lake R, NERBZERNEREHEREINE D
BB R &R | 55289 Security Lake #) & 20 B SR &,
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FEBEL Security Lake A RS E
XERREBE =

ELEARREAEBNBEAR , AL AWS R BEER. NIRFHEEF , S EWLE AWS R £H
mEEEAER , F2H (AWS B IAM EAERERE) PRER IAM B .

IR & AWS Management Console £ EAE B BNEBUANEMEEZZA | MEEAREEA
B Bl BEAWS ERARNE—BA (SSO) BREFD K , REFRADRIBRE AR,
ERUERESESBATRE  RRVRACLK  CEEDREVBERER. WEVRACHFEMEEN ,
20 (AM EREER) PRREAEIRE AM B8 (FEA8).

BRI LAER AWS CLI 5 AWS APl FEIZU R EAER, RE , SuUUERAELEREAETRRE
B AWS, AWS BELHEELBRFEAEZR K MAREARPENRSE., MEFMEEA  BF2E
IAM RV E B Z 2 RE.

Security Lake X EFAERREAER,
% Security Lake B1FEX T/EREER
Y EESEINITERE (FAS) : £

ESER IAM ERESAGE PHTERER AWS |, BERRAETA, EAKLERKE  £7ES
BITEEERE , EMEFRBRFEPRE S —EEE. FAS EAFWY NEFTAFFT AWS R , TES
AWS BR# FERE T BB RHFR. AAERBWIFEZEHM AWS R S EREB TR
ARE , TEEH FAS R, BERERT , KL AEFWITEMERENFTT. MFRH FAS FRE
HBCRFHMER  F2REREMTFEEE,

AL Security Lake E)FE B E A h EAMAMEBENFTE AWS BRi. NBELBENFE  F2ERK

HIRESEZ R Amazon Security Lake &2 B E1E,

Security Lake HRIE A &
XEREAR &

REACRRBEEN IAM AE , AIREHTER, IAM EES TR IAM REY, SRR
A, MEFEES  F2H (AM EREER) PNEYAGUEIRET A #is AWS R,

Security Lake TEREIXEARKEAE, TiB , E&E A Security Lake B AWS Lambda , Amazon
EventBridge f Amazon S3 EMHBARKERERBEEAE. BERREHMITEE , Security Lake BEA
R EZBE,
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/A Warning

BFREH/CNFA TJRESELEEH Security Lake BFE L IRERIE, RETE Security Lake 12
g5 , TRERBREAE,

Security Lake HIRISEF AR
XERBEGAR 2

BHEFACRERGE NBRKACEE AWS . BB TURERARENTHENAR. REHER
AEghREEN F AWSIRF |, YHERBHEE. IAM EEE TR  EFRFERBERSEHN
AT A,

Security Lake EA & A B IAM IRIEEHE A

fBAWSServiceRoleForAmazonSecuritylake, Security Lake IREBEEABERFHT , UK
EFRELZLERNIRE., LREELEACREZEERZE Security Lake B IAM &, B H Security
Lake TREER , XBE Security Lake AWS fR#& R&REEWE M FRERNMEFFA. Security Lake &
1214t AWS [E15 Security Lake BIFTE R ERLREERZ AR,

MER U NER Security Lake R ER B BNFMER , FF2E £ Security Lake BRI ERE A
=18

Security Lake #9 & 7 B BUR & 41

BIETER , FAENACRKREEINSIEN Security Lake ERIVEF T, fbfithEEER AWS
Management Console, AWS Command Line Interface (AWS CLI) i AWS AP| R#1TEHE. EEFZ
FEAEHEHAMEERATEHENTT , IAMEBEESTUERY IAM BE., A% , EEETLE IAM K
RFBEAC  FHAEFERIELAG,

WE T MR fE ALl JSSON BURX M2 IAM B RBR | 28 (AM FEAEER) PHE
M IAM BUR (EE).

WNEE Security Lake EEXMWEEMERBENFHEN , SRSEEREEHN ARNs KX |, FSER®E
Z#ES2EPH Amazon Security Lake HEIYE, ERAKMAFFES| 8,

&
- BERBREEK
« f£/ Security Lake £ A&
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Amazon Security Lake (EE
- Ef  AFERERBMFIB KA

- 6] AFHEABEERFEENBREREES

- 5Bl A ERERBEBRREFIHE

HRREER

UEnRAERNBRENE RSB ATNEEMNIRFEPEY, FHHMER Security Lake EiR, ELE
ERREE RGN AWS IRFELER, ECEVSRES D EBKE , FERETIERERSE

- FRIBER AWS SEBRRYEOREERITT - eERBHEATRTENCEAENTEESE  FEA
AWS ZSEBEK , AR THSEREARS, eMITELN F6£H8 AWS IkRF. BfEBEER
BERERARM AWS NEFZERXR , WE—SROFA. NFESER , F2H IAM EREE
FMPE AWS REBRSEBHENAWS XEBXK.

- ERAREERFT -5RE IAM BERNFAR  FERTHTERMENTT. KERLEN , &9
LESERERG T TUEREERRINEE K SELBARKKRRITT. WFEEA IAM ERFFT
MEZHEER , F2H IAM EREERETN IAM FHBERAFF A,

- A 1AM BER PR E—SREFZIE - EULUSEREFEZEEE |, UREIEBENERNER.
i | WA LUREBERRY , EEXEMEH SSL BEFERE R, MREBRE FARKSE , £t
A AR AR SRR T BRI BV ERV RERR AWS BRFE |, 5120 AWS CloudFormation, MZFEFFHER ,
ESE IAM FREEEDH IAM JSON BEETE : 4

£/ IAM Access Analyzer B& 3 IAM BUR |, BERFT A 24 B 7 iE BE4E - IAM Access Analyzer B
BHBCRABEABER , RAEBLEBERER IAM BERES (JSON) # IAM REEH. IAM Access
Analyzer 121 100 ZHEBRBRERVENTHWER , THEERREZSHERNWBER, NMEFHHEE
F, F2E (AM FEREER) FHEA IAM Access Analyzer BRFE BUR

- FESEERRE (MFA) : IRENRGIZFE IAM FEAER PHRFEAE AWS 1RF |, 5K
MFA A8 & £M, MEEMEU AP RERGER MFA |, 1% MFA REFTIEZEMEEK, W
EFHMET , B2 (AM EAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.htm| #93&Ei8 MFA BIZ £ AP| ZEL,

NE IAM FREEBWHERBEN , F20 IAM EAEEREYHN IAM 22 HEEK,

{# / Security Lake £ &

&= ZFH Amazon Security Lake £ & , BXEEE — AR T, ELFFUXEAFTET EHFMER
# Security Lake ERIFEMEF AWS tRF, MRELBEIHSEERAUNEHFTERKN S 2 BEEK | Al
HREEZBENER FAEHAR)ME , TRARELNEREE,
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HPAMEE AWS CLI 3 AWS API ETHINERE | RIFBREBEEREFT. Rz, RFERFF
FRAEMPERAITZ AP RIENBER T T,

ATHRRERAEMNAGTLUUMER Security Lake 324 |, FEY IAM BEXRAHERETEAFIVE, W
EFEMER m/ﬁ<mmﬁm%hﬁ>¢MMM%

WREBVNBRATEAERNARHEM Security Lake T2 A , FREHXTEELEAEIAGE
FERALFRAENERNEEDF. B8, 8B iEFEs LEERBNELERVFHEER,

Pl EEFEAETZREMERTRE , KARFEAERTELRE

* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StartCrawlerSchedule

* iam:GetRole

* iam:PutRolePolicy

« iam:DeleteRolePolicy

* iam:PassRole

« lakeformation:RegisterResource
+ lakeformation:GrantPermissions
* s3:ListBucket

* s3:PutObject

g6 RFHERERGRAMNBE ST

WEHSREBMMBILIBER , AFF IAM FRERGEZIBAEAES2NARRZEBR, BER
AEETEA EE/RMEMENSFT , SEA AWS CLI 3 AWS API SRR R RS A X TRt B ER FF
A,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",
iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

gHl: RAFFABEEIRFEENBREREES

L EBBIRBA I 2 I R |, foFF AWS Organizations EEEIRFHNEAEAHEABIEENBRERN
Security Lake BB &,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"securitylake:DeregisterDatalakeDelegatedAdministrator"

1,

"Resource": "arn:aws:securitylake:*:*:*"

}
]
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}

g6 RFHERERBERRREIES

EUS S RAEBROBERD |, LA UERRA RBIZEBRZFIE Security Lake BIRAVIFE, L EBHI/REE
WM BE , RFFEAE MR Security Lake E1# A5 Security Lake API R#BIFIBIE. FiB , R
BEEITEENOwnerEBEAERAENERAEERBE , TERTFHT.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReviewSubscriberDetailsIfOwner",
"Effect": "Allow",
"Action": "securitylake:GetSubscriber",
"Resource": "arn:aws:securitylake:*:*:subscriber/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:usernamel}"}
}
.
{
"Sid": "ListSubscribersIfOwner",
"Effect": "Allow",
"Action": "securitylake:ListSubscribers",
"Resource": "*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
}
]
}

FEHESF  NREAFERAERBNEAErichard-roe EXMBERTRENFMENR , HIFTHE
MBI EEBOwner=richard-roes owner=richard-roe, &8 , ESEEZFEREEFR. FH
EH L Owner fFE Owner Ml owner , RAKRHSREBTES K NE. NESEAKRERSIBIEE
MEF , B2 (AM FEHEREE) F/ IAM JSON BERTE - 4. WFEER Security Lake EiR

WHHBEN , 528 Ei2 Security Lake ER.
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AWS ZEBRZH AWS AWS SEBRREVNEENBIBKEERTSEREARGIRMFT , U
BT ARREF A EIRIGERE, FENAE,

FARCE , AWS RERRARTERTFTREEARFINSIEERTT , RAELFITAHAE AWS &
FfEM. Rf2BEERERARGIEBNESFEERE , WEE SRV,

FBEESE AWS SEHRRPERNTAT, R AWS EMZEBEP AWS ERWNFT , IEHER
EHREENMEIRE Y (£RE. FEANAG® ). EFMHN AWS BRI REBISHH API RETAR
AR RBE , AWS REAREEMZ AWS EBUR,

WMFFHMER , F2EH (AM ERAEERE) P AWS ZEBXR,

AWS ZEBUER : AmazonSecurityLakeMetastoreManager

Amazon Security Lake £/ AWS Lambda BHEREBEERNEFHNFEER, BSBFEALE

2l , Security Lake AJ LB E BN E R MERERM Amazon Simple Storage Service (Amazon S3)
P EIEZFRE|IZE AWS Glue Data Catalog Bk, LZEHKRIE Lambda EHEH S3 2 EIEMERE
R R5|%F AWS Glue ERIERWFTEFHFT,

SRR
BREDEUTHT -

 logs - AFFERM Lambda BB & i 52 8% Amazon CloudWatch Logs.

« glue - AFFERHIT AWS Glue Data Catalog ERIRNIFER ABE. EtLFF AWS Glue &
KB ERPH D EIE,

* sqs - AFFEER R Amazon SQS fFHIHTRHRENERNBEADE , ELTIHEEERATHERNE
MUt EESE4AEA,

c S3-RHTRASTELERM Amazon S3 EETEHTIHENEIMNE AEE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowWritelLambdalogs",
"Effect": "Allow",
"Action": [
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"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:CreatelLogGroup"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/lambda/AmazonSecuritylLake*",
"arn:aws:logs:*:*:/aws/lambda/AmazonSecuritylLake*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowGlueManage",

"Effect": "Allow",

"Action": [

"glue:CreatePartition",
"glue:BatchCreatePartition",
"glue:GetTable",
"glue:UpdateTable"

1,

"Resource": [
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:catalog"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowToReadFromSqgs",

"Effect": "Allow",

"Action": [
"sqs:ReceiveMessage",
"sqs:DeleteMessage",
"sgs:GetQueueAttributes"”

1,

"Resource": [
"arn:aws:sqs:*:*:AmazonSecuritylLake*"
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iF
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowMetaDataReadWrite",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:PutObject",
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::aws-security-data-lake*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowMetaDataCleanup",

"Effect": "Allow",

"Action": [

"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::aws-security-data-lake*/metadata/*.avro",
"arn:aws:s3:::aws-security-data-lake*/metadata/*.metadata.json"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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AWS ZEBUER : AmazonSecurityLakePermissionsBoundary

Amazon Security Lake 58 =5 BFTRFERN IAM A€ | LUEERBALERN , Y AE=1H
FETRERIIRBERNNER Y ERIELACRFEANBEREREFTRR, EFFE
EEEERN A ERALBR. MEFEAEFZE AWS KMS £ MZ &R , kms:Decrypt BI&H
#kms : GenerateDataKey &,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowActionsForSecuritylLake",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:PutObject",
"s3:GetBucketLocation",
"kms:Decrypt",
"kms:GenerateDataKey",
"sqs:ReceiveMessage",
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sgs:SendMessage",
"sqs:GetQueueAttributes",
"sgs:ListQueues"
1,
"Resource": "*"
.
{
"Sid": "DenyActionsForSecuritylake",
"Effect": "Deny",
"NotAction": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:PutObject",
"s3:GetBucketLocation",
"kms:Decrypt",
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"kms:GenerateDataKey",
"sgs:ReceiveMessage",
"sqgs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sqgs:SendMessage",
"sqgs:GetQueueAttributes",
"sgs:ListQueues"”

1,

"Resource": "*"

"Sid": "DenyActionsNotOnSecuritylLakeBucket",

"Effect": "Deny",

"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:PutObject",
"s3:GetBucketLocation"

1,

"NotResource": [
"arn:aws:s3:::aws-security-data-lake*"

"Sid": "DenyActionsNotOnSecuritylLakeSQS",
"Effect": "Deny",
"Action": [
"sqs:ReceiveMessage",
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sgs:SendMessage",
"sqs:GetQueueAttributes"”,
"sgs:ListQueues"

1,

"NotResource": "arn:aws:sqs:*:*:AmazonSecuritylLake*"

"Sid": "DenyActionsNotOnSecuritylakeKMSS3SQS",

"Effect": "Deny",
"Action": [
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"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"StringNotLike": {
"kms:ViaService": [
"s3.*.amazonaws.com",
"sqgs.*.amazonaws.com"

"Sid": "DenyActionsNotOnSecuritylakeKMSForS3",
"Effect": "Deny",
"Action": [

"kms:Decrypt",

"kms:GenerateDataKey"

1,
"Resource": "*",
"Condition": {
"Null": {
"kms:EncryptionContext:aws:s3:arn": "false"
},
"StringNotLikeIfExists": {
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake*"
]
}
}

"Sid": "DenyActionsNotOnSecuritylakeKMSForS3sSQs",
"Effect": "Deny",
"Action": [

"kms:Decrypt",

"kms:GenerateDataKey"

1,
"Resource": "*",
"Condition": {
"Null": {
"kms:EncryptionContext:aws:sqs:arn": "false"
},
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"StringNotLikeIfExists": {
"kms:EncryptionContext:aws:sqs:arn": [
"arn:aws:sqgs:*:*:AmazonSecuritylLake*"

AWS ZE B : AmazonSecurityLakeAdministrator

BE L E R B HIRFBA Amazon Security Lake Z 8
#&AmazonSecuritylLakeAdministratorBIREZEZETR, LBERTFEENT , AT EIRTER
BUFFE Security Lake BifE, A% , ZEEA T LAINA Security Lake , AR TE Security Lake &% E RIR
METREE,

LBUER @ E Security Lake B & [ LUEIR Security Lake TEE M AWS R £ #ITHENE,

ltAmazonSecuritylakeAdministratorBIE X EE IV Security Lake FIEMN AR AG ,
LAEE Amazon S3 IS EIFHE R, £ FEMHER S EIE AWS Glue, EHFEE BT RIRNE RS
17 Glue @R , RBEH HTTPS InHFTREEHER, BUUSBEREIELAR® , IHFATRAmMazon
Security Lake A9,

BR T AmazonSecuritylakeAdministrator ZEBEKZI , Security Lake T EMAFAHRERK
B lakeformation:PutDatalakeSettingsiF A, PutDatalakeSettings fiFFi§ IAM
FREBEARFPABEESE Lake Formation EIRNEES., WABHKEESR iam:CreateRole
permission® AmazonSecuritylLakeAdministratorBK,

Lake Formation B 8 A LA B 1 H Lake Formation £124& , Wi HI¥) 1A E LA &M FEGF

A, Security Lake iR A Security Lake MlAmazonSecuritylLakeMetaStoreManager&®& ( =
HihiEEAE ) WERIBRA Lake Formation BEXEE , UEMMTUELIER K., EMERNREER
iR, EMFNLIE , URREER RN, BHETE Security Lake EEEFAERACHBEH
BETHIFE :

(® Note

ATRERAMNFIRET Lake Formation HETE & ZEUE |, Security Lake BB T
Flglue:PutResourcePolicy&ml,
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPutlLakeFormationSettings",
"Effect": "Allow",
"Action": "lakeformation:PutDatalakeSettings",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
1,
{
"Sid": "AllowGlueActions",
"Effect": "Allow",
"Action": ["glue:PutResourcePolicy", "glue:DeleteResourcePolicy"],
"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
}
]
}
SEE e
BRI E TR,

« securitylake - AFFEHRTEIFEFIE Security Lake B,

« organizations — fAFFE B AWS Organizations HEVEEBEMEBPIRFNEF. MEIRFBAHE
B, BIIELEEF O] Ao 5F Security Lake ER A B REE BBAIRS5RE,
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iam- AFF X8 A Security Lake, AWS Lake Formation#l 23 JR#%E # £ & Amazon
EventBridge , i ARMABLRENSELS R, LAFEINGFEITERENBITIREACHER , E
L& a3 A E R M AmazonSecuritylakePermissionsBoundary BUER R EFHIEF T 6

ram - RFERIREITREEY Security Lake ZJRHY Lake FormationZ 317 HL,

s3—- R EHEEIMEE Security Lake 1288 Y EINELREETENRE,

lambda - AFFEREE Lambda ARE AWS RKERFHNEERFHEE 2 EEH AWS Glue ER &K D
ZIER .

glue - AFEBEIMERE Security Lake EREMER XK,

lakeformation - AFFFREE Security Lake E#1F&KH Lake Formation 57,

events - AFFREERARBEHNFTBE Security Lake FRIFEFFHERAR A,

sqs - RHFETEEINEE AN EXETEE Security Lake FFEHHEFH Amazon SQS 1751,

kms — RFFEBEIRF Security Lake FAEFZESBE AE RN FEHE,

secretsmanager - RAFEEEEARKIER HTTPS iwE@EHFTBF Security Lake R FHE R
W=,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowActionsWithAnyResource",
"Effect": "Allow",
"Action": [
"securitylake:*",
"organizations:DescribeOrganization",
"organizations:ListDelegatedServicesForAccount",
"organizations:ListAccounts",
"iam:ListRoles",
"ram:GetResourceShareAssociations"

]I

"Resource": "*"

"Sid": "AllowActionsWithAnyResourceViaSecuritylLake",
"Effect": "Allow",
"Action": [

"glue:CreateCrawler",

"glue:StopCrawlerSchedule",
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"lambda:CreateEventSourceMapping",
"lakeformation:GrantPermissions",
"lakeformation:ListPermissions",
"lakeformation:RegisterResource",
"lakeformation:RevokePermissions",
"lakeformation:GetDatalakeSettings",
"events:ListConnections",
"events:ListApiDestinations",
"iam:GetRole",
"iam:ListAttachedRolePolicies",
"kms:DescribeKey"

1,

"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.

}
}I
{

"Sid":

"AllowManagingSecuritylLakeS3Buckets",

"Effect": "Allow",
"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

1,

"Resource": "arn:aws:s3:::aws-security-data-lake*",

CreateBucket",
PutBucketPolicy",
PutBucketPublicAccessBlock",
PutBucketNotification",
PutBucketTagging",
PutEncryptionConfiguration",
PutBucketVersioning",
PutReplicationConfiguration",
PutLifecycleConfiguration",
ListBucket",

PutObject",
GetBucketNotification"

"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

com"
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"Sid": "AllowLambdaCreateFunction",

"Effect": "Allow",

"Action": [

"lambda:CreateFunction"

1,

"Resource": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

1,

"Condition": {

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowLambdaAddPermission",

"Effect": "Allow",

"Action": [

"lambda:AddPermission"

1,

"Resource": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

1,

"Condition": {

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
},
"StringEquals": {
"lambda:Principal": "securitylake.amazonaws.com"

"Sid": "AllowGlueActions",

"Effect": "Allow",

"Action": [
"glue:CreateDatabase",
"glue:GetDatabase",
"glue:CreateTable",
"glue:GetTable"

1,

"Resource": [
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"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowEventBridgeActions",

"Effect": "Allow",

"Action": [

"events:PutTargets",
"events:PutRule",
"events:DescribeRule",
"events:CreateApiDestination",
"events:CreateConnection",
"events:UpdateConnection",
"events:UpdateApiDestination",
"events:DeleteConnection",
"events:DeleteApiDestination",
"events:ListTargetsByRule",
"events:RemoveTargets",
"events:DeleteRule"

1,

"Resource": [
"arn:aws:events:*:*:rule/AmazonSecuritylLake*",
"arn:aws:events:*:*:rule/SecuritylLake*",
"arn:aws:events:*:*:api-destination/AmazonSecuritylLake*",
"arn:aws:events:*:*:connection/AmazonSecuritylake*"

1,

"Condition": {

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowSQSActions",

"Effect": "Allow",

"Action": [
"sqgs:CreateQueue",

AWS SEHE

169



Amazon Security Lake EREEmR

"sqgs:SetQueueAttributes",
"sqs:GetQueueURL",
"sqgs:AddPermission",
"sqs:GetQueueAttributes"”,
"sqs:DeleteQueue"

1,

"Resource": [
"arn:aws:sqs:*:*:SecuritylLake*",
"arn:aws:sqgs:*:*:AmazonSecuritylLake*"

1,

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowKmsCmkGrantForSecuritylLake",

"Effect": "Allow",

"Action": "kms:CreateGrant",

"Resource": "arn:aws:kms:*:*:key/*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
3,
"StringlLike": {

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::aws-security-data-lake*"
},

"ForAllValues:StringEquals": {
"kms:GrantOperations": [
"GenerateDataKey",
"RetireGrant",
"Decrypt"

}
},
{
"Sid": "AllowEnablingQueryBasedSubscribers",
"Effect": "Allow",
"Action": [
"ram:CreateResourceShare",
"ram:AssociateResourceShare"

1,
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"Resource": "*",
"Condition": {
"StringLikeIfExists": {
"ram:ResourceArn": [
"arn:aws:glue:*:*:catalog",

"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",

"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"
]

3,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowConfiguringQueryBasedSubscribers",
"Effect": "Allow",
"Action": [

"ram:UpdateResourceShare",
"ram:GetResourceShares",
"ram:DisassociateResourceShare",
ram:DeleteResourceShare"

1,
"Resource": "*",
"Condition": {
"StringlLike": {
"ram:ResourceShareName": "LakeFormation*"
I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowConfiguringCredentialsForSubscriberNotification",

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue"

]I

"Resource": "arn:aws:secretsmanager:*:*:secret:events!connection/

AmazonSecuritylake-*",

"Condition": {
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"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForUpdatingGluePartitionsSecLakeArn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:role/service-role/AmazonSecuritylLakeMetaStoreManager",
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManagerV2"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "lambda.amazonaws.com"
},
"StringLike": {
"jiam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"
}
}

"Sid": "AllowPassRoleForUpdatingGluePartitionsLambdaAzrn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManager",
"arn:aws:iam::*:role/service-role/AmazonSecuritylLakeMetaStoreManagerV2"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "lambda.amazonaws.com"
I
"StringlLike": {

"iam:AssociatedResourceARN": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

]

1,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
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},
{
"Sid": "AllowPassRoleForCrossRegionReplicationSecLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/AmazonSecuritylLakeS3ReplicationRole",
"Condition": {
"StringEquals": {
"iam:PassedToService": "s3.amazonaws.com"
.
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"
}
}
},
{
"Sid": "AllowPassRoleForCrossRegionReplicationS3Arn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/AmazonSecuritylLakeS3ReplicationRole",
"Condition": {
"StringEquals": {
"iam:PassedToService": "s3.amazonaws.com"
.
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:s3:::aws-security-data-lake*"
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
.
{
"Sid": "AllowPassRoleForCustomSourceCrawlerSeclLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/

AmazonSecuritylakeCustomDataGlueCrawler*",
"Condition": {
"StringEquals": {

"iam:PassedToService": "glue.amazonaws.com"
I
"StringLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"
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}
}
},
{
"Sid": "AllowPassRoleForCustomSourceCrawlerGlueArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/

AmazonSecuritylLakeCustomDataGlueCrawler*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "glue.amazonaws.com"
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForSubscriberNotificationSecLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylakeSubscriberEventBridge",
"Condition": {
"StringEquals": {
"iam:PassedToService": "events.amazonaws.com"
I
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:subscriber/*"

"Sid": "AllowPassRoleForSubscriberNotificationEventsArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylLakeSubscriberEventBridge",
"Condition": {
"StringEquals": {
"iam:PassedToService": "events.amazonaws.com"

1,
"StringlLike": {
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"jiam:AssociatedResourceARN": "arn:aws:events:*:*:rule/AmazonSecuritylLake*"
.
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowOnboardingToSecuritylakeDependencies",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": [
"arn:aws:iam::*:role/aws-service-role/securitylake.amazonaws.com/
AWSServiceRoleForSecuritylLake",
"arn:aws:iam::*:role/aws-service-role/lakeformation.amazonaws.com/
AWSServiceRoleForLakeFormationDataAccess",
"arn:aws:iam::*:role/aws-service-role/apidestinations.events.amazonaws.com/
AWSServiceRoleForAmazonEventBridgeApiDestinations"
1,
"Condition": {
"StringlLike": {
"iam:AWSServiceName": [
"securitylake.amazonaws.com",
"lakeformation.amazonaws.com",
"apidestinations.events.amazonaws.com"

"Sid": "AllowRolePolicyActionsforSubscibersandSources",
"Effect": "Allow",
"Action": [

"iam:CreateRole",

"iam:PutRolePolicy",

"iam:DeleteRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/AmazonSecuritylLake*",
"Condition": {

"StringEquals": {

"iam:PermissionsBoundary": "arn:aws:iam::aws:policy/
AmazonSecuritylakePermissionsBoundary"

},
"ForAnyValue:StringEquals": {
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"aws:CalledVia": "securitylake.amazonaws.com"
}
}
I
{
"Sid": "AllowRegisterS3LocationInLakeFormation",
"Effect": "Allow",
"Action": [
"iam:PutRolePolicy",
"iam:GetRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/lakeformation.amazonaws

AWSServiceRoleForLakeFormationDataAccess",
"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
}
}
},
{
"Sid": "AllowIAMActionsByResource",
"Effect": "Allow",
"Action": [
"iam:ListRolePolicies",
"iam:DeleteRole"
1,
"Resource": "arn:aws:iam::*:role/AmazonSecuritylake*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
},
{
"Sid": "S3ReadAccessToSecuritylLakes",
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*"
1,
"Resource": "arn:aws:s3:::aws-security-data-lake-*"
I
{

"Sid": "S3ReadAccessToSecuritylakeMetastoreObject",

.com/
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"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion"
1,

"Resource": "arn:aws:s3:::security-lake-meta-store-manager-*"
1,

{

"Sid": "S3ResourcelessReadOnly",

"Effect": "Allow",

"Action": [
"s3:GetAccountPublicAccessBlock",
"s3:ListAccessPoints",
"s3:ListAl1MyBuckets"

]I

"Resource": "*"

AWS ZEBUR : SecurityLakeServiceLinkedRole

Security Lake fEF B & WIRISER ABAWSServiceRoleForSecuritylake REV ML L&
#H

BB EHE SecuritylakeServicelinkedRole FEBUREREE IAM B, HEREEEEIREE
EA® , foFF Security Lake RREBITEIME, MFFFMEN , 552 B Security Lake IR ERZ A G

AWS ZEBR : SecurityLakeResourceManagementServiceRolePolicy

Security Lake EA & A W ER A
fBAWSServiceRoleForSecuritylLakeResourceManagement RE(TIFBHIE IR AN E |
T P 46K Z2E 3 N AR 2R 6

IBEERE SecuritylakeResourceManagementServiceRolePolicy SEBKEREE IAM B
B, WBEFREERIRKEEAR , RFF Security Lake KREBHTEE, MEHMES , F2HER
EENRBEEARH T,
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ERAEER

AWS ZEBE . AWS GlueServiceRole

AWS GlueServiceRole ZEBREWA AWS Glue TESRER, , I 2 FF AWS Glue TEEREHITHREE
RAFB DB EH#ER, £ Data Catalog PRI MNEHERIRE | SERDESH,

WMEFMESR , FSEE Security Lake FH BFT RIFWEEH,

AWS ZEBRNEZ £ HEH

18 B I IR IE B 2R B M e BB LA | Security Lake AWS S EHREFNFMET. UEHEEEE

B B EhIREE |, FE5TBY Security Lake XHEF 0 BEE K RSS HE,

g2E

Amazon Security Lake B IR#S
EREAE -FHNREERAE

Amazon Security Lake B IR#5
EEAE -EMERENRE
EFEAGHH

AmazonSecurityLake

PermissionsBoundary — E#t

BAERK

AmazonSecuritylL ake
MetastoreManager - E#IRA
BUR

DU

B8 T HOREESE A

& AWSServiceRoleForS
ecuritylLakeResourc
eManagement o LLERIEE
EAEIRM Security Lake #11T
FEE RN NENFT
THE 17 e 4G 2B A B AR

HMEA AWS WAF B
EfTIB Z BRI AWS
&ESecuritylakeServic
eLinkedRole BiR, Hftb
Ey{E /L FF Security Lake AWS
WAF 7£ Security Lake A B
H 53R BFUEE B 5

Security Lake 2#% SID Ei{E#H
BEBXE,

Security Lake EEHTEE |, #
EhEEREREE , TEE
MIBRE BRI P HEE R,

B

2024 £11 A 14 H

2024 5 H22H

2024 £5 A 13 H

2024 £3 A 27 H
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gE

AmazonSecurityLakeAdministr

ator - ERBRBER

AmazonSecurityLake
MetastoreManager — ¥R

AmazonSecurityLakeAdministr

ator — #TBR

DU

Security Lake EE#H K

%, LAFFHAmazonSec
uritylLakeMetastore
ManagerV2 £
fiam:PassRole , &%
Security Lake EBE = E # & £
T,

Security Lake ¥i8 7T HHNZE
BUR , &F Security Lake BE
ERUAR P EE RN,

Security Lake 718 7 ## 3
EBX , BTEFREAHME

B

2024 2 A 23 H

2024 1 A 23 H

20235 A 30 H

Security Lake B)fERY TEEZEY
.

Security Lake FAtRIE M E Security Lake FAtREB K H 2022 £11 B 29 H

AWS ZEBURHNEE,

£/ Security Lake RIS EL AR

Security Lake £/ AWS Identity and Access Management (IAM) RS E#E A E, REEEAREE
EEEZE Security Lake B9 IAM A€, ©H Security Lake At ESE , EFEE Security Lake A& &
PP E A AWS BRI WIRER L ERARBATEATEFT . Security Lake EAIEA AWS &1
Security Lake BFfE REALBREEZAE,

RIS EZEABTEELRE Security Lake R FBIFTB L EMFF A, Security Lake ERLILREERZEHE
WEFT |, BRIEZEES , BHIRE Security Lake AT LRI AR, EEMNF A SEETBRMF TR
R, WERFFUBETREZIMEMEM 1AM B,

BAARERNT , IAM ER (NERE. BERAR) T TEY., FEIMBRRBEESE, WEFH
&, F2H IAM EREEETPHNREEGACH . AEEMBREERERCR , ST EMBRE%
BFEAR, ETREBENER , #BRET M BRERNEFNTT,
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Amazon Security Lake EREEmR

NEERXERKEFACHEM RBENER , FBEAWS EH IAM BRE , Y ERKEESCH
TEREARNERE. BEFEENR  URRARBNRBERFAGXHS,

e
« Security Lake RIS EL A (SLR) FF A
- BEREENRBERZAE (SLR) 3F 7

Security Lake BRI EFE A G (SLR) 757

Security Lake fEA & A WRISERE A BAWSServiceRoleForSecuritylLake, R ERELERE
ffsecuritylake.amazonaws.comfR BRI A E. WFE Amazon Security Lake 3 AWS BEBEH
SHHMERA |, 5528 AWS Amazon Security Lake BB R BUR,

AEBNETEREZA W AWS ZEBZKSecuritylakeServicelinkedRole , A3 Security Lake
BUMBRERELER M, ©EAFH Security Lake HIEENERATUNTEL :

- £ AWS Organizations Ej{ER#EEEA B IR S HIAHEEE A

- f£f Amazon Elastic Compute Cloud (Amazon EC2) #8H! Amazon VPC 72 A=K HEEE A

- £/ AWS CloudTrail E)FRIEENARFE4E B EHMEEER

- 1£ Security Lake FREUA AWS WAF BFERIRE , /8 AWS WAF B{E2RIE B

« £ LogDeliveryB){EXREE I s MiBR AWS WAF B R 5T

ABERE NIIFFTEER

{
"Version": "2012-10-17",
"Statement": [{

"Sid": "OrganizationsPolicies",
"Effect": "Allow",
"Action": [

"organizations:ListAccounts",
"organizations:DescribeOrganization"

]I

"Resource": [
nin

"Sid": "DescribeOrgAccounts",
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lake/*"

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount"

1,

"Resource": [
"arn:aws:organizations::*:account/o-*/*"

"Sid": "AllowManagementOfServicelinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:CreateServicelLinkedChannel",
"cloudtrail:DeleteServicelLinkedChannel",
"cloudtrail:GetServicelLinkedChannel",
"cloudtrail:UpdateServicelLinkedChannel"

]I

"Resource": "arn:aws:cloudtrail:*:*:channel/aws-service-channel/security-

"Sid": "AllowListServicelLinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:ListServicelLinkedChannels"

1,

"Resource": "*"

"Sid": "DescribeAnyVpc",

"Effect": "Allow",

"Action": [
"ec2:DescribeVpcs"

1,

"Resource": "*"

"Sid": "ListDelegatedAdmins",

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators"

1,

"Resource": "*",

"Condition": {
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"StringEquals": {
"organizations:ServicePrincipal": "securitylake.amazonaws.com"

"Sid": "AllowWaflLoggingConfiguration",

"Effect": "Allow",

"Action": [
"wafv2:PutLoggingConfiguration",
"wafv2:GetLoggingConfiguration",
"wafv2:ListLoggingConfigurations",
"wafv2:DeletelLoggingConfiguration"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"wafv2:LogScope": "SecuritylLake"

"Sid": "AllowPutLoggingConfiguration",

"Effect": "Allow",

"Action": [
"wafv2:PutLoggingConfiguration"

1,
"Resource": "*",
"Condition": {
"ArnLike": {
"wafv2:LogDestinationResource": "arn:aws:s3:::aws-waf-logs-
security-lake-*"
}
}
3,
{
"Sid": "ListWebACLs",
"Effect": "Allow",
"Action": [
"wafv2:ListWebACLs"
1,
"Resource": "*"
3,
{
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"Sid": "LogDelivery",

"Effect": "Allow",

"Action": [
"logs:CreateLogDelivery",
"logs:DeletelLogDelivery"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": [
"wafv2.amazonaws.com"

]

BARRERH , IAM B (NEAE, BHERAR) T WEY, REIMBRRBERSE, WEF
&, F2HR IAM EREERTHREESA B,

E3 Security Lake RIGERE A

IBAREEFEE T Security Lake AWSServiceRoleForSecuritylLakeWRIEEE AR, EEA K
FA Security Lake B AWS #RF |, Security Lake 2 BB A LRI RKEL/E,

#mEE Security Lake RIS EE AR

Security Lake TRt & #mEEAWSServiceRoleForSecuritylake RIGERE AR, BIREEREA
Bk, LELSFAGHER A RAASEERIHRESEZAC, AWM, BUFEA IAM RFELCH
R, MEFMER , F20 AV EHEER. WRERKELZAE,

fiB& Security Lake RIS ERZ AT

I&HEERE Security Lake MIRRIRBEZ A G, Rz , BALUKE IAM T4, API S MRRBERSE
AWS CLI, MFEFMENR , F2H "IAM E£RAEERE.) PHRBREREEESE.

BB ERACKEBEERPH TERE , WHBRAWSServiceRoleForSecuritylLakelEFEEA Y
FER , TeERBREREZEAE,
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® Note

IR Security Lake & E MR E R EEEMAAWSServiceRoleForSecuritylLakef
& MBRTREE LM, MRBEEERER , FESEYE  ARBRERARKE.

mREMPBERAWSServiceRoleForSecuritylLake R ERZARYEERRENL , B EBAZKN
"R S RBUA Security Lake REBIXEBIUZAE., BEBIXEA Security Lake B , Security Lake € B85
RBEEIRKEZAC,

AWS [E13] X8 Security Lake RIS EZ B E

Security Lake X#E1EA[EH AWS [E1F Security Lake HIFTE HfE
FAAWSServiceRoleForSecuritylLake [REEFZAE, MNFEB R AIEA Security Lake B [EIEE
B , 5528 Security Lake EiF w2,

EREENRBERZSE (SLR) 7 A

Security Lake £ & A WK ER A
fBAWSServiceRoleForSecuritylakeResourceManagement #7518

MERMMENRE , EMREEENRAE, LREEZABEEresource-
management.securitylake.amazonaws.comfREEZAR. BH
AWSServiceRoleForSecuritylakeResourceManagementth &% FH¥ Lake Formation BY#ZEY
¥ Y BEEEMAREER Lake Formation EEf &MY Security Lake & S3 TR | UIEeZ 4.

ABNFITBRREA W AWS ZEK
KSecuritylakeResourceManagementServiceRolePolicy , 7o ¥F7ZEL 2REE Security Lake

BUNER , SEEBEER MR PEER, MFE Amazon Security Lake & AWS BB RN FAE
;A , 5528 AWS Amazon Security Lake B2 & BE,

I AR FE = 4% A & 1] 3 Security Lake B5#2 Security Lake (S3 128788, AWS Glue ER&, Amazon
SQS 173, FEFHEEES (MSM) Lambda EHE ] EventBridge 8 ) FHBHEIRAVEEAMR

R8, Security Lake AJLAE A LIRS ERL B EHMITH —LRE&EHMNT -

« Apache Iceberg EFEERERE , THNEEHMEEALRE Lambda MSM BE I K ) F X A<,

« EZ¥E Amazon SQS WIARRE | LUEBIFREN S RE,

- REFEEEHERESUHRPEESRESR
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® Note

MREARZHEAWSServiceRoleForSecurityl akeResourceManagement [RIEERE A
& , Security Lake #$#EEEE , BRZUERCEILRBELZAG , LUE Security Lake AT A
B MRE{CEIREPNER,

ATAIRFARE A
ABERE NIIFFTEER

- events - AFFEBEE AFRIREN BFFTBEFTER EventBridge R Al
« lambda - AFEREEANE AWS KERNHMEBEERHER ZEREH AWS Glue ERKR D EIEMN

lambda.

* glue - AFFER#IT AWS Glue Data Catalog ERIRNEFER AR, EEAFF AWS Glue 272
RPN ER TP EIE |, I RFF Security Lake B Apache Iceberg BRI FR# Apache Iceberg
&8,

« S3-AFERETSHFERTN Glue ERFRFPEERM Security Lake EFETH LTI ERIEE
MEABE,

« logs - AHFTEBIEFEE |, #% Lambda BB K HE2 8% %) CloudWatch Logs.

« sqs — AFFEEHE Amazon SQS FHIFTRENBERMNBEABE  ELTIHSEERSPHMERE
MY REREHEH,

« lakeformation — AAFFEREFEEN Lake Formation %7€ , LAES{RiHRESR

==
BRo

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReadEventBridgeRules",
"Effect": "Allow",

"Action": [
"events:ListRules"

1,

"Resource": "*",

"Condition": {
"StringEquals": {
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"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "ManageSecuritylLakeEventRules",
"Effect": "Allow",
"Action": [

"events:PutRule"
1,
"Resource": "arn:aws:events:*:*:rule/AmazonSecuritylLake-*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "ManageSecuritylLakelLambdaConfigurations",

"Effect": "Allow",

"Action": [
"lambda:GetEventSourceMapping",
"lambda:GetFunction",
"lambda:PutFunctionConcurrency",
"lambda:GetProvisionedConcurrencyConfig",
"lambda:GetFunctionConcurrency",
"lambda:GetRuntimeManagementConfig",
"lambda:PutProvisionedConcurrencyConfig",
"lambda:PublishVersion",
"lambda:DeleteFunctionConcurrency",
"lambda:DeleteEventSourceMapping",
"lambda:GetAlias",
"lambda:GetPolicy",
"lambda:GetFunctionConfiguration",
"lambda:UpdateFunctionConfiguration"

1,

"Resource": [

"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLakeMetastoreManager-*-*"

15
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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}
iy

{

"Sid": "AllowListLambdaEventSourceMappings",
"Effect": "Allow",
"Action": [

"lambda:ListEventSourceMappings"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowUpdatelLambdaEventSourceMapping",
"Effect": "Allow",
"Action": [
"lambda:UpdateEventSourceMapping"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
1,
"StringlLike": {
"lambda:FunctionArn":
arn:aws:lambda:*:*:function:AmazonSecuritylLakeMetastoreManager-*-*"

}

"Sid": "AllowUpdatelLambdaConfigs",
"Effect": "Allow",
"Action": [

"lambda:UpdateFunctionConfiguration"
1,
"Resource": "arn:aws:lambda:*:*:function:AmazonSecuritylakeMetastoreManager-*-*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
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}I
{

"Sid": "ManageSecuritylakeGlueResources",

"Effect": "Allow",

"Action": [

"glue:CreatePartition",
"glue:BatchCreatePartition",
"glue:GetTable",
"glue:GetTables",
"glue:UpdateTable",
"glue:GetDatabase"

1,

"Resource": [
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:catalog"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowDatalLakeConfigurationManagement",

"Effect": "Allow",

"Action": [
"s3:ListBucket",
"s3:PutObject",
"s3:GetObjectAttributes"”,
"s3:GetBucketNotification",
"s3:PutBucketNotification",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:GetEncryptionConfiguration",
"s3:GetReplicationConfiguration"

1,

"Resource": [
"arn:aws:s3:::aws-security-data-lake*"

1,

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
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}

iy
{

"Sid": "AllowMetaDataCompactionAndManagement",

"Effect": "Allow",

"Action": [

"s3:GetObject",
"s3:DeleteObject",
"s3:RestoreObject"

1,

"Resource": [
"arn:aws:s3:::aws-security-data-lake*/metadata/*.avro",
"arn:aws:s3:::aws-security-data-lake*/metadata/*.metadata.json"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "ReadSecuritylakelLambdalogs",
"Effect": "Allow",
"Action": [
"logs:DescribelLogStreams",
"logs:StartQuery",
"logs:GetLogEvents",
"logs:GetQueryResults",
"logs:GetLogRecord"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/lambda/AmazonSecuritylakeMetastoreManager-*-*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "ManageSecuritylLakeSQSQueue",

"Effect": "Allow",

"Action": [
"sqs:StartMessageMoveTask",
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sqgs:DeleteMessage",
"sqgs:GetQueueUrl",
"sgs:ListDeadlLetterSourceQueues",
"sqs:ChangeMessageVisibility",
"sqs:ListMessageMoveTasks",
"sgs:ReceiveMessage",
"sgs:SendMessage",
"sqs:GetQueueAttributes"”,
"sqgs:SetQueueAttributes"”
1,
"Resource": [
"arn:aws:sqs:*:*:SecuritylLake_*",
"arn:aws:sqgs:*:*:AmazonSecuritylLakeManager-*"
1,
"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{
"Sid": "AllowDatalakeManagement",
"Effect": "Allow",
"Action": [
"lakeformation:GetDatalLakeSettings",
"lakeformation:ListPermissions"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
}

BAARRERTH , IAM B (NEAE, BERAR) T TR, REIMBRRBERSE, WEF
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3 Security Lake RIGER A

BB LAE A Security Lake £ A A Security Lake 2
SIAWSServiceRoleForSecuritylLakeResourceManagementRIEE# A AWS CLI,

EERVRBELEAE  EXEBTIHIHTRT IAM EAES IAM A€, IAM BEXERFERA
Security Lake WY [EIFH# Lake Formation EE &,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowlLakeFormationActionsViaSecuritylLakeConsole",

"Effect": "Allow",

"Action": [
"lakeformation:GrantPermissions",
"lakeformation:ListPermissions",
"lakeformation:ListResources",
"lakeformation:RegisterResource",
"lakeformation:RevokePermissions"

1,

"Resource": "*"

"Sid": "AllowIamActionsViaSecuritylLakeConsole",
"Effect": "Allow",
"Action": [
"iam:CreateServicelinkedRole",
"iam:GetPolicyVersion",
"iam:GetRole",
"iam:PutRolePolicy"
1,
"Resource": [
"arn:*:iam::*:role/aws-service-role/resource-
management.securitylake.amazonaws.com/AWSServiceRoleForSecuritylakeResourceManagement",
"arn:*:iam::*:role/*AWSServiceRoleForLakeFormationDataAccess",
"arn:*:iam::aws:policy/service-role/AWSGlueServiceRole",
"arn:*:iam::aws:policy/service-role/AmazonSecuritylakeMetastoreManager",
"arn:*:iam::aws:policy/aws-service-role/
SecuritylLakeResourceManagementServiceRolePolicy"
1,
"Condition": {
"StringLikeIfExists": {
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"iam:AWSServiceName": [
"securitylake.amazonaws.com",
"resource-management.securitylake.amazonaws.com",
"lakeformation.amazonaws.com"

]
}
}
.
{
"Sid": "AllowGlueActionsViaConsole",
"Effect": "Allow",
"Action": [
"glue:GetDatabase",
"glue:GetTables"
1,
"Resource": [
"arn:*:glue:*:*:catalog",
"arn:*:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:*:glue:*:*:table/amazon_security_lake_glue_db*/*"
]
}
]
}
Console

1. 7 https : //nttps://console.aws.amazon.com/securitylake/ BIRX Security Lake £ &,

2. ERERELNEFITR-THARBEEAS  UESIHFNBEBEEAL,

BARKEZEARCZE K MTITEEENER , UE AR Security Lake,
CLI

EELEARET AR EIIAWSServiceRoleForSecuritylakeResourceManagement BRI E#
A, EEATS CL &%,

$ aws iam create-service-linked-role
--aws-service-name resource-management.securitylake.amazonaws.com

fFH B3I AWSServiceRoleForSecuritylakeResourceManagementfRI&ER A B E AWS
CLI , #5224 7E#& Lake Formation ERl&KE 5T (ALTER, DESCRIBE) &F Security Lake Glue
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BRELNMEERR  LEBENRPEERANEFIER, NRETAREREPH Glue ERRSE
St Bl Security Lake BAFA#Y S3 f7hTRE , BAEE R LT DATA_LOCATION_ACCESS Fral#& iR
BEEAE® | LLAFF Security Lake EEEEE R

18t 4781 Lake Formation 3F A% F1& 1R E#Y
AWSServiceRoleForSecuritylakeResourceManagement BRI ER A,

T EHIFERNTA Lake Formation FF AR FREERHHPHWREELZAC, LEF2EHH
Linux, macOS = Unix &1t , WFEARFHER () TEEF TRRIE B,

$ aws lakeformation grant-permissions --region {region} --principal
DataLakePrincipalldentifier={AWSServiceRoleForSecuritylLakeResourceManagement ARN} \
--permissions ALTER DESCRIBE --resource '{ "Table": { "DatabaseName™":
"amazon_security_lake_glue_db_{region}", "TableWildcard": {} } }'

THEPERAE ARN WAE., BXAREALAE ARN UFSEHNES.

"AWS": "arn:[partition]:iam::[accountid]:role/aws-service-
role/resource-management.securitylake.amazonaws.com/
AwWSServiceRoleForSecuritylLakeResourceManagement"

B A LAfE A CreateServiceLinkedRole API FEIL, EFERA , #§ $8EAWSServiceName A
resource-management.securitylake.amazonaws.com,

Bt AWSServiceRoleForSecuritylLakeResourceManagementB® 2% , MREFEH AWS
KMS ZFZE & (CMK) ETME , AIBAAFBRFESACKNBNDHEA CMK FHER AWS
EEFHY S3 AfFATE. £ AWSKMS E2AH , B THBERHEE CMK 71/ AWS B
KMS £, MBNAEE KMS £|MBEENFMERF , 5528 ( AWS Key Management Service B3
ABEM) 1 PR EH|MBEE AWS KMS,

{
"Sid": "Allow SLR",
"Effect": "Allow",
"Principal": {
"AWS": "arn:[partition]:iam::[accountid]:role/aws-service-role/resource-
management.securitylake.amazonaws.com/AWSServiceRoleForSecuritylLakeResourceManagement"

1,

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"

ERARBERAE =
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iF

"Resource": "*",

"Condition": {
"StringEquals": {

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::[regional-datalake-s3-
bucket-name]"
1,
"StringLike": {
"kms:ViaService": "s3.[region].amazonaws.com"
}

iy

#mEE Security Lake RIS ERE A

Security Lake T A FF & #REAWSServiceRoleForSecuritylLakeResourceManagement fR#ER
At, BEYRBEFACRZER LEIEBFACNER A RAREERTRESZAG, AWM, KAK
A IAM RipEAaiEd, MEFRESR  F20 1AM EAEER. NRERBEESE,

IBR Security Lake RIS ELRE A

S 4ESERE Security Lake MIBRIRSERZE A G, Rz , B IAM X2 5. API 3 BRRBEESE
AWS CLI, IEFHMENR , F2H "IAM £AERERE. PHRBREREEESE.

BN BEAERACTEERATNITERE , X8
BRAWSServiceRoleForSecuritylLakeResourceManagementEfE{E A EMER , FBEMIBRAR
KEZEAG,

(® Note
R Security Lake EEERMIBRE RS EEME
FAAWSServiceRoleForSecuritylakeResourceManagementf&€: , MIBRATBER KBk, 0
RELEERENR , FEF% E K ARBRERRE.

MR IEMBRAWSServiceRoleForSecuritylakeResourceManagement RS EH AR EER
R, BAILLEIB A B SRR Security Lake REXREBIZAR, ERBIXBA Security Lake
KF , Security Lake E B BRALEIREEZAE,

EABBERAE =
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AWS [EiF 8 Security Lake RISERE AR

Security Lake XEFEAIF A AWS [E1F Security Lake HIFTE HE
FAAWSServiceRoleForSecuritylLakeResourceManagement RIERE AR, MEB A A
Security Lake W EIEFE , 72/ Security Lake [E15 w3,

Amazon Security Lake FHIE BRE

AWS HESEERBEA M Amazon Security Lake R ERMRE, MLERFTR | AWS B EREH
TE MEHERERE AWS B, ZESHBETLHERSE LEEATHESE, CHEREE
FRfEF AWS R MR EHERBNEETE, IFERBIAENFRES  F2REREAEERRS
EE, NEERBNERRBNWEBEN , F2E AWS R MIEER LW AWS HEHEFEERR
GDPR #EB X E,

ERERREZEN , RAEZEMHRE AWS 1RF BEAER , XA AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) B EEBIERE, Mtt—R , SECEHAEHASEBRHETHK
HEKMAENTT. RfCEBRERATIARNREER -

- BERFHOEEASEEZEZRE (MFA).
« £/ SSL/TLS & AWS BRBH. RMFEE TLS 1.2 WEHRMEA TLS 1.3,

o {E/ BT API F{EHESEEEE 8 AWS CloudTrail, NEARIERA CloudTrail IBMHHEEY AWS SEEIH
B , B2 BAWS CloudTrail € fFREER) RHER CloudTrail B,

- EF AWS MEMAAR , UREPHFAERERZEEH AWS R,
- FRAERNZERLRE (B0 Amazon Macie) , HBIREFREFEEE Amazon S3 HWEBUBE R,

- MRBE AWS BBHGTHREIM API FEH BEE FIPS 140-3 BBV R Gm=ZEHR , F5EH FIPS
w3, WMEFEB FIPS M FIPS inENEZSMHEENR , 2R BIPEAREZE (FIPS) 140-3,

BPEZIEBRCBUTESEFNETEHA U SREZRBRBEN , HMEERSEABNNERNT

o BlinZ B, EBEERMER Security Lake SiE fth AWS R E£i#24&., API AWS CLIZK AWS
SDKskf, BEZBREBARAXNFHUPEANTMEREBITEEARTERZE B, MREEIRMHA
A ARESH URL , RIPAZIEBB D ERB LU X AREIFE RN URL FEEREBEA,

s L =
T AE N &7

Amazon Security Lake £/ AWS INZERFRLLMTFHRFLEER, REZLAFNSHERE
HMTE Security Lake EIEHIR P HYRIR4FE Z A F Amazon Simple Storage Service (Amazon
S3) fRiFirEER. SEARKRERHEECHNZHAFRFETE.. Security Lake EFARE AWS Key

RRRE =


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
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https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/common-bucket-patterns.html#multi-tenant-buckets
https://docs.aws.amazon.com/AmazonS3/latest/userguide/common-bucket-patterns.html#multi-tenant-buckets

Amazon Security Lake EREEmR

Management Service (AWS KMS) FIAWS #EE £ @R MEZ L RBER. AWS BN B AWS R
KBEENEERANZE AWS 1RFH AWS KMS €885 4 |, fEtHIF A Security Lake,

Security Lake R AFMNEHER EHTHEE, HRMNHFA (ETL) £,

ETL F#5EmK# , Security Lake EEZRMNIRFEHELE—FHHF S3 FFITE AWS B ( £ERA
Security Lake WEERFIEE—E ). ERNRASERERESHAF S3 RAEFEHEYP , EE Security
Lake BEA M M ERRNEE—HAF S ETFTRAL. E—HAFRTFrRAZUERAER
MBI , A& Security Lake #$ BFMEHERBEARTIR, ZTENE S3 REFTBIHNER , &7
LUEE S3-managed NEZSRMIEFZELH (KB AWS KMS), EMEZBEEFERHBMNE,

5 KMS €88 2k i 18 Y & %

fikFERE% , Security Lake R4 ZE S3 REFITBMNEREH Amazon RRRIHINEZEER Amazon S3-
managed N &8 (SSE-S3) %, EERMALEZEEENRTLE , B LRNAMEA AR IHNZRLR
AWS KMS %48 (SSE-KMS) % Security Lake & ¥},

Security Lake £ AT X E SSE-KMS, &E#RHE Security Lake API 5 CLI £ SSE-KMS , BEE
I KMS £SERARELR. SULUEBEREEZE €8 , LUATEMEFERAETUER M\RmuEM
222 Security Lake & ¥,

NREEATFZESHMRMBFZA S3RFFENER  AIBLZEZEHIR. HHEFZES
# , Security Lake EBEiACreateGrant@FBRE RAKRLBUE T AWS KMS, HHIERT AWS
KMS AR&EF Security Lake TFEIE Fik P KMS £ ER.

Security Lake EER T , Tt BEFZESWMAN T I AR -

 #GenerateDataKeyFEREIXZE AWSKMS |, LEAHEFSESBNZNER L8,

« #RetireGrantiFHEREIEZE AWS KMS, ELEHMERAR |, IWIRESZHIEE AWS KMS &8 L4
HIT ETL EEMETHEK.

Security Lake T& EDecryptiF . ESWIVIRMEME A EFE Security Lake BRI , S3 BEEMRE
%, REFRERALRMENFENENESR ., T8 , FIREZEEDecryptfF AT sEEAREER,
METEEBEFTEEMERN , B2 EAEE Security Lake 5] &K ER1FHL

MBLBEFEHEEN KMS €883 Security Lake B , BHMBEBRKMS SRNSBBE, &

IR A A SLFFE Lake Formation ERVHA{ EAHEBH IAM BEFEA KMS £ REZRER. UFF
B EE KMS €828 SMBERMERA , 5528 ( AWS Key Management Service B A 818
M) PHNEESBECE,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
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EXREUSRBRIEAEFEENTNEESMBERR , KMS B8 UEZIRTER , AF
Security Lake F7H &8, NFEEZSBBERMERE , 528  AWS Key Management Service B E& A
EE®E) FHEISHIK,

& T SRBERERE SR KMS £

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal"”: {"AWS": "arn:aws:iam::111122223333:role/ExampleRole"},
"Action": [
"kms:CreateGrant",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,

"Resource": "*"

EAEFZESRIAEN IAM FFH

WMEFEA Security Lake BEERZ UM IAM AEEIEH BB AN : ORIEH—E,

B8 BT RIRHETRER , Security Lake SEEMNIRFFEY IAM A€, ELABGERHEAM
IAM oA, efAFEIIRFEERSAERS , YAHFITEEEARBERINESRS. B4 B
AWS ZEBE &AmazonSecuritylLakePermissionsBoundaryi%EiE LA @K AR,

N2 Amazon SQS 175l

B IR M R | Security Lake 7 Z kK Security Lake EIEEMRF th 2 3 M 1{E K i1ZH Amazon
Simple Queue Service (Amazon SQS) 175, BEZMEBELITHIREBENER . Amazon Simple
Queue Service 1R AR A IRESHIMNE (SSE) TR, BHAEE AWS Key Management Service
(AWS KMS) BV EFZES® , UMETS , X2F Amazon S3 AR E A METFIRFFA,
MERFELIFITNRE , FSE AWS HFE PO AT EE Amazon S3 EHBATEEIEEIFEA AR
25Uk &K Amazon SQS 1751 ? .

MR Security Lake £ AWS Lambda Rz EHEE. E@WAMEHEA (ETL) £ , AHEBEXER T
Lambda 57 , LAEE Amazon SQS fT5|FHAE. WMEFHMENR , 5528 ( AWS Lambda BIEEA
EER) PNBTABH,
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B inE

Security Lake 0% AWS R < B{E@mFIEER . Security Lake EiBFEF Transport Layer
Security (TLS) 1.2 tNZBABE BB MEFEMKEER , REEWPTRREHNER, EXF
Security Lake APIsiE$E HTTPS 53K , FE B AWS Signature £ 4 IEE ERB I L2 ER KRR
2,

BIEE RGN E R E RS

B EREEREBEE , BEETEERARBENMKE Security Lake AWS Organizations F1E A
AWS Z2 R, BIfE Security Lake B BIRWETMLEER , B ILLEETER. WEFBNM
BIZRHMNEFMER , 552E (AWS Organizations fEAEIERE) T8 Al RI5EZEHBEE,

B &I, Security Lake TEREHAKLEENEIMNRLER , IELEFBRBEINRLERNN
Z2EH, B THEMHEF Security Lake BRI M E M AWS Z2 RIEHIINEE , Security Lake AIRERTE
RRBENFER K TEERE=ZFERREFELENER., & Security Lake REREFILEER ,
WERAHEELXE , BMKEMLER, BNAEHESREREREERL,

® Note

EEFAERBREEER , AWS ZHIRFXEB EHEE AWS Organizations, MRER KA
AWS 1R FE B4 | 552 BAWS Organizations ( ERAEEE) FHNEVMEEEE.

EEFRHERFUTEE .

» Security Lake #$MERESBFRE 2 AIRENMREFNES (WRENFE) .
- EEEEIBREE |, Security Lake B BUESRIF L E R

Amazon Security Lake B & R B &

EETHR 2B AWS ¥ ERESHATENEGEER , F2BAWS ¥ A SIS ERRRERELR
HBNSHRFTE, WFE—MREA , F2E AWS Compliance Programs,

LA LMER THE=ZARKZEBE AWS Artifacto INEFMEF , FSBE P THEES AWS Artifact,

£/ BNEREME AWS R BURRERNBRE, SRANGHRERE , URBEBREENER,
AWS R TS ERUBEI &R
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- HIPAA £ R#2ZE - 5IH HIPAA &8 R%. L3EPAE AWS BRI BMAFSE HIPAA B,

- AWS ERER - WITHFFMAERNESTRERARENEENVE.

- AWSEFEHEN - BEBEANAETHRARNSEAERE, AEERERPRE WREEK , AWS
% WA IEmMR SN R B L EREN TSR (@?ﬁz‘iﬁéﬁﬁﬁhﬁﬁnﬁ (NIST), X FEXRS
EEESE (PCl) MERREE(LER (1SO)).

- AWS Config BIZ% A BRI 9 F 35 BIFHE &R - AWS Config R &5 E REAEFSALE
%, EEERNFEZRNEE,

« AWS Security Hub — & AWS fR# AIEEALERBH P L £ AREE AWS, Security Hub fEf L&
#l , AIFMEEN AWS ERUBRELN IR ERBRREEH AL ERAEENREER. NEZENRE
Miz#)EE |, 5528 "Security Hub ##|2# , ,

« Amazon GuardDuty - EA[ZEBERENRESTEURMEETE , R AWS R EB¥E AWS
RE, TEEH, RRNERNEBERE, GuardDuty TR ESREBFIRAENARERNSE
K, LA B EH FE PCI DSS £& EXRENERER,

« AWS Audit Manager - i& AWS BR#§ BB AWS A& |, UE{LEEERRHN AN , %
REEERMEEEENSR,

Security Lake WEZ £ REEK
ZE2 T 3R Amazon Security Lake B REEE,

& F Security Lake £ & &K AT BEFF O]

BREZIKERRA , A%H AWS Identity and Access Management (IAM) EA &, 5 %ﬁ%ﬁﬁﬂ@
BFBEFIBERIE, i, BOEE R IAM EHEE Security Lake HIR BEERFFE , BF
BERVRREHFTEE. MEFHMENR , 5528 Security Lake B & 7 B BUER £ 451

& el LUER AWS CloudTrail ZRiE#t Security Lake H89 APl FiE., CloudTrail 2 FEH &, BEES
AIE Security Lake ERENHY API BifERc#%. MNFEFMER , 52 RBIEA CloudTrail fi2# Security
Lake API FERY,

BREBERE

Security Lake ET"““E’J?EEEE%1 1B 14 RWEESES , ELEESTE Security Lake RN 7
&R Amazon S3 fEFEITR. BUNE—SREESLRE , UGB TRENRLHEETLE,
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B2 Security Hub 4

&4 Security Lake 1 AWS Security Hub AKX Security Lake ##Y Security Hub FZ&E#E R, Security
Hub ERFZTEM AWS R F=1FBEELFEL R, 8K Security Hub AEFZ R % BHEEE
ERMENEE  UREBRERE AWS Z2HEEK,

WMEFMET , FSBE BS AWS Security Hubo

i ER AWS Lambda

MR EEE K BELEEFTEFEHAZ AWS Lambda EHE ., EMBERZE{EH Lambda B A TEER
BHIEE WA EHMINEE, SFEEMEK Lambda HE , MAEATE. MEMEK Lambda B
WEEMEE |, ESBAWS Lambda B A 215/,

Bt Security Lake B4

IBAILAE A Amazon CloudWatch $§1Z 3R ES#2 Security Lakeo CloudWatch &2 8¢ Security Lake &
SRBER  UKHEEAER, SUUREET , TEENSEENRERBREREN,

MEFMER , 552BAmazon Security Lake B CloudWatch 381,

Amazon Security Lake Y& M4

AWS £ ERRERU AWS BiE M TRERBAEREZE. AWS BEE RHSEER S RAREHN
TRESE , ELXEFRKEE, shEENSRENEEE, ELT AR TREA MR NRERA
BEAEERE K TRAERSNATAL, FEERINERED , 9BRE-HZEERNF OV ERERFREE

o

Security Lake WA A EEEHAIAMMEE, BEZETARED HEBRBRERDEME-—TRAEZF
RV PR

Security Lake BRI FHEMY 7] A EE MRS T AHEEES. 78 , Security Lake 5| ERY A A%
BIRE (MFERitE ) EFETRMEREYIMEE.
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BRT AWS £IKEREEE M2 ) , Security Lake IEX #& Amazon Simple Storage Service (Amazon S3)
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B RERER —HFR , TER Amazon S3ERE—HYHNEIME, EBEmBEHHERERA
BRI LS R Amazon S3 Y BRARBEENRTRAR, ETHFIMER. WFEFHEEA , B
28 Simple Storage Service (Amazon S3) A EEREHPNEEFFEmER,

AR A $2 A

A REERRETFIEPRESEDEREN SN, BRI UEARREFITHEERFAE. EEA
KB Amazon S3 REFTEBIAEFRNEENHNEERE, RAEHTHBEREANERED

ENEARRNABPER, MEFMER , 528 (Amazon S3 EAEIERM) HHE S3 #EFEE
MR ESl, Amazon S3

EREZVe]l

Amazon S3 BRIBEM T HEEHER  RESERFEBIMREE, SSEE-IANMSIEESE - 1A f#
FEAIRHHEE AN —XEZEEEVFINERPTEEET. S3 Glacier Instant Retrieval f#71F
HHERRNFEAUTUEV FRNHFERMRG , BUUASEEFN—X. ITRATFEUAF
BMWEEER , flanfEs , BRI LAEA S3 Glacier Flexible Retrieval 2, S3 Glacier Deep Archive
BEER, MEFMENR , FSHE (Amazon S3 FHEER) FHEH Amazon S3 &EEFEEH.
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Amazon Security Lake 22 ER% , T3 AWS £HKFERZEHNRE, NFE AWS ZLRFE UK M
AWS REERZENERENR  F2RAWS Ehis, EEFAERRERZENREERRITEN
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securitylake.us-east-1.amazonaws.com,

MEHMMEER , F52E  AWS PrivateLink ¥8/) F#E 18 E i 2 FEURBE.

% Security Lake 237 VPC ix BB
&0 LA i B IR E #4515 Security Lake 7EXH VPC in B, LEBEREIEETIER !

- AEATEIMERVERR.
- AFTHEMF,
« AHBTRENER.

MBHMET, , S8 ( AWS PrivateLink J558) FHIEM VPC iBkiR4% RBHE.

#if5l : Security Lake EIfEHY VPC i B BUR

AR 2 Security Lake WS BURVEIfl, EZFIHHE , KBRERTFAEERLABERAMIIEMN
Security Lake B)ERY 7BV,

{
"Statement": [
{

"Principal":"*",

"Effect":"Allow",

"Action":[
"securitylake:ListDatalakes",
"securitylake:ListLogSources",
"securitylake:ListSubscribers"

1)

"Resource":"*"

}
]
}
H AR

BEAEREGHARANFREBTREL, #HiR, BRHMER VPC imE, T8 , AILAERGHRAMN FHREE T
A VPC in%h, MERE VPC FHRBLAANENR , 526 (Amazon VPC EHEER) PHEEMIR
FEHXA VPC,
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EZ® Amazon Security Lake

Security Lake 8 #& AWS CloudTrail , ltIRERUFERE. ACFHEHMEREE Security Lake FER
EYHY EhERC 8% AWS BRFS. iE2IERE Security Lake TR AR ENE , LAY Security Lake API RER
EXERETM, FEiBFEA CloudTrail WEMEF , BT LUK B Security Lake 12 7 HLEEFER, HR
FEER , BULGRBIR SR, REFERN P ik, RHEFBERE , URHEMFERER., WEHAE
A, S EBEA CloudTrail 588 Security Lake API FERY,

Security Lake 1 Amazon CloudWatch BEZ& , Rt & LURE, BT 2547 Security Lake Uk
&2 BEEMIBHE, Security Lake BRI CloudWatch IEES HEWE , WBR— D EHES
CloudWatch, &t AILARREE R |, 3£ 2 Security Lake IEENIEERERBEEZBNGRE, ME
Security Lake f&i% £ CloudWatch WFTBEEEEE |, 552/ Security Lake IEEFM#E,

Amazon Security Lake #9 CloudWatch $54Z

EALAE A Amazon CloudWatch E5#2 Security Lake , B0 BWERKERNYSEEBE A BRI F
BN ER, EERTERERE15EA , LEAUENELEN , X EERM THREREFINE
#lo BHUAUREZERERMENETR , EWEELRERERBEANLRNEE,

&

« Security Lake 1E1ZFHEE

« 8 Security Lake B CloudWatch 154&

 E%7E Security Lake 151Z#Y CloudWatch B

Security Lake I8EFM#E

AWS/SecuritylLake G AZEIE T HIEE,

BE iR
ProcessedSize AWS R BRIERESNERER  KERE
TENERE,

E{v : frtid

THI#EEEAR Security Lake $51E,

B 204



Amazon Security Lake EREEmR

HE iR

Account ProcessedSize #H7E M 54 AWS tRF,
4 E{EE 27 CloudWatch Per-Account
Source Version Metrics L#4R B A,

Region ProcessedSize #7E M E1E AWS [EiF,

Source ProcessedSize 457 AWS HEHIEM 5
E.

SourceVersion ProcessedSize AWS HERFRIGFERAH
BE,

& 7] LA AR specific AWS #R S (Per-Account Source Version Metrics) S () HFTEIIRE
MY35#ZPer-Source Version Metrics,

¥#8 Security Lake B9 CloudWatch 154&

B LAMEA CloudWatch £# &, CloudWatch B2 @S %|5RHE (CLI) AR FEFT AN EA
CloudWatch API B5#2 Security Lake BV, BEZREN S E , AR KBS BFE Security Lake 5

=

CloudWatch console

1.

2
3
4.
5

B https://console.aws.amazon.com/cloudwatch/ BiEX CloudWatch £## &,
EEEERT , BEEEE EREE

EBIBERS|ZEE L |, 1#1F Security Lake,
BEEERF RRREE RS ERFRAEER,

BEUEBE R FMER. SETLURERT T 5IEE

- BFEHFER  FEAMEE,
- FERRERER K FEIRESEERE  AREFEFERR,
- BEMIEEHE  FENERERE  RAREENEEES,
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CloudWatch API

EEM A CloudWatch API 7ZER Security Lake 1848 , 58 GetMetricStatisticsEIfE,
AWS CLI

EEFAH 7H Security Lake #1& AWS CLI , 3#1T get-metric-statistics®fo

MEFREEEENFMERNR , 528 (Amazon CloudWatch {EAEIERE) RHEH Amazon
CloudWatch $§1Z,

X TE Security Lake $E#E#Y CloudWatch &7

CloudWatch R BERERIZIEENRERNE R, Hla |, B LAERE ProcessedSize I8EME TR |
UEEEERFENEREB B ERERKEEL,

WMERTETRHER , 5528 (Amazon CloudWatch £ EER) FHEH Amazon CloudWatch
Ro Amazon CloudWatch

Amazon Security Lake # CloudWatch 1§1& 206
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£/ CloudTrail 528% Security Lake API FEAY

Amazon Security Lake E2 ¥4 AWS CloudTrail , ltIRIEIREFEHAE. A Security Lake AWS iR
TR E B /ERVEC 8%, CloudTrail €4 Security Lake B9 API FEIUFEER B =4, HEWRWUSERE
Security Lake £ AWM | LAY Security Lake AP ENERIBEEWN, MREEIHFER , BRI
XA CloudTrail E4#E3 1+ % Amazon S3 #ZETE , T¥E Security Lake FIEH, BIEERAREREIE
B, AR LUER CloudTrail ERAPNEHEREHERAKHEN. F£A CloudTrail KENER ,
A LA B8 Security Lake IREBHIGER, RHEFERW IP bk, REBRHAE, REBROEE ,
AR HAbFFME R

EEHE—FTH# CloudTrail , 5528 "AWS CloudTrail fEFA&ERE . -

CloudTrail Y Security Lake A

BIIRSE AWS 1RF B, 889 L&A CloudTrail, E5EEIfE Security Lake F 34 | EB 2R &
1 CloudTrail B4 |, UREBHEELEHTHVEMRE AWS B4, BUE FRE. BENTHEKHFIE
MWEH AWS 1RF, MEFMER , F28 "£HA CloudTrail EHEEREHFMAEHN.

EERERSE FEH AWS IRF |, &35 Security Lake FWEH |, SFEMBEM., EZRTF CloudTrail #§
EHERBFEEIMNERIEEN Amazon S3 REFITE., KTER , ERETERATEVIEBHE |, K&
HMEERZMAEN AWS EiF, EMREFLHE AWS 2EIEFFE BENEGH U AFERISERE
EM Amazon S3 f#ZETRE. AL, BEIBIEREHM AWS R , LA —2F 547 CloudTrail AFFFKRE
NWEHAERTHEREITE, NEHAEA  F2ERTIRE

- BIUERHEIE

» CloudTrail X EHRBENES

 §%JE CloudTrail 9 Amazon SNS &

- BEWZEIEERN CloudTrail BFERMEZEWZEIIRFH CloudTrail BFESR

Security Lake B)fEH CloudTrail 52 8% , M EC 8% Security Lake APl &/, flin , ¥
UpdateDatalake, ListLogSources A& CreateSubscriber BjfE&% I IE1E CloudTrail
BRFERFEELER,

B-EEMIARERFETSELFRENENA. B ERATHEHE THIEE

s

REFEHABREAERIER AWS Identity and Access Management fE A& & AERHEH,
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ERAEER

- REZERK , REEATHEACGIBME I EAENTREZLERE.
* \'ETEH mAWSHEﬁ%EHjo

MEFZFHMEN , F2E CloudTrail userldentity T,

T #& Security Lake HiFERIEH

CloudTrail BFFERETE —SZEAFER., —EBEHATARREBENE—FR , LI EFERIE.
RN BEIMEER, BRBHZEET., CloudTrail BFEWLIEMAE AP RIAHEEBHEERF , LT

SLME R EIRF HR.

T 5 & IFE R Security Lake GetSubscriber B4 CloudTrail BEEHEE

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/user",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {
},
"attributes": {
"creationDate": "2023-05-30T13:27:197",
"mfaAuthenticated": "false"

},

"eventTime": "2023-05-30T17:29:17Z",
"eventSource": "securitylake.amazonaws.com",
"eventName": "GetSubscriber",

"awsRegion": "us-east-1",
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208


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

Amazon Security Lake

ERAEER

"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",
"requestParameters": {

"subscriberId": "30Qedl7a3-0cac-4997-a4l1f-f5abbexample"
},
"responseElements": null,
"requestID": "d@1f@f32-9ec6-4579-af50-e9fl4example"”,
"eventID": "9clbff41-0f48-4ee6-921c-ebfd8example”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"
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Z:C Security Lake IR

EBREANER , BUUERNEIRE AWS ER , SERFEEEM Amazon Security Lake B,
BERAHBEUTEAREL., 28NEERER , fINKAR, #EE. RIEINHEMESE. flw, &7
DEAERREABR,. BENE. BEDER , @3 XERESRERITERENER.

IS AR B IS TG T JIEE L Security Lake BIR : fTRE , A& AWS 1RF @RI+ HNERHERE
AWS [E13,

E3

- ERERAE

- £ IAM BERHPERER

- BEBFIEE Amazon Security Lake &R

- #m# Amazon Security Lake ERIEHR

« #% Amazon Security Lake EREBREE

RACE T A

BERBRZ UGS 50 AFER. SEERETUSHEERNLE "BRER, ERA "E8E. . R
o BE—MER , THAERERRENES . FERERERS|/HERE,

Flin | MREHEITEERDMRETEARENZ2ER (—EITREANRERER , Z—HARK
HEBER ) , BRI BELITEEEREnvironment EREH ., FHNEBRETRECloudBRARR
PITERETEIE AWS RIS , L ATAEON-PremisesiB AR HEMETEE,

EIRERERIAEHIE ML Amazon Security Lake R | 5FRR{E T 5IEE

- BEERHNLRA 50 ERE.
- HREEER , SERRRSIRBLARE—N K MARES —ERERE.

- EBBHEREIANE, REEKRE K BEELEE—AXRKRSERERL , YEBREAERF—H
EEZLKE,

- EBRS|IBEZTHE 128 @ UTF-8 Fit, ZHERZTHE 256 8 UTF-8 FJt, FILANURFR,
BF ZTERIETHIFE:_. . /=+-@

« Faws: HEREBMH FHAWS, BELIEEENTMERRSIBREFFEAT, I, BEZEF
REREALFENEBRRSIEHE. FALFENEBETS T ASEER 50 BEBNE L.
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- BETRNETMEREEANEN AWS 1RF |, BEERAREERER AWS EF 1 .

- WREMEA Security Lake B EBIETGER , IEBRASEAETEZEFEMEER P Security Lake
FHER AWS EiE. EMTEEMAZ Security Lake AEEEM FEMY, A ENTTEET
XEERAWS R, flm , MREFEBERGEERS , IERRSERZEEREEM Security
Lake PR ERBERE, SMTAEAZEFEHRAFZNEHERH Amazon Simple Storage Service
(Amazon S3) EFETE. EERMEEBRERGHEREBNER , B LAERH AWS Resource Groups
= FHRER AWS RIS 89 , H1#0 Amazon S3 for a S3 fE1FETEE . HEBERGHEBBNER , o
B EE B E RN X B E IR,

- MREMMBRER , BREERNTER b —OHBR.

WMEHMRE, WRNBREEY  F28 (FiL AWS EREAZERERE) PHELREN AWS BEiR.

/A Important

AAERRT FREZREMRENBRER. RIS FHAWS R , 2 AWS Ik
EREAEE, eNTEARBRER,

EEFEANERE Security Lake ERWER , B LAEA Security Lake 3 A% Security Lake AP,

£ IAM BUER R ERER

FRESLER®E , B LIE AWS Identity and Access Management (IAM) R EEUEZBHERN

BREBHRFFT. EBUEELSXNFERAER , B UGHEG PHHEERAENAR® AWSIRF EFE

VHMBRRERNGTA , URBLEFEAENACEAERZHHNE, RENBREBRNTT.,. EEREE
BIRHIFE , B LE IAM BRI GRE T ZPERAESHEBRERLIE,

fBlan , BE LRI BUER |, LA ERAETEFIAE Amazon Security Lake EIR , l1RER
WownerZHIEEHFEAERT -

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "ModifyResourceIfOwner",
"Effect": "Allow",
"Action": "securitylake:*",
"Resource": "*",
"Condition": {
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Amazon Security Lake EREEmR

"StringEqualsIgnoreCase": {"aws:ResourceTag/Owner": "${aws:username}"}

}

MREEREBRE, ERERA , AFFTEZEN. EXRTENER-—BERYNEERZS: K MAL
A BURIE B 2R 58RI (2 A #T ER VIR R, B R SMERERERET AT, ARSI L AR < 88 A {E v LSS
MAMRENERERN. MEFMEA , F2E (AM EAEER) PNEAEEREGEH AWS IR
FE

A IEE B E Amazon Security Lake &R

ZEZEZEBHIEZE Amazon Security Lake BR , EBAILAEA Security Lake 2 A = Security Lake
API,

/A Important

BERNEEERTRAESYEHERNER. SEBHNEBEER2H , FRBRTMAIRERAR
|RZFH|ERFEE AWS Identity and Access Management (IAM) B,

Console

B85 A Security Lake AWS B8 SRZB I TR & , Security Lake RS RRMEERHIEE
ERMEE  EETREENERHER, EREVERK , BEREIEALNER , BEBHE
EER.

EEMMA Security Lake EEAK —RZERBFTEZREER , FERBETIFR,
BEHMAER

1. 7E https : //https://console.aws.amazon.com/securitylake/ BIRX Security Lake £ &,

2. REESEFEEENEREE K $ITTIHEP—E

- BRERHERE  FESEERDTEERE., AR, 2EHERKYS , BINESH,
- HRFTRE  AEEERTERITRESE, AR, EENTHREENKRTD | BEGIRES

WMRFTBERERHREERRD , FEAEEA LAN AWS EE ERSRRERNEEUHAE
HMEE, ERREFHBMESINRERIREE,
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o o &

API

BERE,
BF Tags (BH) B, AEiF|H B aiisikicERNVFEERE,
i ERR B, EE i,

EERART  GARHMEZTERCEBNERESR, AR, #ESRD  EFEHRARS]
BHERE,

He

ERSRREZTEE 128 @F K, EZRERZAEE 256 BAFrx. FRLANUEFR., HF.
BETIHE: . . /=+-@

HERE—ERENEEER , FEENERE K AREE LSRR, EULKES 50 BF
BiERGER,

ERFMERRR  FEEMFEE

EEUEARTARNEBEVE R HIE —IZEER , BHYEREEVNERERFEREE
MCreatelffE :

« Data lake #8%& — £ CreateDatalake #4E , & , MEEBFEHAMNE AWS Command Line

Interface (AWS CLI) , &#1T create-data-lake @ F

- ETB#& - £ CreateSubscriber ##4E , E , MREFEHHZ AWS CLI , FEHIT create-

subscriber %o

HIERFERT , A tags 2RREEEMEZEFRNESERBNERRSIR (key) MERARRE
(value)o tags SEEREEWHES. SEMHHEEERBRRSIBREABRBNERE.

EEH—RNZEEBIIEEREER , A Security Lake API B TagResource #1E , ¥& ,
MREFERAMRZ AWS CLI , FEH1T tag-resource 1. ERRH , EELEHHEBNERN
Amazon Resource Name (ARN), £/ tags S REEENENSEEBNERRS|IE (key) M
BAZEEE (value), MECreateREMTGT—8K , tags SEEIEENHES. SEEBRSIRE
W —E Y4 & H AR BN R B A,

f5lgn | T5 AWS CLI e S EAEREAEnvironment BN CloudERESIBHIEEIEENETE
&, WEHI2EHE Linux, macOS = Unix &1L , WFEARRHE () TEEF T RAETEM,

$ aws securitylake tag-resource \
--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
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--tags key=Environment,value=Cloud

Hep:

« resource-arn IEEEZEFMBEBNFTEEDN ARN,
e Environment REMEEITHENEENERRSIE,
* Cloud REEEBZRSI# () WESEENvironment,

ETHEHF , T ERBEERHNEETEE,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tags key=Environment,value=Cloud key=CostCenter,value=12345 key=0Owner,value=jane-
doe

HRAtagskEHIRHNEEYHE , #EE keyM values|H, T , valueS| BHWETUREFSH,
MREFEKEBREHEEBRSIBELIRE K FTEAvalues| BIEEE, im0, THamSEHE
REBBOWNer ZBENEZER SIS -

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=0Owner,value=

MRZELIRIER T , Security Lake & EIZEH HTTP 200 EIfE, & Al , Security Lake 2{&[E
HTTP 4xx =% 500 B FE |, I8 B IRELXBINER,

#®¥8 Amazon Security Lake RN EE

= EfmE Amazon Security Lake BRI ER ( EERSIBIERE ) , BULUFEH Security Lake E
&A= Security Lake API,

/A Important

REERNERTRESXEHERNTFH., EREEFNERZRS|IRLE A , BFRETEE
RAEBREHEREFEIHEM AWS Identity and Access Management (IAM) B3R
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Console

BB TYLER | A Security Lake T AGREERNER,

mEERNER

1.
2.

API

£ https : //https://console.aws.amazon.com/securitylake/ BIEX Security Lake £ &,

BREERELGENEREE ST I EP—HEREF

- HRERBER  FESEERTEEEE. A% EEFZERKRY , BRES,

- HATTEE  EEEERPREITNE. A% ERNITEEERKRYD , BEGTRE.
WMRTEEAEREER KRGS , BEAEEALAN AWS B BRI RENECELIEE
MES, ERERABIEBTEZSNREBITREE.

BERE.

BB Tags (BH) BER. EREREIIL B AERGEERNITEER.

AT TSR — T

- FERERENEERANRESR  FEEBRSRINETRTEAE,

- FERERANERESR  FEEREZNBR, AREEFEER, THEANSRAR
o, BAFTNERER, RE , £EEARTAAEEBNYRERE.

- EESFRENERE  FESSENELRTIEE X, AREEARPEATHNERE
- FEBRBANERE A FEESENEARTREX
- FEBRAAER (SERERRSIRNERE )  FEEEEEHBR.

ERBRZAUEE 50 BAFER. ERSREZATITE 128 AF K. BEREKS TS 256 @7
o FRALRFE, BF, ZBIATIFR: _. 1 /=+-@
ELTHRERRE K FEERT.

ERUEART A AREBERNERE | ﬁﬁﬁ%ﬁﬂ’]ﬁ%ﬁﬁﬁﬂ’]ﬁﬁo Rt , WESRBNVRES
ABRREERESRER,. FREIANE. EEREEBER  FRRENERIFTEER.

EERESEBRRESERSBMEMBERE , 55EM Security Lake APl By TagResource #1#E&
ERENE. MREFEAHE AWS Command Line Interface (AWS CLI) , #8117 tag-resource
T H kY , EELERENBREFEREZEIRR Amazon Resource Name (ARN),
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EERESERE , FFA tags SEREELEEFHERENERRSIR, ARIEETELR
WHEBE, Sl , T5 AWS CLI &8 50n-PremisesE8iERGEETHENER SIS
WEnvironmentEHEER Cloud BF A . LLEHI2 & Linux, macOS = Unix &1t , X EHA
RFEHE () TEEF TRAETEM,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=0n-Premises

Heh

« resource-arn IBEFTEEMN ARN,
e Environment RRESFNEZEREHBHRNERSE,
« On-Premises RIEEBERELHR () WHEKBEEvironment,

FEREBRRSIRBRERE , B2 tags BHPEERSIBvalues| HHNE. HlM:

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=0Owner,value=

MRBERTY , Security Lake BEEIZEH HTTP 200 EIfE, FAI, Security Lake BEE HTTP 4xx
5 500 EIFE , FEHBRERBRBRR,

¥ B Amazon Security Lake BRI ER

& T LAME A Security Lake 2 A = Security Lake APl 3R#2 B Amazon Security Lake ERIER ( 1Z
BRS|IBNEEE)

Console
BB THLER | FH Security Lake TR AR ERIER,
BEERNER

1. 7E https : //https://console.aws.amazon.com/securitylake/ BARX Security Lake £ &,
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2. BREBLERFESBRNERERE T TIEP—EHRE

- HRERHERE  FESEERTEERE, tESERERT  BHESE , AREERE.
RERFARBRER,

- BHRETERE  EEEERPREITRE, AR EENFIREERRSD , EEFTRENS
.
MRTEERHREERRD , FEAEEALAN AWS B BREEERENEEUTRE
HEE. ERRASFHENESNEBIRE.

BRERS L B s ReERNAIEER.
API

EEURARFTAXNERANSEREERNES , 55F A Security Lake API B
ListTagsForResource &, EEBWFERTF , A resourceArn SERIEEERK Amazon
Resource Name (ARN).

WREFEHK R AWS Command Line Interface (AWS CLI) , 8#11T list-tags-for-resource 5% ,
WEA resource-arn SERIEEERN ARN, Fl :

$ aws securitylake list-tags-for-resource --resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab

£ LRE IR |, arn#taws#securitylake#us-east-1#123456789012+#
subscriber/1234abcd-12ab-34cd-56ef-1234567890ab BRI AEETEEM ARN,

WMSIREMTh , Security Lake EEE tagskESl. E5IFHBEYHEHSIEE B uERiGERNE
B (CRERRSIBNERE ). S0

{
"tags": [
{
"key": "Environment",
"value": "Cloud"
},
{

"key": "CostCenter",
"value": "12345"
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"key": "Owner",
"Value": mnmn

Hr Environment, CostCenter® OwnerRIEMGERNIZEB LB, Cloud REEZER LB
BB Environment 2R {E, 123452 HEERESBMEABINCostCenter BB, Owner ZB XK
5|8 R B HEBNERE,

# Amazon Security Lake BEREBRES

£ E# Amazon Security Lake ERBRER , B LAFEH Security Lake 2 A 5 Security Lake
API,

/A Important

REGFBREETESFEHERNTH. BREBZH , FRETUIEERESRZESE
JRZELHY AWS Identity and Access Management (IAM) BUER

Console
SEREBTHLSER , £ Security Lake T ARERBR—RZEER,

1. BEARUMLR https : //https://console.aws.amazon.com/securitylake/ B Security Lake £ &,

2. REBLERFBHREBNERER ST TIEF—IF .

- HRENEL  FESEEETREEL, A%  EERENED  RREL,

. WRITEE  EEEERPRETHE, A% ERNTHEENRS | RIGTHE,
MRITHEREBERNRST , BEAEES LA AWS B ENE RN 7T E
MBS, EHERGTIHENEANRETEE,

3. EERE,
4. FRBI Tags (M) BE. BEERRTILE IHRGEEROAEEE,
5. BUTTHHEM—E :
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- EEEBREENERE K FEUSEBRENESRTEE X

- EEERBREBNERRSIGNERE (Y ) A FEEEBRIEBRZHBE.
6. EERERTBHREMER K FASEEBRNEMERES LRISR.
7. BERZRBRERE  BEREFR#E.

API

EEUBAFFT A RERBR - ZEER , 55F A Security Lake API B UntagResource
BIE, EBMFERT , A resourceArn ZERIEEERPBRER ZERMN Amazon
Resource Name (ARN), f£f tagkeys S8 RIEEEBREBNERRSIB, FEBR
ZEER A BHNEBKREEERN tagkeysS 858 , L ampersand (&) 2F& , #il0
tagKeys=keyl&tagKeys=key2, EEERERBRIFEERE (MEEBER ) , FHRES
B A MTEBRES.

MR EFERAH R AWS Command Line Interface (AWS CLI) , 55#11T untag-resource @i , #
BRPBBR—HZEER. Y resource-arn 28 , EEERTBREB ZERH ARN,
M tag-keys BERIEECEBRZEBNEBRSIE, il , TIHHTERIEENITHES
BREnvironmentiZ® ( ZBRS|IEBNERE )

$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment

Hrh resource-arniEEERFBREZBENITIEEN ARN , Environment 2 EBREBENEZR
RElE,

HENERTBRZERR  FNESEENNERRESIEBMAS tag-keys SEHEIE. Sl :

$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment Owner

WMERIRVER N , Security Lake 2/EEIZEM HTTP 200 E/E., &I, Security Lake 2 E HTTP 4xx
T, 500 EIfE |, B HBERERNER,
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¥t Security Lake HRY B BEE TR PERD KR

MR IEIE A Amazon Security Lake B ZIRIRE |, FBERA TR SR ER,

T 5 ERERMHEEERAAREE, Lake Formation, £ Amazon Athena & IAM tHEIRIEEER AWS
Organizations MEENFHFRER, NMREZREERIEHNWEE , B UAFERHLER LW
Feedback Z&iETHRE .

MRS Security Lake FFBZIME , BB T EE,
&

- HERAMEEITHRERS

« ¥} Lake Formation FEREME 1T HBE 22 B

- ¥ Amazon Athena RV EHBETHED B

« ¥ Organizations FREHETHRIED

« ¥ Amazon Security Lake & 9 MEEETHED

HWERHREETHEZ G

Security Lake TR ANBBERHSRRATEEINBERE., Sl , MREHKRABEBEL
CloudTrail J&#t , Security Lake Fi#E% %5 AWS CloudTrail EXEE4BA BFKE,. BEEMESEE
14 RABRENRE, EUNEESARENERNEZNEHS R,

EEURRFRFT AR TIEERE |, & LUEA Security Lake API ListDataLakeExceptions BV 1E.
MEBBFERHR AWS CLI , FE#T list-data-lake-exceptionsfi . ¥ regions B8 , EA L
E—HLZHEEFHKE , flflus-east-1EXFERI (HERniH ) Bl , UEEXEELEFHNR
B, MREBRDE regions 28, ISEEFEMEEFNEE, NEEHRIEEE , F2H BN
Amazon Security Lake i Z2AWS —fR&#&,

fHlgn | T% AWS CLI s &5 HE 2 us-east-1MM eu-west-3EFHWEE, LHEHIC &Y
Linux, macOS = Unix &1t , WFEARFHER () TEEF TRKIE B,

$ aws securitylake list-data-lake-exceptions \
--regions "us-east-1" "eu-west-3"
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EES R ESRIERRIEA Security Lake & , 556 Security Lake API
CreateDataLakeExceptionSubscriptionfyig 4., EAENEBEFEHH. RX{4ZE Amazon Simple
Queue Service (Amazon SQS) 175, RX{+E AWS Lambda BIE(=L H b B #0&E A 1 & W EE X,

flan | %) AWS CLI S &FBEAR , #§ Security Lake BIAARRHBHEEZIEENIRSE, It
EHI 2 & ¥ Linux, macOS = Unix #31t , WEARFHE () TEEFZ TRISTEM.

$ aws securitylake create-data-lake-exception-subscription \
--notification-endpoint "123456789012" \
--exception-time-to-live 30 \

--subscription-protocol "sms"

EEREHINARRETENEMENR , B LUER GetDatalLakeExceptionSubscriptioni2 ., & EE#H
BISNRSRET R |, BB LAfE A UpdateDatal.akeExceptionSubscriptioni@4E. & M BRBI S AR 5T B It 45
IEBA | A LAfE A DeleteDatalakeExceptionSubscriptioni#4E.

¥f Lake Formation FEREEITHESR

FRATHEARBGEEZE IS EME A Security Lake #1 AWS Lake Formation B ¥ E =R & Kl R A 8L
BEMNERBE, MFE Lake Formation SREHERE BN EMMER |, 5528 AWS Lake Formation B2
A B ISR £ B BF AE — B

B BERE
EHRBUITBIER | SALE KT

BEMALER  FRELCE BEPHERIER, MREHE Security Lake RBEN R ERAKHTE T
FR , AIAAREZMIREZABHEEMN, MEHMERRNFMAESR , 52 ESecurity Lake FHY
REEE,

400 AccessDenied

B8 BT KR FFAY CreateCustomLogSource API B | B ATRES IR B th 8535,

EEEIRIEFR , 5B Lake Formation §F A, A4 API B9 IAM BB EH Security Lake & #E
METERRTT. MEFMEEA , 5208 ( AWS Lake Formation B3 A B1ER) HHFEA Lake
Formation A MEBER L ER TFTEREF,

SYNTAX_ ERROR : 8 1: 817 : TAFREREERH 2EEZER SELECT *
1£ Lake Formation FE— X EHREERRE , Br e B tEEEE
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EEMRIESS | SBESELECTHARFAEERA BEEFERAN IAM £ AWS IRF, MENAFE
FSELECTEFAIMIE R , 2R ( AWS Lake Formation B2 A E388) RHIEA Lake Formation &
BAMERERFERFERRF,

Security Lake #EEAG £ A EE ARN Fi8ZE Lake Formation EXHERE
B, BeMNERBEESFRE s THFENENERE.

XA Security Lake Si#Ti8 AWS BR¥5 4 Bt RIRE | RrIsE R Bt #EER
BEMRIER  FEBTIIER

1. BARX Lake Formation £ & |, #1k A hitps://console.aws.amazon.com/lakeformation/,
NEBERESTE A,

ESEERFHFAIT , REEEAGNEE.

£ Data lake EEEEEH , RERETES,

BRI IAM FRTBNEL TR  AREERT.

BIXREE Security Lake #1E,

o o K~ w0 N

Security Lake CreateSubscriber with Lake Formation FR# I ## RAM &R
HERF , UtES
WMRIRIE Security Lake B I Lake Formation FTBI& 28 , Bd Lake Formation 2 2 fREi 5 3 BIR

FERERAERAER , B EFILIEE. ERREA Lake Formation AWS 2 2 IR ZE 3 IRIBEIRF
HAEBMSZEBREFST TR FE—E RAM T RLARZEL AWS RAM R ANEE,

BV EERAACBRSEESEENITRERIEENI/NS ID, EEFRELH ARN &
4 CreateSubscriberEEHH ARN,

¥ Amazon Athena RV EFEITHERZ BT

FEHTHEARGEIEZ B FIEIEEH Athena T 1FMAE Security Lake S3 17888 0 A9 ¥4 B 1T AE
BINERBE, MEEFEZL Athena S HEFEE |, 5528 (Amazon Athena Amazon Athena%E B 5F
ﬁi_ﬁko
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BRI EEERAPELHY 4

BN Security Lake #9 S3 A EEFR I EE LM |, B Athena EFTRETRSHEE P ERFY
. MRBEZH Security Lake , AEBABATE |, ATt B4 EEER. ALtk , AWS Glue 7 E|
[ 7] RE Sk IE FE ST A ET B0 0 4o

EEMRIER , FEBRTIIR

1. 1E https : //https://console.aws.amazon.com/lambda/ BAEX AWS Lambda £12 A&,
2. REEHIMWEERZEST | BIERA Security Lake {B Athena EH KR EEE RN EE,
3. REEERKD , BEXEY , UREBRERAETIEETZRZHE

* Source version 1 (OCSF 1.0.0-rc.2) -
SecurityLake_Glue_Partition_Updater_Lambda_#region> B,

* Source version 2 (OCSF 1.1.0) - AmazonSecurityLakeMetastoreManager_#region>
4. HEHEERSIERL  BEFBR,

ENMEHEEER  RREERE.

B ARER  AREERT. ESRRBREBBEAERA,

#5517H AWS Glue BB R

BHFEGT R E TR E A FEE S Security Lake EXRIEY AWS Glue &K,
Hf  BARCEDER PERNSRETERSEREAA (THESH).
MBITHEMABEEN  BUBTHISHR -

1. ¥ https : //https://console.aws.amazon.com/glue/ BIRX AWS Glue £ H,
2. WREBEHIKD | iBZE Data Catalog M Catalog % E-

3. HEFFIEEEAEREBRFE AWS Glue Bk, MFERVEREBRNEEER , F2H8 (
AWS Glue R AEHm) T/ WEREBEKFH AWS Glue.

¥t Organizations BIREHEITHER B

FE A T EARGBIEDE IS EMER Security Lake 1 B AT 42182 # & B A& AWS Organizations,
WZEE % Organizations HIELETEE , 5528 AWS Organizations f# A & 5K HED B —&.
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EAY CreateDatalake B {ERFE £ FHUEIERR: | BNRP XL EREZIIE
YWRFNEREEERSE,

MREMBRBREZESREFTIBHNER , AREFFER Security Lake £ B CreateDatalLake API
RAEF IR F SR E Security Lake , BIAJsE & UK B kb $535,

ERHRGER  BEARETEEBRBUKRFHNEREESIKRS.

¥ Amazon Security Lake & 2 MEEGETHER
ERTHIEAKIBEEDE RIS EEA Security Lake F IAM B A58 340 % BRI,
REREE Security Lake PHITENE

R AWS Management Console &FEREREH T BF , AIXABBEESES K. ZNEE
ERATRMBENAL,

E mateojackson IAM EREEHERA T RAMAEBEsubscriberRBE
¥Securitylake:GetSubscriberfFAIMFFMIENA R , R 4E T HIEFIEEER,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
YOURSERVICEPREFIX:GetWidget on resource: my-example-widget

FEHERT , Mateo BEEREEESFTMHEBUER , LAFFMEA Securitylake:GetSubscriber8ifE
EHBsubscriber&#flo

BEERFURERERIZERR I

STBE R AT HEIR APIs B MFTE IAM B &4
AmazonSecuritylLakePermissionsBoundary SEEBENR, MREEELHMERIIZE
BRZN , EAURAGHNHFTEABKRIERR. T8 , £ dataLakes FMFTEENEE Security
Lake APIls EB)fF , AEEEFFAIRIR , IAM FTEEEH) IAM BE,

FAREBREHIT iam:PassRole

MRBW RS | R REEEHTiam: PassRoleFE , AIMEEFHENEBER , LAHFEKACRER

2 Security Lake.

FEUEIESEE 224


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html

Amazon Security Lake EREEmR

BE AWS B# AIREEREACEEGERE K MAREYFNEBXACIRBEELC, NFH
TR , L ARERACBEEZ BB,

EEAH M IAM marymajor EAEEREAEIEATE Security Lake PHITENMER: , 8 4E TS5
R BER , BEBERBEBERREAGR TN, Mary SERACGBEEZRBITT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEBRT , Mary WBERAAEHT , AFFHEIIT iam: PassRole Bk,
MREFEZHE , FHEEN AWS EEE, ZHNEESRHENESZEE.

BEEAFT BN AE AWS tRF FEUERY Security Lake &R

BUNRN—EAE  BEMRFTNERENEEBATNAEFIENER, BUUIEEZ R
EEENHENEXAR, HHXEERERNBERIFEUEHIEE (ACL) VAR , &I LUE A ALK
RRBEFAEFRENE R,

NMEE-STH , F2RUATAS

- HET# Security Lake R B X EIELINEE , H52 B Security Lake Z11AEE IAM #EHELFEH,

- BEETHUOMAWS IRF EEHEN EREBRMUFEE , F28 (AM EAEER) PHELHES
AWS IRF M5 —BEERTPRHEFEIUERS IAM E£RE,

- EETHRIMTEERNEZIEREBE=F AWS IRE |, 28 (AM FAEERT) PHRMHEFEE
M=% AWS IRF #H.

- METHIMMEBHME S RMEFEIE  BF2H IAM EAEEEFNEFIERHEENSETS
SERENEAE BESED).

- METHREAACNEREABRETERFFNZENZR , F20 (AM E£HEER) PH IAM
YIS IR P EIRFE.

BREAF AN AR AWS 1RF FEFEM Security Lake &R 225


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

Amazon Security Lake EREEmR

Security Lake EERYHIET 5 =

Amazon Security Lake EEERMEH#E : ERHERMEREE, Security Lake thEEEH it §1F
AWS R RERMEALHNER K MASTESHEEEETHELEBINER.

B85 — XL Security Lake XEMWEAT AWS 1RF FRBBFEES AWS B & , ZIRF2 8B M
15 REEH A Security Lake, EREHAHE , B MEtEMREELEER,

EE T#E Security Lake EEE &N AL , FEE THE A : Amazon Security Lake EfE-->

B R

EBLERASTE BHEEL AWS CloudTrail BFMEAM AWS R HEFEFZEH (Amazon Route 53 fi#4T
BEX&E#BEFE. AWS Security Hub FAZE# R M Amazon VPC RiEHF ) BWEE.

EREnR

LR AHTE B Security Lake Z %4t BSecurity Lake PR R Z & A B HIAERE
(OCSF)#EBHR A EA Apache Parquet 1M AWS BRI AEMNSBHE,

8 B8 AR A5 B9 A AN

LTRIEELZLER AT ERMELRAER AWS RIS B, TTAEMREM EAMN — /i -

« Amazon S3 - ELEERAHTE B #EE Security Lake lRE F1HY Amazon S3 fZETEE. BERE
REZREF , URFEMERRETENZ2MNFEUES, WEFMER , 208 Simple
Storage Service (Amazon S3) E1&,

- Amazon SQS - EEKAITHE BE LA SEERN Amazon SQS 175, MEFMEF , F2HE
Amazon SQS Ef&.

« Amazon EventBridge — SR A$T4 B Amazon EventBridge A4 BN ETE RS . MESF
&R , 5528 Amazon EventBridge E1E,

« AWS Glue - 8 A BABUAR S GB AWS RIFHEEM AFNEHERE, ENERNEERE
Amazon Simple Storage Service 1 , I WEREZ%E Amazon S3 B, Security Lake AWS &
REBRAEMBEE. HMEAZEERMN—IB0 MERE AWS WIRENER , BRELERN
BH., 5528 AWS Glue, Amazon EventBridge, AWS Lambda, Amazon SQS #1 Amazon
Simple Notification Service WEE. £FEREN Security Lake EHER AR FEIER , A&
EELRNRA,

T &1L Security Lake EHER MR FEABRITEENRAE , HFTREEAE,
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MERAME B RENTEEE | 552 Security Lake E{E,

B Security Lake B M TE LKA

Amazon Security Lake 12 A K A2 EE 7 RZEREI B BIHY Security Lake A& , AR KRR AEFK
AEE, MREBFEESMN 15 REEHA , ASERABENERAET BB EEGRBHARRE
£/ Security Lake A, #%E Security Lake EEMBIE , 5528 Security Lake EER HIE 5 o
MEFMEAMKAEH , 5528 Amazon Security Lake E{Eo

£ Security Lake ¥, fiitAENARUETHE , WEBHAR B AWS [BiF, BYLRAEER
BPPFTEWR /Y Security Lake AR , I EEB AR MMER L EBIERSEE (OCSF) M Apache
Parquet 1. i , FEAIRATEE Security Lake FE M ERIEHI LA |, HliN Amazon Simple
Storage Service (Amazon S3) 1 AWS Glue,

EFAEEEL , ZUNEEREAENRAERNNNE, AXPHAERRR 1 BABX. EXEHEE
4 1 K Security Lake A& , FREEF KATEA,

EHERERTERFNAIRE. ERRBEEMERBEEANERAE , KRR 0 BABXAE
BITERI AWS [E15 B Security Lake 4. BEFRASMTER KA R RBEB P FIERSE

EERNHEGH D , AENKAERE AMEEREK , MTHA®

- IGREDHARKAE - EREEHIM Security Lake AR MERINRMD |, AR IBIBEEMER
BEEANERAE , AR EBEAWFEMAENKEA. ERAE. FAAENEIRAE R
BBPNFIERF. MREEIRR , 25 ERSER , ERWMLRFEZRBEELEAFNEGH, B
REEIRE , 23 HRIEREXRGENERHE , ARFEIAENHA,

- IRFHAEMRA - ERE B B Security Lake AEIKIREMS , URBBEHEFMEFEEERX
WERAE K RARRIOEREANEMAENRA, MREBREIIRS , SEAR—B23EKR , HPE
TEHZIRFAEHMEERNRIR. ERSEERRER , 23 ERITSERAENTFEAEFHA,

FIEXEN AWS ERIRFEHEHRE LRERKRP |, BERE RE Security Lake 745 E HKiR.
MREBEESMAGERA  BARBREHEE AWS R , LUEEXTEN B RZNEHENRAGE,
WMEHTI® AWS FGRIEREE | 552/ £ Security Lake AWS FR#§ 1t WEER, BIIREFBEER
BRRAFTESR,

BB THILER | 7 Security Lake T2 AT RGN HENMKAER,
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¥ B9 Security Lake AEMFERARA ( EE8H)

£ https : //https://console.aws.amazon.com/securitylake/ BIEX Security Lake £ &
SERAEEA AN AWS BiE ZINE , ERNEERRAENRANESE,
HEEEERD , BERE , AREERE,

ENLEEFRAENRAENNETE, ERARER 1 X,
BEKERIRRGMKIRFREIEE , UFAREAERNRA,

o ~ w0 bh =
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Security Lake [E 13 #1i% 24

W Security Lake XENEEMRBKiHIIFE , F2 B FH Amazon Security Lake i@ FAWS —#x 2
Z,

BREEMAXEN A Security Lake AWS B, ERZEEMER Security Lake R{ERIFFAER
REENREEED , IEERIBFERANES bR ML,
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{2 F Security Lake

& #&42 A Amazon Security Lake B , Security Lake & AWS Z L RN R ERFNELH, BAEN

Security Lake X EME FEIMNEIR AWS 1RF HEREB, WA, BERE PR HA HER

AWS BR# , 510 AWS Lake Formation E#}F% M AWS CloudTrail B HHRBRER , MARATH. 77

FXFE Amazon Simple Storage Service (Amazon S3) EFEFE PN ERNERIBEM Amazon S3 f#F
EmBRRETA

# Security Lake £ AR EBEEA Security Lake 1= 1F B 81 A AWS [E3F] Security Lake
E’JFJ’T’E ) AWS BRFRNEBHES., ZULMFEAEIRALNESER , EFEEEHFELEAFEK
£, Security Lake API #1 AWS CLI 2 EZRERPIEENEFH P EFILEAFKRE,

ZID%!&EEFE ® 4 , AWS Organizations MZHRF 2 & EE ZE Security Lake 1R S EYEBH —
, BIR B ZERHY Security Lake B E 0] LU= Security Lake KEFMRERE ., T8 , #EHAES
’FJJ:E}ZEIPEIEEI’J HEsWE&E

EEAEBK Security Lake B , IREEFILEERENERAET , EREEEEEERE. £F
FTEHXREEZREES , IAEHBA Security Lake,

HRBFTHR , £/ Security Lake B , % EfEH Security Lake R AUANANBRERR. REHE
EREBRFESEEK BFEEZE Amazon S3. It , BLAERITEERS , FRIFTEENAT
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