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A, RMEBRESONERE T BEERTFE Log Archive tRF . EILERBE 2N , WREA
HFEFH Security Lake WENEHR |, BRI LGB S Security Lake FTBI &, MFEHTIEFTE
BWER , 5528 Security Lake HHETREEE,

MR EFEAAWS Control TowerfR# , RIF[8ERH Log Archive 1RF, #0% Log Archive 1RF &
HEF , F2HE 22 2ELEPH Security OU — Log Archive tRF . AWS

HBARRE—EZEREES,

BEEE 8B —EZEIRK Security Lake BE &,
HEEERFTREREZEREES,

BRIBAWSZ 2 BEEHRNKEERFR , ENEBEERIRFTEREREESR,
ZREESLARFEATEABN -2,

EIEMBRASE K ERNEEERFELBERE Security Lake, BS4BERERBTEEBNERE
BE 6 SffH Security Lake IEE B AMBEBNBIIRS

JEEERER AR EN IAM

IEEZEIRM Security Lake BEE R , LLEBEERA Security Lake BIFFE , A EA T SIBERBFRAR
F 5l H 945 EAWS Organizations APl ##4E,

& A LA T B BRAR = #5738 ZAWS Identity and Access Management(IAM) BURIEE R |, AR FiELEF
A,

{
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"Sid": "Grant permissions to designate a delegated Security Lake administrator",

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

]I

"Resource": "*"

FEEZEIRH Security Lake BEIEE W HIEHR EIRF

BELNFIRSZE , RENERIEEZREY Security Lake EEBIRF . RAEHEBEEIRFAILUAHEA
BEEEREESIRF, AREEKRFITREREEBNEREESIRS,

@ Note

- HBMEEIRF B[ Security Lake RegisterDatalakeDelegatedAdministratori®
ERIEEEIRAKY Security Lake BEIEEIRF ., T &EFEB Organizations EEZEIKY Security
Lake %IEEO

- MREHEEFHEANEREES  CXEEBREINZEREES, AR, BULIEEH
WEREES,

Console

1. BRI https : //https://console.aws.amazon.com/securitylake/ B9 Security Lake &

ERAMNEREIRFHNEAEREZEA,

2. - WREAKA Security Lake , FHEMNBEBRER , ARERA Security Lake EE LIEEZE K
#) Security Lake B8,

- WRERKA Security Lake , FEEREEE LIEEZEIRK Security Lake EES,
3. HEBEBEBERARS—ERFET , 8 A Log Archive tRFHY 12 (VBAWS 1RE ID,
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BMRBEMEA Log Archive i BZE KM Security Lake B8, MEFMEENR , FSHER
Security Lake EEENEEEZEEE,

4. BEZEIR. MREKRBA Security Lake , AlIEEZREE TR B BT EE A SRS A
Security Lake,

API

EEUBRARGFT AN EEZREEE |, 5B Security Lake API
RegisterDatalLakeDelegatedAdministratorf¥ g4, BAAEEEMEERFUA BR1E, MREFEHA
B RAWS CLI , SBREBEEIRFE HIT register-data-lake-delegated-administratorfi . fERRIEE
Rep, £/ accountId BEIEEAWS (REFEREEAMBBZREESIIRFHN 12 NBIRF ID,

Flan , THAWS CLIG R EIEEZREES, HEHI S Linux, macOS = Unix &4t , I {F
ARFHEE () TEEFZ TRRETEM,

$ aws securitylake register-data-lake-delegated-administrator \
--account-id 123456789012

ZREEE L LR ERBHREMEBIIESFHNAWS AFNEHER, FALER K ERFHEE
A48 8F | Security Lake E1EHIRE 1 B BIEAHAAWS Organizations, SAZREES , B LAFEH
Security Lake API CreateDataLakeOrganizationConfigurationE’9?E%VEHEE&FE IAERE | REERR
2 AWS CLI , BIFJLA#11T create-data-lake-organization-configuration®i 55, &t AT LAIESE R 18
TEFTIRF 5 EEREERTE

flgn , THIAWS CLIG =& B B EF A AEBIR S R EUA Security Lake 1 Amazon Route 53 f#4T#2
NEHHFH. AWS Security Hub CSPM&#%# Amazon Virtual Private Cloud (Amazon VPC) it#&
HEEMES, EF2EH Linux, macOS | Unix 1t , TFERARKE (\) TEEFZTREET
- R

$ aws securitylake create-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"souxceName" :"ROUTE53"}, {"sourceName" :"SH_FINDINGS"}, {"sourceName" :"VPC_FLOW"}13}1"'

FHEBEEBIRFIECEREEE 2% , EEE L ABBRBAFELE Security Lake, ESIERUA TR
7E Security Lake S\ SEAEBHERIRFHAWS BFENEHER, WEFMENR , FS /L Security
Lake AWS fR#§ F1t WEE X
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_RegisterDataLakeDelegatedAdministrator
https://docs.aws.amazon.com/cli/latest/reference/securitylake/register-data-lake-delegated-administrator.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeOrganizationConfiguration
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B LAME A GetDatalLakeOrganizationConfigurationi2E2RERS B R B i R EIR S HBMFFHEE
o

im B HT AL AR P Y B BRI AR R

Z£ W Security Lake EXEE W AEIIRF MASKHEBR , RENGERSNEBRARE. Security
Lake ERIZFIRFWELREHINER K MIFRFRF,

152 A T 51 2 BR 3R ifm 48 #7 AR A o S AV AELRE

BRKAL A https : //https://console.aws.amazon.com/securitylake/ B Security Lake E1#E &,
ESEERD , BERF,

ERFEARL , RERAMRFARER., BUUARERESEEERIR Security Lake #HEL,
BEREARELLERE,

ERENRFEACER L , T FIISR -

o K~ w0 bd =

a. HHEEMES , BENEEEHMRFEUENERN —HSEEH. RARBET -5,
b. SH¥IEENIR , BETIHEP —ERFRER :

i  FEHFEERAWSKHKIE - ERIBIZERBMIZIER | CloudTrail - S3 BRI EHTEZRAWS WAF
TETEARMEE.,. EREAMMAREMERRERARESABELELANS. EEM
EUELRIR , FBAEIEEEAWSRIFIEE , ARRAFTNEHRFEFEPRIUEL
FRo

i. PFHEUSEAWSKIR - EALLRE , S SUEMEMEN —RZE A FNE4RR,

i. FAZEEBEARE - EETEREE L —ESRPERN EEEBEMRIRER |, FF2E
LLigIE,

iv. BET—-Z,

(® Note
ERE—IXEWRFHRRA Security Lake B , FTEZEH B MEHRIFEEREKR A 15
RAEBEHAHN -2, WERAERTERNNFREN , F2H REREMNEGR
7,

c. WEBFER  BEEHR.,
EAWS IR F DA BRI AEAS S
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeOrganizationConfiguration.html
https://console.aws.amazon.com/securitylake/
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BBRZERE Security Lake EEE

REHEBEERS TUBREABNEIR Security Lake EEE, MRLEESFHBNEREES
ABRETNEREES  AREEFTNEREES.

/A Important
BBRZEIRK Security Lake EEESESMBRENERH | MEAEB RS/ Security Lake.

IREEMER Security Lake TR ABFRBREBREES ., ELEHREURKRGHFAHT

EEUREARFTAABREREES , 55F A Security Lake API
DeregisterDataLakeDelegatedAdministratoriy 4., SHERBBEERF A BRE. MREEAD
2AWS CLI , FERABEEIRFH1T deregister-data-lake-delegated-administratoran & o

flan , THIAWS CLITT S BB BRZEIRM Security Lake EXES,

$ aws securitylake deregister-data-lake-delegated-administratoxr

EEREEMNEESERE , E2FEMRERFHBEBERERE , 5FEA Security Lake API
DeleteDatalakeOrganizationConfiguration Vi€ , & , WREFEAHR RAWS CLidelete-data-lake-
organization-configurationin . RAZRREEE B FHABAELIRE,

flan , FTHAWS CLITF S EELEMAEBRIF KBRS B EUWE Security Hub CSPM BEFE., &
REEESFARAIRER , FIRERETE4 Security Hub CSPM B REREZE R, tEHIS &
¥ Linux, macOS = Unix %31t , W EARFBR () TEEF TRKETE M,

$ aws securitylake delete-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName" :"SH_FINDINGS"}]13}]1"'

Security Lake ZEFFEH

BHIBERE Security Lake 2% , AWS OrganizationsB 2 iR 5 a] LA A Security Lake BRAZ EEF
B, ZEEFEAIE Security Lake B IAM R EREAE , Y ELNEABREKRF PREJEFITE
. WMEFMENR , 582 BAWS Organizations  EAEERE) FHYEHAWS Organizations#a fig HAth
AWS R

BBREIRA Security Lake BEE 22


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeregisterDataLakeDelegatedAdministrator.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/deregister-data-lake-delegated-administrator.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLakeOrganizationConfiguration.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-data-lake-organization-configuration.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-data-lake-organization-configuration.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html

Amazon Security Lake EREEmR

BEREBEBERFNMERSE , B LMER Security Lake in 92 {EEFEAWS Organizations, MEFE
RAZEEFINIET , B2 BAWS Organizations { fEAEIERE) FHUABAREAZETEFR.

MRFREFESHAWS IRFHEEF. BRNER , RAEZRERAZEENFIG

Security Lake Z{E{E1FH 23


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html#orgs_how-to-enable-disable-trusted-access
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B Security Lake RHY[E 1T

Amazon Security Lake AJLAREE AWS EiF RERABRBNZL AFNSES, SRESERE , £NE
AEEREREHN Amazon S3 REFETEP, BAUATRNESIEEFTENERDBERE (flw, FE
WRBERRERE ) . BEAIUER—SZEREEE , LEHREZEARFNESR.

BREEFRE

Security Lake AJAB Z i WEER AWS EE, EEERERVINME | THRBNARESARESE
SREEY, BEELRERFNFEAE , YR T ZBEEEEHN B BiikiE,
Console

REREFHMRE

1. BARUMLR https : //https://console.aws.amazon.com/securitylake/ B Security Lake £ &,
2. EEEBERYD , BEES. ESEAEMEEHE | #H 8 8EUA Security Lake B [E1F B
3. ENEE 6 AREBEFEUEEZXESNFHENA.

API

EZEMSBEESF BFESHMEE , B Security Lake API GetDatalLakeSourcesfy#24E,
MRIEERAR R AWS CLI , 5EHIT get-data-lake-sources@n$, #H# accounts 28 , E—=
Z{E AWS tRF IDsiBBE, MREHNFERIN , Security Lake E{E[E B 8l B F HE LR F K
RER , @FE Security Lake IETEREHRE AWS RIRWEER , UREERRAME, MRERTE
accounts 28 , BEE 3 S BRI EE P ERE Security Lake ZFIEIRFE Y HFEWEAMRRE,

fflzn , 7% AWS CLI i S EHELE sl B RIS ERF M BFENEME, LLEHIE e
Linux, macOS = Unix &1t , WFEARFHR () TEEF TRKIE TE .

$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

T% AWS CLI s w5 HigEEEHPFIAIRE M2 BMARIR B EARRE, WEH S e
Linux, macOS =% Unix 81t , WHEARFER () TEEF TRKEUE M,

$ aws securitylake get-data-lake-sources \
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeSources.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/get-data-lake-sources.html
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--regions "us-east-1" \
--quexry 'datalakeSources[].[account,sourceName]'

%E*J@TE YEAEERA Security Lake , 55 ListDatalakesi®¥E, MBEERM R AWS

, BT list-data-lakes@i©. & regions 28 , EE EENEFHNEE , FINEBERE us-
east-1 (#FEZILE ) BiE, MEEFHATEEE , F28 () M Amazon Security Lake
BAWS —828%E, ListDatalakes BRESHHEBEBRIPEENEEEEEREERHHERERS
Eo MRIEKRIEEES, , Security Lake B7E A E A Security Lake KV E [E15 P {E =& BHAR AR RE
MAREEEE

flan , LA AWS CLI in B H R eu-central -1EFHERDHMAREFBRERRE, L& HIE&HE
Linux, macOS = Unix &1t , WHEARFHER () TEEF TRRIE TE M,

$ aws securitylake list-data-lakes \
--regions "us-east-1" "eu-central-1"

SFEERTE
BELARENGE , WERELIERREN —RZEERAPNEE AWS B,
Console

1. BRI https : //https://console.aws.amazon.com/securitylake/ Y Security Lake &
2. HEEBEHKT  EEEHE,

3. EBEHEHE A AREERE.
4

EH <Region> RATRIRFHNERRFEZIG R , UHEREERENZIZER RN o
&

SHHNERREFROR | REFTHESR  RENERTERERTERIR.

6. HAESR 6 ZEMHHERIGFEEINEE, EBEETUEENEREFEEREHNE
®;AWS |, B AWS IRF HEEHP NERDHHERE, WHEFHEER , 528 EiC Security
Lake B,

7. FEREERAREESR K FESEERTRERERE (ERET ). RREE Modify
(), AENRREEERD , BRETEREE, ZENEMESE , Y@ Security Lake 12H#
BEZERBETSERNNT. ThR 6 FERREURTFRE,

o
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakes.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/list-data-lakes.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://console.aws.amazon.com/securitylake/

ERAEER

Amazon Security Lake

API

EEDEXRT AN EHERHNEEERE |, FEEA Security Lake API UpdateDatal ake 9 4E.
MEBELFERAHR AWS CLI , 5E#IT update-data-lakeds &, #¥ region 28 , EELESFHR
sEE8 =%

EZEBEHNESAE , fINERRL (#SRELE ) us-east-1 EF, MEESKEEE ,
2/ () K Amazon Security Lake % 2ZAWS — g2 £,

FAHMSBREECESENSAZRENHE , FlI0MNE LMW (encryptionConfiguration)
MRFEE ()1ifecycleConfiguration,

fflzn , % AWS CLI i & E# us-east-1EEMNERBHMRBFZEBIEIRARE, EH DeHH
Linux, macOS =% Unix 81t , WFEARFER () TEEF TRKETEM,

$ update-data-lake \
--configurations '[{"region":"us-east-1","lifecycleConfiguration": {"expiration":

{"days":500},"transitions":[{"days":45,"storageClass" :"ONEZONE_IA"}]1}}]1"

£ Security Lake HEREEHE[EIT
REESEAHRE RS HEMESNER. EEREERTHHEFAEDSRER.

MR Amazon S3 HIRE , FXEREFFZE SR (CMK) MEEFHERNEFE S3 TEME ( AR
) BEERM.

/A Important
MRERY T HIIRIR , ATHRERBIRREBEHRESI BRI , Security Lake B EEHE
WEFIRRNSEEETAMANSEER, EREEIERER S3 2 EERBERANER
LT, WEEFR,

FiggAEECH , 4B FLTE AWS Identity and Access Management (IAM) 2 3 BB E A
& .

- BEREEN IAM 6
« ARG AWS Glue D EIER IAM A6

e
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#
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com//security-lake/latest/userguide/custom-sources.html#custom-sources-best-practices
https://docs.aws.amazon.com//security-lake/latest/userguide/custom-sources.html#custom-sources-best-practices
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® Note

EI&E A Security Lake £ A , Security Lake R KREEINEL IAMM AeHERABEENA
&, T8 , T Security Lake API 5 B |, R4 FRIELAE AWS CLi,

ERERN IAM A&
B 1AM A& BT A Amazon S3 , S S ERHERIOR B RS,

EERTFELNT , FEIMEAFTE W IAM AfSecuritylLake , WA T HEHIBREEZTAG,
B8 TE Security Lake PRV EEEEE , AFEHBH Amazon Resource Name (ARN), FELLEUR
F , sourceRegions IEEERIE , destinationRegions2EMA[EE,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowReadS3ReplicationSetting",

"Action": [

"s3:ListBucket",
"s3:GetReplicationConfiguration”,
"s3:GetObjectVersionForReplication",
"s3:GetObjectVersion",
"s3:GetObjectVersionAcl"”,
"s3:GetObjectVersionTagging",
"s3:GetObjectRetention",
"s3:GetObjectLegalHold"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*",
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*/*"

]I

"Condition": {

"StringEquals": {
"s3:ResouxrceAccount": [
"{{bucketOwnerAccountId}}"
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ERAEER

B TIEEBREREZELNAE , LA Amazon S3 BIEXASG :

JSON

"Sid": "AllowS3Replication"”,

"Action": [
"s3:ReplicateObject",
"s3:ReplicateDelete"”,
"s3:ReplicateTags",
"s3:GetObjectVersionTagging"

1,

"Effect": "Allow",

"Resource": [

"arn:aws:s3:::aws-security-data-lake-[[destinationRegions]]*/*"

1,
"Condition": {
"StringEquals": {
"s3:ResourceAccount”: [
"Lf{bucketOwnerAccountId}}"

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowS3ToAssume",
"Effect": "Allow",
"Principal": {
"Service": "s3.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}

EREEN IAM A6
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}

MRIEE AR E AWS Key Management Service (AWS KMS) N EFE ZE £ N% Security Lake &
U, RTEREEBRRPHFTZN , EXERTF AT,

{
"Action": [
"kms:Decrypt"
1,
"Effect": "Allow",
"Condition": {
"StringlLike": {

"kms:ViaService": [
"s3.{sourceRegionl}.amazonaws.com",
"s3.{sourceRegion2}.amazonaws.com"
1)

"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{sourceRegionl}*",
"arn:aws:s3:::aws-security-data-lake-{sourceRegion2}*"

]

}
b
"Resource": [
"{sourceRegionlKmsKeyArn}",
"{sourceRegion2KmsKeyArn}"
]
},
{
"Action": [
"kms:Encrypt"
1,

"Effect": "Allow",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"s3.{destinationRegionl}.amazonaws.com",
1,
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{destinationRegionl}*",

}I
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"Resource": [
"{destinationRegionKmsKeyArn}"

]

MEEEARNFMERN , 528 (Amazon Simple Storage Service fEFHEIEM) FWEREF T,

FRSEM AWS Glue 7 EER IAM &€

It IAM B B8R T Security Lake EAZ D EIEEHEZER AWS Lambda BEEHEFFA , UEMEHAE
HEEZ S3 YK AWS Glue T EIE, MEFEINAG , FTRERE LR ELEYHEIEH.

EERTELNT , BEYRA WAR AmazonSecuritylLakeMetaStoreManager ( & HAEE £ N
A Security Lake BEVI AR ), NFENHACHFHEEN  SFEHHBE , FBE TH 1 BEY IAM
At

£ Lake Formation £ & H , BESBEMRB T ISR , LENHEEE SR
FAmazonSecuritylakeMetaStoreManagerfH :

1. BARK Lake Formation A& , #8it A https://console.aws.amazon.com/lakeformation/s
2. LIEBERAEEDE A,

3. MRHBBEOOMEA Lake Formation 115 |, S EELES R 1 PEUSERNNFERE , ARBEH
WM,

4. WMRBEEFINEIMER Lake Formation BRE |, 5FH1T FIILEBREXE Lake Formation BE &,

1. EEBERNTIT , EEEEAGNERE. TXEAHENERNEERBERT | BRIFEEE
EEE,

2. EEEERNEEEHRFEARD , $#HY IAM EAENAR | BRELEVN
AmazonSecurityLakeMetaStoreManager IAM & | REZERT.

MESTERHEERENTNFMEENR , 520 ( AWS Lake Formation BIZ A E5m) FWELE
BHEES,
g EE

BELRENEFIRGE , RAREEB T I TEMEREESR,
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https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
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(@ Note
EFTUKENERMEZAREAEE, T8 , REESTHERES —AREAESNERES,
Console

1. 7£ https : //https://console.aws.amazon.com/securitylake/ BERL Security Lake 12 &
EEEERFHRET , BERRES,

BESR , AREENERRES,

EFERAERIEVNEMES., MREVBEFESAREES K FERLIER,

MREREE - HERERE , YREBHEN , FEIMLFH IAM A6 | ERKRT Security
Lake BEZEEHERTERNEER IAM A,

6. THRE A6 FEERT.

o & 0N

B AT LAE DN Security Lake BE¥T i@ EE, MEHMAE
[P

API

%II
ﬂh

52 B Amazon Security Lake A

EEBLURERRGT AR FEERE , 55F A Security Lake API UpdateDatal ake B IR{E, TRIEME
PR AWS CLI , #8117 update-data-lakefn . EEHNFERP , FH region WUEELEKE
PERMEEAREGMWES, £ replicationConfiguration 28 MregionsfEdld | IEESHE
REERENESRE. NFEESAEEE , F20 () P Amazon Security Lake s BAWS —#%
8%,

Flan | THS&Eap-northeast-2REAEREE, us-east-1 BHESERERME ap-
northeast-2EE, WEHtbEAFIBEERHNYHE 365 RVIBHAHIRM, &4 2 &%
Linux, macOS = Unix &1t , WFEARFHER () TEEF TRKIE TE M,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration":

{"days":3653}}}1"

ARG 5


https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html

Amazon Security Lake EREEmR
BB AT LATE A Security Lake T RERIE, HEEEKM , FEA CreateDataLake®R¥E ( =
&  WMEREH AWS CLI, 85 create-data-lake &% ) » MEEMAHERERMEDNFAE
A , 5528 Amazon Security Lake AF9,

ENSBREARESE
BESFRIFOEISZ , KB TISRERLBIR Security Lake PHIRBESE,
Console

1. BIRRAZFA https : //https://console.aws.amazon.com/securitylake/ B Security Lake £ &,

2. EEBEERTHRET , BEREESE,
3. & Modify (f6H).
4, FESERBESNEMESE 6 FEREESN JITHEEETNERER.
5. FEBRREEEE A6 FEXREERINERIITEERR,
6. STHA® , FEERT
API

EELURERRGT AR EEMAESE , 55 A Security Lake API UpdateDatal akeBIR{E, TRIEME
FEIR AWS CLI , #8117 update-data-lakefi . ELRMNBERF , FAZENSERIEERHAR

=

&E

- EEFBERMES , BEH region MU EEFEESNEHNAB, £
replicationConfiguration #1#fMregionsf3ld | IEESEEAETGNESNRE , LB
MER., MEEHGNABEE , 728 ) # Amazon Security Lake i BIAWS — S #,

- ZEBREBMES , BEA reqgion MUEEEBREDNEHNAKB, Y
replicationConfiguration 2% , BB EEMAE.

Bl | THHSEN us-east-1M us-east-2 ARREEEREE. MERBHSEER SR
Zap-northeast-3FEEH, LEH S ¥ Linux, macOS = Unix XMt , IEARFHEE (\)
TEEF TRAETEM,

$ aws securitylake update-data-lake \
--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","replicationConfiguration":

EHRBGREAESD 32


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html

Amazon Security Lake EREEmR

{"regions": ["ap-northeast-3"],"roleArn":"arn:aws:iam::123456789012:role/service-
role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration™":
{"days":365}}},

{"encryptionConfiguration": {"kmsKeyId":"S3_ MANAGED_KEY"},"region":"us-
east-2","replicationConfiguration": {"regions": ["ap-
northeast-3"],"roleArn":"arn:aws:iam: :123456789012:role/service-role/
AmazonSecuritylLakeS3ReplicationRole"}, "lifecycleConfiguration": {"expiration™":
{"days":500},"transitions":[{"days":60,"storageClass":"ONEZONE_IA"}]1}}]1"
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Security Lake YRR EE

RRRRE-RRELENBFNEH , F&Security Lake FHFEKEHERZ S EBEILERE
(OCSF)#E @R P ESHEAl. Amazon Security Lake ATARREBERRKEBFNEH , TIER
A% E AWS BRI ME =77 BT HRR.

Security Lake ¥ R NRER STHEL, ERMBA (ETL) 5 , WiEERERA Apache Parquet
B F OCSF @R, REEH |, Security Lake B RKRERFHE AWS EiE ELEERK AWS 1R
B ## Amazon Simple Storage Service (Amazon S3) EZETEF ., Security Lake 8 A& A IR#E
WEEERSEYFEMN Amazon S3 EFIrE. SEREHESE SIREAETRBTIIEBENNFE , M
Security Lake E#42k B SRR E R ZEE—HETREH AWS Lake Formation ER &R,

*rE
« 1£ Security Lake AWS R ¢ WEEH
« #& Security Lake 1 #9 B 5T RFEWEE ¥

£ Security Lake AWS BR#§ Hft WEEH

Amazon Security Lake AJ AR T3 R4E B WE BB 4 AWS BRIE

« AWS CloudTrail EEMEREH (S3. Lambda)

« Amazon Elastic Kubernetes Service (Amazon EKS) #&# B &
« Amazon Route 53 Resolver 3 H &%

« AWS Security Hub CSPM RBIRE/EE

« Amazon Virtual Private Cloud (Amazon VPC) & B &

- AWS WAF v2 B

Security Lake & B E)fi§ b & BE8IR 5 Security Lake F BB 2 £ &8 1R 24 (OCSF)M
Apache Parquet 13X,

® Tip
&= E Security Lake F§ LR —HZERBEFMERAFRE , ELrEEERREELHREN
iC8% |, CloudTrail EBEHKRN, MRSEELRKEPORERHE , ATETELFOHMERE
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B AI7E Security Lake A H#18 BFC 8RR, Security Lake E BB B ERNEBHER ,
Bt L RERIER,

FORMRAF - BREEFA

= E7E Security Lake 8 118 AWS R AR , EXEHELENFTA. BREERSEARMER
JR2 A i AWS Identity and Access Management (IAM) BN E B HIT TSI SHEMEFT :

* glue:CreateDatabase

* glue:CreateTable

* glue:GetDatabase

* glue:GetTable

* glue:UpdateTable

* iam:CreateServicelinkedRole
* s3:GetObject

* s3:PutObject

BEACEHR M S3:getObjects3:PutObjectFF AT T HRHMEREE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowUpdatingSecuritylakeS3Buckets",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
]I
"Resource": "arn:aws:s3:::aws-security-data-lake*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"

}
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ELBERRER WEBFNEN AWS R | WEHBEEIEEN AWS Glue EREMERIR,

MREFER AWS KMS £ETERBENARSFZHME , BHFEE WEFTkms :DescribeKey,
¥i8 AWS BR# AR

18 AWS BRI M ARIRE , Security Lake EEBHHRRPKREZL AFNEH, BLERRBW
{AI1E Security Lake F#TEREXZEN AWS RE FEARIR. MEMEBITRFENRA , F2HE ®
Security Lake FH BE] RIEBREE R

Console
i€ AWS BERIR ( EEE)

1. BRI https : //https://console.aws.amazon.com/securitylake/ B Security Lake £#2 &,
2. REEERPEERR.
3. ENMZERFKREER AWS RIE 1 , ARBERTE,
4, ERFREERED , BAXR  ARENEEARERBERNERRKRRE. BIRHE
#% , Security Lake EHEEUSR TR K E R KR,

/A Important

MREREEREEEPRRAFRA AWS BFREFAENAGRET , FBEEN
Security Lake BEE 8, MEFEFMEA , F2REFHEFH T,

<)

EEFITREAMEUEIRMNERFEMRA , BN BEHMIIRERE, MENREFTEENEE
B , 5528 Amazon Security Lake RHIFTBIEEE,

HE |, B LLEREBIEIRA |, XERHRNERHEERY A S ul RIRR A

5. EESERY , BENEERERFRERNESE. Security Lake EHENIFIKEPNIE R H AT AR
FHEH.
6. EBIERMA.
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API

18 AWS BE53GR (API)

EEURAFET A8 AWS R MARIER , 55 A Security Lake API #Y
CreateAwslLogSource ##4E, MREFEHI R AWS Command Line Interface (AWS CLI) , #1117
create-aws-log-source @, sourceName # regions R4 EZH, 5% , B RKENEE
BR#IA4FE accounts=HIFE sourceVersion,

/A Important

ERAREDSHEHSBEE | Security Lake SRRV NS HSREBEES, S, MR
BARRM accounts 28 |, Bl 2 EAETHBHWEMARE,

oA ER VPC RERFHEAEERFNEFTHIIER, WEHSEH Linux, macOS =
Unix 31t , SERARFR (\) TEEFTRSEE TE

(® Note

MRIEIFERERZEERA Security Lake WEIE , BN BIEEER, BOLERE
B RUA Security Lake , SfEMA regions S81EIEE S BA Security Lake B [E15] , LUf#
REEFR o

$ aws securitylake create-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]',regions=["us-east-2"],sourceVersion="2.0"

B RIFEESHRE
BEENEISE | WHKBSRNSTE B 3RS R B SRR IR S SRR,
Console

{3 B #1 B A AR

1. BRI https : //https://console.aws.amazon.com/securitylake/ Y Security Lake &,
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2. HEEBERT , RERF,
3. BEEBERERFHMINETFTL  UEFBRMERFBATHLEHR.

API

EENSEREES BFWENMEE | 556 Security Lake APl B9 GetDatal akeSources 4,
MRIEEAIR AWS CLI , 3E#1T get-data-lake-sources . ¥ accounts 28 , AL
—Z%fE AWS 1RF IDs EEAFE., MREFERMII , Security Lake EE[E B &7 [E1iF P E LR
FHIRER |, B3E Security Lake IETEMREHRE AWS RRKWEER , URESERFEWARE, WREXRST
& accounts 2 , EEE TS B EBEHPERE Security Lake ZFIEIRFH AU EARRE,

Bl , F5 AWS CLI sn S E#IE B & BE P e ERF /Y B S REMRE. a6 2 sH
Linux. macOS = Unix &1t , ERARFER (\) TEETF TRSEE TR,

$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

£ Security Lake HFEF AT

MREZERFMANVERRRENERFMENBBHFITRER - # AWS

Lambda BEXE{H Amazon Simple Queue Service (Amazon SQS) 175 , BN EE
#¥rAmazonSecuritylLakeMetaStoreManagerV2AGH A , YRV HNEREREERERENE
o

BELRENTE , YRBRETERENBECFHT , YRV HINERREEREE BE PR AWS
BERENER. ER—XMEEEFE , RAHFAINEREBBERAERRNERRIRRA,

Console
EFAGHT (EXHA)

1. BRI https : //https://console.aws.amazon.com/securitylake/ B Security Lake &

FEAZR Security Lake EEENEAERE A,
2. HEEEBEIKD , R Settings (FRE) Ti&IZE General (—#%)-
3. EEEMAGT,
4. ERBEFWRERT , BT FIEP—EHERE:
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- BEYNERFTNREAE® — ETTLUER Security Lake B
AmazonSecurityLakeMetaStoreManagerV2 £,

- ERARANBREAE — EUURBEACEBEENRERANRBAE,
5. BEEHMH.

API
BB (AP))

EBURRRGTAREHRHT , 556 Security Lake API UpdateDatalakeBV 21, ZEE[FH FH
T AWS CLI , 58#11T update-data-lake@ <o

EEFHBNWAGIT | BB AmazonSecurityl akeMetastoreManagerBURBEEZEZE A,

B} AmazonSecurityLakeMetaStoreManager A&

/A Important

KA TEHA 2%AmazonSecuritylLakeMetaStoreManagerV2 , SBARERHHLE
TiE/E , BBKREAmazonSecuritylakeMetaStoreManagerff, BREBRABR IS
BFED 4D,

MRIEREBRAR , BXLALEFMERAmazonSecuritylakeMetaStoreManager & AWS
Lake Formation,

BB THIZER , # Lake Formation £ A BBRAmazonSecuritylLakeMetaStoreManager&&,

1. BAAWS EEX#EH , W https : //https://console.aws.amazon.com/lakeformation/ BIEX Lake
Formation £# &,

2. 7 Lake Formation T ANBEERKRT , BEEEEACNTHE.
3. AmazonSecuritylakeMetaStoreManager REEEFHBER .

& Security Lake Bk AWS BRIE #4A RIR

BELNFIRSZE  YRBTISRBREEIEN AWS IR Security Lake HRiR. BRI AR —=
ZEREBNRE. EXRBERRIRE , Security Lake EFILEIEERFHMRSPHRREKREER , mMA
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IR EELEARRINAHFER. T8 , STREEMATLUMER Security Lake £ R Z BITEHIR K EM
BERl, BREFRELEERRBREESEN AWS BRI R, WEBRBETRRNHEBENR , F2
B8 #& Security Lake 1 #Y BE] RIRWEE ¥,

Console

1. BRI R https : //https://console.aws.amazon.com/securitylake/ Y Security Lake &,

4,

2. REEBFRPBREFREF.
3. EEXRE , AREEEH,
4

BEEEIERERRKRESZ RN Eif, Security Lake #$= 1L R RN EFTE [E 1T FFE IR
}EE’Jﬁﬂo

API

EEDUREXRFT B AWS BRI MARIE , F56EMA Security Lake APl #J DeleteAwsLogSource
B, MREEHHRE AWS Command Line Interface (AWS CLI) , 55#11T delete-aws-log-
source @, sourceName Ml regions BHEZE, HE , EUUEBKRNEERFIAIEFE

accounts=4FE sourceVersion,.

/A Important

BIRAREGSTPIRESHE | Security Lake ERRMONSHSREEES, Hl , R
BRRM accounts 28 |, Bl /2 EAEHBHWEMAIRE,

THEHEBER VPC RERFE , MAEERF M EEHFHIRIR,

$ aws securitylake delete-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]"',regions="'["us-east-1", "us-east-2"]',sourceVersion="2.0"

THIEHIEBER Route 53 A8 E ik F M EE K RIR,

$ aws securitylake delete-aws-log-source \

--sources sourceName=ROUTE53,accounts='["123456789012"]"',regions="["us-east-1", "us-
east-2"]',sourceVersion="2.0"
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FiR€E I 2 & ¥ Linux, macOS = Unix ETHERAL , WFEARFER () BRITF RIS TR M,

Security Lake A #Y CloudTrail E4 B

AWS CloudTrail {2t IRFEH AWS AP FEILE S 5E 8% , SIEMEA AWS EE XA, AWS SDKs,
WEH T EMNEE AWS IRIEHY API FELY, CloudTrail th 7] 3284758 51| 16 L& 455 FH & 0K 5 614 2 4
CloudTrail B BRFE MO AWS APIs, FEAUEYIRIR IP st , AR YA B4 BFR, INEFHMER |
B "TAWS CloudTrail fEA &M, -

3
$

Security Lake AJ LA EEER S3 I Lambda B9 CloudTrail EEE4# CloudTrail R E4-1EEEBIM B
5. S3 CloudTrail EEBE#, S3 EREHH Lambda BRI EH 2 Security Lake FH =BT E KR,
Rt , BEEH D —EEHREBEIRN AR RsourceName s , EMEEFENE. EBEHEEA
BRETEHEYS , TRERATHRE ERLATHEERRE AWS tRF, CloudTrail ERE#BAER
THEE , EREL PHNERLBITHERRE AWS tRF, BEREBERKETEH.,

# E £ Security Lake FINEE CloudTrail EEBEH , B4 BZLE —EREFIFE A CloudTrail EIE
EH4H CloudTrail ZEiFMEBEKR., HESHEEMMARLE. WREEHMGRBHERET BFRLHE
BIFEER T Q&M |, BRI 1E Security Lake RS EFTI® A BFERIR. Security Lake EBE I B
EENSHER , EEtELRBRINER.

ZEEEHES A FERRZEEER{EE— Amazon Simple Storage Service (Amazon S3) f#E
B8 AWS IRF ., tIREZ2EIB CloudTrail T2 A BEE S EFHIER AWS Control Tower , AIFFE
#— S EE,

- WFEAREB CloudTraill MY MEFERMNEF , FFSBAWS CloudTrail  EAEER) PHAE
BETEK.

- MFEEB@EB BXNEEBHMES AWS Control Tower , 552 BAWS Control Tower { R &g
B PHEA 5248 AWS Control Tower E1¥E AWS CloudTraile

B I8 E18 CloudTrail E4#ANRE |, Security Lake &3 BIFIA N EEIEAY CloudTrail B4 B, ©E
BB AEEENEHSER , BEER CloudTrail BUA CloudTrail CloudTrail BEME R =4,

Security Lake T2 EE&ER CloudTrail 4L ER AR CloudTrail #HAE, EEEZEIE CloudTrail
SHNERNRE , BL4AMERA CloudTrail RBEZEH APl MFEFMEF , FS68 AWS
CloudTrail & EREHM £ CloudTrail E4FE$ 50 &R =4,

DRBERME GitHub FEELEEHESE | T # Security Lake 21@#% CloudTrail EHE%1LA
OCSF,

CloudTrail S4B 5 41


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_AwsLogSourceConfiguration.html#securitylake-Type-AwsLogSourceConfiguration-sourceName
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/controltower/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html

Amazon Security Lake EREEmR

B AR CloudTrail B4/ GitHub OCSF f&1F &

HRRRA 1 (v1.0.0-rc.2)
o RRARA 2 (v1.1.0)

Security Lake Y Amazon EKS #&# H&#

B I8 18 Amazon EKS ## B 55 A IR , Security Lake BRI EETE Elastic Kubernetes
Service (EKS) #EH#ITH Kubernetes EIR EEITZEEHRAE A, EKS &% A F BB EER
Amazon Elastic Kubernetes Service W EKS #E& K BE 55,

Security Lake EBE I EEEMNEZ BFEER , EEHE Amazon EKS 2§ SF E I8 EUA EKS &
¥MAREH. LEFNRGTTIEEHENRTE , TSR EBEGM Amazon EKS 247 M A 550 &8
RE, MMEFMET , 52E (Amazon EKS FREEE) T Amazon EKS 2 &|F H 5 #%.

fE£7£ OCSF v1.1.0 Fx#& Amazon EKS ##% Hit. T Security Lake 2{Al# EKS & AFSHE
#¥{t A OCSF W& , 752/ GitHub OCSF #FEH Amazon EKS B#&% BFESHHNMRHFSE (1.1.0

iR ) o
Security Lake A #9 Route 53 T2 & A &

Route 53 T2\ & B 2B ¥ Amazon Virtual Private Cloud (Amazon VPC) RERFT## DNS
EH, EUHBETHRERAEINEESR , I RERLRE,

B & 7E Security Lake % Route 53 T2 &3 H #5118 A RIREF |, Security Lake &3 BBREIR
BIBEENEHSBR , BER Route 53 WEZHBITERNEH A,

Security Lake T2 EE &M Route 53 B , &Tﬁgfﬂ;ﬁﬁﬁﬂ’]ﬁﬂﬂz‘tﬁﬂnaﬁ%ﬁﬁﬁo EEEEMBN
EXEHAEF , BXAFEH Route 53 B EE A, WFEFMHEN , 528 (Amazon Route 53 B A
BiERE) PHEERMER EHC&ERE,

DTREERME GitHub IFEEZEMFSE | T# Security Lake 21T Route 53 B#ZEEL S
OCSF,

Route 53 B# GitHub OCSF 17 &E

« RIFARA 1 (v1.0.0-rc.2)
o RIFRA 2 (v1.1.0)
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Security Lake F#Y Security Hub CSPM FA&# R

Security Hub CSPM AERERAHGEIZE T PHRLAMRE , AWS U A ELRBLEEESENK
FERMEIRKE, Security Hub CSPM 8 ZERFRWERBBEFE , TIFEHEM AWS REBE=SHE
mMEBEEWES , UKREH Security Hub CSPM 2 HIIHE, Security Hub CSPM LA A AWS
Security Finding Format (ASFF) 22N R E R BEEE,

B & 7L Security Lake H#§ Security Hub CSPM FAE#E R #1i8 A RIREE , Security Lake &3 ENFIRE
BEIBEENEHER , BER Security Hub CSPM WEBWFAERE R, Security Lake b ZASFE
#E R ASFF B2 A Security Lake PHIBA MR Z £ FE 1815482248 (OCSF)(OCSF),

Security Lake T2 EE &M Security Hub CSPM AERR , b T EF L Security Hub CSPM F&E.
= ZEE T Security Hub CSPM FAER R , B4 AEH Security Hub CSPM BRI E#E A, API T AWS
CLl, MEFHMENR , FSBAWS Security Hub  EAEIER) Y RHVRIEFE AWS Security
Hub CSPM,

THEERM GitHub REFEEZZEMSSE | T Security Lake 20{A# Security Hub CSPM &R
RE#{tA OCSF,

Security Hub CSPM A& R# GitHub OCSF REE

o FORARZA 1 (v1.0.0-rc.2)
o RIRRA 2 (v1.1.0)

Security Lake F#Y VPC i B#%
Amazon VPC 9y VPC R At EHEURIREPEL BN EZ IP RENMEEER.

EI&71E Security Lake 1§ VPC 7ii2 B3 #T8 R HIREF , Security Lake & ENF KR INEEH VPC i
EAH. CEBRBEYAEEENRERFSER , EFER Amazon VPC #H VPC #iEBF.

Security Lake TEEEZM VPC ffE AFHEFEEM Amazon VPC e, ZEEBENREAF ,
B AFER Amazon VPC IR XA, WRFMENR , F2H (Amazon VPC FHEAEERE) FHIE
RARER.

THEERM GitHub RIFEERZEMSGSE | T Security Lake Md#§ VPC HRiE B RENLA
OCSF,

VPC 2 B GitHub OCSF 17 E

o FORARZA 1 (v1.0.0-rc.2)
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o RIFRA 2 (v1.1.0)

AWS WAF Security Lake 8 B &

B &£ Security Lake F#Ti8 AWS WAF 4 BEEXRIREF , Security Lake € BB KERRE. AWS
WAF 2 —%& Web BRI AN , TARERSEREAEEXZEZERAERN Web 5K , A RIZEH
HRABNWEFE, THENEATIEREN AWS EIR AWS WAF ZI8 Web FERHEME. BERWFAE
A, URBREFRANFERER,

Security Lake AWS WAF EBE I BEEEM AWS WAF B SR , BEiEft AR, EFHNERET
FEHENNRESFEHREN AWS WAF #8588, Security Lake B R &H#EE Web ZEUIZRF/EE (Web
ACL) 4888 /5% AWS WAF HEH, 1R Security Lake lRE ) Web ACL ERAERHRE , EEMW
ERHSIRIBEN Web ACL IEHETIEFTRMZRE. WEBBERA AWS WAF RIZEEAERNER
W& , F28  AWS WAF HEABIEM) Y W[ AWS WAF E1E,

/A Important

WREE A Amazon CloudFront i A FHVEIREE AWS WAF | Bl 247818 B 3< Bl SR 3B
(S EmdbER ) LAREER Security Lake REY£1F A &

AWS WAF HE6E7E OCSF v1.1.0 B2 %, ME Security Lake M1A#% AWS WAF H S #1E%1L
% OCSF WWEFA , 5528 GitHub OCSF AWS WAF HEFREEHRHNMRESZE 110K ) .

BER AWS IRTS 144 3R

BELNFEIREZE  YRBTISRBREEZEN AWS IR Security Lake BRifR. EAIABR—=
LZERFHERER. EEBRRIREF , Security Lake B ILEIEERFMIESPHRFKEER , mMA
AR EEEZBRERRINAMER. T8 , FTREEMNA AR Security Lake R 2 BT fE IR K ERY
BRl, BREFRELERRBREESZEN AWS RIE R, NEBRBETIRNFMAENR , F2
B8 #& Security Lake FH BEI REKREE R

Console

1. BRI https : //https://console.aws.amazon.com/securitylake/ B Security Lake £#2 A&,
2. REBERPEERE.
3. EEURR , REREBEEER.
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https://docs.aws.amazon.com/waf/latest/developerguide/web-acl.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-data-protection-and-logging.html
https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/WAF
https://console.aws.amazon.com/securitylake/
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4. BERLEFLERIEFWEERD EE, Security Lake #4F L {EFRUERFTE B H H FRE IR
FHEH.

API

EEURAFRFT A NBER AWS R MARIER , 55EA Security Lake API By DeleteAwsLogSource
BE, MREFEHBR AWS Command Line Interface (AWS CLI) , 55#11T delete-aws-log-

source iif. sourceName Ml regions BXES#, WE , EAULUEBRNEEREAKE
accountsZ4FE sourceVersion,

/A Important

ERREDDHIRMESEEF | Security Lake SBERRONSESBEMEES, fln , MR
BARREM accounts 28 |, Bl i EEAEHBPNWEARSE,

THEHEBER VPC RERF , MAEEIRF MEHF AR,

$ aws securitylake delete-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"] "' ,regions="'["us-east-1", "us-east-2"]',6sourceVersion="2.0"

T3IEHIEBER Route 53 A E iR F M = H A RIR.

$ aws securitylake delete-aws-log-source \
--sources sourceName=ROUTE53,accounts="'["123456789012"]"',xegions="'["us-east-1", '"us-
east-2"]',sourceVersion="2.0"

FiREEHIE ¥ Linux, macOS = Unix EITHERL , WFEARFHR () BITF T REE B,

# Security Lake 189 & 5T AR T SR 3 )

Amazon Security Lake AISAfEE =F BT RIFWE BFEME 4., Security Lake BEIRE—R—BE=%
R¥E , TSRS B MEHEEZE Amazon Security Lake, BEERI 281 , BT REML B BFNE
HER AR ETSEBIERZEME (OCSF) , MAFE Security Lake FIZRIREER , BE D EI. parquet
BEREIXTYWH R DIREER,
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteAwsLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-aws-log-source.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-aws-log-source.html
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HRESEBETHR , Security Lake @ RET5EH

+ % Amazon S3 @ fFArB PN RRRHEE—NFE,

« 7£ AWS Identity and Access Management (IAM) FEY At | RHFEFTR
BRERBAERN, LACHTFAIRREHEA W AWS ZEBERMER

EAmazonSecuritylakePermissionsBoundary,
« B3 AWS Lake Formation & xR KM HIREE A Security Lake B ¥4

- EXTE AWS Glue [EBFEX KD EIRRER . €&#EFERX AWS Glue Data Catalog EERREAN . ©
ﬁ%ﬁ@ﬁ%ﬁﬂ’]iﬁﬁﬁﬂiﬁﬁﬂﬂ%*ﬁ#ﬁﬁi%o

(® Note
1B Z A LATE tRF ETIE 50 BB FT B &R,

EEZH BRI RFEFIEE Security Lake , XBRFETHER, TREELERITESFENEE , W6
EEIMERRD , flnEA,

- BRI - BETRRSBREAEER B A Security Lake , MBI REKFENFZTE T AN —4E S3 Y
. HNIEZEERERINRIR , BEZESEM — IR Z S EEERSEE (OCSF) =48
BEREBHRIERER M. Security Lake E I IAM A , AFETREEA S3 HEHERNEE
Vg,

- 1BX - RBEFTREWENEE S3 YHEiERK LA Apache Parquet 1&23%,

- EBHER - HHE/ OCSF EHERIEERE Parquet BRXYWHFHSEE . Security Lake X%
Parquet 1.x f 2.x Ko ERBEEA/NERTA 1 MB ( XEBHE ) . ERFIEBEXNTEKR 256 MB
( BfE ) - B Parquet IHRKBHE , & FEH zstandard,

. DE - YHESBEKRES., AWSIRFE., eventDay E1ToHE, WHNFEEZR source
location/region=region/accountld=accountID/eventDay=yyyyMMdd/.

o Y RPDFER - FIEE Security Lake WEREL 5 28R 1 EEHBENEEEE. MRERHK
NKRI 256MB B8, WHEF K/ PNERREHREI Security Lake for Query Performance., FR&fEHBHET
RIRFRTEES FE Security Lake KB

« BEF - 818 Parquet R YIHF | REEREEHEF , IR ERHERNRE,
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https://schema.ocsf.io/classes?extensions=
https://schema.ocsf.io/classes?extensions=
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® Note

£/ OCSF B T ERBRERIIRREEE HAOCSF Schema, HRBFTRIR , Security
Lake X OCSF 1.3 IR E B RA,

£ Security Lake FHEEETHRM S EIEER

ATREAERENERNRENER , BT RIRFIEBZE Security Lake i , BRPIFEERFE 2SI N4
FRNER :

Y RERRE AWS B, AWS tRF, B HB#ET2E,
- FEIEERBRENEXS

/ext/custom-source-name/region=region/accountId=accountID/
eventDay=YYYYMMDD.

BEESPIREIEBEBNEF2BES aws-security-data-lake-us-west-2-1ake-
uid/ext/custom-source-name/region=us-west-2/accountId=123456789012/
eventDay=20230428/,

THEERP S BRHP,EIEFFEANSH

- Security Lake 7 B RIRERH Amazon S3 REFErEEE .

- source-location-S3 REAFEFEFBIIRENFE. Security Lake BA§1EERIRHFTE S3
YHERELRFET , BERFEHEERFEEH—M,

« region-LEEER AWS EiF HWEE, flin , B4BEFH US East (N. Virginia) #§&E#
FEEXBERE (#EEn1LER ) B Security Lake fFETE.

« accountId -XKELDZIEHECEXERIN AWS IRF ID, ¥R HEIRFHEEBRG S AWS |, B=R
FRAFE | fl external= external_externalAccountId, EBZRALGRER , &0

OB %85 B IVERIR S IDs RREWM A |, EEFSREMS 5 EERMEHERE AWS B9RS IDs 5
S\ERIR S IDs 3R,

« eventDay - FE& M UTC BEEIRK , BETA N , XA/ \EFTFSH (YYYYMMDD), R
EEHHBEETEETRANEE , E4 AT IERSIBNRERLTERA UTC,

HEEFT RN 2 EIFER 47


https://github.com/aws-samples/amazon-security-lake-ocsf-validation
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£ Security Lake H#7i8 B3] RIRRY 5E R R4

8 BT RIREF |, Security Lake 23 IAM B | AFRFESERBAER DTN ERNE, A
B EBBEEN AmazonSecuritylake-Provider-{name of the custom source}-
{region} , ¥ regionZ AWS B ZEHIEBHFTRIER . Security Lake B BREZEZE 5T
FHERINAR, IREEEATEZE AWS KMS £ MZRE R4 |, Security Lake th B EH
kms:Decrypt# kms:GenerateDataKeyFFAIMH K EEZEAG, KABNFARABRRHEBEA N
AWS ZEBERFIEREAmazonSecuritylakePermissionsBoundary,

ES ]

55

k
1

R EEET A
« B IAM AL AFFE Security Lake RFETRE B B AFEUHE (API AWS CLIFIERSER )

m

BREEATH
FBEITRRZ A , FRBEEFHTTHIBENHT,

HEMFBEWNET , BEH AM WEEEE IAM 558 1AM BER, A& BELBRPHNERRETI
W antF/u\$}1‘/fi'E’JEﬂE§ THe® , L BRI RIR.

e

* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StopCrawlerSchedule

+ iam:GetRole

* iam:PutRolePolicy

« iam:DeleteRolePolicy

« iam:PassRole

* lakeformation:RegisterResource
« lakeformation:GrantPermissions
* s3:ListBucket

* s3:PutObject

ELEHETELRBITRRKRERFNESG., SHEXZIERN AWS Glue ERENMEREK , T
42 FE Amazon S3 /1,

1B BRI RIRRY SOIRIR 4 48
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MREFERA AWS KMS £ ETERANARSFRNE , BHEEE kms: CreateGrant,
kms:DescribeKey#l BYFFATkms : GenerateDataKey.,

/A Important
WMREITEER Security Lake TR EFME AT RER , LA LIMIB T —ESRIEE £
Security Lake #7138 BHET )R, Security Lake T A RMUBICNWAFRERF , YBRIMEMSE
WIAM B8  IRKEEARENAE,
MREITEE Security Lake API AWS CLI SR8 BETRIR , SREET —ESBREIL IAM
A, LLAFF Security Lake FIFEBNVEN B AFIUE,

B IAM AL AFFE Security Lake #FErBLENE AFEHE (API AWS CLIFI{ZERR
HER)

WMREFE A Security Lake API 2 AWS CLI JR¥738 BETRIR , 8L IAM BEREFFFAI AWS
Glue , SMMENEFTRRERABINERFHNDEE, EL5EIELMBBERLUAKIE Data Catalog F2
VHEHRERKRNSEDEIE,

B IAM AZE , BBEEAEN Amazon Resource Name (ARN) , = BEHTI8 B ET RIRo

B JEERE arn:aws::iam: :aws:policy/service-role/AWSGlueServiceRole AWS Z &K

Ho

EERTFHLENGT , BEXVBEACGHEINBRATIABRBE , LA ®RBETRIE AWS Glue #
B2 EEERMHER , 7 AWS Glue Data Catalog HE I /EHE R XK.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "S3WriteRead",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
]I

"Resource": [

1B BRI RIRRY SOIRIR 4 49
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ERAEER

"arn:aws:s3:::amzn-s3-demo-bucket/*"

1

EETHEERE , AWS IRF LA £/  EWUREAS ID BEASR

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "glue.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

MRLEZFGEHTRENEFFH S3 REFTRRUATFEENINE AWS KMS key , BB LA T 5

BREZEAGBHN KMS MK

"Effect": "Allow",
"Action": [
"kms:GenerateDataKey"
"kms:Decrypt"
1,
"Condition": {
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": [

"arn:aws:s3:::{{name of S3 bucket created by Security Lake}"

]

iy

"Resource": [

1B BRI RIRRY SOIRIR 4
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"{{ARN of customer managed key}}"

}

£ Security Lake #7318 B E] KR
B IAM AELILA AWS Glue EBFERE , FFHKEB T 5IZ R Security Lake F#TE BFT RIR
Console

1. 7E https : //https://console.aws.amazon.com/securitylake/ BBX Security Lake 12 &,

2. FAEEALAN AWS BiF BEEE  EREAZEVT HFTRENEH.

3. EEEERPEEBIINRE, AREEERYAIIXIR.

4. HEHIIRERFHEFAERERD K WMABTRENEEKE -, A% ERNERETRFEEEE
Z Security Lake 2 ERIFEE K OCSF BH-H5,

5. HRAWS IRF EABEAERFAN |, FRAKBRENE4REAERMN BT RIFEKN AWS Bk
F 1D F5EB ID

6. HRBRKFTE , FELLFEAFNREAR , SEARM Security Lake A T IRE IRE
ﬁ@: AWS Glue,

7. BERY,

API

EELREXRGTARFEEITHRIR , 55 A Security Lake API B CreateCustomlLogSource ##4E,
£ AWS BiF BEE Y BFIREN FEA B1E., IREFEANIE AWS Command Line Interface
(AWS CLI) , E#1T create-custom-log-source 3%

HENFERTD , FAXENSBREE BF RFNERERTE

« sourceName - EERFENER, EBLAREEHME—E,
« eventClasses - IEE—HZE OCSF EHHHAI , HIRRFAFEIEXZE Security Lake HERIEE
#, INEFE Security Lake P X EBMANRRRN OCSF EHERIBE , F2BEAARBRELLEEH

RZR4E (OCSF),
« sourceVersion - ZEMHIEEE , S ARBKERT ABFERETNEITREER,

« crawlerConfiguration-EEZLEVARUARRERZ IAM A€H AWS Glue Amazon
Resource Name (ARN), MFERI IAM SENFHES R , F2BHE BT 2R LR EH

 providerIdentity - IEERFEMARE BFNEHEAERBN AWS &5 FHAE ID,

EiRI=HEP Y 51


https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateCustomLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-custom-log-source.html
https://schema.ocsf.io/classes?extensions
https://schema.ocsf.io/classes?extensions
https://docs.aws.amazon.com//security-lake/latest/userguide/custom-sources.html#iam-roles-glue-crawler
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THEf e BRI REFEAEEEFSTEEAFRAEBREFPIBAFRIR, LLEH S
Linux, macOS =% Unix 81t , ¥FEARFER () TEEF TRKEUTEM,

$ aws securitylake create-custom-log-source \

--source-name EXAMPLE_CUSTOM_SOURCE \

--event-classes '["DNS_ACTIVITY", "NETWORK_ACTIVITY"]' \

--configuration crawlerConfiguration={"roleArn=arn:aws:iam: :XXX:role/service-role/
RoleName"},providerIdentity={"externalId=Externalld,principal=principal”} \
--region=[“ap-southeast-2"]

E PRIFERHEFTRFEER AWS Glue

£ Security Lake F#7i8 BETRIR#% , Security Lake 23 AWS Glue BRER, BREXNSERE
B BRTRIR, REERERE  UHEAERRKIEAN AWS Glue EX B #.

BMNEZFDHTRAEX , BENBFIREEBERRIEERHMRE |, AHEE Athena MEMEEFH R
BHEHE. BRMS , MREFTRENBAERERLETIE—BF  LEZBTRAREN :

- BRER—HZEFNRLEERM,
- BREEERstructEREENWDE — S EHMAL,

mEHTRBEANETR , F28 (AWS Glue BE A &) PHIEE AWS Glue €zaE,

Security Lake MR EFHERFPRENRCRER. MREMBRBFTRE , WREFHEEZRRE
VEAMREEBNEFTRIER , BREMREEBHCRaREN,

X EH OCSF EHEA!

Open Cybersecurity Schema Framework (OCSF) 48 5IFR A BT RIFASEIE E Security Lake V&
REE, XENSHEIBENT !

public enum OcsfEventClass {
ACCOUNT_CHANGE,
API_ACTIVITY,
APPLICATION_LIFECYCLE,
AUTHENTICATION,
AUTHORIZE_SESSION,
COMPLIANCE_FINDING,
DATASTORE_ACTIVITY,
DEVICE_CONFIG_STATE,

EiRI=HEP Y 52


https://docs.aws.amazon.com/glue/latest/dg/schedule-crawler.html
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DEVICE_CONFIG_STATE_CHANGE,
DEVICE_INVENTORY_INFO,
DHCP_ACTIVITY,
DNS_ACTIVITY,
DETECTION_FINDING,
EMAIL_ACTIVITY,
EMAIL_FILE_ACTIVITY,
EMAIL_URL_ACTIVITY,
ENTITY_MANAGEMENT,
FILE_HOSTING_ACTIVITY,
FILE_SYSTEM_ACTIVITY,
FTP_ACTIVITY,
GROUP_MANAGEMENT,
HTTP_ACTIVITY,
INCIDENT_FINDING,
KERNEL_ACTIVITY,
KERNEL_EXTENSION,
MEMORY_ACTIVITY,
MODULE_ACTIVITY,
NETWORK_ACTIVITY,
NETWORK_FILE_ACTIVITY,
NTP_ACTIVITY,
PATCH_STATE,
PROCESS_ACTIVITY,
RDP_ACTIVITY,
REGISTRY_KEY_ACTIVITY,
REGISTRY_VALUE_ACTIVITY,
SCHEDULED_JOB_ACTIVITY,
SCAN_ACTIVITY,
SECURITY_FINDING,
SMB_ACTIVITY,
SSH_ACTIVITY,
USER_ACCESS,
USER_INVENTORY,
VULNERABILITY_FINDING,
WEB_RESOURCE_ACCESS_ACTIVITY,
WEB_RESOURCES_ACTIVITY,
WINDOWS_RESOURCE_ACTIVITY,
// 1.3 OCSF event classes
ADMIN_GROUP_QUERY,
DATA_SECURITY_FINDING,
EVENT_LOG_ACTIVITY,
FILE_QUERY,
FILE_REMEDIATION_ACTIVITY,
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FOLDER_QUERY,

JOB_QUERY,
KERNEL_OBJECT_QUERY,
MODULE_QUERY,
NETWORK_CONNECTION_QUERY,
NETWORK_REMEDIATION_ACTIVITY,
NETWORKS_QUERY,
PERIPHERAL_DEVICE_QUERY,
PROCESS_QUERY,
PROCESS_REMEDIATION_ACTIVITY,
REMEDIATION_ACTIVITY,
SERVICE_QUERY,
SOFTWARE_INVENTORY_INFO,
TUNNEL_ACTIVITY,

USER_QUERY,
USER_SESSTION_QUERY,

// 1.3 OCSF event classes (Win extension)
PREFETCH_QUERY,
REGISTRY_KEY_QUERY,
REGISTRY_VALUE_QUERY,
WINDOWS_SERVICE_ACTIVITY

# Security Lake fHEX BET2RIR

IBR B 5T 3R LAE LE S E R I R EA = Security Lake, BB IRME | Security Lake 2F 1115
EEFMRFPHRFWEER , MBEFTEEELIBRRENAHFER., T8 , STEENATUER
Security Lake EBRZBIERFERENER, BRECHELIERREBRBIIRE, NEBRELEX
BEWET AWS RIS , 5528 & Security Lake AWS JR#E 1 WEEH,

£ Security Lake R BET RIRE , BAEFEARIREAH Security Lake £ A AW EERIER. K
EFHESTHRSEICRRESEES B5HEIXZE Amazon S3,

Console

1. 7£ https : //https://console.aws.amazon.com/securitylake/ BARX Security Lake £ &,
2. FERAEEALAN AWS B ZEER , ERERTDBERET KRN EH.

3. EEHEERP , BEHTRF,

4. EEUEEBERN BRI RIF.

5. EEFERUHEMAIRIER , AR ZEMRUFEREE

LEI=HE N 54


https://console.aws.amazon.com/securitylake/
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API

EELRERRFTAAMBREETHR , 55F A Security Lake API B9 DeleteCustomlLogSource #24E,
MREAE AR AWS Command Line Interface (AWS CLI) , 55#11T delete-custom-log-source 3
T £ AWS B SEEMREFTRIEN PEA B1E

EBWFERSF |, 4 sourceName ZERIEEEMBRNBITIREGRE., REEEBIIRENSA
B, XA sourceVersion 2HAMBREER S AERE BT RRENIFIEE R,

THEHIE R Security Lake MR BT B & RIR,
I ETHIE 4 Linux, macOS = Unix 1L , ¥ EARFBR () TIEEZ RIS TE M,

$ aws securitylake delete-custom-log-source \
--source-name EXAMPLE_CUSTOM_SOURCE

LEI=HE N
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteCustomLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-custom-log-source.html
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Security Lake FHVFI R & B IE

Amazon Security Lake FTBI&E S A ¥ B Security Lake B BB, B 7T 28I KA EFESZEER
FRREEY , ZAUASEARFRRETBEEHERNTFIE., WERFENFMER , FSE Security
Lake PRI RIREE,

Security Lake X EMBEENITEEFR

- EEHEA S3 FHEITEEE | BB Amazon Security Lake F 3R E ¥l 2 E R 17 EUVER B RHZEET R
ESWEIREFMMGNBEL, S3RIFEFRR , FTRESEBMMRMEN HTTPS WmE U B FT Y41 B
H, & , FTEE T LUEBE Amazon Simple Queue Service (Amazon SQS) 175! 2R Uk Z # ¥ 44
9B Al

- BEHREHN - EEEHEFEAFTRE TLIER Security Lake IWENE R, BLFTBEZ (A Amazon
Athena ER# , BiZEH S3 MEFITE P A AWS Lake Formation E#l 5k,

FIBIE REEFEAWS EBif BEERUTRERZERN FHREER.,. EEETREFIRREZHEES
MWER , ZANEEETRERIAREEENER  IEFHGEFSAHREMER, NEFREEFNE
BMESNEFMER , FSBWEE Security Lake FHY[E1T,

/A Important

Security Lake 7AFFAEEFTFHEMENRFEHE LRA 10, EFEER AWS RIEM BT HRR
REE.

£
- & Security Lake ;B &N ERFE
-« B Security Lake 77 B & #Y & 5 77 EUHE

B8 Security Lake 5T B &M ERZE

EERE A S3 f17ET#E | B8 Amazon Security Lake FHRE B 2 EREFEENTRE S W ZI K
BEFYHEA, BIBTHER , FTREFEBMMRMAN HTTPS IR BN EIFNHHEHN, HE , FTBEE
A LAEBERF Amazon Simple Queue Service (Amazon SQS) 1751 3R U 237 ¥ 4 K9 B A,

FIREERER 56
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EYWHE A Security Lake ERUHE |, FTEEZWEIRIRAF Amazon S3 Y1 B, FTRETLLER
STEIw B s 5 Amazon Simple Queue Service (Amazon SQS) 175 |, E1Z17H S3 ¥4 WIZWF Y
TR B, LETRAEAE CreateSubscriber APl By accessTypes 2 ES3HhEAA .

&

* 1 Security Lake PRV EEERFEET B &R £ RIGHE
* 1 Security Lake PEV EEERFRENFIRE

« £ Security Lake P EFHERIFT B E

« # Security Lake BEBRERETRE

£ Security Lake FZE EFERFEETE &N LR GHYT
BB ITETER T BRI | FBETE Security Lake FE Y EFERFZEENTEE,
s |

EERBLENFTT , FEA IAM BREEREE IAM 328 IAM B, AR BELBRPNERETS
(FFH ) BMEREETLR , ELAERFERSABRHRBHIRE,

EREFF T RRBT T I

« iam:CreateRole

« iam:DeleteRolePolicy

« iam:GetRole

* iam:PutRolePolicy

* lakeformation:GrantPermissions
 lakeformation:ListPermissions

« lakeformation:RegisterResource

* lakeformation:RevokePermissions
« ram:GetResourceShareAssociations
+ ram:GetResourceShares

« ram:UpdateResourceShare

BRTY ERBE I, BFEEHNIT THEMERFFA
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateSubscriber.html

Amazon Security Lake EREEmR

+ events:CreateApiDestination
+ events:CreateConnection

* events:DescribeRule
 events:ListApiDestinations
* events:ListConnections

* events:PutRule

* events:PutTargets

* s3:GetBucketNotification

* s3:PutBucketNotification

* sqgs:CreateQueue

* sgs:DeleteQueue

* sqgs:GetQueueAttributes

* sgs:GetQueuelrl

* sqgs:SetQueueAttributes

H{SET B & RISNED ID

HERVNITRE , BRTIIEEN AWS IRF ID 25 , BFERREHENED ID. S8 ID RFTRER
HiIGEAIE— MBI R Security Lake E/$5ME0 ID MEEHZ U NFTEE IAM A, EEH Security
Lake EEAF, FEiB API = BYFIEER , S UERIER ID AWS CLl,

WMFESNER IDsHIRFIEF , FFSER (AM EREERE) FWIAERS AWS ERNERERTE =5
EFA AR 1D,

/A Important

WMREETEIEA Security Lake TR ARFIEITHE , EUUKBT —EXRIEE &£
Security Lake FEV EEERFEEMNEIRIE. Security Lake A RMUBILHAPER ,
WEIFELEN IAM A6  SIRREERABENAE,

tREITE M Security Lake API AWS CLI ¥ 8THE | S5RET —ESBUEY 1AM £
BRI A EventBridge API B #93th,

TORIRE 58
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B IAM &L A EventBridge API B B9t (API AWS CLIFIER S ER )

R EFEIB API 2 £ Security Lake AWS CLI , 587 AWS Identity and Access Management (IAM)
REVAE , BF Amazon EventBridge WA APl BByt BT a] |, MAS Y4B EEIX Z IEFEM HTTPS

Ui B o

Btk IAM Atar®  BEERAEH Amazon Resource Name (ARN) FREE M ETRIE ., MRITE
# %% Amazon Simple Queue Service (Amazon SQS) {FHlEwBER R EER EHER , IFTFEEL
IAM &€& AWS Lake Formation, MIF/WHEBERFIN A E (FREE ) WFEREF K F28H 58
Security Lake FTBIEMNEHFEE.

B TFIBREEZLN IAM A

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowInvokeApiDestination”,
"Effect": "Allow",
"Action": [
"events:InvokeApiDestination"
1,
"Resource": [
"arn:aws:events:us-east-1:123456789012:api-destination/
AmazonSecurityLake*/*"
]
}

B TFIMEEBEREREEERN IAM A€ , LLRFF EventBridge BIEZBE .

JSON

"Version":"2012-10-17",
"Statement": [
{

TORIRE

59



Amazon Security Lake EREEmR

"Sid": "AllowEventBridgeToAssume",
"Effect": "Allow",
"Principal": {

"Sexvice": "events.amazonaws.com"

},

"Action": "sts:AssumeRole"

Security Lake EEBE Y IAM 6 , RAFFFIHERERHFENER (MRERRIFH
BEFE , BIfE Amazon SQS fPHIEwMEN ) . LABZAEAR K AWS ZEBRRK

#AmazonSecuritylLakePermissionsBoundary,

£ Security Lake R EEE R FEENFTRE

BETIED-BEFIREZE , LEMAFEE R FERNTEE AWS B,

Console
1. BARMZR https : //https://console.aws.amazon.com/securitylake/ B9 Security Lake &,
2. FRAEmALANIRE AWS BiF 85 , BERNEERIYITRENEE,
3. ESEERF , BETRE,
4. EFTREEEL , BEEVIFIRE.
5. WMHFRITREFMER , FWATREZBNEANRHR,

EFEEEIEAAEE RN AWS EiF Eif , BEE SR,

HYEAFNEHRER , BETREEREANRE,

S EREETE | (B2 S3 AFTHEREERF.

HRFTRERE , FIRMHFTEEN AWS IR ID FZAE ID,

(B ) MEEHNFMER , WREFE Security Lake I FTEIE o LU Y4 @ H 89
Amazon SQS 7% , FEiZE SQS 173, MRIEFHEE Security Lake EiB EventBridge #$& A
BIXE HTTPS in# , FBREGT R,

© © N o

WMREBENFT R R |, EEFIT T HIEME -

a. BATRRE., BXREENEHZIE http://example.com, &t A LURIEM 1R

HHTTPS | EBEH HTTPS £#8E,

BUERERFRENTREE
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Amazon Security Lake EREEmR

b. SHREEFEE , BIYHW IAM BEHFEAREGH IAM S |, 124t EventBridge WA API
HEMEER |, Wi BAEEE ERN S,

MEEMFHH IAM BEHNER , B2REY IAM SESIA EventBridge API B #ith,
10. (BA) #HEEER K BAKS 50 FERERGITRENERER,

EBRETUERTERGIEEERELANER AWS ., S EEZRAMEHSLENERKSIEM
BRANEZEREMER. EEAUHBEUTRINAREZBE., 2ENEEER,. MEFMAENR B
28 1Z5C Security Lake &R

1. BEEI,

API

EEUEAFGFTANELEEERFEHEMNEIRE , BEMA Security Lake API #Y
CreateSubscriber 4, MR EEAME AWS Command Line Interface (AWS CLI) , FE#1T
create-subscriber @,

HIERFERT , FRAELS2HAFIREEE TIIRE :

- #¥ sources , EELFETRAEFRNEERIR,

« #¥ subscriberIdentity , IEETHEAREFIMRIFEER AWS fi&F ID MAE ID,
« &¥f subscriber-name , IEEFTREENER,

« ¥ accessTypes , FBIEE S3.

g5 1
TrEHERIEFEE AWS BEHERNFEEN AWS FTERE | LIERENIEEHES

VAN
Ao

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{"awsLogSource": {"sourceName": VPC_FLOW, "sourceVersion": 2.03}}] \
--subscriber-name subscriber name \

--access-types S3

g5l 2
THEHERBTRRNEETRES BV AFINE AWS BEHERNITEE.
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$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{"customLogSource": {"sourceName": custom-source-name,
"sourceVexrsion": 2.03}}]1 \

--subscriber-name subscriber name

--access-types S3

LREHIE & Linux, macOS 3 Unix EITHRRAL , AEARFER () BITFTRRE TR M

(1B ) BuiIB&E 2% , 356/ CreateSubscriberNotification IRERIEEMMAEAFTEREA
ERVHRBAGTREE  UBSEFETREERNRE, MREFLANE AWS Command Line

Interface (AWS CLI) , F#11T create-subscriber-notification 5%

- FEEBEERBHSE (HTTPS in% ) ME I Amazon SQS 1731 , B8
EsqsNotificationConfigurationZ2 &M E.,

- MREMIFHER HTTPS i B EXBA |, FFEEhttpsNotificationConfigurationZ 8
=

. $¥ targetRoleArn #fI , #EMLE I FHIW A EventBridge APl B it 2 IAM A4
ARN,

$ aws securitylake create-subscriber-notification \
--subscriber-id "12345ab8-1a34-1c34-1bd4-12345ab9012" \

--configuration
httpsNotificationConfiguration={"targetRoleArn"="arn:aws:iam::XXX:role/service-
role/RoleName", "endpoint"="https://account-management.$3.%$2.securitylake.aws.dev/

vl/datalake"}

£ EHS subscriberID , F5f# A Security Lake API By ListSubscribers &4, MREFEAN 2
AWS Command Line Interface (AWS CLI) , &#1T list-subscriber T8

$ aws securitylake list-subscribers

EEXRBEEITRENBEA S % (Amazon SQS F5I5 HTTPS %% ) , B EA
UpdateSubscriberNotification #4E , 5i& , MREBEHMNRE AWS CLI , 3EH1T update-subscriber-
notification 8. B ATLAE Security Lake TR ABEFBEA S : £5IREEHE LERFIEE , A
BIBERE,
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Y4438 F A 2. 2 45

T 5|28~ CreateSubscriberNotificationi® /M JSON EEKRREBHEH,

"source": "aws.s3",

"time": "2021-11-12T00:00:00Z",

"account": "123456789012",

"region": "ca-central-1",

"resources": [
"arn:aws:s3:::amzn-s3-demo-bucket"

1)
"detail": {
"bucket": {
"name": "amzn-s3-demo-bucket"
by
"object": {
"key": "example-key",
"size": 5,
"etag": "b57f9512698f4b09e608f4f2a65852e5"
.
"request-id": "N4N7GDK58NMKJ12R",
"requester": "securitylake.amazonaws.com"
}

£ Security Lake FEFHERITR A

BAERESETRAFEANRERENIIEBAF. BHAUAIREERIGFEER, FBR2ET
DERNERGRHREEREENER AWS |, BiEFTRE. MEFMHEN , 552 Fa2 Security Lake
HRo

BEHEP-—EFRAZE , YRR TITRERRETENFHRIE,
Console

1. ¥ https : //https://console.aws.amazon.com/securitylake/ BIEX Security Lake £ A&
2. ESEEKRT , BETEE,

3. EHGIREE.

4. BERE A ARBRPTTIE-BE:
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Amazon Security Lake EREIEE
- EEEMTAENRER , B AFNEHRERRTEAFRE.
- FERFTREERIUGEERR , FAEEERRERPEERR.
5. & , BEEFT.

API

EFEUEXFRFTAREMTEENERFRIORIR , FBE A Security Lake API B UpdateSubscriber
BE, MREFEHBR AWS Command Line Interface (AWS CLI) , 55#11T update-subscriber &
T EEWFERP , £/ sources 2HEREELFLEITREFRNEEARIR.

$ aws securitylake update-subscriber --subscriber-id subscriber ID

MEERTE AWS RF SABBAHBIBIAVET B EBE , M ListSubscribers #1E. MREEANE
AWS Command Line Interface (AWS CLI) , 8#11T list-subscribers @55

$ aws securitylake list-subscribers

EEMBISEITREAENBFIERE , A GetSubscriber #4E, 1T get-subscriber @5
To Security Lake EESEEFTREENEBANHR, /I D MEMBER. WREFEANZE AWS
Command Line Interface (AWS CLI) , E&#11T get-subscriber @55

EEFHTEENENAGE |, 55 A UpdateSubscriberNotification 4, MREFEHAHE AWS
Command Line Interface (AWS CLI) , 81T update-subscriber-notification 5. Hlan , &AL
AETEIEZIREH HTTPS %% , % HTTPS % 2i41#: %) Amazon SQS 1551,

€ Security Lake BERRERFTEE
MRBFBHEFTEAER Security Lake lUAE R , B LUKB T I SBREBRETEE,
Console

1. BARUIR https : //https://console.aws.amazon.com/securitylake/ B9 Security Lake £ A&,
2. EEEERYP  BEIRE

3. ENEBEBRNIIRE

4. BREMRR  REWEFEE, SSMERETEREMAAEHBABNBARE.
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Amazon Security Lake EREEmR

API

BRIBENRH , FT T HP —RRE

- ZEMBRETBIEFMFTEMEIEERE , FBFEH Security Lake API B DeleteSubscriber &£, 0
RIBFERAMR AWS Command Line Interface (AWS CLI) , 55#11T delete-subscriber 5,

- EERYEFINE , BEFLKRRBEHFTREE , F5FEA Security Lake API B9
DeleteSubscriberNotification #4E. MREFEAKZ AWS Command Line Interface (AWS
CLI) , #4117 delete-subscriber-notification 5

‘B Security Lake ;1B EN EHFEUE

B EEHEFEEENFTRE TTLLER Security Lake IWEMNE R, ELFTBEEZ A Amazon Athena &
RIEEEEH S3 HETEPH AWS Lake Formation ERl &K, AR Security Lake WEEEHSIZR
Athena , Bt AT LAE A EE B HAARES , H140 Amazon Redshift Spectrum Hl Spark SQL AWS
Glue Data Catalog.

7] B & £ Amazon Athena FBRIEEM S3 FEFETER P AWS Lake Formation ERRARIFEHR. It
FTBISEALTE CreateSubscriber APl # accessTypes S8 LAKEFORMATIONAEBIA -

(® Note

RERPNAKEAFTNERTE=FFTEE, NFEFEHEECNERFATERNES
2R TR4 . BANEHEECHER.

E

« 7 Security Lake B EEEHTFEE 2T B E W SRR H
« 7£ Security Lake PRV EEEHFEENIIEE

» 7£ Security Lake FiREEEEHFIHENIIRE

£ Security Lake i3 EEEHFEE 2 5T B & B KRG 4+
BB R STR T FIFERIGEH | T BETE Security Lake FEV EFEREFIEMNITEE,
BRET
BYEEEHFIHENGIREZH , 3

i

BEEERIIT I BEBTENF T,
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Amazon Security Lake EREEmR

EEMBEMNFT , FBEA IAM REEEE IAM 528 IAM BER, AR SELBRFINERETS
HAAFEHITHBERELTLR , LBV EAEHFIENIEE,

* glue:PutResourcePolicy

* glue:DeleteResourcePolicy

e jam:
e jam:
e jam:

e jam:

CreateRole
DeleteRolePolicy
GetRole
PutRolePolicy

« lakeformation:GrantPermissions

« lakeformation:ListPermissions

* lakeformation:RegisterResource

» lakeformation:RevokePermissions

¢ Iram

¢ Iram

* ram:

:GetResourceShareAssociations

:GetResourceShares

UpdateResourceShare

/A Important
BETAI 2R

- WMREFTEIFEA Security Lake TR AMEEEEHFIHENFINZE | BRI LKA T —ED
R #2148 % T Lake Formation B2 EFF A, Security Lake BRI FIEXEN IAM Af |
REREEARENAE,

- WMREFTEIFEA Security Lake API 5 CLI R¥TBEEEHFEHEMNEIREE  FEET —

SBRLUEI IAM AEREH Security Lake Eflo

B IAM B8LLERH Security Lake Bl (API AWS CLIFMERRSER )

£/ Security Lake API 2 AWS CLI $EHTFIER TFIIRER K SEEBRYEA WA
1EE',AmazonSecur1tyLakeMetaStoreManagero Security Lake £/ Lt & & REEM AWS Glue 2 El[E
MEF AWS Glue Bk, ZAREEEEYLEN IAM AEFETIKAG,

TORIRE
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Amazon Security Lake EREEmR

¥ Lake Formation EE &7 1]

BB FEERE Lake Formation &3 87 AI#T8 2@ A R1FE Security Lake R A FMFTEFTEEN 1AM
A,

B LMKB T 55ER | #§ Lake Formation EEEFIEFENAE

1. BARX Lake Formation £# & , #8it A https://console.aws.amazon.com/lakeformation/o
2. DEBFERESSEA,

3. MREBBEUDFEA Lake Formation {15 , FRELZES R 1 FEVSBINERE L RRIZRER
RER,

4. MBEEIERINBDAMER Lake Formation 1RE , FHT T AL BHRERE Lake Formation B2 &,

1. EEEERNFAT , REEEAGNER. tERHEEREERT , BEREEES,

2. EEEERNEEESHFEARD , #Y IAM EAENAE |, BIFFE Security Lake 1R A B
FHRNEEEAG A ARBEERE

NESFTERHEEEFTHEMEN |, 528 ( AWS Lake Formation A% A E¥EmE) FMNEILE
PHEES,

IAM AV EBEERERFITREFEINECEREMERRSELECTHERR, WMNEMATEITIIRENR
B , 52 ( AWS Lake Formation BiE2 A E35/) FMFERERER L EZRFER B &1,

£ Security Lake FEV EFEHFIENTIRE

BEERENTE , MEY B EREMFEENGIFEE AWS B, FTEER#ER AWS B8 HE
FREN ERER. BERMNFIRE  CEERITEEN AWS IRF ID MHEE ID, 488 ID RFTRER
IS ME—BBIF. WMEINE DsHFHMAEF , F2H (AM E£REER) PHI{EAER AWS IR
B IR T 58 = 5 B E A S AR ID,

® Note

Security Lake 7% #& Lake Formation IStiRFERHEAE 1 k. EHZAAE Lake Formation ¥
REERHLAEHRAE 2 IRBE 3 k. WMEIEIB AWS Lake Formation 3= A = CLI AWS B
MBRFRARENSE , 5528 ( AWS Lake Formation B3 A B38R) A HY 2041 B A 37 hix
Ao

BYEAEHTFIENTREE 67
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Amazon Security Lake EREEmR

Console

1.

o ~ w0 N

© © N ©

BRI https : //https://console.aws.amazon.com/securitylake/ B9 Security Lake £ &,

BAEREERRS,

ERAREA LANERE AWS B 88 , ENEERVTRENESE,
HEEBEKRT , BEFTRE,

EITREEE L  BEEEIIIRE,

WFTREFMES  FAAGTRESBNZANER,

EFEEEIEAREE RN AWS Bl Eif , B&EEER.

Y AR EBHRR |, BIEELHE Security Lake EEEEHFERHFITSHRR,

S ERFES L |, #F Lake Formation AFTBE R I EHFE.

HRITRERE , FRMETTEERN AWS 1RF ID FAE 1D,

(EA) #HHER K WARS 50 AERTGITRENER.
BEREVUERLERGFEERBENER AWS , BEERHISLENFERRSIEN

BANERE, SRUBBEUTENFREL, 2 BNERER. MEFHENR , F2H 2
50 Security Lake &R

10. BEEI,

API

EEUBARGFTARNELEEEHFEHMNEIRE , A Security Lake API #Y
CreateSubscriber /€, MR EFEHM R AWS Command Line Interface (AWS CLI) , EE#1T

create-subscriber %o

HENFERD  EAELSBATREREE TIERE

- ¥M accessTypes , BEE LAKEFORMATION,
« #t¥ sources , IEELHE Security Lake EEREHERFEZENERATR.
« #¥ subscriberIdentity , IEEFTHEAREHRFERN AWS 525 FMIEP ID.

THEFEREENIIRESD , FEH AWS EFHFEITEEEHEFIENITEE, LEHSEH
¥ Linux, macOS & Unix 81t , FEARFR (\) TEEF TRKETE M.
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Amazon Security Lake EREEmR

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 129345678912,"externalld": 123456789012} \
--sources [{"awsLogSource": {"sourceName": VPC_FLOW, "sourceVersion": 2.03}}] \
--subscribexr-name subscriber name \

--access-types LAKEFORMATION

REBRSENRAA (THESH)

Security Lake £/ Lake Formation IStk FERIR AR RZETREEAFE. EEE Security Lake
A, API 5 R BT ESEHEFEENETEE R AWS CLI , Security Lake 2i&EiB7 AWS Resource
Access Manager () PEMVERHL= | BBFTEE L ABEEEHEEE Lake Formation ER R EFAAWS
RAM,

ECHEREHTIENTREETRHEERENRER |, Security Lake BEUFTNERLE, MFF
#MEER , FESBI1E Security Lake RiREEEEHEFIENETRE,

STREEER TS EREA Lake Formation ERIRFHER :

1. B ERAE - FTREV ARSI ERRY N RETREREL RS resourceShareName
resourceShareArnfl WERAE, BEETIHP-—BEEFRFE
- WEEEEHM AWS CLI, F2EEZRE NWERLABE AWS RAM,
- &% API , A GetResourceSharelnvitations APl, ik resourceShareArn#l &
#EresourceShareName AR K IEHMWERALZ, A AcceptResourceSharelnvitation API 5

Wk S
ABo

ERAZTHFEESE 12 /DERBE , AREXUEE 12 NMSARBILIZZHE. NRBFBEH , 4
HEELL PENDING AREEF B , EEZBFLTISRLFNHAER. B 12 /NEE , FRER
Lake Formation ;B E I EFMEVFIREE , LUEBINERLZEE.

2. BUHAERENERER - sTEE XA AWS Lake Formation ( tIRFEAEEE ) =X AWS
Glue ( TIERAERA API/AWS CLI) A& 2 Lake Formation ERIEMNERELRE ., B RELSEET
BEN RFENXAERE, EETIHEP-BEFNLZE
- WMF EES, AWSCLIFESHE (HZAEER) PHEMLHA Data Catalog ERER ERIE

#5. AWS Lake Formation

« RMEBBITEE LA CreateDatabase APl EV M —HERE , UEFREREGFERR.

3. B HAERRK - Amazon Athena 2 R IR AT A EZSEEHIK , ™H Security Lake Y ERIHT
BRERBMHEN, SHSETHRAFN #3177 AWSIRE K MEHEENRASEITEARRK
B, BELEH BE T Security Lake 1Rk F &R EEUZEUE,
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Amazon Security Lake

ERAEER

MERTEREHUNEMEN , 5528 ( AWS Lake Formation & A EFE) F K Lake
Formation RV EIIRFE &R H A,

£ Security Lake HiREEEEHTFEENIREE

Security Lake X BEH EREHFRENIEEETRE, SUARETRENETE, iR, S0 D,

ZFEA (AWS IRF ID) , ARETBERESEAR B

REHAEFIENETRE AWS Ef,

(® Note

Security Lake 7% #& Lake Formation iR F &R LA 1 k. E4ER Lake Formation %
REEREAEHFASE 2 lRINEE 3 . MFEFEIB AWS Lake Formation £ZE A= CLIAWS E
HBRFRARENSER , 528 ( AWS Lake Formation B2 A E38R/) #2047 BB #7h

o

Console

BIRECERENFEET  FEREHHRBFERHNIER,

mEERI B E B

1.

BRI https : //https://console.aws.amazon.com/securitylake/ B Security Lake FE 2

Ao

BAZREESIRF,

2. EAEEALANERE AWS B 3 , ERNAERE]REFHAETANE,

3. HEEHKT , BEEITRERE.

4. HEITREEEL  FAZERMAENERENIRE, METRENERERR EXER
LAKEFORMATION,

5 EERE.

6. MAFHNIIREER K ARBRERE

mETRERR
1. BRI https : //https://console.aws.amazon.com/securitylake/ 89 Security Lake F 1%

L
Ho

W, BELRENGE, URRSRIFEEENE

mESEEHTIENTREE
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BAZRRNEESIRF.

EREEA LANRE AWS B & | ZREERETRENE,

HEBEKRT , BEFTRASE,

HITREEEL , FRARERMENZRENIFE, MEFIRENERENLEALEAR
LAKEFORMATION,

BERE,

BATRENTHER , AREEZFT

MmEESER ID

1.

BRI https : //https://console.aws.amazon.com/securitylake/ B Security Lake FE 312

L
Ho

BABRRNEERIRS,

EREREA LANRE AWS EE 8 | ZEREERE REFAEANED.
EEBEET , BEFTRSE,

HETRERME L , FAERRAENERFENIRE. MEBTRENERFIGELER
LAKEFORMATION.

BEERE,

WMAFTRERMIAL ID , RRBEERT

REFHASE ID EEBBREFNN AWS RAM ERAR | Y ATTRERIHNERRE,

STREEMSARBRINS R BN ERLEREBRFERERLA (FIBESE ). &

MESTE B FMEF D ERH Amazon Resource Name (ARN) 2 Lake Formation £ &

FH#) Amazon Resource Name (ARN) @, £ AERKRNEREFSRETE , RHETE
ETFEEIHNERERL,

fREEEH (AWS IRF ID)

1.

BRI https : //https://console.aws.amazon.com/securitylake/ B Security Lake FE 12

L
Ho

BARRNEEEIRF,
EREREA LANRE AWS B 8 | ZREERE BEFAEANED.
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Amazon Security Lake EREEmR

3. HEEHEKT , BEEITRERE.

4. HEIIREEEL , fAZEZRAENERENTIRE. METRENENENS EZHLER
LAKEFORMATION,

5 EERE.

6. EAFTEENIH AWSIRE ID , REZEBERF.

BEMIRE ID 2EBHBRREFN AWS RAM ERHEA , Hitea EBEEFEABFENE
#RR. Security Lake BRI FTHNEREE,

7. ERAFERANEAER  FTREXEESTNERLA , YEYHAENRNERER,
EUBEFNEXTAFRHAER. UFRE , F20H PSR 1 N 2R EBRFER KT
A (FIRESR ) . HRETHEFMERPETH ARN B Lake Formation F#2 & HH
ARN #[&E,

W B A NEHRIR

1. 1 https : //https://console.aws.amazon.com/securitylake/ BIEX Security Lake £ &,
BARZRNWNEESIRF,

2. FRAEEALANEREAWS BE 5 , ERNEERETREFHEAN R,

3. ESEERF , BETHHE,

4. EFTREEEL K FAEZERMENERENIRE, METRENERERL EZXER
LAKEFORMATION,

5 EERE.

6. BUHERREMNRE , IENEMENRE. WREECHRIRER , AIFTEEE—TSHNE
B, MREBEFFFERE , IFTSEUFNNERAZEFE, TiB , Security Lake SRIFER
BRI RFEEFH L AR Lake Formation Efl &k, FTRESLABRIEMLAERRNERE
&, TeETHRRER. WERE , F2H TSR 2EEBRFERKAR (FIREY
).

7. EERE.

API

BEUEARGT AN REEREMFIENIBRSE , F56EA Security Lake API B

UpdateSubscriber #4E, MREFEHAKRZ AWS Command Line Interface (AWS CLI) ,

3
&

N\
y

update-subscriber i85, EENFERD , FRAXENSHRTEEEETIIEE
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateSubscriber.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-subscriber.html
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« #¥ subscriberName , IEEFHWETEERRE,
« $t¥ subscriberDescription , ¥EFH MR,
« #t¥f subscriberIdentity , IEEFTREAREAREERNZEZFEA (AWS IRF ID) FMHAEB

D, BABERBREZEANNI ID, MRECLERZEF—EEHERLE , FEEHTHE.

« EEHNLID- WBIMESBRETHN AWS RAM ERLR |, Y ATHEEERIHNERLA,
FTEEMARRBRINS RV ESHNERAEREBIRFERNERA (FTEESE) . HAXE
RARNEREFSRETE  ARITRETFTEERIHTNERER,

- EEHETA - HEESBREHN AWS RAM ERAA , Rt £ ETAELER BN
EHRIR. Security Lake BEVFNERLE, FAFETEANBAER , FTREXEESH
WERRA , YRUHAERKRNERER, EUEFNEZERATIRHAER,. WERA , F
SR PSR 1N 2REBRFERERLEA (FTBESER) .

EEEMNEIDMEE  BFER INSB1 MR EBIRFERRAR (FTHELE ),

- &¥ sources , BREENRESIEELEN LN RE, WREBRER , IFTEEE—SHNH
£, MREFERIF , AITERIFNER-EZEFE. T8 , Security Lake ERIBEF BN RIRE
Fr MY Lake Formation Bk, FIBMEMS BRI ENHAERRNERER , TEEARRE
Flo MERE , FEH PHNSB 2REBRFEREZHRA (FIBRESE)
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Security Lake &

BT LAE 3 Security Lake M FE AWS Lake Formation ERIEMERRFHNER, EthaJUE
Security Lake 12 &, API = FEIE=5FTBE AWS CLl, E=FFTRHE L TUREBIEENREE
& Lake Formation & ¥l

Lake Formation ERHEEE N ESHBEREMERRNSELECTHE IR FEHERN IAM 55,
FTRE A ETE Security Lake R , FeeEHER ., NENMMET EEEHFEUENITRE A MM
B , 5528 B8 Security Lake ;5T ENEHFZEUE,

ERREREEAER

Amazon S3 £ BHIFREEXEERNRENKE , EMPEEUEHNRKE, NRIETE Security
Lake FERETRERE , AMAEEAT IS UREAERNEGRHRT  URRERENEERE
AERBHNERIER, WMFE Security Lake PERRENFMET , F2H LhBHEE,

THREFHPNEREG DS FEEEZMRMYE , FlW0 eventDay time_dt , ATREHREEK,
e

« AWSZJRRRA 1 (OCSF 1.0.0-rc.2) B9 Security Lake &)

« AWSZRRRRAS 2 (OCSF 1.1.0) Y Security Lake &5

AWSHIRMRAS 1 (OCSF 1.0.0-rc.2) By Security Lake &

T —EFR 1% Security Lake ZEHE RIS , I EAWS—ERFIRA 1 RAEZEAWSKRNEH

Y, ELEHEEMEUSE FNERAWS B, ELHHIFER us-east-1 ( ZERIP (#SEELL
) )o LEHN, EHIEBER LIMIT 25 88 , RS AER 25 £k, BAUERLSE , RIEBE

WIRFREETHAE, MEE LM, 5528 Amazon Security Lake OCSF & GitHub E 8.

THEHIEFER WEBEEEG ZRHFeventDay , MBERENEH VAR ENREBHRERN. WEFH
B3 , 552 B Querying data with retention settings.

Bl |, REIB 60 RNEXCBH , ENEARISHERS , U LFEBHNER. ¥R 60X
MREH  FEEITFESTIFE

WHERE eventDay BETWEEN cast(date_format(current_date - INTERVAL '59' day, '%Y%m%d') AS
varchar)

Security Lake 23 3RRAS 1 4


https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://github.com/awslabs/aws-security-analytics-bootstrap/tree/main/AWSSecurityAnalyticsBootstrap/amazon_security_lake_queries

Amazon Security Lake EREEmR

AND cast(date_format(current_date, '%Y%m%d') AS varchar)

WFaAFEH 59 X (MAR60X) , LUESR Amazon S3 1 Apache Iceberg 2 B {EMERI SR E

o

BERIFERR

&7 Security Lake BRI , KBTS ERFIEMN Lake Formation BRI R AR,

g8

I3

SELECT *
FROM

amazon_security_lake_glue_db_DB_Region.amazon_security_lake_table_DB Region_SECURITY_LAKE_TABL
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

AHRRERERNERESETHER :

« cloud_trail_mgmt_1_0 -AWS CloudTrail B2 E4

« lambda_execution_1_0 - Lambda B9 CloudTrail &4

« s3_data_1_0- S3 Y CloudTrail ERI=4#

« route53_1 0 - Amazon Route 53 f#fii2 &8 AsE

« sh_findings_1_0 -AWS Security Hub CSPM& %

« vpc_flow_1_0 — Amazon Virtual Private Cloud (Amazon VPC) ##z B &

g5l : sh_findings_1_0us-east-1 EiFE R KX P EFTE Security Hub CSPM FAERE R

SELECT *
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25
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EREEE

B8 E# Security Lake BRI , X EATSERTEAENNEREREERE. WFEEFAFEA
Security Lake WE R ERETEFE , 552 Amazon Security Lake i o

g1 : R IP AWS CloudTrail by 5E B

THIEHIF HBRERF IP 192.0.2.1 BIFFE CloudTrail 558 , ELEERTE 20230301 (2023 & 3
B1H) Z&RH%TE us-east-1 WEREK cloud_trail_mgmt_1_0 $DB_Region,

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_]1
WHERE eventDay > '20230301' AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

72l B

EBRSEER , B LRFISEEHFENERE , NS WEELFEEA A, Security Lake FEi
eventDay. regionf accountid Z2¥EH S El. eventDayZEIEMFEA #&3 YYYYMMDD,

ERMEH eventDay D EIEMEHIE

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc

WE B{BeventDayZIETHER :
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https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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BE1FRENSEH

> cast(date_format(current_timestamp - INTERVAL 'l' year, '%Y%m%d%H') as
varchar)

BE1EARBENSEH

> cast(date_format(current_timestamp - INTERVAL 'l' month, 'S%Y%m%d%H')
as varchar)

BE 30 RKRBENSEH

> cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d%H') as
varchar)

BE 12 NERBENSEH

> cast(date_format(current_timestamp - INTERVAL '12' hour, '%Y%m%d%H')
as varchar)

B 5 TERARENSH

> cast(date_format(current_timestamp - INTERVAL '5' minute, '%Y%m%d%H')
as varchar)

7-14 REIBENSEH

BETWEEN cast(date_format(current_timestamp - INTERVAL '14' day, '%Y%m%d
%$H') as varchar) and cast(date_format(current_timestamp - INTERVAL '7'

day, '%Y%m%d%H') as varchar)

EREAHERICRBENSEH

>= '20230301'

i - ERFRD 192.0.2.12023 F3 A1 HRZERKE IP ®WATE CloudTrail SEE)EE
cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
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LIMIT 25

g1 - E¥%K192.0.2.17iB =% 30 KRERIR IP B9FFE CloudTrail SEEEE
cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

CloudTrail ERH €6l Security Lake &

AWS CloudTrail€&#t FHEREZEM APl HEAWS RS, FTREE A LIEM CloudTrail 8l , LA
TETIERNED :

LT 2AWSHGERRZS 1 CloudTrail EXIHY — &5l Z=3
EiBE 7 RREAWS REETRERENER

SELECT
time,
api.service.name,
api.operation,
api.response.error,
api.response.message,
unmapped[ 'responseElements'],
cloud.region,
actor.user.uuid,
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND api.response.error in (
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'Client.UnauthorizedOperation’,
'Client.InvalidPermission.NotFound"',
'Client.OperationNotPermitted’,
'AccessDenied')

ORDER BY time desc

LIMIT 25

192.0.2.18% 7 XARBXKIR IP B9FFE CloudTrail SEE)EE

SELECT
api.request.uid,
time,
api.service.name,
api.operation,
cloud.region,
actor.user.uuid,
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '127.0.0.1.'
ORDER BY time desc
LIMIT 25

B 7 XRAFAE IAM SEBIAYEE

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND api.service.name = 'iam.amazonaws.com'
ORDER BY time desc
LIMIT 25

8% 7 KAAIDACKCEVSQ6C2EXAMPLEfi FH & A & RIHY 3 1T {H g2

SELECT
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actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

BX 7 KRRKBMHK CloudTrail 588&5E

SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE status='failed' and eventDay BETWEEN cast(date_format(current_timestamp -
INTERVAL '7' day, '%Y%m%d%H') as varchar) and cast(date_format(current_timestamp -
INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

Route 53 2\ & H RV &I Security Lake &5

Amazon Route 53 i Z=#H A 2B M Amazon VPC RERFTHMAY DNS &=, ;TEETUEH
Route 53 STIERNEH A , L THETIERNENR

LT RAWSHIRIRA 1 89 Route 53 f#MTi2 XN & HFER — LEHEH

BE 7 XRARE CloudTrail ¥ DNS &#5E

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
ORDER BY time DESC
LIMIT 25

s3.amazonaws.comi@x 7 RNEEFH DNS &EHFE

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE query.hostname LIKE 's3.amazonaws.com.' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

BE 7 RAKRENH DNS EFHFE

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE cardinality(answers) = @ and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25
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FiBEX 7 XNEMAS 1 DNS &H5E 192.0.2.1

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answer.rdata

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0

CROSS JOIN UNNEST(answers) as st(answer)

WHERE answer.rdata='192.0.2.1' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)

LIMIT 25

Security Hub CSPM FA&E#E R#Y Security Lake &5 £

Security Hub CSPM A& 1Rt L& REHNTERIE , AWSE B ERBLZLEXEENSEELRR
BRI, Security Hub CSPM EE4AZ2RENAETRLR , Y RF=ZFRBBFBUHAEER,

LA 2 — £ Security Hub CSPM A& RN HIEH

MEDIUMEIBE 7 KA, BEMARBER WHBEBE

SELECT
time,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0_fi
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND severity_id >= 3
AND state_id =
ORDER BY time DESC
LIMIT 25

BE7 RANEEBBEEBE
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SELECT
finding.uid,
MAX(time) AS time,
ARBITRARY(region) AS region,
ARBITRARY(accountid) AS accountid,
ARBITRARY(finding) AS finding,
ARBITRARY(vulnerabilities) AS vulnerabilities
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL '@' day, '%Y%m%d%H')
as varchar)
GROUP BY finding.uid
LIMIT 25

BE7 RANARFEALRESFE

SELECT
time,
finding.title,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE severity != 'Informational' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

ERZ Amazon S3 REFIFEMNAETHER (EEERH )

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(resources, element -> element.type = 'amzn-s3-demo-bucket')
LIMIT 25

® RIREFTD RH# (CVSS) BEAR 1 ( EEFERS ) WREBEEBE

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
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WHERE any_match(vulnerabilities, element -> element.cve.cvss.base_score > 1.0)
LIMIT 25

FEERREERE (CVE) WRAEHRKR CVE-0000-0000 ( EEFREIPRE )

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000"')

LIMIT 25
B 7 KAH# Security Hub CSPM A RIEFENERFTE
SELECT
metadata.product.feature.name,
count(*)
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
GROUP BY metadata.product.feature.name
ORDER BY metadata.product.feature.name DESC
LIMIT 25

BE7 RNAEFRPHNEREEFTH

SELECT
count(*),
resource.type

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
CROSS JOIN UNNEST(resources) as st(resource)

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

GROUP BY resource.type

LIMIT 25

REBE7 XRARAETHERNEZREENS

SELECT
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vulnerability
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0,
UNNEST(vulnerabilities) as t(vulnerability)
WHERE vulnerabilities is not null
LIMIT 25

HEBE7 RANSENBEESFE

SELECT

finding.uid,

finding.created_time,

finding.first_seen_time,

finding.last_seen_time,

finding.modified_time,

finding.title,

state

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

Amazon VPC 7i#z2 H 55KV Ei 5l Security Lake &5

Amazon Virtual Private Cloud (Amazon VPC) 12##FiR VPC N E IP REFMER.
AT RAWSKIRMRAS 1 B9 Amazon VPC FifE B M — L& HlEH -

BE7 RABFEAWS BEFPHRE

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND region in ('us-east-1', 'us-east-2', 'us-west-2')
LIMIT 25

BE7XARRIP192.0.2. 1K RERIBFEZE
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SELECT *
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND src_endpoint.ip = '192.0.2.1'
AND src_endpoint.port = 22
LIMIT 25

BE 7 XRATRE B/ IP thutAYEHE

SELECT
COUNT(DISTINCT dst_endpoint.ip)
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

BE 7 XRAREB 198.51.100.0/24 iR &

SELECT *

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND split_part(src_endpoint.ip,'.', 1)='198'AND split_part(src_endpoint.ip,'.",
2)="51"

LIMIT 25

BE 7 RAWAE HTTPS iE

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

#4438 E 7 KA BN BEERRER |, B BEEF

SELECT
traffic.packets,
dst_endpoint.ip
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

192.0.2.2:BEX 7 XKW IP192.0.2.18 2N FIEHRE

SELECT
start_time,
end_time,
src_endpoint.interface_uid,
connection_info.direction,
src_endpoint.ip,
dst_endpoint.ip,
src_endpoint.port,
dst_endpoint.port,
traffic.packets,
traffic.bytes
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND(
src_endpoint.ip = '192.0.2.1'
AND dst_endpoint.ip = '192.0.2.2"')
OR (
src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip = '192.0.2.1")
ORDER BY start_time ASC
LIMIT 25

BE7 RANABEEARE

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'ingress'
LIMIT 25

BE7 RANMAEEHRE

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, 'S%Y%m%d
%H') as varchar)

AND connection_info.direction = 'egress'
LIMIT 25

BE 7 RAFBEHIEENRE

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND type_uid = 400105

LIMIT 25

AWSHRERRZS 2 (OCSF 1.1.0) B9 Security Lake &

T —EiR 1% Security Lake ZEHERMNIES| , YT EAWS—ERFRA 2 RE X EAWSK RN EH
g, ELXEHEEMEUSE PHEBRAWS BiF, SL&FIFERA us-east-1 ( BRI (#HSEEIL
BB ))e LA, EBHIEHER LIMIT 25 28, RS AEME 25 £idtk, BUUERESE  IRBREE
WRIFREETHARE, NMEFEZEH| , 552E Amazon Security Lake OCSF &3 GitHub B .

&I LAE ) Security Lake TETEAWS Lake Formation & BHEME R RPN ER . BB AL Security
Lake A, API = BN E=HTEEAWS CLlI, F=FTEE A UREIRENFIREH Lake
Formation &#l,

Lake Formation ERHEE SN ESHBEREMERRNSELECTH IR TFTEHERN IAM B4,
ST E LA ZATE Security Lake I , FREEHAER ., MENAE EEEHEFEERNFT BB
B, 5528 B8 Security Lake ;5T ENEHZEUE,

Ty ERTEFER WEBEGRKFFeventDay , MERENERANVARENREBREAR, MEFMA
B , 8528 Querying data with retention settings.

fign , MREB 60 RWERCIBH , ENERERISRFBERS , U LEFEBHNER. HR 60 X
MREH  FEEITFESTIFE

WHERE time_dt > DATE_ADD('day', -59, CURRENT_TIMESTAMP)

WFaAFEH 59 X (MAR60X) , LUER Amazon S3 # Apache Iceberg 2 B {EAERI R EFEE

Bo

HERIRERR

EIREF# Security Lake BRI , KBTS ERFIEMN Lake Formation BRI R AT,

SELECT *
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FROM
"amazon_security_lake_glue_db_DB_Region"."amazon_security_lake_table_DB_Region_SECURITY_LAKE_T

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

LIMIT 25

HRRENERNERESETHIER

« cloud_trail_mgmt_2_0 -AWS CloudTrail 2 E 4

« lambda_execution_2_0 - Lambda B9 CloudTrail &4

« s3_data_2_0-S3 # CloudTrail E¥IE#

« route53_2_0 - Amazon Route 53 SfriE X &E#H B

« sh_findings_2_0 -AWS Security Hub CSPM& %

« vpc_flow_2_0 - Amazon Virtual Private Cloud (Amazon VPC) #fz B &

« eks_audit_2_0 - Amazon Elastic Kubernetes Service (Amazon EKS) ¥&# B &
- waf_2_0-AWS WAF v2 B

&ifj] : sh_findings_2_0us-east-1 BIFHE R FRHPHIFTE Security Hub CSPM RAEHF R

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

BERERES

EI8E# Security Lake BRI , X ETSERPEHENNERNEREEE. WFEB A AEA
Security Lake WERERIBTEEFE , 2 E Amazon Security Lake i B o

1451 : IR IP 5 Amazon Virtual Private Cloud E &)

THIEFFHRBEHIR IP192.0.2.1 BFTHE Amazon VPC SEE) |, iELEFRE 20230301 (2023 &
3A1H) 2RREHE us-west-2 BWEREK vpc_flow_2_0 HDB_Region,

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
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AND src_endpoint.ip = '192.0.2.1'
ORDER BY time_dt desc
LIMIT 25

7 ElE B

BBROEIER , BRI SEEHARENERE , RS NeEAEEKA, EE Security Lake

1.0 Lt , Security Lake 2.0 F 5 EI[EEEHFXNBEE TR, Security Lake IRFEEIEIB time_dt.
regionfl B o Elaccountid. R , Security Lake 1.0 &8 eventDay, region#l accountid
BHEEDE,

Eftime_dtEHBHW S3ELBHBPEIE , I B AL Athena F VR EB L —BEITEH.

S=MEMA time_dt7EIEH 2023 £ 3 A 1 B REHABFNEHIERM :

(i

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

MEREtime_dtBFETHIEE :
BE 1 FRENSEH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '1' YEAR
Bx1EARRENSH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '1' MONTH
BX 30 RRBEEMNEH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '3@' DAY
BX 12 MNERABENSH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '12' HOUR
BX S5 FERNBRENSH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '5' MINUTE
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7-14 REIBENSEH

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '14' DAY AND
CURRENT_TIMESTAMP - INTERVAL '7' DAY

ERERMRBRBENSEH

WHERE time_dt >= TIMESTAMP '2023-03-01'

il - ERERD 192.0.2.12023 F3 A 1 HRZERKIE IP ®WATE CloudTrail SEE)EE
cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

gl ERFK192.0.2.17iB % 30 KRB RKIR IP BWFTE CloudTrail SEE)EE
cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

&3 Security Lake AJ #8118 B

Observables & Security Lake 2.0 RtV ThEE, TEHBAYGR—BEE TR K HPISSH4PFT
ZUEPRENEEEA. EHTHNEE T EREAEREERNETESRRSAR,

EBREATHARETHNRERLR , EUUSERERIIAKEEHESEE. BR UIDs, IPs, R
Hfth 10C |REGA

ERFERTEAMESYRE#HE VPC Flow M Route53 B X BEFNEMEN , EhaEIPE
'172.01.02.03'
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WITH a AS
(SELECT
time_dt,
observable.name,
observable.value
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0",
UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip'),
b as
(SELECT
time_dt,
observable.name,
observable.value
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",
UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip')
SELECT * FROM a
LEFT JOIN b ON a.value=b.value and a.name=b.name
LIMIT 25

CloudTrail ERIHV €6 Security Lake &5

AWS CloudTrail€ &Mt i EHAETEN AP HEAWS RiF. FTRIEATLLE CloudTrail E$l , X
TETIERNER

AT 2AWSHERZS 2 CloudTrail EXIH — b2 E54) -

BE 7 RABAWS RFETARERENER

SELECT
time_dt,
api.service.name,
api.operation,
api.response.error,
api.response.message,
api.response.data,
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cloud.region,

actor.user.uid,

src_endpoint.ip,

http_request.user_agent
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND api.response.error in (

'Client.UnauthorizedOperation’,

'Client.InvalidPermission.NotFound"',

'Client.OperationNotPermitted’,

'AccessDenied')
ORDER BY time desc
LIMIT 25

192.0.2.18% 7 XARB KR IP B9FFE CloudTrail SEE)EE

SELECT

api.request.uid,

time_dt,

api.service.name,

api.operation,

cloud.region,

actor.user.uid,

src_endpoint.ip,

http_request.user_agent
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '192.0.2.1."'
ORDER BY time desc
LIMIT 25

BE 7 XRAFE IAM SEBHEE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND api.service.name = 'iam.amazonaws.com'

ORDER BY time desc

LIMIT 25
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£i8% 7 KAAIDACKCEVSQ6C2EXAMPLE {8 FH & A &R A 3 1T {H g8

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region

FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

BX 7 RARKKH CloudTrail 5285 E

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region

FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE status='failed' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND
CURRENT_TIMESTAMP

ORDER BY time DESC

LIMIT 25

Route 53 R EH BENEHIER

Amazon Route 53 f@fri2 &8 A5 2B 4 Amazon VPC RERATMA DNS &5, STREETUEH
Route 53 SN EH A , L THETIEHNEN :

LT BAWSHRRRZS 2 B9 Route 53 reesolver 23 B iEH — L& &3

BE 7 XRARE CloudTrail ¥ DNS &5 E

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
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query.hostname,
rcode
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

s3.amazonaws.comBx 7 KNSR DNS &=:#58

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE query.hostname LIKE 's3.amazonaws.com.' and time_dt BETWEEN CURRENT_TIMESTAMP -
INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

BE 7 RAKRBTH DNS EHEE

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE cardinality(answers) = @ and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
LIMIT 25

FiBEX 7 XNEMA B DNS &H5E 192.0.2.1
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SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode,

answer.rdata
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",

UNNEST(answers) as st(answer)
WHERE answer.rdata='192.0.2.1"'
AND time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Security Hub CSPM FA&E#E R#Y Security Lake &5 45

Security Hub CSPM A& 1Rt hZ 2 REBHNTERIE , AWSHEIFEBRBZEEXFEENSEELR
BIRIE, Security Hub CSPM EE4AZ2RENAERLR , YRFE=ZFRBBFBUAEER,

AR RAWSHIRRRA 2 B9 Security Hub CSPM A& R — L& HIEH -

MEDIUMTEIBE 7 KA, BEMARIEN WHBEBE

SELECT
time_dt,
finding_info,
severity_id,
status
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND severity_id >= 3
AND status = 'New'
ORDER BY time DESC
LIMIT 25

BE7 RINEEBBEBE

SELECT
finding_info.uid,
MAX(time_dt) AS time,
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ARBITRARY(region) AS region,
ARBITRARY(accountid) AS accountid,
ARBITRARY(finding_info) AS finding,
ARBITRARY(vulnerabilities) AS vulnerabilities
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY finding_info.uid
LIMIT 25

B 7 RNFTE RN BB E

SELECT
time_dt,
finding_info.title,
finding_info,

severity
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE severity != 'Informational' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7'
DAY AND CURRENT_TIMESTAMP
LIMIT 25

EIRA Amazon S3 EFIFENAERER ( BERERE )

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(resources, element -> element.type = 'amzn-s3-demo-bucket')
LIMIT 25

® RIREFTD RH# (CVSS) ZEAR 1 ( EFERS ) WREBEEBE

SELECT
DISTINCT finding_info.uid
time_dt,
metadata,
finding_info,
vulnerabilities,
resource
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
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UNNEST(vulnerabilities) AS t(vulnerability),
UNNEST(vulnerability.cve.cvss) AS t(cvs)
WHERE cvs.base_score > 1.0

AND vulnerabilities is NOT NULL

LIMIT 25

&% BRAEREE (CVE) WHERE CVE-0000-0000 ( ErSRIFRE] )

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

iBZ 7 KA Security Hub CSPM B RREFEME mETE
SELECT
metadata.product.name,
count(*)
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY metadata.product.name
ORDER BY metadata.product.name DESC
LIMIT 25

BE7 RARERRTNEREETR

SELECT
count(*) AS "Total",
resource.type
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY resource.type
ORDER BY count(*) DESC
LIMIT 25

REBE7 XA

HERRNEZRBEHF

SELECT
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vulnerabilities
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND vulnerabilities is NOT NULL
LIMIT 25

HBE7 RASENREFE

SELECT

status,

finding_info.title,

finding_info.created_time_dt,

finding_info,

finding_info.uid,

finding_info.first_seen_time_dt,

finding_info.last_seen_time_dt,

finding_info.modified_time_dt
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Amazon VPC ¥iiz H iR 5] Security Lake &3
Amazon Virtual Private Cloud (Amazon VPC) 2R VPC F#E T HE IP REFHER.
LR RAWSHIRIRAS 2 B Amazon VPC 72 A 56K — L& 6| E5H

BE 7 RABEAWS BEHHRE

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND region in ('us-east-1', 'us-east-2',6 'us-west-2')
LIMIT 25

22iBXE 7 KRR IP192.0.2. 1M KR EEENEEFE

SELECT *
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FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND src_endpoint.ip = '192.0.2.1'

AND src_endpoint.port = 22

LIMIT 25

B 7 RATEE Y IP it FTE

SELECT
COUNT(DISTINCT dst_endpoint.ip) AS "Total"
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

BE7 XAIRE 198.51.100.0/24 B E

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND split_part(src_endpoint.ip,'."', 1)='198'AND split_part(src_endpoint.ip,'."', 2)='51"

LIMIT 25

B 7 RAWAE HTTPS &

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25
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4438 E 7 XA B Wi AEEERER |, B S BBEF

SELECT
traffic.packets,
dst_endpoint.ip
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

192.0.2.2iB8X 7 XA 1P 192.0.2.1M 2ENMAERE

SELECT
start_time_dt,
end_time_dt,
src_endpoint.interface_uid,
connection_info.direction,
src_endpoint.ip,
dst_endpoint.ip,
src_endpoint.port,
dst_endpoint.port,
traffic.packets,
traffic.bytes
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND(
src_endpoint.ip '192.0.2.1"
AND dst_endpoint.ip = '192.0.2.2"')
OR (
src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip = '192.0.2.1"')
ORDER BY start_time_dt ASC
LIMIT 25

BE7 XRANFMBEEBARE

SELECT *
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FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Inbound'

LIMIT 25

BE7 RANMAEBHRE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'QOutbound'

LIMIT 25

BE 7 RAFMBHIERNRE

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_ lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND action = 'Denied'
LIMIT 25

Amazon EKS #&# B &RV E865 Security Lake &5

Amazon EKS AFFEHHE I EE B S AR ZMPE B EER Amazon EKS 2§ FHEIZEEIIRE P
#y CloudWatch Logs, EL AF A ELRRATEELRRBENZT S, FTRETUER EKS BF
UTHRTHIBERENER,

LT RAWSHIRRZA 2 B9 Amazon EKS & BitH) — L &i 238 :

BE 7 RREHEE URL FES

SELECT
time_dt,
actor.user.name,
http_request.url.path,
activity_name
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"
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WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND activity_name = 'get'

and http_request.url.path = '/apis/coordination.k8s.io/v1l/'

LIMIT 25

EFBE 7 KRAXKA '10.0.97.167' BVFES

SELECT

activity_name,

time_dt,

api.request,

http_request.url.path,

src_endpoint.ip,

resources
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '10.0.97.167'
AND activity_name = 'Update'
LIMIT 25

iBZ 7 KAELER 'kube-controller-manager' #8 BBE#HY 55 SR 71 = &

SELECT

activity_name,

time_dt,

api.request,

api.response,

resource.name
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0",

UNNEST(resources) AS t(resource)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND resource.name = 'kube-controller-manager'
LIMIT 25

AWS WAF v2 H&5RVE8/ Security Lake &3

AWS WAF2 —1& Web FERREXPAME , TARERSGKRERAEEEZERARESH Web 58K , LA kiE
HE AR FE

AT RAWSKRIRZE 2 lRAWS WAF v2 HEEH —LEHIEH -

v AWS WAF 2 B3k EH 104
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B % 7 RAERR AR ERIR IP #5ER

SELECT
time_dt,
activity_name,

src_endpoint.ip,

http_request.u
http_request.u

rl.path,
rl.hostname,

http_request.http_method,
http_request.http_headers

FROM

"amazon_security_lake_glue_db_us_east_1"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND src_endpoint.i
AND activity_name
LIMIT 25

p = '100.123.123.123"
= 'Post'

."amazon_security_lake_table_us_east_1_waf_2_0"

BE7 RAFEHABERNWETFER MANAGED_RULE_GROUP

SELECT
time_dt,
activity_name,
src_endpoint.i
http_request.u
http_request.u
http_request.h
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.

FROM

"amazon_security_

P,

rl.path,
rl.hostname,
ttp_method,
uid,

type,
condition,
match_location,
match_details,
rate_limit

lake_glue_db_us_east_1"

."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND firewall_rule.type = 'MANAGED_RULE_GROUP'

LIMIT 25

EBE7 RAFEMH AERA AP REGEX VFER

SELECT
time_dt,

v AWS WAF 2 B ZEH
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FROM
"am

activity_name,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,
firewall_rule.uid,
firewall_rule.type,
firewall_rule.condition,
firewall_rule.match_location,
firewall_rule.match_details,
firewall _rule.rate_limit

azon_security_lake_glue_db_us_east_1"

."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND
LIMI

firewall_rule.condition = 'REGEX'
T 25

HEWBIAE 7 RABRAWS WAFE Bl 2 AWSZE A T RINEES

SELE

FROM

CcT

time_dt,

activity_name,

action,

src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,
firewall_rule.uid,
firewall_rule.type

"amazon_security_lake_glue_db_us_east_1"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND http_request.url.path = '/.aws/credentials'

AND
LIMI

action = 'Denied'
T 25

."amazon_security_lake_table_us_east_1_waf_2_0"

MBSAWSEABRFER , #iB X 7 RAKBEZR/LEDE

SELE

CT count(*) as Total,

src_endpoint.location.country AS Country,

activity_name,
action,
src_endpoint.ip,

v AWS WAF 2 B ZEH
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http_request.url.path,
http_request.url.hostname,
http_request.http_method
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
AND activity_name = 'Get'
AND http_request.url.path = '/.aws/credentials'
GROUP BY src_endpoint.location.country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method

v AWS WAF 2 BisH=EH 107
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Security Lake RV 4 apiBHA B IE

& LLART Security Lake , #ERFREERIFHNER AWS BE RE., 4B HEE 58 &8
TRNERER,

REEE
EEEERHEARE AR | BT UER Security Lake PHEDBRRERZERHOR

B, EEREBJEAHBEEEREFH Amazon S3 fFHEE , A% Amazon S3 Y4 E BRI T EH
REEBRBHA o , BEREFEXFEEFERINHE,

/A Warning

FRIIEZIZIEIB Security Lake 3 A, API 5 CLI BEBRERE, ERRAAEEE Amazon
S3 RFEH &L Amazon S3 £ fBHARE RS MBRPEE R | WHHIEEEFIER,

Security Lake PFREFRENEEEZEESH
£ Security Lake P EBRERMRE R , FRETIZESE .

- Security Lake T #& Amazon S3 ¥ #HE. B ERARFITEE  ERSEH SIS YHHE, #

AEERREERXEA S3 UG EHESPEREELAFERRINEER M.
#% Amazon S3 f#1F#H A% S3 Standard, MREREEREREFKE , Security Lake BEA Amazon

S3 £ imBHAEREMTERRERE - £ S3 EREREFERZRBHEFTER.

- 7£ Security Lake # , BRI UEEBIHERIEERERE. Sl , BALEIE RHFRE S3 MHRE
ATEBAERH 30 X& AWS B B A S3 Standard-IA 7R,

- HARERERSEAETHE S3REFITBHINER , BEREBKREHER Apache Iceberg FH#EE
o

B Security Lake BFER E R B E

E& A Security Lake B , FFEEELETRRRE—RZBAEFNRERE,

Console

1. BARRALM https : //https://console.aws.amazon.com/securitylake/ B Security Lake E£# &,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://console.aws.amazon.com/securitylake/

Amazon Security Lake EREEmR

2.

EREISR 2 EBMATHERENBEER  FREZNFEFEERN THMEESR, RRRE
IEEEM Amazon S3 S3 EFRAR. ( RILWFERFMEEFELERIS S3 Standard. ) FIFEE
ZREFERIRNRENE (UXKEN ) . FEEXRHZRSYHFERAS —BRTFRES

R, GFEEFHESR K ARBARBRERSEZNREHNRE.

FEEELFE SSUHBHINERE  FRETEER, AR SHUREERIR , BEBH,
SHEREFHE  EEUMHZR  EFREAREER  WAKERE Amazon S3 FERYHR

BRE. ELHEERE , W48 , Amazon S3 S EMER,
4. ZTRE , FEET %,

THEERERZLELENMASRBBE PR Security Lake WA B,

API

EEEMA Security Lake RFARERERFT A RNBRERERE , FBEA Security Lake API
CreateDatalakefVIR1E, MREBEHAMNRE AWS CLI , 5EHT create-data-lake@i
fflifecycleConfigurationZ28HEELBENRERE , WTAAR :

- #¥ transitions , IEELREEISE Amazon S3 FEEFHER (days) F1EM S3 WIHFHEXE
(storageClass). Amazon S3

- #t¥f expiration, EEEMYHR , FRETARFEE , £ Amazon S3 RREFWHNEX
2, BEHHBERE , WH=EH , Amazon S3 24§ EH MR

Security Lake AR EEAZEETE configurations YW region MUFEENWESE,

flan | FHHSEE us-east-1 EIFH A Security Lake, EWEEF , WHSTE 365 XEZiB
H , MY 27E 60 REBEHRA ONEZONE_IA S3 EEEAl, L& HIEEH¥ Linux. macOS = Unix

L, WEARFR () TEEFTRHEE TR,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":

[{"days":60,"storageClass" :"ONEZONE_IA"}13}3}1" \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"

BUA Security Lake BERERZRTE
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake.html
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EHRERE

B Security Lake #& , K RELIEREH A ZEEFHNRERE,
Console

1. ¥ https : //https://console.aws.amazon.com/securitylake/ BARX Security Lake £ H,
2. EEEERT , EEEE

3. EBEHEHE A AREBEERE.
4

EERATENEST  RACEENRE. HERTRAE  EBEEHR Anazon S3 3
RERAR, (RIILNARMEELS S3 Standard, ) SHHRBHMY , BACBERHTE
Rl RN R, BTUEESEER,

FEEELRE SSUHBHNER K FEEFREFREOIRNBHEE, AR, SrHFEEHE ,
EBUYz® , EREAREER , W ALELE Amazon S3 HREFVHNERE. ELH
BfERE , MHEEBH , Amazon S3 B EM R,

5. &, FEERT.
API
EEURRFRFT AR EMREERE , 55FE A Security Lake AP UpdateDatalLakefy#

£, MREFEHAPR AWS CLI, E#IT update-data-lake®i H. ELRHFERSD , £/
lifecycleConfiguration SEUIRIEEMRE :

- EESFEMNTE  BMEMA transitions 28, UXE (days) IEELREELSE Amazon S3 f#
FHR () PEM S3 YIS EFH R storageClass, Amazon S3

- TESTFERAEN K BEERIYHR , FREMNREEFEER , £ expiration 2EREESR
EEMSIYHNEXRE, EREHERE  WHSBHE , Amazon S3 €& EH MR,

Security Lake AR EERAZELTE configurations Y region MU FEENWESE,

Security Lake APl UpdateDatalLakef#EER A "upserty B1E , EIEENEB S H A FER
HITHRA , RECEEBHITER. Security Lake FH AWS MBRFRARLZ S ERFRER,

encryptionConfiguration ##B#iEH KMS WEHF P I ENEHEK SIS K SREXE
B KMS €18 , BlEESREEXERESPNER,

EMRER

5
il
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html

Amazon Security Lake

EREER
N |, %) AWS CLI 8 & FE# us-east-1EBNERBHRENFBEFERSEE, EHESD ,
Y€ 1E 500 XZBH , MY E7E 30 REZE# A ONEZONE_IA S3 7, L& 2 eHE
Linux, macOS = Unix #&={t , WEARFHR () TEEFZ TRIETEM,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":500},"transitions":

[{"days":30,"storageClass":"ONEZONE_IA"}13}3}1"' \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/defaul t"

A=

REEHESHRE RS EEMEINER. ETHHENSEHERSRER,

NMERERBEFNET , F2H 1 Security Lake FEREEEEE,

REESE 111
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Security Lake FRIFAM MR R E B HIAZRE (OCSF)

T EE= OCSF ?

Open Cybersecurity #5181 %L48 (OCSF) RMPAB R L EXPAWSH BESERHNTEE. BRERRA
BIfF, OCSF AR RZLSHRHEFEERBIER, ERRAEHEEAREFBHREE , YIS
ZEAREEENEHEENEREERERF. OCSF NAFRKBIBFEER GitHub,

Security Lake & HEIAWS REERBREZEN AFNE4ERA OCSF FEHMIR, HitA OCSF
# , Security Lake €& 127 Amazon Simple Storage Service (Amazon S3) fFZiTE G ( @
AT —EAWS EF)AWS 1RE., R BFTREE A Security Lake B9 B 5B % EEfE OCSF #
B Apache Parquet #63%, FTRIE AT LA B M EB MR A — % Parquet 528% , SRER OCSF #&

BIEREHER  UEEREELGEPETENEA,

OCSF EH#% 5!

REIEE Security Lake FH BREMEBEHAFSE OCSF HERMIFES B, DNS JEE), SSH EE
MB 55T R OCSF HEMHERIMEH, B IEERERREFNEHER.

OCSF AR5 7!

OCSF £ F & Wi 2R i By &I B — R4S € B SSHSE MR RIR. ELER Security Lake AWS BRI R
EXEMARIRE HEHACHNE.

The OCSF source identification for AWS log sources (Version 1) are listed
in the following table.

KR metadata. metadata. metadata. class_name metadata.
product.name product.v product.f version
endor_name eature.name

CloudTrail CloudTrai AWS Data API 1.0.0-rc.
Lambda E8 1 Activity 2
EH
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Amazon Security Lake

ERAEER

HR

CloudTrail &

HEH

CloudTrail S3
EREH

Route 53

Security Hub
CSPM

VPC & H

=T

metadata.
product.name

CloudTrai
1

CloudTrai
1

Route 53

Security
Hub CSPM

Amazon VPC

metadata.
product.v
endor_name

AWS

AWS

AWS

AWS

AWS

metadata.
product.f
eature.name

Managemen
t

Data

Resolver
Query Logs

& Security
Hub CSPM
ProductNa
me {8

Flowlogs

class_name

API

Activity. Au

ation ={
Account
Change

API
Activity

DNS
Activity

Security
Finding

Network
Activity

metadata.
version

1.0.0-rc.

.0.0-1xcC.

|_\

'_\

.0.0-1cC.

'_\

.0.0-xcC.

=

.0.0-1xcC.

The OCSF source identification for AWS log sources (Version 2) are listed
in the following table.

IR metadata. metadata. metadata. class_name metadata.
product.name product.v product.f version
endor_name eature.name
CloudTrail CloudTrai AWS Data API 1.1.0
Lambda &# 1 Activity
=H
CloudTrail  CloudTrai AWS Managemen API 1.1.0

HEH 1 t Activity. Au
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ERAEER

HR

CloudTrail S3
EREH

Route 53

Security Hub
CSPM

VPC & H

=Y

EKS &% H

[=7/\A

AWS WAF v2
H&

metadata. metadata.
product.name product.v
endor_name
CloudTrai AWS
1
Route 53 AWS
FEAWSE HEAWSE
+HREER +HREER
%3\ (ASFF) %3 (ASFF)
ProductNa CompanyNa
me {8 me {8
Amazon VPC AWS
Amazon EKS AWS
AWS WAF AWS

metadata.
product.f
eature.name

Data

Resolver
Query Logs

A& ASFF
featureNa
me WY{E
ProductFi
elds

Flowlogs

Elastic
Kubernete
s Service

class_name

ation ={
Account
Change

API
Activity

DNS
Activity

Vulnerabi
lity
Finding,
Complianc
e
Finding,
or
Detection
Finding

Network
Activity

API
Activity

HTTP
Activity

metadata.

version

1.

1.

1.

1.

1.

1.

1.0

1.0

1.0

1.0

1.0

1.0
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B2 Security Lake &

Amazon Security Lake E2E fh AWS [R#E ME=ZFERBES. BETWIUSERMEARREEE
Security Lake , SR LARTB & & 2 Security Lake FHIE R, T 5 ERERFAWL AWS R ME=7
E mEE Security Lake B4,

FE
- AWS BR# B2 Security Lake &
« B Security Lake WE=HES

AWS fR#% B2 Security Lake &
Amazon Security Lake BEEE fth B S AWS fRiE. BREAILUMARRES. FTREESIWME,
REBSEE TN

- ¥ERHMEEZE Security Lake
- BRHKESecurity Lake PN AR Z L EBHIAEE (OCSF)EBHER
« ERLL Apache Parquet 1§ 30i%E

IR ERSTLUER T3 Ed — &S K FE Security Lake B}

- EiB HTTPS w1 Security Lake EHURIRE #
« 3&Ei Amazon Simple Queue Service (Amazon SQS) # Security Lake FEHURE £
- BBEA EEREHRKFER AWS Lake Formation

T &RIEH Security Lake XEH AWS RS BEEFE,

AWS BR7% BEogR Description BESHEERR
Amazon Bedrock Subscriber BEE A ZENER , Amazon Bedrock &
A4 #7 Security Lake
&5,
Amazon Detective Subscriber EiBEF# Security Amazon Detective

Lake R4, SAEM &
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Amazon Security Lake

ERAEER

AWS BR#%

Amazon OpenSearch

Service

Amazon OpenSearch

Service FELE &

Amazon OpenSearch

Service & ETL

&
=1

Amazon SageMaker
Al

AWS AppFabric

AWS Security Hub
CSPM

Subscriber

AIRE. RIR

AEE (E#)

Subscriber

Subscriber

HIR

HIR

Description

RRF B Z 2 RER
RYAEEFHHRAE
R&H.

£ OpenSearch
Service #EEL , #%
Security Lake ¥ E
£Z2FR,

KB, EEN
EHERSERE
OpenSearch Service
F Security Lake,

AT ETL &8
Security Lake Y&
#lo

£/ Quick &1L,
REFFEZE Security
Lake ##Y B 5,

BEE A ZENER ,
B4 #7 Security Lake
&8

AN AR (SaaS)
FEARE A FREE
WIRAE{L & Security
Lake BRI,

LA Security Lake E %
BRAEFNEFREE
Security Hub CSPM
NEERBREFER.

BEENEELR

Amazon OpenSearch
Service S

Amazon OpenSearch

Service Ingestion B8

BE

Amazon OpenSearc
h Service & ETL BE#
EHEL

REEES

Amazon SageMaker
Al ES

AWS AppFabric &

AWS Security Hub
CSPM &4

AWS R &
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https://docs.aws.amazon.com/appfabric/latest/adminguide/what-is-appfabric.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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Ed Amazon Bedrock &

Amazon Bedrock R —H£ZERY , TELEBH— API FARBEE Al FAI A RN S REERE
B (FMs) 1 Amazon, ¥&Bf Amazon Bedrock HY & {d fR2FE85R , BRI MREAM , FHEECHNER
ATETERER WA AWS TERRZHEBESNBBIECHNERERNS K MESEETMNER
XM

A 3 Al

& T LAE A SageMaker Al Studio ' Amazon Bedrock BYAE R Al ZHEEF B RES W AR DT
Security Lake FHIER , ¥ E R EEBHERRLIZESZSME, BULUEBEBEIEENER R
R, BEEMWUA SQL &5 , URBRBILAETTINER , KD HITAEMENEE., UFKFHEHEA ,

B2 B A Amazon SageMaker Al Studio #1 Amazon Bedrock & Amazon Security Lake 4 Al X
BEHER,

B3 Amazon Detective &
BAER . FTRE

Amazon Detective BHBIEDH, AEALRERANLZLFAELGRI T ETHNWRARE, Detective &
BEIEEN AWS BERE BFER, Detective EESFEAMEEEYT, RITIWHERKELRENL

ANA , HBEE R EITERERNLZETAE, Detective BIEFAXBBNEREE, BEMNRE , TiH

B RES A BB EREBENRENEE,

ER# S Security Lake M Detective & , 7] LL{E Detective &7 Security Lake M RIE AFE
B, MEFHMES , F2BE Amazon Security Lake &,

B2 Amazon OpenSearch Service &
BEoER . FTRAE

Amazon OpenSearch Service 2 —EZERE , AIEAE PRRIE. BRIEMERE OpenSearch
Service #5% AWS &%, #H OpenSearch Service Ingestion #%% EHEEVE OpenSearch Service #
£, BuUEREMITERE , METKEBEBNRZLHAE, EUUREEELZEEH , HBHEREE
BERRERNRR,

OpenSearch Service & &R R

# OpenSearch Service B2 Security Lake & 2% , A LAFRE Security Lake , &8 Al IR 25
OpenSearch Service Ingestion , #&FERIFH Z £ EREEZE OpenSearch Service, MFE MR
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7E OpenSearch Service HEUARE T2 ERNFMEN , FSEFEH Amazon OpenSearch Service
Ingestion £ Amazon Security Lake EREE R LR R

OpenSearch Service Ingestion BI#EAEERIE A OpenSearch Service #iE#%, EEFAELEENE
KIRBILER  FEEEERR , AREEEA— (ST RNERR

B2 Amazon OpenSearch Service Ingestion BEBE S
BEER  FTRE. KR

Amazon OpenSearch Service Ingestion @£ 2 &, BAMRI[ERWESE , A AR, BEENEMHRER
£/ = OpenSearch Service  Security Lake,

£ F OpenSearch Ingestion EE#S & FHMEIXZE Security Lake

& A LA R OpenSearch Ingestion 8 Amazon Simple Storage Service (Amazon S3) U85
AEERX |, SERREMAZENRFREIXZE Security Lake, Security Lake @ BEIAS KB AWS R
", ATBEHBRIEMN SaaS HEBNRZLERETIERAER NP, WRFMENA , F2EEA
OpenSearch FEENE B & E Amazon Security Lake # & WES.

5/ OpenSearch HEUE EAS & #£E Security Lake &% ZE OpenSearch

s

BRI AR Amazon S3 RIRABER |, SEREEZE OpenSearch FEEEE., MEFMENR ,
2B A OpenSearch #ENE BB Amazon Security Lake # A& KR

B2 Amazon OpenSearch Service & ETL BEZEHES
BEEA  FTRE (£H)

&ETI LA OpenSearch Service E3Z&E# R 2 #7 Amazon Security Lake FHIE R, OpenSearch
Service 2% ETL 4 , LAEH OpenSearch SQL = OpenSearch Piped Processing Language
(PPL) [E32E 3 Security Lake FHVER , MAEELEERNEER TN T E 2B BN ER,
EESETEEEREHRER |, JFEEME A OpenSearch Service Dashboards H B #f R B 8 2k 5
WERBEHNNUE, EAEENREEHERYRIFEABRIREDERR , EUUEIEARZ RN
R5lwR , WA HEEZ OpenSearch Service £5|, MEBEZEHNFMEN , F2E (Amazon
OpenSearch Service B A BEmRM) PN FEAEEEH.
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https://docs.aws.amazon.com/opensearch-service/latest/developerguide/configure-client-sink-security-lake.html
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https://docs.aws.amazon.com//opensearch-service/latest/developerguide/direct-query-security-lake-creating.html
https://docs.aws.amazon.com//opensearch-service/latest/developerguide/direct-query-security-lake-configure.html
https://docs.aws.amazon.com//opensearch-service/latest/developerguide/direct-query-security-lake-configure.html
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https://www.youtube.com/embed/1k9ASeoKCus
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https://docs.aws.amazon.com//sagemaker/latest/dg/whatis.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/blogs//security/generate-machine-learning-insights-for-amazon-security-lake-data-using-amazon-sagemaker/
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https://docs.aws.amazon.com/appfabric/latest/adminguide/what-is-appfabric.html
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
https://docs.aws.amazon.com/securityhub/latest/userguide/controls-findings-create-update.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-prereq-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-integrations-managing.html#securityhub-integration-findings-flow-console
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-integrations-managing.html#securityhub-integration-findings-flow-disable-api
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https://aws.amazon.com/marketplace
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-partner-providers.html
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https://www.splunk.com/en_us/blog/conf-splunklive/federated-analytics-balancing-cost-efficiency-and-performance-with-data-lakes.html
https://www.accenture.com/us-en/services/cloud/aws-business-group
https://support.aquasec.com/support/solutions/articles/16000151820-amazon-security-lake-integration
https://campus.barracuda.com/product/emailprotection/doc/98214513/integrate-amazon-security-lake-with-email-protection/
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https://www.chaossearch.io/platform/integrations/amazon-security-lake
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https://claroty.com/resources/integration-briefs/claroty-xdome-and-amazon-security-lake
https://www.cmdsolutions.com.au/service/security/
https://www.confluent.io/resources/brief/amazon-security-lake/?utm_campaign=tm.partner_cd.cwc-securitylake-newuser&utm_medium=partnerref
https://docs.contrastsecurity.com/en/aws-security-lake.html
https://docs.cribl.io/search/set-up-amazon-security-lake/
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https://cloud-fastener.com/en/#securityLake
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https://app.cp-us01-prod01-aws.databahn.app/help/docs/highway/destinations/amazon-web-services/aws-security-lake
https://customerportal.darktrace.com/product-guides/main/aws-security-lake-alerts-intro
https://docs.datadoghq.com/integrations/amazon_security_lake
https://www2.deloitte.com/us/en/pages/about-deloitte/solutions/deloitte-aws-relationship.html
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https://docs.devo.com/space/latest/324337730/Amazon+Security+Lake+collector
https://dxc.com/us/en/about-us/partner-ecosystem/aws
https://eviden.com/solutions/digital-security/managed-security-services/managed-detection-and-response/
https://forums.extrahop.com/t/aws-security-lake
https://falco.org/blog/falco-aws-security-lake/
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https://docs.fortinet.com/document/fortigate-cnf/latest/administration-guide/248370
https://www.gigamon.com/content/dam/resource-library/english/deployment-guide/gigamon-amazon-security-lake-integration-quick-start-guide.pdf
https://aws.amazon.com/marketplace/pp/prodview-5dm5aecyvpn2i
https://www.htcd.com/post/secdataops-with-aws-security-lake
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https://www.ibm.com/docs/en/cloud-paks/cp-security/1.10?topic=connectors-amazon-athena
https://www.infosys.com/services/cloud-cobalt/offerings/managed-security-services.html
https://insbuilt.com/en/security-lake-eng/
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https://docs.lacework.com/onboarding/amazon-security-lake

Amazon Security Lake EREEmR

Laminar
BAHER . KR

Laminar @8 EZ 2 EHEEE OCSF B IHIRFM Security Lake , FETTAREM S MERAR
B, FlanE4EEFMAE,

BEEXH
MegazoneCloud
RAFH . R

MegazoneCloud B R EmEHRY , TRBIE T B NAIEHER P EIE Security Lake, IS
Security Lake EHEEH ISV fRARER , LBREHFTEK , YREREFERMEENETER,

BEXH

Monad

EEEH KR

Monad & B E)#§E &R A OCSF BBHR | WG HEEE Security Lake B#H,
BEEXit

NETSCOUT - Omnis Cyber Intelligence

EEEH KR

EIR B Security Lake & , NETSCOUT RAZEFAEFRNBITRR , MMl THREEDZRLENE
o, PlnBEEE. ZeRBNNEBEREE, ELFAELRIEH NETSCOUT CyberStreamsHl £&F
¥R 5 AR Z 4 Omnis Cyber Intelligence , AAZEX ] OCSF IR Y Security Lake, BAEUHYE KB
& Security Lake RIFMNEMERNFEER , /RN, BBER. 2ENNEHEEEHE.

BAH
Netskope — CloudExchange

BaEH KR

Laminar 133


https://laminar-docs.s3.us-east-2.amazonaws.com/security_lake_manual/Laminar+Integration+with+Amazon+Security+Lake+c67638221f6e476d8d2c36aee447864c.html
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https://docs.netskope.com/en/netskope-help/integrations-439794/netskope-cloud-exchange/log-shipper-module/configure-3rd-party-log-shipper-plugins/amazon-security-lake-v1-1-0-plugin-for-log-shipper/
https://docs.newrelic.com/docs/infrastructure/amazon-integrations/aws-integrations-list/aws-security-lake-monitoring-integration/
https://www.okta.com/blog/2022/11/an-automated-approach-to-convert-okta-system-logs-into-open-cybersecurity-schema/
https://github.com/okta/okta-ocsf-syslog
https://docs.orcasecurity.io/v1/docs/integrating-amazon-security-lake
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https://docs.prismacloud.io/en/enterprise-edition/content-collections/administration/configure-external-integrations-on-prisma-cloud/integrate-prisma-cloud-with-amazon-security-lake
https://xsoar.pan.dev/docs/reference/integrations/aws-security-lake/
https://docs.panther.com/data-onboarding/supported-logs/aws/security-lake
https://github.com/pingone-davinci/pingone-amazon-security-lake/blob/main/README.md
https://www.pwc.com/us/en/services/alliances/amazon-web-services/fusion-center.html
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https://docs.query.ai/docs/amazon-security-lake#overview
https://docs.rapid7.com/insightidr/aws-security-lake/
https://github.com/ripjar/aws-security-lake
https://community.sailpoint.com/t5/IdentityNow-Wiki/SailPoint-IdentityNow-AuditEvent-Integration-for-Amazon-Security/ta-p/241725
https://documentation.securonix.com/bundle/securonix-cloud-user-guide/page/content/active-deployment-guides/amazon-security-lake-cloud-trail-logs-in-ocsf-format_.htm
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https://support.sentinelone.com/hc/en-us/articles/10249372394519
https://docs.sentra.io/integrations/amazon-security-lake
https://tdm.socprime.com/attack-detective/start-page
https://splunkbase.splunk.com/app/1876
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https://stellarcyber.ai/news/press-releases/stellar-cyber-announces-support-for-amazon-security-lake-to-speed-data-processing-and-threat-detection-2/
https://help.sumologic.com/docs/send-data/hosted-collectors/amazon-aws/amazon-security-lake-source/
https://swimlane.freshdesk.com/support/login
https://sysdig.com/content/c/pf-forwarding-sysdig-events-to-amazon-security-lake?x=u_WFRi
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https://docs.console.talon-sec.com/en/articles/355-event-forwarding-with-amazon-security-lake
https://help.tanium.com/bundle/aws-integration/page/AWS-Integration/Introduction.htm
https://aws.amazon.com/partners/tataconsultancyservices/
https://www.tegocyber.com/product/amazon/aws-technical
https://explained.tines.com
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https://torq.io/blog/secops-pipelines-aws/
https://www.trellix.com/en-us/assets/docs/trellix-helix-amazon-security-lake-instructions.pdf
https://cloudone.trendmicro.com/docs/integrations/aws-security-lake/
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https://www.uptycs.com/partners/aws
https://support.vectra.ai/s/article/KB-VS-1621
https://docs.vmware.com/en/CloudHealth-Secure-State/services/chss-getting-started/GUID-integrations-s3.html
https://wazuh.com/blog/wazuh-integration-with-amazon-security-lake/
https://www.wipro.com/newsroom/press-releases/2022/wipro-to-support-new-aws-cybersecurity-data-lake-service/
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https://docs.wiz.io/wiz-docs/docs/security-lake-integration
https://help.zscaler.com/zpc/integrating-amazon-security-lake

Amazon Security Lake EREEmR

Security Lake Ry Z £

VEREZEM AWS RESEBEIEF. 55 AWS BF | BRI HZRERPONPEREE | SLRE
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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FERAEXHNSEFTE, ZE2UEREEFIREHFRIBEN IAM £AE. NEFHHENR , F2HE
(AM R EER) PHRERANEFEAEFRABE S o RHEER AWS FAHERBEFI -
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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45 E AWS [E1F , bucket-identifierts Security Lake #ERiGHEEZTEBNEDM —REF
B, Security Lake @21 S3 REFIFEREBREZEFNER ., ERBESERML T 7] UER
FETER FEITEIME, LU 2 Security Lake B IR EITBNESEFEREHRE (#EFITREEE)

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Principal": {
"AWS" . "M

Security Lake ZN{AIEE IAM & {52 F 148


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

Amazon Security Lake

ERAEER

},
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-
identifiex}/*",
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-

identifier}"
]I
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}
}I
{

"Sid": "PutSecuritylLakeObject",
"Effect": "Allow",
"Principal": {
"Sexvice": "securitylake.amazonaws.com"
}I
"Action": "s3:PutObject",
"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-
identifiex}/*",
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-
identifier}"
1,
"Condition": {
"StringEquals": {
"aws :SourceAccount": "{DA-AccountID}",
"s3:x-amz-acl": "bucket-owner-full-control"
}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:securitylake:us-
east-1:111122223333:*"

}
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FEE-—FTHRUERAERNICK , F2H (AMEREER) FHUS S AERNBENERS
ERHNEE.

Security Lake B BURENE

XEREREE: B

EEE A LMER AWS JSON BURRIEEHAIUERAR., tWH2HR , WHMEERE T BERAAE T oAt
EERHITHLEBIE,

JSON BURHY Action TERMRET L ARAFFHIEBHRPERNEF, BEREERABERKTH
1THEEAE BN RV R HT

% Security Lake BIEEE |, F2 R (RERESE) I Amazon Security Lake EZKIE1E,

Security Lake FREYBUERBIEEBIMFZBIEANTFE

securitylake

g, EERTFEAEFIRETBREMBEEANGY , SEERGEZERAENBEPEE
securitylake:GetSubscriber®fF. BERRARNSEDE Action H NotAction Jt
%, Security Lake EEZREH O —HEEE , HRE LA L REHITHERE.

ERHEE-RAXPIEESEEE , FRERDP

al
an|

o

"Action": [
"securitylake:actionl",
"securitylake:action2"

= E MR Security Lake 5 2 B BURAE ] , 5528 Security Lake B9 5 7 B BUER & I,

Security Lake FBURE R
XEBRER : 2

ERE A LMER AWS JSON BURRIEEHAIUERAR, tWH2HR , WHMEERE T BERAE T oSt
EEREITHL B F,
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Resource JSON R ZUEEEEABENYH., REEKE2MEAHE Amazon Resource Name
(ARN) RIEEER. BREFZXEERERFT , FABAF R () XK ZREXNBEAREER.

"Resource": "*"

Security Lake E2& FHIEREE : FTEE , Uk AWS 1RF 45E WERHERE AWS EiF, &L
FA ARNs ZBERFIEEELEAENEIR.

WNZE Security Lake ERFEHMSEEREMN ARN B35 BE | F20 (RERESE) FM Amazon
Security Lake EEMNEREE, BEETHRETUASEERENEEWLESE  F2H (RKRES
#Y H# Amazon Security Lake E &K B,

= EMR Security Lake &2 B BRI EEH , 552 B Security Lake 1 5 2 B BUEE & fl,

Security Lake HBUR{RHZR |8

XERBBFERRRE SR : 2

EHEEWLER AWS JSON BERRIEEH T UAFRAR, 2R , MEZBE M BEES T o AH 4
& REITH LB F,

Condition TEERBERNIKRY , EERBXNBITRHE, SR ERFRTESETNREFER
X (PIHFERTIR) , REHBERPHRGNFRDNE,. EBZEETME AWS £EKFR4ERSI8R , F2
B {IAM EREER) PHIAWS ERFABTREIHE,

WEFE Security Lake R4 MHEFE |, F2H (RERESZE) FH Amazon Security Lake By &4
EiR. BETHREVUREBLEESENERERAFRESR , F2H (RBRESE) B Amazon
Security Lake EEWEIE, MBEERARGERSIBIBERES , FFSE Security Lake & 7 BB E
il

Security Lake Y ZEUIZRHIEE (ACLs)
TEACL: &

FHUEFIEE (ACL) ATEFIBLERE RFKE, FRAENAG) HEFHEZRNFFT. ACL EER
EREBR , BEMA6EA JSON BERXAHEN,

Security Lake % & ACLs , ERREE LA ACL EIEZE Security Lake Eilfo
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£ Security Lake HY B E FEIRF| (ABAC)

X & ABAC (BERFHIER) : B

B RFEUES] (ABAC) R—EREXRE , MBBEARRNBMRERT T, LU REREEE IAM
B AWS MEIR , RRRET ABAC BIEX , LMEETBHNERFSER LNREE RFFRE,

MERBERILFIEFE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys RG %518 , THENRETESF , RUEBREA.

NRBHEXESEEREENLH=BRGER  REZBRBMS , EA Yes. NRBBEIERELER
REAEN SN =EFRM® , AEA Partial,

T ABAC EHAEH , F2E (AM EREERE) PHEA ABAC BRIEERF . NIEEESHK
T ABAC ZEMHEBRE , F2H (AM ERAEER) PHERBHEEFEIRE (ABAC).

B LU AEBIEE E Security Lake EiR - 5TBE , Uk AWS 1RF {5 FERDRERE AWS EiF, &
AT AEBERR ConditiontRHPIRMBEBREN , UARHHELERERNFE. WMEEZEL Security
Lake ﬁlﬁﬂﬁﬁnﬂ HS B 1Z5C Security Lake R, MERBERNEERHERFINE 2B EE
g5 , 552 Security Lake 59 BB &5,

B Security Lake £ g By & A& H
TEHREE 2

REEAEREM AWS ERNEHEEE K ELFEABSIRARE  SEBHET. AWS BER
BREELHREEAEN K MARFEARPENE®R, NEFHASHA na%@ﬁ CAM EREERE) bW
IAM R RS2 2 B E ] B |IAM EELEENAWS IR,

Security Lake X EFARRZAER,
% Security Lake BYZER T/EREER
SEBHFFMIERER (FAS): &

BIXFI TERE (FAS) BRI MEFEAFTA AWS BRI |, &S AWS BRI BRME T iERERH
AR, TR FAS BRENERFHET  F2RERFITERER.

B L Security Lake BIfEEEH b h EAMAEKEVENFF T AWS R, NEELEEMNBE
B (RIEBESE) FM Amazon Security Lake EZH B 1E,

E
r
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Security Lake BRI A €
EREAR . &

REACRRBEETN AM S€  AIREHTEE, IAM EEE LKL IAM RE., 18K FNMM BRIRKE
At, MEFHMEENR A F2H (AMERERERE) PHETAGLUEIREF T AWS RIS

Security Lake TEREIRFEARKEAE. TiB , E&FEMA Security Lake B AWS Lambda , Amazon
EventBridge #1 Amazon S3 EMEBEREESRIREACE, EERAREHMTEIE , Security Lake EfFH
RS EZEAE,

/A Warning

BEREACHF AR EEEA Security Lake BFEAIRERIE, R BT Security Lake 12
HIgEIF , TRERERE AR,

Security Lake BRI EFE A E
EREEFAR . 2

BREFAGREGE N —EREAE AWS . BRBTUREAREATHENAR. REERS
AEGHRELN P AWS IRF |, YHREHE. IAM EEEAURE  EFERERTEEAEHN
AT,

Security Lake EAE A& # IAM R ERE A

fBAWSServiceRoleForAmazonSecuritylake, Security Lake RIS EREACERFRREFE
L2 ERARBIETT, LRBEEEACRERERZE Security Lake B IAM B, EH Security
Lake TREES , XBE Security Lake AWS fR#& R&REFWEM FREMNEFFA. Security Lake &
121 AWS [E1 Security Lake BIFTE R ERLREEZ AR,

MEERVUNEE Security Lake R ER B BHNFMER , FF2E £ Security Lake B RF5ERE A
=P

Security Lake B9 & 5 B BUR & 41

BIFFER , FAENACGEEEVSENH Security Lake BERNFFA. BEERTFEAEHHMEERY
TEMERVETH , IAM EE SR BZ IAM BUR,

WMET RO ERAE LS JSON BEXMHEY IAM S5 BBER |, 260 (AM EAERERE) PHE
M IAM BUER (2 E).
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W% Security Lake EXNBENEREENFHEN K SESEEREEMN ARNs B , F2HR%K
B#E2EHH Amazon Security Lake BB, ERAEHZE I8,

&

- BRBEEHR

- f£/ Security Lake 2 A

- ifl: AFERAERGMAMECSHETR

- 6l AFEBEERFEENBREREES
- $fl . AFERAERBERREGIRE

BREER

B BERREHEECRFPNREBASREAEY. FIEMBR Security Lake B, ELEIFATAE
ERENAWS IRFELER, EXRBNNRES 2 BHBCRE , FER T EARERSHE !

- FIEER AWS SEBRRAEBRRKEERTT - EERBRFIRTENCERAENTEER , B
BT R TS EREARAN AWS REBKR. ©ATELN REMH AWS IRF, RAIEZREESR
BREREARI AWS WEFZERXR , ME-FRLH . WFEZEA , F2H (AM E£REE
) T AWS REBURREBBEENAWS ZEBR.

. EAREMRET - RE AM BENF TR | BESTUTEBFENTT. ARRKAN , £
SESERE R T UM SEDRRRNEE | S 0BAREREST, NEERH AV EAHT
WESHMETR  H2H (AM EAEIERE) T 1AM FHBERZET,

« A IAM BER PR EGE— S REIFEE - SO LUSHREFIEEBER |, UREIEEMERNEE.
fFlan | BAILARBBERRG , EEXEMERA SSL BEFERR, MREBRE SHERARKEE
AWS BRIS , &t A LUGE A R4 3R 12 T H 7B CloudFormation, MEHMET , 28 (IAM £H
ZIEE) K IAM JSON BUERTE © 4,

 fEF IAM Access Analyzer B IAM BUR , #RFFAI 22 B 7] IE E1E4E - IAM Access Analyzer B
BHBEMBAEER |, BRELBERER IAM BURFES (JSON) fl IAM FRIEEH ., 1AM Access
Analyzer {2t 100 ZIEBEXRERVETTHNER , IHBERERLBERANBE. WEFEE
A, F2E (AM EAEERM) PREA IAM Access Analyzer B F BUE.

- EEZEERRE (MFA) - MREBHWRFIFE IAM FERHES FWRERE AWS IRFE |, BB MFA
LIREREM, MEEFU AP BERER MFA |, 51§ MFA RH B EEHEER. MEFHAE
A, m2E (AM EHEER) FHERB MFA BIZ % API FHL

WE IAM FREERVEEBEENR  BF20 (AM EAEER) 91 IAM 22 KEEK,
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/A Security Lake £# A

= E77FH Amazon Security Lake £12 & |, BXARE —HRIEF AT, BLFIXEAFEIEHINRER
A Security Lake ERIIFFMER AWS IRF, MREBBIULBEAXEFTEBREN T 2 HBER |, Al
HAEERBENER (FRAE5AR) ME , TRAMEEZNERERE,

HRMEFW AWS CLI X AWS API (9ERE |, BTAFBEARFREBEEEGHT. Rz , REAHFFIA
Bt ERBMITZ API BENBER AT,

ATHRRERENABTLUER Security Lake £2 & |, FFEY IAM B , Bt FMERE, W
HMER , F2H (AM EAEER) P IAM 55,

MRERIAHFEAERABRMER Security Lake TRANEK K FRERFISELFHESAGE
FRELEEERCERNEERSE, B8, ML EEES L SESERELEERNFHEEN.

Pl EEEAFTZREMERTRE , DAARFERAERNTELRE

* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StartCrawlerSchedule

« iam:GetRole

« iam:PutRolePolicy

* iam:DeleteRolePolicy

« iam:PassRole

+ lakeformation:RegisterResource
* lakeformation:GrantPermissions
* s3:ListBucket

* s3:PutObject

g6 RFHERERGREMBE ST

WEHEREMNMBEILIBER , AFF IAM ERERGEZIBACEAES2NARRZEBR, BER
SEEFEAHER H AWS CLI AWS APl URRRERET AR TR BENFT,

]|

{
"Version": "2012-10-17",
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"Statement": [

g R

{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",

iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"

AHEBEERFEENBREREES

HEHIERBA AR S BUR |, o FF AWS Organizations BEEIREWER & AHERIE EMBRERN
Security Lake B8,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministratox",
"securitylake:DeregistexDatalLakeDelegatedAdministrator"

1,

"Resource": "arn:aws:securitylake:*:*:*"

g6 RFHERERBERRREIES

ELG D BEBRNBERF | &0 LUERRERBIZZERIZHE Security Lake BEIRIFE, L&l RE
WA , RFFER B Security Lake AW Security Lake API REFTEE. T , R
BEEITEENOwnerEBERFEAENERAESRBE , TERTFHT.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ReviewSubscriberDetailsIfOwnexr",
"Effect": "Allow",
"Action": "securitylake:GetSubscribexr",
"Resource": "arn:aws:securitylake:*:*:subscriber/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
},
{
"Sid": "ListSubscribersIfOwnex",
"Effect": "Allow",
"Action": "securitylake:ListSubscribers",
"Resource": "*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
}
]
}
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EREFFP  MREEFEAEZRBNERAErichard-roe EERBMEBIFTHENFMEN , BIFTEE
QA L Owner=richard-roes owner=richard-roe, &8 , FSEBAEREEN. KHE
BEE 28 Owner S Owner M owner , HAKRHESBEBTES KNE. NEFARGZESIBIGEF
HEF , B2 (AM FEHEREE) T/ IAM JSON BERTE « . WFEER Security Lake EiR
B , 5E28 Z5C Security Lake B,

AWS Security Lake B SEBE

AWS SEHEEH AWS AWS SEREEYHEENBIBREEEATSEARGIZMTT |, LUER
A LABRE T ARG EAE, FHEANAE,

FARCE , AWS RERRARTERTFTRECARFINSKIEERTT , RAELFTAHAE AWS &
FEM., RMI2BEERERENEARFINEFEERE , UEE-SRDFFT.

FEEEBE AWS SEHRRPERNTAT, 1R AWS EH T AWS EBRPERNGTA , IIEHESR
ERREENAMERTAS D (£RE. BENAG ). BFHN AWS R BB RFH AP RET A4
BERRBEME , AWS B ARRERH AWS ZEHK,

MEFHMET , F2HE IAM EREERETH AWS ZEBR,

AWS ZE B : AmazonSecurityLakeMetastoreManager

Amazon Security Lake £/ AWS Lambda BHEIREBEERAHPHNPEER., EBFEALE

2 , Security Lake AT B EEHNERMERE R Amazon Simple Storage Service (Amazon S3)
P EIE 5| E AWS Glue Data Catalog EXl&k, ZEBKRSEE Lambda EEH# S3 2 EEFMERHE
R X555 AWS Glue ERRNFTEHT,

AT A EFAEE A
HBRBEE LT -

« logs — AFFERMK Lambda B ERY# H 52 #% 2] Amazon CloudWatch Logs.
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« glue - AFFER#IT AWS Glue Data Catalog ERIRNIFER AR, EtAFF AWS Glue &2
XBANERPN D EIE,

* sqs — AFFEBE Amazon SQS FHIFITRENEBERNEAEE , ELTISEERBPHMEIE
YR EE SR,

« s3- AFETRYETEERM Amazon S3 RFFEIMTRENBEINMNE ABE.

HERENBERNT , F28 (AWS RERRSEER) T/

AmazonSecurityLakeMetastoreManager,

AWS ZEHBE : AmazonSecurityLakePermissionsBoundary

Amazon Security Lake 8 BE=F HITHREREY IAM A€ |, LUSERBAERH , Y BE=FH5TT
REEY IAM BEUERAERMTNER , TEEVELACRERARBERERHITARR. BF

FEXRNBEATEALBR. MREHAEATFZE AWS KMS £ IN% , kms:Decrypt A& %
#kms :GenerateDataKeysFfl,

EEREWEERNT , F2H (AWS RERRSEER) T/

AmazonSecuritylL akePermissionsBoundary.

AWS ZEBUER : AmazonSecurityLakeAdministrator

B LA AmazonSecuritylakeAdministratorBURBEZEEFRA , REBAHEHKRF KA Amazon
Security Lake, WWEBIREGRFEEFA , AFFERTEFEFE Security Lake B, A% , ZFEAHA
AN A Security Lake , Y 7E Security Lake iR ERFEMETEE

R B E Security Lake B & ] LUER Security Lake £ E il AWS BR#E E#1THIEIE,

ltAmazonSecuritylakeAdministratorBUR T X EE I Security Lake FIEN AAEXNAE |
LUEH Amazon S3 BRIFER. £ P ERDEIE AWS Glue, ¥#TiEE BT RIRNERH
17 Glue @2 , RBEH HTTPS InHFTREENER, BUUSEEIELAR® , I FATRAmMazon
Security Lake A9,

BR T AmazonSecuritylLakeAdministratorZEBEK 24 , Security Lake FEMAFBREE
Hflakeformation:PutDatalLakeSettings#F A, PutDatalLakeSettings AFFi#& IAM
FREREARFPATEEE Lake Formation ERNEES, WAGLEER iam: CreateRole
permissionfl AmazonSecuritylLakeAdministratorBiK,

Lake Formation & & W] LASE 2 1FH Lake Formation 2 4& , Wi H ¥R E R EEMEEETF
A, Security Lake iR Security Lake MlAmazonSecuritylLakeMetaStoreManager&f ( =
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HitigsEA® ) WEEIEIRA Lake Formation BEE , UEMMAURYEREK, EFERREEIE
R, FMRFHNLEE , LRBREEHRNITT., BHETE Security Lake EEEFAESB/BHNEEF
SETHEET :

® Note

BT IRMEANFFIRIZF Lake Formation HFTBYE FEUE , Security Lake BE#F 8T
Ylglue:PutResourcePolicy&ml,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowPutLakeFormationSettings",
"Effect": "Allow",
"Action": "lakeformation:PutDatalakeSettings",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
}I
{
"Sid": "AllowGlueActions",
"Effect": "Allow",
"Action": ["glue:PutResourcePolicy", "glue:DeleteResourcePolicy"],
"Resource": [
"arn:aws:glue:*:*:catalog"”,
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

}
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1
}

ATARFEEA
BRI EUTHT,

« securitylake — RFFERTEFEATE Security Lake B,

- organizations — AAFFEEH AWS Organizations HEEEMEBHIRFNET. MRIRFBAHE
&, RIELEEF T Ao 5 Security Lake £ A B REFE BBAIRSRE,

- iam- fAFFEB8 A Security Lake, AWS Lake Formation#] % 31 BR #5845 £ & Amazon
EventBridge , fFABABLERBEHIMVES R, CAFEINGREITREENSITRRAGHEXR , E
A e R A ER M AmazonSecuritylakePermissionsBoundary BUR A BFHVEF 1] 6

- ram : AFFEEREITEEY Security Lake ZKJRHY Lake FormationZ#17HL,

« S3- AHFTHEEITMER Security Lake HEEE  WENELREEFENRKRS.

« lambda - AFFEREE Lambda AARE AWS RERFMNEBEERFHEE 2R EH AWS Glue ER KD
ZIERT .

« glue - A EREIMEE Security Lake R EFMER XK,

« lakeformation - RFFEBEE Security Lake ERIZKM Lake Formation £F .

- events - AFEREZEARBAFTEE Security Lake KR FERA R A,

c sqs - RHFFBREIYNEEANBEHNFTEE Security Lake FEF FE EH Amazon SQS 1751,

e kms — AFFEBIRF Security Lake FAEFZE BT AL BN FIE,

- secretsmanager - AFEFBEEANEIR HTTPS i B AETEIE Security Lake SRR FTE LY
WE,

EERELEENT , F28 CAWS REHRKRSEER) F1

AmazonSecurityLakeAdministrator.

AWS ZEBUR : SecurityLakeServiceLinkedRole

Security Lake fE &5 WARISERE A BAWSServiceRoleForSecuritylLake RE MigEL &
B
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B EEHE SecuritylakeServicelinkedRoleZEBREEZE IAM Bif, LBR2EEDREE
ARG , 5T Security Lake REREHITEIME, WFEFMENR , 5528 Security Lake HIRBERZAE
5T,

AWS ZEBER : SecurityLakeResourceManagementServiceRolePolicy

Security Lake EA & A WEREER A
fBAWSServiceRoleForSecuritylLakeResourceManagement R TIFEHI BRI M AE TR E |
HEMRRRIEEF KA, REEE Security Lake FTR I BRI FEHE, RF Security Lake Bk
SecurityLake_Glue_Partition_Updater_Lambda BV8E1 . BRE#IT iceberg BRI B ZE v2 RIENE
FE , It Lambda 2% M. It Lambda £/ Python 3.9 #1THi , 18R 12 BAEA, BHEHELEFHN
It Lambda #4TR A , ZRFMREM. RME—RBERER , SHEEFRENEE lambda , IR T
FE, AIEHMBR. FZEL SLR FH , T8 A5 R PIMIBREZ lambda,

IR EHE SecuritylakeResourceManagementServiceRolePolicyZEHFEEE IAM BB,
RS EETREEE AR |, AFF Security Lake RREHITEE, MEHMEN , BFS2HEREE
WIREERZE AR T,

AR
BREDEUTHT,

« events - AFTEIIEMEE Security Lake EHEEH EventBridge 3 8,

« lambda - AFFEBEEMAR Security Lake PHEEREIERN Lambda EHEFHRE , DEMBREEA
SEIEEHEXEEMIIEE,

« glue - AFFEBTE AWS Glue Data Catalog for Security Lake FEEREEFEIHEE, EEE
BRANFIMERE,

« 53— R EHEEIE Security Lake BRIHIRIEN Amazon S3 REEFITEHERE, £HBHBERMDES
B,

+ logs - AFFEHFHE CloudWatch Logs &3t , L& Security Lake Lambda BEE# AFE .
+ sqs - AFEWEE Security Lake EREIE TEREMN Amazon SQS fFHIFFAL.
« lakeformation - fRFFEEEHEE Security Lake EREEMNE R AR EMEF T,

EERBBCRNFMER , SEBFWRAN JSON BERXH , F2H (AWS REHEKSEER) F

B SecurityLakeResourceManagementServiceRolePolicy,
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ERAEER

AWS ZEBE . AWS GlueServiceRole

AWS GlueServiceRole EEBHFEWA AWS Glue TEBRER , L2 AWS Glue R B BETREE
BB DB EH#ER, £ Data Catalog PRV MNEHERRE  EERDEEH,

WMEFMESR , FSEE Security Lake FH BFT RIFWEEH,

AWS ZEBURM Security Lake EH

BREHREFRRERELEELIR | Security Lake AWS ZEBEXEFHWFMER. WEHEEEE

B B EIRER |, F55T B Security Lake XHFB S L EE LA RSS HE,

-3:d

SecurityLakeResour
ceManagementServic
eRolePolicy - BEE# BB BER

AWSServiceRoleForS
ecurityLakeResourc
eManagement - BEEHHEAHK
&K

DU

Security Lake BE#H ZEH
KSecuritylLakeResour
ceManagementServic
eRolePolicy , LA¥Ti¥

2 HB{% SecurityLake_Glue_
Partition_Updater_Lambda B
E(#91lambda:DeleteFunct
ion F¥H. JERE Security
Lake EEBBE v2 HKIREH
iceberg X HIBREHFREE
X #9 Lambda B2,

HWHEREEH , Ui&
StringLike EHEFEML

A ArnLikeiEE ¥ |, LT
flaws :ResourceAccoun

t {FHEHR1ambda: Fu
nctionArn M B ARN FHE!
2R, EURMEZLNET
17T,

Date

2025 11 A 18 H

2025 F 9 A 25 H
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ERAEER

gE

Amazon Security Lake B IR#5
EEAL -FNREERAE

Amazon Security Lake B iR#5
EREAE - ENRAERKERS
AeT

AmazonSecurityLake
PermissionsBoundary — E#t

BREEEK

AmazonSecuritylL ake
MetastoreManager - E#IRA
BUR

AmazonSecurityLakeAdministr

ator - B RABE

AmazonSecuritylL ake
MetastoreManager — %

DU

BIE TN RBEEA
£ AWSServiceRoleForS
ecuritylLakeResourc
eManagement . UARFEE
EA®T A Security Lake 12
HEFA , UBITIREE A
WEEKE | HE M pRAKIEE R L
7,

HMEA AWS WAF B
EFTIB EBURI AWS Z
&SecuritylakeServic
eLinkedRole B%, H
#b &£ /o 5F Security Lake 7£
Security Lake FRUA A AWS
WAF A HRRFUE B 75,

Security Lake 2#% SID Ei{E#
BEBX,

Security Lake EEHTEE , #
BHEEREREE , IER
MIBRE R PR P HEE R,

Security Lake B E#H BRI o
#F#AmazonSecuritylake
MetastoreManagerV2

fAfiam:PassRole ,
Security Lake ZPE S E# & ¥l
M.

Security Lake ¥i8 T HHNZE
BUR |, |&F Security Lake BB
ERUHP P EE R,

Date

2024 £11 A 14 H

2024 5 H22H

2024 £5 A 13 H

2024 £3 A 27 H

2024 52 A 23 H

2024 1 A 23 H
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2% iR Date

AmazonSecurityLakeAdministr ~ Security Lake #7318 7 38 3 2023 %5 A 30 H

ator — FTBUR EBER , BFETAEFE
Security Lake B)fEH) TR FER
¥,

Security Lake FitRB Mt & & Security Lake FAtABMEE 2022 £ 11 A 29 H
AWS SEBENEE,

£/ Security Lake IR EZ A E

Security Lake £/ AWS Identity and Access Management (IAM) fRi§ERE AE, RS EEABRE
JEEE R Security Lake B9 IAM A2, ©H Security Lake At EE , EFEE Security Lake 3%
IBFILE A AWS BRI YWIRIEZR £ ERUAREPMENFTEFT A, Security Lake BERM AWS B
Security Lake BWFTE REALBREEZAE,

RIS EZEABTEELRE Security Lake R FBIFT B L EMFF A, Security Lake ERILREEZEHE
WEFT |, BRIEZEES , BHIRE Security Lake AT UIBEZ AR, EEMNF A SEETBRMF TR
R, WERFFUBETREZEIMEMEM 1AM B,

BYMERERNT , IAM ER (NERAE, HENAG) T RN, REIMREKERASE, MFFM
&, F2H IAM EREEETPHNREEGEAEH . AAEEMBREEBRERCR , ST EMERE%
BEfEAe, EAREENER , BRET M BBRERNFEGE T,

NEFRXERBEGACHEM RBNESF , F2RRKEGACMPE AWS IAM HEEFEH IR
%, USKREARNEYE. BEEAEENE , UREZBRBENREESSEX .

£
- Security Lake Y IRFEER A E (SLR) §F 9
- EREENRBEEEAE (SLR) 5FH

Security Lake B IRIEEFZ AR (SLR) 559

Security Lake fEf & A WERISERE A BAWSServiceRoleForSecuritylLake, LR ERZEAGBE
fEsecuritylake.amazonaws.comfREREXA B, WMFEFE Amazon Security Lake F AWS B BRI
SEMME , 5528 AWS Amazon Security Lake B EEBUR,
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AENETBRELAS W AWS ZEHBZKSecuritylakeServicelinkedRole , A3 Security Lake
BUNRELZLERM. TEAF Security Lake HigsENERHATUN TETR

- fEF AWS Organizations Ej{E3R #EER BA B IR 5 HUFEBA & A

- £/ Amazon Elastic Compute Cloud (Amazon EC2) #8H{ Amazon VPC iz A& EEE
« £/ AWS CloudTrail Bj/E R EEEURIE LS A A ERER

« 7£ Security Lake A AWS WAF BAFEHIRE , 58 AWS WAF B){E2RIRNE B &

« £ LogDeliveryB){EZR%EE I s MiBk AWS WAF B R 5T

%II

EERBLBERNETT , F28 (AWS 2EBRSE1ERE) FM SecurityLakeServiceLinkedRole,

BMERENT , IAM BER (NERE. HENAG) TURY, REIMKREKERSE, MFFH
&, B2E AV EREEETNRBES AR,

E 3 Security Lake RIS ERE A

BT EEFE)E I Security Lake AWSServiceRoleForSecuritylLakeWREEE AR, EFRAE K
F8 Security Lake B AWS #RF |, Security Lake @ BB BER I REELE/E,

#mEE Security Lake RIS EFE A

Security Lake R A FF & MmEBAWSServiceRoleForSecuritylLake RIS ERE AR, B RBKEL A
Bz# CRIBFACHER A RAZEERTNEESEZAG., AW, ZAFEH IAM RGEACH
R, WMEFHMEER , F2E (AM EAEER) PNREEREEEAE,

IBR Security Lake RIS ERE A

I&HEERE Security Lake MIRRIRBEZ A B, Rz , B IAM 124, API S MRRBERSE
AWS CLI, MFEFMEF , F2E (AM EHEER) PHORGREREEEAE,

BB RERACKEERATH TERE , I BERAWSServiceRoleForSecuritylakelEFEEAK
EAER , TEMBRREEEAE,

(@ Note

R Security Lake FE&RE K MIBRE REFEAAWSServiceRoleForSecuritylLake A |, il
BRATREE AB, MRBEEEREN , FESLEsE K RAEFREHERKE,
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MR EMBRAWSServiceRoleForSecuritylLake R EZ ARUFTEHRENL , BUUEBALY
PR RUA Security Lake REBXBUZAE, EEBIREA Security Lake B , Security Lake E B 81H
RREEIBRBEZAR,

AWS [EiF & Security Lake [RISERE AR

Security Lake XIBE A £ AWS [E15] Security Lake BIFTE F
FAAWSServiceRoleForSecuritylLake R EFEHA R, WHEB B AEA Security Lake WEEF
B , 5528 Security Lake [& 13 #im B o

EREENRBERZSE (SLR) 7 A

Security Lake fEF & & W RIS ER A
fBAWSServiceRoleForSecuritylakeResourceManagement R# T

MBS RIMEE NS |, EMREEENMRA, LREEZAGETresource-
management.securitylake.amazonaws.comfRBEEZA R, BH
AWSServiceRoleForSecuritylLakeResourceManagementtt &R FH¥ Lake Formation #J7ZHL
#  YEFERET BB M Lake Formation SRR Security Lake S & S3 fZEER  URESE %2
i 8

AENFATBREER N AWS ZEH
#FSecuritylLakeResourceManagementServiceRolePolicy , fRFFFEN REHE Security Lake

BINER 6 SREEER DN TEER, ME Amazon Security Lake 3 AWS EBERMWEFAE
;A , 5528 AWS Amazon Security Lake B9 2 & BE,

AR E L A @ ] Security Lake B542 Security Lake (S3 fEZiTE. AWS Glue £k, Amazon
SQS 75, FEFHEEES (MSM) Lambda BIEH EventBridge R Al ) HEELIRFHEREE
&, Security Lake AILAEA LR EZACHITH —LIRESHHWNT

« Apache Iceberg EFFERERE , AINEEHNEEILFEE Lambda MSM BE 32 B ) F X A<,
- E5¥® Amazon SQS HIAREE |, LAMERIREERERE,
- RECEESENEREUHRPEERESR

(® Note
MREAKRZHEAWSServiceRoleForSecurityl akeResourceManagement [RIEERE A
& , Security Lake #$#8EEE , BRZUERCEZ LR ELZAEG , LUE Security Lake AT A
ERMRECEIRERNER,
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LR
FEATIFTRERRZEAS

« events - AFTEERE AFRREMNAFEFTEEFTERN EventBridge # 8l
« lambda - A EREERANE AWS RERTNEEFHES 2R EH AWS Glue ER KD ZI[EH

lambda.

« glue — AFFERFIT AWS Glue Data Catalog BRI RNBFEB A . EEAF AWS Glue &R
RPN ER PP EIE |, I RFF Security Lake B Apache Iceberg BRI FRH Apache Iceberg H
&H,

« S3-AFERETSHFERTN Glue ERFRFPEERM Security Lake fEFETH LTI EREE
MEAEE,

« logs - R EREBEIFEE | 1% Lambda B E /A H528%%) CloudWatch Logs,

« sgs - AFFERE Amazon SQS TFHHITRENEBRMBEABE , ELFISEERAPHMERE
R EL4EA,

« lakeformation - fEFEXBEEH Lake Formation & , LABE#R4RAESEES,

HEREWBERNT , F2H (AWS RERRSEER) T/

SecurityLakeResourceManagementServiceRolePolicy,

BAARERH , IAM B (NEAE. BERAe) T WEY, REIMBRRBERSE, WEF
&, F2HR IAM EREEETHREES A B .

B3 Security Lake RIGERE A

&AL E R Security Lake £ A A& Security Lake 2
M AWSServiceRoleForSecuritylLakeResourceManagement fR#E#E & AWS CLl,

EERVRBELEAR  SEXEBTIHHTRT IAM EAES IAM A€, IAM BEXERFERA
Security Lake Y[R H#Y Lake Formation EE &,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
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"Sid": "AllowlLakeFormationActionsViaSecuritylLakeConsole",

"Effect": "Allow",

"Action": [
"lakeformation:GrantPermissions",
"lakeformation:ListPermissions",
"lakeformation:ListResources",
"lakeformation:RegisterResource"”,
"lakeformation:RevokePermissions"

1,
"Resource": "*"
},
{
"Sid": "AllowIamActionsViaSecuritylLakeConsole",

"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole",
"iam:GetPolicyVersion",
"iam:GetRole",
"iam:PutRolePolicy"
]I
"Resource": [
"arn:*:iam::*:role/aws-service-role/resource-
management.securitylake.amazonaws.com/
AWSServiceRoleFoxSecuritylLakeResourceManagement",
"arn:*:iam::*:role/*AWSServiceRoleForLakeFormationDataAccess",
"arn:*:iam::aws:policy/service-role/AWSGlueServiceRole",
"arn:*:iam::aws:policy/service-role/AmazonSecuritylLakeMetastoreManager",
"arn:*:iam::aws:policy/aws-service-xole/
SecuritylakeResourceManagementServiceRolePolicy"
]I
"Condition": {
"StringLikeIfExists": {
"jam:AWSServiceName": [
"securitylake.amazonaws.com",
"resource-management.securitylake.amazonaws.com",
"lakeformation.amazonaws.com"

}
}I
{
"Sid": "AllowGlueActionsViaConsole",
"Effect": "Allow",
"Action": [
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"glue:GetDatabase",
"glue:GetTables"

1,

"Resource": [
"arn:*:glue:*:*:catalog",
"arn:*:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:*:glue:*:*:table/amazon_security_ lake_glue_db*/*"

]

}
]
}

Console

1. BABK{ZR https : //https://console.aws.amazon.com/securitylake/ B Security Lake £ &
2. EREEELNERAITE-TRABRBEGAR  UESFNREEEAR,

BRARBEGEACR  ETFTEERREFUHBRMER Security Lake,
CLlI

HEEUEREFT AR BIAWSServiceRoleForSecuritylakeResourceManagement fRIGER
Af , BEATH CLI &%,

$ aws iam create-service-linked-role
--aws-service-name resource-management.securitylake.amazonaws.com

fFH B AWSServiceRoleForSecuritylLakeResourceManagement BRI ER & @ AWS
CLI , #BiZ24 7B Lake Formation BRI R E#MET A (ALTER, DESCRIBE) ##F Security Lake Glue
ERELNFEEREK , MEBEENRPEERNEIER, MRTAEEHPH Glue ERKRSE
%81 Security Lake RURAMY S3 FTZEFEE | 504 A E RS 03 DATA_LOCATION_ACCESS S5 aT# AR
BEEAE | LLAFF Security Lake fSEEEE N

1&th B Lake Formation SF ] iR FIZIRF K
AWSServiceRoleForSecuritylakeResourceManagementfRIER A,

T 5 EHIFER AT Lake Formation 3F AR FRREEEH P HWREEL G, LEFHI S
Linux, macOS = Unix &Mt , WFEARFHER () TEEF TRKIE TE M,

EABBERAE =
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$ aws lakeformation grant-permissions --region {region} --principal
DataLakePrincipalldentifier={AWSServiceRoleForSecuritylLakeResourceManagement ARN} \
--permissions ALTER DESCRIBE --resource '{ "Table": { "DatabaseName™":
"amazon_security_lake_glue_db_{region}", "TableWildcard": {} } }'

T EFBERAR ARN WS, BUEFREA® ARN UFESENESE,

"AWS": "arn:[partition]:iam::[accountid]:role/aws-service-
role/resource-management.securitylake.amazonaws.com/
AwWSServiceRoleForSecuritylLakeResourceManagement"

WA LAE B CreateServiceLinkedRole APl FEAY, FE55RH |, #% IEEAWSServiceName A
resource-management.securitylake.amazonaws.com,

BUFAWSServiceRoleForSecuritylLakeResourceManagement &tz % , MNRE[FEH AWS
KMS EFZE & (CMK) ETNE , ZEXEAFBRBEEALKNEZENTHEA CMK FEH AWS
EEFH S3 TR, £ AWSKMS 2 A&H |, T HBERFTIEE CMK FEN AWS BEFH
KMS €, MBNAEE KMS £MBEENFMERF , 528 ( AWS Key Management Service B %
ABIER) P FH MBI AWS KMS,

"Sid": "Allow SLR",
"Effect": "Allow",
"Principal": {
"AWS": "arn:[partition]:iam::[accountid]:role/aws-service-role/resource-
management.securitylake.amazonaws.com/AWSServiceRoleForSecuritylLakeResourceManagement"
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::[regional-datalake-s3-
bucket-name]"
},
"StringlLike": {
"kms:ViaService": "s3.[region].amazonaws.com"
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}I

#m%8 Security Lake RIS ER A G

Security Lake T A FF & #mEEAWSServiceRoleForSecuritylLakeResourceManagement fR#ER
AR, BIRKEZRAGZR  LRIBFACGNER , NAREERTHEESZAG, AM , BAFE
A IAM RipEEAEER, NEFHER , F28 (AM EAFER) PNERERBEEA S,

fIBR Security Lake RIS ERE A

I 4ESERE Security Lake MIBRIRSERZE A G, Rz , B UK IAM X125, API S MRRBEESE
AWS CLI, IEFHMER , F2H (AM E£AEERE) PHREBRREEESE.

EUREAERACITEERATNITERE , X8
BRAWSServiceRoleForSecuritylLakeResourceManagementEE{E A EMER , FAEMIBRAR
KEZLAR,

(@ Note
MR Security Lake £ E R MIBRE RS
FAAWSServiceRoleForSecuritylLakeResourceManagement& & , MIBRATAEE K BL, N
RBEECEERERN , BFEFE E  ARBRERARKE,

W REMBERAWSServiceRoleForSecuritylakeResourceManagement RS EFE AL EE
BRI , B LABEKRFE A Security Lake RBIXEBIUZ A, EEBXEA Security Lake
BF , Security Lake B BB BAALRURKELZHE,

AWS [E15 18 Security Lake [RIEEEAE

Security Lake X B 1EFTA A £ A Security Lake AWS [EiF #)
FAAWSServiceRoleForSecuritylLakeResourceManagement RIGERE A, MEB R A A
Security Lake WY [EIEEE , 752 B Security Lake [2 15w %

Amazon Security Lake B E BI{RE

AWS H[ESEERBEA M Amazon Security Lake HHIERMRE, MLERFTR | AWS BEREH
TATE W £REMEE AWS Eif, ZESHEBETHERSRLAEATNEGE, ZHREKEE
FRfER AWS R MR SERBNEETE. IFEERBIAENFRES  F2REREINEERRE

ERRE —
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£, UEFRABNERRBENHEBEN , F2RAWS T2 M IER EHAWS HESEEZEMN GDPR
EEBXE,

ERERREZEN , RPEZEMRE AWS 1RF BEAER , XA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) B EBBIERE, ftt—R , SECEAEHASESBRETHK
HEKMAENTT. RfCERERATIARNREER -

- BERFHECASEERRE (MFA),

- £/ SSL/TLS B2 AWS ERBEH. BMFE TLS 1.2 WEBREMEH TLS 1.3,

- £/ RE API MEAEEEIZEH AWS CloudTrail, 2NEERBEA CloudTrail BHHEEEN AWS SEEIH
B, FE2BAWS CloudTrail € fEA&ER) THER CloudTrail 1B #,

- A AWS MEBMHRER , URHEPHMERERLLES AWS R,
- FERERNZELLRE (B0 Amazon Macie) , HBIREFREZEFEFE Amazon S3 BWEUEEH,

o WMREE AWS FBTTHRESR APl FE BFEE FIPS 140-3 BN ZIGmEEHE |, 5368 FIPS
s, MEEE FIPS M FIPS InHMNEZSHEBEN , m2BABBERARIEEZEZEE (FIPS) 140-3,

BMEZIESCERETEREFNEFE4 i EREIBRER , HEEESBHENNXFEIL
F o BlINB BN, EEEEEMER Security Lake SEA AWS RIS £ A, API AWS CLIS H At
AWS SDKs i, ZEEBEIEHBRAXFRUTWMANEAERTFTEARGTESIZE BF. IRE
RUAIRRSEN URL , RMAZIEBRFB IV ERB LYZAREFFZ KRG URL P EBEEA.

B

Amazon Security Lake £/ AWS IMEFRLRELLFRFEER. RERZLAFNSHERT
FRTE Security Lake EIEHIIR P B RIR4FE 23 A F Amazon Simple Storage Service (Amazon

S3) RFrET. SEAFRKRHEECNZHAFREITR, Security Lake EARE AWS Key
Management Service (AWS KMS) By AWS #E SRR MZ L RHRER. AWS #HEN S| AWS iR
BEENEEN AWS KMS £#854E , TARZME AWS 1RF,

Security Lake EH /R BREMEHER LHTHE, BRM|A (ETL) £,

ETL 5T # , Security Lake SEEMRFHEVE—-HAF S3 TR ( £E2RA Security
Lake AWS Eif WEERFIFBES —EBRFIR ). ENSYRERESHAF S3 #FrET

B X Security Lake RES AT FhERRFEE—HAF S @FIrRAL, E—HAFREEIrRIE
DERBERNBUER |, 214 Security Lake # BFMEBEHER S AREITBNTT. EEME S3 FEE
BFEPNER , B LLEE S3-managed NEZEERMBEFZE SR (KRB AWS KMS), Em{EIZIE
FRHBME,
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£ A KMS R INZENEFR

BIRTERR , Security Lake X+ E S3 FEIFATBMNEREEIB Amazon S3-managed INZ £ ik (SSE-S3)
9 Amazon FAIfREF IR MNBETINEG . FERHEEEENRTLE , B UHRA R Security Lake ERHME
P Rl AR S2 8 AN AR B AWS KMS 48 (SSE-KMS),

Security Lake EZEFT X & SSE-KMS, EEREL Security Lake API = CLI EF SSE-KMS , &% A
KEIUKMS ERFAFEARENEB, BUEEREEZSR , LUREWLEERETUERAS|/RM
RHFER Security Lake EFl,

NREFEAEFZETRRMEBEZTA SSHEETFRNER  ABLREZEGESR. YREFZES
#% , Security Lake EiEBEIACreateGrant®mRE RAREBELE T AWS KMS, HHIETF AWS
KMS BT Security Lake TZERE FIRF 1 KMS £8HVHER.

Security Lake FEERT , TS EFZESWMAR T HIRIPIRE

- fEi%XGenerateDatakKeysERE AWSKMS |, LEAHEFSELHBNZNER LR,
» #RetireGrantF@EREEE AWS KMS, ELEMERDAR | LIRESFIIEE AWS KMS £8815L
T ETL RENTETFEKX.

Security Lake TF EDecryptiF . ESWIVIRMEME A EFEE Security Lake BRI , S3 BEEMR
%, EREFRERAURNZHEABRNER, T8 , FTEEEEDecryptF I T gEFEARFEE
o METEREFTHNFMEN , 5328 & Security Lake 5] & ER1FEL

MBLEEFEREEN KMS €885 1% Security Lake Bl , BHEBR KMS SRV SRBE, &

IR AR ALFFE Lake Formation ERDHA{UEAHBEBIN IAM BEFA KMS 2R REHRER. WFWN
AT KMS £ SMBEEHRA , F38 ( AWS Key Management Service B3 A B35r) HHE
BEEMBUE

EXRENSRBRAEAEEEEFTNEREESBBERE , KMS €SB UESZIRTER , AF
Security Lake 7H &8, IFEELSBBERMIETR , 528  AWS Key Management Service B E& A
EEE) FREILISHBCR,

T EMBEREEE S KMS £ :

{
"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleRole"},
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"Action": [
"kms:CreateGrant",
"kms:DescribeKey",
"kms:GenerateDataKey"

]I

"Resource": "*"

}

ERARFZETREAEN IAM A
IMERE A Security Lake REEZEVH IAM SEH#H  BSRAM - EREH—E.

EEW B AT RRHNTEER |, Security Lake EHEEMNIRFHEIL IAM 6, ELACEEEHEM
IAM &5 #FH. EfAFBIIREKENSAERN  XAFFITRERERINAER. €4 N AWS

ZEBEEAmazonSecuritylakePermissionsBoundarysk EiE L A @A EF T SRER,

& Amazon SQS 5l

EIREN BRI | Security Lake 21EZE R Security Lake BIE RS 2 Y M1E AR INZEH Amazon
Simple Queue Service (Amazon SQS) 175, BEZMEBELTHIREZBENER . Amazon Simple
Queue Service MR FERRFAREFHMNE (SSE) TR, BAEE AWS Key Management Service
(AWS KMS) H 2 B FZESWRMEITS] , X&KXF Amazon S3 R EBEAMBTHNFFAT. W
ERTELHFAMNIETR , 528 AWS B LM A E Amazon S3 EHBATEEEREARAREE
iw NZZHY Amazon SQS 1751 ? .

R Security Lake £ AWS Lambda R EE R VR, E@AMIMA (ETL) £ , A EBEXA
21t Lambda FF ] R EE Amazon SQS {THIFHAE. MEFHMEN , 5F2H ( AWS Lambda B %
ABIEE) FHHTACEH T,

o

Security Lake 0% AWS R < & FTEE R, Security Lake EiBE A Transport Layer
Security (TLS) 1.2 MZBABEEBMEFIERBEEER , REEWPERNTRERESE. XD
Security Lake APIsE#2 HTTPS &R 2iFiB#E A AWS Signature 5 4 NUEE ERE Y T2 EF R E
.

BIETNEA G E R E R

BAEREEREBER , BEETZEERARMEENMKE Security Lake AWS Organizations F1HE
AWS Z£R#. B Security Lake B BIRWEFEMLEER , BB LRETER, MEEBIWM
BEZRHAEEMENR , 52/ (AWS Organizations A &EERE) Y Al RISEIZRHBE,
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B#I , Security Lake TEREHAXREZRENEMNRLER , IELEZRRBEFAEL 2 LLERM

HWE2ER, A 7THEILHRE Security Lake IRIEMEM AWS T2 RIEHITHEE , Security Lake AIEEE
EARRKELFEER , BRERE=ZFENRRLENER, E Security Lake T EWEF( L E R
WHHAREEELXE , BMAKEMLER, BNRAEHESREREREERL,

(® Note

EECRAERZREER , AWS ZHIRFXEH EHEE AWS Organizations, MRE KA
AWS R BB | 552 BAWS Organizations ( ERAEEE) FNEVMEEERE.

EEZRHEFUTEE

* Security Lake ¥R BZBRH 2N ENERNER (MREWEE) .
- TERIZEIREE | Security Lake BT BRERFEFLER,

Amazon Security Lake B & 1R B E

EETH RS AWS ¥ TR ESRTBEERN , F2RAWS B SR EHEANRREFLRE
BHERTE, WFE-—REA , FBHEAWS S5 E

WA LAER TEHE= AR/ E AWS Artifact, MFEFMER , FSE THIKS in AWS Artifact

BER BN SREE AWS R BURRERNBRM, BLANSREER , URBRAKNEZENER.
WMERER BREREENFMEN AWS R , F2H AWS £,

Security Lake W Z £ REEK
2B T %A Amazon Security Lake W REE .
=5 Security Lake A& &K ATRESF A

BRESEERER , BEH AWS Identity and Access Management (IAM) A&, EREBEENAR
RIREFIBERFTE, fl, SR IAM FEHA &R Security Lake FEY BEERIFEE , BEF
RREVRERFIEE. WFEFMEF  FSHSecurity Lake 895 5 B BRE

& AT LLE A AWS CloudTrail ZRi&H#E Security Lake 89 APl A&, CloudTrail 2R ERE. BE
= A B 1E Security Lake FEREXHY API BhEiC 8%, MNEFMENR , FESEFE A CloudTrail 58 Security
Lake API MY,
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BRERERE

Security Lake TR ANBEEMEMHB X 14 RWBEESE , ELEBESFE Security Lake IRIEFF
MERHE Amazon S3 1T, BANE —SHEELRE , UM EREBTANZSERTE,

E2 Security Hub CSPM &

# & Security Lake M AWS Security Hub CSPM LA$ZUK Security Lake 1 #Y Security Hub CSPM A&
#E R, Security Hub CSPM €/ FFZ TR AWS IR E=1FEBESEEMBEBEE, $EU Security Hub
CSPM FAEER A KB IS ERMENBE  UREREHE AWS Z25EE

MEFHMER , FSEE BE AWS Security Hub CSPM,

i ER AWS Lambda

MEREHEE K BEEETEFERAZ AWS Lambda B8, EMRZE{EH Lambda B ATAEE TEE R
BHIEE WA EHMINEE, FFEEME Lambda & , MAEHAE. MEMEK Lambda B
WEEHEER | 552 BAWS Lambda BIE A 25,

EL % Security Lake =4

EALAE A Amazon CloudWatch ¥S4ZE X ES 2 Security Lake, CloudWatch &2 8% Security Lake I
SRBER  UKHEEARER, ZUUREET , tEENSEENRERBEBEA,

MEHMET , 2B Amazon Security Lake B CloudWatch $84Z,

Amazon Security Lake Y& 4

AWS £EHERRERU AWS BiF M TRERFAEREZE. AWS BEE RHESEER S RAREHN
TRESE , ELXEHEKEE, shEENsREBNEEE, ELT AR REA MR NRERRA
BAEERE K TRAERSNATAL, FEERINERED , 9BE-HZEERNF OV ERERFREE

o

Security Lake WA EREE AT AEER. BEZETHRES HREBRRBERZEME —ATHEEHR
R PR

Security Lake BRI FEK 7] A ETA[RE T ASEEERE. T8 , Security Lake 2 E/Y A A B X
BRI (#FEEILEP ) B AEBYIEE.
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W% AWS B Fl TRESNHEER , BSHAWS 2HREB BRI,

BRT AWS £IRER#ER#E 2 , Security Lake B # Amazon Simple Storage Service (Amazon S3)
WER ; RUSEDE 6 THXEENEREENFESSE K.

4 aniB A RS
AEMERERE—ERA , AESR Amazon S3 ERE—EYHHNEE. BBEWBRERRA

BRI LS R Amazon S3 Y BRARBEENRTRAR, ETHFIMER. WFEFHEEA , B
28 Simple Storage Service (Amazon S3) A EEEHPNEEFFEEmER,

R A $2 A

A REERRETFIEPRESEDEREN SN, BRI UEARREIIHEERFAE. EEA
KB Amazon S3 REFITEBIAEFRNEENHNEERE, RAEHTHBEREANFERED

ENEARRNARPER, MEFHFMEF , 528 (Amazon S3 FAEIER) HHE S3 #EFEE
MR ESl, Amazon S3

EREZVe]l

Amazon S3 BRIBFEM THEEHER , RESERFEAIMRE, SSEE-IANM SIEESE - 1A f#
FEAIRHHEE AN —XEZEEEVFINERPEEET. S3 Glacier Instant Retrieval f#7F
HHERRNFEAUTUEVEFRNHFERMRG , BUUSEEFN—X. RATFEUAF
BMWEEER , flanfEs , BRI LAEA S3 Glacier Flexible Retrieval 2, S3 Glacier Deep Archive
BEER, MEFMENR , FSHE (Amazon S3 FHEER) FHEH Amazon S3 &EEFEEH.

Amazon S3
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Amazon Security Lake R ZER® , ZF AWS £EKBERZLHNRE. NFE AWS Z2RELAK 07
AWS REEBRREWHBENR K FSRAWS EnLts, EEFAERRBRZENREEKRGTEN
AWS IRIE  FSRERLHHE AWS Well-Architected Framework FfY E /S5 {7 &,

AT LAE R AWS B4 APl FE0Y | 3E BB FEN Security Lake, ERAZEFRMLEZIETIIER !

- Transport Layer Security (TLS), HMFE TLS 1.2 WEZEFEH TLS 1.3,

- BfeEXEEFAZR(PFS)WEEEM , Hlan DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARE (M0 Java 7 IEFIRAR) KL EZEELER,
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Security Lake A #Y 4 RE R iwE 2 4T
AR IT 2518 AWS S ARMEFNELRNEL, NEFMEET

A,

F2HE AWS HENSEEE

Amazon Security Lake s VPC &w®: (AWS PrivateLink)

BT AN AN VPC 4%, £ VPC # Amazon Security Lake 2 BB M FAEER. N HEiHERA
AWS PrivateLink$ 17 , AIZRRTE R B MR EAE. NAT £E&., VPN E#Z= AWS Direct Connect
EEZNIER TR FE Security Lake APls, VPC HHEITERAZELSH IP st , BN AT EE Security
Lake APIsi@ . VPC # Security Lake 2 B RET 2B Amazon B,

BENEHREDBSHEFERPN —SSEEERBNERT.
MEFMER , F52E < AWS PrivateLink 1§/ F YR EH VPC w3 (AWS PrivateLink)o
Security Lake VPC iR By Z B 18

5% %E Security Lake B9/ H VPC im B2 81 , 557524 E AWS PrivateLink 3873 5 89 11 [ i 2 8 M F1 PR
o

Security Lake X B IEH VPC I EHFTHE API B4k,

Security Lake £ T3 FIPS WIEE X & FIPS VPC %% :

- XBIRER
- XBIRER
- XBEBEH
- XEBEH

S fESadbEf)
EA)

IO 4 fE 22 4L ED)
HRERA)

—_~ N S~/

A Security Lake 23 /M H VPC In 3

"‘_IJ«XEFH Amazon VPC £ &5 AWS Command Line Interface () & Security Lake JRIEE L VPC
I BEAWS CLI, MEFMMET , 5528 (AWS PrivateLink 158) S "EV N EIEZ, -

FAT 5 R B FEEEIL Security Lake #9 VPC ix 2 -

¢ com.amazonaws.region.securitylake

« com.amazonaws.region.securitylake-fips (FIPS i3 )
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MRERHHBATLE DNS |, EFLUEM BB AR DNS & [ Security Lake 2 APIFEXK , 40

securitylake.us-east-1.amazonaws.com,

MEHMMEER , F52E  AWS PrivateLink ¥8/) F#E 18 E i 2 FEURBE.

% Security Lake 237 VPC ix BB
&0 LA i B IR E #4515 Security Lake 7EXH VPC in B, LEBEREIEETIER !

- AEATEIMERVERR.
- AFTHEMF,
« AHBTRENER.

MBHMET, , S8 ( AWS PrivateLink J558) FHIEM VPC iBkiR4% RBHE.

#if5l : Security Lake EIfEHY VPC i B BUR

AR 2 Security Lake WS BURVEIfl, EZFIHHE , KBRERTFAEERLABERAMIIEMN
Security Lake B)ERY 7BV,

{
"Statement": [
{

"Principal":"*",

"Effect":"Allow",

"Action":[
"securitylake:ListDatalakes",
"securitylake:ListLogSources",
"securitylake:ListSubscribers"

1)

"Resource":"*"

}
]
}
H AR

BEAEREGHARANFREBTREL, #HiR, BRHMER VPC imE, T8 , AILAERGHRAMN FHREE T
A VPC in%h, MERE VPC FHRBLAANENR , 526 (Amazon VPC EHEER) PHEEMIR
FEHXA VPC,
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CloudWatch, &t AILARREE R |, 3£ 2 Security Lake IEENIEERERBEEZBNGRE, ME
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&I LA Amazon CloudWatch BS54 Security Lake , EE S EWERKER , WSHREATE
HEFENRNER, ELRATENEREISER , BETUENELEN , LEFRERFPHE
#lo BHUAUREZERERMENETR , EWEELRERERBEANLRNEE,
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EE Description
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TENERE,
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ERAEER

HWE Description
Account
Eo
Region ProcessedSize
Source ProcessedSize
=,
SourceVersion ProcessedSize
BE,

ProcessedSize #H7E M 54 AWS tRF,

R E7E CloudWatch Per-Account Source
Version Metrics E#48 B , FREFH L

BIE B 51 AWS B,

BE AWS BEERRH 18

AWS B 53R 45 E R4S 1Y

& 7] LA AR specific AWS #R S (Per-Account Source Version Metrics) S () HFTEIIRE
MY35#ZPer-Source Version Metrics,

¥#8 Security Lake B9 CloudWatch 154&

B LAME A CloudWatch £# &, CloudWatch B2 @S %I5RHE (CLI) AR FEFT AN EA

CloudWatch API 3REE$2 Security Lake KVIERRE, BELREFNAZE | ARKRLSERFE Security Lake

B

CloudWatch console

1.

2
3
4,
5

iEiB https://console.aws.amazon.com/cloudwatch/ FAEX CloudWatch £# &,

EEEERT , BEEEE EREE

EBERSIZERLE | 1212 Security Lake,
BEEERF RRREE RS ERFRAEER,
BEEEURIRFEMER. BB SURERITTIIEE

- BEHFER , FEANEE,

- FERRNESER A FEIREEER  ARBREENEE,
- BEREEHE  FERIUEEERE K RAREEFEELS,

Amazon Security Lake #J CloudWatch 542
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CloudWatch API

EEM A CloudWatch API 7ZER Security Lake 1848 , 58 GetMetricStatisticsEIfE,
AWS CLI

EEFAH 7H Security Lake #1& AWS CLI , 3#1T get-metric-statistics®fo

NEFREEETEENFMENR , 528 (Amazon CloudWatch ER&EIER) T HIFEH Amazon
CloudWatch $§1Z,

X TE Security Lake $E#E#Y CloudWatch &7

CloudWatch R BERERIZIEENRERNE R, Hla |, B LAERE ProcessedSize I8EME TR |
UEEEERFENEREB B ERERKEEL,

WMERTETRHER , 5528 (Amazon CloudWatch £ EER) FHEH Amazon CloudWatch
Ro Amazon CloudWatch
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£/ CloudTrail 528% Security Lake API FEAY

Amazon Security Lake E2 ¥4 AWS CloudTrail , ltIRIEIREFEHAE. A Security Lake AWS iR
TR E B /ERVEC 8%, CloudTrail €4 Security Lake B9 API FEIUFEER B =4, HEWRWUSERE
Security Lake £ AWM | LAY Security Lake AP ENERIBEEWN, MREEIHFER , BRI
XA CloudTrail E4#E3 1+ % Amazon S3 #ZETE , T¥E Security Lake FIEH, BIEERAREREIE
B, AR LUER CloudTrail ERAPNEHEREHERAKHEN. F£A CloudTrail KENER ,
A LA B8 Security Lake IREBHIGER, RHEFERW IP bk, REBRHAE, REBROEE ,
AR HAbFFME R

EEHE—FTH# CloudTrail , 5528 "AWS CloudTrail fEFA&ERE . -

CloudTrail Y Security Lake A

BIIRSE AWS 1RF B, 889 L&A CloudTrail, E5EEIfE Security Lake F 34 | EB 2R &
1 CloudTrail B4 |, UREBHEELEHTHVEMRE AWS B4, BUE FRE. BENTHEKHFIE
MWEH AWS 1RF, MEFMER , F28 "£HA CloudTrail EHEEREHFMAEHN.

EERERSE FEH AWS IRF |, &35 Security Lake FWEH |, SFEMBEM., EZRTF CloudTrail #§
EHERBFEEIMNERIEEN Amazon S3 REFITE., KTER , ERETERATEVIEBHE |, K&
HMEERZMAEN AWS EiF, EMREFLHE AWS 2EIEFFE BENEGH U AFERISERE
EM Amazon S3 f#ZETRE. AL, BEIBIEREHM AWS R , LA —2F 547 CloudTrail AFFFKRE
NWEHAERTHEREITE, NEHAEA  F2ERTIRE

- BIUERHEIE

» CloudTrail X EHRBENES

 §%JE CloudTrail 9 Amazon SNS &

- BEWZEIEERN CloudTrail BFERMEZEWZEIIRFH CloudTrail BFESR

Security Lake B)fEH CloudTrail 52 8% , M EC 8% Security Lake APl &/, flin , ¥
UpdateDatalake, ListLogSources A& CreateSubscriber BjfE&% I IE1E CloudTrail
BRFERFEELER,

B-EEMIARERFETSELFRENENA. B ERATHEHE THIEE
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ERAEER

- REZERK , REEATHEACGIBME I EAENTREZLERE.
* \'ETEH mAWSHEﬁ%EHjo

MEFZFHMEN , F2E CloudTrail userldentity T,

T #& Security Lake HiFERIEH

CloudTrail BFFERETE —SZEAFER., —EBEHATARREBENE—FR , LI EFERIE.
RN BEIMEER, BRBHZEET., CloudTrail BFEWLIEMAE AP RIAHEEBHEERF , LT

SLME R EIRF HR.

T 5 & IFE R Security Lake GetSubscriber B4 CloudTrail BEEHEE

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/user",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {
},
"attributes": {
"creationDate": "2023-05-30T13:27:197",
"mfaAuthenticated": "false"

},

"eventTime": "2023-05-30T17:29:17Z",
"eventSource": "securitylake.amazonaws.com",
"eventName": "GetSubscriber",

"awsRegion": "us-east-1",
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"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",
"requestParameters": {

"subscriberId": "30Qedl7a3-0cac-4997-a4l1f-f5abbexample"
},
"responseElements": null,
"requestID": "d@1f@f32-9ec6-4579-af50-e9fl4example"”,
"eventID": "9clbff41-0f48-4ee6-921c-ebfd8example”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

T f# Security Lake B RER
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Z:C Security Lake IR

EBREANER , BUUERNEIRE AWS ER , SERFEEEM Amazon Security Lake B,
BERAHBEUTEARNEE,. 2ENEEER , fIMERBAR, #EE. REIHMERG. flm, &
AUEAEBRREABR, BENE,. BDER , IS XBERESRERITERENER.

B LS BB IS RAE T 5B B M Security Lake BIR : 5TE%E , ARER AWS IRF ff &R HHERE
AWS [E13,

E3

- EREXHE

- £ IAM BERHPERER

- BEBFIEE Amazon Security Lake &R

- #m# Amazon Security Lake ERIEHR

« #% Amazon Security Lake EREBREE

Wnagmmzu\

BERBRZ UGS 50 AFER. SEERETUSHEERNLE "BRER, ERA "E8E. . R
o BE—MER , THAERERRENES . FERERERS|/HERE,

Flan | MREFIBITRELUDNRETRARENZLER (—HITHEARERER , Z—HARK
EBEBER ) , AT BAEnvironmentZH B IBRIQELFTEE, BEHNERETECloudBEAR
" P ERETEIE AWS R , B AJBEON-PremisesiE AR EMETE &,

EIRERERIAEHIE ML Amazon Security Lake R | 5FRR{E T 5IEE

- BEERHNLRA 50 ERE.
- HRBEER , SERRRSIBLARE—N K MARERF —BRRE,

- EBBHEREIANE, REEXKRE K BEELERSEBRABTHNRE Y EREERP —BHEE
=%

- EBRS|IBEZTHE 128 @ UTF-8 Fit, ZHERZTHE 256 8 UTF-8 FJt, FILANURFR,
BF ZTERIETHIFE:_. . /=+-@

- Faws: HREHE FH AWS, CELEEENTMEBRZSIERNERFERAT. A, BELEBFR
BEREALFZFENERRSIERE, FALFENERTSHASEER 50 AERNEE.
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- BETRNETMEREEANEN AWS 1RF |, BEERAREERER AWS EF 1 .

- WREMEA Security Lake B EBIETGER , IEBRASEAETEZEFEMEER P Security Lake
RHER AWS BiE, EHFTEERAZ Security Lake B HM hEY ., {F A ERTMIET
XEERAWS R, flm , MREFEBERGEERS , IERRSERZEEREEM Security
Lake PR ERBERE, SMTAEAZEFEHRAFZNEHERH Amazon Simple Storage Service
(Amazon S3) EFETE. EERMEEBRERGHEREBNER , B LAERH AWS Resource Groups
= AWS BRTE R7FHER , 120 Amazon S3 AR S3 FEEiTHE. BEBERGHEBBNER , T
BEEBERENZBEIR,

- MREMBRER , LEMBREREERNEAER.

WMEHMRE, WRNBREEY  F28 (Eid AWS EREAEER) PHELEN AWS ER,

/A Important

AAERRT FRRZREMRENBRER ., RRAUKS FHAWS R , 2 AWS Ik
EREAEE, eNTEARBRER,

HEMEANERE Security Lake BEIRNERR , LA IR Security Lake 2 &5 Security Lake AP,

# 1AM BUR R R

FRESLEIR®E , BT LLE AWS Identity and Access Management (IAM) BUERP ERUEZBEAEERN

ERERFTT., EBNEEAXNFEAER , EUNEERBEES PHHLEERAENAE AWS IRF &

BEUNERERNGT , URBLEEAENACEEEZEHHE. FENBREENT T, EER
BERESFER , SUE IAM BERNFRGE TEZPERASEREEREZRS#,

il , MBEERPOwnerZBIEEHMERERR , BUUERILAKFERETERITE Amazon
Security Lake ERHVBUR

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ModifyResourceIfOwnex",
"Effect": "Allow",
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"Action": "securitylake:*",
"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/Owner":
"${aws:usernamel}"}

}
}

MREEERFRBE, ERERFTT , MFUTE VLN, ERTENER-BERUMEERS , MAL
A] BURIE B 4 5 5 6 PR ¥ ER YV IR R . Bt A DME R BIREARET 7T , SRS B LR S8R A {E o] BUEES
MMRENEFHARB, NFEFMER , F2H8 (AM E£AEER) PHEAERZHYE AWS EIRH
.

A IZEB T E Amazon Security Lake &R

EESERIIEZE Amazon Security Lake EiR , B LAEA Security Lake £ A = Security Lake
API,

/A Important

BEBHEEERTAESXEHERNER. SEBHMEEE Rz , FRBRTMUREEAR
H|RZHERFEEY AWS Identity and Access Management (IAM) BUE

Console

B8 % BA Security Lake AWS B sV TR ER , Security Lake T A ERAGERMEE
ERMEE . BERTEENER AR, ERRVERN , FERIEALNET , BESRHNE
EZ&ER.

EEMMA Security Lake EEAK —RZERBFTEZREER , FERETIFR,
BEHMAER

1. BARKIR https : //https://console.aws.amazon.com/securitylake/ B9 Security Lake £ &,

2. REESEFEGEENEREE K HITTIEP—HEF

- HRERHERE  FEEEERPEREEY. AR, EEHXRET , BNES,
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- HRITEE  FESEERTPEEITRE. AR, 2 RNITREERKD , ERGETEE.

MRTEERHREERRD , FEAEREALAN AWS B BREEERENEEURE
HEH. ERRASFHENESNREBIRE.

3. BERE,

4. RE Tags (BE) BB, A5 EAERGEERNIEER,

5. # EZR B, BIE i,

6. E£RART A WMAEZNEZERZEBNERSR, A% HEARD  BEEMBRARS
BHREE,
BEREHBEZEE 128 BF . BRESSUIE 256 BFT. FRAUNURFE, 8F. =
BETHFERE: . . /=+-@

7. BEKZ—EEBNEEER , BHERENEER  AREELRSR. BHESTLUE 50 EE
BERGER.

8. TENMEERERR A6 FRERERT

API

EELUEARARNBEUERLHIE -2 EER , BHEREEVNERERFEREE
HCreatelfE :

- BERHMERE - £/ CreateDatalake ##/E , & , WREFEHHE AWS Command Line
Interface (AWS CLI) , &#1T create-data-lake @

- §TB%& - £ CreateSubscriber 4 , 3 & , MMREFEHMR AWS CLI , 55T create-
subscriber 5 o

HENFERT , £ tags 2REEEMEZTERNEEAFRBRNRRRSIR (key) MBAERE
(value), tags BREE WHES, SENHHESEERRRSIZREEEHMNERE,

EEH RS EEBHIEEREER , 5FFEA Security Lake API 1 TagResource #4E , & , Wl
RIEERMZ AWS CLI, BT tag-resource . ERMWHERTP , HELENLERZERHN
Amazon Resource Name (ARN), £ tags SR RIEEENE2BEAEBNEBRZRSIE (key) M
BAZEE (value), MfCreateREMTT—8K , tags SESIEENHES. SEEBRSIE
— B4 R HAE BB ERE,

f5lgn , 5 AWS CLI i S EASERES Environment WCloudEBZSIBIIBRIEETHETR
&, WEHI2EHE Linux, macOS = Unix &1L , WFEARRHE () TEEF T RAETEM,
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$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=Cloud

Hep

« resource-arn BEEEMEEBR ZFTREERN ARN,
« Environment REMEBEITRENEBNERRSIE,
« Cloud RIBEEERSIE () WEKEBEEnvironment,

ETHEPH , D TERBEREBRNEETEHE,

$ aws securitylake tag-resource \
--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tags key=Environment,value=Cloud key=CostCenter,value=12345 key=0Owner,value=jane-
doe

HAtagskEHIhNEEYHYE , BEE keyM values|E, T , valueS| BWETUREFE,
MREFEKEREHEEBRRSIBEIRE K FTEAvalues| BIEEE, W0, THmSEHE
REBBOwWNneriZHRENEZERSH -

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Owner,value=

MRFFEIRER TN , Security Lake BEEIZH HTTP 200 EIfE, & Al , Security Lake B{EE
HTTP 4xx =% 500 EIf& , 5 B ERBMER,

#mE8 Amazon Security Lake ERIVER

= Zfm¥E Amazon Security Lake ERWER ( EBERSIBIEERE ) , BOLUEA Security Lake £
&= Security Lake AP,
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/A Important

Console

REERNEETESXEHERNER., TREBERNERZES|IBSE2H , FRETEE
FBZER R HE R FZEAET AWS Identity and Access Management (IAM) BUR

EIKBT SIS , £ Security Lake TR ARBEERNER.

mEERNVER

1.
2.

BRI https : //https://console.aws.amazon.com/securitylake/ By Security Lake £ &,

RBECEREBHEBRNEREE T TIIHP—REE .

- HRERHERE  FESEERTEZRHE, AR, EEEXRKS , ZENESR,
- BHRETEE  FESEERPRETRESE, AR ERNFIREERRT  EHGFIRE.

WMRFTERERHREERRY , FEAEEA LAN AWS BE ERSRRKERNEEUTRAE
MEE, ERRASIHBEESNREITRE.

BERE,
B’F Tags (BR) B, BRERSI|H B uiEREERNIERR,
AT TR —IE -

- EERERENEERANERRREIR  FEEBRRIBZNELRPEAE,
- FESFRANERRSIE  FEEERZNBR. AREFFTEER. THEANERAR

B BAFNERER. EEMEHREESRP R AEBRBNRERE,

- FESFRANERE  FESSENESRTEE X, AREESRPEATNERE,
- EEBRAANERE K FESSENESFRPEE X
- EEBRAAER (OEERRSIBNERE )  FEEEBIZNBR.

EREZTUEEES 50 BFER. ERSV/EZTIE 128 @F . EREKZTIT S 256 BAF
o FRALMURFHE, BF, ZEHTHFR: _. 1 /=+-@

ELTRIREERE  FRERT

W DR ER =


https://console.aws.amazon.com/securitylake/
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API

EEUERRGIAANRBERNERN , aLAFEEREANER, Bt , FESBENZEAN
HRREERERBERSIR. EREIWE. FEREFESR  SERENNEBRIFEEE,

EEGESERRESERSBMERBNERE , 55EM Security Lake APl By TagResource B 1E&
BERENE. MREFEHNZE AWS Command Line Interface (AWS CLI) , #4117 tag-resource @
T EENBERY  EELEFEIBRAEREREZEIRN Amazon Resource Name (ARN),

EEMEEEE , BEA tags 2HREELEEFHERENERRSI#, AREESHBN
HERE, Hli , T5 AWS CLI #8$CloudOn-PremisesE@iE MG IEETHENER SR
WEnvironmentZEHBER BF A . WEHIEEE Linux. macOS = Unix X1t , L EHARFHE
() ITEEF TRHAEATEM.

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=0n-Premises

He .

« resource-arn JEEFTBEMN ARN,
e Environment R RRESFNERBEMHBEBRNERESIE,
* On-Premises RIEEBEBRSIR () WHEREEnvironment,

BERERZECIRBERERE , F2%E tags BHPEERSI#RBvalues| BHVE, H0:

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=0Owner,value=

WNRIBER TN |, Security Lake 2 EIZEH HTTP 200 EfE, & ] , Security Lake &/&E HTTP 4xx
= 500 EfE |, HEHBREXBWERER,
¥ B Amazon Security Lake ERHER

B E] LAE A Security Lake = A Security Lake API 3R#2E8 Amazon Security Lake ERWEE (2
RERRS|IBNERE ) .
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Console
KB THLSER , £/ Security Lake T ARBEERNER.,
BEERNER

1. BARKAIR https : //https://console.aws.amazon.com/securitylake/ B Security Lake £ &,

2. BREBELERFESBRNERERE T TIEP—HRE

- HRERHERE  FESEERTEERS, EEAXRST  EHNES , RREERE. A

BRARBRER.
- HRATRE  FESEERTRETRE. AR ERNTREERRT , BETRENS
.

MRTREEARHREERRD , FEAEEELAN AWS B BEEERENEEVIRE
MESE, ERRAEIHBEESNREITRE.

BRERSIH B uiEiRiEERNVAIERE,
API

EFELURARFTAXNERANSEREERNES , 55F A Security Lake API B
ListTagsForResource &, EEBWFERTP , A resourceArn SERIEEERK Amazon
Resource Name (ARN).

MREEAR R AWS Command Line Interface (AWS CLI) , E8#11T list-tags-for-resource % ,
WM resource-arn ZERIEEERHN ARN, 40 :

$ aws securitylake list-tags-for-resource --resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab

£ LRE IR |, arn#taws#securitylake#us-east-1#123456789012+#
subscriber/1234abcd-12ab-34cd-56ef-1234567890ab RIBAEETEEM ARN,

WMRBRAERLTD , Security Lake EEEtagsiEsl, B3R EEMHHEEE B IERIGERNE
B (CRERRCIEBNERE ). HlU:

{
"tags": [
{
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"key": "Environment",
"value": "Cloud"

},

{
"key": "CostCenter",
"value": "12345"

},

{
"key": "Owner",
"value": ""

}

}

Hr Environment., CostCenter® OwnerRIEMGEERNEB LR, CloudREEB LRI
BB EnvironmentZ&RE, 123452 HEERESBMEABINCostCenterZHE, Owner ZHB XK
5|8 R H BB ERE,

# Amazon Security Lake BEREBBRES

& 21t Amazon Security Lake ERBERER , LA LUER Security Lake 2 A E, Security Lake
API,

/A Important
REFEREBRITESTEHERNTH. BRERZH , FREEMAATEEAERRZEFE
JRZELHY AWS Identity and Access Management (IAM) BUER

Console
BB TYLER | £ Security Lake TR ARERTBEBR—SHZEER,
BEERERPBER

1. 7 https : //https://console.aws.amazon.com/securitylake/ BARX Security Lake &,

2. REEERTBREBNEREE M7 FIIEF—HEE

- HRERHERE

AEEEERTERES, AR, EEERET , BERES.
- HRATRE  FESES

KBHIEEFTRE, AR, EENFIRAFPRES , EREIRAF.
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MRFTERERHREERRY , FEAEEALAN AWS BE ERSRRERNEEUTRAE
MEE, ERRASIHBEESNREITRE.

3. EEMRE,
4. BB Tags (BER) ER. EBERSY|H B iEREERNMEER,
5. T TFIEM—IE

- EEEBRERNERE K FELSEBRENESRPEE X

- EEEARBREBNERRSIGNERE (Y ) K FEEEBRIEERZHBE.
6. FERERBREMGER A BLASEEBRNAGERER LIRSE,
7. ERZRBRERE  BREM#ET.

API

EEUBAFFT A RERBR - ZEER , 55F A Security Lake API B UntagResource
B, EENFERD |, FH resourceArn BERIEEERPBIREB 2 ERN Amazon
Resource Name (ARN), £/ tagKeys Z2HRIEETEBRRZEBNERZS|I®, EEBRS
EER 6 BHRNEBRSEEBRNtagkeysSH M52 , AL ampersand (&) 2F& , Fla0
tagKeys=keyl&tagKeys=key2, EEERERBRIEEEEE (MFEBRESIR)  BHRES
B A MTEBRES.

MBEEEHKR AWS Command Line Interface (AWS CLI) , 55#11T untag-resource &5 , #
ERABR—BAZEER. $Y resource-arn 28 , EEERPBREB 2EFRHN ARN,
£F tag-keys ZERIEEEBRZEBNEZBRSIE, flon, THGSERIEENITHER
BREnvironmentiZE ( SEEBXRSIBNESRE)

$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment

Hrh resource-arniEEERFBREBE ZFTEEMN ARN , M Environment R EBRZIZBHN
BEHRG|E,

HEZNERBRZSERE  FHNESEEANERRSIRMA tag-keys Z2HBEIH, i :

$ aws securitylake untag-resource \
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--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment Owner

WNRIRIER TN |, Security Lake 2 EIZEH HTTP 200 EfE, & H , Security Lake &/&E HTTP 4xx
5 500 EIFE |, IEHBRERBNER,
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£1¥+ Security Lake R HY RS REE 1T HRBE RO K

MR IEIE A Amazon Security Lake B ZIRIRE |, FBERA TR SR ER,

T 5 ERERMHEEERAAREE, Lake Formation, £ Amazon Athena & IAM tHEIRIEEER AWS
Organizations MEENFHFRER, NMREZREERIEHNWEE , B UAFERHLER LW
Feedback Z&iETHRE .

MRS Security Lake FFBZIME , BB T EE,
&

- HERAMEEITHRERS

- WEERE Lake Formation BfE

- ¥ Amazon Athena RV EHBETHED B

« #¥ Organizations BEE THER

« ¥ Amazon Security Lake & 9 MEEETHED

HWERHREETHEZ G

Security Lake TR ANBBERHSRRATEEINBERE., Sl , MREHKRABEBEL
CloudTrail J&#t , Security Lake fEERBUA AWS CloudTrail EEEE4MARZKWE., BEEEREBRE
14 RABRENRE, EUNEESEARENERNEZNEESR.

EEURRFRFT AR TIEERE |, & LUEA Security Lake API ListDataLakeExceptions BV 1E.
MEBEFERHR AWS CLI , 5EFT list-data-lake-exceptions@it. ¥ regions B8 , BALIEE
—RZEEFHNREE , flillus-east-1XERT (HFEDILE ) BE , LEFBFEELEFHVREE,
MRERDE regions B , ASERXEMEEINEE, NEEFATKEE , F28 O #1
Amazon Security Lake i Z2AWS —fR&#&,

fHlgn | T% AWS CLI s &5 HE 2 us-east-1MM eu-west-3EFHWEE, LHEHIC &Y
Linux, macOS = Unix &1t , WFEARFHER () TEEF TRKIE B,

$ aws securitylake list-data-lake-exceptions \
--regions "us-east-1" "eu-west-3"
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EES R ESRIERRIEA Security Lake & , 556 Security Lake API
CreateDataLakeExceptionSubscriptionfyig 4., EAENEBEFEHH. RX{4ZE Amazon Simple
Queue Service (Amazon SQS) 175, RX{+E AWS Lambda BIE(=L H b B #0&E A 1 & W EE X,

flan | %) AWS CLI S &FBEAR , #§ Security Lake BIAARRHBHEEZIEENIRSE, It
EHI 2 & ¥ Linux, macOS = Unix #31t , WEARFHE () TEEFZ TRISTEM.

$ aws securitylake create-data-lake-exception-subscription \
--notification-endpoint "123456789012" \
--exception-time-to-live 30 \

--subscription-protocol "sms"

EEREHINARRETENEMENR , B LUER GetDatalLakeExceptionSubscriptioni2 ., & EE#H
BISNRSRET R |, BB LAfE A UpdateDatal.akeExceptionSubscriptioni@4E. & M BRBI S AR 5T B It 45
IEBA | A LAfE A DeleteDatalakeExceptionSubscriptioni#4E.

WEE BT Lake Formation B E&

FRAUTEARGEIEZE IS EME A Security Lake #1 AWS Lake Formation B ¥ E =R & K R A 8L
BIENWERBE, WFE Lake Formation PR EBNFHMES , F2H (HBABER) TS
Hefif— 8. AWS Lake Formation

B BERE
EHRBUITBIER | SALE KT

BEMALER  FRELCE BEPHERIER, MREHE Security Lake RBEN R ERAKHTE T
KR, AZAERMTRE BB EM. MFERBRRNFMAER , F2E Security Lake FHY
REEE,

400 AccessDenied

B8 BT KR FFAY CreateCustomLogSource API B | B ATRES IR B th 8535,

EEEIRIEFR , 5B Lake Formation §F A, A4 API B9 IAM BB EH Security Lake & #E
METERRTT. MEFMEEA , 5208 ( AWS Lake Formation B3 A B1ER) HHFEA Lake
Formation A MEBER L ERBEFEREF,

SYNTAX_ ERROR : 8 1: 817 : TAFREREERH 2EEZER SELECT *
1£ Lake Formation FE— X EHREERRE , Br e B tEEEE
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EEMRIES  BASSELECTHRAE FEEEA BREAN IAM &6 AWS IRF, WE N[
FSELECTEFAIMIE R , 2R ( AWS Lake Formation B2 A E388) RHIEA Lake Formation &
BRABFERRFUTNEZERS .

Security Lake #EEAG £ A EE ARN Fi8ZE Lake Formation EXHERE
B, BeNENHEEENREESTERENENEE,

XA Security Lake S #7318 AWS IR#E A BFRIRE |, B s R B R,

BEEMRIEN BB TYTEBRET

1. BARX Lake Formation £ & |, #1k A hitps://console.aws.amazon.com/lakeformation/,
DNEBERESDE A

ESBEERWFAT , EEEEACGNERK.

EERHEEEERRY , BEREEES,
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EAY CreateDatalake B {ERFE £ FHUEIERR: | BNRP XL EREZIIE
YWRFNEREEERSE,

MREMPREZREESRFIBHERS , ARESHFEAKIRFIEIR Security Lake = AT
CreateDatalake API 2RE&TE Security Lake , Bl AJaE & X B kb §535,

ERHRGER  BEARETEEBRBUKRFHNEREESIKRS.

¥ Amazon Security Lake & 2 MEEGETHER
(P BA T B B B RIS 5 Security Lake 1 1AM B AT A8 21 & BRI,

REREE Security Lake PHITENE
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2o, BANEAENFIRBRPERIERE, TiB , HE dataLakes FFTBIEHIE E Security Lake
APls BERF | HREEFFAISRIR | IAM 822 E) IAM B,

FAREBREHIT iam:PassRole

MRBUWENER , EHEEREHIT iam:PassRole®E , BHNBERMLEEH , UAFLELACEES
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B 8% —IRIE Security Lake XEME AWS tRF FHBBFEES AWS B i , ZIRFE B B
Security Lake B 156 R BEHM. ERBAZRYE , SrPetEa REELEEA.

(® Note

BIRE 15 RABA AR REBEF A Security Lake B |, S EBIRBELEFERRE, ZERG
REBSARERERELER , B4 A= Security Lake,

EE T Security Lake EEE RN G E , B8 E T E R . Amazon Security Lake EE-->

B R

B ALTAE BREEL AWS CloudTrail HEEME A AWS BR#E BEFEMEHAE (Amazon Route 53
ErRENEHHEE. AWS Security Hub CSPM A& R M Amazon VPC RIER ) »
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« Amazon SQS - B ALTE BB FASEBEN Amazon SQS 175, MEFMEFA
Amazon SQS Ef&.

« Amazon EventBridge — iR A&$T4 B Amazon EventBridge XY BN =TS, MEH
#MEF , 5528 Amazon EventBridge E{E.

« AWS Glue - B A ABURR S GB AWS fREMEM AFNE4HERE, ENERERE
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