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Hub CSPM B4 4 H LB,

Security Hub CSPM <
¥ Summary i (
Summary
Choose a filter set v Q. Fitrer data
Controls
Security standards ([ worknow staws = new | %] [ wonow stars = vomeee [ X (reormsme=actie [x]  (Cctearniers [ v)
Insights ¥ Introducing the new AWS Security Hub
Findings
Thee fgsw Security Huls B your unified doud security solution featwring

Integrations '

’ ~ Prigritized risk detection correlating security signals across AWS

oy
' + Potential attack path visualization for each iKientified exposure
* Management

Automations

Custom acthons

Settings

General

Reglons
Configuration New

Usage

what's new 1

Security Hub 17 New

(® Note

" Centralized management of security capabilities

' Cott aptimization through unified pricing of security services Including Securdty Hub CSPM, GuardDuty, and Inspector

sy @

i Security standards .

Track your cloud se<urity posture with a summarny security scoreé and standand security scores, This widget
alwiys thaws complets, unfilténed data

Security score m Accounts Applications

i Assets with the most findings v

Prigritize and evaluate your assets that ané mast at risk.

{4 The security score cannot be caloulated until AWS Config Is enabled and resource reconding is 1 Resauress By severity By resoure
configured.

No data avallable

Standard Passed Failed Seare - There Is no data avall:
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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https://docs.aws.amazon.com/security-ir/latest/userguide/guardduty.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_best_practices.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-partner-providers.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-partner-providers.html
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TE{E : 81 10, 000 1@ Security Hub CSPM 3
ETt. MEFMENA ) R 2 B Seourlty Hub CSPM E1{&,

1. A AWS R SEHEE

MARFEE AWS BEARKHIEE 10 2 15

ﬁj\ﬁo pu%ﬁiﬁg:-\ y Eﬁ

\\

A AWS 22 EHEZ

1. EREH AWS EEIRFEA EEIEA,
2. FRAWS Z2EHER T8 , RREEHM.

AWS Security Incident Response
Security incident response and recovery
for your accounts and workloads

How it works

Automated monitoring and triaging of security
findings

Streamline incident response

Scale and extcute incldent response within minutes. You can use
the service to self-manage incident response with service exclusive
Investigation tools or efficiently coordinate and respond with 3rd
party Partners and stakeholders.

Allow the service to automatically detect, assess, and escalate
security issues by granting it the required permissions for
proactive incident response.

24/7 Incident response support Monitor, track, and improve

Service provides Z4/7 access 1o AWS Security Incident Resp A hensive dashboard allows you 1o track key security

engineers, Incident response metrics such as mean time to recovery. It
provides a central location to quickly access all active security
Incidents and reference historical cases, when needed.

3. BZ2TRIRFEEAZREES.

MFEES , BF2REAWS FRESITHNEZESELZBNEREES,

ERRRGEN, <& , BEAEERNVAES 0.00003

SRR XTI AFIZL

Get started with AWS
Security Incident Response

* Automatic monitoring and triaging
of alerts

= Streamline security incident
FRSpOnse

» GEL 247 AWS security support and
tools

Pricing (USD)

Learn mere 1

Getting started &

What Is AWS Security Incident

with AWS Seeurity

More resources &

Documentation

S BA AWS R EHESR

MR April 29, 2026 8


https://aws.amazon.com/security-hub/pricing/
https://docs.aws.amazon.com/security-ir/latest/userguide/getting-started.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/security-ir/latest/userguide/delegated-admin.html
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o ot o contrst bt ot DEfiN@ membership details ..

®

Membership region e
Your mombershed and Cases will all be store
Region selection

US East (M. Virgini)

Associate accounts i

O Assoclate entine AWS Organization

Membership name
e your rernbership a name Tor

Dol Seurity INCRderit Resporte
Membership contacts .
WS COMTLICES. are rogquired Lo Credte

Primary contact

Mame

Kyte Shiclds

Job title
SOC Commander

SN AN, LT

4. BABRREEBIRF.
5. BMALHKEERFMEFLEABNEEIIRS .
6. SHYIRFEE , BIFAWS ZESEHEE [EE AWS BBIEISE OUs A . &L OU Bk

EBHURZSE | BEEEEBRFBRERREHE.
7. $HBTBOE  BEEMARE, TBONRERARRM , TRVBHELAE ,

ASSOC0ME part OF yous AWS Drgarzation

5 AWS SIRT

EEAE R B FHEE GuardDuty AEGRVNBBMEDRERS. WEFAEF , F2EIHE

Jl UE o

/A Important

BREFACTESEDHNBINEEIRS, ELAFH
ASRRETYOENREES BT HERE.,

RESRETRNEHE, MFERA ,

8. (BA) BEFELRE AWS SIRT , UEEAPEHHEREREATEHEIE, XENBHEE
AIEEAEH S3 FEFE. EC2 #HT{HERM IAM =84 Runbook, HIREHIBISEE , SIRT

HEREHBRAFBHES. WF

9. WMEIMRBFFANMMAERE KRB REFZM,
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https://docs.aws.amazon.com/security-ir/latest/userguide/proactive-response.html
https://docs.aws.amazon.com/security-ir/latest/userguide/proactive-response.html
https://docs.aws.amazon.com/security-ir/latest/userguide/containment.html
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Step 1

@ Set up central membership account Review service pEI’I‘I‘IiSSiDI‘IS

Step 2
@ Define membership details Enable Security Incident Response
R The following permissions are enabled by default when you sign up for AWS Security Incident Response.
Step
@ Permissions for proactive response By setting up AWS Security Incident Response, expect the following:
Stepd = Service-linked roles: AWS Security Incident Response will have the necessary permissions to access all of the erganizational units (OUs) and their accounts within your AWS Organizations infrastructure
@ Review service permissions to create the service membership.
Step S o View permission details
Review and sign up = Log Access and Investigation: In order to expedite response and recovery, you are granting AWS Security Incident Response the ability to work with intemal AWS teams to access and review logs for
incident investigation and response. These include analyzing log sources such as Amazon VPC Flow Logs, AWS CloudTrail management events, and Amazon 53 CloudTrail events.
£\ Configuration settings for data sources
Security Incident Response does not manage the data, events, and logs for your AWS accounts and environments. You can manage these data sources through the respective AWS services
consoles or APls.
Step

@ Set up contral membership account Review and sign up

et Step 1: Set up central membership account (et )
@ Define membership details [DH P P A A
Step 3
@ Permissions for proactive response Central membership account
Step 4 Account type Delegated administrator
@ Review service permissions Use delegated administrator account
Step 5
@ Review and sign up . . . ——
Step 2: Define membership details (_ Edt )

Membership details

Region Name
US East (N. Virginia) Demeo Security Incident Response

Associated accounts

Accounts.
Associate entire AWS Organization

Membership contacts

Name v Job title - Email v
Matt Meck Incident Response Lead MM@amazon.com
Kyle Shields SOC Commander ks@amazon.com

Membership tags

Key v Value v

No tags

il

SR 2 RELHS4HEEERE

REER , FREENSHLEER  UEREZLE4TBAEEENBHMNE R,

dit

AR TE A S5 44 [ R 1

?a

1. BRLAWS Z£EHEE T2EA,
2. EEQEBEBKT  BREZHEEBR.
3. HiEERZ 10 BEKRE, $HHYHSEKE , REESRE, EENE FEFibiut,
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e AWS Security Incident Response Incident Response Team ®
AWS Security Incident < Incident Response Team i
Response
Dashboard » Set up your Incident Response Team
sssss
¥ Configure notifications and Teammates (10/10)

ssssssss

LB A SREBRERE,. FEEE. SERNNDE (MDR) &R, BERTIREM , URFE
EREEHHERIBEANN MR SHEEE,

SRI: TERIIBENEE

AWS Z2EHES REMBEENRIIRERZ2SEN  BAREREDEYNEIDHRS , URER
E AWS SIRT B R EZ Y KB RG], BB URERFTEERTINEET , SINEERHE. EBE
R EBEER,

RETEFWTHIERE :
- EEERH

I ES]

- BEER

EBRH

BB EYEEFEREARER  UBEHMAALZIRNER, SRENEE. GAIBERER
RAERAEFEREIHKIE AWS SIRT LIEEETHE., IRBEXEREE/EENRE , AIEERS
EEAOMMEFELEHRG , Y ABBHAERENNEAEBE,

BR T BUA GuardDuty MBS HE=H T £ RJ5RE Security Hub CSPM 24 , T BIRFIFEEF BHER
E. KL EE A REREENES  ZIRNEEXSEBHREZERENER , UINERE., I
AE B BB AR E AWS, ZERH,

WEZR P

AWS Z2EHES RUITRHERFEEAOMY |, SASTTEREZE AWS SIRT #ZEFH. AWS
SIRT #BIETZEAE , UREE 15 D ERKKEBIZ (SLO) WERFEH, BUBEBNEEHR
BIBE R BRI,
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AWS B2 BHER EAEES
B RS

1. FABAWS Z2EHER 28,
2. EERM K RBRBEERMRA
3. EERMIEH .

- AWSHIE : BETHRE AWS SIRT #7HEMNISHE (15 45& SLO).
- BREE . REEEHER I AEITIE B S FC 8%
IEEMEMEBEEN, SRS SHMEN , UZEBEERERNAL,

B

EMERGIERBEAMEBNERMA, STUERERERG LA BUGHE AWS , KEREE
RFIZ2EHE AWS SIRT,

Create case

Resolver i

Select resolver

O AWS-supported: Resolve case with AWS Self-managed: Resolve case with my own Incident Response Team
Case type it
Select type of request
[ O Active security incident Investigation
Case overview

Title info

Active Incident [2025-3-17]
Generate title

Start date estimate oo

2025/09/17 @

MEFEFHMARE , F2EELRG

s

E&

BULERERRAY IAM BER , BRATEERTFHBES. ELERTREERETESEER
., BRESHSER. ZEEEANETEER. ERESSWIRERIIFFEEMNBE, IAM BUREM
SEREERFAITNEZTZEEN.

HEERMEERS

1. BFRAWS Z2EH4EE T8, RRBERH
2. FREEHABREM,

TSR3 THRPBRNERE WRZR April 29, 2026 12


https://docs.aws.amazon.com/security-ir/latest/userguide/create-case.html

AWS ZEEHER HRERER

3.

4.

BEFARSIRER , REBENE,

AWS Security Incident
Response
Dashboard
Cages.

¥ Configure notifications and
permissions
Incident Response Team

¥ Manage membership
Proactive response
Accounts

Settings

Documentation [
Amazon GuardDuty [3
WS Security Hub [

BRELEAN IAMBER , YEEERZEEEN IAM AERERE,

Details Communications

Watchers (3/30) 1o

0928191969

¥ Overview

Resalver am

Self IE) armawssecurity-irus-east-1:854725506385:cas
/0928191969

Name

CIRT - Proactive Case - Customer Servers Compromised Created at

[CrowdStrike Finding)

Security Incident

Details Communications

Watchers (3/30) w0

2025-07-14T11:08:05-07:00

Permissions Attachments Tags Case activities.

Start date estimate
2025-07-15

Incident start date (actual)

Watchers will receive notifications related to this case. All members of your Incident Response Team will also receive these notifications.

Q searct

Name

Jon “Application” Doe

|
v | Jlobtitle

Lead Application Architect

Legal Team Corporate Lawyer
Our MSSP Vendor MSSP Vendor
» Incident response team (10)
All members of your Incident Responsa Team will also receive notifications for this case.

Permissions

Attachments Tags

Case activities

Watchers will receive notifications related to this case. All members of your Incident Response Team will also receive these notifications.

| @ search

Name

Jon "Application” Doe

Legal Team

Our M55P Vendor

» Incident response team (10)

All members of your Incident Response Team will also receive notifications for this case.

Template case permission policy

Use this sample policy in 1AM to define permissions for this case.

{
"Version": "2012-10-17",
"Statement”: [
{
nsid"
"Effect™: “Allow",
"Action”: [
"security

"security-

"security-ir:

"security

"security-ir

Note

BER/BUSHERENZBFERFINFELEA IAM B, &

*SecurityIncidentResponseCaseReadA

:GetCaseAttachmentDownloadurl®,
ListComments”,
ListCaseEdits",

:ListTagsForResource™

Joh title
Lead Application Architect
Corporate Lawyer

MS5SP Vendor

MAEE B RIEERFHE,

( Edit ) ( Actions v ) ( [J Gethelp from AWS

Status  info

Actions

Last updated
2months ago

v | Email &
applicationSME@anycompany.com
legalteam@anycompany.com

msspVendor@mssp.com

Email

applicationSME@anycompany.com
legalteam@anycompany.com

msspVendor@mssp.com

(" 6o to Incident Response Team |

Remove Add )

T
(_ GotoIncident Response Team )

[: [? GotolAM :J l: IO Copy to clipboard :J

A#EE =7 MDR S1ERB

FR3: THROIBRNEE
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AWS ZEEHER HRERER

R4 BERANTERERS

AWS Z4EHES BEBEENR2 I ENIHERERS , UELEH4EERE, ETUK GuardDuty
REEBFAEHERMEE. £H EventBridge & E?#EIEEJ”“I{’F/AL&‘ EHRZE Jira # ServiceNow %
ITSM & , AREZN SIEM 1 MDR #HE™S 5 E.

REEW TIIERE

+ GuardDuty AEZREMEIRA
* Amazon EventBridge

« Jira, Slack # ServiceNow &
« SIEM M\ T E

GuardDuty FAEFERMEZ LR A

AWS Z2EHEE SEBHRE=ZLBESHE. 2 EMEFE GuardDuty FEHZRM Security Hub
CSPM RERER. BB BERNEZSMERBEANEANIMBREE, EEHRRYBBEETEZ
% , BRI LATE GuardDuty FEY BB HEFRA., EEERAZE , BEE - EZENEHRE— .

% E B GuardDuty Z1E3E Al

1. BARX GuardDuty £#4&,

GuardDuty x GuardDuty » Findings

Findings (198) .

Findings
Saved ntes atw Thesat fype
w A v 3 C v | | At findings w
Exfittration_Findings
! Severit y ¥ Finding typs Resource Count
w Pr ol
53 m‘ Expcution Rurtime MaliciousFileg EC2 Instance: i .
necuted 0e25811/91da2alBe -
Demo-matware-scan
ExpoutionRurtime SuspiciousToo ECZ Imstance: i
- Fin iogiuam a7
Malware-Findings. i De25811/91dazak8e
Port-Scanner-Findings A Hreess Ky
b Lo ) a0
VPC_Flow_Based_findings avior ASIALOAMTIFAIQAH B 200
Suppeession rules w1 on EC2 instance EC2 Instance: b
W [[ion ] Expoution EC2/MalicionssFile 1
Oe25811f9da2aB8e

CIRT-Create-Suppression-Rule-DEMOS
PolicyS3/BucketBlackPublicheees s Key:

o sDisabled ASIANNCEZROAJEUTFTET *
CRT-Creat e-Suppression-Rule-DEMOZ
- Palicy 53 fBucketilockPublicAzces Argess ey a5
sDrsabled ASIATQHLGOVASXEAEW!)
CRT-Create-Suppression-Rule-DEMO
— Diseovery-LAMUsersAnomalousBel Aueess Key: -
avior ASIALOAMZFAIXLOFYDUF

TestPorProte
EC2 Imstance: i-

ExerutionECMaliciosFile 1
De25811/1daZagse

Suppressicn_Test
Suppress_Brandan_Test

3 . w1 on EC2 instance EC2 Iestances -
2 ew . _— [ ) ExecutioncEC2iMaliciousFile 2 Instance 1

0e25811191da2a88e
Test_Amazon VPN

DiscoveryIAMUsennomalousBich  Aceiss Key:
- i A AL T

2. EERERE,
3. EEEEKT , RERREARN. BRRAEASERERFHNAMERESANSEE,
4. HFERFERBERAUNE  FRERQ  ARRBFEDRRPEEERZLERA,
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AWS Z2EHER HREER

® Note

FH SIEM ST 8815 & I FEZ BRI R GuardDuty ISR RUEE , #MESHE
AWS Z2EHFER F SIEM KB,

Amazon EventBridge

Amazon EventBridge RUA WEHERE TERRE AWS Z2EHEE, BB ERGZERBE T M
AWS BR# (Amazon Simple Notification Service AWS Lambda, Amazon Simple Queue Service AWS
Step Functions) S\ E8 T E | 40 Jira, ServiceNow, Slack #1 PagerDuty,

EX7E HY EventBridge R A AWS R EHEE

BANEREESIIRFE AWS R EHES,

BAEX EventBridge £# &,

FEEERTHERET , BERA,

BEEVRA , TRRAFHEER  RREET X

FEAWS IRET , AWS R SH4EER TR FE R,

SHEHER  ENSELRYENESS AP B, ZAUFBEEES , WSS EEH.
BET-%,

N o o bk~ w0 N =

Event pattern info

Creation method

Use schema © Use pattern form Custom pattern (JSON editor)
Event source Event pattern
AWS services v {
[aws. ir"]
pe: created
AWS service } ] =L
AWS Security Incident Response v
Event type
Case Created v
IO Copy {81 Test pattern -::. 2 Edit pattern
Cancel -::.- Previous ) Next

8. BIEMEHEH—HNZMMBE , Sl Amazon SNS AWS Lambda, SSM 45} Step
Functions, {REEEREBKRF B &,

SR BERENIRES kRS April 29, 2026 15


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html

AWS ZEEHER HRERER

Target 1
Target types

EventBridge event bus
EventBridge APl destination
O AWS service

Select atarget  Info

en(s) to inveke when an owe

SNS topic

Target location

er), or another AWS service as a L

arget

[ © Target in this account

Topic
SIR-Demo-SNS-from-EventBridge

Permissions

Use execution role (recommended)

Execution role

[ O Create a new role for this specific resource

Role name

Amazon_EventBridge_|nvoke_Sns_727705831

» Additional settings

9. WMEIWEIRA

EEEAELSRENSEBHES

] Target in another AWS account

o so. EventBridge and AWS Identity and Access Management [3

] Use existing role

#81E EventBridge RSP RESEREEHRE, THNEER
£ ¥E Atlassian (Jira), Datadog. New Relic, PagerDuty, Symantec #l Zendesk,

e Amazon EventBridge > Partner event sources (0] [c]
Amazon EventBridge ¢ Partner event sources
Dashboard
(@ You don't have any partner event sources set up yet. Browse Amazon EventBridge partners below and start with 'Set up'.
¥ Developer resources \
Learn
Sandbox Amazon EventBridge partners (60)

Quick starts | @ search partners

¥ Buses
Event buses Updated

Rules

Global endpoints

F.\\ Adobe

Archives
Replays
Adobe is changing the world through digital experiences. Our
¥ Pipes game-changing innovations are redefining the possibilities of
Pipes digital experiences. We connect content and data and introduce

new technologies that democratise creativity, shape the next...
¥ Scheduler
Schedules

Learn more ( setup )

Schedule groups

¥ Integration
Partner event sources -
Apptrail

Connections
¥ Schema registry Security teams on AWS use Apptral to build realtime
detections-as-code using Python, correlate across events &
alerts, and hunt threats by quickly narrowing on 10Cs at
petabyte scale.

Schemas

) (o]
stripe

Stripeis a finandial infrastructure platform for businesses.
Millions of companies—from the world's largest enterprises to
the most ambitious startups—use Stripe to accept payments,

grow their revenue, and accelerate new business opportunities.

Learn more ( setup )

atlan

Built by a data team for data teams, Atlan is the active
metadata platform for modern data teams. Atlan creates a
single source of truth by acting as a collaborative workspace for
data teams and bringing context back into the tools where...

Jira, Slack #1 ServiceNow &

&

Stream salesforce events directly to Amazon EventBridge.
Analyse events originating from Salesforce instance, with
targets such as Amazon Lambda, Amazon SQS, Amazon SNS,
and others.

Learn more (

!."1 AuthO

AUthO, the identity platform for application builders, provides
developers and enterprises with the building blocks they need
to secure their applications.

Salesforce
via Amazon AppFlow

Amazon AppFlow enables streaming of Salesforce events
directly to Amazon EventBridge. The connector will allow
developers and teams to route, process, and analyze events
originating from their Salesforce instance, with targets sueh ...

Learn more (" setup )

Consume authentication and authorization events emitted by
Authress to trigger custom actions or integrate with your
existing SIEM (Security Information and Event Management)
system.

AWS BB RS R |, A8 Jira, Slack # ServiceNow @& 4, ELEEAETE AWS T2 F

#rEE =PI ITSM = ChatOps FARFERL — —1

RPN ENEEBRRES —BERED.

SR4: BERENITEES

FRZR April 29, 2026 16



AWS 22 BHEFER (EFE IR
BENER

AWS Z2EHEE BREAN ITSM FAES  BBRETFSEHERNOETERE  HLENTE2R
B, EEFRAREMNBRLFHERT BIIRENTER , BENR LB AWS FREMBRE
BEHEERENTRM. ZBF A EventBridge EITSHERBE BB , AJRKEMTEZENR
2, BERRERZESEANRESM  HEFREH. EEM NI ETRIZLTHMANARTY
B, hEOERE , YERES4GEELmBERPRASENEZRR,

WMEIEBREA , 52 AWS Jira. Slack 1 ServiceNow B #if5l fi# R 5 2=,

SIEM M/AE TR

AWS Z2EHEE T2 EEK SIEM FIEEFE, T8 , EZREBMAWSENRFIF , AWS
SIRT B fEE €A BERRE/T o AFAZE SIEM BIEEBE, SIRT ERBEREES S ERIRIETINE
Bt WinB B HESEERERETAE RS,

AWS SIRT t 2EZEERMN MDR RIHENE=ZFAEERREIE , HEESHBRECIEIE RN IHHA
BFo

figk A : BiSE O NEEEN

TERTER, WEBF S ERRE AWS BEFERK, LERATE AWS SIRT EREE4H B HRIRE
BIERIAR,

IR #1 SOC AEB#&EN
E IR| x N 4 H T DNS VPN 2k w EDR IDP
8 soc E, I ;. ftr = (i | 2w A A |AV | | fZ
A P/ =} =] H FR FE X iy e =
g = A I W AWS 28 R Z8| T HR
A 2 CIDR CIDR MR = IPs ( HER PR 5% o) A
=N R & i % 15 3 N IPs 2} BT
& i fit + i} =
. & i3 = =
£ A 2] Amaz B
B4 Route

1 SOC Prima 10.0.C 5.5.6( Azure us- N/A  Direct Nginx 8080 CrowdS Entra, Azu
Commai 16 20 east-1 Connect Websen ke re
. John (Azure . us- N=] (8 Falcon
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https://github.com/aws-samples/
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- REIFE
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- BRI REEHEE
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3. BERNPEERREEREZTRG,

DNS

VPN 2

| B FEA
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https://repost.aws/knowledge-center/get-aws-technical-support
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[8=7 EDR E4&] Security Hub
CSPM

GuardDuty B EEERERE
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B E|ERABE

XA AWS #E18

&R = B2 22 17 B3E# AWS Organizat
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ENEREEES/ZEIEIRF
mA

REKEEEFHMEN

BEER (RETDOEMNREESE
THERE ; BRBEFACHEEE

EIRS ; REEHIEE )
BRI

BENRIER SR
RRXZLBHEEEERE]
£%E Amazon EventBridge &
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AWS ZLEHEL FHEER
RACI ©% :

- BEF R)- BT IEATREEN—F

- BER A - —FERETEEERTHREBHEE
B (C)- B RERYE ETEMBEN—F

« BAH () - EfEup-to-dateEEW R ETEOBAN—F

EEUX B ERIRF

REIRFZARBERFHMEN. FHENBKRSB4EEERKFEEEN , URBLNEEFEERTN
BERLEH AWS HIRF. BRI AWS K2 EHEE KEERIKRFEA Amazon GuardDuty
ZIRBE AN HERERSEE AWS Security Hub CSPM,

LEMEREBETUER BZEEN AWS K2 EHEE KEEKIKRS AWS Organizations, &R AT
Organizations BE ik F 5 Organizations ZREEERFH BRI KX EEK.,

EREREESIRSF : AWS Z2EHEE EEABNRFEEVREREESIRF P, RMIERE
EREREM AWS Z2HERRBRENHERBREES, R4t 12 AHBREESIRF ID, RAEE
AR LA AE

/A Important

ERERAEREEESRFIRMAREN— H?f AWS Z2EHEE BEETELMN AWS
Organizations EEIRF H H EUE_LFJ?FEE’J BRBEEAC. FENTIZER , £ AWS
Organizations EEIRFHF BRI AR,

BUBKERLAS (T2A )

1. B AIEE AWS Organizations BIEIRS,
2.  AWS Command Line Interface fif i &R 89 75 75 FEL AWS CloudShell = A HER 7

BRE,
3. f{EF aws iam create-service-linked-role --aws-service-name
"triage.security-ir.amazonaws.com" --no-cli-pager CLI @55,

4. (EH) FEBROTTRBERENE , FHTHD aws iam get-role --role-name
AWSServiceRoleForSecurityIncidentResponse_Triage,

B EERIRSE WA April 29, 2026 20


https://console.aws.amazon.com/cloudshell/home

AWS Z2EHER HREER

EABREANKRS | BEUIKRFRTENIREEEES AWS Z2 54 B2 REERNTRKE
BERIRFE, EBTHNEASTSEEBLRSFIRE , SIEY, FRNEEFEATRNESHERED,

BELAEANEEFT AWS Z2EHELE,

NEFAFTORESR , BSEFEABR AV 55T,

EHM AWS T2 SHEE SELE,

HEME IAMFFH , B LLERE TSR .

- BEIAMBX  RREERZEFEAE. FEIAEHN IAMBER , URARERTFXENTR., SA0E
& = https://console.aws.amazon.com/iam/ : Users//, Permissions

- BT  ERXMTRIBHUMENEE, i, MREEEFIRA , FEH ListCases, MR
BREYLENGT , B2WEIEBRAR.

« £/ AWS CLI = SDK : A L ERFHIEXERFTFES P EMA AWS Command Line Interface 5
AWS BB EHIRIFFFA, Hlan , B AWS Command Line Interface , A LL#{T aws sts
get-caller-identityan & RERFE B AN ERAEF A,

- & AWS CloudTrail A7 : B8 CloudTrail B , AEFLERMITHERERET EERLE, EAH
B 4838 BRI 5T AT R R

- M IAM BURIERES | IAM BEEERSER—EIE , JELIE IAM BERUEEHEZNFTFINE
&

= o

(® Note
SRISREERBRBNEEHINIT AWS WBEMBFRTE,

RIERBEBERFFMER
- REUS R R B AR RS AWS BiF # .

/A Warning
AR EEREEM AWS B RBEAERE.

- BEEEARE AWS Organizations E B BE (L (OUs) IZHEE(E AWS Organizations 5 KI5
EREERKEEHE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
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« BRBUER M RRUL R EBEENERE,

- TEVREBRASAERYREERTHEREFRMYE. ELMEASEB IS ESHTREB A,
E-REERELLATFEMEBRBA , MERSADEEKHEDTSMEBBEA

- RENREEREREZARR. ERUHEILER AWS RANEBESEIR,

A IR 5 B2 2 7 B3 AWS Organizations

WMRBEELERTE AWS Organizations iR # @ WEE , EBNKEERSR TFEBPAERER
FHEEEE, ERXENERTERBRIEFK , BHIRFEEBHERN.

NREBEFERRTE AWS Organizations BIBEZ 9 WEH , YA EHNHREERRHEFEABEN
(OUs) A , B BEERBREEFE OUs THAMMBIIRF. ESEMME OUs ¥ OUs THIRF., ER®
IEL OUs FIHBIRIRF B , BABIRF 2 BB F#.

ERE-STHIRBBBEVNREEY  F2REASZEIRFEBEN AWS TR,

REE B E ENRES E TERE

AWS Z42EHES SE R MFEM Amazon GuardDuty # Security Hub CSPM BEELHNRBE
o BEMALLINAE , XERA Amazon GuardDuty, EF AR BB AWS Z2EHESE K08
REXIEFER K FLNEKUTUEIAREBENEE, 0F NMAEHR AWS Z2E4EE Amazon
GuardDuty 1 BYFE#HE A AWS Security Hub CSPM , 552 & 15 ma #9281 F1 o A — 8,

MREBEMABE , BFEY AWS X E Z0ILIMEHEGE, FHRLSSHMER , B AWS IRF
ID MEERERFHIE TR E 2N EMER,

(® Note
MR EE Amazon GuardDuty Z1E#R A, RESBAEKTEBEERIERBEETMER , &7
LA F RABIFER Investigations and Inquiries B3I AWS XEHIRHI , LAFEH AWS RLEHFE
2 B, WEFHEF K BFBEEL AWS ZEHNEH,

LEINBET R AWS R SHEER ERNRBREEBTIAIERERFINERPIE AWS BFEHNREL R
RTRENINEE , AWS R£EHEL SEHE ANMERENERFHEIREERAE AWS
Organizations, 78 , R BEBIRE , BUBAFBHE N REER A @ RERUHE I,

AWS Z2EHELR AT EERFPRURBERAR, S4AE EERFHIFHEILAR, M
FAMET  F2RENREERIRFTNER ISR,

# iR B 2 B3Rt AWS Organizations WRZR April 29, 2026 22


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://docs.aws.amazon.com/security-ir/latest/userguide/detect-and-analyze.html
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html#creating-a-support-case
https://docs.aws.amazon.com/security-ir/latest/userguide/select-a-membership-account.html
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THEATHOENBEEHF

ELRMATHEENMERD R , AWS Z2EHELS S HE N5 HEKE Amazon GuardDuty F
Security Hub CSPM I Z2RBER R, EUHBHIETERES , NERFESRET IR EDH
7

BEHFTA

- BUMEAE  BEDSERFUNMEEEARY (HFEENELRAE ) B, AWS REBHE
# & BB Amazon GuardDuty R ZRIBEAE , WERTMSIRAI , LB LM EEEAE KK
EEEE&O

- MEIRA : WARFEETE Amazon GuardDuty 1 Security Hub CSPM R EZ M HIF BB EHZHR A |, A
NEREERECHRFERNVEZEFTE |, fIFEAN IP thit, IAM EEBMEZERETA,

« BAIRBUEKE : £/ SIEM H i3 Amazon GuardDuty BB E G ESREERFEMm A
BRL , RARKEERENREYEBHEFRMBEBEFTE, ETNE AWS Z2EH4EE RKE
SIEM K93,

BREHFHEESTE
UL REESHEFNEBEEENHTIASRINELRA AWS ZEEHES

1. BEZE Amazon GuardDuty £ &

2. BRIEMEFE

3. BB BEEEERGTIERHE

4, EMBERANZHETEE , SRR

EEZESH .

- HENBEEBFESREE Amazon GuardDuty F 90 X , It AT 1E X HA R BB AR 4R
« EATLABERFIEIB Amazon GuardDuty £ &5 kS MIBREE 1L 38 Bl
- BB EREFEFEEELNIRE  BERERAZERMELRHDRR

B BERSEHE , AWS Z2E4EE UFTEFIBEURERBZE | flInfEEHEARN
FHEWMBBAER, BEER  EXEHEERETSRAEFTHEE, EERTELEFEE , &
WALV ENF TR FR®E. EFLUEIBEE AWS CloudFormation StackSet ZRFER , B StackSet
SEUMENAL,
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https://docs.aws.amazon.com/security-ir/latest/userguide/working-with-stacksets.html
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- £/ CloudFormation StackSets
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HAWS Z2EHER T2 BRRACREHEHALEERNESE. TBEERE , URMEH
RORBFTH

SO EER
EHURASHEEEBUAFINESCEERKERFAET.
£54: D ESL]

BRENBARFIERERERERBMANCERN AWS XERFINYE , UREERHBAETEENE
REERA, cSRTHRABARIIFAENFEEE , WIKREN,

BERNEHEEERK

ENEHCEEXKTESHEEEFNRZEREE. ZHESTURETNANREEEMAKNBERN —
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RN EEENEF I FEENEFEARERKE. ZE2oME,. BARXARTENZEEEERK,
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AWS ZEEHER HRERER

Communications

Select communication type

Case acknowledged

<]

Case assignee updated
Case attachment scan failed
Case attachment scan succeeded

Case attachment uploaded

(<< < < <)

Case attachment URL uploaded

Case break glass

<] <}

Case closed

(<]

Case update case status

Deregister delegated administrator

Case comment added

|| Case comment updated

Case created

Case entitlement updated

<]

Case owner updated

(<]

Case pending customer action reminder

Q

Case updated

Notifications about cases, such as new case creations, New case

updates, and case closure

Case updated to service managed

Disable AWS service access

Membership cancelled

oo

Membership created

<]

Membership updated

Notifications about changes to membership, such as membership account updates and cancellations.

<]

4 BELHBE

AWS Security Incident <
Response
Dashboard
Cases
¥ Configure notifications and
permissions
Incident Response Team
v Manage membership
Accounts

Settings

Documentation 2
Amazon GuardDuty 12

AWS Security Hub 12

FRERBARRE

RIBER , SHOEEBRXERBAFMBET. EUER LRSS RER

Register delegated administrator

@ 1 teammate successfully updated.

Incident Response Team i

v Set up your Incident Response Team

Add members and grant permissions

Configure your team by adding key stakeholders from within and outside your organization. This can include stakeholders.

such as legal,

Teammates (2/10)

You can specify up to 10 members In your Incident Response Team. Additional members can be added for Individual cases.

Name

John

sarah

or 3rd party

N
|

y

Job title

Security Engineer

Security Manager

=8

Receive email notifications by default

Team membe

any case that

default. can be removed before

creating the case.

v | emai

John@security-engineer.com

sarah@security-manager.com

otified for any

v

Edit Delete Add

Communications

Case updated
Case acknowledged
Case status updated
Case comment added
Show more (+11)

Case created
Case updated

Case acknowledged
Case status updated
show more (+12)
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LHBEARERETEFNCREFLERRNED N , ARERSSHBFAEEIBAN S,
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LR TE o

WK S B2 AV EEE AWS Organizations

AR AWS Z2E4 B2 | B UZERERB IS ERBEN OUs), MBERUSFE OUs , EAYAK
SERAGREBNELERN OUs WIRF, MAENZEES  MENKEERSREEBANRE
MR

MEFHMEN  F2EEH EE AWS Z2EHELE tRF AWS Organizations.
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EF OU B3

EEEELNREERKEZHE .

1. BEERFABRERR

2. IEEUHTE OUs SUEMEE K S EHRE M EIBIH OUs
3. EREVEEEK S EKRE R OUs

4. \—TEMBBLREFREERK LA OU EAH

EEE  ARLROARNER , WBEREEEEN S ERTUEBEBAYE OUs, BIEEHRYE
ENEEAR , WEMNRER - CRBAUEFENREER , LERERE OUsmEFBUEMER
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(@ Note
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AWS Z2EHEESRE M2 EHRE Amazon GuardDuty By % 2128 AWS Security Hub CSPM , &
FBRBENREREMERA |, U LEFLENRE, AWS Z2E#ER T2 (SIRE) BXERERS
BEE  WREEHENS|IELHNEKRERFBEBRE, NRFE , BUURTFREREEEEFBEN
AWS Z2EHES 5T,

AWS Z£EHEE 75 NIST800-61r2 ERZEEMHEEEENZLEAERE, BERNTESUERE
¥, AWS Z2EM4EE RH-BNZ2EHEERE , LERRENCE AWS BRBHREEHH

REEK.

E AWS Z2EHEE Bl RENEFRLZLWHEE , AWS SIRE 8 #THE. BREWRERR
SEHNMBHER , fl0 GuardDuty 2. Z BN NZER. BTEFNEHED , WRHEFREK
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https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
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IEABUER AWS ZEEHER AN RELZ2EH, ER2EHPBTESE. AWS Z2EHE
2 EEAABCNFBRNRBAEREEMH, 2WEF  URSREFER, ENSFEBHBRRNY
IEFRIRM T AR R INIE L 2 47

R S R 18R SRR

(® Note

AWS Z2EHEE RBEXAT 2IEEZ X BE R EH H IR A ENH A
MEM AWS , MERASFHMAES , F2EERIDERBFEEME.

Amazon GuardDuty

EEAEREEB A GuardDuty , 5528 (Amazon GuardDuty A EERE) FHSetting up
GuardDuty—§f,

BINEREENE BN DA GuardDuty AWS [Eif, iET i GuardDuty EA BB AKEEES
EXTHNRERLR  IEELRTBEANES PR M, WEHMAER , FSH Amazon
GuardDuty [& 13 3% 2

AR GuardDuty A& AWS Z2 B4 EE FIBEZREERNER , HRHBBINEE AWS REF
BHEREBEENEN.

AWS Security Hub CSPM

AWS Security Hub CSPM AT AR B8 AWS RN ENE=FH R MR RENLLTAERR. &
BRATIHE AWS R EAKS ERANRERELAEN T ENHEEE.,

= ZE A Security Hub CSPM E2 Organizations B4 , 328 AWS Security Hub CSPM £ A& 15
Mo

BHZEH N AE Security Hub CSPM LRAAES. HRE=ZFERES A LUHEEX BEES
AWS Marketplace , REREE S, BEEENARMEHNELEIBNER, E—F 7THRNAEA AWS
Security Hub CSPM #4&,

AWS Z2EHEE TUERETH T ERSRFERNBAEREEE AWS Security Hub CSPM :

» CrowdStrike — CrowdStrike Falcon
o ZIKED — FEIKED
* Trend Micro — Cloud One
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html#guardduty_enable-gd
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_regions.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_regions.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-partner-providers.html#integration-trend-micro
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AWS Z2EHEE SEHHFEB 2 BB E A RS EEREEHEEBEEA Amazon GuardDuty

RELR, BUUREESEREEFREHTIZENMEEHE , SUE Amazon GuardDuty EEAFRIEE
HEWMBEEE, MEFMET , 5520 (Amazon GuardDuty F &) PHFE GuardDuty Fi2
EFRGEELENFAESER. Amazon GuardDuty

AWS Z2EHER SR HRFEB S, BHBYE A B EEESMHEEIREAN Amazon GuardDuty
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7 , LATE Amazon GuardDuty R EFRACHENEEFTE, NEFHAHTEETENFHEENR ,

=28 (Amazon GuardDuty fE & ER) FEVEEAREESE,

AWS Security Hub CSPM N Z £ AERRK , AR ENESEREER , XL TEH2ECH
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CSPM BRE/FE., MRS EHERBEEEARMNEARTHHERY , RSB EIHEERESE
B, W THEREMREEFH A SUPPRESSED,
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AWS Z2EHER eRHIBRLAERR. ?EEFEIMREZARFENER , SEAERERE
. AWS BREHEER. AWS oskMEZZEER ( Hltn AWS CloudTrail 1 VPC R ). AWS
BEEE  UREESREHEER AWS MIAFNHBRENAE , LY EEIZNIBRERKRBHNT

MREBSBHEEAINEBRAYY , RRRTESREE - SHHEEF,
2 BHEREREHE

AWS Z2EHES Engineering 2 — £k, BRUANZEERASER , BfF AWS NLZ2EH#
CIENERANE. NREDH7EEZYNEHEHRERY , AWS R2EHER AITEE2HEATES
AE. WREHZM Security Hub #EX , RIS EMERER R FRUFHE , B AWS Z2EHER
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B T281 AWS RLEHEEIRTHRIER AWS Z2EHER T RAEPNZEEHEERPIREE
BNSHLOEERED , UREEERBEAINEFD L RELE AWS EEAEH,

EAZEREN -T2 , AWS Z2E4FER b LIEA EC2 Triage £ Amazon Elastic Compute
Cloud #TEBAKERAEEN. AR , LI AWS T2 EHER O EETE Amazon EC2 #
17{E 88 £ #4117 AWS Systems Manager Run Command , MREREE R, BREHTHNEFNMIOMTR
mRE  MAFZEEEFIHTER.

EC2 Triage XE T HEXR# -

Linux
* Amazon Linux 2, Amazon Linux 2023
« Ubuntu 18.04, 20.04. 22.04, 24.04
» Red Hat Enterprise Linux (RHEL) 7.x, 8.x, 9.x
+ CentOS 7.x, 8.x
» SUSE Linux Enterprise Server (SLES) 12.x, 15.x
* Debian 10, 11, 12
Windows
« Windows Server 2012 R2
* Windows Server 2016, 2019, 2022

EEMF EC2 Triage , 844 8#% Containment with EC2 Triage CloudFormation EZ<5 2 Z & HY 1R
F. MEFHMET , 5528 E A CloudFormation StackSets, B & Amazon EC2 #{T{EEE %A%
W #1T SSM Agent , T EHE LRI A EE AWS Systems Manager, MEFEREEN , FLHEETE
Amazon EC2 #1T{EEE Y Systems Manager,

e

AWS Z2EHER ZBRZ2EHOERFESHAOEERED A ER:HAEPEENE. 2@ AWS
Z2EHEE TENEIRXERE, BATAESHE  MANBANREYLZEHE ; B FUFRES
DM Rm , PIAAFER ; BRBHEBNGEX ; MR EREER

AWS Z2EHEE THRENSHOEBRERDR K SHELEN AWS Z2E4 B2 RERFHEYR
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https://docs.aws.amazon.com/security-ir/latest/userguide/responding-to-an-aws-generated-case.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
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AWS Z2EHEE SRBE[BEFENREN D EER , UFENFXNEE[EEE,
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ELHRFIRBEEATE , 8 AWS Z2EHESE EXEE Amazon GuardDuty 2 1F 7 BIsFAWS
Security Hub CSPM BE{L#HHl, BLRASHFFESHMNRETEEEMNRIER ( HIARIE IP i
#F. ASN. X TBHEE ) HARFERZR, AWS Security Hub CSPM 15 BIH SF B8 5 IEf 5
10, IREAEEFHBTEENRAUBEELEH.
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Al AEREEN
B

BA A BHRAEREREAREFN AWS R4 EE TREMEE , UNERELRE, EXFEY
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BERHI,

FTEER

- FTRE-REEARDEERRKERE , BREHR Al BRLMAEEXAR,

. ﬁiﬂﬂﬁ?é%ﬂ&% ~- #EBEBZE# AWS CloudTrail, 1AM, Amazon EC2 H Cost Explorer ;¥ F
oMo

. ﬁ?ﬁnnnf‘?ﬁ DESHEZ£MBE  MAEE AWS BRI ERAR,
- ERNEME - RERSIEBTFNHAERETEL T ERNRHE,

- TEAUEZY - TEERASEBEHLE A AWSServiceRoleForSupport & AWS CloudTrail
To

Al AERERER WRZR April 29, 2026 32


https://docs.aws.amazon.com/guardduty/latest/ug/findings_suppression-rule.html
https://docs.aws.amazon.com/securityhub/latest/userguide/automation-rules.html
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Al AEREEXNEST AWS X EN L2 RFREREBCIERE .

1. ROIEL - BEFERARRLRAEN LTS EHEETREPET AWS BN ERH,
2. TR
- REEHOEIRMERMES,
- FEIEF, Al REREFRBEAEIFERE.
3. NEME (ER) -FRAETRESHREEHE , MKEREFHEA .
- ZEEM AWS IRFE IDs
- HRHIAM 8 (EAE. AR, FISR)
- JEERHDIFF (S3 REIFATH. EC2 #ITIER. ARNs)
- AISEEBMREEE
4. BERYE - KAEEXSBEBHEHN AWS ERHRR :
 AWS CloudTrail - EEE#HERBA AP FEALFNSEED
« IAM - EREMBEF, BREFENHE TR
- Amazon EC2 APIs - R RnEH BRI HRIE A
« Cost Explorer - EEERERENKEMAZER
5. MMM ERN - AEERXBEREABIR. AR L ERESHR B,
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2. BRRHERSIRER,
3. MERERR. REBMNAENAERE.

AN BEERABRERADEMARABABRTNIER , UERLMRHET — LR,

ERFENETA]

Al AEREERXNEFHAWSServiceRoleForSupport RIER A RKFE AWS &R, LAGIEM
W B IR R A MEERT T,

ERAEHTHAIESESRHEE A AWS CloudTrail , EEXEFREARRKATHREEMNER., &
AWS CloudTrail BFEH , SLEERE M AWSServiceRoleForSupport,
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£/ Al XENREIREZE , 7
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- AWS Z2EHESR SRA - lRIE4EIER AWS Organizations EEIRF A
« AWSHEMRFIFBRE - Al AEEBEAN AWS IENRS (FEEREERH ).,
- AWSServiceRoleForSupport - LIRS ERZACEBEBHEYL , WIRUHRAEREERXFMENGT T,

AEY HA

BEEY AWS XENRFIAFHHERER , IAM EBFEEZETIIFFT :

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"security-ir:CreateCase",
"security-ir:GetCase",
"security-ir:ListCases",
"security-ir:UpdateCase"
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RERER. CUTUERAXIEEHEBEFIMRN SSM X, BITHTES , REF=SEREHEH
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AWS L2 EHES REXEHTIENBHEME , UNREERE  YRIBETAEECREPERE
EEENRE. KWRATERRHERCEHINNEE, $EELERERE , WEAEHERBLZ 2R
&, RESTNER , BTENEHEE, XENBFHBFEETI FERPRHA,

EC2 &4l
AWSSupport-ContainEC2Instance &I B 8L E#1T EC2 BITERBHN XM &S , FHITHE

BRETBEYHT , ESREEE[HORRZBREEE  WHIEEE VPC RANEREH.

/A Important

ARLER  BAENERERTERARERLREMER , AEHMHNZEFHENIL SSM X
HERRBERRNRE, NFFBER , F20H RBEZRM SR RRE S —§.

|IAM & &l

AWSSupport-ContainIAMPrincipal 8H BBt 28T IAM FRERACKH A EEEES , &
RAESACEE IAMF | BigHERH , EEEEXEIRFEPHNEREA.
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« BERFRERNEFAME (Fla, AFEEAAE )
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R ER

ERBREER , FRLEBBIMERFIEZEENIRS. ERMNHTER , fIUORREZHRE. BREAR
MERERE , UREFEMARRENFE , AEBEREFERT —NEMH,
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AWSTemplateFormatVersion: '2010-09-09'
Description: 'Template for production SIR containment roles'

Resources:
AWSSecurityIncidentResponseContainment:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainment
AssumeRolePolicyDocument:
{
'Version': '2012-10-17',
'Statement’:

L

'Effect': 'Allow’,
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },

'Action': 'sts:AssumeRole',
'Condition': { 'StringEquals': { 'sts:ExternallId': !Sub

"${AWS: :AccountId}' } },

1,
{
'Effect': 'Allow’',
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:TagSession',
.
1,
}
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentPolicy
PolicyDocument:
{
'Version': '2012-10-17"',
'Statement':
[
{

'Effect': 'Allow’',
'"Action': ['ssm:StartAutomationExecution'],

'Resource':

[
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-

ContainEC2Instance’,
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-

ContainS3Resource'’,
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'Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainIAMPrincipal’,

1Sub 'arn:${AWS::Partition}:ssm:*:${AWS: :AccountId}:automation-

execution/*"',
1,
I
{
'Effect': 'Allow’',
'Action':

['ssm:DescribeInstanceInformation', 'ssm:GetAutomationExecution',

'ssm:ListCommandInvocations'],
'Resource': '*',
iy

{
'Effect': 'Allow’',

'"Action': ['iam:PassRole'],

'Resource': !GetAtt
AWSSecurityIncidentResponseContainmentExecution.Azn,

'Condition': { 'StringEquals': { 'iam:PassedToService':
'ssm.amazonaws.com' } 3},

},
1,
}

AWSSecurityIncidentResponseContainmentExecution:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainmentExecution
AssumeRolePolicyDocument:

{
'Version': '2012-10-17',
'Statement':
[{ 'Effect': 'Allow', 'Principal': { 'Service': 'ssm.amazonaws.com' },
'Action': 'sts:AssumeRole' }],
}
ManagedPolicyArns:
- !Sub arn:${AWS::Partition}:iam::aws:policy/SecurityAudit
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentExecutionPolicy
PolicyDocument:
{
'Version': '2012-10-17"',
'Statement':
[
{
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'Sid': 'AllowIAMContainment',
'Effect': 'Allow’,
'Action':

L

iam:AttachRolePolicy',
'iam:AttachUserPolicy’,
'iam:DeactivateMFADevice',
iam:DeletelLoginProfile’,
iam:DeleteRolePolicy',
iam:DeleteUserPolicy',
iam:GetLoginProfile',
iam:GetPolicy',
iam:GetRole',
'iam:GetRolePolicy',
'iam:GetUser',
iam:GetUserPolicy',

iam:ListAccessKeys',
'iam:ListAttachedRolePolicies'’,
'iam:ListAttachedUserPolicies’,
iam:ListMfaDevices',
jam:ListPolicies’',
iam:ListRolePolicies’',

jam:ListUserPolicies’,
'iam:ListVirtualMFADevices',
'iam:PutRolePolicy',
iam:PutUserPolicy’,
iam:TagMFADevice',
iam:TagPolicy',
iam:TagRole"',
iam:TagUser',
iam:UntagMFADevice',
'iam:UntagPolicy’,
'iam:UntagRole’,
iam:UntagUser',

iam:UpdateAccessKey',
'identitystore:CreateGroupMembership’,
'identitystore:DeleteGroupMembership’,
'identitystore:IsMemberInGroups',
'identitystore:ListUsers',
'identitystore:ListGroups',
'identitystore:ListGroupMemberships',

1,
'Resource': '*',

iy
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'Sid': 'AllowOrglListAccounts',
'Effect': 'Allow',

"Action': 'organizations:ListAccounts',
'Resource': '*',

'Sid': 'AllowSSOContainment',
'Effect': 'Allow',
'Action':
[
'sso:CreateAccountAssignment’,
'sso:DeleteAccountAssignment’,
'sso:DeleteInlinePolicyFromPermissionSet"’,
'sso:GetInlinePolicyForPermissionSet',
'sso:ListAccountAssignments’',
'sso:ListInstances’,
'sso:ListPermissionSets’,
'sso:ListPermissionSetsProvisionedToAccount',
'sso:PutInlinePolicyToPermissionSet',
'sso:TagResource',
'sso:UntagResource’,
1,

'Resource': '*',

'Sid': 'AllowSSORead',
'Effect': 'Allow’,
'Action': ['sso-directory:SearchUsers', 'sso-
directory:DescribeUser'],
'Resource': '*',
I
{
'Sid': 'AllowS3Read',
'Effect': 'Allow’',
'Action':
[
's3:GetAccountPublicAccessBlock’,
's3:GetBucketAcl',
's3:GetBucketLocation’,
's3:GetBucketOwnershipControls',
's3:GetBucketPolicy',
's3:GetBucketPolicyStatus',
's3:GetBucketPublicAccessBlock',
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's3:GetBucketTagging',
's3:GetEncryptionConfiguration',
's3:GetObject’,
's3:GetObjectAcl’,
's3:GetObjectTagging',
's3:GetReplicationConfiguration’,
's3:ListBucket’,
's3express:GetBucketPolicy',

1,

'Resource': '*',

'Sid': 'AllowS3Write',

'Effect': 'Allow’',

'Action':

[

's3:CreateBucket’,
's3:DeleteBucketPolicy’',
's3:DeleteObjectTagging’,
's3:PutAccountPublicAccessBlock’,
's3:PutBucketACL',
's3:PutBucketOwnershipControls"',
's3:PutBucketPolicy',
's3:PutBucketPublicAccessBlock',
's3:PutBucketTagging',
's3:PutBucketVersioning',
's3:PutObject’,
's3:PutObjectAcl’,
's3express:CreateSession’,
's3express:DeleteBucketPolicy’,
's3express:PutBucketPolicy',

1,

'Resource': '*',

'Sid': 'AllowAutoScalingWrite',
'Effect': 'Allow’',
"Action':
[
'autoscaling:CreateOrUpdateTags',
'autoscaling:DeleteTags',
'autoscaling:DescribeAutoScalingGroups',

'autoscaling:DescribeAutoScalingInstances',

'autoscaling:DescribeTags',
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}I
{

1,

'autoscaling:EnterStandby’,
'autoscaling:ExitStandby',
'autoscaling:UpdateAutoScalingGroup',

'Resource': '*',

'Sid': 'AllowEC2Containment',
'Effect': 'Allow',
'Action':

L

1,

'ec2:AuthorizeSecurityGroupEgress',
'ec2:AuthorizeSecurityGroupIngress',
'ec2:CopyImage’,

'ec2:CreateImage’,
'ec2:CreateSecurityGroup’',
'ec2:CreateSnapshot’',
'ec2:CreateTags’,
'ec2:DeleteSecurityGroup’,
'ec2:DeleteTags',
'ec2:DescribeImages’,
'ec2:Describelnstances’,
'ec2:DescribeSecurityGroups’',
'ec2:DescribeSnapshots’',
'ec2:DescribeTags’,
'ec2:ModifyNetworkInterfaceAttribute',
'ec2:RevokeSecurityGroupEgress',

'Resource': '*',

'Sid': 'AllowKMSActions',
'Effect': 'Allow',
'Action':

L

]I

'kms:CreateGrant',

'kms:DescribeKey',
'kms:GenerateDataKeyWithoutPlaintext',
'kms:ReEncryptFrom',
'kms:ReEncryptTo',

'Resource': '*',
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'Sid': 'AllowSSMActions',

'Effect': 'Allow’,

'Action': ['ssm:DescribeAutomationExecutions'],
'Resource': '*',

1,

EC2 Triage HIBR ]

HWEARRILEHR EC2 Triage Thee AT ANBEH AR, MREFEERLFAEHRE Amazon EC2
#1TIEEE 81T AWS R EHFEE Systems Manager Run Command , 55/ At &7,

AWSTemplateFormatVersion: '2010-09-09'
Description: 'Template for AWS Security Incident Response containment roles'

Resources:
AWSSecurityIncidentResponseContainment:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainment
AssumeRolePolicyDocument:
{
'Version': '2012-10-17',
'Statement':

L

'Effect': 'Allow’,
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:AssumeRole',
'Condition': { 'StringEquals': { 'sts:Externalld': !Sub
'${AWS: :AccountId}' } 1},
},

{
'Effect': 'Allow',

'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:TagSession',
},
1,
}

Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentPolicy
PolicyDocument:
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{
'Version': '2012-10-17',
'Statement':

L

'Effect': 'Allow’,
'Action': ['ssm:StartAutomationExecution'],
'Resource’:
[
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainEC2Instance’,
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainS3Resource'’,
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainIAMPrincipal’,
I1Sub 'arn:${AWS::Partition}:ssm:*:${AWS: :AccountId}:automation-
execution/*"',
1,
},

{
'Effect': 'Allow’',

'Action':
['ssm:DescribeInstanceInformation', 'ssm:GetAutomationExecution',
'ssm:ListCommandInvocations'],
'Resource': '*',
I
{
'Effect': 'Allow’,
'Action': ['iam:PassRole'],
'Resource': !GetAtt
AwWSSecurityIncidentResponseContainmentExecution.Arn,
'Condition': { 'StringEquals': { 'iam:PassedToService':
'ssm.amazonaws.com' } 1},

},
1,
}
- PolicyName: AWSSecurityIncidentResponselnvestigationPolicy
PolicyDocument:
{
'Version': '2012-10-17',
'Statement’:
[
{

'Effect': 'Allow’',
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'"Action': [
'ec2:DescribeInstanceStatus’,
'ec2:DescribelInstances’',
'ec2:DescribeRouteTables’,
'ec2:DescribeSecurityGroupRules’,

iam:GetInstanceProfile’,

ssm:DescribeInstanceInformation’,

'ssm:GetCommandInvocation'

1,
'Resource': '*'

},

{
'Effect': 'Allow',
"Action': [

'ssm:SendCommand'

1,
'Resource': '*!'

}

}

AwWSSecurityIncidentResponseContainmentExecution:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainmentExecution
AssumeRolePolicyDocument:

{
'Version': '2012-10-17"',
'Statement':
[{ 'Effect': 'Allow', 'Principal': { 'Service': 'ssm.amazonaws.com' },
'"Action': 'sts:AssumeRole' }],
}
ManagedPolicyAzrns:
- !Sub arn:${AWS::Partition}:iam::aws:policy/SecurityAudit
Policies:

- PolicyName: AWSSecurityIncidentResponseContainmentExecutionPolicy

PolicyDocument:
{
'Version': '2012-10-17',
'Statement':
[
{

'Sid': 'AllowIAMContainment',
'Effect': 'Allow’',
'Action':
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'iam:AttachRolePolicy’,
'iam:AttachUserPolicy’,
iam:DeactivateMFADevice',
iam:DeletelLoginProfile’,
'iam:DeleteRolePolicy’,
'iam:DeleteUserPolicy’,
iam:GetLoginProfile"',
iam:GetPolicy',
'iam:GetRole',
'iam:GetRolePolicy',
iam:GetUser',
iam:GetUserPolicy',
iam:ListAccessKeys',
jam:ListAttachedRolePolicies’',
iam:ListAttachedUserPolicies',
iam:ListMfaDevices',
iam:ListPolicies’',
jam:ListRolePolicies’,
iam:ListUserPolicies',
jam:ListVirtualMFADevices',
'iam:PutRolePolicy',
'iam:PutUserPolicy',
'iam:TagMFADevice',
'iam:TagPolicy',
'iam:TagRole',
'iam:TagUser',
'iam:UntagMFADevice',
'iam:UntagPolicy’,
iam:UntagRole'’,
iam:UntagUser',
iam:UpdateAccessKey',
'identitystore:CreateGroupMembership’,
'identitystore:DeleteGroupMembership’,
'identitystore:IsMemberInGroups',
'identitystore:ListUsers’,
'identitystore:ListGroups',
'identitystore:ListGroupMemberships',
1,

'Resource': '*',

}I

{
'Sid': 'AllowOrglListAccounts',
'Effect': 'Allow’',
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"Action': 'organizations:ListAccounts',
'Resource': '*',

'Sid': 'AllowSSOContainment',
'Effect': 'Allow’,
'Action':

[
sso:CreateAccountAssignment’,
'sso:DeleteAccountAssignment’,
sso:DeleteInlinePolicyFromPermissionSet’,
'sso:GetInlinePolicyForPermissionSet',
sso:ListAccountAssignments’,
'sso:ListInstances’,
sso:ListPermissionSets',
'sso:ListPermissionSetsProvisionedToAccount',
sso:PutInlinePolicyToPermissionSet',
'sso:TagResource',
sso:UntagResource’,

1,

'Resource': '*',

'Sid': 'AllowSSORead',
'Effect': 'Allow’',
'"Action': ['sso-directory:SearchUsers', 'sso-

directory:DescribeUser'],

}I
{

'Resource': '*',

'Sid': 'AllowS3Read',
'Effect': 'Allow’',
'Action':

[
's3:GetAccountPublicAccessBlock',
's3:GetBucketAcl',
's3:GetBucketLocation’,
's3:GetBucketOwnershipControls"',
's3:GetBucketPolicy',
's3:GetBucketPolicyStatus',
's3:GetBucketPublicAccessBlock',
's3:GetBucketTagging',
's3:GetEncryptionConfiguration',
's3:GetObject’,
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's3:GetObjectAcl’,
's3:GetObjectTagging',
's3:GetReplicationConfiguration’,
's3:ListBucket’',
's3express:GetBucketPolicy',

1,

'Resource': '*',

'Sid': 'AllowS3Write',

'Effect': 'Allow',

'Action':

[
's3:CreateBucket’',
's3:DeleteBucketPolicy’,
's3:DeleteObjectTagging',
's3:PutAccountPublicAccessBlock’,
's3:PutBucketACL’,
's3:PutBucketOwnershipControls’',
's3:PutBucketPolicy',
's3:PutBucketPublicAccessBlock’,
's3:PutBucketTagging',
's3:PutBucketVersioning',
's3:PutObject’,
's3:PutObjectAcl’,
's3express:CreateSession’',
's3express:DeleteBucketPolicy’,
's3express:PutBucketPolicy"',
1,

'Resource': '*',

'Sid': 'AllowAutoScalingWrite',
'Effect': 'Allow’,
'"Action':
[
'autoscaling:CreateOrUpdateTags',
'autoscaling:DeleteTags',

'autoscaling:DescribeAutoScalingGroups',
'autoscaling:DescribeAutoScalingInstances’,

'autoscaling:DescribeTags',
'autoscaling:EnterStandby’,
'autoscaling:ExitStandby',
'autoscaling:UpdateAutoScalingGroup',
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]I

'Resource': '*',

'Sid': 'AllowEC2Containment’,
'Effect': 'Allow’',
'Action':

L

ec2:AuthorizeSecurityGroupEgress',
'ec2:AuthorizeSecurityGroupIngress',
'ec2:CopyImage’,
'ec2:CreatelImage’,
'ec2:CreateSecurityGroup’,
'ec2:CreateSnapshot’,
'ec2:CreateTags’,
'ec2:DeleteSecurityGroup’,
'ec2:DeleteTags',
'ec2:DescribelImages’',
'ec2:DescribelInstances’,
'ec2:DescribeSecurityGroups’',
'ec2:DescribeSnapshots’',
'ec2:DescribeTags’,
'ec2:ModifyNetworkInterfaceAttribute',
'ec2:RevokeSecurityGroupEgress',

1,

'Resource': '*',

'Sid': 'AllowKMSActions',
'Effect': 'Allow’,
'Action':
[
'kms:CreateGrant',
'kms:DescribeKey',
'kms:GenerateDataKeyWithoutPlaintext',
"kms :ReEncryptFrom',
'kms:ReEncryptTo',
1,

'Resource': '*',

'Sid': 'AllowSSMActions',
'Effect': 'Allow’',
'"Action': ['ssm:DescribeAutomationExecutions'],
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'Resource': '*',
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{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQ0Q00000000000000:usexr",
"arn": "arn:aws:sts::123412341234:assumed-role/Admin/user"”,
"accountId": "123412341234",
"accessKeyId": "*xx*",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQ0000000000000000",
"arn": "arn:aws:iam::123412341234:role/Admin",
"accountId": "123412341234",
"userName": "Admin"
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iy
"attributes": {

"creationDate": "2024-10-13T06:32:537",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-10-13T06:40:457",
"eventSource": "security-ir.amazonaws.com",
"eventName": "CreateCase",
"awsRegion": "us-east-1",

"sourceIPAddress": "1.2.3.4",

"userAgent": "aws-cli/2.17.23 md/awscrt#0.20.11 ua/2.0 os/macos#23.6.0 md/
arch#x86_64 lang/python#3.11.9 md/pyimpl#CPython cfg/retry-mode#standard md/

installer#exe md/prompt#off md/command#security-ir.create-case",
"requestParameters": {
"impactedServices": [
"Amazon GuardDuty"
1,
"impactedAccounts": [],
"clientToken": "testTokenll12345679",
"resolverType": "Self",

"description": "***",
"engagementType": "Investigation",
"watchers": [
{
"email'": "Ex*",
"name'": "***",
"jobTitle": "x*=*"
}
1,
"membershipId": "m-rlabcdabcd",
"title": "xE*M,
"impactedAwsRegions": [
{
"region": "ap-southeast-1"
}
1,

"reportedIncidentStartDate": 1711553521,
"threatActorIpAddresses": [
{
"ipAddress": "***",
"userAgent": "browser"
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I
"responseElements": {
"caseId": "0000000001"
},
"requestID": "2db4b08d-94a9-457a-9474-5892e6c8191f",
"eventID": "b3fa3990-db82-43be-b120-c81262cc2f19",
"readOnly": false,
"resources": [

{

"accountId": "123412341234",

"type": "AWS::SecurityResponder::Case",

"ARN": "arn:aws:security-ir:us-east-1:123412341234:case/*"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123412341234",
"eventCategory": "Management"
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GuardDuty fl R £MFAER R AWS Security Hub CSPM S#{FFE X B/ FEEL AWS &1 , A
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AWS RLBHER EREER
XOSELRBATENESPESLEE, ERNEZLEHOREESRFNKERF LHABEB HiE
AWS Organizations.

TEBREBNEERIRFREAZTRNEZESHLEEERIRF.

BN EEIRFUAREMNZEEHOEEESIRF, T8, AWS Z2BREEKERKZERE
RIER , REEILERE,

RARTRTBRERNZEEHOEER SRS S EIBUERTB.
NREBREMNZLBHOEREESIRF , § AWS R2EM4EE BREKZREZLEHEEE
EERFHEBBNMEXEIRF. AWS Z2SEHEE ET-BAMBEKEIRFRA.,

B M ZEEFE AWS Account Management

BA NZEEER, AWS Z2EHELE EEEBIRFNEREEESNEEAXERFNIEEEAN
FEER (FNEERBRBEAFMENR ) AWS Organizations,

FEATHRFRBAABSS AWS Z£EHEE NI ETFI.

® =IEFFT
BEHTELEYR , EXEAFETIER :

REefeiadm EEIRF ST ERF,
- BREBAARAF B IEE.

N

[

Console
BA NZEEENAWS Z2EHES
1. A AWS Organizations T2 &, BAEL IAM EFAEEA, BF IAM A6 | SRUERE
BIRFANRERE (TER) 898,
EEEHRPEERE.
AWS Z2EHES ERBBFEPRE
i##2 Enable trusted access (BAAEEEE).

ERAZEAEFIRYEELRT AWS Z2EHEE  BARBANER K AREERAZGEER
HY,

o &~ 0N
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AWS Z2EHER HREER
API/CLI

B BZEEFEE AWS Account Management

BT TImTE , B UEREBSNERIRS PR EAERREL Account Management AP 1
& | BEEBREMA --accountId 2ERSEBBPNRERS,

 AWS CLI: enable-aws-service-access

THEHSE AWS Z2EHEL WliRFVABTEA HXEEEFN.

$ aws organizations enable-aws-service-access \
--service-principal security-
ir.amazonaws.com

L SRR EEE @,

BEERZEESHOEEESRFPIIENFTY

BRI LLBREFAZREESRBELRN AWS Z2EHER KEEHK AWS Organizations, 4155 404
RFELHFUMNEN , B2 EEMEH AWS Organizations E2E 4 AWS R#%,

® Note

AWS ZEEHER FRFRAMTRENEER , 2HEBA AWS Organizations 51EE
%, MREMEH CLI/SDK , BIAEFE A EnableAWSServiceAccess AP| 51 RFEIELA L Th

fEsecurity-ir.amazonaws.com.

&% AWS Organizations B2 8 , EAREBEEERMNZLSHEREESIRF 20 , FHHER
BELBITT Y AWS R EHER B1F . security-ir:CreateMembership#l security-
ir:UpdateMembership, EXBEAREER ALNEBEEEMNLLEHEOEEESIRS
AWS ZE£EHER, FEXARRET AT I 15BN S EEE B BIE A AWS Organizations HI B
(=

EERTELNT , BEMLEIIRSER AWS Identity and Access Management (IAM) BUR 2 S T 5IBR
N
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AWS ZE BB £/ &5
{

"Sid": "PermissionsForSIRAdmin",

"Effect": "Allow",

"Action": [
"security-ir:CreateMembership",
"security-ir:UpdateMembership",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts"

]I

"Resource": "*"

MR EBEAR AWS Organizations EEIRFIEEAZMNZLEHEEREESIRF , RIENIRFBLE
= IAM Bi4E : CreateServicelLinkedRole, FEEMRE , AWS X2 EHEE Bl FANEZEESE
MEZE AWS Organizations BB B A,

= ZRIE# AWS Organizations EEIRFIEEAZMNZLEHEEEEEIIRSE | B THIRIRRFH
18 |IAM B |, d L AWS Organizations BEIRFE ) AWS #RF 1D BUS 111122223333 ;

{

"Sid": "PermissionsToEnableSecurityIncidentResponse"
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::111122223333:ro0le/aws-service-role/security-
ir.amazonaws.com/AWSServiceRoleForSecurityIncidentResponse",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "security-ir.amazonaws.com"
}
}
}
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A EEEREESR AWS ReEHES

RERMEE AWS Z2EHER BT EEZREEESNSR,

55 AWS ABNEE  FRLEAR ZESENES , THRERNZEEHOEEESIRFHNERS
No EREzH , FREELHR BEEZREZESHOEEESIRFAENFT T,

BEREINEFNSE , AENEBEEZERNZLEHEREERSIKRF, REEEBESeHITHIER,

Console
1. 7E https : //https://console.aws.amazon.com/security-ir/ FZ £ EHEREZR A

EEXA , BFEH AWS Organizations BN EEZE AE R,

2. EREEALAMN AWS B BEEE  ENEEAEBEEE RS SHOEEESIRFNE
o
3. ERZERBREUENUEER K SEEREESIRF,

API/CLI

- fEH AWS IRF HBEEH EAEEBHIT CreateMembership.

. ®E , BALUEH AWS Command Line Interface R {TIIEE, T5 AWS CLI 4 &
EEERNLZEEHOEEEERFE, U TRUTARKREREERNFHIEE :

"customerAccountId": "stringstring",
"membershipName": "stringstring",
"customerType": "Standalone",
"organizationMetadata": {
"organizationId": "string",
"managementAccountId":
"stringstring",
"delegatedAdministrators": [
"stringstring"
]
3,

"membershipAccountsConfigurations":

"autoEnableAllAccounts": true,
"organizationalUnits": [
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"string"
]
3,

"incidentResponseTeam": [
{
"name": "string",
"jobTitle": "stringstring",
"email": "stringstring"
}
1,

"internalldentifier": "string",
"membershipId": "stringstring",
"optInFeatures": [

{

"featureName": "RuleForwarding",
"isEnabled": true

}
]
}

MR AWS Z2EHEE RALNERZESHEREESIRFMA , AIEERIEAEF,
MREAREREM , BFHEL AWS ZL2EHEE DFEENZRZESEHEREESIRFAA -

£/ RVAEMEEL (OUsEEKEER AWS R E/HES
AWS REBHER TEEREMENL OUsHRBEREEME, 47 BN 40 fLE EH LR
BH7E OUs, MMMBERISESEE OUs RNFTAIES , BET OUs THIEF,

BN EERBEE , —REZWAER 5 B OUsKIEH . MREEESEEB 50Us , FHRIRTK
5 {8 OUs WEAEE K EXTRAREM AL

Console
1. ¥ https : //https://console.aws.amazon.com/security-ir/ BIZ £ EHEEEES
EEE A, 5B5FEH AWS Organizations BN EEEAE R,
2. BEZEHREER >IRF
3. E—TEXHBH
4. BELUEEFEHEMBEN OUs)
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AWS Z2BHER EREES
5. EEHTIE OUsZBER OUs
6. BEEZ 5 EEAEEHM OUs, BELRRFHIERBER OUs,

® Note
FTi# OUs THYFTEIRFE M+ OU &R ASMERAE

7. B—TEFEEB

8.
® Note

MRFAEETEFHEIBS50Us , mEELE 5 M6, BEEIFTE OUsHE B REE,

EEE—F THROME AWS ABPET OU BF | F2REA EEMEME OUs) AWS
Organizations.

EREEE AWS Z2E/HES

Ed AWS Organizations & AWS T2 EHEE EF —H —HERKR. ERFRENEBIERE
fi (OUs) #1318 (B ) i, BLEBFRKRMELHN AWS T2 EHEE HEERBEERF TP,

EERIRFHMEECNKEER  FEBEEABTIRFH AWS OrganizationsH # —{@i#EI1E,

B RS EM OUs MMIBEENKEER , F2REMABBEN OUsEEREER,

# BBREE AWS R BH D

EERBREERDBRIES , B URBBBRAEIIRSE. SRFBHAME OUs , ItREEKHE
& OUs,

BEREHNKNEERTBRIRE | BFEAERERBRAEIRFNERF.

EERIRFBE OUs , FEEMIRFBEEMEN (OU) HRIRF B OUs 2EH AWS
OrganizationsT&F o

BEEREHKEERTBE OU , BEBEEABBEN (OUs) EEREERNERF.
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AWS Z2EHER HREER

Amazon EventBridge

£ Amazon EventBridge , AR fE, EEFEMBHHAE AWS ZL2EHER ROAINKNEERHEBENE
., ZALUEBRRA (EAREBEERAZ-—RNZEELE ) RBEBEE (HAREFEREE BEXHM
IR I EEM point-to-pointE S ) ERHELEH,

"‘TMER%E#@EE@% FIECHEUES , SFEAERN Al MM AWS TEEHERRS
o BN | EX2EHOEIBHENRHIE , B LU EventBridge B Bl R #5 2% R 7 3K B A R 2= 48
BE. JH:% , MBBEEZE AWS BRIE | £ LUEA Amazon EventBridge B&MREER AWS 242 E
HER REEK , URARMERELSH#HIFRANREMRE,

MBEFHMER , BRI AR B RE Amazon EventBridge ?

(® Note

IF Amazon EventBridge 82 &R EH AWS Z2EHER | G ITSM S | F2H
BFHEEEELAWS HZ2EHOEREXRE ITSM ES, AWS

B 8%

 f£f Amazon EventBridge BB L& SO EEH

- £ AWS ZEEHESE =4

- HERRE : HiEMembership UpdatedZE#k#Y Amazon Simple Notification Service 12

{# ) Amazon EventBridge BB Z ¢S4 EEEH

Amazon EventBridge 2 —BEMAMRRERY , ZBBEASHRERAEATHERE—E , BEAEER
wEREARENESHESLEAREN. SHEFEABRE —BERERBSYRERRN AR , EBHHM
BIEEHRIGE. BHEARERIRRTNEE,

UTREEEARK :

WEFFZ AWS R , Z&EH D REELESHA K EEEE EventBridge RREHERIE, ( AR
HERFS EBEEN AWS IRFFHE, ) SFERERZEREN , UREHEEEFENZEEN
e B RN HR, RAEHERIEENRASESHIERTLENH. BERANSRESHESH
BRANSEHERXEN. IRE4ATHENT , SHERISEEHEEEEENEE.
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AWS ZEEHER HRERER

Amazon EventBridge
L,
Source >y Default event bus Targets
g
Amazon D s, R \ .r: wvent ; -@- Amazon Web Services
Web Service ,D - ? e rule pattern J
£ " '@- Event buses

event T
rule | { patcern 17 @ -@- HTTPS endpoints

{£F EventBridge RAIBEZ &+ ESH EEEH

# Z & EventBridge AREHERFRLZLEHOREHEEZERR , EL4FAEY AR, SEKAER
BEEMHEN | EventBridge ELLEEHER LRBINEESEH. MREHAENTESEENSHE
3 , EventBridge 8 ZEHXNERAUNBER (s)o

MERTEHERFERNNTERE , 528 (Amazon EventBridge fEFA &) FIE I HEHM
2 FERY 3R Bl

BYFEREEHEESHNEAEN
BESHEXEHR JISON YK, ©a85

o BAEEBEHZREN source B, HRNEZLEHEESEH , RIRA "aws.security-ir"s
s (BIEM): SSELEHcEHERMEIIMN detail-type B,
. (BEEMN) SEEENTAHMASA4ERN detail B,

Bl THEHEXNFTEIEE WATECase Updated by AWS ###### ServiceZE#H AWS IRF :

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T03:45:00Z",
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AWS Z2EHER HREER

"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {

"caseId": "1234567890",

"updatedBy": "security-ir.amazonaws.com"
}

}

NEBRBHEINHMET, | FSH (EventBridge (EAEIEH) THEHER, EventBridge
REEHFEESHFEENASZE

AWS IREHINFIEEHNE —HBERANRMN , HPhI3SS4NPEER |, SIEH4RIFE AWS B
R, EHELENEE. EHZLENRFNES  URHEM, MFEEL—BBUNER , F2E
{Amazon EventBridge FA & /M) PHSHEBELRSE,

o, BESHEHE—E detail M , HP I SABESHNBEEER, UTBEERTEERS
SHEEEHNFEETAM,

£/ EventBridge HZRMMNER L EH O ESH4F | FEL TIIEHE

- REREEHEENPTEEHN source WMUEKES "aws.security-ir",
« detail-type MIEEEHER,

f5lzn "Case Updated",
- detail MU T EXBESHNEEER,
NEEHREREHENURRANRELRLEHEESEHNEN , 52/ (Amazon EventBridge fEA &
Em) PHEHER,

MEBBEH LK EventBridge MR SH4MFMEN , 52E (Amazon EventBridge £A &S
) #H EventBridge =4,

FRML : FTE AWS 22 SHEE SHEHTSELHRE Amazon EventBridge {2

« KR : EventBridge B4R R
o id : SEHHHYME— 5B AF
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AWS B2 EHER EREEE

« detail-type : EHEEMWABFAUERR

- RR  REEHEEEH—EA "aws.security-ir"
o EHEAER account : AWS account ID

- KR EHEERR 1SO 8601 BB

* region : AWS [Eif ERNFEMNE

- BiR . 92X EER ARN fyfES)

HMEAML . detail MHEEREBHOERBEEA

- caseld : ROIKME—FBITF (EREFEH)

« membershipld : REERWE—RBFF (ERNESH)
- updatedBy : FEHITEH (ERRFINTREFEH )

- createdBy : EVEBMN AL (ERRHFAMTREBEILEH)

JEB{H : updatedBy# createdBy WU AIEE

- AWS EIfEE : B AWS Z2 EEEHITHENE
- security-ir.amazonaws.com : FR B BB ITHIEIE
. 1EF ID : EEHTHEfE (Bl "111122223333")

BREARN B : AWS Z2EHES ERMFEHEL ARN &R

« Bfl: arn:aws:security-ir:{region}:{account-id}:case/{case-id}

- KEEM : arn:aws:security-ir:{region}:{account-id}:membership/
{membership-id}

ROISEH

AWS [B] & & 32 3L 1Y =45

{

"version": "0Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
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"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"createdBy": "AWS Responder"

AR 22 31 19 =51

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"createdBy": "security-ir.amazonaws.com"

EFEYHES

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",

"source": "aws.security-ir",

:case/1234567890"

:case/1234567890"

ESHESES
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"account": "111122223333",

"time": "2023-05-12T00:00:00Z2",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"
}

AWS EIFEEEFHH RS

{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T01:30:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "AWS Responder"
}
}
AWS & FE 3 =6l
{

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",

ESVESES kRS April 29, 2026 86



AWS Z2EHER HREER

"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

iF
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"
}

AWS T2 SRR IRIEEHAIRH

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T03:45:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"

EJVIRY]e5

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Closed",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-15T14:22:00Z",

ESHESES
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"region": "us-west-2",
"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

15
"detail": {
"caseId": "1234567890"

ESVHTE

AWS [ol & 32 317 1Y S BT R

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T04:30:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,

"detail": {
"caseId": "1234567890",
"createdBy": "AWS Responder"

FFEINEHIFTR

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:15:00Z",

RBIFERES
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"region": "us-west-2",
"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"
}

AWS Z&EHEE RIEE LN RGIFT R

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:15:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"createdBy": "security-ir.amazonaws.com"

& FEMRBIFTR

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:45:00Z",

"region": "us-west-2",

RBIFERES
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"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"
}

AWS Z&EH RS R E M RLIFT R

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:45:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"

AWS [B & % 3 1 1Y = BT R

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:45:00Z",

"region": "us-west-2",

"resources": [

RBIFERES
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"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"updatedBy": "AWS Responder"
}
}
REEH
REEREEY
{
"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-04-01T10:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:membership/
m-1234567890abcdef@"
1,
"detail": {
"membershipId": "m-1234567890abcdef@"

KEEEEER

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Updated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-04-15T16:30:00Z",

"region": "us-west-2",
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"resources": [
"arn:aws:security-ir:us-west-2:111122223333:membership/
m-1234567890abcdef@"
1,
"detail": {
"membershipId": "m-1234567890abcdef@"

EHUEKEEHE

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"detail-type": "Membership Closed",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-06-30T23:59:59Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:membership/

m-1234567890abcdef@"

1,
"detail": {
"membershipId": "m-1234567890abcdef@"
}
}
BIEFREER
{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Terminated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-07-01T00:00:00Z",
"region": "us-west-2",
"resources": [
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"arn:aws:security-ir:us-west-2:111122223333:membership/

m-123456s7890abcdef0"

1,
"detail": {

"membershipId": "m-1234567890abcdef@"

}

£ AWS Z2 B4 B8 =4

&R LA Y EventBridge RAIMSELEALBRABEF, UTE-LEFHFEARM

LR AWS ZE2SEHEE B4 .

{
"source": ["aws.security-ir"]
}
ELHEMNEH -
{
"source": ["aws.security-ir"],
"detail-type": [
"Case Created",
"Case Updated",
"Case Closed",
"Case Comment Added",
"Case Comment Updated"
]
}

AWS [EIfE & B ERFRA] -

"source": ["aws.security-ir"],

/R AWS ZEEEE B4
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"detail-type": ["Case Updated"],
"detail": {
"updatedBy": ["AWS Responder"]
}
}

RHERERFINEH

{

"source": ["aws.security-ir"],
"detail": {
"caseId": ["1234567890"]
}
}

HEBRIE . EixMembership UpdatedE#HI Amazon Simple

Notification Service 12 E&

EAHERED , BEERE Amazon EventBridge B4R A , R B I SEEGTREEA Membership

Updated ARRERI B4,

TR

AYEBRRECNWHEERPEERNTEAMERA S AWS HIRF,
&

o HEEFRIE . B METB Amazon SNS F#E

- WERE  FMEHSRA

- HERE  AEHLEHNHRL
- BB R EHOERGIER

HERIE - I FEFTE Amazon SNS &

FEHHBRESD , LERE Amazon SNS £&# , AFTEHRANSHER.

HEBFRE . FEiAMembership UpdatedZE## Amazon Simple Notification Service 12EE
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AWS %24 B4 e (5 £ 18w
#E#3 Amazon SNS =8

1. 1£ https://console.aws.amazon.com/sns/v3/home FRX Amazon SNS F# 5,
i#1E Topics (E78). Create topic (B3 E£H),

SHETEAY | RIBEE,

$H¥E% | WA MembershipUpdated YWiEIEE Y &,

£ MembershipUpdated EE L , i BEE TR,

HRBABE , BEE TN

¥ Endpoint (W% %) , AR E BIEEFEY E FE b ut | I##F Create subscription (B3]
B)o

8. WMELNETFHMHIRS , YEFWIFTEBRIENETFBHAL . BRBIFALE , FFEIE Confirm
subscription (FEERETE).

N o o bk w0 DN

HERE EMEHHAA
EE | SEMEMERE4Membership UpdatedIEHR A,
S RH EventBridge #R 8l

1. BIfE https://console.aws.amazon.com/events/ BARX Amazon EventBridge £ &
2. EEEERP  EERAL

3. EEFEVRA,

4. BWARINEBAHER,

(® Note
EE—ERFGNE—ESHEREL  RAITERS —@ERABS.

5. SHEEAERSE  BEEENRAABYEBNE4ERE, MREBZEIHRRTERBEHRSH
S, FEW AWS FERENHERS. EEIRFPH AWS REZHEHE , —ESREEIRF/
TR B ERSE.

(@ Note
EEZRTEREN AWS Z2EHEER B EEKH AWS Organizations HEIREE SRS
FREo
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6.
7.
8.
9.

10.

11.
12.
13.
14.

SFERARE  EREEREMHRIANRA,
BET—-F,

HEEMHRIRT | EFEHEA,

SHHEAHRN | ERATEREN (JSON REER ) -
B TINEHENEIXFESE,

{

"source": ["aws.security-ir"],
"detail-type": ["Membership Updated"]
}

HREXIFEER EventBridge R , AFSEHIEXRBREERNEMAEH, NFSHERXN
& , 52E (Amazon EventBridge fEAEEm) FHSHHNSHE,

BET-%,

EEEEEMuP , BE AWS RE,

SHENEENB E |, #1E SNS £ |, $H¥EE |, i#1E MembershipUpdated,
(CEBR) st EAMERE , FHIT THEME

a. &% Maximum age of event (EHHREFEH) , WANR — 28 (00:01) T 24 /N
(24:00) 2 RO KB

b. HWEHRER , WANRO0 T 185 BN EER.

c. StHENFRTY | BEEEMEFAEE Amazon SQS FHlAERFERTHI, &R BT
B EMH AR IIEEZIBE |, Al EventBridge i HEEXEHNFRTY . BITUTEE—
3

RIBE | VTR BT,

{2 B B AWS #EF SR E9REX Amazon SQS Rl URERRFRFS] | ABRTHRAE
EPRREE AN,

B E A AWS IRS iR ER Amazon SQS fFFIMBER T RIS , A& ALY
#51 ARN, EREHLERAERBEBETIFT , T EX 5B EventBridge [H
%A T, MERMEET , H28 Amazon EventBridge 51 & IR K E R
FRFFINHT,

15. EE-F_Z’FO
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16. (IBH) AR AW A—RZEER. WEFMENR , 528 (Amazon EventBridge A EER) &
# Amazon EventBridge Z%#.,

17. igj%-lt_io
18. MEARAMFHENR , RARBFEURA

HERE | AEERSA

HEAFECWRA , FRXEN AWS Z2EHEE REBEKRERH, MREHRAREER , BEX
EHEEPBARITEEHXFNETBHAS.

EARA 22 BHERRAIEHR
EERVERTARMEFRNEMRR  BEATILETEELHBRE -

1. 1E HERRE - B METE Amazon SNS 7 /| [ CaseUpdates HBEEEZRE,
2. £ HERE  FMEMHRAI B, £ JSON fmESHFEATIIES

{
"source": ["aws.security-ir"],
"detail-type": [
"Case Created",
"Case Updated",
"Case Closed",
"Case Comment Created",
"Case Comment Updated"
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5t 2 E AR

EREIEYTREDFEENEER AWS 2224 B2 | F2HELHTHNEE,

i

ERROR RXREBD HEFRFEPHENRERE. HE , ERLEFBEBERMATRE , ESRE

Gl
R ERN RS EEER,

FIEY AWS 22 EHEE APISHFIURLARERBEREZSIHAEIRF T IAM £, BEER
FRIEFERY IAM R AWS IRF |, ZETRREEBN AWS Z2EAHEE ZREESIKEEKIR

AccessDeniedException
R E RFEE AT Bk,

REEH AWS EEE S URRLEEE AWS Z2BH4EE ZIREESHHEIRF PHRE IAM
AENFT. IRREAGERESEAANARDEN IAMBER. UFFHMEF , F2H AWS 22
SHEZ IAM,

ConflictException
AREERT —BRIREE,

EREREENTARFIMEEREBIAROEEKRERSERE—N, ARRESLN AWS R£5
KRS REREERRERIRIZE, T£ https : //https://console.aws.amazon.com/security-ir/ FARZ £
EHEEEES , WEEZE Membership Details,
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InternalServerException

RIEBFREREFFAHNIER, FELEI2ERBE X, NREAEDAREE , FEA BHREM
EO

ResourceNotFoundException
FRESEFTFENER.

ARPEEN—HSBEEFRTFHE. FREMBIEENER ARNsH IDsREEMH. EEAR AWS
Organizations IDs. #&kF IDs. IAM A, KEEHK. Rl DEEBRKE. R, REIEEE, RO
B 44 0 SR BT A o

ThrottlingException
FHRFERBE , R FERERIER,

BHY IAM TR EREERERMGZ AP HBIREAZHER. FHRE , ARBE X, NRBENAE
i, FEREFERRBNERARRE X,

ValidationException
WA ELRE EENRERS AWS BRIE,

ARPN-—RZSEERRMUATESRIN/NBELASTER. FREMEER ARNsREETHK , UK
NFEHREBMNE AWS Z2EHEE AP 2ZEEFNANAERNRE, ARRE BREAEMEE
o Hlm , BEGERLITE AWS TEBERBREE,

=&

MREFEHMHE , FBE B P OBTHREZH. FRZTIER

s

- BEER AWS B /Y

- EERH AWS IRF ID

- BHREAR , MR BHETAH

- HREI B FE RO B R A E A
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AWS =B EE FREER

Tz

e

- PFNERRE AWS Z2EHES
.« HERRIEER T E BAARE

- SO MEFEEEE

- HHAWS Z2EHEE 5o NFECETHREDE
- FARKAE

- FRARBEEAE

« AWS ZEBE

- EHEE

- EREERE

« &£ AWS T2 B4 B EEE sk B R
- MREBES

- Effti et

« YREELRIE 2 AT

- ERRBEREEEREA

R ERHRE AWS RE S ES

AWS HESEELER ﬁéfé?#@ﬁﬂﬁﬁ%ﬂﬁﬁﬂ@lﬁ% AWS , HERFTGR | AWS B EREHIT
AWS ElRPAFTRMUREHERE. CASHEBETLERS ﬁ’@t%"“ﬁ@ﬂﬁ?‘“%ﬂffgo Bt NBEERT
£/ AWS Hﬁif%ﬁﬁzzéfﬁﬂ“‘éﬁmﬁﬁéif%o NEEBEERBILENFEEN K F2RERBILEERD
&, NEERABNERRENERENR , F2E AWS R IER LM AWS HESEEEM GDPR
EBERNE,

ERERMMREEN , AWS ReREERREBRECEZRE AWS IRFBEAEHR , YA IAM Identity
Center AWS 5 AWS Identity and Access Management (IAM) s E@BIERE, mit—xk , SEEH
RgESERAIEREMENGTT. EMEBEREEATIAXREER

- BERFHEFHASEEZRRFE (MFA),
- {£F SSL/TLS BE AWS EiRBEHA. RMFE TLS 1.2 WERMEA TLS 1.3,
« fEF AWS CloudTrail %7 AP| F1{E A & B 52 8%.
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AWS B2 BHER EAEES
- EF AWS MEBFRAR , UKk AWS RBHHFEFERZ 22,
- BR#% B BT & FIPS 140-3,

PN ENEFEH b ERZRSIBEBEARAEEREIERANXFEUS , flnEEEL. E2F
ESER EMER FiE=4A. API AWS Command Line Interface AWS X8 = AWS SDKs AWS #Y
RiEE, SRARAREBNEBRRIERANERUNEMERSFTAEAMIRESDE AR, WRER
£ URL #55\EBRIBRES | SAZIEBETELE URL R EERAERE , UBRREHAARB[HER,
*iE

- BERME

- ERNEMFEH

- BEREWANEGTE

- BRERMFFA

ERmE

AWS Z2EHELR FRABENENERTREZLENER . MEERNSEARARENNEZEA
EETINE , BB EREREMERER,
£

s b —~
o FHEEMZR

BEEMMEAEANARRRMNEZNENE. EWHREREZHRRAERAMIRNRESBENEHE,
BRLIEBBENE  BYFESMBESRIERER , MAHZ2HERESNEAER.

(CE gy
WEFMEZEEME R AWS ZEE4EE {£158 Transport Layer Security (TLS) R EASEE,
SREE

AWS L2 EHFEE E/EH NE S AWS KMS | AXRfIMEREERHIZEHFEEMSR,
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AWS B2 BHER EAEES
AWS 22 EHEE TXEEFZETR,

ERNENGER

AWS Z2EHEL BAR=ETRNERNER , SEARNBETENKRER L. RERXNEET
R. THELENHNTELZLEHDRNAFSEERERERNEE,

ES |

- REHEEH

- ZEMHAEERER
- AEERAESRE
- THRPEERERM

ROIBEEHR

ELBERLLEHEGE  Z2E4O0RER’ AWS REWREFNTEEY  UXERAE, KBER
BlIERaIE APl B3, VPC #FfEH5%. Amazon Route 53 DNS &3, Amazon S3 FEHEH., &R+
HMER (BHE. EERNERHMAET )  UREENAERISEMHIEA,

/A Important

ZE2EHERERELSREEDRANEFREENEEES. ©TEWE Amazon S3 f#F
fri. BERERSIEAEAENNERAR, R2EHEEERE "HITBHENASNE
B, K MARERERES,

RIIREEHZHERESHRIRE  TRENRIIRSED, ZT2EHOEARSRELEY
90 X, UALREAREE LK, XEFEIARERE , UARFEEBENERAXMHER, NMREHE
90 RIIBEIM oI EEMPRER , FBHME AWS XIE BREFMER,

Z2MHEERER

ZEEHEESIEER Amazon GuardDuty LA AWS EiE B BAIEL RIS FTE X8 AWS Security
Hub CSPM HFElZ£RAERLRPEER, LFAEERERNTELERENGT. AEERER, BEX
&, TEENERNEIRHEEE. RXFBEERTE , BBEEENSEHIFEREN , BLL2E
HEERE B EEE AWS IREFNRE.
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BEFEENT S ELAEEENFMBRIERREN , EEGRINAR, ERZNMLENRE
ABREMNDEER. EPEERTREZEEHOERMEN, BREERSNABRZSEMH , XiRHS
ERRE Do

HEERASRE

Z2 B4 EEFEREREXERA Amazon Bedrock £ il , I RERFIAEERNPERENTRAERLR
B, UESRR, BREXNEBCEEE, LEESE Amazon Bedrock M £ EEPELT | 4
AREEX D TEREN —H5,

/A Important

HEREBEEAZTREEPEHEN T2 ERFEFHIE Amazon Bedrock By £ 13 [E 1T
h, PEEREARELTETIER  EETRETERE,

THRPEESHRME

HAZLEHERIERELHNEARENER  BEELHB=AENPRENFRER TRERFER
BNAREEAENHBRES. FEETHIEH -

- EFREM , HlM patient-database-prod= financial-records-2026&k ~ERH AEF B
BE,

- JE¥E DNS &fuser12345.internal.app.comW B EFEAEBAFRATRFEENA,

« APl IR A U R E B RE MR ETERE.

SEHELNEBETHELTRENETEREARER  IECASTRESEHNER,
EREMANESTA

ZEEHORFHN=BERENEETEANRFLENESREDEREN, HREFENEFZERNBRM
=5, THEEEAEREER,

&

- REFEERRHENBE

- ZEUBEREERREENED
- AEERAESRENE

- BEEAAM

H
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AWS Z2EHER HREER

ROFEERRENBE

ROABEERERE AWS BE EEAMZESHRIN b, ELERERBPELRAIE , $HHZ
AEWENMAERR. PREMNEINEFARSFREXES S, LERTEBREHMESR,

$ 5 standard AWS [E1F (Regions available as default) , REIFEEHSRBEEBAESE G BN
90 RIREHARIEFINESF,

R AWS EEMARSE (HIWPR (B ). BN (RER) H2AEE (FE)), REIRESR
HUEREEEYRFNEST, T8 , IREERENABSETRAZEEHLE  XESNMAER
PIEREEDEREXERE (MHEEEILE ) B (us-east-1) , LETEFRNRHIEEN T,

/A Important
MREEZEMAREPRE L ENRFIRAEERNSEH RO us-east-1. EFBRBERIEE
ERPVEBXATELERSIERSRERRASHAZBEER, ERKETSETEREMA R
ZERE , MR Bnon-opt-inBFHHNERKEFTESEEZEZFMAEE,

ZEMBEETEERFETFNEE

BRPAEERFEEARE , ZLATERPEERNSERAEEE . R£SHEEE Amazon
GuardDuty MFrE ERUAE L ARFEAWS Security Hub CSPM W [Ei5  #EEXREAREEE | WStk hEER
SEFEEVEB , SR BXRENREES,

HREEAWS B , FiE EBNRERRPBEERNS T UFISGETAEBEBMN 27, LSRN
BURLZLEHORAEAEESERSNEE , AINKBEEERREPEDBE.

HRAWS ZEEMAESE , BEFEFRENEFEERFAEERHRNEBREEN . EFNARZNGE
EREREEREEE AWS B3 (AWS GovCloud (US) EFIM P EIEFUANES ) , SIETEFR
oM URRBEEMESNAEGR.

EIIE

BEFEPHENETSERIRNT. BEFERENBREMEN K MTIRELBBEFENMAES
FrER,. P RERTRAREMERER  ANEEUESERANERERERE,

AEERASRENE

REeEHOEFAEREERERE Amazon Bedrock 2 KEF T REHREER K ERCHRHI[AEE
RERREBEERED, LEELEEMEN K REEXSoMPEERUEESREMNES  EF2EES
th 8 & Bl 17 £ Amazon Bedrock E®E %k +,
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AWS BB 15 B
EERAETEONE , EENIRNESZSHEENEJHEERN —BERERLRMNES S, 24
SERE , FREENHEERTEREE Amazon Bedrock £ 13 [EiF 7,

[&8 130 A A 1
NEBLELXERLSHOEWER , FBHAVS BHRS.
BEREMAFTT

MBEHE AT LAFEL AWS T2 B4 EE EHER

- BHREERE — ERTRLEHEEFTHN IAM ERAENSE,
- AWS EfrERE — RELRS AWS NETNEERETHE,

ES- |

- AWS EHOERENFEH
- FEGEHMAIEZRM

- % 1AM HNFE

AWS E4 O ERER FH

AWS L EHEIEERS "TABERL REEF , EBUREN,. BNNZAESNEHFEEENREHR
SFEANEZEE, ELRMEREEHRMNE , BRGENRFNDRETRINELESR. A
AWS EXCIEEHELETEERELTHEZLIIR , BEREFER.

/A Important

REERINE4OEELEBEVETRERNEMRKAMRFANDEEATRAEMBRTE, EXR
EFUEREERNNEBEN G FREERTEABRMER,

TFENGC 8% M AT G 1

BRAEFRENZLEHORENMECHK, CUURKHEFIN T ENER, FITHBLEER , URFN
MR, ELRRBAFXBENGRNTLMERER,
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AWS Z2EHER HREER

4 1AM B 2 EX

&) AR qﬂﬂﬁ@ﬂﬂbﬁm%ﬂ]ﬁ@ AWS IR F TLUEIR IAM BURERNZ 2 EHEE, MEAZELEH
B FESRE IAM SF OSSR , B2H 5o MEEEEE,

A PR B R RAE
RFNADBERFinEERAREN ZERE,

BN ERRE 2 BAMEERIZEE AWS :

« AWS Site-to-Site VPN &E#f, MEFHMEA ,
BERAWS Site-to-Site VPN ? .

« Direct Connect E#R, MFTEFMEN , 3528 ( Direct ConnectfE & IERE) H 811 = Direct

Connect ?,

#28 ( AWS Site-to-Site VPNEAEIER) FH

AWS Z2EHEE FBMEKRFI BFB AWS B#MAPIs, AFimMA4 AT Transport Layer Security
(TLS) 1.2, BMEZREA TLS 1.3. AFBKEXEAXZEERTLIEMMMNE (PFS) N ZBEH , f
R EF Diffie-Hellman (DHE) =14 B th 4R & ¥ Diffie-Hellman (ECDHE), B R (40 Java 7 MEFTHR
) RZELEELEN, A, BLEFHEFIREER ID, URE IAM = BERBNFARFZIREH/R
FHEBHEKR , REFEMHE I LUEEH AWS Security Token Service (STS) RELBRRZEBIEREBHER,

fHREEAH AWS ERZENRE

# Amazon Virtual Private Cloud (Amazon VPC) ii 3 AWS Z2EH4EE 2 VPC A BESE | £
RFFER AWS ZE2EHER, Amazon VPC E5EREHE , AWS Z2EHEE WiSE EREH L
VPC, MEFHMEN , F2E (Amazon VPC FAEIERE) FH VPC ingh, MFE AR VPC inBiEHl
FEERNBERES |, B2 EH IAM BEEZRSE DynamoDB #IFEL,

® Note
Amazon VPC i 2 5£3518 AWS Site-to-Site VPN = 1£HX Direct Connect.
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SoNFREEE

AWS Identity and Access Management (IAM) = —7%& AWS R¥ , AT HBIEE SR H1% AWS RN
FH, IAM EEERFERFE (BEBA) VEEE (EF7FY ) TRREAAWS Z2S4ER &
Fo IAM 2 —IERE AWS |, B R B,

8
- FHEDBRE
o WMAIER AWS 2 EH4ES IAM

R

F 5 AWS Identity and Access Management (IAM)  8Fi A~ E , EEECRABEEFRHTHIE
AWS R EHEE,

ZEEEE

BERELMFEAEMFEA AWSSecuritylncidentResponseFullAccess SEHER , WBRMUMEEREEK
MRGIEFRH B EAFIHE,

ROIERSR
EBEBEABERFIAMERS , B&ER TR AR E R R AR,
EHEEBBKE

BB EATUERES TR REERNRGFIE, BRAFMAEABERERSERRIREER
1, BERZAEFEREBRBEINEENEANMAERES. WEFMET A F2HEAWS Z2EHE
2 ZTEBX

5 & 2 B

EOBRBELAWS TR BRBRA NWAR, BHXALL AWS IRERFERE. IAM FHERIEE
IAM A5 HEITEDRE ( EA AWS),

RO LAERERE P RERENEABERREA AWS EABSE 5. AWS IAM Identity Center (IAM
Identity Center) fE &, BRTNE—BZAFTRE , BUREHN Google 3 Facebook & A& #EB 2B
EEINESR, BUBEESEAR K CHNEEESLNCKESER IAM AENBEE Y. EXREHE

& AWS B ER i, feEERTAR,
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AWS ZLEHEL FHEER
BIBEHNERAEER | BALEA AWS EE AT AWS FRA DML, MEXANFEMENA
AWS | 82E AWS EAFEREEEHRHIME A AWS BHIKRE,

MRIELL AWS BRI ARAEFR , AWS SREKBFBEMH (SDK) Manw5IRME (CLI) , LAERE
B BREURBREREZLDABRBLNFER. MREFER AWS TE | AIXARTHEZERR, UEEHE
BT EBRITEBFRNFMER  F2H IAM EAEEEHHNES AWS API B3R,

EREERABES I RES L BURFERHABFANZEMET. S, AWS EBREEAZER
& (MFA) REBIRFNZ 2, EEE—S TH 528 (AWS IAM Identity Center EAEERm) &
MZEZZBEN (AM EHEEE) FNWE FEAZEEZRE (MFA) AWS,

AWS IRERER &

BRI AWS IRFE , B8R —EZASOHE , XD ITBEFIIRS FHAE AWS RIENE
e LBDEE AWS IRERMERAE , IESBEALARENIRFNE FE4 it MABEAREFE,
U7X BEAERARENEEER  ARNSRRREREAERR. RARATIABRERETUH,
ITHVERS. MBELABNTEBE , THFUREAZZANES , F268H IAM EREERPHNE
EREHEBENER.

Bess

REBRRERALRMCERE SRTECESTFIENERE  £A BESSIRUEREARKER
RIFE AWS B

BEFPRRELNECEEAEBH. Web H0RAE. AWS Directory Service, Identity Center B
BREAFERBBE D RRREOBEAERFIR AWS RENERE. EBHE5 27 AWS EFE ,
cHERT AR K MACERMUEBEREAEHR,

HREFXENER , RMEZLZMFEH AWS IAM Identity Center, &RELFE IAM Identity Center
BUFEAENEE U EZEYRSEHEECHN IS REPHN—HAEAENEE , UEEEWFT

B AWS IREMERAERRXNPER, ME IAM Identity Center IFFE , FS B ER IAM Identity
Center ? AWS IAM Identity Center fEFA & BT .

IAM fi£ I & M B 48

IAM EFERE AWS tRFHFH G , ERE-ASREARANBENA. RAEBRBEEEER
MARBIEAEBNENSRERABIEN AM E£HE, WREEEE IAM FRAERAZAERDN
BEFARS A BRECHVEFNER. WFEZEA , F28 (AME£REER) THWATERNE

N EA RS ER W R FIRER,
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AWS REEHER EAEIET

IAM BHEREE IAM EREEEN T D, BEEUFES S EE, BUUAERBFEAR-XAZHE
ERAEEEN, REUREEAEERAEFINEFRBEARS. fiM , BUUBEE—EEA
IAMAdmins HYEFE , Wi FEEHEERE IAM BRIV,

ERERACGTE, FRERGHEE-ASHEAEXRIRE K BACGHNENREHEARTEENA
BNE. EREHBEKANKRYER K EBACERHTRERE. NFE-STH K F2HAMERE
ERPNEY IAM EAE (MEFE) VR,

IAM A&

IAM BERE AWS IRFHEAREFTNED . SEMUIAM ERE , EFEFENASHREE, &
AUYRAGS , GRE AWS EETRATEE IAM A6, ZBAILUEBFW CLI AWS =X AWS API #
EHEAEET URL RIBEAR, NEFAACHEEAFMENR  F28 IAM EREEERHNER IAM
=R

EAERBEN IAM BBETIERLPIEEER

- BIEBOEREFN - NEABME RSB , FEUARG , YARBRERT., EMEE S
TEIRIER  XE/SHACGEURY IBRTHACERNTT. WEERBHSACHNMERE
A, F2EIAM EAEEETNAE=FFoREERVAR, WREFEA IAM Identity Center ,
RIEEREHATR. REHSIBIBERAUFEIMHASR |, IAM Identity Center A4FF A5 EE IAM 1Y
AEHER, WEFTENENR , F28 (AWS IAM Identity Center EFA & ¥5R) PHFTIE,

- T IAM EREFF T - IAM EAEH AT LUEE IAM SeRE KR EERRATENFT,

- BIRFEFHE . EULUER IAM A2 | RFTREIKRFHHNEA (FENER) FEUEKRFNER,
AEERTEIRFFIENIELSR. T , BREL AWS R , BA U BRERERIER
(MTAREABEUMANRE ), IFTHEAAGNERERRETEIRFENCENEZE K F2H
(IAM EREEFE) P8 1AM FHEIRF EIRFEG

- BRBEFE - GL AWS REBEAHMREHNINEE AWS , Hltn , EEEREHEITRRIE
ZREBEEEE Amazon EC2 H#I{TEAR R YT Amazon Simple Storage Service
(Amazon S3) 1, IREATEEEFEAFUERNFTA. FARKACHERREESLACKRHITINE
%,

- BEAE® - REAGRRERIN IAM A6 | AIRREHNTEE, IAM BEE LUK IAM RE
3., ERAMMEBREEAR, MEFHMER , F2E (AM FREER) PHNEL/CBUEIRETA
B AWS BR7S.

- BBERAE - BRERACRERE REN—B AWS REAG. RBATURERKRENTH
ENAEE, REEEACSRREENIRFS AWS | YHEKH#EES. IAM EEESTRKR  BF
REimEREER A BN,
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AWS Z2 SIS EAEES

* 7£ Amazon EC2 L #{THWEAREN - BUEA IAM BEREERE EC2 HTER LT EARE
XWREFBEAER , LURIEH AWS CLI 5t AWS API 5BR, ERE EC2 HiTERAREEFIESR
MBEFHER. BEH AWS ARG EC2 MTERBISHEREMIGHERAREN  BUNRIEESE
BTEROATERMRE, BTERREEESZAE , X ETE EC2 HITER LHTHEXE
BEREE. MEFMER  F2H IAM EREREEPHEA IAM £ 6 REFEF A4S Amazon EC2
YT EEE EBITHVEAE,

WETHRRBEMEA IAM AGH IAMERE | FSH AM EAEEERNET AM £6 (MEER
£) HEE,

WAfER AWS Z2EHEE IAM

AWS Identity and Access Management (IAM) 2 —%& AWS fR¥§ , AJiRBIEEE X & iR FIE AWS &
BHER. IAM EEEEHHTUETRE (BEA) NRE (BEEHFYT) REHA AWS Z2EH4E
2 ER. IAM 218K AWS |, Bl EFEA,

&I AFEED (EFIRY |IAM ZhEE AWS 2 EHES

1AM g FR 5 %1 25
S5 BER =
ERABR £
BUREN1E =
BEREIR =
BERGHR|IR B (&%)
ACL B
ABAC (BIRHHEEK) =

S Y =
X FEI TR (FAS) =

R A & B
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AWS ZEEHER HRERER

EEI LR EL AR IAM ThEE AWS Z2EHES
REELEAEE

fim

eS|

- WEHBEE AWS R SHES

- WBERIFRHREIR AWS REEHES

- FHFEUEHIEE ACLs) AWS R EHEE

&5 BBR AWS ZEBHES

SoBBEETUKRME G2 (Hla0 IAM EHE, FREFHESAE) ) JSON FTBE X4, B
BR324 B o EMEFRE TR ML S RIATHESE, EETHNAEIE2ERBE | F2E
CAM EAEER) PE IAM BUER,

FH IAM B2 EBER , B UEEAHSIIEENEENER  UREMERGTAFRIEESE, &
EEIEEPEBRYEETE  NAESEAZTEENFERERAR, NE T HEE JSON BERHF fE
AWmERR , 7528 (AMFEAEERE) ¥/ IAMJSON BHETERSZE,

£

- 5O BBEKED

- BRREER

- £ AWS ZEEHER 28
- AFERAEREMFIE ST
- EREBE

- BEXRBE

B0 BBUREH

RIZFERR , FAENACREEYREHR AWS R EHER ERMNFTT. tfBELER AWS B8
FEA, AWS R FIRE (AWS CLI) 3 AWS API RETERE. IAM EEE LI IAM BER |, &
FHEAEHMEERATEHENTT. AE , EEETUUS AMBERFEEAR , FHEEREREE
EaE,

=2 T NI RIELEH JSON BRXHEL IAM B2 RBER |, F2H (AM EREERE) FHE
i 1AM B3K,
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AWS Z2 SIS EAEES
NFERLEHOERESE AWS 2BIMFNEREENFHAET S EEEEREEN ARNs KX |, F2
B (RBIRESE) P WEIMF, BRNIRMFEREIE AWS Z2EHEL,

HRREEHR

BOoEBREHESRFANEBASREAINEY., FHEMER AWS 2254 EE2 TR, SLF
FERRREHENIRFELERAR AWS . EECBVYSRES 2 EBXE , FERETIERRERSER

B ER AWS BERELENREERNT - SEMARHTETFCNEAENTALN , RES

BHTBFHSHREMROIN AWS BERE. E0MH AWS IBF PRI TELHE, RMRELE
EHEREARA AWS WEFEERE , ME-SHOHT. NEESER , HSH (AM EAER
) i AWS FERESEBMEMAWS SEHE.

ERBEERSTH - 8UE IAM BERAFF Al iy |, SBERTHTEBMENT. KERILERN , EHTN
ERERERGTUUAHBEERRNNEE  ELBAREERAT. MFER IAM ERFTNE
ZHBES  F2H (AM EREERE) P IAM R BERMFF .

£/ IAM BUR R R E — S REIFEE - B S REFTEEEE | URHBENERNFER. 6
m, BRI R EBERGY |, BENSAFER SSL FiEMAERR. WMRZEIR AWS CloudFormation E457E
FRIEFER AWS IR EIE , BEAIIERARERETREBENFEEE, WFFHAEF , 528 (AM
FAEEE) P8 IAM JSON BURTE : &4,

£ IAM Access Analyzer B23& |IAM BUR |, BRFFAI R £ B A IEE1E/E - IAM Access Analyzer 5 7%
MBRABEBE , BRELBEKER IAM BEEKZES (JSON) M IAM REEH. IAM Access Analyzer
BH 100 ZEBERRERYBUTNESR , IHBERBRERAERANBER. NEEZEN , F2E
IAM & IEE Y IAM Access Analyzer BUERERFH .

TEZEEEHH (MFA) - NREFEZTEAWS IRFEH IAM FRERBERAENER , BHE MFA
BHEANNTSM, MFEEFW AP| BEBER MFA | 18 MFA §EFEZENEBE, NEEZE
A, B2E IAM FHAEIERPIERE MFA REHN API FHL,

WE IAM AREEBNEEER , 720 IAM EREEETHN IAM Z2HEEH,

EH AWS Z2EHER F28

% E 17 H https://console.aws.amazon.com/security-ir/ , RABHEE —HRIKEFT, BLHFUHARF
B H MR AWS tREFPERNWFMEER AWS RL£BHEE . IREBISEEARLEFTERE
WESEBE 6 AIBREGRBENER (FREIAR) MS , TRAMRELWNTAREE,

HAEMLW CLI 5 AWS APIAWS IR E |, BFEERHFBRETEAHT. k2 , REAHEFISAF
SMMERMNTZ AP BIENEERTT,
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AWS Z2EHER HREER

B AWS 24 ESE Access Bl ReadOnly AWS SEHXR , LUREREAENAGTUFER REE
2R, MEFHMER , F2E (AM FREER) PHMEFTEERAE,

RFHERERBMFIBSHFH

WEHSREBMMBILIBER , AFF IAM FRERGEZIGACEAES2NARRZEBER, BER
SEEFEAFMEA CLI 5 AWS AP AWS URBRRFZH AR TR LB ENSFA,

EREBR
AWS Z 2 =4 OIfE I ERE R

XEEREBE : B

EREBERZMMEERAN JSON BRX . EREBENEEREHIZ IAM ABEEBEN
Amazon S3 FEIFBEX., EXEEREBRNEREES , REEEETUFEACAHREHEISEER
WEFEER. HRMNBENER , B EREEN TR UUHZERATHWEEAREMERET
BITHEE, BXAEEREBRPIEEZEA. ZEATLUIERE, FHE. A, BEFIEH
# AWS R,

WMEFMAES , F2E (AM E£RHEERE) T IAM FRYEIRE ERFEG

BUREE
HBURBE AWS REEHFESR

XEBREME : =

EEEWLER AWS JSON BERRIEEH T AFRAR, 2R , BMEEBE M BRA T o UE
EEREIT LB F,

JSON BURWEBIE U RRALB T AR AT RIEBER P EIMNEMF, BERBFEEFRE B 75 HEAH
AWS API #EHBIN AR, B AR | SIAURBHERTE AP RENERFF T EE. hE—£E
REZRRTNZEEBE. ELBANBFERABKEIF,

HBREEABERR THTHBBB NG,

EREE AWS Z2EHEE BERE |, F20R (BBRESE AWS Z2EHELR ) T ERNE
.

FHBERBEEEEZR AWS Z2EHES FATIFE
AWS Z2EHER -5
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AWS B2 BHER EAEES
BEHEE-RARXTPIEEZ@EEME  FRERDF

1
an|

"BIE" . [ "AWS ZEEHFEL -identity : action1" , "AWS T2 EHEE -identity : action2" ]

Amazon AWS Z2+EHEIENBERER

XEBRER :  EEETUER AWS JSON BERRIEEEAFMABRNAS, IR , MEE
BEMERS T I UH 4 BEERAITHLEBF,

BiR JSON BETEZSIREEERABENYH., BRIAKXXEZE Resource H NotResource TE, &
TEHRRMEHAE Amazon Resource Name (ARN) RIEEE R, BT EREEREENEE
(BARAERBIRGTT) RKEEM.

HRAXZEERBRFTTNEE (P HRE) , FEABAFR () RRFIREXNEAREER,
"Resource": "*"

MBI RIRHRSIR AWS R EHES

XERBREBRRKGER . B

EESWLER AWS JSON BURRIEEH T AFHAR, twpER , MEEREERE T oA
FEER#AT UL B

REFTE ( SHiRHFER) TREEERRNERBFA. Condition TRERANEZMAM ., ERILEINLE
RiFRHEE TREERN (BIMNER/DR) , REHBERF A RGNFRPHE.

MREEREXNPEESERETE , IEE—RETRFEESERCIR , SEMEE AND REF
AWS REFHEEM. MREHE—RUERSIREEZEE , SEMAEE OR RHF AWS Kb R, &
ANEMAERG , T ERERRXBFTT,

BT EEERGBEAFEECERSY. flm , BRI EEREERE IAM EAERBERELE
HENERNFARTZ IAMERE. WEEZEF , F2HE (AM EAEERE) P IAM BT
% BENER,

AWS X E£EFRGERANBBBIENRGE SR, BEEEHE AWS 2ERGREIR |, F26H (AM
ERERERE) PHAWS 2ERHERERSIE,

thiy fFEUIR 4155 B ACLs) AWS B2 B fE

TEACL: B
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AWS REEHER EAEIET
TFEUEHIEE (ACL) ATEFIBL TR RFKE, FRERNAC) HAEFIEERNFFA, ACL EHR
ERAEPR , BEMTEM JSON BERMXHFER.

BH AWS T2 £+ 0 fErY B 14 B 17 EudE H] (ABAC)

X8 ABAC (BERFHIERR) : B

BHEFEES (ABAC) 2 —ERERE , TREBMRERTT. £ P AWS , EEBHBAE
B, BULUEERMMNE IAM ER (FRERAR®), URHFZ AWS ER, AERNERMN ELERE
ABAC MZE—2, BIEEERFT ABAC BIR , AFfEZ RN EREAEA TN ERESBRFRE
€. ABAC ERRMENRETHEEETEY , THEEBEEESSEERIRHTE,

MERBERILEZE , 55 H AWS:ResourceTag/key-name, AWS:RequestTag/key-name
AWS:TagKeys fRHH%&5|8# , ERENFRGLEDR , RUEBREF. IRBREZESEEREENSI
ZEfRG<E  AIEZBRBEMS , BEA Yes. MRBRBEXERLERARANLT=AKEFL® , BlE
% Partial, 05 ABAC WVFFHHER , FF2H IAM EREEETHNMTER ABAC?, EERTTERE
ABAC BRI EZRE , 53 BAWS Identity and Access Management ( EF&5R) PHFEAEME
B FEUREH (ABAC),

R MR B AR R AWS B2 B/ fER

XERSERE 2

AWS ESFRERZAEREAR , RBELEE. NEFHEFA , STEWL AWS IR B
BEAEHR , 5F2BAWS Identity and Access Management ( &) BHWAWS FEH IAM B R
. MREFEAFEAESBNBBUANTMEERA AWS EEERE | AISFEATREAER. §
m, B8 AWS FAARINE—FA (SSO) EEEN K , XEFSEHEVEREAER., BERUFE
AEFDBEAZES  ARYRACH CUSEDHEVERERERE. NFVRACHFREN A6 F2H
IAM EREEETFNTREAS (FEE).

BRI LAERA CLI 2 AWS APl FEEVREEAEZR AWS , A% | BuFERELREE Aﬁﬂﬂz
ZH AWS, AWS EE%"‘EJ%E”:‘FH\ EAER K MAREARMENESH®. MEHAEA K F2H
IAM =BV BT B &2 2 B 3

% WP T ERER AWS R B EE

TEEEFNITERR FAS): 2

EREA IAM EFRERACRE PETEER AWS , BEHRAERTEA. CFARLRKR SRR
BITE @D , EMEFRREPRE S — @S, FAS ERAMW AWS RBHNETAFT , BEHE
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AWS R&=BHER FRERER

RAWS % , BT HEBELER. RAERSKEIBEEEMAVS BERERED T EERNE
REG , THIEH FAS R, ERERT , SAARERTEMBEBENT T, MBERH FAS BREH
BEHMET SRR FRTERE.

#HAWS Z2EHEE 5o NFEETHEZE
BRANTEARBY DB ABESR AWS 22 BHERER IAM B TaE85IH % BRI,
*H

- BAEBHTEENRE
o RAREBHIT iam:PassRole HZHE
« BEEAHF AWS IREANAETFERIEN AWS Z2EHEE R

BABRENTEE

MRBWBER , SNERBRENTEE  ENBRLAER , AFFEATEHE,

E mateojackson IAM £ EEHFEAEZEAERIFERE my-example-widget ERNFHENR , BREE
B AWS ZE2EHEFE : GetWidget SFA B | 234 T HIETHIEEEE,

FH%E :arn : AWS : iam : : 123456789012 : user/mateojackson KREZEH T : AWS Z2EHE
£ . GetWidget on resource : my-example-widget

FERIBERT , BAFEFH mateojackson FEAENBE , LAKFER AWS Z2E4EE . GetWidget &
YE1ZEL my-example-widget iR

MREFEWE , FBIEEN AWS BEEE., ENEESRHELNEERRE.

RAEZESHNIT iam: PassRole MR BB EEEH Tiam: PassRoleBENEERR , BHBERSEAE
5, UAHGCEEAR® AWS Z2EH4ES

BEAWS BRTREREFTALBELRERE A MARBUFTNEREACIBBELAC, WFENT
LER |, BUARERAREREEXRBNFT T,

ER& A marymajor BY IAM R ZEEREAETREELRESHEE b AWS SUTEIMFER , SRE TS
PIEEER. BR , BFEFERBBEBBBEHCR TN T, Mary REKASEERGRBHFT,

FH%E :arn : AWS : iam : : 123456789012 : user/marymajor REZEHI1T : iam:PassRole
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AWS ZEEHER HRERER

EEBIBERT , Mary WEER A EES , AFFMEIIT iam: PassRole B, MREBFEERE ,
IBHAWS BEEE, FHNEESRHENEEER.

S

aﬂnll
&
%

BEE AR AWS IREAMASFERN AWS Z2EHER B

BUNRY—EAE  REMKRFTNEREIEEBATNASFIENER, BT IEEZ R
LEEEUHDEXEE.

MEE-—DSTH

ﬂlh+

BREAUATAR :
« ZEETH# Amazon AWS Z2EHEE EALXEELTIEE , F2E AWS Z2EHE FEMN{TEE IAM
EEER.

- BRETHBOAEESHEFINRE S AWS REERNEFIE , 5208 (AM EHREER) FHNLAEHES
Y5 —{B AWS tRF P RY IAM £ & R FIE,

- BETHRNAEERNFIERMGE=S AWS IRF , 260 (AM £AEER) PN EFEERE
HIGE =SB AWS MIRF,

- METROMEBKSE S5 RUEIHE  F28 (AM EAERER) PN FIRREHIEGENIE
THEIRENERE BEE D).

- MRETHEAACNEREBRETEIRFFRCEANER |, F28 (AM EAEER) F1 IAM
Y Bk F EiRfFEL.

ERHREAE

xER%AR &

BB ACRRBEEN IAM BE |, AIREHTEIME. IAM EEST LM IAM REIL, B MBERIRE
A, MEFEES  F28 (AM EREER) PNEVYA G ST ZERIE AWS R,

EARBEEAE

MRS ERAE AWS R2EHEE

T
« AWS SLR : AWSServiceRoleForSecuritylncidentResponse

« AWS SLR : AWSServiceRoleForSecuritylncidentResponse_Triage
- AWS Z2EHEE RBEERAEXENES
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AWS B2 BHER EAEES
XERBEGAS 2

REEEABRERE REN—&E AWS kA E. REITURERAREHATRHENAC., REERE
ABRSRETELN AWS IREH , WHERKEFTHER. AWS ldentity and Access Management EXE 8
ALRER , EfEmERKEERSENFTT,

RBEFACATREE AWS Z2SHEE BRMRE , RAGKTLFHHBELENTT. AWS 22
EHES EERERBERAGHNGT  RIEZSHER , B AWS Z2EHES AREEHAS.
EENFITIFEEEBRMNFITBER , BERFFUBREZENMMER A IAM B,

NEERXERBELACHNEM RBNER , FSHEAWS £A IAM 8RR | WHERBERE S SR
FEREARNEBRK. EEEAERNE , URARBRBENREERSS B,

AWS SLR : AWSServiceRoleForSecuritylncidentResponse

AWS 2 EHFESR FH R B AWSServiceRoleForSecuritylncidentResponse - AWS %&£ E4 fE
policy ¥ IR ERE AR (SLR) RBBIFTEMIRS . BYRFIWELHEER.

=
AWSServiceRoleForSecuritylncidentResponse fRISEF ABEE T IRBREIXAE -

* triage.security-ir.amazonaws.com

EERABREEE AWSSecuritylncidentResponseServiceRolePolicy B AWS &K, RESE
A ARHTIERAITEE

« AWS Organizations : AFFIRBEHNEERIRS UEERBEFER.

« CreateCase : AFMBARREERIRFEE YR ERHI,

- ListCases : AFFIRBEH Al REBMARFUETRELRE,

« UpdateCase : A FFRIEH Al RESEHMRFIPEEH.

- CreateCaseComment : RFFRRIEH Al REBRBHE R B M ARGIFTH.

- ListComments : fRFFBRFEHI Al ﬁﬁ%ﬁ’lﬁ*ﬁ#ﬂlﬁﬁ@)%ﬂEFﬁ;E’J'&@UEﬁi
- TagResource : fifT# REEBEREAREH —

EEAD

BIRZEFHEVRBELEAE , ELE AWS BEIHES AWS CLI, = AWS API AWS RE&E4E
BhMAZE B, RESACEIRBEELSE,
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AWS Z2EHER HREER

® Note

MREFEAEZEREESRFELKEERK , AIEE AWS Organizations BXERF R FEE L
REEZAE,

HERMBRULBBEEAS  cREFEBARY , KAUERFHPEANREFEFEVAR. BEMA
RIEE , CEBXRALEIRKELEAR,

BMERENT , IAM ER (WERE, HENAR) TURY, FEIMREKERAE, MFEFM
&, F2H (AM £REER) PHERBEEAEF .

AWS SLR : AWSServiceRoleForSecuritylncidentResponse_Triage

AWS ZEEHER FHE B AWSServiceRoleForSecuritylncidentResponse_Triage - AWS Z£ %
HES2 BXRNWEREEZAR (SLR) , HEEEENRERTERZERE. ARTEBRBEURI BRI
A, URKREEAUNRAEBESEH.

&
AWSServiceRoleForSecuritylncidentResponse_Triage RIS EFE ARSI TIRBREXAE

 triage.security-ir.amazonaws.com

EEIABRE AWS ZEBE AWSSecuritylncidentResponseTriageServiceRolePolicy, FRIEE A
BB TIERATEE

o B4 AFFBRFEEIL Amazon EventBridge S ERAl, LLRAIRE AWS 1RE R EHREEHIR
EXRMAZE REFMENERRE, LEFESE EENEM AWS ER L#H{Ttriage.security-
ir.amazonaws.com,

« Amazon GuardDuty : AFRBARZLBRBEURDBERMA. WEEALUREETEH , IRKE
GuardDuty EZHEIRHE,

« AWS Security Hub CSPM : AFFREINHEMANEZEENERES, JHABKENEERSE , XU
RRABZERBEURDETHA , LREEANRAEBESH.

« AWS Identity and Access Management : ftFFARIEHE

HYAWSServiceRoleForAmazonGuardDutyMalwareProtectionf R ERE B RN ABEN , U
By R A BEE GuardDuty MalwareProtection.
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AWS T2 EHER EREER
- AWS R EHEE . AFREBRINERRFINEBRER , ERNAL ERRHNE
JRSecurityIncidentResponseManaged=true, AFREERREEZKEN
(GetMembership, ListMemberships),

EEAM

BAEEFHEIURBEEAR , EEE AWSCLI, = AWS APIAWS EE A AWS R4 E
B hMAZE R RESACEIRKELEEE,

HEMBRULBRBEEAS  cREEBARY , KAUERFHPEANREFEFEYAR. BEMA
B%E , cEBRREEYRKERAE,

BAARERH , IAM B (NEAE. BESAe) T TEY., REIMRRBERESE, WEF
&, F20R (AM EAEER) PHRBEEABF .

AWS Z2EHEL BB ERALXENESE

AWS Z2EHEL XEERARBNERAPEARKEEAR,

- XBIRER (B%MH)

- XEIFEE (BREHM)

- XBIRE (HFEm)

- BUN CERR=E)

- BUN (ZFR)

W (fw=K)

EN )

» Europe (Paris)
BUM (FRHEST)

- BUN (ESHEE)

- BUM (BRER1H)

- DXREE (FE)

- DAEE (BENE)

« DIAHBIE (FEHNE)

- AR (ZEA)
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AWS REBHE EREEE

- BDAME (ZE)

- BXESE (B®)

- DXIESE (#FK)
(

- BR#E (B

. TAEE (R
. MNEK ()

+ Middle East (Bahrain)

. R (RABE AL E)
- EEMN (ERE)

< IFM (BAER)

_57&'%)

AWS ZEBEK

AWS ZEBRZH AWS AWS SEBREVNEENBIBKEERATSEARGIRMET , UESR
AR ARG ERE, FHEANAE,

EEFEHUAMRE. BENAR £ AWS ZEHXRILBITREREERS. BY IAMEFZ
ERXFTERBNEENE K MITEBRFETALNERRUEMENGTT. EEPERBHBER , B
FARMY AWS ZSEBR, EERREEERNERARS , IEEMNRSRER AWS ., IFE AWS
SEBRNFHEER , F28 (AM EHEEE) dM AWS ZEBXE.

AWS BRI e BN ERTEARREBIN AWS SEBR., BEEZEE AWS ZEBRTNFT., RBEHE
B AWS ZSEBRPIMEHMF AU EHN R, HEENENEXECERBRNMES 2 E 5!
(ERE. BHEANAG®), EFNNERBIFRETHE , BRERATESER AWS ZEBX. RETE
®EAWS ZEBCRFBERET , AEBREFFISREERBOF T,

s, AWS XEEZE BB EBHBHZERR. Ha , ReadOnlyAccess AWS 2 & BURR M
B AWS RBEME RN HERFIE. ERBMEBFURER , SATRENER AWS HEHRFTT. W
FERBEBRNBENRY , F2H IAM E£REEREPEBEBRENAWS ZEHE.

FE

« AWS ZE B : AWSSecuritylncidentResponseServiceRolePolicy
« AWS ZEHZE : AWSSecuritylncidentResponseFullAccess

« AWS ZEBE : AWSSecuritylncidentResponseReadOnlyAccess
« AWS ZE B : AWSSecuritylncidentResponseCaseFullAccess
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AWS RLBHER EREER
- AWS ZEHZE : AWSSecuritylncidentResponseTriageServiceRolePolicy
- AWS R EHEE SLRsH SEBRNERHN

AWS ZE R : AWSSecuritylncidentResponseServiceRolePolicy

AWS ZEEHFELR A AWSSecuritylncidentResponseServiceRolePolicy AWS ZE B, It AWS
SEHREGEEZE AWSServiceRoleForSecuritylncidentResponse BRIGERE A, BEREM BFE
B, AWS Z2EHES LERRIFTRMNIRSE, BIURA, EHRG. BURMIFR. JHRHE. JH
ROIFTHR , ARZELHEBEER.

/A Important

ANERBTFEREAS S BRESA (Pl) REMRBRNHBER. AWS ZEEHEL S
RAEBRACRAETERE. RETERARLERNBRAER

AT EFAEE A
AR 3 6 L BORE T SIE TR AATBIE -

« AWS Organizations : RFFRBEHAKEEKRIRF AR EREER.

« CreateCase : AFFRBARKEERIRFEE Y IRBE B,

- ListCases : AFFIRIEH Al RESFBARFIUETRERE,

« UpdateCase : SLFFIRIEH Al REBESEFHRGIHEER,

- CreateCaseComment : FFRRIEH Al REBRMHE R B M ARGIFTR.

- ListComments : RFFARIEH Al RIS BREHITEHBLREREN RHGIFER.
« TagResource : 2F# REEBERREAREN —B5 .

IBAILATE AWSSecuritylncidentResponseServiceRolePolicy B AWS 3 & BUR FH A 45 B2 1t BUR #H BR
MR A,

AWS ZE B : AWSSecuritylncidentResponseFullAccess

AWS 2 EHFESR H AWSSecuritylncidentResponseAdmin AWS S EHBR, LBFERTFREE
R TEIFEE |, AR AEE WFEHE AWS R, BUBUSILBUERE IAM ERBEBEFER , SURIEHNE
METE AWS ZEEHES,
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AWS Z2EHER HREER

/A Important

ANERBTFREASSBRESA (Pl) REMRBRHHBER. AWS ZEEHEL S
RAEBRACREEERE. RBETERARLERBRAER

FTARFAEEA
BR 5 6 P L BBCR M T S B IR AT B -

« IAM EREFEFR  RFRECAEHRE AWS T2BH4EE ERVITHERENED,
« IAM EBBAFH  RTBBEAEEH. BR. MERNEIL AWS ZESEHER BRMNED,

B LAE AWSSecuritylncidentResponseFullAccess #9 AWS & B A 445 B2 bt B SR A8 BA B B9 5F
I8

AWS ZEBXK : AWSSecuritylncidentResponseReadOnlyAccess

AWS Z4EHFES F£H AWSSecuritylncidentResponseReadOnlyAccess AWS S EHR, WHEXS
BRTFRERGERNEETIRE., SRS HLBERE IAM ERZBEER , UIRIEFIE WY AWS %
SEHESE,

/A Important

ANERBTFREAS S BRESR (Pl) REMRBRHHBER. AWS ZEEHEL S
RAEBRACRAEERE. RETERARLERNBAER

FTAIRFAEEA
BR 5 6 P L BRCR M T S B IRBAT B -
- IAM EREEFR  BRFRBECAEHRE AWS T2 EHEE ERUITHBFDIENED

& LAE AWSSecuritylncidentResponseReadOnlyAccess B9 AWS 32 B B A 4 47 B 1Lt Bk AH R B
HIEF AT,
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AWS Z2EHER HREER

AWS ZEHE : AWSSecuritylncidentResponseCaseFullAccess

AWS Z4EH LR A AWSSecuritylncidentResponseCaseFullAccess AWS SEHBE., LBEER
FRERFIERNTEFIE, SULASLEBERE IAM ZBEGRGER , UIREHIE 05T AWS 24
EHES,

/A Important

AAERBREREASGDBEEF (PI) HEMERNBBRET. AWS Z2EH4EL S
ABRBRAECREATERE. BRTERARLENBRAER

ATARFAEE R
BR 5 6 P L BBCR M T S B R AT B -

« IAM TR RFIEFREFN  RTBBEAEHRE AWS Z2 24 B2 ROIMTHRBFERNED,

« IAM EBRABAFEN : RTBBEHAEEFR. B, MERANEIL AWS 22 EHER ROIVRE
B

®ATLATE AWSSecuritylncidentResponseCaseFullAccess B9 AWS 32 & B3R A A 457 B2 1 B SR 4 B B Y
.

AWS ZE R : AWSSecuritylncidentResponseTriageServiceRolePolicy

AWS L2 EHFES 5 AWSSecuritylncidentResponseTriageServiceRolePolicy AWS S &K, It
AWS ZEBEREEREZE AWSServiceRoleForSecuritylncidentResponse_Triage RIEERE AR,

BEBERRH (VEEE AWS 22 EHER | UHEERENRERSRRZERE.
DERMA  UARBEEAUREEBESH . SEEIELBRERE IAM B,

A 2 & AR F BARL

/A Important

ANERBHEREAS S BRESR (Pl) REMERBHHBER. AWS REEHES S
ABEBRRACRATERSE. ERETEARNLARBRAER

AT A EFAEE A
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AWS B2 BHER EAEES
BR 5 6 P L BBCR M T I B IR AT B -

o B . AFFRMEIL Amazon EventBridge &R A, R AIZE AWS IRE FEHREBHIR
EXAZE RIEFTENERRE, LEESE SENEM AWS ER E#H{Ttriage.security-
ir.amazonaws.com,

« Amazon GuardDuty : RFFRBARLZERBEUBIDETHA. WEEAURAETBESH , UEKRE
GuardDuty EEEEEH,

« AWS Security Hub CSPM : AFFREIHEMANEENERES, JHEABKENEERSE , XU
RABLZLBRBEURDBERMS , WREERAUREBESMH.

« AWS Identity and Access Management : St EFRRIEH#E
HYAWSServiceRoleForAmazonGuardDutyMalwareProtectionf R EEA BN ABEN , U
Eh % 25 2 3% E GuardDuty MalwareProtections

- AWS Z2EHEE  AFRBEBRINENRFINERER , ERNL EiE
JRSecurityIncidentResponseManaged=true, AFREENREEKEN
(GetMembership, ListMemberships).

BATLAIE AWSSecuritylncidentResponseTriageServiceRolePolicy B AWS Z & B P 1R B2t R
FHEREREFT Ao

AWS ZESEHEE SLRsH ZEBRNEN
WA B LRI BIIA B HES LB E LR AWS R BHER SLRsTI SERHAGEFNHMEN.

2% iR Date

BB - BERELS security-ir:ListInvestigati 2026 £ 4 A 22
AWSSecuri ons EfE, H

tyInciden

tResponse

ReadOnlyA

ccess

2 - BEREMEMA security-ir:* |, MARY HAEHN 2026 £ 4 A 22
AWSSecuri security-ir BEifF. %7 7 /\{@% AWS Organizat H

tyInciden ions FF A (organizations:ListAWSServic

tResponse eAccessForOrganization . organizat

FullAccess ions:ListRoots . organizations:List
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AWS Z2EHER HREER

g2E

EEH -
AWSSecuri
tyInciden

tResponse
CaseFullA

CCesS

EEFH -
AWSSecuri

tyInciden
tResponse
TriageSer
viceRoleP

olicy

EE#H -
AWSSecuri
tylnciden
tResponse
ServiceRo

lePolicy

iR
OrganizationalUnitsForParent
ions:ListAccountsForParent

. organizat
. organizat
ions:ListAccounts ., . organizations:List
Children organizations:DescribeOrgan
izationalUnit # organizations:Desc
ribeAccount ), AEEHBEBEZEFRANIRSE
#&. MFA RE4EBER,

BERBAEIEMBEFEE : security-ir:Listln
vestigations Al security-ir:SendFe
edback . MFA 42K,

BERBRE A RBE R FEEH GuardDuty EFZE R
#fSecurityIncidentResponseManaged=true

. EFERIBEERE | AREE) GuardDuty BEEEB1E
#H, EARBEELMNEEBEHH Security Hub CSPM 5
EEREBTBNRA , X THREBESE.

EBRBEESEH TIERATERE

ListCases : SAFFARISHY Al RIBBEMBRFILUETE S
=

EI!EII

UpdateCase : RFFIRIEH Al RIBESFEHRHIPEE R,

CreateCaseComment : LFFRRIEHY Al REBRASHE R
P=ES R

ListComments : AAFFRIEMN Al RIBBBIRHITHELT
BFTENROIFTEH

Date

2026 F4 A 22
H

2026 £ 3 A 27
H

2025 11 B
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g2E

EEH -
AWSSecuri

tylnciden
tResponse
ServiceRo

lePolicy

B3 SLR #TiEEF
A RAR TS
*IJO

¥ SLR -
AWSServic
eRoleForS

ecurityln
cidentResponse

HNZEBGR
— AWSSecuri
tylnciden

tResponse
ServiceRo

lePolicy,

DU

HBRBEEIEMEEAR B EHF "organiza

tions:DescribeAccount" , "organiza

B

tions:ListDelegatedAdministrators"”

kM

"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:Pr
incipalAccount}"
}
}

AWSSecuritylncidentResponseTriageServiceRolePolicy
EEH , SAHI8 security-ir : GetMembership., security-
ir : ListMemberships. security-ir : UpdateCase, guar

dduty : ListFilters. guarduty : UpdateFilter, guardduty :

DeleteFilter # guardduty : GetAdministratorAccount &F
A, B2¥Ti¥ guardduty : GetAdministratorAccount , JAt#
BYE B Rk S A #9 GuardDuty Auto-Archival 85 & 54

R EE A MM MBER , AFRBERENIKRS
AWS Organizations S\ BI R B & 1%,

Date

2025 £ 11 H
2025 6 A 2
H

2024 £ 12 A 1
H
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AWS Z2EHER HREER

g2E

¥ SLR -
AWSServic
eRoleForS
ecurityln
cidentRes
ponse_Triage

M ZEBR
- AWSSecuri
tylnciden
tResponse

TriageSer
viceRolePolicy

HNZEBGR
— AWSSecuiri

tylnciden

tResponse
FullAccess

FNZEBRA
& — AWSSecuri
tylnciden

tResponse
ReadOnlyAccess

FNZEBRA
& — AWSSecuri
tylnciden

tResponse
CaseFullAccess

EFRIE K&
2

DU

TR EZEAGNEREER , AFFREFTIENKRS
AWS Organizations , AE1ITEZ 2 EHN D,

AWS Z2 B4 FEE 8 SLR SUEEE IAM 88 , U#T
AR %5 B9 FREN A B A B 4E.

-—| |
i

AWS Z2 B4 FEE #18 SLR LUEEE IAM TR SIET
B 1F

AWS ZEEHEE 18 SLR LUEEE
AR % R BB ATRELAN B A B o

IAM X8 , SLet¥

BMEEHRE AWS 22 EHEE SLRsH SEBRNEE

Date

2024 £ 12 A 1
H

2024 £12 A 1
H

2024 £12 A 1
H

2024 £ 12 A 1
H

2024 £ 12 A 1
H
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ESHEE

ZLHEEHRR AWS M EFcENARERE. LAREEGHNBETFNEERRE  BA € AWS
BREF, EENMEFREIREXRRENERCEIRBREFTERENERRZEUEN T, TEFEARSE
ERRE (BREEFRNZ2EHEN ). HtEEERERKE , Uk AWS ARt 22 3EM Ak
HENSENEE, NFEEMEF , F20E AWS AEEERE,

BUZRSEELEDNZEARIEERPITHEE , ERUUEARELMLACIE, ARZEEHMO
e —EEHNEE  FHEZERETIER , UEETHREHOEMENZREHELNTBEEN
BE AWS ZLREEBAKRE , URAWS EiRKALEE (CAF) NEL2BHARE,

EREERE

EZEESH AWS SHEF , E=SRRAESGTME BENT 2N AWS SR, SEHEIE
SOC. PCIl, FedRAMP, HIPAA &%,

MERESHRFTEHLERN AWS WRIBE  F2RAWS SRTEHENNRE. MFE—KREHA ,
28 AWS &858l

3

&R LAER AWS Artifact TESE = A& E. MHRFMER , FSBE AWS Artifact F &S,

BER AWS RBHNSREFTURRERNBEN, BLANEGRER  URERANERENER,
AWS R T ERRHEI SR

- ZLHEGRREAPIEE - EEHBIERNREBEZE  URHEHPHBULLHEESHRAELN
EAERBEW S AWS,

« HPAAZ2BEEAREBAKE - WARER\LATMMEAER AWS REVFE HIPAA REHIEATRE
o

- AWS EHER - BRAREEN/SVLENFMAMEEES.

- Config AWS BiZ¢ A E358 —Config ; FHIEA Config HBIFFEER , FEEREETFSANE
%, EXEAFERNEE. AWS AWS

« AWS Security Hub — AWS LR A ZEE L+ ERRE PN L 2iREE AWS, Security Hub fEA R £ 1%
FIRFLEEHN AWS BER , URERAFTERLEXEENREEYK, NEIENRENIEHFE ,
552 B Security Hub 24|22,

« Amazon GuardDuty — AWS LtIRIEBE R SHNIRERAEVRMESED |, REBE AWS &
WIRE, THEEH, FBNERNEBERBE, GuardDuty TRERESRRABAIRAENARERNE
R, HBIEE FE PCI DSS EZRETRMNERER,

EHEE WA April 29, 2026 129


https://aws.amazon.com/compliance/shared-responsibility-model
https://aws.amazon.com/architecture/security-identity-compliance/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc
https://d1.awsstatic.com/whitepapers/AWS_CAF_Security_Perspective.pdf
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/architecture/security-identity-compliance/
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.pdf
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html

AWS Z2EHER HREER

« AWS Audit Manager — AWS 1t BR 5 7T 1 B 83518 R AWS A& |, S BB R R FE R
ERBENSN,

HEARBSHREE

BER BNESREME AWS Z2EA4ER HURRERNHENE, BRANERER  UREBERER
MER. AWS REZLEHORMATE BB ERENCQRLZLEH, ENFEEETIEHE !

- W Z2EHORREESENERER,

- REBENBRREREEHEE,

- BEREEAZEEHDERFSERER.

FRERMMEASEHER

HRALZLEHOETERELNEARNER , EBHRENFRERTRHTFEENERE
3K, Organizations FEFFE T 3IER

- BRBBNBLITRERKEFER,

- DNS EHHFEREZSEAER.
« APIFIERXERERSREBENHEENA,

FAEREBNERER , LHEERNARBENER ZR I BLRESHEEHRER.

EAWS Z2EHE RGN EE

ERRHE MEM AWS BRGT RN AWS Z2EHES RN, TAMNMENERR 2. AWS
REEMHEE BRiXETS AWS IR , B ENEARREABRENTEER,

AWS CloudTrail - {£/ CloudTrail , BRI LAE AWS Z2EH I EFZEARE API 1Y, fHlan | EEH
EEITE D ERFER |, CloudTrail TJLARCEEFFMERR |, HINFERPH IP ik, RHFBRHWAER , UKE
HEERAE™E,

Amazon CloudWatch $51Z — £ CloudWatch 154E , & LUL FENRF i EE 4, $ReEy , AR TEBRLEEH
REERER B BV EpiE, Bl | AT AR IR IEIE L Y CloudWatch & RARRESIEIRH AWS R4 HE
2 HE U EREMNIEZELE YT CloudWatch R , UEEEREEVRERBEHNE,
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https://aws.amazon.com/inspector/
https://aws.amazon.com/inspector/
https://aws.amazon.com/config/
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https://aws.amazon.com/blogs/security/how-to-enrich-aws-security-hub-findings-with-account-metadata/
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https://github.com/aws-samples/aws-customer-playbook-framework/blob/main/docs/Ransom_Response_EC2_Linux.md
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_identifiers.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_revoke-sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_control-access_disable-perms.html
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https://aws.amazon.com/inspector/
https://aws.amazon.com/detective/
https://aws.amazon.com/lambda
https://aws.amazon.com/step-functions/
https://aws.amazon.com/systems-manager/
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https://aws.amazon.com/s3/
https://aws.amazon.com/s3/storage-classes/glacier/
https://aws.amazon.com/security/
https://aws.amazon.com/security/
https://aws.amazon.com/new/
https://github.com/aws-samples/aws-customer-playbook-framework
https://github.com/aws-samples/aws-incident-response-playbooks
https://aws.amazon.com/blogs/security/aws-cirt-announces-the-release-of-five-publicly-available-workshops/
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https://github.com/awslabs/aws-automated-incident-response-and-forensics
https://aws.amazon.com/solutions/implementations/automated-forensics-orchestrator-for-amazon-ec2/
https://aws.amazon.com/blogs/security/how-to-automate-forensic-disk-collection-in-aws/
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https://docs.aws.amazon.com/security-ir/latest/userguide/detect-and-analyze.html
https://docs.aws.amazon.com/security-ir/latest/userguide/detect-and-analyze.html
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html
https://docs.aws.amazon.com/security-ir/latest/userguide/detect-and-analyze.html
https://docs.aws.amazon.com/security-ir/latest/userguide/detect-and-analyze.html
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https://docs.aws.amazon.com/security-ir/latest/userguide/working-with-stacksets.html
https://docs.aws.amazon.com/security-ir/latest/userguide/working-with-stacksets.html
https://docs.aws.amazon.com/security-ir/latest/userguide/data-collection-and-usage.html
https://docs.aws.amazon.com/security-ir/latest/userguide/data-collection-and-usage.html
https://docs.aws.amazon.com/security-ir/latest/userguide/onboarding-guide.html
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html
https://docs.aws.amazon.com/security-ir/latest/userguide/appendix.html
https://docs.aws.amazon.com/security-ir/latest/userguide/submit-containment-preferences.html
https://docs.aws.amazon.com/security-ir/latest/userguide/working-with-stacksets.html
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https://docs.aws.amazon.com/security-ir/latest/userguide/considerations_important.html
https://docs.aws.amazon.com/security-ir/latest/userguide/considerations_important.html
https://docs.aws.amazon.com/security-ir/latest/userguide/define-containment-preferences.html
https://docs.aws.amazon.com/security-ir/latest/userguide/setup-monitoring-and-investigation-workflows.html
https://docs.aws.amazon.com/security-ir/latest/userguide/what-to-expect-from-aws-sir-engineers.html
https://docs.aws.amazon.com/security-ir/latest/userguide/communication-best-practices.html
https://docs.aws.amazon.com/security-ir/latest/userguide/cshell-examples.html
https://docs.aws.amazon.com/security-ir/latest/userguide/cshell-examples.html
https://docs.aws.amazon.com/security-ir/latest/userguide/cshell-examples.html
https://docs.aws.amazon.com/security-ir/latest/userguide/raci-matrix.html
https://docs.aws.amazon.com/security-ir/latest/userguide/define-containment-preferences.html
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https://docs.aws.amazon.com/security-ir/latest/userguide/post-deploy.html
https://docs.aws.amazon.com/security-ir/latest/userguide/monitoring-and-investigation.html
https://docs.aws.amazon.com/security-ir/latest/userguide/detect-and-analyze.html
https://docs.aws.amazon.com/security-ir/latest/userguide/contain.html
https://docs.aws.amazon.com/security-ir/latest/userguide/ai-investigative-agent.html
https://docs.aws.amazon.com//security-ir/latest/userguide/cancel-membership.html
https://docs.aws.amazon.com//security-ir/latest/userguide/cancel-membership.html
https://docs.aws.amazon.com//security-ir/latest/userguide/cancel-membership.html
https://docs.aws.amazon.com//security-ir/latest/userguide/cancel-membership.html
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html#AWSSecurityIncidentResponseServiceRolePolicy
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html#AWSSecurityIncidentResponseServiceRolePolicy
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html#AWSSecurityIncidentResponseServiceRolePolicy
https://docs.aws.amazon.com/security-ir/latest/userguide/using-service-linked-roles.html
https://docs.aws.amazon.com/security-ir/latest/userguide/using-service-linked-roles.html
https://docs.aws.amazon.com/security-ir/latest/userguide/using-service-linked-roles.html
https://docs.aws.amazon.com/security-ir/latest/userguide/communication-preferences.html
https://docs.aws.amazon.com/security-ir/latest/userguide/communication-preferences.html
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https://docs.aws.amazon.com/security-ir/latest/userguide/onboarding-guide.html
https://docs.aws.amazon.com/security-ir/latest/userguide/onboarding-guide.html
https://docs.aws.amazon.com/security-ir/latest/userguide/deploy-configure.html
https://docs.aws.amazon.com/security-ir/latest/userguide/authorize-security-incident-response.html
https://docs.aws.amazon.com/security-ir/latest/userguide/authorize-security-incident-response.html
https://docs.aws.amazon.com/security-ir/latest/userguide/post-deploy.html
https://docs.aws.amazon.com/security-ir/latest/userguide/support-case.html
https://docs.aws.amazon.com/security-ir/latest/userguide/guard-duty.html
https://docs.aws.amazon.com/security-ir/latest/userguide/guard-duty.html
https://docs.aws.amazon.com/security-ir/latest/userguide/amazon-eventbridge.html
https://docs.aws.amazon.com/security-ir/latest/userguide/integrations-external-tooling.html
https://docs.aws.amazon.com/security-ir/latest/userguide/integrations-external-tooling.html
https://docs.aws.amazon.com/security-ir/latest/userguide/external-tooling.html
https://docs.aws.amazon.com/security-ir/latest/userguide/appendix.html
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https://docs.aws.amazon.com/security-ir/latest/userguide/compliance-validation.html
https://docs.aws.amazon.com/security-ir/latest/userguide/compliance-validation.html
https://docs.aws.amazon.com/security-ir/latest/userguide/compliance-validation.html
https://docs.aws.amazon.com/security-ir/latest/userguide/compliance-validation.html
https://docs.aws.amazon.com/security-ir/latest/userguide/compliance-validation.html
https://docs.aws.amazon.com/security-ir/latest/userguide/visibility-and-alerting.html
https://docs.aws.amazon.com/security-ir/latest/userguide/cancel-membership.html
https://docs.aws.amazon.com/security-ir/latest/userguide/getting-started.html
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https://docs.aws.amazon.com/security-ir/latest/userguide/managing-membership-with-ou.html
https://docs.aws.amazon.com/security-ir/latest/userguide/managing-membership-with-ou.html
https://docs.aws.amazon.com/general/latest/gr/securityir.html
https://docs.aws.amazon.com/general/latest/gr/securityir.html
https://docs.aws.amazon.com/security-ir/latest/userguide/cases.html
https://docs.aws.amazon.com/security-ir/latest/userguide/cases.html
https://docs.aws.amazon.com/security-ir/latest/userguide/introduction.html
https://docs.aws.amazon.com/security-ir/latest/userguide/introduction.html
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