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Security Hub CSPM <
¥ Summary i {
Summary
Choose a fitter set i Q. Fitrer date

Controls
Security standards [ Workflow status = NEW | X] [ Workflow status = NOTIFIED | X J [ Regord state = ACTIVE | X ] C Clear filvers | ':)
Insights ¥ Introducing the new AWS Security Hub
Findings

The new Security Hub s your unified doud secur ity solution featwring:
Integrations '

‘ ~ Prioritized risk detection correlating security signals across AWS
oy
" Poential attack path visualization for each identified exposure
¥ Management

« Centralized management of security capabilities

Axtomationy " Cost optimization through unified pricing of security services Including Security Hub CSPM, GuardDuty, and Inspector

Custom actions
Compare pricing 2 Try Security Hub 13

* Settings

Gineral
Reglans it Security standards 1. i i Assets with the most findings wr.
Configuration New Track your cloud security posture with a summary security score and standard security scores, This widget Prigritize and evaluate your assets that ane mast at risk
Usage abwinys shaws complete, unfiltered data

Security score m Accounts Applications
what's new 12

4 The security score cannot be caleulated until AWS Config 5 enabled and resource recording is Re4ouUres By severity By resoure

Security Hub 17 New configured.

No data available

Standard Passed Failed Seore a There Is no data avall:
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® Note

BAFERA Security Hub CSPM ZXZ12HIH, AEMEESEE AWS Z£2E4ES 7
REFEENE = F BB E,

ZE{E : 8110, 000 {& Security Hub CSPM HAEHRRREN. 2% , SEHR
E7t. WE n¥%ﬂ1ﬁ:ﬂ , B2 Security Hub CSPM EE.

1. A AWS R SEHEE

MARFEE AWS BBANEE 10 B 15 D&, WEERTHER , F2

ERFRHKA S 0.00003

B AR A SRR APTIRo

W

® Note

AEFHRHIERER T IMAIERA AWS Z2EHEE T IEAA TS E 4O ERNERE Z L BB
(LB 1 NSER 2), BUaJLIER API/CLI BTEL SR, MEME APICLI WERE , F28
FRRZRSEH4EME | AEA API/CLI 55 E &8 = 4 B FE B B,
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1. EREH AWS EEIRFEA EEIEA,
2. FRAWS Z2EHER 28 , RREEHM.

AWS Security Incident Response Get started with AWS
Security incident response and recovery Securty Incident Response

* Automatic monitoring and triaging

for your accounts and workloads

= Streamiine security incident
response

= GEE 247 AWS security support and
tools

Pricing (USD)

. Learn more 17
How it works
A‘utcjmated maonitoring and triaging of security Streamline incident response Getting started
findings N
Scale and execute incident response within minutes. You can use What 5 AWS Seeurity Incident
Allow the service 1o automatically detect, assess, and escalate the service to se If-fnanagu Incident response with service exclusive - )
security issues by granting it the required permissions for investigation tools or efficiently coordinate and respond with 3rd
proactive incident response. party Partners and stakeholders. /5 See v
24/7 Incident response support Monitor, track, and improve
Service provides Z4/7 access 1o AWS Security Incident Resp A hensive dashboard allows you 1o track key security
engineers. Inchdent response metrics such as mean time to recovery. It .
provides a central location to quickly access all active security More resources

Incidents and reference historical cases, when needed.

Documentation
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https://aws.amazon.com/security-hub/pricing/
https://docs.aws.amazon.com/security-ir/latest/userguide/getting-started.html
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3. BRELHMTREAEERIRS, MFES , FBHR AWS REEITHNLESZRBZESHNE
B, URERZEEHOEEESIRFAEERR,

(@ Successfully set delegated administrator account X
Step 1 .
@® Set up central membership Set up central membership account i
nnnnnn t
Step 2 ¥ What is the purpose of the central membership account?

Define membership details

Step 5
Review service permissions

=1
=0
Shep 4 —
Review and sign up
Centralized account location Manage membership
Create, manage, and access active and resolved security cases. Modify and change membership Including contacts, and more,

Central membership account
It s recommended that you align your AWS Security Incident Response central account to the same administrator account you have enabled for services such as Amazon Guard Duty and AWS Security Hub.

O Use a account - Use this account
Delegated administrator account can manage membershi Use this account to manage m

Delegated administrator

Account 1D AWS Organizations ID
111122223333 0-B00000000

Remove

(D Proactive response permissions
A service-linked role for proactive response will be created In this management account to enable monitoring and triaging.

View permission details

4. BABRREEBIRF.
5. BALHKEERFMEFLEABINEEIRS .

6. SFHIRFEE , BF AWS X2 EE HEME AWS HBEIFE OUs B . & BE OU Bk
ERREHE , BRAERBIRSBREIREEE,

7. IBHOEFERARR , YEIRKELZAR  AHRELBHCEIREEIRRBRFREE
GuardDuty AEERNEREIBFAERM., WEFHER K F2EIHEE,

AWS Z4£EHFEE & 8 EE LM AWS Organizations EIEREMEERNFTEIRE R &
S AWSServiceRoleForSecurityIncidentResponse_TriagefRIEHEHE,

8. (EA) BEEFLAERRLL2EALNEIR  UEERATFESH4BBRREHTESEE. ENE
HEFREEARR S3 fFATE. EC2 $}Mﬂl§g$ﬂ IAM 8 Runbook, #MREHEBILSER
ZEEHOEIEKEHAEHERAFBEES, NFFHRER , F2RI=HE

9. MEAMRBIFAMMALRE , ARBETM,
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/security-ir/latest/userguide/proactive-response.html
https://docs.aws.amazon.com/security-ir/latest/userguide/containment.html
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Step 1

@ Set up central membership account Review service pEI’I‘I‘IiSSiDI‘IS

Step 2
@ Define membership details Enable Security Incident Response
R The following permissions are enabled by default when you sign up for AWS Security Incident Response.
Step
@ Permissions for proactive response By setting up AWS Security Incident Response, expect the following:
Stepd = Service-linked roles: AWS Security Incident Response will have the necessary permissions to access all of the erganizational units (OUs) and their accounts within your AWS Organizations infrastructure
@ Review service permissions to create the service membership.

o View permission details
Review and sign up

= Log Access and Investigation: In order to expedite response and recovery, you are granting AWS Security Incident Response the ability to work with intemal AWS teams to access and review logs for

incident investigation and response. These include analyzing log sources such as Amazon VPC Flow Logs, AWS CloudTrail management events, and Amazon 53 CloudTrail events.

-
£\ Configuration settings for data sources
Security Incident Response does not manage the data, events, and logs for your AWS accounts and environments. You can manage these data sources through the respective AWS services
consoles or APls.
\ /
Step . .
@ Set up contral membership account Review and sign up
—x Step 1: Set up central membership account (et )
@ Define membership details h -
Step 3
@ Permissions for proactive response Central membership account
Step 4 Account type Delegated administrator
@ Review service permissions Use delegated administrator account
Step 5
@ Review and sign up . R . e
Step 2: Define membership details [ Edit )

Membership details

Region Name
US East (N. Virginia) Demeo Security Incident Response

Associated accounts

Accounts.
Associate entire AWS Organization

Membership contacts

Name v Job title - Email
Matt Meck Incident Response Lead MM@amazon.com
Kyle Shields SOC Commander ks@amazon.com
Membership tags
Key v Value

No tags

SR 2 RELNEHEERR

TREER  FREENSHADEER , UERZ2EHAHEEEENEANNZE K.
£ AWS R B4 ER TR ARELNSH O EREE

1. BRLAWS Z£EHEE T2EA,
2. EEQEBEBKT  BREZHEEBR.
3. HiEERZ 10 BEKRE, $HHYHSEKE , REESRE, EENE FEFibiut,
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e AWS Security Incident Response Incident Response Team ®
AWS Security Incident < Incident Response Team i
Response

» Set up your Incident Response Team

sssss

¥ Configure notifications and Teamma tes (10/10)
ermissions

ssssssss
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LB A SREBRERE,. FEEE. SERNNDE (MDR) &R, BERTIREM , URFE
EREEHHERIBEANN MR SHEEE,

SRI: TERIIBENEE

AWS Z2EHES REMBEENRIIRERZ2SEN  BAREREDEYNEIDHRS , URER
EX2BEHOEIRHYREVHRBRS. SHaUERFITREREFARES |, flmakEBst. %
BB EEER,

RETEFWTHIERE :
- EEERH

I ES]

- BEER

EBRH

BB EYEEFEREARER  UBEHMAALZIRNER, SRENEE. GAIBERER
RAEREEFEERRLLENLEIREOEEETHE., IRFELEREI/EENRAE , Algx
ROEBAOBUEPEYTBRS , YABEBEANMARENNZEEE

BR T BUA GuardDuty MIBEE =5 Z £ RJTRE Security Hub CSPM 24 , T BEIRFIFEEF
RE, WRKbEE A HEREEXNES  IREERXSBRAZEARRNERHEBE , LUNES
&, LIhEEE AIEAREE AWS, XEMNRG,

WEZR P

AWS Z2EHEE RUTRARGIEEAOMAL , ZNEBTEREZ L EHNREIRREER. &
2EHOIEIRER 15 2 ENRBKERR (SLO) , BHHRLRENERATEMH. AR ES
REIBERERE
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AWS B2 BHER EAEES
B RS

1. FABAWS Z2EHER 28,
2. EERM K RBRBEERMRA
3. EERMIEH .

- AWSX R : EEERELZ2SHOERIRETHEMNES (15 28 SLO).
- BRER : REELHEBAIBLUERENZ K,
ERAMERRL. SAURSSHEER , AXEFRENASE,

B

EMERGIERBEAMEBNERMA, STUERERERG LA BUGHE AWS , KEREE
ROEBRELZL2EHOETE,

Resolver i

Select resolver

O AWS-supported: Resobve case with AWS Self-managed: Resclve case with my own Incident Response Team

Case type i

Select type of request

[ O Active security incident Investigation

Case overview
Title | info

Active Incident [2025-3-17]
Generate title

Start date estimate oo

2025/09/17 @

MEFEFHMARE , F2EELRG

s

E&

BULERERRAY IAM BER , BRATEERTFHBES. ELERTREERETESEER
., BRESHSER. ZEEEANETEER. ERESSWIRERIIFFEEMNBE, IAM BUREM
SEREERFAITNEZTZEEN.

HEERMEERS

1. BFRAWS Z2EH4EE T8, RRBERH
2. FREEHABREM,

HER3: THROAFENEER fRZ< May 13, 2026 12


https://docs.aws.amazon.com/security-ir/latest/userguide/create-case.html

AWS RE SR EHEEE
3. BREFURSIER A ARBEME.

AWS Security Incident ¢ 0928191969 ((Edit ) ( Actions w ) (L] Get help from AWS )
Response
Dashboard ¥ Overview
Cages. Resalver am Start date estimate Status o
Self IE) armawssecurity-irus-east-1:854725506385:cas 2025-07-15
¥ Configure notifications and £/0928191969
permissions Name Incident start date (actual) Actions
il CIRT - Proactive Case - Customer Servers Compromised Created at - 2
! sponsE Team [CrowdStrike Fining) 2025-07-14T11:08:05-07:00
¥ Manage membership Last updated
2months age
Proactive response Security Incident
Accounts
Settings
Details Communications Permissions Attachments Tags Case activities
Documentation [ =
Watchers (3/30) o rRemove ) Add )

Amazon GuardDuty [3
WS Security Hub [

Watchers will receive notifications related to this case. All members of your Incident Response Team will also receive these notifications.

Q Search | 1
Name v Job title v Email -
Jon *Application” Doe Lead Application Architect applicationSME@anycompany.com
Legal Team Corporate Lawyer legalteam@anycompany.com
Our MSSP Vendor MSSP Vendor msspVendor@mssp.com
» Incident response team (10) (" Go toIncident Response Team )
Al members of your Incident Response Team wall also recsive notifications for this case.

4, HERFEXREANIAMBE , YEHERAZTHEHEN IAM AEREAE,

Details Communications Permissions Attachments Tags Case activities

Watchers (3/30) 1o Remove \W/J
Watchers will receive notifications related to this case. All members of your Incident Response Team will also receive these notifications.
\} Q, Search | 1
Name v Joh title v Email a
Jon "Application” Doe Lead Application Architect applicationSME@anycompany.com
Legal Team Corporate Lawyer legalteam@anycompany.com
QOur MS5P Vendor MSSP Vendor msspVendor@mssp.com
» Incident response team (10) ( Goto Incident Response Team )
All members of your Incident Response Team will also receive notifications for this case.
Template case permission policy (12 Gototam ) (1B Copy to clipboard )

Use this sample policy in 1AM to define permissions for this case.

{
“Version": "2612-18-17",
“Statement”: [
{
"sid": "SecurityIncidentResponseCaseReadA %
"Effect™: “Allow",
"Action”: [
"security GetCase",

”sECur‘ity— :GetCaseAttachmentDownloadurl®,
"security-ir:ListComments”,
ir:ListCaseEdits”,

:ListTagsForResource™

"security

"security-ir

® Note

BERGIHIEX R ERPIBENFELEA IAM BER, ET#EE =5 MDR §EBHNRE
B & KR PR 7 BV

SRI: THRRGIERNEE kR4 May 13, 2026 13



AWS ZEEHER HRERER

R4 BERANTERERS

AWS Z2EHEER gHEERENLZ2IENITERERS , UHLEHRERE, BAIUR
GuardDuty 3% BB FAEFEREE. £A EventBridge & EE#%EEJ*“IVEMLE\ EBRE Jira #
ServiceNow Z ITSM ¥ & , AR EZH SIEM A MDR L EE tHE.

REEW TIIERE

+ GuardDuty AEZREMEIRA
* Amazon EventBridge

« Jira, Slack # ServiceNow &
« SIEM M\ T E

GuardDuty FAEFERMEZ LR A

AWS Z2EHEE SEBHRE=ZLBESHE. 2 EMEFE GuardDuty FEHZRM Security Hub
CSPM RERER. BB BERNEZSMERBEANEANIMBREE, EEHRRYBBEETEZ
% , BRI LATE GuardDuty FEY BB HEFRA., EEERAZE , BEE - EZENEHRE— .

% E B GuardDuty Z1E3E Al

1. BARX GuardDuty £#4&,

GuardDuty x GuardDuty » Findings

Findings (198) .

Findings
Saved ntes atw Thesat fype
w A v 3 C v | | At findings w
Exfittration_Findings
! Severit y ¥ Finding typs Resource Count
w Pr ol
53 m‘ Expcution Rurtime MaliciousFileg EC2 Instance: i .
necuted 0e25811/91da2alBe -
Demo-matware-scan
ExpoutionRurtime SuspiciousToo ECZ Imstance: i
- Fin iogiuam a7
Malware-Findings. i De25811/91dazak8e
Port-Scanner-Findings A Hreess Ky
b Lo ) a0
VPC_Flow_Based_findings avior ASIALOAMTIFAIQAH B 200
Suppeession rules w1 on EC2 instance EC2 Instance: b
W [[ion ] Expoution EC2/MalicionssFile 1
Oe25811f9da2aB8e

CIRT-Create-Suppression-Rule-DEMOS
PolicyS3/BucketBlackPublicheees s Key:

o sDisabled ASIANNCEZROAJEUTFTET *
CRT-Creat e-Suppression-Rule-DEMOZ
- Palicy 53 fBucketilockPublicAzces Argess ey a5
sDrsabled ASIATQHLGOVASXEAEW!)
CRT-Create-Suppression-Rule-DEMO
— Diseovery-LAMUsersAnomalousBel Aueess Key: -
avior ASIALOAMZFAIXLOFYDUF

TestPorProte
EC2 Imstance: i-

Suppression_Test ExpoutioncECZMaliciousFile 1

Uppression, [ ] HeEHRER A 0625811912088
Suppress_Brandon_Test w1 o EC2 insstancs EC2 Imseang i

. ) — 2 bty [ion Y ExetutionEC2/MalicousFil ' 1

L2 em : 0e25811191ca 22880

Test_Amazon VPN

DiscoveryIAMUsennomalousBich  Aceiss Key:
- i A AL T

2. EERERE,
3. HEEBERKT , BEREMARN. ZERIERSEREIRFNAMAZELERABE,
4. HERRREERAUNKRE , FRERA , %?ﬁ?ﬁ@?ﬁ%ﬁ%i’%qﬂﬁﬁﬁﬁﬁéﬁﬁﬂﬂo

SER4: HERENIRES fRZ< May 13, 2026 14



AWS Z2EHER HREER

® Note

FH SIEM ST 8815 & I FEZ BRI R GuardDuty ISR RUEE , #MESHE
AWS Z2EHFER F SIEM KB,

Amazon EventBridge

Amazon EventBridge RUA WEHERE TERRE AWS Z2EHEE, BB ERGZERBE T M
AWS BR# (Amazon Simple Notification Service AWS Lambda, Amazon Simple Queue Service AWS
Step Functions) S\ E8 T E | 40 Jira, ServiceNow, Slack #1 PagerDuty,

EX7E HY EventBridge R A AWS R EHEE

BANEREESIIRFE AWS R EHES,

BAEX EventBridge £# &,

FEEERTHERET , BERA,

BEEVRA , TRRAFHEER  RREET X

FEAWS IRET , AWS R SH4EER TR FE R,

SHEHER  ENSELRYENESS AP B, ZAUFBEEES , WSS EEH.
BET-%,

N o o bk~ w0 N =

Event pattern info

Creation method

Use schema © Use pattern form Custom pattern (JSON editor)
Event source Event pattern
AWS services v {
[aws. ir"]
pe: created
AWS service } ] =L
AWS Security Incident Response v
Event type
Case Created v
IO Copy {81 Test pattern -::. 2 Edit pattern
Cancel -::.- Previous ) Next

8. BIEMEHEH—HNZMMBE , Sl Amazon SNS AWS Lambda, SSM 45} Step
Functions, {REEEREBKRF B &,

SR 4. BERANTIERS fR4s May 13, 2026 15


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html

AWS ZEEHER HRERER

Target 1
Target types

EventBridge event bus
EventBridge APl destination
O AWS service

Select atarget  Info

en(s) to inveke when an owe

SNS topic

Target location

er), or another AWS service as a L

arget

[ © Target in this account

Topic
SIR-Demo-SNS-from-EventBridge

Permissions

Use execution role (recommended)

Execution role

[ O Create a new role for this specific resource

Role name

Amazon_EventBridge_|nvoke_Sns_727705831

» Additional settings

9. WMEIWEIRA

EEEAELSRENSEBHES

] Target in another AWS account

o so. EventBridge and AWS Identity and Access Management [3

] Use existing role

#81E EventBridge RSP RESEREEHRE, THNEER
£ ¥E Atlassian (Jira), Datadog. New Relic, PagerDuty, Symantec #l Zendesk,

e Amazon EventBridge > Partner event sources (0] [c]
Amazon EventBridge ¢ Partner event sources
Dashboard
(@ You don't have any partner event sources set up yet. Browse Amazon EventBridge partners below and start with 'Set up'.
¥ Developer resources \
Learn
Sandbox Amazon EventBridge partners (60)

Quick starts | @ search partners

¥ Buses
Event buses Updated

Rules

Global endpoints

F.\\ Adobe

Archives
Replays
Adobe is changing the world through digital experiences. Our
¥ Pipes game-changing innovations are redefining the possibilities of
Pipes digital experiences. We connect content and data and introduce

new technologies that democratise creativity, shape the next...
¥ Scheduler
Schedules

Learn more ( setup )

Schedule groups

¥ Integration
Partner event sources -
Apptrail

Connections
¥ Schema registry Security teams on AWS use Apptral to build realtime
detections-as-code using Python, correlate across events &
alerts, and hunt threats by quickly narrowing on 10Cs at
petabyte scale.

Schemas

) (o]
stripe

Stripeis a finandial infrastructure platform for businesses.
Millions of companies—from the world's largest enterprises to
the most ambitious startups—use Stripe to accept payments,

grow their revenue, and accelerate new business opportunities.

Learn more ( setup )

atlan

Built by a data team for data teams, Atlan is the active
metadata platform for modern data teams. Atlan creates a
single source of truth by acting as a collaborative workspace for
data teams and bringing context back into the tools where...

Jira, Slack #1 ServiceNow &

&

Stream salesforce events directly to Amazon EventBridge.
Analyse events originating from Salesforce instance, with
targets such as Amazon Lambda, Amazon SQS, Amazon SNS,
and others.

Learn more (

!."1 AuthO

AUthO, the identity platform for application builders, provides
developers and enterprises with the building blocks they need
to secure their applications.

Salesforce
via Amazon AppFlow

Amazon AppFlow enables streaming of Salesforce events
directly to Amazon EventBridge. The connector will allow
developers and teams to route, process, and analyze events
originating from their Salesforce instance, with targets sueh ...

Learn more (" setup )

Consume authentication and authorization events emitted by
Authress to trigger custom actions or integrate with your
existing SIEM (Security Information and Event Management)
system.

AWS BB RS R |, A8 Jira, Slack # ServiceNow @& 4, ELEEAETE AWS T2 F

#rEE =PI ITSM = ChatOps FARFERL — —1

RPN ENEEBRRES —BERED.

SR4: BERENITEES
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AWS 22 BHEFER (EFE IR
BENER

AWS Z&EHEE BEERAN ITSM FE& , BBEFSEHERNOETERE  HLENT2R
., BEFARENBRABHERT BFITRBENER , RENRTEEREEHMEF AWS REMPHEE
BEHEERENTRM. ZBF A EventBridge EITSHERBE BB , ARKEHMTEZENR
2, BERRERZESEHREME  FRSFEER. EEE—NIETRLZEDNETH AR,
HECERE , YERES4OELmBRPRASENERRR,

WMEIPBRE , /B AWS Jira, Slack 1 ServiceNow B &l fi# R 5 =,

SIEM MAE TR

AWS Z£EHEE TEEENK SIEM HNEEEE, T8 , EERAM AWSKENRLE , ReSH
EETECEESRENERKFITONMNFEE SIEM BEBE., ReB40EIREAHRIREESE
mIRE < ER BT  WHBEREEEEREREITAEEE,

REEHOEIEROFEREESHN VDR HEBNE=SAEERESE , BPHESHBRECHEIAN
By SRR T

BMAREESHOE , WEA API/CLI 51 EE/ E 4 E FEE X

ARERMER API/CLI AWS R EHEEMA AWS KL EHEE, EEZREES , URBESH
[E] & 581 Bk Y 25 B

5% Organizations WEEE , FRLHBZERZEEHOEEESIRFNEFRZESENEZ I,
KB A FRESHES EEZMNLZ2EHOEEESIRFRAENTA,

Onboard with a delegated administrator using the API/CLI (recommended)

1. TE&HI AWS Organizations BEERF F2E
M AWSServiceRoleForSecurityIncidentResponse_Triagef[RIEEEAE :

aws iam create-service-linked-role --aws-service-name "triage.security-
ir.amazonaws.com"

2. (ER) EERTACRECEYL , BT NS !
aws iam get-role --role-name AWSServiceRoleForSecurityIncidentResponse_Triage

3. fE&RY AWS Organizations EEIRFH , &t WEREE SRS AWS K2 B4 EE .

aws organizations register-delegated-administrator \

fEF API/CLI MAZ &2 EHEE W7 May 13, 2026 17


https://github.com/aws-samples/

AWS Z2EHER HREER

--account-id delegated-admin-account-id \
--service-principal security-ir.amazonaws.com

4. RIEMBEBRA AWS Z2EB4EE RIEFI

aws organizations enable-aws-service-access \
--service-principal security-ir.amazonaws.com

5., BAZREESIIRFURVAEERTIEEENEHOEER. BLAIEE

BRALA.

aws security-ir create-membership \
--membership-name "membership-name" \
--incident-response-team '[

{
"name": "name",
"jobTitle": "job-title",
"email": "email@example.com",
"communicationPreferences": ["email"]
}
{
"name": "name",
"jobTitle": "job-title",
"email": "email@example.com",
"communicationPreferences": ["email"]
}

6. (ER) HFACEUREER:
aws security-ir list-memberships
7. (EA) EREERFAES

aws security-ir get-membership \
--membership-id membership-id

Onboard with a management account using the API/CLI

1. RENBEBRA AWS 22 EHEE REFE :

aws organizations enable-aws-service-access \

DREEHEE

R API/CLI MAZ 2 EHEE

fR4s May 13, 2026 18



AWS Z2EHER HREER

--service-principal security-ir.amazonaws.com

ABERFURIKEERLIEEENSHERER, ELASHEDMESHEEEBKK

o

N
Mo fox

aws security-ir create-membership \
--membership-name "membership-name" \
--incident-response-team '[

{
"name": "name",
"jobTitle": "job-title",
"email": "email@example.com",
"communicationPreferences": ["email"]
}
{
"name": "name",
"jobTitle": "job-title",
"email": "email@example.com",
"communicationPreferences": ["email"]
}

L
3. (1BR) MREEUREER

aws security-ir list-memberships
4. (BR) NEMEERFMEER

aws security-ir get-membership \
--membership-id membership-id

fisk A BiSE O NEZEN

TERTER, WERF B ERERE AWS EHNIRFER, KEATRLZLEHORIRERLEHY
BIRERBHE ERN AR,

Misk A : BHRBEONEEENA W7 May 13, 2026 19
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IR 1 SOC AEHI&RER
B IR| X K 4 H
8 soc E. &, ., Mt
A R = = =
g8 = H A i
y=: o CIDR CIDR f&
=N #H i i %
Z B = = {#
. & FE
g7 A %
Bt
1 SOC Prima 10.0.C 5.5.6C Azure
Commai 16 20
. John (Azure
Smith, |
ith@exa
le.com
EERXWENR , FERTILER :

1. ERAEHREEATH LRFREER K,

i DNS

= fa

H Bl

AWS =5

& IPs (

15 ES
P
=
Amaz
Route
Resol

us- N/A

east-1

. us-

east-

2

2. BAERTIFMEEANAWS iE =6

- REIFEE B

- BRI RE2EHEE
- R Hitb
3. BERNPEERREREEZTRG,

RACI % &

VPN
| &%
ZE
R
HE
M IPs

Direct
Connect
nE
VIF
116.32.¢
7

EA g
FEA
2
27 |
MR 5%

Nginx

Websen
(B3

w el

Bl ) |
1234567

0

B o VR

8080

EDR  IDP
|AV | |1z
=/ B
s

AE

m
|_|

CrowdS' Entra,

ke re
Falcon

T3 RACI EEER T REZESHLEREFEFNABMERE, RACI RXREME (R). EE (A). ##

(C) MAME (1o

RACI 4 &
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https://repost.aws/knowledge-center/get-aws-technical-support

AWS Z2EHER HREER

B BF AWS R = B SIR BB
AT

B RIS AHER & R |
B EEBERIR R C |
[38=% EDR Z4] Security Hub R C |
CSPM

GuardDuty B8/ EEMEBRE C R |
¥ B iR S #5E R

BIYEHBABE R | C
A AWS fB1#& R C

# iR = B2 22 37 BFBE AWS Organizat R I

ions

ERZEREER/RLTIEIRF R |

A

RERBERFMER R |

BHER (REIHEENREESE R C |

THERE ; SEBELACHKEEE
HIRF ; REEFIBIF )

EERERE

WEIRIERS IR R C |
RRZEEHEEEERS R

F%E Amazon EventBridge & R C C
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SEED B®F AWS iR = BB SIR BBk
EEE=HTE (Jira, Ser R I C
viceNow, PagerDuty, Team % )
PR AR A R ES M R £ A R C

RACI % :

- BEFR)- FITTEUAZREBRH—F

- BEF A) - —HF R AEIFERTREBNEE

- EFEHC)- SRERYBEHETEMBEN—F

« BAH (I) - EfEup-to-datet EW B 2 E/TE MBAN —F

EEUX B ERIRF

REIRFRARRERFHMAEA, MENBREADEREBRFRER  UAREYNEEMBERFM
B ZEEMH AWS WIRF, BREE AWS Z2EH4 B2 BEEKIRFEAS Amazon GuardDuty
FIRBR AR AR FHE AWS Security Hub CSPMo

LEMEREBETUSEH EZEEN AWS Z2EHEE EERKIRS AWS Organizations, &7 LATE
Organizations BEE RS = Organizations ZEREBEEREPEILREE K,

EREREESIRSF : AWS Z2EHEE EEABVNRFEEVREREESIRF . RMIERE
EREREM AWS 22 HERBBRENHEZREES, RHE 12 VHBREESIRF ID, ARE
AR LA

AWS Z2EHER BB AWS T2 EHER THAMARK , €EBEEM AWS Organizations BEE
WREMEBEXNNFTEIRE R E I AWSServiceRoleForSecurityIncidentResponse_TriagefR#%
EEAG, WEMSA APICLI A AWS 22 EHEE NIEEEREESRFHRE , F2E BAZR
SEHEE , WER API/CLI R E LN E4E 0 EER,

EABREANRS | BHUIKRFRTENIRFEEES AWS Z2 B4 EE REERNTRKE
BERIRFE, EBANBASTEEBIRSFIMRE , U2, FRNEEFEATRNSHERED,

BELRAEANEEFT AWS Z2EHELE,

MEFREANBESE  FLUHRABE AM 55 %,

B EERIRSE FRZ May 13, 2026 22


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html

AWS 22 BHEFER (EFE IR
RS AWS ZEEHEE ZEBR.

HRRE IAM A, ERLUEET YIS
- BEIAMBX : #RERERERAE. FEIS/EHN IAMBE , LBEAERTFLENT. BaNE

& = https://console.aws.amazon.com/iam/ : /lUsers/, Permissions

- RIEFRT  ERMTRBIUMENDE. Sl MREFEFIERS , FES ListCases, MR
ERBLENFH , K RIIERAS.

« M AWS CLI 5 SDK : & LAfERIEFHIERNERETEES B #EH AWS Command Line Interface 5
AWS B EHS AT, Bl , £H AWS Command Line Interface , A LA#1T aws sts
get-caller-identitymHREBFEBENEAET,

« ®&E AWS CloudTrail B& : #BJ CloudTrail H& , LEELERHTHHER S EERL %K. ETH
Bh &8 BI4E A 5 ] RS R

o EA IAM BURIEIREE - IAM BFEEBREE—BIE  EAHE IAM BEYEEHERNT TN
488

= o

(@ Note
SRISRAEER AWS REMEERBTHNBEMEITE,

REKEBERFHER

- B FREHREERNRSG AWS B 1Y .

/A Warning
SRR B EREM AWS B SBERR

- ERZERAE AWS Organizations EBABE N (OUs) IR E(E AWS Organizations E 5 YT
EREERKEHE,
- BALUREMERUREERNEE,

- TEVREBRALAERYREERTHEREFRMYE. ELMEASEB IS ESHTEEB A,
E-REERELLATFEMEBRBA , MERSADEEKHEDTSMEBBEA

« RENREEREREZARR. SERIUHBILER AWS RANEBESER,

REMBEERFMEA fRZ< May 13, 2026 23


https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html

AWS Z2EHER HREER

A iR 5 B2 2 7 B3 AWS Organizations

MR EEFETEERE AWS Organizations HiIEEHERE , FHKEERERFTHEBPMERERF K
EHE, ERENEBTERBRIRFR , BBIRFSEBER.

WMRIGEZRERE AWS Organizations BB |, WA EHKEERRE R ERBEN
(OUs) , AliEm R EERAREEEFTE OUs THFTAIRF . E8EME OUs ¥ OUs THIRF ., ElR
FtiEL OUs ¥ BERET , BABIRFE BB EHN.

ERE-STHIRBBEMNNREER  F2REAZERFEBEN AWS TR,

RETBEENE R BITHERE

AWS Z2EHER FH Security Hub CSPM Z & REZFFAER Amazon GuardDuty MIE=5HE
BRTEFMEENREBETR. AWS Z2EHELE SHH/PEMEXENER , EENERKTUEZT
REEENEE,

/A Important

AWS Z4E4ESR FEEEA Amazon GuardDuty, 8 , 3 Eh[E FE h A 4k 58 A 145 81 BR
BEWRERASHKER, MRERER Amazon GuardDuty 5 Security Hub CSPM 5% E & #aEL
BEEE , AWS Z2EHES IIFTSFEERNAENRE , ESRFILLINENE.

AWS R EH4EE SERNAET AWS Bl BB AEEERFANEAPIENEBESE. B
TIRELIIEE , AWS Z2EHEE SRBHTE ANMMEREREBRFPRIBRKEELSE AWS
Organizations, 718 , IR EEIRF , BXBFHE IR ERAC T ERMARERE,

MREE AWS T2 EHEE PINAT AWS BEEXRE | R£S4E

FEe B 8728/ AWS Organizations BEIRE MEBERNFTERS P&

M AWSServiceRoleForSecurityIncidentResponse_Triage[RIEEEA R, MREFER API/
CLItA , IR AFBEV AR, WEFHEN  F2HEBAZESAEE |, WFEMH API/CLI 5REZ
EHEEER.

MELBR AR EREZHBIEA Amazon GuardDuty 5 Security Hub CSPM , 82 AWS X2
OIS,

HE IR 5 B2 2 7 B3 AWS Organizations FR4s May 13, 2026 24


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html#creating-a-support-case
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html#creating-a-support-case

AWS Z2EHER HREER

® Note
MR EE Amazon GuardDuty Z1E#R A, RESBHAERTBEEIERBEETMER , &7
LA F R BI1FEH Investigations and Inquiries 223 AWS XE R | LIFE#E AWS R B4 ESE
Rk, MFFHMER , FBREIL AWS ZENEH,

THRERTHOREBHT

ELRATBEENERSER , AWS Z2E4EE EREEENY HRKEB Amazon GuardDuty
Security Hub CSPM &£ RER R, B BEBHIEITEREDR , AEFESRET RGBT
7

BEBEHFTA

- BHEMERE EEH)EEFYEEBEEELAREY (EFEENZERE ) B, AWS Z2EHE
£ 28 B)1f Amazon GuardDuty REFREIEEE , WEHFRE , LB LB EEBEERR
ELIRE,

- MEIRA : WRFEETE Amazon GuardDuty 1 Security Hub CSPM R EZ MM HIF BB EHZHR A |, A
ERFELRECARFEAWEBEE |, AN IP thit, IAM BERBMIEERETA,

« BMAIRBHERE : £/ SIEM KT8 338 Amazon GuardDuty B /E G ESEE RN #
BMAERY , RARKSEELNREYEHHFRUEBMELE, EANE AWS T2 EHESE
BRFEHN SIEM HIRE,

BEHFNBBESE

BALREBEBHFNEEFTENHTIARSEUNEILRA AWS Z2EHEE

1. BEZF Amazon GuardDuty £ &

2. EERMERE

3. REBFEERRMEPRIEE

4, EMBERNZNETEE , SUREEELERA

BEEEZEEN .

- HENREEEFESRBEE Amazon GuardDuty # 90 X , 3t B A LAE % BRI A BB RS 4R
« BATLABEREIEIB Amazon GuardDuty E12 & 15 ch =k M BREE 1L 35 Bl
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- BEISERFERBAERENERE  BERBREAEREILRDRE

B BERSEHER , AWS Z2 B4 EE UFTEFIBEURERBZE | flINfEEHEARN
FHEIWmBBEAER, BEER , EXEHEERETSRAEFTHEE, EERTELEFEE , &
WALV ENF TR FRE. EFLEIBEE AWS CloudFormation StackSet ZRFER , B StackSet
SEUMENAL,
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AWS Z2EHER HREER

EHEER

B &%

- REEHREERRR

- EEBNSHOEER

- RBl

- EERH

- £/ CloudFormation StackSets

- BHUERE &

T2 B4 O EERK

HAWS Z2EHER IR L BRASA/ACEHASHELEERNSSE. TDHEENRE , BIRTEE
SESVE I

SO EER
EHURASHEEEBUAFINESCEERKERFAET.
£54: D ESL]

BRENBARFIERERERERBMANCERN AWS XERFINYE , UREERHBAETEENE
REERA, AERUSERERCERRIIFFENFEEE CUNFREN).

BERNEHEEERK

ENEHCEEXKTESHEEEFNRZEREE. ZHESTURETNANREEEMAKNBERN —

%Bﬁj\o
RN EEENEF I FEENEFEARERKE. ZE2oME,. BARXARTENZEEEERK,

AR EBENSELTEREBIUKRER (1SV) MZERBAER (MSP) HEA , MEEEEL
BASESESHEREERFT,
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® Note

REENSHLEERTEEBR TERKEFTN RBEERNER , SIIREERMRG, &
ALAGER By AWS ZSEBR AWS Z2EHEE RET BRNEDNNBAFIE, BTt
BRLE—L TR,

BEREBEREENSHOEERRES MBS EMEL, SRR Rz RFERFTIE B
EVEIE o=

S EEE RS KRB R ETASIEFNE T EFE,

BRRGEE

RELWBEARERE , UBFHEEZ2 MBI TRBEANLREFERRAEED.
ERERERRGRE

A RERREEASFERER T EA

o
bt
i
%II
5
%
o
il

AR TS RREEBBKEEARE

1. RERHREEESHOEERKER

2. PTUTERE—E :
- FETHEANEBKKE ENEEEAEEARIRENERKE , RRZZRE
- FEMEEBKE  BEEHE

3. ERER® , KB IEA
a. EEUEEEPEARNZETT IR
b. BRGNS W BEAR LB 52

BARER
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AWS ZEEHER HRERER

Communications

Select communication type

Case acknowledged

<]

Case assignee updated
Case attachment scan failed
Case attachment scan succeeded

Case attachment uploaded

(<< < < <)

Case attachment URL uploaded

Case break glass

<] <}

Case closed

(<]

Case update case status

Deregister delegated administrator

Case comment added

|| Case comment updated

Case created

Case entitlement updated

<]

Case owner updated

(<]

Case pending customer action reminder

Q

Case updated

Notifications about cases, such as new case creations, New case

updates, and case closure

Case updated to service managed

Disable AWS service access

Membership cancelled

oo

Membership created

<]

Membership updated

Notifications about changes to membership, such as membership account updates and cancellations.

<]

4 BELHBE

AWS Security Incident <
Response
Dashboard
Cases
¥ Configure notifications and
permissions
Incident Response Team
v Manage membership
Accounts

Settings

Documentation 2
Amazon GuardDuty 12

AWS Security Hub 12

FRERBARRE

RIBER , SHOEEBRXERBAFMBET. EUER LRSS RER

Register delegated administrator

@ 1 teammate successfully updated.

Incident Response Team i

v Set up your Incident Response Team

Add members and grant permissions

Configure your team by adding key stakeholders from within and outside your organization. This can include stakeholders.

such as legal,

Teammates (2/10)

You can specify up to 10 members In your Incident Response Team. Additional members can be added for Individual cases.

Name

John

sarah

or 3rd party

N
|

y

Job title

Security Engineer

Security Manager

=8

Receive email notifications by default

Team membe

any case that

default. can be removed before

creating the case.

v | emai

John@security-engineer.com

sarah@security-manager.com

otified for any

v

Edit Delete Add

Communications

Case updated
Case acknowledged
Case status updated
Case comment added
Show more (+11)

Case created
Case updated

Case acknowledged
Case status updated
show more (+12)

W
&
il
lI53
K
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FERRI
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BHEE

LHBEARERETEFNCREFLERRNED N , ARERSSHBFAEEIBAN S,

® Note
EEREFREEANZLEHEERRPOIMBERRBEA. BUUERER LRSRRIEBE
LR TE o

WK S B2 AV EEE AWS Organizations

A B AWS Z2SHEE | S IREREABTISEABEN OUs). WRZIHFE OUs , EHIK
SERAGREBNELERN OUs WIRF, MAENZEES  MENKEERSREEBANRE
MR

MEFHMEN  F2EEH EE AWS Z2EHELE tRF AWS Organizations.

EELNKEERKESE

BAINEREELNNEERREHERE , SFEREEASNREZHEE R EN OUs.
EF OU B3

EEEELNREERKEZHE .

1. BEERFABRERR

2. IEEUHTE OUs SUEMEE K S EHRE M EIBIH OUs
3. EREVEEEK S EKRE R OUs

4. \—TEMBBLREFREERK LA OU EAH

EEE  ARLROARNER , WBEREEEEN S ERTUEBEBAYE OUs, BIEEHRYE
ENEEAR , WEMNRER - CRBAUEFENREER , LERERE OUsmEFBUEMER
R R AR %S

MEFHMET  F2REAEBEN OUsEEREERK,
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AWS Z2EHER HREER

EEZE

EEEREETHIRSE : AKEERKEIRRE OUs i , EREHEBBRBHTHIRSE ( F2EM[ OU /Y
—82 ) BTEEENKEERMERE, TEKELIRFISEXNEERRZHED , BHLAKKE
LRFHIEE OU , AEMZ OU EHEK R EEHRE U RIH

(@ Note
HMFENE OU MR ERR , REFEEBNBE KRN,

ERNRE

AWS Z2EHFES MBI 2 ¥ E Amazon GuardDuty K9 &2 £12E AWS Security Hub CSPM , &
FZREBECVREREZLRA , U LEFLXENRE, R+EHEOEIEEXSHE[EFE , THRE
EHME| ELNEKRERFBERE, NRFE , BUURTFRREEEEFBEN AWS Z2EH
FEE 35,

AWS Z£EHEE 75 NIST800-61r2 ERZEEMHEEEENZLEHEE, BEBNTESUERE
¥, AWS Z2EM4EE RH-BNZ2EHEERE , LERRENCE AWS BRBHREEHH

REEK.

EAWS Z2EBH4ES B2 RESEFRZLHYR  Z2EHCEIESETHAE. BRINK
SRFEHNBBER , f0 GuardDuty 128, 2 BHMIMZER. ATEFENEHED , WRHKESE
HERBE,

B &%
o {ERIF 27
5

AWS Z2EHES BRERES EEEARLSHDEEMBRFREESE. BRERELER , 1
BREREEH e REENFF,

R 73 4
|ESH
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https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final

AWS Z2 SIS EAEES

IEABUER AWS ZEEHER AN RELZ2EH, ER2EHPBTESE. AWS Z2EHE
2 EEAABCNFBRNRBAEREEMH, 2WEF  URSREFER, ENSFEBHBRRNY
IEFRIRM T AR R INIE L 2 47

R S R 18R SRR

(® Note

AWS Z2EHEE RBEXAT 2IEEZ X BE R EH H IR A ENH A
MEM AWS , MERASFHMAES , F2EERIDERBFEEME.

Amazon GuardDuty

EEAEREEB A GuardDuty , 5528 (Amazon GuardDuty A EERE) FHSetting up
GuardDuty—§f,

BINEREENE BN DA GuardDuty AWS [Eif, iET i GuardDuty EA BB AKEEES
EXTHNRERLR  IEELRTBEANES PR M, WEHMAER , FSH Amazon
GuardDuty [& 13 3% 2

AR GuardDuty A& AWS Z2 B4 EE FIBEZREERNER , HRHBBINEE AWS REF
BHEREBEENEN.

AWS Security Hub CSPM

AWS Security Hub CSPM AT AR B8 AWS RN ENE=FH R MR RENLLTAERR. &
BRATIHE AWS R EAKS ERANRERELAEN T ENHEEE.,

= ZE A Security Hub CSPM E2 Organizations B4 , 328 AWS Security Hub CSPM £ A& 15
Mo

BHZEH N AE Security Hub CSPM LRAAES. HRE=ZFERES A LUHEEX BEES
AWS Marketplace , REREE S, BEEENARMEHNELEIBNER, E—F 7THRNAEA AWS
Security Hub CSPM #4&,

AWS Z2EHEE TUERNFAETI TEE BEIFMNFAEER AWS Security Hub CSPM :

» CrowdStrike — CrowdStrike Falcon
o ZIKED — FEIKED
* Trend Micro — Cloud One
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html#guardduty_enable-gd
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_regions.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-partner-providers.html#integration-crowdstrike-falcon
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-partner-providers.html#integration-lacework
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-partner-providers.html#integration-trend-micro

AWS B2 BHER EAEES
BEMAELES , BUUAERA AWS R EHREERNAENRNVEBN MM,

1538

FEiBFEEIFE | #& Amazon GuardDuty HEEREZEEE , AWS Security Hub CSPM 33%iB 7E i A HA &
B ZI9R FH Amazon EventBridge # Bl AWS Z& S/ ER HEEBEEE.,

AWS Z2EHEE SEHHFEB 2 BB E A RS EEREEHEEBEEA Amazon GuardDuty

RELR, BUUREESEREEFREHTIZENMEEHE , SUE Amazon GuardDuty EEAFRIEE
HEWMBEEE, MEFMET , 5520 (Amazon GuardDuty F &) PHFE GuardDuty Fi2
EFRGEELENFAESER. Amazon GuardDuty

AWS Z2EHER SR HRFEB S, BHBYE A B EEESMHEEIREAN Amazon GuardDuty

HERR, LHTFEERARCY)EEERIEES "H7F7. WRERER. IFEEREERZE , EAH

HAEFHRAERE RS Amazon GuardDuty 2 & F R, SR UAREBERFEFRREFERESEH
7 , LATE Amazon GuardDuty R EFRACHENEEFTE, NEFHAHTEETENFHEENR ,

=28 (Amazon GuardDuty fE & ER) FEVEEAREESE,

AWS Security Hub CSPM N Z £ AERRK , AR ENESEREER , XL TEH2ECH

R, THEREBRESH NEW BFE A NOTIFIED |, ESHRTAERBEEFTERBEFBE AWS Security Hub
CSPM BRE/FE., MRS EHERBEEEARMNEARTHHERY , RSB EIHEERESE
B, W THEREMREEFH A SUPPRESSED,

o BB E

AWS Z2EHER eRHIBRLAERR. ?EEFEIMREZARFENER , SEAERERE
. AWS BREHEER. AWS oskMEZZEER ( Hltn AWS CloudTrail 1 VPC R ). AWS
BEEE  UREESREHEER AWS MIAFNHBRENAE , LY EEIZNIBRERKRBHNT

MREBSBHEEAINEBRAYY , RRRTESREE - SHHEEF,
2 BHEREREHE

AWS Z2EHES Engineering 2 — £k, BRUANZEERASER , BfF AWS NLZ2EH#
CIENERANE. NREDH7EEZYNEHEHRERY , AWS R2EHER AITEE2HEATES
B, MREMHRIE Security Hub #EEX , AIERBEBRMEMERERLR , EH AWS ZR2EHEE
TRENRAEBEEEETH,

AWS Z2EHFERE Engineering EB S M EMBREHPEERINREBER. RELREDPBEFAEER
MAEMNRER , UREAEHRESXEAR  ETEEZLRE, BEEZNEFRERE (F2HES
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AWS REEHER EAEIET
B) AWS Z2EAHHETETHEEER AWS Z2EHEE T RATHNELEHOERFIEEBNS
HERERKES  UBRRREHEHENZNEDLREDE AWS EENEH,

EAZEREN -T2 , AWS Z2E4FER b LIEA EC2 Triage £ Amazon Elastic Compute
Cloud #TEBAKERAEEN. AR , LI AWS T2 EHER O EETE Amazon EC2 #
17{E 88 £ #4117 AWS Systems Manager Run Command , MREREE R, BREHTHNEFNMIOMTR
mRE  MAFZEEEFIHTER.

EC2 Triage XE T HEXR# -

Linux
* Amazon Linux 2, Amazon Linux 2023
« Ubuntu 18.04, 20.04. 22.04, 24.04
» Red Hat Enterprise Linux (RHEL) 7.x, 8.x, 9.x
+ CentOS 7.x, 8.x
» SUSE Linux Enterprise Server (SLES) 12.x, 15.x
* Debian 10, 11, 12
Windows
« Windows Server 2012 R2
* Windows Server 2016, 2019, 2022

EEMF EC2 Triage , 844 8#% Containment with EC2 Triage CloudFormation EZ<5 2 Z & HY 1R
F. MEFMET , 5528 E A CloudFormation StackSets, B1E Amazon EC2 #{TEE S AR
1T SSM Agent , BB E#RIFH B AWS Systems Manager, MEBEREEN , FSEBRE
Amazon EC2 #1T{EEE Y Systems Manager,

e

AWS Z2EHER ZBRZ2EHOERFESHAOEERED A ER:HAEPEENE. 2@ AWS
LZ2EHEE TENEURXERE, BA VRS  MANBHNLZERBENEI ; B FIUFE
2 MR, HINBFER ; BEREMEENGX ; URAMARERESR

AWS Z2EHEE THRENSHOEBRERDR K SHELEN AWS Z2E4 B2 RERFHEYR
Bl , BATEHEBIIRFNBAEFE R, ELRFIEHEEFIE " [EBRH] o FE  HEKH
B AH BH AWS Z2EM4ER, EBTBHSRY N FKDORELER , EHE4D FEE BRI LA
AWS ZEEHER YT T SIEE :

- BEARZECEEENZSEH,
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https://docs.aws.amazon.com/security-ir/latest/userguide/responding-to-an-aws-generated-case.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-setting-up-ec2.html

AWS Z2EHER HREER

« THRENRENERITR.
- BEEREBDRBER.

MEREEEEENHBRSET AWS Z2EHERE UE  WYELFFRNEZENRE AWS BRI,
EXNEEEE

AWS Z2EHES REREFENRENSBER , UFAANSAEEBERTE,

AR 5 S AL

ELHRFIRBEEATE , 8 AWS Z2EHESE EXEE Amazon GuardDuty 2 1F 7 BIsFAWS
Security Hub CSPM BE{L#HHl, BLRASHFFESHMNRETEEEMNRIER ( HIARIE IP i
5. ASN. X TBHEE ) HARFERZER, AWS Security Hub CSPM %5 Bl & SUB S IER 10 26
E L AHEUUAEEFRABTEENRABEELHHT,

BREEAN , ERIFEEAWS REFHWEBITAR AWS Z2EHEL REEURF, EHEH4E
FEEBRERIELRAUAKNEIEN  BREFESEBFRKER.

Al AEREEN
B

BRA A BITHWHAEREENETFN AWS Z2E4 B2 TEMSHF , UNEZ2HE, EFFEY
AWS X ENRHIE K TERASSEBRZLEAORIEMEBDLTHA , BERBEREXEES
BN,

EEFEZHNE , 2 EHEERFITHEHAECBIREHET AWS ZLEHES, BIUHMW AWS X
BERGIEF  REREEASEBDHER, BULUEBREEE. API 5 Amazon EventBridge B & R EEFT
CELR

FTEER

- FTRE - REENELEEERENR , BRRM A BB ABEELR,

- BELEIBWE - EBBEZEH AWS CloudTrail, 1AM, Amazon EC2 1 Cost Explorer 3REBRF &
BED .

- BAESRE - UHEZSHRLLREE , MAEFEE AWS B EEHE,

- ERWEE - RERSIEBRTINAERHETEE s EBERRM,

- TEAUEZY - TEERASEBEHLE A AWSServiceRoleForSupport & AWS CloudTrail
To
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AWS Z2EHER HREER

/A Important
LR EEAR AWSK BN RS, BREENRFTEE Al BEMRE.

EERR

Al AEREEXNEST AWS X EN L2 RFREREBCIERE .

1. ROIEL - BEFERARRLRAEN LTS EHEETREPET AWS BN ERH,
2. TR
- REEHOEIRMERMES,
- FEIEF, Al REREFRBEAEIFERE.
3. NEME (ER) -FRAETRESHREEHE , MKEREFHEA .
- ZEEM AWS IRFE IDs
- HRHIAM 8 (EAE. AR, FISR)
- JEERHDIFF (S3 REIFATH. EC2 #ITIER. ARNs)
- AISEEBMREEE
4. BERYE - KAEEXSBEBHEHN AWS ERHRR :
 AWS CloudTrail - EEE#HERBA AP FEALFNSEED
« IAM - EREMBEF, BREFENHE TR
« Amazon EC2 APIs - R :EHERHBENR
« Cost Explorer - T2 EEREENKAEMAZERF
5. MMM ERN - AEERXBEREABIR. AR L ERESHR B,
6. EARE-HTEL7ER , ERASEEAERIEBPERTENAERE,

® Note

FIERAUBRBEEN. NRRE 10 7ERNRAER , BESEDHK, EXLEBRT , W
REFEHEFATA , ERAETRE T HERABE,

FHRERR
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BHERE Al 54

1. EREEHEEEREFEERENRM
2. BRRHERSIRER,
3. MERERR. REBMNAENAERE.

AN BEERABRERADEMARABABRTNIER , UERLMRHET — LR,

ERFENETA]

Al AEREERXNEFHAWSServiceRoleForSupport RIER A RKFE AWS &R, LAGIEM
W B IR R A MEERT T,

ERAEHTHAIESESRHEE A AWS CloudTrail , EEXEFREARRKATHREEMNER., &
AWS CloudTrail BFEH , SLEERE M AWSServiceRoleForSupport,

SRR
£/ Al XENREIREZE , 7

3
i

T%|%E18 .
MEWERE

- AWS Z2EHESR SRA - lRIE4EIER AWS Organizations EEIRF A
« AWSHEMRFIFBRE - Al AEEBEAN AWS IENRS (FEEREERH ).,
- AWSServiceRoleForSupport - LIRS ERZACEBEBHEYL , WIRUHRAEREERXFMENGT T,

AEY HA

BEEV AWS XENRFNFHHERER , IAM TRFETHIFT :

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"security-ir:CreateCase",
"security-ir:GetCase",
"security-ir:ListCases",
"security-ir:UpdateCase"
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AWS ZE BB £/ &5
1,

"Resource": "*"

A AEREBEX

Al FHERERERXEEET AWSKENZRFIEBEERA.
ERAREEE

1. £ AWS T2 EHEE TP RRENERS,

2. BERERSIER,

3. RIAAEMRE ETHPHRETER).

4. TRE , BRI ERAELR. RERNEBENLHATHE,
BETW A BE

£ AWS £ R Al HEEELEHERE, CREFERERNBTFIMME A EENES. BEFEENEE
HHl, BYREEEZFE , UREBFAZERRNATESE,

EFERNER
ABEERASTEEAESERETERIIE  bFeRE=FRAEFER,
2%

AWS Z2EHORERESERETEEMN . BUURERBERFPRNEDEFEBE , SUEERE
RERER. CUTUEAXEEHEBEFFIRN SSM X, BITHITES , RELNE=FBRE

{E. https://docs.aws.amazon.com/security-ir/latest/userguide/supported-containment-actions.html|

/A Important

AWS RIRTERR , K& EHEETERAEH T8,
RAEEEHHEEEMELSR

1. A IAM BEEVENTF IR FRE. EaLAEHR AWS CloudFormation & 8 3K 3 Fiy
ENAC  BLASERFRBEMASEINEZIELSE,
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AWS RLEHIER AL ISE

2. EEFERFRBEMBEBHEFRIRE , UBEETHEFHEIE, IREFBRFREFRESER
HBERREFRE, EFLUEBREN AWS TERFIRER (Hill . ZLEHEERE/E
fit ) . ATAREFHRFRESSE :
- EERE (FEER) : Kf&case-by-casePtEIZE K B EEEHTMER.
- DECHER HEHREIARNERATEEEH,
- TEAE  RIFAWS 22 EHEEIRHTHNS N , HEESARURMENERIATE

38 #lo

EHDRE

MHENEERDRRE , AINEEEMARR. SEREERER. BATNSERIFRER. ERHEL
RENKBENEFRISENE , BEERREESTS. AWS Z2E4ERREAEH KK, BHEER
T8 WRAELEEBNEAERSIRNERZE , T 5| EEEEHRT R,

> EH8 HI B F

AWS L2 EHES REXEHTIENSHEME , UNREERE  YRIBETAEEREP TS
BIEENRE, WHRATEREGEECHINEE. SEEXERERE  WHBEHNEELZSN
&, REIMTNER , ATENEHEE, XENESHBFEEETIFERFRHA,

EC2 &4l
AWSSupport-ContainEC2Instance &I B 8L E#1T EC2 BITERBHN XM &S , FHITHE

BRETBEAEHTH  EESERTMHNER SRR W IEHE VPC AANEREF.

/A Important

ARLER  BAENERERTERARERLREMER , AEHMHNZEFHENIL SSM X
HERREHEARNRE, WEFMET  FSE REEINIERRIFE & — &,

|IAM & &l

AWSSupport-ContainIAMPrincipal 8H BBt 28T IAM FRERACKH A EEEES , &
RAESACEE IAMF | BigHERH , EEEEXEIRFEPHNEREA.
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AWS 22 BHEFER (EFE IR
S3 Rl

AWSSupport-ContainS3Resource EHI BBt E#1T S3 MFRTREMNAIIEES , BUHREBERE
P |, WEBE R HEFEUBER RIER Amazon S3 RFETE M.

il XE 58 il 5%

AWS Z2EMHEE FBEHHFSLARBHINESEIESHEEERBFIRK, CHRBPEHERNS
LU B B B MR R, EERBNRGSHE -

- ERTRERE

- REBBIERER

- BRBEEER (Pl , WEER, REEBABEIHRE )

- BFERBAFHNRBNER

- RMNERE (W, MBoBFETLES )

« BERFRERNEFAME (Fla, AFEEAAE )

« BRFENEFERRE (FlW, BIWRFE, GRERGE, KABRAR)

ERTRERRNZSES , W& HSERERNEFEERREHIKE,
P ER N8 B 75 0%

AWS ZEHEE BB o BRI E  LERSMARNNES , YRBEREESRERNRBR
B

ol
AL AWS Z2EHER B ZESHNEER ?
- MRR , FRFEER (EHE. RE. BR)

- MRE , FRTAELH AN ERAT T —ELR

nl‘-l-}

BIR T AR BN ?

- MRE , FRERHEZIZENER.
- MRE  AIRRGHEAENEEESHE  URECTSBEMENE-TBHE,

REERMAXTENERRRZIZENERERE 2
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- MRZ , FEET —ESR.
- WRE  ARERBEITENERUTHERES , A IEEHE—T AR

P i)
RERE—SINTMEBEUZZERRNROEIA?
BESEARENBLFREREHME ?

Y

- WRR  FRET —EDER,
- MRE  FNEERRE  RARBCHTRERENNE , UBLEBNMER, BRENMER.

3

3

123358 Hl fm 4F B E
FERENIRFREBREEHRFRE , FEMY AWS & =6,
EEN<ERSS , FEETIEN

2K AWS Organizations ID =% FERR #38 FI B ERV 4 EMRF IDs,
- BREFHIEFIER,

RER , SEFATHRLEHEE AWS Z2E4EL HITRENBHIBEIMFE , NinBREENIR

5.

® Note
AWS Z2EHEE REEFRABENRIFRERER , UREPBLEN AWS
CloudFormation StackSet ARFHSHEMNHF 2% , TEHITEFIEE,

R ER

ERBREER , FRLEBBIMERFIEZEENIRS. ERMNHTER , fIUORREZHRE. BREAR
MERERE , UREFEMARRENFE , AEBEREFERT —NEMH,

REBRREAIERTERBERENER , ARIEEESRNELIEF. PHERNENEZBSE
ENSERRESERZ2M (REB ) , UHLERRBESH, REERTUEINRBEE (6
MERRERE )  UFEESHRLESTHRERZS, BERMBEIE -, AWS ZEEHEET
2 BTG B2 AR — R (E L E RV BN
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ZRTHIEE :

- BULERRERKREG  AEASHEXNSEBERRRCRE , U EREERERRE 2
- BULEZRERNAKENAAFTNUTERIER , ERIEZBPER FRALZENELE?

- BRECBBRACRENEAMETHMEESRBNEMRm UL ZZENRRUARILE-S
RV EE 2

- SRENERRETERER?

BR

AWS ZEEHER RERMAES  BBESERRERZERERE. BRRARETEF , XEEEMAR
B, BBFERRBERLUEN. AWS Z2EAHER TERBBRRER, TEEEFHIE

- ERENRBERDHYREHRBETEMM AL ?

- BRMERZELEENTITRERAM?
- BRERMET R, EEMBREERNRE?

FH®RE

AWS 22 EH4EE EBRETHH KB AREERGESHREERPNAMEBIBA. EEEMHMER
BEHRENER , BT AWS T2 B4EE TERATEUBHIBABZE, REFL PDF AR, I
e PAIRWERERAIEE, ZUNEAREZN —IMBEANTARRS. EFHBHEETS : AWS #
##### Monthly Report - (Month Year)., BEHDEENESEABHSKRE —HH/E AWS
Organizations.

ROER

- BEIRH
- HERRE . BJE
- HEHE: AWS X, BERIE
- By iH
- BR BUMNRGIEE,
- EHIEEFE
- WEESR  g5R
- HEHE: AWS X, BRER
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. B BB

. R BERAIEMNER.

. BERKRES

. RERE BN

. WEME: AWS X, BRXE
. B BB
. R BRRGIBE.

- BV 5

- ENFNREERE

- By : F¥

- BR EARFHAESHNERTREC AHEFNEETERE.
- FRHRENREFE

- By : F¥

- HR MITFHFENFAEERYE,
- RECHE

- By ¥

- R EHRBAFEEXEHENTFHRAERE

- BV 5
- Wk BERLZLEHNTFHATEE
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EIT AWS XEM RG]

BALUEIR AWS R EHES T8, APl = B3 AWS XEMNZEH AWS Command Line
Interface, AWS X EM R A A IZIN RS EH4EEITIZMN L E,

/A Important
NEI/MRERPIGE 90 RE&EIRA,

® Note

AWS Z2EH4EIETREEMGE 15 PERBEENERS, CERER AWS Z2EHEETRE
RS —EEE. RS VEESHELKBEERLORENBFR. LEERETE
RAR&EEDE.

(® Note

BRI AWS XENRS , MEHHFERTNZEEHNAE , ballEH AWS 225
O EIhEEEITEM, EBEAR GuardDuty Z1ER A, RESFEERE, TBHEEITEREN
RZe&RE-REENEE, SELENERNFENEBRMEE,

BHEE AWS 22 EHES

BRLMRBRECHER | SHERERA MBS AWS Z2E4 R, TRREAFTRNERS , LIRESERH
Ry B E BiE 5 o

=4 fe] By 5 A (5] e <5 e EJVTERidl

FERPREEH LEINRESRLENH FEY 1598 (£ (ERATZE2EH
BIAY S 4+ [ FE ST B A AR %5 —fEEE )

BB BERAZNEL2EHR  BFE 1598 (¥ HENEH
EXERFITNEHEERE —EEE)
EHYREHERD
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AWS Z2EHER HREER

ESL]] fAIREE A (5] P& B ] REIF|R
HHMBEE &% Amazon GuardDuty 53 1578 (£ BENES

EER, BILRA, RE2E —@EEE)
HHRE, TRREITFREDNE

AWS Z2EHEL ThAEMEE

B — i 2 2 RER R

A RE I8 AWS Z2EH4EEHM  KXEREM  AWS XE =4I
AR B EE R B i 2

HRAEXENRS AWS ( TBRLEHFNAENERH ) , AWS Z2EHEEITEMSE 156 7 E
WEEE—FEE. tEEREEEARNBBIEA , TERRRERLE,

THEPHRE FEANER

1. BB B A AWS Z2EHEE AWS EEXERA,
2. BEEVRM
3. BIEFEA BARH AWS
4. BEGERAVEER
a. FRAHZ2EH HEREARESEHOEIENRE.
b. AENEM : KULERAARBRARZLEN,  HP AWS Z2EHEERIEMAERAF S TANE
HrEERENREREFRMAE, EUATUERALERREH GuardDuty BEHER. ZIER
B, RESEER, TBOEIERRE , URELZ2E4EEINEEHEEN —iR AWS Z2ARRER
=8
5. KA AMAMREASHNERESREBH, fln , BEAF-—XEINEETA , INEIFE—EHEEA
W& RREER,
6. ERRHIMVEE
7. RURFINFMARA. FERTIEE , SEEETHRBEHOEE BRI
a. BETHE?
b. BRI |WE 7T EH?
c. HERIRFNTE?
d. ERINEERMTE?
e. ERFINBEIREAM?
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AWS B2 BHER EAEES
f. WRGIEEA—HNZE AWS &S IDs.

8. MIMBARPIFEMEN :

a. TN BFEFENZEZENTERK.

b. R THNFEPENZLENTEES,

c. MBEBANAURG—BHH—RNSERBHUTE IP it
9. KERAMHEMEHEREFNEEKERBEANRS, EEMEMEA , FHTTHEE
. W E B4,

CFEERANEFNERK.
IREFELFES —EEA
CEBEBREA , FEREEAN BRIEZE,
BERE A SIHENEAFTEER,

i, BALLUEMSZEMEA  RARBEBR , RBEPEEMER,
104612 BB E R,
 EBEMEER , BHTUTRE:

b. i##2 Add new tag (FTIEER).
CEEEWR MAEBNERE,

CSHEE , BAREEE.
 EEBRER , BEXEBNBRIRE,

o O o Q

D

0

O

o

D

B AWS XERHIE , AWS Z2EHOEIEMMNENSHORERELEKREEA,

£/ Al AWSTHE R M X BRI =6

1. £ https : //console.aws.amazon.com/ B AWS T2 EHEE it 4,

2. REBERFZERM,

3. BREVURH,

4. SHERFIFHE | ZEAWSKENRH,

5. RRAIFAET  SREE, SRR AMPNIEEN AWS 1RF 1D,
6. EHERLZEEHERT , RESHNTEREL.

7. REERSHE AWS . BEMEtEEFEEANEMEEHR.

3 2245
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AWS B2 BHER EAEES
BYRHR  ZESHLEIREMN Al REEXSFRKBEEEF,

CIfE Al ERREE (ER )

1. BEZERHITPHNAERSIER,

2. BB Al REFRHNEMESEE.

3. EfEME  REMBLETEEL , HREKB,
4. BERZEE. FTERUCBZEMEN.

BEEN A BE

£ AWS AR Al IREELHAERE, CREAEREANRPIME Al EENER, BFEEENEE
HEl, BURIEEFE  UREEMERERRNVALIES,

BYBREERM

BAILUER AWS ZE2EHER THE, APl B WEREE AWS Command Line Interface. 1
BEEEORGITEEAWS R2SHEEIEMES. THBEHRE HANER,

1. BB BAAWS 2 EHEE | AWS EEFHA BitA https : //https://
console.aws.amazon.com/security-ir/,

2. iZ1Z Create Case (B EH),

3. B HRACHEHOEEREEARA,

4. BFEK A RAGREASHNKEERRY, fl, EEE—NEIEETA , SWREIFE —EEE
ML RER,

5. ERRAINEE, BN ELEEERERN , ERREREERMARIIER,
6. BRERGI—EHH AWS tRF IDs, BEFIEIRS ID , FBHIT F5IEE -
a. WA 12 (UBIRS ID , ARBIBIEFEIIRS,
b. EEBRIRE , FREBLERRHIBBRNIRSSHBER,
7. RERGIFHMRSA,
a. BEBTSIEM , SLEHEAHBISHEEEFRES
i. BETHE?
ii. HRBEWRE TG
iii. HEZIRGIGTE?
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AWS Z2 SIS EAEES
iv. BRIV B RTE?
v. ERFINBEZRERM?
8. ¥ RARVIFHEN
a. R TRHXBEPRMZLENETERK
b. t THNBFETEMZXENTERS,
c. MIFEEBI BRI —FMoW—RNSERHBHTE IP #it,
0. MEANHMEHLEEMEERBZRENNRS, EZHBEA ,
a. ¥MTEE T B4 ibut,
b. #TBEAIE FME R,
BERTIE LT 3 — EE A
d. #EBREA , HEEEAN BREE,

e. BEME K BAAJNENEAFEERG, EULLENSERBA A ARBEBR , EFEPKE
il BR o

10 BAER MEERG, BENEER , FHITUTERE .
a. iIZ1Z Add new tag (FTi8ER),
b. $t¥f &% , WMABEBNER.
c. #H¥HE , MABRERE.
d. EEBRER , EEZEBNBREREE,

3

AT T HIENE -

o

RORY %  BHOEEREKIETBHELD,
B AWS ZE AR TR E

FREZEEHRAR , AWS Z2EHORIEMERAEEENEMH, FEHRHA
BB | AT 2] E2 M Bk AR Rt 4 o

AWS Z2 B4 EIE TR FERISEE
BB AWS TENRMIR , RLE4OEIEMEEREENSES. SERNWEEES

HEfEEAERE

- REGERPREHRDNBENR

- DB AWS R BFNZE M
- B ZEEHANHENZE

- HERBENERNESITENHEN D EFE

EIIEII

BB R
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EIERFER : AWS Z2EHEE TREMERHRANRIEKERR (SLO) £ 15 DER, HBEFHERE
ERAEFARPIBREENEMEMBARTE. MR AWS Z£EHEE TREAARE S ATEXRAK
FENEENEZEF , RISEREARN.

AETFERE
AWS Z&EHCIE TZAMEMEER NIST 800-61r2 RE—HMNERLEHOERERF. £REHE , &7
UM THIRE

1. B2 E - RESHERIEMERFEENRFFMER LB EHEE
2. RE-Z2EHOERIEMAESMBFR. BIARER , URHERERRE
3. 8%l - RESHEETREMEZRINBIERRESHHZE

4. HERMER - RSB T2 5B EBERE B W8 R IERIRE

5. BHERME - RSN DR IEMEHBEBEEMER , UM IEREHEH

EELKRT  AHRLEHEEIRASBENERMEN Y TESRERUHBERRD .
EFREENHERIEMIREHER
ARTHMGREANES , AWS Z2EHAR IRATESERERM -

- REWFAER - EEFE - REANINSHNE[AHEBNSHE

- THENER - FREVBE AWS 1RF IDs, BR#E. EEHMEIR ARNs
- FREF - FEHTUAFHZEEERNE AR FREENFEEN
- EBRE - AERAXEENERARBENRELE

- BRNER - THPRENEMBE, EFENEEHAm

- BRI - AREHTHEEFNIEFMEFAIZAE

EHZLEHDRIEMEEBERMTESESREES , URCNAHIHREE.
BAREER
BREVBBAINESHER, HAWS Z2EHORIEMESER  FEETIER

- VEIEEREZEEHOETREMNVETFBR
- BEETHRERMBYE , tFRHTRES

ol
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« MREBATHREBIFEER , FRUBE

- ERASHNEMHBERNBEREHRRS

- EEEBRNEEBEA  RX2E4DREIREMGHA

/A Important

WR AWS ZE2EMHEE TEMARE S ETERAKIBEZEABRRNEE , RMHSLLE
xR, MRBMEATH , B UEHFERESL.

LEREHENAE®

AWS Z2EHES TEMBAE]T , BNBSRERER, KXAATTIEME !

- REFEIEERAFR

- BN AWS REHEFEEZRNBFINESHENE

- RERLEHODEIEMAREGENSE (NREBATHEE )
- BEZRENABEKRGHE (2. EK. 68)

- HEHDEELIEFNEEHEHEEREK

AWS Z2 B4 B8 TREMEMEXMANER , BETTUMEFYH AWS BIRVES |, W E EE1EM
Hjﬂfl%g/j&%o
= PIR3RA

AWS Z2 B4 EE EUTHERLT , TRRMEBRALHNRE

- EHEERABE

- MERERRBERENLR

c FTREE-INRLEHOETEMMHE
« IEFEREHIEER

KEEARSE , ENLZESHORIEMSRHUAEERAE. REWBE , URAELE2RENE
o

MREERGIEARAERFERINMEY , 80T ARG A RO EAE A AWS X,
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[O] fE AWS EAERZEHI
AWS R EHES EAEERRTHR IS TASYELSNESRERNEEE | TaeR e

HBHHRS, AFEEEITETRATEERENREE BTHERER , T 2REEER .

BEBHEE AWS RS54 EE I REPFETATELA " [EBXRF]] L NRLBHEERS, &
ERANERELRA , FERTITER .

« 7£ https : //https://console.aws.amazon.com/security-ir/ B Z B4 CEEEA

° §E$QUO

- BAILERMERA , 2FEFEAR " [EBERH] 1 HEH

BRLRFEERN, BRNEMBARBELRS, ENERELRIIEREE AWS Z2EHEL B
B BREREEBEINREBE,

BEEH

B &
- BFEXRPIIRRE
- BFEBMTER
« Action Items (B)/EIE B )
- WREXRM
B
i i
- Tags (BH)
- RBEF
- BARAEDI

B F RO E
SOIRMN T 5 — AR -
- BEX  ERRANNAMRE. WRENRFCHERRER  BERERE,
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« HRIMDH  WRERTEHLEECHBREERS, KERSFERKRE. 28SH  URIATE
B EREEB AV SR

- EH, BBRNER  EURES  SHCEECANFTEENS HBBRNAIEES. SHOEERLA
BRUEEBRBRI T MEBBENESR. IRECHRARBHNZZEMATIGE , B AWS SHOEEN
BEBRENEE , LBZHERF PH SSM XHHTEFEHE (SSM XH ) .

- BHREE  EUIRETR  EEEFTEREEN. BENERRERYMEETNERRE, RS
Pl @EMER AWSKE | RISRHHENRERRE .

- BE  ERTERENZKRRE, BARENRAIRTIHECTR. FBEANRASEEERFRR , Bt
ARERMABESE TR , REBERSIREE,

BEZEE/EFHMNRE  LBFEREERFNELIME, BR AWS ZENER , MREHR AWS Z2EH
[Cl fE TIZEMERE

BEREMEN

HREREENRS , ENSHOEEBAILIGE KRB AWS, BRIEFEHR ISR AWS |, UEF IS
PIVEMTRER AWS, ROIEFH AWS XER , MESLER/ERR. AWS ZL2EHEETEMS
AfERABRBNRGIELICHE, — B[ FRHY AWS | BELIEESENHREE,

Action ltems (EEIEB)

BRIERM AWS WL LB EE IR e m SN A IBEBKEE REBE,
ERYRMIEERNEFEREB IE -

- EREMHY , EEHEEEFRERS

- EREREEERINFHEN

RO EBIFERABNEEER -

- BRREARMNKE
- FREBRARM

i

it

m B R
EIBREURE RGO EEN,
I AWS XEREREENRH -
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BRI ERY R RBETIIRGIFAE

%ﬂ

» Title
. S8R

EEAR AWS XERESH
SET AR ELAB AR

i

- FEREH .
- FATMZ2EH . HEREARBRSIEHREZENRSE.
- FBE  RAEVELNBEHBRARLS4NXE  HP AWS X2 EHEEIRMAINXELRLEH
7Y B 55 M BR AR EfEE.
- B BHATEM MREBWILRFNEEERVRRENRKB BN  FEELRYL. FZERETHER
UHREGEMENIIEENEMFMER , AEBARSIERPIEERE,

HEEA

AWS Z2EHEIRTRREN v A RERGISH LR |, URLHEHEFD. TEMN AWS ZeEHEET
EEALRRREERS, EMEEABFHFRRIABAWS OEE,

AT A
AARSIERESIHERIRIEMESERBANFAEEA. BUUHENBREEFNEA , EXIRHM
EARA A k.

(® Note

BRRHITTRETERZEH 30 ERZAEE, FEHMIFTERE , FRERFBERFIE
RTELRFSMEEE.

i FRARREH RGN FEUE

EERME PROWFEE AWS EETEE , BAUER IAM FFUBCRER |, WAL AIFMEEER
EHAT,

& IAM BRI EEREHAS !
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BEH IAM FFA B,

&EiB https://console.aws.amazon.com/iam/ : // ¥ FBIEX 1AM,
EEEERD , BEEFEAENAR,
BRFEAESACURREFHAEAER,

EFFURSIERP | EEMEF,

BEEEBR,

BEUEEN AWS 22 SHEE STEBE,

JZIZ Add Policy (B8 E).

©® N o o B~ N =

B 4

BN EHOEERTSHEREERS , Ui EtEtCEERESREENEN,

(® Note

MREEE AWS ZTENRAG , AWS AIEERBRHE. AWS XERGINFAFMERIBSE
BB R REEARFNEARMBHERT AR,

EELE  RENERENEMNEERINER,

(® Note
A ELENMERSERFIKS B REMERCLosed,

Tags (12%)

BEEREZRANER , EUERGEENRS , UMREZERNPRER, SEERTRHRIRNER
EHARNERR, GUNAERERRES, KEKAE , ARBEEFRNTT,

BEMEER , FRTUTERE

1. 28 Add new tag (FTIBEH).
2. stE &l  WAEBNEE,
3. sHE{E , MAEFERE.
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AWS 22 BHEFER (EFE IR
EEBRER  REAEBNBERER,

eV

BERR REMERABFDNFARBRSE, EAEEDREDIRREZET , WiHBHEBIEEN
RE. EARGBENKRE. E£AE. BENFAEARSTRERGIEBRLER T,

B4 B 3= 51

HR AWS XENRS  FERVIFAEFAEE LEZEARS , LEERAREKABEBARS. =6
BEESEXABRZIEDSFEMME, NREUFEREAUANEMEMREBREARS , EFXK
AWS Z2EHERTRMSFLEEL AWS XERH,

MRENEHDEERKRCEE  FERJFEEFARR LENBF/BERAREN,

(® Note
TE{HEAR . MERTROTUKAREN , MEFTEEHRFIETHEANIE.

ROKABRR , REZEXENAR. MRETAHRSREHAMER. [STHLEEINEE , RS EREHE

et EZRRRA

£ CloudFormation StackSets

ANSE P45 PR BR IS 2 B AT 2R I StackSet WS EE R , B BAWS CloudFormation ( £/ & 55)
F#Y Create CloudFormation StackSets 2B RIEZ E&F 7,

AWS Z2EHEE M@ CloudFormation #i74x, M{EZEAEMEEZHREHIMME AWS

Identity and Access Management B , AWSSecurityIncidentResponseContainment]
AWSSecurityIncidentResponseContainmentExecution., @& EC2 Triage

EAEH AWSSecurityIncidentResponseInvestigationPolicy #i§
ZEAWSSecurityIncidentResponseContainment&& , EE€®RF EC2 Triage W EH MR, 1#E
RELTeFTRWER

- ERRIRS) : BT PR A B PR R RIKH T

« EC2 Triage K38 % : BIEFMAEBFIZF I L EC2 Triage WEHAMFFA, HWEATZE £LeURAE
HAE , £8® Amazon Elastic Compute Cloud #{T{E# L #1T AWS T2 B4 EE AWS Systems
Manager Run Command,
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AWS B2 BHES EAEEE
W% EC2 Triage WFFMEN , F2H SR 2.

CloudFormation #i7x

THHRER AWS Z2EHEE BSHBFEILEN IAM AR, EESESLLTLFERNELR,

B &
o {ZFRFEF
« EC2 Triage KIFE i

1 PR PR 1
hBARFRVEFHBFEREN&EAG, MREFTFE EC2 Triage Thee , FFEMALLEA,

AWSTemplateFormatVersion: '2010-09-09'
Description: 'Template for production SIR containment roles'

Resources:
AWSSecurityIncidentResponseContainment:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainment
AssumeRolePolicyDocument:
{
'Version': '2012-10-17',
'Statement':

L

'Effect': 'Allow’,
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:AssumeRole',
'Condition': { 'StringEquals': { 'sts:Externalld': !Sub
'${AWS: :AccountId}' } 1},

},
{
'"Effect': 'Allow',
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:TagSession',
.
1,
}
Policies:
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- PolicyName: AWSSecurityIncidentResponseContainmentPolicy

PolicyDocument:
{
'Version': '2012-10-17',
'Statement':
[
{

'Effect': 'Allow’',
'Action': ['ssm:StartAutomationExecution'],
'Resource’:
[
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainEC2Instance’,
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainS3Resource'’,
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainIAMPrincipal’,
I1Sub 'arn:${AWS::Partition}:ssm:*:${AWS: :AccountId}:automation-
execution/*"',
1,
},

{
'Effect': 'Allow’',

'Action':
['ssm:DescribeInstanceInformation', 'ssm:GetAutomationExecution',
'ssm:ListCommandInvocations'],
'Resource': '*',
I
{
'Effect': 'Allow’,
'"Action': ['iam:PassRole'],
'Resource': !GetAtt
AwWSSecurityIncidentResponseContainmentExecution.Arn,
'Condition': { 'StringEquals': { 'iam:PassedToService':
'ssm.amazonaws.com' } 1},
I
1,
}

AwWSSecurityIncidentResponseContainmentExecution:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainmentExecution
AssumeRolePolicyDocument:

{
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'Version': '2012-10-17"',

'Statement':
[{ 'Effect': 'Allow', 'Principal': { 'Service': 'ssm.amazonaws.com' },
'Action': 'sts:AssumeRole' }1],
}
ManagedPolicyAzrns:
- !Sub arn:${AWS::Partition}:iam::aws:policy/SecurityAudit
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentExecutionPolicy
PolicyDocument:
{
'Version': '2012-10-17',
'Statement':
[
{

'Sid': 'AllowIAMContainment',
'Effect': 'Allow’',
'Action':

[
iam:AttachRolePolicy',
iam:AttachUserPolicy',
'iam:DeactivateMFADevice',
iam:DeletelLoginProfile’,
'iam:DeleteRolePolicy’,
iam:DeleteUserPolicy',
'iam:GetLoginProfile',
iam:GetPolicy',
'iam:GetRole',
iam:GetRolePolicy',
'iam:GetUser',
iam:GetUserPolicy',
'iam:ListAccessKeys',
jam:ListAttachedRolePolicies’',
iam:ListAttachedUserPolicies',
iam:ListMfaDevices',
'iam:ListPolicies’,
jam:ListRolePolicies'’,
iam:ListUserPolicies',
jam:ListVirtualMFADevices',
'iam:PutRolePolicy',
iam:PutUserPolicy’,
iam:TagMFADevice',
iam:TagPolicy',
'iam:TagRole',
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iy
{

iam

iam:
iam:
iam:
iam:
iam:

TagUser',
UntagMFADevice',
UntagPolicy',
UntagRole',
UntagUser',

:UpdateAccessKey',

'identitystore:CreateGroupMembership’,
'identitystore:DeleteGroupMembership’,
'identitystore:IsMemberInGroups',
'identitystore:ListUsers’,
'identitystore:ListGroups',
'identitystore:ListGroupMemberships',

]I

'Resource': '*',

'Sid': 'AllowOrglListAccounts',

'Effect': 'Allow’,
"Action': 'organizations:ListAccounts',
'Resource': '*',

'Sid': 'AllowSSOContainment',

'Effect':
'Action':
[
Sso:
'sso:
SSO
'sso:
Sso:
'sso:
Sso:
'sso:
Sso:
'sso:
Sso:

1,

'Allow',

CreateAccountAssignment',
DeleteAccountAssignment"',

:DeleteInlinePolicyFromPermissionSet',

GetInlinePolicyForPermissionSet"',
ListAccountAssignments',

ListInstances',

ListPermissionSets',
ListPermissionSetsProvisionedToAccount',
PutInlinePolicyToPermissionSet',
TagResource',

UntagResource',

'Resource': '*',

'Sid': 'AllowSSORead',

'Effect':

'Allow’,
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'Action

directory:DescribeUser'],

iy
{

': ['sso-directory:SearchUsers',

'Resource': '*',
'Sid': 'AllowS3Read',
'Effect': 'Allow',
'Action':

[
's3:GetAccountPublicAccessBlock’,
's3:GetBucketAcl',
's3:GetBucketLocation’,
's3:GetBucketOwnershipControls',
's3:GetBucketPolicy',
's3:GetBucketPolicyStatus',
's3:GetBucketPublicAccessBlock',

's3:
's3:
's3:
's3:
's3:
's3:
's3:

GetBucketTagging',
GetEncryptionConfiguration',
GetObject',

GetObjectAcl',
GetObjectTagging',
GetReplicationConfiguration’,
ListBucket',

's3express:GetBucketPolicy"',

]I

'Resource': '*',

'Sid':
'Effect
'Action

L
's3

's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:

'AllowS3Write',
': 'Allow’',

:CreateBucket',
DeleteBucketPolicy',
DeleteObjectTagging',
PutAccountPublicAccessBlock'’,
PutBucketACL',
PutBucketOwnershipControls',
PutBucketPolicy',
PutBucketPublicAccessBlock',
PutBucketTagging',
PutBucketVersioning',
PutObject',

PutObjectAcl',

'sso-
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's3express:CreateSession’',
's3express:DeleteBucketPolicy’,
's3express:PutBucketPolicy"',

15
'Resource': '*',
'Sid': 'AllowAutoScalingWrite',
'Effect': 'Allow',
'Action':
[

'autoscaling:CreateOrUpdateTags',
'autoscaling:DeleteTags',
'autoscaling:DescribeAutoScalingGroups',

'autoscaling:

'autoscaling:DescribeTags',
'autoscaling:EnterStandby’,
'autoscaling:ExitStandby',
'autoscaling:UpdateAutoScalingGroup',

1,

'Resource': '*',

'Sid': 'AllowEC2Containment',

'Effect':
'Action':

L

'ec2:
:AuthorizeSecurityGroupIngress',
'ec2:

ec?2

'ec2

'ec2:

'ec2:

'ec2:

1,

ec2:

ec2:

ec2:

ec2:

'ec2:

ec2:

ec2:

'ec2:
ec2:

'Allow’,

AuthorizeSecurityGroupEgress',

CopyImage',
CreateImage'’,

:CreateSecurityGroup',

CreateSnapshot',
CreateTags',
DeleteSecurityGroup',
DeleteTags',
DescribelImages',
DescribeInstances’,
DescribeSecurityGroups',
DescribeSnapshots’,
DescribeTags',
ModifyNetworkInterfaceAttribute',
RevokeSecurityGroupEgress',

DescribeAutoScalingInstances',
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'Resource': '*',

'Sid': 'AllowKMSActions',
'Effect': 'Allow',
'Action':
[
'kms:CreateGrant',
'kms:DescribeKey',
'kms:GenerateDataKeyWithoutPlaintext',
'kms:ReEncryptFrom',
'kms:ReEncryptTo',
1,

'Resource': '*',

'Sid': 'AllowSSMActions',

'Effect': 'Allow’,

'Action': ['ssm:DescribeAutomationExecutions’'],
'Resource': '*',

1,

EC2 Triage HIBR ]

HWEARRILEHR EC2 Triage Thee AT ANBEH AR, MREFELRLFAEHRE Amazon EC2
H1TIEEE 81T AWS R EHFEE Systems Manager Run Command , 55/ At &7,

AWSTemplateFormatVersion: '2010-09-09'
Description: 'Template for AWS Security Incident Response containment roles'

Resources:
AWSSecurityIncidentResponseContainment:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainment
AssumeRolePolicyDocument:
{
'Version': '2012-10-17',
'Statement':

L
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'Effect': 'Allow’',
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },

'Action': 'sts:AssumeRole',
'Condition': { 'StringEquals': { 'sts:Externalld': !Sub
'${AWS: :AccountId}' } },

I
{
'Effect': 'Allow’',
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:TagSession',
},
1,
}
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentPolicy
PolicyDocument:
{
'Version': '2012-10-17"',
'Statement':
[
{

'Effect': 'Allow’,
'Action': ['ssm:StartAutomationExecution'],
'Resource’:
[
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainEC2Instance’,
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainS3Resource'’,
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainIAMPrincipal’,
I1Sub 'arn:${AWS::Partition}:ssm:*:${AWS: :AccountId}:automation-
execution/*"',
1,
},

{
'Effect': 'Allow’',

'Action':
['ssm:DescribeInstanceInformation', 'ssm:GetAutomationExecution',
'ssm:ListCommandInvocations'],
'Resource': '*',
I

{
'Effect': 'Allow’',
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'Action': ['iam:PassRole'],

'Resource': !GetAtt
AwWSSecurityIncidentResponseContainmentExecution.Arn,

'"Condition': { 'StringEquals': { 'iam:PassedToService':
'ssm.amazonaws.com' } 1},

I
1,
}
- PolicyName: AWSSecurityIncidentResponselnvestigationPolicy
PolicyDocument:
{
'Version': '2012-10-17',
'Statement':
[
{

'Effect': 'Allow’,

'"Action': [
'ec2:DescribeInstanceStatus’,
'ec2:DescribelInstances’,
'ec2:DescribeRouteTables’',
'ec2:DescribeSecurityGroupRules’,
'iam:GetInstanceProfile',
'ssm:DescribeInstanceInformation’,
'ssm:GetCommandInvocation'

1,

'Resource': '*'

},
{

'Effect': 'Allow’',

"Action': [
'ssm:SendCommand'

1,

'Resource': '*'

}
]
}

AwWSSecurityIncidentResponseContainmentExecution:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainmentExecution
AssumeRolePolicyDocument:
{
'Version': '2012-10-17"',
'Statement’:
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'Action':

}

[{ 'Effect':

'Allow', 'Principal': { 'Service':

'sts:AssumeRole' 1],

ManagedPolicyAzrns:

- ISub arn:${AWS::Partition}:iam::aws

Policies:

'ssm.amazonaws.com' 1},

:policy/SecurityAudit

- PolicyName: AWSSecurityIncidentResponseContainmentExecutionPolicy

PolicyDocument:

{

'Version':

L

'Sid':
'Effect':
'Action':

L

'2012-10-17",
'Statement':

iam

iam:
iam:
:DeletelLoginProfile’,

iam

iam:
iam:
iam:
:GetPolicy',

iam

iam:
iam:
iam:
:GetUserPolicy',

iam

iam:
iam:
iam:
iam:
iam:
iam:
iam:
iam:
iam:
iam:

iam

iam:
iam:
iam:

'AllowIAMContainment’',

'Allow’,

:AttachRolePolicy"',

AttachUserPolicy',
DeactivateMFADevice',

DeleteRolePolicy',
DeleteUserPolicy',
GetLoginProfile',

GetRole',
GetRolePolicy',

GetUser',

ListAccessKeys',

ListAttachedRolePolicies',
ListAttachedUserPolicies',

ListMfaDevices',
ListPolicies"',
ListRolePolicies',
ListUserPolicies"',
ListVirtualMFADevices',
PutRolePolicy',
PutUserPolicy',

:TagMFADevice',
iam:

TagPolicy',
TagRole',
TagUser',
UntagMFADevice',
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'iam:UntagPolicy’,
'iam:UntagRole"',
'iam:UntagUser',
'iam:UpdateAccessKey',
'identitystore:CreateGroupMembership’,
'identitystore:DeleteGroupMembership’,
'identitystore:IsMemberInGroups',
'identitystore:ListUsers’,
'identitystore:ListGroups',
'identitystore:ListGroupMemberships',
1,

'Resource': '*',

'Sid': 'AllowOrglListAccounts',
'Effect': 'Allow’,

"Action': 'organizations:ListAccounts',
'Resource': '*',

'Sid': 'AllowSSOContainment',
'Effect': 'Allow’,
'Action':

[
sso:CreateAccountAssignment’,
'sso:DeleteAccountAssignment’,
sso:DeleteInlinePolicyFromPermissionSet',
'sso:GetInlinePolicyForPermissionSet',
sso:ListAccountAssignments’,
'sso:ListInstances’,
sso:ListPermissionSets',
'sso:ListPermissionSetsProvisionedToAccount',
sso:PutInlinePolicyToPermissionSet',
'sso:TagResource',
sso:UntagResource’,

1,

'Resource': '*',

'Sid': 'AllowSSORead',

'Effect': 'Allow’',

'"Action': ['sso-directory:SearchUsers', 'sso-
directory:DescribeUser'],

'Resource': '*',
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}I
{

'Sid': 'AllowS3Read',
'Effect': 'Allow’,
'Action':
[
's3:GetAccountPublicAccessBlock',
's3:GetBucketAcl',
's3:GetBucketLocation’,
's3:GetBucketOwnershipControls"',
's3:GetBucketPolicy',
's3:GetBucketPolicyStatus',
's3:GetBucketPublicAccessBlock',
's3:GetBucketTagging',
's3:GetEncryptionConfiguration',
's3:GetObject’,
's3:GetObjectAcl’,
's3:GetObjectTagging',
's3:GetReplicationConfiguration’,
's3:ListBucket’',
's3express:GetBucketPolicy',
1,
'Resource': '*',
'Sid': 'AllowS3Write',
'Effect': 'Allow’',
'Action':
[

's3

's3:

's3

's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:

:CreateBucket',
DeleteBucketPolicy',
:DeleteObjectTagging',

PutBucketACL',
PutBucketOwnershipControls',
PutBucketPolicy',
PutBucketPublicAccessBlock',
PutBucketTagging',
PutBucketVersioning',
PutObject',

PutObjectAcl',

's3express:CreateSession’',
's3express:DeleteBucketPolicy’,
's3express:PutBucketPolicy"',

PutAccountPublicAccessBlock',
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1,
'Resource': '*',
},
{
'Sid': 'AllowAutoScalingWrite',
'Effect': 'Allow’,
'Action':
[
'autoscaling:CreateOrUpdateTags',
'autoscaling:DeleteTags',
'autoscaling:DescribeAutoScalingGroups',
'autoscaling:DescribeAutoScalingInstances’,
'autoscaling:DescribeTags',
'autoscaling:EnterStandby’,
'autoscaling:ExitStandby',
'autoscaling:UpdateAutoScalingGroup',
1,
'Resource': '*',
},
{
'Sid': 'AllowEC2Containment',
'Effect': 'Allow’,
'Action':
[
'ec2:AuthorizeSecurityGroupEgress',
'ec2:AuthorizeSecurityGroupIngress',
'ec2:CopyImage’,
'ec2:Createlmage’,
'ec2:CreateSecurityGroup’,
'ec2:CreateSnapshot’',
'ec2:CreateTags’,
'ec2:DeleteSecurityGroup’,
'ec2:DeleteTags',
'ec2:DescribelImages’',
'ec2:DescribelInstances’,
'ec2:DescribeSecurityGroups’',
'ec2:DescribeSnapshots’',
'ec2:DescribeTags’,
'ec2:ModifyNetworkInterfaceAttribute',
'ec2:RevokeSecurityGroupEgress',
1,
'Resource': '*',
},
{
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'Sid': 'AllowKMSActions',

'Effect': 'Allow’,

'Action':

[

'kms:CreateGrant',
'kms:DescribeKey',
'kms:GenerateDataKeyWithoutPlaintext',
"kms :ReEncryptFrom',
'kms:ReEncryptTo',

1,

'Resource': '*',

.

{
'Sid': 'AllowSSMActions',
'Effect': 'Allow’',
'"Action': ['ssm:DescribeAutomationExecutions'],
'Resource': '*',

.

1,

BUERKEE#
B A M CancelMembership FF ATV A® AWS Z2EHES IR EEE. API S BUERKEERK

AWS Command Line Interface,

/A Important
BUHEEEKE K EREIZRRBELRMER, EREBUEREEKRE  SHREEREIL
ENMiBR , MBS ELE —SERNREERNERG, REERIUHBEERIEHready to
closeBRIENEMERActiveAE,

ERHUHEE AR

BHREERERBR BT E-SFHREERNRG,
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MREEFTERE  AEBRIFTNKEER , MEARBELERBUEZA THERK , 787
MEMKEER THRHIER.

HOHREERKER  REERSHLOEERTHNESEARSRIEFEFEA.

/A Important

MREFABEREEERFEIRNEER , XLFEAH AWS Organizations APl fIRFBREIRE
BEEE , REEKSILAKL,
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i AWS Z2EHEE TR

BEREERT AWS ki AWS BERNHEERER, SEARRESSREE, HRNEERNE
B, EUERRSIBNE. Sl , BALERERS stage , $ERNEERS test,

E

BB EHITUTIRE

- MBIMABEH AWS B, 512 AWS IR XERE , RtET SRR ERERGRETE

RIBWEIR , LU HE IR,

- BHEER AWS BAS, 4 _IL:{E%QE*&J: AWS Billing ARG LFRE. AWS SEARERS FHEN

BA , YEEBARADIEREHEE. WRFHMES , F2H (AWS IREFEAEER) PHERAR
ADEER.

- EHIE AWS BERNFE. MFEFMAER , F2R (AM £ EER) PREAERZHEFIER.

3

A2 AWS ZEEHEE AP 2EZ LUHEITER,
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AWS CloudShell 2L BIEE AE M TE LT Shell , B A ERER BB AWS BEXiEA, BT
F A mEFH shell (Bash, PowerShell 2 Z shell) ¥ AWS IR¥ ( ‘23 AWS ZLEHOE ) #IT
AWS CLI &%, B4, BEETHRZEGSY TEENTTHITIIRE,

S&AWS CloudShell i B8 AWS EEXEE , MELAREAZIEZEEN AWS BEAERSHBERN
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- ] BL2E=HEEEE AWS CloudShell

HU1§ B IAM FF 7] AWS CloudShell

AWS Identity and Access ManagementEE S LA A RENTFINERER , BFURT IAM A
& | FtbFI T LLFEE AWS CloudShell F14EFRRE /I ThEE,

EEERTHEAEFIENSRESEEEE AWS SEHE, AWS SEBEEM AWSE T I EIER
BABE, T5EAM CloudShell B AWS SEBE TLUERET IAM B9 :

« AWSCloudShellFullAccess : #F& 1 , LA AWS CloudShell £ M 5EZFEFTAE Thek.

MRELERS IAM FEHETAEITHEEEE AWS CloudShell , A LA £
AWSCloudShellFullAccessEEBRMAEH AN BT HE. MFERS CloudShell R EAE AR
EEFEMER , 52 BAWS CloudShell ( FA&EER) HHER IAM BEEEE AWS CloudShell
FRAMAE,

® Note
BHIAM B3 W BRER | RTFHUZ S EHE BT,

EF EHBL2E 4O ERE AWS CloudShell
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£ AWS Command Line Interface F{EM B AWS CloudShell , A EETHH LT E LM HAM
BiR, iy , RAKZERKE Shell FRFES D , A EEREFEEI TR,

£ AWS CloudShell 1 £42 =4[O
1. P AWS EEFEA | BIEBEEY AN TYEEREE CloudShell :

« iZ4Z CloudShell Bl/R,
- BB EESAEDE A "cloudshell" , #1212 CloudShell i#1E,
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£/ 88k AWS Ze =4I APl BEIY AWS CloudTrail

AWS Z4 B4 EIECHE RIS S AWS CloudTrail , WIRFREFEHE. AGRH AWS REELRLE
HEEPEENEERC#. CloudTrail L2 SHEEWATE AP RILERASH., EERHNFEULIFE
REZEEHEEZEENTEY  URHEZLEHEE AP BENEXNTEWNY, MRERIKER , 8
AT LA CloudTrail BHHFERFE Amazon S3 @77 , @RELLSHREENSH., BEERKREEE
Mt , AR TALUEIR CloudTrail ER AT SHEBR I EHEBRRRMNBH. B LEA CloudTrail FTEE
WER , HEHRLEHEERENGER. RUEFBRN IP ik, REBROAS, REBROERB ,
DR HAEEMAER

EEE—L T H CloudTrail , 5528 "AWS CloudTrail fFFH&EM .

CloudTrail FZ == O FEE A

ELEMIRFE AWS IRF B, 88 L ERA CloudTrail, EFBIERLEHEEFRER  ZTDHE
HEEAELRRETHEMERE AWS EH4 — L&A CloudTrail B4H, B LE F@R, ESMT
BBRITWEN AWS tkF. WFFHMEF , F2HE_"EA CloudTrail EHFE SRR HEBRES -

WMEE AWS 1RF iBE 90 RAKHERHN SN , FFREIMMAER CloudTrail Lake SHERFHE.

CloudTrail & it

#RZRAEZE CloudTrail # BEIERR S ZE Amazon S3 /7T, A BYMNAMERE AWS EEE
BE BRZEE, SAUER AWSCLIZYE-—RZEHER. BREEVSEIHER K FAR

HWEAWS B lRFHATE NER, IREEVE-EHER , BREREER AWS B FFCEK
MWEH4, MEBERNFMHEF , 528 (AWS CloudTrail ERAEERE) ALK AWS IRFEL
B SRR M B Mt

BULBBRENEH  REBSEEESHMN —EEZARL CloudTrail BEZEZH Amazon S3 %
FiTEe  (BEERMIELE Amazon S3 REEFEMH. W CloudTrail EEMFFMER , F28 AWS
CloudTrail EE{&, NZE Amazon S3 EEMMHEE , 552 E Amazon S3 EE,

CloudTrail Lake E4E R FZHE

CloudTrail Lake BREEMEEHE1T SQL BEFM., CloudTrail Lake &5 %3\ JSON EXHWEE
EHEIA Apache ORC 1, ORC R—EBEMAREEFRIN , srEREEIERET 7 &EL.
RAEESEUHREISESHERTHED , SHERNERERSHENTITEES  HIKBAZERE
RERSHENGEERNGRYE. EAREHENERENZIEEEEHMLEESHRFEFEI THE
B, WZE CloudTrail Lake BIEFMEA , S BAWS CloudTrail  FEREERE) FHFER AWS
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CloudTrail Lake EHERTFHENEASELER. EUEHEREFERER K SUNEEEARSE
HERFHRENEERE, LEEERESREMNMBFEEHENAER , URBE4ERTFRENTER
MERREREH. WFE CloudTrail EEMFMEN , F2 8 AWS CloudTrail E{E,

CloudTrail 2RI R EHEEEE , WERHEEAWS ZL2EHEE API 2EH, fln, ¥
CreateMembership, CreateCase #l UpdateCase EifE3 HAY & TE CloudTrail FLBERFE
EEER,

B-SEMUAREXRNSLSELFRENETA. FoEATHEEHE T5IEE !

- REMFERABEH AWS Identity and Access Management (IAM) A &EZE A ERHEHER,
- REZBRE , RACEATHEACEBMS I ERAENERLZERE.
- ERESHHEM AWS REEL.

MEFHMEA , 5528 CloudTrail userldentity JT3,

THZLSHOEAFERER

BHR —EERE , RSB ARERNEARAREIEEN Amazon S3 f#FRT#, CloudTrail B
EE’EE FEZEERER, —BASHATMARRREEHNE-—FR , XESHEREE. FRH BHME

3. ERBHFEA. CIoudTra|I BESENIEMLE API IR EREREEF Rt RS MEMEEIR
F&fﬁo

T 5| #5588 R~ &0 CreateCase EIYER CloudTrail HEEEH

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQ0Q00000000000000:usexr",
"arn": "arn:aws:sts::123412341234:assumed-role/Admin/user"”,
"accountId": "123412341234",
"accessKeyId": "*xx*",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQ0000000000000000",
"arn": "arn:aws:iam::123412341234:role/Admin",
"accountId": "123412341234",
"userName": "Admin"
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iy
"attributes": {

"creationDate": "2024-10-13T06:32:537",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-10-13T06:40:457",
"eventSource": "security-ir.amazonaws.com",
"eventName": "CreateCase",
"awsRegion": "us-east-1",

"sourceIPAddress": "1.2.3.4",

"userAgent": "aws-cli/2.17.23 md/awscrt#0.20.11 ua/2.0 os/macos#23.6.0 md/
arch#x86_64 lang/python#3.11.9 md/pyimpl#CPython cfg/retry-mode#standard md/

installer#exe md/prompt#off md/command#security-ir.create-case",
"requestParameters": {
"impactedServices": [
"Amazon GuardDuty"
1,
"impactedAccounts": [],
"clientToken": "testTokenll12345679",
"resolverType": "Self",

"description": "***",
"engagementType": "Investigation",
"watchers": [
{
"email'": "Ex*",
"name'": "***",
"jobTitle": "x*=*"
}
1,
"membershipId": "m-rlabcdabcd",
"title": "xE*M,
"impactedAwsRegions": [
{
"region": "ap-southeast-1"
}
1,

"reportedIncidentStartDate": 1711553521,
"threatActorIpAddresses": [
{
"ipAddress": "***",
"userAgent": "browser"
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I
"responseElements": {
"caseId": "0000000001"
},
"requestID": "2db4b08d-94a9-457a-9474-5892e6c8191f",
"eventID": "b3fa3990-db82-43be-b120-c81262cc2f19",
"readOnly": false,
"resources": [

{

"accountId": "123412341234",

"type": "AWS::SecurityResponder::Case",

"ARN": "arn:aws:security-ir:us-east-1:123412341234:case/*"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123412341234",
"eventCategory": "Management"
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FH T8 AWS Z2EHELE tRF AWS Organizations

AWS ZEEHER 28 BS AWS Organizations., ##AY AWS Organizations BEE R F AT LUIEE 1R
FHAZREES AWS Z2EHEE., KLBESE 1RBA AWS 22 EHEE HAEFENERE AWS
Organizations, MFMAR FELFFAINEN , FSREE LA AWS Organizations EEH ftt AWS AR
o

UT&EHEIEERTERUBRRELEHLQEERSIRF SFDHTHEEER.

B &%

- AWS ZE£EHEE B £ NEEFEMER AWS Organizations
- A NEEEFRAWS IRFEE

- EEERN LR SHEEEESIIRFMENTA

- £ MAEBEN OUsEEBEREEK AWS B2 EHES

- BREFIEBE AWS Z2EHES

- X BEBRARE AWS Z2EHES

AWS ZEEHES 2 £ WEEEEMEZS AWS

Organizations

THEZEEENEZTHBETHERNLLEHEEEEERFE THEEAR AWS Z2EHE
8.

MEREESIRF AWS R2EHEE,

BOLEE—ERERFMAZSRNZSEHRESTEEIRS, Sl , MREBERBN ##44# FBE
REWRFE 111122223333 , AlfEEE#4# #### MEHRMBKEWRE 555555555555, WABIERT
ﬁﬁf&lu__uiﬁqﬂﬁ}ﬂEﬁéﬁyé?#@@”fiamﬁﬁﬁHE’JWEFO

BALERE PREZERNZESHOREESIRF AWS B,

BRI EAIRERE AWS B Bl , £— @ P EEERNLLS4EEEESIRF, HA BT
=EHMEN , AWS Z2EHEE RUMEXENSEBRELEE AWS Eifl. RE Amazon
GuardDuty fl HZ£FAER R AWS Security Hub CSPM 2T A X ER HEELAWS EiF , BR
fleEERATTRNESTESNERE, ERNZL2EMHOEEESRSNREIRSELEER g
AWS Organizations,
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AWS B2 BHER EAEES
TEBREBNEERIRFREAZTRNEZESHLEEERIRF.

BN EEIRFUAREMNZEEHOEEESIRF, T8, AWS Z2BREEKERKERE
RIRR , N LERE,

RARTRTBRERNZEEHOEER SRS S EIBUERTE.

MREBREMNZLEHOREEESIRF , § AWS B4 EE BRENZREZLEHEEE
EERFHBBNMBERERE, AWS Z2EHER BTHEAFMBXRERFEA -

A NEZEEFERAWS IRFERE

BA NZEEER, AWS Z2EHELE EEEBIRFNEREEESNEEAXERFNEEEAN
FEESR (HNEERBRBEAFMENR ) AWS Organizations.

ERTEFRBA AWS Z2EHEE A+ NI EEFEG

® =IEFFT
BEHTELEYR , EXEAFETIER :

« EREEREEBAYEEIRF ST LIRE,
- BRVEBAARA B IEE.

Console
B NWZEEENAWS Z2E4HES

1. &A AWS Organizations £# &, BHAEL IAMERAEEREA, BT IAM A6 , AZUERE
BIRFAHRERE (TER) 5{"’“‘

EEEERTIEEZRE,

AWS ZLEHER ERBBETEE,

i##2 Enable trusted access (BAAEEEE).

ERAGEFIHEL RS AWS Z2EHEE | W ABRANUESR , AREERAGSEFI.

o ~ @b

API/CLI

A NZEEFRAWS IREFERE

SEENFEE W7 May 13, 2026 79


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://console.aws.amazon.com/organizations

AWS 22 SHIES A EEE
HITTH SR AUUEABBEERFHNBZIASTHREUIESEIE AP| 8 , SEBEFEH
--accountId 28RS EHBPHKRERSE,

 AWS CLI: enable-aws-service-access

THEFEE AWS Z2E4HEE Wk FHESTRA W2 EEFE.

$ aws organizations enable-aws-service-access \
--service-principal security-
ir.amazonaws.com

Lo THMRR IR EEER T,

BEERNZEEHOEEESIRFAMENTY

BRI VEREFAZREEEREELHN AWS R EHEE LB E M AWS Organizations, 1% 2047
RIELHFUMNEN , BLBEEEMEA AWS Organizations E2E M AWS fR#,

® Note

AWS ZLEHER FRFRAMTRENEER , 2HEBA AWS Organizations 51EE
%, MREMEH CLI/SDK , BIAEFE A EnableAWSServiceAccess AP| 51 RFEIELA Lk Th

fEsecurity-ir.amazonaws.com.

A AWS Organizations B8 , F R AEBEEEZERNELZLEHEREEERF 28 , FFHER
BRI LAHATT Y] AWS Z2EHER B{F : security-ir:CreateMembership#l security-
ir:UpdateMembership, EXLEEAREERA AENEBEEZE RN LZLEHEEEESIRS
AWS Z2EHER, BBV ATRRET LAE1T O By S fEEVE MBI E A AWS Organizations B
(=

EERFELHT , BELIRFER AWS Identity and Access Management (IAM) BUR R @& T 5l Bk
N

{
"Sid": "PermissionsForSIRAdmin",
"Effect": "Allow",
"Action": [
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"security-ir:CreateMembership",
"security-ir:UpdateMembership",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"iam:CreateServicelinkedRole",

"iam:GetPolicy"

]I

"Resource": "*"

MR EBEAR AWS Organizations EEIRFIEEAZMNZLEHEEREESIRF , RIENIRFBLE
= IAM Bi4E : CreateServicelLinkedRole, FEERE , AWS Z2S=HES B A NWEESE
MEZE AWS Organizations BB A,

= Z#IE# AWS Organizations EEIEFIEEAZMNZLEHEEEEEIIRSE | B8 THIRIRRFH
1 |IAM B |, d L AWS Organizations BEIRFE ) AWS #RF 1D BUS 111122223333 ;

{

"Sid": "PermissionsToEnableSecurityIncidentResponse"
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::111122223333:ro0le/aws-service-role/security-
ir.amazonaws.com/AWSServiceRoleForSecurityIncidentResponse",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "security-ir.amazonaws.com"
}
}
}
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FH NAEBEN OUsEEREER AWS 22 EHEE

AWS Z2EHEE X EERBMEN OUsWKEEHRHESE, &n]ARERENEH RSB K
EHE OUs, B BERGEEPNE OUs HAEIRE , @ F OUs THIRF,

BN EERERE , —REZSWIAER 5 Bl OUsKIEH. MREBVESEFEB 50Us , FHRIRTK
518 OUs WEEMEE , ERITHATBERNS L,

Console
1. 7E https : //https://console.aws.amazon.com/security-ir/ BN Z £ EH R EZEA

EEEA , 5B5FH AWS Organizations fABHNEEE AEH,
BEFEEREERK >IRF

®— T EATEA

EEUEEEBE OUs)

AT 8 OUsZ B BR OUs

BNEZ 5 BEEEHH OUs, BELRRFHIEFBER OUs,

I T

(® Note
FriE OUs THYFRE MRS M F OU #R#S AR BE

7. BT EFEEB

(® Note
MREEERERIB S5 0Us , FERIR S5 M6, EXIFE OUsHE BB,

EEHE—S THNMIE AWS BB FHET OU B8F | BESHEH EEEMEN OUs) AWS
Organizations,

EREEE AWS ZEE/HES

E2 AWS Organizations F/&H AWS ZE2EHEE REF —H—HNEFK. BERFRENVABIERE
fi (OUs) #1i8 ( BER ) K , ELBERRMRELEN AWS ZL2EHEE MEEREEIRF T,

EERIRFHMEBELNREER , FEREE HBP RS M AWS Organizations H & —{EiEIE,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts.html

AWS RE SR EHEEE
B EREHEM OUs MBELNKEER , FEBREMABREN OUsEERE &K

# BRRE AWS R4 SR

EERREERTBRIRE , BUURABHERRERSE., SIRFBHFNRE OUs , IR EEKF
Bk OUs,

BEREHKEERTBIRIRS |, FERELERBRKSIRENEF.

EERIRFBE OUs , FEEMIEFBEEBEN (OU) HARIKRFE OUs 2EH AWS
OrganizationsT&F o

BEREHKEERTBE OU , BEREEHBMEN (OUs) EEREERNERF.
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Amazon EventBridge

£ Amazon EventBridge , AR fE, EEFEMBHHAE AWS ZL2EHER ROAINKNEERHEBENE
., ZALUEBRRA (EAREBEERAZ-—RNZEELE ) RBEBEE (HAREFEREE BEXHM
IR I EEM point-to-pointE S ) ERHELEH,

"‘TMER%E#@EE@% FIECHEUES , SFEAERN Al MM AWS TEEHERRS
o BN | EX2EHOEIBHENRHIE , B LU EventBridge B Bl R #5 2% R 7 3K B A R 2= 48
BE. JH:% , MBBEEZE AWS BRIE | £ LUEA Amazon EventBridge B&MREER AWS 242 E
HER REEK , URARMERELSH#HIFRANREMRE,

MBEFHMER , BRI AR B RE Amazon EventBridge ?

(® Note

IF Amazon EventBridge 82 &R EH AWS Z2EHER | G ITSM S | F2H
BFHEEEELAWS HZ2EHOEREXRE ITSM ES, AWS

B 8%

 f£f Amazon EventBridge BB L& SO EEH

- £ AWS ZEEHESE =4

- HERRE : HiEMembership UpdatedZE#k#Y Amazon Simple Notification Service 12

{# ) Amazon EventBridge BB Z ¢S4 EEEH

Amazon EventBridge 2 —BEMAMRRERY , ZBBEASHRERAEATHERE—E , BEAEER
wEREARENESHESLEAREN. SHEFEABRE —BERERBSYRERRN AR , EBHHM
BIEEHRIGE. BHEARERIRRTNEE,

UTREEEARK :

WEFFZ AWS R , Z&EH D REELESHA K EEEE EventBridge RREHERIE, ( AR
HERFS EBEEN AWS IRFFHE, ) SFERERZEREN , UREHEEEFENZEEN
e B RN HR, RAEHERIEENRASESHIERTLENH. BERANSRESHESH
BRANSEHERXEN. IRE4ATHENT , SHERISEEHEEEEENEE.
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Amazon EventBridge
L,
Source >y Default event bus Targets
g
Amazon D s, R \ .r: wvent ; -@- Amazon Web Services
Web Service ,D - ? e rule pattern J
£ " '@- Event buses

event T
rule | { patcern 17 @ -@- HTTPS endpoints

{£F EventBridge RAIBEZ &+ ESH EEEH

# Z & EventBridge AREHERFRLZLEHOREHEEZERR , EL4FAEY AR, SEKAER
BEEMHEN | EventBridge ELLEEHER LRBINEESEH. MREHAENTESEENSHE
3 , EventBridge 8 ZEHXNERAUNBER (s)o

MERTEHERFERNNTERE , 528 (Amazon EventBridge fEFA &) FIE I HEHM
2 FERY 3R Bl

BYFEREEHEESHNEAEN
BESHEXEHR JISON YK, ©a85

o BAEEBEHZREN source B, HRNEZLEHEESEH , RIRA "aws.security-ir"s
s (BIEM): SSELEHcEHERMEIIMN detail-type B,
. (BEEMN) SEEENTAHMASA4ERN detail B,

Bl THEHEXNFTEIEE WATECase Updated by AWS ###### ServiceZE#H AWS IRF :

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T03:45:00Z",
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"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {

"caseId": "1234567890",

"updatedBy": "security-ir.amazonaws.com"
}

}

NEBRBHEINHMET, | FSH (EventBridge (EAEIEH) THEHER, EventBridge
REEHFEESHFEENASZE

AWS IREHINFIEEHNE —HBERANRMN , HPhI3SS4NPEER |, SIEH4RIFE AWS B
R, EHELENEE. EHZLENRFNES  URHEM, MFEEL—BBUNER , F2E
{Amazon EventBridge FA & /M) PHSHEBELRSE,

o, BESHEHE—E detail M , HP I SABESHNBEEER, UTBEERTEERS
SHEEEHNFEETAM,

£/ EventBridge HZRMMNER L EH O ESH4F | FEL TIIEHE

- REREEHEENPTEEHN source WMUEKES "aws.security-ir",
« detail-type MIEEEHER,

f5lzn "Case Updated",
- detail MU T EXBESHNEEER,
NEEHREREHENURRANRELRLEHEESEHNEN , 52/ (Amazon EventBridge fEA &
Em) PHEHER,

MEBBEH LK EventBridge MR SH4MFMEN , 52E (Amazon EventBridge £A &S
) #H EventBridge =4,

FRML : FTE AWS 22 SHEE SHEHTSELHRE Amazon EventBridge {2

« KR : EventBridge B4R R
o id : SEHHHYME— 5B AF
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AWS B2 EHER EREEE

« detail-type : EHEEMWABFAUERR

- RR  REEHEEEH—EA "aws.security-ir"
o EHEAER account : AWS account ID

- KR EHEERR 1SO 8601 BB

* region : AWS [Eif ERNFEMNE

- BiR . 92X EER ARN fyfES)

HMEAML . detail MHEEREBHOERBEEA

- caseld : ROIKME—FBITF (EREFEH)

« membershipld : REERWE—RBFF (ERNESH)
- updatedBy : FEHITEH (ERRFINTREFEH )

- createdBy : EVEBMN AL (ERRHFAMTREBEILEH)

JEB{H : updatedBy# createdBy WU AIEE

- AWS EIfEE : B AWS Z2 EEEHITHENE
- security-ir.amazonaws.com : FR B BB ITHIEIE
. 1EF ID : EEHTHEfE (Bl "111122223333")

BREARN B : AWS Z2EHES ERMFEHEL ARN &R

« Bfl: arn:aws:security-ir:{region}:{account-id}:case/{case-id}

- KEEM : arn:aws:security-ir:{region}:{account-id}:membership/
{membership-id}

ROISEH

AWS [B] & & 32 3L 1Y =45

{

"version": "0Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
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"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"createdBy": "AWS Responder"

AR 22 31 19 =51

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"createdBy": "security-ir.amazonaws.com"

EFEYHES

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",

"source": "aws.security-ir",

:case/1234567890"

:case/1234567890"

ESHESES
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"account": "111122223333",

"time": "2023-05-12T00:00:00Z2",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"
}

AWS EIFEEEFHH RS

{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T01:30:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "AWS Responder"
}
}
AWS & FE 3 =6l
{

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",
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"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

iF
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"
}

AWS T2 SRR IRIEEHAIRH

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T03:45:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"

EJVIRY]e5

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Closed",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-15T14:22:00Z",
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"region": "us-west-2",
"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

15
"detail": {
"caseId": "1234567890"

ESVHTE

AWS [ol & 32 317 1Y S BT R

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T04:30:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,

"detail": {
"caseId": "1234567890",
"createdBy": "AWS Responder"

FFEINEHIFTR

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:15:00Z",

RBIFERES
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"region": "us-west-2",
"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"
}

AWS Z&EHEE RIEE LN RGIFT R

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:15:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"createdBy": "security-ir.amazonaws.com"

& FEMRBIFTR

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:45:00Z",

"region": "us-west-2",
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"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"
}

AWS Z&EH RS R E M RLIFT R

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:45:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"

AWS [B & % 3 1 1Y = BT R

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:45:00Z",

"region": "us-west-2",

"resources": [

RBIFERES
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"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"updatedBy": "AWS Responder"
}
}
REEH
REEREEY
{
"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-04-01T10:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:membership/
m-1234567890abcdef@"
1,
"detail": {
"membershipId": "m-1234567890abcdef@"

KEEEEER

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Updated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-04-15T16:30:00Z",

"region": "us-west-2",
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"resources": [
"arn:aws:security-ir:us-west-2:111122223333:membership/
m-1234567890abcdef@"
1,
"detail": {
"membershipId": "m-1234567890abcdef@"

EHUEKEEHE

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"detail-type": "Membership Closed",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-06-30T23:59:59Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:membership/

m-1234567890abcdef@"

1,
"detail": {
"membershipId": "m-1234567890abcdef@"
}
}
BIEFREER
{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Terminated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-07-01T00:00:00Z",
"region": "us-west-2",
"resources": [
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"arn:aws:security-ir:us-west-2:111122223333:membership/

m-123456s7890abcdef0"

1,
"detail": {

"membershipId": "m-1234567890abcdef@"

}

£ AWS Z2 B4 B8 =4

&R LA Y EventBridge RAIMSELEALBRABEF, UTE-LEFHFEARM

LR AWS ZE2SEHEE B4 .

{
"source": ["aws.security-ir"]
}
ELHEMNEH -
{
"source": ["aws.security-ir"],
"detail-type": [
"Case Created",
"Case Updated",
"Case Closed",
"Case Comment Added",
"Case Comment Updated"
]
}

AWS [EIfE & B ERFRA] -

"source": ["aws.security-ir"],

/R AWS ZEEEE B4
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"detail-type": ["Case Updated"],
"detail": {
"updatedBy": ["AWS Responder"]
}
}

RHERERFINEH

{

"source": ["aws.security-ir"],
"detail": {
"caseId": ["1234567890"]
}
}

HEBRIE . EixMembership UpdatedE#HI Amazon Simple

Notification Service 12 E&

EAHERED , BEERE Amazon EventBridge B4R A , R B I SEEGTREEA Membership

Updated ARRERI B4,

TR

AYEBRRECNWHEERPEERNTEAMERA S AWS HIRF,
&

o HEEFRIE . B METB Amazon SNS F#E

- WERE  FMEHSRA

- HERE  AEHLEHNHRL
- BB R EHOERGIER

HERIE - I FEFTE Amazon SNS &

FEHHBRESD , LERE Amazon SNS £&# , AFTEHRANSHER.

HEBFRE . FEiAMembership UpdatedZE## Amazon Simple Notification Service 12EE
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AWS %24 B4 e (5 £ 18w
#E#3 Amazon SNS =8

1. 1£ https://console.aws.amazon.com/sns/v3/home FRX Amazon SNS F# 5,
i#1E Topics (E78). Create topic (B3 E£H),

SHETEAY | RIBEE,

$H¥E% | WA MembershipUpdated YWiEIEE Y &,

£ MembershipUpdated EE L , i BEE TR,

HRBABE , BEE TN

¥ Endpoint (W% %) , AR E BIEEFEY E FE b ut | I##F Create subscription (B3]
B)o

8. WMELNETFHMHIRS , YEFWIFTEBRIENETFBHAL . BRBIFALE , FFEIE Confirm
subscription (FEERETE).

N o o bk w0 DN

HERE EMEHHAA
EE | SEMEMERE4Membership UpdatedIEHR A,
S RH EventBridge #R 8l

1. BIfE https://console.aws.amazon.com/events/ BARX Amazon EventBridge £ &
2. EEEERP  EERAL

3. EEFEVRA,

4. BWARINEBAHER,

(® Note
EE—ERFGNE—ESHEREL  RAITERS —@ERABS.

5. SHEEAERSE  BEEENRAABYEBNE4ERE, MREBZEIHRRTERBEHRSH
S, FEW AWS FERENHERS. EEIRFPH AWS REZHEHE , —ESREEIRF/
TR B ERSE.

(@ Note
EEZRTEREN AWS Z2EHEER B EEKH AWS Organizations HEIREE SRS
FREo
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6.
7.
8.
9.

10.

11.
12.
13.
14.

SFERARE  EREEREMHRIANRA,
BET—-F,

HEEMHRIRT | EFEHEA,

SHHEAHRN | ERATEREN (JSON REER ) -
B TINEHENEIXFESE,

{

"source": ["aws.security-ir"],
"detail-type": ["Membership Updated"]
}

HREXIFEER EventBridge R , AFSEHIEXRBREERNEMAEH, NFSHERXN
& , 52E (Amazon EventBridge fEAEEm) FHSHHNSHE,

BET-%,

EEEEEMuP , BE AWS RE,

SHENEENB E |, #1E SNS £ |, $H¥EE |, i#1E MembershipUpdated,
(CEBR) st EAMERE , FHIT THEME

a. &% Maximum age of event (EHHREFEH) , WANR — 28 (00:01) T 24 /N
(24:00) 2 RO KB

b. HWEHRER , WANRO0 T 185 BN EER.

c. StHENFRTY | BEEEMEFAEE Amazon SQS FHlAERFERTHI, &R BT
B EMH AR IIEEZIBE |, Al EventBridge i HEEXEHNFRTY . BITUTEE—
3

RIBE | VTR BT,

{2 B B AWS #EF SR E9REX Amazon SQS Rl URERRFRFS] | ABRTHRAE
EPRREE AN,

B E A AWS IRS iR ER Amazon SQS fFFIMBER T RIS , A& ALY
#51 ARN, EREHLERAERBEBETIFT , T EX 5B EventBridge [H
%A T, MERMEET , H28 Amazon EventBridge 51 & IR K E R
FRFFINHT,

15. EE-F_Z’FO
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16. (IBH) AR AW A—RZEER. WEFMENR , 528 (Amazon EventBridge A EER) &
# Amazon EventBridge Z%#.,

17. igj%-lt_io
18. MEARAMFHENR , RARBFEURA

HERE | AEERSA

HEAFECWRA , FRXEN AWS Z2EHEE REBEKRERH, MREHRAREER , BEX
EHEEPBARITEEHXFNETBHAS.

EARA 22 BHERRAIEHR
EERVERTARMEFRNEMRR  BEATILETEELHBRE -

1. 1E HERRE - B METE Amazon SNS 7 /| [ CaseUpdates HBEEEZRE,
2. £ HERE  FMEMHRAI B, £ JSON fmESHFEATIIES

{
"source": ["aws.security-ir"],
"detail-type": [
"Case Created",
"Case Updated",
"Case Closed",
"Case Comment Created",
"Case Comment Updated"
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5t 2 E AR

EREIEYTREDFEENEER AWS 2224 B2 | F2HELHTHNEE,

i

ERROR RXREBD HEFRFEPHENRERE. HE , ERLEFBEBERMATRE , ESRE

Gl
R ERN RS EEER,

FIEY AWS 22 EHEE APISHFIURLARERBEREZSIHAEIRF T IAM £, BEER
FRIEFERY IAM R AWS IRF |, ZETRREEBN AWS Z2EAHEE ZREESIKEEKIR

AccessDeniedException
R E RFEE AT Bk,

REEH AWS EEE S URRLEEE AWS Z2BH4EE ZIREESHHEIRF PHRE IAM
AENFT. IRREAGERESEAANARDEN IAMBER. UFFHMEF , F2H AWS 22
SHEZ IAM,

ConflictException
AREERT —BRIREE,

EREREENTARFIMEEREBIAROEEKRERSERE—N, ARRESLN AWS R£5
KRS REREERRERIRIZE, T£ https : //https://console.aws.amazon.com/security-ir/ FARZ £
EHEEEES , WEEZE Membership Details,
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InternalServerException

RIEBFREREFFAHNIER, FELEI2ERBE X, NREAEDAREE , FEA BHREM
EO

ResourceNotFoundException
FRESEFTFENER.

ARPEEN—HSBEEFRTFHE. FREMBIEENER ARNsH IDsREEMH. EEAR AWS
Organizations IDs. #&kF IDs. IAM A, KEEHK. Rl DEEBRKE. R, REIEEE, RO
B 44 0 SR BT A o

ThrottlingException
FHRFERBE , R FERERIER,

BHY IAM TR EREERERMGZ AP HBIREAZHER. FHRE , ARBE X, NRBENAE
i, FEREFERRBNERARRE X,

ValidationException
WA ELRE EENRERS AWS BRIE,

ARPN-—RZSEERRMUATESRIN/NBELASTER. FREMEER ARNsREETHK , UK
NFEHREBMNE AWS Z2EHEE AP 2ZEEFNANAERNRE, ARRE BREAEMEE
o Hlm , BEGERLITE AWS TEBERBREE,

=&

MREFEHMHE , FBE B P OBTHREZH. FRZTIER

s

- BEER AWS B /Y

- EERH AWS IRF ID

- BHREAR , MR BHETAH

- HREI B FE RO B R A E A
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Tz

e

- PFNERRE AWS Z2EHES
.« HERRIEER T E BAARE

- SO MEFEEEE

- HHAWS Z2EHEE 5o NFECETHREDE
- FARKAE

- FRARBEEAE

« AWS ZEBE

- EHEE

- EREERE

« &£ AWS T2 B4 B EEE sk B R
- MREBES

- Effti et

« YREELRIE 2 AT

- ERRBEREEEREA

R ERHRE AWS RE S ES

AWS HESEELER ﬁéfé?#@ﬁﬂﬁﬁ%ﬂﬁﬁﬂ@lﬁ% AWS , HERFTGR | AWS B EREHIT
AWS ElRPAFTRMUREHERE. CASHEBETLERS ﬁ’@t%"“ﬁ@ﬂﬁ?‘“%ﬂffgo Bt NBEERT
£/ AWS Hﬁif%ﬁﬁzzéfﬁﬂ“‘éﬁmﬁﬁéif%o NEEBEERBILENFEEN K F2RERBILEERD
&, NEERABNERRENERENR , F2E AWS R IER LM AWS HESEEEM GDPR
EBERNE,

ERERMMREEN , AWS ReREERREBRECEZRE AWS IRFBEAEHR , YA IAM Identity
Center AWS 5 AWS Identity and Access Management (IAM) s E@BIERE, mit—xk , SEEH
RgESERAIEREMENGTT. EMEBEREEATIAXREER

- BERFHEFHASEEZRRFE (MFA),
- {£F SSL/TLS BE AWS EiRBEHA. RMFE TLS 1.2 WERMEA TLS 1.3,
« fEF AWS CloudTrail %7 AP| F1{E A & B 52 8%.
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AWS ZLEHEL FHEER
o {EH AWS INZBRAE , LK AWS BRBTHN AT L4,
- IR E s~ Z&E FIPS 140-3,

TR ENETFBH LU ERPHHBEARAEBRIEERANIFHUF , flEERV, ES
FEESER REMAEEA. API AWS Command Line Interface AWS 3z 38 s H i AWS R AWS
SDKs . ZBAARBBNERIEEEANZRUNEAER B IEARNIRERDE B5E. MRER
#t URL #\EBAMRESE , RPIEZIEBETEE URL FEBEEAERER , URBCUHBARENE
Ko

£

- BERINE

- BERIRENER

- BEREHANERTA

- EREIAMETH

ERmeE

AWS Z2EHER FRABENENERPREBLENER. MEERBSERAEAEENNZEEA R
EETNE UGB EREZEMERER,

ES |

- BRENE

- BHpmn®

- TIREE

wBRE N

BEEMMEAZANARRIRMNEZNENE. ETHRERZHRRERAMIRNRESENEME,
BRLEBBENE  BYFESMBESRIERER , MAHZeHERESNEAER.

Sy
WEMEZEME R AWS Z£E4EE {£158 Transport Layer Security (TLS) R BRI SEE,
SREE

AWS L2 EHFEE E/EH NEES AWSKMS | AXRfIMERERHIZHFEEMSR,
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AWS B2 BHER EAEES
AWS 22 EHEE TXEEFZETR,

ERNENGER

AWS Z2EHEL BAR=ETRNERNER , SEARNBETENKRER L. RERXNEET
R. THELENHNTELZLEHDRNAFSEERERERNEE,

ES |

- REHEEH

- ZEMHAEERER
- AEERAESRE

- THRPEERERM

ROIBEEHR

ELBERLLEHEGE  Z2E4O0RER’ AWS REWREFNTEEY  UXERAE, KBER
BlIERaIE APl B3, VPC #FfEH5%. Amazon Route 53 DNS &3, Amazon S3 FEHEH., &R+
HMER (BHE. EERNERHMAET )  UREENAERISEMHIEA,

/A Important

ZE2EHERERELSREEDRANEFREENEEES. ©TEWE Amazon S3 f#F
fri. BERERSIEAEAENNERAR, R2EHEEERE "HITBHENASNE
B, K MARERERES,

RIIREEHZHERESHRIRE  TRENRIIRSED, ZT2EHOEARSRELEY
90 X, UALREAREE LK, XEFEIARERE , UARFEEBENERAXMHER, NMREHE
90 RIIBEIM oI EEMPRER , FBHME AWS XIE BREFMER,

Z2MHEERER

Z2EH O ESIFENR Amazon GuardDuty LA & AWS [E15 B E L R#E AWS Security Hub
CSPM WAMIEX BTN ZLRAERERPEER., LRELERERNSEERBNT. AEERER,
BEMEHR. TRENERNEIREERL,. ERXFIREERTE , AEEFEERSE D BFEME ,
FRLEMH OB EE AWS RIFEFHEE.
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BEFEENT S ELAEEENFMBRIERREN , EEGRINAR, ERZNMLENRE
ABREMNDEER. EPEERTREZEEHOERMEN, BREERSNABRZSEMH , XiRHS
ERRE Do

HEERASRE

Z2 B4 EEFEREREXERA Amazon Bedrock £ il , I RERFIAEERNPERENTRAERLR
B, UESRR, BREXNEBCEEE, LEESE Amazon Bedrock M £ EEPELT | 4
AREEX D TEREN —H5,

/A Important

HEREBEEAZTREEPEHEN T2 ERFEFHIE Amazon Bedrock By £ 13 [E 1T
F, PFESHERARELFAETRIR K BEEEZRETERE.

THRPEESHRME

HAZLEHERIERELHNEARENER  BEELHB=AENPRENFRER TRERFER
BNAREEAENHBRES. FEETHIEH -

- EFREM , HlM patient-database-prod= financial-records-2026&k ~ERH AEF B
BE,

- JE¥E DNS &fuser12345.internal.app.comW B EFEAEBAFRATRFEENA,

« APl IR A U R E B RE MR ETERE.

SEHELTHARBRTELTRENETHLHARER  DECTRSEHNERES,
BEREmMERTA

ZEEHORFHN=BERENEETEANRFLENESREDEREN, HREFENEFZERNBRM
=5, THEEEAEREER,

&

- REFEERRHENBE

- ZEUBEREERREENED
- AEERAESRENE

- BEEAAM

H
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ROFEERRENBE

ROABEERERE AWS BE EEAMZESHRIN b, ELERERBPELRAIE , $HHZ
AEWENMAERR. PREMNEINEFARSFREXES S, LERTEBREHMESR,

$ 5 standard AWS [E1F (Regions available as default) , REIFEEHSRBEEBAESE G BN
90 RIREHARIEFINESF,

R AWS EEMARSE (HIWPR (B ). BN (RER) H2AEE (FE)), REIRESR
HUEREEEYRFNEST, T8 , NIREERENAEBSRAZLEHORE  XESNRERG
ERSRDEREXERE (#HSEELE ) B (us-east-1) , LETEFRNRHIEEN T,

/A Important
MREEZEMAREPRE L ENRFIRAEERNSEH RO us-east-1. EFBRBERIEE
ERPVEBXATELERSIERSRERRASHAZBEER, ERKETSETEREMA R
ZERE , MR Bnon-opt-inBFHHNERKEFTESEEZEZFMAEE,

ZEMBEETEERFETFNEE

BARPEBRNREAM , XePEERTEERTSAEEE., T2SH4EEFH Amazon
GuardDuty MFrE ERURE L ARFEHIAWS Security Hub CSPM [EiZ F #EEXREAREEE |, WStk hEER
SEFEEVEB , SR BXRENREES,

HREBEZEAWS B, FEERESNAESERTPRENBUIUERETHERBN 2. LEERSBE
TRZLEHORAEABEESEESNEE , AINRBEEERREPEDBE.

EIIE

HRAWS ZEEMAESE , BEFEFRENEFEERFAEERHRNEBREEN . EFNARZNGE
EREREEREEE AWS B3 (AWS GovCloud (US) EFIM P EIEFUANES ) , SIETEFR
oM URRBEEMESNAEGR.

BEFEPHENETSERIRNT. BEFERENBREMEN K MTIRELBBEFENMAES
FrER,. P RERTRAREMERER  ANEEUESERANERERERE,

AEERASRENE

Z2EHOEFAEREREINEEE Amazon Bedrock £ KEFFWPEER K ERCNROIRFEL
RERREBEERED, LEELEEMEN K REEXSoMPEERUEESREMNES  EF2EES
th 8 & Bl 17 £ Amazon Bedrock E®E %k +,
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EERAETEONE , EENIRNESZSHEENEJHEERN —BERERLRMNES S, 24
SERE , FREENHEERTEREE Amazon Bedrock £ 13 [EiF 7,

[&8 130 A A 1
NEBLELXERLSHOEWER , FBHAVS BHRS.
BEREMAFTT

MBEHE AT LAFEL AWS T2 B4 EE EHER

- BHREERE — ERTRLEHEEFTHN IAM ERAENSE,
- AWS EfrERE — RELRS AWS NETNEERETHE,

ES- |

- AWS EHOERENFEH
- FEGEHMAIEZRM

- % 1AM HNFE

AWS E4 O ERER FH

AWS L EHEIRES "KBEER) RBERE , SBUREN. BONNZARHNEHEREARHAE
FERANKELEE. ELRMEZEEHRIE , BRGERFNERETRUINELER, A AWS
EHOEEHSEEETERREITHLLIR  BEFREFER,

/A Important

REERINE4OEELEBEVETRERNEMRKAMRFANDEEATRAEMBRTE, EXR
EFUEREERNNEBEN G FREERTEABRMER,

TFENGC 8% M AT G 1

BRAEFRENZLEHORENMECHK, CUURKHEFIN T ENER, FITHBLEER , URFN
MR, ELRRBAFXBENGRNTLMERER,
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B FESRE IAM SF OSSR , B2H 5o MEEEEE,

A PR B R RAE
RFNADBERFinEERAREN ZERE,

BN ERRE 2 BAMEERIZEE AWS :

« AWS Site-to-Site VPN &E#f, MEFHMEA ,
BERAWS Site-to-Site VPN ? .

« Direct Connect E#R, MFTEFMEN , 3528 ( Direct ConnectfE & IERE) H 811 = Direct

Connect ?,

#28 ( AWS Site-to-Site VPNEAEIER) FH

AWS Z2EHEE FBMEKRFI BFB AWS B#MAPIs, AFimMA4 AT Transport Layer Security
(TLS) 1.2, BMEZREA TLS 1.3. AFBKEXEAXZEERTLIEMMMNE (PFS) N ZBEH , f
R EF Diffie-Hellman (DHE) =14 B th 4R & ¥ Diffie-Hellman (ECDHE), B R (40 Java 7 MEFTHR
) RZELEELEN, A, BLEFHEFIREER ID, URE IAM = BERBNFARFZIREH/R
FHEBHEKR , REFEMHE I LUEEH AWS Security Token Service (STS) RELBRRZEBIEREBHER,

fHREEAH AWS ERZENRE

# Amazon Virtual Private Cloud (Amazon VPC) ii 3 AWS Z2EH4EE 2 VPC A BESE | £
RFFER AWS ZE2EHER, Amazon VPC E5EREHE , AWS Z2EHEE WiSE EREH L
VPC, MEFHMEN , F2E (Amazon VPC FAEIERE) FH VPC ingh, MFE AR VPC inBiEHl
FEERNBERES |, B2 EH IAM BEEZRSE DynamoDB #IFEL,
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SoNFREEE
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FH, IAM EEERFERFE (BEBA) VEEE (EF7FY ) TRREAAWS Z2S4ER &
Fo IAM 2 —IERE AWS |, B R B,
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RAEREHIT iam: PassRole IR EW BB EESI1Tiam: PassRoleB)MEMTHER | BWIWNBER A EE
5, UAHEEEA® AWS Z2E4HES

BEAWS BHTREKEFEALBERZRYE K MARBRIUFNNEEACIBRBESAE, WFENT
ER |, EUARERACBEREEZRBNFTT,

E® A marymajor By IAM EREERERA TR EERLEHEE B AWS STEER |, SRE TSI
PlEEER. BR , BIMFBERBBEMBBEHACR THEFT. Mary REKARERGRBHNTT,

A& :arn : AWS :iam : : 123456789012 : user/marymajor REFREHIT : iam:PassRole

EEBERT , Mary B NS EER , AFHEIT iam: PassRole B, MREFEZWE) , BB
B AWS BEEE, SNEESRHENEERRE.
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LEEEYHIEXAE.

NMEFEE-FSTH , F2RUATAS

« BETH Amazon AWS Z2EHEE REXEELINEE ,
BEMER,

- EPETHIMAEEEENIIRSE S AWS BEHERNEFEVE  F28 (AM FAEEE) DN EEHES
H 2 —18 AWS IRE /) IAM F A &R EFEE,

- EETHNMEERNIFEEREMBE=S AWSIRFE | 520 (AM FREER) BHEFEUER
HIGE=HEAE AWS HIRE,

- MFTHROAEBBS FOREFIE , F2H (AM EAEER) PHEFEERHEGENGE
TEIRENERE BMESE D).

- MFETHREA/AGNEREBRETERFFRCENZR , F28 (AM £REER) H8 IAM
PR EBRE ERFE.

fxﬂu

ESH AWS T2 E4E EM{TE IAM

ERAREAE

XERKAG B

REAERBREREN IAM A6 , JREFTEE. IAM EEE ALK IAM REIL, 1S F M ERARE
A, MEFHMEENR , #F20 (AM FAEEE) RFWEIAGLUSEFIIZERE AWS IRi%.

EARBEEAE

HIBRISIERE A AWS B2 B4R

&

« AWS SLR : AWSServiceRoleForSecuritylncidentResponse

« AWS SLR : AWSServiceRoleForSecuritylncidentResponse_Triage
- AWS Z2EHEE RBEERACENESE

XERBEGAE 2

R EEACRERE REN—&E AWS BEAE, RETURERKREHTRENACG, REERE
BEERREEN AWS IRF R |, YHZEREA#ERE. AWS ldentity and Access Management B &
AR | ERREmEREEES BN,
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BHEFACAREE AWS Z2EHES ERNRE , RAGTLFHNELENTT. AWS B2
EHES SEREBRKERACGHNGT  REZSHEER , AR AWS Z2EHEE AREEHASG.
EBNILFEEEREMFFAIBER , BXFFUBEREEMMEEM IAM B,

NEEMXERBESACHERET  F2RREEEAGRTTAWS B IAM EFENER , XS
REARNERE, BEEFERNE , SIREKRBHRBES ST

AWS SLR : AWSServiceRoleForSecuritylncidentResponse

AWS Z2EHFER FHE B AWSServiceRoleForSecuritylncidentResponse — AWS &4 E4 fE
policy M RIS EME AT (SLR) REBIFTEMIIRSE . BURMINELHBER.

S|
AWSServiceRoleForSecuritylncidentResponse RIS EFEABEE FTIREREIXAR

* security-ir.amazonaws.com

EEINABER S AWSSecurityincidentResponseServiceRolePolicy B AWS S EHEK, REEFE
A ABHTIERATEE .

« AWS Organizations : RFFRBEEHAKEEKRIKRF AEBEREER.

« CreateCase : RFFIRENR KK EBERIRFEIRBERH,

- ListCases : AFFIRIEH Al REBRBRERFIETZERAE,

« UpdateCase : AFFIRIEH Al RESREFRHIHEER,

- CreateCaseComment : 7FFERIEH Al REBRBEZERBHARMIFTR.

- ListComments : AFFARIEH Al RESFBWEHTEBICRAERENRLIZRE.
- TagResource : A7 # REEBERZREABRBEN —H 2.

EEAD

ZIEEFHEURBELAE , EEE AWS EEEEA AWS CLI, 3 AWS API AWS R EHE
BHhmAZE R, BEERALELRBERAS,

HEMBRLRBEEAE  CRFEEBREYL , KANERFHEAEEEFEFEYACG, EEMNA
R , CEBERACELIRKERZAE,

BARERH , IAM B (NERAE. BERAe) T TEY., REIMRRBERESE, WEF
&, F20R (AM EAEER) PHBRBEEABF .
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AWS SLR : AWSServiceRoleForSecuritylncidentResponse_Triage

AWS ZEEHER FHE B AWSServiceRoleForSecuritylncidentResponse_Triage - AWS Z£ %
HES2 BXRWERKEZAR (SLR) , HEEEENRERTERZRERE. ARTEBRBEURIE R
A, UARBREEAUNRAEBESEH.

E|
AWSServiceRoleForSecuritylncidentResponse_Triage RIS EHE A REFE THRKEEIZAE -

 triage.security-ir.amazonaws.com

EEIABE AWS SEBHE AWSSecuritylncidentResponseTriageServiceRolePolicy, FRISEE A
AEH TIERATEE

o B . AFFBRIEIL Amazon EventBridge S ERAl, LR AR E AWS IRFE RS 4 EEAIR
EXNZE REAMENERE, LBFESE EENTM AWS ER LS Ttriage.security-
ir.amazonaws.com,

« Amazon GuardDuty : RFRBARZLRBUBDETRHEA. WEEAUREEESEH , IR
GuardDuty EEHEBEH,

« AWS Security Hub CSPM : AFFREINLHEMANEZEENERES, JHEABHKENEERS , XU
RABRZERBEURBDE TR , LREEANRBAEBEESH.

« AWS Identity and Access Management : St&F IR ¥ HE
H{AWSServiceRoleForAmazonGuardDutyMalwareProtection RIS EZ AN A/BENR , UL
Ep R A BEE GuardDuty MalwareProtections

- AWS Z2EHEE  AFREELNENRGINERER , ERAN EENE
JRSecurityIncidentResponseManaged=true., AFRFEBINKEEKENA
(GetMembership, ListMemberships).

EEAM

MREE AWS T2 EHEE FinA AWS BEFEA |, RLEHEE

2B HEEH AWS Organizations EERF MEBERNFIERSFE

M AWSServiceRoleForSecurityIncidentResponse_Triage[RIEEEA R, MREFER API/
CLItA , IR AFBEV AR, WEFHEN  F2HABAZESAEE |, GFEM API/CLI 5REZ
EHE EER.

MREMBRLRBEEEAE K RERFEBREY , LAUER APICLI ZIRFHFEFEVAE,
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BYMERERNT , IAM ER (WERE, HENAG) TURY, FEIMREKERASE, MFEFM
&, F2H (AM £REER) PHERBEEAEF .

AWS Z2EHEL BB EFACXENES

AWS Z2EHEL XEERARBNMEREAPEARKEEAR,

- XEIREP (RXR)

. ZEFEL (RHE)
- XEIRE (T D)
BN CERRAR)

« BN (ZER)
BN (fR%)
< BN (CKB)
* Europe (Paris)
- BUM (FA3EST)
BN (SR
BUN (B2t
- IREH (é*}ﬁ)
- IXESE (BEHE)
. ﬁm@(mag)
- TAWE (BELE)
« DRHE (&RE)
. TAES (HH)
« SEAREE (HINK)
. TAWE (BH
. TABHE (RX)
« MEX (FEP)
+ Middle East (Bahrain)
. RE (MREBA KAL)
- EENM (ERE)
. JEM (REEZ)
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AWS ZEEHER HRERER

AWS ZEBEK

AWS SEHRFEHAWSAWS SERFREYNEENBEIRESEATSEARMEMEGT , UESR
AT LABRIARS S ARG ER &, BENAR,

HEMEFUGERE. BENAE  £/8 AWS ZERRLAITREBRERERS, BI IAMEF
EFRFERBMNERAHE K MIEBRRTALHWERRHEMENTT. EERERGKER , &7
LUEREMN AWS REBR, EEBRREEF RNERARS , LA THEENIRFRER AWS . 05
AWS ZEBRNFMEN , F2E (AM EHEER) P AWS ZTEBE,

AWS BRI EHEENE R LB AWS XEBR., BEEZ8E AWS ZERRPNT. REEH
X AWS ZEBRTHEEMFF AU ER DR, KEENENSRXECERBRNE S 285
(ERE. BHEANAS®), EFNNERBIFTRETHE , RERTESEN AWS ZEBX. RETE
fE AWS XEBURF BT , BUBRER T SRELRENFTT,

AN, AWS T EEZE REZEHHENZERR, Hla , ReadOnlyAccess AWS 32 & BUR IR AT
B AWS REMERWHEBEFZEE. ERKABMIGER , EAFNRENER AWS FigHETFT,
EEKBEEBERABEENRE |, B2 IAM FAEEETEREBREENAWS ZEBE,

F &
+ AWS ZEBUER : AWSSecuritylncidentResponseServiceRolePolicy

+ AWS ZEBUR : AWSSecuritylncidentResponseFullAccess

+ AWS ZEBUR : AWSSecuritylncidentResponseReadOnlyAccess

+ AWS ZEBUR : AWSSecuritylncidentResponseCaseFullAccess

« AWS ZEBUER : AWSSecuritylncidentResponseTriageServiceRolePolicy
« AWS Z2EHFEE SIRsH ZEBRNEFH

AWS ZE R : AWSSecuritylncidentResponseServiceRolePolicy

AWS Z4£EH LR F£H AWSSecuritylncidentResponseServiceRolePolicy AWS Z&EBUKR, It AWS
TEBEEEESE AWSServiceRoleForSecuritylncidentResponse FRIGERE A, HBERIEH MFEE
B, AWS Z2EHEE LIEAFTRANIIES, BURMl, EWRG6. BIRGFH. JIEHRG, JH
RGIFTER , URZETHEEER.
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AWS Z2EHER HREER

/A Important

ANERBTFREASSBRESA (Pl) REMRBRHHBER. AWS ZEEHEL S
RAEBRACREEERE. RBETERARLERBRAER

AT A EFAEE A
AR H 6 L R T SIETRAATEIE -

« AWS Organizations : RFFRBEHAKEERIRF AR EREER.

- CreateCase : RFFRBRERREERIRFEYRBE=RH,

- ListCases : RFFIRKEN Al REBBRREFIUETZERAE,

« UpdateCase : SLFFIRIFH Al RIEBESEFHRFIHELEER,

« CreateCaseComment : RFFRIRIEH Al RER B HE R B M A REIFER.

- ListComments : AFFARIEH Al REBWEHTEBICRAERENRLIZRE.
- TagResource : 25 # REEBERREAREN —B5 .

I&TLAIE AWSSecuritylncidentResponseServiceRolePolicy B AWS 32 & B3k Fh A 47 B2 1t B3R 48 B Bt
0 e

AWS ZE B : AWSSecuritylncidentResponseFullAccess

AWS L2 EHFESR H AWSSecuritylncidentResponseAdmin AWS S EHER, LBFERTFREE
RESTEFEGE | LUREE (WFEE AWS RIS, SRS ILBREE IAM = BEEFER |, UIRESE
MEF A AWS ZEEHES,

/A Important

AANERBTEREAS D BRESR (PIl) REMERBRHHBER. AWS REEHEL S
RAEBRACRAEERE. RRETERARLERBAER

ATARFEER

AR 75 6 A L BRER T I B R #1T B 4E -
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AWS REEHER EAEIET
o IAM EREFEFR  RFRECAEHRE AWS T2BH4EE ERVITHERENED,
« IAM EBRBAFH  RTBBEAEEH. BR. MERNEIL AWS ZE2SEHER ERMNED,

BE]LAE AWSSecuritylncidentResponseFullAccess #9 AWS 3 & BUER A 445 B2 bt B SR A8 BA B A9 57
I8

AWS ZE B : AWSSecuritylncidentResponseReadOnlyAccess

AWS L2 EHFES H AWSSecurityincidentResponseReadOnlyAccess AWS S EH XK, BHEX2HE
FRERFERHOEBEFIE, BT LUGLEBORE IAM TEEGEMER |, UHRIEIE 0EF AWS 24
EHhEE,

/A Important

AAERBRTEREAS D BRES (Pl) REMRBRNHBRER. AWS ZEEHEL S
RABEBRA/ECRETERE. RBETERARLENBRAER

HTRBER
BRAS (A LTS TSI ERSAT A -
CIAM EREEER - BT HHEREURE AWS R2BHER HRATERBENED,

I&TLAE AWSSecuritylncidentResponseReadOnlyAccess B9 AWS 32 & B3R A 1 45 B2 1Lk B 5% A0 BR
MEFH,

AWS ZE R : AWSSecuritylncidentResponseCaseFullAccess

AWS 2 EHFEE H AWSSecuritylncidentResponseCaseFullAccess AWS ZEHBE. BEEHET
RERGIEROTEFZEE, BULUSIEBORE IAM ERBEEFER , URIEHIE WEFT AWS Z4£E
HrEg,

/A Important

AAERBREREAGDBEEF (PI) HEMERNBBRETN. AWS Z2EH4HEL S
ABRBRA/ECRATERE. BRTERARLENBAER
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AWS B2 BHER EAEES
FTAI R E A

AR 75 6 A L BRER 3 T I B IR BT BI4E -

« IAM TRRFIEFEFE : RTBHBEAEHEREE AWS Z2EH4 B2 ROFTHESRFRRED.
« IAM ERRFIBAER : RTFBRBEAEEMN. Bk, MERNMEIL AWS ZL2EH4EE ROIREE
B

BAILATE AWSSecuritylncidentResponseCaseFullAccess B9 AWS 32 & B3R 47 B2 1 BSR40 B B Y
.

AWS ZE R : AWSSecuritylncidentResponseTriageServiceRolePolicy

AWS ZEEHHELR F£H AWSSecuritylncidentResponseTriageServiceRolePolicy AWS ZEBUR, It
AWS ZEHFEEEZE AWSServiceRoleForSecuritylncidentResponse_Triage FRIFEE A,

BEBEREES WEIE AWS Z2EHEE | URBEERENRERSTRZLEE. ARLERBLR
DERET  URBEEFUREBESH, SEERUBEREEE IAM B,

/A Important

AAERBREREAGDBEEF (PI) HEMERNBBRET. AWS Z2EH4EL S
ABRBRAECREATERE. BRTERARLENBAER

AT A EFAEE A
BR 5 6 P L BBOSR T SI B TR BAT B -

- B AFFBRFEEIL Amazon EventBridge ZE R A, RAIRE AWS IRF P i§EHEEHNR
BRAZE REFMENERRE., LBFESE EENEM AWS BEF E#{Ttriage.security-
ir.amazonaws.com,

« Amazon GuardDuty : RFFRBARELLRBUBDETHA. WEEAUAETEBESH , UEKRE
GuardDuty EEEEEH,

« AWS Security Hub CSPM : AFFREINLHEMANEZEENERES, JHEABRENEERS , XU
RAERZLREARDERMA , UNEEAUREBESH.

« AWS Identity and Access Management : JtEFIR#EHE
H{AWSServiceRoleForAmazonGuardDutyMalwareProtectionfRISEH AN A/RENR , UL
B8 2B B 8E GuardDuty MalwareProtections
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AWS Z2EHER HREER

- AWS R EHEE . AFREBRINERRFINEBRER , ERNAL ERRHNE
JRSecurityIncidentResponseManaged=true, AFREERREEZKEN
(GetMembership., ListMemberships).

& T LAE AWSSecuritylncidentResponseTriageServiceRolePolicy B9 AWS 3 & B i 45 B2 b B R

Ll T

AWS £ EH4EE SLRsH SEBRENEH

WA EH L RBFRRERELBELIR AWS 22 EHEE SLRsH ZERKRAREMNFAEN.

gE

EEH -

AWSSecuri
tyInciden
tResponse

ReadOnlyA
ccess

EEH -
AWSSecuri
tyInciden

tResponse
FullAccess

B2 EH -
AWSSecuri

tyInciden
tResponse

iR Date
BRBAEEE security-ir:ListInvestigati 2026 £ 4 B 22
ons B)fE, =|
BERBEMEA security-ir:* |, MAR5 HAER 2026 £ 4 A 22

security-ir BifE. #1#8 T /\{E%T AWS Organizat =|
ions FF ] (organizations:ListAWSServic

eAccessForOrganization
ions:ListRoots
OrganizationalUnitsForParent

. organizat

. organizations:List

. organizat
ions:ListAccountsForParent . organizat
ions:ListAccounts ., . organizations:List
Children organizations:DescribeOrgan
izationalUnit & organizations:Desc

ribeAccount ), AEENBBEXETEANIRSE
E8. MFA R4 EBR.

BEREDEMEFREE . security-ir:Listln 2026 £ 4 A 22
vestigations #l security-ir:SendFe H
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AWSSecuri
tyInciden
tResponse
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EEH -
AWSSecuri

tylnciden

tResponse
ServiceRo

lePolicy

EEH -
AWSSecuri
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tResponse
ServiceRo

lePolicy

WBURIRE A RFIRIS IS L =252 GuardDuty BFZE 1%k
#fSecurityIncidentResponseManaged=true

. BEETERIERERE | IR E GuardDuty EEEBEw
H, EAFRBEEIMNEEBEY Security Hub CSPM 73
EEREKBUTBNRA , X THREABEE.

LERBRESH T IERAITEF

ListCases : LRFARFEHY Al REBSBMEARFILLETLZ
&=

UpdateCase : REFIRBEH Al RIEB[EFRHIHEER,

CreateCaseComment : AFFIRIEH Al RESFEEHE R
PEIEE:

ListComments : A FFIRIFH Al KESERIRHTE LT
BFFENRHIFEHR

EBRBEEIEMEEAR B EHF " "organiza

tions:DescribeAccount" , 'organiza
tions:ListDelegatedAdministrators" P94
R4
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:Pr
incipalAccount}"
}
}

Date
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H

2025 11 A
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https://docs.aws.amazon.com/awssupport/latest/user/case-management.html
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- EERE XEFENERF
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EHEEEES

DDoS [ElfEx &

AWS £ AWS Shieldf Z & 2B RIEL RIS (DDoS) RERIE , TREE LFITH Web FERRE
X AWS, AWS Shield K ERERERNNEBARERIERE , TEEARCHGENEERE
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Shield Advanced, ZEE TR EMERB BN ER , 552/ Shield TheE X,

AWS Managed Services (AMS)
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https://aws.amazon.com/shield/
https://aws.amazon.com/shield/features/
https://aws.amazon.com/managed-services/
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- IBERAML AWS BRFE ?
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- EEERX
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- AWS B BREHER
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- WA IAM AESRFEAERFEETHRMA?
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- BRECEAEREHX?
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EiREHOERENBREL S EFERFFH. SHEREFFMER-RIAGREINZLE4HEE
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- BANREMBEEETERRE - BACANREMBEZTEMNRERLFM , #la0 GuardDuty
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MEE , WEEELEM., WF GuardDuty WEFHER , F2EH& A . EWRIVEEER - the section
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_remediate.html
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THMEEESH. EBEVHEALHLFMINERRAHEN , EUUFLCMMEFMEAR, K&, &
MFEMITREEREREEE ; — BERRSE -, REEXABLHER,
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TAHRE -5 ; TR, EREAEHEEIAESETHEETERREREN —2.

- XERKRE - KeERRETREE4OEE (B EREREBNTE (L) <ENHRESER
E, ECEBRBEEHRZLEEF D (SOC) WREMAR , BTN EEEERRRSEHAHEYSRVE
RS HEEE, ARBEEA2EARAERNARANSHEEEERR , BT ARBHERE IR,
MRERERTRABERBTFAGHE  BROIERA YT, EXCEKRENE , TEEMRE
RS, TENXESHEEIENRERERRF (SOPs).

« AIBOEMR - EALBCEMRIRE | BR () SRTEE  URAERENEEERBER RN —EE
B, BEE (ER) F—EXNERENEENFERE  SEWAEEEHTGEMASNACEERS
fro MM Red Team B AR/ AMRE , Rt GEZFEEL BHERS |, UEERE TSHEN
REENEBRESE.

® Note
AWS EREFEFEETECERKSIIBORR 28 , BE2EEMA M RN 2 EAFEBER.

£ 1 RERPELERERN - LITLR, BHWIE , ERENENARIES , YATUET
R EEBHER,
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5 4SR5 B9 4K SR Bl B BENER. TX6 WERER. BER
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https://aws.amazon.com/security/penetration-testing/
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MZEEHAE, ERNMENGERKENEEEE, AREMENRE K KERFURISRENTL
BOERR
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EWMCRENEREEAMN , ERBEERETIILER

1. EBROREBELE - ERERRIINERNER. EMEREEGESREEN .

2. MPIBARAIREEE - =L, —HREFTERTIRANZEE, RIRIER  TREIREE. B
ANREEEERESEHMNEBRA

3. EENRAERS - MRBEARATIT , TRFEENERRS , RACEERER. HTREN
BEERA/UEERNE L.

4. (RERE - RENEERETAERANEELSN (ESERM. BERGMLL , BURRAERNE
). FAEREEEEREEEFEEREFEEE  fESTRRIFAEEERSESE |, U
REZKKB R,

5. HETHRRE (AAR) - BRI RBRFVED, TAMERARNENED , URBENZE, AAR B
EREENARMMUREBRERERSHNEEEN  LEERRNEFRERERIEE.
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MREAEREEHCHRBYBEBENRN , ENEHCRASKENRE, THER , W RERDN
178,

B3 AWS IRE#E18

AWS Organizations E&KEMER AWS ERE , SHBEFEE AWS IRIE. AWS HBE &6
AWS ZHIRF |, MESNE-BNEETM, S EREMEN (OV) BIRFREE—& , UNE—
BN EETER,

HREHLE  HEXEEHEENE AWS WIRFEBRAEE , EhafEis OU M OU, &
ZEM OU 7 |, BEZHER THIHEBNIRF :
- BFEHF - B EFEHE AWS IRFFRY B
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B,
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FEEH OUF , BULLEEALEFMENSERHEE—RZBAERRS  ERAHEESFKESE
ERNEEREAME. BRASEEESRSAZNES , WREBEEXERI (#SEiEdbZB ) (us-
east-1) MEEAEZ ( BERE ) (us-west-2) PR/ , BIEFEER OU PEMERS | — AR us-
east-1 , 5 — AR us-west-2, MEFMRFEE—LEFE , X BESH 282 MR REERR
B, LELEEEAE LM HIE LIRS EITEE,

TEERERFER  SREFEERSERKRSVER OU

N,

GlE AWS Cloud

goo

Organization Root

) A8

Security OU Forensics OU

"o Co Ch o

Security Tooling Account Log Archival Account Forensics Region 1 Forensics Region 2

EHEENESERSRFES
HEMBEFRFCHRE

MEEEXBEARFNABTEAURE AWS EFAEBEN AR E TRRRE. Hh—EHE
REBERN , BPRENMERGEN AWS ER , YIS EAEERNERNE. BAUEYER , K
BHY., #EE, RE. RENENERURESEENHMRG R EER.

A — BV R R R EPRRE B MNP R AWS ERNMEERTESR , LINREEERE, S8BT
ERMBEEBBLHHEE, MFENARENFEET  F2EEL AWS BRI . BEBLEER
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https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://aws.amazon.com/blogs/mt/implement-aws-resource-tagging-strategy-using-aws-tag-policies-and-service-control-policies-scps/
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E# AWS Rk FBiiEE

HREWEZME AWS IRF | B AHEHLER Hup-to-date A& B , IUE EHA R EEE WS AWS
RE B2, RENRFESZENEREN, YREBE AWS IRF , EHERFEEBERANARZ £
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BIRE, RENZLHENE BEEBECRETBAI AR, ETBAIRAERBR—EAN
kY, MBEAPTERATRHEAT , THSERHYE, LUEZRRETBANRSBEET
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B, BESREEFEMFIEL AWS IEF EERXENERBIEA.

2{HY NEE AWS IRFE

EEHHE  SNEALEERLRRATNEASRNRENER, EE4%E2n  FREENE
REABEENFIERMTHEBE. FEERM  CEZXANEERKXEFTENFEUER (Hlm , @
ARERRINVBIMERE ) , YRELAMEREERTE.
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LTHMEREBES s BBNRER EZ. ARELBRABRNEARKER  RitEBEBEF , £LEX
ZREAZEREIRREFERNLZEFHENBEAES, BEE2R  CRRESHBRECIZELRENR
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact.html#manage-acct-update-contact-alternate
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-account-payment.html#manage-account-payment-alternate-contacts
https://aws.amazon.com/blogs/mt/automatically-update-alternate-contacts-for-newly-created-aws-accounts/
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://partners.amazonaws.com/
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BEEHREE, Amazon GuardDuty £/ AWS RAEME=H B EBRFR. bR AWS |, Filan
DNS B X f&F1 AWS WAF R Al , th 222 R EMR R EFHREE AWSHE A, L GuardDuty AE
EREMEE MITRE ATTRCK £ | 2B RUEBE FRRAEMNEEBHERABREN,

BRI R E A LET o AR ER

ELZ2REHE , CEERABZABERUCEN THZEANZERBNRER, EXREHWEER
A&t , MEHSEEINEFCRE, BE A, REIREEARFEIRFINREREZSHER.
rHenESEEE, NRFMER K F2RZESHDENCEER AWS SHERXE,

EHNIE BUA B SRR

EREFEZH , CEEHEEEB , LEWERE AWS IRFHIES), EEERMAER AWS 1kRF
TEE A BFRER.

AWS CloudTrail 2 — 28R , TIEHEEH HHE AWS BRIETEE AWS KRS8 HEY API FEIY, &
ARAMA , XRE 90 RNEESEH , ELEHANER CloudTrail B4 £ D&% AWS EE X
EAEM AWS CLI, = AWS SDK #ill, FELEREREHFNREMATRYE  BLFEEZE Y CloudTrail
Trail 38 Amazon S3 fEfFETEREZ U EAHE , LAKOEZEM M EE CloudWatch BRSEHEEI BN, & , &
AJLAR S CloudTrail Lake , iE &R & CloudTrall BFREZELF , WRMHL SQL AEBNEHRIE.

AWS EZEFEH VPC NWEF 2RI VPC i 2 H# M Amazon Route 53 f#TiE N E 5 H 5 REUA B

JREF DNS BHEf , XA HEBERE Amazon S3 fEf7Er#8 5 CloudWatch BAEEE#H., B LA VPC,
FHRBRSERAEMEN VPC RIEAR. ¥R VPC REBF , BULURZERARE B URER A
FRAE,

AWS CloudTrail B, VPC R B M Route 53 BITRERNEHHFTRIE v22AEMEXREFE=
AEE AWS,

AWS PR Al BAEE £ B AREE 8% trifecta SRFEENAY B 5% , B8N Elastic Load Balancing H&&. AWS WAF

#. AWS Config i0#%2% H35. Amazon GuardDuty FE#R. Amazon Elastic Kubernetes Service
(Amazon EKS) #&#& H&% , SAK Amazon EC2 HTEBEXRRNEARENX B, WELHMETE
MY SEEE B the section called “Hf &% A : ElRIIeEER" , F2MH .

EHHE R

HEMENZREBEEREAFEHANERN IR, REME. BEEFNREAEE. EEMA AWS R BF
B SBIEMETENRMAE %2 Amazon S3 #FEFE S CloudWatch BE5EHE.
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https://attack.mitre.org/
https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
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S3 RFETR MBS LAE A Amazon Athena SR HITREE, CloudWatch BB EIER
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ERER S3 fEFATEE CloudWatch BB EFKARE , E4AABERRRFEY ZHNEwE
B URECHRENERKES. EFEEEI3I 12EANBRIHES , REARELF, THUEM
REGENBEEZMRSENRLTRERELES, ZRNEBRE,

BEEI BB FNEA S

£ H AWS |, BO LA ARER BFHEERBE R FHMIE CloudWatch B FEEH#H P BV E R CloudWatch
Logs Insights , AR I E Amazon S3 HHVE KA Amazon Athena f Amazon OpenSearch
Service, CloudWatch Amazon S3 Bt A LAERAE=AEHITE A fliNEZLHEANESHEE
(SIEM),

ENHAREMTANBETEZXERLZEEENAL, BEFNRMER, EMAAREE, XENEZE
FR, ERHUEFRMTHENTE, Fiot  #ERHENEREBHEIFERS EE@IEFE%JZW B
BEUBREREER, HRRAHEIMRS , EFHEESEEHTIELTER. fln, BEFARESERASE
=7 SIEM R#E{TiBE 90 RWEM , LA Athena #4THIB 90 KWEH , B4 SIEM B B FH#EE
A, ERBEERM  FREENAEEEEAEERNRMENIEYERERE LHERERESE
HRAEHE.
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AWS FREFEIBZ L RIGIZMEIZEE |, H120 Amazon GuardDuty, AWS Security Hub CSPMA AWS
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KBIREM AWS IRF#BREAER R | EEETENERBRERHTERBE S EMENRE
fitT -

B M7 May 13, 2026 156


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/athena/
https://aws.amazon.com/opensearch-service/
https://aws.amazon.com/opensearch-service/
https://aws.amazon.com/security-hub/
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-86.pdf
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-86.pdf
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/services.html
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https://aws.amazon.com/guardduty/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/macie/
https://aws.amazon.com/inspector/
https://aws.amazon.com/inspector/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-vaa.html

AWS Z2EHER HREER

« B - 751 Amazon S3 FZETFEE R CloudWatch A& M AWS B, ERmNEARER
HESASUETHIMAEE , UELEBR,

- IREEE y-RETHNRABFILRIZEEN., BEBEUREE RN | UEREHNTEM
AWS EFREEILIER,

- HERREER - NREITHE=FRERREERRE  SUNSREFEEMEENERTREEY
BB, UREBISHNEBEEE,

- SEBMHIE — (APN) AWS Partner Network RIS ER F IR TG RER T BENBRE

m. HREHEOE K EFiREENDME (EDR) 5 SIEM WEERFHER U B X BENSHEIE
B, FFHMET A F2E TNZLESEBHBRTENREMBRI R, AWS Marketplace

« AWS EENZ2M - IRRMBREANTEED , B TREBEEF.

o —IRMEHE - HRATRERENEF, ARASHCESTRREENEMET  RtEENEHE
AAANTERBBELZ2ERFFEE, AFERTERBRR, BHSE T4 Web RE,
MRENEBE-BRAREE , EUREFTEAOLRNREBHEHS,

i

MEEBLE T LEBERMGER 0 B AOFAET | BSMAL rthe section called “Hitk A - B
BB P

WAZEEREHTIRE -2 ER

HRAHFIRLZERHRR TR 30, ERETNAMEEFE , BEBHEBN N DR
#H. flw, BEERYE AWS IRFIREAEHENESET K ERAEANBEAERERFNE
B, eMSHEMER AWS BB RBZHBER (SCP) BEMTA R HIAEIN ., MRBEB LA
BEEWNREMEEE , AIEA EventBridge R AIM SNS TEBEFMNERAMRFHSREZ2EEHO
(SOC), EIfERZEFIFERE SOC EEUEENFM, FITOMMNIE , EXNEHERALL,

ZERFRFEBRE PHTHNIEEENREEZERESR AWS, EHMRFINEEEEERETHE
THEEENERZED N BIA) REBFE., BAMEHEELANERTEEEARER , MEREHL
REEMESWHBETHAE, VHRBRMERIRFEEEIER  BEETRNRBFREHELEN
B, fHlan , B EA Amazon GuardDuty AR R THEEH —Z 5 EC2 T EBNERIIES T
¥, Impact:EC2/SuspiciousDomainRequest.Reputation BEE4AREER , BALIEESH
F 5 HE Amazon EC2 HTEBEEEARLUSENREERE, LREBEERARKEREY , YAEES
WHRERNER A CHREREEEIESPLd. 24xlarge BB HE ERH EC2 HIT(ERE |, Kig#EmM
BB EERAR, I, SHEOEEKSRESLREENEEHREAS , ENBERLNFE—FH
BiE, FBEE , GuardDuty AEHRBREMEEZEE,

LR M7 May 13, 2026 162


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html
https://aws.amazon.com/security/partner-solutions/
https://aws.amazon.com/marketplace/solutions/security

AWS B2 BHES EAEEE
Detective #&IE1E

BRLT R NMAEEENEES  RACHERAYBE MENATARSEEH. RifEN%EGE
MEXTEEE .

c TREARBEEEBAMBRES (ML) IALER (A) MHABER, GARBBHERET ; Bt , &
Bf—ERREBREMH,
RARGRREEMR  FFUURERREPLZHNHRISE , ERMEMN.

HRARENREREE , SIMARERRE (IDS) , BEHEREMEEF], LLTREM GuardDuty #1T
RABEMT AR —LEH,

« Exfiltration:IAMUser/AnomalousBehavior EAREFERE , cEEAE "EENIIKREH
BIZRIEE APIBER, . ERE—SEEXHE , cBEHFE "ML BERGFLERFPHIFE AP
R, WERAEEFEANENEBHNEESSH. K BEHUEFAEEREGTALRE,

- WRFAERE R Impact:S3/MaliciousIPCaller , GuardDuty IEFE CloudTrail #9045 EH
Amazon S3 fRIEH API LY | tbESourceIPAddress HFEZBHEEREEREENLE IP i
WHERK, —BERIEFEENEEEFTER , ISELEBEEE,

EMERCEETAERNANRETHNES , RAT —ERUHHREERINSEESHEER AR
B Ro

BAERERNER

FEFARL  BAHRTUARMAERNER, Z—EEENEARFEREFFEBRAANAE. A
MAEBALUERAETHEERE , MABABRRZLMRAR, WEMM, FENEIEREER,

HARMBEEATURBRE , BRAERERNEIBZTELN , fINEFEHF. BF. BH. F
BMXE. ERNEHEED, ARMAERNFAENTLULFARHRF , EHRAAERERNE
ARERB#HAY, 2L ARS, RENEEUASAERNERES , URERERENTS
o

BE

ERER , BERNENTABRDERFEEEE, i, CEXEEENES  BRBNABAE
RXEBARLEENTER. ABTURRLSHSEEENREZ— , RBBLHERR , UEA
EEHEE, CEXEARENEEELRFAKREESR. BEEIKTHEEBRIRESHIRERM
BHBERNRE, f% , BUUERA MITRE ATTACK SE£BRTHRRBITHEERE, HNNERF
(TTPs)o MITRE ATT&CK REEHRE (FASEEARTINERZES &R,

LR WA May 13, 2026 163



AWS Z2EHER HREER

gl

A&, ERNRNREFRRDNMERAEN —EXERMF, FFZARNERNMAERBREARD T, 3
FEMANREER LR,

R, SENFMGRENSE

- BRRERINERNEAN, EHOEESSKREZTERENEREE Y ERRSIZETHE
BHNHEEERR.,

- EERT—ESR , EFMBESRNERBHBEE , YENSZHEERETATRRRBRARET
BEEM,

- B, FEINEFARAERNERDE

BEZHENTHFEH MR  SEFRTUEABIFEHENERMER (RPO) NERKREEB&Z
(RTO) #HE8EE , WEHHBERERMETHE , EERDEFRIE , URETRELENAMEER, X3k
FEEHNEERPHXEXRBEREC TFEINRE, BRERER. ERMEREBRNERYE
(WMBREREZRE ) SEATRAIELAFLERBREXRRE  EARITESEHRER.

EELXEHRNAELR
RERBBHRVEBAR

EoMBES  REBNBFERFTERTUERREENARC, WER—EME , BENFAEEE
EREHREYNE-— S TREZLHAEHR. BEBFBRFEANSTENBEEREERIGAE IP i,
MEEENERME, EETAUNBNRBRBIPRELE,

£ Amazon Athena fEA HFEH T EMNZEF A UFA AWS Glue FEEEBIFHREATAERK,
REBBEHRRUTAN SQL & , BB A TE , flW0 1P it BEEHEE  BEHES>MERNESE
R

AWS T2 EEREREERAEZF , B Amazon GuardDuty ERBEFEABEBTRRBXNELMBE
BE, BUUURBEECHREER , $BFTREEE LEZE GuardDuty,

EiR BB LIRS

BEMLRE AWS Bip EEFTTRRN -0 . CALESHEELE BB ERRER,

M M7 May 13, 2026 164



AWS Z2 SIS EAEES

HRERMRE  SAZABCELHARTREEENBREEEN K TRIBENEE , HINEEE
Ho DHTPEERAILARIAERIMEE |, WAABRANEELIEANEAAZNAETBRRENSIZE , UETSE
HARL,

BERAXUEEAFEXTEERNME S, Hlun , B EEBELRE CloudTrail ,
THERIBEETHES 2 RERBITH AWS API 38 , REHENANER , 2317

eventSource, SourceIPAddress, eventName#l BEifBluserAgentt APIEE, EBLLEE
LAXBTELEN , IEENUES BHBGERE  YRESHMRE , SR EREREK,

WMFEMFAIERBBLREE AWS R BEFES B OTRVES , BB MFAIERA RS PEE R R

Ne i =1=1v)

Security Hub BIEEEEEKRXE,
Uk 85 FN o AT SRR 5k 2R 4

WA X #Fthe section called “YE i EEHAIR , BB EESHOIEHBREMNITRANERF, £ L
AWS | TEARERRGEREEBER , flNERAENTHEE., EXRKICEREED , A& AWS
CloudTrail B#ZFREMEEER,

EREFER T ERSE

- —H-TvEREENBULR  RERE.
- TER-HEHHMHERRESR  eEETEMHENER,
- UT RN ARYNGERY - S 9r2 > 5

HREADEHEBENR R  HEEEHEITER. RTEARTFREERREEZN  EABHIL
YEHBEERESHXHHREREEY. PTEESHRERRNBIERINIT , UEETEMN,

W R A B A

ZEEELHN  WRBEBRENFZENGEENTG , CETEREEE-TRENS THEBHNE
B, TREEAETHBENSEERNERNERRR , SER#/4E 5 HE B 5 (CloudTrail, Amazon S3 &
REH, VPCRTEAF ). EF (Amazon S3 HFEERFYH ) MER (ERE. Amazon EC2 #
71888 ) .

ST DA SR AR A /42 %) P B S SUETT AT, NERFEARE AWS RFEEEHR (N8R ) .
BUNEREHER (BEPRER )  UESHEEFARBERENHF ; flm , £/H AWS CLI B
1§ Amazon S3 EFRTEMY AT RER , Y ERRBERRYH, BERNBES XS ARG REENE
DT E—B. fl , BALMBYHTEREZRENEA/MRR, BAREERERSFNER/IR
R, SItEFERENERETEINEIESEERN B , BULBEERE,

M M7 May 13, 2026 165


https://aws.amazon.com/blogs/security/how-to-enrich-aws-security-hub-findings-with-account-metadata/
https://aws.amazon.com/blogs/security/how-to-enrich-aws-security-hub-findings-with-account-metadata/

AWS REEHER EAEIET
¥R Amazon EC2 #H{T{EEE , BRWE BRI/ ENER , UREZBITHHEREIES , AEEIEM
RESZNEREUH S TNRE,

ERMS , @ER Amazon EC2 BI{TEEMSEREZZSERHENIEFAOT :

1. MBHTERBPEESR - NSHAENERNEHEBNBTERPEESR (#/T(ER D, HE, P
ik, VPC/F#88 ID. [E#E. Amazon Machine Image (AMI) ID, EENZ2EHE, BEBEE ).

2. BRASTERRENZER - BUASTERRE , 0K ILRE. REBBRITAUELE (NMRRES
ik ). FRAEERE EBS W ENKILRMERBYE , URAREBERTLIEABENER , XWETRE
WEEBE\CHER (Hlin , EFEBA StatusHES HWEHBQuarantine , H{TERERE
B P B sn 1T (E R )

3. EN{5Hitk (EBS 1RHR ) — ENf5E A EBS MBR[EM EBS B, SENRATESKRERERERH
EBS R EFFEMNENA (RMBERBHWA—ZFER ) . MREFERITEREHEREKE , 28
17 B B 2] /B e AR B BV 20 B

4. B{55C1EE - B EBS MREBREHE S E A Amazon EBS #BEEMNER , EFAcHIRERARRTR
EERFERERPERIRIMNER , A XEFEABEENE = TRRRRIEHEmET ERIME
RACIEREBG , LERRFERESTHANER,

5. (A ) BTEBEERRKE - AETHESCEEEIUEMARIE , S5 ERNEKSER
ERERE , TeeZERR K LWENRE BT H EERKE ( BiER/disk/memory/logs). EBMEE XK
EENRAERTE R

6. ZF#ITERE - 1 Auto Scaling B A7 BESTEE. HARTHR[RECETMBTERE , UARBES
EREER/MLBEFTHNAXEENTEBHIRE,

7. BB EHITEE - FBERMByLEE ST RARROBITEERERSR BRI TEEEREFNHA
RAENEREN G, WEFMER  BFSBEAMHM the section called & Fl”— &,

8. EEEMEE - REBRANEE , EMTIHEF—IF :

- FRYERARK (ER).

WMETHAEBRREMRE , UREKERNERELE  BRITEERRREREEXNZE.
- ERRRALUETTEENRRRE D EENTHITER,

HATERBREMARELS L, IRFLEGHEBRRUTHER (HNFEREANERIIERER
BITHTERNTRERENSN ) , EUUZEREMATER , BYHTERH AMI, EFEL
BARTERAENDERED  EENEREBIRFFEFTRBAITER , LEABRKRE , 2
RHEEFISEEIEHTER (fln, VPCREBFR VPC REEH ) .

M M7 May 13, 2026 166



AWS Z2EHER HREER

® Note

EARDRESHREREHIBERACENGCREFRTEE , SN ANERNE (NAE
EH ) BEH.

HEROR

EoMANBERE , EMRINEBE, JITHoMNEBNET , URRERRER  REARER
. BERIANERRERHE  WEEOSHBEN  UREHSHNANTHE , YiSERNKRER, B
FEEOEHEEERKUNNABEDE  EMuREEE, FRILESESH

® {THAMBEIPIE 2022 F 3 A 15 BRI ERUMBEB A RN S RHBBL | LUBEL
FE M AT RERV BB E R, SOC HIEBRITHMEBERN Amazon RDS EREER 2022 F 2
B 20 B 2F77FElL, SOC & RDS FEVA , W HIE IP #hut 198.51.100.23 27 2022 £F
2420 BEA , HEAERMMO3434BRE+H — 1@ Web B8 A & Major Mary, SOC &
By VPC MIEBEE , AFEE A4 256MB W ERIEAE B i L BIMEERY IP bt ( RREEEC
2022-02-20T15 : 50+002), EBRBMRRBEREFHREEN SOC BRIAIELAERTE 2L
X FREEAERhttps[:]//example[.]com/majormary/rds-utils,

38 %l

NEN—EEREEHCENEE  RRERSEAHPEARBNEFSEE  HIEARKZ2SHNEE
BREREK 6 YISREPRERENEARR,

BRERBIRNSERE , TEREHIRE, WHRNMENAE , FTRBBTRERBERRE, NISTSP
800-61 EfZ £ S EEEMBIAR T REE 8 HI RN BEFS: , R a8

- BRNVEERENER

- RBETAM (MWEER, BREGRASEHTRE )

- BEERBAENRENER

- RENERME (HoHTE2EBH )

« BRAENEFERRE (RSBRTEELRNEABE  EREREEZEWERBE , KA#BRA

®)

38 %l MRAS May 13, 2026 167


https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final

AWS B2 BHER EAEES
TiB AWS |, B ERVERE , EXRVEFI DR A LIS R =EER :

o« HRREH — £ ERZ ARG A 2R By U 3R B 4 E AR AV EN
« BRMAMEFIRS - BERIFEL , U IEREREFNZHENER,
- BWViEHI - 6 A ERE N B R L FEE FEE IR

HFE

RFEHRER MERARARENEZENEHREAR |, SBHLEREERR P it AR EEFIE
Ho EM AWS BREHRMHFEH SR ABERNT ¢

- REFE-BURBTFEYKHEERT Amazon EC2 #11TER , IRRRELLBFHEABKRRA
B BIREH¥ Amazon EC2 #1TEEE L AWS BRI RIERBRE, FHLEE , BANERNER
TERASERLHEMEN  RAFNREHERSARHERRNRE (MFERNRERE
BMNHEMET  F2RLUEADEFMNZ 2R EERER).

« BR - Amazon S3 EFEFEBERTIREATEHR A RE IP ik, WBEEBES VPC iwBHIR
BUREE T HEH St FM1FE Amazon S3 REETBMNED, NERETFBERNEMER K F2
B{EFH Amazon S3 £ A Mg RBBUR,

- AWS WAF - Al f£ LE%E Web 1ZEUZ#I7EEE (Web ACLs) AWS WAF |, LI &E RS fEH Web 5B
RIBEHBMANEZES, ERLGE IP bt AR EEMEERT LEREN IP &£ AWS WAF | MG HERFHF
#, flnER , ERAZEIPE, IRRERFEREN IP it RAERKBERFS IP ERAUPRENR
B , EREHEHERN Web ER,

Him

o

Tt

TERATRRFEHNES , HPEHEEDHEIENR Amazon EC2 BIITERBN LT EE , LMEARH
EIRREIBERE IP ik, MEZLFHERENRAE , RENERERTSRARELRLHEMER
Fflo

&l W7~ May 13, 2026 168
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