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2. iZIZ Store a new secret (TZHFTHER),
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a. ¥ Secret type (MZFFER) | J&IF Other type of secret (R 1F ),
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API key
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Digital certificate
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---- BEGIN PRIVATE KEY ----
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---- END PRIVATE KEY ----

c. H0E Encryption key (I £48) , & 1F aws/secretsmanager FFAAREEEE SN AWS
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {

"AWS":
"arn:aws:iam: :111122223333:role/RoleToRetrieveSecretAtRuntime"

},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}
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1 Resource permissions (EJRFFA) F , #1F Edit permissions (fREFF ). B ELATEBUR ,
WER A8 RoleToRetrieveSecretAtRuntime HEENMZR | R1EIRIZE Save (EEF).

JSON

"Version":"2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:r0le/RoleToRetrieveSecretAtRuntime"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}

}

c. EEEHEE&ETHH Next(F—H),
5. & Configure rotation (FXEW) HE L , FEWEREN, BHERBEITH. 812 Next (T—%).
6. 7& Review () EE L , BB FHENR , REIEIZF Store ().

HER 2 EHIEHNENS

LR BSLERT IAM A€ RoleToRetrieveSecretAtRuntime LA{ERESAREIN TR, FEF
&R, BESEYBRE IAM BB (AWS AP,

BETR, SfUNEARRERSRUNEFIEABENRCNERNS  UEXREEESPEIIME,
FESRERENR

1. BIEUTERBEEZEREE RS A ; https://console.aws.amazon.com/secretsmanager/o
2. 7 Secrets (#%) HEY , BEHE,
3. [ETHEZE Sample code (BB, BELHNES , AREREXBH R,

EENERERP  MREERRLM LEXBHR, RBENEXRES  SURFEQERRBHR
PR BRBE T AN EAM,

BIREHNERES SR KEREE , IFARZREBIEER.
$EB 3 - Eils

Bit—HREBRARTHERLER. BRAREHEMMTOEE, KCRAMEN AEFREA
SRETHER., AETEETNELRENRE LADACHRSE,

HER 2 . EIEHNRERE 20
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R EWIRHN —EB0 2R Lambda WWREH AU FREEEEESNENERE, T4RKE RN
ik K BMEREHEESKEHEEREMERN VPC &I Lambda WIRKE , FECERBIUEIRE
BIE, Lambda WRHBBNL EREATAMBEEERENME ., BREE VPC I Secrets
Manager %2 , AME# Lambda £ Secrets Manager FYFFIU R BHET AWS Bk, WERA , B
2 @the section called “VPC i 2 (AWS PrivateLink)”,

BRI FRWIRINEE
1. FBEBIRRAIR https://console.aws.amazon.com/secretsmanager/ IR EBEBH &,
2. 7 Secrets (#%) HEY , BEHE,
3. 7E Secret details (¥ E ) EEA Rotation configuration (EgiftfERE) EEX+ , &I Edit
rotation (fREEERIR),
4. 7£ Edit rotation configuration (R ER1R4EAE) BEE AP |, MITUTBE -
a. B9RX Automatic rotation (B EhEsi),
b. 7E Rotation schedule (E#28Ef2) T , 3B UTC B EwR A LW HERE,
c. 1EIE Rotate immediately when the secret is stored ([ F# R &R LEREESETRR
BIRHI R,
d. 7£ Rotation function (82K E) T , i#$E Create a new Lambda function (Z3I Lambda %)
W ALHHEREER, BEEEE 24 "SecretsManager. #iE 2R S BB,
e. HRWEKE K EBEFEE-FAE
f. EERT.
EERERERSRIR
1. FBEBIRRAIR https://console.aws.amazon.com/secretsmanager/ IR EBEBH &,
2. 1EIE Secrets (M%) , AR BEIME,
3. 7£ Secret details (MZRFFME) HE , @ T~ B2 IZF Retrieve secret value (FEUEZE).

MRMREENGF T , MwmEKI. MRERELEER , ZAFEER CloudWatch Logs EEF
BB BOR SR B AR

ARENEAERXERRNRE T RERERNEE.
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®REIT R

REXNBPIRIRCHIERER  BTREFEDE-LBE .

o BULUEBREEERESHELRERE, MEFMAER , FSRIGEHE,
- BULLVEETENWEBFTE. MEFMER , 552 Bthe section called ‘i HERE",
- HE% Java fl Python EARRHPERERIEHE , HIHRE (Amazon CodeGuru Reviewer) o

A AWS Secrets ManagersR EX B A EHRIR

Eh#HEBS  SERBFNAASSENERENRERERECEAERR. XECHEHRE —EHiR
KEE , TERRBEH |, Secrets Manager EERFERE  ARXBEFEAEFNERAERE. NRZEEW
ZeAURAY , KXBRTENEE  RAHP—EAXBCEAZEEERENTINBE A M3 —@RIEE
B, MEFMEN , 552 Bthe section called “XEFEHE",

EEREREEHERR , CEEEMERE .
. —(ERBOESHLERBNEE,
- EFEEERBENE AR,
WERAEEEERE—BFEAENEEE —EAFERAERBNGT., EA#HES | 88 Amazon RDS

REBBFERAERIMWE, Amazon RDS hEBEEE S X HWE., NEFHMEEN , F28the
section called “Z E ",

THBHNE-DIRRE—BEENRE., ATRAERERRBNEESRN , WHBFERT —BHH
Amazon RDS MySQL ERlE, A&L2ieR , ERENRRFEARRBEBREFIN VPC 1, EEEB
MR AMERERETERE , FEAEREFH , ER VPC HEREENENFRE , MAR
FTRABPRAEER 1T SSH ER, WHBHHNEETHE Amazon EC2 BI1TEE , XBTERNZEH
#EBE L E At BB B E AR

ERAHBR K BREBHRAIABNER, FVELEEREFEA.

Secrets Manager i AWS Lambda BHEIREFHREZNERE, MEBEEA Lambda BB A
WEF , F2H EE.

e .
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o SERIRHE

« B 1. 23 Amazon RDS EREMFHE
- FR2 AEAENEBREVME

- SR 3 AEWmBRHRE

- SB 4 ERER

- RESR

S|

HRABLERS , BFE AWS IRFHEENT, FLEEREY , BREEXRHHEESREATE
HAat. fli, EFENEEESHANAGKERI Amazon RDS EXE , EAEREESHIMN
AEKRE VPC NZLEE. YRHELR  RMNEJCREEAMEENS D

I IMILE A BRI R RE T RMAET | S8 the section called 5% BB EFEURH
TERIRME

FElHBRED , ZEHTTHIEREA

o &M A Amazon VPC

« FRIEH B : Amazon EC2 #{T{HEE

o SURIGH C - BEIEEREMN Amazon RDS & ¥l EH Secrets Manager # %
o SORGA D RAFENAKEIKERE EC2 H1TEE

SR A : Amazon VPC

FEUSRP , B£GEY VPC , AIEEFHRE Amazon RDS EREM Amazon EC2 #1T{ERE, £
BNSRS  CEEAERZERRAKERIEE K ARERIENE , ALEFTEAREEL
VPC, Alt , Amazon VPC S BERMAEEEEEE VPC , WHBHKRPIEIME , LEKENBA
VPC SRR B EE E R AR RE,

f£ VPC /1 | #8838 1] Secrets Manager %2 # Amazon RDS %%, EHENSBHRE BB WML
K , Secrets Manager 87 VPC WE I Lambda SWREE , SEEAFEERE, Lambda WK E
&MY Secrets Manager RE#H % , WA Amazon RDS KBNS E R EEBFEEA. FEIBE VPC
REVIHE , B LRRK Lambda BE ¥ Secrets Manager #1 Amazon RDS B R & 3#BT AWS
EfRE. MEBHE VPC AN,

e 23
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B3 VPC

1.

2
3
4

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC ¥ &,

BEE VPC,

£ Create VPC (3 VPC) EHE L , i## VPC and more (VPC M E %),

#£ Name tag auto-generation (B B E 4 & B1EHE) B9 Auto-generate (BEIELE) F , @A

SecretsManagexTutorial.

¥17 DNS options (DNS i#18) , 551#1% Enable DNS hostnames 1 Enable DNS
resolution,

BEEYT VPC,

£ VPC I Secrets Manager % 2

o

© ® N ©

£ Amazon VPC X &# Endpoints (=) #F , i##F Create Endpoint (237 3% 2).

# Endpoint settings (i 245X E) F , ¥ Name (£18) @A
SecretsManagexTutorialEndpoint,

£ Services (ARE) & , WA secretsmanager UAEREEE , REE AWS EiFHiEE
Secrets Manager im#, a0 , EXBEREP (#FEadb3F) # , i#EIE com.amazonaws.us-
east-1l.secretsmanager,

H VPC |, i8i&#8 vpc**** (SecretsManagerTutorial).

$ 7 Subnets (FH3E) , iBELFTAE Availability Zones (A &) , AZHESEBREEE—FEES
EH Subnet ID (F#35 ID).

$H IP address type (IP it 38R | 55812 IPv4,

¥ Security Groups (Z£#1#0) , FREERNZERHE,
HH Policy (B(3€) , 551 Full access.,
BIEEIRE,

£ VPC W Amazon RDS i 2

£ Amazon VPC E# &/ Endpoints (=) 1 , i#$F Create Endpoint (237 3% 2).
£ Endpoint settings (3w 25X E) # , &% Name (&%) @ A RDSTutorialEndpoint.

£ Services (FR#E) # , WA rds LEFEEE , RETE AWS EiFHIEE Amazon RDS 2. i
m, EEERE (S EEILEP) &, i#I¥E com.amazonaws.us-east-1.rds,

TORIRE 24
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4. B VPC , 581 vpc**** (SecretsManagerTutorial).

5. ¥ Subnets (F#5) , iBEFTA Availability Zones (AT E1) , AZHEESEBEEE-—EFES
Z 1 Subnet ID (F#35 D),

$H IP address type (IP #bub3EH) | $5iRZ IPvA4,

H1 Security Groups (£ #1#0) , FEEEZRNZERHE,
B Policy (B(2€) , 55## Full access.,
BERIWH,

© © N o

SR B - Amazon EC2 #{T{EEE

BEBESBDPEIN Amazon RDS ERIESVR VPC # , At EERFR , REEREFH, B2
FH{VA VPCH | BEEBENTEY LSRN ELLEHE , AFEHNAHESKMER SSH BEFE
B,

AEBETHET EC2 HIITERE

1. BIfE https://console.aws.amazon.com/ec2/ BB Amazon EC2 12 A&,
2. i##E Instances (HITEE) , AARIRIE Launch Instances (RA BN 1TIEEE).
3. 7£ Name and tags (R HBEZEE) T , BN Name (B1) , WA

SecretsManagexTutorialInstance,

4. 7f Application and OS Images (FEAEXMEERFEMEK) + , (RETEZE Amazon Linux 2
AMI (HMV) Kernel 5.10,

5. 1£ Instance type (BITEIBER) F , REFERE t2.micro,
6. 1E Key pair (£88¥) & |, iZIZ Create key pair (B £#8Y¥).

£ Create Key Pair (B2 £i#8¥) ¥FEHRAF , ¥ Key pair name (£BEBHE) @A
SecretsManagerTutorialKeyPair , /A% &1ZF Create key pair (I S8 ¥),
REEES THXSBE,

7. 7E Network settings (#8B&EXE) # , iEIE Edit ({REB) , EEHATFHB/E -

a. B VPC, 55#1F vpc-**** SecretsManagerTutorial,

b. 7£ Auto-assign Public IP (BE38RAE IP) # |, 232 Enable,

c. ¥ Firewall (BF Xif%) , 58522 Select existing security group (ZEREN L £EH).
d. ¥% Common security groups (¥ BZ 28 4#H) , i5%#2 default,

TORIRE 25
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8. EERMBUITHERE

FORIEMH C - BEEREN Amazon RDS EHRIEM Secrets Manager %

EL SR | BEE L Amazon RDS MySQL ERIEI NEAGEE , LAE Amazon RDS 2 LM A
EEBFE, Amazon RDS EESEHHALEEHNEEENE, NEHMAEFH A BSRIEHR,

ERVERER  SEEEEL—ESXRIEYNEEFH, Amazon RDS HESRELZLEHME , U
EERENATERTRLEN, SERRAAMESERNTERNZSHE , LA RER BERD
TR

FREESEEERFEM Secrets Manager W& Amazon RDS &E¥lE

1. 7 Amazon RDS £ & , i#1Z Create database (B E R E).

2. 1f Engine options (5|Z#I18) B , ¥ Engine type (5| Z5HH) 1##F MySQL.
3. 1 Templates (574 [BERH , 1#IE Free tier,

4. 7E Settings (FXE) B , H1T T~ HIEE :

a. ¥1 DB instance identifier (Z ¥ EHTERBEIRT) , F@A

SecretsManagexTutorial.
b. EEAERRET , BENEBEFTEEAEZR AWS Secrets Manager,

5. 1E Connectivity (E#) B , ¥ Computer resource (B ER) , :&F Connect to an EC2
computer resource (JE#RE| EC2 EfMEIR) , A& ¥ EC2 Instance (EC2 HITER) , 1BIE
SecretsManagexrTutorialInstance,

6. BERVEHRE,

FORIFRME D . RFFENAHERERE EC2 H1TEE

ELSRAP | B2 RGH B PEIUM EC2 HTER , REAATAMUERER, Al , £E2HFE
Amazon RDS fE50R1EM C I8 L2 84E , MARAl , AHFER 1P it fFH SSH Eif, HtRA
AN AKER CAEBB IR IP it iR B BERREMAER SSH ERFIE 2 F#,

RFFENARERERE EC2 H1TEE

1. HI{E https://console.aws.amazon.com/ec2/ BEX Amazon EC2 £## &,

2. 1f EC2 #11T{EB& SecretsManagerTutoriallnstance Security (Z4) 5|2/ Security groups
(ZE84) B, BIE sg-*** (ec2-rds-X).

TORIRE 26
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3. 7 Inbound Rules (E AR AY) /1 , #E Edit inbound rules (fREEE A A,
4. 1BIE Addrule GFRIEER A , REBeHEZRAUITTIEE -

a. &% Type (R , #E SSH,
b. #&r¥ Source type (RIRER) , i#E My IP,

$E1: 23 Amazon RDS EREFHE

Bt SREABRFRERBETINERE, EERMERE  FEAESEEEREE A Amazon RDS
ERE, AEERR  EXAHEBER  LEEVEFENEXTEFANEAE. EEERES , EXTH
B, ZREETREERERR,

EEEREERE , FEA MySQL AFIHIE, FEHBS | EiEEA MySQL Workbench |, iE=2
—{@ GUI 2 AR, ZEEZR%E MySQL Workbench , 5528 Download MySQL Workbench (T £
MySQL Workbench),

EEEMRBERE , 557 MySQL Workbench FE I EARERE, HRERE , BFE Amazon EC2 Ml
Amazon RDS 122 & ;.

£ MySQL Workbench %31 & ¥ EiE iR

1. £ MySQL Workbench B MySQL Connections (MySQL E4g) E3& , ZIZ (+) &,
2. £ Setup New Connection (X EFTELR) HFE AP , FHIT FHIEE -

a. ¥R Connection Name (E#RE ) , 558 A SecretsManagerTutorial,
b. ¥R Connection Method GE#R%5%) , 751E$E Standard TCP/IP over SSH,
c. 1f Parameters (B8) Z5|BE& L , FHIT T I EE :

i. ¥R SSH Hostname (SSH E# &) , A Amazon EC2 #{T{EERAI LA IP bk,
BAILATE Amazon EC2 £ & £, EiB®E#E SecretsManagerTutoriallnstance 11T {E 8
2 IP #uik, 7 Public IPv4 DNS (/A7 IPv4 DNS) T#%! IP #hit,

i. ¥ SSH Username (SSH A& RTE) , B8 A ec2-user,

ii. ¥ SSH Keyfile (SSH £1ER) , HEELEZIN ERGFEPTEN
SecretsManagerTutorialKeyPair.pem £ 8% %,

iv. ¥ MySQL Hostname (MySQL E#% ) , 5% A Amazon RDS ¥ it

$EB 1 : 3 Amazon RDS BRlIEFAE 27
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BT LATE Amazon RDS £ A& Lk | #EiBiE1E secretsmanagertutorialdb & ¥} E 3 17 {E 88
RESFKIHEH U, £ Endpoint (iR 2) TER ML,

v. ¥R Username (EA&EEM) , 8 A admin,

d. BIERETE.
HNEEE RN

1. 1€ Amazon RDS A K EBEZHLNERE,

2. 1£ Configuration (#188) R 5|#Z#,HY Master Credentials ARN (X E/&RE ARN) A |, i### Manage
in Secrets Manager (£ Secrets Manager FE &),

Secrets Manager F 2 & FEENBE R
3. EWZFMEFEMEL , £ Retrieve secret value (B ZE).
4. BIESHERTE Secret value (WHE) EER.

BYEREERE

1. & MySQL Workbench A , #1# SecretsManagerTutorial ZE#R.
2. HAZLRBEBERIHENEERERR.

3. 1 MySQL Workbench # Query (£#) B+ , A TGS (BE—ERZE) , REREE
Execute (#117). WIRKBEH SELECT AHEHOMNE , ik XEEDappuser EHZHER.

CREATE DATABASE myDB;
CREATE USER 'appuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT SELECT ON myDB . * TO 'appuser'e'%';

£ Output (far i) HEF , EFFIHTERI,

S 2 AEAENERRIMER

BE, SUNBRY —ERBERFRAZEICAENER. ERREKERMNUE, RRAD®WER , I
ERREEAERE  GUULREERNERCERERE K ZIWZREREES —EERERBIFT .

1. BIEUATEBRBBZERES4EA ; https://console.aws.amazon.com/secretsmanager/o

2. i#IZ Store a new secret (TF TR,

FR2 RERENBRELWE 28
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3. 7 Choose secret type (ZEWZER) HE L , BT T5EE :

a. ¥ Secret type (WZER) , 5582 Credentials for Amazon RDS database (Amazon RDS

ERENRFE).

b. ¥ Credentials (R%) , FH A HE R appuser LAREAMEH MySQL Workbench 2
VHERESRERANEE,

c. ¥ Database (BE#lE) , 751### secretsmanagertutorialdb.

d EET-F,

4. 7£ Configure secret (BREWE) HE L , B Secret name (MEZEE) , F#A
SecretsManagerTutorialAppuser , ARZIRIE Next (T —F),

5. & Configure rotation (FREW#) HE L , BT 5B :

a. BARX Automatic rotation (B EhER#%),

b. ¥{# Rotation schedule (w2 5EF2) , A5 HERRERE A Days (RE) : 2 Duration (FERE)
: 2h, fR#FIEH Rotate immediately (3 El#wi),

c. ¥ Rotation function (B ) , 55121 Create a rotation function (B BWRKE) , RE
YRS AR , B8 A tutorial-alternating-users-rotation,

d. HAWGAEKE K EEXEBEEAE K ARCEESEESBRIMWEZT , EEH AR rds!cluster...
Wk , HEAHEHR , HP3IELRELRHE secretsmanagertutorial FRTEIL
BERENER , HlI Secret associated with primary RDS DB instance:
arn:aws:rds:Region:AccountId:db:secretsmanagertutorial,

e. EET_*JFO
6. & Review (%) B , & Store (FH).

Secrets Manager 2 RERHFMEFEH, EEEIER , B EHIRERIRRE, Secrets

Manager € CloudFormation 23 &R , & Lambda BiREKBMEAIT Lambda REHNHITHA

&, 7£ CloudFormation TR # , #EIEASE F A Secret scheduled for rotation (HFF2 &R T ER)o
— IR o

SR 3 AEmBRORE
BACHRRE  LTNRERELSTALARNFER. RETNBBECEEARKER.
e BB e T 2R

1. BIEUATEBRBBZRERESEA | https://console.aws.amazon.com/secretsmanager/o
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2. B Secrets (WF) , RRBENF SecretsManagerTutorialAppuser,
3. 1f Secret details (MZFFMEF) BEE , @ THEEIUEF Retrieve secret value (FEERMZE),
4. 7f Keyl/value (8/{8) # , B password # Secret value (BZH).

BB E
1. 7£ MySQL Workbench & , £ SecretsManagerTutorial B FR—TBBE A8 , A%IRIE Edit
Connection (fREBER).

2. 7E£ Manage Server Connections (B Al [REIELR) BFE A , B Username (FREEBR) |
A appuser , R#&#EZ Close (B3FA).

3. JR[E MySQL Workbench # , i#1# SecretsManagerTutorial E#R.

4. £ Open SSH Connection (BBt SSH E#R) BEE SR , 5 Password (%15) , By E {2 FEER
MR , RBIEE OK (FBE).

3
i

MBRBFBEEM , Bl MySQL Workbench B ER ENRETEM.
EXRAMBHRBERIN. WEFHNERRCEYN , YARERETERENEUNERE,

T4 BFRER

MREEEERNTS —ERINKKE —FAEHRE , FHBBEREIRIALATE the section called “EE —fE A
EWE,

B, ABRBENER , URBRAFEUERMAIRA EC2 HTER , FRREELHBHEYNT
BB R e B SR AR A

« Amazon RDS EX E#TEE., MERA ,
TIEE,
« Amazon EC2 #1T{Ef8, MNFEREA , 5528 (Amazon EC2 EH&IER) TR IEHITERE,

- Secrets Manager ## SecretsManagerTutorialAppuser., HFEREA , S Bthe section
called “MBRM ",

- Secrets Manager i 2. WERA , FSHB (AWS PrivateLink 185) FHIMIER VPC i S,
« VPC i, WERA |, 5528 (AWS PrivateLink ¥8/8) FMIERER VPC,

20 (Amazon RDS A& ER) HHVMERER EH

SB 4 BRER 30
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A
®RELR

o BRERAAITEFE A AR SN AN
- BEEMBmRGEE,

% AWS Secrets Managers& €& — i &gt

EitHEh LEEFNMNELEERERENRE K REE—FHEHR E—FHEHREE—ER
HAREE , EFLLEREE |, Secrets Manager EEMEZENEREFRERFEAENTE. NFEFHRER , F2
Bthe section called “EE—fEHE",

ERAHBR  BREBHRAHUBNER, FTEEEREFEA.

Secrets Manager i AWS Lambda BHEIREFHREZNERE, MEBEEA Lambda BB A
WER , F2H EE.

AES

- ERIRME

« 5B 1: Y Amazon RDS BRI EFAE

- FR2 AERNECRERTEIME

- S 3 ARARBRRE

s SR 4. BRER

.

AT A

HRHABLERS , BFE AWS IRFNEENT, FEEREY , BEEXRHHEEASREATE
MAat. fli, EFENEEESHANAGKERI Amazon RDS EXE , EAEREESHIMN
ABKERE VPC NZe#E, YRHEBSR  RMAEZRCRECHHERNS D,

MENMEEERBEPREF TNFMEESR , 552 the section called “5 2 Ea & EFEUEH",

Y 5
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FORIRAF

L EER Y S0RIEH 2 the section called “REFEHEWMIR, BOEFLE —BHEBEREERER, X
B}E % LEHE—EEERE , EF Amazon RDS B EMNSEEHEEE S BHEM Secrets
Manager %, B EE_EARZ K EFISERNEFABENER , EELH BRI ESFEAXIMNE,

A, BIZETE MySQL Workbench HE&E T —EERR , AEFAEBEERFEREZTERE,
$ER 1 B3 Amazon RDS BRlIEFHE

B SFREABRFRERBETINERE, EERUERE K FEAFRENETINEEZERR B
A Amazon RDS E¥lE, SEERR , E4HEH  LERVERERNETENTNERE. B4EE
REEP , EXFHE  BREETHREERFEA,

HHEEERE

1. £ Amazon RDS £# &7 , EEEZENERE,

2. £ Configuration (#78) R 5|12 K Master Credentials ARN (EZE&EFH ARN) # | ##2 Manage
in Secrets Manager (£ Secrets Manager FE &),
Secrets Manager F#2 & BEENBI R

3. ERFFHMAEFEEL , B2 Retrieve secret value (FEEIHE).

4. FUEEFRI Secret value (REE) EER

BUEREFERE
1. 7€ MySQL Workbench # | £ SecretsManagerTutorial B4R L2 —TBEAE , A%RIBIZ Edit
Connection (fREEELR).

2. 7£ Manage Server Connections (B ] [REFELR) HFE A , ¥ Username (FREEBR) ,
A admin , R&EE Close (BIFA).

3. IR[E MySQL Workbench # , #1# SecretsManagerTutorial E#R.
4. WABREMBEPERNEESER,

5. 1 MySQL Workbench #J Query (£#) &+ , WA TS (SE—ERER) , REREE
Execute (#117). WIRKBEH SELECT AIHEHOMNE , it XEEDdbuser EHZER.

3
i

CREATE USER 'dbuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';

TORIRE 32
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GRANT SELECT ON myDB . * TO 'dbuser'@'s’;

£ Output (Far i) HEF , EFFIHTERI,

FR2 REREERERIEELUE

BE LEEYME  FRABMELCEAENER  ARFMEBDWE (SLEILEEWE), Secrets
Manager B#iiHE K EXRTEUEXRFARNELER  REASHEILHER. VAHR@ERE
] th B 48 I i R A [EFERR E Em i

1.
2.
3.

AT ERBEEEE SRS A : https://console.aws.amazon.com/secretsmanager/o
21 Store a new secret (EHEFT#EZ),
£ Choose secret type (ZEMZEA) BEE L , BT THIEE -

a. ¥ Secret type (MBZEEHR) , 552 Credentials for Amazon RDS database (Amazon RDS
BERENERE).

b. ¥# Credentials (&) , FWAEHEE R dbuser AR EAFEA MySQL Workbench %31
MEREERERANRR.

c. ¥R Database (ERE) , 551#1# secretsmanagertutorialdb,
d. EE-F_io

£ Configure secret (BREMWHR) BEE L , ¥ Secret name (WEER) , FH@A
SecretsManagerTutorialDbuser , R&ZIRIE Next (T —F),

£ Configure rotation (FREW#) HE L , 17T 58 :

a. BERX Automatic rotation (B EhEsi),

b. ¥{# Rotation schedule (32 HEFE) , AFHERRERE A Days (RE) : 2 Duration (FEEH)
. 2h, 1R¥FZH Rotate immediately (32 ENERit),

c. ¥ Rotation function (B E) , 55181 Create a rotation function (B BWRKE) , RE
HAREEE , 58 A tutorial-single-user-rotation,

d. HRWmBREXE 6 BEE-FAE
e. EE-F_io
£ Review (¥2F8) BEH , 1##F Store (FH)-

Secrets Manager 8 RERHFMEFEH, EEEIELR , B LSRR ERIRE, Secrets
Manager € CloudFormation 23 &R , 241 Lambda SR B F 1T Lambda BN HITA

FR2 REREEREBRERINE 33
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&, £ CloudFormation SER#% , BEIEASEE B Secret scheduled for rotation (HERZERIRAIILER),
B IREWIRTE Ko

SER 3 AEBmRR

HE-XWEmRcR K EVRFELVE LUUARENZERANILESENER. BBRFHNRFCE
ERRBEBRE.
HEBY 2 h R HURHT 2 1S

1. BIEUTUERBEEZEEEEE| A  https://console.aws.amazon.com/secretsmanager/o
2. IEIE Secrets (WEF) , REBBEWE SecretsManagerTutorialDbuser,

3. 1£ Secret details (MZFFMEN) BEEH , @ THEEILEZF Retrieve secret value (FEERMZE),
4. 7£ Key/value (88/18) F , & password B Secret value (MZ1H).

BHEE
1. 7£ MySQL Workbench # , £ SecretsManagerTutorial 4% 12— T BB AE , R%BIRIEZ Edit

Connection ({R¥EER).

2. 7& Manage Server Connections (‘&2 Al [R2FEAR) AL IR , ¥R Username (EAEER) , FFi
A dbuser , R&EZ Close (E3FA).

IR [E MySQL Workbench A , ### SecretsManagerTutorial E#%,

4. 7E Open SSH Connection (BRX SSH E#R) HFEHRF , ¥R Password () , Bh DR ZHEE
R , RERIBE OK (FEXE).

MBFBFEEM , Bl MySQL Workbench € B E R ENRETEM.

T4 BRER
%tﬁ@’&ﬂ’]%ﬁﬁ EMEREEL S BRET R, MERE , 552 B the section called “MH BREY%

O

¢ |R<}

EEBREL—EHZBHRRERIUMNER , 5528 the section called “FEE 4 : FBRER,
BRESER

- BRFENMERRAEXFEINME, F26H BUSHE,

SR 3 AEBREE 34
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- BAHMBRITRIER, 528 the section called “BRiHEE",
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#3I AWS Secrets Manager # %

MR LA R AN B LN FMAE Secrets Manager i — %G, —#HER , flNERAEIBNER
. OAuth R HEMWEZEER.

® Tip
¥/ Amazon RDS #l Amazon Redshift EEEFAERE A RIEREER TEUE. &7
LUERE EEREEY SERR , REREH S EHmiE,

EXNER IRAFHEREHEM EENRFENENENETAERNE KRS USRRENENE
BmEF. WRBEERME  AEARRFERZNER , YESHENERER, ERUEHGR/
EHFE D EHEREANEE,

EEEIRE , BEZE SecretsManagerReadWrite & BEER FHFF T,

BB | Secrets Manager @& 4 CloudTrail HEEEE ., MEFME , 552 Bthe section called
“fif F 528% AWS CloudTrail 7,

BEEMWE (F#A8)

1. BIEATERBMZEREEEH A  https://console.aws.amazon.com/secretsmanager/o
2. iZIZE Store a new secret (TZ TR,
3. 7 Choose secret type (ZEWZEE) HE L , BT T5EE -

a. &% Secret Type (MEEE) , MIT NI HAP—HRE :
EEFRENERAER  BEERETHNEREZAERER., RAREFERNE , A%
WAZEAER,
EEFER AP £, FEER, FERENBZEAER  FEEHMGREENME,

HEREYHD , EFLE JSON BEHTWMARE , LA EREMNFZREIER , B2
FAENBARR, WRERRS TR 65536 BT, —L&EH

API key
WA MAEMEY .

ClientID : my_client_id
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ClientSecret : wJialrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
OAuth token

LI FEA

AKIAI44QHS8DHBEXAMPLE

Digital certificate

B 7R A

Private key

B 78 A

---- BEGIN PRIVATE KEY ----
EXAMPLE
---- END PRIVATE KEY ----

= Ef#F Secrets Manager EERHNZENTHE , BEESERHERE, RAERE
BEEERM  URMUABINSERHBENFHEA. WEFHMEF , FSBEH AWS
Secrets Manager ZEN W BREBEE=FME,

b. #HMZEE | i#IE AWS KMS key Secrets Manager FIRINBWZREN . MEFHMER |
E2EMBMENREE,
ERZEIERT , 212 aws/secretsmanager SA#E A AWS Z & £ 48 Secrets Manager
. EALESBEEEMKA.
MREFERS — B FIRE AWS IRF , RENREBECFABCH KMS SR KEmHR
MEREASBECK  FRBEPEEREFZESH  EEMESBREINE, NF
EREATFZESRNBEEANERNR , F2E EE.

BB the section called “KMS £#8HIFF A7, MEBIRFEFZEENMENR  F2
Bthe section called “BEtR F 7 EUAE”,

C. iEE-F_io
4. 7E Configure secret (BREWE) HE L , #1T T HIEE
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AWS Secrets Manager fER% SR
a. BAERMER Secret name (#% & ) M Description (EiR), MEBBIIE 1-512 EXRH
ZRM/_+=.@- FTTo
b. (EA) NREBSEINBWE , Bl AFEWEN Secrets Manager SEB AT EN P
&8,
c. (EH)E Tags (EX) BB , BEBMEIRE, WEEZESKE , 552/ the section called
BE WE, BPEEEPEFERBBREN  RAERL RMNE,

d. (BF) ZEERBERFIEERD , 357E Resource permissions (EREFRERR) Fi#ZE Edit
permissions ({REEET ™). WMFEFMEA , HSBthe section called “EIREBUIR",

e. (EH) EERUED K FESUTRERES —EWE AWS B , FEEERNE., &9
POIAERHE , A BREEER. NEFMER , F2RZEIER.

f. igj%-lt_io

5. (iEA) £ Configure rotation (X Ewit) EE L , THEMBBWwER, STl EREMARR , BE
HGHBR., WEFHEENR , F2BHE WE, BEET -5,

6. 7£ Review () EE L , MBMRFHENR , AREE Store ().
Secrets Manager 8RR ZEE, MRENFRZIEET , FEEENEERRH,

AWS CLI

WS shell FBAGTR , FEGNTELEHHTRILAARXERGSSENER, F268 the
section called “BE{EE R AWS CLI 75 AWS Secrets Manager #4259 J&LBR”

Exampleft JSON EXHHEREZAERE IS

T3%| create-secret SiIf|2ZFBRERPNERELIEE, MEFMER , F2E AWSCLI (#FH
EiEE) FHRERIEA AWS CLI B8,

A 7 {f Secrets Manager RESHERIRIER | B4 AR JSON B #Z3H JSON &1 M,

aws secretsmanager create-secret \
--name MyTestSecret \
--secret-string file://mycreds.json

mycreds.json AR :

{

"engine": "mysql",
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"username": "saanvis",
"password": "EXAMPLE-PASSWORD",

"host": "my-database-endpoint.us-west-2.rds.amazonaws.com",
"dbname": "myDatabase",
"port": "3306"

Example i # %

T3l create-secret EflEE I EEMESWEL P KE,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string '{"user":"diegor", "password":"EXAMPLE-PASSWORD"}'

ExampleZ& 3 M &

THlcreate-secretEHIGEI EEMEZBNRE,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string '{"user":"diegor", "password":"EXAMPLE-PASSWORD"}' \

--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag", "Value":
"SecondValue"}]'

AWS BHEEH

EEFEAEP—8 AWS SDKsBIU#E |, B CreateSecretBiff. MEFMEN , FSMthe
section called “AWS SDKs”,

B

Secrets Manager MZEHH LA R ?

1t Secrets Manager # , WEHAMEZEF. WEE , URBARRENPEERER. MEEAUAT
R =,

BEE—EREPERZEFTRE  RMEBEMER JSON XFFHRERREY , Hlm

"host" : "ProdServer-01.databases.example.com",
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"port" : "8888",
"username" : "administrator",
"password" : "EXAMPLE-PASSWORD",
"dbname" : "MyDatabase",
"engine" : "mysql"
}
HAERERT K NMRELTHME SRR , WELBETEER JSON BEPERENEREH. W

FEHMMEE |, 52 Bthe section called “#22 1 JSON 187,

FREER

WENFRENIIE

« Amazon Resource Name (ARN) EBLL TR :

arn:aws:secretsmanager:<Region>:<AccountId>:secret:SecretName-6RandomCharacters

Secrets Manager BEMEBERBARAET S EREMT T , HBEARWE ARN S —, MRMERERELK
WE K RAERFEAMRNEBELHNNE  IEMERZERAEBLEF IMEETEN ARN, EFE
HEFRENEAETS 8BNS REZNEFIE , BA& ARN FE,

- MENEBE., #HiR, ERBERINES.,

- MZELEWH ARN , AWS KMS key Secrets Manager AR INZFEZBZERN . Secrets Manager
—EEUMBEREFRREXT , Y H—ENBERPOWE, FSE the section called “MZE N
MR

- BRNAWBHENES MRIEHHR). F2H Wit WE,

\

%

Secrets Manager £/ IAM FF AT BER , UERRAERENERET TS S AwE. F2RE NS
Eh 25 M 17 H32 4 AWS Secrets Manager,

WENRATEMZERZENEAR, EEFRHERHRWER |, Secrets Manager &% 3 F Y RA,
552 the section called “TA B IRA”,

BUERERWE AWS B REZERE, TERUER , CEEIRARNTERT BRAELH
7) NEIA, EXANESREFEIENENER, F2H ZELER,

R2E EEME,

rEEs 40
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MENREZENZERRENEER, TEEURERMIRUHRR , Secrets Manager EE U H AR,

Secrets Manager T 2R FHAMANMEREEELE , Rz , cEEBRERER =BERFERE

« BHIARA — AWSCURRENT
 EhR — AWSPREVIOUS
« BEMAK (WHBRHE ) - AWSPENDING

MR A —EIZ52 B AWSCURRENT MIRRAS | EEHEEZER |, Secrets Manager S48 R EE 3%
WA,

B A LAE update-secret-version-stage RN | BIE A KRB S WEBRREZELHRA AWS
CLl, ZBHZ AL 20 AEREEEMBEIHRE, BWENMERETEEEHRNERER. —E
RRA A LA ZEER.

Secrets Manager KIEFEBREERLRE , EERRELIRARAZERNR. WRKRABIB 100
f# , Secrets Manager @B REZEMMA, Secrets Manager T &M BREE S B A E] 24 /MR AR,

TEETES AWS EBRRAMEFERRETNAME, RECHREEEELRSERNR , WiHERREE
B 8 B4 Secrets Manager %R

MWE A 41
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ﬁys ecret \
P AWSPENDING AWSCURRENT AWSPREVIOUS

credential10 credential® credential®

B Laoein

| credential3 ) credential?
credentiald credentials ‘ credentiald ‘
credential? ‘ credential 1 ‘

AWS Secrets Manager #%## JSON #51#&

&\ LATE Secrets Manager MR FEHEM X FH —#f , K/DEPRA 65, 536 BT,

MR IEFE the section called “H Lambda B IR  WEL BT ESHBHEBTEHMNISE JSON #
. Bl BAELESEREZAERNRE K GREESESRZTERNEUEFEAER , DB HSHAE
BEEREEHFREA.

MEBFERAEERARFEEESHERZNRR , AIRBLETE TR ERENSSE JSON #/E
¥t, Secrets Manager fERELHMMIREHNERE , USREFHHREEM ERE VPC,

JSON &REBBED KN K.

&

« Amazon RDS 1 Aurora B2 AEF

+ Amazon Redshift & A &%

+ Amazon Redshift Serverless B

+ Amazon DocumentDB & A & %}

+ InfluxDB #Z#E#H Amazon Timestream
+ Amazon ElastiCache 2 A& #!

B JSON 548 42
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+ Active Directory & A & ¥l

Amazon RDS #1 Aurora & A&

= EMMA Secrets Manager RN IR EE LR , FBFEA TS JSON BB, BUUNEESR/EY ,
flinasE Mt EighERERENERENR.

DB2

¥ Amazon RDS Db2 #11T{EEE A RAERAEREZBEACHER , BELAERAERNRRE
RHEEESEAEHR,

{
"engine": "db2",
"host": "<instance host name/resolvable DNS name>",
"username": '"<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<ARN of the elevated secret>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",

"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

MariaDB
{
"engine": "mariadb",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “#####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"
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}

MySQL
{
"engine": "mysql",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “#####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Oracle
{
"engine": "oracle",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name>",
"port": <TCP port number. If not specified, defaults to 1521>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “#####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Postgres
{
"engine": "postgres",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
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"password": "<password>",

"dbname": '"<database name. If not specified, defaults to 'postgres'>",

"port": <TCP port number. If not specified, defaults to 5432>,

"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “#####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

SQLServer
{
"engine": "sqlserver",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'master'>",
"port": <TCP port number. If not specified, defaults to 1433>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “#####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster.Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Amazon Redshift & A& ¥

ZE A Secrets Manager IR SRR EE A | FHFEHA T JSON EE, BuHEESH/EY ,
flana s i Eig P EARE R ENEREN.

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"dbClusterIdentifier": "<optional: database ID. Required for configuring rotation in

the console.>"
"port": <optional: TCP port number. If not specified, defaults to 5439>
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"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “#####”.>"

}

Amazon Redshift Serverless &

ZEF A Secrets Manager IREMNEREEE AR |, BFEATY JSON &8, BUUFIEESR/EY ,
flan‘a& Hin[EighEAE R EMNEREN

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"namespaceName": "<optional: namespace name, Required for configuring rotation in the

console.> "
"port": <optional: TCP port number. If not specified, defaults to 5439>
"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “#####”.>"

}

Amazon DocumentDB & A & ¥l

ZEF A Secrets Manager IREMNEwIREEEAR |, BFEATY JSON &8, BUUFIEESR/EY ,
flan‘a& Hit[EighEAE R EMNEREN

{

"engine": "mongo",

"host": "<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",

"port": <TCP port number. If not specified, defaults to 27017>,

"ssl": <true[false. If not specified, defaults to false>,

"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “#####”.>",

"dbClusterIdentifier": "<optional: database cluster ID. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

"dbInstanceldentifier": "<optional: database instance ID. Alternately, use

dbClusterIdentifier. Required for configuring rotation in the console.>"
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}

InfluxDB #Z & A Amazon Timestream

ZER Timestream W2 |, 0] LUE Athe section called “InfluxDB # Amazon Timestream” g #2 £5
K,

WEFFMERR |, 3528 (Amazon Timestream BE A E158) FHY Amazon Timestream for InfluxDB
WAl MR

Timestream WZ A BN A IERER JSON #&18 , TeEEARREAR, MEFMAENA ,
Timestream BIE A E15F) FHHERR,

w2H_(Amazon

Amazon ElastiCache & A& ¥}

T 5|5 B R1E X ElastiCache B 2 Z K JSON #5418,

{

"password": "<password>",

"username": '"<username>"

"user_arn": "ARN of the Amazon EC2 user"
}

MEFHMER , 5528 (Amazon ElastiCache EFAEIEE) T B B&@wEFEHENHE,

Active Directory & A& ¥l

AWS Directory Service £ RZ Active Directory B AE R, MEFHMEN , 5280 (AWS
Directory Service BIEER) F S Amazon EC2 Linux #1742 1A Managed AD Active
Directory, ERBEABMEETETIEHFATHNESBER. WRETFEABRPBEHRE K SUNEARES
FEERFEINERER , IRBEEHELEXHHAIR

= Z&git Active Directory 2% , A LAEMA Active Directory Sgii €575,

Active Directory credential

"awsSeamlessDomainUsername": "<username>",
"awsSeamlessDomainPassword": "<password>"

InfluxDB #Z#E &R Amazon Timestream 47
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ERAEER

MRV EWBUE  FESWEHE & D,

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>"

}

MREWFETE keytab WHFEEEER , BT E keytab ARNSs,

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": "<username>",
"awsSeamlessDomainPassword": "<password>",
"directoryServiceSecretVersion": 1,
"schemaVersion": "1.0",
"keytabArns": [
"<ARN of child keytab secret 1>,
"<ARN of child keytab secret 2>,
"<ARN of child keytab secret 3>,
1,
"lastModifiedDateTime": "2021-07-19 17:06:58"
}

Active Directory keytab

MEBRFEH keytab 3@ Amazon EC2 L# Active Directory IR F#TE D BREBENEA |
BI#E Amazon Linux 2 £ SQL Server 2017 ZEMERE Active Directory & 2 B ¥

"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"schemaVersion": "1.0",
"name": "< name>",
"principals": [
"aduser@MY.EXAMPLE.COM",
"MSSQLSvc/test:1433@MY.EXAMPLE.COM"
1,
"keytabContents": '"<keytab>",
"parentSecretArn": "<ARN of parent secret>",
"lastModifiedDateTime": "2021-07-19 17:06:58"
"version": 1

3

*

Active Directory & A& %}
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FFH EEMWE AWS Secrets Manager

e

« E ¥ AWS Secrets Manager & {EH

« {£f Secrets Manager E4+ %

- BREERZELHHRE

« % AWS Secrets Manager WEZH B L8
+ & AWS Secrets Manager #%

o £ FEHEWE AWS Secrets Manager

+ MIBR AWS Secrets Manager #4%%

+ 2 AWS Secrets Manager #%

o 7£ PIEZMWE AWS Secrets Manager

E# AWS Secrets Manager W Z W {E

EEENHENE , EUUFERAEEA. CLISBEBREENG. EEHMWHEER , Secrets Manager &
£ FATERIZEE AWSCURRENT B A MBIRA, EBNATUEFERESZE AWSPREVIOUS HERRZA,
BETUFIEECHER, WEFMEN , 352/ Secrets Manager [ 4 #2

EEFHEE (XEA)

1. B https://console.aws.amazon.com/secretsmanager/ BRI Secrets Manager £ &,
2. RWEBBERERENE,

3. EMEFEFMEAERENSEEIEL  EHBERRY , EEHINEE , RAREERE.

AWS CLI

E=EEHWHE (AWS CLI)

« WS shell FBAGTR , FEGTEEEHETFTRI AR ERGSSENER,
the section called “B{EfE A AWS CLI F5X AWS Secrets Manager B2 EY BB,

2
¥
&

T3 put-secret-value EE Y EEMEBEELREY 2 FIRAWEER,

EMWEE 49
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aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

BAR put-secret-value BV EFBIIFARERNIRAE, HREEEEEE MyLabel
AWSCURRENT,

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--version-stages "MylLabel"

AWS B EH

BRABRIEBRSE 10 2B XHWFEREMFI PutSecretValue 3 UpdateSecret, EMMY
PutSecretValue f UpdateSecret EfMEEER K HEEESSEYBBENTNIRE, BERAEB
100 {EBF , Secrets Manager BB RARBELHRE , EFSBREV KRBT 24 /PNEFRA, MR
HIBE 10 7E RN ERENHREE  FEUNRALEBEEESBRNOREAES | BEKZETI#E
R A< B B R

B

\

EEEHWEE , BERALTEME : UpdateSecret 3 PutSecretValue, MEFMEN , 52
Rithe section called “AWS SDKs”,

{# F Secrets Manager B4 5

£ Secrets Manager K% R 27 Secrets Manager P ELZE | RAEEEHERBREDERZ
B, BANEATIHARNAITEERERE

« CloudFormation — 5828 CloudFormation,
« AWS CLI - 582 B get-random-password,
« AWS SDKs - 5528 GetRandomPassword,

AR 1B IR E ST BRI hR AR

BRI R BRHEEEWFRETNER , SWZERZE LA AWS CLI, 1% Secrets Manager
MAF R Z RN ERR , 552 the section called “BERA",
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T%lupdate-secret-version-stage#ifl &% AWSCURRENT EREEBEERNRE , HUE
EREZEEM., ZEESHKERMW ID, B8 list-secret-version-ids=i##3 Secrets Manager
AP,

I EEHlH | B8 AWSCURRENT Z&EARA A a1b2c3d4-5678-90ab-cdef-EXAMPLE111111
B AWSPREVIOUS Z&A M4 A a1b2c3d4-5678-90ab-cdef-EXAMPLE22222, TELt &4 |

1148 AWSCURRENT &% 11111 IR E 22222, A AWSCURRENT Z&BCRRAPBE |
update-secret-version-stage® B & AWSPREVIOUS BEBEZRA (11111), RERKE
AWSCURRENT # AWSPREVIOUS x4,

aws secretsmanager update-secret-version-stage \
--secret-id MyTestSecret \
--version-stage AWSCURRENT \
--move-to-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222 \
--remove-from-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111

¥ AWS Secrets Manager B % £ 88

Secrets Manager £ S & INZEH AWS KMS €8 ER SR RAESAREE, HRESERE ,
BRI LURIBEF AN KMS €88, EBaLAER AWS ZE £48 aws/secretsmanager , WA/ LIEAEF
SEEE, TAZHERLT , BRMEZRMERD aws/secretsmanager , MEAFERAECEENE, WREEE
#"E—E FEHZE AWSIRF , IENMREREFABCH KMS €RRBITHREASVEBEE |, FE
A EFSESE, BNEAEHAthe section called “KMS £88MFA", NEERERAZEFSESEBIR
THWER , F2E EE.

BRI BERFNMZESER, Hln, MERESRERS —(EAREFIHNE , MEAWZERER AWS &
£48 #Faws/secretsmanager , BAILIYIRE BEZE LI,

® Tip
MBEHLEERLZEFSESE  BEREFEH AWSKMS BE&ighRin, NEFMET , &2
B AWS KMS €48,

ERBEINZSWEF , Secrets Manager EE AT SWEFINE AWSPENDING, AWSCURRENTH
AWSPREVIOUSHRZA, % T RZAGEHEHEEME 2L , Secrets Manager EREFMEFEAL—EER
MENRBRAE, ERTEFTUERALTINEBITNEM|WRAZE AWSCURRENTAWSPENDING, #
AWSPREVIOUSHRAN, tIREEER —EEEMkms :DecryptiFal , EEEBEINFE L8 | Secrets
Manager EZMB B BZRAUEHRMEZECM. EHIEBERT , BENRETZEHMNE,
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EEZETAWSCURRENTREEHFTHWMEZSMAER  FEAFTESREITNRBRA, RE , BELWE
ZRAWSCURRENTM BRI A | A BREFEIBHETFA,

MRERALTNINZEEE , BIBR T AWSCURRENT, AWSPENDING #1 AWSPREVIOUS Z 4\ , &G #E %
BT MWERA, MREEHMEREFINZELRWEZERA , IEEMEA the section called “AWS
CLI" , AFTH N S8R ERTE B LR A,

EESTFUENNEER (F2A)

1. 1A https://console.aws.amazon.com/secretsmanager/ BiEX Secrets Manager £## &,
2. RWEBBEREEME,

3. EMEFHMEFAEEL A EREFHEFERD  EFEDFE, ARBEFENE LR,

AWS CLI

MRS FUENNZSE K ABRERHLINMNZESE , BIBR T AWSCURRENT, AWSPENDING
AWSPREVIOUS 24\ , B LB B MMBRRAR, NMREBEHMERSZEFINERKRERAE , AIEE
f£ A the section called “AWS CLI” , K INZR € 88 B 3178 3 18 LE R AN

HESFEWERNMME S|/ (AWS CLI)

1. T3%lupdate-secret EflEFEHARIMBHZEN KMS £i8, KMS £V AMAEEZIER
I [EE,.

aws secretsmanager update-secret \

--secret-id MyTestSecret \

--kms-key-id arn:aws:kms:us-west-2:123456789012:key/EXAMPLE1-90@ab-cdef-fedc-
ba987EXAMPLE

2. (BEM) NREEEFETEBRNUTRAE K FECRAFSRENNE  AELAEREVELR
o

ED shell FAGTE , FEGTELESFHEERNR AR FRGS28VEAR., F28
the section called “B&{EE AWS CLI EH AWS Secrets Manager #Z3 B R,

a. HUSHBERANE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret \
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--version-stage MyCustomLabel

R TRERE,
b. ERAZRERMIRA.

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

&2 AWS Secrets Manager #%

BRNERYMERENTEER  ERIRNEYUMENAS, SRBAEMREEINME , BWhE
FEERAAEMRBRERIMIRE.

EERAEEENENAR , BULRERESTE, AHMBREEENWEUZREN ID AFE. =
% , £ F AWS CLI®Y describe-secret , A% M{L OwningService., MEFEFMEA , F2
RHEEAREEENHE,

HREEENRE , EUNERRA. EREBEK, NEBNER. BARMNERBREEARLRENR
EERRNEERE , EROTUSENRNRETE, WIRSERERN Secrets Manager FEYHE LK
BEREYRBLHNER. EVRUBABRL , UELERAFHFERBEER , ERESEHEIEFERN—
HER. WEFMAES  F2EBE WE.

1B MR BF | Secrets Manager &4 CloudTrail BFFEH ., MEFHMENR , 552 /the section called
“f F 528% AWS CloudTrail ”s

EEENMEREERNRE (E7H)

1. 1A https://console.aws.amazon.com/secretsmanager/ BiEX Secrets Manager £## &,
2. RMEBBEEPEEWE,

3. EMEBHMEAEREL , BITTIEE

AR BELEEMEN BB ARN,

-  HBETHER , 557 Secrets details (WMZFFMER) [EE |, 1BIF Actions (BIE) , REBEE
Edit description (§REE##iR),

- EEEHINELE  F5SB the section called “EEMBZN B LB,

ERWE 53
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EEFHER K TEB 2 EL  BEFEES. 52 M the section called “IZH W%
EEFHWHRE , 520 the section called “EFWZAE",

EEEMEMNGY B8 EL | BERBTY. 382/ the section called “EIRZE K
£

- FEFHENRR  ERBRoEL | BERERLR,

- FEREHREERIEMES K FSEZESER.

- MRBHWEEER , BULIEFEANNR SR, EES I EL | BREARNRIERE , RE
EEBEEESD , BEREMNE SR . 52 the section called “BZ INEMFEE",

- FESTEHY  SHAHMEKERE K SEEZEZBREPEHBRIMS, B2 HEMEREE
BN,

3
¢

B iR M

AWS CLI
Example 5 5714 2 # iR

T3l update-secret EfEEH LR HEIR,

aws secretsmanager update-secret \
--secret-id MyTestSecret \
--description "This is a new description for the secret."

AWS FREEH

EBRABXLUEBRE 10 78— XWEHEEREMW PutSecretValue = UpdateSecret, FEFEMY
PutSecretValue fl UpdateSecret EMEFER K MEREESSEBRUMENITRAR, ERFER
100 {EBF , Secrets Manager 8B R ARELHVRAE , EFZBREV KBTI 24 PNEARA, MR
HiBE 10 pE—ANERENHEE K LEUNREALEEEEESBRNREAES , BEKESIHE
R B 2B

EEEHNE  BEALUTEE : UpdateSecret B ReplicateSecretToRegions, MEFME
A , 552 Bthe section called “AWS SDKs”,

£ hEHME AWS Secrets Manager

BERETERAERFENE R TESWERE | Secrets Manager S ¥R E B, HiR, EReiR
MERETHERET. TEAGREEETESYTES KIS , MESZBEKRET , flanzE
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¥, /. .= #, MEREAMFNFTE, EXEHERGNERTHTESE , Secrets Manager &
PHESFRIEHERABSENER, ERBBRAEIIE., RFBIYTF , IR F/FRIE
SRR DR, Bl , WAL B5 credsDatabase#892 UERTE, ik, ERZEI(EM
Ef 1 SEcreds. Database #1892,

HI H ¥R EF | Secrets Manager €& 4% CloudTrail BFFEH ., MEFHMEN , 552 Bthe section called
“$EF 52#% AWS CloudTrail 7,

Secrets Manager R —HEHR% , EERMEREPHNBE,
BEEnERY

MBIEFEREEHEIRMY |, Secrets Manager /5 SFRTREF , ARESHFEBNFR
BN, HESTEIRNE. flln, B5 SKRBHEEE, HARHEEFH my = secret —
FAMy_Secret#lfF,

BALETIERRGEERELNES
=L

HEWZEBEEE ;. B9 K/NE, I : Name: Data &[G & A DatabaseSecret HWH#E |
MA 2 databaseSecret =% MyData,

Description
B ERRPHNFR , TED K/NE. B4 : Description: My Description Ei§HEET IR
BEATELE
* My Description
* my description
* My basic description

* Description of my secret
BEE

S M S RBEENWE AWS , Fl
+ 1Password
» CyberArk
« HashiCorp
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[

A IR

e E R R ID BIRAVBE , RED K/PNE. B0, my-sexr FAEM my-serv M my-servic
LR EENME, MEFEER  F2EHEMREEENRE,

EERNWE

BUNEGREIENER, EAUERRERNME,

LEHERSRNEAE  EDKNE, HlI0 : Tag key: Prod RE#HHZH Production H Prodl
HWE K MAR2EEEE prod & 1 Prod R,

BEEE
L ERENRE ; B9 K/NE, #l0 : Tag value: Prod IRE#HZEH Production # Prodl
HWE K MAEFEERE prod & 1 Prod W,

AWS CLI

Exampleil i 5 /5 i i 4 2

T3%| list-secrets SEHEMEEIRFPHNKZREE,

aws secretsmanager list-secrets

Examplei#tk 5 R ZFE
T3] list-secrets BHFMBLIRFHEBETE Test WRBRFE, KEBEHFEERS K NEB,

aws secretsmanager list-secrets \
--filters Key="name",6Values="Test"

ExampleS & HE il AWS REE BN EZR

3

T%| list-secrets SHEMEHBRBERENMNEBFE, B LMK ID IEERKE. MEHMEENR ,
SRHEMREEEN R,

aws secretsmanager list-secrets \
--filters Key="owning-service",Values="<service ID prefix>"

e
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AWS FHEEH

ZEFHED—E AWS SDKs 2R MWBR , B5FH ListSecrets, MEFHMEL , F2MBthe section
called “AWS SDKs”,

fiiBk AWS Secrets Manager #%

HAMZWRIRME , AWS Secrets Manager ZIE R MR B BHRE, Secrets Manager A& IE]
MIBR#M 2, K2 , Secrets Manager €M Bl EMBE LT , YHIEERD L RWERREMBR, £
BREERERZE , BERATUREZIMRHOBE, TEHEEESERARBRARZ KRBT ER.

MRFTERFERINHME , AEERRE. TRHERER  ARBRBRIERR . EEMBRERE

EVEMBERE.

SEEEREMBRERRANRE, Rz , LR AWS CLI 2t AWS SDK &4 B ERATE A iHE
B, ESBRAETRBEER , AR Secrets Manager Al 75 = B BY M BR B ARAS

MBETANEEARRNRSNMEERAME , AIa[LLE T Amazon CloudWatch 2R |, RIZBEEZEME
EREBRHEEATEMEBNE L. MEFMEEN , B2 ERARGFIHIREMERE AWS Secrets
Manager # %,

EEMRWE |, BB E secretsmanager:ListSecrets
secretsmanager:DeleteSecret &,

MIBR 22 8F | Secrets Manager & 4 CloudTrail BB B, MEFHMET , 552Bthe section called
“ff Fl 528% AWS CloudTrail 7

= EMBRMWER (FEE)

1. BIELATLERIRK Secrets Manager £ & : https://console.aws.amazon.com/
secretsmanager/,

2. EMBBEYF , BELEMBRAOWE,

3. 1£ Secrets details (MZFMEN) EER , iBIZF Actions (BIE) , A% IEZE Delete description (&
HR),

4. 1 Disable secret and schedule deletion (&AM EFHEREMER) HEEH AP , B Waiting period

(B8 T, MAKAMBRITESFH KRB, Secrets Manager iE## B DeletionDate KIHH
i, R ERABRN BBANERE N EERBERNIEEXRE.

5. i##ZE Schedule deletion (HEEMIBR).

AWS BB EH 57


https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecrets.html
https://console.aws.amazon.com/secretsmanager/
https://console.aws.amazon.com/secretsmanager/

AWS Secrets Manager EREEmR

& Z WA S MERH MR

1. BIEUTUERBEEZEEE S A | https://console.aws.amazon.com/secretsmanager/o
2. 1E Secrets (M%) HHE L , E# Preferences (fR#F5RE)
@ N

3. & "RIEFEREL HWEARD , BEERETHERBRNEE K RREERT

B EMERE AR

1. BIEUTHNERMEHREESEEA  hitps:/console.aws.amazon.com/secretsmanager/o
2. BEFEWE,

3. 1£ Replicate Secret (EEME) B+ , BEEAWE,

4. & Actions (B){E) JEH , iZIE Delete Replica (fIBR#E ),

AWS CLI

Exampleftl Br#% 27

T % delete-secret ZflEMBREER ., &7 LUE DeletionDate EIFEMENALHPHY B HAR BB 2 5 £ A
restore-secret HREMZ, EEMBREEEHMMEHHOME , FBLHEM remove-regions-from-
replication BERER , REWI delete-secret,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--recovery-window-in-days 7

Example 37 B[ il BR# 27

T3%| delete-secret SHEERXEERBERNIER T LA EREZ, BREEERLIEER,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--force-delete-without-recovery

Exampleffi| BREE 2<% 27

T %] remove-regions-from-replication EEHIEMER eu-west-3 PFHEARKZ, EEMBREER
ZHWESNHTERE  FEMBRER , REFIWY delete-secret,
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aws secretsmanager remove-regions-from-replication \
--secret-id MyTestSecret \
--remove-replica-regions eu-west-3

AWS BB EH

EEMBRWE , FBFEH DeleteSecret T, & EMBRMENEMBRA , FBER
UpdateSecretVersionStage . & EMPEREA , F5EMH StopReplicationToReplica @
T, MEHMET , 52 Bthe section called “AWS SDKs”,

&R AWS Secrets Manager %%

Secrets Manager €45 5FEMBRNMBRACEZABETEENBEEEFR. BREERIBE , Secrets
Manager &K A MIBR#%, — B Secrets Manager MIBR#% , EREEZSEHER, EREBERERZ
B, BUNERREZRECEERATFEH., EEHBR DeletionDate W , RMEUEBEE #Y K X M
BRo

EEEIREPERMEMNMPEER , B2AEREE secretsmanager:ListSecrets #
secretsmanager:RestoreSecret ¥,

BRMZEF | Secrets Manager &4 CloudTrail BFFEH ., MEFHMENR , 552 /the section called
“f F 528% AWS CloudTrail ”s

HRERWE (F#8)

1. BIELATLERR Secrets Manager £# & : https://console.aws.amazon.com/
secretsmanager/,

EMBRBES , BEELEEERNWE,

N

MREBBFEDRZEHEAMBROMWE |, 551EIZ Preferences (RIFFXE)
(&
£ TRIFERE BEEARG | BRERHRERBRAOEE K ARBRERT.

3. 1f Secret details (MZFFMEF) EEF , 21 Cancel deletion (BUEMER).
4. £ Cancel secret deletion (BUEMZ M BR) ¥55 AR |, 1#1F Cancel deletion (BUEMIBR).
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AWS CLI

Examplei® J& 5¢ &1 il BR iy 4 2

T3%| restore-secret £ &= R 5B HEZMIBRAVEE RS,

aws secretsmanager restore-secret \
--secret-id MyTestSecret

AWS B EH

EEEFRESLAMBROMWE , 5FH RestoreSecret 5. MEFMET , 552 Bthe section
called “AWS SDKs”,
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£ FIESTWER AWS Secrets Manager

7 F AWS Secrets Manager , A SMEABRBEPREBIERIGHE . ERELAUEERNR/E
Y., EBAmEEEE AWS ERNEBER , I FWIREEA,

ERER , AN

- BE, #SNERIRFH AWS WRBRNHEtE R
- RIBEZENRREHHHER TN
- BRI EERBENFRNEREBANER

WESEARRIZESFEMEFEMAET , 5528 the section called “fF ARE =4I BZNFE,

BE TBRASEER , 5268 AWS Billing ( £AEERE) FHEA AWS A5 BER.

NEFEEBRBENDERHENES , F28 (AWS —R2EEmM) PHNECHERBLRE. EREE
DRI

EERREUHZ M AT | Secrets Manager 8 E 4% CloudTrail HFFEE ., WEFMER , S Mthe
section called “fEf F2# AWS CloudTrail "o

® Tip
EENFE AWS ERAER —SHERKE, NEREEYK  R2REEEREEKARE

BREEBRERGR

ZBAUE TRATRERSKMWE AWS CLI, T SDKs, AWS tigft ERFHEHTIEREI BT
B, UBRBHEBRESHNEBEELNER, EESKEFEEEBIMNE , 552/ the section called
‘BRI,

&R LA R Secrets Manager £ & AWS CLIZX Secrets Manager API R :
- ERAEREUBE
- BERNEERE
- I HBMENER
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BRMERERRS EWE, fl , BALKAR, BEEIRERIEUR. AREERT BEER
MENE  SUNEY-E8FTNER , AHESEHNEERR, UTEBREFRBRNEH

* Project: Project name

* Owner: Name

* Purpose: Load testing

* Application: Application name

e Environment: Production

{5 Pl 1R A 1B HE B A

A LAE R ERE D EREBMIEH AWS AR, ESEEBRERE AWS R SR, AWS R
AP BRBEELSMEBEANAENRAR, SUUEARKERER BIUEAFL, EARKXEE
RNPEEE) NWEER , REEBEZERKEFHUEAR, NEFMENR , 528 (AWS Biling EAEERE) F

WAARE D REBEARBETIRERE .

TERERRS

THIRFEARER.

ERRE

- BEER (B®R) WEBRBE LRA 50,
- BRBRETFEIADNR.
- BEEBEFRRBCMBRUENRR,

BRERS

- SERREFLARE—N., IREHEEFCHEARIEBNER , AINNERSERREAREY,

- BEEZL MBERER  aws: RARFERER £H AWS., ERREAWS EX UM FEREN
BR  BL8EEREREIMEREM.

- EBRENREXSENK 1 2 128 @ Unicode Ft 2™,
- EBBVAITETHZET : Unicode =8, BF, ZERURTHHEH®RET :_ . /

+ - @
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BRRERS

- EBENRENXENR 0 B 255 {# Unicode Ft 2@,

- EBETUZEH, B8, efSBEZETYETT : Unicode &, BF., ZHRUR T IMEMFHKRF
JTL:_ ./ =+ - @

5 Secrets Manager X & ERLWER

& LAME A Secrets Manager £ A REEWMBER,

HEFIRRCYRE , FRIT TIIEE

1. BARX Secrets Manager 24,
2. EEEYH | EELREFNES,
3. EMFZEHE L | BEWE,

BERBNER
EREFREARR L , BEERREIER.

ERRBREWE

FBE EUME PHTER,

S RENENRER

1. ERFFAETERL , ZERERSIER  AREZFEER,
2. HEERBUTBARBER, IE A EERLTBARRE.
3. BREMTF. FNREMNERSLRERERBEF,

(® Note
MRRBAREFERE  IERRCIBHETEFITESEERRS, NMBFHEER , F2RT
FREE R
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1., EREHMETEEL  EEEERCIER K AREELEBRIERZTNBRET,
2. BEREUEZRBR  SUBEERUBUY,

A Zie Wz AWS CLI

AWS CLI #i5l

Examplef§ 2 H 18 E M

T%l tag-resource EHIHEER AT IR B LEZEER,

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags Key=FirstTag,Value=FirstValue

Examplefié Z BEE B ¥ 18 E =
T%l tag-resource HHSFHMESRESREZEHET,

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag",
"Value": "SecondValue"}]'

Exampleft BB R IER
T3l untag-resource EHERERFBIRMEEE. HASEEER , SBNEHLBR.

aws secretsmanager untag-resource \
--secret-id MyTestSecret \
--tag-keys '[ "FirstTag", "SecondTag"]'

& F Secrets Manager AP| {Z5E#W %

RO LAEFH Secrets Manager API #7138, % MBRER., WFEHH , 5

i
%

BT 534 -
« ListSecrets : £ ListSecrets RBBERZTWEZNER
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AWS Secrets Manager

ERAEER

- TagResource : 4B 8 EZWH
- BUMER  #REhBRER

£/ Secrets Manager AWS SDK W%
LESENTOEE | FEA T AP Bk -

+ ListSecrets : i ListSecrets RRBEEAETNENER
- TagResource : EBHIBENE
+ UntagResource : #MBHBRER

MFTEFEA SDK WEFMERA , 52 the section called “AWS SDKs”,

SDK
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¥ EiG#EE AWS Secrets Manager #%

BRI EZE PEBWE AWS B |, AXEIBEELEAPHEAREN |, Uk EBREFIRAELE
EER, MREHREFE  BUREARERAREYN  AREHEBRER/ER, #EREERER
BONZENHREZERNMPEESR , flMEHEERIENERNERBR,

BERWERN ARN EEXEHWHH ARN EXMEE |, H—EZREMN Region &7 , AT :

« FEMF : arn:aws:secretsmanager:Regionl:123456789012:secret:MySecret-
alb2c3

« #B7AME  arn:aws:secretsmanager:Region2:123456789012:secret:MySecret-
alb2c3

MEEREZNEEENR , 2B AWS Secrets Manager EfE,

EfHTERIEMESNRRENERFENERRR  #ESSRRENENEREF. MR
ERERER  ARARRERFZNELR  YISHERNEREF. SIS EMSR/EHHERE
HEREFARER,

MREHTEMZRMRE  ARREESSETIERFTHBME K MTNREESEEEMEHAE
BHELARE, ETLEREEMAELHENRLR.

BA KB EERIMEERA AWS WIESE, F18 , tlIREE AWS GovCloud (US) 5 B AWS [&
HESKED A Secrets Manager , R RBETEIE L4k AWS BEARERZNER, BEELKEK
A ESFHREBEER AWS ZHEESE , B ERBEESIEREEHEET.

HETUSRZRERI S —EEEH , XALBAXES. NEFAET  F2HEEE AWS B,

BERFAAMEREcESTNEZEES RS, UL EESERNERATESAESFERAKR, NFE
IwEEE | 5528 the section called “Secrets Manager i %", EEFRAEERNE TEEFHEMY |
E2E ERHER (DR) 2248 AWS | 5 | 2% : ElhERERE,

BB WA | Secrets Manager €& 4 CloudTrail Bi$EH ., MEFHMENR , 552 /the section called
“f£ A F2#% AWS CloudTrail "o

EESHTRERIHMESR (25 8)

1. BIEUTERBMEEREREEEH A  https://console.aws.amazon.com/secretsmanager/o
2. RMEBBEEPEERE,
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https://aws.amazon.com/secrets-manager/pricing/
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3. EMEBHMEFAEENEESTEL  SIITUTHP—HRE:
- WMREAREEEHEE , 75121F Replicate secret (EEHE),

- MREERLEMME | B Replicate secret (EE#E) BB I1EIE Add Region (¥TiE[E
1),

4. 7 Add replica regions (¥Ti8E B EE) HEFEH D , BT T IIRE !

a. &F¥ AWS Region (AWS [E1)) , BEELEERSHEER B Z Region ([EHF).

b. (ZEF) & ¥ Encryption key (INZ£18) , BEEZAMREEZNZN KMS £i8, SBNXEESR
REFHH,

c. (BA) BEMHMEZE—EESE , 551E1Z Add more regions (¥i8 H b2 ).
d. i#iZ Replicate (BH).

IREIMERFFMEFEME,. 7 Replicate Secret ((EE#F) BT , R TS EEEHM Replication
Status (BB EE),

AWS CLI

Examplef§ B EEZHM[EE

T%| replicate-secret-to-regions Sl EE R E eu-west-3, EXAEFEH AWS ZES
& hnZaws/secretsmanager.

aws secretsmanager replicate-secret-to-regions \
--secret-id MyTestSecret \
--add-replica-regions Region=eu-west-3

Example 2 I R I HETER

THEHEBIMFELEHEETE eu-west-3, BALER ME AWS ZE L] aws/
secretsmanager,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--add-replica-regions Region=eu-west-3
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AWS Secrets Manager EREEmR

AWS HEEH

EEEBME  F5FH ReplicateSecretToRegions if. MEFMET , 552Bthe section
called “AWS SDKs”,

£ PRERWERA BB ILME AWS Secrets Manager

BAUERRES —BEE PESHUE AWS B, CEFRIENFHRNUBENTEESR , B
ALEATEN KMS 8%, EFAUBETEBYNETERZERN , BHMBESRERA. FRER
MEEPHEAWEZRIENZNER  UREIUBRABUME, TBUTNEMNEESTEEE
BIBUME,

BUNEETEMZEECAR  $EAUBRA/BINEE , M ESKBEFRBRER, E , O
REERMERNRIIIE , BUUKELARARBINRE.

MRBERABK  FHLEMBENEREX , WEEABLNWE,

RFAKEZEE | Secrets Manager € E 4 CloudTrail BE5EEB ., MEFMEN , 552 Bthe section called
“ff Fl 528 AWS CloudTrail 7

BERABEWE (E28)

1. % A Secrets Manager , #81t A https://console.aws.amazon.com/secretsmanager/o

2. BEFEXREH,

3. 7 Secrets (#%) HE L , BEELRHEE,

4. TEEAREZHMERAEEL |, 22 Promote to standalone secret (IRA BB L %),

5. 1E Promote replica to standalone secret (&4 AB LK) BEE ST |, B A Region (E
15) , AR%IEIZ Promote replica (IRFHEX),

AWS CLI

Examplei$ @A BB RA AT ERR

T3 stop-replication-to-replica S EBREAMBREZTTEMRT C BIER, EXFEEIR
AHEREFHINETERE, BXAREREFHAMNI stop-replication-to-replica,

aws secretsmanager stop-replication-to-replica \
--secret-id MyTestSecret
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https://console.aws.amazon.com/secretsmanager/
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AWS Secrets Manager

ERAEER

AWS FHEEH

EEBERARBRABBINMWE , 55FEH StopReplicationToReplica o

BT, MEEFME , 552 Bthe section called “AWS SDKs”,

B Lk AWS Secrets Manager 8

RAMBAILAER ReplicateSecretToRegionsH A BURKE ECreateSecret , IREGEE

IRBARBEARWE

priEEAEERNE , RPIEZREMLLEE AddReplicaRegions BN EIME, LRI NEFFTHRS

fEAConditionfRAR , EAFFAHBEAERHWEE. WFELAUERANRERLES , F2E T

BURE B,
Examplefs LL 8 B5F A

THBEREH B R NA AT EERNRENAEEF, EFLEREER

ReplicateSecretToRegionsHl #EE M & CreateSecret,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": "*",
"Condition": {
"Null": {

"secretsmanager:AddReplicaRegions":

ExampleE AFFH I ERBNERTA
THIB KRB RFFTIIFMBIER :

"true"

AWS BB EH
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- EEXBENNEAEAEEIRERINEE BE
- EEXENNEAEREEEE B

JSON

{
"Version":"2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:ReplicateSecretToRegions"

1,

"Resource": "*",

"Condition": {

"ForAllValues:StringlLike": {
"secretsmanager:AddReplicaRegions": [
"us-*",
"ca-*"
]
}
}
}

¥t AWS Secrets Manager B Bi#THIER

AWS Secrets Manager EETHEBERARERREMA K. EEREWEEZIEENRE , BRI AT
THIE AR —ITRE

« N DescribeSecret API #&4E
« #E AWS CloudTrail =4

EEE R
- MRRETAWMBERA , Secrets Manager R E AR EFHBBRIUEZ,
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- MRBDEBWERE , EMEREEELEFHF , EFEER
RemoveRegionsFromReplication API 2/EBRREBRREM A LE,

THIE ERAER kMM — % BFE.
EZNH EESFFEESHRRBHRE,

ERFARUEE , EULUBREFESTHNESRBRE., EXER K EZEEAERYREIRT &

KMS €8 LR E AN REREER

Secrets Manager B L REZNE , ARBEFRHERESTHH KMS EREFNE, NRESEXTERE
A INZE A kms:Decrypt 577 , AIZIBZIMEEER, EFEA KMS R UAN Z@MZRHH
MW#Faws/secretsmanager , ¥REE kms:GenerateDataKey M kms:Encrypt B, FZH the
section called “KMS &#&HIEFT]",

KMS £ EFHAHK T2 KMS €18

MREFEEFHHWNZSBESHRSMBR , Secret Manager MEEZEBNE, WRNZEEFEALS
FRAZSEMBRNMNE S BETMEN BFIERRE , MESCEEMESR |, (IR ELNER,
% Secrets Manager (AN MEEEE R , 552 [ the section called “ME B FZR", B EMRE
EIRIRE , BRI LLEH BT WBRA |, 2 Secrets Manager £ B BIRIINZ ST IR, MEFEE
7, FEHEERENNEESE., REREFRER.

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

H ARBABETERHNED

WENFAMAERSNHEEEN , F2H C(AWS IRFEEZ2EERE) PHEE AWS B,

ERNESFFEEEHERBHBE, 71


https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable

AWS Secrets Manager EREEmR

% B3 % AWS Secrets Manager

FREVBA R BF |, Secrets Manager @ E 4 CloudTrail BB H., WEFMENR , 582 Bthe section called
“f£ 1 528 AWS CloudTrail 7,

B ERA T A NEREE

« £/ Java BU48 Secrets Manager #Z{E

« £/ Python BX{§ Secrets Manager #Z{H

« {£F H1§ Secrets Manager #ZH{E NET

« £ Go HU8 Secrets Manager #Z1{E

 {£M Rust B18 Secrets Manager #Z{E

» £ Amazon Elastic Kubernetes Service £ AWS Secrets Manager # %%
+ £ AWS Lambda EREH £ AWS Secrets Manager # %

« {8 AWS Secrets Manager X EBE

« {8 C++ AWS SDK Hif§ Secrets Manager # % {E

 {# JavaScript AWS SDK Ef§ Secrets Manager ## 18

+ {8 Kotlin AWS SDK Hlf§ Secrets Manager #% &

- £/ PHP AWS B EMHEUS Secrets Manager #Z &

« £/ Ruby AWS R EENS Secrets Manager B {E

- A BUSMEE AWS CLI

- £/ AWS FERENBHEE

« 7£ FfEF AWS Secrets Manager #% AWS Batch

« £ R CloudFormation EX#§ AWS Secrets Manager # %
+ ¥£ GitHub E#* F AWS Secrets Manager #%

+ 7£ GitLab AWS Secrets Manager # {#

« 1£ FfEA AWS Secrets Manager #% AWS loT Greengrass
- BB HEKEGSER AWS Secrets Manager # 3

{#/ Java Ui Secrets Manager W& {E

EEARERTD , £aLUBEBEE{I AWS SDKs BatchGetSecretValuem Al GetSecretValuesk
RERWE, T8 , BEZEFEAAFPIRRECGRIREEHNMZE, REWFE AR SRE W RBREEA
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EEFAMETINEAERERIERE , B LUEA Secrets Manager SQL Connection SEEZ 3 |
LBEER JDBC EFEN, EthFERAAFIRIRE , Btk o] AR Secrets Manager APISEY X
Ko

e

- £/ Java Bl A FimREUENS Secrets Manager B E

- {#£F JDBC ##fit AWS Secrets Manager WZ & A EEHEHRE SQL ERE
- £/ Java AWS B EHEN1S Secrets Manager W8

£ H Java & i A FistREVEN{S Secrets Manager # % {E

FEENR B |, A LAE A Secrets Manager Java EURER T AT IREUA S AS REA . HEEVIRERA 2R
tb# Secrets Manager RHEERE MR, HAFEA Secrets Manager APl EEE B A |, K bk 65 RELA
DR A, MFEZEAUEEREENMERL L , 20 BUSHE,

REBRR "RIEKDEAD (LRU)., , Rt ERBMSEERWER  HEEZZKIIKRDEANBE,
BRERLT , ’EEHE%’J‘HTE%TEIE /AW%’S‘?*O AL R EE IR P EFEEERAVIER | WA AENES
P EL AR I8 B 2 T RE

—HEEREHRISE | RTEREMTIREK, RNEBEFSERMEN, REEFEZEERREE
5 MARBAHEFENRZEM, MREFEFANZ SN | fIMNBREPNEE , FEAREHN
E MR TG %o

EEFRATYE  BLBEHEETYER
- Java 8 ESMAMWFRIRE, F2 [ Oracle 834 L& Java SE T H,

EZETHEAMRRERE , 5520 Secrets Manager Java B REH F i w4 (£ GitHub £).

ERTHFIEEENERSF | 35 Maven pom.xml BRHPIELLT KM, W0FE Maven BEFAE
# , 552 B Apache Maven ERME EM A FIIER,

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-caching-java</artifactId>
<version>1.0.2</version>

</dependency>
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https://maven.apache.org/guides/getting-started/index.html
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REFFT

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

MEFHMES , FE2EFISE,

» SecretCache

» SecretCacheConfiguration

» SecretCacheHook

Example fREUH 2

TR FEH B ENWEFEH Lambda BB, TEESRAEERN 2N REFTERL
MSEER , FFAMREHFRF WY Lambda ¥ , AITSEET I AP,

package com.amazonaws.secretsmanager.caching.examples;
import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;
import com.amazonaws.services.lambda.runtime.lLambdalogger;
import com.amazonaws.secretsmanager.caching.SecretCache;
public class SampleClass implements RequestHandler<String, String> {

private final SecretCache cache = new SecretCache();

@Override public String handleRequest(String secretId, Context context) {
final String secret = cache.getSecretString(secretld);

// Use the secret, return success;
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https://docs.aws.amazon.com/lambda/latest/dg/best-practices.html

AWS Secrets Manager EREEmR

SecretCache

¢ Secrets Manager R W ZCIBBAIRE. & the section called “getSecretString” = the
section called “getSecretBinary” fEREXPEEE R, B LUEBEEEE M the section called
“SecretCacheConfiguration” ¥1#f R ESE , B ERENERE.

MELSEHHNFMET , 52 the section called “Java 2 EL H FimHRE,
BEER

public SecretCache()

SecretCache ¥V FARREEE R,
public SecretCache(AWSSecretsManagerClientBuilder builder)

EF LR A AWSSecretsManagerClientBuilder 3K Secrets Manager i Fim 28 1R
H, fEFAIEEEREEET Secrets Manager A F % , Hlin{E A4 EE B SRIREE,

public SecretCache(AWSSecretsManager client)

fE IR AWSSecretsManagerClient BEMMMZIREL, FHLEBEREBET Secrets
Manager A Fim , flaifE RS E R RIKE

public SecretCache(SecretCacheConfiguration config)

FEREMH the section called “SecretCacheConfiguration” BB IREL,

7k

getSecretString

public String getSecretString(final String secretld)

1% Secrets Manager F#ENFEME, &M String,

getSecretBinary

public ByteBuffer getSecretBinary(final String secretId)
# Secrets Manager F#EEN — ¥ B %, EE ByteBuffer,

refreshNow

public boolean refreshNow(final String secretId) throws
InterruptedException
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R EMBRERE, MREFEBETKAERFER , EEE true , FRAIEEE false,
28 P

public void close()

B BR R BN

SecretCacheConfiguration

the section called “SecretCache” KYIREUVAEREIEE |, i H{ A RELA/DFREMEZENFERBE (TTL).
BEREH

public SecretCacheConfiguration
SecretCacheConfiguration YK FEREBERR.
FE

getClient

public AWSSecretsManager getClient()

fE[E AWSSecretsManagerClient , TRERIEFHEELRLER,

setClient
public void setClient(AWSSecretsManager client)

&[G AWSSecretsManagerClient A FUw , REVE P AR R,

getCacheHook
public SecretCacheHook getCacheHook()

&[0 A A B RENE #F#H80/Y the section called “SecretCacheHook” M.

setCacheHook
public void setCacheHook(SecretCacheHook cacheHook)

SR TE AR ERREVE M/ the section called “SecretCacheHook” 9T Ho

getMaxCacheSize

public int getMaxCacheSize()
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BE&EARBAD, FEERES 1024 EHE,

setMaxCacheSize

public void setMaxCacheSize(int maxCacheSize)
RERAREUARN, FERESR 1024 B,
getCacheltemTTL

public long getCacheItemTTL()

EEREIERMN TTL AZRAEN), ERBPRZRIBL TTL & , REER
AWSSecretsManagerClient HEXM BN ER, FAREA 1 N CLEVBEN),

EE TIL 2 BFERUER  RNGEAIEHREENE, WREALSERBEXR , AIRNESERBR
W=,

setCacheltemTTL
public void setCacheItemTTL(long cacheltemTTL)

BRERBUEEMN TTL (AEMW AEN), BRIV HEBIBI TTL & , REE®
AWSSecretsManagerClient HENMEZHNHER, FAREA 1 M LBV AEN),

getVersionStage

public String getVersionStage()

BOERENWEMRS. NEFAET , F2EUBRE, BRSA "AWSCURRENT",
setVersionStage

public void setVersionStage(String versionStage)
REZRMOWEMRAE, MFFMESA  F2RAUERA, FHFRAS "AWSCURRENT",
SecretCacheConfiguration withClient

public SecretCacheConfiguration withClient(AWSSecretsManager client)

FRIE AWSSecretsManagerClient , AR HEENRE, FRAMBREER SEHH
SecretCacheConfiguration #1#.
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SecretCacheConfiguration withCacheHook

public SecretCacheConfiguration withCacheHook(SecretCacheHook cacheHook)

HEANECERARIBONNEH. FAMREEESENM SecretCacheConfiguration ¥
%,

SecretCacheConfiguration withMaxCacheSize

public SecretCacheConfiguration withMaxCacheSize(int maxCacheSize)
BRERKNREAD, FAFHBREERZEHM SecretCacheConfiguration ¥4,
SecretCacheConfiguration withCacheltemTTL

public SecretCacheConfiguration withCacheItemTTL(long cacheItemTTL)

HRERIMEEN TTL (UAEWAEN), BRI ZEIBI TTL B, R
AwWSSecretsManagerClient HEVMEZNHER, FHAREA 1 /MK CUEVAEN), FAMREESE
BB EHM SecretCacheConfiguration ¥4,

SecretCacheConfiguration withVersionStage

public SecretCacheConfiguration withVersionStage(String versionStage)

REERMNWERE, WEFHEF K F2EBERE, EAMKEERSEHTN
SecretCacheConfiguration #1#.

SecretCacheHook

AR#EMEZ the section called “SecretCache” , B FRERNPHHBHITEENNE.

put
Object put(final Object o)
EREFTRERIFODH,

BRI EFRERIFNDH,

get

Object get(final Object cachedObject)
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TEREUEY W4 R OTE o

BEZ R REVER Y Y4

£/ JDBC #£& AWS Secrets Manager B EAEREFEZE SQL ER
JE2

£ Java EARERH |, O] LUEA Secrets Manager SQL Connection BEE)F2= , FH1FMIE Secrets
Manager AV E A ERHEREE MySQL, PostgreSQL., Oracle, MSSQLServer, Db2 #l Redshift &
HE, SAESHEXNHSTEER IDBC EFEX , FHEUAFER JDBC HIRFEERE, 8
2, YIHEEARERNEAEEBNZEE K MEREEEN 1D, ESHEXFAEEEE S A
%E, AREAREINERERZEERNE, BBRXEFEH Java AFIHREUEREURRE , BLARR
AIER T EEMM Secrets Manager, RIS/ NFEREE -SSR W EHBRERTEHEE—
Ko BEEREMRE , 552 the section called “SecretCacheConfiguration”s

AT LAfE GitHub TEBA KRB TS,
ERAHEREES SQL EREDHER !

- BHEARXSAMERA Java 8 HEFMRA,
- BRBEXERTIZ—
- FEHI JSON TN ERERE, EETERRN , FEREEEERFATREZNEE R
%1% 1Z Retrieve secret value (FEEX#HE), & , 7£ P AWS CLIFEIY get-secret-value,
- Amazon RDS ZE#ZE, HRIHBRENKEE  BUNEETEERKE TR IEREE,

« Amazon Redshift ZE W%, $HRILERWKZR  SABEEEERRE TR AEREE,

MRBRENEREERIHEMED , LERIZ —ERITHNEREIFENE , FEEVERKEEER
HinHMiwO. SR EREREAEABNNTR/EY,. SSM 2BREFSHIEABREFRT
EHER,

EZEREHEXNMEELNERT , 357E Maven ZEER pom.xml A , BERBEXFTEIUTHMK
M, MEFHMET , 5528 Maven Central Repository #8%5 _E#Y Secrets Manager SQL B4R E,

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-jdbc</artifactId>
<version>1.0.12</version>

</dependency>
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WERBE R FERTER B ERSE, MREHKHE Amazon EKS EHTEREER , METAESIMESEEH
TZERNEBE A MARRBRFAG, B ARIERE , 51 com.amazonaws: aws-java-sdk-
sts BARZA 1 #IEZE Gradle X Maven BRERIEABE MM,

EE% secretsmanager.properties #EEFEEE AWS PrivateLink DNS #x 2 URL (215

drivers.vpcEndpointUrl = endpoint URL
drivers.vpcEndpointRegion = endpoint region

EEBETERESE , 5% E AWS_SECRET_JIDBC_REGION RIS ¥
secretsmanager.properties ERHETTHIEE .

drivers.region = region

A ]

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

MEFHMES , FBEFISE,

g4

- BEVERERENER

- EREERBNEREREER

o £/ c3p0 EREEEIELR

« £/ c3p0 EREEFEIBIEEin A EEIEREER

By RENENER

LT HAIRERAAERRZPNBRNERET R EENENER, ERE , BRAIER JDBC W
WREFINERE, WEFMAET  FSHE Java XHHEE LR JDBC EM A,

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance
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// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JIDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( "com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);
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MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newIr

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" ).newInstance()

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver" ).newInstc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
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info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

EIB 18 TE v 1 A E 508 SR M OE AR
T 51 3 450 88 R a0 A 5 PR A 2 P Y B R BR AR TE MY I BE B IR IR 12 T BB EE Y B AR

Amazon RDS SEMEZTNIREER ENHmAEZIE, ZEEMFH Amazon RDS EBZBZHRHNETER
FEEZERE K BEEABHEEELERFE.

ERINEMEFHRZITAREEFENEERNEE , EETES2RRRETRNEREA. S8
EXABERERZNELT. FEERBIREESEREN , FABRENRENGEOEATEES S
wIEY.

Rk SR TEA JOBC ILRERERE. MBEFMAT  FSH Java XA LM JDBC B
Ao

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:mysql://example.com:3306";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns
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// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:postgresql://example.com:5432/database";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newln

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:sqlserver://example.com:1433";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );
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// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the IJDBC driver
Class.forName( "com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" )

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:db2://example.com:50000";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriv

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:redshift://example.com:5439";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);
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ERAEER

5 c3p0 EREREER HER
THEEHIBERIMMAEER c3p0.properties BREVERFEE | LERFEHAEDHEXNZSBEZREIR

BIEBET . B user M jdbcUrl , MAKR ID UREEREE, RE

SR LATE &R [ EUE

RS EREEMEEREER, MFFMEER , F260 Java XHH#EY £ JDBC EfEAH,

W c3p0 WEEMEFA , 5526 Machinery For Change #814 £# c3p0.

MySQL

c3p0.
c3p0.
c3p0.

user=secretId
driverClass=com.amazonaws
jdbcUrl=secretId

PostgreSQL

c3p0.
c3p0.
c3p0.

Oracle

c3p0.
c3p0.
c3p0.

user=secretId

driverClass=com.amazonaws.

jdbcUrl=secretId

user=secretId

driverClass=com.amazonaws.

jdbcUrl=secretId

MSSQLServer

c3p0.
c3p0.
c3p0.

Db2

c3p0.
c3p0.
c3p0.

Redshift

c3p0.

user=secretId

driverClass=com.amazonaws.

jdbcUrl=secretId

user=secretId

driverClass=com.amazonaws.

jdbcUrl=secretId

user=secretId

.secretsmanager.

secretsmanager.

secretsmanager.

secretsmanager.

secretsmanager.

sql.AWSSecretsManagerMySQLDriver

sql.AWSSecretsManagerPostgreSQLDriver

sql.AwWSSecretsManagerOracleDriver

sql.AWSSecretsManagerMSSQLServerDriver

sql.AWSSecretsManagerDb2Driver
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c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
c3p0.jdbcUrl=secretId

£/ c3p0 IEHRER BB 15 TE vin 26 MIE B8 2 M IE R

THEHIRBIMAER EREINEFERE |, Zc3p0.propertiesERMEA BHRER , LB EMN IR
HNMEZEHERRBEDNEAER, RE , B UREE D HEBUERI A H B ET A H A4b &R EER,
MEFMEA , F2H Java XL ER JDBC EfE A,

Amazon RDS S EM AT OIEERENImMANEEE, ZEMFEH Amazon RDS BB MBEARNEER
BEFEZEHE K BEEABHIEEELERE.

ERINEMEFNEPTITAREEFENEERNEE , EETESBRRRETRNEREA. S8
EEAMRRFRBNER, "EERRFREEDERES  FAEBIANRENRAEAFRES S
wIEY.

MySQL

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:mysql://example.com:3306

PostgreSQL

c3p0.user=secretId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:postgresql://example.com:5432/database

Oracle

c3p0.user=secretlId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL

MSSQLServer

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0.jdbcUrl=jdbc-secretsmanager:sqlserver://example.com:1433
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Db2

c3p0@.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
c3p0.jdbcUrl=jdbc-secretsmanager:db2://example.com: 50000

Redshift

c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
c3p0.jdbcUrl=jdbc-secretsmanager:redshift://example.com:5439

5/ Java AWS B EHES Secrets Manager ME {8

EEARRT , B LUEBEIEM AWS SDKs BatchGetSecretValueF Al GetSecretValuesk
REWMMZT, T8 , BERLEAAFIRRERREEHRZE, RERZRSEEIL FFREEA,

- MEBERERBEREREF , AIFEFEA Secrets Manager SQL EZEEEFES | AFERARZHH
BRREBEEHE,

- WAHMBRPNIWE | B Secrets Manager Java BUREUTH |, SiffEH GetSecretValues B
JEMNY SDKBatchGetSecretValue,

THREASEH REUMFEH GetSecretValue,

MEEFT : secretsmanager:GetSecretValue

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.secretsmanager.SecretsManagerClient;

import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueRequest;
import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueResponse;
import software.amazon.awssdk.services.secretsmanager.model.SecretsManagerException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

* For more information, see the following documentation topic:

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-started.html
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* We recommend that you cache your secret values by using client-side caching.

* Caching secrets improves speed and reduces your costs. For more information,
* see the following documentation topic:
*
* https://docs.aws.amazon.com/secretsmanager/latest/userqguide/retrieving-secrets.html
*/
public class GetSecretValue {
public static void main(String[] args) {
final String usage = """

Usage:
<secretName>\s

Where:
secretName - The name of the secret (for example, tutorials/
MyFirstSecret).\s

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String secretName = args[Q];

Region region = Region.US_EAST_1;

SecretsManagerClient secretsClient = SecretsManagerClient.builder()
.region(region)
.build();

getValue(secretsClient, secretName);
secretsClient.close();

public static void getValue(SecretsManagerClient secretsClient, String secretName)

try {
GetSecretValueRequest valueRequest = GetSecretValueRequest.builder()
.secretId(secretName)
.build();

GetSecretValueResponse valueResponse =
secretsClient.getSecretValue(valueRequest);
String secret = valueResponse.secretString();
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System.out.println(secret);

} catch (SecretsManagerException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

#/ Python HU{§ Secrets Manager W& {E

EEARERD , £aLUEBEE{T AWS SDKs BatchGetSecretValuem Al GetSecretValuesk
RERWE, T8 , BEBEFEAAFPIRRICGRIREEHNMFZE, REWZEAIRSRE W RBREEA

3|
« £ Python ¥ F B imREVENS Secrets Manager # & {E

« f£f Python AWS SDK H{§ Secrets Manager %% 1{E
- £/ Python AWS SDK H{§ —#t Secrets Manager ¥# 18

£ A Python &8 FimtREVEN{S Secrets Manager #Z{E

FEENRL R RS | BT LUE M Secrets Manager Python BUREL T A EITIRERSAEEAS SR A5 .  HEEUIRERAY F4
B Secrets Manager RHEEVE R, HRFEA Secrets Manager APl EEREERAS |, Kt HRE
AT LARR IR AR, MEETUEERBZENFIESL L , F2E BEHE,

REBRR "REKDEAD (LRU), , RtERBSAERWER  HEERKIIKIEANBE,
BAREALT , REBNNSEFEE -RWE, SAUREERNPENEEERTAIEER | WA AEES
RN IBE S 6.

—HBENRESE , R ERFHTREL, RNEFETSERIMEN. REEFEZERREA
5 MARBAIHBFERZ M, NREFEFANLZ SN, fINNBREPHNIEE , FEAREHNT
E MR Eo

SRR BLAHEETHIER

« Python 3.6 S E SRS,
* botocore 1.12 RESERA. FZE AWS SDK for Python 1 Botocore,
- setuptools_scm 3.2 EESMA, S @ https://pypi.org/project/setuptools-scm/o
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EETHBAMERE , 5528 Secrets Manager Python ZREY A Fif st (£ GitHub L),

Hll-

BERERM , FEATIGS
$ pip install aws-secretsmanager-caching

REFFT

* secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

MEFHMES , FE2EFISE,

» SecretCache

SecretCacheConfig

SecretCacheHook

@InjectSecretString

@InjectKeywordedSecretString

Examplefifl BUH: 27

LT EHIBERNAAEE B mysecret WREZEREBREE,

import botocore
import botocore.session
from aws_secretsmanager_caching import SecretCache, SecretCacheConfig

client = botocore.session.get_session().create_client('secretsmanager')
cache_config = SecretCacheConfig()

cache = SecretCache( config = cache_config, client = client)

secret = cache.get_secret_string('mysecret')
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SecretCache

#¢ Secrets Manager #EEXM B Z BB AREL, & the section called “get_secret_string” = the
section called “get_secret_binary” ¢ REXPFEENMZ, SR AEBEEBE XK the section called
“SecretCacheConfig” ¥ F{EE , FREREERE,

MEIESEHFINFMENR , 5528 the section called “Python &L B FiwRE,

cache = SecretCache(
config = the section called “SecretCacheConfig”,
client = client

AANFEET :

* get_secret_string

» get_secret_binary

get_secret_string
MR 7 B,

FARFEE

response = cache.get_secret_string(
secret_id='string',
version_stage='string' )

Parameters
« secret_id (F&): [HE] RENZHER ARN,

« version_stage (FH) : LEMBNWEBRAE, WHEFHENR  F2RAUERE, BRER
'"AWSCURRENT',
EEER
string

get_secret_binary

HEER R — U (E,

Python ¥ /A Fim R E 92


https://botocore.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html

AWS Secrets Manager EREEmR

FARFEER

response = cache.get_secret_binary(
secret_id='string',
version_stage='string'

Parameters
- secret_id (F&): [H#E] RFENBBER ARN,

- version_stage (¥ &) : LEMBNWEBRAE, WHFFHER , F2RAUERE, BRER
'"AWSCURRENT',

ekl

base64-encoded F&

SecretCacheConfig

the section called “SecretCache” BV IREXVAEREIEIR | 5l 40 & K RENA /D FIREVEZ B 77 B B/ (TTL),

Parameters
max_cache_size (int)

RARBAN, FERESR 1024 BWE,

exception_retry_delay_base (int)

ERBRNEINEECREFIVE. ARER L.

exception_retry_growth_factor (int)pur

ARFEAMFBRER 2BSERENEREAH, BRES 2.

exception_retry_delay_max (int)

HEAMBEREFFNER LR (U REN). BRER 3600,

default_version_stage (str)

ERENBEBRE, WHEFMRER , F2EUERSE, FEEEA 'AWSCURRENT ',

secret_refresh_interval (int)

ENEERAEMZEACENESYE, FERES 3600,
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secret_cache_hook (SecretCacheHook)

SecretCacheHook HWEMEBINE®E, FARES None,

SecretCacheHook

AR H#MEZR the section called “SecretCache” , AHFRERNFHBBZRTEENNE.

ATAMAFENT :

-+ put

.+ get

put
EREFRERDFPODH.

FARFEER

response = hook.put(
obj='secret_object'

)
Parameters
- obj () - [ F] B ERENRERIH,
AEEEidl
object

get

TEREN Y M4 R ETEE M1

response = hook.get(
obj='secret_object'

)
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Parameters

- obj (W) : [HE] TEMBNMEBIIMH,
EEER

object

@IlnjectSecretString

LEMIEE EEMWR ID £ the section called “SecretCache” fEAE —EME—@ESI B, H£&ER
BEORHRFEE, WHESLBATEFH,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectSecretString ( 'mysecret' , cache )
def function_to_be_decorated( argl, arg2, arg3):

@IlnjectKeywordedSecretString

LEAEE FEEMER ID FH8H the section called “SecretCache” fEAE —EME @S| 8., Ferays|
2R ORI WERY JSON £i8, WBRUKESE JSONEEIHNFE,

HREBE L JSON HRE :

{

"username": "saanvi",
"password": "EXAMPLE-PASSWORD"
}

T % &5 45 B8 7= a0 ] {E R B3 FEEY username # password BY JSON {E.

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()
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@InjectKeywordedSecretString ( secret_id = 'mysecret' , cache = cache ,
func_username = 'username' , func_password = 'password' )
def function_to_be_decorated( func_username, func_password):
print( 'Do something with the func_username and func_password parameters')

£ A Python AWS SDK H{§ Secrets Manager # %8

EEARRSD , £ LUEBEE{I AWS SDKs BatchGetSecretValuem Al GetSecretValuesk
RERBE, T8 , BEBEFEAAPIRRICGRIREEHNMZE, REWF AR SRE W BREEA

HH Python B , 58 Secrets Manager Python BRELTTH SRR get_secret_value 5
batch_get_secret_value B3 SDK,

THRN BB FRENAER GetSecretValue,
MHEEFT : secretsmanager:GetSecretValue

Purpose

Shows how to use the AWS SDK for Python (Boto3) with AWS
Secrets Manager to get a specific of secrets that match a
specified name

import boto3

import logging

from get_secret_value import GetSecretWrapper

# Configure logging
logging.basicConfig(level=1logging.INFO)

def run_scenario(secret_name):

Retrieve a secret from AWS Secrets Manager.

:param secret_name: Name of the secret to retrieve.
:type secret_name: str
try:

# Validate secret_name

if not secret_name:
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raise ValueError("Secret name must be provided.")
# Retrieve the secret by name
client = boto3.client("secretsmanager")
wrapper = GetSecretWrapper(client)
secret = wrapper.get_secret(secret_name)
# Note: Secrets should not be logged.
return secret
except Exception as e:
logging.error(f"Error retrieving secret: {el}")
raise

class GetSecretWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def get_secret(self, secret_name):
Retrieve individual secrets from AWS Secrets Manager using the get_secret_value
API.
This function assumes the stack mentioned in the source code README has been
successfully deployed.
This stack includes 7 secrets, all of which have names beginning with
"mySecret".

:param secret_name: The name of the secret fetched.
:type secret_name: str
try:
get_secret_value_response = self.client.get_secret_value(
SecretId=secret_name
)
logging.info("Secret retrieved successfully.")
return get_secret_value_response["SecretString"]
except self.client.exceptions.ResourceNotFoundException:
msg = f"The requested secret {secret_name} was not found."
logger.info(msg)
return msg
except Exception as e:
logger.error(f"An unknown error occurred: {str(e)}.")
raise
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£ Python AWS SDK H{& —#t Secrets Manager ## &

T AR FE | RE M ENS Secrets Manager B EAVHEIR
DEFF

* secretsmanager:BatchGetSecretValue
« secretsmanager:GetSecretValue BEHE Z SENZEN 7,
- MREFERHIBREE , QAEXERHSE secretsmanager:ListSecrets,

MEF AT BEREH |, 5528 the section called “&34l : #EEUL X P — AWM ZEREFA,

/A Important

MREH VPCE RABEEFEEVEERE C B E D E R ZEHHERR |, 8
BatchGetSecretValue A" 2EEEM#ERE , MEASEE A,

class BatchGetSecretsWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def batch_get_secrets(self, filter_name):
Retrieve multiple secrets from AWS Secrets Manager using the
batch_get_secret_value API.
This function assumes the stack mentioned in the source code README has been
successfully deployed.
This stack includes 7 secrets, all of which have names beginning with
"mySecret".

:param filter_name: The full or partial name of secrets to be fetched.
:type filter_name: str
try:
secrets = []
response = self.client.batch_get_secret_value(
Filters=[{"Key": "name", "Values": [f"{filter_namel}"]13}]
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for secret in response["SecretValues"]:
secrets.append(json.loads(secret["SecretString"]))
if secrets:
logger.info("Secrets retrieved successfully.")
else:
logger.info("Zero secrets returned without error.")
return secrets
except self.client.exceptions.ResourceNotFoundException:
msg = f"One or more requested secrets were not found with filter:
{filter_namel}"
logger.info(msg)
return msg
except Exception as e:
logger.error(f"An unknown error occurred:\n{str(e)l}.")
raise

{# F HUf8 Secrets Manager #Z{E NET

EEARRD , B LUEBEE{T AWS SDKs BatchGetSecretValuem A GetSecretValuesk
RERWEZE, B , BELEHAAPHRIKRIEHWZE, RIWEZE TR SRE L FFRERA,

e
- ERHEERFIRREA NET B8 Secrets Manager 33 {E
« f£F B4 Secrets Manager #%{8 SDK for .NET

FHAEERAFIwmREA NET EU§ Secrets Manager ##{&E

PR EF | AT LA A Secrets Manager NET EUREUTHEITIREVASAS RER . FREVIRER A R4 2R
tb## Secrets Manager FHEERE R, HMAML Secrets Manager APl EERE R A |, Ktk A REL ]
DARREER A, MBS UEREENE S L , 20 BENE,

REBRR "REKDEAD (LRU). , REtERBSEERWER  HEEZRKIIKRDEANBE,
BRELT , REBNESEENEE -RWE, BAUREERNPENEBEEZTHNIEAE | WAl EES
AR E S 6.

—HBENRESE , RIFERFHTREK, RNEFETSERIMENY. REEFEZERREA
5 MARBAIHBFERZEM, NREFEFANLZ SN, fINNBRIPNEE , FEAREHT
E MR E
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HRERATH  ELAEBTHIER -

« .NET Framework 4.6.2 S{E# x4 , =% .NET Standard 2.0 iE#hxZA, 552 Microsoft #us £
BWTE NET,

- AR NET B AWS SDK, 28 the section called “AWS SDKs”,

i

\

HETHFEMERXE  F2H8 NET REAFix (£ GitHub L),

EEFARE , FELABEENABTER K ARMEH GetSecretString =X GetSecretBinary ##
., fEEfEREE , RENE & EE M IREUER,

HEEMERMES

. HTUTEE—IE
- HELBHNEBERBES , HITTH NETCLI 5,

dotnet add package AWSSDK.SecretsManager.Caching --version 1.0.6

 BUTEHSEHEELH .csproj BRF,

<ItemGroup>
<PackageReference Include="AWSSDK.SecretsManager.Caching" Version="1.0.6" /

>

</ItemGroup>

REFFT

» secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

MEFHMES , FBEFISE,

» SecretsManagerCache

» SecretCacheConfiguration

» |SecretCacheHook
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ExamplefER R4 2

THRNIBEFIEREINE B MySecret ZWENF N,

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{

public class CachingExample

{

private const string MySecretName ="MySecret";
private SecretsManagerCache cache = new SecretsManagerCache();

public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)

{

string MySecret = await cache.GetSecretString(MySecretName);

// Use the secret, return success

ExamplefR EFZ M (TTL) RENEFH R IBIFEERE

THRABEFRARBMIME A MySecret WMER , Ii§ TTL RNEMBEEFSERBRES 24 NEFH
H o

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{

public class CachingExample

{

private const string MySecretName = "MySecret";

private static SecretCacheConfiguration cacheConfiguration = new
SecretCacheConfiguration
{
CacheItemTTL = 86400000

i
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private SecretsManagerCache cache = new
SecretsManagerCache(cacheConfiguration);

public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)

{
string mySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
}
SecretsManagerCache

¢ Secrets Manager R W ZCIERBAIRE. & the section called “GetSecretString” = the
section called “GetSecretBinary” feREX P I E . LA SUEBEEBE A the section called
“SecretCacheConfiguration” ¥1#f R {EE , B ERENERE.

MESESHFNFMET , F2E the section called “EH A FimREA NET,

=3 LT

public SecretsManagerCache()

SecretsManagerCache ¥4 MFEREBEN,

public SecretsManagerCache(IAmazonSecretsManager secretsManager)

{5 F LUR 89 AmazonSecretsManagerClient 239 Secrets Manager Fi Fimn EBHTRE. FMA L
BB TLLEET Secrets Manager AAF % , IR EEHSHE,

Parameters

secretsManager

WP AR B AmazonSecretsManagerClient

public SecretsManagerCache(SecretCacheConfiguration config)

F AR the section called “SecretCacheConfiguration” B W RIREN, FHLERBERR
ERE , fINERBNREZEERELENEENEE,
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Parameters

config

BEREVEREE AR the section called “SecretCacheConfiguration”s

public SecretsManagerCache(IAmazonSecretsManager secretsManager,
SecretCacheConfiguration config)

R AR H B AmazonSecretsManagerClient 1 the section called “SecretCacheConfiguration” 2
MK Secrets Manager A FimZB#T IR FEALEBE XA LLBET SSecrets Manager Al Fif |
Bl FERSE RSN mMILEEERN , FAIUERNEZHERHEHEENER,

Parameters

secretsManager

PRI AmazonSecretsManagerClients

config

BEREVEREE AR the section called “SecretCacheConfiguration”,

FE

GetSecretString

public async Task<String> GetSecretString(String secretId)
# Secrets Manager FHEEVFE B R,

Parameters

secretld

EREZ WEZEN ARN HEHE,

GetSecretBinary
public async Task<byte[]> GetSecretBinary(String secretld)

# Secrets Manager H#EEL — VR,
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Parameters

secretld

ERE 2 WEN ARN HEHE,

RefreshNowAsync

public async Task<bool> RefreshNowAsync(String secretId)

7K Secrets Manager BWMHE , Y FEREMEEREFRRE, MRLIFRAVREER |, AFEL
—fEFH . MREFEEKY , HEED true,

Parameters

secretld

EEZ WER ARN &,

GetCachedSecret
public SecretCacheltem GetCachedSecret(string secretlId)

MRFEAREA , AEREEMZNIREIER, B8, 1€ Secrets Manager H #EE #2536 22 37 #THY
REVIE R,

Parameters

secretld

BB WZH ARN HEH,

SecretCacheConfiguration

the section called “SecretsManagerCache” B IREXAHREIZIE , {5l 20 &x K IRENA /DN FIR ER B 23 1Y 17 68 s
Faﬂ (TTL)o

Properties
CacheltemTTL

public uint CacheItemTTL { get; set; }
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REVCER M TTL (AZRAEN), FARES 3600000 EWEH 1 /N, LFBRA 4294967295 R |, X
A 49.7 R,

MaxCacheSize

public ushort MaxCacheSize { get; set; }
BAREUK/DN, FERRER 1024 ERE, &% 65,535 @,

VersionStage

public string VersionStage { get; set; }

ERIMVWBERER, MBPFMER , FBRMERAS. FHERS "AWSCURRENT",
A F i

public IAmazonSecretsManager Client { get; set; }

R REE M ZH AmazonSecretsManagerClient, #1382 null , BIREREHTEBL—BFROAS
ﬁfl'uﬁo ﬁ%ﬁﬁk’ null,

CacheHook
public ISecretCacheHook CacheHook { get; set; }

the section called “ISecretCacheHook”,

ISecretCacheHook
FRA#MES the section called “SecretsManagerCache” , LA 17 BIE IRENF I BB HITEMER N E
FiE

RiE

object Put(object o);
EREFBIEREP R
BRI EFRERIFNDHE
g

object Get(object cachedObject);
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TEREUEY W4 R OTE o
B e Z 1 REVE = By Y4

{# F HY18 Secrets Manager #Z {8 SDK for .NET

EERARRTD , B LUEBEIEM AWS SDKs BatchGetSecretValueF A GetSecretValuesk
REMMWZ, B , BERLEARAFIRRERREEHRZE, RERZTRSEE L FFREEA.

WA NET ERRR , 55# M Secrets Manager NET 2 IREL T4 E A GetSecretValue 5
BatchGetSecretValue E#M I SDK,

THREXIFEFI REBAMIEH GetSecretValue,

HEFHFT : secretsmanager:GetSecretValue

using System;

using System.IO;

using System.Threading.Tasks;
using Amazon.SecretsManager;

using Amazon.SecretsManager.Model;

/// <summary>
/// This example uses the Amazon Web Service Secrets Manager to retrieve
/// the secret value for the provided secret name.
/// </summary>
public class GetSecretValue
{
/// <summary>
/// The main method initializes the necessary values and then calls
/// the GetSecretAsync and DecodeString methods to get the decoded
/// secret value for the secret named in secretName.
/// </summary>
public static async Task Main()
{
string secretName = "<<{{MySecretName}}>>";
string secret;

IAmazonSecretsManager client = new AmazonSecretsManagerClient();
var response = await GetSecretAsync(client, secretName);

if (response is not null)

{
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secret = DecodeString(response);

if (!string.IsNullOrEmpty(secret))

{
Console.WriteLine($"The decoded secret value is: {secret}.");
}
else
{
Console.WritelLine("No secret value was returned.");
}

/// <summary>
/// Retrieves the secret value given the name of the secret to
/// retrieve.
/// </summary>
/// <param name="client">The client object used to retrieve the secret
/// value for the given secret name.</param>
/// <param name="secretName'">The name of the secret value to retrieve.</param>
/// <returns>The GetSecretValueReponse object returned by
/// GetSecretValueAsync.</returns>
public static async Task<GetSecretValueResponse> GetSecretAsync(
IAmazonSecretsManager client,
string secretName)

{
GetSecretValueRequest request = new GetSecretValueRequest()
{
SecretId = secretName,
VersionStage = "AWSCURRENT", // VersionStage defaults to AWSCURRENT if
unspecified.
};

GetSecretValueResponse response = null;

// For the sake of simplicity, this example handles only the most
// general SecretsManager exception.

try
{
response = await client.GetSecretValueAsync(request);
}
catch (AmazonSecretsManagerException e)
{

Console.WriteLine($"Error: {e.Messagel}");
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}

return response;

/// <summary>
/// Decodes the secret returned by the call to GetSecretValueAsync and
/// returns it to the calling program.
/// </summary>
/// <param name="response'">A GetSecretValueResponse object containing
/// the requested secret value returned by GetSecretValueAsync.</param>
/// <returns>A string representing the decoded secret value.</returns>
public static string DecodeString(GetSecretValueResponse response)
{
// Decrypts secret using the associated AWS Key Management Service
// Customer Master Key (CMK.) Depending on whether the secret is a
// string or binary value, one of these fields will be populated.
if (response.SecretString is not null)

{
var secret = response.SecretString;
return secret;
}
else if (response.SecretBinary is not null)
{

var memoryStream = response.SecretBinary;

StreamReader reader = new StreamReader(memoryStream);

string decodedBinarySecret =
System.Text.Encoding.UTF8.GetString(Convert.FromBase64String(reader.ReadToEnd()));

return decodedBinarySecret;

}

else

{

return string.Empty;

£/ Go H\f§ Secrets Manager B Z{E

EEARRS , £aLUEBEE{AI AWS SDKs BatchGetSecretValuem M Al GetSecretValuesk
RERWE, T8 , BREFERAAPHRERREEHREE, REBEIRSEE L BRERA,
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&

- £/ Go LA FimtRENENE Secrets Manager ¥Z 18

« £/ Go AWS BB EHEUS Secrets Manager #Z 18

5/ Go £ B FimtREVES Secrets Manager #Z1{E

PR BB |, A LAE A Secrets Manager Go ZREUTHH#ETIREVAAGRER . MEVRERI B E L
£ Secrets Manager FHIEVE R, HMRMEI Secrets Manager APl EEEE KA , B itk {3 5 RER 7] LA
BRAKR A, MFEUBEBBENIES L , F28 BUSHE,

’H{HRBZ%E' "RV ERAN (LRU), , ALERDMMSRAERZMERR K HEERKEHKOEANKE.
RIERT , RS/ NG EHREE— /AW'?E\O SR LA EE R P EMBEERAVIER | WA LEED
%&ﬁﬂﬂ%%ﬁiﬁ%%%ﬁm

—HEERENRISE  RTEREMTIROEK, RNEEFSERMAN, REEFEZEERREE
5 MARBAIHEFENRZEM, MREFEFANZ SN | fIMNBRIPNEE , FEAREHT
E MR TG %o

HEERATN  BLEABETIIEE .

« AWS B AR Go #J SDK, 2B the section called “AWS SDKs”,

EETHFAMERE , 5528 Secrets Manager Go REUA Fif (£ GitHub £).

FHERE Go F?ﬁﬁ%fﬁ E%% B Go *EE_tan-I-m:l .=.’ﬁ'§MEJ:E'J Golang Ao
=5

* secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

MEFHMES , F2H %

FS

\2}

« B A Cache
- & A CacheConfig
« 8 A CacheHook
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ExamplefER R4 2

T 572 X 5 &) B R BN B 1Y Lambda BRE,

package main

import (
"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-secretsmanager-caching-go/secretcache"

var (
secretCache, _ = secretcache.New()

func HandleRequest(secretId string) string {
result, _ := secretCache.GetSecretString(secretId)

// Use the secret, return success

}

func main() {
lambda. Start( HandleRequest)
}

# A Cache

# Secrets Manager R R HCIBBAMRE, £ A the section called “GetSecretString” = the
section called “GetSecretBinary” fEREL H EEEFSE R o

T 51 €8 51 R A0AT 3R TE R ENGR TE o

kg

// Create a custom secretsmanager client
client := getCustomClient()

// Create a custom CacheConfig struct

config := secretcache. CacheConfig{
MaxCacheSize: secretcache.DefaultMaxCacheSize + 10,
VersionStage: secretcache.DefaultVersionStage,
CacheIltemTTL: secretcache.DefaultCacheltemTTL,

// Instantiate the cache
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cache, _ := secretcache.New(
func( c *secretcache.Cache) { c. CacheConfig = config },
func( c *secretcache.Cache) { c. Client = client 1},

MESESEHIMNEMER , 5528 the section called “FE A A FiwRE .
FE
g

func New(optFns ...func(*Cache)) (*Cache, error)

FRINEEREEREFNZIRE , BRIEATFERE, N ITERBRIKBIL SecretsManager A Fiw. #%
CacheConfig #1181t BTEERE., FEAFERNZAK/DELR LRU REL

GetSecretString

func (c *Cache) GetSecretString(secretId string) (string, error)
GetSecretString ftREVPEISMEFEE , ARNEENE ID. RBREXN , EERZEFHENMIEER,
GetSecretStringWithStage

func (c *Cache) GetSecretStringWithStage(secretld string, versionStage
string) (string, error)

GetSecretStringWithStage fERENVF IS MW EFHRE , AREEWE ID MRAFEE, MRBEXE,
EEWE T RS,

GetSecretBinary
func (c *Cache) GetSecretBinary(secretId string) ([]byte, error) {

GetSecretBinary fEREVPEVSME —EAEH , AREEWE ID. MREEXRK , AERME MM
i

GetSecretBinaryWithStage

func (c *Cache) GetSecretBinaryWithStage(secretId string, versionStage
string) ([]byte, error)

GetSecretBinaryWithStage {EREXVFEVSHWE —#EMNE , AREEMWE ID MRAFMREER. WREMEX
B, AEE M — M EEER,
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& A CacheConfig

IREXAYIRENAR AR TR |, BN &R RAREUA/D, FRERIRAPE XM IRINV Z N F B B (TTL)o

type CacheConfig struct {

// The maximum cache size. The default is 1024 secrets.
MaxCacheSize int

// The TTL of a cache item in nanoseconds. The default is

// 3.6e10712 ns or 1 hour.

CacheItemTTL int64

// The version of secrets that you want to cache. The default
// is "AWSCURRENT".

VersionStage string

// Used to hook in-memory cache updates.
Hook CacheHook

# A CacheHook

RAREMERIREL , UEFRERRPHHEAITEENE,
F*E

HE

Put(data interface{}) interface{}
EREFRERDPAODH.

&

Get(data interface{}) interface{}

RIRE P T E 4
£/ Go AWS B EHES Secrets Manager #Z &

EEARRD , £aLUEBEE{T AWS SDKs BatchGetSecretValuef A GetSecretValuesk
RERWE, T8 , BEBEFEAAFPIRRICGRIREEHNMZE, REWFEAIRSRE W RBREEA,
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N Go EARER , 3 Secrets Manager Go BREVTH AR GetSecretValue
BatchGetSecretValue B SDK,

T 52 X 15 5 78 7~ a0 {ATER4§ Secrets Manager #Z&{E,

PEFFA : secretsmanager:GetSecretValue

// Use this code snippet in your app.

// If you need more information about configurations or implementing the sample code,
visit the AWS docs:

// https://aws.github.io/aws-sdk-go-v2/docs/getting-started/

import (
"context"
Illogll

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/secretsmanager"

)

func main() {
secretName := "<<{{MySecretName}}>>"
region := "<<{{MyRegionName}}>>"

config, err := config.LoadDefaultConfig(context.TODO(), config.WithRegion(region))
if err != nil {

log.Fatal(err)
}

// Create Secrets Manager client
svc := secretsmanager.NewFromConfig(config)

input := &secretsmanager.GetSecretValueInput{
SecretId: aws.String(secretName),
VersionStage: aws.String("AWSCURRENT"), // VersionStage defaults to AWSCURRENT if
unspecified

}

result, err := svc.GetSecretValue(context.TODO(), input)
if err != nil {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
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log.Fatal(err.Error())
}

// Decrypts secret using the associated KMS key.
var secretString string = *result.SecretString

// Your code goes here.

£ Rust B\18 Secrets Manager # & &

EEARRGD , £ LUEBEE{I AWS SDKs BatchGetSecretValue® M GetSecretValuesk
REWMMWZ, B , BRLEAAFIRRERREEHNRZE, TR ZRTRSEEIL FFREEA,

ES]

« £/ Rust B A FintREENE Secrets Manager ¥ %8
£/ Rust AWS SDK Hl4§ Secrets Manager #Z1{&

£/ Rust %t A Fiw REVENS Secrets Manager M2 {E

P ERER |, WA BAEA Secrets Manager Rust 2 REUT A RIREN B A B A, BEEVRERAI
b1 Secrets Manager FHEENEMR, HRFEY Secrets Manager APl ZELE A , K I A IRER
AR AR, MEETUHBEENE R , F2E BSHE,

REBRRLELSY (FIFO) , A ERMLARREWER , SRREFENUR, FEREBEALT , REE
PREMEBEE-RWE, SUNURETIIEE :

* max_size - EBHREREFMNMEZR , EHEBNRIBEZHE LR,
c ttl - EREENBEWERE 28 , REVEB RSB RN EEER.

RENEFEFTIERIMAY, RENEFEEERRIAE , MARBLHFENRZ S, NREFEENN
Z2M , PIIMBZRIFHIEER | FERA RN SRS RREL,

EEGH T BAEEFBEHR I Rust 2021 B IREtokio, MEFMEN , 552 F Rust X%
FTEES YL LM AP,

EETHERERHBRENG , 5528 GitHub £ Secrets Manager Rust ZURELA F i Tt o

EEREREHS  FEATIGT.
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ERAEER

cargo add aws_secretsmanager_caching

A

* secretsmanager:DescribeSecret

+ secretsmanager:GetSecretValue

MEFHMES , FBEFISE,

ExamplefEUH 2

THSEHBRAAIEIE R A MyTest <HEBENUEE.

use aws_secretsmanager_caching::SecretsManagerCachingClient;

use std::num::NonZeroUsize;

use std::time: :Duration;

let client = match SecretsManagerCachingClient: :default(
NonZeroUsize: :new(1@).unwrap(),
Duration::from_secs(60),

)

.await

{
Ok(c) => c,
Err(_) => panic!("Handle this error"),

};

let secret_string = match client.get_secret_value("MyTest", None, None).await {
Ok(s) => s.secret_string.unwrap(),

};

Err(_) => panic!("Handle this error"),

// Your code here

Examplef£ i BT A& B 5T A F im#h 17 {8 88 L tREX
THIEHIREBUMAERER , RRMEBBR MyTest ZWBENWEE,

let config = aws_config::load_defaults(BehaviorVersion::latest())

.await
.into_builder()
.region(Region::from_static("us-west-2"))

S EAFHREM Rust
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.build();

let asm_builder = aws_sdk_secretsmanager::config::Builder::from(&config);

let client = match SecretsManagerCachingClient::from_builder(
asm_builder,
NonZeroUsize: :new(1@).unwrap(),
Duration::from_secs(60),

)
.await
{
Ok(c) => c,
Err(_) => panic!("Handle this error"),
I

let secret_string = client
.get_secret_value("MyTest", None, None)
.await

{
Ok(c) => c.secret_string.unwrap(),
Err(_) => panic!("Handle this error"),

};

// Your code here

£/ Rust AWS SDK El#§ Secrets Manager ##{E

EEARRD , £ LUEBEE{T AWS SDKs BatchGetSecretValuem A GetSecretValuesk
RERBE, T8 , BEBEFEAAFPIRRICRIEEHNMFE, RERF AR SRE I RBRIEEA,

HHA Rust BARR , 558 M Secrets Manager Rust 2 REL T4 , S fEMA GetSecretValue 5
BatchGetSecretValue E M1} SDK,

T 52X S & 657 = a1 B8 Secrets Manager M2 {H.

HEEFA : secretsmanager:GetSecretValue

async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));
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ok(())

£ Amazon Elastic Kubernetes Service F{#EH AWS Secrets
Manager ¥

EEASKE AWS Secrets Manager (ASCP) WM Z R A &7 Amazon EKS Pod FIVHES | BRI L
5 AWS Kubernetes Secrets Store CSI Driver B Secrets and Configuration Provider, ASCP 7] £
#1117 Amazon EC2 EiEhE#4H#Y Amazon Elastic Kubernetes Service 1.17+ #EE#FEH. X E Amazon
EC2 Ei%hiE4#H. AWS Fargate i&iB ASCP , A LLTE Secrets Manager P EHMEE BN T , R
#%BEB1E Amazon EKS L#{THW TEEHMEUELERE, NMRENMBEETE JSON BN ZEE/E
¥, B LUEREERE Amazon EKS M EVE/EY . ASCP A JMESPath EEZREB W PRV E
E¥t, ASCP thA[EE Parameter Store 28R EMA. ASCP REMEMEA Amazon EKS #1T & 7 5
B HE, F—EHEERAREIREDN IAM A€ (IRSA), F=EHEMER Pod B2H5. SEHEER
EHERNERARS,

BEHERHKIES IAM & (IRSA) 9 ASCP

BEERIEIRS IAM £ (IRSA) B9 ASCP TEEHE KB HWHZHEH AWS Secrets Manager A
Amazon EKS Pod HHER, AZEBERAR TIER

s BREZKWEHEAS Pod PFER,

« &1 Amazon EC2 Ei B EH B EH Amazon EKS 1.17 IixERE# AR A,

o BEER JSON AW R ERMEUS ENR/EL,

WMEFHMERN , F2Bthe section called “/#§ ASCP B2 Amazon EKS K IRSA #&”,
B H Pod B2 A8 ASCP

54 EKS Pod &7 #BI#y ASCP

B Pod Identity ¥ ASCP A i@ R 24 | WHE{L7E Amazon EKS FIFERMENERE, W EE
THRATHEEER :

o BEEXE Pod BIRETERMNWTUEE,
o #{FEH Amazon EKS 1.24 xR EFH R4,
o BEEWEMALETERM,
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WTEFMMEEA |, 552 BIthe section called “#% ASCP E2 Amazon EKS Pod &2 B B4,
BEIEENSE

REEH IRSA HJ ASCP FMEH Pod 7 #BIK ASCP B , FEE TIIEE .

« Amazon EKSversion : Pod 9 & BIEE Amazon EKS 1.24 IR EShRA , M CSI| EREFE X 7T B4
Amazon EKS 1.17 IR E SR A BB FH.

« R2FR : Pod 2 RBITE Pod BiRIZAERMATIRS,
* XMHEE : Pod SO BABEEAREREFRARE
« BEHM : Pod 50 RBIBEEEREEBRBIRFHER , BILRE.

EEEFTEESEERE Amazon EKS IRIEMN 5 3%,
=45 E AR Amazon EKS B ASCP

AEIER A AL % Amazon EKS B AWS Secrets and Configuration Provider, £/ ASCP , & AJ LAt

Secrets Manager &8 W% , W K S B E AWS Systems Manager £ Amazon EKS Pod FHI#E
2=

<o

SRR

« Amazon EKS #5%
- BEAR Pod &7 @EBIH 1.24 R EFRA
- EAR IRSA M 1.17 IR EFIRAE

- AWS CLI ERZEMRER

- B4 Amazon EKS EE£ R MELE kubectl

* Helm (3.0 MR EHhRA)

ZEHMEKE ASCP

& T E secrets-store-csi-provider-aws 12 EH#Y GitHub HUi§ ASCP, REEEESHARENMEEH
W EH YAML R,

ELEHR |, B Ll ASCP SR EAMER FIPS i H, MBREBE | 552 M the section called
“Secrets Manager % 25"
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Z 4 ASCP % EKS Hf it

1. R eksctl(Z#IER)
2. BTG, NFERERRE My

eksctl create addon --cluster <your_cluster> --name aws-secrets-store-csi-driver-
provider

MREBEREMMAYE , FRABITTILZESRT

aws eks create-addon --cluster-name <your_cluster> --addon-name aws-secrets-store-
csi-driver-provider --configuration-values 'file://path/to/config.yaml’

HEREERTLZ YAML 5 JSON R, HEEEFM I THNBERERER
a. BITRSIEGS , WET KT SR

aws eks describe-addon-versions --addon-name aws-secrets-store-csi-driver-
provider

b. HATTIGmTUAEEM MTHNBERERER | <version>i§ MR A L — AL BRI WA

aws eks describe-addon-configuration --addon-name aws-secrets-store-csi-driver-
provider --addon-version <version>

£ Helm &8 ASCP

1. REFRRFEEQOSZHER , FFEA helm repo update.
2. ZRHEBER, LLTR helm installésSHIEEH :

helm install -n kube-system secrets-provider-aws aws-secrets-manager/secrets-store-
csi-driver-provider-aws

a. BHEMFMAFIPS % , BEHIE T HIERE : --set useFipsEndpoint=true

b. BEFXRERR , FFIETHERE : --set-json 'k8sThrottlingParams={"qps":
"number of queries per second", "burst": "number of queries per
second"}"'
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c. WMREBMWEECLZHK Secrets Store CS| BENFER |, FEIHIE T HEAZ : --set secrets-
store-csi-driver.install=false., iEA&#&iB L% Secrets Store CSI BREIFZ = A 4H
fii

FRMBEETN YAML E1TRE
- FEATI®HS.

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/deployment/aws-provider-installer.yaml

BRELE
EEEHHE EKS #5. Secrets Store CS| EREFEX M ASCP AHERNLZE  FEB/ TSR :
1. BRR EKS E£ .

eksctl get cluster --name clusterName

W EEREENMEEBEENR.
2. B Secrets Store CS| ERBIFE R R4 :

kubectl get pods -n kube-system -1 app=secrets-store-csi-driver

BREZEEDNEBBELA csi-secrets-store-secrets-store-csi-driver-xxx B Pod
EE#HIT,

3. ERR ASCP AHMMEAMRE

YAML installation

$ kubectl get pods -n kube-system -1 app=csi-secrets-store-provider-aws

B HH A -
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NAME READY STATUS RESTARTS AGE
csi-secrets-store-provider-aws-12345 1/1 Running 0 2m

Helm installation

$ kubectl get pods -n kube-system -1 app=secrets-store-csi-driver-provider-aws

B g
NAME READY STATUS RESTARTS
AGE
secrets-provider-aws-secrets-store-csi-driver-provider-67890 1/1
Running 0 2m

BEZEEEIER Running AREEM Pod,

HTELM TR MR—IIFE#RE  LEXSEIMETABENT , MERBEMER. OR
BEFEBE , BT EREABBEZIE Pod BB , LUEITREHHE

SEHEDFAE
1. BHERE ASCP REEMNHEE , BT :

kubectl logs -n kube-system -1 app=csi-secrets-store-provider-aws

2. #Ekube-systeminBZ B A Pod MIAREE :

kubectl -n kube-system get pods

kubectl -n kube-system logs pod/PODID

2 CSI BR 2N ASCP MEBE AT A Pod #EZER "HITH .1 K&
3. #ME CSIEHERXRA

kubectl get csidriver secrets-store.csi.k8s.io -o yaml
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tin T EEE %% CSI BBEXNHEEEN.

HE R

MEBAMAEE Amazon EKS £ ASCP BVEHHMEM , F2R TIEIR

ﬂl
\

« }&H Amazon EKS 8 Pod &% %5l
« GitHub EKIAWS Secrets Store CS| EREIFE R,

A AWS R FNBAEIR M #E CSI ¥ Amazon EKS Y Pod &%

AWS Secrets and Configuration Provider &2 Pod Identity Agent for Amazon Elastic Kubernetes
Service & , AT AT Amazon EKS L#ITHEARNIRHIERN L%, ELERERENEE. #®
Secrets Manager & AWS Systems Manager 287K EER#Z NS HHF , Pod Identity A &1L
Amazon EKS B IAM & 73 88 3%

Amazon EKS Pod &7 BI3EiB R FF E#%EIB Amazon EKS NHERENT. BLLTHEE , WHKRE
Amazon EKS fl IAM BRI 2 BN ER , B{LERE Kubernetes FEREX IAM FF I REF. Pod &
PR TRELBEZEEEFEHE— IAM AE , MEZEHNGEERE , XXEACTEREES , UE

BEBAENEERES, EEAEATEATEACEEFRAFTTERRRECHRERE , EURBHEFE
BRI AWS BERNFE , igER LM,

BRI

1. Pod 2 &I A#E IAM £ ®igRE Pod.
2. ASCP EA It B & 1TE 2 8FE AWS R,
3. RESEHE , ASCP fEHGE RN WS |, WAEHIRMHL Pod,

MEFHMEN , 5528 (Amazon EKS EAEIER) M T # Amazon EKS Pod & 7 3 B8V iE1ES
30
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https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
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https://docs.aws.amazon.com/eks/latest/userguide/pod-id-how-it-works.html

AWS Secrets Manager EREEmR

FORIFAF

/A Important
EZimFH Amazon EKS %1 Pod &5 #5l. Amazon EC2 #4178 L# Amazon EKS
Anywhere, Red Hat OpenShift Service on AWS = B REE & Kubernetes #ET X E LI

o
Beo

« Amazon EKS # £ (1.24 IR EHhA)
. &1 17HL AWS CLI f1 Amazon EKS #%£ kubectl
- FHRE AWS tRE ( ARBIIRFEZE )

Z % Amazon EKS Pod & 7 & B EREN
EEM Pod BRI EESEEER , BHUERE Amazon EKS Pod § 75 #BIRERX M TH.
%% Pod 7@ BIRERER

EEE 28 Pod Identity Agent Bt bl o4 -

eksctl create addon \
--name eks-pod-identity-agent \
--cluster clusterName \
--region region

£/ Pod & 75 BI5%E ASCP

1. BMFFAERK , # Pod EEERWMEZR F secretsmanager:GetSecretValueH
secretsmanager:DescribeSecretiFfd., MFBBREH , FFS [ the section called “€3 4l :

AR EO A 44 R 18 1) B BR Y B AT
2. EYH Amazon EKS IRF ERIBERN IAM B , AR Pod &5 &5 :

JSON

"Version":"2012-10-17",
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https://aws.amazon.com/eks/eks-anywhere/
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"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
}I
"Action": [
"sts:AssumeRole",
"sts:TagSession"
]
}
]
}

% IAM R EZZEAS

aws iam attach-role-policy \
--role-name MY_ROLE \
--policy-arn POLICY_ARN

3. EY Pod @RI, MESES , 5526 (Amazon EKS R EIERE) FHE Pod & 55!
L)

4. H3 SecretProviderClass , ¥8EETE Pod R EWE :

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/examples/ExampleSecretProviderClass-PodIdentity.yaml

£ IRSA F1 Pod 8952 , SecretProviderClass FEZEREASH
usePodIdentity, ERTRES D REF EMWZAMM. RIEERK , cEERAFERARBEIRS
# 1AM A (IRSA).

- BEMEH EKS Pod 5285 , FFERA THMEME : "true", "True", "TRUE", "t",
"T"o

- ZEAEMEH IRSA , BREATYE[AE : "false", "False", "FALSE", "f", or
llFll°

5. & THEHHEWEM Pod/mnt/secrets-store :

# ASCP B2 Amazon EKS Pod &9 & BI&4& 124
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kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/examples/ExampleDeployment-PodIdentity.yaml

6. ﬂﬂ%ffﬁﬁﬁﬁﬂ\ﬁ Amazon EKS #5 , EHEBEFEN VPC BB AWS STS in%. NEEHRE
B E R | 55260 AWS Identity and Access Management User Guide ##3 Interface VPC
endpomtso

FERTFUEREC EREE  FHTTIHT

kubectl exec -it $(kubectl get pods | awk '/pod-identity-deployment/{print $1}' | head
-1) -- cat /mnt/secrets-store/MySecret

% E Amazon EKS Pod Identity LA7FEX Secrets Manager H # #: %

1. BMUFFIER , #& Pod BEEFRMMERF secretsmanager:GetSecretValueH
secretsmanager'DescribeSecretE‘FﬁIo MFBEREH] , 528 the section called “Eifl :
B B R E B AR B R BT E o

2. MRBBEREWE , 551 Secrets Manager P I WER,

il 37950

BRI LUEB R Pod ZBERBIR KL HEER.
EEERRHRNERAR

1. FEATH&GSEE Pod BEE, RTHEHAERGRZER , 5EH -n NAMESPACE,

kubectl get pods

2. BEHR Pod, BETHIGESH , &% PoDID ERBEL—ESBHKRIIN Pod F8 Pod ID,
MRTERTERGRED , 35FH -n NAMESPACE,

kubectl describe pod/PODID
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HEEE ASCP WiER

EFEEREBEAFHIESRESER , BETIHGSH , &% PODID £ csi-secrets-store-
provider-aws Pod 89 1D,

kubectl -n kube-system get pods
kubectl -n kube-system logs pod/PODID

{5 AWS Secrets and Configuration Provider CSI & Bt fR#E 1R F (IRSA) B
IAM A&

£

.« FTRIFH

« BREFEUES

- BRI EHEAIHE
- SREPEAE

FORIFAF

« Amazon EKS E £ (1.17 IR EHhRA)
« i&EIB 7HL AWS CLI #1 Amazon EKS # £ kubectl

RUE FEUE S

ASCP &#iE! Amazon EKS Pod &7 #5 , WAHRXBA IAM B, LR LE IAM BEH A IAM
ABRET. E ASCP #{E IAM Ak , CEFNERENHE. RIFEHEHE AM BECEYH
Bf  SRAIEMRSR[ELZFEDME,

& F Amazon EKS Pod 77HX Secrets Manager #4259 #E R

1. BYFFABXR , & Pod BEEFRNMERF secretsmanager:GetSecretValue#
secretsmanager:DescribeSecretiFf /., MFBBREH , FFS [ the section called “€3 4l :
B BRI R B B B B R BT Ao

2. WRMEKREBI , FHHELEET IAM OpenlD Connect (OIDC) 2t&, MEFMENR , F2H

{Amazon EKS &) PN AEMNEEZE IAM OIDC 59 R#HE,

# ASCP B2 Amazon EKS #J IRSA B& 126


https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
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3. BIUMRBIIERFH IAM A , THBREREZAC, WEFHER , F28 (Amazon EKS £ A
Eigm) PHENERBERFH IAM A€,

4. WMREFERAFE Amazon EKS HE |, BREBRSFEMN VPC EF AWS STS inl, EHEE
MIREER | 552 B AWS Identity and Access Management User Guide ##Y Interface VPC
endpoints.

Aok ol B R M R

ZEME ASCP £ Amazon EKS i SR EARBRRK LMIESR , FFE I the section called
“SecretProviderClass” YAML &2, SecretProviderClass SIHEHFHNHBZNEHHRNERS
8. SecretProviderClass #EEHZZH Amazon EKS Pod (VAR —f & Z= M.

EREHE/ER

T 545 R R B8 anal £ FI &5 45) YAML #& 2 ExampleSecretProviderClass.yam|
ExampleDeployment.yam!| R BB HE R,

£ Amazon EKS &R

1. #% SecretProviderClass EAZ Pod :

kubectl apply -f ExampleSecretProviderClass.yaml

2. T2BIRE Pod :

kubectl apply -f ExampleDeployment.yaml

3. ASCP WH##EER,

52 Bt R AR
BALUEB IR Pod B IARIRA S BER.
ZEEERENHBAAL

1. AT GTEE Pod BBEE, MRFFEHERTEZEM , BEHA -n nameSpace,

kubectl get pods
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2. EHEWHR Pod, %ETE‘JﬁwﬁF &% podId FEREE L —EFBRPHRIM Pod #HY Pod ID,
MRAFEATAZBEZEM[M , BEMA -n nameSpace,

kubectl describe pod/podId

EEEE ASCP HEEER

- FEERMEBFDPSHEFMEER K BETIHGSP , &% podId, £ csi-secrets-store-
provider-aws Pod #9 ID,

kubectl -n kube-system get pods
kubectl -n kube-system logs Pod/podId

« EBEARCERE SecretProviderClass CRD :

kubectl get crd secretproviderclasses.secrets-store.csi.x-k8s.io

WS ESEEAER SecretProviderClass BEJEBRESNEA.

« EEEBCEI SecretProviderClass ¥14,

kubectl get secretproviderclass SecretProviderClassName -o yaml

AWS BERMBER M EEEE S

ASCP &% i ER 1z B Hl 551

& : SLFF Amazon EKS Pod & 25 B R#% (pods.eks.amazonaws.com) &1 A& & E1ESE T/ERSERAY
IAM BUE :

JSON

{
"Version":"2012-10-17",
"Statement": [

{
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"Effect": "Allow",

"Principal": {
"Service": "pods.eks.amazonaws.com"

}I

"Action": [
"sts:AssumeRole",
"sts:TagSession"

]

}
]
}

SecretProviderClass

BRI LAEA YAML RIERE(EH ASCP 7£ Amazon EKS SN, WEEHH , 5FSH the
section called “SecretProviderClass A £",

SecretProviderClass YAML %48

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: name
spec:
provider: aws
parameters:
region:
failoverRegion:
pathTranslation:
usePodIdentity:
preferredAddressType:
objects:

SERMUSSHEBROFEENR
region

(BF) WEAWS BE Y . MRFEALRA , ASCP SREH LHEESKES., LERS
EMHEFEROEAAT  ALEBRER/ERAKE Pod WNEERHESE,

MREWIEE failoverRegion , B ASCP X EMERFEIEE, MRET—EFHEE
4xx $HER (Pl D EFERE) , Bl ASCP FTEHEE —#%E., MREKIRE region FEEHEE | Al
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ASCP S MR E, MRREIYE region MEMME , BERKIITE failoverRegion HENH#
# , B ASCP i &M ZE,

failoverRegion

(CER) mMREIEUMAL , B ASCP EEFM region HERMN B MU IEEEE, W
RE—EHEE 4xx R (NS 2 BEEE) , B ASCP TE2HEE—HER, WRESKRIR
region #EVME , Al ASCP S EZMEE, MRKRMIM region MEUEE  BERHK
failoverRegion HEEVHE , Al ASCP ¥ ERZMEE., MFNAFEALMUNES , FS2H =
ESNEREBE.

pathTranslation

(ZH) 1R Amazon EKS FEREZBK ISR BRI F T , HIW0 Linux LHRER (), BIE
FANE—BRFT. ASCPELEVIERRIBAFFTTNHEER. Hxith , ASCP #
RO BRGEFTERRAREMF T, WRAFEALEMN , ARKFTAKR (), Bl My/Path/
Secret #&# A My_Path_Secret,
FERRREFTBRRNER , FWAFTSE False,

usePodldentity

(BR) REGDRERE. KEER , EREKSBBBIRS (IRSA) BV IAM B€,

- HEMEM EKS Pod 25 , FFEATIMEMME : "true", "True", "TRUE", "t" =
l|1‘l|°

- BEHEMEH IRSA , BFRETHEME : "false". "False", "f", "FALSE" & "F",
preferredAddressType

(ER) 87 Pod & 08BN BEEXNinHEANRE (P Ui EE, WAL EERER EKS Pod &5 #

BIThRERER , Y EEARBIRFHN IAM BEE2K, ETEIRKNE. BRHNENT :

« "ipv4", "IPv4" = "IPV4" - BHEIEA Pod B2 BBIRERER IPv4 inm B

« "ipve", "IPve" B "IPVe" - s&fl{EA Pod & @B IERE IPv6 inEh

- RETE-FRABEEDmEEE, KES IPv4 imE | XK IPv4 XMEHREZ IPV6 Gn 2

objects

BEFHEETN YAML EENFH, BRER YAML Z1TF&HIBR () F7t.
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objectName

MHE IEEEHENRERNSEN B, B Secrets Manager , i8R SecretId 28 , ¥ AT
DRBEBNZEEBRTE ARN, HA SSM SEERE , ER Z28Nanely , AIUE B8N
EBITE ARN,

objectType

MR FKEH objectName EH Secrets Manager ARN , HAIBLEF L, A2
secretsmanager = ssmparameter,

objectAlias

(ZM) Amazon EKS Pod FHZNEREE, WRERIEELM , objectName EFERAEE
REH,
filePermission
(BA) ETARBBERWENERFTI 4 VB/ELFHE, NRERECHENC , AISHER
A "0644",
objectVersion
(BH) MEBENRA ID, TEZR , RASRKENURSELEERMAE D, KHER , SEARH
A, RETE failoverRegion , Bl KEE objectVersion,
objectVersionLabel
(CEAR) lRAMBIE. BREAZIREN AWSCURRENT, MEFMEN , F2

Bithe section called “WEMA", MREBE failoverRegion , BILBNAREREE
objectVersionlLabel,

jmesPath
(ER) EHEE Amazon EKS HZ RN WE SRR, EEFALRL  SHRBELEAR
JSON #& =X, MRFEALEN , BSESEE path M objectAlias,
gl
REWEE JSON HERMEHN TR, MEARMUSSEFR , FEAESIFKERL | 4
o : path: '"hyphenated-path"',

objectAlias

EHEE Amazon EKS Pod FHEREE. IRBNUISETFH , FEAESIHREHERE
i, lI0 : objectAlias: '"hyphenated-alias"'s
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filePermission

(BF ) EEARHBUBRNERFIN 4 VB/\ENFHR, MREREELRL , AEHE
BRI R,

failoverObiject

(EA) MREIEELMA , Bl ASCP SFEFBEEEEE objectName FIEEMNHENE
failoverObject objectName FHFIEEMN ST, MRE—HERE 4xx 752 (FlwF
DEEREE) , Al ASCP TE#EF —#%%, MEEKIN®EE objectName FEENMZ | Al
ASCP €# EZMZE, MBEARKINKREE objectName HIEUMER  BERIRAELE
objectName HEEU#E: , Bl ASCP S EZMEE, MRI UM , AIEXETESHN
objectAlias., WMFEMAFEALBMUNES , FSE FEBEETRNME,

EREREMNETIRELRE  KEESEALEN,. NENMEEEERANES , 720 ZESE
WEAEBE,
objectName

REBPEERNEBRNTE ARN, WREFEMH ARN , B ARN 1§ &5 24 E B2
failoverRegion %,

objectVersion

(CEA) WEMIRA ID, HEBEFE objectVersion . TEZE , RABAEMKEERE
HAEERMA 1D, MKFERR , EEARZIRA
objectVersionLabel

(2A) RANBIE. FEREARFTRAN AWSCURRENT, MEFMENR , 520the
section called “BZZiRA",

B B SecretProviderClass #H&E , LATE Amazon EKS Pod F# &%,
Pod Identity

SecretProviderClass A #E#HE#Y Amazon EKS #5£HERAME :

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets-manager
spec:
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provider: aws
parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
usePodIdentity: "true"

IRSA

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: deployment-aws-secrets
spec:

provider: aws

parameters:

objects: |
- objectName: "MySecret"
objectType: "secretsmanager"

SecretProviderClass A&

ERELEHHRTENRBIRIL SecretProviderClass &,
g5l A ARN HEH#EE
LEHIRA MR B =BT EAEENUE

- TE ARN EENRR
- BEBEENWE
« MENBERE

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: aws-secrets
spec:

provider: aws

parameters:

objects: |

ASCP &4l 133



AWS Secrets Manager EREEmR

- objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret2-
d4e5f6"
- objectName: "MySecret3"
objectType: "secretsmanager"
- objectName: "MySecret4"
objectType: "secretsmanager"
objectVersionLabel: "AWSCURRENT"

g4 RuBHESR/EY
LegE Bl REAN{AHE JSON AW BB E IS ENR/EY

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret-
alb2c3"
jmesPath:
- path: username
objectAlias: dbusername
- path: password
objectAlias: dbpassword

M : FRRR AR RRE
BRI R A A PR S R R AT B R

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
filePermission: "0600"

ASCP il 134



AWS Secrets Manager EREEmR

jmesPath:
- path: username
objectAlias: dbusername
filePermission: "0400"

gl . REBEAEHEL
EBLHIREMAREMZENTEBE,
LEFIRANALSESERIERNUBEREADTHERE .

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "MySecret"

REBEETENHE
LE A RENREREBREITRANME (FEX) .

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "arn:aws:secretsmanager:us-east-1:777788889999:secret:MySecret-
alb2c3"
objectAlias: "MyMountedSecret"
failoverObject:
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- objectName: "arn:aws:secretsmanager:us-
east-2:777788889999:secret:MyFailoverSecret-d4e5f6"

Hit &R
MmEHBAAEE Amazon EKS fE/ ASCP MEEBEM |

fn'iﬂ
®

ZETIER :

« }&H Amazon EKS 8 Pod &2 5l
o fEF AWS N REREHE
« GitHub EBYAWS Secrets Store CS| EREIFE T,

£ AWS Lambda BREF A AWS Secrets Manager #%

AWS Lambda R —EEARIFEERE , TELHTENE , MEESHELETERAREE. SEFR
[E=2 W —IHIhEE AWS Systems Manager , Al BHEER EENU A EERULZLHVEEBXREE.
BT LAE R AWS Parameters and Secrets Lambda Extension 2R#EEUFIREN Lambda EREHFHY AWS
Secrets Manager WENSHERESE , MEFMEA SDK, NEFALEMREHENFHENR A F2
B {Lambda FiZ A B3E8) HHE Lambda BRE(FFEH Secrets Manager ##,

f&B Lambda f#f Secrets Manager #%

Lambda FAZ% A E15RIIR = Lambda BREH FH Secrets Manager WEHI TP, FABER :

1. & Lambda B E{F #Y{F F Secrets Manager # #step-by-stepZ 2 RTE , HhEH#E .
- FREREFNAITEBEI Lambda BEE (Python, Node.js. Java)
- T8 AWS S BFMWE Lambda ZEH A layer
- BREXSENFH
- BREENBUREMEAEEMNE
- RIFEEH HE
2. THARBRELEREBATANREEE , SR RIGE MR K
3. THRERUTRBRNKEER

£ VPC H i Secrets Manager 1 Lambda

WRIEK Lambda BRETE VPC A#I1T , MEERE Y VPC imBy | LUEEMHELR A LAY Secrets
Manager, MEFMEN , 552 Bthe section called “VPC i 28 (AWS PrivatelLink)’s
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£/ AWS 2B MM E Lambda ZEHEAE

HE{RFE4H O] LAFEEN Secrets Manager #% # Parameter Store 28, MEHRE EHEHFERSEIFER
ESHFMAET , 552 BAWS Systems Manager ( EA&IER) FHIFE Lambda BNE R EHSH
EHESH.

Systems Manager X #&#E :

- FEARAEHE AN B2 2 BT A B HE G 5 P RO SF A AR I
- T THEEHIEE Lambda EBHVIE R

- AREREEFEERNRESE

- ARENSBOEGT

- IAXENRENEDNTEEMR ARNs FE

£ AWS Secrets Manager B

Secrets Manager RIERZXEELT RN

AWS Secrets Manager RIBREX R —BH Fix HTTP RIS , W BB EEE(LEEERED K Secrets
Manager BRAAMZ R TN, EAILAEE FHIRREER

« AWS Lambda

* Amazon Elastic Container Service

* Amazon Elastic Kubernetes Service

* Amazon Elastic Compute Cloud

Secrets Manager REEXN IR EEPIRE , BLNEARERK localhost NS E |,
R REEMI Secrets Manager. Secrets Manager Agent RLEEBEIME | FEE SRR,

/A Important
Secrets Manager REER EFAFIIREFN AWS EAER KM Secrets Manager, B2
Y EARB[HFBRRBIE (SSRF) WRE , UHBIRENEL LM, Secrets Manager KEER
BEREARETF ML-KEM £EBXBIEARSEEIEF £\,
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T % Secrets Manager X 12\ 1R EL

Secrets Manager RIEEX FEAKIERAMRE , 7 Secrets Manager RERXEMURBRER. ©
2RETIEEEHENEERINWHREE -

- TERREMEBEIEER (TTL) 5 300 ¥

- BRI LERBRERERTIL

- ERETIL BHRFERUERN  SREEHEE

(® Note

Secrets Manager K EREX TS SREVA N, MRWEERIVEE B 2 AW , Secrets
Manager Agent FJE S EEIB RN W EE,

Secrets Manager Agent &L B2 EIEMHE RN R XN BRI ZEGetSecretValue, TEEREAF INZEH
#{E,

£

- ¥Ei& Secrets Manager {VEERER

- Z# Secrets Manager RIBER

« f£f Secrets Manager Agent #EERR;R

T ##& refreshNow S8

« 5R7E Secrets Manager RERER

- ERATEE

- BF

- R2E

fim

2 & Secrets Manager R EFE

il , FRELCATFERERERBITEN Rust TE,

® Note
£ macOS LENEMA fipsWEENREREN , BRIFEUTHRAEZE -

T fi# Secrets Manager A2\ HREX 138
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- BUEA WRBEEHSDKROOT , HERERAMITHHER xcrun --show-sdk-path

RPM-based systems
ELRPM AEBNRKLEE
1. A REEFRENiInstalliESE,

BAESERMBBELREM SSRF =24/ , WHEEFERE X P /var/run/awssmatokens,
REESBEIMN awssmatokenreader B T EIFES,

2. BEAHEAER EIERER K ZAEELEREXSTAENFERAEREHEE
awssmatokenreader&fH. Hilan , LA LAER T %) usermod R FEAEN BEERE
EHFFA , Heh <APP_USER> RERARIXHATHENERE ID,

sudo usermod -aG awssmatokenreader <APP_USER>

LZRFAZTE
£ AL2023 ELL RPM RERNRK L , RE FAHTE FE
sudo yum -y groupinstall "Development Tools"
3. &% Rust

818 Rust AR Z % Rust R -

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh # Follow the on-
screen instructions
. "$HOME/.cargo/env"

4. BEREREN

FREEEBGSERE Secrets Manager RERER :

cargo build --release

BAILAE THREITT#TEtarget /release/aws_secretsmanager_agent,
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Debian-based systems

1£ Debian BERFELEE

1. RERBIER
£ Ubuntu % Debian %% L , &4 build-essential E4 :
sudo apt install build-essential
2. &% Rust
#HIE1E Rust X EY %L % Rust fREA :
curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh # Follow the on-
screen instructions
. "$HOME/.cargo/env"
3. BEERERERN
FREEEBGTERE Secrets Manager RERER :
cargo build --release
BRI LAE THREITT#TEtarget /release/aws_secretsmanager_agent,
Windows

£ Windows F&#&

1.

FIEXIRIR

Xa
il

,

E & Microsoft Windows X4 #1E Windows for Rust £ 5% E B IRENIE R,
BEREREN

FREEEBGTERE Secrets Manager RERER :
cargo build --release

BRI LAE THREIT#HTHEtarget /release/aws_secretsmanager_agent.exe,
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Cross-compile natively
BURE 7 R =
1. ZEKEBEwREELER

EIRMH mingw-w64 EHM DML |, S8 Ubuntu , ZEBEiREZ T S8 .

# Install the cross compile tool chain
sudo add-apt-repository universe
sudo apt install -y mingw-w64

2. ¥® Rust EEBEZ

Z 4 Windows GNU B2E B £& :

rustup target add x86_64-pc-windows-gnu

3. EARM Windows HWEE
EimEEAR Windows AR ERER :
cargo build --release --target x86_64-pc-windows-gnu

BRI LAE KRBT target/x86_64-pc-windows-gnu/release/
aws_secretsmanager_agent.exe,

Cross compile with Rust cross
£ Rust cross TR X {2

MEREB|EIRECABERELE , BUUFEA Rust BER, WHEFHHEER ,
https : //https://github.com/cross-rs/cross.

3
¢
a8

/A Important
BB TEERRDER 32GB WHBRZE,

1. %7 Docker
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TR MERE Docker :
# Install and start docker
sudo yum -y install docker

sudo systemctl start docker
sudo systemctl enable docker # Make docker start after reboot

2. EX%E Docker 7]

A& I8 f5E F & #3182 Docker ##4H -

# Give ourselves permission to run the docker images without sudo
sudo usermod -aG docker $USER
newgrp docker

3. EARK Windows HWEE

Z2 8t Cross W E A 1THE :

# Install cross and cross compile the executable
cargo install cross

cross build --release --target x86_64-pc-windows-gnu

Z 8 Secrets Manager {REBRER
HTIEEBEFERZECNEFRE,
Amazon EC2

£ Amazon EC2 £ %% Secrets Manager fRERER

1. BEZHERHE
SEAMBEREBR
cd aws_secretsmanager_agent/configuration
2. BITRERETH

YT MEEPRHNiInstallIIETTH,

%% Secrets Manager REEF2 142
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ERTESERBBELREY SSRF =47 , WHEME X #/var/run/awssmatokens
HHEIESEREILMN awssmatokenreader B AENFES,

3. RERAENFH

BEREXNHMITRENERAEIIREFHIEZE awssmatokenreader &8 :

sudo usermod -aG awssmatokenreader APP_USER
DERBEXNBITAIENFERAE ID B APP_USER,

Container Sidecar

O] LAE A Docker #% Secrets Manager Agent fE A BAREEAREN —E#1T. A%, BHFE
FEE'Q_IJ«NQ’E Secrets Manager Agent I2{H 24 HTTP ARSI E . T Docker KIIHEIE
A , S B Docker X,

A Secrets Manager Agent 2 31 i B A 25

1. EBIRERER Dockerfile

% Secrets Manager Agent i B#& 882 3 Dockerfile :

# Use the latest Debian image as the base
FROM debian:latest

# Set the working directory inside the container
WORKDIR /app

# Copy the Secrets Manager Agent binary to the container
COPY secrets-manager-agent .

# Install any necessary dependencies
RUN apt-get update && apt-get install -y ca-certificates

# Set the entry point to run the Secrets Manager Agent binary
ENTRYPOINT ["./secrets-manager-agent"]

2. EBEIUFEAREX Dockerfile

AR A FIRERERE Dockerfile,
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3. E3 Docker Compose X

37 Docker Compose iER , UFERAHABBEN N EARTRERSS

/A Important

B EABA AWS BEAERHM SSRF 4/ , EABRIAFEEMEA Secrets Manager
Agent, #MZE Amazon EKS #l Amazon ECS , 2B THRA :

« (Amazon EKS EAEIERE) PN EEFIUE
« {Amazon ECS FiZ A E31ERr) FH Amazon ECS 3 IAM B

version: '3'
services:
client-application:
container_name: client-application
build:
context:
dockerfile: Dockerfile.client
command: tail -f /dev/null # Keep the container running

secrets-manager-agent:
container_name: secrets-manager-agent
build:
context:
dockerfile: Dockerfile.agent
network_mode: "container:client-application" # Attach to the client-
application container's network
depends_on:
- client-application

4. BRERREBEENEN

#&secrets-manager-agent —# U EE R E|‘ZE Dockerfiles F1 Docker Compose &% 18
[ B &%,

5. BEN#ITASR

& F Docker Compose EEMHAITEES
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docker-compose up --build

6. RESR

FBHRELAEA Secrets Manager Agent £l Fin RS EUM® ., MEFHMEEN , FSHthe

section called “/#F Secrets Manager Agent FEEXREZR”,

Lambda

IRT LA Secrets Manager {2 F1 8 A& Lambda ZEHIEH, A% , BALETHA layer F18

Z Lambda % , ¥ Lambda EREFE AU Secrets Manager Agent SAEVS R,

THERERB\ UMM https:/github.com/aws/aws-secretsmanager-agent : // secrets-

manager-agent-extension.shfHEHIIE TR L E Secrets Manager Agent 14 Lambda

HERIEMAE , LUEBE A MyTest IR,
A Secrets Manager Agent 231 Lambda &7 Ihag
1. HEREREXE

# Secrets Manager Agent EXNIEEHMREB &% , T TIHS :

AWS_ACCOUNT_ID=AWS_ACCOUNT_ID
LAMBDA_ARN=LAMBDA_ARN

# Build the release binary
cargo build --release --target=x86_64-unknown-linux-gnu

# Copy the release binary into the “bin® folder

mkdir -p ./bin

cp ./target/x86_64-unknown-linux-gnu/release/aws_secretsmanager_agent ./bin/
secrets-manager-agent

# Copy the “secrets-manager-agent-extension.sh’ example script into the
‘extensions® folder.

mkdir -p ./extensions

cp aws_secretsmanager_agent/examples/example-lambda-extension/secrets-manager-

agent-extension.sh ./extensions

# Zip the extension shell script and the binary
zip secrets-manager-agent-extension.zip bin/* extensions/*

%% Secrets Manager REEF2
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# Publish the layer version
LAYER_VERSION_ARN=$(aws lambda publish-layer-version \
--layer-name secrets-manager-agent-extension \
--zip-file "fileb://secrets-manager-agent-extension.zip" | jq -r
'.LayerVersionAzrn')

2. ER7E SSRF Z%&

REEXWTERERER B8IE SSRF FHREATE
F%XAWS_SESSION_TOKENZ{AWS_CONTAINER_AUTHORIZATION_TOKENREZSEHHRE
M{E ( BUA SnapStart By Lambda BN & — &2 ) . E , BRI LUER Lambda B
WEEZEERERAWS_TOKENIRIREH , AANEBHELAREMMNELEE. WREREFEH
AWS_TOKENIREE ) , BI4ZAMEH lambda:UpdateFunctionConfiguration™ M REEE

3. #layer EEEHE

# layer IR A E#E Lambda B :

# Attach the layer version to the Lambda function
aws lambda update-function-configuration \
--function-name $LAMBDA_ARN \
--layers "$LAYER_VERSION_ARN"

4. EFEBENR

EHEH Lambda BB , LLEhttp://localhost:2773/secretsmanager/get?
secretId=MyTestX-Aws-codes-Secrets-TokenZHEEREAR LRRESEEEMN
SSRF FfHE , UHEWE., FELEEARIEABIEEEHESE , AEE Lambda ZEfH
1B Y R0 R R B AL

5. REEE

A Lambda BN EIRERTE =B A [EEREEU R,

£ Secrets Manager Agent #EEREA 5

EEHRME K BEANZEEBI ARN HAEHSBIRFIAKHE Secrets Manager Agent i &, 1R
¥§785% , Secrets Manager Agent 2RIV ZHIAWSCURRENThR AN, ZEEREAREIMRA |, SB6EH
versionStage = versionld 2,
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/A Important
£ 7 B RE Secrets Manager Agent , X BHESMEFERP I E SSRF FLZHE : X-Aws-
Parameters-Secrets-Token, Secrets Manager RERERIEE LB L EEREFEN
SSRF Z&FMFER, BRI LA 1 HET SSRF B & Wthe section called “4HREEE”,

e R

Secrets Manager RERERFEABEAMN Rust B AWS SDK , BFEHAWS EAERIEHEHELE, B
IAM EAE R B 2R TE Secrets Manager Agent FEERAZREVEF ] 6

* secretsmanager:DescribeSecret

+ secretsmanager:GetSecretValue

WMEHFATNFMENR , 2B "the section called “‘FFAIZE", ,

/A Important

M ZEREZE Secrets Manager Agent #& , {EA A FBUERIREFM SSRF FRNERAEH A
LAfE Secrets Manager Agent IRERIFEXB %, MFBFHMEF , 52 Bthe section called “Z£&E

e

o

gHIFER

curl
Example#i 5l — £/ curl BRGMWEH

T 5 curl I RE LML Secrets Manager Agent EXSH R, IL&IHIEFE SSRF FER RS |
LR EHRRESHBEFERNLE.

curl -v -H \\
"X-Aws-Parameters-Secrets-Token: $(/var/run/awssmatoken)" \\
'http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID' \\
echo

£ Secrets Manager Agent #EE S %7
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Python
Example&i 5l — £/ Python B8

T 5| Python &I ;R&E a0 #¢ Secrets Manager Agent EXiS R, L ETHIEHE SSRF FHER B
F, ERRRREESHEERNLE.

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided
secret id.
def get_secret():
# Construct the URL for the GET request
url = f"http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID"

# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {
"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful
if response.status_code == 200:
# Return the secret value
return response.text
else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
# Handle network errors
raise Exception(f"Error: {el}")

£ Secrets Manager Agent #EE S %7 148
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T i refreshNow 2

Secrets Manager Agent fF FEE BB AMRBIREFHRMEFE , cECHEMRE, RIBHER , ELEFS
BFR (TTL) BB RUZE L BEESFT 00 WEHEE X, T8 , EEFZERSEFNFER
B, 455 R EMEREIREVE BB H ~ gl ik,

BT ERIEPRE , Secrets Manager Agent X URL refreshNowH A WS E, B UFERALSE
SREIVENEMEERENE, BIBRE , YRREHEBup-to-date B/

EEX1TA ( T8 refreshNow)

- FEAREEE , B2 TTL B

c EETIL 2AEHMBERE (FEFR 3007 )

- MERFEREBHZAWER , TR EEBFNE
£/ 91T H refreshNow=true

- TEMIBRE

- B3 Secrets Manager #EEUSR T K W ZE

- ERAFEEFRRNILER TTL

- BRE-ENSSFNREE

REIEMEENEE

/A Important

refreshNow BTEEREA false, REA Ftrue , EEEE Secrets Manager Agent #HREE
RhIEEW TTL , ¥ Secrets Manager 1T APl FEIY,

curl
Example#ifl — /A curl 58 & EHBIBWEZR

T 5 curl #5458~ a1MAI38 %] Secrets Manager Agent EF B, EHIEHE SSRF FER &
R UHREHLEESHERONLE.

curl -v -H \\
"X-Aws-Parameters-Secrets-Token: $(/var/run/awssmatoken)™ \\
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'http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID&refreshNow=true' \

\

echo

Python

Exam

ple€E il — 5 F Python 58| BT BB E

T % Python &35/~ &8 a0MaI ¢ Secrets Manager Agent EXS R %, L ETHIEHE SSRF FHER X
B, ERRRREESHEERNLE.

impo
impo

# Function that fetches the secret from Secrets Manager Agent for the provided

sec
def

secr

rt requests
rt json

ret id.

get_secret():

# Construct the URL for the GET request

url = f"http://localhost:2773/secretsmanager/get?
etId=YOUR_SECRET_ID&refreshNow=true"

# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {
"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful
if response.status_code == 200:

# Return the secret value

return response.text
else:

# Handle error cases

raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
# Handle network errors

T ## refreshNow 2%
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raise Exception(f"Error: {el}")

% IE Secrets Manager RERER

EES8F Secrets Manager Agent F#HRE | FHE . TOML HHAEHEZR , A&RMENY ./
aws_secretsmanager_agent --config config.toml,

fEREE TR
log_level

Secrets Manager RN BFPHEWFHEAER : DEBUG. INFO, WARN, ERROR T
NONE, FEF{EA INFO,

log_to_file

EREXAEED stdout/stderr : trued false, FEER{ES true,
http_port

A HTTP [AARSFAEREE | SEEN N 1024 Z 65535 2/, FARES 2773,

region

AWS AREERNESE, MRKRIEEE , Secrets Manager Agent €%t SDK HIEf[Ei5, T4
&, 528 (EAM AWS Rust B SDK B ABER) PWEELNEAERNERES,

ttl_seconds

REGERM TTL , UM REN , EEMR 0 2 3600, FEFRES 300, 0 "RTEZH R

cache_size

REP A FHRNHEZERE LR, €EMR 1 2 1000, F&ZRA 1000,

ssrf_headers

Secrets Manager RIEEXEMRE SSRF FHNWEEBRBFE, AERESR "X-Aws-Parameters-
Secrets-Token, X-Vault-Tokeny o

ssxf_env_variables

Secrets Manager REEREHKFME SSRF FRANWRESEEREE, RESHILUITEE
BRERERNSE | W0 FT/RAWS_TOKEN=file:///var/run/awssmatoken., FAR{EA
TAWS _TOKEN, AWS_SESSION_TOKEN. AWS_CONTAINER_AUTHORIZATION_TOKEN. »

R T


https://toml.io/en/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credentials.html
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path_prefix

RRMETFER BB RRERFB RN URI FH, BRESR "1/

max_conn

Secrets Manager Agent SAFFHIER A HTTP A FimERE , #8E N 1 F 1000, FEEFRES 800,

EHIhee
Secrets Manager Agent AT SAEIB#A - -featuresEHEEEZE |, LUEAThgEEE cargo build., TH
M ThRETIE
B
prefer-post-quantum
BYRSEEIRFX25519MLKEM768MEMIER L, BRI, EWA , EFRESEELIERF

X25519MLKEM768 R/B& . post-quantum-secure #8833 #E & %,
fips

HREENEHANEBEHFRFIDE FIPS HAENRE,

A&
AR 65

Secrets Manager Agent 81835 1log_to_filefAREE S , £ ARG EEERFHEE B R1logs/
secrets_manager_agent.log®} stdout/stderr, & & ERTERFFI Secrets Manager X EE
XUMSRER , EENUSHREAEAFES, SMTEHEE CloudTrail HEFEH,

A i

Secrets Manager REEEXEAEETET 10 MB BREY MW ARFER , YRAERZZHEEFE
2=

<o

AWS BR %50 #

BT B E Secrets Manager, CloudTrail 2 CloudWatch, # Secrets Manager Agent ER§
MBNBERTEHBEELHFEP. B Secrets Manager KEFER MY Secrets Manager LAEUE
WER  ZTUENIE NEAEREREXNFHLHE CloudTral Faws-secrets-manager-
agent,
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BAI LA TE B EREEC8%1Z Hthe section called “4HAEEIE",
TEeEE
EEEE

HARERERNERE  SEASRUUERREERNIRE N SSRF /AW S , BE 2B Ex

. Secrets Manager KEREXNMWEEBIHEERAIFEH Secrets Manager & A &R BIEHAER |
LS ERIN R £ AR, BN , £ Amazon EC2 £ , Secrets Manager Agent B{S{E #8135 B2 {F F
Amazon EC2 A& E A ERBIEHMEE,

/A Important

HWAREARERRNBERT R Secrets Manager 2 AEREEZTERARIN L2 EBERARE
X, BERFEAZESIHEN AWS SDKs RIREUER A R, MEFHMENR , FSEIERE,

£/ C++ AWS SDK Ei4§ Secrets Manager ##{H

A C++ FERARR | SFEEMSA GetSecretValue = BatchGetSecretValue AL SDK,

T HIFE X A5 &5 B8 R an A EX 48 Secrets Manager & 1H.,

MEFFT : secretsmanager:GetSecretValue

//! Retrieve an AWS Secrets Manager encrypted secret.
/%
\param secretID: The ID for the secret.
\return bool: Function succeeded.
*/
bool AwsDoc::SecretsManager::getSecretValue(const Aws::String &secretlID,

const Aws::Client::ClientConfiguration
&clientConfiguration) {

Aws: :SecretsManager: :SecretsManagerClient
secretsManagerClient(clientConfiguration);

Aws: :SecretsManager: :Model: :GetSecretValueRequest request;
request.SetSecretId(secretID);

Aws: :SecretsManager: :Model: :GetSecretValueOutcome getSecretValueOutcome =
secretsManagerClient.GetSecretValue(

Ea

i

X
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request);
if (getSecretValueOutcome.IsSuccess()) {
std::cout << "Secret is: "
<< getSecretValueOutcome.GetResult().GetSecretString() << std::endl;

}
else {
std::cerr << "Failed with Error: " << getSecretValueOutcome.GetError()
<< std::endl;
}

return getSecretValueOutcome.IsSuccess();

£ A JavaScript AWS SDK H{4§ Secrets Manager # % {EH

¥ JavaScript EREF , 55/ getSecretValue 3 batchGetSecretValue E#ZRA SDK,

T 52 WS & 6 R AT HNAE Secrets Manager & E.

MHEFHFT : secretsmanager:GetSecretValue

import {
GetSecretValueCommand,
SecretsManagerClient,

} from "eaws-sdk/client-secrets-manager";

export const getSecretValue = async (secretName = "SECRET_NAME") => {
const client = new SecretsManagerClient();
const response = await client.send(
new GetSecretValueCommand({
SecretId: secretName,

1},
I
console.log(response);
/7 A
//  ‘'$metadata’': {
// httpStatusCode: 200,
// requestId: '584eb612-f8b0-48c9-855e-6d246461b604",
// extendedRequestId: undefined,
// cfId: undefined,
// attempts: 1,
// totalRetryDelay: @
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/Y

// ARN: 'arn:aws:secretsmanager:us-east-1:XXXXXXXXXxxx:secret:binary-

secret-3873048-xxxxxx"',
//  CreatedDate: 2023-08-08T19:29:51.294Z,
// Name: 'binary-secret-3873048',
// SecretBinary: Uint8Array(11l) [

// 98, 105, 110, 97, 114,
// 121, 32, 100, 97, 116,
// 97

/71,

// VersionId: '712083f4-0d26-415e-8044-16735142cd6a’,

// VersionStages: [ 'AWSCURRENT' ]
// %

if (response.SecretString) {
return response.SecretString;

if (response.SecretBinary) {
return response.SecretBinary;
}
I

£ A Kotlin AWS SDK Hf§ Secrets Manager # %8

¥R Kotlin FEARRER , 55# H GetSecretValue =% BatchGetSecretValue B0} SDK,

T 52X 5 & 657 = a1 B8 Secrets Manager #21{H.

MEFFT : secretsmanager:GetSecretValue

suspend fun getValue(secretName: String?) {
val valueRequest =
GetSecretValueRequest {
secretId = secretName

SecretsManagerClient.fromEnvironment { region = "us-east-1" }.use { secretsClient -

val response = secretsClient.getSecretValue(valueRequest)

val secret = response.secretString
println("The secret value is $secret")

Kotlin
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}

£ PHP AWS B8 EHEN1§ Secrets Manager # %8

Y PHP FEARERF , A GetSecretValue & BatchGetSecretValue E#ERW SDK,

T 52 i £ 5 B8 R an R ER 48 Secrets Manager ## 1B,

PEFFA : secretsmanager:GetSecretValue

<?php

/**

* Use this code snippet in your app.

*

* If you need more information about configurations or implementing the sample
code, visit the AWS docs:

* https://aws.amazon.com/developer/language/php/

*/
require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

/**
* This code expects that you have AWS credentials set up per:
* https://<<{{DocsDomain}}>>/sdk-for-php/v3/developer-guide/quide_credentials.html

*/

// Create a Secrets Manager Client
$client = new SecretsManagerClient([
'profile' => 'default'’,
'version' => '2017-10-17"',
'region' => '<<{{MyRegionName}}>>",

1)

$secret_name = '<<{{MySecretName}}>>"';

try {
$result = $client->getSecretValue([
'SecretId' => $secret_name,

1);
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} catch (AwsException $e) {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
throw $e;

// Decrypts secret using the associated KMS key.
$secret = $result['SecretString'];

// Your code goes here

£/ Ruby AWS AR EHES Secrets Manager # % {E

¥ Ruby ERTERF , 55 A get_secret_value 5 batch_get_secret_value BE#EFY
SDK,

T HIFE X i &5 B8 R an eI ER 4§ Secrets Manager ## 18,

MEFFT : secretsmanager:GetSecretValue

# Use this code snippet in your app.
# If you need more information about configurations or implementing the sample code,

visit the AWS docs:
# https://aws.amazon.com/developer/language/ruby/

require 'aws-sdk-secretsmanager'

def get_secret
client = Aws::SecretsManager::Client.new(region: '<<{{MyRegionName}}>>"')

begin
get_secret_value_response = client.get_secret_value(secret_id:
'<<{{MySecretName}}>>")
rescue StandardError => e
# For a list of exceptions thrown, see
# https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
raise e
end

secret = get_secret_value_response.secret_string
# Your code goes here.
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end

£/ ESWEE AWS CLI
PEFFA : secretsmanager:GetSecretValue
Exampleff BR# 22 1Y N 25 # 22 (B

T3 get-secret-value S| 2EE B AR E,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret

ExamplefEX 5t Bl By #4238

T3 get-secret-value £ FEB L BIHIEERE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret
--version-stage AWSPREVIOUS

£ EE# P —#ER2ZE AWS CLI
DEEET

* secretsmanager:BatchGetSecretValue
« secretsmanager:GetSecretValue BEHEZ SENZEN Fd,
- MREFEABRET , BIEXEMS secretsmanager:ListSecrets,

WEHF AT BEKE , 552 the section called “&i 4§ : BEELHE X —4HM R EEFT],

/A Important

MREE VPCE RABEBFEEVEEHEC S E P E R ZIEAV R , 8
BatchGetSecretValue A" EEEFMHFE , MASERE R,

ExamplefBUZ & B 5 H N R IRFH AN Z B E

T %) batch-get-secret-value &S5 =ERFEEB T #RE,

AWS CLI 158


https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/get-secret-value.html
https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/get-secret-value.html
https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/batch-get-secret-value.html

AWS Secrets Manager EREEmR

aws secretsmanager batch-get-secret-value \
--secret-id-1list MySecretl MySecret2 MySecret3

Example S EVIZ &5 12 R4 51| th 49 2 S BF A Y B IS B

T % batch-get-secret-value EHIEMBEEEA "Testy ZEBZEBNEHE,

aws secretsmanager batch-get-secret-value \
--filters Key="tag-key",Values="Test"

£/ AWS TR EMEMERE
EEEIRE (TRA)

1. BIELATIERIRK Secrets Manager £ & : https://console.aws.amazon.com/

secretsmanager/,
2. EMBEREYS K BELEERRNME,

3. 1f Secret value (MZ1H) [BER , 1#1Z Retrieve secret value (FEENMZE),

Secrets Manager S "W ZH B BTARA (AWSCURRENT), ZEEEERFMNEMARA , Fila0
AWSPREVIOUS s BHETHZECH A |, 55 A the section called “AWS CLI”,

£ FfEH AWS Secrets Manager #% AWS Batch

AWS Batch AI#BI&E EETHIXNEE T AR AWS Eii. £H AWS Batch , BAILUG BURE BIFE
T##E AWS Secrets Manager ZH , AREEBERTSECH , BUEBRBERIAER., WFHF
B , EFSEE A Secrets Manager I8 EBBE ¥

£ &R CloudFormation EXi§& AWS Secrets Manager #%

3EiB CloudFormation , ] LAKEERZE /£ Hth CloudFormation ERPERAMNME, ERNEFIEE L
£/ Secrets Manager EENZIREUMNE A AERUEZTHIERAEZBNEE  IAEHERE
HNEFR, WMEMFEH BIWENET CloudFormation , 552 CloudFormation,

£ EZHH CloudFormation EIAFHE | MU LERBESE, EREIMER K BESEZSER
FZ{EREZ CloudFormation EIRF , At BFEBENFEENZEN, HEH  BRABRKEER

AWS 25/ 159


https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/batch-get-secret-value.html
https://console.aws.amazon.com/secretsmanager/
https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com/batch/latest/userguide/specifying-sensitive-data-secrets.html

AWS Secrets Manager EREEmR

ARN RZBZHF, BUNUETMERBETKBESEZRANEE, ZFREERPEENTKBES
EZRRBZ (Hl0 AWS: :CloudFormation: :Init) , AAESFEEBEEEEAF TR,

MENDESEEFTIER .

{{resolve:secretsmanager:secret-id:SecretString:json-key:version-stage:version-id}}

secret-id

WENEEH ARN, EEFH AWS IRFHANME , BAUERREZEERE, ®EZFINAE AWS ik
FHNR®  FEAMEN ARN,

json-key (i)
LEENENEEANRS|IBEE, WRERIEE json-key , & CloudFormation #EEVEE @5
XF, LEBTREFTAILEEHREFT (1)

version-stage (i)
EFEANMEBERA, Secrets Manager EwfiiE F B EABHEERRERTRRE, MREFE
F version-stage , BT EIEE version-id, MREKRIEE version-stage = version-
id , BYFEER A AWSCURRENT R4S, WWEERAIEEFRAIEEBTHRFTT ().

version-id ((E M)
EEFE AR — R BIE, WREIEE version-id , AIFETEHE version-stage,

MRBKRIEE version-stage = version-id , BIFEEE A AWSCURRENT fRZAR, Bt [EEXATRER 0]
TBEBEFTT (1)

\

%

MEFHME , FSREHABHESEIEE Secrets Manager #%,

(@ Note

AAERRFRR\)MARKERELEESZE, CloudFormation FEMTELSE  EEE
HERKK

£ GitHub E# A AWS Secrets Manager ¥

EEE GitHub EB R ERARE |, BAILIGEA GitHub BIfEME FEERRKZR , AWS Secrets Manager I #%
H¥8 A GitHub THEREFHIESIRIEE S, WMFE GitHub Actions WEFHIER , 5528 GitHub Docs
(GitHub 3X4) £ Understanding GitHub Actions (B f## GitHub Actions).
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BB E GitHub JRIERF |, GitHub THERHNMERMSBE T UERAZWE . FEE Security
hardening for GitHub Actions (GitHub Actions Y Z £ 581k) PV 5| , BB L RREP N MZEEER
B

LA ZRENREFSRERRESHE , WEWRFHESR JSON , EFLEIH JSON , HE1E
JSON #5|@REMAREMAREEY. MEAMEZER-E#N , KBFERHBRAFEH,

EERRUANEZEINWIRIEEY | FRMEHEICH,. NEFMEN , 552/ GitHub Docs (GitHub X
#) ®#9 Enabling debug logging (B {E 8850 4%)0

EEEAURBRYMENRERE , HSH GitHub XHRNREBE,
FeRMRAF

EEERALEE , BFEEFTERE AWS BEAER , ¥FEA configure-aws-credentials &
B AWS B £ GitHub IRIBEHERE . KEBEY GitHub BfERRE AWS BEEEMNIE R~RE , £H
GitHub OIDC #tfEBm BRI AR, EUREAFEAEHERE , B2 HMFIEBFEFE Secrets
Manager Z %o

LB RBERY IAM BB LEBREE T5IFF ¢

- WIEERRMWWEE GetSecretValue,
- WFTBMWEA ListSecrets,
« KMS key IR WEZMEH N3 | DecryptllB (B ) BEEFSESE,

WMEFMEES , 52 Ethe section called “ 5 B FEEFEUEE",

Usage

BERERALEE , BHESREEATIFEEN THERE.

- name: Step name
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
secretldl
ENV_VAR_NAME, secretlId2
name-transformation: (Optional) uppercase|lowercase|none
parse-json-secrets: (Optional) true[false
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Parameters
secret-ids
W2 ARN, EEMNEZBFE,

EFERTRESEER  BFERF IDIIWARRE , A& N EHEIGER, Hli0 , ENV_VAR_1,
secretId SUME secretIld EY £ A ENV VAR 1 WIREEE, RESEEBUTEEARETF
&, BFEHELS,

HEEATE , FBAZELZEAF T, RAEMEER, HA, dev: SFEEBIU dev HENE
MR, AHEAVETRERLERA 100, RERELHUEE , A7 RS EARENET , REFES
KMo

name-transformation

W RERSURZEBEISEAREEEEE K RESESBCERARTEAEFTE., ¥
FHER , AT EUEFTHE, SREBINFE , BT REIEAFER/NEFIER
lowercased , T EEFFFEE W K/NEnone, TAX{EA uppercase,

parse-json-secrets

(EZA) WEBETRRSMIRESHERTEANHENEME JSON F&8, parse-json-secrets i&iE
A truells JSON I BSERBEHEIRIEEE,

AR, MR JSON FAED KVNENRSIE (B2 "name" 1 "Name") , BIEFEEEREBE
R, EWBERT , 54 parse-json-secrets FRES false , A5 Bl JSON WHRE,
RIEESH WA

H BERINRESE K HEBHEARRAREZEHER. REBSEFHUFZEBRENTREER , At
BFESERNERBUFESELER, iU, kBFEERIEFBERAXEFTE., NREBIHTBEN
JSON , BESHEA RIS ZRRBMN JSON €8 2% , a0 MYSECRET_KEYNAME, &7 LA%
E8E , FTEERNETH,

NMRMEREEESZKEEEE , ABFEAM. ELERT , ELEAREARRREBNEREE
RBIE,

HE R RIEA

- A5 "MySecret" WHZEFE B "mysecret" WHZEHERAE A "MYSECRET" WIRESE,
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« &5 "Secret_keyname" M Z B B "Secret” H£#8E B "keyname" 9 JSON ZT R ZE S KB
£ 5 "SECRET_KEYNAME" HIRIEE 2,

BUEER B RRERREHERE TSGR, EEELR A WEHENV_VAR_NAME,

secret-ids: |
ENV_VAR_NAME, secretId2

ZHAIR

- WMREFREparse-json-secrets: truelMAZRHAR , REZEFZHRNMWE D, BFEEFHR
BEYTEAEINN JSON £REENER., EBEBTISWEER.

MRRETTEEMH JSON , HIBFERY —ERESY , WHGEREREEBMER.

- MREELEparse-json-secrets: falsel W AZHBIE , REFEFZHENWE D, BESHK
RESEMEALKREERNSE.

THEBIEREBRIE

,secret?

gl

Example 1 k& ## ARN BUSHE

<t

LT EAlER®EEM ARN FBINME , EURESE,

- name: Get secrets by name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |

exampleSecretName
arn:aws:secretsmanager:us-east-2:123456789012:secret:testl-alb2c3
0/test/secret
/prod/example/secret
SECRET_ALIAS_1,test/secret
SECRET_ALIAS_2,arn:aws:secretsmanager:us-east-2:123456789012:secret:test2-alb2c3

,secret?
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ERAEER

BYNREEH

EXAMPLESECRETNAME: secretValuel
TEST1: secretValue2
_@_TEST_SECRET: secretValue3
_PROD_EXAMPLE_SECRET: secretValue4
SECRET_ALIAS_1: secretValue5
SECRET_ALIAS_2: secretValue6
SECRET2: secretValue7

Example 2 UG F B RBER T A ME

LTEHgREBU beta RANFIBEWE , EURREEE.

- name: Get Secret Names by Prefix
uses: 2
with:
secret-ids: |

beta* # Retrieves all secrets that start with 'beta'

BVHREEH

BETASECRETNAME: secretValuel
BETATEST: secretValueZ2
BETA_NEWSECRET: secretValue3

Example 3 | ##ZHH JSON

LT g3mmZ+a JSON , BULEBETRREBH,

- name: Get Secrets by Name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
test/secret
,secret2
parse-json-secrets: true

R test/secret EFUTHERE,

"api_user": "user",

gl
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Ilapi_keyll: Ilkeyll’
"config": {
"active": "true"

MWE secret2 EEUTREE,

{
"myusername": "alejandro_rosalez",
"mypassword": "EXAMPLE_PASSWORD"
}
BUNREESH .

TEST_SECRET_API_USER: "user"
TEST_SECRET_API_KEY: "key"
TEST_SECRET_CONFIG_ACTIVE: "true"
MYUSERNAME: "alejandro_rosalez"
MYPASSWORD: "EXAMPLE_PASSWORD"

Example 4 FA/NEFBHARREEHEE
TIHHPEEIERNEBBNREZE,

- name: Get secrets
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: exampleSecretName
name-transformation: lowercase

EEVRESH

examplesecretname: secretValue

£ GitLab AWS Secrets Manager # f F

AWS Secrets Manager 2 GitLab &, @A LAFIA Secrets Manager ## R{R & GitLab B A&
&, FETER GitLab PETERNRR. Rz , EENWERARERE GitLab CI/CD EEF#ITER
BF | GitLab Runner &1 Secrets Manager #iEUE &£ %, GitLab
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EEFEALES | BH87E IAM F IAM S EF I OpenlD Connect (OIDC) & 7 12##& AWS Identity
and Access Management . & A]# GitLab Runner 7EUZH Secrets Manager #%, #% GitLab Cl/
CD M OIDC KYEF#ERR , 752 B GitLab X+

ZEEH

MREFEANRIENE GitLab BT , BIM LRI Secrets Manager 26, Rz , F2BIELE
E1TEEER GitLab X

FeRIRH

# E % Secrets Manager B2 GitLab B4 , 5T T 7 R 1G4 -

1. 3 AWS Secrets Manager %%

IBFEE — B Secrets Manager W% , ZWEE GitLab EFHEHHEER , Y FFEFEXRRELE
AE ¥, HE GitLab BiER |, B EE Secrets Manager W% ID, MEHMER , FSEET
AWS Secrets Manager #%,

2. T IAM #2595 GitLab 3% & OIDC R &,

<

HEHSBRF | Ei87E IAM £ A HE GitLab RAKEHW OIDC R, MEFHMENR , F2HE
OpenlID Connect (OIDC) & % 12t & GitLab 3X4f.

£ IAM £ EHEY OIDC REtER , FBEATHIERE !
a.
#& provider URLEXEREH GitLab #HIT{EEE. I gitlab.example.com,

b.
#% audience®} audiXEA sts.amazonaws.com,

3. EBY IAM BeRBEK

BEEREY IAM AENEE, LAEBH GitLab £/ AWS Security Token Service (STS) #&1F.
MEFHEER  FSRTHBEEREEL/AE,

a. EIAM T#HEG | B3 IAM BEeRERATIRE

« # Trusted entity type FXEA Web identity,
 # Group FXEA your GitLab group.

« Identity provider # BREAFLESR 2 FEANMEERME URL (GitLab #H1T1E
B).
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* Audience RERZLESR 2 REANHERYE R,

b. LA RFF GitLab BEABHNEEBRES, ENEEBRESLEMN AWS tRF, GitLab
URL MIEEEE,

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRoleWithWebIdentity",
"Principal": {
"Federated": "arn:aws:iam::111122223333:0idc-
provider/gitlab.example.com"
}I
"Condition": {
"StringEquals": {
"gitlab.example.com:aud": [
"sts.amazon.com"
]
}I
"StringLike": {
"gitlab.example.com:sub": [
"project_path:mygroup/project-*:ref_type:branch-*:ref:main*"

c. BEFERI IAMBUER , LLAFT GitLab 7E AWS Secrets Manager. &0 LA bt BUSR #7318
BETBK, MEFAER , FSEEL IAM BUR,

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "arn:aws:secretsmanager:us-

east-1:111122223333:secxet:your-secret"
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AWS Secrets Manager £ GitLab &
SERFERGFHER , BALUE GitLab 32 E A A Secrets Manager RIREERHIZAE R
X TE GitLab BB LAEA Secrets Manager

BEEFEATHIEFAERH GitLab CI/CD #HRERE S

- BEREA STS WER,
« Secrets Manager #% ID,

- ¥ GitLab EEHHITEKEK , £FE GitLab Runner #EEHY IAM B &,
- FHME AWS B 0,

GitLab f& Secrets Manager #EEAMZ , WEFREZEFERF. HERNEEEMTE CI/ICD B
B, BLURERES CIICD 28,

LU 2 GitLab CI/CD fHEERE AT YAML EREXHH R ¢

variables:
AWS_REGION: us-east-1
AWS_ROLE_ARN: 'arn:aws:iam::111122223333:ro0le/gitlab-role'
job:
id_tokens:
AWS_ID_TOKEN:
aud: 'sts.amazonaws.com'
secrets:
DATABASE_PASSWORD:
aws_secrets_manager:
secret_id: "arn:aws:secretsmanager:us-east-1:111122223333:secret:secret-name"

MEFHMET , 5528 GitLab Secrets Manager B4 X,

g& , B LE GitLab HRIE OIDC #Ei&E, MFEFMER , F2EAE OIDC HRER GitLab X,
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5E B PR

LA AT i3 B 48 SR B HE R S Secrets Manager B2 GitLab B AR AR BRI E REE,

GitLab EE &

WMREIEE GitLab BEERE , FRAETHIEHE !

- BH YAML EREXERE, WEFHEER , 52 GitLab 3Xf.
- W GitLab EERTERNAR, EFHEHENA , URFEUEMRHN AWS Secrets Manager #

#,
H &R
T EIRAI F B2 & ¥ GitLab # WY R EHE TR EEBERE AWS Secrets Manager :

« GitLab OIDC 5 #HEfi#
. {58 GitLab CI/CD &i&
- REHERR

£ F{EF AWS Secrets Manager #% AWS loT Greengrass

AWS loT Greengrass =i EmIIEERIAEEEN TR, CREEXEREHEI MEZLEAREN
B, BXEEAEEE K EABER RS ERER.

AWS |oT Greengrass A[ZE&E A AWS loT Greengrass £EHHREMERARRNETE2HBRE , M
FEEZEEARSZE. FRAIHMME, BABUER 7 cloud. AWS loT Greengrass extends Secrets
Manager 1 AWS Secrets Manager £ ithF M EEWE , AWS loT Greengrass LA{E &1 E 1235 7
Lambda BRI AT A E A AR B EREMEREXER.

EERUEESE AWS loT Greengrass B , LA BIE L B¥E Secrets Manager MEZEWFFEE
R WAEERSEAMEBEBA ARN RBEZGIE., FETHROMEY, EENEAREEIR ,
2B (AWS loT HEABER) PHNEAREER,

3

EERWEIFEE AWS loT Greengrass &0 , B2RBEMUETEE AWS loT Greengrass /Do
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EZEEMESFER AWS Secrets Manager #%

AWS Systems Manager S8 FHEAMBEERNEENUEEERMLZENRERNRT. EUUERE
B, EREFRIREBZENERMASEE. T8 , 2EEHETEARAFTRNUERM B BRILR
%, Rz , BEERETRESWHRERIE Secrets Manager 71, REEZRUBEESBERESE
RBE,

ESUERER , secret-id 2REFREFTEERB TR ZMEER

K

& & E A Secrets Manager

# ()o

WMESHMER |, FFSBAWS Systems Manager  fEREIEE) FHRSHEHESESE AWS
Secrets Manager #%,
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ERi: AWS Secrets Manager #%

WREEHENNENBRE, ELRRERR K SEFRBNENESLREFHEBRE. £ Secrets
Manager # , BAI A AHBRELHD@WIR, AMEMREN

s SEHRE -HRAZEZIENT  SULUEASERE  HhRESALCKRENEEHE, SR
BAEA Lambda B,

« ¥R Secrets Manager &\ EB % — A Secrets Manager SEBMHISENRE , BOUERS
ENBUZHVREFSEBHRENRE, EFTEE Lambda HE,

+ the section called “H Lambda EIR 8" - WA EBEE IR | Secrets Manager SR &
Lambda B4 23R 5 #7 # 2 M & K E 5 AR 35

AWS Secrets Manager #3312 B iR

BoBBRUZERLE  RESEEFRALRENEE RN, FAZERRE  STSER AWS
Lambda ERBREFHER ERWRBENEAER,

THIRBRHEZ E@wR

« Amazon Aurora AXEFAERBRUZIERER, MEFMEEN , 528 (Amazon Aurora FAE
™) FHMEA Amazon Aurora Fl AWS Secrets Managerif TR B S I,

+ Amazon ECS Service Connect & AWS Private Certificate Authority TLS B IZMH S Ewmi, W
EHMENR , 5528 (Amazon Elastic Container Service B2 AE#mE) F M TLS with Service
Connect,

« Amazon RDS AT EFAEBRRUZTERI. MEFMEF , F2H (Amazon RDS A EE
&) FHAEEH Amazon RDS #l AWS Secrets Manageri 1T R B EE

+ Amazon DocumentDB AFXEFHAERTRUSEHRIE, MEHMENA , 528 (Amazon
DocumentDB A &1ER)Y H{EA Amazon DocumentDB #1TRIEEE AWS Secrets
Managero Amazon DocumentDB

« Amazon Redshift AEEEZRHIREZ EmHmiR, MEFMENR , 528 (Amazon Redshift EIE1E
Y PHER AWS Secrets Manager®# Amazon Redshift &1 8 215,

. ZENEMWE A Secrets Manager EER A BFENRZREASERR, NEFHAEHN A FSEEH
AWS Secrets Manager Z E/NIWMEREEE=HHWE,
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® Tip
MEFREHMERNE | 520 the section called “H8 Lambda B &2,

ZEMENRRETEE —DERNTH, ERNHE , HERRENNERTESNEERNERE. £E
REXF , RMBIEBCEEREER  ERAUERAEAERNREERBINEREERE Mk
ERAEERE. BREREXERE K ANEERENATAY  SUNEAEERERRER,

¥ Secrets Manager &EBHIHENRE |
BEIEWMRNERE

1. 7E Secrets Manager AP HMZTEME ., BUJLUEEREEERKEHER , I Secrets
Manager £ &P ESHEE,

2. 1f Rotation schedule (E8#25E#2) & , £ Schedule expression builder (HERRRIZEREESS) , A
Schedule expression (BFf2XRZEN) £ , @A UTC BFEMHETE, Secrets Manager 45121 HEFE
f7FEA rate() H cron() FREX. HREELEBEFRERS , BRIFEMBIEE Start time (FALE
K)o, BUNEM/NRRR—ANE, WEFHER A F2ERRHE.

3. (EH) R Window duration (RFERIFERERE) , BIFEAE Secrets Manager M BN KRR
B, plan, =@/NERE 3h, RRERTBEMEIT —EERiREEE, MRERIEE Window duration
(BFERBERE) , AU BABNNRIRERE K BRSEE—/ BREBHEM. HRUXBEN
MWERIRHERE K HEBSE—XEREB BN,

4. BERRE.
BFZEWMMABERE (AWS CLI)

Y rotate-secret. FAIEHIFSESMBANE 1 XFSE 15 X 16:00 1 18:00 (UTC) 2 EiE
7. MEFHMER , FSEWARE,

aws secretsmanager rotate-secret \
--secret-id MySecret \
--rotation-rules \
"{\"ScheduleExpression\": \"cron(® 16 1,15 * ? *)\", \"Duration\": \"2h\"}"
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Byift Secrets Manager 2 E /SR

Secrets Manager BB ERBMERSHE , UREHSEATRE. WIIETEHEERIR , HBEF
EEWZEWAL, FAZENBRE  ERFTEEEERERNETRASERHNSEREBNSERER
BH., EASH Secrets Manager RE,

EEZRFEMA Secrets Manager WEEBMHEE , F2REZENTUESER
EXEAPRERwER

EERTCHEESENTRENRR , T ERECRENESSERHEENRZEINNE K FEATIS
B2

1. BARX Secrets Manager £ A&,

WEE PRGN ENTIRER,

i#12 Configuration (#158) R3|ER,

EWPEEREY | BERERT,

BRX Automatic rotation (B Ej#i2),

EWmGPREERNT , IERRAENTAEERHEETRESR

S~

EBERASFBHHHEMLEPRERHRHVEER

7. ERMEBBROBRBIF TS ENREUBIR IAM AR
- EREUNACUEDREVERALEFANAR
- BE , AENESEBHENEREEFTHREAR

RIFFERR , FUSHEREREUNE 2 BEHF BRI SEBHF
8. REWMEERE (flW, B30 XEBH®WHE—IR ).
9. REMREUEAWRAR.

EREFPRENHEZEPRESMLS

b Description

ExternalSecretRotationMetad  EWIRFTENSERBHISEFREER | 40 Salesforce B9 API K24
ata
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- fba Description

ExternalSecretRotationRoleA  FAREIER IAM £ ARN , HFnsiE AR S SEB M
m

MEELWNUNFFMET , ESEFEH Secrets Manager ZEN MR RERE = H W,

£/ CLI SR et

1T T 5o S RELE Salesforce WEMN @R, M TEIEEME ID, WM IAM S€ ARN, Wik
B, UNGREFMENTASEBHEEDEER,

aws secretsmanager rotate-secret \
--secret-id SampleSecret \
--external-secret-rotation-role-arn arn:aws:iam::123412341234:r0le/xyz \
--rotation-rules AutomaticallyAfterDays=1 \
--external-secret-rotation-metadata
"[{"Key":"apiVersion", "Value":"v65.0"}]"'

B Lambda B it

HRFZEAMME |, Secrets Manager 2 AWS Lambda BREREHM RN E R ERRHE. ME
BEBAEA Lambda BB ANER , FSE EE.

BNy AEMBRBEEENRE  SUNEAZERR. ZECHA ZEGR , EUNREBEERY
BUER,

iR HAM |, Secrets Manager 2 &R RWEURENEH., MEFHMER , 552 Bthe section called
“ff F§ 524% AWS CloudTrail 7

= EWmPME |, Secrets Manager ERIFEFRENWIRBEET I Lambda HE, MREEREB SR
Bt FEFEHMERE | Bl Secrets Manager EFTE T — A& E B S EHRBERHIE,

iR HAME |, Secrets Manager 8 Z ) X HIUERIMNKE , BESXFEATRNSE ., Secrets Manager £
SEMWT 5 JSON FBEREBRIARE :

"Step" : "request.type",
"SecretId" : "string",
"ClientRequestToken" : "string",
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"RotationToken" : "string"

2 .

o SB WL : create_secret., test_secret. set_secrets finish_secret., ME:F
B , 552 RBthe section called “Ew B B /Y U E 5 B,

+ Secretld - Bz W ARN,

* ClientRequestToken — FTIRABZR M —FBITT. LLERPRERESE. NFFEEF A F2H

AWS Secrets Manager APl 2Z H i) PutSecretValue : ClientRequestToken,

+ RotationToken — IE HFERRIRHHE —ZBIF. FARTINACHIBIRFHRVETREHVRTE ,
BRI UEREBRFERS —EIRFHH Lambda S EWR—ERF PN, TEEMEBRT , &
BRI IAM SRR Secrets Manager , &% Secrets Manager & i Fl i 1 = A7 2R ER &
IAM &5 7,

MB RIS ER KB | Secrets Manager 2 X ER R ERIRIBRE,
e

+ %% Amazon RDS. Amazon Aurora, Amazon Redshift 3, Amazon DocumentDB # %5 Y B B) & it
« FREIIFERE AWS Secrets Manager HH B Bhimik

- £/ REBBHEWHE AWS CLI

* Lambda B SEmit R #E

« Lambda ¥ &

+ AWS Secrets Manager & & & &1 4

+ B Lambda BB EE 1T A B A AWS Secrets Manager

« AWS Lambda % ## B4 B HY #8 5% 77 X

« ¥ AWS Secrets Manager it 1T ED

% Amazon RDS. Amazon Aurora. Amazon Redshift 2% Amazon
DocumentDB #Z2 Y B B gt

A B ERR R BA AR E the section called “H Lambda B{ IR E R EWER, B2 EHEHEZRH
BiR, EXRNEZE K SEFRBENEREFNRFE. 7 Secrets Manager F , B[ AE R ER
RERE BB IR,
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EEMAIEAREHR XA BERRRE, BERTERFETHIR , WREIFERE Lambda
WRKNE , EEBY . EEAtEA Lambda REBHTAGKRENT, HE—FEHER Lambda
IR BT LUB B |, 7H Secrets Manager R ERIE,

/A Warning

EEMBBE DR  BNUEEEA Lambda WIREE R IAM H1TA BN S HERETF T BUERW
A, BEBFEE iam:CreateRole M iam:AttachRolePolicy FFfl, {FiELHFAI O]
EE5oBRTHSEM T,

FER

- B BERRERY (BEY) BUBREAERE
- B2 RERRIEIRBHE

- SR 3 (BH) BB TEHMFT ARG

- PB4 RARBRHBEREREFER

- REBESR

B 1 RIBRIRERD (BIEN) B YRR ERE

#NEE Secrets Manager FTiR KRBV IEEEE RN , 752 B the section called “Lambda B EEmIRT ",

MBEBREXSEAERE  SEEUNE  YTEHPHEERNEBRRERAERR, EEEEHEBRK
FRERBNRE K RAGBRSERE—(FAFERE K MASBEAERLEXHTY. FEE , Amazon
RDS Proxy T B & & Kk,

TR 2 REBRBRYETHRIERE
ZE A Amazon RDS. Amazon DocumentDB & Amazon Redshift 5422 B B it

1. BTN ERBEREEEREA  hitps://console.aws.amazon.com/secretsmanager/o
2. 7 Secrets (%) HEY , BEME,

3. 1f Secret details (M5 #1E ) EMEHA Rotation configuration (ERi24HAE) [EEX S | iR Edit
rotation (fREEE L),

4. £ Edit rotation configuration (fR¥E¥mLAEAE) HIFE AP |, BT T EE -

a. BARK Automatic rotation (B EhER#2),
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b. 7E Rotation schedule (E#8EF2) & , £ Schedule expression builder (HFiEREXNRESS) |
= L Schedule expression (BERRRER) X , WA UTC BFENHERE. Secrets Manager &
HBENHERMETA rate() R cron() ®REX, WRGBRFEBHEFREHE , BRIFTEE
Start time (BI#REFRE). BAINESN/NERBE—ARE, WEFHEEN  BSEmBEIE,

c. (EH)#R Window duration (RFEIFERRE) , BIFEMEE Secrets Manager Eifi b a5 1Y s
BRE , fltn , =@/NERE 3h, RRETBEMET —EERREEE, MRERIEE Window
duration (RFERIFERERE) , I RVNREABENNRREE K KBEEE—/\KREBER. B
RUXABMNNWRRIRE  BRSE—XERSEDHEIE.

d. (#H)##ZE Rotate immediately when the secret is stored (T2 Z 853 ENEwi%) LIEREEE
FRBBRANRE., WREREZEGHR |, B — KRR iRBERENHERERE.

IMREWIBKY , HIINEBLSER 3 F 4 KRR , Secrets Manager 8 Z X EXH WP RIE

e. 7E Rotation function (Sw#:EKE) T , BT THHP—IF .
i#1Z Create a new Lambda function (¥7% Lambda &) , AERW AFHEMN S
M. Secrets Manager # SecretsManager #iBEERE A BAIFITE, Secrets
Manager ERBEEMNSEAEY K , ¥4 Lambda FIITHAERREXLENFT T,
iE$E Use an existing Lambda function (fEFAIREH Lambda BHE) , ERFERAEARHEHAM
BN HBIREE, Recommended VPC configurations (2:%#) VPC #HAE) T 5 H Ay e
MY, HENEEAMERN VPC NZ2HE , BUREBEFIRERE.

f. BHRBBRERE  BEE-FHAEIRBEHAERE. NFEFMAENR , 52 Bthe section called
“HER 1 IREWIRERRY (REN) BXBRERAERE,

5. igj% Save (ﬁﬁ)o

SER 3 (BA) Y BEE A ET A R4

EHRBPERBENERBESD , RARBLIEANET S aws :SourceAccount , #BIBsIE Lambda
BWEEEEREA. HRAXLE AWS R , ABREBEEREARS , AWS BERERKER

aws :SourceArn#l aws:SourceAccount£iFEH4 &8, B2 , IRELNBIRKEBERHE
& aws:SourceArn ¥ , AlERREKEB REAR BRI ARN BEENRE, BERLETERNE SR
aws:SourceAccount , MEA S RIREB AR ZERE,

EEENWREEERBCR

1. 7E Secrets Manager £ A7 , BELNRE , REEFHEFAEER Rotation configuration (¥
HAARE) 2T , i#4E Lambda BB, Lambda & B,

2. BEAEREBEARN Lambda FEIFE R , i aws:sourceAccount &,
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"Condition": {
"StringEquals": {
"AWS:SourceAccount": "123456789012"
}
1,

MRFEH KMS £ A 2 AWS ZE£48 aws/secretsmanager BWEIME , Secrets Manager {&
B/ T Lambda BIITACHEAZSMNFT T, EALUEB SecretARN INZE RN BRRHIFEABZEHE
RMEGREHACEATERTHEEHIBNOME,

EmREHAITAR

1. 7£ Lambda BWiEHEHRFEARE K AREHTACTREACER.
2. BRBEUACHTBEPIERFIE kms : EncryptionContext:SecretARN &4

"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"
}
},

SR 4 AWREEERERRKR TN

WMEFMER |, 552 Bthe section called “AWS Lambda & #: B BRI 43R FE

BRESER
552 Bthe section called “BR i 5F S HERR",

X EIFEBE AWS Secrets Manager #Z ) B B 871

R ERIE R A M{athe section called “H Lambda BTV iR SR EIEE RIEME, Wi EHFEHEER
HiBE, ELWMBRNRE K SEMRBURZWEFSHEER ESREHHER.

NMFEERNERR , F2RENERTZNEDWE (EE8).
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/A Warning

EEHRME SRR , SXNBEHEEHT , T8EE Lambda BIREKEBET IAM BTAG | WK
BEEEEZAR, LFEKEE iamn:CreateRole M iam:AttachRolePolicy ., #
FELHFAAFEIRTFESEMHTA,

STER

- SB1 B -RHBIREE

- SR2  REBHREEELS

- SR 3 BEBBNWE

o HER 4 RFFHIREBIZE Secrets Manager FEH &R EE = RIE
« B 5 : fAFF Secrets Manager I SRR

- SR 6 REBBEENEEIFN

- BESE

SR BV —RWREE

EERR , FBEY Lambda MEKE, EFTFSTEARGEUEBNEND RS ERELS BT
BAZERG., NEHBHBIMNMEENFHEER , 528 the section called “Lambda Emif R 2",

EXENEES , B LER ®RE 4 AWS Serverless Application Repository 22 8., MEXZEN
[EiF;EE , 552 BAWS Serverless Application Repository FAQs, FEEfLEF G |, SRS REMBREL
HE , TSR BERIHE D,

By —RminEE
1. BEYEENEHRZE AWS Serverless Application Repository X# , 2 BAWS Serverless
Application Repository { —fig8&) FMiRBMAEE. AWS
2. BOUTEE—E:
MREE EFZE AWS Serverless Application Repository

a. Tt Lambda X#ZAH | BEEAEN K AREZEBRUEAEK.

b. HERVEREAERL , BELEARSZEAEIRIER,
ELAEEABATHES AT , MA SecretsManagerRotationTemplate,
d. BEREREIEF IAM AGRERBENERER,

o
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e. 1EE SecretsManagerRotationTemplate El#&,
f. ERE, RENFBEERL K REARXREEEPEALERNL,

- SHERE  MALEHNRE , 2 https://. WEREEE , FSH the section
called “Secrets Manager ¥ 2",

o BE Lambda HEKA VPC , 582& vpcSecurityGrouplds H vpcSubnetlds,
g. EE%B%O
MRS EIZ AWS Serverless Application Repository A28

a. 1£ Lambda £#Z&H , BEEE , AREEEIHE,
b. £ Create function (M EKE) BEHE L , 1T T 5 EE :

i BECHEFARRE.

i. &¥f Function name (RE &) , MALHRBREENEE,
i. ErEEFITH |, iEFE Python 3.10,

iv. EEEVRH.

SR2 RERMEBER

EWhSBRh LEREFHRENERE , URREZFMENBRERERE, NEHRRBWIHEENR ,
AIERERERBEEBMNME , 52 the section called “Lambda S EE, B LAMER B
HEAHAHABE,

SRR 3 REMMBME
HILFRT , EEAWBRERRIRE , WEHRRNBEREWE,

FERERBRI BT ZHWREH

-

BIEUA T ERBREREE S A  hitps://console.aws.amazon.com/secretsmanager/o
1E Secrets (%) EEP , BIFEHE,

£ Secret details (25 #1E ) EEM Rotation configuration (ERIRAKE) EER S |, B2 Edit
rotation (¥REEERIR), 1 Edit rotation configuration (fREBERIRIARE) HWEEH RSP | ST T BE -

a. BARK Automatic rotation (B EhER#2),

b. 7E Rotation schedule (E#25EF2) & , £ Schedule expression builder (HFi2RIZEXBESS) |
= L Schedule expression (BERERER) XX , WA UTC BFEHNHERE. Secrets Manager &
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IEHHERERES rate() W cron() RKIEX, HREREEHEFRERE , RIELZEE
Start time (FAMAERE). S USN/NEHIR—AWER, NEFMER  F2EHBRIE,

c. (EH)#R Window duration (RFEIFERRE) , BIFEEE Secrets Manager Eifi b a5 1Y s
BRE , flon , =@/ 3h, BETSEMET —ERREE, WREREE Window
duration (RFERIFERERE) , I RLVMNREABENNRREE K KBEEE—/\KREDEM. B
RUXABMNNWRRIRE  BRSE—XERSEHEIEA.

d. (#H)##ZE Rotate immediately when the secret is stored (fZ I Z 851 ENEwi%) LIEREEE
FRRIREHRER, MRBRZESHR |, AIE - XHRRSRBERENERERLA,

e. HEWREKEHT , BESESHE 1 PEUMN Lambda EHE,

f. BRERE

HER 4 R EIZE Secrets Manager &K & ¥l E = IR

Lambda &5 8 FE E5F 7 LAZE Secrets Manager FHIHE | BEEF O UFEEHNE R ERR
¥, EUTRP | BEFELHFTRT Lambda B1TAE., WRFEH KMS £BARBNE , MT2
AWS ZE ] aws/secretsmanager , BERLFELFEAZER/NVFT AR T Lambda FITAE, &
AJLAUEIR SecretARN MMEBERARBEHEARZEHE , AMERREEACEERATZHAEERBNM
B, MEBCRES , FSEmANFT .

WMEER , B2HE (AWS Lambda B A E#F) #H Lambda HITHAE,

H B 5 . fLFF Secrets Manager I SRR &

£ E RO 5F Secrets Manager RIBERENHBRRWUABIRKNE , BFEEHE Lambda HEMNERBK
i Flambda: InvokeFunctionfF A #5 Secrets Manager lR#& I 58,

EFHRBPRENERBED  RMABRRELITEARNE L8 aws: SourceAccount , #BIBsIE Lambda
BEEEEREA. HRAXELE AWS R , ABREBEREARS , AWS BRERKER
aws:SourceArn# aws:SourceAccount£IHEH £, B2 , NMRELNBVRHBBXRTE
& aws:SourceArn ¥ , AlRIGEKE REARBWIAZ ARN EENRE, BERELETESAER LR
aws :SourceAccount , AMEA LSRR B AN ZERE,

FERERBIREZS Lambda ¥ , F2REMEREBEAR Lambda,

T E S 5F Secrets Manager A Lambda B &,

FERERZNADWIR (EEE) 181


https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html

AWS Secrets Manager EREEmR

JSON

"Version":"2012-10-17",
"Id": "default",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Sexvice": "secretsmanager.amazonaws.com"

}I
"Action": "lambda:InvokeFunction",
"Condition": {
"StringEquals": {
"AWS:SourceAccount": "123456789012"
}
}I

"Resource": "arn:aws:lambda:us-east-1:123456789012:function: function-
name"

HER 6 EREMIRK BN EEFH

HERSBD | EALLAY BIREBE R ELEE Secrets Manager MM EMENRBRERE, Wik
HENBREAEINMRE , TREBRIRKE, 520 the section called “AWS Lambda &% B S 1) {8 58 157
B,

‘IR

'ES@E*F% 3 HREWMBRE |, BRI LRERBMENRE, MRBWEBEERFKRY , Secrets Manager
ZRERWBR, SHALURR FHETR , MEIFREwE A wIRUE,

MBIk | BB IR,
A REB B AWS CLI

AR5 A AN{dthe section called “FH Lambda B\ IR E A 5RE AWS CLI, ERBRBREFE K 8
MR UR ZWEFT e ER E R RIS T R,

B B (AWS CLI) 182
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BETURR ERARERS. AANEHE  FEMALERENADRE (E04). NRFH
HEAERNME | FSN FERERENEBRA (X8E ).,

EEMH REWBAWSCLI , MR L ERBPERERE , BN ALREHRERE, MREBBER
BHERERRE Mﬁﬁﬁiﬁﬁﬂlﬁﬁﬁ&ﬁﬁﬁ%ﬁ%ﬁ’ﬂ%%W?ﬁéo ETR,6 f2REHBEREER
%, Secrets Manager I2f{&R K S LIARBERY . SFEZFVLUFEAERFREIL Lambda HE
WA Lambda BRE(F Lambda MITABKREHR . T —ELTERRMER Lambda BE 1] LUEIB K FH
Secrets Manager MIERERRLE. &% , BRI RERZELETEWE,

SER

o EREWRNCRGHE  BIEWIRERE

- SB1 . BEBRREESNS

o SEB2: E Lambda B

o B3 FREMEKEFEE

- SR 4 REWMBHMWER

- BETR

BRI EWER TRRY | BIEWIRRE

FE Secrets Manager Fri2 Mt REEHIMHBEER , 5528 the section called “Lambda B EER LKL,

BIE 1 E-ERAERKE

MRIGERE-FERERE  SUNREETSR 1.
BIE 2 . REEAE R

MRIGBREFEAE R, BQA

- BUME , YRENEERERAEZRABNEHERY, LEZEFEREAERABNNRS
AREERERRGERNE—BAEAE K MAXSBEAEREXTT,

- BHEREAEWZN ARN FIBERBWE, NFEFHMEEN , 552 Bthe section called “#ZH JSON
R,

HI‘H

52 , Amazon RDS Proxy A X EFEHE KK,

BB iR (AWS CLI) 183



AWS Secrets Manager EREEmR

SR RERMEHBENR

EERRUT  CEEHREE. HIRKHE Lambda EE , Secrets Manager €M I LA ERIRINER,
MEFMENR , 552 Ethe section called “H Lambda iR, FUSES K SEREEFRENE
NG, URREFENRERERE,

Secrets Manager & #H#9 Amazon RDS, Amazon Aurora, Amazon Redshift 1 Amazon

DocumentDB ¥} B #i 57 12 3 & AN B 151 B B & A
BREGRREBENDS

1. BITUTHEE—E:
© BREGREHERNEE, IRAENSENRBN@RKRE  FEREXR,

- HRHEMEANRD K SWUREECHWRKE, WERPE , F52/the section called
“Lambda ERIREE,

2. BEREMALENBKYE—BRTE ZIP 8% my-function.zip Ho

$B 2 B Lambda HE

EWSRD  SuLEREESER 1 FETN ZIP ERHKET Lambda HE ., EHALAERE Lambda
HITAE , ER Lambda EFUAREFEBINEE,

#1 Lambda BRRKEMHATAE

1. 5 Lambda $TABEMNFERE , LAAHMATA JSON BXR, @#@HINFMERFSME the
section called “ERiHYEFAI", B AA

- RFABHWETIW Secrets Manager E%.
- g, RFACFILREN RE , UEIHER,
2. EY Lambda $TAE , WEBWU REALEL—BSBHREINETEEian create-

role,

aws iam create-role \
--role-name rotation-lambda-role \
--assume-role-policy-document file://trust-policy. json

3. M0 lambda create-function, LA ZIP #5# Lambda B2,

aws lambda create-function \
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
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--function-name my-rotation-function \

--runtime python3.7 \

--zip-file fileb://my-function.zip \

--handler .handler \

--role arn:aws:iam::123456789012:role/service-role/rotation-lambda-role

4. ¥ Lambda HEGEREEREEK , L5 Secrets Manager EBM A lambda add-permission &
Y F % B o

aws lambda add-permission \
--function-name my-rotation-function \
--action lambda:InvokeFunction \
--statement-id SecretsManager \
--principal secretsmanager.amazonaws.com \
--source-account 123456789012

SR 3 SREMKFE
WMEFMED |, 52 Bthe section called “AWS Lambda i #: B # R AR FE
TR 4 RERMBWE

EEABNWEEEEBRETIEE , 5P rotate-secret, BALMUEA cron() = rate() 2
FRIENRBREHNIRE , b UREHBREERER, MEFHMAEN , 552 Bthe section called “TnifiHE

aws secretsmanager rotate-secret \

--secret-id MySecret \

--rotation-lambda-arn arn:aws:lambda:Region:123456789012:function:my-rotation-
function \

--rotation-rules "{\"ScheduleExpression\": \"cron(o 16 1,15 * ? *)\", \"Duration\":
\"2h\"}"

BREIE
;52 RBlthe section called “ER i 5F S HEAR,

Lambda BX {#m 2 5K AE

¥ the section called “H Lambda B UEg#” | SR E B EME , Secrets Manager 12t MEEIRR
B o
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IR  E—ERAE

R EE —EREFEH—EEAENERE. ¥R Amazon RDS Db2 #{TEEE , RAEREELS
EHCHER AL ACRERNZRBREMEESEAEN. EREMENRBIRRR  ERANRKS
BEARM, H5R , BRI REAR - (RRRE) REBAERAENERE

WEWBRE  TEPHRBNENEER, BRETETR  SRETNRRBEEETRNECZH , B
—PEREEEE, FUHE  ERNEATREEFERBREBENFU, BULUEBEE M EH R HE
REERR. Wi’ A FTNERSERAFTNER.

WK REERE

hEEEE—ERBELEFMECHAENEE. SUNUBYE—EBERE , RAREF—ARRYE &
REEEERZERE  UBUFE_BFEAE. SENTZHAEKR K BREEFSXEEFFINERAEER
B, HRAZEEAEREERB ST , TSN EREBEMMEBESD superuser WERHE. EEH
EYERNEAESERRBEAEHERNGTIR  ERCHE—EHEREER , UREEAR X
M (FRHIRE) IEBHXFEAENRHE.

HERESEAFTHANENE  Eh—AACREEREREE  ME_EACLEERENER
BROET. EUEAREESTAMNERER. NREARERRNMERRS  BARRM

SRS —AERNBER, BIZ% | user M user_clone BRHEN, HEEELNHRN ,

AEAEIESHMELE —SAERREE, NRENEXERAREES  SEESEMENTE
ARSEE—HHY , UERESTAESEATBRNTY, CUUSEEENERERREIER
5.

Secrets Manager B RV ERFEAE K AEAEHEHEREREAEHRNTT. IREEVERFRAE
BETFRAFEAENGT S4BT ERFERENGT,

plan , MREFEREREEAENBRREILT , AZRESES —BAEFELBRIMRAE.

//r:.-h_,-Sen:.ret \\

My llser

passwordA

. J
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AWS Secrets Manager

ERAEER

BE-Rm-GRNAEEAEENERRELFEAENER K MELTAEHSHA B AN MER

o

//r-_.ﬂ}-Secret
- AWSPREVIOUS

... MyUser

passwordA

\_

-

AWSCURRENT

-.. MyUser_clone

passwordB

~

/

FEoRWmR - BRREEENREEAENER.

/‘r-_.ﬂ}-Secret
AWSCURRENT

... My Ulser

passwordC

o

- AWSPREVIOUS

... MyUser_clone

passwordB

~

,/

B-RWmR - RN EENEREAENER,

/r-_d}-Sec.ret
- AWSPREVIOUS

... My Ulser

passwordC

L

.

AWSCURRENT

-.. MylUser_clone

passwordD

~

J
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1 Hthe section called “Hi Lambda BEIZ\Ew#2” , AWS Lambda BRI WM E,

Manager & 1E & #2 2 8 i 1A 78 (B 15 R R 8 B " B R AR o
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IR AWS Secrets Manager R AENWMZERRHBIAREELR , BRUUEL BT HBKE, BER
BEEE  FERT YR .

BEImitN B REER

- AW REREARER,

o P OMESEREESERIRN, P LIASERAE A Amazon CloudWatch Logs., R BiET 3B
&
WMEBFRIRREF |, 552 Bthe section called “E i B & A R IBE B,

- ATZ%£#E , AWS Secrets Manager R 8 5F Lambda S BN E ZWIBNER, HREEEEZFY
% — 1B Lambda B BRI EZ

- MEREEES , F2RAENEEEFARFEAES.
- MREEAAB-EVENERE , SINEEIER , ELASEBHNEREM.

s BENWRRBAEMEKRERERE ZIP BRE |, Sl my-function. zip.

/A Warning

HMA Lambda R HTHTET R , BHEBRI TS HEREARR 10 WETESEHRRER.
WEFFMER |, 528 ( AWS Lambda FIE& A E38F) HHY AWS Lambda 7 f## 78 88 30 17 F1#6

BT,
T 45 15 B P Y B 2 BR

&

- createSecret : B FH B IR

- setSecret : EFERBERBHPHBEAER
- testSecret : HIFFTH R

- finishSecret : eI

createSecret : ZE I H MM RA

FikcreateSecret@ & EiBget_secret_valueffAEA Bl RBEWMBRERT
f£ClientRequestToken, MREZEME , ©EFEA create_secret MF/HFER BRI
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https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-test-and-debug.html
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-concurrency.html#reserved-and-provisioned
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.get_secret_value
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.create_secret
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FVersionld, A% , cB8FEH EEFNMBEget_random_password, ETR , ©&FEY
put_secret_value , SHETAFESR —REFMAWSPENDING, #&FTHMZEREFIE AWSPENDING
B, ERERERM, IRKRATAREMAR , EUUERETFUNSEZNZE. F2HE
How do | make my Lambda function idempotent (#1173 Lambda BB ZE &),

RRBEARREBNRET

- MAFNRZEESSHERNESLRBEERNFT. A ExcludeCharacters 28 HBRF T,
- BRAEREE  BEHA AWS CLI EFRAMREE : Bl describe-secretit&H

VersionIdsToStages.

« ¥ Amazon RDS MySQL , ER B F & #iiEF , Secrets Manager @ AR T HEIB 16 EF T
WERERE, EULUEIEBINEEUATERNAF B, MySQL A& 5.7 RESMRAXIFAF &
&% 32 8= fAF , {B= Secrets Manager Mfin "_clones ( AEZFH) BIAFBENKRE , FTUAMRLAE
RIEAFE&Z 26 HFR.

setSecret : EFERENRBPHNEAER

FHiEEsetSecret 2F AR ERRBBANEAER |, TS HEAWSPENDINGHR A A H BB H.
RERERBHBNRETR

- MEEKRANEELBRZRAINNRY , flERE  FEAEHSBIL. WEFHEER , F2H

OWASP #8if FNEHSEHRHE,

- PRI EERHERNKEA , BEEFEEHNIEH Secrets Manager WHEFN B EERTFNESF R
Fo ATHIEBENEEREANE  SXERANEBEELIFARKREERNHEHMER, EREHR
F2Hl

« & AWSCURRENT [RARBZHF I BREEEE M. MR AWSCURRENT BFEHEN , FHERBRE
2o

« &F AWSCURRENT 1 AWSPENDING MZHEERBEHHHERNER,. HAETHERBNEE , FE
& AWSCURRENT F1 AWSPENDING EHEZBREEMEE.

- BEBNMREERSEHEE., UNERE , 55ZEF AWSCURRENT 1 AWSPENDING F#EHER
AR

s ERADEIBRT , BUEBREGITERENEERBRE, flm , FAEXEHMRE | Secrets
Manager 8 R E—EFERAEN AT HEESERELVEHNFERE, WREELEIESEZEM
REFMLEBUHURTFERNFERE , IFEFH set_secret HEFWERLE,
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.get_random_password
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.put_secret_value
https://aws.amazon.com/premiumsupport/knowledge-center/lambda-function-idempotent/
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/describe-secret.html
https://cheatsheetseries.owasp.org/cheatsheets/Query_Parameterization_Cheat_Sheet.html
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https://www.postgresql.org/docs/8.0/runtime-config.html
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testSecret : A F A MR R A<

ETXR , Lambda WK ESERA AWSPENDING AW BRFIERERRE , ETRE. BRE @
BEREEA BN WRRBEEARIERETRE,

finishSecret : &5 L

&% , Lambda iR K2 SZEH AWSCURRENT RN BERAB EILMRA |, EL2BERERE API
oYy AWSPENDING =&, Secrets Manager 4% AWSPREVIOUS FEiREZEEH I8 E L BIMRA , LUE
BRE £ — X B IFH B,

F Efinish_secretf£ A #STRIEREAWSCURRENT £ 5t B B9 B 25 iR
Rupdate_secret_version_stageBEFHMWMBEMA, Secrets Manager & B #4#% AWSPREVIOUS
FEREBFEELIRAE , LELRE L —EC AR FNMEZRA,

RREAAHRRNBNETR

« FELLAWSPENDINGZ AT , FABE , B AECAEBN API FULEHEBER  RAETREED
Secrets Manager & i R TR Secrets Manager €#§ AWSPREVIOUS FE{HEE #7i8 = 5L ai
WA, SMEERRE £ —EE A RIFHNERE,

it ThBF , AWSPENDING TR mAE & 1EE E 8 AWSCURRENT IRAH R AR , & T eERE#E
BRI, R AWSPENDING FAREHFE , BREHEZEE AWSCURRENT MEIRMRAS , BI4EIIA
BENRBFAATLBEZINRRBERDEETH AL EE R, WBRTEINEF , AWSPENDING FEiRE
BUReEETTENMBRA, NEHMEN  F2RHiREHEHE,

AWS Secrets Manager #s1 B 8 i 7%

AWS Secrets Manager 2t — WK EE AR , AHHEH L EEERERRIBRBENEAER LS
B, g Rready-to-use Lambda HE , TEEEAERRBNREEYK , HEBEHELZSNRE &
EFHN A

HAZEMBET EWMRER

- E—HRAERR ENE-EAENEAER,
REEAERE  THENETRNERE  UHEEREAENSEHBNSHER.

Secrets Manager thi2 it — MR & A& | MATMERNBENL R,

HRHEER 190


https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.update_secret_version_stage
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ERAEER

EREREA

3
¢

B

- ERERENEBRIR (F2E)
- FERERTNEDWMT (FES

EERALHCHRIREY , F2REAWBEE,

LN

« Amazon RDS F Amazon Aurora

Amazon RDS Db2 Ef F

Amazon RDS Db2 XERF

Amazon RDS MariaDB B —ff &

Amazon RDS MariaDB X & &

Amazon RDS ] Amazon Aurora MySQL BE—fE &
Amazon RDS #1 Amazon Aurora MySQL X &R &
Amazon RDS Oracle E—ff &

Amazon RDS Oracle XEF A&

Amazon RDS #1 Amazon Aurora PostgreSQL B —{Ff &

Amazon RDS # Amazon Aurora PostgreSQL X & FH &

Amazon RDS Microsoft SQLServer E— &
Amazon RDS Microsoft SQLServer 33 &{# &

Amazon DocumentDB (with MongoDB compatibility)

Amazon DocumentDB B — (@ &
Amazon DocumentDB R & F A &

Amazon Redshift

Amazon Redshift & —{F &
Amazon Redshift 32 & A&

InfluxDB #Y Amazon Timestream

InfluxDB B — & i & #Y Amazon Timestream
InfluxDB X &£ i & #J Amazon Timestream

Amazon ElastiCache

» Active Directory

B RER B EI A

191



AWS Secrets Manager EREEmR

+ Active Directory & A & ¥l
» Active Directory keytab

Amazon RDS F Amazon Aurora
Amazon RDS Db2 EAFE

o SARERE SecretsManagerRDSDb2RotationSingIeUser
- WILKRRE  WINER  B-FHAE,
« SecretString ##8 : the section called “Amazon RDS #1 Aurora E A&,

o RI8%S : https : //https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/
master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py

« {K¥BEAMR : python-ibmdb

Amazon RDS Db2 XEZHF

« EARZH : SecretsManagerRDSDb2RotationMultiUser
. WRIREEME : the section called “XEFEHE",
+ SecretString ##& : the section called “Amazon RDS #1 Aurora & A &R,

« JFIAES : https : //https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/
master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py

« {K¥BEAMR : python-ibmdb

Amazon RDS MariaDB E— &

. ERER SecretsManagerRDSMariaDBRotationSingIeUser
- WIAKRRE  WINER  B-FHAE,
+ SecretString ##& : the section called “Amazon RDS #1 Aurora & A &R,

o RI5HS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py

« FEMRM : PyMySQL 1.0.2, MREFEH sha256 RIGHTH 2 EE , PyMySQL [rsal . MEE
Lambda BTREPFEAEAREGEEBNEN , F2E AWS AIBFOPN UK EERE =
HEAER Python EXBEIEEN , WHEEHE Lambda B ?,
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/ibmdb/python-ibmdb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
https://github.com/ibmdb/python-ibmdb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
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Amazon RDS MariaDB R EFEH &

« #EAREZM . SecretsManagerRDSMariaDBRotationMultiUser
- ERIREERE : the section called “REFEHE",
+ SecretString #&# : the section called “Amazon RDS #1 Aurora EA &R,

« RI5HS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py

« FRHRM - PyMySQL 1.0.2, MREME A sha256 ZiEHITE 28T , PyMySQL [rsal . MEE
Lambda #{TRHEFFERAEAHREREEXNBNENR , F28 AWS MEP ORI EERE=
NN Python EHFIEELRBEN , WHEEHHE Lambda A ?

Amazon RDS #1 Amazon Aurora MySQL E— &

« EIZRE M : SecretsManagerRDSMySQLRotationSingleUser
« ERASERE : the section called “E— A&,
« TAHAM SecretString ##& : the section called “Amazon RDS # Aurora & A& ¥,

« RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py

- HRPE - PyMySQL 1.0.2. MRAEE sha256 BRETH D HB , PyMySQL [rsal . MEE
Lambda BTHEFEERZEXREATHOFEESR , FS6 AWS HBH ORI DA ESR
F_EMER Python EAHIEESEENH , WEEHE Lambda HHE ? .

Amazon RDS #1 Amazon Aurora MySQL XEEH &

« EiZ&RZ M : SecretsManagerRDSMySQLRotationMultiUser
. ERIREERE : the section called “XEFEHE",
+ FEHAMY SecretString ##& : the section called “Amazon RDS # Aurora B2 A& R,

« FRI8HS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py

« FHRM : PyMySQL 1.0.2, MREME R sha256 ZiEHITEH 28T , PyMySQL [rsal . MEE
Lambda #{THETREFREEABEAEMHNEN , F28 AWS MEPLPHNNAHEEREZE=
HENAER Python EXFIBEIEBEMN , WEEHEE Lambda A ?
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
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Amazon RDS Oracle E— ¥

« #ARZFE . SecretsManagerRDSOracleRotationSingleUser
- ERIREEME : the section called “E—{EAEH",
FEHARY SecretString #&48 : the section called “Amazon RDS #1 Aurora & A& £},

RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSOracleRotationSingleUser/lambda_function.py

KM : python-oracledb 2.4.1

Amazon RDS Oracle X & &

g2 Z 8 : SecretsManagerRDSOracleRotationMultiUser
WIS ;- the section called “RXEFEHE",
FEHIH SecretString #5#& : the section called “Amazon RDS #1 Aurora EAE R,

RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSOracleRotationMultiUser/lambda_function.py

KM : python-oracledb 2.4.1

Amazon RDS #1 Amazon Aurora PostgreSQL E— &

« EIZRZ M : SecretsManagerRDSPostgreSQLRotationSingleUser
EIAKRE - WINER  BE-—FHE,
FEHIH SecretString 548 : the section called “Amazon RDS #1 Aurora EAE R,

RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py

KM - PyGreSQL 5.2.5

Amazon RDS #1 Amazon Aurora PostgreSQL X & &

« EIZARZ M : SecretsManagerRDSPostgreSQLRotationMultiUser
o BHEEME : the section called “XEFEFHE",
« TAHAM SecretString ##& : the section called “Amazon RDS # Aurora & A&,

« JFIAES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationSingleUser/lambda_function.py
https://github.com/oracle/python-oracledb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/oracle/python-oracledb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
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« FAHKTE - PyGreSQL 5.2.5

Amazon RDS Microsoft SQLServer E— &

« #EARZM . SecretsManagerRDSSQLServerRotationSingleUser
ML : the section called “BE— A &H",
FEHAR SecretString ##8 : the section called “Amazon RDS # Aurora & A& £},

RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py

KM - Pymssql 2.2.2

Amazon RDS Microsoft SQLServer 33 &{F R &

# AR Z M : SecretsManagerRDSSQLServerRotationMultiUser
IR EEME : the section called “REFEHE",
FEHAR SecretString ##8 : the section called “Amazon RDS # Aurora & A& £,

RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py

FEMRE © Pymssql 2.2.2

Amazon DocumentDB (with MongoDB compatibility)

Amazon DocumentDB E— &

EAZ M . SecretsManagerMongoDBRotationSingleUser
BRI R : the section called “E—EHE",
FEHARY SecretString #4#8 : the section called “Amazon DocumentDB & A& £,

RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerMongoDBRotationSingleUser/lambda_function.py

H4M - PyMongo 4.2.0

Amazon DocumentDB X &F A&

« EZARZM : SecretsManagerMongoDBRotationMultiUser
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- ERIREERE : the section called “REFEHE",
- FEHAM SecretString ##8 : the section called “Amazon DocumentDB & AE R,

« RIBHS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerMongoDBRotationMultiUser/lambda_function.py

« FAfM : PyMongo 4.2.0

Amazon Redshift

Amazon Redshift 8 —fF A&

« EZAZM : SecretsManagerRedshiftRotationSingleUser
B BE : the section called “E— R &,
JEHIH SecretString f# : the section called “Amazon Redshift & AER",

RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRedshiftRotationSingleUser/lambda_function.py

KM - PyGreSQL 5.2.5

Amazon Redshift 32 & A&

« #EZAREZM . SecretsManagerRedshiftRotationMultiUser
B SR © the section called “XEFEAE",
FEHAR SecretString #£# : the section called “Amazon Redshift & A &R,

RS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRedshiftRotationMultiUser/lambda_function.py

KM - PyGreSQL 5.2.5

InfluxDB B9 Amazon Timestream

EEMRELEEAX |, 528 (Amazon Timestream BIZ A E188) F A Amazon Timestream for
InfluxDB 204a] 58 F %4 2% o

InfluxDB B —fE &M Amazon Timestream

« FIZARHM : SecretsManagerinfluxDBRotationSingleUser
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« FEHIK SecretString #&#& : the section called “InfluxDB #Z £ H) Amazon Timestream”s

« RIS : https : //https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/

master/SecretsManagerinfluxDBRotationSingleUser/lambda_function.py

« MK : InfluxDB 2.0 python Fi i

InfluxDB X & {F &K Amazon Timestream

g Z M : SecretsManagerinfluxDBRotationMultiUser
FEHAH SecretString #E#8 : the section called “InfluxDB #Z#E#EH) Amazon Timestream”,

JR¥GHS : https : //https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/
master/SecretsManagerinfluxDBRotationMultiUser/lambda_function.py

R : InfluxDB 2.0 python A B

Amazon ElastiCache

EEFRLEAR | 552/ (Amazon ElastiCache fEAEIERE) T HBEWHIREHENZE,

« EZAZM : SecretsManagerElasticacheUserRotation
- JEHAK SecretString ## : the section called “Amazon ElastiCache B2 A& R,

« RIS : https : //https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/
master/SecretsManagerElasticacheUserRotation/lambda_function.py

Active Directory

Active Directory & A & ¥l

« EIZRE M : SecretsManagerActiveDirectoryRotationSingleUser
- JEHAMY SecretString 548 : the section called “Active Directory EAE R,

« RIS : https : //https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/
master/SecretsManagerActiveDirectoryRotationSingleUser/lambda_function.py

Active Directory keytab

- EAREM : SecretsManagerActiveDirectoryAndKeytabRotationSingleUser
» JEHAMY SecretString ##8 : the section called “Active Directory B AE R,
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« RIS : https : //https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/
master/SecretsManagerActiveDirectoryAndKeytabRotationSingleUser/lambda_function.py

o FRARME : msktutil

HEBE MR
Secrets Manager Rt SR B ALY K HEATMNEENRZRIRBEE.

« #ARZFE . SecretsManagerRotationTemplate

o RIBHS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRotationTemplate/lambda_function.py

By Lambda i 1T A EEF AT AWS Secrets Manager

#H the section called “HH Lambda I\ E#2” , B Secrets Manager £/ Lambda B BURER IR
BF , Lambda €1#F IAM #1TAE , Wi ELEEAERHREE Lambda RERERNE. NFENARER
BRBRNER , 28

- ERERFENEBHRTR (EEE)
- FERERENEDRIR (X8RS
« BEEWIR (AWS CLI)

s
¢
&a

T EHIFER Lambda KB TARCHRRBER, EEEIHTAGIMMEF TR ,
AWS Lambda #{TA €,

g4

* Lambda SR EHEHITABHBER
- EFEESRNBERRAR

- REERAERBHBEERRN

Lambda ¥ B#T A BN BUR
THEHIBER A RREE -

» A SecretARN 11T Secrets Manager 1%,
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ERAEER

- BYHER,

- MRERESHRBEE VPC AT , AIRRELBERE, FLHRE Lambda ELAFE VPC FHE

N
Do

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

]I

"Resource'": "arn:aws:secretsmanager:us-

east-1:123456789012:secret:secretName-AbCdEf"
},

"Effect": "Allow",
"Action": [
"secretsmanager:GetRandomPasswoxrd"

1,

"Resource": "*"

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkIntexfaces”,
"ec2:DetachNetworkInterface"

1,

"Resource": "*",

"Effect": "Allow"

IR FT A

199


https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html
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EFEESBNBERBRR

MRER KMS £|MARENE , MR AWS ZE £ aws/secretsmanager , BEREFTEXFEH
ZER/NFFTR T Lambda TR R, ETLUEIB SecretARN MZABRKIRHIEABRHE , M
WREEACEEERZHAEHENUE, TIHEFABETEREZEHTACEEK , SIEA KMS €48
REWERRIR,

"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"

1,

"Resource": "KMSKeyARN",

"Condition": {
"StringEquals": {

"kms:EncryptionContext:SecretARN": "SecretARN"

}

EEHUEAESIELRNTHSARGEARARY | BHANTARAFRORAR | LA
TR EERERE,

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,
"Resource": "KMSKeyARN",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": [
"arnl",
"arn2"
]
}
}
}
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REEAERBHNBERBRRN
MERBEAERRRENEN , 552 Bthe section called “Lambda B BER KR,

HHREE Amazon RDS BREMNME K MESEAREFEHAERE , BEREAE#EZRH Amazon RDS
B, RS EAFRREETW Amazon RDS EHHEE AP, UERBSERNEMNEREH. EEE
EE AWS ZEBUER AmazonRDSReadOnlyAccess,

TOIFBIBRR AR

- B SecretARN #1T Secrets Manager 1%,

- FHEERERAERZEPFHRFE. Secrets Manager EF ABMRFEAERBZDINEE , EFRRERE
PR

- BAUFBE,

- MRERESRKEE VPC R#IT , BIREXEHRE, MBEFMEF , FSBRE Lambda EHEUAF
B VPC HEVE R,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,

"Resource": "arn:aws:secretsmanager:us-

east-1:123456789012:secret:secretName-AbCdEf"
}I
{

"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secretName-AbCdET"
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},

"Effect": "Allow",
"Action": [
"secretsmanager:GetRandomPasswoxd"

1,

"Resource": "*"

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkIntexfaces",
"ec2:DetachNetworkInterface"

1,
"Resource": "*",
"Effect": "Allow"

AWS Lambda & B B AY 48 B8 2 HX

#H the section called “HH Lambda EI 2" , B Secrets Manager £/ Lambda B EURER IR
BF , Lambda SR A ERENFRRE, IREHRFEITERFE , Al Lambda EREth X EREHFE
BEBENRR , flunEREDRRE.

PR

&M Lambda BB BB RESTZEX Secrets Manager BRiSiR 2, MRIEH Lambda BB A LAZEL
HBRRAEEE | MBEETUERA L NGRS, EESHKIHE , 5528 the section called “Secrets Manager
Ui b o

MR Lambda BEREE L FEEBRMERH VPC F#I{T , BEEE VPC HERIE Secrets Manager
REFE R, A%, B8 VPC AIUREBR A NEEEHHENER  WKESHEQIFLER
B, MEFHMER , FSEVPC inE (AWS PrivateLink),

RNE , B LARA Lambda BEIIR1ZEL Secrets Manager NG iw % |, HiERMG NAT RBE SR
R FEFIEELR VPC , MEXREB VPC WREZELE IR, ERME VPC REETRSHN AR
T, B% P it (ARME) T EZRE LA EHEBREEHNE,
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(ER) FHEREZR RS

R AP SREUT , REFERNE - EERNRFERERRK,

MRERES R IEE VPC FHY Amazon EC2 #{TER L#1T , BB Lambda BBRRE S
EMER VPC H#11T, ARBRNAMEEREENRBETER. WRFREN , F2RRE
VPC FH .

& B LR Lambda RBIFEERERRY , BAABREMINE Lambda WIREKBH RS EE LFTE
FENEIRBHNELER. L ELEREMMNEENENRBHLZELEFHELFFRE Lambda
WK B EANER,

¥ AWS Secrets Manager i 1THE 2 B

Y ZRIEMS , Secrets Manager £/ Lambda BREURERIRIE, MEFHMEHA , FSHBthe
section called “H1 Lambda BN #", Lambda ¥4 B £ & B2 bk 25 1E F E’Jﬁﬂﬁ:ﬁﬂﬁﬁ% , A% Secrets
Manager E&, M RkMEFERMBEMEE , BLELETF CloudWatch HES.

@ Note

HREBRBUTUALERNES K SEEEADHR. MFFHER
EWm,

52 @ithe section called “=

&

 H{AITE AWS Lambda B &P M BRI K BUET SR B HE R
TEREEHTRIBE, 2BEEEH

« "createSecret" Z &R EEEH

R TRAFFRKMS,

2. "B JSON SR 88

% . TsetSecret : EEBAERE,

sa . ML E AME#H 'lambda_function'

- BEENWIBEKELE Python 3.7 AHRE 3.9

« & Python 3.9 AR IRENWMBEEZE 3.10

« AWS Lambda ¥ EifiPutSecretValue 2k B

« #8583 . T1& <arotation> FEREAE#14T lambda <arn> K34 §EER
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ERAEER

WA 1E AWS Lambda B8 A ¥ I 27 w182 ok B 1T SR B HE R
B Lambda R EMBRIRAY , BEA TS BETHIED L FAREE,
AR E R

* Lambda B EAY L ITHIT B

- WIRHIRI 2R API WAL SE FR 9 5 B IR 4
» Lambda B E{@¥E T E

* Lambda B4 #{52E ¥} B 2 R R B A R

— R ER S R

1. %47 CloudWatch BE$ :

« £ Lambda MBI BFP SRS EHERALRIELRITA
- BMREHEEAFME®WMRSE (CreateSecret, SetSecret, TestSecret, FinishSecret)
2. HEWBRB®WE AP LY

- WHTE Lambda BRI RN ZRHEITEE AP FEAY
 FE{% RotateSecretfl PutSecretValueMEl 2 8 B 5 &4
3. E% Lambda HEUEE -

- TFREERAZIN AWS SRR BETHERE
- MRAEAEFRERN  FRECAEREEMARRSR
4. WMEWERERE

- BELZLBARA A Lambda HETFIUE R E
- HE{R Secrets Manager WiEE VPC i B2 1 i 24 77 B
5. FIEMBMA

. T AWSCURRENT MRA A FERERE
. ¥2& AWSPREVIOUS & AWSPENDING A2 BB
6. BRETEHE

. MBEIRISFBLE , 558 AWSPENDING FAHER K RAEER KM
7. ¥ Lambda M {TRE :
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- BEBEYITRERBESENIHEESR

- MRBIREILTEE , F2E "SRR ITHBERRRK, —&

=

"TERESHTRIBR, 2RIBEY

MR "ERREBHPKIBE, 2RREED , BEBSERBRE (PIWER Lambda &2 30000
Z¥), Bl Lambda B ATEE S £ EFER Secrets Manager i B R .

&M Lambda BB B4 B RESTZEX Secrets Manager BRiSiR 2, MR EH Lambda BB A LAfZEL
BB BEETLUERA NGRS, EESKIFY , 5528 the section called “Secrets Manager i
g,

IR Lambda BT EEZFEUERRBEERK VPC F#1T , BEEE VPC FERE Secrets Manager BR#%
MBS, A%, B VPC IRBR I NEEHFEHNGER , LEEEHREQ NGRS, WF
SHMER |, BSREIVPC % (AWS PrivateLink)o

HNE , B LARA Lambda B EIZR1ZE Secrets Manager NG %% |, HiERME NAT BB S AEB R E
EFEELN VPC , LUEREB VPC WREFEA TR, EMME VPC REERSNERT AR IP
it (ARFEE) ATeEEE R E A EEBRMERNE,

"createSecret" 2 & EZ B EAEE
LT 2 EHERIIE CreateSecret 2 &= 1ERIRIEE -
VPC #8& ACL T RFFEAFEY HTTPS HE,

MBPHMEF, , FSH (Amazon VPC EAHIKM) HHEAME ACL 25 FBRNTE.
Lambda EEORFHEEASE , FABITER.

MEFMEF , F2E (AWS Lambda B ABERE) FHERE Lambda BHEUEIE,
Secrets Manager VPC i # R AFFEIEREL 2B EMN@ A LEA VPC CIDR,

MEFHMEA , F28 (Amazon VPC FREER) PHEALSFERFZERNRE.
Secrets Manager VPC i B BUR T fL5F Lambda £ /4 VPC im &,

MEFMEH , 552 Bthe section called “VPC i 2 (AWS PrivateLink)”s
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WHRERATEFERERR | BREAE#ZH Amazon RDS B | M Lambda B % FH RDS
API,

HREBEM AWS REEBBREAERBNZEEHAEWIE , Lambda B #5844 78 88 5 W Atk
BB RHEUMSEREEREF. ERERAERERBKRE VPC inki. WFFHMAEF , F2H -

« £ {Amazon RDS fEA &™) FH Amazon RDS API #M4 & VPC i 2,
« £ Amazon Redshift B2 FEH VPC imE,

§RaR ¢ TR AFTFELKMS,

WRFR ClientError: An error occurred (AccessDeniedException) when calling
the GetSecretValue operation: Access to KMS is not allowed , BIE®REBUE A FEH
ARMEBEWERN KMS £RRBEMBNFA. FUBRRARSE —EBRNERARTRFNAFEEMBENE
. MEEMSEFTNET , 52 Bthe section called “BEFEFEE BN BERIAN,

$HER ¢ TBE JSON R & 88

Lambda B FEEMBEMRIFEN JSON &8, MREFILIEER | JSON AJRER D BB E
FHERAFIHNER, WESERMEEEN JSON FEHEHEBER , 552 Kthe section called “HZHY
JSON #&18".

$552 : TsetSecret : FEBEAERIE
AT 2 RS B SRR ETRE
WIRHYEETFIERE,
MRERFESFERE (H10EiB 5000 E#) , Lambda WREE WKL EB AR EFRERE,

MRERER R EE VPC £/ Amazon EC2 1 1T{EEE L#11T , BFREAS Lambda HEERES
EMEEH VPC F#11T, REWMIREEMAEEEREHBRELETEN. NEFMAER , FSEBE
VPC ZH ,

A ESFT Lambda HBEFIERESRY , EHXAREMINE Lambda WIRE BN RS EHE fLFHE
FENERRBONEHER. I BLEREMMEENENRBH L LEFELFFRE Lambda
i B BV R AR
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MER AR BET EH,

MEFEKFEFERE , Lambda BIBHEBTREELFEARBHNRIERBE., FAGS FaE
A AWSCURRENT M ZEAWSPREVIOUSHR A ERR , AEZ A AWS CLI EHlget-secret-

value,

BEREFEH scram-sha-256 RNZ#ER,

MR E R ER Aurora PostgreSQL 13 MR EHThRA , W B A scram-sha-256 MEZE , B
BEREFERTXE scram-sha-256 B9 1ibpq 9 IRBEEMA |, ARSI E L EZEFTERE,

HlEr L E R EEAEEA scram-sha-256 &

- 528 SCRAM Authentication in RDS for PostgreSQL 13 (RDS for PostgreSQL 13 &
# SCRAM B %B&3%) 1 #Y Checking for users with non-SCRAM passwords (@ Z 253k
SCRAM ZTFH LA E).

) B 4 PR B A RO 1ibpq KRAS

1. 7 Linux BfE LAY Lambda 145 L SEEZHMEBE THBZEN . 1§ zip BREBED
TER o

2. EWHY, EITHEBHPET

readelf -a libpg.so.5 | grep RUNPATH

3. mRE

BEEIFH PostgreSQL-9. 4. x BAEA/NA 10 WEERAK , BlRREHETZE

scram-sha-256,

A% scram-sha-256 WE@wBRREN@E L

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-9.4.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/1lib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

18 scram-sha-256 WERREEMNERE L
0x000000000000001d (RUNPATH) Library runpath: [/

local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-10.x_client_only.123456.0/AL2_x86_64/
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DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

Y #% scram-sha-256 WERREEMNE L

0x000000000000001d (RUNPATH) Library runpath: [/local/
p4clients/pkgbuild- alb2c /workspace/build/PostgreSQL/
PostgreSQL-14.x_client_only. 123456 .Q/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/1ib:/
local/p4clients/pkgbuild- alb2c /workspace/src/PostgreSQL/build/
private/install/lib]

X #% scram-sha-256 WEwIBREENE L

0x000000000000001d (RUNPATH) Library runpath: [/local/p4clients/
pkgbuild- alb2c/workspace/build/PostgreSQL/PostgreSQL-
14.x_client_only.123456.0/AL2_x86_64/DEV.STD.PTHREAD/build/
private/tmp/brazil- path/build.libfarm/lib:/local/p4clients/
pkgbuild- alb2c/workspace/src/PostgreSQL/build/private/install/
1lib]

(® Note

WMREE 2021 F12 A 30 H2 R EEHNZwmE  BREHFEBEREZE libpghE
WX scram-sha-256, ZEEX{E scram-sha-256 , BEESHE T WHIREE,

BREFE SSL/TLS FHHER,

MREPEFE SSL/TLS ER , BERMBPEEBFEARMNZNER , IRBRRBELEREER

EE, Amazon RDS (Oracle #1 Db2 B&%h) 1 Amazon DocumentDB K9 ## 12 B & B )& | Secure
Socket Layer (SSL) = Transport Layer Security (TLS) 3B E BN ERE (MRA), &R, b1
A RMBRER,

(@ Note

MR 2021 F£12 A 20 B2 IR EBHRZEHE  SCHHBERETEERTZE SSL/
TLS R EBE AR, FEXEMA SSL/TLS NELR , BEESTEHIAEE,
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e TE i 42 B BV 2 N B T

1. 7£ Secrets Manager £ & https://console.aws.amazon.com/
secretsmanager/ , FARBUERI M, £ Rotation configuration (¥ i #H RE)
[EER , £ Lambda rotation function (Lambda SW#:EKE) T , ZEEZD
Lambda function ARN (Lambda BEA€{ ARN) , f5l#0 arn:aws:lambda:aws-
region:123456789012:function:SecretsManagerMyRotationFunction . TELLES
5l SecretsManagerMyRotationFunction ® , # ARN XEERKEERE.

2. 1 AWS Lambda F# & https://console.aws.amazon.com/lambda/ BIBRE T , #% Lambda B
BEBMTES AT | BIE Enter , REEE Lambda BB,

3. EHEFMEFAEM@LE , Configuration ((H5E) H1ES | Tags (BH) T , BR

aws:cloudformation:stack-name & 5|#Z M E,

4. 71 AWS CloudFormation E#£#& https://console.aws.amazon.com/cloudformation B Stacks
T, BERSIBERIESHRF , RERIEIE Enter,

5. EMEHMEBFE  UERETREN Lambda WIREBHHEE, £ Created date (B BHHA) ¥+ ,
BEHEBEVHWAE, EREV Lambda WEEEHN B H,

$535 . THEELPE AR 'lambda_function'

MREHITHR LT Lambda BE , HREBIRAE K Python 3.7 B BV AHR ZIEFTARAHY Python ,
RAIAE SN B ERER, BEEMAEEER , LA LS Lambda BBUARANE E [E Python 3.7 , &% the
section called “# 3R B W WK EH Python 3.7 AR E 3.9°, WMFEFHMER , 5828 AWS re:Post #
H A R Secrets Manager Lambda BN E{Emifi A BRI B R "R A E pg #4H, 858 ? XE,

A EE N EREEKE K Python 3.7 FHRZE 3.9

£ 2022 £ 11 A2 BB — LRI EEA Python 3.7, EAR Python B AWS SDK 2R 2023
F 12 BF 1L Python 3.7, WMEFMER , FF2E Python X8 AWS SDKsHI TEWBEKEH, &
EYRAMER Python 3.9 WHTERREKE AU LUEHTHBME N IEEHENRBRRERENRE I RIR

EEEFWL Lambda EIREEEA Python 3.7

1. BAAWS EEFEA W https : //https://console.aws.amazon.com/lambda/ BEX AWS
Lambda £# &,

2. EHBUEET , &iE SecretsManager,
3. EHEHNEBUEEYF , EHTHZT , B3 Python 3.7,
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https://console.aws.amazon.com/lambda/
https://console.aws.amazon.com/cloudformation/
https://repost.aws/knowledge-center/secrets-manager-lambda-rotation
https://aws.amazon.com/blogs/developer/python-support-policy-updates-for-aws-sdks-and-tools/
https://console.aws.amazon.com/lambda/

AWS Secrets Manager AR
ZZFHRZE Python 3.9 :

- H=R 1: A CloudFormation E 2 3 i B &

- BHE2: A EMRERBEBWHITERE CloudFormation

- BIE3: $#¥ AWSCDK FAE , Ak COKEERXE

FR 1 #A CloudFormationE T E T R

B 18 {F F Secrets Manager =12 A B BUERIREF | Secrets Manager €/ CloudFormation JRE I M4 E
MER , 2% Lambda WBEKE, MREEAFTEABREGRER , REFEH CloudFormation B %2 37 &
S BALAEAMEEN CloudFormation B UHMBBEFEVHINEE, HEBER 7TERITRE
iy Pythono

EREVHTEEREEM CloudFormation H &

« 1f Lambda HEWFMAEF EEMNMBES E L  BIEERK, MR aws:cloudformation:stack-id &
2/ ARN,

HBETEERATE ARN A, BT EHIFT R,

* ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagerRDSMySQLRotationSingleUsex5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-

- B EZM . SecretsManagerRDSMySQLRotationSingleUsexr5c2-
SecretRotationScheduleHostedRotationLambda

EEENEVHIEEE (CloudFormation)
1. 7E ¥ CloudFormation , fkBBESHE K RRBIEFEFEH,

MRHBERECENREEBNEZLIR  FEEFIRER , RRREERH,

2. EEFNHEREANEREART  ZEEARARERTNEE A AREEAERXERHFTHRER
AT, BERRARARSRTNRERERT,

3. HEREXRERF , ST TIEE
a. HEEHARERET , £ PSecretRotationScheduleHostedRotationlLambda , #§ RY{EEX

fX"functionName": "SecretsManagerTestRotationRDS"AHFMEKEEZRE , HlE
JSON A, "functionName": "SecretsManagerTestRotationRDSupdated"
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b. EEFEEMEAL,
c. 7TE#EME CloudFormation¥izE i | BIFEHFL L HEME CloudFormation,

4. #IEHTT CloudFormation B TEFRRE , ARIBEER,

BIH 2 F EHREWRBREBHAHITER CloudFormation

E & ME A Secrets Manager 12 & BIRkER 1185 , Secrets Manager €A CloudFormation JRE I 4 E
WER , 215 Lambda SIREKE, MREBFERATEERBEREBE , LR CloudFormation # B2 ]
WIS , B LERMEREMN CloudFormation HE B R B #T e R B BT,

SRENHREEM CloudFormation H &

« 7f Lambda RNEWFMEF EEMNMBAES E L | BIEERK, MW aws:cloudformation:stack-id &
M ARN,

HERZBIAE ARN # | LT EHIPT R,

* ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-

- B HEM : SecretsManagerRDSMySQLRotationSingleUsex5c2-
SecretRotationScheduleHostedRotationLambda

EEFHWmBREENHITH (CloudFormation)
1. 7& ¥ CloudFormation , IkZBIESHE KA AR EEEWN.

NMREBEZBECEFREBNETFLINR , FEFNERME , AREEEN.

2. GEEINHEBEANERELRT K ZERARARERTNEE A ARTEAERXERESRTHRER
AT, BEERARARRRTNRERERE,

3. EERAEARESRT , BT TIEHE:

a. TEEARJISONH B &
SecretRotationScheduleHostedRotationLambda RProperties , £
TParameters , #i¥ "runtime": "python3.9",

b. BEFHEX,
c. TE#&#8 CloudFormation¥iFE T | BEHEFRILHEE CloudFormation,

IR R 211



AWS Secrets Manager EREEmR

4. HREHIT CloudFormation B8 TERIE , AR BEIER,

i21E 3 #¥ AWS CDK A #&E , 7tik CODK B E

WMREFE v2.94.0 AWS CDK ZHIH REFEMENE®WER , ZALUEBABRE v2.94.0 REMRARE
¥ Lambda BB, MEFHMER , 5528 (AWS Cloud Development Kit (AWS CDK) v2 Bi# A 835
) o

#& Python 3.9 AR ENWBEHEZE 3.10

Secrets Manager IEfE#¢ Python 3.9 25 3.10 for Lambda SR &, EEYRBIFEH Python 3.10
NHFWRHE , CEERBENTES LERA KL, EATIIRERARK Python ik FE 748 4k
i 8

EESHWPL Lambda EIREEEA Python 3.9

-

A AWS BB XA W1 https : //https://console.aws.amazon.com/lambda/ FARX AWS
Lambda £ &,

EHEFEG |, 66& SecretsManager,
3. HEENEMHBBEER , RETHB TSI Python 3.9,

N

KEDE T REMBRE

WEEFREBIM Lambda KB AT LUEIR Secrets Manager £3#24&. AWS Serverless Application
Repository FEF X 5 CloudFormation B ETHE ., SEMEREAET RN EHERK,

BIBHHENBESN , FATIEP —ERFREFHFEN Lambda WK,
AWS Secrets Manager console-deployed functions

¥ Lambda B E3%EiB AWS Secrets Manager 2 AME K BALEELZFHEHRE
Lambda BRI B Ao

FAT5REFF#& AWS Secrets Manager £33 A B RS,

1. BIEUATERBMEEEREEEE A  https://console.aws.amazon.com/secretsmanager/o
2. 7& TAWS Secrets Manager , #EMWE, BEEREEEH 2 Lambda EEH R,

3. EEFRNKRSIER 6 ARBRNEHWIGHERRE,

4, TERVEHET , BEEIHHE , AERBWA Lambda WEREENFHE B,
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AWS Secrets Manager R EEE
a. (BA) FEFERE , BAULUAREHN Lambda B AR ENEHREE, EHBRER
SIBRET |, BEEN BN by 25 LURK B 37 BN Ew it
b. (&R ) &TLLE Amazon CloudWatch AR B E H S MBTEREE A K Python kR
K, MEFMER , S ( AWS Lambda B AEIERE) FHRER Lambda HEH
CloudWatch Logs.

5. REFMMNWMGEEE  LALUMBRENRIBEE.

AWS Serverless Application Repository deployments

T 52 FHREA M A4 AWS Serverless Application Repository 2p&, & Z8EH# Lambda
B8 AWS Serverless Application Repository EF & This function belongs to an
application. Click here to manage it. , HHBEHEFTE Lambda ERERNELE,

/A Important
AWS Serverless Application Repository ] it AWS [EiF BURR

FERA T 5IRFREFH AWS Serverless Application Repository E 2B H) EH 2,

1. 7E https : //https://console.aws.amazon.com/lambda/ FARX AWS Lambda £ &,
2. BEEZEFEFHZ Lambda HEMHEERS|EZEE,

- EFEBE AWS Serverless Application Repository FEERERE | S EEXREN T 548
BEA. BULUE Lambda £ A B HRBILEA,

« Lambda FEAREXNEHE
o ROTLAEABIEPRESL RS Lambda FEARRREB. fl0 , BEEHRATS

serverlessrepo-SecretsManagerRedshiftRotationSingleUser, BLt#if5l
FHEMA SecretsManagerRedshiftRotationSingleUser,

 Lambda BB A B
« Secrets Manager %2}
« A BAEIEIRIE SECRETS_MANAGER_ENDPOINT £##0 AR MR B HR5|ZEH
TR EIHE,
3. BEFK Python , BLEAEFHEFRI[EAEBNERIRE, F2H ( AWS Serverless
Application Repository BiZ A BEmM) FHEMEARER,
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Custom Lambda rotation functions

MREEY T BT Lambda WIREKE , IFEAMELHENWSBEEFRKEMBTRR, WEF
HMER , F2HR Lambda BBHAT R B AR E ZHRA.

AWS::SecretsManager-2024-09-16 transform macro

WMRZEB L EIRERE Lambda ¥ , AIEAREHAEHHEEK TREEAEFRHN Lambda F1T
g\HO

FRATIEFREFRMEABEEARM CloudFormation HE&,

1. 7£ https : //https://console.aws.amazon.com/cloudformation B#EL CloudFormation &,
EHBEEL  ENEEHNNHES,

B HERAERTBEER,

SHYRBEAEH S E  BINEEER,

EEEEAERL , BERFERAREEHR,

BATEHMEEREEHAERE  RAREEEMHE

o o kA w0 DD

MREEBHHEBREBEIRERE , FB B CloudFormation  EAEIERE) FRYFIEHE KB R
@O

AWS::SecretsManager-2020-07-23 transform macro

MREER | BARZECEBERMIVERMAAWS : : SecretsManager-2020-07-23, W%
SHME , B2 AWS R EFEKPH AWS Secrets Manager B fY @R AR : AWS
SecretsManager-2024-09-16, MREHEBEEF AWS: : SecretsManager-2020-07-23 ,

Bl TR B AR A EE Lambda REEXNBRmZB T SEITHANER, NFEFEER ,

i52 B CloudFormation 482 Z/F ) AWS : : SecretsManager : : RotationSchedule
HostedRotationLambdas,

MREEEHERRIBEIRERE , 557 CloudFormation £ &Y EHEE KB FER,

E ¥ Python FHk

£ EERFE Python FHk , 5B Lambda £32 & (https://console.aws.amazon.com/lambda/ : //) 1%
NEHEH,. BEREAEFNERE. Z2BABREEERT , BE BT ISWER , AR Python .so
ERERRE 3.10,
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ERAEER

AWS Lambda ¥ Z@#iPutSecretValuesk ¥

MRESEBEINACREBIRE WL Secrets Manager B # M , Y7 CloudTrail FE&HEEHF
A E RotationFailedBYZE 4 : Lambda LAMBDA _ARN ### Secret SECRET_ARN #######

VERSION_ID, FPBRAWSPENDINGHEREEBIY EHMBB®HR K RAREEEFH Lambda HELAFER

RotationToken Z&,
E# Lambda BRi2EKELLZE RotationToken
1. T, Lambda HERERE

- BIRX Lambda =2 &
- EEBEERD , EEEH
- BEEKE BB Lambda EWMBEE
- HHTH , FEBEP—ERBENXT zip. AWSSAM ER, WE
- BERE  SEHBREETESAEER L,
2. #®% Lambda_handler

£ create_secret B A E rotation_token 28 , LLIETEIRF R

def lambda_handler(event, context):
"""Secrets Manager Rotation Template

This is a template for creating an AWS Secrets Manager rotation lambda

Args:
event (dict): Lambda dictionary of event parameters. These keys must
include the following:
- SecretId: The secret ARN or identifier
- ClientRequestToken: The ClientRequestToken of the secret version

- Step: The rotation step (one of createSecret, setSecret, testSecret,
or finishSecret)
- RotationToken: the rotation token to put as parameter for
PutSecretValue call
context (LambdaContext): The Lambda runtime information
Raises:
ResourceNotFoundException: If the secret with the specified arn and stage
does not exist
Lopudad o223 215
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ERAEER

ValueError: If the secret is not properly configured for rotation

KeyError: If the event parameters do not contain the expected keys

arn = event['SecretId']

token = event['ClientRequestToken']
step = event['Step']

# Add the rotation token

rotation_token = event['RotationToken']

# Setup the client
service_client = boto3.client('secretsmanager’,

endpoint_url=os.environ['SECRETS_MANAGER_ENDPOINT'])

# Make sure the version is staged correctly
metadata = service_client.describe_secret(SecretId=arn)
if not metadata['RotationEnabled']:

logger.error("Secret %s is not enabled for rotation"

raise ValueError("Secret %s is not enabled for rotation

versions = metadatal'VersionIdsToStages']
if token not in versions:

logger.error("Secret version %s has no stage for rotation of secret %s." %

(token, arn))
raise ValueError("Secret version %s has no stage for rotation of secret

)
S

." % (token, arn))

if "AWSCURRENT" in versions[token]:

logger.info("Secret version %s already set as AWSCURRENT for secret %s." %

(token, arn))

return
elif "AWSPENDING" not in versions[token]:

logger.error("Secret version %s not set as AWSPENDING for rotation of

secret %s." % (token, arn))
raise ValueError("Secret version %s not set as AWSPENDING for rotation of

secret %s." % (token, arn))

# Use rotation_token
if step == '"createSecret":

create_secret(service_client, arn, token, rotation_token)

elif step == "setSecret":
set_secret(service_client, arn, token)

elif step == "testSecret":

[J

[J
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test_secret(service_client, arn, token)

elif step == "finishSecret":
finish_secret(service_client, arn, token)

else:
raise ValueError("Invalid step parameter")

3. fmiEcreate_secretBERiE

&M create_secretBEHEIAEZ W FEA rotation_token 2¥ :

# Add rotation_token to the function
def create_secret(service_client, arn, token, rotation_token):
"""Create the secret

This method first checks for the existence of a secret for the passed in token. If
one does not exist, it will generate a
new secret and put it with the passed in token.

Args:
service_client (client): The secrets manager service client

arn (string): The secret ARN or other identifier
token (string): The ClientRequestToken associated with the secret version

rotation_token (string): the rotation token to put as parameter for PutSecretValue
call

Raises:
ResourceNotFoundException: If the secret with the specified arn and stage does not
exist

# Make sure the current secret exists
service_client.get_secret_value(SecretId=arn, VersionStage="AWSCURRENT")

# Now try to get the secret version, if that fails, put a new secret
try:

service_client.get_secret_value(SecretId=arn, VersionId=token,
VersionStage="AWSPENDING")

IR R 217



AWS Secrets Manager EREEmR

logger.info("createSecret: Successfully retrieved secret for %s." % arn)

except service_client.exceptions.ResourceNotFoundException:

# Get exclude characters from environment variable

exclude_characters = os.environ['EXCLUDE_CHARACTERS'] if 'EXCLUDE_CHARACTERS' in
os.environ else '/@"\'\\'

# Generate a random password

passwd = service_client.get_random_password(ExcludeCharacters=exclude_characters)

# Put the secret, using rotation_token
service_client.put_secret_value(SecretId=arn, ClientRequestToken=token,
SecretString=passwd[ 'RandomPassword'], VersionStages=['AWSPENDING'],
RotationToken=rotation_token)

logger.info("createSecret: Successfully put secret for ARN %s and version %s." %
(arn, token))

4. LEFEFEHH Lambda REERNE
E# Lambda REREXBR |, 55 H L EUWRBME,

$8255 - T1E <arotation> ###### lambda <arn> BEEE4EEES

MR Lambda REBFHEESEBFFET BSMERZ@REELY , HlI0NH CreateSecretfl 2
BSetSecret , BB N REEN TR EEE.

I 1T EE SR AR D R

/A Warning

A Lambda REMHITHITHEALE , BHRBRATSHBREAEN 10 WEFESEBRRR.
WMEFMEER , 828 ( AWS Lambda BiEZ AE35F) FHY AWS Lambda 7 #7888 3 17 ##
B 1T,

1. WEMFIE Lambda HITERE :

- ®F2 reserved_concurrent_executions REEEAKE ( Hlm 1)
- MREAFEELIT , FRERERED 1
- EREARFEBLTURSEES

2. HRMMEIIT
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- B7AEREMELITSE (Bl , £ Terraform F )
- MREMUARE , FEAED 10 WE,
- BERR , URAFMENEBEARENERZRM).

3. EHMMAEINIT

« ERAKAKFELLT : WIT = (BYFEFRY) * (URKECNFEFRFERE ). W
FAMES  FSRBELEELT.

- EWRABEESERE , AHEBEENLITRE.
« RERATERF DD, MRREEHNATRAATE , ATESEZRR.

illll

WEELTE Lambda L TR FAE
I 1T,

, 528 (AWS Lambda H# A &) PHXERELTMRE

it g

Secrets Manager B E B ENWIRRE , KEERREHUE, BEEREHBRNRE , ZAUER
cron() = rate() BE R UK REIFFIFR ., Secrets Manager £ IR RV T RIREHNER, &
A BATE /N2 — /N Y B 36 B B P 43 P B/ B B 38 — IR BB R

HERMEWmR  F2H

« the section called “3 & if2”
- the section called “EXEWEN BBIWER (TR E)
- the section called “JFERIEMEN B BEWIE (EEE)”

Secrets Manager Bt EEf2 A UTC R E.
g 15 BF R

Secrets Manager it R ECUAHEIFER . EREERHVNZE | B LIERERIREFE |, Secrets
Manager &£ it i ER ) R E R I IR 3,

Secrets Manager EiRFER — 2D EBB. HRUXRABMNFEMArate( ) REXHWWBHE | Wi
REERFERHAR. EUUERAcron()REXNRZEWRFRNFEREE, MFEEHF , FSE the

section called “Cron &iZEX",
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RIBTERR , MIRKRESE —/NEREEN , RRAASE - RERSEE , URAEN,

EREFHRRRENRE A FREFRFERED, SUUAEHRSEREER/NE—NE, BRIFRTE
HHRE T —EmiRR, ROUFESR , SFRUNKAEMLNRIRIIRE  FREHRER D RISERRIR
BN, BSRURAENMNWIRIE  FHRERGSEN LREFEREBIRIER 24 M,

Rate IEE T

Secrets Manager rate RIEEXHERNUT |, Value RIEES , Unit AIEL2 hour. hours, day =
days :

rate(Value Unit)

BA BN/ N FRBER R, RRWRIE™A 999 X,
« rate(4 hours) RRBH/NEFRBEEE—IX,

- rate(l day) RRBREWIREZ—IR,

- rate(10 days) RIS 10 REEHEE — R,

Cron RIZER

Secrets Manager Cron RiEXWEAMT :

cron(Minutes Hours Day-of-month Month Day-of-week Year)

TENDRKEEN cron REXNEEXRER, M0, cron(0 4/12 * * ? *) KRRER 400 MTHF
4:00 , RBERE_-KREE 4:.00 M T4 4:00, Secrets Manager BiHFEEFEH UTC &,

151 HER2 FER
ShE/NSEFRBRA. cron(@ /8 * * ? *)
SRR/ L4 8:00 B, cron(@ 8/8 * * ? *)
BRt/NREER 2:00 Bk, cron(@ 2/10 * * ? *)

B ER S TE 2:00. 12:00 1 22:00 BES , A&
FEE =X 2:00, 12:00 # 22:00 BAA.
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ERAEER

ERE e

XL 10:00,

FBAT 4 6:00,

BEAE—XLF 8:00,
B=EAFE—EEHRNZER 1:00,
BEAZKE—XTF 500,
BiB—FiEE L4 8:00,
BANE-—XRNE+AZXTHF 4:000
BEANFE—EBRFR.

®1AR%m, E—EEH-—FRE 1M1 EA—

Sk
Ao

Secrets Manager F#Y cron FRIEXNER

FKER

cron(0
cron(0Q
cron(0
cron(0
cron(0
cron(0
cron(0
cron(0

cron(0

10 * * ? *)
18 ? * SAT *)
81 * 7 *)

1 ? 1/3 SUN#1 *)
17 L * ? *)

8 ? * MON-FRI *)
16 1,15 * ? *)

@ ? * SUN#1 *)

0 ? 1/11 2#1 *)

Secrets Manager A LLAR cron REFXHWABRE —LPRFl, Secrets Manager H cron RiERE S
EWM P XEE 0, AA Secrets Manager Wit S E B FZIHG, EFABLPXEET Y, BA
Secrets Manager T EMRE —F U L wRHRE, THERKBERETLAEANEE,

WL Values (Z{{E)
N 0-23
BHEH 1-31

ERFT

£/ / (ERHR) HERE, I
m, 2/10 &RMEER 2:00 B
BERE 10 NNE—IR, BAINE
PO/ B IR — R

£/, (Z5%) RS HME,
flgn , 1,15 R-—EAME 1
KME 15 X,

Cron &RiEX
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Wiz Values (B{{E) ERAFT

£/ - (W) isEEE, 5
o, 1-15 R-—EAREE 1

£/ * (B%) RISWUEPH
FiEE. flwm, »xkT~—@EA
E@g_fo

? (A%R) BAFTARKTRE
REFEM—E, BEEER—
f& cron FREXHEE Day-
of-month Al Day-of-we
ek ML, WREEHP—E
BMUEETRE A6 RS EES
—ERPEA ? (B5R).

R/ (EMR) EEBE. H
W, 1/2 RABMAREE 1 X
BAtE  MARER  F1X. &
3 X, 5 X%,

R LEE—BANSZER—
Ko

£/ DAYL EE—EANZ®R
—fBar & B, BlE , SUNL &
F—EANZRE—EEBER.
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ERAEER

Rz
H

Values (BH)

1-12 =% JAN-DEC

ERFRT

R, (Z5) RS HME,
f5ltn , JAN, APR, JUL,OCT
xn~1A.48. 7A#M10
=8

R - (B aR) EESE. 5
w,1-3RF—FWNE1EA
EE3MEA

£/ * (%) RESMuH
WFrEE. flm , *» R REE
EO

£/ / (ERR) EERE. H
wm,1/3R/R"EBE=@A , #
E1EARE , MIYFERSE 1
BH. £4@A. £7EAA
£ 108 A,

Cron &RiEX
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ERAEER

Rz

By HE

Values (B{H)

1-7 2 SUN-SAT

AR *

ERFRT

FR#EE—HMARNER
4. fln : TUE#3 RREAN
E=EE=,

£/ , (25%) RESEHME,
plan, 1,4 RR—BHE 1 X
ML 4 X,

£/ - (BeR) isEEE, 5
W, 1-4 XRRE—BENE1XRE
% 4 9{0

£/ * (B%) RISWUEPH
FREE. flt, * RE—BEH
ﬁ_%o

? (B#%) ERFTARKRT
REMEM—E, SEEER—
f& cron FREKX H#EE Day-
of-month A Day-of-we
ek MW, WREEHP—E
BMUEETRE A6 RMYEES
—ERPEA ? (B5R).

£/ / (EMR) EEHE. H
m,1/2 ®RA—BNER-X
, feE—XRBAwm , Al 1 X,

B3R, BEERMET7 XK,

£/ L EE B &E—XK.

Fiii2
MWW\

Cron &RiEX
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3 BN#R#: AWS Secrets Manager %

FARRRERERBRNUE, FEREROCRERNTETHR  FEIEATREZNE , RE
[ ¥ EE Rotation configuration (Eifi#HAE) T, R Rotation status (iR EE) & Enabled (2K
), IEXEREETRIR, MREE A F2E mikt %E,

EEVEWBME (TEE)

1. BIR{IAH Secrets Manager £#2 & https://console.aws.amazon.com/secretsmanager/o
2. EBEENWE,

3. HEMZFHMEFEMMM Rotation configuration (w4 RE) # , #1E Rotate secret immediately (3I
BNER IR ER),

4. 7£ Rotate secret (Bpifti®) EIFEH R+ , #12 Rotate (1),

AWS CLI

Example 3 BN w52 3 37

T %l rotate-secret €351 & BIFAAERIR, RN BCRERER,

$ aws secretsmanager rotate-secret \
--secret-id MyTestSecret

SRARWBRHN MR

ST LAEA AWS Config REFMAHE , UEFEMWRREFSENEE, BILER AWS Config
AIRERUENABLLEERER, A%, AWS Config AT FRFEERAUNNME, SHBALE
HMEmPEER, WIRER, ARREMNEN KMS £, Lambda E#2Th8E LA K BR8240 B Bt 2 IR 4
HEE,

MREWEBTEZME AWS 1RFE M AWS B WHE |, B UREZEENSRER . WFEFAE
A, B2RZIRFZESERER,

FEREREEERR

1. E{EEA AWS Config RAFHEE RN ER , Wie T HIHR A PiEE
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https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/rotate-secret.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluating-your-resources.html

AWS Secrets Manager EREEmR

« secretsmanager-rotation-enabled-check - BER A A Secrets Manager 1 Z 5K #Y 3
BMEXE T Wi,

« secretsmanager-scheduled-rotation-success-check - B&E FXRINWREBER
ENwmPEREERN, REVKEERAEH,

+ secretsmanager-secret-periodic-rotation - REREHEIEENKBARBEINE,

2. WEF , FRE AWS Config MEMBETESREBHE, WEFHMENR , FSBAWS Config EIXE
Amazon SNS FREREH,

£ Secrets Manager FEUE B B i
NBEARBRET HHHR | L ABEELRHR | SAURNBR,
R B B e

1. BRI E Secrets Manager £ A& https://console.aws.amazon.com/secretsmanager/o
2. BREBLHRER,

3. EREFMENEENRBRERT , EEFERLR,

4, HEiRERGERHELRT  BEADWER  AREERT.

Secrets Manager R BEIERRENR , MELARREEFHHMWmBRETUEAE.,
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https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-rotation-enabled-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-scheduled-rotation-success-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-secret-periodic-rotation.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://console.aws.amazon.com/secretsmanager/

AWS Secrets Manager

ERAEER

AWS Secrets Manager FHHE fit AWS RIS E BRI W

% AWS RESEH D FHRAMERE AWS Secrets Manager, EEEERT , EENBZEZEMW

%, URER K BEUMENREEDREERE, fli , FLEZERESESZERE Bt

b=

TRESRSR, EERBEIESGRAGEREERHNVERTENRMBERE , RAEERBEICRAH

#Z , AL ERBHRERARBREE,

ZEWERCEHAEEREN AWS RFEIL,

ZEMENDBECREEBPMAEER ID |, LERE,

Secret name: ServicelID!MySecret
Secret ARN : arn:aws:us-east-1:ServiceID!MySecret-alb2c3

EEWENRBE < ID

appflow - the section called “Amazon AppFlow”

* databrew - the section called “AWS Glue DataBrew”

* datasync - the section called “AWS DataSync”

* directconnect - the section called “Direct Connect”

* ecs-sc - the section called “Amazon Elastic Container Service”

* events - the section called “Amazon EventBridge”

* marketplace-deployment - the section called “AWS Marketplace”

* opsworks-cm - the section called “AWS OpsWorks for Chef Automate”

+ pcs — the section called “AWS F{TiBE R

* rds - the section called “Amazon RDS”

* redshift - the section called “Amazon Redshift”

sqlworkbench - the section called “Amazon Redshift ZF#RESRE 2 K"

FESHRBHEMBRBEENNE AWS |, F2RESEZEWE,
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ERAEER

AWS BR#E £ AWS Secrets Manager %

B

BT % AWS BR#E BB EE Secrets Manager B& K HEBIE .
AWS App Runner 2 A AWS Secrets Manager
App2Container AWS {a £ AWS Secrets Manager
AWS AppConfig #01a &£ AWS Secrets Manager
Amazon AppFlow 21 AWS Secrets Manager
AWS AppSync #{a £ AWS Secrets Manager
Amazon Athena 21 AWS Secrets Manager
Amazon Aurora #01a] £ 8 AWS Secrets Manager

AWS CodeBuild #0{aEFH AWS Secrets Manager
Amazon Data Firehose #{AI{£ A AWS Secrets Manager
AWS DataSync %A AWS Secrets Manager
Amazon DataZone #{A & AWS Secrets Manager
wn{ajfE F§ AWS Direct Connect AWS Secrets Manager
AWS Directory Service #{a{# A AWS Secrets Manager

Amazon DocumentDB (with MongoDB compatibility) #01a] £ F§ AWS Secrets Manager

AWS Elastic Beanstalk #n{a{ A AWS Secrets Manager

Amazon Elastic Container Registry 20188 AWS Secrets Manager

Amazon Elastic Container Service

Amazon ElastiCache eI AWS Secrets Manager

AWS Elemental Live 2 f£ A AWS Secrets Manager

AWS Elemental MediaConnect #01a & F§ AWS Secrets Manager
AWS Elemental MediaConvert #1{A{£FH AWS Secrets Manager
AWS Elemental MediaLive #0{a]fE /] AWS Secrets Manager
AWS Elemental MediaPackage #01a 2 AWS Secrets Manager
AWS Elemental MediaTailor 20188l AWS Secrets Manager
Amazon EMR #0{a/ £ Secrets Manager

Amazon EventBridge #0{a £ AWS Secrets Manager

Amazon FSx #{a] £ AWS Secrets Manager #

8 AR Y AR 7S
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« AWS Glue DataBrew #l{alfEF AWS Secrets Manager

« AWS Glue Studio #{af#H AWS Secrets Manager

« AWS IoT SiteWise f0{AIf&£F AWS Secrets Manager

« Amazon Kendra #0{a] £ /| AWS Secrets Manager

« Amazon Kinesis Video Streams #1a] £ F AWS Secrets Manager
« AWS Launch Wizard #n{a/fE /| AWS Secrets Manager

« Amazon Lookout for Metrics #1a] £ AWS Secrets Manager

« Amazon Managed Grafana #0{a & AWS Secrets Manager

« AWS Managed Services 2{AIfEEA AWS Secrets Manager

+ Amazon Managed Streaming for Apache Kafka #1{alf# F AWS Secrets Manager
« Amazon Managed Workflows for Apache Airflow #1{a1 £ AWS Secrets Manager
* AWS Marketplace

« AWS Migration Hub #n{a{# A AWS Secrets Manager

« AWS Panorama f#F Secrets Manager By 5

« AWS Parallel Computing Service #0119 £ F AWS Secrets Manager

« AWS ParallelCluster 21 £ F§ AWS Secrets Manager

« Amazon Q #fAIfEA Secrets Manager

« Amazon OpenSearch Ingestion#11a] £ F§ Secrets Manager

« AWS OpsWorks for Chef Automate #0188 F AWS Secrets Manager
« Amazon Quick Suite #1{AI £ AWS Secrets Manager

« Amazon RDS #n{a]fEFH AWS Secrets Manager

« Amazon Redshift Z0{A{#£ A AWS Secrets Manager

« Amazon Redshift E#REETE 2 IR

« Amazon SageMaker Al #IfRIfEEA AWS Secrets Manager

« AWS Schema Conversion Tool #01a & AWS Secrets Manager

* InfluxDB B Amazon Timestream £ 5 3, AWS Secrets Manager
« AWS Toolkit for JetBrains #1{alf§ F§ AWS Secrets Manager

« AWS Transfer Family #i{al{£ 8 AWS Secrets Manager #%

« AWS Wickr# ol £ F§ AWS Secrets Manager # %

8 AR Y AR 7S 229
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AWS App Runner #1{iI#£H AWS Secrets Manager

AWS App Runner 2 —1& AWS BR# , AIiRHRE, MEANERARBENA RN , RERBRER[RE
HEHEE AWS ElRFPAIREALZEMN Web BRER. BFFTBEFHEM., REEEANERR
%, HAEMAMHERMERE AWS EF,

£/ App Runner , B A EE R EMRENAERER | SERBENEREARBETINREEZE,
WMEFHMEN , 520 (AWS App Runner B ABER) FNSZRESINEEREEE,

App2Container AWS A {£ F§ AWS Secrets Manager

AWS App2Container 2 — B HHITE , AIHBEEANBEBREADBBER DO EREEETPEIT
HERTES , FHEH Amazon ECS, Amazon EKS = EE KA EFH#H1T AWS App Runner,

App2Container EAKZEEEESREEANKE THEERBERIEAEXNRAREFNEE , WEHITER
e, MEFMENR , F2E (AWS App2Container FHEIEE) DHWEIE App2Container I ZR,
AWS App2Container

AWS AppConfig 20{aI{E H AWS Secrets Manager

AWS AppConfig = #J—IEIhBE AWS Systems Manager , AIZEEAREY, EEMREDEEARER
HHRE, HHRET LI EEREENREMEMIE Secrets Manager FIVEBURE . B BHERBERRTE
B8 , O LURE Secrets Manager {EAMBREERINRIF, MEFHMER , F28 (AWS AppConfig
FEHEERE) B Creating a configuration and a configuration profile (B AAREMHREEZERE), N
FHE AWS AppConfig t{AIZE E R B B WM WEZENER , FSEAWS AppConfig ( EREE
&) HHY Secrets Manager £ 8%,

Amazon AppFlow #0{a]f£F AWS Secrets Manager

Amazon AppFlow 2 — B2 S EBSRE , TRLERBERY (SaaS) EARX - EZEHRBE
#, #ilan Salesforce Ml AWS Bg#% , 520 Amazon Simple Storage Service (Amazon S3) 1 Amazon
Redshift,

£ Amazon AppFlow # , B SaaS EARRREA KRS B , ZEELER. ETRE
RE SaaS EARIXMENEN , WG RBER. FHAESBANEE. Amazon AppFlow 44 EE
ERERTFHREFTEA W Secrets Manager ZEMZ Fappflow. FHMENKATEE Amazon
AppFlow WERAF, WMEHMENR , 528 (Amazon AppFlow ERZEIER) FH Amazon AppFlow
P ERHMRE,
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https://docs.aws.amazon.com/apprunner/latest/dg/env-variable.html
https://docs.aws.amazon.com/apprunner/latest/dg/env-variable-manage.html
https://docs.aws.amazon.com/app2container/latest/UserGuide/manage-secrets.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-configuration-and-profile.html#appconfig-creating-configuration-and-profile-free-form-configurations
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-security.html#appconfig-security-secrets-manager-key-rotation
https://docs.aws.amazon.com/appflow/latest/userguide/data-protection.html#encryption-rest
https://docs.aws.amazon.com/appflow/latest/userguide/data-protection.html#encryption-rest

AWS Secrets Manager EREEmR

AWS AppSync 2 £ AWS Secrets Manager

AWS AppSync AFERARENFEZASRMUBXKETEREN GraphQL RE , UEESRBEZERRENE
¥, 88 Amazon DynamoDB AWS Lambda#l HTTP APIs.

AWS AppSync £ Secrets Manager #ZE PR E A E R IERZE Amazon RDS M Aurora, HZEFFH
B, 528 (AWS AppSync B A BIER) PRI EFRTE : Aurora Serverless,

Amazon Athena f{a]f£ A AWS Secrets Manager

Amazon Athena 2 —EHEEBXE#HIRFE , AT Amazon Simple Storage Service (Amazon S3) F{EH
ZE SQL BB EEIINER,

Amazon Athena BRI RKRIELFEZ AT LAER Athena B S EHDEEME R EBEEMERERER ., WNE
FHMEER |, 5528 (Amazon Athena &) R H Amazon Athena B & &5,

Amazon Aurora I{A{8H AWS Secrets Manager

Amazon Aurora A2 ZEBBHNERESIZ , AT MySQL # PostgreSQL &,

EEEE Aurora WX EFEHEZRAEER , Aurora IILABEI S ENE, BEEAZWERN
B, Aurora t2EBELEAERNRwE, MEFMEN , 528 (Amazon Aurora EFEIERM) +
B9 Amazon Aurora 1 AWS Secrets Managerif T HBEE,

MFEEHM Aurora BAER , FF2H EUWE,

BRI Amazon RDS B API B | A EHMZREBEERFEARBREEERNENRE. NEFM
B, 5528 (Amazon Aurora EREIEE) RHEHIE AR Aurora Serverless BIE £l AP,

E& A Amazon RDS EFRERERIERER , T ERERNBEFMIE Secrets Manager H,
MEHMET , F28 (Amazon RDS EAHEIEmE) PRIEHEHRES.

AWS CodeBuild Znfa{#£H AWS Secrets Manager

AWS CodeBuild REm+T £ ZENRERK. CodeBuild AIRZERBIE. HTETAE , XEEAY
IR i 0o 8

B ERAMEREREE RFRAFRERZEAER, MEFMENR , 55208 (AWS CodeBuild fERA &R
) PHEER AWS Secrets Manager #1TFAHE E 8V E 5] (B AR CodeBuild).
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https://docs.aws.amazon.com/appsync/latest/devguide/tutorial-rds-resolvers.html
https://docs.aws.amazon.com/athena/latest/ug/connect-to-a-data-source.html
https://docs.aws.amazon.com//AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/query-editor.html
https://docs.aws.amazon.com/codebuild/latest/userguide/sample-private-registry.html

AWS Secrets Manager EREEmR

Amazon Data Firehose A& A AWS Secrets Manager

B LAE A Amazon Data Firehose #§EIR R RERR N ERELERAN, EENHEEZAE
RN &80F | Firehose EEH TR Secrets Manager IV E |, LUERE B/, MFEHME
#A , 582 E (Amazon Data Firehose FiZ% A B35 AWS Secrets Manager ) A #J7E Amazon Data
Firehose £ BB ¥

AWS DataSync #1{afE F§ AWS Secrets Manager

AWS DataSync 2 —E# L ERERRY , UL, BBCMMERFRMNERK BN ERBH.,

DataSync X BN RELRERRFEZAERN T EFRNMEAE R, DataSync £/ Secrets Manager
RERRERFHTRE. BALRE DataSync KREBEUWE , L URHBITRE, REZE
MEZLFE FM¥aws-datasync, BRFEHFEAE DataSync ABEUNMERNE, FSEAWS
DataSync ( fEAEIERM) PHRURBFLENEAER,

Amazon DataZone f{A£H AWS Secrets Manager

Amazon DataZone 2 —EEREERYE , IZELRIBH&K, RR. B8, HERIWER, BRI A#®
/8 AWS Glue #m B 12X EHMRHA Amazon Redshift BENERRNRREREREE, NEER
Z Amazon Redshift , % ELL Secrets Manager #Z K IRt Amazon DataZone R&. MEFH
& , 28 (Amazon DataZone EAEIEmM) FHFEAF AWS Glue E#RE I Amazon Redshift &
RENERNRR, DataZone

un{al £ B AWS Direct Connect AWS Secrets Manager

Direct Connect & B1Z% 2 KR N EE RS BN AR EL ZE Direct Connect LB, EiB I E
R, EBulEEBRY A EBWERNTE AWS R

Direct Connect 8¢ E/R BB i & BMAEREAMESRY (CKN/ICAK Y ) FREFEA NIZEW
ZHdirectconnect, WENKAEITESE KWE A Direct Connect, HEEEHWE , BHLAMEA
Direct Connect M3E Secrets Manager, MEFMEA , 528 (Direct Connect EAEIEFE) P
MACsec CKN/CAK E& LAG &4 BB,

AWS Directory Service f1{A{£H AWS Secrets Manager

Directory Service 1% 4§ Microsoft Active Directory (AD) EEE it AWS RIEHEEEAN AR, &£
DERBENEE | 1§ Amazon EC2 #i1TEBEMA B &, WFEFMENR , i£ (Direct Connect fEH &
EBE) v, #5268
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https://docs.aws.amazon.com/firehose/latest/dev/using-secrets-manager.html
https://docs.aws.amazon.com/firehose/latest/dev/using-secrets-manager.html
https://docs.aws.amazon.com/datasync/latest/userguide/location-credentials.html
https://docs.aws.amazon.com/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.aws.amazon.com/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/associate-key-lag.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/associate-key-lag.html

AWS Secrets Manager (R
 # Linux EC2 417 {E 88 4% i A 128 AWS Managed Microsoft AD B &

« # Linux EC2 #1T{EREEsE A LR AD Connector H &

* & Linux EC2 #1TEIRRERE M ALER Simple AD B &%

Amazon DocumentDB (with MongoDB compatibility) 204/ AWS Secrets
Manager

Amazon DocumentDB ( B2 MongoDB % ) %1 MongoDB T#EEHN £ ZEXHERER
#. Amazon DocumentDB E2 Secrets Manager 46 , WEBBENTEFRHEZE , BTSN
HLBEEE,

Amazon DocumentDB 8E £ FiE. A& ©1FMIE Secrets Manager 1 , WEBHWBRRE, RIFETE
% , Amazon DocumentDB Bt X — X% , BETUREESNRREEE, ERETREN
Amazon DocumentDB F &K , ] LUIEE © B 1E Secrets Manager P EEFEFAEZRR. W
EHMERR |, 3528 (Amazon DocumentDB FiZ A Bi§F) FHIEA Amazon DocumentDB A
Secrets Manager #{TZ B EE, Amazon DocumentDB

AWS Elastic Beanstalk 20{A{£F AWS Secrets Manager

5/ AWS Elastic Beanstalk , B A[ AR BMEE AWS Bl ERARER K MEZFTTHITEL
FEREXNERRME, Elastic Beanstalk BE#9% & Dockerfile PTE R HY IR IR BRI Docker BR &
1, $EULEE Docker IRIE, AEARELNEREENRLEEREBE ST S |, Elastic Beanstalk B
Secrets Manager %%, MEFMENR , F52E (AWS Elastic Beanstalk BiZ A E385F) F#Docker
fEEE,

Amazon Elastic Container Registry ZI{a{#£/H AWS Secrets Manager

Amazon Elastic Container Registry (Amazon ECR) 2 —& %%, WERBETEMN AWS SERFURE
BRI, BELAEM Docker CLI I RIFI A Fim RO BN R FEHENRENRG, ¢#HHE5EASE
E7£ Amazon ECR FAB B HE PRIV GH L2 eE , SXEEY —EREREGRAl, $#HEE
B0 RFBN EBEEEE | BHXBESBRFMENL Secrets Manager MEZH,, A LLE Amazon ECR =
Secrets Manager £ & FE L Secrets Manager #%., MEFMEN , F2E (Amazon ECR £H
Eigm) PREREEUREGEAL,
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_seamlessly_join_linux_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/simple_ad_seamlessly_join_linux_instance.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/docdb-secrets-manager.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/docdb-secrets-manager.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/single-container-docker-configuration.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/single-container-docker-configuration.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/pull-through-cache-creating-rule.html

AWS Secrets Manager EREEmR

Amazon Elastic Container Service

Amazon Elastic Container Service (Amazon ECS) £ S EASRHEIEER , T EERRITE,
BNERASBERER, BALA8ZE Secrets Manager W{n BERBERRARSRT, Zlﬂﬁnﬁﬂiﬁ
A, 5528 (Amazon Elastic Container Service B2 A B3R PN THEM :

« HEEIE : FH Secrets Manager s EBURE ¥
- EBEARKUERRH A ERWE

- BBRBEHERME

 HREVRCEAAREAV LA

Amazon ECS X #& FSx for Windows File Server A5 [E. Amazon ECS £ f1F1E Secrets
Manager WZHHEE , AAMEMA Active Directory 3 i#1% FSx for Windows File Server #X%
i#. WMEFHMET , 5528 (Amazon Elastic Container Service Bz A BIER) PHHEERRE &
FSx for Windows File Server 18R X & B Amazon ECS £/ , LAR FSx for Windows File Server fi
RE,

BRI EEESS»REBENLEEHZEDSEZRR[ME AWS | FEREH Secrets Manager M & # fl &
BREEAER, ﬂu%iﬁﬂiﬁﬁﬂ , 5828 (Amazon Elastic Container Service Bi& A B358) FHEH
MAERHES D RE.

E & H Amazon ECS Service Connect & , Amazon ECS &£/ Secrets Manager & W Z K17
1% AWS Private Certificate Authority TLS BF. BB ERNKAEEE7E Amazon ECS WERAF,
EEEHNE | BAAEMEH Amazon ECS MIE Secrets Manager., MEFMENR , 528 (Amazon
Elastic Container Service F#& A B15M) FH TLS with Service Connect,

Amazon ElastiCache WA H AWS Secrets Manager

£ ElastiCache # , B L\ FRABAAGIEEFEIES (RBAC) WINREREEER S, B ELR
f# 77 1E Secrets Manager H, Secrets Manager AU ERWERRMU T HIRE AR, MEFHFMER , B
2B (Amazon ElastiCache FAEIEmR) TH B BWEERENER.

AWS Elemental Live #1{al{#8/ AWS Secrets Manager
AWS Elemental Live & —EENFR 5 BRI , ARG Y BB SRR K,

AWS Elemental Live A # % ARN ¢ Secrets Manager NETENBEE|HMWE, Elemental Live
SEAMBLBNE/MBERA. MEFMHEF , 552 Elemental Live A FIERAPHR F AWS
Elemental Live | MediaConnect E%ﬂlﬁﬁ?ﬂﬁﬂ’ﬂﬁfﬁﬁiﬁo
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/specifying-sensitive-data-tutorial.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/secrets-app-secrets-manager.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/secrets-envvar-secrets-manager.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/secrets-logconfig.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/tutorial-wfsx-volumes.html
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AR Git 17858 Jupyter ER AT EBNBREEMYE , UHVAEFELSMBRERARTEE , N
REERRERFRETNERER, ZAUFARZEEEREENEREERRE. UEFHENR , B2
B8 {Amazon SageMaker Al BiB ASEmM) T Git ETFEEE Amazon SageMaker i A # 1T
E37EIBi, Amazon SageMaker

EE 1 Databricks EAE ¥ , Data Wrangler €#%48#) JDBC URL FHREMZEEEh, MEHEE

# , 2B Databricks (JDBC) EAE !,
ZEE % Snowflake BAE R , Data Wrangler 458N BB EHEMREEEMZR T, WEFHEEN ,
=

FS B Snowflake EEAE K,

AWS Schema Conversion Tool Z{A 5 AWS Secrets Manager

& A LAE A AWS Schema Conversion Tool (AWS SCT) IR ENER EEBHE R —EERES|Z
EifAS—EERESZ, SUUBRENHN OLTP B8R K ENEREBHRER, BRENGESE
R E A Amazon Relational Database Service (Amazon RDS) MySQL, MariaDB, Oracle, SQL
Server, PostgreSQL E#lE. Amazon Aurora BRI E#E E® Amazon Redshift #&E ., BHREZNEE
3R t5 AT LLEE Amazon Elastic Compute Cloud #1TEI8 EMVERIERE SR , HFEF A S3 FFiTE
FHEHR,

EREREREFBRERE , AWS SCT A ERAZEFERNEREZE AER AWS Secrets Manager.
WMEHMER , F52BAWS Schema Conversion Tool { R &ERBAWS Secrets Manager ) FHITE
AWS SCT FRAENEPHER .

InfluxDB #Y Amazon Timestream £/ 5= AWS Secrets Manager

Timestream for InfluxDB R X EREFFIERESIZE , TREEEAFEBRERE APls AWS B BIE B
BESIERARER L, BRME LT InfluxDB ERIE, EA Timestream for InfluxDB , A ARRE .
RENBEREREBFITFEEE  UECHEVEHOEKEDEEA.

BI85 InfluxDB BERIERE I Timestream B |, Timestream €EBHR U MBRERNEESERE., WEH
MEF , 520 Timestream B A EIER P K Timestream for InfluxDB Z04al { R4 %R

AWS Toolkit for JetBrains #1{A{£H AWS Secrets Manager

AWS Toolkit for JetBrains & JetBrains B & B & IRIE (IDEs) WHAMRBIHFNHEN, TEHETZEMER
ABRRHR, BENPEFEH AWSHERRSEARERN., £AIEHEERE Amazon Redshift &
B SN EARREEEMTETE I RE. NEFMENR , 528 (AWS Toolkit for JetBrains fi£
F#&1Em) FMFEL Amazon Redshift #5,
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AWS Transfer Family #04a]£ | AWS Secrets Manager %

AWS Transfer Family 2 — X2 E&@R%E , IZEKEREANEL AWS RERE.

Transfer Family BESX EFEHERAMES 2 (AS2) BB ENRR[EAERERT, BB
Secrets Manager #% , AALNWERFEREZEREUE., NEFHEN , F2E (AWS Transfer Family
FRERR) PHERAR AS2 EESEN T 2BRF

£ EERFE Transfer Family A& , A LAEH AWS Secrets Manager A 8 7R E, MEFMAE
# , FFSBAWS Transfer Family  FAEER) PNEABII S REENBERNERABES
7 B F LA AWS Transfer Family £ AWS Secrets Manager

& A LA EL Transfer Famlly {EFH ITEREREBNESR , FH Pretty Good Privacy (PGP) %, &E
EIERESBIFERRDR , BIRMHEKE Secrets Manager P EEH PGP €88, MEHMET , 72
B {AWS Transfer Family {EFH #¥8™E) B M Generate and manage PGP keys (E4£MEE PGP £
).

AWS Wickrilfalfi£ F AWS Secrets Manager %

AWS Wickr & —end-to-end iNZ AR # , AI 15 BhAR A BT #48 & B one-to-one MEFHHEA. FEZ MR
B, BEREA. EFEHLASERLBEA. BUUFER Wickr ERMRBRBABBHTIERE. W
R3S AT LAEEL AWS BR7E |, RIS FESZE T Secrets Manager M RIF I A B AE R, MEFM
B, EF2E8 ( AWS Wickr EIRIER) DRI EERREBHES A
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£ AWS Secrets Manager SENNWEREEE=FWER

SENRDRER PR BER AWS Secrets Manager , AIREREBEASSEBHAERNEBHIBEA
Bx, WIHRETEERTMMEEHST AWS Lambda BREURMRBRB AR EBENT, WEMBMASHE
BHNTREE K F2HRESSEEME.

ECRERRAEARAWS , TFEHEETEERBRLEANENEE=-FERAEXES , flNAPI =
iR, OAuth BB EHEAERY, Kol , ELARBEIFERFENERELRAER  SFRRES
BEAREXBENEMEE Lambda BHE , IRFIENFE#E.

SENBREREEENSZE , USEAGERHEENTAAERZERATRE=ZFEAER, LLIEE
RERZEVHHBANEBHRR (FEREEEEAL) . MEEEBEITERENZEEHENFERAERE
# , AR Secrets Manager 122 TEINGESE , SIEBHAMNFIEE, TERM, 2E, 8158, K
EEAMES R H,

EEINeE
SENBRBRESENRYE, THLE=HEREE .

« A& Lambda WEZEWPER TEUNEE G WRKENENER, BECBRIINIE , SEBEK
R , BHIRFE PR EEBEET Lambda BHE,

- FAEENRERNTRAREIUCHEEZSSERHEVER Y ISWBRMENTEER, B
BEEERHNEERFTEIEN,

- BEXEGERHERRREEBREELNMARFRAZESERHRERE, SERHFEREEE Secrets
Manager 24 , ARZEINEERBRINGEREARNERITEE,

- SEENAREKMEEIEIR AWS CloudTrail BEFIERIEUEE. WEEEMNEBRRERERTENE
BHE,

ZENSUBR SR

Secrets Manager RAEBRE=FEAERES , UKRESERHSENRE., BEASEBHTEERHR
BREFRENPREER MU EERA.

WRESSHEE=FAFREEMENHE{AL , £ CreateSecret RILEIRER, WP EER SRS
ARERVEARERWZRNEA , AR RotateSecret B, ELBUSHBREESEBREES , U
T ERmRARE,
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EERRINIEEENE  BNUAAR Secrets Manager IRt EERZ A BN ENT. NEFMAE
;ﬂ , nﬁ e ﬁﬁé ﬁ%ﬂn‘F—I

THEZELIEHBUBFTENSEFRERWMALANERA , LUK Secrets Manager M ZFEIRFTENE
BRI EREA

T
BREBH MBRER
Salesforce SalesforceClientSecret
BigID BigIDClientSecret
Snowflake SnowflakeKeyPairAuthentication

Salesforce A Fim# &7
WREBN

AT RABBETE Secrets Manager M % IR

{
"consumerKey": "client ID",
"consumerSecret": "client secret",
"baseUri": "https://domain.my.salesforce.com",
"appId": "app ID",
"consumerId": "consumer ID"

}

consumerKey

BAESRUBARAFIK ID, & OAuth 2.0 EAERNZEAER R, EoJLLEERK Salesforce
S\EBF F i App Manager OAuth & EFREVER A & 48,

consumerSecret

A %W?ﬁ&ﬁkﬁﬁ“%% , RERRRAETRBREANLEER | UER OAuth 2.0 A FIRE

AERREETRE, B LlEERE Salesforce S\EH Fiw App Manager OAuth 5% E HEVEN A &
WE,

Salesforce i Fin# % 246
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baseUri
E A& URI 4 Salesforce Org Fi % E2 Salesforce APIsE B EZA URL, EFHA LTS 582
R : https://domainName.my.salesforce.com,
appld
AR ID 2 Salesforce A\ ZBA FixEATER (ECA) HEBIRF. EALAML Salesforce OAuth F

BinBREEULIEE, ©XEN FHEox , BEGERYTF T, WRALREE Salesforce TifiismH
8 external_client_app_identifier,

consumerld

EUF#& ID £ Salesforce AAZ A FixEARER (ECA) VA BB, &0 LA Salesforce
OAuth Credentials by App ID i3 5REEEULIER . LML 218 Salesforce g EI Y
consumer_id,

wEmPpEEREN
LA &t Salesforce FTiE B W B FTE Y A& E BN

{

"apiVersion": "v65.0",

"adminSecretArn": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:SalesforceClientSecret"

}

apiVersion

Salesforce API fRZ< 2 & Salesforce tH&HY API fRA, RAFEED A v65.0, A HAE
A, vX.XEd X RBEZFTT.

adminSecretArn

(BA ) EEEWE ARN 23K Amazon Resource Name (ARN) , EFEE KRk
It Salesforce AF IR ZHNEIE OAuth B AER, EEENREVEERZZEEFIS
consumerKey H consumerSecret H, E-—EZAMN , MRERE , EWIAHME Secrets
Manager ## A L Z Y OAuth & A E ¥HE Salesforce HEITERFE
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B3 ]

£ 171X Salesforce Secrets & F AWS Secrets Manager A LUREFE A EREHBERBZTIHNEAE
RRWPWE  IFAEEENTTNBEAERETRWE, B LUER CreateSecret FEIZEE B |
HEhRZREIS AN , BRZHEE A SalesforceClientSecret, &AL F A RotateSecret FEAL3RER
EWBRALE, KFUSEREERMUNRE , I LREHIFTR - MREREBFEAERBBPNEA
ERETERR |, BT LB adminSecretArn 4, bt4 , BF AT RotateSecret FIFREAE
ARN , BFREBIVWZAFIENT T, MEFTBERNES , 5520 2L HEF,

HRZRIZFEH —HEBNEAER ( FMHE Admin Secret ) WMBUBHEFE |, BFHH4 AWS
Secrets Manager BEEHEEWETLMERMNLSER , £ PRI Admin Secret, BALESEH BN EE
FEWE , 7 RotateSecret FIlFHEiHEER PIRUELEESWZHN ARN,

R GB R /& Salesforce I2HEVIES,
K ID EfEEER
WREBN

LA RABBETE Secrets Manager # % IR

{
"hostname": "Host Name",
"refreshToken": "Refresh Token"
}
hosthame

ERAEK BiglD BITEBIAEMENEMER, ELERAHTEBNZEREERE,
refreshToken

FIBEEE BiglD TEAHELEN IWT FAEEMEEFTHR - FIEE - BRERE - EEFH
~ f#1F

RERE

B LAE A CreateSecret IV HE  HPREBEIE LEENL , ERBERER
BigIDClientSecrete #AILAEA RotateSecret WAL IREE EEwIERLE, LB M EE RotateSecret FEAY A
RHAR® ARN , RFBRERRMBFAENG T, NEFIBERNES , BFSELEAHF. FEE,
e EBANmePREERBUITUREEH,
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CreateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RotateSecret.html
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Snowflake € 8%t

PR E R A

AR R MBI ETE Secrets Manager B3 FEIR{L :

{
"account": "Your Account Identifier",
"usexr": "Your user name",
"privateKey": "Your private Key",
"publicKey": "Your public Key",
"passphrase": "Your Passphrase"

}

user

B I8 ¥ 5 9 B AERBIAY Snowflake R E BB, WWEAENAE Snowflake PR EAES &
BYUBLRE K AXEK L ESBERKLFERENRERE.
1R

FAREIELRE Snowflake 1R F & BIRF. & AILAHE Snowflake URL H#EER
(.snowflakecomputing.com Z B9 F 5 )

privateKey

AR S5 EBEN PEM X RSA FAE £3#8. BEGIN/END Hi =2 ERAW,
publicKey

HEZNEEB2 PEM BN AE£BYSIER, BEGINEND HiE2EAM,
Passphrase (B iG%EE)

(BF) LBUREARBENZLESBRNFBESE.
WRPpEEREN
LA & Snowflake B 4 E BT :

{
"cryptographicAlgorithm": "Your Cryptographic algorithm",
"encryptPrivateKey": "True/False"
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}

cryptographicAlgorithm

(R ) EREARELSWRIERE, BLUERE 3 BEEE | RS256|RS384|RS512, LR
URER | BENTRRCEREES RS256,

encryptPrivateKey

(R ) kMU THAREERTENELE R, HRA false, NMENEBEEZERBELEN,

RERE

B LAE A CreateSecret FEMZEVHE  HPRBREST S LEENL , WEBEEA
SnowflakeKeyPairAuthentication, &R LA RotateSecret FEIURER EWMIRMARE, B UREEIRH
WEPREEREN (RENERME ) . BIBEHXATE RotateSecret FILFRMHAE ARN |, RFRE
WM EFENT AT, NEFTBRNES , F2RTEMENT, I8, heERHNRIRPEE
AR ITUREZH,

R BT

ZENBRBIZELHAZ=FEARNIRFNEESERER AWS, it , BREFELAL
RENBABHNDEER  BE=FRARXETRE AP Y, BUETEABRERMRE.

S ENBRZEHAM Secrets Manager WEHRBRMBZHERNZLELE, WEESMHEA KMS B ETH
RENZR | WEM TLS £EEH D, FiB IAM BERNUERAEBRNBRKEHBRENER, EAEF
SESRNZREZE  SEEEFHIRAGH IAM BEUK CMK SEBE |, UIRHESENEFI LR
RERIRELTh

BERMRETEENE , BYHAE Secrets Manager BRI EEHBR L BHIN S ER A, ELFFAAVE
B URERENBE , WERAKEERRR, CRUENGRACEEREHERE , WEARBRIR
=

BCREEMETFENEESP A EC2 Y AWS IP EE |, #& IP W ARBIELENATLER, Lt 1P BEF
EfRe8E  RNUEEAEHERREBARAL

AWS Secrets Manager thiR it 8 — 1R RF RRE L IAM BUR , HE B EIB Secrets Manager 12
ARUYNEREEBREMENGTT,. LACGHNFITESHHESERETNESRARSSFERAR/ER,

EHIFF AT BCR

REHRFFT 250
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowRotationAccess",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,

"Resource": "*",

"Effect": "Allow",

"Condition": {

"StringEquals": {
"secretsmanager:resource/Type": "SalesforceClientSecret"

"Sid": "AllowPasswordGenerationAccess",

"Action": [
"secretsmanager:GetRandomPassword"

1,

"Resource": "*",

"Effect": "Allow"

N4y
\
ol

IE : AIE BESEBHP BT AR secretsmanager : resource/Type R EREEE,

OIS EBR

"Version": "2012-10-17",
"Statement": [
{
"Sid": "SecretsManagerPrincipalAccess",
"Effect": "Allow",
"Principal": {
"Service": "secretsmanager.amazonaws.com"

}I
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"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

3,
"ArnLike": {
"aws:SourceArn": "arn:aws:secretsmanager:us-east-1:111122223333:secret:*"

BRI ENSWER I 1T

T EHNEERIEB AWS CloudTrail B35 Amazon CloudWatch 15212+ R EEIRIEE, FRE R
EEHEREHE  EhasRY. ABRNEFISREIIMN I EREMNFMEA,

BRTERETNERBELETIERNAGH JEEIMELH. MRELREELMN , BES
BEEENEATRSERRRAN , DARBEE LTI BHEES SEBF AP imER A E R
7, HttBERERAREREE,. RRBUHSERHRETAYL, SERRRESFEBENE
REE  URAREMRESAIEMNE

&R LUEIB Amazon CloudWatch EsiREwiHERR, RN RMMEEER. BAUEBSHRERELE
R, URESRBANSIHOUEEZIENEE,

ERRAENWE
CALRBERAN AR ERTBBESENBRE, ETUEE UpdateSecret FURER, £

NAEFAEETEINRZENDEESE, NRACASLEWRETEQITHIUESE K SBUEALEEH
CancelRotateSecret FEILEUH R,

[RERZE

SEABRETZEEGEHO AN EHEBRRUE, tTLERLESRERRIEEE MDY
o

SENBRBREZECMANSIEBHE AWS Secrets Manager, MNEZREBE | BF2RBAAER
o REBEHREINENEERME 2 SFFMEAIINA AWS Secrets Manager
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-pattern.html
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MR IRE R Secrets Manager BIE |22 AN ESEREAFRBREEF IWMBRREE , Ri2BEH
B seE P . # MR Secrets Manager AF BN BREEFRUEIBABENEXEN , BEPHAE
BEFE=FEABRXPERE. EEFout-of-bandEFREFEIRS , BLEEFHFEURMRIE
BHRE | REFA RotateSecret AP| LATE{R IS8 B Th 8w 2,
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£ HE L AWS Secrets Manager #% AWS CloudFormation

EAILAE A CloudFormation 84Xy AWS: :SecretsManager::Secret BR |, £
CloudFormation &2 T W% , I B MW PR

EEA Amazon RDS 5, Aurora B EE B Z , BEMEAE AWS: :RDS: :DBCluster HF{EMA
ManageMasterUserPassword. Amazon RDS EE@ALEBEUNRI ERERR, WHEFHEENR ,
BRZEW,

E!

&% Amazon Redshift #l Amazon DocumentDB &5 , B 5t f£ /A Secrets Manager E4 M
REIRE 6 ARCEADESERUMEBTHREAEEBNEN , EETERENERE, ET
B, A AWS::SecretsManager::SecretTargetAttachment &R , HE&E R EHIE
& , FIEE Secrets Manager L EBBHBUBZNRE, BER K EERBEDHIE K FEH
AWS: :SecretsManager: :RotationSchedule BRIWIR B EIAR B MEEE, BFSBUTEH -

o {#F Amazon Redshift BF&H I R
o & Amazon DocumentDB &% 22 3 #5357

£ AWS::SecretsManager: :ResourcePolicy ERMEERBEREZEZTHE,

MEFEH BIUE RN ET CloudFormation , 55289 CloudFormation { A& ) I=F'E1’J THREAR
HEA# =, Bl LAEH AWS Cloud Development Kit (AWS CDK), fNEFMEN , FSH8 AWS
Secrets Manager E#EfEE,

{EF E3 AWS Secrets Manager #% CloudFormation

HEHEEIE A CloudFormationCreatedSecret-alb2c3dde5f6 M AR, MBRERUT
JSON , REVWBRELEM 32 BF THNERE,

"password": "EXAMPLE-PASSWORD",
"username": '"saanvi"

L& HIASE A LT CloudFormation &R :

« AWS: :SecretsManager: :Secret
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-secret.html
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WMEFER B ERMWE CloudFormation , 552:E] CloudFormation { fEREERE) FHN T HE&EAHE
A=

JSON

"Resources": {
"CloudFormationCreatedSecret": {
"Type": "AWS::SecretsManager::Secret",
"Properties": {

"Description": "Simple secret created by CloudFormation.",
"GenerateSecretString": {
"SecretStringTemplate": "{\"username\": \"saanvi\"}",
"GenerateStringKey": "password",
"PasswordLength": 32
}
}
}
}
}
YAML
Resources:

CloudFormationCreatedSecret:
Type: 'AWS::SecretsManager::Secret'
Properties:
Description: Simple secret created by CloudFormation.
GenerateSecretString:
SecretStringTemplate: '{"username": "saanvi"}'
GenerateStringKey: password
PasswordLength: 32

FH By EH B WM AWS Secrets Manager WEZMEE B
Amazon RDS MySQL & & E#1T{E# CloudFormation
EEA Amazon RDS 5 Aurora B EE B , BEEE A ManageMasterUserPassword , #l

AWS: :RDS: :DBCluster FHEIf| "AEEZRIFE I Secrets Manager % Fi/Ro Amazon RDS
BEESALEURBUEERER, NEFHEEN K F2EZEHR,
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fEF B3 AWS Secrets Manager #Z#] Amazon Redshift # &
CloudFormation

& E# 7 Amazon Redshift WEEEMWE , BER B AWS: :Redshift: :Cluster EEMAE
HIAWS : :RedshiftServerless: :Namespace,

{EF B3 AWS Secrets Manager #%#] Amazon DocumentDB #
1T1E & CloudFormation

HEflEERAMBEPNBEEAERAENRT , REILWEMN Amazon DocumentDB #1TEEE., &
REZETEREBER , TEREHTRREZNAE, BARTER WIREEE AR EII Lambda WK
B, WSHBREBEAFE—KRELSF 8:00 £ 10:00 (UTC) 2B BB, EALZSHKEER , #1T
{E8& {2 Amazon VPC H,

L EHIAE LT CloudFormation EJR AR Secrets Manager :

« AWS: :SecretsManager: :Secret

 AWS::SecretsManager: :SecretTargetAttachment

 AWS: :SecretsManager: :RotationSchedule

WMEMFH B ERMWEF CloudFormation , 552 CloudFormation { fEREEE) 9N 7T HEARE
A=

JSON

"AWSTemplateFormatVersion":"2010-09-09",
"Transform":"AWS: :SecretsManager-2020-07-23",
"Resources": {

"TestVPC": {

"Type":"AWS::EC2::VPC",

"Properties":{
"CidrBlock":"10.0.0.0/16",
"EnableDnsHostnames" :true,
"EnableDnsSupport":true

}

iy
"TestSubnet®1":{
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-redshift-cluster.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-secrettargetattachment.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/gettingstarted.templatebasics.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/gettingstarted.templatebasics.html
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"Type":"AWS::EC2::Subnet",
"Properties":{
"CidrBlock":"10.0.96.0/19",
"AvailabilityZone":{
"Fn::Select":[
"o,
{
"Fn::GetAZs":{
"Ref":"AWS: :Region"

I
"VpcId":{
"Ref":"TestVPC"

I
"TestSubnet®2":{
"Type":"AWS::EC2: :Subnet",
"Properties":{
"CidrBlock":"10.0.128.0/19",
"AvailabilityZone":{
"Fn::Select":[
nyn
{
"Fn::GetAZs":{
"Ref":"AWS: :Region"

iy
"VpcId":{
"Ref":"TestVPC"

},

"SecretsManagerVPCEndpoint": {
"Type":"AWS::EC2::VPCEndpoint",
"Properties":{

"SubnetIds":[
{
"Ref":"TestSubnetol"

iy

JSON

257



AWS Secrets Manager EREEmR

{
"Ref":"TestSubnet02"
}
1,
"SecurityGroupIds":[
{

"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"

]

}
1,

"VpcEndpointType":"Interface",
"ServiceName":{
"Fn::Sub":"com.amazonaws.${AWS: :Region}.secretsmanager"
I
"PrivateDnsEnabled":true,
"VpcId":{
"Ref":"TestVPC"

I
"MyDocDBClusterRotationSecret":{
"Type":"AWS: :SecretsManager: :Secret",
"Properties":{
"GenerateSecretString":{
"SecretStringTemplate":"{\"username\": \"someadmin\",\"ss1l\": true}",
"GenerateStringKey":"password",
"PasswordLength":16,
"ExcludeCharacters":"\"@/\\"

},
"Tags":[
{
"Key":"AppName",
"Value":"MyApp"
}
]

},

"MyDocDBCluster":{
"Type":"AWS: :DocDB: :DBCluster",
"Properties":{

"DBSubnetGroupName" : {
"Ref":"MyDBSubnetGroup"
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}I

"MasterUsername":{
"Fn::Sub":"{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :username}}"
},
"MasterUserPassword": {
"Fn::Sub":"{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :password}}"

},
"VpcSecurityGroupIds":[
{
"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"
]
}
]

},
"DocDBInstance":{
"Type" :"AWS: :DocDB: :DBInstance",
"Properties":{
"DBClusterIdentifier":{
"Ref":"MyDocDBCluster"

},
"DBInstanceClass":"db.r5.large"

iy
"MyDBSubnetGroup":{

"Type":"AWS: :DocDB: :DBSubnetGroup",
"Properties":{

"DBSubnetGroupDescription":"",
"SubnetIds":[
{
"Ref":"TestSubnet@l"
I
{
"Ref":"TestSubnet02"
}

1,
"SecretDocDBClusterAttachment":{
"Type":"AWS: :SecretsManager: :SecretTargetAttachment",
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"Properties":{
"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

1,

"TargetId":{
"Ref":"MyDocDBCluster"

I

"TargetType" :"AWS: :DocDB: :DBCluster"

I

"MySecretRotationSchedule": {
"Type":"AWS: :SecretsManager: :RotationSchedule",
"DependsOn":"SecretDocDBClusterAttachment",
"Properties":{

"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

},

"HostedRotationLambda": {
"RotationType":"MongoDBSingleUser",
"RotationLambdaName":"MongoDBSingleUser",
"VpcSecurityGroupIds":{

"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"

iy
"VpcSubnetIds":{
"Fn::Join":[

n n
’ ’

[
{
"Ref":"TestSubnet@l"
},
{
"Ref":"TestSubnet2"
}
]
]
}
.
"RotationRules":{
"Duration": "2h",
"ScheduleExpression": "cron(@ 8 1 * ? *)"
}
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}

YAML

AWSTemplateFormatVersion: '2010-09-09'
Transform: AWS::SecretsManager-2020-07-23
Resources:
TestVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 10.0.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
TestSubnet01l:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.96.0/19
AvailabilityZone: !Select
0
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
TestSubnet02:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.128.0/19
AvailabilityZone: !Select
- '1"
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
SecretsManagerVPCEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
SubnetIds:
- IRef TestSubnet0l
- IRef TestSubnet02
SecurityGroupIds:
- !GetAtt TestVPC.DefaultSecurityGroup
VpcEndpointType: Interface
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ServiceName: !Sub com.amazonaws.${AWS: :Region}.secretsmanager
PrivateDnsEnabled: true
VpcId: !Ref TestVPC
MyDocDBClusterRotationSecret:
Type: AWS::SecretsManager: :Secret
Properties:
GenerateSecretString:
SecretStringTemplate: '{"username": "someadmin",b"ssl": true}'
GenerateStringKey: password
PasswordLength: 16
ExcludeCharacters: '"@/\'
Tags:
- Key: AppName
Value: MyApp
MyDocDBCluster:
Type: AWS::DocDB::DBCluster
Properties:
DBSubnetGroupName: !Ref MyDBSubnetGroup
MasterUsername: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :username}}"
MasterUserPassword: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :password}}"
VpcSecurityGroupIds:
- !GetAtt TestVPC.DefaultSecurityGroup
DocDBInstance:
Type: AWS::DocDB: :DBInstance
Properties:
DBClusterIdentifier: !Ref MyDocDBCluster
DBInstanceClass: db.r5.large

MyDBSubnetGroup:
Type: AWS: :DocDB::DBSubnetGroup
Properties:
DBSubnetGroupDescription: "'
SubnetIds:

- IRef TestSubnet0l
- IRef TestSubnet02
SecretDocDBClusterAttachment:
Type: AWS::SecretsManager::SecretTargetAttachment
Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
TargetId: !Ref MyDocDBCluster
TargetType: AWS::DocDB::DBCluster
MySecretRotationSchedule:
Type: AWS::SecretsManager::RotationSchedule

YAML
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DependsOn: SecretDocDBClusterAttachment

Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
HostedRotationLambda:

RotationType: MongoDBSingleUser

RotationLambdaName: MongoDBSingleUser
VpcSecurityGroupIds: !GetAtt TestVPC.DefaultSecurityGroup
VpcSubnetIds: !Join

’

- - IRef TestSubnetdl
- IRef TestSubnet02
RotationRules:
Duration: 2h
ScheduleExpression: cron(@ 8 1 * ? *)

Secrets Manager @{A 8 A AWS CloudFormation

ERFERAEE A BRI , Secrets Manager €1 AWS CloudFormation REZ M I EIR, W
RIEEZBEDPEIHTOBIEEKE , AWS: :Serverless: ::Function@1B#BEE M CloudFormation
BY WIRRHEE AR, R%E CloudFormation 58E RotationSchedule , EERREW RN IR K B MR
B, BULERRBEEWR % , B EFEEE P ORIEHEEREIA CloudFormation H# &,

NFEREFRREBRIRNENERER  FEEBER WE,
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£ I AWS Secrets Manager #% AWS Cloud
Development Kit (AWS CDK)

EE COKEARKHTEY, EBNMMEEME , AIAEA AWS Secrets Manager EEER
E , HPEE ResourcePolicy. RotationSchedule, Secret. SecretRotation
SecretTargetAttachment BA&#E4H,

£ COK ERRAPEANENREEBRAEATESY CLI EYME , AREUERE ALK CDK
FERRER,

mEEH , F2R

- BYMER

« EAMER

« HERE

« BRTFWEREMHFTH

- WIRME

- WREREWE

- BUEEEEHME

MEHEE CDK WEFMAE , 5528 (AWS Cloud Development Kit (AWS CDK) v2 Bz A EEF) o
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https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager.ResourcePolicy.html
https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager.RotationSchedule.html
https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager.Secret.html
https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager.SecretRotation.html
https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager.SecretTargetAttachment.html
https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager-readme.html#creating-json-secrets
https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager-readme.html#importing-secrets
https://docs.aws.amazon.com/cdk/v2/guide/get-secrets-manager-value.html
https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager-readme.html#grant-permission-to-use-the-secret-to-a-role
https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager-readme.html#rotating-a-secret
https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager-readme.html#rotating-database-credentials
https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager-readme.html#replicating-secrets
https://docs.aws.amazon.com/cdk/v2/guide/home.html
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EZf AWS Secrets Manager #%

AWS RMHEEIR T EREEF Secrets Manager W%, ER4EERKER , URERKENNEBEHE. IR
LEEHHEMATEPNEARNSEETHAE , MAERLARE , ARERTEENEE, KW ALt
HAIEFEARBUREAMBRRENERRERDRE,

&

« {EF 5248% AWS Secrets Manager =4 AWS CloudTrail

« AWS Secrets Manager £/ Amazon CloudWatch E&#%

- f£ Amazon EventBridge tb¥f AWS Secrets Manager B4

o B EEUEREMIBRAY AWS Secrets Manager %

« {EF E42 AWS Secrets Manager #Z &R % AWS Config

+ Ef% Secrets Manager f A~

- {8 Amazon GuardDuty &BIE &

{5 528 AWS Secrets Manager &4 AWS CloudTrail

AWS CloudTrail €4% Secrets Manager BIFfE API FREIYECEEBEH | B¥ERE Secrets Manager 12
ANELWN | R ARERMNMZRAMERABEEMEL, WFE Secrets Manager ;28 HFEIEB Y
JBE , 2/ CloudTrail £,

B LAEA CloudTrail EEARRIBEL 90 XA EH, EEFELHKE AWS IRFHNES , &
& Secrets Manager B4 |, FBEEHE , LUE CloudTrail # B BRI E Amazon S3 HEFETE.
B2EA AWS BHIRFETIER, EWABERE CloudTrail , SAIEWRE Z{E AWS IRF M AWS [E
i W BFER,

BT LR EHAL AWS RS , LLE— S 9 FEIE CloudTrail B URENER, F28 AWS RiEHE
CloudTrail B E S, & CloudTrail 2 ##TH H#E R EIEH Amazon S3 fEFITHEE | SHSWE
BH, 52 RI%E CloudTrail B9 Amazon SNS &4,

& E1 CloudTrail AFEH#EEL Secrets Manager B4 (X#8H)

1. BI{E https://console.aws.amazon.com/cloudtrail/ BIEX CloudTrail £ &,

2. BEREFEAENEHRENES. FRARSETMEESTRENSH, REZEALANTH
ABEFREESE,

fiEF 528% AWS CloudTrail 265


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://console.aws.amazon.com/cloudtrail/
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3. TEERAIEEEKT | &2 Event history (BHEF L),
4. EIEE Filter (B5&) ZXM/H Time range (REEE) , UiHEIHREEBESHROEH. Hilw -

a. BHEEEFNHE Secrets Manager £ , FHAEHABUEERSHRR. R , sHH@ASH

KR , i#1F secretsmanager.amazonaws.com,

b. EEERMENAMESEH K FHUEHBUMREEREE, AR, HHAAEREE , AW
ZHER,

5. EEEFHMPFMEN  BHEEEHENEMEE, EEEEMEUANENR , HEIE View
event (RIZEH),

AWS CLI

Examplefit CloudTrail BF#EEX Secrets Manager 4

T % lookup-events #EHl&EH Secrets Manager B4+,

aws cloudtrail lookup-events \

--region us-east-1 \

--lookup-attributes
AttributeKey=EventSource,AttributeValue=secretsmanager.amazonaws.com

AWS CloudTrail Secrets Manager BYIE B

AWS Secrets Manager €#5Ff& Secrets Manager IREFME iR MMEREBEHNEE EA AWS
CloudTrail A&, MFIMATEELEHHIMEENAHEER , 28 £/ EventBridge Lb¥# Secrets
Manager B4,

HFEIEE HE

« Secrets Manager #4EH HEFEIE B
- EMIRNBFEE

- EEWAFIEE

- ERBHBFIER

Secrets Manager 24E/ A 558 B

Y Secrets Manager BRIEFTEEMNEHEE "detail-type": ["AWS API Call via
CloudTrail"],
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® Note

£ 2024 £ 2 A28 , L Secrets Manager I2EHRE T BESWE ARN B "TaRN, mM3E
Farny BWEH, WMEFMER , B2 AWS re:Post,

LT REZSREIEIB APl. SDK = CLI Il Secrets Manager & /ERE 4R CloudTrail EHE

BatchGetSecretValue

H BatchGetSecretValue I#/EE4 ., NEBRBRHEEWZNMEBER

CancelRotateSecret

y ﬁﬁ%% Hy *M‘Tﬁo

H CancelRotateSecret I#EE4E, MERMMNMEEEN , BSEEWmIR W,

CreateSecret

H CreateSecret 2EE4, MEBMBEIWZNMEBEER | B

DeleteResourcePolicy

B
8

A DeleteResourcePolicy B{EEXE ., MFEFFAINMEEEE , 52 [Bthe section called “& 7 578 2
FEES,

DeleteSecret

H DeleteSecret BIEE4, ME T HEMRWZHWIEBEER , 52 Bthe section called “MIER#Z",

DescribeSecret

i DescribeSecret #{EE4LE.,

GetRandomPassword

B GetRandomPassword B{EE4E,

GetResourcePolicy

B GetResourcePolicy I#1EE4E, MBEFAMNMEBEEN , 552 Bthe section called “& 7 57 B2 17 HL
7,

GetSecretValue

H GetSecretValue 1 BatchGetSecretValue 2EELE, MFEEFEEINMZRWEBER ,
5‘*’%‘& )

Y
¥
a1
=
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https://repost.aws/knowledge-center/secrets-manager-arn
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CancelRotateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CreateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DescribeSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetRandomPassword.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
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ListSecrets

H ListSecrets #EE4 ., MERBH HWZNMHEBEN , 52 E the section called “EHRMWE",

ListSecretVersionlds

i ListSecretVersionlds BR¥EE4L.,

PutResourcePolicy

M PutResourcePolicy ##1FE4 ., MBFAIMEBEN , 552 Bthe section called “& 7 B 78 B2 17 EL
2.

PutSecretValue

B PutSecretValue IREELE, NEBRBREHFUENMHEEENR , 582 [ the section called “1&
7,

RemoveRegionsFromReplication

H RemoveRegionsFromReplication IR{EELE, EEERFEWHEEBEN , F2RAZEFES,

ReplicateSecretToRegions

M ReplicateSecretToRegions ##FEL, MFERWENHEBEN , F2RZEFER.

RestoreSecret

S

H RestoreSecret BIEE4., MERFEMNMEEBEN , 552 Bthe section called “IEE#WER",

RotateSecret

H RotateSecret B#FEE, MERBRNEEEN , FSRWER BE,
StopReplicationToReplica

B StopReplicationToReplica #R¥EELE, NMEEERENHBEN , F2RZEIEE.

TagResource

M TagResource RFEE., NMEFEBRMELWENHEEEN , F2 8 the section called “IRE #
..y:.

UntagResource

A UntagResource #EEL, NMEBRBBUEMZERLHNEREERN , 5520 the section called “EH
*,Z\l—'ﬂ”
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecretVersionIds.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RemoveRegionsFromReplication.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ReplicateSecretToRegions.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RestoreSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RotateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_StopReplicationToReplica.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UntagResource.html
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UpdateSecret

B UpdateSecret BEEXE, NFETHRETWENHEBERF , 52 Bthe section called ‘SR E",

UpdateSecretVersionStage

B UpdateSecretVersionStage #BFE%E. WHERAERNIEBIEN , 552 Bthe section called “B4
B,

ValidateResourcePolicy

B ValidateResourcePolicy ¥EE4. MFBFEFFAIMNEBEEN , 552 Bthe section called “5 7 B B
FEUEH,

ZMERAY BEEEE

BT Secrets Manager 2EFVEH 25\ , Secrets Manager B E4A THIEMBREBHNEH., ELEE
#E%E "detail-type": ["AWS Service Event via CloudTrail"].

CancelSecretVersionDelete

B Secrets Manager [RIEESE, MREEEFTZEMKRHMWE LFFI DeleteSecret , AREBFFY
RestoreSecret , Secrets Manager & ¥ FME RN S EZBRALHKEBEHN. WFEERNME
& , 552 @the section called “EREME",

EndSecretVersionDelete

R B2 R A BS i Secrets Manager FRISE L., MFEFMENA |

i

nliH-

2:/the section called “Mil BRF%

StartSecretVersionDelete

Secrets Manager B4 M BR#EZR R A B Secrets Manager FRISE L., MNEBRBEM PRI ZNIERE
7 , 558[ the section called “MERIHZR",

SecretVersionDeletion

Secrets Manager MBREARI MR ABFH Secrets Manager IRIEFIESE ., MEFHMENR , FS
BN AR AN,
BEWHRFIER

BT Secrets Manager I2EFIEH 25 , Secrets Manager EEE4A THEEBHEBNSH, EEE
#HEH "detail-type": ["AWS Service Event via CloudTrail"].
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ReplicationFailed

BB XMEFH Secrets Manager [RIEEE. NEEREWENHEBEN K F2RZEFHEE.
ReplicationStarted

Secrets Manager B4 BB KA Secrets Manager [RIEEL ., WEEBREZNHEEENA
HZEEHEER.

ReplicationSucceeded

RIIEEWZRFH Secrets Manager RIEES, MEEBTHFNMHEBEEN K B2REZEHES,

T
*

EWmTABFIRE

BT Secrets Manager 2ERVEH 25\ , Secrets Manager B E4A T HIRRHIREBHNENH., EEE
#E%H "detail-type": ["AWS Service Event via CloudTrail"].

RotationStarted

Secrets Manager FIR BRI R BFH Secrets Manager FRISE®E., MEWMMRMNEBEENR | §
W,

RotationAbandoned

E
W
&
E

Secrets Manager WEE R , WRBENWBZ AR AWSPENDING ZEIFH Secrets
Manager [RISES ., MREERBHABE I RBZIRA |, Secrets Manager EEHERE, WE
W ERER , B2 R WE,

RotationFailed

Btk BEFH Secrets Manager IRISEL., MERBWIEEEN |
MR,

RotationSucceeded

ER IR B Secrets Manager [REEL . MEHRMNAERENR , FSHEWIR WE,
TestRotationStarted

Secrets Manager $H¥§ R BEF2 3 BN i AV B 22 B 2R BI B8R #2 BF R Secrets Manager FRIEEE, WE
WM ERER , BRI WE,

TestRotationSucceeded

Secrets Manager ¥ R HEF2 17 B Sm 15 A #4227 B Th I B Bm LB R Secrets Manager BRIEE.. WFE
WM AR , FSRWR WE,

nl'-H-

2 @Bthe section called “ER#5F
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TestRotationFailed

Secrets Manager $H¥ R RV BNE RS iR | B L BBFH Secrets Manager IRISE
£, MEBBRMNIMEBEN , 552Bthe section called “EniREE 2 HE#E",

AWS Secrets Manager £/ Amazon CloudWatch B53%

5/ Amazon CloudWatch , A LAES#E AWS FRIEI BV E R , BEABEREMEEE, CloudWatch
SERPELHRAERN 15EA , BEEBUIUERELENR , XEFE Web EARENIREHIKEE, ¥
A AWS Secrets Manager , R ERIRFPHRZEE , SIEELAMBRAOWE , BURE Secrets
Manager B API FEIY | SIEFE B F R A HETHEW, FENMATEREEENERNR , F2/ (CloudWatch
&) PHMEA CloudWatch $8#Z, CloudWatch

£ Secrets Manager 1§1&

1. 7 CloudWatch EEANERET , BEMEEZ.
2. EEEBESHRD , A secret,
3. BT TIRE:
. TEEERREHONRBRHE | 55#E AWS/SecretsManager , $A%i2H SecretCount, ItIg1E
B/ — IR,
- HEEEY Secrets Manager #y API Il | BIEFBEEEETHRL  FRERE
ikt AWS BEiR , ARBRIZEERH API H0Y, 0% Secrets Manager APISEVEE |, 55
Secrets Manager #4E.
4. FBEITTHIRME
EEEVIEENER , 528 (Amazon CloudWatch A& ER) PHERIEE,

- PFEEEAIERE K6 F2MB (Amazon CloudWatch A EIER) FHIEA CloudWatch EF {8
l, Amazon CloudWatch

- FBENSEENREER , F28 (Amazon CloudWatch £ EIEE) FHEUSIEENHE

¥ v

\

CloudWatch &R

AU Y CloudWatch B R , EREEESEVEHE RE B REREHE Amazon SNS FAE. HATH
£ Secrets Manager 1618 LR EE RResourceCount , EREBIRFHAFHNRZEE, B LIEER
LREET EEENRRIEFER , YRBESERBRAMEREERENERERMNITEE. B
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NMESHEEHREREE2EFTAEE. CloudWatch B RTFERRAERNEERERAREE , MELEAS
BEYW MR —RIEENRFE,

WMEFMERR |, 7828 (CloudWatch fFHEEF) P A Amazon CloudWatch B RMBIREFEE
BIZE I CloudWatch 7R, CloudWatch

\

%

BHTLREEERERENER , EREELREREEZBANRERINEIE, MEFMENR , BSH
Amazon CloudWatch £ A &M,

£ Amazon EventBridge tt¥f AWS Secrets Manager =44+

£ Amazon EventBridge & , & A LLLE¥ CloudTrail B 368 B 18 Secrets Manager B4, &A1 LA
BRESHELEMHM EventBridge Al , AREHMELENEHEAE HEURNEE, WF Secrets
Manager F2#&# CloudTrail B EEE , 5528 CloudTrail 24, MFEERE EventBridge KR , &2
B (EventBridge fEA&1EM) HHY EventBridge AF9,

LR ERENERE

(® Note
HA 4 Secrets Manager E4 SRR K NBEEEHEEZR ARN |, Fitb7E L Z EEEN
EHERFP  FEEB ARN BEMD B EERRZESEH® arn # aRN, MEFHAE
A, 5F2E AWS re:Post,

THIEHIERRA R L HMERE » HEEHE B /Y EventBridge E4HER

{
"source": ["aws.secretsmanager"],
"detail-type": ["AWS API Call via CloudTrail"],
"detail": {
"eventSource": ['"secretsmanager.amazonaws.com"],
"eventName": ["DeleteResourcePolicy", "PutResourcePolicy", "RotateSecret",
"TagResource", "UntagResource", "UpdateSecret"],
"responseElements": {
"arn": ["arn:aws:secretsmanager:us-west-2:012345678901:secret:mySecret-
alb2c3"]
}
}
}
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THHFHETRARELERFHENR BB MR BEWEEREMN CloudTrail BF1E B #Y EventBridge
EHER, AREP—EEHRE Secrets Manager 24 , —££H Secrets Manager [RIEEAE |, Btk
FLNETEMEN detail-type,

{
"source": ["aws.secretsmanager"],
"$or": [
{ "detail-type": ["AWS API Call via CloudTrail"] 3},
{ "detail-type": ["AWS Service Event via CloudTrail"] }
1,
"detail": {
"eventSource": ["secretsmanager.amazonaws.com"],
"eventName": ["PutSecretValue", "UpdateSecret", "RotationSucceeded"]
}
}
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BAILAE A AWS CloudTrail Amazon CloudWatch Logs #1 Amazon Simple Notification Service
(Amazon SNS) WEEREVE R , EEAFIEMBRBERBANL, MREWINBRNBEA , BA L
BUEMZERNMER , REEESRBRERETENEEMBREINE, LRAEBIRETRHESERRE , BA
EMEBERWE, 3E K SUREERACEAVHENERE  RESNNFRESA,

THRFRPEE GetSecretValue BEREBERMEBSENERFAEE A CloudTrail HEFEE
B, IR EE A, TERBRSMITEHM AP R4E | EEHBE R, Ik CloudWatch B/ R8BI AT 8L
HERABHEAERZAEREARINERE R,

ERBELREF A , BXBAEEEEE AWS Secrets Manager API 553R#9 AWS &5 1 ok 5 B
CloudTrail, fNEREA , FHaIE AWS CloudTrail fEAEEREFHN EXELIEH,

HER 1. BE CloudTrail HFE R £ CloudWatch Logs

BB CloudTrail B8R E B R FE| CloudWatch Logs. E# ] CloudWatch Logs EE#2 &
9 , LA Secrets Manager API &SR BEEV 1S M BREYFL 2R

EXE# CloudTrail AFME R+ E CloudWatch Logs

1. BIfE https://console.aws.amazon.com/cloudtrail/ BIRX CloudTrail £ 4&,
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2. EEREES L EEZEAWS B UERRE,

3. EEMAEEEKT , BEF Trails (EHift) , AR EEFEE A CloudWatch X EREHE BT,

4. 1 Trails Configuration (EHtHAE) EHE , @ T#EZE| CloudWatch Logs 7 , AR BIZFFEE T
e )o

5. 1 New or existing log group (FTEHIREMW AFEHE) 7 , M AAFHENERE |, fluw
CloudTrail/MyCloudWatchLogGxroup,

6. HR IAMrole (IAM &) , LA LAEH B A CloudTrail_CloudWatchLogs_Role IR A, LA
BEERNARBE , W& CloudTral EHXRE BREEFTEMNEET,

7. B4F Continue (#18) RFAFEMNERE,

8. 7E AWS CloudTrail #$E2tRF & API SEENHEEIRY CloudTrail B4R 4 Z CloudWatch Logs B 58
HEME , ##Z Allow (L5F).

HER 2 - B3 CloudWatch &R

& E7£ Secrets Manager GetSecretValue APl IR2{EFERZEFMIBRV MR IFWEEH , WA HEEL
CloudWatch /R F%E @A,

# 3] CloudWatch R

1. BIE https://console.aws.amazon.com/cloudwatch/ & A CloudWatch £ &,
2. HEREEY L | BELEESEWE AWS HWEE,

3. EERIBEEKT , #EF Logs (AF)o
4

£ Log Groups (AFHEHE) F , EREECZEFPEIUMN AFFESHREG R , i
CloudTrail/MyCloudWatchLogGroup. A% , i### Create Metric Filter (B I5 R ERERH).

5. 1 Filter Pattern (EFERHER) P , FWARB L TIAR :

{ $.eventName = "GetSecretValue" && $.errorMessage = "*secret because it was marked
for deletion*" }

#IZ Assign Metric (IERIEE),

6. 1£ Create Metric Filter and Assign a Metric (R I8 E R E M LIEERE) EEH L , FHIT T
Bk -

a. &% Metric Namespace (8B &z ) , Wi A CloudTrailLogMetrics,
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b. &% Metric Name (J612& ) , @1 A AttemptsToAccessDeletedSecrets,

c. 1#iF Show advanced metric settings (BT EMIEERTE) , RARELERR Metric Value (38
BE) f@mA 1,

d. #{ZE Create Filter (B EFZIRH),
7. EEGEBRHFFEF | #IF Create Alarm (BIER),
8. 1f Create Alarm (B B 7T) RES , FHIT T I EE -

a. 7£ Name (&%) @ A AttemptsToAccessDeletedSecretsAlarm,
b. 7 Whenever: (BRI : )W is: (B) F , iBE >= , RE@A 1,
c. %t Send notification to: (BIXBHE @ ) WMLZ , FITUATHP—IR :
- BEEBMNHFERAFH Amazon SNS £ , FH5EE New list (FTFE) , ARWAFHNEESR

. BR Email list (EFBHEE )Ry, FAAZED—EEFEFibu, BIUFAE
o0 bR A S EE T Bt

- ZEMFEHEEW Amazon SNS £E , FEEEFANETEERE, NWRBEFHFE , B EE
Select list (BEUS E),

d. EEFEVETR.
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HEAHETR , FEUME  ARBHIEEMRR. EZEXBINEE, ERRMSEERPREN I
HKEEFEY, cERBEEEANRECHEEMER.

fF /9 E5f# AWS Secrets Manager & & 1%E AWS Config

B LAMER AWS Config REFE#E , LEFECHRERSENELE, ELER AWS Config # A2k
EENBNABLLEABEER, K%, AWS Config T BIFTHFESER AN, £t 7] LU KK
mPEER, WmIREE, ARRBENZN KMS €488, Lambda SWREEBUAK B ZEHEBNZENE
=28

A LARRE AWS Config RBHEEE, MEFHMEF , FSBAWS Config EiXE Amazon SNS E
BEHIEA,

MREWEBTEZME AWS 1RFE M AWS B WHE |, BAUREZEENESRER . WEFAE
A, F2RZIRFZESERER,
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« secretsmanager-secret-unused - BERBEEEN XRBRNERRER,

« secretsmanager-using-cmk — BERERAFEHA ILBINEFZIESR/ET AWS 2
E£® aws/secretsmanager il AWS KMS,

« secretsmanager-rotation-enabled-check - ERE A Secrets Manager 1 E A 4
BERE T Wi,

« secretsmanager-scheduled-rotation-success-check - BE FXRINWREBRER

ENWmPEREERN, REVKEERAEH,
« secretsmanager-secret-periodic-rotation- MEREEEEN XKEANRBRRE,

EZ 42 Secrets Manager R(AS

EALAE A Amazon CloudWatch 2RES #2278 AWS Secrets Manager ., MEFMAENR |
{CloudWatch £ &ER) PHEIREERIERTEM AWS B,

T
W
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B-REEEAANZRER AWS RAEEEE, NEFMET , T8 ( HABSEFERAERERE) B
A AWS RAEEERRENEEX H, AWS

WMEEEER Secrets Manager AEMERA , 2B the section called “fE A CloudWatch 532" the
section called “f£f FE&#& AWS CloudTrail 7,

WFE AWS Secrets Manager EERIHEIERR , F2 B the section called “EE’,

£ Amazon GuardDuty &I &

Amazon GuardDuty 2 — R EERIRE , TiHBEER AWS IRIERFRELHIRES, Be5. I
EENER, BEREAMEESR (ML) BRENEENREERITIEE , GuardDuty ERFEERTEN
HEERR , UFBAIRETNBELZ2RABNESTBNELIERF. Hl0 , GuardDuty #{ERIBEE
B, PIuERRIERNMEER , URBERR , ABhEERHTERBMEACERANZEFA Amazon
EC2 #{T{EMEY , BEEREPHHMRFEATHNEAER AWS, WFEFHMBENR , 528 Amazon
GuardDuty £ &SR,

S—ERAREINEFERRFIREETR. HlW, 2R AWS Secrets Manager BE &
FA Java IR EHRERES create-secret, describe-secret, # get-secret-
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valuelist-secrets®il K RETENERRMK AWS CLI #£ VPN A ZMEIlbatch-get-
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BIREEE, MEHMET , 5528 GuardDuty IAM FAEHERER CredentialAccess : IAMUser/
AnomalousBehavior,
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o AWS R TIERRIHEIER

SHERAPEAMER  GENBIERNRERERE , WIRHE AWSLEBBUZERERAE L

ZEEf—iRE’JiEEEO

- HPAA Z2BEEHREHEE - LARERALAMAEA AWS REVFE HIPAA REHNEARE
o

- AWS ERER - W THEFRAERESTREARENEENVE,

- AWS Config AIFFEERMAREAPER. ERENNERNERME, MFFHFMENR , FSHthe
section called “EEEMZ R SR,

« AWS Security Hub CSPM 2t AZ £ RN TEMIR AWS |, HBERERSHELTLEXEE
MEREE®. MEGEMERA Security Hub CSPM 544 Secrets Manager &R E , FFSBAWS
Security Hub CSPM ( EA &™) FHAWS Secrets Manager ¥ H,

« |IAM Access Analyzer 80 AN S EBEFRRFNBER (BEBEPHNRERRN), MEFHHEE
A, FSRBEH Access Analyzer BEFHL,

« AWS Systems Manager % Secrets Manager 124t 7 % EZH# Runbook, MEFFMET |
CGEF R Secrets Manager B Systems Manager Automation Runbook %) ,

- IEEBAMER TESE =S| E AWS Artifact. MFEFHEF , FFSE TJHHS in AWS Artifact
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AWS Secrets Manager 28t ¥t T HIBEEHETER , W EELFENESSAREBRRABRA RN —IF

VAN
Ao

- HIPAA-AWS ERREREREMBESEER (HPAA) &F51T8 , # A AWS Secrets
Manager A% & HIPAA ERWERE. MREE HEEHERHHE (BAA) AWS |, R UFEH
Secrets Manager BB/ S HIPAA REMNEARER., AFEBE - THNARA AWS BB
NFEFREEFANETSE AWS 2HE HIPAA BBV BEEE, MEFMEN , F208 HIPAA 58,

- PCI BB - EIRIFIEMEEBIR 1 AWS Secrets Manager EEXFFE¥ (PCl) Bl E%
(DSS) 3.2 IR EHRFEH, £H AWS ERFRERTFR. EESERFTFAERNES , IUEE
EEHCH PCI DSS &#1525% AWS Secrets Manager B/ . 213 PCI DSS WEME , 2FEm
fiIFER AWS PCI EREMHMEIA , 5528 PCIDSS % 1 o
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+ ISO - AWS Secrets Manager BB 5ER ISO/IEC 27001, ISO/IEC 27017, ISO/IEC 27018 # ISO
9001 MEMRE. WHEFHMEMN , 552E 1S0 27001, 1SO 27017, 1SO 27018 K& 1SO 9001,

« AICPA SOC - R MEMBIZRF (SOC) MERBIUME=FMERL , & Secrets Manager 2017
ENFARSARINEE, EERENENERHBENERABETRATIERENEGRMEILN
AWS #2118, MEFMER , F2H SOC 5.

« FedRAMP - B3B8 Epa SRR E T8 (FedRAMP) BREBUFHIGTE , REFREN S ERETEIRE
AR BN L LML, BENSEER, FedRAMP 51818 B R EB/FEEM GovCloud K RIEH =
HIRHRERE  UEABAREEER ., NEFMENR , 28 FedRAMP &£,

- BIP5ER - ElFLER (DoD) EimER X £ BRI (SRC) AZmMRFIRME (CSPs) RAUFAELAIFE
MIFTEREF , LAEUS DoD EREFRHE , LAMER DoD HFFRMERHK. MFFMEES , 5528 DoD SRG
BR

 IRAP - AR LEMFMAETE (IRAP) IRENBFEFRERTCEREENZS | IHEEE
MEEERE , ERBEMNEREZ 2P0 (ACSC) TEENBEMNBNFEAZT2FM (ISM) WER, WMFE
n¥%ﬂ1ﬁnﬂ nﬁ e ﬁ IRAP ﬁ/ﬁ

« OSPAR - Amazon Web Services (AWS) EERE/NREIRHENFEZIRE (OSPAR) 327, EEHFMN
WIRITIHE (ABS) AR EANRKIZMELF B ENEFNIEESE (ABSIEEHE ) AWS — &, F
BHTEF AWS AEmEMNE EmEERERRERAEERENSENE, WEFHTENR , #2
B OSPAR &R
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Ry Z £ M AWS Secrets Manager

ZE AWS REEEBEIEF. FAAWS BF , BuUZHRERNFONMBREE  AEEEERER
ZEHBEBAIER.

M AWS HEEEZ2EFE, AESEEEZEERABREASNRZENERATNE L !

- ERMELM - AWS BEREE AWS Cloud F#1T AWS RN ERE ., AWS L AZRRMHEAZE
2FERANERKE, £ AWS 285 EIR , E=FRXEEEHAHREBRIRMANLLIN, BEETHE
M AR 58] AWS Secrets Manager , 552 BAWS &R 521 E X HY RS

- BEIRHNREMH - B AWS RESRELNET. CHLBEHHMENEEE K SRERNKZRME, &
NERNERFNEREENER,

MEEZER , F2EE 2 - AWS Well-Architected Framework,

£

« BRIKAER AWS CLI 21 AWS Secrets Manager #432#) [& k&
« 5o ERIBHEFEERIEZES AWS Secrets Manager

- PFRERRE AWS Secrets Manager

o FRMEINZE MR AWS Secrets Manager

. FHEREEZ S AWS Secrets Manager

« £/ AWS Secrets Manager VPC i 25

- A IAM BUERTE S AP FE

« FEYREME AWS Secrets Manager

- BET TLS

B{EBERA AWS CLI 125 AWS Secrets Manager #4231y [ B

E1&E A AWS Command Line Interface (AWS CLI) I AWS #4EE | BT LUIESH S shell FEaAE
Eirs, Bl | A LAEA Windows i B IR RFETE Windows PowerShell , 5 Bash = Z shell &
%, HhFFZ2H o Shel SEEERBEENNIIGE. B2 , KMEATUARBESHRE, flW, &£
RZE Shell b , BULUFERAO LBREEFEFRBANG S, b T PERERE.) DETHEEERTRR
2 THRBEBENEMARER. I, HEEESFTH AR TRESFNER TS HNER (EEH
BEEENEMBITER). A TREEFRR  FRIECKEUUTSER
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« BRERFFRAETIFERTEEANEEEL2AER,

 H{R Shell MBixFRER (FLEEA) FTELHRANT T,

o FERAEMKREETEH Shell TP EREKZHINNSEH., THEHRENAEREXFRANFER
B, AREEEREEZE AWS Secrets Manager s S T EIERE R, EXRRHEE shell BER T
SHEWEFE,

DT EfIFERER Linux 5 (B Shell IEEEFLEHFTFRNG D)

$ touch secret.txt
# Creates an empty text file
$ chmod go-rx secret.txt
# Restricts access to the file to only the user
$ cat > secret.txt
# Redirects standard input (STDIN) to the text file
ThisIsMyTopSecretPassword”D
# Everything the user types from this point up to the CTRL-D (AD) is saved in

the file
$ aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter

from the contents of the file
$ shred -u secret.txt
# The file is destroyed so it can no longer be accessed.

HEEPTELD TR  BERAEALTARREDHSERLEK , Y EIUWBNZRERRMEM

/A Important

EERERT , BXAXKGTEELEETENNPEEE 1, FBRMEE Windows H#IAT
FR R

ETHRE Windows BEERTRTARE 1 Baal | BEERIREEE

1. BFREEEGSREIRFER , Hi#E Run as administrator ARKEEE &9 H1T).

2. BRELLANET A RRBEBM.
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3. 7t Options ((#1H) &5|FE L , #% Buffer Size (#REE KX/)") & Number of Buffers (IREBEHE) &
REAR 1, REIEEZ OK (FEE).
4., ERETERGATEZEFREBELREFTNGCE , SLEERAS —EdS , Hln

echo.

ETRRERFBRED T,

$HA Windows &8 51 RF T Shell , A LU & Sysinternals SDelete TE | REFERBELULTHS®

A .
™ .

C:\> echo. 2> secret.txt

# Creates an empty file
C:\> icacls secret.txt /remove "BUILTIN\Administrators" "NT AUTHORITY/SYSTEM" /
inheritance:r # Restricts access to the file to only the owner
C:\> copy con secret.txt /y

# Redirects the keyboard to text file, suppressing prompt to overwrite
THIS IS MY TOP SECRET PASSWORD~Z

# Everything the user types from this point up to the CTRL-Z (AZ) is saved in the
file
C:\> aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter from
the contents of the file
C:\> sdelete secret.txt
# The file is destroyed so it can no longer be accessed.

Y & 7 Be 3 M FEUE &) AWS Secrets Manager

Secrets Manager € /H AWS Identity and Access Management (IAM) SRR ERZ R FEE. 1AM 12
HME S RFBETEES., SoBRFSRFEABRNE S, Secrets Manager EEAZEARER. FiE.
EHSBNSEERRE (MFA) ZHRERFEMHEH %‘E’J%ﬂ o MBREAAWS, FREFITERIAGE
BOEREATTE AWS ER (HIIIER) #11T84E, Secrets Manager {# F BUR 3 E & 5 7] LAZEUBR L &
R, URAEES S TM%T%B*‘“ﬁE%HR"ﬂB‘“EWEO E2E IAM PR BERFIET Y.

FE

- WIEFRIS2#& AWS Secrets Manager
- Secrets Manager EE S5 A

- EEBMEBHNEH
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AWS Secrets Manager AR
+ Lambda ¥ E S 5 A

- ARMBEB|MIFTH

- BEWFFA

- GHREE

- BRBBE

- FRABMREFEES (ABAC) HHIHMBENFE

+ AWS B ZEBER AWS Secrets Manager

o YIEREEEEFEURE AWS Secrets Manager # %
« RFEIRF1FEL AWS Secrets Manager # %

- RAFHBRIEFHME

W EF ] 22& AWS Secrets Manager

Secrets Manager NFF A2 EZ A ZRBERESEHRHN NE1E. ERAEHFZESIE AWS Secrets
Manager® %l

Secrets Manager EE &5 1]

nl'-H-

HER T Secrets Manager EE S5 A , FHEBAIEEBER IAM 5550 FHRE , WEETIIHK

K

+ SecretsManagerReadWrite

* |AMFullAccess

ERCTEREEETTIRTRAFERAE, HRERBUTEFERAEREIREERENE , BRAARBRIE
EF A (JAMFullAccess) 8RR TR EAETERNEERF T,

FIRBENT T

BT LARIA IAM FFATBUR |, SR HI U F RN EAE SRS, FFUBRERBEATERLESR
R EFITIRLEEE, BRI

- the section called “& % B B E”
« the section called “ERH KE"
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Lambda &1 B 28V 5T Al

Secrets Manager £ AWS Lambda BREREmEE, Lambda EENLEEHTRRE , URZIMER
TEHBENERNESRE. FSH MWW,

AR INE S WIVET A

Secrets Manager £ AWS Key Management Service (AWS KMS) £ R NZH, AWS SELE
aws/secretsmanager E H BB ERMNTA . MREATEHN KMS £ , Secrets Manager & E
LMW, 52/ the section called “KMS £ &EVFF A7

BEENFTA

FEBFEA IAM BFRI R |, @ul LU S E B R RE AT SR EE R HbEE, F2H the
section called “BF LLEE",

S oRBX

BHTRFEEE AM 55 - A%, EAERENAG, ESPRIEST  BIEERSS THUER
MEREAR S5 TUHERENTRED ., NEESER , FSH GHEABE AM & 95
G

o EREREMREFEAEARFEAENACRFHT, Fl10 , £ Amazon EC2 #1718 L3
THEABRXTASEFNERE, ST E EC2 BITEEREEMEEN IAM A6 | REFEH
FUHRRTFACENESEERNERENMEE, MEMEBEEN , F20E (FIA IAM AEREZFHA
# Amazon EC2 #1T{ERE LHITHERRER) . HaZMimA el inA Amazon Redshift, AWS
Lambda , #1 Amazon ECS HJBR#%.

BT LGSR AT R T8 IAM AR S 5 REBRENERE. Fla , B4 IAM BEEER Amazon
Cognito BEANTHEARXEAEEYE. ACEIAACHTRRINIFIRRTEAEXER
BAEH, AR, EULEAATRRSHBENFRERTAC. UEHERET , F2H (GoEH
ENBE) o

IERLAME R & 2 BUBUR

- B E S HZSERZNFIE,
o PREFEANRMWE | DURHE S AFEUE RE L VE
- BF IAM BHEB RN FEHE,
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https://docs.aws.amazon.com/redshift/latest/dg/c-getting-started-using-spectrum.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
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g

- E0 IS EABEENFTT

- Sl FEAERERMENRTH

- Sl HEEHOX P —EMEENFTE

- 8l BRAFT

- Bl BIRMBNEFT

- Efl ER/MEMENIFE AWS KMS &8

g6 : IR EWEERFTA

EEETFHEMZRENGTT , BALUSBREEZEENER S, NEYEHEEABERRNRE | 72
BEDEBEMEREBE, NEEZBERWERER , 28 the section called “EREBE” M the

section called “& % B BX",

MRBELEFEERT IAM B , WEHREHA. BEREHIX AP Il EEE—HBRZNER | 3
2:Rlthe section called “Ei 45| : FEEHt X P — AR EBEHEFA,

ExampleBEEAZEFZESRMBENWEZ

NMRMEZEREATFZESRNE , BUERR TIBREZS 57 REFENUBNFIE, \

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue"”,
"Resource'": "arn:aws:secretsmanager:us-east-1:123456789012:secxret:secretName-
AbCdET"
},
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-east-1:123456789012:key/key-id"
}
]
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}

2050 : FEEUFN A 8 Bl B BR R FF A
Example ER3L #i8 — (B
EAEBE THREEEES S , BT HRHNFIVE,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,

"Resource": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secretName-AbCdET"

}
1

gHl  SELR P — B EENFTA
Example B X o ) — 4B B 23

BE BB TIBRRBEEZES S , RFE API IR —ARFNFEGE, WERSRE LS
LAE fih {9 RBEREER SecretARN1, SecretARN2 Hl SecretARN3 FRiEEW T , BRI E
Htt 2k, mMRMEWESBERLIR API IR HMEES  BEEEEKTEEREEM. W
EHMEN |, 28 BatchGetSecretValue,

JSON

{
"Version":"2012-10-17",
"Statement": [
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{

"Effect": "Allow",

"Action": [
"secretsmanager:BatchGetSecretValue",
"secretsmanager:ListSecrets"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resourxce": [
"arn:aws:secretsmanager:us-east-1:123456789012:secret:secretNamel-AbCdEF",
"arn:aws:secretsmanager:us-east-1:123456789012:secret:secretName2-AbCdEf",
"arn:aws:secretsmanager:us-east-1:123456789012:secret:secretName3-AbCdEf"

1

o d o

ghl: BRFR

BUNEREBRFTERRAEZPEE —EE.
ExamplefF EXB% € P Y TR B &

THRRER T FIERENEBRAER "TestEnv/ WAREMWE.

JSON

{
"Version'":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource'": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:TestEnv/*"
}
}
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ExamplefZEUFT A M2 £ 0y P #E & K

THIBERIEF DescribeSecret MBITEA List (ListSecrets & ListSecretVersionlds) #
A

JSON

{

"Version":"2012-10-17",

"Statement": {

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:List*"

]I

"Resource": "*"

}

}

Examplett 82 2 18

THHRFESHREZERETFUBNFTE Secrets Manager 577, ZEEFHILEER | 5528 the section
called “& 2 B BUR",

EELHBERER , BULUEEE, 1RF ID. MESBNEAFT @) RE—#E , Ntk
EREEMET , ®RMEILMWZR ARN, Secrets Manager 2#§/NEREM = T BRI WEEZRE

ERHE ARN W—3F2 , RttB A AEALBERAF TREE AL F T, MREFERANZES
"another_secret_name-*" , Bl Secrets Manager TEELLHEH 6 EREFE THNAERSE | 8
¥ "another_secret_name-<anything-here>alb2c3",

SETTLATERI ARN BRT 6 EIFE#Z TN AR , RItERBRFT 1277777 BEARERSE
WA RTEFFENME, T8, FIE , NREMERER K RARUERSBEEER , £AES
BEWIFWENTT , BMER 6 BFTE8E,

JSON

"Version":"2012-10-17",
"Statement": [
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"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": [
"arn:aws:secretsmanager:us-
east-1:123456789012:secret:a_specific_secret_name-alb2c3",
"arn:aws:secretsmanager:us-

1

o B WERFTA

BERBUMENFAIRTERE  BREETTHRERZEEAEMEN IAM B8, F268 AM &
HE#E

ExampleZ& 3 M %

THRRERTEUMENRERBTFTENT, BEEMALBER , 552 H the section called "5 5 &

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:ListSecrets"

]I

"Resource": "*"

}
]
}
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gHl  EENEWERE AWS KMS £58

/A Important

EEEREEFZESR  EBERLFEASRERIERR T REHNEFR. NEEZEA
{AWS Key Management Service B A&#EmE) P AWS KMSEs & B 7Bz,

3
¢
&n

ExampleiE& AWS ZE &8 aws/secretsmanager

THBERERER AWS SE S8 aws/secretsmanager REIREFTHE, WBREEFAZTFZ
ESRMEBNE, BRIEMERR :

1. B— @R Sid: "RequireCustomerManagedKeysOnSecrets"iEEMFEH BIYREHUEN
2R AWS ZE £ 18 aws/secretsmanager,

2. B_{ERR Sid: "RequireKmsKeyIdParameterOnCreate"{IEZEBIFTETE KMS &8 2
BHFER , B & Secrets Manager 8TEXAEMR AWS ZE£I] aws/secretsmanager,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "RequireCustomerManagedKeysOnSecrets",
"Effect": "Deny",
"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:UpdateSecret"
1,
"Resource": "*",
"Condition": {
"StringLikeIfExists": {
"secretsmanager:KmsKeyAxrn": "<key_ARN_of_the_AWS_managed_key>"

}

"Sid": "RequireKmsKeyIdParametexrOnCreate",
"Effect": "Deny",
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"Action": "secretsmanager:CreateSecret",
"Resource": "*",
"Condition": {
"Null": {
"secretsmanager:KmsKeyArn": "true"
}
}

EREBER
EERBEBED  SULUETHEATIRREZNAE , URMFETUERZHTHNEE, BAUUERER
BPUR -

- BE-HENFIRERTZEERENAR,
- BEFIRERTHM AWS IRFFHNERERAE,

EREREBREZEZTFTHRATNMERE | Secrets Manager £ B E)HIE 5|2 Zelkova 1 API
ValidateResourcePolicy , Br &M EBENFRER FEE IAM £ A, BHALLER CLI A
BEMMFWAEE BlockPublicPolicy 8# PutResourcePolicy APl

/A Important
BRBREEMN BlockPublicPolicy 2R E B ERERIWENERBERR T LEHE
FEE  RMGBRBENER. BRTEAELIIEZN , FFEARETIIBER , U#EREM
REFRBFEE
- EETEEB AWS TRNSDBEBE (HWIAM AR )

- EEZHER AWS ERNERIEBEK (fla0 , AWS Key Management Service (AWS
KMS) £ )

& EMBEAMBNFTT , F260 HEHEES TN WENET,
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ERAEER

HE2RE, BEIMRUBNEREE (F24A)

1. 1 https://console.aws.amazon.com/secretsmanager/ BRI Secrets Manager £## &,
2. REWEBEFEENE,
3. EMEFHMEAEIEMNSEIEL  EERFUERT , BEHFET.
4. HERXBMAUD  BTUTHP-HEERE | REBEE Save (RF) :
- FAEEEIBIERICK , FEAXBE.
HEMBRBER |, FEREXNBTWAL

AWS CLI
ExampleEEXE R BUR

T % get-resource-policy Sl SEEEZERZHNUERAEBRNBUER,

aws secretsmanager get-resource-policy \
--secret-id MyTestSecret

Exampleftl Br & IR B R

T %] delete-resource-policy Sl EMEREZERFHNUERAERNBER.

aws secretsmanager delete-resource-policy \
--secret-id MyTestSecret

Example#7i8 & RBUER

T3l put-resource-policy EIHERFUBRFTEEME  BEEREBKXERESTIRHEEZNERZ

FHER. RAEGRERTNER. OFFHEER  F2H AWS CLI (EAEER) T
AWS CLI 8%,

aws secretsmanager put-resource-policy \
--secret-id MyTestSecret \
--resource-policy file://mypolicy.json \
--block-public-policy

mypolicy.json WRA :

BREA

BEREBER

292


https://console.aws.amazon.com/secretsmanager/
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/MyRole"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}
AWS BB EH

=BG EAEENBUER |, 55 A GetResourcePolicy,

2

= ZMPBREMFRENEE , 55 DeleteResourcePolicy,

n”b
dp
1119)

EERBKREZENE , BH PutResourcePolicy, MR RAH SEZEEK LA BUERER

Mz, MELEHNILE JSON BRI F. F2EH JSON R/ HEE.

MEFHMET , 552 Bthe section called “AWS SDKs”,
&1

&

- &l MRS EREENFTT
- &) : FFAIA VPC

- &5l RBZEFEA

g6 . I EREENFTT

EERFHENBRENFT , "‘—ILJ{H—:IE&%LE:;W%ZR% . MEHBEFEHAMERENRSE ,
R ABEMEREBE, NEEZBRNWHERER , 5555 the section called “ERE B M the
section called “& 2 BBUR”,

,pa'm
B
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MEREEHE -—RFNFRERTFZEACEHEIAR , LEFEEER., ZEEREHIX API i F
BEEY — 4B R R A FEPR | 5522 Blthe section called “&345) : HEEWHL X —H IR ERFF AT,

Examplef& B — B &%

A SUEBS TR ST RS | BT HRE N R,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:xr0le/EC2RoleToAccessSecrets"
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

g : FFaI M VPC

MRBEER VPC F1FE Secrets Manager , BITJUBBEF TBERAP B ERM , REMRE Secrets
Manager EER&82R B VPC, MEFHMEN , B2 BEHIER VPC im B FHEY 553K K the section
called “VPC ¥ 2 (AWS PrivateLink)”o

EEEREM AWS REFIMRZNERBIKE VPC , FRILLEBR2IELMFFE.
Example® E7E R T 8E1EIR VPC U2

Bl | AT BUR fo 55 6l B #11T Secrets Manager 124 |, {B{EREREEB VPC 2
vpce-1234a5678b9012c R HEIENR

JSON

{
"Id": "example-policy-1",
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"Version":"2012-10-17",

"Statement": [
{

"Sid": "RestrictGetSecretValueoperation",

"Effect": "Deny",
"Principal": "*",

"Action": "secretsmanager:GetSecretValue",

"Resource": "*",
"Condition": {

"StringNotEquals": {
"aws :sourceVpce": "vpce-12345678"

o d o

ExampleZFEERE VPC WFES

UTHEREBTRE vpc-12345678 B , T AFELGTEUNEEME, A, EBERIAEER

KB vpc-2b2b2b2b K , F AFFIME MEENRME, MR
fEFASE —EIERER VPC REITEEIEE , LS FEA N THESR.

JSON
{
"Id": "example-policy-2",
"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowAdministrativeActionsfromONLYvpc-12345678",

"Effect": "Deny",
"Principal": "*",
"Action": [

"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:

Create*",
Put*",
Update*",
Delete*",
Restore*",
RotateSecret",
CancelRotate*",

EEE VPC RETEAREN , B

BEREBER
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"'secretsmanager:TagResource",
"secretsmanager:UntagResource"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-12345678"

}
}
}I
{
"Sid": "AllowSecretValueAccessfromONLYvpc-2b2b2b2b",
"Effect": "Deny",
"Principal": "*",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-2b2b2b2b"
}
}
}
]
}

g5l RIBEFTA

MREMZPEZENERBEREZE AWS RIEEFEA , BEEFEH aws:SourceArn
aws:SourceAccount ZIH R4 €8, ARN FIIEFEREERERKSE —@ AWS R R E| Secrets
Manager Fi , IEEREARTH, HFGHEEEREEBENEEREAZRS,

ZER ARN BEERBERPTAFNET , BIBETEESZEIR ARN A aws:SourceArn &4E
MAVEP, WA aws:SourceAccount RHEEIR. WEFEZEA , F2H (AM FEXR) -

BHEETREETSAEMRNEREZNERRPNER , BEFL AWS BBEFET. UERBERGEZES
WE < BERBERWAERER , F2RRBAIRAM .
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Example /e FF IR 5 A IR IS = B F B M &

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"s3.amazonaws.com"

]
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:sourceArn": "arn:aws:s3::123456789012:*"
},

"StringEquals": {
"aws:sourceAccount": "123456789012"
}
}

o d o

A B MR FEURE (ABAC) 2 HI% 32 1 7B

B RFEUES] (ABAC) R—EREXRE , TRIREAE, EXNIRENBEIIFEERST , FI0E0
Fl, EBENHATRFERBERNEMER, £ F AWS , EELBUHBATER.

FEAESESET  TARRENRETEHEEEY , teeE X EESBEERFIRMEIB. ABAC R
RleEHTREBETY  EXRTEAEHEARIXNERNEZR , URAFNWREEESRIBBUER
FHATRERDEE, i, IREAESELM , AISEDREEFIE K MAZTEEMTFAIRE
XA, MEFMEN , B2 1EE ABACAWS?, RIBEBEXEIREZNGTT , UREH
ABAC #&L IAM Identity Center 3&E Secrets Manager I REFE K.
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gh  AFSFIEFEREERERBNNE

T3 HERFDescribeSecret FIE B €8 ServerName F{H ServerABC 2 BEBHMWER, WMRK
BUHBREEZEZESY , RSP EBIRFHFEERER 2T ARBNEET,

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:DescribeSecret",
"Resource": "*",
"Condition": {
"StringEquals": {
"secretsmanager:ResourceTag/ServerName": "ServerABC"
}
}
}
}

g6l ERFEFHNEANENERRREBNE D

THIBERAFIREPHNEME DGetSecretValueFERF P EMRE , Hb 5
DAccessProject BB EEMZNAccessProject BEBHME,

JSON

{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"AWS": "123456789012"
}I
"Condition": {
"StringEquals": {
"aws:ResourceTag/AccessProject": "${ aws:PrincipalTag/AccessProject }"
}
},
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"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}
}

AWS B9 ZEBER AWS Secrets Manager

AWS SEHEEH AWS AWS SEREEYTNEENEBIRESEAASEARGIEMRST , LWERLR
AR ARG ERE, BEANAE,

FARCE , AWS ZERRARTERTFTREEARIINSEERTT , RAELFITAHAE AWS &
FEM. RMI2BREERRENEARFINEFEERE  UEE -SRI,

TEEBE AWS SEBRPERNHT, R AWS EH T AWS EBRPERNTT , IEHER
EHREEZNMEIRE Y (E£RE, HEANAR® ). AWS KK EFHH MBI APl RIET AR
BRBERE , AWS B AREEH AWS ZEBK.

WEFMES , F2EH IAM EAEREREPR AWS ZEHXE,

AWS ZEHE : SecretsManagerReadWrite

IWBUER IR EEY S AZEUE AWS Secrets Manager , ‘@& #& Amazon RDS, Amazon Redshift
Amazon DocumentDB &ERHIFFA] , AR MEA AWS KMS BN RWBNEFA, LBEHBREMEE

3 AWS CloudFormation #E 5, #H EEM Amazon S3 fEZETEEEUSIWRE AR AWS, FIH AWS
Lambda B MR Amazon EC2 VPCsFF i, ZEHIAZEELHNT , THEEARENWIREBRRE
Wi,

EERVHINGREE  SENEEEEI AWS CloudFormation 2% AWS Lambda #{TA G
A, BaLUEIR IAMFullAccess SEBR., 528 BT,

ATAIRFAEE A
HBEREE LT,

« secretsmanager — AFFEBENITFIE Secrets Manager Bk,

« cloudformation - /o5 E8&%# I CloudFormation &, EE2MXLEM , LMEFHA TS BERGHR
B 3 88 1] LLEIB CloudFormation H#& 2 Lambda SW#RE B, MEFMEF , 552 Bthe section
called “Secrets Manager #01a A CloudFormation”,
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« ec2 - AHEHEHEIR Amazon EC2VPC, WAXEEE , MMt FERAEEAN B T IEREERIE
WEFHNERREREHRN VPC FENRIBEERE,

o kms - RAFFEBEA AWS KMS £ETHIBmERE, LLAMXEIEE , Mt Secrets Manager =
A LAINZR B R WER, MBFMEA | 552 Bthe section called “W 2 N2 f# 227,

« lambda - AFFEEYH Lambda SIS, WAV EEE K MLEATRANEBITLLEERS
A w152 B

e rds — RFFEEEIR Amazon RDS FHEEMHATEE, LANSLEEER  MtFERFEANEEST
A LAIE$E Amazon RDS # 5 s #1T1EEE,

« redshift - RFFEREER Amazon Redshift FyEE, WAMEIER | M FERAFEANERST
Al LLiE$#E Amazon Redshift # 5.,

« redshift-serverless - fRFF 8 R Amazon Redshift Serverless PHITF B 2=/, ERMSE
B, UEFERATIEAN T LLEE Amazon Redshift Serverless fn & 22/,

« docdb-elastic — AFFFEIHIR Amazon DocumentDB Iy sEMEE, thAMEIER , MtER
FEAEH TS I LLUEE Amazon DocumentDB BB #EEE,

- tag- AFFENBRFPEERNFTEER.

« serverlessrepo - RFFEBE CloudFormation 8F %, hAMEIEE , MkERAFRANE
B AT LAY Lambda BRI S, WEFFME , 782 Bthe section called “Secrets Manager #118]
£ CloudFormation’s

« s3- AFERNLH EEH Amazon S3 FFIFRBIESYH AWS, IFEFETE S S Lambda EiREK

BEA, WRAMSEFRT , MkFEAETRANERT TURBEFIETNEREYT Lambda BWHE
B, MEHMEN , 552:Bthe section called “Secrets Manager #{a{# f CloudFormation”s

EEREBE |, 552M SecretsManagerReadWrite JSSON B X 4,

AWS ZEBUER : AWSSecretsManagerClientReadOnlyAccess

WBERIR A F iR AR AWS Secrets Manager B MBEFEE, © 58 AN ZEYT R
WEHPEER  URBRERAERFSESRMNBCHEZENLE AWS KMS 51,

ATARFAEEA
HBREE L TH,

« secretsmanager - AFFRENMZEL BHRWBEPEER,

« kms - AFEBER AWS KMS €8 ZWE, LLEFIWEEERR Secrets Manager &8 R #4%
ERGERANEER,
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ERAEER

HERBBCRNFHRER , SERWRER JSON BERXX 4,

B AWSSecretsManagerClientReadOnlyAccess.

AWS ZEBEM Secrets Manager E#T

#2418 Secrets Manager AWS ZEBUERE M EEME A
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AWSSecret
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BEBEX

SecretsManagerRead
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SecretsManagerRead

Write - EFTBRAEBE
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SHFEVE | mtkE
BEAEFERETTUE
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REEERE,
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T —EBRERRE

TEAEFHEEN

FH , EXFUESR
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FRIEREW | BATH
.
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HFERR , IAM B R EFRRZNT, ERFRZNWEFEEER , Secrets Manager €54 B2 340

iﬂﬁﬁlﬁ”“ﬁ% LUK ER IAM & S EIAFHF

Manager £ A LR IAM A E R PRV E RS AR SIEBFERPAIRNERF

ERNAEHENAES T EEK, & TIEREM , Secrets

Y ERER T E WERET

302


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html#policy-eval-denyallow

AWS Secrets Manager EREEmR

ZEBERERTIFERE , Secrets Manager &5 F BB R 155 1 -

1. MREABERT EEHE deny WBRIRNEEFE R EEMERMERF

B deny 2B B HMAMARB L IEZEE,
2. RRERME deny , MEEEHE allow WHRARNEFZRBEMERAL

Bt allow B FRARPHNEMEH R X F &R FEUHE.

MREZNMENLRAMBETENRFF , IRBENERBRNEEDT S 7N EKallowLEE
BRI AWS E1EBF R, NEFMET , F2REIRS FEUE.

3. MRRBERHAM allow HBRIAKXEEFREEMERMEFAF :

AWS WRIBTARIEBFER , EBARSIER,

EERARNBNEREBUR
PITUTER—E -

B ELA T BRI Secrets Manager & : https://console.aws.amazon.com/
secretsmanager/, EAMBENMZRFFHENAEME , 7£ Resource permissions (BR{ERER)
[E ERiZ4ZE Edit permissions (§REEEF ).

£ AWS CLI FEIY get-resource-policys AWS SDK FEAY GetResourcePolicyo

B & o B BCR A B RS P HUE
£/ IAM BURE SRR, FSREMA IAM BeRE RS A IAM BUR

M B FZE AWS Secrets Manager #%

BEAF—EARFHNERAEEFNS —EIRFHHBE (BIRFER) , KL ARB A TERBEERNS
D BERPNFEUE, EEKRTFNUBMENRE —KRFE PN S 2 FEETE.

EiRFFF A EERR T RE

» CancelRotateSecret

» DeleteResourcePolicy

* DeleteSecret

Bk S EE 303


https://console.aws.amazon.com/secretsmanager/
https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/get-resource-policy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com//secretsmanager/latest/apireference/API_CancelRotateSecret.html
https://docs.aws.amazon.com//secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com//secretsmanager/latest/apireference/API_DeleteSecret.html

AWS Secrets Manager EREEmR

* DescribeSecret

* GetRandomPassword

» GetResourcePolicy

* GetSecretValue

» ListSecretVersionlds

» PutResourcePolicy

* PutSecretValue

* RemoveRegionsFromReplication

* ReplicateSecretToRegions

* RestoreSecret

* RotateSecret
» StopReplicationToReplica

» TagResource
» UntagResource

» UpdateSecret

» UpdateSecretVersionStage

» ValidateResourcePolicy

& LA B PutResourcePolicy Bi#E{# A BlockPublicPolicy 28 |, ZEiBp 1L EIBE EZEZETWEZR
WERBERETLAREFH , UHBRELNER, B alLUERA IAM Access Analyzer BB BIRE1Z
B,

BEVAAFE D ERREMBZRTAN KMS €18, ERRABRELIE AWS ZE S (aws/
secretsmanager) ARBIIRFFE, BXEERAEILN KMS S|/RNBRE , AR EBBERE
BEEWR, BIKVMS SBEXNER, EEEFNENMESI® , 5520 the section called “4& i

l'!'{”

il

/A Important

& Fsecretsmanager:PutResourcePolicyff AN ERAEBETZERTA , EEZHMIR
FHHEFEA , cEABKUERAERNBER, HFITAREREARENT , fIESEH
FHEEEEFIE, ERLESEREREFNRIERAELANER, NEHEEN , F28E
BREBUR,
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TSI B R RREE Account! FAMBRMIMEZEEI , £ Account2 P EEEARFEFIMEAEN S

VAN
Ao

R 1 BERBREREZE Account! FHIME

* BURBURAET Account2 Tl ApplicationRole #8L Accountl RIS, HRMEMLE
%R , #82[@ the section called “ERHEBUR",

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ApplicationRole"
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

S 2 . 7£ Account! FABRIRNEHIEE KMS BN SBECE

«  THEBBEBRRR A Account2 Rl ApplicationRole {8 Accountl Y KMS £583Kk
R Accountl FHIME ., EEFRALRAN  FHEFIEE KMS SR8 SBBER. WEFHHA
B, FSBREESBMECR,

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"
I
"Action": [
"kms:Decrypt",
"kms:DescribeKey"
1,

"Resource": "*"
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}

SB35 0BEEEZ Account2 R B &

o LUTHBEAR Account2 ) ApplicationRole FH Accountl RHIME , B BER
Accountl Rt BN INZE W RBEWRE, EEFALEER , 528 the section called “5 5 &
K", # Secret ARN (B% ARN) THIMZFMEAEES , BRI LK Secrets Manager T# A
KEIMEZR ARN, ¥ , B AFEI describe-secret,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource'": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secretName-AbCdEf"
},
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-
east-1:123456789012:key/EncryptionKey"
}
]
}

A BIRRFHHE

I&TILAE A AWS Identity and Access Management Roles Anywhere 7 IAM FEVS R £ EAE
®, BlnTE AT RRES. RENERAER AWS, BN I/EEHTUFERE AWS ERARENEER
FERNMER IAM BEH IAM &R EE AWS &R, &8 IAM Roles Anywhere , & L& Secrets
Manager REFEFEMEE A AWS AN ERFINER , UREAEXARSEATBBLE TN
B, WMEFMENR , 5208 <IAM Roles Anywhere £ &IER)
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h ) ERHRE AWS Secrets Manager

AWS HESEERBAR PHERRE AWS Secrets Manager, fLERAHR | AWS EEREH
TATE MEEERESRE AWS Eis, FESHETHERERE LAEARTNESE. AR TEER
£/ AWS R WRZLHEEBNEETK. ISERENBLMENESHBEN K F2RENBLER
AEEE. NEERBNERMRENMHEEEN , F2EAWS T2 M EPEK LMWAWS HESEERA
GDPR #EBXE,

ERERREBRN , BMAERERE AWS tkRF BAER , A FEA AWS Identity and Access
Management (IAM) R EBBIERERE, Mtk—R , SEFEHEHBRSESRFEXEETKATLEN
F., RMEEBERATIHARNREER

- BERFHEERZEZZRE (MFA),
 fEF SSL/TLS E& AWS &JRE#. Secrets Manager XEFFEEEHH TLS 1.2 1.3, Secrets
Manager b X EBESEE AN TLS (PQTLS) WRE T X PR IEREK INZ BRI E.

- FATFHE® ID M IAM EREBBNAR TN SRR EB LY Secrets Manager WEEXERFTFHE
Ko HEF , BALUER AWS Security Token Service (AWS STS) REA TN L2 BEURKERS
Ko

- fEF RE API MEAEEEECEE AWS CloudTrail, 55288 the section called “fFF 508k AWS
CloudTrail 7

- WMREE AWS EBanHHIRES API 7 BEE FIPS 140-2 BENZBHREZFEE , 5EHA FIPS
imBh, §82:/ the section called “Secrets Manager % 2o

- WREFEA AWS CLI #7EX Secrets Manager , Bl the section called “B&{KEH AWS CLI 71X
AWS Secrets Manager # 2 E B,

T RE N

Secrets Manager i%iB AWS Key Management Service (AWS KMS) {5 F 1l 27 32 {7 2 755 RE & 6l Y 4
B, AWS KMS 24552 AWS [REFTER M S\ EFEMNEZRIEL. Secrets Manager I & @
=, MEAE-—EHSRNE, SEENSREH KVS SRRE., BULLEEAKIRS R Secrets
Manager AWS ZE &8 FATERRME , REATLUE AWSKMSHEV ECHWEFEE SR, £
EFEESER  TELEBMETYHE KMS RTENRERS, WEFHMENR , 552 Bthe section
called "MEZMEZEMFER",
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{EEA AWS CLI 17 AWS Secrets Manager # 28 EL k",

MR R T AR

AWS ZEiB B ML FERI AR BRER , RUEERLENRE,

BHEMABHERFRnERAER <EHHRE,

BN EHERE 2 BA M EEREE AWS Secrets Manager :

« An AWS Site-to-Site VPN &E#, MEFHMENA , FS B E=E AWS Site-to-Site VPN ?

« AWS Direct Connect E#R, MFFHMER , FFSB 1T E=E AWS Direct Connect ?
HEREEH AWS ERZEHRE

MRS EIRE Secrets Manager 1 APl A Fin 2 BRI RE AWS |, 5558 E AWS PrivateLink A%
#17H! Secrets Manager API %8,

nEEBERE

E Secrets Manager EEMBFMRAN ZREWZEREF , Secrets Manager &[0 FixFER AWS
KMS , LAt KMS £REAEFMNER £48, Secrets Manager FA L ER B EITE T NZ, Secrets
Manager €5 INZHNER SWEMBHRE —EFH. ERNBFTEMRZR , Secrets Manager

AWS KMS S ERBHRE R &8, Secrets Manager EEZ2FH CHBBNER B RERMNZH R

%, Secrets Manager BFEURMBNEXNEHRER SR K MESFSNEHRECERBIBR. 0FH
&R |, 552 [Bthe section called “WBR MR FFEZ,
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BTN, YEERERENPEER D, EEMRBWE , Secrets Manager 8 %&FEH HH KMS £18
RZINZHNER S8 AWS KMS,

Secrets Manager T EEEEMA KMS SRR MEMEE. AR , ©EEMA KMS RRELENNER
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- MENBRBREF
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« AWS ZE£4$8 (aws/secretsmanager) B & BB

« Secrets Manager MZAR
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EIE AWS KMS £i8
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2. Secrets Manager £ A X FER WA ERSINZELE (AES) EEEZRINE NIBYMERE AWS
KMS, EATE% , ceSRECEBFBRELHEFER,

3. Secrets Manager i MENER SR EFRERBNPEER , LETURARBEREE, T1B , B
A Secrets Manager APl & EMZENRZRMEZNER 18,

BRBEMZWEE

1. Secrets Manager 2/l AWS KMS Decrypt #{EXBEAMBHER €8,
2. AWS KMS ERAREN KMS R RERER TR, cEEOEXFTERER.
3. Secrets Manager E AN FER SR RBERZEH, EE , cEERREERPBREN SR,
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KMS & #RRYFF A

Secrets Manager EZIBmEFRIEFFEA KMS €885 , SRERREETFINIEFRRENERAES
TEME, BUILTE IAM BRSNS |BERA R FEF I, T % Secrets Manager #EEE AWS KMS &F
GBS

* CreateSecret

* GetSecretValue

* PutSecretValue

» UpdateSecret

» ReplicateSecretToRegions

EERHFER KMS €88 AR B Secrets Manager BIFEKR |, BRI AEF T BERF FE A

kms:ViaService &4 £ ¥ B secretsmanager.<Region>.amazonaws.com {&,

BHALERANNBZASHNERREEAGEELIE  WES KVS £8ANRRBRERE, i, &9
LTE IAM L€ BE XG4T FERFZERGEE T , REREFFEARERS, KMS £BRFEEAE
THS oE, MEFMEN , 5582 [ CreateGrant,

Secrets Manager M{AI £ A RH KMS &8
Secrets Manager €/ KMS £ T3 AWS KMS ##4,
GenerateDataKey

Secrets Manager A4 AWS KMS GenerateDataKey ##4E , LAEIFET 5| Secrets Manager
(=

« CreateSecret - MMRFHWWZ L EMWBEE , Secrets Manager BFERFHNER SBRNEE,

« PutSecretValue- Secrets Manager 58 RFTH ER SRR INZ I8 ENW M BRE,

« ReplicateSecretToRegions — BINZE R HME , Secrets Manager B EE R BES , FHER
BT KMS €REHMMZER SR,

« UpdateSecret — MRV E 7 WMFEH KMS €85 , Secrets Manager RN E R SR INZF
M ZRE,

RotateSecret 2 #EFR M GenerateDataKey , RAECAELERRE, TiB , MR
RotateSecret FAK Lambda BEEE 7T HFE , H¥ PutSecretValue BRI SFEE
GenerateDataKey 53K,
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Secrets Manager WL FZ1REREIFELLT Secrets Manager #4E.

hnz

GetSecretValue B2 BatchGetSecretValue— Secrets Manager 1S BE B L4 U & 2 BT S
HiR%, EEMBMBHIEE , Secrets Manager L AWS KMS i 212 E R R
WIZER SR, BEE K CARXFTZFERSRRBBENZNRRE, HRHIXWHS , Secrets
Manager AIAEEFAE RN SR |, R EFMERUESELE Decrypt EX,
PutSecretValue # UpdateSecret — KZ 8 PutSecretValue #l UpdateSecret ERT2#F
Decrypt #fE. T8 , E PutSecretValue = UpdateSecret %"*ﬁﬁ‘ﬁfﬁﬁf%@ﬁ&ﬂ&qﬂ
WM Z{ERF , Secrets Manager EfZ R ENMZEL K HEBRPIMZEETLEER , BETE
it E, EEBVERHEIR Secrets Manager RIEASEIRE, EEMBMBRNWEE |, Secrets
Manager /0 AWS KMS S ZRERBEBEZEINNBER R, BEE K FAMNFTER SR
KRR INZ B W E

ReplicateSecretToRegions —Secrets Manager 8t E X EEHHRZEMFRE , RARBFEAELRE
B KMS £ EHMmERHE,

Secrets Manager /0l Encrypt #4F , EIFELLT Secrets Manager &4E :

UpdateSecret — MR BB E KMS £88 , Secrets Manager S A#F &8 |, SRE
AWSCURRENT. AWSPREVIOUS F1 AWSPENDING R R E L S8 EH MR,

DescribeKey

Secrets Manager 8 F Al DescribeKey #&4F , SRERTE Secrets Manager TE ARV HiREZTS
i, RBEREIIH KMS £,

Y KMS £/ 17ER

EBRY RS T AR KMS £88% | Secrets Manager € A5 E/ CMK KLY
GenerateDataKey M Decrypt &, SEXFUSEFTIUEHE LR KMS SBETELIRE
BIEF A, Secrets Manager 2R EELRENER , TEEANEZBREREFREASH.

R

R4AN

AT LA BIE L En B rEnY | R AELFERAF SecretVersionld £@MNZEABTHNER

RequestToValidateKeyAccess,

(® Note

£i8% |, Secrets Manager BB F WA TEMBERNS, B ESERERN AWS CloudTrail
HEFRIZENBRATHFEWL,
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AWS ZE &8 (aws/secretsmanager) B £ BIR

B Secrets Manager (aws/secretsmanager) AWS ZESR W BB RRERERAENT , E&
Secrets Manager K kEAFERHFRE , T8 KMS £RAREENRE, SRBERT AT EME
AEEEFEA KMS 2R,

B EMBEREMRA AWS ZESR NEER K , BRHEBRBEY, SELBESREE , B LIFER
ETRE, NFHEET  F2EREEREK.

EWBRTFNHERRAXERTIMR :

« QEBRKBRREHAEMN Secrets Manager B |, FAFIREDWNFERAES KMS £ AN ZIEIRE
B{E, kms:ViaService RSB ESRFEIERILES,

« AFF AWS IRFEI IAM BUR , RFFERERER KMS RBHEIHER T

. B Secrets Manager T2 FREREE KMS €8 FEUE |, (EBUER L FF Secrets Manager
RERFEAEAR KMS £EREUERE , Y AFRFHBEARE (EERE A Secrets Manager &£
KMS £i8), ELR BEXHNEFEETE AWS ZESR,

LAR = Secrets Manager €16l AWS S E&£# NE\ER,

JSON

{
"Id": "auto-secretsmanager-2",
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow access through AWS Secrets Managexr for all principals in the
account that are authorized to use AWS Secrets Manager",
"Effect": "Allow",
"Principal": {
"AWS": [
wxn
]
}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms :CreateGrant",
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"kms :DescribeKey"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallerAccount": "111122223333",
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"

}
3,
{

"Sid": "Allow access through AWS Secrets Manager for all principals in the
account that are authorized to use AWS Secrets Manager",

"Effect": "Allow",

"Principal": {

"AWS": [
mgn
]
},
"Action": "kms:GenerateDataKey*",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:CallerAccount": "111122223333"

},
"StringlLike": {
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"
}
}
}I
{
"Sid": "Allow direct access to key metadata to the account",

"Effect": "Allow",

"Principal": {
"AWS": [

"arn:aws:iam::111122223333:root"

]

}I

"Action": [
"kms :Describe*",
"kms : Get*",
"kms:List*",
"kms : RevokeGrant"

1,
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"Resource": "*"

Secrets Manager INZERAR

NERER—EER/EY AT EEENEREER. ECENBERNFERPIESNEARE

ZLLAWS KMS INZ AR MBARBEEMZNER, EEMTER , K4 HEEEHEBENMNZER
o

EH¥ B GenerateDataKey # Decrypt 8K  AWS KMS , Secrets Manager &1 i’y & /B H
NBRBRBBIWZERERAE , ITHEFFFR. EBTENE , BHESHNNBEAREEASAMERE
HETEM,

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",

"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"
}

& 0] LAE A 022 R A SRR B RE R AT 8% AN B &6 (Bl AWS CloudTrail #1 Amazon CloudWatch Logs) ##Y
ELRBRERE  UREBRNEEDERRENIRE,

Secrets Manager IMFZRBA T EME B BEY.

« SecretARN - E— A2 BEHZHBAIMNE, €84 SecretARN, ERMWEZR Amazon Resource
Name (ARN).

"SecretARN": "ARN of an Secrets Manager secret"

flan , MRMEZH ARN 2 arn:aws:secretsmanager:us-
east-2:111122223333:secret:test-secret-alb2c3 , MBEABTESEETHE,

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3"

« SecretVersionld - E_EZBEHSEMBNRA, €85 SecretVersionIld, EARZA ID,
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"SecretVersionId": "<version-id>"

P

Flan | IRWBZRARA ID £ EXAMPLE1-90ab-cdef-fedc-ba987SECRETL , IBRAEEET
HI¥4E

"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"
ERENRNEFWERN KMS £588F | Secrets Manager &% GenerateDataKey # Decrypt 35K &%

EAWSKMS |, LR EREARTEFHELREMER KMS BN, CERRLE ; eFEkE
FERAREE.

EELEMBERBRYP , SecretARN WERMEREME ARN , {B SecretVersionId H=
RequestToValidateKeyAccess , AT EHIMBEABRPI R, EE4SHRE A B A B B 5B

REPHEREFER.

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",

"SecretVersionId": "RequestToValidateKeyAccess"
}
(® Note

f£iB% , Secrets Manager REBER T EEMEAR, BUESEREMN AWS CloudTrail B
HHRREZENZEABHEWY,

Bt Secrets Manager 82 BY B & AWS KMS

&ALAE R AWS CloudTrail #1 Amazon CloudWatch Logs HiE# Secrets Manager AWS KMS X3

R\

BEAR WER. MEERWECRABRANGFHENR  F28 EENE,
GenerateDataKey

ERERBZDEN B EFWRER , Secrets Manager 7% GenerateDataKey 58 REIXE AWS
KMS |, BUEEHZER KMS £,
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ERAEER

iC#% GenerateDataKey BEMNSEHELIALUTEHIEH., FRA

secretsmanager.amazonaws.com FElY, SETIFEWZE KMS £ # Amazon Resource Name

(ARN), FE 256 Ut &M EWMER , URBEBIMENREBNZEAE.

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@1",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:23:41Z"

}

1,

"invokedBy": "secretsmanager.amazonaws.com"
1,
"eventTime": "2018-05-31T23:23:41Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:us-

east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"keySpec": "AES_256",
"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"
}
},
"responseElements": null,
"requestID": "a7d4dd6f-6529-11e8-9881-67744a2270888",
"eventID": "af7476b6-62d7-42c2-bc@2-5ce86c2led36",
"readOnly": true,
"resources": [
{
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"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"accountId": "111122223333",

"type": "AWS: :KMS::Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

ELIESRBEUNBNWEER |, Secrets Manager 8 EZEREIXE , AWS KMS HUBEE M
MERSE, YRR S |, Secrets Manager AILLEE AR ZN S , Rt IEFrEHWUEE
E 4 Decrypt ER,

iC#k Decrypt BENSBSHELRUATEHLEH. £AERE AWS IREPEMERRNETA
ELESHIFEMBNERRSE (MAMEBEXF Blob) , URBRIERRM AWS 1R FH 1% A
Ao ERMEIF AWS KMS T4 KMS €48# 1D,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:36:09Z"

}

I

"invokedBy": "secretsmanager.amazonaws.com"
I
"eventTime": "2018-05-31T23:36:09Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
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"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9Qab-cdef-fedc-ba987SECRET1"

.
"responseElements": null,
"requestID": "658c6a08-652b-11e8-abd4-ffee2046048a",
"eventID": "f333ec5c-7fcl-46b1-b985-cbdal3719611",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333",
"type": "AWS: :KMS::Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

hnz

Ein B RN R KMS €888 | Secrets Manager 28X INZ5ERE AWS KMS |, LUERA
HMEMEFHINZ AWSCURRENT, AWSPREVIOUSH! AWSPENDINGHZRMRA, EFIEWZRER I Hib
R , Secrets Manager 8 &{&i% Encrypt K4 AWS KMS,

ACSk Encrypt BENSHELRUATHAEH, £RHERE AWS IRFPEFRERKRNEFTA.

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"creationDate": "2023-06-09T18:11:34Z7",
"mfaAuthenticated": "false"
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},
"invokedBy": "secretsmanager.amazonaws.com"
},
"eventTime": "2023-06-09T18:11:34Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-east-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-

aa0@71ddefdcc",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-

east-2:111122223333:secret:ChangeKeyTest-5yKnKS",
"SecretVersionId": "EXAMPLE1-5c55-4d7c-9277-1b79a5e8bc50"

iy
"responseElements": null,
"requestID": "129bd54c-1975-4c00-9b03-f79f90e61d60",

"eventID": "f7d9ff39-15ab-47d8-b94c-56586de4ab68",
"readOnly": true,
"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa@7l1lddefdcc"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",

"eventCategory": '"Management"

R EREREZR £ AWS Secrets Manager

ERZERI , AWS Secrets Manager Z 2| AWS £HKBRLZLHNRE. WFE AWS T2 RELAKZ M
i1 AWS REEBREHNER , B2EAWS Enie, EEFAERREZSNREEBRETEN
AWS IRIE | FSRERLHHE AWS Well-Architected Framework HfY E /55 R &,
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EiBHEEE FE Secrets Manager 3EIB A TLS FWAWS B 24 APl RiE1T, B LARRETHERME
SREENY Secrets Manager APl, {B2 , Secrets Manager FTX BN UL E R AERFIUBEK TREa S8R
R P it A ERRI PR &, B th AT LAEF Secrets Manager ERBR KR RESEEEALEER (VPC) Ik
HBRE VPC FEME, BRL , ERERBEABAIE VPC HIEEWE AWS NERFE, 0%
SHER , 582 Mthe section called “VPC 528 (AWS PrivateLink)’s

{FF AWS Secrets Manager VPC i B

BREBRLESELIR LG ABRAREINAEMER LB TARTERRE. BUELNTE VPC i
2 | LAESSHY VPC B2 Secrets Manager 2 B M A EMR, N HEIFIHERA AWS PrivateLink 7 |
AESRERERREEEE. NAT Z£E, VPN E#D Direct Connect E#RHVE R T FAZ B Secrets
Manager APls, VPC FHEITERTEZLNE IP thut , BI8EEE Secrets Manager API &3, VPC
Secrets Manager 2 B RET L AWS M8k, MFEFHMENR , F28 (Amazon VPC R EE
) P E VPC imE (AWS PrivateLink).

Secrets Manager £/ Lambda S NS Mm BN ZE , B SERERENME , Lambda HEE
[E B[ & B EF Secrets Manager R, ERFERA TR ARBEBH@WRE , Secrets Manager #%
FEEREMERN VPC FE Lambda EHE, BMBRZREEMEHN VPC FE L Secrets Manager i
2 LMER Lambda B E(Z Secrets Manager BIFERRIFIE Amazon RN EE R,

MRBHZRBEATE DNS , B EAHEFHN AR DNS £ (Bl secretsmanager.us-
east-1.amazonaws.com), [8 Secrets Manager 2 API &R, MEFMET , 52 (Amazon
VPC EREERM) RHEIBN HikHFERS.

ZALUEREFATBERP I EHRYE , BARY Secrets Manager HFERER B VPC 7Hl, MEFME
# , &2 Bthe section called “€8fil : FFAIFI VPC,

BRI LAE A AWS CloudTrail B , B8 VPC im BRI EA,
% Secrets Manager 23 VPC %%
1. 528 (Amazon VPC fEA&EIER) FMEIT T HIHH. FATIEP —FERERE

* Ccom.amazonaws. region . secretsmanager

* com.amazonaws.region.secretsmanager-fips
2. EEEFIHRHENFE , FSREAREBERESYE VPC kR 7.
3. EZEMHA IPve MEHBTEN , FF2H IPv4 A IPv6 FHL
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A SEHY ST THI Ui 6 2 2L i R4 BUR

HEBRA IAMER , ZUSHEREENEIREE, BRBREBRATEBRN @R BTEFE Secrets
Manager. & Z#4| 23K E VPC B Secrets Manager 17H , 555 B im B BREZEE N HEiR S

InRMBREEEUTEN

- AEITEIME (AWS RS, IAM EAERN IAM A€) W EE,
- AERITHEE,
- AHBATEENER.

MFFHMER , F26 (AWS PrivateLink 18r) @Y "6 in 20 BCRZE G RBHFEL -

g4 : Secrets Manager B)YE#Y VPC im BEEER

NTREFNHEBERNES, ELKEBFREREINERER  CERTHEEWZE LSIHM Secrets
Manager Ej{ERY 77 EUHE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow all users to use GetSecretValue and DescribeSecret on the
specified secret.",
"Effect": "Allow",
"Principal": "*",
"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,
"Resource'": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:secretName-AbCdEf"
}

1
}
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FH F s

EEFEAHANFRKDEY, HR, SHEMER VPC iwE, TiB , AIUEEESHL AN FRK S
£/ VPC i B, W% VPC HE=EMWMHEE , 528 (Amazon Virtual Private Cloud fEFA&$ER)
HERE MR E X = VPC,

A 1AM BUERE S APl 7FHL

WMREFEH IAM BUER AWS BRFE 1815 IP a2 &% MEFEE , St EEEHMBERLLE S IPV6 it &
B, A{EEHRA IPv4 M IPv6 cEMEE | WRPNMERH IAM BERUXEEREBAHGE. EEE
Lo 38 S O] 1 Bh SR S 1B 1PV HIEI RS #ESE YT AWS BRI Z £ FHL

+EER IPv6 ?

IPv6 2§ —1X IP 2% | EERKEUL IPv4, B IPv4 £/ 32 Ut EHEHEHIZR Z 8 43 BEPEE
B, IPv6 kA 128 U tEHL , AXEH 340 K IKE ( HE 128 AERY 2) BEE,

WMFFMENR , 55268 VPC IPv6 B E,

AT 2 IPv6 thtt fy &30

2001 :cdba:0000:0000:0000:0000:3257:9652 # This is a full, unabbreviated IPv6 address.

2001:cdba:0:0:0:0:3257:9652 # The same address with leading zeros in each
group omitted
2001:cdba::3257:965 # A compressed version of the same address.

IAM EHE & (1Pv4 F IPv6) BUR

BT LAME A 1AM BUR 332 4% Secrets Manager APIsTZER |, M f51EERESE LA IP 3t 17 HY
Secrets Manager APls,

Secrets Manager API By Secretsmanager.{region}.amazonaws.com # 8z 2 2 IPv6 # IPv4,
APls

MREZEERRXE IPv4 M IPv6 , FEEH IP it ERHRBUERSURE IPv6 thit, BEI, AR EER
IPv6 E#RZE Secrets Manager.

AEEREITILEE ?

MREERITE WEREAEEL , AIBFEFEZRaws sourcelp, EEENRTHBERRE
IPv4 # IPv6,
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MREERAEEL  FEMBRMER IPv4 BN bEAY IAM B |, BLEE IPv6 8 itbitt,
HETEETHEE?

MRERER IPv4 %, LBEREHLER,

4% IPv6 #TEE IAM BUXR

IAM BURER aws: SourcelpfRHEMREFIRBIFE IP bt FE, MRENBHREALEU
(IPv4 1 IPv6) , EEEFTEM 1AM BERLLEE IPv6 it EE .,

FEBERR ConditionmEA | ¥ IP it R A IpAddressH NotIpAddressiEE F., FHAE
AFREEY , RACHEIREREERN IPv6 it =,

ELEFIFER aws:SourceIp, ¥ VPCs , f8aws:VpcSourceIp A o

TR IAM FEAEEEHPIAWS RIBHRE IP 2EBEEREY WEFE. Condition 7t
#ENotIpAddress 5| Hm{E IPv4 it SFERY 192.0.2.0/24F 203.0.113.0/24 , ESHWIERETE
HY AP,

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"NotIpAddress": {
"aws:SourceIp": [
"192.0.2.0/24",
"203.0.113.0/24"
]
}I
"Bool": {
"aws:ViaAWSService": "false"

}
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EEEWWBER |, 4 ConditiontREF AT E IPv6 ith it EE2001:DB8:1234:5678: : /647
2001 :cdba:3257:8593:: /64,

® Note
RABKRERN IPv4 ik, FECMFEEHHEE,

"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24", <<DO NOT REMOVE existing IPv4 address>>
"203.0.113.0/24", <<DO NOT REMOVE existing IPv4 address>>
"2001:DB8:1234:5678::/64", <<New IPv6 IP address>>
"2001:cdba:3257:8593::/64" <<New IPv6 IP address>>

1,
"Bool": {
"aws:ViaAWSService": "false"

EEEH VPC BEBUER |, A aws:VpcSourceIpi3E aws:Sourcelp :

"Condition": {
"NotIpAddress": {
"aws:VpcSourcelIp": [
"10.0.2.0/24", <<DO NOT REMOVE existing IPv4 address>>
"10.0.113.0/24", <<DO NOT REMOVE existing IPv4 address>>
"fc00:DB8:1234:5678::/64", <<New IPv6 IP address>>
"fc00:cdba:3257:8593::/64" <<New IPv6 IP address>>

},
"Bool": {
"aws:ViaAWSService": "false"
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BRELVRAPImXE IPV6

WM REAEF secretsmanager.{region}.amazonaws.com W , FBERETLUERTE, T 5L ERRH
WMAIEITERTR

3

LEEFIER Linux F curl 8.6.0 i , A {EA BRI , BZAWS Secrets Manager fRIEE B/ MR
amazonaws.com in BV ERXA IPve BV im S

® Note

secretsmanager.{region}.amazonaws.com 52 B2 5!y & it & &5 & B filhttps./
docs.aws.amazon.com/general/latest/gr/rande.html#dual-stack-endpoints N @, MFE Secrets
Manager i B TEIFE |, 5528 AWS Secrets Manager i 5o

& AWS B B ALNRBAAENHEEESE, EHEF+ K RMEAXEES #EEEdt

EB) — us-east-1 im B,

1. EANTdigiHHENRER G IPv6 thiik fR4T,

$ dig +short AAAA secretsmanager.us-east-1.amazonaws.com

> 2600:1f18:e2f:4e@5:1a8a:948e:7c0@8:clc3

2. ERALTcurla&HETAF iR RE A UE1T IPve EiR, 404 HEARKRTERRL , M0
B FE TR R T IE AR K Lo

$ curl --ipv6 -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://secretsmanager.us-east-1.amazonaws.com

> remote ip: 2600:1f18:e2f:4e@5:1a8a:948e:7c@8:clc3
> response code: 404

MRERBBIER P, BEOERBAZ 0, RISKIIMEA IPv6 SRinRE T HEER, BEif IP BX2
IPv6 Hhiit , R ABEFER] L@%%H@TFHF i Y B FA A RE

WMERE IP AZANEEREA 0, BIA FiniEESim AR AIPv4-only, BEILMERT
HlcurldnHRERF L AARE,

BmELNAFIRZE IPv6 326
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$ curl -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://secretsmanager.us-east-1.amazonaws.com

> remote ip: 3.123.154.250
> response code: 404

R AEYsEM AWS Secrets Manager

AWS &7 AWS B MU A ESEFEZESKERRE. AWS EBE RESEERRERARENTA
EE , MEREEE, SWEENSERENRRK. EBTAES , SRR RRENEAEXNE
HE , EUTAESCBEBREREMISREPE. TABRSTREERIURANE, RERINMERTEE
B, BE-HZEENFONERERREES.

mEEMN K HMERNFMRER , TSR UEMEEIHE - AWS Well-Architected Framework,

0% AWS B MARESNHBER , HSM AWS 2 RERBIE,

®EF TLS

Secrets Manager x =i A Transport Layer Security (TLS) R MZBAGENESNERETF S
X IIRIE, EEFZE Secrets Manager AP| inBh6F | A EALL TLS 3818, R E T RELEZEE(
B, RPERMHLIIEE , LELTLURBIEEL SR RMBAMREL R Secrets Manager FEIUAY
e, BLEANBESXRETERTMIIEELVHERSHERAN TLS METIERERE , HiBER
HEMZLER, T8, ERSEANERERTBRBAMEERZT , EEIEg L EEENRIA
£, Secrets Manager Agent TR EFAREF ML-KEM €8 IMEARSELIEF S8 TH,

ATRESANZNERRZBENRRHE K AWS FERGHFECHSERBEINIMNRBREFE
&iE, HKMIEE Secrets Manager mHHPEERENZETERBIMBHREN. EERBEABBEN

REERERET LR , EARRKREN TLS ERELHEFHEREZBEG —BKRM. AWM , HRES

ANEBEHNRERENBEEERTEARNERSBIBRES , RARBEY AP FILAIFELEHS,

Secrets Manager X EFIE EHHH PQTLS , KB [EERIN,
RERESRNEEF TLS

1. # AWS Common Runtime FIF iR #8E Maven H#kit. RPIEBRERAZHO AT AMRAE, Flm
B A H7 18 2.20.0 AR,

<dependency>
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<groupId>software.amazon.awssdk</groupId>
<artifactId>aws-crt-client</artifactId>
<version>2.20.0</version>

</dependency>

2. MERAR Java B9 AWS SDK 2.x i EEMERI Bt E. £ HTTP AFR ELBARERRE
FREEH,

SdkAsyncHttpClient awsCrtHttpClient = AwsCrtAsyncHttpClient.buildexr()
.postQuantumTlsEnabled(true)
.build();

3. EII Secrets Manager JEES A B k.

SecretsManagerAsyncClient SecretsManagerAsync = SecretsManagerAsyncClient.builder()
.httpClient(awsCrtHttpClient)
.build();

BE , ERML Secrets Manager AP 246k , RIREFEARERNRE T TLS BENHIEHZE
Secrets Manager % %,

MEEARERESARE T TLS WREHEN , F2HR .

« AWS SDK for Java 2.x Bi8 A B1ERMAWS SDK for Java 2.x BRI EPEE I E,
+ s2n-tls N (EFFEKRRTE TLS BF) MEH s2n-tls,

o BEIREBEFMHITAT (NIST) WEEFINEZE.

« F Transport Layer Security 1.2 (TLS) HEEREZE F LB %% (PQ KEM),

Secrets Manager W& EF TLS ATARFE AWS EiF UAWE .
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https://aws.amazon.com/blogs/developer/aws-sdk-for-java-2-x-released/
https://aws.amazon.com/blogs/security/introducing-s2n-a-new-open-source-tls-implementation/
https://aws.github.io/s2n-tls/usage-guide/
https://csrc.nist.gov/Projects/Post-Quantum-Cryptography
https://tools.ietf.org/html/draft-campagna-tls-bike-sike-hybrid-01
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M FER B AWS Secrets Manager

FRALKENENR , RiGBESHEEFEH Secrets Manager B A2 EI M R E T BT EL(51E,

N

MEEEWMRNEE , F2H the section called ‘T 5E S HE

T
HEEFEL AR
- TRRLBEN "FEUEE,
s BN EET—EHELHET,
- EEVHMERKE "EEFEAFHBKMS ERELERSHR NAS
« AWS CLI 5 AWS SDK ##1EHERE SRS ARN KRB BRHNWE
- WWHEH AWS REEE K SXEFRAZBREREFTC,
o fEH B, Python #E#HE A %k B Transform: AWS::SecretsManager-2024-09-16

"IEEEFEREL AR

B 184 Secrets Manager #1T GetSecretValue B CreateSecret & AP| FEIYES | S4B HES IAM 351
FREETEZHW, EAERA TREK , TEASRKREGETHRN AP /Rl | Kb &t X E#EE 1AM
A, BEETLUERM IAM BEREEZEHN IAM EHEREMBHNEARRETHT, MEFEFE
LETMHBRARPEE TEMRY , FINEZRER IP it fIRS , RIS EEXERE , WX BREIE
EER, BRBREIBH IAM EHE, BERACHBERSENERENR , F28 IAM EHEERTP
WBEEM R, WFERR Secrets Manager FIFEFT AT EFMERA , 52 [ the section called “& 7 B 5
ERfFEUE I,

MRERFBHHE APIBER , MREMEM AWS FREN , FRFECSEREZF K.

T2 /EN "FHUERE,

DA RN IAM ERENACHEAERETT. BRZE2EAERNFIITES IAM ERAES
At, EXRTHREHRNFFITERRRT AM FRAENARHT. BRERZEEAERFTHRE
BR, FHEFFESE AM EREEEPNEEREZEEAERNFTT,

BRENFREEREZEAFRNEN B ER. NFEFMEA , F2EME SDK W ITEENH , 5
(AM EREERE) FHREAZRZEEAERFBREFNAWS iR,
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BREEHNERRZEBRL KRB, MFEFMAER , F2H IAM EHEEETNFRERZEEBE.

B3
INFEHEA Secrets Manager FTEFFAIMFFMER , 52/ the section called “ & 77 B & SR EUR ),

ATt EgEr—Efe L EE TR,

Secrets Manager FABAZK — SN2 BN EFERRE, BE Secrets Manager ( SEM AWS R
%) PN EAEE  HEEHETERFMEUENRETER, BorEESHEMKRSEZE,. B
EEHzEANEXTEAMEZ BEEERMEENRRBIER. Secrets Manager & FREUARE FH K
B, BEERLEBRAT , EVcEREMEE, EX LRIV ERIRER , TeFIEE,

RGTENEREREAURACLEENIEE, A, MRTCMMFARENE , BIEEEBELEFT MY
SFHAFVBERES @B,

MFEAL— L AWS BRI I ST Sk — B BB RMET, |

3
¢
a8

« Amazon Redshift ERlERBEASERMTNEEER -3

« Amazon Simple Storage Service A &EER P Amazon S3 ER —HHEN

« AWS KRUIREBERPHEREA Amazon S3 MEAR ETL TERIZER Amazon EMR ReFEfR —H4
« Amazon EC2 APl 2Z& H1#y Amazon EC2 & — M

EEVWERRE "EEACEHIFEE KMS ERELERER . B

70N

gﬂ

Secrets Manager £ Fi SRR MBIV E BN KMS €18 | RASERZEELER B, BELE
FIEHTE KMS £58, BRREHEAN2EBMNE KMS €48 MARIEHE KMS £458, mMERA |
RS EERIELE KMS £,

AWS CLI 2 AWS SDK ZB/EEE1EE 5 ARN B BB R

EFFZIERT |, Secrets Manager AJ AfE ARN By —EB5 M IETEAR ARN AR BB WE, B2 , W
ERZREBUVEFZRER , BEMEZENEZET , Secrets Manager Al e EE R I ARN K B
2, BERENAFERATEN ARN iR EE,

EZFFMES
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Secrets Manager B EMZEZBARETESAEREET T , HBEEARWE ARN 2 —., WRMEREHH
%, RECEAERNEBEITNE  IEMEREERAELEFZIMEETREMN ARN, EEERE
FRENERAETSEDNESHRENFIE , BA ARN TE,

Secrets Manager 8 AR ZEE— 1@ ARN , tZ=EHE. RF. WEEEB, —EEFFNSEFrT ,
MR :

arn:aws:secretsmanager:us-east-2:111122223333:secret:SecretName-abcdef

NMREHREZEEBUEFFNAEBFT LR , IREIHD ARN B HIRE Secrets Manager F , REF&
BIEET —EZER ARN — 4, il , & sE8EE ARN A MySecret-abcdef BIBEE,

arn:aws:secretsmanager:us-east-2:111122223333:secret:MySecret-abcdef-nutBrk

MREFULLTRE  ERERAWEE ARN —E8%9 , Bl Secrets Manager AIREH T B E

$ aws secretsmanager describe-secret --secret-id arn:aws:secretsmanager:us-
east-2:111122223333:secret:MySecret-abcdef

R AWS RBERE  SXAFTHZBRERETE.

MREEERBARNFFEIMAR , MREEAASPIENERERBREMWE, NFFEEHA ,
AR HEbREEENME.

EEREEEWENAL , BULREAREEHE, AHMOBEREEENREBEUZBEEN ID AFE. =X
& , £ & AWS CLIFM describe-secret , #AZ 4 E #/ OwningService,

£/ B , Python #E#EE A KB Transform:
AWS: :SecretsManager-2024-09-16
MREFERAH R Transform : , AWS: :SecretsManager-2024-09-163 £ & Lambda BB #1T I

IBZ Python HHEA KK , BETREEHATHEHBRUNtimeWEERK. FHEBRRAG | SHE AWS
CloudFormation EB#TRERA, BEABNLAVHER, EFEERTEBELEH,

BB AWS REER | BXAERARBRBRETRE. 331


https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/describe-secret.html
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AWS Secrets Manager Bt %8

Secrets Manager 2EEH API #E® TPS Bi%E , MR FAANESITEE APl RIS BREKHN TPS &
B, BRCBALUBRSE 10 2 E —XHNFERETI PutSecretValue & UpdateSecret, £/
I} PutSecretValue M UpdateSecret EfMHEERER K BMEEESSEUBENIIRE, EMREKE
B 100 @& , Secrets Manager EBBRAFELNIRA , EFSBRELEBTE 24 NFHRAE, R
DUBIBE 10 7E— XN EREFHZE , FEINRALBZEESBRNIRAES , BEBZESIH
AR AR B R

BRLERFHAEEZERE , MASERANREEBNSEER .

E—@ FHEARER AWS tkF EATEIRFABEENRER , BREIRFHFER. BREIRFHEX
HEEESSRERHFBRNIRFS S, MAREARENIRS, flI , MRKS A FH 52 ERAK
F B oM  EAZMEISERKRSE A PHEH.

Secrets Manager Bt %8

zZ8 B4 Cl) Description
4
DeleteResourcePolicy, GetRes BEZENEE: B DeleteResourcePoli
ourcePolicy, PutResourcePolicy ¥ 50 @ cy. GetResourcePoli
ValidateResourcePolicy 58K & iR =R cy. PutResourcePolicy
F ValidateResourcePo
licy API & 3fFE RN R
REHE LR,
PutSecretValue, RemoveRegion BEZENEE: B PutSecretValue, Rem
sFromReplication, ReplicateS % 50 @ oveRegionsFromRepl
ecretToRegion, StopReplicati ication, ReplicateS
onToReplica, UpdateSecret ecretToRegion, Stop
UpdateSecretVersionStage API 553K #9 ReplicationToRepli
apfEE ca., UpdateSecret #

UpdateSecretVersio
nStage APl & 3fFE RN =
MRZHE LR,
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Z8 B4 Cl) Description
=
RestoreSecret API 553k & fHiE = BEXENED : & RestoreSecret APl 583Ky
¥ 50 & BOXZHE LR,
RotateSecret 1 CancelRotateSecret BEZENES : & RotateSecret
API| RS OHERER F# 50 & CancelRotateSecret API
EHBRNEVXRZHE
EBR,
TagResource 1 UntagResource APl 58 SEXENESE: & TagResource #
RO EPHRE =7 50 @& UntagResource APl &
HBRNEVXZHE L
PR
BatchGetSecretValue AP| &R Ry iR =R BEZENES : = BatchGetSecretValue API
F# 100 BRUNEWRZEEL
PR
CreateSecret AP| 53Ry ER=R BEXENES : B CreateSecret APl ERH
£ 50 & BUWRZEE LR,
DeleteSecret API 55 3R #y R =R BEXENES : B DeleteSecret API 53R i
£ 50 & BWRZEE LR,
DescribeSecret API 553K By iR =E BEXENES : S DescribeSecret APl 553K
£ 40 , 000 1A HNEWRXIE LR,
GetRandomPassword API 53R #y iR =R BEXENES : B GetRandomPassword
¥ 50 & APl BERNEVRZEE
EBR,
GetSecretValue AP| 553R YRR BREZENES : i GetSecretValue API 53R

B0 1 B NEYRRFZH LR,
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Z8 B4 Cl) Description
®
ListSecretVersionlds API 553k YRR BEXENES : & ListSecretVersionlds API
#F# 50 & BERNBERRZHE L
PR
ListSecrets AP| 553K #9E % BEZENES : B ListSecrets API 555k &=
F# 100 PWREHE LR,
LERAEEBNBERE BEZZXENE B BEEZEMRILERAE
15 : 20,480 1@ BHWFITBRABYRS
2E R,
B E K BEZZENE B &z =z EN KD E
15 : 65,536 AT PR, MREMZERFSH ,
1 A ERMZEPRARFNFE
TTE,
p IR BEZZENE B It AWS 1RE &1 AWS
1= : 50 B1{E EBEFHWRZREE LR,
2 B9 P MR A B I Y TR iR iR 4R BEZZENE B BEZEANPFTEMRAEEZ 2 TE
7 : 20 REENEE LR,
FEB R MR AR BEZZENE 5 BEZ RS LR,
i3 : 100

HERMBEREAREN

HA AWS AFmZAEE/NRERE , B P iR sE €2 & 2N Secrets Manager kB, =&MU O] 88
BEEESNERRHMAR. BEEREB API FREER K BEEESSRHHFER. cGEEHME
MEVFER |, WEE throttling $85R. HREMEHREEN LAY , RAERBLRBETNSSHBERERAT
W, ER2PTEERIRE R EH K,

MRBETHER , BRSSP EREAFTBIERARENS

KERHEEEARER 334
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R SRR BISGIRR

* RequestTimeout

* RequestTimeoutException
* PriorRequestNotComplete
* ConnectionError

e HTTPClientErrox

AR 75 i 58 0 M1 PR 61 85 ER B2 I SAAR R

Throttling

ThrottlingException
ThrottledException

* RequestThrottledException

* TooManyRequestsException

* ProvisionedThroughputExceededException
« TransactionInProgressException

* RequestLimitExceeded

* BandwidthLimitExceeded

* LimitExceededException

RequestThrottled

 SlowDown

WEER. BREENHBNFREAURAEJHENT , F2HEATIER

- EERENEB
- WA, ERENBRE (EEHE)
- HREENEREE. AWS
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