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- EERAFIRREM NET
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« AWS Z R ME Lambda FERIELE
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"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:PutResourcePolicy",
"Resource": "SecretId",
"Condition": {
"Bool": {
"secretsmanager:BlockPublicPolicy": "true"

}
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« &8 Amazon CodeGuru Reviewer E BN ERN BT SR AZREN KR
- BEXIWIBWERE AWS Secrets Manager

- BEXRBERNEZAEREBE AWS Secrets Manager

« B AWS Secrets Manageri& E X & F H @ik
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ZHREANBPRERSRBEOEE, NEZRBEITURIWEZER | F2/8 (Amazon CodeGuru
Reviewer fEF & #E/) FH CodeGuru Reviewer 188 f #2258 7,
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« the section called “BifiE BEMZR "
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MRENBEXABPERNFHE  RMABRBEBREMABCMRFERREES . SREBDIIH
ZEBSHRABTEREE  BEMSIEXBHWARELEER  AABT—F , ENEXBRREER
RURTEESHAED, BRUZRBEENCRIERE K EEFBEN.

MEERERIEUE  F20 BEXEBERESAERBE AWS Secrets Manager.

HEREH  BREREFTEFNZHEZNA, RAIZBEAME AM AREEENEZER
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- AIEHRTHREFERAEZENAR®  HINELRBZBAREER RoleToRetrieveSecretAtRuntime., &K
EABETLACUEIRKES, EXAHEG  LEEFZACHEN—ERZENER , %3 FEH“%
FHERRERTER, MEEMBRAEER , 528 the section called “BELER,
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HER1 BIAEE

E—IREAENCEBIEREZERIBEEEE P, MRAWEE AWS EFHEE , BB FRERE
BHENES ., B8, FEEEREHENEARFEARELENESE,

EEEVHEER (BHA)

1. BIEUTHNERMEHEESEEA  hitps:/console.aws.amazon.com/secretsmanager/o

2. iZIZ Store a new secret (TZHFTHER),

3. 1£ Choose secret type (RIEWZER) EE L , 1T FHIENE -

a. ¥ Secret type (MZFFER) | J&IF Other type of secret (R 1F ),
b. B ZE AR Key/value pairs (£8/{E¥]) = Plaintext (fiXF), —LE&fH|

API key
WA BAREY .
ClientID : my_client_id

ClientSecret : wJjalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
OAuth token

WA MAMXTF

AKITAI44QHS8DHBEXAMPLE
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Digital certificate

WA BAMNTE

Private key

WA AT

---- BEGIN PRIVATE KEY ----
EXAMPLE
---- END PRIVATE KEY ----

c. H0E Encryption key (I £48) , & 1F aws/secretsmanager FFAAREEEE SN AWS
SESR ., FALSBESEMAKES. BHULFERAECHBERIESE  fluots —E
AWS IRF IR, NEEBEEAEFIESTRNREANEN , 520 EE.

d. EE-F_Z’FO
4. 7£ Choose secret type (BERZEAE) EE L , BT T5EE -

a. B AMIRMR Secret name (¥2 & ) M Description (#iR),

b. 7E Resource permissions (EJRFFAI) # , i#1#F Edit permissions (fREFF ). Bt ELATBUR
WLBUER SUfF RoleToRetrieveSecretAtRuntime FREVEER: | A% 1#E Save (fE1F)o

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam: :AccountId:xrole/RoleToRetrieveSecretAtRuntime"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
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SESE ., FALSRESTMARAE, SHUUERAECHBEERESR  floRs —@
AWS IRF 7B ZE, NEEEEATFZESRNNEANEN , F2E8 EE.
d WNEFEERE K6 FEEENERE
e. EE-F_Z’FO
4. 7£ Configure secret (BREWE) HE L , BT N HIEE

a.
b.

B A IR MR Secret name (# 3 & #) A Description (i),
1 Resource permissions (EJRFFA) F , #1F Edit permissions (fREFF ). B ELATEBUR ,
WER A8 RoleToRetrieveSecretAtRuntime HEENMZR | R1EIRIZE Save (EEF).

JSON

{
"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",

"Principal": {

"AWS":
"arn:aws:iam: :AccountId:role/RoleToRetrieveSecretAtRuntime"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}
1
}

c. EEEHEE&ETHH Next(F—H),
5. & Configure rotation (FXEW) HE L , FEWEREN, BHERBEITH. 812 Next (T—%).
6. 7& Review () EE L , BB FHENR , REIEIZF Store ().

HER 2 EHIEHNENS

LR BSLERT IAM A€ RoleToRetrieveSecretAtRuntime LA{ERESAREIN TR, FEF
&R, BESEYBRE IAM BB (AWS AP,

BETR, SfUNEARRERSRUNEFIEABENRCNERNS  UEXREEESPEIIME,
FESRERENR

1. BIEUTERBEEZEREE RS A ; https://console.aws.amazon.com/secretsmanager/o
2. 7 Secrets (#%) HEY , BEHE,
3. [ETHEZE Sample code (BB, BELHNES , AREREXBH R,

EENERERP  MREERRLM LEXBHR, RBENEXRES  SURFEQERRBHR
PR BRBE T AN EAM,

BIREHNERES SR KEREE , IFARZREBIEER.
$EB 3 - Eils

Bit—HREBRARTHERLER. BRAREHEMMTOEE, KCRAMEN AEFREA
SRETHER., AETEETNELRENRE LADACHRSE,

HER 2 . EIEHNRERE 20
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R EWIRH —EB0 2R Lambda WREE AU FRMZEESNENERE, T4RKE W
%, MEREESRARERNEMERN VPC FEI Lambda WREKE , FETCEMKITLIFIER
. Lambda S EEXNERAFARZEEERENME, RABRFELE VPC FE I Secrets
Manager %2 , AME# Lambda £ Secrets Manager FYFFIU R BHET AWS Bk, WERA , B
2:Bthe section called “VPC i 25 (AWS PrivateLink)”.

B RITFAWmTRIIEE

1. FBEBIRRAIR https://console.aws.amazon.com/secretsmanager/ IR EBEBH &,
2. 7 Secrets (#%) HEY , BEHE,

3. 1f Secret details (M5 #ME ) EMEA Rotation configuration (ERit4HAE) [EEXH | iR Edit
rotation (fREEERIR),

4. 7£ Edit rotation configuration (R ER1R4EAE) BEE AP |, MITUTBE -

a. B9RX Automatic rotation (B EhEsi),
b. 7E Rotation schedule (E#28Ef2) T , 3B UTC B EwR A LW HERE,

c. 1EIE Rotate immediately when the secret is stored ([ F# R &R LEREESETRR
BRIBHBEZR,

d. 7£ Rotation function (82K E) T , i#$E Create a new Lambda function (Z3I Lambda %)
WA BN EEEE, BEEES S "SecretsManager. 83 HE B BHBE,

e. HREMER 6 BEE-ERE

f. BRERE
EERERTRETWIR

1. FBEBIRRAIR https://console.aws.amazon.com/secretsmanager/ IR EBEBH &,
2. 1EIE Secrets (M%) , RBRBIEFZME,
3. %t Secret details (HHFFMEA) HE , @ T E)IEF Retrieve secret value (FEEUEZE).

MRMREENGF T , MwmEKI. MRERELEER , ZAFEER CloudWatch Logs EEF
BB BOR SR B AR

ARENEAERXERRNRE T RERERNEE.

SR 3 WP 21


https://console.aws.amazon.com/secretsmanager/
https://console.aws.amazon.com/secretsmanager/

AWS Secrets Manager EREEmR

®REIT R

REXNBPIRIRCHIERER  BTREFEDE-LBE .

o BULUEBREEERESHELRERE, MEFMAER , FSRIGEHE,
- BULLVEETENWEBFTE. MEFMER , 552 Bthe section called ‘i HERE",
- HE% Java fl Python EARRHPERERIEHE , HIHRE (Amazon CodeGuru Reviewer) o

A AWS Secrets ManagersR EX B A EHRIR

Eh#HEBS  SERBFNAASSENERENRERERECEAERR. XECHEHRE —EHiR
KEE , TERRBEH |, Secrets Manager EERFERE  ARXBEFEAEFNERAERE. NRZEEW
ZeAURAY , KXBRTENEE  RAHP—EAXBCEAZEEERENTINBE A M3 —@RIEE
B, MEFMEN , 552 Bthe section called “XEFEHE",

EEREREEHERR , CEEEMERE .
. —(ERBOESHLERBNEE,
- EFEEERBENE AR,
WERAEEEERE—BFEAENEEE —EAFERAERBNGT., EA#HES | 88 Amazon RDS

REBBFERAERIMWE, Amazon RDS hEBEEE S X HWE., NEFHMEEN , F28the
section called “Z E ",

THBHNE-DIRRE—BEENRE., ATRAERERRBNEESRN , WHBFERT —BHH
Amazon RDS MySQL ERlE, A&L2ieR , ERENRRFEARRBEBREFIN VPC 1, EEEB
MR AMERERETERE , FEAEREFH , ER VPC HEREENENFRE , MAR
FTRABPRAEER 1T SSH ER, WHBHHNEETHE Amazon EC2 BI1TEE , XBTERNZEH
#EBE L E At BB B E AR

ERAHBR K BREBHRAIABNER, FVELEEREFEA.

Secrets Manager i AWS Lambda BHEIREFHREZNERE, MEBEEA Lambda BB A
WEF , F2H EE.

e .
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o SERIRHE

« B 1. 23 Amazon RDS EREMFHE
- FR2 AEAENEBREVME

- SR 3 AEWmBRHRE

- SB 4 ERER

- RESR

S|

HRABLERS , BFE AWS IRFHEENT, FLEEREY , BREEXRHHEESREATE
HAat. fli, EFENEEESHANAGKERI Amazon RDS EXE , EAEREESHIMN
AEKRE VPC NZLEE. YRHELR  RMNEJCREEAMEENS D

I IMILE A BRI R RE T RMAET | S8 the section called 5% BB EFEURH
TERIRME

FElHBRED , ZEHTTHIEREA

o &M A Amazon VPC

« FRIEH B : Amazon EC2 #{T{HEE

o SURIGH C - BEIEEREMN Amazon RDS & ¥l EH Secrets Manager # %
o SORGA D RAFENAKEIKERE EC2 H1TEE

SR A : Amazon VPC

FEUSRP , B£GEY VPC , AIEEFHRE Amazon RDS EREM Amazon EC2 #1T{ERE, £
BNSRS  CEEAERZERRAKERIEE K ARERIENE , ALEFTEAREEL
VPC, Alt , Amazon VPC S BERMAEEEEEE VPC , WHBHKRPIEIME , LEKENBA
VPC SRR B EE E R AR RE,

f£ VPC /1 | #8838 1] Secrets Manager %2 # Amazon RDS %%, EHENSBHRE BB WML
K , Secrets Manager 87 VPC WE I Lambda SWREE , SEEAFEERE, Lambda WK E
&MY Secrets Manager RE#H % , WA Amazon RDS KBNS E R EEBFEEA. FEIBE VPC
REVIHE , B LRRK Lambda BE ¥ Secrets Manager #1 Amazon RDS B R & 3#BT AWS
EfRE. MEBHE VPC AN,

e 23
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B3 VPC

1.

2
3
4

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC ¥ &,

BEE VPC,

£ Create VPC (3 VPC) EHE L , i## VPC and more (VPC M E %),

#£ Name tag auto-generation (B B E 4 & B1EHE) B9 Auto-generate (BEIELE) F , @A

SecretsManagexTutorial.

¥17 DNS options (DNS i#18) , 551#1% Enable DNS hostnames 1 Enable DNS
resolution,

BEEYT VPC,

£ VPC I Secrets Manager % 2

o

© ® N ©

£ Amazon VPC X &# Endpoints (=) #F , i##F Create Endpoint (237 3% 2).

# Endpoint settings (i 245X E) F , ¥ Name (£18) @A
SecretsManagexTutorialEndpoint,

£ Services (ARE) & , WA secretsmanager UAEREEE , REE AWS EiFHiEE
Secrets Manager im#, a0 , EXBEREP (#FEadb3F) # , i#EIE com.amazonaws.us-
east-1l.secretsmanager,

H VPC |, i8i&#8 vpc**** (SecretsManagerTutorial).

$ 7 Subnets (FH3E) , iBELFTAE Availability Zones (A &) , AZHESEBREEE—FEES
EH Subnet ID (F#35 ID).

$H IP address type (IP it 38R | 55812 IPv4,

¥ Security Groups (Z£#1#0) , FREERNZERHE,
HH Policy (B(3€) , 551 Full access.,
BIEEIRE,

£ VPC W Amazon RDS i 2

£ Amazon VPC E# &/ Endpoints (=) 1 , i#$F Create Endpoint (237 3% 2).
£ Endpoint settings (3w 25X E) # , &% Name (&%) @ A RDSTutorialEndpoint.

£ Services (FR#E) # , WA rds LEFEEE , RETE AWS EiFHIEE Amazon RDS 2. i
m, EEERE (S EEILEP) &, i#I¥E com.amazonaws.us-east-1.rds,
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4. B VPC , 581 vpc**** (SecretsManagerTutorial).

5. ¥ Subnets (F#5) , iBEFTA Availability Zones (AT E1) , AZHEESEBEEE-—EFES
Z 1 Subnet ID (F#35 D),

$H IP address type (IP #bub3EH) | $5iRZ IPvA4,

H1 Security Groups (£ #1#0) , FEEEZRNZERHE,
B Policy (B(2€) , 55## Full access.,
BERIWH,

© © N o

SR B - Amazon EC2 #{T{EEE

BEBESBDPEIN Amazon RDS ERIESVR VPC # , At EERFR , REEREFH, B2
FH{VA VPCH | BEEBENTEY LSRN ELLEHE , AFEHNAHESKMER SSH BEFE
B,

AEBETHET EC2 HIITERE

1. BIfE https://console.aws.amazon.com/ec2/ BB Amazon EC2 12 A&,
2. i##E Instances (HITEE) , AARIRIE Launch Instances (RA BN 1TIEEE).
3. 7£ Name and tags (R HBEZEE) T , BN Name (B1) , WA

SecretsManagexTutorialInstance,

4. 7f Application and OS Images (FEAEXMEERFEMEK) + , (RETEZE Amazon Linux 2
AMI (HMV) Kernel 5.10,

5. 1£ Instance type (BITEIBER) F , REFERE t2.micro,
6. 1E Key pair (£88¥) & |, iZIZ Create key pair (B £#8Y¥).

£ Create Key Pair (B2 £i#8¥) ¥FEHRAF , ¥ Key pair name (£BEBHE) @A
SecretsManagerTutorialKeyPair , /A% &1ZF Create key pair (I S8 ¥),
REEES THXSBE,

7. 7E Network settings (#8B&EXE) # , iEIE Edit ({REB) , EEHATFHB/E -

a. B VPC, 55#1F vpc-**** SecretsManagerTutorial,

b. 7£ Auto-assign Public IP (BE38RAE IP) # |, 232 Enable,

c. ¥ Firewall (BF Xif%) , 58522 Select existing security group (ZEREN L £EH).
d. ¥% Common security groups (¥ BZ 28 4#H) , i5%#2 default,
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8. EERMBUITHERE

FORIEMH C - BEEREN Amazon RDS EHRIEM Secrets Manager %

EL SR | BEE L Amazon RDS MySQL ERIEI NEAGEE , LAE Amazon RDS 2 LM A
EEBFE, Amazon RDS EESEHHALEEHNEEENE, NEHMAEFH A BSRIEHR,

ERVERER  SEEEEL—ESXRIEYNEEFH, Amazon RDS HESRELZLEHME , U
EERENATERTRLEN, SERRAAMESERNTERNZSHE , LA RER BERD
TR

FREESEEERFEM Secrets Manager W& Amazon RDS &E¥lE

1. 7 Amazon RDS £ & , i#1Z Create database (B E R E).

2. 1f Engine options (5|Z#I18) B , ¥ Engine type (5| Z5HH) 1##F MySQL.
3. 1 Templates (574 [BERH , 1#IE Free tier,

4. 7E Settings (FXE) B , H1T T~ HIEE :

a. ¥1 DB instance identifier (Z ¥ EHTERBEIRT) , F@A

SecretsManagexTutorial.
b. EEAERRET , BENEBEFTEEAEZR AWS Secrets Manager,

5. 1E Connectivity (E#) B , ¥ Computer resource (B ER) , :&F Connect to an EC2
computer resource (JE#RE| EC2 EfMEIR) , A& ¥ EC2 Instance (EC2 HITER) , 1BIE
SecretsManagexrTutorialInstance,

6. BERVEHRE,

FORIFRME D . RFFENAHERERE EC2 H1TEE

ELSRAP | B2 RGH B PEIUM EC2 HTER , REAATAMUERER, Al , £E2HFE
Amazon RDS fE50R1EM C I8 L2 84E , MARAl , AHFER 1P it fFH SSH Eif, HtRA
AN AKER CAEBB IR IP it iR B BERREMAER SSH ERFIE 2 F#,

RFFENARERERE EC2 H1TEE

1. HI{E https://console.aws.amazon.com/ec2/ BEX Amazon EC2 £## &,

2. 1f EC2 #11T{EB& SecretsManagerTutoriallnstance Security (Z4) 5|2/ Security groups
(ZE84) B, BIE sg-*** (ec2-rds-X).
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3. 7 Inbound Rules (E AR AY) /1 , #E Edit inbound rules (fREEE A A,
4. 1BIE Addrule GFRIEER A , REBeHEZRAUITTIEE -

a. &% Type (R , #E SSH,
b. #&r¥ Source type (RIRER) , i#E My IP,

$E1: 23 Amazon RDS EREFHE

Bt SREABRFRERBETINERE, EERMERE  FEAESEEEREE A Amazon RDS
ERE, AEERR  EXAHEBER  LEEVEFENEXTEFANEAE. EEERES , EXTH
B, ZREETREERERR,

EEEREERE , FEA MySQL AFIHIE, FEHBS | EiEEA MySQL Workbench |, iE=2
—{@ GUI 2 AR, ZEEZR%E MySQL Workbench , 5528 Download MySQL Workbench (T £
MySQL Workbench),

EEEMRBERE , 557 MySQL Workbench FE I EARERE, HRERE , BFE Amazon EC2 Ml
Amazon RDS 122 & ;.

£ MySQL Workbench %31 & ¥ EiE iR

1. £ MySQL Workbench B MySQL Connections (MySQL E4g) E3& , ZIZ (+) &,
2. £ Setup New Connection (X EFTELR) HFE AP , FHIT FHIEE -

a. ¥R Connection Name (E#RE ) , 558 A SecretsManagerTutorial,
b. ¥R Connection Method GE#R%5%) , 751E$E Standard TCP/IP over SSH,
c. 1f Parameters (B8) Z5|BE& L , FHIT T I EE :

i. ¥R SSH Hostname (SSH E# &) , A Amazon EC2 #{T{EERAI LA IP bk,
BAILATE Amazon EC2 £ & £, EiB®E#E SecretsManagerTutoriallnstance 11T {E 8
2 IP #uik, 7 Public IPv4 DNS (/A7 IPv4 DNS) T#%! IP #hit,

i. ¥ SSH Username (SSH A& RTE) , B8 A ec2-user,

ii. ¥ SSH Keyfile (SSH £1ER) , HEELEZIN ERGFEPTEN
SecretsManagerTutorialKeyPair.pem £ 8% %,

iv. ¥ MySQL Hostname (MySQL E#% ) , 5% A Amazon RDS ¥ it

$EB 1 : 3 Amazon RDS BRlIEFAE 27


http://dev.mysql.com/downloads/workbench/

AWS Secrets Manager EREEmR

BT LATE Amazon RDS £ A& Lk | #EiBiE1E secretsmanagertutorialdb & ¥} E 3 17 {E 88
RESFKIHEH U, £ Endpoint (iR 2) TER ML,

v. ¥R Username (EA&EEM) , 8 A admin,

d. BIERETE.
HNEEE RN

1. 1€ Amazon RDS A K EBEZHLNERE,

2. 1£ Configuration (#188) R 5|#Z#,HY Master Credentials ARN (X E/&RE ARN) A |, i### Manage
in Secrets Manager (£ Secrets Manager FE &),

Secrets Manager F 2 & FEENBE R
3. EWZFMEFEMEL , £ Retrieve secret value (B ZE).
4. BIESHERTE Secret value (WHE) EER.

BYEREERE

1. & MySQL Workbench A , #1# SecretsManagerTutorial ZE#R.
2. HAZLRBEBERIHENEERERR.

3. 1 MySQL Workbench # Query (£#) B+ , A TGS (BE—ERZE) , REREE
Execute (#117). WIRKBEH SELECT AHEHOMNE , ik XEEDappuser EHZHER.

CREATE DATABASE myDB;
CREATE USER 'appuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT SELECT ON myDB . * TO 'appuser'e'%';

£ Output (far i) HEF , EFFIHTERI,

S 2 AEAENERRIMER

BE, SUNBRY —ERBERFRAZEICAENER. ERREKERMNUE, RRAD®WER , I
ERREEAERE  GUULREERNERCERERE K ZIWZREREES —EERERBIFT .

1. BIEUATEBRBBZERES4EA ; https://console.aws.amazon.com/secretsmanager/o

2. i#IZ Store a new secret (TF TR,

FR2 RERENBRELWE 28
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3. 7 Choose secret type (ZEWZER) HE L , BT T5EE :

a. ¥ Secret type (WZER) , 5582 Credentials for Amazon RDS database (Amazon RDS

ERENRFE).

b. ¥ Credentials (R%) , FH A HE R appuser LAREAMEH MySQL Workbench 2
VHERESRERANEE,

c. ¥ Database (BE#lE) , 751### secretsmanagertutorialdb.

d EET-F,

4. 7£ Configure secret (BREWE) HE L , B Secret name (MEZEE) , F#A
SecretsManagerTutorialAppuser , ARZIRIE Next (T —F),

5. & Configure rotation (FREW#) HE L , BT 5B :

a. BARX Automatic rotation (B EhER#%),

b. ¥{# Rotation schedule (w2 5EF2) , A5 HERRERE A Days (RE) : 2 Duration (FERE)
: 2h, fR#FIEH Rotate immediately (3 El#wi),

c. ¥ Rotation function (B ) , 55121 Create a rotation function (B BWRKE) , RE
YRS AR , B8 A tutorial-alternating-users-rotation,

d. HAWGAEKE K EEXEBEEAE K ARCEESEESBRIMWEZT , EEH AR rds!cluster...
Wk , HEAHEHR , HP3IELRELRHE secretsmanagertutorial FRTEIL
BERENER , HlI Secret associated with primary RDS DB instance:
arn:aws:rds:Region:AccountId:db:secretsmanagertutorial,

e. EET_*JFO
6. & Review (%) B , & Store (FH).

Secrets Manager 2 RERHFMEFEH, EEEIER , B EHIRERIRRE, Secrets

Manager € CloudFormation 23 &R , & Lambda BiREKBMEAIT Lambda REHNHITHA

&, 7£ CloudFormation TR # , #EIEASE F A Secret scheduled for rotation (HFF2 &R T ER)o
— IR o

SR 3 AEmBRORE
BACHRRE  LTNRERELSTALARNFER. RETNBBECEEARKER.
e BB e T 2R

1. BIEUATEBRBBZRERESEA | https://console.aws.amazon.com/secretsmanager/o
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2. B Secrets (WF) , RRBENF SecretsManagerTutorialAppuser,
3. 1f Secret details (MZFFMEF) BEE , @ THEEIUEF Retrieve secret value (FEERMZE),
4. 7f Keyl/value (8/{8) # , B password # Secret value (BZH).

BB E
1. 7£ MySQL Workbench & , £ SecretsManagerTutorial B FR—TBBE A8 , A%IRIE Edit
Connection (fREBER).

2. 7E£ Manage Server Connections (B Al [REIELR) BFE A , B Username (FREEBR) |
A appuser , R#&#EZ Close (B3FA).

3. JR[E MySQL Workbench # , i#1# SecretsManagerTutorial E#R.

4. £ Open SSH Connection (BBt SSH E#R) BEE SR , 5 Password (%15) , By E {2 FEER
MR , RBIEE OK (FBE).

3
i

MBRBFBEEM , Bl MySQL Workbench B ER ENRETEM.
EXRAMBHRBERIN. WEFHNERRCEYN , YARERETERENEUNERE,

T4 BFRER

MREEEERNTS —ERINKKE —FAEHRE , FHBBEREIRIALATE the section called “EE —fE A
EWE,

B, ABRBENER , URBRAFEUERMAIRA EC2 HTER , FRREELHBHEYNT
BB R e B SR AR A

« Amazon RDS EX E#TEE., MERA ,
TIEE,
« Amazon EC2 #1T{Ef8, MNFEREA , 5528 (Amazon EC2 EH&IER) TR IEHITERE,

- Secrets Manager ## SecretsManagerTutorialAppuser., HFEREA , S Bthe section
called “MBRM ",

- Secrets Manager i 2. WERA , FSHB (AWS PrivateLink 185) FHIMIER VPC i S,
« VPC i, WERA |, 5528 (AWS PrivateLink ¥8/8) FMIERER VPC,

20 (Amazon RDS A& ER) HHVMERER EH
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A
®RELR

o BRERAAITEFE A AR SN AN
- BEEMBmRGEE,

% AWS Secrets Managers& €& — i &gt

EitHEh LEEFNMNELEERERENRE K REE—FHEHR E—FHEHREE—ER
HAREE , EFLLEREE |, Secrets Manager EEMEZENEREFRERFEAENTE. NFEFHRER , F2
Bthe section called “EE—fEHE",

ERAHBR  BREBHRAHUBNER, FTEEEREFEA.

Secrets Manager i AWS Lambda BHEIREFHREZNERE, MEBEEA Lambda BB A
WER , F2H EE.

AES

- ERIRME

« 5B 1: Y Amazon RDS BRI EFAE

- FR2 AERNECRERTEIME

- S 3 ARARBRRE

s SR 4. BRER

.

AT A

HRHABLERS , BFE AWS IRFNEENT, FEEREY , BEEXRHHEEASREATE
MAat. fli, EFENEEESHANAGKERI Amazon RDS EXE , EAEREESHIMN
ABKERE VPC NZe#E, YRHEBSR  RMAEZRCRECHHERNS D,

MENMEEERBEPREF TNFMEESR , 552 the section called “5 2 Ea & EFEUEH",
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FORIRAF

L EER Y S0RIEH 2 the section called “REFEHEWMIR, BOEFLE —BHEBEREERER, X
B}E % LEHE—EEERE , EF Amazon RDS B EMNSEEHEEE S BHEM Secrets
Manager %, B EE_EARZ K EFISERNEFABENER , EELH BRI ESFEAXIMNE,

A, BIZETE MySQL Workbench HE&E T —EERR , AEFAEBEERFEREZTERE,
$ER 1 B3 Amazon RDS BRlIEFHE

B SFREABRFRERBETINERE, EERUERE K FEAFRENETINEEZERR B
A Amazon RDS E¥lE, SEERR , E4HEH  LERVERERNETENTNERE. B4EE
REEP , EXFHE  BREETHREERFEA,

HHEEERE

1. £ Amazon RDS £# &7 , EEEZENERE,

2. £ Configuration (#78) R 5|12 K Master Credentials ARN (EZE&EFH ARN) # | ##2 Manage
in Secrets Manager (£ Secrets Manager FE &),
Secrets Manager F#2 & BEENBI R

3. ERFFHMAEFEEL , B2 Retrieve secret value (FEEIHE).

4. FUEEFRI Secret value (REE) EER

BUEREFERE
1. 7€ MySQL Workbench # | £ SecretsManagerTutorial B4R L2 —TBEAE , A%RIBIZ Edit
Connection (fREEELR).

2. 7£ Manage Server Connections (B ] [REFELR) HFE A , ¥ Username (FREEBR) ,
A admin , R&EE Close (BIFA).

3. IR[E MySQL Workbench # , #1# SecretsManagerTutorial E#R.
4. WABREMBEPERNEESER,

5. 1 MySQL Workbench #J Query (£#) &+ , WA TS (SE—ERER) , REREE
Execute (#117). WIRKBEH SELECT AIHEHOMNE , it XEEDdbuser EHZER.

3
i

CREATE USER 'dbuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';

TORIRE 32



AWS Secrets Manager EREEmR

GRANT SELECT ON myDB . * TO 'dbuser'@'s’;

£ Output (Far i) HEF , EFFIHTERI,

FR2 REREERERIEELUE

BE LEEYME  FRABMELCEAENER  ARFMEBDWE (SLEILEEWE), Secrets
Manager B#iiHE K EXRTEUEXRFARNELER  REASHEILHER. VAHR@ERE
] th B 48 I i R A [EFERR E Em i

1.
2.
3.

AT ERBEEEE SRS A : https://console.aws.amazon.com/secretsmanager/o
21 Store a new secret (EHEFT#EZ),
£ Choose secret type (ZEMZEA) BEE L , BT THIEE -

a. ¥ Secret type (MBZEEHR) , 552 Credentials for Amazon RDS database (Amazon RDS
BERENERE).

b. ¥# Credentials (&) , FWAEHEE R dbuser AR EAFEA MySQL Workbench %31
MEREERERANRR.

c. ¥R Database (ERE) , 551#1# secretsmanagertutorialdb,
d. EE-F_io

£ Configure secret (BREMWHR) BEE L , ¥ Secret name (WEER) , FH@A
SecretsManagerTutorialDbuser , R&ZIRIE Next (T —F),

£ Configure rotation (FREW#) HE L , 17T 58 :

a. BERX Automatic rotation (B EhEsi),

b. ¥{# Rotation schedule (32 HEFE) , AFHERRERE A Days (RE) : 2 Duration (FEEH)
. 2h, 1R¥FZH Rotate immediately (32 ENERit),

c. ¥ Rotation function (B E) , 55181 Create a rotation function (B BWRKE) , RE
HAREEE , 58 A tutorial-single-user-rotation,

d. HRWmBREXE 6 BEE-FAE
e. EE-F_io
£ Review (¥2F8) BEH , 1##F Store (FH)-

Secrets Manager 8 RERHFMEFEH, EEEIELR , B LSRR ERIRE, Secrets
Manager € CloudFormation 23 &R , 241 Lambda SR B F 1T Lambda BN HITA

FR2 REREEREBRERINE 33
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&, £ CloudFormation SER#% , BEIEASEE B Secret scheduled for rotation (HERZERIRAIILER),
B IREWIRTE Ko

SER 3 AEBmRR

HE-XWEmRcR K EVRFELVE LUUARENZERANILESENER. BBRFHNRFCE
ERRBEBRE.
HEBY 2 h R HURHT 2 1S

1. BIEUTUERBEEZEEEEE| A  https://console.aws.amazon.com/secretsmanager/o
2. IEIE Secrets (WEF) , REBBEWE SecretsManagerTutorialDbuser,

3. 1£ Secret details (MZFFMEN) BEEH , @ THEEILEZF Retrieve secret value (FEERMZE),
4. 7£ Key/value (88/18) F , & password B Secret value (MZ1H).

BHEE
1. 7£ MySQL Workbench # , £ SecretsManagerTutorial 4% 12— T BB AE , R%BIRIEZ Edit

Connection ({R¥EER).

2. 7& Manage Server Connections (‘&2 Al [R2FEAR) AL IR , ¥R Username (EAEER) , FFi
A dbuser , R&EZ Close (E3FA).

IR [E MySQL Workbench A , ### SecretsManagerTutorial E#%,

4. 7E Open SSH Connection (BRX SSH E#R) HFEHRF , ¥R Password () , Bh DR ZHEE
R , RERIBE OK (FEXE).

MBFBFEEM , Bl MySQL Workbench € B E R ENRETEM.

T4 BRER
%tﬁ@’&ﬂ’]%ﬁﬁ EMEREEL S BRET R, MERE , 552 B the section called “MH BREY%

O

¢ |R<}

EEBREL—EHZBHRRERIUMNER , 5528 the section called “FEE 4 : FBRER,
BRESER

- BRFENMERRAEXFEINME, F26H BUSHE,

SR 3 AEBREE 34
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- BAHMBRITRIER, 528 the section called “BRiHEE",
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#3I AWS Secrets Manager # %

MR LA R AN B LN FMAE Secrets Manager i — %G, —#HER , flNERAEIBNER
. OAuth R HEMWEZEER.

® Tip
¥/ Amazon RDS #l Amazon Redshift EEEFAERE A RIEREER TEUE. &7
LUERE EEREEY SERR , REREH S EHmiE,

EXNER IRAFHEREHEM EENRFENENENETAERNE KRS USRRENENE
BmEF. WRBEERME  AEARRFERZNER , YESHENERER, ERUEHGR/
EHFE D EHEREANEE,

EEEIRE , BEZE SecretsManagerReadWrite & BEER FHFF T,

BB | Secrets Manager @& 4 CloudTrail HEEEE ., MEFME , 552 Bthe section called
“fif F 528% AWS CloudTrail 7,

BEEMWE (F#A8)

1. BIEATERBMZEREEEH A  https://console.aws.amazon.com/secretsmanager/o
2. iZIZE Store a new secret (TZ TR,
3. 7 Choose secret type (ZEWZEE) HE L , BT T5EE -

a. &% Secret Type (MEEE) , MIT NI HAP—HRE :
EEFRENERAER  BEERETHNEREZAERER., RAREFERNE , A%
WAZEAER,
EEFER AP £, FEER, FERENBZEAER  FEEHMGREENME,

HEREYHD , EFLE JSON BEHTWMARE , LA EREMNFZREIER , B2
FAENBARR, WRERRS TR 65536 BT, —L&EH

API key
WA MAEMEY .

ClientID : my_client_id

36
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ClientSecret : wJialrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
OAuth token

LA R A

AKIAI44QHSDHBEXAMPLE

Digital certificate

LU 78I A

Private key
LURESL 80 A

---- BEGIN PRIVATE KEY ----
EXAMPLE
---- END PRIVATE KEY ----

b. #HMZEE | i#IZ AWS KMS key Secrets Manager FIRINBWZREN . MEFHMER |
BE2RANENENRE,

REZEERT |, i#E aws/secretsmanager L& AWS ZE£$8 AR Secrets Manager.

FRALSBEZEMEAR,
MBBREERS — @ FERZE AWS IRFE |, SiIZENREREFH B KMS &8 KRR

REREASAEE  FOBETREESIELN  DEEFHLARBIRE, 0F
EHERAESSESRNRANET  BoH =E.

b

&R EBERthe section called “KMS £ HVFFR”, MEBIIRFS FEUENGFMENR B2
Bthe section called “BEtR F 7 EUAE”,

C. iEE-F_io
4. 7E Configure secret (BREWE) HE L , #1T T HIEE

a. BAIRMER Secret name (% B ) M Description (EiR), MEBBIIE 1-512 ERE
?—fﬁﬂl /_+=.@' ?io
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b. (EH) 7 Tags (%) BE , BEEHEIIWER, WEZERLEKE , 5528 the section called
‘BE NE, R7NEEEPERBREN , RAEBRLRMNE,

c. (BF) ZEERBRFIEERD , 357E Resource permissions (EREFRERR) Fi%ZE Edit
permissions ({REEET ™). WMFEFMEA , F2SMthe section called “EIREBUIR",

d. (EH) TERUED K FESHNEERES —EWE AWS B , FEEERNE. &7
BUBERME , taBRELER, MFFHER  F2RZEHER.

e. iEE-F_io

5. (i#H) 7 Configure rotation (X E#ik) EE L , KB BD&HIR, St HHERAHKR  BE
BAAHRER. WEFHAET  BFSEHE T, BET-F,

6. 7£ Review (%) EH L , REKZFHEEN , RERREIE Store ().

Secrets Manager BEERBHEE, MRECHNFREBLIEET , FEEFENBELRMA,

AWS CLI

S shell PFBAGTR , FENSTEEEHETRILAAEERGSSHENER,
section called “BE{EE A AWS CLI 75 AWS Secrets Manager #ZHY &LER”

3
0
&
5
()

Example & JSON RPN EREBAERELME

T%| create-secret SIfEZFBRERPHNBRELIME, MEFMER , F2E AWSCLI (#FH
EEE) PHRERSEA AWS CLI 2E,

5 T {F Secrets Manager BESBRIRIWER | BAHBTER JSON B HZH) JSON #18 .

aws secretsmanager create-secret \
--name MyTestSecret \
--secret-string file://mycreds.json

mycreds.json AR :

{
"engine": "mysql",
"username": "saanvis",
"password": "EXAMPLE-PASSWORD",
"host": "my-database-endpoint.us-west-2.rds.amazonaws.com",
"dbname": "myDatabase",
"port": "3306"

AWS CLI 38
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}

Example B %

T%| create-secret SifHEEITEEMESREHNKES,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string '{"user":"diegor", "password":"EXAMPLE-PASSWORD"}'

Example B3 %3

THlcreate-secretEHIEEL EEMEZEBNRE,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string '{"user":"diegor", "password":"EXAMPLE-PASSWORD"}' \

--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag", "Value":
"SecondValue"}]'

AWS FHEEH

EEMFERAED—E AWS SDKsER I WE | 55 H CreateSecretBifE, MEHMEN |, 552 Rthe
section called “AWS SDKs”,

Secrets Manager MEZEHRHHEAZR ?

1t Secrets Manager  , WEHMEZEF. WEE , URBARBENPEERER. MEEAUAF
RE =L,

FERZEFREREFE—ERES K BREMER JSON XFFHEMBEY ,

{
"host" : "ProdServer-01.databases.example.com",
"port" . ''8888",
"username" : "administrator",
"password" : "EXAMPLE-PASSWORD",
"dbname" : "MyDatabase",
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"engine" : "mysql"

}

HAERERS K NRSEERBME DR , AIREXESSERENEEED , HAEREHN JSON
B, WEFMEA , 52 Ethe section called “#4Z 1) JSON &8,

i E R
WENFREN DI

« Amazon Resource Name (ARN) EE LU T :

arn:aws:secretsmanager:<Region>:<AccountId>:secret:SecretName-6RandomCharacters

Secrets Manager EEMBRABARETSEREMT T , HEIEARWEE ARN SH—, MRMBRELR
WE K AEREAERNEBELTRE , IEMEREZERABELEFT IMEETRHEN ARN, EF8
MEFRENFEAETSESENESHREZNEEE , B4 ARN FE,

- WENEE, B, ERBERNES,

- MNZEEH ARN , AWS KMS key Secrets Manager AR INZHF R ZHZER . Secrets Manager
—EEUMEBEREFRAREXT , Y H—ENBERPOWE, 528 the section called “MZE N
MEZ",

- BERINMSWMBRBBENENR (NRBTEHE), FSHE Wik WE,

Secrets Manager £/ IAM BF AT BUR , BRI ERENERAETEENT B ANE, F2RE NESD
Eh 25 17 E32 4 AWS Secrets Manager,

WENIRASRENERFZENELR, C2ENZEIWMBNER , Secrets Manager B I HHI AR
&, 5528 the section called “BEBRhR A",

BALIEBERWE AWS B REZEWE, AERUER K LEEIFRANTERNR BRAELR
7)) NEIR, EANEERFEIENENER, F2H ZESER,

EEH EERE,
PEE AR AN

MENREASRENBZBZENRL, EFREWEEIWMBUWER |, Secrets Manager & M HTHI AR
o

rEEs 40
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Secrets Manager T2 EFERANNZGEER TG Akt  c8ERZERERARKERE
1 -

+ BHIARAS — AWSCURRENT
« EMR — AWSPREVIOUS
« FERE (WHHRE ) - AWSPENDING

WBRIRRE —(E1ESE A AWSCURRENT BUARAS |, BRI B ER: | Secrets Manager 2k R EE
AR

B A LAE update-secret-version-stage RN | BIEA KRB S WEERREZELHRA AWS
CLl, Z&Z U 20 EEREEZRFEPWIRE, BENRMERETTEEEHRENRRESER, —E&
RRAA] A Z EER.

Secrets Manager KIZTEBREIZERHRA , B2 ARERRTIEAECERNK, MRERRAEIR 100
{8l , Secrets Manager @B BREZER A, Secrets Manager TEMIBRE 3 R Z 24 /AR,

TEETES AWS EBRRAMEFERRETNAME, RECHREEHEELKSERNR , WiGHERREME
B 8 B4 Secrets Manager %R

ﬁ}ﬂecret \
—EETE AWSCURRENT ) AWSPREVIOUS

credential10 credential® ‘ credential® ‘

| credential3 ) ‘ credential? ‘

credentiald ‘ credentials ‘ ‘ credentiald ‘
credential? ‘ credential 1 ‘

S | | y

WERA e



https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/update-secret-version-stage.html
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AWS Secrets Manager #%# JSON #£1#&

& A LATE Secrets Manager MZ R FHREMNXFH=EN , KN EFRA 65, 536 BT,

MR IEAEF the section called “#k Lambda ERE R K WEL BT SWRHEBFAHNISE JSON 8
I, flmn  HASTESEREEAERNRE K BRNEBEFESEEREUEHREAER , RtRBESLE
TEEREEFEA,

MREFER TRARESHERFZNGHR  IRFXETE TR ERENISE JSON &/
¥, Secrets Manager FAELMUREHERE , ASKREF NI RS ERE VPC,

JSON EREBBED KN B,

e

« Amazon RDS # Aurora & A&E$

+ Amazon Redshift & A& #}

« Amazon Redshift Serverless & A\ & ¥}

» Amazon DocumentDB & A & ¥l

+ InfluxDB B #E#EH Amazon Timestream
« Amazon ElastiCache B A& #

« Active Directory BEAE#

Amazon RDS 1 Aurora A& ¥

ZE A Secrets Manager IREMN R EE A | FFEA T JSON E#E, BUHEESH/EY ,
flmnaesEuEGPERERENERER.

DB2

¥ Amazon RDS Db2 #11T{EEE , RAERAERZBEACHER , RS AERAERNRRE
RHEEESRAEHR,

{
"engine": "db2",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
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ERAEER

"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<ARN of the elevated secret>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",

"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

the section

MariaDB
{
"engine": "mariadb",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the
called “#####”.>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

MySQL

{
"engine": "mysql",
"host": "<instance host name/resolvable DNS name>",
"username": '"<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the

the section

called “#####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Amazon RDS #1 Aurora 2 A&
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ERAEER

the section

Oracle
{
"engine": "oracle",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": "<database name>",
"port": <TCP port number. If not specified, defaults to 1521>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the
called “#####”.>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Postgres

{
"engine": "postgres",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'postgres'>",
"port": <TCP port number. If not specified, defaults to 5432>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the

the section

called “#####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

SQLServer
{
"engine": "sqlserver",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'master'>",

"port": <TCP port number. If not specified, defaults to 1433>,

Amazon RDS #1 Aurora 2 A&
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"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “#####”.>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",

"dbClusterIdentifier": <optional: ID of the cluster.Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Amazon Redshift Z A& #

HEF A Secrets Manager REN WL HE LR , FEA TS JSON &g, BULEESR/EY ,
flanaeHMEHFERERENERER.

{
"engine": "redshift",
"host": '"<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"dbClusterIdentifier": "<optional: database ID. Required for configuring rotation in

the console.>"
"port": <optional: TCP port number. If not specified, defaults to 5439>
"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “#####".>"

}

Amazon Redshift Serverless & A& ¥}

ZE# A Secrets Manager IREMNEIREEE AR , BEATY JSON &8, BUUFIBESR/EY ,
flan‘a & Hi[EighE A E B EMNEREN

{

"engine": "redshift",

"host": "<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",

"namespaceName": "<optional: namespace name, Required for configuring rotation in the
console.> "

"port": <optional: TCP port number. If not specified, defaults to 5439>
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"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “#####”.>"
}

Amazon DocumentDB & A & ¥l

ZEF A Secrets Manager IREMNEIREEE AR |, BFEATY JSON &8, BUUFIBESR/EY ,
o s H iR P EARE R ENERER.

{

"engine": "mongo",

"host": "<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": "<database name. If not specified, defaults to None>",

"port": <TCP port number. If not specified, defaults to 27017>,

"ssl": <true|false. If not specified, defaults to false>,

"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “#####”.>",

"dbClusterIdentifier": "<optional: database cluster ID. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

"dbInstanceldentifier": "<optional: database instance ID. Alternately, use

dbClusterIdentifier. Required for configuring rotation in the console.>"

}

InfluxDB #Z 458 Amazon Timestream

ZE iR Timestream M# , AT LUE Athe section called “InfluxDB B Amazon Timestream” & &3
7,

MB/FFMER |, 3528 (Amazon Timestream BiZ A E158E) A Amazon Timestream for InfluxDB
WAl A R 3

Timestream WE A BNV A IEFER JSON #1418 | FTREMFEFARREAR, MEFMEEN , F2H (Amazon
Timestream BHEE A B1EF) FHMERR,

Amazon ElastiCache & A& %

T 5| #E5IB R1E X ElastiCache B 2 W Z K JSON #518,

Amazon DocumentDB & A& 46
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"password": "<password>",
"username": '"<username>"
"user_arn": "ARN of the Amazon EC2 user"

}

WMEFHMEN , F2B (Amazon ElastiCache EAEIER) FHEDHHAEAENHE,

T

Active Directory & A& R

AWS Directory Service £ F#ZRIZ] Active Directory B2 AE R, MEFHMEA , FSH8 AWS
Directory Service EIRf5R H Y ELE M1 A Amazon EC2 Linux 117 {# & 2% # Managed AD Active
Directory, EREBBERE NIISEFATHERER. IRETFEABRAENE  TULARREY
SFRFRINESBERE  NHREBEAEBIOR,

= E¥ Active Directory 3% , BRI LAfEEA Active Directory By &5 78,

Active Directory credential

{

"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>"

}

MREGEERBWET | FEZESHEEE & D,

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": "<username>",
"awsSeamlessDomainPassword": "<password>"

}

MRAWZETE keytab WHEREER , B EE keytab ARNs,

"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": "<username>",
"awsSeamlessDomainPassword": "<password>",
"directoryServiceSecretVersion": 1,
"schemaVersion": "1.0",
"keytabArns": [

"<ARN of child keytab secret 1>,

Active Directory & A& %} 47
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"<ARN of child keytab secret 2>,
"<ARN of child keytab secret 3>,

1,
"lastModifiedDateTime": "2021-07-19 17:06:58"

Active Directory keytab

MFEFE A keytab ¥ Amazon EC2 L Active Directory IRFETE D BRBNEN , FSH
Amazon Linux 2 EfE SQL Server 2017 ZBEBFE&E Active Directory & 2B,

H.

"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"schemaVersion": "1.0",
"name": "< name>",
"principals": [
"aduser@MY.EXAMPLE.COM",
"MSSQLSvc/test:1433@MY.EXAMPLE.COM"
1,
"keytabContents": '"<keytab>",
"parentSecretArn": "<ARN of parent secret>",
"lastModifiedDateTime": "2021-07-19 17:06:58"
"version": 1

Active Directory & A& ¥} 48
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FFH EEMWE AWS Secrets Manager

e

« E ¥ AWS Secrets Manager & {EH

« {£f Secrets Manager E4+ %

- BREERZELHHRE

« % AWS Secrets Manager WEZH B L8
+ & AWS Secrets Manager #%

o £ FEHEWE AWS Secrets Manager

+ MIBR AWS Secrets Manager #4%%

+ 2 AWS Secrets Manager #%

o 7£ PIEZMWE AWS Secrets Manager

E# AWS Secrets Manager W Z W {E

EEENHENE , EUUFERAEEA. CLISBEBREENG. EEHMWHEER , Secrets Manager &
£ FATERIZEE AWSCURRENT B A MBIRA, EBNATUEFERESZE AWSPREVIOUS HERRZA,
BETUFIEECHER, WEFMEN , 352/ Secrets Manager [ 4 #2

EEFHEE (XEA)

1. B https://console.aws.amazon.com/secretsmanager/ BRI Secrets Manager £ &,
2. RWEBBERERENE,

3. EMEFEFMEAERENSEEIEL  EHBERRY , EEHINEE , RAREERE.

AWS CLI

E=EEHWHE (AWS CLI)

« WS shell FBAGTR , FEGTEEEHETFTRI AR ERGSSENER,
the section called “B{EfE A AWS CLI F5X AWS Secrets Manager B2 EY BB,

2
¥
&

T3 put-secret-value EE Y EEMEBEELREY 2 FIRAWEER,

EMWEE 49
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/put-secret-value.html
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aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

BAR put-secret-value BV EFBIIFARERNIRAE, HREEEEEE MyLabel
AWSCURRENT,

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--version-stages "MylLabel"

AWS B EH

BRABRIEBRSE 10 2B XHWFEREMFI PutSecretValue 3 UpdateSecret, EMMY
PutSecretValue f UpdateSecret EfMEEER K HEEESSEYBBENTNIRE, BERAEB
100 {EBF , Secrets Manager BB RARBELHRE , EFSBREV KRBT 24 /PNEFRA, MR
HIBE 10 7E RN ERENHREE  FEUNRALEBEEESBRNOREAES | BEKZETI#E
R A< B B R

B

\

EEEHWEE , BERALTEME : UpdateSecret 3 PutSecretValue, MEFMEN , 52
Rithe section called “AWS SDKs”,

{# F Secrets Manager B4 5

£ Secrets Manager K% R 27 Secrets Manager P ELZE | RAEEEHERBREDERZ
Bi5. DA ERATIANHITEERERE

« AWS CloudFormation — 528§ AWS CloudFormation,

« AWS CLI - 582 B get-random-password,

« AWS SDKs - 552/ GetRandomPassword,

AR 1B IR E ST BRI hR AR

BRI R BRHEEEWFRETNER , SWZERZE LA AWS CLI, 1% Secrets Manager
MAIFERWZRETPER , 552 the section called “WEFERA",
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T%lupdate-secret-version-stage#ifl &% AWSCURRENT EREEBEERNRE , HUE
EREZEEM., ZEESHKERMW ID, B8 list-secret-version-ids=i##3 Secrets Manager
AP,

I EEHlH | B8 AWSCURRENT Z&EARA A a1b2c3d4-5678-90ab-cdef-EXAMPLE111111
B AWSPREVIOUS Z&A M4 A a1b2c3d4-5678-90ab-cdef-EXAMPLE22222, TELt &4 |

1148 AWSCURRENT &% 11111 IR E 22222, A AWSCURRENT Z&BCRRAPBE |
update-secret-version-stage® B & AWSPREVIOUS BEBEZRA (11111), RERKE
AWSCURRENT # AWSPREVIOUS x4,

aws secretsmanager update-secret-version-stage \
--secret-id MyTestSecret \
--version-stage AWSCURRENT \
--move-to-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222 \
--remove-from-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111

¥ AWS Secrets Manager B % £ 88

Secrets Manager £ S & INZEH AWS KMS €8 ER SR RAESAREE, HRESERE ,
BRI LURIBEF AN KMS €88, EBaLAER AWS ZE £48 aws/secretsmanager , WA/ LIEAEF
SESE, HRAZEIBER , BRMEZRMER aws/secretsmanager , MEAFERAECEENE, IREEE
"E—E FEHZE AWSIRF , RENMREREFABCH KMS B RBINZIEASBECK |, 7
FHEFSELE, U AHAhe section called “KMS £ T, MEEREAZTFSELEN
BRANER , F2H EE.

BRI BERFENMZESR, fln, MERESRERS —(EAREFIMNE , MEAWZEI2ER AWS 3
B IMFaws/secretsmanager , B LRE BEEZELR,

® Tip
MBEHLEERLZEFSESE  BEREFEH AWSKMS BE&ighRin, NEFMET , &2
B AWS KMS €48,

ERBEINZSWEF , Secrets Manager EE AT SWEFINE AWSPENDING, AWSCURRENTH
AWSPREVIOUSHRAS, & 7R EHEEME 2 , Secrets Manager B REFIERBRA , LFEH
RHNEBMNE, ERTEVUEALINN WS LMK E AWSCURRENTAWSPENDING, #
AWSPREVIOUSHRAN, tIREEER —EEEMkms :DecryptiFal , EEEBEINFE L8 | Secrets
Manager EZMB B BZRAUEHRMEZECM. EHIEBERT , BENRETZEHMNE,
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EEZETAWSCURRENTREEHFTH MZEWAER  BEANSBEITORBRA, BEEEHMRF
ZRAWSCURRENTM BRI A | A BREFEIBHETFA,

MRERALTNINZEEE , BIBR T AWSCURRENT, AWSPENDING #1 AWSPREVIOUS Z 4\ , &G #E %
BT MWERA, MREEHMEREFINZELRWEZERA , IEEMEA the section called “AWS
CLI" , AFTH N S8R ERTE B LR A,

EESTFUENNEER (F2A)

1. 1A https://console.aws.amazon.com/secretsmanager/ BiEX Secrets Manager £## &,
2. RWEBBEREEME,

3. EMEFHMEFAEEL A EREFHEFERD  EFEDFE, ARBEFENE LR,

AWS CLI

MRS FUENNZSE K ABRERHLINMNZESE , BIBR T AWSCURRENT, AWSPENDING
AWSPREVIOUS 24\ , B LB B MMBRRAR, NMREBEHMERSZEFINERKRERAE , AIEE
f£ A the section called “AWS CLI” , K INZR € 88 B 3178 3 18 LE R AN

HESFEWERNMME S|/ (AWS CLI)

1. T3%lupdate-secret EflEFEHARIMBHZEN KMS £i8, KMS £V AMAEEZIER
I [EE,.

aws secretsmanager update-secret \

--secret-id MyTestSecret \

--kms-key-id arn:aws:kms:us-west-2:123456789012:key/EXAMPLE1-90@ab-cdef-fedc-
ba987EXAMPLE

2. (BEM) NREEEFETEBRNUTRAE K FECRAFSRENNE  AELAEREVELR
o

ED shell FAGTE , FEGTELESFHEERNR AR FRGS28VEAR., F28
the section called “B&{EE AWS CLI EH AWS Secrets Manager #Z3 B R,

a. HUSHBERANE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret \
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--version-stage MyCustomLabel

R TRERE,
b. ERAZRERMIRA.

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

&2 AWS Secrets Manager #%

BRNERYMERENTEER  ERIRNEYUMENAS, SRBAEMREEINME , BWhE
FEERAAEMRBRERIMIRE.

EERAEEENENAR , BULRERESTE, AHMBREEENWEUZREN ID AFE. =
% , £ F AWS CLI®Y describe-secret , A% M{L OwningService., MEFEFMEA , F2
RHEEAREEENHE,

HREEENRE , EUNERRA. EREBEK, NEBNER. BARMNERBREEARLRENR
EERRNEERE , EROTUSENRNRETE, WIRSERERN Secrets Manager FEYHE LK
BEREYRBLHNER. EVRUBABRL , UELERAFHFERBEER , ERESEHEIEFERN—
HER. WEFMAES  F2EBE WE.

1B MR BF | Secrets Manager &4 CloudTrail BFFEH ., MEFHMENR , 552 /the section called
“f F 528% AWS CloudTrail ”s

EEENMEREERNRE (E7H)

1. 1A https://console.aws.amazon.com/secretsmanager/ BiEX Secrets Manager £## &,
2. RMEBBEEPEEWE,

3. EMEBHMEAEREL , BITTIEE

AR BELEEMEN BB ARN,

-  HBETHER , 557 Secrets details (WMZFFMER) [EE |, 1BIF Actions (BIE) , REBEE
Edit description (§REE##iR),

- EEEHINELE  F5SB the section called “EEMBZN B LB,

ERWE 53
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EEFHER K TEB 2 EL  BEFEES. 52 M the section called “IZH W%
EEFHWHRE , 520 the section called “EFWZAE",

EEEMEMNGY B8 EL | BERBTY. 382/ the section called “EIRZE K
£

- FEFHENRR  ERBRoEL | BERERLR,

- FEREHREERIEMES K FSEZESER.

- MRBHWEEER , BULIEFEANNR SR, EES I EL | BREARNRIERE , RE
EEBEEESD , BEREMNE SR . 52 the section called “BZ INEMFEE",

- FESTEHY  SHAHMEKERE K SEEZEZBREPEHBRIMS, B2 HEMEREE
BN,

3
¢

B iR M

AWS CLI
Example 5 #7T# 27 R

T3l update-secret EfEEH LR HEIR,

aws secretsmanager update-secret \
--secret-id MyTestSecret \
--description "This is a new description for the secret."

AWS FREEH

EBRABXLUEBRE 10 78— XWEHEEREMW PutSecretValue = UpdateSecret, FEFEMY
PutSecretValue fl UpdateSecret EMEFER K MEREESSEBRUMENITRAR, ERFER
100 {EBF , Secrets Manager 8B R ARELHVRAE , EFZBREV KBTI 24 PNEARA, MR
HiBE 10 pE—ANERENHEE K LEUNREALEEEEESBRNREAES , BEKESIHE
R B 2B

EEEHNE  BEALUTEE : UpdateSecret B ReplicateSecretToRegions, MEFME
A , 552 Bthe section called “AWS SDKs”,

£ hEHME AWS Secrets Manager

BERETERAERFENE R TESWERE | Secrets Manager S ¥R E B, HiR, EReiR
MERETHERET. TEAGREEETESYTES KIS , MESZBEKRET , flanzE
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¥, /. .= #, MEREAMFNFTE, EXEHERGNERTHTESE , Secrets Manager &
PHESFRIEHERABSENER, ERBBRAEIIE., RFBIYTF , IR F/FRIE
SRR DR, Bl , WAL B5 credsDatabase#892 UERTE, ik, ERZEI(EM
Ef 1 SEcreds. Database #1892,

H|H#ZREF | Secrets Manager €7ZF 4 CloudTrail BEEE B, MEFMERR , 582 Bthe section called
“f Fl 528% AWS CloudTrail ”

Secrets Manager @ —REEHRK , EERMEREFNBHE,

SRR

MR B EREAEREMGRY |, Secrets Manager 8 8F R RET , RBRESHEFEB WA
ERBMY. HEBSTEIKINE. i, B SKUEEEE, BRIEHEPH my = secret —
ZAMy_Secret#ifF,

BRI TR ERZENES
=%

HEHZRELZBHBEE B9 KDE, Hl0 : Name: Data €& E& A DatabaseSecret MME |
MA 2 databaseSecret 5% MyData.

DU
eI RPN EE , TED K/PNE, Bl : Description: My Description Si$HZE T IR
BT LY -
* My Description
* my description
* My basic description

* Description of my secret
EEE

SHRAH NTREESEHEZ AWS |, 540 CyberArk = HashiCorp,
WE R

L ERR ID SIBRHNFEE , FEDKDNE. Hli , my-ser FFABIBR my-serv M my-service
Lt HRBEEENEE, NEFHER  F2RHEMREEENME,
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ERAEER

EEBHWE

RO UEBREEWER, EXAUERNRERHMWE,

Lk ER SRS ; EDKNDB. 6l : Tag key: Prod RE#HEZH Production # Prodl

WRE K MAREEER prod & 1 Prod H#E,
BERE

Lk ERENEE ; EDAK/NE, HlI0 : Tag value: Prod IREIHHZH Production # Prodl

MR K mMARFEERE prod ¥ 1 Prod WHE,

AWS CLI
Example 51t /5 e 9 i 5

T%| list-secrets SIS EIRFPHNKZREE,

aws secretsmanager list-secrets

Example ERiER 5 P58

T%| list-secrets SiHEMEERIRFPFEBEIE Test WHRBFE, MEBHEED K PNE,

aws secretsmanager list-secrets \
--filters Key="name",Values="Test"

Example SX B EM AWS REEENHER

T3 list-secrets SSRGS HRBERENWEEFE. SR ID BFERY. MFFHEER

SRR EMRBEENRE,

aws secretsmanager list-secrets \
--filters Key="owning-service",Values="<service ID prefix>"

AWS B EH

3

ZEFHAED—E AWS SDKs SRR | BFFH ListSecrets, MEFHMES , F2Bthe section

called “AWS SDKs”,

AWS CLI
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il B&k AWS Secrets Manager #%%

HAMZNRIRME , AWS Secrets Manager ZIE R R HE SR, Secrets Manager &3 H]
MR %, RZ , Secrets Manager & M Bl EMHR LT , YHEERD L RNWERBEREZMBR, £
BREBRERZE , BMAUREZ I REBRHNEE, TEHEECETAMBRARZWEETAER,

NMRFERFERINHMES , AIEEMRE, THRER  ARBRBREIERR . EEMBRERE

M EIMBERE.

SEEEEMBREERANRE, Rz , SR AWS CLI 5 AWS SDK #EMRA B ERATE A iHE
B, EEBMAERBCER , A% Secrets Manager I &S & B B M BRI A,

MBETANEEARRNESMEERAME , AIF[LLE T Amazon CloudWatch 2R |, RIZBEBE(EME
EREBRHEEATIRMREBNE R, MEFMEEN , B0 ERARFIHIREMBERE AWS Secrets
Manager #%,

EEMBRE | BB BEE secretsmanager:ListSecrets #
secretsmanager:DeleteSecret &,

MIBR#E R85 | Secrets Manager &4 CloudTrail BF5BH ., MEFMEN , 552 Bthe section called
“f F 528% AWS CloudTrail ”s

= ZMBRME (FEE)

1. BIELATLERIRK Secrets Manager £ & : https://console.aws.amazon.com/
secretsmanager/,

2. EMBBES  BELEMBROBE,

3. £ Secrets details (MR FMEN) EE , B2 Actions (BIE) , AR%1ZIE Delete description (B}
HR),

4. 1 Disable secret and schedule deletion (&AM EFHEREMER) HEH P , B Waiting period

(B8 T, MAKAMBRITESFM KRB, Secrets Manager iE## B DeletionDate KIHH
i, WHERLRABRN BANERE , i LERBERNIEEXRE.

5. i#I#Z Schedule deletion (HEEMIBR).

& EZ WA CMERNWE

1. BIEUTERBMEEREREEEE A ; https://console.aws.amazon.com/secretsmanager/o
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2. £ Secrets (W®) BEE L , i#12 Preferences (RIFE&E)
@ o
3. & "RIFERE. HFEARS  BEETHEEMBROKE K ARRBERE

B EMERE AR

1. BIEUTHUERMEHREESEEA  hitps://console.aws.amazon.com/secretsmanager/o
2. BEFEWE,

3. 1£ Replicate Secret (EEME) B+ , BEEAUE,

4. & Actions (B){E) iEH , iZIE Delete Replica (iR X),

AWS CLI

Example Ml BR#% 2

T %) delete-secret EHlEMBREER, E A LUE DeletionDate ElIFEMRNALHHY B HAR B 2 B fE A
restore-secret BREHEE, ZEMREEEHMESNEE , FEFEH remove-regions-from-
replication BBREXR , REMI delete-secret,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--recovery-window-in-days 7

Example 3I B[ it R 2%

T3l delete-secret $HIEHRBERBERNER T ILEMBRER, SEEERILER,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--force-delete-without-recovery

Example filBRE A%

T%| remove-regions-from-replication EEHIEMER eu-west-3 PHEAREE, EEMPBRES
FHMRFHEEMRES  BEMBRER , REFWY delete-secret,

aws secretsmanager remove-regions-from-replication \
--secret-id MyTestSecret \
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--remove-replica-regions eu-west-3

AWS B EH

EEMBRWE , FBFEH DeleteSecret T, & EMBRMENEMBIRA , FEEA
UpdateSecretVersionStage . & EMPREA , F5EMH StopReplicationToReplica @
T, MEHMET , 528the section called “AWS SDKs”,

B’ AWS Secrets Manager #%

Secrets Manager 8 FERBRHNRZERACEAELTHENEETE., BRKRERIBR , Secrets
Manager &K A MIER#%, — B Secrets Manager MIBR#% , EREEZSEHER, EREBERERZ
i , BAUERWEBERCHENATFE. ESHE DeletionDate iz , RMBUEHEERI K A M
BRo

EEEIREPERMENPEER , BAEWEE secretsmanager:ListSecrets #
secretsmanager:RestoreSecret ¥,

EFM A | Secrets Manager €& 4 CloudTrail HFEEE ., MEFMEN , 552 Bthe section called
“fif F§ 524% AWS CloudTrail 7

BREFRWE (F#8)

1. BIFELATLERIRK Secrets Manager £ & : https://console.aws.amazon.com/
secretsmanager/,

2. HEREBBEYS , RELEEERNME,

MRRZEEHREHRMBRAWE |, 55 1EIZF Preferences (R FFRE)
(&
£ TRIFRRE L HEEARD | BINETHEMBRAOKE K ARERERE.
. TE Secret details (BZFEMER) EE A , i#IF Cancel deletion (BUEMER).
4. £ Cancel secret deletion (BUB M Z M BR) ¥ 55 AR |, 1#1F Cancel deletion (BUEMIBR).

AWS CLI

Example 38 B 4 81 B 89 17
T3 restore-secret #HIEIER LA HRMBRAME.
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aws secretsmanager restore-secret \
--secret-id MyTestSecret

AWS BHEEH

EEERELCAMBROMWE , 5FH RestoreSecret iH. MEFMET , 552 B the section
called “AWS SDKs”,
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£ FIESTWER AWS Secrets Manager

7 F AWS Secrets Manager , A SMEABRBEPREBIERIGHE . ERELAUEERNR/E
Y., EBAmEEEE AWS ERNEBER , I FWIREEA,

FERER , &L :

- BE, #SNERIRFH AWS WRBRNHEtE R
- RIBEZENRREHHHER TN
- BRI EERBENFRNEREBANER

WESEARRIZESFEMEFEMAET , 5528 the section called “fF ARE =4I BZNFE,

BE TBRASEER , 5268 AWS Billing ( £AEERE) FHEA AWS A5 BER.

NEFEEBRBENDERHENES , F28 (AWS —R2EEmM) PHNECHERBLRE. EREE
DRI

EERREUHZ M AT | Secrets Manager 8 E 4% CloudTrail HFFEE ., WEFMER , S Mthe
section called “fEf F2# AWS CloudTrail "o

® Tip
EENFE AWS ERAER —SHERKE, NEREEYK  R2REEEREEKARE

BREEBRERGR

B L E TEAPKRERIKEIWE AWS CLI, ™ SDKs, AWS iRt ERFETIEREV AT
BE , UBBERNEBREHNEBEEZNER, EESKEAREEBNNE , B2 E the section
called “BEHRMWE",

&R LA R Secrets Manager £ & AWS CLIZX Secrets Manager API R :
- ERAEREUBE
- BERNEERE
- I HBMENER
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BRMERERRS EWE, fl , BALKAR, BEEIRERIEUR. AREERT BEER
MEW|ANE , EUTNRY-EAFTNER , MFEENEERR, UTEBEFERBRNEH

* Project: Project name

* Owner: Name

* Purpose: Load testing

* Application: Application name

e Environment: Production

{5 Pl 1R A 1B HE B A

A LAE R ERE D EREBMIEH AWS AR, ESEEBRERE AWS R SR, AWS R
AP BRBEELSMEBEANAENRAR, SUUEARKERER BIUEAFL, EARKXEE
RNPEEE) NWEER , REEBEZERKEFHUEAR, NEFMENR , 528 (AWS Biling EAEERE) F

WAARE D REBEARBETIRERE .

TERERRS

THIRFEARER.

ERRE

- BEER (B®R) WEBRBE LRA 50,
- EREREEEEI XNIE,
- BEEBEFRRBCMBRUENRR,

BRERS

- BESERENLARE -, MREHEEFECRASRNER , IFNERSERRASREY.

- BEEZL MBERER  aws: RARFERER £H AWS., ERREAWS EX UM FEREN
BR  BL8EEREREIMEREM.

- EBRENREXSENK 1 2 128 @ Unicode Ft 2™,
- EBBVAITETHZET : Unicode =8, BF, ZERURTHHEH®RET :_ . /

+ - @
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BRRERS

- EBENRENXENR 0 B 255 {# Unicode Ft 2@,

- EBETUZEH, B8, efSBEZETYETT : Unicode &, BF., ZHRUR T IMEMFHKRF
JTL:_ ./ =+ - @

5 Secrets Manager X & ERLWER

& LAME A Secrets Manager £ A REEWMBER,

HEFIRRCYRE , FRIT TIIEE

1. BARX Secrets Manager 24,
2. EEEYH | EELREFNES,
3. EMFZEHE L | BEWE,

BERBNER
EREFREARR L , BEERREIER.

ERRBREWE

FBE EUME PHTER,

S RENENRER

1. ERFFAETERL , ZERERSIER  AREZFEER,
2. HEERBUTBARBER, IE A EERLTBARRE.
3. BREMTF. FNREMNERSLRERERBEF,

(® Note
MRRBAREFERE  IERRCIBHETEFITESEERRS, NMBFHEER , F2RT
FREE R

E ERAPREHE 63


https://console.aws.amazon.com/secretsmanager

AWS Secrets Manager EREEmR

1., EREHMETEEL  EEEERCIER K AREELEBRIERZTNBRET,
2. BEREUEZRBR  SUBEERUBUY,

A Zie Wz AWS CLI

AWS CLI #i5l

Example i EER#TIE EHEZ

T%l tag-resource EHIHEER AT IR B LEZEER,

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags Key=FirstTag,Value=FirstValue

Example #ZEEREEHE
T %l tag-resource S#HIEKMETRESRERZHR,

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag",
"Value": "SecondValue"}]'

Example {E#% % BRIZE

T3l untag-resource EHERMBERBEMERE. BNEEER  RNEHSBE.

aws secretsmanager untag-resource \
--secret-id MyTestSecret \
--tag-keys '[ "FirstTag", "SecondTag"]'

& F Secrets Manager AP| {Z5E#W %

RO LAEFH Secrets Manager API #7138, % MBRER., WFEHH , 5

i
%

BT 534 -
« ListSecrets : £ ListSecrets RBBERZTWEZNER
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AWS Secrets Manager

ERAEER

- TagResource : #REH B EWH
- BUMESR : REDBBRER

£/ Secrets Manager AWS SDK W%
LESENTOEE | FEA T AP Bk -

« ListSecrets : f ListSecrets RREAENRNER
- TagResource : EBHIBENE
+ UntagResource : #MBHBRER

MFTEFEA SDK WEFMERA , 52 the section called “AWS SDKs”,

SDK
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¥ EiG#EE AWS Secrets Manager #%

BRI EZE PEBWE AWS B |, AXEIBEELEAPHEAREN |, Uk EBREFIRAELE
EER, MREHREFE  BUREARERAREYN  AREHEBRER/ER, #EREERER
BONZENHREZERNMPEESR , flMEHEERIENERNERBR,

BERWERN ARN EEXEHWHH ARN EXMEE |, H—EZREMN Region &7 , AT :

« FEMF : arn:aws:secretsmanager:Regionl:123456789012:secret:MySecret-
alb2c3

« #B7AME  arn:aws:secretsmanager:Region2:123456789012:secret:MySecret-
alb2c3

MEEREZNEEENR , 2B AWS Secrets Manager EfE,

EfHTERIEMESNRRENERFENERRR  #ESSRRENENEREF. MR
ERERER  ARARRERFZNELR  YISHERNEREF. SIS EMSR/EHHERE
HEREFARER,

MREHTEMZRMRE  ARREESSETIERFTHBME K MTNREESEEEMEHAE
BHNERHE, T LEBEEMAERAHEN@IR,

BA KB EERIMEERA AWS WIESE, F18 , tlIREE AWS GovCloud (US) 5 B AWS [&
HESKED A Secrets Manager , R RBETEIE L4k AWS BEARERZNER, BEELKEK
A ESFHREBEER AWS ZHEESE , B ERBEESIEREEHEET.

HETUSRZRERI S —EEEH , XALBAXES. NEFAET  F2HEEE AWS B,

BERFAAMEREcESTNEZEES RS, UL EESERNERATESAESFERAKR, NFE
IwEEE | 5528 the section called “Secrets Manager i %", EEFRAEERNE TEEFHEMY |
ESREBEECCH#ER (DR) 848 AWS |, £ |1 59 : ERPHNERER,

BB WA | Secrets Manager €& 4 CloudTrail Bi$EH ., MEFHMENR , 552 /the section called
“f£ A F2#% AWS CloudTrail "o

EESHTRERIHMESR (25 8)

1. BIEUTERBMEEREREEEH A  https://console.aws.amazon.com/secretsmanager/o
2. RMEBBEEPEERE,
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AWS Secrets Manager EREEmR
3. EMEBHMEFAEENEESTEL  SIITUTHP—HRE:
- WMREAREEEHEE , 75121F Replicate secret (EEHE),

- MREERLEMME | B Replicate secret (EE#E) BB I1EIE Add Region (¥TiE[E
1),

4. 7 Add replica regions (¥Ti8E B EE) HEFEH D , BT T IIRE !

a. &F¥ AWS Region (AWS [E1)) , BEELEERSHEER B Z Region ([EHF).

b. (ZEF) & ¥ Encryption key (INZ£18) , BEEZAMREEZNZN KMS £i8, SBNXEESR
REFHH,

c. (BA) BEMHMEZE—EESE , 551E1Z Add more regions (¥i8 H b2 ).
d. i#iZ Replicate (BH).

IREIMERFFMEFEME,. 7 Replicate Secret ((EE#F) BT , R TS EEEHM Replication
Status (BB EE),

AWS CLI

Example ##ZEEEH M [E1E

T%| replicate-secret-to-regions Sl EE R E eu-west-3, EXAEFEH AWS ZES
& hnZaws/secretsmanager.

aws secretsmanager replicate-secret-to-regions \
--secret-id MyTestSecret \
--add-replica-regions Region=eu-west-3

Example B MBI ETEE

THEHEBIMFELEHEETE eu-west-3, BALER ME AWS ZE L] aws/
secretsmanager,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--add-replica-regions Region=eu-west-3
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AWS HEEH

EEEBME  F5FH ReplicateSecretToRegions if. MEFMET , 552Bthe section
called “AWS SDKs”,

£ PRERWERA BB ILME AWS Secrets Manager

BAUERRES —BEE PESHUE AWS B, CEFRIENFHRNUBENTEESR , B
ALEATEN KMS 8%, EFAUBETEBYNETERZERN , BHMBESRERA. FRER
MEEPHEAWEZRIENZNER  UREIUBRABUME, TBUTNEMNEESTEEE
BIBUME,

BUNEETEMZEECAR  $EAUBRA/BINEE , M ESKBEFRBRER, E , O
REERMERNRIIIE , BUUKELARARBINRE.

MRBERABK  FHLEMBENEREX , WEEABLNWE,

RFAKEZEE | Secrets Manager € E 4 CloudTrail BE5EEB ., MEFMEN , 552 Bthe section called
“ff Fl 528 AWS CloudTrail 7

BERABEWE (E28)

1. % A Secrets Manager , #81t A https://console.aws.amazon.com/secretsmanager/o

2. BEFEXREH,

3. 7 Secrets (#%) HE L , BEELRHEE,

4. TEEAREZHMERAEEL |, 22 Promote to standalone secret (IRA BB L %),

5. 1E Promote replica to standalone secret (&4 AB LK) BEE ST |, B A Region (E
15) , AR%IEIZ Promote replica (IRFHEX),

AWS CLI

Example J$EABERIEF 5T EME

T3 stop-replication-to-replica S EBREAMBREZTTEMRT C BIER, EXFEEIR
AHEREFHINETERE, BXAREREFHAMNI stop-replication-to-replica,

aws secretsmanager stop-replication-to-replica \
--secret-id MyTestSecret

AWS BB EH 68


https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ReplicateSecretToRegions.html
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AWS Secrets Manager

ERAEER

AWS FHEEH

EEBERARBRABBINMWE , 55FEH StopReplicationToReplica o

BT, MEEFME , 552 Bthe section called “AWS SDKs”,

B Lk AWS Secrets Manager 8

RAMBAILAER ReplicateSecretToRegionsH A BURKE ECreateSecret , IREGEE

IRBARBEARWE

priEEAEERNE , RPIEZREMLLEE AddReplicaRegions BN EIME, LRI NEFFTHRS

fEAConditionfRAR , EAFFAHBEAERHWEE. WFELAUERANRERLES , F2E T

BURE B,
Example Fr L8 EFFA

THBEREHIREBNA AR EERNREHNAAEEF, EFPLEREER

ReplicateSecretToRegionsHl #EE M & CreateSecret,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": "*",
"Condition": {
"Null": {

"secretsmanager:AddReplicaRegions":

Example EAFHISERENERTH
THIBRRAMAT ARF THIFREIERR :

"true"

AWS BB EH
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AWS Secrets Manager EREEmR
- EEXBENNEAEAEEIRERINEE BE
- EEXENNEAEREEEE B

JSON

{
"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:ReplicateSecretToRegions"

1,

"Resource": "*",

"Condition": {

"ForAllValues:StringlLike": {
"secretsmanager:AddReplicaRegions": [
"us-*",
"ca-*"
]
}
}
}

¥t AWS Secrets Manager B Bi#THIER

AWS Secrets Manager EETHEBERARERREMA K. EEREWEEZIEENRE , BRI AT
THIE AR —ITRE

« N DescribeSecret API #&4E
« #E AWS CloudTrail =4

EEE R
- MRRETAWMBERA , Secrets Manager R E AR EFHBBRIUEZ,

SRR E TR B AR 70
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- MRBDEBWERE , EMEREEELEFHF , EFEER
RemoveRegionsFromReplication API 2/EBRREBRREM A LE,

THIE ERAER kMM — % BFE.
EZNH EESFFEESHRRBHRE,

ERFARUEE , EULUBREFESTHNESRBRE., EXER K EZEEAERYREIRT &

KMS €8 LR E AN REREER

Secrets Manager B L REZNE , ARBEFRHERESTHH KMS EREFNE, NRESEXTERE
A INZE A kms:Decrypt 577 , AIZIBZIMEEER, EFEA KMS R UAN Z@MZRHH
MW#Faws/secretsmanager , ¥REE kms:GenerateDataKey M kms:Encrypt B, FZH the
section called “KMS &#&HIEFT]",

KMS £ EFHAHK T2 KMS €18

MREFEEFHHWNZSBESHRSMBR , Secret Manager MEEZEBNE, WRNZEEFEALS
FRAZSEMBRNMNE S BETMEN BFIERRE , MESCEEMESR |, (IR ELNER,
% Secrets Manager (AN MEEEE R , 552 [ the section called “ME B FZR", B EMRE
EIRIRE , BRI LLEH BT WBRA |, 2 Secrets Manager £ B BIRIINZ ST IR, MEFEE
7, FEHEERENNEESE., REREFRER.

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

H ARBABETERHNED

WENFAMAERSNHEEEN , F2H C(AWS IRFEEZ2EERE) PHEE AWS B,

ERNESFFEEEHERBHBE, 71


https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable

AWS Secrets Manager EREEmR

% BN % AWS Secrets Manager

FEEVME R B | Secrets Manager €& 4 CloudTrail HEEEE ., MEFMEN , 552 Bthe section called
“f Fl 528 AWS CloudTrail 7

B ERA TS NEIREE

« {£F Java {8 Secrets Manager & {E

+ {8 Python B8 Secrets Manager # % {E

« {8 H1§ Secrets Manager #Z{E NET

« £ Go Hi#8 Secrets Manager % {E

» {3 Rust B1#8 Secrets Manager #%{E

+ 7£ Amazon Elastic Kubernetes Service £ ] AWS Secrets Manager # %
« 7£ AWS Lambda E& £ H AWS Secrets Manager ¥

« {#H AWS Secrets Manager X IEE

« {£H C++ AWS SDK Eif§ Secrets Manager %% {E

- £/ JavaScript AWS BB EHENS Secrets Manager #Z &
« £/ Kotlin AWS SDK E4§ Secrets Manager #Z &

« £/ PHP AWS SDK Eif§ Secrets Manager ##{E

+ {£A Ruby AWS SDK Hl4§ Secrets Manager #Z &

- £F ESHEE AWS CLI

- £ AWS FERENEBHEE

« £ {FH AWS Secrets Manager #% AWS Batch

« 1£ BJR®F AWS CloudFormation Hl{§ AWS Secrets Manager #%%
« 7£ GitHub E# 5 # B AWS Secrets Manager #%3

« £ {FEH AWS Secrets Manager % AWS loT Greengrass
s EZHEKRESEHR AWS Secrets Manager 3

{#/ Java HU{§ Secrets Manager W& {E

EEARERXH , B GetSecretValuemE T AWS SDKsBatchGetSecretValueH i
MR, T8 , B2 SEHAAFPHREREUSH MR E, REHZR 12 5 EE I BREK A,
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EEFAMETINEAERERIERE , B LUEA Secrets Manager SQL Connection SEEZ 3 |
LBEER JDBC EFEN, EthFERAAFIRIRE , Btk o] AR Secrets Manager APISEY X
Ko

e

- £/ Java Bl A FimREUENS Secrets Manager B E

- £/ JDBC 7£ AWS Secrets Manager # % & A EEHEMRE SQL ERE
- £/ Java AWS B EHEN1S Secrets Manager W8

£ H Java & i A FistREVEN{S Secrets Manager # % {E

FEENR B |, A LAE A Secrets Manager Java EURER T AT IREUA S AS REA . HEEVIRERA 2R
tb# Secrets Manager RHEERE MR, HAFEA Secrets Manager APl EEE B A |, K bk 65 RELA
DR A, MFEZEAUEEREENMERL L , 20 BUSHE,

REBRR "RIEKDEAD (LRU)., , Rt ERBMSEERWER  HEEZZKIIKRDEANBE,
BRERLT , ’EEHE%’J‘HTE%TEIE /AW%’S‘?*O AL R EE IR P EFEEERAVIER | WA AENES
P EL AR I8 B 2 T RE

—HEEREHRISE | RTEREMTIREK, RNEBEFSERMEN, REEFEZEERREE
5 MARBAHEFENRZEM, MREFEFANZ SN | fIMNBREPNEE , FEAREHN
E MR TG %o

EEFRATYE  BLBEHEETYER
- Java 8 ESMAMWFRIRE, F2 [ Oracle 834 L& Java SE T H,

EZETHEAMRRERE , 5520 Secrets Manager Java B REH F i w4 (£ GitHub £).

ERTHFIEEENERSF | 35 Maven pom.xml BRHPIELLT KM, W0FE Maven BEFAE
# , 552 B Apache Maven ERME EM A FIIER,

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-caching-java</artifactId>
<version>1.0.2</version>

</dependency>
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REFFT

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

MEFHMES , FE2EFISE,

» SecretCache

» SecretCacheConfiguration

» SecretCacheHook

Example HEENH 2

TR FEH B ENWEFEH Lambda BB, TEESRAEERN 2N REFTERL
MSEER , FFAMREHFRF WY Lambda ¥ , AITSEET I AP,

package com.amazonaws.secretsmanager.caching.examples;
import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;
import com.amazonaws.services.lambda.runtime.lLambdalogger;
import com.amazonaws.secretsmanager.caching.SecretCache;
public class SampleClass implements RequestHandler<String, String> {

private final SecretCache cache = new SecretCache();

@Override public String handleRequest(String secretId, Context context) {
final String secret = cache.getSecretString(secretld);

// Use the secret, return success;
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AWS Secrets Manager EREEmR

SecretCache

¢ Secrets Manager R W ZCIBBAIRE. & the section called “getSecretString” = the
section called “getSecretBinary” fEREXPEEE R, B LUEBEEEE M the section called
“SecretCacheConfiguration” ¥1#f R ESE , B ERENERE.

MELSEHHNFMET , 52 the section called “Java 2 EL H FimHRE,
BEER

public SecretCache()

SecretCache ¥V FARREEE R,
public SecretCache(AWSSecretsManagerClientBuilder builder)

EF LR A AWSSecretsManagerClientBuilder 3K Secrets Manager i Fim 28 1R
H, fEFAIEEEREEET Secrets Manager A F % , Hlin{E A4 EE B SRIREE,

public SecretCache(AWSSecretsManager client)

fE IR AWSSecretsManagerClient BEMMMZIREL, FHLEBEREBET Secrets
Manager A Fim , flaifE RS E R RIKE

public SecretCache(SecretCacheConfiguration config)

FEREMH the section called “SecretCacheConfiguration” BB IREL,

7k

getSecretString

public String getSecretString(final String secretld)

1% Secrets Manager F#ENFEME, &M String,

getSecretBinary

public ByteBuffer getSecretBinary(final String secretId)
# Secrets Manager F#EEN — ¥ B %, EE ByteBuffer,

refreshNow

public boolean refreshNow(final String secretId) throws
InterruptedException
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R EMBRERE, MREFEBETKAERFER , EEE true , FRAIEEE false,
28 P

public void close()

B BR R BN

SecretCacheConfiguration

the section called “SecretCache” KYIREUVAEREIEE |, i H{ A RELA/DFREMEZENFERBE (TTL).
BEREH

public SecretCacheConfiguration
SecretCacheConfiguration YK FEREBERR.
FE

getClient

public AWSSecretsManager getClient()

fE[E AWSSecretsManagerClient , TRERIEFHEELRLER,

setClient
public void setClient(AWSSecretsManager client)

&[G AWSSecretsManagerClient A FUw , REVE P AR R,

getCacheHook
public SecretCacheHook getCacheHook()

&[0 A A B RENE #F#H80/Y the section called “SecretCacheHook” M.

setCacheHook
public void setCacheHook(SecretCacheHook cacheHook)

SR TE AR ERREVE M/ the section called “SecretCacheHook” 9T Ho

getMaxCacheSize

public int getMaxCacheSize()
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BE&EARBAD, FEERES 1024 EHE,

setMaxCacheSize

public void setMaxCacheSize(int maxCacheSize)
RERAREUARN, FERESR 1024 B,
getCacheltemTTL

public long getCacheItemTTL()

EEREIERMN TTL AZRAEN), ERBPRZRIBL TTL & , REER
AWSSecretsManagerClient HEXM BN ER, FAREA 1 N CLEVBEN),

EE TIL 2 BFERUER  RNGEAIEHREENE, WREALSERBEXR , AIRNESERBR
W=,

setCacheltemTTL
public void setCacheItemTTL(long cacheltemTTL)

BRERBUEEMN TTL (AEMW AEN), BRIV HEBIBI TTL & , REE®
AWSSecretsManagerClient HENMEZHNHER, FAREA 1 M LBV AEN),

getVersionStage

public String getVersionStage()

BOERENWEMRS. NEFAET , F2EUBRE, BRSA "AWSCURRENT",
setVersionStage

public void setVersionStage(String versionStage)
REZRMOWEMRAE, MFFMESA  F2RAUERA, FHFRAS "AWSCURRENT",
SecretCacheConfiguration withClient

public SecretCacheConfiguration withClient(AWSSecretsManager client)

FRIE AWSSecretsManagerClient , AR HEENRE, FRAMBREER SEHH
SecretCacheConfiguration #1#.
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SecretCacheConfiguration withCacheHook

public SecretCacheConfiguration withCacheHook(SecretCacheHook cacheHook)

HEANECERARIBONNEH. FAMREEESENM SecretCacheConfiguration ¥
%,

SecretCacheConfiguration withMaxCacheSize

public SecretCacheConfiguration withMaxCacheSize(int maxCacheSize)
BRERKNREAD, FAFHBREERZEHM SecretCacheConfiguration ¥4,
SecretCacheConfiguration withCacheltemTTL

public SecretCacheConfiguration withCacheItemTTL(long cacheItemTTL)

HRERIMEEN TTL (UAEWAEN), BRI ZEIBI TTL B, R
AwWSSecretsManagerClient HEVMEZNHER, FHAREA 1 /MK CUEVAEN), FAMREESE
BB EHM SecretCacheConfiguration ¥4,

SecretCacheConfiguration withVersionStage

public SecretCacheConfiguration withVersionStage(String versionStage)

REERMNWERE, WEFHEF K F2EBERE, EAMKEERSEHTN
SecretCacheConfiguration #1#.

SecretCacheHook

AR#EMEZ the section called “SecretCache” , B FRERNPHHBHITEENNE.

put
Object put(final Object o)
EREFTRERIFODH,

BRI EFRERIFNDH,

get

Object get(final Object cachedObject)
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TEREUEY W4 R OTE o

BEZ R REVER Y Y4

{#/ JDBC £ AWS Secrets Manager #ZFERAE AERLHELE T SQL B
JE2

£ Java EARERH |, O] LUEA Secrets Manager SQL Connection BEE)F2= , FH1FMIE Secrets
Manager AV E A ERHEREE MySQL, PostgreSQL., Oracle, MSSQLServer, Db2 #l Redshift &
HE, SAESHEXNHSTEER IDBC EFEX , FHEUAFER JDBC HIRFEERE, 8
2, YIHEEARERNEAEEBNZEE K MEREEEN 1D, ESHEXFAEEEE S A
%E, AREAREINERERZEERNE, BBRXEFEH Java AFIHREUEREURRE , BLARR
AIER T EEMM Secrets Manager, RIS/ NFEREE -SSR W EHBRERTEHEE—
Ko BEEREMRE , 552 the section called “SecretCacheConfiguration”s

AT LAfE GitHub TEBA KRB TS,
ERAHEREES SQL EREDHER !

- BHEARXSAMERA Java 8 HEFMRA,
- BRBEXERTIZ—
- FEHI JSON TN ERERE, EETERRN , FEREEEERFATREZNEE R
%1% 1Z Retrieve secret value (FEEX#HE), & , 7£ P AWS CLIFEIY get-secret-value,
- Amazon RDS ZE#ZE, HRIHBRENKEE  BUNEETEERKE TR IEREE,

« Amazon Redshift ZE W%, $HRILERWKZR  SABEEEERRE TR AEREE,

MRBRENEREERIHEMED , LERIZ —ERITHNEREIFENE , FEEVERKEEER
HinHMiwO. SR EREREAEABNNTR/EY,. SSM 2BREFSHIEABREFRT
EHER,

EZEREHEXNMEELNERT , 357E Maven ZEER pom.xml A , BERBEXFTEIUTHMK
M, MEFHMET , 5528 Maven Central Repository #8%5 _E#Y Secrets Manager SQL B4R E,

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-jdbc</artifactId>
<version>1.0.12</version>

</dependency>
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WERBE R FERTER B ERSE, MREHKHE Amazon EKS EHTEREER , METAESIMESEEH
TZERNEBE A MARRBRFAG, B ARIERE , 51 com.amazonaws: aws-java-sdk-
sts BARZA 1 #IEZE Gradle X Maven BRERIEABE MM,

EE% secretsmanager.properties #EEFEEE AWS PrivateLink DNS #x 2 URL (215

drivers.vpcEndpointUrl = endpoint URL
drivers.vpcEndpointRegion = endpoint region

EEBETERESE , 5% E AWS_SECRET_JIDBC_REGION RIS ¥
secretsmanager.properties ERHETTHIEE .

drivers.region = region

A ]

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

MEFHMES , FBEFISE,

g4

- BEVERERENER

- EREERBNEREREER

o £/ c3p0 EREEEIELR

« £/ c3p0 EREEFEIBIEEin A EEIEREER

By RENENER

LT HAIRERAAERRZPNBRNERET R EENENER, ERE , BRAIER JDBC W
WREFINERE, WEFMAET  FSHE Java XHHEE LR JDBC EM A,

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance
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// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JIDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( "com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);
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MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newIr

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" ).newInstance()

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver" ).newInstc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret
Properties info = new Properties( );
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info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

EIB 18 TE v 1 A E 508 SR M OE AR
T 51 3 450 88 R a0 A 5 PR A 2 P Y B R BR AR TE MY I BE B IR IR 12 T BB EE Y B AR

Amazon RDS SEMEZTNIREER ENHmAEZIE, ZEEMFH Amazon RDS EBZBZHRHNETER
FEEZERE K BEEABHEEELERFE.

ERINEMEFHRZITAREEFENEERNEE , EETES2RRRETRNEREA. S8
EXABERERZNELT. FEERBIREESEREN , FABRENRENGEOEATEES S
wIEY.

Rk SR TEA JOBC ILRERERE. MBEFMAT  FSH Java XA LM JDBC B
Ao

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:mysql://example.com:3306";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns
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// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:postgresql://example.com:5432/database";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newln

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:sqlserver://example.com:1433";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );
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// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the IJDBC driver
Class.forName( "com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" )

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:db2://example.com:50000";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriv

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:redshift://example.com:5439";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);
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ERAEER

5 c3p0 EREREER HER
THEEHIBERIMMAEER c3p0.properties BREVERFEE | LERFEHAEDHEXNZSBEZREIR

BIEBET . B user M jdbcUrl , MAKR ID UREEREE, RE

SR LATE &R [ EUE

RS EREEMEEREER, MFFMEER , F260 Java XHH#EY £ JDBC EfEAH,

W c3p0 WEEMEFA , 5526 Machinery For Change #814 £# c3p0.

MySQL

c3p0.
c3p0.
c3p0.

user=secretId
driverClass=com.amazonaws
jdbcUrl=secretId

PostgreSQL

c3p0.
c3p0.
c3p0.

Oracle

c3p0.
c3p0.
c3p0.

user=secretId

driverClass=com.amazonaws.

jdbcUrl=secretId

user=secretId

driverClass=com.amazonaws.

jdbcUrl=secretId

MSSQLServer

c3p0.
c3p0.
c3p0.

Db2

c3p0.
c3p0.
c3p0.

Redshift

c3p0.

user=secretId

driverClass=com.amazonaws.

jdbcUrl=secretId

user=secretId

driverClass=com.amazonaws.

jdbcUrl=secretId

user=secretId

.secretsmanager.

secretsmanager.

secretsmanager.

secretsmanager.

secretsmanager.

sql.AWSSecretsManagerMySQLDriver

sql.AWSSecretsManagerPostgreSQLDriver

sql.AwWSSecretsManagerOracleDriver

sql.AWSSecretsManagerMSSQLServerDriver

sql.AWSSecretsManagerDb2Driver
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c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
c3p0.jdbcUrl=secretId

£/ c3p0 IEHRER BB 15 TE vin 26 MIE B8 2 M IE R

THEHIREBMAER BBEN , TEEENHRBANERENURFENEAE
Blc3p0.propertiestVER , REIERERE, KRR , B UREREPEBUERIL A EHEEMEAt
EREER, WEFMER , F26 Java XA LR JDBC ERAE.

Amazon RDS S EM AT OIEERENImMANEEE, ZEMFEH Amazon RDS BB MBEARNEER
BEFEZEHE K BEEABHIEEELERE.

ERINEMEFNEPTITAREEFENEERNEE , EETESBRRRETRNEREA. S8
EEAMRRFRBNER, "EERRFREEDERES  FAEBIANRENRAEAFRES S
wIEY.

MySQL

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:mysql://example.com:3306

PostgreSQL

c3p0.user=secretId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:postgresql://example.com:5432/database

Oracle

c3p0.user=secretlId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL

MSSQLServer

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0.jdbcUrl=jdbc-secretsmanager:sqlserver://example.com:1433

ERBPERAEAEREST JDBC EiR 87


https://docs.oracle.com/javase/tutorial/jdbc/basics/index.html

AWS Secrets Manager EREEmR

Db2

c3p0@.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
c3p0@.jdbcUrl=jdbc-secretsmanager:db2://example.com:50000

Redshift

c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
c3p0@.jdbcUrl=jdbc-secretsmanager:redshift://example.com:5439

£/ Java AWS BB EHES Secrets Manager ## {8

EREARERS , B LA GetSecretValuemEf AWS SDKsBatchGetSecretValue®# R#
MR, FiB , BRSEA AP R RIRIVENHZE, REBB RS EE L FEEKEA.

- MRBERNERIBIEHRERES | BIFEFEA Secrets Manager SQL EZEEHHEZE , AERARBFHH
BEEHREERE,

- WRHMBERWWD , A Secrets Manager Java ZIREU T4 | RIEEER
GetSecretValuedf MAY SDKBatchGetSecretValue,

THREASEG REUMFEH GetSecretValue,

MHEFHFT : secretsmanager:GetSecretValue

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.secretsmanager.SecretsManagerClient;

import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueRequest;
import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueResponse;
import software.amazon.awssdk.services.secretsmanager.model.SecretsManagerException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

* For more information, see the following documentation topic:

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-started.html
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* We recommend that you cache your secret values by using client-side caching.

* Caching secrets improves speed and reduces your costs. For more information,
* see the following documentation topic:
*
* https://docs.aws.amazon.com/secretsmanager/latest/userqguide/retrieving-secrets.html
*/
public class GetSecretValue {
public static void main(String[] args) {
final String usage = """

Usage:
<secretName>\s

Where:
secretName - The name of the secret (for example, tutorials/
MyFirstSecret).\s

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String secretName = args[Q];

Region region = Region.US_EAST_1;

SecretsManagerClient secretsClient = SecretsManagerClient.builder()
.region(region)
.build();

getValue(secretsClient, secretName);
secretsClient.close();

public static void getValue(SecretsManagerClient secretsClient, String secretName)

try {
GetSecretValueRequest valueRequest = GetSecretValueRequest.builder()
.secretId(secretName)
.build();

GetSecretValueResponse valueResponse =
secretsClient.getSecretValue(valueRequest);
String secret = valueResponse.secretString();
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System.out.println(secret);

} catch (SecretsManagerException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

#/ Python HU{§ Secrets Manager W& {E

EREBARENS | B LA GetSecretValues {4 AWS SDKsBatchGetSecretValue®HY R#H
MR, T8 , BRSEH AP B REGRIREUAH B E, REVHER AT 12 5 % E X PR R 2N o

3|
« £ Python ¥ F B imREVENS Secrets Manager # & {E

« f£f Python AWS SDK H{§ Secrets Manager %% 1{E
- £/ Python AWS SDK H{§ —#t Secrets Manager ¥# 18

£ A Python &8 FimtREVEN{S Secrets Manager #Z{E

FEENRL R RS | BT LUE M Secrets Manager Python BUREL T A EITIRERSAEEAS SR A5 .  HEEUIRERAY F4
B Secrets Manager RHEEVE R, HRFEA Secrets Manager APl EEREERAS |, Kt HRE
AT LARR IR AR, MEETUEERBZENFIESL L , F2E BEHE,

REBRR "REKDEAD (LRU), , RtERBSAERWER  HEERKIIKIEANBE,
BAREALT , REBNNSEFEE -RWE, SAUREERNPENEEERTAIEER | WA AEES
RN IBE S 6.

—HBENRESE , R ERFHTREL, RNEFETSERIMEN. REEFEZERREA
5 MARBAIHBFERZ M, NREFEFANLZ SN, fINNBREPHNIEE , FEAREHNT
E MR Eo

SRR BLAHEETHIER

« Python 3.6 S E SRS,
* botocore 1.12 RESERA. FZE AWS SDK for Python 1 Botocore,
- setuptools_scm 3.2 EESMA, S @ https://pypi.org/project/setuptools-scm/o
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EETHBAMERE , 5528 Secrets Manager Python ZREY A Fif st (£ GitHub L),

Hll-

BERERM , FEATIGS
$ pip install aws-secretsmanager-caching

REFFT

* secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

MEFHMES , FE2EFISE,

» SecretCache

SecretCacheConfig

SecretCacheHook

@InjectSecretString

@InjectKeywordedSecretString

Example HEEN 2

LT EHIBERNAAEE B mysecret WREZEREBREE,

import botocore
import botocore.session
from aws_secretsmanager_caching import SecretCache, SecretCacheConfig

client = botocore.session.get_session().create_client('secretsmanager')
cache_config = SecretCacheConfig()

cache = SecretCache( config = cache_config, client = client)

secret = cache.get_secret_string('mysecret')
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SecretCache

#¢ Secrets Manager #EEXM B Z BB AREL, & the section called “get_secret_string” = the
section called “get_secret_binary” ¢ REXPFEENMZ, SR AEBEEBE XK the section called
“SecretCacheConfig” ¥ F{EE , FREREERE,

MEIESEHFINFMENR , 5528 the section called “Python &L B FiwRE,

cache = SecretCache(
config = the section called “SecretCacheConfig”,
client = client

AANFEET :

* get_secret_string

» get_secret_binary

get_secret_string
MR 7 B,

FRREEE
response = cache.get_secret_string(

secret_id='string',
version_stage='string' )

B8
« secret_id (F&): [HE] RENZHER ARN,

« version_stage (FH) : LEMBNWEBRAE, WHEFHENR  F2RAUERE, BRER
'"AWSCURRENT',
EEER
string

get_secret_binary

HEER R — U (E,
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FARFEER

response = cache.get_secret_binary(
secret_id='string',
version_stage='string'

2Y
- secret_id (F&): [H#E] RFENBBER ARN,

- version_stage (¥ &) : LEMBNWEBRAE, WHFFHER , F2RAUERE, BRER
'"AWSCURRENT',

ekl

base64-encoded F&

SecretCacheConfig
the section called “SecretCache” BV IREXVAEREIEIR | 5l 40 & K RENA /D FIREVEZ B 77 B B/ (TTL),
B8

max_cache_size (int)

RARBAN, FERESR 1024 BWE,

exception_retry_delay_base (int)

ERBRNEINEECREFIVE. ARER L.

exception_retry_growth_factor (int)pur

ARFEAMFBRER 2BSERENEREAH, BRES 2.

exception_retry_delay_max (int)

HEAMBEREFFNER LR (U REN). BRER 3600,

default_version_stage (str)

ERENBEBRE, WHEFMRER , F2EUERSE, FEEEA 'AWSCURRENT ',

secret_refresh_interval (int)

ENEERAEMZEACENESYE, FERES 3600,
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secret_cache_hook (SecretCacheHook)

SecretCacheHook HWEMEBINE®E, FARES None,

SecretCacheHook

AR H#MEZR the section called “SecretCache” , AHFRERNFHBBZRTEENNE.

ATAMAFENT :

-+ put

.+ get

put
EREFRERDFPODH.

FARFEER

response = hook.put(
obj='secret_object'

)
28
- obj (1) - [XF] LEWENREBERYH.
ekl
object

get

TEREN Y M4 R ETEE M1

response = hook.get(
obj='secret_object'

)
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28

- obj (1) : [BE] SEUENWESIDH.
(JEEEi

object

@IlnjectSecretString

LEMIEE EEMWR ID £ the section called “SecretCache” fEAE —EME—@ESI B, H£&ER
BEORHRFEE, WHESLBATEFH,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectSecretString ( 'mysecret' , cache )
def function_to_be_decorated( argl, arg2, arg3):

@IlnjectKeywordedSecretString

LEAEE FEEMER ID FH8H the section called “SecretCache” fEAE —EME @S| 8., Ferays|
2R ORI WERY JSON £i8, WBRUKESE JSONEEIHNFE,

HREBE L JSON HRE :

{

"username": "saanvi",
"password": "EXAMPLE-PASSWORD"
}

T % &5 45 B8 7= a0 ] {E R B3 FEEY username # password BY JSON {E.

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()
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@InjectKeywordedSecretString ( secret_id = 'mysecret' , cache = cache ,
func_username = 'username' , func_password = 'password' )
def function_to_be_decorated( func_username, func_password):
print( 'Do something with the func_username and func_password parameters')

£ A Python AWS SDK H{§ Secrets Manager # %8

ERARENS | B LA GetSecretValuesfF{ AWS SDKsBatchGetSecretValue®HY R#H
MR, T8 , B EH AP B REGRIREUAHI B E, REVHER O] 12 5 % E X PR R 2N

HH Python B , 58 Secrets Manager Python BRELTTH SRR get_secret_value 5
batch_get_secret_value B3 SDK,

THRN BB FRENAER GetSecretValue,
MHEEFT : secretsmanager:GetSecretValue

Purpose

Shows how to use the AWS SDK for Python (Boto3) with AWS
Secrets Manager to get a specific of secrets that match a
specified name

import boto3

import logging

from get_secret_value import GetSecretWrapper

# Configure logging
logging.basicConfig(level=1logging.INFO)

def run_scenario(secret_name):

Retrieve a secret from AWS Secrets Manager.

:param secret_name: Name of the secret to retrieve.
:type secret_name: str
try:

# Validate secret_name

if not secret_name:
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raise ValueError("Secret name must be provided.")
# Retrieve the secret by name
client = boto3.client("secretsmanager")
wrapper = GetSecretWrapper(client)
secret = wrapper.get_secret(secret_name)
# Note: Secrets should not be logged.
return secret
except Exception as e:
logging.error(f"Error retrieving secret: {el}")
raise

class GetSecretWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def get_secret(self, secret_name):
Retrieve individual secrets from AWS Secrets Manager using the get_secret_value
API.
This function assumes the stack mentioned in the source code README has been
successfully deployed.
This stack includes 7 secrets, all of which have names beginning with
"mySecret".

:param secret_name: The name of the secret fetched.
:type secret_name: str
try:
get_secret_value_response = self.client.get_secret_value(
SecretId=secret_name
)
logging.info("Secret retrieved successfully.")
return get_secret_value_response["SecretString"]
except self.client.exceptions.ResourceNotFoundException:
msg = f"The requested secret {secret_name} was not found."
logger.info(msg)
return msg
except Exception as e:
logger.error(f"An unknown error occurred: {str(e)}.")
raise
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£ Python AWS SDK H{& —#t Secrets Manager ## &

T 52X U586 RS N{AER4S — it Secrets Manager B E.
DEFF

* secretsmanager:BatchGetSecretValue
+ secretsmanager:GetSecretValue BEHENSERZEN 0,
- MREFERHIBREE , QAEXERHSE secretsmanager:ListSecrets,

MEF AT BEREH |, 5528 the section called “&34l : #EEUL X P — AWM ZEREFA,

/A Important

MREH VPCE RABEEFEEVEERE C B E D E R ZEHHERR |, 8
BatchGetSecretValue A" 2EEEM#ERE , MEASEE A,

class BatchGetSecretsWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def batch_get_secrets(self, filter_name):
Retrieve multiple secrets from AWS Secrets Manager using the
batch_get_secret_value API.
This function assumes the stack mentioned in the source code README has been
successfully deployed.
This stack includes 7 secrets, all of which have names beginning with
"mySecret".

:param filter_name: The full or partial name of secrets to be fetched.
:type filter_name: str
try:
secrets = []
response = self.client.batch_get_secret_value(
Filters=[{"Key": "name", "Values": [f"{filter_namel}"]13}]

S —#twEE 98



AWS Secrets Manager EREEmR

for secret in response["SecretValues"]:
secrets.append(json.loads(secret["SecretString"]))
if secrets:
logger.info("Secrets retrieved successfully.")
else:
logger.info("Zero secrets returned without error.")
return secrets
except self.client.exceptions.ResourceNotFoundException:
msg = f"One or more requested secrets were not found with filter:
{filter_namel}"
logger.info(msg)
return msg
except Exception as e:
logger.error(f"An unknown error occurred:\n{str(e)l}.")
raise

{# F HUf8 Secrets Manager #Z{E NET

EEARRTD , B LUBE B GetSecretValuezHE{d AWS SDKsBatchGetSecretValued #Y
RERWEZE, B , BELEHAAPHRIKRIEHWZE, RIWEZE TR SRE L FFRERA,

E
- ERHEERFIRREA NET B8 Secrets Manager 33 {E
« f£F 45 Secrets Manager %% & B E M NET & SDK

FHAEERAFIwmREA NET EU§ Secrets Manager ##{&E

PR EF | AT LA A Secrets Manager NET EUREUTHEITIREVASAS RER . FREVIRER A R4 2R
tb## Secrets Manager FHEERE R, HMAML Secrets Manager APl EERE R A |, Ktk A REL ]
DARREER A, MBS UEREENE S L , 20 BENE,

REBRR "REKDEAD (LRU). , REtERBSEERWER  HEEZRKIIKRDEANBE,
BRELT , REBNESEENEE -RWE, BAUREERNPENEBEEZTHNIEAE | WAl EES
AR E S 6.

—HBENRESE , RIFERFHTREK, RNEFETSERIMENY. REEFEZERREA
5 MARBAIHBFERZEM, NREFEFANLZ SN, fINNBRIPNEE , FEAREHT
E MR E
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HRERATH  ELAEBTHIER -

« .NET Framework 4.6.2 S{E# x4 , =% .NET Standard 2.0 iE#hxZA, 552 Microsoft #us £
BWTE NET,

- AR NET B AWS SDK, 28 the section called “AWS SDKs”,

i

\

HETHFEMERXE  F2H8 NET REAFix (£ GitHub L),

EEFARE , FELABEENABTER K ARMEH GetSecretString =X GetSecretBinary ##
., fEEfEREE , RENE & EE M IREUER,

HEEMERMES

. HTUTEE—IE
- HELBHNEBERBES , HITTH NETCLI 5,

dotnet add package AWSSDK.SecretsManager.Caching --version 1.0.6

 BUTEHSEHEELH .csproj BRF,

<ItemGroup>
<PackageReference Include="AWSSDK.SecretsManager.Caching" Version="1.0.6" /

>

</ItemGroup>

REFFT

» secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

MEFHMES , FBEFISE,

» SecretsManagerCache

» SecretCacheConfiguration

» |SecretCacheHook
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Example FEEUH 2

THRNIBEFIEREINE B MySecret ZWENF N,

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{

public class CachingExample

{

private const string MySecretName ="MySecret";
private SecretsManagerCache cache = new SecretsManagerCache();

public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)

{

string MySecret = await cache.GetSecretString(MySecretName);

// Use the secret, return success

Example ;R EEZ R (TTL) IRENEH BB GBS

THRABEFRARBMIME A MySecret WMER , Ii§ TTL RNEMBEEFSERBRES 24 NEFH
H o

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{

public class CachingExample

{

private const string MySecretName = "MySecret";

private static SecretCacheConfiguration cacheConfiguration = new
SecretCacheConfiguration
{
CacheItemTTL = 86400000

i
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private SecretsManagerCache cache = new
SecretsManagerCache(cacheConfiguration);

public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)

{
string mySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
}
SecretsManagerCache

¢ Secrets Manager R W ZCIERBAIRE. & the section called “GetSecretString” = the
section called “GetSecretBinary” feREX P I E . LA SUEBEEBE A the section called
“SecretCacheConfiguration” ¥1#f R {EE , B ERENERE.

MESESHFNFMET , F2E the section called “EH A FimREA NET,

=3 LT

public SecretsManagerCache()

SecretsManagerCache ¥4 MFEREBEN,

public SecretsManagerCache(IAmazonSecretsManager secretsManager)

{5 F LUR 89 AmazonSecretsManagerClient 239 Secrets Manager Fi Fimn EBHTRE. FMA L
BB TLLEET Secrets Manager AAF % , IR EEHSHE,

28

secretsManager

WP AR B AmazonSecretsManagerClient

public SecretsManagerCache(SecretCacheConfiguration config)

F AR the section called “SecretCacheConfiguration” B W RIREN, FHLERBERR
ERE , fINERBNREZEERELENEENEE,
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8

config

BEREVEREE AR the section called “SecretCacheConfiguration”s

public SecretsManagerCache(IAmazonSecretsManager secretsManager,
SecretCacheConfiguration config)

R AR H B AmazonSecretsManagerClient 1 the section called “SecretCacheConfiguration” 2
MK Secrets Manager A FimZB#T IR FEALEBE XA LLBET SSecrets Manager Al Fif |
Bl FERSE RSN mMILEEERN , FAIUERNEZHERHEHEENER,

8y

secretsManager

PRI AmazonSecretsManagerClients

config

BEREVEREE AR the section called “SecretCacheConfiguration”,

FE

GetSecretString

public async Task<String> GetSecretString(String secretId)
# Secrets Manager FHEEVFE B R,

28

secretld

EREZ WEZEN ARN HEHE,

GetSecretBinary
public async Task<byte[]> GetSecretBinary(String secretld)

# Secrets Manager H#EEL — VR,
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8

secretld

ERE 2 WEN ARN HEHE,

RefreshNowAsync
public async Task<bool> RefreshNowAsync(String secretId)

7K Secrets Manager BWMHE , Y FEREMEEREFRRE, MRLIFRAVREER |, AFEL
—fEFH . MREFEEKY , HEED true,

2%
secretld

EEZ WER ARN &,

GetCachedSecret

public SecretCacheltem GetCachedSecret(string secretlId)

MRFEAREA , AEREEMZNIREIER, B8, 1€ Secrets Manager H #EE #2536 22 37 #THY
REVIE R,

B8
secretld

BB WZH ARN HEH,

SecretCacheConfiguration

the section called “SecretsManagerCache” B IREXAHREIZIE , {5l 20 &x K IRENA /DN FIR ER B 23 1Y 17 68 s
Faﬂ (TTL)o

CacheltemTTL

public uint CacheItemTTL { get; set; }
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REVCER M TTL (AZRAEN), FARES 3600000 EWEH 1 /N, LFBRA 4294967295 R |, X
A 49.7 R,

MaxCacheSize

public ushort MaxCacheSize { get; set; }
BAREUK/DN, FERRER 1024 ERE, &% 65,535 @,

VersionStage

public string VersionStage { get; set; }

ERIMVWBERER, MBPFMER , FBRMERAS. FHERS "AWSCURRENT",
A F i

public IAmazonSecretsManager Client { get; set; }

R REE M ZH AmazonSecretsManagerClient, #1382 null , BIREREHTEBL—BFROAS
ﬁfl'uﬁo ﬁ%ﬁﬁk’ null,

CacheHook
public ISecretCacheHook CacheHook { get; set; }

the section called “ISecretCacheHook”,

ISecretCacheHook
FRA#MES the section called “SecretsManagerCache” , LA 17 BIE IRENF I BB HITEMER N E
FiE

RiE

object Put(object o);
EREFBIEREP R
BRI EFRERIFNDHE
g

object Get(object cachedObject);
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TEREUEY W4 R OTE o
B e Z 1 REVE = By Y4

5 H18 Secrets Manager %% {E BEA M NET 8 SDK

EEARRT , B LUEBM I GetSecretValues{Efl AWS SDKsBatchGetSecretValue®H
REMMWZ, B , BERLEARAFIRRERREEHRZE, RERZTRSEE L FFREEA.

WA NET ERRR , 55# M Secrets Manager NET 2 IREL T4 E A GetSecretValue 5
BatchGetSecretValue E#M I SDK,

THREXIFEFI REBAMIEH GetSecretValue,

HEFHFT : secretsmanager:GetSecretValue

using System;

using System.IO;

using System.Threading.Tasks;
using Amazon.SecretsManager;

using Amazon.SecretsManager.Model;

/// <summary>
/// This example uses the Amazon Web Service Secrets Manager to retrieve
/// the secret value for the provided secret name.
/// </summary>
public class GetSecretValue
{
/// <summary>
/// The main method initializes the necessary values and then calls
/// the GetSecretAsync and DecodeString methods to get the decoded
/// secret value for the secret named in secretName.
/// </summary>
public static async Task Main()
{
string secretName = "<<{{MySecretName}}>>";
string secret;

IAmazonSecretsManager client = new AmazonSecretsManagerClient();
var response = await GetSecretAsync(client, secretName);

if (response is not null)

{
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secret = DecodeString(response);

if (!string.IsNullOrEmpty(secret))

{
Console.WriteLine($"The decoded secret value is: {secret}.");
}
else
{
Console.WritelLine("No secret value was returned.");
}

/// <summary>
/// Retrieves the secret value given the name of the secret to
/// retrieve.
/// </summary>
/// <param name="client">The client object used to retrieve the secret
/// value for the given secret name.</param>
/// <param name="secretName'">The name of the secret value to retrieve.</param>
/// <returns>The GetSecretValueReponse object returned by
/// GetSecretValueAsync.</returns>
public static async Task<GetSecretValueResponse> GetSecretAsync(
IAmazonSecretsManager client,
string secretName)

{
GetSecretValueRequest request = new GetSecretValueRequest()
{
SecretId = secretName,
VersionStage = "AWSCURRENT", // VersionStage defaults to AWSCURRENT if
unspecified.
};

GetSecretValueResponse response = null;

// For the sake of simplicity, this example handles only the most
// general SecretsManager exception.

try
{
response = await client.GetSecretValueAsync(request);
}
catch (AmazonSecretsManagerException e)
{

Console.WriteLine($"Error: {e.Messagel}");
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}

return response;

/// <summary>
/// Decodes the secret returned by the call to GetSecretValueAsync and
/// returns it to the calling program.
/// </summary>
/// <param name="response'">A GetSecretValueResponse object containing
/// the requested secret value returned by GetSecretValueAsync.</param>
/// <returns>A string representing the decoded secret value.</returns>
public static string DecodeString(GetSecretValueResponse response)
{
// Decrypts secret using the associated AWS Key Management Service
// Customer Master Key (CMK.) Depending on whether the secret is a
// string or binary value, one of these fields will be populated.
if (response.SecretString is not null)

{
var secret = response.SecretString;
return secret;
}
else if (response.SecretBinary is not null)
{

var memoryStream = response.SecretBinary;

StreamReader reader = new StreamReader(memoryStream);

string decodedBinarySecret =
System.Text.Encoding.UTF8.GetString(Convert.FromBase64String(reader.ReadToEnd()));

return decodedBinarySecret;

}

else

{

return string.Empty;

£/ Go H\f§ Secrets Manager B Z{E

EHERARERS |, B LA GetSecretValues{E{A] AWS SDKsBatchGetSecretValue® H HR#E
WMME, T8 , BREEHAFHRIRIRIVEN M ZRE, REGEE AR 5E E I FEER A,
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&

- £/ Go LA FimtRENENE Secrets Manager ¥Z 18

« £/ Go AWS BB EHEUS Secrets Manager #Z 18

5/ Go £ B FimtREVES Secrets Manager #Z1{E

PR BB |, A LAE A Secrets Manager Go ZREUTHH#ETIREVAAGRER . MEVRERI B E L
£ Secrets Manager FHIEVE R, HMRMEI Secrets Manager APl EEEE KA , B itk {3 5 RER 7] LA
BRAKR A, MFEUBEBBENIES L , F28 BUSHE,

’H{HRBZ%E' "RV ERAN (LRU), , ALERDMMSRAERZMERR K HEERKEHKOEANKE.
RIERT , RS/ NG EHREE— /AW'?E\O SR LA EE R P EMBEERAVIER | WA LEED
%&ﬁﬂﬂ%%ﬁiﬁ%%%ﬁm

—HEERENRISE  RTEREMTIROEK, RNEEFSERMAN, REEFEZEERREE
5 MARBAIHEFENRZEM, MREFEFANZ SN | fIMNBRIPNEE , FEAREHT
E MR TG %o

HEERATN  BLEABETIIEE .

« AWS B AR Go #J SDK, 2B the section called “AWS SDKs”,

EETHFAMERE , 5528 Secrets Manager Go REUA Fif (£ GitHub £).

FHERE Go F?ﬁﬁ%fﬁ E%% B Go *EE_tan-I-m:l .=.’ﬁ'§MEJ:E'J Golang Ao
=5

* secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

MEFHMES , F2H %

FS

\2}

« B A Cache
- & A CacheConfig
« 8 A CacheHook
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Example FEEUH 2

T 572 X 5 &) B R BN B 1Y Lambda BRE,

package main

import (
"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-secretsmanager-caching-go/secretcache"

var (
secretCache, _ = secretcache.New()

func HandleRequest(secretId string) string {
result, _ := secretCache.GetSecretString(secretId)

// Use the secret, return success

}

func main() {
lambda. Start( HandleRequest)
}

# A Cache

# Secrets Manager R R HCIBBAMRE, £ A the section called “GetSecretString” = the
section called “GetSecretBinary” fEREL H EEEFSE R o

T 51 €8 51 R A0AT 3R TE R ENGR TE o

kg

// Create a custom secretsmanager client
client := getCustomClient()

// Create a custom CacheConfig struct

config := secretcache. CacheConfig{
MaxCacheSize: secretcache.DefaultMaxCacheSize + 10,
VersionStage: secretcache.DefaultVersionStage,
CacheIltemTTL: secretcache.DefaultCacheltemTTL,

// Instantiate the cache
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cache, _ := secretcache.New(
func( c *secretcache.Cache) { c. CacheConfig = config },
func( c *secretcache.Cache) { c. Client = client 1},

MESESEHIMNEMER , 5528 the section called “FE A A FiwRE .
FE
g

func New(optFns ...func(*Cache)) (*Cache, error)

FRINEEREEREFNZIRE , BRIEATFERE, N ITERBRIKBIL SecretsManager A Fiw. #%
CacheConfig #1181t BTEERE., FEAFERNZAK/DELR LRU REL

GetSecretString

func (c *Cache) GetSecretString(secretId string) (string, error)
GetSecretString ftREVPEISMEFEE , ARNEENE ID. RBREXN , EERZEFHENMIEER,
GetSecretStringWithStage

func (c *Cache) GetSecretStringWithStage(secretld string, versionStage
string) (string, error)

GetSecretStringWithStage fERENVF IS MW EFHRE , AREEWE ID MRAFEE, MRBEXE,
EEWE T RS,

GetSecretBinary
func (c *Cache) GetSecretBinary(secretId string) ([]byte, error) {

GetSecretBinary fEREVPEVSME —EAEH , AREEWE ID. MREEXRK , AERME MM
i

GetSecretBinaryWithStage

func (c *Cache) GetSecretBinaryWithStage(secretId string, versionStage
string) ([]byte, error)

GetSecretBinaryWithStage {EREXVFEVSHWE —#EMNE , AREEMWE ID MRAFMREER. WREMEX
B, AEE M — M EEER,
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& A CacheConfig

IREXAYIRENAR AR TR |, BN &R RAREUA/D, FRERIRAPE XM IRINV Z N F B B (TTL)o

type CacheConfig struct {

// The maximum cache size. The default is 1024 secrets.
MaxCacheSize int

// The TTL of a cache item in nanoseconds. The default is

// 3.6e10712 ns or 1 hour.

CacheItemTTL int64

// The version of secrets that you want to cache. The default
// is "AWSCURRENT".

VersionStage string

// Used to hook in-memory cache updates.
Hook CacheHook

# A CacheHook

RAREMERIREL , UEFRERRPHHEAITEENE,
F*E

HE

Put(data interface{}) interface{}
EREFRERDPAODH.

&

Get(data interface{}) interface{}

RIRE P T E 4
£/ Go AWS B EHES Secrets Manager #Z &

EREARENS | B LA GetSecretValuesfF{ AWS SDKsBatchGetSecretValue®HY R#H
MR, T8 , B EH AP B REGRIREUAHI B E, REVHER AT 18 5 % B X PR R 2N
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N Go EARER , 3 Secrets Manager Go BREVTH AR GetSecretValue
BatchGetSecretValue B SDK,

T 52 X 15 5 78 7~ a0 {ATER4§ Secrets Manager #Z&{E,

PEFFA : secretsmanager:GetSecretValue

// Use this code snippet in your app.

// If you need more information about configurations or implementing the sample code,
visit the AWS docs:

// https://aws.github.io/aws-sdk-go-v2/docs/getting-started/

import (
"context"
Illogll

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/secretsmanager"

)

func main() {
secretName := "<<{{MySecretName}}>>"
region := "<<{{MyRegionName}}>>"

config, err := config.LoadDefaultConfig(context.TODO(), config.WithRegion(region))
if err != nil {

log.Fatal(err)
}

// Create Secrets Manager client
svc := secretsmanager.NewFromConfig(config)

input := &secretsmanager.GetSecretValueInput{
SecretId: aws.String(secretName),
VersionStage: aws.String("AWSCURRENT"), // VersionStage defaults to AWSCURRENT if
unspecified

}

result, err := svc.GetSecretValue(context.TODO(), input)
if err != nil {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
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log.Fatal(err.Error())
}

// Decrypts secret using the associated KMS key.
var secretString string = *result.SecretString

// Your code goes here.

£ Rust B\18 Secrets Manager # & &

EERARERT , A LA GetSecretValuesEfl AWS SDKsBatchGetSecretValue™®Hy R#H
MR, FiB , BEREEHAA PR RERIVEHWZE, REWZ AR EEE L FEKEA.

ES]

- £/ Rust ¥ FimREENS Secrets Manager ##{E
- £/ Rust AWS FIEEHEE Secrets Manager # %8

£/ Rust %t A Fiw REVENS Secrets Manager M2 {E

P ERER |, WA BAEA Secrets Manager Rust 2 REUT A RIREN B A B A, BEEVRERAI
b1 Secrets Manager FHEENEMR, HRFEY Secrets Manager APl ZELE A , K I A IRER
AR AR, MEETUHBEENE R , F2E BSHE,

REBRRLELSY (FIFO) , A ERMLARREWER , SRREFENUR, FEREBEALT , REE
PREMEBEE-RWE, SUNURETIIEE :

« max_size - EBHBRIEMARAFRNUR 2 , EHENRIBERE LR,
c ttl - EFEEFEERERE 2 , REUEB R AT RNBFERE.

RENEFEFTIERIMAY, RENEFEEERRIAE , MARBLHFENRZ S, NREFEENN
Z2M , PIIMBZRIFHIEER | FERA RN SRS RREL,

EEGH T BAEEFBEHR I Rust 2021 B IREtokio, MEFMEN , 552 F Rust X%
FTEES YL LM AP,

EETHERERHBRENG , 5528 GitHub £ Secrets Manager Rust ZURELA F i Tt o

EEREREHS  FEATIGT.
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ERAEER

cargo add aws_secretsmanager_caching

A

* secretsmanager:DescribeSecret

+ secretsmanager:GetSecretValue

MEFHMES , FBEFISE,

Example REENFA

THSEHIREBUAEIE R AR MyTest <HMEBENUEE.

use aws_secretsmanager_caching::SecretsManagerCachingClient;

use std::num::NonZeroUsize;

use std::time: :Duration;

let client = match SecretsManagerCachingClient: :default(
NonZeroUsize: :new(1@).unwrap(),
Duration::from_secs(60),

)

.await

{
Ok(c) => c,
Err(_) => panic!("Handle this error"),

};

let secret_string = match client.get_secret_value("MyTest", None, None).await {
Ok(s) => s.secret_string.unwrap(),

};

Err(_) => panic!("Handle this error"),

// Your code here

Example £/ BTN BT A Fin#{T @8 {LREX
TSI REBUAIERERE , RABRIERD MyTest <WERNWRE,

let config = aws_config::load_defaults(BehaviorVersion::latest())

.await
.into_builder()
.region(Region::from_static("us-west-2"))

S EAFHREM Rust
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.build();

let asm_builder = aws_sdk_secretsmanager::config::Builder::from(&config);

let client = match SecretsManagerCachingClient::from_builder(
asm_builder,
NonZeroUsize: :new(1@).unwrap(),
Duration::from_secs(60),

)
.await
{
Ok(c) => c,
Err(_) => panic!("Handle this error"),
I

let secret_string = client
.get_secret_value("MyTest", None, None)
.await

{
Ok(c) => c.secret_string.unwrap(),
Err(_) => panic!("Handle this error"),

};

// Your code here

£/ Rust AWS FZEMHES Secrets Manager M {E

EEARENS | B LA GetSecretValues{F{A AWS SDKsBatchGetSecretValue®Hy R#HE
MR, T8 , BRSEH AP B REGRIREUAHI B E, REVHER AT 18 = 5 E X PR R 2N

HHA Rust BARR , 558 Secrets Manager Rust 2 IRELT4F |, SRiE#EFE A GetSecretValue
BatchGetSecretValue AL SDK,

T 52X S & 657 = a1 B8 Secrets Manager M2 {H.

HEEFA : secretsmanager:GetSecretValue

async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));
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ok(())

£ Amazon Elastic Kubernetes Service F{#EH AWS Secrets
Manager ¥

EEHRE AWS Secrets Manager (ASCP) WM Z # R A & 7E Amazon EKS Pod FHIfESR |, &1
LAfE A AWS Kubernetes Secrets Store CSI Driver B Secrets and Configuration Provider, ASCP 1]
E2$11T Amazon EC2 Ei Bt E¥4HHY Amazon Elastic Kubernetes Service 1.17+ #EEEH. FZ&E AWS
Fargate E1ZiE¥#H, FEiB ASCP , & AJLATE Secrets Manager REHRFAIEEEBHWRE , REEBTE
Amazon EKS E#ITH THEEREEE LD, NRENHBZEE JSON KR ZER/EY , B
BEEE Amazon EKS F#EHHE/E¥, ASCP ERJIMESPathFEZRE#HMEZ FHIE/EE . ASCP
th AT B8 Parameter Store S8 BLFEH. ASCP IRIEtRMEFEA Amazon EKS ETS BBV HE. £
— B EFEARKIRSH IAM B (IRSA), E_EAZEFER Pod 9. BEESEZHEHERNMEAR
i,

BEERBIES IAM BAE&H ASCP (IRSA)

BEERIEIRS IAM £ (IRSA) B9 ASCP TEEHE KB HWHZHEH AWS Secrets Manager A
Amazon EKS Pod HHER, AZEBERAR TIER

s BREZKWEHEAS Pod PFER,
o BfE Amazon EKS 1.17 liREEFTRAFE B Amazon EC2 2 4H,
o BEER JSON AW R ERMEUS ENR/EL,

MESFMESR , 552 Bithe section called “#% ASCP E2iE /A Amazon EKS B IRSA &7,

8% Pod &5 K ASCP

B EKS Pod &7 #J ASCP

B Pod Identity ¥ ASCP A i@ R 24 | WHE{L7E Amazon EKS FIFERMENERE, W EE
THRATHEEER :

o BEEXE Pod BIRETERMNWTUEE,
o FERAMNE Amazon EKS 1.24 IR E F R,
o BEBEWREMEEMNTERME,
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MT/FHME , 752 Bthe section called “# ASCP & Amazon EKS HJ Pod Identity &
BEERNAE

£E%E IRSA Y ASCP E2EH Pod &7 H ASCP 2 BEITREKE , FER TIER :

« Amazon EKSversion : Pod Identity EZ Amazon EKS 1.24+ , T CSI EEE)F25\ 7T & Amazon EKS
117+ BEER,

« Z2EXR : Pod Identity £ Pod Bk IR M EBMAIEH,
« FHEE : Pod Identity BEEAREREPRBEESE,
- EHM : Pod Identity BB HEBREERIRERSHER , BLERE,

EEREESE FSRF Amazon EKS IREMN 5%,

2458 A Amazon EKS #J ASCP

AEER A MM L E Amazon EKS B9 AWS Secrets and Configuration Provider, £/ ASCP , & LAfE

Secrets Manager ##ZHE | WK S EH AWS Systems Manager & Amazon EKS Pod F#I 15
2=

<o

SRR

« Amazon EKS #5%
- EAR Pod Identity 89 1.24 iR E#HRA
- EAR IRSA M 1.17 IR EFIRAE
- AWS CLI ERZEMRER
- BIEH Amazon EKS BEEREMERE kubect
 Helm (3.0 KRR EFHRA )

ZHRMFKE ASCP

& T E secrets-store-csi-provider-aws 12 EH#Y GitHub HUi§ ASCP, REEEESHARENMEEH
MBI EH YAML B2

ELEHR |, B Ll ASCP SR EAMER FIPS i H, MBREBE | 552 M the section called
“Secrets Manager % 25"
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https://github.com/aws/secrets-store-csi-driver-provider-aws
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£ Helm &8 ASCP

1. FERRREEEORAINVEZR , FEA helm repo update.
2. 318 Secrets Store CS| EREIEX EX.

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

3. REKER, BERERR , FHETIEE : --set-json
'k8sThrottlingParams={"qps": "number of queries per second", "burst":
"number of queries per second"}'

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

4. ¥i8 ASCP El*&.

helm repo add aws-secrets-manager https://aws.github.io/secrets-store-csi-driver-
provider-aws

5. R#EER, EEMA FIPS inH , FHIETHIEE . --set useFipsEndpoint=true

helm install -n kube-system secrets-provider-aws aws-secrets-manager/secrets-store-
csi-driver-provider-aws

ERRFETN YAML 2%
- FERATI®S,

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/deployment/aws-provider-installer.yaml

RERE

= EET EKS 5, Secrets Store CS| ERE)FZNF ASCP A ERNZE | FERE TP -

3
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1. BT EKS 8% .

eksctl get cluster --name clusterName

i tESEEEENHEEENR.
2. Ba%% Secrets Store CS| ERHEN L& :

kubectl get pods -n kube-system -1 app=secrets-store-csi-driver

BEZEEINHTHETES B Podcsi-secrets-store-secrets-store-csi-driver-

XXXo

3. EBT ASCP IMHEARE :

YAML installation

$ kubectl get pods -n kube-system -1 app=csi-secrets-store-provider-aws

Lo ek iR IR
NAME READY STATUS RESTARTS AGE
csi-secrets-store-provider-aws-12345 1/1 Running 0 2m

Helm installation

$ kubectl get pods -n kube-system -1 app=secrets-store-csi-driver-provider-aws

Lo ek iR IR
NAME READY STATUS RESTARTS
AGE
secrets-provider-aws-secrets-store-csi-driver-provider-67890 1/1
Running 0 2m

BEZEEEER Running AREER Pod,
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BITELM TR, MR —IIREER , CEXSFIMEACERTHREEMHER. IREEIE
B , BURFEREEBEMNRE Pod BIEREITHELE,

HE R B
1. HERE ASCP RHEENHE , FHT .

kubectl logs -n kube-system -1 app=csi-secrets-store-provider-aws

2. ®M&Ekube-systemfBZEHFTE Pod FIAREE :

kubectl -n kube-system get pods

kubectl -n kube-system logs pod/PODID

PR EE CSI BREFE XM ASCP MEHY Pod HEER "#1TH . R
3. #WE CSIEHERXRA

kubectl get csidriver secrets-store.csi.k8s.io -o yaml

kT EEEEE%%k CSI EBREANHEEENA.,

HtER
IMFHE Amazon EKS £/ ASCP WRHHlIERR , F2R TIER

« ¥# Amazon EKS £/ Pod &%
« AWS Secrets £ GitHub L1F CSI EEEFZX

A AWS ZFEAER M E CSI #E Amazon EKS B Pod &%

AWS Secrets and Configuration Provider &2 Pod Identity Agent for Amazon Elastic Kubernetes
Service & , AT BT Amazon EKS t#THEARIIRHERN L%, ELERERENEE, #
Secrets Manager & AWS Systems Manager 28 FH EHEBMZRRSEEF , Pod Identity AIfE1L
Amazon EKS B IAM & 73 88 3%

Amazon EKS Pod Identity i o 3FE$#23%iB Amazon EKS N HEREHT. BALSTBHE  WHKBRE
Amazon EKS H IAM BR#§ 2 B ER |, B{LERE Kubernetes FEFAE IAM EF AT+, Pod

# ASCP E2 Amazon EKS Y Pod Identity & 121


https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://github.com/aws/secrets-store-csi-driver-provider-aws
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Identity A ERREZEHEEFHE— IAM A, MEFENCSERR , ¥XEACTIERERES , UE
HEBMANEFEEES, EEFEATEAHEACEEFRAFTBRRECHEER , EAFRIBHEE
B|1FEL AWS ERRIEEL M,

BRI

1. Pod Identity &% IAM & &15ik#& Pod.
2. ASCP EA L A EHEITS 5 EE AWS R
3. MREEHEME , ASCP EHEGERNWME , WAFHRMLS Pod.

MEFMESR , F26B _(Amazon EKS FEAEIERE) T8 T # Amazon EKS Pod Identity BY1E{#EH
=Ko

TR

/A Important

Pod Identity & X #EZi%F# Amazon EKS, Amazon EC2 #1718 L& Amazon EKS
AnywhereRed Hat OpenShift Service on AWS, = H&EE® Kubernetes 5T XX EILIhEE,

« Amazon EKS # £ (1.24 IR E IR )
« i&EiB 7HL AWS CLI #1 Amazon EKS # £ kubectl
- FHRE AWS tRE ( ARBIIRFZE )

Z g Amazon EKS Pod Identity Agent

EEHREEFFEH Pod ldentity , BAEZRE Amazon EKS Pod Identity Agent Bt il 4.
Z % Pod |dentity Agent

EEE 28 Pod Identity Agent Bt bnsc4 -

eksctl create addon \
--name eks-pod-identity-agent \
--cluster clusterName \
--region region

# ASCP E2 Amazon EKS Y Pod Identity & 122


https://docs.aws.amazon.com/eks/latest/userguide/pod-id-abac.html#pod-id-abac-tags
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-how-it-works.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-how-it-works.html
https://aws.amazon.com/eks/eks-anywhere/
https://aws.amazon.com/eks/eks-anywhere/
https://aws.amazon.com/rosa/
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£ Pod &% 5% E ASCP

1. BMUFFIERK , #& Pod BEFRMMERF secretsmanager:GetSecretValueH
secretsmanager:DescribeSecret® ™, MFEBKEH| , 55 B the section called “Eil :
i B R E B AR BB R BT ET o

2. I T[H Amazon EKS BR§ EBIEEM Pod Identity IAM B :

JSON

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {
"Sexvice": "pods.eks.amazonaws.com"

},

"Action": [
"sts:AssumeRole",
"sts:TagSession"

]

}
]
}

& 1AM BERBEEZEAS .

aws iam attach-role-policy \
--role-name MY_ROLE \
--policy-arn POLICY_ARN
3. I Pod Identity BABE, FEEH] , 5528 (Amazon EKS FER &) FHEI Pod & % B

4. 73 SecretProviderClass , IEEEHIHE Pod PRI :

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/examples/ExampleSecretProviderClass-PodIdentity.yaml

SecretProviderClass #£ IRSA # Pod Identity 2 It T E£ R 2ZASH usePodIdentity, iE
RIBAML , TRESHRBS R, KIEER , CRAERACEARKIES (IRSA) K IAM &8,

# ASCP E2 Amazon EKS Y Pod Identity & 123


https://docs.aws.amazon.com/eks/latest/userguide/pod-id-association.html#pod-id-association-create
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- ZEFH EKS Pod Identity , i A T HI{EfI{E : "true", "True", "TRUE", "t",
||T||<>
- FEPABEMGER IRSA , FE REATHEME : "false", "False", "FALSE", "f", or
||F||°
5. & THEHHEWEM Pod/mnt/secrets-store :

kubectl apply -f kubectl apply -f https://raw.githubusercontent.com/aws/secrets-
store-csi-driver-provider-aws/main/examples/ExampleDeployment-PodIdentity.yaml

6. MREEAFAE Amazon EKS & , FHREREMEN VPC B8 AWS STS in, EEHEE
MIRBHER , H2BAWS Identity and Access Management &) TN E VPC %
2.

FERTFUERREC EREE  FHTTIHT

kubectl exec -it $(kubectl get pods | awk '/pod-identity-deployment/{print $1}' | head
-1) -- cat /mnt/secrets-store/MySecret

% E Amazon EKS Pod Identity LA7FEY Secrets Manager H # #: %

1. BMUFFIER , #& Pod BEFBRMMERF secretsmanager:GetSecretValueH
secretsmanager'DescribeSecretE‘FﬁIo MFBEREH] , 528 the section called “Eifl :
B B R E B AR B R BT E o

2. MREERZEWE , F57L Secrets Manager FE I MW,

il 37950

BRI LUEB R Pod EBERBIR KL HEER.
EEERRHRNERAR

1. FEATH&GSEE Pod BBEE, RTEHAERGRZEB , 5FH -n NAMESPACE,

kubectl get pods

# ASCP E2 Amazon EKS Y Pod Identity & 124


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
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2. BEHR Pod, BETHGESH , &% PoDID ERABEL—ESBHKRIIN Pod 8 Pod ID,
MRFEHAFERTEZEME , #5#EH -n NAMESPACE,

kubectl describe pod/PODID

HEEEH ASCP HiER

- FHEERMEARZBPESREZENA , FETHWSH , &% PODID £ csi-secrets-store-
provider-aws Pod 9 1D,

kubectl -n kube-system get pods
kubectl -n kube-system logs pod/PODID

£ AWS Secrets and Configuration Provider CS| #£E fR#EHRF (IRSA) #Y
IAM A

£

.« FTRIEH

« REFEUES

- BB EHIAIHE
- SREHE

TORIFRAF

« Amazon EKS F 5 (1.17 RS EFH IR )
« i&EiB 7HL AWS CLI # Amazon EKS # £ kubectl

AR TE fr Hu2

ASCP &#EEX Amazon EKS Pod Identity , WA HRZ#A IAM B, BAUEX IAM A1 1AM BUER
FEREFF A, & ASCP 1 IAM A& , TEFIERENRE, RIFFBHEHE IAM BEEIEH
B RAIEMARBFELFIRE,

# ASCP E2E R Amazon EKS B IRSA B4& 125
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T Amazon EKS Pod ¥t Secrets Manager H#2 #Y 77 BUiE

1. BAUFFIUEE , # Pod EEFEEMMER F secretsmanager:GetSecretValue#f
secretsmanager:DescribeSecret FF ™. WMFEBEREH , 5F5SE the section called “Eifl :
B B R E B B BB BT Ao

2. MRMKRBI 6 FAHEHEREY IAM OpenlD Connect (OIDC) 12t &., MEFMENR , F2HB
{Amazon EKS £ EERM) PN ALZHNEEET IAM OIDC E#E,

3. ABREIIRFEML IAM AE , YKEREERZZAR, NEFFHENR , 528 (Amazon EKS £
EZEE) PHARBIRFEY IAM A6,

4. WMREFEAFE Amazon EKS EE , BREBRSEFEN VPC EF AWS STS inE, NEEEE
MIRBHER , FHSBAWS Identity and Access Management  fER &) TN E VPC i%

ol ERE RS

& EME ASCP 7£ Amazon EKS FR# S REARRRZR LWER |, FFE L the section called
“SecretProviderClass” YAML &%, SecretProviderClass €5 HEHHENWER , UREHEHWLE
REMW, SecretProviderClass #HEZZEM Amazon EKS Pod (VAR A ZE A,

EREHE/ER

T BB REREA LA E A 5] YAML $& 2= ExampleSecretProviderClass.yaml Fl
ExampleDeployment.yam| #$#ZHBHAEER,

£ Amazon EKS &

1. #§ SecretProviderClassEAZ Pod :

kubectl apply -f ExampleSecretProviderClass.yaml

2. T|BISM Pod :

kubectl apply -f ExampleDeployment.yaml

3. ASCP ##EER,

58 Bt BF AR
ZALUEB IR Pod B IARRA S BIHR.
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https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
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https://github.com/aws/secrets-store-csi-driver-provider-aws/blob/main/examples/ExampleSecretProviderClass-IRSA.yaml
https://github.com/aws/secrets-store-csi-driver-provider-aws/blob/main/examples/ExampleDeployment-IRSA.yaml
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EEEERBNERA

1. FEAUTHHEE Pod BBEE, WRTFERAERBEZEM , BHEA -n nameSpace.

kubectl get pods

2. ZEEHIR Pod, BFETIGSH , 8¥ podld , EAEE L—ESBHHKIN Pod HH Pod ID,
MRAFEATAZBEZEM[E , BEMA -n nameSpace,

kubectl describe pod/podId

EEEF ASCP M58

- FEERMEBFDPSHEFMEER K BFETIHSGSP , &% podId, £ csi-secrets-store-
provider-aws Pod #9 ID,

kubectl -n kube-system get pods
kubectl -n kube-system logs Pod/podId

« HEFE %% SecretProviderClass CRD :

kubectl get crd secretproviderclasses.secrets-store.csi.x-k8s.io

;&III

S EEEESecretProviderClassBiI EREHNIHERE

«  HE52 SecretProviderClass ¥ 2 &3,

kubectl get secretproviderclass SecretProviderClassName -o yaml

# ASCP E2E R Amazon EKS B IRSA B4& 127
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AWS W FERERRHEREEEHI
ASCP 5 % B 5 ) 77 B2 41 €3 45

&5 : 503 Amazon EKS Pod Identity Service (pods.eks.amazonaws.com : //) {E{E A & 25 T/ER
EXHY 1AM BUE

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "pods.eks.amazonaws.com"
}I
"Action": [
"sts:AssumeRole",
"sts:TagSession"
]
}
]

SecretProviderClass

O LAEH YAML RIEREFEH ASCP £ Amazon EKS FRESH#ZR, MEEH ,

section called “SecretProviderClass A£”,

T
W
&5
5
(0]

SecretProviderClass YAML #&#&

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: name
spec:

provider: aws

parameters:

region:

ASCP il 128



AWS Secrets Manager EREEmR

failoverRegion:
pathTranslation:
usePodIdentity:
preferredAddressType:
objects:

MU IS HEAFRNFMENR
region

(BF) BWEAWS EBE B . MRTEMLRA , ASCP EREH LHEESKES., tEHS
BMHBBROVEAER , ALEREAFEAKE Pod WEERME EH.

MREWIEE failoverRegion , Bl ASCP 2 ERREMERFEEME, MRE—EiHEER
Axx $HER (Pl 5 o BaFERIRE) , B ASCP T8 EF—#%, MREKINK region MEUEE | Al
ASCP EHEZMZE, MREKRKIIHE region HEMER  BEKIIE failoverRegion RREUM
% , B ASCP e &M= E,

failoverRegion

(EA) MRETESHMEAL , Bl ASCP 2EHK region HERMN EBF AR EEME, o0
RE—EFHER 4xx 53R (Fl0 5 2 BRFERE) , Bl ASCP TEHEME—#E, MRERINKE
region FEEVMZE | Al ASCP SHIEZXMEE, MRARHIIK region FEME B2 RIIR
failoverRegion HEEU#E: , Al ASCP S HEIMEE., WFMAEALBUNES , FSH 2
EFHEREEE,

pathTranslation

(#M) IR Amazon EKS A EREBHR ISR BASRF T , A0 Linux LARER (), AIE
FANE-—EBRFT. ASCPELBEVIERRIBAFFTNHEER. HRith , ASCP #
BRIBARFIRRAHMT T, MEREALEN , AIRKRFETAKRE (), f20 My/Path/
Secret #&# A My_Path_Secret,

BEBRFHREFTERNIER  FWAFES False,
usePodldentity

(BR) REETRER L. AEER , CEERSBRBIRS (IRSA) (IRSA) B9 IAM A6,
- EEMFH EKSPod &% , EEATHEE : "true"", "True",. "TRUE", "t"Z{ "T",
- FEHEMEN IRSA , Bl REATHMEME : "false", "False", "f", "FALSE"E

n Fl||l=o
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preferredAddressType

(1R ) $8% Pod Identity Agent im B EAKIER IP thut FA, M EERARER EKS Pod &%
Theehs , WHEFEARKIRSH IAM B2KZK, BETESXPME, BXH ENT :

"ipv4", "IPv4"" B} "IPV4" — 5&&IE A Pod Identity Agent IPv4 i Bk
"ipve", "IPv6"Z "IPV6" - | Pod Identity Agent IPV6 i B
- RIEEE-FHBBREIRE, KER IPv4 inE , WTE IPv4 KBEFIPV4IPVG i B

objects

BEFHEMEN YAML EENFH, EBER YAML Z2TFHHTRE () FT.

objectName

PHE, BEEEHENRERNSEEZE, YA Secrets Manager , IER Secretld 28 , R
WENZLEBHTE ARN, R SSM BHFHRE , ER 28Namely , TR SBHNER
HTE ARN,

objectType

MR K& objectName EH Secrets Manager ARN , HAIBLNEH L, A2
secretsmanager = ssmparameter,

objectAlias
(i#MA ) Amazon EKS Pod AR ZHIEREHE, MRERIEEKMAL , objectName EFERA
ERER.

filePermission
(ER) EEAXRHENEZNERITAIN 4 LB\ ENFHR, MREKREELEAY , AIgER
A "0644",

objectVersion
(ERA) WENRE ID. TEBZE , RRABAEMEERRBLAETMMRAE ID, KFEE , EEAKN
MRAS, MREIE failoverRegion , Bt AREE objectVersion,

objectVersionLabel

(EA) RAMEIE, FEREARFIRALN AWSCURRENT, MEHMENR , #5
Bthe section called “BZ A", WMRBEE failoverRegion , BItWMNAREE

objectVersionlLabel,
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jmesPath

(Zf) EHETE Amazon EKS FZ RN Z SRS, ZEFHALRMN , FNRRESER
JSON #%&=R, MBFEHIEN , BXAEEE path M objectAlias,
iz EKd
REWEE JSON L BEHN SIS, MRBUTSETR 6 BEAESIHEHEY | 6
W : path: '"hyphenated-path"'s

objectAlias

EHEE Amazon EKS Pod FHEREE. RBMNISEFH , FEAESIHFEHR
&, I : objectAlias: '"hyphenated-alias"'s

filePermission

(BH ) EEARMBUMBRNERTIN 4 VB/\ELFHR, MREREELRL , AEHE
BRI ERET,

failoverObiject

(ER) mREEELMAL , Bl ASCP S ERMEETE objectName FIEEMN RN E
failoverObject objectName FHM FIEEMNHE ., MRE—HEE 4xx R (flw0F
SERFEEE) , Bl ASCP T8 EI—#%, MRERUIEEE objectName FHEUEZE , Bl
ASCP £ B ZMRE, MRAKIIMEE objectName HEMR , EERIRAEBH
objectName #EEV#Z | Al ASCP S EIZMEE, WRETSUML , AIEXETSHWL
objectAlias, MEMMAEALBAUNES , FSH REBEETENUE,

EXEBEMEIRELRK  CEESEALMV. NFNMEEEANES , F2H ZEH
MWEREBE.

objectName

REBERENZBHTE ARN, MREFER ARN , Al ARN F#Y &5 %78 B 1
failoverRegion %,

objectVersion

(ER) MWENRA ID, HEEBETE objectVersion . TEZR , RABREMRER
HWBEEHMRA ID, AR , EERAZIRE.

objectVersionLabel

(EA) RAWEIE . FERERZFRAELN AWSCURRENT, MEFMENR , B2Rthe
section called “BZRRR A",
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ERAEER

B B SecretProviderClass #H&E , LATE Amazon EKS Pod F# &%,

Pod Identity

SecretProviderClass A 7E#HE#Y Amazon EKS &£ FEHAME :

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets-manager
spec:
provider: aws
parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
usePodIdentity: "true"

IRSA

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: deployment-aws-secrets
spec:

provider: aws

parameters:

objects: |
- objectName: "MySecret"
objectType: "secretsmanager"

SecretProviderClass A&

ERELEHHRTRNRBIRIL SecretProviderClass &,
ol kA ARN HEHBEE
LhEHIFRBA AR S =E TR RN

« TE ARN IEENWE
- BREENME
« WENRERE

ASCP il
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apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret2-
dse5f6"
- objectName: "MySecret3"
objectType: "secretsmanager"
- objectName: "MySecret4"
objectType: "secretsmanager"
objectVersionLabel: "AWSCURRENT"

Yl RuBHESR/EY
LeEEHIREANAIHE JSON XA B HE R ERR/EY -

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret-
alb2c3"
jmesPath:
- path: username
objectAlias: dbusername
- path: password
objectAlias: dbpassword

W) AR R T B R

LeEEHI RS E RS ER R AR EHRR

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
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metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
filePermission: "0600"
jmesPath:
- path: username
objectAlias: dbusername
filePermission: "0400"

g6 . ReEpEARE |
ELHEHH REBUNARERFZNREBE.
LEAIRANALSEZEARIERSNUARERDTIERE .

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "MySecret"

RIEBEETENWE
LEHIRANAREREBEETRNME (FFEX) .

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
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provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "arn:aws:secretsmanager:us-east-1:777788889999:secret:MySecret-
alb2c3"
objectAlias: "MyMountedSecret"
failoverObject:
- objectName: "arn:aws:secretsmanager:us-
east-2:777788889999:secret:MyFailoverSecret-d4e5f6"

HbER
WFEFEB Amazon EKS £/ ASCP HIFFHHEER |

ﬁzﬂﬂ
®

SR THER :

- ¥ Amazon EKS f£/ Pod Identity
- £/ AWS RBMEREREE
« AWS Secrets £ GitHub £ CSI EESHFE =

£ AWS Lambda BIEH £ AWS Secrets Manager #%;

AWS Lambda @ —ERARF[EHERE A TELHTERNS , MESHELEERRSE. SEEFR

[ER W —IHIZhEE AWS Systems Manager , AI RHERERER EENUZEERHLZLNEBE AT,

IEATLAE A AWS Parameters and Secrets Lambda Extension ZREEEXFIREN Lambda BREHHI AWS

Secrets Manager Z NS B EHESH , MEFMEA SDK. UHFFEALLEFREEANFRENR , F2
B {Lambda FAZ A E35/) T HITE Lambda EE  FF Secrets Manager #%,

4B Lambda £/ Secrets Manager 3%

Lambda B A BERIRMHE Lambda BB A Secrets Manager MEZHTEFRA, BHBEH -

1. & Lambda B EF#YF F Secrets Manager # #step-by-stepZ 2 RE , HhEH#E .
- FREREFNAITEBEI Lambda B (Python, Node.js. Java)
- 8 AWS SEHMWE Lambda LR A layer
- BREMSEMNFH
- BRERABUCLEFEEBRME
- HIREH HE
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2. THRANSELEMREETANRESY  SERIGRENRE
3. THRERANERRNREER

£ VPC A {#H Secrets Manager # Lambda

MREE Lambda BREIE VPC H#1T , BFEE Y VPC i , LUFLEMEE T LARL Secrets
Manager, MEFMEN , 552 Bthe section called “VPC i 28 (AWS PrivateLink)”s

£/ AWS 2B MM E Lambda ZEHEAE

HE{RFEAH O] LAFEER Secrets Manager #% #] Parameter Store 28, MERE EHEHFERSEIER
ESHNFMENR , FSBAWS Systems Manager ( fEA&EER) FME Lambda HE R FERSE
EREZSE.

Systems Manager X #8213 :

o EMREANTRSEIFREREERNFARERE
- BIEFRIDEEFTIEE Lambda BREMIE T

- ARRELEMEENRREH

- ARERSHNELmS

- IEXENEEBNEFNTEIEM ARNs FE

£ AWS Secrets Manager B2
Secrets Manager fREEREXREEL R

AWS Secrets Manager RERXNE—EAF iR HTTP R¥E , AIiHBIIEEE(EEERIEH R Secrets
Manager VAR ZI AR, BRI SUEE TR R ER -

« AWS Lambda
 Amazon Elastic Container Service

 Amazon Elastic Kubernetes Service

* Amazon Elastic Compute Cloud

Secrets Manager REEZX IR ERTHORE , EENEAERXR localhost BVSHE |, M
T RIEZEM Secrets Manager. Secrets Manager Agent RAEEEIE |, EEEHWR,

BREARER 3%
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/A Important

Secrets Manager AR EFAFIREFHN AWS EAER KM Secrets Manager, ©2
SHAREFIWFERBIE (SSRF) WRE , UHBIRNEWE L LM, Secrets Manager RERER
BEREAEZE T ML-KEM B XBIEARSEELIEF SBTIR,

T f# Secrets Manager X2 1R EX

Secrets Manager RIEEX A IER AR , 7 Secrets Manager RERXEMUBRER. ©
SRBETHIEE EHEHBERNNWHEE

- FARREMNEEHR (TTL) & 300 B

- BAILAERARBEREH TTL

- ERETTIL BHRBERBER  SREEHEE

(® Note

Secrets Manager RERR T I EMREIEAN . MEMBERIIEE BHZ B8R , Secrets
Manager Agent B] BE & {5 [E138 FF i B 2 Lo

Secrets Manager Agent & LA B EIEMEN RN EEREEGetSecretValue, FEREREIP ME
B{E,

FE

- BE& Secrets Manager REBRER

- Z# Secrets Manager RIEBER

- {4 Secrets Manager Agent FEEU#

« T & refreshNow 8%

« 5R7E Secrets Manager RIEBER
- EATYEE
- B

X

Wi
ffin
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#2E Secrets Manager REBRER

il , FRELCAFAREFRERBIEMN Rust T,
(® Note

£ macOS L2 E/A fipsHaEMRERX , BRFEUATERSE

- BEVEA WIRBEHSDKROOT , HREAMITWHER xcrun --show-sdk-path

RPM-based systems
U RPM AEBNRKLEE
1. A REEFRENInstalliESE,

ETBReERBEFELREM SSRF 4, WAAHEFERE BXR F/var/run/awssmatoken,
RHEIESBEIYN awssmatokenreader B4 AT EEVER

2. PEAFEAENBIEARER K SEEEEAERXMITMENEAEIRFHIEE
awssmatokenreader&#H. Hilan , LA LAER T %) usermod SRR FEAEN BEERE
EWFFA , Heh <APP_USER> RERARIXHMITHENERE ID,

sudo usermod -aG awssmatokenreader <APP_USER>

KRBT E

£ AL2023 £LARPM BN RK L T AR T E #4E -

sudo yum -y groupinstall "Development Tools"
3. &% Rust

B8 Rust WHHHZ % Rust 5RE8 :

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh # Follow the on-
screen instructions
. "$HOME/.cargo/env"

4. BEREREN

E[E Secrets Manager REEX 138
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FREEREWSERE Secrets Manager RERE :

cargo build --release

BELE THREITHTHEtarget/release/aws_secretsmanager_agent,

Debian-based systems

1£ Debian BERFELEE

1. REHRABTER
£ Ubuntu % Debian R#t L , &2 build-essential £ :
sudo apt install build-essential
2. &K Rust
R IE1E Rust X RV %L % Rust R :
curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh # Follow the on-
screen instructions
. "$HOME/.cargo/env"
3. BEAREERN
FREEEBEGTERE Secrets Manager RERER :
cargo build --release
B LAE THREITHITEtarget/release/aws_secretsmanager_agent,
Windows

1£ Windows L& E

1.

REMBRE

5B & Microsoft Windows X4 H7E Windows for Rust L 3% & B 2 IR IEMIE R.
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2. BEMREREN

FREEREWSERE Secrets Manager RERE :

cargo build --release

BHLE THREITHITEtarget/release/aws_secretsmanager_agent.exe,

Cross-compile natively
BURE 7 R iR =
1. REBRFZFLER

FER M mingw-w64 EXHI DML , Fl20 Ubuntu , REBIREZELEH

# Install the cross compile tool chain
sudo add-apt-repository universe
sudo apt install -y mingw-w64

2. ¥ERust ZEBRE

%% Windows GNU ZE B & :

rustup target add x86_64-pc-windows-gnu

3. EARK Windows HEE

4w =28 AR Windows BB :

cargo build --release --target x86_64-pc-windows-gnu

BRI LAE KRBT {TEtarget/x86_64-pc-windows-gnu/release/
aws_secretsmanager_agent.exe,
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Cross compile with Rust cross
£ Rust cross XX X X w2

MEREBEIRECABFELER | BFLUEA Rust BER., WHFFHEEA ,
https : //https://github.com/cross-rs/cross.

%
W
&

/A Important
BEMESBEEERRPEA 32GB NHRZERE,

1. &% Docker
ZHMERE Docker :

# Install and start docker
sudo yum -y install docker
sudo systemctl start docker
sudo systemctl enable docker # Make docker start after reboot

2. %7 Docker 1]

#& IR f5E F & #1182 Docker #H4H :

# Give ourselves permission to run the docker images without sudo
sudo usermod -aG docker $USER
newgrp docker

3. EARM Windows HWEE

Z & Cross WE B AIHITHE :

# Install cross and cross compile the executable
cargo install cross
cross build --release --target x86_64-pc-windows-gnu

Z 8 Secrets Manager XERZ

RTILZEBREPERENEHRER
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Amazon EC2
£ Amazon EC2 £ %% Secrets Manager fRERER
1. BEEFHALAH

cd aws_secretsmanager_agent/configuration

T MEEPRHANInstalliETR,

BETBEERBRELRM SSRF 46 , WASHFRIE EX #/var/run/awssmatoken,
HHEIECIEEILMN awssmatokenreader B4R A EEVER,

3. BREEAEXNSFY
BERERXHMITENERAEIIREFHIEZE awssmatokenreader##f :

sudo usermod -aG awssmatokenreader APP_USER

DERRBEASITAAENERE ID BUX APP_USER,

Container Sidecar

& ] LAE A Docker # Secrets Manager Agent fE &K BARERARR —E£H1T. RE , BHE
FAREX AT LA Secrets Manager Agent IRt Ry A #E HTTP R ARBFMEENMZ . W% Docker WHHEAE
# , 552 [ Docker X 1F,

% Secrets Manager Agent 2 3 {ff B A 85
1. BURERER Dockerfile

A Secrets Manager Agent ¥ B & 852 31 Dockerfile :

# Use the latest Debian image as the base
FROM debian:latest

# Set the working directory inside the container
WORKDIR /app
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ERAEER

# Copy the Secrets Manager Agent binary to the container
COPY secrets-manager-agent .

# Install any necessary dependencies
RUN apt-get update && apt-get install -y ca-certificates

# Set the entry point to run the Secrets Manager Agent binary
ENTRYPOINT ["./secrets-manager-agent"]

2. EBIUFERARER Dockerfile

AN A FimERARZEIRE Dockerfileo

3. 13 Docker Compose =R

#3I Docker Compose R , UEAXABRBN N ESTMERSS :

/A Important

B ABA AWS BEAERHM SSRF 4/ , EABRIAFEEMEA Secrets Manager

Agent, 1% Amazon EKS 1 Amazon ECS , FZ2B THRA :

+ {Amazon EKS fEF&ER) PHEEFHE

« {Amazon ECS F#8& AB1ER) B Amazon ECS £ IAM A&

version: '3'
services:
client-application:
container_name: client-application
build:
context:
dockerfile: Dockerfile.client
command: tail -f /dev/null # Keep the container running

secrets-manager-agent:
container_name: secrets-manager-agent
build:

context:

dockerfile: Dockerfile.agent

%% Secrets Manager REEF2
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network_mode: "container:client-application" # Attach to the client-
application container's network
depends_on:
- client-application

4. BRREBEENDHEN

#&secrets-manager-agent —# U EE R ‘D E Dockerfiles F1 Docker Compose 18318
[ B &%,

5. BEMNFITERR
{#F Docker Compose BZEMHAITHET :
docker-compose up --build
6. RESR

BB E LAEA Secrets Manager Agent £ i Fin B es I ® ., MEFHMEEN , F2Hthe
section called “f | Secrets Manager Agent FEERFAZ”,

Lambda

BT LA Secrets Manager KIEFER H % A Lambda ZEHEHE, RE , BRILUEEHMA layer 3718
Z Lambda ¥ , ¥ Lambda EE I Secrets Manager Agent SAEVS M,

T35 RERBB AN GE A https://github.com/aws/aws-secretsmanager-agent : // secrets-
manager-agent-extension.shfHEHIIE TR LS Secrets Manager Agent 14 Lambda
HERIEAE |, LB E A MyTest IR,

A Secrets Manager Agent 231 Lambda #E 75 Ihag
1. HEREREXE

# Secrets Manager Agent BEXNIEEMMREB & , T TIHS -

AWS_ACCOUNT_ID=AWS_ACCOUNT_ID
LAMBDA_ARN=LAMBDA_ARN

# Build the release binary
cargo build --release --target=x86_64-unknown-linux-gnu
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https://docs.aws.amazon.com/lambda/latest/dg/adding-layers.html
https://github.com/aws/aws-secretsmanager-agent

AWS Secrets Manager EREEmR

# Copy the release binary into the “bin® folder

mkdir -p ./bin

cp ./target/x86_64-unknown-linux-gnu/release/aws_secretsmanager_agent ./bin/
secrets-manager-agent

# Copy the “secrets-manager-agent-extension.sh’ example script into the
‘extensions® folder.

mkdir -p ./extensions

cp aws_secretsmanager_agent/examples/example-lambda-extension/secrets-manager-

agent-extension.sh ./extensions

# Zip the extension shell script and the binary
zip secrets-manager-agent-extension.zip bin/* extensions/*

# Publish the layer version
LAYER_VERSION_ARN=$(aws lambda publish-layer-version \
--layer-name secrets-manager-agent-extension \
--zip-file "fileb://secrets-manager-agent-extension.zip" | jq -r
'.LayerVersionArn')

2. F¥TE SSRF ZfF

REEANWERELES B 5HIE SSRF FHRELATE

% AWS_SESSION_TOKENEZAWS_CONTAINER_AUTHORIZATION_TOKENREE B HRTE
M{E ( BXUA SnapStart B Lambda BB & —EEH ) . F , EALUEA Lambda EE
NEEERERAWS_TOKENIRIZEH K FALESHELARHAMELER, MREEEEAH
AWS_TOKENIRZEE 8 , BIEMFEH lambda:UpdateFunctionConfiguration®™ i RE&E

3. i layer BEEHE

# layer MR AN E# E Lambda B :

# Attach the layer version to the Lambda function
aws lambda update-function-configuration \
--function-name $LAMBDA_ARN \
--layers "$LAYER_VERSION_ARN"

4. EHMERBENXR

FEFIEW Lambda B , SAEFMhttp://localhost:2773/secretsmanager/get?
secretId=MyTestX-Aws-codes-Secrets-TokenZBEEREAR LRRESEHEEH
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SSRF ZfHE , EHHER ., FELERARAEXBHEFEFTEE , LLRAE Lambda HEH

BB PR FNEE A
5. AIREZ

A Lambda BREIRERTE B A [EEREEM

£ F Secrets Manager Agent HEEUH 55

FEEMEME L FEANEZEEEDY ARN HAEHSHRMIAKRME Secrets Manager Agent in B, 1R
¥RTERY , Secrets Manager Agent S E# Z HAWSCURRENThR A, EEMETRIKMRE |, FHEMA
versionStage = versionld 2,

/A Important
5 T 1% Bh{RE Secrets Manager Agent , WX BEBEFERPEE SSRF FHFAEH : X-Aws-
Parameters-Secrets-Token, Secrets Manager RERERIEE LG EEREEEN
SSRF Z&FHIFE R, BAILLE & BT SSRF 3 & #the section called “4HEEEIE",

AR

Secrets Manager REBRERFEAEAR Rust B AWS SDK , EFEHAWS EAEREHEHEE, B
IAM EAE R B 9 RTE Secrets Manager Agent #EERFEZREIEF T o

* secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

ME AWM ER |, 5528 Tthe section called “FFA/£&&E",

/A Important

W ZEIRIZE Secrets Manager Agent % , {EA Al FELEHIREFN SSRF ZHFNFEREEH T
LAfE Secrets Manager Agent IREVIFEX M, WMFTBFHMEF , 552 Bthe section called “Z&E

|1

o

£ Secrets Manager Agent #EE S %7
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gHIFER

curl
Example & — £/ curl RIS #WZ

T 5 curl #5651 REBAN{A#E Secrets Manager Agent ERI5#%, Ith#ifI{5%8 SSRF FHER BR+ |
tREARERESBERNLE,

curl -v -H \\
"X-Aws-Parameters-Secrets-Token: $(/var/run/awssmatoken)" \\
'http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID' \\
echo

Python
Example £ - £/ Python BRI E

T %l Python EifI/REaN{A# Secrets Manager Agent RIS %, tL&if|A%E SSRF FHER EX
P, EHRERLTRIETHRITFHRIMLE,

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided
secret id.
def get_secret():
# Construct the URL for the GET request
url = f"http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID"

# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {

"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful
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if response.status_code == 200:
# Return the secret value
return response.text
else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
# Handle network errors
raise Exception(f"Error: {el}")

T f# refreshNow 2 ¥

Secrets Manager Agent f# FiC B 88 A REVRF R ZE | E%E%E%ﬁ%fio RIZFERR , EREER
B (TTL) BB RNZE L BEEE 00 WEFEE—X, TiB , EEFZEHSERRFER
R, #B 2R ERBEIREUERIBH Z AR,

BT ERILBR& | Secrets Manager Agent X8 URL refreshNowh A W28, S UERA LS H
ME A EWRRERFNE, BBRE , XEREHEB up-to-dateE .

JEER1TA ( T2 refreshNow)
- ERAREME, EE TTLIBH
. BETTL 2 AEFBERS (TR 3009)
- MEREZETREBH WL , TESERBRNE
£/ 91T H refreshNow=true
- TEEREIBIRER
. EE Secrets Manager FEURFTHI R E
- FRAFEEMRRELER TTL
- BRE-FENERNHVREE

s B RENERE
/A Important

refreshNow WTEER{EA false, FRES Ktrue , ©EEE Secrets Manager Agent #HREE
RPIEEMN TTL , ¥¥ Secrets Manager #1T API FEAY,
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curl
Example €6l — fEF curl sAHI EFBEWEZ

T 5 curl #3588~ iN{Al58 %] Secrets Manager Agent EFf R IBWZ, IthEIHIE5E SSRF FER &
Z2H  UHRRHLTRETHERNLE,

curl -v -H \\

"X-Aws-Parameters-Secrets-Token: $(/var/run/awssmatoken)" \\
'http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID&refreshNow=true' \
\

echo

Python
Example & — £ Python 58 | E BB EZ

T % Python &35/~ &8 a0faI ¢ Secrets Manager Agent EUS %, L EIHIEFE SSRF FHER B
B, ERRRREESHERNNLE.

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided
secret id.
def get_secret():
# Construct the URL for the GET request
url = f"http://localhost:2773/secretsmanager/get?
secretId=YOUR_SECRET_ID&refreshNow=true"

# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {
"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)
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# Check if the request was successful
if response.status_code == 200:
# Return the secret value
return response.text
else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
# Handle network errors
raise Exception(f"Error: {el}")

% IE Secrets Manager RERER

EE®F Secrets Manager Agent Fy#ERE | 552 TOML #HRERER , A& TN ./
aws_secretsmanager_agent --config config.toml,

fAREIETH
log_level

Secrets Manager RN BFPHEWFHEAER : DEBUG. INFO, WARN, ERROR T
NONE, FEEX{EA INFO,

log_to_file

BEAREBRAEED stdout/stderr ;: truesk false, FAEREA true,
http_port

A HTTP AMREIHEREE BN A 1024 Bl 65535 2B, FERES 2773,
region

AWS ARERNEE., WRKRIEEREE , Secrets Manager Agent €% SDK ¥Ei[EiZ, FEFEH
&, 520 (EAM AWS Rust ¥ SDK R AEER) PHEELNZAERMNEREESE,

ttl_seconds

REVEEM TTL , UMW BB | SEENHR 0 & 3600, FEERES 300, 0 RIEHREL

cache_size

REP A FHRNHERE LR, €EMR 1 2 1000, F&EFRA 1000,
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ssrf_headers

Secrets Manager RIEEXERE SSRF FHNWEEBBFE, ARESR "X-Aws-Parameters-
Secrets-Token, X-Vault-Tokeny o

ssrf_env_variables

Secrets Manager RERRNEMHKFHE SSRF FHHRESBHERFE, REEEITUTEE
BRERERNSE | 0 FT/RAWS_TOKEN=file:///var/run/awssmatoken., FEER{EA
TAWS_TOKEN, AWS_SESSION_TOKEN. AWS_CONTAINER_AUTHORIZATION_TOKEN, o

path_prefix

RRHEBR RS /B EHBRN URI 8., FERER "W/

max_conn

Secrets Manager Agent A FFHIER K HTTP A FumERE , EE N 1 £ 1000, FEFR{ES 800,

‘BE%IJJ

Secrets Manager Agent AT SLEIRA - -featuresEHEEEZE |, LUERATIsEEEcargo build., AA
I IThRETIE -

E#EIhee

prefer-post-quantum

BIURSELIEFX25519MLKEM768M € RBEE %, AR, euH , BEFRERSELIERF.
X25519MLKEM768 RE& 3. post-quantum-secure 33 HE X,

fips

HAEEANEANEBEHRFIBE FIPS RAENRR,

A&
SRRk

Secrets Manager Agent 2R#%log_to_fileflREEE , EAMEIHERFCHT ER1logs/
secrets_manager_agent.logs stdout/stderr, E & FEFAFER MM Secrets Manager K ETE
XS REN , EEFUEHRERAEBAFEP, EMTEHIEE CloudTrail BFEH,
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A 35 Em

Secrets Manager REEXESAEHETET 10 MB BREYFMWARFER , YRR ERZZREBFE

=

<Ko

AWS BR %50 #

H#EAEH E Secrets Manager, CloudTrail 2 CloudWatch, # Secrets Manager Agent ER§
MBNBERTEHBEELHFED. B Secrets Manager REFER MY Secrets Manager LAEUE
WER  ZTUENIE NEAEREREXNFHLHE CloudTral Faws-secrets-manager-
agent,

BAI LA TE HERE R 8%i1Z I the section called “4HAEIEIE",
TEEE
SR

HARERERNERE  SEASRUUERREENIRE N SSRF RN S , BE 2B Ex

. Secrets Manager KEREXNMNEEBIHEERFH Secrets Manager & A &R BIEHAER |
LS ERIN R £ AR, BN , £ Amazon EC2 £ , Secrets Manager Agent KI5 {E #8135 B2 {F F
Amazon EC2 ABKHNEAERBIEHER.

/A Important

i R EAREBEERNF RS RE Secrets Manager %Aﬁﬂﬁﬁii@ﬁﬁﬁ'ﬁﬂﬁﬁi“%ﬁﬁﬁﬁﬁ
X, BEREAFESIHEN AWS SDKs HIREUER S R, MEFMER , FS2RIEUE,

£/ C++ AWS SDK El4§ Secrets Manager ¥ %8

H C++ ERRER |, SFEIEMF A GetSecretValue = BatchGetSecretValue AL SDK,

T 52X 15578 7~ a0 ER 48 Secrets Manager #Z1{E.,

PEFFA : secretsmanager:GetSecretValue

//! Retrieve an AWS Secrets Manager encrypted secret.

Z2E

i
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/2
\param secretID: The ID for the secret.
\return bool: Function succeeded.
*/
bool AwsDoc::SecretsManager::getSecretValue(const Aws::String &secretlID,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws: :SecretsManager: :SecretsManagerClient
secretsManagerClient(clientConfiguration);

Aws: :SecretsManager: :Model: :GetSecretValueRequest request;
request.SetSecretId(secretID);

Aws: :SecretsManager: :Model: :GetSecretValueOutcome getSecretValueOutcome =
secretsManagerClient.GetSecretValue(
request);
if (getSecretValueOutcome.IsSuccess()) {
std::cout << "Secret is: "
<< getSecretValueOutcome.GetResult().GetSecretString() << std::endl;

}
else {
std::cerr << "Failed with Error: " << getSecretValueOutcome.GetError()
<< std::endl;
}

return getSecretValueOutcome.IsSuccess();

£/ JavaScript AWS FHEEHEE Secrets Manager # & {E

¥ JavaScript FEFTEF , 55F A getSecretValue B batchGetSecretValue E#EMM SDK,

T 523 5 £ 5 B8 R a0 ER 48 Secrets Manager ##1E,

MEFFT : secretsmanager:GetSecretValue

import {
GetSecretValueCommand,
SecretsManagerClient,

} from "e@aws-sdk/client-secrets-manager";

export const getSecretValue = async (secretName = "SECRET_NAME") => {

JavaScript
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ERAEER

const client = new SecretsManagerClient();
const response = await client.send(
new GetSecretValueCommand({
SecretId: secretName,

1,
);

console.log(response);

/7L
//
//
//
//
//
//
//
//
//

secret-

//
//
//
//
//
//
//
//
//
/73

'$metadata’: {
httpStatusCode: 200,
requestId: '584eb612-f8b0-48c9-855e-6d246461b604",
extendedRequestId: undefined,
cfId: undefined,
attempts: 1,
totalRetryDelay: 0
.
ARN: 'arn:aws:secretsmanager:us-east-1:xXXXXXXXXxxXx:secret:binary-
3873048 -xxxxxx"',
CreatedDate: 2023-08-08T19:29:51.2947,
Name: 'binary-secret-3873048',
SecretBinary: Uint8Array(11) [
98, 105, 110, 97, 114,
121, 32, 100, 97, 116,
97
1,
Versionld: '712083f4-0d26-415e-8044-16735142cd6a’,
VersionStages: [ 'AWSCURRENT' ]

if (response.SecretString) {
return response.SecretString;

}

if (response.SecretBinary) {
return response.SecretBinary;

}
i

£ Kotlin AWS SDK Hi1§ Secrets Manager ##{&

A Kotlin ERARRR |, S3EIZEF A GetSecretValue = BatchGetSecretValue FEAY SDK,

T 52X 1558 = a0 {AER 48 Secrets Manager #Z{E,

Kotlin
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MEFFT] : secretsmanager:GetSecretValue

suspend fun getValue(secretName: String?) {
val valueRequest =
GetSecretValueRequest {
secretId = secretName

SecretsManagerClient { region = "us-east-1" }.use { secretsClient ->
val response = secretsClient.getSecretValue(valueRequest)
val secret = response.secretString
println("The secret value is $secret")

5/ PHP AWS SDK H1§ Secrets Manager ##{&

Y PHP FEARERF , BF A GetSecretValue 5 BatchGetSecretValue BRI SDK,

T 52X 15578 = AN {ER 48 Secrets Manager #Z1{E.,

MHEFHFT : secretsmanager:GetSecretValue

<?php

/**
* Use this code snippet in your app.

*

* If you need more information about configurations or implementing the sample
code, visit the AWS docs:

* https://aws.amazon.com/developer/language/php/

*/

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

/**
* This code expects that you have AWS credentials set up per:
* https://<<{{DocsDomain}}>>/sdk-for-php/v3/developer-qguide/quide_credentials.html

*/
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// Create a Secrets Manager Client
$client = new SecretsManagerClient([
'profile' => 'default'’,
'version' => '2017-10-17"',
'region' => '<<{{MyRegionName}}>>",

1)

$secret_name = '<<{{MySecretName}}>>"';

try {
$result = $client->getSecretValue([
'SecretId' => $secret_name,
1);
} catch (AwsException $e) {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
throw $e;

// Decrypts secret using the associated KMS key.
$secret = $result['SecretString'];

// Your code goes here

£ Ruby AWS SDK Hi4§ Secrets Manager #Z{E

HHA Ruby FERRER , B get_secret_value = batch_get_secret_value E3ZRY
SDK.,

T 52 S &5 B8 R an eI ER 48 Secrets Manager ## 18,

PEFFA : secretsmanager:GetSecretValue

# Use this code snippet in your app.

# If you need more information about configurations or implementing the sample code,
visit the AWS docs:

# https://aws.amazon.com/developer/language/ruby/

require 'aws-sdk-secretsmanager'
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ERAEER

def get_secret

client = Aws::SecretsManager::Client.new(region: '<<{{MyRegionName}}>>"')

begin
get_secret_value_response = client.get_secret_value(secret_id:
'<<{{MySecretName}}>>")
rescue StandardError => e
# For a list of exceptions thrown, see
# https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
raise e
end

secret = get_secret_value_response.secret_string

# Your code goes here.
end

£/ BUiS & {E AWS CLI
HEEFA : secretsmanager:GetSecretValue
Example #EEU 2B N2 27 8

T35l get-secret-value EfIEES H A #HE.

aws secretsmanager get-secret-value \
--secret-id MyTestSecret

Example #EE 5 B0V B 22 1E

T %) get-secret-value E|EEE LHTHIEZE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret
--version-stage AWSPREVIOUS

S BEHX P H — B AWS CLI
DEFFA

* secretsmanager:BatchGetSecretValue

AWS CLI
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+ secretsmanager:GetSecretValue BEHENSERZN .
- MREFERHBREE , AEXERHSE secretsmanager:ListSecrets,

MEF A BEEW |, 5528 the section called “Z345l : #EEU X P — A B EREFT,

/A Important

WMREH VPCE R BB FEEVE EREE 2 B4 B B RISV R |, Al
BatchGetSecretValue A" EEEIFM#HFE , MASEE S,

Example #EUR & 85 BV R IR EF AN ZHE

T %l batch-get-secret-value EflE A ={EWFE B A #RE,

aws secretsmanager batch-get-secret-value \
--secret-id-list MySecretl MySecret2 MySecret3

Example #EUR EFE R4 5] H N R B EHEN B IHE

T %l batch-get-secret-value SIHIEMBEEEAH "Testy 2EBZEHBHNEHE,

aws secretsmanager batch-get-secret-value \
--filters Key="tag-key",Values="Test"

£H AWS EEaIENZE

ETREIRE (TR A)

1. BIFELATLERIRK Secrets Manager £ & : https://console.aws.amazon.com/
secretsmanager/,
2. EWEBEY , EELEERINME,

3. 1f Secret value (MZ1E) [BER , 1#1Z Retrieve secret value (FEERMZ1E),

Secrets Manager S W HH B BIARA (AWSCURRENT), ZEEEERMBZNE MR | 440
AWSPREVIOUS = BFT#RFCHRA , FE6ER the section called "AWS CLI”,
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£ i {EF AWS Secrets Manager #% AWS Batch

AWS Batch A8 E#THNEE TEEH AWS Elf, A AWS Batch , AU BRERF
HX1E AWS Secrets Manager #ZH , AR ETIBERFTSE , BEUEBBERDIAEE. WFFEE
A, BF2BE A Secrets Manager I8 EBBE .

£ ERH AWS CloudFormation EX#§ AWS Secrets Manager #%

5/ AWS CloudFormation , &2 m] AEERZE £ H M AWS CloudFormation 8 R ERNHE, &
RRBIZRBELMEHA Secrets Manager EAXMNERBEILME , RAERWBPHEIREAERBN
=i, LREFRENENRE. NEFEHA ZURENER AWS CloudFormation , 5528 AWS
CloudFormation,

= ZHEEL AWS CloudFormation AR HE , BEABESE, ECBRIHER K BHESEGKEW
ZEEIZE AWS CloudFormation £ , AN BT FEEN R REEN. HEh  ERLBARER
% ARN RSEWE, BUUEFMERBETEBDESEARBE, ETEERPEERDEERE
SERNMEER (FIE0 AWS : : CloudFormation: :Init) , ABEEFMBAEETRAF AR,

MENBESEZERTIER
{{resolve:secretsmanager:secret-id:SecretString:json-key:version-stage:version-id}}

secret-id
WEHNEBY ARN, EEFBRAWS IRFPFNME  BoFERARZERE, EEFITE AWS R
FHEME , FEAMER ARN,

json-key (&F)
LEHRNENREMANRSIRER, MRERIEE json-key , 8 AWS CloudFormation #EERE
BREXF, LEBRAUREFTIEETHFT ().

version-stage (i)
EFRANMBERA, Secrets Manager EwiE F B EABEERRERTRRE, MREFE

F version-stage , T EIEE version-id, MREKIEE version-stage = version-
id , BIFEEE A AWSCURRENT kA<, WWEEBAIGEEFRAIZEEHRFTT ().
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version-id (Z )

EEFE AR — BTG, WREEE version-id , IFEFREHE version-stage,
MRBKRIEE version-stage = version-id , BIFEEE A AWSCURRENT FRZAR, Lt[EEXATRER B]
BEEHRFTT ()

MEFHMET  F2READESEIEE Secrets Manager W#,

® Note

BNERARSHE\)EBRREREVEESE, AWS CloudFormation EEEITIEL S E |
EEERERAK.

£ GitHub £ £ AWS Secrets Manager # %%

EEE GitHub EB R ERARE |, WA LIEER GitHub BIfEME FEERRKZE , AWS Secrets Manager I #%
HFE B GitHub THERBHHIESRIEE Y., MF GitHub Actions WEEMERR , 7528 GitHub Docs
(GitHub X #) ##9 Understanding GitHub Actions (Bf# GitHub Actions).

BWEFIEE GitHub IRIREF |, GitHub TR MMM E T RE T UERAZWE . FEE Security
hardening for GitHub Actions (GitHub Actions FY &£ 45&1t) RHVIES| , BB I RIRBEP N ZEE
B

BRI RRENREFTSRESREEHE , IEWRFESR JSON , EFLLEIH JSON , HE1E
JSON R5|REMZEMBHRRER. WRWBREREN , LBFESREBRASFEH,

EEMRUEREZENWIRESSY | FRAMEHICHK, MEFMEEN , 5528 GitHub Docs (GitHub X
) 9 Enabling debug logging (Bt {E 552 8%).

EEEANBERY MANRERY  H2H GitHub XHFNEREE,
TERMRAF

HEEALEE , BFEEFERE AWS BAEHR , ¥ FEA configure-aws-credentials &
B AWS [EiF £ GitHub IRIFEHERE . MKEREMY GitHub BEERE AWS BEEEMN IS RIZ/E , £H
GitHub OIDC #tfEBm BRI AR, EUREFEAEHERE , B2 HMFIMESBFEFE Secrets
Manager Z 7ho
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LWEEREN IAM BELEEE T

- WIEERRMWWEE GetSecretValue,
- WATEWEE ListSecrets.,
« KMS key IR WERFER % |, DecryptBlB (BH ) EEZELH,

WEFMEER |, 552 Bthe section called “& 4 B & B FEUR &7,
A=E

BEEMALLEME , FRESREEMTIFEEZN THERE,

- name: Step name
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
secretldl
ENV_VAR_NAME, secretId2?
name-transformation: (Optional) uppercase|lowercase|none
parse-json-secrets: (Optional) true[false

B8
secret-ids
W# ARN, BHRBNEEFEE,

EERNTRESHSTE  BERF IDOMARE , AR EEGES, Hl90 , ENV_VAR_1,
secretld €LMER secretld B & A ENV_ VAR 1 WIRELE, RIEESHEZBUALASAET
8. BFAELR

HEERAFE  FWAELZEF T, RARMLER, HlA, dev: EFEEBL dev RENFE
W&, THRNEFREBRLRS 100, MRERELHERE , A7 RS EREANT , AIBFES
Ko

name-transformation

LS REREURBEREUSARREEEE K RESUEBOCENARTEAETE., ¥
FHESR  BLETEUHTHE, SREBINTFE , ZAUETREERERNEFTIRE
lowercaseD , FEBFFREL WRAInone, FAFXES uppercase,

=
2]
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parse-json-secrets

(RF) BN SR ERBEREAUBENEE JSON $5, ¥ parse-json-secretsi
A true , B JSON S EEENE T RERH,

FEEE , MR JSON FRESD KNBHZREIE (Hl20 "name" F "Name") , BIFEEEEERBE
R, EWERT , 554 parse-json-secrets FRES false , A5 Bl JSON WHRE,

RIESHG A

B BEEINRESY K HEBSRARRNEENEE., RESHVHAEERINEETE S , Bt 8
EEERNEEBUNFESELER, N, KBESK N EFBEBRAKEFTR., NREINHEN
JSON , BES L RERBFETESWHRRBM JSON £4842% , a0 MYSECRET_KEYNAME, &M LA%
E8E , FETEERNEFH,

NRBERESHSKELEENEBEER  BFEAM. BRERT , EL4ARBEARNRELEN R
BEERSE.

BT ReERAvEH -

- 54 "MySecret" FIWEFE A "mysecret" WHEZEHERNAB A "MYSECRET" HWIRIEEH,

- &5 "Secret_keyname" B ZE B A "Secret" B9 JSON ZHTHZ | AKX B A "keyname" &8 |
HMEMAHE A "SECRET_KEYNAME" HRREH,

BUEER B RRERREHERE TSGR, EEELR A WEHENV_VAR_NAME,

secret-ids: |
ENV_VAR_NAME, secretId2

ZHAIR

- MREELEparse-json-secrets: truedBMAZHER , REEZEHRNMWE D, BEFEmS
RIESE , EHIMHW JSON £BEE, BHEEBTIENEEHE.
WRMETITEEMM JSON , HIBMESEN —ERESY  WEHGBZBEUEZBER.

- MREEREparse-json-secrets: falseXWAZARE , REFEFEZHENWE D, MIEEE
BIREEH B RERIEERE.
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ERAEER

TosEFIEREBRIE

,secret?

#i {51
Example 1 k& % ARN EVS R

LTEflEaRmEEM ARN FBINME , BEURESE,

- name: Get secrets by name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
exampleSecretName

arn:aws:secretsmanager:us-east-2:123456789012:secret:testl-alb2c3

Q/test/secret
/prod/example/secret
SECRET_ALIAS_1,test/secret

SECRET_ALIAS_2,arn:aws:secretsmanager:us-east-2:123456789012:secret:test2-alb2c3

,secret?
BUNREESY .

EXAMPLESECRETNAME: secretValuel
TEST1: secretValue2
_@_TEST_SECRET: secretValue3
_PROD_EXAMPLE_SECRET: secretValue4
SECRET_ALIAS_1: secretValue5
SECRET_ALIAS_2: secretValue6
SECRET2: secretValue7

Example 2 BRGAF BRI B MR

LTEHERBBIU beta BENFIERE , EXREEH.

- name: Get Secret Names by Prefix
uses: 2
with:
secret-ids: |
beta* # Retrieves all secrets that start with

'beta’

gl
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ERAEER

BYNREEH

BETASECRETNAME: secretValuel
BETATEST: secretValueZ2
BETA_NEWSECRET: secretValue3

Example 3 | ## = HH JSON

LTS g3 mEZr JSON , BULEVTRREBH,

- name: Get Secrets by Name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2

with:
secret-ids: |
test/secret
,secret?
parse-json-secrets: true

MR test/secret EBUTWRE,

{
"api_user": "user",
"api_key": "key",
"config": {
"active": "true"
}
}

WA secret2 EEUTREE,

{
"myusername": "alejandro_rosalez",
"mypassword": "EXAMPLE_PASSWORD"
}
BUVNREEE .

TEST_SECRET_API_USER: "user"
TEST_SECRET_API_KEY: "key"
TEST_SECRET_CONFIG_ACTIVE: "true"
MYUSERNAME: "alejandro_rosalez"

gl
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MYPASSWORD: "EXAMPLE_PASSWORD"

Example 4 $t i IRESBEBEANEFH
TrEHERIEBANENRESE,

- name: Get secrets
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: exampleSecretName
name-transformation: lowercase

RESHERN :

examplesecretname: secretValue

£ B {EF AWS Secrets Manager #% AWS loT Greengrass

AWS loT Greengrass R EimIGEEREAEEN R, ERFRREVEE S MERIEFARRN
B8, BXEEAREE K EARAK 22 EMEES.

AWS loT Greengrass A& H AWS loT Greengrass £ENREMERRERNETEIRE , ML
TERXAREEE. THAREMUWE, SR 7£ cloud. AWS loT Greengrass extends Secrets
Manager 1 AWS Secrets Manager £ 7 MEEWE , AWS loT Greengrass LAE &1 E 12235 7
Lambda BN AT A E A AR ZREREMEREXER.

EERWEESE AWS IoT Greengrass FHiH , BRI LIE L 8% Secrets Manager WEN B HEE
Ro WAAREREEAEBEBN ARN RSBEZRILE, BEETHROMEYL, EBENEAREZEER ,
25 (AWS loT BB ABER) PHEAREER.

s

BEMEREEEE AWS IoT Greengrass &4 , 2R EEEZE AWS loT Greengrass /D

ESEEMESFER AWS Secrets Manager M %

AWS Systems Manager S8 FHEAMBEERNEENMEEERHLZENRENRT. EUUERE
B, EREFRNREBZENERMASEE. T8 , 2EEHETERAFTRNUERM BB RIAR
%, Rz , BEERETBRESWHRERIE Secrets Manager 1, REEZRBEESBERESE
RBE,
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=R

B IR Secrets Manager SRESBEHER | secret-id 2EEHREEEECEZBER M EER
R ()o

MEFHMAEN , FFSBAWS Systems Manager { FREIERE) FHRSEFEHESEHSE AWS
Secrets Manager ##,
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BRi: AWS Secrets Manager #%

RASEHENRENBR. SCRANER SEFREMNENESREFOEE. £ Secrets
Manager % , B ARERE S BBHR. AMEHRTR

- SEWHR -HRAXZIEIZIEWR  BULUEH SEHR , RESALKRENEERR, SEHRT
/A Lambda &,

« the section called “#k Lambda B E#Emif" - HREMBRAWME , Secrets Manager SR &£ A
Lambda BK 23R & 37 4 2 M & B E = AR 7% o

AWS Secrets Manager # &1 2 Eixik

BoBBRUZERE  RESEEFRALRENEEHR, FAZERRE  EFSER AWS
Lambda BRBREFHER ERNRBNEAER,

THIRBREZ E@wL

« Amazon Aurora AEXEFHERHFRAZIERBR., WFEFMEH , 528 (Amazon Aurora £ E
&Y HHIAEA Amazon Aurora #l AWS Secrets Manageri 1T R B & 1,

« Amazon ECS Service Connect & TLS AWS Private Certificate Authority B IREZ EHmiE, W
LFHMERN , 528 (Amazon Elastic Container Service BiZ A S$ER) FH TLS with Service
Connect,

- Amazon RDS AFXEFHEBREHIEHR, MEFMENR , 5528 (Amazon RDS FAEE
) A Amazon RDS #l AWS Secrets Managerit 1T G &S 1.

 Amazon Redshift REE S ZRBRMUZERIR, MEFHMEEHR , 528 (Amazon Redshift EE 15
)y HHEH AWS Secrets Manager&# Amazon Redshift 12 8 %15,

® Tip
MEFMEHMERNE | F2E the section called “fik Lambda B E#wih",

TERNENRLBEEGE—2ERATR. ERAHNE  SERENHERTESNEERNER. TE
ARAH , BMENEBLERKEER  EFANERAEAERNKEERBEYNEREELRE , Mk
ERAEERE, YREAEXERE K ANMEERSN AN , BaERAZEEREWRER,
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BEFIEWMIRNGE

1. 7E Secrets Manager AP HMZTERE ., BUJLUEEREEERKEHER , I Secrets
Manager &P ESHE,

2. 1£ Rotation schedule (E8#25E#2) # , £ Schedule expression builder (HERRRIZERNEERS) , A
Schedule expression (HFR2XRiZER) XX , @A UTC BREMHETR, Secrets Manager 2§81 HEFE
f7FEA rate() H cron() FTEX. GRS EBDEFRERE , BRIFEBIEE Start time (FA%E
K)o, BB/ NRRR—ANE, WEFHER A F2ERRHE.

3. (EH) R Window duration (RFERIFERERE) , BIFEAE Secrets Manager M BN KRR
B, plan, =@/NERE 3h, RRETBEMEIT —EERiREEE, MRERIEE Window duration

(RBREFERR) , AIHRUPNRASBEVNRIRIIRE  BREE-EEEDREM, BRAXRAEN
MEiRgiE  KREE - RERFBBEIRM.
4. BERRE.

BFEIEWRMEERE (AWS CLI)

Y rotate-secret. FHIEHISESMBANE 1 XFSE 15 X 16:00  18:00 (UTC) 2 BEiE
7. MEFHMER , FSEWALRE,

aws secretsmanager rotate-secret \
--secret-id MySecret \
--rotation-rules \
"{\"ScheduleExpression\": \"cron(® 16 1,15 * ? *)\", \"Duration\": \"2h\"}"

it Lambda BdZEmit

HNFZEAMME |, Secrets Manager €A AWS Lambda BREREFHM AN E R ERRE. ME
BBAEA Lambda BB ANER , FSE EE.

HRE s AEMBRBEEENRE  SUNEAZERR. ZECA ZEGR , EUNEREBEERY
BUMER,

iR HAM | Secrets Manager 2R REWEURENEH, MEFHMER , 552 Bthe section called
“fF 508% AWS CloudTrail 7,

EEWMWE |, Secrets Manager ERIBERENWMPHEREMW Lambda HE, MREEREEE W
RSt FEFHMZEE |, B Secrets Manager 75T E T — B E B S H IR AB N,
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i HAE |, Secrets Manager 8 Z )X HIUMERIMNKE , BESXERATRNSE ., Secrets Manager £
SYMT 5 JSON FEREBRIUAKE

{
"Step" : "request.type",
"SecretId" : "string",
"ClientRequestToken" : "string",
"RotationToken" : "string"
}
BY .

o SB_WHILE : create_secret., test_secret. set_secrets finish_secret., ME:¥
MMEER |, 552 Blthe section called “Ey#a B & &Y IU{@E L B,

+ Secretld - B 2 WEZM ARN,

« ClientRequestToken — FTAR AW Z W HE—FBITF. LEFWRBRESEYE., WEFHAEF , 528
AWS Secrets Manager APl 2% fiy PutSecretValue : ClientRequestToken,

+ RotationToken - I HFERRIGHHE —ZEIF. FARTNACEIERFHVETHREHVKEEE ,
B EEBFER S —ERSFH Lambda MR E@mBR—ERSPHRE, TEMERBIT , @
BEEERT IAM BRI Secrets Manager , A% Secrets Manager €1 F 81 F & KB 7%
IAM B 5%,

MB RIS ER KRB | Secrets Manager 8 % )X EXZRERHITUBRE,
e

« EXXE Amazon RDS, Amazon Aurora, Amazon Redshift 8, Amazon DocumentDB # Y B B w1t
« FREIEERE AWS Secrets Manager BHH B Bhimik

- fER BREH B @R AWS CLI

« Lambda B &% 155K #%

« Lambda i B &

« AWS Secrets Manager &8 & &1 4

« B Lambda BB EE 1T A B A AWS Secrets Manager

« AWS Lambda $m# B S H % 7 ER

« ¥ AWS Secrets Manager i EITHED

fik Lambda B E{#R it 169
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£% 7 Amazon RDS. Amazon Aurora. Amazon Redshift 2% Amazon
DocumentDB #Z2HY B B Em it

A BRERAWMMELEthe section called “4k Lambda HEER R EREWR, WIREEHEHTEZN
BiE, EXHRERE K SEFRZMEREFRNER. 7€ Secrets Manager F , BRI B E R ER
R E B B,

EEFHAIRARERSR , AXALRERRRE, EERERNFHTRHER , WRBERE Lambda
WIREKE , EEEY @, TEAtEE Lambda HEHTACRKREN T, HE—F 2R Lambda
IR B T LAUEIBHEEE , 7£EL Secrets Manager FEHERIE,

/A Warning

EERMBBWR , BULEHEE A Lambda BRIREEE T IAM BTACKEFR , WASFFITBR
EEEZAR, BEBEE iam:CreateRole M iam:AttachRolePolicy d, EFE
LHAAES R T B2 EATA,

HER

- DB BERBERY (BEY BUBREAERE
- B2 RERRIEIRBEE

- S 3: (BF) BN TEHMFT ARG

- B4 ARBRHEEEREFR

- RESR

SE 1 REHRER DT (BB BUERERENE
WNEE Secrets Manager PR SR KAV MERIEFH , 582 B the section called “Lambda B &R KL,

MBBBREXSFEHERE K MNEEIURE  WEHDHEEREBRERAERE. EEEEFEK
FRERINRE K RABBRSERE—(FAFERE K MASBHEAEBLZEXFTY. FEE , Amazon
RDS Proxy T X ERX & FHE K,

SER2 REMMIE T WMIREE

£E A Amazon RDS. Amazon DocumentDB & Amazon Redshift $%233 B8 Bl it

1. BIEUTNERBMEEEREEEH A  https://console.aws.amazon.com/secretsmanager/o
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2. 7 Secrets (#%) HEY , BEHME,

3. 1£ Secret details (M5 #ME ) EMEA Rotation configuration (ERit4HAE) [EEXH | iR Edit
rotation (fREEERIR),

4. 7£ Edit rotation configuration (R ER1R4EAE) BEE AR |, MITUTEE -

a.

b.

f.

BB Automatic rotation (E B)Esif),

£ Rotation schedule (E#8EF2) & , £ Schedule expression builder (HFiERIEXNBRESS) |
= L Schedule expression (BERRRER) X , WA UTC BFENHERE. Secrets Manager &
BENBERF#TS rate() = cron() RiEX, WIRSEHDEFERHEER  BRIELEE
Start time (B#REE). BUUESN/NFRBR—AWE, NEFHENR , F2EWmBEHE,

(ZA) EM Window duration (RFEXFER ) , BIFEEE Secrets Manager B3 2 19 B
BRE , i, =@/ NERE 3h, BERETBSEMET —EHREE. MREKREE Window
duration (RFEYIFERFRY) , ARV ABENNRBREE  RBESE—/ ) HEEBEEM. ¥
RUXBENNRIRHERE  BREE—REREEFHEEA,

(% F) i### Rotate immediately when the secret is stored (72 B I BN ERitt) LEREE
FRBBRANRE., WRERZEGHR |, B — KRR RBERENHERERE.
MREPAY , HIR AT 3 F 4 #KREHK , Secrets Manager €% X EXHWILHE,

£ Rotation function (Sw#:EKE) T , BT T HP—I1F .

i#1E Create a new Lambda function (¥72 Lambda BN %) , AR W AFEHEWN A
#. Secrets Manager 4% SecretsManager FIEEHEBBZEHBE, Secrets
Manager ERRFEENSE AR KEY , XA Lambda HITABRELENFT A,

##Z Use an existing Lambda function (fEFAREM Lambda &) , EEFEREAREM
WENWMEE S, Recommended VPC configurations (&% VPC #H48) T 5 KAy ik
Y, EERESFHEN VPC LB E  BUREETFIERE,

HRWBRRE  BEE-FHEIRSEEHAERE. MEFHMENR , F28the section called
TR REWmIRRIRY (REY) BUBRERERE,

5. #iF Save (R#).

HER 3 (BA) WiniR B BEE A b et A R4

EHRBRRENERBEES , RMEBEETESRNEEL® aws : SourceAccount , 1#BBF IE Lambda
WEEEREREA, HREL AWS i , ABGEREREARS , AWS BEEERFER
aws :SourceArn#l aws:SourceAccount£EHFEH R, ER , MR ELNBEBEREBBESLE
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€ aws:SourceArn &4 , AImRE B RAEANBES ARN EENRE, BRBEIERELHR
aws:SourceAccount , SAMERT A iR B B R S EMER,

& B E IR B EIRBUOR

1. 7E Secrets Manager & F | BELHNNE  AREFMEEFAEEH Rotation configuration (¥
HRAARE) 2T , i#4E Lambda BB, Lambda ¥ & B,

2. EBEAEREBEXHARN Lambda FEIFE R , ¥ aws:sourceAccount &,

"Condition": {
"StringEquals": {
"AWS:SourceAccount": "123456789012"
}

MREH KMS €M 2 AWS ZE L8 aws/secretsmanager BHWZ % , Secrets Manager {&
8T Lambda ITABFEAZXSMMET, EALUEIR SecretARN BN B RBEHIFEABREEE ,
RMERRENHACETERTZHEERIVNRE,

EmREHANITAR

1. 7£ Lambda BWEHEHRFEARE K AREHTACTREACER.
2. RBIEUAGHITBERPIIERHIE kms:EncryptionContext:SecretARN &4

"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"
}
1,

SRR 4 AWREEREMERFR

WMEFMEE |, 552 Bthe section called “AWS Lambda &2 B S A 48R FE

®rEIR

552 Bthe section called “BR A 5F S HERR",
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X EIFERIE AWS Secrets Manager W) B B #w it

AR # EERIE R BA Malthe section called “ik Lambda BN @RI REIIEE R EMDR, RS TH ERER
HiBRE, ELRBREZE K SEMRBURZIWEFHHEERESRE T HNER.

NMFERERT , F2RENERZNEB@MIR (FEE),

/A Warning

EEHREBHR , BSAHEEHT , TS Lambda BIBEBEY IAM BTAG | WAGHT
BEEEEZAR, LFRKEE iam:CreateRole M iam:AttachRolePolicy [, #
TFELHFAARSIRTESEMAF,

FTER

- SB1 B -RBIREE

- SR2  REGRBREEELSR

- SR 3 BREBBHWE

o HER A4 REFHBIREBIZE Secrets Manager FEH &R E = RIS
« B 5 : fAFF Secrets Manager W AR

- S8 6 REBBEENAEIFN

- RESR

T BY —BRBRIREE

LB, 52V Lambda HREHE, HH TS EARGERMBENERE , At EEERELS RS
BAZEAG., NEHBRBIMMEENGFMEER , 5528 the section called “Lambda iR 2",

EXEN lnE_nﬁ)Wﬂ , ST LAE R T2 854 AWS Serverless Application Repository B B8, MEXEN
EiEEE |, 552 BAWS Serverless Application Repository FAQs, EHEE G |, SSREMBENT
BE jtﬂv%ﬁzixﬁitﬁ%@;ﬂﬂ'ﬁﬁ%ﬂ%

BT — iR R B

1. ZEEYEEMNESRE AWS Serverless Application Repository X8 | 2B AWS Serverless
Application Repository { —fi#8&) FH iR MAETE. AWS
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ERAEER

2.

BITUTEE—] .
MREE EF T AWS Serverless Application Repository

a. 7 Lambda #2694 , BEEAREN K AREERVRERAEN
b. ZEREVEAENERL K EEEARIEAEXNZESIER.
ELEEABRATHES ST , @A SecretsManagerRotationTemplate,
EBRETREL A IAM AERERBENERRER.

1212 SecretsManagerRotationTemplate B,

B, RENPEEEL , EEARREEBHEALERM,

- o o 0

- SRR WMAZRRENWIGE , 23 https://. NFEIRHEBE |, 52/ the section

called “Secrets Manager Ui 2"
« ZEH Lambda BB A VPC , 388E vpcSecurityGrouplds # vpcSubnetlds
g. EEFEIHE,
- WMRMEWIEH AWS Serverless Application Repository T :

a. 7t Lambda XEEF , BERY A6 AREEEBRIHE,
£ Create function (B EE) EE L , #4T T 5IEE

i BREREMAREER.

i. &% Function name (BREIEM) , MALWBRKHEN AR,
ii. &% Runtime (B1TREER) , i#1E Python 3.9,

iv. i21Z Create function (B HE),

SER2 REBREBEAR

ESRD  CERTEFRBENERD , URBEMENRERENE, NERREENENHEE
A, OEREEERREENER , 552 the section called “Lambda BRKE, S ALER &
BEBEAMABE,

HER 3 BREWMRM MR
HILFRT , EEAWBRERRIRE , WEHRRHNBEREWE,

£E

1.

SR TEBm R E 22 3 7P F R BN B

BT ERBREREE S A  hitps://console.aws.amazon.com/secretsmanager/o

o
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2. 1E Secrets (M%) HET , BIFME,

3. 1£ Secret details (M5 #ME ) EMEA Rotation configuration (ERit4HAE) [EEXH | iR Edit
rotation (fREEERIE), £ Edit rotation configuration (fREEERERAERE) MR AP | FTLLTENE -

a. B9RX Automatic rotation (B EhEsi),

b. 7E Rotation schedule (E#8EF2) & , £ Schedule expression builder (HFiERIEXNRBRESS) |
= L Schedule expression (BERRRER) X , WA UTC BFENHERE. Secrets Manager &
BIENBERERES rate() H cron() RKER, GHREFERSEDEFEFRE |, RIELEE
Start time (B#REE). BUUESN/NFRBR—AWE, NEFHENR , F2EWmBEHE,

c. (EH)#R Window duration (RFEIFERRE) , BIFEME Secrets Manager Eifi b a5 1Y s
BRE , i, =@/ NERE 3h, BERETBSEMET —EHREE. MREKREE Window
duration (RFEYIFERFRY) , ARV ABENNRBREE  RBESE—/ ) HEEBEEM. ¥
RUXBEBENNRIRERE K BREE—REREAFHEEA,

d. (i#Hf) i##E Rotate immediately when the secret is stored (FZ M B BERiR) LIEREEE
FRBBRANRE, WRERZEGHR |, B — KRR RBERENHERERE.

e. HEWREKEHT , BESESHE 1 PEUMN Lambda EHE,

f. BE®R7F

HER 4 AWM EIZE Secrets Manager &K & ¥l E = IR

Lambda &5 8 FE E5F A LAZE Secrets Manager FEIHME | BEEF O UFEEHNE R ERR
¥, EUTRP | BEFELHFTRT Lambda B1TAE., WRFERA KMS £BARBNE , MT2
AWS ZE €] aws/secretsmanager , BBRLFEZFEAZER/NVFT AR T Lambda FITAE, &
AJLAUEIR SecretARN MMEBERAREHEARZHEY , AMERREYACEERATZHAEERBNM
B, MEBCREH , FSEmANFT .

MEER , B52HE (AWS Lambda B A E1F) #H Lambda HITHAE,

H B 5 . fLFF Secrets Manager I SRR &

£ E fo5F Secrets Manager RIBERENH BRI ABRKE , BFEEHE Lambda HEMNERBEK
i Flambda: InvokeFunctionFF A4 Secrets Manager BR# 358,

EHRBRENERBES , RMBEBEETERNEEL® aws : SourceAccount , 1#BBF IE Lambda
WEEEEREA, HREL AWS i , ABEREREARS , AWS BEERERFER
aws :SourceArn# aws:SourceAccount£EHEH RSB, ER , MEELNHBREBEBEXHE
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€ aws:SourceArn &4 , AImRE B RAEANBES ARN EENRE, BRBEIERELHR
aws.SourceAccount , LETA SRR R B AR ZERE,

BESERBKREREES Lambda ¥ , F2RFEEFREBEAR Lambda,

T BB E L 5F Secrets Manager M4 A Lambda B8,

JSON

"Version": "2012-10-17",
"Id": "default",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Sexrvice": "secretsmanager.amazonaws.com"

}I
"Action": "lambda:InvokeFunction",
"Condition": {
"StringEquals": {
"AWS :SourceAccount": "123456789012"

}
3,

"Resource": "LambdaRotationFunctionARN"

SER 6 : BRIE B B AV A BR 17 L

FHHERD | BELAK BiREBERES S Secrets Manager MW BN RERERIE, Hik
BN EREHEIRE , THEWMIBEMER, 528 the section called “AWS Lambda &1 K S/ K17
B,

RIESR

ERESR I PERERRE , ZULURERRUEZNHEE, NRBREHRER LB , Secrets Manager
BZXREHBR, BHTMUKR FNER , LEIFRWER A WREE,

MRWRKREY  FSHE BiREHTE,
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F/ R E B BEwit AWS CLI

R ER A MN{dthe section called “fk Lambda BE(#mI"E A 3RE AWS CLI, EXRBRBRFE K 8
MR LA N Z W R &R E = RIS YRR

ﬁmwu@mzﬁeﬁimmomﬁﬁﬂﬁwg,ﬁ%ﬁﬁﬂEWama@rw( &), MEFHE
HiERGKRE  Bo0 FENERENEDHE (=

EEMH REWRAWS CLI, MRAERIERBENE , BLALBERAKE., IREBRER
BERAERR K YERTEARERNEEREAERENSARE, ETR , FSREHBEHYEN
W%, Secrets Manager I2fL&i74 , MO/ LA ARBERKE, FRIZEUAFEARENEE L Lambda EE ,
It A Lambda BEF Lambda B1TABRETT. T —ESBRER Lambda EE A LUEIBRRKFE
Secrets Manager MIEREHRKE. && , BAILREWER AEITERIL,

FTER

- BREWMENERGS  EERBRR
- SR BRERAHBELR

« S 2: B3 Lambda HE

- SRR 3 BREMBFE

- TR4 . BREWBRHUE

- BREBESR

BRI EWER TRRY | BIEEWIRRE
INFE Secrets Manager FRIZAREEAVEBIEF , 552 B the section called “Lambda B EEm IR R

BE 1 E-ERAERE

MRIGERE-FERERE  SUNREETSR 1.
BIE 2 ¢ REEAE R
MREBERBEAERE , B4R

- BUME , WREREBRERAEEAERERERY, EFEERBERERERAERNNRE K
AREERERRGERNE—AEAE K MAXRSBERAEREXTT,

- BHEREAEWZN ARN FIBERBWE, NMFEFHMEN , 552 Bthe section called “#ZH JSON
R,
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$5E= , Amazon RDS Proxy A X E X B &K,
TR RERBREREENE

LTERBNWDR K CEEHBRE., HIBEEE Lambda BB , Secrets Manager &Y LU IRINER,
WMEFHMMER |, 552 Bthe section called “ffk Lambda B &R, E S B K LEREFHUENE
NG, URREFENRERERE,

Secrets Manager & F# Amazon RDS, Amazon Aurora, Amazon Redshift 1 Amazon

DocumentDB &} EE #4273 12 4 &7 AN s 152 B B & Ak,
BRERRKEERS

1. BITUTHEE R
BREGRENABANEE, MREFSLENRENWRER  FEREAR.

HREMBERNRES  SUUREECHRBERE., MERHA , 52 Bthe section called
“Lambda IR E,

2. BEREMELENHEKE—RERFETE 2IP 8= my-function.zip H,

HBR 2 I Lambda BH#E

EWSERG  LSERALSESERE 1 BTN ZIP EREKET Lambda BB, BB LLERE Lambda
THAE ,ER Lambda EWAKEBIETITNAR,

B3I Lambda BRIEHEMHATAE

1. A Lambda BIITAGREIEEHE , WEHMEES JSON ER, MEHFIMFEMENR 3
the section called “ERIRMIFF A", ZBERHLA -

s
$
&a

. AFACHMWEITI Secrets Manager 12,
o flan | AFACHURERN R , LBIHRE.
2. B3I Lambda #M1TAE K WEEBHW REALEL—ESBHEIMNETHEKiam create-

role,

aws iam create-role \
--role-name rotation-lambda-role \
--assume-role-policy-document file://trust-policy.json

3. M0 lambda create-function, A ZIP % &3 Lambda &,
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aws lambda create-function \
--function-name my-rotation-function \
--runtime python3.7 \
--zip-file fileb://my-function.zip \
--handler .handler \
--role arn:aws:iam::123456789012:role/service-role/rotation-lambda-role

4. ¥ Lambda HEEREERBE , FF Secrets Manager EBM A 1ambda add-permission 3R
ny A BB

aws lambda add-permission \
--function-name my-rotation-function \
--action lambda:InvokeFunction \
--statement-id SecretsManager \
--principal secretsmanager.amazonaws.com \
--source-account 123456789012

SER 3 FREMEIFE

WMEFMEER |, 552 Bthe section called “AWS Lambda 2B SR 4FR FE

SR 4 REBBROWE

EELACNWZHRRBEBHIEINAE , BT rotate-secret, FBAILAEA cron() = rate() HE
FRIENRBREHRIRE , b IUREHBREFRER, MEFHMAEIN , 552 Bthe section called “Enffi
EO

aws secretsmanager rotate-secret \

--secret-id MySecret \

--rotation-lambda-arn arn:aws:lambda:Region:123456789012:function:my-rotation-
function \

--rotation-rules "{\"ScheduleExpression\": \"cron(@ 16 1,15 * ? *)\", \"Duration\":

\I'Zh\"}"

®rEITR

52 Bithe section called “ER#a5F 2 HEfE",
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Lambda B 2R 5K B

¥ the section called “# Lambda EE iR , ¥R E B EME , Secrets Manager {2t MEEIRR
B o

iR E—(ERE

tEEREEE —EREFEH—EEAENERE. ¥R Amazon RDS Db2 #{TEE , RAEREELS
FHCHER K RUXAEAERNEZBREREESEAER. ERRMENRIRER  BARKS
BEARM, H5R , BRSSIREAR - (RRRE) REBAEAENERE

WEWBRE  TEPHRBNERNEER, BRETETR  SRETNRRBEEETNECZH , B
—/PEREBEE, FUHE  EREATREEFERBREBENFU, BULUEBEE N SR HE
REERAR. Wi’ K FTNERSERATNER.

WK REERAE

WEBRESE—EARZTETMECHAENEE. EUUBRIFE—RAFERAE K REEE—HRRHH , &
BREREEERZERAE  UBIUF_EfAE, SERTHRT K HUENEFSIBEEEFNERAER
B, HRARZHEAERERRB SN , AIAEXARHEMMWED superuser HWERH, Eﬁﬂ
EYERNEAESERRBEAEHERNG TR  ERERE—EHERNER , URSEEAR—

M (FRHIRE) IEBHXFEAENRHE.

HERESEAFTHANENE - AACREERELEE  ME_EACLEERENER
BROET. EUEAREESTAMNERER. NREARERRNMERRS  BRAERM

SRS —AERNBER, BIZ% | user A user_clone BRHEN, HEEELNHRIEN ,

AEAEIESHMELE —SAERREE, NRENEXEAAREES  SEESEMENTE
ARSEE—HHY , UEREETAESEATBRNTY, CUUSEEENERERREIER
8.

Secrets Manager B RV ERFEAE  AEAEHEHEREREAEHRNTT. IREEVERFRAE
BETFRAFERAENGT  FHS4BEFERERENGT,

plan , MREFERERECEAENBREILUT , AZRESES —BAEFELBRIMRAE.
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.
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Lambda ER2EK &

£ Hthe section called “fit Lambda BEIE{#&#” , AWS Lambda BN 2B E, AWS Secrets
Manager & 7£ & 152 HA [ 52 3 78 15 15 0 3R 38 Bl M 22 AR AR

IR AWS Secrets Manager X AENWHZEARHGBRREELR , BRUUBRL BT HBKE, BER
BB , FER TR .
BiImRKENREER
- R BERRE AR,
o FEOMESESREERIRN, P LUASERAE A Amazon CloudWatch Logs. TR BEA B EHR
&R,
WMEBFRIRREF |, 552 Bthe section called “Ea i B &8 A R IFTE B,

- ATZ%£#E , AWS Secrets Manager R /8 5F Lambda S BB ZWIRNET, HREEEEFRY
% — 1B Lambda B EIRmERMEZ

- MEEHEL , F2EAIENEEEFAREFEARER,
- MREFEAAB—ENEMNERXE , flNEZTER , IEEEEHENEFCMH.
o BN ERRERBANTHRAEEREE ZIP B8RP |, Hl20 my-function. zipo

/A Warning

HMA Lambda B HTHITET R , BHEBRLTSHEREARRN 10 WETESEHRRE R,
WNEFMER |, 528 ( AWS Lambda FIE A E1EFE) FH AWS Lambda 7 #7888 3 17 F#6
B 17,
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AWS Secrets Manager AR
W B U E S R

£}

- createSecret : B FH B IRA

- setSecret : EFERBERBBHPHBEAEHR

« testSecret : BIEL T BB R A

- finishSecret : FEA R

createSecret : ZE M MBRRA

FikcreateSecret®%get_secret _valueEBBERAEA Fil XRERBREEE
f£ClientRequestToken, MR RZEWE , CEMEA Mcreate_secretFHEA B
#FVersionld, A& , eBFEH EEHNOMWFEEget_random_password, #E TR , ey
put_secret_value , SHEERHEER — £ EMAWSPENDING, ASHHIWBRERIZIE AWSPENDING
B, EPRBEREREME., NMRBREATMERMAKR , BUUERETFUHSEZNEE, F2H
How do | make my Lambda function idempotent (21183 Lambda BREEE).

RRELECHRRRBHNRETR

- BAFHRZEETSHERNERRBEERNFET, A ExcludeCharacters ZEHRF T,

s BEREKREME , BEH AWS CLI EFRAMER : Ml describe-secret¥&EEF
VersionIdsToStages.

- #7HM Amazon RDS MySQL , ER EFE A E WA , Secrets Manager B A BT HEIB 16 EF T
WERFERE, SRS TREIREUAAFERNAF S, MySQL IRAE 5.7 RESHRAXIEAF A
5% 32 =% , 18R Secrets Manager Kt "_clone,s ( NMEAZERF ) BAFBNARRE , FTARMKA
RIEAFERZ 26 HFH.

setSecret : @BFEREHRFEHPNEAER
FiEBsetSecretBFERERRBEFNEAEER , LARFESHBZAWSPENDINGHR A A B FT #4 R{E -
RELACHBEREENIETR

- MREERAXBEREZRAANERY , fIMERE  FEAEHSBIL. WEFHREA ,
OWASP #8ih ENEHSHEE,

3
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/describe-secret.html
https://cheatsheetseries.owasp.org/cheatsheets/Query_Parameterization_Cheat_Sheet.html
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- HINKEEREERFKRERNREA , BEEFEIRAEHN Secrets Manager MEFEZERINESER
Ho ATHLEBENEEREARE SUAERRUEBEELIFARNEEREMER. EREHR
FZH
« BE AWSCURRENT [RAMBZHHBRERBTEN. MR AWSCURRENT BEEN , BHERRE
« &F AWSCURRENT #1 AWSPENDING MZE_R B HHENER. HRAEAERRBINEE  FE

& AWSCURRENT #1 AWSPENDING F A& BB REBMEE,
- BREANREERESEHERE. HRERE , &5 AWSCURRENT #1 AWSPENDING E#EZHE2
BHEE.

- EBLEERT , BB EETENENEERIGEKE., fl0 , FRHEXB®WIRE , Secrets
Manager @8R E—EEREN S THEAESEREBEIEBHNEAE., IREHETEEZEN
REBEMPLEUEURTFERNEAE  IFEEH set_secret HEHPHERXR.

testSecret : A F A MR R A<

ETR , Lambda SWIRE S FEA AWSPENDING IRAMMEFIRERERRY , SUETARE. BiR &
RHEBEH R BUNRRHEEEHEIERIETORE,

finishSecret : 5t F iRt

&% , Lambda S BN E 2 HE1ZE AWSCURRENT fE LRI MBMRAB EIRA , ELEBKRER API
FEOL A A9 AWSPENDING 2%, Secrets Manager €#% AWSPREVIOUS FERZEIIEE L FIRA , AE
RS E— X R IFHBRA,

T 3Efinish_secretfE i A5 T fHIZ EAWS CURRENT 48 5 6 B B4 22 AR
ZAupdate_secret_version_stageBEFMIMEBRMA, Secrets Manager & B &#& AWSPREVIOUS
FEHREBFEELIRAE , LELRE L —EE AR FHNMERA,

RRELECHRRRBHNRETR

« FELAWSPENDINGZ AT , FABER , B AEERAEBN AP FURBRE K RAEWEEM
Secrets Manager & HE#: R 5T M. Secrets Manager €#§ AWSPREVIOUS TE{HZE #7i8 = 5L ai
WA, SMEERRE £ —EE A RIFHNERE,

it ThBF , AWSPENDING TR & mAE 2 1EE E 8 AWSCURRENT IRAHM R AR , & T aERE#E
BRI, R AWSPENDING FAREEFE , BREHEZEE AWSCURRENT MEIRMRAS , BI4EIIA
BENRBFAATLBEZINRRBERDEETHEEE IR, WRTEINEF , AWSPENDING FEiRE
BUReEETTENMBRA, NEHMEN  F2RHREHEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://www.postgresql.org/docs/8.0/runtime-config.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.update_secret_version_stage
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AWS Secrets Manager #s1 B 8 i 74

AWS Secrets Manager 12t —{HEWIREEBELX , HHEBH L EEEHERRABRBENEAERNZS
B, AR Rready-to-use Lambda BHE , AIBERABERBBRARKEER , HBEHIEEZSRE &
EFBHN A

A EWMET EimiR R

E-—HREHRR, ENE-—EAENEAER,
 REEAERR , THEWNETENERE , UHBEREAENSENBHMNEHREER,

Secrets Manager iR it — iR & A | MATMERNWENL R,

ERERELS  FSHE

- ERERNEN BB@WIR (EEE)
- FERERENEDWR (FEE )

EERALHCHRRENSY , F2REARBEE,
LR

« Amazon RDS #1 Amazon Aurora
« Amazon RDS Db2 EfF
+ Amazon RDS Db2 XE A FE
+ Amazon RDS MariaDB E—ff &
+ Amazon RDS MariaDB X & f &
» Amazon RDS #1 Amazon Aurora MySQL B — &
» Amazon RDS # Amazon Aurora MySQL X &F R &
+ Amazon RDS Oracle E—fF &
+ Amazon RDS Oracle XEF A&
« Amazon RDS # Amazon Aurora PostgreSQL B —fF R &
+ Amazon RDS #1 Amazon Aurora PostgreSQL X &F R &
+ Amazon RDS Microsoft SQLServer B — &
+ Amazon RDS Microsoft SQLServer X & &
* Amazon DocumentDB (with MongoDB compatibility)
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« Amazon DocumentDB B — &
« Amazon DocumentDB X & &

* Amazon Redshift
« Amazon Redshift B — [ &
« Amazon Redshift R&FHE

* InfluxDB B9 Amazon Timestream

 InfluxDB B —fEF&# Amazon Timestream
 InfluxDB X EEHEH Amazon Timestream

* Amazon ElastiCache

» Active Directory

+ Active Directory & A & ¥l

» Active Directory keytab
- HtEANWE

Amazon RDS # Amazon Aurora

Amazon RDS Db2 ERF

- #EAREZM . SecretsManagerRDSDb2RotationSingleUser
- WIKRRE  WINER  B-FHAE.
+ SecretString ## : the section called “Amazon RDS #1 Aurora E A&,

« RIS : https : //https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/
master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py

 {k3EEA% : python-ibmdb

Amazon RDS Db2 XERF

#ZAE M . SecretsManagerRDSDb2RotationMultiUser
LKL : the section called “REFHE.
SecretString ##8 : the section called “Amazon RDS # Aurora B A&,

JR¥GHS : https : //https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/
master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/ibmdb/python-ibmdb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
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« {KFERBIZ : python-ibmdb

Amazon RDS MariaDB E— A&

« #EZAREZM . SecretsManagerRDSMariaDBRotationSingleUser
- ERICREE . WRICRRE BE—FEAE,
« SecretString #&# : the section called “Amazon RDS #1 Aurora EAEF,

« RIB%S : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py

« FAHRM - PyMySQL 1.0.2, MREMEA sha256 ZiEHEITH 28T , PyMySQL [rsal . MEE
Lambda {TRHEFEREHEEFREEXNBNEN , FSH AWS MEFLFHNAFEEREZE=
ENER Python EHFIEEHBEN , WEEHHE Lambda HE 2,

Amazon RDS MariaDB X &#FH &

« #EZAREZM : SecretsManagerRDSMariaDBRotationMultiUser
. BRIREEME : the section called “XEFEHE",
+ SecretString #&# : the section called “Amazon RDS #1 Aurora EA &R,

« RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py

« B : PyMySQL 1.0.2, MNREFEH sha256 ZEETE D EBRE , PyMySQL [rsal . MFEE
Lambda BTREPERAEHREMEEABNES , F28 AWS ABH LN EEmRE=
HENER Python EXFIBEHEBEMN  WEEHH Lambda A 2,

Amazon RDS #1 Amazon Aurora MySQL E— A&

- EZARZM : SecretsManagerRDSMySQLRotationSingleUser
- WRIREERE : the section called “E—{FEHE",
« FEHAMY SecretString ##& : the section called “Amazon RDS # Aurora B A& R,

« RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py

« BN : PyMySQL 1.0.2, MNREFEH sha256 ZEETH D EBRE , PyMySQL [rsal . MFEE
Lambda B1{TREPEEFREEXNBEAEFNFREN , F2E AWS ZBPOPNUAEESRE
FEMNER Python EXHEEHEEN , WEEHH Lambda B 2,

B RER B EI A a7


https://github.com/ibmdb/python-ibmdb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
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Amazon RDS #1 Amazon Aurora MySQL R EEH &

« EIZ&RZ M : SecretsManagerRDSMySQLRotationMultiUser
. BRIREEME : the section called “XEFEHE",
« FEHAMY SecretString ##8 : the section called “Amazon RDS # Aurora B2 A& R,

« RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py

« FRHRM : PyMySQL 1.0.2, MREME A sha256 ZiEHITE 0BT , PyMySQL [rsal . MEE
Lambda #{THETREFEEABEAEMANEN , 28 AWS JEPLPHNNAHEEREZE=
NN Python EHFIEZELRBEN , WHEEHHE Lambda HE ?

Amazon RDS Oracle E— &

« EZARZM : SecretsManagerRDSOracleRotationSingleUser
- ERIREERE : the section called “BE—{FHEH",
FEHIH SecretString #5#8 : the section called “Amazon RDS #1 Aurora EAE ",

RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSOracleRotationSingleUser/lambda_function.py

H4KME : python-oracledb 2.4.1

Amazon RDS Oracle X E&#F A&

« EZAZM : SecretsManagerRDSOracleRotationMultiUser
B BE : the section called “XEFHE",
FEHAR SecretString &4 : the section called “Amazon RDS #1 Aurora & A& £,

RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSOracleRotationMultiUser/lambda_function.py

FEK M : python-oracledb 2.4.1

Amazon RDS #1 Amazon Aurora PostgreSQL B — &

- EIAZM . SecretsManagerRDSPostgreSQLRotationSingleUser
- WIAKRRE  WINER  B-FERAE.
« FEHIK SecretString #E#& : the section called “Amazon RDS # Aurora & A& £},
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationSingleUser/lambda_function.py
https://github.com/oracle/python-oracledb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/oracle/python-oracledb
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« RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py

« R : PyGreSQL 5.0.7

Amazon RDS #1 Amazon Aurora PostgreSQL X &E &

EIARE M : SecretsManagerRDSPostgreSQLRotationMultiUser
IR EEME : the section called “REFEHE",
FEHIH SecretString %48 : the section called “Amazon RDS #1 Aurora EAE R,

RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
M PyGreSQL 5.0.7

Amazon RDS Microsoft SQLServer E— A&

« EIZRE M . SecretsManagerRDSSQLServerRotationSingleUser
« ERASERE : the section called “E— A&,
« TAHAM SecretString ##& : the section called “Amazon RDS # Aurora & A& ¥,

« RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
« FHEM - Pymssql 2.2.2

Amazon RDS Microsoft SQLServer X EFE R &

« EIZREZ M : SecretsManagerRDSSQLServerRotationMultiUser
WIS ; the section called “XEFEHE",
FEHAR SecretString ##8 : the section called “Amazon RDS #1 Aurora & A& £},

RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py

FEE - Pymssql 2.2.2

B RER B EI A
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py
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Amazon DocumentDB (with MongoDB compatibility)

Amazon DocumentDB E— A&

« #ARZFE . SecretsManagerMongoDBRotationSingleUser
« ERIREEME : the section called “E—{FEfHE",
+ JEHAMY SecretString #&#8 : the section called “Amazon DocumentDB & A &R,

« RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerMongoDBRotationSingleUser/lambda_function.py

« FE4KH : Pymongo 3.2

Amazon DocumentDB X &F A&

« EZARZM : SecretsManagerMongoDBRotationMultiUser
EIREKRE : the section called “XEFE A E”,
FEHIH SecretString ##8 : the section called “Amazon DocumentDB & A& £,

RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerMongoDBRotationMultiUser/lambda_function.py

KM - Pymongo 3.2

Amazon Redshift

Amazon Redshift & —{F &

- #IARFFE . SecretsManagerRedshiftRotationSingleUser
« BRAKREE : the section called “E— A&,
+ FEHIK SecretString #E#& : the section called “Amazon Redshift & A& E,

« RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRedshiftRotationSingleUser/lambda_function.py

« MMM : PyGreSQL 5.0.7

Amazon Redshift 3 & A&

« EZARZM : SecretsManagerRedshiftRotationMultiUser
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationSingleUser/lambda_function.py
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« BRIEKME : the section called “XXEFHE",
+ FEHAMY SecretString ##& : the section called “Amazon Redshift & A& R,

« RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRedshiftRotationMultiUser/lambda_function.py

« FAHKME : PyGreSQL 5.0.7

InfluxDB B9 Amazon Timestream

EEFASLHEX | F2 (Amazon Timestream B A EEFE) $HY Amazon Timestream for
InfluxDB #04a] 58 FA B4 25 o

InfluxDB B —{F &K Amazon Timestream

- #ARZFE . SecretsManagerinfluxDBRotationSingleUser
« FEHIK SecretString #E#& : the section called “InfluxDB #Z2 £ H) Amazon Timestream”s

o RI8%S : https : //https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/
master/SecretsManagerinfluxDBRotationSingleUser/lambda_function.py

* MK : InfluxDB 2.0 python Fi i

InfluxDB X & {# &K Amazon Timestream

gAZ M . SecretsManagerinfluxDBRotationMultiUser
FEHAR SecretString #48 : the section called “InfluxDB &£ &R Amazon Timestream”s

JR¥EHS : https : //https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/
master/SecretsManagerinfluxDBRotationMultiUser/lambda_function.py

R © InfluxDB 2.0 python F B

Amazon ElastiCache

EEFRLEAR | 5528 (Amazon ElastiCache fEAEIEE) T HEERIREHENZE,

« EZARZM : SecretsManagerElasticacheUserRotation
- JEHAK SecretString ##E : the section called “Amazon ElastiCache B AE R,

o RIG%S : https : //https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/
master/SecretsManagerElasticacheUserRotation/lambda_function.py
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationMultiUser/lambda_function.py
https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-for-influx-security-db-secrets.html
https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-for-influx-security-db-secrets.html
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerInfluxDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerInfluxDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerInfluxDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerInfluxDBRotationMultiUser/lambda_function.py
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py
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Active Directory

Active Directory & A & ¥}

« FIZARH M : SecretsManagerActiveDirectoryRotationSingleUser
« FEHAM SecretString ##& : the section called “Active Directory B AEH,

« RIS : https : //https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/
master/SecretsManagerActiveDirectoryRotationSingleUser/lambda_function.py

Active Directory keytab

« FARZM : SecretsManagerActiveDirectoryAndKeytabRotationSingleUser
- JEHIMY SecretString 548 : the section called “Active Directory BEAE R,

o RI8%S : https : //https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/
master/SecretsManagerActiveDirectoryAndKeytabRotationSingleUser/lambda_function.py

o FRARME : msktutil

Ha PR
Secrets Manager IRt it EEARHARE , HEATMEENRZE L RIREKE,

+ EZARZM : SecretsManagerRotationTemplate

« RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerRotationTemplate/lambda_function.py

B9 Lambda &2 EE1T A BEF AT AWS Secrets Manager

#H the section called “fik Lambda BN E{#Em12” , B Secrets Manager £/ Lambda B BURER IR
B , Lambda €1F IAM 1T A 6 , WAHELE AERIRHE Lambda HERERTE, MENMRER
BRBRNETR , F28

- ERERZENBEBRR (EEAR)
- FEREMENERRBR (EEFES)
« BB (AWS CLI)
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerActiveDirectoryRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerActiveDirectoryRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerActiveDirectoryAndKeytabRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerActiveDirectoryAndKeytabRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRotationTemplate/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRotationTemplate/lambda_function.py
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
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ERAEER

T3 HIHR Lambda WREBHTACHRRBEEKR. BEEVIATHOILMINFFAIBER , F2H

AWS Lambda #1{T& &,

B4

« Lambda Wi ITHEHBER
- EFEESRNBERBRARN

- REEAERBHBERBERR

Lambda E# B BT A BHBUER
THIEFIBER AR aRIRE S

« & SecretARN #1T Secrets Manager 3£,
- BAUFBR,

- MREHEH/HE VPC AMIT , BIRELERRE,

3
o

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

3
¢

BaE

S Lambda BNEUAEEL VPC RN E

"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,

"Resource": "SecretARN"

"Effect": "Allow",
"Action": [

"secretsmanager:GetRandomPasswoxd"

1,

"Resource": "*"

IR FT A
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html
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},
{

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"

]I

"Resource": "*",

"Effect": "Allow"

}

EFEESRNBERRN

MRFEH KMS SARZME , MAE AWS ZE S8 aws/secretsmanager , EELEZAHFEH
ZEMOFFAR T Lambda B1TAE, BHLUEIR SecretARN MMZEABRIBHIEABRZRE , EMmE
WREEACEAEAZHAERENUE, TIHEGFABETENEEHTACEEK , SIEMA KMS £8
REMENRRN,

"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"

1,

"Resource": "KMSKeyARN"

"Condition": {
"StringEquals": {

"kms:EncryptionContext:SecretARN": "SecretARN"

}

EERHHEAEFIESRNFNSANREAGBREY , FHEN T8GR RNRIAN | LA
TABRMEER,

"Effect": "Allow",
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"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"

1,

"Resource": "KMSKeyARN"

"Condition": {
"StringEquals": {

"kms:EncryptionContext:SecretARN": [
"arnl",
"arn2"

R EfE M A R BURBRA T

NERBERAERBRENENA , 52 Bthe section called “Lambda B #ER LKL,

RIS Amazon RDS BEMNMKE , IREFEAXBFEAEERR , BBREAEHEH Amazon RDS
T, RS EATRREEMTWU Amazon RDS LHHETE API , MERBSERENEREN. BEL
B AWS ZEBE AmazonRDSReadOnlyAccess,

THIEHIBER AR

« 5 SecretARN #11T Secrets Manager fE%.,

- WEUBRERAERZDHERE, Secrets Manager SFEABMEAERZHINER , FHRBERR
PR,

- BMHER.

- MRERESHRBKE VPC AT , AIRELBERE, MFEFMEF , F2ERE Lambda HBATF
B VPC HHEIR.

JSON

"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,

"Resource": "SecretARN"
},
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

]I

"Resource": "SuperuserSecretARN"

}I
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetRandomPasswoxd"

1,

"Resource": "*"

},
{

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"

]I

"Resource": "*",

"Effect": "Allow"

}

AWS Lambda ¥ B B A HE & 7 HY

# the section called “#k Lambda B E#w#2” |, & Secrets Manager £/ Lambda B BUIRERIRMEZR
B , Lambda SR BUA EREHFIRE ., NRENRZIERFE , Bl Lambda EEth 4B RESFFEL
B LERFBHVR |, HlanER EH RS
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(2

I&HY Lambda SR B B4 B RES1ZEX Secrets Manager BRIS iR B, MRIEH Lambda BB A LAIFEL
MR  BEEAUERAAE R, EESRIRR , 552 the section called “Secrets Manager
Ut

IR Lambda EEEEEFEEBRMERHN VPC F#I(T , BEEE VPC HERE Secrets Manager
R EiRE. RE , B VPC AILMRBREIAEEHHHENER , YEEEREQIAER
2, MEFHMEN , FSEVPC %% (AWS PrivateLink).

RNE , B LARA Lambda BEIIR1ZEL Secrets Manager NG iw % |, FiERAE NAT RFE AR
B FEHMEEEMN VPC , MERE VPC WREZENBRE, EMFE VPC REEESHEAR
T, B% P it (ARFE) TeeEEZRE LA EHEBREBHNNE,

(ER) FHEREZR RS

R API SREUT , REFERNE —EERNRFERERRK,

MEEREHRIEERE VPC FH Amazon EC2 #ITERE L#1T , BEEHE Lambda REERES
EMEEH VPC F#11T,. RAEWMIREEMAEEEREHRELETEN. NFFAER , FBEBRE
VPC FH »

& B LR Lambda RBIFEERERRY , EALABREMINE Lambda WIREKBH R A LFTE
FENEIRBHNELER. I\ ELEREMMNEENENRBHLZLEFHELFFRE Lambda
WK BHEANER

¥ AWS Secrets Manager i 1THED

HEFZRIEME | Secrets Manager £/ Lambda BHBURBWIRIME, MEFHMENA , S Mthe
section called “fk Lambda B & ##2", Lambda WK SENZERANERES RS , AKX Secrets
Manager B &), YW ARMETEIMREMELE , B EEF CloudWatch BES.

(® Note
HEREAUAGERERT K SREEEDHIE, MEFMEN , 552 Bthe section called “
B,
=B
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W1EfE AWS Lambda B 8 ¥ 34 28 Sm 18 ok B 1T 58 S HEAR
TERBEEETIRIBE, 2BEEEH

« "createSecret" Z & B EEAEH

- #HE . "TAFFRKMS,

- $8E8 . "#E JSON B £88

« $852 . TsetSecret : EEBAERE

- $85% . TEEE AEHE 'lambda_function',

s BBRENWMBEKEL Python 3.7 AKE 3.9

« AWS Lambda # & #iPutSecretValue %k B

« #8538 : "1& <arotation> HZERHARBELIT lambda <arn> BFEE A FEER

AAIAE AWS Lambda B 8 ¥ i 28 Em gt ok RO 1T 58 S BR R
RGN Lambda BREE AR WK , FBER T IS BRETHED B #REE,
AR R

 Lambda B LITHITFZ

- WIRHIR SR AP FELSE FR Y 35 B 1R 4
« Lambda B4 E@%E T E

 Lambda B EEE K E 2 EHWEERE

— PR BT B
1.  4# CloudWatch B% :

« 1 Lambda R BFHERBERRASNIEFALITA
- BIRIEEERFTE@WMIEE (CreateSecret, SetSecret, TestSecret, FinishSecret)
2. TE@WHEmE AP Y

« BRI Lambda SIRHIEERZRETES API FEIY
« TE{R RotateSecretfl PutSecretValue il 2z B8 BB T84
3. B Lambda EHEUEEE

- BREEATIN AWS EHIRXBETRH WG
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- MREAEFTENS , FRECUEREEFMERRSR
4. WREMEHERE

- BMELZSBARRAF Lambda HEFIERE

- HE{R Secrets Manager WiEE VPC i B2 1 i 24 77 B
5 BIEMBEMA

o WM AWSCURRENT A R FF & R EFH

- & AWSPREVIOUS = AWSPENDING [RA&ERE B
6. ERFERIR

- MRBPISEARY , FEEFHR AWSPENDING FEiRER , REEHA WK
7. & Lambda Y ITERE :

- BBUTRERAESENIEESR

- MREIRFWITRE , FSH "REHMRATHBERBR AR, —&

TEREESBPRIBRE 2RIEEY

MR "ERREBHPKIERE, 2RREEY , BEBFERBRE (HIWFERR Lambda &% 30000
Z¥) , Bl Lambda B ATEE S £ EFIER Secrets Manager i B R .

&) Lambda ERiR B B4 B RESMTZEY Secrets Manager IR im 2. MR EH Lambda B A LAIFEL
B BMBETUERL NGRS, EESHRIFEE , 528 the section called “Secrets Manager %
L

R Lambda BEE L FEEBRERRE VPC F#I1T , BEEE VPC FERE Secrets Manager BR#
LEmE, AR, B0 VPC IUREBRZILNEESHHNER , YHEHEHREQTLE RS, NF
SEMMER , BSEVPC %% (AWS PrivateLink)o

HE , BE LA Lambda BB 3R 1ZHL Secrets Manager NG iw S |, 5 RAE NAT B8 s A8 4 15 &
EFEERN VPC , AMERE VPC HREZENERE. EXME VPC REEBSNAKRT , BAIP
wak (AREE) TTee2ERRE LA EHEBRMERNKE,

"createSecret" 2 & EEEE

T R REE MR HATE CreateSecret 2 %= 1LHIRIRE -
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VPC ##3% ACL T RAFFEAMEH HTTPS K&,

MBEHMET , 28 (Amazon VPC EREIERE) HHEAMEE ACL 25| THEBEN AR,
Lambda EBREHEE AR , EERITER,

MEFHMBEN , 528 (AWS Lambda & A B3Em) PWERE Lambda BBUEIE,
Secrets Manager VPC in B R AFFEMIERE £ FHEME A LEA VPC CIDR,

MEFHMEA , F28 (Amazon VPC FRAEERE) FHEALZLFERFIZERNRE.
Secrets Manager VPC i B BUR T L 5F Lambda £ /4 VPC im &,

WMEHMER , 552 Bthe section called “VPC % 2 (AWS PrivateLink)”o

R E AR B E AR | BREAEEE Amazon RDS B2 |, M Lambda B & & £ FH RDS
APl,

HRBEMBEEEEEREAEREN AWSKEFEAERT , Lambda #ith B B0 H 68 20 W0 AR 75
MBS EREEREN. ERERAERERBERE VPC ind. WEFMENR , F2H

 1£ (Amazon RDS A &1ER) M Amazon RDS AP| #IJTHE VPC i

« £ Amazon Redshift EZBIERPFH VPC i 2,

§RaR . TR ARTFEKMS,

WRFER ClientError: An error occurred (AccessDeniedException) when calling
the GetSecretValue operation: Access to KMS is not allowed , RIERIREBUE A FEH
ARMEBREN KMS S| RBERFENFTA. SFUBRTRESE —ENERERH ASERZRHF
., MEERSEHFTNEN , 52 Bthe section called “BEEEE B BERIRN,

$HER ¢ T WA JSON RA TR

Lambda BEBFEEWHENRISERN JSON &8, MEEEREEER , JSSON TRV WIREKE
EHERTFIN SIS, NESERFHEEN JSON FHBHEREEN , 52 Bthe section called “HZ Y
JSON #E47,

$£52 . TsetSecret : EEXEAERE
LT RAsEE B SHER I R RE -

WK E L FINERE,
NREBSFERBRE (HI0HEIB 5000 ZH) , Lambda B K AR E L E B R FIER E,
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MRERES R IEE VPC FHY Amazon EC2 #{TEEE L#1T , BB Lambda BBRRE S
EMER VPC H#11T, ARBRNEEEREENRBETER. WRFREF , FSRRE
VPC FH .

& ERF Lambda HBIFMERESRRY , LS AREMMNE Lambda WIREBH T2 FHE L FTE
FERESRBOEHER, A ELAREMNNEENERRBEN L LFHE A HRE Lambda
WA EANER,

MWER AN BET ERH,
MREBFERFBRE , Lambda WIREB TR EEEAMBFHBERRRE. £H AWS CLI &

T FEE A AWSCURRENTFIBZZAWSPREVIOUSIR A ER , AREEAE Blget-secret-
value,

BRE[FH scram-sha-256 RNZR#EER,

WMRERER Aurora PostgreSQL 13 R EHMRA , W BFEA scram-sha-256 MMERT , B8
BEHEFERA T LT scram-sha-256 B 1ibpq 9 IR EEMA , AlRBREELEETERE,

YL E R EFE R EFEA scram-sha-256 &

- 2B SCRAM Authentication in RDS for PostgreSQL 13 (RDS for PostgreSQL 13
# SCRAM & % E&F&) F#9 Checking for users with non-SCRAM passwords (8= EHIE
SCRAM BB &),

) B 84 1R S B A0 1ibpq KRAS

1. fE Linux EE LK Lambda E2E& L  SEZHBRHNBA THHBES, & zip ERBEBED
TEE o,

2. E@mHY , EITEBHFHIT

readelf -a libpqg.so.5 | grep RUNPATH
3. MREBEFFE PostgreSQL-9.4. x HEMPR 10 WEEMA , IWBERETFZE

scram-sha-256,

« T % scram-sha-256 MWE@MBRKEMNE L

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-9.4.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
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local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

«  X#8 scram-sha-256 WHEBEHENE L

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-10.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

(® Note

WMREE 2021 F£12 A 30 H2 R EEHRZwmE  HREBEHBETREZE libpghE
WX scram-sha-256, BEE X scram-sha-256 , BFEESHE T WRIEE,

EREFE SSL/TLS FHUERR.,

MREPEFE SSL/TLS ER , BERMBPEEBFEARNZNER , IRBRRBELIEREER

EE, Amazon RDS (Oracle #1 Db2 B&%h) 1 Amazon DocumentDB HY ## {2 B & B )& | Secure
Socket Layer (SSL) = Transport Layer Security (TLS) 3EHRE BN ERE (MMRA), &R, b1
A RMEBRER,

(® Note

WMRIEBHE 2021 F£12 A 20 H2 R EBHRZEHR | EHNBRBERETEERTZE SSL/
TLS B BEAR, BEELEMH SSL/TLS iE# , REEEEHTEE,

e TE i 45 B BV 2 N B R

1. 1E Secrets Manager & https://console.aws.amazon.com/
secretsmanager/ , FARBUEHI M, 1£ Rotation configuration (¥ #H RE)
[EE% , /£ Lambda rotation function (Lambda 2K E) T , BZEEF
Lambda function ARN (Lambda B{#{ ARN) , f5l#0 arn:aws:lambda:aws-
region:123456789012:function:SecretsManagerMyRotationFunction . TELLER
il SecretsManagerMyRotationFunction  , ## ARN REEHEKEHBERE,
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2. 7E AWS Lambda E£# & https://console.aws.amazon.com/lambda/ FIBERE T , #% Lambda BK
HEBUMBIESHHMF |, EFF Enter , REZ1EFEFE Lambda BB,

3. EHEFMEFAEM@LE , Configuration ((H5E) H1ES | Tags (BH) T , BR

aws:cloudformation:stack-name & 5|#Z M E,

4. 7£ AWS CloudFormation & https://console.aws.amazon.com/cloudformation B9 Stacks

T, BREIBERINBESSRD , RRIEE Enter,

5 EREMBFE 6 LUERETEN Lambda WK EHHE, 1£ Created date (B A H) #+ ,
RRMEBZEIN B, ERE Lambda BWIREEMN B H,

$535 . THELPE AR 'lambda_function'y

MREBFHITHRETH Lambda B , HREBARAE K Python 3.7 B B AR ZIEFTHRZAHY Python ,
BITTRE SN B ERER ., BEEMAEER LA L Lambda BBIRAEBEE Python 3.7 , A% the
section called “#% 3R B W LK B Python 3.7 AR E 3.9, WMFEFHFMENR , 582 B AWS re:Post #
# BB Secrets Manager Lambda BN E{#mifi L BRI B R "R A E pg #84H, #8588 ? XE,

IR AN WIRE B Python 3.7 AR E 3.9

£ 2022 £ 11 Az BB K — L& F A Python 3.7, EAM Python B AWS SDK 21 2023
F 12 AF 1L & Python 3.7, MFEFHMER , 552 Python X8 AWS SDKsHI TEWBEXEH . &
EYRAMER Python 3.9 WHTERIREKE S LUEHTHBMEFIEEHENREREREFREILRIR

= EZEEFWL Lambda SRR EEA Python 3.7

1. & A AWS Management Console It 7E https : //https://console.aws.amazon.com/lambda/ B &K
AWS Lambda £## A&,
2. TEEHBUEED , &% SecretsManager,

3. EEEHMNKEBUBES , EHTHZT , K Python 3.7,

EZEHKZE Python 3.9 :

« 7R 1: £ AWS CloudFormationZ 722 3 & 1 B 2

- BHEH2: A ENRERBEENFHITERB AWS CloudFormation
« JEIE 3 # ¥ AWS CDK A% , AH#k COK R E

RS H AR 203


https://console.aws.amazon.com/lambda/
https://console.aws.amazon.com/cloudformation/
https://repost.aws/knowledge-center/secrets-manager-lambda-rotation
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B 1 A AWS CloudFormation = #1223 i 2 B ¢

E & Secrets Manager £12 & B Rk ER i85 , Secrets Manager &£ A AWS CloudFormation
REUMLENER , B3 Lambda WREE., MREEHAETEABBREBRIR , R2EH AWS
CloudFormation &2 v g B S , B SAEFAAERER AWS CloudFormation & U EBERE L
BRI, MEEER TEHRAH Python,

ERETHRBEREM AWS CloudFormation # &

« £ Lambda HEMWFMAEF EEMNMBES E L | BIEERK, MR aws:cloudformation:stack-id &
M ARN,

HEREZBBMAL ARN | BT EAFIFRR,

* ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUsexr5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-

- B EZM . SecretsManagerRDSMySQLRotationSingleUsexr5c2-
SecretRotationScheduleHostedRotationLambda

EEZEHMEIWIBEE (AWS CloudFormation)
1. 7 # AWS CloudFormation , Ik ZRBIESHE  ARRBIEFEFH,

MRHBEZBEERREBNEELINR , FEFNERME , RAREEEN.

2. HEEMEREEMNERREAT  REERAEARSRTHRE A AREERAEXERSRTNRES
AT, REEARARSRTHRERE,

3. HEREXmERFT , HITTHEE
a. HEEHAREREF , £ PSecretRotationScheduleHostedRotationlLambda , #§ RY{EEX

fX"functionName": "SecretsManagerTestRotationRDS"AHFMEKEEZRE , HlE
JSON # |, "functionName": "SecretsManagerTestRotationRDSupdated"

b. BEFHE X,
c. TE#&#& AWS CloudFormation¥i5E A | BIZMFEI#E AWS CloudFormation,
4. HEHIT AWS CloudFormation & T/ERTE | REBIBIBER,

IR R 204



AWS Secrets Manager EREEmR

BIE 2 FH ENMREEWREREBNEITERE AWS CloudFormation

E & Secrets Manager £12 & B Rk ER i85 , Secrets Manager &£ A AWS CloudFormation
RBIMVEHER , 2IE Lambda BIREHE, MREFEHAETEAREAREBR , REFEH AWS
CloudFormation &2 v g BN S , B LAEFAAEREIRY AWS CloudFormation 3 & 3R 88 #7#m 152 B 8 1Y
ﬁ'fTHTJ'Faﬁo

ERETHRBEREM AWS CloudFormation # &

« £ Lambda HEMWFMAEF EEMNMBES E L | BIEERK, MR aws:cloudformation:stack-id &
M ARN,

HEREZBBMAL ARN | BT EAFIFRR,

* ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUsexr5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-

- B EZM . SecretsManagerRDSMySQLRotationSingleUsexr5c2-
SecretRotationScheduleHostedRotationLambda

EEFEMHIBEENEITH (AWS CloudFormation)
1. 7 # AWS CloudFormation , Ik ZRBIESHE  ARRBIEFEFH,

MRHBEZBEERREBNEELINR , FEFNERME , RAREEEN.

2. HEEMEREEMNERREAT  REERAEARSRTHRE A AREERAEXERSRTNRES
AT, REEARARSRTHRERE,

3. HEABEARERTD , $1TF3IEE

a. HE#H;AJSONH , £

SecretRotationScheduleHostedRotationLambda FProperties , 1
TParameters , 3 "runtime": "python3.9",

b. BEFHELX,
c. 7TE#&# AWS CloudFormation¥i5E A AR |, BIFMERI#EE AWS CloudFormation,
4. HIEHETT AWS CloudFormation HE& T/ERTE | REBIBIFBIER,
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i21E 3 #¥ AWS CDK A #&E , 7tik CODK B E

WMREMEA v2.94.0 AWS CDK ZHIH) REBFEMENEWE , BALUEBABRE v2.94.0 REFMRARKE
¥ Lambda B8, MEFFMEN , 5528 (AWS Cloud Development Kit (AWS CDK) v2 B3 A E15
) o

AWS Lambda #Z@#iPutSecretValuesk &

MBEERENACREIRSWIRE Secrets Manager B #EH , 7 CloudTrail &R EH

A E RotationFailedfE 44 : Lambda LAMBDA_ARN ######### VERSION_ID for Secret
SECRET_ARN, TBRAWSPENDINGTEREELEH BB MR , AREFEEEH Lambda BB 8EFE
RotationToken 2%,

E#H Lambda IR LLZE RotationToken
1. T Lambda HERERXE

- BARX Lambda £# A&
- EEEERP , BERY
- EHEBAEBHN Lambda EZRIREKE
- HETH  FEEET -—EARBEXS zip. AWS SAM ER, mE
- BEREE  SERERBFEARER L,
2. #®¥8 Lambda_handler

£ create_secret FERHAE rotation_token 28 , LIETEIRS R

def lambda_handler(event, context):
"""Secrets Manager Rotation Template

This is a template for creating an AWS Secrets Manager rotation lambda

Args:
event (dict): Lambda dictionary of event parameters. These keys must
include the following:
- SecretId: The secret ARN or identifier
- ClientRequestToken: The ClientRequestToken of the secret version
- Step: The rotation step (one of createSecret, setSecret, testSecret,
or finishSecret)
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- RotationToken: the rotation token to put as parameter for
PutSecretValue call

context (LambdaContext): The Lambda runtime information

Raises:
ResourceNotFoundException: If the secret with the specified arn and stage
does not exist

ValueError: If the secret is not properly configured for rotation

KeyError: If the event parameters do not contain the expected keys

arn = event['SecretId']

token = event['ClientRequestToken']
step = event['Step']

# Add the rotation token

rotation_token = event['RotationToken']

# Setup the client
service_client = boto3.client('secretsmanager’,
endpoint_url=os.environ['SECRETS_MANAGER_ENDPOINT'])

# Make sure the version is staged correctly
metadata = service_client.describe_secret(SecretId=arn)
if not metadata['RotationEnabled']:
logger.error("Secret %s is not enabled for rotation" % arn)
raise ValueError("Secret %s is not enabled for rotation" % arn)
versions = metadatal'VersionIdsToStages']
if token not in versions:
logger.error("Secret version %s has no stage for rotation of secret %s." %
(token, arn))
raise ValueError("Secret version %s has no stage for rotation of secret
%s." % (token, arn))
if "AWSCURRENT" in versions[token]:
logger.info("Secret version %s already set as AWSCURRENT for secret %s." %
(token, arn))
return
elif "AWSPENDING" not in versions[token]:
logger.error("Secret version %s not set as AWSPENDING for rotation of
secret %s." % (token, arn))
raise ValueError("Secret version %s not set as AWSPENDING for rotation of
secret %s." % (token, arn))
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ERAEER

# Use rotation_token
if step == '"createSecret":

create_secret(service_client, arn,

elif step == "setSecret":
set_secret(service_client, arn,

elif step == "testSecret":

token, rotation_token)

test_secret(service_client, arn, token)

elif step == "finishSecret":

finish_secret(service_client, arn,

else:

token)

raise ValueError("Invalid step parameter")

3. fmiEcreate_secretBERiE

&M create_secretBEHEIAEZ W FEA rotation_token 2¥ :

# Add rotation_token to the function

def create_secret(service_client, arn, token,

"""Create the secret

rotation_token):

This method first checks for the existence of a secret for the passed in token. If

one does not exist, it will generate a

new secret and put it with the passed in token.

Args:

service_client (client): The secrets manager service client

arn (string): The secret ARN or other identifier

token (string): The ClientRequestToken associated with the secret version

rotation_token (string): the rotation token to put as parameter for PutSecretValue

call

Raises:

ResourceNotFoundException: If the secret with the specified arn and stage does not

exist
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# Make sure the current secret exists
service_client.get_secret_value(SecretId=arn, VersionStage="AWSCURRENT")

# Now try to get the secret version, if that fails, put a new secret

try:

service_client.get_secret_value(SecretId=arn, VersionId=token,
VersionStage="AWSPENDING")

logger.info("createSecret: Successfully retrieved secret for %s." % arn)

except service_client.exceptions.ResourceNotFoundException:

# Get exclude characters from environment variable

exclude_characters = os.environ['EXCLUDE_CHARACTERS'] if 'EXCLUDE_CHARACTERS' in
os.environ else '/@"\'\\'

# Generate a random password

passwd = service_client.get_random_password(ExcludeCharacters=exclude_characters)

# Put the secret, using rotation_token
service_client.put_secret_value(SecretId=arn, ClientRequestToken=token,
SecretString=passwd[ 'RandomPassword'], VersionStages=['AWSPENDING'],
RotationToken=rotation_token)

logger.info("createSecret: Successfully put secret for ARN %s and version %s." %
(arn, token))

4. LEEFEHH Lambda HHBERE

E# Lambda RBEABR , FiH L EURRME,

$8255 - T1E <arotation> ###### lambda <arn> BFE4EEES

WRIEIE Lambda REFHEESEE P EEZIEBMRZRRIB LY , SN CreateSecretfl 2
fSetSecret , BE ML 1TERER .

I 1T EE SR AR D ER

/A Warning

HMA Lambda REHHATHITET R , BHEBRITSHEREAPR 10 WETESEHRRER.
WMEFMENR |, 528 ( AWS Lambda FEZ2 A B158) FH AWS Lambda 7 #7888 3t 17 F #
BT,
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1. BMEMFIE Lambda HITERE :

1=

« 5% reserved_concurrent_executions REREKE (i 1)
- MREAEZLT , BHERERED 10
- ZREAXRFEELITURSEEY

2. HRWEILIT

- BUPREREMELTSH (HlW, 7 Terraform # ) ,
- MREUARE , FEAED 10 WE,
- BERAR , URAFMENEBARENERRM,
3. EEMMFAEIAT
« EAEARFELT : X1T= (BUTHFRY) * (UPAELNTEFERFEREH ). W
EFHMEN  F2RALEELT.
- ERPIBBERLIEKE , UHEBEENLTERE.
- REMALITERFE DO URZERHANTRBITE  TREEHRA.

WMEFEFRE Lambda TR EFMMERR , 528 ( AWS Lambda BB ABIEE) PHREFRELTNRE
MW7,

iR HEiE

Secrets Manager B E AR ENWIVERERR , KEEHIBENHE, EERTEHENRE , BEH
cron() = rate() BE R UK REIFFIFR, Secrets Manager £ IR RV T IFBRIRENEEZ, &
AT NE — /NN ERIREER A | ZhR I E/ R ] SRR — R,

=EFAMmR  F2HE

« the section called “= & #gifr”
« the section called “E R EWZHN B EEWR (TLA)
« the section called “IEE R EWZNEBBWRE (EEEH )

Secrets Manager i BE2E R UTC K&,
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-concurrency.html#estimating-reserved-concurrency
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https://docs.aws.amazon.com/lambda/latest/dg/provisioned-concurrency.html

AWS Secrets Manager EREEmR

B #6855 ER

Secrets Manager iR ECUA M BIFR, ELEERHBWZRE | B LIRERIREEE | Secrets
Manager & 1E it i Bt 19 E B R B SR 1L L 2

Secrets Manager E#tBFEX — 2D EBIH. HREAXRBrate( ) REANHIRIE K WREERS
RERRAB, ELUERAcron()REXN KR EWMRBFRNVBERER, WEEHG , 2B the section
called “Cron RiER",

RIBTER , WRERESE /DR , RRAASE - RERSEER , URAEN,

FERFRRKEENRE K FREFRFERD, SUAERRERREANE—PE, BRIEFRTE
HEMRT —(E@miRiR, MAER , YRUNEAEVNRRIRE  FRIABMBR PO RIAEN W
B R, SRUXRABEMNRRGE  FRSEFARENERERGFEREDRIEFR 24 M,

Rate IEE T

Secrets Manager rate FRIZEXNHERNNT , Value BRIEEE , Unit TJLAR hour, hours, day =
days :

rate(Value Unit)

BB/ SR REE — X, SRWIRIAEA 999 X, 6

« rate(4 hours) RSN/ IFiRREE—
- rate(l day) RTEXRWIREE—IX,
- rate(10 days) RTE 10 Rz —

Cron FRiER
Secrets Manager cron FREXHERMT :

cron(Minutes Hours Day-of-month Month Day-of-week Year)

TEPEEEMN cron RKEXNGEXRER, HIW0, cron(0 4/12 * * ? *) RRES 4.00 I TF
4:00 , RERFEZRER 4:00 M TF 4:00, Secrets Manager i HER2EH UTC BE,
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ERLTEE FiER
BR/\PMEEFRFAR, cron(@ /8 * * ? *)
#BR/\/NFE LS 8:00 B, cron(@ 8/8 * * ? %)
BRT/IMEEER 2:.00 B, cron(@ 2/10 * * ? *)

AR S TE 2:00. 12:00 F1 22:00 BAE , K&
EE =X 2:00. 12:00 1 22:00 BB,

#X L5 10:00 cron(@ 10 * * ? *)
BT F 6:00, cron(@ 18 ? * SAT *)
BEAE—KXLF 8:00, cron(@ 8 1 * ? *)
B=EAF—EEHRXRZR 1:00, cron(@ 1 ? 1/3 SUN#1 *)
BEAKZRE —XTHF 5:00, cron(@ 17 L * ? *)
BE—ZFBHELEF 8:00, cron(@ 8 ? * MON-FRI *)
BAMNE—XRMETEXTF 4:.00, cron(@ 16 1,15 * ? *)
BEANE—EBBEFR. cron(@ @ ? * SUN#1 *)
1 ARE , E—EES—F&E 11 BA— cron(@ @ ? 1/11 2#1 *)
Ko

Secrets Manager F#Y cron RiZEXNER

Secrets Manager ¥ 2 Al LA R cron REXNWABE —LRFl. Secrets Manager By cron RIEXNE D
BN NXEE 0, EA Secrets Manager iR S TR RZHK. TEORNUPHXEE*, BA
Secrets Manager X B —F A LW BwBHRE, THERKRBETRETUEANIRE,

i Values (#{E) BAFRT
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ERAEER

Rz
N

A A

Values (B{H)

0-23

1-31

ERFRT

£/ / (EMR) EEBE. H
W, 2/10 RR{EER 2:00 B3
HERE 10 ME—IR, BAIUE
M/ — IR,

£/, (E5) RS HAMWE.
flgn , 1,15 R—EAMLE 1
RHME 15 Ko

5/ - (W) s EEE, 5
o, 1-15 R-—EAKEE 1
RXKEZE 15 Ko

£/ * (B%) RISWEPH
FrEfE. flan, ~ ®kR<—@A
Blgﬁ_;io

? (A%R) BAFTARKRT
REMTM—E, SEEER—
f& cron FKEX RHEE Day-
of-month #H Day-of-we
ek MW, WREEHDP—1E
MUBETRE , MSEES
—ERPEA ? (B5R).

£/ / (IERHR) EEHE, 6
W, 1/2 REBMRIESE 1 X
Bt AR, F1X, &
3R, 5 X%,

R LEE—BANSZER—
Ko

5 DAYL s E—BAMERE
—{Bdr & BE, flim , SUNL &
T—EANRE—EER,

Cron &RiEX
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ERAEER

Rz
H

Values (BH)

1-12 =% JAN-DEC

ERFRT

R, (Z5) RS HME,
f5ltn , JAN, APR, JUL,OCT
xn~1A.48. 7A#M10
=8

R - (B aR) EESE. 5
w,1-3RF—FWNE1EA
EE3MEA

£/ * (%) RESMuH
WFrEE. flm , *» R REE
EO

£/ / (ERR) EERE. H
wm,1/3R/R"EBE=@A , #
E1EARE , MIYFERSE 1
BH. £4@A. £7EAA
£ 108 A,

Cron &RiEX
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ERAEER

Rz

By HE

Values (B{H)

1-7 2 SUN-SAT

AR *

ERFRT

FR#EE—HMARNER
4. fln : TUE#3 RREAN
E=EE=,

£/ , (25%) RESEHME,
plan, 1,4 RR—BHE 1 X
ML 4 X,

£/ - (BeR) isEEE, 5
W, 1-4 XRRE—BENE1XRE
% 4 9{0

£/ * (B%) RISWUEPH
FREE. flt, * RE—BEH
ﬁ_%o

? (B#%) ERFTARKRT
REMEM—E, SEEER—
f& cron FREKX H#EE Day-
of-month A Day-of-we
ek MW, WREEHP—E
BMUEETRE A6 RMYEES
—ERPEA ? (B5R).

£/ / (EMR) EEHE. H
m,1/2 ®RA—BNER-X
, feE—XRBAwm , Al 1 X,

B3R, BEERMET7 XK,

£/ L EE B &E—XK.

Fiii2
MWW\

Cron &RiEX
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3 BN#R#: AWS Secrets Manager %

FARRRERERBRNUE, FEREROCRERNTETHR  FEIEATREZNE , RE
[ ¥ EE Rotation configuration (Eifi#HAE) T, R Rotation status (iR EE) & Enabled (2K
), IEXEREETRIR, MREE A F2E mikt %E,

EEVEWBME (TEE)

1. BIR{IAH Secrets Manager £#2 & https://console.aws.amazon.com/secretsmanager/o
2. EBEENWE,

3. HEMZFHMEFEMMM Rotation configuration (w4 RE) # , #1E Rotate secret immediately (3I
BNER IR ER),

4. 7£ Rotate secret (Bpifti®) EIFEH R+ , #12 Rotate (1),

AWS CLI

Example 3 BNER {3437

T %l rotate-secret €351 & BIFAAERIR, RN BCRERER,

$ aws secretsmanager rotate-secret \
--secret-id MyTestSecret

SRARWBRHN MR

ST LAEA AWS Config REFAHE , UEFEMREKBRENFEERMR, BTLER AWS Config
BIRERUENABLZLANERER, A%, AWS Config AT FRFEERANNME, BHALE
HMEmPEER, WIRER, ARREMNEN KMS £, Lambda E#2Th8E LA K BR8240 B Bt 2 IR 4
HEE,

MREWEBTEZME AWS 1RFE M AWS B WHE |, B UREZEENSRER . WFEFAE
A, B2RZIRFZESERER,

FERERERR
1. EEA AWS Config HAIFHEDRRIER , LH TR A FEE
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https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/rotate-secret.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluating-your-resources.html
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« secretsmanager-rotation-enabled-check - BER A A Secrets Manager 1 Z 5K #Y 3
BMEXE T Wi,

« secretsmanager-scheduled-rotation-success-check - B&E FXRINWREBER
ENwmPEREERN, REVKEERAEH,

+ secretsmanager-secret-periodic-rotation - REREHEIEENKBARBEINE,

2. WEF , FRE AWS Config MEMBETESREBHE, WEFHMENR , FSBAWS Config EIXE
Amazon SNS FREREH,

£ Secrets Manager FEUE B B i
NREDRERBHEDHR  DREELHR | LT UIERR,
R B B e

1. BRI E Secrets Manager £ A& https://console.aws.amazon.com/secretsmanager/o
2. BREBLHRER,

3. EREFMENEENRBRERT , EEFERLR,

4, HEiRERGERHELRT  BEADWER  AREERT.

Secrets Manager R BEIERRENR , MELARREEFHHMWmBRETUEAE.,
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https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-rotation-enabled-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-scheduled-rotation-success-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-secret-periodic-rotation.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://console.aws.amazon.com/secretsmanager/
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AWS Secrets Manager FHE 1 IR EE AW E AWS
F% AWS RIS E MM E A E AWS Secrets Manager, ERLEERT , ELRBRZIERDR , U
2R, BUARFNWREENREENE, fln , BEIENTSTETERE , AEFTLBITHRER

Hh, EERBEAIREERASERAERINERTENIMBERSE  RAEERBICAAHE , Bt
ERBIREBRNRBREE,

ZENRARAEEME AWS BVRIEEM .

ZEMENDBESREEBPMAEERE ID |, LERE,

Secret name: ServiceID!MySecret
Secret ARN : arn:aws:us-east-1:ServiceID!MySecret-alb2c3

EEWENREZ ID

» appflow - the section called “Amazon AppFlow”

* databrew - the section called “AWS Glue DataBrew”

* datasync - the section called “AWS DataSync”

* directconnect - the section called “AWS Direct Connect”

¢ ecs-sc —the section called “Amazon Elastic Container Service”

* events - the section called “Amazon EventBridge”

* marketplace-deployment - the section called “AWS Marketplace”

* opsworks-cm - the section called “AWS OpsWorks for Chef Automate”
* pcs - the section called “AWS F{TiEE R

* rds - the section called “Amazon RDS”

+ redshift - the section called “Amazon Redshift”
+ sqlworkbench - the section called “Amazon Redshift Z#REEET 5 2 MX”

FESHRBHEMBRBEENNE AWS |, F2REESEZEWE,

NMECERARTNRBEREE , F2REANENRE,
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ERAEER

AWS Br# 5 AWS Secrets Manager #%

BB T % AWS BR# FIEm{aEE Secrets Manager B &M MEEE M.

AWS App Runner 2 {E A AWS Secrets Manager

How AWS App2Container £ AWS Secrets Manager

AWS AppConfig #n{a £ AWS Secrets Manager

Amazon AppFlow 21 f£F AWS Secrets Manager

AWS AppSync #N1aI £ A AWS Secrets Manager

Amazon Athena ¥l f£ F§ AWS Secrets Manager

Amazon Aurora {a £ AWS Secrets Manager

AWS CodeBuild #0fAI £ AWS Secrets Manager

Amazon Data Firehose #{AIf£/ AWS Secrets Manager

AWS DataSync #{a £ AWS Secrets Manager

Amazon DataZone #0{AIf&£ /] AWS Secrets Manager

AWS Direct Connect 20{AI &£/ AWS Secrets Manager

AWS Directory Service #0{a & AWS Secrets Manager

Amazon DocumentDB (with MongoDB compatibility) #0481 £ Ff AWS Secrets Manager
AWS Elastic Beanstalk #n{a/{ A AWS Secrets Manager

Amazon Elastic Container Registry 201a & F§ AWS Secrets Manager

Amazon Elastic Container Service

Amazon ElastiCache eI AWS Secrets Manager

AWS Elemental Live 20{a{#FH AWS Secrets Manager

AWS Elemental MediaConnect #Ia] £ AWS Secrets Manager
AWS Elemental MediaConvert 204a]f£ F§ AWS Secrets Manager
AWS Elemental MediaLive #{a]f£F AWS Secrets Manager
AWS Elemental MediaPackage #0{a 2/ AWS Secrets Manager
AWS Elemental MediaTailor 2018 {& F§ AWS Secrets Manager
Amazon EMR #0{a] £ Secrets Manager

Amazon EventBridge #1a] £ AWS Secrets Manager
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Amazon FSx #{al{£ | AWS Secrets Manager # %

AWS Glue DataBrew #0{a £ AWS Secrets Manager

AWS Glue Studio #0{a{#£H AWS Secrets Manager

AWS loT SiteWise #0fAI £ AWS Secrets Manager

Amazon Kendra A f£ A AWS Secrets Manager

Amazon Kinesis Video Streams #{a A AWS Secrets Manager

AWS Launch Wizard #{aIfEF AWS Secrets Manager

Amazon Lookout for Metrics #01a] &£ F§ AWS Secrets Manager

Amazon Managed Grafana #0{a 88/ AWS Secrets Manager

AWS Managed Services #1fAI £ AWS Secrets Manager

Amazon Managed Streaming for Apache Kafka #0{a{#FH AWS Secrets Manager
Amazon Managed Workflows for Apache Airflow #01a]f£ F§ AWS Secrets Manager
AWS Marketplace

AWS Migration Hub #0{a £ AWS Secrets Manager

AWS Panorama A&/ Secrets Manager

AWS Parallel Computing Service 2 {£ A AWS Secrets Manager

AWS ParallelCluster #n1a]fE F§ AWS Secrets Manager

Amazon Q #1aIfE A Secrets Manager

Amazon OpenSearch Ingestion#1{A] £ Secrets Manager

AWS OpsWorks for Chef Automate #0{A £ F AWS Secrets Manager
Amazon QuickSight #Z0{a £ AWS Secrets Manager

Amazon RDS #{af£f§ AWS Secrets Manager

Amazon Redshift #01a#F AWS Secrets Manager

Amazon Redshift EFfREERE 2 IR

Amazon SageMaker Al 1A AWS Secrets Manager

AWS Schema Conversion Tool 21l AWS Secrets Manager
InfluxDB #Y Amazon Timestream 8/ 5 3\ AWS Secrets Manager
AWS Toolkit for JetBrains #0{A{£ Ff AWS Secrets Manager

AWS Transfer Family #01a]f&£ F§ AWS Secrets Manager # %
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« AWS WickrafaI £ F§ AWS Secrets Manager #%%

AWS App Runner @1{a £ AWS Secrets Manager

AWS App Runner 2 —& AWS R , ATIRMARE, FHEERFERAREN N , RERKRIBHI[MRE
BZEHNER AWS ERFUERELZEN Web BERARER, EFEEE2F/HEI,. AEEFEANEER
%, SAENAHERMRE AWS BR,.

£/ App Runner , 8T A2 Y R RN EXMRIBAVERER , SERBNACFERIRBHIREZE
WMEFMES , F26 (AWS App Runner A EERM) PH2ERESINEERTEH.

How AWS App2Container £/ AWS Secrets Manager

AWS App2Container E— &Gt H T E | B EREAMNBREARFEBE R D OREBEEZTH AT
WERAREX , FHE A Amazon ECS. Amazon EKS = BB AP H 1T AWS App Runner,

App2Container FAMEZEESREEANK TEERR[ERIEAEXARBHER , LEHTERIR
. MEFMER , F2E8 (AWS App2Container FHEIEE) D EIE App2Container I ZR
AWS App2Container

AWS AppConfig an4a] £ AWS Secrets Manager

AWS AppConfig = #J—IEIhEE AWS Systems Manager , AIZEEAREY, EEMREDEEARER
fHRe, BTG ERBENREMEMIE Secrets Manager PR E . B BHEANBRERE
EEF |, BT LUEE Secrets Manager fEBHEREBERNRIE, WFFMEF , 528 (AWS AppConfig
FAEIEE) P Creating a configuration and a configuration profile (M AAREMHAER ERE), W

£ 5B AWS AppConfig M{TEE BB A BMBRMOHBNER , HSEAWS AppConfig  ERAEE
) HH Secrets Manager & i8#m i,

Amazon AppFlow #0{a{# A AWS Secrets Manager

Amazon AppFlow 2 — B+ SEEBARY , TRLERRBERKE (SaaS) EARX 2 EZ L RRE
# | i Salesforce 1 AWS Bg# , #1401 Amazon Simple Storage Service (Amazon S3) 1 Amazon
Redshift,

£ Amazon AppFlow # , B SaaS EARRREANRES B , ZEELER. ETRE
fRE SaaS EARIXMENEN , B RBER., FHESBANEE. Amazon AppFlow 452
ERERTFHREFTEA W Secrets Manager ZEMZ Fappflow. FHMEMNKATEE Amazon
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https://docs.aws.amazon.com/apprunner/latest/dg/env-variable.html
https://docs.aws.amazon.com/apprunner/latest/dg/env-variable-manage.html
https://docs.aws.amazon.com/app2container/latest/UserGuide/manage-secrets.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-configuration-and-profile.html#appconfig-creating-configuration-and-profile-free-form-configurations
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-security.html#appconfig-security-secrets-manager-key-rotation
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AppFlow FWE B, MEFHMEF , 552/ (Amazon AppFlow FEAEIEE) S H Amazon AppFlow
P ERRE,

AWS AppSync 1A {#E A AWS Secrets Manager

AWS AppSync AFERAREXFAZASRMEKXETEREN GraphQL RE , UESREZERFENE
¥, &% Amazon DynamoDB AWS Lambda#l HTTP APIs.

AWS AppSync £ Secrets Manager B E A BRI IERZE Amazon RDS M Aurora, HZEFFH
B, 5528 (AWS AppSync BIEE A BIEr) HPHIHETRTE : Aurora Serverless,

Amazon Athena {a]f£F AWS Secrets Manager

Amazon Athena 2 — BB\ &R , AT Amazon Simple Storage Service (Amazon S3) H{E
B SQL BREZES TER,

Amazon Athena BRI HRRELES A LAEA Athena B S EH AN R EEEMZREHER ., WE
FHMERA , 528 (Amazon Athena fEFE1ER) FHIE A Amazon Athena Bt & &,

Amazon Aurora A A AWS Secrets Manager

Amazon Aurora A2 ZERBBNERESIZ , 7B MySQL # PostgreSQL &,

ZEEE Aurora WX EFEHEBZRAEE , Aurora I LABEISENSR, BEEAZWERN
&, Aurora hSEEEFELEEZAERNWE, MEFMHENR , 528 (Amazon Aurora EREERE) &
B fE B Amazon Aurora 1 AWS Secrets Manageri 1T R IBE 1,

MFEHEHM Aurora BAER , FF2H EUWE,

E RN Amazon RDS B8 API i | Bu L ERZREEShFRAEZREEESRENRE. MEFM
B , 528 (Amazon Aurora fEF &) FEYEAIE AR Aurora Serverless V& £l AP,

E & EH Amazon RDS &£ RESRERIERER , 7 ERENRRFMIE Secrets Manager H,
MEFHMET , 528 (Amazon RDS FAEEE) P FEHEHRESS.

AWS CodeBuild #{a/{£ A AWS Secrets Manager

AWS CodeBuild REEHRT ST EMEBERIE. CodeBuild AT#{RZREE. FTEAE , XEETIL
ENERBA R Mo
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https://docs.aws.amazon.com/appflow/latest/userguide/data-protection.html#encryption-rest
https://docs.aws.amazon.com/appflow/latest/userguide/data-protection.html#encryption-rest
https://docs.aws.amazon.com/appsync/latest/devguide/tutorial-rds-resolvers.html
https://docs.aws.amazon.com/athena/latest/ug/connect-to-a-data-source.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/query-editor.html
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BRI ERMZEEERTFHAREZEAER., MEFHMEEN , 52 BAWS CodeBuild  FREE
&) BHEH CodeBuild AWS Secrets Manager 34 #I A8 E 88,

Amazon Data Firehose f0{a]{£H AWS Secrets Manager

B LAE A Amazon Data Firehose #SEIiF R RERRNEZRELRANL, EANHEEZAE
R &80F | Firehose EEH TR Secrets Manager IV E |, LUERE B Mth, MEHMAE

#A , m2 8 (Amazon Data Firehose B3 A E35F AWS Secrets Manager ) F ¥ Amazon Data
Firehose P B 7% -

AWS DataSync @1{affE F§ AWS Secrets Manager

AWS DataSync R —E# L ERER R , L. BBMEMMERFRNERB BN ERBH,

DataSync X BN RELRBERREFEZAER T EBRNMEAE R, DataSync £/ Secrets Manager
RERRERFHFTRE. BALKRE DataSync KREBEURET , LA UREBITRE, REEEW
MEZREAFTE aws-datasync, BRFEEHFEAE DataSync ABEUNMERNE, FSEAWS

DataSync ( fEAEIERM) PHRUBFULENEAER,

Amazon DataZone #{aA{£/H AWS Secrets Manager

Amazon DataZone 2 —EEREERY , IZLRIBH&K, RR. B8, HERIWER, EAIA#®
/8 AWS Glue #wm B 2=\ EHMRHA Amazon Redshift BENERRNRREREREE, NEER
Z Amazon Redshift , % ELL Secrets Manager #Z BN 12t Amazon DataZone R, MEFH
& , 28 (Amazon DataZone EAEIEmM) FHFEAF AWS Glue E#RE I Amazon Redshift &
RENERRR. DataZone

AWS Direct Connect Z{AI{£H AWS Secrets Manager

AWS Direct Connect €iEIB1Z % Z X85 B AR AS R RSP H8 5% E#E E AWS Direct Connect
B, BBIESR  SUUEEEVEAS WEERNE AWS R,

AWS Direct Connect B EREB S REBNERABSBY (CKN/CAKY ) EHREFEANZE
WEHdirectconnect. MBI KA B ETE AWS Direct ConnectV B+, EEEFMHE , BLAE
£/ AWS Direct Connect T 3F Secrets Manager. MFEFMEN , 552 B (AWS Direct Connect &
F#&¥ER™) FH# MACsec CKN/CAK B LAG E B3,
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https://docs.aws.amazon.com/codebuild/latest/userguide/sample-private-registry.html
https://docs.aws.amazon.com/firehose/latest/dev/using-secrets-manager.html
https://docs.aws.amazon.com/firehose/latest/dev/using-secrets-manager.html
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MEFER By ERNEBEEF AWS CloudFormation , 5528 AWS CloudFormation { fER&ER)
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JSON , REVWBRELEM 32 BF THNERE,
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MEFEH B ERNHEBET AWS CloudFormation , 5521 AWS CloudFormation { R &EER)
R T RREARERELE.

JSON

"Resources": {
"CloudFormationCreatedSecret": {
"Type": "AWS::SecretsManager::Secret",
"Properties": {

"Description": "Simple secret created by AWS CloudFormation.",
"GenerateSecretString": {
"SecretStringTemplate": "{\"username\": \"saanvi\"}",
"GenerateStringKey": "password",
"PasswordLength": 32
}
}
}
}
}
YAML
Resources:

CloudFormationCreatedSecret:
Type: 'AWS::SecretsManager::Secret'
Properties:
Description: Simple secret created by AWS CloudFormation.
GenerateSecretString:
SecretStringTemplate: '{"username": "saanvi"}'
GenerateStringKey: password
PasswordLength: 32

FH By EH B WM AWS Secrets Manager WEZMEE B
Amazon RDS MySQL &R E#1T{E8 AWS CloudFormation

EEA Amazon RDS 5 Aurora B EE B , BEEE A ManageMasterUserPassword , #l
AWS: :RDS: :DBCluster FHEIf| "AEEZRIFE I Secrets Manager % Fi/Ro Amazon RDS
BEESALEURBUEERER, NEFHEEN K F2EZEHR,
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AWS CloudFormation

& E# 7 Amazon Redshift WEBWE , BEEMEMA AWS: :Redshift: :Cluster K&l
HIAWS : :RedshiftServerless: :Namespace,

{EF B3 AWS Secrets Manager #%#] Amazon DocumentDB #
17{E# AWS CloudFormation

HEflEERAMBEPNBEEAERAENRT , REILWEMN Amazon DocumentDB #1TEEE., &
REZETEREBER , TEREHTRREZNAE, BARTER WIREEE AR EII Lambda WK
B, WSHBREBEAFE—KRELSF 8:00 £ 10:00 (UTC) 2B BB, EALZSHKEER , #1T
{E8& {2 Amazon VPC H,

L EHIAE LT CloudFormation EJR AR Secrets Manager :

« AWS: :SecretsManager: :Secret

 AWS::SecretsManager: :SecretTargetAttachment

 AWS: :SecretsManager: :RotationSchedule

MEFEH B ERNEEEEF AWS CloudFormation , 552 AWS CloudFormation { £ &IER)
R T BEARE RS,

JSON

"AWSTemplateFormatVersion":"2010-09-09",
"Transform":"AWS: :SecretsManager-2020-07-23",
"Resources": {

"TestVPC": {

"Type":"AWS::EC2::VPC",

"Properties":{
"CidrBlock":"10.0.0.0/16",
"EnableDnsHostnames" :true,
"EnableDnsSupport":true

}

iy
"TestSubnet®1":{
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"Type":"AWS::EC2::Subnet",
"Properties":{
"CidrBlock":"10.0.96.0/19",
"AvailabilityZone":{
"Fn::Select":[
"o,
{
"Fn::GetAZs":{
"Ref":"AWS: :Region"

I
"VpcId":{
"Ref":"TestVPC"

I
"TestSubnet®2":{
"Type":"AWS::EC2: :Subnet",
"Properties":{
"CidrBlock":"10.0.128.0/19",
"AvailabilityZone":{
"Fn::Select":[
nyn
{
"Fn::GetAZs":{
"Ref":"AWS: :Region"

iy
"VpcId":{
"Ref":"TestVPC"

},

"SecretsManagerVPCEndpoint": {
"Type":"AWS::EC2::VPCEndpoint",
"Properties":{

"SubnetIds":[
{
"Ref":"TestSubnetol"

iy

JSON
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{
"Ref":"TestSubnet02"
}
1,
"SecurityGroupIds":[
{

"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"

]

}
1,

"VpcEndpointType":"Interface",
"ServiceName":{
"Fn::Sub":"com.amazonaws.${AWS: :Region}.secretsmanager"
I
"PrivateDnsEnabled":true,
"VpcId":{
"Ref":"TestVPC"

I
"MyDocDBClusterRotationSecret":{
"Type":"AWS: :SecretsManager: :Secret",
"Properties":{
"GenerateSecretString":{
"SecretStringTemplate":"{\"username\": \"someadmin\",\"ss1l\": true}",
"GenerateStringKey":"password",
"PasswordLength":16,
"ExcludeCharacters":"\"@/\\"

},
"Tags":[
{
"Key":"AppName",
"Value":"MyApp"
}
]

},

"MyDocDBCluster":{
"Type":"AWS: :DocDB: :DBCluster",
"Properties":{

"DBSubnetGroupName" : {
"Ref":"MyDBSubnetGroup"

JSON 241



AWS Secrets Manager EREEmR

}I

"MasterUsername":{
"Fn::Sub":"{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :username}}"
},
"MasterUserPassword": {
"Fn::Sub":"{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :password}}"

},
"VpcSecurityGroupIds":[
{
"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"
]
}
]

},
"DocDBInstance":{
"Type" :"AWS: :DocDB: :DBInstance",
"Properties":{
"DBClusterIdentifier":{
"Ref":"MyDocDBCluster"

},
"DBInstanceClass":"db.r5.large"

iy
"MyDBSubnetGroup":{

"Type":"AWS: :DocDB: :DBSubnetGroup",
"Properties":{

"DBSubnetGroupDescription":"",
"SubnetIds":[
{
"Ref":"TestSubnet@l"
I
{
"Ref":"TestSubnet02"
}

1,
"SecretDocDBClusterAttachment":{
"Type":"AWS: :SecretsManager: :SecretTargetAttachment",
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"Properties":{
"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

1,

"TargetId":{
"Ref":"MyDocDBCluster"

I

"TargetType" :"AWS: :DocDB: :DBCluster"

I

"MySecretRotationSchedule": {
"Type":"AWS: :SecretsManager: :RotationSchedule",
"DependsOn":"SecretDocDBClusterAttachment",
"Properties":{

"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

},

"HostedRotationLambda": {
"RotationType":"MongoDBSingleUser",
"RotationLambdaName":"MongoDBSingleUser",
"VpcSecurityGroupIds":{

"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"

iy
"VpcSubnetIds":{
"Fn::Join":[

n n
’ ’

[
{
"Ref":"TestSubnet@l"
},
{
"Ref":"TestSubnet2"
}
]
]
}
.
"RotationRules":{
"Duration": "2h",
"ScheduleExpression": "cron(@ 8 1 * ? *)"
}
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}

YAML

AWSTemplateFormatVersion: '2010-09-09'
Transform: AWS::SecretsManager-2020-07-23
Resources:
TestVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 10.0.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
TestSubnet01l:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.96.0/19
AvailabilityZone: !Select
0
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
TestSubnet02:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.128.0/19
AvailabilityZone: !Select
- '1"
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
SecretsManagerVPCEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
SubnetIds:
- IRef TestSubnet0l
- IRef TestSubnet02
SecurityGroupIds:
- !GetAtt TestVPC.DefaultSecurityGroup
VpcEndpointType: Interface
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ServiceName: !Sub com.amazonaws.${AWS: :Region}.secretsmanager
PrivateDnsEnabled: true
VpcId: !Ref TestVPC
MyDocDBClusterRotationSecret:
Type: AWS::SecretsManager: :Secret
Properties:
GenerateSecretString:
SecretStringTemplate: '{"username": "someadmin",b"ssl": true}'
GenerateStringKey: password
PasswordLength: 16
ExcludeCharacters: '"@/\'
Tags:
- Key: AppName
Value: MyApp
MyDocDBCluster:
Type: AWS::DocDB::DBCluster
Properties:
DBSubnetGroupName: !Ref MyDBSubnetGroup
MasterUsername: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :username}}"
MasterUserPassword: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :password}}"
VpcSecurityGroupIds:
- !GetAtt TestVPC.DefaultSecurityGroup
DocDBInstance:
Type: AWS::DocDB: :DBInstance
Properties:
DBClusterIdentifier: !Ref MyDocDBCluster
DBInstanceClass: db.r5.large

MyDBSubnetGroup:
Type: AWS: :DocDB::DBSubnetGroup
Properties:
DBSubnetGroupDescription: "'
SubnetIds:

- IRef TestSubnet0l
- IRef TestSubnet02
SecretDocDBClusterAttachment:
Type: AWS::SecretsManager::SecretTargetAttachment
Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
TargetId: !Ref MyDocDBCluster
TargetType: AWS::DocDB::DBCluster
MySecretRotationSchedule:
Type: AWS::SecretsManager::RotationSchedule

YAML
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DependsOn: SecretDocDBClusterAttachment

Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
HostedRotationLambda:

RotationType: MongoDBSingleUser

RotationLambdaName: MongoDBSingleUser
VpcSecurityGroupIds: !GetAtt TestVPC.DefaultSecurityGroup
VpcSubnetIds: !Join

1 1
’

- - IRef TestSubnetdl
- IRef TestSubnet02
RotationRules:
Duration: 2h
ScheduleExpression: cron(@ 8 1 * ? *)

Secrets Manager @{A 8 A AWS CloudFormation

IR X8 AR | Secrets Manager 21# A AWS CloudFormation 32 M iR &

Fo MREBEZBEDPEITHTOBWMIEEKE , AWS: :Serverless: :FunctionEBBEEN AWS
CloudFormation B3 & E &4, $R% AWS CloudFormation 3% RotationSchedule , &€&
RERENRBEENERAA, SUNERREBRR2E | RIEEERDOREHEERBR AWS

CloudFormation &,

NFEREFRREBRIRNENERER  FEEBER WE,

Secrets Manager 2fAfEH AWS CloudFormation
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£ I AWS Secrets Manager #% AWS Cloud
Development Kit (AWS CDK)

EE COKEARKHTEY, EBNMMEEME , AIAEA AWS Secrets Manager EEER
E , HPEE ResourcePolicy. RotationSchedule, Secret. SecretRotation
SecretTargetAttachment BA&#E4H,

£ COK ERRAPEANENREEBRAEATESY CLI EYME , AREUERE ALK CDK
FERRER,

mEEH , F2R

- BYMER

« EAMER

« HERE

« BRTFWEREMHFTH

- WIRME

- WREREWE

- BUEEEEHME

MEHEE CDK WEFMAE , 5528 (AWS Cloud Development Kit (AWS CDK) v2 Bz A EEF) o
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EZf AWS Secrets Manager #%

AWS RMHEEIE T EREEF Secrets Manager W%, HMEHR , UREBERENEBEHIE. IREFTEE
HEMAFBEHNEARSEETRAE , AREALBHE , ARERTEENEE, CHAUHHEHTERE
AREBEUAREMMBRBBENERREBBRE,

&

« {EF 5248% AWS Secrets Manager =4 AWS CloudTrail

« AWS Secrets Manager £/ Amazon CloudWatch E&#%

- f£ Amazon EventBridge tb¥f AWS Secrets Manager B4

o B EEUEREMIBRAY AWS Secrets Manager %

« {EF E42 AWS Secrets Manager #Z &R % AWS Config

+ Ef% Secrets Manager f A~

- {8 Amazon GuardDuty &BIE &

{5 528 AWS Secrets Manager &4 AWS CloudTrail

AWS CloudTrail €4% Secrets Manager BIFfE API FREIYECEEBEH | B¥ERE Secrets Manager 12
ANELWN | R ARERMNMZRAMERABEEMEL, WFE Secrets Manager ;28 HFEIEB Y
JBE , 2/ CloudTrail £,

B LAEA CloudTrail EEARRIBEL 90 XA EH, EEFELHKE AWS IRFHNES , &
& Secrets Manager B4 |, FBEEHE , LUE CloudTrail # B BRI E Amazon S3 HEFETE.
B2EA AWS BHIRFETIER, EWABERE CloudTrail , SAIEWRE Z{E AWS IRF M AWS [E
i W BFER,

LA LA EH M AWS BRTE |, LAt — 947 CloudTrail B IMEN BRI B EHIETTEH., Z26
AWS FRFEEE CloudTrail BEH 4., & CloudTrail MY B 551 R 24E 8 Amazon S3 7 ETEE
B SRt EEM, F2BEEE CloudTrail B9 Amazon SNS @41,

& E1 CloudTrail AFEH#EEL Secrets Manager B4 (X#8H)

1. BI{E https://console.aws.amazon.com/cloudtrail/ BIEX CloudTrail £ &,

2. BEREFEAENEHRENES. FRARSETMEESTRENSH, REZEALANTH
ABEFREESE,

£/ 528%& AWS CloudTrail 248


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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3. TEERAIEEEKT | &2 Event history (BHEF L),
4. EIEE Filter (B5&) ZXM/H Time range (REEE) , UiHEIHREEBESHROEH. Hilw -

a. BHEEEFNHE Secrets Manager £ , FHAEHABUEERSHRR. R , sHH@ASH

KR , i#1F secretsmanager.amazonaws.com,

b. EEERMENAMESEH K FHUEHBUMREEREE, AR, HHAAEREE , AW
ZHER,

5. EEEFHMPFMEN  BHEEEHENEMEE, EEEEMEUANENR , HEIE View
event (RIZEH),

AWS CLI

Example f CloudTrail BBl Secrets Manager &4

T % lookup-events #EHl&EH Secrets Manager B4+,

aws cloudtrail lookup-events \

--region us-east-1 \

--lookup-attributes
AttributeKey=EventSource,AttributeValue=secretsmanager.amazonaws.com

AWS CloudTrail Secrets Manager BYIE B

AWS Secrets Manager €#5Ff& Secrets Manager IREFME iR MMEREBEHNEE EA AWS
CloudTrail A&, MFIMATEELEHHIMEENAHEER , 28 £/ EventBridge Lb¥# Secrets
Manager B4,

HFEIEE HE

« Secrets Manager #4EH HEFEIE B
- EMIRNBFEE

- EEWAFIEE

- ERBHBFIER

Secrets Manager 24E/ A 558 B

Y Secrets Manager BRIEFTEEMNEHEE "detail-type": ["AWS API Call via
CloudTrail"],
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® Note

£ 2024 £ 2 A28 , L Secrets Manager I2EHRE T BESWE ARN B "TaRN, mM3E
Farny BWEH, WMEFMER , B2 AWS re:Post,

LT REZSREIEIB APl. SDK = CLI Il Secrets Manager & /ERE 4R CloudTrail EHE

BatchGetSecretValue

H BatchGetSecretValue I#/EE4 ., NEBRBRHEEWZNMEBER

CancelRotateSecret

y ﬁﬁ%% Hy *M‘Tﬁo

H CancelRotateSecret I#EE4E, MERMMNMEEEN , BSEEWmIR W,

CreateSecret

H CreateSecret 2EE4, MEBMBEIWZNMEBEER | B

DeleteResourcePolicy

B
8

A DeleteResourcePolicy B{EEXE ., MFEFFAINMEEEE , 52 [Bthe section called “& 7 578 2
FEES,

DeleteSecret

H DeleteSecret BIEE4, ME T HEMRWZHWIEBEER , 52 Bthe section called “MIER#Z",

DescribeSecret

i DescribeSecret #{EE4LE.,

GetRandomPassword

B GetRandomPassword B{EE4E,

GetResourcePolicy

B GetResourcePolicy I#1EE4E, MBEFAMNMEBEEN , 552 Bthe section called “& 7 57 B2 17 HL
7,

GetSecretValue

H GetSecretValue 1 BatchGetSecretValue 2EELE, MFEEFEEINMZRWEBER ,
5‘*’%‘& )

Y
¥
a1
=
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ListSecrets

H ListSecrets #EE4 ., MERBH HWZNMHEBEN , 52 E the section called “EHRMWE",

ListSecretVersionlds

i ListSecretVersionlds BR¥EE4L.,

PutResourcePolicy

M PutResourcePolicy ##1FE4 ., MBFAIMEBEN , 552 Bthe section called “& 7 B 78 B2 17 EL
2.

PutSecretValue

B PutSecretValue IREELE, NEBRBREHFUENMHEEENR , 582 [ the section called “1&
7,

RemoveRegionsFromReplication

H RemoveRegionsFromReplication IR{EELE, EEERFEWHEEBEN , F2RAZEFES,

ReplicateSecretToRegions

M ReplicateSecretToRegions ##FEL, MFERWENHEBEN , F2RZEFER.

RestoreSecret

S

H RestoreSecret BIEE4., MERFEMNMEEBEN , 552 Bthe section called “IEE#WER",

RotateSecret

H RotateSecret B#FEE, MERBRNEEEN , FSRWER BE,
StopReplicationToReplica

B StopReplicationToReplica #R¥EELE, NMEEERENHBEN , F2RZEIEE.

TagResource

M TagResource RFEE., NMEFEBRMELWENHEEEN , F2 8 the section called “IRE #
..y:.

UntagResource

A UntagResource #EEL, NMEBRBBUEMZERLHNEREERN , 5520 the section called “EH
*,Z\l—'ﬂ”
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RestoreSecret.html
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_StopReplicationToReplica.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UntagResource.html
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UpdateSecret

B UpdateSecret BEEXE, NFETHRETWENHEBERF , 52 Bthe section called ‘SR E",

UpdateSecretVersionStage

B UpdateSecretVersionStage #BFE%E. WHERAERNIEBIEN , 552 Bthe section called “B4
B,

ValidateResourcePolicy

B ValidateResourcePolicy ¥EE4. MFBFEFFAIMNEBEEN , 552 Bthe section called “5 7 B B
FEUEH,

ZMERAY BEEEE

BT Secrets Manager 2EFVEH 25\ , Secrets Manager B E4A THIEMBREBHNEH., ELEE
#E%E "detail-type": ["AWS Service Event via CloudTrail"].

CancelSecretVersionDelete

B Secrets Manager [RIEESE, MREEEFTZEMKRHMWE LFFI DeleteSecret , AREBFFY
RestoreSecret , Secrets Manager & ¥ FME RN S EZBRALHKEBEHN. WFEERNME
& , 552 @the section called “EREME",

EndSecretVersionDelete

R B2 R A BS i Secrets Manager FRISE L., MFEFMENA |

i

nliH-

2:/the section called “Mil BRF%

StartSecretVersionDelete

Secrets Manager B4 M BR#EZR R A B Secrets Manager FRISE L., MNEBRBEM PRI ZNIERE
7 , 558[ the section called “MERIHZR",

SecretVersionDeletion

Secrets Manager MBREARI MR ABFH Secrets Manager IRIEFIESE ., MEFHMENR , FS
BN AR AN,
BEWHRFIER

BT Secrets Manager I2EFIEH 25 , Secrets Manager EEE4A THEEBHEBNSH, EEE
#HEH "detail-type": ["AWS Service Event via CloudTrail"].
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ReplicationFailed

BB XMEFH Secrets Manager [RIEEE. NEEREWENHEBEN K F2RZEFHEE.
ReplicationStarted

Secrets Manager B4 BB KA Secrets Manager [RIEEL ., WEEBREZNHEEENA
HZEEHEER.

ReplicationSucceeded

RIIEEWZRFH Secrets Manager RIEES, MEEBTHFNMHEBEEN K B2REZEHES,

T
*

EWmTABFIRE

BT Secrets Manager 2ERVEH 25\ , Secrets Manager B E4A T HIRRHIREBHNENH., EEE
#E%H "detail-type": ["AWS Service Event via CloudTrail"].

RotationStarted

Secrets Manager FIR BRI R BFH Secrets Manager FRISE®E., MEWMMRMNEBEENR | §
W,

RotationAbandoned

E
W
&
E

Secrets Manager WEE R , WRBENWBZ AR AWSPENDING ZEIFH Secrets
Manager [RISES ., MREERBHABE I RBZIRA |, Secrets Manager EEHERE, WE
W ERER , B2 R WE,

RotationFailed

Btk BEFH Secrets Manager IRISEL., MERBWIEEEN |
MR,

RotationSucceeded

ER IR B Secrets Manager [REEL . MEHRMNAERENR , FSHEWIR WE,
TestRotationStarted

Secrets Manager $H¥§ R BEF2 3 BN i AV B 22 B 2R BI B8R #2 BF R Secrets Manager FRIEEE, WE
WM ERER , BRI WE,

TestRotationSucceeded

Secrets Manager ¥ R HEF2 17 B Sm 15 A #4227 B Th I B Bm LB R Secrets Manager BRIEE.. WFE
WM AR , FSRWR WE,

nl'-H-

2 @Bthe section called “ER#5F

CloudTrail &4 253



AWS Secrets Manager EREEmR

TestRotationFailed

Secrets Manager $H¥ R RV BNE RS iR | B L BBFH Secrets Manager IRISE
£, MEBBRMNIMEBEN , 552Bthe section called “EniREE 2 HE#E",

AWS Secrets Manager £/ Amazon CloudWatch B53%

5/ Amazon CloudWatch , A LAES#E AWS FRIEI BV E R , BEABEREMEEE, CloudWatch
SERPELHRAERN 15EA , BEEBUIUERELENR , XEFE Web EARENIREHIKEE, ¥
A AWS Secrets Manager , R ERIRFPHRZEE , SIEELAMBRAOWE , BURE Secrets
Manager B API FEIY | SIEFE B F R A HETHEW, FENMATEREEENERNR , F2/ (CloudWatch
&) PHMEA CloudWatch $8#Z, CloudWatch

£ Secrets Manager 1§1&

1. 7 CloudWatch EEANERET , BEMEEZ.
2. EEEBESHRD , A secret,
3. BT TIRE:
. TEEERREHONRBRHE | 55#E AWS/SecretsManager , $A%i2H SecretCount, ItIg1E
B/ — IR,
- HEEEY Secrets Manager #y API Il | BIEFBEEEETHRL  FRERE
ikt AWS BEiR , ARBRIZEERH API H0Y, 0% Secrets Manager APISEVEE |, 55
Secrets Manager #4E.
4. FBEITTHIRME
EEEVIEENER , 528 (Amazon CloudWatch A EERE) FHEEIEERK.,

- PFEEEAIERE K6 F2MB (Amazon CloudWatch A EIER) FHIEA CloudWatch EF {8
l, Amazon CloudWatch

- FBENSEENREER , F28 (Amazon CloudWatch £ EIEE) FHEUSIEENHE

¥ v

\

CloudWatch &R

BT BAZ Y CloudWatch BR , HIERESE W EH B REFIRERFIE Amazon SNS FAE., &
£ Secrets Manager 1518 L& EEZ RResourceCount , EREIRFFHNMBREE ., B LE B
EFCEEHEANES , YTREEBENEAMERIEERENEEEHTEE. BRESHHTE
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RESEFAEH, CloudWatch B RFERRERIEREHRARDE , MELXACEES SHF—
BREERNRRE.

WMEFMERR |, 7828 (CloudWatch fFHEEF) P A Amazon CloudWatch B RMBIREFEE
BIZE I CloudWatch 7R, CloudWatch

\

%

BHTLREEERERENER , EREELREREEZBANRERINEIE, MEFMENR , BSH
Amazon CloudWatch £ A &M,

£ Amazon EventBridge tt¥f AWS Secrets Manager =44+

£ Amazon EventBridge & , & A LLLE¥ CloudTrail B 368 B 18 Secrets Manager B4, &A1 LA
BRESHELEMHM EventBridge Al , AREHMELENEHEAE HEURNEE, WF Secrets
Manager F2#&# CloudTrail B EEE , 5528 CloudTrail 24, MFEERE EventBridge KR , &2
B (EventBridge fEA&1EM) HHY EventBridge AF9,

LR ERENERE

(® Note

HRE 9 Secrets Manager E4EURRMN K/ N EEE A ARN |, Eb1E L 2 EEER
EHERP  ZEEB ARN IEEME B EERKI S arn M aRN, WEFHME
A, FSE AWS re:Post,

THIEHIERRA R L HMERE » HEEHE B /Y EventBridge E4HER

{
"source": ["aws.secretsmanager"],
"detail-type": ["AWS API Call via CloudTrail"],
"detail": {
"eventSource": ['"secretsmanager.amazonaws.com"],
"eventName": ["DeleteResourcePolicy", "PutResourcePolicy", "RotateSecret",
"TagResource", "UntagResource", "UpdateSecret"],
"responseElements": {
" ["arn:aws:secretsmanager:us-west-2:012345678901:secret:mySecret-

arn
alb2c3"]
}
}
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WMo Emin LSS

THHFHETRARELERFHENR BB MR BEWEEREMN CloudTrail BF1E B #Y EventBridge
EHER, AREP—EEHRE Secrets Manager 24 , —££H Secrets Manager [RIEEAE |, Btk
FLNETEMEN detail-type,

{
"source": ["aws.secretsmanager"],
"$or": [
{ "detail-type": ["AWS API Call via CloudTrail"] 3},
{ "detail-type": ["AWS Service Event via CloudTrail"] }
1,
"detail": {
"eventSource": ["secretsmanager.amazonaws.com"],
"eventName": ["PutSecretValue", "UpdateSecret", "RotationSucceeded"]
}
}

EC TR F ENHERR M BRAY AWS Secrets Manager ¥

A LAE A Amazon CloudWatch Logs AWS CloudTrail#l Amazon Simple Notification Service
(Amazon SNS) WAEEREV BT , LBHNEELAFIME SRR, MREWIERAEH , &7 I
HMEBNRE  BEEEZRBAAERTENEERRINE. CHEISETREERUE , RAL
MEBERWE, SE , EUREEAEATBENERE  RESHNFREA,

THRFRPEE GetSecretValue BEREBERMEBSENERFAEE A CloudTrail HEFEE
B, IR EE A, TERBRSMITEHM AP R4E | EEHBE R, Ik CloudWatch B/ R8BI AT 8L
HERABHEAERZAEREARINERE R,

FRELREFH , BN AEEEEEE AWS Secrets Manager API 553KH AWS [E1F #1 1Rk 5 A BIRK
CloudTrail, 30EEEREA , FERITE AWS CloudTrail A& BRI P EIXELEHE,

HER 1. BE CloudTrail HFE R £ CloudWatch Logs

BB CloudTrail B8R E B R FE| CloudWatch Logs. E# ] CloudWatch Logs EE#2 &
9 , LA Secrets Manager API &SR BEEV 1S M BREYFL 2R

EXE# CloudTrail AFME R+ E CloudWatch Logs

1. BIfE https://console.aws.amazon.com/cloudtrail/ BIRX CloudTrail £ 4&,
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2. EEREES L EZEAWS B REZEMRE,

3. EEAIEBEERD , B Trails (B#t) , ARBEES CloudWatch R EMIEHE B,

4. 1 Trails Configuration (EHtHAE) EHE , @ T#EZE| CloudWatch Logs 7 , AR BIZFFEE T
C )o

5. 1 New or existing log group (FTEHIREMW AFEHE) 7 , M AAFHENERE |, fluw
CloudTrail/MyCloudWatchLogGxroup,

6. HR IAMrole (IAM &) , LA LAEH B A CloudTrail_CloudWatchLogs_Role IR A, LA
BEERNARBE , W& CloudTral EHXRE BREEFTEMNEET,

7. B4F Continue (#18) RFAFEMNERE,

8. 7E AWS CloudTrail #$E2tRF & API SEENHEEIRY CloudTrail B4R 4 Z CloudWatch Logs B 58
HEME , ##Z Allow (L5F).

HER 2 - B3 CloudWatch &R

& E7£ Secrets Manager GetSecretValue APl IR2{EFERZEFMIBRV MR IFWEEH , WA HEEL
CloudWatch /R F%E @A,

# 3] CloudWatch R

1. BIE https://console.aws.amazon.com/cloudwatch/ & A CloudWatch £ &,
2. HEREEY L | BELEESEWE AWS HWEE,

3. EERIBEEKT , #EF Logs (AF)o
4

£ Log Groups (AFHEHE) F , EREECZEFPEIUMN AFFESHREG R , i
CloudTrail/MyCloudWatchLogGroup. A% , i### Create Metric Filter (B I5 R ERERH).

5. 1 Filter Pattern (EFERHER) P , FWARB L TIAR :

{ $.eventName = "GetSecretValue" && $.errorMessage = "*secret because it was marked
for deletion*" }

#IZ Assign Metric (IERIEE),

6. 1£ Create Metric Filter and Assign a Metric (R I8 E R E M LIEERE) EEH L , FHIT T
Bk -

a. &% Metric Namespace (8B &z ) , Wi A CloudTrailLogMetrics,
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b. &% Metric Name (J612& ) , @1 A AttemptsToAccessDeletedSecrets,

c. 1#iF Show advanced metric settings (BT EMIEERTE) , RARELERR Metric Value (38
BE) f@mA 1,

d. #{ZE Create Filter (B EFZIRH),
7. EEGEBRHFFEF | #IF Create Alarm (BIER),
8. 1f Create Alarm (B B 7T) RES , FHIT T I EE -

a. 7£ Name (&%) @ A AttemptsToAccessDeletedSecretsAlarm,
b. 7 Whenever: (BRI : )W is: (B) F , iBE >= , RE@A 1,
c. %t Send notification to: (BIXBHE @ ) WMLZ , FITUATHP—IR :
- BEEBMNHFERAFH Amazon SNS £ , FH5EE New list (FTFE) , ARWAFHNEESR

. BR Email list (EFBHEE )Ry, FAAZED—EEFEFibu, BIUFAE
o0 bR A S EE T Bt

- ZEMFEHEEW Amazon SNS £E , FEEEFANETEERE, NWRBEFHFE , B EE
Select list (BEUS E),

d. EEFEVETR.

S B 3 : BlE CloudWatch R

HEAHETR , FEUME  ARBHIEEMRR. EZEXBINEE, ERRMSEERPREN I
HKEEFEY, cERBEEEANRECHEEMER.

fF /9 E5f# AWS Secrets Manager & & 1%E AWS Config

B LAMER AWS Config REFE#E , LEFECHRERSENELE, ELER AWS Config # A2k
EERZNABLEMEBRER, K%, AWS Config TR THFEER AN HER, &t LUB KK
mPEER, WmIREE, ARRBENZN KMS €488, Lambda SWREEBUAK B ZEHEBNZENE
=28

A LARRE AWS Config RBHEEE, MEFHMEF , FSBAWS Config EiXE Amazon SNS E
BEHIEA,

MREWEBTEZME AWS 1RFE M AWS B WHE |, BAUREZEENESRER . WEFAE
A, F2RZIRFZESERER,

S B 3 : HIE Cloudwatch &R 258



https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html

AWS Secrets Manager EREEmR

FEREREA

BIEEEA AWS Config RAFHEERNETR , RRBETIHP—ERR :

« secretsmanager-secret-unused - BERBEEEN XRBRNERRER,

« secretsmanager-using-cmk — BERERAFEHA ILBINEFZIESR/ET AWS 2
E£® aws/secretsmanager il AWS KMS,

« secretsmanager-rotation-enabled-check - ERE A Secrets Manager 1 E A 4
BERE T Wi,

« secretsmanager-scheduled-rotation-success-check - BE FXRINWREBRER

ENWmPEREERN, REVKEERAEH,
« secretsmanager-secret-periodic-rotation- MEREEEEN XKEANRBRRE,

EZ 42 Secrets Manager R(AS

& LAME A Amazon CloudWatch E5#2 78 {4 AWS Secrets Manager Bf, MEFMEENA ,
{CloudWatch £ &ER) PHEIREERIERTEM AWS B,

T
W
&5

B-REEEAANZRER AWS RAEEEE, NEFMET , T8 ( HABSEFERAERERE) B
A AWS RAEEERRENEEX H, AWS

WEBEER Secrets Manager 2 ERA , 552 B the section called “fF A CloudWatch 532" the
section called “f£f FE&#& AWS CloudTrail 7,

WFE AWS Secrets Manager EERIHEIERR , F2 B the section called “EE’,

£ Amazon GuardDuty &I &

Amazon GuardDuty 2 —ERE BRI , iHBEER AWS IRERREBEELMIRSE, B85, IS
HMER, EBEAMEEE (VML) KENEENEEERIEE , GuardDuty SEERTEMN BFEXR
B, DEBREPHEBERLEABMNEETED , YHEEHEBLIERF. 20, GuardDuty #{E BB
B, PIuERRIERNMEER , URBERR , ABhEERHTERBMEACERANZEFA Amazon
EC2 #{T{EMEY , BEERHEFP S —EIRFEATHEAER AWS, WFEFHMBENR , 528 Amazon
GuardDuty £ &SR,

F—EAREINESFERRFIREETS, Hl , IR AWS Secrets Manager BEFEH Java 3

EHNREBEES create-secret, describe-secret, get-secret-valuefl list-secrets
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Y AETRINEEBE AWS CLI # VPN A ZEMbatch-get-secret-valueflget-

secret-valueffA , GuardDuty AIMASREE —_EEREEMW APIs WRERK R, MEFHEEA ,
5528 GuardDuty IAM A& RFER CredentialAccess : IAMUser/AnomalousBehavior,
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H & RERE AWS Secrets Manager

£/ Secrets Manager RV SR ETERARERNHBBE, BLTNESHREE , UREBANEENZE
o AWS R TIERUHBIER

- ZLHEGRREAPIEE  ELBEEFEIREBEE , YRME AWSEREURLRERABED
ZEERIENTR,

- HPAA Z2BEEHREHEE - LARERALAMAEA AWS REVFE HIPAA REHNEARE
o

- AWS ERER - L THEFMANEmNESTREAREHNEENVE.,

- AWS Config AIFFEERMAREAPER. ERENNERNERME, MFFHFMENR , FSHthe
section called “EEEMZ R SR,

« AWS Security Hub £t RZ£RENTERK AWS | BB ERERATAZEXZENREE
%, MEBRIMEA Security Hub 5¥{& Secrets Manager &R EF , 5528 (AWS Security Hub
B&fEm) FM AWS Secrets Manager 32 &l18,

* IAM Access Analyzer 8 7 AT/ BEREFIRBM BN BR (IEBERPRGRIAR), MEFME
A, FSRBEH Access Analyzer BEFHL,

« AWS Systems Manager % Secrets Manager 124t 7 % EZH# Runbook, MEFFMET |

B AR Secrets Manager B9 Systems Manager Automation Runbook 2%) ,

« IBAILAMER TEHE=ZFEZIRE AWS Artifact, MEFHMEF , FSBEE P TEHBES AWS
Artifact,

s
¢

B

BRE%E
AWS Secrets Manager 28 TR EETRER , MEELEENBERARER , TURAERE

RN —ED

- HIPAA - AWS ERHBERBTRBHEEEER (HIPAA) 85T EIEE A3 S AWS Secrets
Manager B & HIPAA B IRKE . MREE 25T 7 EBITHREERHIHE (BAA) AWS |, BT 1L
£ Secrets Manager HEIZERA HIPAA REBWERER, BEEBE-—F THREFS AWS £#
LLHIPAA BELDWHEHEE B THOMARAELEARE AWS REBNREEREEHN. WEH
&R , FFSE HIPAA &8

- PCI B84 - EIRIFIEMEEBIR 1 AWS Secrets Manager EEXFFE¥ (PCl) Bl E%
(DSS) 3.2 IR ERTH. A AWS EmMBHRER, EEHERIFFABRNESF , TUEE
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HECH PCI DSS £ 5% AWS Secrets Manager B5#f . % PCI DSS WEMAENR , M
55K AWS PCI S REHMEIA , 528 PCIDSS % 1 o

« 1SO - AWS Secrets Manager B Zh5E 5 ISO/IEC 27001, ISO/IEC 27017, ISO/IEC 27018 H ISO
9001 & RERE, NEFMELA , 5520 1SO 27001, 1SO 27017, 1SO 27018 K 1SO 9001,

« AICPA SOC - R FBMBIEH (SOC) MERBIUMNE=SRE®RE , T"& Secrets Manager
MEERRSAEHMBEE, EERENENERRBHENERAETHRAIERENSRMEBILLN
AWS #2118, MEFMER , 52 SOC &/,

« FedRAMP - B¢ B EMEIIRE ST E T8l (FedRAMP) 2 BUFHIGTE! , IRHERE( 5 ARTL., BiE
MFBEERERERNRKE. FedRAMP FTEIE&H ¥ REB/FEEBH GovCloud HY RS [ 1512 14 i B
RIE  LUEABRREEER ., MEFMENR , 5208 FedRAMP &4,

« EABHED - EBHED (DoD) EimEE L £ ERIE™ (SRG) AERRIGIRMLE (CSPs) IRIEEEL WL
MTERF , LAES DoD RIFIRME , LMEE A A DoD EFIRMERK. MEFHMEHR , 5528 DoD
SRG &R

- IRAP - EFZ 23S (IRAP) IZERNBNEFREFESCCEREENZS , YHEEE
WEEER | UFRENEKLZ2H L (ACSC) EAMBEMNBFEAZEFM (ISM) WER, INEFF
HER , F2E IRAP EiR

« OSPAR - Amazon Web Services (AWS) EiERE/NREIRHENFEZIRE (OSPAR) 325, BEHF N
WER1TIHE (ABS) ZAANRBIRMERFI BEENEFER (ABS 28] ) AWS —F, BHTEF AWS
ARMEFIFESHREEHERRBERERERENSEDRE, NEHMBEN , F28 OSPAR E
R
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Ry Z £ M AWS Secrets Manager

ZE AWS REEEBEIEF. FAAWS BF , BuUZHRERNFONMBREE  AEEEERER
ZEHBEBAIER.

M AWS HEEEZ2EFE, AESEEEZEERABREASNRZENERATNE L !

- ERMELM - AWS BEREE AWS Cloud F#1T AWS RN ERE ., AWS L AZRRMHEAZE
2FERANERKE, £ AWS 285 EIR , E=FRXEEEHAHREBRIRMANLLIN, BEETHE
M AR 58] AWS Secrets Manager , 552 BAWS &R 521 E X HY RS

- BEIRHNREMH - B AWS RESRELNET. CHLBEHHMENEEE K SRERNKZRME, &
NERNERFNEREENER,

MEEZER , F2EE 2 - AWS Well-Architected Framework,

£

« BRIKAER AWS CLI 21 AWS Secrets Manager #432#) [& k&
« 5o ERIBHEFEERIEZES AWS Secrets Manager

- PFRERRE AWS Secrets Manager

o FRMEINZE MR AWS Secrets Manager

. PHEREBEE LS AWS Secrets Manager

« £/ AWS Secrets Manager VPC i 25

- A IAM BUERTE S AP FE

« FEYREME AWS Secrets Manager

- BET TLS

B{EBERA AWS CLI 125 AWS Secrets Manager #4231y [ B

E1&E A AWS Command Line Interface (AWS CLI) I AWS #4EE | BT LUIESH S shell FEaAE
Eirs, Bl | A LAEA Windows i B IR RFETE Windows PowerShell , 5 Bash = Z shell &
%, HhFFZ2H o Shel SEEERBEENNIIGE. B2 , KMEATUARBESHRE, flW, &£
RZE Shell b , BULUFERAO LBREEFEFRBANG S, b T PERERE.) DETHEEERTRR
2 THRBEBENEMARER. I, HEEESFTH AR TRESFNER TS HNER (EEH
BEEENEMBITER). A TREEFRR  FRIECKEUUTSER
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« BRERFFRAETIFERTEEANEEEL2AER,

 H{R Shell MBixFRER (FLEEA) FTELHRANT T,

o FERAEMKREETEH Shell TP EREKZHINNSEH., THEHRENAEREXFRANFER
B, AREEEREEZE AWS Secrets Manager s S T EIERE R, EXRRHEE shell BER T
SHEWEFE,

DT EfIFERER Linux 5 (B Shell IEEEFLEHFTFRNG D)

$ touch secret.txt
# Creates an empty text file
$ chmod go-rx secret.txt
# Restricts access to the file to only the user
$ cat > secret.txt
# Redirects standard input (STDIN) to the text file
ThisIsMyTopSecretPassword”D
# Everything the user types from this point up to the CTRL-D (AD) is saved in

the file
$ aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter

from the contents of the file
$ shred -u secret.txt
# The file is destroyed so it can no longer be accessed.

HEEPTELD TR  BERAEALTARREDHSERLEK , Y EIUWBNZRERRMEM

/A Important

EERERT , BXAXKGTEELEETENNPEEE 1, FBRMEE Windows H#IAT
FR R

ETHRE Windows BEERTRTARE 1 Baal | BEERIREEE

1. BFREEEGSREIRFER , Hi#E Run as administrator ARKEEE &9 H1T).

2. BRELLANET A RRBEBM.
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3. 7t Options ((#1H) &5|FE L , #% Buffer Size (#REE KX/)") & Number of Buffers (IREBEHE) &
REAR 1, REIEEZ OK (FEE).
4., ERETERGATEZEFREBELREFTNGCE , SLEERAS —EdS , Hln

echo.

ETRRERFBRED T,

$HA Windows &8 51 RF T Shell , A LU & Sysinternals SDelete TE | REFERBELULTHS®

A .
™ .

C:\> echo. 2> secret.txt

# Creates an empty file
C:\> icacls secret.txt /remove "BUILTIN\Administrators" "NT AUTHORITY/SYSTEM" /
inheritance:r # Restricts access to the file to only the owner
C:\> copy con secret.txt /y

# Redirects the keyboard to text file, suppressing prompt to overwrite
THIS IS MY TOP SECRET PASSWORD~Z

# Everything the user types from this point up to the CTRL-Z (AZ) is saved in the
file
C:\> aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter from
the contents of the file
C:\> sdelete secret.txt
# The file is destroyed so it can no longer be accessed.
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Secrets Manager € /H AWS Identity and Access Management (IAM) SRR ERZ R FEE. 1AM 12
HME S RFBETEES., SoBRFSRFEABRNE S, Secrets Manager EEAZEARER. FiE.
EHSBNSEERRE (MFA) ZHRERFEMHEH %‘E’J%ﬂ o MBREAAWS, FREFITERIAGE
BOEREATTE AWS ER (HIIIER) #11T84E, Secrets Manager {# F BUR 3 E & 5 7] LAZEUBR L &
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+ AWS B ZEBER AWS Secrets Manager

o YIEREEEEFEURE AWS Secrets Manager # %
« RFEIRF1FEL AWS Secrets Manager # %

- RAFHBRIEFHME

W EF ] 22& AWS Secrets Manager

Secrets Manager NFF A2 EZ A ZRBERESEHRHN NE1E. ERAEHFZESIE AWS Secrets
Manager® %l

Secrets Manager EE &5 1]

nl'-H-

HER T Secrets Manager EE S5 A , FHEBAIEEBER IAM 5550 FHRE , WEETIIHK

K

+ SecretsManagerReadWrite

* |AMFullAccess

ERCTEREEETTIRTRAFERAE, HRERBUTEFERAEREIREERENE , BRAARBRIE
EF A (JAMFullAccess) 8RR TR EAETERNEERF T,

FIRBENT T

BT LARIA IAM FFATBUR |, SR HI U F RN EAE SRS, FFUBRERBEATERLESR
R EFITIRLEEE, BRI

- the section called “& % B B E”
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Secrets Manager £ AWS Lambda BREREmEE, Lambda EENLEEHTRRE , URZIMER
TEHBENERNESRE. FSH MWW,

AR INE S WIVET A

Secrets Manager £ AWS Key Management Service (AWS KMS) £ R NZH, AWS SELE
aws/secretsmanager E H BB ERMNTA . MREATEHN KMS £ , Secrets Manager & E
LMW, 52/ the section called “KMS £ &EVFF A7

BEENFTA

FEBFEA IAM BFRI R |, @ul LU S E B R RE AT SR EE R HbEE, F2H the
section called “BF LLEE",

S oRBX

BHTRFEEE AM 55 - A%, EAERENAG, ESPRIEST  BIEERSS THUER
MEREAR S5 TUHERENTRED ., NEESER , FSH GHEABE AM & 95
G

o EREREMREFEAEARFEAENACRFHT, Fl10 , £ Amazon EC2 #1718 L3
THEABRXTASEFNERE, ST E EC2 BITEEREEMEEN IAM A6 | REFEH
FUHRRTFACENESEERNERENMEE, MEMEBEEN , F20E (FIA IAM AEREZFHA
# Amazon EC2 #1T{ERE LHITHERRER) . HaZMimA el inA Amazon Redshift, AWS
Lambda , #1 Amazon ECS HJBR#%.

BT LGSR AT R T8 IAM AR S 5 REBRENERE. Fla , B4 IAM BEEER Amazon
Cognito BEANTHEARXEAEEYE. ACEIAACHTRRINIFIRRTEAEXER
BAEH, AR, EULEAATRRSHBENFRERTAC. UEHERET , F2H (GoEH
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- Bl HERSEBEENFTT

- &l FEAHERE R MENFTE

- Bl HWEHOR P —EREENFTE

- 8l ERFR

- Efl  BIRBEFT

- Efl ER/MEMENIFE AWS KMS &8

g6 : IR EWEERFTA

FERTHEWEENSTT , SUNEBREZEMER S Y. UEHEECABEBRRNRS | #F2
RS EBENEREEE, MEEERBRNMEEIENR , F2 B the section called “EIRE K" M the

section called “& 2 B BXK",

3

MRV FEER T IAM BE , LEFIBREH, EERERIR AP FFIU R —AREBHER
2 Bthe section called “Eifjil : #EEUR F —HERBENFTF T

Example BEUERA & F X E SR INBZ N WE
NMRMERCEATFZESRNE , BUERR TIBREZS S REFRNUBNFIE, \

JSON

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "SecretARN"

"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "KMSKeyARN"

e
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ERAEER

gl

AR E A 45 18 B B 22 BT A)

Example 3&BE #R —{E 5 27

FE BB FREEEE S S | BT HRB NI,

JSON

g5

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"
]I

"Resource": "SecretARN"

}

]

}
 HEERR P — AR E R T

Example SREUHLIX 8 — B Z

BAILEBR TIBREREES S , RTE AP HIUEN— BN ZRNFIE, LRERASRGFLE

BAE B F] R

1REREEN SecretARN1, SecretARN2 M SecretARN3 FRIEEMZEE |, BlFE#ft AR ILEE

Eﬂﬂ%&.ﬂzmﬂﬂlﬂso MBRFUEHERIR AP RPN EMRE  REEEELTFTEERTEM, W
FHME , 528 BatchGetSecretValue,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"secretsmanager:BatchGetSecretValue",
"secretsmanager:ListSecrets"
1,
"Resource": "*"
},

{
"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"
]I
"Resource": [
"SecretARN1",
"SecretARN2",
"SecretARN3"
]

o bd o

#Hl: EBAFTT
FANEABRATAEREAETEE —EE.
Example 72 ERE & i B FF B RS 5

THRRER T FIERENEBRAER "TestEnv/ WAIEMWE.,

JSON

{

"Version": "2012-10-17",

"Statement": {

"Effect": "Allow",

"Action": "secretsmanager:GetSecretValue",

"Resource": "arn:aws:secretsmanager:Region:AccountId:secret:TestEnv/*"
}

}
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Example FENFTEME LN FEER

THIBERIEF DescribeSecret MBITEA List (ListSecrets & ListSecretVersionlds) #
A

JSON
{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:List*"
]I
"Resource": "*"
}
}
Example LI EZE BB

THHRFESHREZERETFUBNFTE Secrets Manager 577, ZEEFHILEER | 5528 the section
called “& 2 B BUR",

EELHBERER , BULUEEE, 1RF ID. MESBNEAFT @) RE—#E , Ntk
EREEMET , ®RMEILMWZR ARN, Secrets Manager 2#§/NEREM = T BRI WEEZRE

ERHE ARN W—3F2 , RttB A AEALBERAF TREE AL F T, MREFERANZES
"another_secret_name-*" , Bl Secrets Manager TEELLHEH 6 EREFE THNAERSE | 8
¥ "another_secret_name-<anything-here>alb2c3",

SETTLATERI ARN BRT 6 EIFE#Z TN AR , RItERBRFT 1277777 BEARERSE
WA RTEFFENME, T8, FIE , NREMERER K RARUERSBEEER , £AES
BEWIFWENTT , BMER 6 BFTE8E,

JSON
{

"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",

"Action": "secretsmanager:*",
"Resource": [
"arn:aws:secretsmanager:Region:AccountId:secret:a_specific_secret_name-
alb2c3",

o d o

gHl B WERFTA

BERBYMENFAIRTEAE  BRESHTHREZEERERBN IAM B8, F2H IAM £
A&ERE

Example B3 3

THHEERFEINVZNRIENZEFENGTT, ZEFEHLBER | 352/ the section called “& 7 &
B,

JSON

{
"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:ListSecrets"

]I

"Resource': "*"

}
]
}
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gHl  EENEWERE AWS KMS £58

/A Important

EEERBEFSESR  ERLFEASBBRIEREBETRESEFN. WFEHEENR , #28
{ AWS Key Management Service BE A B M) PH 15 5 BRFEHFEUES AWS KMS,

Example fE#& AWS ZE £18 aws/secretsmanager

THHEREBER AWS SE L8 aws/secretsmanager REIREFTHZ, WBHRERFEAZTFZ
ELHMMBRE, BERIEMERR :

1. B— BRI Sid: "RequireCustomerManagedKeysOnSecrets"$EEMFEH B RNEHUEN
B3R AWS ZE£48 aws/secretsmanager,

2. BE{EPRART Sid: "RequireKmsKeyIdParameterOnCreate"i#EBEBI T ETE KMS &8
FHFER , BA Secrets Manager 78k A A AWS ZE £ aws/secretsmanager,

JSON

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "RequireCustomerManagedKeysOnSecrets",

"Effect": "Deny",

"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:UpdateSecret"

1,

"Resource": "*",

"Condition": {
"StringLikeIfExists": {

"secretsmanager:KmsKeyAxrn": "<key_ARN_of_the_AWS_managed_key>"

}

"Sid": "RequireKmsKeyIdParametexrOnCreate",
"Effect": "Deny",
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"Action": "secretsmanager:CreateSecret",
"Resource": "*",
"Condition": {
"Null": {
"secretsmanager:KmsKeyArn": "true"
}
}

EREBER
EERBEBED  SULUETHEATIRREZNAE , URMFETUERZHTHNEE, BAUUERER
BPUR -

- BE-HENFIRERTZEERENAR,
- BEFIRERTHM AWS IRFFHNERERAE,

EREREBREZEZTFTHRATNMERE | Secrets Manager £ B E)HIE 5|2 Zelkova 1 API
ValidateResourcePolicy , Br &M EBENFRER FEE IAM £ A, BHALLER CLI A
BEMMFWAEE BlockPublicPolicy 8# PutResourcePolicy APl

/A Important
BERBREBEN BlockPublicPolicy ¥ Afy L EBEEEEIWMENERBRER T 6H
FEE  UHBRBEENER. BRTEAELIIEZN  FHAARETIIBER , UBFEEMX
BT nBFEE
- EETEEB AWS TRNSDBEBE (HWIAM AR )

- EEZHER AWS ERNERIEBEK (fla0 , AWS Key Management Service (AWS
KMS) £ )

& EMBEAMBNFTT , F260 HEHEES TN WENET,
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ERAEER

HE2RE, BEIMRUBNEREE (F24A)

1. 1 https://console.aws.amazon.com/secretsmanager/ BRI Secrets Manager £## &,
2. REWEBEFEENE,
3. EMEFHMEAEIEMNSEIEL  EERFUERT , BEHFET.
4. HERXBMAUD  BTUTHP-HEERE | REBEE Save (RF) :
- FAEEEIBIERICK , FEAXBE.
HEMBRBER |, FEREXNBTWAL

AWS CLI
Example fEEVERBE

T % get-resource-policy Sl SEEEZERZHNUERAEBRNBUER,

aws secretsmanager get-resource-policy \
--secret-id MyTestSecret

Example filBR&EIREE

T %] delete-resource-policy Sl EMEREZERFHNUERAERNBER.

aws secretsmanager delete-resource-policy \
--secret-id MyTestSecret

Example #1i8 & REBE

T3l put-resource-policy EIHERFUBRFTEEME  BEEREBKXERESTIRHEEZNERZ

FHER. RAEGRERTNER. OFFHEER  F2H AWS CLI (EAEER) T
AWS CLI 8%,

aws secretsmanager put-resource-policy \
--secret-id MyTestSecret \
--resource-policy file://mypolicy.json \
--block-public-policy

mypolicy.json WRA :

BREA

BEREBER
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JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/MyRole"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}
AWS BB EH

=BG EAEENBUER |, 55 A GetResourcePolicy,

2

= ZMPBREMFRENEE , 55 DeleteResourcePolicy,

n”b
dp
1119)

EERBKREZENE , BH PutResourcePolicy, MR RAH SEZEEK LA BUERER

Mz, MELEHNILE JSON BRI F. F2EH JSON R/ HEE.

MEFHMET , 552 Bthe section called “AWS SDKs”,
&1

&

- &l MRS EREENFTT
- &) : FFAIA VPC

- &5l RBZEFEA

g6 . I EREENFTT

EERFHENBRENFT , "‘—ILJ{H—:IE&%LE:;W%ZR% . MEHBEFEHAMERENRSE ,
R ABEMEREBE, NEEZBRNWHERER , 5555 the section called “ERE B M the
section called “& 2 BBUR”,

,pa'm
B
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MEREEHE -—RFNFRERTFZEACEHEIAR , LEFEEER., ZEEREHIX API i F
BEEY — 4B R R A FEPR | 5522 Blthe section called “&345) : HEEWHL X —H IR ERFF AT,

Example FEE— {2

A SUEBS TR ST RS | BT HRE N R,

JSON

{

"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::AccountId:xrole/EC2RoleToAccessSecrets"

}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}

]

}

g : FFaI M VPC

MRBEER VPC F1FE Secrets Manager , BITJUBBEF TBERAP B ERM , REMRE Secrets
Manager EER&82R B VPC, MEFHMEN , B2 BEHIER VPC im B FHEY 553K K the section
called “VPC ¥ 2 (AWS PrivateLink)”o

EEEREM AWS REFIMRZNERBIKE VPC , FRILLEBR2IELMFFE.
Example EEFERF 881EIB VPC i B

Bl | AT BUR fo 55 6l B #11T Secrets Manager 124 |, {B{EREREEB VPC 2
vpce-1234a5678b9012c R HEIENR

JSON

{
"Id": "example-policy-1",
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"Version": "2012-10-17",
"Statement": [

{

o d o

"Sid": "RestrictGetSecretValueoperation",
"Effect": "Deny",

"Principal": "*",

"Action": "secretsmanager:GetSecretValue",
"Resource": "*",

"Condition": {

"StringNotEquals": {
"aws:sourceVpce": "vpce-1234a5678b9012c"

Example FEER B VPC HIFE K

UTHEREBTRE vpc-12345678 B , T AFELGTEUNEEME, A, EBERIAEER

KB vpc-2b2b2b2b K , F AFFIME MEENRME, MR
fEFASE —EIERER VPC REITEEIEE , LS FEA N THESR.

JSON

{

"Id": "example-policy-2",
"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowAdministrativeActionsfromONLYvpc-12345678",

"Effect": "Deny",

"Principal": "*",

"Action": [
"secretsmanager:Create*",
"secretsmanager:Put*",
"secretsmanager:Update*",
"secretsmanager:Delete*",
"'secretsmanager:Restore*",
"secretsmanager:RotateSecret”,
"secretsmanager:CancelRotate*",

EEE VPC RETEAREN , B

BEREBER
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"'secretsmanager:TagResource",
"secretsmanager:UntagResource"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-12345678"

}
}
}I
{
"Sid": "AllowSecretValueAccessfromONLYvpc-2b2b2b2b",
"Effect": "Deny",
"Principal": "*",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-2b2b2b2b"
}
}
}
]
}

g5l RIBEFTA

MREMZPEZENERBEREZE AWS RIEEFEA , BEEFEH aws:SourceArn
aws:SourceAccount ZIH R4 €8, ARN FIIEFEREERERKSE —@ AWS R R E| Secrets
Manager Fi , IEEREARTH, HFGHEEEREEBENEEREAZRS,

ZER ARN BEERBERPTAFNET , BIBETEESZEIR ARN A aws:SourceArn &4E
MAVEP, WA aws:SourceAccount RHEEIR. WEFEZEA , F2H (AM FEXR) -

BHEETREETSAEMRNEREZNERRPNER , BEFL AWS BBEFET. UERBERGEZES
WE < BERBERWAERER , F2RRBAIRAM .
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Example 7t 28R 65 A RIS ESEA Z VISR

JSON

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"Sexvice": [
"service-name.amazonaws.com"

]
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:sourceArn": "arn:aws:service-name::123456789012:*"
},

"StringEquals": {
"aws:sourceAccount": "123456789012"
}
}

o d o

A B MR FEURE (ABAC) 2 HI% 32 1 7B

B RFEUES] (ABAC) R—EREXRE , TRIREAE, EXNIRENBEIIFEERST , FI0E0
Fl, EBENHATRFERBERNEMER, £ F AWS , EELBUHBATER.

FEAESESET  TARRENRETEHEEEY , teeE X EESBEERFIRMEIB. ABAC R
RleEHTREBETY  EXRTEAZEHEARIXNERNER , URAFRENERSRIBBUER
FHATRERDEE, i, IREAESELM , AISEDREEFIE K MAZTEEMTFAIRE
XA, MEFMEN , B2 1EE ABACAWS?, RIBEBEXEIREZNGTT , UREH
ABAC #&L IAM Identity Center 3&E Secrets Manager I REFE K.
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gh  AFSFIEFEREERERBNNE

T3 HERFDescribeSecret FIE B €8 ServerName F{H ServerABC 2 BEBHMWER, WMRK
BUHBREEZEZESY , RSP EBIRFHFEERER 2T ARBNEET,

JSON

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:DescribeSecret",
"Resource": "*",
"Condition": {
"StringEquals": {
"secretsmanager:ResourceTag/ServerName": "ServerABC"
}
}
}
}

g6l ERFEFHNEANENERRREBNE D

THIBERAFIREPHNEME DGetSecretValueFERF P EMRE , Hb 5
DAccessProject BB EEMZNAccessProject BEBHME,

JSON

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"AWS": "123456789012"
}I
"Condition": {
"StringEquals": {
"aws:ResourceTag/AccessProject": "${ aws:PrincipalTag/AccessProject }"
}
},
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"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}
}

AWS B9 ZEBER AWS Secrets Manager

AWS SEHEEH AWS AWS SEREEYTNEENEBIRESEAASEARGIEMRST , LWERLR
AR ARG ERE, BEANAE,

FARCE , AWS ZERRARTERTFTREEARIINSEERTT , RAELFITAHAE AWS &
FfEM. Rf2BEEREARGIEBNESFEERE , WEE SRV,

FEEBE AWS SEBRPERNHT, R AWS B AWS SEBRPERNTT , IEHER
EHREENMEIRE Y (E£RE. HEANAG® ) . EFMN AWS R BN API RAETHER
B BRBEMAK , AWS B ARREN AWS ZEBK.

WEFMER , F2E (AM ERERERE) P AWS ZEBXE,

AWS ZEHE : SecretsManagerReadWrite

IWBUER IR EEY S AZEUE AWS Secrets Manager , ‘@& #& Amazon RDS, Amazon Redshift
Amazon DocumentDB &ERHIFFA] , AR MEA AWS KMS BN RWBNEFA, LBEHBREMEE

3 AWS CloudFormation #E 5, #H EEM Amazon S3 fEZETEEEUSIWRE AR AWS, FIH AWS
Lambda B MR Amazon EC2 VPCsFF i, ZEHIAZEELHNT , THEEARENWIREBRRE
Wi,

EERVHINGREE  SENEEEEI AWS CloudFormation 2% AWS Lambda #{TA G
A, BaLUEIR IAMFullAccess SEBR., 528 BT,

ATAIRFAEE A
HBEREE LT,

« secretsmanager — AFFEBENITFIE Secrets Manager Bk,

« cloudformation — A FFE B AWS CloudFormation 8, ERMEMN , UEFEAETEABK
BRI = B8 o LUEIR AWS CloudFormation # B 7 Lambda SWIREE . MBFHMEER , B2 Mthe
section called “Secrets Manager #11a £ AWS CloudFormation”s
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« ec2 - AHEHEHEIR Amazon EC2VPC, WAXEEE , MMt FERAEEAN B T IEREERIE
WEFHNERREREHRN VPC FENRIBEERE,

o kms - RFFEBFERH AWS KMS £ ETHRITmEZRE, LWANKEIEE |, Mt Secrets Manager =
AIUMEZENBR R, MEFMERF , 52 Bthe section called “BEMEBFFEE",

« lambda - AFFEIIE Lambda ERIREKE, LAMXEIEE K NFEAFESNTEIULLEERS
Y BRI B B

« rds — RFFEEIEIR Amazon RDS FHEEMHATEE, LANKEER Mt ERFEANEEST
A LAIEE Amazon RDS # £ #1T{EEE,

« redshift - AF TR Amazon Redshift I EE, WAMXEIEE | MERAEEANTES
A LLiE$#E Amazon Redshift # £,

« redshift-serverless - R E IR Amazon Redshift Serverless PHITF B =R, ERME
B, MEFEREE A/ EE A LUERE Amazon Redshift Serverless & 2=/,

« docdb-elastic - faEFE 85K Amazon DocumentDB HfVEMEE, HANXKEEE , tItEH
FIE AT T A LLEE Amazon DocumentDB SEE# 5,

- tag- AFEREESKRFPEELHNMEER.
« serverlessrepo- fiFFEBEY AWS CloudFormation #F %, AL EIEE , MFERAEEAE

MERA AT SIEY Lambda BWIREE., MFEFMEA , 552 Bthe section called “Secrets Manager
WAl AWS CloudFormation”,

« s3 - AFFERENKE EEMN Amazon S3 RFEFEESYH AWS, LFEFITEEE Lambda &nif B E &
R, LhRAVEFRT , MkFEAEZEANERT TURBRFITETPNELREY Lambda BWIREE,
MEFHMET , 552 Bthe section called “Secrets Manager #1{a £ AWS CloudFormation”s

EEMBBEE |, 552 B SecretsManagerReadWrite JSON BUEE X 4,

Secrets Manager E# AWS ZEBUR

#2458 Secrets Manager AWS ZEBUEREFMEEME A

- HiR B 7
SecretsManagerRead WHREEFAEA 2024 £3 A 12 H v5

Write - EMBEABR  Fr#E¥ Amazon
Redshift Serverles
s WIFEL , AMEEE
BEAETUNEE
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ERAEER

gE

SecretsManagerRead

Write - EFBRABBUER

SecretsManagerRead

Write - EBRABUER

SecretsManagerRead

Write - EBEABER

iR B Hj
i3I Amazon Redshift
M BFEIZE Amazon

Redshift Serverless iy
ZZE/,

LBUERE B,
AREFHER Amazon
DocumentDB &M
EEMNTEE , m
EEAFERES
AJLATEE I Amazon
DocumentDB %% i
EIFEMES,

2023 9 A 12 H

HWEHREERH , o5
& Amazon Redshift
W TZERE | otk 3
AERAEFIUEE
3 Amazon Redshift
W EHEE Amazon
Redshift 5%, Fiith
I8 T HEVETE , A
AFFERFR EEHN
Amazon S3 f#1ZETEE
AWS | ZfRIFETERE
B Lambda SR E
AR,

2020 6 H 24 B

HWHREESRH , o5
#& Amazon RDS #
SHFEVE | mtkE
BEeaFERETTUE
#3I Amazon RDS #
FEEEEE,

2018 £ 5 A3 H

TS

v4

v3

v2
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2E N =g TS
SecretsManagerRead  Secrets Manager & 2018 £4 A 04 H v
Write — #T IR T —EBRERE

FERES A FTERN

M ELHTRE
Secrets Manager Y
¥,

Y| B 5t A EEEUER AWS Secrets Manager #%%
KB , IAM B9 R EERMENT T, ERFHENFEUER |, Secrets Manager €714 B 254

ENEREBER , URE IAM E£RAEREEFBRNACHENIES D BEK, B TEEM , Secrets
Manager £ R LR IAM A E R PRV E RS R SIEBFERPAIRNERF

ZEBEKRERTIFERE |, Secrets Manager &5 F BB R 155 ] -
1. MREMBEHEEHE deny WHRRXEFRBEMERHELT

B deny BB EHMAM B AR L - EE,
2. MEREHEMHE deny , MEEEHME allow HRRNEFEREIEMERHEF

Bt allow R FARPHNEMEHBR X + & RN FEHE,

MREZNBEZENAMETENIRE T , IREZENERBRNEEDZF 7N EKRallowLER
BRI AWS 2EBFER. NEFMENR , F2HEBIREFIE,

3. MRREEFHAME allow MIBRIR N EFREMEMEFAAR

AWS WRIBTARIEBFER , EBMARSIER,

BERBUBNEREBR
MITUTEE—H :

B FELA T EBIRL Secrets Manager =& : https://console.aws.amazon.com/
secretsmanager/, EAMBENMRFFHENAEE , 7£ Resource permissions (ER{ERAER)
[E ERiZ4ZE Edit permissions (§REEEF ).
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 fEA AWS CLI Bl get-resource-policy= AWS SDK FERY GetResourcePolicy,

BB & 0 BRI B SRR TR
- fEA IAM BUERESRR, B2REA IAM BURERRAE IAM BUR

T ERF1ZE AWS Secrets Manager #%

BEAF—ERFHNEREFNS —ERFHNBE (BIRFER) , B4 ARB A EERBENS
DBERFHEIE, EERTNRBEMENE —IRFFNE 2 FRETE.

Bk FFFAEERAR T FIERE

* CancelRotateSecret

» DeleteResourcePolicy

* DeleteSecret

» DescribeSecret

* GetRandomPassword

» GetResourcePolicy

* GetSecretValue

» ListSecretVersionlds

* PutResourcePolicy

* PutSecretValue

* RemoveRegionsFromReplication

* ReplicateSecretToRegions

* RestoreSecret

* RotateSecret
» StopReplicationToReplica

» TagResource
» UntagResource

» UpdateSecret

» UpdateSecretVersionStage

» ValidateResourcePolicy
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ReplicateSecretToRegions.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RestoreSecret.html
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_TagResource.html
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& T LAFE B PutResourcePolicy BI#EEF BlockPublicPolicy 2% , EBBH ILE B EEEZEI R
WERBRETLARER , BB REBEENER, EBHALUEER IAM Access Analyzer R R EEIRF 17
'8

BENBAARHFE D ERREMBRTAN KMS €8, ERRAEELIE AWS ZE S (aws/
secretsmanager) ARBIRFFER. SXEREAEIHN KMS RRMEMBE , RAEESBBRE
BEENZ, BIKMS €¢BREXINERH. FESFEUFENMZELI® , 552 [ the section called “I& e

i

/A Important

& Fsecretsmanager:PutResourcePolicyff AN EREBETZERTA , EEZHMIR
FHHEFEA , cEABKUERAERNBER, HFUTARERERARENT , FIESEH
FHEEEEFIE, ERLESEEREFNRIERELANER., NEHEEN , F28E
BREBUR,

TS BB R REREE Account! RAMBRMIMEZEZIR , £ Account2 P EEEARFEFIMEEN S

T o
SR 1 BERBREREZE Account! FHIME

o LATBUERARF Account2 9 ApplicationRole FH Accountl FHIMER, EEFEALEK
%, 5528 the section called “EFREBE",

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-preview-access
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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S 2 . 7£ Account! FABRIRNEFIEE KMS BN SB/ECE

THEBBERRK AR Account2 9 ApplicationRole i Accountl H#I KMS £k
fRE Accountl FHIME, BEEFRALKRAN  FHEFTIEE KMS RNV SBBER. WEFHA
&7, B2REEERERK.

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"
1,
"Action": [
"kms:Decrypt",
"kms:DescribeKey"

1,

"Resource": "*"

B3 B BERERES Account2 FH & &

LUTRBE AR Account2 iy ApplicationRole El Accountl RHIHE |, XWE B
Accountl R EMME SR RBEWRE, BEECALEER , 528 the section called “§ 7 &
K", 1E Secret ARN (%% ARN) THMBFMEAREF , LA LE Secrets Manager £#2 5
KEMRZH ARN, ¥ , B LAFI describe-secret,

JSON

{
"Version" : "2012-10-17",
"Statement" : [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "SecretARN"
},
{

"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:Region:Accountl:key/EncryptionKey"
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1
}

A BIRRFHHE

A LAE A AWS Identity and Access Management Roles Anywhere 7 IAM FEUSIRIE R £ EAE
¥, BlaNTE AT RIRES. BEMNERAER AWS, BN ITEEFHTLUEFERE AWS ERRENEER
FEAMMEE IAM BERF IAM BE&RFZE AWS R, f&8) IAM Roles Anywhere , 7] LUEIR Secrets
Manager RFFEMEE T #H AWS PP ERFINEE , UREAEXARSZSEADBFISLEEFIN
B, WEFMEEN , 5208 (IAM Roles Anywhere £ &EIERE) .

hHERHMRE AWS Secrets Manager

AWS HESEERBAR DHERRE AWS Secrets Manager, fLERAHR | AWS EEREH
TFE MEEERERE AWS Eif, ZESHBEHERSE LEEATHEE, LABSTIEERA
£ AWS R WL ERNEERTE. NEERERNBIAENESHBEN A F2EEREBALES
REZEE. NEEHEEBNERRENHEEN , 28 AWS &M EER LN AWS HENEFER
# GDPR BF&#& N E,

ERERREBN , BMAERERE AWS tkF BAER , A FEH AWS Identity and Access
Management (IAM) X EEBIFEAERF. Mtk—k , SAEHAERIASEERTFERETKEMLEN
., BMEEBEEATIAFRNREBEESR !

- BERFHEERZEZERZRE (MFA),

« fEf SSL/TLS B2 AWS &RE. Secrets Manager XEFFEEIFHHH TLS 1.2 M 1.3, Secrets
Manager b T EESEE AN TLS (PQTLS) WRE T X R IR BATE.

- EAFEESE® ID ME IAM EBEBHNIAZFISBREBEE Secrets Manager WIERERETEE
Ko HE\F , BALUER AWS Security Token Service (AWS STS) REA BN L2 BEURKESRE
Ko

- £/ RE AP FEH EEE)FE 8 AWS CloudTrail, 55289 the section called “fFF 524% AWS
CloudTrail 7

- MREE AWS EBaHHIRES API 7 BEE FIPS 140-2 BENEBBHREZJEREE , LA FIPS
w8, 5528 the section called “Secrets Manager 5% 2",

- WREFEA AWS CLI #£EX Secrets Manager , Bl the section called “BE{KEH AWS CLI 71X
AWS Secrets Manager # 28 EL B,
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TREEIN &R

Secrets Manager %iB AWS Key Management Service (AWS KMS) 1 f 11 %3 2R R E 78 RE 5 R A 4
M, AWS KMS 1252 AWS REFIERN SBHEFEMINZRIE. Secrets Manager Y & B R
%, HEAK-—ERSBNE, SEERSBEHHE KVMS £BRE. BALURIEAZKIRFEE Secrets
Manager AWS ZE &8 FERAERME , REALE AWS KMSEFE_L BENEFEESHR, A
EFEESER K THRLEBEETH KMS £RTBNRERS, WEFHMBENR , 552 /the section
called “M RN FFEE",

&5 &

Secrets Manager 1Rt Z+ B ENIHRE , UHENZERPHER, Z2HNIAEHE AL AWS R
¥ Secrets Manager B API 58 RTE#M, AWS ERMNEFER X.509 BFE M/ Secrets Manager
Secret Access Key 2 & AP| PR, Signature 5 4 i3 EFEF (Sigvd) HE TIEHEEXR,

mREAEH AWS Command Line Interface (AWS CLI) SE{T AWS SDKsRFEIY AWS | SR A LAFRTE
EFANTHESR, ARELETESaHTEATNESRRALEBHER, 52 H the section called “F&
KA AWS CLI 25 AWS Secrets Manager #ZH) ER”,

MR ER R R
AWS EBEANLEM@BKEREARS  REHEBLENRE,

BRFEMAEHERFiRRERER cBNRE,

BFAE BB 2 BE WEEREIE AWS Secrets Manager :
* An AWS Site-to-Site VPN £#%, MFFMEF , F2EMEE AWS Site-to-Site VPN ?
« AWS Direct Connect 4%, MFEFFMEA , 552 BT E=E AWS Direct Connect ?
MEEE+H AWS ERZENRE

MRS EIRE Secrets Manager M API Al Fin 2 BHRE AWS |, F55%E AWS PrivateLink SA%FA
T12HY Secrets Manager API i B,

nEE/EE

E Secrets Manager EENEZREWZERNIMAE , Secrets Manager #8458 R {EEE AWS
KMS |, LAt KMS £ EEFMNER £, Secrets Manager FEA L E R S BHEITEE MNE, Secrets
Manager 8 MZNER WEMBNUE —RIFH. ERNBFTEMER | Secrets Manager
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AWS KMS S EREZE R £88, Secrets Manager EESFH OB ZNE R S8R EZ INZH T
#, Secrets Manager BT EUARMBNEXFHRERSH K MES[YEHEREERTBR, WEH
HEF , 552 Blthe section called “BEBR IR fEZ",

AR Y 22 N2 M % 28 AWS Secrets Manager

Secrets Manager fEREH MBEE AWS KMS £ MER SR RKAEBESEANZE, BERZPHIH
F{EEF , Secrets Manager &K AWS KMS HHHER B RETRE, EREBBEKMS £
WTME , YEFRERZNPEER S, EEMBZEWE , Secrets Manager EEA B KMS £88
REZEINBRNER S8 AWS KMS,

Secrets Manager T&E#EFEA KMS £RRNEZEWEE. R , EEFEA KMS £BRREENMNE
256 L TTHYERE INZ1EAE (AES) B ER 2R , BEAERESBRMEMEE, Secrets Manager &
X FERSBRME NBWHZRE AWS KMS , RABGHRTIBERBIER, TENBNER SR
Bl R FRERENPREER P,

&

o EE AWS KMS £i8

- EMEPLER ?

- MEBENBRERF

- KMS £8#FFa

- Secrets Manager 3{A{£ A& KMS &8

- AWS ZE£4#8 (aws/secretsmanager) &8 BUR

« Secrets Manager MMZAR

. BEi% Secrets Manager £2 #9 B & AWS KMS

EIE AWS KMS £i8

BAUMERE , AR LURE AWS tRF Ml BTN EMAEHBNEEFZE SR , LA UFER AWS Z
E£88 BAM Secrets Manager B9 (aws/secretsmanager), MREEE AWS SE S8 aws/
secretsmanager HE MK , Secrets Manager B2 L WA HEMZRE T B, YRIREHH
BEHE , BUUERERN KMS 28 TRMN KMS £i8, EEBEFEAEM KMS €48 , 5—4Aw#
RRESBNWBEITTY , RENRELERKELSBIISEIEE, Secrets Manager R EHEINZ
KMS i, MREENTBERERFER KMS £48 , KMS £ LN R BREFELETEETEERN
R, BERTAZENMA , RAFBRYLERE AWS/HMEH,
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NESFMENNZRSEBOEN , 5528 the section called “EEMZNINZE LB,

ERBEINZ WA , Secrets Manager E AT M EH ME AWSPENDING, AWSCURRENTHI
AWSPREVIOUSHRZA, % T REAGEHEHEEZMWEZI , Secrets Manager BREFTE XA L —EE£H
MBNBRERAE, ERTETUERAETNNSBIITHSWRAZ AWSCURRENTAWSPENDING, H
AWSPREVIOUShRAS, MRERZEF —EEBMkms :DecryptiFrl , ELRBE MR LSBT | Secrets
Manager SEERZMZRARUEFTME, EHERT , RENREFTSEHRMNE,

EEFETAWSCURRENTREEHFTHMNZ S MEDR K FEATSREITNRUBMA, RE , ZEREHE
ZAWSCURRENTRA B IRAS |, IS A EEEF S8BT,

IRELAIEAE MR T , AWS ZE SR aws/secretsmanageri ERFEAEFZESH/MBENEZ, W
FHMEF , 52 Bthe section called “Eif : /B IMBER BN HE AWS KMS £,

EESKERBHEBEN KMS £ , FEXZEAPRKAEEE , MW ListSecrets =
DescribeSecret, EMWZE AWS ZE &8 EAR Secrets Manager # (aws/secretsmanager)
BB , BLRETEER KMS £\ BT,

ZmZEPLER ?

Secrets Manager 8 MEMZE , EFEMETHEAE :

- WEBBNHRA
- BEEREERBIE KMS £38 ARN
- EfTEEN AWS R

N Mg # 2T
EEMEZENBZDHPWERE , Secrets Manager ERA UL TREF,
1. Secrets Manager € A ZH KMS €88 ID # 256 Lt AES HB & BIFE R KM AWS KMS

GenerateDataKey 1/, AWS KMS EFEMNXFER B KMS 2B MZNERSMELR,
2. Secrets Manager ffA#E X FE R S 88 FE R INFAZZEE (AES) SEEERMNE M ZRE AWS
KMS, FATE®E  casRECERPBRELHNFT SR,
3. Secrets Manager i MMENER S| EFRERBNPEER , LETUARBERERE, T1B , B
A Secrets Manager APl & E MFENHZRMZNE R S8,
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BEBBRMBAWERE

1. Secrets Manager 2/} AWS KMS Decrypt #R{EXLEAMBHER 248,
2. AWS KMS EAREH KMS EMRERER TR, cHEOREXFERER.
3. Secrets Manager EAMNFER S BRBENZEH, EHE K TEESREEERIBRERESR,

KMS & #RRYFF A

Secrets Manager EZIBmERIEFFEA KMS £ , SRERAXREEFINIENRBENERAES
T8, BALE IAM RS SBBERPR T, T 5 Secrets Manager 2EEE AWS KMS &F
A,

* CreateSecret

GetSecretValue

PutSecretValue

UpdateSecret

ReplicateSecretToRegions

EEAHEK KMS €88 AR B Secrets Manager FEER |, B LAEF AT HERBER
kms:ViaService &8 HE secretsmanager.<Region>.amazonaws .com {Bo

BHAIUERANZABRTHNERNEERFRELSE  LUES KVMS £8ANRERFSZR/E. il , &9
LATE IAM S EMBERXHHFERFZERTEE T  SEREDFERRERS, KMS SRR FEETAE
ERN S piE, MEFMENR , 5828 CreateGrant,

Secrets Manager M A &K KMS £

Secrets Manager &£ KMS £ M0 T %] AWS KMS ##1E,

GenerateDataKey

Secrets Manager 04 AWS KMS GenerateDataKey #4E , LLEI FET 51 Secrets Manager &
(=

« CreateSecret - IR W BR T EWRIE , Secrets Manager EFERFTNERSBEMZT,

« PutSecretValue- Secrets Manager FERFH ER SR INZ IS EN W ZEE.

- ReplicateSecretToRegions — BINZE R ME , Secrets Manager B EE B BES , FHER
EFFH KMS £BEHMEER S8,
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 UpdateSecret — MRV E 7 WHRER KMS €8 , Secrets Manager 8F RFTHER SR %
M EE,

RotateSecret IRERE MY GenerateDataKey , RACTASEENZE, TiB , IR
RotateSecret FAAM Lambda BB E T W EE , H¥ PutSecretValue BRER IS 55
GenerateDataKey #XK,

s

Secrets Manager & W0 f# 1R EREIFELLT Secrets Manager #4F.

« GetSecretValue B BatchGetSecretValue— Secrets Manager TEAS M Z{E B E 44 I & < B4
HiR%, EEMBMBHIEE , Secrets Manager FFL AWS KMS fif 12 E R R
WINZER R, EE K CARXFZFERSRRBENZNRRE, HRIHXWS , Secrets
Manager AIAEEFEHAE RN SR |, R EFMEMWUESELE Decrypt EXR,

« PutSecretValue #l UpdateSecret - KZ % PutSecretValue # UpdateSecret ERT2#F
Decrypt #fE. T8 , E PutSecretValue = UpdateSecret I REREBERBUBEMRAF
WM ERE , Secrets Manager B ZE AWM BELKHEB RPN RZEETLE , BT
4G, EEBVETTHEIR Secrets Manager RIEASEIRE, EEMTMBRNWEE |, Secrets
Manager /0 AWS KMS S ZRERBEVEZEINNBER R, BEE K FAMNFTERESR
REFR INZH W E

- ReplicateSecretToRegions —Secrets Manager E A EX EEEMBENEZE , ARBEAELRE
AR KMS £ EMmMEREE,

hnz

Secrets Manager /04 Encrypt ##4F , EIFELLT Secrets Manager #&4F :

« UpdateSecret — IR ZE T KMS £488 , Secrets Manager FAH &8 , ASRE
AWSCURRENT. AWSPREVIOUS #1 AWSPENDING M ERRAN E R ST N,

DescribeKey

Secrets Manager 8 /Al DescribeKey #&4F , SRERIE Secrets Manager T ARV HimEZTE
i, REREIE KMS £48,

SR KMS £/ FE
EBRY RS FEMZEBA KMS £88% |, Secrets Manager € A5 E/ CMK 3RFEMY

GenerateDataKey M Decrypt &, SEXFUSEFFIUEREE LR KMS SB8ETELIRE
HIEFT], Secrets Manager i EELRENFER , FTEEAMERBHFE=ZRERERH S,

BRI GBI LRI | HAIELHERY SecretVersionld £BINEZATHER
RequestToValidateKeyAccess,
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® Note

f£iB % |, Secrets Manager BEMWURITEMEAR ., BUESEREMN AWS CloudTrail
BEPRESEMBEASH L,

AWS ZE &8 (aws/secretsmanager) H £ BUIR

BEAR AWS ZE£I] Secrets Manager B £#8BUR (aws/secretsmanager) {£7£ Secrets
Manager K RFEABRHEFERE , TRFEAES KMS 2RANEERENTT. SBBETAHE
AEAEEZEER KMS &8,

B EMEBREMA AWS XESR NEER—K , BRHERBEL, CEEZSESREEK , B LIFER
EiTRE, NRFHEES  F2ERA SRR,

EMBRPHERRAXEFTTIMR

- QEBRKEBRKRMEHAEZEMN Secrets Manager B | FAFIREFHWNFEAERS KMS £R AN ZIEIRE
B’{E, kms:ViaService RSB AFEIERILRES,

« AFF AWS IRFEI IAM BUER , RFFERAERE KMS REBHEIHER T

. MR Secrets Manager T2 A REREE KMS €8 FEE |, (EBUER L FF Secrets Manager
RERFEAER KMS £EREUERRE , Y AFIRFHBEARE (KRB AT Secrets Manager &
KMS £i8), ELR BEXHNEETE AWS ZELR,

AR 2 Secrets Manager 6] AWS ZE £ I ESWBUR,

JSON

"Id": "auto-secretsmanager-2",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow access through AWS Secrets Manager for all principals in the
account that are authorized to use AWS Secrets Manager",
"Effect": "Allow",
"Principal": {
"AWS": [

myn
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]
}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms :CreateGrant",
"kms :DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallexAccount": "111122223333",
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"

}
},
{

"Sid": "Allow access through AWS Secrets Managexr for all principals in the
account that are authorized to use AWS Secrets Manager",

"Effect": "Allow",

"Principal": {

"AWS": [
wan
]
}I
"Action": "kms:GenerateDataKey*",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:CallexAccount": "111122223333"

}I
"StringLike": {
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"
}
}
},
{
"Sid": "Allow direct access to key metadata to the account",

"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:root"
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},

"Action": [
"kms :Describe*",
"kms : Get*",
"kms:List*",
"kms : RevokeGrant"

1,

"Resource": "*"

Secrets Manager IIZAR
MZEARR—HER/EY  HPESEENEREZER, ERENMZERNERFIENZARK ,

ZLLAWS KMS INZ AR EMBARBEEZMZNER, EEMTER , K4 FAEEHEBNMNZER
o

£ H GenerateDataKey F Decrypt 383K # AWS KMS , Secrets Manager & i fi W i & /B ¥ 9 hn 27
RERBEIMBEREMRAE , M TINEFAR, EBRTENE , BHENNBERATEHRSERBERR
NEL:CR

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",

"SecretVersionId": "EXAMPLE1-9Qab-cdef-fedc-ba987SECRET1"

}

& 0] LAE B 022 0 25 258 B RE % AC 8% AN B 56 (Bl AWS CloudTrail #1 Amazon CloudWatch Logs) ##Y
BURBRZRE , UREBRNIREFERRENRYE.

Secrets Manager IMFZRNB T EME B BEL.

+ SecretARN - E— B2 BEHZHBFIMNE, €84 SecretARN, ERMWEM Amazon Resource
Name (ARN),

"SecretARN": "ARN of an Secrets Manager secret"

Flan | WERMEFZA ARN 2 arn:aws:secretsmanager:us-
east-2:111122223333:secret:test-secret-alb2c3 , MEFARSETE T HIEH,
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"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-

alb2c3"

 SecretVersionld - E-ERZBEUSEBIMEZNRE, €85 SecretVersionIld. EAMZA ID,
"SecretVersionId": "<version-id>"

Blan , IRMBFRARAS ID & EXAMPLE1-90ab-cdef-fedc-ba987SECRETL , MNBRBEAET
S48,

"SecretVersionId": "EXAMPLE1-90ab-cdef-fedc-ba987SECRET1"

BB NEBFWRN KMS €888 | Secrets Manager €1 GenerateDataKey 1 Decrypt 553K E&i%
Z AWSKMS , UIRFEREACSTEEHELRIESEH KMS 2B, TEREEE ; cfE2KE

FERREEE.

FEIELERFERT , SecretARN WERMEMNER ARN , {8 SecretVersionId HZ
RequestToValidateKeyAccess , MIA TN &I MEARNB TR, 1&E45 R E T 1 Bh 88 B B 55 &%

mEPHEBREBR.

"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-

alb2c3",
"SecretVersionId": "RequestToValidateKeyAccess"

(® Note
EiB % , Secrets Manager BERRTBEMEAR. BAREEEERER AWS CloudTrail B

AR ERAEMEZEARTFU,

EZ12 Secrets Manager E2 By B &) AWS KMS

I&TILAE A AWS CloudTrail #1 Amazon CloudWatch Logs HiE#E Secrets Manager AWS KMS X%

Ch

EEE AR, WEERRBRERBRNFMER B2 EENE.

70N
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ERAEER

GenerateDataKey

ELERBHEYRBEWZER , Secrets Manager &% GenerateDataKey FEREZEZE AWS

KMS , UIEEHER KMS £,

A8k GenerateDataKey BN EHBLRUTHHIIEH. FRE

secretsmanager.amazonaws.com FEAY, SETIFEME KMS £##) Amazon Resource Name

(ARN), FE 256 UMV SRIER , UARBFIMBNRENINZAS.

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l1",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:23:41Z"

}

1,

"invokedBy": "secretsmanager.amazonaws.com"
1,
"eventTime": "2018-05-31T23:23:41Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:us-

east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"keySpec": "AES_256",
"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-

secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

iy
"responseElements": null,
"requestID": "a7d4dd6f-6529-11e8-9881-67744a270888",
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ERAEER

"eventID": "af7476b6-62d7-42c2-bc@2-5ce86c2led36",

"readOnly": true,

"resources": [

{
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"accountId": "111122223333",
"type": "AWS: :KMS::Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

ELIESREENBNWEER |, Secrets Manager 8 HEREIXE , AWS KMS HUBEE M
MERSHE, YRR S , Secrets Manager AILLEE AR ZN 8 , Rt IEFrE RS

E 4 Decrypt ER,

AC#% Decrypt BENEHELRUATEHLIEH. E£RAERE AWS IREPEIMERRNEFTA.
SYLEMBENERRER (MAMEXF Blob) , AR ERRN AWS IREHNNZART, &

MBS F AWS KMS T4 KMS 2888 ID,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:36:09Z"

iy

"invokedBy": "secretsmanager.amazonaws.com"
I
"eventTime": "2018-05-31T23:36:09Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
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"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9Qab-cdef-fedc-ba987SECRET1"

.
"responseElements": null,
"requestID": "658c6a08-652b-11e8-abd4-ffee2046048a",
"eventID": "f333ec5c-7fcl-46b1-b985-cbdal3719611",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333",
"type": "AWS::KMS::Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

hnz

Ein B E RN R KMS €888 | Secrets Manager 28X INZ5ERE AWS KMS |, LUERA
HMEMEFHINE AWSCURRENT, AWSPREVIOUSH! AWSPENDINGHZRMRA, EFiEWZRETIIHib
[E3E# , Secrets Manager 2 &{&i% Encrypt K4 AWS KMS,

ACSk Encrypt BENSHELRUATHAEH, £RHERE AWS IRFPEFRERKRNEFTA.

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
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"attributes": {
"creationDate": "2023-06-09T18:11:34Z2",
"mfaAuthenticated": "false"

}

1,

"invokedBy": "secretsmanager.amazonaws.com"
1,
"eventTime": "2023-06-09T18:11:34Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-east-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa071ddefdcc",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-
east-2:111122223333:secret:ChangeKeyTest-5yKnKS",
"SecretVersionId": "EXAMPLE1l-5c55-4d7c-9277-1b79a5e8bc50"

},

"responseElements": null,

"requestID": "129bd54c-1975-4c00-9b03-f79f90e61d60",
"eventID": "f7d9ff39-15ab-47d8-b94c-56586de4ab68",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS: :Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa@7l1lddefdcc"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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HEEREL L £ AWS Secrets Manager

EAZERT , AWS Secrets Manager 2% AWS 2 IKBERLZEMNRE, WFE AWS Z2REUARM
il AWS REERRGEHWHBAENR K F2BAWS EinZds, TEFHERRBERENREEKRE
B AWS IR3E | 5528 Security Pillar AWS Well-Architected Framework F 8y B/ ER R 2

BB EE Secrets Manager FEB A TLS BAWS B2 API RiETT, B RETHEELE
R Secrets Manager APl, B2 , Secrets Manager FT X B LLE R AER FHB K AL S ER
R IP st AHEERIBR ], b W LAE M Secrets Manager &R BUR RiL 14 EE BB ER (VPC) if
HPBE VPC FEIME, B L , ERERBEAKTISE VPC HIEEWE AWS NERFE, 0%
B |, 552 Bthe section called “VPC i 28 (AWS PrivateLink)”s

£/ AWS Secrets Manager VPC i B

BMEBEEELAN L EEBREFRNAEBE LETREMTERRE, ZUELNE VPC %

% | LITESEH VPC EE Secrets Manager AR EELR. N EIHEHEA AWS PrivateLink# 17 |
AEATEREMRBEEE. NAT #ZE. VPN E#RZ AWS Direct Connect :E#RHERT , FATFE

Secrets Manager APls, VPC RV TEBFAFEELHE IP st , BIBEEE Secrets Manager API @&

&1 VPC EE Secrets Manager 2 B REESRIFE AWS BENEER, NEFHEA , F2HE
{Amazon VPC FHEER) RPN E VPC %2 (AWS PrivateLink)o

Secrets Manager £ Lambda BB SE RN EE |, fINETEERERFNME , Lambda HEE
[E) B 0] B B EEF Secrets Manager 3 HiER, EREATRAFMRBEB@WIRE , Secrets Manager #%
EHEREMERN VPC HEI Lambda EE, ERMEZEEMEEH VPC FE I Secrets Manager Ui
2, BUMER Lambda SR BB Secrets Manager BYFE SRR IF1E Amazon FEEEBE A,

MRERHZIHEEAFAE DNS |, B LERHEFATERR DNS B (§l20 secretsmanager.us-
east-1.amazonaws.com) , [a Secrets Manager 2 API 58k, WFEFMHENR , 528 (Amazon
VPC EAEER) PHFEIBN HinEFERE.

BALOEBEFIBERP T ERY , FIRY Secrets Manager HFERERE VPC FHl, MEFHME
#: , 52 Bdthe section called “&ifl : FFAIF VPC”,

SR LAE A AWS CloudTrail B |, 318 VPC in R MENERA.
%A Secrets Manager 237 VPC % 2

1. #2H (Amazon VPC EREER) PHEV T HiGH. EARKES

# : com.amazonaws.region.secretsmanager,

EfRERs 303


https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws

AWS Secrets Manager EREEmR

2. EERFEIRENEE  B2EERRSBEZRE VPC ik HFHL
3. BEMH IPve MEMETEN  FSE IPv4 H IPv6 FEL

FHH F s

EEAERSHAN FREBPERL., HR, SREMER VPC wE ., T8 , IAERESHAN FHEEF
£ VPC in®, m3E VPC HEWEBIE , 5528 (Amazon Virtual Private Cloud fEA&ER) F
HEEMIREH#£Z VPC,

£ IAM BR#ES APl 7H

IRIEFER IAM B AWS fRFE RIR 1P it 258 NER , SURFEENBENETE IPv6 it &
B, A4ERRH IPv4 M IPv6 2 BER |, WERANMMER IAM BERUXBEMBEBABE. BEE
LT Wi BB X IPve WEIRHEYH AWS BIRNZLFHL.

+EER IPv6 ?

IPve 22— IP B2 , EEZKEUR IPv4, BiR IPv4 £ 32 (U T EHLBEFIR 8 43 (E5B%E
B, IPv6 NARRA 128 (Ut EMRTE AL 340 KKE (H2 FE 128 AER ) WEE,

Zzu n¥%ﬂ1§ﬁﬂ nﬁ 2 Eﬂ VPC IPv6 %ﬂgo

AT 2 IPv6 Hbit By £

2001:cdba:0000:0000:0000:0000:3257:9652 # This is a full, unabbreviated IPv6 address.

2001:cdba:0:0:0:0:3257:9652 # The same address with leading zeros in each
group omitted
2001:cdba::3257:965 # A compressed version of the same address.

IAM 18 (IPv4 H IPv6) BUR

BT LAGE R 1AM BUR SR #2245 %f Secrets Manager APIsTZER |, MiPh 1E 3R ESEE LAY IP it 17 ER

Secrets Manager APls,

=R NET]

Secrets Manager API BJ Secretsmanager.{region}.amazonaws.com it Bix 2 & |Pv6 # IPv4,
APIs

MREBEFEERFRFLE IPv4 M IPv6 , FEEH IP it BB BUR LRI IPv6 i, BRI, B sEELER
IPv6 E#REZE Secrets Manager.
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HEZETHEE ?

MREFEAEEURITE WBEK , BEFFHEMRaws: sourcelp, EEEURTARERZE
IPv4 # IPv6,

MREERAEEN  FEMBRMER IPv4 BN bEAY IAM B3R |, BLEE I1Pv6 8 itbitt,
HETAEETHEE ?

MRERAER IPv4 @ , WBELRGEEE

#% 1Pv6 T E IAM BUX

IAM BURfEF aws:SourcelpfRUSMBREFIRESSE IP bt W FE. MRENFREAEEL
(IPv4 F1 IPv6) , SBEFHEH 1AM BUELEE IPv6 thit EE .,

FEBEER ConditionmEi A | &% IP it R4 IpAddressH NotIpAddressEE F. H2E
AFHREET , HACHBLIRESER NN IPv6 it

ELEFIFEA aws: SourceIp, ¥R VPCs , f8aws:VpcSourceIpd A o

TR IAM ERAEERTHN AWS RIBRIR IP 2EZBERIELE WFHL. Condition JT
#ENotIpAddressH % H 1@ IPv4 thut EERY 192.0.2.0/24F 203.0.113.0/24 , ESHWIERTTF
HY AP,

JSON

"Version": "2012-10-17",
"Statement": {
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"NotIpAddress": {
"aws:SourceIp": [
"192.0.2.0/24",
"203.0.113.0/24"
]
},
"Bool": {
"aws:ViaAWSService": "false"
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EFEFHLBER , 5% ConditiontEZEE AT E IPv6 1t EE2001:DB8:1234:5678: : /64F
2001 :cdba:3257:8593:: /64,

® Note
BEIBBREEN IPv4 iit, EECMTRERHER.

"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24", <<DO NOT REMOVE existing IPv4 address>>
"203.0.113.0/24", <<DO NOT REMOVE existing IPv4 address>>
"2001:DB8:1234:5678::/64", <<New IPv6 IP address>>
"2001:cdba:3257:8593::/64" <<New IPv6 IP address>>

Iy
"Bool": {
"aws:ViaAWSService": "false"

EEEH VPC BLBUER |, B aws:VpcSourceIpim3E aws:Sourcelp :

"Condition": {
"NotIpAddress": {
"aws:VpcSourcelIp": [
"10.0.2.0/24", <<DO NOT REMOVE existing IPv4 address>>
"10.0.113.0/24", <<DO NOT REMOVE existing IPv4 address>>
"fc00:DB8:1234:5678::/64", <<New IPv6 IP address>>
"fc00:cdba:3257:8593::/64" <<New IPv6 IP address>>

1,
"Bool": {
"aws:ViaAWSService": "false"
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}

BRBEHVAPmXE IPV6

MR IEFE A secretsmanager.{region}.amazonaws.com % , FEREREALUERETC. THSERRHA
WMAFITERE

LEEFIER Linux 1 curl 8.6.0 i , i {EA BRI , BXAWS Secrets Manager fRIEE B/ MR
amazonaws.com in BV ERA IPve BV im S

(® Note

8 O,

secretsmanager.{region}.amazonaws.com 52 H2 5! ) & 3 75 & 18 i https:/
docs.aws.amazon.com/general/latest/gr/rande.html#dual-stack-endpoints N [&, #ZFE Secrets
Manager i B#H TRIFE |, 528 AWS Secrets Manager i 2o

& AWS B B AENRBAAENEE RS, FHEfd  BAEAXERE (#HFEEd

%8 ) —us-east-1iwE,

1. EANATdigiSHENRE RS IPv6 thiit fR4T.

$ dig +short AAAA secretsmanager.us-east-1.amazonaws.com
> 2600:1f18:e2f:4e05:1a8a:948e:7c08:clc3

2. FEANATcurlsHHEAFREREE AT LETT IPv6 E#R, 404 mEAIRRTERKL , 0
[B] FE TR IR T IE AR K Lo

$ curl --ipv6e -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://secretsmanager.us-east-1.amazonaws.com

> remote ip: 2600:1f18:e2f:4e05:1a8a:948e:7c08:clc3
> response code: 404

MREFARRE IP, BEERETR 0, HIEKIhEA IPv6 BEinEE T HKER, BiF IP B2
IPv6 it | R AEXRFREZZEE A FiRAE BRI E,

WMRER IP AZAREERES 0, Bl A FimiE s sin MR E AIPv4-only, ERATLAERT
Blcurldn & RER T AR RS,

REBENAFRXE IPv6 307
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$ curl -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://secretsmanager.us-east-1.amazonaws.com

> remote ip: 3.123.154.250
> response code: 404

R AEYsEM AWS Secrets Manager

AWS &7 AWS B MU A ESEFEZESKERRE. AWS EBE RESEERRERARENTA
EE , MEREEE, SWEENSERENRRK. EBTAES , SRR RRENEAEXNE
HE , EUTAESCBEBREREMISREPE. TABRSTREERIURANE, RERINMERTEE
B, BE-HZEENFONERERREES.

MEEMF K HMERNFHMER , TSR UEEIHE - AWS Well-Architected Frameworko

0% AWS B MARESNHBER , HSM AWS 2 RERBIE,

®EF TLS

Secrets Manager x =i A Transport Layer Security (TLS) R MZBAGENESNERETF S
X IIRIE, EEFZE Secrets Manager AP| inBh6F | A EALL TLS 3818, R E T RELEZEE(
B, RPERMHLIIEE , LELTLURBIEEL SR RMBAMREL R Secrets Manager FEIUAY
e, BLEANBESXRETERTMIIEELVHERSHERAN TLS METIERERE , HiBER
HEMZLER, T8, ERSEANERERTBRBAMEERZT , EEIEg L EEENRIA
£, Secrets Manager Agent TR EFAREF ML-KEM €8 IMEARSELIEF S8 TH,

ATRESANZNERRZBENRRHE K AWS FERGHFECHSERBEINIMNRBREFE
&iE, HKMIEE Secrets Manager mHHPEERENZETERBIMBHREN. EERBEABBEN

REERERET LR , EARRKREN TLS ERELHEFHEREZBEG —BKRM. AWM , HRES

ANEBEHNRERENBEEERTEARNERSBIBRES , RARBEY AP FILAIFELEHS,

Secrets Manager X EFIE EHHH PQTLS , KB [EERIN,
RERESRNEEF TLS

1. # AWS Common Runtime FIF iR #8E Maven H#kit. RPIEBRERAZHO AT AMRAE, Flm
B A H7 18 2.20.0 AR,

<dependency>
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<groupId>software.amazon.awssdk</groupId>
<artifactId>aws-crt-client</artifactId>
<version>2.20.0</version>

</dependency>

2. MERAR Java B9 AWS SDK 2.x i EEMERI Bt E. £ HTTP AFR ELBARERRE
FREEH,

SdkAsyncHttpClient awsCrtHttpClient = AwsCrtAsyncHttpClient.buildexr()
.postQuantumTlsEnabled(true)
.build();

3. EII Secrets Manager JEES A B k.

SecretsManagerAsyncClient SecretsManagerAsync = SecretsManagerAsyncClient.builder()
.httpClient(awsCrtHttpClient)
.build();
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