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AWS SDKsM T ESEEMEENAA

A2 SDKsMTEZEBHANRABRINEBLRARAERLA —LERIEE,
REEITESTIHEEER

o 2% E AWS SDKsHITE — ifafEAH A configfllcredential sSERFIREEHRBRELRHN

AWS SDKsHM I &,

« £/ AWS SDKsH T EETH D BRBENFHN - BEYENEXNBH TEERE AWS KER #1759
BFEN AN AWS BRI

« AWS SDKsHMI TEFRESE - IRAR G RBNEACNIERELCRENSE,

« AWS BA#TH (CRT) 23 E - £/ AWS BAFITH (CRT) XA EHS , WHEFFA SDKs
£/ o

« AWS SDKsH T E#FEHR HE AWS BB EM (SDKs) M T EMNMERBRMRAZES , 2FT
B MY (1oT) SDKs R HE Bk,

It AWS SDKsHITESEZIEEEERABANZE SDKs MITENERER, BRTHERENTIME
AN BEXEAREEFEAN SDK ZETENFEEME. U TEXREETEEMHBMRIERR SDK
MITE:

NBIEFA R AEEN RN EHNT -
. £ SDK FTE AWS SDKsHI T E# B

- AWS Cloud9 2T AWS SDKsHIT &

+ AVS CDK £/ AWS SDKsHI T 8175 5 REHER
* AWS Toolkit for Azure DevOps

+ AWS Toolkit for JetBrains AWS SDKsHI T Rt IR

 AWS Toolkit for Visual Studio
 AWS Toolkit for Visual Studio Code

 AWS Serverless Application Model

» AWS CodeArtifact
 AWS CodeBuild



https://docs.aws.amazon.com/cloud9/latest/user-guide/
https://docs.aws.amazon.com/cdk/latest/guide/
https://docs.aws.amazon.com/vsts/latest/userguide/
https://docs.aws.amazon.com/toolkit-for-jetbrains/latest/userguide/
https://docs.aws.amazon.com/AWSToolkitVS/latest/UserGuide/
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/
https://docs.aws.amazon.com/codeartifact/latest/ug/
https://docs.aws.amazon.com/codebuild/latest/userguide/
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MREERNR RIEFVEEERHAT -
* Amazon CodeCatalyst

« AWS CodeCommit

» AWS CodeDeploy

* AWS CodePipeline

« AWS CLI 1% E AWS SDKsH T &
« BEAM C++ B AWS SDK

- EAM Go Ky AWS SDK
« BHAR Java 9 AWS SDK AWS SDKS*HIEHQEQ%

£ AWS SDKsH T E#1T 5 2 B M 1FH

° i@ﬁﬁﬁé JavaScript E’g AWS SDK AWS EFH*}].'{T,HH (CRT) *iiﬁlﬁ
« BAR Kotlin B AWS SDK

- BAR NET # AWS SDK
- EAR PHP i AWS SDK AWS SDKs#1 T E /A 4£ B
« B Python (Boto3) B AWS SDK

- EAR Ruby By AWS SDK

- EAR Rust B AWS SDK

- BAR Swift B AWS SDK

* AWS Tools for Windows PowerShell

AWS SDKs#l T E#tEH R

- MEAHEHEBRERERN T ENEE AWS , BFZREETE AWS,
s MEXENHERBEER , B2 AWS HFEF Do
o tNE AWS i7EE , SR AWS SR 2EFWAWS FAEE,

FEZAEER

Amazon Q Developer 2 FFAER Al STV HERBE , JiHBERTH, BE. BEEMEME AWS
ERAER, BTNEEHEE AWS |, X Amazon Q WEESERSHE AWS AB , UELER
B AWTHSENER. NEFHEEHR , 528 (Amazon Q Developer A& ER) HH What is

Amazon Q Developer? 4

MEAEER 2


https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
https://docs.aws.amazon.com/codecommit/latest/userguide/
https://docs.aws.amazon.com/codedeploy/latest/userguide/
https://docs.aws.amazon.com/codepipeline/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://aws.amazon.com/tools/
https://aws.amazon.com/premiumsupport/knowledge-center/
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/what-is.html
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/what-is.html

AWS SDKsHI T & BEEE
TEHEERBEA

AWS B &R EIRE (IDE) Toolkit R/VHEXNFMIERINEE , TZEEEE IDE B/ AWS R

#. Amazon Q IDE ABEXN LM AL IDE FRUAER Al t#Bh. WFESE IDE Toolkit B FFHH

B, FSB LRTPW Toolkit EAEERM, EEE—2F 7HUMIE IDE P£EMH Amazon Q , F2E
{Amazon Q B A B FH IDE EEHIEA Amazon Q,

AWS IDE Toolkits #1 Amazon Q TR W EMEFERAFmERER |, LLAKRRK AWS Toolkit
Amazon Q IiRAFREKIBHERA. WENERSE/LEE AWS Toolkit 1 Amazon Q BERE R

EE# — 5 T HFTE IDE Toolkits #1 Amazon Q AWS FrUUSERERIE R , 528 aws-toolkit-
common Github EZEHH commonDefinitions.json 3.

WZES{E AWS IDE Toolkits 1 Amazon Q ZE{RERFTULEERYE R BRIV EFMRE R , F2B T % AWS
Toolkit GitHub EFEEH M E R X4 :

« AWS Visual Studio Toolkit & Amazon Q
« AWS Toolkit for Visual Studio Code VS 2R 1 Amazon Q ZE{HR#E#H
» AWS Toolkit for JetBrains & A JetBrains B fl Amazon Q #\HE

* Amazon Q for Eclipse

TE AWS {ER A FER ELE AWS RFE TRt g WEBEINNAFmERNEN . WEFREEMER AWS
BBARENEREENFREN , F2REREBNSERBAWS 8 X4 ERE,.
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE.html
https://github.com/aws/aws-toolkit-common/blob/main/telemetry/definitions/commonDefinitions.json
https://github.com/aws/aws-toolkit-visual-studio/blob/main/Telemetry/vs-telemetry-definitions.json
https://github.com/aws/aws-toolkit-vscode/blob/master/packages/core/src/shared/telemetry/vscodeTelemetry.json
https://github.com/aws/aws-toolkit-jetbrains/blob/main/plugins/core/jetbrains-community/resources/telemetryOverride.json
https://github.com/aws/amazon-q-eclipse/blob/main/plugin/codegen-resources/definitions/commonDefinitions.json
https://docs.aws.amazon.com/
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215 FE AWS SDKsFIT E

#EIB AWS SDKsFIH 2 AWS BIEEAB TR |, i AWS Command Line Interface (AWS CLI) , &7
BLAWS R APIsEE), T8 , EEXHEBEM <z , BLAEAMITHERNBREMENERARRE
SDK®I &,

HERADSTIIEE :
« BBIEMFIL AP WEABREF. EAERARNEH AWS ARB[MFER, EALEF , & AWS
WEVEN S |, WA SRR E BB TR, RE , T LB AT HRLEBIE.

o BRARE AWS CLI =% SDK t{AEZE AR, FiEERWMNME ( BB AWS BRIEimE: ) |, AR
fRES RO N E AR ER,

#{E SDK A TEHXEZMENRER , EUURARERAENEAENNBELET . FLERFHR SDK
RIERE—R , BXABEZRTES SDK X4 , LAESMEIE R X EZFAEA.

T8, AWS SDKs I TEXEREBRABASUATERENERERE, RERETHIEAE !
e

- EFAHEHA configfl credentials £ RR £ FERE AWS SDKsFITE

« 2HRMEBEH AR AWS SDKs confighl T Ecredentialsis EH B

- EARREBEERE AWS SDKsHITE

- A VM REBESEERE BAR Java B AWS SDK # EAR Kotlin #5 AWS SDK

FAH A config#l credentials &R K2 HERE AWS SDKsH]
ITE

A AWS config M credentials ERRETUR AWS SDK RTEEES 7 RIBMNEEBNTE
RAE=R,

H# A configM credentials BERITE—MHRERE. REER—HHEERE , AR AWS SDKs,
AWS Command Line Interface (AWS CLI) MEft TEN#EY ., HEESEZRIFRERE , MEEZER
ZRERRRE SOK/TENELER., EEERR "#A, K FAELESXEMAELAHRELN
EAEARER. BFHSDKs,

# M config#l credentials X 4
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HHAconfigfcredentialsiERFERMIFER , REE ASCIl F5t (UTF-8 fwls ) « EMEABE
ERE INEEZNFER,

BAER

/A configM credentials BEANFREEHIFEREEMEERE, BUUE BEREFERSERE
&, UBMTENREMRE , LEAZTRNBARRE,

[default] BAREEREERRER K RELES TS SOK A TEREMEANE, BB HNEYE
FINRER , LEREBHESE, SEAREEFRITURBENEARANELEATRENRENE.

® Note

[default] REAXAGENRERE, HWFHAEESTHE , defaultHANRERERIEER

g , BlIE R SDK AN ERERE, TSR ERNERERMEHMEER., NRE
fE[default]FREEFRET —LIHER , BEXREEBRREEPRETE , AELEHEBRER
i, TEREXE,

REEBRERE

[default] REEBMZEEARERATUFERE —BEERD. BTEXRE , FEATIRER
ENHEAREARTEMEANRERRE, £A K, BT UERARARSEn S PEZINRER
AWS CLlI,

BBERETHED—EFRIZEUINAE
AWS_PROFILE - IRIZEE

BEHRESENTECAERRERD "TERL B, FTE SDK ZXX1BEF AWS CLI s S HZFEAKRE
EHHERE.

5

BRSYERERESEM Linux/macOS £ :

export AWS_PROFILE="my_default_profile_name";

BB AR ERREBAY Windows £l :

setx AWS_PROFILE "my_default_profile_name"

BAtES 5


https://wikipedia.org/wiki/INI_file
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aws.profile - JVM R B4

R IVM LB AR Kotlin B9 SDK FiB AR Java B9 SDK 2.x , A A% Eaws . profile & B
., ABREHEVRBEAFKE A BRITEABIERERE , FASEAEERERPHRE. B
AR Java B9 SDK 1.x TXEIRFEB M,

(® Note
MRENEABERNURATZEARARANARSEL , RAZBE—REAEBRER , MF
R ERE, ARRERESABARETHEMN AWS ERAEXER , ¥ EELRAENZH
HA. At , MIREMAEREBRARANEARRER , TRSESPREHMA. /THLE
EEFER , FEHXHAconfigRTFERERHRE , ARERABPRELEGHERE , U&
ERAEXTEAZXERERE, IRENELZHIENBEERBENERAEN , B UE
RRESHH JVM REBIERERE RS HRE,

AR RAVIE
config BREHEMRBEER. ERRELHRELES  BEFEIREHHERERIIAL.
config HEEREMEA K RMMI PR :

- EERFHFTEEEYEA setting-name=value B —f&F R,
- BULESINFEBEERHFR (#), AN EFEE,

e E

ERERRREREAZRERSHNT. BERERIIUSER ([) FENER]. #FE%R , F—EE
BREHFNFNERNE R, SUNERFE, BF. EFH () - MER _ (), BETEEAZERE,

[EEREA : default
HHERERZY : [default]
[default] RM—FEEprofile EREBITHRERE,

—

TH&EHIERER [default IFRERWERconfigER, EEEE regioniiE., HBHE —EEE
ERZH , BELTHMERETREEEEN —H 5.

AR AR 6
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[default]
#Full line comment, this text is ignored.
region = us-east-2

EERFEA : profile
EHIERERRY . [profile dev]

profile ERERIIREREREHE  LKULUEAETEANRERS, ®BE - THERRER
F2RERER LA -8,

THEHIERERprofileBRERIIME R 2R EEconfighiERfoo, KITRETER S —E
ERERESILENARRE , BRUMERREEN &2,

[profile foo]
...settings...

BLERERBCHERTFERE , ST IEHRSINREMFE, U—ERNZEERMBEHTE , &
FERERRHAZE BB,

[profile test]

region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000

[EERER : sso-session
FHIERERY : [sso-session my-sso]

sso-session ERRERIIEALARZEREEUSER BT AWS B AERN —HERERAE AWS
IAM Identity Center, MNEREE—BASG I RBNFMENR , F28 £/ IAM Identity Center B F
AWS SDK M TE, REEHEERSI B/ EH EREEsso-sessionEE , HA sso-session 2FK5|#
Msso-sessionEBERNBHRME , HlW sso-session = <name-of-sso-session-section>,

THEHIERERERE , ZIRERSMEARE "my-sso" WFAF , BNE "111122223333" tRF
"SampleRole" IAM A& EH AWS B2 AER, £ sso-session BERH , "my-ssos profileEE
#/ sso-session&BKBHESE,

[profile dev]

AR AR 7
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sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

EER¥ER : services

EHIEEERERY : [services dev]

® Note

services A ERBBFIENRE BT , BEBERANIELIBESDKs MITE, ZEEFR
B SDK 2F Al {FEALLINEE |, 5528 S AWS SDKsH T E LIERKISENEHE,

services ERERVEARTE AWS IR B KRBT mBNRERHEATE. REERRSIE/EHE
EHservicesBE , HH services2E5|# , MservicesERMBWREE , HIIN services =

<name-of-services-section>,

services EBEREM<SERVICE> = TE—SHBAFEER , H <SERVICE>RE AWS MR 3 7BI%&F

KRB, AWS IR BBIFRL AP R BEMserviceld , H,szL,LF%?HMtFﬁﬁ BH% , MR/
FIEFRBARNE, NMEETH services ERFFEANAFERERINBEBNEE , F20 RESER
HOEAT. RERNBSBEAEZEEREE  BEZEBE I LBEHEREZE

THEHIFER servicesERRFREmE , LAREY RFERREA Amazon DynamoDB XK. &
"local-dynamodb" services EBEH , Ff services&BKBMWBE profileER., AWS R
% EBAFRS|# A dynamodb, Amazon DynamoDB fR#& F EE#£ 28 7B dynamodb = . FAE
BEERENIHTEEXFERY , WEARZKER.

[profile dev]
services = local-dynamodb

[services local-dynamodb]

dynamodb =
endpoint_url = http://localhost:8000

MEBRAMAENFEET , F2H BEEBEN RS,

AR AR 8
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credentials ERMNAABEFEHE config BRNVRAER , EXEEERRNHEEFIRES
profile, ELEHRZEEFHAREEEBEE, THEHFBMT —BcredentialsiER , HPITEH
AR RERERfo0,

[foo]
..credential settings...

RETIHEES "HE) NBBHRESERERIE credentials BFX
i : aws_access_key_idaws_secret_access_key, M aws_session_token, HRELRE
A IR ELAconfigE R , ERMERECHELBREREEEE N credentialsiERH, W
=R, BAEEEABEERREMERINZTT.

Ty &EHEREG [default]FREEBHNERcredentialsiER, TERE
aws_access_key_idaws_secret_access_key, # aws_session_token £iFHRE,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

MR REE credentials BERPFEHERRERED "defaulty , WENEMAREHSEERAIE
BREEBBZconfigERINEMARESH. IEMBEERTHELAMBEBRERNER
AEEERTNEBEESELIER,

SRMEBFHLHM AWS SDKs configfl T EcredentialsiE R
&

A AWS config M credentials ERRMNXFER , TRE AWS SDKsM T ENHELENR, 18
RNUNEREBEDPWAH , Wi SDK BEXBREBEZREFHITH AWS CLI s S EEFEA. Hlm, &
BB CMER 57 Amazon Elastic Compute Cloud $#117{E 88 L #1TRAR S,

E SDKHTEHTHR  CeEREELERIBAEMAITANBERE, MRERHTEE , ARER
REHRNTESEHEVERER

BRIFFER , BERUREA NERKP . aws , ZRERRNVRER homes EAEERRF,

EARPEERR 9
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ERRM ERNERNENER

Linux  macOS ~/.aws/config
~/.aws/credentials

Windows %USERPROFILE%\.aws\config

%SUSERPROFILE%\ .aws\credentials

X B sEAT

~ BIELU TSR T AR E B SHA7 -

- FREIER

. RiEE /RFABESRHR. £ Windows £, ~/H \BEMTHEE K.
HE B 56, ERETHIEY

- (FTE¥A ) HOMEREEH

 (Windows & ) USERPROFILEREEZE

* (Windows ¥#& ) HOMEDRIVEFI HOMEPATHIRIEE &) 5 1E ($HOMEDRIVE$HOMEPATH)
- (BB SDK KT EIEA ) SDK L ESEMN I BMITHBREH

MEFRENEEZRERBWHEEIEE (HlWN , ~username/) , ISR ABRNEAESBHE
Bk (a0, /home/username/.aws/config).

BE ESLEERVARME

EAMER TAUE—BRER SOK AT AP RAELERHLE.
ERBEEN
ETURETIRARY  GELERN U ELEBRARERERATHE |

« config ERREEE . AWS_CONFIG_FILE
- credentials ERIIRFELEE . AWS_SHARED_CREDENTIALS_FILE

* B SR 10
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Linux/macOS

&R LAFE Linux 3 macOS E#ITRIEH B RIEEZNRULE

$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name
$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows
&R BATE Windows E#11T T 51 setx s H RIEEBRLE

C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name
C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

NMEERAREBBERERMNVFRENR ,

5 JVM REEEM

HRE JVM LHATHE AR Kotlin B9 SDK MEMAR Java B9 SDK 2.x , SEAIHERE T3 JVM R#EE
t RELERNUENBBREAREEERBE .

B2 FRRESEHSITRTE AWS SDKsH T E,

« config % JVM R&BE : aws.configFile
« credentials ERERESEE : aws.sharedCredentialsFile

MEWMMEEE JVM RFEBHEMEREA , 552 [ the section called “QAIERE JVM ZREFEEM", BAR
Java By SDK1Xx T EEERFKEB M.,

FERIREESH S EHRE AWS SDKsFfITE

RESHREHEE—EAHX , IEEA AWS SDKsH TEREEHABRBZEMEAER . RESHEUNE
BRETHRIERSERREEREAAREIERH. MEASZH SDKs XENRELYFE , F2
B RIREBEE,

BIEAE TIRF

- MREGERAREEHIEE , CEBEBMHEA AWS configflcredential sSERHPHWRERER
AR EATE,

RBESY 11


https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx
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« MREHE AWSCLI S B5I LEA SBEERE , cEERRAHERGEBIEEERPREEN
EA{E.

AR ER IR
TH#ARBMTABERERERERERY,

Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQOEXAMPLEH4ao0AHOgNCAPy. . .truncated. . .zrkuWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2

RERZESBELEFEANEE , BEE Shell TERBRERIEICEZBBRAHMRE, &7
LATE Shell WRABIEETTRPREZH , REMBERRN THERERZEEN.

Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE
C:\> setx AWS_SECRET_ACCESS_KEY wJalxrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
C:\> setx
AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk
C:\> setx AWS_REGION us-west-2

A setRERFLUYSLECEANE , ETFENSTRAITERRER , REIEEBERE
RTENERL, FH setxRERFEEUSLFRNDTRTIIERBRNEERTHTREILN
FESTRATFERRTFEANE, TEXELITHTERCHTHEMDS Shell

PowerShell
PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"

PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
PS C:

\> $Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401

PS C:\> $Env:AWS_REGION="us-west-2"

WRIETE PowerShell RRFLHREREEE (Wl —EEHIFTR) , ERAEHEE B THEERRH
FZYE, BEBRIESYEREENE PowerShell M SR IF L TR ISEFE , BEA
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https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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Control Panel (##|E1R) F# System (R#f) BAER., HE , BHE A SASEEETEE PowerShell
BRERE , BFIBEARR PowerShell TERFERBREEE. IFEEBEHRESEIE TERRFER
I EFAERR , 55288 PowerShell X4+,

EMRF[RESHEE

MREEAEARBEBETRE  LEFEMRERREBNEE, RBENESR  BUEHHEE
ERBDPUTHEABERATRANRBERERFNFIRREY , BEUREERRETIR,

fign | £/ AWS Lambda , EREEREREEE. NFFMEF , F2H (AWS Lambda 53
ABEIERE) PHEA AWS Lambda RIEEH,

HEEARFRED  CEEUTUERERETHRHESWT , £ serverless.yml BERPRE
SDK IRIFEH, WFE serverless.yml BRMNER , F2REMBI[/EE P H —REBEE,

EREERAPERHRRERTRRESY  FRFIRE L4 |, fINEESNHTHRREH P
# Lambda KY#Hl, FRLSEAEMEANTREZXH  LHENARERREH  URRERE
fATPR 1o

A JVM RZEBHELEERE EAR Java B AWS SDK 1 BAR
Kotlin B9 AWS SDK
JVM ZEEERES—8EAR , ATE JVM L#H1TSDKs IsEHERIEBEMEAER , Hl0 BAK Java

B AWS SDK # i# AR Kotlin B AWS SDK, fNZE SDKs X#EH JVM RiEBMHEE , F2RHRES
%,

BEIRAE TIRF

- MREERHE VM REBHEERTE , CSBFRBEH P HRINEMAE , REHA AWS
configMcredential siERPHRERE R ANEAIE,

- MREFEHREEBIEERTE , cEBBMHEA AWS configflcredential sSERHPWEREREH
AREATE,

WAEERE JVM BB

BALLEBZEAARE JVM KRB,

EARRRREBEERTE 13


https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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Eaw5l L

£/ -D Yl Ajavatn H ik , BT LERE JVM REEMY. RIELPHRBREXNBHHNE , T8
TIGTERMERBAFRK AWS BiE 28R E .

java -Daws.region=us-east-1 -jar <your_application.jar> <other_arguments>

MELABERESME VM REBYE , BEESR-DIR,
ERREZH

MREELEFERGSYIRIUA JVM RHATEARES , @A LAEA JAVA_TOOL_OPTIONSIRIEZ EIK
REMDYIRE, WHZEEBRARE Java BIITEBH T AWS Lambda BREEE AR JVM h#HTREXE
ZER.

THEHISRAERBAFRK AWS B 28R E , RILHEBETEXNHPINE,

Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"

RERESHFSEEANEE , ER Shell TERRERIED LI BHERAEMEE. &7
LATE Shell WRABIEETRPREZE , REMBERRN THERERBIEEN.

Windows Command Prompt

C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1

A setRERRESHSLECANE , ETFENGTRRATIERRER , AEIEEBERE

ATENEARL, FH setxRERFESUSLFRNGTRTITERBENEEATHTREILN

FARTRAIERRPEANE, TEREEUTHTERCSHUTHNEAMSGT Shell,
EHTRE

BB A LAER System.setProperty FEERERNBHRNBITRHERE JVM REBMYE , i 5 46|rT
o

System.setProperty("aws.region", "us-east-1");

WMAERE JVM KRB 14


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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/A Important
)41t SDK BRI A Fim 2 B EEM JVM RiEY , TRIRE A iR £ A HME,

WMMAERE JVM RFEEBM 15



AWS SDKsH TR BEEE

£ AWS SDKsHI T E#ETH o EBRFMFE

ERFE AWS SDK EAREXSER AWS TERFER B AWS RiE , B4 EREVEXBR T ENER
FHN AWS, ZAUBBENBHTHIRENETANEZEE  LTEANARRE AWS EFENER
EBET AWS ZEL

DTRERZAEREHEEEN —Br. EXRTEBHEEHZEEWLA AWS
configfcredentialstE®E , £ AWS SDK KT EM BB IRRNERAZ S 2 BRFH %

EEREBEERARABNG E
RIE— AR BRAER AWS ¥ B,

BRETE RBPFITRENES AWS BlR# ( HlZ0 Amazon EC2, Lambda, Amazon
ECS. Amazon EKS. CodeBuild) ?

MREHERNBE LHT AWS , BAERTUEBRMGENERARN. flin , MRENERARERT
‘E7E Amazon Elastic Compute Cloud £ , T EBERZERERBEBN IAM A€ , IR AERSEFiRM
RIEMERER. B8t , WREFEH Amazon ECS 5 Amazon EKS &8% , IAM AN EAERIE
A LUEIR SDK B AERHEMHERE K HASABTHENBEBHESE.

EHRERXIE RSB TE Amazon Elastic Compute Cloud #{T{EEE + ?

FEA IAM BEREFEIEZE Amazon EC2 WEAREL — £/ IAM A Amazon EC2 #1TEE L%
S ITERARER,

EHREABRESE AWS Lambda EHEF ?

ERE Lambda BKEEF |, Lambda EEVEEFRAVHFTNHITAE®, BE AWS HZREH4SL T EEE
EiEB Lambda B1TIRE , BBFEAEHTEREEREE Lambda B9 IAM A,

EHRERIE R AT Amazon Elastic Container Service 1 ( £ Amazon EC2 = AWS Fargate Amazon
ECS £) ?

FEREEN IAM A, BXABRVETKAE® W Amazon ECS K EZFRIEEZARB, BB AWS
HRE4NTEEEDIEB Amazon ECS H##E X | BEEIFRAESTRBEERGTEN IAM 86,

BHRERXIBEE S 7 Amazon Elastic Kubernetes Service 1 ?

RMEZREFEH Amazon EKS Pod &%,

BERZBEAREABNGE 16


https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definitions.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
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AR MREFRBBEBIRE (IRSA) B IAM BB ARENSENBRER , 2K (Amazon EKS £
AEER) FPHLLE EKS Pod &2 IRSA.

EHNREABRESHE BT AWS CodeBuild

52 A CodeBuild B9 5 9 B BUE,

BHEABREES —@EEXBH AWS R ?

2R WEAKEE AWS B, ESE LHTREABR AWS , RBE4AEAEEHREETUREA
EHENEMEEEAER,

TBEREVTHEARESSIAFRE Web ERERXIE ?

NMRESERVEEFINTHEAEIIAFHE Web BERARER AWS , FEELNEARER | UE
5/ Web Bt& B0 BRERE KRR AWS Z2EAER,

BT Web e85y , ZRIFTERVHIIBRARE , IEELBACHNERES Y. Rz , ERAEXE
RAEBAUFERAZNABE 2RMEE (IdP) BA |, #I%0 Login with Amazon, Facebook, Google ZH{E
{ATE A1 B2 OpenID Connect (OIDC) AW I1dP, fffiAI AWK S 0BT FR , REMEFRHLUEIE
PNRRREZAER AWS | ZBEAERBEZEEFTN IAM A& | SIEAE FHNEIR AWS ik
Fo

EETHRNAAZN SDK FTERELER , 528 £/ Web 5% 3% OpenlD Connect #EEA &
Ea% AWS SDKsFI T E,

HRTHERREN , FZEBMEMA Amazon Cognito, Amazon Cognito ZE & 2L A , AEHITK
HoBE I, WHRFHEN , F2E (AM EAEERE) P Amazon Cognito ARITEIEARE
o

BREBEERZEMHAITENE LOCALLY ?
RMREEA FHIRABAER KD AWS SDKsHMTE,

EREBESHEE»RBEAEZE , AWSEEHELBIBIFEAEZR , 2AE CLI AWS Tools for
PowerShell 1 AWS SDKs AWS SR #6533 T B84,

MREFE A Identity Center 1T AWS 1R F 77HL

MRECKHEE AWS IREFNEREN/REEETEANERNWEZEE |, £ IAM Identity Center 3k
BE AWSSDK MITE, kRLx2xEEK , RMEZREMEA AWS Organizations &t 1AM Identity
Center REIEFTE AWS IREHFEUE, BT LAE IAM Identity Center R FEA &, A Microsoft

BERZBEAREABNGE 17


https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/service-accounts.html#service-accounts-iam
https://docs.aws.amazon.com/eks/latest/userguide/service-accounts.html#service-accounts-iam
https://docs.aws.amazon.com/codebuild/latest/userguide/auth-and-access-control-iam-identity-based-access-control.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
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Active Directory, ff SAML 2.0 &7 24t%& (IdP) , 1% IdP BRI AR AWS IRE, ZEERER
WEFH R A XE IAM Identity Center , 5828 (Amazon Web Services —fig2%£) 8 £/ IAM
|dentity Center E&#7% AWS SDK #1 T E|AM Identity Center i 25 M Ei 58,

MREEESHREMT EREE

EEMEEAEDERITES FHNHREER IAM sts:AssumeRole FHE, A%,
LMERZEAENsource_profilelREREEAE,

EBRIERERR

kg
kg

FHEUNERRESERHAABTAERERFEAER IAM AWS EAER., F2EEAERHERRBRH
AWS SDKsFM T &,

AR EEVEHBIERRD , BUNEZEREARMBAERNRRT AWS SDKsMTE,

HERBEEABHBRERES/FEE VM #8117 ( Flant Amazon S3 FBHHE A
Amazon S3 WA AkER , EH BRI EURHI Jenkins) ?
LREEMER X509 AFREE ?

2 : 5528 £/ |IAM Roles Anywhere 57 AWS SDKsH T &, &AL IAM Roles Anywhere
£ IAM FEBHERZEBEAER , flE ASHTHRERSE. RNERAER AWS, EEFEA IAM
Roles Anywhere , &H TEE HAEFEA X.509 BFE.

RERSUUZLMEREHS F7RMEE (5120 Microsoft Entra = Okta) RFEREREF AWS HRFE ?

R ERAEFBRAERREHE

FRHEFEAEGREHE EHTEHEHEHEREAER, EERATESFERBEEN TESNEE
NAKREEBEAER , WA TEEHEH EEREE IAM Afsts: AssumeRole,

A ERAEB F ANERREAER AWS Secrets Manager

FEHER ST ANBREEAER AWS Secrets Manager, MMENSEHENES®NEE  F28 (IAM
FRAEERE) PHERERLZEEAER, NIEFHNELHEREAERNEE  F28 AWS FEE
8,

B LAERAELBEAER , {& Secrets Manager K& M EREZHWEARERNA , EAUEHEHPF
REERBRRANAGHBZEAER,

EREERTE PHNE=ZSTE AWS?
ERAF=AHREFRINXMN , LIEIRERABRNREES

BERZBEAREABNGE 18


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
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MRENE=ZFRREHRIMN , BN ZE I AREEAERT ?

= FARESEMITR AWS STS EAER,

B EATRENZERZREES ( LAF ) PHNBEFNZR,

B oBREE
EAWS REFHITZEXNBNE 2RE S E

MREHERNBE LHT AWS , EAERTUEBRMGENERARN. flin , mREZNERARERT
‘E7E Amazon Elastic Compute Cloud £ , M BB ERZERERBEBN IAM A€ , IR AERSEBiRM
BN ERRER., E&t , MREFEH Amazon ECS 2 Amazon EKS B85 , IAM BN E A& &£
ATLUEIB SDK B AERREMHERE K ARSABTHWEIBEBHIS.

- A IAM AERERFEIEE Amazon EC2 WEAE - A IAM A&7 Amazon EC2 #{T{ERE L
e hBITEARR,

« ZAILAEA IAM Identity Center AR ERET A NE AWS BB , FEWMT :
- R REHLAAWS CloudShell#1T AWS CLI @55,
- FERURFAREREHAZRGEZE , FERBFEA Amazon CodeCatalyst,

EiB Web RS REERITEIRE - TRHAFRE Web BAEN

NREERVFEFINTBHEARENIAFIKE Web EARER AWS , FRELNEARER |, UE
£/ Web Bt S 5 2 BIREFRER AWS ZE£BAEH,

BT Web e85y , ZERTFERVHIIBRARE , IEELBCHNERES Y. Rz , ERAEXE
BETUERAENABE DRMEE (1dP) BEA |, #I10 Login with Amazon, Facebook, Google S{E
{ATE A1 B2 OpenID Connect (OIDC) AW I1dP, iAW S 2B FR , REIMEFRHLUIBE
THRERZEBEAER AWS | ZBEAEHHEZSEGFTN IAM A6 |, UEALZ FHNEIR AWS Ik
Fo

EETHRNAAZN SDK FTERELIER , F28 £/ Web 5% 3k OpenlD Connect EEAE
Ea % AWS SDKsFI T &,

HRITHERER , HZE M Amazon Cognito, Amazon Cognito TE &2 &iIEA , WAZREITK
WBAWE T, MEFMENR , F2E (AM FHEIERE) P Amazon Cognito ARITEIEEARE
o

BoREAE 19


https://docs.aws.amazon.com/cloudshell/latest/userguide/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html

AWS SDKsH TR BEEE

EARBT2EABN I ORI E ( TE F AWS)

« FRFEAEAERRRFE AWS SDKsHITE — tkIhAERTEE AWS Command Line Interface #l
Tools for PowerShell f5BLfEA |, Wi AT EHBIBNZEAER , ATAR CLI. Tools for PowerShell
AWS #l EAKMAE T E AWS,

« {#/ IAM Identity Center B¢3% AWS SDK M1 TE - EBL 2 BEER , RMEBEEH AWS
Organizations ¥ &t IAM Identity Center ZR'EEFTHE WEE AWS IRF., B E PEVERAE
AWS IAM Identity Center, {#/ Microsoft Active Directory, {#/H SAML 2.0 &7 ##E (IdP) , =&
BRI EEH IdP AWS tRF . BEERELENEF K EXE IAM Identity Center , FESE PHAWS
IAM Identity Center i 24 # &t #2Amazon Web Services —fi§ 8%,

« f£/ IAM Roles Anywhere B 7 AWS SDKsHI T E — & aJ LA IAM Roles Anywhere £ IAM &
BNBERZEBEAER , fIWE ASBETHRERSE. FRNEAREX AWS, ZE£ A IAM Roles
Anywhere , B TEE B X EER X.509 BFE.

o HH AWS BEABRRIETAELET AWS SDKsH T E — S o LUBE IAM B R ERFEE T RE
LR AWS SR,

« [ AWS FELE 8 REF AWS SDKsFHI T E — AJREB R S ER EER I I AWS BERZ £ E Y
Hfhj1E,

BRFREENFEER
IAM A EERREETIEER 2 AWS ERFERER !

- IAM 55 (ERE, EAEFRENAS ) - THRAEDSIHERES AWS,
« IAM AN Z2REER - REAFSEEELHRE AWS ERAEAREERNZ SRR

Amazon Web Services —fix2& EE T HERES: :

« THRIEVSEH AWS BEAEN - TRANMEXRGIFIN FRERBRNEEER.

EFHH IAM Identity Center ZET 5 % F# (TIP) A2 AWS BRI

- /A TIP /AN EXEFE AWS R - MR EE A Amazon Q Business Bt X B ZFE 5 2 EEW
fRISEIERARES , XHERA BAR Java B AWS SDK = iBA R JavaScript B AWS SDK , &AL
£/ TIP AR RE(CRERE,
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https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
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AWS 23R ID

K AWS BEER ID i AWS 1RF SR CREERBERVNEM . HARAWSIRF RELREL
AWS 2 ERNAR , LAGLEREMZELRAR , 8 AWS BZER ID ARREMAEA. BRIUEH
ZAAWS BERID |, IR AE T EMERIS , H20 Amazon Q 1 Amazon CodeCatalysto

- AWS B A (fEREEmM) PHEA BA AWS BER ID - THNMEYMER AWS ZE=xR D |,
I THREER ID RUNAR,

« CodeCatalyst #i= - AWS E# = ID £ Amazon CodeCatalyst fFF &R - 7 f## CodeCatalyst
mAER AWS BHER ID,

FATFEAEZEAERREFE AWS SDKsHITE

EAMIREREMIFAWS BEERKEREFRE AWS ERAERE K BECATIERAEZAERRIEM
AWS B AE R, RERTE AWS iR LETHE , 0 Amazon Elastic Compute Cloud (Amazon
EC2) = AWS CloudShell , EfIEZE XA RXBREREEAER,

&£ A LUEIB IAM Identity Center 1T 5 7 8% £/ |IAM Identity Center 527 AWS SDK #f1TE, It
BESEBEEALERFRENER SN , FERA Identity Center,

HiEFERRN?

FAEEABAERET AWS AR TREAFERAREN AWS EEFREBRAER , UBXFREA
XEHR AWS R, EREREG2BRBRECE , AWS SELAHRBEEAEZR , AR CLI, Tools
for PowerShell AWS #1 AWS SDKsE AR T E, thINAER LR EMEE AWS CLI BEAERH
BF ,  AHRUNREZREAEBNERE , MTEEEREFEHER,

FEBLER , SAUEREDRIRFRENBEINBREAER. IAMERERFIREENBES
DHEITHDERE,

WMREERSDKsETH S , MEBRAREMHAFREER EREFEAERAWS SDKsH T EFEME
AEREMRE, BEUURE BEARERESE,

CLI AWS #1 Tools for PowerShell 8 BE B2 A G S ETERE -

- FRFEAEAERE A AWS #1745 455 2%
« AWS Tools for PowerShell & EREANERTIEAZAEREA

AWS E#=R ID 21


https://docs.aws.amazon.com/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.aws.amazon.com/codecatalyst/latest/userguide/concepts.html#sign-in-concept
https://docs.aws.amazon.com/signin/latest/userguide/command-line-sign-in.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sign-in.html
https://docs.aws.amazon.com/powershell/v5/userguide/creds-idc.html#login-con-creds
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£ IAM Identity Center & AWS SDK 1T E

AWS IAM Identity Center T FlATEIEAWS SEE RISIRIEHEIR AWS FEARKBFRM AWS BAE
B, MRERE AWS ER LHEITFE , #l20 Amazon Elastic Compute Cloud (Amazon EC2) = AWS
Cloud9 , BB EUARZBERMESEAER,

MRBELEFE R Identity Center #1T AWS tREZE , AEEEEBAZNEFE , 55FEH 1AM Identity
Center &9 &,

EAHBHRRED , BHEEL 1AM Identity Center 7B |, W FEA AWS FERAOMUF , BEM SDK
=T EEITERE AWS CLI,

« AWS ZEA O 2EFE)E A IAM Identity Center 8 Web {ZiE, URL 9124 d-
XXXXXXXXXX.awsapps.com/start= your_subdomain.awsapps.com/start. &A AWS
FRADRME , B UBRERXEAEREN AWS IRF Ml A€, EFFER AWS FBAQD
ML REG SDK/I TR & 5 BB EF PR EREE,

- AWS CLI AAERE SDK S T & , LA IAM Identity Center & 2 ER B HETIENBE R HM API I
W, k—XUBFEEFENEA AWS configER , AERELHTEABEHRERAREFRT
B&A,

FORIRH

FIGLLIEF 28l , BIERRE TR T HIRE -

- MRLZRE AWS IRF | Bt AWS IRF,

- WMRERAKRBA IAM Identity Center , 5AKH AWS IAM Identity Center £ & 18R P Y 1 R
IAM Identity Center,

£ IAM Identity Center 52 EFE X ERFTEEN
R B EFRELEREENTISE
BETIHEAF -EREREFEIERN AWS EAEHR,

&R EEIB IAM Identity Center 23 7 EUE

1. EfEAWS IAM Identity Center  fEREIER) PHEMATEEE IAM Identity Center B SiEFREME
AEGFEE | UHEERENHEEET,

IAM Identity Center B&&& 22


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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2. AdministratorAccess FUETEANEHHE, RMABRBLEXAFERAALES
K PowerUserAccessifAl & , RIEECHEZTCALBNEN HITHFTE,

BREFEMERMEREMSHEFIEERN IAM Identity Center B $8%2F , {BIER

« EEBYAdmin teamBil , BB Dev teamBHil , Y HEZ BRI RPER L EHE,
- BULEARENERE  BXAEGERERIEEHDev teamBiil,

BHEAdninistratorAccessiFal & |, BB PowerUserAccessH A& , WIE 2B RIE
RAERER,

&, ERZERTHIEE :

« Dev team &#H,
o HEEE Dev teamBE#HRIPowerUserAccessiFrA[ &,
- BWNERECHIEE Dev teamEiil,

3. BHAOPWEIETHEREA , L&EE Administratorsh B9 AWS tRF 12
IHPowerUserAccess, A T E/SDK PowerUserAccesshEiER ,

KERAWS AILLEBBENEZEENBE B 51RME ( #70 Microsoft Entra 3§ Okta) 77EX

AWS EB G REENAOBLEAN . NIRENEREESERTE PowerUserAccess ( A
B) 9, Z2EIECEEEHAWS IRF B MfF &K, Z2EHFITEEBE  BREAZTUETF
B AR EF A X FEUR S HEIE,

HEBEFE, TREELETEARR , AINTRANFIERRE, FETHEEEABETIE  Fhis
18/ IT BB SR E,

BRERLAWS AIEBRNEETEEHN AWS FEA O FE

&EiB AWS AWS ERAORUEEAN . EEHREEE R T PowerUserAccess (BB AE) #IR |
FLEENEEETIN AWS IRF MFFAE, F2EFIERRES , BAFARTIEFHRUER
HET AR FEURE AR IE,

RELAWS TIUEBENEZEENBES D BT B2 RMUEFEN

R DG IRRY 1T BERS KRB,

5 IAM Identity Center 5% 22 = 38517 EL 23


https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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HER 2 : 3T SDKsHM T ELUERA IAM Identity Center

1.

TR MER E R R &AM AWS CLl,

a. F2BIAWS Command Line Interface  ERAERRE) PHLZE SN EHRFHRAR AWS
CLl,

b. (EHA) EEREAWSCL REEEFEE , FHRGTSRIRIETEHIT aws --
versioni .
EAAWS EFERAOMM, ZHNEFEERML URL , BRI KRS ER 1 BUFEE £

FEHDEEE URL, B1RRE , 55T https://console.aws.amazon.com/singlesignon/ : // &R
LEHRENAWS FEA QMY URL,

a. £ AWS ERAOM@MNIIRERSIESS | ENEEENERRE, FHENAGREEET,
BEFENSHRIUNESHSINEAER  IABENTFUENSERRFNR. FHAELEES
fPowerUserAccessiF Al , ERENEFTEINEMFIE | LERABENREERT
A,

b. EHEEREFYHFAHED | 1 EEMacOS M Linux =% Windows , EEEURAREHNIEEZRK,

c. 1ZE# |AM Identity Center EAERFE , LEB T —EFZBAIEMN Issuer URLA SSO
RegionfE, & : SSO Start URLTEE B#fEMAIssuer URL,

£ AWS CLI &SR RFEH , #1T aws configure ssoi v, HEBERERE K BALKEL—R

SRPWENHELEE, MFL AWS CLI s SHIFFHEEN , F2REHaws configure ssoffE

RERER.

a. &¥IE/R SSO Start URL , AR AE ENBM{EIssuer URL,

b. HMACLIREEER , RMERCEHBERRFR A4, MBENMREFER (EWE)
REERHMEERRESHNEN  F2H EAEER,

(#R ) £ AWS CLI 8 S 12RFETHF , 81T aws sts get-caller-identity @S LARESR

AR ITERERED. OEESEREREN IAM Identity Center FFAI &,

MRIEEANE AWS RBEEN  FERZREPREVRBEFEIEBARELS,

a. HREL SDKs, SSO0IDCIEAEA SSOM SHMEMHFBELNERER , FTEEFER IAM
Identity Center 5838, MEFMENR , F2EEMWIFE SDKo

b. WMRMEBEFERE WEFEIE AWS , FREHEA AWS credential siEREBHEM AWS
FHEE, AR THREANEREHEEEEBAIER , EX4EBRIEABEZAER , BREHS
HTEFEMEMA IAM Identity Center EAEHL,
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://console.aws.amazon.com/singlesignon/
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MERA T HESDKsH T E A FE AL BRRFEAMEHREEZAESR , FBFSE WA#HR AWS SDKs
IAM Identity Center & % B 5 o

EEEEEHXHAconfigERHERE IAM Identity Center IRt ERE , FF2BAERMIAM Identit
Center BERMEEFW .

EFNEEADMEEFRIERE

B EFNSEREEH A HAREANTELBI S rREHR, EHBHRER  BURNERENT
ERERE, FEEFERBAENBEFINA QMW THEMRE , 556£EH AWS CLI 1T aws sso

logindi®,

B LA RFEER IAM Identity Center FERA OB T/EPE RSB E M T E T/EREERIFERE. 8
AERESUTUHITERNGHERD , cBFTFTEB/BXER FHEA AWS CLI,, MFEFHMENR , F2HE
{AWS IAM Identity Center fEFA E1ERI) HELTEHE

* |AM Identity Center TYFFEERIFEIF A - EXEFEAHE AWS FEA O #8105 T EFE BRIV E R E
- FAUETERRSESE - RETFEREREERED

A f# R AWS SDKs IAM Identity Center & 9B 3%

FERBAHY 1AM Identity Center 75

THMEE A H B8 T MR R T2 F AR AWS IAM Identity Center, iEF A AWS SDK APIs #9344 &t
HHA - E5BREH S HLE IAM Identity Center TREINEHE, MEEMERBEEEEE,

TRETFER2 BN EEREB

IAM Identity Center & 78 SDK AP| &% Description

Identity Center Sso HACEH WS AWS E—%&
A, 1B sso APl i B EREER
BHFEHKREARE , SLUARE ¥
B, MEFHMEEN , F2E
{AWS IAM Identity Center fif
FEEE) FH 1AM Identity
Center EF i &o
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https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
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IAM Identity Center & 78 SDK API &7& Description

IAM Identity Center £ & BRARBREE—ZANER
L

EEEPA i

AWS FELA O3 URL IAM Identity Center &
FHIME— URL , 40
https://xxx.awsapps.
com/start . EAILMEA
IAM Identity Center & A B
BALA O,

IAM Identity Center Access B8R I ERE ABEARHEHFNF.

Portal TEREER

FF A SR TERE BY BERBRE4EAIARET

AWS BR# FEALAY IAM T/ERE
B, TEIEIERXEIEmb , &0 aE
SEDIEREBA TAGTHE

IKE'EQJ o
ST AR AWS BAER REEREAERARAAS
N B AWS IR TP A B S
sigv4 EARH ( BBIEFFA sigvd AWS RIS

calls), EIEEXFMF , &
FEEEIETCHLEA A

@%lﬁ*ﬂj o
IAM Identity Center R {24 SSO EAERHEME MAMBEAER , flRH
& TheER FE RIRAE A

T #E By SDK EAER##HT AWS AR

IAM Identity Center AP| &3 sigv4 BEAERNEBRFTHFEAER . KZE AWS R 2 sigvd
APls , BB —LEHISARR , #1270 Amazon CodeWhisperer 1 Amazon CodeCatalyst, LA TFREEAE
REMER , XEEB HEAREXBET KSZE AWS IR I AWS IAM Identity Center,

T f# I1AM Identity Center & 2 BR 5% 26
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RE) AWS f7ERA O 4835 THEREER

- ERALNBEAEREATERR , UBBEF.

« £ AWS Command Line Interface () 4/ aws sso login&SAWS CLl, MR EEREER
FH TERE , ESREFH IAM Identity Center TEBEER,

- ERBEFN TERRE | S£EUWEIZKE IAM Identity Center (N E T EREBEB M FZEER. AWS
CLI th 2 AFHNEFEEEREH SSO RELJSON R | W EHBERS , EHESDKsFEA,

- MRZECRKREEATHIERE , AWSCL - REREHARENIERE , XSEREN ITER
BB, EE 7T HIMMERE IAM Identity Center TERBRHNRE , 552 BAWS IAM Identity
Center  fEAEER) FMREMFEHAE AWS FEA OB TIERERNFERRE,

- THERBRRELREERE 90 X , MEPDEEZANER,

HBREHMMEE AWS RIS MR E A E B

B TERCEERBNAFRYHE AWS IR K, SDKsE1RMA WFEE. & IAM Identity Center
BAERBMERERLA AWS configiERMWATIERERE , IAM Identity Center @ AAREHTEARER
HEAER,

- BAAFRE , EAENBNEFEEATRETK,

= Z (A IAM Identity Center B —& A JRHHE sigv4 APls WEAER , BREMHSER IAM Identity
Center FEUFAIRENS IAM TIERSEL, Lt IAM THERERBAFTETERE , ©EBRI IAM A6
FRiZft SDK B9 AWS 7ZEUE,

« EFAIEE TR ERISERF R EE IAM Identity Center T/ERSERISBR I B IR E,
- BETHRIMAREFTEITERERBFERRB , 528BAWS IAM Identity Center  EAEIER) H
MR E TERER SRR,
- AR, EAZE AWS SDK API XHH |, FFTEEAERBBAAWS BT AE R sigvs BAE

FAEEAERZHE IAM Identity Center API #9 getRoleCredentials FEALMEEIE SDK, SDK #I A Fin
VI ER EEN IAM AEREW AWS iR , FlZNER Amazon S3 I HERF PN RETFITE. AF
WY H AT BB R ELF T ERBREE , BERFFUEITFRERBHAL,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
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TEFEERBHIM BRI

/8 BRSSO ERIE &R | # IAM Identity Center RS E/ N EFIENESFEAENREER BT
EHMEE,

- MREMFHE SDK ERFERBCIBE , Bl SDK 2 A EMEEFHAREZMESHNFIFE
. IAM Identity Center &% B EIB FAFEEM IAM Identity Center ZZEXA O 4335 TER BRIFE R
EHTHER, MREHFEEZFRIBE , IAM Identity Center €L 38 —EFEEZERT O &,

- WERERARAREFRERAAFPKRNFIRIFREE , IBTHAFRNEAER.

i , 1R IAM Identity Center FERA Ot TERERCSEBH , ITERFHFNENRZR, Eit |, &
EBUHFTERERE, SERRNFUREREEAFPFRN IERRRERIFE B ( Ak
EEEHRE ).

— B |AM Identity Center T/EMSEBH , AR UFHFAFRNEANBHESLARS 2 BE, ERAAR
MEGFAIEREAER. ELBEEERNFIERZH , ENEABEELIEIFNAFPRETREAE
RENER.

AmEz  ERRE4AZTEFNTUTEEAERNE , HEE4SERECMNERNREEAER
WHEMBELEEAER, ERBEAENZARTAFE  ESEFBHEAENNREAFR , EEE
B, MEERFFEAERHEAEREIN , Al SDK MY IAM Identity Center API LEVEHHEAE
. EEFU AP, CEETFIER. IREREMCERY K HRXE4SERAENBERRERR IAM
Identity Center FRISEXVSFTHFEEMR , REH IAM Identity Center FEXA O #8335 TER R ARIBH |
AlgR TR,

£ IAM Roles Anywhere E23% AWS SDKsF T &

B LAE A 1AM Roles Anywhere £ IAM IS RIF L £ B AE R |, FIWE BT RERSE. BH
MEAREN AWS, ZEE# A IAM Roles Anywhere , B TEESHMAEFH X509 BFE., BHNEIRE
EBEEREMRFENEENILEELE , LUE IAM Roles Anywhere 3R EA B BEIZMHE,

FR1: BERE IAM At
IAM Roles Anywhere IR EEE AT ITEEHIBFNRERZAERN A E AWS, FEHEE

SEHRHREEMEY , LUEEHEEBE IAM SeNERER. EZNERXBERE IAM Roles Anywhere
B, XACEREIEESBEENT,
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MEREEEHE. IAM SEF IAM Roles Anywhere #iRER LB | 5528 (IAM Roles Anywhere
FHEERE) PHE AWS Identity and Access Management Roles Anywhere 512 37 15 1F & B F 158
o

(@ Note

IAM Roles Anywhere £/ & EREFHIERERE =T IAM Roles Anywhere IRIEFHE—B=. E©
EEH A AWS configiE R IR EREEED

SBR2: BEFEA IAM AR

= EZ% IAM Roles Anywhere RS ERIF L £ B AER , 55 A IAM Roles Anywhere KB A &R
BRERIE, EAERNITESEE IAM Roles Anywhere I EERF.

METHEEAERGBEXTEMNIER , F28 (IAM AWS Identity and Access Management Roles
Anywhere £ &ER) BHIH Roles Anywhere RS R£EAER,

= Z# A IAM Roles Anywhere AWS SDKsHl RIS Z £ & AER AWS CLI, &aT LA
EH A AWS configiEEHERE credential_process 5RE. SDKsHl AWS CLI X
EFEA credential_process BENEFEAERREME., UTETRE W—KRE

¥credential_process,

credential_process = [path to helper tool] [command] [--parameterl value] [--
parameter2 value] [...]

BN T EM credential-process@ T EUEE credential_processEEMAHZELE JSON
BANERHERBEAER, FiE w08 BESETHR , EREEBEIEER. " HEENISH .
« private-key - EBBRZILE W,

« certificate - BENKEE,

« role-arn- EMBERBEAERN A€ ARN,

« profile-arn- RHEEACHRF ZEEEHN ARN,

 trust-anchor-arn- AREBENETHEE ARN,

THNEREESRZRERABENILE SR, LR ERE=(E ARN E AWS EEXEL, THIEH
BTRHAMconfigiR , ARRERBHERN TEHENEREAER,
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https://docs.aws.amazon.com/rolesanywhere/latest/userguide/getting-started.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/getting-started.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/getting-started.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/credential-helper.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/credential-helper.html
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[profile dev]

credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-

arn arn:aws:iam::account:role/ROLE_ID

NEEASENMEMGBER TEFMERF , 528 GitHub £# IAM Roles Anywhere Credential
Helper,

NFE SDK MEREAFNEFEABRREHRENFREN , F2RIAEEEFEAEHREH/ERN

R AWS ZAERIRIETEABLIERRE AWS SDKsf1TE

BRAGLREA—EHERLZEEAERREN AWS B LENNER. SEREEAERNAE
&% ID, AEFHEBNLLFTHER. EEE—D T H AWS Security Token Service (AWS STS)
API 5E3R , 5828 AWS Security Token Service APl & i EI1E,

FERTERFAREASIEURETAR  SUAXBRURBRNERINEEAR, IAM ARHAR
Amazon Resource Name (ARN) t—#5l. AE@RAMERRVEEER. €A AeNEEERT
BER AWS fR#§ S5 — 1B AWS IRF ., BEEE—STH IAM B , F2R (AM £AEER) FHE
A IAM Af,

Al IAM ek  MREZIZABEE , LUK SDK T EREREASECR TN,

@ Note
AWS R E 28 W AL A EEin R WERE S AWS EH.

BT IAM AR

BEACK , F AWSSTS S —ERFZEEAER, EEEABRRE S —ERER , 2EN
BABATHRENATEERRR. ELF—EIRFHN AWS BAER  BENEARXFTEEFNS —
BERFPNERK  BYECREERENEEAR.
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https://github.com/aws/rolesanywhere-credential-helper#readme
https://github.com/aws/rolesanywhere-credential-helper#readme
https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
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$B1:8EIAM A6

EEREREBFAZREHAITEUREAG  BLALREUSRAIZRENBEEAR, IAM AERFER
A ARN H—REBH, ARES—EERRVEEEE  BERELN IRFARNEBIRFFRN. 52X
EWE , F2H8 (AM £REER) FHET IAM B8,

HBR2: RESDKHITE
RE SDK T E , # credential_sourced B E AE R source_profile,

£/ % Amazon ECS &85, Amazon EC2 #1TERHIIREE B credential_sourceIEEAE
o

5 RS —EREEsource_profileBIBEAER, source_profilethXEAGHELE  ER
REENRE K ZEZEeFH BENACKEEE —EAE,

ELEREETREELERR  URFEREHIIESEHR/EETHEN AWS STS AssumeRole
APl I}, EEEBRIACKENNEAKGREAER , BEHLA AWS configiERFIEE T 5IH
BE, IFELRENFEET , F2R BEACEAEREHERE -,

- role_arn-REBZLESE 1 FEIN IAM AT

« B’ credential_source= source_profile
« (iHA) duration_seconds

« (ZHR) external_id

- (EH
- (EH

)ymfa_serial
)

role_session_name

THEFIEREAconfigRPMERESBRENERE

role_arn = arn:aws:iam::123456789012:role/my-role-name
credential_source = Ec2InstanceMetadata

[profile-with-user-that-can-assume-role]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

[profile dev]

#EIAM BE 3


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
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region = us-east-1

output = json

role_arn = arn:aws:iam::123456789012:role/my-role-name
source_profile = profile-with-user-that-can-assume-role
role_session_name = my_session

NEMRREACEAERRERERENFAET K F2RLAEEREEACEAEREHREDN

/8 Web &% 5 OpenID Connect & A & LLERTE AWS SDKsH T
2

BERAGTRERA—ERFRESEAERRIFR AWS BRI FHNER, SERHFEAERNERT
N&#® 1D, AEENSBNRLFHER. EEE—F T7H AWS Security Token Service (AWS STS)
AP| F&3k , 55288 AWS Security Token Service API 2% R Eh1E,

EERTERHAREMARTEUEEAR  EXAXBRIUSEBIERINEIEARC. IAM ACHASR

Amazon Resource Name (ARN) i —3i5l. AESRAMERZYEERER. A AeNETERY
BER Web &7 12 #E& I OpenID Connect(OIDC) =% SAML Bt&. BEE#—F TH IAM A& , F2H
(AM EREER) PHREACN S E.

EHRRBEHPRE IAM BELER  IRZACRKER/EEENETRHEE , BUNE-PREXK
EBRREAREIZAS , UEERE AWS ZEAEH.

@® Note
AWS REEK 2R R A [EE B R EZRHN AWS [EiF,

Ed Web &% 5 OpenlD Connect B &

BAILAER NG B9 RMEER JSON Web Token (JWTs) , 20 Login With

Amazon, Facebook, Google , SAfEf EXSERIF AWS BEAERAssumeRoleWithWebIdentity,
REGEAFRAME , EE IWTsAIRESHBA ID FHIAFNFH. SHAUERARE OIDC REBE A
EHENEDRME (IdPs) BITH JWTs , Hl30 Entrald 5 PingFederate,

R 2 AR 2 Amazon Elastic Kubernetes Service , thIhEEAIZE R A Amazon EKS EE£ WS @R
BIIRFIEEARBMN IAM A, Itk Kubernetes ThEEEHE JWTs 2R EIEH Pod , AEALEAERIR
& AREEER AWS 2 AER, WMNEL Amazon EKS (HEEMFEE , 5528 (Amazon EKS {#
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https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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AEER) PHREIRFHN IAM A6, T8 , R EEENRE K NMREN SDK ZE | BREUH
Amazon EKS Pod &%,

TEBR1 . REFTREEN IAM AR

EEFANG AP REME , BEA IAM o RMEFFRBEH AWS AE 1dP R HARE, ESELEN
AWS tRF FHER IdP 2 BRI E{E. RE SDK LAfEA JSON Web Token (JWT) T BT 2
Bl , BUERXBRESDIREE (IP) WAREWMEN IAM A, HEEREELIER , F2H (AM
BEfErm) F1 A Web &2 5 OpenlD Connect Federation ( £#4& ) B A,

TB2 . RESDKFIE
ERE SDK RITELUFERAKE #9 JSON Web Token (JWT) AWS STS #1752 BT,

ENERERETEENHERR  BRHREARTIESEBATETEHEN AWS STS
AssumeRoleWithWebIdentity API FEIY, ZEFEMH Web BE B2 BN ERERER  FELA
AWS configiERAPIBETHIHEE, MEELRENFHEN , FSE REAGEAEREHER
E_ﬁko

- role_arn-REZELSR 1 REIN IAM AR
« web_identity_token_file - #£5\%F IdP
« (iIHA) duration_seconds

- (#H) role_session_name

LTRER Web B0BEACHNHEAconfigiEREREEH

[profile web-identity]
role_arn=arn:aws:iam: :123456789012:xr0le/my-role-name
web_identity_token_file=/path/to/a/token

(® Note

HRITEBEARR | FZE# A Amazon Cognito, Amazon Cognito RES D HNEE |, B
BT RO BAE TE, TiB , Amazon Cognito B0 REER T EESDKsM T EZ LR E
B, RGEME 2 REE &K, EEFE Amazon Cognito API , 357 SDK i TENBESE
KXEHRZE Amazon Cognito BRI Fik. WFHEMEA AWS SDKsiEZE (Amazon Cognito B
BABERM) PHEXHEL,

g Web &% = OpenlD Connect B & 33


https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/service_code_examples.html
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NFEFMEREACEAERRERERENFAET K F2RALEEREEIACEAEREH/EIN

A AWS =S #8258 F AWS SDKsFITE
£ AWS SDKsM T Bl | FH AWS ZEERE S RENIRE,
FHEREAER

EMEREREHEHEREHFSRTE |, £H IAM Identity Center Baz¥ AWS SDK #1 T ELAFERIERH
TERE R ISEREEE,

TiB , EREERE SOKRTENHRREAER , F2H EHEHEAERRRE AWS SDKsH T

<0

ERARHEEAESR

/A Warning

AERLLER K THESEABRIEAEEERE , F2EA IAM EREETS T RE. H
i, BEEABSIEMS 2RREE , Hlan AWS IAM Identity Centero

EEE WFHAWS RF

EAZEREER , RARZBEMEMA AWS Organizations £ & IAM Identity Center REEFAE WEFEE
AWS IRF, MEHMEN , F28 (AM FAEER) ¥/ IAM AR ZEHREER.

& B LATE |IAM Identity Center R A E. £ Microsoft Active Directory, £/ SAML 2.0 5%
R4tFE (1dP) , HEBIBEEHN IdP AWS 1RF. FREBLAFEZ— , EANAFRAERME—ZAR
B, BRI LRFBMTZSEERRE (MFA) , YEARKEEAERET AWS RS FE, S IAM £
BETE , IAMEFRAERTHANRIBEAER , TsE2E i AWS ERNEZLER,

EAELVEREEY IAMEHE

MRIERYIRER AWS |, BAIBUEM AR IAM ERAZE |, AREATRITHERE | XRKAWS £
HAAR, EAUESETRERALEENZEAER  ERMAEBEREEDEREZIMER.

HRTHERARS , £ HRBER IAM ERETREREE AWS :

- BITAEA AWSSDK RIE , EANE AWS IRIF REFHEE ,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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- HEBFBEF , JTIAIBAIZAEFNIERESH. EENHMEBEBLERF.

MREBEELFEARGZHNER IAM ERAE |, 5 AWS IRFE [HREHREZE IAM Ildentity Center EE &
SRHEE , NEFMEER , F2E PHBEE SS9 AWS,

ZE IAM EHREFERSE

FLEZER R IAM EFAEENER. FEE (AM EAEERE) PHRLFHESHNIES, IRE
RAEHC A NMHEAT IAM EREFINER  FRRFNER,

IAM EREENLIBETRESMEM EAW LA AWS credentialsiERF, B2 IAM FHEFE
SHREHRERIBF. FVETARAREELRRIIESETE AM EAEFHSBNERBER, BX

JRIRIEHER git-secrets ENBTEA BB EREE T NIEBRBRENERE Git RFE. MEFEER
w20 (AM EREER) v AV 55 (FAE. FAEFENAR).

EENRE IAM EHELBBER , F2E FARPEAERREFE AWS SDKsHTE,

FEAEHEAERRERT AWS SDKsFITE

BRMEREERTHR AWS BHREMRNTE |, JAfFEA IAM Identity Center 583 AWS SDK F1 T E#f
ERNIERBSEREERER, T8, 4’*‘}9{1’5@31:{%% AWS ZEA O P2 A RS AE
B, FELREFRY A EEEZERHBE. ZUNEREEPEARRER  IAEREBHEANRES
M E.

REEYK  BMEBRECNEARXFRARTINERFNERREAEN K MIARFHEEEAERER
R FE S R FER

- AWS EEfr# , Hla17E Amazon Elastic Compute Cloud = FR#{TEAEX AWS Lambda,

- BAERHEMEEEFNS —EEE , Hlan FH IAM Identity Center 57 AWS SDK #1TE,

- EA EFEAEREHEEREREAER,

ERTE AWS ERA OPBUEERNEHEAENRRERAERES

1. BEVHANZEAEBESR
2. HEABMERD A MLTIFAZMNENT , BERER LEFTNEREAERAL,

[default]
aws_access_key_id=<value from AWS access portal>
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https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
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aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

3. REER, EXBE~/.aws/credential sSEREFEERENAKERRKE L, HERTSHERHR
BREASTIEEREEREERREERFEAN [F85R] RERE.

4. B AWS FEA OB,

5. BERELFIEANEREMEBEEMNETR , £ AWS FRAORUBER IAM S22 AER,

a. SHELZETHINTR4, EEIAMARER  RENFERSEREFFIE. LAGHER
BE W PowerUserAccess = Developer,
b. $#HEGEETRTNIR 7, EMFHEREENEZEN AWS EAERERER , AREHR
AN
6. BEHNBEAERIENABcredentialsiER, MREBHEARER , ITEEELE
WdefaultBBEEER. EN BEREXEUUTRE,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZVERYLONC

7. f#1F credentials &,

SDK ZEVRBAFRE K SFIRELKRHFERLANSEER. £ 5a FEEN IAM BBERE
EREHERHBENERHR. KRREBEREAL 12 D,

BEBRENE BEESEIET,
FRARAZEAERRET AWS SDKsHITE

/A Warning

ARRLLEKR A THREAREIEAEEERE , FOEA IAMEREETERE.
i, BEEABSIIEEMNS 5I2MEE | fltn AWS IAM Identity Center,

MEEEA IAM FREHRTERE , BIFZIREPN SODK I TESFEHAEA AWS credentialstE
EHHED IAM FHERFETHHE., BB IAM TEFNLZLHEER , YRREEE IAM Identity
Center S HMERFEAER,
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https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosignin.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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BENEEESNES

B

Illl#

- BAEREIRFHRBREFIAWS BiR. EEEABRAREARE HINIRS 7R EMEE LK
E.

- FOERARAERTHEREFNERABREN. MRETPVERMT  ISERELEAE
BeERE , flm , ERLEERINERETFER,

c BOEENERESTRAZEERTENESR,
EEE , FIEHA AWS credential sERFHEMBRAERHFE UM ZREEF.

ZEEEBENEMES

WENMARZEER AWS BEAERN—iRFHm , F20H ) PHEE AWS FRERNSEEFAWS
—iR2E, BRTRZN , FEBTIER :

- FEAEAM Amazon Elastic Container Service (Amazon ECS) {E# M E#E IAM £,
- EF7E Amazon EC2 #{T{EER L HTHEAEXHN IAM A€,

SoRAGH - B3 AWS IRFP
EEMFEH IAM ERAEFZE AWS R , BEE AWS IRFEM AWS EAEHR,
1. BIURF,

HEEEN AWS 1RF , FBHE AWS IRFEE SEZRETNAFT : BEE K AWS EAHK 2.
2. BUEBRFEME,

WREAREAERE (REUNIAIRS) RENEEFREERE. ke , BRI IAM EHE
ERNEVEEEAETNERR  BEXEEEAERSE,

BYEERFEAERFYCKEZAFEEN R  FHELBHENREREIRFE  RAREAETEIRF
E#FEA

ELRFHTERANE EHTHRE AWS E LHTERAEX AWS, REEBKR  KFERIERE
LEBNERE, FAUKSRBAE, IEFAER , F28 (AM £RERER) EFE’JE%EE&HEFE
F o
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https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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SR By IAMEAE
BB IAM FREEREHNEL IAVM FHE (F28) BFREYL IAM F£HAE, B IAMFEAE

+ .
BF :

- RPEBELREUREEREY WEERE AWS BEX#E, EELMAEERERESH
THRENEE AWS RS FHEARY |, Bl AWS CloudTrail 2B B S S#$#E %R L& Z Amazon
Simple Storage Service , EEEHERNHFREED.,

« SFERRERTR - FrANEE | EREEEEEER , T BANASET AR RG L ERE,

« Z8 T AP, SDK ZhEZ & fEH Amazon S3 IRIEHMAE G|, EEZERAENEHTEREE
Amazon S3 , FIEMEEEZWFEAEN AmazonS3FullAccess BUER,

- BURHZEFERREF TR RIUERNERDER,

SR 2 ELENEFRZR

£ IAM T2 ANEBERF , BEEAE , AREIELENEILERER User name,
2. EEREEEL  ENZLBREH. #F  TFNERT , ENEYFRER,

3. SHHYBYEFHESBSE 1, BEGDSYARE (CL) HAKERXE, EMEREHSELE AWS CLI
M SDKs #EEFANEREE S8,

4. ERUEDRESRIR 24  GARAERLBNT -5,

5, HEUFMEHMIR3IF , BIMTH csv B8R, UFEFIE IAM EAEFRERNALE TR
B .csv BR. BzREERAIILER,

/A Warning
EREENZE2ERREREFELEABNNES,

6. EH Done (5EK)o

TB3: EFHAcredentialsiER

1. BIUSFARIEAMN AWS credentials R, EEEREMR Linux M macOS XK LK
~/.aws/credentials F Windows £ & SUSERPROFILES%\.aws\credentials, MFEFE
BB RAERERNALE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
https://docs.aws.amazon.com/credref/latest/refdocs/file-location.html
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2. BUTNFHEBEHLAMN credentials B8R, B&H| ID BEMHEHRSIBERRARETTEH
B .csviERAPME,

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

3. REFEER.

HAcredential sERREHBEAERNNRER SR, EEHULUREAREEY A F20 AWS
oS LB RESEERE, ERELHBERANSE , ERMEZREH[RERT IAM Identity
Center i EHMEGREAER, EETFEARPEAER®R K BieB®EAcredential siEEMIERIEL
ZAER,

FH 1AM BERERFEIEER Amazon EC2 HEARER

W EHIREELEE A Amazon S3 7ZHUE AWS Identity and Access Management I A& | LUEEIE
2| Amazon Elastic Compute Cloud #{TEEBHNERAREXFFER,

# 7 Amazon Elastic Compute Cloud #1T{E# L #11T AWS SDK FEARE , FEY IAM B | R
# T Amazon EC2 HI{TERYEZACNEIE., NEEZHMEN , 528 Amazon EC2 R &S
B9 K Amazon EC2 B9 IAM A,

BiIAM AR

EEIEEH AWS SDK FERR R AIREEIZE LD — @ AWS RIS R#1TEIE, B IAM A€ , BFEAR
NFITAAENSESFT,

WEFEEITAE® , UIRF Amazon S3 WHEBFEE AL H], 5% AWS SDK IEEEE % Amazon
S3 FEHW " AL HEBRE,

1. ZEHAAWS BEEFiA WHBULRA https : //https://console.aws.amazon.com/iam/ B IAM FE 2

Ao

EEEERD , BHNAG  ARENERIAGE,

HREMEINER  EEENEREET | 8 AWS .

FEFERARBIP , B Amazon EC2 , REEBEET—F,

YWRFIEEFT |, FBRBERAEEPIRE Amazon S3 MEEFEMZEUT R , RAZEWMT —F,

o K~ w0 DN
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://console.aws.amazon.com/iam/
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6. WMAABHNER K ARENEUAG, FLELEE , RASLERIT Amazon EC2 #TERKE
BERERE,

i By Amazon EC2 H1T{ER I IEEEN IAM A&

BRI LAERA IAM B2 MERE) Amazon EC2 $I{T{EEE , AT :

- BfE (Amazon EC2 FE&#ERE) R REMBINITEE, TiB , EREERTEZH |, t
THIEE -

- HERFHAEAT | &Y IAM SITERHERE K ERLEL—EASRPEINAE,

3

BT

EiB Lk IAM 1 Amazon EC2 5%7E , B LA ERARER EBEE Amazon EC2 #1TEEE , MR ERARE
AN EHE Amazon S3 [RIEHIEENFEEE,

EARE EC2 #ITIERE

EHRE Amazon EC2 #I1T{EEE , MELT UK EAENEBIZRAITEE A RARUTEARER, B
HITERE K LRECSESRY (BEA) THAASRBALENIN ER , R PEM EX,

B OB R TERERMNISEI RBITIIRE - EIZEE Linux #TEE I EREZE Windows #HITEE,
ERERE  BUNBRSSERRAZAESER IS TERN S NS ITIEIRE,

(® Note
£ Linux = macOS Rimi Lt , B FEALZLBRGTREREARER., EEscpEE £
HER | BULUEATH®S  scp -1 path/to/key file/to/copy ec2-user@ec2-

XX=-XX=-XXX-XXX.compute.amazonaws.com:~.

3% Windows WEFHIEH , 2 RKEREEHE Windows #ATERE.

3
)

WMREEANE AWS Toolkit , BEHATUMEA Toolkit BIZTIFITEE, MEFHMET , FSEEE
2 Toolkit W4 EFE A ERE.

£ EC2 #iTER LT ENEAREN

1. BENEABRAERESHEBRMERE Amazon EC2 #1T{EE.
2. RBEAREN , THRABEMTHEREFAZME ENERARE.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instanceWindowsFileTransfer.html
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3. (ZER) REEAEARESER AM SERHENEAER.

a. BAAWS EEX#A , W https://console.aws.amazon.com/ec?/ : // BIEX Amazon EC2
FEAE,

EEEATE R

BEDME, T2t RREEERIAM AL,

HRIAM AG | BEE IAM BEERSE IAM B,

BEEH IAM BE,

BR#TERARR L EZERRERER,

o

= ® o 0

A TIP A EXFE AWS BRI

EEN 52 EE (TIP) B —1EIhEE AWS IAM Identity Center |, A3 WEEERIE BEABMEFH
EBMY AWS IR BT, BRZEENEIEE  SO7RAEHEE IAM AR |, HEBIFERFR
AWS ERHNERE. LRESEBEHAM AWS R,

BOABIENENR , AWS R AREWRZFEFEREBERERR, EATESBAFEREN P
HER (Hltn, IAM Identity Center £ #E ) . FERFEH AWS BR#E ( 6120 , Amazon Redshift) ,
DURGFEEE (flwn, MEFER ) . ZWAWS R EHALRE , UARIERGERENTMETT , R
BEEINHEER, WEFMES , 5520 AWS IAM Identity Center  EAEERE) FHNETE D EE
BEPH .

TIP ABERX TR EZEET 2 EE AWS R B BEEA. BASEERARS , 28 (Amazon
Q Business & Er) FHIEA §%E AWS IAM Identity Center Amazon Q Business FERER

® Note

WMREFEAK R Amazon Q Business , 2B {# A 5% E Amazon Q Business FEAET AWS
IAM Identity Center AER8 BRI 45 E 18 o

fEA TIP S E Y SRR
BETHER , SRR s

1. IBAAER BRAR Java B9 AWS SDK = i# R JavaScript B9 AWS SDK.,
2. MR EEFRANREZEEEN S 2 EE,
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
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=28 ( AWS IAM Identity Center fEF&1ERE) PAWS EBEE IAM Identity Center BE 2 ZEE
AREXH IAM Identity Center BRAZEE 5 0 EIBH.

3. BYA 1AM Identity Center F{SEH & o EH&.

B2 BAWS IAM Identity Center  fEF&IER) M TIP £ A ERHEMEEEE,
4. & VZBBER Identity-Center-integrated 8 FE A FE R o

HZBAWS IAM Identity Center  fERAEIER) PHAWS ZSEEAREARNELZEEAEN,
5. BAAREEENERETE (TT) , WiSEHNRFEELZE IAM Identity Center,

#A2H ( AWS IAM Identity Center fEREEr) EEEEEBETE B SRR MER,

ERANGPER TIP SAEER

1. B EEE 7 ERIMNEXNBTER,

2. BN RBAFRATERUESHN B8 , AWS R BB EEEN S5 ERNBEXRETR
R F ko

TIP ARERXKATIEMASE :

« webTokenProvider : EFEELRNAILE 2R EFZFEE OpenlD ZHFHEHE,

« accessRoleArn: HEEFEAES DT RBANNBEXBITHN IAM £ ARN , UEIB B 5 I8HE
&

« applicationArn: AFRSERAENE —BAFFEE, WERSHRE OAuth BFHEAREN
ARN,

« sso0idcClient : (#A ) SSOOIDC AFus , HlINSso0idcClientEAR Java B
Hclient-sso-oidciBAM JavaScript B , EEREFERMWMERE, ZXRIIE2MH , AlaFEH
applicationRoleArn B3 ¥ RAFATELH OIDC A F iR,

- stsClient : (1A ) AWSSTS EEEFERERENAFL , AMlaccessRoleArnAERAER
BORAREME ., MRKRIEM , applicationRoleArnBIEHITER{LILFER B9 AWS STS AFE
i o

 applicationRoleArn: (iZMA ) EREHN IAM B ARN , AssumeRoleWithWebIdentitykd
{fER[LA5|E OIDC # AWS STS A Fiso

- MRAEM , AXNERRFEM sso0idcClientH stsClient 28,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overall-prerequisites.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-quick-start-setting-up-identity-center-to-test-awsmanagedapps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-apps-with-trusted-token-issuer.html#trusted-token-issuer-prerequisites
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/ssooidc/SsoOidcClient.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/Package/-aws-sdk-client-sso-oidc/
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- MRIEMH | applicationRoleArnTFHEER accessRoleArn Z2EHEME.
applicationRoleArn AR EE stsClient , EFAMIEE accessRole, IR
applicationRole# #FEAHEIN A ®accessRole , AIRRFEAACGKELEHS (BERAR
BE%)  EETREBEEM AWS, NMEHMEN  FSHELE.

sso0idcClient, stsClient#l applicationRoleArn ZEMNEEEE
HRE TIP ABEXNR , FREBEEHNSE , ZETYHFTER .

- MRBERM sso0idcClientH stsClient :
« FHBEAERsso0idcClient EEFWHW H 5 /M oauth:CreateTokenWithIAMEFA |, BA
BEBEIHORENEAEAS.
« FHEAERstsClientEEA sts:AssumeRolefl EHsts:SetContextd
AlaccessRole, accessRolethFEREHE LB ABRNEEBAKRstsClient,
- MREERM applicationRoleArn :
« applicationRole EEEBAHLEER (IdC #1T{EH accessRole) 1Y
oauth:CreateTokenWithIAMsts:AssumeRole#l sts:SetContextia] , HAECEANE
& OIDC # STS A Fimo

 applicationRole BEHAREL NWEHREEEGFEEBHRwebToken , A% webTokeni§F
REBINHERH AssumeRoleWithWebldentity FEILEE applicationRoles

ApplicationRole #HRE£T I

858 Web BREHEBENFEEBCR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::ACCOUNT_ID:oidc-provider/
IDENTITY_PROVIDER_URL"
},
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"IDENTITY_PROVIDER_URL:aud": "CLIENT_ID_TO_BE_TRUSTED"
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https://aws.amazon.com/blogs/security/announcing-an-update-to-iam-role-trust-policy-behavior/
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
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}
}
}
]
}
FFATBUR
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sts:AssumeRole",
"sts:SetContext"
1,
"Resource": [
"accessRoleArn"
]
.
{
"Effect": "Allow",
"Action": [
"sso-oauth:CreateTokenWithIAM"
1,
"Resource": [
Hn
]
}
]
}

£/ TIP By HS 8 5

AT Efl e £ A BAR Java B9 AWS SDK 2 EREXIEHE/E TIP A EX EAR JavaScript
i AWS SDK,

Java

EEE BRARN Java B9 AWS SDK EERGEA TIP AHER , BEEEEEMN pom. xmlERPE
HEH Ak,
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<dependency>

<groupId>software.amazon.awsidentity.trustedIdentityPropagation</groupId>

<artifactId>aws-sdk-java-trustedIdentityPropagation-java-plugin</artifactId>
<version>2.0.0</version>

</dependency>

HEENRHENRS , 88 MENEFRR

A software.amazon.awssdk.trustedidentitypropagation,

THgEHERELIZEES S EENBEXNHTERYLEHENTEERBAFRNMELX, EME
i HIEBAE A Amazon S3 AR , XA S3AccessGrantsPlugin REBFERAESENT , 8
ANERAIXEZEES 5 ERE (TIP) BEMR AWS BRI .

® Note

HRASLEHE G | BEER S3 Access Grants SREFEA BB EH T, WEFMAEN ,
S3 Access Grants XX 45

3
W
&

{8 1 - 2B W@ OIDC R STS ASH

Sso0idcClient oidcClient = SsoOidcClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(credentialsProvider).build();

StsClient stsClient = StsClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(credentialsProvider).build();

TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.builder()
.webTokenProvider(() -> webToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.sso0idcClient(oidcClient)
.stsClient(stsClient)
.build();

S3AccessGrantsPlugin accessGrantsPlugin = S3AccessGrantsPlugin.builder()
.build();
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-grants.html
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S3Client s3Client =
S3Client.builder().region(Region.US_EAST_1)
.crossRegionAccessEnabled(true)
.addPlugin(trustedIdentityPropagationPlugin)
.addPlugin(accessGrantsPlugin)
.build();

final var resp = s3Client.getObject(GetObjectRequest.builder()
.key("path/to/object/fileName")
.bucket("bucketName")
.build());

i#IH 2 : #& applicationRoleArn FZEEFA FimE I EEE/NHER

TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.builder()
.webTokenProvider(() -> webToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.applicationRoleArn(applicationRoleArn)
.build();

S3AccessGrantsPlugin accessGrantsPlugin = S3AccessGrantsPlugin.builder()
.build();

S3Client s3Client =
S3Client.builder().region(Region.US_EAST_1)
.crossRegionAccessEnabled(true)
.addPlugin(trustedIdentityPropagationPlugin)
.addPlugin(accessGrantsPlugin)
.build();

final var resp = s3Client.getObject(GetObjectRequest.builder()
.key("path/to/object/fileName")
.bucket("bucketName")
.build());

MEHAAFMEANR |, 5528 GitHub £ trusted-identity-propagation-javas

JavaScript

BT T5wS , EEW BEARM JavaScript ) AWS SDK ERHPRE TIP o RIJBAHEXNEH !
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https://github.com/aws-sdk-plugin/trusted-identity-propagation-java
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$ npm i eaws-sdk-extension/trusted-identity-propagation

B#&package.jsonEEEH UM T MM AN

"dependencies": {
"@aws-sdk-extension/trusted-identity-propagation": "/~2.0.0"

}I

EENRBRERES , EAMEMNTrustedIdentityPropagationExtensionf8 Ak,

THEFEREBIZEET»EBENBEXBTERBLYEEFEZEREAFFENIRELS N, EME
£35)&B £ A Amazon S3 #A R , A EHA Amazon S3 Access Grants REBFERAEZESHA , B
AIULERBXEZEETE 2 EE (TIP) BEM AWS R

® Note

MEELEH , BMEER Amazon S3 Access Grants FREMFE A B EFA
Amazon S3 Access Grants X4 LAERSE ZEHME A,

3
¢
an

BIE 1 : BEYEE OIDC M STS AF %

import { S3Client, GetObjectCommand } from "Eaws-sdk/client-s3";

import { S3ControlClient, GetDataAccessCommand } from "@aws-sdk/client-s3-control";
import { TrustedIdentityPropagationExtension } from "@aws-sdk-extension/trusted-
identity-propagation";

const s3ControlClient = new S3ControlClient({
region: "us-east-1",
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';
},
sso0idcClient: customOidcClient,
stsClient: customStsClient,
accessRoleArn: accessRoleArn,
applicationArn: applicationArn,
1),
1,
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1)

const getDataAccessParams = {
Target: "S3_URI_PATH",
Permission: "READ",
AccountId: ACCOUNT_ID,
InstanceArn: S3_ACCESS_GRANTS_ARN,
TargetType: "Object",

};

try {
const command = new GetDataAccessCommand(getDataAccessParams);
const response = await s3ControlClient.send(command);

const credentials = response.Credentials;

// Create a new S3 client with the temporary credentials
const temporaryS3Client = new S3Client({
region: "us-east-1",
credentials: {
accessKeyId: credentials.AccessKeylId,
secretAccessKey: credentials.SecretAccessKey,
sessionToken: credentials.SessionToken,
.
1);

// Use the temporary S3 client to perform the operation
const s3Params = {
Bucket: "BUCKET_NAME",
Key: "S3_OBJECT_KEY",
};
const getObjectCommand = new GetObjectCommand(s3Params);
const s30bject = await temporaryS3Client.send(getObjectCommand);

const fileContent = await s30bject.Body.transformToString();
// Process the S3 object data
console.log("Successfully retrieved S3 object:", fileContent);

} catch (error) {
console.error("Error accessing S3 data:", error);

i#IE 2 : #& applicationRoleArn FZEEFA FimE I EEE/NHER
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import { S3Client, GetObjectCommand } from "aws-sdk/client-s3";
import { S3ControlClient, GetDataAccessCommand } from "@aws-sdk/client-s3-control";

import { TrustedIdentityPropagationExtension } from "@aws-sdk-extension/trusted-

identity-propagation";

const s3ControlClient = new S3ControlClient({

region: "us-east-1",
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';
},
accessRoleArn: accessRoleArn,
applicationRoleArn: applicationRoleArn,
applicationArn: applicationAzn,
b,
1,

1)

// Same S3 AccessGrants workflow as Option 1
const getDataAccessParams = {

};

Target: "S3_URI_PATH",

Permission: "READ",

AccountId: ACCOUNT_ID,
InstanceArn: S3_ACCESS_GRANTS_ARN,
TargetType: "Object",

try {

const command = new GetDataAccessCommand(getDataAccessParams);
const response = await s3ControlClient.send(command);

const credentials = response.Credentials;

const temporaryS3Client = new S3Client({
region: "us-east-1",
credentials: {
accessKeyId: credentials.AccessKeylId,
secretAccessKey: credentials.SecretAccessKey,
sessionToken: credentials.SessionToken,
.
});
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const s3Params = {
Bucket: "BUCKET_NAME",
Key: "S3_OBJECT_KEY",
I
const getObjectCommand = new GetObjectCommand(s3Params);
const s30bject = await temporaryS3Client.send(getObjectCommand);

const fileContent = await s30bject.Body.transformToString();
console.log("Successfully retrieved S3 object:", fileContent);

} catch (error) {
console.error("Error accessing S3 data:", error);

MEHAAFMEANKR , F52H GitHub £ trusted-identity-propagation-js.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html

AWS SDKsH TR BEEE

aws_session_token - £/ AWS configiER:i&E, aws_session_token - 2 AWS
credentialsiERERTE (EBEMNSE ), AWS_SESSION_TOKEN - IRIEEE aws.sessionToken -
JVM R B : EPBR Java/Kotlin

EEBABZRAER—HIHN AWS THERRFHR , UBEBEERAE, £ERIILE , ERHIIFBERE
FRAEHREREREAERN -, AEELFIREERKENLZL2BER , TFETFERERF
Fo T8, BMEBE—REARKRZEEAEN K MIERBBEAER, UFRLESR A F2H
IAM PR REER.

WHBRMMESELENRA , F2H EAEHEAERREF AWS SDKsM T E,

£ configD credential siERPERESLE X EENEH

[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAH@OgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk

BB S HRERESEEM LinuxymacOS &4l :

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

export
AWS_SESSION_TOKEN=AQOEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk

BB W AR ERREHBM Windows £l :

setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

setx

AWS_SESSION_TOKEN AQoEXAMPLEH4ao0AHOgNCAPy. . .truncated...zrkuWJOgQs8IZZaIv2BXIa2R401gk

<& AWS SDKsFITE

T%| SDKs XEXRFEFRFNRNINBERERE. SR TEMBLFIAMRRT. BRM Java B AWS SDK
1 AR Kotlin B9 AWS SDK #3811 JVM RFKBHRE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS SDKsH TR BEEE

SDK % fREREZEF
B

AWS CLI v2 =

ERAR C++ # SDK 2 FAXBEHMconfigER,

ERAR GoV2 I SDK (1.x) £

EAR Go B SDK 1.x (V1) = BEFAHAconTigEREE , BXARREHERBEREA ;

F2 0 TERER.

EAR Java B9 SDK 2.x 2

EAR Java B9 SDK 1.x =

B K JavaScript 3.x B SDK £

BAR JavaScript 2.x B SDK 2

18 AR Kotlin B SDK =

AR .NET 4.x B SDK =

EAR NET 3.x By SDK =

EAK PHP B SDK 3.x =

EAR Python 9 SDK =

(Botod)

EARM Ruby B SDK 3.x =

B AR Rust B SDK B

EAR Swift B9 SDK =

PowerShell V5 f§ T & =

PowerShell V4 ) T & B TXERREZU
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKsHITE SEREmE
EABRREMRE

U LUERAEEN AWS EEFERAZEARE , NWETARERR T EFENEHER, TRAEREY
PEERER , AWSEELREBEEAESR , aTARM CLI, AWS Tools for PowerShell AWS #1 AWS
SDKsEARKBR T E,

EEEAELEBEAER , & CLIAWS F#11T aws login®$ , S AWS Tools for PowerShell &
#1T Invoke-AWSLogin cmdlet, EEMEHEAERSEREMEL , AWS SDKs AIEEFEEFE
. EHEAERETE 15 PERIBH , {8 CLI M1 SDKs B REFEEZEEBHEFHEECH , RETEZE 120
. EEMEEFZHBHE , RRGRRAEER CLI 5 PowerShell BIXE A,

BAMTHEMER login_sessionREEMEEENRERE IR ESEFHREEEATEREHEE
BN EBRTELS TERRNE S

[profile console]
login_session = arn:aws:iam::0123456789012:user/username
region = us-west-2

BIBTER  EHRFNEHRBEZFEMIE Linux F macOS 5 SUSERPROFILES%\.aws\login
\cache Windows B ~/.aws/login/cache B #9# JSON B+, EREBBEUBRATIIERER
BMAEMR, BOLIEREAWS_LOGIN_CACHE_DIRECTORYIRIESEREE B &%

BFARMERE
EATIERRELINEE
AWS_LOGIN_CACHE_DIRECTORY - JR3EE &
CLI 1 SDKs #FHHEZEE A THRBRRER ZRIEAERNENR B .

JEE%{E : ~/.aws/login/cachefE Linux # macOS Lt , 7 Windows SUSERPROFILE%\.aws
\login\cache t,

<& AWS SDKsFIT &

T%| SDKs XEXRFEFRFNRMNINBERERE. SR TEMBLFAMRRT. BRAM Java B AWS SDK
F BERAM Kotlin B AWS SDK E X #Ed JVM RFEBMHRE.
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https://docs.amazon.aws.com/sdkref/latest/guide/access-login.html

AWS SDKsH TR BEEE

SDK * fREREZER
B

AWS CLI v2 =

BRAR C++ B SDK =

BARGOV2H SDK(1.x) &

WA Go M SDK1.x (V1) £

B AR Java By SDK 2.x B

B AR Java By SDK 1.x &

B AR JavaScript 3.x B SDK £

# R JavaScript 2.x B SDK &

BAR Kotlin Ky SDK =

BAR .NET 4.x B SDK =

BAR .NET 3.x B SDK =

EAR PHP # SDK 3.x =

ERAR Python By SDK = HJECRT

(Boto3)

1 AR Ruby By SDK 3.x =

1E AR Rust B SDK =

PowerShell V5 ) T & =

PowerShell V4 W T &

7|
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKsH TR BEEE

BEAGEAERREHRSE

® Note
WMETHBREEEEBERMAEZELT Support AWS SDKsHI T EERIRWERA , FSE THEKE
B EERH.

BRAGHTREA—EERZLEAERREN AWS SUELFRNER. SERBREAERNARE
MEM® D, REFRE/NZLFHFEN.

EXREHRRAREAATEUREAE  SXALEYRBINEREINEEAR, IAM AEHASR
Amazon Resource Name (ARN) i —i&5l, AE@HEAMEREVEEIRR. CAAGNEEERT
BER AWS R#%. 5 —1E AWS IRF. Web &% #AtEFZ OIDC & SAML Bi& .

BB IAM AEzE  MREZZAGEE , B SOKATEREALAACRTHNFT. BEE
B, BEATIERE.

MERBERELRENIES , F2RAEEER AWS EAERRIBEACUEHE AWS SDKsH T
Edl,

BEACEAEREHRERE

£ T 5118 B RE L hae

credential_source - £ AWS configiE=x

1£ Amazon EC2 #1T{E88 =X Amazon Elastic Container Service RSN fERA , LAf§E SDK HITE
AUSKEAERNNE K ELBEABEREEMEA role_arn 28R AEEEZACNFT,

TEER{E : &

BERE -

- IRIE - EE SDK AT ERRIIRFEEE AWS_ACCESS_KEY_IDH AWS_SECRET_ACCESS_KEY#g
BURIRRE

« Ec2InstanceMetadata — 1§ SDK X T EfF A E#E| EC2 HTERBERERN IAM A & REER
RBRE .

« EcsContainer — $§ & SDK = T EfFE#ZZE Amazon ECS A1 IAM A REEZE Amazon
EKS B2H IAM A E&RIERFERE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/eks/latest/userguide/security-iam-service-with-iam.html
https://docs.aws.amazon.com/eks/latest/userguide/security-iam-service-with-iam.html

AWS SDKsH TR BEEE

IR SEE R — AR E T FEFIEE credential_source M source_profile,

£ config BRHPRELIEB URTEAEFHIERE Amazon EC2 K £

credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:ro0le/my-role-name

duration_seconds - £ AWS configiER%E
EEAGITEMBNBEAHERBE Y AREN),
IRERBEREREE BEACKTER,
TERRME : 3600 B ( —/BF)

BYE : ENEETURE 00 (15 2 ) IA/ERENTHEERSFERB LR (HZ0E
43200 B 12 /M ) . WMERFMEF , F2E (AM EFAEER) FHREAGH THERRFE
B ) £ PRERTE

£ config BEHRREMNEH
duration_seconds = 43200
external_id - #tf AWS confight &%
EE—RE—R#RNFT , E=SAREEEFRFEEZAE.

WREEBARREREEE BTAC , BACHNEIBREE WEREXxternalld, EREER
EAGE  EHEMHEEEZE AssumeRolef/EM Externalld 28,

BRE : F28 (AM EAEERM) PHNFES AWS ERNFEERTE =5 KEMANE D,

£ config BRPERENEH
external_id = unique_value_assigned_by_3rd_party

mfa_serial - £ AWS configiERRE

EEERAERTACKAACANSERSE (MFA) REREBIZFHR.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html

AWS SDKsH TR BEEE

REACKALE K HPZACGHEEIRRESTE MFA B0 BRFBNRME. NF MFA WFEEE
# ., FSH (AWS IAM EREER) P IAM PNSEEXRRE.

JEERE : #,

BWE  ZETUREREENFS (HlI0 GAHT12345678) , th AT AR E#E MFA #EM
Amazon Resource Name (ARN), ARN M4 %A : arn:aws:iam::account-id:mfa/mfa-
device-name

£ config BRHPREMNEH

L EHIRER E AR FMyMFADevice B W AFEAEMANER MFA EE K BA .
mfa_serial = arn:aws:iam::123456789012:mfa/MyMFADevice

role_arn - & AWS configfE=R5&7E, AWS_ROLE_ARN - IRIEE 2 aws.roleArn - JVM RiiE
% : EBR Java/Kotlin

EELERARYTEALRERRRZEEN IAM AEH Amazon Resource Name (ARN),
ﬁ%ﬁ . /@\io

BME  ZEXEZ IAM A ARN , #XIT : arn:aws:iam::account-id:role/role-
name

o BELAEETIHP —EHRE :
« source_profile - #BI%E —ERERE , ARSEKEFEUBRERTREILBZHFINEAE
#o
- credential_source - FABAIRESEEINEAER , SHEEZE Amazon EC2 #H1T{EEE
HIRERNEAEHR , 5 Amazon ECS A5 {TEE,
« web_identity_token_file - #t 2 ETEH Web EABRXTRBNERE , FALES S
R & =5 OpenID Connect (OIDC) A& D2 #E,
role_session_name - £ AWS configiEZRs%E, AWS_ROLE_SESSION_NAME - IRIZE#,
aws.roleSessionName - JVM R#EB X : £FR Java/Kotlin

EEEEEIACTARBNER, LEBSHREHEE T/RBMEEIAER AWS CloudTrail
BT , EERKEFEEER. WEFHMEN , F2BAWS CloudTrail ( EAEER) H1Y
CloudTrail userldentity T,

FRRE  BAZ28. NREREHLE , AEREEREACK , TFEREBEABES,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

AWS SDKsH TR BEEE

BMME : B AWS CLI 5 AWS API (R REFN AssumeRolelR{E ( = #B1E
ZAssumeRoleWithWebIdentityi®E ) B, G RoleSessmnName 2. LEEHAL
ALEHNETACERE Amazon Resource Name (ARN) B9 — , WEAR AL EREE A
ZIRYEM CloudTrail BEEIEE H —

arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.

# config BRPRENEH :

role_session_name = my-role-session-name

source_profile - 3t AWS configiERRE

EES—ERER K HEAENARBERHBHRERED role_arni Eﬁﬁiﬁiﬂﬁﬂ@o 5E
TR A AWS config M credentials BRPFEHARER , H A config#l
credentials %R

MEZBEENREELERTACETERE  AISEALHNSRFRE , UE2BMEAER, B
SDK BEIEAZEAEHMNRERER K HEEeFL, ACEESIEEN AWS CLI 5 AWS API A&
EIEEERRFARS—/E, BEEEN, NEFMER , F28 (AM EREER) PHNAE
MERBEE

ﬁ . /\\O

BWE : XFFHE , B config#l credential sERDPEENREERBHER. TESLBEEB A
HERERErole_arnFiIEE WE.

BESEER —ERRE S ERFIEE credential_source # source_profile,

FEAARERE SRR RRERY B

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:r0le/RoleA
role_session_name = ProfileARoleSession

[profile B]

credential_process = ./aws_signing_helper credential-process --certificate /

path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-arn
arn:aws:iam: :account:role/ROLE_ID
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html

AWS SDKsH TR BEEE

EABINESD  AREEREHN SOK L TEBBEHAEFBRERNEAER, EHERT ,
BEXEREEFA BEHAZEAERHBERX T EFEA IAM Roles Anywhere B3 AWS SDKsH1 T B3Rk
H{8 SDK Y AWS B AE R, A%, ZHNEXREFEAEGLEREAERRFR AWS &R, EE
WABXEDEZATFBEREXNBEHITH IAM FFIEEE |, fl 55 AWS BRIES APl 5k, RE
EEINSESEAREEE CloudTral BFHHN A TERERER.

HAAGEZNE _EEF , IRMEE Amazon Elastic Compute Cloud #11TEE 5 EAESR |
MBS EEZEARIEIS —EAG , BT UERATIIHERE,

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:r0le/RoleA
role_session_name = ProfileARoleSession

[profile B]
credential_source=Ec2InstanceMetadata

REEAKEAREA Amazon EC2 HTEBNEAERBEETEENSE , Y EBBOEAER.

web_identity_token_file - £/ AWS config#&E3R&%E, AWS_WEB_IDENTITY_TOKEN_FILE -
IRIFEE Y aws.webIdentityTokenFile - JVM RFEBEM : PR Java/Kotlin

EEERNRE , AP a3 KB E OAuth 2.0 #24t#E 5 OpenlID Connect ID & 5 12t & #y 7 EUHE
o

WEREAEB AR Google, Facebook 1 Amazon % Web Bi& & 0 1R ERBA &2 EE. SDK
FHABABETESBALERNRE , YEREFWAssumeRoleWithWebIdentity B FERGH
i BWebIdentityToken5| BIEE,

JERE &,
ENE HEXEERECHNRERER. BERVEEE 7 EMBRMEBEN OAuth 2.0 FRFHR
OpenlD Connect Fff, MHYRERAEERERFN TR %,

X AWS SDKsFIT E

T3 SDKs XEAEEHFTRAISHEEMRE, B MBS ISR, BAR Java B AWS SDK
M EAR Kotlin B AWS SDK EXX B JVM REBHRE.
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https://wikipedia.org/wiki/List_of_OAuth_providers
https://openid.net/developers/certified/
https://developers.google.com/identity/protocols/OAuth2
https://developers.facebook.com/docs/facebook-login/overview
https://login.amazon.com/

AWS SDKsH TR BEEE

SDK ¥ fRERESEA
B

AWS CLI v2 =

BEAR C++ 1y SDK % credential_source AX#E, duration_seconds X%
2 8, mfa_serial ™%,

WAR Go I SDKV2 (1.x) £

BEARM Go #9 SDK 1.x (V1) = BHEFAHAconTigEREE , B/ EMBREHEREREA ;

SRS T EREER,

B AR Java BY SDK 2.x % mfa_serial A X#E. duration_seconds FXiE,
ﬁJ\

B AR Java B SDK 1.x E8 credential_source AX#E, mfa_serial T, Tx%

7 B JIVM REEE.

BRAR JavaScript 3.x B SDK 2
EAR JavaScript 2.x B9 SDK #8 credential_source TXi&E,
i)
B AR Kotlin B SDK =
BEAR NET 4.x B SDK =
BAR NET 3.x B SDK =
BAR PHP B SDK 3.x =
B R Python B SDK =
(Boto3)
B M Ruby B9 SDK 3.x =
BAR Rust B SDK 2
EAR Swift B SDK 2
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/

AWS SDKsH TR BEEE

SDK ¥ EREREZEA
B

PowerShell V5 I T E =

PowerShell V4 I T E B

R BRREHESE

(® Note

METHREREEEEERAEZLLT Support AWS SDKsH T EERI KRR |, F2H 7 HELKE
B EERH.

ﬂl'ﬂ

ARBRERMESATFNARIEARIHEEER. WEAERRHEEEAR Amazon Elastic
Container Service (Amazon ECS) 1 Amazon Elastic Kubernetes Service (Amazon EKS) &
F. SDKsEEHIEIR GET BRIEIEEMN HTTP inHBAZAER,

MREEH Amazon ECS , BFIEZEERATE IAM BERAERHEH, R

BATREZMYE, REE , Amazon ECS R EHMESDKsMTEARMEEAE
FIAWS_CONTAINER_CREDENTIALS_RELATIVE_URIMVIRIZEEE , EEAILINEEFRE Amazon
ECS , 2R (Amazon Elastic Container Service B A BIER) DHERE IAM B,

MR EFEH Amazon EKS , RFIZEZREMEA Amazon EKS Pod Identity 2RiiZE B E R, HIK

R, AR, BIUBRME, TEEFERAMNTERME. &8 Pod Ml IAM & &#8 Kubernetes
RIStk FAEEREE , LMEEEARANEAER ., EEE—F 7# Amazon EKS Pod &%,

520 (Amazon EKS A EER) FH Amazon EKS Pod &%, iRE® , Amazon EKS

SR EREEHAWS_CONTAINER_CREDENTIALS_FULL_URIF T E A RHSEFESDKsH
AWS_CONTAINER_AUTHORIZATION_TOKEN_FILEREZE, WEREEN , 28 (Amazon EKS
FRAEEE) PHERE Amazon EKS Pod Identity Agent 5 Amazon EKS Pod Identity A f&1{t 2855 #& 43
vE _EH) Amazon EKS EEERE IAMFF]. AWS

EAT %8 B X ELLIhEE :
AWS_CONTAINER_CREDENTIALS_FULL_URI - IRZE£H

IEE SDK EBERBEAERBECANTE HTTP URL HE, EH IS BABERE T,
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https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/

AWS SDKsH TR BEEE

BRE : R URI

EE  WERER MEBNRSFZEAWS_CONTAINER_CREDENTIALS _RELATIVE_URI , R
TEAWS_CONTAINER_CREDENTIALS RELATIVE URIAXFRTE BIE&FH.

BB SHRERESEEM LinuxymacOS &4l :

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials
4
export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials

AWS_CONTAINER_CREDENTIALS_RELATIVE_URI - IRIF& &

JEE SDK EFERBAENBEEFHAMNEY HTTP URL %2, thEEMINEl B9FEE% Amazon ECS
FHEZE169.254.170.2,

EERE : &,
BWE : BRHMEE URL,
BB SHRERESEEM LinuxymacOS &4l :

export AWS_CONTAINER_CREDENTIALS_RELATIVE_URI=/get-credentials?a=1

AWS_CONTAINER_AUTHORIZATION_TOKEN - IRIEEE

DX FEEREFTRN, MRRELHSE  SRAREHEHE HTTP FRELREEFRREHEN

REZE,
%EEQ : ,ﬂ\io
BME : F5H,

EE MR TER MEBRAZEAWS_CONTAINER_AUTHORIZATION_TOKEN_FILE , R
TEAWS_CONTAINER _AUTHORIZATION_TOKEN_FILEXRERTE BF &M,

EBHTSIREREZEM Linux/macOS £ :

BRERREftE
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export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE - :REEH
EERERNEBHERRR , AP sHXFHNRETR.
TERRE : |,

BEME : FH,
BBBRIREREZSEHN Linux/macOS #fl :

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token

<& AWS SDKsFIT &

T3 SDKs XEAEEHFTRAISHEEMRE, B FMEMHS ISR, BAR Java B AWS SDK
M EAR Kotlin B AWS SDK EXX B JVM REBHRE.

SDK ¥ REREZSEA
&

AWS CLI v2 =

BERAR C++ B SDK =

BAR® Go V2 B SDK (1.x) =

EAM Go By SDK 1.x (V1) =

EAR Java By SDK 2.x 2 & Lambda SnapStart BRI , AWS_CONTAINER_CRED
ENTIALS_FULL_URI  AWS_CONTAINER_AUTH
ORIZATION_TOKEN SBEBARE92BRE.

EAR Java BY SDK 1.x & & Lambda SnapStart BAAKF , AWS_CONTAINER_CRED

ENTIALS_FULL_URI AWS_CONTAINER_AUTH
ORIZATION_TOKEN EZBEHAREDEE.

BRERREftE
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes

AWS SDKsH TR BEEE

SDK

B R JavaScript 3.x B SDK =

B R JavaScript 2.x B SDK =2

B AR Kotlin 8 SDK =

BRAR NET 4.x B SDK = & Lambda SnapStart BAARF , AWS_CONTAINER_CRED
ENTIALS_FULL_URI  AWS_CONTAINER_AUTH
ORIZATION_TOKEN EBEBAREDERE.

BEAR NET 3.x By SDK & & Lambda SnapStart BAA R , AWS_CONTAINER_CRED
ENTIALS_FULL_URI  AWS_CONTAINER_AUTH
ORIZATION_TOKEN EBEBAREDERE.

B M PHP #9 SDK 3.x =

B R Python B9 SDK & & Lambda SnapStart BAA R , AWS_CONTAINER_CRED

(Boto3) ENTIALS_FULL_URI  AWS_CONTAINER_AUTH
ORIZATION TOKEN EHBHBHARSSEE,

EAM Ruby B SDK 3.x =
EHA M Rust B SDK =
EAR Swift B9 SDK =
PowerShell V5 I T & =
PowerShell V4 FI T & =

IAM Identity Center BERMHE

(® Note

METHRREEEERERMAEZLLT Support AWS SDKsHITEERIRMNR |, 5F2H 7HEKE
B EEH.
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKsH TR BEEE

I B 5 BT EIER AWS IAM Identity Center BEMRRIEEIE AWS FRFE B —= A (SSO) 71
.

(® Note
f£ AWS SDK API XX 45 | IAM Identity Center BE 24t EEA SSO BHIEMRE,

A IAM Identity Center 2% , B LA A AWS configRPMREERZER. HREEAR
EHRZE IAM Identity Center FEXA DML, EFHAEKINE IAM Identity Center 1T 5 2 BaFEE , A
At eEREZERAEEBE S IAM AENEHER. BETH# SDK AR ARIESHEEAER
WAEEH AR AWS BRTE 55K , B2 WMfFR AWS SDKs IAM Identity Center 5 % B 5%

%R config BERRE IAM Identity Center T R EWIE
(EF) SSO ERRMEARE - ERIFHEESERE. SBRYATIARRISERENIE,
- BRTAUEHNEEAR - EAEEN/VNEIERE,
FiEMERES , BEEETERBBHEEREA,
T MEREREZEEE IAM Identity Center I Efth &R :

« AWS IAM Identity Center 1§ &5
« AWS IAM Identity Center A O35 APl &2

MFESDKsHM T EMERAFEAARERBEBEZAERRARE , BF2E WA R AWS SDKs
IAM Identity Center & 9 B & .

TORIRAF

& XAZBSERR A IAM Identity Center. ZNZERUA IAM Identity Center &0 BB A FFME , FSBAWS
IAM Identity Center  EAEE®) PHIEA AWS IAM Identity Center,

(@ Note

RNE , NFEHEEFARANTEEREEMSENZE AconfigERAKE | FSERTE W5
EERBAME A IAM Identity Center B85% AWS SDK fT &,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/Welcome.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
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SSO HEREHEERE

EISER SSO ERIRMEHRER  HE AWS HREARIESEHHEHBET/ERER , BEIER
TEREREAL, NETERESERBNGRISEFBNFRAENR , F2BAWS IAM Identity
Center { fEAEERE) FHRE AWS FEA O#35F IAM Identity Center B4 FEFHE A TER B
SERR,

config ERH sso-sessionEERARKAREYES SSO FREMWHEREE HE , AZTHRESE
AWS B AE R, F config BRRARENFMER , F28 HEERNER,

THHAconfiglEREHIFEAdeviRERRERE SDK I E , BAFER IAM Identity Center B A&
o

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

FIRSBHIERIBER sso-sessionBF , WASHEEREREE BB, —MMS ,
sso_account_id# sso_role_name A4 ZBTE profileEBERHERE , LAE SDK AJLAFER AWS E A
EHl, sso_region, sso_start_urlf sso_registration_scopes #4ZE% sso-session[@
ERHPERE,

sso_account_id M sso_role_name M 3IF SSO FRIHHAEBHWFMERVIFEE, MEEWER
RERA AWS % X EARHS2BE  IFFTEER AWS EAER, AHF7RIJZ—E

HTTP% THRBFERER , FABARBRFTHANLLEFH. EEBBEART , sso_account_id

sso_role_name XIFNXNEEH. F2EMER AWS IR 58 , HERERE X BEASEFRARE,

TMEESREA B — P sso-session, EER FH—E#HEOAUth 2.0 , AARFIERAREEE
BAERFINIEZER, SANEHIEIRE sso_registration_scopes A REFIHIREFMARHLELE
HEEO

THIEFREB M ZERERFEEFAMEBMNsso-sessionflRE,

[profile dev]
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https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
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sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]
sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

BoRBFHERME~/.aws/sso/cache B & TR , YA THEREEBAERNERERE,
ERTAEREZRENEE
ERERTATEMBRENERE , FTXEABFZNENREE, RMABBESSO ERRERHAEEEHA

FEEABRTITENREAR  S4AERERFEETIIRE

* sso_start_url
* sSso_region
* sso_account_id

* sso_role_name

BRI LAERA sso_start_urlf sso_regionfZREREEREENEAEZEA DML, BALUFER
sso_account_id#l sso_role_nameiREIEEF T,

THEHERE config BRPWEESEE,

[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

BOBMBBFHEMIE ~/.aws/sso/cache B THRHE Y AEBNERS

fsso_start_url,

IAM Identity Center it FERg
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IAM Identity Center ‘BRIt & RE

AT SIEERELINEE
sso_start_url - £f AWS configiEREE

18 AR EY IAM Identity Center 317# URL s ZELA O #8348 URL 9 URL, MEFHMAENR ,
EIAWS IAM Identity Center { fEFEIEm) FHEA AWS FEA OMHL5,

3
¢

EESHIE , B IAM Identity Center 24, MREXRR. SHAWS FEA O URL.
« HE , #£2.22.0 iRBIE AWS CLI , Ba LAtk B EAAWS #1T#H URL M{E,

sso_region - 2 AWS configiERiLE

‘& |AM Identity Center A D #8%L E# AWS B35 89 , RENEFERA IAM Identity Center Z Bili#
WM B, EREMNTERR AWS EFER , I B TR,

WEAWS Bl RERBNTEEE |, F2H ) 0 EEKEAmazon Web Services —fif2%&,

EESHRIE , FHFRIAM ldentity Center T2 A, MIBERRMBSKES,

sso_account_id - &£ f AWS configiERERE

%18 AWS Organizations R AWS tkF #TBAR S 28T 2 WEIE ID,

EEEETHAKRERNBE , 55801F IAM Identity Center 2 AW FRABMAWS IREEHE., EtalLl
FEAWS IAM Identity Center A O#8%E API 2EF{ER ListAccounts APl FEEB A RAKRFHNE
B, i, A LA} AWS CLI /3% list-accounts,

sso_role_name - £ AWS configiERERE

HER IAM AENAIEER  EHXEAEELENGTT. ABXATER AWS IRF EEHN
Hsso_account_id. ERABER , MIEAE Amazon Resource Name (ARN),

TR EEE IAM BERMBETFIUEER , YEREHEHEERNFEUBR AWS IkF,

EEEESE WA TEEFE AWS tRFE |, FH11E |IAM Identity Center 12 & I FARBAWS 1R
FHME, #ZE AWS tRF ®REPIIHNERFIEEZE, EHAISIZZAWS IAM Identity Center A X
fAvh APl 2Z i {EH ListAccountRoles APl FAEF A AT ERNEE, flun , Bar A AWS
CLI J53% list-account-roles,

sso_registration_scopes - 2 AWS configiE Ri&E

ERER NENSETRER Y BEEsso-session, EARKATUBER—ExZESEE , Bl
BCEARANEFEEERERAE FHEE, % HBsso:account:accessBEF NWH/NEE , T8
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https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://console.aws.amazon.com/singlesignon
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccounts.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-accounts.html
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccountRoles.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-account-roles.html

AWS SDKsHITE SEEm™
#£ 1AM Identity Center FREEVSENEEREN, NETHAENEEREBENFE , F2EAWS IAM
Identity Center  fEREIEM) FHNFIEHE,

EBEEEERACHM OIDC AFRRMA PRI FRFRHETREMER RN T, SERE
¥ 1AM Identity Center & & F£F 1R s BV FHL

REFTEANRBERTAIEMEREER, FHERERBRITHERER

Hsso:account:accessBEEE,

<& AWS SDKsFITE

T %] SDKs XEXRFEFFTRNTHEEMERE. G NMEMIBOHIAMRRT. BHARK Java B AWS SDK
M EAR Kotlin B9 AWS SDK & X #4F{d JVM REBMHRE.

SDK Y e EZENA
B
AWS CLI v2 =

BAR C++ #Y SDK

fim

EAM Go V2 I SDK(1.x) £

EARM Go #9 SDK 1.x (V1) = BHEFAHAconTigEREE , B EMBREHEREREA ;

ESE I ERER,
AR Java B SDK 2.x = credentials BERPHZEHEE,

BAR Java B9 SDK 1.x i

B R JavaScript 3.x J SDK =

B R JavaScript 2.x B SDK =2

EAR Kotlin ¥ SDK =
BEAR .NET 4.x By SDK =
BEARM .NET 3.x #J SDK =
B AR PHP B SDK 3.x =
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https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-oauth2.html#oidc-concept
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/

AWS SDKsH TR BEEE

SDK > RERESER
B
ERAR Python B SDK =
(Boto3)
EAM Ruby B SDK 3.x =
B A Rust B9 SDK B EREBEMRT UEMEEHERE,
ﬁJ\
B AR Swift B SDK e
PowerShell V5 W T & =
PowerShell V4 W T & =
IMDS EAE R HE
(® Note
METHZREEEEERHEZLT Support AWS SDKsHMI T EERKRWARA , FSHE 7THEKE
FMREEEHHo

Instance Metadata Service (IMDS) =#E#HTEBHNER , TARZESLEEHITHPNHATEE, 0
EUHERNEFMEN , 5528 (Amazon EC2 FAEIER) D FERAHTEE hEER, Amazon
EC2 RMHHTHEBTANAMIES  IRSENTHEARBREITERE. URBTEBSEREA
&, EIJEJLXE@E—%E%@E:@E&&E’\J%AE%HO SDKsA A E ARG RABMBAER , MAHERE
AERREMHEEEN —B2. FTERBPEERRESE 2 ik IMDSV2) REATERBEFRANERS
IMDS hrZ& , 785 7%1@% tu%lﬂ%T‘JE‘;tE’J{MF (HTTP $433/KH8 403, 404, 405) Mk , Bl
E/A IMDSV1 A&,

5/ T~ %18 B 5 E L Th B
AWS_EC2_METADATA_DISABLED - IRIEEH

=B EHEMEM Amazon EC2 #{TER T #ER R IMDS) REFGEAER

IMDS 1#=2fit#& 89


https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html

AWS SDKsFf1T & ZEEE
JEERE : false,

ENE -
« true-E7EH IMDS BRE&EAER,
- false- /] IMDS BB & AE X,

ec2_metadata_vl_disabled - 2 AWS configiE Ri&E,
AWS_EC2_METADATA_V1_DISABLED - IRiZEE 2 aws.disableEc2MetadataVl - JVM RKEBH :
{& PR Java/Kotlin

MR IMDSV1) A 1EMA. IMDSv2

(® Note
By SDKs A28 IMDSv1 , It A X B ERE, MEFHMENR , F2ERERK ZE AWS
SDKS*”IEO

YEEXE : false,

BME :
« true - EZMEA IMDSV1 A fEA-
- false - £/ IMDSv1 #A&{EA.

ec2_metadata_service_endpoint - £ AWS configiER:&E,
AWS_EC2_METADATA_SERVICE_ENDPOINT - IRIZEEH, aws.ec2MetadataServiceEndpoint -
JVM R B : PR Java/Kotlin

IMDS K%, WESEE AWS SDKsH T EAE S Amazon EC2 1T P BRI FHER
o

JEERME : IR ec2_metadata_service_endpoint_mode& R IPv4 , BITERIGE A
http://169.254.169.254, MR ec2_metadata_service_endpoint_modeZE R IPv6 ,
RIFEERI%E A http://[fdO0:ec2::254],

BRE : R URI

ec2_metadata_service_endpoint_mode - &t AWS configiE
ZRERJE, AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE - IRIFEEE,
aws.ec2MetadataServiceEndpointMode - JVM R B : PR Java/Kotlin

IMDS RV i BHE .

IMDS 1#=2fit#& 90
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BEES

FEER{E : IPV4,

BEME : IPv4, IPv6,

(® Note

IMDS EAERRERER W—80 T EEAERERESEG. T8 , AEERRIIFHEMbE
BRHEZR , TERE IMDS BEABREHRE. it , IREFEEXNEALREENEA
B BLARAETBREMEMNBEABRRERE , IEATENREE, IE , TERK
BEABHRMAEHADRRAVPERHECLDIRNBEAES , MREREXKFIEE IMDS &

ABRRERHRENEH, SUNERYRBEAFRFEZEEEEAERRIR,

IMDS EZAEBRNZE M

RIFFER , B AWS BHRBREAARERANEABRE , HERBREHSERE
A Amazon EC2 #1T{EEE PAEE R AR (IMDS) REFE AWS BEHNEAER., #§

LEAWS_EC2_METADATA_DISABLEDIRIZEZEEREA , BIU{EAITAtrue, ENFIETLENHAER
EE) |, WG T BEME#EE Amazon EC2 #TERAPEERBRE2 I ZETHBNZ M,

(@ Note

AWS ERBREAER

filo

{2 Amazon EC2 IMDS & A &%

IMARENRESBHRR EEEANERRE , UREREH

Linux 1 macOS

£/ Linux 3 macOS WEFILERA TG SRR ELHIRIESE -

$ export AWS_EC2_METADATA_DISABLED=true

#Y SDK AAFim@ T EEMA IMDS HlEAER , BEWELRER

MRIEFLUREEZE shell THEBRINRMEMBEB <BHFEEFE , BT LRGTHEEEN

shell 5XE# , Hli0 .bash_profile,

.zsh_profiles .profile,

IMDS £t #&
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Windows

£/ Windows K& F Al AE A T 5 e & RERE ML IRIR B
$ set AWS_EC2_METADATA_DISABLED=true
MREFLUREEZME Shell TEMEBHFEEE , ERREFRE , ATHATIS®S :

$ setx AWS_EC2_METADATA_DISABLED=true

(@ Note
setx R A EMEEMAE B BIAY Shell TR , Rt EEZEMRAHEHNBRL Shell , BF
FTEEXR

T AWS SDKsHITE

T%| SDKs XEXRFEFRFNIRMINBERERE. SR TEMIBLBFAMRRT. BRAM Java B AWS SDK
F BERAM Kotlin B9 AWS SDK E X #BEd JVM RFEBMHERE.

SDK * fREENEZER
=
AWS CLI v2 =
BAR C++ #Y SDK =
BEAR® Go V2 B SDK (1.x) =
EAR Go K SDK 1.x (V1) = BEFAHAconTigEREE , B ARREHEBEREA ;
w2 HTERE,
B AR Java By SDK 2.x 2
EAR Java B9 SDK 1.x B JVM RGEEME : £ com.amazonaws.sdk.disableEc

% 2MetadataVl T3 aws.disableEc2Meta
dataVl ; aws.ec2MetadataServiceEndpo
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/

AWS SDKsH TR BEEE

SDK % RESESEA
B

int aws.ec2MetadataServiceEndpointMode 53
=

B K JavaScript 3.x B SDK £

B A JavaScript B SDK2.x £

1B AR Kotlin By SDK = TfEA IMDSv1 B,

BRAM NET 4.x By SDK e

BERAM .NET 3.x By SDK =

BARK PHP #y SDK 3.x e

EAR Python # SDK =

(Boto3)

EAM Ruby B SDK 3.x =

B AR Rust B9 SDK = T IMDSv1 8.

B Swift B9 SDK =

PowerShell V5 f§ T & = BULER ZRXBPHEEER IMDSv1 ##&[Amazon . U
til.EC2InstanceMetadata]: :EC2Metadat
aVlDisabled = $true o

PowerShell V4 I T E = BuLlER EEXEHEEEA IMDSv1 £# [Amazon. U

til.EC2InstanceMetadata]: :EC2Metadat
aVlDisabled = $true o
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKsH TR BEEE

BEFEAERREHRE

® Note
METHRIZEEMEERMAZLLT Support AWS SDKsHITEERRMNRA , BSE 7HAE
FNEEEH.

SDKsA BRI EARFIRHEERBRRHEEN T L. HREHETARRHKBITERE , INRALHE
BABHEHESENEAES , RENREHBERRMERS,

f5lan | 1AM Roles Anywhere B KRB EARERN credential_processHERKEEAER,
ZEcredential_processBIARRE |, 582E £H IAM Roles Anywhere B & AWS SDKs#] T

=
>=o

® Note
UTRBRABRFREZAENNTE , MREHE HNBATHE , S EH AWS, IR
HEEAWS BEEERLRE | BEALMEAGREME, NREARE | SEXEAE
RAFNLZEREER  RRECERSTHEHE, BELNBITREABRIETSHEMAR
BREFRA StdErr , B% SDKsH AWS CLI ATLUBEE A FL sk EREFA , AU RS ERE
RAREERNERE.

FEATYEBERELIEE
credential_process - £ AWS configiER%E

IEE SDK A TERREHITHAR ST , UELTHENEFANS I RITBH. RESETER
REREASUANEN/HTEHE. E SOKARERFK , 55128518 JSON ERE A stdout,
B REELAURBERANELEF. ZEANCEHABEHAITETARBREENEAER,

® Note
BFEAERREER W -2 THEAGRREZEE. T8  BEFEAENREHERSE
HRIIPHEEHLGREECRETRE, Rit, IREHFLEEAEALRBEENEAER ,
ERAREEPBREAMGERINEAERREEE  AIFEATEANRER. RE , TEREEA
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ERRMEEAHRIPEARUEELDERNBEAEN K MREEXBIEECARFEAE
FHREE, SN ERNRERFiREEEEESE AERER,

BEEEAENENREE
RENER—EFH , HP IS SDK AR TERREHTZEINRE !

- BRABEREBREITETIZFERT : A-Z, az. 09, EFHE(-). KE(_). TH(.). ERR
(1), REHE (\) Tz,

- NMERRIEREBIEEE , TENRCNERSBHEUESIR (") FE.

- MRSHLBBSBETEEE , AR THEBUES|IHR (L) BEF. EEERBRE , MFEYHE.

- BONEFRPIEEMRELE, flw, FVNBE $HOMES SUSERPROFILES,

« BOBETERRIEER ~ *EUERETERRCIELIAERER, IREEAERER , RRELE
HAEPATHREZSHIEENERRFPEREN. BRERBEXERFEMERTE !

T 5 & HIFERTE Linux/macOS B H A configfERAERE Credential_process,

credential_process = "/path/to/credentials.sh'" parameterWithoutSpaces "parameter with
spaces”

T 5 & HIFERIE Windows BY £ FconfigiE R A ERE Credential_processo

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"

- ALUEERABREETRERE
[profile cred_process]

credential_process = /Users/username/process.sh
region = us-east-1

BAEREANE NS H

SDK TR ERETREN 5 , ARNEERHHERENER, BEENGS , ERRESBIH=
HNRERN | #BSEE EELERFS TYIFEESTDOUTHY JSON i,

{
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"Version": 1,

"AccessKeyId": "an AWS access key",

"SecretAccessKey": "your AWS secret access key",

"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire"

® Note
BEANFEBE , Version RV ERER 1. EAREEEFEREEMEIER,

Expiration £# =2 RFC3339 A WKEE . MRExpirationEWFTFEEZRITENBHLH , B
REHAEREEAENRTEENZEENRPBEAER ., Bl , BEAERSHAABREAER , X1E
EAERBH O EHHIT credential_process T REBHEHEIE,

® Note
DRAZREHTEGETAREAERN —BERINTEFEAER, IRFERN , BLAE
AEEFPEETE.

ABEFTREDFEETEDR , URTEIURREFBAHR,

T AWS SDKsHITE

T 5| SDKs XEARFEFFMRNTHEERERE. B2 FMEMIBOHIAMT. BHARM Java B AWS SDK
M BAR Kotlin B9 AWS SDK & X #4F JVM REBMHRE,

SDK % BREREZER
B

AWS CLI v2 =

EAR C++ B SDK =

BEAR® Go V2 B SDK (1.x) =

EEFERAHAAconfigER{RE , BLBERBREEEREA ;
BB TERR.

i

@AM Go i SDK 1.x (V1)
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/

AWS SDKsH TR BEEE

SDK > RERESER
B

B AR Java B9 SDK 2.x =

AR Java B9 SDK 1.x 2

B R JavaScript 3.x B SDK =2

BEAR JavaScript 2.x B SDK 2

i# F R Kotlin 9 SDK =
BAR NET 4.x 8 SDK =
BAR NET 3.x 8 SDK =
EHAR PHP # SDK 3.x 2
B R Python B SDK 2
(Botod)

B A M Ruby B SDK 3.x =
B AR Rust B SDK =
EAR Swift B SDK =
PowerShell V5 fy T & =
PowerShell V4 fy T B =)

AWS SDKsH T BEE%#1t,IhaE

AEZURERENAS —BNTERE , LHEFFS SDKs FLUMARN SR EE. —BMETRSESE
SDKs SISV EE D MBEWE, AMAEXKEBTUAEERANRHESR , NFHFAEFR , F2RENEE
SDK API,
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKsH TR BEEE

/A Important
I 3EFRA SDKsERX EAATIEE , BEEX BTN ERHE.

&

o DR iR 2

- BAER ID

« Amazon EC2 #{TEEHPEER
« Amazon S3 FERE

« Amazon S3 % [EiE 7 EUE

+ S3 Express One Zone TYERER 5§ 9B H
- SORIBHF

« AWS EiF

« AWS STS [E 13w 2

« Amazon S3 IWER TEMRE

« SHBAN FIPS iKY

- WRMRE

. —ARAAREERRE

« EHFEEA

« IMDS A Fi%

- EFTA

- FERBHE

o RS ER RS

- BEEREER

iy kich

(@ Note

METHRREEEEERAEZLT Support AWS SDKsHI T EERI KRR |, F2H 7HAE
B EEH.

3
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bR P R un B E AR AWS IR ID BRI X B ThREZ IRBHIGER , BURBERSNEMATERE M,
ERFERAXENRFAEBNIREN AWS SDK MR#ER , HEE4AFREEBYFEAUKRFEA
ERNRE K mMTRESMtRHE. R SDK AFRERIRS ID, AFnEEARHIRE. Uk
EEERNIHEEA WERXhttps://<account-id>.ddb.<region>.amazonaws.com , Ef
<account-id>H <region>2 &K AWS tRF ID M AWS &1,

5 T 5118 B RE LI &

aws_account_id - 2 AWS configiERs&E, AWS_ACCOUNT_ID - IRIEEE aws.accountId -
JVM REBH : R Java/Kotlin

AWS kF ID, AREIRFE SERNIRIIA. AWS IRS ID BIE AL 111122223333,
e /= 2 iy B B R ) AR S L BRI 4R L B P RV FE R K RE

account_id_endpoint_mode - £ AWS configiERi&E,
AWS_ACCOUNT_ID_ENDPOINT_MODE - IRIZEE %, aws.accountIdEndpointMode - JVM Ri%E
% : R Java/Kotlin

WEREARELERBEAURF AERNIRIEAH , YEKBLUIEFAERNFA,
JEE%{E : preferred

BEXE :

 preferred- MIRTA , WEHEI SRS ID,

+ disabled - E#NIKETZEIRS D,

 required - WML BEFDERE ID, MEIRFS ID EEFEH , SDK SEH A,

<& AWS SDKsHITE

T3 SDKs X EAEBERFATRRI SHEEMERE . Eic MEMED ISR, BRAR Java B AWS SDK
M EAR Kotlin B9 AWS SDK EX B[ JVM RIFEBIERE.

SDK X H®|SDK (ReESEZE
B OMRAESE
17
AWS CLI v2 = 2250
AWS CLI v1 &= 1.38.0
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html

AWS SDKsH TR BEEE

SDK ¥ fESDK BN EZEA

B RAPR
17

BARK C++ B9 SDK B

BAK GoV2Hy = 1.35.0k%

SDK (1.x)

BRARGo1x (V) &

# SDK

BAR Javaly SDK 2 2284 kR

2.x

BAR JavaBWSDK £ 1.12.771

1.X R

B R JavaScript £ v3.656.0

3.x #§ SDK

B8 7 JavaScript &

2.x By SDK

AR Kotlin #Y 2 v1.3.37

SDK

BRAM NET 4.x B9 = 4.0.0

SDK

BEAM NET3.xH i

SDK

BARK PHP B9 SDK & v3.318.0

3.

18 AR Python &Y = 1.37.0

SDK (Boto3)
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html

AWS SDKsH TR BEEE

SDK ¥ 1 SDK BN EZEA
B RAPR

17

1B A A Ruby # SDK = 1.123.0

3.x W

BAM Rust B SDK & Release-2
025-04-24

B AR Swift B9 SDK = 120

PowerShell V5 B§ T ra

8

PowerShell V4 §y T &

8

FERAREZ ID
® Note

WMETHREEERESFEZUT Support AWS SDKsHMI T EERRNRA , FBHE THELIE
FHYERE B Mo

T

E— AWS IRF At Z AR FEARIARFY AWS R, EAREN ID AREFHEBIGER AWS iR
F. AWS SDKsH RFET —HEFUNREREX T ERAN@EZFIE , B SEFFBAFERL
B, il , WERTNSEERESEFBHYE P AWS Health #EikF , A —BBIHLrAREEBAN
FEER R,

£ T 5118 B RRE L TN EE -

sdk_ua_app_id - &/ AWS configiERi&E, AWS_SDK_UA_APP_ID - IRIEEH, sdk.ua.appld
- JVM REB 1 ;- EBR Java/Kotlin

BERERBIERGERARINE —F& , ARBISE FHBLEERAENS AWS IkRF Y
AWS,

FERERX ID 101


https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKsHfITZE )
FEE%{E : None
ENE: RELRA S50 WZFHE, Jun‘HEHﬂ F&, BFENMTIEKRFE

75:!\# $0\ S '\ *+\ Y O\A\ L S |~O

# config ERPFREMENEEH

[default]
sdk_ua_app_id=ABCDEF

BB SHRERESEEM Linux/macOS &4l :

Xa

export AWS_SDK_UA_APP_ID=ABCDEF
export AWS_SDK_UA_APP_ID="ABC DEF"

BB a YR ERREBA Windows £l :

Xa

setx AWS_SDK_UA_APP_ID ABCDEF
setx AWS_SDK_UA_APP_ID="ABC DEF"

MREUESHEEERAMN shell EERKRERNAFHR , FEE MR HZE.
<& AWS SDKsHMT &

T %] SDKs XEXRFERFMRNTHEEMERE. G FMEMIBOHIAMRT. BHARK Java B AWS SDK
M EBAR Kotlin B9 AWS SDK & X #4F{d JVM REBMHRE.

SDK Y B EZES
B
AWS CLI v2 =
BARR C++ B SDK = TXEHMconfigiEx

BAMR GoV2 I SDK(1.x) £

EAR Go B SDK1x (V1) &

|

B R Java B9 SDK 2.x B FHZEHACONfigERRTE | TXERESE,
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/

AWS SDKsH TR BEEE

SDK % fRAEREZEA
B

EARK Java By SDK 1.x B

B R JavaScript 3.x B SDK =2

BEARM JavaScript 2.x By SDK &

ERA R Kotlin # SDK = JUM REEBMHA aws.userAgentAppId o

EAR NET 4.x ) SDK =

BEARK NET 3.x B SDK =

EARK PHP Y SDK 3.x =

EAR Python # SDK =

(Boto3)

EAM Ruby B SDK 3.x =

B AR Rust B SDK =

B AR Swift B SDK =

PowerShell V5 f§ T & =

PowerShell V4 I T B =

Amazon EC2 #1T{EE HEER

(® Note

METHREEEEEERMAZLLT Support AWS SDKsHM T EERI KRR |, HS2H 7 HELKE
B EEH.

Amazon EC2 #{TEBHEER 103


https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKsH TR BEEE

Amazon EC2 E& A TEE PSRRI IMDS) W TEE LIRMURE. BEEE—5 7 RILERYE
228 (Amazon EC2 FAEIER) PWEAZTEEPEER. EXEDRE IAM A1 Amazon
EC2 1T LHEIEAERE  HTEEFRENRENERETHREN,

£ T 5118 B s E L 2h e

metadata_service_num_attempts - &£ AWS configiE=R
AWS_METADATA_SERVICE_NUM_ATTEMPTS - IRIZEE &

HREEEERRATERPEERRBENERR KRN EEZNBIRE,
TR

BRE : KRFFER 1 HEF,

metadata_service_timeout - 3£ AWS configfE R E,
AWS_METADATA_SERVICE_TIMEOUT - IRIEEH

EEERITERFREN BB HENERE R 2R,
R
BRE : KREFR 1 WEHF

# config BRPRESLEENEES

[default]
metadata_service_num_attempts=10
metadata_service_timeout=10

BB SHRERESEEM LinuxymacOS &4l :

export AWS_METADATA_SERVICE_NUM_ATTEMPTS=10
export AWS_METADATA_SERVICE_TIMEOUT=10

BBEGTYERERESEN Windows EHl

setx AWS_METADATA_SERVICE_NUM_ATTEMPTS 10
setx AWS_METADATA_SERVICE_TIMEOUT 10

Amazon EC2 #{T{ERE F &R 104


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html

AWS SDKsH TR BEEE

<& AWS SDKsFITE

T%| SDKs XEXRFEFRFNRMNINBERERE. SR TEMBLHFIAMRRT. BRAM Java B AWS SDK
1 AR Kotlin B9 AWS SDK #x #F{a JVM RFKBHRE,

SDK ¥ EEREZENA
B
AWS CLI v2 =

AR C++ #y SDK S

7|

AR Go 1.x (V1) # SDK

7|

i
EAM Go V2 By SDK (1.x)
B
i

AR Java B SDK 2.x I8 {EX#E AWS_METADATA_SERVICE_TIMEOUT
%
EHAR Java B9 SDK 1.x I8 {EX#E AWS_METADATA_SERVICE_TIMEOUT
il
B JavaScript 3.x B SDK &
B JavaScript 2.x B SDK &
1B F R Kotlin 9 SDK &
BAR NET 4.x 89 SDK &
BAR NET 3.x B9 SDK &
B AR PHP # SDK 3.x =
& AR Python B9 SDK =
(Botod)
B A M Ruby B SDK 3.x =
EHAR Rust B SDK )

Amazon EC2 #{TEBHEER 105


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/

AWS SDKsH TR BEEE

SDK > RERESER
B
BRAR Swift B SDK =
PowerShell V5 W T B &
PowerShell V4 T E B
Amazon S3 1FHUE,
® Note
METHRTEEREBRAHEZLLT Support AWS SDKsHITEER KRR , FSB 7THEARE
FMEREEH,

Amazon S3 RIEIZBEFIBMAE Amazon S3 EEFBEHNER SR, FREEETEAZETE

gyt —BERFERE K MAREEEAZREFIE, &8 AWS SDKs , A LATE APl BENfFEFET
BE 48 1 1 s FH 17 HV 25 Amazon Resource Name (ARNs) , A RAREERETEEE. AR

BERME , flUEAFEE ARN GetObject i E fefEFETEMEYIM |, SEAFEUE ARN #iL

PutObject MY ERETFITR,

EEH— T H Amazon S3 FHLE M ARNs |, 7528 (Amazon S3 fEA&IER) FHFEHFEE,
AT 5IEE RELIhAE

s3_use_arn_region - 3/ AWS configfERi%E, AWS_S3_USE_ARN_REGION - JRIZE &)
aws.s3UseArnRegion - JVM REBMY : R Java/Kotlin, EEEEZAERINEDREE , FEESH
&4 E SDK,

ERERE SDK REFEHAFEE ARN AWS Ei5 REEBFRNWESIKE ., BRE4SEHTE ARN
=EHERAFIRRENMEE AWS 2 EIE AWS [EiF 124 AWS EiF |, SRS IER o ek By 5 9 E
BN, MREERTFRE , IIEXNBRENRERL , RHEEREEHRE,

F%{E : false

B¥E -
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https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-access-points.html

AWS SDKsH TR BEEE

* true- SDK EEEMBIRI AWS B KA ARN B, MARAF IR RE AWS B, HI5
MR - MR PR BRES AWS B FIPS AWS 1, , BIAERFE ARN #9 AWS Eifl, BE
EEBRERR,

« false - SDK X2 EiumHFERA A FIRH 5RE AWS B .

T AWS SDKsHITE

T%| SDKs XEXRFEPFNIRMINBERERE. R TEMIBLFIAMRRT. BRAM Java B AWS SDK
F BERAM Kotlin B AWS SDK E X BEd JVM RFEBMHRE,

SDK ¥ BN EZES
B

AWS CLI v2 =

BEBRAM C++ By SDK =

BHAM Go V2K SDK(1.x) £

B Go B SDK 1.x (V1) = BEFAHAcoNTigEREE , B ARREHERBEREA ;

BB T IERE.
ERAM Java B9 SDK 2.x 2
EARM Java B9 SDK 1.x B T8 JIVM RZHKEBM,

B R JavaScript 3.x B SDK =

BRAR JavaScript 2.x B SDK 2

1B AR Kotlin B SDK =

BEAR .NET 4.x By SDK =

BAR .NET 3.x #§ SDK = TERBEEXIER ; HHconfigERENEBEIEFERNIRE

EAR PHP B SDK 3.x b=
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/

AWS SDKsH TR BEEE

SDK > RERESER
B
ERAR Python B SDK =
(Boto3)
EAM Ruby B SDK 3.x =
B A Rust B9 SDK &
AR Swift B9 SDK B
PowerShell V5 B T & 2 TEREXEXIERF ; HAconfigERENELXIEFERRE
282,
PowerShell V4 T B 2 TEREEEXIERF ; HBAconfigERENEBLXIEFERNERE
28,
Amazon S3 Z[EiHFEE,
(® Note
METHREEEEEERMAZLLT Support AWS SDKsHM T EERI KRR |, HS2H 7 HELKE
MM EEHH,

Amazon S3 ZEFEFNHREMLH RS , FRAEXTARRER B MR ZE Amazon S3 HFETEMN
R AWS B, ZUUFERAZESFRE , UE—EBEFFEANEERABEESREEERAERN , A&
Et R EMM A HITELEAEN,

EERE-—STHRZESFINEY , 528 (Amazon S3 FEHAEERE) FH Amazon S3 F i % [EiF17EY
#. Amazon S3

EEHE—5 7T HZEEFHE Amazon Resource Name (ARNs) , 5528 (Amazon S3 &)
PR S EiEFERE R EER,

FEE-STHRNABRYZEEFNE , F268 (Amazon S3 A EER) FHEES EEHFIHE.
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html

AWS SDKsH TR BEEE

SigVAA BEEERAREBECHESFRNEZTEN, WEEERMA SDK EB WAMKMEEIEAWS &
RA#TH (CRT) BXE,

£ T 5118 B RRE L0 EE -

s3_disable_multiregion_access_points - £/ AWS configiE

ZRERTE, AWS_S3_DISABLE_MULTIREGION_ACCESS_POINTS - JRIZEE &,
aws.s3DisableMultiRegionAccessPoints - JVM R#EBH : EFR Java/Kotlin, EEEEERER
WHEREE , FEESRENEE SDK.

IR EEERE SDK REARESABRERER. RERTFRE , AIBXNBRENREEE , #E
EERIREBBRE.

v/
1

JEERE : false

BENE :
« true - FILFERAEEGER,
- false - FRAZEEHFNERABEEER,

Y AWS SDKsFIT E

T3 SDKs XEA T PR NRENRE. R TEMAIBDFISRIL. BRAR Java 1 AWS SDK
A EAR Kotlin 8 AWS SDK EXEEM JVM RiEBHERE.

SDK ¥ BREREZE
B

AWS CLI v2 =

fim

BARK C++ B9 SDK

BHAM Go V2K SDK(1.x) £

BEHR Go B SDK1.x (V1) &

EBAR Java B SDK 2.x =
AR Java By SDK 1.x &

B R JavaScript 3.x B SDK =2
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/

AWS SDKsH TR BEEE

SDK

B JavaScript 2.x B SDK &

B AR Kotlin B SDK =
BEAR NET 4.x B SDK =
BAR NET 3.x B SDK =
EARK PHP B SDK 3.x =
B R Python B SDK =
(Boto3)

B M Ruby B9 SDK 3.x =
B AR Rust ) SDK 2
B AR Swift B SDK )
PowerShell V5 I T E =
PowerShell V4 I T E =

S3 Express One Zone T{EMSER & 20 B

® Note

WMETHREEERESRFEZUT Support AWS SDKsHMI T EERRNRA , FBHE THLIE
FEAVRERHE,

T

S3 Express One Zone & Amazon S3 WS REEREFER , TAREFINERRHAE—VEEDIE
B, & S3 Express One Zone fFETEERF , AWS SDKsHITE S BB A HERERNELE
ERERELCHIERREG BRI, SULERITERBRFZFERES (WHEER ) BE  SER
AR IEED B TERBRPNZERBR , MBS BRBEA SR L NS BRBRYEE.
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKsH TR BEEE

S3 Express One Zone REFIFEEAZETAES ID HEFEWAEER , Hl20 bucket-name--usw2-
azl--x-s3, & SDK ERFLHEERNE , SEBHEFEREHEEERN S3 Express One Zone i
BOUWEARELNESBRBERE. TERBREIRIFISELTRENRETEBRERAESY , RHY
REFBNEEEFER , 3H SDK BEMREVAEHEE, MFLE - T#H , F28 (Amazon S3 &
F#&¥ErE) T S3 Express One Zone, Amazon S3

TEEX =¥ S3 Express One Zone 7T TERKER 5 28,
R TSIEBRELLIhEE :

22Eno

s3_disable_express_session_auth - & AWS configiERRE,
AWS_S3_DISABLE_EXPRESS_SESSION_AUTH - IRIZEEE aws .disableS3ExpressAuth - JVM
RiEB 1 - PR Java/Kotlin

EHREBER S3 Express One Zone TSR B D ERTE, REA Ftrue , BIREHSEH S3
Express One Zone #FETEFE FAZ % Sigv4 B0 5RFE , MIETERERE 2BRE, S3

JERR1E : false

BXE

« true - &/ S3 Express One Zone T{EBEER & 0 BAE
« false — B S3 Express One Zone T1EMER B 0B zE

# config BRPFREMEREEH

[default]
s3_disable_express_session_auth=true

FEBmSYERERESHM Linux/macOS 44l :

£

export AWS_S3_DISABLE_EXPRESS_SESSION_AUTH=true
FEBTSIIREREZHM Windows E4l :
setx AWS_S3_DISABLE_EXPRESS_SESSION_AUTH true

<& AWS SDKsFT &

T3 SDKs X EAEEHFTIRAISHEEMRE, B MEMHD ISR, BRAR Java B AWS SDK
M EAR Kotlin B AWS SDK EX B JVM RFBHRE.

S3 Express One Zone TiERER B 2 EA TR 111


https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-bucket-high-performance.html#s3-express-one-zone
https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-bucket-high-performance.html#s3-express-one-zone

AWS SDKsH TR

il

SDK

AWS CLI v2
AWS CLI v1

BAR C++ #Y SDK

BEBRAM Go V2 #y SDK
(1)

BAR Go By SDK 1.x
(V1)

BAR Java B SDK 2.x

EARM Java B9 SDK 1.x

B A7 JavaScript 3.x #J
SDK

B AR JavaScript 2.x #9
SDK

B AR Kotlin 8 SDK

R .NET 4.x 8§ SDK

AM PHP #y SDK 3.x

i
EAR .NET 3.x #J SDK
pici
pici

AR Python By SDK
(Boto3)

EAM Ruby B SDK 3.x

BAR Rust By SDK

=
=

fD AD

fim

7|

o Fo

fim

7|

fm fAD  Am

i

fim

fim

X fREREZEF
&=

BEEAHRAconfigERFRE , BLARBMILEBEREA ;
w2EIFERE.

JVM RIFEBHES aws.s3DisableExpressSession
Auth

S3 Express One Zone TEBKER & 7 B 3%
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/

AWS SDKsH TR BEEE

SDK X fREREZEF
=

BAR Swift B SDK =

PowerShell V5 FI T & 2

PowerShell V4 T E 2

5 5 B

® Note

WMETHREEERESRFEZLUT Support AWS SDKsHMI T EERRNRA , FBHE THLIE
MR EEHE.

T

AWS R E LB 2 EBRFBHAE | 5120 AWS Signature 5 4 fX (SigV4) M AWS Signature 5 4a kR
(SigV4a). RIETARR , SDKsERBREERERZMG 2 RFBHE , UELZEBREKEME A
#lo FiB , BWAUBRERITN T D BBMEE |, SSHHBEERETREN.

Bd SigV4 F[E , £/ Sigvda HENBEREZE PERAWS B, SigVia ZEBEERHFEREE
REFENATAY  TEESTEPBEBAEBEEHEMES., E¥ AWS Identity and Access
Management 5 Amazon CloudFront £ B4 516 A.

WEEMES s BEEHNFMRES  F28 (AM ERAEERE) P AWS AP| BRI BERE 4,

£/ T 518 B 3E L ZhEE -

auth_scheme_preference - 3 AWS config#E =R E, AWS_AUTH_SCHEME_PREFERENCE - IR
EEE aws.authSchemePreference - VM R Bt : ER Java/Kotlin

MERIEFEELERIBHRET S DRERGFE. ERBEXEZEASGIRELER , BAREH
SERUEENIEFEALBEFN AR, MRRATANRE SR  ISEEAERTR.

TRRRE : &,

BHE: TH-—SHZEEENERDREE
- sigv4 - Signature £ 4 fR ( ZENEE , E—[EH )



https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html

AWS SDKsH TR BEEE

 sigvé4a - Signature 2 4a fk (EEAAMY. BEEXE , HENEEL Sigv4 18 )
 httpBearerAuth - HTTP REFZHFH 0B E

BEEBCEANEZENERF TSWZK,
# config BRPREMBEURE Sigvda HEEH

[default]
auth_scheme_preference=sigv4a,sigv4

sigv4a_signing_region_set - £/ AWS configiERE&E,
AWS_SIGV4A_SIGNING_REGION_SET - IRIFEH

5 SigVda ZEEHEBIEELLER DR AWS EiF 1 BE. IR Sigvda 2ZEMN & 0 EBRFBHS |
Rl EAERRNEREEE,

FARRME : HFERIRE,
BYE : LERIRH BE AWS Efl, EBBNEENERFT TS WZHK,

T8 AWS SDKsFITE

T %] SDKs XEXRFERFTRNTHEEMERE. G FMEMIBOHIAMRRT. BHARM Java B AWS SDK
M EAR Kotlin B9 AWS SDK & X #4Fd JVM REBMRE.

SDK ¥ BEREZES
B

AWS CLI v2 3

ERAM C++ By SDK =

BHAM Go V2K SDK(1.x) £

BHR Go B SDK1.x (V1) &

EBAR Java By SDK 2.x =
AR Java By SDK 1.x &

B R JavaScript 3.x B SDK =2
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/

AWS SDKsH TR BEEE

SDK

B JavaScript 2.x B SDK &

B AR Kotlin B SDK =
BEAR NET 4.x B SDK =
BAR NET 3.x B SDK =
EARK PHP B SDK 3.x =
B R Python B SDK =
(Boto3)

B M Ruby B9 SDK 3.x =
B AR Rust ) SDK 2
B AR Swift B SDK 3
PowerShell V5 I T E =
PowerShell V4 I T E =

AWS [E 15

@ Note

WMETHREEERESRFEZUT Support AWS SDKsHMI T EERRNRA , FBHE THLIE
FEAVRERHE,

T

AWS B 2R BREETHENEER AWS B,

£ AWS Bl , LR UENERVASEREREN AWS R . ERBRBLENERNMERRERE
FELENENEREREFREMANVLESNT. BEEREARERD. REENRERD , thralRELE,
£/ B, EUURMIERER , UMARBITHETZESTEZE,

AWS [E15 115


https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKsH TR BEEE

RZEAWS R ARG EHIE EIHIEER ., BRIFBPHEGER BEHNEEDEE  SAZE—RRE
BHEIHNERTEFEAFMEMESEF AWS BT, Hla0 , Amazon S3 ] Amazon EC2 X EEE
HES, GLRKE , 0 IAM , REEFHER.

AWS —fx2Z G TIENR :

- EETHRESNRN<BNER  UARRERAESRINNEE  F2H AWS R
- FERGAESE MEXENESNIREN B IEE AWS R |, F2RRE RN LE.

B R¥ A F iR

EZEZLURERRFTARNFE AWS BRI , SDKsE A= E FHAFRER/ MY AWS R, il , mRE
WA FEEFE Amazon EC2 , B EAENN I Amazon EC2 A Fim¥I#F LB BR #5181,
MREBEXBEARGAAEAAFIKEEERES , AFREERAMABEBRTHREREN Eifiregion, T
B, ASHEERER A P iR RRREAFRNERAPEE, LNEEAHXREEHEERZBER
BAFRNEMLERE, BERESREZAFENHTEEBHBIEE , EBNAEHN SDK ( E2H
BIHEE SDK EESBERREANERNBER ) .

£ T 5118 B iRRE L IhRE -

region - 2 AWS configiE R E, AWS_REGION - IRIZEEE aws.region-JVM RiEBM : E
BR Java/Kotlin

BEE AWS B EAR AWS FFROERE. LESANRKERZEFER S ERSHN SDK REHF
Ko

FERRE : &, BXEREIEELIE,

BENE :

- BRARFMERBHEMESNAE , 21 AWS —ig2ZHhMAWS RE A, Hla , Eus-
east-12HIHERES AWS E1E ZBIRE (#FRBImAEED) -

« aws-global £E RN LEHIRE , BRT BFHRMZIA , EXEERN LIRS , Hl70 AWS
Security Token Service (AWS STS) #1 Amazon Simple Storage Service (Amazon S3),

# config BRPFREMEREEH

[default]
region = us-west-2
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https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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EBHOIRERESEM Linux/macOS 4 :

export AWS_REGION=us-west-2

EiB e AR ERREBAY Windows I :

setx AWS_REGION us-west-2

KZE SDKs #iE—1@ T4, ¥ K TARRERAERAEBABRARERRES . MEFMHENR ,
SBEENEE AWS SDK B A B8/,

s

<& AWS SDKsFITE

T% SDKs XEAEEPFTRANREMEE. GRS TEMIBAFISMRIA. BERAR Java B AWS SDK
A EAR Kotlin 89 AWS SDK EX EEM JVM RiBHERE.

SDK Y R EZEA
B
AWS CLI v2 = AWS CLIv2 £ FHI{EMI{EAWS_REGION 2 &l , S5%&EH &

H9{E{A{E AWS_DEFAULT_REGION (SHREMEEE ).

AWS CLI v1 = AWSCLIVI 8884 HIREEEAWS_DEFAULT_REGION
BRIt B ],

BERAKK C++ By SDK =

BHAR Go V2 B SDK (1.x) =

EAM Go#) SDK1x (V1)) R BFEFEAHAconfigERRE , B4 ARBRERBEREA ;

BB T ERE,
AR Java B9 SDK 2.x 2
AR Java B SDK 1.x =

B R JavaScript 3.x B SDK =2

EA R JavaScript 2.x ) SDK 2
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
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SDK % fRAEREZEA
B

B AR Kotlin B SDK =

BEAR NET 4.x B SDK =

BEAR NET 3.x B SDK =

EARK PHP B SDK 3.x =

B AR Python B SDK = It SDK 2584 WIRESSAWS_DEFAULT_REGION HRR

(Boto3) i g=]: 0

EAM Ruby B SDK 3.x =

B A M Rust B SDK =

EAR Swift B SDK =

PowerShell V5 I T & =

PowerShell V4 FI T & =

AWS STS [& 15 ir %

(@ Note

METHEREEEEBHNAHAZLLT Support AWS SDKsHMITEERRWERA |
M EEH,

?ﬂh

A2R TR

AWS Security Token Service (AWS STS) {2t £ Ik MEFHRHKE. L AWS SDKs H CLIs FE5%
FERLHRE S (https://sts.amazonaws.com) , BLAFEHEEREHE (https://
sts.{region_identifier}.{partition_domain}). EFEZBANEE+ , ¥ AWS STS £
BinHNBERGEFREENHEESFEBRME. EREMAREF , £ AWS STS inBHE
ME— AWS EFXEIRE (#EEEILE ) RE, WFE AWS STS iInMFMER , F2 I?ElAWS
Security Token Service { APl 2&) hiyimEs { AWS Identity and Access Management f£ fl & 15
BAWS STS ) FHVEEE AWS [EHF,
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https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html#sts-endpoints
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html

AWS SDKsH TR BEEE

AWS BEBBRR|REABRIGHLFRELRN AWS BiF, B%E UADIEFNEFLAZAR
HimH. WA SDKsMTEHXEMRE , BffF HEERL KN ERRMNTH, NFEFME
nﬂ y Flﬁ E2 ﬁ-l— ﬁko

(® Note

AWS B¥HKTEEZ VA EZ R AWS Security Token Service (AWS STS) £ 1% B
(https://sts.amazonaws.com) ETEE | SUERHEMNNEE, HLHmEH AWS
STS BERBEERLNITIEAR AWS EF HEHN FEBHRM, ELBEFSWEREEMA
B, RMEBEEAEEN AWS STS EiFiinE, MEFMER , 52 BAWS Identity and
Access Management { EAEIERE) FHAWS STS £iinFEE

HWRXENERERN SDKs MITHE , FFAILGEA T 518 B REREIHAE

sts_regional_endpoints - 3t AWS configiER:&E, AWS_STS_REGIONAL_ENDPOINTS - iR
REY

WEXEIEE SDK s T E MR EARE AWS AR AWS Security Token Service () 3@ &K i 26
AWS STS,

JEER{E : regional , FE2R T RANHIAAMIR.

® Note

2022 F 7 A2 B BITHFTEH SDK EERAEAETER A regional, K SDK EERR
AAEEEBREBRELFEHAregionaliTh, ATHRELEBENRRTE K BRABREST
féregional ZIEABRXFRKER .

BERE : (BEEE : regional)

 legacy - A £13 AWS STS i3 sts.amazonaws. com,

- regional -SDK RTE—EFEA B RIREREK AWS STS indh, #lw , RAFiK
RERMEM us-west-2 , BI¥ WFTE MW AWS STS #HE¥ [EiFimE #1Tsts.us-

=1 ]

west-2.amazonaws.com , MAR£Hsts.amazonaws.comiiz B, BEEERALEENE
B, BB REEXELHRE , B EEFRA aws-global,

£ config IBRPEREELEMNEH
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html?id=docs_gateway#partition
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_region-endpoints.html#reference_sts_global_endpoint_changes
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[default]

SEIEmE
sts_regional_endpoints = regional

EBTRIIERE

kg

IRIESEM Linux/macOS il

export AWS_STS_REGIONAL_ENDPOINTS=regional

BB

kg

ERIBEEEM Windows &3l

setx AWS_STS_REGIONAL_ENDPOINTS regional
X & AWS SDKsFIT &

(® Note
AWS REFEEX R aeFEAREIRE I ELRN AWS [EH,

UTERKRMERH SDKH T E

® giﬁ%ﬁﬁfﬁ Zf%::

FEAREX

BXE STS EFmENHEAconfigE REHNRIEEH.
REME  WRXE , RIFRENERE,

SR AF IR BE STS inE . AR mERMAERE

RimE  BIESETCHNRERTMA.
AR AP iRiE AT Eﬁ’\ﬁ*ﬁﬁi‘é%#ﬂg'?ﬁﬁﬁln__nﬁiﬁ‘a% BREBREBRHFAATHEE. E
#ERTEERATERENEA EERH

2R %A regional EH BRE

=ITA
FIX):ElgHRO
ERRUEFEATINE

21 %2 ;- https://sts.amazonaws.com,

B  RIBEERAEIAWS EiEATERNRE,
- us-east-1 ([EfF) :

FRus-east-1EHIKE , EEFE—REEERERN ITERRES.

AWS STS [E15i% 2
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AWS SDKsH TR

BEES

SDK

AWS CLI v2

AWS CLI v1

BARK C++
Y SDK

SDK for Go
V2 (1.x)

BAR Go By
SDK 1.x (V1)

BRARM Java

B SDK 2.x

BAR Java

# SDK 1.x

BAR

JavaScript
3.x #§ SDK

BRAR

JavaScript
2.x By SDK

i\

Zzim

™l

™l

Zzim

™l

Zzim

A\

Zzim

i
Xia
kg
Fit
¥

N/A

legacy

N/A

N/A

legacy

N/A

legacy

N/A

legacy

BRBRBAF

i B #R STS
i 2

&= 13
(Region) i
2

215 B

=35
(Region) %
2

=35
(Region) %
L

2 5 B

=35
(Region) ¥

=

2 5 B

=35
(Region) %
L

215 B

BBAFRE REIESEF

BT &

£ i B

20 B
us-east-1

()

FARKR

2 1 B

2 5 B

us-east-1

(E)

L% im B

EEMFAHAconfigER%
E, BXERBREEBERS
A nﬁ/ ﬁl'ﬂfl} Eﬁo

MRRRER ,
AssumeRole #1 AssumeRol
eWithWebIdentity #§f6E
A£i3 STS iwH,

AWS STS [E15i% 2
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
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BEES

SDK

BAR Kotlin

# SDK

BARK NET
4.x By SDK

BARK NET
3.x By SDK

BARK PHP
7 SDK 3.x

1B AR
Python i
SDK (Boto3)

&AM Ruby
B SDK 3.x

i 7 Rust
# SDK

A Swift
#) SDK

PowerShell
VST E

A\

i\

Zim

Zzlim

Zzlim

Zzlm

zim

st
Xia
kg
Fit
¥

N/A

N/A

regional

regional

regional

regional

N/A

N/A

regional

BRBBAF
i B 1R STS
Uk

[ 13
(Region) ¥
2

[ 33
(Region) %
L

215w B

E3= 1

e =

=52
(Region) i

B

&35
(Region) ¥

=

&35
(Region) &

B

£ 15 B

BBAFRE RBEIRESEF

BT &

L im E

us-east-1

(B)

215 i B

e3= b

£ 5 B

AWS STS [EiHim 24
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https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKsH TR BEEE

SDK B EE EERBBAF REAFKE HEIEZENA
‘ i B & STS R1TH
Ui B
PowerShell & regional 2 35 b B £ 35 b B
VAIIE
Amazon S3 WERTEMRE
® Note

METHERXTEEREEBRAHAZLLT Support AWS SDKsFITEERRHIRA |
MR EEH,

5’n'h+

S T AR

—ERBEMA , AWS SDKsAS &l EEZE Amazon Simple Storage Service 5 # Amazon Simple
Storage Service TEHER B X EENTEMRE, %ol , EYREZEEMA, RE , RMEBEEREE
F CRC BEE AR AELHE , fla CRC32 = CRC64NVME, A& E SDK & :EIE%B%%E;&“,EEE
% BEANEETRNEREZ. CHAUREEEETHRM L ENELFEREEN, BLE, %
BLEE, THANBEXN —BITAUEILAFRTEMERE,

BFIRAH AWS SDKs , 3 AWS CLI BEBFtE®S X LENEREERSE (CRC) BREEMN |, WAAH
EiXE Amazon S3, Amazon S3 BB T EARS[IHHNBRERN , WRERIREHNELETRE K ARE
BOHREREENKATRENHNPEER T, EBEREENEYH —BEREFRERS | E
VG TEE U ESHECHERNEERN , YARBRIETHR, St EEREFEREYHPESE
RPBERET,

EEE— T THRBEENRE, ?BRLEIXENREBNEELEE , 528 (Amazon Simple
Storage Service EAEIE®M) FHTE Amazon S3 FREVMHTEM,

PELEE
Amazon S3 th AR ASRMEE -2 M5 R LEN —BEEVHBERT,

B D L EERR , SDKsBFTESEBoWREMEM., Amazon S3 EHELRERNER
UploadPart API SRR B Ao WM, A, EEMFW CompleteMultipartUpload API
iF , Amazon S3 8RFBEARE RN XM NBEET,
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https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://en.wikipedia.org/wiki/Cyclic_redundancy_check
https://docs.aws.amazon.com/AmazonS3/latest/userguide/checking-object-integrity.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/checking-object-integrity.html

AWS SDKsH TR BEEE

MR &K SDK EH Amazon S3 Transfer Manager RifBi 9 B2 L& | RiEBNSERE AWS
SDKsFI TEERKRPRENVHAREHA B EREE L REBREAG. ZUNEENATENYHRER
M, BHERchecksum_typef§ 5REAH , FULL_OBJIECT=iEZFH CRC64NVME SEE %,

MREERANRRERAE SDK 3 AWS CLI :

MREWERARENFEH SDK T A 2024 F 12 A ZBIHIKRA , Amazon S3 EEHFWH LEHE
CRC64ANVME MEMAF , WHKEHTFTRENGPEERFUHAESE, EBERTUBERD CRC
ER7E WETE A CRC TR , WHERRMRERW ERE, i, BMATLLEBFEA PutObject®
UploadPartBEREHLBCHAELATERERANRTFHEREZEMLRE | EREREMAPHRLIE
M EER T,

£ T 5118 B iRRE L IhRE -

g2inm

request_checksum_calculation - £/ AWS configfERE,
AWS_REQUEST_CHECKSUM_CALCULATION - IRE#E %, aws.requestChecksumCalculation -
JVM R : EBR Java/Kotlin

RIETER , FREETEEFERETUNEEMAGEBRREREN, ERETUREETMIANRE
BAEE L , BAREFRRN—Br. B/, EEA SDK HENFERERE, WFESE SDKHT

BMEREE L , 52 XE AWS SDKsTI T E &R XK,

JEE%{E : WHEN_SUPPORTED

BWE

« WHEN_SUPPORTED - E AP| 2EX B , ¥R RATHMITREEANRE | HlEREEHZ
Amazon S3,

« WHEN_REQUIRED - RE7 API REZEER , T THREANERRT.

A~

response_checksum_validation - &/ AWS configfERRE,
AWS_RESPONSE_CHECKSUM_VALIDATION - IR3Z£ 2, aws.responseChecksumValidation -
JVM REB M : EFR Java/Kotlin

BIFFER  ERAEETEEFRETUESZNACQERERNRE . RESHELREHNRER
M, TRREENCERRETLER. IRRELNBELRR , SERIERK O EHES|IRE

=0
ﬁ«l—-"\o

REENEIEFEREEEEREENNERE, Amazon S3 AAFHEERRIIEREBNZMEA
Amazon S3 AP| RENEEREREN, T8 K NRBEFAREHAREEEENRERNESE L , B
ERIBLERE.
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_Checksum.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_Checksum.html
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JEE%{E : WHEN_SUPPORTED

B¥E -

« WHEN_SUPPORTED - & AP| IREXER K REANRESEMELEASE LHT , flnERHE
# %] Amazon S3,

* WHEN_REQUIRED - R B API REXEAREACHEMARENREENE , TSI TRE
HEFNERTE, fla | EWFEAY Amazon S3 GetObject APl B ChecksumMode 285X EBRRA K,

X & AWS SDKsFMT &

T3] SDKs XEAEEFFMAMNHEENRE. SRR TEMEIHIARRI. BEAR Java B AWS SDK
M EAR Kotlin Y AWS SDK EX EBIEM JVM RFBHERE.

(® Note

ET&RF, "CRT. 21 AWS BAHTH (CRT) BXE , ARt RERALNERIIEEIANE
ikt

SDK -3 FERREANE ENREANEEZEL HBIIEZENA
= - §7
AWS CLI v2 2 CRCB4NVME  CRCB4NVME, ¥ AWS CLIv1 , B
CRC32, CRC32C, EEMRENEE g R
SHA1, SHA256 Python (Boto3) A&

BEAR C++ 1Y & CRC64NVME CRC64NVME,
SDK CRC32, CRC32C,
SHA1, SHA256

BEAR Go V2 & CRC32 CRC64NVME,
My SDK (1.x) CRC32, CRC32C,

SHA1, SHA256

BARK Go 1Y &
SDK 1.x (V1)
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/

AWS SDKsH TR BEEE

SDK 52 FEERETHENE XBENREENEEZE FEIIEZEA
£ HE
BEAR Java B = CRC32 CRC64NVME ( &
SDK 2.x i#EiB CRT), CRC3
2, CRC32C, SHA1,
SHA256
EARK Java BY =
SDK 1.x
BAR = CRC32 CRC32, CRC32C,
JavaScript 3.x SHA1, SHA256
# SDK
EAR B
JavaScript 2.x
# SDK
EARR Kotlin #9 = CRC32 CRC32, CRC32C,
SDK SHA1, SHA256
BERAR NET = CRC32 CRC32, CRC32C,
4.x By SDK SHA1, SHA256
EAR NET = CRC32 CRC32, CRC32C,
3.x By SDK SHA1, SHA256
EAR PHP By = CRC32 CRC32,CRC32C (f& awscrt EEEXRIBESBE
SDK 3.x i#B CRT), SHAA1, £ CRC32C,
SHA256
EAR Python = CRC32 CRC64NVME ( &
#Y SDK (Boto3) i#EiB CRT), CRC3

2, CRC32C ( &%
B CRT). SHAT,
SHA256

BERTEMRE 126


https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
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SDK -3 ERREANE IENREBEANEEZEL HBIIEZENA
= Hix
BAMR Ry =/ CRC32 CRCB4NVME ( &
SDK 3.x %iB CRT). CRC3
2, CRC32C ( &%
i CRT). SHAT,
SHA256
BHARustly &  CRC32 CRC64NVME,
SDK CRC32, CRC32C,
SHA1, SHA256
AR Swit 4§ &  CRC32 CRC64NVME, A EEEHEE CRT 4
SDK CRC32, CRC32C, vicdy W
SHA1, SHA256
PowerShell V5 &2  CRC32 CRC32, CRC32C,
T8 SHA1, SHA256
PowerShell V4 2  CRC32 CRC32, CRC32C,
T E SHA1, SHA256

EHE R FIPS ik 2

(® Note

METHRREEEERERAEZLLT Support AWS SDKsHITEERI KRR |, F2H 7HEKE
B EEH.

£ T 5118 B RRE L0 EE -

AR FIPS 52 127


https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKsH TR BEEE

use_dualstack_endpoint - £ AWS configi&EZR5%E, AWS_USE_DUALSTACK_ENDPOINT - IR
E#E, aws.useDualstackEndpoint - JVM RiEBM : EFR Java/Kotlin

RN EEAREGREEEREETEHBIRE, ZEEE—STHEIE IPv4 M IPv6 REMN
#iRinE 5528 (Amazon Simple Storage Service EFAEER) PHIFEH Amazon S3 £ E
in B, EHBRIEEARIY EHNELERE,

JEER{E : false

B¥E -

« true-SDK S, TESERFAEMEBIRIRIBELBEHER. WRBRBN/R FEEEHEBIRKE
AWS EiF , BEREZ LR,

- false - SDK R EF&F A& Bin iR HBERER,

use_fips_endpoint - £ AWS configiE Ri%E, AWS_USE_FIPS_ENDPOINT - IRIEEE,
aws .useFipsEndpoint - JVM RiEBEM : ER Java/Kotlin

FRSERSREAREH I TERE KR REEIERS FIPS EEMIRS, HPEAREELE
(FIPS) R— B BNHERREMENLZLER, BFEE, SERHEUREEEBIBUTET
EBSENABLEEST FIPS 28], BZE%E AWS HETRE , FIPS 52 A8 FIPS 140 53
M TLS R E, MRBALKRE , B REFFE FIPS in® AWS &1 , Bl AWS U4 ATRES
KB, BRBEENHHEM --endpoint-urliEIEE® AWS Command Line Interface BE i E .

EEE—F TR EE FIPS I HMHM AN AWS Bl , FSBAKREN FIPS ind. mFE
Amazon Elastic Compute Cloud fRI§inBMFFMER , F2E (Amazon EC2 API &) iy &t
& (IPv4 # IPv6) ik Eho

JEER{E : false

BENE :
« true -SDK R T EERBEREEERS FIPS REAIRE.
- false -SDK RLETEHEREEZERS FIPS REMIKE

X & AWS SDKsFIT &

T3 SDKs X EAE BRI SHEEMFRE . Eic MEMED FISMRI. BRAR Java B AWS SDK
M EAR Kotlin B9 AWS SDK EX B[ JVM RIEBIERE.

AR FIPS 52 128


https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6

AWS SDKsH TR BEEE

SDK % fREREZEF
B

AWS CLI v2 =

BEAR C++ i SDK =

BAR GoV2 i SDK (1.x) &

EARM Go B9 SDK 1.x (V1) = ZEFAHAconfigERBRTE , KL BRREHEEREREA ;

F 2B TIERE

EHAR Java B9 SDK 2.x =

EAR Java B9 SDK 1.x &

B R JavaScript 3.x B SDK =2

BEAR JavaScript 2.x B SDK 2

# AR Kotlin B SDK =

EARK NET 4.x By SDK =

BEAR .NET 3.x By SDK =

B R PHP # SDK 3.x =

B A Python B SDK 2

(Boto3)

B A M Ruby B SDK 3.x =

EAR Rust B SDK =

B Swift # SDK =

PowerShell V5 I T & =

PowerShell V4 fJ T & 2

EHBRN FIPS in3h 129


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKsH TR BEEE

i R PR 3R

® Note

WMETHREEERESRFEZUT Support AWS SDKsHMI T EERRNRA , FBHE THLIE
MR EEHE,

T

SDKsfE Aim B RAERFERKE R (URLsFREEEIR ) AWS |, ERNRE REEEE URLs
B, Mk—R , FHNEXNERSEBEIFNIRE, FERKIEEEmE. Mkt , B
EBFERANGRHE , TRTHEHREANSTANKS, HRUANREZ2E® K BXBEZEESE
iR RIFEE IRVE, HII0 , A Amazon Timestream , EXEE RIS B4 2 2% H #EEN 7] iR B
fDescribeEndpointsiER , REFHELRBMRTHIFERNE , HI0 CreateDatabases],
CreateTable,

FEATSEBERTEILIEE
endpoint_discovery_enabled - 3t AWS configiERE%iE,

AWS_ENABLE_ENDPOINT_DISCOVERY - IRIEZ 2 aws.endpointDiscoveryEnabled - JVM %k
Bt . PR Java/Kotlin, ZEEZEERRNIRPREE , FEESRENREE SDK,

B =k 8RR DynamoDB Him Bk %K,

Timestream FEE iR #IREK , Amazon DynamoDB B &1#H. LLERETERA trues , falseHl
RABRBERETEmBIRE, Timestream 7EKFAFEA true , Amazon DynamoDB &R FEFR &
false,

BXE

- true-SDK EEHEHER RENRHR , HPinBREZEAN,

- false-SDK FEEBEHKRE RENRE  HPiRBEEREZERAN,

X & AWS SDKsFMIT &

T3] SDKs XEATEFFMARMNHEENRE. SRR TEMELHIARR. BEAR Java B AWS SDK
M EAR Kotlin B AWS SDK EX EBEM JVM RFBHERE.

IR 130



AWS SDKsH TR BEEE

SDK Y R EZEA
B
AWS CLI v2 3
BEHAR C++ By SDK B
B AR Go V2 B SDK (1.x) =
EAR Go #9 SDK 1.x (V1) = BEFAHAconTigERERTE , BLRFMREHEBEREA ;
FESBR TIERER,
BAK Java By SDK 2.x = ERAR Java By SDK 2.x AWS_ENDPOINT_DISCO

VERY_ENABLED FRBRIESHEZRE,

E AR Java By SDK 1.x B A& JIVM REEM.

A
&M JavaScript 3.x B SDK £
E A JavaScript 2.x By SDK £
B AR Kotlin # SDK £
WBAR .NET 4.x B SDK =
BAR .NET 3.x B SDK =
1B AR PHP B SDK 3.x =
B R Python B9 SDK =
(Boto3)
EAM Ruby B SDK 3.x =
# AR Rust # SDK I EXE Timestream,

EAR Swift B9 SDK

7|

PowerShell V5 I T E

fim
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKsH TR BEEE

SDK > RERESER
B
PowerShell V4 T B =
—RXAAREER TE
® Note

WMETHREEERESRFEZLUT Support AWS SDKsHMI T EERRNRA , FBHE THLIE
MR EEH,

SDKsx E— LR ERBURBHEREMF TR —IRERE.
£/ T 518 B RRE L ZhEE -

22Enco

api_versions - 3t AWS configfERRE

BLE AWS RESHESE AP IRA , U ERMMEEE, RIZFERR , SDK M AWS CLI #
EEEASFHN AR API A, BEEREE AP REAARENFER , FEREREPIE

api_versionsi&iE.
ERE B, (FAREHSEASHE AP RE, )

BRE  ER—EEMNRRKRE , REEE -NSEMEET , SETHSHE —B AWS BHEMEEH
Y APl W AS. B2 AWS BRIEHISCH , BAT SR RRY API RS,

LEFIER config BRPAIMME AWS RIEFERER APl IRA, EL API RAEEARESS
ELEREMNHRE THTH® S, EMEMRB WSS MEAXRE AP BIRHRA.

api_versions =
ec2 = 2015-03-01
cloudfront = 2015-09-017

ca_bundle - £ AWS configfER5%E, AWS_CA_BUNDLE - IR3EE

BEEIM SSUTLS ERBFEEANBIIBREEN (EF . .penBlEANER ) BE.

—hXHERE 132


https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKsH TR BEEE

BARE  EEXEREREAERERE. RFERERERE  RRSERAEPATHIRESEEEMN
BERRFEHREN,

# config ERPFREMEREEH

[default]
ca_bundle = dev/apps/ca-certs/cabundle-2019mar05.pem

HAERRBENAEERENREFZTRHNER | UTRE Windows B config ERPREL
EavsEs)

[default]
ca_bundle = C:\\Users\\username\\.aws\\aws-custom-bundle.pem

EBHOYERERESHM Linux/macOS i l :

K

export AWS_CA_BUNDLE=/dev/apps/ca-certs/cabundle-2019mar05.pem

BB AR ERREBAY Windows £l :

ks

setx AWS_CA_BUNDLE C:\dev\apps\ca-certs\cabundle-2019mar05.pem

output - £H AWS configiERRE
8 AWS CLI F1E M AWS SDKsFI T EriERMIE,
FEEX{E : json

BNE -

« json-EWHMKEXE JSON F&,

- yaml - BHWERXEB YAML F&,

« yaml-stream- WHFHABRRAXNERRA YAML F&E, BRAMEEEARERER,

o text -BWHNKERXRZITU Tab 7N FHRE, EHREREERGXFEES (W
grep. sed = awk) FEEH,

- table-BWHNBXAFEAFT +- ERREFRERNRE. CBEU "THEAEEA) HBX
REREA , EERALHEMURRNERZRE , EEREEXFERTER.
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#json-output
https://json.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-output
https://yaml.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
https://yaml.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#text-output
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#table-output

AWS SDKsH TR BEEE

parameter_validation - 3 AWS configiEREE
EEBRRAZREHSITERETENS AWS PSS HEXERBREZIEABRETTISE.
FEER{E : true

B¥ME -

* true- HR{EH, SDKHTEEHTH TS ENAFIRRE. EFPN SDK AT EHFSH
B, YN —LHER, RBEEHRTETUEEIEFRE AWS RBmI A , EBENNF

« false-SDK R LEFRSEZTTHSBELE AWS RFiEEaBET SIS, AWS R
KB EREBEMESR , MEBEXNFER,
T8 AWS SDKsfITE

T3 SDKs XEA T PR NRENRE. R TEMIBDFISMRIRL. BRAR Java #5 AWS SDK
A EAR Kotlin 89 AWS SDK EXEEM JVM RiEBHERE.

SDK X BESEZEA
B

AWS CLI v2 & api_versions FXE,
ﬁj\

EAR C++ By SDK =

BEAM Go V2 # SDK (1.x) ¥ api_versions parameter_validation FX#E M,

HEAM Go1.x (V1) By SDK & api_versions parameter_validation FXE M,
7 BEFRAHAconfigRRRE , BN EMAMEHARBEREA ;

FESBR TIEMRE,
ERAM Java B SDK 2.x S
ERAM Java B SDK 1.x S

B R JavaScript 3.x B SDK =2

—hXHERE 134


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/

AWS SDKsH TR BEEE

SDK % fREREZEF
B

B R JavaScript 2.x B SDK =2

EAR Kotlin # SDK =

EARK NET 4.x By SDK =

EARK NET 3.x By SDK B

EARK PHP B SDK 3.x =

B R Python B SDK =

(Boto3)

B M Ruby B9 SDK 3.x =

B Rust B SDK &

EHAR Swift B SDK i

PowerShell V5 T & B

PowerShell V4 T & 5

FHFEIEA

(@ Note
WMETHRECEEEERBZLUT Support AWS SDKsHITEER KRR , BFSHE 7THEKE
R ERE HH o

IRFERAR-IRIEE , HP AWS SDKsE BBEHE AP RER IR IR ML BaIE N L7
B, WFEALURBEFRIADEE , AP IS REFRSBNER,

f5lan | £ Amazon Simple Storage Service £ Amazon S3 ¥ RFEFETE L TEERF | BREERE
EASERRR AP mETHNRETFIREBN AWS IRF ID,

FHRFEEA 135


https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKsH TR BEEE

HR—M AWS RBmMFEZNITR , BEFEA VPC RmBERAHARTESHITRIME , JEEEH
BE. AELBEAT , EURFEFAEIHFTEEA

£ T 5118 B sE L Ih &

disable_host_prefix_injection - £ AWS configiERLE,
AWS_DISABLE_HOST_PREFIX_INJECTION - IR¥EE %, aws.disableHostPrefixInjection -
JVM RFEBE M : EBR Java/Kotlin

R EE R R RN T AR EBERERREFN AP R REBTERNEIRFTE
BION E RIS SR B ML B,

JEERE : false

BWE

« true- FRATH#FTEEIA, SDK A2 NHEETHEZRE,

- false- MAFHMFTE I, SDK EEREFTHREBNERFTEIEMNL .
£ config BRPREWENELH

[default]
disable_host_prefix_injection = true

FEBmSYEERERESHM Linux/macOS 4l :

£

export AWS_DISABLE_HOST_PREFIX_INJECTION=true
FEBWHIIREREZHH Windows &

setx AWS_DISABLE_HOST_PREFIX_INJECTION true
FHEF BT AR E I
TREGIFER SOKsMAERBANEAETHF B A HERRKRIHE,

- IRTFE K SDKWAFRYHIEABTFIFNEH LERENEIRFTEBUEFHEAR,
- WA £ SDK WRAFRYHREABTFHEB ERENHE @A,

- AFmmR : AR ITERR,

- RREE: E—ERENENE,

FHRFEEA 136



AWS SDKsH TR

BEES

- EAEMRE : SDK A Fim A RHEST API FEILAY E 4 i Fho

FHFE B A PP imim ¥ REE EXER IR E
"data." {} "https://service.u  false "https://data.serv
s-west-2. ice.us-we
amazonaws st-2.amaz
.com" onaws.com"
"{Bucket}- Bucket: "amzn- "https://service.u  false "https://amzn-
{Accountld}." s3-demo-buck s-west-2. s3-demo-bucke
et1", Accountld amazonaws t1-123456
:"123456789012" .com" 789012.se
rvice.us-
west-2.am
azonaws.com"
"data." {} "https://override.  true "https://override.
us-west-2 us-west-2
.amazonaw .amazonaw
s.com" (as s.com"
an override
endpoint)
Y& AWS SDKsHIT &

T3 SDKs X EAEERFTRRISHEEMRE, Eic MEMEH D ISR, BRAR Java B AWS SDK

M BAR Kotlin By AWS SDK EX B JVM RFBIEERE

SDK %
B

fim

AWS CLI v2

BAR C++ #y SDK B TXERE , BUER EHAFRNENSTRE

: enableHostPrefixInjection o

FHFEEA 137


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-core/html/struct_aws_1_1_client_1_1_client_configuration.html

AWS SDKsH TR

il

SDK

B Go V2 K SDK (1.x)

&R Go i SDK 1.x (V1)

EBAR Java B SDK 2.x

E AR Java B9 SDK 1.x

B R JavaScript 3.x B SDK

BAR JavaScript 2.x B9 SDK

AR Kotlin B9 SDK

B
EAR NET4.x B9 SDK

BEARM .NET 3.x By SDK

EAR PHP B SDK 3.x

B R Python B SDK
(Boto3)

B A M Ruby B SDK 3.x

AR Rust B SDK

B
HEAR Swift B SDK

B o

7|

7|

7|

i

7|

ALAER T HEFR,

FPRERE ,BAUFERA EAFPKNEXNBHRRE
: SdkAdvancedClientOption.DISABLE_HOST

_PREFIX_INJECTION o

IRERE , BALER EAFRNERBFERE

: withDisableHostPrefixInjection o

PRERE , BALMfER ERAFRNEXNBPRE

: disableHostPrefix o

TXERE , B AERA FAFKNEXNBPERE
: hostPrefixEnabled o

TRERE , BAULER EAFRNERTFRE

DisableHostPrefixInjection o

PXERE , BALMER £RAFRNEXNBPRE

DisableHostPrefixInjection o

IXERE , BALER ERAFRNEXBRRE

: disable_host_prefix_injection o

BAUER [ EAFEMNERNBHPERE inject_ho
st_prefix o

IXERE , BALER FRAFRNEXBHRE

: disable_host_prefix_injection o

FHFEEA
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https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/configure-endpoints.html
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html#DISABLE_HOST_PREFIX_INJECTION
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html#DISABLE_HOST_PREFIX_INJECTION
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/s3-control/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/Config.html
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.AwsClient.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://botocore.amazonaws.com/v1/documentation/api/latest/reference/config.html
https://botocore.amazonaws.com/v1/documentation/api/latest/reference/config.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/plugins/endpoint_pattern.rb#L8
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/

AWS SDKsH TR BEEE

SDK % RESESEA
B

PowerShell V5 f§ T & B TXERE , BAUAFERASH Z2ESRE cmdlet H-
ClientConfig @{DisableHostPrefixInjection
= $truel.

PowerShell V4 1 T & B TXERE , BAUFEAZSH Z2ESRE cmdlet H -
ClientConfig @{DisableHostPrefixInjection
= $truel.

IMDS A F i

(® Note

METHRREEEERERAEZLLT Support AWS SDKsHI T EERI KRR |, F2H 7 HEKE
B EEH.

i

SDKsfEf T/ER R E A REEHTEE PEERRIEE 2 i IMDSV2) APk, WE IMDSvV2 BIEF
HMER , 55208 (Amazon EC2 EA &) FMER IMDSv22, Amazon EC2 IMDS A F ik A&
iB SDK BRBEHIREN A FinE Y4 EITRE,

FRATYEBRELIEE :
retries - AFRMERYHRE

EARBFERNEANERAEZDRE

BEME : KR 0WEF,
port - AFIRARRYIHKE

U MRV E IR,
FEEXME : 80
BEXNE : 8F,
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https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
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token_ttl - AFIRMEREMHRE

FRE TTL
FEERIE : 21, 600 ¥ (6 INBEF | RADEEERE ) o

ENE : BF,
endpoint - AAFHERYIHKE

IMDS HYim .

FERME - R endpoint_modeZ R IPv4 , BITERISES http://169.254.169.254, MR
endpoint_modeZ R IPv6 , RITERRIHEA http://[fd00:ec2: :254],

BME : R URI,

RZH SDKs XETFRE, MFFMEE SRENSE SDK BEABE,

%II
3

endpoint_mode - A FimiAREBYIH R E
IMDS Him B =,
FEEX{E : IPv4

BE : IPv4, IPV6
http_open_timeout - AFIRiEEYHRE ( BBIEAMTE )

ETERFARBBPYE
HRE:1¥.
BHE : KR 0BEF,
http_read_timeout - AFIRMEARBYIHRE ( BB IUEAMTE )
ERNENERNY R
HRE: 18,
BHE : KR 0HEF,
http_debug_output - AFiREEYHRE (ZBBIERMTE )
AREFAEEHAYE SR
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BWME : AR /O B, fl0 STDOUT,
backoff - FIS AR RA (BBTHBENTH )

ERTEFRANERREHEFUNKEDE . EEBSEREREREXRE,
FARRME : 4k SDK M&,

BME : 4K SDK MR, ATURBERFUEFTEHE,

T8 AWS SDKsFITE

T% SDKs XBEAFEPFTRMNBEMEE. G TEMIBAFISMRIA. BERAR Java B AWS SDK
A EAR Kotlin 89 AWS SDK EXEEM JVM RiEBHERE.

SDK Y HEREZEA
B

AWS CLI v2 £

ERAM C++ 1Y SDK i

EAR® Go V2 B SDK (1.x) =

AN Go #I SDK1.x (V1) £

AR Java B9 SDK 2.x =

BAR Java B9 SDK 1.x 2

B R JavaScript 3.x B SDK =

B R JavaScript 2.x B SDK =2

1E AR Kotlin B SDK =)
EAR .NET 4.x By SDK =
BEAR .NET 3.x By SDK =
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
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SDK % fRAEREZEA
B

EAR® PHP B SDK 3.x =

ERAR Python 9 SDK =

(Boto3)

EARM Ruby B SDK 3.x =

B AR Rust By SDK =

EAR Swift 89 SDK =

PowerShell V5 F T & =

PowerShell V4 F§ T & 2

ERTA

(® Note

METHREZEEEEERMAZLLT Support AWS SDKsHM T EERI KRR , HS2H 7 HELKE
B EEH.

nl‘*
W

EHETATE SDKs A ERE Y RENFBRMEENKBPERNRE AWS R,
£ T 5118 B iR E L IhRE -

retry_mode - 2 AWS configfERi&E, AWS_RETRY_MODE - IRIEEE, aws.retryMode - JVM
RGEM : EBR Java/Kotlin

EE SDK HHABASTEERERN SN,

TEERE . HEEBREN SDK, BELNBEURAREH EEIBRBREM4NERNRE , TH
HIEFRM retry_mode,

B¥E -
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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- standard- (B ) BEMN—/E%E AWS SDKs EFFA, WERXBE —HEAEHE | S
HEEH  YEBAREHRE , UEXILTAKNBEYE, tEXTEZHAFERAESHhZR
2FEH, BRIEmax_attemptsEAREERRE , FAIEALEXHNEREARHE LRA=IR,

- adaptive- —BERER , EEANEMANERARS , Eh3sEXEERN UL BEBAF
IWERERE, BRIEGBNRHERERNELAF  SATEEZHAFEARSFERALEREN,
MEFMEN , FSBIEIZ standardH adaptive EFEN, WEXNZEBRMN , RRTES
B8ETA,

- legacy - ( TEZE ) EBREH SDK ( FZRELHNEE SDK 5 HBHAREMHNENE
E).

max_attempts - £ AWS config#ERiZE, AWS_MAX_ATTEMPTS - IRIZEEH,
aws.maxAttempts - JVM R : EFR Java/Kotlin

BEEHFERETHERX

1
E'III,

AR B

TEERE : R RIEEWE , HEFREBURR retry_modeiEME :

« R retry_mode% legacy- £ SDK HEMTERE ( FSBIFE SDK M= SDK HER
BEKLAEBmax_attemptsTEERE ) .

« MR retry_modef standard - #IT=XEH.
- R retry_modeR adaptive - #IT=RER,

BRE : KR 0BT,

i#1Z standardf adaptive EFEN
BRAFEAstandardERER , RIFLBRELHWAREEBES adaptive,

(@ Note

adaptive EABRREERBRIGHRE TREAHFRNEEREEA P, NRETERM ,
MREERMBEEREAERNRA PR , Al —@E&RTHRG TS EEH THBEERNFER,

Ex BiEE
FERRXERARSG : 236, FERRXERARS
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R HiErE
1. WHEET B
2. AFmASFNE—&ZR , 3F , LRHENE
ERHAEEFRONERBERD IERENAF
Ui o

FEREER | S SDK BRI ER.,  XEREER | WL SDK ETEEEER,

£ R BB 68 A L B 4 BUR ERABRRBISFEREREASRBNFERYE
BRERE , SUREUE IR A REtE,

AETEILEE —ANBRESR , RIERES

ie

o ALAHERIENKRBRER,

MRBEFEME adaptive BRX , BFHNEAEISVEEBUSETRERNERSFONAFIK. £
EEBRAT , ERNMALRZBEEERERM AWS R, AWS R Tl EG ARASERNE
fiEE, FEIZMEA Amazon DynamoDB R A #i5l, DynamoDB £/ AWS [EiF i1t EFEH
ERRKAHTHER,. EXRTENENBFEFIN —BEERXRTHESZIIHLEMENRESNAD., NRER
WEABEAMBNAFREIAMEEREK , BHHT —EENKRNFRZI DAL , AEEHEHER
HBEREMBEERRNBRE, ENEXBERFTH S ERegion-and-table¥i 5 —EH Fik. MREERE
M adaptive BEXKEIENLE K FSREEEEARBHSE AWS XHiERM.

EREXEFFAER

AWS SDKs BB ZHREFRICRELTEERBR , Uk (EadaptiveBHMAT ) HERH
ROEE, BREREAREARATAREEE  ERTORTFRBARRELSHRETE,

- ERFRRETBARYE SOK REEEREFAER  UWEETEHEREZELENTRRE. £E
ARERCH  SRMAEERIGEN]  YEFRRDESENEREM#FIE. IREAEARFHER
BrRER =M , Bl SDK FEEHBR,

« FEREFHRETREANadaptiveERER | UHEEIEFBRNVER, EEEFERZH , SR
FEFRES TR , YRBREELNRREE , UBERENEREFHEDE/FITE.

LA R standardfl adaptive EXEXN SR EEENL

MakeSDKRequest() {
attempts = 0
loop {

BRTA 144


https://en.wikipedia.org/wiki/Token_bucket

AWS SDKsH TR BEEE

GetSendToken()

response = SendHTTPRequest()

RequestBookkeeping(response)

if not Retryable(response)
return response

attempts += 1

if attempts >= MAX_ATTEMPTS:
return response

if not HasRetryQuota(response)
return response

delay = ExponentialBackoff(attempts)

sleep(delay)

UTREBREREXBIATHNEZHMENR -
GetSendToken:

S RERNadaptiveERR R, WHFRERFBREFHREFFEBINEZN. WRFHLAR , ©E
EE—EFFERTH. £8Y SDK ATReBERRRE |, ARZFERKR  MTARER. METRINFH
ERBAFRKINRADERE , ABBRENERENER,

SendHTTPRequest:

L REREFREEE AWS, AWS SDKsEA HTTP BXE , ZEXEERAERERERERE HTTP
ARRERERARANER, —HRME , WRFRERKRERMAY , BFRETREFERMAK , Al
SERERER.

RequestBookkeeping:

MRFERKY , B EFEEEAREFIRE. Edt¥adaptiveEREER | FRERFZRHREFIENE
REXSRBUEIHEIRBREEHN.

Retryable:
FRERBFTIHERERESAUERADE !

« HTTP AREEHS .
- REBRBER AR,
- ERIER  ERAVRRBEHAWINEMER , HPRKIREH HTTP B FE,
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RS MEEEER (HTTP ARAERS 400, 408, 500, 502, 503 #1 504) MRFAEEER (HTTP ARAERS
400, 403, 429, 502, 503 # 509) HMAILLEF . SDK ERTARESHBRRBRBRBHHMLER R
RIE

MAX_ATTEMPTS:

BRIEH retry_mode FREBE , RAITASZMEFH X LREEH max_attemptsiRERE.
HasRetryQuota

I REREADENRTFIrRIGES. NMREFERREFTFRREZN , ATFEERABFRK
ExponentialBackoff

HRITUERNER  RRSERBENVEBRERFTEERLIE, SDKsHEM BB —# (i BUR#
BB, THEREEERNMAAFER WERERERIE U HEML

seconds_to_sleep_i = min(b*r~i, MAX_BACKOFF)

B ERRE LS , BATIE

b

random number within the range of: @ <= b <=1
r =2

MAX_BACKOFF = 20 seconds BERARAZE SDKs, F2BEMNISE SDK ISR EBRERNBET

=
2\ ¥e]

<& AWS SDKsFITE

T 5| SDKs XEARFEFFMRNTHEERERE. B NMEMIPOHIAMT. BHRM Java B AWS SDK
1 BAR Kotlin B9 AWS SDK # 3 #1117 JVM RFEBHRE,

SDK ¥ R EZER
B

AWS CLI v2 =

BEAR C++ B SDK =

EAM GoV2 I SDK(1.x) £
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/

AWS SDKsH TR BEEE

SDK * HEREZEA
B
ERAR Go I SDK1x (V1) &
E AR Java By SDK 2.x =
EAR Java B SDK 1.x = JUM REBMY : A com.amazonaws.sdk.maxAttemp

ts M3IE aws.maxAttempts ; £ com.amazo
naws.sdk.retryMode  TM3F aws.retryMode .

B R JavaScript 3.x B SDK =

EAM JavaScript 2.x By SDK & XEBEEHXRH LR, EEHBNEBERE , UKARERRE
K BT ERIE,

B AR Kotlin # SDK =

EARK NET 4.x By SDK =

AR .NET 3.x ¥ SDK =

B PHP B SDK 3.x =

B Python B9 SDK =

(Boto3)

EAM Ruby B SDK 3.x =

EAR Rust B SDK =

B Swift # SDK =

PowerShell V5 Y T & =

PowerShell V4 F§ T & B
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKsH TR BEEE

78 SR B HE

® Note

WMETHREEERESRFEZUT Support AWS SDKsHMI T EERRNRA , FBHE THELIE
R RYEX TE B H

s

BIEBRE T B EWBEAE BF AWS BR1 , AWS SDKsHMITE AL BB BERR, HEAHEEE
BB BIEAPin L BEES , TR EEREEERBATNERFRENER , WEDHRE
FARPHBRBREAMEBNRAMGER. SHEBRE  BRRAREAINTESENRBENRERXEHEX
BNRIBEE L. T8 , BAlAENRBEEEIE gzip , BRRAESRE

MRIENERARERFEH Amazon CloudWatch , 5ERBHEBIE A, CloudWatch  —fEESi= 7]
EBMR , LA, BENSHNRERNREEENREER ., XERGHNREIREN—EH 2
CloudWatch B9 PutMetricDataAP| 3%,

FERATHIEBEELINEE
disable_request_compression - 3§ AWS configiERELiE,
AWS_DISABLE_REQUEST_COMPRESSION - IR#ZE# %, aws.disableRequestCompression - JVM

RIZEBM - £PR Java/Kotlin
S EAREN R T ERSSEEEBE R BEASR,
JEER{E : false

BWE
« true - BB REME,
« false - EAREFAEREE.

request_min_compression_size_bytes - 1t AWS configiE
ZRELTE, AWS_REQUEST_MIN_COMPRESSION_SIZE_BYTES - IRIZEEE,
aws.requestMinCompressionSizeBytes - JVM REEBH : {£BR Java/Kotlin

RE SDK T EEBME A RANNNVTHAKRNTR, BER  MNERFTEFER , ALER
RERFTHTERE. LEESERN , EBBARIERENF RN,

FEER{E : 10240 {fzTiE
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
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EXE: BENR 0 F 10485760 L Tifl 2 B EEE,

<& AWS SDKsFITE

T%| SDKs XEXRFEFRFNRMINBERERE. SR TEMIBLFIAMRRT. BRAM Java B AWS SDK
1 AR Kotlin B9 AWS SDK #x #F{a JVM RFKBHRE,

SDK T fBEREZENA
B

AWS CLI v2 £

BRAR C++ B9 SDK =

EAM Go V2 By SDK (1.x) =

ERAR Go# SDK1x (V1) &
BAR Java B SDK 2.x =
BAR Java B9 SDK 1.x D

B R JavaScript 3.x B SDK =

BAR JavaScript 2.x B SDK &

1B F R Kotlin 9 SDK =
BAR NET 4.x 89 SDK 3
BAR NET 3.x B9 SDK =
BEAR PHP #9 SDK 3.x =
& AR Python B9 SDK =
(Botod)

EAM Ruby B SDK 3.x =
EHAR Rust B SDK B2
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/

AWS SDKsH TR BEEE

SDK > RERESER
B
BRAR Swift B SDK =
PowerShell V5 W T B B
PowerShell V4 T E B
PR 7% 45 7E BY Ui Bh
@ Note
METHERECEMMEBRNEZLLT Support AWS SDKsHI TEER KRR |, HSH 7HEAE
FMNEREEH,

BHBENRIMALRMARE  REHE API BREALEZEN R  YRREERFEFE. ELR
ERHXEBEAMKE, VPC imMME=S A AWS RERRNEL. TRNRHEATARMIENEE
RiE, BULLARBA AWS RBEERE URL.

£ T 5118 B RRE L hEE -

endpoint_url - £ AWS configiERi%E, AWS_ENDPOINT_URL - IRIZFE S
aws.endpointUrl - JVM REBH . EFR Java/Kotlin

EERERERTIMARREBEER , URESEEARMBERBFB RN IR, inMSHE
AERENRBEERMER.

Rt ATBAESE R AWS confighEM servicesBERHEMALRE | B ERBRE B ITHE,
MBEMAR services BEHTEENAFERBBIIGTRI@ESE | M BRSHEORE
%,

FEE%{E : none

BHE: SERBARMEMN URL, URL AILLEEMHEE 88 —S2ERCERNER T
o
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https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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AWS_ENDPOINT_URL_<SERVICE> - IRIEE %, aws.endpointUrl<ServiceName> - VM R B
% : EBR Java/Kotlin

AWS_ENDPOINT_URL_<SERVICE> , Hr <SERVICE>E AWS RT§ AT , €A ERBHRE
BT inE., MEMERBEBERESHNEE K F20 REEERENEBT,

WREIFSENRESEE PERENE2 135 EAWS_ENDPOINT_URL,
FEEX{E : none

BHE: SERBARMEMN URL, URL AILLEEMHEE 88 S ERCERNERT
o

ignore_configured_endpoint_urls - 2 AWS config#E
ZREX7E, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - IRIEEE,
aws.ignoreConfiguredEndpointUrls - JVM RiEBH : ER Java/Kotlin

LR E AR 2 HE A B iR #AE R

IR, EWMUERERM , %‘B%ﬁﬁﬁﬁiﬁﬁ%qﬂjﬂﬁiﬁﬁﬁF‘”‘ZIK%JZEQEE’J&HEHEE“EEO fitn | A
‘%‘E‘Jﬁ AWS CLI s 5 HY--endpoint-url@ S8 , SR E URL BEERAFHEBHR |

JEER{E : false

BRIE :
* true- SDK FTAF &AM config RAMABYMMEM RITHABEE , UREIRE
URL.

« false-SDK T EFAHLAconfigERIRESHPINEMITAFEAERHNHS,

FEAREESEREIRE
EEEMERENEREHRIBEITHE URL , 5558 EAWS_ENDPOINT_URLZHIRESE,

export AWS_ENDPOINT_URL=http://localhost:4567

ZEBETE NEKREHR AWS BRI ZB85TiwE URL , 55 A AWS_ENDPOINT_URL_<SERVICE>IR
8%, Amazon DynamoDB £ serviceIdfy DynamoDB., ¥RILARE , i3 URL IRFEE A
AWS_ENDPOINT_URL_DYNAMODB, It imEE 5 FAAWS_ENDPOINT_URLEHE I IRFEFE A 5% E MY £ 13 i%
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/dynamodb/2012-08-10/service-2.json#L10

AWS SDKsH TR BEEE

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

% —{E &5 AWS Elastic Beanstalk & serviceIdi Elastic Beanstalk. AWS RIS :HBIFE L
AP HEM AEMEserviceld , FERBFEERERARENAEMETE., EERTELRKH IR
2 WERMIRESEA AWS_ENDPOINT_URL_ELASTIC_BEANSTALK. MIEMA RIS ERESEN
BE , F2E RESERENELR.

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567

FAEAconfigiE R TR
EHAconfigE®ESF |, endpoint_url EEFENEARTEIHEE,

« endpoint_url SE##E AEE , profileEXinFH K AL iR,

 endpoint_url EikfEservicesBERHPHREHBFRSIET , TEXHHEBANEZRER
HEFER, NMEEHRA config BRFER services ERWFMENR , F2H HEERNEN,

THI&EHIER servicesEHRREEEAR Amazon S3 WIREISEiHE URL , AR EARMEEM
RGN BET 15 im B -

[profile dev-s3-specific-and-globall
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

B EETLUREZEREN IS, LEFIFR A A HERNREREPEE Amazon S3 #l AWS
Elastic Beanstalk #Y fR#54% E i 2 URLs, AWS Elastic Beanstalk 8 serviceId#fy Elastic
Beanstalk. AWS RS EBIF =L API BB Y AEMserviceld , FEREAMEEIKREBRAR
R, XHENFIEFBRIE, Atk , REBPIFEWEE N elastic_beanstalk , BILIREMIERE
SME 1THtBelastic_beanstalk = . MEFEEE services ERFRFEANFIEREABIESWH
BE  F2E REESERENERI.

[services testing-s3-and-eb]
s3 =
endpoint_url = http://localhost:4567
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9

AWS SDKsH TR

BEES

elastic_beanstalk =
endpoint_url = http://localhost:8000

[profile dev]

services = testing-s3-and-eb

RISHHEER TR ZERERMER, Hlmn , mEHR
BRERBM

[services testing-s3]

s3 =
endpoint_url = https://localhost:4567

[profile testing-json]

output = json

services = testing-s3

[profile testing-text]

output = text

services = testing-s3

FEAABHERAEREREEPRERE

CERETLEAEBENservicesEE , AREFEHM
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,\FH config X :

[profile A]
credential_source =
endpoint_url =

Ec2InstanceMetadata

[profile B]
source_profile = A
role_arn =
services = profileB
[services profileB]
ec2 =
endpoint_url =
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https://profile-a-endpoint.aws/

arn:aws:iam::123456789012:role/roleB

https://profile-b-ec2-endpoint.aws
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6. &% AWS fr% SEAMEE WEATRRmE URL,

T8 AWS SDKsFITE

T3] SDKs XEAEEFFMARMNHEENRE. SRR TEMELHIAMRR. BEAR Java B9 AWS SDK
M EAR Kotlin Y AWS SDK EX EBEM JVM RFBHERE.

SDK %X RESEZER
=

AWS CLI v2 =

BAR C++ Y SDK =

BAR GoV2 I SDK (1.x) £

BAR Go I SDK 1.x (V1) &

B AR Java By SDK 2.x =

EAR Java By SDK 1.x B
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https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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B R JavaScript 3.x By SDK

fim
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B AR Kotlin # SDK =
BEAR NET 4.x B SDK =
BAR NET 3.x B SDK =
EARK PHP B SDK 3.x =
& AR Python B9 SDK =
(Boto3)

E AR Ruby B9 SDK 3.x =
BAR Rust By SDK 2
BAR Swift B SDK =
PowerShell V5 B T E =
PowerShell V4 B T E =

AR 75 45 X s R Y 8 B RF
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https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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EREREERR
(® Note
METHREEMEERMEZLT Support AWS SDKsHITEERKRIWRA , FSHE T HAE
FARY R E HH

BBE SR ERETHEREEE , AWS SDKsAT A H MERRERMUE L ERNRELTRRE,
£ T 53R B RRE L hEE -

defaults_mode - 3t AWS configiEZRE%E, AWS_DEFAULTS_MODE - IR3Z& %,
aws .defaultsMode - JVM ZEBH : ER Java/Kotlin

FEALRE , EUNEEEANEARENEBHETNER , AR/LNEARIRMSEINTER
B, R AWS SDK REHHEREMNE , AIXE—EEL, MR AWS SDK RERFAEREN
&, MBdefaults_modeFTERENR , BIttThEE T U AZHNERAERXNREILNZEERERETE

WEERE, RETRESTFETIIEE - HTTP BARE. EXETA. BREEHHHRTE , AR ATHER

{£17 SDK 1HESfERE, AN EFAUNSGHHERERARGIEFITENHHERERE. W

REW defaults_mode TFR legacy , RMEBEEAL SOK BB TEAREINNAS , B4

RUNTAREVEERESREERNEEMEE,

BE%{E : legacy
AEE  MBSDKsH T EERATER A standard,

BNE -
« legacy - REFERRTE , EERESHE SDKME , ¥HEY 2HEFEEdefaults_mode,
« standard - REEEATEASZEER TLLHITH RN EZRTERE.

» in-region- LUREEEXHER  TEHY AWS i £HE AFUNEREXESITEN K
E1L AWS EiF,

- cross-region- AEEEXAER  TIEA AWS k¥ EFREFHFUNEREXESTE
M R1EL,

« mobile - UEERKRE K W ISEATHEAEAESITENREL.

« auto- REERXAER WIS ERMIEE. SOK FEHRARRITRHBRE , EBHHEEE
HERE. BBERRUMBNAER  TRHE 100% RVERM, MREEHENITEBRE , B
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M standard XX, BEMERAAESERNTEEREESE , ETVESENREE, RAS
EEHZHWEAERXZBREE , RMEBERAPERRE defaults_mode,

£ config BEPERELWENEEH

[default]
defaults_mode = standard

T3 28 eegiRE (B EETHRE/defaults_mode :

retryMode - #§% SDK EREREN AN, F2H EXTA.

stsRegionalEndpoints - 3§ SDK #n{a;RE F 2REE AWS Security Token Service () JBFAKY
AWS fR# inBAWS STS, F2E AWS STS [Eiflin .

s3UsEast1RegionalEndpoints — #§E SDK M{AREFREE us-east-1 [EiFH Amazon
S3 BFA AWS HY Br 7 um B o

connectTimeoutInMillis - EEAR LETHRERER R , REBCINWEEE, RA
FimARWEERREBETK , AE RS MEREL LK,

tlsNegotiationTimeoutInMillis - #£{&i% CLIENT HELLO FAEEIAFimMEARETER
BEBHNRRSBOER , TLS REATUTCEMNEE LR,

BRRENERESEBAENERERdefaults_modeiBHY MBE, SLEEBHRENT (7

RREAMEE ) !

2% standard &= in-region  cross-reg mobile =
=X ion #EIX

retryMode standard standard standard standard
stsRegion regional regional regional regional
alEndpoin
ts
s3UsEastl regional regional regional regional
RegionalE
ndpoints
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2% standard &= in-region  cross-reg mobile &=

B ion #=X

connectTi 3100 1100 3100 30000
meoutInMi
11is

tlsNegoti 3100 1100 3100 30000
ationTime

outInMill

is

filan | InRBdefaults_modeiBENHY 2 standard , Bl BB standardg#5ik# retry_mode ( #
BHMretry_modei®E ) , M W regional B5/k# stsRegionalEndpoints ( £ &
M stsRegionalEndpointsiEIE ) .

<& AWS SDKsFMITE

T%| SDKs XEATEHRFTRANEMRE. S5 MM BIARR. BERAR Java B9 AWS SDK
M EAR Kotlin B AWS SDK EX EBIEM JVM RGBHERE.

SDK X&E REREZEA

AWS CLI v2 )

EAR C++ B SDK = BYRJZME : stsRegion
alEndpoin
ts . s3UsEastl
RegionalE
ndpoints . tlsNegoti
ationTimeoutInMill
is o

B AR Go V2 B SDK (1.x) = SEARFEI : retryMode

. stsRegionalEndpoin
ts . s3UsEastl
RegionalEndpoints .
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SDK x&E

BEAR Go By SDK 1.x (V1)

AR Java B9 SDK 2.x

EAR Java B9 SDK 1.x
18

HM JavaScript 3.x By SDK

A JavaScript 2.x B9 SDK

i
AR Kotlin B SDK

BEAR .NET 4.x 8y SDK

BEAR .NET 3.x By SDK

EAR PHP #y SDK 3.x

|

fim

7|

i

7|

|

fim

fim

i

(CEEEES -

B ARHKEIL : stsRegion
alEndpoints .

REE{LRIZE : stsRegion

alEndpoin

ts . s3UsEastl
RegionalE

ndpoints . tlsNegoti
ationTimeoutInMill
is . connectTi
meoutInMillis A
connectionTimeout o

SEARKREI : connectTi
meoutInMi

11is , tlsNegoti
ationTimeoutInMill
is o

SEARKREI : connectTi
meoutInMi

11is , tlsNegoti
ationTimeoutInMill
is o

SEKRRME : tlsNegoti
ationTimeoutInMill
is o
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SDK TiE BN EZEA

B Python #J SDK (Boto3) = SEARREI : tlsNegoti
ationTimeoutInMill
is o

BAM Ruby B SDK 3.x =

& AR Rust B SDK D

BEAR Swift #) SDK B

PowerShell V5 f§ T & = ZEREBZE : connectTi
meoutInMi
11is , tlsNegoti
ationTimeoutInMill
is o

PowerShell V4 I T & = SR ARBTE : connectTi
meoutInMi
11lis ., tlsNegoti
ationTimeoutInMill
is o
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