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A2 SDKs MITEZEBH ARG ARAEBHARNERLA - LE R,
REEITESTIHEEER

o 2% E AWS SDKsHITE — ifafEAH A configfllcredential sSERFIREEHRBRELRHN

AWS SDKsHM T &,

- £/ AWS SDKs MITE#ITS 7 BRENEFN - BEULNEXNBR T EESRFER #THE AWS B
Al #4T & 25 B ¥ AWS RS,

- AWS SDKsHITEEESE - TARSG T RIFNEBNAIEEELRENSE,

- AWS BA#TE (CRT) 2XE - £/ AWS BAZITH (CRT) BXEME , AIHL%FFHE SDKs
M.

« AWS SDKsH T E#FEHR HE AWS BB EM (SDKs) M T EMNMERBRMRAZES , 2FT
B MY (1oT) SDKs R HE Bk,

Itk AWS SDKsHI TEZZEEEERAEHANZE SDKs I TEMERAER, BRTIHEBRNWEMAE
A EEFEREERAN SODK R TENISEER, ATREREETEGHBEMEERS SDK #
TE:
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. {Z{ SDK T & AWS SDKs#I T Bt EH%

. AWS Cloud9 2438 E AWS SDKsAI T &
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HEF , F2ELRPH Tookit FAEER. BEE—2 7L IDE REA Amazon Q , F2H
{Amazon Q B A E1EF) FH IDE FEHEEA Amazon Q.

AWS IDE Toolkits #1 Amazon Q TSR EMEFEHA FimiERER | LB AR AWS Toolkit F
Amazon Q IRASHIREKR, IENEREBLEE AWS Toolkit 1 Amazon Q B fEFAE R

EEi—% T #EFTE IDE Toolkits #1 Amazon Q AWS INERERE R , 2/ aws-toolkit-
common Github EZEHH commonDefinitions.json 3.

WZES{E AWS IDE Toolkits 1 Amazon Q ZE{RERFTULEERYE R BRIV EFMRE R , F2B T % AWS
Toolkit GitHub EFEEH M E R X4 :

« AWS # B Amazon Q B Visual Studio Toolkit
« AWS Toolkit for Visual Studio Code VS 2R 1 Amazon Q ZE{HR#E#H
» AWS Toolkit for JetBrains & A JetBrains B fl Amazon Q #\HE

* Amazon Q for Eclipse

TE AWS (B A FER E L AWS RFB ATt g REBANAFmERNER. MESEMEE AWS R
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2128 E AWS SDKsFIT &

£/ AWS SDKsHIH At AWS BiZ AE T E , i AWS Command Line Interface (AWS CLI) , &1
LAERRRF AWS APIsE B, T8 , EEREEMZ A , BULEFRAATERNWREMENERARRE
SDK 5T &,

HERALETIIEE :

- BABREF , TREBIFUAPIHNAS. BEABERARMNEZESR AWS AMRSF[HFER. EHLEHR ,
2 AWS #EREN S0 |, WA SUEEEE MBI R, AR, ©a BB R AR T LS
.

o AR EH AWS CLI 2 SDK tM{AEEEEER, FiXERWMAVE ( BHME AWS FRIEiwE ) |, AR
RENE RO EN HtEREEMENA,

5@ SDK A TEHZEZERR , EUTURARREAFENEAERNBERET . FLERFHRN SDK
FTEMSEE—K , BXASEZ TR SDK KX , LAEG MAIE R N FEES.

T8, AWS SDKs I TEXERBAB ARG UANTERFTETE RRE. FERETINEE :
FE

- FERAHXA configl credentials & RR LR E AWS SDKsFI T E

- SRMEE AWS SDKsconfigfl T B i3 B McredentialstE B v B

- FRAREEERLIHEETE AWS SDKsHITE

- £/ JVM REBMHLIHERE BAR Java B AWS SDK H 5B AR Kotlin # AWS SDK

FRAEA configHl credentials ERR TR E AWS SDKsH]
I&

M AWS config Ml credentials BRRETUA AWS SDK T EEES 7 BBENEENTE
RE=R,

# A configM credentials BERITE—MHREE. REER—HHEERE , AR AWS SDKs,
AWS Command Line Interface (AWS CLI) MEft TEHNEH, HEESEZRIFZERE , UEEZER
ZRERRRE SOK/ TENELER., ELEERR "#A, K FAELESXEMAELAHIRELN
EAEARER. BFIESDKs,

#H config M credentials %R 4
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HAconfigMcredentialsiERMRMNFIER , E3E ASCIl Ft (UTF-8 ik ) . EMEAE
EBA IN EXZNER.

R E

HA config# credentials BRAMVRERBERELHEEY, LN E ERPERSERE
18, MBI TENRERRE , AEAZTRNFARRE,

[default] BEAREERERARER K RELESTES SOK AT EREMEANE, St RV E
BIMVERERE , WEKRBEHESE, SEKREEHITURBENEAEXNRGERTRNRENE,

(® Note

[default] REXSEMNBER, MEEAERISERER  defaultARBERESEA
SDK EAMERREN. CTeSEANERERMGEMRER, MREE [default]R
EREGRERLER  BAEESRERTEE  ANCEAEERENE  FTeRERME.

REERKRER

[default] REEMZEEERERTUEERBR —EERD, HTEXNGE , BEATHIERER
ENERERXENRTEFEANRERRE. A B, t U EEXBARSED S PIRIGEERE
AWS CLI,

BBERETHED—EREZEIINAE

AWS_PROFILE - IRIEEE

ENREBHREAEARERER "KL B, ATE SDK BXHBM AWS CLI e S HEEAKRE
EPRIERTE.

ERHSHERERESEM Linux/macOS &4l :
export AWS_PROFILE="my_default_profile_name";
BEBBHTIREREESEH Windows 4

setx AWS_PROFILE "my_default_profile_name"



https://wikipedia.org/wiki/INI_file

AWS SDKsH TR BEEE

aws.profile - JVM R B4

R IVM LB AR Kotlin B9 SDK FiB AR Java B9 SDK 2.x , A A% Eaws . profile & B
., HBREHEVRBEAFPKE K SEAESREEFHNERE , RITENBIEERE. BAR
Java 1y SDK 1.x " E L R,

(® Note
MRENEABERNURATZEARARANARSEL , RAZBE—REAEBRER , MF
R ERE, ARRERESABARETHEMN AWS ERAEXER , ¥ EELRAENZH
HA. At , MIREMAERERARANEARRER , TRSESPREHMA, BTHE
EEFER , FEHXHAconfigRTFERERHRE , ARERABPRELEGHERE , U&
ERAEXTEAZXERERE, IRENERRELEH VM REBHEXEBECNEARR
AT AEARESBE VM REBIEREREEBRER

AR RAVIE
config BREHEMRBEER. ERRELHRELES  BEFEIREHHERERIIAL.
config HEEREMEA K RMMI PR :

- EERFHFTEEEYEA setting-name=value B —f&F R,
- BULESINFEBEERHFR (#), AN EFEE,

e E

ERERRHEBEAZRERSNT. BERERIINGER () RENER]. £ERR , FERE
HRBANFNERNETEAE, EUUERAFTE, BF. EFHR () - MEHK _ (), BTEEAZER,

[EEREA : default
HHERERZY : [default]
[default] RM—FEEprofile EREBITHRERE,

TH&EHIERER [default IFRERWERconfigER, EEFE regioniE. ITZEREZET
F—EERERALNWERE , FRLEEEEN —H 5.

AR AR 6
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[default]
#Full line comment, this text is ignored.
region = us-east-2

EERFEA : profile
EHIERERRY . [profile dev]

profile ERERIIREREREHE  LKULUEAETEANRERS, ®BE - THERRER
F2RERER LA -8,

THEHIERERprofileBRERIIME R 2R EEconfighiERfoo, KITRETER S —E
ERERESILENARRE , BRUMERREEN &2,

[profile foo]
...settings...

BLERERBCHERTFERE , ST IEHRSINREMFE, U—ERNZEERMBEHTE , &
FERERRHAZE BB,

[profile test]

region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000

[EERER : sso-session
FHIERERY : [sso-session my-sso]

sso-session BERERINEWME —MARE , BLEARREREELUER BT AWS EAER AWS
IAM Identity Center, MNEREE—BASG I RBNFMENR , F28 £/ IAM Identity Center B F
AWS SDK M TE, REEHEERSI B/ EH EREEsso-sessionEE , HA sso-session 2FK5|#
Msso-sessionEBERNBHRME , HlW sso-session = <name-of-sso-session-section>,

THEHGRERER , FARE "my-sso" WFHFF , BE "111122223333" iR F H "SampleRole"
IAM BEEH AWS B2 AER, "my-sso) sso-sessionEBERETE profile BERF |, M sso-
session&BUBESE,

[profile dev]

AR AR 7
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sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

EER¥ER : services

EHIEEERERY : [services dev]

® Note

services A ERBBFIENRE BT , BEBERANIELIBESDKs MITE, ZEEFI
NEE RS EANER SDK |, 520 L AWS SDKsH T E LUEEBREISENIHE,

services ERERVEARTE AWS IR B KRBT mBNRERHEATE. REERRSIE/EHE
EHservicesBE , HH services2E5|# , MservicesERMBWREE , HIIN services =

<name-of-services-section>,

services BEEREHE— S MK<SERVICE> = {THBAFEER , H <SERVICE>RZ AWS MR 3 BI%&F

RE|#, AWS Hﬁi% BBIFRLAPI BREK AEfMserviceld , FERBMAES %HM&:%F FCRIE RN
FIEFRBARNE, NMEETH services ERFFEANAFERERINBEBNEE , F20 RESER
HOEAT. RERNBSBEAEZEEREE  BEZEBE I LBEHEREZE

THEHIFER servicesERRFREmE , LAREY RFERREA Amazon DynamoDB XK. &
"local-dynamodb" services EBEH , Ff services&BKBMWBE profileER., AWS R
% EBAFRS|#A dynamodb, Amazon DynamoDB fR#& ¥ EE# 1T dynamodb = . AR #
ERHENIIBIEEXFERD , WEARKRE.

[profile dev]
services = local-dynamodb

[services local-dynamodb]

dynamodb =
endpoint_url = http://localhost:8000

MEBRAMAENFEET , F2H BEEBEN RS,

AR AR 8
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EAERERBK

credentials BERMWRAIBEEconfigEERMNAAMER , EREEERNHABERREF profile,
EAFfEGBECAREREERBEAS, TIHMIBEREA NREEERCcredentialsiE®Efoo,

[foo]
...credential settings...

RETIHHERE "HE, IBBNERETEFBIE credentials ER

B : aws_access_key_idaws_secret_access_key, #l aws_session_token, HRISLERE
WA LAMERAconfigERF , ERMBZECHEELBBREREETEAMNcredential sEERH, U0
=R K BUUREERSEERREHERNF,

Ty &EHEREE [default]FREEBHNERcredentialsiER, ©TERE
aws_access_key_idaws_secret_access_key, # aws_session_token £EHRE,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

ERIERABE credentials BRAFEHEZRERD "default, |, LLENEMEREERSEFERAME
EREEEBZconfigRPNEMRESH. NEMEERIHELANEEIBZRERNER
A RRERTHNEREASELIER.

SHMEBE AWS SDKsconfigM TEWHEAFcredentialsiER
R AE

H A AWS config Ml credentials EREMNFER , IHRE AWS SDKsHM TEWHEEF, &
EREEBVACRIEDWAE H SDK ERBREEZRETHTH AWSCL s BEEFER. fI
m , EEE SN ER ESE Amazon Elastic Compute Cloud #1117 {E 88 L Fa 285,

E SDKHTEHTHR  cEREELERIBAEMAITANBERE, MRERHAREE , AERER
REHNTEGEDEVESIESR,

RIBFARR , BRAURES WERRAP . aws , ZEBRVRIEN homes EHEERRKAF,

EARPEERR 9
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ERRM ERNERNENER

Linux  macOS ~/.aws/config
~/.aws/credentials

Windows %USERPROFILE%\.aws\config

%SUSERPROFILE%\ .aws\credentials

X B sEAT

~ BIELU TSR T AR E B SHA7 -

- FREIER

. BEREE /R FARESRHR. £ Windows £, ~/ R ~\BEMHEE &,
HE B 56, ERETHIEY

- (FTE¥A ) HOMEREEH

 (Windows & ) USERPROFILEREEZE

* (Windows ¥#& ) HOMEDRIVEFI HOMEPATHIRIEE &) 5 1E ($HOMEDRIVE$HOMEPATH)
- (BB SDK KT EIEA ) SDK L ESEMN I BMITHBREH

MEFRENEEZRERBWHEEIEE (HlWN , ~username/) , ISR ABRNEAESBHE
Bk (a0, /home/username/.aws/config).

SEELEERNTERME

BAUEATIMEMER RBFELERH SDK K TERPHEANVE,
ERREEY
TIRBEHUREARELERNUENEBRERELEABRE .

« config ERREEE . AWS_CONFIG_FILE
- credentials ERIIRFELEE . AWS_SHARED_CREDENTIALS_FILE

* B SR 10
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Linux/macOS

&R LAFE Linux 3 macOS E#ITRIEH B RIEEZNRULE

$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name
$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows
&R BATE Windows E#11T T 51 setx s H RIEEBRLE

C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name
C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

NMEERAREBBERERMNVFRENR ,

5 JVM REEEM

HRAE JVM EHTHE AR Kotlin 8 SDK FliEAR Java 2.x B SDK , A LARRE T 5 JVM REEE
% BEEERNNVERBBRAREEFEABE

B2 FRRESERSITRTE AWS SDKsH T E,

« config % JVM R&BE : aws.configFile
« credentials ERERESEE : aws.sharedCredentialsFile

MEWMMEEE JVM RFEBHEMEREA , 552 [ the section called “QAIERE JVM ZREFEEM", BAR
Java By SDK1Xx T EEERFKEB M.,

FERIREE R LITEETE AWS SDKsFMITE

RESHREHEE—EAHX , IEEA AWS SDKsH TEREEHABRBZEMEAER . RESHEUNE
BRETHRIERSERREEREAAREIERH. MEASZH SDKs XENRELYFE , F2
B RIREBEE,

BIEAE TIRF

- MREFEAREEBIEE , CEEBEBMHEA AWS config M credentials BEHWRTEER
ABRE[E,

RBESY 11


https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx
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« MREHE AWS CLI S8 B5I LEA SBRIEERE , CEBRREHEREEHTEEERPRER
HYEfIE.

AR ER IR
TH#ARBMTABERERERERERY,

Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQOEXAMPLEH4ao0AHOgNCAPy. . .truncated. . .zrkuWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2

RERZESBELEFEANEE , BEE Shell TERBRERIEICEZBBRAHMRE, &7
LATE Shell WRABIEETTRPREZH , REMBERRN THERERZEEN.

Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE
C:\> setx AWS_SECRET_ACCESS_KEY wJalxrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
C:\> setx
AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk
C:\> setx AWS_REGION us-west-2

A setRERFLUYSLECEANE , ETFENSTRAITERRER , REIEEBERE
RTENERL, FH setxRERFEEUSLFRNDTRTIIERBRNEERTHTREILN
FESTRATFERRTFEANE, TEXELITHTERCHTHEMDS Shell

PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"

PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

PS C:

\> $Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401
PS C:\> $Env:AWS_REGION="us-west-2"

WRIETE PowerShell RRFLHREREEE (Wl —EEHIFTR) , ERAEHEE B THEERRH
FZYE, BEBRIESYEREENE PowerShell M SR IF L TR ISEFE , BEA

AR ERE S 12


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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Control Panel (##|E1R) F# System (R#f) BAER., HE , BHE A SASEEETEE PowerShell
BRERE , BFIBEARR PowerShell TERFERBREEE. IFEEBEHRESEIE TERRFER
I EFAERR , 55288 PowerShell X4+,

EMRF[RESHEE

MREEAEARBEBETRE  LEFEMRERREBNEE, RBENESR K HREELARSF
PEATHRERS  BUUEATENRBREENFIRESY , BURFEERRE,

fign | £/ AWS Lambda , EREEREREEE. NFFMEF , F2H (AWS Lambda 53
ABEIERE) PHEA AWS Lambda RIEEH,

HEEARFRED  CEEUTUERERETHRHESWT , £ serverless.yml BERPRE
SDK IRIFEH, WFE serverless.yml BRMNER , F2REMBI[/EE P H —REBEE,

EREERAPERHRRERTRRESY  FRFIRE —LE-GH  fINEESNHTHRREEZDA
Lambda GEZAVHE S, FRLSREERNBTRE LN , WHENARERRESH , UREEHEM
PR,

A JVM RZEBHELEERE EAR Java B AWS SDK 1 BAR
Kotlin B9 AWS SDK
JVM ZEEERES—8EAR , ATE JVM L#H1TSDKs IsEHERIEBEMEAER , Hl0 BAK Java

B AWS SDK # i# AR Kotlin B AWS SDK, fNZE SDKs X#EH JVM RiEBMHEE , F2RHRES
%,

BEIRAE TIRF

- MREERHE VM REBHEERTE , CSBFRBEFHBHENTAE , REHA AWS
configMcredential siERPHRERE R ANEAIE,

- MREFEHREEBIEERTE , cEBBMHEA AWS configflcredential sSERHPWEREREH
AREATE,

WAEERE JVM BB

BALLEBZEAARE JVM KRB,

EARRRREBEERTE 13


https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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Eaw5l L

£/ -D Yl Ajavatn H ik , BT LERE JVM REEMY. RIELPHRBREXNBHHNE , T8
THRTEHEAEREAFiK AWS Bif £HRE .

java -Daws.region=us-east-1 -jar <your_application.jar> <other_arguments>

MELABERESME VM REBYE , BEESR-DIR,
ERREZH

MREEEFWGTHRWUA JVM REATEARR , BRI LERAIAVA_TOOL_OPTIONSIRIF 2 BIRER
EwmSIEE, A EBRARE Java BITRBHIT AWS Lambda EERERHR JVM FHTEXBE
Bio

THEfEstEREREAFK AWS Bif £HRE , RFCHBRBSEABHNE,

Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"

RERESHFSEEANEE , ER Shell TERRERIED LI BHERAEMEE. &7
LATE Shell WRABIEETRPREZE , REMBERRN THERERBIEEN.

Windows Command Prompt

C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1

A set RRERESBEBEFEANE , EFEMND TR TATERRER , REINGKEH

REATEMNERL. £/ setxFRERREY , TEFRANG TR TERENEEATHTR

BUNFIEGTRAITERRDEANE. TERELHTHTERSHTHEMD T Shell
EHTRE

BB A LAER System.setProperty FEERERNBHABITRHERE JVM REBMY , I 5 46|rr
o

System.setProperty("aws.region", "us-east-1");

WMAERE JVM KRB 14


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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AWS SDKsH TR BEEE

£ AWS SDKs Ml T E# T 0 EFENFZE

EEBIS AWS SDK EARXRMEM AWS TEREA B AWS I , LAERUEABRTANR
BHK AWS, BTURBRXBHTHRANCTROFIE , UTANARBE AWS BRHER
HETAWS L

EABATEABN S 2REFRIE ( F1E F AWS)

- M IAM Identity Center B33% AWS SDK 1 TE - kAR L REEBK , RMOBEZREMER AWS
Organizations ¥ &L IAM Identity Center REEFTE WFE AWS tRF, BUUE DEUFRHE
AWS IAM Identity Center, ¥ Microsoft Active Directory, £/ SAML 2.0 &2 E# & (IdP) , =
ERIBES EHY 1dP AWS tRF ., HERELENEFEEXZE IAM Identity Center , FF2E HHAWS
IAM Identity Center i 25 #1#ii Z2Amazon Web Services —fi¥ &%,

- f£/ IAM Roles Anywhere Bt 5 AWS SDKsHI T E — & A LAEA IAM Roles Anywhere 7£ IAM HER
SREZEEAER , ARE ASBHITHRRKR. SRVEAEXNSIHEEH AWS, BEEH IAM
Roles Anywhere , & TEE HAEFEA X.509 BFE.

- A AWS BAERRETAE | LUEBE AWS SDKsFI T E - B UgE IAM A& RERFEER]
BESE L AWS NEIR,

« A AWS FEEIRRERE AWS SDKsH T & - WA H @K A aEE i AWS ERZ 2 AR H
ftbi# IR,

£ AWS BRHPHIT 2R AT & 2 BT EER

MREHERNBE LHT AWS , BAERTUEBRMGENERAREN. flin , mRENERARRE
‘E7£ Amazon Elastic Compute Cloud t , M B EEZEREREBN IAM A€ , IR AERNSEBRM
RIS ERRER. Bt , RLEFEH Amazon ECS 5 Amazon EKS &85 , IAM AN EAERIE
ATLUEIB SDK B AERREMHERE K ARSABTHWEIBEHES.

- £/ 1AM AERERFEIEE Amazon EC2 WEAE - A IAM A&7 Amazon EC2 #{T{EE L
ZehBITEARRN,

- A LAEHA IAM Identity Center ATEXERET A RE AWS BB, 5RO :
- A REFLAAWS CloudShell#14T AWS CLI @8
- FERAURAREREAZRGEZE , FERBFEH Amazon CodeCatalyst,

BB Web B S REELITEDERE - THHAFHRE Web BAEN



https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
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NMRESERVEEFINTHEAEIIAF KR Web BERARER AWS , FEELNEARER | UE
5/ Web BtE B0 BVREFE KRR AWS Z2EAER,

BT Web e85y , ZRAIFERVHITBZARE , AIEBLACHERAES S, Rz , EAEX
FERETUERAANZHIAR G pRMEE (IdP) EA , #10 Login with Amazon, Facebook, Google =
E{EMEE OpenlD Connect (OIDC) tHEH IdP, AT IZWE »RIBEFHF , ARBEAFHEIMRS
FHERZEZAER AWS |, ZBAEHNEHEZEEFTW IAM A€ |, UERE dHEIR AWS ik
=

EETHRUNAAEZY SDK R ITEREWIEER |, FF2E FH Web &%= OpenlD Connect I{E A B LA
ERS% AWS SDKsHMIT E,

HRATHERRER , BHZEB MM Amazon Cognito, Amazon Cognito £ E &2 &L A |, W ABHITK
BoleITE, MEFMEENR T2 (AM FERAEEE) P Amazon Cognito ARITEIERAE
o

EBRFREENFEER
IAM EREREMREATIIEELLEH AWS ERFIRHNE

- IAM 55 (ERE, EAERENAS ) - THRERSIHNEREZ AWS,
- IAM HFNZE2REER - REAFSEEELHFE AWS EFRAERAREERNZ SRR

Amazon Web Services —f#f2Z EE TNIEBEMNEREAREE -

- THRIWESEN AWS BEAEH - TRANEXNRGIFINFRERBRANERER.

EFHH IAM Identity Center ZEE 5 % E# (TIP) A X AWS BRI

- EF TIP MHERFEAWS R¥ - MREEA Amazon Q Business S H X B ZET 5 2 EEN
REELEAREN , WFEH BHRN Java B AWS SDK = BA M JavaScript B9 AWS SDK , &1 LA
A TIP AR R RERS,

AWS E#E=R ID

B AWS BB R ID #i7t AWS IRF SRS REERBERYNEM . #HAR AWSIRF REZREY
AWS 2ERNAEE U RAELERREZLRAR , B AWS EER ID RREHMABA. ERILERA
BAAWS ZER ID , U FHHZBASTEMERE , Hl20 Amazon Q M Amazon CodeCatalyst,

AWS E#=R ID 17


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
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- AWS B A (fEREEmRM) PHNEA BA AWS BZER ID - THINMEYMER AWS ZE=xR D |,
ITHEEESR IDRENAR.

« CodeCatalyst = - AWS E# = ID £ Amazon CodeCatalyst fEF &R - 7 f## CodeCatalyst
mAER AWS BHER ID,

£ IAM Identity Center & AWS SDK 1T E

AWS IAM Identity Center 7EIFAWS EZ IR LBI% AWS ERRENFRE AWS BEABRNE
JmAE. Bl , EEAMRBIRREELU. WRERE AWS ER LETHE , 0 Amazon Elastic
Compute Cloud (Amazon EC2) 5 AWS Cloud9 , RFIEZEXERZIBRBEWMEBEAER,

EARHEBRED , BEE IAM Identity Center 77EUE |, W FH AWS FEAOMLF |, AEH SDK
= T E#EITERE AWS CLl,

« AWS ZEA O 2B FE)E A IAM Identity Center 8 Web &, URL 914 d-
XXXXXXXXXX.awsapps.com/starts your_subdomain.awsapps.com/start, &EA AWS
EFRAOBLE , ZUURGEEAXEAEREN AWSIRF Ml A€, WEEFFER AWS FEAO
YL RENS SDK/I TE B9 BREREFATENERE,

« AWS CLI AR E SDK ST E , LA IAM Identity Center & 2 BB H TR NBE R HA API I
W, kt—XHUBFEEFENEA AWS configER , AERELHTEABEHRERAREFRT
B&A,

TORIRHF

FIALLERF 2B , BREZEZK T HIRE

- MRERE AWS IRF |, Fatfflt AWS 1RF,

- WMREE KRB IAM Identity Center , F54kf AWS IAM Identity Center £ & B8RS REMA
IAM ldentity Center,

£/ IAM Identity Center X ERE R FZET1EZE
SB1 BN FIERIEENFTE

BETHHEHF-ELARFEUERN AWS BAEH,

IAM Identity Center B&&& 18


https://docs.aws.amazon.com/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.aws.amazon.com/codecatalyst/latest/userguide/concepts.html#sign-in-concept
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html

AWS SDKsH TR BEEE

IR EEIBE IAM |dentity Center 2 3 17 HUE

1. BfEAWS IAM Identity Center  fEREIEM) FHEATEEE IAM Identity Center B 27 EE
AEFE , Ui ERENFEEEN A,

2. AdministratorAccess FUETEANEHHEE, ke K BELEHRAALES
K PowerUserAccessifAl&E | BRIEECHEZTCALBNEN HITHFTE,

BREEMERMELE & FIEETERR IAM Identity Center B 818 /F , 1BIEX :

« EBEEBYVAdmin teamBil , 55BN Dev teamBil , Y EZ BRI RPE,
- BULEARENERE  BAEGERERIEEHDev teamBiil,

BHEAdninistratorAccessiFalE | BB PowerUserAccessH A& , WIE 2B RIE
RAERER,

&, ERZERTHIER :

« Dev team &#H,
o HEEE Dev teamBE#HRIPowerUserAccessiFrA[ &,
- BWNERECHIEE Dev teamEiil,

3. BHAOW@PWEIETHEREA , L&EE Administratorsh B9 AWS tRF 1 1&
IHPowerUserAccess, A T E/SDK PowerUserAccessHBHiER ,

KERAWS AILLEBBENEEZEENBE B 51RME (70 Microsoft Entra 3¢ Okta) 77EX

AWS EB G REENAOBLEAN . NIRENEREESERTE PowerUserAccess ( A
B) 9, Z2EILCEEEHAWS IRF B MIff &K, Z2EHFITEEBE  BREAZTUETF
B AR EF A X FEUR S HIEE,

HEBEE, TREELETEARR , AINTRANAIERRE, FETHEEEABETIE  Fhis
18/ IT BB SR,

BRERLAWS AIUEBRNEETEEHN AWS FEA O FE
BB AWS AWS ERAORUEEAN . EEHREEBE R T PowerUserAccess (IR AE) #R |

ERENCERTIN AWS IRF NFTE, CREXTELRS  ANEARFTATDANESR
RE AR ERIES 0EE

5 IAM Identity Center 5% 22 = 38517 EL 19


https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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BERKaEs AWS EBHRRNETEENBS S5 B S0 RRHERFR

IR IR 1T BEBS KRB,
HER 2 : 3T SDKsHM T ELUERA IAM Identity Center

1. TEREMER E REKHE AWS CLI.

a. F2BIAWS Command Line Interface  ERAERE) PHZE SN EHRFHRAR AWS

CLl,
b. (iEHA) EEREAWSCL REEEFEE , FHRGTSRIRIETEHIT aws --
versionii o

2. BAAWS EMA Q@Y. ENEETTRESRMAL URL , A UKRSR 1 BYFEHE , &
EFEHPEBL URL, B8R E |, 557 https : //https://console.aws.amazon.com/singlesignon/
BRI L SHAEWAWS FEA O URL,

a. £ AWS ERAOM@MMNIIRERSIESS  ENEEENERRE, FHENAGREEET,
BEENSRURESHRINEAER  IABENTFIUENSERNRFNR. FHAELEES
BPowerUserAccessiF Al , ERENEFTEINEMFIE | LERABENREERT
A,

b. EHEEREFYHFZAED | 1 EEMacOS M Linux =% Windows , EBEURAREHNIEEZRK,

c. 1ZE# |AM Identity Center EAERFE , LEB T —EFZBAIEMN Issuer URLA SSO
RegionfE, & : SSO Start URLWEE BE#afFEHIssuer URL,

3. £ AWS CLI &p SR RH |, #1T aws configure sso@m$. HEERE K BALKE L —ESBE

PIREERAEREE, MFTLL AWS CLI tn FHFFMERN , 528 FMHaws configure ssofBEFHE
B ER

a. &¥IE/R SSO Start URL , AR AE ENBM{EIssuer URL,

b. ¥R CLIREERRE , RAEBEERBRE Ass4, MFNAREERER (BB ) REE
R HMEBRESHNET  F2R HLE,

4. (EA) EAWSCL WSRRFH , #1T aws sts get-caller-identity = LARERR
AR ITERERES D, OEESEREREN IAM Identity Center FFAI &,

5. MREBEANE AWS HEREH , FEFBRREPRACHRBEHEIEBAREL,

a. HREL SDKs, SSO0IDCIEAEA SSOM SHMEAHFBELNERER , FTEEFER IAM
Identity Center 5838 . MEFMENR , F2EEMWIIFE SDKo

5 IAM Identity Center 5% 22 = 38517 EL 20


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://console.aws.amazon.com/singlesignon/
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso

AWS SDKsFf1T & ZEEE
b. WMRBEREBIRTE WEEHE AWS |, FRBEIH A AWS credential sEREEEEMA AWS

EHSH, HRTHEEANEHNREHEEEELIER , SXAEABREIMFEEAER  AREHS
RTEFEMEA IAM Identity Center EAEHL,

MFERATHESDKsM TEMAIEANEHRBEEABERNBTAER , 5B H |AM |dentity Center &
5 B I AT SR AWS SDKsHI T &,

EEEEEHAconfigERPERIE IAM Identity Center RIEEFRE , FHSEAIERIAM Identity
Center BEREMEFH .

EMEEADMGERIERE

BN EFNGEREEH A RAREAINTELBI S REHR, EHBHRLER  BURNERENT
EERRE, fEEFERBAENBEFMA ORI TERE , 556£R AWS CLI 81T aws sso

login@i®,

B LR BFEE R IAM Identity Center FERA O #8h TERS B ISERF R MEF T £ THERS R ISEREE, E
AEREGANBTEINBNRE K ZBIFEBRER FBHEA AWS CLL, NMEFHENR , F2E
{AWS IAM Identity Center fEFEIER) P T ERE :

* 1AM Identity Center TAEREBRIGEIFRE - SREEAE AWS FEUA DL T/ERS BRI I8 B
« FUEIERBRSERE - RE TERBRSERE

IAM Identity Center & 75 B 3 fN Al fi# ;R AWS SDKsFIT &

FEBAHY 1AM Identity Center 758

T SUHTRE A R BY 48 T S R YR 7 MAR AR AWS IAM Identity Centero SDK AWS APIs K 3244 &t #f H o
—& 5 BE RS L AL IAM Identity Center TRINEHE, MEBEEMBEEBEREEHLY,

TRETFBERZBNAHEEREB

IAM Identity Center & 78 SDK AP| &% iR
Identity Center o) HACEHTE AWS E—%&

A, {E sso APl i B ZE=EEER
BHEFEHKRER , LLARE¥E

EHREAOMLFITERR 21


https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
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BEES

IAM Identity Center & 78

IAM Identity Center £1## &

AWS FELA O #8¥5 URL

IAM Identity Center Access
Portal TEREER

AT ATEE THEREER

ATATERAEH

IAM Identity Center B4
%

SDK API &£ 78

BomE TERE

AWS B AEHR

sigv4 E A& ¥

SSO EABRREME

iR
. MEFEFHFMEN K F2H
{ AWS IAM Identity Center &£

F#&1E®) FH 1AM Identity
Center EFin Bo

R

o

SEE—ZANER

o &
ann

IAM Identity Center &
FHME— URL , fln
https://xxx.awsapps.
com/start . EAILAEA
IAM Identity Center & A B
BALLA OB,

6] 2 AR AREFEIMF R

BRAREM TR AREST
AWS BR#§ FEILEY IAM TR
B, FEIEXFHTP , B8
SEIEFEHELES AR
THEREER . -

BRAREAEBRARKS

B AWS BRI mEOYmy B A E R
( BBIRFTAE sigv4 AWS IRT
calls), EIEEXFIFmP , &7
EEEIETERILES A

BEAER. .

WAEEEAER , SR
ThRERY KRB AR

T f# I1AM Identity Center & 2 BR 5%


https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html#renamed
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html#renamed
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T #) SDK ZE A E R T AWS IR

IAM Identity Center API &332 sigv4 BABRNEARFTHEEAER . KZH AWS R#E = sigv4
APls , B —LHIHAMR , Fla0 Amazon CodeWhisperer 1 Amazon CodeCatalyst, A TEREAZEAE
REMER , XEER HEAEXENBETAZSE AWS BRIE i AWS IAM Identity Center,

B AWS FZERA O 4835 THEREER

- ERENEAERZEATERE , UREBER

« £ AWS Command Line Interface () M aws sso login@HFAWS CLI, MREEREER
R TERER , ESRUEFTHY IAM Identity Center TEREER

- ERREBFHNIERRRE , £8WSIRE IAM Identity Center WEFN B ERBRMEFEER . AWS
CLI hEEAFN FEER N EHRBEEENER SSO RELJSON £ |, WEHA# SDKs £/,

- MRLERKREEATNIERE, AWSCL i EEEERARENITERE , YSEREN TR
BB, EE T MIMERE IAM Identity Center TEREBRHNRE , 52 BAWS IAM Identity
Center { EAEIER) PMREMHE AWS FIA DM THERBRNSERE,

- THBEBRRELREERE 90 X , MEPDHEEZANER,

R FHBREMHWMTES AWS R FILKEAER

EEHTEE/CSEREN A F Y AWS R i | SDKsAZFEEEFE . B IAM Identity Center /&
BANTEREH A AWS configiE RWFTIEELEEEF , IAM Identity Center @ A RFTEAERNE
#Fo

- BYRAFRE , EAERBETEFEEIATRBTK.

EEM# A IAM Identity Center B —& A#EHY sigv4 APIs BB AE R , BREMGHS A IAM Identity
Center FELFEAFREVE IAM TIERSER, It IAM T/ERERBAFTETERE , ©EBEE IAM AR
IR SDK 9 AWS ZEUE,

o FFATE T EREERISFERSRIEE IAM Identity Center T/EPE EBRISER B R E,

- BETHRIMARREFTETERERBERRB , 52/8AWS IAM Identity Center  fEF&EIER) +
MBRE I ERBRFERE,

- FBEE , EAZH AWS SDK API X #bH | SF AT EEAER BB RAWS B AE R sigv4 BAE

T f# I1AM Identity Center & 2 R 5% 23


https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html

AWS SDKsH TR BEEE

FHEEAEREH IAM Identity Center API 9 getRoleCredentials FEIL{EEIZE SDK, SDK #9f Fif
Y E A IBER 1AM AEREI AWS BRHE , FIZIER Amazon S3 S EIRF R FREFTR. AR
YA EEERELEFITEBREREE , ESFTEIFREBHAL.,

TEFEERBHIM BRI

/8 BRSSO AR &R | £ IAM Identity Center RS E/ N EFEENESFEAENREER A
EHMEE,

- MREMFHE SDK ERFERABCIBE , Bl SDK A EMEEFHAREZMESNNFIFE
. IAM Identity Center &% B ZIB FAFEEM IAM Identity Center ZEXLA O A5 TER BRIFE R
EHTHER, MREHFEEZFRIBE , IAM Identity Center 8L 58 —EFEEZERT O &,

- WERERARAREFRERAAFRNFIRIFREE , IBTHAFRNEAER.

i , 1R IAM Identity Center FERA Ot TEREREEBH , AITERFHFNENRZR, Eit | &
EBUHFTERERE, SERRNFUREEERAFENIERRRERKE K ©R2BH (B8
KEGFEE ),

— B |AM Identity Center T/ERSEBH , FMEUFAFRNEXNRHSRREG 2 RE. ERHAF
AHEZRAERTERN, ELBREERNEEERZE , ZFNEABRELIBIFNAFPHLTTREA
ERMNER.

EmME2 , ERRARE4EENNFITEZRALRE  BRAREASEREAMERNRETEA
BER, UERAELBEAER, ERBEAERRARTAFR  EREFBHBRAERNRAEAFK , &
MEA, MERTHNBAERNIEAEREY , Al SDK 04 IAM Identity Center AP SABUS HTHY &
AER, BEEFU AP, EEEFEIER., NRTFREMCDCBH 6 FREASEAENEEENERR
IAM Identity Center FRIFERSHTEV ZERRERL ., 20RZHY 1AM Identity Center FEXA OB THERSER KRB
B, AERTIER,

£ IAM Roles Anywhere E23% AWS SDKsF T &

B LAE A 1AM Roles Anywhere £ IAM IS IRIF LB AE R |, FIWE HABHTHRERSE. BH
MEARER AWS, ZEE# A IAM Roles Anywhere , B TESHMAEFH X509 BFE., BHNEIRE
EBEEREMRFENEENILEEE , LUE IAM Roles Anywhere 3R EA B BEIZME,
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AWS SDKsFI T & BEEE
SR BRERE IAM A

IAM Roles Anywhere RIHtEVEE AFBTZ TEEBSEFNEREAERNSGE AWS, FEHS
SHEBEREMEEYT , DIESHEBRE AM AN REERE. ERNEXTED IAM Roles Anywhere
BEEF, ACSRETFESBEENETT.,

MEREESEHE. IAM AEF IAM Roles Anywhere #HiRE LR | 5528 (IAM Roles Anywhere
FHEERE) PHE AWS Identity and Access Management Roles Anywhere 52 37 15 1F §H 2 A 15K
&

(® Note

IAM Roles Anywhere {2 & {55 P Y #5818 218 IAM Roles Anywhere [RIEFHIE—B . ©
BB A AWS configiE RAPMEREEER,

SBR2: BREEM IAM B

&= Z1E IAM Roles Anywhere RSBl L 2B A& R , 55 IAM Roles Anywhere RRE# & A & # i
BITE, BEAEHIESEE IAM Roles Anywhere N EBREF,

METHEAERHBHITENETR , 528 (IAM AWS Identity and Access Management Roles
Anywhere R E1ERE) PHH Roles Anywhere lUSHRER £ ZEAER,

% Z# A IAM Roles Anywhere AWS SDKs#l B ERIFZ £ 2 AE R AWS CLI, &AL
EHA AWS configiERAERE credential_process §8E. SDKs#l AWS CLI &
B credential_process BRENEFEAERHEMRE, UTHETRERE Wi

#credential_process,

credential_process = [path to helper tool] [command] [--parameterl value] [--
parameter2 value] [...]

BN T EM credential-processi T ELAEE credential_processiEREMAHELE JSON
BRANEERREE, i 8BS ETR  EREEBRETEER. T FEE TS

« private-key - EBBRZILE W,

« certificate - MENERE,

« role-arn- ERBEREAERN AE ARN,
 profile-arn- RRHIEEABRFHNREE ARN,
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https://docs.aws.amazon.com/rolesanywhere/latest/userguide/credential-helper.html
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« trust-anchor-arn- AREBENESEHIE ARN,

EHNEREESRZREHBENALES®, B BRFTE = ARN E AWS Management
Console, FHEHIFEREAconfigiER , IRERBHEX T EHRGEREAER,

[profile dev]

credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-

arn arn:aws:iam::account:role/ROLE_ID

MERASEMEA GBI T EFMER , 5520 GitHub £/ IAM Roles Anywhere Credential
Helper,

WNFE SDK MEREAFNEFEABNREHXENFREN , F2RIAEEEFEAERREHRERN

A AWS EAERRIETAR , UEHE AWS SDKsFITE

BRAGHREA—ERFRELEAERREN AWS SU S L ERNER. SEREEALERNAE
N&#® ID, REFNSRNLZLFHEN. EEE—F T # AWS Security Token Service (AWS STS)
API 5ER , 52 B AWS Security Token Service APl 8E Ry EI1E,

HERESDK T ELUREAE , EXALBRURBRIEREINEEAE, IAM AEHAE Amazon
Resource Name (ARN) B —#i5l. SEgRAtEREVETEKR. £F AeNZIEEERTER
AWS BR# 5 — 1B AWS 1RF ., BEE—S TH IAM A€ , F2H (AM EAEER) FHEA
IAM B,

A IAM AeR  NRESIZABER  BTLURE SDK X TEUFEAHER FHNF,

@ Note
AWS REE 2 E W AL EEiR R WERE SN AWS EF.

BT IAM AR

BEAGE , § AWSSTS BE—iERKEZLEAER, EERAERRAS —ERER K SREN
BEABEERTHHTERIRR. ELF—EIRFHN AWS BAER  BENEAERXFTEENS —
BiRFHFHNERE K BEEEAEERENETAC.
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$B1:8EIAM A6

BERE SDKRTELEEA®  ELALTEUNINEZERINEESE, IAM ARREAAE
ARN HE—FEBlH, AEEE —EERERUEEHEA K BEREEN IRFARBIRFFI, 5EREL
e, F2E (AM EAEERM) PHEY IAM A6,

FER2:MESDKHIE
ERE SDK T E |, # credential_sources BIBEAE R source_profile,

5 % Amazon ECS &25. Amazon EC2 #I1TERSHIREE B credential_sourceBEEAE

o

EFH "% —fEFREEsource_profileP BB EAEHR., source_profilettXEAGHERE K ER
REENKEE ZEZEgFHAREINACKEEE —EAE,

ELEREEPECHERN  HEHZE4STIESEBATHITEHEMN AWS STS AssumeRole
APl I, ZEEBRIACKERMNEAREEAELER , BELH AWS configiERFIEET A
BEE, NESERENFAET  FZRREAEEANERIREERTE—§,

« role_arn-REZLELE 1 REIN IAM AR
%X source_profile= credential_source

- (#H) duration_seconds

- (1EH) external_id

- (EH)

)

« (#H) role_session_name

mfa_serial

THEFIEREAconfigRPMERTESERENERE

role_arn = arn:aws:iam::123456789012:role/my-role-name
source_profile = profile-name-with-user-that-can-assume-role

role_arn = arn:aws:iam::123456789012:role/my-role-name
credential_source = Ec2InstanceMetadata

NERRREACEAERRERERENFAET A F2RLAEEREEACEAEREHRERN .

#EIAM BE >


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
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{#F Web &% 5 OpenlD Connect & & LLER T AWS SDKsH T

=1
N

BERACSRERA—HERZSEAERREFER AWS BUEELIFINER, EERBEAERAE
BEi® ID. AETHEBNRLFTHEK. EEE—F 7 AWS Security Token Service (AWS STS)
API 53K , 5828 AWS Security Token Service API £# Ry E1E,

EERTERHAREMARTEUEEAR  EXAXBRIUSEBIERINBIEARC. IAM ACHASR
Amazon Resource Name (ARN) HE—#&5l, AESHEAMEREVETER. CAXACHNETER
ARER Web B 1R E 5 OpenID Connect(OIDC) & SAML B4, EEHE—F TH#H IAM AR | F2
B CIAM A EIER) PHRTABNE E,

EHRBRAZEAPRE IAM BELR  NRZAGREACEENITRHE  BAUE-IRER
BRREFREZAS , UESERE AWS 2EAEH.

(® Note
AWS REE R B T A EER R WERE S AWS EH,.

£2 Web &% = OpenlD Connect B&

BAILAER NG B9 IRMER JSON Web Token JWTs) , #l40 Login With

Amazon, Facebook, Google , SAfEf BN RIF AWS EAERAssumeRoleWithWebIdentity,
REGCAFRAME , BE IWTsAIRESHBA ID FHAFNFRH. S AIUERARE OIDC REBE A
EHENE D RME (IdPs) BITH JWTs , Hl#0 Entrald 5 PingFederate,

W REAE AR Amazon Elastic Kubernetes Service , ItIhEE R Z IR A Amazon EKS £ F =@ AR
BIRFIEETEHN IAM A€, It Kubernetes THEEE# IWTs 2 BLEEH Pod , REBLLEAERE
& ARESERE AWS BEAE R, ME Amazon EKS {HAERFEMER |, 552E (Amazon EKS f#
AEER) PHREIEFH IAM A€, T8 , HSREHENREE , MREMN SDK B | BEEREUH
Amazon EKS Pod &%

TEBR1 . REFTREEN IAM AR

HEMERAINE IdP REBE , FFEA IAM F o REFEREM AWS SE8 IdP R HERE, EFEYT AWS
MR ML IdP 2 E/VE1E. RE SDK LAEA JSON Web Token (JWT) 1T H D BRFE 2Bl , BH4HE
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https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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EREGDRME (IdP) WAREREHN IAM A&, ZFEREELER , F28 (AM FAHEER)
FH A Web &% 5 OpenlD Connect Federation ( £3#4& ) By A,

SR2.BRESDKHIE
FRE SDK RIT ELUERARE # JSON Web Token (JWT) AWS STS #1752 ER .

ELEREETEEHERER  BRAREAITESHEHALETHEN AWS STS
AssumeRoleWithWebIdentity API FEIY, ZEMEMA Web BEF DB ERERER , FELA
AWS configlERFIBEETIEEE, MEFELRENFMET , F2H BEAGEAEREHRER

==

—HFo

e role_arn-REZELER 1 REIN IAM AR
« web_identity_token_file - #4538 IdP
- (#H) duration_seconds

« (#H) role_session_name

UTRER Web SoBEAEHNHEAconfigERERESEH

[profile web-identity]
role_arn=arn:aws:iam: :123456789012:r0le/my-role-name
web_identity_token_file=/path/to/a/token

® Note

HRATHERRER , 5ZEM#E A Amazon Cognito, Amazon Cognito ZE & 2L A , A
IBHITREB DA T4, FiB , Amazon Cognito B DRI E RS EESDKsH T ERZLER
Ed  mEEMEoREE &K, EEFE Amazon Cognito APl , 357 SDK RTEMEE S
BERXERHEE Amazon Cognito FR#H Fim, MFEERE AWS SDKsHIEA |, 5528 (Amazon
Cognito B A Bi5rm) HMiE 55,

NEMRREACEAERRERERENFAES A FE2RAEEREEACEAEREHRERN .

A AWS FEl #8258 FE AWS SDKsFITE

5/ AWS SDKsHI T B |, /A AWS FE i 2BRFENIRIE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/service_code_examples.html

AWS SDKsFfITE BEES
f52 F 2 R =

EMERERE SDK T ELAEA A IAM Identity Center B3 AWS SDK F1 T EERK TEREERIF
H%'Faﬁiglﬁo

T, EREERTE SOK RTENBRREAER , F2H EAHEHEFEREBE AWS SDKsHTE,

ERARHEEAESR

/A Warning

AERLLRER K EHESABRBICAEEERE , F2EA IAM EREETE T RE. H
it BEEABSIENS 2RMEE , Hlan AWS IAM Identity Center,

EEE NEE AWS IRF

EAZEREER , RPBZBEMEA AWS Organizations £ & IAM Identity Center REEFTHE WEFEE
AWS tRFE, MEFHMER , F2H8 (AM E£REER) B IAM FNEZ 2 REEK,

& T LATE 1AM Identity Center ARSI A&, /A Microsoft Active Directory, fEf SAML 2.0 &%
RA4tE (1dP) , AR ESEMN IdP AWS tRF. FRHEP—EALZ , EANAFTHERME—SAH
B, BB TSEERRE (MFA) , XFEARREAERET AWS IRF 7., E&E IAM &
RAETE , AM FAEZRTRANREEAER , AJRESEMN AWS BERNEZ2ER,

EAVEREREY IAMFHE

MRERFTF AWS |, EAIBEIAE IAM R E |, RREMACRATHERE , WIREK AWS RHEE
RE. BULESERREALEENEAER  ERMABRBERBEEDEREIIMER,

HYTIERARS , £ PRKEER IAM EAETERRSE AWS :

- FREMA AWSSDK HTE , WHENE AWS IRE REFRE .
« FTHRETR., ARNEMCEBLEF K ELEFEERBERTFIAXEAIRARER.

MREBEELFEARGHNER IAM ERAE |, 5 AWS IRF [HREREZE IAM Identity Center S &
SRME. NEFHEER , F2E PNBE 59 AWS,

EREHERE 30
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ZE IAM EAEEFERSR

LS ER R IAM FAEENSR. FEE IAM ERAEEEPNHERETNESRTINETR. NRERE
AESTNMHERAT IAM EREEDEER  FRBRFRER,

IAM EFRE LB EFTRESMBEN LA AWS credentialsiERP, BFE IAM EREEDRE
BEREREABY. B7ETARRABEESRETEIEEE IAM EAEERSBRNEASBER, FHHE
RIBER git-secrets ENBTE A BB SR EENEBRBRENERE Git RIFE. MEFMHEN , B
20 (IAMEREERE) 70 IAM B2 (ERE, FREBEENAR®),

BEXRE IAM EREURGRER  F2E EARHEANERHREFE AWS SDKsHTE,

FEHAEHREREFE AWS SDKsHTE

BT AWS SDK RTE |, LUEF 1AM Identity Center i 3% AWS SDK 1 T E#2F 3£ 49 T fER
BREEBEREZEFERA, T8 , BUUEREERA AWS FRAO@GFIRHENEREAER, EEEE
R L FEEERNEBE. BULAERERFFEARKER , S AERKBENRESHNE,

REER  ERLNEARIFEARTINERANERER MARTFHEE BAERERTNE
BEMAER

- AWS iBERF , %I04 Amazon Elastic Compute Cloud = R #1{TEHEX AWS Lambda.

- BAERREMEEEFNS —EiEE , Hlan FH IAM Identity Center 57 AWS SDK #1TE,

- SR EFEAERRHEEENEREAER,

AR AWS FRAOMHGEHEINEHEAERNRBEEZAERER

1. BEUHAEAEHER.
2. EEABHMERD A MLTIFAZMNENT  BEREMETHEINEREAERRL,

[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

3. MEER, BREE~/.aws/credential sSEZEFERNEHN A KERRK L, HERSTSEER
BREAFTEEAREER CERREERFERAN [FER] BRER.

4. EA AWS FEIA O#.

SRR oY


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosignin.html
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5. FMEEELFHEANEREMBENET , £ AWS FRIANPUEER IAM BEEAER.

a. HYERETTINIR4L EEIAMACLERE , AENRERERRTEIE. LBAENER
18 % 20 PowerUserAccess =% Developer,
b. S¥EZERFINIR7 , BENFIHERERHTEELN AWS BEAEBEREER , ARER
AESN
6. BEHNEAERBEEN A credential siER, WREFEARERE , IFTEEELE
MdefaultREREHE. BN EREXBELUTAR,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX21QoIb3IpZ21luX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONC

7. f#1F credentials &%,

SDK ER VY BRHHA Fisl , eFNELRERBRLANREEER, £FH R 5a PREEN IAM ABRTE
EREGRHBENERER. KRREEREAS 12 M,

BEBRBN%  BEESBIET,
FEARAEAERRKEFE AWS SDKsfl1TE

/A Warning

ABRRLLER K THREABEIEAEEERE , FOEA IAMEREETE?RE.
i, BEEABASIIEENS 5I2MEE |, Al AWS IAM Identity Center,

MREFER IAM FAERTERNE , AIFEZREPN SOK X TESFEHAHEA AWS credentialstE
RHPERH IAM EREZRAERNETE2RE. BE AV TEHFHNZLHEER  UYRRERE IAM
Identity Center =X H iz iF 2 A&,

BENEERSNES

IR

==}
=

- BAEREIRFHBRBREFIAWS BiR. ELEAERAZRAE HH RS FEANRHHEIE LR
E.
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https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
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- BOREREFRERIZFAERNEIARALHEARAERD, IRETPMEEMT , ISRRE
LEAENNERRE , fim, ERLEERINERFER

 BOELENERESTESEEsR A AERNER,
e BEE , FHIEHA AWS credential sERFHEMBRAERHE UM T ZREEF.

ZEEERBENHEMES

NRWAREEE AWS BABRN — KW , FSH PEE AWS FRERNSEEFAWS —K2
Z. RTN@WZ , BERTHIEE

- FAEAM Amazon Elastic Container Service (Amazon ECS) £ E#E IAM £,
- #f1E Amazon EC2 #{TEHE LE#THERAEXHN IAM A&,

SR - B AWS IRF

EEMFEH IAM ERAEFE AWS B , BEE AWS IREf AWS B AEHR,
1. BIRE,

BEEN AWS IRF , F2E AWS IRFEE SERBHNAF  BEE-IRAWS /15 7,
2. BEUEEFERE,

BREABREAERS (GRUNDBIRE) REMEETRLEEK. ke , FKE IAM EHE
EENEVEECEAETHRA , EXEBRERAERS,

BYEERFEAERFYCRKEZAFEEN R  FHELBHENRERSEIRFE  RAREAETEIRF
E#FEA

ELRFHIESE LHTHRE , AWS FE LHTERAER AWS, REEBKR  KFERIESR
LEBRNERAE. FUEIRBAR. MEFHER , F2H (AM E£AEER) ﬂPE’JEFﬁEﬂﬂEFﬁ
EI

SER 1 By IAMEAE
B IAM EREERPWEL IAM FRE (F2E) BFREL IAM EAE, B IAMERE

RF -
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https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
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- REZFLIRIVUR M FEHEZEUHE AWS Management Console, & A EEMBREERELIRE
R THRERE AWS RIS 18EF , HlanZE AWS CloudTrail 2B B 5SS HE R L &= Amazon
Simple Storage Service , EEEEENGREREE,

o« SFHRRERFA - FrANEE  EREEREREE , T BANAEE AR RG L ERE,

- Z8 T AP, SDK ZhE2 & fEH Amazon S3 IRIEMAE G|, EEZEEAENEHNTEREE
Amazon S3 , FFENEEZZIWFEAEM AmazonS3FullAccess BUR,

- BULRBZEFEERETIRRIEBRNZASER,

SR 2 EENERZER

1. EIAM EEANEEERP , BRFERE , RARENEENEILFHEN User name,
2. EAEEEL , ENZ2BEEA, EE , CEHE8T  ENERIENEHR,

3. HHHEEBEVUEFHSBLSE 1, ZEGDIRME (CL) RAMERE, EMERELHESELE AWS CLI
M SDKs #EFERANMERER SR,

4. HERUEDESRIR 24  GARARBRLENT -5,

5, BEEVFRERIEIAP , BNTH csv BR , UREREFES IAM EAEEFNERNLBEFNSR
B .csv BR. B2REEHILET.

/A Warning
FEAEENREEERFEELEEAERNEZ S,

6. iZH Done (5EM)-

$EB3: EFHAcredentialsig s

1. BIUFARMEAN AWS credentials B8R, EEER2ZMR Linux # macOS RFE LAY
~/.aws/credentials  Windows L # SUSERPROFILE%\.aws\credentials., MNEFME
A, FRRAEAEREENVE,

2. BUTXFEHEBEHAN credentials EBER, &M ID BNEFRSIBEMKBEBENTR
B .csviERPHE,

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
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aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
3. MEER.

HAcredentialsiERRTFHREABRNERERAN. EEHAUREAREEY , F2H AWS 7
NEif UEBREEHEE, ERAMNSGZE , ERMBRZREHRELE IAM Identity Center S H At
RRERE. TAERTFERARPBREZR , FicB®tEAcredential sSEERMBRELBRE.

FH 1AM BeREFEIESR Amazon EC2 HEARER

W EFIREREE A Amazon S3 7FHUE AWS Identity and Access Management VA ® | SUEEIE
Z| Amazon Elastic Compute Cloud #{T{EEHERREX PR,

# E1£ Amazon Elastic Compute Cloud #11T{E# 11T AWS SDK EARE , 21 IAM A& | R
#1ZF Amazon EC2 #iI1TERBEZACHFEE., NEEZFHMEN , 52E Amazon EC2 FRAEE
BHH Amazon EC2 K IAM &,

BY IAM A8

M AWS SDK FERREX ARRgaFINEL — @ AWS RH R#ITEE, BY IAM A6, BRTFER
BAMTAENLERT,

WEFEEIAE® , URF Amazon S3 WHEBFEE AL S|, 2% AWS SDK IE5EE A Amazon
S3 EHH TRRMAMER L HERE,

1. & A AWS Management Console , ¥ 7E https : //https://console.aws.amazon.com/iam/ R IAM

ERAE,

EEEERD , BRNAG  ARENERIAE,

HREMEIWER  EEENERERET | B8 AWS R

EFERARMIF |, iBIE Amazon EC2 , RARIBET -,

HRFIEHFT |, FRBEEAEEDIRE Amazon S3 EEFEMZEUTH , RAEZEWMT —H,

WASBHNER K RARENEVAG, FLFUEE  RAESEY Amazon EC2 HITERE
HEELERE,

o a0k~ w DN

FRE) Amazon EC2 #{TEEB W IEEEH IAM A&
B LAER IAM AR MEE Amazon EC2 #ifT{EEE , H32WT :

EC2 1T IAM B & 35


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
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- 75EfE Amazon EC2 EA B MW REMBHITER. T8 , EHREXIR2E , HFHATT
SIEYE
- EEMFREAT  #E IAM FITERERE  EESEL—ESRIRINABE,

ZEiBIE IAM 1 Amazon EC2 5%7E , B LA EHARERZBEE Amazon EC2 #1TEEE L MEZWERE
NAEE B Amazon S3 IRIGHIEEUZEUE,

EARE EC2 #ITIERE

EHRE Amazon EC2 #TERE , MELAILUEEARNERIZNTEE K RARITEAEN, B
HTERE , CRRESRY (BEA) THEASKHZALRHIN E5 , tHR PEM E5R,

R LUERHTEREREMNIESI RAITIRME  EEELM Linux FITERSERELL Windows #
TEEE. ERERE  FUTREKERERRMUBERIMTERN T XBTIRE,

(® Note
£ Linux =X macOS Rim Lt , B FEALZLBRGTREREARER, EEscpRE£R
HER  BULUEATH®S  scp -1 path/to/key file/to/copy ec2-user@ec2-

XX=-XX=-XXX-XXX.compute.amazonaws.com:~.

2% Windows WEFHIEH , F2RKEREHE Windows #ATERE.

MRIEFERANE AWS Toolkit , BE B AILAFER Toolkit EAREIBITEE, MEFMEN  BF2EEE
Az Toolkit WIS EMERAERE,

£ EC2 #TER LT ENEAREN

1. BEABRNEREAEEBRRERE| Amazon EC2 #1T1E RS,
2. BEERER , YEZHEIHTHEREFZMSE TNERER,
3. (ER) mFIEAEXFEA IAM AERHENBZEAER,

a. &A AWS Management Console , ¥ 7E https://console.aws.amazon.com/ec2/ : /| FARK
Amazon EC2 £# 84,

b. HEEHTEE,
c. EBEEBF. k2t RBBEBHIAM AE,
d. HRIAMAE  BEE IAM ABRIE# IAM A6,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instanceWindowsFileTransfer.html
https://console.aws.amazon.com/ec2/
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e. EEFEH IAMAGG,
f. BXRXETEREXIEEELRERS,

A TIP A EXFE AWS RTE

EEN 52 EE (TIP) 2 B —IEIhEE AWS IAM Identity Center |, TJ:E WEE SRIE BHERABEFEH
EBM AWS R BT, EBREENIDEE , S7ARENEE IAM AE |, DFEBIFERER
AWS ERNERE. LATSEEIEM AWS R

BPRBEE AWS R A EERERFEREMERERRENER. LEATEBRNBERENDE
&# (Bl , IAM Identity Center EAE ) . FFRFEHE AWS BRFE ( Fla0 , Amazon Redshift) , B
REIEE (o, MEFEER) . EWAWS RE EHAKRER , URIERGEFERENEMETFT , KRR
BEWMEER, MEFMET , 528 AWS IAM Identity Center ( EAEIER) RHEE S 0 EBEH
Bw,

TIP ABEXNTHEZEZEET 5 EE AWS R B BEEA. MASEEARS , F28 (Amazon
Q Business &5 ) FHIEA §%E AWS IAM Identity Center Amazon Q Business FEAER

(@ Note

WMREFE AR R Amazon Q Business , B2 B H 5% E Amazon Q Business FEFTEZ, AWS
IAM Identity Center \EX B BRFE 45 E 3 Ro

fEA TIP S\ 2B R R 4
BETHER , RS MR

1. B AAFE R EAR Java B9 AWS SDK = B JavaScript B9 AWS SDK.,

2. BREBEEERANRB X BEEN S 2 EE.
=20 ( AWS IAM Identity Center fEF EERE) HAWS EiBEE IAM Identity Center BE 2 ZEFE
AREXH IAM Identity Center BRA ZE1E 5 0 EIBH.

3. BYA 1AM Identity Center F{SEH & o EH&.

FFZ2BAWS IAM Identity Center { fEREIER) HH TIP R GHENZEEEIE,
4. SRZBBER Identity-Center-integrated I FE A RE R o
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https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overall-prerequisites.html
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A2 EAWS IAM Identity Center  EAEERE) PHAWS ZEEAERXREFZEEAEL,
5. M BREZEEEMRITE (TT) , XS EHWREERE IAM Identity Center,

#A2H ( AWS IAM Identity Center fER EEr) EE S EEBETE B SRR MER,

EREANGPER TIP SAEHER

1. B EEE 7 ERIMNEXNBTER,

2. B REAFRIATERUESHN B8 , AWS R BB EEEN S5 ERNABEARETR
R F o

TIP ABEXNKATI@ASE :

- webTokenProvider : EFEEURENI T 2 RHEEEIS OpenlD FRFHER .

« accessRoleArn: HEEFEAES I ABTWABERRITHN IAM S ARN , IEES 2 EER
Fo

« applicationArn: AFmFEAENNE B FHR, HERZEE OAuth EFHEARER
ARN,

- applicationRoleAxrn: (M ) EREM IAM A ARN , AssumeRoleWithWebIdentityH®
It OIDC #l AWS STS A F IR AT MER ETRRBEAERERENERT5IE, MREKEHR , AlEF
F accessRoleArn 28K E,

« sso0idcClient : (#EM ) SSOOIDC AF#m , HlaiSso0idcClientEAM Java B
Hclient-sso-oidciBAR Javascript B , EEEFEEMNHERE., MRREM , AP THERIL
It 55 fE A FEER AHAERY OIDC A F i

- stsClient: (#A ) AWSSTS EEEFERMENAFI , AlaccessRoleArnAERAEN
BrABRE . MRKREMS , MEHTERAFERAFEHAERERN AWS STS AF iR,

Java

EEE BAR Java B AWS SDK ERHFEA TIP ARER | BEEZHEEM pom. xml BRPH
HE&AMMKME,

<dependency>
<groupId>software.amazon.awsidentity.trustedIdentityPropagation</groupId>
<artifactId>aws-sdk-java-trustedIdentityPropagation-java-plugin</artifactId>
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https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-quick-start-setting-up-identity-center-to-test-awsmanagedapps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-apps-with-trusted-token-issuer.html#trusted-token-issuer-prerequisites
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/ssooidc/SsoOidcClient.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/Package/-aws-sdk-client-sso-oidc/
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<version>1.0.0</version>
</dependency>

HEENRRERNRP , 88 MENEFRR

A software.amazon.awssdk.trustedidentitypropagation,

THEHRXNBRENMEYZEES D EBAHEANNTERE  AREAHEXTEERER
Fin#iTER,

HEHIER S3ClientEREIZEMN AWS IR A F % , LUEREUS IAM Identity Center 8, F
B, AWS R X8 TIP iR H At FHEELL,

StsClient client = StsClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(AnonymousCredentialsProvider.create()).build();

TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.builder()
.stsClient(client)
.webTokenProvider(() -> idToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.sso0idcClient(Sso0idcClient.builder().region(Region.US_EAST_1).build())
.build();

S3Client s3Client =

S3Client.builder().region(Region.US_EAST_1).addPlugin(trustedIdentityPropagationPlugin)
.build();

MEEMEFMEAMNNR , 5528 GitHub £ trusted-identity-propagation-javas

Javascript

BT TGS , EEH BARM JavaScript 1 AWS SDK ERFHZE TIP S5 RJBABERNEH -
$ npm i eaws-sdk-extension/trusted-identity-propagation
B#package. jsonETERLULT AT -

"dependencies": {
"@aws-sdk-extension/trusted-identity-propagation": "~1.0.0"
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https://github.com/aws-sdk-plugin/trusted-identity-propagation-java
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}I

EZNERRERED  EAFMEMNTrustedIdentityPropagationExtensionfi ik,

THEHRXNBRENMELZEEES 7 ERNHEINNTERE , ARSABELSTEEREA
Fim#iTEee.

LWEHIFER S3ClientEAZEIZFEN AWS IR A Fiw , SAERES IAM Identity Center %, F
B, AWS R X1 TIP HiE A E M #HMEELL

import { S3Client } from "@aws-sdk/client-s3";
import { TrustedIdentityPropagationExtension } from "@aws-sdk-extension/trusted-
identity-propagation";

// Plugin configurations, please refer to the documentation on each of these fields.
const applicationRoleArn = 'YOUR_APPLICATION_ROLE_ARN';

const accessRoleArn = 'YOUR_ACCESS_ROLE_ARN';

const applicationArn = 'YOUR_APPLICATION_ARN';

const s3Client = new S3Client({
region,
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';
.
applicationRoleArn,
accessRoleArn,
applicationArn,
1),
1,
1)

MEHMFEMEFANNR , 55289 GitHub £ trusted-identity-propagation-js.

ERABHEA TIP SAEHERX 40


https://github.com/aws-sdk-plugin/trusted-identity-propagation-js
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AWS SDKsHI T EsZESE

SDKsiZt#FEFE S APIs AWS BR¥, MMEEMIIET API HFIFREFEN—LEETHF  aFEET R
&, BERTAE, At , SDKsEFBEBNRE , THEANBRNEAESR, HEANESERBEHR
E , UEESAREEERENE,.

BRBENATESH PR IBRERENFMAENR

« AWS SDKsHI TERE{LBEABERIEHRE - BZ @ SDKsERBEABRREME,

« AWS SDKs# T EFE{VL 5 - 5% {8 SDKsH RI8E,

BB H P i

EEURERRFTARFE AWS R# , SDKs2 & ¥1@ SDK £ A A FimE /4 AWS R, i
wm, MREHNERENXNFERE Amazon EC2 , LR ERAERXEE Amazon EC2 A B i LLEERX
RERE. A&, BULER REAFKEZAFIRIEHER AWS R, EAZE SDKs # , R¥E
AFmYHRTTEN  AEXARCREBROSERBEIFVAFR , YEATENERELE
B AR EFE R

RREREIEF

SEREAREANSE SDKs XEMNIHEE., BEABRHEHEME I , Y EFEZHTE AWS R
. FiE SDKs BA—RIMLE (KR ) , EMESREELNE , ASKEERENE, ATRK
EEREBELIERF

1. BB REAFRA S LRENTMAERTE , B LA EMEMERE,

- REXTEULURBSEREETRE , tTUREEHEEZUANSEREETEE, HR
AWS CLI 5 AWS Tools for PowerShell , ELHEAZEG TSI ANSERESHER, HRA
SDK , BARE$S R Al AR B IGE S 1TEBE{t AWS BR7E B FinsEREYHERENSZEES , E
ERELFIER AP B,

f£BR Java/Kotlin : EMEREN JVM RFEEME. IRERE , AISEAXERRZREAFik.
RE RESH, MRCKRE , AEERAXERZEAF .

HEFARESERE REMNEAcredentialsiER, NREHRTE , AFREFEHE.,
BREMNHAconfigR, MRRERFE , B SDKEHEAT.

« AWS_PROFILE RZEEEE aws.profile JVM R B A AR E SDK HARERE,

o & 0D

BIR¥K A F i 41
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6. RBREHAFRABASRUNEMARRESEHRER,

® Note

B SDKsMITEMEESUTRINIEFETRE, A , KL SDKsM T EXEHMFBEEMNRE
WS EN A%, Fln , EHAR NET B AWS SDK XA SDK Store BE MR, tNER
BRENARTEM—REENFMET  F2RECLEEACHREAS T ENBERE.,

IEFEREMBLE S ZEALBELEMA Z, i, MBREEHLAconfigRPRERER , REH
SDK T EABEHMUEZR , TERINFEAE. EXRTMRAE credentials ERHPKER
E, IgFEAZRE , MARE config BRPRIMNBRE, WREEARENEREREEZE , ©
88X credentialsM config MEFHHERE. &% , @EIRAE (AWS CLI n =S HH API 2
) IEABHINREEERXT SN EHME,

TERAEENRERH

REENRESZERTFHEEFERA T TERZTERHFRENTRHRE. TRIIHERNZEAE
FERRE, RIEBH , LR (BAR Java M Kotlin SDKs) AIERRNIEIAERARREIIRER JVM 5]
E, BEFETNEEERTENSHFENTIHRENRERH,

- Config BRI EBE
« Credentials ERFBEFE

- RIREBRE

« JVM R BHEE

SEEAEREUERYEHE—EEE , EHFHHARBERDAENRE. YASERE  £EY

MLUEBE BEFESAEEER  WEBRERESY | R (EEAR Java A Kotiin) FBEE JVM
REBHRREE., SEEEHEF HERAMET LSO ERTREENTEXES . BREL
IEFRE , BERNARE , EENNEDER.

HRSESERE , NRENE  NRFHTEADEREEN. CHEESRRENENE.

Bl ERMPRERBEYSEEEEERE.

disable_request_compression EfI:RENEASFCHE T HIIER

THRAEENRERR 42


https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/sdk-store.html

AWS SDKsHITE SEEm™
- BEERXBEABHNERBEE=EREN X, BAE-5%

- fFF EARREREERPERE disable_request_compression

- A SHEBREARESE AWS_DISABLE_REQUEST_COMPRESSION

- HE , MREFEAP R Java = Kotlin SDK , EEEA BHRES JVM REBM4
aws.disableRequestCompression

@ Note

A REE A UEEESNERNBHREMBNINE , ESEFSRENER , BATE
HNSE SDK HEM—N, IREREAEAB A hREHRE  B2EEMIESE SDK 15
Bm® APl &,

« MREFHITEMBE , EEERA false,
« WHMERENHE-BRES trueM false,

EESEMEEEHEESEAE Support AWS SDKsFI T E &R K,

WERREREN SDK REXEEHM LEHIHMNERE. Supported ERMFEHEE THENZERE
o

* Yes - AREATEXER ANRE

« Partial - XERELERE , RITARERHA. BN Partial , BHANRESEHREE.

* No- FAXEAMRE. EFNGETEXABHEETUAERMEENINE ; EREEEFAEIHBAN
EPHERERR TE o

Config MEREBE

B AEH A AWS configlERAPERTRPIIENRE. EMRLEHN , SRERE AWS R
. SDKsMITEFAREth X EM—HNRENRREHE. FEEFEMEG SOK HITEXENRENRE
2y F2ERSE SDKHITEERM,

BRERRE FFHEA
account_i R B 2 i B
d_endpoin

t_mode

Config BER AR 43
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REER FHER
api_versions — AR AEREER E
aws_acces AWS FEHE 8
s_key_id

aws_account_id iR B 2 i B
aws_secre AWS FEH &8

t_access_key

aws_sessi AWS FZEN £ 8
on_token

ca_bundle — AR AR REER E
credentia EFEAERREHE

1 _process

credentia RBREABEAERREME
1_source

defaults_mode EEHREHER
disable_r i8R B iR

equest_co

mpression

duration_ REABEANERRMHE
seconds

ec2_metad IMDS EAE R HE
ata_servi

ce_endpoint

ec2_metad IMDS & A& RHRHE
ata_servi

ce_endpoi
nt_mode
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RERH

ec2_metad
ata_vl_di
sabled

endpoint_
discovery
_enabled

endpoint_url
external_id

ignore_co
nfigured_
endpoint_urls

max_attempts

metadata_
service_n
um_attempts

metadata_
service_t
imeout

mfa_serial
output

parameter
_validation

region

request_c
hecksum_c
alculation

BN
IMDS EAERHIRHE

Ui b PR R

AR 75 45 TE Y Ui 6

BEAGEAEHREHRE

AR 75 45 TE Y U 6

BRTA
Amazon EC2 #{T{EE &R

Amazon EC2 TP EEER

BEAGEAEHREHRE

— R HEREERE

— R AEREER TE

AWS [E15

Amazon S3 IWE R B M RE

Config BRERERFE
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BREBR A&

request_m R B YE

in_compre

ssion_siz

e_bytes

response_ Amazon S3 FWE R TE M RE
checksum_

validation

retry_mode BHRTA

role_arn REAGEAERIRES
role_sess REAGEAERIREE
ion_name

s3_disabl Amazon S3 Z[EiH7HL 3
e_multire

gion_acce

ss_points

s3_use_ar Amazon S3 17E %
n_region

sdk_ua_app_id FEAES ID

source_profile BEABEAERREME

sso_account_id IAM Identity Center BEIREH
sso_region IAM Identity Center B IR E &
sso_regis IAM Identity Center BB E

tration_scopes

sso_role_name IAM Identity Center B R E &
sso_start_url IAM Identity Center BEIRHEE
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RERH AEEA

sts_regio AWS STS [& 1% B
nal_endpoints

use_duals SRR FIPS 2
tack_endpoint

use_fips_ EHEN FIPS w2
endpoint
web_ident RBEABEAERIREME

ity_token_file

Credentials {EX=RTEF

SERBAEH A AWS credential sERPIERTRFIIHNRE, EMREEN , SRXEME AWS
AR#. SDKsMTEBAREXEM -—NRENREEY, EEEFEME5 SDK HTEXENHREMNR
B8Y  F2EREE SDK T EEM,

REZR SHEA
aws_acces AWS FEI£8
s_key_id

aws_secre AWS FEEi8

t_access_key

aws_sessi AWS FEHE 8
on_token

RS YEE

TRIVHAZH SDKsZENRREE, ©MREEN , FXLEME AWS BR¥. SDKsM T E W AsE
ZEE-NRENRREEY, FEEEFEMEL SOK RTEXENRENRIESY , FSRXSE SDK
HTEER,
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BEES

RERH

AWS_ACCES
S_KEY_ID

AWS_ACCOUNT_ID

AWS_ACCOU
NT_ID_END
POINT_MODE

AWS_CA_BUNDLE
AWS_CONFIG_FILE

AWS_CONTA
INER_AUTH
ORIZATION
_TOKEN

AWS_CONTA
INER_AUTH
ORIZATION
_TOKEN_FILE

AWS_CONTA
INER_CRED
ENTIALS_F
ULL_URI

AWS_CONTA
INER_CRED
ENTIALS_R
ELATIVE_URI

AWS_DEFAU
LTS_MODE

Al E

AWS FE i

b 5 Y i BE
R = 2 s

— R AEREER TE

HHA configM credentials EEHNNVE

R BEREHAE

BB et E

Ao BaeftE

Ren B et E

BEMRETER
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RERH

AWS_DISAB
LE_REQUES
T_COMPRESSION

AWS_EC2_M
ETADATA_D
ISABLED

AWS_EC2_M
ETADATA_S
ERVICE_EN
DPOINT

AWS_EC2_M
ETADATA_S
ERVICE_EN
DPOINT_MODE

AWS_EC2_M
ETADATA_V
1_DISABLED

AWS_ENABL
E_ENDPOIN
T_DISCOVERY

AWS_ENDPO
INT_URL

AWS_ENDPO
INT_URL_<
SERVICE>

AR
nﬁtk ﬁ'ﬁ

IMDS EAERHIRHE

IMDS B AERHRHE

IMDS EAERRHE

IMDS EAE R HE

Ui R PR 3R

AR 7 45 TE Y Ui 3R

AR %5 45 TE Y Ui 6
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RERH

AWS_IGNOR
E_CONFIGU
RED_ENDPO
INT_URLS

AWS_MAX_A
TTEMPTS

AWS_METAD
ATA_SERVI
CE_NUM_AT
TEMPTS

AWS_METAD
ATA_SERVI
CE_TIMEOUT

AWS_PROFILE
AWS_REGION

AWS_REQUE
ST_CHECKS
UM_CALCULATION

AWS_REQUE
ST_MIN_CO
MPRESSION
_SIZE_BYTES

AWS_RESPO
NSE_CHECK
SUM_VALIDATION

AWS_RETRY_MODE

AWS_ROLE_ARN

Al E
AR %5 45 TE Y Ui 6

ERATA

Amazon EC2 TP ER

Amazon EC2 #{T{EEE H &R

HH config# credentials =R

AWS [& i

Amazon S3 W ER TEMHRE

a0
X
=
S

Amazon S3 W E R B M RE

ERTA
BEAGEAEHREHRE
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RERH

AWS_ROLE_
SESSION_NAME

AWS_S3_DI
SABLE_MUL
TIREGION_
ACCESS_POINTS

AWS_S3_US
E_ARN_REGION

AWS_SDK_U
A_APP_ID

AWS_SECRE
T_ACCESS_KEY

AWS_SESSI
ON_TOKEN

AWS_SHARE
D_CREDENT
IALS_FILE

AWS_STS_R
EGIONAL_E
NDPOINTS

AWS_USE_D
UALSTACK_
ENDPOINT

AWS_USE_F
IPS_ENDPOINT

Al E
BEREEAEREHRE

Amazon S3 Z B f7HL B

Amazon S3 1FEVE,

FEAZER ID

AWS FEI£8

AWS ZEI£8

H A configM credentials BEERMME

AWS STS [& 35w 2

g ER FIPS 2

& FIPS 2
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BREBR &R

AWS_WEB_I RBREAEEAERREHEE
DENTITY_T

OKEN_FILE

JVM R IEBE

EA LAY B A A Java B9 AWS SDK H B AR Kotlin 8 AWS SDK ( A JVM BB ) AT
JVM RiEB . MENARE JVM RFEBMAFRBthe section called “B{AE%E JVM RFEBME” | 55
28 .

REBH A&

aws.accessKeyId AWS FEN£ 8

aws.accountId bR B BY i By
aws.accou R B i B
ntIdEndpo

intMode

aws.configFile H A configf credentials BERMNMVE
aws.defau EEHETER
1tsMode

aws.disab IMDS & A& BHEHE
leEc2Meta

dataVl

aws.disab a8k B e

leRequest

Compression

aws.ec2Me IMDS & A& RHRHE
tadataSer

viceEndpoint

JVM RiEBHEE
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aws.ec2Me
tadataSer
viceEndpo
intMode

aws . endpo
intDiscov
eryEnabled

aws.endpointUrl

aws.endpo
intUrl<Se
rviceName>

aws.ignor
eConfigur
edEndpointUrls

aws.maxAttempts
aws.profile
aws.region

aws.reque
stChecksu
mCalculation

aws.reque
stMinComp
ressionSi
zeBytes

aws.respo
nseChecks
umValidation

BN
IMDS EAERHIRHE

i 2t PR 3R

AR 3% 45 E Y Ui 3R

AR 75 45 TE B U 6

AR 75 45 TE Y Ui 6

ERTA

HH config# credentials #HE=E

AWS [@iF

Amazon S3 IWE R B M RE

%
%
=
2

Amazon S3 FWE R TEMERE

JVM RiEBHEE
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aws.retryMode
aws.roleArn

aws.roleS
essionName

aws.s3Dis
ableMulti
RegionAcc
essPoints

aws.s3Use
ArnRegion

aws.secre
tAccessKey

aws.sessi
onToken

aws.share
dCredenti
alsFile

aws.useDu
alstackEn
dpoint

aws.useFi
psEndpoint

aws.userA
gentAppId

Al E
ERTA
BEAGEAEHREHRE

BEAGEAEHREHRE

Amazon S3 Z B FHUE

Amazon S3 1FEV B,

AWS FZEE8

AWS ZEL£8

H A configM credentials BEEMMUE

SR FIPS imFh

LR FIPS iR Fh

EAES D

JVM RiEBHEE
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BREBR A&

aws .webId BREAGEAEREHSE
entityTok

enFile

AWS SDKsH T EZE#R(LEAERRHE

B ANEREHECERE LA —BWTERE , Y EHZ SDKs FLUEEN S RNEE. —HEFE
B %{E SDKs ETHRBFIESEELFNEWE. FEREHRTUERABHES. MEHMEN  F
SR E SDK AP,

/A Important
W IR SDKsEEATEHIEE , EERHEBERNNAEREE,

FE

- THREAERNRHEELE

- SOK BENITEREERAERRMEHEL
- AWS FEL&i8

- BEAGEAERIEMHS

- DREBEREHE

« 1AM Identity Center BE IR &

- IMDS EAERRAE

- BERAERRHSE

THBEAERRHAERE

FiiE SDKs B —RFIVE ( KR ) THMEMARE , USKRTHARE REFRHEREAER
AWS R, HREBHNBRER K REMSFLES, LRKESBEATAERREMERE,

EREP—ERECEBREHER , AWSSDKs —REEBRBHKEABDEOERRE. AENEA
ERRAEHETRCNVEARAENRRERAESY , ERCEREPEABRERRESE. TEEENN
B  BRERAREAEAEITIEE.
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AWS SDKsH TR

BEES

# RSB SDK AT REESTHERE ,

BEABRRMAE

AWS FE iR

£ Web &% 5 OpenlD Connect B{&
-BEEABEAEREMSE

IAM Identity Center BEIRHH

BEAGEAEHREHRE

BB et E

EFEAERREHRE

IMDS & A& EHR &

BEMBESE THHRR

DU

AWS IAM £ EFERS8 (Bl AWS_ACCES
S_KEY_ID . #1 AWS_SECRET_ACCESS_KEY )

FERAZHNNBEDRMEE (1dP) BEA , #I0 Login with
Amazon, Facebook, Google S{F{AE & OpenlD
Connect (OIDC) #A# 1dP, #MARE AWS Security
Token Service () B9 JSON Web Token (JWT) R#E{E IAM
AEMNEFITAWS STS,

& BB E A E R AWS IAM Identity Center,

B’EIAM AGKWETE , UESHM ERNFEE, ( HEE
WHEAHBNEEEAER ).

Amazon Elastic Container Service (Amazon ECS) #
Amazon Elastic Kubernetes Service (Amazon EKS) & A
EXl. AR BRREEEATFNARIEREHEIUR
o

BRI BEAERRMEE, RABREREFREENZAE
#l , 2% IAM Roles Anywhere,

Amazon Elastic Compute Cloud (Amazon EC2) #1T{E 88
HREEBEAER, & IAM AEESE EC2 ST EBEL
B, ZACHNEREAERITHHATERTHTHER
WBEA, BEREIR Amazon EC2 H & BRI EE,

HREBETNESESR  ELEAXNTLUEREEE, SEEEXBHEENE—REL, T8, bE
RIEBEEN AR config#l credentials BRRLFHEXTE AWS SDKsHITE, MFEHMER ,

A2RHREELIER,

THREAERRMAERE
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SDK HEM I ERERAEREHEEER

FEERNTREAREARIENBERAERREAEREFMAER  FRTIHEETEEREBHRAE
EfFRTE:

« AWS CLI

« EARM C++ By SDK

- BARM Go iy SDK

- EAR Java WEREH

« B R JavaScript B SDK
« EBAR Kotlin Y SDK

« AR .NET 8 SDK

- BARM PHP # SDK

« B Python By SDK (Boto3)
« JEAM Ruby By SDK

« BARM Rust By SDK

« BAR Swift B SDK

+ PowerShell WTE

AWS EH £

/A Warning

AERLLRER K EHESABRBICAEEERE , F2EA IAM EREETES T RE. H
i, BEEABSIENS 2RRMEE , Hlan AWS IAM Identity Centero

AWS IAM ERENEZISEB T ARELSN AWS ZAER, AWS HRE4SHEBFEREL AWS &
AERIREE API i85k AWS |, BEEN I EEHTLUZ L HEMEFEIEN AWS ERMER, BEE—
#EA , aws_session_tokenZEEABRERHBHPETBEN. TEESEARPEAER,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/credproviders.html
https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/credentials-chain.html
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/setting-credentials-node.html#credchain
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/credential-providers.html
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/creds-assign.html
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/guide_credentials.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/setup-config.html
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/using-configuration.html
https://docs.aws.amazon.com/powershell/latest/userguide/creds-assign.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html

AWS SDKsH TR BEEE

® Note
MR AWS BEEMBEELERTAER , AWS JHESBEREAERNERM , BENT
EaHITEZIXE,

HA AWS credential sSEREEFEREAERNEFNEZRNE K RACNVNAEARERNRRE &N , i
HHMAconfigERM SDK B ERED F.

BEE—STHAWS BEABRNERFRSH®R  BF20 (AM FAFER) FHAWS 22 ¥
ABRMNEE IAM FEHAENFRESM, hitps://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_access-keys.html

ELLIhRE

ks

ERAT51EE

aws_access_key_id - £/ AWS configfERi&E, aws_access_key_id - £ AWS

credentialsiERRE ( BEMSE ), AWS_ACCESS_KEY_ID - IRIEEH, aws.accessKeyld -
JVM REBH : ER Java/Kotlin

EEBAZEAERN —Ho ARBEERAEN AWS FHER.

aws_secret_access_key - 2 AWS configiER5&E, aws_secret_access_key - 3

F AWS credentialsiERRE ( BEM L ), AWS_SECRET_ACCESS_KEY - IRIZEE ],
aws.secretAccessKey - JVM RKB X : £PR Java/Kotlin

EEREZEAERN -0 UREBEAEN AWS REZR,

aws_session_token - £/ AWS configiERi&E, aws_session_token - 2 AWS

credential siERRTE (EBEMFAE ), AWS_SESSION_TOKEN - I:RIZEEE aws.sessionToken -
JVM REB M : ER Java/Kotlin

EE AWS THRERZN , MAREEAEZEAEBNN o, LSWRIINE  MAKDBEREE
ACMBEATREAERNN—BD. AAELFHEERBNZEBER  ITFETFERRZEN.
T, BENEZBE—2EARRZEBRAEY , MERMBEAER. NFERLER , F2H AV F
MNZEHEER

MEFEMAEGSELENRN  F2E EAEHEERRE AWS SDKsHTE,

£ config=f credentialsiERPREEL L EEMEH

[default]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token = AQOEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJOgQs8IZZaIv2BXIa2R401gk

FEBTHIIREREZEM Linux/macOS £l :

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

export
AWS_SESSION_TOKEN=AQOEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJOgQs8IZZaIv2BXIa2R401gk

BB YR ERREHBA Windows £l :

setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

setx

AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJOgQs8IZZaIv2BXIa2R401gk

<& AWS SDKsFIT &

T3 SDKs X EAEERFATRRI SHEEMFRE ., Eic MEMED FISMRIR. BRAR Java B AWS SDK
M BEAR Kotlin B9 AWS SDK EX BEM JVM RIFEBIERE.

SDK % BEREZERA
&
AWS CLI v2 =
ERAR C++ By SDK B FTXEHMAconfighEx,
WAM GoV2 # SDK (1.x) £
BEAR Go #9 SDK 1.x (V1) = HEFAHAconTigERERE , B EMBREHEREREA ;
w2HTERE,
B AR Java Y SDK 2.x =
E AR Java By SDK 1.x =

B R JavaScript 3.x B SDK =2
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
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SDK % fREREZEF
B

B R JavaScript 2.x B SDK =2

B AR Kotlin B SDK =

EARK NET 4.x By SDK =

EARK NET 3.x By SDK =

EARK PHP B SDK 3.x =

B R Python B SDK =

(Boto3)

B M Ruby B9 SDK 3.x =

B Rust B SDK =

BAK Swift B SDK =

PowerShell I T& B ITXERESH,

BEARBEAERREHRSE

(® Note

WMETHREEHEAESFZRE Support AWS SDKsHMI T EERRNRA , FBHE THLIE
FEAVREREH,

BRAGHREA—EERZLEAERREN AWS SUELFRNER. SERREAERNARE
W& D, REFRE/NLZLFHFEN.

FEREURAREMAITEUREAC B4 EALBRUSHNIERINEEAR, IAM BEHASR
Amazon Resource Name (ARN) —i5l. AE@RAMEREVEEIER. CAAGHEEERT
RER AWS fR#%. 3 —1B AWS IRF. Web §72#t& = OIDC 5 SAML Bt &,
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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A IAM AeR  NRESIZAGERL , BT SOK R TEAREAEAACRTHNFT, EEER
iy, FBEMATHERE

BB EAIELRENIEE | BENAEEEA AWS BASKRIBEAS , LUAE AWS SDKsH
TEHH,

BEEAGEAEREHERE
EATFIEE RELIIRE

credential_source - £/ AWS configiE R E

£ Amazon EC2 #1T{E 8=k Amazon Elastic Container Service ZR2ERFEA , LWIEE SDKHIE
ALUKRBBEAERNMNE  EEEAERESMER role_arn 28 BEEE/RNE I,

JEER(E : &

B¥E -

« IRIE-IBESDK T ERRIRBEEE AWS_ACCESS_KEY_IDA AWS_SECRET_ACCESS_KEY#H
BURRRE

- Ec2InstanceMetadata — 1§ SDK X T EF A E#E| EC2 HITEBERERN IAM A & REER
RBRE

 EcsContainer — {§7 SDK i TE 2 E#EE| ECS A2 IAM A EREEBREEE.

BEEER —ERIREPERFIEE credential_source #M source_profile,

£ config BRHPFRENIEB IEHEAERERE Amazon EC2 MY EfH

credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:ro0le/my-role-name

duration_seconds - 3 AWS configiER&E
EEAGITEBBNERIFERE Y AREN),
HRERABEREREE BEAGKTER,
FEERME : 3600 ¥ ( —/DEF)

BRE : ZENEETUR 00 ¥ (156 28 ) FRAALRENTERRESERBLR (RZWE
43200 B 12 /N ) . MFFMEF , F2E8 (AM EHEER) THRESEH TERRSE
By E FRERTE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
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£ config BEHRENEH

duration_seconds = 43200

external_id - £ AWS configiERRE
EE—AE—JNEF , E=FAREHEFIRFETAE,

WEREEERAREREEEE BIAE  BACHETEREE NEREXternalld. EREREE
EAGE  EEWHEEEZE AssumeRole B4EM Externalld 2%,

ﬁ%ﬁ . /@\io

BRE : F28 (AM EAEERM) PHNFER AWS ERNFEERTE =5 KEMANE D,

£ config BRPERENEH -
external_id = unique_value_assigned_by_3rd_party
mfa_serial - £ AWS configiERRE

EEEAERTACKRAACANSERE (MFA) RERBBIZFHR,

REACKHALE  HPZAGHNEEBREEEE MFA 5ORENFMA. MF MFA NFRE
# ., F2EH (AWS IAM EREER) P IAM PNSEEZRE.

ﬁ%ﬁ . /ﬂ&%o

BWE  ZETUREREENFS (HlI0 GAHT12345678) , L AT AR E#E MFA #EM
Amazon Resource Name (ARN), ARN MJ#& %A : arn:aws:iam::account-id:mfa/mfa-
device-name

£ config BRHPREMNEH

L EHIRER E AR FEMYMFADevice BU W AFEAEMANER MFAXE L BA .
mfa_serial = arn:aws:iam::123456789012:mfa/MyMFADevice

role_arn - £/ AWS configfEZRi&E, AWS_ROLE_ARN - IRIEZ S aws.roleArn - VM REE
% : R Java/Kotlin

EELERARATERLRERBERZIREN IAM ABH Amazon Resource Name (ARN),
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
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FARRE : &,

BYE  ZHESEZ IAM A ARN |, 8N : arn:aws:iam::account-id:role/role-
name

WA BEXAEETIHP—ERE !
« source_profile - #BI%E —ERERE , ARSKEFEURERTRELABTFIANEAEHR,
« credential_source - FABRIRREHBMEINBAER , HEEZE Amazon EC2 HITEE
HRENEAER , 3 Amazon ECS BEHTEE.
- web_identity_token_file - $rEETEIH Web ERARERXPRBNFEARAE K FRALEED
R ERIEM OpenlD Connect (OIDC) BB & DR EH,
role_session_name - 2 AWS configiE=i%E, AWS_ROLE_SESSION_NAME - JRIZEE S
aws.roleSessionName - JVM REBH : PR Java/Kotlin

EEEEZIACTARBENER., LERBSHREHEE TFRBRMERBIER AWS CloudTrail
B  EERREHHEEETR. UEFHEF , FSEAWS CloudTrail  £AFERE) #1
CloudTrail userldentity JT#&,

FRRE  BAZ2H. MREREHLE , AEREEREIACK  THFEREBESABES.

BMME : B AWS CLI  AWS APl R XEFMAssumeRolefE ( IR
ZAssumeRoleWithWebIdentity#®4E ) B , #2#4 RoleSessionName 28, LEEKAR
AL EHNRIACMEEE Amazon Resource Name (ARN) B —#f% , WERAMREREBAR
12/EH CloudTrail BESE B M —EB5

arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.
£ config BERFPFREMEH
role_session_name = my-role-session-name

source_profile - £ H AWS configiERE

EES—ERER  HEAENARBIRARERED role_arnBEAMEENAR, BE
TRRIAER A AWS configflicredential siERPFEARER , B8 £ config M
credentials %X,

NMREEENRERURREACKRER  ASEACHRSRFREET , UxLBMBEAEN, B
SDKBEEARABRNRERR , SFLLER. AEEESEEN AWS CLI i AWS API £
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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BIERERFHARZ— /IR, BEEEM. WEFHEEA , F28 (AM FAEER) FHAE
R e

JEERE : &,

BME : B configf credential sERPERNRERBBERNXFFH, ZEXLEER A
HEXERErole_arnHiEE WE,

BEEER —ERRE R RFIEE credential_source #M source_profile,

HRERTRERD

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:role/RoleA
role_session_name = ProfileARoleSession

[profile B]

credential_process = ./aws_signing_helper credential-process --certificate /

path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-arn
arn:aws:iam: :account:role/ROLE_ID

EAFINESS  AREESBEXN SOK L ITEBBHEREABRERENEAER, EHBERT , B
EREFER BENEAERHBRERX T EME A IAM Roles Anywhere B@5% AWS SDKsH T E 3H
8 SDK B AWS B AEHR, A% , ZHNEAREFEAELHEREAERNRER AWS ER, BEEN
AV ACEZEAFBERENEHITHN IAM FFIBER |, Al &5 AWS BRIES APl 53k, FRERE
RO S EEEAZSAEZLEE CloudTral BTN ABITIEREERE.

HRAGEENE @46 , IREE Amazon Elastic Compute Cloud #11TEE EEEARES |
mMBSREEZERAENREE —EAE , AT UER TIHERE,

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:ro0le/RoleA
role_session_name = ProfileARoleSession

[profile B]
credential_source=Ec2InstanceMetadata

REEAREAREA Amazon EC2 HTEBENEAERBEETEENSE , XY EBBOEAER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
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web_identity_token_file - 2t AWS configiERi&E, AWS_WEB_IDENTITY_TOKEN_FILE -
IRIEEY, aws.webIdentityTokenFile - JVM RiEBH : PR Java/Kotlin

EEERNERE , AP 38K B ZE OAuth 2.0 32#E = OpenlID Connect ID &7 R ENFEF
Fo

WEREAEB AR Google, Facebook 1 Amazon % Web Bi& & 0 1R ERBA S0 EHE. SDK
FHBAETESFALERNIRES , YERKREMW AssumeRoleWithWebIdentity@ERHE
HigBWebIdentityTokens| EBEE,

TRRRE : &,

BRE: HEXARBENERERE. ERL4FALEH I REERHIGEN OAuth 2.0 FIFHFR
OpenlD Connect F#F, HHHBEEEHR[EHRNEF TIEE &,

<& AWS SDKsFITE

T%| SDKs XEXRFEFRFNRMINBERERE. SR TEMIBLFIAMRRT. BRM Java B AWS SDK
1 AR Kotlin B9 AWS SDK # 3 811 JVM RFKBHRE,

SDK X fBERNEZES
&
AWS CLI v2 =
BHAR C++ By SDK % credential_source A XZ#E, duration_seconds X
2 8, mfa_serial X%,
BAR GoV2 M SDK (1.x) £
EAR Go B SDK 1.x (V1) e BEFAHAconTigEREE , B AMREHERBEREA ;
ESREITERE.
B AR Java BY SDK 2.x % mfa_serial AXZ#E, duration_seconds FXiE,
ﬁJ\
B Java B SDK 1.x E credential_source AXE, mfa_serial FAXE., F

2 XEIVM REE .

B R JavaScript 3.x B SDK =2
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https://wikipedia.org/wiki/List_of_OAuth_providers
https://openid.net/developers/certified/
https://developers.google.com/identity/protocols/OAuth2
https://developers.facebook.com/docs/facebook-login/overview
https://login.amazon.com/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/

AWS SDKsH TR BEEE

SDK % RESESEA
B
B JavaScript 8% SDK 2.x 8 credential_source FXE.
ﬁJ\
B AR Kotlin By SDK =
BARK NET 4.x B9 SDK =
EBAR NET 3.x B SDK =
ERAM PHP B9 SDK 3.x =
B R Python B SDK B
(Boto3)
B AR Ruby B9 SDK 3.x =
B Rust #9 SDK 2
BAR Swift B SDK B
PowerShell fy T & =
REBHERME
@ Note
METHERTEERAGBNAFZERE Support AWS SDKsHITEERRWRE , FSE 7THELRE
FEHEREEREH.

AEaBRRUESATFNARIEARHEIERE. WEABREHEERR Amazon Elastic
Container Service (Amazon ECS) # Amazon Elastic Kubernetes Service (Amazon EKS) &
F. SDKsEBEHEIR GET BFRIEEEN HTTP inHBAZAER,

MRSEFEH Amazon ECS , RFEBELFERAIK IAM AR KEREIFE.
EREMTRZM., ZEE , Amazon ECS €5 T ESDKsH T EAKIER
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKsH TR BEEE

ZHAWS_CONTAINER_CREDENTIALS RELATIVE_URIMIRIZSE®, ZEAIINEEERTE Amazon
ECS , 552 (Amazon Elastic Container Service BZ A S1EFE) FHEE IAM A€,

MEREER Amazon EKS |, BPIEZEFEH Amazon EKS Pod Identity ReIEBER R, HIE

R, AR, BIIRME, TEEFERAMNTERY. &8 Pod Ml IAM & &#8 Kubernetes
FRIIREHEER L UEEEARKHNEAER., EE#E—2 7H# Amazon EKS Pod &%

520 (Amazon EKS A EER) FH Amazon EKS Pod &%, iRE® , Amazon EKS

SR ERZEEMHAWS_CONTAINER_CREDENTIALS_FULL_URIF T E FREEEHESDKsH
AWS_CONTAINER_AUTHORIZATION_TOKEN_FILEIRES®, MERXRTEET , F2E (Amazon EKS
FHAEEE) PHERE Amazon EKS Pod Identity Agent 5 Amazon EKS Pod Identity A f&1{t 2855 #& 43
vE _EHY Amazon EKS £ EREN IAMFF]. AWS

EAT5IEBRE LI AL
AWS_CONTAINER_CREDENTIALS_FULL_URI - IRZEEH
IEE SDK ERERBEABERKEFEAMNTE HTTP URL iHE, ETFEEMEH.
A&,
BME : M URI,

EE  WERER MEBNRSFZEAWS_CONTAINER_CREDENTIALS RELATIVE_URI , R
TEAWS_CONTAINER _CREDENTIALS RELATIVE URIAXFRTE BIE&FH.

BB SHRERESEM LinuxymacOS &4l :

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials

/)

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials

AWS_CONTAINER_CREDENTIALS_RELATIVE_URI - IRIF&H

JEE SDK EFERBAELNBSEFHANEY HTTP URL %2, thEEMINE BYTESR Amazon ECS
FMEHE169.254.170. 2,

RME &,
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
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BRE : BRWEH URI,

EBmOSIRERESEM Linux/macOS 4 :
export AWS_CONTAINER_CREDENTIALS_RELATIVE_URI=/get-credentials?a=1

AWS_CONTAINER_AUTHORIZATION_TOKEN - IRIEEE

DX FEEREFTR, MRRELBE  SEAXEHSE HTTP FRE , FARESBNESR
ERBEE,

TARRME : &
BRME : F&H,

EE  MERER MEBNRIFEAWS_CONTAINER_AUTHORIZATION_TOKEN_FILE , R
TEAWS_CONTAINER _AUTHORIZATION_TOKEN_FILEAXRERTE BF&FEH,

BB SHRERESEEM LinuxymacOS &4l :

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE - :RIZEEH
EEERNEHERRR , AP sHXFHNRETR.
TERRE : |,
BEWNE : FH,
BBHTIREREEEH Linux/macOS Al :
export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token
& AWS SDKsHITE

T3 SDKs X EAEEHRFTRRI SHEEMRE, Eic FMEMH D ISR, BRAR Java B AWS SDK
M EAR Kotlin B AWS SDK EX B JVM RIEBHRE.
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BEES

SDK

AWS CLI v2

AR C++ #Y SDK

FARA Go i SDK 1.x (V1)

i
BAR® Go V2 B SDK (1.x)
B
3E

AR Java B9 SDK 2.x

EAR Java B9 SDK 1.x

FR JavaScript 3.x By SDK

B JavaScript 2.x B9 SDK

B
B
& AR Kotlin # SDK
i

AR .NET 4.x 8§ SDK

WA .NET 3.x 8 SDK

AR PHP #y SDK 3.x
B

B Python BY SDK
(Boto3)

EARM Ruby B SDK 3.x

x fRENEZEMA

B

fim

fim

E Lambda SnapStart B , AWS_CONTAINER_CRED
ENTIALS_FULL_URI  AWS_CONTAINER_AUTH
ORIZATION_TOKEN EBEBAREDRFE.

& Lambda SnapStart Bt , AWS_CONTAINER_CRED
ENTIALS FULL_URI AWS_CONTAINER_AUTH
ORIZATION_TOKEN E=BBHAREDEE.

E Lambda SnapStart BXFAAKF , AWS_CONTAINER_CRED
ENTIALS_FULL_URI AWS_CONTAINER_AUTH
ORIZATION_TOKEN EBEBHARSDEE,

E Lambda SnapStart BAFAKF , AWS_CONTAINER_CRED
ENTIALS _FULL_URI  AWS_CONTAINER_AUTH
ORIZATION_TOKEN EBBHAREDEE.

E Lambda SnapStart BAAKF , AWS_CONTAINER_CRED
ENTIALS_FULL_URI AWS_CONTAINER_AUTH
ORIZATION_TOKEN EZBEHAREDEE.
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
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SDK % REREZER
B

i# AR Rust 8 SDK =

B AR Swift # SDK =

PowerShell By T & =

IAM Identity Center BERHE

(® Note

WET MR EEMEEERNFEFRE Support AWS SDKsHM T EERKRMNERE , FSE THEE
MR EEH,

It & 75 BB EHIE A AWS IAM Identity Center £ IFEE AWS R HWE—& A (SSO) 7H
R

(® Note
£ AWS SDK API XX 45 | IAM Identity Center BE 2t EEA SSO BHFEMRE,

FUA IAM Identity Center 2% , AL B XA AWS configERHIMBREERRERE. HEREEAR
EHRZE IAM Identity Center FEXA OB, EEAE KNG IAM Identity Center 1T & 2 BRFER , A
OB SEREKFEAEMEERZ IAM AN EHERE. FZ 7 SDK (RARBIRESREIFEAER
WASEH AR AWS BR#E 585K , 5528 |IAM Identity Center & 7 BR 5 a{a fi# R AWS SDKsHI T &,

EiB config ERE IAM Identity Center WA ERE :

« (EF) SSO #ERREMEMRE - ERTFRREERE. afB AT TERRFERBNXE,
- BIRTAEMBEARE - E£RABEN/ TR,

EEMEHEREY K LFEETIT/ERBRBHRERXEA,
THMEREEEER IAM Identity Center B E & -
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKsHITE BEEE
« AWS IAM Identity Center f &5
« AWS IAM Identity Center A O#B34 AP| &%

MESDKsH TEMMAIFEAMEHREEFEA AR EAERNRAGRE , 5528 |IAM Identity Center
B o RFBMMFER AWS SDKsFITE,

TORIRAF

I8 AZB TR |IAM Identity Center, Z1ZERUA IAM Identity Center &2 BRI FEMEA , FSHBAWS
IAM Identity Center  SEAEIEm) FRIEA AWS IAM Identity Centero

(® Note

mE , MELEEFERPANEREERAMFRGENSEN L AconfigERERE
ERBAME A 1AM Identity Center B85% AWS SDK MT &,

3
¢
dn
B
Fil
&
L]

SSO B REMEMRE

ERMER SSO ARt EHRER ¥ AWS HREASIESEHEFRETERR , BEFER
TEREREAL, NETERESERBNRRISEFBNFRAENR , F2BAWS IAM Identity
Center  fER&EIEE) FHERE AWS FEA OMUEF IAM Identity Center B4 FEFAFE Y TVERS EY
BHERE,

config t§XM sso-sessionEBERANRDHEAREYE SSO FEHEMMWHEREREH , RETAREE
AWS BAERl, WFE config BRAXRHHFMEN , FSE HEERZEK,

THHEAconfiglEREGFIEFFEAdevik ERRERE SDK HIE , LAFER IAM Identity Center B

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/Welcome.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html

AWS SDKsHfITZE )
LREGHIBERIBERE sso-sessionEBER , WAAHREREREVER, —BmME
sso_account_id# sso_role_name BT profileERFERE , LME SDK AT BAFER AWS & A
&#l, sso_region, sso_start_url#fl sso_registration_scopes %% sso-sessionlE

BRAPERE

sso_account_id # sso_role_name ¥ 3F SSO EBIBENFTERFIHMEE, MREWER
BRARFEA AWS % X EAHS2BE  IFTFTEER AWS EAER ., AEF7RIJRZ—E
HTTP Bo R EEBER  FRABARIFFZTFANZEFH., THEEBNT , sso_account_id M
sso_role_name WIEMHEEH., BFSBHEL AWS R 58 , YERERE X EREFZFRE,

IMEBEERES W—EDsso-session, EHERE FOAuth 2.0RFIEABRRNFEEHAEIREAH
#l, LHIMEHISEsso_registration_scopesiZ2 %I H iRk F A @KL EFEE,

T O REB M ZERERFEEFAMEBMNsso-sessionflRE,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]
sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

BEoRBFFZRHEMREE~/.aws/sso/cache B TR , WA T/EREBREBAERNERERE,
ERTUEFRRENEE
FRERTUENZEENERE TXEBHFHENEE, BRMERESSO ERIEMEEHEERA

FEEABRTITENBREAR  S4AERERFEETIIRE

* sso_start_url
* sso_region

* sso_account_id
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* sso_role_name

BRI LAEA sso_start_urlfl sso_regionfREREEREENEAEAOMBY, BOLFER
sso_account_id#l sso_role_nameik EIEEF A,

THIgEFIERE config RPN MELEE,

[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

EOBRBFHERIE ~/.aws/sso/cache BTG  YEFLU AEBNERS

fsso_start_url,
IAM Identity Center R IR H & RE
ERT5IEB RELINEE :

sso_start_url - A AWS configiEREE

B

\

B EAEBE IAM Identity Center 17# URL SEERA O URL B URL. MNEFFMEER , 752
EIAWS IAM Identity Center { fEFEIE™) FHFEA AWS FEA O,

BESRME , FREBIAM Identity Center 25, MIBERR. SHAWS FEA O URL.
« HE , 1 2.22.0 lxF% AWS CLI , B LA B EAAWS #17#H URL RI{E.

sso_region - 2 AWS configiERiLE

&& IAM Identity Center A O #B3EE# AWS Big &9 , FREVETERUA 1AM Identity Center 2 &li&
Hyﬂlg I“E_“iiko Egﬂf@?\ﬂ’ﬂﬁ%ﬁ AWS Eiﬁiﬂ}\gﬁ ’ ﬁEﬂLXZ;EO

WE AWS B RERBHZEEE | F28 ) PHEEREAmazon Web Services —fif2Z£,

ZESKRIE , FEEIAM Identity Center 12 A, BIBERRINSKES,

sso_account_id - &£/ AWS configiE=REE

#iB AWS Organizations fR# AWS tRF Fi8 AR B2 BRFT <2 WEIE ID,

EEEEAAKRFEMNBE , 5801 IAM Identity Center E2 AW FRMAWS \REEME., SHtalLL
FEAWS IAM Identity Center AO #8345 APl & | BEEHMEA ListAccounts API AR A ARFF
B, i, #ay LAY AWS CLI /3% list-accounts,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://console.aws.amazon.com/singlesignon
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccounts.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-accounts.html
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sso_role_name - £ AWS configiER:EE

HERIAM BENFIUELRE  EREHEEENGT, AGXELREEN AWS IRE I8EW
Fsso_account_id., FAABETE , MIEAE Amazon Resource Name (ARN),

TR EEE IAM BERMBRIFFUEER |, YEREAEHEERNFEUBHR AWS IkF,

EEEESME WA UEESE AWS RF |, FH11E |IAM Identity Center 12 & W FARBAWS 1R
FHME, #ZE AWS IRF REPIIHNERFIEEZHE, EHATSIZZAWS IAM Identity Center A X
Myt API 2EHE A ListAccountRoles APl BB A AR AT SMNIEE, fltn , Ea AR AWS
CLI 553 list-account-roles,

gesn oo

sso_registration_scopes - £/ AWS configiEREE

ERER NEREEFREZR D REEsso-session, BABAAILUBER—SZEEHE , mEE
AEABRHNEFEIERERAR FHEE, sso:account:access XERT WH/NEE , T8
£ 1AM Identity Center FREEVSENEEREN, NETHENEERENFTE , F2EAWS IAM
Identity Center  fEREIEM) FHNFIEHE,

BELHETERACEM OIDC AFGEMAFRERNEFRFHETREMER RN, @SERE
¥ 1AM Identity Center & FRF IR IR N FEL

WEREABRAREMATEHNEBERE, FHEMERRENERER
Msso:account:accessEE&E,
S AWS SDKsfITE

T3 SDKs X EAEBERFATRRI SHEEMFRE . Eic FMEMED ISR, BRAR Java B AWS SDK
M BAR Kotlin B9 AWS SDK EX B[ JVM RIFEBIERE.

SDK % BRERNEZER
B
AWS CLI v2 =
EAR C++ By SDK =
EAR® Go V2 B SDK (1.x) =
EAR Go K SDK 1.x (V1) = BEFAHAconTigERETE , B AFREHEBEREA ;

w2 HTERE,
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https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccountRoles.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-account-roles.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-oauth2.html#oidc-concept
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
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SDK % fREREZEF
B

BAR Java B SDK 2.x = credentials ERPBZEERE,

EAR Java B SDK 1.x B

BAR JavaScript 3.x B SDK 2

B A JavaScript B9 SDK2.x £

B AR Kotlin £ SDK =

WAR NET 4.x By SDK =

EAR NET 3.x By SDK =

EARK PHP B SDK 3.x =

EAR Python # SDK =

(Boto3)

B Ruby #J SDK 3.x =

B AR Rust B SDK 5 ERERTATEREEERE,
i)

BAR Swift # SDK 2

PowerShell W TE =

IMDS ZAERHEMHE
(® Note

METHEREEEAGERNAFZRE Support AWS SDKsMTEERRWRE , F2H 7THEAE
EEREERH.
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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Instance Metadata Service (IMDS) 2t #TEEHNER , TARBZEXIEBEHTHNEITER, W
EURERMNEEMER , 552H (Amazon EC2 fEA &) FHMEAHTEEREER ., Amazon
EC2 iRt A HETEREANEIKIFE , TAMTEBRMESENINESA. NRFITEBSEEA
&, AURH—EHZACERNNBEAER, BBRSDKsAIAFERAZIRBERBTEAER , HAHTE
HEAERREHEEEN 2. BTERBPEERRESE 2 ik IMDSV2) REATIERBEFHINER
£ IMDS [R7A |, FEEAFER. IRRAEELEHANRYE HTTP $#E2/X8% 403, 404, 405) ML, Al
Z#H IMDSV1 M ATEH.

EATIHIERFRELINEE

AWS_EC2_METADATA_DISABLED - IRiES &
=RERFEMA Amazon EC2 #1TEBPEER R IMDS) REEEAER,
JEER{E : false.

ENE :
« true-5E7EH IMDS R E&EAER,
- false- /] IMDS BB &E AL X,

ec2_metadata_vl_disabled - & AWS configiE Ri&E,
AWS_EC2_METADATA_V1_DISABLED - IRiEE 2 aws.disableEc2MetadataVl - JVM RHEEBH :

{E PR Java/Kotlin

& IMDSV1) #i&EMA. IMDSv2

(® Note
By SDKs A28 IMDSv1 , It A X B ERE, MEFMENR , F2ERERK Z&E AWS
SDKS*”I/E—\O

JEERE : false,

BWE
« true -7 IMDSVI A,
- false - £/ IMDSv1 #A{EH.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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ec2_metadata_service_endpoint - £ AWS configiE =R E,

AWS_EC2_METADATA_SERVICE_ENDPOINT - IRIBEEH aws. ec2MetadataServiceEndpoint -
JVM RiKB Y : PR Java/Kotlin

IMDS Wim®i, WWEEER AWS SDKsHMTEKEE Amazon EC2 H1TEEE TR ERIH AR
B,

FEER{E : MR ec2_metadata_service_endpoint_mode& R IPv4 , BIFERRRE A
http://169.254.169.254, WIR ec2_metadata_service_endpoint_modeZF R IPv6 ,
RIFEERIwEN S http: //[fd0O0:ec2::254],

BRE : B URL
ec2_metadata_service_endpoint_mode - 2t AWS configiE
ZRE%E, AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE - IRIEEE,
aws.ec2MetadataServiceEndpointMode - JVM R& B : {£BR Java/Kotlin

IMDS HYimEHE R,
ﬁggﬁ : IPv4,

BXE : IPv4, IPv6,

® Note

IMDS BEAERRMER W —Bo THEANEREHERE, T8 , RETELRIPHEA
HERHE<R , T 2WE IMDS BAERREMRE, it , MREHFEEXEAIREHAEDN
BAEH , CLAREETBRAGAERNEABRREHRE  AEATRANREE. HE , F
ERBRABNRMEREDRABERUECDETRNEAER K MREEEABTIEEER
IMDS B AERRME, EUNERYREAFIKFEZEEEZEAERRR,

IMDS EAERN L2

RIFFERR , B AWS BRHARE4ARAREERNEAERR  BRFEZEASERFTE

FA Amazon EC2 #i1T{E 8 & KR (IMDS) R#EEL AWS AEHNEAER, &
LEAWS_EC2_METADATA_DISABLEDRIRERERE S , AIAEALITAtrue. EALEFTLER R
SEE) , WA EEREHR Amazon EC2 MTRRBFEERBREC T ZE BBV Z LM,
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® Note
AWS ERBEHREZEAERN SDK AFmETEEA IMDS HEBAER , BWELREAM.

£ Amazon EC2 IMDS & A& #

MR ELRBEBHBAN EEERANERERR  UREREBFELERBEFHE.
Linux & macOS

£ Linux 5t macOS MEF AT AEA TSl SRR ELTRIREH

$ export AWS_EC2_METADATA_DISABLED=true

MREHLEREEZLME Shell TERBRNRREFTRBZ2BREFTE , EUUSELRGSHIESE
Shell F2E#E , Al .bash_profile, .zsh_profiled} .profile,

Windows
5/ Windows BWEF O LA EA T AT SRR ELNIREEE -
$ set AWS_EC2_METADATA_DISABLED=true
MREBFLBWREESZE Shell THEREBIFEREE , BXREFRS , ITHATITS :

$ setx AWS_EC2_METADATA_DISABLED=true

@ Note
setx R FAESEEREZB M Shell T/EFEER , AN EBEEEHHAREFHFARK Shell , BF
FTEER,
#E AWS SDKsFIT &

T%| SDKs XEXRFEFRFNRAINBERERE. SR TEMBLFIAMRRT. BRAM Java B AWS SDK
1 AR Kotlin B9 AWS SDK # 3 #F{a JVM RFKEBHRE.
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AWS SDKsH TR

il

SDK

AWS CLI v2

BARK C++ By SDK

&R Go V2 & SDK (1.x)

EAR Go # SDK 1.x (V1)

B AR Java B9 SDK 2.x

18
EAM Java B9 SDK 1.x

A JavaScript 3.x B9 SDK

B JavaScript B9 SDK 2.x

AR NET 4.x By SDK

AR NET 3.x By SDK

B
i
EHAR Kotlin # SDK
B
i
&

AM PHP #y SDK 3.x

B R Python B9 SDK
(Boto3)

EAM Ruby B SDK 3.x

B A Rust B9 SDK

EAR Swift B9 SDK

EEZERAHMconfigRFRE , BLARBMABEREA ;

SR TEREE.

JVM Rk : £/A com.amazonaws.sdk.disableEc
2MetadataVl TM3E aws.disableEc2Meta

dataVl ; aws.ec2MetadataServiceEndpo

int aws.ec2MetadataServiceEndpointMode 53

&o

EA IMDSV1 f&HA.

THEA IMDSv1 Ao

IMDS 2
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
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SDK ¥ fRERESEA
B
PowerShell B9 T & = BuLlER EREXEFRBEEER IMDSv1 &#E [Amazon.U

til.EC2InstanceMetadata]: :EC2Metadat
aVlDisabled = $true

BFEAERREHE

(® Note

METHRREEEERERAEZLLT Support AWS SDKsHTEERI RN |, F2H 7HEKE
MR EEHo

nlh

SDKsA BRI EARFIRHEERBRRHEEN T L, HREHETARRUBITEE , INRALHE
BABHEFHESENEAES , SREHNREBERRMERS.

f5lzn , IAM Roles Anywhere B A RAKEWEAE N credential_processHERREEAER,
HEcredential_processAILARRZE , F2E £H IAM Roles Anywhere i #% AWS SDKsH T

o

|

@ Note
L TERBARNABEFIREEAERN S E , MREE HABHTEE  RITTAESFER AWS, I
REEEAWSEEERLEE K BEAHMEAERESRE. NRFERIRE , SEXMER
EERFENZEREER  BRECERSUEEE, BRENBEIIEAENRIETFTSRKEM
WBREFABA StdErr , A SDKsH AWS CLI AT S84 EEEF , AL ATRES S E N
R RRERENFERE,

£ T 5118 B iRE LN EE -

gesn oo

credential_process - £ AWS configiER&E

1EE SDK A TERAREHITHAR ST  LELENENEEANEG T RERE. RESEE
BREAZRE4SUANEN/STEW. & SOK ARRERFK , cBESEFEFE JSON EREA

RFREHtE 80


https://docs.aws.amazon.com/powershell/latest/userguide/
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stdout, HITRHEELANBEERANELEA. REFNTSRBEAITETHREREENEA
&H

(® Note

EFEAERRAER WMo THEEANERREHAEEE, T8 , REELRFIPHEME
BREEZR  TEREEFEABHEHRE, At , IREFEEXNEALRRENEAE
#, BLAREEPBRAGERNEAERERE K EATEANREE. HE , TEKE
BRABRRHEEEDRABERHECDAENNEAER K MEREERABHEECARFE
ABRREHRE, EUUERYEREAFRFEZEEZEAERRR,

BEEBRAERENRE
RENER—EFH , HP IS SDK HHABRTERREHITZEINERE !

- BRABEREBRETETIFERT : A-Z, az, 09, EFHE (-). KE(_). AH(.). ERR
(7). REHR (\) Tz,

- NMERRIEREBITETE , TENRCNERSBHEUESIHR (") FE.

- MRSBEYEBISHEITETE , IRTRFBUESIN (") EF. EFEEBRE , MIEHE,

- BOEFEPIESEMREEY, i, F203E $HOMER SUSERPROFILES.

c BARTERREER ~ "BV EAEETERCRELAERER, IREELXERER L RRGE
AEPATHRIEZHEENERRFEREN. BRERBEXERFEMAEARTE :
T 5| €558 R1E Linux/macOS K FAconfigiERAFELE Credential_process,

credential_process = "/path/to/credentials.sh'" parameterWithoutSpaces "parameter with
spaces”

T 5 & HIFERTE Windows BI £ FconfigiERAERE Credential_processo

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"

- IEEARERTEE :

[profile cred_process]

BRRRE 5



AWS SDKsH TR BEEE

credential_process = /Users/username/process.sh
region = us-east-1

BEABREANBRE H

SDK SHTHREEHIEEN 1 , AR REERHEBRENER., BEENGS , EREESElR=
HENER |, L BASTDOUTERS THIFEEN EESE JSON &,

{
"Version": 1,
"AccessKeyId": "an AWS access key",
"SecretAccessKey": "your AWS secret access key",
"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire"
}
(® Note

BEAXRBE , Version REIBLERES 1. EARREEEREENZAER,

Expiration £# =2 RFC3339 AW RFEBF. MRExpirationEWFEFEERIENE L+ , &
EHZEASBRRBEABHETSENEENRIEAER. B, EABHEHAARFEEAESR ,
WHEBEAERBH I EFHAIT credential_processm S REBEHEE,

(® Note

DREMAREATEREEALERABN—ERIUINSEFEAER. NRFERN , BL4AH
ABEFFEET.

ARRFIREMFETELR , URTEIURRE R EAEHR,
X & AWS SDKsFIT &

T35 SDKs XEATERFTRMNEENMRE. S5 MM BIARR. BERAR Java B9 AWS SDK
M EAR Kotlin B AWS SDK EXEBEM JVM RFBHRE.

RFREHtE 82
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SDK ¥ BEREZEHA
B

AWS CLI v2 =

BERAR C++ B SDK =

BAM GoV2 I SDK(1.x) £

EARM Go B9 SDK 1.x (V1) = ZEFAHAconfigERBRTE , KL BRREHEEREREA ;
ESEITERER.

BEAR Java B SDK 2.x =

BAR Java B SDK 1.x =

B R JavaScript 3.x B SDK =2

BEAR JavaScript 2.x B SDK 2

1B F R Kotlin A SDK =
WA NET 4.x #9 SDK =
BEAR NET 3.x # SDK =
EAR PHP # SDK 3.x =
B A Python B SDK 2
(Boto3)

B A M Ruby B SDK 3.x =
B AR Rust B SDK =
EAR Swift B SDK =
PowerShell fy T & =

EFEHAE 83


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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AWS SDKsH T BEiE%#4t,IhaE

AZIRECEENR —BNTFERE , WHEFFZ SDKs FUMHEMN S RNEF, L—BMHTRSEZE
SDKs SISV AEENMBEWE. AMAEREHBTUAEEXNBHES , NFFHESR , F2RENEE
SDK API,

/A Important
W IFPE SDKsER X BATEIHEE , EEXEEETNWARAEEMH.

£}

o PR AR B

- EAEXID

« Amazon EC2 #i{TEEFEER
+ Amazon S3 FEE

« Amazon S3 % [EiFFEUE

« AWS [EiF]

« AWS STS [E i3 i 24

« Amazon S3 WE R TEMRE
« BB FIPS iWE

- WRRE

. —RRAHAERRTE

- IMDS A Fi®

- EFITA

- BREME

« BRI E B U B

- EEREREHER

REE(LIhRE 84
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R = B i

(® Note

METHREZCEEEENAZERE Support AWS SDKsHMI T EER RN |, HS2H 7 HELKE
EHEREEH,

MR EImBER AWS IRF ID BB X EILEEZRBNFER , FURBERSNENTERYE, EEE
AXEURF BERIGEN AWS SDK MRKR , BRE4AAFHEERBAFH LIRS AEBN IR
B G mMAREEMtRE, R SDK AFmERERS ID, AFnSFERAEE RS, NIRFAEEN

ImEERA MR https://<account-id>.ddb.<region>.amazonaws.com , Ef <account-
id>H <region>2f&H AWS tRF ID 1 AWS EiF,

5/ T 518 B iRRELLINRE -

aws_account_id - £ AWS configiERi&E, AWS_ACCOUNT_ID - IRIEEE, aws.accountlId -
JVM REBH : R Java/Kotlin

AWS tkF ID, ARLIRFE SERNIRMIRHA. AWS RS ID B9 111122223333,
bR P B Im RB% R T R R L RB R K EFIFERMEE.

account_id_endpoint_mode - £ AWS configiE Ri&E,
AWS_ACCOUNT_ID_ENDPOINT_MODE - JRIEE 2, aws.accountIdEndpointMode - JVM R B
% : R Java/Kotlin

WEREARELERERAURSFAERMNIRIIRE , XEBLIRFE AEBHNHF AL,
JEE%{E : preferred

BXE

- preferred - MRAA , inBHEI SRS ID,

- disabled - EfFTHIHETIEIRSE D,
« required - HEHABITERFE ID. MEIRFE ID AUH , HEARE4SIBEES,

<& AWS SDKsFIT &

T3 SDKs XEAEEHFTRRISHEEMRE, B MEMHD ISR, BRAR Java B AWS SDK
M EAR Kotlin B AWS SDK EXX B JVM RFEBHRE.

R P B i Bh 85
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SDK ¥ fESDK B EZER

B WRAHR
1T

AWS CLI v2 & 2250

AWS CLI v1 & 1.38.0

BEARC++HSDK &

BAK GoV2Hy = 1.350h%

SDK (1.x)

EAR Go #Y SDK ra

1.x (V1

BEHAMR JavalW SDK £ 2284k

2.x

BAM Java®WW SDK £  1.12.771

1. R

B K JavaScript £ v3.656.0

3.x By SDK

BAR JavaScript &

2.x By SDK

EA R Kotlin B9 = v1.3.37

SDK

BAK NET4.xHY = 4.0.0

SDK

BRAM NET 3.x B9 &

SDK

BEARK PHP By SDK & v3.318.0

3.x

R P B i Bh 86


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
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SDK % #& SDK B EZER
B RAPR
17
EAR Python B9 = 1.37.0
SDK (Boto3)
B AR Ruby I SDK =& 1.123.0
3.x R
BAM Rust B SDK &
AR Swift B9 SDK = 120
PowerShell W T E B
FERRE ID
(® Note
METHRREEEERERAEZLLT Support AWS SDKsHITEERI KRR |, F2H 7HEKE
EREREEH,

B— AWS 1RF At ZEEF AR AREWY AWS k¥, EARR ID IZEFERER AWS iR
. AWS SDKsHl fRIH#E T — AU R FEEARS  TEASHERE , RTEEFBATKESR
B, pln , tLEATUNSESERESFEHHESE T AWS Health Dashboard , LAME— 58 Bl L fE A 72 X B2
B A AE A

£ T 5118 B RRE L0 EE -

sdk_ua_app_id - £H AWS configiERE%E, AWS_SDK_UA_APP_ID - IRIFEE,
aws.userAgentAppId - JVM REBH : ZBR Java/Kotlin

IERERBERGEARANKE —F& , AREASE FHBLERAENE AWS IkRF Y
AWS,

FEE%{E : None

FERERX ID 57


https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKsH TR

BEES

Tl b %&. FL o+, -,

LR 2RN

BRE: RELERB S0 NFHE, RFERAFE. BFNTIEHKRF

N

~

—> \\l\\ o

£ config BEPERELENESH :

[default]
sdk_ua_app_id=ABCDEF

EBHSIIREREEEM Linux/macOS 4l :

export AWS_SDK_UA_APP_ID=ABCDEF
export AWS_SDK_UA_APP_ID="ABC DEF"

EiR w5l

Xa

setx AWS_SDK_UA_APP_ID ABCDEF
setx AWS_SDK_UA_APP_ID="ABC DEF"

TEREE M Windows 4l :

MREBEYWEEFEAL shell EERKRBBRNATR , FEE R HZKE,

<& AWS SDKsFITE

T % SDKs XBEAEEPFTRMNBEMEE. G5 TEMIBAFISMRIA. BERAR Java B AWS SDK
A EAR Kotlin 89 AWS SDK EXEEM JVM RiEBHERE.

SDK

AWS CLI v2

EHR C++ By SDK

&R Go V2 # SDK (1.x)

EAR Go # SDK 1.x (V1)

BAR Java B SDK 2.x

AR Java By SDK 1.x

fim

x fRENEZEMA
2

FHZEHHconfigER,

FPXEHXRAconfigliRF|E ;| TXERREE

FERERX ID
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/

AWS SDKsH TR BEEE

SDK

B R JavaScript 3.x B SDK =

B JavaScript 2.x B SDK &
i# F R Kotlin 9 SDK =
BAR NET 4.x 89 SDK 3
BAR NET 3.x B9 SDK =
B AR PHP # SDK 3.x =
B A7 Python B9 SDK =
(Botod)

EAM Ruby B SDK 3.x =
EHAR Rust B SDK B2
EAR Swift B SDK S
B AR PowerShell W T & =

Amazon EC2 #{T{EEBHEER

® Note

WMETHREEERESRFEZUT Support AWS SDKsHMI T EERRNRA , FBHE THLIE
FEAVRERHE,

Amazon EC2 B AHTEBPEZER IR IMDS) WETER ERHRKE., BEE—D 7 HRIERK ,
F2H (Amazon EC2 fEFEHEmR) THEAHTEEFEER, EFRESRE IAM SEH Amazon
EC2 HiTER LEMEAERE , STERPEENBEBNERETHEN.

£ T 5118 B iRRE L IhRE -

Amazon EC2 #{TEBHEER 89


https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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L=

metadata_service_num_attempts - £/ AWS configiERi&E,
AWS_METADATA_SERVICE_NUM_ATTEMPTS - RIZ£H

IR EEEERRATEERFRERRBENERE K AR EERNERE
fas

BRE : KREFR 1 WEHF

metadata_service_timeout - £ H AWS configiE R E,
AWS_METADATA_SERVICE_TIMEOUT - iS58 %

EEERRITERTESENRBHEINERRE , RFZATNY &,
FEER
BERE : KRFIER 1 WEF,

£ config IBRPREELEREH

[default]
metadata_service_num_attempts=10
metadata_service_timeout=10

EBTSIREREZEM Linux/macOS £ :

export AWS_METADATA_SERVICE_NUM_ATTEMPTS=10
export AWS_METADATA_SERVICE_TIMEOUT=10

BB AR ERRE A Windows £l :

setx AWS_METADATA_SERVICE_NUM_ATTEMPTS 10
setx AWS_METADATA_SERVICE_TIMEOUT 10

T AWS SDKsFIT E

T % SDKs XEAETEP PR ZHEEMERE. G MEME D BIFMMRR. BEAR Java B AWS SDK
M EAR Kotlin B AWS SDK EX B JVM RGBHRE.

Amazon EC2 #{T{ERE F &R 90
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SDK %X BEREZER
B

AWS CLI v2 =

BAR C++ #9 SDK &

BHAMR GoV2HI SDK (1.x) &

BAMN Go W SDK1x (V1) &

EAR Java B9 SDK 2.x B fEX & AWS_METADATA_SERVICE_TIMEOUT
v

EAR Java B9 SDK 1.x B {EX & AWS_METADATA_SERVICE_TIMEOUT

B JavaScript 3.x B SDK &

B JavaScript 2.x B SDK &

7|

AR NET 4.x By SDK

7|

AR NET 3.x By SDK

7|

B
i
EHAR Kotlin # SDK
B
i
B

AM PHP #y SDK 3.x

fim

fim

B R Python B9 SDK
(Boto3)

E AR Ruby B SDK 3.x

7|

B A Rust B9 SDK

7|

EAR Swift B9 SDK

7|

PowerShell W T &

7|

Amazon EC2 #{TEBHEER 91


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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Amazon S3 1ZHU 2,

(® Note
METHREREEEEENAEZE%RE Support AWS SDKsHI T EERI KRR |, BF2H 7 HEKE
MY ERE B Ho

Amazon S3 [RE A EFE M AR Amazon S3 REFEFBEFNERSFR. FREEFTEAZEEMH
M —BORFERE K MAREEEAZRMFITE, FiB AWS SDKs , BRI L ERFITFEMML P ER
17H{ 25 Amazon Resource Name (ARNSs) #1T API i/ , MARHREEREFZTEEE. AR
BERE , FINERAFEE ARN #E GetObject R FITRERYH , REAFEE ARN B
PutObject #§¥I##Ti8 E REFATHE.

ZEE—F 7 Amazon S3 FEUER ARNs , 5828 (Amazon S3 ER &) RFHFEHAFEE,
A T %1E B R E L ThEE -

s3_use_arn_region - £ AWS configiE R E, AWS_S3_USE_ARN_REGION - IRIFE S
aws.s3UseArnRegion - JVM Rk : EIR Java/Kotlin, EEEFEERENBTREHE , BEESH
RV HE SDKo

IEERE Sl SDK REEAFEE ARN AWS B REBFERNER K. RBEZEHFSRE
ARN REHERFIRREHBN AWS 2 EI[E AWS B R4t AWS &5 |, U IERATREX KA E
DEIEFY, MRERTFE , AIBXBRENRERST , REESIRESHERE,

JEER{E : false

BNE :

« true - SDK €7 EEBIHE AWS B EH ARN K , MARAF M RE AWS EBiEF, FI50
R - MBAFHM SRES AWS B FIPS AWS E1F , BIXEZ4S ARN #9 AWS EiF, &I
e LN,

- false - SDK 8 EBRMFEERAF RN RE AWS EH .
X & AWS SDKsHI T &

T%| SDKs XEXRFEFRFNRMNINBERERE. SR TEMIBLHIAMRRT. BRAM Java B AWS SDK
1 AR Kotlin B9 AWS SDK #x #F{1 JVM RFKEBHRE,
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-access-points.html

AWS SDKsH TR BEEE

SDK ¥ EEEREZEA
B

AWS CLI v2 =

EAR C++ 1Y SDK =

BAM GoV2 I SDK(1.x) £

EARM Go B9 SDK 1.x (V1) = ZEFAHAconfigERBRTE , KL BRREHEEREREA ;

B2 R TIERE,
BRAR Java B SDK 2.x =
BAR Java B SDK 1.x 2 X8 IVM REBM,

B R JavaScript 3.x B SDK =2

BEAR JavaScript 2.x B SDK 2

1 F R Kotlin ) SDK =

BEAM NET 4.x B SDK =

BAR NET 3.x # SDK B TEHEEEELIER ; XAconfigERENBEIEFSRRE
28,

EAR PHP Y SDK 3.x =

EAR Python 9 SDK =

(Boto3)

EARM Ruby B SDK 3.x =

1B AR Rust B SDK )

AR Swift ) SDK &

PowerShell f§ T & B TEHEEEELIER ; XAconfigERENBEIEFERRE
28,
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKsH TR BEEE

Amazon S3 % [E 15 F U2,

(® Note

WMETHREEEEENFZERE Support AWS SDKsHI T EERIFRMNFHRA ,
FMVERE B Ho

ﬂlh

A2R TR

Amazon S3 %Eiﬁﬁﬂlﬁﬁiﬁﬁ%éﬁﬁﬁ%ﬁ , ERREA T ARREREMLRZE Amazon S3 #EFErBH
AR AWS EBE, BRUAERSERFN  UAE-ESFEANERREEZEESEGEAREN , AR
Eﬁé‘?»&ﬁi&jﬁ}lﬁiﬁbﬁﬁﬁ&‘ﬁo

EEHE-STHZEEHEFENGY , 528 (Amazon S3FEAEIEFE) FH Amazon S3 FH)Z [EFFEL
2. Amazon S3

EEE—5 7T HZEEFHE Amazon Resource Name (ARNs) , 5528 (Amazon S3 &)
PHERZ EFIREREER.

BRE-STHRNAEYZEHFNE  F28 (Amazon S3 EAERRE) PHNEES EEMFEIE,

SigVAA BE AR AREZLHEAFBRNEBZEE., WEEERH SDK EB MAMKMEBAWS &
RA#TH (CRT) BXE,

£ T 5118 B iE L 2h&e

s3_disable_multiregion_access_points - £/ AWS configiE

ZRERTE, AWS_S3_DISABLE_MULTIREGION_ACCESS_POINTS - IRIZE S
aws.s3DisableMultiRegionAccessPoints - JVM R#EB 1 : EFR Java/Kotlin, EEEEERER
WHEREE , FEESRENEE SDK.

R EESE SDK REARERBEEEF R, WRERTFE , AIBRXBRENRER L , REE
%}_iﬂﬁﬁﬂﬂio

JEER{E : false

BWE
« true - FILFERAEEIERK,
- false - FRAZEEHFNEMABEEZGER,

Amazon S3 % [EiF 7 ELE, 94


https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html

AWS SDKsH TR

il

<& AWS SDKsFITE

T3] SDKs XEAEEF IR SHEEMERE. EiC MEAER D HISRI.
M EAR Kotlin B AWS SDK EXX B JVM RFBHRE.

SDK

AWS CLI v2

AR C++ #y SDK

AR Go V2 #y SDK (1.x)

AR Java B9 SDK 2.x

AR Java B9 SDK 1.x

A JavaScript 3.x B SDK

it
&
EAR Go # SDK 1.x (V1)
&
&
&

B JavaScript 2.x B SDK

B AR Kotlin ¥ SDK

BEAR .NET 4.x B SDK

AR NET 3.x ¥y SDK

B
B AR PHP #y SDK 3.x
i

AR Python B SDK
(Boto3)

A Ruby B9 SDK 3.x

B
AR Rust B SDK
B

AR Swift B9 SDK

* fREEREZEMA
=

=
=

=
=

7|

i

7|

7|

i

7|

EAR Java B AWS SDK

Amazon S3 Z[EiF1FEE
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/

AWS SDKsH TR BEEE

SDK ¥ BEREZEHA
B
PowerShell W T E =
AWS [E1T]
@® Note
WMETHRRTEEHEE BN RZ%E Support AWS SDKsHITEERKRMNRA |, BFSE 7 AR
FEHEREE M.
AWS B 2 BREETHNEEZE S AWS R
A AWS B , B UEFERERVRSEHEED AWS R B . EEBREBZNERNERAER

FLENEAEREFNCMANVLE, ERRHRERD. BEMMRERD , URELE, £/ B
B, BUUEVNREER , MRETHETZESTEZE.

RZBE AWS R B RMESEIE[EIGMEEE, BRIEGHARER RENESHE SRS E—ERE
BHEINERFAFEAEMEMESEH AWS R, 5170 , Amazon S3 1 Amazon EC2 X EEEE
BE., BER% , i IAM | BEREHER.

AWS —f2ZE G TIENR :

- FETHRESEGRNCBNER  UARRERAESRINNEE  F2H AWS R
- EERGAESE MEXENESNREN B IEE AWS R |, F2RRE RN LE.

B R# A F i

EELRARETARNEE AWS IRF , SDKs2 & =E 8B FRERN/WH AWS RFE. Hi ,
RENEARERXFTERFE Amazon EC2 , BN ERABEREEIL Amazon EC2 A F ik ¥4 LA B 3 IR 7518
%,

MREABASAARLSAFPKEERES , IAFKSEAER TIREREN B , ARA
region., i , AJBASHEHMEMERI A Fin AR ER FinVEAFEE. SLEBAAREREE
ERZBERBAFKNEALERE, BAEAREZAFPENIATERLCHBEE  EBREN
SDK ( FAERLMNSE SDK EMHRBERBAEANEXRE ) .
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https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html

AWS SDKsH TR BEEE

£ T 5118 B iRRE L IhRE -

region - 2 AWS configiE R E, AWS_REGION - IRIFEEE aws.region-JVM RiEBM : £
PR Java/Kotlin

EE AWS B ZEAN AWS FRNVEARE. EESARKREREFER 2B ERSHN SDK R&EH
Ko

TRRME : |, BLEABEERE,

BENE :
- BRARFMERBHEMESNAE , 21 AWS —ig2ZHhMAWS REHEAH, Hla , Eus-
east-12HIHERES AWS E1E ZBIREP (#FBIAEED) -

- aws-global EERTEFHKIE 2 , EXEERN£BiRBNRESEHIRE , Hli0 AWS
Security Token Service (AWS STS) #1 Amazon Simple Storage Service (Amazon S3),

# config BRPFREMENEEH

[default]
region = us-west-2

BEGTYREREZEM Linux/macOS &4l :
export AWS_REGION=us-west-2
FEBwTIRERREEEM Windows 4

setx AWS_REGION us-west-2

RZH SDKsHA ", U , TARKREARAEABRREERES. NHFHEEA ,
M45E AWS SDK B AB1EM.

3
¥
=
[

T AWS SDKsHITE

T%| SDKs XEXRFEPFMHRMINBERERE. R TEMIBLFIAMRRT. BRAM Java B AWS SDK
M BEBAR Kotlin B9 AWS SDK & X #4F{d JVM REBMHIRE.
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https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS SDKsH TR BEEE

SDK ¥ BEREZEHA
B
AWS CLI v2 = AWS CLIv2 £ FHIMERI{EAWS_REGION 28I , %R &
H9{E{A{E AWS_DEFAULT_REGION (SHREMELE ).
AWS CLI v1 = AWSCLIv1 AWS_DEFAULT_REGION AL BHNEREA

HIRTE R B,

AR C++ By SDK =

&
AR GoV2 I SDK(1.x) £

BAM Go 8 SDK1x (V1) R BHEEAHAconfigERRTE , B4 ARBMRABEREA ;

ESR ITIEREE,

EARK Java By SDK 2.x =

EAR Java By SDK 1.x =

BRAR JavaScript 3.x B SDK 2

B JavaScript By SDK2.x =2

E AR Kotlin # SDK =

BAR NET 4.x B SDK =

BAR NET 3.x B SDK =

B PHP B SDK 3.x =

BHAR Python 9 SDK &= It SDK AWS_DEFAULT_REGION BAIBEMNFERAEA HWIR
(Boto3) HEEE,

EAM Ruby B SDK 3.x =

B AR Rust B SDK =

B AR Swift # SDK =
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/

AWS SDKsH TR BEEE

SDK > RERESER
B
PowerShell T & =
AWS STS [E15i% B
® Note
WET MR EEADLERARERE Support AWS SDKsFMITEER KRR , 2 7#HAIE
FMNEREEH,

AWS Security Token Service (AWS STS) 2t £ kM EFHRKE. BL AWS SDKs F CLIs FEEX
SEALERFEIRE (https://sts.amazonaws.com) , B A|FEH EE RS HE (https://
sts.{region_identifier}.{partition_domain}). EFEXRANEES , B AWS STS &
BinRNBERGEFREENHE RSP EBRME. EREMAREYF , £ AWS STS inBES
HE— AWS EEXBIRE (#HEFEEILE ) B4, WFE AWS STS mHHEFMER , FSEAWS
Security Token Service { API &) H#in 2 LAWS Identity and Access Management ( £ &5
BAWS STS ) AV EE AWS B,

AWS REBEBRETEEARRIRHMILRESLN AWS EfFH, B% WA EPNEFLAERRE
HimRh, WIEFTA SDKsMTEHXEBUERTE , B HEERERNEHIRIMNITH, NFFEE
7, BE2ET

(@ Note

AWS BEY KA A EEHH AWS Security Token Service (AWS STS) 4 13 i 2
(https://sts.amazonaws.com) E{TEE | SUEERHEMNNEE, LK AWS
STS BEREEEHLNITEEH AWS B HEN FEBRM, ELBEFSHEIEZEMA
B, BMEBEEAEERN AWS STS BiFiinE. MEFMENR , 552 BAWS Identity and
Access Management ( fEf&E1ER) PHIAWS STS £fHimREE,

HRXEWREWNSDKsMITE , FF AL T 518 B REREIRE
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https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html#sts-endpoints
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html?id=docs_gateway#partition
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_region-endpoints.html#reference_sts_global_endpoint_changes

AWS SDKsH TR BEEE

RE2H

LLEREIEE SDK = T Eanfal iR E A REE AWS BR# AWS Security Token Service () 32 &K 19 i 24
AWS STS,

FEER{E : legacy

® Note

2022 £ 7 Bz BRBITHFIE# SDK EEMRAHFASFERS regional, K SDK EEK
AU EBRLEFRELFEAregionalTh. ATRELEBENARREE  BMAEBEST
feregional EFEARXHEBEM -

BEME: (BFE : regional)

- legacy - fEF£18 AWS STS i % sts.amazonaws.com,

- regional -SDK KT E—EFEA B RIREREH AWS STS indh, Hla , MRAF ik
HREAMEH us-west-2 , BI¥ WAFEML AWS STS #E¥ [EiEinE #iTsts. us-
west-2.amazonaws.com , MA 22 sts.amazonaws . comim B, EEERALRENE
B, BEERBEZLEHER , EAUEEFRA aws-global,

£ config IBRPREELEMNEH

[default]
sts_regional_endpoints = regional

FEBGTHEREREEEM Linux/macOS 4l :
export AWS_STS_REGIONAL_ENDPOINTS=regional
EB T YRERREHEH Windows £4

setx AWS_STS_REGIONAL_ENDPOINTS regional

sts_regional_endpoints - 2t AWS configiER5&E, AWS_STS_REGIONAL_ENDPOINTS - IR

AWS STS [E15i% 2
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AWS SDKsH TR

BEES

<& AWS SDKsFITE

® Note
AWS REEBERRTREEARHIRIEIFZESLN AWS EiF,

UTERKFMERF SDKHITE :
s XERE RAXESTS EFmENEAconfigiE REEFIRELE,
AR EE  WRZE |, AIERENTERE,
FERREAFWEESTS In% : IFEELFHEERTE , ARFntEFERATERER%E,

- BBRAFRBRATA  REFRZE4AERERAESRY  EXRERSFATHEE. BR

KAFERDS 2H X Eregional il , MERAEFHIRE , BR2UITA

BERRUEFEATIIE

o 2ii%3 : https://sts.amazonaws.com,
- EEIRE  RIBEEAERAWS EEFIERANRE,

v/

- us-east-1 ([EHF ) : FRus-east-1EHHE , EEEL—REHBERERN TERERFR.

SDK ERREREE EREREAE BREAFKE ®EIEZEA
iw B & STS AiThA
U 2
AWS CLIv2 Z N/A =i 213 i Bh
(Region) &
AWS CLIvV1 & legacy 219 ik Bh 219 ik Bh
BRAR C++  Z N/A @15 us-east-1
i) SDK (Region) Ui (E )
2

AWS STS [E15i% 2
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/

AWS SDKsH TR

BEES

SDK

BEAR Go
V2 #y SDK
(1.x)

BEHAR Go By
SDK 1.x (V1)

BRAR Java
By SDK 2.x

BRARM Java
B SDK 1.x

BRAR

JavaScript
3.x By SDK

BRAR

JavaScript £
SDK 2.x

EBAR Kotlin
#Y SDK

BRAMK NET
4.x B SDK

A\

st
Xia
kg
Fit
¥

N/A

legacy

N/A

legacy

N/A

legacy

N/A

N/A

BRBBAF
i B 4R STS
Uk

[ 13
(Region) ¥
2

E=hE

=i
(Region) %

]

Ex=hE

=52
(Region) %
25

e =1

[ 35,
(Region) %
2

&35
(Region) %
2

BBAFRE RBEIRESEF

BT &

215 im B

2 im B

SRR

SRR

us-east-1

(E)

EEFERAHEAconfigER®
E, BXERBREEBERS
A ; EZ2EITERE,

MRARERER ,
AssumeRole #1 AssumeRol
eWithWebIdentity #&f#
A£i3 STS iwH,

AWS STS [E15i% 2
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https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/

AWS SDKsH TR

BEES

SDK

BEAR NET
3xXHARE
#

EAR PHP
B SDK 3.x

1B AR
Python #9
SDK (Boto3)

#E AR Ruby
B SDK 3.x

B AR Rust
#Y SDK

B R Swift
#Y SDK

PowerShell
WITE

Zzim

Zim

Zim

Zzlim

™l

™l

R

legacy

legacy

legacy

regional

N/A

N/A

- legacy

FERREAF
WEZSTS AfTA

i B

219 i% B 413 ik Bh
219 ik Bh AREHK
215 iR 2 21 iR 2
[ 35 AEREM
(Region)

[ 35 AREM
(Region) ¥

2

=i AEREM
(Region) ¥

2

215 ik Bh 215 in Bh

Amazon S3 HERITEBMRE

(® Note

METHRREEEEENAEZE%RE Support AWS SDKsHI T EERI KRR |

YRR E B Ho

BBAFRE RBEIRESEF

520 T AR

ERTEERE
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https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKsH TR BEEE

—EREEEA , AWS SDKsA$ &l EEZE Amazon Simple Storage Service 5 # Amazon Simple
Storage Service THERK  EXEERNTEMRE, L5l , ELRERBEMA, BE 6 BMAER
EfEH CRC ZEE AR AELRE |, fl0 CRC32 5 CRC64NVME, #REE SDK 5 T E&8E AR
EEL  BENERETANEREZ, ZHUUREEEETHRM LENTAATFEREEN, BL
B 2BRLEE THEAINBEEXN-—BTATELAFRTEERE,

RHITMRAH) AWS SDKsif AWS CLI BB ESR LENEREERE (CRC) BBEEN , WiKHEHE

EZE Amazon S3, Amazon S3 BV EARRHNBERN , IRFRHNEETRE K RAREE
MR EREENRBFRENHNPRER D, BBEREBNEN - EFREPEERD , EY
HTEHE , ST EBEOARNREENMIE ARBRE TR, S UERREFREYGPRER S
HmERAR,

EEE— S THRBEENRE, ?BRLEIXZXENREBNEELEE , 528 (Amazon Simple
Storage Service A EIE®™) FHE Amazon S3 FREVMHTEM,

TEEE
Amazon S3 th AR ASRMEE o9 R LEN —BEEVHBERT,

NZ @ LEERE , SOKsEFTESET s WREEM, Amazon S3 FAELRERT , EB
UploadPart APl SRS REI 7 WM, i, BEEFW CompleteMultipartUpload API
iF , Amazon S3 8RFBEAERN X/ P NBEET,

MREK SDK E4H Amazon S3 Transfer Manager R Bi 2 R L& |, Bl A8 AWS SDKs
HMIEERKRPRINFAREHRBERREELRBBEAGNRERN., BUEBRK BREH
checksum_typeFULL_OBJECTEZ#Z{# A CRC64NVME JEE ERIBZMA TRV BEEN,

MRIEERRRBEMAH SDK 5 AWS CLI :

MRS EFARENFEH SDK T A 2024 F 12 A ZBHIKA , Amazon S3 EEHYH LIEE
CRC6ANVME BEMAN , WHEHTFTRENGHPEERFUHAESE, BBERTUSERH CRC &
£ WETE R CRC HITHE , UHERMAREHI T ER, A, BHATLUERFEA PutObject®

UploadPartBERIFHLBCHEATEREENRFHREETEMLRE , EREBRERAP R
B EER T,

£ T 5118 B iE L 2h &g
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https://en.wikipedia.org/wiki/Cyclic_redundancy_check
https://docs.aws.amazon.com/AmazonS3/latest/userguide/checking-object-integrity.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/checking-object-integrity.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html

AWS SDKsH TR BEEE

request_checksum_calculation - 3/ AWS configfE Ri&E,

AWS_REQUEST_CHECKSUM_CALCULATION - IRIFE%, aws.requestChecksumCalculation -
JVM R B : R Java/Kotlin

RBHERR  EAETEEIFRBALEEMATERRRERN, ERETUREEMITANRE
BAEEZE , BMARERRN—Br. BR , £ SDK BENFERER L, WFESE SDKHT

BWHEREEE , F2M8 & AWS SDKsHM TE&EHBIR,

FEE%{E : WHEN_SUPPORTED

BWE

« WHEN_SUPPORTED - E AP| X  YIFMEREAFATREANRE | HlEREEZ
Amazon S3,.

« WHEN_REQUIRED - &= # T EE AP BIEZTER T HIT

response_checksum_validation - %/ AWS configiE Ri&E,

AWS_RESPONSE_CHECKSUM_VALIDATION - IR3Z£ &, aws.responseChecksumValidation -
JVM RKEBH : ER Java/Kotlin

BIFFER  ERAEETEEFRETNEZENACERERNRE . RRSHTEDEERNRER
M, YEREENOESERETLR. IRRELNRITLRR  SEBINERKOERES|IRE

=]
ﬁzl_-"\o

REANOESHREEUESEHBEENMNESE LA, Amazon S3 AFLEERRBXXEREENZME
Amazon S3 AP| RN EIFEREEN, T8 , IRBBEAREARBEEEENREBNEEE |, Al
ERBLEE.

YEE%{H : WHEN_SUPPORTED

BWE :
« WHEN_SUPPORTED - E AP| 2B  SIFMEREAFATREANRE | HlEREEHZ
Amazon S3,

« WHEN_REQUIRED - R 57 API 2 EHREACHERARENBREEANE  FEITRE
HEFNERDE, Bla0 | EWFEAY Amazon S3 GetObject APl B ChecksumMode 2858 E BRA R,
X AWS SDKsFIT &

T3 SDKs X EAEEHFTRRISHEEMRE, B FMEMHD ISR, BRAR Java B AWS SDK
M EAR Kotlin B AWS SDK XX B JVM REBHRE.
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_Checksum.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_Checksum.html

AWS SDKsH TR BEEE

® Note

ET&RF, "CRT. 21 AWS BAHTH (CRT) BXE , R ERALNERINIEE/AMNE
2

SDK 53 EEREEANE ENREANEEZE HIREZEA
= gix
AWS CLI v2 2 CRC64NVME CRC64NVME, R AWS CLIv1 |, FEERE
CRC32, CRC32C, BN ENEE LS HE
SHA1, SHA256 Python (Boto3) #8[&,

BEAR C++ Y = CRC64NVME CRC64NVME,
SDK CRC32, CRC32C,
SHA1, SHA256

BEAR Go V2 & CRC32 CRC64NVME,
#y SDK (1.x) CRC32, CRC32C,

SHA1, SHA256

BRAR Go By fa

SDK 1.x (V1)

BAR Java 2 CRC32 CRCB64NVME ( &

SDK 2.x i%iB CRT). CRC3
2, CRC32C, SHAA1,
SHA256

BEAR Java B9 =

SDK 1.x

B AR 2 CRC32 CRC32, CRC32C,

JavaScript 3.x SHA1, SHA256

# SDK
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/

AWS SDKsH TR

BEES

SDK

1A R
JavaScript 2.x
fy SDK

EAR Kotlin #Y

SDK

BAMR NET
4.x #) SDK

WA NET
3.x ) SDK

EAR PHP B
SDK 3.x

EA R Python
9 SDK (Boto3)

EAR Ruby B9
SDK 3.x

AR Rust By
SDK

AR Swift B
SDK

R Mt

i

fim ol X0

fm

fm

fm

fm

fm

BARBERR
W3

CRC32

CRC32

CRC32

CRC32

CRC32

CRC32

CRC32

CRC32

XENRESOAEEE BERESED

CRC32, CRC32C,
SHA1, SHA256

CRC32, CRC32C,
SHA1, SHA256

CRC32, CRC32C,
SHA1, SHA256

CRC32, CRC32C ( f&
#iB CRT). SHA1,

SHA256

CRCB4NVME ( &
%iB CRT). CRC3
2, CRC32C ( &%
i# CRT). SHA1,
SHA256

CRCG4NVME ( £
%8 CRT). CRC3
2, CRC32C ( &%
1B CRT). SHAT1,
SHA256

CRC64NVME,
CRC32, CRC32C,
SHA1, SHA256

CRC64NVME,
CRC32, CRC32C,
SHA1, SHA256

awscrt EEEFRIIEETRE
£/ CRC32C,

FMEEEEEFEE CRT 48
et o

BERTEMRE
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/

AWS SDKsH TR BEEE

SDK X FERMEANE IENREENEEZL RIEANEZEA
= g%

PowerShell #J = CRC32 CRC32, CRC32C,

ITE SHA1, SHA256

EHERN FIPS mF

(@ Note
METHREEMEBERAZLT Support AWS SDKsHI T EERKRNRH , F2H 7ML
R B R E HHo

£ T 5118 B RRE L hRE -

use_dualstack_endpoint - £ AWS configi&EZ25%E, AWS_USE_DUALSTACK_ENDPOINT - IR
B8 aws.useDualstackEndpoint - JVM RFBM : R Java/Kotlin

FRREAMEREAREGRETEREREEEEHBIRT., EEE— S THIE IPv4 M IPv6 REMN
EiBIRE 5528 (Amazon Simple Storage Service fEF &) FHFEH Amazon S3 Eiff &
i B, EHBIREEARBY BENELRE,

JEER{E : false

BXE
« true-SDK T ESERFAEHBRARIEHFERBE R, WRBREN/N T EETEHEBIRE
AWS B , FRIEE KK
- false - SDK AT EFSFEAE H B IR FIRE HFERFBE R,
use_fips_endpoint - £ AWS config#ERi%E, AWS_USE_FIPS_ENDPOINT - IRIFEH,
aws.useFipsEndpoint - JVM R& B : £BR Java/Kotlin

FRREMEREEAREGRTERTRFEREEIEFS FIPS RENIREY, HIPEAREELE
(FIPS) R —HEEBRABERRENZNLLER, BAEE, SEBHNSEEBBBNEER
BENABXAEST FIPS 8|, BHEEE AWS inRTE | FIPS i EARS FIPS 140-2 19 TLS
HEENE, NREARERE , B REFEE FIPS in2 AWS [Ei5 , Al AWS FEIYATEES K B,
fRS 45 E R im 2 - -endpoint-uriEEEE AWS Command Line Interface BB I E

AR FIPS 52 108


https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html

AWS SDKsH TR

BEES

BEE—D TR EE FIPS iInMRYEM A X AWS B , FSBRKRER FIPS inFi. WFH

Amazon Elastic Compute Cloud Bk im BV FHAER , 5528 (Amazon EC2 API 2%&) &

& (IPv4 F IPv6) i B

JEER{E : false

BEME :
« true - SDK i T E S4B REXE FIPS HBIRE,
+ false-SDK R LET@HFEREIEXE FIPS HHE®EH,

T AWS SDKsFIT E

T% SDKs XEAEEPFATRANBEMEE. &5 TEMED FISARIR.
A EAR Kotlin 89 AWS SDK EX EEM JVM RiBHERE.

SDK ¥ BEREZEHA
B

AWS CLI v2 3

EAM C++ By SDK =

AR GoV2 I SDK(1.x) £

BRAR Java ¥ AWS SDK

BAM Go B SDK1x (V1) R BHEEAHAconfigERRTE , B4 ARBMREBEREA ;

RS TR

BAR Java B SDK 2.x =

BAR Java B9 SDK 1.x D

B R JavaScript 3.x B SDK =

B R JavaScript 2.x B SDK =2

& AR Kotlin #y SDK =
BEAR .NET 4.x B SDK =
BEAR .NET 3.x By SDK =

EHBR FIPS imE
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https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/

AWS SDKsH TR BEEE

SDK % fREREZEF
B

EARK PHP B SDK 3.x =

ERAR Python B9 SDK =

(Boto3)

EARM Ruby B SDK 3.x =

B AR Rust B SDK =

EAR Swift # SDK =

PowerShell W T & =

i S PR 3R

(® Note

METHREREEEEERMAEZLLT Support AWS SDKsHM T EERI KRR |, FS2H 7 HELKE
B EEH.

HI‘H

SDKsfEAmBRRRFIRKHE (URLsFREEER ) , ARNREEMLE AWS R ATEEE
URLs, ft—2R , EMNEXNBHRUNAEBEAFTNRE, FERELIEEEHS, HRit , B LUE
BFERENGHREY  EHTHENSTHANREY., FRNTANRE2E  EXRESSEHRERFR
HibigiEe, Hltn , B Amazon Timestream , XA EH EDescribeEndpoints3 55K 2R FHEL
AN  RECEAEBLHHERTHIGERIE , flW CreateDatabasemk CreateTable,

£ T 3H B RRE L IhRE

endpoint_discovery_enabled - 3t AWS configiERE%E,
AWS_ENABLE_ENDPOINT_DISCOVERY - IRIEZ 2, aws.endpointDiscoveryEnabled - JVM Rk
B . ER Java/Kotlin, EEEEERNBHREE , FEESHEEMNEE SDK,

B =R B8R DynamoDB ik Bk R,
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKsH TR BEEE

Timestream R EEixEHRFE , Amazon DynamoDB # RIB#H, R EERA

truem® , falseBURRIRKEREEERBIRE., Timestream FERFEESH true , Amazon
DynamoDB &R 5% & false,

B¥E -

« true- HEEHESEHERRR RENESY  HPRBEREIEAN,

« false-SDK TEBEBHEHKRE RENIRE , HPRERREEAN,

X & AWS SDKsFMT &

T3] SDKs XEAEEFFMAMNHEENRE. SRR TEMEIHIARRI. BEAR Java B AWS SDK
M EAR Kotlin Y AWS SDK EX EBIEM JVM RFBHERE.

SDK ¥ BEREZES
B

AWS CLI v2 =

EAM C++ By SDK =

EHAM GoV2 I SDK(1.x) £

BAR Go B SDK1x (V1) R BHEEAHAconfigERRTE , KL ARBMREEBEREA ;

FSB TIERER,
HAR Java B9 SDK 2.x 2 BEAM Java B SDK 2.x AWS_ENDPOINT_DISCO

VERY_ENABLED FRRIESEEZRE,

B AR Java HY SDK 1.x 2 FAXRE VM REEX

A JavaScript 3.x B SDK =

i}
BEAR JavaScript By SDK2.x =&

B AR Kotlin 8 SDK =

BEAR NET 4.x 89 SDK =
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/

AWS SDKsH TR BEEE

SDK % REHEZER
B

BEARK NET 3.x B SDK =

EAK PHP Y SDK 3.x =

EAR Python 9 SDK =

(Boto3)

EARM Ruby B SDK 3.x =

B AR Rust B SDK B EXZE Timestream,
N

AR Swift B SDK )

PowerShell WTE =

— R RERRE

(® Note

METHRREEEEERMAEZLLT Support AWS SDKsHI T EERI KRR |
B EEH.

ﬂl'ﬂ

wBE THRAE

SDKsE E— LR CTERNERZREGHTAN —MRERE
AT 518 B R E L Tha
api_versions - 3t AWS configfERRE

BE AWS BRBESHEZE API A , UXELBERME, BRIBFER , SDK M AWS CLI ##
EEEASHN TR API A, BEEREE API REAARENFER , FEREEPIE

api_versionsi&iE.

FRRE &, (FAREHSERAZTN APIRA, )
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https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKsH TR BEEE

BWE . EREMRTE , REEE -2 EHEEET , SETHSEINEFEHN — B AWS BRI
API fRZAS, B2 0 AWS BRI XY , AT ETAH APl MR,

LEFIER config BERFHIMME AWS RIEREREN APl IRAE, EL API RAEEARESE
BLERENHRETHITHR T, EAEMRBA RS S ERXRE AP BB

api_versions =
ec2 = 2015-03-01
cloudfront = 2015-09-017

ca_bundle - | AWS configfER5%E, AWS_CA_BUNDLE - IRIEE
EERE SSLTLS BERFEFANBEIRBEN (EF.penBlEBHER ) BE,
TERRE - &

BAYE: EEXEREHESIEREHE, NIRFETERERE , AR ESREPATHRESEEEN
ERRFEHREN,

£ config BREPERELWENEEH

[default]
ca_bundle = dev/apps/ca-certs/cabundle-2019mar05.pem

X5
it
=2

HAMEERRMAEERENEHBREFTNER | LT R Windows B config R+
Eavsas)

[default]
ca_bundle = C:\\Users\\username\\.aws\\aws-custom-bundle.pem

SRERIEBEEHM Linux/macOS il :

[ —n

EBwTY
export AWS_CA_BUNDLE=/dev/apps/ca-certs/cabundle-2019mar0d5.pem
EBWSIIREREZEH Windows &
setx AWS_CA_BUNDLE C:\dev\apps\ca-certs\cabundle-2019mar05.pem

output - £ AWS configiERRE

}8E AWS CLI M1E# AWS SDKsFI TEARERENKR,

—hXHERE 113



AWS SDKsFf1TE
FEEX{E : json
B¥E -
« json-EWHMWKEXE JSON F&,
« yaml - BHWERX A YAML F&,

BEES

- yaml-stream- WHHARRAXERRXA YAML F&E, BRAMEEEARERER,

o text -BWHNERXRZITU Tab 7N FRE, EHREREEREXFEES (W
grep. sed = awk) FEEH,

- table-BWHENBRXAEATFTT +- ERREFHRERNKE. CBENU "THFEABERA) HBX
REREF  EBEALEMRAERZHE , EEFEEX T EETEA,

parameter_validation - 3 AWS configiEREE

EERBRREANTERS

FEEX{E : true

A AWS B THIZBEEERBHMB N ELRI D TISZH,

BENE :
« true- FER{E. SDK I ESHTHTIHSHNAFRRE. EAN SDK R TERFSHE
M, WHE — L8R5, SDK T E LR EIEERE AWS RIEinB < 8l , IEBEMPIFER,

« false-SDK TEFTESHELTTHSEEXLE AWS RFiHE 2o E#TRE, AWS R
B ERBMARR , LIEEEMNER,

X & AWS SDKsFIT &

T35 SDKs XEAFTERFATRAIHREMERE ., S5 MEME D BIAAMIR.

BAR Java B9 AWS SDK
F BEAR Kotlin B9 AWS SDK # X #{F7 JVM RFBHRE,

SDK % REREZEA
B
AWS CLI v2 ¥ api_versions AX&E,
ﬁJ\
BAR C++ B SDK =

EAR Go V2 By SDK (1.x) =P

api_versions parameter_validation FX&E M,

—RRAERE
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#json-output
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
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SDK ¥ EREREZEA

EAM Go B SDK1.x (V1) E8 api_versions parameter_validation FTXZE M,
P BFEFEAHAconfigRREE , AL ERBMREBEREA ;
ESREIERE.

AR Java B9 SDK 2.x

7|

HR Java By SDK 1.x i

FHM JavaScript 3.x B SDK £

it}
B
i}
i# A JavaScript 2.x By SDK £
i)
i)
B
B

FIR Kotlin # SDK )
AR NET 4.x 8 SDK )
AR NET 3.x B SDK )
A PHP By SDK 3.x =
BERAR Python B SDK =
(Boto3)
AR Ruby By SDK 3.x =
B AR Rust By SDK B
BAR Swift # SDK B
PowerShell W TE e
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https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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IMDS H Fim

® Note

WMETHREEMEAESFZFRE Support AWS SDKsHMI T EERRNRA , FBHE THALIE
MR E B Mo

i

SDKsfF A T/ER R ERFEREESTEEBHEERRKEE 2 iR IMDSV2) AF ik, WME IMDSv2 B
HMEH , F2E (Amazon EC2 A &) R A IMDSv22, Amazon EC2 IMDS A Fim A] %
iB SDK BXBEHRMHEN A FisHAREYHEITRE,

£ T 5118 B RRE L0 EE -

retries - A Fimid M HXE
FEARMBERNEANERAEZDRE
FAERME : 3

BXE: KR 0WEF,
port - AFIRMEREYHRKE

un Eh AV E IR,
%18 : 80

BERE : BF,
token_ttl - AFwmMBEMHFRE

FRH TTL,
FERR{E : 21,600 ® (6 /N , RARDEKE ) -

BWE : 8F,
endpoint - AFIRHAREYHRKE

IMDS Hyim .

FERME : 2R endpoint_modeZF R IPv4 , AIFERRImES A http://169.254.169.254, HIR
endpoint_modeZ R IPv6 , BIFERRIHEA http://[fd00:ec2::254],
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BEES

BRE : R URI

RZ ¥ SDKs B ETHEE, MEFMER , F2RENEE SDK BABE,
endpoint_mode - A FinflEMHKE

IMDS Hyim 2

FEER{E : IPv4

BME : IPv4, IPV6
http_open_timeout - AFIRMEREBYHHRE (BB IARETE )

FHERFRBY R
ARE: 18,

BWE : KR 0WEFE,
http_read_timeout - AFiHREYHRE ( EBUTEBEMTE )

EFINERERNDE.
ﬁ%ﬁ 1 *9\0

BWE: KR 0WEF,
http_debug_output - AFIRMEEMHHRE ( BWIEBMARE )

AE AR SR BV B &R0
FaRRME : &,

BN | ARE VO £ , Bl STDOUT,
backoff - MFHARMITAE (EBTRBAFTR )

ERTEFRANERREHEFUNKIEDE ., EESBRAREREREXRE,
FARRME : 4k SDK £,

BME : Kk SDK MR, AARBESFIUBTERE,

IMDS A Fi%
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Eti

=[]

<& AWS SDKsFITE

T3] SDKs XEAEEF IR SHEEMERE. EiC MEAER D HISRI.
M EAR Kotlin B AWS SDK EXX B JVM RFBHRE.

SDK

AWS CLI v2

BAR C++ By SDK

EAM Go V2 By SDK (1.x)

FARA Go i SDK 1.x (V1)

B
EAR Java B SDK 2.x
(&
&

BAR Java B9 SDK 1.x

B JavaScript 3.x B SDK

B JavaScript 2.x B SDK

B AR Kotlin ¥ SDK

BEAR .NET 4.x B SDK

AR NET 3.x ¥y SDK

B
B AR PHP #y SDK 3.x
i

AR Python B SDK
(Boto3)

A Ruby B9 SDK 3.x

B
AR Rust B SDK
B

AR Swift B9 SDK

* fREEREZEMA
=

fim

i

i

EAR Java B AWS SDK

IMDS f Fif
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
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SDK ¥ fRERESEA
B
PowerShell W T & =
EHTA
® Note

WETHREEMEAE S FFRE Support AWS SDKsHMI T EERRNRA , HFBHE THLIE
FMHERE B Ho

EXETATERE SDKs A ER MY RENFREBNKMPERNRE AWS B,
£ T 5118 B RRE L IhRE -

retry_mode - 3 AWS config#E3RE%E, AWS_RETRY_MODE - IRIEZEE %, aws.retryMode - JVM
R ;- EBR Java/Kotlin

EE SDK SR AETEERERN SN,

B  WEABBREN SDK, RELWHE SOK KHRRBBREFNEXEE , THRIER

retry_mode,

B¥E -

« standard- ( B& ) BEMN—/E¥E AWS SDKs EFF A, HERXBDE—EEAHES | Sl
REER  YEBRAREFHRE , UEXILTAMEMNEBESE, HEXTEZHAFEARShZL
2, BRIEmax_attemptsBARERE , FRAIEANREXNERESA R LEA=R,

« adaptive - ERER A EEAREMNEARS , Hh3sZERXNW LR BB A FRZE
LRE, BRIFENMIRHEAREINEAS , FATEERZHAFEAEXFALESNEN, 0FE
HMMER , BFSEIEE standard#l adaptive EFEER, EXNEERMUN KRR TS HE
T5H.

* legacy - ( TE#& ) EBREH SDK ( FSREHNEIE SDK EM A KBRBEHFNENR
E)o.
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https://docs.aws.amazon.com/powershell/latest/userguide/
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max_attempts - 2t AWS configiERi&E, AWS_MAX_ATTEMPTS - IRIEEE,
aws .maxAttempts - JVM RFEBMH : ££FR Java/Kotlin

EEHBERETHRAERRE,

FERE  MRKREELE , HEREBRRA retry_modefXEWE :

- R retry_modes legacy - 5/ SDK S EMNTEERE ( FSHEMNSSE SDK IEra = &8
BREHNEABERKLUESnax_attemptsTERE )

« R retry_modeR standard - #{T=XREH.

o MR retry_modef adaptive - IT=IXEH.,

BRE : KR 0BT

i#1Z standardfl adaptive EFER
BREFEAstandardEFRER , RIFLHELNWAEEES adaptive,
(® Note

adaptive BEARRERBRIFIRE e RIS A RN HEERERA Fin. WRETERM , W
REHEMEEREAERBNAFR , Al —E&RPNAHTRSEES T HBERFER.

R HiErE
AR EARS . 28, AR ERRM

1. YWIHEE 8=

2. AFmASFNE-—&R , 3F , LRHENE
ERHAEEFRNERBERD IEERENAF
Ui o

LEGBEE | UBLE SDK EHEHMER,  SIEREER B SDK EFEEEER.

T 5K B A HL B 4 BUR 3 ERABEREFEREERSRMNFRBER
E&RK , DUREUER# Ay AT et

KEARIEERE —RNFBRER , REEEER, WUREHEENHFRER.
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MRERIZFEA adaptive BRX , EHNEARI X BEBUSETAESTRNERAPORITHWAS
W, EEEBERT , ERNMALREZRESEERERSM AWS ki, AWS R T EERARAEH
ERPWEMMERE, FRPFIMEA Amazon DynamoDB R A &5, DynamoDB /8 AWS [EiF 0Lt
EFRMERRKATER, EXRTFENEARFIN —BAERRTESZIHEMERNKRESZNA
g, MRENBEXBEAMEENAFRFIRAEERK , BEHEP—BERKNBRZINRG , AIEE
MHEAENKBREMEERRNBERER, SNENIBERET RS ERegion-and-tableiE — @A F iR
MRELEMER adaptive EXHFBIENEE , F2HBEEFERAZRBENEE AWS XHER.

ERRAEFFREN

AWS SDKs S AiFH R EFIFEIRERBEERFBR , UKk (EAHadaptiveERER ) BEERE
RWEE. HRFABREAECAREFHFERTRE  ERFZAREFTrBNBERERZHREFIR,

- ERFRRFBARYE SOK REERERERAER  WEETEHERE DENTRRE. £E
ARERCH , ERFEFrENGER  YEFRRIESELEREMEIE. NREFAEERER
AT  BRRAREASTEEREFBR.

- BREZHRETREARadaptiveEREN | LHEEEFRNER, EEEFBRZH , SRFH
FERIEFN , YRBREELNBRROE , UBRRENEREFZHERE/REFTE.

LA R standard® adaptive EFE NN S EREN

MakeSDKRequest() {
attempts = 0
loop {
GetSendToken()
response = SendHTTPRequest()
RequestBookkeeping(response)
if not Retryable(response)
return response
attempts += 1
if attempts >= MAX_ATTEMPTS:
return response
if not HasRetryQuota(response)
return response
delay = ExponentialBackoff(attempts)
sleep(delay)
}
}

UTREREREXNRPAATHNESHFEEN

ERR Y


https://en.wikipedia.org/wiki/Token_bucket
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GetSendToken:

IS BRERARadaptiveBEREN, WP RERFRXFZHREFTERNEZN, NIRFHLTH , ©E
EE—EFRHERTH. &8 SDK TTReRHERRIE , AIERARKN , MIESFH. RETERTINFHS
BRIFAFRBBNRACEHE  UBEAENRRENER,

SendHTTPRequest:

WEBEEREEE AWS, AWS SDKsfEA HTTP BRE | ZRRAEFTHEFEREIRE HTTP
ERBEEFRARAENER, —MBMS , URFBRAFHERMEAR , BFERRNERMHERMARK , Al
SEEFRER

RequestBookkeeping:

WRFBRAY , BEUSHEEEARTFIER, EftHadaptiveERER , SRBURIINEIEEREN
ARERZHRTTEBNERRER,

Retryable:
ZRERBTIHERERESWUERDE

« HTTP AREEHS .
- RERRBED AR,
- BERER  ERSRERXEHRINEMER  HPRKBRBLH HTTP EE.

WG MEEEE (HTTP #REEHE 400, 408, 500, 502, 503 ¥ 504) FPRFREEEE (HTTP HRAEHS
400, 403, 429, 502, 503 #1 509) #TLLER, SDK ERTARESHBRNIB R R EE R 2K
REB

MAX_ATTEMPTS:

BRIEH retry_mode BREBE , RRITASZMEFHXB LREEH max_attemptsiRERE.
HasRetryQuota

hSREREAERFEFITRNGEN, IREAFHARETEAZ , AITEEHAB R,
ExponentialBackoff

HRALIEFRNER , ERIEESEABEIERIRRATE, SDKsEM BB —E (v is BUREER
B, TIEEZBRNAAFER NORERERKE , UWAENI
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seconds_to_sleep_i = min(b*r~i, MAX_BACKOFF)

HERREEF , BATIE
b

random number within the range of: @ <= b <=1
r =2

MAX_BACKOFF = 20 seconds BEARAZE SDKs, FSBEMNISE SDK B REBRENBET

=
AGro

<& AWS SDKsFITE

T3] SDKs XEAEEFFMARMNHEEMNRE. FRL TEMAEIHIARR. BEAR Java B9 AWS SDK
M EAR Kotlin B AWS SDK EX B JVM RFBHERE.

SDK * BEREZEH
&
AWS CLI v2 =
BRAR C++ B SDK =
BRAM Go V2K SDK (1.x) £
WA Go I SDK1x (V1) &
EAR Java By SDK 2.x =
EARM Java By SDK 1.x = JUM REBM : A com.amazonaws.sdk.maxAttemp

ts M3IE aws.maxAttempts ; £ com.amazo
naws.sdk.retryMode  TM3F aws.retryMode .

B R JavaScript 3.x B SDK =2

EAM JavaScript B SDK2.x & XEEHXELRE. EAERBNEEEE K UKARESHEER
W BET A EIRIE,

B AR Kotlin 8 SDK =

BERAM .NET 4.x B9 SDK e
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
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SDK > RERESER
B

EARK NET 3.x B9 SDK =

BARK PHP # SDK 3.x =

EAR Python 9 SDK =

(Boto3)

EARM Ruby B SDK 3.x =

B A Rust B9 SDK .

B R Swift B SDK =

PowerShell WIT & =

(® Note
METHREEEAGBNAFZERE Support AWS SDKsMTEERRWRE , F2H 7THEAE
MIEEEHH,

AWS SDKsH T EHEAF R ERWBEN AT AWS R |, I EBBEER, EEEHE
EERBOBEAF K LNAR TSRO EEMNEEZRBAFHNREFRBNER , WHPH
RAEAHAPHBRBEREAMERNRAYFER, HREBHE A ZERXEANTESENRENKERBES
BZENRBEE L, T8 , B TENEEEEEES gzip , BARTRERE.

MREWERENER Amazon CloudWatch , 555RBHE4E 518 A, CloudWatch f —EES 7]
BAMRE , LB, BENESHMNENREEZRNREER ., XEBRGHNRSIREN —(EEEH6 2
CloudWatch By PutMetricDataAP| /3%,

£ T 5118 B RE LN EE -
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https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
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M

disable_request_compression - #H AWS configiERFRE,

AWS_DISABLE_REQUEST_COMPRESSION - IR¥ZE# %, aws.disableRequestCompression - JVM
RKBE : ZBR Java/Kotlin

EExFRZA , FRESERRRAREAR T ERETEREASH,

BE%{E : false

BERE :

* true - BARAGE KRB,

- false - EFREFEAFE KRB,
request_min_compression_size_bytes - 1t AWS configiE

5% E, AWS_REQUEST_MIN_COMPRESSION_SIZE_BYTES - IRiE&E
aws.requestMinCompressionSizeBytes - JVM R&B M : PR Java/Kotlin

ARE SDK T EERE 2 FRANNUTERNTR, Bk , MNERFITREFER , ALEAR
RAOVRBIATATEGE, LEIEEAR , EBRBRARISFRENFRA D,

FEER{E : 10240 fu T

EXE: BENHR 0 F 10485760 il 2 B EEE,

<& AWS SDKsFMITE

T%| SDKs XEXRFEFRFNRMINBERERE. R TEMIBLHFAMRRT. BRAM Java B AWS SDK
F BERAM Kotlin B9 AWS SDK E X #Ed JVM RFEBMHERE.

SDK % REEREZEA
B

AWS CLI v2 =

EAR C++ 1 SDK =

AN Go V2 SDK (1) £

BAR Go B SDK1.x (V1) &

EAR Java By SDK 2.x =
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
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SDK % REHEZER
B
BEAR Java By SDK 1.x &
B R JavaScript 3.x B SDK =2
BEARM JavaScript 2.x By SDK &
B AR Kotlin # SDK =
BAR NET 4.x B SDK =
AR .NET 3.x #§ SDK =
B PHP #y SDK 3.x =
B Python B9 SDK =
(Boto3)
B A M Ruby B SDK 3.x 2
EAR Rust B SDK =
BAR Swift £ SDK )
PowerShell W TE =

AR 7545 E B Ui R

® Note

WETHREEERESFEZLUT Support AWS SDKsHI TEERKNRA , FBHE THAE
FHYERE B Mo

T

RBFENRARRMEE  BEHYE API FREACZRENRY , TRREBEFERE. EER
ERHXEAMGKR, VPC inMME=F A AWS FRBRRENES. TRNGEHATARIENEE
RE. BAILAMEA AWS IRIEIEE %2 URL.

BRFE4S E Y I B 126


https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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£ T 5118 B iRRE L IhRE -

endpoint_url - 3/ AWS config#ER5%E, AWS_ENDPOINT_URL - IRIEZE,
aws.endpointUrl - JVM RKE B : ££FR Java/Kotlin

EEEERERTEENMAREEYUE  URESEEARMAERBFERNGER, FAEREN
BHBERHFEERIL R,

BT LAER A AWS configlEEM servicesBEERPFERAMRTE , AR ERBRELTHE.
WMEAR services BERPFEBRNAMERERINFRSIREE , F28 BEEERIHEA
o

FEE%{E : none
EME: 98 AENEHN URL, URL ATLLEEMASAE B2 ARCERNERET
#,

AWS_ENDPOINT_URL_<SERVICE> - IRIFE %, aws.endpointUrl<ServiceName> - VM RH B
% : R Java/Kotlin

AWS_ENDPOINT_URL_<SERVICE> , H <SERVICE>E AWS RTE AT , R EHERBH
B iRE, MEMERBEIERESHNEE K F20 REEERENEBT.

WRBIFIENREEEREE PERENE21EmEAWS_ENDPOINT_URL,
JEE%{E : none

BWE : ZEREBAEMEELN URL, URL JULEEMHHE S8 —RZEARECERNKET
#,
ignore_configured_endpoint_urls - £ AWS configiE
ZRF%X7E, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - IRIEE &,
aws.ignoreConfiguredEndpointUrls - JVM RFEBH : ER Java/Kotlin

LR E AR 2 HE PR B iR FAE R

AR BRUBRERMN , HEEARABIIREAFRAS LRENTMARER. i, =
288 AWS CLI s S --endpoint-urlim SIS EHEHE URL BEEAFREBHE , —

BEEEM.
Z%{E : false

B¥E -
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AWS SDKsFfITE BEES
* true-SDK I TEFERHEAconfigERFRREHENE M BTHERER , LERERR
URL.
« false-SDK T EEALAconfigERFRELH PN ] AEAE RN IRE.

ﬁﬁﬁ%iﬁgﬂn Ejﬁdﬁgﬁ
EEEFERENBREAZEBTRE URL , 5358 EAWS_ENDPOINT_URLEIHIRIEEE,

export AWS_ENDPOINT_URL=http://localhost:4567

EEBETE NEREH AWS B ZHTIHE URL , 55 A AWS_ENDPOINT _URL_<SERVICE>IR
8%, Amazon DynamoDB ¥ % serviceId DynamoDB, ¥R , % URL RIEEE A
AWS_ENDPOINT_URL_DYNAMODB, It imEhE A&t ¥tk R #EAWS_ENDPOINT_URLTE HE&EM £ 15w

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

% —{E %545 AWS Elastic Beanstalk 2 serviceIdi Elastic Beanstalk. AWS R#E B2
API ERHK AEMserviceld , FEARKAMEERBERARBNAEMETE, &EREURBEH IR
o HENRESEH A AWS_ENDPOINT_URL_ELASTIC_BEANSTALK, MEFAERKS ERESEHN
BE  F2E REEERENER.

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567

FRAHEAconfigE RREiRnY
EHAconfigEESF , endpoint_url EEFENERARTEINEE.

- endpoint_url EEE RNIEE , profileFXRERALEHIRE,

« endpoint_url EMffEservicesERPHRBHAINTRSIBT , IEXmHEBRAREZXERER
HEFER, MEEHA config BREDES services BERWFHMEN , 28 HAEERENER,

THgEHIEAservicesEERFZEZAMN Amazon S3 RIS EHRE URL , A RERARFTE HALAR
KRBT ERE

[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/dynamodb/2012-08-10/service-2.json#L10
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
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[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

B -REETLURESERENImE. WEFIER A NAEERNREREPERE Amazon S3 #l AWS
Elastic Beanstalk B IR#545 E % 2 URLs, AWS Elastic Beanstalk 24 serviceId# Elastic
Beanstalk, AWS fR#E FAIF=U AP REH AE#serviceld , FERUEMERAMEZEH ,
WHEDPFEFEBRNE, At , REFRNFRSIEEEK elastic_beanstalk , MLRBENEES
58 1TB%Relastic_beanstalk = . MFEEF services BERPEANMMEREBIBELSBIE
B F2H RS ERENERA.

[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

BEAEESTHSEREREA. AN MERERTUEARRYservicesE% , AHSEL
REREE

[services testing-s3]
s3 =
endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

ERAACHBRAERERERPRERR

MRENEEEERIER source_profile ZHEEHREARN IAM BREAEEE , UAEGAERNE
#, B SDK REeFAEEREENRKELE, eratAEEEENACHERER. fll, £A T
H#H config X :
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
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[profile A]
credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/

[profile B]

source_profile = A

role_arn = arn:aws:iam::123456789012:role/roleB
services = profileB

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws

MRIEEARERE B WERNBEH MW Amazon EC2 , BIiR B S ##4#TA https://profile-b-ec2-
endpoint.aws, MRENEXBTREAEMBEREER , KEBETKETSERTAEEE. ik
BABITARER APERNHHY, EEZCHRBHRERBEN , FEEEEE B RERES
EXE endpoint_url, I source_profile REMFMEN K F2HETACEAERERSE,

RERETIEF

LEIhRERVERE AT AERER  EBERBEIASELEH —EE. HREEE ETH AP I AWS AR
%, LT IEF AR ZEVE :
1. BRBHHBRBEAFimA S ERENEMARERE  HELMEMHEMERTE,

« R AWS CLI, EER--endpoint-url@® T SBIRHNE, WM SDK , BRI AT LAERAE
EHTERRIL AWS RF A FinSiERY MR ENSBIERK.

2. RS ERESSIRMEMME | 5120 AWS_ENDPOINT_URL_DYNAMODB,
3. AWS_ENDPOINT_URL &5 im BIREES B AR HNE,

4. B endpoint_urlBEMRENE , EREHAconfigERM servicesEBERRWRIEHBIFER
ST,

5 EEEHXMconfigiERprofiley WIEEMendpoint_urlEEFRRENE,
6. &% AWS IR & FER WEMERmE URL,

<& AWS SDKsFITE

T5| SDKs XEATEF RN HEENRE. FRL TEMELHIARR. BEAR Java B9 AWS SDK
M EAR Kotlin B AWS SDK EX B JVM RFBHERE.
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SDK x fRENEZEMA
B
AWS CLI v2 =
EAR C++ B SDK B
BAR® Go V2 B SDK (1.x) =
EAR Go W SDK1x (V1) &
EAR Java By SDK 2.x B
EAR Java By SDK 1.x i
B A JavaScript 3.x B SDK £
BRAR JavaScript 2.x ) SDK &
EHAR Kotlin # SDK =
EAR NET 4.x ) SDK =
BEARK NET 3.x B SDK =
EAR® PHP Y SDK 3.x =
ERAR Python B SDK =
(Boto3)
B Ruby Y SDK 3.x =
B Rust B SDK 2
B AR Swift B SDK =
PowerShell ) T & =

R 365455 X i R 9 3B
MEMAUREFARER TRPBAFHER , FSH RBBENRN,

BB RN RE e


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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EREREERR
(® Note
METHREEMEERMEZLT Support AWS SDKsHITEERKRIWRA , FSHE T HAE
FARY R E HH

BBEBEEBRRIERE , AWS SDKsA A AHMARRERHEALERNRELTERE,
£ T 53R B RRE L hEE -

defaults_mode - 3t AWS configiEZRE%E, AWS_DEFAULTS_MODE - IR3Z& %,
aws .defaultsMode - JVM ZEBH : ER Java/Kotlin

FALSRE , SUNEERZNVEARIEE N ER , REAENEARSRUSEIHTER
B, IR AWS SDK REREREME , AIXE—EEL. IR AWS SDK BREREHEHRENE ,
fMBdefaults_mode A ERERR , Bttt T U ALHERRRRECNEEREEETRANE
HE, REVRESETIEE  HTTP BARE. EFTA. BREEHRMERE , UK ATENEM
SDK tHESfERE, AN EFAUNSHHERERARFGEFITENHERERE. NREN
defaults_mode &M legacy , BMIEREEAR SDK HHTEAEINMWAE , AARMAN
BERETEESHEREERNEEMEBE,

BE%{E : legacy
AEE  MBSDKsH T EERATER A standard,

BNE -
« legacy - REFERRTE , EERESHE SDKME , ¥HEY 2HEFEEdefaults_mode,
« standard - REEEATEASZEER TLLHITH RN EZRTERE.

» in-region- LUREEEXHER  TEHH AWS R RHEE AFUNEREXESITEN K
E1L AWS EiF,

- cross-region- AEEEXAER  TIEA AWS k¥ EFREFHFUNEREXESTE
M R1EL,

« mobile - URERXLER K LSERTHRARAESTENREL.

« auto- UEEEXAER  YWISEHRMIIE. AREAFERARRITEBRRE , L8851
EEENRE. BBEARUBEXSER , TRH 100% ERME, MREZHENITREIR
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%, BlegfEA standard XX, BEERTESEHSTEEHESE  ENESEBIEE, W
REHEEHECNERARERXEZEREE , BEfdefaults_mode BRIFHE,

£ config BEPERELWENEEH

[default]
defaults_mode = standard

T3 28 eegiRE (B EETHRE/defaults_mode :
- retryMode - {67 SDK EREREN AR, F2H EFH1TA

* stsRegionalEndpoints — #§E SDK f{aRE A XKE AWS Security Token Service () X aXHY
AWS BR#% imBEAWS STS, F2E AWS STS [EHiRm S

 s3UsEastlRegionalEndpoints — 87 SDK M{AREAHREL us-east-1 [EEH Amazon
S3 BFA AWS HY Br 7 um B o

« connectTimeoutInMillis - E@AIR LETHIRERFERR K REBCNEEE, WRAF
mARBEESRRENTR , AP RENEREL KK,

« tlsNegotiationTimeoutInMillis - TLS RiEMEE CLIENT HELLO A2 I A F im {3 Bk
FTERISEBIIRSRNEERRE LR,

BRRENERESEBAENERERdefaults_modeiBHY MBE, SLEEBHRENT (7
RESAEFMEE ) .

2% standard &= in-region  cross-reg mobile =
=X ion #EIX

retryMode standard standard standard standard

stsRegion regional regional regional regional

alEndpoin

ts

s3UsEastl regional regional regional regional

RegionalE

ndpoints
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2% standard &= in-region  cross-reg mobile &=

B ion #=X

connectTi 3100 1100 3100 30000
meoutInMi
11is

tlsNegoti 3100 1100 3100 30000
ationTime

outInMill

is

filan | InRBdefaults_modeiBENHY 2 standard , Bl BB standardg#5ik# retry_mode ( #
BHMretry_modei®E ) , M W regional B5/k# stsRegionalEndpoints ( £ &
M stsRegionalEndpointsiEIE ) .

<& AWS SDKsFMITE

T%| SDKs XEATEHRFTRANEMRE. S5 MM BIARR. BERAR Java B9 AWS SDK
M EAR Kotlin B AWS SDK EX EBIEM JVM RGBHERE.

SDK X&E REREZEA

AWS CLI v2 )

EAR C++ B SDK = BYRJZME : stsRegion
alEndpoin
ts . s3UsEastl
RegionalE
ndpoints . tlsNegoti
ationTimeoutInMill
is o

B AR Go V2 B SDK (1.x) = SEARFEI : retryMode

. stsRegionalEndpoin
ts . s3UsEastl
RegionalEndpoints .
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SDK %% BERESER

BEAR® Go B SDK 1.x (V1) vy

B R® Java B SDK 2.x = BERHKRE : stsRegion
alEndpoints o

AR Java B SDK 1.x i

B AR JavaScript 3.x # SDK = REE{LRIZE : stsRegion
alEndpoin
ts . s3UsEastl
RegionalE
ndpoints . tlsNegoti
ationTimeoutInMill
is o connectTi
meoutInMillis WA
connectionTimeout o

BRAR JavaScript 2.x #J SDK B

1# AR Kotlin B SDK vy
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