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HEE BAR Rust B AWS SDK ?

Rust R—ERREXRFES , REEIR=EEENLERINESR : RE, BEEMLT,

B Rust 8 AWS SDK 121t Rust APIsZREE AWS EREERERIEEE, FH SDK , & LE
Amazon S3, Amazon EC2, DynamoDB &E&E# F2BREARER.

eS|
- HAEEHFAM

- EREAFERTNHEERSE
- HER

BB =R AP

MBHBEE—RERH SDK , BERE KRBT BEHAM Rust B SDK AF,

WMFERNRE , SFRNMEMMNRERBEAFmAE REFER AWS BRE , F268 TEAR Rust &Y
AWS SDK H & E IR % A B i o

WEMSEH SDK FEMER |, 528 A ERN Rust B AWS SDK,

M Rust EXNHBHHINTREFE , F2H 2R H,

FRBREATERAINHEEESE

NERBEHETERAREERARECEZRLIENERET , F20 (AWS RBEANRTESE
EE) PHUTRE

« AWS SDKsH T E#EH R
o AWS SDKsH T B fr7 % 246 &

Hi &R
BMTAIEEZI , THR SDKFHERAENESHRLER
« AWS SDKsFITEZEi5r : @SR E. WeEMHE M AWS SDKs E&E RHEAREL =,

RBEFAM 1


https://docs.aws.amazon.com/sdkref/latest/guide/overview.html
https://docs.aws.amazon.com/sdkref/latest/guide/overview.html
https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html
https://docs.aws.amazon.com/sdkref/latest/guide/version-support-matrix.html
https://docs.aws.amazon.com/sdkref/latest/guide/

B Rust # AWS SDK HBEABER
+ Rust EXEREtEES M

EAR Rust ) AWS SDK API &#

AWS B AR Rust B AWS SDK BB AB T EEEK

GitHub £ #9E AR Rust B AWS SDK R

SDK for Rust AWS B AWS 2§ &1l B 8%

Hib &R 2


https://rust-lang.org/
https://awslabs.github.io/aws-sdk-rust/
https://aws.amazon.com/blogs/developer/category/rust/
https://github.com/awslabs/aws-sdk-rust
https://docs.aws.amazon.com/code-library/latest/ug/rust_1_code_examples.html
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A Rust B9 SDK AF§

THRIMMAZE, REMEM SDK K2 Rust BAREN , LEXRF I AFE AWS ER,

F&E

« AWS f#F AWS SDK for Rust %if By %

« {8 AWS SDK for Rust 2 BRI EHAER
- WEZXRBE BAM Rust B AWS SDK

AWS i AWS SDK for Rust 318 B3

EF EITHE AWS i |, B4 FEVRENGFE #TE 7 RFNIN AWS BRI, ETUBRRRENE
AARNEFEE , AR A RRE AWS BRNERRFT AWS FHG

BRREENETBMEHELS SDK RE , FF2H AWS SDKsMTEZEZEEHN 5 0 BEMFH,

EPEBEAMRZERESHEEZT S BB L ENHEREHEITERE AWS IAM Identity Center, 1Lt
FiEAaiELR % AWS CLI LUIELiERE | IR EHAB A AWS ZEA D48,

MREBZFW G ZE , FFTHK AWS SDKs MITESEIERFH IAM Identity Center 95 BRFEREF. Z
%, BHNREEZXTETIIE :

- EFTEARNZE AWS CLI , ZBHAREE AWS FEA O TERFERR .

- BEB[default]REEMWHEA AWSconfigiER , HFhE3E—A0#% SDK S EWHEEE, EES
KUEENNE , T2 AWSSDK ITESEEEmhNLAERENE,

« HAconfiglERERE reqgion®E. EEXEHRFAZEHAN AWS FEFR AWS EBiF HFERR
B, LESAAREEFER EiHH SDK BREEK.

- FABREAHFERABIREN SSO FAHRMHEHRE  EEEERE caHEBEEAER
AWS, sso_role_name {E2E#ZZ| IAM Identity Center FFAI £/ IAM & , A FIERARERF
AWS R AR

THl&EflconfigiERERFER SSO FRIEM BEHRRENTERRERE, REEsso_sessioniy
REREEBsso-sessionEB, sso-session BRI EEE AWS FELA O TER ERAVER

=

Ko

[default]

£ BE AWS 3


https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html#feature-sso-credentials-profile
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#section-session
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sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole
region = us-east-1

output = json

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://provided-domain.awsapps.com/start
sso_registration_scopes = sso:account:access

SDK for Rust F*EEAHMEH ( HiE0 SSOFM SSO00IDC) HBELEWERAREN , B FEA IAM
Identity Center & 20 B &%

RXE) AWS f7ERA R A8 T 4FRE B

EHTENNWERRER 2 AWS RIS , B£EE SDK NEA S AWS A D431 T/ERE | 8t
F 1AM Identity Center B 0BT REFEAER, HERENITERERREME , ENERRKEB
Hi B SDK B3 5 29EFEER, BEXA AWS FEA O , 5F5E #7545 AWS CLi,

$ aws sso login

MBBRBRFEIESIWEREERRERE , IFFEEMEH --profileBIENI 7, WREH SSO EHIE
HEHEEFACHBNWRER , BISAH aws sso login --profile named-profile,

EREEMHARACREEREEATNIEME , F#1T 5 AWS CLI 5%,
$ aws sts get-caller-identity

MREH TERBREMERAPRE  HtSTHEEEHRE X AconfiglERHERERN IAM Identity
Center lRE R £,

@ Note

MEZREEERAFEH AWS FEA OB TERBRIEHIT aws sso login, AIFFEERMHEE
AEHR,

BAEFAESRTEAF AWS CLI FEENER., HR AWS CLI ZERHEAR Python B
SDK 2t , RtFFAFAE A eE @& botocore BB 1L,

BB AWS ZELA O #8vh TERER 4
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EZHBEENA

ANEEREERAESD , REARXNMERBALE. BEEE. ARAS, REENHEEE., efALEER
BE DT RTFEEN AWS IRIENERAREN, BREEBRENABRERE - ERTERFARAR -8B
RANED

FRREARKEAER AWS, BAUACHAEERAEERASIRME  EBRERHERKEA
ERNACRREMHR AWS IRFHNBEENR. HREPXFINER , RMBREFER AWS IAM Identity
Center (IAM Identity Center) REEHIRFMELIIRFHFAINTFHN. NEESHERAFE , F2E T
AR

- METHEBEREBBNENR , F2H AM EFREERESYN AMZ25EZE

- BEEVEHAWS EAEH , F2H (AM EREERE) FEE é’é‘)\ﬁﬂo

- BETHBEMR Rust By SDK XENHMBREMRE , F2H AWS SDKsMITEZZi5mHhnREE
LBERERE,

£ AWS SDK for Rust 2 fEERNERARER

BRI KB AHERER LTI NEERARER |, REMBFER AWS SDK for Rust AWS BR#E
Jo IR (R

ZEMFH BRAR Rust By AWS SDK , #&4BZ % Rust  Cargo,

« &% Rust TE# : https : //https://www.rust-lang.org/tools/install

o HIT wHXRZ¥cargo-component LE : cargo install cargo-component

BENIE
THEATETLZET IDE F |, LUiHBIREX BN ED .

- rust-analyzer ZE{RIE#H , 552 Visual Studio Code FHY Rust,
« Amazon Q Developer , @2 BEHEH IDE F %% Amazon Q Developer FEHEHE A HFER

B —1E SDK FEARE
LRRFEEIERSE —E SDK for Rust BRI , 5| H&# DynamoDB ERl k.

BEZG0BRBEAN 5


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
https://www.rust-lang.org/tools/install
https://github.com/bytecodealliance/cargo-component
https://code.visualstudio.com/docs/languages/rust
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-setup.html

AR Rust B9 AWS SDK B ABIER
1. ERIFEESRTEARER  EBEFEMELEEEVEREINVLE,
2. BT THHSEEMNhello worldB % , WS HIEBEA B Rust %

$ cargo new hello_world --bin

3. BEZE hello_worldB& , WEATHGSHAXENMEAUEITEEEAES

$ cargo add aws-config aws-sdk-dynamodb tokio --features tokio/full

B L AR AR BIEIR M DynamoDB fARETIREM XA SDK K5 , BIEAREEERY 110 B1E
MtokioA5E,

(® Note
BRIEZBER Tokio tokio/full 2¥EMThAE , TR TERMUIER LT HITRM ., SDK for
Rust EZIERSHITERE,

4. fEmain.rs stcBHEHPEH LESTHERXE,

use aws_config::meta::region::RegionProviderChain;
use aws_config::BehaviorVersion;
use aws_sdk_dynamodb::{Client, Error};

/// Lists your DynamoDB tables in the default Region or us-east-1 if a default
Region isn't set.
#[tokio: :main]
async fn main() -> Result<(), Error> {
let region_provider = RegionProviderChain::default_provider().or_else("us-
east-1");
let config = aws_config::defaults(BehaviorVersion::latest())
.region(region_provider)
.load()
.await;
let client = Client::new(&config);

let resp = client.list_tables().send().await?;
println!("Tables:");

let names = resp.table_names();

BB E — 18 SDK ERRER


https://crates.io/crates/tokio
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for name in names {
println!(" {}", name);
}

println!();
println!("Found {3} tables", names.len());

0k(())

}

(® Note
WEHREBERERNE—B, F2E Llthe section called “0 B’ T BUNAEEZ@EER
Bl

5 BMITER :
$ cargo run

BERZEEINENRBBHEE,

RERE S BEAR Rust B AWS SDK

THER ETENRFTHER AR BEAMN Rust /Y AWS SDK , #l0 : Rust B XEFFE S B A,
BRI Rust B SDK ERMEEEENA. ERMERE , IRERR Rust B SDK £/ Tokio 1T,

FoRIREF

EEFEH BAR Rust B AWS SDK , 4B ZR % Rust M Cargoo

- &% Rust TE# : https : //https://www.rust-lang.org/tools/install

- #1T P HRZ % cargo-component TE : cargo install cargo-component

BENIE
THEATERULRER IDE & , UiBIERB TR M ELE,

- rust-analyzer ZEF1E#H , 52 @ Visual Studio Code FHY Rust,

A= 7


https://www.rust-lang.org/tools/install
https://github.com/bytecodealliance/cargo-component
https://code.visualstudio.com/docs/languages/rust
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« Amazon Q Developer , 2B EEH IDE F %% Amazon Q Developer ZEREHEH I HER,

Rust EA# <

LT 2 Rust BRRRGTR SN —LEXES , AR TH, NFFHEER , A2 EHRE Rust X

REtEEE.
- Cargo.toml RiZ¥# Rust ERALEER , HF I SHMGMENERN —EHEER, Rust RFEER
BEH.rsElfE#E., 2@ Hello, Cargo !,

« Cargo.toml BAIAEARERBF] , F2RFARTHREEREE., GERERELA
AWS configiER+ AWSHERREE TS EEBRB L,

- BEXEMKUENEEERNUERNERSERMEA cargo add. 2/ cargo-add,

* Rust BRI THEAKEERE, let BRFEEETEY , Y WERER (=) Y. MRERE <&
EEEH]let , RiRFHRSHERE, F2REFNTEFM,

fn main() {
let w = "world";
println!("Hello {}!", w);
}

- FEEExXHEERA VBT, Rust 8FAFEE x: T. F2REREE,

« struct X {} EERHMEE X, FEERIHREE LEFEX, BE NAEXSEGREFERT
BABRT impl, EEEERT , selfREFUSENBEBITER. F2REEFinpl MEE

AE ko

- MRBER (") REATRERAERIHIFUNAR , IBXBEEERIFUESR, F2HE
%,

« £ Rust A , EEBERNEERHpanic! EE&R T, EERNERpanic! BELEITH K, FBHIH
KHEAE. BH. BRHEE K ARARER. FSBEEH 8EEFENESpanicl,

« Rust P X EGHEMBRZFES —HEERERNERINEE ; Rust iRt A EZB&EHtraitsHA R, 4
HAURESHEAAESSLEUN AE, T8 , FBNEENRAEAEEZE , BEERFTBEPERAT
B, B2REE . EEHZ=TE,

- ZREMREXESEEREAYENERNR , MAFTEMBIE A, Rust EBSIR, SHNBLE
TEZFEM, 352B Inheritance as a Type System and as Code Sharing.

- Rust i iBBIEERAE, BE2EE "REANREESEECEEHMEPEERNENEREE, .

ESREEEER

Rust E48L& 8



https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-setup.html
https://doc.rust-lang.org/book/title-page.html#the-rust-programming-language
https://doc.rust-lang.org/book/title-page.html#the-rust-programming-language
https://doc.rust-lang.org/book/ch01-03-hello-cargo.html
https://doc.rust-lang.org/book/ch14-01-release-profiles.html
https://doc.rust-lang.org/cargo/commands/cargo-add.html
https://doc.rust-lang.org/book/ch03-01-variables-and-mutability.html
https://doc.rust-lang.org/book/ch03-02-data-types.html
https://doc.rust-lang.org/std/keyword.impl.html
https://doc.rust-lang.org/book/ch05-03-method-syntax.html
https://doc.rust-lang.org/book/ch05-03-method-syntax.html
https://doc.rust-lang.org/book/ch19-06-macros.html?highlight=macro#macros
https://doc.rust-lang.org/book/ch19-06-macros.html?highlight=macro#macros
https://doc.rust-lang.org/book/ch09-01-unrecoverable-errors-with-panic.html
https://doc.rust-lang.org/book/ch10-02-traits.html
https://doc.rust-lang.org/book/ch17-01-what-is-oo.html?#inheritance-as-a-type-system-and-as-code-sharing
https://doc.rust-lang.org/book/ch15-00-smart-pointers.html
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« A CowRclone-on-writeVEERIEE N ESERLCEREEREERGREA, B2H
Enum std::borrow: :Cow,

- BREArcREFSENEEEEE , UECRENHTER. 528 Struct
std::sync: :Arc,

- EAR Rust By SDK EEFEAZEREXNRBBEMEE,

E AR Rust B AWS SDK KRFEEAEE

« SDK for Rust SHEEMI E B O AFES aws-config, EBEHEAZHERY , RATCIRMRIRER
ERARRERY ThEE,

$ cargo add aws-config

- B0 MERN AWS RIE B BB AWS Config, HRIER —HER , AL 2EE AWS RIE &£
R ELEES| , BA aws-sdk-configo

- EAM Rust ¥ SDK BREEZ 5 B2 R TRENERXER AWS R¥E. BELARFETTE https : //https:/

docs.rs/ BU15,

« AWS BRT& 55 FE1E Man B Bflaws-sdk-[servicename] , f5lf0 aws-sdk-s3H aws-sdk-
dynamodb.,

£/ WERERE AWS RS

- BEEREAERNECANESMEEER AWS R , BABEFEELNER,

- MEAENERSFERERHT , £EXN BHEPEATSScargo add [crateName] , fla0
cargo add aws-sdk-s3,
- E®% Cargo.toml T —1THEEERM [dependencies],
- RIZFER  EESEFRNAEHFEELNER,

« EENKBEREDR , A useFRXBEBREBFHEAEHE., F2HE Rust EXERFESHML
AN EL
- REEBBEECAETS , CEFRECERCEARNERERAKR. fli0 , EERXBuseiRRN

F{EA aws-config R A : use aws_config.

- HER—EEMNEIE, ERTUEERLEEERNTT , U UERESHIEBERPIHBIEE.

MEFHMER , F2REIEFRE EAR Rust B9 AWS SDK IR#F F i,

HEHAR Rust B9 AWS SDK REEE A2 9


https://doc.rust-lang.org/std/borrow/enum.Cow.html
https://doc.rust-lang.org/std/sync/struct.Arc.html
https://doc.rust-lang.org/std/sync/struct.Arc.html
https://docs.rs/
https://docs.rs/
https://doc.rust-lang.org/book/ch07-04-bringing-paths-into-scope-with-the-use-keyword.html#using-external-packages

BERAR Rust B AWS SDK AR
- E SDK BAZHWARR  SR&ENNE  MARFLIT, RAKRSERERESENTER
B, BETHRNMFEMKH , F2HR EEAR Rust B AWS SDK 5% TE M f 5o 8.
- REZBRESHNEEERRESERABBREA—X. ELENRBEA2H , BTEFEE
KR E#To

Tokio 1T HF

 Tokio 2B AR Rust B SDK BXEREFTES NIRRT HITHRE , e€HiTasyncEHK.
tokio.rs Fl docs.rs/tokio.

* SDK for Rust ZEIFRERFHTHE. BFIEBEETIABHEEZENER

s
B
&

$ cargo add tokio --features=full

e tokio::main BEEESALNEREVRSTEEAR, EEFRANKESE  BEEHENE
EmainFEZEINIT , WTFAR :

#[tokio: :main]
async fn main() -> Result<(), Error> {

Tokio #1TER 10


http://tokio.rs/
http://docs.rs/tokio

BERAR Rust B AWS SDK AR

EE AR Rust B9 AWS SDK s ERIE A F ik

EERRETHNFE AWS BRI , BAM Rust B AWS SDK € A5 E AR FH&EE AWS R
%, flan  MBREHEARRNEZEEFE Amazon EC2 , BN ERAREREE Y Amazon EC2 A F g4
B LEZREERE, RE , BuER REAFRRZAFRRHFER AWS R,

BR[O RHFER AWS B  BLAXEYBRBAF K. BN AWS B SEEXBER , e8EH
CHAENECHNERRRREEES, AFRSHHRELFENESE AP RELFH—ESE,

RE SDK ITRABEMZBALE  B&ER—VHERBAFRNITAER. EARPEMHNRERF K
ZH, RS EER,

ERER M AWS i, B4 RRVENRGO #T50RBNITN AWS BE. BHAERE AWS
B EEEAN .

AWS SDKsH T EZ2EEm B2 S AWS SDKs HERMNRE, heeMEMEREES,

FE

- EIEPERE AR Rust B AWS SDK BR# A F i

- EENBPHREEAR Rust FRIEHFimkY AWS SDK
- BRE AWS B 1Y AR Rust ) AWS SDK

« {5 AWS SDK for Rust & A& RZHt#H

- £ PEATHARA BAR Rust B AWS SDK

- 7EEA M Rust ¥ AWS SDK FEREER

- EEAR Rust B AWS SDK HERER B

- EEAR Rust B AWS SDK A% 7E 0] 88 M Th e

s & PREAFPinin® BAR Rust B AWS SDK

- EEARN Rust W AWS SDK H B E A FImYE — R {EERE
« fEB AR Rust B AWS SDK HERTE HTTP BRERE
- EiEAR Rust B AWS SDK FERERE S



https://docs.aws.amazon.com/sdkref/latest/guide/

BERAR Rust B AWS SDK AR

ENEPERE EHAR Rust B AWS SDK R H Fim

MZHERREAUEERRABZIARE., FANREEREK  HEEERAEMARRAER. KASHER
REAUREARRESHUNEBRNOHLA AWS configEEP, HAconfigE R MERBINEE
£ BARER , ATRANRRIAFRETRENERE,

RIESEMHA M configiERZEGHE SDKs MTEZE AWS BENMNHEA | UXETRENRFE
= MEAENA—BThEe.

B2 AWS SDKsHITEZEERE , THNMBBELFERELNERARER , UREBHEE sdk 3%E
HEHET. CEEETRBREHTRRESEIEAEEREINAMAERTE , B2HHEREHNTESE
EEPWERESE, AWS SDKs

BEMO RHFER AWS B B4ALIITERCERBIRAF K, STURERKEAFIRNE R
E , PlIREF. HTTP AFmMERARE,

BEBRBHAFRBEE AWS B MBEABRREHRE., SDK EFHELERFREED BEFRNERE
i, YEAERNBABENEZFR, SUAEERARPIURRRANEEELE , ARRETED

RBEEHAE-RIVE (HRR ) IHERE , USKRERERENE.

1. BB ERBAF KA S LERENEARERTE , BEENEATEMERE,
2. RIEEH
- MBERERESHUMFMEEN , 28 AWS SDKsHTESEERANEREEE,
« AR, BULUARBRETRAEENRESH 2K, 2EAENBERHE THERER.
3. £/ config# credentials B

« MERTEELERNWFMEN , 55208 SDK configM TESZIEFEPHEA M credentials
E%. AWS SDKs

4. RBEHRERAFRENTMNEREDSREER.

- FEBN , PINES , REHERE. EL4AEERR. REREIHAconfigRPHREEE
. 2R SDK HEEBMTATFRMMERE , API BBRAEEEEATRHB XK.
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https://docs.aws.amazon.com/sdkref/latest/guide/settings-reference.html
https://docs.aws.amazon.com/sdkref/latest/guide/environment-variables.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
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EEREDREERAR Rust REH F il AWS SDK

EEEEABPREERER  HCHEERNEAXEABNERER. EXEBAEX+ , BERE
RAFIRNEEHERE, BE AWS % BRI MEAFIRNER S ERBHFRATERNERS
BE,

HEM RHFR AWS % , BLALXATEEBICKRBOAF iR, SURERBHFIRNE RK
E , GlIRE, HTTP AFmMEHERE,

BERBHAFRBEE AWS B MBEABRREHRE, SDK EFHELERFREED EFRNERE
i, YEAERNEABREEFR, SUUEERABPURARAABEELE , INRKREPED
BMAELE,

(@ Note
BERREAFPKURERRE K BEFERA. ATREE— % , FIBClientFEHLEE
Clone,
RRABEA
EFEBVERARERFHERBHNAFE , 5FH aws-config REHRHBRES ZE -

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

LUEE A XN I A FiwTE Amazon Elastic Compute Cloud E#11TRRHE A AWS Lambda , 2T
REPEZEFEARKAFPKERBNTMAEMRET. EEXENEXNBEHTRE I  BEERR S
ERRXNEINSE , AWS BE MEZSEFERB.

BRLHEERSEBYE. ARERELANEITREBTNER, THHEMISRREHAERE , B
BER AWS B :

let config = aws_config::defaults(BehaviorVersion::latest())
.region("us-east-1")

R EY A F il R 13
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.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

(@ Note

WIFMBHEEBEHERAFRERY NG, EAFPRARREHBERE , BEAERREHEES
FEERAEREBERE , fliEFFEEM®A IAM Identity Center #H7E,

ScrigEiflBehaviorVersion: :latest () EERMEREE EEANRTERER SDK R4,
BehaviorVersion::latest()BRARAKZEIEN. MEFMENR  BE2EE RERITARAE BHA
A Rust B9 AWS SDK,

SFH BB ENRECHBREREN

ﬁ‘kbﬁlﬁ/\ﬁﬁﬁ:ﬁmﬂﬁﬁﬁﬁﬁ R FERE. TR, KZEIERT , EMABERREGA KIS E
R RBEBRIFIEHAMRE, ZEHREXNEA BAM Rust B AWS SDK FAKNE RER, BELEFE
A B —fxiERBaws_config: :defaults , AEREMA fromBF LR ARBHEABREEFEAN R
BER., A%, BUNAFZBREREC MM —WHERE , WIFEW build, &% , SRIESSHEREY
PP

// Call a static method on aws-config that sources default config values.
let config = aws_config::defaults(BehaviorVersion::latest())

.load()

.await;

// Use the Builder for S3 to create service-specific config from the default config.
let s3_config = aws_sdk_s3::config::Builder::from(&config)

.accelerate(true) // Set an S3-only configuration option

.build();

// Create the client.
let s3 = aws_sdk_s3::Client::from_conf(s3_config);

REBERBAFRERTANEMIEZN—ETERER API X4, Sl &Y

aws_sdk_s3::config: :Builder,

SRR ENRECARZERESX 14


https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/config/struct.Builder.html

AR Rust # AWS SDK EEINCE
E PR A Fimi R

EERTEEREENBREAEE , MTARRBEHFAMERE LU ERAFKConfigBER LIEETY
M, TR :

let conf = aws_sdk_s3::Config::buildex()
.region("us-east-1")
.endpoint_resolver(my_endpoint_resolver)
.build();

let s3 = aws_sdk_s3::Client::from_conf(conf);

EInE R B RISEERaws_sdk_s3::Config: :builder() , "R AEMTERERE, FAHRER
SERE BIUHERFH Aaws_config: :defaults,

BEREREEREREAFIHER LT, £ —EEFIHRE Amazon S3 A Fim LA
endpoint_resolverEE A& Hl,

R E AWS EE 1 BA R Rust B9 AWS SDK

B LER FREREREREEFIRE AWS R B9 AWS B, EARNERNRERNERENXSE
EEMENEREFMEMNUE  #REA. MFNMIERARBNFMAER , F2H ( AWS SDKs
ETBESEIEFAWS EH) Y.

/A Important
REZBERBUREE F , AWS BE BH4AEER SDK KABERRHAERNESE.

1827855 SDK for Rust AWS [E38 WTERRTE , AR AWS K. WHEREMARNIEU BEEENE
fa] SDK A #% 75 3=l

MEWNMEBEA AWS configiERFJRFBEFZEAREEHNEH , 528 ( AWS SDKsEET B2
ZIEEAWS EE) B,

AWS [E1T {4 e s

RITREBARBAFKVARR K SEATIERESF. BRFAZEASENE—BERRAF R
MiEES, NFERYRBAFRNFEET , F2R CREREM PR,

HE P BA 7 A P i AR A 15


https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html

EHAR Rust #9 AWS SDK HBEABER
1. AR RE A ARENARESE,
2. % AWS_REGION JRIFEE,
- MREER AWS Lambda R , RS EBRELRIZEEEH AWS Lambda
3. EMEHA AWS configiEREHH region B,

« AWS_CONFIG_FILE RIREHAAREEHAconfigRNNE, BEE—F THRELE
ZWE , F2E SDK configfl TESEEEHNE AN credential sSEREMUE, AWS
SDKs

- AWS_PROFILE IREFEEEUTHKENMERRER , MIFERE, FEE—F THRNAZEREHN
HRERE |, 5528 SDK configﬂllﬂz%hﬁqﬂE’J,\Fﬁﬁﬂcredentlalsﬁﬁo AWS SDKs

4. SDK 2 EHMEMA Amazon EC2 1T {E 88 & R AR 2RI KR B 81147 Amazon EC2 #11T1EEERY

&1

- BAM Rust B AWS SDK £ IMDSV2,

BYEXNARIUERKAFIRELGMFEAR , RegionProviderChain@ BEIFER , EEEANER
i

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

FERENE AWS B HERE
ERXBPHAEREES
B BRI E B |, 58Region: tnew( ) BIEEHEPMER

FMEARSREHENES - cTERERE, HAconfigERTM Amazon EC2 H1T1E 8 E BRI

use aws_config::{defaults, BehaviorVersion};
use aws_sdk_s3::config: :Region;

#[tokio: :main]
async fn main() {
let config = defaults(BehaviorVersion::latest())
.region(Region: :new("us-west-2"))
.load()
.await;
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https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
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println!("Using Region: {}", config.region().unwrap());

ERELWANE WEMFEHR AWS B ; iRt ERCHE.

] RegionProviderChain

ECRERRELEARE, BREASNETHTESEAWS B HEREER  FEA .

use aws_config::{defaults, BehaviorVersion};

use aws_config::meta::region::RegionProviderChain;
use aws_sdk_s3::config: :Region;

use std::env;

#[tokio: :main]
async fn main() {
let region_provider =
RegionProviderChain::first_try(env::var("CUSTOM_REGION").ok().map(Region: :new))
.or_default_provider()
.or_else(Region: :new("us-east-2"));

let config = aws_config::defaults(BehaviorVersion::latest())
.region(region_provider)
.load()

.await;

println!("Using Region: {}", config.region().unwrap());

FERT VAR REAS -

1. §5% , EBCUSTOM_REGIONRIEBEHHEBRHRE T FH,
2. MREEMER |, BEBFEREDGREEHEE,
3. R, BFFEH "us-east-21 EAZKRIEH.

5/ AWS SDK for Rust & A& RHEH E

¥ MAABR AWS BMULAER BITHEABNUEBRZFSNEE AWS, EHTHE , RERARE
HerEZEVERENEAERNBEREE.

BEAERRHE 17
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MRFEFEAEREIZESAWS IAM Identity Center BE—E AFEERE , FAEEH2E IAM Identity Center
iR , UERARREFEROEFZEAER AWS R

MREHNEREERREAER K BERXEASEATHRET AWS % U, RREAER
BDEFHERNITEREFTH,

£/ ETHDHE AWS TUEENEABEZINEE, RAREAITUERAZEAENREH{EEGEAS
BR, ERANEMEERZISBRIE R E,

MEHEREG S AWS BFEAFINS|IERIE | F2EAWS SDKsMTES2EIEE) P E 2 BREMNFHL
EAER R E RS

MECEREBAFIRFRABEBEEERAERNESE  HAR Rust B SDK EFAZAERIBHERER
BE—RIETURHEAERWALE, —ESDKEEEF' BUERIZAER , EEHREEFELE, W
TEBAFPHNEFMEN | Bm20 e BPREERAN Rust R Fiml AWS SDK,

TIHEFFEERIBFEERAERRME. SOK FARAERRMEREREICETEERES
RENGDRE , WHEMZS 7 BERFWY AWS R,

let config = aws_config::defaults(BehaviorVersion::latest()).load().await;
let s3 = aws_sdk_s3::Client::new(&config);

BEAEMHEBUERF
BABHRHKEBEECEATIEAERNFIESEAESN
1. FRERTRREH

SDK 2 E R % AWS_ACCESS_KEY_ID, AWS_SECRET_ACCESS_KEY#1 AWS_SESSION_TOKENIR
BEESEFABRAER,
2. % AWS config # credentials EX

SDK 2ERM A AWS config M credentials BRHH [default]REEBAZAE
Bl EBELAER AWS_PROFILERZSBHREREFE SDK BANEBRER , MTAREA
[default], config  credentials ¥ H AWS SDKsHITEHA, MEELEERNFHRE
# , 2B SDK configfl TESEZREEHAMNHEA A credentials X, AWS SDKs

MREFEA IAM Identity Center #1T & 288 3% , iE =18 SDK for Rust fEA#14T CLI AWS & &%
ERE—FEAFERaws sso login., SDK M IAM Identity Center RIREE M ZRHFNREEAE
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https://docs.aws.amazon.com/sdkref/latest/guide/access-temp-idc.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html

BERAR Rust B AWS SDK AR
#. BEFAZEAEZSETURERARIEEAES AWS B, MFLEFNFRED  F2H
(SDK MITEZE{EFE) T T #E iy SDK B A B BEEMT AWS BR#. AWS SDKs

. ﬂuzﬁ‘“ﬂtbh{ tEMIE5| , 552 AWS SDK MITESEEEFH SDKsIAM Identity Center &
Pl i

- WFLRME SDK MEBUNFEET , 5268 SDKAWS M TESEEREHH SDKsIAM
Identity Center B R E,

3. AWS STS Web &%

BYFEEFIMNTHEARKNSAFIRE Web EARERK AWS , AWS Security Token Service
(AWS STS) A FZ B AE S RME (IdP) RENBS IS FEREER —ERKLZEEAEHR,

- ERGERERTEELEER  HREAREHRTESEREA AWS STS
AssumeRoleWithWebIdentity APl FAMEEURREAE R, B A ENFMHENR ,
AWS Security Token Service APl & ) AssumeRoleWithWebldentity,

- MEREUBEEHENIES] , 52 AWS SDKsM T ESEIKEHHEAS Web &2 5 OpenlD
Connecto

- MFULHIER SDK HEBUENFMEETN , F28 (AWS SDKsHNTEZEER) PHEEAE
BEAERHER,

4. Amazon ECS #l Amazon EKS A& F

T
W
&5

&8 Amazon Elastic Container Service {E#&# Kubernetes BR#§IRE o LA E G B HABEIEHAY IAM £
B, IAM BEFRFHHFTHE Pod FHERBEZPHTHRSET. LA TEEMN SDK for Rust
ERRERE (8% L) FREM AWS RS

SDK £ E& % AWS_CONTAINER_CREDENTIALS_RELATIVE_URIE
AWS_CONTAINER_CREDENTIALS_FULL_URIRIESEHEEAEER |, ELEE A H Amazon ECS
F1 Amazon EKS BEEIZRE.

- WFEA Amazon ECS R ELABHEEMER , 2B (Amazon Elastic Container Service fa %
AEERE) B8 Amazon ECS 1 IAM A&,

« NZE Amazon EKS SR EEH , 528 (Amazon EKS FAEIER) FHRE Amazon EKS Pod
|dentity Agent,
- MFIRAFE SOK BEBHENFMEN , F2 K SDKAWS SDKs MITESEEEPNERBHE

R—HE,
5. Amazon EC2 #1T{EE P & PRI

By IAM Ao B EE AT ER, $1TEER LAY SDK for Rust BREXESEREHAITER
PRERENAGRENZEAER,
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https://docs.aws.amazon.com/sdkref/latest/guide/understanding-sso.html#idccredres
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-assume-role.html#webidentity
https://docs.aws.amazon.com/sdkref/latest/guide/access-assume-role.html#webidentity
https://docs.aws.amazon.com/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-container-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-container-credentials.html

B AR Rust B AWS SDK B ABIER
« SDK for Rust £ # IMDSV2,

- MERTEWACHERPRERNEMENR , F28 (Amazon EC2 A EIER) RHERR
Amazon EC2 F{£ A#1TERE P EE R IAM A€, Amazon EC2

- WFELRME SOK BEBENFEES , 52H (AWS SDKsMTEZEER) S8 IMDS B
HREE,

6. MB B MEEEFTEAER , BlIRESpanics A,

MEAWS EABRRBEREARRENFAET , FE2H AWS SDKsHITESEREENRESEF
MEECEABRREHRE,

REEAERREMRE
BAIETE SDK EERNKERABMERSE | MARKARAERHRHE ERENEN S D RBS

Eo BIEFEH |A—MREERaws_config: :defaults , BAILUIEEBTEAERIZMHE | AT
™

let config = aws_config::defaults(BehaviorVersion::latest())
.credentials_provider(MyCredentialsProvider: :new())
.load()
.await;

A LUEIBEE ProvideCredentials B REEBCHEAETRIEHE,
5 7 REL
SDK &REEAERMEME 2 5EE | Fli0 SSO =5, RIFENR , HREHASEREERNEE , &

B-REREHEABRAER, RREBEAER , ARES —EAFRBLEHRERENEEZAER., &
HE B AFHSdkConfigh§# A IdentityCache,

= FEAITARAE BAR Rust B AWS SDK

EAR Rust ) AWS SDK R A SHEW KBRS RETEEXERENR B TENN

TR, ATHBHERAESEAEAR Rust ¥ SDK VBFEHINGTA , AFREREESS
BehaviorVersion. BehaviorVersion {§EFEM SDK iRA, EAE SDK FEEZRFEEE , 88
BREBBEURFESHEE  UXEFYE A MASHZEARINTAERIFAHNEETE,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-imds-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-imds-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
https://docs.rs/aws-credential-types/latest/aws_credential_types/provider/trait.ProvideCredentials.html
https://docs.rs/aws-smithy-runtime/latest/aws_smithy_runtime/client/identity/struct.IdentityCache.html

BERAR Rust B AWS SDK AR

/A Warning
MREBERERPEIETE NIER TELE SDK S A FiwBehaviorVersion , BEBEREAS

& panico

Bl | BREREAFHNERERBEERTHMRAN SDK, MMREWERERFEMABehaviorVersion®
B RBIMRAR SDK , BIgfERAX AR | MIEFNTARAERE,

BREBMBEAR Rust B9 SDK 1T AMAE | 5£81# BehaviorVersion & LUE AR Rust By

SDK deprecated B#&RiC , WHEHIRA, EEEREREFHRLEES  EFATRAREER

Hi# 1T, BehaviorVersion::latest() tR&FH , LIS HEFRANTERIT A,

(® Note

MEEHEAB I RBERRBEENTAREY , ZEXEEX
#§BehaviorVersion::latest()¥ A , HAEA Cargo.toml behavior-version-
latestBRFHNEEEER. NIRLERFIEEHBNERD , LFAK Rust SDK 1T/ , FE
B8 EBehaviorVersionZ 4 E X EMA,

£ FEXEITAMRA Cargo.toml

A LATE Cargo. toml BERFISEENNEEEE , SUEE SDK M{ERIEMER 1T AR Aaws -sdk-
iam , 540 aws-sdk-s38 . BHEI, EX&E SDK latesthkZdCargo.toml :

[dependencies]
aws-config = { version = "1", features = ["behavior-version-latest"] }
aws-sdk-s3 = { version = "1", features = ["behavior-version-latest"] }

EREANBPRETARE
EHRABTARBERETARAE , FERERE SOK A S HIIMIEE -

let config = aws_config::load_defaults(BehaviorVersion::v2023_11_09()).await;

MEIB SR FEAIRBRRE SDK , 1848 BehaviorVersioni&EA M4HEAEV2023 11 _09().

& PREEIT AR Cargo. toml
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BERAR Rust B AWS SDK AR

EE AR Rust B9 AWS SDK AR EE S

SDK AWS for Rust &R FERF ] BT AR ERERERNERTA. U AWS R BEEERE K
FEHWFARRT. MREERFY  FEFEANENRTAES R , MR RN TSR,

IERBAMER A AWS configBERTFWRREBHRE , 2HREERATH. NFLFENE
2% AWS SDKsHMITESEEEHNERTH, CHISERARKEFENFRER J«,{&Zlﬂﬂﬁ
#

RE , BTN ERRBTREELEE , WTIEHAR
E _‘it %\E /La\

BERKERAFImEE AR AFER RetryConfig EERMHMWstandardEFH KR, BIETER
AZRFW (FIREHE , MEMRER), WA, BREFAMSEE—/NERWFEKFERR | J«XJE_%E
HER, HEFBARAKSHEARS , EESHWEERRERERR TURETEHE,

REFLEAWHBREW SDKs RATTER, TERMRNEHUT :

illll
3

. BRRRE

. RIGHER

« HTTP 5XX EIfEE M IRFEEEE5

THEFHRRATVER :

- ROSHHIHEN

- BOBRB/IRLER

o FRESEBBIAAMR

BHLLEBRERAERIH., EEXEHFNBBHEERBI standardER K,
S TN/

B LA S B IRMHE RetryConfig , LBEFTERBHHNHRAER R
Blaws_config: :defaults :

const CUSTOM_MAX_ATTEMPTS: u32 = 5;
let retry_config = RetryConfig::standard()
// Set max attempts. When max_attempts is 1, there are no retries.

£ 22


https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://docs.rs/aws-smithy-types/latest/aws_smithy_types/retry/struct.RetryConfig.html
https://docs.rs/aws-smithy-types/latest/aws_smithy_types/retry/struct.RetryConfig.html

BERAR Rust B AWS SDK AR

// This value MUST be greater than zero.
// Defaults to 3.
.with_max_attempts(CUSTOM_MAX_ATTEMPTS);

let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(retry_config)
.load()
.await;

FIE B AR

NMRFEER  AREARHEASS  BETREERE. F—XEENZERD , B2REFEER
R, TENSRABEERIRG 6 £EFTEAK,

RRADEEAEMAERCENIEE, HBRRNBETRENESRRNAEEBTNTE, NFEE
BRBANRBAVRAR W , F2E AWS REBERPHEZEENHE,

B SIS B Y B8 RetryConfig , BT EXBHMEER Eaws_config: :defaults,
THEABEHERREARE —XEANEFNLERS 100 EY , BEMEHEHCENRRE LES
5%,

let retry_config = RetryConfig::standard()
// Defaults to 1 second.
.with_initial_backoff(Duration::from_millis(100))
// Defaults to 20 seconds.
.with_max_backoff(Duration::from_secs(5));

let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(retry_config)
.load()
.await;

BEEEREN

feRstandardEXERKBNWENR LR , adaptiveBERNEHARBE —BERSZE , ISRKREANS
RER | LERARHEREERE,

(® Note
BEREHR -—EERKEARN. BETEERERAILER. F2/R AWS SDKsNITEZE
ARNESRTR.
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https://aws.amazon.com/blogs/architecture/exponential-backoff-and-jitter/
https://docs.rs/aws-smithy-types/latest/aws_smithy_types/retry/struct.RetryConfig.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html#standardvsadaptive
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BERERSSREERANAMENRE. CEMEAFPRERRHIEE , SUNEBEIRFRABRNIEHRE
HER, EHERFAREBEAEZARSELZLARTA , BRABRATEERTERRER.

RESHRFEETECARERGFREER , WAEAEBIENNBRORERR, EENR , BEER
BRI AESEERSRERIFPNINBER,

B LUEB RSB | EREXNBPENadaptiveEA R MRetryConfig :

let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(RetryConfig: :adaptive())
.load()
.await;

£ AR Rust B9 AWS SDK & E RS

BARM Rust By AWS SDK R ZERTE , AREE AWS I FRBENEFNERER. ELTTH
BhIERY B AR N R MRS P B A BNV IE B NSRS | DA fE 75 B AR,

AP & FF

EERMEETRENEREAREFES T LM , FR X RENEERE , WELNERARER T
RERBIRNZETA. DRRABEGTUEDERRAMNFR. REEBBERREMBEZDNEEF
RAVRAE,

SDK for Rust 2 AR , AREMFRNER. AREARBARPBEREAINRERRNEE
REEMARERESEE, TIEMATIRERRE

Y FEER iR

ERROR B 31 ¥ BMEZOESFBRILESRNERE LR,

R ERBF 13 B Rust B SDK # U [E FE 2 BIFTE 1519
H%“fF'EJJ:FE , SREFIEER.

BEERRE 113 EEE-HTTP EEMBRELR , cBUEH
API FERY,

B HUR B i3 RERERKEERE , FEENEESE —EBMT
AEEY R LR,
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https://docs.rs/aws-smithy-types/latest/aws_smithy_types/retry/struct.RetryConfig.html
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THEHIETRER BFREERN Amazon S3 AFimiERE :

let config = aws_config::defaults(BehaviorVersion::latest())
.timeout_config(

TimeoutConfig: :buildex()
.operation_timeout(Duration::from_secs(5))
.operation_attempt_timeout(Duration::from_millis(1500))
Lbuild()

)
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

ERRRER & 1’E$ﬂ’“"ﬁﬁﬂ#ﬂ# BRI HAMAER BRI BN RS ERER MRS, Etaril
AHE B HTTP KR E S EBIERF R L RIE KK,

BRTEMERENREAF K EREELRFEZIN , BHAUHHE —FR REHBFELRE
=

/A Important

BREMNESRITEARTE SDK for Rust EEIEIEZ & FERAMNRRER, fla, ®E
FEByteStreamfI N EMAERTEZ I RIERIFHNFE,

FRHERRE

SDK for Rust 12t 5 —EEHEREREREBHREEN. EHEERE—BLERTHESBR , T72E
THBRENERTINER.,. EFURMLEAERXZERHRE K MEKETFETERE.

ERRAENKBEBTEINAER , #FNFHRAFBEDHER,

KR , BAR Rust B SDK € EEMTHBAFEFNEREAE , YSKED 1 LTE/PHE
B, X820 WHEERRA,

THEHIE RN BEE] StalledStreamProtectionConfig@=A LERE , ¥R E TN ERE
BFEAH10W :

let config = aws_config::defaults(BehaviorVersion::latest())

ERNERRE 25
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.stalled_stream_protection(
StalledStreamProtectionConfig::enabled()
.upload_enabled(false)
.grace_period(Duration::from_secs(10))
Lbuild()

.load()
.await;

/A Warning

ERNERAESEREERER, EREREEARARTEERENMEE , VEREWEE
i, T8FELE.

EFREFNRRRE
THEF REBUMTLEAEREN B RIRE -

let config = aws_config::defaults(BehaviorVersion::latest())
.stalled_stream_protection(StalledStreamProtectionConfig::disabled())
.load()
.await;

1£1E A Rust B AWS SDK # 5% & 0] 8158114 Th gk

AHAMRRERMBHENEREEREB IRENEE, BENERBEERAER,
ES- ]
- ZEEAR Rust B AWS SDK H 3% E M8 it #

B AR Rust B9 AWS SDK H 5% E F 5 A ic &%

EAM Rust B AWS SDK fEFIEHIRBEITRCER. HFERMARCH , FFBtracing-subscriber
&, X7 Rust BFARXFHHBILAE, BRISERBHBEL. BFBRNEHERE , BBIRAEE APIF
RHM SDK 1T/, £/ RUST_LOGIREZBUIREH BEFHHEEER , YRFERRAFERE.
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http://tracing.rs/
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WA A Rust B9 AWS SDK A B R 8%

1. EERBHNGTRRT , FEEHETFHE B &MAMRMKME

$ cargo add tracing-subscriber --features tracing-subscriber/env-filter

EEHE KFEHFIEZE Cargo.toml #EM [dependencies] B,
2. IRLETEE. BEEE mainHBHPTHILRE , REBFIUMEAEAR Rust B9 SDK %1 :

use aws_config: :BehaviorVersion;
type BoxError = Box<dyn Error + Send + Sync>;

#[tokio::main]
async fn main() -> Result<(), BoxError> {
tracing_subscriber::fmt::init(); // Initialize the subscriber.

let config = aws_config::defaults(BehaviorVersion::latest())

.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);
let _resp = s3.list_buckets()
.send()

.await?;

ok(())
}

3. {FRARUST_LOGIRIESEHMICHE, TEMARKEINETRT , BEDIRIERTH
HRUST_LOGREBEREALERLZEMNER. THEHHISAEFLHKRES debugEik -

Linux/macOS
$ RUST_LOG=debug

Windows

MRIEEAR R VSCode , HRini#iR E B E STERAS PowerShell, BREEREAEFEANIRRE

A,

27


https://crates.io/crates/tracing-subscriber
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C:\> set RUST_LOG=debug
PowerShell
PS C:\> $ENV:RUST_LOG="debug"
4. #TEN:
$ cargo run

CRZEETRAIRRHEEPEIHbEL,

MEFHMEF , F2E MMHPNEARREEHEG EEHFtracing-subscriber,

BRE-SPNSRARMRER  AREKEMBFERAIDNSRER L,

MREBEANEERAFGEEHEN (HEMREHRARA '8, ), AEFBEPEINERAN T
N

2024-06-25T16:10:12.367482Z DEBUG invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try_op:try_attempt:lazy_load_identity:
aws_smithy_runtime::client::identity::cache::lazy: identity cache miss occurred;
added new identity (took 480.892ms) new_expiration=2024-06-25T23:07:59Z
valid_for=25066.632521s partition=IdentityCachePartition(7)
2024-06-25T16:10:12.367602Z DEBUG invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try_op:try_attempt:
aws_smithy_runtime::client::identity::cache::lazy: loaded identity
2024-06-25T16:10:12.367643Z TRACE invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try_op:try_attempt:
aws_smithy_runtime::client::orchestrator::auth: resolved identity identity=Identity

{ data: Credentials {... }, expiration: Some(SystemTime { tv_sec: 1719356879, tv_nsec:

03}
2024-06-25T16:10:12.367695Z TRACE invoke{service=s3 operation=ListBuckets

sdk_invocation_id=3434933}:try_op:try_attempt:
aws_smithy_runtime::client::orchestrator::auth: signing request

BEEB IS TIIER .
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https://docs.rs/tracing-subscriber/0.3.18/tracing_subscriber/fmt/index.html#filtering-events-with-environment-variables
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- BFEBWEFBER.

- HAMBFEEHR, ER—MEF5H , fla0 INFO. DEBUGEL TRACE,

- EXAREENEREERSE , UEH (" ") 28, ETHEER AFEBNERR.
- Rust BEEE , AT EELAFRANERR.

- REALNF,

EBREANSEERHENER ANSI BHBRSBHER, SRIBSHLE , FREELRLEF.

(® Note

sdk_invocation_id HIREEREBEESHH 2H SDK EERNMK— ID AFW , LUiHBIE
BAGALE, THAERE WEEFHRIIWEER ID £EI AWS R,

(Z RN OERE -3

MREFEALTEREFZNWATE , HIW0 tracing_subscriber , B LMKIER IR A EFME
o

LA ABSEEARBMERNEEER. TiERtraceBERBENTHEBRRES

$ RUST_LOG=trace cargo run

B LA RAS ERBRER ERC Sk, ETRYEHIF , LEKRE WHEFaws_smithy_runtime g &
A traceB#k.

$ RUST_LOG=aws_smithy_runtime=trace

B AZEBBEETRANBFBR , FE_REAERSREM. T EHEiaws_configiEHER
EHtracef@F5icsk , Wifaws_smithy_runtimetE AR E HdebugfFicék,

$ RUST_LOG=aws_config=trace,aws_smithy_runtime=debug cargo run

TRRAEALLARERE BREFASK — LR

29


https://docs.rs/tracing/latest/tracing/span/index.html
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FE iR
aws_smithy_runtime 38 SR # 2] FE AR 3% 5O 8%
aws_config BEAEREA
aws_sigvs ERBENERFER

THREFETARBETIEMEREN —BH LR EREMARE , AREAFALTSRAFENA
MABEEE, AR CALEEHRERREH , RRBRXAPITENER.

£ REREAFPIwmmE EAR Rust B AWS SDK

E EAR Rust By AWS SDK FFIY B AWS BR# , 55 —EZREHIEIRBEFRNVLE, LEFBRR
BERRAT

BT AR M IR A Fin b ERE SDK Mm B AT, inR TN ARERERE REE , BETREES
RFERAERELERRE, MERFRRMOT

« MEBRISAVERITHIR AN RIS A B R HFR.
« 7HX SDK Ais REE R 4 E R AL,

/A Warning
IR R AT RERE SDK £, MREBEFRRE , IgAREEABNER. ARREER
REERBEFNASBERE,

BEI MM T ALEHRE , MERARABEREFER , AEETURKBE REBFT R AWS R,

BAERARESHILA AWS configRPHNRERREL InE. WHLFENER , F2H

AWS SDKsM T EZEZEMPNBRBERERR. WERE HAconfigRRENRRBHNTEEE
AWS BR#% , 552 B8 AR #% 45 E Ui Y 5 B 1 o

gE , SO ERNBPRELEFT , MTHSEHAR
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-ss-endpoints.html
https://docs.aws.amazon.com/sdkref/latest/guide/ss-endpoints-table.html

EHAR Rust #9 AWS SDK HEABEE
EHE RS

ST LAE A2 B R i e O] R B R 75 A 3R B AT BR IS A i Y i A R AT

1. endpoint_url(url: Into<String>)

2. endpoint_resolver(resolver: impl crate::config::endpoint::ResolveEndpoint
+ ‘static)

BALUREEMERME, T8 , fFEFEREM—E, R —MKAE , endpoint_url FEBE],
2% Evm 3 URL

AL B endpoint_url , BUSHBHHN TER, THEE, FB , HEFLSRKRE  BAT
BASRF ARG FiiIResolveEndpoint#{TfE#. E{FHEEResolveEndpoint Al LARE
RIS TR fE |, A B SR iR,

AR TE Uiy 24 R AT A2 20

fR#& A FimiResolveEndpoint BFERER B EHANTIEEBE RN SK BN . RERAFR
SEHEEBEREW resolve_endpointFiE , MERABMTERXEEEndpointFuture{E , MAF
SE-SEE,

T3 &EHIREA Amazon S3 PRI BT IR MBI ERNEE , LBFSERRNTRERIRS , flE
BRAEE :

use aws_sdk_s3::config::endpoint::{ResolveEndpoint, EndpointFuture, Params, Endpoint};

#[derive(Debug)]
struct StageResolver { stage: String }
impl ResolveEndpoint for StageResolver {
fn resolve_endpoint(&self, params: &Params) -> EndpointFuture<'_> {
let stage = &self.stage;
EndpointFuture: :ready(Ok(Endpoint::builder().url(format!
("{stage}.myservice.com")).build()))
}
}

let config = aws_config::defaults(BehaviorVersion::latest())
.load()

ZHEELS o


https://docs.rs/aws-smithy-runtime-api/latest/aws_smithy_runtime_api/client/endpoint/struct.EndpointFuture.html
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.await;
let resolver = StageResolver { stage: std::env::var("STAGE").unwrap() };
let s3_config = aws_sdk_s3::config::Builder::from(&config)
.endpoint_resolver(resolver)

.build();

let s3 = aws_sdk_s3::Client::from_conf(s3_config);

(® Note

in R R FResolveEndpointZEHFH R BERBISEN , Rtk RAEEERKE A FimiERE
LT, Z—FHE, JUFERALAERE (ZEAETEETHWMERE ) iEE RS KR E IR
25 URL,

ResolveEndpoint 2 &{

resolve_endpoint FEEZ T EWHBTFTABHNREBFIESH,

BERBEHCE THERBMLE
7 Type iR
region F& AFEImREK AWS EiF
endpoint FER WEENFHRRZE endpointUrl
use_fips Boolean =EERFPIRNERESRA FIPS inE
use_dual_stack Boolean mRTERAFPHNBREFR RS RIS

AWS fR#§ RIS EMATEFEN EEMS. fl0 , Amazon S3 inH S H A SR ETREBNBE

Amazon S3-specificThBEERE. i , force_path_style B SYERE SR EREEEL,

MRZEBEECHEME  IFTEEZEERECHRESEITER. BREARUSABRRVEMN , X
KEHEEREE Bffresolve_endpoint,

EHE RS 32


https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/config/endpoint/struct.Params.html
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tesi £ A endpoint_urlE2f#F A endpoint_resolver

ERSATHERTIMEWLE , —EBREH |, endpoint_url® —@ERE% A endpoint_resolver , &%
EXERREHREBITTANAFK,

use aws_sdk_s3::config::endpoint::{ResolveEndpoint, EndpointFuture, Params, Endpoint};

#[derive(Debug, Default)]
struct CustomResolver;
impl ResolveEndpoint for CustomResolver {
fn resolve_endpoint(&self, _params: &Params) -> EndpointFuture<'_> {
EndpointFuture: :ready(Ok(Endpoint::builder().url("https://
endpoint.example").build()))

}

}

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

// use endpoint url

aws_sdk_s3::config: :Builder: :from(&config)
.endpoint_url("https://endpoint.example")
.build();

// Use endpoint resolver
aws_sdk_s3::config: :Builder: :from(&config)

.endpoint_resolver(CustomResolver: :default())
.build();

RE WM Pl @endpoint_urliEEMEE (R ) HEBHEA URL , it URL AR BHY
— 85 AT

HE WAFm®endpoint_resolverigE Amazon S3 A F AN &K URL,
i1

BEIwmEBEEERARIR. FUSKAIAKTENEERE  MARFULERAERNWEEK, TH®
&8 :

« DynamoDB local — Amazon DynamoDB BR#& i 2 # A 2K
* LocalStack - TEAME K L REPHITHERRBERSS.
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBLocal.html
https://github.com/localstack/localstack

BERAR Rust B AWS SDK AR

THEHIFRBEEBTNHEUCAEMENAZBENMETRE AR,
EEEREXNTEHREA DynamoDB 74

MBTEE TR |, B Mendpoint_url BEERNIBPRE , UBSEXNKE LUE @ A# DynamoDB
ARES. EENERNED

let config = aws_config::defaults(aws_config::BehaviorVersion::latest())
.test_credentials()
// DynamoDB run locally uses port 8000 by default.
.endpoint_url("http://localhost:8000")
.load()
.await;

let dynamodb_local_config =

aws_sdk_dynamodb: :config: :Builder: :from(&config).build();

let client = aws_sdk_dynamodb::Client::from_conf(dynamodb_local_config);

SeER 4| AT 1E GitHub EEUS,
£ config XM LocalStack

BRI LAEH A AWS configlERFPEERBISEN ins. FNIHEREEEendpoint_url A[EERE
12 localhost LiEEZ 4566, MNZE LocalStack AREMIEEMAE A , 528 LocalStack X448 £ /Y
#E1B %2 URL FEY LocalStacke

[profile localstack]
region=us-east-1
endpoint_url = http://localhost:4566

HRAZEHEMEHAconfigERPNWEE | WHEZFEMAlocalstackiERRKEERAZTHERH
BEMAFR, FRALKEE  ZFNEABTIEECSEARENSE K MAFERS .

// set the environment variable “AWS_PROFILE=localstack’™ when running

// the application to source “endpoint_url’ and point the SDK at the

// localstack instance

let config = aws_config::defaults(BehaviorVersion::latest()).load().await;

let s3_config = aws_sdk_s3::config::Builder::from(&config)
.force_path_style(true)
.build();
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/dynamodb/src/bin/list-tables-local.rs
https://docs.aws.amazon.com/sdkref/latest/guide/feature-ss-endpoints.html
https://docs.localstack.cloud/references/network-troubleshooting/endpoint-url/
https://docs.localstack.cloud/references/network-troubleshooting/endpoint-url/
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let s3 = aws_sdk_s3::Client::from_conf(s3_config);

FTTERE P E GitHub LES,

EEAM Rust 9 AWS SDK R B E A F iRy E —ig{ERRE

BYBRBAFme® , HEEERATE  IEAEMAERERE. MABNEEERER  BSEE
T A B RERE,

BERERERFETRAREIL customizeF & , CustomizableOperationBEEAUEREE
ARRMERIEAR, RifAFRARKERETE,

THEEHlEE RIS F IR ERERN Amazon S3 A FIR , F-_EEBSUEEETREMNIRE AWS E
15, P Amazon S3 WY1l AEEER us-east-1[E1E , (BRAEREE APl FRIYLLERSHA B
Hus-west-2,

use aws_config::{BehaviorVersion, Region};

let config = aws_config::defaults(BehaviorVersion::latest())
.region("us-east-1")
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

// Request will be sent to "us-east-1"
s3.1list_buckets()

.send()

.await?;

// Unset fields default to using the original config value
let modified = aws_sdk_s3::Config::builder()
.region(Region::from_static("us-west-2"));

// Request will be sent to "us-west-2"
s3.1list_buckets()

// Creates a CustomizableOperation
.customize()
.config_override(modified)

.send()
.await?;
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/localstack
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® Note
LREHIBEB AR Amazon S3 , EFERENBLSEHMER, REREE LAEeEHMS

sCustomizeableOperation,

WMEHEM customize BE—BEFRAMABHHL , B2H EBERENRES.

£iE AR Rust B9 AWS SDK R EEE HTTP BiRERE
B Rust B9 AWS SDK Rt HTTP ZhaE , At AWS IR SEERAGBHEIWAFPIRER,

BIETEER , BAM Rust Y IR EHSFEHEMN hyper, rustlsH B HTTPS A Filsaws-1c-1so
LAFREERANRAKSEERRG , EEHMERE,

* hyper & Rust WEBIEB#H& HTTP i2XNE , "B #EFEA EAM Rust B AWS SDK , LUET API
R A Wy,

« rustls B Rust REMRNK TLSERE , EAFRBHFEEHENARRE,
« aws-lc R—RABRNBZIBHEEELNE S8 TLSNERERAERMEMNEE X,
« aws-1lc-rs  Rust ¥R aws-1cEFENERSZEHR,

MREEERIZRRMN TLS A BmEMED |, aws-smithy-http-client AR ZIRME —LEE
SNEBIENARE, HREERNERARS , BREFERBCH HTTP AFRBESIERIAEE R #
Z8,

BIEBNRHN TLS #H#E

aws-smithy-http-client RFEEERMHE—LEHNRMH TLS EHE,

THlftrEr ATt aEA -

rustls B A aws-1c

5 aws-1lc-rsETRGmZBrust1sH TLS B1HE,

&2 SDK for Rust (TR HTTP TR, MREEEERAUEE , EFFEEEXRBHERIEME
ft Eh1F
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https://docs.rs/hyper/latest/hyper/
https://github.com/rustls/rustls
https://github.com/aws/aws-lc
https://github.com/aws/aws-lc-rs
https://github.com/aws/aws-lc-rs
https://github.com/rustls/rustls
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s2n-tls

Ll BEBN TLS ##ft&s2n-tls,
rustls Bt A aws-1lc-fips

L BEBN TLS B Erustls , FRAAFES FIPS B lRARaws -1 c-rsET R G iR =
rustls BIfX A ring

£ ring# T HEMmaErustlsi TLS BEHE,

TORIRAF

£ aws-1lc-rs™ s2n-t1sFEE C #wiEeEs (Clang 3 GCC) FHEEE, HRE LT L , BE B TAE
FE CMake, EEAIFAELER "X, HEEEE FE CMake M Go, MEFHMEN , F2H AWS
Libcrypto for Rust (aws-1c-1s) fEEEMEBRH.

WMAERENR TLS RIEEE

aws-smithy-http-client REEIRMEE/W TLS BE, EEHEHN AWS k¥ AFIRFERATEHN
TLS & |, http_clientFEFEHaws_configfFHBMAREE . HTTP AFmAR AWS ¥
BAERREME,

T REUAIER s2n-tls TLS RHE. T8 , BUNST ELBEBHAREMAHER,

FERFHVEAD  FUTTIHT , SAKEHREEENER
cargo add aws-smithy-http-client -F s2n-tls

gEHIENE

use aws_smithy_http_client::{tls, Builder};

#[tokio: :main]
async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::52nTls)
.build_https();

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)

BEERH TLS REtE 37


https://github.com/aws/s2n-tls
https://github.com/rustls/rustls
https://github.com/aws/aws-lc-rs
https://github.com/briansmith/ring
https://github.com/rustls/rustls
https://github.com/aws/aws-lc-rs/blob/main/aws-lc-rs/README.md
https://github.com/aws/aws-lc-rs/blob/main/aws-lc-rs/README.md
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.http_client(http_client)
.load()
.await;

// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client: :new(&sdk_config);

A FIPS X2

aws-smithy-http-client REERMA FIPS HAMBREENRE, EEZEHN AWS R¥K AF
wmEARFE FIPS REMIRME |, http_clientiEMEA FRaws_configfHPWEASREER . HTTP A
FimAR AWS IR M EAERRMHE,

® Note
FIPS X BERELBRERETHHMBMKME. FSHE aws-1c FRBHEERH,

BEmEEHEXT , BRI TGS, SHEAENEEENER .
cargo add aws-smithy-http-client -F rustls-aws-lc-fips

THIEFIREXTERA FIPS X4& -

// file: main.zrs

use aws_smithy_http_client::{
tls::{self, rustls_provider::CryptoMode},
Builder,

};

#[tokio::main]
async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::Rustls(CryptoMode: :AwsLcFips))
.build_https();

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)
.http_client(http_client)
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https://github.com/aws/aws-lc/blob/main/BUILDING.md

BERAR Rust B AWS SDK

FMBABER

.load()
.await;

// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client: :new(&sdk_config);

FEREFERRIRNELIERF

AR TLS B EE L rustlsE A AEMaws-1c-rs , XEX25519MLKEM768 % E F S HUEE

E. BEFE MAX25519MLKEM768HZE B AIEFIVEE L , BEERrustlsEHHIE
SEXIEF, MEFMER B

Y Aprefer-post-quantumhgeiEZE, &8, ©aH , X
28 rustls X

® Note
EAE R AR RMRAH FEER

Z R DNS ##HiEx
FERE HTTP ST B R TR DNS B,

EEmFAGREASR , FRUTTIHT , SAKMETEESENER

cargo add aws-smithy-http-client -F rustls-aws-1lc
cargo add aws-smithy-runtime-api -F client

THEHEXRFSER DNS #ERN !

use aws_smithy_http_client::{
1s::{self, rustls_provider::CryptoMode},
Builder

I

use aws_smithy_runtime_api::client::dns::{DnsFuture, ResolveDns};

use std::net::{IpAddr, Ipv4Addr};

/// A DNS resolver that returns a static IP address (127.0.0.1)

#[derive(Debug, Clone)]
struct StaticResolver;

REIARFE

BFERBFERTIMNELIERF
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https://docs.rs/rustls/0.23.23/rustls/manual/_05_defaults/index.html#about-the-post-quantum-secure-key-exchange-x25519mlkem768
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impl ResolveDns for StaticResolver {
fn resolve_dns<'a>(&'a self, _name: &'a str) -> DnsFuture<'a> {
DnsFuture: :ready(Ok(vec![IpAddr::V4(Ipv4Addr: :new(127, 0, 0, 1))]1))

#[tokio: :main]
async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::Rustls(CryptoMode: :AwslLc))
.build_with_resolver(StaticResolver);

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)
.http_client(http_client)
.load()

.await;

// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client: :new(&sdk_config);

(@ Note
RIZFEER , Amazon Linux 2023 (AL2023) A2 EEE R HKB R REL DNS,

HiTiE CA B

BIBFER , TLSEHESB]ARBELANRERLEERE. EERATHTAUBBABITICAES , &
ALAfERATlsContext B M RKERE TrustStore,

EERBHORAG  FHT TSRS, SAKMEFEZEENER
cargo add aws-smithy-http-client -F rustls-aws-1c

THEFIFER rustlsiBi |, aws-1cBEAREMZEMN TLS 1BHE -

use aws_smithy_http_client::{
tls::{self, rustls_provider::CryptoMode},
Builder

BiT4E CA BFE 40
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i

use std::fs;

/// read the PEM encoded root CA (bundle) and return a custom TLS context
fn tls_context_from_pem(filename: &str) -> tls::TlsContext {
let pem_contents = fs::read(filename).unwrap();

// Create a new empty trust store (this will not load platform native certificates)
let trust_store = tls::TrustStore::empty()
.with_pem_certificate(pem_contents.as_slice());

tls::TlsContext::buildexr()
.with_trust_store(trust_store)
.build()
.expect("valid TLS config")

#[tokio::main]
async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::Rustls(CryptoMode: :AwslLc))
.tls_context(tls_context_from_pem("my-custom-ca.pem"))
.build_https();

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)
.http_client(http_client)
.load()

.await;

// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client: :new(&sdk_config);

£ E AR Rust B9 AWS SDK AREg E i #E S8

O LAEFRIREES R A% AP SBRMEIERN 1T, HEREEMEE  Hf SDK 2FUEESNE
R, SITAEAER/EELAGBR, Mt—K , ERALMEREEDMNER., EEBREE, BB
RERE,

TR REENRESR , TR AEEB <8 , SREANEEREEMBEELFIR

TEES =
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use std::borrow: :Cow;
use aws_smithy_runtime_api::client::interceptors::{
Intercept,
context: :BeforeTransmitInterceptorContextMut,
I
use aws_smithy_runtime_api::client::runtime_components: :RuntimeComponents;
use aws_smithy_types::config_bag::ConfigBag;
use aws_smithy_runtime_api::box_error::BoxError;

#[derive(Debug)]

struct AddHeaderInterceptor {
key: Cow<'static, str>,
value: Cow<'static, str>,

impl AddHeaderInterceptor {
fn new(key: &'static str, value: &'static str) -> Self {
Self {
key: Cow::Borrowed(key),
value: Cow: :Borrowed(value),

impl Intercept for AddHeaderInterceptor {
fn name(&self) -> &'static str {
"AddHeader"

fn modify_before_retry_loop(
&self,
context: &mut BeforeTransmitInterceptorContextMut<'_>,
_runtime_components: &RuntimeComponents,
_cfg: &mut ConfigBag,

) -> Result<(), BoxError> {
let headers = context.request_mut().headers_mut();
headers.insert(self.key.clone(), self.value.clone());

0k(())

MEFHFAEFANTHANEBSREHN  FERBESE.
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BER M
FANERBRY RS RAERSERENVACHIMARE. TOEM DAAEFERBBERE

P4\

RFEmNFIERE , ERRERRERF,
AR#% A Fim LT R RFR R E S
ERAMBEAFRVEES  FEM Builder BAMBHEES.

let config = aws_config::defaults(BehaviorVersion::latest())

.load()
.await;

// All service operations invoked using 's3' will have the header added.
let s3_conf = aws_sdk_s3::config::Builder::from(&config)
.interceptor(AddHeaderInterceptor: :new("x-foo-version", "2.7"))

.build();

let s3 = aws_sdk_s3::Client::from_conf(s3_conf);

ERERFENRES

BREEME—IRENREER  FEM customizel®@REWEE, BUUERL A EZBEEERERRD
B FiRiERE, MEAETRENFEES , F28 EEAR Rust B AWS SDK HEE A Fim#
E—RFEERE

// Only the list_buckets operation will have the header added.

s3.1list_buckets()

.customize()
.interceptor(AddHeaderInterceptor: :new("x-bar-version", "3.7"))

.send()
.await?;

WERREM
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£ 18 A Rust B9 AWS SDK

THRER BRAM Rust B AWS SDK RfEFA AWS IRIENE RAMEBERS .

FE

« {1 AWS SDK for Rust £H AWS R# &K

. {#f AWS SDK for Rust W RIEEH

- PIIST BAM Rust B AWS SDK

e £ P& Lambda & E AR Rust B AWS SDK
- HA BUYFALEFESEURLs BAR Rust B AWS SDK
- REEAM Rust B AWS SDK H#I$EEE

- EiEAR Rust B AWS SDK HERDEER

« BETAFEIFIBE SDK AWS for Rust EFE

- AR Rust B AWS SDK fE ZFER

£ AWS SDK for Rust #2H AWS R# 5K

E2ERREETHANFE AWS BRI , BAR Rust B AWS SDK € A5 E AR A FEEE AWS R
%, flan  MBREHEARNEZEEFE Amazon EC2 , B ERAREREE Y Amazon EC2 A F g4
B RS ERE, A%, Su L ER REAFRRZAFRREHFER AWS R,

ETE REER AWS B, SAEARTAREREASE, R AWS B SEEXEEM
CHEESHARNECHERERRELED, A5 He st i REABNSE AP RELRE @5
ko

& E1E AWS SDK for Rust AWS Bk 8 B8 , FEMEBBENRAFRK, RERENEEREN
REFEAE API 5%, RERFU send() REITHER.

SHEBRELENEME API BECLientnB—EFZE. SAFEZNEDERE "RBEES,  H
FEERENHHETIUEESHIEX APl WAEW A, MURKENEZE2E , B send() HAE
BFutureB BRI B9 SdkError. ME SdkError WEHMERN , FESBEEE M Rust B AWS
SDK H#y§EE.

THEHIREFER Amazon S3 £ R BFITEBNERREEUSs-west-2 AWS [E1F :
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let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let result = s3.create_bucket()
// Set some of the inputs for the operation.
.bucket("my-bucket")
.create_bucket_configuration(
CreateBucketConfiguration::builder()
.location_constraint(aws_sdk_s3::types::BucketLocationConstraint: :UsWest2)

.build()
)
// send() returns a Future that does nothing until awaited.
.send()
.await;

BERBEDE RN AP @ ARV HAMEE | il

+ types BHAERHFRIIE  TRUHEEMNERLER,
« primitives RIEEAEMENEE , JRKRBHIFERNZHE L Blob FEH,

WEEFMENAREEBNES , FSRRBAEN AP 2E 4. Hl , Amazon Simple Storage
Service Maws-sdk-s3KEEBEEHE. EPMER :

* aws_sdk_s3::types

* aws_sdk_s3::primitives

{#F AWS SDK for Rust W REE

DTRER WREER BAMN Rust B AWS SDK,

S EEEMFEH SDK AP in

RiE SDK AFmMERLN , BUFMWAFPRTHESEXESEAFRHEESCH HTTP ERERE. &

DREE., RMEBRLAAFRIEPLHASIkConfig , LBREVYREERNENRT. FIFE SDK
RAFRESBE8EHEClone RAE-—RFSEFHERM.
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AXTE API R B

SDK R#t —EREFRIEN TARME , flIERRFNBARRE , EFERAR AP FEILR S {E B API
FIEHR, REEBEREENEANBEFRNRBE . EXRARENERARENERETREREBER N
REFNRELAY , EARSEFEREANBEERNKERTRNIERBRERN MK BE.

WERERERFHNFMENR , F2H EEAHR Rust B AWS SDK FERERES .

I 1T EAR Rust B AWS SDK
AR Rust ) AWS SDK RIS T4 , BEAEEHSHIEE S HBE,
R

HEEFTEMABNNEREZESE  FENECERARER  IEEASNARTENES. E4ERE
B, BB EEBUATAR

« 2% BNREASITIERNEL "THEEM,  RERAMITITHA.

- EFER  FATBREEKE,

- WITIER  TEBKRIATSETER.

« W4T ERKESIEF RS BEBNEN,

- ZTEE  ERERHTREEHENED.

- BEGE  EXNTASRBEERBNSEREEEBEMENEEAMEE,

- FRHARERNEFRRLEGR. EMERSEACTKRBERRFNERS , ZER2 "FAHT. .

* Deadlock : HZBETEENME, EREERLE  NAMEEKEEZNERUNER , BES -
BEBENERATRAZH , EMBEETHEETEBHEER, THEEHEAT IR TLREEE,

GEX 32

BNE—BAEREFER. ERERNEFP  RASERALTHEMMREELENT. HBROEH)
SEEFAMEENDbuild_client_and_list_objects_to_download()A3% , W1 HETE
Emain()., BT THWS , BHEKEFTEEEHNER

* cargo add aws-sdk-s3

* cargo add aws-config tokio --features tokio/full
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T 5 & HIER 2 T B Amazon Simple Storage Service EFIFBHNFIERER -

1. BRIIHFIARER, BERRBEEBED,
2. Z—EFRE , KFTREHEESR

use aws_sdk_s3::{Client, Error};
const EXAMPLE_BUCKET: &str = "amzn-s3-demo-bucket"; // Update to name of bucket you
own.

// This initialization function won't be reproduced in
// examples following this one, in order to save space.
async fn build_client_and_list_objects_to_download() -> (Client, Vec<String>) {
let cfg = aws_config::load_defaults(aws_config::BehaviorVersion::latest()).await;
let client = Client::new(&cfg);
let objects_to_download: Vec<_> = client
.list_objects_v2()
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("listing objects succeeds")
.contents()
.into_iter()
.flat_map(aws_sdk_s3::types::0bject: :key)
.map(ToString::to_string)
.collect();

(client, objects_to_download)

#[tokio: :main]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;

for object in objects_to_download {
let res = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)
.send()
.await

T EEf)
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.expect("get_object succeeds");
let body = res.body.collect().await.expect("reading body
succeeds").into_bytes();
std::fs::write(object, body).expect("write succeeds");

}

@ Note
HELHGT , BMNFEREER  MARMNBRREJIREFTEREEFRLERRE SR
H¥t. Bt , RATERERLEME &,

HRABERERNESE , RMATUERKEXNRSENR, BMASERROEL PHTIER  BEX,
FRME—F T 8B —LE8=,

BAEEM T2t

Rust FHYBEERE —EHEE, EHFEELEER K WESRREABANMEE, BEETUREM
—RZEFTENESERE-—AJESE, Rust REFETRRRETMASEEBHERE.

EZEEBFTEVEFIMEENERK , FERANRENRT. ERFEES , SEEHHALET
FANBERATI2FEIMEENER , RAEMEKRFHT. T8 , EXTEESD , EH T UEEUEM
IEF#1T. Bt , RALEE-SRFEEZARIETSETESE (RELEBRERKEH )

Rust RERXERMHFZ TERBEBEMEKL BT, NMFELTENFMAES  F2H (Rust EX
RETRREE) THEENTESBEN THRESE.

EZEE |
UTR TRASYH WEE. EERRRFERMENIER , RANAETEXTSHHEMBERR,

SEEAERDS WA

* Arc : Atomically R eference-C ounted &1, £ FEBRERRKArc, ALEBHRERAER K MEFR
DEARBEREERERERE, ThESLE  ENEEESER "HAL . ANEAICTETE
BRI EARE A2,

- Bl BRSEFTHRSSHFRULIERXNPHNEER  REE —EREHNT

- Condvar : Cond ition Var iable , AIE ZF B4R E R EBITHE.
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https://doc.rust-lang.org/std/sync/struct.Condvar.html
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« Mutex : —#& Mut ual Ex clusion ##l , TR —XRZE—EHTHRENETIR—LER, —Kkm
S, BTEBMutex S HERBERABFNEME. await B,

Tokio B9 -

R AWS SDKs B 7£E2 async-runtime-agnostic #&E , ERFEBEREBR T EMAtokioREY
#,

« Mutex : BAEERNEMN Mutex , BERARES, HEEXE FEMutex , ETTUARBEREREH
FEE . await .

« Sempahore : 88 , AREHZEEHHERERNFEL

ERHMNSEALREERR (EHITHEILIT)

ETHEHEF H |, BAER futures_util: :future::join_all REEHITAT
Bget_objecti®ER., BT TFIGT , SN EREFEEENER .

* cargo add futures-util

#[tokio: :main]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;

let get_object_futures = objects_to_download.into_iter().map(|object]| {
let req = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET);

async {
let res = req
.send()
.await

.expect("get_object succeeds");
let body = res.body.collect().await.expect("body succeeds").into_bytes();
// Note that we MUST use the async runtime's preferred way
// of writing files. Otherwise, this call would block,
// potentially causing a deadlock.
tokio::fs::write(object, body).await.expect("write succeeds");
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}
1)

futures_util::future::join_all(get_object_futures).await;

[a

ERZFHNIITHRMERZE , B hALERE , —FHRTRLTHRE
. BRMERRELMAEBRAA. NREMRIEEHNCREBRREMBget_objectiFREA | Al

218%F "out-of-memory. Bt &R

2. RAEKEINEFRAERE, NRRMAEHA X THBZ , Amazon S3 SHREFER.

-_—

HREEEMEBRE K RMASARVNBEM -—REENFRBE, RASHEM tokioEHEREMITILIRE

use std::sync::Arc;
use tokio::sync::Semaphore;
const CONCURRENCY_LIMIT: usize = 50;

#[tokio::main(flavor = "current_thread")]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;
let concurrency_semaphore = Arc::new(Semaphore: :new(CONCURRENCY_LIMIT));

let get_object_futures = objects_to_download.into_iter().map(|object]| {
// Since each future needs to acquire a permit, we need to clone
// the Arc'd semaphore before passing it in.
let semaphore = concurrency_semaphore.clone();
// We also need to clone the client so each task has its own handle.
let client = client.clone();
async move {
let permit = semaphore
.acquire()
.await
.expect("we'll get a permit if we wait long enough");
let res = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("get_object succeeds");
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let body = res.body.collect().await.expect("body succeeds").into_bytes();
tokio::fs::write(object, body).await.expect("write succeeds");
std: :mem: :drop(permit);

1)

futures_util::future::join_all(get_object_futures).await;

BMEKBEREUBE asyncEf , MEEBENERAE[E, Mt—R , FEEFRzH , R

MAEEIULFER.

(@ Note

MRERLRE , —REBEYMAFRGALSEREECRES , ETEREFEEIRL , A6
EEANR, sEEREEM  FHEBRAOABRIBE async Bz,

R IEETRFEEARZSHEROBE , FEREHEEE WiETHEERCONCURRENCY_LIMIT,

(® Note

BEHERA ERECONCURRENCY_LIMITHTE. BRBNEXAGECHFERE , FERSTE
BEREARS , AR EIFHER. HATURBREEDN RN EFHE L RBES
¥AATRRE] , BEREERMME Rt LA IErmEE.

ERHMNSEAILRESRE ( ZHITHEILIT)

ERIMEEHF , RFERHT THER. BRAELESHTEMEERER , EEMATNEBERASHNT
EREREANR, BEEM HiTHEFtokio , RMEFERHEELEABBIER

(® Note

LB ERIEER Z AT tokioBITRAE, WHTREMM® rt-multi-threadZhB& %,
ER, BREESROMRE LHITEN.

BT TGS , SFNAKETEEENER
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 cargo add tokio --features=rt-multi-thread

// Set this based on the amount of cores your target machine has.
const THREADS: usize = 8;

#[tokio::main(flavor = "multi_thread")]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;
let concurrency_semaphore = Arc::new(Semaphore: :new(THREADS));

let get_object_task_handles = objects_to_download.into_iter().map(|object| {
// Since each future needs to acquire a permit, we need to clone
// the Arc'd semaphore before passing it in.
let semaphore = concurrency_semaphore.clone();
// We also need to clone the client so each task has its own handle.
let client = client.clone();

// Note this difference! We're using “tokio::task::spawn’ to
// immediately begin running these requests.
tokio: :task::spawn(async move {
let permit = semaphore
.acquire()
.await
.expect("we'll get a permit if we wait long enough");
let res = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("get_object succeeds");
let body = res.body.collect().await.expect("body succeeds").into_bytes();
tokio::fs::write(object, body).await.expect("write succeeds");
std: :mem: :drop(permit);
1)
1);

futures_util::future::join_all(get_object_task_handles).await;
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BIESTAEKTRERER, HT /0 (@A/MEME) EFSEIHE, FTHURELIFHERIEEH
TEBEEHATERNER, ERSCZEBEATEE K BECLRBHCPANESE  UBEERENFR
BN THEEI D BER, NEtokioHTREREE , F2MEE tokio: (taske

R ZHITHEERREN

ARAEMIEF R RESITHER, Bt , YTEXWERTRRERN. EERAM Rust Y BEREHF
BMEBEMEM tracing FLHRMK. BEWBFARFHT  ©HBITLEAFEAREEK2E, NFE
Al , F2REEAR Rust B AWS SDK H 58 E # &£ F it #%.

HAEEEBWERIER tokio-console , iEERIEY Rust EXMZEFESE TE, ZEiBw A
HITENER , A Ttokio-consolefEARER , B UEFEER EAEITHERNENRRE, 1
BIRBEERANEN , HINERSETNEEARAERMEENEE 2 HAERNERE,

£ F3 3 Lambda K& B AR Rust B AWS SDK

WMEMFEA B AWS Lambda SR A4 BRARM Rust 89 AWS SDK |, 5828 ( AWS Lambda B
BAEEE)) PMEA Rust Z2& Lambda B, XY E5|EBEEH

« RO INBERY Rust Lambda ${TEIHE Fi% A% , aws-lambda-rust-runtime,
- £/ Cargo Lambda #% Rust RE — U EZPEE Lambda WEBRFT TSI ITE,

BRY AWS Lambda R A BEEHPEIEXEH 2/ , GitHub L#Y AWS SDK XSl 7 E
R4t Lambda T HE2RE A,

ER BIFEKLXEEZEURLs BARM Rust B AWS SDK

A AARL AWS API REFALHFRBR , AEHABREARRIUUEAZKFER , MEFLTECH
EAEH,

i | BR5% Jane A EA1ZEY Amazon Simple Storage Service (Amazon S3) ¥4 , i B it 48 &7 a5 Ed

Alejandro 3 A4 FEL. Jane I EL TR EEMNGetObjectFERREE Alejandro 2t/ , E kAl
UTEYH  MAFEFER Jane WEAERFIHEEBECHEABAER, BEHE URL FANZEA
BERZ Jane Wy , ARMERESE URL AWS HWERE,

EEE—F T H Amazon S3 HTELZEEURLs , 72 H (Amazon Simple Storage Service A&
M) PREAFELEEEURLS,
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AEREELRES
B Rust B9 AWS SDK IRIHRERBERB RS presigned( )M A% , TAREBAELEZNER,

THEHIEEI Amazon S3 HFELEZETRGetObjectimR, FRERMUE 5 DEAF N

use std::time: :Duration;
use aws_config::BehaviorVersion;
use aws_sdk_s3::presigning: :PresigningConfig;

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let presigned = s3.get_object()
.presigned(
PresigningConfig: :builder()
.expires_in(Duration: :from_secs(6@ * 5))
.build()
.expect("less than one week")

)

.await?;

presigned() F A2 E Result<PresignedRequest, SdkError<E, R>>,

EEH PresignedRequest@EAIE HTTP BRTHEEBN AL , B1ES L. URI FEAEHE, A
FELHFTEEEE RE , WRENGE , BRIEW. TR, FEHEEZENBERTUERH URI &

To

AL EPOSTHNIPUTEE K

HZUFELEBRENIRERZTE URL, MAMNXEL HTTP GETEREZE, 718 , REBRESHEARN ,
EREEERT , KALLHTTP POSTE HTTP PUTHESREEE —RE%, HAAEEELFEREEAE
BGETFHERMEE , ERAEARERRELEH,

AR RFE £ 2 E Amazon S3 PutObjectf@BERUAFHBHAS W& Flhttp: :request: :Request , &
ARATLUERALIREN HTTP A FiREiX,

EEMFEH into_http_1x_request ()% , 4§ http-1xThEEFEE Cargo. toml ERFMaws-
sdk-s3/K%E :
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aws-sdk-s3 = { version = "1", features = ["http-1x"] }
RIRER :

let presigned = s3.put_object()
.presigned(
PresigningConfig: :builder()
.expires_in(Duration::from_secs(60 * 5))
.build()
.expect("less than one week")

)

.await?;

let body = "Hello AWS SDK for Rust";
let http_req = presigned.into_http_1x_request(body);

BYEEE

(® Note
EREREARM. KZEBEAETTENERERM.

B4 EFEHARBFFERT SDK for Rust IR ZIMEEBHER, B |, B LB IN SDK A aws-
SigV4 7'(%50

UTRTEEATRNGES , MEFMAER , F2E KEXH

1 aws-sigv4fl http HRIRFEFTIE EEM Cargo. toml HEF :

[dependencies]

aws-sigv4 = "1"

http = "1"
RIRER :

use aws_smithy_runtime_api::client::identity::Identity;

use aws_sigv4::http_request::{sign, SigningSettings, SigningParams, SignableRequest};
use aws_sigv4::sign::vé4;

use std::time::SystemTime;
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// Set up information and settings for the signing.
// You can obtain credentials from 'SdkConfig'.
let identity = Credentials: :new(
"AKIDEXAMPLE",
"wJlalrXUtnFEMI/K7MDENG+bPxRfiCYEXAMPLEKEY",
None,
None,
"hardcoded-credentials").into();

let settings = SigningSettings::default();

let params = v4::SigningParams::builder()
.identity(&identity)
.region("us-east-1")
.name("service")
.time(SystemTime: :now())
.settings(settings)
.build()?
.into();

// Convert the HTTP request into a signable request.
let signable = SignableRequest: :new(
"GET",
"https://some-endpoint.some-region.amazonaws.com",
std::iter::empty(),
SignableBody: :UnsignedPayload

)?;

// Sign and then apply the signature to the request.
let (signing_instructions, _signature) = sign(signable, &params)?.into_parts();

let mut my_req = http::Request::new("...");
signing_instructions.apply_to_request_httplx(&mut my_req);

FRIEE A Rust B9 AWS SDK HHyE538

T EAR Rust B9 AWS SDK EEISERN A ANBEENAFER SDK ZEESREEARERREZEREE,
THRERPEOREDEE SDKBENTEER , URIMITEEREE th%'*n,\o

BEREHLSEDERELRA PResul tFEASdkError<E, R = HttpResponse>,
SdkErrorRER LB AREEINMNIIE K BRAEHK,
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AR 75 85 R

BERNEESEA R SdkError: :ServiceError, WEERBKRKH WSSO E AWS RIE. Fla
MRBEF K Amazon S3 BB AR EEN MY , Amazon S3 EEREEREREFE,

B8B83 BSdkError: :ServiceError , R REMNEREHKINEEE , AWS BRI BEEEE, B
ARERRAFRBHETNER , AR ARBIHAEE,

HNCEFMEAETSHEERERP, THEH RSN S EEEER ServiceError S8R WERE
FEIMSERRRS :

// Needed to access the '.code()' function on the error type:
use aws_sdk_s3::error: :ProvideErrorMetadata;

let result = s3.get_object()
.bucket("my-bucket")
key("my-key")
.send()
.await;

match result {
Ok(_output) => { /* Success. Do something with the output. */ }
Err(err) => match err.into_service_error() {
GetObjectError::InvalidObjectState(value) => {
println!("invalid object state: {:?}", value);
}
GetObjectError: :NoSuchKey(_) => {
println!("object didn't exist");

}

// err.code() returns the raw error code from the service and can be
// used as a last resort for handling unmodeled service errors.
err if err.code() == Some("SomeUnmodeledError") => {}

err => return Err(err.into())

};

HERATHEER
BERBERBEEANTERESR , EBEARBSENFEREFR

« <service>::error::ProvideErrorMetadata 4 A EEEFEEEAI Al AN EE RIREEEREE |
IR R E R M EERA R,
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« ¥ Amazon S3 , l4EMA aws_sdk_s3::error::ProvideErrorMetadatas

A SRR ERETEERANER

« <service>::operation::RequestId % EH G G EREEUREE LRI — AWS FFR
ID,
« ¥ Amazon S3 , 44 A aws_sdk_s3::operation::RequestId,

- <service>::operation::RequestIdExt 3 EE# ¥ extended_request_id() A% , AR
SREIANZEMTER 1D,
- E85 RBXE
« ¥ Amazon S3 , b4 A aws_sdk_s3::operation::RequestIdExt,

F/ HIENGE4EE35% DisplayErrorContext
HAREHTHNERBEERANENGER , fl

1. ZiRGERRR , AAEZEBFERER,

2. BEREOER , AREABRREHREERER.

3. BAEBRRMAEEDER K RATHES R  AXRBELDER,
4. BHEEOER , RAEAEHBERRIEERNRE,

BIRFER , WEBRNETRERE "2 RARL . ERDEPRBERETHEDENFHEE
o SDK for Rust 2t & & MEAERRMERERDisplayErrorContext,

« <service>::error::DisplayErrorContext @ I8EM LB ERATHINE,
« ¥/ Amazon S3 , It#E#EA aws_sdk_s3::error::DisplayErrorContext,

SREFERILY|NAEEEREE | DisplayErrorContextBRMELUTARTNEFMAAL

dispatch failure: other: Session token not found or invalid.
DispatchFailure(
DispatchFailure {
source: ConnectorError {
kind: Other(None),
source: ProviderError(
ProviderError {
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source: ProviderError(
ProviderError {
source: ServiceError(
ServiceError {
source: UnauthorizedException(
UnauthorizedException {
message: Some("Session token not found or
invalid"),
meta: ErrorMetadata {
code: Some("UnauthorizedException"),
message: Some("Session token not found
or invalid"),
extras: Some({"aws_request_id":
"1b6d7476-f5ec-4a16-9890-7684ccee7d01"})

),
raw: Response {
status: StatusCode(401),
headers: Headers {
headers: {
"date": HeaderValue { _private:
HO("Thu, 04 Jul 2024 ©7:41:21 GMT") 1},

"content-type": HeaderValue { _private:

HO("application/json") },
"content-length": HeaderValue
{ _private: H@("114") 1},
"access-control-expose-headers":
HeaderValue { _private: HO("RequestId") 1},
"access-control-expose-headers":
HeaderValue { _private: H@("x-amzn-RequestId") },
"requestid": HeaderValue { _private:
HO("1b6d7476-f5ec-4a16-9890-7684ccee7d01") 1},
"server": HeaderValue { _private:
HO("AWS SS0") 3,
"x-amzn-requestid": HeaderValue
{ _private: HO("1b6d7476-f5ec-4al6-9890-7684ccee7d01") }
}
},
body: SdkBody {
inner: Once(
Some(
b"{

/A PIENE¥4ASEER DisplayErrorContext
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\"message\":\"Session token not
found or invalid\",
\"_type\":
\'"com.amazonaws.switchboard.portal#UnauthorizedException\"}"
)
),

retryable: true

.

extensions: Extensions {
extensions_0@2x: Extensions,
extensions_1x: Extensions

}
)I

connection: Unknown

EEAR Rust B9 AWS SDK FfEH 9 EER

ERBAKRNMBEELEE—OEPERR , 32 AWS RESERNBENER. Rz , BEEER—
MERNFR , UENMT—EERE. MEXBATE

BAM Rust B AWS SDK B8R #ER B into_paginator EMEMEE  TARBBEES ERE
R BAEREREEERNENR. B2 ERERERHETAMNiInto_paginator() A%, IR
B PaginationStream<Item>MA H&ER,

e £ Amazon S3 # , H —{AZEHIZ

aws_sdk_s3::operation::list_objects_v2::builders::ListObjectsV2FluentBuilder::

T 5 & HI6E A Amazon Simple Storage Service, T8 , R EE —=5HZE 5 B APIs BWEARTYE |, &
Lot S # AR E

THEXNBHEF B RREENEH |, £/ try_collect OFEBES BHERKES Vec :
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let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let all_objects = s3.list_objects_v2()
.bucket("my-bucket")
.into_paginatoxr()
.send()
.try_collect()
.await?
.into_iter()
.flat_map(|o| o.contents.unwrap_or_default())
.collect::<Vec<_>>();

Bl , CRBHIERESREE K MAR—NBAMAEAREHRENIIREEEF. T&EMNE

Amazon S3 AT PG  EFFBRFEARL,

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let mut paginator = s3.list_objects_v2()
.bucket("my-bucket")
.into_paginator()
// customize the page size (max results per/response)
.page_size(10)
.send();

println!("Objects in bucket:");

while let Some(result) = paginator.next().await {
let resp = result?;
for obj in resp.contents() {
println!("\t{:?}", obj);

BE—&%

7R
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HEE AR FT 8 £ SDK AWS for Rust FEARER,
CETARG S EERS  BRARBLNTHU T LER

i

Bt SR7E B A M Rust B AWS SDK B
£ -

o {EFA EITELMEIE mockall — automock #mockall ARFEFER BBELEMBITEMNAE,
- TBREETE - £/ AWS Smithy #THIMY StaticReplayClient?RE{Fi& HTTP AFiR , WAF

wma AREREE S FAWEZELE HTTP AF ik AWS R, tAFRSERERIEEN HTTP EFE
MAREBERERKEES , MEASRESENER UM ZA,

o /A ETEMAE aws-smithy-mocks — £ mock® mock_client #faws-smithy-mocksK
FEHEE AWS SDK A FImEIfE |, Wi R Rl 2R E & SDK FEMaE R EFE K.

B AR Rust B AWS SDK mockall®EfH BEELEER

B Rust B9 AWS SDK 228 A= BIRE EFHNERNE AWS RS, BRI L4
Fautomockmockallft K58 &F8Y , BEBELREFIEN KZEEREE,

WEHEARBZA WEETHEdetermine_prefix_file_size(). W ESFEAYREAY
Amazon S3 W EETlist_objects()BEEXFE. EBEE list_objects() , AL
Hdetermine_prefix_file_size()5% , MEEEMREBIAE Amazon S3,

1. EEREHENTSRITERTS |, Fimockal 1 RFEMAMBANY -

$ cargo add --dev mockall

£/ --deviEIEAE KFEFEE Cargo.toml EEM [dev-dependencies] BER. #EAFH
&, erERZELTEEAREERNBNEK —EUET.

g HIFR RN IE L A Amazon Simple Storage Service & &5 AWS BRFS.

$ cargo add aws-sdk-s3

EEH REFHEE Cargo.toml EEM [dependencies] BER,
2. fmockallRFEHEE automockiE#,

EIRESEMAELRE AWS ki 2 HENEMEMENRE , FLib1ER TA Amazon S3.

use aws_sdk_s3 as s3;
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#[allow(unused_imports)]
use mockall::automock;

use s3::operation::list_objects_v2::{ListObjectsV2Error, ListObjectsV20utput};
3. #ZFE K WEEXE , LUREEAEN Amazon S3 BEEXNE BN MEE/E+H Z46EHHE.

- BEREALEBMARKFEE Amazon S3WIEHE,
- EXMEEEENOckall,

FELEFIH | BRRNEBA 53, BEERIR test BHERRAR

#[cfg(test)]

pub use MockS3Impl as S3;
#[cfg(not(test))]

pub use S3Impl as S3;

4. S3Impl HEREBEIEERMN Amazon S3 KA EBEE AWS,

- BAREK , TEEALERE , RABREEXIEEMIFER AWS, dead_code IR K
£/ S3ImplER | BEEFSEA linter T EHRSRE,

o R #[cfg_attr(test, automock)]RREMARGE , FEEYE automock Bk, EERE
HmockallEEAMTEA S3ImplHiEEE MockS3Impl,

o TELEH|IF , list_objects()FZARBEEEBNMI, automock EEBAEENT
expect_list_objects()F*.

#[allow(dead_code)]
pub struct S3Impl {
inner: s3::Client,

}

#[cfg_attr(test, automock)]
impl S3Impl {
#[allow(dead_code)]
pub fn new(inner: s3::Client) -> Self {
Self { inner }
}

#[allow(dead_code)]
pub async fn list_objects(
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&self,

bucket: &str,

prefix: &str,

continuation_token: Option<String>,

) -> Result<ListObjectsV20utput, s3::error::SdkError<ListObjectsV2Error>> {

self.inner
.list_objects_v2()
.bucket(bucket)
.prefix(prefix)
.set_continuation_token(continuation_token)
.send()
.await

5. &EEA WEEFEILAFEHREHtest,

o FHER#[cfg(test) ] RRUMRE test BHES , mockallIEZEERFEEHAtrue,

#[cfg(test)]
mod test {
use super::*;
use mockall::predicate::eq;

#[tokio: :test]
async fn test_single_page() {
let mut mock = MockS3Impl::default();
mock.expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
1)
.build())
1);

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();
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// Verify we got the correct total size back
assert_eq! (7, size);

#[tokio: :test]
async fn test_multiple_pages() {
// Create the Mock instance with two pages of objects now
let mut mock = MockS3Impl::default();
mock .expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::builder()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
1))

.set_next_continuation_token(Some("next".to_string()))

.build())
1);
mock .expect_list_objects()
.with(
eq("test-bucket"),
eq("test-prefix"),
eq(Some("next".to_string())),
)
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::builder()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(3).build(),
s3::types::0bject::builder().size(9).build(),
1))
.build())

1)

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")

.await
.unwrap();

assert_eq! (19, size);

A #ITEAMAIE mockall
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}

- SEBESHESER let mut mock = MockS3Impl::default();REIML Mmock#H T
BMockS3Impl,

- EERAEEN expect_list_objects()A%E ( H BEEZautomock) REEFEEBREABTHH
I EfEARZlist_objects() HERN AL R,

- BYMIE %  vEFEAELHERF KAFKE determine_prefix_file_size(),
FHEAREELNEURIEHIERE,

6. determine_prefix_file_size() HEEFEH Amazon S3 BEEKARMEFZTEHERMN A/ ;

#[allow(dead_code)]
pub async fn determine_prefix_file_size(
// Now we take a reference to our trait object instead of the S3 client
// s3_list: ListObjectsService,
s3_list: S3,
bucket: &str,
prefix: &str,
) -> Result<usize, s3::Error> {
let mut next_token: Option<String> = None;
let mut total_size_bytes = 0;
loop {
let result = s3_list
.list_objects(bucket, prefix, next_token.take())
.await?;

// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;

// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
if next_token.is_none() {

break;

}
Ok(total_size_bytes)
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FARSTARN I ZER SDK for Rust B8 , AERH HTTP FKMockS3ImpliFEI Kz ¥
S3ImplF . BARIEK , BEBELNEREEmockal 1 HEEMAR KK,

O LATE GitHub LR S L&l B EA 1,
HEEARM Rust B AWS SDK FEHFEERERERE HTTP RE

EAR Rust 9 AWS SDK 2t 2B A ERRAIFE EBMWERTE AWS R, AEERPUOMMEH
StaticReplayClientZIN A EAMBGE HTTP AF% , M3k BEFEHANEE HTTP A Fig AWS
fRi%. LAFmEEREZEEN HTTP BE , MAREBMANREREENR , AEASRESENERI
1 IE EEZFHO

aws-smithy-http-client KEIEEAH WARE L AREXERIStaticReplayClient, &ALE
Y AWS BRI YI4RHEELL HTTP A PRl , M3EFERR HTTP A F iR,

#1%R1t B¥StaticReplayClient , BRRM HTTP BRME EH N BEMAReplayEvent ¥4, Al
TR SEHBEHTTPHER , BAFREEEReplayEventEHEEFHN T —@ HTTP EIFE#M
A HTTP AFmMNEFE, ETZEAREASNERT , BEFEBER,

ER R ERE

EEFAREER  STFECACRER. Rz , FHEAFEBERACERNERERRE
ERREZMTELT , XESIKX SDK £ AWS R AFmEHBERE , RURREERE
StaticReplayClient f£M.

® Note
BEBEREZTURERANMERRE 248 AWS CLI M SERAB S MENHESRABFT

=<0

- BIUBEEY HTTP ERMReplayEvent ¥HEE , U EZAHEE/EFE,

« StaticReplayClient R L—ESRFPEIMN HTTP XREBEREI

- BAWS AFEIREMAAEYH | 1§ FEEStaticReplayClientBConfig¥ /I http_client,
- EALE—ESBPEIMBEREREL AWS R AE R

- FAREAFER WREWH , BITEERRNIEIEStaticReplayClient. BXBEBREHEE API
AREAWS , HEFERABEFNT —ERE,
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® Note
B EIA N FEREReplayEvent M EFHEIEFHET , —2E2ERBEEFTH T —EE
FE.

- TRFTEFMEMNGERE , B®U StaticReplayClient.assert_requests_match()EE , #&
% SDK EAME R SReplayEvent W HBE DI FER,
#3451

ZERMEELESPHEBEdetermine_prefix_file_size( ) HEMRIE , BEAFEEBMIEE
%,

1. EEXEEHMNDSERTRP , H¥aws-smithy-http-client REEMBMEKM

$ cargo add --dev aws-smithy-http-client --features test-util

£/ --deviZEA KFEHFEE Cargo.toml XM [dev-dependencies] @B, #ABEE
K eTEREBELESEAREERABHNRR _EQLEP,

WEHFER Bt A Amazon Simple Storage Service A &5l AWS IRFE .

$ cargo add aws-sdk-s3

EERH KFEFIEE Cargo.toml #EM [dependencies] B,
2. EZNARENBEES  SELFENWERL,

use aws_smithy_http_client::test_util::{ReplayEvent, StaticReplayClient};
use aws_sdk_s3::primitives::SdkBody;

3. AE—MBEEIReplayEvent#E#E  ARAAHEEELETHEBRHTTP XE. SEE4HETE
HTTP BR¥4F HTTP EIEYMH4 , K&k AWS ki BESRZENEF. SEEHSEER T
IStaticReplayClient: :new() :

let page_1 = ReplayEvent::new(
http::Request::builder()
.method("GET")

BRER 68
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.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix")
.body(SdkBody: :empty())
.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_1.xml")))
.unwrap(),
);
let page_2 = ReplayEvent: :new(
http::Request::buildexr()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix&continuation-token=next")
.body(SdkBody: :empty())
.unwrap(),
http::Response::builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_2.xml")))
.unwrap(),
);
let replay_client = StaticReplayClient::new(vec![page_1, page_2]);

EREEFEME Freplay_client, ERRHTTP AFW , ARUERAFImMWAEREFIEE Rust B

BEHRMER,
4, ZEEEI Amazon S3 FiF % , M MUAFmERIM from_conf()ERE , AERBEREYHEILA
B :

let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()

.behavior_version(BehaviorVersion::latest())
.credentials_provider(make_s3_test_credentials())
.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),

);

BRER

69



BERAR Rust B AWS SDK AR

BEMGRERAREBEMN http_client()FEBE , MBEABREME
i credentials_provider( ) FEEE. BABERRFEAEZA NHEE
Y make_s3_test_credentials() , ESELOHEEAERES

fn make_s3_test_credentials() -> s3::config::Credentials {
s3::config: :Credentials: :new(
"ATESTCLIENT",
"astestsecretkey",
Some("atestsessiontoken".to_string()),
None,

mnn
7’

ELEBRAERTRERN , RACMNER L FAEEET AWS,

5. WMUZFZAEHN HRBORBTAE, EHEF+P K ZHEBENWEREA
determine_prefix_file_size()., HE—ESHEAREFE RN Amazon S3 AFmYI .
Hit , lEEFEH BN AFN , StaticReplayClientERERHZAFRKER , MFARERMHA
BREH

let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")
.await
.unwrap();

assert_eq! (19, size);

replay_client.assert_requests_match(&[]);
¥ WEMldetermine_prefix_file_size()ZRE , @A ELE RERERNWEF S AL
B, A% , ®UY StaticReplayClientikassert_requests_match()EHE, LHHESHFHE
RLEM HTTP R , YRR CMBRAESERLERAFRIFATRMHReplayEvent Y HESIFIEEHN

&R LAE GitHub LS L8R TR E R,
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B Rust 9 AWS SDK aws-smithy-mocks s #y BRI

EAR Rust % AWS SDK 22 A ERAIFE EBWERTE AWS R, AEBERPUOMEH
aws-smithy-mocks K% , ©RMHAMEER AN EREE AWS SDK A F i E LU T8I

B

A FEANERBREAEE AWS R , FEEEERGHTERNMEEMIUL, aws-smithy-mocks
REAZEL

- BANEEHRE , % SDK ENMEESERER,
BEOTEEENEIE (K3, /R, HTTPEE ),
RIRFE R BT LEE,
EEARABERTANEER,
AR RS ITEHARR E Ao

MR
EERBHNGTRIFAP , Fi¥aws-smithy-mocks RFEMAMEARE

$ cargo add --dev aws-smithy-mocks

£ --deviZBIEAR KFEHIEE Cargo. toml M [dev-dependencies]EBE, 1AM K
%, ErERELESEARLEERABNZR ELESD,

L& HIFE X 1St £ A Amazon Simple Storage Service A& 5] AWS JRTE , BEEINHEE test-
Utilo

$ cargo add aws-sdk-s3 --features test-util
EEHE KFEHFIEZ Cargo.toml #EEM [dependencies] B,

EXRER

AR 2R aws-smithy-mocksiBlEE Amazon Simple Storage Service (Amazon S3) E&j2 &
NISHI T E &

use aws_sdk_s3::operation::get_object::GetObjectOutput;
use aws_sdk_s3::primitives: :ByteStream;
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use aws_smithy_mocks::{mock, mock_client};

#[tokio: :test]
async fn test_s3_get_object() {
// Create a rule that returns a successful response
let get_object_rule = mock!(aws_sdk_s3::Client::get_object)
.then_output(|| {
GetObjectOutput: :buildexr()
.body(ByteStream: :from_static(b"test-content"))
.build()
1);

// Create a mocked client with the rule
let s3 = mock_client!(aws_sdk_s3, [&get_object_rule]);

// Use the client as you would normally
let result = s3
.get_object()
.bucket("test-bucket")
.key("test-key")
.send()
.await
.expect("success response");

// Verify the response
let data = result.body.collect().await.expect("successful read").to_vec();

assert_eq!(data, b'"test-content");

// Verify the rule was used
assert_eq!(get_object_rule.num_calls(), 1);

BuKESAl

RARMER mock! EREY , EERAMAFRREMA 518 AR, BUURERINITAE N,
HE#EEER

B AL EFERBE  BRAUAEER

let rule = mock!(Client::get_object)
.match_requests(|req| req.bucket() == Some("test-bucket") && req.key() ==
Some("test-key"))
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.then_output(|| {
GetObjectOutput: :buildexr()
.body(ByteStream: :from_static(b"test-content"))
.build()
1);

TEHY @ pEER
BRI LMER T EEEREE

// Return a successful response
let success_rule = mock!(Client::get_object)
.then_output(|]| GetObjectOutput::builder().build());

// Return an error
let error_rule = mock!(Client::get_object)
.then_error(|| GetObjectError::NoSuchKey(NoSuchKey: :buildexr().build()));

// Return a specific HTTP response
let http_rule = mock!(Client::get_object)
.then_http_response(|| {
HttpResponse: :new(
StatusCode: :try_from(503).unwrap(),
SdkBody: :from("service unavailable")

});
BEEETA
A IhEEZ —aws-smithy-mocks REESE B EZEEF VI RAKERTA -
// Create a rule that returns 503 twice, then succeeds

let retry_rule = mock!(aws_sdk_s3::Client::get_object)
.sequence()

.http_status(503, None) // First call returns 503
.http_status(503, None) // Second call returns 503
.output(]| GetObjectOutput::builder().build()) // Third call succeeds
Lbuild();

// With repetition using times()

let retry_rule = mock!(Client::get_object)
.sequence()
.http_status(503, None)
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.times(2) // First two calls return 503
.output(]|| GetObjectOutput::builder().build()) // Third call succeeds
.build();

RAIER
BAAERR RIS RSB AN EHAEA LR -

// Sequential mode: Rules are tried in order, and when a rule is exhausted, the next
rule is used
let client = mock_client!(aws_sdk_s3, RuleMode::Sequential, [&rulel, &rule2]);

// MatchAny mode: The first matching rule is used, regardless of order
let client = mock_client!(aws_sdk_s3, RuleMode::MatchAny, [&rulel, &rule2]);

ghl  MHABEETAH
UTRRENAARERTRANE TR -

use aws_sdk_s3::operation::get_object::GetObjectOutput;
use aws_sdk_s3::config::RetryConfig;

use aws_sdk_s3::primitives: :ByteStream;

use aws_smithy_mocks::{mock, mock_client, RuleMode};

#[tokio: :test]
async fn test_retry_behavior() {
// Create a rule that returns 503 twice, then succeeds
let retry_rule = mock!(aws_sdk_s3::Client::get_object)
.sequence()
.http_status(503, None)
.times(2)
.output(]|| GetObjectOutput::builder()
.body(ByteStream: :from_static(b"success"))
.build())
.build();

// Create a mocked client with the rule and custom retry configuration
let s3 = mock_client!(

aws_sdk_s3,

RuleMode: :Sequential,

[&retry_rule],

|client_builder| {
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FMBABER

client_builder.retry_config(RetryConfig: :standard().with_max_attempts(3))

);

// This should succeed after two retries
let result = s3

.get_object()

.bucket("test-bucket")

.key("test-key")

.send()

.await

.expect("success after retries");

// Verify the response
let data = result.body.collect().await.expect("successful read").to_vec();
assert_eq!(data, b'"success");

// Verify all responses were used
assert_eq!(retry_rule.num_calls(), 3);

g : RIFFRSBHTRIEE
EHANRTRE  REFRSBEETENEE -

use aws_sdk_s3::operation::get_object::{GetObjectOutput, GetObjectError};
use aws_sdk_s3::types::error: :NoSuchKey;

use aws_sdk_s3::Client;

use aws_sdk_s3::primitives: :ByteStream;

use aws_smithy_mocks::{mock, mock_client, RuleMode};

#[tokio: :test]

async fn test_different_responses() {
// Create rules for different request parameters
let exists_rule = mock!(Client::get_object)

.match_requests(|req| req.bucket() == Some("test-bucket") && req.key() =

Some("exists"))
.sequence()
.output(]|| GetObjectOutput::builder()
.body(ByteStream: :from_static(b"found"))
.build())
.build();
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let not_exists_rule = mock!(Client::get_object)
.match_requests(|req| req.bucket() == Some("test-bucket") && req.key() ==
Some("not-exists"))
.sequence()
.error(|| GetObjectError::NoSuchKey(NoSuchKey::builder().build()))
.build();

// Create a mocked client with the rules in MatchAny mode
let s3 = mock_client!(aws_sdk_s3, RuleMode::MatchAny, [&exists_rule,
&not_exists_rule]);

// Test the "exists" case
let resultl = s3
.get_object()
.bucket("test-bucket")
.key("exists")
.send()
.await
.expect("object exists");

let data = resultl.body.collect().await.expect("successful read").to_vec();
assert_eq!(data, b"found");

// Test the "not-exists" case
let result2 = s3
.get_object()
.bucket("test-bucket")
.key("not-exists")
.send()
.await;

assert!(result2.is_erxr());

assert!(matches!(result2.unwrap_err().into_service_error(),
GetObjectError: :NoSuchKey(_)));

REEX
/A aws-smithy-mocks #E{TRIEE :

1. FEBEREK : B match_requests() REREHWRAEBRAERNGER , 55 26H
RuleMode: : :MatchAny,

2. R RAIAE : BE rule.num_callsO)URBRENRAZTERFEH,
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3. IEEREE  EVEEERNARA  LUAREXNRREXRBMN G N,

4. AAEREE  FANEFIRREEARESTCREEEMEIIEAS BHRIHMERTA.

5. HiERNAE  STEANRFIZLERBNAE K MARESRE —EAETEERERE.

EE AR Rust B9 AWS SDK R ERZEESER

ZHEI AR ERAFGRHR , ARBAER , BEEEFFMENMRE  REZREERTSEAFTENMR
AL, EREMMA Amazon Simple Storage Service ERE— BN RERBFERNTR , KARFRASE
M BRI ARFE |, 5120 Amazon Elastic Compute Cloud. #rEBELIGERAERNMETESRMKE
BERZHE, FHEANEERBLEEIBEEFEARALB A EBAR Rust B AWS SDK , ZEXH
¥ AWS BIERNFTRFEBERAN T &,

AWS fR#§ AEEEIRMHIEN 88 <service>: :waiterst&ifl,

« <service>::client::Waiters HEREHAFPENEFERNTE. FEEHY Client HHBE
B, FIESEEASEEER WEEMREH wait_until_<Condition>

o ¥/ Amazon S3 |, tt4FMEA aws_sdk_s3::client::Waiterso

T3IEHIEM Amazon S3. Fif , HREER —HSESFEFEANEM AWS RF |, ELH2HE
o

THRABEVBREASHEARY  MAREABHESE USSRV RREFREL,

use std::time::Duration;

use aws_config: :BehaviorVersion;

// Import Waiters trait to get ‘wait_until_<Condition>" methods on Client.
use aws_sdk_s3::client::Waiters;

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

// This initiates creating an S3 bucket and potentially returns before the bucket
exists.
s3.create_bucket()
.bucket("my-bucket")

EHREA -


https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/client/trait.Waiters.html
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.send()
.await?;

// When this function returns, the bucket either exists or an error is propagated.
s3.wait_until_bucket_exists()

.bucket("my-bucket")

.wait(Duration::from_secs(5))

.await?;

// The bucket now exists.

(@ Note
BE%EFHEHEERL Result<FinalPoll<...>, WaiterError<...>> |, ATAREZ
EFEREREENFREERIRG, WEFMAER , 528 Rust API X#EHH FinalPoll

WaiterError,
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SDK for Rust & =\ i £ 451

AEEPHNENFEG REBOAERBERR Rust B9 AWS FEEH AWS,
EXBERENRES  ELEHIRBMAERBEAHNITERRE,

Actions RAEBEANEXNBRHER , LEAEABTHHT. HADFESEHFENAFUER KRB , B
LA NEEABRERFEFTRARPHEF,

RO R EERRIAFURBE RS ERBHEE L AWS RBFEESRTREFEEHHEXHEM,
BERBESHMEFER , RENARARBIAENEAERLHE.

PR %5

 {£/ SDK for Rust #J API Gateway #ifl

+ {8 SDK for Rust #J APl Gateway Management API &i4l
» {#F SDK for Rust B Application Auto Scaling &i4l

« f£F SDK for Rust #J Aurora &l

+ {#H SDK for Rust B Auto Scaling &i45l

« fF SDK for Rust # Amazon Bedrock ¥#1T i &i 45l

« {£ M SDK for Rust #J Amazon Bedrock Agents $17 & €45l
« {#F SDK for Rust B Amazon Cognito & 712 & £/l

» {# 3 SDK for Rust B Amazon Cognito Sync #ifl

« i SDK for Rust # Firehose #i4l

« 5 SDK for Rust # Amazon DocumentDB £if

« {#H SDK for Rust By DynamoDB &34l

- {5/ SDK for Rust #§ Amazon EBS #if

« f5H SDK for Rust #§ Amazon EC2 #ifl

- 5 SDK for Rust # Amazon ECR &l

- fH SDK for Rust # Amazon ECS #ifl

+ £/ SDK for Rust #§ Amazon EKS #i4ji

« AWS Glue f#£F SDK for Rust Ky #i i

- £/ SDK for Rust # 1AM &4
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« AWS IoT {3 SDK for Rust #9 %54l

- £/ SDK for Rust B Kinesis &4l

« AWS KMS 5 SDK for Rust H) &4l

+ fF SDK for Rust # Lambda &i4l

- {5/ SDK for Rust ¥ MediaLive #&%i

+ {8 SDK for Rust B9 MediaPackage &i4l

- {5/ SDK for Rust #§ Amazon MSK il
 {£F SDK for Rust #4 Amazon Polly £

« f£/ SDK for Rust #J Amazon RDS #i4i

+ f£/ SDK for Rust #J Amazon RDS Data Service il
+ £/ SDK for Rust B9 Amazon Rekognition &
+ f£/ SDK for Rust #J Route 53 il

« {#/ SDK for Rust B§ Amazon S3 &4l

+ {£F SDK for Rust #J SageMaker Al £i45l

« £/ SDK for Rust # Secrets Manager €4l

+ £/ SDK for Rust #J Amazon SES API v2 il
« f£/3 SDK for Rust # Amazon SNS %l

+ £/ SDK for Rust #J Amazon SQS #i4i

« AWS STS f#f SDK for Rust B £i 4l

{8 SDK for Rust #J Systems Manager #i4l

« f£/ SDK for Rust #J Amazon Transcribe &ifl|

{#f SDK for Rust B9 API Gateway &4

THRN B G REBMAERA AWS SDK for Rust ¥ & API Gateway R TEVMEMBEE REHI.

Actions RAEEANEXNBRER , LEAEABTHHT. HADFESEHFENFFUER KRB , B
LA UEEABRERFERERARPHNEF,

SR 151 2 16) 48 R /R AR W ALY AR B R Y S BB B ER Eo At AWS BRISAR S R RS EE R TTEHI,

AWS #H B ERMBRHZ BB MEZENEN AWS, EERHERDE K FEAERREEDR
caiok: T
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FMBABER

BES/NBIES TR FAENRES , EUUEEPRIDAERNRPREMPITERBER.

£S5
* BiF
- =

- AWS #E E R

BF

GetRestApis

UTREN GG B RAER GetRestApis,

SDK for Rust

(@ Note
GitHub LR E 2 &1 6|, SHTEEH , I 7 EIMIE AWS 235 2617 7 E PR ERM
17,
FR B # Amazon AP| Gateway REST APIs,
async fn show_apis(client: &Client) -> Result<(), Error> {
let resp = client.get_rest_apis().send().await?;
for api in resp.items() {
println!("ID: {}", api.id().unwrap_or_default());
println!("Name: {3}", api.name().unwrap_or_default());
println!("Description: {}", api.description().unwrap_or_default());
println!("Version: {3}", api.version().unwrap_or_default());
println!(
"Created: {3",
api.created_date().unwrap().to_chrono_utc()?
);
println!();
}
ok(())
}
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« NE API FHEF , 528 GEAM AWS Rust B9 SDK APl 2#) i GetRestApis,

=H

BUEMARFEARENREEMEA

THRABEF REMAIEYBARFEAEN  BERAEUEREEMRF
SDK for Rust

BERNMERESEEEERARER , LUEMFH Amazon Rekognition 8B 5 HHER , igH
7 Ut B 2 FEER.

METENRRBNOARERBITHER ,

:IJI‘H.

28 GitHub I TEEEEH,
MERAFRZIEFINRIR , FFSH AWS 48 FHNE,

b %8 51 o 152 R Y AR #5

+ API Gateway

* DynamoDB

* Lambda

* Amazon Rekognition
« Amazon S3

* Amazon SNS

AWS 118 5 &k
BEEMNREAREEARES

THRXFEEF REMAEEA API Gateway ¥ B Lambda F DynamoDB 2 & MR Z [ REZEARE
%

SDK for Rust

REANA{E A Rust SDK BZEMAIZRHEAR Lambda 1 DynamoDB #J AP| Gateway #B 5 #9 £ 3] AR
SHEAREN,
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MBTENRABNNARERATHIET , FLH GitHub LR TR,

b %8 51 o 152 R Y AR #5

+ API Gateway
* DynamoDB
+ Lambda

{8 SDK for Rust B APl Gateway Management AP| &34l

THEX S F RE A A AWS SDK for Rust #&E APl Gateway Management API R ¥ 1T B4 H
BEEREM,

Actions RAEBEANBEABRE , LEERABFHT, BABFSEHFEWMFUHERRFHE , B
AL EEMEBRRTETARTTNEF.

BEEMBTETEREEABNER , BUUEREFRINAEARTPRENATEXRNER.
ES- ]
- B

B

PostToConnection

TR IBEHIE R NMER PostToConnection,

SDK for Rust

(® Note

GitHub FRME L& B, SHTBEH , ¥ 7HENME AWS EXFEFIFEFERREMN
1T o

async fn send_data(
client: &aws_sdk_apigatewaymanagement::Client,

API| Gateway Management API 83


https://github.com/aws-samples/serverless-rust-demo
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/apigatewaymanagement#code-examples

BERAR Rust B AWS SDK AR

con_id: &str,
data: &str,
) -> Result<(), aws_sdk_apigatewaymanagement::Error> {
client
.post_to_connection()
.connection_id(con_id)
.data(Blob::new(data))
.send()
.await?;

0k(())
let endpoint_url = format!(

"https://{api_id}.execute-api.{region}.amazonaws.com/{stage}",
api_id = api_id,

region = region,
stage = stage

);

let shared_config = aws_config::from_env().region(region_provider).load().await;
let api_management_config = config::Builder: :from(&shared_config)
.endpoint_url(endpoint_url)
.build();
let client = Client::from_conf(api_management_config);

. tNEE AP|I B |, 5528 GERAM AWS Rust B9 SDK APl 2#) iy PostToConnection.

A SDK for Rust BJ Application Auto Scaling &34l

Ty THEF R & a{a £ A AWS SDK for Rust ¥ Bt Application Auto Scaling 2REITEIEFEERE
EEIUR

Actions RAEBEANEABREEK , LEERBPHT, BABFSEHFEWMFUHMERRFEHE , B
AL EEMBRRTETARTTNEF.

BESHNBIESTBRABNBAER , SUUEEPRIDAEANRHREMATENBAE R
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BF

DescribeScalingPolicies

TR GE G R aaEA DescribeScalingPolicies,
SDK for Rust
(® Note

GitHub L RRMEZEHH, SHTEEH , I 7HENAE AWS B 6 FFEPFREM
#}1To

async fn show_policies(client: &Client) -> Result<(), Error> {

let response = client
.describe_scaling_policies()
.service_namespace(ServiceNamespace::Ec2)
.send()
.await?;

println!("Auto Scaling Policies:");

for policy in response.scaling_policies() {
println!("{:?}\n", policy);

}

println!("Next token: {:?}", response.next_token());

ok(())

- INEE API FEHEA |, 5528 CERM AWS Rust B9 SDK API 2&) H#y

DescribeScalingPolicies,

£/ SDK for Rust Y Aurora #i5l
TH RIS H REIAER AWS SDK for Rust 3t Aurora REITEIMENE/EE R M,
EAXAB SRR TEEF] | 15 L E 515 M 1E R AT EREE,

Actions RAEBEANWEXNBRER  LAEABTTHT, HABFESEHFENAFLHER RBEHS , B
BAUEEABRRFEFRARPHNEF,
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BES/NBIES TR FAENRES , EUUEEPRIDAERNRPREMPITERBER.

B 4R f5E A
Hello Aurora
TR IFEHI REE MBI REEA Auroras

SDK for Rust

® Note
GitHub ERRMEZ & fl, SKTEEH , X THRUME AWS BXIHEFIRFEPREM
#iTo

use aws_sdk_rds::Client;

#[derive(Debug)]
struct Error(String);
impl std::fmt::Display for Error {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "{}", self.0)

}

impl std::error::Error for Error {3}

#[tokio::main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::from_env().load().await;
let client = Client::new(&sdk_config);

let describe_db_clusters_output = client
.describe_db_clusters()
.send()
.await
.map_err(|e| Error(e.to_string()))?;
println!(
"Found {} clusters:",
describe_db_clusters_output.db_clusters().len()
I

for cluster in describe_db_clusters_output.db_clusters() {
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let name = cluster.database_name().unwrap_or("Unknown");
let engine = cluster.engine().unwrap_oxr("Unknown");
let id = cluster.db_cluster_identifier().unwrap_or("Unknown");
let class = cluster.db_cluster_instance_class().unwrap_or("Unknown");
println!("\tDatabase: {name}",);
println!("\t Engine: {enginel}",);
println!("\t ID: {id}",);
println!("\tInstance: {class}",);
}

ok(())

« W API SFHHEF |, 5528 (GEAR Rust WAWS SDK API 2% ) F1y DescribeDBClusters,

£
- EXfS
+ BfF

EAXE=

THREREEE
T2 iRsi 6 B Rk

- B HF] Aurora ERERES BB YRES]E.
- BUERZSHRENERERS.

- BV ESRENENEREHTER,

- HBERERNEREENRE , WEEER.

SDK for Rust

(® Note
GitHub EIRHEZ &6, SHTREH , I THMME AWS EX B FEHREM
H1To
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—EREXE , EHE8E Aurora ROINREIHEEIIEE,

use phf::{phf_set, Set};
use secrecy::SecretString;
use std::{collections::HashMap, fmt::Display, time::Duration};

use aws_sdk_rds::{
error: :ProvideErrorMetadata,

operation::create_db_cluster_parameter_group::CreateDbClusterParameterGroupOutput,
types::{DbCluster, DbClusterParameterGroup, DbClusterSnapshot, DbInstance,

Parameter},

};

use sdk_examples_test_utils::waiter::Waiter;

use tracing::{info, trace, warn};

const DB_ENGINE: &str = "aurora-mysql";
const DB_CLUSTER_PARAMETER_GROUP_NAME: &str = "RustSDKCodeExamplesDBParameterGroup";
const DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION: &str =
"Parameter Group created by Rust SDK Code Example";
const DB_CLUSTER_IDENTIFIER: &str = "RustSDKCodeExamplesDBCluster";
const DB_INSTANCE_IDENTIFIER: &str = "RustSDKCodeExamplesDBInstance";

static FILTER_PARAMETER_NAMES: Set<&'static str> = phf_set! {
"auto_increment_offset",
"auto_increment_increment",

i

#[derive(Debug, PartialEq, Eq)]
struct MetadataError {
message: Option<String>,
code: Option<String>,

impl MetadataError {
fn from(err: &dyn ProvideErrorMetadata) -> Self {
MetadataError {
message: err.message().map(String::from),
code: err.code().map(String::from),

B 88



BERAR Rust B AWS SDK AR

impl Display for MetadataError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
let display = match (&self.message, &self.code) {
(None, None) => "Unknown".to_string(),
(None, Some(code)) => format!("({codel})"),
(Some(message), None) => message.to_string(),
(Some(message), Some(code)) => format!("{message} ({code})"),
I
write!(f, "{display}")

#[derive(Debug, PartialEq, Eq)]
pub struct ScenarioError {
message: String,
context: Option<MetadataError>,

impl ScenarioError {
pub fn with(message: impl Into<String>) -> Self {
ScenarioError {
message: message.into(),
context: None,

pub fn new(message: impl Into<String>, err: &dyn ProvideErrorMetadata) -> Self {
ScenarioError {
message: message.into(),
context: Some(MetadataError::from(err)),

impl std::error::Error for ScenarioError {}
impl Display for ScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.context {
Some(c) => write!(f, "{}: {}", self.message, c),
None => write!(f, "{}", self.message),
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// Parse the ParameterName, Description, and AllowedValues values and display them.
#[derive(Debug)]
pub struct AuroraScenarioParameter {

name: String,

allowed_values: String,

current_value: String,

impl Display for AuroraScenarioParameter {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(
T,
"{}: {3 (allowed: {3})",

self.name, self.current_value, self.allowed_values

impl From<aws_sdk_rds::types::Parameter> for AuroraScenarioParameter {
fn from(value: aws_sdk_rds::types::Parameter) -> Self {
AuroraScenarioParameter {
name: value.parameter_name.unwrap_or_default(),
allowed_values: value.allowed_values.unwrap_or_default(),
current_value: value.parameter_value.unwrap_or_default(),

pub struct AuroraScenario {
rds: crate::rds::Rds,
engine_family: Option<String>,
engine_version: Option<String>,
instance_class: Option<String>,
db_cluster_parameter_group: Option<DbClusterParameterGroup>,
db_cluster_identifier: Option<String>,
db_instance_identifier: Option<String>,
username: Option<String>,
password: Option<SecretString>,

impl AuroraScenario {
pub fn new(client: crate::rds::Rds) -> Self {
AuroraScenario {
rds: client,
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engine_family: None,
engine_version: None,
instance_class: None,
db_cluster_parameter_group: None,
db_cluster_identifier: None,
db_instance_identifier: None,
username: None,

password: None,

// Get available engine families for Aurora MySql.
rds.DescribeDbEngineVersions(Engine="aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.

pub async fn get_engines(&self) -> Result<HashMap<String, Vec<String>>,
ScenarioError> {

let describe_db_engine_versions =
self.rds.describe_db_engine_versions(DB_ENGINE).await;
trace!(versions=?describe_db_engine_versions, "full list of versions");

if let Err(err) = describe_db_engine_versions {
return Err(ScenarioError: :new(
"Failed to retrieve DB Engine Versions",
&err,
));
i

let version_count = describe_db_engine_versions
.as_ref()
.map(|o| o.db_engine_versions().len())
.unwrap_or_default();

info!(version_count, "got list of versions");

// Create a map of engine families to their available versions.
let mut versions = HashMap::<String, Vec<String>>::new();
describe_db_engine_versions
.unwrap()
.db_engine_versions()
.iter()
.filter_map(
|[v] match (&v.db_parameter_group_family, &v.engine_version) {
(Some(family), Some(version)) => Some((family.clone(),
version.clone())),
_ => None,
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},
)
.for_each(|(family, version)]|
versions.entry(family).or_default().push(version));

Ok(versions)

pub async fn get_instance_classes(&self) -> Result<Vec<String>, ScenarioError> {

let describe_orderable_db_instance_options_items = self
.xds
.describe_orderable_db_instance_options(
DB_ENGINE,
self.engine_version
.as_ref()
.expect("engine version for db instance options")
.as_str(),
)

.await;

describe_orderable_db_instance_options_items
.map( |options| {
options

.iter()
.filter(|o| o.storage_type() == Some("aurora"))
.map(|o| o.db_instance_class().unwrap_or_default().to_string())
.collect::<Vec<String>>()

D)

.map_err(|err| ScenarioError::new("Could not get available instance

classes", &err))

}

// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')
pub async fn set_engine(&mut self, engine: &str, version: &str) -> Result<(),
ScenarioError> {
self.engine_family = Some(engine.to_string());
self.engine_version = Some(version.to_string());
let create_db_cluster_parameter_group = self
.xds
.create_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION,
engine,
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)

.await;

match create_db_cluster_parameter_group {
Ok(CreateDbClusterParameterGroupOutput {
db_cluster_parameter_group: None,

b =>{
return Err(ScenarioError: :with(
"CreateDBClusterParameterGroup had empty response",

));
}
Err(error) => {
if error.code() == Some("DBParameterGroupAlreadyExists") {
info!("Cluster Parameter Group already exists, nothing to do");
} else {
return Err(ScenarioError: :new(
"Could not create Cluster Parameter Group",
&error,
));
}
}
== {
info!("Created Cluster Parameter Group");
}
}
0k(())

pub fn set_instance_class(&mut self, instance_class: Option<String>) {
self.instance_class = instance_class;

pub fn set_login(&mut self, username: Option<String>, password:
Option<SecretString>) {
self.username = username;
self.password = password;

pub async fn connection_string(&self) -> Result<String, ScenarioError> {
let cluster = self.get_cluster().await?;
let endpoint = cluster.endpoint().unwrap_or_default();
let port = cluster.port().unwrap_or_default();
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let username = cluster.master_username().unwrap_or_default();
Ok(format!("mysql -h {endpoint} -P {port} -u {username} -p"))

pub async fn get_cluster(&self) -> Result<DbCluster, ScenarioError> {
let describe_db_clusters_output = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_ref()
.expect("cluster identifier")
.as_str(),
)
.await;
if let Err(err) = describe_db_clusters_output {
return Err(ScenarioError::new("Failed to get cluster", &err));

let db_cluster = describe_db_clusters_output
.unwrap()
.db_clusters
.and_then(|output| output.first().cloned());

db_cluster.ok_or_else(|| ScenarioError::with("Did not find the cluster"))

// Get the parameter group. rds.DescribeDbClusterParameterGroups
// Get parameters in the group. This is a long list so you will have to
paginate. Find the auto_increment_offset and auto_increment_increment parameters
(by ParameterName). rds.DescribeDbClusterParameters
// Parse the ParameterName, Description, and AllowedValues values and display
them.
pub async fn cluster_parameters(&self) -> Result<Vec<AuroraScenarioParameter>,
ScenarioError> {
let parameters_output = self
.xds
.describe_db_cluster_parameters(DB_CLUSTER_PARAMETER_GROUP_NAME)
.await;

if let Err(err) = parameters_output {
return Err(ScenarioError: :new(
format!("Failed to retrieve parameters for
{DB_CLUSTER_PARAMETER_GROUP_NAME}"),
&err,
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));

let parameters = parameters_output

.unwrap()

.into_iter()

.flat_map(|p| p.parameters.unwrap_or_default().into_iter())

filter(|p]|
FILTER_PARAMETER_NAMES.contains(p.parameter_name().unwrap_or_default()))

.map(AuroraScenarioParameter: :from)

.collect::<Vec<_>>();

Ok(parameters)

// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new
allowable value. rds.ModifyDbClusterParameterGroup.

pub async fn update_auto_increment(

&self,
offset: u8,
increment: u8,
) -> Result<(), ScenarioError> {
let modify_db_cluster_parameter_group = self
.xds
.modify_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
vec![

Parameter: :buildexr()

.parameter_name("auto_increment_offset")
.parameter_value(format! (" {offset}"))
.apply_method(aws_sdk_xrds::types: :ApplyMethod: :Immediate)
.build(),

Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.parameter_value(format!("{increment}"))
.apply_method(aws_sdk_rds: :types: :ApplyMethod: :Immediate)
.build(),

1,
)

.await;

if let Err(error) = modify_db_cluster_parameter_group {
return Err(ScenarioError: :new(
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"Failed to modify cluster parameter group",
&error,

));

0k(())

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine="'mysql', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_cluster(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",
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&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
I

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
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let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
Liter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
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.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError: :with("timed out waiting for cluster"))

// Create a snapshot of the DB cluster. rds.CreateDbClusterSnapshot.

// Wait for the snapshot to create. rds.DescribeDbClusterSnapshots until Status

== 'available'.
pub async fn snapshot(&self, name: &str) -> Result<DbClusterSnapshot,
ScenarioError> {
let id = self.db_cluster_identifier.as_deref().unwrap_or_default();
let snapshot = self
.xds
.snapshot_cluster(id, format!("{id}_{namel}").as_str())
.await;
match snapshot {
Ok(output) => match output.db_cluster_snapshot {
Some(snapshot) => Ok(snapshot),
None => Err(ScenarioError::with("Missing Snapshot")),

iy

Err(err) => Err(ScenarioError::new("Failed to create snapshot", &err)),

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];
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// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {

let describe_db_instances = self.rds.describe_db_instances().await;

if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;

}

match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
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Some(status) => {

info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustex(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
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"Failed to check cluster state during deletion",
&err,

));

break;

}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.

let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
-map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
)
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",
&error,

)
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}
if clean_up_errors.is_empty() {
0k(())
} else {
Err(clean_up_errors)
}
}
}
#[cfg(test)]

pub mod tests;

# RDS AFmaEfi\EABBREEREXEETRHE,

use crate::rds::MockRdsImpl;
use super::*;
use std::io::{Error, ErrorKind};

use assert_matches::assert_matches;
use aws_sdk_rds::{
error: :SdkError,
operation::{
create_db_cluster::{CreateDBClusterError, CreateDbClusterOutput},
create_db_cluster_parameter_group: :CreateDBClusterParameterGroupError,
create_db_cluster_snapshot::{CreateDBClusterSnapshotError,
CreateDbClusterSnapshotOutput},
create_db_instance::{CreateDBInstanceError, CreateDbInstanceOutput},
delete_db_cluster::DeleteDbClusterQutput,
delete_db_cluster_parameter_group: :DeleteDbClusterParameterGroupOutput,
delete_db_instance: :DeleteDbInstanceOutput,
describe_db_cluster_endpoints: :DescribeDbClusterEndpointsOutput,
describe_db_cluster_parameters::{
DescribeDBClusterParametersError, DescribeDbClusterParametersOutput,
1,
describe_db_clusters::{DescribeDBClustersError, DescribeDbClustersOutput},
describe_db_engine_versions::{
DescribeDBEngineVersionsError, DescribeDbEngineVersionsOutput,

}I

BRI 103



BERAR Rust B AWS SDK AR

describe_db_instances: :{DescribeDBInstancesError,
DescribeDbInstancesOutput},

describe_orderable_db_instance_options: :DescribeOrderableDBInstanceOptionsError,
modify_db_cluster_parameter_group::{
ModifyDBClusterParameterGroupError, ModifyDbClusterParameterGroupOutput,
},
.
types::{
error: :DbParameterGroupAlreadyExistsFault, DbClusterEndpoint,
DbEngineVersion,
OrderableDbInstanceOption,
},
I
use aws_smithy_runtime_api::http::{Response, StatusCode};
use aws_smithy_types: :body: :SdkBody;
use mockall::predicate::eq;
use secrecy::ExposeSecret;

#[tokio::test]
async fn test_scenario_set_engine() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _| {
Ok(CreateDbClusterParameterGroupOutput: :buildexr()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
18

let mut scenario = AuroraScenario::new(mock_xrds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;
assert_eq!(set_engine, 0k(()));

assert_eq!(Some("aurora-mysql"), scenario.engine_family.as_deref());
assert_eq! (Some("aurora-mysql8.0"), scenario.engine_version.as_deref());
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}

#[tokio: :test]
async fn test_scenario_set_engine_not_create() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),

eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _|
Ok(CreateDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);

let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_erxr());

#[tokio::test]
async fn test_scenario_set_engine_param_group_exists() {

let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster_parameter_group()

withf(|_, _, _]| true)

.return_once(|_, _, _| {
Err(SdkError::service_error(

CreateDBClusterParameterGroupError: :DbParameterGroupAlreadyExistsFault(
DbParameterGroupAlreadyExistsFault: :builder().build(),

)
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

let mut scenario = AuroraScenario::new(mock_rds);

scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

let set_engine =
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assert!(set_engine.is_erxr());

#[tokio::test]
async fn test_scenario_get_engines() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Ok (DescribeDbEngineVersionsOutput: :builder()
.db_engine_versions(

DbEngineVersion: :buildex()
.db_parameter_group_family("f1")
.engine_version("fla")

.build(),
)
.db_engine_versions(

DbEngineVersion: :buildex()
.db_parameter_group_family("f1")
.engine_version("flb")

.build(),
)
.db_engine_versions(

DbEngineVersion: :buildexr()
.db_parameter_group_family("f2")
.engine_version("f2a")

.build(),
)
.db_engine_versions(DbEngineVersion: :builder().build())
.build())

1)

let scenario = AuroraScenario::new(mock_xrds);
let versions_map = scenario.get_engines().await;

assert_eq!(
versions_map,
Ok(HashMap: : from([
("f1".into(), vec!["fla".into(), "flb".into()]),
("f2".into(), vec!["f2a".into()])

1))
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);

#[tokio::test]
async fn test_scenario_get_engines_failed() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Err(SdkError: :service_erroxr(
DescribeDBEngineVersionsError: :unhandled(Box: :new(Erroxr: :new(
ErrorKind: :0ther,
"describe_db_engine_versions error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let scenario = AuroraScenario::new(mock_xrds);

let versions_map = scenario.get_engines().await;
assert_matches!/(
versions_map,
Err(ScenarioError { message, context: _ }) if message == "Failed to retrieve
DB Engine Versions"

);

#[tokio: :test]
async fn test_scenario_get_instance_classes() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :buildexr()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
18

mock_xrds
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.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {

Ok(vec![

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora-ioptl")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t2")
.storage_type("aurora")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t3")
.storage_type("aurora")
.build(),

D
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario
.set_engine("aurora-mysql", "aurora-mysql8.0")
.await
.expect("set engine");

let instance_classes = scenario.get_instance_classes().await;

assert_eq!(

instance_classes,

Ok(vec!["t1".into(), "t2".into(), "t3".into()])
I

#[tokio::test]
async fn test_scenario_get_instance_classes_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
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.return_once(|_, _| {
Err(SdkError::service_error(

DescribeOrderableDBInstanceOptionsError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_orderable_db_instance_options_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
18

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.engine_family = Some("aurora-mysql".into());
scenario.engine_version = Some("aurora-mysql8.0".into());

let instance_classes = scenario.get_instance_classes().await;

assert_matches!(
instance_classes,
Err(ScenarioError {message, context: _}) if message == "Could not get
available instance classes"

);

#[tokio: :test]
async fn test_scenario_get_cluster() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().build())
.build())

1);
let mut scenario = AuroraScenario::new(mock_xrds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let cluster = scenario.get_cluster().await;

assert!(cluster.is_ok());
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#[tokio: :test]
async fn test_scenario_get_cluster_missing_cluster() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :buildexr()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
18

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_| Ok(DescribeDbClustersOutput::builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let cluster = scenario.get_cluster().await;

assert_matches!(cluster, Err(ScenarioError { message, context: _ }) if message
== "Did not find the cluster");
}

#[tokio: :test]
async fn test_scenario_get_cluster_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :buildexr()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
18

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Err(SdkError: :service_erroxr(
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DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_clusters_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let cluster = scenario.get_cluster().await;

assert_matches!(cluster, Err(ScenarioError { message, context: _ }) if message

== "Failed to get cluster");

}

#[tokio: :test]
async fn test_scenario_connection_string() {

let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(
DbCluster: :builder()
.endpoint("test_endpoint")
.port(3306)
.master_username('"test_username")
.build(),
)
.build())
18

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());
let connection_string = scenario.connection_string().await;

assert_eq!(
connection_string,
Ok("mysql -h test_endpoint -P 3306 -u test_username -p".into())

);
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#[tokio::test]
async fn test_scenario_cluster_parameters() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_]| {
Ok(vec![DescribeDbClusterParametersOutput: :buildexr()
.parameters(Parameter: :builder().parameter_name("a").build())
.parameters(Parameter: :builder().parameter_name("b").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_offset")

.build(),
)
.parameters(Parameter: :builder().parameter_name("c").build())
.parameters(
Parameter::buildexr()
.parameter_name("auto_increment_increment")
.build(),
)
.parameters(Parameter: :builder().parameter_name("d").build())
Lbuild()1)

1)

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await.expect("cluster params");
let names: Vec<String> = params.into_iter().map(|p| p.name).collect();
assert_eq!(

names,

vec!["auto_increment_offset", "auto_increment_increment"]

);

#[tokio: :test]
async fn test_scenario_cluster_parameters_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_cluster_parameters()
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.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_]| {
Err(SdkError: :service_error(
DescribeDBClusterParametersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_cluster_parameters_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await;

assert_matches!(params, Err(ScenarioError { message, context: _ }) if message ==
"Failed to retrieve parameters for RustSDKCodeExamplesDBParameterGroup");

}

#[tokio: :test]
async fn test_scenario_update_auto_increment() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_modify_db_cluster_parameter_group()
.withf(|name, params| {
assert_eq!(name, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(
params,
&vec![

Parameter: :buildexr()

.parameter_name("auto_increment_offset")
.parameter_value("10")
.apply_method(aws_sdk_rds: :types: :ApplyMethod: :Immediate)
.build(),

Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.parameter_value("20")
.apply_method(aws_sdk_xrds::types: :ApplyMethod: :Immediate)
.build(),

true

1)
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.return_once(|_, _|
Ok(ModifyDbClusterParameterGroupOutput: :builder().build()));

let scenario = AuroraScenario::new(mock_rds);

scenario
.update_auto_increment (10, 20)
.await
.expect("update auto increment");

#[tokio::test]
async fn test_scenario_update_auto_increment_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_modify_db_cluster_parameter_group()
.return_once(|_, _| {

Err(SdkError: :service_error(
ModifyDBClusterParameterGroupError: :unhandled(Box: :new(Erroxr: :new(
ErrorKind: :0ther,
"modify_db_cluster_parameter_group_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
18

let scenario = AuroraScenario::new(mock_rds);

let update = scenario.update_auto_increment(10, 20).await;
assert_matches!(update, Err(ScenarioError { message, context: _}) if message ==
"Failed to modify cluster parameter group");

}

#[tokio: :test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
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assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

D)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())

1)

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
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.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
);
1)
tokio::time: :advance(Duration::from_secs(1l)).await;
tokio::time: :resume();
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let _ = assertions.await;

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| €

Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())

1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
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scenario.instance_class = Some("m5.large".into());
scenario.username = Some("test username".into());
scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
D)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds
.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_error(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
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scenario.instance_class = Some("m5.large".into());
scenario.username = Some("test username".into());
scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
D)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_rds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()

.db_instance(
DbInstance: :builderx()
.db_cluster_identifier(cluster)
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.db_instance_identifier(name)
.db_instance_class(class)
.build(),
)
.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
D)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);

mock_rds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1)
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()
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.db_cluster_endpoints(DbClusterEndpoint::builder().status("available").build())

.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time::advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();

let _ = assertions.await;

#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),
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.build())
)
with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_rds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

B

122



BERAR Rust B AWS SDK AR

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe

Instances

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(]| {
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Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
D)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
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.return_once(|_|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_erx());
let errs = clean_up.unwrap_erxr();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe

Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_snapshot() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
.times(1)
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.return_once(|_, _| {
Ok(CreateDbClusterSnapshotOutput::builder()
.db_cluster_snapshot(

DbClusterSnapshot: :builder()
.db_cluster_identifier("MockCluster")
.db_cluster_snapshot_identifier("MockCluster_MockSnapshot")
.build(),

)
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("MockCluster".into());
let create_snapshot = scenario.snapshot("MockSnapshot").await;
assert!(create_snapshot.is_ok());

#[tokio::test]
async fn test_scenario_snapshot_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
.times(1)
.return_once(|_, _| {
Err(SdkError: :service_error(
CreateDBClusterSnapshotError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create snapshot error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("MockCluster".into());

let create_snapshot = scenario.snapshot("MockSnapshot").await;

assert_matches!(create_snapshot, Err(ScenarioError { message, context: _}) if
message == "Failed to create snapshot");

}

#[tokio: :test]
async fn test_scenario_snapshot_invalid() {

BEA@= 126



BERAR Rust B AWS SDK

FMBABER

let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
.times(1)
.return_once(|_, _| Ok(CreateDbClusterSnapshotOutput::builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("MockCluster".into());

let create_snapshot = scenario.snapshot("MockSnapshot").await;
assert_matches!(create_snapshot, Err(ScenarioError { message, context: _}) if

message == "Missing Snapshot");
}
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use

use
use

};

use
use
use
use

std::fmt: :Display;

anyhow: :anyhow;

aurora_code_examples::{

aurora_scenario: :{AuroraScenario, ScenarioError},
rds::Rds as RdsClient,

aws_sdk_rds::Client;
inquire::{validator::StringValidator, CustomUserError};
secrecy: :SecretString;

tracing: :warn;

#[derive(Default, Debug)]
struct Warnings(Vec<String>);

impl Warnings {

fn new() -> Self {
Warnings(Vec: :with_capacity(5))

fn push(&mut self, warning: &str, error: ScenarioError) {
let formatted = format!("{warning}: {error}");
warn! ("{formattedl}");
self.0.push(formatted);
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}

fn is_empty(&self) -> bool {
self.0.is_empty()

impl Display for Warnings {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
writeln!(f, "Warnings:")?;
for warning in &self.0 {
writeln!(f, "{: >4}- {warning}", "")?;

}
ok(())
}
}
fn select(

prompt: &str,
choices: Vec<String>,
error_message: &str,
) -> Result<String, anyhow::Error> {
inquire: :Select: :new(prompt, choices)
.prompt()
.map_err(|error| anyhow!("{error_message}: {error}"))

// Prepare the Aurora Scenario. Prompt for several settings that are optional to the
Scenario, but that the user should choose for the demo.
// This includes the engine, engine version, and instance class.
async fn prepare_scenario(rds: RdsClient) -> Result<AuroraScenario, anyhow::Error> {
let mut scenario = AuroraScenario::new(rds);

// Get available engine families for Aurora MySql.
rds.DescribeDbEngineVersions(Engine="aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.

let available_engines = scenario.get_engines().await;

if let Err(error) = available_engines {

return Err(anyhow!("Failed to get available engines: {}", error));

}

let available_engines = available_engines.unwrap();

// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')
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let engine = select(
"Select an Aurora engine family",
available_engines.keys().cloned().collect::<Vec<String>>(),
"Invalid engine selection",

)?;

let version = select(
format!("Select an Aurora engine version for {engine}").as_str(),
available_engines.get(&engine).cloned().unwrap_or_default(),
"Invalid engine version selection",

)?;

let set_engine = scenario.set_engine(engine.as_str(), version.as_str()).await;
if let Err(error) = set_engine {
return Err(anyhow!("Could not set engine: {}", error));

let instance_classes = scenario.get_instance_classes().await;
match instance_classes {
Ok(classes) => {
let instance_class = select(
format!("Select an Aurora instance class for {engine}").as_str(),
classes,
"Invalid instance class selection",

JES
scenario.set_instance_class(Some(instance_class))
}
Err(err) => return Err(anyhow!("Failed to get instance classes for engine:
{err}")),
}
Ok(scenario)

// Prepare the cluster, creating a custom parameter group overriding some group
parameters based on user input.
async fn prepare_cluster(scenario: &mut AuroraScenario, warnings: &mut Warnings) ->
Result<(), ()> {
show_parameters(scenario, warnings).await;

let offset = prompt_number_or_default(warnings, "auto_increment_offset", 5);
let increment = prompt_number_or_default(warnings, "auto_increment_increment",

3);
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// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new
allowable value. rds.ModifyDbClusterParameterGroup.

let update_auto_increment = scenario.update_auto_increment(offset,
increment).await;

if let Err(error) = update_auto_increment {
warnings.push("Failed to update auto increment", error);
return Erx(());

// Get and display the updated parameters. Specify Source of 'user' to get just
the modified parameters. rds.DescribeDbClusterParameters(Source='user')
show_parameters(scenario, warnings).await;

let username = inquire::Text::new("Username for the database (default
'testuser')")
.with_default("testuser")
.with_initial_value("testuser")
-prompt();

if let Err(error) = username {
warnings.push(
"Failed to get username, using default",
ScenarioError::with(format!("Error from inquirer: {error}")),
I
return Erx(());

}

let username = username.unwrap();

let password = inquire::Text::new("Password for the database (minimum 8
characters)")
.with_validator(|i: &str| {

if i.len() >= 8 {
Ok(inquire::validator::Validation::Valid)

} else {
Ok(inquire::validator::Validation: :Invalid(

"Password must be at least 8 characters".into(),

)

1)
-prompt();

let password: Option<SecretString> = match password {
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Ok(password) => Some(SecretString::from(password)),
Err(error) => {
warnings.push(
"Failed to get password, using none (and not starting a DB)",
ScenarioError::with(format!("Error from inquirer: {error}")),
I

return Erx(());
i
scenario.set_login(Some(username), password);

ok(())

// Start a single instance in the cluster,
async fn run_instance(scenario: &mut AuroraScenario) -> Result<(), ScenarioError> {

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

scenario.start_cluster_and_instance().await?;
let connection_string = scenario.connection_string().await?;
println!("Database ready: {connection_string}",);

let _ = inquire::Text::new("Use the database with the connection string. When
you're finished, press enter key to continue.").prompt();

// Create a snapshot of the DB cluster. rds.CreateDbClusterSnapshot.

// Wait for the snapshot to create. rds.DescribeDbClusterSnapshots until Status
== 'available'.

let snapshot_name = inquire::Text::new("Provide a name for the snapshot")
.prompt()
.unwrap_or(String: :from("ScenarioRun"));

let snapshot = scenario.snapshot(snapshot_name.as_str()).await?;
println!(
"Snapshot is available: {}",
snapshot.db_cluster_snapshot_arn().unwrap_or("Missing ARN")

);

ok(())
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}

#[tokio: :main]
async fn main() -> Result<(), anyhow::Error> {

tracing_subscriber::fmt::init();

let sdk_config = aws_config::from_env().load().await;
let client = Client::new(&sdk_config);

let rds = RdsClient::new(client);

let mut scenario = prepare_scenario(rds).await?;

// At this point, the scenario has things in AWS and needs to get cleaned up.

let mut warnings = Warnings::new();

if prepare_cluster(&mut scenario, &mut warnings).await.is_ok() {
println!("Configured database cluster, starting an instance.");
if let Err(err) = run_instance(&mut scenario).await {
warnings.push("Problem running instance", err);

// Clean up the instance, cluster, and parameter group, waiting for the instance

and cluster to delete before moving on.

let clean_up = scenario.clean_up().await;
if let Err(errors) = clean_up {
for error in errors {
warnings.push("Problem cleaning up scenario", error);

}

}

if warnings.is_empty() {
0k(())

} else {

println!("There were problems running the scenario:");
println!("{warnings}");
Err(anyhow! ("There were problems running the scenario"))

#[derive(Clone)]
struct U8Validator {3}
impl StringValidator for U8Validator {

fn validate(&self, input: &str) -> Result<inquire::validator::Validation,

CustomUserError> {

if input.parse::<u8>().is_err() {
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Ok(inquire::validator::Validation: :Invalid(
"Can't parse input as number".into(),
))
} else {
Ok(inquire::validator::Validation::Valid)

async fn show_parameters(scenario: &AuroraScenario, warnings: &mut Warnings) {
let parameters = scenario.cluster_parameters().await;

match parameters {

Ok(parameters) => {
println!("Current parameters");
for parameter in parameters {

println!("\t{parameter}");

}

Err(error) => warnings.push("Could not find cluster parameters", error),

fn prompt_number_or_default(warnings: &mut Warnings, name: &str, default: u8) -> u8
{
let input = inquire::Text::new(format!("Updated {name}:").as_str())
.with_validator(U8Validator {})
.prompt();

match input {
Ok(increment) => match increment.parse::<u8>() {
Ok(increment) => increment,
Err(error) => {
warnings.push(
format!("Invalid updated {name} (using {default}
instead)").as_str(),
ScenarioError::with(format!("{errorl}")),
I
default

iy
Err(error) => {
warnings.push(
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format!("Invalid updated {name} (using {default}

instead)").as_str(),

ScenarioError::with(format!("{error}")),
);
default

Amazon RDS BRIHy 2RI , HaFr B BEREETRE,

use aws_sdk_rds::{

error: :SdkError,
operation::{

create_db_cluster::{CreateDBClusterError, CreateDbClusterOutput},
create_db_cluster_parameter_group: :CreateDBClusterParameterGroupError,
create_db_cluster_parameter_group::CreateDbClusterParameterGroupOutput,
create_db_cluster_snapshot::{CreateDBClusterSnapshotError,

CreateDbClusterSnapshotOutput},

create_db_instance::{CreateDBInstanceError, CreateDbInstanceOutput},
delete_db_cluster::{DeleteDBClusterError, DeleteDbClusterOutput},
delete_db_cluster_parameter_group::{

DeleteDBClusterParameterGroupError, DeleteDbClusterParameterGroupOutput,
},
delete_db_instance::{DeleteDBInstanceError, DeleteDbInstanceOutput},
describe_db_cluster_endpoints::{

DescribeDBClusterEndpointsError, DescribeDbClusterEndpointsOutput,
},
describe_db_cluster_parameters::{

DescribeDBClusterParametersError, DescribeDbClusterParametersOutput,
1,
describe_db_clusters::{DescribeDBClustersError, DescribeDbClustersOutput},
describe_db_engine_versions::{

DescribeDBEngineVersionsError, DescribeDbEngineVersionsOutput,
1,

describe_db_instances: :{DescribeDBInstancesError,

DescribeDbInstancesOutput},

describe_orderable_db_instance_options: :DescribeOrderableDBInstanceOptionsError,

modify_db_cluster_parameter_group::{
ModifyDBClusterParameterGroupError, ModifyDbClusterParameterGroupOutput,
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}I

iy
types::{OrderableDbInstanceOption, Parameter},

Client as RdsClient,
i

use secrecy::{ExposeSecret, SecretString};

#[cfg(test)]
use mockall: :automock;

#[cfg(test)]

pub use MockRdsImpl as Rds;
#[cfg(not(test))]

pub use RdsImpl as Rds;

pub struct RdsImpl {
pub inner: RdsClient,

#[cfg_attr(test, automock)]
impl RdsImpl {
pub fn new(inner: RdsClient) -> Self {
RdsImpl { inner }

pub async fn describe_db_engine_versions(
&self,
engine: &str,
) -> Result<DescribeDbEngineVersionsOutput,
SdkError<DescribeDBEngineVersionsError>> {
self.inner
.describe_db_engine_versions()
.engine(engine)
.send()
.await

pub async fn describe_orderable_db_instance_options(
&self,
engine: &str,
engine_version: &str,
) -> Result<Vec<OrderableDbInstanceOption>,
SdkError<DescribeOrderableDBInstanceOptionsError>>

{
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self.inner
.describe_orderable_db_instance_options()
.engine(engine)
.engine_version(engine_version)
.into_paginator()
Litems()
.send()
.try_collect()
.await

pub async fn create_db_cluster_parameter_group(
&self,
name: &str,
description: &str,
family: &str,
) -> Result<CreateDbClusterParameterGroupOutput,
SdkError<CreateDBClusterParameterGroupError>>

{
self.inner
.create_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.description(description)
.db_parameter_group_family(family)
.send()
.await
}
pub async fn describe_db_clusters(
&self,
id: &str,

) -> Result<DescribeDbClustersOutput, SdkError<DescribeDBClustersError>> {
self.inner
.describe_db_clusters()
.db_cluster_identifier(id)
.send()
.await

pub async fn describe_db_cluster_parameters(
&self,
name: &str,
) -> Result<Vec<DescribeDbClusterParametersOutput>,
SdkError<DescribeDBClusterParametersError>>
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{
self.inner

.describe_db_cluster_parameters()
.db_cluster_parameter_group_name(name)
.into_paginator()
.send()
.try_collect()
.await

}

pub async fn modify_db_cluster_parameter_group(
&self,
name: &str,
parameters: Vec<Parameter>,
) -> Result<ModifyDbClusterParameterGroupOutput,
SdkError<ModifyDBClusterParameterGroupError>>

{
self.inner

.modify_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.set_parameters(Some(parameters))
.send()
.await

}

pub async fn create_db_cluster(
&self,
name: &str,
parameter_group: &str,
engine: &str,
version: &str,
username: &str,
password: SecretString,
) -> Result<CreateDbClusterOutput, SdkError<CreateDBClusterError>> {
self.inner
.create_db_cluster()
.db_cluster_identifier(name)
.db_cluster_parameter_group_name(parameter_group)
.engine(engine)
.engine_version(version)
.master_username(username)
.master_user_password(password.expose_secret())
.send()
.await
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}

pub async fn create_db_instance(
&self,
cluster_name: &str,
instance_name: &str,
instance_class: &str,
engine: &str,
) -> Result<CreateDbInstanceOutput, SdkError<CreateDBInstanceError>> {
self.inner
.create_db_instance()
.db_cluster_identifier(cluster_name)
.db_instance_identifier(instance_name)
.db_instance_class(instance_class)
.engine(engine)
.send()
.await

pub async fn describe_db_instance(
&self,
instance_identifier: &str,
) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
self.inner
.describe_db_instances()
.db_instance_identifier(instance_identifier)
.send()
.await

pub async fn snapshot_cluster(
&self,
db_cluster_identifier: &str,
snapshot_name: &str,
) -> Result<CreateDbClusterSnapshotOutput,
SdkError<CreateDBClusterSnapshotError>> {
self.inner
.create_db_cluster_snapshot()
.db_cluster_identifier(db_cluster_identifier)
.db_cluster_snapshot_identifier(snapshot_name)
.send()
.await
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pub async fn describe_db_instances(
&self,

) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
self.inner.describe_db_instances().send().await

pub async fn describe_db_cluster_endpoints(
&self,
cluster_identifier: &str,
) -> Result<DescribeDbClusterEndpointsOutput,
SdkError<DescribeDBClusterEndpointsError>> {
self.inner
.describe_db_cluster_endpoints()
.db_cluster_identifier(cluster_identifier)
.send()
.await

pub async fn delete_db_instance(
&self,
instance_identifier: &str,
) -> Result<DeleteDbInstanceOutput, SdkError<DeleteDBInstanceError>> {
self.inner
.delete_db_instance()
.db_instance_identifier(instance_identifier)
.skip_final_snapshot(true)
.send()
.await

pub async fn delete_db_cluster(
&self,
cluster_identifier: &str,
) -> Result<DeleteDbClusterOutput, SdkError<DeleteDBClusterError>> {
self.inner
.delete_db_cluster()
.db_cluster_identifier(cluster_identifier)
.skip_final_snapshot(true)
.send()
.await

pub async fn delete_db_cluster_parameter_group(
&self,
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name: &str,
) -> Result<DeleteDbClusterParameterGroupOutput,
SdkError<DeleteDBClusterParameterGroupError>>

{
self.inner
.delete_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.send()
.await
}

2B A E G HEMKIER Cargo.toml,

[package]
name = "aurora-code-examples"
authors = [
"David Souther <dpsouth@amazon.com>",

]
edition = "2021"
version = "0.1.0"

# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/
manifest.html

[dependencies]

anyhow = "1.0.75"

assert_matches = "1.5.0"

aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
aws-smithy-types = { version = "1.0.1" }
aws-smithy-runtime-api = { version = "1.0.1" }

aws-sdk-rds = { version = "1.3.0" }

inquire = "0.6.2"

mockall = "@Q.11.4"

phf = { version = "0.11.2", features = ["std", "macros"] }
sdk-examples-test-utils = { path = "../../test-utils" }

secrecy = "0.8.0"

tokio = { version = "1.20.1", features = ["full", "test-util"] }
tracing = "0.1.37"

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }
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* CreateDBCluster

» CreateDBClusterParameterGroup

» CreateDBClusterSnapshot

* CreateDBlInstance

* DeleteDBCluster

» DeleteDBClusterParameterGroup

* DeleteDBInstance

» DescribeDBClusterParameterGroups

* DescribeDBClusterParameters

» DescribeDBClusterSnapshots

* DescribeDBClusters

» DescribeDBEngineVersions

* DescribeDBInstances

» DescribeOrderableDBInstanceOptions

* ModifyDBClusterParameterGroup

BEF

CreateDBCluster

LT ISEHIERIMMMEH CreateDBCluster,

SDK for Rust

® Note
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1T,

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
Bf%  family used to create your parameter group in step 2>) 141
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// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError::with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_clustex(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {

EhE 142



BAR Rust 8 AWS SDK MR ASIES
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));
}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
I
let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,
));
}
self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);
// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
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if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");

continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
Liter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",
&err,

));

let endpoints_available = endpoints
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.unwrap()

.db_cluster_endpoints()

.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

pub async fn create_db_cluster(
&self,
name: &str,
parameter_group: &str,
engine: &str,
version: &str,
username: &str,
password: SecretString,
) -> Result<CreateDbClusterOutput, SdkError<CreateDBClusterError>> {
self.inner
.create_db_cluster()
.db_cluster_identifier(name)
.db_cluster_parameter_group_name(parameter_group)
.engine(engine)
.engine_version(version)
.master_username(username)
.master_user_password(password.expose_secret())
.send()
.await

#[tokio: :test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
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assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

D)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())

1)

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
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.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
);
1)
tokio::time: :advance(Duration::from_secs(1l)).await;
tokio::time: :resume();
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let _ = assertions.await;

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| €

Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())

1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
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scenario.instance_class = Some("m5.large".into());
scenario.username = Some("test username".into());
scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
D)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds
.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_error(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
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scenario.instance_class = Some("m5.large".into());
scenario.username = Some("test username".into());
scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
D)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_rds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()

.db_instance(
DbInstance: :builderx()
.db_cluster_identifier(cluster)

B 150



BERAR Rust B AWS SDK AR

.db_instance_identifier(name)
.db_instance_class(class)
.build(),
)
.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
D)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);

mock_rds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1)
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()
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.db_cluster_endpoints(DbClusterEndpoint::builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time::advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();

let _ = assertions.await;

- WNEE API FEHERA |, 55328 GERM Rust WAWS SDK API 2% ) H#) CreateDBCluster,

CreateDBClusterParametexrGroup
AT IEE 5B R~ A E A CreateDBClusterParameterGroupo

SDK for Rust

® Note
GitHub ERHUEZ &SI, SRR , ¥ THEIMAE AWS EXIHEHI R FEHREM
1T,

// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')

pub async fn set_engine(&mut self, engine: &str, version: &str) -> Result<(),
ScenarioError> {

e
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self.engine_family = Some(engine.to_string());
self.engine_version = Some(version.to_string());
let create_db_cluster_parameter_group = self
.xds
.create_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION,
engine,
)

.await;

match create_db_cluster_parameter_group {
Ok(CreateDbClusterParameterGroupOutput {
db_cluster_parameter_group: None,

b =>{
return Err(ScenarioError: :with(
"CreateDBClusterParameterGroup had empty response",

));
}
Err(error) => {
if error.code() == Some("DBParameterGroupAlreadyExists") {
info!("Cluster Parameter Group already exists, nothing to do");
} else {
return Err(ScenarioError: :new(
"Could not create Cluster Parameter Group",
&error,
));
}
}
== {
info!("Created Cluster Parameter Group");
}
}
0k(())

pub async fn create_db_cluster_parameter_group(
&self,
name: &str,
description: &str,
family: &str,
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) -> Result<CreateDbClusterParameterGroupOutput,
SdkError<CreateDBClusterParameterGroupError>>

{
self.inner

.create_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.description(description)
.db_parameter_group_family(family)
.send()
.await

}

#[tokio: :test]
async fn test_scenario_set_engine() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _| {
Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;
assert_eq!(set_engine, 0k(()));

assert_eq! (Some("aurora-mysql"), scenario.engine_family.as_deref());
assert_eq!(Some("aurora-mysql8.0"), scenario.engine_version.as_deref());

#[tokio::test]
async fn test_scenario_set_engine_not_create() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
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.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),

eq("aurora-mysql"),

)

.return_once(|_, _, _|
Ok(CreateDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_xrds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;
assert!(set_engine.is_err());

#[tokio: :test]

async fn test_scenario_set_engine_param_group_exists() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
withf(|_, _, _]| true)
.return_once(|_, _, _| {

Err(SdkError: :service_error(

CreateDBClusterParameterGroupError: :DbParameterGroupAlreadyExistsFault(
DbParameterGroupAlreadyExistsFault: :buildexr().build(),

),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

let mut scenario = AuroraScenario::new(mock_rds);

let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_err());

- WFE API FHER , BF2E (BEAR Rust WAWS SDK APl %) iy
CreateDBClusterParameterGroup.
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CreateDBClusterSnapshot
LTRSS 5B R {8 A CreateDBClusterSnapshots,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIMAE AWS EXIHEHI R FEHREM
1T,

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine="'mysql', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError::with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_cluster(

DB_CLUSTER_IDENTIFIER,

DB_CLUSTER_PARAMETER_GROUP_NAME,

DB_ENGINE,

self.engine_version.as_deref().expect("engine version"),

self.username.as_deref().expect("username"),

self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
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)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
);

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
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.db_instance
.and_then(|i]| i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
.iter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds

e
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FMBABER

.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
Litex()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

pub async fn snapshot_cluster(
&self,
db_cluster_identifier: &str,
snapshot_name: &str,
) -> Result<CreateDbClusterSnapshotOutput,
SdkError<CreateDBClusterSnapshotError>> {
self.inner
.create_db_cluster_snapshot()
.db_cluster_identifier(db_cluster_identifier)
.db_cluster_snapshot_identifier(snapshot_name)
.send()
.await

#[tokio: :test]
async fn test_start_cluster_and_instance() {

e
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let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)

mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

D)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1);

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
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Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())

.build())
1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
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.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
);
18
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();
let _ = assertions.await;
}
#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();
mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {
Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;

assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==

"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()

e
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.return_once(|_, _, _, _, —_, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :buildexr().build())
.build())
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
D)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_erroxr(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
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"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1}

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
D)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
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assert_eq!(engine, "aurora-mysql");
true
)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()
.db_instance(

DbInstance: :builderx()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
D)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);

mock_rds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
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.build())
1);
mock_rds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
});

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();

let _ = assertions.await;

- W1 API FEEA , 5528 GERAM Rust BWAWS SDK API £&) iy
CreateDBClusterSnapshot,

CreateDBInstance

LT EE 5B R H CreateDBInstance,
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SDK for Rust

® Note
GitHub FRRMEZ & fl, SKTEEEH , X THRUME AWS BXIKEFIRFEPREM
#iTo

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.rds

.create_db_clustexr(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
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return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
I

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);
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// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
Liter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
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.expect("cluster identifier"),

)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError: :with("timed out waiting for cluster"))

pub async fn create_db_instance(
&self,
cluster_name: &str,
instance_name: &str,
instance_class: &str,
engine: &str,
) -> Result<CreateDbInstanceOutput, SdkError<CreateDBInstanceError>> {
self.inner
.create_db_instance()
.db_cluster_identifier(cluster_name)
.db_instance_identifier(instance_name)
.db_instance_class(instance_class)
.engine(engine)
.send()
.await

#[tokio: :test]
async fn test_start_cluster_and_instance() {
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let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)

mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

D)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1);

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
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Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())

.build())
1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
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.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
);
18
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();
let _ = assertions.await;
}
#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();
mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {
Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;

assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==

"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
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.return_once(|_, _, _, _, —_, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :buildexr().build())
.build())
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
D)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_erroxr(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,

B 174



BERAR Rust B AWS SDK AR

"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1}

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
D)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
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assert_eq!(engine, "aurora-mysql");
true
)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()
.db_instance(

DbInstance: :builderx()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
D)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);

mock_rds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
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.build())
1);
mock_rds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
});

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();

let _ = assertions.await;

« WNE API FHHAEA |, F2E GEAM Rust WAWS SDK API 2% ) 1y CreateDBInstance,

DeleteDBCluster

LUTREABEFERINAER DeleteDBCluster,
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pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.rds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError::new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
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.iter()

.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)

.cloned()

.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustex(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.

EhE 179



BERAR Rust B AWS SDK AR

let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group

-map(|g| {
g.db_cluster_parameter_group_name

B 180



BERAR Rust B AWS SDK AR

.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn delete_db_cluster(
&self,
cluster_identifier: &str,
) -> Result<DeleteDbClusterOutput, SdkError<DeleteDBClusterError>> {
self.inner
.delete_db_cluster()
.db_cluster_identifier(cluster_identifier)
.skip_final_snapshot(true)
.send()
.await

#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
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with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));
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let mut scenario = AuroraScenario::new(mock_xrds);

scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),

);

tokio: :time:

:pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)

tokio: :time:

Instances

tokio: :time:

Instances

tokio: :time:

:advance(Duration: :from_secs(1l)).await; // Wait for first Describe

:advance(Duration: :from_secs(1l)).await; // Wait for second Describe

:advance(Duration: :from_secs(1l)).await; // Wait for first Describe

Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;

#[tokio: :test]

async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_xrds

.expect_describe_db_instances()

.with()

.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput: :builder()

.db_instances(
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DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")

.build(),
)
.build())
)
.with()
.times(1)

.returning(]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
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))
1)

mock_xrds

.expect_

"describe db clusters error",

))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

delete_db_cluster_parameter_group()

.with(eq("MockParamGroup"))

.return_

once(|_|

Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_
scenario.db_
scenario.db_

cluster_identifier = Some(String::from("MockCluster"));
instance_identifier = Some(String::from("MockInstance"));
cluster_parameter_group = Some(

DbClusterParameterGroup: :builder()

.db_

cluster_parameter_group_name("MockParamGroup")

.build(),

);

tokio::time:

:pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());

let errs

= clean_up.unwrap_erxr();

assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);

tokio::time:

Instances

tokio::time:

Instances

tokio::time:

:advance(Duration: :from_secs(1l)).await; // Wait for first Describe

:advance(Duration: :from_secs(1l)).await; // Wait for second Describe

:advance(Duration: :from_secs(1)).await; // Wait for first Describe

Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();

let _ = assertions.await;
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pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {

let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError::new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(

e
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"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustexr(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
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.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

e
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// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
-map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn delete_db_cluster_parameter_group(
&self,
name: &str,
) -> Result<DeleteDbClusterParameterGroupOutput,
SdkError<DeleteDBClusterParameterGroupError>>

{
self.inner
.delete_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.send()
.await
}

#[tokio: :test]
async fn test_scenario_clean_up() {
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let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)

e
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.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOQutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)

tokio::time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();

let _ = assertions.await;
}

#[tokio::test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
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.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
with()
.times(1)
.returning(|| {
Err(SdkError: :service_erroxr(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_rds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :buildexr()
.db_cluster_identifier(id)
.status("Deleting")
.build(),
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)
.build())

)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1}

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
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tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe

Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;
}

- W% API FHHER , F2E GERARM Rust WAWS SDK API &) Hi
DeleteDBClusterParameterGroup,

DeleteDBInstance

UTEASEFERINMER DeleteDBInstance,

SDK for Rust

(® Note
GitHub EIRHEZ & A, SHTREH , I THMME AWS EX B R FEHREM
H1To

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
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.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
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let delete_db_cluster = self
.xds
.delete_db_cluster(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError::new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,

));

break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,

e
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Some(status) => {
info! ("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
.map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(]|
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn delete_db_instance(
&self,
instance_identifier: &str,
) -> Result<DeleteDbInstanceOutput, SdkError<DeleteDBInstanceError>> {
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self.inner
.delete_db_instance()
.db_instance_identifier(instance_identifier)
.skip_final_snapshot(true)
.send()
.await

#[tokio: :test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
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.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
1)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)

tokio::time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio::time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();
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let _ = assertions.await;

#[tokio::test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
D)
.with()
.times(1)
.returning(|| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody
))
1);

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds

srempty()),
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.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_]| {
Err(SdkError: :service_error(

DescribeDBClustersError: :unhandled(Box: :new(Error: :new(

ErrorKind: :0ther,
"describe db clusters error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody

))
1)

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));

scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());

srempty()),
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let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster
tokio: :time: :resume();
let _ = assertions.await;
}

- INE API SHHHE , 5528 (GEAM Rust WAWS SDK APl 2% ) m i DeleteDBInstance,

\

DescribeDBClusterParameters

TR EEFFERNMER DescribeDBClusterParameters,

SDK for Rust

(® Note
GitHub ERRMEZ &6, SKTEEHG , I 7HRNMAE AWS EX B R FEPREM
1T,

// Get the parameter group. rds.DescribeDbClusterParameterGroups

// Get parameters in the group. This is a long list so you will have to
paginate. Find the auto_increment_offset and auto_increment_increment parameters
(by ParameterName). rds.DescribeDbClusterParameters

// Parse the ParameterName, Description, and AllowedValues values and display
them.
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pub async fn cluster_parameters(&self) -> Result<Vec<AuroraScenarioParameter>,
ScenarioError> {
let parameters_output = self
.xds
.describe_db_cluster_parameters(DB_CLUSTER_PARAMETER_GROUP_NAME)
.await;

if let Err(err) = parameters_output {
return Err(ScenarioError: :new(
format!("Failed to retrieve parameters for
{DB_CLUSTER_PARAMETER_GROUP_NAME}"),
&err,

));

let parameters = parameters_output

.unwrap()

.into_iter()

.flat_map(|p| p.parameters.unwrap_or_default().into_iter())

filter(|p]
FILTER_PARAMETER_NAMES.contains(p.parameter_name().unwrap_or_default()))

.map(AuroraScenarioParameter: :from)

.collect::<Vec<_>>();

Ok(parameters)

pub async fn describe_db_cluster_parameters(
&self,
name: &str,
) -> Result<Vec<DescribeDbClusterParametersOutput>,
SdkError<DescribeDBClusterParametersError>>

{
self.inner

.describe_db_cluster_parameters()
.db_cluster_parameter_group_name(name)
.into_paginator()
.send()
.try_collect()
.await

}

#[tokio: :test]
async fn test_scenario_cluster_parameters() {
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let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_]| {
Ok(vec![DescribeDbClusterParametersOutput: :buildex()
.parameters(Parameter: :builder().parameter_name("a").build())
.parameters(Parameter: :builder().parameter_name("b").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_offset")

.build(),
)
.parameters(Parameter: :builder().parameter_name("c").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.build(),
)
.parameters(Parameter: :builder().parameter_name("d").build())
Lbuild()1)

1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await.expect("cluster params");
let names: Vec<String> = params.into_iter().map(|p| p.name).collect();
assert_eq!(

names,

vec!["auto_increment_offset", "auto_increment_increment"]

);

#[tokio::test]
async fn test_scenario_cluster_parameters_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_]| {
Err(SdkError: :service_erroxr(
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DescribeDBClusterParametersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_cluster_parameters_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await;

assert_matches!(params, Err(ScenarioError { message, context: _ }) if message ==
"Failed to retrieve parameters for RustSDKCodeExamplesDBParameterGroup");

}

- N API FHIER , 528 GEAR Rust WAWS SDK API 2&) iy
DescribeDBClusterParameters,

DescribeDBClusters

AT & HIFE R NMEH DescribeDBClusters.,

SDK for Rust

® Note
GitHub ERMHUEZ &S, SRR , ¥ THEIMAE AWS EXIHEHI R FEHREM
1T,

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).
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// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_cluster(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}

info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
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.unwrap_or("Missing ARN")

);

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.rds
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.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
Jiter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

e
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}

Err(ScenarioError::with("timed out waiting for cluster"))
}
pub async fn describe_db_clusters(

&self,

id: &str,

) -> Result<DescribeDbClustersOutput, SdkError<DescribeDBClustersError>> {
self.inner
.describe_db_clusters()
.db_cluster_identifier(id)
.send()
.await

#[tokio: :test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
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true
)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1);
mock_xrds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint::builder().status("available").build())
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.build())
1)
let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());
scenario.username = Some("test username".into());
scenario.password = Some(SecretString::new("test password".into()));
tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
);
1)
tokio::time: :advance(Duration::from_secs(1l)).await;
tokio::time::resume();
let _ = assertions.await;
#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();
mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {
Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

e
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let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())

1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
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assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");

assert_eq! (username, "test username");

assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_erroxr(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
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assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");

assert_eq! (password.expose_secret(), "test password");

true

)

.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()

.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())

.build())
1)

mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()

.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error
ErrorKind: :0ther,
"describe cluster error",

))),

sinew(

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

e
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)

)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds.expect_describe_db_instance().return_once(|name]| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1)
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time::advance(Duration: :from_secs(1l)).await;
tokio: :time: :advance(Duration::from_secs(1l)).await;
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toki

let _

. M AP

o::time::resume();
= assertions.await;

| S¥HEER |, 528 GEAR Rust WAWS SDK APl 2#) ffy DescribeDBClusters,

DescribeDBEngineVersions

AT SE 5| RE R an{a £ A DescribeDBEngineVersions,
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// Get available engine families for Aurora MySql.

rds.DescribeDbEngineVersions(Engine="'aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.
pub async fn get_engines(&self) -> Result<HashMap<String, Vec<String>>,

Scenari

self.rd

oError> {
let describe_db_engine_versions =
s.describe_db_engine_versions(DB_ENGINE).await;

trace!(versions=?describe_db_engine_versions, "full list of versions");

if let Err(err) = describe_db_engine_versions {
return Err(ScenarioError: :new(
"Failed to retrieve DB Engine Versions",
&err,
));
};

let version_count = describe_db_engine_versions
.as_ref()
.map(|o| o.db_engine_versions().len())
.unwrap_or_default();

info!(version_count, "got list of versions");

// Create a map of engine families to their available versions.

e
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let mut versions = HashMap::<String, Vec<String>>::new();
describe_db_engine_versions
.unwrap()
.db_engine_versions()
.iter()
.filter_map(
|[v] match (&v.db_parameter_group_family, &v.engine_version) {
(Some(family), Some(version)) => Some((family.clone(),
version.clone())),
_ => None,
},
)

.for_each(|(family, version)]|
versions.entry(family).or_default().push(version));

Ok(versions)

pub async fn describe_db_engine_versions(
&self,
engine: &str,
) -> Result<DescribeDbEngineVersionsOutput,
SdkError<DescribeDBEngineVersionsError>> {
self.inner
.describe_db_engine_versions()
.engine(engine)
.send()
.await

#[tokio: :test]
async fn test_scenario_get_engines() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Ok (DescribeDbEngineVersionsOutput: :builder()
.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f1")
.engine_version("fla")

.build(),
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)
.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f1")
.engine_version("flb")

.build(),

)
.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f2")
.engine_version("f2a")

.build(),
)
.db_engine_versions(DbEngineVersion: :builder().build())
.build())
1)

let scenario = AuroraScenario::new(mock_rds);
let versions_map = scenario.get_engines().await;

assert_eq!(
versions_map,
Ok(HashMap: : from([
("f1".into(), vec!["fla".into(), "fl1b".into()]),
("f2".into(), vec!["f2a".into()])
D)
I

#[tokio: :test]
async fn test_scenario_get_engines_failed() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Err(SdkError: :service_error(
DescribeDBEngineVersionsError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_engine_versions error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
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)

1)

let scenario = AuroraScenario::new(mock_rds);

let versions_map = scenario.get_engines().await;
assert_matches!(
versions_map,
Err(ScenarioError { message, context: _ }) if message == "Failed to retrieve

DB Engine Versions"

);

- N API FHIER , 5528 GEAR Rust WAWS SDK API 2&) iy
DescribeDBEngineVersions,

DescribeDBInstances

AT & FIFE R NM{EH DescribeDBInstances.,

SDK for Rust
® Note
GitHub LR E 2 &1 6|, SHTEEH , I 7 HEIMIE AWS 72215 £ 6l 7 7 E h R EAM
17,

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),

.await;
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if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}
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}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustex(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
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}
match db_clusters.first().unwrap().status() {

Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
-map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn describe_db_instances(
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&self,
) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
self.inner.describe_db_instances().send().await

#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
D)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_rds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(
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DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),
)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe

Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe

Instances

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe

Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;
}
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#[tokio: :test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
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.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);
mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));
let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I
tokio::time: :pause();
let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
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assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster
tokio: :time: :resume();
let _ = assertions.await;
}

« M API SFHAEF , 528 (EAR Rust BWAWS SDK APl %) dfy DescribeDBInstances,

DescribeOrderableDBInstanceOptions
LA T2 iS5 B8R an{a# A DescribeOrderableDBInstanceOptions,

SDK for Rust

(® Note
GitHub FIRMHEZ &, SKTEEH , I 7 HWAE AWS ZXIHE PR FEFREM
1T,

pub async fn get_instance_classes(&self) -> Result<Vec<String>, ScenarioError> {
let describe_orderable_db_instance_options_items = self
.xds
.describe_orderable_db_instance_options(
DB_ENGINE,
self.engine_version
.as_ref()
.expect("engine version for db instance options")
.as_str(),
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)

.await;

describe_orderable_db_instance_options_items
.map(|options| {
options

1)

.iter()

.filter(|o| o.storage_type() == Some("aurora"))

.map(|o| o.db_instance_class().unwrap_or_default().to_string())
.collect::<Vec<String>>()

.map_err(|err| ScenarioError::new("Could not get available instance

classes", &err))

}

pub async fn describe_orderable_db_instance_options(

&self,

engine: &str,

engine_version: &str,
) -> Result<Vec<OrderableDbInstanceOption>,
SdkError<DescribeOrderableDBInstanceOptionsError>>

.describe_orderable_db_instance_options()
.engine(engine)

.engine_version(engine_version)
.into_paginator()

.try_collect()

{
self.inner
.items()
.send()
.await
}

#[tokio: :test]

async fn test_scenario_get_instance_classes() {

let mut mock_rds

mock_xrds

= MockRdsImpl::default();

.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {
Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())

e
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1)

mock_xrds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Ok(vec![

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora-ioptl")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t2")
.storage_type("aurora")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t3")
.storage_type("aurora")
.build(),

D
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario
.set_engine("aurora-mysql", "aurora-mysql8.0")
.await
.expect("set engine");

let instance_classes = scenario.get_instance_classes().await;

assert_eq!(
instance_classes,
Ok(vec!["t1".into(), "t2".into(), "t3".into()])

);

#[tokio: :test]
async fn test_scenario_get_instance_classes_error() {
let mut mock_rds = MockRdsImpl::default();
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mock_xrds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Err(SdkError: :service_error(

DescribeOrderableDBInstanceOptionsError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_orderable_db_instance_options_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_family = Some("aurora-mysql".into());
scenario.engine_version = Some("aurora-mysql8.0".into());

let instance_classes = scenario.get_instance_classes().await;

assert_matches!(
instance_classes,
Err(ScenarioError {message, context: _}) if message == "Could not get
available instance classes"

);

- WFE API FHER , F2E (EAM Rust WAWS SDK APl 8&) Hiiy
DescribeOrderableDBInstanceOptions.

ModifyDBClusterParametexGroup

AT iSE 4| B R {a £ A ModifyDBClusterParameterGroupo

SDK for Rust

® Note
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1T,
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// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new

allowable value. rds.ModifyDbClusterParameterGroup.
pub async fn update_auto_increment(
&self,
offset: u8,
increment: u8,
) -> Result<(), ScenarioError> {
let modify_db_cluster_parameter_group = self
.rds
.modify_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
vec![

Parameter: :builder()
.parameter_name("auto_increment_offset")
.parameter_value(format! (" {offset}"))
.apply_method(aws_sdk_xrds: :types: :ApplyMethod
.build(),

Parameter: :builder()
.parameter_name("auto_increment_increment")
.parameter_value(format!("{increment}"))
.apply_method(aws_sdk_rds: :types: :ApplyMethod
.build(),

1,
)

.await;

if let Err(error) = modify_db_cluster_parameter_group {
return Err(ScenarioError: :new(
"Failed to modify cluster parameter group",
&error,

));

0k(())

pub async fn modify_db_cluster_parameter_group(
&self,
name: &str,
parameters: Vec<Parameter>,
) -> Result<ModifyDbClusterParameterGroupOutput,
SdkError<ModifyDBClusterParameterGroupError>>

::Immediate)

::Immediate)

e
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{
self.inner
.modify_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.set_parameters(Some(parameters))
.send()
.await
}
#[tokio: :test]
async fn test_scenario_update_auto_increment() {
let mut mock_rds = MockRdsImpl::default();
mock_rds
.expect_modify_db_cluster_parameter_group()
.withf(|name, params| {
assert_eq!(name, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(
params,
&vec![
Parameter: :builder()
.parameter_name("auto_increment_offset")
.parameter_value("10")
.apply_method(aws_sdk_xrds::types: :ApplyMethod: :Immediate)
.build(),
Parameter::buildexr()
.parameter_name("auto_increment_increment")
.parameter_value("20")
.apply_method(aws_sdk_rds: :types: :ApplyMethod: :Immediate)
.build(),
]
I
true
D)
.return_once(|_, _|
Ok(ModifyDbClusterParameterGroupOutput: :builder().build()));
let scenario = AuroraScenario::new(mock_rds);
scenario
.update_auto_increment (10, 20)
.await
.expect("update auto increment");
}
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#[tokio::test]
async fn test_scenario_update_auto_increment_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_modify_db_cluster_parameter_group()
.return_once(|_, _| {
Err(SdkError: :service_error(
ModifyDBClusterParameterGroupError: :unhandled(Box: :new(Erroxr: :new(
ErrorKind: :0ther,
"modify_db_cluster_parameter_group_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let scenario = AuroraScenario::new(mock_rds);

let update = scenario.update_auto_increment(10, 20).await;
assert_matches!(update, Err(ScenarioError { message, context: _}) if message ==
"Failed to modify cluster parameter group");

}

- WE AP FHHEF , 528 GERAR Rust WAWS SDK APl %) HRy
ModifyDBClusterParameterGroup.
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Hello Auto Scaling

THIRXHE R MAIBE SR Auto Scaling,

SDK for Rust

(® Note
GitHub EIRHEZ &6, SHTREH , I THRMME AWS EX B IR FEPREM
H1To

async fn list_groups(client: &Client) -> Result<(), Error> {
let resp = client.describe_auto_scaling_groups().send().await?;

println!("Groups:");
let groups = resp.auto_scaling_groups();

for group in groups {

println!(
"Name: {3}",
group.auto_scaling_group_name().unwrap_or("Unknown")
);
println!(
"Arn: {1,
group.auto_scaling_group_arn().unwrap_or("unknown"),
);

println!("Zones: {:?}", group.availability_zones(),);
println!();
}

println!("Found {} group(s)", groups.len());

ok(())

- WEE AP| EHHEFA |, 5528 (EAMN AWS Rust B SDK APl £&Z&) iy

DescribeAutoScalingGroups.
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[package]
name = "autoscaling-code-examples"
version = "0.1.0"

authors = ["Doug Schwartz <dougscheamazon.com>", "David Souther
<dpsouth@amazon.com>"]
edition = "2021"

# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/
manifest.html

[dependencies]
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aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
aws-sdk-autoscaling = { version = "1.3.0" }

aws-sdk-ec2 = { version = "1.3.0" }

aws-types = { version = "1.0.1" }

tokio = { version = "1.20.1", features = ["full"] }

clap = { version = "4.4", features = ["derive"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }

anyhow = "1.0.75"
tracing = "0.1.37"
tokio-stream = "0.1.14"

use std::{collections::BTreeSet, fmt::Display};

use anyhow: :anyhow;
use autoscaling_code_examples::scenario::{AutoScalingScenario, ScenarioError};
use tracing::{info, warn};

async fn show_scenario_description(scenario: &AutoScalingScenario, event: &str) {
let description = scenario.describe_scenario().await;
info!("DescribeAutoScalingInstances: {event}\n{description}");

#[derive(Default, Debug)]
struct Warnings(Vec<String>);

impl Warnings {
pub fn push(&mut self, warning: &str, error: ScenarioError) {
let formatted = format!("{warning}: {error}");
warn! ("{formatted}");
self.@.push(formatted);

pub fn is_empty(&self) -> bool {
self.0.is_empty()

impl Display for Warnings {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
writeln!(f, "Warnings:")?;
for warning in &self.0Q {
writeln!(f, "{: >4}- {warning}", "")7?;
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ok(())

#[tokio: :main]
async fn main() -> Result<(), anyhow::Error> {
tracing_subscriber::fmt::init();

let shared_config = aws_config::from_env().load().await;
let mut warnings = Warnings::default();

// 1. Create an EC2 launch template that you'll use to create an auto scaling
group. Bonus: use SDK with EC2.CreateLaunchTemplate to create the launch template.

// 2. CreateAutoScalingGroup: pass it the launch template you created in step 0.
Give it min/max of 1 instance.

// 4. EnableMetricsCollection: enable all metrics or a subset.

let scenario = match AutoScalingScenario::prepare_scenario(&shared_config).await

Ok(scenario) => scenario,
Err(errs) => {
let err_str = errs
.into_iter()
.map(|e| e.to_string())
.collect::<Vec<String>>()
join(", ™);
return Err(anyhow!("Failed to initialize scenario: {err_str}"));

i
info!("Prepared autoscaling scenario:\n{scenario}");

let stable = scenario.wait_for_stable(1l).await;
if let Err(err) = stable {
warnings.push(
"There was a problem while waiting for group to be stable",
err,

);

// 3. DescribeAutoScalingInstances: show that one instance has launched.
show_scenario_description(

&scenario,

"show that the group was created and one instance has launched",
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)

.await;

// 5. UpdateAutoScalingGroup: update max size to 3.
let scale_max_size = scenario.scale_max_size(3).await;
if let Err(err) = scale_max_size {
warnings.push("There was a problem scaling max size", err);

// 6. DescribeAutoScalingGroups: the current state of the group
show_scenario_description(

&scenario,

"show the current state of the group after setting max size",

)

.await;

// 7. SetDesiredCapacity: set desired capacity to 2.
let scale_desired_capacity = scenario.scale_desired_capacity(2).await;
if let Err(err) = scale_desired_capacity {

warnings.push("There was a problem setting desired capacity", err);

// Wait for a second instance to launch.
let stable = scenario.wait_for_stable(2).await;
if let Err(err) = stable {
warnings.push(
"There was a problem while waiting for group to be stable",
err,

);

// 8. DescribeAutoScalingInstances: show that two instances are launched.

show_scenario_description(
&scenario,

"show that two instances are launched after setting desired capacity",

)

.await;

let ids_before = scenario
.list_instances()
.await
.map(|v] v.into_iter().collect::<BTreeSet<_>>())
.unwrap_oxr_default();
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// 9. TerminateInstanceInAutoScalingGroup: terminate one of the instances in the
group.
let terminate_some_instance = scenario.terminate_some_instance().await;
if let Err(err) = terminate_some_instance {
warnings.push("There was a problem replacing an instance", err);

let wait_after_terminate = scenario.wait_for_stable(1).await;
if let Err(err) = wait_after_terminate {
warnings.push(
"There was a problem waiting after terminating an instance",
err,

);

let wait_scale_up_after_terminate = scenario.wait_for_stable(2).await;
if let Err(err) = wait_scale_up_after_terminate {
warnings.push(
"There was a problem waiting for scale up after terminating an
instance",
err,

);

let ids_after = scenario
.list_instances()
.await
.map(|v] v.into_iter().collect::<BTreeSet<_>>())
.unwrap_or_default();

let difference = ids_after.intersection(&ids_before).count();
if !(difference == 1 && ids_before.len() == 2 && ids_after.len() == 2) {
warnings.push(
"Before and after set not different",
ScenarioError::with(format!("{differencel}")),

);

// 1@. DescribeScalingActivities: list the scaling activities that have occurred
for the group so far.
show_scenario_description(
&scenario,
"list the scaling activities that have occurred for the group so far",
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pub

use

use
use
use

};

.await;

// 11. DisableMetricsCollection
let scale_group = scenario.scale_group_to_zero().await;
if let Err(err) = scale_group {
warnings.push("There was a problem scaling the group to 0", err);

}

show_scenario_description(&scenario, "Scenario scaled to 0").await;

// 12. DeleteAutoScalingGroup (to delete the group you must stop all instances):

// 13. Delete LaunchTemplate.
let clean_scenario = scenario.clean_scenario().await;
if let Err(errs) = clean_scenario {
for err in errs {
warnings.push("There was a problem cleaning the scenario", err);

}
} else {
info!("The scenario has been cleaned up!");
}
if warnings.is_empty() {
0k(())
} else {

Exrr(anyhow! (
"There were warnings during scenario execution:\n{warnings}"

)

mod scenario;

std::{

error::Error,

fmt::{Debug, Display},

time: :{Duration, SystemTime},

anyhow: :anyhow;

aws_config: :SdkConfig;

aws_sdk_autoscaling::{

error::{DisplayErrorContext, ProvideErrorMetadata},
types::{Activity, AutoScalingGroup, LaunchTemplateSpecification},
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use aws_sdk_ec2::types::RequestLaunchTemplateData;
use tracing::trace;

const LAUNCH_TEMPLATE_NAME: &str =
"SDK_Code_Examples_EC2_Autoscaling_template_from_Rust_SDK";

const AUTOSCALING_GROUP_NAME: &str =
"SDK_Code_Examples_EC2_Autoscaling_Group_from_Rust_SDK";

const MAX_WAIT: Duration = Duration::from_secs(5 * 60); // Wait at most 25 seconds.

const WAIT_TIME: Duration = Duration::from_millis(500); // Wait half a second at a
time.

struct Waiter {
start: SystemTime,
max: Duration,

impl Waiter {
fn new() -> Self {
Waiter {
start: SystemTime: :now(),
max: MAX_WAIT,

async fn sleep(&self) -> Result<(), ScenarioError> {
if SystemTime: :now()
.duration_since(self.start)
.unwrap_or(Duration: :MAX)
> self.max

{
Err(ScenarioError: :with(
"Exceeded maximum wait duration for stable group",
))
} else {
tokio::time: :sleep(WAIT_TIME).await;
0k(())
}

pub struct AutoScalingScenario {
ec2: aws_sdk_ec2::Client,
autoscaling: aws_sdk_autoscaling::Client,
launch_template_arn: String,
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auto_scaling_group_name: String,

impl Display for AutoScalingScenario {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {

f.write_fmt(format_args!(
"\tLaunch Template ID: {}\n",
self.launch_template_arn

))?;

f.write_fmt(format_args!(
"\tScaling Group Name: {}\n",
self.auto_scaling_group_name

))7?;

ok(())

pub struct AutoScalingScenarioDescription {
group: Result<Vec<String>, ScenarioError>,
instances: Result<Vec<String>, anyhow::Error>,
activities: Result<Vec<Activity>, anyhow::Error>,

impl Display for AutoScalingScenarioDescription {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
writeln!(f, "\t Group status:")?;
match &self.group {
Ok(groups) => {
for status in groups {
writeln!(f, "\t\t- {status}")?;

}
}
Err(e) => writeln!(f, "\t\t! - {e}")?,
}
writeln!(f, "\t Instances:")?;

match &self.instances {
Ok(instances) => {
for instance in instances {
writeln!(f, "\t\t- {instancel}")?;

}
Err(e) => writeln!(f, "\t\t! {el}")?,
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writeln!(f, "\t Activities:")?;
match &self.activities {
Ok(activities) => {
for activity in activities {
writeln!(
f,
"\t\t- {3} Progress: {}% Status: {:?} End: {:?}",
activity.cause().unwrap_or("Unknown"),
activity.progress.unwrap_or(-1),
activity.status_code(),
// activity.status_message().unwrap_or_default()
activity.end_time(),

VE?
}
}
Err(e) => writeln!(f, "\t\t! {el}")?,
}
0k(())
}
}
#[derive(Debug)]

struct MetadataError {
message: Option<String>,
code: Option<String>,

impl MetadataError {
fn from(err: &dyn ProvideErrorMetadata) -> Self {
MetadataError {
message: err.message().map(|s| s.to_string()),
code: err.code().map(|s| s.to_string()),

impl Display for MetadataError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
let display = match (&self.message, &self.code) {
(None, None) => "Unknown".to_string(),
(None, Some(code)) => format!("({codel})"),
(Some(message), None) => message.to_string(),
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(Some(message), Some(code)) => format!("{message} ({code})"),

13
write!(f, "{displayl}")
}
}
#[derive(Debug)]

pub struct ScenarioError {
message: String,
context: Option<MetadataError>,

impl ScenarioError {
pub fn with(message: impl Into<String>) -> Self {
ScenarioError {
message: message.into(),
context: None,

pub fn new(message: impl Into<String>, err: &dyn ProvideErrorMetadata) -> Self {

ScenarioError {
message: message.into(),
context: Some(MetadataError::from(err)),

impl Error for ScenarioError {
// While “Error’ can capture “source’ information about the underlying error,
for this example
// the ScenarioError captures the underlying information in MetadataError and
treats it as a
// single Error from this Crate. In other contexts, it may be appropriate to
model the error
// as including the SdkError as its source.
}
impl Display for ScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.context {
Some(c) => write!(f, "{}: {}", self.message, c),
None => write!(f, "{}", self.message),
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}

impl AutoScalingScenario {
pub async fn prepare_scenario(sdk_config: &SdkConfig) -> Result<Self,
Vec<ScenarioError>> {
let ec2 = aws_sdk_ec2::Client: :new(sdk_config);
let autoscaling = aws_sdk_autoscaling::Client: :new(sdk_config);

let auto_scaling_group_name = String::from(AUTOSCALING_GROUP_NAME);

// Before creating any resources, prepare the list of AZs
let availablity_zones = ec2.describe_availability_zones().send().await;
if let Err(err) = availablity_zones {

return Err(vec![ScenarioError::new("Failed to find AZs", &err)]);

let availability_zones: Vec<String> = availablity_zones
.unwrap()
.availability_zones
.unwrap_or_default()
.iter()
.take(3)
.map(|z| z.zone_name.clone().unwrap())
.collect();

// 1. Create an EC2 launch template that you'll use to create an auto
scaling group. Bonus: use SDK with EC2.CreatelLaunchTemplate to create the launch
template.

// * Recommended: InstanceType='tl.micro', ImagelId='ami-@ca285d4c2cda3300'

let create_launch_template = ec2

.create_launch_template()
.launch_template_name(LAUNCH_TEMPLATE_NAME)
.launch_template_data(

RequestLaunchTemplateData: :buildexr()
.instance_type(aws_sdk_ec2::types::InstanceType::T1lMicro)
.image_id("ami-@ca285d4c2cda3300")

.build(),
)
.send()
.await
.map_err(|err| vec![ScenarioError::new("Failed to create launch
template", &err)])?;

let launch_template_arn = match create_launch_template.launch_template {
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Some(launch_template) =>
launch_template.launch_template_id.unwrap_or_default(),
None => {
// Try to delete the launch template
let _ = ec2
.delete_launch_template()
.launch_template_name(LAUNCH_TEMPLATE_NAME)
.send()
.await;
return Err(vec![ScenarioError::with("Failed to load launch
template")]);
}
};

// 2. CreateAutoScalingGroup: pass it the launch template you created in
step 0. Give it min/max of 1 instance.
//  You can use EC2.describe_availability_zones() to get a list of AZs (you
have to specify an AZ when you create the group).
// Wait for instance to launch. Use a waiter if you have one, otherwise
DescribeAutoScalingInstances until LifecycleState='InService'
if let Err(err) = autoscaling
.create_auto_scaling_group()
.auto_scaling_group_name(auto_scaling_group_name.as_str())
.launch_template(

LaunchTemplateSpecification: :buildex()
.launch_template_id(launch_template_arn.clone())
.version("$Latest")

.build(),

.max_size(1)

.min_size(1)
.set_availability_zones(Some(availability_zones))
.send()

.await

let mut errs = vec![ScenarioError: :new(
"Failed to create autoscaling group",
&err,

)1;

if let Err(err) = autoscaling
.delete_auto_scaling_group()
.auto_scaling_group_name(auto_scaling_group_name.as_str())
.send()
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.await
{
errs.push(ScenarioError: :new(
"Failed to clean up autoscaling group",
&err,
));
}

if let Err(err) = ec2
.delete_launch_template()
.launch_template_id(launch_template_arn.clone())

.send()
.await
{
errs.push(ScenarioError: :new(
"Failed to clean up launch template",
&err,
));
}

return Err(errs);

let scenario = AutoScalingScenario {
ec2,
autoscaling: autoscaling.clone(), // Clients are cheap so cloning here
to prevent a move is ok.
auto_scaling_group_name: auto_scaling_group_name.clone(),
launch_template_azrn,

i

let enable_metrics_collection = autoscaling

.enable_metrics_collection()

.auto_scaling_group_name(auto_scaling_group_name.as_str())

.granularity("1Minute")

.set_metrics(Some(vec![
String::from("GroupMinSize"),
String::from("GroupMaxSize"),
String::from("GroupDesiredCapacity"),
String::from("GroupInServiceInstances"),
String::from("GroupTotalInstances"),

D)

.send()

.await;
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match enable_metrics_collection {
0k(_) => Ok(scenario),
Err(err) => {
scenario.clean_scenario().await?;
Err(vec![ScenarioError: :new(
"Failed to enable metrics collections for group",

&err,
)1)
}
}
}
pub async fn clean_scenario(self) -> Result<(), Vec<ScenarioError>> {
let _ = self.wait_for_no_scaling().await;
let delete_group = self
.autoscaling

.delete_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()

.await;

// 14. Delete LaunchTemplate.

let delete_launch_template = self
.ec?2
.delete_launch_template()
.launch_template_id(self.launch_template_arn.clone())
.send()
.await;

let early_exit = match (delete_group, delete_launch_template) {
(0k(_), Ok(_)) => 0k(()),
(0k(_), Err(e)) => Err(vec![ScenarioError: :new(
"There was an error cleaning the launch template",
&e,
)1),
(Err(e), 0Ok(_)) => Err(vec![ScenarioError: :new(
"There was an error cleaning the scale group",
&e,
)1),
(Err(el), Err(e2)) => Err(vec![
ScenarioError: :new("Multiple error cleaning the scenario Scale
Group", &el),
ScenarioError::new("Multiple error cleaning the scenario Launch
Template", &e2),
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1),

};

if early_exit.is_err() {
early_exit
} else {
// Wait for delete_group to finish
let waiter = Waiter::new();
let mut errors = Vec::<ScenarioError>::new();
while errors.len() < 3 {
if let Err(e) = waiter.sleep().await {
errors.push(e);

continue;

}

let describe_group = self
.autoscaling

.describe_auto_scaling_groups()

.auto_scaling_group_names(self.auto_scaling_group_name.clone())

.send()

.await;

match describe_group {
Ok(group) => match group.auto_scaling_groups().first() {
Some(group) => {
if group.status() != Some("Delete in progress") {
errors.push(ScenarioError: :with(format!(

"Group in an unknown state while deleting: {}",
group.status().unwrap_or("unknown error")

)));

return Err(errors);

}
None => return 0k(()),

},

Err(err) => {
errors.push(ScenarioError::new("Failed to describe

autoscaling group during cleanup 3 times, last error", &err));
}
}

if errors.len() > 3 {
return Err(errors);

}

Err(vec![ScenarioError: :with(
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"Exited cleanup wait loop without retuning success or failing after
three rounds",

)1)

pub async fn describe_scenario(&self) -> AutoScalingScenarioDescription {
let group = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())

.send()
.await
.map(|s| {
s.auto_scaling_groups()
.iter()
-map(|s| {
format!(
{3 {3,
s.auto_scaling_group_name().unwrap_or("Unknown"),
s.status().unwrap_or("Unknown")
)
)
.collect::<Vec<String>>()
)

.map_err(|e| {
ScenarioError: :new("Failed to describe auto scaling groups for
scenario", &e)

1)

let instances = self
.list_instances()
.await
.map_err(|e| anyhow!("There was an error listing instances: {el}",));

// 1@. DescribeScalingActivities: list the scaling activities that have
occurred for the group so far.
// Bonus: use CloudWatch API to get and show some metrics collected for

the group.

//  CW.ListMetrics with Namespace='AWS/AutoScaling' and
Dimensions=[{'Name': 'AutoScalingGroupName', 'Value': }]

//  CW.GetMetricStatistics with Statistics='Sum'. Start and End times must
be in UTC!

let activities = self
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.autoscaling

.describe_scaling_activities()

.auto_scaling_group_name(self.auto_scaling_group_name.clone())

.into_paginatoxr()

.items()

.send()

.collect::<Result<Vec<_>, _>>()

.await

.map_err(|e]| {

anyhow! (

"There was an error retrieving scaling activities: {}",
DisplayErrorContext(&e)

1)

AutoScalingScenarioDescription {
group,
instances,
activities,

async fn get_group(&self) -> Result<AutoScalingGroup, ScenarioError> {
let describe_auto_scaling_groups = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())
.send()
.await;

if let Err(err) = describe_auto_scaling_groups {
return Err(ScenarioError: :new(

format! (
"Failed to get status of autoscaling group {1}",
self.auto_scaling_group_name.clone()

)

.as_str(),

&err,

));

let describe_auto_scaling_groups_output =
describe_auto_scaling_groups.unwrap();
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let auto_scaling_groups =
describe_auto_scaling_groups_output.auto_scaling_groups();
let auto_scaling_group = auto_scaling_groups.first();

if auto_scaling_group.is_none() {
return Err(ScenarioError::with(format!(
"Could not find autoscaling group {}",
self.auto_scaling_group_name.clone()

)));

Ok(auto_scaling_group.unwrap().clone())

pub async fn wait_for_no_scaling(&self) -> Result<(), ScenarioError> {
let waiter = Waiter::new();
let mut scaling = true;
while scaling {
waiter.sleep().await?;
let describe_activities = self
.autoscaling
.describe_scaling_activities()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()
.await
.map_err(|e| {
ScenarioError: :new("Failed to get autoscaling activities for

group", &e)
1)?;
let activities = describe_activities.activities();
trace!(
"Waiting for no scaling found {3} activities",
activities.len()
I
scaling = activities.iter().any(|a| a.progress() < Some(100));
}
0k(())

pub async fn wait_for_stable(&self, size: usize) -> Result<(), ScenarioError> {
self.wait_for_no_scaling().await?;

let mut group = self.get_group().await?;
let mut count = count_group_instances(&group);
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let waiter = Waiter::new();
while count != size {
trace!("Waiting for stable {size} (current: {count})");
waiter.sleep().await?;
group = self.get_group().await?;
count = count_group_instances(&group);

0k(())

pub async fn list_instances(&self) -> Result<Vec<String>, ScenarioError> {

// The direct way to list instances is by using DescribeAutoScalingGroup's
instances property. However, this returns a Vec<Instance>, as opposed to a
Vec<AutoScalingInstanceDetails>.

// Ok(self.get_group().await?.instances.unwrap_or_default().map(|i]
i.instance_id.clone().unwrap_or_default()).filter(|id]| !'id.is_empty()).collect())

// Alternatively, and for the sake of example, DescribeAutoScalingInstances
returns a list that can be filtered by the client.
self.autoscaling

.describe_auto_scaling_instances()

.into_paginator()

.items()

.send()

.try_collect()

.await

.map(|items]| {

items
.into_iter()
filter(|i] {
i.auto_scaling_group_name.as_deref()
== Some(self.auto_scaling_group_name.as_str())

)
.map(|i] i.instance_id.unwrap_or_default())
filter(|id| !id.is_empty())
.collect::<Vec<String>>()

)

.map_err(|err| ScenarioError::new("Failed to get list of auto scaling

instances", &err))

}

pub async fn scale_min_size(&self, size: i32) -> Result<(), ScenarioError> {
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let update_group = self
.autoscaling
.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.min_size(size)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failer to update group to min size ({size}))").as_str(),
&err,
));
}
0k(())

pub async fn scale_max_size(&self, size: i32) -> Result<(), ScenarioError> {
// 5. UpdateAutoScalingGroup: update max size to 3.
let update_group = self
.autoscaling
.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.max_size(size)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failed to update group to max size ({size})").as_str(),
&err,
));
}
0k(())

pub async fn scale_desired_capacity(&self, capacity: i32) -> Result<(),
ScenarioError> {

// 7. SetDesiredCapacity: set desired capacity to 2.

// Wait for a second instance to launch.

let update_group = self
.autoscaling
.set_desired_capacity()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.desired_capacity(capacity)
.send()
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.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failed to update group to desired capacity
({capacity}))").as_str(),
&err,
));
}
0k(())

pub async fn scale_group_to_zero(&self) -> Result<(), ScenarioError> {
// If this fails it's fine, just means there are extra cloudwatch metrics
events for the scale-down.

let _ = self
.autoscaling
.disable_metrics_collection()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()
.await;

// 12. DeleteAutoScalingGroup (to delete the group you must stop all
instances):
// UpdateAutoScalingGroup with MinSize=0
let update_group = self
.autoscaling
.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.min_size(0)
.desired_capacity(0)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
"Failed to update group for scaling down&",
&err,

));

let stable = self.wait_for_stable(0).await;
if let Err(err) = stable {
return Err(ScenarioError::with(format!(
"Error while waiting for group to be stable on scale down: {err}"

)));
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}

ok(())

pub async fn terminate_some_instance(&self) -> Result<(), ScenarioError> {
// Retrieve a list of instances in the auto scaling group.
let auto_scaling_group = self.get_group().await?;
let instances = auto_scaling_group.instances();
// Or use other logic to find an instance to terminate.
let instance = instances.first();
if let Some(instance) = instance {
let instance_id = if let Some(instance_id) = instance.instance_id() {
instance_id
} else {
return Err(ScenarioError::with("Missing instance id"));
};
let termination = self
.ec2
.terminate_instances()
.instance_ids(instance_id)
.send()
.await;
if let Err(err) = termination {
Err(ScenarioError: :new(
"There was a problem terminating an instance",

&err,
))
} else {
0k(())
}
} else {

Err(ScenarioError: :with("There was no instance to terminate"))

fn count_group_instances(group: &AutoScalingGroup) -> usize {
group.instances.as_ref().map(|i| i.len()).unwrap_or(0)

« WNZE API SHAEF , 5528 AWS SDK for Rust API reference /Y T %Il =R,
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FMBABER

BF

CreateAutoScalingGroup

DeleteAutoScalingGroup

DescribeAutoScalingGroups

DescribeAutoScalinglnstances

DescribeScalingActivities

DisableMetricsCollection

EnableMetricsCollection

SetDesiredCapacity

TerminatelnstancelnAutoScalingGroup

UpdateAutoScalingGroup

CreateAutoScalingGroup

DTREXGEFBEROMER CreateAutoScalingGroupo

SDK for Rust

® Note

GitHub LIREEZ & 4|, SHTREH , X 7 HEMMAE AWS X BEHIFHFFEH

#iTo

AREM

async fn create_group(client: &Client, name: &str, id: &str) -> Result<(), Error> {

client
.create_auto_scaling_group()
.auto_scaling_group_name(name)
.instance_id(id)
.min_size(1)
.max_size(5)
.send()
.await?;

println!("Created AutoScaling group");
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ok(())

- WFE API FHER , 75280 (BAM Rust WAWS SDK APl 2&) H#)
CreateAutoScalingGroup,

DeleteAutoScalingGroup
TR SE 5~ A DeleteAutoScalingGroupo

SDK for Rust

(® Note

GitHub L RMHE L& B, SHTBEH] , ¥ 7HENME AWS EXFEFIFEFEPREMN
1T o

async fn delete_group(client: &Client, name: &str, force: bool) -> Result<(), Error>
{
client
.delete_auto_scaling_group()
.auto_scaling_group_name(name)
.set_force_delete(if force { Some(true) } else { None })
.send()
.await?;

println!("Deleted Auto Scaling group");

ok(())

- WFE API FHER , 5280 (BAM Rust WAWS SDK APl &) H#)
DeleteAutoScalingGroup.

DescribeAutoScalingGroups

LA T2 RS &5 B8 R an{a] £ A DescribeAutoScalingGroups,
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async fn list_groups(client: &Client) -> Result<(), Error> {
let resp = client.describe_auto_scaling_groups().send().await?;
println!("Groups:");
let groups = resp.auto_scaling_groups();
for group in groups {
println!(
"Name: {}",
group.auto_scaling_group_name().unwrap_oxr("Unknown")
);
println!(
"AII’I: {}n’
group.auto_scaling_group_arn().unwrap_or("unknown"),
);
println!("Zones: {:?3}", group.availability_zones(),);
println!();
}
println!("Found {} group(s)", groups.len());
0k(())
}
- WFE API FHHER , F2E GERAM AWS Rust B SDK API &) /)
DescribeAutoScalingGroups.
DescribeAutoScalingInstances
AR S &5 B R in{A 6 A DescribeAutoScalingInstances,
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SDK for Rust

(® Note
GitHub IR EZ &6, SKRTREH , I 7 HAAE AWS BB FEPREM
BT,

pub async fn list_instances(&self) -> Result<Vec<String>, ScenarioError> {

// The direct way to list instances is by using DescribeAutoScalingGroup's
instances property. However, this returns a Vec<Instance>, as opposed to a
Vec<AutoScalingInstanceDetails>.

// Ok(self.get_group().await?.instances.unwrap_or_default().map(|i]
i.instance_id.clone().unwrap_or_default()).filter(|id]| !'id.is_empty()).collect())

// Alternatively, and for the sake of example, DescribeAutoScalingInstances
returns a list that can be filtered by the client.
self.autoscaling
.describe_auto_scaling_instances()
.into_paginator()
.items()
.send()
.try_collect()
.await
.map(|items]| {

items
.into_iter()
filter(|i] {
i.auto_scaling_group_name.as_deref()
== Some(self.auto_scaling_group_name.as_str())
1)

.map(|i] i.instance_id.unwrap_or_default())
filter(|id| !id.is_empty())
.collect::<Vec<String>>()

1)

.map_err(|err| ScenarioError::new("Failed to get list of auto scaling
instances", &err))

}

- WIZE API FHHE , 528 GEAM AWS Rust 8 SDK APl 2Z&) H iy

DescribeAutoScalinglnstances.
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FMBABER

DescribeScalingActivities

AT IS £ 5B R {6 A DescribeScalingActivities,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIMAE AWS EXIHEHI R FEHREM
1T,

pub async fn describe_scenario(&self) -> AutoScalingScenarioDescription {
let group = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())

.send()
.await
.map(|s| {
s.auto_scaling_groups()
.iter()
-map(|s| {
format!(
{3 {3,
s.auto_scaling_group_name().unwrap_or("Unknown"),
s.status().unwrap_or("Unknown")
)
)
.collect::<Vec<String>>()
)

.map_err(|e| {
ScenarioError: :new("Failed to describe auto scaling groups for

scenario", &e)

1)

let instances = self
.list_instances()
.await
.map_err(|e| anyhow!("There was an error listing instances: {el}",));

// 1@. DescribeScalingActivities: list the scaling activities that have
occurred for the group so far.

e

261


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/auto-scaling#code-examples

BERAR Rust B AWS SDK AR

// Bonus: use CloudWatch API to get and show some metrics collected for

the group.

// CW.ListMetrics with Namespace='AWS/AutoScaling' and
Dimensions=[{'Name': 'AutoScalingGroupName', 'Value': }]

// CW.GetMetricStatistics with Statistics='Sum'. Start and End times must
be in UTC!

let activities = self
.autoscaling
.describe_scaling_activities()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.into_paginator()
Litems()
.send()
.collect: :<Result<Vec<_>, _>>()
.await
.map_err(|e| {
anyhow! (
"There was an error retrieving scaling activities: {}",
DisplayErrorContext(&e)

1)

AutoScalingScenarioDescription {

group,
instances,
activities,

- WEFE API FHEA , F2E (ERAM AWS Rust ¥ SDK API &) 1
DescribeScalingActivities,

DisableMetricsCollection

LUTREABEGE RN ER DisableMetricsCollection,
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SDK for Rust

® Note
GitHub iRt E 2 %16, SKTEEH , X 7HNMEE AWS B HEHFIFEFEHREM
#1To

// If this fails it's fine, just means there are extra cloudwatch metrics
events for the scale-down.

let _ = self
.autoscaling
.disable_metrics_collection()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()
.await;

- WFE API FHHERR , F28 GERAM AWS Rust B SDK API &) H 1
DisableMetricsCollection,.

EnableMetricsCollection

LT IEEFIE ROMER EnableMetricsCollection.

SDK for Rust

(® Note
GitHub LR EZ &, SKTEEH , I 7 HMMAE AWS EXFE PR FEFREM
1T,

let enable_metrics_collection = autoscaling
.enable_metrics_collection()
.auto_scaling_group_name(auto_scaling_group_name.as_str())
.granularity("1Minute")
.set_metrics(Some(vec![
String::from("GroupMinSize"),
String::from("GroupMaxSize"),
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String::from("GroupDesiredCapacity"),
String::from("GroupInServiceInstances"),
String::from("GroupTotalInstances"),

1))
.send()
.await;

- WNE API B , F2H GERM AWS Rust B SDK API 22&) H i
EnableMetricsCollection,

SetDesiredCapacity

TR HE G R EA SetDesiredCapacity.

SDK for Rust

® Note
GitHub ERMHUEZ &SI, SRR , ¥ THIMAE AWS EXIREHI R FEHREM
1T,

pub async fn scale_desired_capacity(&self, capacity: i32) -> Result<(),
ScenarioError> {
// 7. SetDesiredCapacity: set desired capacity to 2.
// Wait for a second instance to launch.
let update_group = self
.autoscaling
.set_desired_capacity()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.desired_capacity(capacity)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failed to update group to desired capacity
({capacity}))").as_stx(),
&err,

));

e
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ok(())

- WE API SAEA , 520 GEARM AWS Rust B9 SDK APl 2 ) sy SetDesiredCapacity.

TerminateInstanceInAutoScalingGroup

TR GEFE R NAER TerminateInstanceInAutoScalingGroupo

SDK for Rust

GitHub L RMEZEHH, SHTEEH , I 7HENMAE AWS EXFEHHEFEPREM
1T o

pub async fn terminate_some_instance(&self) -> Result<(), ScenarioError> {

// Retrieve a list of instances in the auto scaling group.
let auto_scaling_group = self.get_group().await?;
let instances = auto_scaling_group.instances();
// O0r use other logic to find an instance to terminate.
let instance = instances.first();
if let Some(instance) = instance {
let instance_id = if let Some(instance_id) = instance.instance_id() {
instance_id
} else {
return Err(ScenarioError::with("Missing instance id"));
};
let termination = self
.ec2
.terminate_instances()
.instance_ids(instance_id)
.send()
.await;
if let Err(err) = termination {
Err(ScenarioError: :new(
"There was a problem terminating an instance",
&err,
))
} else {

e
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ok(())

}
} else {
Err(ScenarioError: :with("There was no instance to terminate"))

async fn get_group(&self) -> Result<AutoScalingGroup, ScenarioError> {
let describe_auto_scaling_groups = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())
.send()
.await;

if let Err(err) = describe_auto_scaling_groups {
return Err(ScenarioError: :new(

format!(
"Failed to get status of autoscaling group {}",
self.auto_scaling_group_name.clone()

)

.as_str(),

&err,

));

let describe_auto_scaling_groups_output =
describe_auto_scaling_groups.unwrap();

let auto_scaling_groups =
describe_auto_scaling_groups_output.auto_scaling_groups();

let auto_scaling_group = auto_scaling_groups.first();

if auto_scaling_group.is_none() {
return Err(ScenarioError::with(format!(
"Could not find autoscaling group {}",
self.auto_scaling_group_name.clone()

)));

Ok(auto_scaling_group.unwrap().clone())
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- WFE API FHENR , F2E (AR AWS Rust B SDK API 2&) Hi
TerminatelnstancelnAutoScalingGroup.

UpdateAutoScalingGroup
TR S5 R~ A UpdateAutoScalingGroup.
SDK for Rust

(® Note

GitHub L RMHE L& B, SHTBEH , ¥ 7HENME AWS EXHEFIFEFERREMN
#iTo

async fn update_group(client: &Client, name: &str, size: i32) -> Result<(), Error> {
client
.update_auto_scaling_group()
.auto_scaling_group_name(name)
.max_size(size)
.send()
.await?;

println!("Updated AutoScaling group");

0k(())

- WE API FHHEF , 528 GEAR Rust WAWS SDK APl 2&) Hfy
UpdateAutoScalingGroup.

£ F§ SDK for Rust 89 Amazon Bedrock ¥4 17 HA &i {51

THREASEH REIAEHR AWS SDK for Rust ¥ 8 Amazon Bedrock $I1TEIREITEEREEE
BEH,

R R 18R R A L AR P Y S E R B SR B E A AWS FRIEHEERTER S EEBNREXTEH,
BEEMNEETEREEABNER , BUUEREFRINAEARTPRENATEIRNER.
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#[derive(Debug)]
#[allow(dead_code)]
struct InvokeToolResult(String, ToolResultBlock);
struct ToolUseScenario {
client: Client,
conversation: Vec<Message>,
system_prompt: SystemContentBlock,
tool_config: ToolConfiguration,

}

impl ToolUseScenario {
fn new(client: Client) -> Self {
let system_prompt = SystemContentBlock::Text(SYSTEM_PROMPT.into());
let tool_config = ToolConfiguration::buildexr()
.tools(Tool: :ToolSpec(
ToolSpecification: :buildex()
.name( TOOL_NAME)
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.description(TOOL_DESCRIPTION)
.input_schema(ToolInputSchema: :Json(make_tool_schema()))
Lbuild()
.unwrap(),

))

.build()

.unwrap();

ToolUseScenario {
client,
conversation: vec![],
system_prompt,
tool_config,

async fn run(&mut self) -> Result<(), ToolUseScenarioError> {
loop {
let input = get_input().await?;
if input.is_none() {

break;
}
let message = Message::builder()
.role(User)
.content(ContentBlock: :Text(input.unwrap()))
Lbuild()

.map_err(ToolUseScenarioError::from)?;
self.conversation.push(message);

let response = self.send_to_bedrock().await?;

self.process_model_response(response).await?;

0k(())

async fn send_to_bedrock(&mut self) -> Result<ConverseOutput,
ToolUseScenarioError> {
debug! ("Sending conversation to bedrock");
self.client
.converse()
.model_id(MODEL_ID)
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.set_messages(Some(self.conversation.clone()))
.system(self.system_prompt.clone())
.tool_config(self.tool_config.clone())

.send()

.await

.map_err(ToolUseScenarioError: :from)

async fn process_model_response(
&mut self,
mut response: ConverseQOutput,

) -> Result<(), ToolUseScenarioError> {
let mut iteration = 0;

while iteration < MAX_RECURSIONS {
iteration += 1;
let message = if let Some(ref output) = response.output {
if output.is_message() {
Ok (output.as_message().unwrap().clone())
} else {
Err(ToolUseScenarioError(
"Converse OQutput is not a message".into(),
))

}
} else {
Err(ToolUseScenarioError("Missing Converse Output".into()))

b
self.conversation.push(message.clone());

match response.stop_reason {

StopReason: :ToolUse => {
response = self.handle_tool_use(&message).await?;

}

StopReason: :EndTurn => {
print_model_response(&message.content[0])?;
return 0k(());

}

_=>0),

Err(ToolUseScenarioError(
"Exceeded MAX_ITERATIONS when calling tools".into(),

=4
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)

async fn handle_tool_use(
&mut self,
message: &Message,

) -> Result<ConverseOutput, ToolUseScenarioError> {
let mut tool_results: Vec<ContentBlock> = vec![];

for block in &message.content {
match block {
ContentBlock: :Text(_) => print_model_response(block)?,
ContentBlock: :ToolUse(tool) => {
let tool_response = self.invoke_tool(tool).await?;
tool_results.push(ContentBlock: :ToolResult(tool_response.l));

}
_=>0),
I
}
let message = Message::builder()
.role(User)
.set_content(Some(tool_results))
.build()?;

self.conversation.push(message);

self.send_to_bedrock().await

async fn invoke_tool(

&mut self,

tool: &ToolUseBlock,
) -> Result<InvokeToolResult, ToolUseScenarioError> {

match tool.name() {

TOOL_NAME => {
println!(
"\x1b[0@;90mExecuting tool: {TOOL_NAME} with input: {:?}...

\x1b[@m",
tool.input()
I
let content = fetch_weather_data(tool).await?;
println!(

"\x1b[@;90mTool responded with {:?}\x1b[@m",
content.content()
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);
Ok(InvokeToolResult(tool.tool_use_id.clone(), content))

}

_ => Err(ToolUseScenarioError(format!(
"The requested tool with name {} does not exist",
tool.name()

))),

#[tokio::main]
async fn main() {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let mut scenario = ToolUseScenario::new(client);

header();
if let Err(err) = scenario.run().await {
println!("There was an error running the scenario! {}", err.0)

}
footer();

REFEANRRIE, HETHERTERE  WEFEE , LUK Open-Meteo API £/ HEIKR
&¥,

const ENDPOINT: &str = "https://api.open-meteo.com/vl/forecast";
async fn fetch_weather_data(
tool_use: &ToolUseBlock,
) -> Result<ToolResultBlock, ToolUseScenarioError> {
let input = tool_use.input();
let latitude = input
.as_object()
.unwrap()
.get("latitude")
.unwrap()
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{e:

{e:

{e:

.as_string()
.unwrap();

let longitude = input
.as_object()
.unwrap()
.get("longitude")
.unwrap()
.as_string()
.unwrap();

let params = [
("latitude", latitude),
("longitude", longitude),
("current_weather", "true"),

iy
debug!("Calling {ENDPOINT} with {params:?}");

let response = reqwest::Client::new()

.get (ENDPOINT)

.query(&params)

.send()

.await

.map_err(|e| ToolUseScenarioError(format!("Error requesting weather:
?3")))?

.error_for_status()

.map_err(|e| ToolUseScenarioError(format!("Failed to request weather:

?2}")))?;
debug! ("Response: {response:?}");

let bytes = response
.bytes()
.await
.map_err(|e| ToolUseScenarioError(format!("Error reading response:

?}")))7;

let result = String::from_utf8(bytes.to_vec())
.map_err(|_| ToolUseScenarioError("Response was not utf8".into()))?;

Ok(ToolResultBlock: :buildexr()
.tool_use_id(tool_use.tool_use_id())
.content(ToolResultContentBlock: :Text(result))
.build()?)

=4
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HENFARABTERR NAEN,

&II

fn print_model_response(block: &ContentBlock) -> Result<(), ToolUseScenarioError> {
if block.is_text() {
let text = block.as_text().unwrap();
println!("\x1b[@;90mThe model's response:\xlb[@m\n{text}");
0k(())
} else {
Err(ToolUseScenarioError(format!(
"Content block is not text ({block:?})"
)))

FEARRN, HERAAREXNER.
use std::{collections::HashMap, io::stdin};

use aws_config::BehaviorVersion;
use aws_sdk_bedrockruntime: :{
error: :{BuildError, SdkError},
operation::converse: :{ConverseError, ConverseOutput},
types::{
ContentBlock, ConversationRole::User, Message, StopReason,
SystemContentBlock, Tool,
ToolConfiguration, ToolInputSchema, ToolResultBlock, ToolResultContentBlock,
ToolSpecification, ToolUseBlock,
1,
Client,
};
use aws_smithy_runtime_api::http::Response;
use aws_smithy_types::Document;
use tracing: :debug;

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

const SYSTEM_PROMPT: &str = "You are a weather assistant that provides current
weather data for user-specified locations using only
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the Weather_Tool, which expects latitude and longitude. Infer the coordinates from
the location yourself.

If the user provides coordinates, infer the approximate location and refer to it in
your response.

To use the tool, you strictly apply the provided tool specification.

Explain your step-by-step process, and give brief updates before each step.
Only use the Weather_Tool for data. Never guess or make up information.

Repeat the tool use for subsequent requests if necessary.

If the tool errors, apologize, explain weather is unavailable, and suggest other
options.
- Report temperatures in °C (°F) and wind in km/h (mph). Keep weather reports
concise. Sparingly use

emojis where appropriate.
- Only respond to weather queries. Remind off-topic users of your purpose.
- Never claim to search online, access external data, or use tools besides
Weather_Tool.
- Complete the entire process until you have all required data before sending the
complete response.

LLE
’

// The maximum number of recursive calls allowed in the tool_use_demo function.
// This helps prevent infinite loops and potential performance issues.
const MAX_RECURSIONS: i8 = 5;

const TOOL_NAME: &str = "Weather_Tool";
const TOOL_DESCRIPTION: &str =
"Get the current weather for a given location, based on its WGS84 coordinates.";
fn make_tool_schema() -> Document {
Document: :0bject(HashMap::<String, Document>::from([
("type".into(), Document::String("object".into())),
(
"properties".into(),
Document: :0bject(HashMap: :from([
(
"latitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),
(
"description".into(),
Document: :String("Geographical WGS84 latitude of the
location.".into()),
),
1)),
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"longitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),

(
"description".into(),
Document: :String(
"Geographical WGS84 longitude of the
location.".into(),
),
),
1)),
),
1)),
),
(
"required".into(),
Document: :Array(vec![
Document::String("latitude".into()),
Document: :String("longitude".into()),
1,
),
1))
}
#[derive(Debug)]

struct ToolUseScenarioError(String);
impl std::fmt::Display for ToolUseScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Tool use error with '{}'. Reason: {}", MODEL_ID, self.0)

}

impl From<&str> for ToolUseScenarioError {
fn from(value: &str) -> Self {
ToolUseScenarioError(value.into())

}

impl From<BuildError> for ToolUseScenarioError {
fn from(value: BuildError) -> Self {
ToolUseScenarioError(value.to_string().clone())

}

impl From<SdkError<ConverseError, Response>> for ToolUseScenarioError {
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fn from(value: SdkError<ConverseError, Response>) -> Self {
ToolUseScenarioError(match value.as_service_error() {

Some(value) => value.meta().message().unwrap_or("Unknown").into(),
None => "Unknown".into(),

1)

- HWIE AP| SHHEF , 528 (EBAM AWS Rust B9 SDK APl 22 ) H1#§ Converse,

Anthropic Claude
Converse

T 52X RS R 85 an{a £ F Bedrock B9 Converse API |, X FHEE#EZE Anthropic Claude,

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7HEAMAE AWS EXHEHFFEPREM
1T o

5 F Bedrock #Y Converse API , #3X F A 2 &3iA E Anthropic Claude.

#[tokio: :main]
async fn main() -> Result<(), BedrockConverseError> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let response = client
.converse()
.model_id(MODEL_ID)
.messages(
Message: :builder()
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.role(ConversationRole: :User)
.content(ContentBlock: :Text(USER_MESSAGE.to_string()))
.build()
.map_err(|_| "failed to build message")?,
)
.send()
.await;

match response {

Ok(output) => {
let text = get_converse_output_text(output)?;
println!("{3}", text);
0k(())

}

Err(e) => Err(e
.as_service_error()
.map(BedrockConverseError: :from)
.unwrap_or_else(|| BedrockConverseError("Unknown service

error".into()))),

}

fn get_converse_output_text(output: ConverseOutput) -> Result<String,
BedrockConverseError> {
let text = output
.output()
.ok_or("no output")?
.as_message()
.map_err(|_| "output not a message")?
.content()
first()
.ok_or("no content in message")?
.as_text()
.map_err(|_| "content is not text")?
.to_string();
Ok(text)

EARAN, FRLOABRXNER,

use aws_config: :BehaviorVersion;
use aws_sdk_bedrockruntime: :{

Anthropic Claude
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operation::converse::{ConverseError, ConverseOutput},
types::{ContentBlock, ConversationRole, Message}l,
Client,

i

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

// Start a conversation with the user message.
const USER_MESSAGE: &str = "Describe the purpose of a 'hello world' program in one
line.";

#[derive(Debug)]
struct BedrockConverseError(String);
impl std::fmt::Display for BedrockConverseError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Can't invoke '{}'. Reason: {}", MODEL_ID, self.Q)

}
impl std::error::Error for BedrockConverseError {}
impl From<&str> for BedrockConverseError {
fn from(value: &str) -> Self {
BedrockConverseError(value.to_string())

}

impl From<&ConverseError> for BedrockConverseError {
fn from(value: &ConverseError) -> Self {
BedrockConverseError: :from(match value {
ConverseError: :ModelTimeoutException(_) => "Model took too long",
ConverseError: :ModelNotReadyException(_) => "Model is not ready",
_ => "Unknown",

1)

- W% AP| SHHIEF , 528 (EAR AWS Rust B9 SDK APl 2#£) fif§ Converse,

ConverseStream

THRRR IEEI 5] RE A £ A Bedrock B Converse API X S &% ZE Anthropic Claude , BN
BR[O EER,
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{# i Bedrock #9 ConverseStream API , # X F A EEIEZE Anthropic Claude I 8837 B & F 4.

#[tokio: :main]
async fn main() -> Result<(), BedrockConverseStreamError> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let response = client
.converse_stream()
.model_id(MODEL_ID)
.messages(

Message: :builder()
.role(ConversationRole: :User)
.content(ContentBlock: :Text(USER_MESSAGE.to_string()))
.build()

.map_err(|_| "failed to build message")?,
)
.send()
.await;

let mut stream = match response {
Ok(output) => Ok(output.stream),
Err(e) => Err(BedrockConverseStreamError: :from(
e.as_service_error().unwrap(),

),
}?;

loop {
let token = stream.recv().await;
match token {
Ok(Some(text)) => {
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let next = get_converse_output_text(text)?;
print!("{}", next);
0k(())

}

Ok(None) => break,

Err(e) => Err(e
.as_service_error()
.map(BedrockConverseStreamError: :from)
.unwrap_or(BedrockConverseStreamErroxr(

"Unknown error receiving stream".into(),
))),
}?

println!();

ok(())

fn get_converse_output_text(
output: ConverseStreamOutputType,
) -> Result<String, BedrockConverseStreamError> {
Ok(match output {
ConverseStreamOutputType: :ContentBlockDelta(event) => match event.delta() {

Some(delta) => delta.as_text().cloned().unwrap_or_else(|_| "".into()),
None => "".into(),

},

_ => ""_into(),

1)

EARAN, FRLOABRANER,

use aws_config: :BehaviorVersion;
use aws_sdk_bedrockruntime: :{
error::ProvideErrorMetadata,
operation::converse_stream::ConverseStreamError,
types::{
error: :ConverseStreamOutputError, ContentBlock, ConversationRole,
ConverseStreamOutput as ConverseStreamOutputType, Message,

}I
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Client,
13

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

// Start a conversation with the user message.
const USER_MESSAGE: &str = "Describe the purpose of a 'hello world' program in one
line.";

#[derive(Debug)]
struct BedrockConverseStreamError(String);
impl std::fmt::Display for BedrockConverseStreamError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Can't invoke '{}'. Reason: {}", MODEL_ID, self.Q)

}

impl std::error::Error for BedrockConverseStreamError {3}
impl From<&str> for BedrockConverseStreamError {
fn from(value: &str) -> Self {
BedrockConverseStreamError(value.into())

impl From<&ConverseStreamError> for BedrockConverseStreamError {
fn from(value: &ConverseStreamError) -> Self {
BedrockConverseStreamError(
match value {
ConverseStreamError: :ModelTimeoutException(_) => "Model took too

long",
ConverseStreamError: :ModelNotReadyException(_) => "Model is not
ready",
_ => "Unknown",
}
.into(),
)
}
}

impl From<&ConverseStreamOutputError> for BedrockConverseStreamError {
fn from(value: &ConverseStreamOutputError) -> Self {
match value {
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ConverseStreamOutputError::ValidationException(ve) =>
BedrockConverseStreamError(
ve.message().unwrap_or("Unknown ValidationException").into(),
),
ConverseStreamOutputError: :ThrottlingException(te) =>

BedrockConverseStreamError(
te.message().unwrap_or("Unknown ThrottlingException").into(),

),
value => BedrockConverseStreamError(
value
.message()
.unwrap_or("Unknown StreamOutput exception")
.into(),
),

- WIE AP|I B |, F2E GERAM AWS Rust B9 SDK API 2#) H#) ConverseStream,

22 : TEEE Converse API & &

THREXFEG rHENAERARER, EXX A RENERTER APIs cBEVHABNEE , LUK
TAIEARCENES, EEARABRE AP EED Al SN , UERBRERE @ ARHE
RFRREA

SDK for Rust
(® Note

GitHub L RRMEZEHH, SHTEEH , I 7HEAAE AWS EX 26 FFEPREM
1T o

TENTERMIMNEBELE, SSHFAEHAE. Amazon Bedrock Converse APl fl XK I B2 EiyL
5o

#[derive(Debug)]
#[allow(dead_code)]
struct InvokeToolResult(String, ToolResultBlock);
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struct ToolUseScenario {
client: Client,
conversation: Vec<Message>,
system_prompt: SystemContentBlock,
tool_config: ToolConfiguration,

impl ToolUseScenario {
fn new(client: Client) -> Self {
let system_prompt = SystemContentBlock::Text(SYSTEM_PROMPT.into());
let tool_config = ToolConfiguration::builder()
.tools(Tool: :ToolSpec(
ToolSpecification: :buildex()
.name( TOOL_NAME)
.description(TOOL_DESCRIPTION)
.input_schema(ToolInputSchema: :Json(make_tool_schema()))
.build()
.unwrap(),
))
.build()
.unwrap();

ToolUseScenario {
client,
conversation: vec![],
system_prompt,
tool_config,

async fn run(&mut self) -> Result<(), ToolUseScenarioError> {
loop {
let input = get_input().await?;
if input.is_none() {

break;
}
let message = Message::builder()
.role(User)
.content(ContentBlock: :Text(input.unwrap()))
Lbuild()

.map_err(ToolUseScenarioError::from)?;
self.conversation.push(message);
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let response = self.send_to_bedrock().await?;

self.process_model_response(response).await?;

0k(())

async fn send_to_bedrock(&mut self) -> Result<ConverseOutput,
ToolUseScenarioError> {

debug! ("Sending conversation to bedrock");

self.client
.converse()
.model_id(MODEL_ID)
.set_messages(Some(self.conversation.clone()))
.system(self.system_prompt.clone())
.tool_config(self.tool_config.clone())
.send()
.await
.map_err(ToolUseScenarioError: :from)

async fn process_model_response(
&mut self,
mut response: ConverseQOutput,

) -> Result<(), ToolUseScenarioError> {
let mut iteration = 0;

while iteration < MAX_RECURSIONS {
iteration += 1;
let message = if let Some(ref output) = response.output {
if output.is_message() {
Ok (output.as_message().unwrap().clone())
} else {
Err(ToolUseScenarioError(
"Converse OQutput is not a message".into(),
))
}
} else {
Err(ToolUseScenarioError("Missing Converse Output".into()))

}?;

self.conversation.push(message.clone());
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match response.stop_reason {

StopReason: :ToolUse => {
response = self.handle_tool_use(&message).await?;

}

StopReason: :EndTurn => {
print_model_response(&message.content[0])?;
return 0k(());

}

_=>0),

Err(ToolUseScenarioError(
"Exceeded MAX_ITERATIONS when calling tools".into(),

)

async fn handle_tool_use(
&mut self,
message: &Message,

) -> Result<ConverseOutput, ToolUseScenarioError> {
let mut tool_results: Vec<ContentBlock> = vec![];

for block in &message.content {
match block {
ContentBlock: :Text(_) => print_model_response(block)?,
ContentBlock: :ToolUse(tool) => {
let tool_response = self.invoke_tool(tool).await?;
tool_results.push(ContentBlock: :ToolResult(tool_response.l));

}
_=>0),
I
}
let message = Message::builder()
.role(User)
.set_content(Some(tool_results))
.build()?;

self.conversation.push(message);

self.send_to_bedrock().await

async fn invoke_tool(
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&mut self,
tool: &ToolUseBlock,
) -> Result<InvokeToolResult, ToolUseScenarioError> {
match tool.name() {
TOOL_NAME => {
println!(

"\x1b[@;90mExecuting tool: {TOOL_NAME} with input: {:?}...

\x1b[@m",

tool.input()

I

let content = fetch_weather_data(tool).await?;

println!(
"\x1b[@;90mTool responded with {:?}\x1b[@m",
content.content()

);

Ok(InvokeToolResult(tool.tool_use_id.clone(), content))

_ => Err(ToolUseScenarioError(format!(
"The requested tool with name {} does not exist",
tool.name()

))),

#[tokio::main]
async fn main() {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let mut scenario = ToolUseScenario::new(client);

header();
if let Err(err) = scenario.run().await {
println!("There was an error running the scenario! {}", err.0)

}
footer();
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TEFERANKRIE, IECSHBERTERE , WEEEE , LI Open-Meteo API £ HEUKR
&8,

const ENDPOINT: &str = "https://api.open-meteo.com/vl/forecast";
async fn fetch_weather_data(
tool_use: &ToolUseBlock,
) -> Result<ToolResultBlock, ToolUseScenarioError> {
let input = tool_use.input();
let latitude = input
.as_object()
.unwrap()
.get("latitude")
.unwrap()
.as_string()
.unwrap();

let longitude = input
.as_object()
.unwrap()
.get("longitude")
.unwrap()
.as_string()
.unwrap();

let params = [
("latitude", latitude),
("longitude", longitude),
("current_weather", "true"),

IE
debug!("Calling {ENDPOINT} with {params:?}");

let response = reqwest::Client::new()
.get (ENDPOINT)
.query(&params)
.send()
.await
.map_err(|e| ToolUseScenarioError(format!("Error requesting weather:
{e:?}")))?
.error_for_status()
.map_err(|e| ToolUseScenarioError(format!("Failed to request weather:

{e:?}")))?;

debug! ("Response: {response:?}");
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let bytes = response
.bytes()
.await
.map_err(|e| ToolUseScenarioError(format!("Error reading response:

{e:?3")))7;

let result = String::from_utf8(bytes.to_vec())
.map_err(|_| ToolUseScenarioError("Response was not utf8".into()))?;

Ok(ToolResultBlock: :buildexr()
.tool_use_id(tool_use.tool_use_id())
.content(ToolResultContentBlock: :Text(result))
.build()?)

FIENARRBERN 2 AER.

fn print_model_response(block: &ContentBlock) -> Result<(), ToolUseScenarioError> {
if block.is_text() {
let text = block.as_text().unwrap();
println!("\x1b[0;90mThe model's response:\xlb[@m\n{text}");
0k(())
} else {
Err(ToolUseScenarioError(format!(
"Content block is not text ({block:?})"

)))

FEARRN, HERAAREXNER.
use std::{collections::HashMap, io::stdin};

use aws_config::BehaviorVersion;
use aws_sdk_bedrockruntime: :{
error: :{BuildError, SdkError},
operation::converse: :{ConverseError, ConverseOutput},
types::{
ContentBlock, ConversationRole::User, Message, StopReason,
SystemContentBlock, Tool,
ToolConfiguration, ToolInputSchema, ToolResultBlock, ToolResultContentBlock,
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ToolSpecification, ToolUseBlock,
.
Client,
i
use aws_smithy_runtime_api::http::Response;
use aws_smithy_types::Document;
use tracing: :debug;

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

const SYSTEM_PROMPT: &str = "You are a weather assistant that provides current
weather data for user-specified locations using only

the Weather_Tool, which expects latitude and longitude. Infer the coordinates from
the location yourself.

If the user provides coordinates, infer the approximate location and refer to it in
your response.

To use the tool, you strictly apply the provided tool specification.

- Explain your step-by-step process, and give brief updates before each step.
- Only use the Weather_Tool for data. Never guess or make up information.
- Repeat the tool use for subsequent requests if necessary.
- If the tool errors, apologize, explain weather is unavailable, and suggest other
options.
- Report temperatures in °C (°F) and wind in km/h (mph). Keep weather reports
concise. Sparingly use

emojis where appropriate.
- Only respond to weather queries. Remind off-topic users of your purpose.
- Never claim to search online, access external data, or use tools besides
Weather_Tool.
- Complete the entire process until you have all required data before sending the
complete response.

LLE
’

// The maximum number of recursive calls allowed in the tool_use_demo function.
// This helps prevent infinite loops and potential performance issues.
const MAX_RECURSIONS: i8 = 5;

const TOOL_NAME: &str = "Weather_Tool";
const TOOL_DESCRIPTION: &str =

"Get the current weather for a given location, based on its WGS84 coordinates.";
fn make_tool_schema() -> Document {

Document: :0bject(HashMap::<String, Document>::from([
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("type".into(), Document::String("object".into())),
(
"properties".into(),
Document: :0bject(HashMap: :from([
(
"latitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),
(
"description".into(),
Document: :String("Geographical WGS84 latitude of the
location.".into()),
),
1)),

"longitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),

(
"description".into(),
Document: :String(
"Geographical WGS84 longitude of the
location.".into(),
),
),
1)),
),
1)),
),
(
"required".into(),
Document: :Array(vec![
Document::String("latitude".into()),
Document: :String("longitude".into()),
1,
),
1))
}
#[derive(Debug)]

struct ToolUseScenarioError(String);
impl std::fmt::Display for ToolUseScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
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write!(f, "Tool use error with '{}'. Reason: {}", MODEL_ID, self.0)
}
}

impl From<&str> for ToolUseScenarioError {
fn from(value: &str) -> Self {
ToolUseScenarioError(value.into())
}
}

impl From<BuildError> for ToolUseScenarioError {
fn from(value: BuildError) -> Self {
ToolUseScenarioError(value.to_string().clone())
}
}

impl From<SdkError<ConverseError, Response>> for ToolUseScenarioError {
fn from(value: SdkError<ConverseError, Response>) -> Self {
ToolUseScenarioError(match value.as_service_error() {
Some(value) => value.meta().message().unwrap_or("Unknown").into(),
None => "Unknown".into(),

1)

.« WE API FiE

illll

EH2B GEAR AWS Rust B SDK API 22) iy Converse,

{# F SDK for Rust B9 Amazon Bedrock Agents 1T A &8 i

THREX TS F RE a{a A AWS SDK for Rust ¥& Amazon Bedrock Agents #4178 2R 11T BN {EF
BEEREM,

Actions RAHEEBANEXNBRE  LEAEATHHT, BHABDFESEHFENAFLERRBEHS , B
LA UEEABERTERTRARPHNEF,

BSESHNBIS TR FHEXNRNES , EUUEEPRIDMERNRPRENAITERBER.

£
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BEF

InvokeAgent
DTGB~ AEA InvokeAgent,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIMAE AWS EXIHEHHI R FEHREM
1T,

use aws_config::{BehaviorVersion, SdkConfig};
use aws_sdk_bedrockagentruntime: : {
self as bedrockagentruntime,
types::{error: :ResponseStreamError, ResponseStream},
};
#[allow(unused_imports)]
use mockall: :automock;

const BEDROCK_AGENT_ID: &str = "AJBHXXILZN";
const BEDROCK_AGENT_ALIAS_ID: &str = "AVKP1ITZAA";
const BEDROCK_AGENT_REGION: &str = "us-east-1";

#[cfg(not(test))]

pub use EventReceiverImpl as EventReceiver;
#[cfg(test)]

pub use MockEventReceiverImpl as EventReceiver;

pub struct EventReceiverImpl {
inner: aws_sdk_bedrockagentruntime: :primitives::event_stream::EventReceiver<
ResponseStream,
ResponseStreamError,

#[cfg_attr(test, automock)]
impl EventReceiverImpl {
#[allow(dead_code)]
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pub fn new(
inner: aws_sdk_bedrockagentruntime::primitives::event_stream::EventReceiver<
ResponseStream,

ResponseStreamError,
>

’

) -> Self {
Self { inner }

pub async fn recv(
&mut self,
) -> Result<
Option<ResponseStream>,
aws_sdk_bedrockagentruntime: :error: :SdkError<
ResponseStreamError,
aws_smithy_types::event_stream: :RawMessage,

> {

self.inner.recv().await

#[tokio: :main]
async fn main() -> Result<(), Box<bedrockagentruntime::Error>> {
let result = invoke_bedrock_agent("I need help.".to_string(),
"123".to_string()).await?;
println!("{}", result);
0k(())

async fn invoke_bedrock_agent(
prompt: String,
session_id: String,
) -> Result<String, bedrockagentruntime::Error> {
let sdk_config: SdkConfig = aws_config::defaults(BehaviorVersion::latest())
.region(BEDROCK_AGENT_REGION)
.load()
.await;
let bedrock_client = bedrockagentruntime::Client::new(&sdk_config);

let command_builder = bedrock_client
.invoke_agent()
.agent_id(BEDROCK_AGENT_ID)
.agent_alias_id(BEDROCK_AGENT_ALIAS_ID)

e
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.session_id(session_id)
.input_text(prompt);

let response = command_builder.send().await?;
let response_stream = response.completion;
let event_receiver = EventReceiver::new(response_stream);

process_agent_response_stream(event_receiver).await

async fn process_agent_response_stream(
mut event_receiver: EventReceiver,

) -> Result<String, bedrockagentruntime::Error> {
let mut full_agent_text_response = String::new();

while let Some(event_result) = event_receiver.recv().await? {
match event_result {
ResponseStream: :Chunk(chunk) => {
if let Some(bytes) = chunk.bytes {
match String::from_utf8(bytes.into_inner()) {
Ok(text_chunk) => {
full_agent_text_response.push_str(&text_chunk);

}
Err(e) => {
eprintln! ("UTF-8 decoding error for chunk: {}", e);
}
}
}
}
_=>{
panic!("received an unhandled event type from Bedrock stream",);
}
}
}
Ok(full_agent_text_response)
}
#[cfg(test)]
mod test {

use super::*;
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#[tokio: :test]
async fn test_process_agent_response_stream() {
let mut mock = MockEventReceiverImpl::default();
mock.expect_recv().times(1).returning(|| {
Ok (Some (
aws_sdk_bedrockagentruntime: :types: :ResponseStream: : Chunk(
aws_sdk_bedrockagentruntime: :types: :PayloadPart: :builder()
.set_bytes(Some(aws_smithy_types::Blob::new(vec![
116, 101, 115, 116, 32, 99, 111, 109, 112, 108, 101,
116, 105, 111, 110,
D))
.build(),
),
))
1);

// end the stream
mock .expect_recv().times(1l).returning(|| Ok(None));

let response = process_agent_response_stream(mock).await.unwrap();

assert_eq!("test completion", response);

}

#[tokio: :test]

#[should_panic(expected = "received an unhandled event type from Bedrock
stream")]

async fn test_process_agent_response_stream_error() {
let mut mock = MockEventReceiverImpl::default();
mock.expect_recv().times(1).returning(|| {
Ok (Some (
aws_sdk_bedrockagentruntime: :types: :ResponseStream: :Trace(

aws_sdk_bedrockagentruntime: :types::TracePart::builder().build(),

)I
))
1)

let _ = process_agent_response_stream(mock).await.unwrap();

- W% API FEMEF , 2B GERAM AWS Rust B SDK APl 8% ) F# InvokeAgent.
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£ SDK for Rust B9 Amazon Cognito & 712 it & &/l

THRXBEF REMMFER AWS SDK for Rust #& Amazon Cognito Identity Provider 3R 1T E1{E
MEBEERRH,

Actions RAEEBANBEABRE , LEAERABTFHT, BABFSEHFEWMFUHMERRFEHE , B
AL EEMBERRTETARTTNEF.

BES/NBILE TR FREXNRNES , EUUEEPRIDNMERNRTPREMNAITERBER.

TH
- BifE

B

ListUsexPools

TR BEFIE R NMER ListUserPools,

SDK for Rust

(® Note

GitHub L RRHEZEHH, SHTEEH , I 7HEAMAE AWS EX L6 FFEPREM
#}1To

async fn show_pools(client: &Client) -> Result<(), Error> {
let response = client.list_user_pools().max_results(10).send().await?;
let pools = response.user_pools();
println!("User pools:");
for pool in pools {

println!(" 1ID: {3", pool.id().unwrap_or_default());
println!(" Name: {3}", pool.name().unwrap_or_default());
println!(" Lambda Config: {:?}", pool.lambda_config().unwrap());
println!(

" Last modified: {3",
pool.last_modified_date().unwrap().to_chrono_utc()?

);
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println!(
Creation date: {:?3}",
pool.creation_date().unwrap().to_chrono_utc()
I
println!();

}

println!("Next token: {}", response.next_token().unwrap_or_default());

ok(())

« INEE AP| SHHIE A |, 5528 (AWS SDK for Rust APl 2% ) fify ListUserPools,

f# A SDK for Rust B9 Amazon Cognito Sync &34l

TR B REMAIERA AWS SDK for Rust #& Amazon Cognito Sync REITEMEFMBEHREER
=61,

Actions R AHEEBANEXNBRE  LEAEATHHT, BHABDFESEHFENAFLERRBEHS , B
LA LEEABERFTERTRARPHNEMF,

SEEFASLETRRBEXBNES , AAUERLPRIDTERRPRENATEIBNOET.
£
* BfF

Bk
ListIdentityPoolUsage
DTGB R NAEA ListIdentityPoolUsage,

SDK for Rust

(® Note
GitHub EIRHEZ &6, SHTREH , I THMME AWS EXHEFIFHFEHREM
H1To
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FMBABER

async fn show_pools(client: &Client) -> Result<(), Error> {
let response = client
.list_identity_pool_usage()
.max_results(10)
.send()
.await?;

let pools = response.identity_pool_usages();
println!("Identity pools:");

for pool in pools {

println!(
" Identity pool ID: {1",
pool.identity_pool_id().unwrap_or_default()
);
println!(
" Data storage: {1",
pool.data_storage().unwrap_or_default()
);
println!(
" Sync sessions count: {}",
pool.sync_sessions_count().unwrap_or_default()
);
println!(
" Last modified: {1",
pool.last_modified_date().unwrap().to_chrono_utc()?
);

println!();

println!("Next token: {}", response.next_token().unwrap_or_default());

0k(())
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Actions R AHEEBAMNEXNBRER  LEAEATHHT, BHABFESEHFENAFLERRBEHS , B
LU UEEABERTERTRARPHNEIF,

BESHNBIS TR FAEXNRES , EUUEEPRIDAERNRPREMPITENBHE R,

BEF

PutRecordBatch

UTEASEFERUNMER PutRecordBatch,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIAE AWS EXIHEHI R FEHREM
1T,

async fn put_record_batch(
client: &Client,
stream: &str,
data: Vec<Record>,
) -> Result<PutRecordBatchOutput, SdkError<PutRecordBatchError>> {
client
.put_record_batch()
.delivery_stream_name(stream)
.set_records(Some(data))
.send()
.await

. W AP SHHEF , 528 (EAM AWS Rust B SDK APl 2% ) di#y PutRecordBatch,
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£ SDK for Rust B9 Amazon DocumentDB £ 45l

T 572X iS5 &3 5 ‘&8 an{a] 5 - AWS SDK for Rust ¥ 8 Amazon DocumentDB REITEMEFEEE R
=41,

BESHNBIS TR FARENBAESRS , EUUEEPRIDAEANRPREMAITENBAE R,

ES -]
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#E{rl R 2= 2L

f£ A Amazon DocumentDB &3 &4 8 A Lambda B

TH R IFEFRE N E/E Lambda BB , LAWK DocumentDB B F SR iRiZ NG HFFTEENE
%, BEEEHEE DocumentDB A FH I E TLERNS,

SDK for Rust

(® Note
GitHub FIRHE L&A, SHTREM , I 7 B UAEEARFHHIRFEHRENS
1T,

£/ Rust ¥ Lambda 8 Amazon DocumentDB £,

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event: :documentdb: : {DocumentDbEvent, DocumentDbInnerEvent},

};

// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmtll] }
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//aws_lambda_events = "0.15.0"
async fn function_handler(event: LambdaEvent<DocumentDbEvent>) ->Result<(), Error> {

tracing::info!("Event Source ARN: {:?}", event.payload.event_source_arn);
tracing::info!("Event Source: {:?}", event.payload.event_source);

let records = &event.payload.events;

if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_document_db_event(record);

tracing::info!("Document db records processed");

// Prepare the response

0k(())

fn log_document_db_event(record: &DocumentDbInnerEvent)-> Result<(), Error>{
tracing::info!("Change Event: {:?}", record.event);

ok(())

#[tokio: :main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

ok(())
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}

{#/ SDK for Rust 8 DynamoDB #i5l

THRNBEFIRE AR AWS SDK for Rust # & DynamoDB R#TEMERBEEE REHI.

Actions RAHEEANEXNBREE  LEAEATHHT, HABFESEHFENAFLERRBEHS , B
LU UEEEBIRERFTEFTRARPHNEF,

R R [ 18R R A L AR P Y ZE R B SR B E A AWS RIS RER G EEBNREXTEH,

AWS HEERIZHZEBBATE M MERBAVES AWS, FERMUEREER  FEAEGRTFEPR
caliok: T

BES/HNBIES TR FHRENRNES , EUUEEPRIDNMERNRPRENAITERBER.
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CreateTable
AT BEHIERMNMER CreateTable,

SDK for Rust

@ Note
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pub async fn create_table(
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client: &Client,
table: &str,
key: &str,
) -> Result<CreateTableOutput, Error> {
let a_name: String = key.into();
let table_name: String = table.into();

let ad = AttributeDefinition::builder()
.attribute_name(&a_name)
.attribute_type(ScalarAttributeType::S)
.build()
.map_err(Error::BuildError)?;

let ks = KeySchemaElement::builder()
.attribute_name(&a_name)
.key_type(KeyType: :Hash)
.build()
.map_err(Error::BuildError)?;

let create_table_response = client
.create_table()
.table_name(table_name)
.key_schema(ks)
.attribute_definitions(ad)
.billing_mode(BillingMode: :PayPerRequest)
.send()
.await;

match create_table_response {

Ok(out) => {
println!("Added table {} with key {}", table, key);
Ok (out)

}

Err(e) => {
eprintln!("Got an error creating table:");
eprintln!("{}", e);
Err(Error: :unhandled(e))

« WFE API FFEAEA |
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Deleteltem

AT IBEEHIERNMA{ER Deleteltem,

SDK for Rust
® Note
GitHub IR E 2 &6, SHTEEH , X 7 HEINMAIE AWS 722 15 6l 7 7 E h R ERM
#1To

pub async fn delete_item(
client: &Client,
table: &str,
key: &str,
value: &str,
) -> Result<DeleteItemOutput, Error> {
match client
.delete_item()
.table_name(table)
.key(key, AttributeValue::S(value.into()))
.send()
.await

Ok(out) => {
println!("Deleted item from table");

Ok(out)
}

Err(e) => Err(Error::unhandled(e)),

« WE APl WEHEEA |, 528 GERAM Rust WAWS SDK API 22£) i Deleteltems,

DeleteTable
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pub async fn delete_table(client: &Client, table: &str) -> Result<DeleteTableOutput,
Error> {

let resp = client.delete_table().table_name(table).send().await;

match resp {

Ok(out) => {
println!("Deleted table");
Ok (out)

}

Err(e) => Err(Error::Unhandled(e.into())),

- W API VEFHER , F2E (EAR Rust WAWS SDK API 2%) H /) DeleteTable,

ListTables

DTFEXGESFERNAER ListTables,

SDK for Rust

(® Note

GitHub L RMHE L& B, SHTBEH , W 7HENME AWS EXFEFIFEFEPREMN
1T o

pub async fn list_tables(client: &Client) -> Result<Vec<String>, Error> {
let paginator = client.list_tables().into_paginator().items().send();
let table_names = paginator.collect::<Result<Vec<_>, _>>().await?;
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println!("Tables:");

for name in &table_names {
println!(" {3}", name);

}

println!("Found {} tables", table_names.len());
Ok(table_names)

HEENRREFE.

pub async fn table_exists(client: &Client, table: &str) -> Result<bool, Error> {
debug! ("Checking for table: {table}");
let table_list = client.list_tables().send().await;
match table_list {

Ok(list) => Ok(list.table_names().contains(&table.into())),
Err(e) => Err(e.into()),

- WE APl WEHHAEA |, 5528 (ERAM Rust WAWS SDK API 2#) fF# ListTables,

PutItem
TR SEGE R ER PutItem,

SDK for Rust

@ Note
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pub async fn add_item(client: &Client, item: Item, table: &String) ->
Result<ItemOut, Error> {
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let
let
let
let
let

let

user_av = AttributeValue::S(item.username);
type_av = AttributeValue::S(item.p_type);
age_av = AttributeValue::S(item.age);
first_av = AttributeValue::S(item.first);
last_av = AttributeValue::S(item.last);

request = client

.put_item()

.table_name(table)
.item("username", user_av)
.item("account_type", type_av)
.item("age", age_av)
.item("first_name", first_av)
.item("last_name", last_av);

println!("Executing request [{request:?}] to add item...");

let

let

let
let
let
let
let

resp = request.send().await?;
attributes = resp.attributes().unwrap();

username = attributes.get("username").cloned();
first_name = attributes.get("first_name").cloned();
last_name = attributes.get("last_name").cloned();
age = attributes.get("age").cloned();

p_type = attributes.get("p_type").cloned();

println!(

);

"Added user {:?3}, {:?} {:?}, age {:?} as {:?} user",
username, first_name, last_name, age, p_type

Ok(ItemOut {

1)

- WE AP WEFAE

p_type,
age,
username,
first_name,
last_name,

i“ll
s
¢
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SHREEEFORENESR.

pub async fn movies_in_year(
client: &Client,
table_name: &str,
year: ule,
) -> Result<Vec<Movie>, MovieError> {
let results = client
-query()
.table_name(table_name)
.key_condition_expression("#yr = :yyyy")
.expression_attribute_names("#yr", "year")
.expression_attribute_values(":yyyy", AttributeValue::N(year.to_string()))
.send()
.await?;

if let Some(items) = results.items {
let movies = items.iter().map(|v| v.into()).collect();
Ok(movies)

} else {
Ok(vec![1)

}

- WNFE API WWFEMER , F2E (ERAM Rust WAWS SDK APl %) fiyQuery,
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pub async fn list_items(client: &Client, table: &str, page_size: Option<i32>) ->
Result<(), Error> {
let page_size = page_size.unwrap_or(1l0);
let items: Result<Vec<_>, _> = client
.scan()
.table_name(table)
.limit(page_size)
.into_paginator()
.items()
.send()
.collect()
.await;

println!("Items in table (up to {page_size}):");
for item in items? {

println!("  {:?}", item);
X

0k(())

- WFE API EFMER , F2H GEAR Rust KWAWS SDK API 2% ) H#Scan.
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SDK for Rust

® Note
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#iTo

/// Lists your tables from a local DynamoDB instance by setting the SDK Config's
/// endpoint_url and test_credentials.
#[tokio: :main]
async fn main() {
tracing_subscriber::fmt::init();

let config = aws_config::defaults(aws_config::BehaviorVersion::latest())
.test_credentials()
// DynamoDB run locally uses port 8000 by default.
.endpoint_url("http://localhost:8000")
.load()
.await;

let dynamodb_local_config =

aws_sdk_dynamodb: :config: :Builder: :from(&config).build();

let client = aws_sdk_dynamodb::Client::from_conf(dynamodb_local_config);

let list_resp = client.list_tables().send().await;
match list_resp {
Ok(resp) => {
println!("Found {3} tables", resp.table_names().len());
for name in resp.table_names() {
println!(" {3}", name);

}
Err(err) => eprintln!("Failed to list local dynamodb tables: {err:?}"),
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async fn make_table(
client: &Client,
table: &str,
key: &str,
) -> Result<(), SdkError<CreateTableError>> {
let ad = AttributeDefinition: :buildexr()
.attribute_name(key)
.attribute_type(ScalarAttributeType::S)
.build()
.expect("creating AttributeDefinition");

let ks = KeySchemaElement: :builder()
.attribute_name(key)
.key_type(KeyType: :Hash)
.build()
.expect("creating KeySchemaElement");

match client
.create_table()
.table_name(table)
.key_schema(ks)
.attribute_definitions(ad)
.billing_mode(BillingMode: :PayPerRequest)

.send()
.await
{
Ok(_) => 0k(()),
Err(e) => Err(e),
}

async fn add_item(client: &Client, item: Item) -> Result<(),
SdkError<ExecuteStatementError>> {
match client
.execute_statement()
.statement(format!(
r#"INSERT INTO "{}" VALUE {{

Il{}ll: ?’
"acount_type": ?,
"age": ?,

"first_name": ?,
"last_name": ?

1} 4,
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item.table, item.key

))

.set_parameters(Some(vec![
AttributeValue::S(item.utype),
AttributeValue::S(item.age),
AttributeValue::S(item.first_name),
AttributeValue: :S(item.last_name),

1))
.send()
.await
{
Ok(_) => 0k(()),
Err(e) => Err(e),
}

async fn query_item(client: &Client, item: Item) -> bool {
match client
.execute_statement()
.statement(format!(
r#"SELECT * FROM "{}" WHERE "{}" = ?"#,
item.table, item.key

))
.set_parameters(Some(vec![AttributeValue::S(item.value)]))
.send()
.await
{
Ok(resp) => {
if lresp.items().is_empty() {
println!("Found a matching entry in the table:");
println!("{:?3}", resp.items.unwrap_or_default().pop());
true
} else {
println!("Did not find a match.");
false
}
}
Err(e) => {
println!("Got an error querying table:");
println!("{}", e);
process::exit(1);
}
}
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async fn remove_item(client: &Client, table: &str, key: &str, value: String) ->
Result<(), Error> {
client
.execute_statement()
.statement(format! (r#"DELETE FROM "{table}" WHERE "{keyl}" = ?"#))
.set_parameters(Some(vec![AttributeValue::S(value)]))
.send()
.await?;

println!("Deleted item.");

ok(())
}

async fn remove_table(client: &Client, table: &str) -> Result<(), Error> {
client.delete_table().table_name(table).send().await?;

ok(())

- WZE API HWEEAET , 55328 (GEARM Rust WAWS SDK APl 2#) H R ExecuteStatement,
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use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord},

};

// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmtll] }

//aws_lambda_events = "0.15.0"

async fn function_handler(event: LambdaEvent<Event>) ->Result<(), Error> {
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let records = &event.payload.records;
tracing::info!("event payload: {:?}",records);
if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_dynamo_dbrecord(record);

tracing::info!("Dynamo db records processed");

// Prepare the response

ok(())

fn log_dynamo_dbrecord(record: &EventRecord)-> Result<(), Error>{
tracing::info!("EventId: {3}", record.event_id);
tracing::info!("EventName: {}", record.event_name);
tracing::info!("DynamoDB Record: {:?}", record.change );

ok(())

#[tokio: :main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

ok(())
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£ DynamoDB & &S Lambda R #IXIE B KK
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£/ Rust ##f Lambda #& DynamoDB #tRIE B KB,

use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord, StreamRecord},
streams: : {DynamoDbBatchItemFailure, DynamoDbEventResponse},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Process the stream record
fn process_record(record: &EventRecord) -> Result<(), Error> {
let stream_record: &StreamRecord = &record.change;

// process your stream record here...
tracing::info!("Data: {:?}", stream_record);

ok(())

/// Main Lambda handler here...
async fn function_handler(event: LambdaEvent<Event>) ->
Result<DynamoDbEventResponse, Error> {
let mut response = DynamoDbEventResponse {
batch_item_failures: vec![],

i
let records = &event.payload.records;
if records.is_empty() {

tracing::info!("No records found. Exiting.");
return Ok(response);
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}

for record in records {
tracing::info!("EventId: {3}", record.event_id);

// Couldn't find a sequence number
if record.change.sequence_number.is_none() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: Some("".to_string()),

1)

return Ok(response);

// Process your record here...
if process_record(record).is_err() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: record.change.sequence_number.clone(),
18
/* Since we are working with streams, we can return the failed item
immediately.
Lambda will immediately begin to retry processing from this failed item
onwards. */
return Ok(response);

tracing::info!("Successfully processed {} record(s)", records.len());

Ok(response)

#[tokio::main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await
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async fn finish(client: &Client, id: &str) -> Result<(), Error> {
client
.complete_snapshot()
.changed_blocks_count(2)
.snapshot_id(id)
.send()
.await?;

println!("Snapshot ID {}", id);

println!("The state is 'completed' when all of the modified blocks have been
transferred to Amazon S3.");

println!("Use the get-snapshot-state code example to get the state of the
snapshot.");

0k(())

- WNE API SHHIEF , F28 GEAM AWS Rust 89 SDK APl £Z) H# CompleteSnapshot.
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async fn add_block(
client: &Client,
id: &str,
idx: usize,
block: Vec<u8>,
checksum: &str,
) -> Result<(), Error> {
client
.put_snapshot_block()
.snapshot_id(id)
.block_index(idx as i32)
.block_data(ByteStream::from(block))
.checksum(checksum)
.checksum_algorithm(ChecksumAlgorithm: :ChecksumAlgorithmSha256)
.data_length(EBS_BLOCK_SIZE as i32)
.send()
.await?;

0k(())

- HIEE AP| &
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StartSnapshot
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async fn start(client: &Client, description: &str) -> Result<String, Error> {
let snapshot = client
.start_snapshot()
.description(description)
.encrypted(false)
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.volume_size(1)
.send()
.await?;

Ok(snapshot.snapshot_id.unwrap())

- W12 API S¥AEF , 5528 (GBAM AWS Rust B SDK APl 2#) iy StartSnapshot,

£ SDK for Rust B9 Amazon EC2 il

THIEX S R & a6 A AWS SDK for Rust B Amazon EC2 R TEEMEEE REH,
EAXAB SRR TEEF] | 15 L EHI3R A M 1E R AT EREE,

Actions RAHEEBANENBREE  LEAEATHHT, HABFESEHFENAFLERRBEHS , B
LU UEEABERTEFTRARPHNEF,

BESFAMBILETERHEENBNES , FANEETRINAZEARPRENSTEABVET.
R ER

&4 Amazon EC2

TR REBUABILAER Amazon EC2.

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7HEAAE AWS EXHEHFFEPREM
#}1To

async fn show_security_groups(client: &aws_sdk_ec2::Client, group_ids: Vec<String>)
{
let response = client
.describe_security_groups()
.set_group_ids(Some(group_ids))
.send()
.await;
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match response {
Ok(output) => {
for group in output.security_groups() {
println!(

"Found Security Group {3} ({}), vpc id {} and description {}",
group.group_name().unwrap_or("unknown"),
group.group_id().unwrap_or("id-unknown"),
group.vpc_id().unwrap_oxr("vpcid-unknown"),
group.description().unwrap_oxr("(none)")

);

}
Err(err) => {
let err = err.into_service_error();
let meta = err.meta();
let message = meta.message().unwrap_or("unknown");
let code = meta.code().unwrap_or("unknown");
eprintln!("Error listing EC2 Security Groups: ({code}) {message}");

- W% API B , F28 (ERARM AWS Rust BY SDK API 2%) FRy
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EC2InstanceScenario BEF B SR TR B HIHVEEE,

//! Scenario that uses the AWS SDK for Rust (the SDK) with Amazon Elastic Compute

Cloud
//' (Amazon EC2) to do the following:
/7

//! * Create a key pair that is used to secure SSH communication between your
computer and

//! an EC2 instance.

//! * Create a security group that acts as a virtual firewall for your EC2 instances
to

//! control incoming and outgoing traffic.

//' * Find an Amazon Machine Image (AMI) and a compatible instance type.

//! * Create an instance that is created from the instance type and AMI you select,
and

//! is configured to use the security group and key pair created in this example.

//! * Stop and restart the instance.

//! * Create an Elastic IP address and associate it as a consistent IP address for
your instance.

//! * Connect to your instance with SSH, using both its public IP address and your
Elastic IP

//! address.

//' * Clean up all of the resources created by this example.

use std::net::Ipv4Addr;
use crate::{

ec2::{EC2Error, EC2},
getting_started::{key_pair::KeyPairManager, util::Util},
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ssm: :SSM,
13

use aws_sdk_ssm: :types: :Parameter;

use super::{

elastic_ip::ElasticIpManager, instance::InstanceManager,
security_group: :SecurityGroupManager,

util::ScenarioImage,

i

pub struct Ec2InstanceScenario {
ec2: EC2,
ssm: SSM,
util: Util,

key_pair_manager: KeyPairManager,
security_group_manager: SecurityGroupManager,
instance_manager: InstanceManager,
elastic_ip_manager: ElasticIpManager,

impl Ec2InstanceScenario {
pub fn new(ec2: EC2, ssm: SSM, util: Util) -> Self {
Ec2InstanceScenario {
ec2,
ssm,
util,
key_pair_manager: Default::default(),
security_group_manager: Default::default(),
instance_manager: Default::default(),
elastic_ip_manager: Default::default(),

pub async fn run(&mut self) -> Result<(), EC2Error> {
self.create_and_list_key_pairs().await?;
self.create_security_group().await?;
self.create_instance().await?;
self.stop_and_start_instance().await?;
self.associate_elastic_ip().await?;
self.stop_and_start_instance().await?;

ok(())
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/// 1. Creates an RSA key pair and saves its private key data as a .pem file in
secure

/// temporary storage. The private key data is deleted after the example
completes.

/// 2. Optionally, lists the first five key pairs for the current account.

pub async fn create_and_list_key_pairs(&mut self) -> Result<(), EC2Error> {

println!( "Let's create an RSA key pair that you can be use to securely

connect to your EC2 instance.");

let key_name = self.util.prompt_key_name()?;

self.key_pair_manager
.create(&self.ec2, &self.util, key_name)
.await?;

println!(

"Created a key pair {} and saved the private key to {:?}.",
self.key_pair_manager

.key_pair()

.key_name()

.ok_or_else(|| EC2Error::new("No key name after creating key"))?,
self.key_pair_manager

.key_file_path()

.ok_or_else(|| EC2Error::new('"No key file after creating key"))?

);

if self.util.should_list_key_pairs()? {
for pair in self.key_pair_manager.list(&self.ec2).await? {

println!(
"Found {:?} key {3} with fingerprint:\t{:?}",
pair.key_type(),
pair.key_name().unwrap_or("Unknown"),
pair.key_fingerprint()

);

0k(())

/// 1. Creates a security group for the default VPC.

/// 2. Adds an inbound rule to allow SSH. The SSH rule allows only

/// inbound traffic from the current computer’s public IPv4 address.
/// 3. Displays information about the security group.
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///

/// This function uses <http://checkip.amazonaws.com> to get the current public
IP

/// address of the computer that is running the example. This method works in
most

/// cases. However, depending on how your computer connects to the internet, you
/// might have to manually add your public IP address to the security group by
using
/// the AWS Management Console.
pub async fn create_security_group(&mut self) -> Result<(), EC2Error> {
println!("Let's create a security group to manage access to your
instance.");
let group_name = self.util.prompt_security_group_name()?;

self.security_group_manager
.create(
&self.ec2,
&group_name,
"Security group for example: get started with instances.",

)

.await?;

println!(
"Created security group {} in your default VPC {}.",
self.security_group_manager.group_name(),
self.security_group_manager
.vpc_id()
.unwrap_oxr (" (unknown vpc)")

);

let check_ip = self.util.do_get("https://checkip.amazonaws.com").await?;
let current_ip_address: Ipv4Addr = check_ip.trim().parse().map_err(|e| {
EC2Error: :new(format!(
"Failed to convert response {} to IP Address: {e:?}",
check_ip
))
1)7?;

println!("Your public IP address seems to be {current_ip_address}");
if self.util.should_add_to_security_group() {
match self
.security_group_manager
.authorize_ingress(&self.ec2, current_ip_address)
.await
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{
Ok(_) => println!("Security group rules updated"),
Err(err) => eprintln!("Couldn't update security group rules:
{err:?}"),
}
}
println!("{}", self.security_group_manager);
0k(())
}
/// 1. Gets a list of Amazon Linux 2 AMIs from AWS Systems Manager. Specifying
the
/// '/aws/service/ami-amazon-linux-latest' path returns only the latest AMIs.

/// 2. Gets and displays information about the available AMIs and lets you
select one.

/// 3. Gets a list of instance types that are compatible with the selected AMI
and

/// lets you select one.

/// 4. Creates an instance with the previously created key pair and security
group,

/// and the selected AMI and instance type.

/// 5. Waits for the instance to be running and then displays its information.

pub async fn create_instance(&mut self) -> Result<(), EC2Error> {

let ami = self.find_image().await?;

let instance_types = self

.ec?2

.list_instance_types(&ami.Q)

.await

.map_err(|e| e.add_message("Could not find instance types"))?;
println!(

"There are several instance types that support the {} architecture of

the image.",

ami.o
.architecture
.as_ref()
.ok_or_else(|| EC2Error::new(format!("Missing architecture in {:?}",
ami.Q)))?
I

let instance_type = self.util.select_instance_type(instance_types)?;

println!("Creating your instance and waiting for it to start...");
self.instance_manager
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.create(
&self.ec2,
ami.o
.image_id()
.ok_or_else(|| EC2Error::new("Could not find image ID"))?,
instance_type,
self.key_pair_manager.key_pair(),
self.security_group_manager
.security_group()
-map([sg| vec![sg])
.ok_or_else(|| EC2Error::new("Could not find security group"))?,
)
.await
.map_err(|e| e.add_message('"Scenario failed to create instance"))?;

while let Err(err) = self

.ec2
.wait_for_instance_ready(self.instance_manager.instance_id(), None)
.await
{
println!("{err}");
if lself.util.should_continue_waiting() {
return Err(err);
}
}

println!("Your instance is ready:\n{}", self.instance_manager);
self.display_ssh_info();

ok(())

async fn find_image(&mut self) -> Result<ScenarioImage, EC2Error> {

let params: Vec<Parameter> = self
.ssm
.list_path("/aws/service/ami-amazon-linux-latest")
.await
.map_err(|e| e.add_message("Could not find parameters for available

images"))?

.into_iter()
.filter(|param| param.name().is_some_and(|name| name.contains("amzn2")))
.collect();

let amzn2_images: Vec<ScenarioImage> = self
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.ec2

.list_images(params)

.await

.map_err(|e| e.add_message("Could not find images"))?

.into_iter()

.map(ScenarioImage: :from)

.collect();
println!("We will now create an instance from an Amazon Linux 2 AMI");
let ami = self.util.select_scenario_image(amzn2_images)?;
Ok(ami)

// 1. Stops the instance and waits for it to stop.

// 2. Starts the instance and waits for it to start.

// 3. Displays information about the instance.

// 4. Displays an SSH connection string. When an Elastic IP address is
associated

// with the instance, the IP address stays consistent when the instance stops

// and starts.

pub async fn stop_and_start_instance(&self) -> Result<(), EC2Error> {

println!("Let's stop and start your instance to see what changes.");

println!("Stopping your instance and waiting until it's stopped...");
self.instance_manager.stop(&self.ec2).await?;
println!("Your instance is stopped. Restarting...");

self.instance_manager.start(&self.ec2).await?;
println!("Your instance is running.");
println!("{}", self.instance_manager);
if self.elastic_ip_manager.public_ip() == "0.0.0.0" {
println!("Every time your instance is restarted, its public IP address
changes.");
} else {
println!(
"Because you have associated an Elastic IP with your instance, you
can connect by using a consistent IP address after the instance restarts."
);
}
self.display_ssh_info();
0k(())

/// 1. Allocates an Elastic IP address and associates it with the instance.

/// 2. Displays an SSH connection string that uses the Elastic IP address.

async fn associate_elastic_ip(&mut self) -> Result<(), EC2Error> {
self.elastic_ip_manager.allocate(&self.ec2).await?;
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println!(
"Allocated static Elastic IP address: {}",
self.elastic_ip_manager.public_ip()

);

self.elastic_ip_manager
.associate(&self.ec2, self.instance_manager.instance_id())
.await?;
println!("Associated your Elastic IP with your instance.");
println!("You can now use SSH to connect to your instance by using the
Elastic IP.");
self.display_ssh_info();
0k(())

/// Displays an SSH connection string that can be used to connect to a running
/// instance.
fn display_ssh_info(&self) {
let ip_addr = if self.elastic_ip_manager.has_allocation() {
self.elastic_ip_manager.public_ip()
} else {
self.instance_manager.instance_ip()
};
let key_file_path = self.key_pair_manager.key_file_path().unwrap();
println!("To connect, open another command prompt and run the following
command:");
println!("\nssh -i {} ec2-usere{ip_addr}\n", key_file_path.display());
let _ = self.util.enter_to_continue();

/// 1. Disassociate and delete the previously created Elastic IP.
/// 2. Terminate the previously created instance.
/// 3. Delete the previously created security group.
/// 4. Delete the previously created key pair.
pub async fn clean_up(self) {
println!("Let's clean everything up. This example created these
resources:");
println!(
"\tKey pair: {}",
self.key_pair_manager
.key_pair()
.key_name()
.unwrap_or("(unknown key pair)")

);
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println!(
"\tSecurity group: {}",
self.security_group_manager.group_name()

);
println!(
"\tInstance: {}",
self.instance_manager.instance_display_name()
);

if self.util.should_clean_resources() {

if let Err(err) = self.elastic_ip_manager.remove(&self.ec2).await {
eprintln! ("{erx}")

}

if let Err(err) = self.instance_manager.delete(&self.ec2).await {
eprintln!("{erx}")

}

if let Err(err) = self.security_group_manager.delete(&self.ec2).await {
eprintln! ("{err}");

}

if let Err(err) = self.key_pair_manager.delete(&self.ec2,

&self.util).await {

eprintln! ("{err}");

}
} else {
println!("0k, not cleaning up any resources!");
}
}
}
pub async fn run(mut scenario: Ec2InstanceScenario) {
println!
T ");
println!(

"Welcome to the Amazon Elastic Compute Cloud (Amazon EC2) get started with
instances demo."
)5

println!

if let Err(err) = scenario.run().await {
eprintln!("There was an error running the scenario: {err}")

println!
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scenario.clean_up().await;

println!("Thanks for running!");
println!

EC2Impl #F B M ARGN BBERE , HREE3%E EC2 SDK HY,

use std::{net::Ipv4Addr, time::Duration};

use aws_sdk_ec2::{
client::Waiters,
error: :ProvideErrorMetadata,
operation::{
allocate_address::AllocateAddressOutput,
associate_address: :AssociateAddressOutput,

3,
types::{
DomainType, Filter, Image, Instance, InstanceType, IpPermission, IpRange,
KeyPairInfo,
SecurityGroup, Tag,
}

Client as EC2Client,
};
use aws_sdk_ssm::types: :Parameter;
use aws_smithy_runtime_api::client::waiters::error::WaiterError;

#[cfg(test)]
use mockall: :automock;

#[cfg(not(test))]
pub use EC2Impl as EC2;

#[cfg(test)]
pub use MockEC2Impl as EC2;

#[derive(Clone)]
pub struct EC2Impl {
pub client: EC2Client,
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}

#[cfg_attr(test, automock)]
impl EC2Impl {
pub fn new(client: EC2Client) -> Self {
EC2Impl { client }

pub async fn create_key_pair(&self, name: String) -> Result<(KeyPairInfo,
String), EC2Error> {
tracing::info!("Creating key pair {name}");
let output = self.client.create_key_pair().key_name(name).send().await?;
let info = KeyPairInfo::buildex()
.set_key_name(output.key_name)
.set_key_fingerprint(output.key_fingerprint)
.set_key_pair_id(output.key_pair_id)
.build();
let material = output
.key_material
.ok_or_else(|| EC2Error::new("Create Key Pair has no key material"))?;
Ok((info, material))

pub async fn list_key_ pair(&self) -> Result<Vec<KeyPairInfo>, EC2Error> {
let output = self.client.describe_key_pairs().send().await?;
Ok(output.key_pairs.unwrap_or_default())

pub async fn delete_key_pair(&self, key_name: &str) -> Result<(), EC2Error> {
let key_name: String = key_name.into();
tracing::info!("Deleting key pair {key_name}");
self.client
.delete_key_pair()
.key_name(key_name)
.send()
.await?;

ok(())

pub async fn create_security_group(
&self,
name: &str,
description: &str,

) -> Result<SecurityGroup, EC2Error> {
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tracing::info!("Creating security group {name}");
let create_output = self

.client

.create_security_group()

.group_name(name)

.description(description)

.send()

.await

.map_err(EC2Error::from)?;

let group_id = create_output
.group_id
.ok_or_else(|| EC2Error::new("Missing security group id after
creation"))?;

let group = self
.describe_security_group(&group_id)
.await?
.ok_or_else(]|| {
EC2Error: :new(format!("Could not find security group with id
{group_id}"))
DS

tracing::info!("Created security group {name} as {group_id}");

Ok(group)

/// Find a single security group, by ID. Returns Err if multiple groups are

found.

pub async fn describe_security_group(

&self,
group_id: &str,

) -> Result<Option<SecurityGroup>, EC2Error> {
let group_id: String = group_id.into();
let describe_output = self

.client
.describe_security_groups()
.group_ids(&group_id)
.send()

.await?;

let mut groups = describe_output.security_groups.unwrap_or_default();
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match groups.len() {
® => 0k(None),
1 => Ok(Some(groups.remove(Q))),
=> Err(EC2Error: :new(format!(
"Expected single group for {group_id}"
))),

/// Add an ingress rule to a security group explicitly allowing IPv4 address
/// as {ip}/32 over TCP port 22.
pub async fn authorize_security_group_ssh_ingress(
&self,
group_id: &str,
ingress_ips: Vec<Ipv4Addr>,
) -> Result<(), EC2Error> {
tracing::info!("Authorizing ingress for security group {group_id}");
self.client
.authorize_security_group_ingress()
.group_id(group_id)
.set_ip_permissions(Some(
ingress_ips
.into_iter()
-map(|ip| {
IpPermission: :builderx()
.ip_protocol("tcp")
.from_port(22)
.to_port(22)
.ip_ranges(IpRange::builder().cidr_ip(format!
("{ip}/32")).build())

.build()
D)
.collect(),
))
.send()
.await?;
0k(())

pub async fn delete_security_group(&self, group_id: &str) -> Result<(),
EC2Error> {
tracing::info!("Deleting security group {group_id}");
self.client
.delete_security_group()

BRI 337



BERAR Rust B AWS SDK AR

.group_id(group_id)
.send()
.await?;

0k(())

pub async fn list_images(&self, ids: Vec<Parameter>) -> Result<Vec<Image>,
EC2Error> {

let image_ids = ids.into_iter().filter_map(|p| p.value).collect();

let output = self
.client
.describe_images()
.set_image_ids(Some(image_ids))
.send()
.await?;

let images = output.images.unwrap_or_default();
if images.is_empty() {

Err(EC2Error::new("No images for selected AMIs"))
} else {

Ok (images)

/// List instance types that match an image's architecture and are free tier
eligible.
pub async fn list_instance_types(&self, image: &Image) ->
Result<Vec<InstanceType>, EC2Error> {
let architecture = format!(
{3,
image.architecture().ok_or_else(|| EC2Error::new(format!(
"Image {:?} does not have a listed architecture",
image.image_id()

)))?

let free_tier_eligible_filter = Filter::buildex()
.name("free-tier-eligible")
.values("false")
.build();

let supported_architecture_filter = Filter::buildex()
.name("processor-info.supported-architecture")
.values(architecture)
.build();

let response = self
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.client

.describe_instance_types()
.filters(free_tier_eligible_filter)
.filters(supported_architecture_filter)
.send()

.await?;

Ok(response
.instance_types
.unwrap_or_default()
.into_iter()
filter_map(|iti| iti.instance_type)
.collect())

pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1l)
.send()
.await?;
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if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[@].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::builder()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

tracing::info!("Instance is created.");

Ok(instance_id.to_string())

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
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"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()

)),

_ => EC2Error::from(err),
1)7?;
0k(())

pub async fn describe_instance(&self, instance_id: &str) -> Result<Instance,

EC2Error> {

let response = self
.client
.describe_instances()
.instance_ids(instance_id)
.send()
.await?;

let instance = response

.reservations()

first()

.ok_or_else(|| EC2Error::new(format!("No instance reservations for
{instance_id}")))?

.instances()

first()

.ok_or_else(]|| {

EC2Error::new(format!("No instances in reservation for

{instance_id}"))

17;

Ok(instance.clone())

pub async fn start_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Starting instance {instance_id}");

self.client
.start_instances()
.instance_ids(instance_id)
.send()
.await?;

tracing::info!("Started instance.");

ok(())
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}

pub async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Stopping instance {instance_id}");

self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;

self.wait_for_instance_stopped(instance_id, None).await?;
tracing::info!("Stopped instance.");

0k(())

pub async fn reboot_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Rebooting instance {instance_id}");

self.client
.reboot_instances()
.instance_ids(instance_id)
.send()
.await?;

0k(())

pub async fn wait_for_instance_stopped(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_stopped()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to stop.",
exceeded.max_wait().as_secs(),
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)),

_ => EC2Error::from(err),
1)7?;
0k(())

pub async fn delete_instance(&self, instance_id: &str) -> Result<(), EC2Error> {

tracing::info!("Deleting instance with id {instance_id}");
self.stop_instance(instance_id).await?;
self.client

.terminate_instances()

.instance_ids(instance_id)

.send()

.await?;
self.wait_for_instance_terminated(instance_id).await?;
tracing::info!("Terminated instance with id {instance_id}");

ok(())

async fn wait_for_instance_terminated(&self, instance_id: &str) -> Result<(),
EC2Error> {
self.client
.wait_until_instance_terminated()
.instance_ids(instance_id)
.wait(Duration::from_secs(60))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to terminate.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
1)?;
0k(())

pub async fn allocate_ip_address(&self) -> Result<AllocateAddressOutput,
EC2Error> {

self.client
.allocate_address()
.domain(DomainType: :Vpc)
.send()
.await
.map_err(EC2Error::from)
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}

pub async fn deallocate_ip_address(&self, allocation_id: &str) -> Result<(),
EC2Error> {
self.client
.release_address()
.allocation_id(allocation_id)
.send()
.await?;

0k(())

pub async fn associate_ip_address(
&self,
allocation_id: &str,
instance_id: &str,
) -> Result<AssociateAddressOutput, EC2Error> {
let response = self
.client
.associate_address()
.allocation_id(allocation_id)
.instance_id(instance_id)
.send()
.await?;
Ok(response)

pub async fn disassociate_ip_address(&self, association_id: &str) -> Result<(),
EC2Error> {
self.client
.disassociate_address()
.association_id(association_id)

.send()
.await?;
0k(())
}
}
#[derive(Debug)]

pub struct EC2Error(String);
impl EC2Error {
pub fn new(value: impl Into<String>) -> Self {
EC2Error(value.into())
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pub fn add_message(self, message: impl Into<String>) -> Self {
EC2Error(format!("{}: {}", message.into(), self.0Q))

impl<T: ProvideErrorMetadata> From<T> for EC2Error {
fn from(value: T) -> Self {
EC2Error(format!(

"3 {37,

value
.code()
.map(String::from)
.unwrap_or("unknown code".into()),

value
.message()
.map(String::from)
.unwrap_or("missing reason".into()),

)

impl std::error::Error for EC2Error {3}
impl std::fmt::Display for EC2Error {

fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "{}", self.0)

SSM ERMAREN B BERE , RS LK SSM SDK FY,

use aws_sdk_ssm::{types: :Parameter, Client};
use aws_smithy_async::future::pagination_stream::TryFlatMap;

use crate::ec2::EC2Error;

#[cfg(test)]
use mockall: :automock;

#[cfg(not(test))]
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pub use SSMImpl as SSM;

#[cfg(test)]
pub use MockSSMImpl as SSM;

pub struct SSMImpl {
inner: Client,

#[cfg_attr(test, automock)]
impl SSMImpl {
pub fn new(inner: Client) -> Self {
SSMImpl { inner }

pub async fn list_path(&self, path: &str) -> Result<Vec<Parameter>, EC2Error> {
let maybe_params: Vec<Result<Parameter, _>> = TryFlatMap: :new(
self.inner
.get_parameters_by_path()
.path(path)
.into_paginator()
.send(),
)
.flat_map(|item| item.parameters.unwrap_or_default())
.collect()
.await;
// Fail on the first error
let params = maybe_params
.into_iter()
.collect::<Result<Vec<Parameter>, _>>()7?;
Ok(params)

LRAEARE "EEE ) KXNEBREEERER/FELNMR 2 E RN FE,

use aws_sdk_ec2::operation::{
allocate_address::AllocateAddressOutput,
associate_address::AssociateAddressOutput,

1Y
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use crate::ec2::{EC2Error, EC2};

/// ElasticIpManager tracks the lifecycle of a public IP address, including its
/// allocation from the global pool and association with a specific instance.
#[derive(Debug, Default)]
pub struct ElasticIpManager {

elastic_ip: Option<AllocateAddressOutput>,

association: Option<AssociateAddressOutput>,

impl ElasticIpManager {
pub fn has_allocation(&self) -> bool {
self.elastic_ip.is_some()

pub fn public_ip(&self) -> &str {
if let Some(allocation) = &self.elastic_ip {
if let Some(addr) = allocation.public_ip() {
return addr;

3
"0.0.0.0"

pub async fn allocate(&mut self, ec2: &EC2) -> Result<(), EC2Error> {
let allocation = ec2.allocate_ip_address().await?;
self.elastic_ip = Some(allocation);

0k(())

pub async fn associate(&mut self, ec2: &EC2, instance_id: &str) -> Result<(),
EC2Error> {
if let Some(allocation) = &self.elastic_ip {
if let Some(allocation_id) = allocation.allocation_id() {

let association = ec2.associate_ip_address(allocation_id,
instance_id).await?;

self.association = Some(association);

return 0k(());

}

Err(EC2Error::new("No ip address allocation to associate"))

pub async fn remove(mut self, ec2: &EC2) -> Result<(), EC2Error> {
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if let Some(association) = &self.association {
if let Some(association_id) = association.association_id() {
ec2.disassociate_ip_address(association_id).await?;
}
}
self.association = None;
if let Some(allocation) = &self.elastic_ip {
if let Some(allocation_id) = allocation.allocation_id() {
ec2.deallocate_ip_address(allocation_id).await?;
}
}
self.elastic_ip = None;
0k(())
}
}
use std::fmt::Display;
use aws_sdk_ec2::types::{Instance, InstanceType, KeyPairInfo, SecurityGroup};
use crate::ec2::{EC2Error, EC2};
/// InstanceManager wraps the lifecycle of an EC2 Instance.
#[derive(Debug, Default)]
pub struct InstanceManager {
instance: Option<Instance>,
}
impl InstanceManager {
pub fn instance_id(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(id) = instance.instance_id() {
return id;
}
}
"Unknown"
}
pub fn instance_name(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(tag) = instance.tags().iter().find(|e| e.key() ==
Some("Name")) {
if let Some(value) = tag.value() {
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return value;

}

"Unknown"

pub fn instance_ip(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(public_ip_address) = instance.public_ip_address() {
return public_ip_address;

3
"0.0.0.0"

pub fn instance_display_name(&self) -> String {
format! ("{} ({})", self.instance_name(), self.instance_id())

/// Create an EC2 instance with the given ID on a given type, using a
/// generated KeyPair and applying a list of security groups.
pub async fn create(
&mut self,
ec2: &EC2,
image_id: &str,
instance_type: InstanceType,
key_pair: &KeyPairInfo,
security_groups: Vec<&SecurityGroup>,
) -> Result<(), EC2Error> {
let instance_id = ec2
.create_instance(image_id, instance_type, key_pair, security_groups)
.await?;
let instance = ec2.describe_instance(&instance_id).await?;
self.instance = Some(instance);

0k(())

/// Start the managed EC2 instance, if present.
pub async fn start(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.start_instance(self.instance_id()).await?;
}
0k(())
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}

/// Stop the managed EC2 instance, if present.
pub async fn stop(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.stop_instance(self.instance_id()).await?;
}
0k(())

pub async fn reboot(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.reboot_instance(self.instance_id()).await?;
ec2.wait_for_instance_stopped(self.instance_id(), None)

.await?;
ec2.wait_for_instance_ready(self.instance_id(), None)
.await?;
}
0k(())

/// Terminate and delete the managed EC2 instance, if present.
pub async fn delete(self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.delete_instance(self.instance_id()).await?;
}
0k(())

impl Display for InstanceManager {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
if let Some(instance) = &self.instance {
writeln!(f, "\tID: {}", instance.instance_id().unwrap_or("(Unknown)"))?;
writeln!(
T,
"\tImage ID: {}",
instance.image_id().unwrap_or("(Unknown)")
)?;
writeln!(
f,
"\tInstance type: {}",
instance
.instance_type()
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.map(|it]| format!("{it}"))
.unwrap_or("(Unknown)".to_string())
)?;
writeln!(
f,
"\tKey name: {}",
instance.key_name().unwrap_or("(Unknown)")
VE?
writeln!(f, "\tVPC ID: {}", instance.vpc_id().unwrap_or("(Unknown)"))?;
writeln!(
f,
"\tPublic IP: {}",
instance.public_ip_address().unwrap_or("(Unknown)")
VE?
let instance_state = instance
.state
.as_ref()
-map(|is| {
is.name()
.map(|isn| format!("{isn}"))
.unwrap_or("(Unknown)".to_string())
D)
.unwrap_or("(Unknown)".to_string());
writeln!(f, "\tState: {instance_statel}")?;
} else {
writeln!(f, "\tNo loaded instance")?;
}
0k(())

use std::{env, path::PathBuf};

use aws_sdk_ec2::types: :KeyPairInfo;

use crate::ec2::{EC2Error, EC2};

use super::util::Util;

/// KeyPairManager tracks a KeyPairInfo and the path the private key has been
/// written to, if it's been created.

#[derive(Debug)]
pub struct KeyPairManager {
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key_pair: KeyPairInfo,
key_file_path: Option<PathBuf>,
key_file_dir: PathBuf,

impl KeyPairManager {
pub fn new() -> Self {
Self::default()

pub fn key_pair(&self) -> &KeyPairInfo {
&self.key_pair

pub fn key_file_path(&self) -> Option<&PathBuf> {
self.key_file_path.as_ref()

pub fn key_file_dir(&self) -> &PathBuf {
&self.key_file_dir

/// Creates a key pair that can be used to securely connect to an EC2 instance.
/// The returned key pair contains private key information that cannot be
retrieved
/// again. The private key data is stored as a .pem file.
///
/// :param key_name: The name of the key pair to create.
pub async fn create(
&mut self,
ec2: &EC2,
util: &Util,
key_name: String,
) -> Result<KeyPairInfo, EC2Error> {
let (key_pair, material) =
ec2.create_key_pair(key_name.clone()).await.map_err(|e| {
self.key_pair =
KeyPairInfo::builder().key_name(key_name.clone()).build();
e.add_message(format!("Couldn't create key {key_name}"))

17;

let path = self.key_file_dir.join(format!("{key_name}.pem"));
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// Save the key_pair information immediately, so it can get cleaned up if
write_secure fails.

self.key_file_path = Some(path.clone());

self.key_pair = key_pair.clone();

util.write_secure(&key_name, &path, material)?;

Ok(key_pair)

pub async fn delete(self, ec2: &EC2, util: &Util) -> Result<(), EC2Error> {
if let Some(key_name) = self.key_pair.key_name() {
ec2.delete_key_pair(key_name).await?;
if let Some(key_path) = self.key_file_path() {
if let Err(err) = util.remove(key_path) {
eprintln!("Failed to remove {key_path:?} ({err:?3})");

}
0k(())

pub async fn list(&self, ec2: &EC2) -> Result<Vec<KeyPairInfo>, EC2Error> {
ec2.list_key_pair().await

impl Default for KeyPairManager {
fn default() -> Self {
KeyPairManager {
key_pair: KeyPairInfo::builder().build(),
key_file_path: Default::default(),
key_file_dir: env::temp_dir(),

use std::net::Ipv4Addr;

use aws_sdk_ec2::types::SecurityGroup;

use crate::ec2::{EC2Error, EC2};
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/// SecurityGroupManager tracks the lifecycle of a SecurityGroup for an instance,
/// including adding a rule to allow SSH from a public IP address.
#[derive(Debug, Default)]
pub struct SecurityGroupManager {

group_name: String,

group_description: String,

security_group: Option<SecurityGroup>,

impl SecurityGroupManager {

pub async fn create(
&mut self,
ec2: &EC2,
group_name: &str,
group_description: &str,

) -> Result<(), EC2Error> {
self.group_name = group_name.into();
self.group_description = group_description.into();

self.security_group = Some(
ec2.create_security_group(group_name, group_description)
.await
.map_err(|e| e.add_message("Couldn't create security group"))?,

);

0k(())

pub async fn authorize_ingress(&self, ec2: &EC2, ip_address: Ipv4Addr) ->
Result<(), EC2Error> {
if let Some(sg) = &self.security_group {

ec2.authorize_security_group_ssh_ingress(

sg.group_id()
.ok_or_else(|| EC2Error::new("Missing security group ID"))?,

vec![ip_address],

)

.await?;

};

0k(())

pub async fn delete(self, ec2: &EC2) -> Result<(), EC2Error> {
if let Some(sg) = &self.security_group {
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ec2.delete_security_group(
sg.group_id()
.ok_or_else(|| EC2Error::new("Missing security group ID"))?,
)
.await?;

};

0k(())

pub fn group_name(&self) -> &str {
&self.group_name

pub fn vpc_id(&self) -> Option<&str> {
self.security_group.as_ref().and_then(]|sg| sg.vpc_id())

pub fn security_group(&self) -> Option<&SecurityGroup> {
self.security_group.as_ref()

impl std::fmt::Display for SecurityGroupManager {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.security_group {
Some(sg) => {
writeln!(
f,
"Security group: {}",
sg.group_name().unwrap_or("(unknown group)")
VE?
writeln!(f, "\tID: {}", sg.group_id().unwrap_or("(unknown group
id)"))?;
writeln!(f, "\tVPC: {}", sg.vpc_id().unwrap_or("(unknown group
vpc)"))?;
if !sg.ip_permissions().is_empty() {
writeln!(f, "\tInbound Permissions:")?;
for permission in sg.ip_permissions() {
writeln!(f, "\t\t{permission:?}")?;

}
ok(())

B
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FMBABER

None => writeln!(f, "No security group loaded."),

ROINWEEEAR,

use ec2_code_examples::{
ec2::EC2,
getting_started::{

};

}I

ssm:

scenario::{run, Ec2InstanceScenario},
util::UtilImpl,

:SSM,

#[tokio::main]
async fn main() {

o W API A& , 5528 AWS SDK for Rust API reference 1 # %Il 3= 8,

tracing_subscriber::fmt::init();

let
let
let
let
let

sdk_config = aws_config::load_from_env().await;

ec2 = EC2::new(aws_sdk_ec2::Client: :new(&sdk_config));
ssm = SSM: :new(aws_sdk_ssm: :Client: :new(&sdk_config));
util = UtilImpl {3};

scenario = Ec2InstanceScenario::new(ec2, ssm, util);

run(scenario).await;

AllocateAddress

AssociateAddress

AuthorizeSecurityGrouplngress

CreateKeyPair

CreateSecurityGroup

DeleteKeyPair

DeleteSecurityGroup

Describelmages
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BF

DescribelnstanceTypes

Describelnstances

DescribeKeyPairs

DescribeSecurityGroups

DisassociateAddress

ReleaseAddress

Runlnstances

Startinstances

Stoplnstances

Terminatelnstances

Unmonitorinstances

AllocateAddress

AT S4B R A AllocateAddress,

SDK for Rust

(@ Note

GitHub IR EZEH, JRTEREH , I 7R MME AWS B R HIHFEF

#iTo

pub async fn allocate_ip_address(&self) -> Result<AllocateAddressOutput,

EC2Error> {

self.client

.allocate_address()
.domain(DomainType: :Vpc)

.send()
.await

.map_err(EC2Error: :from)

AR EM
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. WIZE AP EHHEF , F528 (EAM AWS Rust B SDK APl 2#£) thfy AllocateAddress,

AssociateAddress

TR IBEHIE R ANMEH AssociateAddress,

SDK for Rust

® Note
GitHub FRUEZ &SI, SRR , ¥ THEIMAE AWS EXIREHI R FERREM
1T,

pub async fn associate_ip_address(
&self,
allocation_id: &str,
instance_id: &str,
) -> Result<AssociateAddressOutput, EC2Error> {
let response = self
.client
.associate_address()
.allocation_id(allocation_id)
.instance_id(instance_id)
.send()
.await?;
Ok(response)

- HWIEE AP SHHEF , 528 GEAM AWS Rust B9 SDK APl 2% ) fify AssociateAddress,

AuthorizeSecurityGroupIngress

TR SE 5| R A A AuthorizeSecurityGroupIngress,
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SDK for Rust

® Note

GitHub L RMEZEHH, SHTEEH , I 7HENMAE AWS EXFE6FEFEPREM

1T o

/// Add an ingress rule to a security group explicitly allowing IPv4 address

/// as {ip}/32 over TCP port 22.

pub async fn authorize_security_group_ssh_ingress(
&self,
group_id: &str,
ingress_ips: Vec<Ipv4Addr>,

) -> Result<(), EC2Error> {

tracing::info!("Authorizing ingress for security group {group_id}");

self.client
.authorize_security_group_ingress()
.group_id(group_id)
.set_ip_permissions(Some(
ingress_ips
.into_iter()
-map(|ip| {
IpPermission: :buildex()
.ip_protocol("tcp")
.from_port(22)
.to_port(22)
.ip_ranges(IpRange: :builder().cidr_ip(format!
("{ip}/32")).build())

.build()
1)
.collect(),
))
.send()
.await?;
0k(())

- WEE AP| EHHEF |, 5528 (EAMN AWS Rust B SDK APl £#&) iy

AuthorizeSecurityGrouplngress,

e
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CreateKeyPair

DTGB TOAER CreateKeyPair,

SDK for Rust

@ Note
GitHub LRt E &6, SHTEES , I THRMMAE AWS EX B IR FEPREM
H1To

Rust EESM EC2 A F %M create_key_pair , WHEELEHNE R,

pub async fn create_key_pair(&self, name: String) -> Result<(KeyPairInfo,
String), EC2Error> {
tracing::info!("Creating key pair {namel}");
let output = self.client.create_key_pair().key_name(name).send().await?;
let info = KeyPairInfo::buildex()
.set_key_name(output.key_name)
.set_key_fingerprint(output.key_fingerprint)
.set_key_pair_id(output.key_pair_id)
.build();
let material = output
.key_material
.ok_or_else(|| EC2Error::new("Create Key Pair has no key material"))?;
Ok((info, material))

FEAY create_key impl L £ 1 PEM FAE £I8H B S,

/// Creates a key pair that can be used to securely connect to an EC2 instance.
/// The returned key pair contains private key information that cannot be
retrieved
/// again. The private key data is stored as a .pem file.
///
/// :param key_name: The name of the key pair to create.
pub async fn create(
&mut self,
ec2: &EC2,
util: &Util,

e
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key_name: String,
) -> Result<KeyPairInfo, EC2Error> {
let (key_pair, material) =
ec2.create_key_pair(key_name.clone()).await.map_err(|e| {
self.key_pair =
KeyPairInfo::builder().key_name(key_name.clone()).build();
e.add_message(format!("Couldn't create key {key_name}"))

DS

let path = self.key_file_dir.join(format!("{key_name}.pem"));

// Save the key_pair information immediately, so it can get cleaned up if
write_secure fails.

self.key_file_path = Some(path.clone());

self.key_pair = key_pair.clone();

util.write_secure(&key_name, &path, material)?;

Ok (key_pair)

- WNZE API SHEF , 528 GEAM AWS Rust 8 SDK API &£ ) H# CreateKeyPair,

CreateSecurityGroup

TR BEFRETNAER CreateSecurityGroup,

SDK for Rust

@ Note
GitHub LRt EZ &6, BHTEES , I THRMAE AWS EX B IR FEPREM
H1To

pub async fn create_security_group(
&self,
name: &str,
description: &str,

) -> Result<SecurityGroup, EC2Error> {
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tracing::info!("Creating security group {name}");
let create_output = self

.client

.create_security_group()

.group_name(name)

.description(description)

.send()

.await

.map_err(EC2Error::from)?;

let group_id = create_output
.group_id
.ok_or_else(|| EC2Error::new("Missing security group id after
creation"))?;

let group = self
.describe_security_group(&group_id)
.await?
.ok_or_else(]|| {
EC2Error: :new(format!("Could not find security group with id
{group_id}"))
DS

tracing::info!("Created security group {name} as {group_id}");

Ok(group)

- WNZE API B , 5528 GEAR AWS Rust B9 SDK APl 2#) H# CreateSecurityGroupe

CreateTags

TR EE5 R #E A CreateTags,

SDK for Rust

(® Note
GitHub FRRHEZ &, SKTEEH , I 7 HWAE AWS EX B PR FEFREM
1T,
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tEflEREEYHTERREASBER,

pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1l)
.send()
.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[@].instance_id().unwrap();
let response = self
.client
.create_tags()
.resources(instance_id)
.tags(
Tag::builder()
.key("Name")
.value("From SDK Examples")
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.build(),
)
.send()
.await;
match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

}
tracing::info!("Instance is created.");

Ok(instance_id.to_string())

- W API FHEF , F3E GEAM AWS Rust 19 SDK API &) ) CreateTags.

DeleteKeyPair
UTRAHEH B RMFAEAR DeleteKeyPair,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIMAE AWS EXIHEHI R FEHREM
1T,

‘B delete_key , th BB REIKFAT PEM 218,

pub async fn delete(self, ec2: &EC2, util: &Util) -> Result<(), EC2Error> {
if let Some(key_name) = self.key_pair.key_name() {
ec2.delete_key_pair(key_name).await?;
if let Some(key_path) = self.key_file_path() {
if let Err(err) = util.remove(key_path) {
eprintln!("Failed to remove {key_path:?} ({err:?3})");
}
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}

}
ok(())

pub async fn delete_key_pair(&self, key_name: &str) -> Result<(), EC2Error> {
let key_name: String = key_name.into();
tracing::info!("Deleting key pair {key_name}");
self.client
.delete_key_pair()
.key_name(key_name)
.send()
.await?;

0k(())

- WNE API FHEF , 2B GEAMR AWS Rust 89 SDK API &) H# DeleteKeyPair,

DeleteSecurityGroup
TR iS58 R an{a A DeleteSecurityGroupo

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIAE AWS EXIHEH| R FEHREM
1T,

pub async fn delete_security_group(&self, group_id: &str) -> Result<(),
EC2Error> {

tracing::info!("Deleting security group {group_id}");

self.client
.delete_security_group()
.group_id(group_id)
.send()
.await?;

ok(())
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}

- WNZE API FHHIEF , FF28 GEAMR AWS Rust 89 SDK APl ££) i DeleteSecurityGroupe

DeleteSnapshot

DTREA IS FE R NAEA DeleteSnapshot,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIMAE AWS EXIREHI R FEHREM
1T,

async fn delete_snapshot(client: &Client, id: &str) -> Result<(), Error> {
client.delete_snapshot().snapshot_id(id).send().await?;

println!("Deleted");

ok(())

« W15 API BB , 5528 (GEAR Rust B AWS SDK API %) HH) DeleteSnapshot,

DescribeImages

AT 2R WS E 578 R ana £ A DescribeImages.

SDK for Rust

(® Note
GitHub EIRHEZ &6, SHTREH , I THMME AWS EXHEFIFHFEHREM
H1To
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pub async fn list_images(&self, ids: Vec<Parameter>) -> Result<Vec<Image>,
EC2Error> {

let image_ids = ids.into_iter().filter_map(|p| p.value).collect();

let output = self
.client
.describe_images()
.set_image_ids(Some(image_ids))
.send()
.await?;

let images = output.images.unwrap_or_default();
if images.is_empty() {

Err(EC2Error::new("No images for selected AMIs"))
} else {

Ok(images)

£/ list_images BA (B E SSM RRBFEMNIRIZEITIRSI, 5T SSM WFHMER |
a2 [ https : //https://docs.aws.amazon.com/systems-manager/latest/userguide/
example_ssm_GetParameters_section.html,

async fn find_image(&mut self) -> Result<ScenarioImage, EC2Error> {
let params: Vec<Parameter> = self
.ssm
.list_path("/aws/service/ami-amazon-linux-latest")
.await
.map_err(|e| e.add_message("Could not find parameters for available
images"))?
.into_iter()
.filter(|param| param.name().is_some_and(|name| name.contains("amzn2")))

.collect();
let amzn2_images: Vec<ScenarioImage> = self
.ec2
.list_images(params)
.await

.map_err(|e| e.add_message("Could not find images"))?
.into_iter()
.map(ScenarioImage: :from)
.collect();
println!("We will now create an instance from an Amazon Linux 2 AMI");
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let ami = self.util.select_scenario_image(amzn2_images)?;
Ok(ami)

- WNE API FHHEF , 2B GEAM AWS Rust 89 SDK API £Z) H# Describelmages.

DescribeInstanceStatus
LT EEHHIERNA{EH DescribeInstanceStatus,

SDK for Rust

(® Note
GitHub FIRMHEZ &, SKTEEH , I 7 HWAE AWS ZXIHE PR FEFREM
1T,

async fn show_all_events(client: &Client) -> Result<(), Error> {
let resp = client.describe_regions().send().await.unwrap();

for region in resp.regions.unwrap_or_default() {
let reg: &'static str = Box::leak(Box::from(region.region_name().unwrap()));
let region_provider = RegionProviderChain::default_provider().or_else(reqg);
let config = aws_config::from_env().region(region_provider).load().await;
let new_client = Client::new(&config);

let resp = new_client.describe_instance_status().send().await;

println!("Instances in region {}:", reg);
println!();

for status in resp.unwrap().instance_statuses() {
println!(
" Events scheduled for instance ID: {}",
status.instance_id().unwrap_or_default()

);
for event in status.events() {
println! (" Event ID: {3",
event.instance_event_id().unwrap());
println! (" Description: {}", event.description().unwrap());
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println! (" Event code: {}", event.code().unwrap().as_ref());
println!();

ok(())

- WE API B , F2HE GERAM Rust B9 AWS SDK APl &) Hiy
DescribelnstanceStatus,.

DescribeInstanceTypes

TR HE G T aEA DescribeInstanceTypes,

SDK for Rust

® Note
GitHub ERMHUEZ &SI, SRR , ¥ THIMAE AWS EXIBEHI R FEHREM
1T,

/// List instance types that match an image's architecture and are free tier
eligible.
pub async fn list_instance_types(&self, image: &Image) ->
Result<Vec<InstanceType>, EC2Error> {
let architecture = format!(
{3,
image.architecture().ok_or_else(|| EC2Error::new(format!(
"Image {:?} does not have a listed architecture",
image.image_id()
)))?
);
let free_tier_eligible_filter = Filter::buildex()
.name("free-tier-eligible")
.values("false")
.build();
let supported_architecture_filter = Filter::buildex()
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.name("processor-info.supported-architecture")
.values(architecture)
.build();

let response = self
.client
.describe_instance_types()
.filters(free_tier_eligible_filter)
.filters(supported_architecture_filter)
.send()
.await?;

Ok(response
.instance_types
.unwrap_or_default()
.into_iter()
filter_map(|iti| iti.instance_type)
.collect())

- WFE API FHEN , F2E CERAM AWS Rust 89 SDK APl 2&) iy
DescribelnstanceTypes.

DescribeInstances

AT & FIE RN E A DescribeInstances,

SDK for Rust

® Note
GitHub tRRILEZ & fl, SKTEEEH , X THRUME AWS BXiKEFIRFEPREM
#iTo

#EE EC2 BT EEE AR E R A

pub async fn describe_instance(&self, instance_id: &str) -> Result<Instance,
EC2Error> {
let response = self
.client
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.describe_instances()
.instance_ids(instance_id)
.send()

.await?;

let instance = response

.reservations()

First()

.ok_or_else(|| EC2Error::new(format!("No instance reservations for
{instance_id}")))?

.instances()

First()

.ok_or_else(]|| {

EC2Error::new(format!("No instances in reservation for

{instance_id}"))

17;

Ok(instance.clone())

B EC2 BITEE & , A FHEFEEN.

/// Create an EC2 instance with the given ID on a given type, using a
/// generated KeyPair and applying a list of security groups.
pub async fn create(
&mut self,
ec2: &EC2,
image_id: &str,
instance_type: InstanceType,
key_pair: &KeyPairInfo,
security_groups: Vec<&SecurityGroup>,
) -> Result<(), EC2Error> {
let instance_id = ec2
.create_instance(image_id, instance_type, key_pair, security_groups)
.await?;
let instance = ec2.describe_instance(&instance_id).await?;
self.instance = Some(instance);

0k(())

. W AP SHHEF , 528 (EAM Rust B AWS SDK API 2#) dfy Describelnstances,
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DescribeKeyPairs

DTS5 R~ A DescribeKeyPairs.,

SDK for Rust

(® Note
GitHub FRRMEE 2 &, SHTEEH , X 7 HRIMAE AWS EX R FEFREM
BT,

pub async fn list_key pair(&self) -> Result<Vec<KeyPairInfo>, EC2Error> {
let output = self.client.describe_key_pairs().send().await?;
Ok(output.key_pairs.unwrap_or_default())

- WNZE API B , 5528 GEAR AWS Rust B9 SDK APl 2#) i DescribeKeyPairs,

illll

DescribeRegions

DTG FI R R EA DescribeRegions,

SDK for Rust

@ Note
GitHub LIRMtE &6, SHTEES , W THRMMAE AWS EX B IR FEPREM
H1To

async fn show_regions(client: &Client) -> Result<(), Error> {
let rsp = client.describe_regions().send().await?;

println!("Regions:");
for region in rsp.regions() {
println!(" {3}", region.region_name().unwrap());

}
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0k(())

. W API AT

s
$

2B (EARM Rust B AWS SDK API £Z) ## DescribeRegions,

DescribeSecurityGroups

TR SEf R~ A DescribeSecurityGroups,

SDK for Rust

(® Note
GitHub LR EZ &6, SKTEEHG , I 7HRNAE AWS EXBEFIRFEPREM
1T,

async fn show_security_groups(client: &aws_sdk_ec2::Client, group_ids: Vec<String>)
{
let response = client
.describe_security_groups()
.set_group_ids(Some(group_ids))
.send()
.await;

match response {
Ok(output) => {
for group in output.security_groups() {
println!(

"Found Security Group {} ({}), vpc id {} and description {}",
group.group_name().unwrap_or("unknown"),
group.group_id().unwrap_or("id-unknown"),
group.vpc_id().unwrap_oxr("vpcid-unknown"),
group.description().unwrap_oxr("(none)")

);

}
Err(err) => {
let err = err.into_service_error();
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let meta = err.meta();

let message = meta.message().unwrap_oxr("unknown");

let code = meta.code().unwrap_or("unknown");

eprintln! ("Error listing EC2 Security Groups: ({code}) {messagel}");

- WNFE API FHEF , F2E GEAR AWS Rust B SDK API &) Hiy
DescribeSecurityGroups,

DescribeSnapshots
UTEX &G ERINA A DescribeSnapshots,

SDK for Rust

(® Note
GitHub LR EZ &, SKTEEH , I 7 HMAE AWS EXIHE PR FEFFREM
1T,

BURRBAVIRRE,

async fn show_state(client: &Client, id: &str) -> Result<(), Error> {
let resp = client
.describe_snapshots()
.filters(Filter::builder().name("snapshot-id").values(id).build())

.send()
.await?;
println!(
"State: {}",
resp.snapshots().first().unwrap().state().unwrap().as_ref()
);
ok(())
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FMBABER

async fn show_snapshots(client: &Client) -> Result<(), Error> {
// "self" represents your account ID.
// You can list the snapshots for any account by replacing
// "self" with that account ID.

let resp = client.describe_snapshots().owner_ids("self").send().await?;

let snapshots = resp.snapshots();
let length = snapshots.len();

for snapshot in snapshots {

println!(
"ID: {3,
snapshot.snapshot_id().unwrap_or_default()

);

println!(
"Description: {}",
snapshot.description().unwrap_or_default()

);

println!("State: {}", snapshot.state().unwrap().as_ref());

println!();

println!();
println!("Found {3} snapshot(s)", length);
println!();

ok(())

« W13 AP| SHHAEF |, 5528 (GEAR Rust B AWS SDK API 2#) H# DescribeSnapshots.

DisassociateAddress

LT B4 B RN{AF A DisassociateAddress.,

SDK for Rust

(® Note

GitHub FRRMUEZEHI, SRR , I TR AME AWS EXFEHIFHIFEF

1T,

REA

e
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pub async fn disassociate_ip_address(&self, association_id: &str) -> Result<(),
EC2Error> {
self.client
.disassociate_address()
.association_id(association_id)
.send()
.await?;

ok(())

- WNZE API FEHEE F2B GEAR AWS Rust B9 SDK APl 2#) ff DisassociateAddress,

illll

RebootInstances

UTEAGEHF BRI FEA RebootInstances,

SDK for Rust
(@ Note
GitHub LR EZ &, SHTREH| , 3 7HRMNME AWS BEXBEHIRFEFREM
1T,

pub async fn reboot(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.reboot_instance(self.instance_id()).await?;
ec2.wait_for_instance_stopped(self.instance_id(), None)
.await?;
ec2.wait_for_instance_ready(self.instance_id(), None)
.await?;
}
0k(())

pub async fn reboot_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Rebooting instance {instance_id}");
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self.client
.reboot_instances()
.instance_ids(instance_id)
.send()
.await?;

ok(())

5 Waiters APl , EHTERERCELEMNRBERENESFESR, FH Waiters APl EEE rust
EZEFPFERA use aws_sdk_ec2 : : client : : Waiters'o

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()
)),
_ => EC2Error::from(err),
17?;
0k(())

pub async fn wait_for_instance_stopped(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_stopped()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))

e
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.await
.map_err(|err| match err {

WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to stop.",
exceeded.max_wait().as_secs(),

)),

_ => EC2Error::from(err),

DS
0k(())

. W API A

T
W

B (EAR Rust B9 AWS SDK APl 2#£) 1 Rebootinstances,

ReleaseAddress

LT ISEHIE UMM EH ReleaseAddress,

SDK for Rust

® Note
GitHub ERHUEZ &SI, SRR , ¥ THEIMAE AWS EXIRHHI R FEHREM
1T,

pub async fn deallocate_ip_address(&self, allocation_id: &str) -> Result<(),
EC2Error> {
self.client
.release_address()
.allocation_id(allocation_id)
.send()
.await?;

ok(())

. WIZE AP| SHHEF , 528 (EAR AWS Rust B SDK APl 2#£) iy ReleaseAddress,
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RunInstances
UTREABEFERINMER RunInstances,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIMAE AWS EXIHEHI R FEHREM
1T,

pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1)
.send()
.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));
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}

let instance_id = run_instances.instances()[@].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::builder()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

tracing::info!("Instance is created.");

Ok(instance_id.to_string())

. W AP SHHIEF , 528 (EAM AWS Rust B SDK APl 2% ) &1y Runinstances,

StartInstances
LUTRABEFERINMAER StartInstances,

SDK for Rust

(® Note
GitHub EIRHEZ & A, SHTREH , I THRMME AWS EX B FEHREM
H1To
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RFTTERR ID BB EC2 #1T{EIEE.

pub async fn start_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Starting instance {instance_id}");

self.client
.start_instances()
.instance_ids(instance_id)
.send()
.await?;

tracing::info!("Started instance.");

ok(())

5 Waiters APl , EEFHTERERMRE BRERFIRE, #FH Waiters APl BEE rust R

£ "use aws_sdk_ec2 : : client : : Waiters',

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()
)),
_ => EC2Error::from(err),
1)?;
0k(())

« WIE API FHHHEF , 528 (EAR Rust W AWS SDK APl 2#) dify Startinstances,
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StopInstances
LT R 5 R~ MAER StopInstances,

SDK for Rust

(® Note
GitHub FIRHEZ &6, SHTREH , I THRMME AWS EX B HIFHFEHREM
H1To

pub async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Stopping instance {instance_id}");

self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;

self.wait_for_instance_stopped(instance_id, None).await?;
tracing::info!("Stopped instance.");

0k(())

5 Waiters API| S TREBEMNSEILAREE, A Waiters APl EETE rust R FEH "use

aws_sdk_ec2 : : client : : Waiters',

pub async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Stopping instance {instance_id}");

self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;

self.wait_for_instance_stopped(instance_id, None).await?;
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tracing::info!("Stopped instance.");

0k(())

- NE API BN , 528 GEAM Rust B8 AWS SDK APl 2#) ®#y Stoplnstances.

TerminateInstances

LT BEHIERNMER TerminateInstances,

SDK for Rust

@ Note
GitHub LRt EZ &6, BHTEES , X THRMMAE AWS EX B IR FEPREM
H1To

pub async fn delete_instance(&self, instance_id: &str) -> Result<(), EC2Error> {

tracing::info!("Deleting instance with id {instance_id}");
self.stop_instance(instance_id).await?;
self.client

.terminate_instances()

.instance_ids(instance_id)

.send()

.await?;
self.wait_for_instance_terminated(instance_id).await?;
tracing::info!("Terminated instance with id {instance_id}");

ok(())

5 Waiters AP| ST EEENKIEAREE, A Waiters APl EETE rust BRFPFEH "use

aws_sdk_ec2 : : client : : Waiters',

async fn wait_for_instance_terminated(&self, instance_id: &str) -> Result<(),
EC2Error> {
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self.client
.wait_until_instance_terminated()
.instance_ids(instance_id)
.wait(Duration::from_secs(60))
.await
.map_err(|err| match err {

WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to terminate.",
exceeded.max_wait().as_secs(),

)),

_ => EC2Error::from(err),

D
0k(())

- W0 AP|I SFHIEF |, 5528 GEAR AWS Rust B9 SDK APl 2#) &1y Terminatelnstances,

\

£ SDK for Rust B Amazon ECR & {5l

T YR H I REBM{AIFEA AWS SDK for Rust ¥ & Amazon ECR R#TEIEMBEERE REH,

Actions R AEBERAWEXNBRER , LEEABTTHT. HADFESEHFENAFLHER RBRE , B
AL EEMBERRTETARTTNEF.

BESHNBIESTERAENBAER , SUUEEPRIDAEARHREMAITERBAIE R
ES- ]
- BfF

BF

DescribeRepositories

TR SE 4R~ an{a# A DescribeRepositories,
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SDK for Rust

® Note
GitHub FRRMEZ & fl, SKTEEEH , X THRUME AWS BXIKEFIRFEPREM
#iTo

async fn show_repos(client: &aws_sdk_ecr::Client) -> Result<(), aws_sdk_ecr::Error>

{
let rsp = client.describe_repositories().send().await?;
let repos = rsp.repositories();
println!("Found {} repositories:", repos.len());
for repo in repos {
println!(" ARN: {}", repo.repository_arn().unwrap());
println!(" Name: {3}", repo.repository_name().unwrap());

}

ok(())

- WEE AP| EHHEFA , 5528 (EAMN AWS Rust B SDK APl £#&) iy

DescribeRepositories,

ListImages

TR GEGmERNAER ListImages,

SDK for Rust

(@ Note
GitHub FRRMME 2 &, BHTEEH , ¥ 7 HRMMAE AWS EXHE PR FEFREM
BT,
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async fn show_images(
client: &aws_sdk_ecr::Client,
repository: &str,
) -> Result<(), aws_sdk_ecr::Error> {
let rsp = client
.list_images()
.repository_name(repository)
.send()
.await?;

let images = rsp.image_ids();
println!("found {3} images", images.len());
for image in images {
println!(
"image: {}:{3}",
image.image_tag().unwrap(),
image.image_digest().unwrap()
);
}

0k(())

- W% API B , F28 (EAMN AWS Rust B SDK APl %) F# Listimages,

£ SDK for Rust 89 Amazon ECS i

Ty R BSEF REIMER AWS SDK for Rust #H Amazon ECS R#ETEMEMEEE BREH,

Actions RAHEEBANEXNBRER  LAEATHHT, HABDFESEHFENAFLERRBEHS , B
LA LEEEBIERTERTRARPHEF,

BESHNBIES TR FREXNRNES , EUUEEPRIDNMERNTPRENPITERBER.

£
- BiF
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FMBABER
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BE
CreateCluster
LT GG BRI ER CreateCluster,

SDK for Rust

(@ Note
GitHub FRRMEEZ &, SHTEEH , ¥ 7 HRIWAE AWS EXHE PR FEFREM
BT,

async fn make_cluster(client: &aws_sdk_ecs::Client, name: &str) -> Result<(),

aws_sdk_ecs: :Error> {
let cluster = client.create_cluster().cluster_name(name).send().await?;

println!("cluster created: {:?}", cluster);

ok(())

- WNE API HHHEA |, 5F2E GERAM AWS Rust B9 SDK APl 2#) H1# CreateCluster,

DeleteCluster
LT GE 5B R A DeleteCluster,
SDK for Rust

(® Note
GitHub FRRMEEZ &, SHTEEH , X 7 HRWAE AWS EX R FEFREM

#1To

async fn remove_cluster(
client: &aws_sdk_ecs::Client,

e
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name: &str,

) -> Result<(), aws_sdk_ecs::Error> {
let cluster_deleted = client.delete_cluster().cluster(name).send().await?;
println!("cluster deleted: {:?}", cluster_deleted);

0k(())

- WNE AP| FHHEEA |, FF2E GERAM AWS Rust B9 SDK API 2#) H$# DeleteCluster,

DescribeClusters
AT BEEHIE R NMEH DescribeClusters,

SDK for Rust

(® Note
GitHub FIRMHEZ &, SKTEEH , I 7 HWAE AWS EXIHE PR FEFFREM
1T,

async fn show_clusters(client: &aws_sdk_ecs::Client) -> Result<(),
aws_sdk_ecs: :Error> {
let resp = client.list_clusters().send().await?;

let cluster_arns = resp.cluster_arns();
println!("Found {} clusters:", cluster_arns.len());

let clusters = client
.describe_clusters()
.set_clusters(Some(cluster_arns.into()))
.send()
.await?;

for cluster in clusters.clusters() {

println!(" ARN: {3}", cluster.cluster_arn().unwrap());
println!(" Name: {3}", cluster.cluster_name().unwrap());

ok(())
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}

. WIZE AP EHHEF , F528 (EAR AWS Rust B SDK APl 2#) thfy DescribeClusters.

£ SDK for Rust B9 Amazon EKS & {5l

THREXEEFIREMAEERA AWS SDK for Rust #E Amazon EKS RETEIMENERE REHI,

Actions RAEBEANEABREE , LEERBFHT, HABFSEHFEWMFUMER RFHE , B
AL EEMEBRERTETARTTNEF,

SEEASLETRRERIBHES , ATUERLPRINTERR PRENATRABNOET.
TH
© BifF

BE
CreateCluster
UTREAGEHFBERUNMER CreateCluster,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THEIMAE AWS EXIHEHI R FEHREM
1T,

async fn make_clustexr(
client: &aws_sdk_eks::Client,
name: &str,
arn: &str,
subnet_ids: Vec<String>,

) -> Result<(), aws_sdk_eks::Error> {
let cluster = client

.create_cluster()
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.name(name)

.role_arn(arn)

.resources_vpc_config(
VpcConfigRequest: :builder()

.set_subnet_ids(Some(subnet_ids))
.build(),

)
.send()
.await?;

println!("cluster created: {:?}", cluster);

0k(())

\

- WEFE API SHHEF , 5528 GEAM AWS Rust B9 SDK APl 2% ) &1 CreateCluster,

DeleteCluster

UTEAGEHGFERINMFER DeleteCluster,

SDK for Rust

® Note

GitHub L RMEZEHH, SHTEEH , A 7HENAE AWS EX 6 HFEFEPREM
1T o

async fn remove_cluster(

client: &aws_sdk_eks::Client,
name: &str,

) -> Result<(), aws_sdk_eks::Error> {

let cluster_deleted = client.delete_cluster().name(name).send().await?;
println!("cluster deleted: {:?}", cluster_deleted);

ok(())

- W AP SHHEF , 528 (EAM AWS Rust B SDK APl 2% ) tify DeleteCluster,

e
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AWS Glue £/ SDK for Rust BJ &4l

T OGS F) R EAER AWS SDK for Rust #&E R TEIEMBEERE R A AWS Glue,
EXRGRENRE |, SLHIRAMAERBARNITERRE,

Actions RAEBEANEXNBREER  LAEATTHT. HADFESEHFENAFLHER RBEHS , B
LA UEEABRERFTEFTRARPHEF,

BEAMNHBIETERREAGNES  SUNEEFRIMNATEARTPRENATEIBHETR.
R

&85 AWS Glue

T YR HE A REBMAIBEHRER AWS Glue,

SDK for Rust

(® Note

GitHub LR E L &1, SKTEEH , I THRANMAEE AWS BERIESHHIFHFEDREN
#17o

let mut list_jobs = glue.list_jobs().into_paginator().send();
while let Some(list_jobs_output) = list_jobs.next().await {
match list_jobs_output {
Ok(list_jobs) => {
let names = list_jobs.job_names();
info!(?names, "Found these jobs")
}

Err(err) => return Err(GlueMvpError::from_glue_sdk(err)),

. W% AP| S#HEF , 528 (AWS SDK for Rust APl &) i ListJobs,

ES- |
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- BfF

EXBE
TREARES
ST B SR AR -

- BUMKICEAE Amazon S3 FFEITEMNCRER , URES CSVEXFRERNERE,
o FI PEREMERKRNEBEENR AWS Glue Data Catalog.

- BN S3 RETETEN CSV ERNER. BIRER , MR JSON BXNHEIAESE — &
S3 FATER,

« JIHEBHTHEBET. RECERNERNURBERER,

2
®

WMFEFMAENR , R EE : AWS Glue Studio A,

SDK for Rust

® Note
GitHub ERUEZ &S, SRR , ¥ THEIMAE AWS EXIBHH| R FEHREM
1T,

BT B IEER A B Amazon Simple Storage Service (Amazon S3) fFEFETEMCSEER ,
WELEBREMSEK CSVEXERNPEERNERE,

let create_crawler = glue

.create_crawler()

.name(self.crawler())

.database_name(self.database())

.role(self.iam_role.expose_secret())

.targets(

CrawlerTargets::buildex()

.s3_targets(S3Target::builder().path(CRAWLER_TARGET).build())
.build(),

.send()
.await;
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match create_crawler {
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error::AlreadyExistsException(_) => {
info!("Using existing crawler");

0k(())

_ => Err(GlueMvpError::GlueSdk(glue_err)),

}
Ok(_) => 0k(()),
}?;

let start_crawler = glue.start_crawler().name(self.crawler()).send().await;

match start_crawler {
Ok(_) => 0k(()),
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error::CrawlerRunningException(_) => 0k(()),
_ => Err(GlueMvpError::GlueSdk(glue_err)),

}?;

i hEREMERRNEREF AWS Glue Data Catalog.

let database = glue
.get_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?
.to_owned();
let database = database
.database()
.ok_or_else(|| GlueMvpError::Unknown("Could not find
database".into()))?;
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let tables = glue
.get_tables()
.database_name(self.database())
.send()
.await
.map_err(GlueMvpError::from_glue_sdk)?;

let tables = tables.table_list();

BYWHITRIIR Amazon S3 AT P HEE CSV ERMNER. BBBBRMEHRGEMETE
#, LUK JSON XAV i & A 5 — {8 Amazon S3 RETFETRE.

let create_job = glue
.create_job()
.name(self.job())
.role(self.iam_role.expose_secret())
.command(
JobCommand: :builder()
.name("glueetl")
.python_version("3")
.script_location(format!("s3://{}/job.py", self.bucket()))

.build(),
)
.glue_version("3.0")
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;

let job_name = create_job.name().ok_or_else(]|]| {
GlueMvpError: :Unknown("Did not get job name after creating job".into())

17?;

let job_run_output = glue
.start_job_run()
.job_name(self.job())
.arguments("--input_database", self.database())
.arguments(
"--input_table",
self.tables
First()

.ok_or_else(|| GlueMvpError::Unknown("Missing crawler
table".into()))?
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.name(),
)
.arguments("--output_bucket_url", self.bucket())
.send()
.await

.map_err(GlueMvpError::from_glue_sdk)?;

let job = job_run_output
.job_run_id()
.ok_or_else(|| GlueMvpError::Unknown("Missing run id from just started
job".into()))?
.to_string();

il BREIB R E 2 M R FR A B IR

glue.delete_job()
.job_name(self.job())
.send()
.await
.map_err(GlueMvpError::from_glue_sdk)?;

for t in &self.tables {
glue.delete_table()
.name(t.name())
.database_name(self.database())
.send()
.await
.map_err(GlueMvpError::from _glue_sdk)?;

glue.delete_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

glue.delete_crawler()
.name(self.crawler())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;
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o WE API F#4AEER |, 552 AWS SDK for Rust API reference FHI 5388,

* CreateCrawler

* Createdob

* DeleteCrawler

* DeleteDatabase
* DeletedJob
* DeleteTable

» GetCrawler

* GetDatabase
* GetDatabases
+ Getdob

* GetJobRun

+ GetJobRuns
* GetTables

» ListJobs

» StartCrawler

» StartJobRun

BF

CreateCrawler

LT GG B RNAER CreateCrawler,

SDK for Rust

@ Note
GitHub ERRHEZ 8|, SHTREAG , I THRMMEE AWS EX B FEHREM
H1To

let create_crawler = glue

.create_crawler()
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.name(self.crawler())
.database_name(self.database())
.role(self.iam_role.expose_secret())
.targets(

CrawlerTargets::buildex()
.s3_targets(S3Target::builder().path(CRAWLER_TARGET).build())
.build(),

)
.send()
.await;

match create_crawler {
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error::AlreadyExistsException(_) => {
info!("Using existing crawler");

0k(())
}
_ => Err(GlueMvpError::GlueSdk(glue_err)),
}
}
Ok(_) => 0k(()),
}?;

« W0EE AP| SFHE |, 5528 (AWS SDK for Rust APl %) thf§ CreateCrawler,

Createlob
TR BEEFERAOMER Createlob,

SDK for Rust

® Note
GitHub ERHUEZ &SI, SRR , ¥ THEIMAE AWS EXIHEHI R FEHREM
1T,

let create_job = glue
.create_job()
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.name(self.job())
.role(self.iam_role.expose_secret())
.command (
JobCommand: :builder()
.name("glueetl")
.python_version("3")
.script_location(format!("s3://{}/job.py", self.bucket()))

.build(),
)
.glue_version("3.0")
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;
let job_name = create_job.name().ok_or_else(]|]| {

GlueMvpError: :Unknown("Did not get job name after creating job".into())

})?;

« W0FE AP| SHHE A |, 5528 (AWS SDK for Rust APl %) d1f§ CreateJob,

DeleteCrawler

UTEAGEHGFERINMER DeleteCrawler,

SDK for Rust

® Note
GitHub FRUEZ &SI, SRR , ¥ THIAE AWS EXIHEH| R FEHREM
1T,

glue.delete_crawler()
.name(self.crawler())
.send()
.await
.map_err(GlueMvpError::from _glue_sdk)?;

. HIZE AP| & |, 5528 (AWS SDK for Rust APl &) fif§ DeleteCrawler,
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DeleteDatabase
UTREASEFERINMER DeleteDatabase,

SDK for Rust

(@ Note
GitHub ERRMEEZ &, SHTEEH , X 7 HRWAE AWS EXHE PR FEFREM
BT,

glue.delete_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError::from_glue_sdk)?;

. tNZE AP| S4B E |, 5528 (AWS SDK for Rust APl 2#) fhif§ DeleteDatabase,

Deletelob
LTERNBEFIERINAFEA DeleteJob,

SDK for Rust

(@ Note
GitHub EIRHEZ & A, SHTREH , I THRMME AWS EXHEHI R FEPREM
H1To

glue.delete_job()
.job_name(self.job())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;
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- HWIE AP| SHHEF , 528 (AWS SDK for Rust APl 2#) iy DeleteJob,

DeleteTable

UTREAGEFERUNMER DeleteTable,

SDK for Rust

@ Note
GitHub LR E &6, SHTEES , I THMMAE AWS EX B IR FEPREM
H1To

for t in &self.tables {
glue.delete_table()
.name(t.name())
.database_name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

- WFE API WEFHER , 528 (EAM Rust WAWS SDK API 2%) H1# DeleteTable,

GetCrawler
UTREABEHGBEROMER GetCrawler,

SDK for Rust

(® Note

GitHub LR EZEH, SHTEEH , I 7HENAE AWS EXHEHFFEPREM
#}1To

let tmp_crawler = glue
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.get_crawler()

.name(self.crawler())

.send()

.await

.map_err(GlueMvpError: :from_glue_sdk)?;

« M API SFHMAEF , 528 (EAR Rust BWAWS SDK APl %) By GetCrawler,

GetDatabase

LUTRABEFERINMAER GetDatabase,

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH) , I 7HENAE AWS EXHEHFFEPREM
#}1To

let database = glue
.get_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError::from _glue_sdk)?
.to_owned();
let database = database
.database()
.ok_or_else(|| GlueMvpError::Unknown("Could not find
database".into()))?;

« M API SHHAEF , 5528 (AWS SDK for Rust API 2#£) fif§ GetDatabase,

GetJobRun

LUTRABEFERINMAER GetJobRun,
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SDK for Rust

(@ Note
GitHub LRt EZ &, SHKTEEHH , X 7HNAE AWS EXBE IR FEPEREM
#iTo
let get_job_run = || async {

Ok: :<JobRun, GlueMvpError>(
glue.get_job_xrun()
.job_name(self.job())
.run_id(job_run_id.to_string())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?
.job_run()
.ok_or_else(|| GlueMvpError::Unknown("Failed to get
job_run".into()))?
.to_owned(),

I

let mut job_run = get_job_run().await?;
let mut state =
job_run.job_run_state().unwrap_or(&unknown_state).to_owned();

while matches!(
state,
JobRunState::Starting | JobRunState::Stopping | JobRunState::Running
) {
info!(?state, "Waiting for job to finish");
tokio::time::sleep(self.wait_delay).await;

job_run = get_job_run().await?;
state = job_run.job_run_state().unwrap_or(&unknown_state).to_owned();

- WNEE AP| SHHAE A |, 5528 (AWS SDK for Rust APl %) &1y GetJobRun,
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GetTables
LUTRABEHFERINMAER GetTables,

SDK for Rust

(® Note

GitHub LR EZEHH, SHTEEH , I 7HEAMAE AWS EXHE 6 FFEPREM
#}1To

let tables = glue
.get_tables()
.database_name(self.database())
.send()
.await
.map_err(GlueMvpError::from_glue_sdk)?;

let tables = tables.table_list();

- HIEE AP| SHHE

illll

#E2 8 (AWS SDK for Rust APl 2#) gy GetTables,

ListJobs
TR GEGERImMFEA ListJobs,

SDK for Rust

(® Note
GitHub FRRMEE 2 &, SHTEEH , X 7 HRIMAE AWS EX SR FEFREM
BT,

let mut list_jobs = glue.list_jobs().into_paginator().send();
while let Some(list_jobs_output) = list_jobs.next().await {
match list_jobs_output {
Ok(list_jobs) => {
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let names = list_jobs.job_names();
info!(?names, "Found these jobs")

}

Err(err) => return Err(GlueMvpError::from_glue_sdk(err)),

« M API SHHAEF , 5528 (AWS SDK for Rust APl %) d#y ListJobs.

StartCrawler
UTEABEFBERNMER StartCrawler,

SDK for Rust

® Note
GitHub ERHUEZ &S, SRR , ¥ THIMAE AWS EXIKHHI R FEHREM
1T,

let start_crawler = glue.start_crawler().name(self.crawler()).send().await;

match start_crawler {
Ok(_) => 0k(()),
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error: :CrawlerRunningException(_) => 0k(()),
_ => Err(GlueMvpError::GlueSdk(glue_err)),

}
}?;

« N API SHHEF , 5528 (AWS SDK for Rust API %) dfy StartCrawler,

StartJobRun

UTEASEFERINMER StartJobRun,
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SDK for Rust

® Note
GitHub FRRMEZ & fl, SKTEEEH , X THRUME AWS BXIKEFIRFEPREM
#iTo

let job_run_output = glue
.start_job_run()
.job_name(self.job())
.arguments("--input_database", self.database())
.arguments(
"--input_table",
self.tables
first()
.ok_or_else(|| GlueMvpError::Unknown("Missing crawler
table".into()))?

.name(),
)
.arguments("--output_bucket_url", self.bucket())
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;

let job = job_run_output
.job_run_id()
.ok_or_else(|| GlueMvpError::Unknown("Missing run id from just started
job".into()))?
.to_string();

. HIEE AP| &

illll

%28 (AWS SDK for Rust APl 2#) ffy StartJobRun.
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Actions R AHEEBAMNEXNBRER  LEAEATHHT, BHABFESEHFENAFLERRBEHS , B
LU UEEABERTERTRARPHNEIF,

BEHEHNBIS TR FAREXNRES , EUUEEPRIDAERNRPREMPITERBAER.
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Hello IAM

TR R REBUMMFHAER 1AM,

SDK for Rust

(® Note
GitHub EIRHEZ &6, SHTREH , I THMME AWS EX B FEHREM
H1To

B src/bin/hello.rs,

use aws_sdk_iam::error: :SdkError;
use aws_sdk_iam: :operation::list_policies::ListPoliciesError;
use clap::Parser;

const PATH_PREFIX_HELP: &str = "The path prefix for filtering the results.";

#[derive(Debug, clap::Parser)]

#[ command(about)]

struct HelloScenarioArgs {
#[arg(long, default_value="/", help=PATH_PREFIX_HELP)]
pub path_prefix: String,

#[tokio: :main]

async fn main() -> Result<(), SdkError<ListPoliciesError>> {
let sdk_config = aws_config::load_from_env().await;
let client = aws_sdk_iam::Client::new(&sdk_config);

let args = HelloScenarioArgs::parse();

iam_service::list_policies(client, args.path_prefix).await?;
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0k(())

R B src/iam-service-lib.rs,

pub async fn list_policies(
client: iamClient,
path_prefix: String,
) -> Result<Vec<String>, SdkError<ListPoliciesError>> {
let list_policies = client
.list_policies()
.path_prefix(path_prefix)
.scope(PolicyScopeType::Local)
.into_paginator()
.items()
.send()
.try_collect()
.await?;

let policy_names = list_policies
.into_iter()

.map([p| {
let name

p
.policy_name

.unwrap_or_else(|| "Missing Policy Name".to_string());
println!("{}", name);
name
1)
.collect();

Ok(policy_names)

« N AP| SHHIE A , 5528 AWS SDK for Rust APl 2Zdf ListPolicies,

£
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/A Warning
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SDK for Rust

@ Note
GitHub LRt E L&A, SHTEEE , I THRMMAE AWS EX B IR FEPREM
H1To

use aws_config::meta::region::RegionProviderChain;

use aws_sdk_iam::Error as iamError;

use aws_sdk_iam::{config::Credentials as iamCredentials, config::Region, Client as
iamClient};

use aws_sdk_s3::Client as s3Client;

use aws_sdk_sts::Client as stsClient;

use tokio::time::{sleep, Duration};

use uuid::Uuid;

#[tokio::main]
async fn main() -> Result<(), iamError> {
let (client, uuid, 1list_all_buckets_policy_document, inline_policy_document) =
initialize_variables().await;

BRI 408


https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/iam#code-examples

BERAR Rust B AWS SDK AR

if let Err(e) = run_iam_operations(
client,
uuid,
list_all_buckets_policy_document,
inline_policy_document,

)

.await

{
println!("{:?}", e);

};

ok(())

async fn initialize_variables() -> (iamClient, String, String, String) {
let region_provider = RegionProviderChain::first_try(Region::new("us-west-2"));

let shared_config = aws_config::from_env().region(region_provider).load().await;
let client = iamClient::new(&shared_config);
let uuid = Uuid::new_v4().to_string();

let list_all_buckets_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \"s3:ListAl1lMyBuckets\",
\"Resource\": \"arn:aws:s3:::*\"}]

3r
.to_string();
let inline_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \"sts:AssumeRole\",
\"Resource\": \"{}\"}]
3r
.to_string();
(
client,
uuid,

list_all_buckets_policy_document,
inline_policy_document,
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)

async fn run_iam_operations(

client: iamClient,

uuid: String,

list_all_buckets_policy_document: String,

inline_policy_document: String,
) -> Result<(), iamError> {

let user = jiam_service::create_user(&client, &format!("{}{}", "iam_demo_user_",
uuid)).await?;

println!("Created the user with the name: {}", user.user_name());

let key = iam_service::create_access_key(&client, user.user_name()).await?;

let assume_role_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Principal\": {\"AWS\": \"{J}\"},
\"Action\": \'"sts:AssumeRole\"
1]
}Il
.to_string()
.replace("{}", user.arn());

let assume_role_role = iam_service::create_role(
&client,
&format! ("{3}{}", "iam_demo_role_", uuid),
&assume_role_policy_document,

)

.await?;

println!("Created the role with the ARN: {}", assume_role_role.arn());

let list_all_buckets_policy = iam_service::create_policy(
&client,
&format! ("{3}{}", "iam_demo_policy_ ", uuid),
&list_all_buckets_policy_document,

)
.await?;
println!(
"Created policy: {}",
list_all_buckets_policy.policy_name.as_ref().unwrap()
);
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let attach_role_policy_result =
iam_service::attach_role_policy(&client, &assume_role_role,
&list_all_buckets_policy)
.await?;
println!(
"Attached the policy to the role: {:?}",
attach_role_policy_result

);

let inline_policy_name = format!("{}{}", "iam_demo_inline_policy_", uuid);
let inline_policy_document = inline_policy_document.replace("{}",
assume_role_role.arn());
iam_service::create_user_policy(&client, &user, &inline_policy_name,
&inline_policy_document)
.await?;
println!("Created inline policy.");

//First, fail to list the buckets with the user.
let creds = iamCredentials::from_keys(key.access_key_id(),
key.secret_access_key(), None);
let fail_config = aws_config::from_env()
.credentials_provider(creds.clone())
.load()
.await;
println!("Fail config: {:?}", fail_config);
let fail_client: s3Client = s3Client::new(&fail_config);
match fail_client.list_buckets().send().await {
Ok(e) => {
println!("This should not run. {:?}", e);

}
Err(e) => {

println!("Successfully failed with error: {:?3}", e)
}

let sts_config = aws_config::from_env()
.credentials_provider(creds.clone())
.load()
.await;
let sts_client: stsClient = stsClient::new(&sts_config);
sleep(Duration::from_secs(10)).await;
let assumed_role = sts_client
.assume_role()
.role_arn(assume_role_role.arn())
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.role_session_name(format!("iam_demo_assumerole_session_{uuid}"))
.send()
.await;
println!("Assumed role: {:?}", assumed_role);
sleep(Duration::from_secs(10)).await;

let assumed_credentials = iamCredentials::from_keys(
assumed_role
.as_ref()
.unwrap()
.credentials
.as_ref()
.unwrap()
.access_key_id(),
assumed_role
.as_ref()
.unwrap()
.credentials
.as_ref()
.unwrap()
.secret_access_key(),
Some(
assumed_role
.as_ref()
.unwrap()
.credentials
.as_ref()
.unwrap()
.session_token
.clone(),
),
I

let succeed_config = aws_config::from_env()
.credentials_provider(assumed_credentials)
.load()
.await;
println!("succeed config: {:?3}", succeed_config);
let succeed_client: s3Client = s3Client::new(&succeed_config);
sleep(Duration::from_secs(10)).await;
match succeed_client.list_buckets().send().await {
Ok(_) => {
println!("This should now run successfully.")
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Err(e) => {
println!("This should not run. {:?}", e);
panic!()
}
}
//Clean up.
iam_service: :detach_role_policy(
&client,
assume_role_role.role_name(),
list_all_buckets_policy.arn().unwrap_or_default(),
)
.await?;

iam_service::delete_policy(&client, list_all_buckets_policy).await?;
iam_service::delete_role(&client, &assume_role_role).await?;
println!("Deleted role {}", assume_role_role.role_name());
iam_service::delete_access_key(&client, &user, &key).await?;
println!("Deleted key for {3}", key.user_name());
iam_service::delete_user_policy(&client, &user, &inline_policy_name).await?;
println!("Deleted inline user policy: {}", inline_policy_name);
iam_service::delete_user(&client, &user).await?;

println!("Deleted user {}", user.user_name());

0k(())

o W5 AP| SHHAEF , 5528 AWS SDK for Rust API reference #5388,
» AttachRolePolicy

» CreateAccessKey

« CreatePolicy

* CreateRole
* CreateUser

* DeleteAccessKey

 DeletePolicy

* DeleteRole
* DeleteUser

* DeleteUserPolicy

« DetachRolePolicy
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» PutUserPolicy

BEF

AttachRolePolicy

AT G R~ {AEA AttachRolePolicy,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIMAE AWS EXIREH| R FERREM
1T,

pub async fn attach_role_policy(
client: &iamClient,
role: &Role,
policy: &Policy,
) -> Result<AttachRolePolicyOutput, SdkError<AttachRolePolicyError>> {
client
.attach_role_policy()
.role_name(role.role_name())
.policy_arn(policy.arn().unwrap_or_default())
.send()
.await

- 1% API F¥#IE R , 5528 AWS SDK for Rust API reference 9 AttachRolePolicy.

AttachUserPolicy

TR SEfE R #ER AttachUserPolicy,
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SDK for Rust

® Note
GitHub ERUEZ &S, SRR , ¥ THIMAE AWS EXIREHI R FEHREM
1T,

pub async fn attach_user_policy(
client: &iamClient,
user_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.attach_user_policy()
.user_name(user_name)
.policy_arn(policy_azrn)
.send()
.await?;

ok(())

- 1% AP| F##IE A , 5528 AWS SDK for Rust API reference 1 #J AttachUserPolicys

CreateAccessKey
DUTREXGESFIRERUOAER CreateAccessKey,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THEIMAE AWS EXIHHHI R FEHREM
1T,

pub async fn create_access_key(client: &iamClient, user_name: &str) ->
Result<AccessKey, iamError> {
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let mut tries: i32 Q;
let max_tries: i32 = 10;

let response: Result<CreateAccessKeyOutput, SdkError<CreateAccessKeyError>> =

loop {
match client.create_access_key().user_name(user_name).send().await {
Ok(inner_response) => {
break Ok(inner_response);
}
Err(e) => {
tries += 1;
if tries > max_tries {
break Err(e);
}
sleep(Duration::from_secs(2)).await;
}
}
I

Ok(response.unwrap().access_key.unwrap())

- 0% AP| F##IE R , 528 AWS SDK for Rust API reference 9 CreateAccessKeyo

CreatePolicy
DT HEFRE R~ OAER CreatePolicy,

SDK for Rust

(® Note
GitHub FIRMHEZ &, SKTEEH , I 7 HWAE AWS 2 IHE IR FEFFREM
1T,

pub async fn create_policy(
client: &iamClient,
policy_name: &str,
policy_document: &str,

) -> Result<Policy, iamError> {
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let policy = client
.create_policy()
.policy_name(policy_name)
.policy_document(policy_document)
.send()
.await?;
Ok(policy.policy.unwrap())

- W API FMIEF , 5538 AWS SDK for Rust API reference 19 CreatePolicy.

CreateRole

UTRRSEGF@ERNMAFER CreateRole,

SDK for Rust
® Note
GitHub LR E 2 &6, SHTEEH , I 7 EIMIE AWS 722 15 #6177 E R E A
17,

pub async fn create_role(
client: &iamClient,
role_name: &str,
role_policy_document: &str,
) -> Result<Role, iamError> {
let response: CreateRoleOutput = loop {
if let Ok(response) = client
.create_role()
.role_name(role_name)
.assume_role_policy_document(role_policy_document)

.send()

.await
{

break response;
}

i

Ok(response.role.unwrap())
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}

« MNZE API SFHHEEN , 5528 AWS SDK for Rust API reference By CreateRole,

CreateServicelLinkedRole

TR IBEEFIERNMER CreateServicelLinkedRole,

SDK for Rust

(® Note

GitHub L RMHE L& B, SHTBEH , ¥ 7HENME AWS EXFEFIFEFEPREMN
1T o

pub async fn create_service_linked_role(
client: &iamClient,
aws_service_name: String,
custom_suffix: Option<String>,
description: Option<String>,
) -> Result<CreateServicelLinkedRoleOutput, SdkError<CreateServicelLinkedRoleError>> {
let response = client
.create_service_linked_role()
.aws_service_name(aws_service_name)
.set_custom_suffix(custom_suffix)
.set_description(description)
.send()
.await?;

Ok(response)

« M API B , 5528 AWS SDK for Rust API reference B /Y CreateServiceLinkedRoleo

CreateUser

LT GEH BT N{AI#ER CreateUser,
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(® Note
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17,
pub async fn create_user(client: &iamClient, user_name: &str) -> Result<User,
iamError> {
let response = client.create_user().user_name(user_name).send().await?;
Ok(response.user.unwrap())
}
- WNZE AP| EHEF |, 5528 AWS SDK for Rust API reference H /Y CreateUser,
DeleteAccessKey
TR FIRE R OAER DeleteAccessKey,
SDK for Rust
(® Note
GitHub LR EZ &, SHTEBEHH |, I 7 HENAE AWS EX B FEFEPREN
17,

pub async fn delete_access_key(
client: &iamClient,
user: &User,
key: &AccessKey,
) -> Result<(), iamError> {
loop {
match client
.delete_access_key()
.user_name(user.user_name())
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HBEABER
.access_key_id(key.access_key_id())
.send()
.await
{
Ok(_) => {
break;
}
Err(e) => {
println!("Can't delete the access key: {:?}", e);
sleep(Duration::from_secs(2)).await;
}
}
}
ok(())
}
- 1% API BB R , 528 AWS SDK for Rust API reference 1 #9 DeleteAccessKeyo
DeletePolicy
TR SE 5 R A DeletePolicy,
SDK for Rust
(@ Note
GitHub LiIREEZ &6, SHRTEEH , I T HWME AWS EXIHEHHIRFEPREM
1T,

pub async fn delete_policy(client: &iamClient, policy: Policy) -> Result<(),
iamError> {

client
.delete_policy()
.policy_arn(policy.arn.unwrap())
.send()
.await?;

0k(())
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- INEFE API FEHIEF , 5526 AWS SDK for Rust API reference F1#J DeletePolicy.

DeleteRole

AT & FIE RNM{ER DeleteRole,

SDK for Rust

® Note
GitHub FRUEZ &SI, SRR , ¥ THEIMAE AWS EXIREHI R FERREM
1T,

pub async fn delete_role(client: &iamClient, role: &Role) -> Result<(), iamError> {
let role = role.clone();
while client
.delete_role()
.role_name(role.role_name())

.send()

.await

.is_err()
{

sleep(Duration::from_secs(2)).await;
}
0k(())

o WNEE API SH4AE , 5528 AWS SDK for Rust API reference H1#Y DeleteRole,

DeleteServicelLinkedRole

TR IEEFIERNM{ER DeleteServicelLinkedRole,
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SDK for Rust

(® Note

GitHub L RMHE L& B, SHTBEH , ¥ 7HENME AWS EXFEFIFEFEPREMN
1T o

pub async fn delete_service_linked_role(
client: &iamClient,
role_name: &str,
) -> Result<(), iamError> {
client
.delete_service_linked_role()
.role_name(role_name)
.send()
.await?;

ok(())

o WNE API SHHREE , 5528 AWS SDK for Rust API reference H /Y DeleteServiceLinkedRole,

DeleteUser

LT ISEG@ERNMAER DeleteUser,

SDK for Rust

(® Note
GitHub LR EZ &6, SKTEEG , X 7HRIMAE AWS EX B R FEPREM
BT,

pub async fn delete_user(client: &iamClient, user: &User) -> Result<(),
SdkError<DeleteUserError>> {

let user = user.clone();
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let mut tries: i32 = 0;
let max_tries: i32 10;

let response: Result<(), SdkError<DeleteUserError>> = loop {
match client
.delete_user()

.user_name(user.user_name())
.send()
.await

Ok(_) => {
break 0k(());
}
Err(e) => {
tries += 1;
if tries > max_tries {
break Err(e);
}

sleep(Duration::from_secs(2)).await;

};

response

« M API SFHHBEF , 5528 AWS SDK for Rust API reference H#J DeleteUser,

DeleteUserPolicy
LTG5 R~ N{AEA DeleteUserPolicy,

SDK for Rust

(® Note
GitHub FIRMHEZ & |, SKTEEH , I 7 HWAE AWS 2 IHE PR FEFFREM
1T,

pub async fn delete_user_policy(
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client: &iamClient,

user: &User,

policy_name: &str,

) -> Result<(), SdkError<DeleteUserPolicyError>> {

client
.delete_user_policy()
.user_name(user.user_name())
.policy_name(policy_name)
.send()
.await?;

0k(())

- W1ZE AP| F¥HE A |, 5528 AWS SDK for Rust API reference 19 DeleteUserPolicy.

DetachRolePolicy

TR 5257 R~ {8 A DetachRolePolicy,

SDK for Rust
(® Note
GitHub LR EZ &6, SHKTEEH , I 7HNAE AWS BN GEHIREFEPREM
17,

pub async fn detach_role_policy(
client: &iamClient,
role_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.detach_role_policy()
.role_name(role_name)
.policy_arn(policy_azrn)
.send()
.await?;
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ok(())

- W1ZE AP| F¥IE A |, 5528 AWS SDK for Rust API reference 1Y DetachRolePolicy.

DetachUserPolicy

TR S5 R a6 A DetachUserPolicy,

SDK for Rust

® Note
GitHub ERHUEZ &SI, SRR , ¥ THEIMAE AWS EXIHEHI R FEHREM
1T,

pub async fn detach_user_policy(
client: &iamClient,
user_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.detach_user_policy()
.user_name(user_name)
.policy_arn(policy_azrn)
.send()
.await?;

0k(())

- 1% API F##IE R , 5528 AWS SDK for Rust API reference 1 #9 DetachUserPolicy.

GetAccountPasswordPolicy

LT S £ 528 R A £ A GetAccountPasswordPolicy,
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BIE A Bi5m
SDK for Rust
(® Note
GitHub LR EZ &, SHTREHH , I 7R AAE AWS BB FE 17 EFREMN
17,

pub async fn get_account_password_policy(
client: &iamClient,

) -> Result<GetAccountPasswordPolicyOutput, SdkError<GetAccountPasswordPolicyError>>
{

let response = client.get_account_password_policy().send().await?;

Ok(response)

- W% API FHHIER , 5528 AWS SDK for Rust API reference H#Y
GetAccountPasswordPolicy.

GetRole

UTREAGEFERINMAER GetRole,

SDK for Rust

(@ Note
GitHub FIRHEZ 5 A, SHTREH , I THRMME AWS EX B FEPREM
H1To

pub async fn get_role(
client: &iamClient,
role_name: String,
) -> Result<GetRoleOutput, SdkError<GetRoleError>> {

let response = client.get_role().role_name(role_name).send().await?;
Ok(response)
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}

« M API SFHHAEF , 5528 AWS SDK for Rust API reference Y GetRoleo

ListAttachedRolePolicies

UTRERAIBEGBERNMER ListAttachedRolePolicies,

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH) , I 7HENAE AWS EXHEHFFEPREM
#}1To

pub async fn list_attached_role_policies(
client: &iamClient,
role_name: String,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListAttachedRolePoliciesOutput, SdkError<ListAttachedRolePoliciesError>>

{

let response = client
.list_attached_role_policies()
.role_name(role_name)
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)

}

« M API SFHAEE , 5528 AWS SDK for Rust API reference H /Y ListAttachedRolePolicies.

EhE 427


https://docs.rs/aws-sdk-iam/latest/aws_sdk_iam/client/struct.Client.html#method.get_role
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/iam#code-examples
https://docs.rs/aws-sdk-iam/latest/aws_sdk_iam/client/struct.Client.html#method.list_attached_role_policies

BERAR Rust B AWS SDK AR

ListGroups

UTRENBEFERNMER ListGroups,

SDK for Rust
® Note
GitHub IR E 2 &6, SHTEEH , X 7 HEINMAIE AWS 722 15 6l 7 7 E h R ERM
#1To

pub async fn list_groups(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListGroupsOutput, SdkError<ListGroupsError>> {
let response = client
.list_groups()
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)

- WZE API A& 2B AWS SDK for Rust API reference H#J ListGroups,

%II

ListPolicies

LT GG B RNAFER ListPolicies,
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SDK for Rust
(@ Note
GitHub LR EZ &, SHTEBEHHF , I 7B OAIE AWS ZXHE I FEFEPFREM
17,

pub async fn list_policies(
client: iamClient,
path_prefix: String,
) -> Result<Vec<String>, SdkError<ListPoliciesError>> {
let list_policies = client
.list_policies()
.path_prefix(path_prefix)
.scope(PolicyScopeType::Local)
.into_paginator()
.items()
.send()
.try_collect()
.await?;

let policy_names = list_policies
.into_iter()

-map(|p| {
let name = p
.policy_name
.unwrap_or_else(|| "Missing Policy Name".to_string());
println!("{}", name);
name
1)
.collect();

Ok(policy_names)

« WNEE API SHMREF , 5528 AWS SDK for Rust API reference H#Y ListPolicies.
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ListRolePolicies

TR SEFIE R NMER ListRolePolicies,

SDK for Rust
® Note
GitHub IR E 2 &6, SHTEEH , X 7 HEINMAIE AWS 722 15 6l 7 7 E h R ERM
#1To

pub async fn list_role_policies(
client: &iamClient,
role_name: &str,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListRolePoliciesOutput, SdkError<ListRolePoliciesError>> {
let response = client
.list_role_policies()
.role_name(role_name)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)

- WZE API A& 2B AWS SDK for Rust API reference H /Y ListRolePolicies.

%II

ListRoles

LT GEGERNAFEA ListRoles,
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SDK for Rust

® Note
GitHub ERUEZ &S, SRR , ¥ THIMAE AWS EXIREHI R FEHREM
1T,

pub async fn list_roles(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListRolesOutput, SdkError<ListRolesError>> {
let response = client
.list_roles()
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;
Ok(response)

« WNZE API SHHHEEN , 5528 AWS SDK for Rust API reference H#Y ListRoles,

ListSAMLProviders

LTREXBEFIERNMER ListSAMLProviders,

SDK for Rust
(® Note
GitHub LR EZ &, SHTEEH , 3 7HRMNMAE AWS BEXBEHIRBFEFREM
1T,

pub async fn list_saml_providers(
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client: &Client,
) -> Result<ListSamlProvidersOutput, SdkError<ListSAMLProvidersError>> {
let response = client.list_saml_providers().send().await?;

Ok(response)

o WNE API S#4HEE , 5528 AWS SDK for Rust API reference B /Y ListSAMLProviderso

ListUsers

LT IBEFIERNMAER ListUsers.,

SDK for Rust
® Note
GitHub LR E 2 &1 6|, SHTEEH , X 7 EIMAIE AWS 72 = 15 £ 6l 7 7 E R E A
17,

pub async fn list_users(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListUsersOutput, SdkError<ListUsersError>> {
let response = client
.list_users()
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;
Ok(response)

o N API SHHREE , 5528 AWS SDK for Rust API reference /Y ListUsers.
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AWS loT £/ SDK for Rust BJ &5l

THIEX S REE {A A AWS SDK for Rust &8 REITEIMEFE/EE REH AWS loT,

Actions RAEBERANWEXNBRER  LAEATTHT. HABFESEHFENAFLER RBES , B
LA UEEABRRFEFERARPHNEF,

BESHNBISTERABNBAER , SUUEEPRIDAEARHREMATERBAE R
ES |
- B

B

DescribeEndpoint

AT 2 WS Ei 5|88 R an{a £ A DescribeEndpoint,

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7HENMAE AWS EXHEHFFEPREM
#}1To

async fn show_address(client: &Client, endpoint_type: &str) -> Result<(), Error> {
let resp = client
.describe_endpoint()
.endpoint_type(endpoint_type)
.send()
.await?;

println!("Endpoint address: {}", resp.endpoint_address.unwrap());
println!();

0k(())
}

AWS loT 433


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/iot#code-examples

BERAR Rust B AWS SDK

FMBABER

WZE API SHHAER | 5528 (GBRARM AWS Rust B9 SDK API 2#) 8 DescribeEndpoints,

ListThings

TR GEGERNAER ListThings,

SDK for Rust

@ Note
GitHub LR E L&A, BHTEES , I THRMMAE AWS EX B IR FEPREM
H1To

async fn show_things(client: &Client) -> Result<(), Error> {
let resp = client.list_things().send().await?;

println!("Things:");

for thing in resp.things.unwrap() {

println!(
" Name: {3}",
thing.thing_name.as_deref().unwrap_or_default()
e
println!(
" Type: {}",
thing.thing_type_name.as_deref().unwrap_or_default()
e
println!(
" ARN: {3},
thing.thing_arn.as_deref().unwrap_or_default()
e
println!();

}
println!();

0k(())

e
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- WNFE API FEHER , F2R GERAM AWS Rust B SDK API 2&) ) ListThings.

£ SDK for Rust Y Kinesis #i3l

THRNEEFI RSB ERA AWS SDK for Rust #E Kinesis R#ITEIEMBEE REHI,

Actions RAEBEANEXNBRER  LEAEATHHT, HABHFESEHFENAFLHER RBES , B
BAUEEABRERFTEFTRARPHEF,

BEEHIHTETERREXNRNES  SUUEEPRINAZEABTHERENBTEXRBNIET.
FE
. Bt

BF

CreateStream

LUTRABEFBERINMAER CreateStream,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIMAE AWS EXIHEH| R FEHREM
1T,

async fn make_stream(client: &Client, stream: &str) -> Result<(), Error> {
client
.create_stream()
.stream_name(stream)
.shard_count(4)
.send()
.await?;

Kinesis 435


https://docs.rs/aws-sdk-iot/latest/aws_sdk_iot/client/struct.Client.html#method.list_things
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/kinesis#code-examples

BERAR Rust B AWS SDK AR

println!("Created stream");

0k(())

- WE API FHAEF , F2E GERAR AWS Rust B SDK API 2£) i CreateStreams,

DeleteStream

UTREAGEFERINMER DeleteStream,

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH) , I 7HENAE AWS EXHEHFFEPREM
#}1To

async fn remove_stream(client: &Client, stream: &str) -> Result<(), Error> {
client.delete_stream().stream_name(stream).send().await?;

println!("Deleted stream.");

0k(())

- WE AP| FEHAEA , F2EH (BEAMN AWS Rust B SDK APl 2#) H# DeleteStreams,

DescribeStream

UTREAISEFERINMER DescribeStream,
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SDK for Rust

® Note
GitHub ERUEZ &S, SRR , ¥ THIMAE AWS EXIREHI R FEHREM
1T,

async fn show_stream(client: &Client, stream: &str) -> Result<(), Error> {
let resp = client.describe_stream().stream_name(stream).send().await?;

let desc resp.stream_description.unwrap();

println!("Stream description:");

println!(" Name: {}:", desc.stream_name());

println!(" Status: {:?}", desc.stream_status());
println!(" Open shards: {:?}", desc.shards.len());

println!(" Retention (hours): {}", desc.retention_period_hours());
println!(" Encryption: {:?}", desc.encryption_type.unwrap());
0k(())

. WIEE AP SHHEF , 528 (EAR AWS Rust B SDK APl 2% ) fify DescribeStream,

ListStreams
TR & HIERNMAER ListStreams.

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THEIMAE AWS EXIHHHI R FEHREM
1T,

async fn show_streams(client: &Client) -> Result<(), Error> {
let resp = client.list_streams().send().await?;
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println!("Stream names:");

let streams = resp.stream_names;

for stream in &streams {
println!(" {3}", stream);

}

println!("Found {3} stream(s)", streams.len());

ok(())

« W AP|I SFHHEF , 5528 GEAM AWS Rust B9 SDK APl 2% ) &if§ ListStreams.,

PutRecorxd
TR IEEFIEROMER PutRecord,

SDK for Rust

® Note
GitHub ERHUEZ &S], SRR , ¥ THIMAE AWS EXIREHI R FEHREM
1T,

async fn add_record(client: &Client, stream: &str, key: &str, data: &str) ->
Result<(), Error> {
let blob = Blob::new(data);

client
.put_record()
.data(blob)
.partition_key(key)
.stream_name(stream)
.send()
.await?;

println!("Put data into stream.");
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ok(())

- W% API F#HEF , F2E GERAR AWS Rust B SDK API &) iy PutRecord,

#% {r) AR 25 &5 451
£ Kinesis @3 {& 4T A Lambda B &

T AR BE G RE M E/E Lambda BB , LUZWE Kinesis BN HEMBRNENG, EES
BEEN Kinesis & &, % Base64 fi#ts , WCELERNS,

SDK for Rust

(® Note
GitHub LRMEEZ &, SIKTEEH| , I 7 HFU(AI1EE R REF S| R FEHREMNH
1To

f£ A Rust ##H Lambda R E A Kinesis =4,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::kinesis: :KinesisEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) -> Result<(), Error> {
if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());
}

event.payload.records.iter().for_each(|record| {
tracing::info!("EventId:
{3}",record.event_id.as_deref().unwrap_or_default());

let record_data = std::str::from_utf8(&record.kinesis.data);

match record_data {
Ok(data) => {

#2 {a] AR =5 & 451 439


https://docs.rs/aws-sdk-kinesis/latest/aws_sdk_kinesis/client/struct.Client.html#method.put_record
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// log the record data
tracing::info!("Data: {}", data);

}
Err(e) => {

tracing::error!("Error: {1}", e);
}

}
1)

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

);

ok(())
}

#[tokio::main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

£/ Kinesis @34k & Lambda BRI HLIRIEE K&

TR FEHREMAARE Kinesis HBRFEWEHH Lambda BB AL E, KEBEED
FEFEEHNHE XY , R Lambda HEREFAELAR.

SDK for Rust
(@ Note
GitHub LR EZ &, SWTREH| , 3 7 AENAEE ARSI FEFEERRENS
1T
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£ A Rust #£H Lambda R#R & Kinesis #LX1E B k8,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event: :kinesis: :KinesisEvent,
kinesis::KinesisEventRecord,
streams: :{KinesisBatchItemFailure, KinesisEventResponse},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) ->
Result<KinesisEventResponse, Error> {
let mut response = KinesisEventResponse {
batch_item_failures: vec![],

i

if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in &event.payload.records {
tracing::info!(
"EventId: {}",
record.event_id.as_deref().unwrap_or_default()

);
let record_processing_result = process_record(record);

if record_processing_result.is_err() {
response.batch_item_failures.push(KinesisBatchItemFailure {
item_identifier: record.kinesis.sequence_number.clone(),

1);

/* Since we are working with streams, we can return the failed item
immediately.

Lambda will immediately begin to retry processing from this failed item
onwards. */

return Ok(response);

tracing::info!(
"Successfully processed {} records",
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event.payload.records.len()

);

Ok(response)

fn process_record(record: &KinesisEventRecord) -> Result<(), Error> {
let record_data = std::str::from_utf8(record.kinesis.data.as_slice());

if let Some(err) = record_data.err() {
tracing::error!("Error: {}", err);
return Err(Error::from(err));

let record_data = record_data.unwrap_or_default();

// do something interesting with the data
tracing::info!("Data: {}", record_data);

0k(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.

.without_time()
.init();

run(service_fn(function_handler)).await

AWS KMS f#F SDK for Rust BY £

THRNSE B RSB ERA AWS SDK for Rust #E REITEERMBEEE REH AWS KMS,

Actions RAHEEBANERNBRE  LEAEATHHT, BHABDFESEHFENAFLERRBEHS , B

BRI R EE AT RO B,

AWS KMS
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BES/NBIES TR FAENRES , EUUEEPRIDAERNRPREMPITERBER.

BEF

CreateKey

DT EEFERNAER CreateKey,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIMAE AWS EXIREH| R FERREM
1T,

async fn make_key(client: &Client) -> Result<(), Error> {
let resp = client.create_key().send().await?;

let id = resp.key_metadata.as_ref().unwrap().key_id();
println!("Key: {}", id);

ok(())

- W API FHEF , F2E GERAM AWS Rust B SDK API &) HH) CreateKey,

Decrypt

UTEN GG ERINMAEFER Decrypt,

EhE 443
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SDK for Rust

® Note
GitHub FRRMEZ & fl, SKTEEEH , X THRUME AWS BXIKEFIRFEPREM
#iTo

async fn decrypt_key(client: &Client, key: &str, filename: &str) -> Result<(),
Error> {
// Open input text file and get contents as a string
// input is a base-64 encoded string, so decode it:
let data = fs::read_to_string(filename)
.map(|input] {
baseb4: :decode(input).expect("Input file does not contain valid base 64
characters.")
1)
.map(Blob: :new);

let resp = client
.decrypt()
.key_id(key)
.ciphertext_blob(data.unwrap())
.send()
.await?;

let inner = resp.plaintext.unwrap();
let bytes = inner.as_ref();

let s = String::from_utf8(bytes.to_vec()).expect("Could not convert to UTF-8");
println!();
println!("Decoded string:");

println!("{}", s);

ok(())

- WFE API FHHEN , F2E GEAR AWS Rust 89 SDK APl &) RyER,

e
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FMBABER

Encrypt

UTREXNBEHFERNMAER Encrypto

SDK for Rust

- WE AP FHAE

(@ Note

GitHub LRRMEZEHH, SHTEEH , I 7HEAMAE AWS EXHE 6| FHFEPREM
1T o

async fn encrypt_string(

verbose: bool,
client: &Client,
text: &str,

key: &str,
out_file: &str,

) -> Result<(), Error> {

let blob = Blob::new(text.as_bytes());

let resp = client.encrypt().key_id(key).plaintext(blob).send().await?;
// Did we get an encrypted blob?

let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = baseb4::encode(bytes);

let mut ofile = File::create(out_file).expect("unable to create file");
ofile.write_all(s.as_bytes()).expect("unable to write");

if verbose {

println!("Wrote the following to {:?3}", out_file);
println!("{}", s);

0k(())

%II
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GenerateDataKey

UTREAIBEFERNAER GenerateDataKey,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THEIMAE AWS EXIHEH| R FEHREAN
1T,

async fn make_key(client: &Client, key: &str) -> Result<(), Error> {
let resp = client
.generate_data_key()
.key_id(key)
.key_spec(DataKeySpec: :Aes256)
.send()
.await?;

// Did we get an encrypted blob?

let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = baseb4::encode(bytes);

println!();

println!("Data key:");

println!("{}", s);

0k(())

- WNE API B , 5528 GEAR AWS Rust B9 SDK APl 2#) H# GenerateDataKeyo

GenerateDataKeyWithoutPlaintext

TR EE5 B RN A GenerateDataKeyWithoutPlaintexto
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SDK for Rust
(@ Note
GitHub LR EZ &, SHTEBEHHF , I 7B OAIE AWS ZXHE I FEFEPFREM
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async fn make_key(client: &Client, key: &str) -> Result<(), Error> {
let resp = client
.generate_data_key_without_plaintext()
.key_id(key)
.key_spec(DataKeySpec: :Aes256)
.send()
.await?;

// Did we get an encrypted blob?

let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = baseb4::encode(bytes);

println!();

println!("Data key:");

println!("{}", s);

0k(())

- WFE API BN , 528 (EAR AWS Rust B SDK API &)
GenerateDataKeyWithoutPlaintext,

GenerateRandom

UTREAIBEFERUNMER GenerateRandom,
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async fn make_string(client: &Client, length: i32) -> Result<(), Error> {
let resp = client
.generate_random()
.number_of_bytes(length)
.send()
.await?;

// Did we get an encrypted blob?

let blob = resp.plaintext.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = base64::encode(bytes);

println!();

println!("Data key:");

println!("{}", s);

ok(())

- WIZE AP| SHHEF , 528 (EAR AWS Rust B SDK APl 2#) iy GenerateRandoms,
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async fn show_keys(client: &Client) -> Result<(), Error> {
let resp = client.list_keys().send().await?;
let keys = resp.keys.unwrap_or_default();
let len = keys.len();
for key in keys {
println!("Key ARN: {1}", key.key_arn.as_deref().unwrap_or_default());
}
println!();
println!("Found {} keys", len);
ok(())
- WNFE API FHHER |, 582E GERARM AWS Rust B9 SDK API %) iy ListKeyso
ReEncrypt
DT SE 58 R A £ A ReEncrypt,
SDK for Rust
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async fn reencrypt_string(
verbose: bool,
client: &Client,
input_file: &str,
output_file: &str,
first_key: &str,
new_key: &str,
) -> Result<(), Error> {
// Get blob from input file
// Open input text file and get contents as a string
// input is a base-64 encoded string, so decode it:
let data = fs::read_to_string(input_file)
.map(|input_file| baseb64::decode(input_file).expect("invalid base 64"))
.map(Blob: :new);

let resp = client
.re_encrypt()
.ciphertext_blob(data.unwrap())
.source_key_id(first_key)
.destination_key_id(new_key)
.send()
.await?;

// Did we get an encrypted blob?
let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s
let o

base64: :encode(bytes);
&output_file;

let mut ofile = File::create(o).expect("unable to create file");
ofile.write_all(s.as_bytes()).expect("unable to write");

if verbose {
println!("Wrote the following to {}:", output_file);
println!("{}", s);

} else {
println!("Wrote base64-encoded output to {}", output_file);

0k(())
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L Z B A E G HEKIER Cargo.toml,

[package]
name = "lambda-code-examples"
version = "0.1.0"

edition = "2021"

# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/
manifest.html

[dependencies]

aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
aws-sdk-ec2 = { version = "1.3.0" }

aws-sdk-iam = { version = "1.3.0" }

aws-sdk-lambda = { version = "1.3.0" }

aws-sdk-s3 = { version = "1.4.0" }

aws-smithy-types = { version = "1.0.1" }

aws-types = { version = "1.0.1" }

clap = { version = "4.4", features = ["derive"] }

tokio = { version = "1.20.1", features = ["full"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }
tracing = "0.1.37"

serde_json = "1.0.94"

anyhow = "1.0.71"

uuid = { version = "1.3.3", features = ["v4"] }

lambda_runtime = "0.8.0"

serde = "1.0.164"

—EAARERES , BRI Lambda B, HERILEHFH src/ations.rs.
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use anyhow: :anyhow;
use aws_sdk_iam: :operation::{create_role::CreateRoleError,

delete_role::DeleteRoleQOutput};

use aws_sdk_lambda: :{

i

use

};

use
use
use
use

operation::{

delete_function: :DeleteFunctionOutput, get_function::GetFunctionOutput,

invoke: :InvokeOutput, list_functions::ListFunctionsOutput,

update_function_code: :UpdateFunctionCodeOutput,

update_function_configuration: :UpdateFunctionConfigurationOutput,

iy

primitives::ByteStream,

types::{Environment, FunctionCode, LastUpdateStatus, State},

aws_sdk_s3::{

error: :ErrorMetadata,
operation::{delete_bucket::DeleteBucketOutput,
delete_object::DeleteObjectOutput},
types::CreateBucketConfiguration,

aws_smithy_types: :Blob;
serde::{ser::SerializeMap, Serialize};

std::{fmt::Display, path::PathBuf, str::FromStr, time::Duration};

tracing::{debug, info, warn};

/* Operation describes */
#[derive(Clone, Copy, Debug, Serialize)]
pub enum Operation

#[serde(rename
Plus,
#[serde(rename
Minus,
#[serde(rename
Times,
#[serde(rename
DividedBy,

"plUS")]

"minus")]

"times")]

"divided-by")]

impl FromStr for Operation {
type Err = anyhow::Error;

fn from_str(s: &str) -> Result<Self, Self::Err> {

match s {

"plus" => Ok(Operation::Plus),
"minus" => Ok(Operation::Minus),
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"times" => Ok(Operation::Times),
"divided-by" => Ok(Operation::DividedBy),
_ => Err(anyhow! ("Unknown operation {s}")),

impl Display for Operation {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match self {
Operation::Plus => write!(f, "plus"),
Operation: :Minus => write!(f, "minus"),
Operation::Times => write!(f, "times"),
Operation::DividedBy => write!(f, "divided-by"),

/**
* InvokeArgs will be serialized as JSON and sent to the AWS Lambda handler.
*/
#[derive(Debug)]
pub enum InvokeArgs {
Increment(i32),
Arithmetic(Operation, i32, i32),

impl Serialize for InvokeArgs {
fn serialize<S>(&self, serializer: S) -> Result<S::0k, S::Error>
where
S: serde::Serializer,

match self {

InvokeArgs::Increment(i) => serializer.serialize_i32(*i),

InvokeArgs: :Arithmetic(o, i, j) => {
let mut map: S::SerializeMap = serializer.serialize_map(Some(3))?;
map.serialize_key(&"op".to_string())?;
map.serialize_value(&o.to_string())?;
map.serialize_key(&"i".to_string())?;
map.serialize_value(&i)?;
map.serialize_key(&"j".to_string())?;
map.serialize_value(&j)?;
map.end()
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}

/** A policy document allowing Lambda to execute this function on the account's
behalf. */
const ROLE_POLICY_DOCUMENT: &str = r#"{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": { "Service": "lambda.amazonaws.com" },
"Action": "sts:AssumeRole"

]
}#;

/**
* A LambdaManager gathers all the resources necessary to run the Lambda example
scenario.
* This includes instantiated aws_sdk clients and details of resource names.
*/
pub struct LambdaManager {
iam_client: aws_sdk_iam::Client,
lambda_client: aws_sdk_lambda::Client,
s3_client: aws_sdk_s3::Client,
lambda_name: String,
role_name: String,
bucket: String,
own_bucket: bool,

// These unit type structs provide nominal typing on top of String parameters for
LambdaManager: : new

pub struct LambdaName(pub String);

pub struct RoleName(pub String);

pub struct Bucket(pub String);

pub struct OwnBucket(pub bool);

impl LambdaManager {
pub fn new(
iam_client: aws_sdk_iam::Client,
lambda_client: aws_sdk_lambda::Client,
s3_client: aws_sdk_s3::Client,

BRI 455



BERAR Rust B AWS SDK AR

lambda_name: LambdaName,

role_name: RoleName,

bucket: Bucket,

own_bucket: OwnBucket,

) -> Self {

Self {
iam_client,
lambda_client,
s3_client,
lambda_name: lambda_name.0,
role_name: role_name.0,
bucket: bucket.O,
own_bucket: own_bucket.0,

/**
* Load the AWS configuration from the environment.
* Look up lambda_name and bucket if none are given, or generate a random name
if not present in the environment.
* If the bucket name is provided, the caller needs to have created the bucket.
* If the bucket name is generated, it will be created.

*/
pub async fn load_from_env(lambda_name: Option<String>, bucket: Option<String>)
-> Self {

let sdk_config = aws_config::load_from_env().await;
let lambda_name = LambdaName(lambda_name.unwrap_or_else(|]| {
std::env::var("LAMBDA_NAME") .unwrap_or_else(|_]|
"rust_lambda_example".to_string())
1)
let role_name = RoleName(format!("{}_role", lambda_name.Q));
let (bucket, own_bucket) =
match bucket {
Some(bucket) => (Bucket(bucket), false),
None => (
Bucket(std::env::var("LAMBDA_BUCKET").unwrap_or_else(|_| {
format!("rust-lambda-example-{}", uuid::Uuid::new_v4())
1),
true,
),
};

let s3_client = aws_sdk_s3::Client::new(&sdk_config);
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if own_bucket {
info!("Creating bucket for demo: {3}", bucket.Q);
s3_client
.create_bucket()
.bucket(bucket.®.clone())
.create_bucket_configuration(
CreateBucketConfiguration: :builder()

.location_constraint(aws_sdk_s3::types: :BucketLocationConstraint: :from(
sdk_config.region().unwrap().as_ref(),

))
.build(),
)
.send()
.await
.unwrap();

}

Self: :new(
aws_sdk_iam: :Client: :new(&sdk_config),
aws_sdk_lambda: :Client: :new(&sdk_config),
s3_client,
lambda_name,
role_name,
bucket,

OwnBucket (own_bucket),

)

}
/**

* Upload function code from a path to a zip file.
* The zip file must have an AL2 Linux-compatible binary
* The easiest way to create such a zip is to use ‘cargo
format Zip'.
*/
async fn prepare_function(
&self,
zip_file: PathBuf,
key: Option<String>,
) -> Result<FunctionCode, anyhow::Error> {
let body = ByteStream::from_path(zip_file).await?;

called "bootstrap’.
lambda build --output-

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));
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/**

info!("Uploading function code to s3://{}/{3}", self.bucket, key);

let _ = self
.s3_client
.put_object()
.bucket(self.bucket.clone())
.key(key.clone())
.body(body)
.send()
.await?;

Ok(FunctionCode: :builder()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())

* Create a function, uploading from a zip file.

*/

pub async fn create_function(&self, zip_file: PathBuf) -> Result<String,
anyhow: :Error> {

let code = self.prepare_function(zip_file, None).await?;

let key = code.s3_key().unwrap().to_string();

let role = self.create_role().await.map_err(|e| anyhow!(e))?;

info!("Created iam role, waiting 15s for it to become active");
tokio::time: :sleep(Duration::from_secs(15)).await;

info!("Creating lambda function {}", self.lambda_name);
let _ = self
.lambda_client
.create_function()
.function_name(self.lambda_name.clone())
.code(code)
.role(role.arn())
.runtime(aws_sdk_lambda: :types::Runtime: :Providedal?2)
.handler("_unused")
.send()
.await
.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;
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self.lambda_client
.publish_version()
.function_name(self.lambda_name.clone())

.send()
.await?;
Ok(key)
}
/**

* Create an IAM execution role for the managed Lambda function.
* If the role already exists, use that instead.
*/

async fn create_role(&self) -> Result<aws_sdk_iam::types::Role, CreateRoleError>

info!("Creating execution role for function");
let get_role = self
.iam_client
.get_role()
.role_name(self.role_name.clone())
.send()
.await;
if let Ok(get_role) = get_role {
if let Some(role) = get_role.role {
return Ok(role);

let create_role = self
.iam_client
.create_role()
.role_name(self.role_name.clone())
.assume_role_policy_document(ROLE_POLICY_DOCUMENT)
.send()
.await;

match create_role {
Ok(create_role) => match create_role.role {
Some(role) => Ok(role),
None => Err(CreateRoleError::generic(
ErrorMetadata: :buildexr()
.message("CreateRole returned empty success")
.build(),
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Err(err) => Err(err.into_service_error()),

/**
* Poll “is_function_ready’ with a 1l-second delay. It returns when the function
is ready or when there's an error checking the function's state.
*/
pub async fn wait_for_function_ready(&self) -> Result<(), anyhow::Error> {
info!("Waiting for function");
while !self.is_function_ready(None).await? {
info!("Function is not ready, sleeping 1s");
tokio::time: :sleep(Duration::from_secs(1l)).await;
}
0k(())

/**
* Check if a Lambda function is ready to be invoked.
* A Lambda function is ready for this scenario when its state is active and its
LastUpdateStatus is Successful.
* Additionally, if a sha256 is provided, the function must have that as its
current code hash.
* Any missing properties or failed requests will be reported as an Err.
*/
async fn is_function_ready(
&self,
expected_code_sha256: Option<&str>,
) -> Result<bool, anyhow::Error> {
match self.get_function().await {
Ok(func) => {
if let Some(config) = func.configuration() {
if let Some(state) = config.state() {
info!(?state, "Checking if function is active");
if !matches!(state, State::Active) {
return Ok(false);

}
match config.last_update_status() {

Some(last_update_status) => {
info!(?last_update_status, "Checking if function is
ready");
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match last_update_status {
LastUpdateStatus::Successful => {
// continue

}
LastUpdateStatus::Failed |

LastUpdateStatus::InProgress => {
return Ok(false);

}
unknown => {
warn! (
status_variant = unknown.as_str(),
"LastUpdateStatus unknown"
);
return Err(anyhow!(
"Unknown LastUpdateStatus, fn config is
{config:?}"
));
}
}
}
None => {
warn!("Missing last update status");
return Ok(false);
}

};
if expected_code_sha256.is_none() {
return Ok(true);

}
if let Some(code_sha256) = config.code_sha256() {

return Ok(code_sha256 ==
expected_code_sha256.unwrap_or_default());

}
}
}
Err(e) => {
warn!(?e, "Could not get function while waiting");
}
}
Ok(false)

/** Get the Lambda function with this Manager's name. */

pub async fn get_function(&self) -> Result<GetFunctionOutput, anyhow::Error> {

info!("Getting lambda function");
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self.lambda_client
.get_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Exrror::from)

/** List all Lambda functions in the current Region. */
pub async fn list_functions(&self) -> Result<ListFunctionsOutput, anyhow::Error>

info!("Listing lambda functions");
self.lambda_client
.list_functions()
.send()
.await
.map_err(anyhow: :Error::from)

/** Invoke the lambda function using calculator InvokeArgs. */
pub async fn invoke(&self, args: InvokeArgs) -> Result<InvokeOutput,
anyhow: :Error> {
info!(?args, "Invoking {}", self.lambda_name);
let payload = serde_json::to_string(&args)?;
debug! (?payload, "Sending payload");
self.lambda_client
.invoke()
.function_name(self.lambda_name.clone())
.payload(Blob: :new(payload))
.send()
.await
.map_err(anyhow: :Exrror::from)

/** Given a Path to a zip file, update the function's code and wait for the
update to finish. */
pub async fn update_function_code(
&self,
zip_file: PathBuf,
key: String,
) -> Result<UpdateFunctionCodeOutput, anyhow::Error> {
let function_code = self.prepare_function(zip_file, Some(key)).await?;

info!("Updating code for {}", self.lambda_name);
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let update = self
.lambda_client
.update_function_code()
.function_name(self.lambda_name.clone())
.s3_bucket(self.bucket.clone())
.s3_key(function_code.s3_key().unwrap().to_string())
.send()
.await
.map_err(anyhow: :Error::from)?;

self.wait_for_function_ready().await?;

Ok(update)

/** Update the environment for a function. */
pub async fn update_function_configuration(
&self,
environment: Environment,
) -> Result<UpdateFunctionConfigurationOutput, anyhow::Error> {
info!(
?environment,
"Updating environment for {}", self.lambda_name
I
let updated = self
.lambda_client
.update_function_configuration()
.function_name(self.lambda_name.clone())
.environment(environment)
.send()
.await
.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;

Ok(updated)

/** Delete a function and its role, and if possible or necessary, its associated
code object and bucket. */
pub async fn delete_function(
&self,
location: Option<String>,

) > (
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Result<DeleteFunctionOutput, anyhow::Error>,
Result<DeleteRoleOutput, anyhow::Error>,
Option<Result<DeleteObjectOutput, anyhow::Error>>,
) {
info!("Deleting lambda function {}", self.lambda_name);
let delete_function = self
.lambda_client
.delete_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Exrror::from);

info!("Deleting iam role {}", self.role_name);
let delete_role = self

.iam_client

.delete_role()

.role_name(self.role_name.clone())

.send()

.await

.map_err(anyhow: :Error::from);

let delete_object: Option<Result<DeleteObjectOutput, anyhow::Error>> =
if let Some(location) = location {
info!("Deleting object {location}");
Some(
self.s3_client
.delete_object()
.bucket(self.bucket.clone())
.key(location)
.send()
.await
.map_err(anyhow: :Error::from),
)
} else {
info!(?location, "Skipping delete object");
None

};

(delete_function, delete_role, delete_object)

pub async fn cleanup(
&self,
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location: Option<String>,

) > (
(
Result<DeleteFunctionOutput, anyhow::Error>,
Result<DeleteRoleOutput, anyhow::Error>,
Option<Result<DeleteObjectOutput, anyhow::Error>>,
),

Option<Result<DeleteBucketOutput, anyhow::Error>>,

) {

let delete_function = self.delete_function(location).await;

let delete_bucket = if self.own_bucket {
info!("Deleting bucket {}", self.bucket);
if delete_function.2.is_none() ||
delete_function.2.as_ref().unwrap().is_ok() {
Some(
self.s3_client
.delete_bucket()
.bucket(self.bucket.clone())
.send()
.await
.map_err(anyhow: :Exrror::from),

)
} else {
None
}
} else {
info!("No bucket to clean up");
None
};
(delete_function, delete_bucket)
}
}
/**

* Testing occurs primarily as an integration test running the “scenario” bin
successfully.
* Each action relies deeply on the internal workings and state of Amazon Simple
Storage Service (Amazon S3), Lambda, and IAM working together.
* It is therefore infeasible to mock the clients to test the individual actions.
*/
#[cfg(test)]
mod test {
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use super::{InvokeArgs, Operation};
use serde_json::json;

/** Make sure that the JSON output of serializing InvokeArgs is what's expected
by the calculator. */
#[test]
fn test_serialize() {
assert_eq!(json!(InvokeArgs::Increment(5)), 5);
assert_eq!(
json!(InvokeArgs::Arithmetic(Operation::Plus, 5, 7)).to_string(),
r#"{"op":"plus","i":5,"j":7}"#.to_string(),
);

AR RIRPITRRIN ENER , FRBGTSIEEREFHELTH. LEREEHTH src/

bin/scenario.rs,

/-k

## Service actions

Service actions wrap the SDK call, taking a client and any specific parameters
necessary for the call.

* CreateFunction

* GetFunction

* ListFunctions

* Invoke

* UpdateFunctionCode

* UpdateFunctionConfiguration
* DeleteFunction

## Scenario

A scenario runs at a command prompt and prints output to the user on the result
of each service action. A scenario can run in one of two ways: straight through,
printing out progress as it goes, or as an interactive question/answer script.

## Getting started with functions

Use an SDK to manage AWS Lambda functions: create a function, invoke it, update its
code, invoke it again, view its output and logs, and delete it.
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This scenario uses two Lambda handlers:
_Note: Handlers don't use AWS SDK API calls._

The increment handler is straightforward:

1. It accepts a number, increments it, and returns the new value.
2. It performs simple logging of the result.

The arithmetic handler is more complex:
1. It accepts a set of actions ['plus', 'minus', 'times', 'divided-by'] and two
numbers, and returns the result of the calculation.
2. It uses an environment variable to control log level (such as DEBUG, INFO,
WARNING, ERROR).
It logs a few things at different levels, such as:
* DEBUG: Full event data.
* INFO: The calculation result.
* WARN~ING~: When a divide by zero error occurs.
* This will be the typical "RUST_LOG" variable.

The steps of the scenario are:

1. Create an AWS Identity and Access Management (IAM) role that meets the following
requirements:
* Has an assume_role policy that grants 'lambda.amazonaws.com' the
'sts:AssumeRole' action.
* Attaches the 'arn:aws:iam::aws:policy/service-role/
AWSLambdaBasicExecutionRole' managed role.
* _You must wait for ~10 seconds after the role is created before you can use
it!_
2. Create a function (CreateFunction) for the increment handler by packaging it as a
zip and doing one of the following:
* Adding it with CreateFunction Code.ZipFile.
* --0r--
* Uploading it to Amazon Simple Storage Service (Amazon S3) and adding it with
CreateFunction Code.S3Bucket/S3Key.
* Note: Zipping the file does not have to be done in code._
* If you have a waiter, use it to wait until the function is active. Otherwise,
call GetFunction until State is Active.
3. Invoke the function with a number and print the result.
4. Update the function (UpdateFunctionCode) to the arithmetic handler by packaging
it as a zip and doing one of the following:
* Adding it with UpdateFunctionCode ZipFile.
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¥ --0r--
* Uploading it to Amazon S3 and adding it with UpdateFunctionCode S3Bucket/
S3Key.
5. Call GetFunction until Configuration.lLastUpdateStatus is 'Successful' (or
'Failed').

6. Update the environment variable by calling UpdateFunctionConfiguration and pass
it a log level, such as:

* Environment={'Variables': {'RUST_LOG': 'TRACE'}}

7. Invoke the function with an action from the list and a couple of values. Include
LogType='Tail' to get logs in the result. Print the result of the calculation and
the log.

8. [Optional] Invoke the function to provoke a divide-by-zero error and show the log
result.

9. List all functions for the account, using pagination (ListFunctions).

10. Delete the function (DeleteFunction).

11. Delete the role.

Each step should use the function created in Service Actions to abstract calling the
SDK.
*/

use aws_sdk_lambda::{operation::invoke: :InvokeOutput, types::Environment};
use clap::Parser;

use std::{collections::HashMap, path::PathBuf};

use tracing::{debug, info, warn};

use tracing_subscriber::EnvFilter;

use lambda_code_examples::actions::{
InvokeArgs::{Arithmetic, Increment},
LambdaManager, Operation,

i

#[derive(Debug, Parser)]

pub struct Opt {
/// The AWS Region.
#[structopt(short, long)]
pub region: Option<String>,

// The bucket to use for the FunctionCode.
#[structopt(short, long)]
pub bucket: Option<String>,

// The name of the Lambda function.
#[structopt(short, long)]
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pub lambda_name: Option<String>,

// The number to increment.
#[structopt(short, long, default_value = "12")]
pub inc: i32,

// The left operand.
#[structopt(long, default_value
pub num_a: i32,

||19||)]

// The right operand.
#[structopt(long, default_value = "23")]
pub num_b: i32,

// The arithmetic operation.
#[structopt(short, long, default_value = "plus")]
pub operation: Operation,

#[structopt(long)]
pub cleanup: Option<bool>,

#[structopt(long)]
pub no_cleanup: Option<bool>,

fn code_path(lambda: &str) -> PathBuf {
PathBuf::from(format!("../target/lambda/{lambda}/bootstrap.zip"))

fn log_invoke_output(invoke: &InvokeOutput, message: &str) {
if let Some(payload) = invoke.payload().cloned() {
let payload = String::from_utf8(payload.into_innex());
info!(?payload, message);
} else {
info!("Could not extract payload")
}
if let Some(logs) = invoke.log_result() {
debug!(?logs, "Invoked function logs")
} else {
debug! ("Invoked function had no logs")

async fn main_block(
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opt: &Opt,
manager: &lLambdaManager,
code_location: String,

) -> Result<(), anyhow::Error> {

let invoke = manager.invoke(Increment(opt.inc)).await?;
log_invoke_output(&invoke, "Invoked function configured as increment");

let update_code = manager
.update_function_code(code_path("arithmetic"), code_location.clone())
.await?;

let code_sha256 = update_code.code_sha256().unwrap_or("Unknown SHA");
info!(?code_sha256, "Updated function code with arithmetic.zip");

let arithmetic_args = Arithmetic(opt.operation, opt.num_a, opt.num_b);
let invoke = manager.invoke(arithmetic_args).await?;
log_invoke_output(&invoke, "Invoked function configured as arithmetic");

let update = manager
.update_function_configuration(
Environment: :buildexr()
.set_variables(Some(HashMap: :from([(
"RUST_LOG".to_string(),
"trace".to_string(),
)1)))
.build(),
)
.await?;
let updated_environment = update.environment();
info!(?updated_environment, "Updated function configuration");

let invoke = manager
.invoke(Arithmetic(opt.operation, opt.num_a, opt.num_b))
.await?;
log_invoke_output(
&invoke,
"Invoked function configured as arithmetic with increased logging",

);

let invoke = manager
.invoke(Arithmetic(Operation::DividedBy, opt.num_a, 0))
.await?;

log_invoke_output(
&invoke,

B
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"Invoked function configured as arithmetic with divide by zero",
);
Ok::<(), anyhow::Error>(())
}
#[tokio: :main]
async fn main() {
tracing_subscriber::fmt()
.without_time()
.with_file(true)
.with_line_number(true)
.with_env_filter(EnvFilter::from_default_env())
.init();
let opt = Opt::parse();
let manager = LambdaManager::load_from_env(opt.lambda_name.clone(),
opt.bucket.clone()).await;
let key = match manager.create_function(code_path("increment")).await {
Ok(init) => {
info!(?init, "Created function, initially with increment.zip");
let run_block = main_block(&opt, &manager, init.clone()).await;
info!(?run_block, "Finished running example, cleaning up");
Some(init)
}
Err(err) => {
warn!(?err, "Error happened when initializing function");
None
}
};
if Some(false) == opt.cleanup || Some(true) == opt.no_cleanup {
info! ("Skipping cleanup")
} else {
let delete = manager.cleanup(key).await;
info!(?delete, "Deleted function & cleaned up resources");
}
}
- INZE API EHHIEFA , 3528 AWS SDK for Rust API reference FHI R 5 £,
» CreateFunction
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* DeleteFunction

* GetFunction

* |nvoke

» ListFunctions

* UpdateFunctionCode

» UpdateFunctionConfiguration

BEF

CreateFunction

LT GE 5B R {AER CreateFunction,

SDK for Rust

(® Note
GitHub LR E 2 &6, SHTEEH , I 7 EIMIE AWS 23 56 7 7 E PR EM
17,
/**
* Create a function, uploading from a zip file.
*/
pub async fn create_function(&self, zip_file: PathBuf) -> Result<String,

anyhow:

:Error> {
let code = self.prepare_function(zip_file, None).await?;

let key = code.s3_key().unwrap().to_string();
let role = self.create_role().await.map_err(|e| anyhow!(e))?;

info!("Created iam role, waiting 15s for it to become active");
tokio::time: :sleep(Duration::from_secs(15)).await;

info!("Creating lambda function {}", self.lambda_name);
let _ = self

.lambda_client

.create_function()

BE
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.function_name(self.lambda_name.clone())

.code(code)

.role(role.arn())

.runtime(aws_sdk_lambda: :types::Runtime: :Providedal?2)
.handler("_unused")

.send()

.await

.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;
self.lambda_client

.publish_version()
.function_name(self.lambda_name.clone())

.send()
.await?;
Ok(key)
}
/**

* Upload function code from a path to a zip file.
* The zip file must have an AL2 Linux-compatible binary called “bootstrap’.
* The easiest way to create such a zip is to use ‘cargo lambda build --output-
format Zip .
*/
async fn prepare_function(
&self,
zip_file: PathBuf,
key: Option<String>,
) -> Result<FunctionCode, anyhow::Error> {
let body = ByteStream::from_path(zip_file).await?;

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));

info!("Uploading function code to s3://{3}/{3}", self.bucket, key);
let _ = self

.s3_client

.put_object()

.bucket(self.bucket.clone())

.key(key.clone())

.body(body)

.send()

.await?;

e
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Ok(FunctionCode: :buildex()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())

« M API SFHHEE |, 5528 (AWS SDK for Rust API %) & #J CreateFunction,

DeleteFunction

LT EFIE RN EA DeleteFunction,

SDK for Rust

@ Note
GitHub LRt E &6, BHTEES , I THRMMAE AWS EX B IR FEPREM
H1To

/** Delete a function and its role, and if possible or necessary, its associated
code object and bucket. */
pub async fn delete_function(
&self,
location: Option<String>,
) -> (
Result<DeleteFunctionOutput, anyhow::Error>,
Result<DeleteRoleOutput, anyhow::Error>,
Option<Result<DeleteObjectOutput, anyhow::Error>>,
) {
info!("Deleting lambda function {}", self.lambda_name);
let delete_function = self
.lambda_client
.delete_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error::from);
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info!("Deleting iam role {}", self.role_name);
let delete_role = self

.iam_client

.delete_role()

.role_name(self.role_name.clone())

.send()

.await

.map_err(anyhow: :Error::from);

let delete_object: Option<Result<DeleteObjectOutput, anyhow::Error>> =
if let Some(location) = location {
info!("Deleting object {location}");
Some (
self.s3_client
.delete_object()
.bucket(self.bucket.clone())

.key(location)
.send()
.await
.map_err(anyhow: :Exrror::from),
)
} else {
info!(?location, "Skipping delete object");
None

i

(delete_function, delete_role, delete_object)

- HIZE AP| E#HEF , 528 (AWS SDK for Rust APl 2#) fif§ DeleteFunction.

GetFunction
AT EE | B R A A GetFunction,

SDK for Rust

(® Note
GitHub EIRHEZ & A, SHTREH , I THRMME AWS EX B FEHREM
H1To
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/** Get the Lambda function with this Manager's name. */
pub async fn get_function(&self) -> Result<GetFunctionOutput, anyhow::Error> {
info!("Getting lambda function");
self.lambda_client
.get_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Exrror::from)

« M API B |, 5528 (AWS SDK for Rust APl 2%) d#y GetFunction,

Invoke
UTEAGEFBERMMER Invoke,

SDK for Rust

@ Note
GitHub LR EZ &6, BHTEES , I THRMMAE AWS EX B IR FEPREM
H1To

/** Invoke the lambda function using calculator InvokeArgs. */
pub async fn invoke(&self, args: InvokeArgs) -> Result<InvokeOutput,
anyhow: :Error> {
info!(?args, "Invoking {}", self.lambda_name);
let payload = serde_json::to_string(&args)?;
debug! (?payload, "Sending payload");
self.lambda_client
.invoke()
.function_name(self.lambda_name.clone())
.payload(Blob: :new(payload))
.send()
.await
.map_err(anyhow: :Error: :from)
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fn log_invoke_output(invoke: &InvokeOutput, message: &str) {
if let Some(payload) = invoke.payload().cloned() {
let payload = String::from_utf8(payload.into_inner());
info!(?payload, message);
} else {
info!("Could not extract payload")
}
if let Some(logs) = invoke.log_result() {
debug!(?logs, "Invoked function logs")
} else {
debug! ("Invoked function had no logs")

« WNE AP| HHHE |, 552 (AWS SDK for Rust APl 2#) &#) Invoke,

ListFunctions

LT BEG BRI R ListFunctions,

SDK for Rust
(® Note
GitHub L1IRMEZ &, SHRTEEH , 3 7HRMNMAE AWS BEXBEHIRBFEFREM
#1To

/** List all Lambda functions in the current Region. */
pub async fn list_functions(&self) -> Result<ListFunctionsOutput, anyhow::Error>

info!("Listing lambda functions");
self.lambda_client
.list_functions()
.send()
.await
.map_err(anyhow: :Error: :from)
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W API & , 5528 (AWS SDK for Rust APl &%) difj ListFunctions,

UpdateFunctionCode

TR iSE 5 R~ £ A UpdateFunctionCode,

SDK for Rust

(® Note

GitHub L RRHEZEH, SHTREH , I 7HEUNAE AWS EXHEHFFEPREM
#}1To

/** Given a Path to a zip file, update the function's code and wait for the
update to finish. */
pub async fn update_function_code(
&self,
zip_file: PathBuf,
key: String,
) -> Result<UpdateFunctionCodeOutput, anyhow::Error> {
let function_code = self.prepare_function(zip_file, Some(key)).await?;

info!("Updating code for {}", self.lambda_name);

let update = self
.lambda_client
.update_function_code()
.function_name(self.lambda_name.clone())
.s3_bucket(self.bucket.clone())
.s3_key(function_code.s3_key().unwrap().to_string())
.send()
.await
.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;
Ok(update)
/**

* Upload function code from a path to a zip file.
* The zip file must have an AL2 Linux-compatible binary called “bootstrap.

e
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* The easiest way to create such a zip is to use ‘cargo lambda build --output-
format Zip'.
*/
async fn prepare_function(
&self,
zip_file: PathBuf,
key: Option<String>,
) -> Result<FunctionCode, anyhow::Error> {
let body = ByteStream::from_path(zip_file).await?;

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));

info!("Uploading function code to s3://{}/{3}", self.bucket, key);
let _ = self

.s3_client

.put_object()

.bucket(self.bucket.clone())

.key(key.clone())

.body(body)

.send()

.await?;

Ok(FunctionCode: :builder()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())

- WNZE API FEE , 528 (AWS SDK for Rust APl 2% ) ®#) UpdateFunctionCode,

UpdateFunctionConfiguration

AT SE 4R R an{a £ A UpdateFunctionConfiguration,

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH) , I 7HENMAE AWS EXHEHFFEPREM
#}1To
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/** Update the environment for a function. */
pub async fn update_function_configuration(
&self,
environment: Environment,
) -> Result<UpdateFunctionConfigurationOutput, anyhow::Error> {
info!(
?environment,
"Updating environment for {}", self.lambda_name
);
let updated = self
.lambda_client
.update_function_configuration()
.function_name(self.lambda_name.clone())
.environment(environment)
.send()
.await
.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;

Ok(updated)

- W API FHHER , 5528 (AWS SDK for Rust APl &) ity
UpdateFunctionConfiguration.

ESH]
B W ARBEARXRERAN

THIEABEIRENMETEARFEAER  REAEUEREEMRL.

SDK for Rust

BERNMERBRSEEEERARER , LUEMFH Amazon Rekognition 8B 5 HHER , WigH
77 LAt B R FREL,

MB RN RABNNARERATHIET , F26 GitHub LR TR,

MBRARRILEFIW R , FSE AWS HH EFHWNE,
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+ API Gateway

* DynamoDB

« Lambda

* Amazon Rekognition
» Amazon S3

+ Amazon SNS

8 {o] fR 2R £6 51
EHRZE Lambda BB HY Amazon RDS B E

THRABEF RENAEEERE RDS EBEMN Lambda BB, IHBERHGENEREFRIL
%@%%O

SDK for Rust

® Note
GitHub LRIt Z&i65l, SKTEEHH| , I 7R ML EARSESBFIRBFEHRRENH
’?j_-o

£/ Rust B ZE Lambda BE{+HY Amazon RDS ERIE,

use aws_config::BehaviorVersion;
use aws_credential_types::provider::ProvideCredentials;
use aws_sigvé::{
http_request::{sign, SignableBody, SignableRequest, SigningSettings},
sign::v4,
};
use lambda_runtime: :{run, service_fn, Error, LambdaEvent};
use serde_json::{json, Value};
use sqglx::postgres::PgConnectOptions;
use std::env;
use std::time::{Duration, SystemTime};

const RDS_CERTS: &[u8] = include_bytes!("global-bundle.pem");
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async fn generate_rds_iam_token(
db_hostname: &str,
port: ul6,
db_username: &str,

) -> Result<String, Error> {

let config = aws_config::load_defaults(BehaviorVersion::v2024_03_28()).await;

let credentials = config
.credentials_provider()
.expect("no credentials provider found")
.provide_credentials()
.await
.expect("unable to load credentials");
let identity = credentials.into();
let region = config.region().unwrap().to_string();

let mut signing_settings = SigningSettings::default();
signing_settings.expires_in = Some(Duration::from_secs(900));
signing_settings.signature_location =

aws_sigv4: :http_request::SignaturelLocation: :QueryParams;

let signing_params = v4::SigningParams: :builder()
.identity(&identity)
.region(&region)
.name("rds-db")
.time(SystemTime: :now())
.settings(signing_settings)
.build()?;

let url = format!(
"https://{db_hostname}: {port}/?Action=connect&DBUser={db_user}",
db_hostname = db_hostname,
port = port,
db_user = db_username

);

let signable_request =
SignableRequest: :new("GET", &url, std::iter::empty(),
SignableBody: :Bytes(&[]))
.expect("signable request");

let (signing_instructions, _signature) =
sign(signable_request, &signing_params.into())?.into_parts();

(A AR AR
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let mut url = url::Url::parse(&url).unwrap();
for (name, value) in signing_instructions.params() {
url.query_pairs_mut().append_pair(name, &value);

let response = url.to_string().split_off("https://".1len());

Ok(response)

#[tokio: :main]
async fn main() -> Result<(), Error> {
run(service_fn(handler)).await

async fn handler(_event: LambdaEvent<Value>) -> Result<Value, Error> {
let db_host = env::var("DB_HOSTNAME").expect("DB_HOSTNAME must be set");
let db_port env::var("DB_PORT")
.expect("DB_PORT must be set")
.parse::<ul6>()
.expect("PORT must be a valid number");
let db_name = env::var("DB_NAME").expect("DB_NAME must be set");
let db_user_name = env::var("DB_USERNAME").expect("DB_USERNAME must be set");

let token = generate_rds_iam_token(&db_host, db_port, &db_user_name).await?;

let opts = PgConnectOptions::new()
.host(&db_host)
.port(db_port)
.username(&db_user_name)
.password(&token)
.database(&db_name)
.ssl_root_cert_from_pem(RDS_CERTS.to_vec())
.ssl_mode(sqglx::postgres: :PgSslMode: :Require);

let pool = sqlx::postgres::PgPoolOptions: :new()
.connect_with(opts)
.await?;

let result: i32 = sqglx::query_scalar("SELECT $1 + $2")
.bind(3)
.bind(2)
.fetch_one(&pool)
.await?;
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println!("Result: {:?}", result);

Ok(json!({
"statusCode": 200,
"content-type": "text/plain",
"body": format!("The selected sum is: {result}")

1))

£/ Kinesis @& &4 FA Lambda K&

THRA BTG RENAEIE Lambda BB , UEZKRKE Kinesis BRIZEWGHFFTBENSEH, LHEREE
REHY Kinesis &%, ¢ Base64 i , WidEilHEN S,

SDK for Rust

® Note
GitHub FRUEZ &S], SRR , I T HEIAEEARFEH REEETRENS
1To

£/ Rust ¥## Lambda M Kinesis B4,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::kinesis: :KinesisEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) -> Result<(), Error> {
if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

event.payload.records.iter().for_each(|record| {
tracing::info!("EventId:
{3}",record.event_id.as_deref().unwrap_or_default());
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let record_data = std::str::from_utf8(&record.kinesis.data);

match record_data {
Ok(data) => {
// log the record data
tracing::info!("Data: {}", data);

}
Err(e) => {

tracing::error!("Error: {1}", e);
}

1)

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

);

ok(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

£ A DynamoDB &2 &4 A Lambda B &

THRXFEH G REBMAEE Lambda BE , SAZEWHE DynamoDB SR EWECERATBRNELH., HE
2B DynamoDB A& I 5E T iL AR
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Note

GitHub L RRMEZEHH, SHTREH , I 7 FEAAEEFREELEH R FERRENH

1To

£ Rust # & Lambda R A DynamoDB E4,

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};

use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord},
};

// Built with the following dependencies:
//lambda_runtime = "0.11.1"

//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }
//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features

[Ilfmtll] }
//aws_lambda_events = "0.15.0"

async fn function_handler(event: LambdaEvent<Event>) ->Result<(), Error> {

let records = &event.payload.records;
tracing::info!("event payload: {:?}",records);
if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_dynamo_dbrecord(record);
tracing::info!("Dynamo db records processed");

// Prepare the response

ok(())

false, features
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}

fn log_dynamo_dbrecord(record: &EventRecord)-> Result<(), Error>{
tracing::info!("EventId: {}", record.event_id);
tracing::info!("EventName: {}", record.event_name);
tracing::info!("DynamoDB Record: {:?}", record.change );

0k(())
}

#[tokio::main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

0k(())

f£ A Amazon DocumentDB #5234 A Lambda B

THREA B REBUME N Lambda BB , LA DocumentDB B E SRR ZINFE S ATIB RN S
#. EHBEME DocumentDB A I FE T L&A,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , I T HEIAEEFARFDHI REEETRENS
'?To

£/ Rust ¥ Lambda 8 Amazon DocumentDB 4,
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use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event: :documentdb: : {DocumentDbEvent, DocumentDbInnerEvent},

};

// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmtll] }

//aws_lambda_events = "0.15.0"
async fn function_handler(event: LambdaEvent<DocumentDbEvent>) ->Result<(), Error> {

tracing::info!("Event Source ARN: {:?}", event.payload.event_source_arn);
tracing::info!("Event Source: {:?}", event.payload.event_source);

let records = &event.payload.events;
if records.is_empty() {

tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_document_db_event(record);
tracing::info!("Document db records processed");

// Prepare the response

ok(())

fn log_document_db_event(record: &DocumentDbInnerEvent)-> Result<(), Error>{
tracing::info!("Change Event: {:?}", record.event);

0k(())
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#[tokio::main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);

lambda_runtime: :run(func).await?;

0k(())

£/ Amazon MSK &3 &4 Lambda BNE

THREXBESREBUEN Lambda BB , SEEIWHE Amazon MSK HE RN SATBENSEN. B

HEHEE MSK AR I EC T HEAR

SDK for Rust

® Note

GitHub LRI EZEH|, SKTREHF , I 7 B WI1EE [ REF S HI R 7 ET

7o

£/ Rust # & Lambda £/ Amazon MSK £,

use aws_lambda_events: :event: :kafka: :KafkaEvent;
use lambda_runtime::{run, service_fn, tracing, Error, LambdaEvent};

use baseb4::prelude::*;
use serde_json::{Value};
use tracing::{info};

/// Pre-Requisites:

EIE]

/// 1. Install Cargo Lambda - see https://www.cargo-lambda.info/quide/getting-

started.html

/// 2. Add packages tracing, tracing-subscriber, serde_json, base64

/17

(A AR AR
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/// This is the main body for the function.

/// Write your code inside it.

/// There are some code example in the following URLs:

/// - https://github.com/awslabs/aws-lambda-rust-runtime/tree/main/examples

/// - https://github.com/aws-samples/serverless-rust-demo/

async fn function_handler(event: LambdaEvent<KafkaEvent>) -> Result<Value, Error> {
let payload = event.payload.records;
for (_name, records) in payload.iter() {

for record in records {

let record_text = record.value.as_ref().ok_or("Value is None")?;
info!("Record: {}", &record_text);

// perform Base64 decoding
let record_bytes = BASE64_STANDARD.decode(record_text)?;

let message = std::str::from_utf8(&record_bytes)?;

info!("Message: {}", message);

}

Ok(().into())

#[tokio: :main]

async fn main() -> Result<(), Error> {
// required to enable CloudWatch error logging by the runtime
tracing::init_default_subscriber();

info!("Setup CW subscriber!");

run(service_fn(function_handler)).await
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£/ Amazon S3 @R {FMHFAA Lambda BE

T 52 S 051 R M A0 BAE Lambda BB, SUBREBINA LEE S3 MERBTBRNSH. K
HUBUEHSUEN S3 REFBEBANELS , U Amazon S3 AP SUEERIT S KA
RER,

SDK for Rust

® Note
GitHub FRUEZ &S], SRR , I T HEIAEEFARFEHI REEETRENS
'/fi-o

£/ Rust ¥ & Lambda XM S3 B4,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::s3::S3Event;

use aws_sdk_s3::{Client};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Main function

#[tokio::main]

async fn main() -> Result<(), Error> {

tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

// Initialize the AWS SDK for Rust
let config = aws_config::load_from_env().await;
let s3_client = Client::new(&config);

let res = run(service_fn(|request: LambdaEvent<S3Event>| {
function_handler(&s3_client, request)

})).await;

res
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async fn function_handlex(

s3_client: &Client,

evt: LambdaEvent<S3Event>
) -> Result<(), Error> {

tracing::info!(records = ?evt.payload.records.len(), "Received request from
SQs");

if evt.payload.records.len() == 0 {
tracing::info! ("Empty S3 event received");

let bucket = evt.payload.records[@].s3.bucket.name.as_ref().expect("Bucket name
to exist");

let key = evt.payload.records[@].s3.object.key.as_ref().expect("Object key to
exist");

tracing::info!("Request is for {} and object {}", bucket, key);

let s3_get_object_result = s3_client
.get_object()
.bucket(bucket)

.key(key)
.send()
.await;

match s3_get_object_result {
Ok(_) => tracing::info!("S3 Get Object success, the s3GetObjectResult

contains a 'body' property of type ByteStream"),
Err(_) => tracing::info!("Failure with S3 Get Object request")

ok(())

5/ Amazon SNS &4 Lambda BNE

THRXFEH R UMM EF Lambda BB , LAEIRHE SNS TEEBFASABENSEH. HEERE
Hr2EHEAE , YRS -AFARNAE.
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SDK for Rust

@ Note
GitHub FIRHEZ 6, SHKTREH , 3 7 B UM E A RR IR FEHRENY
1T,

/A Rust ¥ # Lambda XE A SNS 4,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sns::SnsEvent;

use aws_lambda_events::sns::SnsRecord;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

use tracing::info;

// Built with the following dependencies:

// aws_lambda_events = { version = "0.10.0", default-features = false, features =
["sns"] }

// lambda_runtime = "0.8.1"

// tokio = { version = "1", features = ["macros"] }

// tracing = { version = "0.1", features = ["log"] }

// tracing-subscriber = { version = "0.3", default-features = false, features =
["fmt"] }

async fn function_handler(event: LambdaEvent<SnsEvent>) -> Result<(), Error> {
for event in event.payload.records {
process_record(&event)?;

0k(())

fn process_record(record: &SnsRecord) -> Result<(), Error> {
info!("Processing SNS Message: {}", record.sns.message);

// Implement your record handling code here.

0k(())

#[tokio: :main]
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async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

run(service_fn(function_handler)).await

£/ Amazon SQS B R4 FAA Lambda BE

THREXBESIREBUMEN Lambda BB , SRR HE SQS THRKA S FIBRNEN. NSRS
H2BEWAE , YKHEES - ARARHNRE,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , I T HEIAEEFRF DO REEETRENS
'?To

£/ Rust ¥ Lambda R{EH SQS E4.

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sqs::SqsEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<(), Error> {
event.payload.records.iter().for_each(|record| {
// process the record
tracing::info!("Message body: {}",
record.body.as_deref().unwrap_or_default())

1)

ok(())

#[tokio::main]
async fn main() -> Result<(), Error> {
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tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

£ Kinesis B34 4% Lambda BB H#E )X 1B B KB

TR FEHREBUMMA AR Kinesis HBRFEWEMH Lambda HBEFERBo AR EE, KEBEED
ERHEHRAE XY , R Lambda HREFAELAR.

SDK for Rust

(® Note
GitHub FIRMEZ &SI, SRR , I 7 B AIE R R R P EPRENH
7o

£ A Rust ¥ Lambda R#x & Kinesis #tX1E B kB,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event: :kinesis: :KinesisEvent,
kinesis::KinesisEventRecord,
streams: :{KinesisBatchItemFailure, KinesisEventResponse},
I

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) ->
Result<KinesisEventResponse, Error> {
let mut response = KinesisEventResponse {
batch_item_failures: vec![],

i

if event.payload.records.is_empty() {
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tracing::info!("No records found. Exiting.");
return Ok(response);

for record in &event.payload.records {
tracing::info!(
"EventId: {}",
record.event_id.as_deref().unwrap_or_default()

I
let record_processing_result = process_record(record);

if record_processing_result.is_err() {
response.batch_item_failures.push(KinesisBatchItemFailure {
item_identifier: record.kinesis.sequence_number.clone(),

18

/* Since we are working with streams, we can return the failed item
immediately.

Lambda will immediately begin to retry processing from this failed item
onwards. */

return Ok(response);

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

);
Ok(response)
fn process_record(record: &KinesisEventRecord) -> Result<(), Error> {
let record_data = std::str::from_utf8(record.kinesis.data.as_slice());
if let Some(err) = record_data.err() {
tracing::error!("Error: {}", err);
return Err(Error::from(err));

let record_data = record_data.unwrap_or_default();

// do something interesting with the data
tracing::info!("Data: {}", record_data);
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0k(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.

.without_time()
.init();

run(service_fn(function_handler)).await

£ F DynamoDB &% & # 3R % Lambda EREHIHLIRIE B KB

THRX B FRE M AT DynamoDB EREWEHH Lambda HEEEI X EE, LHEES
EEEPHREHRIEB X , R Lambda HEREHELAL.

SDK for Rust

(® Note
GitHub FIRMEZ &SI, SRR , I 7 B AIE R R R P EPRENH
7o

£/ Rust % Lambda #& DynamoDB #tRIE B KB,

use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord, StreamRecord},
streams: : {DynamoDbBatchItemFailure, DynamoDbEventResponse},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Process the stream record
fn process_record(record: &EventRecord) -> Result<(), Error> {
let stream_record: &StreamRecord = &record.change;
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// process your stream record here...
tracing::info!("Data: {:?}", stream_record);

0k(())

/// Main Lambda handler here...
async fn function_handler(event: LambdaEvent<Event>) ->
Result<DynamoDbEventResponse, Error> {
let mut response = DynamoDbEventResponse {
batch_item_failures: vec![],

};
let records = &event.payload.records;

if records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in records {
tracing::info!("EventId: {}", record.event_id);

// Couldn't find a sequence number
if record.change.sequence_number.is_none() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: Some("".to_string()),

1)

return Ok(response);

// Process your record here...
if process_record(record).is_err() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: record.change.sequence_number.clone(),
18
/* Since we are working with streams, we can return the failed item
immediately.
Lambda will immediately begin to retry processing from this failed item
onwards. */
return Ok(response);
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tracing::info!("Successfully processed {} record(s)", records.len());

Ok(response)

#[tokio::main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)

// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()

.init();

run(service_fn(function_handler)).await

5/ Amazon SQS B FH T Lambda ERRERYHEXIE B k&

THRAFEF REBMMAAYE SQS THEKREAH Lambda NBEFERS SR E, HEBEEDE
REERINIEE KK , $67R Lambda HEREFHELF L.

SDK for Rust
® Note
GitHub LR EZ &1 6|, SHTEEHEH , X TR NMAEEGRSEFIFEEDRENS
1T

£ Rust & Lambda #&5 SQS #t)x 18 B kB

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event::sqgs::{SqsBatchResponse, SqsEvent},
sqs::{BatchItemFailure, SqsMessage},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};
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async fn process_record(_: &SqgsMessage) -> Result<(), Error> {
Err(Error::from("Error processing message"))

}

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<SqsBatchResponse,
Error> {
let mut batch_item_failures = Vec::new();
for record in event.payload.records {
match process_record(&record).await {
ok(_) => (),
Err(_) => batch_item_failures.push(BatchItemFailure {
item_identifier: record.message_id.unwrap(),

1),

Ok(SgsBatchResponse {
batch_item_failures,

1)

#[tokio: :main]
async fn main() -> Result<(), Error> {
run(service_fn(function_handler)).await

}

AWS 118 5 &k
BEEMNREAREERARS

THRAIFEFREMAEEA API Gateway B Lambda # DynamoDB ZE AR ERRB[EAE
=

SDK for Rust

REIIN{AIE A Rust SDK ZEMAIZ B EA Lambda 1 DynamoDB #J API Gateway #8 B #Y £ {7 iR
REAREN.

METENFEARBMUMARERBMITHIE T , 20 GitHub LR TEE A,
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1k &5 45 P 52 A Y AR 75
+ API Gateway

* DynamoDB
* Lambda

£ SDK for Rust By MediaLive £33l

T oI HE AR MAIEA AWS SDK for Rust #H MediaLive RETEIEMBEERE REH,

Actions RAHEEBANERNBRE  LEAEATHHT, BHABFESEHFENAFLERRBEHS , B
LA NEEABERTERTRARPHNEF,

BESHNBIESTERAEABAER , EUUEEPRIDAEANRHREMATERBAE R
ES- ]
- BfF

E){E
ListInputs
LT EEGE R NAER ListInputs,

SDK for Rust

® Note
GitHub LRIt EZ&i65l, SKTEEH , I 7HNMEE AWS BXHEHFIFEFEHREM
#iTo

£ BE P 5 &R MediaLive B A Z#H ARNs,

async fn show_inputs(client: &Client) -> Result<(), Error> {
let input_list = client.list_inputs().send().await?;

for i in input_list.inputs() {
let input_arn = i.arn().unwrap_or_default();
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let input_name = i.name().unwrap_or_default();
println!("Input Name : {}", input_name);
println!("Input ARN : {}", input_azrn);
println!();

}

0k(())

- NE API BN , 5528 GEAM AWS Rust B9 SDK APl 2#) /) Listinputs.

£/ SDK for Rust B MediaPackage &4

TR IEEF RE M A AWS SDK for Rust #& Bl MediaPackage R#TEMEMEEE B R4,

Actions RAHEEBANEXNBRE  LAEATHHT, BHABDFESEHFENAFLERRBEHS , B
LA LEEABERTERTRARPHEF,

BESHNBILE TR FREXNRNERS , EUUEEPRIDNMERNRPREMNAITERBETR.

XHE
- BiF

B}HE
ListChannels
LTRGBS ERNAFER ListChannels,

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7HEUNAE AWS EXHEHFFEPREM
#}1To

5l 8818 ARNsFIHEIR
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async fn show_channels(client: &Client) -> Result<(), Error> {
let list_channels = client.list_channels().send().await?;

println!("Channels:");

for c¢ in list_channels.channels() {
let description = c.description().unwrap_or_default();
let arn = c.arn().unwrap_or_default();
println!(" Description : {}", description);

println!(" ARN : {}", arn);
println!();

0k(())

« W API SFHHEF , 5528 GEAR AWS Rust B9 SDK APl 2% ) &1f§ ListChannels,

ListOriginEndpoints
UTRAHHH R RMFAFER ListOriginEndpoints,

SDK for Rust

® Note
GitHub ERUEZ &S, SRR , ¥ THEIMAE AWS EXIHHHI R FEHREM
1T,

B R AY um B IR A URLs.

async fn show_endpoints(client: &Client) -> Result<(), Error> {
let or_endpoints = client.list_origin_endpoints().send().await?;

println!("Endpoints:");

for e in or_endpoints.origin_endpoints() {
let endpoint_url = e.url().unwrap_or_default();
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let endpoint_description = e.description().unwrap_or_default();
println!(" Description: {}", endpoint_description);

println!(" URL : {}", endpoint_url);
println!();

}

0k(())

- WE API SHAEA , F2H GEER® AWS Rust B9 SDK APl 2#£) i # ListOriginEndpoints,

£ SDK for Rust B9 Amazon MSK i

T O TS5 R & 2 A AWS SDK for Rust ¥ & Amazon MSK R {TEIEFBEEE R R A,
BESFMILSZEREENBNES , KUANEETRINAEARPRENHTEABVETR.
FHE

o B ARER S

4% 7] AR 8% 284

£/ Amazon MSK &3 &4 Lambda &

THREX B REBUEN Lambda BB , SEEIWHE Amazon MSK HERZINFEESHATBENSEN. B
HEHEE MSK AR I EC T AR

SDK for Rust

® Note
GitHub ERUEZ &S], SRR , I T HEIAEEFRF DO REEETRENS
'/fi-o

£/ Rust ## Lambda £/ Amazon MSK £,

use aws_lambda_events::event::kafka: :KafkaEvent;
use lambda_runtime::{run, service_fn, tracing, Error, LambdaEvent};
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use baseb4::prelude::*;
use serde_json::{Value};
use tracing::{info};

/// Pre-Requisites:

/// 1. Install Cargo Lambda - see https://www.cargo-lambda.info/quide/getting-
started.html

/// 2. Add packages tracing, tracing-subscriber, serde_json, base64

///

/// This is the main body for the function.

/// Write your code inside it.

/// There are some code example in the following URLs:

/// - https://github.com/awslabs/aws-lambda-rust-runtime/tree/main/examples
/// - https://github.com/aws-samples/serverless-rust-demo/

async fn function_handler(event: LambdaEvent<KafkaEvent>) -> Result<Value, Error> {
let payload = event.payload.records;
for (_name, records) in payload.iter() {
for record in records {

let record_text = record.value.as_ref().ok_or("Value is None")?;
info!("Record: {}", &record_text);

// perform Base64 decoding
let record_bytes = BASE64_STANDARD.decode(record_text)?;
let message = std::str::from_utf8(&record_bytes)?;

info!("Message: {}", message);

}

0k(().into())

#[tokio: :main]
async fn main() -> Result<(), Error> {

// required to enable CloudWatch error logging by the runtime
tracing::init_default_subscriber();
info!("Setup CW subscriber!");
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run(service_fn(function_handler)).await

5 SDK for Rust 8 Amazon Polly £l

THREAXIFEFRE M A AWS SDK for Rust # & Amazon Polly R TEMEMEEE B RHI,

Actions R AEBERANWEXNBRER , LEEATTHT. HADFESEHFENAFLHER RBHE , B
AL EEMBERRTETARTTNEF.

SR 15 2 16) 48 R /R A0 R WP ALY AR 5 R Y S B B B ER Eo Atk AWS BRISHR S RS EE R TTEHI,
BESHNBIETBRAEABAER , EUUEEPRIDAEARHREMMTERBAE R
T

- BfF

- =B

BF

DescribeVoices
AT 58| B R {aEfH DescribeVoices,

SDK for Rust

® Note
GitHub ERUEZ &S], SRR , ¥ THIMAE AWS EXIHEHI R FEHREM
1T,

async fn list_voices(client: &Client) -> Result<(), Error> {
let resp = client.describe_voices().send().await?;

println!("Voices:");
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let voices = resp.voices();
for voice in voices {
println!(" Name: {}", voice.name().unwrap_or("No name!"));
println!(
" Language: {}",
voice.language_name().unwrap_or("No language!")

);

println!();
}

println!("Found {} voices", voices.len());

0k(())

. WNFE API &

%II

F20 GEAR AWS Rust B9 SDK API 2#&) fh#y DescribeVoices,

ListLexicons

UTEABEFBERNMER ListLexicons,

SDK for Rust
(® Note
GitHub LR EZ &6, SHKTEEH , I 7HNAE AWS BN GEHIREFEPREM
17,

async fn show_lexicons(client: &Client) -> Result<(), Error> {
let resp = client.list_lexicons().send().await?;

println!("Lexicons:");
let lexicons = resp.lexicons();
for lexicon in lexicons {

println!(" Name: {3}", lexicon.name().unwrap_or_default());
println!(
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Language: {:?}\n",
lexicon
.attributes()
.as_ref()
.map(|attrib| attrib
.language_code
.as_ref()
.expect("languages must have language codes"))
.expect("languages must have attributes")

);

println!();
println!("Found {} lexicons.", lexicons.len());
println!();

ok(())

- WNEE API B |, 5528 CGERAM AWS Rust B9 SDK API 2% ) ) ListLexicons.
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async fn make_lexicon(client: &Client, name: &str, from: &str, to: &str) ->
Result<(), Error> {

let content = format!("<?xml version=\"1.0\" encoding=\"UTF-8\"7?>

<lexicon version=\"1.0\" xmlns=\"http://www.w3.0rg/2005/01/pronunciation-lexicon
\" xmlns:xsi=\"http://www.w3.0rg/2001/XMLSchema-instance\"

xsi:schemalLocation=\"http://www.w3.0rg/2005/01/pronunciation-lexicon http://
www.w3.0rg/TR/2007/CR-pronunciation-lexicon-20071212/pls.xsd\"

alphabet=\"ipa\" xml:lang=\"en-US\">
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<lexeme><grapheme>{}</grapheme><alias>{}</alias></lexeme>
</lexicon>", from, to);

client
.put_lexicon()
.name(name)
.content(content)
.send()
.await?;

println!("Added lexicon");

ok(())

- W0EE AP|I B , 5528 CGERAM AWS Rust B9 SDK API 2% ) 1#) PutLexicon,

SynthesizeSpeech
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async fn synthesize(client: &Client, filename: &str) -> Result<(), Error> {
let content = fs::read_to_string(filename);

let resp = client
.synthesize_speech()
.output_format(OutputFormat: :Mp3)
.text(content.unwrap())
.voice_id(VoicelId: :Joanna)
.send()
.await?;

// Get MP3 data from response and save it
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let mut blob = resp
.audio_stream
.collect()
.await
.expect("failed to read data");

let parts: Vec<&str> = filename.split('.').collect();
let out_file = format!("{}{3}", String::from(parts[@]), ".mp3");

let mut file = tokio::fs::File::create(out_file)
.await
.expect("failed to create file");

file.write_all_buf(&mut blob)
.await
.expect("failed to write to file");

0k(())
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£/ Rust E#FZE Lambda BE{H A Amazon RDS ERIE,

use aws_config::BehaviorVersion;

use aws_credential_types::provider::ProvideCredentials;

use aws_sigvé::{
http_request::{sign, SignableBody, SignableRequest, SigningSettings},
sign::v4,

use lambda_runtime::{run, service_fn, Error, LambdaEvent};
use serde_json::{json, Value};
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use sqglx::postgres::PgConnectOptions;
use std::env;
use std::time::{Duration, SystemTime};

const RDS_CERTS: &[u8] = include_bytes!("global-bundle.pem");

async fn generate_rds_iam_token(

db_hostname: &str,

port: ul6,

db_username: &str,

) -> Result<String, Error> {

let config = aws_config::load_defaults(BehaviorVersion::v2024_03_28()).await;

let credentials = config

.credentials_provider()

.expect("no credentials provider found")
.provide_credentials()

.await

.expect("unable to load credentials");

let identity = credentials.into();
let region = config.region().unwrap().to_string();

let mut signing_settings = SigningSettings::default();
signing_settings.expires_in = Some(Duration::from_secs(900));
signing_settings.signature_location =

aws_sigv4: :http_request::SignaturelLocation::QueryParams;

let signing_params = v4::SigningParams::buildex()

.identity(&identity)
.region(&region)
.name("rds-db")
.time(SystemTime: :now())
.settings(signing_settings)
.build()?;

let url = format!(

);

"https://{db_hostname}: {port}/?Action=connect&DBUser={db_user}",
db_hostname = db_hostname,

port = port,

db_user = db_username

let signable_request =

(A AR AR

512



BERAR Rust B AWS SDK

FMBABER

SignableRequest::new("GET", &url, std::iter::empty(),
SignableBody: :Bytes(&[]))
.expect("signable request");

let (signing_instructions, _signature) =
sign(signable_request, &signing_params.into())?.into_parts();

let mut url = url::Url::parse(&url).unwrap();
for (name, value) in signing_instructions.params() {
url.query_pairs_mut().append_pair(name, &value);
let response = url.to_string().split_off("https://".len());
Ok(response)
#[tokio::main]

async fn main() -> Result<(), Error> {
run(service_fn(handler)).await

async fn handler(_event: LambdaEvent<Value>) -> Result<Value, Error> {

let db_host = env::var("DB_HOSTNAME").expect("DB_HOSTNAME must be set");

let db_port env::var("DB_PORT")
.expect("DB_PORT must be set")
.parse::<ul6>()
.expect("PORT must be a valid number");
let db_name = env::var("DB_NAME").expect("DB_NAME must be set");

let db_user_name = env::var("DB_USERNAME").expect("DB_USERNAME must be set");

let token = generate_rds_iam_token(&db_host, db_port, &db_user_name).await?;

let opts = PgConnectOptions: :new()
.host(&db_host)
.port(db_port)
.username(&db_user_name)
.password(&token)
.database(&db_name)
.ssl_root_cert_from_pem(RDS_CERTS.to_vec())
.ssl_mode(sqlx::postgres: :PgSslMode: :Require);

let pool = sqlx::postgres::PgPoolOptions: :new()
.connect_with(opts)

(A AR AR
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.await?;
let result: i32 = sqlx::query_scalar("SELECT $1 + $2")
.bind(3)
.bind(2)
.fetch_one(&pool)
.await?;
println!("Result: {:?}", result);
Ok(json!({
"statusCode": 200,
"content-type": "text/plain",

"body": format!("The selected sum is: {result}")

1))
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async fn query_cluster(
client: &Client,
cluster_arn: &str,
query: &str,
secret_arn: &str,
) -> Result<(), Error> {
let st = client
.execute_statement()
.resource_arn(cluster_arn)
.database("postgres") // Do not confuse this with db instance name
.sql(query)
.secret_arn(secret_arn);

let result = st.send().await?;

println!("{:?}", result);
println!();

ok(())

- W API B |, 5528 GERAM Rust WAWS SDK API 2% ) Fi ExecuteStatement,
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async fn show_host_info(client: &aws_sdk_route53::Client) -> Result<(),
aws_sdk_route53: :Error> {
let hosted_zone_count = client.get_hosted_zone_count().send().await?;

println!(
"Number of hosted zones in region : {}",
hosted_zone_count.hosted_zone_count(),

I
let hosted_zones = client.list_hosted_zones().send().await?;
println!("Zones:");
for hz in hosted_zones.hosted_zones() {
let zone_name = hz.name();
let zone_id = hz.id();
println!(" ID : {}", zone_id);

println!(" Name : {}", zone_name);
println!();

0k(())
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/// S3 Hello World Example using the AWS SDK for Rust.

///

/// This example lists the objects in a bucket, uploads an object to that bucket,
/// and then retrieves the object and prints some S3 information about the object.
/// This shows a number of S3 features, including how to use built-in paginators
/// for large data sets.

///

/// # Arguments

///

/// * “client® - an S3 client configured appropriately for the environment.

/// * “bucket® - the bucket name that the object will be uploaded to. Must be
present in the region the “client’ is configured to use.
/// * “filename®™ - a reference to a path that will be read and uploaded to S3.
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/// * “key' - the string key that the object will be uploaded as inside the bucket.

async fn list_bucket_and_upload_object(
client: &aws_sdk_s3::Client,
bucket: &str,
filepath: &Path,
key: &str,
) -> Result<(), S3ExampleError> {
// List the buckets in this account
let mut objects = client
.list_objects_v2()
.bucket(bucket)
.into_paginatoxr()
.send();

println!("key\tetag\tlast_modified\tstorage_class");
while let Some(Ok(object)) = objects.next().await {

for item in object.contents() {
println!(
R EANS R AN R AN A

item.key().unwrap_or_default(),
item.e_tag().unwrap_or_default(),

item.last_modified()

.map(|1m| format!("{1m}"))
.unwrap_or_default(),

item.storage_class()

.map(|sc| format!("{sc}"))

.unwrap_or_default()

);

// Prepare a ByteStream around the file, and upload the object using that

ByteStream.

let body = aws_sdk_s3::primitives: :ByteStream: :from_path(filepath)

.await
.map_err(|err| {
S3ExampleError: :new(format!(

"Failed to create bytestream for {filepath:?} ({err:?})"

))
DS
let resp = client
.put_object()
.bucket(bucket)
.key(key)

Amazon S3
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.body(body)
.send()
.await?;

println!(
"Upload success. Version: {:?}",
resp.version_id()
.expect("S3 Object upload missing version ID")

);

// Retrieve the just-uploaded object.

let resp = client.get_object().bucket(bucket).key(key).send().await?;
println!("etag: {}", resp.e_tag().unwrap_or("(missing)"));
println!("version: {}", resp.version_id().unwrap_or("(missing)"));

0k(())

S3ExampleError 2 2R

/// S3ExampleError provides a From<T: ProvideErrorMetadata> impl to extract
/// client-specific error details. This serves as a consistent backup to handling
/// specific service errors, depending on what is needed by the scenario.
/// It is used throughout the code examples for the AWS SDK for Rust.
#[derive(Debug)]
pub struct S3ExampleError(String);
impl S3ExampleError {

pub fn new(value: impl Into<String>) -> Self {

S3ExampleError(value.into())

pub fn add_message(self, message: impl Into<String>) -> Self {
S3ExampleError(format!("{}: {}", message.into(), self.0Q))

impl<T: aws_sdk_s3::error::ProvideErrorMetadata> From<T> for S3ExampleError {
fn from(value: T) -> Self {
S3ExampleError(format!(
{3 {3,
value
.code()
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.map(String::from)

.unwrap_or("unknown code".into()),
value

.message()

.map(String::from)

.unwrap_or("missing reason".into()),

)
}
impl std::error::Error for S3ExampleError {3}
impl std::fmt::Display for S3ExampleError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {

write!(f, "{}", self.0)
}

« 1NEE API SHHIEHF |, 5528 (GEAM Rust WAWS SDK API 2#£) i ListBuckets,

TH
- EXHS
- BfF
+ Rl

- EfmARES S

BEAXEE=

THREREEE

TR RS ERMUE

- BUREFERY FEERIIZMETRE,
IR TR

U EREREFTETH T XM,

5k F AT R P R M
il B & 17 R B2 WD 4 M 3% i 7 i BE o

BEA@= 522


https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/client/struct.Client.html#method.list_buckets

BERAR Rust B AWS SDK AR

SDK for Rust

@ Note
GitHub FIRHEZ 5, SHTEEA , I THMME AWS EX B R FEPREM
H1To

SROIPEITH ZEH AR,

#![allow(clippy::result_large_err)]

//! Purpose

//!' Shows how to use the AWS SDK for Rust to get started using

//! Amazon Simple Storage Service (Amazon S3). Create a bucket, move objects into
and out of it,

//! and delete all resources at the end of the demo.

//!

//! This example follows the steps in "Getting started with Amazon S3" in the
Amazon S3

//! user guide.

//' - https://docs.aws.amazon.com/AmazonS3/latest/userguide/GetStartedwWithS3.html

use aws_config::meta::region::RegionProviderChain;
use aws_sdk_s3::{config::Region, Client};

use s3_code_examples::error::S3ExampleError;

use uuid::Uuid;

#[tokio::main]
async fn main() -> Result<(), S3ExampleError> {
let region_provider = RegionProviderChain::first_try(Region::new("us-west-2"));
let region = region_provider.region().await.unwrap();
let shared_config = aws_config::from_env().region(region_provider).load().await;
let client = Client::new(&shared_config);
let bucket_name = format!("amzn-s3-demo-bucket-{3}", Uuid::new_v4());
let file_name = "s3/testfile.txt".to_string();
let key = "test file key name".to_string();
let target_key = "target_key".to_string();

if let Err(e) = run_s3_operations(region, client, bucket_name, file_name, key,
target_key).await
{
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eprintln!("{:?}", e);
};

0k(())

async fn run_s3_operations(
region: Region,
client: Client,
bucket_name: String,
file_name: String,
key: String,
target_key: String,
) -> Result<(), S3ExampleError> {
s3_code_examples::create_bucket(&client, &bucket_name, &region).await?;
let run_example: Result<(), S3ExampleError> = (async {
s3_code_examples: :upload_object(&client, &bucket_name, &file_name,
&key).await?;
let _object = s3_code_examples::download_object(&client, &bucket_name,
&key).await;
s3_code_examples: :copy_object(&client, &bucket_name, &bucket_name, &key,
&target_key)
.await?;
s3_code_examples::list_objects(&client, &bucket_name).await?;
s3_code_examples::clear_bucket(&client, &bucket_name).await?;
0k(())
)
.await;
if let Err(err) = run_example {
eprintln!("Failed to complete getting-started example: {err:?}");

}
s3_code_examples: :delete_bucket(&client, &bucket_name).await?;
ok(())
}
ZOIERANEREE,

pub async fn create_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
region: &aws_config::Region,

B
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) -> Result<Option<aws_sdk_s3::operation::create_bucket::CreateBucketOutput>,
S3ExampleError> {
let constraint =
aws_sdk_s3: :types: :BucketLocationConstraint: :from(region.to_string().as_str());
let cfg = aws_sdk_s3::types::CreateBucketConfiguration: :buildex()
.location_constraint(constraint)
.build();
let create = client
.create_bucket()
.create_bucket_configuration(cfg)
.bucket(bucket_name)
.send()
.await;

// BucketAlreadyExists and BucketAlreadyOwnedByYou are not problems for this
task.
create.map(Some).or_else(|err| {
if err
.as_service_error()
.map(|se| se.is_bucket_already_exists() ||
se.is_bucket_already_owned_by_you())

== Some(true)
{

Ok(None)
} else {

Err(S3ExampleError: :from(err))
}

D

pub async fn upload_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
file_name: &str,

key: &str,
) -> Result<aws_sdk_s3::operation::put_object::PutObjectOutput, S3ExampleError> {
let body =
aws_sdk_s3::primitives: :ByteStream: :from_path(std::path::Path::new(file_name)).await;
client

.put_object()
.bucket(bucket_name)
.key(key)
.body(body.unwrap())
.send()
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.await
.map_err(S3ExampleError::from)

pub async fn download_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
key: &str,
) -> Result<aws_sdk_s3::operation::get_object::GetObjectOutput, S3ExampleError> {
client
.get_object()
.bucket(bucket_name)
.key(key)
.send()
.await
.map_err(S3ExampleError: :from)

/// Copy an object from one bucket to another.
pub async fn copy_object(
client: &aws_sdk_s3::Client,
source_bucket: &str,
destination_bucket: &str,
source_object: &str,
destination_object: &str,
) -> Result<(), S3ExampleError> {
let source_key = format!("{source_bucket}/{source_object}");
let response = client
.copy_object()
.copy_source(&source_key)
.bucket(destination_bucket)
.key(destination_object)
.send()
.await?;

println!(
"Copied from {source_key} to {destination_bucket}/{destination_object} with

etag {}",
response

.copy_object_result
.unwrap_or_else(| |
aws_sdk_s3::types: :CopyObjectResult: :buildexr().build())
.e_tag()
.unwrap_or("missing")
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);
ok(())

pub async fn list_objects(client: &aws_sdk_s3::Client, bucket: &str) -> Result<(),
S3ExampleError> {
let mut response = client
.list_objects_v2()
.bucket(bucket.to_owned())
.max_keys(10) // In this example, go 10 at a time.
.into_paginator()
.send();

while let Some(result) = response.next().await {
match result {
Ok(output) => {
for object in output.contents() {
println!(" - {}", object.key().unwrap_or("Unknown"));

}
Err(err) => {
eprintln!("{err:?3}")

ok(())

/// Given a bucket, remove all objects in the bucket, and then ensure no objects
/// remain in the bucket.
pub async fn clear_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
) -> Result<Vec<String>, S3ExampleError> {
let objects = client.list_objects_v2().bucket(bucket_name).send().await?;

// delete_objects no longer needs to be mutable.
let objects_to_delete: Vec<String> = objects
.contents()
.iter()
.filter_map(|obj| obj.key())
.map(String::from)
.collect();
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if objects_to_delete.is_empty() {
return Ok(vec![]);

let return_keys = objects_to_delete.clone();

delete_objects(client, bucket_name, objects_to_delete).await?;

let objects = client.list_objects_v2().bucket(bucket_name).send().await?;

eprintln!("{objects:?}");

match objects.key_count {
Some(@) => Ok(return_keys),
_ => Err(S3ExampleErroxr: :new(
"There were still objects left in the bucket.",

),

pub async fn delete_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
) -> Result<(), S3ExampleError> {
let resp = client.delete_bucket().bucket(bucket_name).send().await;
match resp {
Ok(_) => 0k(()),
Err(err) => {
if err
.as_service_error()
.and_then(aws_sdk_s3::error: :ProvideErrorMetadata: :code)
== Some("NoSuchBucket")

{

0k(())
} else {

Err(S3ExampleError: :from(err))
}

« WE API B , F2E GEAM Rust WAWS SDK API 2£) T 5IE8E,

B
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BEF

CopyObiject
CreateBucket

DeleteBucket
DeleteObjects

GetObject
ListObjectsV2

PutObject

CompleteMultipartUpload

LT BEFBERNMAEER CompleteMultipartUploads

SDK for Rust

® Note

GitHub LIRMHESEH. BHREEEA , B T HMATE AWS TR T 17

#}1To

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =

CompletedMultipartUpload: :buildexr()

.set_parts(Some(upload_parts))
Lbuild();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

AREM
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// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",
WIB S

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in @..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

I

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_pazrt()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

e
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CompletedPart: :builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);

- WFE API FHEN , F2E (BEAR Rust WAWS SDK APl &) iy
CompleteMultipartUpload,

CopyObject

TR SE 5 R A CopyObject,

SDK for Rust

® Note
GitHub ERMHUEZ &SI, SRR , ¥ THIMAE AWS EXIREHI R FEHREM
1T,

/// Copy an object from one bucket to another.
pub async fn copy_object(
client: &aws_sdk_s3::Client,
source_bucket: &str,
destination_bucket: &str,
source_object: &str,
destination_object: &str,
) -> Result<(), S3ExampleError> {
let source_key = format!("{source_bucket}/{source_object}");
let response = client
.copy_object()
.copy_source(&source_key)
.bucket(destination_bucket)
.key(destination_object)
.send()
.await?;

println!(
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"Copied from {source_key} to {destination_bucket}/{destination_object} with
etag {}",
response
.copy_object_result
.unwrap_or_else(| |
aws_sdk_s3::types: :CopyObjectResult: :buildexr().build())
.e_tag()
.unwrap_or("missing")
);
0k(())

\

- WFE API FHHER , F2H CGEAR Rust WAWS SDK APl &) iy CopyObject.

CreateBucket

LT EEF B R A CreateBucket,

SDK for Rust
(® Note
GitHub LR EZ &6, SHKTEEH , I 7HNAE AWS BN BEHHIREFEPREM
17,

pub async fn create_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
region: &aws_config::Region,
) -> Result<Option<aws_sdk_s3::operation::create_bucket::CreateBucketOutput>,
S3ExampleError> {
let constraint =
aws_sdk_s3::types: :BucketLocationConstraint::from(region.to_string().as_str());
let cfg = aws_sdk_s3::types::CreateBucketConfiguration: :buildex()
.location_constraint(constraint)
.build();
let create = client
.create_bucket()
.create_bucket_configuration(cfg)
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.bucket(bucket_name)
.send()
.await;

// BucketAlreadyExists and BucketAlreadyOwnedByYou are not problems for this
task.

create.map(Some).or_else(|err| {
if err
.as_service_error()
.map(|se| se.is_bucket_already_exists() ||
se.is_bucket_already_owned_by_you())

== Some(true)
{

Ok (None)
} else {

Err(S3ExampleError: :from(err))
}

D

« 1N AP|I B |, 528 (EAR Rust WAWS SDK APl 2#) f#y CreateBucket,

CreateMultipartUpload
TR GG R aER CreateMultipartUpload,

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH) , I 7HENAE AWS EXHEHFFEPREM
#}1To

// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
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.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",
I

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in @..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

%

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length: :Exact(this_chunk))
.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_part()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart::builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);
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// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildexr()
.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

- WFE API FHER , F2H (EAR Rust WAWS SDK APl &) Hiy
CreateMultipartUpload,

DeleteBucket
UTREAGEFE RINMAER DeleteBucket,

SDK for Rust

® Note
GitHub tRRILEZ 6|, SKTEEH , X THRUME AWS BXiKEFIRFEPREM
#iTo

pub async fn delete_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
) -> Result<(), S3ExampleError> {
let resp = client.delete_bucket().bucket(bucket_name).send().await;
match resp {
Ok(_) => 0k(()),
Err(err) => {
if err
.as_service_error()
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.and_then(aws_sdk_s3::error: :ProvideErrorMetadata: :code)
== Some("NoSuchBucket")

{

0k(())
} else {

Err(S3ExampleError: :from(err))
}

« W0FE AP|I SFHHEF |, 5528 (GEAR Rust WAWS SDK API 2% ) F1# DeleteBucket,

DeleteObject
TR EE 5 R~ H DeleteObject,

SDK for Rust

® Note
GitHub ERHUEZ &S, SRR , ¥ THEIAE AWS EXIREHI R FEHREM
1T,

/// Delete an object from a bucket.
pub async fn remove_object(
client: &aws_sdk_s3::Client,
bucket: &str,
key: &str,
) -> Result<(), S3ExampleError> {
client
.delete_object()
.bucket(bucket)
.key(key)
.send()
.await?;

// There are no modeled errors to handle when deleting an object.

ok(())
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}
- WFE API FHBEF , 528 (EARM Rust WAWS SDK APl 2% ) Hi DeleteObjects
DeleteObjects
TR G578 R aaE A DeleteObjects,
SDK for Rust
(® Note
GitHub LRIt EZ 6], SKTEEH , X 7HRNMAE AWS BXHEHIFEFEREREM
#}1To

/// Delete the objects in a bucket.
pub async fn delete_objects(
client: &aws_sdk_s3::Client,
bucket_name: &str,
objects_to_delete: Vec<String>,
) -> Result<(), S3ExampleError> {

// Push into a mut vector to use '?° early return errors while building object
keys.

let mut delete_object_ids: Vec<aws_sdk_s3::types::0bjectIdentifier> = vec![];
for obj in objects_to_delete {
let obj_id = aws_sdk_s3::types::0bjectIdentifier::buildexr()
.key(obj)
Lbuild()
.map_err(|err| {

S3ExampleError: :new(format!("Failed to build key for delete_object:
{err:?1}"))

1})7?;
delete_object_ids.push(obj_id);

client
.delete_objects()
.bucket(bucket_name)
.delete(

aws_sdk_s3::types::Delete: :builder()
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.set_objects(Some(delete_object_ids))
.build()
.map_err(|err| {
S3ExampleError: :new(format!("Failed to build delete_object input
{err:?1}"))
IEr
)
.send()
.await?;

0k(())

- W1 API SEAEF |, F2 8 GEAR Rust WAWS SDK APl ) H#) DeleteObjects,

GetBucketLocation
LUTREABEFERINMAER GetBucketLocation,

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7HENAE AWS EXFEHFFEPREM
#}1To

async fn show_buckets(
strict: bool,
client: &Client,
region: BucketlLocationConstraint,
) -> Result<(), S3ExampleError> {
let mut buckets = client.list_buckets().into_paginator().send();

let mut num_buckets = 0;
let mut in_region = 0;
while let Some(Ok(output)) = buckets.next().await {
for bucket in output.buckets() {
num_buckets += 1;
if strict {
let r = client
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.get_bucket_location()
.bucket(bucket.name().unwrap_or_default())
.send()

.await?;

if r.location_constraint() == Some(&region) {
println!("{}", bucket.name().unwrap_or_default());
in_region += 1;
}
} else {
println!("{}", bucket.name().unwrap_or_default());
}

}

println!();
if strict {
println!(
"Found {3} buckets in the {} region out of a total of {} buckets.",
in_region, region, num_buckets
);
} else {
println!("Found {} buckets in all regions.", num_buckets);

}

0k(())

- WE AP|I BT , F2E (EAR Rust WAWS SDK API 2% ) F1# GetBucketLocation,

GetObject

TR EE 5B R AEER GetObject,

SDK for Rust

(® Note
GitHub FRRHEZ &, SKTEEH , I 7 HWAE AWS EX B PR FEFREM
1T,
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async fn get_object(client: Client, opt: Opt) -> Result<usize, S3ExampleError> {
trace! ("bucket: {3}", opt.bucket);
trace!("object: {3}", opt.object);
trace!("destination: {}", opt.destination.display());

let mut file = File::create(opt.destination.clone()).map_err(|err| {
S3ExampleError: :new(format!(
"Failed to initialize file for saving S3 download: {err:?}"
))
1)7?;

let mut object = client
.get_object()
.bucket(opt.bucket)
.key(opt.object)
.send()
.await?;

let mut byte_count = 0@_usize;
while let Some(bytes) = object.body.try_next().await.map_err(|err| {
S3ExampleError: :new(format!("Failed to read from S3 download stream:
{err:?3}"))
2 {
let bytes_len = bytes.len();
file.write_all(&bytes).map_err(|err| {
S3ExampleError: :new(format!(
"Failed to write from S3 download stream to local file: {err:?}"
))
)%y
trace!("Intermediate write of {bytes_len}");
byte_count += bytes_len;

Ok (byte_count)

- W% API FHHEF , FSE (ERAM Rust WAWS SDK API 8%) H#) GetObject,

ListBuckets

AT B&EFIERNMAER ListBuckets,
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® Note
GitHub FRRMEZ & fl, SKTEEEH , X THRUME AWS BXIKEFIRFEPREM
#iTo

async fn show_buckets(
strict: bool,
client: &Client,
region: BucketLocationConstraint,
) -> Result<(), S3ExampleError> {
let mut buckets = client.list_buckets().into_paginator().send();

let mut num_buckets = 0;
let mut in_region = 0;

while let Some(Ok(output)) = buckets.next().await {
for bucket in output.buckets() {
num_buckets += 1;
if strict {
let r = client

.get_bucket_location()
.bucket(bucket.name().unwrap_or_default())
.send()
.await?;

if r.location_constraint() == Some(&region) {
println!("{}", bucket.name().unwrap_or_default());
in_region += 1;
}
} else {
println!("{}", bucket.name().unwrap_or_default());

println!();
if strict {
println!(
"Found {3} buckets in the {} region out of a total of {} buckets.",
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in_region, region, num_buckets
);
} else {
println!("Found {} buckets in all regions.", num_buckets);
}
0k(())

\

« WZE API SHAEF , 528 (EAR Rust BWAWS SDK APl 2#) dfy ListBuckets,

ListObjectVersions

TR EEGE R MAER ListObjectVersions,

SDK for Rust

® Note

GitHub L RMEZEHH, SHTEEH , A 7HENMAE AWS EXFEHHEFEPREM
1T o

async fn show_versions(client: &Client, bucket: &str) -> Result<(), Error> {
let resp = client.list_object_versions().bucket(bucket).send().await?;

for version in resp.versions() {

println!("{}", version.key().unwrap_or_default());

println!(" version ID: {}", version.version_id().unwrap_or_default());
println!();

}

0k(())

- N API FHHIER , 5E2H GEAR Rust BWAWS SDK API 2&) A ListObjectVersions,

e
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ListObjectsV2

DTEXGESFREROAER ListObjectsV2,

SDK for Rust

® Note

GitHub L RMEZEHH, SHTEEH , A 7HENAE AWS EXFEFIHEFERRE

#1To

pub async fn list_objects(client: &aws_sdk_s3::Client, bucket: &str) -> Result<(),

S3ExampleError> {
let mut response = client
.list_objects_v2()
.bucket(bucket.to_owned())
.max_keys(10) // In this example, go 10 at a time.
.into_paginator()
.send();

while let Some(result) = response.next().await {
match result {
Ok(output) => {
for object in output.contents() {
println!(" - {}", object.key().unwrap_or("Unknown"));
}
}

Err(err) => {
eprintln!("{err:?3}")
}
}

ok(())

- 1% API F#IEF , 528 GEAM Rust WAWS SDK APl 2 ) H ) ListObjectsV2,
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PutObject

UTREX GG B RAMAER PutObject,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THEIMAE AWS EXIHEH| R FEHREAN
1T,

pub async fn upload_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
file_name: &str,

key: &str,
) -> Result<aws_sdk_s3::operation::put_object::PutObjectOutput, S3ExampleError> {
let body =
aws_sdk_s3::primitives: :ByteStream: :from_path(std::path::Path::new(file_name)).await;
client

.put_object()
.bucket(bucket_name)

.key(key)

.body(body.unwrap())

.send()

.await
.map_err(S3ExampleError: :from)

- W% API FHHEF , FSH (EAM Rust HAWS SDK API %) H#) PutObject.

UploadPart

DUTREXNBEFERNMEE A UploadPart,
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SDK for Rust

® Note
GitHub FRRMEZ & fl, SKTEEEH , X THRUME AWS BXIKEFIRFEPREM
#iTo

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in 0..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

};

let stream = ByteStream::read_from()
.path(path)

.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()

.await

.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_part()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart::builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);
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« WFE API FFEAEA

=5

.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)

.send()

.await?;

"Missing upload_id after CreateMultipartUpload",

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildexr()

.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client

.complete_multipart_upload()
.bucket(&bucket_name)

.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)

.send()

.await?;

s
\%

BN FERAEFFAREEXF

TR R85 Bn ek

20 (EAM Rust WAWS SDK APl 2% ) ffyUploadPart,

// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(

=4
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- {£/ Amazon Polly #$#iX % (UTF-8) I AEREREZTARRF,

- BEFARERLEZE Amazon S3 HEEATHE.

- £/ Amazon Transcribe #EAERER AN F,

® ﬁﬁﬂ_‘j(f?:o

SDK for Rust

£/ Amazon Polly ##3X F (UTF-8) I AREREREBTAREF , BFAERLEZE Amazon S3
fR1FET# , £F Amazon Transcribe B EARREBRA T , RRETXF.

METENFEARBMUMARERBMITHIE T , 28 GitHub LR TEE A,

e g5 = A Y AR F%

* Amazon Polly
« Amazon S3

 Amazon Transcribe

BUFRLHEE URL
THRX L REMAMET Amazon S3 HFELEE URL 30 L&Y H.
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/// Generate a URL for a presigned GET request.
async fn get_object(

client: &Client,

bucket: &str,

object: &str,

expires_in: ub64,

E]| 547


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/rustv1/cross_service#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/s3#code-examples

AR Rust B AWS SDK MR ABER
) -> Result<(), Box<dyn Error>> {
let expires_in = Duration::from_secs(expires_in);
let presigned_request = client
.get_object()
.bucket(bucket)
.key(object)
.presigned(PresigningConfig: :expires_in(expires_in)?)
.await?;
println!("Object URI: {}", presigned_request.uri());
let valid_until = chrono::offset::Local::now() + expires_in;
println!("Valid until: {valid_until}");
0k(())
}
B ¥ PUT S3 IR EHE B R,
async fn put_object(
client: &Client,
bucket: &str,
object: &str,
expires_in: ub64,
) -> Result<String, S3ExampleError> {
let expires_in: std::time::Duration =
std::time::Duration::from_secs(expires_in);
let expires_in: aws_sdk_s3::presigning::PresigningConfig =
PresigningConfig: :expires_in(expires_in).map_err(|err| {
S3ExampleError: :new(format!(
"Failed to convert expiration to PresigningConfig: {err:?}"
))
IS
let presigned_request = client
.put_object()
.bucket(bucket)
.key(object)
.presigned(expires_in)
.await?;
Ok(presigned_request.uri().into())
}
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use aws_sdk_s3::{
error: :SdkError,
primitives::{ByteStream, DateTime, DateTimeFormat},
Client,

};

use s3_code_examples::error::S3ExampleError;

use tracing::{error, warn};

const KEY: &str = "key";
const BODY: &str = "Hello, world!";

/// Demonstrate how “if-modified-since’ reports that matching objects haven't

/// changed.

///

/// # Steps

/// - Create a bucket.

/// - Put an object in the bucket.

/// - Get the bucket headers.

/// - Get the bucket headers again but only if modified.

/// - Delete the bucket.

#[tokio: :main]

async fn main() -> Result<(), S3ExampleError> {
tracing_subscriber::fmt::init();

// Get a new UUID to use when creating a unique bucket name.
let uuid = uuid::Uuid::new_v4();

// Load the AWS configuration from the environment.
let client = Client::new(&aws_config::load_from_env().await);
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// Generate a unique bucket name using the previously generated UUID.

// Then create a new bucket with that name.
let bucket_name = format!("if-modified-since-{uuid}");
client

.create_bucket()

.bucket(bucket_name.clone())

.send()

.await?;

// Create a new object in the bucket whose name is 'KEY' and whose
// contents are “BODY".
let put_object_output = client

.put_object()

.bucket(bucket_name.as_str())

.key(KEY)

.body(ByteStream: :from_static(BODY.as_bytes()))

.send()

.await;

// If the "PutObject’ succeeded, get the eTag string from it. Otherwise,

// report an error and return an empty string.
let e_tag_1 = match put_object_output {
Ok(put_object) => put_object.e_tag.unwrap(),
Err(err) => {
error! ("{err:?}");
String::new()

i

// Request the object's headers.
let head_object_output = client
.head_object()
.bucket(bucket_name.as_str())
.key(KEY)
.send()
.await;

// If the "HeadObject® request succeeded, create a tuple containing the

// values of the headers "last-modified® and “etag . If the request
// failed, return the error in a tuple instead.
let (last_modified, e_tag_2) = match head_object_output {
Ok(head_object) => (
Ok(head_object.last_modified().cloned().unwrap()),
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head_object.e_tag.unwrap(),
)
Err(err) => (Err(err), String::new()),

};

warn! ("last modified: {last_modified:?}");
assert_eq!(

e_tag_1, e_tag_2,

"PutObject and first GetObject had differing eTags"
);

println!("First value of last_modified: {last_modified:?3}");
println!("First tag: {}\n", e_tag_1);

// Send a second ‘HeadObject' request. This time, the “if_modified_since"
// option is specified, giving the “last_modified® value returned by the
// first call to "HeadObject'.

//

// Since the object hasn't been changed, and there are no other objects in
// the bucket, there should be no matching objects.

let head_object_output = client
.head_object()
.bucket(bucket_name.as_str())
.key(KEY)
.if_modified_since(last_modified.unwrap())
.send()
.await;

// If the "HeadObject  request succeeded, the result is a typle containing
// the “last_modified® and ‘e_tag_1l" properties. This is _not_ the expected
// result.

//
// The _expected_ result of the second call to ‘HeadObject  is an

// "SdkError::ServiceError' containing the HTTP error response. If that's
// the case and the HTTP status is 304 (not modified), the output is a

// tuple containing the values of the HTTP ‘last-modified’ and ‘etag’

// headers.

//

// If any other HTTP error occurred, the error is returned as an
// "SdkError::ServiceError".

let (last_modified, e_tag_2) = match head_object_output {
Ok(head_object) => (
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Ok (head_object.last_modified().cloned().unwrap()),
head_object.e_tag.unwrap(),
),
Err(err) => match err {
SdkError::ServiceError(err) => {
// Get the raw HTTP response. If its status is 304, the
// object has not changed. This is the expected code path.
let http = err.raw();
match http.status().as_ul6() {
// If the HTTP status is 304: Not Modified, return a
// tuple containing the values of the HTTP
// “last-modified® and “etag’ headers.
304 => (
Ok(DateTime: :from_stzr(
http.headers().get("last-modified").unwrap(),
DateTimeFormat: :HttpDate,
)
.unwrap()),
http.headers().get("etag").map(|t| t.into()).unwrap(),
),
// Any other HTTP status code is returned as an
// 'SdkError::ServiceError'.
_ => (Err(SdkError::ServiceError(err)), String::new()),

}

// Any other kind of error is returned in a tuple containing the
// error and an empty string.
_ => (Err(err), String::new()),
},
I

warn! ("last modified: {last_modified:?}");
assert_eq!(

e_tag_1, e_tag_2,

"PutObject and second HeadObject had different eTags"
);

println!("Second value of last modified: {last_modified:?}");
println!("Second tag: {}", e_tag_2);

// Clean up by deleting the object and the bucket.
client

.delete_object()

.bucket(bucket_name.as_str())
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.key(KEY)
.send()
.await?;

client
.delete_bucket()
.bucket(bucket_name.as_str())
.send()
.await?;

ok(())
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Cargo.toml AR BRI &5,

[package]
name = "testing-examples"
version = "0.1.0"

authors = [
"John Disanti <jdisanti@amazon.com>",
"Doug Schwartz <dougsch@amazon.com>",

]
edition = "2021"

[dependencies]

async-trait = "@.1.51"

aws-config = { version "1.0.1", features = ["behavior-version-latest"] }
aws-credential-types = { version = "1.0.1", features = [ "hardcoded-
credentials", ] }

aws-sdk-s3 = { version "1.4.0" }

aws-smithy-types = { version = "1.0.1" }

aws-smithy-runtime = { version = "1.0.1", features = ["test-util"] }
aws-smithy-runtime-api = { version = "1.0.1", features = ["test-util"] }
aws-types = { version = "1.0.1" }

clap = { version = "4.4", features = ["derive"] }

http = "0.2.9"

mockall = "Q.11.4"

serde_json = "1"

tokio = { version = "1.20.1", features = ["full"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }

[[bin]]
name = "main"
path = "src/main.rs"
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use aws_sdk_s3 as s3;
#[allow(unused_imports)]
use mockall::automock;

use s3::operation::list_objects_v2::{ListObjectsV2Error, ListObjectsV20utput};

#[cfg(test)]

pub use MockS3Impl as S3;
#[cfg(not(test))]

pub use S3Impl as S3;

#[allow(dead_code)]
pub struct S3Impl {
inner: s3::Client,

#[cfg_attr(test, automock)]
impl S3Impl {
#[allow(dead_code)]
pub fn new(inner: s3::Client) -> Self {
Self { inner }

#[allow(dead_code)]
pub async fn list_objects(
&self,
bucket: &str,
prefix: &str,
continuation_token: Option<String>,
) -> Result<ListObjectsV20utput, s3::error::SdkError<ListObjectsV2Error>> {
self.inner
.list_objects_v2()
.bucket(bucket)
.prefix(prefix)
.set_continuation_token(continuation_token)
.send()
.await
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}

#[allow(dead_code)]
pub async fn determine_prefix_file_size(
// Now we take a reference to our trait object instead of the S3 client
// s3_list: ListObjectsService,
s3_list: S3,
bucket: &str,
prefix: &str,
) -> Result<usize, s3::Error> {
let mut next_token: Option<String> = None;
let mut total_size_bytes = 0;
loop {
let result = s3_list
.list_objects(bucket, prefix, next_token.take())
.await?;

// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;

// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
if next_token.is_none() {

break;

}
Ok(total_size_bytes)

#[cfg(test)]
mod test {
use super::*;
use mockall::predicate::eq;

#[tokio: :test]
async fn test_single_page() {
let mut mock = MockS3Impl::default();
mock .expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::builder()
.set_contents(Some(vec![
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// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
1))
.build())
18

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

// Verify we got the correct total size back
assert_eq!(7, size);

#[tokio: :test]
async fn test_multiple_pages() {
// Create the Mock instance with two pages of objects now
let mut mock = MockS3Impl::default();
mock.expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
1)
.set_next_continuation_token(Some("next".to_string()))
.build())
18
mock.expect_list_objects()
.with(
eq("test-bucket"),
eq("test-prefix"),
eq(Some("next".to_string())),
)
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(3).build(),
s3::types::0bject::builder().size(9).build(),
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1))
.build())

1)

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

assert_eq! (19, size);

£/ StaticReplayClient FYE & BIZE &4,

use aws_sdk_s3 as s3;

#[allow(dead_code)]
pub async fn determine_prefix_file_size(
// Now we take a reference to our trait object instead of the S3 client
// s3_list: ListObjectsService,
s3: s3::Client,
bucket: &str,
prefix: &str,
) -> Result<usize, s3::Error> {
let mut next_token: Option<String> = None;
let mut total_size_bytes = 0;
loop {
let result = s3
.list_objects_v2()
.prefix(prefix)
.bucket(bucket)
.set_continuation_token(next_token.take())
.send()
.await?;

// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;
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// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
if next_token.is_none() {

break;

}
Ok(total_size_bytes)

#[allow(dead_code)]
fn make_s3_test_credentials() -> s3::config::Credentials {
s3::config::Credentials: :new(
"ATESTCLIENT",
"astestsecretkey",
Some("atestsessiontoken".to_string()),
None,

mnn
’

#[cfg(test)]
mod test {

use super::*;

use aws_config::BehaviorVersion;

use aws_sdk_s3 as s3;

use aws_smithy_runtime::client::http::test_util::{ReplayEvent,
StaticReplayClient};

use aws_smithy_types: :body: :SdkBody;

#[tokio: :test]
async fn test_single_page() {
let page_1 = ReplayEvent::new(
http::Request::builder()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix")

.body(SdkBody: :empty())

.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/response_1l.xml")))
.unwrap(),

);
let replay_client = StaticReplayClient::new(vec![page_1]);
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let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()

.behavior_version(BehaviorVersion::latest())
.credentials_provider(make_s3_test_credentials())
.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),

I

// Run the code we want to test with it

let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")
.await
.unwrap();

// Verify we got the correct total size back
assert_eq!(7, size);
replay_client.assert_requests_match(&[]);

#[tokio: :test]
async fn test_multiple_pages() {
let page_1 = ReplayEvent::new(
http::Request::builder()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?list-
type=2&prefix=test-prefix")
.body(SdkBody: :empty())
.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_1.xml")))
.unwrap(),
);
let page_2 = ReplayEvent: :new(
http::Request::buildexr()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix&continuation-token=next")
.body(SdkBody: :empty())
.unwrap(),
http::Response: :builder()
.status(200)
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.body(SdkBody: :from(include_str!("./testing/

response_multi_2.xml")))

.unwrap(),
I
let replay_client = StaticReplayClient::new(vec![page_1, page_2]);
let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(make_s3_test_credentials())
.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),
);
// Run the code we want to test with it
let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")

.await
.unwrap();

assert_eq! (19, size);

replay_client.assert_requests_match(&[]);
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use std::fs::File;
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use std::io::prelude::*;
use std::path::Path;

use aws_config::meta::region::RegionProviderChain;

use aws_sdk_s3::error::DisplayErrorContext;

use aws_sdk_s3::operation::{
create_multipart_upload::CreateMultipartUploadOutput,

get_object: :GetObjectOutput,

};

use aws_sdk_s3::types::{CompletedMultipartUpload, CompletedPart};

use aws_sdk_s3::{config::Region, Client as S3Client};

use aws_smithy_types::byte_stream::{ByteStream, Length};

use rand::distributions::Alphanumeric;

use rand::{thread_rng, Rng};

use s3_code_examples::error::S3ExampleError;

use std::process;

use uuid::Uuid;

//In bytes, minimum chunk size of 5MB. Increase CHUNK_SIZE to send larger chunks.
const CHUNK_SIZE: u64 = 1024 * 1024 * 5;
const MAX_CHUNKS: u64 = 10000;

#[tokio: :main]
pub async fn main() {
if let Err(err) = run_example().await {
eprintln!("Error: {}", DisplayErrorContext(err));
process::exit(1);

async fn run_example() -> Result<(), S3ExampleError> {
let shared_config = aws_config::load_from_env().await;
let client = S3Client::new(&shared_config);

let bucket_name = format!("amzn-s3-demo-bucket-{}", Uuid::new_v4());

let region_provider = RegionProviderChain::first_try(Region: :new("us-west-2"));
let region = region_provider.region().await.unwrap();

s3_code_examples: :create_bucket(&client, &bucket_name, &region).await?;

let key = "sample.txt".to_string();

// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to

// upload the file.

let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
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.bucket(&bucket_name)
.key(&key)

.send()

.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",

))?;

//Create a file of random characters for the upload.

let mut file = File::create(&key).expect("Could not create sample file.");

// Loop until the file is 5 chunks.
while file.metadata().unwrap().len() <= CHUNK_SIZE * 4 {

let rand_string: String =

thread_xrng()

.sample_iter(&Alphanumeric)

.take(256)
.map(char::from)
.collect();

let return_string: String

= "\n".to_string();

file.write_all(rand_string.as_ref())
.expect("Error writing to file.");

file.write_all(return_string.as_ref())
.expect("Error writing to file.");

let path Path: :new(&key);

let file_size = tokio::fs::metadata(path)

.await

.expect("it exists I swear")

.len();

let mut chunk_count = (file_size / CHUNK_SIZE) + 1;
let mut size_of_last_chunk = file_size % CHUNK_SIZE;

if size_of_last_chunk == 0 {

size_of_last_chunk = CHUNK_SIZE;

chunk_count -= 1;

if file_size == 0 {
return Err(S3ExampleError
}
if chunk_count > MAX_CHUNKS {
return Err(S3ExampleError
"Too many chunks! Try

::new("Bad file size."));

s :new(
increasing your chunk size."
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));

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in 0..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

};

let stream = ByteStream::read_from()
.path(path)

.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()

.await

.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_part()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart: :builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildexr()
.set_parts(Some(upload_parts))
.build();
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let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

let data: GetObjectOutput =
s3_code_examples: :download_object(&client, &bucket_name, &key).await?;
let data_length: u64 = data
.content_length()
.unwrap_or_default()
.try_into()
.unwrap();
if file.metadata().unwrap().len() == data_length {
println!("Data lengths match.");
} else {
println!("The data was not the same size!");

s3_code_examples::clear_bucket(&client, &bucket_name)
.await
.expect("Error emptying bucket.");
s3_code_examples: :delete_bucket(&client, &bucket_name)
.await
.expect("Error deleting bucket.");

ok(())

#E ) R 2R S

£/ Amazon S3 B E{FRMHFA Lambda BE

TSR B A T MARE Lambda EB , UEHERSYE LBE S3 REFBABRNELE, I
RS REFSREN S3 HEFBEBANMELR | LU Amazon S3 AP SUBEIRR &N
RS,
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SDK for Rust

@ Note
GitHub FIRHEZ 6, SHKTREH , 3 7 B UM E A RR IR FEHRENY
1T,

£/ Rust ¥ & Lambda XA S3 B4,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::s3::S3Event;

use aws_sdk_s3::{Client};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Main function

#[tokio: :main]

async fn main() -> Result<(), Error> {

tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

// Initialize the AWS SDK for Rust
let config = aws_config::load_from_env().await;
let s3_client = Client::new(&config);

let res = run(service_fn(|request: LambdaEvent<S3Event>| {
function_handler(&s3_client, request)
})).await;

res

async fn function_handlex(

s3_client: &Client,

evt: LambdaEvent<S3Event>
) -> Result<(), Error> {

tracing::info!(records = ?evt.payload.records.len(), "Received request from
SQs");
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if evt.payload.records.len() == 0 {
tracing::info!("Empty S3 event received");

}

let bucket = evt.payload.records[@].s3.bucket.name.as_ref().expect("Bucket name
to exist");

let key = evt.payload.records[@].s3.object.key.as_ref().expect("Object key to
exist");

tracing::info!("Request is for {} and object {}", bucket, key);

let s3_get_object_result = s3_client
.get_object()
.bucket(bucket)

.key(key)
.send()
.await;

match s3_get_object_result {
Ok(_) => tracing::info!("S3 Get Object success, the s3GetObjectResult
contains a 'body' property of type ByteStream"),
Err(_) => tracing::info!("Failure with S3 Get Object request")
}

0k(())

5 SDK for Rust B SageMaker Al Zi4

T o SEF RE 1A A AWS SDK for Rust ¥#t SageMaker Al REVTEMEMBIET REH,
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BEF

ListNotebookInstances

LT IBEFIERMNMAER ListNotebookInstances,

SDK for Rust

(® Note
GitHub EIRHEZ &6, SHTRE , I THRMME AWS EX B FEPREM
H1To

async fn show_instances(client: &Client) -> Result<(), Error> {
let notebooks = client.list_notebook_instances().send().await?;

println!("Notebooks:");

for n in notebooks.notebook_instances() {
let n_instance_type = n.instance_type().unwrap();
let n_status = n.notebook_instance_status().unwrap();
let n_name = n.notebook_instance_name();

println!(" Name : {}", n_name.unwrap_or("Unknown"));
println!(" Status : {}", n_status.as_ref());
println!(" Instance Type : {}", n_instance_type.as_ref());
println!();

ok(())

- WIZE AP| FHIEF , 528 (BAM AWS Rust B SDK APl &) H#

ListNotebooklInstances,

ListTrainingJobs

DR BESEFRERNAER ListTrainingJobs,
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SDK for Rust

® Note

GitHub L RMEZEHH, SHTEEH , I 7HENMAE AWS EXFE6FEFEPREM
1T o

async fn show_jobs(client: &Client) -> Result<(), Error> {

let

job_details = client.list_training_jobs().send().await?;

println!("Jobs:");

for

time").

j in job_details.training_job_summaries() {
let name = j.training_job_name().unwrap_or("Unknown");
let creation_time = j.creation_time().expect("creation
to_chrono_utc()?;
let training_end_time = j

.training_end_time()

.expect("Training end time")

.to_chrono_utc()?;

let status = j.training_job_status().expect("training status");
let duration = training_end_time - creation_time;

println!(" Name: {}", name);
println!(
" Creation date/time: {}",
creation_time.format("%Y-%m-%d@%H:%M:%S")

)8
println!(" Duration (seconds): {}", duration.num_seconds());
println!(" Status: {:?}", status);

println!();

0k(())
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{# ) SDK for Rust By Secrets Manager &3l

THRXFEF RN AWS SDK for Rust ¥£8i Secrets Manager RETEMEMBEERR
i,

Actions RAEBEANWEXNBRER  LAEATTHUT. HABFESEHFENAFLHER RBEHS , B
BUUEEABRRFEFERARPHEF,

BEHAHLETREREABNER , EUNEEFRINFAERBRPRENATEIRBHET.
ES |
- Bt

BF

GetSecretValue

LT GE B R N{AE R GetSecretValue,

SDK for Rust

(® Note

GitHub L RMEZEH, SHTBEH , ¥ 7HENMAE AWS EXFEHIFEFERREMN
#}1To

async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));

0k(())

« WIE API HHAEA , 5F2E GERAM AWS Rust B9 SDK API 2#) F#) GetSecretValue,
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£ 8 SDK for Rust 89 Amazon SES API v2 #i {5l

THREASE G RE A EHR AWS SDK for Rust 8 Amazon SES API v2 R TEIMEMEEERR
B,

Actions R AEBERAWEXNBRER  LEEABTTHT. HADFESEHFENAFLHER RBRE , B
AL EEMBERRTETARTTNEF.

SR 151 2 16) 48 R /R A0 AR WP ALY AR 35 R Y S B B BB Eo Atk AWS BRISAE S RS EE B EATHTEHI,

BEHFHLETRREKREARBNESRS , CUNEEFRINFAERNBRPRENHTEIRHET.
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BF

CreateContact

UTREAGEFBERINMER CreateContact,

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7HEAAE AWS EX 6 FFEPREM
#}1To

async fn add_contact(client: &Client, list: &str, email: &str) -> Result<(), Error>
{
client
.create_contact()
.contact_list_name(list)
.email_address(email)
.send()
.await?;
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println!("Created contact");

0k(())

- N API FEHERA , 55328 GERAM Rust WAWS SDK API 2% ) H1#J CreateContact,

CreateContactList

LUTRABEFERINMAER CreateContactList,

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH) , I 7HENAE AWS EXHEHFFEPREM
#}1To

async fn make_list(client: &Client, contact_list: &str) -> Result<(), Error> {
client
.create_contact_list()
.contact_list_name(contact_list)
.send()
.await?;

println!("Created contact list.");

0k(())

- WNZE API SEHMBE , 528 (BARM Rust WAWS SDK APl 2#) FH CreateContactListo

CreateEmaillIdentity

DTS5 R AfEA CreateEmailIldentity,

B 573
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SDK for Rust

(® Note
GitHub LRIt EZ &6, SKTEREH , I 7HRNMAE AWS BXHEHIFEFEHREREM
1T
match self
.client
.create_email_identity()
.email_identity(self.verified_email.clone())
.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email identity created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailldentityError: :AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email identity already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email identity: {}", e)),
},
}

- W13 API BB , 5528 GERAR AWS Rust B SDK APl 2#) f#y CreateEmailldentity.

CreateEmailTemplate
AT BEGE R NAEA CreateEmailTemplate,

SDK for Rust

(® Note
GitHub EIRHEZ & A, SHTREH , I THMME AWS EX B FEHREM
H1To
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let template_html =
std::fs::read_to_string("../resources/newsletter/coupon-
newsletter.html")
.unwrap_or_else(|_| "Missing coupon-newsletter.html".to_string());
let template_text =
std::fs::read_to_string("../resources/newsletter/coupon-newsletter.txt")
.unwrap_or_else(|_| "Missing coupon-newsletter.txt".to_string());

// Create the email template

let template_content = EmailTemplateContent::builder()
.subject("Weekly Coupons Newsletter")
.html(template_html)
.text(template_text)
.build();

match self
.client
.create_email_template()
.template_name(TEMPLATE_NAME)
.template_content(template_content)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailTemplateError: :AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email template already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email template: {}", e)),
.
}

- W% API B , F28 (EAR AWS Rust BY SDK API %) H11y
CreateEmailTemplate,

DeleteContactlList

UTREAGBEFERUNMER DeleteContactList,
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SDK for Rust

(® Note
GitHub LR EZ &4, SHTEBEHH |, I 7 HENAE AWS EXBE I FEFEPREN
#}iTo
match self
.client
.delete_contact_list()
.contact_list_name(CONTACT_LIST_NAME)
.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list deleted successfully.")?,
Err(e) => return Err(anyhow!("Error deleting contact list: {e}")),
}

. WIZE AP EHHEF , F28 (EAR AWS Rust B9 SDK AP 2#) thfy DeleteContactList.

DeleteEmailIdentity

TR GG T ER DeleteEmailldentity,

SDK for Rust

(® Note

GitHub L RMHE L& B, SHTBEH , W 7HENME AWS EXFEFIFEFEPREMN
1T o

match self
.client
.delete_email_identity()
.email_identity(self.verified_email.clone())
.send()
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.await

{
Ok(_) => writeln!(self.stdout, "Email identity deleted
successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email identity: {3}", e));

}

« NE API FHMAEF , 52 GEAM AWS Rust B9 SDK APl 2#) H# DeleteEmailldentity.

\

DeleteEmailTemplate

AT e 4| B Rm{AE A DeleteEmailTemplate,

SDK for Rust

® Note
GitHub LR EZ &, SHTEEHH , I 7 HRMMAE AWS EXBEHIFREFEFREM
1T
match self
.client
.delete_email_template()
.template_name(TEMPLATE_NAME)
.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template deleted successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email template: {el}"));
}
}

- WFE API FHAER , F2H (AR AWS Rust B SDK API 2&) Hiy
DeleteEmailTemplate.

EhE 577


https://docs.rs/aws-sdk-sesv2/latest/aws_sdk_sesv2/client/struct.Client.html#method.delete_email_identity
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ses#code-examples
https://docs.rs/aws-sdk-sesv2/latest/aws_sdk_sesv2/client/struct.Client.html#method.delete_email_template

BERAR Rust B AWS SDK AR

GetEmailIdentity

DR GG RNAER GetEmailldentity,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THEIMAE AWS EXIHEH| R FEHREAN
1T,

RERTCREZE FEFibit,

async fn is_verified(client: &Client, email: &str) -> Result<(), Error> {
let resp = client
.get_email_identity()
.email_identity(email)
.send()
.await?;

if resp.verified_for_sending_status() {
println!("The address is verified");

} else {
println!("The address is not verified");

}

ok(())

- W1 API F¥AEF |, 5528 GEAM Rust WAWS SDK APl £ ) H#) GetTopicAttributes.

ListContactLists

TR BEFIE R NMER ListContactLists,
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SDK for Rust
® Note
GitHub IR EZ &1 6|, SHTEEH , X 7 HEIMAIE AWS 722 15 6l 7 7 E PR EAM
17,

async fn show_lists(client: &Client) -> Result<(), Error> {
let resp = client.list_contact_lists().send().await?;

println!("Contact lists:");

for list in resp.contact_lists() {
println!(" {3}", list.contact_list_name().unwrap_or_default());

}

ok(())

- WZE AP FEMAEA , 528 (GEAM Rust WAWS SDK APl £#£) H# ListContactLists.

ListContacts
AT EEHIERNMER ListContacts,

SDK for Rust

(® Note
GitHub EIRHE L&A, SHTREH , I THRMME AWS EX B FEPREM
H1To

async fn show_contacts(client: &Client, list: &str) -> Result<(), Error> {
let resp = client
.list_contacts()
.contact_list_name(list)
.send()
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.await?;
println!("Contacts:");
for contact in resp.contacts() {
println!(" {3}", contact.email_address().unwrap_or_default());

}

ok(())

« M API SHAEF , 528 (EAR Rust BWAWS SDK APl %) dfy ListContacts,

SendEmail
LUTREABEGERNMAER SendEmail,

SDK for Rust

(® Note
GitHub FIRMHEZ &, SKTEEH , I 7 HWAE AWS EXIFE PR FEFFREM
1T,

B BHEAFIRPNIAKEEIEER

async fn send_message(
client: &Client,
list: &str,
from: &str,
subject: &str,
message: &str,
) -> Result<(), Error> {
// Get list of email addresses from contact list.
let resp = client
.list_contacts()
.contact_list_name(list)
.send()
.await?;
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let contacts = resp.contacts();
let cs: Vec<String> = contacts
Jiter()
.map(|i] i.email_address().unwrap_or_default().to_string())
.collect();
let mut dest: Destination = Destination::builder().build();
dest.to_addresses = Some(cs);
let subject_content = Content::builder()
.data(subject)
.charset("UTF-8")
.build()
.expect("building Content");
let body_content = Content::builder()
.data(message)
.charset("UTF-8")
.build()
.expect("building Content");
let body = Body::builder().text(body_content).build();
let msg = Message::builder()
.subject(subject_content)
.body(body)
.build();
let email_content = EmailContent::builder().simple(msg).build();
client
.send_email()
.from_email_address(from)
.destination(dest)
.content(email_content)
.send()
.await?;
println!("Email sent to list");
0k(())
FERSREEASRBBABTENFENE.
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let coupons = std::fs::read_to_string("../resources/newsletter/
sample_coupons.json")

.unwrap_or_else(|_| r#"{"coupons":[]1}"#.to_string());
let email_content = EmailContent: :builder()
.template(

Template: :builder()
.template_name(TEMPLATE_NAME)
.template_data(coupons)
.build(),

)
.build();

match self
.client
.send_email()
.from_email_address(self.verified_email.clone())

.destination(Destination: :builder().to_addresses(email.clone()).build())
.content(email_content)
.list_management_options(
ListManagementOptions: :buildexr()

.contact_list_name(CONTACT_LIST_NAME)
.build()?z,

)

.send()

.await

Ok(output) => {
if let Some(message_id) = output.message_id {
writeln!(
self.stdout,
"Newsletter sent to {} with message ID {}",
email, message_id
)?;
} else {
writeln!(self.stdout, "Newsletter sent to {}", email)?;

}
Err(e) => return Err(anyhow! ("Error sending newsletter to {}: {}"
email, e)),

}

e
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. WIZE AP EHHEF , 528 (EARM Rust WAWS SDK APl &) iy SendEmaile

=5

BT HEY)

T 5 R 1S 206 R E U EL4T Amazon SES API v2 & F#ZEH41,

SDK for Rust

(@ Note
GitHub t R EZ &6, SHKTEEH , X THRMME AWS B IHEFIRFEPREM
1T
match self
.client
.create_contact_list()
.contact_list_name(CONTACT_LIST_NAME)
.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list created successfully.")?,
Err(e) => match e.into_service_error() {
CreateContactListError::AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Contact list already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating contact list: {}", e)),
.
}
match self
.client

.create_contact()
.contact_list_name(CONTACT_LIST_NAME)
.email_address(email.clone())

.send()

.await

=4
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{
0Ok(_) => writeln!(self.stdout, "Contact created for {}", email)?,
Err(e) => match e.into_service_error() {
CreateContactError: :AlreadyExistsException(_) => writeln!(
self.stdout,
"Contact already exists for {}, skipping creation.",
email
)?,
e => return Err(anyhow!("Error creating contact for {}: {}",
email, e)),
},
}

let contacts: Vec<Contact> = match self
.client
.list_contacts()
.contact_list_name(CONTACT_LIST_NAME)
.send()
.await

Ok(list_contacts_output) => {
list_contacts_output.contacts.unwrap().into_iter().collect()
}
Err(e) => {
return Err(anyhow! (
"Error retrieving contact list {3}: {}",
CONTACT_LIST_NAME,
e

)

i

let coupons = std::fs::read_to_string("../resources/newsletter/
sample_coupons.json")

.unwrap_or_else(|_| r#"{"coupons":[]1}"#.to_string());
let email_content = EmailContent: :builder()
.template(

Template: :builder()
.template_name(TEMPLATE_NAME)
.template_data(coupons)
.build(),

)
.build();
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match self
.client
.send_email()
.from_email_address(self.verified_email.clone())

.destination(Destination::builder().to_addresses(email.clone()).build())
.content(email_content)
.list_management_options(
ListManagementOptions: :builder()

.contact_list_name(CONTACT_LIST_NAME)
.build()?,

)

.send()

.await

Ok(output) => {
if let Some(message_id) = output.message_id {
writeln!(
self.stdout,
"Newsletter sent to {} with message ID {}",
email, message_id
VE?
} else
writeln!(self.stdout, "Newsletter sent to {}", email)?;

}
Err(e) => return Err(anyhow! ("Error sending newsletter to {}: {}",
email, e)),

}

match self
.client
.create_email_identity()
.email_identity(self.verified_email.clone())
.send()
.await

Ok(_) => writeln!(self.stdout, "Email identity created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailldentityError::AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email identity already exists, skipping creation."

)?;
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}
e

=> return Err(anyhow!("Error creating email identity: {}", e)),

}I

let template_html =
std::fs::read_to_string("../resources/newsletter/coupon-
newsletter.html")
.unwrap_or_else(|_| "Missing coupon-newsletter.html".to_string());
let template_text =
std::fs::read_to_string("../resources/newsletter/coupon-newsletter.txt")
.unwrap_or_else(|_| "Missing coupon-newsletter.txt".to_string());

// Create the email template

let template_content = EmailTemplateContent::builder()
.subject("Weekly Coupons Newsletter")
.html(template_html)
.text(template_text)
.build();

match self
.client
.create_email_template()
.template_name(TEMPLATE_NAME)
.template_content(template_content)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailTemplateError: :AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email template already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email template: {}", e)),
.
}
match self
.client

.delete_contact_list()
.contact_list_name(CONTACT_LIST_NAME)
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.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list deleted successfully.")?,
Err(e) => return Err(anyhow! ("Error deleting contact list: {e}")),
}
match self
.client

.delete_email_identity()
.email_identity(self.verified_email.clone())
.send()

.await

Ok(_) => writeln!(self.stdout, "Email identity deleted
successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email identity: {3}", e));

match self
.client
.delete_email_template()
.template_name(TEMPLATE_NAME)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template deleted successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email template: {el}"));
}
}

o W5 AP| S#4AEFT , 5528 AWS SDK for Rust API reference #5388,

* CreateContact

CreateContactList

CreateEmailldentity

* CreateEmailTemplate

DeleteContactList
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» DeleteEmailldentity

» DeleteEmailTemplate

» ListContacts

» SendEmail.simple

» SendEmail.template

£ SDK for Rust B9 Amazon SNS i

THIREX S R EE {a A AWS SDK for Rust # B Amazon SNS R {TEEMEEE REH,

Actions RAEBEANBEABREE , LEERABFHT, BABFSEHFEWMFUHMERRFHRE , B
AL EEMEBRRTETARTTHNEF.

R R 18R R A L AR P Y S E R B SR B A AWS IR ERER G EEBNREXTEH,
BESHNBIES TR FAEXNRES , EUUEEPRIDMERNRPRENAITERBAE R,
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CreateTopic
AT &G R NAEA CreateTopico
SDK for Rust
(® Note

GitHub L RMHE L& B, SHTBEH , ¥ 7HENMAE AWS EXFEFIFEFERREMN
#}1To

async fn make_topic(client: &Client, topic_name: &str) -> Result<(), Error> {
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let resp = client.create_topic().name(topic_name).send().await?;
println!(

"Created topic with ARN: {3}",
resp.topic_arn().unwrap_or_default()

);

0k(())

- HIEE AP| &

illll

2 BIEAR Rust APl FHAWS SDK & $#) CreateTopico

ListTopics

LT EEG B RnA#ER ListTopics.

SDK for Rust

(® Note
GitHub FIRMHEZ &, SKTEEH , I 7 HWAE AWS ZX B2 PR FEFFREM
1T,

async fn show_topics(client: &Client) -> Result<(), Error> {
let resp = client.list_topics().send().await?;

println!("Topic ARNs:");
for topic in resp.topics() {
println!("{}", topic.topic_arn().unwrap_or_default());

}

ok(())

- W% API FiE

illll

#E2H (ERARM Rust WAWS SDK APl %) sy ListTopics.
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Publish

AT 2 S €0 5| BUR A A Publisho

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THEIMAE AWS EXIHEH| R FEHREAN
1T,

async fn subscribe_and_publish(
client: &Client,
topic_arn: &str,
email_address: &str,
) -> Result<(), Error> {
println!("Receiving on topic with ARN: “{}'", topic_arn);

let rsp = client
.subscribe()
.topic_arn(topic_arn)
.protocol("email")
.endpoint(email_address)
.send()
.await?;

println!("Added a subscription: {:?}", rsp);

let rsp = client
.publish()
.topic_arn(topic_arn)
.message("hello sns!")
.send()
.await?;

println!("Published message: {:?}", rsp);

ok(())
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. W% AP| SHBET , HS8 GEAR Rust WAWS SDK AP| BE) R4,

Subscribe
LT IBEFIEROMER Subscribe,

SDK for Rust

(® Note
GitHub LR FE &6, SHTBEHF , I 7 HWMAE AWS ZXHE SR TFEFREM
1T,

STRAEEERYE T Eb A il

async fn subscribe_and_publish(
client: &Client,
topic_arn: &str,
email_address: &str,
) -> Result<(), Error> {
println!("Receiving on topic with ARN: “{}'", topic_arn);

let rsp = client
.subscribe()
.topic_arn(topic_arn)
.protocol("email")
.endpoint(email_address)
.send()
.await?;

println!("Added a subscription: {:?}", rsp);

let rsp = client
.publish()
.topic_arn(topic_arn)
.message("hello sns!")
.send()
.await?;

println!("Published message: {:?}", rsp);
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ok(())

. W% AP BHRET | ESEEMR Rust APl BIAWS SDK B chigiTHl.
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THRAFEF REMARY EARFEAER K REAZEUEREEM .
SDK for Rust

BrUNAERRAEEERERARER , MEMEA Amazon Rekognition HRIE R PHER |, WAEH
T LA B R HRE

METENFEARBMUMARERBMITHIE T , 28 GitHub LR TEE A,
MERAFRZIEFINRIR |, FFS8H AWS 48 FHNE,

e g5 = fE A Y AR FE

+ API Gateway

* DynamoDB

* Lambda

* Amazon Rekognition
» Amazon S3

* Amazon SNS

#E ) R 2R S

£/ Amazon SNS &2 &4 A Lambda B

THRXBESIRBUMEN Lambda BB , SR SNS TEEZWASFIERNENF. REERSE
H2BEWAE , YKHEEs - ARAEHNRE,
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SDK for Rust

@ Note
GitHub FIRHEZ 6, SHKTREH , 3 7 B UM E A RR IR FEHRENY
1T,

/A Rust ¥ # Lambda XE A SNS 4,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sns::SnsEvent;

use aws_lambda_events::sns::SnsRecord;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

use tracing::info;

// Built with the following dependencies:

// aws_lambda_events = { version = "0.10.0", default-features = false, features =
["sns"] }

// lambda_runtime = "0.8.1"

// tokio = { version = "1", features = ["macros"] }

// tracing = { version = "0.1", features = ["log"] }

// tracing-subscriber = { version = "0.3", default-features = false, features =
["fmt"] }

async fn function_handler(event: LambdaEvent<SnsEvent>) -> Result<(), Error> {
for event in event.payload.records {
process_record(&event)?;

0k(())

fn process_record(record: &SnsRecord) -> Result<(), Error> {
info!("Processing SNS Message: {}", record.sns.message);

// Implement your record handling code here.

0k(())

#[tokio: :main]
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async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

run(service_fn(function_handler)).await

£ SDK for Rust B Amazon SQS i 4l

TH RIS H REIAEHR AWS SDK for Rust ## Amazon SQS R TEMEMEEE REHI,

Actions RAEBEANBEABRE , LEERBFHT, HABFSEHFEWMFUHER RBRE , B
AL EEMEBRRTETARTTHNEF.

BESHNBIESTERAENBAER , SUUEEPRIDAEANRHREMATENBAE R
ES-

- B

- A AR ES S

BF

ListQueues

UTRXEEHERNMAER ListQueues,

SDK for Rust

® Note
GitHub ERHUEZ &SI, SRR , ¥ THIAE AWS EXIHEHI R FEHREM
1T,

FAER [EiE A %) HEYSE — 18 Amazon SQS 1751,
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async fn find_first_queue(client: &Client) -> Result<String, Error> {
let queues = client.list_queues().send().await?;
let queue_urls = queues.queue_urls();
Ok(queue_urls
first()
.expect("No queues in this account and Region. Create a queue to proceed.")
.to_string())

- W% API B , FF2H (EAMN AWS Rust B SDK APl 2%&) F# ListQueues,

ReceiveMessage

LTRGBS G R AER ReceiveMessage,

SDK for Rust

(® Note
GitHub FIRHEZ &6, SHTEEA , I THRMME AWS EX B FEHREM
H1To

async fn receive(client: &Client, queue_url: &String) -> Result<(), Error> {
let rcv_message_output =
client.receive_message().queue_url(queue_url).send().await?;
println!("Messages from queue with url: {}", queue_url);
for message in rcv_message_output.messages.unwrap_or_default() {

println!("Got the message: {:#7?}", message);

ok(())

« W13 AP| BB , 528 GEAR AWS Rust B9 SDK APl 2#) iy ReceiveMessage.
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SendMessage

DT BEFRE R NAER SendMessage,

SDK for Rust

(® Note
GitHub LR E &6, SHTBEHF , I 7 HWMAE AWS ZXHE IR TFEFREM
BT,

async fn send(client: &Client, queue_url: &String, message: &SQSMessage) ->
Result<(), Error> {
println!("Sending message to queue with URL: {}", queue_url);

let rsp = client
.send_message()
.queue_url(queue_url)
.message_body(&message.body)
// If the queue is FIFO, you need to set .message_deduplication_id
// and message_group_id or configure the queue for
ContentBasedDeduplication.
.send()
.await?;

println!("Send message to the queue: {:#?}", rsp);

0k(())

- N API FHHIER , 28 GEAM AWS Rust 89 SDK API &) F# SendMessage.

E ) Rz S5

£/ Amazon SQS R FAFFA Lambda EHE

THREN B REBUMEN Lambda BEL , SURIEHE SQS TIIZKA S FIERNEN. SRS
Hr2EBHEAE , YRS -AFARNAR.
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SDK for Rust
(@ Note
GitHub LR EZ &, SHTBEH |, I 7 HENAEE A RS EHIREEEDRENH
1To

£/ Rust £t Lambda EH SQS 4,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sqs::SqsEvent;
use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<(), Error> {
event.payload.records.iter().for_each(|record| {
// process the record
tracing::info!("Message body: {}",
record.body.as_deref().unwrap_or_default())

1)

0k(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()

.init();

run(service_fn(function_handler)).await
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£/ Amazon SQS & & R4+ #RkE Lambda BBV HLIXIRE KM

THRABEF REBMA AR SQS THENEMHHY Lambda MBEESN O #HIROE, HWEHESEDE
REIREFRIREB KB, B8R Lambda HEREFELAL.

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , I T B IAEE AR DO REEETRENS
'?To

5 Rust ¥ Lambda %5 SQS #t)XIE B k¥,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event::sqgs::{SqsBatchResponse, SqgsEvent},
sqgs::{BatchItemFailure, SqsMessage},
};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn process_record(_: &SqgsMessage) -> Result<(), Error> {
Err(Error::from("Error processing message"))

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<SqsBatchResponse,
Error> {
let mut batch_item_failures = Vec::new();
for record in event.payload.records {
match process_record(&record).await {
Ok(_) => (),
Err(_) => batch_item_failures.push(BatchItemFailure {
item_identifier: record.message_id.unwrap(),

1),

Ok(SgsBatchResponse {
batch_item_failures,

1
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#[tokio: :main]
async fn main() -> Result<(), Error> {
run(service_fn(function_handler)).await

}

AWS STS £ SDK for Rust Y i3l

THRNEEFI RSB EA AWS SDK for Rust #BE REITEERMBEEE REH AWS STS,

Actions RAHEEBANEXNBRE  LEAEATHHT, BHABDFESEHFENAFLERRBEHS , B
LA UEHEABERTERTRARPHEMF,
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AssumeRole
UTEAGEFERNMER AssumeRole,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THEIMAE AWS EX IR HI R FEHREM
1T,

async fn assume_role(config: &SdkConfig, role_name: String, session_name:
Option<String>) {
let provider = aws_config::sts::AssumeRoleProvider: :builder(role_name)
.session_name(session_name.unwrap_or("rust_sdk_example_session".into()))
.configure(config)
.build()
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.await;

let local_config = aws_config::from_env()
.credentials_provider(provider)
.load()
.await;
let client = Client::new(&local_config);
let req = client.get_caller_identity();
let resp = req.send().await;
match resp {

Ok(e) => {
println!("UserID : {3}", e.user_id().unwrap_or_default());
println!("Account: {}", e.account().unwrap_or_default());
println!("Azn 2 {3", e.arn().unwrap_or_default());

}

Err(e) => println!("{:?}", e),

« M API SFHAEF , 528 (EAR Rust BWAWS SDK APl %) dfy AssumeRole,
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THREXEEIHRE M A AWS SDK for Rust ¥4 Systems Manager R TEENEBEE RER
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SDK for Rust

® Note
GitHub ERUEZ &S, SRR , ¥ THIMAE AWS EXIREHI R FEHREM
1T,

async fn show_parameters(client: &Client) -> Result<(), Error> {
let resp = client.describe_parameters().send().await?;

for param in resp.parameters() {
println!(" {3}", param.name().unwrap_or_default());

}

ok(())

- WIE AP SHHEF , 528 (EAM Rust WAWS SDK APl ££) f#§ DescribeParameters,

GetParameter
UTREAIGEFBERINMER GetParameter,

SDK for Rust

(® Note
GitHub EIRHEZ &6, SHTREH , I THRMME AWS EXBEFIFHFEHREM
H1To

pub async fn list_path(&self, path: &str) -> Result<Vec<Parameter>, EC2Error> {
let maybe_params: Vec<Result<Parameter, _>> = TryFlatMap::new(
self.inner
.get_parameters_by_path()
.path(path)
.into_paginatoxr()
.send(),
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)
.flat_map(|item| item.parameters.unwrap_or_default())
.collect()
.await;
// Fail on the first error
let params = maybe_params
.into_iter()
.collect::<Result<Vec<Parameter>, _>>()7?;
Ok(params)

- WE AP| FHAEF , F2E GEAM Rust WAWS SDK AP| £#£) F#y GetParameter,

PutParameter
TR & HIE R ANMEH PutParameter,

SDK for Rust

® Note
GitHub ERHUEZ &S, SRR , ¥ THEIAE AWS EXIREHI R FEHREM
1T,

async fn make_parameter(
client: &Client,
name: &str,
value: &str,
description: &str,
) -> Result<(), Error> {
let resp = client
.put_parameter()
.overwrite(true)
.r#type(ParameterType: :String)
.name(name)
.value(value)
.description(description)
.send()
.await?;
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println!("Success! Parameter now has version: {}", resp.version());

ok(())

- WNZE API SHAERN |, 528 (GEHAM Rust WAWS SDK APl 22) H 1 PutParameter,
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pub async fn connect_via_tls_13() -> Result<(), Error> {
println!("Attempting to connect to KMS using TLS 1.3: ");

// Let webpki load the Mozilla root certificates.
let mut root_store = RootCertStore::empty();
root_store.add_server_trust_anchors(webpki_roots::TLS_SERVER_ROOTS.0Q.itexr().map(]|
tal {
rustls: :OwnedTrustAnchor: :from_subject_spki_name_constraints(
ta.subject,
ta.spki,
ta.name_constraints,
)
1)

// The .with_protocol_versions call is where we set TLS1.3. You can add
rustls::version::TLS12 or replace them both with rustls::ALL_VERSIONS

let config = rustls::ClientConfig::builder()
.with_safe_default_cipher_suites()
.with_safe_default_kx_groups()
.with_protocol_versions(&[&rustls::version::TLS13])
.expect("It looks like your system doesn't support TLS1.3")
.with_root_certificates(root_store)
.with_no_client_auth();

// Finish setup of the rustls connector.
let rustls_connector = hyper_rustls::HttpsConnectorBuilder: :new()
.with_tls_config(config)
.https_only()
.enable_httpl()
.enable_http2()
.build();
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// See https://github.com/awslabs/smithy-rs/discussions/3022 for the
HyperClientBuilder
let http_client = HyperClientBuilder::new().build(rustls_connector);

let shared_conf aws_config: :defaults(BehaviorVersion::latest())
.http_client(http_client)
.load()
.await;

let kms_client = aws_sdk_kms::Client: :new(&shared_conf);
let response = kms_client.list_keys().send().await?;

println!("{:?}", response);

ok(())
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https://smithy.io/
https://semver.org/
https://smithy-lang.github.io/smithy-rs/design/
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* aws-smithy-http-server

* aws-smithy-http-server-python
BE SDK EAEFTFEMEAMunder-the-hood B X BRI AT :
* aws-smithy-checksum-callbacks
* aws-smithy-eventstream
* aws-smithy-http
* aws-smithy-protocol-test
* aws-smithy-query

* aws-smithy-json

aws-smithy-xml
TREEHARREHRHARE

* aws-smithy-client

* aws-smithy-http-auth

* aws-smithy-http-tower
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