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ft &2 Amazon EventBridge Scheduler ?

Amazon EventBridge Hff228 R B A REFHEESR , I BERE—SENPRBRBEL. HTREET
#. EventBridge Scheduler EEREAERMY , IZLHEH A AT WAEIR 270 B AWS R
##i8 6 , 000 1@ API R{EMV{EFS. EventBridge Scheduler " EEMENEEERRE AT EHS
B REEES , IRERARERTHR LR EHERRA,

EventBridge Scheduler AI St R T EHETR , WREMS] , TARIZFT B Z00 7 ARRENHERE,
£ H EventBridge BEf288 , BRI AEABEHMEERH Cron Ml Rate RIEXNREVHRE , IBE— XM
FA. BAUEREEENRAEER, EREHRS , URBREARBREFNERAERR,

*&E
« EventBridge HEiE288 Y T EIhEE
« 1ZHY EventBridge HFf285

EventBridge BFi28e MY = E Thae
EventBridge Scheduler 2t THI X EThae , AT ARRE B ENERBERE,

- #7{t B & - EventBridge Scheduler X E &4\, B , LAFEH Amazon SQS. Amazon
SNS. Lambda #1 EventBridge #1TE R API 21, FABEAEEZNERE , BULUEA
EventBridge Scheduler £3#2#& . EventBridge Scheduler SDK = RiXZ% EHEFE AWS CLI,

- JBF B - EventBridge Scheduler 12t @A BZES2# (UTP) , JRAXREIL BT #ER , UHEE
B 270 18 AWS BRFFEiB 6 , 000 1@ API iREABE, FEB UTP , &R LA EventBridge
Scheduler £# A& . EventBridge Scheduler SDK = & E B 5T 5% AWS CLI,

- BEMAFER — EventBridge Scheduler X IEEMIFE , ZE Lo 8HE K LEHHIAZTERHIERAB
ENFEARGNEBREFNATEM,

- B3 - EventBridge Scheduler at-least-once EHRFEZEEBE , ERRELE —BERTHINER
B EHEMNEE, EventBridge Scheduler AR A XM IE KB EHENEFH XS, EventBridge
Scheduler 8 ER XMW ER , WEEEHANESHENTEY , YRRBETH,

fZHY EventBridge #Ef235

& T LAi%EIB EventBridge EventBridge 324 . EventBridge #1228 SDK AWS CLI, S ERFEH
EventBridge BF#288 API 2R EventBridge BEf288.

EventBridge HEf2=RH =20 5E 1
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5% Amazon EventBridge HEi285

BUALTR TSR, FTEAER EventBridge HEfEE8,
FE

- FEft AWS

- B IAM A E

- R BEBXK

- BREHTABG

HEHE

- BEBESR?

atfit AWS

MRERE AWS IRFE | BER NS BREL—E.
S AWS IRFE

1. BARK https://portal.aws.amazon.com/billing/signup,

2. nHLﬂE%iJ:?EI/j_\L‘fTo

AMEFN—Ho LREEREFRIAXFALE , LESFHFRE I ABRER,

EEGEM B AWSIRF , AWSIRFREAESREY . REAEFRTFIIRFFHIFRE AWS IR
¥NER. FRZERAER  FREEFIEERGERASE  YEECRAREAERUTER
REMEFIENEL,

B IAM EAE

FEEVEESFERE K FEETIHSP—ERE,

EEf AWS 2


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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BE— £ RIE &t E L

EEE

EEE

AR

£ 1AM FEREHREFIN SEE & AWS IAM Identity £ AWS Command Line
ldentity ~ AWS, Center EAAEREEHAFIF Interface ERAEERMFRE
Center HEREA . AWS CLI LAfE A RE&TE AWS

_ ERREIERERL— IAM Identity Center@ R 55t 15
(a®) . ARAREEBOE ~

;ﬂ , nﬁ/ Eﬁ |AM EFH
EREEHN IAM Z22

Eﬁiﬁﬁ%o

EIAM  FEARHABEFN BE (AM EAEER) 7 IAM EFAEER) PRER

h AWS. BYAM EAENENR BB AV EAENERERR
_ BEBHET RERXBIHFR.

(TR

1)

e REBXR

ELt—ESRS , FEEABAERERE IAM EHEREFZEEN AWS ER. EAZEERT ,
EER 4 #E A EventBridge HH28S , RFIEBLEVERBNERE, BHiEiAR  REGHFEH
EventBridge BFf283MI A EFF W], EventBridge HIERS X E THE REARMINZ EBUR,

« the section called “AmazonEventBridgeSchedulerFullAccess” — EREEA M APl £F
EventBridge BFf285 8 TR FEUE,

« the section called “AmazonEventBridgeSchedulerReadOnlyAccess” — #&#F EventBridge HEf2
25 Y ME BTV,

B ELEZERREEESLN IAM X8 | REEEL— 1*ﬁﬁqﬂL?%AdministratorAccessEk
F—H, WEFHEDE IAM BIXERE EventBridge HER22S 7 EVERIEME A | 552 B the section
called ‘A & 2 B BHE",

A TEBE 3


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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REHITAS®

#H1TAE®E EventBridge HERRER BN IAM A€ | LUE AWS RIE RREEHEM B, ST
BEEEZA®  LUEF EventBridge HEIZ222 5 A B £ FEUE,

ESERATREEYNNIER  OAUEYHNATAR, WREMEM £#4 , EventBridge HiEsR
ERBEEEENER U FIRKKREEVUARG, E EventBridge SIERALRUAER , ABNEMLE
HRIEHRURSE , URHPLEEIATURREBEZXAC, EURHLBEENEEREAZSRE

B

THZBRRPMMBIFNETAE , LRIMMAIRF EventBridge HEf2255 A B EMNFEUE, AEE
RIS AR EEMNE T, NEFIEEM B EFINEEFME , 5528 the section called “fF &4 B

E”
= o

R BI#HITAE AWS CLI

1. BERTIEEHE JSON BUER , YA HMAES Scheduler-Execution-Role. json. HLEFEHK
R /LFF EventBridge iR RREREZAE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
/A Important

EERLEEREDPREITAL  ERCHEEANRELE U EEEREARE,
MEFHMEANEGIBUER |, 7526 the section called “FAFHEEREAN",

2. 1% AWS Command Line Interface (AWS CLI) & A T Bl 65 582 S #7HY £
5, SchedulerExecutionRole # BRABELEREKACNETRE,

REHITAE 4


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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$ aws iam create-role --role-name SchedulerExecutionRole --assume-role-policy-
document file://Scheduler-Execution-Role.json

MRKY , BEFRTIE@EE

"Role": {
"Path": "/",
"RoleName": "Scheduler-Execution-Role",
"RoleId": "BR1L2DZK3K4CTL5ZF9EIL",
"Arn": "arn:aws:iam::123456789012:role/SchedulerExecutionRole",
"CreateDate": "2022-03-10T18:45:01+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"

}I

"Action": "sts:AssumeRole"

3. BEEMNFIBURLLSLET EventBridge HEiEs A E R , FEETIEF—EERBER. #H
JSON AT R A M EFEER . jsonfER,

Amazon SQS - SendMessage

T 5725 EventBridge Scheduler FEILER F HFTE Amazon SQS {75lsgs : SendMessageky
Bk,

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sgs:SendMessage"

REHITAE 5
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1,
"Effect": "Allow",
"Resource": "*"

Amazon SNS - Publish

AR 7t 5F EventBridge HEfZ 28I R0R F AT E Amazon SNS £ &sns: Publish#EfE,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sns:Publish"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Lambda — Invoke

AR AL 8F EventBridge Scheduler FEILIRIR E R FTE Lambda B
B lambda: InvokeFunctiont EE,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"lambda:InvokeFunction"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

REHITAE 6
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4. BTG RELFNFABE, PolicyName #§ BRRAZEREUBERNER,

$ aws iam create-policy --policy-name PolicyName --policy-document file://
PermissionPolicy. json

MR, EBEFEITI@E., FEEBKR ARN, SAUET—ESRPERIL ARN | BEBERE
EERMNBITAE,

{
"Policy": {
"PolicyName": "PolicyName",
"CreateDate": "2022-03-015T19:31:18.620Z2",
"AttachmentCount": 0,
"IsAttachable": true,
"PolicyId": "ZXR6A36LTYANPAI7NI5UV",
"DefaultVersionId": "v1",
"Path": "/",
"Arn": "arn:aws:iam::123456789012:policy/PolicyName",
"UpdateDate": "2022-03-015T19:31:18.620Z"
}
}

5. MITHHT , BBEREBEEZEENIITAG, your-policy-arn BUIEE L —ESBHEIHIK
% ARN B\ » SchedulerExecutionRole A {THABHNZBEUL .

$ aws iam attach-role-policy --policy-arn your-policy-arn --role-
name SchedulerExecutionRole

attach-role-policy BEFEHEHTIEEREFE,

REHR

B3I EventBridge HiiZsRsiiE2nl , BELFE—EER , TRUAHE, EAUMERREHN
AWS BiR , REYFHNEIR, THTRRAUAER B HAVELE Amazon SQS 175 AWS

CloudFormation,
BB Amazon SQS 75

1. #H T3 JSON AWS CloudFormation 74 , A§ H##F A& SchedulerTargetSQS. json.
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{
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyQueue": {
"Type'": "AWS::SQS: :Queue",
"Properties": {
"QueueName": "MyQueue"
}
}
1,
"Outputs": {
"QueueName": {
"Description": "The name of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"QueueName"
]
}
1,
"QueueURL": {
"Description": "The URL of the queue",
"Value": {
"Ref": "MyQueue"
}
1,
"QueueARN": {
"Description": "The ARN of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"Arn"
]
}
}
}
}
2. £ AWS CLIET 3% , #Scheduler-Target-SQS. json&A&ZE I AWS CloudFormation
HE,
REBR 8
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$ aws cloudformation create-stack --stack-name Scheduler-Target-SQS --template-body
file://Scheduler-Target-SQS.json

MRKY , BEFRTIE@EE

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/Scheduler-
Target-SQS/1d2af345-al121-12eb-abcl-012e34567890"

}

3. BTSSR AWS CloudFormation #fBHHEEA. LLEFSSHENMRE , IRER
FIEENEH,

$ aws cloudformation describe-stacks --stack-name Scheduler-Target-SQS

MR , SR EEI Amazon SQS {75 EE T 5@ H -

"Stacks": [
{
"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
Scheduler-Target-SQS/1d2af345-al121-12eb-abcl-012e34567890",
"StackName": "Scheduler-Target-SQS",
"CreationTime": "2022-03-17T16:21:29.442000+00:00",
"RollbackConfiguration": {3},
"StackStatus": "CREATE_COMPLETE",
"DisableRollback": false,
"NotificationARNs": [],
"Outputs": [
{
"OutputKey": "QueueName",
"OutputValue": "MyQueue",

"Description": "The name of the queue"
1,
{
"QutputKey": "QueueARN",
"OQutputValue": "arn:aws:sqs:us-west-2:123456789012:MyQueue",
"Description": "The ARN of the queue"
1,
{

"OutputKey": "QueueURL",

REB®Z 9
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"OQutputValue": "https://sqs.us-
west-2.amazonaws.com/123456789012/MyQueue",
"Description": "The URL of the queue"
}
1,
"Tags": [],
"EnableTerminationProtection": false,
"DriftInformation": {
"StackDriftStatus": "NOT_CHECKED"
}
}
]
}
HEREARERD , B5FER B9/EQueueARN , 1T 55 E A EventBridge HEfEESH B &,
A
BRIELR?
SERBRESRE  FEAAFIERRENLENZE—E EventBridge HFiEssHFiEss X I A B &,
BRIELSR? 10
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EventBridge HF#Z88 A P9

AEBERAEIFH EventBridge HERZBSHET2. B A LUE A EventBridge HER2BS £ 4 AWS
Command Line Interface (AWS CLI) 2 AWS SDKs*R#. EH &4 Amazon SQS B ZKHRE. A
#®, B ELHE. REEH , UREARIBNERARERE, BEYHER , SKREHFERERY
WABE , WAARASEEZERZFS,

(@ Note
EEERAEE K BEREHRTEES PAIRRELESFAIH IAM £ H Hthe section called “fF
EoBBE, EERENNBREFRAEZR , YT TIDIREBELNENER, EEEERN
£ 1D MR EI LT HEERE AWS CLl,

$ aws configure

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE

AWS Secret Access Key [Nonel]: wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
Default region name [None]: us-west-2

Default output format [None]: json

MEFEEAERREFANGFMEENR , 3528 < F AWS Command Line Interface 2 hx £ F
EIE/) PEERENELIER.

F&E

- FRIGRH

- {4 EventBridge HifEes T AR U HE
« fEM B HEE AWS CLI

- f£f EventBridge HFf288 SDKsE I HEfE

- BRESR?

FORIRHF

EERAGROSEE T, EAERT FHBAE
. ERFFRNER BE

TORIRE 11


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-precedence
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£/ EventBridge BFREss T S B HEE

EREEARMHPERE

1. & A AWS Management Console , REBRZFLTER , B EventBridge 2 &Y EventBridge
BEFEES[EEY : https : //https://us-west-2.console.aws.amazon.com/scheduler/home?region=us-
west-2#home

(® Note
A LAE A AWS Management Consolef) [E1Fi#1F85 AWS [E1F] REJIREH

2. EHEREL , BEFEVTHRE,
3. GEREEIHEFEEFAANIERBNERERT , PITUTEE :

a. EHREBP K WAHRENSEE , Hl10 MyTestSchedule
b. SR -EER , MABENER, B0 : My first schedule,

c. HREIERE , FRTHNFEREPRFEHE, MRELHEREMA[HERE , &
ALUEESRENdefaultBil. BEEUFNGIERE A FSEZERAHRPRERVEBC
HBEREER, S AERBIRERE  ATEFENGREMN EER,

4. HEPFEEXERD , BT THIEME:
a. #HBRLE  EETIEHF-ERNXEER, AERRERBEZENEAMEE,
o —IRMHRE - AMHERSESEEN BHNMEERUA BT IR

st¥ B HAFNBER |, B YYYY/MM/DD BB AB RN B, A% |, UL 24 /pEEhh:mmi& X35
ERE#HKL. 5%, TN BEREFRIEZRE,
o BEAMHE - BEMHRSLUEFEAcronRERNTERREXNEEERWABE,

BIEL Cron HEBRNHRE | UEMcronREXREHSE. BECAERRREN , FRE
DERAERNHRE  YWABNER , ARRTAXFERRPEREEM

WFEAEM Cron M Rate REXNWFMEET , F2H HHEEE,

b. HNEMEE , FREEMIUBMEER , IRNTUAXNFETEEEP—EARLERNFR, 4
W, MREEE 15 pEIREERMERE  S0EFEARE X, AIEaEsS/ ) K—HK
Y 15 7 ERFIT,

FERAERA 12



https://us-west-2.console.aws.amazon.com/scheduler/home?region=us-west-2#home
https://us-west-2.console.aws.amazon.com/scheduler/home?region=us-west-2#home
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5.

NREEL-—ESBRTEZEREHE  FEREHEERRTEERE , WE R R EHENR
M BNEE , URERBENERE, REME BN BHtREESEEL MBS, K
BRERANNBHEESRERERAAREER.

1E$# Next (-F_i)o
EENEFEEERL , T TIIEE:

a. ENEHABE, ARBRZFBE AP, EHEHIH , RIA5EE Amazon SQS SendMessage
g BE,

b. 7£ SendMessage [BEH , ¥ SQS 7% , arn:aws:sqs:us-
west-2:123456789012: TestQueueft TH N BEEHIEZFRBH Amazon SQS 175
ARN , fflan , ZEZIFHTY , FHEEEILFH SQS THILIEEE Amazon SQS Fi#E
B, BM{THI5ER%E , JRE EventBridge HFESR AW EFRBEB T NNNEE, BHFHTH
ARN FEENHR | I B o] LLEEY,

c. H$HYHE K WALFE EventBridge Scheduler X+ ZE B EM RS, ELEHFH , RMASET
FIASEEZBEZ(TS : Hello, it's EventBridge Scheduler.

BET—F  ARERE - ERERL , #TT5E#E

a. EHFENREERD  StHBAHE  EARERMEEMIIsE. RIZFER , EventBridge HEE
SRR A BV HER,

b. HEHERZREMNBEREERS , 5RE EventBridge Scheduler 1512 58 B & BRENHY B E

- MREBEEEMBRIERE , FREMER, R —XMHRE  ESEHEFARAEE— R 2B
£, HABEBMHRE  EREAHENGER—XFEFHACE. MEBBHMBROFMEN ,
52 Bithe section called “HFi2 T 5 & MIBR”

- WMREFFHE EventBridge Scheduler L HERR TE N R KRBV A BN #E , F5:#1E NONE , HFE
EE,

c. EEHBENENFITS (DLQ) BEH , stHEHBEE  BRERUZEHFENERRK
K, BEHERABEEZ , WRSFEELFAHEE , EventBridge HIiER @ EMBITHR, —
BEREWIE , ERAEREHENERABRENERRE.

d. $HYEHNRREZH-2A , @A EventBridge RSV AREREEEHNRR DB
(s) M EE (s)o

(@ Note
RKREH 24 M,

EREEE 13
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e.

HYEFHABLR , @A BEE@IERE |, EventBridge HIESREMERMITHENAE L
PR o

(@ Note
RAERKER 185 Ko

SHEENF T (DLQ) , FRETIIEEFIRE

- _ MMREFERE DLQ , FHiBiEHEE,

- ERE AWS IR FHIZEL Amazon SQS P54 DLQ - ZEFIEE |, RRETANXBEF
BEUTH] ARN |, BRTE AWS RS B2/ T HE2RY DLQ #8ERY DLQ,

- BHEHAM AWS IREFH Amazon SQS 1THIIEES DLQ - # 2B It #1E |, AREATIHN
ARN , SIR{FHI{UA S —E DLQ AWS tRF, EHEBATHIHNTEY ARN |, A HIIE
18,

EMBERF , BESIMERE (&R )  UEAEFZE KMS £R8RNBEN B EH
Ao MRMBIBEFNIRIE | FWAREHN KMS €18 ARN , SBEEIT AWS KMS £ LIEE
Z AWS KMS £3# A, ZE EventBridge Scheduler M INZFREERINFEMET , F2HE
the section called “FFAEMN ",

YT  BECAREAC  ARRTHAFETRRLEEREEFHBRINAR, £
AILURIZRIE IAM EEARBIFHNAE,

MRIEFE EventBridge Scheduler BB FVHITAL , FRABREALEELNA
B, EERAACERE, MRERZIEE  EventBridge Scheduler 24 &4 B ZFrEHEF
AMEEAR,

10. EHE Next (T —%),

1. EREANEVHEEE L  RESENFHAER. E8EAERPEERE  AWEROXSRIFE
HEFWE.

12. BEERVHENTREMFTNGRE. SUNEIEEAREAMEZELNRENEE. TIRENET ,
BEVENHBEERERCRA.

13. ZEERBENHEEREWUA Amazon SQS B1E , BB Amazon SQS FE AW 1T T FIENE -

a.
b.

C.

RATIIBEFEZEZEBRTH,
BEEERERAL
EEENZWASEENZERAST  BEWHAALS , SUEIHIREEE B RTINAEA

=]

/N0

EREEE
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EA EIIHERE AWS CLI

THIEHIRE A EH AWS CLI f8fcreate-schedule , LB EHE A Amazon SQS BEH
EventBridge HFfERHERE. BT HSBWEAZVEERNRAEBNER !

 --name - B AHFREHNE R,

RoleArn — B A\ ‘R EERHFEE VBB EITAE ARN,

Arn -8 A B M ARN, EILIERT , BEA Amazon SQS 1751,
B A — 8 A EventBridge Scheduler &% = B EFHIMNA L

$ aws scheduler create-schedule --name sqgs-templated-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \

--flexible-time-window '{ "Mode": "OFF"}'

£ F EventBridge BE#288 SDKsE M HFiE

FETHEFIF , LA LAERA EventBridge HEf288 SDKs B EHF AR Amazon SQS B EH
EventBridge BERZ 88 HEE,

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sqgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "Message for scheduleArn: '<aws.scheduler.schedule-arn>', scheduledTime:
'<aws.scheduler.scheduled-time>""

}

scheduler.create_schedule(
Name="sqs-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)

£ AWS CLI 15


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html
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Example Java BI&EH

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target sqsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<QUEUE_ARN>")
.input("Message for scheduleArn: '<aws.scheduler.schedule-arn>',
scheduledTime: '<aws.scheduler.scheduled-time>'")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(sqsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.builder ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and an Amazon SQS

templated target");
}

RIBLER?

WMEMEMA £ A AWS CLISK EventBridge HEf288 SDK B HIREMNFEMENR | F5

T‘»

%E': EEF*EO

BETR? 16
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- MENAMREHENBEY THROMERAERABESHNFMREN K F2HREEEE,
0% EventBridge HFEERERIAE N AP RIEMNFME , 552 EventBridge HEi288 APl 8%,

BrELSE? 7


https://docs.aws.amazon.com/scheduler/latest/APIReference/

EventBridge HFf288 EREEmR

EventBridge HFfE28 PRV HEIREHE

T 5 EREFREA Amazon EventBridge Scheduler X BT RIHEEEEE , LAK EventBridge Scheduler
MAREAXBHYREBNETRARELNRE. SUNEREHERE=EFERRETERE . LEXRRE
., LA Cron AEBA — KR,

EEAM Cron REREAZBAMERE, ZUUFERALERENEERENIIRERENRBRESEIEH
MHERRER | WIEE EventBridge Scheduler SHEZRIEXWEE,

—RHHERRUABE-XNEERE. EALEIEE EventBridge Scheduler FEEBEZRYEERE. HEIF
IR [E RFER TE — IR M HERR

@ Note

EventBridge Scheduler EFIEHIRREREE L 60 PN EHREUAHEBEE, EXRTMRERELEE
HRRERE #171:00 , AR AR EEMRFRL1:00:59 , AIHE7 1:00: 008 2 EILA
B API,

EATHRERT @A SESEEREFEERREHEREN , URAMATE EventBridge Scheduler
LERE —IRMHERE,

£

o URRAEBNHERE

- Cron B #2

- —RMHRE

- EventBridge Hif2es LK [E

- EventBridge HEiE28 E#Y A X EIF K

LURER S ERNHE

DLEZAERNIIESELANIEEENRG B RRE  YUEERN —RERHIT , EXHEN
BREMA/L, BUUERANERSGERNERRERE RNBHEEERRG. flm , WREE
EB 1508, B2/ KB 5 XAAEBENHE , ZAUEAUNERLAERNERRERLEZR, &
AEAERRREARENRRSERVEE,

MR AERNHE 18
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BBUERSEBRNRE , B LER StartDate BURREHENE —XNHE. MRE
AStartDateRHLUERSEBAERE  SNvEIES LR KBUAEBE R,

BEREXNAMELERDBHLERLY , TR,

Eh
AR /

rate(value unit)

value

BHEHERARE B ENSEEMN,

A& A : minutes | hours | days

]

THIEFREBIMAER doHERRIZER AWS CLI create-schedule RERELURR BEB N IR,
HEHERIERE  BESEHT X, WFEHEARSqsParameters B EHEE A S EEZE Amazon
SQsS 75,

HRALEHFERE --start-date 2ENE , RitHIESESRY YA B RRIAFS
Fo

#AE

$ aws scheduler create-schedule --schedule-expression 'rate(5 minutes)' --

name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD"™ }' \
--flexible-time-window '{ "Mode": "OFF"}'

Cron B HER2

Cron REX SR BN EHMERE , £8MENSERE#HT. EventBridge Scheduler X &£ Bl R
BEERRE (UTC) REE I HRERIEEMNERRE cron BEERE, BB cron 2R , BUUEZSH
BEPRESTHEEMNER, ELEEHF —E EventBridge Scheduler REREXN A EN BB

Eit 19


https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateSchedule.html#scheduler-CreateSchedule-request-StartDate
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BERERE | SEEA cron BEERE, it , WA LB E LS 8 : 00 #ITH cron BHERE, KFFEERR
ABEANE—BER—, ZJLEA Cron RIZEXFLE Cron BHERE,

cron REXNBEUEE RN AELEMREN : 288, DB, day-of-month, B# B, day-of-week , LA
R—EZR@AL , FRUT AT

SR
AR /

cron(minutes hours day-of-month month day-of-week year)

- I Values (B{E) BRAFRT
s 0-59 =

N 0-23 -
A®HA 1-31 , - ?2/LW
H 1-12 2 JAN-DEC -
BHHHE 1-7 = SUN-SAT - ?L#
& 1970-2199 oy

BRAFT

- (2% BRFZTESENNE, £AWMI, JAN, FEB, MAR B#—H., —HHE=A,

- - (BITER) BRAFTARNEEEHE, T8, 115 ZEEEABH 1 E 15 5.

- Y (25) SEWMMLPAIENE. 7 Hours (M) W , * BESE I, EEEZEAPHEIE—XMN
BERWRE—AMEMCERER *» EEEHP—ERLERAT B4 EES —ERVLEA 2

- | (RHF) BRAFTARIEERE, £ Minutes (218) ML , BRI A 110 EES T ENER , %
NEFESE— BRI (FIMEE 11, 21, F 31 pESE),

- 2 (%) BEAFAARKTTREEM—@E. EATHNBERNY , EANBA 7, IREFTERER/A
M7 HREERY  RUMEATNAMLTEA 2,

- L A Ft1E Day-of-month (B F# H) = Day-of-week (BH#I B) MM A5 E B BB HRE —
Ko

Eit 20
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- W B ¥ it Day-of-month (A H B) W AI#EE LB, 7 Day-of-month (A K B) &L , 3w
EENEANPRIZEE=MI/EENE T,

- # BAF T Day-of-week GEFHA) MU AEERXREAPEERER FRSEHTER, 5l
m, 3 RERAZANE—FBEYR = I REEH - A RATEBENE=X 2 ENWE—EARXK
FRWE—X,

(® Note

MREERH Fu , AIRREEHERUFERE —ERER, FlW: "3#1,6#3" BEN
B, ERAEHEZFAMEREN.

]

THIEFIREAAIEEA cron RIEREBE AWS CLI create-schedulef S REZEU cron BERH
HEfE, MEIIEETHRE  ZHESE 2022 £F 2023 FHESEARE—EBEHRAEN LEF 10: 15
UTC+0 #4T , A EASqsParameters B EE R AE A EEXZE Amazon SQS 1751,

$ aws scheduler create-schedule --schedule-expression "cron(1l5 10 ? * 6L 2022-2023)" --
name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--flexible-time-window '{ "Mode": "OFF"}'

— R B
— R AR AME A B AR RIRET I 20 A AR A BB —R. EventBridge

Scheduler X BB EZEXRR (UTC) REBE U HIERIEENBEHETHR.

(® Note

— AR ETRBTEUABREZR , MEFALNIRFESE, ZREETRATRMEE—
IREHERE

BAILEREXNFFEA RE—XEHRE, at REXTEEFE EventBridge Scheduler FAAHEEMN H
HAFIBER |, IR P Ro

I >
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SH 3
AR /.

at(yyyy-mm-ddThh:mm:ss)

B E — XM HERRR | EventBridge HF23R €28 StartDate , MEndDateBRHREEE .

TH&EHIREB A TE EE R IEE AWS CLI create-schedulefs A REE—XEHERE, HETH
SEVHRE  £2022F 11 A 20 BTFHF 1 B UTC-8 #1T—X , M EAEIARSqsParameters B 2%
RS A B R E Amazon SQS 1751,

$ aws scheduler create-schedule --schedule-expression "at(2022-11-20T13:00:00)" --
name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--schedule-expression-timezone "America/Los_Angeles"

--flexible-time-window '{ "Mode": "OFF"}'

EventBridge BFfEss E VK&

EventBridge Scheduler X 1t &8 EWETRE P ERE cron BF —REHERE. EventBridge
Scheduler fi£ A AR MR 15 MR IS IR AR (IANA) BN EERE,

5 AWS CLI , BRI BARRE &% E EventBridge Scheduler A --schedule-expression-
timezone ZEFTEHIENKE, il , AT SEEIL cron #HRE , 8K LEF 8 : 30 £ America/
New_York H 58 &4~ Amazon SQS SendMessage B &,

$ aws scheduler create-schedule --schedule-expression "cron(30 8 * * ? *)" -_pame
schedule-in-est \
--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "This schedule runs
in the America/New_York time zone." }' \
--schedule-expression-timezone "America/New_York"
--flexible-time-window '{ "Mode": "OFF"}'

EventBridge HEf225 £ 89 B BV B RS

EventBridge Scheduler & B B/FAZENEFEUSHE B XKE, ERBE Spring PapIEEE , MR
Cron REXNEZETEFENBHANER  AERBENHEAR, EREBENZTOEEBE SRR
BT R, MAGEEHBA, TIHRABEREEEEN BHANRE,

BiE 22


https://www.iana.org/time-zones
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EventBridge BIZs8 8RR BAEEVHEREENHERBELRE. MREE America/New_York 5%
EHRE , FNIESERRENKEZ ERFAZE , M America/Los_Angeles FVHERESE=/NFR |
ERBFENRESERARE,

HAFER daystBEMMNERABER | HIW rate(1l days) , days RREE LK 24 NEFFER
B, ERTEAXTNFESH—KBREE 23 /N , HERE 25 /NEEF , EventBridge Scheduler {3
BEHENRR - XFARR 24 NG ERRER,

(® Note

BIFEERAUFESR  FEERETEETHXGNERE, WREERESTHRENRFENEE
B2 , EventBridge Scheduler T2 FABEMNHERE, A X EH R FETEFARE A %EE
B (UTC) FEVEERE,

g4

iEE BT America/Los_Angeles FER T % Cron RiEXNBE I HENRA] : cron(30 2 * * ?
). WEESEEERENSX LS 2 30 #1T.

- Spring-forward — ERE7E Spring FHELF 1 : 59 EiZE 3 : 00 @EIREEF , EventBridge
Scheduler B EXRNVHEREFRAR , WESE - REBEEHITHRE,

+ IR - B 2 50 MEBE LS 2: 00 B, EventBridge FHES R STEMBR L 2 B £
F2:30 AT RERE  BRSERBRIEAZ LS 2 30 BREEHERA.

R e E Y B 23
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£ EventBridge HEfZ28H E R HEE

HERR R & H Amazon EventBridge Scheduler 23, REMEEBNETEER,

BEFEHEHERES , TATHEHTHRREMIER, EventBridge Scheduler X W= E RV HE

B ER, cron I—RMHRE. UETRFREENFAENR , F260 FEEE,

BUHRER 6 SUUREEUAHENER. BERERBITHRER EventBridge Scheduler X404
# API #4E, EventBridge Scheduler X EMERAMNEE : Mt EEEFUE REXOFHENER
APl 4F | URBR BRESE (UTP) , ARG RIS 270 ZERKER 6 , 000 ERE. WERE
BENFMRES K F2REEEE

BT LB B FE A ME X EMFIRERE E EventBridge BERR SR EEZR B EHENE B EHE | BHIHERE
BEAMNE  EXBERANERFRTS (DLQ), EFRBERERE EventBridge Scheduler % EE
AXMBH4HNRE , UARREREESHNKEERE. DLQ 2% Amazon SQS 1751 EventBridge
Scheduler , AR EERBKXAS 2 , BABMNSHRGE . BALFER DLQ REHBFFHERRH
THREZENREE, MmFE NFEMEH , 5528 the section called “58E DLQ”,

FEAREH  BALKEEAEEA,. AWS CLI H EventBridge #7288 SDKs B EventBridge HFi28s
BRI,

£}

* 7 EventBridge HFi2 s P2 F HEiEiR A8
« £ EventBridge Scheduler 71 5% & 38 14 B ER

- 7£ EventBridge Scheduler F 5% EEHEFE Y R F &7 5
- 7£ EventBridge HEf2 85 M ERBEFE

- BESR?

o
¢

£ EventBridge HEfE2s P 2 EHEREARRE

EventBridge BFZ28HEiE B MEMEE : BAMER. THEHIFEA UpdateSchedule RIEABHE D E
a3 — R A Lambda B ZMHETE,

£/ KfUpdateSchedule , A ARMATE XL ENSE ., EventBridge Scheduler E#§ &M HEREAX
ARERENER. MREREELNZENSE , AIFERA null,

S2FHERE 24
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Example AWS CLI

$ aws scheduler update-schedule --name lambda-universal --schedule-expression 'rate(5
minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"IA\"I N

--flexible-time-window '{ "Mode": "OFF"}' \

--state DISABLED

"ScheduleArn": "arn:aws:scheduler:us-west-2:123456789012:schedule/default/lambda-
universal"

}

T 5856 Python SDK 1 UpdateScheduleigfE , JR{=FA A E AR B Z8#EE Amazon SQS K HE
=,

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sqgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "{}"}

flex_window = { "Mode": "OFF" }

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window,
State='DISABLED')

£ EventBridge Scheduler # 5% & s M BFER

B AB BB EHEE | EventBridge HRERELRENRBNLARE, BETEERRES
RAMDENERTHEERA. REBERRTIRANEERA , UUBEHROTRE,

REE MR 25
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Bl , MRERBPFHAITHHRRTE 156 7 ENELRER  SEFERER 15 27ERAUABRZ.
T %] AWS CLIF EventBridge #E#28% SDK %E@HEFH UpdateSchedule , A&/MEFHIT—IREVEIERR
DEEREMRR,

@ Note

BNBEERDERTCEMERFER, MRETERELIRE | BIEE OFF, NMREEESENRE
A FLEXIBLE , BIXBiEEHIEHITHIRBN HF KEER,

Example AWS CLI

$ aws scheduler update-schedule --name lambda-universal --schedule-expression 'rate(1l
hour)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"H\"I" 3N

--flexible-time-window '{ "Mode": "FLEXIBLE", "MaximumWindowInMinutes": 15} \

"ScheduleArn": "arn:aws:scheduler:us-west-2:123456789012:schedule/lambda-universal"

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sqs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "{}"}

flex_window = { "Mode": "FLEXIBLE", "MaximumWindowInMinutes": 15}

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(1 hour)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)

REE MR 26
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#£ EventBridge Scheduler 5% E #2130 F 175

Amazon EventBridge Scheduler X Amazon Simple Queue Service HEMFER{T5] (DLQ). &
RS LT EBIEL |, EventBridge BHEES 283 SR AFME AN B ZZ KT E EL JSON
AT REIEER Amazon SQS X475,

THEE#L JSON BAENFEEN, EXNFIEATRLHIEIBEENRELTHED K. W
REAHREREEHESR |, EventBridge Scheduler @R T ERER AR ECEHA R LIRNEXRFRE
.

THIEBEFRB WA Amazon SQS {FHIEFREAHERER DLQ. FRE EventBridge Scheduler A EE
Amazon SQS FREMFFT , UREWRE DLQ WERFEEH.

&

« 3 Amazon SQS 7%
- REHMITABA

- EEENFETT

- HRERTFISH

3 Amazon SQS 1%

AHERERE DLQ 281 , B EEINIZEXE Amazon SQS 175, WEAEH Amazon SQS A BT
MR , 5528 (Amazon Simple Queue Service FZE A B1E™M) FAEIL Amazon SQS 5,

(® Note
EventBridge Scheduler X &£ FIFO {5 AHEER DLQ.

FEAT5 AWS CLI t5 5 RE M EZEET S,

$ aws sqs create-queue --queue-name queue-name

MBERI , BEEEHQueueURLFEE ,

"QueueUrl": "https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-dlg-test"

FRE DLQ 27


https://docs.aws.amazon.com/SQSDeveloperGuide/sqs-configure-create-queue.html

EventBridge HFf288 EREEmR
}

BTS2 % , FBEEMTY ARN, ERA EventBridge HERZESHEIZIEE DLQ B |, BASEE ARN, &
A[LA7E Amazon SQS F#EA M get-queue-attributes AWS CLI es 5 E1T%] ARN,

$ aws sqs get-queue-attributes --queue-url your-dlq-url --attribute-names QueueArn

MERI , EeEEmEPERTH ARN,

"Attributes": {
"QueueArn": "arn:aws:sqgs:us-west-2:123456789012:scheduler-dlqg-test"

ET—87F , SFTELXENFIEZNHERHITAE , LA EventBridge Scheduler &R F &S
# 32 f+Z Amazon SQS,

REHITABRH

& & EventBridge Scheduler X F R EHRXFZE Amazon SQS , ZNHEATABCEETIIFT
ABE, MESFMTURREREZHEANTHAECNFAEN , F2RAREIITAC,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sqgs:SendMessage"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
(® Note

MR EAEH EventBridge Scheduler WA Amazon SQS API B4Z , AISMHIESTAG R
EENENFFA,

REHITHEFH 28


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sqs/get-queue-attributes.html#get-queue-attributes
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ET—8% , Z58EA EventBridge HERESR X2 A , X ALNHEREEE DLQ,

BEERFITS

EEIEE DLQ , & EventBridge HFIEES 12 A AWS CLI REFMBEHE , REIFWHRE,
Console
FREEAEE DLQ

1. & A AWS Management Console , AR IZE T 5:&E# , B EventBridge E1ZE & 1
EventBridge BEfE85[EER : https : //https://console.aws.amazon.com/scheduler/home
2. 7t EventBridge HFZ8R 2 A L , BEYFMNIRE , IR EGENIEETEFEERENHRE,

3. EREEREL , #IHERFITH (DLQ), BT TIHEP—IE

- EEERN AWS RFE B Amazon SQS fF5IEHA DLQ , AR THBFEHREE DLQ
#9475 ARN,

« EERRHM AWS IRF B Amazon SQS fFHIEE S DLQ , R&E#W A DLQ #1735 ARN,
MREES — 8 AWS 1R F FZE(TS , EventBridge HIERR TR EKEEZE THBES
F#R175 ARNs,

4. RERENEE K ARAREERVHREIMBEFHREUTRERE DLQ.
5. (ER ) EEWALEN DLQ FMEF  FREETEEHIENER K RAREFHEFRE

A EME LAEMF BT REIRR,
AWS CLI
£/ ERIRAHERE AWS CLI

£ update-schedul e B REFEWHER., IBELLFEIM Amazon SQS 1755
DLQ, EELEERZMSE Amazon SQS FFAIH IAM B ARN HBHTAE®, KAEHEMER
NEERRALZNER.

$ aws scheduler update-schedule --name existing-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"DeadLetterConfig": {"Arn": "DLQ_ARN"}, "RoleAxrn'": "ROLE_ARN",
"Arn":"QUEUE_ARN", "Input": "Hello world!™ }' \
--flexible-time-window '{ "Mode": "OFF"}'

EEEMRF TS 29


https://console.aws.amazon.com/scheduler/home
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/update-schedule.html
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£ B EH DLQ K#HERR AWS CLI

« f#H create-schedulem$REVIRE, EMEREZVEERRAEENENA.

$ aws scheduler create-schedule --name new-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"DeadLetterConfig": {"Arn": "DLQ_ARN"}, "RoleAxrn'": "ROLE_ARN",
"Arn" :"QUEUE_ARN", "Input": "Hello world!" }' \
--flexible-time-window '{ "Mode": "OFF"}'

ET—8% , Zi86EH AWS CLI #£ DLQ #REXFEEH,

HEEN TSN

FH receive-message®® , TR, £ DLQ HEEXRFREH., BUUFER --max-number-
of-messages BMEREEMENALHE,

$ aws sqs receive-message --queue-url your-dlq-url --attribute-names All --message-
attribute-names All --max-number-of-messages 1

MREY , EEFIECA T @,

"Messages": [
{
"Messageld": "2aeg3510-fe3a-4f5a-ab6a-6906560eaf7e",
"ReceiptHandle": "AQEBkKNKTdOMrWgHKPoITRBwrPoK3eCSZIcZwVqCY@BZ
+FfTcORFpopJbtCqj36VbBT1HreM8+gM/m5jcwqS1A1GmIJ0O/hYmMgn/
+dwIty9izE7HnpvRhhEyHxbeTZ5V05RbeasYaBdNyi9WLcnAHviDh6MebLXXNWoFyYNsxdwJuGof/
w3htX6r3dxpXvvFNPGoQb8ihY37+u@gtsbuIwhLtUSmE8rbldEEwiUfi3IJ1zEZpUS77n/k1GWrMrnYg0QGx/
BualzOrFi2F738XI/
Hnh45uv3cab0YwS1ojPQ1lLtX2URg1haV5884FY1aRvY8jR1pCZabTkYRTZKSXG5KNgYZnHpmsspii6INkjitYVFKPo@H91w
"MD50fBody": "@7adc3fc889d6107d8bb8fdas2fe@573",
"Body": "{\"MessageBody\":\"Hello, world!",\"QueueUrl\":\"https://sqs.us-
west-2.amazonaws.com/123456789012/does-not-exist\"}",
"Attributes": {
"SenderId": "AROA2DZE3W4CTL5ZR7EIN:ff00212d8c453aaaaeb44bc6846d4723",
"ApproximateFirstReceiveTimestamp": "1652499058144",
"ApproximateReceiveCount": "2",
"SentTimestamp": "1652490733042"

},

BEIERFREN 30


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sqs/receive-message.html
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"MD50fMessageAttributes": "f72c1d78100860e00403d849831d4895",
"MessageAttributes": {
"ERROR_CODE": {
"StringValue": "AWS.SimpleQueueService.NonExistentQueue",
"DataType": "String"

I
"ERROR_MESSAGE": {
"StringValue": "The specified queue does not exist for this wsdl
version.",
"DataType": "String"
},

"EXECUTION_ID": {
"StringValue": "ad06616e51cdf74a",
"DataType": "String"

3,

"EXHAUSTED_RETRY_CONDITION": {
"StringValue": "MaximumEventAgeInSeconds",
"DataType": "String"

}

"IS_PAYLOAD_TRUNCATED": {
"StringValue": "false",
"DataType": "String"
},
"RETRY_ATTEMPTS": {
"StringValue": "0Q",
"DataType": "String"
},
"SCHEDULED_TIME": {
"StringValue": "2022-05-14T01:12:00Z2",
"DataType": "String"
},
"SCHEDULE_ARN": {
"StringValue": "arn:aws:scheduler:us-west-2:123456789012:schedule/

DLQ-test",
"DataType": "String"
.
"TARGET_ARN": {
"StringValue": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",
"DataType": "String"
}
}
}
]
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}

AR ENFREHTNTIIEME , iSRRI B RSEF K ME aTsE R R W E T HEZE.

- ERROR_CODE - 2& EventBridge Scheduler #¢ B 2 RIS API W ZIRV 53876, £ LR &l
® , Amazon SQS EEIEEEREA AWS.SimpleQueueService.NonExistentQueue,
MRBEE R A EventBridge BERERRVEEMEEZWUABEER , B RXATRTIIER
B% : AWS.Scheduler.InternalServerError,

« ERROR_MESSAGE — @& EventBridge Scheduler & B 28 IR# API W ZIHVEEERAS, LR
#ilH , Amazon SQS EEIMIEERAE S The specified queue does not exist for
this wsdl version., WMERBFER EventBridge HIEES M AN , BiSH A B THIHERA
E : Unexpected error occurred while processing the request,

« TARGET_ARN - BV HEREFAMN B R ARN , ZRA T 5IAR# ARN 4%
N : arn:aws:scheduler:::aws-sdk:service:apiAction,

 EXHAUSTED_RETRY_CONDITION - f§ HEM4RYE DLQ WRERE, MRKAEBKE API BEERZER
BN MARKAER , ISHREEBM, MaximumRetryAttempts 1R EventBridge #E
EHREEBLAHERENEA R LR 2 EEHEIAE DLQMaximumEventAgeInSeconds , Al
BUAUNESELE  IF A NREHLEEHELRENFEHLREE , MEMAEERN, B
BHEAUEEELE,

LRSI F , BATURBERBNERAL , HERMAFEEEN B RTIFTEE,

£ EventBridge HEfE 28 # Ml BRBEFE

B LGERERE B BMER , SNFEIMEREBIGFERMEREEE. EANTEER T F U EARER AR
BREFRE | AR BT BETLLEE B %

ES |
- BERESE AR R M ER
- FEMBR

HERE 5T R 1R M BR

R EIEEE %12 EventBridge Scheduler EERIEEHREER , FEHETHREEEBMER, £—
REVETEIEGEEEEMREZERIEHENEARESD , BBRBRTURRETEEZEIIEER
B HESENRS R,
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EERESEN BB MBREF | EventBridge HEREsR g EH X B EFARMBRIERE, BR—IRMEHERE
EEEHEAREERE R 2BBE., HRNEEM ERH cron, EFARENBRELE , SR
EEE EXFEARARMER. BREFENRE —XHARKEILENdDate B E WHEM. NREEAE
BRI EHERR , (BRIEE W{EEndDate , EventBridge HE23R & H By BRBEEE.

BUNEE-RBUHERRELDMER , REFREHENRERE. TISREANAREREH
TEHY B EMIER.

AWS Management Console

1. BRI https : //https://console.aws.amazon.com/scheduler/ B9 EventBridge BEfE88 12

PN
Ho

2. RHEBES , ENBRENHE K AREERE.
3. REMAMNBERFES , BEEHRE,
4. HEHRETHRENBFERT , £ THNFEPREN DELETE , AREFLENEE,

AWS CLI

1. BARHTHVRTERE.

2. f#H update-schedule AWS CLI i S REFH IR EHRE , W TFFIR. W HEAH --action-
after-completionz%E 4 DELETE., LtEHIHREREETE JSON ERPAABEES B EME
BB, TEFHHE X ERHBE  URGEEARAHERENEAEAHRESE,

S

ERBEMEE K BERAS/DE 1 AR, Bt , B7ERE --action-after-completion
SYRIEERRAN,

$ aws scheduler update-schedule --name schedule-name
\

--action-aftexr-completion 'DELETE' \
--schedule-expression 'rate(1 hour)' \

--end-date '2024-01-01T00:00:00'

--target file://target-configuration.json \
--flexible-time-window '{ "Mode": "OFF"}' \

F B BR

ERTBEEHRER , B LUEA DeleteSchedul e 4% E MIER,

FEIMIBR 33


https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateSchedule.html#scheduler-CreateSchedule-request-EndDate
https://console.aws.amazon.com/scheduler/
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_DeleteSchedule.html

EventBridge HFf288 EREEmR

Example AWS CLI

$ aws scheduler delete-schedule --name your-schedule

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

scheduler.delete_schedule(Name="your-schedule")

BESR?

- WIFWMMAIERE Lambda H Step Functions #Z4{V B B FHEN , AR THUNAFERAERABEES
§i y nﬁ/ﬁ %iiﬁ*a:o

- 4% EventBridge Scheduler EXEH M AP| BENFHER , 552/ EventBridge Scheduler API
8%,
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#£ EventBridge Scheduler F & B HEf2 &4

PERRE¥H = B A R BERZHY Amazon EventBridge HER2ES &R,

R AWS 1RF BERfdefaul t HESEHA, BALUSHHER defaul AR AN  RELE
BB R RER BB, SALE TRISS 500 EHEEE AWS 85, A EventBridge
Scheduler , EAUEAEAEREMHERE  MIBERHE,

EBRREHAES KN NENREIBVNEERNED XNSEMERNER, SUURMER , U
RIBER, BREBIRESHRAFRDEHRE. Sl , B LAER T IR IR B 2P BaV IR

¥ : environment:production,

/A Important

AAERBPMABA S D BBEF (PIl) REMERBHBRER. 712 AWS RFEER AT LAFE
BE , 2fRE. BRTEARMARBRER,

BEREBH A EME R BERAREE - ACTIVE # DELETING,

F—REBMNEFAR | THRRA ACTIVE . B EEREMNEE ACTIVERH, EEMBREHER | AR
REE# ¥ A | DELETINGE 2R EventBridge Scheduler 5t 5k M B +H BB A9 HEFE B 1L, EventBridge
Scheduler MIBRBAH W HRR , ZHIRF R BREXEE.

EATIHEERBUHRERGE  YKEBREAETHP, ShEEVHRER FENEB. &% , L5iEH
BR BHAH.

£

« 7£ EventBridge Scheduler F1 % 37 JEf2 B 4H

- 7£ EventBridge k285 MR BERZBE A

- HEBER

£ EventBridge Scheduler 2 37 HEf2 8$4H

ERAFEHENSRERABESABENRBERARRRNGE. ETIITRD , BSRMHMOFES
12, AEARBRREFL T, AR, SN IIREEREEE RS,
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® Note

BURER  CEEINBEHETBEREE , IR ETENEGFERYER. SRREE X
BVHRERSHEEEEE Y EH,

HBR— BN HHEREERE
THEBEERPUTE R PEREEAE | WEA THEBINLURRE : environment:development,
AWS Management Console

F/H BB AWS Management Console

1. & A AWS Management Console , ¥7E https://console.aws.amazon.com/events/ : // BRK
Amazon EventBridge £ A,

EEREES®KS , REHFERHE,

EHREREEEL | BIEETHRERE.

EHEFAFMETAERD  SHHEBAAFEANEE, fIW : TestGroup,
ERBERD , T TIEHE

o &~ 0D

a. 1 Add new tag (FTiE1ZH).
b. #¥&H K MALEERGLEBNER, EAHBREP , BEECLHERREMBEN

IRIE  FEE A environment,

c. H¥E-ZEA, WALZEERGLSBNE. EHHBREF , @i AdevelopmentRIES
WA,

(® Note
BUNERYEMERC®R , BERFEEENEFE.

6. BETHK , mEFEVHEHE, ENHMBEESEREHERERED,
7. (ER) FEREFENEEHER K FEIHHENEDNAR  RRBERE,

® Note
i EimEdefaul tHFREEFE.

SR—  BEXHHEIRERE 36
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AWS CLI

£/ BM#EHE AWS CLI

1.
2.

RS RRE,

# AWS Command Line Interface (AWS CLI) # A R 3lcreate-schedule-group@ &R
MFEE, S TEELEES —EEENEAE  environment :development, EAJLAE
AL ERRFECNERLRRE , REEFEMBNIRRRZLHZERE.

HEERBNERRSIBNERRRENET.

$ aws scheduler create-schedule-group --name TestGroup --tags
Key=environment,Value=development

BIBTER , AR BEER ACTIVE $RAE, M 7T UG HE R B4R ER 7 A9 H B0 22 3T RO,
SER 2 : R HFrE B A 4E 2 N R B

AT, SN EEREREE L —([ESRPETNEFHEE IR,

AWS Management Console

A EHEREBAR BB AWS Management Console

1.

A AWS Management Console , I7E https : //https://console.aws.amazon.com/events/
X Amazon EventBridge 32 A&

EEQAESEERS  EELASEERPHHE,
RERERP , BEREEVHBRUEYTNEE,

EEEHEFMEFER L  SHHERFE , R TRBFEPZIGEFEN SR, flw , ER
TestGroup,

EEHEER, BE, RE  ARERENRTFHERR LRRENEE. UEREMFEN
AHEA , F2HE FHREA.

HETREFFENFE  FRERTIE,

BARER2
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AWS CLI
£/ ASHEiZ BB AR 22 M Bl AWS CLI

1. FRFHGSRTIEE.

2. £ AWS Command Line Interface (AWS CLI) AT %lcreate-schedule@®, EREIH
B,YWSHRE—ESBPNEAREIIEE b ZBEHEBA sqs-test-schedule, WHEREMEA
EAH Amazon SQS BEFERRIWA SendMessageiRfE, #HERE. BENBEZBENR

RIENEF.

$ aws scheduler create-schedule --name sqs-test-schedule --schedule-expression

'rate(5 minutes)' \
--target '{"RoleArn": "ROLE_ARN", "Axn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }'

\
--group-name TestGroup
--flexible-time-window '{ "Mode": "OFF"}'

BN FHERRBRECETestGroup BB 1H 2 S EA B

£ EventBridge HEf2 25 R MBREEFZBE AR

LT, AL T SR an{al £ F§ AWS Management Console 1 MiBRBEFZ &4 AWS Command Line
Interface., EEMERBEAER , €M DELETING ARRE , E 2| EventBridge Scheduler i BRE¥4H & 49 AT
BHRE AL, EventBridge Scheduler MIBREHE PV BEREE , BWIRF T BIRAZEE.

(® Note
BAUAR , SEINRBFATBRIE  USHFERTRANEEZL AR, SREEE X
B PR S AS HERE B R 22 ST BRI

AWS Management Console
£/ MiBREEAE AWS Management Console

1. & A AWS Management Console , ¥ 7E https://console.aws.amazon.com/events/ : // BIRX
Amazon EventBridge £ A,

2. EERAISEERT  ZREEASEERTPIERFE,
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3. GHEREEEL , B FHREFEBED AWS BE , HEEEMBRNEFE, HRER
REIEZSHNEA  BHEES —EFE AWS B,

® Note
&R PR R B TR AR B AR

EHUEE M BR 2 B HE B BB B0
EIE MIBR
EMBRFEFEBFEIRD B ATRENBBUMERENEE | REBEMER,

EHRBEBES  MESHBESERTE  EHENREREEEMR. RESRBHRE B
£l EventBridge Scheduler fHBREEZEHMEBHNFIEHREAR L,

8. HEEWMEREFEWHIHECHER  FREEFNEEET.

N o o &

AWS CLI
8 MIBREEAE AWS CLI

1. FRRFNGTRREE.

2. & AWS Command Line Interface (AWS CLI) A T %ldelete-schedule-groupdn+ il
BREFEEE, & WEBR--name RENER.

$ aws scheduler delete-schedule-group --name TestGroup

MR , AWS CLI WREF2EERFE,
3. FERTVHIEETEN DELETING #REE , 1T T ¥get-schedule-groupfo

$ aws scheduler get-schedule-group --name TestGroup

MRKY , EEREEC TS L

"Arn": "arn:aws::scheduler:us-west-2:123456789012:schedule-group/TestGroup",
"CreationDate": "2023-01-01T09:00:00.000000-07:00",

"LastModificationDate": "2023-01-01T09:00:00.000000-07:00",

"Name": "TestGroup",

"State": "DELETING"
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}

EventBridge B2 88 S = M FREEBF AR BBV HER R MIBREFMH. R ZBget-schedule-
groupBERHIT , BT %|ResourceNotFoundExceptionEl fE :

An error occurred (ResourceNotFoundException) when calling the GetScheduleGroup
operation: Schedule group TestGroup does not exist.

HEAEIR
MEHRBANHMER , FSHTIEDR -

- EventBridge Scheduler APl 2ZHJ CreateScheduleGroup #
- EventBridge Scheduler APl & f#) DeleteScheduleGroup #4E.
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#£ EventBridge Scheduler H EE H1Z

T 5 EREREA A E EventBridge Scheduler FAEANMBER BE |, WRHAETLUFEA EventBridge
Scheduler WIBA B RS RBREN T AWS REEE.,

BARICEER—HER APIIRME , WE—E& O AWS IRF , a0 Amazon SQS. Lambda 1 Step
Functions, filfn , £AI LUEIBIR B2 ARN R E Lambda I AH API B4 , SEMA B ENTS
ARN 2R EHE Amazon SQS SendMessageyiR1E,

BRABER—ETATNSH , EEHYEHS AWS BREWAERZHN API 84, Fla , &7 LEH
EventBridge Scheduler V&R B ES % (UTP) , £/ CreateQueuelREE I #H Amazon SQS 17
5,

EERTHARBEABE , CNHEXEEETFWUERREABEZ AP RIENETFT, BALUBEBA %
ENFTEZEIHENSTACRBTIRE, Hln , HFEHE Amazon SQS SendMessagekyiR
£, @RFHITACHTsqs:SendMessageBMEHEFAl, EAZEEBERT , BaLMEABERKESZE
WAWS S EBRRIIBLENT T, T , FEALUBRIECHNEFSEER , ARG IFEE
EEIFTACGHNRERR, THEEREASNCNBER B EERFIBITIMNEH,

MEREHEHMTACHFMES , 52 Bthe section called “FREHTHE",

&

« 7£ EventBridge Scheduler 7 {5 F #52< B 1
- 7£ EventBridge Scheduler 7 & f B &
- f£ EventBridge B2 SR P # R EH

- BESR?

#£ EventBridge Scheduler F &4 B 1

#ARLEER -0 AWS RIEHE R API 4 , #l20 Amazon SQS. Lambda 1 Step
Functions, a0 , B LUEBR M EE ARN REHE Lambda Invoke Vi , SEATS] ARN RiH
E Amazon SQS SendMessageVigtE, EERTEHAEE , REL AT IR THENHTAS ,
LA 1T B 12 API 1E,

EEMA AWS CLI i E & — 18 EventBridge Scheduler SDKsABRRT A RREHREE , BKEE
EEHTAEN ARN, BEZERH ARN, &% EventBridge Scheduler XX B Z/iZREA |, 2L

EREARR e
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RERELHAREE  EEHEFXEEFNERBENE -8, ERAEBELREEEREE ARN
iF , EventBridge Scheduler & B BI R S EF WU RBHXE APl B, MREFE EventBridge
Scheduler AR T E API REABE , AIXERBEERERBEAEBE,

AR 2 EventBridge Scheduler X BN FIEEAEENTEFE , URSEBENH —BBHSRE W
REANGE. RESESEENER , LLEF EventBridge HEF2E5 API 2 chiy X EIE A ML,
* CodeBuild - StartBuild

* CodePipeline — StartPipelineExecution
* Amazon ECS - RunTask

 Parameters: EcsParameters

* EventBridge - PutEvents

» Parameters: EventBridgeParameters

* Amazon Inspector — StartAssessmentRun

* kinesis : PutRecord

* Parameters: KinesisParameters

e Firehose — PutRecord
 Lambda - Invoke

+ SageMaker Al - StartPipelineExecution

* Parameters: SageMakerPipelineParameters
* Amazon SNS - Publish
* Amazon SQS : SendMessage

* Parameters: SqsParameters
o HERHE - StartExecution

EATHEHIRT BRNMAREFRRERB R , URSEPE B FEAERN IAM 557,
Amazon SQS SendMessage
Example #{TAENFFIEE

"Version": "2012-10-17",

"Statement": [
{

Amazon SQS SendMessage 42
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"Action": [
"sqgs:SendMessage"

1,
"Effect": "Allow",
"Resource": "*"

Example AWS CLI

$ aws scheduler create-schedule --name sqs-templated --schedule-expression 'rate(5
minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"QUEUE_ARN", "Input": "Message for scheduleArn:
'<aws.scheduler.schedule-arn>', scheduledTime: '<aws.scheduler.scheduled-time>'" }' \

--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sqs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "Message for scheduleArn: '<aws.scheduler.schedule-arn>', scheduledTime:
'<aws.scheduler.scheduled-time>""

}

scheduler.create_schedule(
Name="sqs-python-templated",
ScheduleExpression="rate(5 minutes)",

Target=sqs_templated,
FlexibleTimeWindow=flex_window)

Example Java B EH

package com.example;

import software.amazon.awssdk.regions.Region;
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EventBridge HFf288 EREEmR

import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target sqgsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<QUEUE_ARN>")
.input("Message for scheduleArn: '<aws.scheduler.schedule-arn>',
scheduledTime: '<aws.scheduler.scheduled-time>'")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(sqsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.builder ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and an Amazon SQS
templated target");
}

Lambda Invoke

Example 1T BMEFATBUR

"Version": "2012-10-17",
"Statement": [
{

"Action": [

Lambda Invoke
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ERAEER

"lambda:InvokeFunction

1,
"Effect": "Allow",
"Resource": "*"

Example AWS CLI

$ aws scheduler create-schedule --name lambda-templated-schedule --schedule-expression

'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn":"FUNCTION_ARN", "Input": "{ \"Payload\":

\"TEST_PAYLOAD\" }" }' \
--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

lambda_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<LAMBDA_ARN>",
"Input": "{ 'Payload': 'TEST_PAYLOAD' }"}

scheduler.create_schedule(
Name="lambda-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=lambda_templated,
FlexibleTimeWindow=flex_window)

Example Java B EH

package com.example;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

Lambda Invoke
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public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target lambdaTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<Lambda ARN>")
.input("{ 'Payload': 'TEST_PAYLOAD' }")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name (" <SCHEDULE_NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(lambdaTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.clientToken("<Token GUID>")

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Lambda templated
target");
}

S EBEE StartExecution

Example 1T BMEFATBUR

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"states:StartExecution"

]I
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"Effect": "Allow",
"Resource": "*"

Example AWS CLI

$ aws scheduler create-schedule --name sfn-templated-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn":"STATE_MACHINE_ARN", "Input": "{ \"Payload\":
\"TEST_PAYLOAD\" 3}" }' \

--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sfn_templated= {
"RoleArn": "<ROLE_ARN>",
"Arn": "<STATE_MACHINE_ARN>",
"Input": "{ 'Payload': 'TEST_PAYLOAD' }"

scheduler.create_schedule(Name="sfn-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sfn_templated,
FlexibleTimeWindow=flex_window)

Example Java & EH

package com.example;
import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
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public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.builder()
.region(Region.US_WEST_2)
.build();

Target stepFunctionsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<STATE_MACHINE_ARN>")

.input("{ 'Payload': 'TEST_PAYLOAD' }")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name (" <SCHEDULE_NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(stepFunctionsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.builder ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.clientToken("<Token GUID>")

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Step Function
templated target");
}

#£ EventBridge Scheduler {EFR@H B 1E

BRABER—ETATNSE , EEHYHS AWS REBWAERETH API 184, Fla , &7 LEH
BERABESE (UTP), A CreateQueueciREE M HY Amazon SQS 175/,

EEMFEH AWS CLIEE A — 1B EventBridge #2855 SDKs R EHENEAERE , BEERLETIE

A

* RoleArn - B EZARBEZHITAEIN ARN, BIEENHTACKEERHT , TrEFIWEFEH
ERABEMN API B1E,

« Arn - TEM RIS ARN , SIELBEZHTEN APIIB/E , XMW T : arn:aws:scheduler:: :aws-
sdk:service:apiAction,
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Hlgn | ¥ Amazon SQS , BIEENREEZEA arn:aws:scheduler:: :aws-
sdk:sqs:sendMessage,

- B A - &£/ EventBridge Scheduler 1% £ B 1f APl FERS I EMW RN RIFH JSON, &7

FRERER JSON 2 MFMRInput BURRER SRR AR APl BESKMET , F2HEEL

$HE 2 RIEHY APl 2,

T EMENME
EventBridge Scheduler X EHEE API B1E , SITIA T I FEBEERENE RGETHE .

get

describe

list

poll

receive
search

scan

query

select

read

lookup
discover
validate
batchGet
batchDescribe
batchRead
transactGet
adminGet
adminList
testMigration
retrieve
testConnection
translateDocument
isAuthorized
invokeModel

BlE0 , GetQueueUr1AP!I BIYERIARAE ARN 20 : arn:aws:scheduler:: :aws-
sdk:sqs:getQueueURL, H/A APl EifELlget FEBISE , EventBridge HERERS A X Bt B 1E, @
B , Amazon MQ BifEListBrokers A X EMABE , RAREREAFTE list,

TXENEE
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£ B A B ER A

BHEFEZRInput B A EENSEEURALEW AR APl EZHNFERSH, 6l Z2EH
Lambda 28 B&Invoke , A LIEEE AWS Lambda APl 2Zd 5| HN S8, ST R UEER
Lambda BN AYEA JSON E&H,

EEYE B LLATRE APIsSREN S |, B2 EZRKEN APl 22&, B Lambda BflInvoke , L
APIs# ¥ URI 28 , UNFBERANES, EEEERLT , BrLEHRE P1EE URI BEZEHM JSON
ABInput,

THIEEHREE A E A EA B E , %18 Lambda, Amazon SQS # Step Functions A& B/ AP| 2
(=

Example Lambda

$ aws scheduler create-schedule --name lambda-universal-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"H\"I N

--flexible-time-window '{ "Mode": "OFF"}'

Example Amazon SQS

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sgs_universal= {
"RoleArn": "<ROLE_ARN>",
"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",
"Input": "{\"MessageBody\":\"My message\",\"QueueUrl\":\"<QUEUE_URL>\"3}"}

scheduler.create_schedule(
Name="sqgs-sdk-test",
ScheduleExpression="rate(5 minutes)",
Target=sqs_universal,
FlexibleTimeWindow=flex_window)
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https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html#API_Invoke_RequestParameters
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html#API_Invoke_RequestBody
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Example Step Functions

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target stepFunctionsUniversalTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("arn:aws:scheduler:::aws-sdk:sfn:startExecution")
Sdnput("{\"Input\":\"{}\",\"StateMachineArn\" :\"<STATE_MACHINE_ARN>

\"}")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()
.name("<SCHEDULE_NAME>")
.scheduleExpression("rate(1@ minutes)")
.target(stepFunctionsUniversalTarget)
.flexibleTimeWindow(FlexibleTimeWindow.builder ()
.mode(FlexibleTimeWindowMode.OFF)
.build())
.clientToken("<Token GUID>")
.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Step Function
universal target");

}

gl
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# EventBridge HFE8s AR E X

HEEGEENEARTEATIERT , MEERRIFENPEER. EventBridge HEEREHRAVHE

ERAEER K SSEBEFRRASESEENE,

« <aws.scheduler.schedule-arn> - Hif2# ARN,

+ <aws.scheduler.scheduled-time> - £ AHEECHAAEBENERE , fl
2022-03-22T18:59:437,

 <aws.scheduler.execution-id> - EventBridge Scheduler A& EERF A B {Z5 A ME —
ID , f5l40 d32c5kddcf5bb8c3,

+ <aws.scheduler.attempt-number> - &5 B A A EFR X BIFTEES |, 610 1,

HWEHHBEREIER S EERE—IXHHERE , XM Amazon SQS SendMessageREMABEA B &,

AEANZE B{Eschedule-time,

Example AWS CLI

$ aws scheduler create-schedule --name your-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"RoleArn": "ROLE_ARN", \
"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage”, \
"Input": "{\"MessageBody\":\"<aws.scheduler.scheduled-time>\",\"QueueUrl\":
\"https://sqs.us-west-2.amazonaws.com/123456789012/schedulexr-cli-test\"}"}"' \
--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sgs_universal= {

"RoleArn": "<ROLE_ARN>",

"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",

"Input": "{\"MessageBody\":\"<aws.scheduler.scheduled-time>\",\"QueueUrl\":
\"https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-cli-test\"}"
}

flex_window = { "Mode": "OFF" }

MERAR BT
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scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(5 minutes)",
Target=sqs_universal,
FlexibleTimeWindow=flex_window)

BRELERR?

2% EventBridge Scheduler X BEE M APl REFRIFFAE , FHS B EventBridge Scheduler API 2
Z,
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https://docs.aws.amazon.com/scheduler/latest/APIReference/
https://docs.aws.amazon.com/scheduler/latest/APIReference/
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{55 3 7 E i% 277 B Amazon EventBridge HEF288 (AWS
PrivateLink)

BRI LAERA £ VPC 1 Amazon EventBridge HE#E288 2 AWS PrivateLink B A HER, B UG%E
VPC 1 —#7FH EventBridge Hff22s , MEMARBERKFE. NAT &, VPN E#E=® AWS Direct
Connect E#R, VPC FHHTEBAZTELE IP it B AJFE EventBridge HFfE2R.

SEFT AR B AWS PrivateLinki2 it XEM M E IR RE L LA ER, RASELANTERMBBAN
BEFHETEMIERBERNTEH, ELRFRETENERNE , AIMSBE NS EventBridge HEE8R 2
MERVEAR.

WMEFMESR , F2E ( AWS PrivateLink 18F) FHIAWS fR# #EiB FEL AWS PrivateLink o

EventBridge HEiERe Y Z B SR
T I8ELE EventBridge HFREsR N EIm B 281 , 558 < AWS PrivateLink 1§8) RHEESIE,

EventBridge BFEss X EEB N Eiw I EFTE APl B1{E,

#37 EventBridge HEF2 839 71 TH I 25

IEALAE A Amazon VPC E£# A5, AWS Command Line Interface () & EventBridge HFf225 2 M E
IHEBAWS CLI, MFEFHMEN , 528 (AWS PrivateLink 155) FHE T Em R

FAT YIRS BBE EventBridge BEESSHN N H IR

com.amazonaws.region.scheduler

MREBANERHRAFAE DNS , B AFEAHETFERA[ELE DNS B[ EventBridge BFfEER IR H API

R, fltN scheduler.us-east-1.amazonaws.coms

A IR ST TH v B 22 3 i B BUR

WEBRA IAMER , BUSEEZE N HRE. BARRBBRANEBRN K TEFN
EventBridge HEf285. & E# 4| R5F 1 VPC ZE EventBridge HEI28S , B B m M BREZEENT
2
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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mAMBREEEUTEN :

- ATEATEIE (AWSIRFE. IAM EAER IAM £6) BER,
- AEATHVENE
« AHBTBENEIR.

IMBMET, | BB TAWS PrivateLink JERIL YA B BB E R HH RO FR,

g4 : EventBridge BEF225B)EHY VPC IimBABUR

UTRBImEBBENES, EEBEBREZINARYEN  CERTHEERLMBEZRAIIHMN
EventBridge BFf2 25 B ER T EUE,

"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"scheduler:GetSchedule",
"scheduler:ListSchedules",
"scheduler:GetScheduleGroup",
"scheduler:ListScheduleGroups"

]I

"Resource":"*"
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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Amazon EventBridge HFfEss P Z £

HERE LM AWS ERBELIEF. 55 AWS BF , SUNSRRERHONBBES | SLES
EATHERRSBBEANERNEE.

MR AWS BB AREE, AFSEEEREERRERNZLUENBRPHREMN

- EHRNREM -AWS EEREE FEIT AWS REHVERIRE AWS ik, AWS b BZEH TR
2FEANRKE. FAWS ERHED , FE=SRBRAESSEHARTNRIZRAZENEN . BET
f#1E A Amazon EventBridge #2283V S H5TEl , FSBAWS &RETEIN REEE,

- EBRNREM - ENETECRAEMER AWS HR%, St BHEMRNEEE  SFEERNER
M., BRATNERNBEAEZENER,

AR HAIH B R T U765 A EventBridge HFESRRREA AR EEER, THEERANMAERE
EventBridge HIERS AR AN L HARBE, Sthe T HNMERH Mt AWS RIS 1% BB A
/R EventBridge BFfE23 & R,

A

« EIEH Amazon EventBridge HEf2E5 12X
« Amazon EventBridge B2 25 Y & BHR =
+ Amazon EventBridge #2253V & 1R B TR

» Amazon EventBridge HEf2 25 HVsE %
« Amazon EventBridge HFfEsR PV ER B EL M

EEY¥ Amazon EventBridge HEF223 Y17 EY

AWS Identity and Access Management (IAM) 2 AWS fR¥ , AIHBIEEE T £ thiRH ¥ AWS BR
MER. IAM EESTREIHTUETESRE (A ) NRE (BEFHT ) , SER EventBridge
B2 ER. IAM 2 AWS IR B UAREBEAD .

&

- BEHR

- FRASSHE

- FRABRREEFIE

- EventBridge HEfZ 23 a0{aE2 IAM B
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- 1£ EventBridge HFEE88 P A & 5 BLBUR
- EventBridge HiRZs2 P HEERIEATE
- ¥ Amazon EventBridge #2288 5 0 M FEUE TR ER

BEREHER

A3 AWS Identity and Access Management (IAM) @ BFTRE , BURARTE EventBridge HEE8S
R#EITH IR,

FRIEFERE - MREMEH EventBridge BFRRSBRERBMTER , FNEEESALREUMENEAE
RFEFA. EREAES EventBridge HEF288ThRER T TIERT , BRI s EEREINMNET AT, 7 HRFEGT
ANEEASRN AR EREESFEREENT T, MBEEEEFI EventBridge HEf285 W Thee |, F2
B ¥f Amazon EventBridge #2288 8 %5 M EUE T HRIER B -

[REEES - MREELNTEE EventBridge HEREZERER |, B A8E8EE EventBridge HIRZSIN T EE

R, 8BRS 24 B PR A5 165 5 FE 2 ENFLE EventBridge HERZESTHAEME R, 2E , LM EKERE
REEN IAM BEEE |, REFLRBEEAENGTT. SEHERLNER , THIAMHNELRHRS, &
EE—F T HEL RINATEE EventBridge HEREZR A IAM , 5528 EventBridge B 28 fI1AEL 1AM

BEERA,

IAM EEE - NREAE IAM EEE , BERA T RITREBEIEE EventBridge HEf2 257 BUE
WEFAET. EERKRETLE IAM REAN EventBridge HIESR S 2 HBURES , F28 &
EventBridge BEf2s P & 5 B BUR,

EF & 2 B

BrEBMBREEANWS FAFIBREBRANAR. BHEALLAWS IRFEERAES Y. AMERES SR
BT IAM AEREE ( BEA AWS),

BOERZERS 7 RKERRENEE , UBES D AWS B985 EA . AWS IAM Identity Center
(IAM Identity Center) &, BNRINE—ZAFDRFE , AREW Google 5 Facebook B A¥E

¥, BEBESEINES, BUBRESEDBEAE  CNEEELNCRESER IAM BENEBESE D,
EREABSE AWS B0 I K, fEHEREAE,

BRIBENERAEER | B L& A AWS Management Console 5 AWS ZERA O#8uh, MEEAMNEF
HMEA AWS |, FESEAWS B A ( EAEER) PHWMMAE ALK AWS IRF

MRIELL AWS BT ARFH , AWS SREKEBFBEH (SDK) Mas S FISRME (CLI) , BUHE
RN BRUARBRESNEBLENBER, URETEA AWS T | AIXEEHTEERR. 0F
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FARBNAEBTEBBIRNFAMEN , F28 (AM FAEER) FHEAR APl FERHAWS
Signature 2 4 Ro

EREERAMNES P RESE , BB EERHEANZTEHERA. i, AWS BEEHERAZE
B (MFA) RIZEIRFNZ M. MEFEZENR , F2HE (AWS IAM Identity Center fER & EFE)
WZEEBZREFN (AM EHAEIER) P IAM FHAWS ZEEEEH,

AWS IRF RERE

EREY B AWSIRF , RER—EZEASDOHE , XS D AUUTREEFIRE PHAAE AWS RH
BiR, LB 2HA AWS IRF Theroot EAE |, AIEBEREAREYIRFNE FEMF U METEA
REH, BARBETEUREAEZEARER. RELHREAERE , WEHARHTARAR
ERAERITHER. UFELEBNTREBE , THEURERAEZANGEY , F2680 AM EHEE
MPHNEEREREBENEL,
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REBKRE , ERALEERE CRETEEESFIHENERE , FAKK AWS R BRESSIR
HEBSREFN .

BEFPRRELNELESEAEBH. Web H0RAEE. AWS Directory Service, Identity Center B
BREMEREB S P RREHOBAER AWS R FEHNFERAE. EBE S92 FEHE AWSIRE
CERT AR, MALSEMHEBREAESR,

HREFXEREEE , RPEZREEA AWS IAM Identity Center, XTI ELIE IAM Identity Center #
BAUGHENEE  CUNERYRPIEECHE S RRIHN—HEFEAE AWS 1RFE MEHE , UE
EE MERAEXFFEA, WE IAM Identity Center BIEHAE T , 55289 AWS IAM Identity Center

FEHAEEEPHER IAM Identity Center ? o

IAM {3 & F B4

IAM EAER PHE D AWS tkRF , EAE-ASSEBARXNEEN . ERERURKERNEE
&, MARERELRYBRE PINEBNEFNEER) 09 IAM EAE, ERURBECARIIZENRER
REBEN AM £AE  ERECHPAENSR. NFEZEN , F2E AV FAEEETHATER
HBENERARIERRBRTFMER.

IAM ZHER—EIEE IAM ERAEEENE S, BEEUBESDEE, EUUERARER-RAZS
BEAEEENT, HEATREEAEREAEFTNEFEEERRS, HlU , BAHEE—EEA
IAMAdmins BYEFAE |, S48 FREHEERE IAM BRI,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
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ERERACGTEH, FRERGHRE-ASIEAEXRIRE K BACGHNENREEHEMARZEENA
BNfE. EREHBEKANKRYER K EBACERHABRERE. NFEZEHR  F2H (AM ERE
) TR IAM ERENFERAZEM.

IAM B

IAM AR FEERERT AWSIRF 825, TELIAM EAE , ETESENASHER, 2E
5L FIEE IAM B AWS Management Console , A LA REAETIRE IAM A6 ( F2A ).
BA LUEB AL AWS CLI 2 AWS API 2 EEA BT URL RigEAC, NEFERAABNEEFHE
#A, B2E (AM ERAEER) PNBEACHNEE,

FRBEEEN IAM AGETHERHIEEER

- eSO FERAETFH — NENBRESSSERT , FEVAG , YARCRERTT. EHEEDE
TEYHER , XFI-7SHEACEVER , YERTHAGERNGT. NIEEHRHSACHNHERE
A, w2l (AM EAEER) PHAE=S57RHE #e) B AG., MREFEA IAM Identity
Center , IR EREHNATE, ABRFSFIREFRAUFIHAZS , IAM Identity Center #5F 7] 52 B2
IAM R A EEER . MEGRETISENEN , 528 AWS IAM Identity Center £ F ISP T
G

o HEFIAMEAENT - IAM FAESRAETLUETE IAM S REEFHESEEXEATRNTT,

- BIRFEIE : EALUER IAM B8 |, AFTEIRFRHEA (FENERE) FRERFHER.
ABERRTERFEFIENEELSN. T8 , HREL AWS ¥ , LA UEZEEBRERIER
(MTAREABEUMANRE ), IFTHERAAGNERERRETEIRFENCENEZE K F2R
(IAM EREER) T8 1AM PR EIRF EIRFE.

- BREFE - B AWS R SEAEM PEITHEE AWS RIS, flin , EEERE P ETIEWLE,
ZRIEEEEE Amazon EC2 h#{TEEAR X AW 4T Amazon Simple Storage Service
(Amazon S3) 1, RETEEEFEAFWUERNFTA. FARKEACKERAREELZACKHTINE
%,

- HEFII/ERE (FAS) - EZER IAM ERESACKEREPHTEER AWS , EEHRAZRT
Ao FRARLERKR K SUEBTEERE , EMETEDREPEES —EEE. FAS FHAF
W MEFEAFFT AWS IR , &E AWS R B RE TEREREFER. REERBRIIZEEE
Hith AWS IR = EREEFRETRMNFERE , T ERE FASHER, BERERT , EBXEEEH
TEMEBENTT., MFEFRE FAS BRENBEFMHEN , F2E (EREFERTIERE) .

- REAE - REACGRREREIN AM A6 , IRREBTEE. IAM EEE LUK IAM RE

., ERAMEBRRE AR, MEFMEER , F2E (AM FREERE) FREIABUEIRTT
&4 AWS R,
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- RBEFAE - REEFACE —BERE WREAGER AWS R, REATUBEIARES
TEHENAR, REKEFACSHEBELEN F AWS IRE | YHERKEES, IAM EEE TR
R, BETFEREREELEACHE,

- 7 Amazon EC2 L #I{THW AR - BAUEA IAM BEREERE EC2 HiTER LT EARE
AR EAER , UREH AWS CLI 5 AWS API XK. ERT EC2 BiITHEEBARFFIESER
WBIFAR. EEM AWS SE8EIRGE EC2 BTERYUSHREMGHFEEAERN , BAEVE
EEHTERBNATERERE., HTEBRERETEXAC , LA TE EC2 BT ER LIHITH
EXANSHRSEERE. WEFHAENR , #2808 (AM FAEER) PHNEA IAM AEREFEFES
Amazon EC2 #{T{EEE L#ITHEAE,

EABRREEFRUE

FAILUEB R BR WA HIERED & 5 RNER AWS RiZ=H AWS FFEL. BXRR FHYH , E6E
B REFHEEBE , AWS 8ERHEMA, EZFEA (£RE. REAEIAGITHERER ) &N
ARE, 8 AWS FHEELEBR, BERFHFFRERB A HIEERE R, KSEBEREL JSON X
fF AWS BIIERFRFE . W5 JSON BRXHEBNATNFMENR , F28 AM EHEERETH
JSON BB

EEEWLER AWS JSON BERRIEEH T UAFRAR, 2R , MEZBE M BERS T o H 4
EEREITH LB F,

FERIEAT , ERENARKREFT. EERTEAEEEMEERATIHENGT , IAM EEET
BEY IAM BR, A&, EEESTUE IAM BXRHBEAE  FAEERBIELAE,

IAM BURERZXBEMNFTA , B AERMEL ERHMITRE. Sl , BRFBEF—EAFF
iam:GetRole BIEMV IR, EBZEBERMEAE A LLHE AWS Management Console AWS CLI, =
AWS API 8 ABE M.

RN

SO BBRRALKME S D (Fla0 IAM ERE, EREFHENAE) K JSON FFAIBERXHF, ELHK
RS0 EMERG TRREBPLEFRATHBLEDE, NFTHROMELSSEEEK |, F26H (AM
EAEER) PHEEBEFERBREZ B IAM A,

BoBERRUTE-SOERARBRIAZERR, ARBREEZARINE—FEHE, FHEIAE,
ZERRREBYMNBCR , BUEEE A ECHE. HENAE AWS IkRF. SEBRZHE AWS
ZEBRRNEFZERR. UFETHNAESERRRARBER 2ERE  F28 (AM EREE
) PHEZEBCRMABRBEERE,

EABRERFEE 60


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
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ERBBER

EREBRREETERN JSON R . EREBENEEREHIZ IAM BBEEBEN
Amazon S3 EEEBEX, EXEEREBRNEES , REEEETUFERACHREHEISEER
WEFEER. HRMNBENER  BREEREEN TR UUHZERATHWEEAREMERET
HITHEME, EXAEEREBRGVIEELE, ZEATLTERE, £HE. AG. BEEIHERE
=; AWS R,

ERBEBRRVAZBRBEFNWARBEK, SEZEEREBRPEARE IAM B AWS ZEBKR.

FHEUZHEE (ACL)

FEUEFIEE (ACL) ATEFIBL X (RFKE, FRAENAG) HEFHEEZRNFFT. ACL EHR
BERAEBR , BEMAEA JSON BERXAHER,

3
¢

Amazon S3 AWS WAF#] Amazon VPC 2% # ACLsH BRI E 6, mEE—F 7 # ACL , ]

Amazon Simple Storage Service FiZ A BIgEP I FEUEHEE (ACL) #1E,
Hi R EE
AWS X EEMBTERNBRESR, ELBRREETRERFERBEREERFENZ AT,

- FORRE-FUEER —EHEMREIEE , IHERES P EBEERT IAMER (AM FRAESABR)
WRAFTT. BUUABRERETTRR. IEEANTITERERN S 2 EBEMEFTREHR
%, 8% Principal MU EECEAERACHNEREBRATSZRFITRRRES. FIEEEK
EHWARIERHEBEXAT. WEFTTRRNFHEN , F2E AMFREERHN AV E58
TR SR BR,

. PRI 4B SCPs) - SCPs& JSON I , WisE FHEMBEMEN (OU) HBAZT AWS
Organizations. AWS Organizations @ — AR 7 HEMEFEEEEEREE AWS IRF W@ AR
¥, BEEBBEBTOFIEIEE , BRLUSIRISIZEHBUR (SCP) EAZMEMSATEIRS. SCP &R
FIRXEREFHERNGT , SESEEE AWS (REFEREMAE, WE Organizations 1 SCP #YFF#H
B, 5528 (AWS Organizations fEA&EERME) Y RIEIEE BER,

- BRIZEFHIBR (RCP) - RCP 2 JSON BUR , TARBELIRFHPERN AT LR , HEUE
BARARTEEEFNMMELRFIHEENESEERN IAM BER. RCP SRFIKEIRE FERMN
A, WA ESINERST , 8 AWS IRFEFEAE , ERTCFHAREBRENER.

I Organizations M RCPsHFFMIE A , FEXE RCPs AWS fRi§ 1Y BE , F2RAWS
Organizations ( FRAEERM) PHREREHIBER (RCPs).

. TEMRBE - TERBRBERE—BEEREE  SUUEEBRERAN S RETACHBAER

ENERIEREE  HASBEE, FEEIERBNFITEREAERACHNE S BBRMIE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
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PEERBURMI RS, FFAHRAIURAEREHK, AMEEEBRRTNAREEHRSERX AN, WFEHF
WMER , F2H IAM EREERPH TERBRBER.

ZRBREE

HEERRERERIFRE  H %*%ﬁ/ﬁkE’Jn‘F—JﬁE%@i*-& EmBLAERE, EETHENMAWS &
BREBBREBERRERBAFNER , F2H (AM £REER) PHBEREEE,

EventBridge BFfE25 an4aIE2 IAM #EL £

& EA IAM B EventBridge BHESRMVZEVE Z BT , F8 55 T ARIRLE IAM IhEE R EE EventBridge HEf2
EREMERA

& T LAFE B Amazon EventBridge BEf223E /Y IAM Thie

IAM Zh&E EventBridge Hii2 88 % 18
B o BEE =

ERBEBX e

BEBE =

BREAR =

BRIEHZSIR BRBEE) =

ACL &

ABAC(BUR ) i)

BB =

ES Higal =

REAE =

RBEEAE a

&R LMH 7 ## EventBridge HFRERR ME M AWS RIFMMEAZ R IAM HReRREER , F2E (AWS

IAM £ EIER) FAVEE IAM BEFEAR R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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EventBridge BFfE288Y & 0 B BUR
TEEORBEK 2

BoBBRR ALK ME S (Bl IAM ERE, EREHERAR) K JSON FFAIBERXH, ELEHK
REEF &7 EMERG TRREBLEFRATHLEDE, MFTHROMELSSEBEK , F26H (IAM
ERERERE) FHEBEFERBRESRBL] IAM FF A,

FH IAM BEDRBER | BUEEAFSRIEENBHENER , UREMEFRETAFRIEESE, &
ELIEEDARRPIECETE K RNAGSEAZEENFERESNAR®, NETHIEE JSON BHEHFE
ANFERE , @28 (AM EAERERE) P IAM JSON BER RS E,

EventBridge B2 8509 & 2 B BUR €665

&= ZM® EventBridge HFiE2R 5 7 HBURK A , 7526 £ EventBridge HIESR F A 5 5 HBUR,
EventBridge BFfE222 F MV E R B BUR

XEEREBX : B

ERAEPBER 2 INEERN JSON BERXH, BREBRNSE REHIR IAM B BEEBERA
Amazon S3 fEFITRBIR. EXEEREBRNBRS , REEESTUEACAREFHBEER
HEDRER, BRIMNBRNER  BREEREENEB IUAZERATHBEAREMERGT
HITHEME, EXRAEEREBRITEELZR. ZEXATNESRFE. £RE, At BEEIERE
= AWS fR#%.

MERRABIRFEFIE , SrlEEEEMIRFRANFIARFR IAM B , HAEREBRN TR,
MEERFEIREEREEE , ARBUGERAN —¥, EZERANERUATEMLER AWS ik
F ., EEIRFHH IAM EEEUXARTERIAER (EAEHAR ) FRERNT. HEBKS
SEPREEIERRRET T, T8 , IREREBREAMERFHINEIBETFER , ERMLHE
BENANBEDEBER, NEFHEER  F2H (AM E£AEERE) 8 1AM P RIS EIRFE.

EventBridge HFf2 28 RV LR B4k

XEBCREME : =

EESWLER AWS JSON BURRIEEH T AFHAR, twHEHR , BEERECESRE T T
FEERHT UL B

JSON BURRE Action TEHEBRETURARAFHIEBBRFFRNEFE. BRBEEE EFEMEE
Bt AWS API REHERBINER. B -LFIIMNRR , SIaUR BTN AP BENERFFUEE, L&
EEFZBRTNZEEBE. ELBMANBFERAMKEIF,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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BREEABERR THITHBBB LT,

EEEFE EventBridge HIRESRBMENBE , 528 (RERESE) P19 Amazon EventBridge B8
EENEE

EventBridge HFRE 2R PRYBURBMFEBMEZRIERA T 5IFH -

scheduler
MEEE-RRXPIEEZEEE , FRER DR,
"Action": [

"scheduler:actionl",
"scheduler:action2"

BHTMERERET () REEEZEEE, flin , ZEEEHRER List XENFEEE , FEEU
TEE -

"Action": [

"scheduler:List*"

]

EventBridge HFFE22RHV LR &R
XEBRER : =

EEEWLER AWS JSON BERRIFEEH T UAFHAR, tWpi2R , MEERE M BERA T o
EEREIT LB F,

Resource JSON HERTZTIEEEEABENYH., R4 EEE Resource = NotResource
TR, REEXKEFERAH Amazon Resource Name (ARN) RIEEER, B H X EREERER
HEME (BAERBRFET) REEM.

HRAIXEERERFFAINEE (PS5 HRE) , FEABRAFER () RRTEEAXERARAEER.

"Resource": "*"
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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ZZEEF EventBridge HIRESRRERERE K HE ARNsHEE |, F28 (RKRESE) K Amazon
EventBridge HIfEEsfs EBHNER. FETHREMUFEAMLERHEREEESMEERN ARN , F2E
Amazon EventBridge HEf2E5 E &Y B 1E,

= Z 1R EventBridge HFiE28 5 9 BUBUR AV E I |, 5528 1£ EventBridge HEfZEs P E A & 2 B BUR,
EventBridge BFfE 28 MY BUR R+ 3R 51 88
TEREBERRGH S . 2

EEE A LMER AWS JSON BURRIEEH AU ERAR., tWH2HR , BHMEERE T BERE T oSt
BEEIRAITIHLEBF,

Condition Jt3& (% Condition [E#R) AIBEIEEERERNERNFRYE. Condition TRRERAE
H. BAIUBUFRFRTEE FHREEEN PINERSIR) , REHEBEHHERGMBRPVE,

ERERRXHIEEZME Condition tE , REEE — Condition TEFEEZERSIE , AWS
SEMAEE AND BRIEFEMAMM, MREAE—RUHRSIBIEECZEE , SFEAEBORERIE AWS 14
&R, DEAFEFERYE , TERERRHVETFT,

BTN EEEREBEAFEECESE, flm , BRI EERECERE IAM EAESBERELCE
HENERNFFARTXIAM ERAE. NFEZEF , F2H IAM £AEERETHN AM BETE : &
BAER.

AWS X ELEFRGSRANBHBIERG TR, EEEF/MAE AWS 2EKRM4REIE , F2EH (AM &
REEmR) PHAWS £ERHEREREIE.

= ZEF EventBridge HFES R RS RBHIEE |, F28H (RKEIRXESZE) P Amazon EventBridge
RSN EGRSE, EETHRETUEHARGSBOEEMEIR , 5528 Amazon EventBridge #Ei2
SREZNBE,

= EZ MR EventBridge HFiE288 5 9 BRI , 5528 B 7£ EventBridge HEREes P EA & 5 B BUR,

EventBridge BFf223 F#Y ACLs
XEACL: B

FHUEFIEE (ACL) FTEFIBLEE RFKE, FRAENAG) HEFHEEZRNFFT. ACL EER
BEREBR , BEMAEA JSON BERXAHEN,

ABAC ##t EventBridge HEF2 38
X8 ABAC (BE P HER) : 2%
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-actions-as-permissions
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BRFEUES] (ABAC) B —EREXRE , RIREMRERF A, £ F AWS , ELBHBARRE.
LU ERERD IAM BR (£RAEFAE ) MFE AWS EF, AEBRNERMN LFERE ABAC
ME—F, BEBERET ABAC BX , A EIBNEREHERFINERERMEFRRAE,

ABAC ERRMRENFRHPHERHEE , WRERREESESHERERIG,

MERBERIZHIEE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4 %58 , ZEERNFGELESD , RHEREA.

MRBHEXESEEREEN LB =ERG SR  RBEZBHEMS , ER Yes, IRBHEIERLE
REEN A =@ k4 iR , RIEAR Partial.

WF ABAC VEHHAEH , F2E (IAM R EER) PHER ABAC RIEERFTT. NEEFSHR
T ABAC ZENHEBRE , F2H IAM ERERERPHERBHEREFEIZE (ABAC).

& B EventBridge HETZ 25 {F A iR IS /B 58
TERNEE 2

ELERARKEAENBZEAR , AL AWS R BEEE. WFEFHREN
RIEEAER , F2H (AWS R IAM EAEER) T €A 1AM,

, ‘TIEWLE AWS BT £

INRIE AWS Management Console £ AR EBBNBRUANEMGEZEAN | IGEAKREEA
BH flm, B8 AWS ERNFANE A (SSO) ERFR K, FEFFEDELRNEARR.

"“‘"‘MEFH%%"’*AIEE‘ , RBVRACGK  C2EBEVERER. OFRAGHFMEN ,
A2R (AM EAEER) PRREAEIRE AM A6 (F24),

BRI LAERA AWS CLI 5 AWS API FEIENRREAER., R, B UFERAELEEREAERRE
BAWS, AWS ZEZLBREELRIFEAER K MARFEARPENEE, WEFMEHN , BF2HE
IAM R E R 2B,

EventBridge HFf2 8880 ¥ AR IS SR8 A T
XEETEFMIERE (FAS): B

EREA IAM EFRERACRE PETEER AWS , BEHRAERTEA. CARLRKR SRS
BITE @D , EMEFRDREPEE S —EE8E. FAS EAMW WEFTEAFFT AWS R , &&
AWS fR#% FERE T BB REFR. AAERBREFREEM AWS R S EREB T RE
ARE , TERE FAS R, BERIERT , KL EEFWITEMERENFT T, MFRH FAS FXRE
MBEREFHRER , F2RERFMITFRER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
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EventBridge Hif2ssVIRIE AR

xERBA® &R

REAGRRBEEN IAM AE , AIMREHTEE, IAM EEE UK IAM REY, S ERRE
At. IFFMES  F2H (AM ERERER) PHELASUEIRET A #1E AWS R#%.

/A Warning

£ F R A CFTT AT sEE B EventBridge HERE8R 186, R BT EventBridge HEi2gR iR 5
Sl , TREmEBREAR,

EventBridge BFf2s VIR EFAC
TEREEFAR . &

BHEREACRERE H—ERBAEC AWS BB, BETABERARCATHENAEG, REER
AEEHRELN T AWS RS | WHREBHEE. AM EEETURR  BTHREREREEGAGN
T,

NEFEEZRVREERBEEACHFMAEN , F2EAEL IAM EFNAWS B, ERIEPSRRE
HAQsRBEFABRTHN Yes, BEERER , R ZRBH R ER S B

7 EventBridge HEfE2s R EA & 2 2 BUER

BIBETER , FRAENAGREENSIEN EventBridge HEIE22RE RV, MM tbEEFER AWS
Management Console, AWS Command Line Interface (AWS CLI) i AWS API R#1TEHE, EER
FEAEHHAMEERITIHENTT , IAMBEETUEY IAM BE., A% , EEETUHE IAM K
RMEEAG , EREEREBTELAR,

WE T MR fE AL JSSON BURX M2 IAM 5 RBR |, 20 (AM EAEERE) PHE
M IAM BUER (E#2E).

E EventBridge IS EE 2 HEMERERNFMEN  SESEEREREMN ARNs B |, F2
B (IRIGIZESE) M Amazon EventBridge HEi225 B, ERMIFHFE S8,

ES]
- BRREER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html

EventBridge #1258 (&SR
« EventBridge HEf225 55 7

« AWS EventBridge #2888 ZEBUR

- EventBridge I EFZEBXR

- AWS ZSEBEEH

HRREEK

BoRBREHEEIRFANEBAESRESTUEY, FEIEMER EventBridge HIEHRER. ELBHE
THREREN AWS IRFELER, EREVRRES 7 EEEK , FERTIEARERSE .

- BITAMEA AWS ZEBR U BOREERTT - EERABSETIRTENERAENIESS , FEA
BHETRTFHZERERARMN AWS ZEHXR, SMUEEN FFEH AWS IRE, RfIRBEESR
BEREARE AWS WEFSEBR , WE—SRITT. WEESEN , F2H AMFERERE
BHH AWS FEBERERTEBEENAWS FEBR.

- ERREERET - BE IAM BERWFT IR , BERTHTEEMENGTT. AERLAN , &7
DESRERSERGET IUHSEERENNWEE , SHBAREERTT. WEFEA IAM ERAFA
WEZHEBEENR , FSHE IAM EREEEFH IAM FHBEMEF T,

o EF IAM BUR B R4H — SR FEE - B LUSRAFTIEZEBER |, URHIEBEMNE RN ER.
il |, B LRBBUR GG | IEESBMFEA SSL BIEFMERE R, MRFBBEE Sl £HRKEEE
AWS FRF , &t 0] LAGE R4 2RI F E 2 EUE AWS CloudFormation., INEFFMER , B2 1AM
EAEEEHPR IAM JSON BETE | E4.

« f£/ IAM Access Analyzer B IAM BUER |, f{RFT I 24 B 7 IEEEE - IAM Access Analyzer B
BHBEMBEER |, BRELBERER IAM BURFES (JSON) Ml IAM FRIEEH ., 1AM Access
Analyzer {2t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
#A,F2E (AM EAEERM) PHEA IAM Access Analyzer Br 5 BUE.

- FESEEERTE (MFA) - MRZHRPHIFE IAM EHES FHNREAE AWS 1R |, BB
MFA URESR£%, MFEEMFU AP RERFER MFA | 51§ MFA (REFEZENBER, W
EFHMEN , B2 (AM EHAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntm|# #3EiB MFA B &£ AP| FEL

WE IAM AREBBNEEER  F20 IAM ERAEEETHN IAM Z2HEEH,

EventBridge HEfE835T A

RTEIAMEHR (FAE. BEIGAR ) 7 EventBridge ISP R UHE | WEBETEAED API
f7H EventBridge HF28R &R , TR AABHA —ENMEBEHFF THERNF . SRR BETLANER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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BBIREREELF . Sl , M EventBridge HIiEsR TR A RBRRNEHEFENERAEIAG ,
T EEE®WI CreateSchedule API RIEFTEMET A, RFIZBEESHTESG T EHT , RAREHK
{RREPR AV 7 HR

T3EEM R EventBridge SIS ER , REUEHEFF,
- BFiE

* scheduler:ListSchedules
* scheduler:GetSchedule
* scheduler:CreateSchedule
* scheduler:UpdateSchedule
* scheduler:DeleteSchedule

- PFREEHE
* scheduler:ListScheduleGroups
* scheduler:GetScheduleGroup
* scheduler:CreateScheduleGroup
* scheduler:DeleteScheduleGroup
* scheduler:ListTagsForResource
* scheduler:TagResource

* scheduler:UntagResource

B LAE A EventBridge HERRSRFFAIREN BN EFZEBUR , LUEH EventBridge BERESRFEH. &
WA AEA T —EmRN AWS ZEBER , BFERFEARANLENT , MASEBRLEHSHWEER.

AWS EventBridge BFiZ85HY S EBUR

AWS 1Rt AWS BUNMEBEEMNEIL IAM BER |, UBRHFZERNERARS, SEREERBKRS
HEARMRFLENTT , B EERAEZTEMLS ], MEFHMENR , F20 (AM FAEE
) FIAWS SEEXK, BULEEIRFEHREAEZENTY AWS ZEBUR 2 EventBridge HEiE2545
g1 :

- the section called “AmazonEventBridgeSchedulerFullAccess” - FRAFEAS M API BF
EventBridge BEfE 25 Y S B FEUE,

« the section called “AmazonEventBridgeSchedulerReadOnlyAccess” — #&F EventBridge HFf2
2= Y ME BTV,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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ERAEER

AmazonEventBridgeSchedulerFullAccess

AmazonEventBridgeSchedulerFullAccess SEBER T , WERASFEMEEFAENFE

EventBridge BEf285E1E,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "scheduler:*",
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/*",
"Condition": {
"StringLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}

AmazonEventBridgeSchedulerReadOnlyAccess

AmazonEventBridgeSchedulerReadOnlyAccess S EBUIRR FHENS T , LURRHEEMBEES

HEEV R E A

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"scheduler:ListSchedules",
"scheduler:ListScheduleGroups",
"scheduler:GetSchedule",
"scheduler:GetScheduleGroup",
"scheduler:ListTagsForResource"

RSP RBER

70



EventBridge HFf288 EREEmR

"Resource": "*"

EventBridge HFEss VB F R EBUER

£ T 588515 EventBridge SIS BV EHCHNEFZERR. EFXEREARERBELANT
EHigE  EHHERTNEARANEREMENDENERR T,

FE
« &if5l : CreateSchedule
 Eif| : GetSchedule

- #if5l : UpdateSchedule
- #if] : DeleteScheduleGroup

&if5l : CreateSchedule

BBV EERER , BUNREEMEA AWS AN SRNEFF ZESWMRIME EventBridge HEiEsR
LHYERL

THBERAFETBEVHENYMER EAME AWS HEN SR, BB AWS AN SR , EAE AWS
EI1E AWS Key Management Service (AWS KMS) L ER , Rt BT EEEINNEFIIREE &
AWS KMS,

"Version": "2012-10-17",
"Statement":
[
{
"Action":
[
"scheduler:CreateSchedule"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]

P T -


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}

EATIHBEAFERIABRLIRE , YFEA AWSKMS REZESHRETNER., BEXATFZES
R, ZERALAEREFEIEIRFE S AWS KMS EIREVFF A, BRERTE—EE KMS £RAVFN
B, UHR N EventBridge BEiZ38 LM ER. HE , BAUERERFRT (*) FARE THIRF PR
BERNFIE , INSEEABEAN TR,

"Version": "2012-10-17"
"Statement":

L

"Action":
[
"scheduler:CreateSchedule"
1,
"Effect": "Allow",
"Resource":

[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-

schedule-name"

]
},
{
"Action":
[
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"
1,

"Effect": "Allow",
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"Resource":
[
"arn:aws:kms:us-west-2:123456789012: key/my-key-id"
1,
"Conditions": {
"StringlLike": {
"kms:ViaService": "scheduler.amazonaws.com",
"kms:EncryptionContext:aws:scheduler:schedule:arn":
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-schedule-name"

}
}
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}

gif5] : GetSchedule

R T BERAFETARGHENEEER,

"Version": "2012-10-17",
"Statement":

L

"Action":
[
"scheduler:GetSchedule"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
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]

&5 : UpdateSchedule

FERATYEE , LAKFZEFEAEBMW scheduler:UpdateSchedul eB)fEREFTHERR, B2 38
fflCreateSchedule , BUREURRAHIREREFEH AWS KMS AWS i BN €8 I EF S EL8ETM
2, HAGCER RTEWHERE AWS HEEN S8  BEATHBUR :

"Version": "2012-10-17",
"Statement":

L

"Action":
[
"scheduler:UpdateSchedule"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
1,
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}

HREAEFXESRIENHRE  FEATIBER. LBRESSEMETT , AHFELAFIUEIRFH
AWS KMS &R :
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"Version": "2012-10-17",

"Statement":
[
{
"Action":
[
"scheduler:UpdateSchedule"

1,
"Effect": "Allow",
"Resource":
[

"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name
I
{
"Action":
[
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Effect": "Allow",
"Resource":
[
"arn:aws:kms:us-west-2:123456789012: key/my-key-id"
1,

"Conditions": {
"StringlLike": {
"kms:ViaService": "scheduler.amazonaws.com",
"kms:EncryptionContext:aws:scheduler:schedule:arn":
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-schedule-name"

}
}
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}
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}

#if5] : DeleteScheduleGroup

FEATIBEAFEZTLAMBREETFE. 2EMEBREAR , CSRBREXFEAMBBOERE. MBREA
WERGEXEERFTY , TREMREXFAMEBNEEE. LERRFEFEATT , UFUIEEHER
# E®scheduler:DeleteScheduleGroup&ifE , AR EEHHFTEHERE !

® Note
EventBridge HiEsz T X EIEE@RIHENERBHRFT T, Sl , TIHRAXNER , TESE
FEERBERS -
"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-
group/my-schedule-name"

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "scheduler:DeleteSchedule",
"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/*"
3,
{
"Effect": "Allow",
"Action": "scheduler:DeleteScheduleGroup",
"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-group"
b
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}
]
}
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AWS ZEBREH

8% iR H &

the section called EventBridge Scheduler $738%¥f 2022 11 A 10 H
“AmazonEventBridgeS FZERRNIE , BRE
chedulerFullAccess ~* BRTFFEREMEERNTER

- ¥ ZEER B , SEERENERERE,

the section called EventBridge HFfZ 28 #Ti8 ¥ %7 2022 £11 A 10 H
“AmazonEventBridgeS TERENZE , AEHERER
chedulerReadOnlyAc TFEAEMEERNEFRFE

cess " - ¥HY ZEBUR B, SIEHRENEERERE,

EventBridge HFf288 2B 1RIE EventBridge BFfE 85 51 2R 1E it 2022 £11 A 10 H
HEE H AWS ZEBERNEE,

EventBridge BFfE28 P HEBREATER

BEREABEBRZEMEE , AR A THFTINER IR EAESHFUNERNTXD
o #E AWS , ERBERTREESRFNEABE., EXEERS (WIURES) WFil5s —ERE (1
WILARTS) B , ATREE B AR EE. TIURGNIRBREREFT , AETERERFTIN AR
HEMEFNERKINEE, RTEBEERRL , AWS RENTETHBEREMERBENER , ™
LRI TR EEEEIRF P ERKFEUE,

RABELSEHERHITAEDFER aws :SourceArnHl aws : SourceAccount£HIFHERNABE S|
LABR#l EventBridge #HEfZsSiR It RIS EEN RN, MREBHEEE R —(EAEREEREER
FEEAES | RIFEGERA aws:SourceArn, MREBE RHFXIRE PN ERERRISFEHAEE |, 35

£ aws:SourceAccounto.

BEREREABBENRERSGEZRMEA aws: SourceArn £ EHFAR
K58 , UREFRNTE ARN, THRHHEERE A ERIBEREEHE
arn:aws:scheduler:*:123456789012:schedule-group/your-schedule-group

MRFRAMEEFRNTE ARN , FEWNRBIEE T ZHER , 3BEMA aws:SourceArn
2HRBRERSIBREERAF T (*) RETR ARN BARANHD. B
i : arn:aws:scheduler:*:123456789012:schedule-group/*,

RERENREA =7


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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M {Eaws : SourceArn4 AR L ERFILL R4 EEH EventBridge HFZ 2R HERZEHH ARN,

/A Important

im0 aws :SourceArnfRARNEE R EAISEHERIERTRBFTE, BIEENW ARN X EZH
EEHE,

TH &G REBUMAEFTACEEREDRFER aws : SourceArnHl aws : SourceAccount & HIEHA
Bei®  UpIEBEEREAMBE

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012",
"aws:SourceArn": "arn:aws:scheduler:us-
west-2:123456789012:schedule-group/your-schedule-group"
}
}
}
]
}

¥t Amazon EventBridge HFi288 & 7 MEFEETHED

ERAUTERARGBEZETFE EFER EventBridge HERZ2R M IAM K ATEIB RN & R EIE.

£ |

- ZRERTE EventBridge HIZES D EITENE

- BAEBIIT iam:PassRole HIZHE

« REBEARF UMW AE AWS IRE FEFK A EventBridge HFiZE88 &R
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KT EventBridge HERZES P HIITENE
MRBNBIESR  SHNERERENTHE , BNBERSBEEH , RFEHITEE,

T5lgEfIgEsR g Emateojackson IAM EAEERERA TR ERE —BERE ny-example-widget
BERWEMEN , BAVEEM scheduler:GetWidget FFaJBEE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
scheduler:GetWidget on resource: my-example-widget

FERBERT , BAFEFH Mateo BUR , LFFbER scheduler:GetWidget E{EFE my-example-
widget BiR.

MRBEEHE , SFHIEEN AWS EEE, FHNEEESREEZHNEERE.
AR E BT iam:PassRole RIS HE

MRBUNBIEEER | HHAEEEHIT iam: PassRoleEE , BHBERXLEEH , UAHF LK ACGEERR
EventBridge BEfE2%,

BE AWS B AIREEREACEEGERE K MAREVYFNEBEACIRBEELE, NFH
TR , L ARERACBEEZ BB,

EE5 I IAMmarymajor EA&EM S EE AT EventBridge HERESR P HTEER , SBE T
#HItER. BER , BEBFRBRELEFEREACE TN, Mary REKAGEEEZRBEHFTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEBERT , Mary WA BES , AFFMEI1T iam: PassRole Bk,
MREEEEGE , BBEEN AWS BEEE, fHNEEESRMENEERE.
BREAFF UHAHNAE AWS tRF FEEM EventBridge HERRZ2R &R

BANEY —Efe  BEHMIRFHINERAERNEEBATHNASTRENER, BUNEEERH
LEFYHDERAR, HHITEERERNBERIFIUZHIEE (ACL) MR , &R LUE R ARL
RRET AEFEENE RN,

WMFEE-FTH L F2EUTRE
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« ZE T EventBridge BRI R A EIELINGE , 552 B EventBridge HEFE 25 AN{A B2 |IAM FEBL fF
i

- BETRNMRAEHERS AWS 1kRF WERTFEE , F2H (AM E£AEER) PHESES AWS
RE K% —E P& IAM A ERHEEFIE.

- EETHNMEERNIFEEBREMEBE=7 AWS IRF | F20 (AM FREER) TS FEUER
HEE=H AWS IRF #H,

- METHRUOMEBHSE Z o RUEIE , F28 IAM £REEREPRH S FIUERHIGENTETS
PHMENERE BES D).

NETHEAAGNERERRETERFENCENEZERE , F2R8 (AM EAEER) $8 1AM
Y B RF BRI EL.

Amazon EventBridge #Ef22 RV E RHRE

AWS HESEETE AR Amazon EventBridge Scheduler I ERHMRE, MLERFTR | AWS &

ERBEHTE N 2RERRE AWS Zif, CESHETHERSE IFEERATNIEHE, £4E
REEFFER AWS R WRLERBNEETE. IEERBIAENFRES  F2RERELEE
REEE. NFEERBNERMRENMERENR , F20 AWS T2MIEKR LN AWS HEHNSEEER
# GDPR &N E,

ERERNREZEN , BRMERERE AWS tRF BZAER , ALFEH AWS IAM Identity Center 3 AWS
Identity and Access Management (IAM) B EEBIERE, Mtt—R , SECHAEHASESRHETHK
HEKPAENRT. RftBEBRERATIANREER -

- BERFHECRZEEZEZRE (MFA),

- £ SSL/TLS 8 AWS EiRBH. RMFEE TLS 1.2 WEHRMEA TLS 1.3,

- M RE API MEAEZEIFZ 8 AWS CloudTrail. IEEFEAEA CloudTrail BHHHREER AWS SEEIH
B , ESBAWS CloudTrail  fERA&EIEE) FHAEA CloudTrail B #t,

- EF AWS MMEMRAR , UREPHPFAERERZEES AWS R,
- FHERNZELZSRE (B0 Amazon Macie) , t#BIREMNRZMFE Amazon S3 HEURE R,

- WMREE AWS EBH TR ES API FE BEE FIPS 140-3 BN HHmEEAE , F56£A FIPS
iE. MFERREE FIPS M FIPS in MM ESHEET , F2RBTEFAEERE (FIPS) 140-3,

BMEZIBZRCEBUTELEFNETHH b SRALHRER , HEEBSBHERNIEZHN
o, flnE BN, EBEERMEMR EventBridge HERRZSSFEA R A, API AWS CLIZE AWS SDKs
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
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Ky E A AWS RS B, BEEBIARABAXFRMAUPE AN TMERERTERANGTERZE B .
MRERMAIBARER URL , BMENEBF 2 ERET EHRARB[FERN URL F 22 BEEA.

EventBridge #F22 FRTRREINZ

AEiFREA Amazon EventBridge HFiESR (A MEBE N B ZFLEE R, BEEREFME EventBridge HE
ERNREER THPHER. EventBridge HERZEEE AWS Key Management Service (AWS KMS) #
&, AMER E RSN ERAWS KMS key. EventBridge HIfZE8 X IEME KMS €858 : AWS
BENSRNEFSESR,

® Note
EventBridge HFfEfRE X B LA LB INE KMS €8,

AWS BB £ = AWS REHENEEARZE AWS IRFH KMS £18, A AWS AN EB
EventBridge BF2ESE A TEERIE AWS ZHIRSH , {8 EventBridge HEESR 2 FE A EMRAREBE
MWERMEIR. RIEFARR , EventBridge HEEREFA AWS HEN EBRMBENBBIIEER. &F
EEEE AWS AN SR EEEIBE. E EventBridge HIRZ23 A AWS AN S8 R EEH
ERR , BLEEZNEMER , MEEAEF T ALRSHH AWS KMS B,

EFZESRRLE Y., HENEE Z AWS IRFHIEZEMH KMS £if. IRENRFEERARFIERSE
BEHEIMEZ AL EventBridge HERESR L REBEERNNE SR  SULEAEFZESR, NREEER
FRELH , AXEEELNESREBE. ERFZELBETEEAER , URBHABARTPWE
RER. EAEFZESHRBEHFAWS KMS BN —HB0. MEEENFMEENA , F28 AWS Key
Management Service E{B.

e
- B KMS £48
« CloudTrail S &4l

hnZ X am

T 5RFREA EventBridge HIFZSs B ENMBENTRIERER | URSHEENXZEN KMS £8FE,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/customer%20managed%20KMS%20key
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#symmetric-cmks
https://docs.aws.amazon.com/kms/latest/developerguide/limits.html
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
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ERAEER

aEREE

A® (52 256KB)

A B AF M AR G

Scheduling configura
tion (HEF24HRE)

iR

EEREERNEH

BHRE | R

B9 TargetInput %

BHEENER,

FFREAYME— B BAAR
B (A, #/A).

FREXREN , HluE
At HERR YRR T

AWS BB E R
x &

x&

x &

TxE&

T2E&

Cron RiER , UK

— IR R AR AR
ic , UARHEENRR
BH., &R AN

=
oo

BiEHRE B 12/ Amazon XE

Resource Name
(ARN) fH b B #Z48
BAAEREFF A E Ao

TxE&

UWANMABITAER - BUHENRBERER, 38 <&
BNERBER , Uk
25D S5 G Rk

FRATHIFHEES.

&

EventBridge B ESRRSEMENRZEEABREATFZIE SR , N ELKRFR, MREBREFEAE
FZE 218 , EventBridge HFESR 2 MENBHEAEMR | —RXEAEREAWS HENER®R , 5%
FRAGEENEEFSESH, UNFMMEEMERER | EventBridge HIRZSS RS A TERE AWS #E
MLl RERBEEER,

5 A T the section called “E ¥ KMS £ — 82K 7B UNAEELZN IAM EREMNESWBBER | MEKEF
T E S8 EventBridge HERE2S 8 BLE
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EHE KMS &8

BRI EEMIREHEFZE SR , UINBNBEBEERTEHBENAS., EventBridge ISR S
MEZEFNBRZRERS 256KB WER AR, FATFSESREELAE  URBBRBEARNER, £
BAEFSELWITBAWS KMS FLEMN—20, MEEENFMEENR , 5528 AWS Key Management
Service EE

EventBridge 2SR A EE V HFRRAMZEE RN ZFEAMEBEBBAN IAM 577, EXRTELERLEN
AWS KMS #HE3FF AlE#2 B F0Y EventBridge HEF285 API IEAE R A ®, LA , EventBridge HEFEES
SFEREREBERBEZLNER. ERTESFEEBHABTACHLEAERSEN AWS KMS 1§
BT H , TR E RN AWS KMS API,

(® Note
EventBridge HFEsf A X BEATRFANE T,

AT —ERT FUOAEE AWS KMS £ BURAFTER 1AM FF71 , LAE EventBridge HFfEaz LA
EEZEZR.

ES]
« ¥4 IAM FFH]
- EEESRBER

1 1AM FF A

FEMERAEFZESR  SXARTIFITHEZSRIHENS D IAM £8 | UK EHREE T F
HEITAE,

EFSESRNGHRET

AR T 5 AWS KMS EnfE# 18 E 82 U HFRR K IU EventBridge HFi228 API BVEfIZFEA (A
&, BiERAE ) MEBNTIBR,

{
"Version": "2012-10-17",

"Statement": [
{
"Action": [
"scheduler:*",
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# Required to pass the execution role
"iam:PassRole",

"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"

15
"Resource": "*",
"Effect": "Allow"

}I

 kms:DescribeKey - BELIREN MR YU BMNE KMS £RKFEE,
- kms:GenerateDataKey - & T E4 EventBridge BF2ES A RBITH PR MBENER S8 |, kA
E1ER,

 kms:Decrypt - EEZ EventBridge HFEsREEENMEZER —BEHRNNBER 18,

EERESRNBTAGHT

AR T HIEMER B EHENATACITBUR , BURH EventBridge HERZ 2R MR % B Rl P AY
AWS KMS API B 7B,

{
"Version": "2012-10-17",
"Statement" : [
{
"Sid" : "Allow EventBridge Scheduler to decrypt data using a customer managed
key",
"Effect" : "Allow",
"Action" : [
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:your-region:123456789012:key/your-key-id"
}
]
}

 kms:Decrypt - FEMZ EventBridge HIRRELNMBER —EFHHNNBER R,
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MREEREFHRERFEMA EventBridge HIESRE R ARELFTNHITAER |, EventBridge HIiEZEH
BLENFUEEZEIEHNHTAR, TE , IRECRERANHTAE , AIXEBLENTIHRES
Al  JHREACNEEFSELRE,

EETRBUR

ERER BAEFRESRE AWSKVMS , RIBHER , ENEREATIRBEE , TREFIHE
HEITAE,

{
"Id": "key-policy-1",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Provide required IAM Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:root"
b
"Action": "kms:*",
"Resource": "*"
}
]
}

gE LUK ERBERNEERFAERHEITACHEFIR. NIREAVEEFZESRE
EventBridge HER2 2R EIRBE M , RITTLUER M, R T 5258 BUR 5| RFRHI WL EventBridge HF
ERERALUMER N TR,

"Id": "key-policy-2",
"Version": "2012-10-17",
"Statement": [

{
"Sid": "Provide required IAM Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::695325144837:root"
.
"Action": "kms:*",
"Resource": "*"
},
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{
"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/schedule-execution-role"
.
"Action": [
"kms:Decrypt"
1,
"Resource": "*"
}

CloudTrail 454l

AWS CloudTrail E#8ELFTE API RIUEH, ETIEFE EventBridge HIEREALNERFZE SRR
HERR , API FELW, T5|EHIFER CloudTrail E41EE , B B R&l EventBridge HIiE2RFEAEFZ
EL®M kms :DecryptBEfE,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDEABCD1AB12ABABABQ:70abcdl123al23al2345alaal2aalbcl2",
"arn": "arn:aws:sts::123456789012:assumed-role/execution-
role/70abcd123al23al2345alaal2aalbcl2",
"accountId": "123456789012",
"accessKeyId": "ABCDEFGHI1JKLMNOP2Q3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDEABCD1AB12ABABABQ",
"arn": "arn:aws:iam::123456789012:ro0le/execution-role",
"accountId": "123456789012",
"userName": "execution-role"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-10-31T21:03:157",
"mfaAuthenticated": "false"
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},

"eventTime": "2022-10-31T21:03:15Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "eu-north-1",

"sourceIPAddress": "13.50.87.173",

"userAgent": "aws-sdk-java/2.17.295 Linux/4.14.291-218.527.amzn2.x86_64 Open]DK_64-
Bit_Server_VM/11.0.17+9-LTS Java/11.0.17 kotlin/1.3.72-release-468 (1.3.72) vendor/
Amazon.com_Inc. md/internal exec-env/AWS_ECS_FARGATE io/sync http/Apache cfg/retry-
mode/standard AwsCrypto/2.4.0",

"requestParameters": {

"keyId": "arn:aws:kms:us-west-2:123456789012:key/2321abab-2110-12ab-al123-
a2b34c5abcb7",

"encryptionAlgorithm": "SYMMETRIC_DEFAULT",

"encryptionContext": {

"aws:scheduler:schedule:arn": "arn:aws:scheduler:us-
west-2:123456789012:schedule/default/execution-role"
}
},
"responseElements": null,
"requestID": "request-id",
"eventID": "event-id",

"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/2321abab-2110-12ab-al123-
a2b34c5abcb7"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-west-2.amazonaws.com
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https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-03C881B9
https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-66629D52
https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-1DC60392
https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-A632CD40
https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-EE5D6FF0
https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-E7A3E659
https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-44A0C1A0
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=n

us-east-1 :
1, 000

us-east-2 :
1, 000

us-west-2 :
1, 000

ap-northeast-1 :
1, 000

ap-south-1 :
1, 000

ap-southeast-1 :
1, 000

ap-southeast-2 :
1, 000
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1, 000

eu-west-1 :
1, 000

eu-west-2 :
1, 000

sa-east-1 :
1, 000

BEAEtXENE
= : 250

IIE'
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E#H UpdateSchedule
ARLER, BEEERL
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Scheduler €1 RIERHY E
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https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-B7845AAE
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% EventBridge Scheduler LB F AR in B FEAHE R , 2B AWS — iR E B M Amazon
EventBridge Scheduler i 25 f #i 28

EventBridge HEiE a5 7 B9 i 58 2% 2 HF A%

£ F T 51 & A 3R 15 Bh I8 B2 B #7115 IE 5 B8 EventBridge Scheduler Bi58H9 E B RRE,

ServiceQuotaExceededException

K TE CreateSchedule, GetSchedule, DeleteSchedules UpdateScheduleiER=: kU ZIR
mERR , BMERERERERRS,

¥ RERRE

2023 £ 9 A 7 H , EventBridge #2232 X & ScheduleGroup ARN (Amazon Resource Name) ,
MARHITABEEERPHHRE ARN, AFEEHEEERPEEEALRE ARNs WEFAT8EH 50
TPS WIRRE| , MA2FEERRE 250 F| 1000 TPS ( BURAEHE, ) -

Resolution

AliE XEUFRESH LR,

101
EATHEF-EAXNBRIRENEEBEK

- RABBKREHEE.
- AEACHWHRE  FEITLIERABERE ARN = ScheduleGroup ARN &1,

plan , BEREB TIRBHEEBCR :

{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceArn":
"arn:aws:scheduler:region:account:schedule/schedule_group/schedule"
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https://docs.aws.amazon.com/general/latest/gr/eventbridgescheduler.html
https://docs.aws.amazon.com/general/latest/gr/eventbridgescheduler.html
https://console.aws.amazon.com/support/home?#/case/create?issueType=technical
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}

RS EEBRRERATHIEE -

{

"Effect": "Allow",

"Principal": {
"Service": "scheduler.amazonaws.com"

1,

"Action": "sts:AssumeRole",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:SourceArn": [
"arn:aws:scheduler:region:account:schedule/schedule_group/schedule",
"arn:aws:scheduler:region:account:schedule-group/schedule_group"

]

}
}
}

ServiceQuotaExceededException
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