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1. R% Terraform CLl, MEFMEFR , F2E Terraform XHFHN ZEHRA,
2. BB IR TR R W B R Terraform VPC 7 E.

git clone https://github.com/openshift-cs/terraform-vpc-example

3. EEEEVMYE #%,

cd terraform-vpc-example

4. B E) Terraform =,

terraform init

ST , CLI &1 2K Ih#1R1L Terraform BFAE,

5. EERBRBEAEE Terraform 518 , T TSl T, AWS B BREE . IE , B
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terraform apply rosa.tfplan
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export SUBNET_IDS=$(terraform output -raw cluster-subnets-string)
b. (ER ) HIAREELHCEEHERE,

echo $SUBNET_IDS

¥ 31 Amazon VPC 248 29


https://developer.hashicorp.com/terraform/tutorials/aws-get-started/install-cli
https://github.com/openshift-cs/terraform-vpc-example/blob/main/README.md

Red Hat OpenShift Service on AWS EREER

Amazon VPC console

1.
2. £ VPC & &Hx L , i#IE Create VPC (B3I VPC),

3.

4. REEZNABELEABEBRUEL VPC ERN "E8, B8 , SUBEBRURHEREH VPC

©® N o o

9.

BAEX Amazon VPC E£#4&.

#H¥f Resources to create (2 &JR) , 1## VPC and more (VPC %),

R "'E58 BE

#£IPv4 CIDR E# , 8A VPC #9 IPv4 3t 858, VPC BALEA IPv4 i1 .

(iBA) EEXE IPv6 HE , 5122 IPv6 CIDR [E#, Amazon 2## IPv6 CIDR Ei,
1A RE A Default,

SHYARESE (AZs) BB , RELFENRE. YREMEDSHHEE , ROSAFE={EHT
REE, EEEZEFHERN AZ, FREBF AZ

(® Note
Hi& ROSA #TEREHREEANSEATARE., BALEA ROSACLI rosa list
instance-types® T RIIHAMETHL ROSA SITHEEER, TERETIHTEESR
EREBRAREENTHES , FE#EHA AWS CLI &% aws ec2 describe-instance-
type-offerings --location-type availability-zone --filters
Name=location,Values=<availability_zone> --region <region> --
output text | egrep "<instance_type>",

EFENTELENFRE  FEEAEFRBRUENIAEFRAREENE., EERIZFHEEHN IP i
WEE 6 FRFEBR] 7K CIDR B,

® Note

£/ HCP Y ROSA EREFABERARELEENTAREREED —BLRNLE
TR

105 EEB IPv4 RTFABFREPLEEHRARNERFZIE , Fith NAT REEEREHPE

I NAT BBAZs HE, BAEERED  BRLESEAZ AHE—ENATHE K TIEFEERF
BRI ER,

1.2 ) REEE Amazon S3 E#E#t VPC FH , iE1E VPC w3 S3 Gateway,
12/R$HZEFEER DNS 1818, ROSA FE VPC LH DNS F#E B &,

#37 Amazon VPC %1 30


https://console.aws.amazon.com/vpc
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BEREMER  BEFEER K ARWETIERE., ROSASEAEBERBERBRERE
ERELER.

« #&B|# : kubernetes.io/role/elb
« &5|# : kubernetes.io/role/internal-elb
14;8F#E . VPC,

AWS CLI

1. £/ 10.0.0.0/16 CIDR E#RE I VPC,

aws ec2 create-vpc \
--cidr-block 10.0.0.0/16 \
--query Vpc.Vpcld \
--output text

LR S EER VPC ID, LT RESIE .,

vpc-1234567890abcdef0

2. # VPC ID 7R RESH TP,

export VPC_ID=vpc-1234567890@abcdef0

3. fEA VPC_IDIREEH A VPC B NameZE,

aws ec2 create-tags --resources $VPC_ID --tags Key=Name,Value=MyVPC

4. 7€ VPC LA A DNS EHEBXE.

aws ec2 modify-vpc-attribute \
--vpc-id $VPC_ID \
--enable-dns-hostnames

5. VPC RENNBNAE TR , EEREYERN THESE,
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/A Important
£/ HCP #y ROSA EREFABSERAREUERENTAESREED —BALAENLE
TR, HNEWRSHEHNE K FE=EATAREE. IRTHIELER , EEEY
2R,

(@ Note

R ROSA HTEREHREEANGSEANAREE., BALUEA ROSACLI rosa list
instance-typesi S RFIHFTE AN ROSA #TERER, EEREHTHEEFR
R EAREENTHES , 55#H AWS CLI 8% aws ec2 describe-instance-
type-offerings --location-type availability-zone --filters
Name=location,Values=<availability_zone> --region <region> --
output text | egrep "<instance_type>",

aws ec2 create-subnet \
--vpc-id $VPC_ID \
--cidr-block 10.0.1.0/24 \
--availability-zone us-east-1la \
--query Subnet.SubnetId \
--output text

aws ec2 create-subnet \
--vpc-id $VPC_ID \
--cidr-block 10.0.0.0/24 \
--availability-zone us-east-1la \
--query Subnet.SubnetId \
--output text

6. B NBNIE FHEE IDsERERREEHH.

export PUBLIC_SUB=subnet-1234567890abcdef®
export PRIVATE_SUB=subnet-0987654321fedcba0

7. BEH VPC TRREIL THER., ROSABEAEDERRERRERELAELER,

¥ 31 Amazon VPC 248 32
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® Note
EHRERREL —ENE R , Y EEAREL —BELE FHER,

aws ec2 create-tags --resources $PUBLIC_SUB --tags Key=kubernetes.io/role/
elb,Value=1

aws ec2 create-tags --resources $PRIVATE_SUB --tags Key=kubernetes.io/role/
internal-elb,Value=1

8. EVMBMRRAENELRENKHER, SLEREBEMIKARNEN P #hit,

aws ec2 create-internet-gateway \
--query InternetGateway.InternetGatewayId \
--output text

aws ec2 create-route-table \
--vpc-id $VPC_ID \
--query RouteTable.RouteTableId \
--output text

aws ec2 allocate-address \
--domain vpc \
--query AllocationId \
--output text

aws ec2 create-route-table \
--vpc-id $VPC_ID \
--query RouteTable.RouteTableId \
--output text

9. # IDsTFRAERREE A,

export IGW=igw-1234567890@abcdef0

export PUBLIC_RT=rtb-0987654321fedcba®d
export EIP=eipalloc-@be6ecac95EXAMPLE
export PRIVATE_RT=rtb-1234567890@abcdef0

1044 AR R B EE#E E VPC,

aws ec2 attach-internet-gateway \
--vpc-id $VPC_ID \
--internet-gateway-id $IGW

Y Amazon VPC 21§ 33
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MELEBBHRENE FRBEMES  WERENRHZEERREE,

aws ec2 associate-route-table \
--subnet-id $PUBLIC_SUB \
--route-table-id $PUBLIC_RT

aws ec2 create-route \
--route-table-id $PUBLIC_RT \
--destination-cidr-block 0.0.0.0/0 \
--gateway-id $IGW

1233 NAT BB AS HELsEM (P b it B VBN , LURRARE FRBHRE,

aws ec2 create-nat-gateway \
--subnet-id $PUBLIC_SUB \
--allocation-id $EIP \
--query NatGateway.NatGatewayId \
--output text

138 EARENE FEBEMER , YEREREUKAE NAT FiE,

aws ec2 associate-route-table \
--subnet-id $PRIVATE_SUB \
--route-table-id $PRIVATE_RT

aws ec2 create-route \
--route-table-id $PRIVATE_RT \
--destination-cidr-block 0.0.0.0/0 \
--gateway-id $NATGW

14.(2A ) HRZSTAEHE  EELRSR  UEALNENAEFBERBRESAMETARESE,

BAUFTESN IAM A& F OpenlD Connect 478

£/ HCP #5213 ROSA 2l , BUNEBILEMN IAM AEFBEK , LAK OpenlD Connect (OIDC)
fHRE, WFEMEA HCP B ROSA IAM A FBUERIFHER , F2 8 the section called “ AWS ZEH

IR FEEA auto ROSA CLI EXBBIE MY £/ HCP 52 ROSA FifE#Y OIDC # &,

1. B MEN IAMIREAG®MBE, --force-policy-creation 2B2EFEMRENARNK
K, MRZEACGTBE K WTERAERIELER.

BIFTEMN IAM B H OpenlD Connect fH7E 34
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rosa create account-roles --force-policy-creation

@ Note

MRENBEFNFHEBH , CLIROSA S HERAE , EHENBREZNRTEERN.
MERHPMNTSER , 552 the section called “¥f CLI ROSA 1B HA ) Bt 4R 7 BUE BLE 1T

[ER2H.

2. B3 OpenlD Connect (OIDC) #%E , LM AHEENFERAES 2 BE. HERERCEMAHE
OpenShift Cluster Manager (OCM) ¥ EL M

rosa create oidc-config --mode=auto

3. BHE CLI I FRHA OIDC ROSA fHRE ID, FHEEERM OIDCHREID , F8EEH HCP B E
37 ROSA,

4. " ERBEERAFRBEFEBMNEETAN OIDC & , FHT TGS

rosa list oidc-config
5 BMFIEN IAMEEFAE , <OIDC_CONFIG_ID>LA%rI#EH AT OIDC #A%E ID B
Example

/A Important
BIHEE FAE<PREFIX_NAME>EF  #M4ERE PEMFE, RHESELAE

g

N O

rosa create operator-roles --prefix <PREFIX_NAME> --oidc-config-id <OIDC_CONFIG_ID>
--hosted-cp

6. FERBCEY IAMEEFAE®  BHTFIGT

rosa list operator-roles

BIFTEMN IAM B H OpenlD Connect fH7E 35
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£/ CLI 1 21 EH HCP ROSA F5&H# ROSA AWS STS

BT LAMER CLI iR #EE AWS Security Token Service (AWS STS) # auto &= , &2 HCP
ROSA 721 ROSA, &uLUREZEFHALE API M ASRFLAE API M ARETHEE,

BULER BE E—TAEE (E—THES ) IZETHESD (ZUHAEE ) 1 ., £EA—8
BRT , #231 CIDR E&#XERFSE VPC K CIDR &,

THRFEH rosa create cluster --hosted-cpmtREILEH HCP KWE—TfHE1H ROSA
EE ZEEVEMRSHEN BE , BEGIwlti-azPIBE  UREEREC SELE FHE
IDso

1. FEATHEF—ESEIES HCP E£H ROSA,

. EFANE API MM AEIIER HCP #£5£1 ROSA |, IEEE&EEE. EEFARTH. OIDC i
ID , ARABEMNFLE FHEE IDs.

rosa create cluster --cluster-name=<CLUSTER_NAME> --sts --mode=auto --hosted-cp --
operator-roles-prefix <OPERATOR_ROLE_PREFIX> --oidc-config-id <OIDC_CONFIG_ID> --
subnet-ids=<PUBLIC_SUBNET_ID>,<PRIVATE_SUBNET_ID>

- EAFE API MW AZIES HCP £25M ROSA , EEREEH. EEFABFHE. OIDC fH5E
ID MFH FHEE IDs,

rosa create cluster --private --cluster-name=<CLUSTER_NAME> --sts --mode=auto --
hosted-cp --subnet-ids=<PRIVATE_SUBNET_ID>

2. B E NRE BE

rosa describe cluster -c <CLUSTER_NAME>

® Note

MBRIEFARME State WATE 10 DEERAREFTATRBEARE | B0 RHHE#A,
& EBK X8 2 Red Hat XELIEVGHB) , 582 @ the section called “BUS X &7,

3. B F OpensShift ZRKREX B , Bt BE BUERE.

rosa logs install -c <CLUSTER_NAME> --watch

/A CLI F B E%H HCP ROSA #5# ROSA AWS STS 36
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REGODRMENYRT B5 FEUE

ROSA @& REM OAuth ARES. B B5E % , BN ARE OAuth MERA G RMEE, RE , &
AU FEAEREEEREN TP IREE , UBTFHAFEEN WER B5., ZUURSERTEL
F#A#&cluster-adminsdedicated-adminf .

7

BRI L % ROSA BRETRM S oiREEER B5, IENERIIE GitHub, GitHub
Enterprise. GitLab, Google, LDAP, OpenID Connect #1 HTPasswd & 712t %,

/A Important

HTPasswd B REEETSANEBIE—FEEEBEEFHAE, HTPasswd T EMA B —K
Rigg niR#E ROSA,

THREFER GitHub P IRMUERERES ., MFNMREBEXES D REEFEENERSR ,
BIERE S 1 IRHE AWS STS.

s
W%

1. BEZE github.com W& ALEH GitHub 1R,

2. MRBEETAR BoMERN GitHub 84 B5E B2V —E. MEFMENR , BF2E GitHub X
inas:

3. £ ROSACLI WEBXNEX , ABNBERTES DIRESE,

rosa create idp --cluster=<CLUSTER_NAME> --interactive

4. Bt HPARRT , SRS GitHub AR EM BE&E 7.

I: Interactive mode enabled.

Any optional fields can be left empty and a default will be selected.

? Type of identity provider: github

? Identity provider name: github-1

? Restrict to members of: organizations

? GitHub organizations: <GITHUB_ORG_NAME>

? To use GitHub as an identity provider, you must first register the application:
- Open the following URL:

https://github.com/organizations/<GITHUB_ORG_NAME>/settings/

applications/new?oauth_application%5Bcallback_url%5D=https%3A%2F%2Foauth-

openshift.apps.<CLUSTER_NAME>/<RANDOM_STRING>.pl.openshiftapps.com%2Foauth2callback

%2Fgithub-1&oauth_application%5Bname%5D=<CLUSTER_NAME>&oauth_application

REFIRPEWRT H5E FEVE 37
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%5Burl%5D=https%3A%2F%2Fconsole-openshift-console.apps.<CLUSTER_NAME>/
<RANDOM_STRING>.pl.openshiftapps.com
- Click on 'Register application'

5. =8 HPBIR URL , <GITHUB_ORG_NAME>LL GitHub M & BEUL
6. £ GitHub f8E L | ;BIESTMERER , £4H GitHub &ML OAuth EARER.

7. BT T A& , £/ GitHub OAuth EEHP MW ERAEARIER N rosa create idpEEBRRER. #
<GITHUB_CLIENT_ID>#1 <GITHUB_CLIENT_SECRET>HU{X%A GitHub OAuth EARERXNEAE

Client ID: <GITHUB_CLIENT_ID>
Client Secret: [? for help] <GITHUB_CLIENT_SECRET>
GitHub Enterprise Hostname (optional):
Mapping method: claim
: Configuring IDP for cluster '<CLUSTER_NAME>'
: Identity Provider 'github-1' has been created.
It will take up to 1 minute for this configuration to be enabled.
To add cluster administrators, see 'rosa grant user --help'.
To login into the console, open https://console-openshift-
console.apps.<CLUSTER_NAME>.<RANDOM_STRING>.pl.openshiftapps.com and click on
github-1.

H H U 0 ) -

(® Note
AREEANMOENRRE , SrREEEETEERERAY, MRBEHREcluster-
adminfEA#E , LA LHI1T oc get pods -n openshift-authentication --
watchPAE A EMHIEREREEEF OAuth Pod EFTEE.
8. RS ITRMES EREE.,

rosa list idps --cluster=<CLUSTER_NAME>

RTERAEYE N FEIHE 25

BULKERAENMEERENS T RHE , B URTEAEYE NWEIE,
TIRFERERAEREERESKE T MEZEEN GitHub B8,

RTEREY HEHE B 38
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1. BEF github.com & A& GitHub tRF,

2. BFEE £5 FH GitHub BN ERE. MEFMER , F2E GitHub XAFH A EEE A & i
ABRVAER

iXE cluster-admin FFT

1. T T Y SRZEFcluster-admingFal, #& <IDP_USER_NAME> Hl ERfX <CLUSTER_NAME>%
EHERENEERR,

rosa grant user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BREAENA cluster-adminsEHEMN K E,

rosa list users --cluster=<CLUSTER_NAME>

% dedicated-admin 357

1. EA T SEFdedicated-admingF i, BT T 3&S , & <IDP_USER_NAME> #l EY
£ <CLUSTER_NAME>AEMFEREN B5£ 218,

rosa grant user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BREAENA cluster-adminsEHHEMN K S,

rosa list users --cluster=<CLUSTER_NAME>

#E 1ZIB Red Hat EEER T A FE

E 5 BB Red Hat EEERETEZEAEALN
1. 2 FHATHGHEE WEHES URL, <CLUSTER_NAME> i BRfX A NEHE 5.

rosa describe cluster -c <CLUSTER_NAME> | grep Console

2. BEFHEHPHEERES URLIEEA,

EEM. BEAUELRT , BEEGIRAERR | ATKREHERBNEMREDR,

ERE cluster-admin FF A

39
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https://docs.github.com/en/organizations/managing-membership-in-your-organization/inviting-users-to-join-your-organization
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ERAEER

it BABASRKTBEAEN

£ Red Hat E&EIwE A , BT LLEFE Developer Catalog BIFHERARER Y FEAKBLRTE,

—

. EEBERedHat EEEIRTES , AR ERLENZRARIANES.
EEENERL | BEREREEA

EEEEAEY , BEEH >EE > BYEE,

WMASRNER , WEREHITEEREBNHER,

BIEEINRBIER,

tIHRBREBABEN K AREEF +IE. FRECEINEREMNEINESR,
ERBEABSBSHTFELRT | BEME RK.

EHRASHSERYF , £IsERFIEEFES > JavaScript.

E1E Node.js , AR BEZFE VAR UBEME L Source-to-Image EAEX EH.

© © N o g &~ w0 b

(@ Note
BT RETE RIZIFRBRATA BRZ R LU R Node js B,

10% Git BB , BEEHFH.
MAEBBRMLT , FEHE—NEHE,
12 BEFE,

(® Note
MEAEXMERTEL D ENRE,

138FBEE , FFERERRARERNEH URL,

BERTHFRIERSHM , YEREUATRAENAR

Welcome to your Node.js application on OpenShift

14.( 2/ ) MEREARXIBRER
a. TEEESAEY , BEEH > EX,
b. MMERNEFRE K RRBEMRESR,

# AEASESRNEREAEN

40
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REAERMIEcluster-adminiFd]

1. EAT A SHEEcluster-adminif A, #% <IDP_USER_NAME> F1 BX{X <CLUSTER_NAME> A&
WEREN #5E 2,

rosa revoke user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. ERRFERAEARY Bcluster-adminsBENK S,

rosa list users --cluster=<CLUSTER_NAME>

REAEMEdedicated-adminiFA]

1. ERAU TS Hisdedicated-adminiF . #% <IDP_USER_NAME> F1 H\f{<CLUSTER_NAME>2%
BHEREN 5 828,

rosa revoke user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. (A E KRS Adedicated-adminsBHEN K E.

rosa list users --cluster=<CLUSTER_NAME>

REEERES NFEE &5
EANBES HEREEAEN BE FIE , SARUREN S REETBRAM.
BANALN RETAERN S5 REE BE, THRFEMEB GitHub BRRE R BE FIVE

1. BEFE github.com I & A& GitHub tRF,
2. 1€ GitHub A BBRERE. MEFHMENR , FLH GitHub XHPRWEEBBEBREE,

MIpREE AWS STS &R

& T LA{E A ROSA CLI 32 BR{# A AWS Security Token Service () #5 BIAWS STS, &t Al LUEA
ROSA CLI 2RHBR 237 IAM B9 A &H OIDC ###& ROSA, & ZEMIBR 237 IAM BWBER ROSA |, &1
LAER IAM £ 5,

REBAERIEcluster-adminiFa] 41


https://github.com/
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® Note
IAM 2K AEMBK ROSA ATREMMHERSE P EA ROSA £EEF A,

1. MIBR #E&E WEEF ASS., <CLUSTER_NAME> #§ i & BB ID &£,

rosa delete cluster --cluster=<CLUSTER_NAME> --watch

/A Important

VAT Te BE MR, TEBRIAM A6, BERM OIDC #ER., FEIRF IAM £
EFREMBRZEREAEYINER. FEEHET IAM BEF82EFR OpenShift EBH FEIUH
BiR. EHEFEA OIDC REEEITHDBE

2. BT IO T , MBR 25 EE T RARBEN OIDC REE,

rosa delete oidc-provider -c <CLUSTER_ID> --mode auto

3. MBRBERENEET IAM A,

rosa delete operator-roles -c <CLUSTER_ID> --mode auto

4. FRATHHSMERIIRSE IAM A®, <PREFIX> # BIRAEMBRZIRE IAM ABNFE., IREE
BURF IAM BGKIEET BFIFH , FBIEEHRFEManagedOpenShiftF &,

rosa delete account-roles --prefix <PREFIX> --mode auto

5. Mk 237 IAM BB ROSA,
a. BAIAM X5,
b. EFMERTHEAIZES | BIEBK,
c. BEUAEMBRMEE , ARBEBE > MR,
d. MABSKER , REBIEMER,
e. EE LS RRMBR HSE 1AM BUER B,

MIBrELE AWS STS ME R 42
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£ CLI ROSA 23 ROSA EirE&E

T3 & EERE MM EER AWS STS # CLI ROSA B#RER ROSA Bk, WMEMEH Terraform EiI
ROSA BEEN SR , 5528 Red Hat X, BEEE—F 7HET ROSA EEM Terraform 1244
& |, 5528 Terraform X4,

ROSA CLI £/ auto #X 3 manual X REILE ROSA FTEN IAM BER 5. auto BEXE
ENEIFFEMN IAM A€ FMBERM OpenlD Connect (OIDC) tfER, manual EXEWHEYT IAM &
RFTER AWS CLI 55, FEBMEA manual B , BUUEFEBHTH D ZAIREELEN AWS CLI
WH. FEB manual BX , B UG SEEGESTNS —EEESSHFE K BUMUTUELE
o

MERREANESEE , 5260 FKEEH ROSA

ES- |

« FRIERE

« £/ CLIROSA fl 23 ROSA E#iE & AWS STS
- RESSREEYRT E5 FEUE

- RYEAEH NEIE SE

o E%5F cluster-admin 7]

+ FXXE dedicated-admin ¥ T

« ¥% %18 Red Hat EE BT LA FH
- R ARASEHBEEARER

. fefE A BB cluster-admingf o

4 A &M #Bdedicated-admingF ]

- HEFEREN NEFEIVE ES

« MIBRFEE AWS STS FER

FoIR IR
SERX A 5 H Y SR B YEthe section called “E% &,

£ CLI ROSA # #1 ROSA Eifi&# & AWS STS

AT LA{E R CLI 1 # £ ROSA E 37 ROSA &i#% AWS STS,

E# Y ROSA &g & - CLI 43
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1. {5/ --mode automX BV MEMN IAM IREABNBE--mode manual,

rosa create account-roles --classic --mode auto

rosa create account-roles --classic --mode manual

® Note
MREHNBERFHFACBH , CLIROSA 8 LIERAR  BLHENREFTHFEE
#o MTERBBMMHLSR , 52 the section called “¥#f CLI ROSA if8 # 9 Bt iR 17 ENAE A
EITHEDE

2. & FH --mode autom B --mode manual., auto BRAELERERMETHEE,
manual BERXEE R AEERETHITHRE,

rosa create cluster --cluster-name <CLUSTER_NAME> --sts --mode auto

(® Note

EIRIEE BF--mode auto, rosa create clusterm S EHBEVEERENEEF

IAM B&7H OIDC #fEr. EHE T OIDC RHUEETH DEBE.

® Note
fEH--mode autofEFRER , SREZIHEE OpenShift lRZR,

rosa create cluster --cluster-name <CLUSTER_NAME> --sts --mode manual

/A Important

WRIEFE manual WXFEAMNE |, AIESELE KL 20% BIREEREINER, BRT FHERR
Amazon EBS & z5\ , BARTRSIEFE —BENBENER,

£/ CLIROSA #1 2131 ROSA Eifi& & AWS STS 44
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® Note

HiTmanual BB EER  LEEFHEIVEERTHEET IAM AR | LUIREEE
BT FREFEM OpenlD Connect 2%,

3. & HMRE BE

rosa describe cluster -c <CLUSTER_NAME>

(® Note

MBHEEFARY , 3N State WE 40 P ERAREBEEFERE  F20 GRHEEMH, &
EE K X 2 Red Hat XESE KRB , 552 B the section called “EU5 X #E7,

4. BlF OpenShift ZEREX B , Bt BE BUEE,

rosa logs install -c <CLUSTER_NAME> --watch

RESHREELHET BE FIH

ROSA @& REM OAuth AIRES. F|E B 2% , BYUERRTE OAuth IER B HiRfHtE, RE , &
AL EAENEERREN G RESE | URFMUMAEEEN WER B, EUREERTEL
A& cluster-adminzdedicated-adminZf .

B LA ROSA BRETEN S D iRMEER 5, IENER T GitHub, GitHub
Enterprise. GitLab., Google. LDAP, OpenID Connect #l HTPasswd & 712t &,

/A Important

HTPasswd &7 Rt EETSAREVE - FREESFEAE. HTPasswd TXEMA B —#
R& & 7 R1#%& ROSA.

THRFEH GitHub T RHERERES, WFRNARESEZES ST RUERENRA , F2
BERE S 1 IR E AWS STS,

i

REFIRPEWRT H5E FEVE 45
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1. BEZE github.com W& ALEH GitHub 1R,

2. MIRERBARAN B MEMN GitHub 188 B5E , FEM—E. WFFMEF , F2H GitHub X
RV SR

3. A ROSACLI WEBHRNER K ACHNEERES P IRHE,

rosa create idp --cluster=<CLUSTER_NAME> --interactive

4. Bt PARRETR , SIRHY GitHub AR EH BE&E 7.

I: Interactive mode enabled.
Any optional fields can be left empty and a default will be selected.
? Type of identity provider: github
? Identity provider name: github-1
? Restrict to members of: organizations
? GitHub organizations: <GITHUB_ORG_NAME>
? To use GitHub as an identity provider, you must first register the application:
- Open the following URL:
https://github.com/organizations/<GITHUB_ORG_NAME>/settings/
applications/new?oauth_application%5Bcallback_url%5D=https%3A%2F%2Foauth-
openshift.apps.<CLUSTER_NAME>/<RANDOM_STRING>.pl.openshiftapps.com%2Foauth2callback
%2Fgithub-1&oauth_application%5Bname%5D=<CLUSTER_NAME>&oauth_application
%5Burl%5D=https%3A%2F%2Fconsole-openshift-console.apps.<CLUSTER_NAME>/
<RANDOM_STRING>.pl.openshiftapps.com
- Click on 'Register application'

5. 8 FBR URL , <GITHUB_ORG_NAME>#§ E\{X B GitHub A8 Z &,
6. £ GitHub 3 E Lt , BIESTMEARER , £4M GitHub DT OAuth EARER,

7. BT T ST , £/ GitHub OAuth EEMHP M ERAEARIERNrosa create idpEBRRER. #
<GITHUB_CLIENT_ID>#1 <GITHUB_CLIENT_SECRET>HU{X%A GitHub OAuth FEARERXNEAE

Client ID: <GITHUB_CLIENT_ID>

Client Secret: [? for help] <GITHUB_CLIENT_SECRET>

GitHub Enterprise Hostname (optional):

Mapping method: claim

: Configuring IDP for cluster '<CLUSTER_NAME>'

: Identity Provider 'github-1' has been created.

It will take up to 1 minute for this configuration to be enabled.

H oH 0 0 ) -

To add cluster administrators, see 'rosa grant user --help'.
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To login into the console, open https://console-openshift-
console.apps.<CLUSTER_NAME>.<RANDOM_STRING>.pl.openshiftapps.com and click on
github-1.

(@ Note

ARRFEANMOENRKRE , SoRESEBTSERERAY. WREBEFZECcluster-
adminfEA#E , B LA#IT oc get pods -n openshift-authentication --
watchAfE A EH A AEREREEE OAuth Pod EFERE.

8. R H 7 RMHEC EMRTE,

rosa list idps --cluster=<CLUSTER_NAME>

RPEMAEY WFEE &5
EAMSEREFEERENHREE , BE UETEAEY WFRM

TIREFERERAEREERERK S T HEZEEN GitHub B8,

1. BEE github.com I & AEM GitHub RS,

2. BFEHRE B5 FH GitHub BN ERE. MFEFMER , F2E GitHub X rYEFS £/ & i
AEHEE

% E cluster-admin 57

1. BT TSR SRFFcluster-adminiFal, #§ <IDP_USER_NAME> F1 ERf8<CLUSTER_NAME>%
TBHERENEEZE,

rosa grant user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. ERMEAES A cluster-adminsBHEMN K E.

rosa list users --cluster=<CLUSTER_NAME>
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%7 dedicated-admin 357

1. AL T oS ®Fdedicated-adminiF ], T T3& T , # <IDP_USER_NAME> 1 EY
£ <CLUSTER_NAME>AEMFERAEMN B5£ 218,

rosa grant user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BREAEI A cluster-adminsEHEN K E.,

rosa list users --cluster=<CLUSTER_NAME>

# £ FiB Red Hat REEiwm T A FE

BY S5 EEESHAEIKERENEEERENG I RMER  LTLIEB F5 Red Hat BEE
mERAEAL .

1. B&E FHATHGSEE TS URL, <CLUSTER_NAME> #§ UK A NWEHE ££,

rosa describe cluster -c <CLUSTER_NAME> | grep Console

2. BEZWMHPMNEEA URL IEA,
o MBEET Tcluster-adminfEf#E , BEARENEAERZEA,

- MREER RESHRME BE  FECEA. BEAHFTARPERESIRUEESRE , ARTHRE
&R HNEMRERE R

i FRBAEEZTBERAEN

# Red Hat EAEwEHEA , BT LLEEE Developer Catalog Al ERRER , WHEAKBALRET,

—

. EBEZE RedHat BEEERTES , ARBELERZFRAREANES.
2. ERENEE L , BEERBERA,

3. HEEEAEY  EBEHE>ERX>EBUER,

4. GAERNER  WEFM BB R BANEIL,

5

6

CBREEBEVMEIER,
CPRIRBASEHRE  RR2E 1, FREENNERRMEINESR.

EXE dedicated-admin @] 48
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7. THBRASESEEARY  BERMERE.
8. THBEAEBEHKEMEYP , £IhsekPEIFEFES > JavaScript,
9. ##F Node.js , AR BEEFE L EARENIBBUE L Source-to-Image EAREX HH,

® Note
B e EERBRRATE EIE M LUE R Node.js BIH,

10% Git BB , BIEFEHRFEH.
MAEBRBRMUT , FEHE—NERE,
12 BB &,

® Note
VMEARXHBEEEL D ENRRE,
13BN , FEERARENXAIRE URL.
BIBERTHHZRSIEREFRY , YRERBELUUTABTHAL,

Welcome to your Node.js application on OpenShift

14.( 2R ) MBREARXALBRER :
a. HEEEERNT , BERE > EX,
b. FRMERNEERE K REBREMBRER,

REAEEEBEcluster-adminif

1. AT SHEEcluster-admingf . #§ <IDP_USER_NAME> Fl BRf{<CLUSTER_NAME>A &

HERAEMN RE 28,

rosa revoke user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. A E R Bcluster-adminsBENK S,

rosa list users --cluster=<CLUSTER_NAME>

REBAERIEcluster-adminiFa]
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REAEMEdedicated-adminsF Al

1. ERU TS Hisdedicated-adminiFal. #% <IDP_USER_NAME> F1 H\{{<CLUSTER_NAME>2%
BHEREN #£5 28,

rosa revoke user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BRFEAE ARV Adedicated-adminsEEM K E .

rosa list users --cluster=<CLUSTER_NAME>

HEEREY NFEE B85
BB S D REEEAEN BE FRE , SERBUMARREN S HERETBR,
BALR RETRERN S0 RIEE S5, THRFEMB GitHub BRREN HE FIVE

1. BEZE github.com I & AR GitHub 1RS,
2. # GitHub A REAE, WFFMEF , F2E GitHub XHHPHRENEBBERRE,

MIpREE AWS STS &R

& T LAME A ROSA CLI 3B 8 AWS Security Token Service () #5 BAWS STS, &t Al LUEH
ROSA CLI 3RHER 237 IAM BIAEF OIDC 24t#& ROSA, ZEMIER 23 IAM HIEIR ROSA |, &1
LMER IAM 324

/A Important
IAM 238 AEHMBEK ROSA AJseHAERIIRF PR EHM ROSA #2EFMH.

1. MIBR #EEE WEEEHS, <CLUSTER_NAME> #§ iR A BB ID # £,

rosa delete cluster --cluster=<CLUSTER_NAME> --watch

R EHiSdedicated-admingFa] 50
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/A Important

BNBELEE T BE MR, TEEBKRIAM &€, BERA OIDC &SN, BMBRTEERNEYT
NWEREEIRS IAM B, EEIRES IAM A€ T 8B OpenShift BIEEER I MNER,
EE T OIDC BRIt EHITH 9 B,

2. BT OGS , MER 25 EE T RARBMIEMN OIDC REE,

rosa delete oidc-provider -c <CLUSTER_ID> --mode auto

3. MBREEBENERE T IAM A&,

rosa delete operator-roles -c <CLUSTER_ID> --mode auto

4. FRATHIGSMERIRSE IAM B8, <PREFIX> i RAAERKRHNIRSE IAM AENFE, MRER
BIURF IAM S2KEET BFIFH , FBIEEHEFEManagedOpenShiftF &,

rosa delete account-roles --prefix <PREFIX> --mode auto

5. MR 237 IAM B B3R ROSA,
a. A IAM £ A&,
b. EFNEETHAAIRES | BERX.
c. BEVEEMPRRABER , AEBEFEE > MIBR.
d. MABRER , REIBEMK.
e. B IS BRRMBR EE IAM BEX B,

ZEIFEA B ROSA E#EESE AWS PrivateLink

ROSA EABETUBBLETRNSRHE : 8. FAEHFAE AWS PrivateLink, #15E ROSA &
IREEEMMER |, 5526 the section called “Architecture”’s ¥R LNEMALE K B | OpenShift #FE
AIAFEERRR Y ERARENEAR AR LEERIE,

MREEENR B5E NEABRXITEEHBRBIE , B LUHEA ROSA classic AWS PrivateLink #1T
FXE. AWS PrivateLink @ —ES A A, AIERMEMA , ROSA ATARE AWS EFIRFH ROSA
IR MBEE R BB AEELR, EiB AWS PrivateLink , Red Hat #835 A5 14 T2 (SRE) BB
LEREREZEEE AWS PrivateLink i B FAE 7K , FEEEUINB I ENEE,

Y ROSA E#t# K - AWS PrivateLink 51
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MEBFHMEA AWS PrivateLink , SRR AWS PrivateLink ?

e

. FRGH

« E3I Amazon VPC %4

« {£/A CLI ROSA #l E 1 ROSA E#i&E & AWS PrivateLink
« EXXE AWS PrivateLink DNS &%

- RESSREBEELRT E5 FHUE

- BYFEAEY NEIE 5

« E%5F cluster-admin 7]

« EXXE dedicated-admin ¥ A

- 5 FB Red Hat BEEERTEEFR
- Rt ABRASRHHMEBRAREN

. e E R #Bcluster-adminst A

- #&4F A FE B dedicated-adminFF Al

- HEERAEY NERE BS

« MIBREFEE AWS STS FE IR

TR

ST 5 AY SEIR R4 B fFthe section called “3

ka
A

o

3 Amazon VPC 248

THEFERIAJARTERSEN Amazon VPC B8, iR 5 ERMAEELF TREED.

N THEEEER NAT B8 , $REVRE THRENELRERHENEEREN. LaEflfER
10.0.0.0/16 #9 CIDR E# Amazon VPC, Fi8 , A LEZETRER CIDR B, WEFHESR
ABHFE VPC K,

/A Important
MBFRHE Amazon VPC BR | #EETE KR,

TR RAF 52
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Example

Amazon VPC console

1.
2. £ VPC &%*kiR Lt , i#$E Create VPC (E1I VPC),

3.

4. REENEHELEERBERURY VPC BERN "8 BR , SiHBFHRURMHERIEW VPC

© N o O

Bk Amazon VPC 24,

#¥f Resources to create (B &JR) , #E#E VPC and more (VPC %),

'R "E8. BR,

EIPv4 CIDR B , 8 A VPC # IPv4 it 858, VPC HALEA IPv4 #tiit S,

(EA) EEXE IPv6 RE , 7B1EEF IPv6 CIDR E#, Amazon £4# IPv6 CIDR E#i,
B ARES Default,

SHETARER (AZs) WBE , BEEEFENHE. YREHRLSHDEE , ROSA FE=(ET
RAEE, EEEZEFHERNAZ, FREBF AZ

@ Note

R ROSA BTEBREREERANGSETAESE., LA LAfEA ROSA CLI rosa list
instance-types@ R RIIHMETHL ROSA HITHEEER, EEREIHTHEESE
REREBRAREENTARES , 55#H AWS CLI %% aws ec2 describe-instance-
type-offerings --location-type availability-zone --filters
Name=location,Values=<availability_zone> --region <region> --
output text | egrep "<instance_type>",

9. EERELN TN , FEELETHERBENAE TR ENE, SERIF TR IP it

WEE 6 FRFEBRF] F#K CIDR ER,

(® Note
ROSA EREFABEARELBENTRAERAREED —ELE FHEE,

105 EEB IPv4 RTFAEFREPLEERMRNERFZIE , Fith NAT REEEREHPE

11

I NAT BEBAZs HE, BAEERED  BRLESEAZ PHE—ENATHE K 1ZEFEERF
BB BRI ER,

(A ) MBEEE Amazon S3 BiE#M VPC £H |, F5&1E VPC im % S3 Gatewayo

127 EENTEEX DNS i#1H, ROSA £ VPC LH DNS F#EBXZE,

#37 Amazon VPC %1 53
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13:ZEFE Y VPC,

AWS CLI

1. £/ 10.0.0.0/16 CIDR B2 VPC,

aws ec2 create-vpc \
--cidr-block 10.0.0.0/16 \
--query Vpc.VpcIld \
--output text

RS EER VPC ID, AT R,

vpc-1234567890abcdef0

2. # VPC ID FHE IRIEEZEH T,

export VPC_ID=vpc-1234567890@abcdef0d

3. £ VPC_IDIRESE A VPC EINameiEH,

aws ec2 create-tags --resources $VPC_ID --tags Key=Name,Value=MyVPC

4. £ VPC LA DNS = #EBXE,

aws ec2 modify-vpc-attribute \
--vpc-id $VPC_ID \
--enable-dns-hostnames

5. VPC HEMNLNAMME TR  EEREYERNTAESE,

/A Important

ROSA EREFABSEAREURENTARHREEL —ENE FHEEK. YRERE
SROHE K FEZFATHEES. MIRTHFEELER , FEEEVEXRY

¥ 31 Amazon VPC 248 54
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® Note

Hit ROSA HTEREREEARNBETAREE, BT FEA ROSA CLI rosa list
instance-typesi S RFIHFTE A ROSA #TERER, EEREHTHEEFR
R EAREENTHES , 5% H AWS CLI 8% aws ec2 describe-instance-
type-offerings --location-type availability-zone --filters
Name=location,Values=<availability_zone> --region <region> --
output text | egrep "<instance_type>",

aws ec2 create-subnet \
--vpc-id $VPC_ID \
--cidr-block 10.0.1.0/24 \
--availability-zone us-east-1la \
--query Subnet.SubnetId \
--output text

aws ec2 create-subnet \
--vpc-id $VPC_ID \
--cidr-block 10.0.0.0/24 \
--availability-zone us-east-1la \
--query Subnet.SubnetId \
--output text

6. B NBNIE FHEE IDsERERREEHH.

export PUBLIC_SUB=subnet-1234567890abcdef®
export PRIVATE_SUB=subnet-0987654321fedcba0

7. ENBRRERAENELRENKER. SREREEMKARNEN IP it

aws ec2 create-internet-gateway \
--query InternetGateway.InternetGatewayId \
--output text
aws ec2 create-route-table \
--vpc-id $VPC_ID \
--query RouteTable.RouteTableId \
--output text
aws ec2 allocate-address \
--domain vpc \

#37 Amazon VPC %1 55
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--query AllocationId \
--output text
aws ec2 create-route-table \
--vpc-id $VPC_ID \
--query RouteTable.RouteTableId \
--output text

8. % IDsTERERREH T,

export IGW=igw-1234567890@abcdef0

export PUBLIC_RT=rtb-0987654321fedcba®d
export EIP=eipalloc-@bebecac95EXAMPLE
export PRIVATE_RT=rtb-1234567890abcdef0

9. IR ARRR FIEEEE VPC,

aws ec2 attach-internet-gateway \
--vpc-id $VPC_ID \
--internet-gateway-id $IGW

108N ARARENA TRBEMER | WERERE KA EMERE0REE

aws ec2 associate-route-table \
--subnet-id $PUBLIC_SUB \
--route-table-id $PUBLIC_RT

aws ec2 create-route \
--route-table-id $PUBLIC_RT \
--destination-cidr-block 0.0.0.0/0 \
--gateway-id $IGW

11323 NAT FiEIAS H B8 1P it BV B, URABRE FHERINRE.

aws ec2 create-nat-gateway \
--subnet-id $PUBLIC_SUB \
--allocation-id $EIP \
--query NatGateway.NatGatewayId \
--output text

128N ERARENE FRRELEE  YEREREURHAE NAT BiE

aws ec2 associate-route-table \
--subnet-id $PRIVATE_SUB \
--route-table-id $PRIVATE_RT

Y Amazon VPC 21§ 56
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aws ec2 create-route \
--route-table-id $PRIVATE_RT \
--destination-cidr-block 0.0.0.0/0 \
--gateway-id $NATGW

13.(#A ) BRZTAENE , EELRSR  UERLENLE FERRE S SAmE T B EH.

£ CLI ROSA 1 23 ROSA E#i# &% AWS PrivateLink

A LAE A ROSA CLI #1 AWS PrivateLink 83 #5%£ EFE—THES (E—TJAEHE ) HZET
RES (ZTHRESE ) . EEA—FERLT , #2551 CIDR EEHXAR/FESE VPC ¥ CIDR &,

THIFEFMFERH rosa create clustermTREN ROSA B EE, EERVEMBEL R E5E |
B T --multi-azHEEE  RABREMHBRREEFEHNWILE T IDs,

(® Note

MRIEBER ARG, BIAEEITIRE , & ROSA AU EIREEEFIENHEL,
NEFMAERR , 7528 Red Hat XA EH AWS PrivateLink #EHEK,

1. M --mode auto= BYFTEMN IAM IREABNBK--mode manual,

rosa create account-roles --classic --mode auto

rosa create account-roles --classic --mode manual

(® Note

MREHBEENFACIBEE , CLIROSA 2l BERAE | BHEANREZRNEESE
o MESRHBHMNLER , 552 the section called “¥f CLI ROSA 1B Hify B4R 7 BV
HEITHERDE

2. JATTFHIEF —He T BE REY .
- E—mHE

£ CLI ROSA # 23 ROSA {&#t# 5% AWS PrivateLink 57
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rosa create cluster --private-link --cluster-name=<CLUSTER_NAME> --machine-
cidr=10.0.0.0/16 --subnet-ids=<PRIVATE_SUBNET_ID>

* Multi-AZ

rosa create cluster --private-link --multi-az --cluster-name=<CLUSTER_NAME> --
machine-cidr=10.0.0.0/16

(® Note

EEEIFEH AWS PrivateLink ¥ & AWS Security Token Service (AWS STS) %G H#i
BAERIELE  EMiIN --sts --mode autoz --sts --mode manualZl rosa
create cluster W HHER.

3. MREBNRTEY £5 EE T IAM A6,

rosa create operator-roles --interactive -c <CLUSTER_NAME>

4. By 5 EE FHAKREER OpenlD Connect (OIDC) 21t &,
rosa create oidc-provider --interactive -c <CLUSTER_NAME>
5 WE WRE B5E,

rosa describe cluster -c <CLUSTER_NAME>

(® Note
State WMURZTHEEE 40 piE BE Tl ~readyiRi, MRMERBKIE ready 40
PERKBERE BB RHIR, EEBK X8 H Red Hat TE LS IHE) , 28
the section called “ER5 % &,

6. B& OpenShift RERA B , Bt B BUEE,

rosa logs install -c <CLUSTER_NAME> --watch

£ CLI ROSA # 23 ROSA {&#t# 5% AWS PrivateLink 58
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% AWS PrivateLink DNS &%

EA WEESEHP AWS PrivateLink ZX AN EFAEERHMAEFTEE EE Route 53, Route 53 FAF
AEEHANGHKRERIERETH VPC RE,

Let's Encrypt DNS-01 BB EENEEYE , TEAPERLERE L HEENERE. BRELCHSE
Let's Encrypt B8 TR A MIBR. BEFNBENWELBRNMATENESE A6 BES 0 XFEELRH. i
RELEFEERTAZH , ELFEFEREEFTHEBEAR,

%

WEAWS RERERBNFAER , F2REALEELS. T AAERINFEER  F2HE
AratEESE,

%7 Route 53 Resolver & A i 25

1. EEAFF api.<cluster_domain>Hl &52#k* . apps.<cluster_domain>7E VPC /| ZB##
¥, 585%E Route 53 Resolver B A ix %,

® Note
ELREEARNE  EOFEEEME IP it UETHRE. EBREELERETRES
RISRE IP ik, R SAFE BRLE R H th F] ) B IE B M R EH AR IP it

2. ERREBARKME  FENECEIURERAEAN VPC MFLE T/,

SREHEER DNS Hix

Route 53 Resolver A EPim 22 T BB E/ER | F558E DNS Hix | FHK TN EERRIZUTUER
DNS &3,

1. RELHNARMEE | 44 DNS EHEXEEEMHEM IP ik , H120 drow-
pl-01.htno.pl.openshiftapps.com,
2. INREEH DNS EfR—ME VPC Bix3| 5 — {8 VPC , FEBEEEEIARAPHET.

3. MRBEFRE R RHEE DNS AR , F2RENISE DNS AR:[HF , RECRERSEMEMN
BEIEM DNS H#ix,

5%7E AWS PrivateLink DNS &% 59
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REGODRMENYRT B5 FEUE

ROSA @& REM OAuth AIARES., &K E ROSA 2% , BM4ARE OAuth MEA oM E, R
% K BULKEREFEEEREN S PRHEE  URFAMEEEN WER 25, ZUUREER
FiELFEAEcluster-adminzxdedicated-admingF .

BRI A RETRN G REEER 5, IENEETIE GitHub, GitHub
Enterprise. GitLab, Google, LDAP, OpenID Connect #1 HTPasswd & 712t %,

/A Important

HTPasswd B REEETSANEBIE—FEEEBEEFHAE, HTPasswd T EMA B —K
Rigg niR#E ROSA,

THRFEK GitHub T RHEREAES, WFNARESEES I RUEBENRA , F2
BIERE S 1 IRHE AWS STS.

1. BEZE github.com W& ALEH GitHub 1R,

2. MRERETAR B 2MHER ROSA GitHub #8 B& , FEY —B. WEFMENR
GitHub X ryHER.

3. f ROSACLI WEEBRXESR , 1T 5%

Y
s
&

BEENETRHSE,

p
Y
Xa
it

rosa create idp --cluster=<CLUSTER_NAME> --interactive

4. Bt HPARRT , SRS GitHub AR EM BE&E 7.

I: Interactive mode enabled.

Any optional fields can be left empty and a default will be selected.

? Type of identity provider: github

Identity provider name: github-1

Restrict to members of: organizations

GitHub organizations: <GITHUB_ORG_NAME>

To use GitHub as an identity provider, you must first register the application:

- Open the following URL:
https://github.com/organizations/<GITHUB_ORG_NAME>/settings/

applications/new?oauth_application%5Bcallback_url%5D=https%3A%2F%2Foauth-

openshift.apps.<CLUSTER_NAME>/<RANDOM_STRING>.pl.openshiftapps.com%2Foauth2callback

%2Fgithub-1&oauth_application%5Bname%5D=<CLUSTER_NAME>&oauth_application

?
?
?
?

REFIRPEWRT H5E FEVE 60
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https://docs.github.com/en/organizations/collaborating-with-groups-in-organizations/creating-a-new-organization-from-scratch
https://docs.github.com/en/organizations/collaborating-with-groups-in-organizations/creating-a-new-organization-from-scratch

Red Hat OpenShift Service on AWS EREER

%5Burl%5D=https%3A%2F%2Fconsole-openshift-console.apps.<CLUSTER_NAME>/
<RANDOM_STRING>.pl.openshiftapps.com
- Click on 'Register application'

5. =8 HPBIRY URL , <GITHUB_ORG_NAME># BEifX A GitHub #REM E 1B,
6. £ GitHub f8E L | ;BIESTMERER , £4H GitHub &ML OAuth EARER.

7. £/ GitHub OAuth EEFHEARIEARIERNrosa create idpEBRIETR , #
<GITHUB_CLIENT_ID>#1 H\{X<GITHUB_CLIENT_SECRET>% GitHub OAuth FERARERXNEAE

Client ID: <GITHUB_CLIENT_ID>
Client Secret: [? for help] <GITHUB_CLIENT_SECRET>
GitHub Enterprise Hostname (optional):
Mapping method: claim
: Configuring IDP for cluster '<CLUSTER_NAME>'
: Identity Provider 'github-1' has been created.
It will take up to 1 minute for this configuration to be enabled.
To add cluster administrators, see 'rosa grant user --help'.
To login into the console, open https://console-openshift-
console.apps.<CLUSTER_NAME>.<RANDOM_STRING>.pl.openshiftapps.com and click on
github-1.

H H U 0 ) -

(® Note
AREEENMOENERE  BoRHEACTSERNERAP, MREERECIuster-
adminfEA#E , LA LHI1T oc get pods -n openshift-authentication --
watch@i G REFFEAEHHEREFHRIFER OAuth Pod,
8. MFCEMBEFDRME,

rosa list idps --cluster=<CLUSTER_NAME>

RTERAEYE N FEIHE 25

BULKERAENMEERENS T RHE , B URTEAEYE NWEIE,
TIRFERERAEREERESKE T MEZEEN GitHub B8,
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1. BEF github.com & A& GitHub tRF,

2. BFEE E5 FH GitHub BN ERE, WEFMES , F2E GitHub XA RYBEFEFERE I
AEHER

i cluster-admin FF 7

1. EATHGSEFcluster-adminifal, #% <IDP_USER_NAME> F1 BX{X <CLUSTER_NAME> A&
NERAENEEZE.

rosa grant user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. ESRERAES A cluster-adminsBEMNKE.

rosa list users --cluster=<CLUSTER_NAME>

=L

X E dedicated-admin ¥ 7]

1. AT SR Fdedicated-adminfFAl, #§ <IDP_USER_NAME> Hl ER{X<CLUSTER_NAME>%
BNEAEN B £8.

rosa grant user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BRFEAEINAE cluster-adminsEHHEN K E.,

rosa list users --cluster=<CLUSTER_NAME>

5 FiB Red Hat REEwmEEAFE

HEEEY BE EHETHERSEASHEELARENEPREHEEZR , BLUER £5 Red Hat

BEERTEEEALHN .

1. BE FATHGSEE WEEA URL, <CLUSTER_NAME> #§ BNt B BB B &£,

rosa describe cluster -c <CLUSTER_NAME> | grep Console

2. BEFHHPHEEE URLIEE A,
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« MREEN T cluster-adminfEAE , BEARENBEAEREA,

- MREER RESDRME BE  FECEA. BEAHFTARPRESIRUESE , ARTHR
&R HNEMRERE R

i FRBAEEZTBERAEN

# Red Hat BEAEwmEHEA , BT LLEEE Developer Catalog Al ERARER , YEAKBLRT,

—

.BEF Red Hat BEEEREEE , AR BELENERARINES.
EREENERL , BERREES,

EEEEBMY  EERE>ER>EBIUEE,

WMAERNER , WEE4HITEETREBAHR,

BEBRIUUBRIER,

UHREFRBASEE , AREE i, FREEINERRAEINER,
ERBABBSHFELSRT  EEMBRE.

ERBASBSEEYT , #IERPBEFES > JavaScript.

##E Node.js , AR BZFE VAR BB Source-to-Image EAERNE M,

© © N o g bk~ w0 DN

(® Note
18T RETE RIRFIRBRATA BRERRAF LU S Node.js iBIH.

107E Git BE:H , BIZFEHEHI,
MEZBEMF , FEE—NWERE,
1218 FE,

(® Note
MEAEXMERTERE D ENRE,

133FBEE , FFRERRARENEH URL,
BESRTHFRIEBERAM , LRERELUATRABTNAR.

Welcome to your Node.js application on OpenShift
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14.( A ) MREARIILBRER.

a. EEEEBRYY  BEEHE>HX,

b. HBERNEFEE K ARZEMBRER,

REAERMIEcluster-adminiF A

1. EA TGS cluster-adminEFal. #§ <IDP_USER_NAME> F1 BX{X<CLUSTER_NAME> A&
WEREMN #£5£E 28,

rosa revoke user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BRFEREARYBcluster-adminsBENKE,

rosa list users --cluster=<CLUSTER_NAME>

REAERSdedicated-adminsFa]

1. AT SHEEdedicated-adminfF A, #§ <IDP_USER_NAME> Hl ER{X<CLUSTER_NAME>%
BNEAEN B £8.

rosa revoke user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BRFEAE ARV Adedicated-adminsEEMNKE .

rosa list users --cluster=<CLUSTER_NAME>

REEEMREE NFEE &5
EANBESHEREEAEN BE T ARBOMLREN B2 REETBR,
BANS RETEERN S REE B, THRFEMEA Gittub BRR SN BE I,

1. BEF github.com I & A& GitHub tRF,
2. & GitHub BB BRERE., MEFMEN , FSH GitHub XA EENEBEBREE,
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MR E AWS STS FER

& T LAME A ROSA CLI 3B {E A AWS Security Token Service () #5 BAWS STS, &t Al LUEH
ROSA CLI 2RfHBr 2L IAM BIAEF OIDC #H#E ROSA, & EMBR 23 IAM HBIK ROSA |, &1
LAER IAM £ 5,

/A Important
IAM 21 AEMEEK ROSA AJaEHMEERS P H M ROSA BE£EM.

1. MIBR #5E WEEFE A, <CLUSTER_NAME> #§ BV A NEBHB= ID 5,

rosa delete cluster --cluster=<CLUSTER_NAME> --watch

/A Important

BBREST T2 BE MER , B IAM A2, BEEN OIDC #tE", MRREREXEY
NEREERF IAM A, FERES IAM SEF8EERR OpenShift RIEER I NEIR,
BHE TR OIDC REEHEITE T RE.

2. MTT Y, MBER #E EETHARRIMN OIDC =#HE,

rosa delete oidc-provider -c <CLUSTER_ID> --mode auto

3. MBEEBENER T IAM A&,

rosa delete operator-roles -c <CLUSTER_ID> --mode auto

4. EATHHSMBRIES IAM A€, <PREFIX> # BMCAEMRMNIIES IAM ABHNFE. NREE
BIIRF IAM BBKEET BFIFE , AIEEERManagedOpenShiftF &,

rosa delete account-roles --prefix <PREFIX> --mode auto

5. Mk 237 IAM BB ROSA,
a. BAIAM X288,
b. EFIEETHAMRES | BIFEX.
c. ERZEMPRMBUR , AEBZEHE > MIBR,
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d. BABKRER , REBEMER,
e. ER M SRRMBR HE=E IAM BUR B85,
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FHEZ2E ROSA

MERZEME AWS RESEEIEF. 5/ AWS BF , BAUZSRERPOMBIRERE , ZRBE
AFERREHREBNERMEE.

ZEMR AWS BECEHNWRAREERE, AESEEEREERARRAINRZENERATBNES

- BiRNReM - AWS EEREJHE FHIT AWS BRBHNERFE AWS B, AWS LAERHAR
SEEANERE. £ AWS 885 EF , F=IREEESEHARLBERMANZL2YR. BB THE
AW ERETE ROSA |, F2HEAWS ¥ e R EHETH .

- BN Ret - ENEEECRAREER AWS RE 1 . SHXAARAMEZEEE  SFERNER
. BTN ERNERERNER,

AN BN T @ AEER BRERAXLREREEEE ROSA, ERBAMMARE ROSA UFELENZE
HERBE, KUETHNAERAEM AWS R RifBEERANRE ROSA EiR.

B g

- P ERYRE ROSA

- WEHMEFIREE ROSA
- RYEM ROSA

- PHERZERE ROSA

PR E FIRE ROSA

the section called “EF” XHMAWS HESFEEER PHERRE ROSA. AWS BEREBEHITAT
B NEEERRE AWS Eif, Red Hat B EREBEESEERZNERBEEELE, EFEERFELR
HERFELFEENRNS. AR ETE AWS R EFEAz NE2EENEETE. NEEEERERL
BWEFHEY K FSAERBEAEERRESE, NEBNERREBNHEREN K F2RL2BERL
WAWS HESEERA GDPR SPEELE, AWS

ERERREBRN , BMAERERE AWS tRF BAER , A FEA AWS Identity and Access
Management () B E/EBIFEAEIAM, Wtk—R , SEATCHAEBISEESRETKNETEPTAENT
A, BMtEERERATIAXNREER

- SERFYUEFHZEEZRRE (MFA),
« i/ SSL/TLS B AWS BEREMA. RPIFEE TLS 1.2 WEZEEH TLS 1.3
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- £/ &E API R H & T B 8% AWS CloudTrailo

o FH AWS MEZBRAR , UREFRPFEFERZEEH AWS R,

- EAERZELZ2RIE Amazon Macie , fl | HEIIREMEREBEREREPHBRZER Amazon
S3,.

- MREE AWS FBGHHIREDR API FH FEE FIPS 140-2 BEN R IBHEZEMR , BEA FIPS
UnEh, WEERI FIPS M FIPS In B E S HBEER , B2 RB T EAREZE (FIPS) 140-2 #LE,

BB LEHTEREFIRFRBESBRRBNEBEET , WEBABHNRAF |, flmE BRI,
ERREER AWS BR¥ £/ ROSA SEAEEA. API AWS CLIIHftt AWS SDKs K, & ANE
A& *¥ ROSA S EAth R EMATRBBADE Bt . ELRHNIAMIEN URL B , FOERFEL
HZAR:|[FERN URL I EBAEREA.

ES |
- ERAMEREREEFR

EAmRREER
ERRERIEEMHT (L ROSA) B (FHIE AWS ERT LR L ) BRELH,

Red Hat OpenShift Service on AWS % ROSA 1#2&FHE, EfEREM T/EEEBRMAEREE Amazon
EC2 #1T{#EB&# Amazon Elastic Block Store (Amazon EBS) fFHEER £ , URAFAMK
fRFRM Kubernetes HAMHER[E, ROSA ENMERENERTPHUBREEZR , XFEHA AWS Key
Management Service (AWS KMS) # IR BRI MBEER, BREFEH Amazon S3 RERFFREE &%
B, KA ETERENE,

/A Important

HA ROSA EZEMRT , AWS i Red Hat 2 ROSA FANWERNE, EEFTEERK
AWS A CLI FHEIR ROSA A Amazon EC2 #1TEE, HEENEESERETRFE

Amazon EBS# i i 77 i i (B 1Y B 8L I

Red Hat OpenShift Service on AWS £/ Kubernetes I3 XA M HHE[E (PV) 2% , AEEEHEENE
BEERAMRENES, FAMUKE 6 UREHTH, E#REZBENIEEES , FHHEEZE Amazon
EC2 #1T{E## Amazon Elastic Block Store (Amazon EBS) fZHiE ERE X &,
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B TEMN ROSA BA MR EFNETE Amazon EBS |, INFRBRESHEEE EC2 HiTERMNMAMRE L
T, UERBEERNSTERREEEGERECEERTERNZ SN, MEHMEN , F2E
Amazon EC2 ( ERA&#EM) HHAmazon EBS IN%,

Amazon EBS CSI EEEFE =, f1 Amazon EFS CSI| EREE XN E R INE

ROSA 785 A& A Amazon EBS CS| SEE#Z X 22 Amazon EBS f#7F. 1RIZFEER , Amazon EBS
CSI 5EE)#Z XM Amazon EBS CSI SEEIE 1 EHE FE R % openshift-cluster-csi-drivers
WREBPHNEE L, Amazon EBS CS| BB MER 7 W R ERMERIF A MR E I 2B TR
[EIRER,

ROSA thgE$0E B Amazon EFS CS| EREIFZ XA Amazon EFS CS| lREIENEE FHEIF A MR
%, Amazon EFS ERE)FERNFIEE F th o] FIRE Pod Z BB Kubernetes ANV EHbEARER L H
BRRXKER,

CSI| EEE) X Amazon EBS Amazon EFS CS| SRBE MR EEREERP S S IRE, WE
HE , 52 E Red Hat XM A /2 ME (CSh).

/A Important

£ Amazon EFS CS| EEE)F2 N B REME ROSA FA MK ER | FIAERRRF T
Amazon EFS FFZEFIHMMNERE ID, B4H ID (GID) FXERHH IDs, EAFEHAEM

£4#8 IDs Amazon EFS X AR LEAEAEMEE IDsAVER , L2/ NFS AAF

i IDs. ELE , & Amazon EFS 1R Rith ZE&fsGroupiXE. ROSA LA BMARER
GIDsfsGroup, R AJLATZENME Amazon EFS ZEUELHY Pod #B 0 LAZENEERE (& £ Y (£ 48
R, MEFMEF , F28 Amazon EFS ( £AEERE) PHEA Amazon EFS FEUE.

etcd MN%

ROSA Rt ERE BV BB AetcdlRERetcdEMEMZEE |, FTEHEANMERE. etcd
MER , BREERKN 20% WEINIEEALT, BRERABFEEARFBIFTENER , TR
Fetcdin®, MFFMEF , F2H ROSA BHEZR PRI MZE,

TIMEE

ROSA £ KMS keys AR FEARRAZ2HEE R TH, ERRENTEEERUEBEEMSAM
WRE, EEEEVHRE , £ LLBEMER KMS key REANTER AWS ZE £88 Amazon EBS |, 518
ELEBCHEFSESR, MEFHMEN , 5528the section called “&#E ",
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ROSA REAEN A SMEEERE | BEBME Amazon S3 IFRFEERER. HEAMLHAREBEG, &
#1452 H OpenShift Image Registry Operator R EMEE ., TRMout-of-the-boxfERF R , EFEAE
EERHITIEEENREG , LERENESERRE 3T, MEFMAENR , 528 Red Hat X
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BEEFEH KMS key 21 AWS ZE H#1TIN%E Amazon EBS, i& KMS key EEH|& aws/ebs, fi
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
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- R IAM ERE FFA - IAM EAE TTUREE IAM B |, TRESIBEEBN TR,

- BIRFEFE - BUUER IAM AR, AFTEKRFFHEA (FENERA ) FEREIRFHNE
o AERRTEIRFFIENEIEAN, T8 , HREL AWS R , B AEESBREES
BER (MAREAACHARE )., RETHERFFINAGTERERRCENEZR , F2
B (IAM EREHER) PR IAM ABRERBEHRENER,

- BR&EEE - B AWS R EREM HAIIHEE AWS RS, fln |, ERERESMY & | ZRE
BESHE PHTEAREN Amazon EC2 S FEMEH Y Amazon S3, IR AJEEEE A FILFE
BWErT, FARKACSRERREERSAGKREITIHIEE,

- BIAFETEREER (FAS) - ERMER IAM £AE [ ALKEEP#TEER AWS , EERRAE
A, ERARELERBE  BURSMTEERE  EMETERBETRE S —EEHFE. FAS £
RO MY EZFEAFTR AWS BRT | 56 AWS BRE BREA T HFBRBREFER. AAERBRIIFTE
EREfh AWS BR¥S S EIRE BT RESEARYGEREF , TSR FAS AR, EILBERT , B4EER
BITEMERENRTT. MFERH FAS BRENBRFMEN , F2RERFNTERE,

- BBAGE - REAGRRBREEUARKENTHE IAMNAE, IAM EESAUERIHENL, &
HMMERBRFEAE IAM, MEFBEF , F2H AV EREREETNETAGUEIRETF Ui AWS
AR RS o

- BBERAS - RBERACRERE W—ERKAE AWS R, REATUBEAREHNTEE
NAG, RKELAGERTELNIREF IAM |, YHERE#ES. IAM EESTLRIER , BT
w8 AR IS E S A RV Al

« £ L£#19T Amazon EC2 WERAEX - BRI LAEA IAM AEREETE Amazon EC2 #{TER L#,
TZERARRNEREAER | LI&IEHE AWS CLI 5t AWS API &R, ERESEEIERER
£ Amazon EC2 #i1TEIH ., FEA AWS AEBIERIE Amazon EC2 HTEE LA HIREAEH T
AR K SUUBREERZHTERNSTERBERE, BTERERAETE AR , Y AE
f£ Amazon EC2 #11T{E R L HTHWEXMSHEEAER, MEFHEER , F2HE (AM EREE
) PHER IAM BEAEF AR F1E Amazon EC2 #i1TEE EHTHWEARER,

FETHNMAER IAM SR IAM E£RE |, F28 (AM EAEER) PHEY IAM A6 (MIEE
A& ) R,

E AR EEFEUE

FAILUEB R BUR WA HIERER & 9 RNER AWS Rz AWS FIFE. BXRRE FHYH , S8
BoREREEBE , AWS EERHN A, EEXFA (EHE. REAEIACTHERE ) BHE
REF, & AWS FHEELEE, BERTFHNFFIRERB AT IIEBFER, ASBBKRE L JSON X+
AWS EXFRE . NF JSON BRXHEBNATNFEES , F28 (AM £REER) +
#y JSON BUR#BE .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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EESWLER AWS JSON BURRIEEH T AFHAR, thpER , BMEERE M ERE T oA
FEER#AT UL B

HERERT , ERENACREHT. BERTEAEHMEERUTBHENRTT , IAM EES AL
EY IAM BR, A%, EEETE IAM BERFEEAE , fREUUREAE,

IAM SERIEFAREITIRIEN T EAMN , BEREASERBENFT. Hlln , BEREE—EAFH
iam:GetRole BIMEMIBER, EEXBURANEAE AR AWS BEEF#E A AWS CLI, = AWS API
BEABEH.

BoBEEK

BoRBERREBTLLEET &S24 JSON FFRIBUR XXM |, il IAM £AE, A 8, ELBER
ARFH G2 EMERG TR MEESRHTHESE, EETHNMNBRIGS2EEBE b F2HE (AM
FRERER) PHEL IAM BUER,

BrBERRAE-S T ERANBRBPRIAZERR. ARBRSGEZRAE-—FERE, HFEIAR, XE
HRREMHEE , B LLEES FHZEERE. HFENA® AWS IRF, SEBXREE AWS XE
HRNMEFZERR, NETHRIMEZERRRARBKREZRE #2680 IAM EREERMPHES
ERRMARBERERE.

EREBE

EREBRZM IR EIRAY JSON BERNHF, UERAERNBRESR IAM ABEEBERMN
Amazon S3 RFATRER, EXEEREBRNERTS  REEESTUERAEMARZHESEER
HEDRER, BRIFNBRNER  BREEREENEB AIUARERATHBEAREMERGT
HITHNEME, BLXRAEEREBRRITEEEZR. ZEXATNESRF,. £RE, A6, M5O ERE
% AWS BR#%.

EREBEZURZBEFHARBE, CEEEEREBE IAM FERAKE B AWS FERXK,
FHUZHEE (ACL)

FEUEFIEE (ACL) TTEFIBL TR RFKE, FRAERNAG) HEFIEERNFFT. ACL EHR
ERAPR , BEMAEM JSON BERXHFER.

s
¢

Amazon S3 AWS WAF, #1 Amazon VPC X% ACLsHVIRIEEHl, ZEE#—F 7#% ACLs , 5]

{Amazon Simple Storage Service EFAEIERE) PHFEUIRFEE (ACL) B8,
H At BUR R A
AWS X EHMBEFAERNBREDR, ELHRERTRERFRBIREEARFENKAFF,
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« FFARR-FARRE-—EERKINE , BUUEEPRESTEERTRT IAM BB (AM ERE
FAG ) NEAFA, SAUABRREFTRR,. MEENFISREEN S 2 EBEMEFT
SRIRHRXE, B Principal MUPEEEAENALHNEREBRATSXIFFIRRIRS, £
AELBEPHAREBHSER AN . NEFTTRARVFMAENR , F20 (AM EAEER) F
K9IAM ERERYFF AT SR AR o

- BRIEIEFIEK (SCPs) - SCPs2 JSON BE |, AJiEE HEBSHHEBEN (OVU) WHRAFFAT AWS
Organizations. AWS Organizations @ —ER#% , AR ENMEFERELERE AWS tRF W%
B . ZEEMAMBEBTHTEIIEE , B RE RSB (SCP) EREIFAREIIRSE, SCP &
PREIKERFPERNTY , SESE AWS IRF BREAZE. WF Organizations M SCPsHFFHE
# , F2[E AWS Organizations { EAEIERM) P IREIZESIBEE (SCPs).

- TR - TERRBERR—BERBR KU EEBREEAN T RNBYAGHBME S S E
RENTRTERERE K MASHEE. MELETERBENFTEREAERACHNEIEBRNT
ERERBERNRE, SFARTUREBEREEE, MIAEERRTHNAREENRSERX AN, U0F
AHEEA , F2 (AM EREERE) PR IERRBEE.

ZRBREE

EZEEANBRERANGERE , EENTUISERMMELER, B2 THNMTAWS £ RSBK
REHFRERBANBR , F2H (AM E£REERE) FHBERTGEE,

ROSA & % B B K 5 451

BIRTEE , IAMEAE M ABKERIRBR AWS EFRNHFT, MABEEFEH AWS &1 i

& AWS CLIEk AWS API #11TE#5. IAM BEEENEERY IAMBX  BFERAENACYHMEREE
FREITHE API BEMNTT, RE  EEEVAKEERFREEIFTEELH TN IAM FHE = &
#o

=B TN RIELEH JSON BERXHEL IAM B2 RBER |, F2H (AM EREERE) RHE
JSON #2483 7 BUR,

A ROSA 12 &

EE ROSA 1t X AFTE |, B0 IAM TR XEEBFHLEMN AWS Marketplace FFAl. FFAI AFFEREET
BIFBCHETE S8 ROSA Em/EE AWS Marketplace , M ##R AWS Marketplace 5TB. &EH G4
EMFFA , BRIE ROSA £2E , I#§ AWS ZEBREREZR0SAManageSubscriptionf&iy IAM
F#. % ROSAManageSubscription WHEIEFA , 2/ the section called “AWS ZEBUE :
ROSAManageSubscription”,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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& # ROSA B2 HCP B AWS &R

BEFREESFHE (HCP) #9 ROSA FHEBRBIBENIEMETF TN AWS SEBR, BLUEA
ROSA CLI 5 IAM 2 A B ELBEREREE P REAE® AWS IRE,

WMEFMES , F2Ethe section called “ AWS S EHE",

$F# ROSA classic REIE AWS &R

ROSA classic FAEFEZE IAMBER , BEF REFELEEZNGTT. ELIER ROSA CLI REIIE
LHE WA EEIE AP REAE AWS IRF, ROSA EEELEBKRRBRENERETRE ,
L REERENRE ZE,

® Note
&R EFEF Red Hat , BT EFE N ROSA BHRBUR, EXRMAIBER M Red Hat By 99.95% # &
BEREREERGZEAN. EEAERHTHEHN ROSAFHEEEAERIFUEN AWS ZE
BUR, MEFHMET , 552 Bthe section called “ AWS ZEBK,

ERMESRENEFZERR ROSA | IRFBERMER FBR. RFEERSEET IR A HE Red Hat
BUEEERIAMNAS  UETHELAFEMTEM (SRE) XE., BERVNER . EEFBE
EE#EE Openshift EEFAREB A, ffF. RETHEENHHEEEANELRE AMBAEE,
BEKRFBERZML —R AWS IkRF , MBEESEEN —NEE FHX.

WNFEHMERR , 552 Bthe section called “ROSA &tk B B K" K the section called “ROSA EifiEE
FHE,

RFFERAERAMMAECHFT

LEEFIRE AR BER , IAM EAE A RREREAECERESINRARNZERR, EBRES
HEZAHER UEARF T AT RUIEERFFA AWS CLI,

{
"Version":"2012-10-17",

"Statement": [
{
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
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"iam:ListUserPolicies",
"iam:GetUser"

iF
"Effect": "Allow",
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,
"Effect": "Allow",
"Resource": "*"

}

ROSA EifkF BUR

ARETIRft ROSA classic FIEMIRFE BURFEME . ROSA classic FEIELT T , T E BB EHT
&R AWS |, WA #EN Red Hat B RMETREMATE, BALUISREIFEHREKERE , B
EBEBKREMEBERFFERZ®S ( H% ManagedOpenShift-Installer-Role-Policy),.

R B RBEER OpenShift REBITHRA , B EMEE, EEUSARBEZE , BEXHIT KR
BHRBRAMBEERAREMErosa 1list account-roles, MBBFRABEABERE , FHT
rosa upgrade account-rolesAAKACNMEBEENEE., BN HHERKXERITHRENZ AR
SEAHEENRFBERMNAR,

[F8&] -Installer-Role-Policy

BRI LA [Prefix]-Installer-Role-Policy iEi#EZE| IAM BfE, BXALXBUBKRERERA
B 1AM 86 , FHEE I ROSA Bii#EE [Prefix]-Installer-Role, WBEEEFTXEMT ,
NEF ROSAZEENEEETEEMEN AWS ER,

AR
HRE SRR S T AR AR RIEABLDE,
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"Version":"2012-10-17",
"Statement": [
{

"Action": [
"autoscaling:DescribeAutoScalingGroups",
"ec2:AllocateAddress",

ec2:AssociateAddress",
"ec2:AssociateDhcpOptions",
ec2:AssociateRouteTable",
"ec2:AttachInternetGateway",
"ec2:AttachNetworkInterface",
"ec2:AuthorizeSecurityGroupEgress",
ec2:AuthorizeSecurityGroupIngress",
"ec2:CopyImage",
ec2:CreateDhcpOptions",
"ec2:CreatelnternetGateway",
ec2:CreateNatGateway",
"ec2:CreateNetworkInterface",
ec2:CreateRoute",
"ec2:CreateRouteTable",
ec2:CreateSecurityGroup",
"ec2:CreateSubnet",
ec2:CreateTags",
"ec2:CreateVolume",
ec2:CreateVpc",
"ec2:CreateVpcEndpoint",
ec2:DeleteDhcpOptions",
"ec2:DeleteInternetGateway",
ec2:DeleteNatGateway",
"ec2:DeleteNetworkInterface",
"ec2:DeleteRoute",
"ec2:DeleteRouteTable",
ec2:DeleteSecurityGroup",
"ec2:DeleteSnapshot",
"ec2:DeleteSubnet",
"ec2:DeleteTags",
ec2:DeleteVolume",
"ec2:DeleteVpc",
ec2:DeleteVpcEndpoints",
"ec2:DeregisterImage",
ec2:DescribeAccountAttributes",
"ec2:DescribeAddresses",
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"ec2:

"ec2

ec2:

ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:

DescribeAvailabilityZones",
DescribeDhcpOptions",
DescribelImages",
DescribeInstanceAttribute",

DescribeInstanceCreditSpecifications"”,

DescribeInstances",
DescribeInstanceStatus",
DescribeInstanceTypeOfferings",
DescribeInstanceTypes",
DescribeInternetGateways",
DescribeKeyPairs",
DescribeNatGateways",
DescribeNetworkAcls",
DescribeNetworkInterfaces",
DescribePrefixLists",
DescribeRegions",

DescribeReservedInstancesOfferings",

DescribeRouteTables",
DescribeSecurityGroups",
DescribeSecurityGroupRules",
DescribeSubnets",

DescribeTags",

DescribeVolumes",
DescribeVpcAttribute",
DescribeVpcClassiclLink",
DescribeVpcClassiclLinkDnsSupport",
DescribeVpcEndpoints",

:DescribeVpcs",
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:

DetachInternetGateway",
DisassociateRouteTable",
GetConsoleOutput",
GetEbsDefaultKmsKeyId",
ModifyInstanceAttribute",
ModifyNetworkInterfaceAttribute",
ModifySubnetAttribute",
ModifyVpcAttribute",
ReleaseAddress",
ReplaceRouteTableAssociation",
RevokeSecurityGroupEgress",
RevokeSecurityGroupIngress",
RunInstances",
StartInstances",
StopInstances"”,
TerminateInstances",
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"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:

iam:GetRole",

iam:GetRolePolicy",
"iam:GetUser",
"iam:ListRoles",
"iam:ListUsers",

jam:ListRolePolicies"

jam:ListUserPolicies"

AddTags",

ApplySecurityGroupsToLoadBalancer",

AttachLoadBalancerToSubnets",
ConfigureHealthCheck",
CreatelListener",
CreatelLoadBalancer",
CreatelLoadBalancerListeners",
CreateTargetGroup",
DeletelLoadBalancer",
DeleteTargetGroup",

DeregisterInstancesFromLoadBalancer",

DeregisterTargets",
DescribeAccountLimits",
DescribeInstanceHealth",
Describelisteners",
DescribeloadBalancerAttributes",
DescribeloadBalancers",
DescribeTags",
DescribeTargetGroupAttributes",
DescribeTargetGroups",
DescribeTargetHealth",
ModifylLoadBalancerAttributes",
ModifyTargetGroup",
ModifyTargetGroupAttributes",

RegisterInstancesWithLoadBalancer",

RegisterTargets",

SetLoadBalancerPoliciesOfListener",
iam:AddRoleToInstanceProfile",
iam:CreateInstanceProfile",

iam:DeleteInstanceProfile",

iam:GetInstanceProfile",

iam:TagInstanceProfile",

iam:ListAttachedRolePolicies",
iam:ListInstanceProfiles",
iam:ListInstanceProfilesForRole",

’

’

iam:RemoveRoleFromInstanceProfile",
iam:SimulatePrincipalPolicy",
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"iam:TagRole",
"iam:UntagRole",

"routeb53:

"route53:ChangeTagsForResource",
"route53:CreateHostedZone",
"route53:DeleteHostedZone",
"route53:GetAccountLimit",
"route53:GetChange",
"route53:GetHostedZone",
"route53:ListHostedZones",
"route53:ListHostedZonesByName",
"route53:ListResourceRecordSets"”
"route53:ListTagsForResource",

"routeb53:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
:GetBucketlLogging",
GetBucketObjectLockConfiguration",

IIS3

"s3:
"s3:
"s3:
"s3:
"s3:

IIS3

IIS3

IIS3

CreateBucket",
DeleteBucket",
DeleteObject",
DeleteObjectVersion",
GetAccelerateConfiguration",
GetBucketAcl",
GetBucketCORS",
GetBucketLocation",

GetBucketPolicy",

GetReplicationConfiguration",

GetBucketRequestPayment",
GetBucketTagging",

:GetBucketVersioning",
"s3:
"s3:
"s3:
"s3:
"s3:
:GetObjectTagging",
"s3:
"s3:
"s3:
"s3:
"s3:
:PutBucketTagging",
"s3:
"s3:
"s3:

GetBucketWebsite",
GetEncryptionConfiguration",
GetLifecycleConfiguration",
GetObject",

GetObjectAcl",

GetObjectVersion",

GetReplicationConfiguration",

ListBucket",
ListBucketVersions",
PutBucketAcl",

PutBucketVersioning",
PutEncryptionConfiguration",
PutObject",

ChangeResourceRecordSets",

UpdateHostedZoneComment",
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"s3:PutObjectAcl",

"s3:PutObjectTagging",

"servicequotas:GetServiceQuota",

"servicequotas:ListAWSDefaultServiceQuotas",

"sts:AssumeRole",

"sts:AssumeRoleWithWebIdentity",

"sts:GetCallerIdentity",

"tag:GetResources",

"tag:UntagResources",

"ec2:CreateVpcEndpointServiceConfiguration",

"ec2:DeleteVpcEndpointServiceConfigurations",

"ec2:DescribeVpcEndpointServiceConfigurations",

ec2:DescribeVpcEndpointServicePermissions",

"ec2:DescribeVpcEndpointServices",

"ec2:ModifyVpcEndpointServicePermissions",
"kms:DescribeKey",
"cloudwatch:GetMetricData"

1,

"Effect": "Allow",

"Resource": "*"

"Action": [
"secretsmanager:GetSecretValue"

1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/red-hat-managed": "true"

[2&] -ControlPlane-Role-Policy

BA LA [Prefix]-ControlPlane-Role-Policy E#E| IAM B, BAALKIBEREEER
A WIAM A€  FEEEY ROSA BH#EE[Prefix]-ControlPlane-Role, WBUIREHEHEMEF
A/ &% F ROSA classic , ABIEFEE ROSA #%|SEHEE Amazon EC2 Hl Elastic Load Balancing EIR ,
LAK fEER KMS keys.
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"Version":"2012-10-17",
"Statement": [
{

"Action": [
"ec2:AttachVolume",
"ec2:
"ec2:
"ec2:CreateTags",
ec2:CreateVolume",
"ec2:
ec2:
"ec2:
ec2:

"ec2:

DeleteVolume",
Describe*",

DetachVolume",
ec2:ModifyVolume",
"ec2:

"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
:ConfigureHealthCheck",
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:

"elasticloadbalancing

AuthorizeSecurityGroupIngress",
CreateSecurityGroup",

DeleteSecurityGroup",

ModifyInstanceAttribute",

RevokeSecurityGroupIngress",

AddTags",
AttachLoadBalancerToSubnets",
ApplySecurityGroupsToLoadBalancer",
CreatelListener",
CreatelLoadBalancer",
CreatelLoadBalancerPolicy",
CreatelLoadBalancerlListeners",
CreateTargetGroup",

DeletelListener",
DeletelLoadBalancer",
DeletelLoadBalancerListeners",
DeleteTargetGroup",
DeregisterInstancesFromLoadBalancer",
DeregisterTargets",

Describe*",
DetachLoadBalancerFromSubnets",
ModifyListener",
ModifyLoadBalancerAttributes",
ModifyTargetGroup",
ModifyTargetGroupAttributes",
RegisterInstancesWithLoadBalancer",
RegisterTargets",
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"elasticloadbalancing:SetLoadBalancerPoliciesForBackendServer",
"elasticloadbalancing:SetLoadBalancerPoliciesOfListener",
"kms:DescribeKey"

1,
"Effect": "Allow",
"Resource": "*"

[=&] -Worker-Role-Policy

B LA [Prefix]-Worker-Role-Policy iE1ZE| IAM B, BLBELASUBREZERA DN
IAM B , FEEE T ROSA EifigEE [Prefix]-Worker-Role, WBIREVEMEF A F ROSA
classic , AR A THEEGHHEITH EC2 HITERE.

ATATERR

BEBUCR A P ERBYET AT S 1 E AR SIERE WL B

{
"Version":"2012-10-17",
"Statement": [
{

"Action": [
"ec2:DescribeInstances",
"ec2:DescribeRegions"

1,

"Effect": "Allow",

"Resource": "*"

}
]
}

[Z&] -Support-Role-Policy

A LA [Prefix]-Support-Role-Policy E#EE| IAM BEff, BXBLBHBREREZERA N
IAM B | FEEE I ROSA B E[Prefix]-Support-Role, WK F Red Hat ML T 4

TEMENFTHT , UHE, LENXE ROSA BREEEM AWS WER , 2 EREHMREN
ijo
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AR

BEBUCR A P ERBYET AT S 1 E AR SIEE WL B

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"cloudtrail:DescribeTrails",
"cloudtrail:LookupEvents",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetrics",
"ec2-instance-connect:SendSerialConsoleSSHPublicKey",
"ec2:CopySnapshot",
"ec2:CreateNetworkInsightsPath",
"ec2:CreateSnapshot",
"ec2:CreateSnapshots",
ec2:CreateTags",
"ec2:DeleteNetworkInsightsAnalysis",
ec2:DeleteNetworkInsightsPath",
"ec2:DeleteTags",
ec2:DescribeAccountAttributes",
"ec2:DescribeAddresses",
ec2:DescribeAddressesAttribute",
"ec2:DescribeAggregateIdFormat",
ec2:DescribeAvailabilityZones",
"ec2:DescribeByoipCidrs",
ec2:DescribeCapacityReservations"”,
"ec2:DescribeCarrierGateways",
ec2:DescribeClassiclLinkInstances",
"ec2:DescribeClientVpnAuthorizationRules",
ec2:DescribeClientVpnConnections",
"ec2:DescribeClientVpnEndpoints",
ec2:DescribeClientVpnRoutes",
"ec2:DescribeClientVpnTargetNetworks",
ec2:DescribeCoipPools",
"ec2:DescribeCustomerGateways",
ec2:DescribeDhcpOptions",
"ec2:DescribeEgressOnlyInternetGateways",
ec2:DescribeIamInstanceProfileAssociations"”,
"ec2:DescribeldentityIdFormat",
ec2:DescribeIdFormat",

ROSA & 7 BB SR &5 51 86



Red Hat OpenShift Service on AWS

ERAEER

"ec2:

"ec2

ec2:

ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:

DescribeImageAttribute",
DescribelImages",
DescribeInstanceAttribute",
DescribeInstances"”,
DescribeInstanceStatus",
DescribeInstanceTypeOfferings",
DescribeInstanceTypes",
DescribeInternetGateways",
Describelpv6Pools",
DescribeKeyPairs",
DescribelLaunchTemplates",
DescribelocalGatewayRouteTables",

DescribelocalGatewayRouteTableVirtualInterfaceGroupAssociations",
DescribelocalGatewayRouteTableVpcAssociations",

DescribelocalGateways",

DescribelocalGatewayVirtualInterfaceGroups",

DescribelocalGatewayVirtualInterfaces",
DescribeManagedPrefixLists",
DescribeNatGateways",
DescribeNetworkAcls",
DescribeNetworkInsightsAnalyses",
DescribeNetworkInsightsPaths",
DescribeNetworkInterfaces",
DescribePlacementGroups",
DescribePrefixLists",
DescribePrincipalIdFormat",
DescribePublicIpv4Pools",

:DescribeRegions",
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:

DescribeReservedInstances",
DescribeRouteTables",
DescribeScheduledInstances",
DescribeSecurityGroupReferences",
DescribeSecurityGroupRules",
DescribeSecurityGroups",
DescribeSnapshotAttribute",
DescribeSnapshots",
DescribeSpotFleetInstances",
DescribeStaleSecurityGroups",
DescribeSubnets",

DescribeTags",
DescribeTransitGatewayAttachments",
DescribeTransitGatewayConnectPeers",
DescribeTransitGatewayConnects",
DescribeTransitGatewayMulticastDomains"
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"ec2:

"ec2

ec2:

ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:

DescribeTransitGatewayPeeringAttachments",
DescribeTransitGatewayRouteTables",
DescribeTransitGateways",
DescribeTransitGatewayVpcAttachments",
DescribeVolumeAttribute",
DescribeVolumes",
DescribeVolumesModifications",
DescribeVolumeStatus",
DescribeVpcAttribute",
DescribeVpcClassiclLink",
DescribeVpcClassiclLinkDnsSupport",
DescribeVpcEndpointConnectionNotifications",
DescribeVpcEndpointConnections",
DescribeVpcEndpoints",
DescribeVpcEndpointServiceConfigurations",
DescribeVpcEndpointServicePermissions",
DescribeVpcEndpointServices",
DescribeVpcPeeringConnections",
DescribeVpcs",

DescribeVpnConnections",
DescribeVpnGateways",
GetAssociatedIpv6PoolCidrs",
GetConsoleOutput",
GetManagedPrefixListEntries",
GetSerialConsoleAccessStatus",
GetTransitGatewayAttachmentPropagations",

GetTransitGatewayMulticastDomainAssociations",
:GetTransitGatewayPrefixListReferences",
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:

GetTransitGatewayRouteTableAssociations",
GetTransitGatewayRouteTablePropagations",
ModifyInstanceAttribute",
RebootInstances",

RunInstances",

SearchLocalGatewayRoutes",
SearchTransitGatewayMulticastGroups",
SearchTransitGatewayRoutes",
StartInstances",
StartNetworkInsightsAnalysis",
StopInstances"”,

TerminateInstances",

"elasticloadbalancing:ConfigureHealthCheck",
"elasticloadbalancing:DescribeAccountLimits",
"elasticloadbalancing:DescribeInstanceHealth",

"elasticloadbalancing:DescribelistenerCertificates"
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"elasticloadbalancing:Describelisteners"”,
"elasticloadbalancing:DescribeloadBalancerAttributes",
"elasticloadbalancing:DescribelLoadBalancerPolicies",
"elasticloadbalancing:DescribeloadBalancerPolicyTypes",
"elasticloadbalancing:DescribelLoadBalancers",
"elasticloadbalancing:DescribeRules",
"elasticloadbalancing:DescribeSSLPolicies",
"elasticloadbalancing:DescribeTags",
"elasticloadbalancing:DescribeTargetGroupAttributes"”,
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetHealth",
"iam:GetRole",

"iam:ListRoles",

"kms:CreateGrant",

"route53:GetHostedZone",
"route53:GetHostedZoneCount",
"route53:ListHostedZones",
"route53:ListHostedZonesByName",
"route53:ListResourceRecordSets",
"s3:GetBucketTagging",

"s3:GetObjectAcl",

"s3:GetObjectTagging",

"s3:ListAl1MyBuckets",
"sts:DecodeAuthorizationMessage",
"tiros:CreateQuery",

"tiros:GetQueryAnswer",

"tiros:GetQueryExplanation"

1,

"Effect": "Allow",

"Resource": "*"

},
{

"Action": [
"s3:ListBucket"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::managed-velero*",
"arn:aws:s3:::*image-registry*"

]

}
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ROSA BHE&E TR

AERMA ROSA EMATENER FBERFHMEN., ELALKELBREERIMBNEEFAR ,
AEE I ROSA Bt s, BEEEHTE—EHE-HNEETFAE,

EEBE L AT RENFF OpenShift BEE TEIE ROSA BREEHH., Bu S EITFZEHBREEE
28, UBLBERERE ( HlI ManagedOpenShift-openshift-ingress-operator-cloud-
credentials).

[=8] -openshift-ingress-operator-cloud-credentials

B LA [Prefix]-openshift-ingress-operator-cloud-credentials E#E IAM B,
HHRSEKLENFIRTRAEEF , UMGENEEEHTEZF DNS HREBUETHAHEEER.
LEBUER B Ao 3 NEE FBEUNENE Route 53 ERERE , UREFAERE., 1% EEFHNFHE
A , S B OpenShift GitHub X4 ) OpenShift EEE ¥, OpenShift GitHub

AT AR
BEBUR S A R E AV R AT S 16 TE SR SRR R B,

"Version":"2012-10-17",
"Statement": [
{

"Action": [
"elasticloadbalancing:DescribeloadBalancers",
"route53:ListHostedZones",
"route53:ListTagsForResources",
"route53:ChangeResourceRecordSets",
"tag:GetResources"

1,

"Effect": "Allow",

"Resource": "*"

[=H] -openshift-cluster-csi-drivers-ebs-cloud-credentials

i’&‘\—IJ«XH—: [Prefix]-openshift-cluster-csi-drivers-ebs-cloud-credentials E#ZZ|
IAM E88, R $EF Amazon EBS CSI Driver Operator £ ROSA Eifi# & = L2 E F#EE Amazon
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EBS CSI ERBVEXFr BT A, F EEFHNFHEES ,

ebs-csi-driver-operator,

ATATERR

B BOR S A FR E R AV T AT S 16 T SR SRR TR Bk

"Version":"2012-10-17",

"Statement": [
{

"Action":

"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
:DetachVolume",
ec2:
"ec2:

"ec2

1,

"Effect":

ec2:

[
AttachVolume",

CreateSnapshot",
CreateTags",
CreateVolume",
DeleteSnapshot",
DeleteTags",
DeleteVolume",
DescribeAvailabilityZones",
DescribeInstances",
DescribeSnapshots",
DescribeTags",
DescribeVolumes",

DescribeVolumesModifications'

EnableFastSnapshotRestores",
ModifyVolume"

"Allow",

"Resource": "*"

[Z&] -openshift-machine-api-aws-cloud-credentials

5528 OpenShift GitHub X4 H aws-

1
’

BT LA [Prefix]-openshift-machine-api-aws-cloud-credentials EiEE IAM B,
WER S A BRI FF AT F Machine Config Operator , BAUIR, #ITAMKRLEUTEEHHEEN
Amazon EC2 #{TEI#8., WBEREIRFFA , AFFER HITEEHHBEEEETHEMZE AWS
KMS keys, % EE TFHFEMER , 552/ OpenShift GitHub X#H # machine-config-operator,
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AR

BEBUCR A P ERBYET AT S 1 E AR SIEE WL B

"Version":"2012-10-17",

"Stateme

{

}I

nt": [

"Action":

ec?2

ec2:
"ec2:
ec2:
ec2:
:DescribeInstances",
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:

[
CreateTags",
DescribeAvailabilityZones",
DescribeDhcpOptions",
DescribelImages",

DescribeInternetGateways",
DescribeInstanceTypes",
DescribeSecurityGroups",
DescribeRegions",
DescribeSubnets",
DescribeVpcs",
RunInstances",
TerminateInstances",

"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetHealth",

"elasticloadbalancing:

"elasticloadbalancing:RegisterTargets",
"elasticloadbalancing:DeregisterTargets",

"iam:

]I

"Effect":

CreateServicelLinkedRole"

"Allow",

"Resource": "*"

"Action":
"kms:
"kms:

"kms

"kms:

1,

"Effect":

[
Decrypt",
Encrypt",

:GenerateDataKey",
"kms:

GenerateDataKeyWithoutPlainText",
DescribeKey"

"Allow",

"Resource": "*"

RegisterInstancesWithLoadBalancer",
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{
"Action": [
"kms :RevokeGrant",
"kms:CreateGrant",
"kms:ListGrants"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"Bool": {

"kms:GrantIsForAWSResource":

[Z=8] -openshift-cloud-credential-operator-cloud-credentials

BT L% [Prefix]-openshift-cloud-credential-operator-cloud-credentials jE#

2| IAM E88, ILBIR#EF Cloud Credential Operator #8EY IAM £ &

HMEFANSERT , SEF

&8 IDs, EENABRBERXH., FRAENEILBE. BE., FH%& ID M Amazon Resource Name
(ARN), INE BETFHWFMER , 5528 OpenShift GitHub X#H ) cloud-credential-operator,

ATATERR

BEBUR S A R E R AV T AT S 16 TE SR SR TR B

{
"Version":"2012-10-17",
"Statement": [
{

"Action": [
"iam:GetUser",
"iam:GetUserPolicy",
"iam:ListAccessKeys"

1,

"Effect": "Allow",

"Resource": "*"

}
]
}
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[Z&] -openshift-image-registry-installer-cloud-credentials

AT LA [Prefix]-openshift-image-registry-installer-cloud-credentials iE1ZZ|
IAM BE, KBRS LENTIRTREERHKERE T , UMAENEE ROSA Classic BEE RS E &
EAMEKREHNER , 218 Amazon S3, ERMEN , AEEE F UL ENMERE ROSA BREEN
AEREEE, ME EETWFMER , 5528 OpenShift GitHub IR GEFEE 7,

AR

BEBUR S A AR E R AV T AT 2 16 TE SR SRR TR B

"Version":"2012-10-17",
"Statement": [
{

"Action": [
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:PutBucketTagging",
"s3:GetBucketTagging",
"s3:PutBucketPublicAccessBlock",
"s3:GetBucketPublicAccessBlock",
"s3:PutEncryptionConfiguration",
"s3:GetEncryptionConfiguration",
"s3:PutLifecycleConfiguration",
"s3:GetLifecycleConfiguration",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListBucketMultipartUploads",
"s3:AbortMultipartUpload",
"s3:ListMultipartUploadParts"”

1,

"Effect": "Allow",

"Resource": "*"
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[£8] -openshift-cloud-network-config-controller-cloud-cr

A LA [Prefix]-openshift-cloud-network-config-controller-cloud-cr EiZZ|
IAM E88, BERESSEMNFFTEF Cloud Network Config Controller Operator , AR M E R
ROSA & & ST KA E’Jﬂﬁﬁ%@iﬁl 1, BEFHERELFIREE Amazon EC2 #ITHEENFL
B IP il , % ROSA BRBEEN —H0. NFE EXFFHFMEN , 552K OpenShift GitHub XX

FHY Cloud-network-conflg-controlIero

AR

BEBUR S A AR E R AV T AT 2 16 TE SR SRR TR B

"Version":"2012-10-17",
"Statement": [
{

"Action": [
"ec2:DescribelInstances",
"ec2:DescribeInstanceStatus",

"ec2:DescribelInstanceTypes",
"ec2:UnassignPrivateIpAddresses"”,
"ec2:AssignPrivateIpAddresses",
ec2:UnassignIpv6Addresses”,
"ec2:AssignIpvbAddresses”,
"ec2:DescribeSubnets",
"ec2:DescribeNetworkInterfaces"
1,
"Effect": "Allow",

"Resource": "*"

AWS 1y ZEBXR ROSA

AWS SEHFEEH AWS AWS SEHFEEYNEENBYRESEATSEARGIRMST , WERL
A LABRE T ARG EAE, FHEANAE,

FARCIE . AWS REBRABEFIERTFREEARFNRKEMERT , ER/ELFFTAIHAE AWS &
FfEM. RfI2BEERBERNEARFINEFEERCER , UEE-SRDFFT,.
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FEESE AWS SEHRPERNTA, R AWS E# AWS SEBRPERNGTT , IIEHER
EHREENMEIRE Y (£AE. FENAG® ). EFNN AWS R BN AP RAETTHIE
BRBEME , AWS B TREERH AWS REBR. WEFMEF , F2H IAM (£RAEER) F
By AWS ZEHK,

AWS ZEBUER : ROSAManageSubscription

B A LLROSAManageSubscription BUREREE IAM B8, 1£ ROSA 4 ROSA F AWS BH
ZH , BABRLKEBREES IAM A€,

HHRERTEEE ROSA STEERN AWS Marketplace 5F 7,
A FEAERR
RS E AT,

- aws-marketplace:Subscribe - EFFET B AWS Marketplace ZEfm ROSA,
« aws-marketplace:Unsubscribe - RFF BB R AWS Marketplace ZEmHIFT B

« aws-marketplace:ViewSubscriptions - RFFEBRPRIRFTE AWS Marketplace, E-MHE
B, SAE IAM ZFEA T SRR 7] B9 AWS Marketplace 5] B3,

HEMATER JSON BERX M |, F2K ( AWS ZEBXRSERE) $1
ROSAManageSubscription,

B85 HCP tRF KK ROSA

AERMEEFEEEGFE (HCP) ¥ ROSA FrEMIR FBURFMEN. EL AWS ZEBRGHIE
ROSA # 8 HCP IAM B &£ AT, Red Hat it AJ 4 T2 (SRE) i, BEZHURE
FITEANEENRERE 57,

(@ Note

AWS ZEHR 74t ROSA #BEFEE I HIFHE (HCP) £, ROSA BB EMFEAEFZE
IAM B3R, 1% ROSA ERBERHFFMES , 552 [ the section called “ROSA E##1E 5 B
3R"H the section called “ROSA E#EH FHE,
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AWS ZEHX : ROSAWorkerlnstancePolicy

AT LA ROSAWorkerInstancePolicy @ EIAH IAM B8, ERYEECH , B4 AEEES
HBER IAM £, ROSA BRI AWS R eAREFUEM . tPSERMREELANSHEESE
&R,

SIS =g
BRI ETHHFA , £5F ROSA THEEHH TR TIIMES

« ec2 — £ ROSA #EETHEHEEMBHEEHFML AWS EiF 1 Amazon EC2 #{T{EEME
Ao

* ecr - FHMEIHE ROSA 2 ECR FERNBSEEREN THREH LG BN EEMTRE,

= EMIATEMN JSON BERXH |, F2H ( AWS ZERXRSERER) FH
ROSAWorkerInstancePolicy,

AWS ZEBHE : ROSASRESupportPolicy
&AL ROSASRESupportPolicy iEiEE IAM BE,

FAREREH TEHESEET ROSA 28l , BXALKLEBREES IAM A6, KBERESLENFTFITR
F Red Hat {BUt A] £ T72RF (SREs) , A EEHE, DEMEHE ROSA EEHEEBEBHMN AWS R ,
DIERE ROSA BEEETHARREBIEE S,

SEIEEF = E
WBERSETHEA , £5F Red Hat SREsTER T HER :

e cloudtrail — EEEEHE EMEIN AWS CloudTrail E4FIER,
« cloudwatch — EEEEFE M EIH Amazon CloudWatch 151&,

« ec2 — EH, HERMEEREEEEEAREMEEBEN Amazon EC2 o |, flink £ &4H. VPC ik EE
SHEEERRE, BE. £, EFREFNLLLE Amazon EC2 #1TERE,

« elasticloadbalancing — F&EER, #HiRF14xE0EE & £ E (EARREMHBIMY Elastic Load Balancing £
8

* iam — FHMEERBSEFEREMEEN IAM B,
* route53 — MBIEBEEHEAREMEEIN DNS RE.
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« sts — DecodeAuthorizationMessage — FEEL IAM FA B LLE TR SR,

HERBETEN JSON BERXH |, F20 ( AWS REBRSERERE) 1
ROSASRESupportPolicy,

AWS ZEHE : ROSAlnstallerPolicy
EA L% ROSAInstallerPolicy B EEM IAM BEE,

FRAFAERHITEHEEET ROSA 28] , BABEEBLHBREEZEEZERZRS W IAM B [Prefix]-
ROSA-Worker-Role, WK AN EHEASENE [Prefix]-ROSA-Worker-Role EXWEABE
BEHTEBELIME, EBERSEVLENFTRTLZEER | LEEXE ROSAEELRHE AWS WE
o

SRR
EREQETANT  ANRERAZK T IES -

« ec2 — f£A Red Hat AWS 1R F #BEMEE 2 HFEEAMIs #1T Amazon EC2 #1T{ER, R
Amazon EC2 B HHEIHERY Amazon EC2 #i1TEIRE. HERENMMBRER. FEMFFH , Kubernetes
BHEITEHIEKHTERNAZSE K MARSETLUFTMEFPHEFE Amazon VPC, 8ZE Amazon
EC2 RERE , UXE ROSAFHHAERENEE. FAMS NWERSBRE FHK L EL MM ERE
#,"kubernetes.io/cluster/*", ERL4EN , UERAREBEEANERTHBETERANF
MR | WEIE Kubernetes # £ BIER.

« elasticloadbalancing — #EHFTHBFEBEEEE LN EEHH, REBETNWEEHREBRE
HTER, FELUFFA , SUE Kubernetes 25 H A LB) &M Kubernetes AR OpenShift F&
AR RBERNEHTESE,

« kms — FEEL AWS KMS €. BUNEER T Amazon EC2 , M EE K —HEBER WU 4
EBER AWS KMS, E#£ERVBBAMNZE  ERFEHetcdiFetcdERMMLEIEE,

« iam— B&FE IAM A RMBUER, BREMENEEEEEMBH Amazon EC2 #BiTERERE. £
iam:TagInstanceProfilefF A i$EBHMIBE IAM BIITHEEBHERE, EEETERNRIVEFEE
MEE OIDC HEMmMARKE , RETEENEBRAS,

« route53 — EERBVEBEAFER Route 53 iR,

« servicequotas — ARV REFIFEHNREECEE,

« sts — ZE 3 ROSA THHIEREF AWS STS 2 AER, BEARBIBENEAER,

- secretsmanager — BRMEE , UMLZLHAFEFZEMN OIDC HEMABEMREN —D,
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EERETEMN JSON BRI 4 |, 20 ( AWS SEBFS2ERRE) T8 ROSAInstallerPolicy,

AWS ZEHE : ROSASharedVPCRoute53Policy

& A LA ROSASharedVPCRoute53PolicyBE R IAM B, BB BERERZEZE IAM A
& , LLAFF ROSA #£EH A VPC AWS fR# IREH I EH AL

WBUER AL FF ROSA ZHEHENERE Route 53 ok, LR EERAREA VPC |, WiREEEHA VPC i
HARMIEBEITER Route 53 FF A1 F5,

HARBAR
WREAETHHT , £¥ ROSA RERKFZAM TIEH

« route53 — FEEY DNS B EAMIIE DNS 5ok , LA T B 51 DNS #H
HE, B, S FMIBR DNS icsk , (BEEANE ROSA HERAEER , &
¥& .hypershift.local, .openshiftapps.com, .devshift.org,
.openshiftusgov.com#fl .devshiftusgov.com. ¥, EXHBER Route 53 EFR LHIEZ
8, NETEREEMBER,

- tag — RBERNEBRRRMINLE AWS iR , EEBREFIH ROSA BEENER.

:IJI‘H

HEMABRNFRES , B/BEFRAEH JSON BERX K , F2H ( AWS ZEHEKRZSEER) F

# ROSASharedVPCRoute53Policy.

AWS ZE X : ROSASharedVPCEndpointPolicy

& B LA#% ROSASharedVPCEndpointPolicy:E#EEEH IAM B, X AR BEREEE IAM A
B, LLAFF ROSA #5EEHA VPC AWS BR¥E IRIBEHRFILEM

WBERAAFF ROSA ZEEREHA VPC RIEFHRTE VPC mEH ML L EE,
S
WHERAETHEHT , 25 ROSA ZEERXTHK T IMETS :

- ec2 — R VPC HRAERAVHEERT T , VPCs MR 8H , LT HMAERIRE, B, MBRFEK
EEERARFNEZLHE , FROSAKABRUNEEEERBPNZLHE  FRSRERFAE
ROSA ZiEMER. B, SRNMBREEERAEREIAN VPC inS , FF ROSA B MEE VPC
e, MEEHEA VPC AWS R REDELRE . EEVHESERERZTHEIHN VPC iwEHM
ZEEE , LETEENERBIFNER,
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EERGBENFMEENR , SERFMALE JSON BRI |, 520 ( AWS ZRERFRSEER) F
B ROSASharedVPCEndpointPolicy,

BE HCP E&E FHURA ROSA

AERHABEREE RS FH (HCP) #Y ROSA FRBREH FBURNFMEF. EAILEEL AWS
ZEBREEIFEE HCP £/ ROSA FTENEE T AR, FEFFAIF BN OpenShift BEE FEH
HCP ZEEIFHEE ROSA,

® Note

AWS ZEBE EEH ROSA BEFEERFIFHE (HCP) A, ROSA BB EFAETFSE
IAM BUER, t1FE ROSA EBUREFMEE , 552 M the section called “ROSA E#fi ik F I
R"H the section called “ROSA E#EE FBK".

AWS ZEHE : ROSAAmazonEBSCSIDriverOperatorPolicy

& A LA#% ROSAAmazonEBSCSIDriverOperatorPolicyBiEEIEH IAM B, BXLEGILBURE
BEEEHET IAMAE , UAFEATAERH FEEEN ROSA R HAM AWS kiE, BEEEHFTE
—HE—-NEETFAE,

RS A BERFF AT F Amazon EBS CSI Driver Operator , A7 ROSA #5 2 MutE
Amazon EBS CSI SEEif2 X, MF EEFHFMEN , 552/ OpenShift GitHub X #HH Y aws-ebs-
csi-driver iB& F,

SRR E R

WHERBETHEFT , 25F Amazon EBS Driver Operator T T~ F4EH :

« ec2 — B3, Bk, EiE, DBNMIRERZS Amazon EC2 #{T{EE A Amazon EBS Bt E, 2
3 AN BR Amazon EBS HREEIRER |, 5 H Amazon EC2 #11TEEE. MEREFMIRE,

EERBTEN JSON BERX M4 |, EF2H  AWS ZEBRSEERE) ¥1
ROSAAmMazonEBSCSIDriverOperatorPolicy.

AWS ZEHE : ROSAIngressOperatorPolicy

A LA% ROSAIngressOperatorPolicyBiEEIEH IAM B, BUXESHBREREZEE F IAM
AE , UAFEAAEEHTFTEESEN ROSA HIHAM AWS ki, SEREHETE—HE—NEER
FHE,
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https://github.com/openshift/aws-ebs-csi-driver-operator#aws-ebs-csi-driver-operator
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAAmazonEBSCSIDriverOperatorPolicy.html
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HBEREESXENFIRTFRAEE T , UMENEE ROSA BEENEHTEEM DNS %H,%o BX
AFENERE, AE , EHEFSEE Route 53 ERNERE , URRFAEEE ., 0F EEFHFH
B , 552/ OpenShift GitHub X H Y OpenShift EAEE F, OpenShift GitHub

AT A EFAEE A
HBEREE TR, RAFFRAEE TR TIER

« elasticloadbalancing — iR fE S L E2FHVARRE,
 route53 — % Route 53 FEE EIFH A mIEEE R ROSA #5242 DNS 52k,
- tag— /A tag:GetResourcesF A EEBZRLNER.

HERBTEN JSON BERXH |, F2E ( AWS ZEBRZSEZERE) 1
ROSAIngressOperatorPolicy.,

AWS ZEBE : ROSAImageRegistryOperatorPolicy

& T LA ROSAImageRegistryOperatorPolicyEEZEEH IAM B, EXERILBEERESE
BEYIAM AR, LANEETXERFIFTHEBEN ROSA B HA AWS RS, SESEHETE—HM
—NEEFHAE,

BHREBLBENF IR TRESHFER T , MAENEEESE ROSA ARGE RENBKRBENE
R, 218 S3. ERMEN , LUEERE T AUZERMMERE ROSA BENATZHE, NFE EFFHF
HER , F2E OpenShift GitHub XHHHIRRGEZFEE T,

Fral A E R
WBEREETHEHET , AAFF Image Registry Operator 5ERK T 5 E4E :
« s3 — EEMFTME Amazon S3 EEETBEARSMEATHNEETRENNEBAMRT

HEMATER JSON BERX M |, F28 ( AWS ZEBXRSERE) $1
ROSAImageRegistryOperatorPolicy,

AWS ZEHE : ROSACloudNetworkConfigOperatorPolicy

&A% ROSACloudNetworkConfigOperatorPolicyBEZIEH IAM B, BXLEGILBERE
BEEEE T IAMAE , UAFERTERH FTEHEEN ROSA HIHEM AWS k. BEEEHTE
—HE-HNEETrAE,
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https://github.com/openshift/cluster-ingress-operator#openshift-ingress-operator
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAIngressOperatorPolicy.html
https://github.com/openshift/cluster-image-registry-operator#image-registry-operator
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAImageRegistryOperatorPolicy.html
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HWE RS A BRI F Cloud Network Config Controller Operator , A2 M EE ROSA #5£
BN R E R, BE FFERELHIRERE Amazon EC2 BI/TEBMFLE IP it , HA
ROSA &5 —%7., WE EHEFHFMER , 52 OpenShift GitHub X4 H Y Cloud-network-
config-controller,

AT AR E A

WERBETHEFT , £FF Cloud Network Config Controller Operator SEB& T FI4E# :

« ec2 — BH, ERMIEIR ROSA #EEHERE Amazon EC2 #1T{E#E. Amazon VPC FiBEEMEM
MR EA AR,

HEMATER JSON BERX M |, F28 ( AWS ZEBXRSERRE) $1
ROSACIloudNetworkConfigOperatorPolicy .

AWS ZEBXE : ROSAKubeControllerPolicy

& AT LA ROSAKubeControllerPolicy @ EI#RH IAM B8, SBAEMLBFREETEETF IAM
A, UAFEERERH TEHESN ROSA HIH M AWS ki, SEEEHETE—HKE—NER
FAE,

HWBUER & F kube 1242 E AT EMFF I Amazon EC2 Elastic Load Balancing , SA Kk E B E 4|
FH#FEZ ROSA AWS KMS WE R, MFLRHZRNFMER , 5528 OpenShift XA RYIZFI=R
BT

AR
WREDETHHT , A kube BHBER T IER -
+ec2— Y. MRER  LABEWHHE Amazon EC2 HTERR 2B, BEARAFAERS

i, AT ESE., Amazon EC2 #I{T{ERE., EHEXR, R£HME. VPCsH F#EE,

« elasticloadbalancing — BRI NMEEBERTEHIRHEBK, BEUNEEEHFEHS[EEREN,
[ B EFEFMANEBCEEME S , YEE B EH#E. neHTEHRTMMBUEEEM Amazon EC2 #
TER  WKEENEEARTEHSR.

« kms — FHER AWS KMS £ FMEH . EEERVRBAMNER , EREAetcdiMZFetcd&E R
WRAEIEE,

EERGTEN JSON BXRMX 4 , F2E ( AWS ZEBESERERE) B
ROSAKubeControllerPolicy,
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https://github.com/openshift/cloud-network-config-controller#cloud-network-config-controller-cncc
https://github.com/openshift/cloud-network-config-controller#cloud-network-config-controller-cncc
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSACloudNetworkConfigOperatorPolicy.html
https://hypershift-docs.netlify.app/reference/controller-architecture/
https://hypershift-docs.netlify.app/reference/controller-architecture/
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAKubeControllerPolicy.html
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AWS ZEH X : ROSANodePoolManagementPolicy

& AT L% ROSANodePoolManagementPolicyB#EEIEH IAM B, BXEBHHKREEZERE F
IAM B8 , LAFEETAERH FTEEEN ROSA HIHAMERHE AWS . BEZEEHEZ—HEE—N
EBEETFAG,

WBER S MBI F NodePool #4188 |, LR, BTN THEESHEEERN Amazon
EC2 #{T{EE., MWBRUBZFHT , LHFEH AWS KMS £#8¥ TEEH U BRIGEETHBMNE,
BREZEETEEHHNELERNE , ARFE Amazon EC2 REFEE., MFIEFIZRNFME
A, 52 OpenShift XH Ry IEEIZFZRE,

ATAIRFAEE A
HEBERBETHFA , £FF NodePool # #2875 T 5HEH :

» ec2 — f£/ Red Hat AWS 1kF #EBEMEE 2 HFEEAMIs #1T Amazon EC2 #1T{EEE. £ ROSA
ESETPEEEC2 AmiEH, BBV VRS TFHEEIRE Elastic Load Balancing, Amazon VPC
Route 53 Amazon EBS, #H Amazon EC2, FEMERBERE , AT ROSA FHNBREREI
o

« iam — Elastic Load Balancing EFB& A& HWREEEEEER
AWSServiceRoleForElasticlLoadBalancing., #A®IEMRIE Amazon EC2 #ITEIBEHEIRIE,

« kms — BEL AWS KMS £, B MNEERTF Amazon EC2 , W {EE MK —NWHBERSI|WILM A
EA AWS KMS, ER AT ITEEHHRUBFEENHBEMZNSEIER,

HEMATEN JSON BERXH |, F20 ( AWS REBRSERER) 1
ROSANodePoolManagementPolicy.,

AWS ZEHE : ROSAKMSProviderPolicy

& A LA#% ROSAKMSProviderPolicyB#EEIEH IAM B, EX AU BKERZEEF IAM A
&, UAFEEREERH FEHEEN ROSA HIlHM AWS . SEEEHFTE—HKE—NEET
ﬂ@o

HWHRESESPBENFATETHNE AWS MFRREHE | UEEXEetcdERMBEN AWS KMS £88, It
BUR fo¥F Amazon EC2 i AWS IR R ERMEHN KMS £ RMBMERetcdER, MEUIRHE
EWFHMET |, 5528 Kubernetes GitHub X EAWS N2 &,

AT A A E A
BRI ETHHT , £5F AWS MERMETH TIMER
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https://hypershift-docs.netlify.app/reference/controller-architecture/
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSANodePoolManagementPolicy.html
https://github.com/kubernetes-sigs/aws-encryption-provider#aws-encryption-provider
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o kms — IN%, MEFEAE AWS KMS €88, EREZVRBANZRE  ERFEAetcdilFetcdE
BHHEIEFE,

HERBTEN JSON BERXH |, F2E ( AWS ZEBRZSEZER) HH
ROSAKMSProviderPolicy.

AWS ZEHE : ROSAControlPlaneOperatorPolicy

B A LA ROSAControlPlaneOperatorPolicy:EEEIEM IAM B, BXAKNHBREZEZESR
FIAM B | LAKFEEEE S FHELEN ROSA U HEM AWS R, SESEEHMETE—AM—
WEHETFAE,

BBRERTEHFIEEFAENA , WEARKERH FTEHEEREE ROSA B Route 53
Amazon EC2 &R, WFELLEE FHFMER , 552/ OpenShift XAV HIZRSEE.

ATAIRFAEEA
BBREETHET , AFFEHFHEEF K TIIER

« ec2 — EMNHFEE Amazon VPC ix %,
« route53 — F|HFEE Route 53 5L E |, WHHFEEEHE,

HERBTEN JSON BERXH |, F2E ( AWS ZEBRZSEZER) 1
ROSAControlPlaneOperatorPolicy.

ROSA AWS ZE BRI EH

BRFBLRBARERELEE ROSA LUK , AWS SERKREFNFMAENA. UFEAHLEEEE
RYEEIREE |, PRI B X E S AC sk HHAY RSS HE.

2% HR Date
ROSANodePoolManage ROSA EEHBE , WA 2025 9 A3 H
mentPolicy — B E#BUR 18 Amazon EC2 RERE

WERFEE, HEBFTE
NodePool 2 #8857 BN A
REERE , UREERE
H, le];#?ﬁlﬁnﬂ E2E

the section called “AWS 2
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAKMSProviderPolicy.html
https://hypershift-docs.netlify.app/reference/controller-architecture/
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAControlPlaneOperatorPolicy.html
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ERAEER

gE

ROSASharedVPCEndpo
intPolicy — #1387 R

ROSASharedVPCRoute
53Policy — i8R BUR

ROSAlInstallerPolicy — BUR B
B

iR
EBUR : ROSANodePoolM
anagementPolicy”,

Date

ROSA #18 T HWVBE , 5T
ROSA ZHEREREHA VPC
RIEFRE VPC ImB ML E
. WECRIEMEHEHEA VPC
FERARGIEFITERN EC2 7F
Af&., MEFMENR , F2
8 the section called “AWS 3%
EBUR : ROSASharedVPC
EndpointPolicy”’,

20258 A7 H

ROSA #7318 7T #EVEER |, LA
AFF ROSA RERAEHA
VPC REHERE Route 53 5
8%, LEBCRIRMEEHA VPC
FEARHIEFITERN Route 53
FFHFE, MEFMEER , F
2/ the section called “AWS
ZEBER : ROSASharedVPC
Route53Policy’s

2025 8 A7 H

ROSA EEHBE , AAFF 2025 8 A 7H
ROSA ZH#EX#ZE Amazon
EC2 BRERE , LL#E ROSA
PR EREINEE. LLEN
WAFZEENFEAERR

5| $8 Lo %9 2R M BR F B RE L HYE
#"kubernetes.io/clu
ster/*" | LLtkZE Kubernete
s BEEBEE, NEFMA
& , /2 M the section
called “AWS ZE B : ROSA
InstallerPolicy”o

AWS SEHE
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ERAEER

gE

ROSAImageRegistryO
peratorPolicy — BUR 2 E#

ROSANodePoolManage
mentPolicy — EEHBE

ROSAImageRegistryO
peratorPolicy — BUR & E#

DU

ROSA EE#HBUER , #aT &
B E S3RETRERE

. LEFRE/FS AWS B
#70 GovCloud EFH ROSA
REER. MEFHHEA , F
28 the section called “AWS
ZEBE . ROSAlmageRegi

stryOperatorPolicy”

ROSA EE#HBE , LAAEF
EREER TR A EM
B ARmEm, MEFHEENR , F
288 the section called “AWS
ZEBE : ROSANodePoolM
anagementPolicy”,

ROSA EE#HBE , 5 Red
Hat OpenShift Image Registry
Operator £ AWS GovCloud
B HEMEE Amazon S3
REFEMYH , U4t ROSA
BERMGEHEMEH, e
EfFS AWS GovCloud [E1F
#Y ROSA fF&ER, MFEHF
&R , FF2 [ the section
called “AWS ZEHBXE : ROSA
ImageRegistryOperatorPolicy

”
(]

Date

20255 A 19 H

2025 5 A5H

2025 4 A 16 B

AWS SEHE
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ERAEER

gE

ROSAWorkerlnstancePolicy
— BEREE#M

ROSANodePoolManage
mentPolicy — BUR B E#T

ROSAAmMazonEBSCSIDr
iverOperatorPolicy — BUZR B
B

DU

ROSA EEHBE , AFFT
EEE R A ROSA ¥
E ECR RFERSEELHR
MIEEEEEmBREERN
EWREG, MEFHMEENR , F
B9 the section called “AWS
ZEHE : ROSAWorkerlns

tancePolicy”,

ROSA EE#HBE , AT EE
REROSER B, TEec2:
Runlinstances 0L HA 5 $5{5L
EC2 Hi1T{EE 2 E MR
¥ Ered-hat-managed:
true, ELFFAREEA HCP
417 BEXE ROSA L E
A, MEFMENR  F2
B the section called “AWS 3

EHR : ROSANodePoolM
anagementPolicy”,

ROSA EE#HBEUZ ESH
#) Amazon EBS 1R BB iZ
APl, MEFMENR , F2H
the section called “AWS 3%
BB : ROSAAmazonEBS
CSIDriverOperatorPolicy”,

Date

2025 3 A3 H

20252 A 24 B

20251 A 17 B
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ERAEER

gE

ROSANodePoolManage
mentPolicy — BUR 2 E#T

ROSAlInstallerPolicy — B3R 2
B

ROSASRESupportPolicy — B
ROEH

ROSAlInstallerPolicy — BIZR E
B

DU

ROSA EE#MBE , 5T
ROSA iR &R EE S#HA
DHCP ZEHE |, UREEE
F.%E DNS B, WHEF
& , F2 [ the section
called “AWS ZEBE :
ROSANodePoolManagement

Policy”.

ROSA EEFHBER , AR

if ROSA REBRAERATE
NWEESBIEEBRHEET

@ "kubernetes.io/
cluster/*" ., WMEFHHH
& , 52 [ the section
called “AWS ZEBE : ROSA
InstallerPolicy”’,

ROSA EEFBR , LLAAFF
SRE AGHEIEEZER A ROSA
ZHTEBBERENEEBE
#red-hat-managed . WE
FHHEA , F2 A the section
called “AWS ZEBE : ROSA
SRESupportPolicy”

ROSA EE#FBUR , UAFF
ROSA ZH#REXRFE B AWS
S EBER ROSA 2&EES
ff£A IAM A€ ROSA, It
EHEARRERERNBIINEF
TEBREEEEEE ROSA
Ak, MEFHEN , F2HE
the section called “AWS Z &
BEE : ROSAlnstallerPolicy”s

Date

2024 5 H2H

2024 4 A 24 B

2024 54 A 108

2024 54 A 10 H
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ERAEER

gE

ROSAlInstallerPolicy — B3R E
B

ROSASRESupportPolicy — B
REOEH

ROSAImageRegistryO
peratorPolicy — B E#HT R

DU

ROSA EE#HBE , £FFAR
BEBELXREARIEFERE
HEE OIDC #rErsm KBk
RREREEXREAR.
WET A REHEEGRE

# DNS BB fkss , FEHEE
HEREEESERME, WFEF
HER , 552/ the section
called “AWS ZEBUE : ROSA
InstallerPolicy”,

ROSA EE#BUR , UAFF
BR#&# F DescribeSecurityGr
oups AP| EZ £ FHH L#1T
EEURIE, MEFMEER , F
288 the section called “AWS
ZEBUER : ROSASRESuppor

tPolicy”,

ROSA EEMBUR , LA
MREGZHER T 14 [@F
TLEBEEFH Amazon S3
RERXRNEE, NFEF
&R , 52/ the section
called “AWS ZEHXE : ROSA
ImageRegistryOperatorPolicy

o

Date

2024 1 A 26 B

2024 1 H22H

202312 A 12 H

AWS SEHE
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ERAEER

gE

ROSAKubeControllerPolicy —
BEEEH

ROSAManageSubscription —
BROEH

ROSAKubeControllerPolicy —
BEREE#H

DU

ROSA EE#HBE , LAAEF
kube-controller-manager 1
R AEE, Amazon EC2
FITER. AR, Z£FH
#. VPCsHF#%, mMEHF
HEA , 552/ the section
called “AWS ZEBUR : ROSA
KubeControllerPolicy”,

ROSA EEEEK , #EBE
BFEE#EHIFE Productld B9
ROSA, WMFEFMENR , F2
[ the section called “AWS 3
EBUR : ROSAManageSub

scription”,

ROSA EE#HBE , UAAGFF
kube-controller-manager #%
Network Load Balancer 237
% Kubernetes fR7§ & 8
£%. Network Load Balancer
REERNVEDREEEE
MIEER A UHXEEHT
HESMTRAE IP k., WEEH
HEFA , 2R the section
called “AWS ZEBE : ROSA
KubeControllerPolicy”,

Date

2023 £10 A 16 H

2023 8 A1H

2023 7 A 13 B
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ERAEER

gE

ROSANodePoolManage
mentPolicy — T8 BUR

ROSAInstallerPolicy — #8
K

ROSASRESupportPolicy — #7
BBUR

ROSAKMSProviderPolicy —
BB

DU

ROSA #7318 7T #EVER |, M
75 NodePool #2538,
TR IEN TEEHHERE
¥ Amazon EC2 #1T{E .,
HBEELEFER AWS KMS £
WA TEERRREEERN
WERINE, WEFMER , B
2/ the section called “AWS
ZEBE : ROSANodePoolM
anagementPolicy”,

ROSA #7i8 T #RYEUER |, M
AHALZEEAEEEESE
L& AWS WEIR. MFEF
&R , 52 the section
called “AWS ZEHR : ROSA
InstallerPolicy”

ROSA #7118 7T #HHVBUER |, KA
fo#F Red Hat SREs[E ##
2=, PENXZEE ROSA &
EMEEHN AWS BR |, 2%
#F ROSA B5EEAMAEN
BESh. MEFMENR A6 F2
B the section called “AWS 3
EHE : ROSASRESuppor

tPolicy”,

ROSA #1187 #EVBER , U A
FRE AWS MFRHEEEE
AWS KMS €8 U EMZEN
ERNE, MEFMER , F
2/ the section called “AWS
ZFEBE : ROSAKMSProvid

erPolicy”,

Date

20236 A8 H

2023 6 A6 H

2023 6 A1H

2023 4 A 27 H
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ERAEER

gE

ROSAKubeControllerPolicy —
R

ROSAImageRegistryO
peratorPolicy — 738 7 #TBUR

ROSAControlPlaneOp
eratorPolicy — #Ti8 %

DU

ROSA #7318 7T #EVER |, M
AFF kube #2525 E TE Elastic
Load Balancing Amazon

EC2, LA} ROSA EEfE®R
HIFEEBEEZ B AWSKMS &
Ro MBFHMEF , FSH the
section called “AWS Z &K

%R : ROSAKubeControllerPoli

ROSA #7148 7 #TRYBR , A7t
ARG EFES FHENEE
F 5 ROSA MRGE % 4H 4%
RIFEVEIR , 2% S3, WMFE
FHER , 2 [ the section
called “AWS ZEBXE : ROSA
ImageRegistryOperatorPolicy

”
(]

ROSA 8 THIIEE , U
FriEsFHEHE F ROSA &
AEREH THEEREE N
Route 53 Amazon EC2 &
Ro MBFHMEN , FSH the
section called “AWS Z &I

% : ROSAControlPlaneOperat

orPolicy”,

Date

2023 4 A 27 H

2023 4 A 27 H

2023 4 A 24 8
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ERAEER

gE

ROSACIoudNetworkCo
nfigOperatorPolicy — #7318
K

ROSAIngressOperatorPolicy
— M BUR

ROSAAmMazonEBSCSIDr

iverOperatorPolicy — ¥ 18K
K

ROSAWorkerlnstancePolicy
— FIERIBR

DU

ROSA ##8 T #RYBUER |, 2L
AFEHBRERREFIFER
FHEMEE ROSA E5H
HRKENMNEREIR, WEF
& , F2 [ the section
called “AWS ZEBR :
ROSACIloudNetworkConfig
OperatorPolicy’,

ROSA #7318 7 #EVER |, M
AFBAEEFHENERE
ROSA £ MW E F FEFM
DNS fHEE, MEFMER , 5
288 the section called “AWS
ZEBUER : ROSAlngressOp

eratorPolicy”,

ROSA #7118 7T #HHVBUER |, KA
fo&F Amazon EBS CSlI Driver
Operator £ ROSA #&£ £ %
SEF#:E Amazon EBS CSI B&
BiEN, WEFAEA , T2
B the section called “AWS 3
EHE : ROSAAmazonEBS
CSIDriverOperatorPolicy”,

ROSA ##8 THWWEE , U
FREEEREER. WEH
&R , F52 [ the section
called “AWS ZEBE : ROSA
WorkerlnstancePolicy’,

Date

20235 4 A 20 H

2023 4 A 20 H

2023 4 A 20 H

2023 4 A 20 H
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ERAEER

gE

ROSAManageSubscription —
BRI BUER

iR Date

ROSA #8 7 #TRIBUR |, KA
BTFEE ROSA FTHEAEMN

2022 4 A 118

AWS Marketplace 57, WME

FHERA , F2 A the section

called “AWS ZEBE : ROSA
ManageSubscription”,

Red Hat OpenShift Service on 2022 3 A 2H

AWS BB S E

Red Hat OpenShift Service on
AWS ERKERHE AWS 25
BRNEE,

¥ ROSA &7 MEEETHIERD
FERUTEARGEEZEFIEESER ROSA # BB EINE R E=E IAM,
AWS Organizations AR %2 | BUERIER L ER AWS Marketplace 7F A

IRIEH AWS Organizations BRI IR (SCP) £ BHBMA KT L7 4R AWS Marketplace 7]
BIFFA ROSA , %4 THERAH#HR,

An error occurred while enabling ROSA, because a service control policy (SCP) is
denying required permissions. Contact your management account administrator, and
consult the documentation for troubleshooting.

MREWELERR | RISV ABHEENEERS SR NE., ENEERSREERBMIRFNAS., FEAEH
ITTHIEME -

3

1. BX7E SCP LAft5F aws-marketplace:Subscribe, aws-marketplace:Unsubscribe#l
aws-marketplace:ViewSubscriptionsif ™, MEFMER , FZE AWS Organizations
CEREEME) PHERT SCP,

2. ROSA HHEBHEEIRFFRA -

3. B ROSATHP?EHREBANEEEINREIRE, MEFMEN , F2H ( AWS Marketplace E
FiEMm) R EESPEAITR,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_create.html#update_policy
https://docs.aws.amazon.com/marketplace/latest/buyerguide/organizations-sharing.html

Red Hat OpenShift Service on AWS EREER

FRERAEREHLEN AWS Marketplace 57

MRIEH IAM ZEEAELESRRA R EMLER AWS Marketplace 5TEIZFAI ROSA , 8R4 T 5%

=o
}gll:-l\‘ﬁﬁzl—_%o

An error occurred while enabling ROSA, because your user or role does not have the
required permissions.

BEFALEE  FEEELSR

1. 814 IAM E£3#2 & , 34§ AWS ZR0SAManageSubscriptionBBUREZEZEZN IAM B2, WFEFH
HEF , F2E ( AWS ZEBXRZ2E1EmM) FH ROSAManageSubscriptions

2. 558 1{& the section called “BXFl ROSA FME&E AWS LRIEH PR,

MRERZEE PREJEFTUIENTT , IAM HZ2KEIER , AIXNEBRKEESSRIGE, EX
#Z A BR0OSAManageSubscriptioni#E#E IAM £ &5 , AEE P EFEFthe section called “FX A
ROSA MEEE AWS TRk, EEEESHTILEMER , ©8 ROSA B TAESZHFFAIE , SUK
B IAM AWS 1RF,

EIE B HEHNMSE AWS Marketplace 557

MBEBHRFEEESHELER AWS Marketplace STRFEHT , ERERBA B, 2B4E T XA
= ROSA.

An error occurred while enabling ROSA because required permissions have been blocked by
an administrator. ROSAManageSubscription includes the permissions required to enable
ROSA. Consult the documentation and try again.

MR BILEERR | X BB ENERESRIGE. BRAAEHTTHEE -
1. BI{E ROSA E£# & , ¥4 AWS ZR0SAManageSubscriptionBBEREZEERN IAM B2, NE
HMER , Bm2E ( AWS ZEBESEIER) I ROSAManageSubscriptions

2. BfE HHIFERthe section called “BiF ROSA FE%E AWS o R E 4" REA ROSA, tiEF ROSA
SEBEH THAESIMTUEREA IAM AWS RS,
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https://console.aws.amazon.com/iam
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAManageSubscription.html
https://console.aws.amazon.com/rosa
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAManageSubscription.html
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BB HTEERFRAEESS  AccessDenied

MREE KRB B HFESS , AWSServiceRoleForElasticlLoadBalacingfl
RS EFACTREFTFERENIIES P, MRZERERFPEL BE RE
AWSServiceRoleForElasticLoadBalacing&fh , ROSA €34 T 55,

Error creating network Load Balancer: AccessDenied
HEMRILEE  FERELLR
1. RELBWIRFEREEHE AWSServiceRoleForElasticlLoadBalancingf&t,

aws iam get-role --role-name "AWSServiceRoleForElasticlLoadBalancing"

2. MBRERB AR | 5581E Elastic Load Balancing { FA&ER) HWEN RS ELEAEHNE
RIREIN A,

RV EM ROSA

AWS =Bk E 5% hE

AWS IR ERERIEE AWS B Ml TR ESAEREE., AWS EiE RIEZEEE AR
AAESE  EEEHERKILE SWEENSHERMER, BBUARES , B LR EIRENE
ARAMNERNE  EUAERScEHEAERENISREFE., THESNTAY, JEEINER
BEh  MBE-SZEERPONERERREES,

ROSA AEFFRHMEE— AWS AR EBEH R HIEZ B H EBEFT Kubernetes 2 &I HME R FHAY
BIEH, #RAE-TAESEEHNERREAR  ERMBEFESEATABRIETHITIEAH, EF
BREBARXEZEUUAZZENTAEBRENE  ERFEZRNEMH.

W% AWS B AITAERNFEER , H2H AWS 2HREBBIE,

ROSA & &M

ROSA #2#|FEH 2 & E4 =18 OpenShift £ HI FEE R, SEZGFEEHEH AP FRFHTE
B, etcdB TERMIEHIZREK. NRBEZFFHEBHBE , FiE API FERESEBRASH
FIEVERRE , AREREB SR T F
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/elb-service-linked-roles.html
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