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https://console.aws.amazon.com/resource-explorer
https://console.aws.amazon.com/resource-explorer

AWS BiREE EREES

MRERAFERRFRPEE AWS BE WREDEE RARERRE. A FENEERHEER2
EHEESERTNESREESE,

5. #YRARG K EFERTEEREURRRE, MREGEFRVRERS| , HtFrE At EERE
%5l AWS EiE SRINER, EREAEETESAEENERNER AWS 1RF, #iF
B AWS B ERBBREIN, RMIZBEEEERAEREARIBREANLE K EZDES
BT AHs ERESHLE.

6. 1 "HEER. MRARPH "RERY, T ZEERAERVARAE. AEELEERYR
MBI, FREEALLEER, MREREFEVARRE , BEREETRURBEENERBHER
5| AWS B HEMREF, ERRARRRETSE AWS B EEPEMERBENERE
R, SERAFERAMBEABE "B, PHTERE , YARSTHAREERER , BREBEME
AR RBEE,

® Note

EENERETNERRARTES SN  CARRREMEAZRROER, NEH
MET  BONERERRERANFIENETES.

7. EE [BBDEREE

® Note

R AN FLEREELEIEALRERSHERT. AECHNEREEFTETIIME
PENFEBTRER  EFERECHIRFEERNKE. KAERBNAHBREITK
W REBRREINNEERERRSTREE —/PRNKRE,

AWS CLI
£ R R ERE R EEREE

EFRBRETZASRBEMBNBEAREHITIIZAPHERER I, T 5846 AWS CLI Sh RN
AR EE & ABATHRNEREZERF AWS CLl,

ExampleZZ 8% 1 : BIBEMENRSIPRIERSIRITHAERBERR AWS EHE

HEERBEREE AWS BE NEEGTHHT I HT. TIHHEHNFTESERRN AWS B
HFEREIREE AWS CLI,




AWS BiREE EREES

$ aws resource-explorer-2 create-index
{
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"CreatedAt": "2022-07-27T16:17:12.130000+00:00",
"State": "CREATING"

ExampleZBR 2 : I8R5 EH A AWS BE iIRFHNRE %5

ERHLERBAERTIBRSITHARSEMSERSIN AWS Bl P#TTIGT. THEFHS
SEMEBIRI (S EEILEP) (us-east-1) PHIEEBEREl,

$ aws resource-explorer-2 update-index-type \
--arn arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \
--type AGGREGATOR

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111",

"LastUpdatedAt": "2022-07-27T16:29:49.231000+00:00",

"State": "UPDATING",

"Type": "AGGREGATOR"

ExampleS8R 3 : EBEREER AWS EHE 5IWHREIBIE

EERBEURBESIN AWS BE P#T TS, THIEF S EEILE Resource Explorer 12
ARERFAMEYNREAHARNSER. SEFRRISBEEARSIEFA—BoHMNEERNER , I
T EREBRSIBIELSER.

$ aws resource-explorer-2 create-view \
--view-name My-New-View \
--included-properties Name=tags

"View": {
"Filters": {
"FilterString":

iy

"IncludedProperties": [

{

"Name": "tags"

HEPEERE 21



AWS BiREE EREES

}

1,
"LastUpdatedAt": "2022-07-27T716:34:14.960000+00:00",

"Owner": "123456789012",
"Scope": "arn:aws:iam::123456789012:root",
"ViewArn": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-New-
View/la2b3c4d-5d6e-7f8a-9b0c-abcd22222222"
}
}

ExampleZ B8R 4 . FREREAEFERBRE AWS B

THEHEHEE L —ESRPEINRERES "EHL (Region) AR R, BHLAEETE
EMEERE AWS B ARG TETUATH S,

$ aws resource-explorer-2 associate-default-view \
--view-arn arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-New-
View/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111

{

"ViewArn": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-New-
View/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
}

s

HEENERETUERARBETESCH , BLAREMFEAZMERNER. WEHEFHEER
ZREREEFRERANFIRENETES,

BITELM T 2R , ERBESELN AWS IRF. ERBEESEESTEBENMEERS , Hha
ENRZENERNFMAREE. EREESREEEREERSIERIEEERSPHRBEERS,
ZEFEITE—ERE , TRRFPNEAIAMBCSEREEMERSINESTESER.

(® Note
REIAHNRLERSELIEALBERSERT. RERNEREEFZEZTIIME /N
BT EET , EERENCKTRERERNEE. RTERANAHREIERYEHRER
BRREINNEERERRSARTE —/NENER,




AWS BiREE EREES

s al B AWS [EiE LEFREE SRR

BUBEEREESRE TS ERBENRLIRHEBIMWLE AWS EH AWS EFRE ETR. BERA
WEEFERRE , FEALER LHERF.

/A Important
EREREESCRM "ERRE) NESEPNER, STl E-—EESHEIZARER
5l , UXERESMAERFTNER. EREESEARBESERBRERSI2MAEHMESR
®ERRL  BEFREAERE "EH, . EAEREIERAEREERZRERSINETSFH
Eilfo

BRERGPHEREEMNRE

IEAILAER . A AWS Command Line Interface (AWS CLI) RHI @SS E A R BIAPIEE AWS B IE
FEE , RREPLEEFHEFERAENRS AWS SDK,

AWS BEEFEA
BREPLESEFERBERSINSR
1. FAM[EREE] TEAHH [RE] EME,

2. [ReERTHFEEES [BERRE] RN [EF], "HE MPNESHELERIERR
"B, B TEEL R, ER "REL K5l AWSIRF

3. REERAMULEHTESERRE K FRE[BEURS). 0R "EBE, F&&, 8 "EBE, T
s "TERRE. .

AWS CLI

BREBLEHERERBERSINS R
EBITU TS UEERLE AWS Bl EFEREREESRNESI,

$ aws resource-explorer-2 list-indexes

{

"Indexes": [

{

BEEBFHTHERBERE 23


https://console.aws.amazon.com/resource-explorer/home#/settings

AWS BEiREE EAEESE
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"Region": "us-east-1",
"Type": "AGGREGATOR"
1,
{

"Arn": "arn:aws:resource-explorer-2:us-
west-2:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd22222222",

"Region":"us-west-2",
"Type":"LOCAL"

BEEBFHTHERBERE

24



AWS BiREE EREES

EFITRERZESE AWS EE URS|ENER

ELZYIFAME AWS IRF |, 88 AWS EfEE £ —NZEPBILRBHEKRS AWS EiF. MREE
A [BURERE] BE , ERBERSEHELEN AWS 1RE AWS B ERAERK L EEEEEE S
NERB|IRABRFNEREREZS, WREER "ERE, RERR , IEETEZEPEVYZRSIN "E
iiﬁJ o

ES |
- EESFEVERBEE RS
- AWS EENMAERENES

ELEPRBERBER AWS B , RESHIT THEE

- EREE—ARSHTRBEREER AWSIRF , EREEEER
AAWSServiceRoleForResourceExplorerViREEH IV REEE AR, WACKEMSARK
(Bl I FIHEFEARFE) , 2 Resource Explorer #JRZREIRF RV E R AWS CloudTrail 33 37 % 5| A #E
R, RAEEXRAWS Bl EIRFFEIME—RBARE , I2EIRKELAC. EREESHEB
#HENMEHGESCAERNREEZAE,

- ERREREENEEHPAIE—RBAZRS , UFREBZEFHERNFHAEE.

- Resource Explorer EHBRHFRRIEERFHINER , YRV EREBREFATEEXEFHNERS,

- MREHRFERBETRIEEPIFEEZEZS| , Resource Explorer BEAS E AR I EFHH R 5
BRIFERZRS , U EBEFSES,

ERELSHE  GRERTURREBERNET. tHTUEACARESR2eRABREINE
R BN E T — AR RS,

EESPEVERBEE RS

AT LMER AWS BB XA, #H AWS Command Line Interface (AWS CLI) Ff AWS [E1E &
HEAPHAPHEE R E I Hib EREERS| AWS SDK, BREeE—ERE S AIE— BRI,

RIKFF A
FEHTTIERFTNSR , BLEERTHIER :
« BjfE : resource-explorer-2:*— &R : RAREER (*)

ERFPETEREER 25


https://docs.aws.amazon.com/general/latest/gr/rande-manage.html

AWS BiREE EREES

« Bj4E : iam:CreateServicelinkedRole— &R : RARTEER ( *)

AWS EEERA
BHEE AWS [BiF

1. E[BERBERE] EEL,

2. & "HRsl, BRP, EE TBURS

3. BE[EURS|EHEL, BENEEAWS BE EETEVRSIUZBEESFHWEERNERS|ZEE
MR R. TAHRANEIRARERESEEREERSINES,

4. (BEM)E "ER, BRT , £TLUEERINERENERY,

5. EE[EMURSE.

Resource Explorer 8 Z EHERB TR EBREBURTAT) , IRE—RZEERINEFHE
VREIFREER , BRI EREE,

(® Note
REIAHNRELERSEELIBEALBERSERT. RERNEREFEFZETIIME
PNENEBESEER , EERENBJREEEERNER. EAMERAENAHREITK
W RRERINNEERFERRZSIREE—PRNEE,

T—% —nREEKEVUFEERS|, BIFH Region EEBRBEHRSIEAERITEZS, M
RERENEREBLETAHAERSN®S , AIFESFNEFRFRREELESERYD , MERTK
IS

B, MREFLEAEREESHERSIN "HE, PHER , G BLAAXESTNERE
BURE  IRBWENVEREEERAE, IFNIEYRENETR  F2REEEREEREN
RERSEFIE,

AWS CLI

EE7E AWS B

SHEE AWS Bl EHPR VRSN BEESZWEE RN SERT TGS, THEMATSE
EXEREP (7 B aE1bEB) FE Resource Explorer (us-east-1),

$ aws resource-explorer-2 create-index \

ERFPETEREER 26


https://console.aws.amazon.com/resource-explorer/home#/settings

AWS BiREE EREES

--region us-east-1

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111",

"CreatedAt": "2022-11-01T20:00:59.149Z2",

"State": "CREATING"

SHEEEEHPRAM "EREE) NEME TEE, ERLES  WEEN "EE, AR --

regionZ %,

K A& Resource Explorer 8 EE RSP UUERD THEMNFERNBITRL RS EIICREATING , HitEE
ANR , R ESEEEFHMARTRK.

(® Note

R AN BRLEREELZIENLRERSERT. RMECHEREEFETIIWE /N
MBS REET , EERENKITRERERNEE, RABRANAERG|STRE HRER
RRECINNBERERRSTREE - NENKRE,

BRI BIBETU TS YR EACTIVERER B ERIRTTRK,

$ aws resource-explorer-2 get-index \
--region us-east-1
{
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"CreatedAt": "2022-07-12T18:59:10.503000+00:00",
"LastUpdatedAt": "2022-07-13T18:41:58.799000+00:00",
"ReplicatingFrom": [],
"State": "ACTIVE",
"Tags": {3,
"Type": "LOCAL"

T—% —NREEREUFEHLERS|, BIFH Region EEBRABEHRSIEAERITFRRS, W
RERLEMEREETHAAERSNGS , AINESFNERSBETEELESKERD , MERTHK
IS

EBEFETERBEE R 27



AWS BiREE EREES

, MREHLEFEAERREBSTERSIN "HE, PHER , ICOLARXKESTNERE
E.UI%*E PHRZRENERREACHAE, WFHNMEYBRNETR K F2HREZEREEREL
REBSEFIE,

AWS ZEMA R E E

EENABSERLBXESESNRZEMER , RATEEBZENABRSHTFNIRFHAIAMER S
B, BBAIAMBRBEZNEBERHEEA S DEIR,

BALMERAWS BEREE TEARMARENMARSE, MFFEET  F2EET AWS EE FHRER
BENBIYERES,

BHITA

EFROBREMARE <A, FERBTIITA :

/A Important

HEEEERHEERMAZRSINESZH , ERERBRREARSI S EERATHRS, ERE
EXEDEEANE RSN —ERBHFRG

- BWERSITEHMER , REEH, MRSREBEZBORENA , ZHNRELSEE,
- IAMEIAMA ¥ &1+ &R FE.

- ERRESFRACEERHESNERS| , WFELEWMER, ListIndexesAPIETBREREHR
5lo

- MREHEBEZS|UNATEMIES , Resource Explorer §E L IEZRHENESETERES |
W1E 24 PRERFBRER,

- MRLEFRHFERLIESE , AIXEBOEEMASEEMBRSERES
- MREBEEMA "TEE, , "EREE. SEFNBARSILFHBENER,
- EENMABSRENEALEREEAN 24 MEFEEN

BERZENA RS 28


https://console.aws.amazon.com/resource-explorer

AWS BiREE EREES

BBREVREBHFRCIFREEDES

BABRERESR , EUNES AAEEFNER AWS 1RF,

£

- BRERSERSI

- BEARRSIREABIRFHNERRS
- BERREIFRSTHRG

zhi k]

AWS ER#EE SHE AWS B PIRENERBREN , 772 Resource Explorer L EE &
VMR AEZES|, flm, BEREXEAS (REEM ) EBEHPE Amazon EC2#1T{E#8. Resource
Explorer @2 ERNFMEATHREEZHAL ( REM ) BEHAERES|IF,

BEXEES AWS BE RFHAEER , B —EEH PN BRI FRAIRSNWEERR
5lo

AR B EER1ERMB Resource Explorer WATEHMEFH A AEERS|INERREIAR, ENELESE
RERRSINEFHEIME , HERTLEE AWS EBE IREFFTE NER.

TEEREESRRSINAEENED, EHEF P AWS RS , EEESHIT T IIEE !
o E=18 AWS [E1F (us-east-1, H eu-west-1) HBIRK Resource Explorerus-west-2 , A%
EEELEFHIREYES ., SAERSHISECSHWAEERS],

o BIETE sa-east-1 BHFEURS|, FHEELTE PE1TESsa-east-1, MEXEFWEM
BERBTEHRETMESERD,

« Bus-west-2EBFHPWIRFEIFEMEEERE, EREE Resource Explorer {5k Resource
Explorer WA HttEH AN AMERS|  BEEAZTEEBRRS, EANE PHTHNESUS-
west-22E B Resource Explorer WA = AR FHER.

LR REREREEus-west - 2B ERBBRSIN PATEESES, REXESNRES 8
Bl kPR RERNER.

BB RE 29
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AWS BiREE EREES

eu-west-1 II sa-east-1

& 51
B B fElt FBIRX Resource Explorer AWS [BiF, , EEFR&2mE EXEFH
- MR35, HEHNRSIHEEE (UHERT) EAWS B 9884
e U
= iE AWS B8 @8 &#85% 5|, Resource Explorer €5 Hth hUisE
3 WEREFERE AWS B Ttk EE.
T Quick Setup B WA TEME PWIEER AWS EH,

BRNERERRSI 30



AR R Ak RERS

BREREAWS EIFE B LLEEEHP —ERURERRSIAWS EREE, WEFMENR , F2
B SREMBREEFRRE. NREENERERFARINT , AILEFRERSER —EXRHREEABIK
FHISEBRE,

ERAEER

/A Important

- BARE—ERBRSIAWS tkF. WRIRFEARERS| , ELAXKHERSEHER

BES 7
MRRRFASRERRENRES %  CUASE 24 NS | TEEE —ERIEA BE
BERE,

AWS EEEEA
AR A BIRFHVRRRSI

1. B EREERT 5|,
2. 1E[REIBET , EREEARSRIISHKIS R , RELIEE RERSER,
3. E[BE<BHEE > WRIER) WEHRT | BE AR, REZE BEEF),

AWS CLI
AR A BIRFHVERRS

THEFGCEEEAWS EBIFHM RS in type EFLOCALAFEEAGGREGATOR, BAAREZE
RESBRSINEXETWUESE, AWS B

$ aws resource-explorer-2 update-index-type \
--arn arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \
--type AGGREGATOR \
--region us-east-1
{
"Arn":"arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"LastUpdatedAt":"2022-07-13T18:41:58.799Z",
"State":"UPDATING",

BURARS] T


https://console.aws.amazon.com/resource-explorer/home#/settings

AWS BiREE EREES

"Type" :"AGGREGATOR"

EXELERLSHNIEE , WHStateFREARMIBUPDATING, EEREEXRBETER , B
BT T OGS , LEStateEEMMVACTIVERSHRE, EHXARE [BSERENRSINET] B3
THhTT,

$ aws resource-explorer-2 get-index --region us-east-1
{

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",

"CreatedAt": "2022-10-12T21:31:37.277000+00:00",
"LastUpdatedAt": "2022-10-12T21:31:37.677000+00:00",
"ReplicatingFrom": [

"us-west-2",

"us-east-2",

"us-west-1"

1,
"State": "ACTIVE",

"TagS": {}’
"Type": "AGGREGATOR"

HRBREIFERARERSE

B R RRAREIRRASEERS| , SINELBERRERRSIBEEMRE/FF. AWS B

ERRBRRCIRRAIHREIE , BEREAEEFLREMRSIERTR, AWS EETtHEREIE
RFXERTH , fEMCESRBRENERNET. RS ITHETRE , FEEESFERTRSEE
HEERSERP,

@ B

- BIREBBERSI 2R BLASFRF 24 M, TREATRAESFHEERSIHEKE] , £H
B AR PRV TR RS,

- BRIMRBRS|2E  EREFRSTRFE 6 PMEIEREA , MARBEMESNEER
BREASRIEEFATHNESERPHEX.

- MRGERBEABBEFEREERSE  ARETRERSIRFESPBER,

E:3 e et ] 32



AWS BEREE EREER
FBALRR TERE EELNRSIBESERAEE  RRET R I GetindextEWARE, IR TR
B, B MStatusBUEREFEUPDATINGAACTIVE, ER , RERBAHESMNERIEER
EEHERS,

AWS EE XA
HERBRE|IFERASAEHRE

1. B [EREERE] EH.

2. H[RBERY, ENESLERRAREREIcRERREIN [EH] ZEBNKETHR , AR
B [BERSIEE],

3. E[BE<ESEE>WRLIEE) HELRT , BE [EBERG], AREE [REFRE)]

AWS CLI
ARSI BRB AR

THEHEHIEENRBRRIFERAEERS, BLAFUBNTSRBBRREIMERE. AWS
[ 15

$ aws resource-explorer-2 update-index-type \
--arn arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \
--type LOCAL \
--region us-east-1
{
"Arn":"arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"LastUpdatedAt":"2022-07-13T18:41:58.7992",
"State":"UPDATING",
"Type" :"LOCAL"

£ L RS HNIEE , XRStateREARUPDATINGI, EEMEEEREBTETMK , BT
HITTHHES , ¥HEStateEEBMUACTIVER S KA, BHEE [ESERENERSINESE] F3#

THE T,

$ aws resource-explorer-2 get-index --region us-east-1
{

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
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https://console.aws.amazon.com/resource-explorer/home#/settings
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_GetIndex.html
https://console.aws.amazon.com/resource-explorer/home#/settings

AWS BiREE EREES

"CreatedAt": "2022-10-12T21:31:37.277000+00:00",
"LastUpdatedAt": "2022-10-12T21:31:37.677000+00:00",
"ReplicatingFrom": [
"us-west-2",
"us-east-2",
"us-west-1"
1,
"State": "ACTIVE",
"Tags": {},
"Type": "LOCAL"
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AWS BiREE EREES

FRZIRFRS

BBZIRFES , B LIEL AWS Organizations SEMEM (OU) FEBEAPREINIRFEEHES
&Ko

£}

- BERHE

- RAZIRFES

« BIRFRIRRE

- IRRBEHEREESIRGESNEE

AR

BERENEBRMZIRFES  BXATIIIR

- HREZENAEE , FEIEHEBRFELEZEENMACERRSIKRFESNMT,
° L:I_L IEEFE%O

« ffaws iam create-service-linked-role --aws-service-name resource-
explorer-2.amazonaws.comAEEEERFHEIBEEELZA S,

- EFRAZEEHNFE AWS Organizations, EZEZREERBETEES , LI LBEBPFIEIRSE
Eﬁﬁlﬁo

- BERERNEES (BR). WHEFHMEEN , 528 (AWS Organizations fEAIER) P "ZREE
£, LABEEEE Organizations &R AWS IR,

- BRREEXE N NEREES  WANITEEERFEUNEFE.
- BRIBEEBNERAREEZSSERBREIRFPEINAMA SRS BER.

RBAZERFES

EEESURRABIRFINER , BLEZK TSR

1. &, AWS EREE P — B Z @RS FEUA AWS Organizations.
2. —REESNEEEEEEE,
. EEEEHPEVERRSINET., EFHXEEERN AWS Organizations.
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/opt-in-region-considerations
https://docs.aws.amazon.com/resource-explorer/latest/userguide/getting-started-setting-up-prereqs.html#create-an-admin
https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam_service-linked-roles.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_delegated_admin.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_delegated_admin.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/getting-started-setting-up.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-aggregator-region.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views.html

AWS BiREE EREES

4. BB AR AWS Organizations SABEBENNEREERERE. EL—EBSBHNEHESR "EF, F
BB ER.

5. BEEEBVIRS L ARE.

Z iR FRIERRE

£/ [PORERE] EEB PN Z @RS LA ERBE,

(® Note

HEFTFTEEEERRFHIHBEMNER. IREFEANESEERS , BREERKFRUR
5| , BI#AZEMEH Resource Explorer LR RIE FEIFIEELESI,

1. EEERMEEEFTRATERBENRERE,

2. ERZNRBRSIEH. EUREESNVAMEBERIRFRAMAERIEPNER. NREMERRE
BIRFEEEMEISPRERERS| , IREGNVERF[RIEEDRR/LHFES.

3. EERZMNIRFER, EUAREEBISEEBENRMAEREE (OUs).

(® Note

B— R &% A LLEZ 50,000 {8 AWS CloudFormation # &, 0R &R A A B4R 58 2
[EiF , EEZ L BUNMYHLRTE OU BRIE,

4. Eigg FEEJ Zﬁ'lj nﬁﬁt’:ﬁnﬁﬁﬁ ﬁgo
R EMEFH ERBESIRFESHTE

® Note
RLRFESERTBRIRENERSZEE 24 M,

IRIREN Y AWS BEIRRE SIRBESH TIZE.

ZIRF R

M
&
it
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-create.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-create.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-share.html
https://console.aws.amazon.com/systems-manager/quick-setup/create-configuration?configurationType=AWSQuickSetupType-ResourceExplorer
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ELFARERRNEREBER  REEEFHRIRFEER AWS EE Bk 25 RAXIRR.

EAAESECRAERAENESTEEAEREE.
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TEBREMERBEERNRE.

EReERTBEREEIRS

#EABF R R BIRSRES , Resource Explorer B2 BIRSE 5k XMRIRH BIRS H R MR,

MRBBENIRFRERAMEEESNZ RN RAEESIRSF , b EBRENHELIRFEINIBESIRFER
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ERBEERETEMEIRRETHT.
ERESERTEISRIRBNER.

REREE

EAHEEREE AWS | IRIFEXAEZRBERBETEFRNER, TEIRFNEESIRFAIURERSR
ﬁﬂ?\o

HREJIRE  REIRFREUAUEBES IRFEEF]. NMRIRFERREESRFELZBARFHN
FREREE , REREEEREN. IRFECEFIRFHRREESIRFEEIREKIRFNER.

B8, EERETERE S BIRFIRE,
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FEERF, AIRKERSIRFLAFHRAKRE
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- EEREEREIR 900 X |, LW LER BFTBFHEEL EventBridge A , A& RFHKIE Amazon S3
RErET ., REEREEREER , ECENRMERANRER , EREESERXIRFNE
Ro

- MRIRFREFRESERIRS , ASURREEE S S BBRZAIRE | XBRAMERERTE. WRIK
TR ER , AIXIRFSECHERN , YUK EFHRERBEEEFIRFEPBER,

- WMEFMEF , FSREEEIKRE

R HIRF
MRRFEZREEEES , BMARATLE 24 MNEAERSHERTEIMNER,
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html

AWS BiREE EREES

XEFE-ES AWS EE TR

S AWS EEBFRE ERHAEANESHE —BERM. EAMBARE TR -HERER AWS
B, M—NERGERAUBEUTRAR :

- AWS fR# MIhaEEHI A EH,

- AWS XHEHMH.,

- AWS FEREMNBENE

. BIRFARNER — NREBIZRBUT SBRIRE,

FEERSESERTESRIRFNER , ELERIT TSR, B ELHRRERBRITIERE
AWS BREE, MREER RERFRE]EE , E—IHESEBHLE,

- BHAE—EPEVEREERS, LLAWS EE AR AWS IkF.
- BAARTSRRES| AWS EiE NP E T FERZBE,
- BUAREMEFEER —BESIHTESEFRN T2 HEEAZFARBRETESHER.

H—EES-FECRAIERERRS AWS BiE NEZRERBITAEES,
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A5 B IR E E0E B AR A AV IRAR

#EiBfE A AWS CloudFormation StackSets , A AERZ W BB EZHABHIEENWFIEIRSE AWS
Organizations. ERERHEBRER , BUEELEEZMEENE BEIRF AWS EiF FE#M
FRIEEEIRFEIYMN AWS ER. EFfTEIRFEHBRE—HEBE , B LR AL Organizations
CloudFormation ZEMWES K UHEELRKEEBRFACGHNEN, S EESTRAEBIE ,
EE B BgHEHTEREBE future TTRERTIEZE B ZHEMBLAMELL (OU) HWFIRE, MRMER
AP BERIRSE , Al CloudFormation & B BIfIBREMIBAEBHEHTER T NER. &
ENS BN EZ & StackSets , F2 B £ FEm AWS CloudFormation StackSetsH#) (AWS
CloudFormation Ef) -

#& 1] CloudFormation StackSets AEAEAEBH T EIRSE AWS EREE PHRAMMKRE. E8EE
BANESFELERS , UREEENNVNERIIRIRR.

/A Important

MREEREERISPRERMEBRRE , AINAREZRFEFMEGESTFHRIEREANER
BRFEl, BEERASIRMALHREI 2B , BHEAEEF 24 M, TS — @RI ARS
bR PR RARS,

AR

#E A CloudFormation StackSets 34§ Resource Explorer ZBBEIHB P MRS , LREBHEES
BRI TSR FRBAEARBEEHROER

1. ERX AR E IR, MREBEMASOHIREDRE , ERBEZEVESREEERRNHEDR
%

2. B CloudFormation &1 Organizations Z B {EEFEl. E® CloudFormation #2232 3 #H 18 & 12
WRETFFELSGHWER , BREMRYE CloudFormation #§% 28 Resource Explorer & 5| MR,

BESUUEYEAREEERRNERE,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-orgs-enable-trusted-access.html

AWS BiREE EREES

/A Important

BN EEHEBNEEIRFHEITMEEE, CloudFormation R — i [ERTE , AL REERE
SEVNESHRENEREETINHEERE,

BEVERBERNHERE
R HEERAE  LUEREMERBE,
. B-EHAESRTREERTINERRE  BEAERBIES FHEELNER.

AR EREINCEEEFEURBRSINE—ESE,
- BTEMRERE - EXBRSIMMERE. FERIEEERNTERERRERS,

AL HEREIBIIRFFBECHAN RS (TERBERSINEERN), FDEREHZHBIR
FrRBANEMES., MREERY  FEHRE L.

BT SESEANES, MFBNAERELREAEMMERENTE step-by-step~ , FSHEERE
Y

o
[y Y EERBEEERMAWS CloudFormation &

BERFINENAR R  CMBEEANSEIRS EEEREN) BEEEEN R F
%5, MEASEAEMESEHRESHERE,
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CloudFormation &5l &7

THEHEASEUIRFHRBREIFEARRER , LEEERBERSINRES , ErAESESER,

YAML

Description: >-
CFN Stack setting up ResourceExplorer with an Aggregator Index, and a new Default
View.
Resources:
Index:
Type: 'AWS::ResourceExplorer2::Index'
Properties:
Type: AGGREGATOR
Tags:
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-getting-started-create.html#stacksets-orgs-associate-stackset-with-org

AWS BiREE EREES

Purpose: ResourceExplorer CFN Stack
View:
Type: 'AWS::ResourceExplorer2::View'

Properties:
ViewName: DefaultView
IncludedProperties:
- Name: tags
Tags:

Purpose: ResourceExplorer CFN Stack
DependsOn: Index
DefaultViewAssociation:
Type: 'AWS::ResourceExplorer2::DefaultViewAssociation'
Properties:
ViewArn: !Ref View

JSON

"Description": "CFN Stack setting up ResourceExplorer with an Aggregator Index,
and a new Default View.",
"Resources": {
"Index": {
"Type": "AWS::ResourceExplorer2::Index",
"Properties": {
"Type": "AGGREGATOR",

"Tags": {
"Purpose": "ResourceExplorer CFN Stack"
}
}
},
"View": {
"Type": "AWS::ResourceExplorer2::View",
"Properties": {
"ViewName": "DefaultView",
"IncludedProperties": [{
"Name": "tags"
1,
"Tags": {
"Purpose": "ResourceExplorer CFN Stack"
}
.
"DependsOn": "Index"
.
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"DefaultViewAssociation": {
"Type": "AWS::ResourceExplorer2::DefaultViewAssociation",
"Properties": {
"ViewArn": {
"Ref": "View"

THEHRAESERTRBREI AN ERFES AR ECRANEBHFELAIERE, CHEEN
e BERAERRESEESTNER, CAELAERESRS "B, PEARRETES 7
RREMRERIEFESER,

YAML

Description: >-
CFN Stack setting up ResourceExplorer with a Local Index, and a new Default View.

Resources:
Index:
Type: 'AWS::ResourceExplorer2::Index'
Properties:
Type: LOCAL
Tags:

Purpose: ResourceExplorer CFN Stack
View:
Type: 'AWS::ResourceExplorer2::View'

Properties:
ViewName: DefaultView
IncludedProperties:
- Name: tags
Tags:

Purpose: ResourceExplorer CFN Stack
DependsOn: Index
DefaultViewAssociation:
Type: 'AWS::ResourceExplorer2::DefaultViewAssociation'
Properties:
ViewArn: !Ref View
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JSON
{
"Description'": "CFN Stack setting up ResourceExplorer with a Local Index, and a

new Default View.",
"Resources": {
"Index": {
"Type": "AWS::ResourceExplorer2::Index",
"Properties": {
"Type": "LOCAL",

"Tags": {
"Purpose": "ResourceExplorer CFN Stack"
}
}
},
"View": {
"Type": "AWS::ResourceExplorer2::View",
"Properties": {
"ViewName": "DefaultView",
"IncludedProperties": [{
"Name": "tags"
1,
"Tags": {
"Purpose": "ResourceExplorer CFN Stack"
}
I
"DependsOn": "Index"
I
"DefaultViewAssociation": {
"Type": "AWS::ResourceExplorer2::DefaultViewAssociation",
"Properties": {
"ViewArn": {
"Ref": "View"
}
}
}

CloudFormation &3 €54
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B ERRE

ELTBRELSBEERK AWS B , B UEBMRERSIRIE AWS BREE EXEEPE
B, EEALUEEMEE "TERRBE. AWS EEl, BTHIRER  ERRESFLREXES DR
ERNEHMER. MRENIRFITERAERE| , ASFLERCMHEBRRSINER , BEECRBRRSIDVEHR
ERRMEB[REIFBER , AFLHREESERP, MRREIFHAAERRZSUREE 24 MKTE
REARBBRINEFFNESHBERFHER,

@ Note
BEEAME—EES AWS B , ERESS
B AWSServiceRoleForResourceExplorerfEha# M RIGELS A (SLR) AWS 1R
F. BR2BRTSLREBBMERE. MERIEEPSERBPH [EFREE] Rslz® , SLRA
R future TMEA [ERAE] , AITUAERAIAMEZERER. MREBREMBRAER , RBBEE
EL—EALTEXBEMERRE AWS B , Bl Resource Explorer & H BB #72 M iR #5&
rEHNAe,

— AR ERZIERR AWS [EiF

B LAMER AWS BEEEiR4A, /A AWS Command Line Interface (AWS CLI) FF AWS [EiF BT
AP APIEREREIF P EREE AWS SDK.

MELHARRERHDRAE  ERAEERSABRAT  ANRARLSRRRSHRTBR,
MRETBFLXEELRSTH—RSBEFRS , BUTTHRFTHSR. AWS Ef

(® Note

MRIEMBRI RS RVREMIRE| AWS IRF |, RIMEERF 24 N, TREE S —EAHRSIFH
MABRFRBRE, ARES —ERBBRR5|I 28, EAERLEAERBENTEIRFE
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1. FR[(ERAEHE] B,
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https://console.aws.amazon.com/resource-explorer/home#/settings

AWS BiREE EREES

2. [R5 B+ , BIEMBRZESIZ AWS EiF HZEUTER |, REIRE [MER].
3. (MRS EEL , BREZMEMERNES|. delete’t (R XFHRFP@A , RE
BIE (MERESE],
Resource Explorer @£ HH [HimFE TNk BERURTHTY , IR — = Z@EEIH (53 4 85
=, gERAeEE,
AWS CLI

HEZMBRERBERSI AWS EH

MREABHFEXRECIRFIN—HZERSER , FRTTIHT. AWS EHE

13

BEMBRRINBEERNT FIaS. ELAERAEMBRNRSIE [BF] PHATHS. T

gl EMBRERE TS (REM) (us-west-2) FHERBERSL

$ aws resource-explorer-2 delete-index \

==drn arn:aws: resource-explorer-z :us-

west-2:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd22222222 \

{

--region us-west-2

"Arn": "arn:aws:resource-explorer-2:us-

west-2:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd22222222",

}

"State": "DELETING"

MR Resource Explorer @ EE R LUAERLS TEMER AT MERERI/E , HitEER

ok
E&Eg

IEHE¥RDELETING, WMERTESREREFMRTH, BZANBTTIWS , Lk

BStateEEFE AN R ERKTHKDELETED,

$ aws resource-explorer-2 get-index \

{

--region us-west-2

"Arn": "arn:aws:resource-explorer-2:us-

west-2:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111",

"CreatedAt": "2022-07-12T18:59:10.503000+00:00",
"LastUpdatedAt": "2022-07-13T18:41:58.799000+00:00",
"ReplicatingFrom": [],

"State": "DELETED",

"Tags": {3},
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"Type'": "LOCAL"

= EREARAE IR BIERR AWS &1

MREEE AWS ERRE T2 , AT TIER

(@ Note

B 871 55 — {EMR 3% AWSServiceRoleForResourceExplorer Fi2M Z&3|F | EREEEEV K
REEPHE AWS Bl ANBREEZ AR, ERAETSEBRBRLEREELZNAE. MEREE
EFTHNEREERSI 2R , MREEES future TEBEXERAEREE |, BT LUERIAMIEZE
FEmprAR, NREREMBRAES , AREEEEL —EACHRBERAE AWS EiF ,

Al Resource Explorer @E#HE I RIGEZ A,

BAILAER AWS BB X2 A, A AWS Command Line Interface (AWS CLI) A G SR ERFH
APEZE KB EREE AWS SDK.

AWS EEFEA
NRETBEHREXEETRSEM AWS BEH EIR AWS IRF |, FF8T FIIRFHHTER,
FELHBAERRAE AWS B
1. BFR[(BERBERE] B,

2. I [RBlEBERYP , BENAACSEMENKEUTR AWS B , AREEF [MER].

® Tip
BOLAZE TERE| ) ZB2REEEYDHRZEGH , LEE—SRHIEEENX
5\

3. T [MERRS EEL , #BEEMERFAERS], deletelt [MEFY] XFHRFEMA , RREE
[MERZE5]

Resource Explorer @ HH [HimFE Tk BERURTHTY , IR — = Z@EEIH (B33 4 85
2, gETAeHEE.
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https://console.aws.amazon.com/resource-explorer/home#/settings

AWS HiREE EREIEE
AWS CLI

HELHEMAERAE AWS B

MREABHFEXEESIRFHRNEMN AWS B R , FRTIIGT , ASRENEHBER
RENZERS AWS B PHFERS. ARN

$ aws resource-explorer-2 list-indexes --query Indexes[*].Arn[
"arn:aws:resource-explorer-2:us-east-1:123456789012:index/1la2b3c4d-5d6e-7f8a-9b0c-
abcd11111111",
"arn:aws:resource-explorer-2:us-west-1:123456789012:index/1la2b3c4d-5d6e-7f8a-9b0c-
abcd22222222",
"arn:aws:resource-explorer-2:us-west-2:123456789012:index/1la2b3c4d-5d6e-7f8a-9b0c-
abcd33333333"

]

sHEEEDE BT T e UARRZESFNERBE RS,

$ aws resource-explorer-2 delete-index \
--arn arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \
--region us-east-1

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"State": "DELETING"

EEEEM TEE, PEEL-FEET.

HREREEEETSHPLUERT ITENFERETHLEFE , RtEETEEIE HIEE
Z%DELETINGO WRERTIESEEREFEARTR. BT TGS , TREESFEFLSHMN
e LI ERISEHDELETED,

$ aws resource-explorer-2 get-index \
--region us-east-1

"Arn": "arn:aws:resource-explorer-2:us-

east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"CreatedAt": "2022-07-12T18:59:10.503000+00:00",
"LastUpdatedAt": "2022-07-13T18:41:58.799000+00:00",
"ReplicatingFrom": [],
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"State": "DELETED",
"Tags": {},
"Type'": "LOCAL"

2EREIRA AWS B 49



AWS BiREE EREES

BEEERRERRURAESFIE

BRERESERNER. E AWS ERME BRBREBLACA —ERE. #RERREEETH
RizH N ERHEBEEAFIE T E AWS IRF,

REEEFEAZMAERNESEE (AMARRFERE) FEEERIE. ZEFHEREE
RIS K FLEELBREERE EWresource-explorer-2:GetViewfresource-
explorer-2:SearchfE¥MALlow FEEARN,

BETEAEEESR  EEETUEAELHERSERRHIARGRAEBNER. Hlm , B EMT
EUSREEERMBERNREAR. TEEEREMERARETNEAETUERALREREES
REBHER

BRXEESER, ZREBRARIFRE—FAREN , AWS B YHEEFRPEEEREZX L E
#HEINER. BEERFHESRAMABRENGER , RERLAVRISRRFZREIN "EEH, F,
ZEFHESRFPAEREMERNRSIER,

BEREDNELERETE
HEESRER

& AT DA AR 2E AWS BERRRBIREZFI AT AEASESRENERE. ERAMMBEESHEENER
SHONERREARM  EERATEEABHZEHHTUEESERAMRERNER, Sl , BT
B Production-resourcesRMNEZEE , MEEARELEERBN IEMETES, A
% , B LIE FPre-production-resourcesBENTEER , LATHBRASESLEETE
Ro

WMREEALLESAWSResourceExplorerReadOnlyAccessEEEMABAN AWS SEEXKEE | ©
SREMMFERARS PRI ARRETIESNED,

®E , ZANEVACHEREFR , WEHHIEENBERETIER :
* resource-explorer-2:GetView

* resource-explorer-2:Search

EERMFIE  FWEERELNERE. BEZAG
- EREMBBMNMN AWS IAM Identity Center :

BUYEREE, FEE AWS IAM Identity Center £ EER 1 EVRREE RFEITERE,
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_id-based
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_id-based
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html

AWS BEREE EREER
- IAMEBE PEBBIREEEBENERASE

BUBAESNAR, BERE (EREE) T (BE=552BAEMAME (F28) B A
B) PSR,

- IAMERE -
- BUYEHNFERAETREINAC, BER (AFE®E) 98 "AIAMAFRIZA® , RIWIAMER
BRETTIRME,

- (TER) BBREEMMNEERE  IREAENEECEREFE, FERE (EAKERM) 1
"EERAE (FEE) MIEER, IAM FHERET,

NMERERGAMEEERNFAET  F2RREERRERGHNFIELETES,
mERS

BEES—BEERECD , BBXEQ , BFAURIRFHANER, EUNEYZERE  SER
BHEERAKENTRERE. HlU, EAUEY —ERE  EAFESEREENRRARHNE
R, MM INEERARBAAER . AR SUNAR-EEBHRE , AFRBEERPINIEEE
BREEREFTNER, WREFEATRANFilterStringBERESERRR , AITHBRESH
EFRASLEEHNSH,

BABALUEEESSERRTNERMEENEELEA, MREFZRIRBREFERRT. KT
HRBE I  BEAMUERBAR LIS NEE RN EMEIE,
HEHE

- BEHHE — B4 [(ERAE PETESE  BRARSSEXEITREREINER. AWS
B KZHEFHTHRIBEMELER , LICALRATCEILSXESRNNEREREN. ELE
HAHNESARBEELER,

- WRFHE — ST —EARREIARAIRFNRERS, ELHTHIRER , AR "ERE
B NAEEMESERERSIETERIEARASFIREIN B, . NMREEXERFTET
2 AELERSESRFIMEERENER, BELER (RERE] BERKRERMRSER , &
RREGEBELEEN [BE] PEURERRE. A, "RERE, BEEEXEHTREL
HEERBRR , AXBEEMAERSESIRF FHMBEER,

AR

MREFEHEERTERPEEERIENERNTETES , Resource Explorer A AR EZHN AR
18 AWS Ei5,

MRZEFNVFERRERAFE , BEEAEREEEEANBRER , IBRSEXRRIELEHIMRR.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_Search.html

AWS BiREE EREES

EFRESHBRUARRR , WTAR :

- MREFEH AWS EEEES WiIRE [REFRTE) BERMR [(EREE], AIXEAEERERSIS
REFWERASERS, EREEEEEENREERIEHEPBEBAIBERFERE.

- MREBHEATMEREE , AWS EETIRA WiRE HMERE]#1E , BULLUEREMHIBEREE
EFPHIRFEEURERERS, IRECEEMN K EREEEEREARRIEFIEBHELEZRR.

- MREFEAEESEMERAEE  MBERFMEASZRS|IES , Bl Resource Explorer € A& EE
HAP R A ZR S| TR

- MREMEH AWS CLI RAPHEXGEMERAE K BEFRBAETZEHEVTERBR. Mkt , BHE
HYEEHPERAEESNEE TEE. FEREERZRER.

BYAREBSNEREEME

FERSHLACRARE. RESERMZES  LHEEARENENTEEBLER, BB LR
ETNESER,

miEEREE AWS B , MERFEEX Region R5IWESHER, MR "HE, ISEMRERE,
AlefRegGEikFHhEME "EE, FRINESER.

ZIRFRETREESEEEBIRRTINER. EFLERRNEMRFHFTERS. REEEKRFIHA
BNEREESAUELZIRFBRE,

AWS ERAE R ETE Systems Manager 2 A K EIRAAE B R IR R E P E PIE EMEEE
B, AL EYGRSRESEALEIESRE. B2 , ZUlUATENFEAEEEIEETEAEESRN
HiaaiR,

WA E R AT AWS CLI S AWS BB R A REHFAPHEEREIUME AWS SDK.
RIKFFA]

EEHTHER , BXEEBT IR :

« B)fE : resource-explorer-2:CreateView

BR : EALUR*RFTERFFHEMRE AWS BiE RRIERE.
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https://console.aws.amazon.com/systems-manager/quick-setup/create-configuration?configurationType=AWSQuickSetupType-ResourceExplorer
https://console.aws.amazon.com/systems-manager/quick-setup/create-configuration?configurationType=AWSQuickSetupType-ResourceExplorer

AWS BiR@E

ERAEER

AWS EXE R A

BYBRE

1. ARUERRE] TZE R EH , RREEF BV

2. % "EUMRBEXR, HEL, A "EB GARBERNERE,

=)

BRETSEB64 @7 , AAE2E8FE, BFMEFHR (1) Fr. SBEHPLARM—

B AWS B,
3. BRELEAWS BE #EFERVUAEN. EERVRIRFAAERSEDERNEER  FRE
B AWS B S RBR[RSINEER.

4. (BEM E "€€E, b ERELNESEOZIRFER , EREEDKIRFNER. RFER
sERFER

RAEERFREREESTREIRISIRFRENRIER,
5, RERTEHRER.

- LEFMBER

TRFEEMEHERR, BERGABBNRSIPNAMEERBTAEESERIED,

- ERENAEERERENEIR

1TF [(ERENERR) RIS HR BN EEPEEHREBNEE T, UFEESETHEERS
BAEETHRA , F2REEERN

- REEQSEMRARERTNERENEREYE, N "RR, FENKMAHR , TRERE

REEAERRELBNEESER, NMREREBRRTESER , AERAERERHEAERR
BNENESHERRE-SBHRER.

- HE  BULEEREHNERE. BF "RE. A, RS TR A 50 BERE/EE. &

AUERARRRSEER , MFAUBEAERNFEUES] (ABAC) T2 M RERKIEA —
7. MHRFMER , F2RUBEFTEER.

- BE TEVEE.

*

T—% : REBIRFHFNETREAFTBRRETESNER. NFFAEA

gLAeRE "B, EE , SUNELEEERAMNRERNITES.
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ERfNEFIREUNETES
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https://console.aws.amazon.com/resource-explorer/home#/views

AWS BiREE EREES

AWS CLI

BYBRE

BT RIMS , LEEENPFELRER AWS BE, THSHFASET—BARKR , SRR ESRE
FAStageWHAMEZELCH Amazon EC2 RIEEEE FRprod,

$ aws resource-explorer-2 create-view \
--region us-west-2 \
--view-name "My-EC2-Prod-Resources" \
--filters FilterString="service:ec2 tag:stage=prod" \
--included-properties Name=tags

{
"View": {
"Filters": {
"FilterString": "service:ec2 tag:stage=prod"
},
"IncludedProperties": [
{
"Name": '"tags"
}
1)

"LastUpdatedAt": "2022-08-03T16:13:37.625000+00:00",
"Owner": "123456789012",
"Scope": "arn:aws:iam::123456789012:root",
"ViewArn": "arn:aws:resource-explorer-2:us-west-2:123456789012:view/My-EC2-
Prod-Resources/la2b3c4d-5d6e-7f8a-9b0@c-abcd11111111"
}

HREVEBEIRRR

TR TREEEBEQERNRAR, ELAFAHAMNERRFIBRNEESIRFY
7o

1. #fTiraws organizations describe-organization® AR EHMEMBMARN,

2. BTTIST , REVEERBNBERE,

$ aws resource-explorer-2 create-view \
--region us-west-2 \
--view-name entire-org-view \
--scope "arn:aws:organizations::111111111111:organization/o-exampleorgid"
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{
"View": {
"Filters": {
"FilterString": ""
},
"IncludedProperties": [],
"LastUpdatedAt": "2022-08-03T16:13:37.625000+00:00",
"Owner": "111111111111",
"Scope": "arn:aws:organizations::111111111111:0rganization/o-
exampleorgid",
"ViewArn": "arn:aws:resource-explorer-2:us-west-2:111111111111:view/
entire-org-view/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
}
}

EERVEBENERRE

THEHERY—ERR  ZBAEELRALEBEMAHRERENER. LRENTAEERE
MWENTARL, EXAHBABNEERRFIZRNEESIRFHIT.

1. #fTdraws organizations describe-organizational-unit® L ERBERMEME
ARN,

2. BITTIGT , AEENEREMRIBRR,

$ aws resource-explorer-2 create-view \
--region us-west-2 \
--view-name entire-ou-view \
--scope "arn:aws:organizations::222222222222:ou/o-exampleorgid/ou-

exampleouid"
{
"View": {
"Filters": {
"FilterString": ""
},

"IncludedProperties": [],

"LastUpdatedAt": "2022-08-03T16:13:37.625000+00:00",

"Owner'": '"222222222222",

"Scope": "arn:aws:organizations::222222222222:ou/o-exampleorgid/ou-
exampleouid",

"ViewArn": "arn:aws:resource-explorer-2:us-west-2:222222222222:view/
entire-ou-view/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"

}
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AWS EFARE AR
3

T—%  REBIRFHFNETREAFTBRRETESNER. WFEFMESA  F
B FRELETES

s
W%
i

B REEREER

REERAERGNFIHENETES

Y ARRRAAARRRAAARRRAARARRARAARRRARAARRANS EFEE B EERE
iy , FHEEFEAMKRETIESMHAWS Identity and Access Management (IAM) = B8 5 F LA & 23 58 51
REBNERERA

EERMAFIE BTSN ERE. BEZAR
« AWS IAM Identity Center F#9{E & M B¥AE -

BUHUES, FERE (AWS IAM Identity Center F &) WEVFIESHWIETR,
- BBEOIRMEE IAM A EENFERE
BIBEE TNAR, FERE (AMEREER) WAE=F59EH#E @e) E1ACHNIE
o
. IAM ER#E :
- BUZLHERAETRENAC, BERE (AM E£AEER) A IAM EREELAEFNIER,

« (TER) SBREREREERAE  BERENEEERERE. FE8R (AM EREE
m) BFEFAIEEAE (F28)FHETR.

ERMERTAE—%

- ERARANAWSEEEXRE, ERRERHUHBERAAEENAWSEEERBMREER. WEMRFT
AAWSZ ERRBNFMEET , F2RAWS ZEENBE AWS EFREE.

flan | e LAEFIAWSResourceExplorerReadOnlyAccessKEEAS 1 S #ERIRERS RIFTER
o

- BUZBECHHERERER , YAEHERGESHE, NREEIBCSHBER , o UEBEBERR
MResource TEHIEEFERBEL Amazon EREE (ARN) , URFIHE—RERTAREAFE
WEEL, flan , WA LAMERTHEFRA , REZXFSHEEECAZRRETESNE D,

RERRHFEE 56
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"resource-explorer-2:Search",
"resource-explorer-2:GetView"

1,

"Resource": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/

MyTestView/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111
}
]
}

£/ IAM TR EEVHRBEK WK EEFESLERRNEIRERERA. MFEFH IAM FFAIFA
&, F2ETIEE .

* |AM R HY R MET A

- HEBABERIAM 55T

« TRRBGRERTHIFTA

e ERRRAY KRR R B FHUE

NRAREEREEOREERERNHERRET SERAE WL THEEESELRANFRR
HARARESESLERNEBEE, LUNERNBYEAEBNFIRS (ABAC) 8 , BIRSH
MRS RN B2 M. ABAC EAKNEI 2K MEISEE R AT RN EBHEAWSH
BRI E R B,

ABAC fERM InE EEHRE IAM FFT R, AFEMNMNIFERESRENERANM NI ZLEER
HNERBTSRBINERE , KBS SERARBERLKX PR ConditionTERALFFFI.

flan | BAINEZEARLEERABRIWAIBEAWSE R LK MEE "Environment" =
"Production", EERRREESRENERAERENISHEESEFTIELER , FEIFEH
FRBIEREHZERRM Resource Explorer 818, A% , EERBRNEFRREIARGEENTSREE
A LAME AR RO T S E B T R R BIRIREER,

"Effect": "Allow",

2 A ERRER I R R G H R B FHUE 57


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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"Action": [ "service:Actionl", "service:Action2" 1],
"Resource": "arn:aws:arn-of-a-resource",
"Condition": { "StringEquals": {"aws:ResourceTag/Environment":
"${aws:PrincipalTag/Environment}"} }
}

ConditionERIHMWEHIF  BEREEMMNEREFERcESEHENWENvironment EE TS ME
ERAPEEZERWENvironmentZE R , T AFUER,. REMEAZRETFIZTEIH , HERDFE
—EEE , AEFRBAEESZAER,

/A Important
HEMRINER ABAC REBHERNEFN , KL ALRFEIFEREXIMMETSEHENER
ZBENENINEN. MRERETLTESERMINAWSESRERERNER , AXER
ER U EESLEBATEFNER, £%X2M ABAC REF , AERENLR LU EEES BN
HIESMMEZTBNER K MARAREMERSNERESE UM BB R INEEIR
HYIRER

pulesyiilesyuilesyuileayuiifsayriifesyuifssyiifsspiil=spiitsspil=spil=spil=cy sl pal=spiil=spalesyilesyiilesyiilesylilesy k=g i
F=m

- IAM #HE2RE  BEERERFHAWSER
- ERAEBREFBAWSE RN FEE

HIERLEN ABAC EftER & |, B LMER [FiaEARE] BHFHAUERSIRE PR [BRE
E RBEETES, NFRALFANEEK , F2ETHEH

- REEERTRANFEE
- BYRBERE T RANFEUE

EHREERMBEAWS B

EFAWS EREE , BUUERERTSREAWS Bl , HPSERABSRETRANESER,
BReaEsHE "EBE, PRE—ERAESZ TEEL WERBER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html

AWS BiREE EREES

BEFHENTESBERPRIEEEMFANWRIAE , Resource Explorer Mg AEZRE. @
AWS EEIRAEHERNAE—ESIEEaBHFEH HE) PEESREBRINTERRE , USKRE
EEREESEANER.

BReEEN "EE, PEENRREAR TREL WERBRR. IR5—E "EE., EALEEAN
BB, AIBALE "BE) PREUZKENELE , UEERSERRER.

® Tip
REERGERE, BX4EAEEE "EE, PEVFRE , ARSRERREREERIFHR
&l

BRI LA EAWS SDK A #I{TAWS CLIGTTAWS BEEXEARER API B |, BRIAREES
riﬁ’: B | EI‘JEEQEO

AWS EEFEA
REFRRBREN TR
1. #[BERRERSG EEL , EFEERA [BEH] ARENRESIENERRE,
2. BE TEME.  RBREE TRAEREL .

AWS CLI
RERRBANSR

BITTOST | SEENRIBEFRES [Region], THEHSKIEENRRRESRE us-east-1 B
FEITHFFERSNERRE. JBRRRLATFEREHTHTH "TEE, .

$ aws resource-explorer-2 associate-default-view \

--region us-east-1 \

--view-arn arn:aws:resource-explorer-2:us-east-1:123456789012:view/
MyViewName/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111

{

"ViewArn": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/
MyViewName/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
}
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https://console.aws.amazon.com/resource-explorer/home#/views

AWS EREE ERAEER
AR EER

BU L EREFIEERREEETIE, EEEREFRANPEER K KASREIBFZRMNEEEAE
TR, BEELRAWSERN —BRAWSER , FS BT Amazon Web Services —fi§2Z.

iR RR

BT LAE SR EAWS SDK R #I{TAWS CLIGT SAWS BE X ARER API E¥ | SEBHIEE (B
RAAE] BT,

AWS BEEFEA
HIREFEER

1. BABUERLERSA 5N , WEREECUETH FRER) EENRRER.
2. 1£ Tags (B%) T , i##¥ Manage tags (BEEEZE).
3. EENHEER, FHEE "HHEER,  ARWAEZBESBNEAE

(® Note
B SLEERES S X RMERRE,

BUNEERTERRS 50 BEAEEENER. TMHEBEUNEENERFAWSTE
FTAMEEE,

4. ZRFIEERBREER A FEE[REFEEEL
AWS CLI

HEEHEER

BTUTHS , BRENEER. TIHEHSESERSIREBenvironment M{EWZEKF
#®productionEEEMWR,

$ aws resource-explorer-2 tag-resource \

--resource-id arn:aws:resource-explorer-2:us-east-1:123456789012:view/
MyViewName/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \

--tags environment=production
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https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://console.aws.amazon.com/resource-explorer/home#/views

AWS EREE EAEEE
LR EMRRAIRTEEEE L.

® Note
EERBETBREBER , FFHAuntag-resourcegw,

£ AR B2 B HE IR

ERNVERARREXEB MR FEUZRT (ABAC) WRE K. ABAC AIRERLER , HELERE
H, R , CHERRTFEAEURESANETHER.

il , EEEEER. ERBANKREViewA , BRI LB ESenvironment=prod (BE8 = fH).
S —{EViewBrA B &M EiCenvironment=beta, B LUIRIBESEA RN FEHERXEHEFINIR
B FRMARNEENEREZACNERE,

K& , BILAE IAM A6, BHEMGEREBRAWS Identity and Access Management (IAM) 58] B
. AEERHBSHERNACHFEAEZEFERENMBNEREHENenvironmentFHKE , RAI
FTEREFAREERenvironment MiESHER,

EREAZNHFERCRBEN  TERLHEHTUSBBLEERNIIR, MERRMAER (GH®R
#) MER (AM SENERE) BE ERER. AR BREADEN , METLEEEMERER,

£ ABAC BUERH 5| HER

ERERBzE , BULLEREFAELERRBEEFHEHELRENWER, THEFBERBREZEH IAM
FRAREHEAZESBenvironment MELEZER . THE , BUUTEHIIBERELNESH

#, A&, EHNEENFERE T SearchffAenvironment EREEZ L WEMMIR | B L5 2K
MEEX2EENenvironment ER T £,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"resource-explorer-2:GetView",
"resource-explorer-2:Search"

1,

"Resource": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/*",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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"Condition": {
"ForAnyValue:StringEquals": {
"aws:ResourceTag/environment": "${aws:PrincipalTag/environment}"

}

}

mREEZHEENBREBEZenvironment® , BETHAF , AEFWNREF—EERDenvironmentE
# , Bl Resource Explorer £EEIE S EK,

WMFEEM ABAC 2R TERFEENFMEN , 52K ABAC I HESMAWS ?

£ Fi Resource Explorer #48

B AWS ERAE T EFAHEREBERE FFEE, B Amazon S3 REEFEEBERELL , ELBE
SEEERR | BIEEHTLUERARR, :EE AWS Identity and Access Management ( IAM ) &% &
BERMER. IAM EoBRBREERGAR. FESERE , LEEACR, FESCERAETFINEE
MER., BALLEHE Resource Explorer BFERE—ERNEE , M TR

- EREFERNERIRFREZREESIKRF T , FRE-BREEREZTFFIE  AIRRRIBEEMBER
BAHEIEAB R = MM RAR P EUE,

- BIRF , SXAAEAWERRER., ERIHAAKRFPRENEREBRESRMERSERAIRSH
Ao, T8 , ZERTERTIAKRFFEEAERNACNFIE. HERFTNERESHULEKS
DEBRRETIGHEBERFTNAEACNERE, IBRER TR Amazon EFEHE (ARN)
FEE,

EEHEHMIRE L A®RE | BS%AMEH AWS Resource Access Manager (AWS RAM ) , &A1&
AWS RAM EEE R RN EM L. BXAELEBITTIEE , TEHA .

- HRAZIRFEE .

- BRENEREBERILZARKLANBUELARKIAMN G 5 B BE S E resource-
explorer-2:GetResourcePolicy., resource-explorer-2:PutResourcePolicy#l
resource-explorer-2:DeleteResourcePolicy &,

EEHARE  CXERBEBANEERFIZMNEES, ZUEEEE HAERNIEFRE 2
AWS RAM T2 % & Resource Explorer 217, SRBEELZEFELANEZFEARE , AWS RAM A
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-service-multi-account.html

AWS BiREE EREES

TURAUT REHMARNBE. NENALAERNIETR , 5528 AWS Resource Access Manager £
EiEm PNHEAEIR AWS,

EESNZREESMUEVNHA 3 ERENRE  ABEERE. EBEMN (OU) SEMRM
tRFEREERR, MMITUEEMOUs. HIkRFHLA. ERFMARERERET , AWSRAM EH
BRTHHBELARSE.

i L ARBENEFRTEER AWS 1R
THIEHI B R AT RERR by BRI AWS IR -

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [ "111122223333", "444455556666" ]
b
"Action": [
"resource-explorer-2:Search",
"resource-explorer-2:GetView",
1,
"Resource": "arn:aws:resource-explorer-2:us-
east-1:123456789012:view/policy-name/la2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"Condition": {"StringEquals": {"aws:PrincipalOrgID": "0-123456789012"},
"StringNotEquals": {"aws:PrincipalAccount": "123456789012"}
}

}

SEEERFINEEER AV BREEREACNEAZTUE RSP HFTHRREEZARG, &
AR ERFZEMIR. RFE 111122223333 5 444455556666 MEEE MR Y T HISHIBER, A
%, ML BRIERGELIRFPN ARG, FENFERE  GEFERAETUERARBIRSLHAN®R
RETES,

"Version": "2012-10-17",
"Statement": [
{

ZoE HARRNFFTRE AWS IR 63


https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html
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"Effect": "Allow",
"Action": [
"resource-explorer-2:Search",
"resource-explorer-2:GetView",
"Resource": "arn:aws:resource-explorer-2:us-
east-1:123456789012:view/policy-name/la2b3c4d-5d6e-7f8a-9b0@c-abcd11111111"

}
]
}

LA EREL S DI AMEBREABMEREFEUIRS (ABAC ) REXRBHN—H0, EXEXP , &
AUBRREELRENMEERNMES D, A%, BUUEBRRIREEBLEBRRSIBNELXAES D
HEAMFINERZBES, NFERFHPECBENESR  F2H HREFTEEE, nFBENER
IR HNFHAER | F2H IAM EREER T T EABACERARN AWS ? SAREAZER 2H/H AWS
ERHNEH.

EERBEPMERGEHE

, Delete (). AWS BEREBE LA UFEAAWS EEFZEHEAWS SDK F#ITAWS CLIGT T HREZENR
AP| 1E 3R M BR R AR Ko

(® Note

AR B RIS E AR FARRBHMIRRAWS EiF, ZEEMRMIA , ELEBREE®RA
FEEZMR. , DisassociateDefaultViewAPl API ()o

RIKFF A
« BJfE : resource-explorer-2:DeleteView

R - EMBRZBIR ARN

AWS BB FEA
il BR 4R
1- ,Delete()!()’()’()’()7()°
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
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2. EIF Actions (BIE) , RZIEIE Delete (MIBR).
3. , Delete () , Delete ()

AWS CLI
il BR 45

, Amazon Resource Name (ARN),

$ aws resource-explorer-2 delete-view \
--view-arn arn:aws:resource-explorer-2:us-east-1:123456789012:view/
MyViewName/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111

{

"ViewArn": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/
MyViewName/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
}
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ERAWS ERBERSEIR

BMANEEBEMNAWS EREEEENAWS IRFRATFENEAEESRFTINER, £HAWS BE
F#EAHAWS Command Line Interface(AWS CLI) A EAEREEZSER,

UTRERBERSN —EFTERMN,
- BRESHBLAFERRIE.

BEREREEARYEHEREEPLEERVER, FEEERAEESEXEPEARER , £AE
HBBEHBAllowEMresource-explorer-2:Searchis EREMIRIE, WERKRBLUG »AEER
MRERR R IR IR R RV E 8,

BATAESEERNSE  URHIBLERTANTSEERT. ERRYEAGERNTERE , AR
HEFRFZERENTRARGNFIE LU NEESACAEFARRRREEARERNIRR,

MERENFRES  F2R (EEEREEREURHESFIVE,
- BRABERERESROERRHEERLRS,

Resource Explorer AIRERE— L KE , MEHEHRSIEFRENELIBINER , LEEHFEER
HR5|, EREERABES|I PN RSN RASERITRESEHENNERE,

EREERAREMBRNER. BBRRSIZEFERRZMBENER , UARBREHRE| P BRHEIRN
BEAc® , TREE-LKE. EREAESERINERD T3 MBRREARREIERINRFNE
#Bx:5l,

g, BRNMRERESAREE 36 MFNEE  ERRESTREECRBDEREBENMAERES
BTRESERTNEE,

- EFRETNERBLERAWS B,

LHRMERBENSEEAHRLERFEXESFTNERNRS|, REHEESMAR , I E &
REZEERS| PHINER, Eh—EMNRRERRS , cERWAEAERSINERTRIER , 2L
XEERFPNFAEEREPETES,

- BRSRSFERFHNEERS

REAERSMBEERNIERAWS B , EEEMARE—E [BEE] , A2SRFNREEBRRE.
BEA RSN T EEDERIRARE

Hitt , RERERKS| Region FHIRES seEE T E A ERNERAWS BEERF .
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- EHESAERHEN BB N FREFMENESR.

BEHEAREFESEABESHEENTORELRS, FHEREECEHERTBHNEERERE
BESHEEATANDEER, FE TENGFEH,

test instance service:EC2 region:us-west-2

ERHERBETMLUT,
test OR instance AND service:EC2 AND region:us-west-2

LEAEREFERSNEREEAD (REE) EHMN Amazon EC2 iR , EELEF—EBRET
CRIEE, B ) AEER XM , flnERRE, HAIERP,

(® Note

RARBESHAND , HRR A —AEEREBNENEY  SBRERNER —EenRsR. 5
m, ERAgER—EERN —H2AWS BE., Hit , THERFSEQEAER.

region:us-east-1 region:us-west-1

ERERFHTEAZEREESEEZBHENEREMY , fllitag: tag.key: ,
Ktag.value:,

- BEREEME 1,000 EER.

LERCBESENECHAERNEOEHNZHENES, FEEEFZAEHAFTHELER 1,000 WE
R, BLAERAEABENERRHAS/CEESNER | WAATTRE BRHIE 1,000 LT,
- BULHTHESEREERSERFNER,

BRERHECEVNETNERRE , ARSEATUETHEMAE. NEHERBAYE ,
R E R B

s
9
&n
i
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AWS BiREE EREES

AWS EXE R A

ERERRERSERNISR

1. £ ", EFESHEL K BAEEEECANRRR. EUAREEEFINBRTETE
#

2. HREH WABSTHA , ARBESRBINCREETENER. NEEBMEJAEEEEN
B , 5528 (Resource Explorer W2 S B HE L2 E,

3. FEBARXENES,

ERBERTNEMENMARRFilterEREPESR , EHERMHN, BRSKMEEAMEE
F, AEBZEAFTANEREEEEPETRES A MRS FANERISEREBET

o
4. ERERNEBFUEMIZERERENAREG S , SN EEPUZBREFHNAELRN
BERETRE,
AWS CLI

ERERREESERNIS R

TGS, MERAEENRRRESER. ZIRVRLVEFTEALHTEEN "EBE, . T
HIE 2 S EAZFRH Amazon EC2 #iiT{@#env=productionfEXBIRZF (R HEM) (%li*ﬁ
2), MEEBEMAETAEEZRENEAquery-string2 8 |, 52 B Resource Explorer (i€ S
HEEBE,

$ aws resource-explorer-2 search \

--region us-east-1 \

--query-string "resourcetype:AWS::EC2::Instance tag:env=production"

--view-arn arn:aws:resource-explorer-2:us-east-2:123456789012:view/My-Resources-
View/la2b3c4d-5d6e-7f8a-9b0Oc-abcd11111111

HESERELE csv EF

BALEHNEREFRESEAETERSTBE (csv) BR. csv BERIRHRBFIN. EREE, B
B, AWS tkF, BBRNER A URESHEEAK -—FRENM, csv ERTHBNERELEHAWSHER
THER , ¥ EEERELCE , BELSTRERRT—,

1. EENERPERESEN  EESERELA CSV,

RESERERE csv ER 68


https://console.aws.amazon.com/resource-explorer/home#/search

AWS EREE

ERAEER

BULGEEREH B A UBEINERENGER , IELE T AR,

Search criteria

View Info Query Info

v ‘ ’ Q. Query keywords, filters and operators

Resources (1000+) info

Export 1000 resources to CSV &

Export visible columns

All AWS Regions v ‘ [ All types v ‘
Export all columns
Identifier [ \ Resource type Region AWS Account | Tag: SoftwareType
O DeploymentStack- logs:log-group US East (N. Virginia) us-east-1 This account (not tagged)
2. BRERLARTE  FEERK csvER , SIERRBTFISFENLE,
BESERELE csvER 69



AWS BiREE EREES

&0 LAfE B Resource Explorer 2 & RER

Resource Explorer X E% & AWS FRIEHNERER,

ES]

- XEN RBMNEREE

« UEARIAAEFRXENERERE
- BRAHEMEBENERER

FUESREAEHEEMEREMEAE BB Amazon EREHE (ARN ) FEMEAE. B4E
Eﬁ%/ﬂ,ﬂ-r , Resource Explorer J USRS HEMERER —KNER, WEZHEEFENERERE
2R ERAHEMBERANERER,

B a0, E#EZFE AWS Ildentity and Access Management ( IAM ) ERNEBEEZARES  flUAER
RN

MEZEMZEFRELER , Resource Explorer i ZLZIRFELER, FETEEESHERPEFLE
LEIR,

TRIEXEE FESNEREE AWS BREE,

(® Note
B Z 2024 £7 A 9 H , Resource Explorer FBXE T HERER -

* Amazon Elastic Container Service — ecs:task
+ AWS Systems Manager — ssm:automation-execution

+ AWS Systems Manager — ssm:patchbaseline

BHATUEBCH REPFERELERER | BEMELBE Resource Explorer HiRE R
5lEE,

X EN RBNERRR

SN AWS R
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* Amazon API| Gateway

*« AWS App Runner

* Amazon AppStream 2.0
*« AWS AppSync

* Amazon Athena
* AWS Backup
« AWS Batch

* CloudFormation

* Amazon CloudFront

« AWS CloudTrail

* Amazon CloudWatch

* Amazon CloudWatch Evidently

* Amazon CloudWatch Logs
* AWS CodeArtifact

+ AWS CodeBuild

* AWS CodeCommit

* Amazon CodeGuru Profiler
* AWS CodePipeline
* AWS CodeConnections

* Amazon Cognito

* Amazon Connect

* Amazon Connect Wisdom

* Amazon Detective

* Amazon DynamoDB

- EC2 REEER

* Amazon ECR Public

+ AWS Elastic Beanstalk

* Amazon ElastiCache

* Amazon Elastic Compute Cloud ( Amazon EC2 )

XEN RBNERER 71
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ERAEER

* Amazon Elastic Container Registry

* Amazon Elastic Container Service

* Amazon Elastic File System

» Elastic Load Balancing
* AWS Elemental MediaPackage
* AWS Elemental MediaTailor

* Amazon EMR Serverless

* Amazon EventBridge

* AWS Fault Injection Service

» Amazon Forecast

* Amazon Fraud Detector

* Amazon GamelLift

* AWS Global Accelerator
* AWS Glue

* AWS Glue DataBrew

« AWS Identity and Access Management

* Amazon Interactive Video Service

* AWS loT
* AWS loT Analytics
*+ AWS loT Events

* AWS loT Greengrass Version 1
* AWS loT SiteWise
* AWS loT TwinMaker

+ AWS Key Management Service

* Amazon Kinesis

* Amazon Data Firehose

* Amazon Kinesis Video Streams

« AWS Lambda

* Amazon Lex

XEN RBNERER
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* Amazon Location Service

* Amazon Lookout for Metrics

* Amazon Lookout for Vision

* Amazon Managed Service for Apache Flink

* Amazon Managed Service for Prometheus

* Amazon Managed Service for Prometheus

* Amazon Managed Streaming for Apache Kafka

+ AWS Migration Hub Refactor Spaces
* AWS Network Firewall
+ AWS Network Manager

* Amazon OpenSearch Service

« AWS Panorama

* Amazon Personalize
« AWS FAE BREREEN
« Amazon QLDB

* Amazon Redshift

* Amazon Rekognition

* Amazon Relational Database Service ( Amazon RDS )

*+ AWS Resilience Hub

* AWS Resource Groups
« AWS EREE

* Amazon Route 53

* Amazon Route 53 Recovery Readiness

* Amazon Route 53 Resolver

* Amazon SageMaker

* AWS Secrets Manager
+ AWS Service Catalog

* Amazon Simple Notification Service

* Amazon Simple Queue Service

XEN RBNERER 73
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ERAEER

* Amazon Simple Storage Service (Amazon S3)

» AWS Step Functions

AWS Systems Manager
AWS Verified Access
AWS Wavelength

Amazon API Gateway

* apigateway:restapis

AWS App Runner

e apprunner:vpcconnector

Amazon AppStream 2.0

* appstream:appblock
* appstream:application
* appstream:fleet

» appstream:stack

AWS AppSync

* appsync:apis

Amazon Athena

* athena:datacatalog

* athena:workgroup

AWS Backup

* backup:backupplan

Amazon AP| Gateway

74



AWS BiR@E

ERAEER

AWS Batch

* batch:computeenvironment

* batch:jobqueue

* batch:schedulingpolicy

CloudFormation

e cloudformation:stack

e cloudformation:stackset

Amazon CloudFront

e cloudfront:

cloudfront
cloudfront
cloudfront
cloudfront
cloudfront
cloudfront
cloudfront
cloudfront

cloudfront

cache-policy

:distribution

:function
:fieldlevelencryptionconfig
:fieldlevelencryptionprofile
:origin-access-identity
:originaccesscontrol
:origin-request-policy
:realtime-log-config

:response-headers-policy

AWS CloudTrail

e cloudtrail:trail

Amazon CloudWatch

* cloudwatch:alarm

* cloudwatch:dashboard

AWS Batch
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ERAEER

* cloudwatch:insight-rule
* cloudwatch:metric-stream

* evidently:project

Amazon CloudWatch Evidently

* evidently:project/experiment
« evidently:project/feature

* evidently:project/launch

Amazon CloudWatch Logs

* logs:destination

* logs:log-group

AWS CodeArtifact

e codeartifact:domain

* codeartifact:repository

AWS CodeBuild

* codebuild:project

AWS CodeCommit

* codecommit:repository

Amazon CodeGuru Profiler

» codeguru-profiler:profilingGroup

Amazon CloudWatch Evidently
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ERAEER

AWS CodePipeline

* codepipeline:pipeline

AWS CodeConnections

» codestarconnections:connect

Amazon Cognito

* cognito:identitypool

* cognito:userpool

Amazon Connect

* appintegrations:eventintegration

Amazon Connect Wisdom

 wisdom:assistant
 wisdom:association

* wisdom:knowledge-base

Amazon Detective

* detective:graph

Amazon DynamoDB

* dynamodb:table

AWS CodePipeline
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ERAEER

EC2 REEE

A

« imagebuilder:component

* imagebuilder:containerrecipe

* imagebuilder:distributionconfiguration

* imagebuilder:image

* imagebuilder:imagepipeline

* imagebuilder:imagerecipe

« imagebuilder:infrastructureconfiguration

Amazon ECR Public

* ecrpublic:repository

AWS Elastic Beanstalk

« elasticbeanstalk:application

 elasticbeanstalk:applicationversion

* elasticbeanstalk:configurationtemplate

» elasticbeanstalk:environment

Amazon ElastiCache

* elasticache:
* elasticache:
* elasticache:
* elasticache:
* elasticache:

» elasticache:

« elasticache

» elasticache:

 elasticache:

cluster
globalreplicationgroup
parametergroup
replicationgroup
reserved-instance

snapshot

:subnetgroup

user

usergroup

EC2 B EESR
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Amazon Elastic Compute Cloud ( Amazon EC2 )

* ec2:capacity-reservation

* ec2:capacity-reservation-fleet

* ec2:client-vpn-endpoint

* ec2:customer-gateway

* ec2:dedicated-host

* ec2:dhcp-options

* ec2:egress-only-internet-gateway
* ec2:elastic-gpu

* ec2:elastic-ip

* ec2:fleet

* ec2:fpga-image

* ec2:host-reservation

* ec2:image

* ec2:instance

* ec2:instance-event-window

* ec2:internet-gateway

* ec2:ipam

* ec2:ipam-pool

* ec2:ipam-scope

* ec2:ipv4pool-ec2

* ec2:key-pair

* ec2:launch-template

* ec2:natgateway

* ec2:network-acl

* ec2:network-insights-access-scope
* ec2:network-insights-access-scope-analysis
* ec2:network-insights-analysis

* ec2:network-insights-path

Amazon Elastic Compute Cloud ( Amazon EC2 ) 79
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ERAEER

ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:

ec2:

ec2

ec2:
ec2:

ec2:

network-interface
placement-group

prefix-list
reserved-instances
route-table

security-group
security-group-rule

snapshot

spot-fleet-request
spot-instances-request
subnet
subnet-cidr-reservation
traffic-mirror-filter
traffic-mirror-filter-rule
traffic-mirror-session
traffic-mirror-target
transit-gateway
transit-gateway-attachment
transit-gateway-connect-peer
transit-gateway-multicast-domain
transit-gateway-policy-table
transit-gateway-route-table
transitgatewayroutetableannouncement
volume

vpc

vpc-endpoint

:vpc-flow-log

vpc-peering-connection
vpn-connection

vpn-gateway

Amazon Elastic Compute Cloud ( Amazon EC2 )
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Amazon Elastic Container Registry

* ecr:repository

Amazon Elastic Container Service

* ecs:cluster
 ecs:container-instance
* ecs:service

» ecs:task-definition

* ecs:task-set

Amazon Elastic File System

 efs:filesystem

« efs:accesspoint

Elastic Load Balancing

* elasticloadbalancing:listener
 elasticloadbalancing:listener-rule

« elasticloadbalancing:listener-rule/app
« elasticloadbalancing:listener/app

* elasticloadbalancing:listener/net

« elasticloadbalancing:loadbalancer

« elasticloadbalancing:loadbalancer/app
* elasticloadbalancing:loadbalancer/net

+ elasticloadbalancing:targetgroup

AWS Elemental MediaPackage

* mediapackage:channel

Amazon Elastic Container Registry 81
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ERAEER

* mediapackage:originendpoint
» mediapackage-vod:packaging-configurations

 mediapackage-vod:packaging-groups

AWS Elemental MediaTailor

* mediatailor:playbackConfiguration

Amazon EMR Serverless

 emr-serverless:applications

Amazon EventBridge

* events:event-bus

* events:rule

AWS Fault Injection Service

 fis:experimenttemplate

Amazon Forecast

« forcast:dataset

« forcast:dataset-group

Amazon Fraud Detector

« frauddetector:detector

« frauddetector:entity-type
 frauddetector:event-type
« frauddetector:label

e frauddetector:outcome

AWS Elemental MediaTailor
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« frauddetector:variable

Amazon GamelLift

« gamelift:alias

AWS Global Accelerator

 globalaccelerator:accelerator
* globalaccelerator:accelerator/listener

* globalaccelerator:accelerator/listener/endpoint-group

AWS Glue

* glue:database
* glue:job

* glue:table

* glue:trigger

AWS Glue DataBrew

* databrew:dataset
 databrew:recipe

 databrew:ruleset

AWS Identity and Access Management

e iam:group

« iam:instance-profile
 iam:oidc-provider

« iam:policy

e iam:role

Amazon GamelLift 83
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ERAEER

iam:saml-provider
iam:server-certificate
iam:user

iam:virtualmfadevice

Amazon Interactive Video Service

ivs:channel

ivs:streamkey

AWS loT

iot:authorizer
iot:jobtemplate
iot:mitigationaction
iot:policy
iot:provisioningtemplate
iot:rolealias
iot:securityprofile
iot:thing

iot:topicrule

AWS loT Analytics

iotanalytics:channel
iotanalytics:dataset
iotanalytics:datastore

iotanalytics:pipeline

AWS loT Events

iotevents:alarmModel

Amazon Interactive Video Service
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ERAEER

« iotevents:detectorModel

 iotevents:input

AWS loT Greengrass Version 1

« greengrass:components

* greengrass:groups

AWS loT SiteWise

e iotsitewise:asset
« iotsitewise:assetmodel

* iotsitewise:gateway

AWS loT TwinMaker

« iottwinmaker:workspace
« iottwinmaker:workspace/component-type

« iottwinmaker:workspace/entity

AWS Key Management Service

* kms:key

Amazon Kinesis

* kinesis:stream

Amazon Data Firehose

* kinesisfirehose:deliverystream

AWS IoT Greengrass Version 1
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ERAEER

Amazon Kinesis Video Streams

* kinesisvideo:stream

AWS Lambda

« lambda:code-signing-config
* lambda:event-source-mapping

e« lambda:function

Amazon Lex

e lex:bot

Amazon Location Service

* geo:place-index

* geo:tracker

Amazon Lookout for Metrics

e lookoutmetrics:Alert

Amazon Lookout for Vision

* lookoutvision:project

Amazon Managed Service for Apache Flink

* kinesisanalytics:application

Amazon Kinesis Video Streams
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Amazon Managed Service for Prometheus

« aps:rulegroupsnamespace

* aps:workspace

Amazon Managed Service for Prometheus

* memorydb:cluster
* memorydb:parametergroup

* memorydb:user

Amazon Managed Streaming for Apache Kafka

e kafka:cluster

* kafka:configuration

AWS Migration Hub Refactor Spaces

» refactor-spaces:environment
 refactor-spaces:environment/application
 refactor-spaces:environment/application/route

 refactor-spaces:environment/application/service

AWS Network Firewall

* network-firewall:firewall-policy

AWS Network Manager

* networkmanager:core-network
* networkmanager:device
* networkmanager:global-network

* networkmanager:link

Amazon Managed Service for Prometheus 87
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Amazon OpenSearch Service

* es:domain

AWS Panorama

« panorama:package

Amazon Personalize

» personalize:dataset
« personalize:dataset-group

* personalize:schema

AWS LB B REE

« acmpca:certificateauthority

Amazon QLDB

* qldb:ledger
* qldb:stream

Amazon Redshift

« redshift:cluster

* redshift:eventsubscription
* redshift:parametergroup

* redshift:snapshot

* redshift:snapshotcopygrant
* redshift:snapshotschedule

* redshift:subnetgroup

redshift:usagelimit

Amazon OpenSearch Service 88
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Amazon Rekognition

 rekognition:project

Amazon Relational Database Service ( Amazon RDS )

* rds:auto-backup

* rds:cev

* rds:cluster

* rds:cluster-endpoint
* rds:cluster-pg

* rds:cluster-snapshot
* rds:db

* rds:db-proxy

* rds:db-proxy-endpoint
* rds:deployment

* rds:es

* rds:global-cluster

* rds:og

* rds:pg

* rds:ri

* rds:secgrp

* rds:snapshot

* rds:subgrp

AWS Resilience Hub

* resiliencehub:resiliencypolicy

AWS Resource Groups

* resourcegroups:group

Amazon Rekognition 89
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AWS BREE

* resource-explorer-2:index

* resource-explorer-2:view

Amazon Route 53

« route53:healthcheck

« route53:hostedzone

Amazon Route 53 Recovery Readiness

« route53-recover-readiness:recovery-group

* route53-recover-readiness:resource-set

Amazon Route 53 Resolver

« route53resolver:firewalldomainlist
» route53resolver:firewallrulegroup
* route53resolver:resolverendpoint

e routeb53resolver:resolverrule

Amazon SageMaker

* sagemaker:model

* sagemaker:notebookinstance

AWS Secrets Manager

* secretsmanager:secret

AWS ERMEE 90
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AWS Service Catalog

* servicecatalog:applications

* servicecatalog:attribute-groups

Amazon Simple Notification Service

* sns:topic

Amazon Simple Queue Service

* sqgs:queue

Amazon Simple Storage Service (Amazon S3)

* s3:accesspoint
* s3:bucket

* s3:storage-lens

AWS Step Functions

« states:statemachine

* stepfunctions:activity

AWS Systems Manager

* ssm:association

* ssm:document

* ssm:maintenancewindow
* ssm:managed-instance
* Ssm:parameter

* ssm:resourcedatasync

* ssm:windowtarget

AWS Service Catalog 91
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 ssm:windowtask

AWS Verified Access

* ec2:verifiedaccessendpoint
* ec2:verifiedaccessgroup
* ec2:verifiedaccessinstance

* ec2:verifiedaccesstrustprovider

AWS Wavelength

* ec2:carriergateway

MR RE S R B R R RS B

EEREAREIRXENEREIEE | B SMREM WA ListSupportedResourceTypest#E AWS
SDK,

Flan | BETEABAT list-supported-resource-types AWS Command Line Interface ( AWS CLI ) %,
T S E BT R

$ aws resource-explorer-2 list-supported-resource-types

{
"ResourceTypes": [

{
"ResourceType": "acm-pca:certificate-authority",
"Service": "acm-pca"

3,

{
"ResourceType": "airflow:environment",
"Service": "airflow"

3,

{
"ResourceType": "amplify:branches",
"Service": "amplify"

3,

. truncated for brevity ...

AWS Verified Access 92


https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_ListSupportedResourceTypes.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/resource-explorer-2/list-supported-resource-types.html

AWS EREBE ERAEER
HrRAHMEENERER

RS REANEMEEMEREMARERERNMN Amazon ERETE (ARN ) FEFERAE, BEEE
1EEF , Resource Explorer I G EHEMERERE -KNER,. EEFETRINERER,

ERERER HEARERER
ec2:securitygroupegress ec2:security-group-rule

ec2:securitygroupingress

elasticloadbalancingv2:1load elasticloadbalancing:loadba
balancer lancer
docdb:dbcluster rds:cluster

neptune:dbcluster

rds:dbcluster

docdb:dbclusterparametergroup rds:cluster-pg
neptune:dbclusterparametergroup
rds:dbclusterparametergroup

docdb:clustersnapshot rds:cluster-snapshot
neptune:dbclustersnapshot

rds:clustersnapshot

docdb:dbinstance rds:db
neptune:dbinstance

rds:dbinstance

docdb:eventsubscription rds:es

neptune:eventsubscription

BRAHMBEENERER 93
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AWS BiREE EREES

ERERER HEHEREH

rds:eventsubscription

docdb:globalcluster rds:global-cluster
rds:globalcluster

neptune:dbparametergroup rds:pg
rds:dbparametergroup

docdb:dbsubnetgroup rds:subgrp
neptune:dbsubnetgroup

rds:dbsubnetgroup

BTRAHMERNERER 94

&
i



AWS BiREE EREES

Resource Explorer Wi S EHFEESZE

AWS B RME BT RREER AWS EIR AWS 1RE, A TIHBESHFTENEYE
R , Resource Explorer #Z X EARFBEHAREZNESEHFTH, MFEREBUWAIEH I EFTRINEE
NEHEF , FSH @B EREEESEH,

(@ Note

B &, E#EZE AWS Identity and Access Management ( IAM ) ERNER , flinBaREm
K TERHE%L,

B TE Resource Explorer FREES

EESEH—EEARE. NRERAREIEE—ME , Resource Explorer @IS EABEEFERAN AR
& AWS B %R,

BESREBPLERTHEEN, ETURYTENRE , SARRTEEETRNERSE.

flgn , WAL BIEITE €Environment M B ERE 2 ERWBEProduction, A% , AL
BEESZRANERERTEERAELERCEKEHNFERE. EERRELERNTRAERAE
ALFEEE Alphat BetalRIRERWERRER. NEEREFH#HFIMLREANES A F2H R
BHEREERGNFIELLETES,

B FERE)

FERHBEAEBE L. BRRENGEFREEETFNELABENEN.

EXE=

BEEAME , QueryStringEHEBZBOREE FESHEN —HEEBRNFHERET. FAZKKEE
B FREMEEFT 2 , M RINEFR

ec2 billing test gamma

Resource Explorer 5L ItEARFFE , URT

&EF#7E Resource Explorer FHEESR R 95



AWS BiREE EREES

ec2 OR billing OR test OR gamma

Resource Explorer 2k HEFHER BRSO ESESFAENERERESHNREY. THE—IZ
BEMENERTERERPHER, TiB , Resource Explorer @4 ER ABBMBENER , YEES
ERPE—FETH#,

WMRER QueryString BBEEZEFH , ENEHSEDQE 1, 000 @UTHER , EELERAERA
R BRENRBEEG. FAEHTERNERHEE LRA 1, 000,

® Note

AWS REEFHAFHEBENEAB MRS LG EABAXNFERFNER , IERMITLUS
EFRHUBHEBNER. Bit , FAEERANFREFHHEAREHEQNERTESHEE
REMEBE, MREFTEFREMNER  ERCEAGERGT. HERGLYEETSRE
H%'Faﬁﬁﬁ'iﬁgo

EmE R

BULEBRBBRHAEANGER , HFERESEHERNT . BEXFZRRFTRE , HEEFASEEHT
BEANDEHE F— 5. flm  FEBTIEH , AT I SMEE HRARREF Mm@ E R

test instance service:EC2 region:us-west-2
HEHNFELSXNOT :
( test OR instance ) AND service:EC2 AND region:us-west-2

—EEAANDBEES T RMEEE RN, WREREGEFRGTHEY  AIRERTEESEERTD.
HHEANE RIS EE Amazon HBABNEMEREC2 , BURXEES (R#$M ) , AWS EF B
ELURERNEZHP—EERT,

® Note

HREE AND , RItiE R BER Th e ¥ B E A — (EERE R | B R BeE — @R E R Rk
BfE. Bl , BRAGER B—%0 AWS EiE, Hit , FTHEHFSEREAER.

region:us-east-1 region:us-west-1
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WRETEARTERESZREENBEEZRYE , 0 tag:. tag.key:H

tag.value:,

T &5 H A AR Resource Explorer # S &# 1 0] AR 428,

EhiRzEE | 8 R 1 5 4
accountid: AWS IRF %8 &IRH . Resource Explorer A8 HEERT ISR ERF#HE
&R,

accountid:123456789012

applicati BB IRE A RSB S EHawsApplication ERZSIEMNERBBENE
on: Ro BAIMKERAEREBREARNEREE ETESARN,

application:MyApplicationName

application:arn:aws:resource-groups: us-east-1
1123456789012 :group/MyApplicationName/1234567
89abced

arn:aws:resource-groups: us-east-1 :123456789012:grou
p/MyApplicationName/123456789abced

(@ Note
EEERALERFRN , CHRRLAEFRLENNFEE,

id: ERIERAEEBIF , L Amazon EREE (ARN ) KRR
id:arn:aws:license-manager: us-east-1 :12345678
9012:1icense-configuration:lic-ecbd5574fd92ch
@d312baea26EXAMPLE

region: ERFTER AWS [E18 . Resource Explorer A8EFERPIEMNRIEE WE

R AWS B,

region:us-east-1
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AWS BEiREE EREES

ERREREE FE 3R A 5 451
(® Note

EWmAREE (REERKEMYE , M0 us-east-1 ) T2EEEE HEE

Wit Rregion:us-east-1 . ERRERA , (FAFGFERHNEH

BANFHET , EEBEMsAHBR B, i, us-east-1
S H us, eastM 1, EZEMEA region: FEK , TEREHTT

i
region:gl region: ERBRUMSEHRES , TARSKEEAEE AWS EiF BRREAE
obal HEANLHNEIR.

region:global

(@ Note

EMABEEFglobal TEEMEE "£iH, region:global XFXF
KREZEZELHEFRHERNER. #Aglobal ARRFRAEEE LR

BEREABEEFTENER,
resourcet service:type FFRFHERER, Resource Explorer REHEHERDEEIE
ype: EEHENEIR

resourcetype:ec2:instance

resourcet HWEERETELESIEEENER, tagsEM—ZEME. Resource
ype.suppo Explorer A8 EZRP I EELHNER.
rts:

resourcetype.supports:tags

service: HERER AWS RIS HHEEA . Resource Explorer R ERRFEEHE
EREEINEENER,

service:ec?
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ERAEER

EnRBREE

tag:

tag:all

tag:none

tag.key:

tag.value:

EEEHE T

R A 2

Bl RAHERE/EY <key>=<value> , Resource Explorer REERKRHE
EEEHTERNEEEZEBNER,

tag:environment=production
tag: BFRMFANIHKRES K TREESCEE-—JZACAEEYRBNE
R , BIfEf Resource Explorer * X BZEREH,

(® Note
ERAWS REEEBRNERNERTELERFFNERD.

tag: BRERMNBHRRS , TRERSAEREMEAERZLEBNEME
Ro

(® Note
BEBAWS RERUEBNERNER S ELEERFNERD.

BEE 2. Resource Explorer A8 EZERHT TS EEHTRSIBEBNER ,
EmERM,
tag.key:environment

EH B, Resource Explorer RABERZRTFIEEEHEFEEZBENER , EWE
WEBAM,

tag.value:production

B MENRARFMENERMG , BERE TRPETRNVEST —EEEFEAFEN—HD.
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BET R A 5

"multiple SEZFRHE O ERAERESIHTT () WE—BEF" ", Resource
word phrase" Explorer E@&/FEBEHE. MBEEF —EXKIEEIEFIETINER,

=® MRIEREFHES| 9% , Resource Explorer KRR EFHRAGKELEET
%, XTEFSENTHNER , MFECHTE—ERIEFTRE, 5I5REXEE
‘hyphenate gz wmm—1.

d-phrase "
"This matches only resources with the whole sentence."
This matches resources with any of the words.
"us-east-1" - ELtHEZEYRBEEBNER.
us-east-1 -HFEEE "usy &K "easty = "1 WEFMER,
-tag:"environment=production"
keyword* FTEERAFLY., BRESEAFTT (B * ) HEFENFER. Resource
Explorer A8 EERT IR EREA AIBRXFNER*. THIFEFISEEH
AWS [E1F BISEM P us-east.
region:us-east*
/A Important
M- EESEEFEPE—EERFNEEADBEAEAFT (*) EX
F. ERTHE—NESERCSHEUEERBFTREZEAFHENE
Ro
Resource Explorer A5 ERESHR L EAXFHRIITHES
TEEBRMNEBRAFT. EUNEESFEFNEMAFAZIR*FEMR
Ao
-keyword Not BHE F, BN EEHBRRFAHFERTNVFEREETR (-) K UARER

2# R, Resource Explorer @#t#t R HEBREME I EE 7R HBEIR FHENE
HREETNER. THEMESERE Amazon EC2IRISHBB M PTE BRI
RAPHERR,

BREHE T 100


https://console.aws.amazon.com/resource-explorer/home#/explorer

AWS BiREE EREES

BET R A 5

-service:ec?2

/A Important
MREEH AWS CLI search@s® , B--query-string 28E
#B-BEEFERAE—EFT , IXERSHUEREEGHERFRFTT
(=) WESER, MAR—RERFT, MREEAZERFT, ECLI
HERAET R, fl, THEHEFRK,

aws resource-explorer-2 search --query-string "-tag:none
region:us-east-1"

THEBENERAFHEER =B , TTNEBERF,

aws resource-explorer-2 search --query-string ="-tag:none
region:us-east-1"

MREBEEHFEPERRENIET | £5 -FTESBEPHE—E
Fu, ARLERAREZRF . TIERAFTFHFER.

aws resource-explorer-2 search --query-string "region:u
s-east-1 -tag:none"

EREHE T 101



AWS BEiREE EREES

BET R A 5

\<special FBA LR EXERTERBATRANTENRIH®RTE T, MTEHE, WRENXF

character> SBEHEA—ERKFET ( * " - : = \) , IEMSEEZFAAEMNLERF
B (\) , UREREBERAFT. TIEGFARESNAERASSETE (-) T
() WEBABRXXFEEF "ny-key-word" ,

A, BT F51E Resource Explorer S EFHEMNREXN TR =BT RMNBET
BO A ERES R aEREMENE.

"my\-key\-word"

ERMARERRBR  FEENIFEAMBERBREFT. F—EARMNRESHEEF
AREH  ME-ERFMEREEBANEEF T,

"some_text\\some_more_text"

@ Note
MRBELSEEE ERNESR , BlSecarchiBETF2BRESFENRERR  NABNEG
BEGOUATURZELEBHRBANFZEE, HlI0, Blffcat:blueFRRGEHEFY , Resource
Explorer B LA H TN A —BENERYG , A cat: TRERECEZNGHERE2—-
it , Resource Explorer B ZEFEMEAEHXNEBEFHE | UAFHEHERESRS
B A BEYHARN,
MRTIME—BERSE true , BESBEEFER

- BRTESEBRNEEES

- BESEHHAEEAERER®RMYE (tag.value:, tag.key:= tag:)

EREHE T 102



AWS BiREE EREES

sPERBEERSEN

THSEHIRERET A EFERANE REABENEEZAWS BEREE,

/A Important
MREFEAAWS ClisearchiE® , B--query-string28EN-EEFHAE—RBFr ,

AIAAEREFRFT () RYBSHEBEAE K MAR-—RNZERFT. MREEAZRT
7T, CLI g% Fa, flm, TIEHAGEK.

aws resource-explorer-2 search --query-string "-tag:none region:us-east-1"
TIEBENERISN=-RZE , MEHREE.

aws resource-explorer-2 search --query-string="-tag:none region:us-east-1"

NMREBEFEHFZEFRRRNIETF , ER-TESBEFNE—EFT , EAUMERRER
KFiT. TEHNERIE.

aws resource-explorer-2 search --query-string "region:us-east-1 -tag:none"

BERRLHER

MRGEBEERFEHEAUEEABEBRNFIIRS] (ABAC), FAURAEERNEE , HEtHERH
TUEBAERN BRI , BXEAERFHHLEERITEEEXRER, THE/NEAERAEHRANNBEE
BIZE : none NJERBRMMEAEELEEBNIIEER.

tag:noneBRERMFHEEARNEAERINERR. AEENEZRNEBRAWSSRUENZSRTHR , B
MEBERERRP,

tag:none

()o AWSEHFEFNE—ExREHRIEMECAERINER BRI —@EfHl. AWSRIENR
MEBRE AT A BEaws, Eitt , BUEREE NOT EE F (-) #BE tag.key EiiEss , A LAHERR
EMEAURSIREBRABR ZFEBRNERaws,
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https://aws.amazon.com/identity/attribute-based-access-control/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html

AWS BiREE EREES

tag:none -tag.key:aws*

BEECERNEIR

EEZSREAEMNEEEBNAEER , BRLMEREE NOT EE T () BEBHRANEER : none
EE , TR,

-tag:none

BEERVEERBRIVER

F4£5E ABAC 188 , LA R ERRFAREEAKETRNERNDR. T56s&EmEE NOT
BET  M-OHSEERIREEZEEN TS FDepartment.

-tag.key:Department

EEERENERENER

EAREMERER K Sl EgSEE28 T EZBEERIABENFTEER, T ESBEREEER
Sl EBNFIAEE Renvironment, Fi , EHSEHNEHEMNEESENEprodinteg, HWE
FRdev, EHFHENEMNZERBEHME , CEZXFELFIE,

/A Important

ERAERBERTEDIANE , BEESTEREATAATENRBBNE, Flw, T5IEH6
HHERFSPROD, prodPr0d, SHEA&{t, T8 , FLERARXGUERS K NENHAER
BR. ERCEECEABNANPIERE  SINEERANBSHNERBREFEBNE. —BWEE
A AR BhE e AR EBRAY KRB A E M A e EBMIEE

tag.key:environment -tag:environment=prod -tag:environment=integ -tag:environment=dev

BETIFEANERAWS EHE

FA > BRAFALEETREYHRARERSFOFEES. FHRASMEAREN EU) EEAT
HER.
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AWS BiREE EREES

region:eu-*

43K
£ Aregion: BRERGMNSHRANEglobalBERS IR A< iE B a6 5l (= 15 BB B IR

region:global

BRUNGERENFERENEIR

B MFE A2 8RR , Resource Explorer S BB S BEANDEHE 7 RKHEE
o Amazon EC2 ()AND,

region:ap-east-1 resourcetype:ec2:instance

(® Note

HABEMNEREEAND , B ReedH ReE — B R E R R BAY B RV B 1% B 20 £ A — (@ ERE =R
Bl ERRAER—EERN —MoAWS EiF. Hit , THEHTFSEOEATER,

region:us-east-1 region:us-west-1

WREHTEARTERESZEEZBENENESR , fliitag:tag.key:. Ftag.value:,

EESERZFARNER

DES| (") FEZFARARE , ASEEUERIEFHIZEEFANGER. MRREE5IH , EREE
SEEFEATMERZANENEZFANE R, flin, THEHSEHAES R LAEQFEREANE
BR"west wing"., EFFTRHFSus-west-2AWS Eif (RERXBHP T ENEMHMES)west P
R, WFE "wings —FAMAFE "westy —FANER.

"west wing"
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AWS BiR@E

EE2ENIEE CloudFormation#t & — 2o E R

ERAEER

BB RAIZRCloudFormation# 2 — 7 F , EMHS BBRE/MERNERE, TIHMISE
EEV AEEHEE - ONMEER,

tag:aws:cloudformation:stack-name=my-stack-name

CloudFormationit & &% & 106



AWS BiREE EREES

EREAGE—ES AWS EETEZEA

EBEAWSEH & RENIERAWS EEFEAIE—EERM, WESHTLIESAWS BRI 44
MEMEE  WERFTENIAWSERBETEAER., MREEBITHMENERBERaETRK—
BRINGEAWS 1RF |, B A LUREERE IR,

EBfE—EE  ZNERAETUREMAWS RETEAEEER , MALERABEEFAWS EREE

7Ba,

® Tip
MREGREFRAR—NESYIESHESER B ALBKIESEH/Resources, EEEH
AWSEREESERPIHEEENTRARERNE R,

ES |
- BERABERAR—ES
- FRE—ES

/A Important
M—ESEEFFEFE—EERFNEEEADREAERAFT (*) EE . EERER -—NWER
RREFECEAEEEZFRENEAZTFNER.
[(BRRE] TEaH [ERES) RH LY (B8] XFZARATHESTISEDNMERF T,
BN EESFEPINEMFZRAIR*FBAA

RERTCERAR—ES

FEERLRBERAR—BBAWS IRF , FEE 'HE. EHER, 'BRAE, eERAESHE
FEXRWEBIRE, BREXRNT :

« BRAEED—ETFFAMERREAWS Efl, AFEFERRERINESTNERTEHRER
—HESERP,

- BUAAEGEEN "B, PEURRSRER, FHESFHTHNESEEEKRF PR CSEMES
R R

BRERTEHAK—ES 107


https://console.aws.amazon.com/resource-explorer/home#/explorer
https://console.aws.amazon.com/resource-explorer/home#/settings

AWS BiREE EREES

- BURAECERERSIN "TEE, PEIERRE. AESECAR—BESERNERENLEHEE
£ A LT R RV RERR

- ERENLEN AWS Identity and Access Management (IAM) FATBUERISTRIGE IAM £ 88 |
LR EE#H {Tresource-explorer-2:Get*, resource-explorer-2:List*resource-
explorer-2:Describe*, resource-explorer-2:SearchBEMER., B UEHAECHE
5] IAM BURREBEFELF A, ELERETSET I THEFEANAWSZ EERKH

* AWSResourceExplorerReadOnlyAccess

* AWSResourceExplorerFullAccess

FRE—ES

EERACESERPIERIREFNER , LERTMAWSEERESETH —ES H BXBATHTIIE
B2 .

1. AWS ERRERERIRE PRA —EZAWS EHEEE.
2. it —EEELEEREREEl
3. HARMBERSIE "EE, PEVRREER
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-service-register.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-aggregator-region.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views.html

AWS BiREE EREES

BIUERBEER CloudFormation

AWS ER#EE 2 ESAWS CloudFormation , iEIERE W B R BAWSE RWER NERE, B1E
BATHBERENERMERRENERE, BEN —EEE |, HRFrEEEEN AWS &

)& , CloudFormation B AEHENBENRLE R, ERNEHIERS|. BRERIERBEARNIE
EAWS EiF,

E B FEAECloudFormation , A LLEEFERENER  LUEEER —BUtRELNERER, RE
R —KEHNER A EZENESAREGEZEBEAWS IEENER,

f# FCloudFormation#$ & /R ¥ ‘& &8 & £ AWS Organizations

& 7] LLfECloudFormationStackSets A EREE B REAB P AT EIRS. ELEEABPHIEHENT
MEWRFE , StackSetsAI LB B ABEFRERFRESEAWS BB K ERFHHNRE , BEEE
HipiEEWE#Rs, NEHBEET , F2RSEREAENEIEE PR

&R E FCloudFormationZi 2%

EEMRARTCERESHABRKENER , B%E T #CloudFormation&i 2, EAZLL JSON
% YAML AL X AER, MERTLUEBRISLEARNEREE , THATE CloudFormation H &
HENER. MREFEHZE JSON = YAML , E A LAEA CloudFormation Designer 1 Bh & Ba %4
£/ CloudFormation #8745, MEFFMEF , F2 B AWS CloudFormation EA &P EE
CloudFormation Designer ?

ERAEXEEPEUTEREE CloudFormation :

- Rl —ERBEPEYRS , YRBZEIATHEREE, SUMUEERSIZRABRS] , AR
RBRSIAWS 1RF, MFEFHMAER , F2HE EFNREREERS AWS B REIENER & &
BEVERSERSIFREERES,

- B —BUYRECAEDTESHTERIBLEERNRR, SERRRFERLEREE—ERE,
BYARTEAEEREHFLEMMAFINER. NFFHEET  F2REEEFEERAUNREHRES
FHUE,

(@ Note
BYASE [BE] PEYRS| , ARTRER—E [BE] PEUMBER, MREBRTIRS(IHM
REBAMERHEEN - , FEARKRR EMDependsOnE M (W T IS HIEEAFTR) , 2
BAREEEURS,

&R #E M CloudFormation#3 4~ 109


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-resourceexplorer2-index.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-resourceexplorer2-view.html

AWS BiREE EREES

- DefaultViewAssociation— #$38 EMN RIS ESHE [EF] FHTERRIE. EFERAELIEHEECER
RIESEEXNWREF | Resource Explorer BEXFEAEFERAEHTE SN EFHMEBEHATERRIR
MEFHMEN , B2l TP EERBHRAWS [EiF

oI HIRE MAER — 18 (B8] R — BRI MREE  WERRREA (B HER

YAML

Description: >-

Sample CFN Stack setting up Resource Explorer with an aggregator index and a default

view
Resources:
SampleIndex:
Type: 'AWS::ResourceExplorer2::Index'
Properties:
Type: AGGREGATOR
Tags:
Purpose: ResourceExplorer Sample CFN Stack
SampleView:
Type: 'AWS::ResourceExplorer2::View'
Properties:
ViewName: mySampleView
IncludedProperties:
- Name: tags
Tags:

Purpose: ResourceExplorer Sample CFN Stack
DependsOn: SampleIndex
SampleDefaultViewAssociation:
Type: 'AWS::ResourceExplorer2::DefaultViewAssociation'
Properties:
ViewArn: !Ref SampleView

JSON

"Description": "Sample CFN Stack setting up Resource Explorer with an aggregator
index and a default view ",
"Resources": {
"SampleIndex": {
"Type": "AWS::ResourceExplorer2::Index",
"Properties": {
"Type": "AGGREGATOR",

&R #E M CloudFormation#3 4~ 110


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-resourceexplorer2-defaultviewassociation.html

AWS BiR@E

ERAEER

"Tags": {
"Purpose": "ResourceExplorer Sample Stack"
}
}
},
"SampleView": {
"Type": "AWS::ResourceExplorer2::View",
"Properties": {
"ViewName": "mySampleView",
"IncludedProperties": [
{
"Name": "tags"
}
1,
"Tags": {
"Purpose": "ResourceExplorer Sample CFN Stack"
}
I
"DependsOn": "SampleIndex"
I
"SampleDefaultViewAssociation": {
"Type": "AWS::ResourceExplorer2::DefaultViewAssociation",
"Properties": {
"ViewArn": {
"Ref'": "SampleView"
}

WMEFHMES , SHERBE R MMWIZH JSON F YAML XM , FFSE (AWS

CloudFormationff i &$5R) B ResourceExplorer2 {EEFRERZZE,

i — 5 7 f# CloudFormation

EE#— T # CloudFormation , 52 T3&ER :

* AWS CloudFormation

«  {AWS CloudFormation EFA#& &R ) https://docs.aws.amazon.com/AWSCloudFormation/latest/

UserGuide/Welcome.html

#—4 7 fi# CloudFormation

111


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_ResourceExplorer2.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html

AWS BiREE EREES

« (AWS CloudFormation ts =¥ EIfEAEER) https://docs.aws.amazon.com/cloudformation-cli/
latest/userguide/what-is-cloudformation-cli.html
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https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html

AWS BiREE EREES

FAAmazon Q I XFERAREANHEZAERESZSER

# A BB MAmazon Q MK AR NERA S A RES HERERAWS RENRBEEURE
BAWSERIES. Amazon Q MXERERNERABEAMMTANSEAWS Y /G | BEE
RN SEE o B S S IR SRS B,  Amazon Q IXERERNERABERSREE RSN
SREERMEMENSE,

WMEFMENR |, B2EMTERAmazon Q I REARERNEZEAE ? £ (Amazon Q BIXEREXH
HRASEEEER) h,

AWSE R & &

Amazon Q I RERARXNHAZAEFERERAERESMNRRENER, Amazon Q BIXEARER
HFEBASKELESERBEREEEY, WEEBERIAERAFTER  YEEMRERER, AWS E
HAERE - SEHERE RN IEE,

DBIRHF
Zi2H HAmazon Q WX EARXMNIRA BEFAABNME , L84

- FARELNAWS BE. R MKREAFERZEREENEHENER. WFEEZEHA,
TR 48 B T E A B =

- BRIBSAENREPREE , i AWSResourceExplorerReadOnlyAccess BUR RN INE S $HE A &5 =8
HENRAFA®F,

- FERESRIRHVSREE M E B R 5FF AWSResourceExplorerReadOnlyAccess FHERR .

T
¢

SRE

ERNERERE

A EREHRAEREELHE, ALECNERBERILENXFNER,
@aws What services am I using in Region?

@aws What are the resources in my account with tags?

@aws What lambda functions do I have?

AWSE R EE 113


https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html

AWS BiREE EREES

hTHEZeM AWS ERES

ERL AWS BRHRENELR. BAAWS BF , BAURERPLNBREELER  IARBERR
BHREMEHRBNEBNFERMITE,

2R AWS BECEHERBENERE. AEEEEEEEERATRNZEMNERPHNZTSM

- BT EME —AWS BERE AWS BRI FHITHERLEE AWS Bk, AWS ERERERMAR
ZEEANEBRRE. FERBEAREREENRAERELE  F2RTSMSRZEEAWS RFEAWS
AR#% P,

- EmPHNREM — ENEEIRAEERNER. AWS B ShLAHEGRZEE  IFER
R, ERANERNEREZENER

AXHA B EEBRNAEEAREALDETER AWS EREE, T TSHNIREEREE , U
HEENRLENSREEE. LoFRINAERALLAWS BY BHEERNFEERQEER
EERERNEMER,

B #%

o BIAMBUERH RS IPv6

- NESMEFHEE AWS EREE

- PHERMRE AWS EREE

- AWS ERHEE NWERRE

- AWS BRMAE FHIREARE

- EREERS AWS EREE

EIAMBER FH#k & IPv6

AWS EREE EFFERIAMBIRRRE AN IP A uEE | WEHIHEMBHREEHEWN IP LitEESH
FHEREEAPIs,

BRBIEES -2, regionFTEEREEMN .api.aws MIFAPISIEIPVETEFFEUAZE, IPv4

REFURIEIPvEL LR IP it &5 R B Al s & B B A F i &£ 7 BN Resource Explorer API #8135 &
&R,

HBIAMBUE AR 5 1Pv6 114


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/

AWS ERRE RS
ZIPVARIREFR B ENEF IPv6

HEEE aws WBERFEREEEUNF FsourcelpBZ R RN E, EUNRRPERERIE
IPv4F11Pv6,

MBAEREE R | IAVBISXEEH E A IPAER A RN RE | S IPveHERAit,
MEFREEGHE | B E,

(® Note
THEFFRARNEE

0

1BIPVABEE ENEF,
{BIPVEEEE LNEF,

\|

SO

T EERIPV6 ?

IPv6R B E B ERK T — IP R%IPv4, BHRFEA 32 (U T BB E R &K 43 REPERE. IPv4IPv6
MR 128 LT EIRZEL 340 BERE (N 2 2l 128 ThX) WHE,

2001 :cdba:0000:0000:0000:0000:3257:9652
2001:cdba:0:0:0:0:3257:9652
2001 :cdba: :3257:965

EHAMBER IPv6
IAM/Z 8| B BT AR fE A aws : SourceIpEf&EES iR E A RFH IP (Lt &EE,

ESUTEIPVATIPVERE, MRENMBIREAEEEL , BLAREETMAR IP it EHER FRIAM
AMEEH , LEEMIPveuLEE,

f5lgn | 1tk Amazon S3 EFETRBBR BB A FFHIPv4Ab 1L £ 192.0.2.0. *MConditionJt
%203.0.113.0.*/H,

# https://docs.aws.amazon.com/IAM/latest/UserGuide/
reference_policies_examples_aws_deny-ip.html

{
"Version": "2012-10-17",

ZIPVARIEFHR B ENEF IPv6 115


https://support.console.aws.amazon.com/support/home/?nc1=f_dr#/case/create

AWS BiREE EREES

"Statement": {
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"NotIpAddress": {
"*aws:Sourcelp*": [
"%192.0.2.0/24*",
"*%203.0.113.0/24*"
]

I
"Bool": {
"aws:ViaAWSService": "false"

}

ZFEFEHLED , FANConditiontEZEEEH AT SIPVE{ L1 &F
E2001:DB8:1234:5678::/64F2001:cdba:3257:8593:: /64,

@ Note
HIRBENOTREMOVERIPv4ithit , RAEMROEREMMEN.

"Condition": {
"NotIpAddress": {
"*aws:Sourcelp*": [
"%192.0.2.0/24*", <<DO NOT REMOVE existing IPv4 address>>
"*203.0.113.0/24*", <<DO NOT REMOVE existing IPv4 address>>
"*2001:DB8:1234:5678::/64*", <<New IPv6 IP address>>
"*2001:cdba:3257:8593::/64*" <<New IPv6 IP address>>

]

1,
"Bool": {
"aws:ViaAWSService": "false"

MEEREFERAEEEEEBNEFMEERAIAM |, 552 BAWS Identity and Access Management 15
MmN ZEERAMARBEE.

FEHIAMBUR IPv6 116


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html

AWS BiREE EREES

RELNEFEFALUXE IPv6

EFERAERBES -2, E {region} .api.aws inMBEHE T Fin 25 A A E S RANH M AWS
AR# wmRho IPV6 T 5 BRER AR i BR R B e um R o

WEHIEER Linux # curl AxZx 8.6.0 , I fFEH EIPVERUB LA api. aws #1E Y im 26HY Amazon Athena
PRSI B

(® Note
1 AWS B B A FinfrE VAR B, FLLEIF , RAEARERE (#S B 2bE)

us-east-1 iwE,

1. AT curl o5 ¥ 7% 22 B APV it #E 4T,

dig +short AAAA athena.us-east-1l.api.aws
2600:1f18:e2f:4e05:1a8a:948e:7c08:d2d6
2600:1f18:e2f:4e03:4ale:83b0:8823:4ce5
2600:1f18:e2f:4e04:34c3:6e9a:2b0d:dc79

2. BEBEFIRBERETUIPVOERLT curl inHiETEE,

curl --ipv6 -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://athena.us-east-1.api.aws

remote ip: 2600:1f18:e2f:4e@5:1a8a:948e:7c08:d2d6
response code: 404

SRR iR IP BEEERRE0 , RS EAKIEREELBIERIPYE,

WMRER IP AZANEEIHR0 , BIFFimiEg siin M AR S RIPVHER, EERET curl
mERELERE.

curl -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://athena.us-east-1.api.aws

remote ip: 3.210.103.49
response code: 404

BRELNEFALIEE IPV6 117


https://docs.aws.amazon.com/general/latest/gr/athena.html
https://docs.aws.amazon.com/general/latest/gr/athena.html

AWS BiREE EREES

WERFBE RGP BEEFRE0 , R R EE T BMERIPv4, Rin IP EZZEMIPv4
i, RAEERFEZEREAFREMNEAHE. NMRIER IP FR2MIPv4it , BFEATIESH
#l curl SEAIPv4,

curl --ipv4 -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://athena.us-east-1.api.aws

remote ip: 35.170.237.34
response code: 404

B9 MEINEE AWS EREE

AWS Identity and Access Management ( IAM ) 2—%& AWS R# , Al EEEZ £ b Fl¥
AWS BRI IAM EESSRHIEETEIRE (BN ) NEE (BRHT) , UER
Resource Explorer R, IAM 2 AWS R B LG EFERAW .

£

- 0t

- ERASDRE

- EABEKEEFEUE

- BRRENFEA IAM

- AWS EREE 55 B BEKEH

« AWS Organizations & R #&%E &Y R 7512 5 K B =51

- AWS ZEENBR AWS BiREE

- HHERBECRARKEZRARG

- RHHE AWS BREAE

cZhes

£/ AWS Identity and Access Management ( IAM ) BAREEMTRE , EBEURRETE Resource
Explorer R #14THY T4E,

BRI ERE - MR EFE A Resource Explorer REHITER , MIEEESARREHMENEBENG,
E & ¥ % Resource Explorer THEEXR# 1T TIERF , B EFEENANTT. THENFINEER

B RERER 118



AWS BiREE EREES

NA BB R EEEFEREENT T, WREMEFE Resource Explorer FHIIHEE |, 552 2k
i AWS BEREE &,

REEEE - MRIETE/N T8 E Resource Explorer &R , & ]8R Resource Explorer B 52 & 17HL
B, EBHERERYIERISEH & EEEHL Resource Explorer EEFE R, A% , BAARIAMEE
ERXER , UBFEREFEHAENT T, FRELEELNER , UTH WEERESIAM, EEHE—
%7 RE N\ T NMAIAMIZE Resource Explorer i/ |, 5520 EREAE WMAFEH IAM,

IAM EEEE - MREARIAMEEES |, B8 E 7RI E BRI EE Resource Explorer FEUY
HHEH. EEMIEAE RFEAM Resource Explorer 50 HBUREHIIAM , 5528 AWS EREE 59
BB HI,

(e

BEEMAWS GRS BBBA WA, BUALAWS IRERERES Y. IAMEAE B9 HEE
IAMB & RERE ( BEA AWS ),

B LAEREBR S 2 RIFRENERRE , US55 AWS 55 EA . AWS IAM Identity Center ( 1AM
Identity Center ) fEAE. BLRNE—BASSRE , LLUREMN Google B Facebook BF# , # 25
EEINER, BERUBESEAR , CNEEELNEFEHA AVMARERES?BE. BEF AWS F
RABERER B, CEBEERE A6,

RBEEINEREER  BAUBA AWS EETEA f AWS FEAOMM., NEEA WEFEAE
L AWS |, E2E FAEIER PN IAERA AWS IEFEH . AWS & A

MRELLAWS BREREFTAXEFER , AWS SIRMUEHBHEARZEN (SDK) M&BSHAE (CLI) , KR
FERLZN BEUAEBRELSNEBENE R, MRETEHR AWS ITE | AIXEABTHEEHER. 0F
FRARRSEZBTEEFBRNFHEN , F2E IAM EAEER PHEF AWS APIFER,

EREEAMESIRES L CUEBEEREENANZEHER. Hl0, AWS BBREFEAZEER
B978RF¥ (MFA) RESKRFHNRELM, EEE—S TH , 52E AWS IAM Identity Center fEF &
EMPNZEZREEN IAM ERHEER PTHEHAZSEEREE (MFA) AWS,

AWS IEF RERE

EREY B AWSIRF , B8R —EZEASFOHE , ZF AT EFN IRFRBRAE AWS BRI ME
Ho LLEHETBR AWS tRFE REAE , EBERAREMIRFNEFBFBUNBRTEAREFE, @2
BRETEURERAERERRER. RECHWREAEZRRE  YURHRARUTREHEREAENITH
%, NFRFTELUREAEFIEANEIRREE , F20H IAMERAEERE PNEEREAESR
R,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks

AWS BiREE EREES

£ & M A&+

IAM EAER PEAE—FARERAEXBET AWS tkF W5 5. MR8 , RMABRBEKER
KEE A6 MARRUEARBNFRNERERIBEAMNERE. T8 K MREERBECARMIEE
IAMERERIBR  ERChNFNIR, UFFEER  F2H AV EAEER PHEHRNE
ERMBENERARIFIRER,

IAM BRI EIAMEREEANE D, BEZUBESSEE, B UERARER—XBZEE
RAEEEHRT, #ETEEEAEFHEFTNEFREBBEARS. i, B UBEEE A NE
#HIAMAdmins , WIR FEZEHEETE IAM BRHNEFT,

ERERAGTE, FRERSRE-ASIEAEXZLRE K BAGNENREHEFNRTEENA
EHE. EAEHAXKANRYERE K CALERHEREE. eEE—SFTH A F2H IAMERE
B PN AREYIAMERE (MELAE).

y=:h=:)

IAM AR PEERENT AWSIRE WE 5. EURIAMERE , BHEIESEASER., B
FEiB AWS EEEXEA IIRIAMA R TRE PRI AE, hitps://docs.aws.amazon.com/IAM/latest/
UserGuide/id_roles_use_switch-role-console.htm|#& AT LAFEAL AWS CLI 2 AWS API &4 |, SEA B
] RBEEACRURL, MESAACHENFMREN A F2H IAM FRERER FHRBEACH S E,

IAM EFERRBENAGETIERTRER !

- BEBOEREFH — OEABES S DERTA , FRIAR  TAAGERTT. EHEIIE
TETHRER , X/ SHEACGEVER , YERTHAGERNT. NIFEHSACGHHEEER ,
B2E IAMEAEEE PNAE=F8sREHEEVAC., WREMEA IAM Identity Center , 1]
UREFTE, BERFISIES7BEERTUFEHNAZ , IAMIdentity Center A3 Al 582
WA EMEEBIAM, MEBBIFUENENR , F28 AWS IAM Identity Center EFHE BB HFTH
%,

- WEFIAMEREFTT - IAMEREHAGATUEEIAMAE , TREIBEEBNREFFT,

- BIRFEIN - SR LER IAMA® , AFTEIRFFHNEA (ZEENERE ) FREKRFTHNE
R ABRRTEIRFFIENEIESN, T , BXLE F AWS R , B BRERERS
BER (MAREAAEEANE ), EETHBIRFFINAGNEREBRRCENER  F2H
IAM R EEm R EBiREERFEIAM,

- BRBFEH - AL AWS BRI R HEM FRZhEE AWS BRI, i, BEE REHBITERE , &
IR EFEEHE Amazon RETEABRRNEC257E Amazon S3 FEFYH. R TRESERAFILEE
RYRFRI. A ARTS A B E A REER A RRATIHER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS BiREE EREES

- EIAEMTIERE (FAS) - ERERIAMERERNABHE FHTEER AWS , BEREAE
B, ERELERKE K SURENTEEBE , EMETRRBHAB S —EEE. FAS E£AF
W MYEFEAFFA AWS R |, WA SFHERE TRE AWS R RHEFERN . FAS RAERBK
FFEREEM AWS FRIE N EREB T RESTARIFERE , T EREFR, EERT , E4EAE
BHTEMERENFFA, MFRHFASHERNEKRFMENR  F2REEFTM T FEREE .

- REAE - REACRBRERKREHTEERREIIAVHAE, IAM EEER AL AR, 8
WHMMBREEACIAM, MBFEFMER  F2H EAEER PRELACEFFAIZRE AWS
BR% . 1AM

- BBERAE - BRERACRERE NRBACEE AWS ¥, BRBITURERKRENTH
Enae, RBEEFACERTEEN P AWS IRF | WH REHES. IAM EES SR , B
T Refm e AR5 E 1S A B /YT Al

* 7 Amazon LHITHEARER EC2 - BAILUEA IAVABREBEEEC2HTER LT EARER
RYERERBAE , BARIRH AWS CLI 3 AWS APIFER, BFETFIERFREEC2HTERY, BE
1% AWS BBIERGEC2HMTER I ERMGEMBEAREN , BB ILEREHTERANT
BERRERE, ITERREEES At , YRAMTHER LHTHENEC2 , NEEHREERRE. W
HEMER , F2R IAM ERERERE PREA IAMA ®KFF A% F & Amazon EC2# 1T {EfE L #1T
HEAEN,

EETHMAERAAMBEHIAMERE , F2H IAM EAEER FNEILIAMEE (MEERE)
HY B

ERABREEFHE

BREBEY BRI A HEEE AWS B2 HEIR AWS RIEH HFE. BERE AWS HAHY
f,  BERSSRNEFEVEBE , SERHAT. EXB (£AE. REAEIACITHERE ) &
ARE , & AWS FHEELEE, BERPHNATRERB AMFHIEBFER. KSBBERELUISON #
AWS FERREEE o MFISONBERXHEBNARNFHES , F2H0H IAM ERAERERM FHISON
BERBE

EESWLER AWS JSONBUERRIEEH AT A FRAR. tWH2R , WEERE M BERE T o BT
FEER#ATURLE B

HERERT , ERENACREHAT. BERTEAEHMRERUTEENFTT , IAMEESLE
VIAMBER, A&, EESTUSIAMBRHEEAE , FAETUAREAR.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

AWS BiREE EREES

IAM EFRIEARBMTREN T EZAM , BRBEEREENFTA. flW , RREF—ERFF
iam:GetRole BMFIVBIR. ERZABURNEAE LR AWS EEE#ZA, AWS CLIE AWS HIEA
BEFAPI

BoBEER

B BBRRET M INE & 25 KJSONFFAIBER X4 |, SITIAMERE, ERAEFERAE, ELEK
RUEH S EMERG TRREBLEFRATHBEDE, EETHRNMETSSBBEK , F2H IAM
ERERERE PHEIYIAMBER.

BEPERRTE- SO ERARBRIAZERR. NRBERSGERANRIE—FRE, FEIAE, 2
EBRERUNBUR , B LLERD PR ZEERAE. FEANAE AWS IRF., XEBRSTE AWS ¥
ERRNEFZERR,. BETHNAEZEBRIARBREETERE  F2H IAM EREEE
PHERE PR EABRBUR < EETRE

BEREHR

ERBEBEREHMMEERISONMNBR 4., EREBERNEHTIFIAMA BFFEBERF Amazon
SIBFIBER . EXEERYEBRNREY , REEESTUFEACMREFEISEE RN FEE
R, HIRKIMBEKRHNER , BREEREEN TR IUEHZERATHEEUREMAERGETHTHE
B, BABEEREBKRPIEELR. TRUNTERSE, FAE. AG, BEFERAEDR AWS R,

ERAUPBRENMAZBREFNARREEK. SELIEEREBRIAMPEARE 1 AWS ZEBEK,
AWS EREE T X EERMEXK,
FHUZEEE (ACLs)

FHUZHEE (ACLs ) ZFIMEXE (IRFUE, FRENA® ) EFEFN BRNVFTT. ACLs
PREREBER , AT ERISONBERMHFER.

i

\

Amazon S3 AWS WAF#H] Amazon VPCR X & HWIRBEEHHIACLs, EEE— 7 # ACLs , a2 H
Amazon Simple Storage Service FiZ A B5F PV FEURHIEE ( ACL ) #IE,

AWS ER@E T2 ACLs,
HAb B R G
AWS X BEMBTE RNBEER, SLERRARTRERE RRRALR T RN & AHF T,

« FFARR-FFAURRE-—HERIRE  SUNEEPRESFDEBKRAIKRTFIAVMERE (IAMERE
HAR ) NERAFA, SUUAERRENTRR,. MEENFISREEN S 2 BBRMET
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html

AWS BiREE EREES

RRHWRE, 7 Principal U EEXAESLACHNEREBERATEZ A RRREH,
IEEEHETHRRIEEHSEEZAT. NEHFTRRBRHFAMAEN , F28 IAMEAEER F
MIAMEB BEEF T R R,

- FRIEIEFHIBE (SCPs) - SCPs=7#E HFIEEMABMEMEN (OU ) HRAFFAISONKBIR AWS
Organizations, AWS Organizations @ —EHAR 7 HEMEF EE L AWS 1RF FiEE ZEEB
AR, MREMAEBPOFMEINGE , RIS REEGEBE (SCPs ) EAZEEARMAR
F. SCPRRHEIKERFHERNT , BIESE AWS IRFREMAE. MF Organizations F HIFF
#HEASCPs , 552/ AWS Organizations fEA &SR F MY IRFEIEHI B,

- TERBBE - TERBRBEER—BHEEEBE , fUAEEREREANFRELACEBEHER
ENTRTERERE  FASHEE. MELETFRRNFTEREAENACN S S EBEERNTE
FEERBURRI RS, FTAAILRAEREER, AMAEEEBRTWAREEREERH AN, WEHF
MER , F2HE IAM EREER P TERERBER,

SRBRER

RHEZERREEERIFRE  HEREANTISEAEN,. EMHBLIER, BETHNMEAWS &
BREBBRBERAERBARNGBR , F2H IAM EAEER PHEERF HEE.

ERBAEMEER IAM
ELERAMREEFRMEL B AWS BRAY , CRZBRBLAVIETREREERRER. 22

MEEFRBEMH M AWS BRI EAS XN SEREIAM , F2EAWS ¥ (AMEREER) IAMHF
B fE A 75300

£

- ERRENS D BERRE
- ERERAERERNRE

- ERREAVAS

BEMEAEREER &K AWS % , EREEFEAAERFEENERETRENER, 5EE
g ERELABRTHEIRAFBENNER  UREARRETES, FERVRSIFBER , HiENR
K| JEMEMLERBERE , ELAEREMBER,

ERAAME BB AERNRER | SELERREFEIAVNER, ERBERHABERLES—
ixEFAEREMN ZEE R, BLUGELEB ERGENAMEBEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS BRRE EREEE
ERBEUS S BER R

FERUAME 7 EBEAEBRNERE  SULUHHESEEEREEAFNIEEBNEE , LR AHFRIERE
LEEN RS, ERBEXEREEHE, ERNEGHRSIEB, EEBRBBREISONKERFERNFIET
%, 28 (FAIAMEEE) PHIAMISONEE TRZSEEH,

BF

EEEWLER AWS JSONKREERIEEH AT AT EAR, B2 , WEEEE T EFRG T
AT BEERAITHEE/E,

JSONKEEAction TR MR T B A AR R A FF R AB R H F IV EIME. RESEFER EEBIA AWS
APIRIEEBMHENEE. - LHIAER , flIARETEAPRENERBRNRE, AF-EEX
FERRTNZEEBE. EL|MANBEBABKEIE,

HREEABERR THITHBBBENETA,

EREEFNREBESERECTIFEHAresource-explorer-2R&EaiER, Hln , EEFZ
HEAFEARGETESHNER , FFEH "EREE . Search API % |, &R Llj§resource-
explorer-2:SearchBIMfEBEEEMRGXETSEEN TP, BERRAXHSHBEEE Action
NotAction Tk, ERREER T CECH —HEEE , IHREIUFEHLBRBEHITHEE. ELHEE
REEAPIRERE — B,

FEEE-RAXPEESEBE  FULERIREM , T HEHFTR.

"Action": [
"resource-explorer-2:actionl",
"resource-explorer-2:action2"

]

3
@
»

U LERERZET (*) EEZMEEE, Hla , MERERMER Describe XEWFIEEE ,
AT B4 -

"Action": "resource-explorer-2:Describe*"

NMFEEFRRERFNFBE , F2RAWS RERESE AWS ERBEFEZNEE.
ER

EEE A LMER AWS JSONKEERIETEH AT AR BEAR, WHEHR , BEEBETEFRGE T TR
A BEERITHEEE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsresourceexplorer.html#awsresourceexplorer-actions-as-permissions

AWS BiREE EREES

ResourceJSONRAI TSI EEEABEN —ERZBYWH. RS EEZE Resource
NotResource JtE, RIEMEREAE Amazon ERER (ARN) IEEER. BuUSHEXEREE
FREANWEME (BAERBHREFT) RIEEM.

HRAIXBRERBERFFAINEE (P05 LRE) , FEABRAFER () RRTEEAXERARAEER.

"Resource": "*"

miR
TEERBEEREERRAR,
ERBERGBERERLTARNER,

arn:${Partition}:resource-explorer-2:${Region}:${Account}:view/${ViewName}/${unique-id}

ERAEARNER I T FIEEHIFF R

arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-Search-
View/1la2b3c4d-5d6e-7f8a-9b0c-abcd11111111

(® Note

HARNREE N RKESE— A —NEES  URASERBEHRE 1. ERMNEARE
ERARFIENAMRATSHARSARENRENFIE , MEAREKFEERRER
MERBNHRE, SEFRERRFESWE —EMNKE— D, SUEFEKETARNSEEERE
Mo

MEFBENERXWEFMEAARNs |, 5B Amazon EEAFE (ARNs),

B LAE R IEIRAGIAME S R E B SUAMERI A ERNRA , YRERIRIEESR. ResourcelBHRM AR
BEB—ERESESFIERE—HFBHEE YEBTEFRANBRREFRFTEANETZHEL,

Bl | BEEFZEAMBERRIRRProductionResourcesViewH i ENE —RENER , FEAIE®R
HE Amazon EJRETE (ARN), ZAILERAERAHRN "RER, EERREABERNWFEMENR , S
FPUListViewsEFEREIEEEARNNTEREB R, A%, BT EXRKERD , RETEH G
RERHNBE  ZBHERTFIER—ERENEZNER,

"Effect": "Allow",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://console.aws.amazon.com/resource-explorer/home#/views
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_ListViews.html

AWS BiREE EREES

"Action": "UpdateView",
"Resource": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/
ProductionResourcesView/<unique-id>"

EEAHBRIBERFNFAEREMTEE  FENEBRIPERABRAFT (*) ARN, THEHE
R SERE AWS B EIEENIRF PRAAERER.

"Effect": "Allow",
"Action": "Search",
"Resource'": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/*"

REFRFREASTHE BN T2HEBEERAT , RAUTIEGRR , ERETE
£, CreateViewEEEBBRT , B4 EEREEREHERZET (*) ARN,

"Effect": "Allow",
"Action": "resource-explorer-2:CreateView"
"Resource": "*"

MBHRIEELUBRAFTEENRE , BT CreateViewF 2RI BERTEERERTHNHE, T
S EH RSBy BRI AFESEREEEREBPEIRB view/ProductionViews/,

"Effect": "Allow",

"Action": "resource-explorer-2:CreateView"
"Resource": "arn:aws:resource-explorer-2:us-
east-1:123456789012:view/ProductionViews/*""

e
BRI AREFHBERBEDREIN S —EEREERRE.

FLHEZRSIEHNEEARNZ AWS Bl ZEBEZEFTRIRSIREABMEREE, 2%, BEFAN
BB EREEITRERTREMAARE.

LU ERRSIHMTH —HERRHEMLEA U ERERSFEIRER.

(® Note
BiumBRe®  REHBIAMBRARNN A HREBERE  mIERS.

%E| EAARNG A S ERRERF BRI RE, EFEERIARNEEU TR,
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS BiREE EREES

arn:${Partition}:resource-explorer-2:${Region}:${Account}:index/${unique-id}

AR T I ERBERSIHAARN,

arn:aws:resource-explorer-2:us-east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9bdc-
abcd22222222

RESFRACTHEFSHESEEREARERTE. M, CreateView/F¥( SR BERBERZIIBRZ
HBARNM RS FRIAHTIRE, ARNEEREEE ST Resource Explorer IRIGHIERR | & 0] LUE
F"Resource": "*"XREFEEMER. RsIIREHWEE,

RNE , BULESERERFNAEEAERAEEN " EREE BR, i, EERBERHAREE
EEFHHH Resource Explorer EIR , B LB ERKFAFE RS FIMBWEARNE | ERSHIUE—[E
H, ETHEHF , IARNFEIEERE [us-west-2EHE] FHESISZRREK, ENE=ZBBEFE
7 [Region]ARN , EEZZ—ERUFFEABAFTT () WFEERERER,

"Resource": "arn:aws:resource-explorer-2:us-west-2:123456789012:*

MFFHMESA , F2EAWS BBRESZE AWS ERBETHNERER, FERBETUHHEEE
RIEEARNBLBIE |, F2REENEFE AWS EFRE.

R+ R B8

Resource Explorer M2 HEMREFERG 2B  ETREIBEFHRLLEHRG SR, EEEEH
B AWS £ERGZEIR  F2E (EREM) PHAWS £EHRERIAMBEZREIE,

ERE A LMER AWS JSONKEERIETEH AT AR BEAR, WHEHR , BEEBETEFRGE T TR
Y EERITHEEE

Condition jt# (8 Condition E#R) AIEEIEEERAX LM R, Condition TERERAE
B, BUUBNFEAREEE FNREEER (FINERTIR) , R BE PN ERENERPHE,

ERERRXHPIEEZE Condition tH , AREE — Condition TEFIBEEZMEESI# , AWS
ZERAEE AND BRI, MREBAE—REHRSIBIEEZEE , BEAEBEBOREE R AWS FF
fEEt, BDEFESFMERG , TERERBRPVEFT,

FHTNENERGBERRGUESY, fim  REEAMERESBETERE | £ TSR
AMEREFRERNER, NERMEN B2 (AVEAEE) hHAMBERE | BHR0E
e
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https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_CreateView.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsresourceexplorer.html#awsresourceexplorer-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsresourceexplorer.html#awsresourceexplorer-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html

AWS BiREE EREES

AWS X E2EFRGSRANBBBEFRG TR, BEEEMA AWS 2EKRHREIR , F2H (ERE
) PHAWS £EFRGFAIAMBREIE,

EREEVREFRERRERANREESIRBE , F2RAWS REZESE AWS BREE PRV RAT
TR, BERBUSRGRSIBEBLEHENERLLRER , F2RBFEESEE AWS BEREE,

g4

EEMRERBENS B AERRKED , F2H. AWS BERRE 55 HBERES
ERERAERERNRE

RO BEBRHINZEREERS , IRERFHEREBEZERMEE, NFRBERESFE

5 resource-explorer-2:ResourceTag/key-name. aws:RequestTag/key-name B
aws:TagKeys k%518 , EERN GG LEF , RUERESA. UFEEECEREEERNFH
B, FZRERAEER. nFEEREETFEAERNERNEE  F2REAERNESNEER
2 EHR B TR,

EREEAVAE
IAMA B REPERIFERR AWS IRF NEZEE,
R B R E R R A RE R

FZU U ERERREEEAGR, BEAMAR , SEEERFAR, BULUEBMIWN AWS
Security Token Service (AWS STS) API 2% (flfNAssumeRoles) REVSERBHLZ LB AE
FlGetFederationToken,

ERREXEBERRISERE,
RFEEAE

BFEEAET AWS R BEEMEMGEBEINER , UMARETREBE. BREGACERETE
BHIAMIRFE F , BEBRIREFIE. IAMEE S 7 LUR1R B B L RERGER SN ER.

ERRECARKERACRUTEIF, NFEREERBESACHFIET  F2RHHERE
EEABRBEEAS.

AWS EREE 55 B BEREH

FERIE R T , AWS Identity and Access Management(IAM) £ (A ®, BEMNERE) REEILR
BUERBEERNTT,. & EFEAAWS EEEIEA. AWS Command Line Interface (AWS
CLl) AWS APl 14T THE, IAM BEEEXAEY IAM BRLERTFERBRTIEHT , RFE8RERE
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AWS BiREE EREES

EERLEHITRHE AP RENRFT. AR EEEVAKELBRERELBRERIGFTEEL
ATATHY IAM X828,

EERMFIE  FWEFYISNERE. BESAS
« AWS IAM Identity Center F#Y{E F & M BEAE -

BYHAES, BEE (AWS IAM Identity Center fEFEIERE) WENLFIES DI TR,
- BBEOEMEELE IAMPEENFERE

BUBSEINAG, FEE (AMEREER) WAF=F87RHE @) BVACHHNIE
o

- IAM EAE :
- BUSHNERAETRENAE, FERE (AM E£RERERE) W5 IAM EREEV AEPRETR.

« (TER) BRREZEREMEAE  UEERAENBEEAEHE. FERE (AM EREE
) BATHEETAIEEAE (EES)PHET.

BETROERELES JSON BERXHE2Y IAM S5 RBR |, E2H (AM EAEERE) PHE
JSON 5|88 LB Y BUR.

ES |

- BRBREER

- FRERBEEXES

- REEERTHRGANFEUE

- BYRBERE T RBHNFIE
- A FSREBRGRMBFHIESHEFTT

HRREEH

UEnRERNBREHHCIRFANEBASREUNURY, FHRIAMREREERRER. XD
ERREEREN AWS IRF ELXEA., ERBRVUIURES 7 HBRE , FER T EARESRSEE

- B AWS SEBRIHOREERTINEZEE - EEFRERTFHUREAENIEER ,
REAAWS SERX , EEBEERTFHURTZEARA. eMTELN AWSIRF hEH, &
MEBLEERRERFEARIN AWS EFEERBEE , WMEE—DRDTT. WEFHER , F2E
IAM EFEEMPI AWS ZEBERREKBEEN AWS ZEBEEK,
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AWS BiREE EREES

- ERAREHERT - RE IAM BERNFAR  FERTHTERMTNAT. KERLEN , B
LESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
HEFHER , F2E IAM EAEREREPR IAM F 8 BERMET Al

« £ IAM BER PG — S REFEEE - B LUSHRAFIEEBER |, UREIEBEMNERNEE.
flan |, WA AR B BORRY , IEESAFERA SSL EIEMERE R, Bt UERRERRTHRED
EREEE | SRR FEIBISE AWS BRFE (#1420 CloudFormation) EF &4, MEFMENR , F2H

(IAM EREIEE) T/ IAM JSON BUEETE : &4

- £/ IAM Access Analyzer B& 3 IAM BUR |, BERFF AT 24 B 7 IE EiE4E - IAM Access Analyzer B
BHBERMBBEBE , BERELBERER IAM BUEEES (JSON) #l IAM HREEH. 1AM Access
Analyzer 12 100 ZIHBERRERVBEATHER , THHEFEELLBEEANEXR., WEFAE
F ., FSHE IAM FEHAEEBEFH IAM Access Analyzer BUEERTE o

- FEZSEERERE (MFA) - OREFEZFZAWS IRFH IAM FRAESREAENER , BHRE MFA
RHEBANRZ SN, EEEMWY AP RERFER MFA | 1% MFA (R4 ERNBER, MEFA
B, F20 AM £HEERPHNERE MFA REMN API FEL,

BE IAM FREEBNFAE
ERERREEES

EFEEFAWS EREERATESTRE  MAXABREREAN—HEHFT., NREBREBIEEHRELS
EFTNERSOHER , IEARF PN ERMS , Resource Explorer 3% & #% 54 40 78 HA:E1E,

g{__ll‘l

, 20 IAM FAEERETRHN IAM Z2HIEEK,

& LAE & BAWSResourceExplorerReadOnlyAccessHIAWS 2 EIR K2 B EF Resource
Explorer T2 AREARFE PN T ARRETESNGE L, FEREECRAE-—REETESHNERE
HEREERENFIENETES  F2RANATRMEHRRIREESH,

HHRMEFI AWS CLI X AWS API (VX , A FBENRFHKELRTRAF T, kit , B LLERE
EREIBREFZEHNITZ AP EXAFNBENFEE,

BRIFRER TRANFEUE

LR | BBER TERF PR ERAFIERAWS IRF FERFHNER, HEREBEY , &7
B 1AM &2 BBREERIGEHERMNEERRETRSNER. T3 IAM BEREH SR F M
RYTFEVE , EhMmEF I ERAZESearch-GroupKEEF R E AN B EEFEROVET AN

{
"Version": "2012-10-17",
"Statement": [
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{

"Effect": "Allow",
"Action": [
"resource-explorer-2:GetView",
"resource-explorer-2:Search"
1,
"Resource": "arn:aws:resource-explorer-2:*:*:view/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Search-Group": "${aws:PrincipalTag/
Search-Groupl}"}

}
}
]
}
BRI RIS AR BIRFE R IAM X8, MREEEBN TS ESearch-Group=AEHEHR

TERMATE, RRETES  AtXAERLMASearch-Group=A, MREFE , AIEBEWIERRT
B, &4 EHE Search-Group &4 Search-group M search-group , ABKEHRSIBEBTE
DRPME. MEFHEF , F2H8 (AM EAEERE) P8 IAM JSON BUERTE - &

/A Important

BEEPHR—BEERITEELNERAWS EBXERE , TBG6etViewBEXARFKRESR
BERBRS|ZAWS BEFERBRENMSearchi#fR, RESLEERNEHEL ERREELR
2 [POF] T [ER] FRERM [(BREE] B NERGNARUERSERAER,
EEERA®  BUNZERBRERIBARGELHBRAER K ARRECREUERA/ER 2
TFEVER HAbAR4R | 400 E Y EE6IFTIE.

BRTFRESBREVHANFIE

ELEHF  FRBEAFELANERSIHEN TS HERAEISRSINAWS BEEREHETR
B FEEEM , FEMUBRAERWER , UAFEISREEARRETES,

R AE TERE TR RENI T, AT GLEHIR 0RO S A R REE
searchilBW AR RRRE., RBEREISRE (PURRERZ MBI FENR3) 0EE
RHREEEE, THEH IAM REREBTARIRBROAR | EEEFITLETBOALLow-
Create-ViewBRERETHANEHHHNER 3 WERERNET R AKE , RIRRE,

{
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": "resource-explorer-2:CreateView",
"Resource": "*",

"Condition": {
"StringNotEquals": {"aws:ResourceTag/Allow-Create-View":
"${aws:PrincipalTag/Allow-Create-View}"}

}

A EBRERBOM A SHZT

e fE REMAREIYBER |, FF IAM EAERREERIBMHEAES I NARRZERR, WEE
BEEXEAEL , HREA AWS CLI 3 AWS AP ZBmEEERNN A X TR BENFFT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
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"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

AWS Organizations F1¥& JR#2 & &Y PR 75 12 5 3K B =451

AWS BFREE ZERKZEFIEA (SCP), SCP 2K MEMABMP TENBE K BEHEEZABAN
FFH, SCPEAREM N SCP TR TR EMEMB AWS tRF F, SCP I EFlEMPrmERS
AR LR, MR AR BB REN AWS IRF EREMABNFEIRHERSE R, MEFMA
B , 5528 (AWS Organizations F A &) PHYRIGIE G BUER,

LB RF

BEMEMH SCP , BHLEHIT T IIENE

- BB ABNFTEThRE. MEFMEN , 5528 AWS Organizations & 3555 7 A9 BB AE 48 1Y
Fﬁ¢§zbﬁbo

- B SCP LAEREBWEBAFER, WFEFMEN , 528 (AWS Organizations FRAEIERE) &
HRR A A 1Z A R B,

- BUZRFEEMN SCP, MIFEFREI SCP WEFFMER , 528 (AWS Organizations fEAER) Y
(BIFEFH SCP) »

AR 75 422 5 B SR Y B 451

TylgfgERmAER BT AERNFEUES (ABAC) RIFFIHERAE RREEEENFI.
RTESFENMERRIS , EFBREIEL/FEE Resource Explorer fE¥resource-
explorer-2:GetView , resource-explorer-2:Searchi¥ BERIFIRHFBERH IAM EEE M L2
#ResourceExplorerAdmin=TRUE, 1E# ABAC BEREEERFEANERTENR , F2HBEH
EREENREREFERENFEHE,

{
"Version": "2012-10-17",
"Statement": [

{
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"Effect": "Deny",

"Action": [
"resource-explorer-2:AssociateDefaultView",
"resource-explorer-2:BatchGetView",
"resource-explorer-2:CreateIndex",
"resource-explorer-2:CreateView",
"resource-explorer-2:DeleteIndex",
"resource-explorer-2:DeleteView",
"resource-explorer-2:DisassociateDefaultView",
"resource-explorer-2:GetDefaultView",
"resource-explorer-2:GetIndex",
"resource-explorer-2:ListIndexes",
"resource-explorer-2:ListSupportedResourceTypes",
"resource-explorer-2:ListTagsForResource",
"resource-explorer-2:ListViews",
"resource-explorer-2:TagResource",
"resource-explorer-2:UntagResource",
"resource-explorer-2:UpdateIndexType",
"resource-explorer-2:UpdateView""

1,

"Resource": [

g n

1,
"Condition": {
"StringNotEqualsIgnoreCase": {"aws:PrincipalTag/ResourceExplorerAdmin":
"TRUE"}

}

AWS ZEEBHBE AWS EREE

FAWS EENKHMEHRBUNEENE LR AWS, AWS ZEEN KB EEATSERERARS
RUER , UELETURBREERERIGERE, BEANAE,

saclE , AWS XEENBRARTEACNEEEARIIRESEERER , IAELERAIHME
AWS BF R, RMEBREERCRARFEBNEFEEIE , MEE-DRDFFA,

TEEEER AWS EEXBPERNER. MR AWS B AWS SEERFRAPERNER , AIILE
MEKENMEREANAEEREE (EAE. FEANAR®). AWS EXHIEZH AWS R /Y API
RETANRRARKE , A ATRER AWS ZEERE,

WEFMER , F2E (AM ERERERE) P AWS ZEBX,
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AWS BiREE EREES

BEERE AWS EERN —RZERAI

« AdministratorAccess— & F¥ AWS IR ERN T EERR,
« ReadOnlyfZHE — ## AWS RT§ BE R MEBEEFEE,
« ViewOnlyZEl — RERENERMEARPEERVER AWS RIS

(® Note

‘BE7EViewOnlyAccess/RAIFH Resource Explorer Get* RS ITHELIListER |, #
REMAESERE—E , B [BE] REES— @RI M—EFEE®RER.

AWS ERR@ER X EE R

» AWSResourceExplorerFullAccess

» AWSResourceExplorerReadOnlyAccess

« AWSResourceExplorerServiceRolePolicy

AWS ZEEERE . AWSResourceExplorerFullAccess
BA LU AWSResourceExplorerFullAccess BRI MRAG IZH 1AM B 5

BRASREAFERREREZERREERFENER, BUNEIRFFHTEFBRNERERR
BB AWS B FrA T,

HARBER

WRAIBEAHFERBRENITREBENEIR  SRETHEBMNBRAEREE AWS EiF, 2B MER
IRIFAVEEMAIZERS, B, EFMMBREAR  URES, HFEEHIEFBREFREE - oER :
« ec2:DescribeRegions-RAFFERBEHEEBERS P EREBHFHER

e ram:ListResources— AFERBEEIHERBRERNEREA,

« ram:GetResourceShares— AEERAEER N EHLHAEREELLAcERLAWFMER,

« iam:CreateServicelLinkedRole— EB#&EBEVE —EERSIRFMEREER K WEEREE
BIYXENRBEZEAE,

- organizations:DescribeOrganization— AFEREAEFEEBAIEREER.
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AWS BiREE EREES

EEEEI AWS ZEERBNENREY , F280 (AWS ZEXKSER
B) AWSResourceExplorerFullAccess™H i,

AWS ZEBERRE : AWSResourceExplorerReadOnlyAccess

BRI LA AWSResourceExplorerReadOnlyAccess BURIERIGIEH IAM & 2
HRASREEFEER 6 AHEAEZETERAESFIHEUREZAER.

SEEZ e

It R BB 4% FeRFE A & #41T Resource Explorer BY#ERR Get*List* , AR WA EREE T4 FHEER
EMBAEANSearchiER , ERAAFERERBECM. £RAZEHLANUES, KRGS EMETER
ERBEENER

« ec2:DescribeRegions-AFFEREEFHBEBAKRFE P ESNFHAER.

« ram:ListResources— AFERBEINHERBERERNERLA,
 ram:GetResourceShares— A REREERNETRECHEIELALACERLANFRESR,
- organizations:DescribeOrganization— AFERAEFEEBMIEREER.

HEERIL AWS ZEERBNRIRA , F2H (AWS ZEXRKSEE
) AWSResourceExplorerReadOnlyAccess®H i,

AWS ZEBERRIE : AWSResourceExplorerServiceRolePolicy

&4 B {TH ilAWSResourceExplorerServiceRolePolicy Z4EM IAM B8, It/RRI RAEM M=
75T Resource Explorer REREHITHENRKEEEACR, NEFHEEF L FSH SHEREEREA
RIEEZE A G,

BRASREERAEERNEREBEAMENER. EREEERTCHEEEMNEE AWS EE R
5l HERE.

BEEE N AWS ZEBRNBHRA , F2H IAM 12

AAWSResourceExplorerServiceRolePolicyH#Y,

AWS ZEBERRE : AWSResourceExplorerOrganizationsAccess
B LA IRAWSResourceExplorerOrganizationsAccess#G & IAM & 7

HRASKAREEERREGEFREAE  YHAKEERRTERMA , AWS B UXETFR, EE
AWS Organizations EEEELERFIEEFTRETFRENEEZIRFES,
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FTAIRFAEEA

BRAEEAHRREEERERBRESIRFESHER !

« ec2:DescribeRegions— AFFEREIBRFEERERS HEFHNFHESR.

« ram:ListResources— AFERBEINHERBERERNERLA,

« ram:GetResourceShares— AFERBERFNEEALEANRELACERLANFHEES,

-« organizations:ListAccounts— fFFEIRAEE B R IR

- organizations:ListRoots— 7 FFE&E RS & B AEM A A AR MR ER

- organizations:ListOrganizationalUnitsForParent— AFFEREERR X EBME N HIR
B &P HEBEN (OU),

- organizations:ListAccountsForParent— AFERBERNABPIEERZERE &= OU
T3 & mmReR.

- organizations:ListDelegatedAdministrators— A ERBERELABTIEEBER
EEEH AWS IR,

-« organizations:ListAWSServiceAccessForOrganization— fEFEREER RSB
AWS fR#% FTEERMAEE S HIBE,

- organizations:DescribeOrganization— AFERAEHEEAERFAMBABNERE
o

-« organizations:EnableAWSServiceAccess— RFEREERAE AWS R (HIEEMN R
#ServicePrincipal) FWE& AWS Organizations,

- organizations:DisableAWSServiceAccess— AFFERBEFHE AWS IR (BHIBEN RS
ServicePrincipal) B & AWS Organizations,

« organizations:RegisterDelegatedAdministrator— AHFEFREERMAEENRERS R
EEIEE AWS IRV EBThRE,

- organizations:DeregisterDelegatedAdministrator— AFEREEUEENEZREES
AWS IRF B2 BEREENRKE AWS IR,

- iam:GetRole— AFEREENNEREIEEACHNEN , SEACHWEE, GUID, ARN KRR
AEACZERNABGEERAL

« iam:CreateServicelLinkedRole— E#FEBEVE —EAXRSIRFEMEREER K AHEREE
BIYMXENRBEZEAE,

FEERI AWS ZEBRNRHRAE , F2H IAM £

AAWSResourceExplorerOrganizationsAccess i,
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AWS BiR@E

ERAEER

AWS ZEB RN E REEEH

BIBEFRRE AWS EXEERBNFAER K DACERBRARERELEE, NFTAHELARESEN

BBER , FIRERAERCHEELCHEER LN RSS BE,

g8y iR
AWSResourceExplore Resource Explorer #$ &R

rServiceRolePolicy-E #T 7 & e ERKEEAGREA

BERNEEHMERER AWSResourceExplore
rServiceRolePolicy

L EEREERGHMERE

A -

* apprunner:ListVpcC
onnectors

* backup:ListReportP
lans

e emr-serverless:Lis
tApplications

e events:ListEventBu
ses

* geo:ListPlaceIndex
es

* geo:ListTrackers

* greengrass:ListCom
ponents

* greengrass:ListCom
ponentVersions

e jot:ListRoleAliases

e jottwinmaker:ListC
omponentTypes

e jottwinmaker:ListE
ntities

B #

2023 F 12 A 12 H
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ERAEER

gE

DU

iottwinmaker:ListS
cenes

kafka:ListConfigur
ations

kms:ListKeys

kinesisanalytics:L
istApplications

lex:ListBots
lex:ListBotAliases
mediapackage-vod:L
istPackagingConfig
urations

mediapackage-vod:L
istPackagingGroups
mq:ListBrokers

personalize:ListDa
tasetGroups

personalize:ListDa
tasets

personalize:ListSc
hemas

route53:ListHealth
Checks

route53:ListHosted
Zones

secretsmanager:Lis
tSecrets
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ERAEER

-3:J
W XEBR

EE#H XEBXR

AWSResourceExplore
rServiceRolePolicy-E T 7 &
KU X EE Organizations #Y
ZIRFEZR

DU

ERBEEHRET I AWS ZE
EHYREL -

+ AWSResourceExplore
rOrganizationsAccess

BERFRBEEHT T3 AWS ¥
EENERER , ULXESIRRE

=]

4

+ AWSResourceExplore

rFullAccess

+ AWSResourceExplore

rReadOnlyAccess

Resource Explorer &
R¥TEEZRBEZHBER
Al , AWSResourceExplore

rServiceRolePolicy

_BRERBAFERBEXE

Organizations Y ZIRIFE S

* organizations:List
AWSServiceAccessFo
rOrganization

* organizations:Desc
ribeAccount

* organizations:Desc
ribeOrganization

* organizations:List
Accounts

* organizations:List
DelegatedAdministr
ators

B

2023 11 A 14 H

2023 11 A 14 H
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AWS BiREE EREES

33 HiR =p:
AWSResourceExplore Resource Explorer #%#& 2023 £10 A 17 H
rServiceRolePolicy-E# 7 & R¥TEERBEZACR

U GHMERER Al , AWSResourceExplore

rServiceRolePolicy &
REATRBE T ERER
BN%5

- EMD R DHER

- NEBRIBREEN

- MK ERAER

« MR RIREZE

- MR:HX

o BRK: 4813 BE B

. MK H

. KB EE

- ERARRES EHES
- FERAREN R

- EABRXREARIR
- ERABRXSERIEA

- EARENR MR

- ERABRXR.EHEESR
- ERAEXRHEE

- EREX:EF

- ps: R AIBHED

- ER:.ITHEE

- RE.EE

- FEHFXEHE

. MEBLERE &
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FE
* Createlndex

» Deletelndex
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UpdatelndexType
- BS

» CreateView

DeleteView

» DisassociateDefaultView

Createlndex

LT #EHBERNER RCreateIndex&ER CloudTrail HE$EH,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-166EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-166EXAMPLE",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/cli-role",
"accountId": "123456789012",
"userName": "cli-role"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T19:13:59Z",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2022-08-23T19:13:597",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "CreateIndex",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",
"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off command/
resource-explorer-2.create-index",
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"requestParameters": {
"ClientToken": "792ee665-58af-423c-bfdb-d7c9aEXAMPLE"
},
"responseElements": {
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"State": "CREATING",
"CreatedAt": "2022-08-23T19:13:59.775Z"
},
"requestID": "al93afe9-17ff-4f30-ae@a-73bb@EXAMPLE",
"eventID": "2ec50598-4de6-474d-bd0e-f5c@QEXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

Deletelndex

LT &SR ER RDeleteIndexEER CloudTrail RIEH,

(@ Note
EFEEE RS AARMBRZERFIRFOAMERE  RtSEASMHBRNRERSE
4DeleteViewE#H,

{
"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:My-Role-Name",
" "arn:aws:sts::123456789012:assumed-role/My-Admin-Role/My-Delegated-

arn":
Role",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/My-Admin-Role"

’
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"accountId": "123456789012",
"userName": "My-Admin-Role"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-08-23T18:33:06Z",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2022-08-23T19:04:067",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "DeleteIndex",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",
"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off command/
resource-explorer-2.delete-index",
"requestParameters": {
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111"
},
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType, x-amzn-
ErrorMessage,Date",
"State": "DELETING",
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/la2b3c4d-5d6e-7f8a-9b@c-abcd11111111"
I
"requestID": "d7d80bd2-cd2d-47fb-88d6-5133aEXAMPLE",
"eventID": "675eab39-c514-4d32-989d-0ea98EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

UpdatelndexType

THEFERTERERSIRERLOCALA K A UpdateIndexTypeBIYERY CloudTrail G288
H AGGREGATOR,
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661282039",
"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-1661282039",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/cli-role",
"accountId": "123456789012",
"userName": "cli-role"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T19:13:597",
"mfaAuthenticated": "false"

},
"eventTime": "2022-08-23T19:21:18Z",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "UpdateIndexType",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.15",
"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off
resource-explorer-2.update-index-type",
"requestParameters": {
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"Type": "AGGREGATOR"
},
"responseElements": {
"Type": "AGGREGATOR",
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"LastUpdatedAt": "2022-08-23T19:21:17.924Z",
"State": "UPDATING"
I
"requestID": "al45309d-dfl4-4c2e-a9f6-8ed45EXAMPLE",
"eventID": "ed33ab96-f5c6-4a77-a69a-8585aEXAMPLE",

command/
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"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

28

LT #EHBERNER RSearchBYER CloudTrail HE$1EH,

(@ Note

HRR2EH | RFRE CloudTrail IBHIEE PiREFilters, MQueryStringSBMATE
28, Tag

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661282039",
"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-1661282039",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/cli-role",
"accountId": "123456789012",
"userName": "cli-role"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T19:13:59Z",
"mfaAuthenticated": "false"

iy
"eventTime": "2022-08-03T16:50:117",
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"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "Search",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",

"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10
resource-explorer-2.search",

"requestParameters": {

"QueryString": "***"

},

"responseElements": null,

"requestID": "22320db5-b194-446f-b9f4-e603bEXAMPLE",

"eventID": "addb3bca-0c4l-46bf-a5e6-42299EXAMPLE",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": '"Management"

CreateView
LT &EHIBERNER RCreateViewE/ER CloudTrail BEEH,
"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",

exe/AMD64 prompt/off command/

"principalld": "AROAEXAMPLEEXAMPLE:botocore-session-1661282039",

arn": "arn:aws:sts::123456789012:assumed-role/cli
session-1661282039",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/cli
"accountId": "123456789012",
"userName": "cli-role"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T19:13:597",

-role/botocore-

-role",
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"mfaAuthenticated": "false"
}
}
.
"eventTime": "2023-01-20T21:54:487",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "CreateView",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",

"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off command/

resource-explorer-2.create-view",
"requestParameters": {
"ViewName": "CTTagsTest",

"Tags": "&xx"
}I
"responseElements": {
"View": {
"Filtexs": "x**",

"IncludedProperties": [],

"LastUpdatedAt": "2023-01-20T21:54:48.079Z",
"Owner": "123456789012",

"Scope": "arn:aws:iam::123456789012:root",

"ViewArn": "arn:aws:resource-explorer-2:us-east-1

CTTest/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
}
.
"requestID": "b22d8ced-4905-42c4-blaa-ef713EXAMPLE",
"eventID": "f62e339f-1070-41a8-a6ec-12491EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeleteView

T5|#HHER CloudTrail i8#%3EH , EH REHAHERIEEX T BDeleteViewB B E

BDeleteIndex{ERF IJBEEE £ MV EHAWS EiF,

1123456789012 :view/
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® Note

MREMERRIER [EE] WFERRE , LBELEERLTEERRIESTERRE BB,
EgE4L —@DisassociateDefaultViews#,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661282039",
"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-1661282039",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/cli-role",
"accountId": "123456789012",
"userName": "cli-role"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T19:13:59Z",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2022-09-16T19:33:277",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "DeleteView",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",

"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off command/
resource-explorer-2.delete-view",

"requestParameters": null,

"responseElements": null,

"eventID": "cdl74dle-0a24-4b47-8b67-d024aEXAMPLE",

"readOnly": false,

"resources": [{
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"accountId": "334026708824",
"type": "AWS::ResourceExplorer2::View",
"ARN": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/
CTTest/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
1,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

DisassociateDefaultView

T 5IEEHI8EREY CloudTrail SékIEE @ /RE MM B BIFEERMRIR EDisassociateDefaultViewfE#¥
MmB B E EDeleteView/ERF ATRER N B4,

"eventVersion": "1.08",
"userIdentity": {
"accountId": "123456789012",

"invokedBy": "resource-explorer-2.amazonaws.com"
b
"eventTime": "2022-09-16T19:33:26Z7",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "DisassociateDefaultView",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",

"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off command/
resource-explorer-2.disassociate-default-view",

"requestParameters": null,

"responseElements": null,

"eventID": "d8@16cbl-5c23-4ea4-bda2-70bO3EXAMPLE",

"readOnly": false,

"eventType": "AwsServiceEvent",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": '"Management"
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"resource-explorer-2:GetIndex",
"resource-explorer-2:ListIndexes",

1,

"Resource": "*"

}
]
}
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* cloudfront:cache-policy

* cloudfront:origin-access-identity

* cloudfront:function

* cloudfront:origin-request-policy

* cloudfront:realtime-log-config

* cloudfront:response-headers-policy

* cloudwatch:dashboard

* docdb:globalcluster

+ elasticache:globalreplicationgroup

* iam:group

* lambda:code-signing-config

* lambda:event-source-mapping

* ssm:windowtarget

* ssm:windowtask

* rds:auto-backup

» rds:global-cluster

* s3:accesspoint
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* resource-explorer-2:Search
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"Effect": "Allow",
"Action": [
"resource-explorer-2:GetView",
"resource-explorer-2:Search"
1,
"Resource": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-
View-Name/la2b3c4d-5d6e-7f8a-9b@c-abcd11111111"
}
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