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Drift detection
Get notified when
AWS Resilience Hub
detects changes in
the compliance status

S

AWS Resilience Hub -
Resilience management

Centrally define, validate,
and track the resilience of
your applications

®

Add applications
Define the resources in your application

(CloudFormation stack, Resource groups, Terraform state file,
myApplications application or Kubernetes managed on Amazon
Elastic Kubernetes Service)

l

> =@

Assess application resilience

Define the resilience policies and assess the resilience of the app
and uncover weaknesses

l
oo

Take action

Implement recommendations, alarms, standard operating
procedures (SOP)

Test application resilience

Run tests using AWS Fault Injection Service to test across the
operational recommendations

!

— b

= Sty

Track resilience posture
Suggest focus on CICD, and as application is updated making sure

AW

S Resilience Hub iEEH X

you have checks in place to assess resilience
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« Amazon Elastic Block Store (Amazon EBS)
« Amazon Elastic File System (Amazon EFS)

« Amazon Simple Storage Service (Amazon S3)
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6. EERERWMEZENERAEN  FRBED , BEENEERATR TITER
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a. REREETHXNFETRENERELR,
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d TEFRANFARFIEWAERERID. EFREBEIEIR ARN,
e. IEIEIE,
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b. E#F Save ().
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® Note
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« AppComponent £18 - TR B HEABRXEBRIERGILERN THEM AWS Resilience
Hub .
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HEBER,
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FREEA LML,
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c. I1EE Save (A7)
3. ZEE{REE AppComponent , i5iZH AppComponent , R & R ENEHIRIZLFE AppComponent,
4. ZEEMBER AppComponent , 55ZE AppComponent , A% B4+ ZZ M Bk AppComponent,
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L ABRMEBRARRNTIRE, MFENMARMFRANVFRES , FFSEEMEE AWS Resilience
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BEEERRENTH

FERER Tl (AppComponent) 2 —#H1EEE AWS EIR , I AE —BEEL LK. F

wm, MREETEENEMNELRERE , EMEERERBRERRL AppComponent. AWS
Resilience Hub has R 8l , AR EEHL AWS BRI LB @ AppComponent A, flan ,
DBInstanceA LABM AWS: :ResilienceHub: :DatabaseAppComponent , MA=EBR
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:EKS: :Pod

:Lambda: :Function

:StepFunctions: :StateMachine
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: :DynamoDB: : Table

:ElastiCache: :CacheCluster
:ElastiCache: :GlobalReplicationGroup
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(® Note
BHl, & AWS Resilience Hub £ # Amazon FSx for Windows File Server,
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FERRA THRNERS A
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WAIEEBRA 0% SFEE , R XBEETNEREBEE HE—E, PUEEBHREXTR AWS
Resilience Hub BRI EEBHR N 70% F 90% 2@ , RAZFEAFNERZEEN , BEESHAE
—i,

(® Note
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RPO RE4LEE,
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NEK BENESEERD EEBNWFMEF AWS Resilience Hub , E2BR T5IEMHE :
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- FEKERS#HE AppComponent

F B AR B R

AWS Resilience Hub B F B o443 E AWS BRENER , UL e EERER EM TG
FEZBWERHES, GLERESHRBEMAKMENBEET»H, ELAEEESELERNEREXRE
AWS Resilience Hub , E& 20T HE#. MHAMEMEMLER  UBIRESE , UBEERERNTTEGE
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FEDHEEE AWS WIRIEEE !

« Amazon API Gateway

* Amazon DocumentDB

* Amazon DynamoDB

« Amazon Elastic Block Store

« Amazon Elastic File System

+ Amazon Relational Database Service
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« Amazon Simple Queue Service

» FSx for Windows File Server
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AWS Resilience Hub EiREf#H

AREIRAWMME hELE MBI E R 2 EEZE AWS Resilience Hub,
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® Note

IEALAE A AWSResilienceHubAsssessmentExecutionPolicy AWS Z &K AWS
Resilience Hub , TR FIEMNLE IAM A, WFE AWS ZEBRNFMEN , F2HE
AWSResilienceHubAsssessmentExecutionPolicy,

BRERDEES

1. HEEEHKD , B2 Applications (EAREN).
BEVEERENEED , RECERBERFEEZNEREXEE,
BIEEAEFEERSIER,

W AWS Resilience Hub BREAIREE , HRERBEZBLUREMAEERFEEESE. ARETK
THLSER  UFBHEEER,HERE -

R

a. BEBR.
b. REMEDEERPBENB,HEEE.
AWS Resilience Hub &M BR , UREBWNAURKREAR 2B RN

AppComponents At ZE 5L EREM, IR AWS Resilience Hub B HIEHER o] L0 #A7E
—i2 , Mg TMHENENRE,

c. MRBIEARE K FEREVRESILUREAMAERHERR,

BALUEATIAR , EREERFEEZERDFHB AppComponents :

« AppComponent &8 — #§75 #HEIRR AppComponent & &,

- AEERBR - EoEEZPIEH AWS Resilience Hub By A E E k.
- BRETE - 5 REE AppComponent DN EREE,

« AppComponent & - #§7~ AppComponent FIFEH,

R HETE AppComponents 7 K &R

1. ERBRERDEESFEFFNSR  RAREROLERF,

2. ERBERI>ERBERD , EEUZEUTH (AppComponent BFEE ) , IRRAGTEFTIE
AppComponent R B FTEER, MREBIZEZESH , Bl AWS Resilience Hub €8 R
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BREEENERCIENER , A1ZHH AppComponents#8 2= E A BI#Y AppComponent $EH,
EIZES{E AppComponent BE T HWEF , IR AETEFME AppComponent R 7 BV FIB &R

B LMEATHEIE , EEREERAFTIE AppComponent HEE I E D HEIR :
- ¥ ID-IERERKESRE ID, #E ID 2HAXRMEEI AWS CloudFormation #&, Terraform ik
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- [EiF - ERFTEN AWS B,

EZERIEES
1. ZERREERDEESEFTFNSR  RAREOLERF

2. ERFEERBEEBERD , ZH AppComponent BBENFARKI G H, EESHRIETEN
AppComponent , FBE &3 AppComponent AppComponents & &,

® Note

RIFTEER , AWS Resilience Hub € TAFTEE R EER. EEFHEAIERNERE
BB RERER R , B2 AppComponents H 2K TR R IIAERFBRZB L RIIE
Ii%lo

3. E#IE Accept (#EX),

4, EEZERBEERZHERIRPEEES
AWS Resilience Hub iR EREFEMRTN , EERENRE, IRERESZ —BrNWEREHAE
2 REESRHEEZERSHEREERESNIIEEREERER,

EREREERSR

1. ZERREERDEESEFTFNSR  RAREOLERF

2. ERFEERBEEBERD , ZH AppComponent BBENFAERKI G H, EESHRIETEN
AppComponent , FBE &3 AppComponent AppComponents &,
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® Note

RIEFERR , AWS Resilience Hub BB TFTEEREEES. EEFALEEENERE
REBRERERER |, FRSH, AppComponents FHEZEMN TR R IhAER PIREVERIIEE,

3. #IE Reject (ELE),
4, BRERERBEARZENRRz—  ARTEKERFAEZYE IR RIFIER,

AWS Resilience Hub SERERMERMNEARE, MRELRIEEERFEAESZNTE  REER
B ESERGETNAELEAESNE REBEERS.

FEHEE IR 2 %] AppComponent

REFER B MM AE E R F B9 48 E) AppComponent , A& R E# AppComponent 15 ikiq H F1 19 & R
AWS Resilience Hub,

A& IR 48

1. EEBEHKD , #IF Applications (EAREX).
EEARNERL  EEGELESHECZERNEREXERE,
EEEARAERRLIER,

ERARSIFEERET , ENEFERRKENEAREIRE,

212 Resources (BR) E&.

ZEEEEE ID MEMARES R , IERES HNFTEEIR.
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(® Note
RELRBFHNENER,

7. EESE RAREEREER.

8. #iEZEAppComponenti$ &R 7 #HE AppComponent TR FEHiEE AppComponent,
9. i#¥E Save (fE1F).

10. iEZ Publish new version (B #FThRAN)o

1. BREEAREXEBRIER,

12. FERBREARINEBMHRE , TR TSR
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a. HERAZFS|ZEET , EWA GIREAREN AR RS,
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HEEEBEKT |, B#IZE Applications (FEAER).

EEABRIEEL  BEQSLEEfsECERNERARREE,
EEEARXEBRSIER.

ERAT , ERERERMRENEARIRE,
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ZEGEE ID ZEMREA R , UREUEIR,
REMETIRER P IEIFEEFE AppComponent,
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WEREG EAEE X

9. BERKERPHEFITREM AppComponent , FEHEEE AppComponent TH R EEHRETRH
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10. BIEFE,

11. & AppComponents % 5| ZE # il Br{E1T 2= B # AppComponents,
12. iZ4ZE Publish new version (B f#ThRAS)o

13. BEEAERNBEBRIER,

14, EERBEABRINECRHRE , BERA TSR
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a. HERAZFS|ZEET , EWA G REAREN AR RS,
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MR AWS Resilience Hub FE AR R ARAK

w FATREE AWS Resilience Hub FEARER E R & MmEE AWS Resilience Hub FEARERER , B4AE
BMERARENNIARA , FeSTERNEMTG, A MBEEHNERE /R, SOPs MBI
ZEAREN , BT ERMEARESHITRA,

& PE AR AR AR
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2. EEAEBRIEEL , BEEARKNEBRE,

3. EEEARXEBRIIER.

4. JEZ Publish new version (Z#FTHRAN)o

5

EERMRABEARPNEBARP  GAERARSRANER , EERTUSEH BRNTER
8 AWS Resilience Hub,

6. 1EiF Publish ().

ERRMEAREXNIRAR , EEXAWTEMTERTENRAE, kL, ERETENREZ
Bl , EFRMRAAEEBITRAMEE,

EERBHERAREXNVITMRAE ﬁﬁiﬁ%"‘%}lﬁﬁﬂ’ﬁﬁﬁﬂﬁﬁi LR BN EREX NS BN
MR, NEEBITIENENR , B2H £ RHTNEEEMFTE AWS Resilience Hub,

1R8PT AWS Resilience Hub FE AR iR

ATHBERERENEE , AWS Resilience Hub S RIEE Y FEAREX KB TATRA AWS

Resilience Hub,
KR FE R B AR AR AR

1. EEBEBKTP |, B#IF Applications (FEAER).
2. EEAEIXERL , EEEAESNEE,

3. EERAEFEBEZRSIER.
4

EZERREARSNAIELIIRA  BEREMERAZINZEEME (+). FBERAERME @
MRASARRE AWS Resilience Hub RERRNERBXNWERRAMBIEZITRA, BaLLREERREN
HEMARAS , iR HE R, AppComponent, ¥ ASRMEIAEIEA.

sk, WA LER T A — @R IRREREE !

« MRABBEE - GARE , KEAEXRABBHEER

- MAMNKEEEGE - E2ERALEERNG  FRETEEER  RARENTIIHP—@EE
H, MRS EHENERETERE
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BESEAESNER

1. FEEEBHKT , EE Applications (BARE).
2. EEAERXERL K ENEEHZSFUNERARER.
3. EEED , BERRER.

HERRSIFERY , EALLEB T AXBBNEFRERNRTNER

- XEE ID-EH 1D 2AREEB AWS CloudFormation # &, Terraform ARRERE
2. myApplications ERARENH FEIRIE B AWS Resource Groups.

® Note
* Terraform A BESHHFRANERERERAMEENER. it , CSELAMEESE
BeERNEE IDEEED - EREE, .

- EERGARARRERNINITER  FHEEE D <BNREMR (+). BEREE
REXEFRNAENTER  FESBEERNER ID ZeNBEEFMRE (+).

MEXEERNEMED , 5528 the section called “XX#8 AWS Resilience Hub Y&
o

. REE—ERT BEE AWS Resilience Hub ML 128 ERAVEM,

- EREE -EREHETVEFEAERNTHER. Hl0 , AWS::EC2::InstanceE%
Amazon EC2 #{TE#, MEHE AppComponent ERDEMEFHMEN , BFSBERARER T4+

&R 4.
- REBHE -WARENERE, BERFESRE , LEENEARHPREEFAEN. BERFH
HigME AR | EESEEER, fln , MRERZER AWS CloudFormation & [E A #Y 2R

FREE , AegEEmEnE FWHEEFMEFE®E AWS CloudFormation,
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« AppComponent 8# — & ARV ER, A REZIE AWS CloudFormation H#
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® Note
EE{RE Amazon EKS 5% , B PSR REEAEXEFH AWS Resilience
Hub & A KR

- BB ID-ZERNEBREREAIF , fl0 Amazon EC2 #1T{EEE ID = S3 IR B R,
- BEE - ERT REEEMARXF AWS Resilience Hub BEELE IR,
« AppComponents - £ &R HEAREXNEBRIERELLLEIRRN AWS Resilience Hub T,
- BB -EAEXERNER,
- IRF - BEEEREIR AWS HIRF,
4, EBEREFLER

fiER AWS Resilience Hub FEAE =

ED 50 ERAREANELRR  SLALERMBR-—HSEEAEN , TRMEESRAREN,
MM EREARER

1. EEBHKD , #IZF Applications (FEAREX).

2. EEARBRINEEL ,, BERNEEMBRNERER.

3. iBIZE Actions (BiE) , REIZIE Delete application (MBREFAER),
4, EEWRBMER , FEMBRSRADEAMBR , AEZBIEMER.

FERAEANEESH

AWS Resilience Hub 2t A#H UKW ERERENERBERNEMER, FBHEHR , AWS
Resilience Hub & ERA T REMNER , WIRHEIFAEMES,

ERAENEESHERSI LB REAEBEXENAEHERESE AWS Elastic Disaster Recovery,
BRI LLEB T Y A RE A ERES E

- FE-EHERARACRKRENES, SN, REBEHARE,

- BH - ¥EH AWS Resilience Hub 58 REFANEHR.,

- 2 -EHEAEAESSENFMEN , EBLES AWS Resilience Hub i AR AEHWEARERIR
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AEIT RIS E T AHAES |, AWS Elastic Disaster Recovery YW ERRER , LEBSEFHENEM
AHE B E,

EHMEAERNEESH

1. EEBEBEHF , B Applications (BEAER).
EEAERKNERL , BELEFENERARIZRE.
EEEAENHEESHERSIER,

BIEEW.

EWRF ID FR P AR EBEIIRS D,
REFSTHXNFEDENAEBEEL.

2

(® Note
MRGEBRERALIIGE , FRTAVEEFER -,

7. BEEIALBM,

EEEMBR

FERPOAAEHERABRNBRIEMBR., ERREFEERRTRE T HEARMNEERE, BH
HRGESLARFMEEARARERAASRIEHEEERNEANBR , flHHE, 8. JTRAEAH
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BEESSEARAENNAR, fim , £ R I EAERE K METUEEAREER
B2 EAEBRR, ECEARMANTERRK , SUREBHERE , 5 RTO M RPO BEFEESR
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2. HEEMEERT , BRBEEEER,

3. HERmE, FEAXENA. RTO M RPO BMUHPBWMABENEE, 1EE®IE Save changes (1778
B),

FEE M BUR iR M R

1. BEERIEEDRERP , BEEEK,

2. TEEMBEYP , BEEMBXK,

3. EEHE, RAREERE.

4. TEEAXEA. RTO M RPO WM ABENEE, #E1EIF Save changes (RFEEF),

FE SR BUREF M & B A M BROE M BOR

1. BEERIEBEERT , BERX,
2. HEEMEERT , RRBEEEBR,
3. EE MR . WEVERMER , RRBEMER,

FE 5B BUR AP M BRSE M BOR

1. EEAEBERGERT  BEEXK,
BEBE , AREEMER.
REERERMIBR , REBZEZMER.

B WD

£ PHTMNEE B ML AWS Resilience Hub

ECNEREASER  CRZBITEMENMG. FAEeSsEEREA THERREBCRETLE , X
HE/R, SOP MAIFER., ELERERITUREEREFNEE,

BETERTHBERERNTEHNE R, SOP ZBRHNESTHIEEERNERER , flMitHEd
BR, AEREBRMER A UREBEENEERSTERERF, flim , SZAUUARERAEAREEEBER
EFUEER  fURAEREENEDHREIEHTEH. EULAEREEREINERFIKGRETBRER
BRETR. ZHALUAIE SOPs &8 E MR T RIE/EREE,
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o 1£ PEITEMEFEE AWS Resilience Hub
- RETEERE
o fBRAE M FEAL

£ P ITEMFEM AWS Resilience Hub

Ba LR P Z AN B HITEM IR E AWS Resilience Hub, MNEEARXWFMAET , 52 the
section called “BEEAER",

REBIEThRER BT B M RTAE

1.

2
3
4.
5

EEAERDIERT  REEAERL,
REARXBHRTEREAER,

REE R PRI
EHTRMFEHES RS CTURAR—WER , REABLNTEER.

BIBHT

EEREMEHRE  FEEARIFRBTE, NBRMER , HSWihe section called "R
L

REFT ML 3R 5| BB 1T BRI AL

&) LAFE P A R TN BE M BUR B E I BT /T RV SE 1 B Mo

1.

2

EEQERDERT  RBEAER,
ARG TRBEARR,

 RE

RBTBITL,
EATBETEHES RS | CAUBARE BB , REABTHELHERE.

RIBHIT.

EERMITEHE  BERARADRETE, NBHMET , BSMihe section called “REIET
"
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BEF EERE

& W] LA FE AR A MY AT A AR P R BIRTE o

BREPIERE

1. EEREEmRERTD  ZEREAERX.
2. wEERAEXYT , FAREARER,
3. HEFMEREIREES , BNV EERPBEEFTMERS

EERREBEE  £EEIUTRE

- FHMERENERBE

- WEBEENER,

- REET. SOPs MAIFHNER

« IRV MEERR , ESNEEEN AWS iR

S

AR ER HEEAE report. AWS Resilience Hub lists #EF EER MAREBERAEXN THHNESE, cthal
HISHERE RTO # RPO BUR |, YHBEARX TR TUEREEKEE,

B
BTIEARANEE, BUHEBRNERE , URBENEML A S,
HRZWE R mEE

R HECRMEBARASNRATES RN EABENAMBER, BEEREABARER , UE
BWARRZSIBRRPEFEAFMBAARE (AT E2SEBNER ) . EFRMONFIML , SUSEHD
BERUSHERARRT , WERERY BTG,

&R BAE A T 5 5 5B R B A A SRR

« SBE D - IERERELE ID, EE ID K& B AWS CloudFormation &, Terraform AREERE
2. myApplications FEAER FERE B AWS Resource Groups,

- BF - ETRABERRECHEHBEK.
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- RKEZE-ETERER, BEXRESRE , LEENEREXPREEFMAEN. SRFHHEN
BMARR , BEESEEER. 0, MREEZER AWS CloudFormation & E AWRKEZRE , 8l
SKEEFENE LHHEFMEFR SR AWS CloudFormation,

- EREE - EHEREE,
- IRF - EHBEEERER AWS HIRF,
- B - fEH AWS BIRFIER B,

RTO

BTIEARA TR NSEERREENBERERT. ERRBEARATUEHNKEEE K mMAEH
HBEKERNRE, FERHBAGHIFEEHE RTO,

RPO

BTIEARA RN SEMERREENBERERT. ERBRBEHEREREXNRE 2A , BRI AR
BANEEE, FHMERAFRMGN TERESE RPO,

AN E

EAMERRANEARSARFHRSIRE  RESETMEENHARSG. TR RRGET
FETE  AEARRE  TEARKARARERCIREARETARARE. FHELOEEARS,
EHERRE (ERRENTARY) NES , LREMEER -

* AppComponent
BREARANER. fl, EHEARXTRESENETERE ThH.

- #f& RTO

EHENBREERENSENBERER, RARHAWEE : RMAVFEM RTO MER B &R RTO,
plan , MREEEHR RTO TEE 2 /MEHE , EEMGTHFEH RTO TEF 40 2RE , AIRTEM
RENFELTHEEHE RTO 540 7 , MERAEXNER RTO & 2 /MF, BMABRBEREMIER
RRFTEBAMMTHFEH RTO, FHitt , ERGENBERE , ZUAERERNERSHHERREMLNT
AEFHETFEER RTO,

« RTO Rk
EHENERREXCRARIIFENMGET IEESE RTO RENISERE., RMEHRERE : B4

RTO M RTO fm&k. a0 , tREEFEE RTO THEE 2 MFE , £ RTO REETE R 40 2R , Al
RNENEAREAREE LK DFTANEAML TFEEH RTO I 40 2,
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- #Ef& RPO

ETRRBEABRAERAESN THREN BE RPO BERFIAMNEREMITEER RPO K. AWS
Resilience Hub i , Al gE 244 7] A R F MR EHEBR PR RPO BEREA —/NE, HETHER
METETRERIET, ERJRBEMERTERZH Amazon Aurora EAEE S+ , BEUEEIERI ,
EEZETAES. point-in-timeE R JEEER 0 EBHER,

BRI LLEETRMAME— RTO M1 RPO BEEREE., RNELEAERX , EYW AWS RIEEEM
R, REBEFERH  EUSaERERITEEEM,

MBHBZIIBIE | flInA EBEEETE RTO 3 RPO B |, S8 KEIE X BN AT E RS MIEE
BE

- RPO Rt
EHENERREX S RARIIFTENTEEIESS RPOZEBNWEFERHE, RMRAEREER : &l

RPO # RPO fm&t. iz , tnREEFEE RPO THE| 2 /NME , £ RPO REBETEEI 40 2 R1{E |
RAIRRIEH AR mEE STal B FHE R R TERH RPO i 40 &,

mEENER

M E BT Application Components , W ZINMAIEBTEMG THEEH RTO MAMIEER
RPO, HAMKEDHWEEHITHREL,

5 B AWS Resilience Hub , B[ A E A BEZZREZRER  FAUTEF—EEZRERZE
{LREM -

(® Note

« AWS Resilience Hub 12#t & % =1 AWS Resilience Hub Z&#VEIE,

- MREREEGGM RTO M RPO BE , EEEZEAIREIEF AWS Resilience Hub #R[EE
# RTO/RPO &fE{t. R KR EEE RTO # RPO BE , BB R A EEH&REN (A2)
RTO/RPO, MEFEMEMBFIFSEREE RTO/RPO BENSHEE , B0 EyEl
BUR

- ERARAREERBNEGIESSE RTO MAMI/EAR RPO B , BURRE R EM{E A
AppComponents Fi8 , EXBERRMEFE. SZEZEAECHRE (HlE AWS Fault
Injection Service) RAFAEARRNERERERE.

BB EIRE 63



AWS Bt 1 EAEEE
s AR RTO/RPO &E1L

EAAERE (AZ) FETHIE , KENMEFTTHERFERERE (RTO/RPO), MREHNEREEZTTEEN
A& RTOMRPO B, AIgBALHEMAREIHEEH AZ ERERE , BENEBEINSEENT

BEME,
$H¥[EE RTO/RPO &iE1{L

=5 P BT SR SEMN A ET THEEBRERKE (RTO/RPO), MREMMEREERH)BELURKE RTO M
RPO B , AISBANGRENEH TFARBRERERERE , RENERRIINSBRN WM.,

A B R

BUNEENRERES , ENFSENEERR, NMRENEEREITIBEUNESHREILER , Mg
BHGTEENRERDS , RENERBELFSBERN AT,

SHHRONBEETREL

BERBXBEEAMENREESE, NRENERELIR I BEUNESRELER  ASENLESZNE
E, BONEREEATSBERM ARt

RECEBBHEPIETHIER
» Description

IR ZB:HAEAE AWS Resilience Hub,

NFEENEE , RPVRIEREEHLEER.
o EXRRA

BB E MBI R R,

(® Note
EXgAERBAEMAMRTRE , BEFE2E0XFAN5E (EDP) NEMFHRESR.

- EHEIEESSH RTO # RPO

EERNAMIEAR RTO MEMIEAR RPO,
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AWS Resilience Hub €5 L AR T4 (AppComponent) RE I FSEMHEK. R
AppComponent A& BB , B AWS Resilience Hub IR HIEMEZBURESIR , WAER
A7TE AppComponent BREIEEE R , &L mEFTE AppComponent YR REEE. AppComponent BRI
HRUENEFHTFEERER, REBANIERERE,

A T {23 AppComponent FF&EM R | 558 E AppComponent W ERER K HEHEBEUBELUFE
ERTURMBAS,

BERERS
BIEERZITEIZEIR AWS CloudFormation Ei4E% EE /R, SOPs 1 AWS FIS EERMER.

AWS Resilience Hub 12t AWS CloudFormation EAER , fETHNEERAENNWER S MK
AENB, Fit , BT PRMEERZE AWS CloudFormation , MEZ T LG EMFIEE RN ERE
NERXE. MR AWS CloudFormation EAE R K /DiEiE —E MB B2 500 BER , AWS
Resilience Hub & 4 % {8 AWS CloudFormation iR , HPSEBRH X/ N FEE—E MB , B
BEEKZ 500 EER. WE AWS CloudFormation EiARER 2 EIRZEER , AWS CloudFormation
HAEREBIHM partXofY , HPF X RAFIPHERGER , UYRFELEZTENEREH
AWS CloudFormation ., g0 , t1REAEREbig-app-template5-Alarm-104849185070-us-
west-2.yamlp AEER  EREBUT :

* big-app-template5-Alarm-104849185070-us-west-2-partlofs4.yaml
* big-app-template5-Alarm-104849185070-us-west-2-part2of4.yaml

* big-app-template5-Alarm-104849185070-us-west-2-part3of4.yaml
* big-app-template5-Alarm-104849185070-us-west-2-part4ofs.yaml

B , 0% AWS CloudFormation 8RB K , R EREIRMA Amazon Simple Storage Service
URI, MR 2R CLIAPI #EHE A HIE R A A

1£ &7 AWS Resilience Hub , & LAEL1T T 5B/ :

« EALUMEEBME R, SOPs M AWS FIS BB, EEMEETR, SOPs Ml AWS FIS B , 5
EREENEZLWABE—NERE, SRBEEZNER AWS Resilience Hub B #74, £#l
AR BT LLER Amazon Simple Storage Service (Amazon S3) URL FEURER S Y& A,

- BRI ENHREAEXNEBRNITEER, SOPs Ml AWS FIS B8, MFEFMEAR ,
the section called “BE RBEBRIBEIEE.

- BEALEE, BY., HiE. BRIEERAEANER  YEFEAMEBNAMEER,

3
¥
&
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BEWHFRREFES

AWS Resilience Hub #2218 , L@ S R ERETMNEAMAEEAEEE I8N E
N, SOPs flAWS FIS EER (AF ). REELHTHNFAGE , SRR ERZISVERER
EXWEESE. Hit , RAERBEATHAUNESETNEESE , Y THREHERAESINEE,

MERFFITUEENHREBEEAEANERNFMERNR , 552 Mthe section called “PR Hl#l A = HE
B AWS Resilience Hub &R EFAI”,

AR WA SBERRIRIFER

1. BEEAIEBERERY , RERARERN,
2. EERAEXYT , FAREARER,

3. BEFML  ABRNEMTEERRPIBIGE, NMREREFTE , BER FWER | the section
called “7£ F#1TEMFT{H AWS Resilience Hub”#R#& IR [E] 1t 25 B,

4. EERFEBRSIER.
5. RERENERAEXNCTSHIRREER  BTHTIERF :

RENEREXPISHHREBNE R
1. BERHRER, BERA TSR

a. HETRSIFEET A RETERRPENCEHSROAEER (REFERE ) . EAILIRRE
B R B B EERRE,

b. REMET , EZEHRTE,

c. eHREBUREAHAS  ENTIEP—ERRE (ER ) 6 ARBEFHRENNIEE , AR
FERRE X HEBRZIAY B R,

- BB - MREEE Amazon CloudWatch SEAIE Mt =H RIFIRHESE AWS REHE
EELLE R |, BB EIIRE,

« THE - MRETAHSENERTIR , FRELRE,
- BFEBREN - IRERASLEBE RBNEMMELEE , FREIER,
- Hftt - ZEWEE , UEEFREBNEAHMERER.

2. FEEUSETR, BEATIIER

a. HETRRSIFRET A6 REFERXRTENCEZTSNRMAETR (EAHRINRE ) . EWTH
ARRENR 38 B! B Ry B sTEAFiIR &,
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b.

C.

TEIRHY FE

R’BED | EEFESLSEEIEB,
RESRBYHFELRT , REGSENY , EAAERINERESEERAENS,

REAF LSRG BREBNRERIERF SOPs)

1. EEHRREZRM SOPs , FEA TIITER :

a.

2. BE

a.

C.

HEIERIE
1. BHE

a.

EBRERFEFRSIFERT , £ SOPsERKRPRIEEHRNFTE SOPs ( EFEEFR
REMEMRE ) . B SIERERMEB SOP B B B BEARRE,

R®EES | EZFHRERN |, RENEARX PHEERZERA SOPs,

PR FE A RT  BMTIEF—ERR (2A )  RRBEHREMER | DU

FE 2 N HEBRIZENAY SOPs,

- BEE-NREEHE AWS RBEREMHME=FRBRMEFEEEL SOPs , FREL
B,

« THEEA - MR SOPs THEEBMNEBER , FBEEFLMEE,

- BEBREM - MREFTHEL SOPs KEMMEBELEE , FREMERIE,

- E-NRETBEERR , HEEZLRE,

‘@& SOPs , M FHILZER

HEBRERFEFRSIFERT , £ SOPsERRPENLETSNMEET ( EFHEERMR

) o BT SR EARE BB R B B EAEARRE,

R’BED | EEFESLSESEIEB,

RESEBYFELRTD  EFSLSENNEE , LESEABRXFAERNK SOPs,

REAF IS HERERAAE

PRERREBIAE BT TIISER

HEDIABRELRSIFERT , REREIANERBRERRPEIEEZHROAERE
(EBEEFRREFEMRE ) . EHAARAREBHRHBBREN B 51 EEAMRRE,

EEMET | BIFHEREER

MEBREBRYFEARA | BRTHEF—REARRE (#A) 6 ARREBHREZIMWIER , AR
FEFRRE N BEBRIZELAY AWS FIS BB,

WESFTEHRE
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- BEE-NMRECHE AWS BRBREMHEME=SRFERMEFBEELRR , FRFLHE
Ho
« THEB - RAEFTTESENEZER , FRELREE,
- BEBREH - MREFAELAABREMTEELEE
- E-MRETBEERRE , HEEIEE,
2. REGSHEBNAE K BEATIIR

E’ﬂh
fid

BEEIEE,

a. HEHBIAERBEALARS|IFERT 6 RERIABRDLENRTENECESSHAEANR
( EEHRRIREE ) o B REAR BN BRI R B s B

b. #ENMFH  EFEESCEIER.
c. RRESEBURAHYP  EFQENNER , USSEARXPREERNAHE,

M B 28 Ak P Ao
125 ATE B FIRR B9 BT A AR 1 RSB RT 5
M BRSRHERR 5

1. EERIBBENgERT  BEERAREN,

2. EERAEXY , FAREARK,

3. TERME , BEEMTERPHTGERS
4. WMEREFEMBER , FHIEIZ Delete (MBR).

BETEBEHBAEERFERT,

HEE M T B 31T M B I MR

AWS Resilience Hub A& & ¥ £ 584/ T B myApplications FEI MEBNEARENATTME, &
EERERERE , BEEKREM /N T AR AWS Resilience Hub R A #TEMITE, LG
F"i SRBERUNBENREEXRTMSRAEAEN THNHERE, RIFWTE  FASELEREE

. BUEERERR SOPs) MIEEAIHEFEHRNER, BEFEELABERTURSEREFNEEMN
x‘i$ ,BRERNE4OE  YBENERERBRERK.

BErESTUHBEREERNTEHNE R, SOP BRRHANETRIUEEERNERER , flmitiHs
BR, AIRESRMUER  URBENECRSERERF. flU , KUNAZEARAREEABER
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EFHEER  fINREREBENEDREINAEHTE, EUUAREEREINERFKEEHERER
BB R, LW ALUAIE SOPs 18 E M IRE T RIE/EMRRE,

=&
o fEEM/NT BT MR
o EEMNTEHRREAFTERE

HEEM /D T EHATE MR

¥ myApplications widget PRIV K ERARER , BRE AT LAREEM /N TEHM AWS Resilience Hub
FHEAMTEMITE, WER AWS Resilience Hub A FTEMFIENFMEN , F2H & T4
175815744 AWS Resilience Hub,

F—IREEM /N T E#ITIRA myApplications FE AR R AV E MG

1. BAAWS EEX#EA,
2. EREEAIEE , REIERE myApplications,
3. ENMZEAHFTIMNERARER.

ERERGN  FREEEHE AWS EZETHEEN/NTE, EEHEMRPITE  F
B

KT 5%

dit

a. HEIZRABREBRHENEALANATSH , BE + B IITE,
b. BEHRNIEFEEILLAXNEEERRTHNERER K AREHEREZIERLBEERIR.
4. REFVEEAER.
5, FEENAREFRENKRFHPERNES IAM A6 , FREIEA IAM A6, RARIEEIN IAM A6
THXBEFZERIAM A€,

MBFEEFERAB N IAM FRAERFRENERERNER  FE2EFHB TN IAM EHEHF
A, RBEMRTH , RMXEE PEHABRN IAM FRERZEARRERERPFEREN
Al , LARA FATERIIHAEE AWS Resilience Hubo

6. EBIEFEFfL

HE , BT LEH , B AWS Resilience Hub BXFHMELENERRER , MAEEEAENE
Ao

AWS Resilience Hub &#11T T SI B4k :
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AWS Bt g EAEES
. £ PEVERER AWS Resilience Hub , I B B)1F 2= F Mk 51 48 BB AV &R o

- BYNBEREFERKRBEE (RTO) MERHEEE (RPO) HAEREMNFEMER, R
2R ,RTO B 4 /DB, RPO B 1 /M, EEFME2% , B USHEMEEE |, Rk AWS
Resilience Hub £ A ERTEINEK, WEEFHEMBRILEZTRBERNFHENR L F2
e EEMBE,

- FHMEERARERYE RTO M RPO MYsEM , WIHFEERERNMEREEE K I RHER,

® Note

ERRFE <8 , BEAFAER BTG ES R WBIE KA AWS Resilience Hub, %0
EHMENEEEA , 3528 AWS Resilience Hub EE,

fesEM /N TEEFBITEEA myApplications FERE AV EM L

1. BEAAWS BEEFESR,
2. EHEAIEE , A%RIERE myApplications,
3. ERZEEWTANERARER,

R TTRIRY
B

AEESEHE AWS 2 ahHEENE/NTE, FEMELPITE  FEATIE

a. HEEIBRABRHEHBRRNEALARIEATH , BE +HEIITE,
b. BEHANTIEFEEILLAXNEEERRTNERER K AREHEREZIERLBEERIR.
4. EMNTEREZEHTME,

®E , BB BFTMEEA , F AWS Resilience Hub BXFEENERAER , EFETMAEAEA,

EEME N T EPREFERE

M NT BB R EERNIRE | ARIRMHEE myApplications BRAENEM, BERED. BEEN
BEFEHE (KPIs) IXEERBEREEANTHER ., BuUUFEATIESE  f#RENFEPE—FT
fi% PE A F2 3 Y BB MR BB

- BESBELEE - LEXEETEARNEESBRE-FHES,
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- BMESH - EHESFTAPHAENEARNEESE, L2BRRENEAREXERRMERN
BE 6 UFeEARHNEMEBR K UREBERETR, EERERRF (SOPs) M AWS Fault Injection
Service (AWS FIS) EE, 7 AWS Resilience Hub TR ANBERSIERT , BERABEIHE
BHHMERANE T, WEFHEEHR , F2EAERE.

- BURIER - BEUTHETE , BB AWS Resilience Hub 4 WL R & B8 & R inE FE A
BRXzrEEARER tH (AppComponents), MEFMENR , BH2BEEHRE,

. BER{REE - IEHELTREPRFESEBER , BEH RGP RTFSBERMN AppComponents, BIELLT
¥ , 1 AWS Resilience Hub 12 & TS B PR AppComponents, MEFMER , 75
2RFMhHE.

- BRRE - BEUTHT , UBRERAPIEBREERPRITEREHENFIEER AWS
Resilience Hub . MEFFMEN , 2B EEHS.

« BIESEMEAL - RIBRIRE | LUIE AWS Resilience Hub £ AF RGN ERRER.

BEETR

S TEMELEE , AWS Resilience Hub Z:&5%E Amazon CloudWatch B RUERENERARER
B, RPERECEBEERERNEENE RN tHRBEHELE R, MREAEXTINERMTH
BT  SEZHTEMFM  UEREZEEMEARERXHIER Amazon CloudWatch 7R,

5k, AWS Resilience Hub B2 B E{& BA{E 25X EH Amazon CloudWatch BRI EHEAFH
EMAD , BEEAENENRENESEMRIR. EBEHUERES T AWS Resilience Hub ZEEHEE
BRIMVEEIRERE, SLETER , UREAFMGERM, MREEE®E Amazon CloudWatch 7R |
AWS Resilience Hub ER B EI{ERIZE , BAUBRET , ARENMEEENRE. MEHREZNF
HENR , FSE LS RREES,

AWS Resilience Hub 12t &4 4£ 2 (README . md) , AIZFEEE L AWS ( #1420 Amazon CloudWatch)
AWS Resilience Hub A EZENVE R AWS, BRHRHUNERE K RUARBYELE RN&E
EXAER,

X8

- RBREBSEVETR

- BRETR
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ERAEER

RERFEREULET

AWS Resilience Hub &2 7 &4 AWS CloudFormation , EF&&7 Amazon CloudWatch 2 3 Fff
BERNFMAET., ELESHAE B LUEIR Amazon S3 URL FE&EI A, THMER URL , S HEHK

ERRNBEESD |, H)FEB AWS CloudFormation A EHE,

£ E BB AWS Resilience Hub BB EIER , B84 HA AWS CloudFormation BB E RE T &

X, WHHIEERNBERF,
HRFERBTRILETR

1. BEERIEBERT , BEEAREX,
2. HEEAEAY , REZNEAER.
3. BEEFMERSIER.

MR RT |, B LAER LT B AR B SR

- BB - SEEVRHRENFTEER,
- RE - BRFENBITIRE,
- ARME - BHFAEERENEEEEE,

- B REEAE - EHENEREXREREE LR IFT .

- EARKWREA - EARKXAIMAE,

- WAE - ETRUAFENAR,

- BIRER - RGN BRER.

- REREFE - RRTENERERE,

« ARN - §{&#9 Amazon Resource Name (ARN),

4. REEMFEERKRPRNGHE, NRELIBFHME  BFEK FRERF

S M ST AWS Resilience Hub”SR %R B 5 B8
5. EEREESE.
6. MWMRMERAKER , BFEEERRCIER.,

EETHNRT  ATNERTIEE RBAZENET

- BB -G AEREXRENETRER.
- iR - HABTRNBE,
« HREE — $EH Amazon CloudWatch R0 B B E/ERREE,

, the section called “#£ F#1T

RRERBEIER
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10.

LMERE R T ES—EE :

- DB -RT BENER AWS Resilience Hub EEEESNWERERXP, BEUTHFE
ERERERR  WBERNREARSHHEBENFERRE TR,

« REBE-RT BENER AWS Resilience Hub B2 EEEARRP , BXREE, BEUT
BFEEGRERERNK  WBERKREERAERXTEENFEERE R,

. E.}?FIZ? RRENEARR AWS Resilience Hub 28R BENE R, BIEUTHFTE
ETERR  LEREREIRNAERRE R, NEEESNRBEERE RNFMAER ,
nﬁ 2 ﬁ@ﬁ_i}jﬂg??m'ﬂzi_uﬁo

o IEEAP - RRERSDEZEZE Amazon CloudWatch , {87 Amazon CloudWatch f#REEEE E

% INSUFFICIENT _DATA. &ELATﬁ%H%ﬁﬁamﬁﬂi , LB R ECEBEMIEERAH
HE R,

- HE - BHERETASEERRNGREARBHEMKM.
R - EHEBETRHNER,
« AppComponent — 5 i B2t B /R AE BB B AV FE A2 20 st (AppComponents),
- 2% |D- 5 #E AWS CloudFormation #9288 5 F AWS CloudFormation,
- 3 ID - $§’R AWS CloudFormation # & & JR 1) && & 51 &F AWS CloudFormation,
EETRSIERY , FERBEEREHEERERNRTNETRER , FEIERMRET HHE
Fo
ENMEERAEAEARENERER , AR EEEY CloudFormation #7<,

£ 3 CloudFormation EIAREFE S H MU LEHAEBELENER |, L&
CloudFormation AWS CloudFormation Si 4825 P AFE AN EZ M, CloudFormation

#IZ Create (B13I), EAEFEELp EM B RE L AWS CloudFormation &7,
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B 3E AWS Resilience Hub &2 E SOP
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BRERERRPVMEEEER,

. BEHEE - RT BENER AWS Resilience Hub B2 BEERECHNEARR B, BELUT
B LURGEERERRITMESIEENESR,

. KRB -RT BENEE AWS Resilience Hub REZWEARERFPEE, ZEUTEHE , U
RIERERNRPNFIEREEEER.,
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- OHER - RN ERARER AWS Resilience Hub B HE EENER, ZEUTEE , g
RERERXRDAEHRNER, NELENERBERERNFMEN  F2E TSN KRRE

BERERRIIHFMAEERE AWSFIS WEER , ELEREXERAREANELIH. BUUERAT
HIE AR AWS FIS EE :

- BEER - REALHNERAERER AWS FIS HEfE, EREBREATTERE , &R AWS
FIS BRERM, ZERFIEHE , £ TEEMN AWSFIS ROIERE LB HFEEF.

- REE - 5 AWS FIS ER BRI EFERE. tHRER , CBF. Ho8EE. REENSHR,

® Note

AWSFIS I REEZEEACREENTIEAREINAE, HLk , AWS Resilience
Hub ﬁ‘l@é\/ﬁLﬁfﬁ B If: = Hd‘ﬂk%ﬁﬁi%ﬁ/ﬁLMo

- FR - #iRk AWS FIS B)ER B 1R,

AWS Fault Injection Service &5 5k B/ R RE

AWS Resilience Hub m[EZEM R C RN ERME, MEFMEN , F20 A REESN
AWS FIS E& 2%,

&
- f£f AWS Systems Manager 241 AWS FIS BE#1T
« AWS FIS jIZ4 7 Amazon Elastic Kubernetes Service #&E #1178 Kubernetes Pod i |, EE kB

fFF AWS Systems Manager 7%t AWS FIS BEBR#1T
#1T AWS FIS BER#& , 8T LUE Systems Manager AWS @R BT E A,

#14E CloudTrail > S4B $ 528,

EHAER IDKEAESBEGESH,

4R StartAutomationExecution EH ., 53R ID  SSM BE 1t ID,
BZE AWS Systems Manager > B &1t

£/ SSM BBt ID k#T ID EHE , XWHRR B BLEFEAEN.

o K~ w0 Dd =
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& ] LAE A4 Systems Manager B BI{U R DT #1T. MBFMER , 552 B AWS Systems
Manager Automation fEf & EmM. HITRASHELREFTHBEANBASHERT , ¥
EXRHBEE AWS FIS ERFHZASE.

BUNEHTIRPEATUABRESR , USKSRRAENH S REFREANHEBEES.

ERWE
LTRHATHEREFEINE REE

« HEHIT Test/'SOP BBz vl , REFBE REHA . ESEHDILITRYBELHRAR.

« kBFAE : The following parameters were not found: [/ResilienceHub/
Alarm/3dee49al-9877-452a-bb@c-a958479a8ef2/nat-gw-alarm-bytes-out-
to-source-2020-09-21_nat-02ad9bc4fbd4e6135]. Make sure all the SSM
parameters in automation document are created in SSM Parameter Store.

- B8 BREEFNWITHEIAER 2 , BEEHRE RSB ELENES,

c BITAGHRIFA, NRRUNATACRIFTLHRESRFMAEAD , ISR

Bo

« XHEAR : An error occurred (Unauthorized Operation) when calling the
DescribeInstanceStatus operation: You are not authorized to perform
this operation. Please Refer to Automation Service Troubleshooting
Guide for more diagnosis details.

- B HERERMT ERNHTAR. WRETK , FHELSENFT UL EHHITML.
- TR, BRARHANGER, ERSHFEEIANEBDLAEBENER.
- RBAR  BITRY , Rk FERERERALS

- BE REWASRAEEZT SN AWS FIS ERBITHIRANPITIR , RAEBRERH@ A NG
t B9 18151 2 B

AWS FIS 85X 7 Amazon Elastic Kubernetes Service # £ F#,1TH Kubernetes Pod
B, BERXR

LA 2715815 Amazon EKS £ #11TH Kubernetes Pod BB ZI#YE & Amazon Elastic Kubernetes
Service (Amazon EKS) #fE :

- AWS FIS BB =l Kubernetes IRIFIRFEH IAM B AETRERE,
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AWS FEM AR EREER
- KBBEAE :

« Error resolving targets. Kubernetes API returned ApiException with

error code 401.

* Error resolving targets. Kubernetes API returned ApiException with
error code 403.

* Unable to inject AWS FIS Pod: Kubernetes API returned status code 403.
Check Amazon EKS logs for more details

- 88 BETHEE,
- BERELCEREFEHA AWS FISaws : eks: pod BIfEREIERAA,
BELEFERASER RBAC SFITMIEMMN A ZEEIIERE Kubernetes Service tRF

BELECAREN IAM A (E2EBIE AWS CloudFormation &M ) RREE
Kubernetes £ %& .

« #EERE) AWSFIS Pod : EEZHENHERR LR, EBFREELREBTEUHIT AWS FIS
Bt B A AR Ao

« KBREAE : Unable to heartbeat FIS Pod: Max failed sidecar containers
reached,

- BE  BRUEBNAEP—ERERBRLBEEEHA L, LETANRKEREN CPU RIEF—2.
- BETEREERFARRAN. BENERRRAAMBETIEERM,

- RBUFAE : Assertion failed for the following alarms. F|HEEXBNFIEE R,

- 818 . TBIRC EE BB RLH Container Insights , BB RAKBIRR ( BR ALARM #REE )

3

3

T

THREM D E
A EIFR BB M AWS Resilience Hub E{tRETRE B RHINERAERN EREE.,

AWS Resilience Hub 2#tEM 28 , AREAEANEMEMRE, o BRMREAEXERRMESREN
BE , UFSERAENELBER, B, 2ERERER (SOPs) #MRE. RIFEAERXFERANERSE
& AWS Resilience Hub ZZSEHEIHREMNE R, SOPs M—#HAIF.

BREEMEDTEA 100 7, EEESREIEIEESTE , FXEEEARIPEEMEESZNE

N, SOPs FEIEL, I , AWS Resilience Hub B2 —EZ RM—1E SOP REZ AR, AFES
BITHBRER , YRAEIEBBN SOP, MERIHT , EEARAFEEMEEE , AlgREIZAR
ZR 100 DB EBHED B
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BITHE —IRFEE® , AWS Resilience Hub E1241h&1E , *ENWERARNHRIRMERR. EZ 7HIER
MWEBRHEMSBNTE  CXEBTHNFMG, T8 , EUUBREEARXTISHRNWER , X
BITH G, WEITENHRE R, SOP MAKHBRENFHMEN , 5528 the section called “BEH
HEBRIBIERR

FEUEAREREE DB
FANRESEDERTREERRREARS , URAEARINELES B,

RERREFECEE D B

1. EEAEBEERT  BEERIR.

2. EERAEXEMIBEREED  ERERZ 4 ERARA TAXNBEFRE-NZEARARE
o

3. BHSBEXRSERMAMERAREANELED .

REAEXFIEE D

1. EERSEmRERTD  ZEEEAERX.
2. wERAEXYT , BAREARER,
3. EBERE

BUsREREENECERARAEEIBRE-FNES, AWS Resilience Hub R REIFIR
B, EREMBRNER , URFEEHRNRFERS , UAENEZ TRNEETB LR !

- FERAETETRNEEEE | URENEDTENEESE LR |, BREZEESEEERSIER,

iZH#% , AWS Resilience Hub 8RB H

« RTO/RPO - IEHEEEENERIERE (RTO/RPOs) , U REAENBUERRIMNIER, B
B E, LEEAESHWIAHRES P8 RTO/RPO #ME-A,

s BER-EHEECERARIXPEEMNEE Amazon CloudWatch B REE, 1212 B , UWRE
ERAEXFIEHRETEFEEEIEMN Amazon CloudWatch 7R,

« SOPs-EEHEEGEERABETEIENER SOPs 8B, BIZEE , URBEEAEXTGSHRE
FEEEIER SOPs,

* FIS - EHFRECEEARATEENERAEEE. BEE  UeREARAFARETS

EEEMNRE,
- FERGSASEEM BN IO  HEESBHAM. B , AWS Resilience Hub &8
RTHIEE :
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« RTO/RPO & - IsHEERATE T (AppComponents) BT TEE RERERE , UREH
EXEMEBRIERNEEERIEENESRAEE, BE B  LEEAEANIEHREPRE
RTO/RPO £ &,

- BENER - IEHEHEN Amazon CloudWatch B RAEBAEH AR B9 B aEM
WERAXERNERER. BE 8 , TEABRIXNTARESPRIFEEEN Amazon CloudWatch
%7.]__\0

- B{ESOPs - EHE#ESOPs ERERt , HBAEBEARN B, BN T ERI LR, #IF
& , AR EARXTEAEREPEEN SOPs,

- BN FISER - BHEFISHEBAEEEARN B, BUREBENSEAERNERE
B, BiE B, FEAEINTGREPREEENAE,

- FERREMNERERANRERR  SEEQASTEURHBRERNREEZHAER. BH

B¥ , AWS Resilience Hub /R T5IEE :

- BEREMEEK -EHEREARXEEBENEREIA THEE, EIF RTO/RPO 35H{E ,
DR ERARENA R e BEERR S EBPNFHEER,

- BREEE - BHMRBEEIHTNIRIEERSE  UEAREENERRSIEBREAEARER
M, RIEBZBOEFMBEIIMEATHNER , URMKREENER.

EERAEEEENRERS K BEEARATHRRSIER., #HE , AWS Resilience Hub 25
T THIER

- BT - BEHFEEEEMNER Amazon CloudWatch B REE,

- SOPs - EHHEEEFHER SOPs #H.

- FIS- BEHEEEENERUERHE,

EERBEARXERNRERSR  FEEHRESIER. ZEEE AWS Resilience Hub &5
RTSIER

- BR - EHEAEXHRNER Amazon CloudWatch B REE.

-+ SOPs - g i FEAAR BRIV E R SOPs B &,

- FIS-EHEAEXERNERUR-E.

ATREM D

REFPHYRIEER A AWS Resilience Hub ARYET S EEZZREENT D THNLN , UREAENE
28l AWS Resilience Hub /B BEZREHENFT I T RENAERERE , UREEAEXNEGE

S8, HEMBIAIKEENI, fi, MR=EABFFEMECENE , A2 A 13.33 ((2/3) * 20)
AERES B o1
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. WEBNEAAZ 138, IFERKRPLARXNPEANEEFMEN , 52 Bthe section called
“AppComponentsiy EE M+ B FE"—8,

HLEP o RAEEB ScoringComponentResiliencyScore APl ER§., IZELL API HIEFHEE
# , 528 ScoringComponentResiliencyScore,

- ARTESEZEEEREN BTN AN
- FTEEMIEN AR
« 51& AppComponents #5858 7 19 5814 9 BRI A =\

T 5B AWS Resilience Hub ARG ESEZZEENT S LXK,
BRITESREZEREN 2 B THN LK

o Tl iR NG #i 51
BEHEEE ZEELS2BO-1002), T = ((Total number mMREEE 20 1@
(T) 1R¥% AWS Resilience Hub  of tests implement BRBEFPEE 10
BRAREEHARINEEM ed) + (Total number  AWS Resilience
BERREV R B E., of tests excluded) Hub B HERR 5 18
) / (Total number RIE , ADRIEDRE
® Note of tests recommend FEEMFTELI WM
_ “ ed) T
EEEEMED
B, EEr R NXE D TR T= (10 +5)/
AEIBE 30 XA 20

RIh#1T , AWS
Resilience Hub =
SEERACEE

o

- RENAEBE - BRE

AWS CloudFormation £
BEPELMEEAWS
CloudFormation £37BF

R ERAIG B,

- BRNAEAH - BF

AWS Resilience Hub &
REREXEREZNA
o

R T = .75
or 75 points
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AWS ZE M AR

ERAEER

e Tl

BrREHE
(A)

r%;

EEDE (0-1007 ) ,
RIRE T EEFHERREY
Amazon CloudWatch &R
g8  HBH AWS Resilienc
e Hub E23=&/ Amazon
CloudWatch B REE,

® Note
BETEEMNS
B, ERNERE
B RAEIREE AWS
Resilience Hub ,
Z BHEBEREE
&,

AR

- HERRMAIEMBE - EHE
ERtEAEXSRVER

AHBE.

A = ((Total number
of alarms implement
ed) + (Total number
of alarms excluded)
) / (Total number
of alarms recommend
ed)

NREB D M TARR

- RENEREE -15
~1E AWS CloudForm
ation EEAHREIIME

{& AWS CloudFormation

BB ER EMY Amazon
CloudWatch 2 RER,
- BEENEREH -EH
AWS Resilience Hub &
REAEXEREZEN

Amazon CloudWatch 2

o

- BERRVE BB - EHE
ERERAEABRNER

Amazon CloudWatch 2

TEE,

i 5

MREEE

E10 @ ,

1£ 20 1@ AWS
Resilience Hub
EBEM Amazon
CloudWatch &R
HERR 5 18 Amazon
CloudWatch %

7~ , Amazon
CloudWatch & /R~&
EHENFERN
wE

A=(10+5)/
20

HHIRA = .75
or 75 points
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BRI iR YNG-¥ £ 51
SOP ME#HE ZEELS9B(0-10040), S = ((Total number MREEEE 10

(S)

1B 3% AWS Resilience Hub

% SOPs BB EE

FEEERSOPs &,

of SOPs implement
ed) + (Total number
of SOPs excluded)

) / (Total number
of SOPs recommend
ed)

NI D W TR

. FREM SOPsH#EE - 15
~TE AWS CloudForm
ation EIEEHEILM L
& AWS CloudFormation
EZBFERER SOPs ##
.

- EEHN SOPsHE — 15H
AWS Resilience Hub &
REARXEREZN
SOPs,

« HEBRSOPs # % - R R&E
ERERAEXHRNESR
SOPs & H.

& , 367 20 AWS
Resilience Hub 1&
EEM SOPs A
HERR 5 SOPs |, HI
SOP HE&HEMET
EAFRXWMT :

S=1(10+5)/
20

HHIHRS = .75
or 75 points
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R LA b e &l
RTO/RPO & EENDE(0-100% ) , P = Total weights mMREEAENE
B (P) DEARKXASHEMEE of disruption MBERE/FSTH
RER, types meeting the [EiF (AZ) FIE#E
application's Herp B3R | A&

resiliency policy / MBERZE (P)W
Total weights of all &EAXWT :

disruption types . _
- MREEHRE

[EE % RTO M
RPO B, PH
AIERRWT

P = (20 +
30)/ 100

L 2R P
= .5 or 50
points

- MREHKREE
[Eim 1% RTO
RPOE®E, PW
FEAXWT

P =(22.22 +
33.33)/ 99.9

2R P
= .55 or 55
points

T &EREA AWS Resilience Hub AR EZEERAEX I EME D B,
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AWS &M iR EREER
FTEREM I EN AR
ot iR YNV Eifl
FERAENEMN RIBEHWEREAFEH BEEAEIANEEIERE HESEAZRRER
& (RS) s B SRR IE (L RE 1 FERAUTARGE : RS = EBERREHZHEW
2(0-100% ). SEEA (T * Weight(T) + N Wl N
EANEMIEEMEE
SEA MR E, hE A * Weight(A) + * Test coverage
=== — . (T) = .75
=& : RS = Weighted S * Weight(S) +
Average (T, A, S, P) * Alarms (A)
P * Weight(P)) / = .75
* SOPs (S)
(Weight(T) - 75
+ Weight(A) ' .
+ Weight(S) + ’ MEEFi?g
Weight (P resiliency
e policy (P)
= .5
BEEAZERXAE
Mo EEFESRWM
T
RS = ((.75
* 2) + (.75
* 2) + (.75
* . 2) + (.5
* .4)) /(.2
+ .2 + .2
+ .4)

R ER RS
= .65 or 65
points
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AWS B HIE

ERAEER

T %A AWS Resilience Hub ARETE Application Components (AppComponents) F g 8 2 4y 58

BN LN, T8,

HYBE M o B -

« EHBHM DescribeAppAssessment RSo

« ListAppComponentCompliances BAEX{§ RSao 1 RSA

& AppComponents Fl BT8R E AV &M 2 B AR

e b

=&
AppCompon
ent & &
FRNELES
2 (RSao)

DU

EECDE (0
-100 %) , 1B
#% AppCompon
ent FEEE
H BT R R Y 58
MHBE. SE
AppCompon
ent F&{E B
AR EM D
BRATEER
AR NFEF
HE,

WRER
RSao =
Weighted
Average (T,
A, S, P)

WET, A,
S, PE&#
AppCompon
ent A B
AT A=A
#. B, SO

NG

18 AppComponent & 1E+ &%
BNERENTBREAUTAR
FE
RSao = (T * Weight(T) +
A * Weight(A) +

S * Weight(S) +

P * Weight(P)) /

(Weight(T) + Weight(A) +
Weight(S) + Weight(P))

L)

R BEEIB T %] AWS Resilience Hub APIs BX1§ AppComponents 7 g ¥ 5

RSao FTEEBREEN

BRERWMT -

* Test coverage

(T) = .75

« Alarms (A)
= .75

* SOPs (S) = .75

* Meeting
resiliency

policy (P) = .5

18 AppComponent
M ER R R R S8 0 B

FIERRWT

RSao = ((.75
* .2) + (.75
* .2) + (.75
* .2) + (.5
*.4)) /
(.2 + .2+
+ .4)

B2 RSao
or 65 points

.2

= .65
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AWS Bk 18 &L
o iR NN i 451
Ps Mg E M
BT E,
ES2[E BENDE (0 =18 AppComponent HEM D B2 RSa FTEEBRERNR
AppCompon -100 7 ) , L FEAUTARFGE : AT
ent WEEM P8 FHESHEMR
(RSa) EaEm g RSa = (T * Weight(T) + *+ Test coverage
{8 AppCompon Weight(A) + (T) = .75
ent V58 M 9 « Alarms (A)
BRFEE S * Weight(S) + = .75
=R E N R L + SOPs (S) = .75
i, i P * Weight(P)) / S Neeting
R RSa (Weight(T) + Weight(A) + resiliency
= egEee Weight(S) + Weight(P)) policy (P) = .5
Average (T,
A, S, P)
=18 AppComponent
HET, A, WEM S EHtE AW
S, PE&¥ T
AppCompon
ent WFIE & RSa = ((.75 * .2)

BHE., B
R, SOPs Mg
SEMBURET
",

+ (.75 * .2) +
(.75 * .2) + (.5
* L4)) /

(.2 + .2+ .2

+ .4)

MR RSa = .65
or 65 points
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AWS &M FhiE J—
o iR NG W &5
SETHER SECSB(O0 SETHERNEMIBEEAN  RSo FARBEANR
HYEM D B -100 77 ) TAREE : ST
(RSo) L& HE
MHRAE RSo = (T * Weight(T) + A * + Test coverage
B, SE+ Heigie(i) < (T) = .75
BREMEE o . \eight(s) + P * * Alazms (A)
AREARE  oioht(p)) / = .75
RER . SOPs (S) = .75
FHE. BE  (Weight(T) + Weight(A) + . yeeting
&R : RSo LERlghte(S) < tieeiglie?) resiliency
= Weighted solicy (P) = .5
Average (T,
A, S, P)
SEPEER WL
HWET, A, S, BEHESRMT -
PEEHHATEE
AH T ETER RSo = ((.75 * .2)

A, BR.
SOPs Mg
MBERETE,

BE

AWS Resilience Hub i ER R EEMY» BN SERERE,

+ (.75 % .2) +
(.75 * .2) + (.5
*.4)) /

(.2 + .2+ .2
+ .4)

AR RSo = .65
or 65 points

TRETRER, SOPs, AFE, SREMHRNPEHERENES, THERSRERAREN, EfR

K. AZ MESE,
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® Note
MRECEZEFRABEERES RTO 5 RPO B |, IEESAESRN , HtPEBEENESS
HFEHIE N , WREFTR,

®REOME, SOPs. AH. KEBE

e b Lol Weight
BT 20 B
SOPs 20 &
p: [ 20 B
EREMBCR 40 B

ETER MRS
2l gk EERPRHEE EiERERRIEE
FERRER 40 B 44 .44 2
HE 30 % 33.33 &
o] B3 20 % 22.22 B
4z 10 % N/A

KiREESE B2 ERARERH AWS CloudFormation

ERERZEMPIRZEET CloudFormation #4<#% , AWS Resilience Hub €23 AWS
CloudFormation #7248 |, SREAFEARXNBEE R, ZEEREREF (SOP) X AWS FIS BER. AWS
CloudFormation #7#Z 1 Amazon S3 EFITEH , BN EREREZERH LNSEARFREARSI
ERhmEEARR S3 B,

Flgn |, LLT7BERE R JSON %K AWS CloudFormation £87< | 5380 FREEMN B RER AWS
Resilience Hub, iE2% % Z DynamoDB &R R EEFSE REmployees,
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FIZARM ResourcesEERERAAE DynamoDB ER RNV BH R AEHE B BB 1 BrATRE
KIAWS: :CloudWatch: :AlarmER, EMEAWS: :SSM: : ParameterEREHZHEER , A
AWS Resilience Hub B RIEZHENER K MEZHHEBRNERER,

{
"AWSTemplateFormatVersion" : "2010-09-09",
"Parameters" : {
"SNSTopicARN" : {
"Type" : "String",
"Description" : "The ARN of the Amazon SNS topic to which alarm status changes
are to be sent. This must be in the same Region being deployed.",
"AllowedPattern" : "~arn:(aws|aws-cn|aws-iso|aws-iso-[a-z]{1}|aws-us-gov):sns:

([a-z]{2}-((iso[a-z]1{0,1}-)|(gov-)){0@,1}[a-z]+-[0-9]):[0-9]1{12}:[A-Za-z0-9/][A-Za-
z0-9:_/+=,@.-1{1,256}%"
}
}

"Resources" : {

"ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm"
{

"Type" : "AWS::CloudWatch::Alarm",
"Properties" : {
"AlarmDescription" : "An Alarm by AWS Resilience Hub that alerts when the
number of read-throttle events are greater than 1.",
"AlarmName" : "ResilienceHub-ReadThrottleEventsAlarm-2020-04-01_Employees-ON-

DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9",
"AlarmActions" : [ {

"Ref" : "SNSTopicARN"
11,
"MetricName" : "ReadThrottleEvents",
"Namespace" : "AWS/DynamoDB",
"Statistic" : "Sum",
"Dimensions" : [ {

"Name" : "TableName",

"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"
1,
"Period" : 60,
"EvaluationPeriods" : 1,

"DatapointsToAlarm" : 1,
"Threshold" : 1,

"ComparisonOperator" : "GreaterThanOrEqualToThreshold",
"TreatMissingData" : "notBreaching",
"Unit" : "Count"

FEAEAERAER o
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},
"Metadata" : {
"AWS: :ResilienceHub: :Monitoring" : {
"recommendationId" : "dynamodb:alarm:health-read_throttle_events:2020-04-01"
}
}
},

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCI9Alazxn
{

"Type" : "AWS::SSM::Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Alarm/3f904525-4bfa-430f-96ef-58ec9b19aa73/dynamodb-

alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-Q@-DynamoDBTable-
PXBZQYH3DCJ9",

"Type" : "String",

"Value" : {

"Fn::Sub"
"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alarm}"
1,
"Description" : "SSM Parameter for identifying installed resources."
}
1,

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alazxn
{

"Type" : "AWS::SSM::Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Info/Alarm/3f904525-4bfa-430f-96ef-58ec9bl19aa73/

dynamodb-alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-0Q-
DynamoDBTable-PXBZQYH3DCJ9",

"Type" : "String",
"Value" : {
"Fn::Sub" : "{\"alarmName\":

\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

},

"Description'" : "SSM Parameter for identifying installed resources."
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&k AWS CloudFormation £57<

B R, SOP HAWSFIS ERESIFTERARASHEN AN , REHRBAENSEANEL
FREEMEAS —EER. UTRHEN JSON BAEREMH AWS CloudFormation €875 H aNfa 58
DynamoDB EXERMWEAAM, EENEAEATRSESESER , HINBEANERR,

"AWSTemplateFormatVersion": "2010-09-09T00:00:00.000Z",
"Description": "Application Stack with Employees Table",
"Outputs": {
"DynamoDBTable": {
"Description": "The DynamoDB Table Name",
"Value": {"Ref": "Employees"}

},
"Resources": {
"Employees": {
"Type": "AWS::DynamoDB: :Table",
"Properties": {
"BillingMode": "PAY_PER_REQUEST",
"AttributeDefinitions": [

{
"AttributeName": "USER_ID",
"AttributeType": "S"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"AttributeType": "S"
}
1,
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,

"PointInTimeRecoverySpecification": {
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"PointInTimeRecoveryEnabled": true

I
"Tags": [
{
"Key": "Key",
"Value": "Value"
}
1,
"LocalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-local-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
I
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
1,
"GlobalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
]
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}

EFERFFEAEARATBERER , FRAEESESEAGEERIRAEARSHEFNTESE,
E Ltk , FEAWS: :CloudWatch: :Alarm&EBREZXP , EFE NHIER

"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"

ZT3%:
"Value" : {"Ref": "Employees"}
FEAWS: :SSM: :Parameter&EREZMN T , BETFIIERE

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededDynamoDBEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarn

\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":

[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

EZT35:

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alarm}\",

\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",\"resourceld

\":\"${Employees}\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

&tk SOPs #1 AWS FIS E&i#Y AWS CloudFormation Si45KF | SRR A% , LBEESEH
REXNRBTWSE IDs , IFEEREFLRNMAETN.

EB A DynamoDB BRI ERKSE | &TLL AWS CloudFormation 55 #4T T~ I E)E

- BABIUEREER X,
s —BRFEAERPELERNER ID, IR AWS CloudFormation EEBREIR , AIBREFHER,
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@ Note

BRI LOBIEE IS AR EA AWS CloudFormation BEEERARBERNER , flNEiRHEERS
Z {85 AWS CloudFormation B PN ERE L. (ENREEEKEBHBETIERE S
M, IEEREEMEERCEEEEFAN AR, )

A, E=HTE | #ila0 HashiCorp B Terraform , tt LA ARG E BB ARERE
(IaC)o
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£/ AWS Resilience Hub APIsXRIEAFMEIEEAER

EAEA AWS Resilience Hub XA RAMEBRERAEZXNENRS R , AWS Resilience Hub AJZE &
£/ AWS Resilience Hub APIstiiR M E R EARER . AERPMMEA AWS Resilience Hub APIs
BAERAEN., CEERTEZFTEHIT APISHFS , UREXERMBESFHNSEE, WEFHEE
A, FBETHEE

« the section called “({BEERARER"
+ the section called “B T M D EAER
« the section called ‘€ EMERER”

ElmEAEN

EEEBEARS BV AXBIERER., BREEBER , ARR@ARREAERRAERNER, NFE
ARERBERARERZ AWS Resilience Hub APISBE¥IEE , F2RE THEE .

« the section called ‘B3 FERER"
« the section called “¥& 3B M BUR”
« the section called “[E A FE AR EIRI0 B 12 FE A ARAE”
« the section called “E i {8 K FE AR I I8 ReE M BUR”

BYERAEN

EERE DEVHNERAER AWS Resilience Hub , B4 AR CreateApp API SR — I FEFR
BEXEE, NEIEE AP WEHHE , 528 https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_CreateApp.html,

T 5 & HIREEn{aEH AWS Resilience Hub CreateApp APl 7£ newAppHR E I FH W EAER,
-

AR ~

aws resiliencehub create-app --name newApp

[ &

{
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"app": {
"appArn": "<App_ARN>",
"name": "newApp",
"creationTime": "2022-10-26T19:48:00.434000+03:00",
"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {},
"assessmentSchedule": "Disabled"

BYEMER

BIUEAERRZ® , BXNABBMEK , BEMFEA CreateResiliencyPolicy APl T ERER
RSB ARRE, WEIETRE API BWEEE SRR , 52 @ hitps://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_CreateResiliencyPolicy.html,

Tl Eaf & n{al £ AWS Resilience Hub CreateResiliencyPolicy APl HnewPolicy A&
WERAERXEY .

AR °K

aws resiliencehub create-resiliency-policy \

--policy-name newPolicy --tier NonCritical \

--policy '{"AZ": {"rtoInSecs": 172800, "rpoInSecs": 86400}, \
"Hardware": {"rtoInSecs": 172800,"rpoInSecs": 86400}, \
"Software": {"rtoInSecs": 172800, "rpoInSecs": 86400}}"

[E] FE
{
"policy": {

"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"policyDescription": "",
"datalLocationConstraint": "AnyLocation",
"tier": "NonCritical",
"estimatedCostTier": "L1",
"policy": {

"AZ": {
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"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

}
}I
"creationTime": "2022-10-26T20:48:05.946000+03:00",
"tags": {}

1 A KRR E A BRI ES 2 fE AR RE
AWS Resilience Hub 12 T % APIsRKA&EREA G ERARER :

« ImportResourcesToDraftAppVersion - Itk API Al EE T RN AR FEEREAZER
ERXNERMRA., MEERE API BWEEHAER , 528 hitps://docs.aws.amazon.com/resilience-hub/
latest/APIReference/AP|_ImportResourcesToDraftAppVersion.html,

* PublishAppVersion - Itt AP| 23 MEAENNIRAE , LUREFK AppComponents #1F&IE

B AP| WEHHEFA , 5528 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_PublishAppVersion.html,

» DescribeDraftAppVersionResourcesImportStatus — Itk APl AJEREEE EREAEHRE
XA AREE, MFERE API FEFHE , 52 [ htips://docs.aws.amazon.com/resilience-hub/
latest/APIReference/AP|_DescribeDraftAppVersionResourcesimportStatus.html,

T 555~ & an{a £ A AWS Resilience Hub ImportResourcesToDraftAppVersion APl #$& R
EAZE R ERARER,

aws resiliencehub import-resources-to-draft-app-version \
--app-arn <App_ARN> \
--terraform-sources '[{"s3StateFileUrl": <S3_URI>}]'
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[ &

{
"appArn": "<App_ARN>",
"appVersion": "draft",
"sourceArns": [],
"status": "Pending",
"terraformSources": [
{
"s3StateFileUrl": <S3_URI>
}
]
}

T5IgEHIREBM{AIER CreateAppVersionResource APl AWS Resilience Hub & RF B3 18 E
P EARER,

AR °K

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_xresource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

)3

{
"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
},
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"
},
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"resourceType": "AWS::EFS::FileSystem",
"appComponents": [

{
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

}

T5IgHIRE a4 £ A AWS Resilience Hub
DescribeDraftAppVersionResourcesImportStatus APl £ A BSiR &R BB AAREE,

aws resiliencehub describe-draft-app-version-resources-import-status \
--app-arn <App_ARN>

] &
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"status": "Success",

"statusChangeTime": "2022-10-26T19:55:18.471000+03:00"

2 i e 12 =X 1Y E AR RS X 1 e 388 14 IBUSR

E#TME 2, BXAFLBRGERARIHERRES | W58 T BERERGEAREXRBRITRA,
BMAEARANERRA L REEBER

1. ZERHGEARINNERMA , 55FH PublishAppVersion APl, INEEE API B

SHHMERR , 5528 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_PublishAppVersion.html,

T 5 &l REEan{aEH AWS Resilience Hub PublishAppVersion API £ HEEAREINE
RS,
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aws resiliencehub publish-app-version \
--app-arn <App_ARN>

= e
{
"appArn": "<App_ARN>",
"appVersion": "release"
}

\

¥

2. fERA UpdateApp API EEMBREAZRARERANRITRE. WEEE API VFAEF , F2
B https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UpdateApp.html,

T 556~ & an{a £ A AWS Resilience Hub UpdateApp AP| #EMBIRERZE hRITHRAHFE
BAER.

s
/|
Al

aws resiliencehub update-app \
--app-arn <App_ARN> \
--policy-arn <Policy_ARN>

5] &
{
Ilappll: {
"appArn": "<App_ARN>",
"name": "newApp",

"policyArn": "<Policy_ARN>",
"creationTime": "2022-10-26T19:48:00.434000+03:00",

"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {

"resourceArn": "<App_ARN>"
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"assessmentSchedule": "Disabled"

HITHEE AWS Resilience Hub FE M EE(L

BHMEAEANIRAR , ELRAPTHNELFTGEESMER | MBFRENEAERANTSEMERES
ERNAM TR RTO MAM RPO, FtEXEERARX TAERRERETLER  YREE
N, SOP MAIFEER.

MEFMESR , F2ETIEE .

« the section called “$ 17 F E5 {22 o8 M4 5¥ L
« the section called “ZE 3 &M BEK"

1T A EE#E AWS Resilience Hub S84 TG
EEE PHITEMETE(E AWS Resilience Hub IR EARKE | B4 AFE AT 5 APIs :
- StartAppAssessment - It API @ AEARBERNBIMWT (L, MFEEE AP WFHMAENR , F28

https://docs.aws.amazon.com/resilience-hub/latest/APIReference/AP|_StartAppAssessment.html,
« DescribeAppAssessment — it API SR FE AR MVETEM | WIREFT AN TRARE, WMFE

B AP| FUE¥4HE R , 528 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_DescribeAppAssessment.html,

THEFIREAER StartAppAssessment APl £ F AWS Resilience Hub BIZA#11T #TEYFEME

==
aB 2K

aws resiliencehub start-app-assessment \
--app-arn <App_ARN> \

--app-version release \
--assessment-name first-assessment

)3

{
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"assessment": {
"appArn": "<App_ARN>",

"appVersion": "release",
"invoker": "User",
"assessmentStatus": "Pending",
"startTime": "2022-10-27T08:15:10.452000+03:00",
"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": '"newPolicy",
"datalLocationConstraint": "AnylLocation",
"policy": {
"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

3,
"tagS": {}

T 5IEHI R E a4 £ A AWS Resilience Hub DescribeAppAssessment API 1£ H ESi2 5T AU ARBE,
BT LA assessmentStatus B EREEFE LI ARRE,
SEF

AR ~

aws resiliencehub describe-app-assessment \
--assessment-arn <Assessment_ARN>

[ &
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"assessment": {
"appArn": "<App_ARN>",

"appVersion": "release",
"cost": {
"amount": 0.0,
"currency": "USD",

"frequency": "Monthly"

.

"resiliencyScore": {
"score": 0.27,
"disruptionScore": {

"AZ": 0.42,
"Hardware": 0.0,
"Region": 0.0,
"Software": 0.38

}
},
"compliance": {
"AZ": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": @
},
"Hardware": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 2595601,
"currentRpoInSecs": 2592001,
"complianceStatus": "PolicyBreached",
"achievableRpoInSecs": 0
I
"Software": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": @
}
I
"complianceStatus": "PolicyBreached",
"assessmentStatus": "Success",

"startTime": "2022-10-27T08:15:10.452000+03:00",
"endTime": "2022-10-27T08:15:31.883000+03:00",
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"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": '"newPolicy",
"datalLocationConstraint": "AnylLocation",
"policy": {
"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

}I
"tags": {3}

BEFNLER

R SERFHER |, B LMER T3 APIsRIREFTfh#E Ro

« DescribeAppAssessment — it AP| Al EEBIFEMBEREMEARERXMN B ek, A , &
AILAfEcomplianceStatus BB EHRAMEE , LUKk fresiliencyScorefEE A HEEUEE &
BANEMEDE, MFEEE API BWEFHER , 528 hitps://docs.aws.amazon.com/resilience-hub/
latest/APIReference/AP|_DescribeAppAssessment.html,

« ListAlarmRecommendations — It API T] & FEEHY Amazon Resource Name (ARN) Euf§
BTRER, WEEE AP WEFMAER , 5526 https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_ListAlarmRecommendations.html,
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® Note

= EHS SOP # FIS BIFZE= , 5% A ListSopRecommendationsHl
ListTestRecommendations APl, APIs

THIE I REIAER ListAlarmRecommendations APl §#-{&# Amazon Resource Name (ARN)
MSERER,

(® Note

&= ZH{S SOP # FIS RIEAE= , 7548 BUXA ListSopRecommendationsd,
ListTestRecommendations,

s K

aws resiliencehub list-alarm-recommendations \
--assessment-arn <Assessment_ARN>

=] FE
{
"alarmRecommendations": [
{

"recommendationId": "78ece7f8-c776-499e-baa8-b35f5e8b8ba2",
"referenceld": "app_common:alarm:synthetic_canary:2021-04-01",
"name": "AWSResilienceHub-SyntheticCanaryInRegionAlarm_2021-04-01",
"description": "A monitor for the entire application, configured to

constantly verify that the application API/endpoints are available",
"type": "Metric",

"appComponentName": "appcommon",
"items": [
{
"resourceld": "us-west-2",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",

"alreadyImplemented": false
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"prerequisite": "Make sure Amazon CloudWatch Synthetics is setup to monitor
the application (see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/
latest/monitoring/CloudwWatch_Synthetics_Canaries.html\" target=\"_blank\">docs</a>).
\nMake sure that the Synthetics Name passed in the alarm dimension matches the name of
the Synthetic Canary. It Defaults to the name of the application.\n"

I
{
"recommendationId": "d9c72c58-8c00-43f0-ad5d-0c6e5332b84b",
"referenceld": "efs:alarm:percent_io_limit:2020-04-01",
"name": "AWSResilienceHub-EFSHighIoAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when Amazon EFS

I/0 load is more than 90% for too much time",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

}
]
},
{
"recommendationId": "09f340cd-3427-4f66-8923-7f289d4a3216",
"referenceld": "efs:alarm:mount_failure:2020-04-01",
"name": "AWSResilienceHub-EFSMountFailureAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when volume

failed to mount to EC2 instance",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourceId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

1,
"prerequisite": "* Make sure Amazon EFS utils are installed(see the <a
href=\"https://github.com/aws/efs-utils#installation\" target=\"_blank\">docs</a>).
\n* Make sure cloudwatch logs are enabled in efs-utils (see the <a href=\"https://
github.com/aws/efs-utils#step-2-enable-cloudwatch-log-feature-in-efs-utils-config-
file-etcamazonefsefs-utilsconf\" target=\"_blank\'">docs</a>).\n* Make sure that
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you've configured “log_group_name’ in '/etc/amazon/efs/efs-utils.conf’, for example:
“log_group_name = /aws/efs/utils’ .\n* Use the created "log_group_name  in the
generated alarm. Find ‘LogGroupName: REPLACE_ME® in the alarm and make sure the
“log_group_name” is used instead of REPLACE_ME.\n"

},

{
"recommendationId": "b@f57d2a-1220-4f40-a585-6dable79cee2",
"referenceld": "efs:alarm:client_connections:2020-04-01",
"name": "AWSResilienceHub-EFSHighClientConnectionsAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when client

connection number deviation is over the specified threshold",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourceId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "15f49b10@-9bac-4494-b376-705f8da252d7",
"referenceId": "rds:alarm:health-storage:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowStorageAlarm_2020-04-01",
"description": "Reports when database free storage is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "cl1l906101-cea8-4f77-be7b-60abb07621f5",
"referenceId": "rds:alarm:health-connections:2020-04-01",

"name": "AWSResilienceHub-RDSInstanceConnectionSpikeAlarm_2020-04-01",
"description": "Reports when database connection count is anomalous",
"type": "Metric",
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"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

"recommendationId": "f169b8d4-45c1-4238-95d1-ecdd8d5153fe",
"referenceld": "rds:alarm:health-cpu:2020-04-01",

"name": "AWSResilienceHub-RDSInstanceOverUtilizedCpuAlarm_2020-04-01",

"description": "Reports when database used CPU is high",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

"recommendationId": "69da8459-cbe4-4bal-a476-80c7ebf096f0",
"referenceId": "rds:alarm:health-memory:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowMemoryAlarm_2020-04-01",

"description": "Reports when database free memory is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

"recommendationId": "67e7902a-f658-439e-916b-251a57b97c8a",
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"referenceld": "ecs:alarm:health-service_cpu_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighCpuUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub that triggers when CPU
utilization of ECS tasks of Service exceeds the threshold",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{

"recommendationId": "fb30cb91-1f@9-4abd-bd2e-9e8ee8550eb0",

"referenceId": "ecs:alarm:health-service_memory_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighMemoryUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that
indicates if the percentage of memory that is used in the service, is exceeding
specified threshold limit",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{

"recommendationId": "1bd45a8e-dd58-4a8e-a628-bdbee234efed”,

"referenceId": "ecs:alarm:health-service_sample_count:2020-04-01",

"name": "AWSResilienceHub-ECSServiceSampleCountAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that triggers
if the count of tasks isn't equal Service Desired Count",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
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"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

1,
"prerequisite": "Make sure the Container Insights on Amazon ECS is enabled:
(see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
deploy-container-insights-ECS-cluster.html\" target=\"_blank\">docs</a>)."
}

T EHIFERIMAER ListAppComponentRecommendations API ERBERERZE ( IMIXEB &
EMRNER) .

aws resiliencehub list-app-component-recommendations \
--assessment-arn <Assessment_ARN>

[l f&

{
"componentRecommendations": [
{
"appComponentName": "computeappcomponent-nrz",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {

"expectedComplianceStatus": "PolicyMet"
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
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"expectedRpoDescription": "Based on the frequency of the
backups"
},
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups™"

1,

"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore
cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups™"
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},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",

backups"

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",

backups"

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the

},

"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

"cost": {
"amount": 14.74,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No expected downtime. You're

launching using EC2, with DesiredCount > 1 in multiple AZs and CapacityProviders with

MinSize > 1",

"expectedRpoInSecs": 0,
"expectedRpoDescription": "ECS Service state is saved on

Amazon EFS file system. No data loss is expected as objects are be stored in multiple

AZs."

BAEMEE



AWS Bt R AR
iy

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,

"expectedRtoDescription": "No expected downtime. You're
launching using EC2, with DesiredCount > 1 and CapacityProviders with MinSize > 1",

"expectedRpoInSecs": 0,

"expectedRpoDescription": "ECS Service state is saved on
Amazon EFS file system. No data loss is expected as objects are be stored in multiple
AZs."

},

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
}
},
"optimizationType": "BestAZRecovery",
"description": "Stateful Amazon ECS service with launch type Amazon

EC2 and Amazon EFS storage, deployed in multiple AZs. AWS Backup is used to backup
Amazon EFS and copy snapshots in-Region.",
"suggestedChanges": [
"Add AWS Auto Scaling Groups and Capacity Providers in multiple
AZs",
"Change desired count of the setup",
"Remove Amazon EBS volume"

1,
"haArchitecture": "BackupAndRestore",
"referenceId": "ecs:config:ec2-multi_az-efs-backups:2022-02-16"
}
]
I
{
"appComponentName": "databaseappcomponent-hji",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
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"frequency": "Monthly"

1,
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

an RDS backup. (Estimates are averages based on size, real time may vary greatly from

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates
estimate).",

schedule. (Estimates
vary)."

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

I

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

}
1,
"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

iy
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"cost": {

"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"

I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

an RDS backup. (Estimates are averages based on size, real time may vary greatly from

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates
estimate).",

schedule. (Estimates
vary)."

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

.

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

}
1,
"optimizationType": "LeastChange",
"description": "Current Configuration",
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"suggestedChanges": [],

"haArchitecture": "BackupAndRestore",
"referenceId": "original"
I
{
"cost": {
"amount": 76.73,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a

secondary instance.",
"expectedRpoInSecs": 0,

"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
1,
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a
secondary instance.",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
1,
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Estimate time to backtrack to a
stable state.",
"expectedRpoInSecs": 300,
"expectedRpoDescription": "Estimate for latest restorable
time for point in time recovery."
}
1,
"optimizationType": "BestAZRecovery",
"description": "Aurora database cluster with one read replica, with

backtracking window of 24 hours.",
"suggestedChanges": [
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"Add read replica in the same Region",
"Change DB instance to a supported class (db.t3.small)",
"Change to Aurora",
"Enable cluster backtracking",
"Enable instance backup with retention period 7"
1,
"haArchitecture": "WarmStandby",
"referenceId": "rds:config:aurora-backtracking"

"appComponentName": "storageappcomponent-rlb",
"recommendationStatus": "BreachedUnattainable",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
I
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
},
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from
backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
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"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
I
"optimizationType": "BestAZRecovery",
"description": "Amazon EFS with backups configured",

"suggestedChanges": [
"Add additional availability zone"
1,
"haArchitecture": "MultiSite",
"referenceIld": "efs:config:with_backups:2020-04-01"

I
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
},
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from

backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
.
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"optimizationType": "BestAttainable",
"description": "Amazon EFS with backups configured",
"suggestedChanges": [

"Add additional availability zone"

iF
"haArchitecture": "MultiSite",
"referenceIld": "efs:config:with_backups:2020-04-01"

SN EREN

AWS Resilience Hub AIEZR B BFREEAEANERMRA  WESERGEHN (E8M ) X,
RIEHEARERER. AWS Resilience Hub EFEREZEAEANERMRA  HPIEEFTN &
B, R IT RS

WMEFBES , FSRATHERE :

+ the section called “FEI#FiEER”
« the section called ‘&R DHEEIE—FERE TH
- the section called “# AppComponent HEBRE R

FERERMBEENERAER

MRERFRARBELRWARRH —EB2 , AWS Resilience Hub AJZE&FE A
CreateAppVersionResource API i ERFEFIEZEAER, MFEEEAPIH
HHMERR , 5528 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_CreateAppVersionResource.html,

BB ARBT IS RIS API

« FEFFEX Amazon Resource Name (ARN)
- ERAVELE ID

- BRAVER ID

« AWS CloudFormation %!

BRERBAER 5


https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateAppVersionResource.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateAppVersionResource.html

AWS M4 EREES

T5IgEHIREB{AER CreateAppVersionResource APl AWS Resilience Hub & RF BI# 18 E
hHERAER.

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_resource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

[ &

"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
I
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"
I
"resourceType": "AWS::EFS::FileSystem",
"appComponents": [
{
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

HERTEIE-—EHAEXTH

FRRERXTH (AppComponent) 2 —#81HE8 AWS EiR , i BE—BMEEI LK, Flm , EF
ERESHHBENEREG ITEEHIE, AWS Resilience Hub R AISEEEL AWS &R ] LUB A
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BHEAM AppComponent, AWS Resilience Hub AIZEEEA T I EREE APIs &R HE2|E
AppComponent,

« UpdateAppVersionResource - Itk AP| EEFHEARERANERFMEN. MFL API HFHEE
& , 2B UpdateAppVersionResource,

- DeleteAppVersionAppComponent — Itk APl &/t FEFA X MBR AppComponent, FE L API B
SEME , 552E DeleteAppVersionAppComponent,

T 556~ &8 an{a £ A AWS Resilience Hub DeleteAppVersionAppComponent API £ R EE T fE
AREXNERFMEEN.

AR oK

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component

[ FE
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"
}
}

T %I 25451 78 7= 204 £ A AWS Resilience Hub UpdateAppVersionResource API flilBR7E 5¢ B €45 o
B3z 8 AppComponent,

_%\/

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component
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[ &

{
"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {
"name": "new-app-component",
"type": "AWS::ResilienceHub: :StorageAppComponent",
"id": "new-app-component"
}
}

% AppComponent k&R

AWS Resilience Hub A& H UpdateAppVersionResource API #5H Lt hEERE R, EEER
BEXENE  TEEEELER. MEEE API WEMER , 2/ https://docs.aws.amazon.com/
resilience-hub/latest/APIReference/API_UpdateAppVersionResource.html,

® Note
& R E PR I A RIR B AR EIR.

THIEEHIRE I EEA AWS Resilience Hub UpdateAppVersionResource API £ FHEBREREN
&R

AR oK

aws resiliencehub update-app-version-resource \
--app-arn <App_ARN> \

--resource-name "ec2instance-nvz" \

--excluded

[ &

"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {

"resourceName": "ec2instance-nvz",
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"logicalResourceId": {
"identifier": "ec2",
"terraformSourceName": "test.state.file"
I
"physicalResourceId": {
"identifier": "i-0b58265a694e5ffcl",
"type": "Native",
"awsRegion": "us-west-2",
"awsAccountId": "123456789101"
I
"resourceType": "AWS::EC2::Instance",
"appComponents": [
{
"name": "computeappcomponent-nrz",
"type": "AWS::ResilienceHub: :ComputeAppComponent"
}
]
}
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-policy-keys
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AWS M4 EREES

ABAC B2 AWS &R

X ABAC (ERHHER) : 82

B FEES (ABAC) 2 —ERERE , IREBEBMRERTT. £ P AWS , SLEBEUHBAER.
B EREZE IAMER (FRAEIAR ) M52 AWS ER. AERNERMNLEZHR ABAC
MEE—H, BEFERF ABAC B , A EXTENEREAEEXA TN EREREAFRRE,

ABAC ERRMRENFZEHHEREE , WRERREELEEERERIBG,

MERBERIZHIEE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4 %58 , EEERNRGELED , RUHEREA.

MRBHEXESEEREEN LB =ERG SR RBEZBHEMS , EA Yes, IRBHBEIERLE
REEN A =@ k4 iR , RIESR Partial.

% ABAC WEHHEF , 526 (AM EREERE) PHEM ABAC REESRTA, IEEESHR
E ABAC ZERNHEZRE , F2H IAM ERAEREREPHNEHABHEEFEUES (ABAC).

##ig AWS Resilience Hub {5 /A g i B 5%
TERIEER 2

ELERARKERREEAR , AL AWS R BEER, MFEFMER , 21 AWS RFK £R LT
BAEH , F2H (AWS R IAM EAEERE) FHRER IAM B .

NRE AWS Management Console EAEAEBBNBR/UNNEMAEZEA | AIEFAKRRKEA
BERl, Bl BEAWS ERALENE—BA (SSO) BRAFR B, IEFEADRIHEZAER,
BEUERESSBATRA , ARYRARE  CtEABRYREER. NEVRASGNHAET
B2 (AM EAEER) PHRRERETRE AW A6 (Z2AE),

A LAEA AWS CLI 5 AWS APl FEIEVBEREAER., AR, B LIEREEHEREAERRE
HLAWS, AWS BEZZLHEELRBIEAER K MAREAREINES®, NEFHHEEHR , F2H
IAM RV E B2 2 BH.

1A AWS B RER FE TR E
X EEBEFNTERR (FAS) : 2

EEEA IAM ERAERARE PETBHER AWS , BEHERAETA. EFARLRKE  SaEg
BITE @D , EMEFRREPRE S —ESE. FAS EAFW NETAFT AWS R , &S
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AWS BB A% ER
AWS BR#% FERE TERBREFER. IRERBRIFEREM AWS RFK = BRE B RETRHY
ARE , TERE FASHER. BERIERT , ELEEFATEMEDFENFTA, WHFERE FAS FRE
HBCRFMER  F2EEREMTFEEE,

AWS Resilience Hub RIS A&
YTEREAR 2

REAGRREETN AM A€  AIREMTEE, IAM EEE LKL IAM RE, 18R FN M BRIREE
A, MEFHMEENR K F28 (AMFEREERE) PHELAGLUEIRET I #E AWS R,

/A Warning

EFEREACNEFT IsEE P E AWS Resilience Hub Thag, RAERE AWS B R OEHIES]
B, TREMREREAG,

AWS Resilience Hub B & % B4 B 5K & 4l

BIBETER , FRENAGREENHIENR AWS Resilience Hub ERHVEFT ., #h{fdthEEFEH AWS
Management Console, AWS Command Line Interface (AWS CLI) i AWS AP| R#1TEHE, EER
FEAEHHAMEERMTIHENTT , IAMBEETUEY IAM BX., A% , EEETLHE IAM K
RNEEAG , fAEFERBTELAER,

EE T A fE RIS L8 ) JSON BRI IAM B2 RBER |, F2H (AM EREERE) FHE
M IAM BUR (£ 8).

WNE AWS Resilience Hub EEMWEIMMEMERERWFMEN K SHEEEERERMN ARNs R
RREEESE RN AWS Resilience Hub W EIE, BERMIFHZES|E,

s

2

&

- BRBEEHR

- f£/ AWS Resilience Hub 12 &

- AFEAERGEMLMNE ST

« BIHATAK AWS Resilience Hub FERTER
- BMBEARXFME

- MBREARZEXFTME

- AREEARRBYEZELX
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AWS BB A% ER
- BBREERAEANERELR
- EHMEAREEEBRNERER

LB AERNBRSYEREEATUELENIREHREY., FEHEMER AWS Resilience Hub &R
ELEMETREESREN AWSIRFELAEBR, EREVYSRRES P BBER  BERTIEIRESRS
15

- FRIEER AWS SEBRRTBOREERTT - eERBRTTRTENCEAENTERS | BE
B AWS SEBRRE THASEREARFINGFA, SATUEEN FEHA AWS tkRF. RfIRBEE
BRENEARI AWS WEFZEBGR , E—FROFA. NFEZEHR , F2H IAM EREE
M AWS ZEBRBEBBENAWS ZEBR.

- ERAREERT - 5RE IAM BERNFAR  FERTHTERAENTT. KERLEN , &9
UESERERG T TUEREERRINEE K SELBARKKERITT. WEEA IAM EAFFT
MEZHEER , F2H IAM EREERETN IAM FHBERAFF A,

- FA 1AM BER PR E—SREFZIE - SBULUSEREFEZEEE , UREIEBENERNER.
Blan | AR BBRGY | EESBEMFER SSL BREMERE R, NREBEE FHKRKEE , £t
A LAfE A R4 3R 1% F 1 ERBR FE B ME RV REBR. AWS R |, 65130 AWS CloudFormation, MEFFMAER |
E2E IAM FEREEEDH IAM JSON BEETE : 4

£/ IAM Access Analyzer 5% IAM BUR , BARFT A] £ B A/ iE Fi&4E - IAM Access Analyzer B
BHBEMBEEER , BRELBERER IAM BURFES (JSON) Ml IAM FIEEH, IAM Access
Analyzer 12ft 100 ZIEBERERVEATHNER , IHBERETLBEEANBR, NFEFEE
#, F2E (AM FREER) FHFEA IAM Access Analyzer B BUE,

- FESFERRTE (MFA) - MRZHNRFIEZE IAM FHES FHNRERAZE AWS 1RFE |, BB
MFA BUEnZz e, WMFEEFU AP BRERFER MFA | 8§ MFA (RESTEEEIBER, M
FEHMET , T2 (IAM EAEERE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.htm|# #93EiB MFA f9Z 2 API FEL

Mm% IAM FEEBROBEER , F2H AV ERAEEFTH AV B2 REEY,

£ AWS Resilience Hub =12 &

£ EFHL AWS Resilience Hub X84 |, BN ERHEE —HRIKF T, ELF LA AFETIHMNEER
1 AWS B8 Resilience Hub BERMFHEA AWSIEE, NBREREBVHREARNEHFTEREN T D
HPXK , ISR EERBENER (FRAEIAR) S , THEAMBEEZUNEIERE,
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AWS M4 EREES

HWRMEY AWS CLI 5L AWS AP ETTRFIUMERE , EFFTEAMREEEEHA. k2 , RERFF
FREMHMERINITZ AP BRENBERATL T,

BTREEAENAGNHATLER AWS Resilience Hub 124 |, 154§ AWS Resilience Hub
ConsoleAccess@ReadOnly AWS ZEBUREZFIER. MEFHMENR , BF2HE (AM FAEE
B R RIERE,

THBERBFEAEDST , LASIHEM#EBE AWS Resilience Hub T AFHNAAEER , BFREEEY, &
M BRIELE IR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resiliencehub:List*",
"resiliencehub:Describe*"
1,
"Resource": "*"
}
]
}

RFFERERBMAFIBSHFFH

g flE RE MR BUER |, 0FF IAM ERAERGHNEMERES T NABRRZERR, WEE
BEEERE ETRUBENFTT , REA AWS CLI L AWS AP KR A X TR LB ERFF
CIB

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
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AWS B HIE

ERAEER

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

5| AT AR AWS Resilience Hub FEARR R

THERFEEFFERES L THA AWS Resilience Hub FEARRMEFT .

"Version": "2012-10-17",

"Statement": [
{

"Sid": "PolicyExample",
"Effect": "Allow",

"Action": [

"resiliencehub:ListApps"

1,

"Resource": [

nin
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AWS Bt 1 EAEEE
BB R A

THBREEFFEREREISE AWS Resilience Hub FEARR LT,

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:StartAppAssessment"”
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
]
}
]
}

I BR PE A 2 X F T
THBERBFERESTT , LAMBRIEE AWS Resilience Hub FE R T2 AL

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:DeleteAppAssessment"”
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
]
}
]
}

AETEAEAEIEREXK
THEBREEFFEREAYSE AWS Resilience Hub FEARRR B B RE8I AN,
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ERAEER

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:CreateRecommendationTemplate"
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

MR ERARANERER
THBERER T A EMBRYEE AWS Resilience Hub FEAR N ERE RN,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:DeleteRecommendationTemplate"
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

EHEEBEEMBRNERARER
THHRERFERAEEAISEREEBEERH AWS Resilience Hub ERARERMFFT,

"Version": "2012-10-17",
"Statement": [
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{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:UpdateApp"

1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

1,
"Condition": {
"StringlLike" : { "resiliencehub:policyArn" : "arn:aws:resiliencehub:us-
west-2:111122223333:resiliency-policy/*" }

}
}
]
}

RE IAM B E

AWS Resilience Hub A BB EEZEEEABEAITHEBFERN IAM B, BZES A TRE AWS
Resilience Hub REVSFEARER A HBFEME, 1B , AWS Resilience Hub EZ& T 55 -

- AERER - HAREERLYEBREFEHR. AWS Resilience Hub S 1It A & RIFZEUEER
BERANER,

EERHAGITN , AGXETETYER :

- MEFERTH , LAEEVEHY EJR (AWS Resilience Hub B & A
AWSResilienceHubAsssessmentExecutionPolicyZEBUIR ) o

- SEBERUREILAER  iETZE AWS Resilience Hub Service Principal 8tk &, MRER
ERFHEREEEAE® , AWS Resilience Hub EBETEIZABNIETR. NEFHHER , F2
Bithe section called “5X EFF 7”7,

® Note
MEZRBHIUAEACER K MBELNERNVRAS —@ tRE+ , Bl AWS Resilience Hub
SEHMRFHFERALACEBRIFIERFER. & , BAlAHM IRFRE/AE
ARNs , EARBRUAEACER,

- BHEIN IAM EHAEZEE — AWS Resilience Hub iR B EIH IAM EREREIENERERE
R EENERNATENKRSEFEE , AWS Resilience Hub #&1EF T % IAM A& REFZFRER :
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« AwsResilienceHubAdminAccountRole £ B BIfEFE
« AwsResilienceHubExecutorAccountRole EE MRS F
A BEERREFENFEMEEF , AWS Resilience Hub #$#g{F
#ZAwsResilienceHubPeriodicAssessmentRolef&fa, T

iB , AwsResilienceHubPeriodicAssessmentRoleREEHFER , BALEVEAFHREAERHN
o, mMERLIEE (FlUREEA) O se L N TABREE,

¥ AWS ERH LG 5 MEFUEEITHERD B
AT HERARHBEZ ETFE EFEH AWS Resilience Hub 1 IAM BRIEEB RN & R A&,

£

- R\ AWS Resilience Hub F#11T EIE

- BAEBHIT iam:PassRole HIZHE

- RBEARFT UHABAE AWS 1RF FERIKA AWS Resilience Hub &R

REREE AWS Resilience Hub 4T BhE
MRBNBIEEE  SHERERENTEHE , ENBERSLEEH , LAEFEHTEE,

TH&EHIsEREEmateojackson IAM EREERAERAEEARE —BERS my-example-widget
BROFEMENR , BAEER resiliencehub: GetWidget FFIBFEE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
resiliencehub:GetWidget on resource: my-example-widget

FELRBERT , BAFEH mateojackson EAENBR , LFFEM resiliencehub: GetWidget B
YEZE my-example-widget &R,

MREBEEWGE , FREEN AWS EEE, FHNEEESREHEENEERE.
KA E BT iam:PassRole RIS HE

MREBURZEEER  RTREBREEEHTiam: PassRoledEE , AIXBEEFHENEE , UAHFEKAR
BB AWS Resilience Hubo
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BE AWS B# AIREEREACEEGERE K MAREYFNEBXACIRBEELC, NFH
TR , L ARERACBEEZ BB,

EEA B IAMmarymajor EA&EEMMEA EE A E AWS Resilience Hub R TEIERS , 84T
HIEHITERR. BER , BEBRBREEFEREACKR TN, Mary REKAGEEEZRBHIFTT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURAEEH , AT iam: PassRole Bk,
MREEERE) , BEEEZHN AWS EEBE, FNEBEERHENEERE.
BEEAF BN AR AWS tRF FEFER AWS Resilience Hub &R

BRLEY—EAE  BEMIRFHNEREREEBABHNASTFIENER, SIS EE R
LEEAVHAIREZRAR. SHEXEERERNBERSFEUZRHIEE (ACL) RYBRES |, &7 SUE M BRL K
RREBETFTAEFRENE RN,

MEE-—S T, F2RUATRE .

&Z 7% AWS Resilience Hub 2 A EIELINEE , FF2 B AWS Resilience Hub #N1a[EE [AM & E 5
.

- BETHRNMAWS 1RFE £EBEN ERERAEFEIE  F2R (AM EHAEER) FHEEESR
AWS tRF 85 — {8 IAM £/ & IR I EUE,

- BETHNMEERNFERERRIGE=7 AWS IRF , F2K (AM E£REER) PHNEHFEHE
WE=FH AWS IRF #H.,

- METHRIOMEBHRSE S RUEIE , F28 IAM £REEREPRH S FIUERHIGENTETS
PHMENERE BES D).

- METHERAAGNEREBRETEIRFFINCENEZR , F2H (AM £REER) P IAM
Y Bk F &R fFEL.

AWS Resilience Hub FZEIEFa]£2&

& LAME A AWS Identity and Access Management (IAM) REZERAERXERNFE , Y EHR
FRE. HER/BH 1AM BUK,

18 AWS Resilience Hub FEARRNEAILARRE A MM the section called “IAEAE(IAM A )
REABFH IAM EREFT (UR—EARBIRENHEETIENELEERAR ), EAGH
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AWS M4 EREES

AT LUEREBR , & AWS Resilience Hub FERE M AWS BERHEABRENERAMENTTAT. HlEA
S BEEEHIEE AWS Resilience Hub Service Principal BI{SE B3R,

EFETEEARNNT , BEMEA the section called “AWS SEHE", BN ERAELSEEE ,
MABETEMER , LA UERACHMARSERRBRHIBENEE. BERTUERAEMRAEYE | R
HRREEENERBHRERET T,

MRENEARABERVRTENIKRE ( RB/ERIRF )  S4AEISRARXERNSERS S
REFWAG.

® Note

NMREBAITEERERESR VPC wmE |, 5HEE VPC mBBERIEMEFEE R AWS Resilience
Hub W B FEE, MEFMEN , B2RERIREBERETE VPC mEHFE.

x5
« the section called “f£f IAM &~
« the section called “GEf B 818y IAM R & 0"

A IAM B&

AWS Resilience Hub #$fEAFEEEENIEE IAM AERENTERFIAE/ERIRFTHNER, E
=EH ERNERTREE,

3]
« the section called “IHE AR
« the section called “FE AWS tRFEFEREFIN AR

LWHEAE

AWS Resilience Hub I} f#& &2 AWS Identity and Access Management (IAM) & , AWS
Resilience Hub #&1F 7EL AWS BRI MER, Fln , BB UAEAR K ZXAGEEFEH CFN £
ARHEBVHNERNFA,. LEERMEOAEY, BANEERERARAFUEACNWHEEENR.
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AWS Bt g EAEES
EEEVERERE  £S2EHUAEA®, AWS Resilience Hub EFIL AR , LEELEAER

RIS ER, &2 AWS Resilience Hub # FREBEIENIUAEAR K AEHNETR
RAER AWS Resilience Hub AR#EEEE (resiliencehub.amazonaws.com) 38 E B EE M IR

FERARARANFUESS FREEERTEFEARR K ARREAEXERNBEZEEHE
BERET A,

BULBERRERAEFAEACHENBRET , SEAEXREAFRATRANARCKRENERRE
NE R,

*rE

« the section called “7£ IAM XA ENFAREAR”

« the section called “fEfH IAM AP| EE &A@
« the section called “f£/ JSON ERERESFEHX"

EIAMERAHFEBUFAREAE

£ EZE AWS Resilience Hub BE£1ZEL AWS IRIEMER , BHEFER IAM TR AEFTEREFHETWY
AEAR, NEMSH IAM EBEEITAGWFRENR K FSREL AWS RENAR® (£#E).

£/ IAM TR EEEBRIRFHARIAREAR

1. £ https://console.aws.amazon.com/iam/ FARK IAM &,
2. REBHERKT , BEEAC K RAREEEUAG,
3. EHBFEEHE , EEIIEERREETERTIIBER , RARBEET —F,

(® Note
MREHERNVNRTENRET , ELRESEIRFPEYA® , WErHHEMRFERX
BiRFEEBR.

{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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AWS M4 EREES

"Principal": {
"Service": "resiliencehub.amazonaws.com"

}I

"Action": "sts:AssumeRole"
}
]
}

4. EFEHFUEEMNFUEBRERAWSResilienceHubAsssessmentExecutionPolicy ™ |, i
AKBHSBREBEZRBRE , REIE Enter HHk,

5. EHUER A6 ARRBET -,
6. EAGBHMEEAERY K EACEBARTAAE-NACERE (fHluw

AWSResilienceHubAssessmentRole)s
MU RESEHEF TN "+=, .e-_/1 FTt.
7. (EA) EERFRPEASSHEIR,
8. EEEVAG,

ERMEEARGMT , FELSR 6 EESR 1 ENEEERISR 2 MEHIRRE
RlvimE R E.

BUYMAEAGNERAE (NER ) <& BUNSEARAREAEAELAE,

@ Note

BUSEHERRRE , CLBEBNN AM ERE/ACTHREFUEAE
f9iam:passRoleff . Fi , BAREE AT B AT ST 5048

A IAMAPI EEA®

AENGEEERREHEEIRIZETACHFT. HEEMEA AWS Command Line Interface (AWS CLI)
BUAG  FEEA create-rolem v, FALGTE , B LAREESTEE., T5&EHRE 0
¥ AWS Resilience Hub R =B IBEEN AT,

(® Note
¥ JSON F&EHE|5E (1 ') WERTRERGRIFELN Shell RATAEFTRE.

AWS Resilience Hub 17 EEF 7] £ 159



AWS M4 EREES

£if5] create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document '({
"Version": "2012-10-17","Statement":

[
{
"Effect": "Allow",
"Principal": {"Service": "resiliencehub.amazonaws.com"},
"Action": "sts:AssumeRole"
}
]

3
£/ JSON ERERFEEBER

RO LAEREBN JSSON ERREXACHEEER , AEHIT create-rolem o

FET5IEH|F , trust-policy.json REHEEHPEESEERRNESR, LBER

BEBHIT create-rolem TEEEMAE, create-role T L SR REEHHI

WP, EERTFUHEERSR , FBEH attach-policy-to-role % , M B E A LA
#AWSResilienceHubAsssessmentExecutionPolicy S ERERIE. MENSIERENHEME
# , FZ M the section called “AWSResilienceHubAsssessmentExecutionPolicy”s

#fj| trust-policy.json

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
.
"Action": "sts:AssumeRole"
1]
}

1| create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-
role-policy-document file://trust-policy.json

0 45 a1 Hh
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"Role": {
"Path": "/",
"RoleName": "AWSResilienceHubAssessmentRole",
"RoleId": "AROAQFOXMPL6TZ6ITKWND",
"Arn": "arn:aws:iam::123456789012:role/AWSResilienceHubAssessmentRole",
"CreateDate": "2020-01-17T23:19:12Z2",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"

+

"Action": "sts:AssumeRole"

]

#ifl attach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy

AE AWS tREHREBEIRFFINAG - ZA
ELNERMRAE/ERIRFTR , SXBESEIRFFEIAR | F8EE AWS Resilience Hub X
DL ZNERES, AREVEFREURAUAEACENER , BEEEERERRRI,

® Note
TR REERMENRERFHFELAR,

B
« the section called “TEXE/ERIREN IAM ERBAFETHE”

« the section called “fEfH IAM AP| EE &A@
« the section called “f£/ JSON ERERESFEEX"
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AWS Bt 1 EAEEE
EREERIRFH IAM TRAFERUAG

£ EZE AWS Resilience Hub BE#ZELEL B AWS tRE  AWS RIS ER , BLEAESEIREHE
YAE,

£/ IAM T2 EE IAM TR EFARE/ERIRFEVYAE

1. £ https://console.aws.amazon.com/iam/ BERX IAM £ &,
2. REBHKT , BEAC  ARBEEUAG,
3. EHMBIEEHE 6 ZEIIEERERETERTIIBEE , ARBEET —F,

(® Note
MRENERNVRATENRES , ELAEBERFPELAC A SEMIRFERRE
R S EEBUR.

{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam: :primary_account_id:role/InvokerRoleName"
]
1,
"Action": "sts:AssumeRole"

}
]
}

4, EFEHFUEHEMNEFUTEREBRAWSResilienceHubAsssessmentExecutionPolicy |
AKB SR BERE BEHRBUR |, REIE Enter Ak,

5. EHUER K RRBET -,
6. EAGHMEAERY EACEBARTAAE-NACERE (fHliu

AWSResilienceHubAssessmentRole)s
7. (ER) EERAFRFPEABEHNER,
8. EERVAR,
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ERMEBEARGMAT , FELSR6H | EESR 1 BENEEERILSR 2 MEHIRRE
RlvimE L.

A, BHEER sts:assumeRole FAIFEZTWUWAEAR  BTHABTIAEREHINAR,
HEEZRINEBERAEAR B TIBRFEELANEUEAR

{
"Effect": "Allow",
"Resource": [
"arn:aws:iam: :secondary_account_id_1l:role/RoleInSecondaryAccount_1",
"arn:aws:iam: :secondary_account_id_2:role/RoleInSecondaryAccount_2",
1,
"Action": [
"sts:AssumeRole"
]
}

FH IAMAPI EEAE

AENEERREHEEEIRRBTACNTT. FEMEMA AWS Command Line Interface (AWS CLI)
BUAG , B create-rolem®, HALWTH , BUMIEEAREERRK. TG RMOM
£&F AWS Resilience Hub IR ERBEEABHFFT,

@ Note
Ml JSON ZEHBI8E (1 ') HERTHESRIFAEN Shel BATIAFTH.

&if] create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-

document '{"Version": "2012-10-17","Statement": [{"Effect": "Allow", "Principal":
{"AWS": ["arn:aws:iam::primary_account_id:role/InvokerRoleName"]}, "Action":
"sts:AssumeRole"}]1}"'

BHAEAERN JSON EXEREXACHEERR., ETHEHF , trust-policy.json HETH]
BH#PHESR,
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£/ JSON EREHRFERE

B LAEAEBK JSON ERREZABCWEEEE , REHIT create-rolew v,

FET 5|+ , trust-policy.json REHBEHPBSEEBRAER, LK

REFEBHIT create-rolem PTEEEAR, create-role T B L SEREE

flEmth, EEZHFHBEAER | FBFH attach-policy-to-role 855 , BT LASEH
#AWSResilienceHubAsssessmentExecutionPolicyZEHR, MENZFEHRNFMEN
82 [ the section called “AWSResilienceHubAsssessmentExecutionPolicy”s

#if5] trust-policy.json

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam: :primary_account_id:role/InvokerRoleName"
]
1,
"Action": "sts:AssumeRole"
}

&7l create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document file://trust-policy.json

&5l Em
{
"Role": {
IIPathll: II/II,
"RoleName": "AWSResilienceHubAssessmentRole2",

"RoleId": "AROAT2GICMEDJIMLG6EVQRG",

"Arn": "arn:aws:iam::262412591366:role/AWSResilienceHubAssessmentRole2",
"CreateDate": "2023-08-02T07:49:23+00:00",

"AssumeRolePolicyDocument": {
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": [
"arn:aws:iam: :262412591366:role/
AWSResilienceHubAssessmentRole"
]
.

"Action": "sts:AssumeRole"

&5l attach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy.

FERABEWN IAM FEHET

MREELEFEFEFN IAM EREFAIRELMBITIMS , BEALEE. BALUE
AWSResilienceHubAsssessmentExecutionPolicy SEHFEEZEM IAM FHEREFHE
HEBNAE,

B IESRE

A ERNZERR , REANEBARRAITME  MREAEXRHES IAM EHEHRNIKRFEFRE

=
FERVRIAERTE

e

BN ARNEFNA®AwsResilienceHubPeriodicAssessmentRole , FEZE AWS Resilience
Hub #1THEE M LM BT

@ Note

- FRAGHEEFN (ERALAUAEASG ) K, TRELTR.
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- ABEBNAR AwsResilienceHubPeriodicAssessmentRole,

B AWS Resilience Hub A # {THEE M (L /B EB{ETE

1. #% AWSResilienceHubAsssessmentExecutionPolicy SEBRKEEEAR,

2. FETHBER , H primary_account_idREZERARER LTI AWS BWIRE, Bt ,
BB R G ACHEBIETEBR (AwsResilienceHubPeriodicAssessmentRole) ,
AR F AWS Resilience Hub FR IS T HERRF A A BNET T,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"sts:AssumeRole"
1,
"Resource": "arn:aws:iam::primary_account_id:role/
AwsResilienceHubAdminAccountRole"
.
{
"Effect": "Allow",
"Action": [
"sts:AssumeRole"
1,
"Resource": [
"arn:aws:iam::primary_account_id:role/
AwsResilienceHubAssessmentEKSAccessRole"
]
}
]
}

R A A BNEEBUER (AwsResilienceHubPeriodicAssessmentRole)

{
"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",

"Principal": {
"Service": "resiliencehub.amazonaws.com"

}I

"Action": "sts:AssumeRole"

PR P EE

WMREA AWS Resilience Hub E2Z @R FEEFEA , IFETH IAM FATHE, REBENERAR
Bl , 8 AWS IRFATRBEEEARREMF . :RE AWS Resilience Hub EBIRFEZHE , SZBTHIRS
MAat .

- FEIRF -AWS £EEHA BRI ERABRAMATIERIRS.
« REIERIRF (s) - BRAER AWS 1RF (S)0

(@ Note

- FRAGEEFN (EALRAMAEAR) B, THEELDIER,

o MEELEEF A LAFEHEL Amazon Elastic Kubernetes Service BIEF4#IE A , 552 E the section
called “BUH ¥ Amazon EKS #5 /1 AWS Resilience Hub B,

FERFRE

BN BAEFTERFHPRIIHFMNABAWsResilienceHubAdminAccountRole , S EXA AWS
Resilience Hub FEUAREZ AR, WAGKEAREFEIE AWS IRFHFESRERNE —EAG®, EX
Eﬂﬁnﬁmﬁlﬁm qu:—.l-o

(@ Note

- ABEEZBHMAR AwsResilienceHubAdminAccountRole,
- EMHEAETERFHREI,
- BHAW IAMEAE/AELEAEERFRAC®NIian: assumeRoledF A,

AWS Resilience Hub 17 EEF 7] £ 167



AWS g &L
- secondary_account_id_1/2/... # B BMEEKIXER 5B FF.

TIHRRBENAGREHNITRTT , SMFRE AWS IRFHE —EREHHNER

{
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Resource": [
"arn:aws:iam::secondary_account_id_1l:role/AwsResilienceHubExecutorAccountRole",
"arn:aws:iam: :secondary_account_id_2:role/AwsResilienceHubExecutorAccountRole",

1,

"Action": [

"sts:AssumeRole"

]

}
]
}

EEEA® (AwsResilienceHubAdminAccountRole) HEEBKRMTAIR :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/caller_IAM_role"
.
"Action": "sts:AssumeRole"
.
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/
AwsResilienceHubPeriodicAssessmentRole"
.
"Action": "sts:AssumeRole"
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}
]
}

REIBRIRF (s) BE

EBEXERFS , BNEBEINHMW |, AwsResilienceHubExecutorAccountRoledf B LRz
INEEEAG  JERTIAR®, AR SEA LA E AWS Resilience Hub RFHE ML B ER
BRAER, At EEBEENGT,

i |, 4B AWSResilienceHubAsssessmentExecutionPolicyZEBREEET AR | WiE
BEHTRAGEEER,

PITRABEEBRROTAR

{
{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/AwsResilienceHubAdminAccountRole"

iy

"Action": "sts:AssumeRole"
}
]
}

AWS B S EBE AWS Resilience Hub

AWS SEBRZH AWS AWS SERREYNEENBIBEEERATSERFEARGIRMTT , %
R AR A EIRIGERAE, FEANAE,

FARCiE , AWS RERRARTERTFTRECARFINSFEERTT , RAELFTAHAE AWS &
FfEM. RMI2BEEREARFIEBNESEEIR , WEE -SRI,

FTEEBE AWS SEBRPERNTT, R AWS EFRZEBEP AWS ERNTT , IEHER
EHREENMEIRE Y (E£RE. HEANAG® ) . EFMN AWS RIE RREISH API RETHR
BA RBE , AWS RETREMNX AWS EEXK,
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AWS Bt 1 EAEEE
WMEFHMER , F2H (AM E£RERERE) FH AWS ZEHE,

AWSResilienceHubAsssessmentExecutionPolicy

IBALA#% AWSResilienceHubAsssessmentExecutionPolicy BIEZEEMN IAM B2, #ITFHE
B, LWBEREGR T HM AWS IR IFEGTA , BTG,

ATAIRFAEEA

LCBUERIR M R MAVEFH |, AR AWS FIS Fl SOP #7452 #i 2|8 # Amazon Simple
Storage Service (Amazon S3) f#1Z8r# ., Amazon S3 BB AL AL BEaws-
resilience-hub-artifacts-., MIREEEZEME|S — 18 Amazon S3 FEEFETHE |, &7
LAEFEIY CreateRecommendationTemplate APl BESi TR, WFEHMENR , F2H
CreateRecommendationTemplate,

HBERBE U TR

« Amazon CloudWatch (CloudWatch) — EX8#&1E Amazon CloudWatch RERENMMBEEEER , UE
BRERAER. A, BFIER cloudwatch:PutMetricDataR & fiResilienceHub@ & =M
FERTZE M 2 88 CloudWatch 154,

 Amazon Data Lifecycle Manager — ER1§ 82 AWS £k F#8EIE#HY Amazon Data Lifecycle
Manager BRI iRt HDescribesF A,

 Amazon DevOpsGuru — 5l H 82 AWS £k S EZBERY Amazon DevOpsGuru &R I 214t
HDescribedml,

« Amazon DocumentDB — %Il H BRI B 1R 5 AWS #BEFERAY Amazon DocumentDB & JRIf 12
DescribeHEF ],

« Amazon DynamoDB (DynamoDB) — %Il i B2 &Yk & AWS #HE3B#HY Amazon DynamoDB &R 12
f#DescribeHEF T,

« Amazon ElastiCache (ElastiCache) — & 824 AWS ik S #HEBB#HY ElastiCache BR$E
ftDescribefF ™,

« Amazon ElastiCache (Redis OSS) Serverless (ElastiCache (Redis OSS) Serverless) — AE & AWS
"R S FEAEERY ElastiCache (Redis OSS) Serverless #HREIR £DescribefFm,
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Amazon Elastic Compute Cloud (Amazon EC2) — ¥ i E2f& bR & AWS HHEEBEAY Amazon EC2 &
R R EDescribefF A,

Amazon Elastic Container Registry (Amazon ECR) — &E2& AWS 1tk F M E3H#H Amazon ECR &R
RB#tDescribefFr,

Amazon Elastic Container Service (Amazon ECS) — AE& AWS 1tk 5 EJE#HY Amazon ECS &R
RBtDescribefFr,

Amazon Elastic File System (Amazon EFS) - A8 AWS ik F#HEEH Amazon EFS BiRiz
DescribeFl,

Amazon Elastic Kubernetes Service (Amazon EKS) - %Il H E2E IR S AWS #HEIE#HY Amazon EKS
BRI iR MHDescribe HFF T,

Amazon EC2 Auto Scaling — 5l H 82 AWS &R F #HB3E##Y Amazon EC2 Auto Scaling BRI 12 i
HDescribedml,

Amazon EC2 Systems Manager (SSM) — BE2#& AWS 1R S HRIBERY SSM ERIZHDescribeff
A,

AWS Fault Injection Service (AWS FIS) — il H FIZ 82 AWS R R S BB AWS FIS BERMNE
EREi AR K DescribedFl,

Amazon FSx for Windows File Server (Amazon FSx) — % HHE2 S8 IR 5 AWS #HEIBEEY Amazon
FSx BRI HDescribeEFF A,

Amazon RDS - 5| HH B2 AWS &iytk FAEEIE#RY Amazon RDS BRI IR HtDescribesF .,

Amazon Route 53 (Route 53) - %I HEZIEHIRFE AWS HHEHHY Route 53 BRI IR ftDescribedf
A,

Amazon Route 53 Resolver — 5l H 8 AWS &1k F HEEAE#RY Amazon Route 53 Resolver EiRIE 12
ffDescribefFml,

Amazon Simple Notification Service (Amazon SNS) - % tH B2 & HYIRE AWS HEIHEHY Amazon SNS
BRI MHDescribe HFF T,

Amazon Simple Queue Service (Amazon SQS) — 5| HEREH R F AWS #HEIEERY Amazon SQS &
R IR HEDescribe EFF T,

Amazon Simple Storage Service (Amazon S3) — 5l i EE&R B 1R F AWS +HEJE#EY Amazon S3 EJR
Wi HDescribe HEF 1,

® Note

AT , UREEMRIVFIEERZTEBRES , AWS Resilience Hub # £ A
s3 : GetBucketLogging FF A I TR FEfh. T8 , AWS Resilience Hub 8B TREEAL |
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FIHERDIFFE |, WRERRBARIIEAER A, MREREEENTRY ARG RDAIFT
q, FHERERR.

« AWS Backup — Il HILEXS EE & AWS 1R F #HESE#HY Amazon EC2 Auto Scaling #jRDescribedf
A,

« AWS CloudFormation — %Il i 37 ER {5 E2 &% AWS R S AHE@BE =2 AWS CloudFormation H#t & &R
MDescribeffHl,

« AWS DataSync - 5| H B2 AWS &Ytk FAEEIEB#RY AWS DataSync BRI R HtDescribesF .,

« AWS Directory Service — 5l HHE2 AWS &Ryt F M E3E#RY AWS Directory Service BRI 12
DescribeFl,

« AWS Elastic Disaster Recovery ( BMXH#ER ) - KEE AWS itk FEBIBIRYEM KB EREIR
B #tDescribefFd,

« AWS Lambda (Lambda) — 5l H ERI& AR 5 AWS #HEAERY Lambda BRI iR tDescribe HFF ],

- AWS Resource Groups ( EiREHH ) - I HEZHNIIRSE AWS HEBNERFAERILIR
ftDescribeHEF T,

« AWS Service Catalog ( R B & ) - | HEEHIRE AWS tHEAHEY Service Catalog BRI 12
#DescribeHEF ],

« AWS Step Functions — %I {82 AWS &R F M ESHAY AWS Step Functions iR 12
#DescribeFF .

« Elastic Load Balancing - 5| i 8 AWS &9tk S BAE# Y Elastic Load Balancing BRI 12 i
HDescribef .,

« ssm:GetParametersByPath - RfIFEALFF I REEGHHENEARENFRER CloudWatch B
/-J_K\ ;EUHER SOPs,

AWS IRFEZE TS IAM BUR , FRERMERE. EREFANACKTENT K ELEASE. £REHAE
NAeRHLAENFT , RENEBRENTERFE AWS B,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSResilienceHubFullResourceStatement",
"Effect": "Allow",
"Action": [
"application-autoscaling:DescribeScalableTargets",
"autoscaling:DescribeAutoScalingGroups",
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"backup:DescribeBackupVault",
"backup:GetBackupPlan",
"backup:GetBackupSelection",
"backup:ListBackupPlans",
"backup:ListBackupSelections",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"cloudformation:ValidateTemplate",
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"datasync:DescribeTask",
"datasync:ListLocations",
"datasync:ListTasks",
"devops-guru:ListMonitoredResources",
"dlm:GetLifecyclePolicies",
"dlm:GetLifecyclePolicy",
"docdb-elastic:GetCluster",
"docdb-elastic:GetClusterSnapshot",
"docdb-elastic:ListClusterSnapshots"”,
"docdb-elastic:ListTagsForResource",
"drs:DescribeJobs",
"drs:DescribeSourceServers",
"drs:GetReplicationConfiguration",
"ds:DescribeDirectories",
"dynamodb:DescribeContinuousBackups",
"dynamodb:DescribeGlobalTable",
"dynamodb:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:ListGlobalTables",
"dynamodb:ListTagsOfResource",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeFastSnapshotRestores",
"ec2:DescribeFleets",
ec2:DescribeHosts",
"ec2:DescribelInstances",
ec2:DescribeNatGateways",
"ec2:DescribePlacementGroups",
ec2:DescribeRegions",
"ec2:DescribeSnapshots",
ec2:DescribeSubnets",
"ec2:DescribeTags",
ec2:DescribeVolumes",
"ec2:DescribeVpcEndpoints",
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ecr:DescribeRegistry",
"ecs:DescribeCapacityProviders",
"ecs:DescribeClusters",
"ecs:DescribeContainerInstances",
"ecs:DescribeServices",
"ecs:DescribeTaskDefinition",
"ecs:ListContainerInstances",
"ecs:ListServices",
"eks:DescribeCluster",

"eks:DescribeFargateProfile",

"eks:DescribeNodegroup",

"eks:ListFargateProfiles",

"eks:ListNodegroups",
"elasticache:DescribeCacheClusters",
"elasticache:DescribeGlobalReplicationGroups",
"elasticache:DescribeReplicationGroups",
"elasticache:DescribeServerlessCaches",
"elasticahce:DescribeServerlessCacheSnapshots",
"elasticache:DescribeSnapshots",
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:DescribelLifecycleConfiguration",
"elasticfilesystem:DescribeMountTargets",
"elasticfilesystem:DescribeReplicationConfigurations",
"elasticloadbalancing:Describelisteners",
"elasticloadbalancing:DescribelLoadBalancers"”,
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetHealth",
"fis:GetExperiment",

"fis:GetExperimentTemplate",

"fis:ListExperiments",
"fis:ListExperimentResolvedTargets",
"fis:ListExperimentTemplates",
"fsx:DescribeFileSystems",
"lambda:GetFunctionConcurrency",
"lambda:GetFunctionConfiguration",
"lambda:ListAliases",
"lambda:ListEventSourceMappings",
"lambda:ListFunctionEventInvokeConfigs",
"lambda:ListVersionsByFunction",
"rds:DescribeDBClusterSnapshots"”,
"rds:DescribeDBClusters",
"rds:DescribeDBInstanceAutomatedBackups",
"rds:DescribeDBInstances",
"rds:DescribeDBProxies",
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rds:DescribeDBProxyTargets",
"rds:DescribeDBSnapshots”,
"rds:DescribeGlobalClusters",
"rds:ListTagsForResource",
"resource-groups:GetGroup",
"resource-groups:ListGroupResources",
"route53-recovery-control-config:ListClusters",
"route53-recovery-control-config:ListControlPanels",
"route53-recovery-control-config:ListRoutingControls",
"route53-recovery-readiness:GetReadinessCheckStatus",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListReadinessChecks",
"route53:GetHealthCheck",
"route53:ListHealthChecks",
"route53:ListHostedZones",
"route53:ListResourceRecordSets",
"route53resolver:ListResolverEndpoints",
"route53resolver:ListResolverEndpointIpAddresses”,
"s3:ListBucket",
"servicecatalog:GetApplication",
"servicecatalog:ListAssociatedResources",
"sns:GetSubscriptionAttributes",
"sns:GetTopicAttributes",
"sns:ListSubscriptionsByTopic",
"sqgs:GetQueueAttributes",
"sqgs:GetQueueUrl",
"ssm:DescribeAutomationExecutions",
"states:DescribeStateMachine",
"states:ListStateMachineVersions",
"states:ListStateMachineAliases",
"tag:GetResources"
1,

"Resource": "*"

"Sid": "AWSResilienceHubApiGatewayStatement",

"Effect": "Allow",

"Action": [

"apigateway:GET"

1,

"Resource": [
"arn:aws:apigateway:*::/apis/*",
"arn:aws:apigateway:*::/restapis/*",
"arn:aws:apigateway:*::/usageplans"
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ERAEER

"Sid": "AWSResilienceHubS3ArtifactStatement",
"Effect": "Allow",
"Action": [

"s3:CreateBucket",

"s3:PutObject",

"s3:GetObject"
1,
"Resource": "arn:aws:s3:::aws-resilience-hub-artifacts-*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AWSResilienceHubS3AccessStatement",

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:GetBucketLogging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketPolicyStatus",
"s3:GetBucketTagging",
"s3:GetBucketVersioning",
"s3:GetMultiRegionAccessPointRoutes",
"s3:GetReplicationConfiguration",
"s3:ListAl1MyBuckets",
"s3:ListMultiRegionAccessPoints"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AWSResilienceHubCloudWatchStatement",
"Effect": "Allow",
"Action": [

"cloudwatch:PutMetricData"
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ERAEER

]I

"Resource": "*"
"Condition": {

"StringEquals": {
"cloudwatch:namespace": "ResilienceHub"

}

"Sid": "AWSResilienceHubSSMStatement",

"Effect": "Allow",

"Action": [

"ssm:GetParametersByPath"

1,

"Resource": "arn:aws:ssm:*:*:parameter/ResilienceHub/*"

AWS Resilience Hub & AWS & BUERRI E T

iR B ARSI B S L TE AWS Resilience Hub LA | AWS SEHEREHNEMAET . EH
EEESFENBEIEE , 55578 AWS Resilience Hub XH{RBH 2 Em LM RSS HE,

g2E

AWSResilienceHubAs
ssessmentExecutionPolicy —

AWSResilienceHubAs
ssessmentExecutionPolicy —

g2E

iR B
AWS Resilience Hub B & 2024 £12 A 17 B
#T AWSResilienceHubAs

ssessmentExecution

Policy LA List#

GetsFF ] , BEAEHITFM

AWS FIS Kt FERERR,

AWS Resilience Hub B & 2024 £ 9 A 25 H
¥T AWSResilienceHubAs

ssessmentExecution

Policy BA#EFDescribeff

A, BEEEHITIHREE

Amazon ElastiCache (Redis
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ERAEER

gE

AWSResilienceHubAs
ssessmentExecutionPolicy —

AWSResilienceHubAs
ssessmentExecutionPolicy —

g2E

AWSResilienceHubAs
ssessmentExecutionPolicy —

gE

AWSResilienceHubAs
ssessmentExecutionPolicy —

gE

HiR
OSS) Serverless B ERF
HHRE,

AWS Resilience Hub 2%

#T AWSResilienceHubAs
ssessmentExecution
Policy HAfEFDescribef
Al |, EIZ1FEL Amazon
DocumentDB. Elastic Load
Balancing F#1T7F{& AWS
Lambda KRy &R M AHRE,

AWS Resilience Hub ¥

#T AWSResilienceHubAs
ssessmentExecution
Policy BA#-FDescribedf
A, BEEHTTERER
Amazon FSx for Windows File
Server #H&E,

AWS Resilience Hub ¥

¥ AWSResilienceHubAs
ssessmentExecution
Policy LA FDescribesf
A, BEEHTIERFEE
AWS Step Functions #H%E,

AWS Resilience Hub 2%

¥ AWSResilienceHubAs
ssessmentExecution
Policy BAEFDescribedf
A, BEEHTIEEFFE
Amazon RDS EHE IR,

B

2024 8 A1 H

2024 3 A 26 H

2023 £10 A 30 H

2023 10 A5 H
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ERAEER

g% iR

AWSResilienceHubAs It AWS Resilience Hub B
ssessmentExecutionPolicy — RIBMHE M AWS RIEHI1ZER
Y &, BT,

AWS Resilience Hub EF#BE AWS Resilience Hub EFRIE

MR E HtE AWS ZSEBRNEE,

AWS Resilience Hub & IAM FFrj&:#&

2023 6 A 26 H

20236 A 15 H

BRI LAE A AWS Resilience Hub AWSResilienceHubAsssessmentExecutionPolicy AWS &
BERATIEF—EACKERX , & IAMFARTEA MENAG, IFE AWS ZEBRNFHE

#A , Fm2S B the section called “AWSResilienceHubAsssessmentExecutionPolicy”s

T EZENABBE AWS Resilience Hub :

- ERREEAEXEESAGH IAM FFH

- Business continuity Manager A& IAM §F 1]
- ERAEXHEEACH IAM A

- BFHEEBEFIEN IAM 350

HElwERAREATESAGH IAM 5T
THBRESFERREERAEATESAEHRMENXETT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "InfrastructureApplicationManager",
"Effect": "Allow",
"Action": [

"resiliencehub:AddDraftAppVersionResourceMappings",

"resiliencehub:CreateAppVersionAppComponent",
"resiliencehub:CreateAppVersionResource",
"resiliencehub:CreateRecommendationTemplate",
"resiliencehub:DeleteAppAssessment",
"resiliencehub:DeleteAppInputSource",

AWS Resilience Hub A& #1 IAM FFa/ &%
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"resiliencehub:DeleteAppVersionAppComponent",
"resiliencehub:DeleteAppVersionResource",
"resiliencehub:DeleteRecommendationTemplate",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:PublishAppVersion",
"resiliencehub:PutDraftAppVersionTemplate",
"resiliencehub:RemoveDraftAppVersionResourceMappings",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:StartAppAssessment",
"resiliencehub:TagResource",
"resiliencehub:UntagResource",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResource"

1,

"Resource": "*"

Business continuity Manager & &1 IAM 7]

TIBRERFEBFELEESACHMENLEFNT,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "BusinessContinuityManager",
"Effect": "Allow",
"Action": [

"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:TagResource",
"resiliencehub:UntagResource",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResource",
"resiliencehub:UpdateResiliencyPolicy"
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"Resource": "*"

EREX#HEESCHN IAM A

TIRRERTRARAHEEACMENLE T,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ApplicationOwner",

"Effect": "Allow",

"Action": [
"resiliencehub:AddDraftAppVersionResourceMappings",
"resiliencehub:BatchUpdateRecommendationStatus",
"resiliencehub:CreateApp",
"resiliencehub:CreateAppVersionAppComponent",
"resiliencehub:CreateAppVersionResource",
"resiliencehub:CreateRecommendationTemplate",
"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteApp",
"resiliencehub:DeleteAppAssessment",
"resiliencehub:DeleteAppInputSource",
"resiliencehub:DeleteAppVersionAppComponent",
"resiliencehub:DeleteAppVersionResource",
"resiliencehub:DeleteRecommendationTemplate",
"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",
"resiliencehub:ImportResourcesToDraftAppVersion",
"resiliencehub:List*",
"resiliencehub:PublishAppVersion",
"resiliencehub:PutDraftAppVersionTemplate",
"resiliencehub:RemoveDraftAppVersionResourceMappings",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:StartAppAssessment",
"resiliencehub:TagResource",
"resiliencehub:UntagResource",
"resiliencehub:UpdateApp",
"resiliencehub:UpdateAppVersion",
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"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResource",
"resiliencehub:UpdateResiliencyPolicy"

1,

"Resource": "*"

RTHERFHUERY IAM 5]

TIRRER THRFIAFEHNLEFT,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ReadOnly",
"Effect": "Allow",
"Action": [
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources"

]I

"Resource": "*"

#& Terraform AREERERZE A E AWS Resilience Hub

AWS Resilience Hub X & E A £ F A fR25iw %8 (SSE) ¥ & Amazon Simple Storage Service &
£88 (SSE-S3) HifFFAZE &8 (SSE-KMS) M#ZA AWS Key Management Service Terraform R RE4E
R, WREM Terraform MEEREFAFTFIREEMNNZEEEE (SSE-C) #TME , BAEEEFER EA
18 AWS Resilience Hub,

fE A Terraform ARAERE 2= 2] AWS Resilience Hub EE T3 IAM B3R , ERREUAR BRI AR ERE R
&,
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REEWIRFHH Amazon S3 fEFZETEE A Terraform AREEER

EET %] Amazon S3 FEFEFEBERM IAM BUE , F8EAFF AWS Resilience Hub BEUY R EERF
Amazon S3 fF#FETEE P BV Terraform AREERE R,

. BRI - (A EEIRS 9 B4 Amazon S3 BFITIE EBERBEGE. NERMER
SHT 514,

3

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
.
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<s3-bucket-name>"
}
]
}

s BOBEK - AEARXEZMN Invoker B8 , HEE AWS RS AWS Resilience Hub £ AWS B
Bl 1AM BEWEE S 2 BER, MEFHMEN , F2ETHEH,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
1,
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{
"Effect": "Allow",
"Action": "s3:ListBucket",

"Resource": "arn:aws:s3:::<s3-bucket-name>"
}
]

}

(® Note
WMREEAM R AWSResilienceHubAsssessmentExecutionPolicy EEHXK , BIF
EE ListBucket .

® Note

MREE Terraform AREERFEH KMS % , BAEFHIE T Hlkms :DecryptiFH,

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}

RXERFEHE Amazon S3 fEFZETEE A Terraform AREEER

- REFFEBE - YR EE Amazon S3 REFEFELNREFEFEEER , URAEP—ERERF. MFEF
HMER , FL2ETHEH,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
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},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>/<path-
to-state-file>"
},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>"
}

- BOBEK-REFAGH AWS BB S 2 BER , £#FE AWS IRF AWS Resilience Hub #1117, WE
FHIER , AT HIEH,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>/<path-
to-state-file>"
},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>"
}
]
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(@ Note

MREEAM R AWSResilienceHubAsssessmentExecutionPolicy EEHXK , BIF
E£E ListBucket 1,

® Note
MREHK Terraform AREERFEH KMS % , BAEFHIE T Hkms :DecryptiFd,

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}

B ¥ Amazon Elastic Kubernetes Service # &/ AWS Resilience Hub 1%
EX

AWS Resilience Hub #&iB 7 #7 Amazon EKS |5 E #5211 3R5114 Amazon Elastic Kubernetes
Service (Amazon EKS) #5158, AWS Resilience Hub £ Kubernetes & &R 7% & (RBAC)
FARERETE E M Kubernetes (K8) THEEH , EXTHEAHEIHES Amazon EKS BEMN —I0. &
E AWS Resilience Hub 2 &# &/ Amazon EKS #2EU MG ITEEE  BLAXTR TR
£ -

128 Amazon EKS &£ MEIMIRF I HFEHAIRE AWS Identity and Access Management (IAM)
At

- B IAM EAEMA®IFE Amazon EKS #5 | WiIR FHMME BT T46 Amazon EKS EE A
K8s BiR., MERA IAM EAEMABFE Amazon EKS #EMFMAEA , F2RERA IAM £H
ENACEIENELE - Amazon EKS,
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5 IAM Ef87FH Amazon EKS #5E 2 H AWS IAM Authenticator for Kubernetes B |, %
Kubernetes &7 Amazon EKS 12&IFHE L#1T, MERSE BSHEREEMaws-auth ConfigMap,

(® Note

« WMEMBaws-auth ConfigMapEREMFFMER , 2B GitHub LM EEEREK,
- MEFR IAM B HFFAENR , F28 (AM EREER) ¥R 5D (FAE. BENA
&)

« W Kubernetes AEHFEEF (RBAC) HEEMNFEMER , F2HAFEH RBAC RiE,

AWS Resilience Hub 2 FAIRF /) IAM £ aZE#H Amazon EKS #EANER., BE AWS
Resilience Hub #E 7ZHY Amazon EKS #5£RAMEIR , AWS Resilience Hub 2484 FrERK 1AM £
EYHEZERSEHMEF T Kubernetes &40 , LAfFEX Amazon EKS #E R E R,

AWS Resilience Hub /25F AT EHb —{E IAM B EZERFEEMN Amazon EKS #EER :

- MREBHEABRXREAFHAACEFEERENER , AIEZE N ERAREXKEES AWS Resilience
Hub WILAZEAGRXRERFAE® , SAREFMAHBEFEIUEN Amazon EKS #5,

Ty sERERERARAREARACHERENE , I AWS Resilience Hub 2B Amazon EKS
BE,

Primary account Secondary account
AWS Resilience Hub
8 AssumeRole using Service Principal
Customer ]
Describe-Instance aos
L3 E)
’ e il
Describe-Instance - @ Describe-Instance ] =
'3 N
AWS Resilience Hub M
AssumeRole using Service Principal Describe-Instance ec AWSResilienceHubServiceRole EKS API
» > > m 2 — @] =
Scheduler EKS API
AWSResilienceHub I@I EKS
ServiceRole
AssumeRole

- MRENERAREAREAERAETN IAM EFHAEEFEIER , BIXA
fEAwsResilienceHubAssessmentEKSAccessRoleBd Amazon EKS £ HEIMNIRFHREIEZRE
A W IAM &6, A%, It IAM B AREFEEERN Amazon EKS #5£,

THMSEEREERARAREAFERAE M IAM EHEFAR , #1047 AWS Resilience Hub FEL
HNBELETEIRF M Amazon EKS #5&
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Primary account

& » (D =& > [ :-L@

Lagin Current |AM Role Assume Role AWSResilienceHub
AssessmentEKSAccessRole

THHcEBEREEARIERETAEABIN IAM EHEFFAR , WM AWS Resilience Hub 1Y
HBEXERSE LM Amazon EKS #5,

Bl Primary account Secondary account

2 rA 2 A R a——~K = @

Lagin Current 1AM Role Assume Role AwsResilienceHub Assume Role AwsResilienceHub  Assume Role AwsResilienceHub
AdminAccountRole ExecutorAccountRole AssessmentEKSAccessRole

& Amazon EKS & H &R AWS Resilience Hub f7EU#

AWS Resilience Hub A BEFE A Amazon EKS #£ FHER , fiiEREECHREVENFFT,
KRR FFTE AWS Resilience Hub Amazon EKS #ERERAENT TR F

1. RE IAM A& LFE Amazon EKS #£.

MBEREEAAGHEGERETEERRER  fUURBH T B BRESE 2, WEREAREY
FERAERRXNAE®, ENMEHR AWS Resilience Hub IAM A& HEHMER , 552 Bithe section
called “AWS Resilience Hub A E& IAM ZEER,

MREEEFEAB TN IAM EAEFREEAER | IS AREE
AwsResilienceHubAssessmentEKSAccessRole Amazon EKS E&EMHBEINIRE R E IAM
A, 77E Amazon EKS B5£8 |, EFRALL IAM A€,

EEAFMFEERAERE , AWS Resilience Hub & IAM A& &3 1FH Amazon EKS #EH 1Y
EiR, ttAEERE Amazon EKS #EEMHBMNIRSEFEN |, WigEHITE AWS Resilience Hub §F
ff Amazon EKS B EMEFF#Y Kubernetes B fEXFE,

R R Amazon EKS #£ B AWS Resilience Hub IR BV AR —EREF , BEA TS
IAM EEBERRELAR®, FI IAM EEBES , caller_IAM_role €M BT WRF LA
i} APIs AWS Resilience Hub,
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® Note
caller IAM role REEH AWS FHERFHBEHNAR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::eks_cluster_account_id:role/caller_IAM_role"
.
"Action": "sts:AssumeRole"
}
]
}

MREH Amazon EKS #EEMAKIRE ( B AWS Resilience Hub IR EREIRIRE ) |, 844
AFEHALLT AwsResilienceHubAssessmentEKSAccessRole IAM EEBEREIML IAM &6 :

(@ Note

EA LRGN  BEFHEREE AWS Resilience Hub BEEfE A ERE T EIMIRE /Y
Amazon EKS £ £ , A BERESIRFFERN. NEFHMEN K F2H

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::eks_cluster_account_id:role/
AwsResilienceHubExecutorRole"
.
"Action": "sts:AssumeRole"
}
]
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2. B AWS Resilience Hub EAERXE I ClusterRolef ClusterRoleBinding (
RoleBinding) &,

B3 ClusterRoled#4ClusterRoleBinding#®F FAEI ST , AWS Resilience Hub X
DR FAFTEBR Amazon EKS BEEHRREWEZE— B2 NER.

AWS Resilience Hub AIZBEEK T EA—I18 | LUIREE B ERNEE , SEEEMTE
a. BEFERERRMAGEZTBMN AWS Resilience Hub BEUFEUE,

£E AWS Resilience Hub 3 525 Amazon EKS #EAFEGBEERNEREMY , KU ER
3L %] ClusterRole#l ClusterRoleBindings

« resilience-hub-eks-access-cluster-role (ClusterRole) - E& AWS
Resilience Hub §¥{& Amazon EKS #&EFTEMNTF T,

« resilience-hub-eks-access-cluster-role-binding (ClusterRoleBinding)
— FE% Amazon EKS #fresilience-hub-eks-access-groupH &5 HWEE , &F
HEAEE PRITEMTFEATEMNEF I AWS Resilience Hub,

¥ AWS Resilience Hub EARXFMIEMAEHENEZEENEANT

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
- nodes
verbs:
- get
- list
- apiGroups:
- apps
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resources:

- deployments

- replicasets
verbs:

- get

- list
apiGroups:

- policy
resources:

- poddisruptionbudgets
verbs:

- get

- list
apiGroups:

- autoscaling.k8s.io
resources:

- verticalpodautoscalers
verbs:

- get

- list
apiGroups:

- autoscaling
resources:

- horizontalpodautoscalers
verbs:

- get

- list
apiGroups:

- karpenter.sh
resources:

- provisioners

- nodepools
verbs:

- get

- list
apiGroups:

- karpenter.k8s.aws
resources:

- awsnodetemplates

- ec2nodeclasses
verbs:

- get

- list

B ¥F Amazon EKS #5£# AWS Resilience Hub ZEX
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apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: resilience-hub-eks-access-cluster-role-binding
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF
b. EFEIUSEMR MM AWS Resilience Hub 1FEUE,

&R LAE A BRI AWS Resilience Hub FEVEan & Z B E P ERRoleBinding, HEE
BILEW , BXEARITIAG .

« ClusterRole - ZZ AWS Resilience Hub ZFE 7ZH Amazon EKS #& S EMmZ =M+
NERWFFEEEMY | BN BERIT THClusterRoleAt,

« resilience-hub-eks-access-cluster-role - EEEF LB ER B ERAZ RN S
=3,

- resilience-hub-eks-access-global-cluster-role — &7 Amazon EKS
EEPIAHEEHEEERNM4ENT , BEERTEHESEGREEZAMEER. AWS
Resilience Hub EEFE Amazon EKS X F EKEEER ( fIMNETE ) WA, &
REFTLIE AR A E M,

B ClusterRoleBEMWEARM TR :

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

name: resilience-hub-eks-access-cluster-role
rules:

- apiGroups:

resources:
- pods
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- replicationcontrollers
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-global-cluster-role
rules:
- apiGroups:
resources:
- nodes
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EOF

verbs:

- get

- list
apiGroups:

- karpenter.sh
resources:

- provisioners

- nodepools
verbs:

- get

- list
apiGroups:

- karpenter.k8s.aws
resources:

- awsnodetemplates

- ec2nodeclasses
verbs:

- get

- list

« RoleBinding A& - WABRT FIEMNFTA AWS Resilience Hub , AFEUSE W
TEANER. UMER K CXEEESEGEEBPEIIRoleBindingAE , B AWS

=P

Resilience Hub FZEUE Eip

®

B3 RoleBindingAEMNEARIM TR :

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l

Note

ZEANER,

MREMEH ClusterAutoscaler#{THBER , BI24A% RoleBinding® B4k
B3 kube-system, ERFTH WA EIEB ClusterAutoscaler , iE2 kube-

system iR =B — 2

EBERM , AR T AWS Resilience Hub A BRI FFA |, LA fEkube-systemds

BZEERNER , BRFFE Amazon EKS £%£,

B Amazon EKS #5# AWS Resilience Hub #2EX
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kind: RoleBinding
metadata:
name: resilience-hub-eks-access-cluster-role-binding
namespace: <namespace>
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

« ClusterRoleBinding A® - Lk AERF AWS Resilience Hub FEXE KL EERPTE
Al

#EClusterRoleBindingA®KEARIM FATR

cat << EOF | kubectl apply -f -

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding

metadata:

name: resilience-hub-eks-access-global-cluster-role-binding
subjects:

- kind: Group

name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-global-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

3. E# aws-auth ConfigMap , # resilience-hub-eks-access-group HHEZERRER
Amazon EKS #2&W IAM B,
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SRS ESR 1 PEAN IAM ABEDSER 2 PEYH Kubernetes B2 B M BRST, LEBRET
ERFFIURT IAM A€ | LUFH Amazon EKS B2 EIR.

® Note

« ROLE-NAME 23 AMEE Amazon EKS #5£/H IAM &,

- MREBHERAEXREAFHARAERN K ZACEZRUAEAR JEERIYER
23X, AWS Resilience Hub BEEL WX ERF A6,

- MREWERARARESEABIN IAM EAERFRER , AICLEAR

AwsResilienceHubAssessmentEKSAccessRole,

« ACCOUNT-ID FEXA Amazon EKS #& AWS WIEFE ID.

B LAEA T ¥laws-authConfigMapESF —EAHRNET
- M eksctl

FATH B REH aws-auth ConfigMap :

eksctl create iamidentitymapping \
--cluster <cluster-name> \
--region=<region-code> \
--arn arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>\
--group resilience-hub-eks-access-group \
--username AwsResilienceHubAssessmentEKSAccessRole

o WAL F BfREaws-authConfigMap , FERHK IAM AGFHEAMMEEERConfigMap
) mapRoles[@ER, M T 5~ R#mEE aws-auth ConfigMap,

kubectl edit -n kube-system configmap/aws-auth

mapRoles BRI E TS H
- rolearn - EHi€Z IAM A&HK Amazon Resource Name (ARN),

« ARN 8% - arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>,
« username - EMH ZE IAM A& # Kubernetes REFRERHE

(AwsResilienceHubAssessmentEKSAccessRole),
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« groups - FHEEBEHESR 2 () PEUMNEFEEBMEMresilience-hub-eks-access-

group.

® Note
WMEmapRolesBERFRFE , BLEFBHFIERHEE,

FERATHER , # IAM SEFHEERAFIEEER ConfigMap T mapRolesEEL,

- groups:
- resilience-hub-eks-access-group
rolearn: arn:aws:iam::<ACCOUNT-ID>:role/<ROLE-NAME>
username: AwsResilienceHubAssessmentEKSAccessRole

B A AWS Resilience Hub EA 2 228 Amazon Simple Notification
Service &

AEFEREA LR A AWS Resilience Hub , #§ A2 F A ESIE A 2 M 228 H Amazon Simple
Notification Service (Amazon SNS) £, EFEBHHIEZE Amazon SNS £ , FRELE T5E
H:

- YEA® AWS Resilience Hub B EEARER .

« %8 AWS Resilience Hub &% @ &R A Amazon SNS 88, MNFEE I Amazon SNS FRERYEF4H
B, 5528 E T Amazon SNS =&,

£ EZE AWS Resilience Hub A& B A2 M EERY Amazon SNS £ , X BFERA THREEHR
Amazon SNS FEEMFEUEK :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowResilienceHubPublish",
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"

iy
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"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name"

}

(@ Note

E&E A AWS Resilience Hub #FASMEIZEMA BH R A EIERBMANESE
PR ERER | BN AEBHE Amazon SNS TEEVNEREK, BIENE
& resiliencehub.amazonaws.com@¥ A resiliencehub.<opt-in-
region>.amazonaws.com,

MRIEE AR FAMRESH I (SSE) Amazon SNS 88 | {844 BRER AWS Resilience Hub EF&
Decrypt# GenerateDataKey* ¥ Amazon SNS INZ £ K FEE,

EERM Decrypt# MGenerateDataKey*7HUE AWS Resilience Hub , A4 EEE T 5 AWS
Key Management Service FEUBERRIFF AT,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowResilienceHubDecrypt",
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
b
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,

"Resource": "arn:aws:kms:region:account-id:key/key-id"
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PR H M A SR HEBR AWS Resilience Hub 2 EHIEFA]

AWS Resilience Hub AIZEERFIFFA , LB ERREBEEAEXNER. SUUERATH IAM E14F
BR , REFAINSERHBRSERAEINER. Tt IAM FEBERT , caller_IAM_role (&
BHY AWS ERERFEERSE ) AR B A tRE , LUFL APIs AWS Resilience Hub,

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "VisualEditorQ@",

"Effect": "Allow",
"Action": "resiliencehub:BatchUpdateRecommendationStatus",
"Resource": "arn:aws:resiliencehub:us-west-2:12345678900:app/0e6237b7-23ba-4103-
adb2-91811326b703"
}
]
}

PR EBIS LM AWS Resilience Hub

EASERS , AWS Resilience Hub 2 Z| Amazon Web Services : Z2 2 FEEH O EH TR AWS
HELIKBHREZEEFNRE,

ST LAMER AWS B34/ API FERY | AWS Resilience Hub EBMERER . AF M4 AXE
Transport Layer Security (TLS) 1.2 SiE#RA. BZEMEA TLS 1.3 SEFHRAE. AFHBSXERE
B XEENLR (PFS) WRIBEH |, HIINEREF Diffie-Hellman (DHE) =45 Bl #h 4R E& % Diffie-Hellman
(ECDHE), BARM (W0 Java 7 FIEHFIRAE) AZEZHEELERN,

AN, BRMLACAFERE® ID FME IAM RMEEBNAEFTHERREE, NF , EAUEH
AWS Security Token Service (AWS STS) LEA TR LZ L BEURBER,
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AWS BRIFHEMERE

RERM AWS Resilience Hub £ AWS WIREHTH S EEMRENFMEF , SURRERE
NWEMRERTZHE, EERESRIESEEAREN TH (AppComponent) sEMHBERPERMWE ,
EEEREEEE (RTO) MERHEEZ (RPO), HMEEBETREENTE , MEAREN., ERE
HWE, TRHESFEHNESHE, T8  EERTELRE , BXEREHEEN IAM FFITH AWS
Resilience Hub , AAFFEHEREHN ER. EEE—F 7 #E L5 AWS Resilience Hub FEUEHN &R
WEHITAREFRNEREDREFNEN IAM A , 528 AWS ) FEBE AWS Resilience Hub,

AWS AR &

* Amazon Elastic File System

« Amazon Relational Database Service ] Amazon Aurora

* Amazon Simple Storage Service

* Amazon DynamoDB

* Amazon Elastic Compute Cloud

* Amazon EBS
« AWS Lambda

* Amazon Elastic Kubernetes Service

* Amazon Simple Notification Service

* Amazon Simple Queue Service

* Amazon Elastic Container Service

» Elastic Load Balancing

* Amazon API| Gateway

* Amazon DocumentDB

« NAT Fi&

* Amazon Route 53

* Amazon Application Recovery Controller (ARC)

 Amazon FSx for Windows File Server
* AWS Step Functions
* Amazon ElastiCache (Redis OSS)
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Amazon Elastic File System

g3 %5 Amazon Elastic File System 5B W EEMEMEMEZR. WMFTF Amazon Elastic File System
HWEEMET , 3528 Amazon Elastic File System 4,

BERREEE

AWS Resilience Hub 2 EERZRFGER . EENEEE. EXRAELNSYEHTERRBEE A
AEEPERNEE, NEERRFERNFMENR , 5520 Amazon EFS R R K] MR A
o

BERR BN

AWS Resilience Hub ERERBEABENRRRMKESE AWS Backup 58], LA, ©ER
#Cross-RegionfHBEREACHA K BRBRFEREEZEEZEBRPE.

AWS Resilience Hub ERER B EAINEBNERRAEEEFHARZEET Amazon EFS B EHE

B, Amazon EFS EREEER RS EAREN. EREE. AZ NEFBHRNTEMR RTO MAEMR
RPO, Btk , & AWS Resilience Hub EE 2B HEEIHAMN && AWS Backup , ABEEARERF
BT RFR AR R RN,

Amazon Relational Database Service fl Amazon Aurora

ZAEi%H Amazon Relational Database Service 1 Amazon Aurora BN FrEEMRENER., W
£ Amazon Relational Database Service #1 Amazon Aurora BIE¥#IE A , 552 B Amazon Relational
Database Service X4,

E—-nHE&RZE

AWS Resilience Hub EREZRNERBHELAE —HTER  NREE , ARTEREFTIEREH
ITEBMERRERES.

Multi-AZ deployment (£ s[5 5§ 173 51 &)

AWS Resilience Hub BEREERNERRERENTERIEMFRNER—EHNE, MREAEHBER
BEAEMBERE , & AWS Resilience Hub BBEERBIHBENE AZ 1, BUEE AZ hEIFF AFFREE
BHE,
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=4%)

AWS Resilience Hub @ E TR IEREEAEHNENEREHNITEE,

« AWS Backup 6 B BB iBENETE
« AWS Backup MR EHBERER , AIEAEEEEQEREITRE
- B=HERRENFERR

BENAHERE

AWS Resilience Hub M EEMEBEKEFHEZEZMN RTO #1 RPO BE , UREFHEHER. i,
AWS Resilience Hub ATLAGEBI T HIE5 [EIEHRE |, SUREREE A E

- EEEERESREEERNEHAESD

- ZEAERSPHEHRBIESR

- EF—EESFEFREESEN Amazon Aurora 215 & FE

« Amazon Aurora £ EHE , E5 —EESTESEFERERESE

BERENEHATHEBEE

AWS Resilience Hub EE# R AZ HETHR , SREBEMBRFTERMN RTO M RPO BE. it
4k, AWS Resilience Hub AT A BI TP EIH A ERE , LUNERAREN, ERREN AR E
- EFfEH

- FE AZ PHEMRBRER

- BE5—EAZ FEBEHBIRELRD Aurora &

« Amazon Relational Database Service (Amazon RDS) #J £ ith[5] 25 {8 17 3117 {E 88

- Amazon RDS Z A fEE#E

- BE5—E AZ FEFEMHBEEIELRK Amazon RDS E—#{TERE

Amazon Simple Storage Service

&35 Amazon Simple Storage Service (Amazon S3) 4SBT EEMREMESRE, ME Amazon
S3 MEFMEM , 552 Amazon S3 X,

f@n 202


https://docs.aws.amazon.com/s3

AWS M4 EREES

RiR A 122 5

AWS Resilience Hub 57 Amazon S3 7T 2B B E S BUAMA I Hl,

B H

AWS Resilience Hub &R A E AEZBE M Amazon Simple Storage Service (Amazon S3) AT 88
FE & AWS Backup 718, A, CHERELNBREEFTEREEFHERTE , REERABES
B E,

i ) B 1B R

AWS Resilience Hub 8 EEMHBRHN RPO B EREF Epoint-in-timeB /R (PITR), i@ , PITR &
TEEREFEG. Hit , EUNEACRABEESFHMRENEREEER AWS Backup 58], REIZH
R HERRET R,

AWS Resilience Hub 2R ER B E AZPEM Amazon S3 FEEFEERMERMNEZHEE (SRR) MEE
H#EE (CRR), Amazon S3 EREBAEERAERN, ERXE,. TAESNESERNEZEKIESR
B RTO ML ITHEESH RPO, A, CETUREVHZREERER , RAERBRYHEFRATESES
Z| B & Amazon S3 f# 7T, LA , BIFEHBEPERMN RTO B , & AWS Resilience Hub ##
BEREERA Amazon S3 EEEREE4] (S3RTC). WETEINERESTE 15 P ERNEER 99.99% K KR
FETEYWH,

« AWS Backup £5 B B & HAYFT S
« AWS Backup MIREHNBERER , AlfEAEEEREGERNETRE
« BZHRORENFERE

Amazon DynamoDB

ZE% H Amazon DynamoDB B M FrEEMMEMERE. MFE Amazon DynamoDB KIEFME |
728 Amazon DynamoDB X #,

2 ¥ i)

AWS Resilience Hub S ER B CAMEBMNERRERHEHD. ) , cHERERSETEALBNBER
REBEERES , LUREERSBRDE.
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By ) RE 18 R

AWS Resilience Hub &R BB ERN RPO B , RERABEEpoint-in-timeB/& (PITR). T
B, PITRAXEEEEHFHED. Hit , A EASMAE RS FHGBEENREIRE AWS Backup &t
B, RELFBERREETEL

EHERR

AWS Resilience Hub £#ZZ828#) Amazon DynamoDB BRI REREEATHMEHPES—HZ
BEANSFERNEK, RELHERNRTNEBHBHRNWTEMSLITEAR RTO MEMAITHEESH RPO ,
tREEFHIHEIHI T BB Z EHEXPEENITIEE. AWS Backup = Amazon DynamoDB
PITR FARAER —EEESREERAENFE,

Amazon Elastic Compute Cloud

A% H Amazon Elastic Compute Cloud 3B MW EEMMENMER, WFE Amazon Elastic
Compute Cloud BYE¥#IE A , 582 Amazon Elastic Compute Cloud 3 4,

AREEIT B RS

AWS Resilience Hub TN R&FE T HEHSF —HEH , 4% Amazon EC2 #1TEEE R B A EREHITHE
B -

« t1RDeleteOnTerminationEAHE —EiEEE I HIT{EEEA Amazon Elastic Block Store
(Amazon EBS) ik BB 4 E A false.

« 18 Amazon Data Lifecycle Manager 5, AWS Backup 5T &/iE# %] Amazon EC2 H{T{EERELD —
& Amazon EBS B{RE[E.

- 15 AWS Elastic Disaster Recovery AR E Amazon EC2 #1TEBREFHEE.

(® Note

W Amazon EC2 #I1TEBR TS LR EFAHEMYE , & AWS Resilience Hub #§H 17 A &R 5E
Amazon EC2 #1T{EEE,
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Auto Scaling &#H

AWS Resilience Hub 2R E&EARTE Amazon EC2 #I{THERBEE, MERR K BEFHEEZTHE
I 4EHERY Auto Scaling BffH (ASG) RiGFHERE . MREHEAIEEMN ASG , ARH EBBREEES
BERTARERET. MR ASG tht REMH Spot Amazon EC2 #I{TEEEE , BEEFEHAMRE Amazon
EC2 #i1TEREMERE , LLFE Spot Amazon EC2 #{TEEE £ % A RF S EM,

Amazon EC2 #¢E¥

AWS Resilience Hub AJ# Bl Amazon EC2 #% A UWRBHEATEEAEMETHHHE , UREEE
£ Spot Amazon EC2 #{T{EEE., # Amazon EC2 B T AERMRSHEHIHE  JXEEWRS
e P ETRFAVSEM, B Spot MIITEEBELEAE , FRAEEHTE®RIE™E Amazon EC2 B T =
HoEH,

Amazon EBS

AEi%|H Amazon EBS B EMNFIEEMMENER, WFE Amazon EBS HFFMERR , 382 E Amazon
EBS X4,

HrEls i

AWS Resilience Hub € 8 E 2B 2 AR Amazon EBS it EEHZ T 5 HEh —EHmIE,

« JE#EZE Amazon EC2 #1T{E# 2 45 E Amazon EBS #ikEMH R R A,
- # Amazon EBS %% AMI 23 F Amazon EC2 #/TEE M K4 H A,
- B=FHiRODRENFERE,

WA MRENBEREEREETERTPE , &€ AWS Resilience Hub B EHHER R REERA
5 [ 19 {1918 18,

EfemNEE

AWS Resilience Hub IR &FE T EF —1EEH4 | Bl Amazon EBS Bk ES#H A A EREHEE -

« MRk Amazon EBS i [EHDeleteOnTerminationB R E A false,

- 18 Amazon Data Lifecycle Manager 5 AWS Backup 5H&IE2lt Amazon EBS B [E =, Amazon
EC2 #1{TEBAEIN , RIEEEE WK ES Amazon EC2 #i1T{EHE.

« MR AWS Elastic Disaster Recovery FiIA# % Amazon EC2 #1T{ER FEFRIERE,

Auto Scaling &4l 205


https://docs.aws.amazon.com/ebs/
https://docs.aws.amazon.com/ebs/

AWS M4 EREES

AWS Lambda

AEHHEENFrEEMEREREE AWS Lambda, MEFFMEH AWS Lambda , 528 AWS
Lambda 3 #,

ZF Amazon VPC 7

ﬂlh

AWS Resilience Hub EBIE#£ZE VPC B AWS Lambda B48, AWS Lambda E#ZE Amazon VPC
TEIAZsT#38& |, 17 3% 4 o] F [E i3 A T B Ao R B BE

BYF T
AWS Resilience Hub %% AWS Lambda BRE R B EZERFT TS (DLQ) , ARTFRBHFER.

#% DLQ E#E AWS Lambda BB A& By ILFERVERLER | YERERREEREEXMBFER,

Amazon Elastic Kubernetes Service

&35 Amazon Elastic Kubernetes Service (Amazon EKS) 4B MAEBUHREMESR., NFE
Amazon EKS HEFHIERA , 528 Amazon EKS XX,

Multi-AZ deployment (£ #th 5 £ {513 &)

AWS Resilience Hub &5l Pod I BRABEZE AZs PHZEIT/EEHE LT, MBEAEMER
RERHPEHHFEERSEE 6 AIFEES —EESPFEALEINAN Amazon EKS B, LEEND
Amazon EKS #HE B D HESZME AZs P2 EITHEEH BN Pod SEBHEITERE.

EBE B2 ReplicaSet

AWS Resilience Hub R &R A A ReplicaSets = Pod #1# , MIEZBE. #% ReplicaSets 5 Pod
MR ASE , AIB{CRTRAEEBR Pod 5T, YIS HMEAEE.

EBHE
AWS Resilience Hub € E T REEREFTHANEE

« £/ Pod TR (PDB) - £/ PDB AiZEBRE LFEH T Pod MENRSE , EEMEEREF
B, RaE A RAM.

- BEREERHMEEINSR Amazon EKS ZEEREHE - WA A LR B/ TS SR E&
E#o
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- XESEIBNERE CPU MEEBFER - ELHERAHE) Kubernetes BIERFE Pod T RWETE

- AMERBRBRENRMNERERE - RENRKEREGNEBEHREIIETEE Pod RUEER
BEh, REEMEERETELBREMICERN Pod PEBRHETHM,

- EXJE Karpenter, Cluster Autoscaler % AWS Fargate — iIELL#HRE ] Amazon EKS B EMWERB L
RELREIEEHER,

« ERTEIKFE Pod Autoscaler — IARAEA[1#1B) Amazon EKS #EHBIBR I/EER , LUREEREESE
Ko

Amazon Simple Notification Service

g% H Amazon Simple Notification Service (Amazon SNS) 4B FrE B REMESE., WE
Amazon SNS WVFFHE , 552 B Amazon SNS X,

ES-HICS

AWS Resilience Hub €% Amazon SNS TEE2EEDEEE 1 @EETE , UEREANFAELEZIE
%o

Amazon Simple Queue Service

&35 Amazon Simple Queue Service (Amazon SQS) 4B WA EEMBREMEZE. WFE Amazon
SQS MFFMER , 52 B Amazon SQS X4,

ERF TS

AWS Resilience Hub €# % Amazon SQS 75| 2B EHEEMBABN DLQ , LEBEER I RFHEET
BAEFWAL,

Amazon Elastic Container Service

A Ei% 4 Amazon Elastic Container Service (Amazon ECS) 8 Wi EMRENEE., NE
Amazon ECS WM& , 2B Amazon ECS X4,

Multi-AZ deployment (£ s [E S {3 E B)

AWS Resilience Hub 1B #% Amazon EC2 S B fEH! | % Amazon ECS EH S RERBHEZE AZs
F#E1T, AWS Fargate IREHWBREERFHENRESE 6 AFEES —EBESPEAEAN
Amazon ECS 5., Htt B £ 1 2KBRE , LMEEZE AZs FRTEB IR
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Elastic Load Balancing

ZREi%| H Elastic Load Balancing 3BT A EMMEFNER. WFE Elastic Load Balancing BV E

# , 2B Elastic Load Balancing 3X#,

Multi-AZ deployment (£ s[5 & {86 13 &)
AWS Resilience Hub &## Elastic Load Balancing & Z 18 AZs H#1T,

MRENBRZEZEEFHPENRESEE  AFEETRNES P EATEIND Elastic Load Balancing.
Hth Elastic Load Balancing VA TR R , b et B HEZE AZs PHHBETRR.

Amazon API| Gateway

AREF5 H Amazon API Gateway 3B M AT EEMRENER. WFE Amazon API Gateway K FFHllE
A, 5528 Amazon AP| Gateway X #

B EEIE

MBELHBEEEZREFHDE , AWS Resilience Hub ##BZEFEEE P EEE /M Amazon API
Gateway APl EREE,

E APl ZH R EEE

AWS Resilience Hub €& &/ APl &1 Amazon APl Gateway FEEBFE. FAHE APISEEIR
BB 2% E AZs B9 Amazon VPC /% BZWRE.

Amazon DocumentDB

ZA&i%|H Amazon DocumentDB 3 EMFIEMREMEZE. ME Amazon DocumentDB HIFEHE
28 Amazon DocumentDB X {4,

illll
3

Multi-AZ deployment (£ s[5 & {86 13 &)

AWS Resilience Hub €% Amazon DocumentDB &£ R B HPBEZE AZs b, IRENBEREE
HEREHTE , AITEERHEESENNXNE Amazon DocumentDB #E&, (VRTEREHHN Amazon
DocumentDB # £ th SEFEE1E ZE AZs FHEIT,
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AWS Resilience Hub #2#Z Amazon DocumentDB Elastic #£# 5 R A FEAISPBELRRE AZsEHEE
B,

EUERENFEIRE

AWS Resilience Hub &2 & EHA Amazon DocumentDB Elastic £ FERE, FEHRE
AFERNEFAM , WIRHEBRERBIERNEY | UREBNWEKLER,

NAT 38

AREISH NAT Gateway HEHFMERENER. WF NAT Gateways HFFHER , 528 NAT

Gateways.

Multi-AZ deployment (£ s[5 £ {513 &)

AWS Resilience Hub &#Z& NAT Gateway @B HEEZ L AZs F, NMREHNBEREFEEHEEEF
B, IFREREEFEZENN NAT Gateway FE. Hth NAT Gateway VAT REE , Lt FEHHHEES
8 AZs RV EBBHEITERE .

Amazon Route 53

A &35 Amazon Route 53 S5 EMWMEREMNES. WFE Amazon Route 53 WEFMAEA |
Amazon Route 53 X #,

3
B
8

Multi-AZ deployment (£ s [E 5§ 13 51 &)

AWS Resilience Hub €#2% Amazon Route 53 FEEEEHEREHEEREHPERZEEEZ , UK

ELREREMEESME AZs b, MREHWBEZTEREPEHRRZEE , AWS Resilience Hub &

¥ZE Amazon Route 53 EEEHE KRR EZHAES T ER , SEESEELEEE , URELAE
ERMEEZME AZs H,

Amazon Application Recovery Controller (ARC)

&35 Amazon Application Recovery Controller (ARC) (ARC) B IEREMERE. WFE ARC
E’Jn¥%ﬂi§ﬁﬂ nﬁ e ﬁ ARC K'{q:o

EUBEENS A RALE 209


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html
https://docs.aws.amazon.com/route53/
https://docs.aws.amazon.com/amazonarc/

AWS M4 EREES

Multi-AZ deployment (£ s [2] 5513 Z5 &)

AWS Resilience Hub 8EREFLEFRREANBEZEEES S , WEREAREEXK , LLEZ ARCE
fBRE , LEESFEHFRESETANNZHRREE, S8gRIEA , SASKELEBENNE N EE
58

Amazon FSx for Windows File Server

ZAEi% H Amazon FSx for Windows File Server 4348 AEMRENER, FE Amazon FSx for
Windows File Server BIE¥#AE , 5528 Amazon FSx for Windows File Server 3 4,

BEEXRGHA

AWS Resilience Hub 2R EERXFMHLEA . Regionals One Zone, BRRKEHNSHEHTER
e AR PERAEY. NEERRRERNFMERNR , 528 Amazon EFS,

ERRF D

AWS Resilience Hub AWS Backup ERERAEANBBHIRERRMAEEZ . I, cthERELENEE
EAEEREEEHBRTE , EA 2R cross-Region backupi#iE,

AWS Resilience Hub €& EABBHERRKEEZEFHADNE REIFHHERE AWS DataSync EXE
B,

AWS DataSync 2 EREBSERTUNREERRE. AZ NIESBRMNFELAIEER RTO MER/T
YEEE RPO, It4h , ©AILLE BEAMN &4 , AWS Backup LLEEEAERXPERER.

AWS Step Functions

AEFH HEENFTEREMEZ AWS Step Functions. IEFAHE A AWS Step Functions , 552
AWS Step Functions X4,

AR 2122 15 7 B 2

AWS Resilience Hub &#Z AWS Step Functions TR B FERAMRAEZEHMBIBERUEEFHTITE
H:?t_l' Faﬂo
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B EEEE

AWS Resilience Hub R ER B ETREEE P EPE R AWS Step Functions TEREBEEN TR
2, UEEESPERER,

Amazon ElastiCache (Redis OSS)

ZHi%|H Amazon ElastiCache (Redis OSS) 4B FAEREMER,

% Amazon ElastiCache (Redis OSS) HEF#IEA , 528 Amazon ElastiCache 3 #.
— A HAESRE

AWS Resilience Hub %% Amazon ElastiCache (Redis OSS) #%£ R G5B AE—HE , REEK
HrEHMHBETE—TRREES,

— A EEE

AWS Resilience Hub B3 Amazon ElastiCache (Redis OSS) #& 2 ANEAEZETAEENEE
B (HAREESNERAEEEANES ) , WMEZTTAREHPEFAFRERE,

EENAHEEE

AWS Resilience Hub &M BERHERMN RTO M RPO BE , UtERFE HER. 1t
AWS Resilience Hub A LA 515 E £ Z M@= H H K Amazon ElastiCache (Redis OSS) 215 & #H7 5
EE#EE.

=4%)

AWS Resilience Hub 8 & T 3{H A R B ERA EIEM Amazon ElastiCache (Redis OSS) =B
anXH-I_E’JB%x%

- BEED
- B=HiRt RENF B iEG

AWS Resilience Hub IR EAES , TEREBHBOMAERSFE. T8 , EUUEERT—BE
ERREE  INRTEREEEFTEIER,
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ERENEHARTHEBEE

AWS Resilience Hub TEEREFRIER AZ FETHIE , @REEMEEPERZN RTO M RPO B, it
S\, AWS Resilience Hub ATLAE I T 5 EIBALERE K REBRENTAHESFPEHER

- BEEXEAEE Amazon ElastiCache (Redis OSS) #5£1R[E 7 A &5 H 1Y)k E5an 8 2178
B,

- BEEAMAEE Amazon ElastiCache (Redis OSS) #5EMEREAE L+ , MR TETHEHHAE
e HETER,
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e A Eftt AR5

AREIFREAEE HE) AWS B BRFE AWS Resilience Hub,

&
 AWS CloudFormation

 AWS CloudTrail

« AWS Systems Manager

 AWS Trusted Advisor

AWS CloudFormation

AWS Resilience Hub E£2 #4 AWS CloudFormation , It BRFS 7 173 Bh {828 5T MR E AWS EIRHY
BE  UERSEUNEEERNERRENRE, BUUETHRRBEREZEENTE AWS &
R ( flan AWS::ResilienceHub:::ResiliencyPolicy 1 AWS::ResilienceHub:::App) , 3t &%& AWS
CloudFormation fiZ2 MR EIELE IR,

£/ B AWS CloudFormation , 2o LAEEBFEAEA , L — BB EEHERE AWS Resilience Hub &
Ro WREMER—IX , REEZEAWS tREMNEESFEEHEHENER.
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