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https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/
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https://aws.amazon.com/vpc/
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https://aws.amazon.com/lambda/
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https://aws.amazon.com/fsx/netapp-ontap/
https://aws.amazon.com/fsx/netapp-ontap/
https://aws.amazon.com/certificate-manager/
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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(® Note
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home#/stacks/quickcreate?templateURL=https%3A%2F%2Fs3.amazonaws.com%2Faws-hpc-recipes%2Fmain%2Frecipes%2Fres%2Fres_demo_env%2Fassets%2Fres-demo-stack.yaml
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IBEBRISR 11



#5EEE T2 Studio EREER

BB R S EERE. ERALEEFHBHHPUWEIH EnvionmentUrl RFEL Ul , HEZ LA AREEE
EHENEHEHPERESHEBEN URL, BRI LUERBEE Active Directory P A EXRZBNERAENR
%% A Research and Engineering Studio I:R%,

IBEBRISR 12



#5EEE T2 Studio EREER

MBI BRI EE

AEEDEHNAR, Z2tt, XEEFHNEENEEENR , i#HBERE Research and Engineering
Studio I ZFEAWS,

22N

LHYFFEM T Studio AWSHIREMER , EREFSAWSHITEARAMENERNE., MFEFMAE
A, F2EAWSIHEmTH R,

(® Note
REAB X (NHITIE MEEFTEANAWS RIS K 48,
BEBKEER BN TEEAWS Cost Explorer , B EE KA, ERTTAEEE, NETEF
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https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/security/
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EEeH RES BEMWIREEF Active Directory FEVMEBRKREAENEREESE, MEFM
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AR EE S LUIEA Active Directory EEBFEAEFN., ERKFEAEFR RES FAENTE
B¥ , RES €[ Amazon Cognito 1T & 2 8%

Security groups (Z£ &)

hERPEYNZ2EESERE MBS Lambda B#{. Amazon EC2 #{T{E#. ERRAMNER
VPN in Bz B RE, MEARLEHE Y ENZIEMRATEE —SRIFE,

B RN

BI5EFEER , £ AWS(RES) £# Research and Engineering Studio &£/ RES A/ £ 8 hn 22 5 A8 H
BHRINEFER, 28 RES B, B LUEE AWS KMS key, RES FRZHNEABRRETFLBE
g, MBEGREHEFHEENEEN AWSKMS key , GRS BNBFTEEFER,

RES £/ SSL/TLS MB@HFNESEH, TLS 12 RLEW , BRHBEM TLS 1.3,
LhEmT RENZEEE

#NZE Research and Engineering Studio FTEARKE 2 MZENFMHEN , FERTRPHERS

AWSHER = £ &R ARFS XA R #E RES HHIEAF N

Amazon Elastic Compute Bty REERERERLE , WMEAH

Cloud FIBNEERBANABHEE
MERSEE,

Elastic Load Balancing B 28, BEEEEEMN VDI =#

SEAHTFEHRRFM Auto
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security.html
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. Active Directory FHES
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FRIAREES , fINERE.
B, BEX. ERRBENTH

O
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FHET VDI TER R EE o
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XEEmMIEE , FIAERH
DynamoDB & &k P HIFLE .
(&) Active Directory F5 T4E
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Fie
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AR A,



https://docs.aws.amazon.com/vpc/latest/userguide/security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/security.html
https://docs.aws.amazon.com/efs/latest/ug/security-considerations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-security.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
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BYMBRE BB RN AE
BHTERNESTHRBER
o

BYEBTIAXEERSH
7o

X & VDI juttz B & ME] E
RE flans2e M EH,

£/ Fargate (E#%& 8, FH
M ERIRIE
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https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-fargate.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/acm/latest/userguide/security.html
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AWSIRELZ £ &M RigE|A R RES FREA AR
AWS Backup 2/ % Amazon EC2 =##, X%
##£ A DynamoDB 12 {13 Ih
e,
gL
FRISELZE (B ARE) 2 AWS IRF HWIRBEERIIBRIENFAEE,
Itk 7 qR R AWS BR 75 1Y BiL 28

ARELHLERTEFNESERBAERANEE. WEESHEBAENR , 526 AWS Service

Quotas,

BREBEXRIES T YIREWEEE :
¢ Amazon Virtual Private Cloud

« Amazon EC2

= EERIEINEEE |, 3528 Service Quotas FRAEEFEHPNERIESEFE, WR Service Quotas A j=
RIBHERE  BEFEAENREEERE,

AWS CloudFormationfit 8

EHERDPREEEE  SEZIE AWS IREMAWS CloudFormationBitZE, FEiB 7 ELHEIEE |, &

A LLE % PR F SFEIE BRI B E RV EEER, MEFMER , S BAWS CloudFormation € EH &
E8)Y FMAWS CloudFormation®t %8,

HLEE 4

mEHEEA Amazon EC2 #TEB K/ NBEN A/ DMNRRERRME , LBERK. ATHERSR
REERBEFNEY  SEBBREMEMERHME Auto Scaling B (ASG) ANFARFRNERERE. #§
ER—EHRTEERENIRENTERITRHSETHRESD (AZ) WEH , TREEREBNEREX
B R R AT T RERY R

ASG FRET7E Amazon EC2 A BT , #utA https : //https://console.aws.amazon.com/ec2/o
EMAREEILNE ASGs , BEBBIU HE-asqg. BAUBR/NMENMEEREABSRLEEIR
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https://docs.aws.amazon.com/aws-backup/latest/devguide/security-considerations.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://console.aws.amazon.com/ec2/
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{Amazon EC2 Auto Scaling £ & ¥Er) FHVIERE Auto Scaling F4EHY K7\, Amazon EC2 Auto

Scaling
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WEmER B REFTE FRENBBAWS BE, SXAEATEAAWS BEFAEREH FREL
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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Ep =Ry 5 35 BRA HHRA (2026 F 6
)
BN (CKEE) eu-south-1 = =
BN (ZHEH) eu-west-1 = =
BN () eu-west-2 = =
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FTEMHAWS B 19



W32 EE T2 Studio EREER

EPEE m

(® Note

WERER AWS CloudFormation #EAF3# & R B E{L HEE . CloudFormation £84<3RBA Itk
ERHPEE AWS WEREHEBM., CloudFormation B EHEEAPMRNER,

RBERZA , FREAREEAANRAAA, 28, ERZeMEMWEESE,

FHE

. FRGRA

« BEYAREIR

- FR1 . BBEM
s BR2:F-RBA

FORIRHF

FE

- AWS IRFEREEFEREEY

« B3 Amazon EC2 SSH &%}

- EINRKEEE

« B Cognito EFAEERE (FA)

- EVBFTBE (ER)

« BN (£ GovCloud)

- REABER

- EEWIREPRE LDAPS (A )
EXE Microsoft Active Directory B IRFS IR 5

- BREME VPC (EA)

AWS IREFFEAEBGFEHERT
ENEHEAWS IEFEE SEERAEN

TORIRE 20


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
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1. BARK https://portal.aws.amazon.com/billing/signup.
2. FERERLETRET,

Mo EMEFREPRENER , LEESFR B ARER,

B8 BAWS tkRF , AWS IRFIRERESEY . REAEREFIRIRFPHNAAE AWS R
BHNER. FRAZERAERR  FREEFIEERGERASE  YEECERAREAERUTER
REMEFIRENEL,

3 Amazon EC2 SSH & ig¥

WMRIEEHE Amazon EC2 SSH £i8¥% | AW EET —@E, MEFMEEA , F2E (Amazon EC2 £
Ei8m) PHEH Amazon EC2 By €£88¥%, Amazon EC2

18 hn BR 75 Bl &R

REEBRENTIIEE W RBEHE :

* Amazon VPC
- #EE NAT FEREY P i FEElE 5 RS2 8,
- BEETAREEN NAT FiE#R 5 EEme 10 @,
* Amazon EC2
* #% EC2-VPC 5 IPs ft 5 &£& % 10,

AWSTERIRF B BEAWSRBNHRREHE, REZERY  FASEARERRESHEN. B0
mRREEELERSE K MEGCERELIRS, UFFAES  F2RELERTAWSERBHE .

3 Cognito FHEEE (EA)

BRI LUEEE R K RES BEARBM Cognito EAELE , METERENBFRS 2RE, &
Rl , RES EBBEMFM Cognito EAERE. REFENERAEREEXAERTIEMBTEMY !

28 =il RNME/IRE RRE/RE Mutable
custom : aw String TRUE
s_region

Y Amazon EC2 SSH & &% 21


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
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custom : pa
ssword_last_set

custom : pa
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custom : uid
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Number
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BV BRTHEE (EA)
BERBRUYWRHMEAN URL, ERERNETEE. STLURMEATAL , LREMEBAHREH

RNME/IRE

2000200001

RRNE/RE

4294967294

Mutable

TRUE

TRUE

TRUE

TRUE

BE,
NEpEREEFE—EARF , TALEHNBTREEIER, IRECERSYEAEFRANTERES
HBEELINRE , WURBLERENSE,
HE , BB THEEE , £H Amazon Route 53 5¥f#3ig , W FER B AR EFEAWS Certificate
Manager,
1. {KBRIERM@ Route 53 ST MiBiE, LEZSWIIEE 74,
2. HWHUREMEEEESE. Route 53 EHEIEIHIER,
a. BB Route 53 1A,
b. REAEEHREFAEES,
c. FRALNPBEZEBEINRERSE , YERFTERESE ID,
3. BARX AWS Certificate Managerdt ik 88 T 51 P BRFE R BB E . MELMNRFTEINBMATEN E
b8
4. WREBERREBIHERE K ARSHRENEFFER. BREER
5. EBEENEFE ID UBRBGER.
6. HEMHERD , BZEHE Route 53 FRBIiCHF, REERANEE+THEE,
7. BHEER K BREFREERESR ARN,

BYRATAE (ZR)
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html

#5EEE T2 Studio fEREE

M

B8 ({£R GovCloud)

MRIEERE anAWSGovCloud EiFHEfE , HIEEFEABEAR Research and Engineering Studio #Y
BEI#E , BIXETHEL EREHTS R,

1.
2.
3.

ERINEFRERBNEED ZIEAWSIRF 2B CloudFormationf &,
#£737% CloudFormation BItHA , 2RIFEET CertificateARNH PrivateKeySecretARN,

£ GovCloud D EIERE S , B EHBCertificateARNBIHEMNWER, FEZHWMER ARN |,

WA EZEHEEWE , SUME vdc-gateway A AERREE :

a. res : ModuleName = virtual-desktop-controller
b. res: EnvironmentName = [IREB#E] ( TLL=E res-demo. )

£ GovCloud P EIEWRFEH , B EHBPrivateKeySecret ARNE HEMHEZ,
ARN , WA REZEFIEENE , LUE vdc-gateway AL FEEE :

3
b
ah
zﬁ
&
3
%)

a. res : ModuleName = virtual-desktop-controller

b. res: EnvironmentName = [IRERBE] ( TR res-demo. )

RENHER

LHYFFSEM T42 Studio AWSTRHAE HE R 77 T FIANEBE IR

Mg (VPC, B FHEBENILE T )

ISR , BRHITHMNEEE RES I]RiE. Active Directory (AD) M FAfEFHH EC2 HITEE.

* f#7F (Amazon EFS)

REUKETSERSEEMRE (VD) FFRHERNER.

- B #BR# (AWS Directory Service for Microsoft Active Directory)

BSRREEREAERES RES RE.

- WE , HP IR L RR/EHM Active Directory IRBIRFEAEEBANEE (FAEEHB. B

%)

Research and Engineering Studio /A FEUGRMHENWE , BIEREKRS BIEAWS Secrets
Manager.

BiE (R GovCloud)
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https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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/A Warning
BN BRBERSHFTE Active Directory (AD) fEF HIRZEE RN E FEHF1bit,

® Tip

MREBEETBREARIE , BRFELNSERATA , WAUERAAWSEREEER S REE
HBER. FSEAT - EUNSER , AEEWIRFPHEEIR.

¥ anAWSGovCloud BIFHH REHE , BLATH PHRERBESRELHE (ER
GovCloud),

EHA

HIRIEHERE LDAPS (EH)

MREFTEIERZEP LR LDAPS B , BIXEZRATSR , TREEVUBEUMHEES AWS
Managed Microsoft AD(AD) #8iF 1228 , LR/t AD F RES ZEHEM.

1. BBEBREUMAAEEN BAERFREE% LDAPS AWS Managed Microsoft ADRIREHI S, MREBR
FA LDAPS , BIFJLARKIB LS ER,

2. HEFRETE AD LFRE LDAPS 2% , [EH AD B :

a
b.

o

f.

g.

BI{ESEEY Active Directory {al lRES.

LEE S &2 Bk PowerShell,

1T certmgr.msc ABBUERBE,

BEEFRRMEENRERREMRE K RERRABEBREE.,

BERYWEE (RABEARR—T ) HEAD AERSEENER K ARREMEEE K RARE
BEL,

JZHN Base-64 #RIEH X.500 (CER) , RILBET—5,

EEE® , AREBEET D,

3. & PEIMBEAWS Secrets Manager :

£ Secrets Manager PRV #Z I , EHFEE T EEHMBRNKE | Wi§ PEM RISHRF AL

Eforpvgead - fivA= I
4. FEXEEMM ARN , LhHSHE A A P DomainTLSCertificateSecretARN 2858 1 : B
BE Mo

EEHIRFEPERE LDAPS (:ERA) 24


https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/
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5% E Microsoft Active Directory B BRFEHR 5

N R IRiE$ZE Microsoft Active Directory (AD) 65 RES B2 XIR , Al AD # &8 AHFENRGTEIW
RIEIRE. A RES ZEMN—n , BLEAFEARBIRFHNZAERMEERE, BBEHRAXENT
Fi R

Retrieve and view the secret value.

Key/value Plaintext

{"<username>" :"<passwor d>"}

BFEEE , username MNUFAZEK B NT KX E A LB BEDOMAIN\username,

RERFEETYERE :

- fAD RIZEAE : RES A ER AD AFZFERAE , UAFFMPIZEA Web AORY, ATEFEFEA
RIS FREH LA LDAP B9 AD ( UFEEWLEFERAEMNEETAH ) .

« BN AD #335 : EERHFITEEMA AD 882 Linux ERSEMNERNEI N ZFEE, &£ RES
f ,IEEMEH DisableADJoin 2884, WS EFERA False , EXR Linux EREHEERTE
FERRAAREH DA AD #BiF,

« EIREAD : R Linux EREENERFEEMARMA AD #5 , AIEERE AD B
(DisableADJoin =True), & 7 ZEItIheeiE/E , BREIIRF LFEE UsersOUM REREMEFHENE
B FEUEGroups0U,

R RFEFEERIIFTA

- EZFERAELERZE AD > UsersOUFN FAfEHE M EHEM BEEFEHREGroupsOU,
- HEMA AD #i8 - £ PE I Computer¥#FComputers0ou,

https : //https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/
assets/service_account.ps1 BWIEERRRHUMARFEERKRSETFTNES, BOTLUREESH AD
EITIE R,

Microsoft Active Directory B9 fRF51E 5 25


https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1

HZREE TR Studio ERERER
REFE VPC (EHA)

EIREER VPC HEBIFZE A T2 Studio WJIREIEEN T LM | LRZHEBNESRNEEER, 7B,
2% RES SEMGERBRMERFIORZE MM, BEEEFE VPC HZHE RES , BEERETHHLR
R4 -

e

« %4 Amazon Machine Image AMIs)

- BRE VPC in 3

- 1E28 VPC InREVIER TERE R
- BREME VPC BESH

#{§ Amazon Machine Image AMIs)

1. 7£ https : //https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-
installation-scripts.tar.gz T&EM#k . FEEMREERN VPC Hi8E , RES ERRHFTERTANM
K, MAFELERREREFE.

/A Important

MRER RES IRIBRATZHEFH , B TH URI latest Y BUR AT LI MRAFR R
( 5140 2025.06),

2. {£/H Amazon S3 MEEFEUM Amazon EC2 NS EES P EIM IAM B,

a. BHIfE https://console.aws.amazon.com/iam/ BIRX IAM E£#2 &,
b. EAGF K BERIAE,
c. EERGEANEREM:

- EEENEREET , EF AWS B
- HHBBEREARPITHEARS , BEEC2, RBEBET -5,
d. FEFEHFAL , BIRTHFABR , RARBET —F .

* AmazonS3ReadOnlyAccess
+ AmazonSSMManagedinstanceCore

+ EC2InstanceProfileForlmageBuilder
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/
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3.

e.

MEACEBANEL K RAREBEEUAG,

B EC2 REEERRTH

a.

b.

1£ BRX EC2 Image Builder 12 & https://console.aws.amazon.com//imagebuilders,
EEREERT , BBl , REREBEEERY TH.
ERYHEEL  WMATIFMEER

- P THRE | BEERE
- MEFEAMFAES  FRE

2¥ EAEEE
Image operating system (OS) Linux
Compatible OS Versions Amazon Linux 2, Amazon Linux 2023,

RHELS8, RHEL 9, or Windows 10 and 11

Component name Enter a name such as: <research-
and-engineering-studio-inf
rastructure>

Component version We recommend starting with 1.0.0.

Description Optional user entry.

ERYAHEEL , BEEEXHRE.

. HERAEREXHARZE , BFEE tar.gz BRHOER URI, #8 RES 2HM targz BR L
EF Amazon S3 f7FETHE , URRAFIFEEEERERN URL,

i. WATIESR:

® Note

AddEnvironmentVariables B#MAH , MREEERREERPFIZTELR]
RIS, AU HBER.

WREERRE http_proxyH https_proxyREZE , AIFEE
Yno_proxyB% , UL T EREAKEREN localhost, HITERPEE
FHIP sk, AR ZE VPC b R A9 AR S o

REFE VPC (EH) 27


https://console.aws.amazon.com//imagebuilder

3R EE T2 Studio

ERAEER

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts

action: S3Download

onFailure: Abort

maxAttempts: 3

inputs:

- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res-installation-scripts/res-
installation-scripts.tar.gz'
- name: RunInstallScript

action: ExecuteBash

onFailure: Abort

maxAttempts: 3

inputs:

commands:
- 'cd /root/bootstrap/res-installation-scripts'
- 'tar -xf res-installation-scripts.tar.gz'
'cd scripts/infrastructure-host'

REME VPC (EA)
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ERAEER

- name:

act

onFailure:

ion:

'/bin/bash install.sh'
AddEnvironmentVariables

ExecuteBash

Abort

maxAttempts: 3

inp

uts:

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1}.
1}
1}.
1},
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.

amazonaws.
amazonaws.

.elb.amazonaws.com, s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws
amazonaws.
amazonaws.

com, ssmmessages.
com, kms.
com, secretsmanager.
com, sqs.

.com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.
com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{
{{
{{
{{
{{

BEE

iI
4. BUBRGEE

=

a.

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

T,

1}.
1}.
1},
1}.
1},

ERIREREC S o

amazonaws.
amazonaws.
amazonaws
amazonaws.
amazonaws.

com, cloudformation.
com,sts.

.com,application-autoscaling.
com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.

com, .execute-api.{{ AWSRegion }}.amazonaws.com

" >> /etc/environment

EREVESEEL , @ATIRE

REME VPC (EA)

29



3R EE T2 Studio

ERAEER

B& By
A ER 1
e
RS
BRI BEY
fEsR
SR RS
B E T
& BRI
#/7 ERELE -
THE% T B B

EREEE

Enter an appropriate name
such as res-recipe-linux-x
86.

Enter a version, typically
starting with 1.0.0.

Add an optional descripti
on.

Select managed images.

Amazon Linux or Red Hat
Enterprise Linux (RHEL)

Quick start (Amazon-m
anaged)

Amazon Linux 2 x86,
Amazon Linux 2023 x86,
Red Hat Enterprise Linux 8
x86, or Red Hat Enterprise
Linux 9 x86

Use latest available OS
version.

Keep everything in the
default settings, and make
sure TEEBHTERE

& SSM RIZFZR is not
selected.

/root/bootstrap/res-install
ation-scripts

REME VPC (EA)
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ERAEER

[ BR 28
T BETH
RETH

b. BEEEVE.
5. BUREGEERERREARE,

a. HOREERT , REE#RREHER.
b. EEFEMEMREERE,
c. HEVERRBEREEL K @ATIAR:

[ BR 2
— % =L

iR

IAM A&
AWSE Y TR EE

EREEE
BEIWENTHEE

« Amazon 2% : aws-cli-
version-2-linux

« Amazon 2% : amazon-
cloudwatch-agent-linux

- AEHR . EWEIN

Amazon EC2 ti, A5#&

BB WAWS BT 18
A,
S I68H

« Amazon 2% : simple-
boot-test-linux

EREEE

Enter an appropriate name
such as res-infra-linux-x86.

Add an optional descripti
on.

Select the |IAM role created
previously.

Choose t3.medium.

REME VPC (EA)
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[ BR 2% EREEE

VPC., FHBEMLLEHE ERAFARBEREIRAN
fZH Amazon S3 ﬁﬁﬂ?ﬁﬂ
HBIE, IREEEEYT
S84, B|abR Amazon
EC2 X#AMFEA TS E
MEEEE

« VPC : EEVARERR
FEfBRERYAR[E] VPC, Lt

VPC &8 B 5 HERRA
=ZH.
- EARA

« Type (¥EZ) : SSH
+ Source (R) : HET
« CIDR [E# : 0.0.0.0/0
d. EEBRJVEBEHERE,
6. EIMHFH EC2 Image Builder Ei& :

a. BIEMRGEE K RRBERVREBEE
b. EEEEEFHMEARTRL  WANTARLEET - :
- EEARBNERAER
- SHYEEHRE  IREEEFHRE AMI REEF , FREHEIEEFH.
c. HEEEFEEL, BEERARAERS  ARBALINBRINELSEE. BET -,
d. EEEMBEFEEL , BHERIERE  AREET I,

e. EEREMNGHEEERL  BREFHRENERGEHERE A ALTEINERRER
EER, BET—%,

f. HERIMREEEL , SHEENBEERTIIEE
- MHRGUAELEN RES RENVRMEENES , JUE RES AT+ ERMEBERER
ETHRBITER. ERARKERE  BHRESEM/EM EC2 Image Builder BRISHY R H

o

REME VPC (EA) 32
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« MREBBEZSEEHPHE RES , EUNRERVFINIMHRE , T EXENEESE
o

g BEENEE K RAREEEUEE,
7. #4117 EC2 Image Builder Ei& :

a. RMEEEYT , SKABRMEEINEE.
b. BEFBEME A6 RREBHITEE,

EETRFEEALN 45 7ED — /MR EREREL AMI BRE.
=

FEXEELEN AMI B AMIID |, SEHEEFA/E & InfrastructureHostAMI 2 B#Y# A the section called

8. B
“SB1:BRBER

RE VPC %

HEAE RES YRABIERRE , AWS RBFEERFEUENILE T, BLERE VPC InFRMH
VENEFIRE K MASKEALASERBERELS R,

1. WRERERRERS , FEEAWS BBEFEANE VPC inRfFEL FRAEANETR.
2. EMETAERESSEFER—ELE FEE.

AWS AR RIEE B

Application Auto Scaling com.amazonaws.region.application-autoscaling
AWS CloudFormation com.amazonaws.region.cloudformation

Amazon CloudWatch com.amazonaws.region.monitoring

Amazon CloudWatch Logs com.amazonaws.region.logs

Amazon DynamoDB com.amazonaws.region.dynamodb ( EEREIRE )
Amazon EC2 com.amazonaws.region.ec2

Amazon ECR com.amazonaws.region.ecr.api

com.amazonaws.region.ecr.dkr

REME VPC (EA) 33


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html

oEEE T2 Studio

ERAEER

AWS BR#%

Amazon Elastic File System

Elastic Load Balancing

Amazon EventBridge

Amazon FSx

AWS Key Management Service

Amazon Kinesis Data Streams

AWS Lambda

Amazon S3

AWS Secrets Manager

Amazon Elastic Container Service

Amazon SES

AWS Security Token Service

Amazon SNS

Amazon SQS

AWS Systems Manager

RIS A
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.events
com.amazonaws.region.fsx
com.amazonaws.region.kms
com.amazonaws.region.kinesis-streams
com.amazonaws.region.lambda

com.amazonaws.region.s3 ( BEFEFRTE RES FEIHK
FEEwE, )

REIREFNERBFFITEBEEZREINMN Amazon S3 it

Eis 2, 552877 H Amazon Simple Storage Service
[EIPE

com.amazonaws.region.secretsmanager
com.amazonaws.region.ecs

com.amazonaws.region.email-smtp ( F5Ia AEHE
X $E : use-1-az2, usel-az3, usel-az5, uswil-a
z2, usw2-az4, apne2-az4. cacl1-az3 # cac1-az4. )

com.amazonaws.region.sts
com.amazonaws.region.sns
com.amazonaws.region.sqs
com.amazonaws.region.ec2messages

com.amazonaws.regi on.ssm

REME VPC (EA)
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https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html

#5EEE T2 Studio EREER

AWS BR#5 A% & %

com.amazonaws.regi on.ssmmessages

2B VPC Im BB T ERE RIF

BRETXZE VPC inMNRKEES , B UE VPC WAE FHEBPREAEMMBRR. FHREBTID
R, EFRAAWSE SR ULMALNE S RHE , BYEAMRMNIE Studio BRFMEREFIENKE
G

1. EHKAR RES HER VPC 2B FHEERPRE Linux #ITERE,

« Linux %%l — Amazon Linux 2 2% Amazon Linux 3

- %218 - x86

o BITERER - t2.micro RE B

- TA2FE - 1% 0.0.0.0/0 EEREE 3128 EH TCP
2. EREFHTERURERERRES.

p

BARK http E 4R,
b. AFRAENHEEFRKERETIRESE :

- .amazonaws.com (BAR—RAWSHRT )
- .amazoncognito.com ( EAR Amazon Cognito)
- .awsapps.com ( EAR Identity Center)
- .signin.aws ( B M Identity Center)
« .amazonaws-us-gov.com ( &M Gov Cloud)
c. IEEFIEHMELR,
d. RALMEBRERERES.
e. mABRNREMRRIFEER PORT,
3. BREZLMBARIAATFFENRIERARSE.

a. BIE VPC x5 , YFEAEEARNERREEMMN VDI T FRKVEER.
b. WWEMBEX , UAMAEBAERNIENSRTIERINAERMKFRAITER,
c. HHEEANEMRME/VDIs WA TR (BRAREREN ) NIRHERER , FITHERE,

REME VPC (EA) 35
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4. EHRAEMRSE EC2 ATHEENZEEE  YRAREAFREMRKFERZ PORT ENEA
TCP E#R,

REME VPC HESH

£ Hthe section called “EE 1 : MBIEmMR” , BEEECloudFormationEI AP AFES H, BHAK
BRBARE TS , LRI BREREFRENFE VPC,

28 Input

InfrastructureHostAMI Use the infrastructure AMI ID created in the
section called “X¥4{ Amazon Machine Image

IsLoadBalancerinternetFacing Set to false.

LoadBalancerSubnets Choose private subnets without internet access.

InfrastructureHostSubnets Choose private subnets without internet access.

VdiSubnets Choose private subnets without internet access.

ClientlP You can choose your VPC CIDR to allow

access for all VPC IP addresses.

HttpProxy Example: http://10.1.2.3:123
HttpsProxy Example: http://10.1.2.3:123
NoProxy & :

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-
1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com,s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com, ec2
.us-east-1l.api.aws,ec2messages.us-ea
st-1.amazonaws.com,ssm.us-east-1.ama
zonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
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ERAEER

B8

EUNEEIR

Input

om,secretsmanager.us-east-1.amazonaw
s.com,sqgs.us-east-1.amazonaws.com,el
asticloadbalancing.us-east-1.amazona
ws.com,sns.us-east-1.amazonaws.com, 1
0gs.us-east-1.amazonaws.com,logs.us-
east-1.api.aws,elasticfilesystem.us-
east-1.amazonaws.com,fsx.us-east-1.a
mazonaws.com,dynamodb.us-east-1.amaz
onaws.com,api.ecr.us-east-1.amazonaw
s.com, .dkr.ecr.us-east-1.amazonaws.c
om,kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
,.control-kinesis.us-east-1.amazonaw
s.com,events.us-east-1.amazonaws.com
,cloudformation.us-east-1.amazonaws.
com,sts.us-east-1.amazonaws.com, appl
ication-autoscaling.us-east-1.amazon
aws.com,monitoring.us-east-1.amazona
wS.com,ecs.us-east-1.amazonaws.com, .
execute-api.us-east-1.amazonaws.com

It CloudFormation &S E V@, FFHR. AT ESNBEEEE (WMRREM
PortalDomainName), &XEHEBELNIBER , TEBEER.

BT AFE AR E 2 Bl T AL 5 E AN,

ERERFRE : 9 40-90 88

1. BAAWS EEF#ES W https : //https://console.aws.amazon.com/cloudformation FRX

CloudFormation E# 4,

(@ Note
AREESEEERIIRF T,

2. fE EBATHME &,

BIUNDEIR
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home#/stacks/quickcreate?templateURL=https%3A%2F%2Fs3.amazonaws.com%2Faws-hpc-recipes%2Fmain%2Frecipes%2Fres%2Fres_demo_env%2Fassets%2Fbi.yaml

3R EE T2 Studio

EAEE

M

WMRIEEEREHE an AWS GovCloud B |, 5% GovCloud 2 &|[EIRF B EEA ( Hlan | it
EiEAR AWS GovCloud ( XEIFEHE ) EH ).

3. BWMAEHAZHY .

/A Important

¥ AdminPasswordf AR EM{EServiceAccountPassword , EEEIRE 2 [

HIFEENRERR,

B8

DomainName

SubDomain ( R
GovCloud)

AdminPassword

=54

corp.res.com

Description

ARER B SR,
BRESERESIEEH
EMLDIFERPIEM,
REREFEHERERE ,
wiE EREATERE. B
Z8FEE , FEMLRAME
BILDIFWER., ETEEF
& B Active Directory BY#8
1.

WS EEREEEFARER ,
{B¥ A GovCloud [R5 A 4%
=,

R &2 4 SubDomain , Al
S Y EIRMM DomainNam
e Bk, IRMHY Active
Directory BBl & B KA T
.,

Active Directory B & i &7
B (EAES® Admin), It
EREEENRSISEBENE

BIUNDEIR
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https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

3R EE T2 Studio

EAEE

M

B8 i

Xa

ServiceAccountPassword

Description

AP EHPREY , cBTEE
Ho

BEE . BRI
= (1) XFEBR (2) 1%
Nt A W/EHZ AWS
WEH ARN{"passwor
d":"somepassword"}

o

AR WEAENBBLAR
4 Active Directory K 1518
HMMER,

FAZREE L AR IR P Y 2515
(ReadOnlyUser ). LLiRF
AREZFRE,

BE R
= (1) MXFER, (2
BRILASWEHZ AWS
WM ARN{"passwor
d":"somepassword"}

o

AE  WERAENZRLER
& Active Directory B B i51E
HMEER,

£/ SSH R FimiEEEE S
1T{ERE .

AEE : AWS Systems
Manager Session Manager
WAL A RERERITER.

BIUNDEIR
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements

3R EE T2 Studio

EAEE

M

B8

LDIFS3Path

ClientlpCidr

ClientPrefixList

EnvironmentName

faRR

aws-hpc-recipes/ma
in/recipes/res/res

_demo_env/assets/r

es.ldif

res-[environment
name ]

Description

£ Active Directory & EH#I 5|
SRR AR E AR LDIF 2
M Amazon S3 B, N
RHMEA , BB LDIF
Support, 2 & LE

%* ; &gxa;ﬁ Actlve

Directory F % 37 21 {£ F
&

EERAER A F2H
GitHub AT res.Idif 18
3o

B P EEELRY 1P i
o, Hlg0 , A LUEEY IP
iyt , G{EAH [IPADDRES
S1/32 EARFFREEER.
BRI LB R IE,

WAFRRENRHKHERS
B EEMMNEN. NFER
UREFERENEA , 2
REAEFZEFHEE.

&R PortalDom
ainName #Eft , LBEE
ﬁ%ﬂ%#‘%ﬁ%ﬁfgiéiﬂ’ﬂw

, UMBEEREFEH, E
%EHAE_L RES # BB F
FA#WEnvironmentName 2
B, MREBEERFPHES
ERE K ESLEBERE—MN,

BIUNDEIR
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html

#5EEE T2 Studio EREER

25 FEER Description
PortalDomainName ¥R GovCloud 8 , B

ALBE, BRINZEREL
RIGHEHBFBEILIN,

¥R 5 4£ Amazon Route 53
WA, MREMLD
g, AIFELEY FENER
B MIER AWS Secrets
Manager. MIREEED
WARE AR LS8
EnvironmentName #JLA{R

[~ las
EE/IL' o

4. FEFSIIBERMATAREGR K RREBFEIUMEE,

TEB1 . BRBESR
FEK RSB Y step-by-stepiR B |, BREN A ERITEEZLHKRS,
EREBER : 460 DiE

B\ EHB2a FTHEEMRMW CloudFormation 28,

MREEEE in AWS GovCloud ( EEAEP ) , BEALLEAE,

res-stack - FEALLEAMBERNAAAABRBN TH, RREESEHE RES TEHBNF DBE,. Al
IR M E IR E IR

@ Note

AWS CloudFormation R 2% AWS Cloud Development Kit (AWS CDK) (AWS CDK) &
I,

AWS CloudFormation Ei8 &7 AWS B L EB¥ Research and Engineering Studio AWS Eif, &%
ARBEIRGH , TEREHE,

SR BRBER 41


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json

3R EE T2 Studio

EAEE

M

1. BEAAWS BEEXEA |, WX https : //https://console.aws.amazon.com/cloudformation BiRX

CloudFormation 12 &,

2. BB,

EEEBE in AWS GovCloud ( EEIFESR ) , BREILLE A,

3. RBER A SASEXERI (HSFEDILH ) BEME. FEETREN PREBEMR AWS E

B, FEATEAEES TN EERERS.

® Note

WEmEA Amazon Cognito fR% , B Bl AREME PIRM AWS BE, BXEEAFEH
Amazon Cognito AWS B B FRIBIEm. IESFEBNSZHAATAMY , 528 AWS

[E15 al Services List,

4. HBET K RELERSELINSH  IRFTEBR. NRERKET EDLNBER , B BENE

BERHERNE RS RERPRIELSZH,

B ¥EER
EnvironmentName <res-demo>

AdministratorEmail

InfrastructureHostAMI ami-#H#H###HH##

Description

R#ie RES IREBMME—F
B, Ures-HE , REFTH
il 11 @Fx , BFAFEH
REFH,

FERETHNEMXENE
FEFibnt, IR Active
Directory E— B AE S %
B, hEREtERE PR
B (R2FW) F£A%E.

(1EA ) B REA
RATEEREREHN

H:T AMI ID, BEIxX
EHOSesA Amazon

Linux 2, Amazon Linux
2023, RHEL8, RHEL9, W
indows Server 2019 1 2022

SR BMBER
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https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home#/stacks/quickcreate?templateURL=https%3A%2F%2Fresearch-engineering-studio-us-east-1.s3.amazonaws.com%2Freleases%2Flatest%2FResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

#5EEE T2 Studio EREER

B8 i

Xa

Description

(x86) , LAK Windows 10
11, MBFHMEN , 575
2B % & Amazon Machine

Image AMIs),

SSHKeyPair AREREEBR BTN
- E 2

ClientIP X.x.x.024 5 x.x.x.0/32 PR | B RAREAR Y IP ik EF
BEYE, BOUERBEsAE
#1 ClientlpCidr,

ClientPrefixList (EA) ARFFEEFRE
2P Web Ul 1 SSH
B IPs RIS EFHEE,

IAMPermissionBoundary (EA) BUURHZIER
R ARN , Hig M AT RIE
EEEE RES hEB Y WMTA
Ak, WEFHEER , FS
B EBETRF A AR,

IAMResourcePrefix (iBF ) ERAZEHEREA W
RES REMITEZ IAM ER
WFE-, TAEB 12 @F
TCo

IAMResourcePath / (iZA ) EAEH RES RE
FrEfE e IAM BRI BE |
HEBENEES /o

Vpcld HITERSRE 2 VPC B
IDo

SB1 . BRBER 43
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ERAEER

B8 i

Xa

IsLoadBalancerinternetFacin
g

LoadBalancerSubnets

InfrastructureHostSubnets

VdiSubnets
ActiveDirectoryName corp.res.com
ADShortName corp

Description

B EY true LAEDE HE @ HBFRB

BNE8TESE (BEYE

BEENETRE) . HRE
ERFIFEBRERFEINITE
FHIEEY falseo

EEHFERERBNTE A
REES  ZNEDMETHE
Bo WA TE E R FIHER AR
FHHERE | HERARE T
B, WRERRBRAR TN
E , FENLE TR, W
SRON R EG A8 S A 222 ST 1 R 18]
, mENFTEEEUNIERR.

HEEBERE T RSB TE
AEEF , EINEDHETL
BT, MRNDEEER
ByEBmE  FEINAEE
BYMNEB,

# VDI ST ERARMEBN T
B AEEF , ZREDME
BT, MR EREHEHE
BEVEBME , FENAE
EEUMNIERR.

Active Directory B9 #81E, ©
FTEEFEAOPLREERE

o

Active Directory K& &
., EtL#EA NetBIOS &
o

SR BMBER
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EAEE

M

B8

LDAP E

LDAPConnectionURI

ServiceAccountCred
entialsSecretArn

UsersOU

GroupsOU

SudoersGroupName

ComputersOU

DomainTLSCertifica
teSecretARN

faRR

DC=corp,DC=res,DC=
com

RESAdministrators

Description

LDAP R&E - &/ /Y LDAP
S

&8 Active Directory F#(d]

FRESHVEE — Idap : // BR1R, &0
RIZFERATER AD BiEHE 8
BLASREIR , BIFTLAGEMA

Idap : //corp.res.como,

RN ARN , HhE@s
Active Directory ARIEHR 5
AENERERBNER , &
A username : password
key/value ¥,

AD A& [E 2 B & B AR
B,

AD A& EE 2 BB AV AR E

i,

#HEERE  HhEsaERER
#1TEE L EA sudo FHUE
MATREME , ARHE RES
LEREERSFRENREME
-

AD AT E RS H0 A B AR
BV,

(LDAPS £ ) 21
TLS BFEWE ARN AR
AD ) TLS B, MERAE
FA LDAPS , BREBZ=H,

SR BMBER
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ERAEER

B8 TR

EnableLdaplDMapping

DisableADJoin False

ServiceAccountUserDN

SharedHomeFilesystem|D

CustomDomainNamefo
rWebApp

CustomDomainNameforVDI

Description

SRTE UID M GID SEiE =S

M SSSD E4X£ |, iREFH
AD REHERE. 584 True
LAEF SSSD =4/ UID #
GID , =3& A False LAfEH
AD ££## UID M GID, EX
SZHEERT , BBEKRTE
A True,

ZEBHLE Linux =#i0A B 8
BE, B 8EA True, &
Bl A REA False T

SLEL==
AX AR AE o

B SR RERBIRFERE
KB &7 (DN),

AR Linux VDI E#z LB+
BERRHEM EFS ID,

(B ) Web AO#us AR
RMERS Web o EREN T
s,

(iEA ) Web AO#A R
RERS VDI B EREN T
.

SR BMBER
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ERAEER

B8 i

Xa

ACMCertificateARNf
orWebApp

CertificateSecretARNforVDI

PrivateKeySecretARNforVDI

CognitoUserPoolld

CognitoUserPoolDomainUrl

Description

(ER ) EATRRMERER ,
EREEME amazonaws
.com FFEE Web FEAE
N, BALIERE TEEER
RS, MREEEHE BB
R, gAGEEHER ,
BT LATE res-bi B K& H
FERILER. MREEES
Web ERARXEERE 7
20 tHREERM,

(iEH ) Ikt ARN RBEFHE
Web A O AEBEHL
B8R, WREBABEB{LIED
BRBEAOMBLRESEERE
& B LATE res-bi 3B A H
REIEBETHEILE,

(#A ) It ARN RBE/HE
Web AORIEBENILES
w, WREZRBBIATER
REAOMLEHERE |, &9
LAE res-bi By % 5]
BER TR E,

ARERENAFERS 28R
M Cognito FHEEE,
MR KIEE Cognito FEHEE
[E , RES AR E®EN — 1A,

ARZEZE AN Cognito
FEREEEMESE., EE
CognitoUserPoolId
i, HERBLSH,

SR BMBER
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M T Studio ERERER

5. HEFREHEEE - BER-ZEAT , MELEEAE RES HEERNES (R/EY ). EEZRSI
# Name#l BH RES res: *RE , Tee AIEER R 5|4,

6. IiZIZE Create stack (BRI HB) LI BHE,

&R LATEARREMRAY AWS CloudFormation 12 & F R B AVARE, BEEKXL 60 FEAWE
CREATE_COMPLETE #R#&,

/A Important
EEEXENBREHEECHERRM/VDI T,

HER2: F—IRBEA

EIRFHHEERERCE  CERITEEANERNETFHM. £H URL ZEAENIRFE , X AHEM
ERERETFE,

[EXTERNAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message Help Q  Tell me what you want to do

0 as =! .
ITS Ignore [m] 'El' 63\7_ <€)\4/_ _V\% [ Meeting asana — To Manager E\L] =1 Rules (rv_‘9 EE FD 5;; SFind A,
™ Fesm Email ~ Done (3 OneNote [ Related v
£ Junk~ Delete Archive | Reply  Reply Forward 0o P +z =1 | Move Mark Categorize Follow | Translate Read | Zoom
' Junl o {1 More D Reply & Delete 7 Create New v - [BActions~ T Up~ T Iy Select~ At
Delete Respond Quick Steps [ Move Tags ] Editing Speech | Zoom ~

[EXTERNAL] Invitation to Join RES Environment: res-test

PPN . 5 Reply &y Reply All F d
@ no-reply@verificationemail.com ) Reply 0 Reply Al —» Forware

7 [ Mon 10/16/2023 12:35 PM

CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.
Your temporary password is:

You can sign in to your account using the link below:
https://t test-external-alb-801427597.us-east-1.elb. com

RES Environment Admin

E—IREBEAE , BOLME Web AOMBILHERE SRELLELRE SSO HEM, MEINBERELEEN , B
20 HEEM., AR , clusteradmin 2B HIRE — B FEATCREVER , WEFEHAENE
HREERERAELER . cEZBTHEREKREERBERHE,

SR2: ) 48
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M T Studio ERERER
B Em

Research and Engineering Studio (RES) EMEEHMEMMN G E , BURRRAEHMEETEETMERIX
EFEW,

RES FALNBHIAEBRNRARHI TR, TEMAEAEMA , XERASREEFEFE,
M, 2024.01 FRERA 2024 F£ 1 ARTHEEERZAK ; 2024.01.01 AR 2 ZMAK R BEMRAEH,

ES- |
- EERAERH
« REREEH

EERAEF

Research and Engineering Studio fEARBRZEMLLHH RES RIBEBERERMN , MAFEXL
MIRIEERE, BEAUERAREFRAURNREBRENER , ARBNIAERE,

HEERARIMRARN RES EXERRIER

1. BV BHIREBENRE, 5528 the section called “E I HREE”,
2. (FERAHFMAEHRIE RES, F2E the section called “FE 1 : BMBIEMR
3. KBRREAZCEHWIRE, B2 M the section called “EFAIHRE",
4. BBFIEERNRBERIBBEENIRE,
NS NEER )
/A Warning

#£ RES 2025.06 iR FHRZE 2025.06.01 BEMFEH T ERAFLH BF.

HA RESWAEMAEH , FTEEFNZE, BuLEHFEENW RES HE  HEREHHE
CloudFormation #iZx, 282 ¥ #1 CloudFormation Z 8l , S5 & 1 T/ EH &l RES IREMMAS, &1L
TE ST AR BH A 3% B AR A w515 o

{5140 : "Description": "RES_2024.1"

EERAERR 49



W32 EE T2 Studio EREER

BEETREREERN

£ P T EEFHH CloudFormation & Zthe section called “ 8¢ 1 : MEBIEmM"

£ https : //https://console.aws.amazon.com/cloudformation B#EX CloudFormation &,
¢ Stacks 1 , SRWENTEHE, TEEKBETRA <stack-name>,

BEEH,

BEFR B aIE,

&+ ¥ Template source (EZAIR) , i##F Upload a template file (L EEAER),
BEREERY FEETHNER,

EEEHBHMENAL  BET Y. ELEEEFHZE.

EREHEBREL BET -5,

10. fE#2Bd <stack-name> B , BEER,

© © N o g bk~ w0 Db =

RERAEH 50


https://console.aws.amazon.com/cloudformation/

#5EEE T2 Studio EREER

BREZEEM

B LATE AWS BB XA SFEA £ AWS Em LR Z % Research and Engineering Studio AWS
Command Line Interface. #&4AF BMIBRILEmE IR Amazon Simple Storage Service (Amazon
S3) MEFE, WREEEREBNEAEESR , HERTEEHMER <EnvironmentName>-shared-

storage-security-group.

FH AWS B X4

1. & A AWS CloudFormation 2 &,
2. EEEE L BRI ERNZEME,
3. B#IE MBR

£ AWS Command Line Interface

¥/ AWS Command Line Interface (AWS CLI) R B EZNREFTH. MEZERA , FSE AWS
CLI &) S 1 E L AWS Command Line Interface » EREZE AWS CLI TJtEHA AR
EEDBERN BEEFHNEEESRFZE , BHTTISS,

$ aws cloudformation delete-stack --stack-name <RES-stack-name>

fifl Br shared-storage-security-group

/A Warning
EmFARESRELBERRE , UBLEAEER, NREZEMREZ S EFHEMARABRESR
Rt EERBERARBENEMNERREXRAMER, BREHEOERNTEEREFTEREGTNE
£EHE.

1. BAAWS EEXEE | W hitps : / BB Amazon EFS £# &, https:/
console.aws.amazon.com/efs/

2. MIBRER FERAEAY T A R RM<RES-stack-name>-shared-storage-security-group., =™
&, BUUKBELERRMRENERGS —BLL8E , IHEEER,

A AWS BEX A 5


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/
https://console.aws.amazon.com/efs/

#5EEE T2 Studio EREER

3. BEAAWS EEBX#A , W https://console.aws.amazon.com/ec?/ : // BIEX Amazon EC2 £

L
Ho

4. MBR<RES-stack-name>-shared-storage-security-group.

I B& Amazon S3 FE1ZETEE

WMRELREMBR AWS CloudFormation #&UFFIEEAERIEXR , HEREREAREEREIYN
Amazon S3 T (AREREMARSHIE ). BREEXERZER  NRETTEREEN
BT A FBIMIBR L S3 RFRTEE. FHMR T SIS ERMER Amazon S3 REfFRTER.

1. BEAAWS BEE#A |, & https://console.aws.amazon.com/s3/ : // BIEL Amazon S3 E i3
AN

HEEERPRERTFIE,

2 S3 f1F stack-namefTHE,

EEE{E Amazon S3 fEFETE , RRBEZTH, BN ERTEESEMEITE,

EH S3 RFATR |, ARIERE MBR,

o ~ w0 b

ZESH MKk S3 REFEE AWSCL, FHITTHHS :

$ aws s3 rb s3://<bucket-name> --force

(® Note
--force WL EEZHARTHNRETE,

MIBR Amazon S3 f#1FErEE 52


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/s3/

W32 EE T2 Studio EREER

HHRETE

WHREIEEARMEREHTBERNET , RAWNAE—P BT LEAWSE R LM Research and
Engineering Studio &,

ES-]
- BREE

- B 78
« )M ACM B

» Amazon CloudWatch Logs

- BEATHTRR

« EXXE RES mi#& AMIs

« £ RES REZREBI MR

SoER

Research and Engineering Studio AJ AAfEFA{E{ SAML 2.0 B S piRfitE, ZEFEA Amazon
Cognito iBREMFEAEB & , LAKERAEFER Cognito FEAEF 9 & A Web AO#UEH Linux H
VDIs , 52/ 5% Amazon Cognito £ & . MREFEAAIERSETEIEA IAM Identity Center Zf
£ RES , 528 £/ IAM Identity Center ¥ EEE—&E A (SS0), MREEEHCDH SAML 2.0 BEEF S
REtE  FH28H ABE—E A (SSO) RELNEpRMEE,

*iE
+ i%%E Amazon Cognito fE &

« Active Directory [@

« {8 IAM Identity Center 58 EEE —& A (SSO)
- BE—BA (SSO) RELN G oiRME

- REERENRE

5% Amazon Cognito £ &

2 EE T2 Studio (RES) &S Amazon Cognito SREAREFEAE B, EUEFEREMEH
Amazon Cognito fEF & & 75 & A Web AOMBIEA Linux & VDIs, BEEE A LUFEHAWSEREF

5HEE %3



#5EEE T2 Studio EREER

MWesviER , BZEFEHEEACHERE. NEREFAEEANGFHRAEN , 528 (Amazon
Cognito FE ABIERE) PWE CSV EXZMFEAEEASEAEEE, RES XERKMFEA Amazon
Cognito B [R4EF % B % SSO,

BERE

BB RES BEEE , ZERTE RES BEFELUFE A Amazon Cognito AR EEH  BFESPEEER
J:f)JTﬁ‘{EFH Amazon Cognito A& B &zt , IRREEEEEHEN,. FEANEAEETEH
, BYREEEE LW ERE B TEMIRE,

Identities Management

AWS Cognito Directory

Cognito user pool metadata. Use this for debugging issues related to the Cognito user pool.

Provider Name User Pool Id Domain URL

cognito-idp [F us-west-1_CTi3SJMAD [ https://res-cafar-gefS9aa3-ff5a-4e94-8938-

76861e1ef7c1.auth.us-west-1.amazoncognito.com
Provider URL

https://cognito-idp.us-west-1.amazonaws.com/us-
west-1_CTi35]JMAD

Use AWS Cognito as user directory

@E1 hr—:io 7

User self registration

@mbe®©

EREEREPEMEA

MREMAERAEGREM , EUNAERERS Web EAERHN URL, EHE , EHESHRIE
TERRERENERR? EEEHEM,

Amazon Cognito & %588 E 54


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html

ZEEE T Studio EREER

Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

U )

Password
Enter your account's password

[ )
e D

Forgot Password?

Not a user yet? Sign up here

Verify account

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

EER TR =

BEETREAENERE ? THERE  RREERECWARSETFBANETBREM IRF,

Amazon Cognito & 7 5% E 55



FZTEE T#E Studio

ERAEER

Create account

Email

[ )

Password

[ )

Minimum 8 characters with numbers and special symbols (@#$*&)

Re-enter password

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

HEMRES K RESEREAEDAEFEMAPRINRIR , AZHKEREF.

Amazon Cognito & 7 5% E
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Verify email address

To verify your email, we've sent a verification code to your email.
Email

[ )

Verification Code
Enter the verification code

{ ]

Resend verification code

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

MREABREM , FAEKTEEINZEMERS, EEBHHEE RES /A EB#Y Amazon Cognito F7%
FR&E. (528 (Amazon Cognito FIE A BER) PHRUEEES D ENFEHERSE. )

Amazon Cognito & 7 5% E 57


https://docs.aws.amazon.com/cognito/latest/developerguide/how-to-create-user-accounts.html

ZEEE T Studio EREER

Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ J

Password
Enter your account's password

[ ]
e )

Forgot Password?

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

BEAEREER

MR E A SSO M Amazon Cognito , AIGRREAERE SSO BANEE, EFfAER —TXER
B, C2KEEHNKAZEHR SSO B AHH. RIFFERR , WREA Amazon Cognito , EAEASHHE
TEIEE,

Amazon Cognito & 7 5% E 58
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
. aw D

Forgot Password?

Not a user yet? Sign up here
Verify account

Sign in with organization SSO

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

Constraints

« &M Amazon Cognito HEEBHEZAFANEFE ; REZINEFH,
« Amazon Cognito s A FF M EEEHEE A E B BET R Bt ut#) EFE bk,

- WMBRFEBA Active Directory # Amazon Cognito , ERHERDNEENERERRE , BIERFT
Active Directory EAEETH 7 BE. EESEKEP R , 75 E Amazon Cognito B2 H Active
Directory 2 AN EEFERE R R,

+ Cognito £ & & ERE) Windows # VDIsE A RES 7% # Windows #1T{E 8 Amazon
Cognito B & 7 57,

Amazon Cognito & 7 5% E
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Amazon Cognito FR &N EESEH

BIRFEER , RES G adminsHEEESERTE T Cognito EAE. EERFEAEFHEZE Cognito
admins&A :

1. EBEZF Amazon Cognito 25 , RREEZFAN RESHAAFEREEERE.

2. BEEHRAEEETHRE  AREEEVHE.

3. HEEVEEEELELMBEEERP , WA adnins,

4. EBERMEEYMadminsEHE , AR BEFFEEREZFHELIFIE Cognito EAE.

5. B1& FERE Cognito @FEF,

Amazon Cognito @£ R I1#% , FHBEadminsBHHENFEHAESWREIEE SRR,
EiEZ

RES #8/NRF&E#t Amazon Cognito RIS HE R EHEEREMNFEER. BRAEHE "EEE) WEMAE
RAEHSEH VDIs F1%18 sudo R,

BT LA Lambda A FEBREIES.
FERBRSER

1. BABX Lambda £ 4&.

2. £ Cognito @4 Lambda, Itt Lambda EEL & 1E
51 - {RES_ENVIRONMENT_NAME}_cognito-sync-lambda,

3. EHUAIE.
4. EARBHERT , REALANAERE. SHAAXBRALTEE,

Cognito W& £ EZE

£ 202412 lrA 2 v , FERSEUA B Amazon Cognito Plus 5H&IZhEE— o I &SRB L85, It
e EREELBHER , BEEER RESHEFHEMAN. BULREEEHMAALING , TS
BB ERRZLRE,

Active Directory [

Active Directory B2 60


https://console.aws.amazon.com/cognito/home
https://console.aws.amazon.com/lambda
https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html

FZTEE T#E Studio

ERAEER

HITHIMARE

ZHEHE |, B Active Directory (AD) #HE3HIPTEAWS CloudFormationZ2 8 &8 =2 A .

Active Directory details - Optional
ActiveDirectoryName - Optional

Please provide the Fully Qualified Domain Mame (FQDN) for your Active Directory. For example, developer.res.hpc.aws.dev

[ Enter String

ADShortName - Optional
Please provide the short name in Active directory

[ Enter String

LDAPBase - Optional
Please provide the Active Directory base string Distinguished Name (DN) For example, de=developer,de=res,de=hpc,de=aws,de=dev

[ Enter String

LDAPConnectionURI - Optional

Please provide the active directory connection URI (e.g. ldap://www.example.com)

[ Enter String

ServiceAccountCredentialsSecretArn - Optional
Directory Service Root (Service Account) Credentials Secret ARN. The username and password for the Active Directory ServiceAccount user formatted as a username:password key/value pair.

[ Enter String

UsersOU - Optional

Please provide Users Organization Unit in your active directory for example, OU=Users,DC=RES,DC=example,DC=internal

[ Enter String

GroupsOU - Optienal
Please provide user groups Oganization Unit in your active directory

[ Enter String

SudoersGroupName - Optional
Please provide group name of users who will be able to sude in your active directory

[ Enter String

ComputersOU - Optional

Please provide Organization Unit for compute and storage servers in your active directory

[ Enter String

DomainTLSCertificateSecretArn - Optional
AD Domain TLS Certificate Secret ARN

[ Enter String

EnableLdaplDMapping - Optional
Set to False to use the uidMumbers and gidNumbers for users and group from the provided AD. Otherwise set to True.

[ Select String

DisableADJoin - Optional
Set to True to prevent linux hosts from joining the Directory Domain. Otherwise set to False

[ Select String

ServiceAccountUserDN - Optional
Provide the Distinguished name (DN) of the service account user in the Active Directory

[ Enter String

Active Directory B2
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HRITRREIRHEMEME ARN (I ServiceAccountCredentialsSecretArns
DomainTLSCertificateSecretArn) , FFHL4HE THEBIHMIEE RES W% , UESENMEE
WEFH -

€88 : res:EnvironmentName, {B : <your RES environment name>

&8 : res:ModuleName, {B : directoryservice

Web A ORI AD MAEEHHEET —XBERN AD AL HEEBNGE (81 ). EAF
AR EEEE AD BREBEMKE SSO ( filn , MRLNIRFEFEH AD).

VIRLEE  EEETUES Y EEEE N RES Web A O PR sk imEE AD #HAE :
Active Directory Domain .~

Configuration setting for a specific AD domain Latest AD synchronization completed at 3/5/2025, 3:01:16 PM
Domain Name Short Name (NETBIOS) LDAP Base
corp.res.com CORP de=corp,dc=res,dc=com
LDAP Connection URI Service Account User DN Service Account Credentials Secret ARN
|dap://corp.res.com arn:aws:secretsmanager:us-east-
CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=co 1:905418417732:secret:CredentialsSecret-res-deploy-
m RESExternal-GZBJSY|BLAW4-DirectoryService-1AUMFPSAPKVGE-
TvYM7Q
Users OU Users Filter Groups OU
0OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,DC=com - OU=Users,0U=RES,0OU=CORP,DC=corp,DC=res,DC=com
Groups Filter Sudoers Group Name Computers OU
RESAdministrators OU=Computers,OU=RES,OU=CORP,DC=corp,DC=res,DC=com
Enable LDAP ID Mapping Disable AD Join Domain TLS Certificate Secret ARN
true false

Active Directory [E% 62
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Active Directory Synchronization

Active Directory Name
Type the name for the Active Directory. It does not need to match the portal domain name.

[ corp.res.com

Short Name (NETBIOS)
Provide the short name for the Active Directory. This is also called the netBIOS name.

[ CORP

Service Account User DN
Provide the distinguished name (DN) of the service account user in Directory.

{ CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=com

Service Account Credentials Secret ARN

Provide a Secret ARN which contains the username and password for the Active Directory
ServiceAccount user, formatted as a username:password key/value pair.

[ arn:aws:secretsmanager:eu-north-1:546055777237:secret:CredentialsSecret-bi-sw ]

The secret should contain the username and password in the format username:password.

LDAP Connection URI
Specify the connection URI for the Active Directory server.

[ Idap://corp.res.com

LDAP Base
Specify the LDAP path within the directory hierarchy.

[ dc=corp,dc=res,dc=com

@ Automatically join Active Directory
Automatically joins Windows and Linux VDIs to your directory domain during launch.
Windows instances require domain joining to launch successfully. If you disable this setting,
you must implement custom domain-join logic in your Windows instance launch scripts.
Linux instances can launch with or without domain joining.

Organizational Units (OU)
Provide the Organizational Unit within AD that will sync.

Users OU

[ 0OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,DC=com

Groups OU

[ OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,DC=com

Computers OU

[ OU=Computers,OU=RES,OU=CORP,DC=corp,DC=res,DC=com

Sudoers Group Name

Provide the group name that contains all users with sudoer access on instances at install and
administrator access on RES.

[ RESAdministrators

» Additional Settings
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EE A Active Directory
EE ST LAGREBE A Active Directory 5%7%E , JAE VDI BBV B 42 5 B BN AIT R
FRREEIE -

. B - EREHIR B 3#& Windows F Linux VDIs fnA B #4815,

- B5H - FERBEMAMEE, Linux BITEBTUEESRIEMARENERTAE. Windows
THEREERSEMATERDEE , AHEEEXEEHBITREESERISEEIMAEE,

/A Important
MREFERALRTE |, FHFZEN Windows HTEERBITRBESHE S LEMVBEEMAR
- f8
HAERE
ERERME

EESWUERAEAESENGFEGEER  GREEFSNEMRENRE, HERFLRETRE LDAP
EMERIFEE. SIHIERRES

(sAMAccountname=<user>)

HE] SSSD 2%

EEEWIURHRSIREHNTE  HHIsEZ AEEHTEE L SSSD HRBER
[domain_type/DOMAIN_NAME] EEH SSSD 28 M{H. RES EHEHEM SSSD B - ©8EH
FREh & £ #N 1T A SSSD ARTS |, M #EEE AD REEF,

—LEE R BT SSSD REDHE ¢

« enumerate - FRER "trues SURENE HBRBHOAMEEAENFEERR., FALINEAESARE
RAENE - RBEAFEREEILEE,

« ldap_id_mapping - 82E&% "trues LA#§ LDAP/AD £ & FMEHE IDs BETZE Linux Rk LAY Ak
UIDs GIDs., RUALLINRERI AR EERRE POSIX ES BN EAREXMMER .

W SSSD MHRBERNTERA , F2MH M Linux FMEESSSD.
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Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value
[ true v ]
Key Value

= )

C Add Parameter )

SSSD 2 #M{E X4 HEE RES SSSD #HREMA , TR :

+ id_provider B RES RZBERE , TEIEH,

« AD #HE8#H%E , @¥E 1dap_uri., ldap_search_baseldap_default_bind_dn#l
ldap_default_authtok SRFEHMIBAMN AD HEERTE , THRIEH.

THEFIERA SSSD BFEMNEHBR

Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value

[ true v ]
Key Value

[ true v ]
Key Value
[ debug_level ] [ OxFFFO ]

Remove

( Add Parameter )
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% AD R E N E FEHEH (2025.09 R EFHRA )

ERAEER

R Active Directory ERENEFE 4t 8 E K EESAUFEB/ME AD BF , HFFT—RHE
EW AD @ , ANEEBENFEDE RES,

MM F BB RE LRSS (2025.03 K EFHRA )

BEESH)EEEER , RERIERE Active Directory S AR PIVE) AD Bzl , UFEFEHEE AD

o

g
%

ERFLEFENAD RS,

Active Directory Domain .~

.

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN
CN=ServiceAccount,0U=Users,OU=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,0U=RES,OU=CORP,DC=corp,DC=

res,DC=com

Domain TLS Certificate Secret ARN

FRIZHY Active Directory BB B8P 1E AD BF i,

Active Directory E2
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ERAEER

>

Active Directory Domain ./

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping
true

Additional SSSD Configuration

AD Synchronization in progress... Stop AD Synchronization

Latest AD synchronization initialized at 2/20/2025, 3:20:19 PM

Short Name (NETBIOS)
CORP

Service Account User DN
CN=ServiceAccount,OU=Users,0U=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

& A LATE Active Directory IR ST RE AD AL RENEHWR LSRR,

Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN
CN=ServiceAccount,0U=Users,O0U=CORP,DC=cor
p,.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

Latest AD synchronization completed at 2/20/2025, 3:21:00 PM

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISylRg

Groups OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

Active Directory E2
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WA FBFITEZ (2024.12 F 2024.12.01 kR )

Active Directory RZF 27 21 Cluster Manager AZ E#B E L S/ — X% Amazon Elastic Container
Service (ECS) £#. BFHEASIPRHIT—IX , B E<res-environment-name>-ad-
sync-cluster#&E TH Amazon ECS £ AFHREFITHH ECS E7,

EEFBRET :

1. BEZE Lambda TEAWESHEA # lambda<res-environment>-scheduled-ad-synco
2. BB Lambda B#3E A1 3R
3. TEE# JSON H#ATHIER :

{
"detail-type": "Scheduled Event"

4. BEEAE.
5. % CloudWatch TEE#{T+H AD Sync E#H B > BFFE#E - /<environment-name>/ad-
sync, ZE#EESMEBITH ECS FHM A, BEREHH SRR B

(@ Note

- MREVBE AD SHHHE AD GE R4 , RES SNMERAEMEENEENSH , LBR
FRHIERALS ETBERE LDAP BEZEHHNERE.

* RES #EBREIDEMGERNEAERFE, ELARERDBRERE , 3 RES R
BB R,

SSO #H7E

BRI AD {HRER  FRAENSEBERTEE—FA (SSO), FHELLAD FHES S E A RES Web A4
Yo SSOMECR—MRETEABEZFN I, EEET, MERT SSO WFMET , F2H 598
2,

£/ IAM Identity Center 3R EE—& A (SSO)

MRERREEEEIZE Active Directory WE D, B BEBTE 1 BESSFL. MREEER
B2 E Active Directory BRHN B D H O , Bt BRIRE 2 EREFDH 0.

& A IAM Identity Center %7 SSO 68
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#5EEE T2 Studio EREER

® Note

MREBEIHEZE GovCloud E1F , 55FEAWS GovCloud (US)ZBZE Research and Engineering
Studio Ky &l [E MR P HF&E SSO,

SEBR1: REH TP
B 1AM Identity Center

1. & A AWS Identity and Access Management £ &,

2. BARK Identity Center,
3. EERA.
4. EEFEMFEA BUAAWS Organizations.
5 EEEE.
(@ Note

REESMNREERZE Active Directory FYAE[E [EiF,

#& 1AM Identity Center E#RZE 2 & Active Directory
FUA 1AM Identity Center 2% , BERATERNRES R -

1. EEEERT , BERE,

EEDRRT , BEBHEFE A RRBEE2ES SRR,
EREEHT , EZEEEWNE %K.

BET—-F,

BEENEEACCEPT , RREMESRF@A
BELE 55 KR,

o o K~ 0w N

A EREMBER D 2 & 5 o

£ PATAEE A |IAM Identity Center IR ZE 2 E Active DirectoryTE R % , € H B R EERRER,

& A IAM Identity Center %7 SSO 69
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1. HEREREES  EERBSIERE,

2. RREBMEMRHT  BET-F.

3. EEREERT  WALERSHNERE.

4. IEEHHE,

5. EET—F,

6. RELHEE ARREEREFAR.

7. BSEFURFELIENKE., NREBIEBECAERFAINESTALS  FREEERS,
RRAERE

1. RIERT  EEERE,
2. ENEERHBAEIEN (£RE ),
3. EERAEREEN.

FR2: BREF TP
£ 1AM Identity Center HFEXEEAE

1. BABX IAM Identity Center £ A&,

i#1Z Applications (FEAREX),

EEMEEARER,

ERERFRET  EERERERENEARAER,
EEARENERT | &1 SAML 2.0,

BET %,

WASEFRANEREBANHELR,

£ IAM Identity Center F#EE R T , 55 IAM Identity Center SAML i ERE RN ERE, £
RES A O#84ERE IAM Identity Center B | IEHSEE]IER,

9. HEEABRIBMT 6 W ALNWEARERXEE URL, #Il <your-portal-domain>/sso.
10. EEAEX ACSURL T, #f RES AOMRLM AEHHE M URL. EESHKILIER :

©® N o o & w0 DN

a. TEREEET , BE-KRERE.
b. ENEDRERHEERSIER,
c. EE—FEAT, ZE&3 SAML EFrE M@ URL,

& A IAM Identity Center %7 SSO 70
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11. EEARERX SAML KT , 8 A Amazon Cognito URN,

EEET umn ;

a. 1 RES AOMUABAR—RRERTE.
b. EHTRHERSIFEET , KEERAELRE ID,
c. BEMEEREIDHMEEUFS

urn:amazon:cognito:sp:<user_pool_id>

12. A Amazon Cognito URN 2 # , FBREEER,

AREFE AR B B ARG

—

#¢ Identity Center FRAFTE2 I EAR XN FMEA.

BEBME , ARBZFEBEMRS,

EEXEET , #A ${user:email}.

FEHXT , B emailAddress.

BEATIE B RS,

EEABRKPNEREBMET WA "EFB4, .

£ |IAM Identity Center Rt FRERFEHAEBEANMRES T |, WA ${user:email},
ERXT , @A "RIEEL .

© ©® N o g bk~ 0D

£ 1AM Identity Center F AR EMNBERARER

1. 1t Identity Center BRAFTEVEARANERERAE , ARBEEREAE.,
2. ERMZERREAEXTFIENERE,
3. i#IE Assign users (¥ERFEAE),

£ RES RERERE IAM Identity Center
1. ERETETHMENIRE Studio REH , HRE P EE,

2. EE-FAT , BERE (REZ2 ).
3. EATIEAERKRE :

& A IAM Identity Center %7 SSO 71
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a. 1E#E SAML.
b. ERHEERBT BWAFEAEIRNER,
c. BEWATEER 4IRS URL,
d. BALE HEERM URLE IAM Identity Center HEREFEATER o
e. ERUEETFEHHFBMHET , BA 'email,
f. BEER,
4. EFEEEAYRERERSERACREA.

RE—F A (SSO) RELN F D RMHE

Research and Engineering Studio 8{F{i] SAML 2.0 92 ER S , URBEHEYH RES AO#3
VY EEL, EBESRIBMESIEEN SAML2.0 S RHERESNIETR, MEEEEMEA IAM Identity
Center , 5528 £/ |IAM Identity Center R EE —& A (SSO).

® Note

FRENE B4 X ERS IDP SAML EBFF] Active Directory, BEEHR 5o iREE & B Active
Directory &4 , W EHIRLSEHRE.

FE

- BEENE S REE

- BRE RES UFEALZN S DIREE

- EIEERRPRELN T D RME
- {88 SAML IdP RIRE

RELNE 7 RME
FEHRURES D RAENSR , AP I EHRA RES Amazon Cognito £ EKENEA,

1. RES fR5%%&%8 —18 AD (AWS Z& AD SkHRME AD) , HEAE H 2 AFFE RES ADHBIEH
BR, BENAD EEIEN B REREE  YRSERES Y. REFJOREEN G, TH
WEEE AD MRS ERES D, Hl, FZSBAWS IAM Identity Center  fEAEIER) FHER
Active Directory 5 & 2 KR

5SSO [ELW B HRMEE 72
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ERAEER

2. TN B DIRIHEE (IdP) 5 RES 52 SAML 2.0 EAER., WEREETISE .
« SAML E#iE [ URL — IdP FRE% SAML 2.0 Bl FELR RIFIRMHEM URL,

® Note

R¥% IdP , SAML E#7i& [ URL AREE RN BT :

- FEARER URL
- BIHBER (ACS) URL
« ACS POST %4t URL

£ZEHE URL
1. LIEHEE clusteradmin 9% A RES,
2. EEFBIEEE - —BHRTE > BoEMHE,

3. #iF SAML EfE M@ URL,

« SAML & URI — RIFIREEIK SAML HREEHMKE— ID,

@® Note
RIR 1dP , SAML HHR URI TRERETRRIMNEHE
» ClientlD
- FEAEX SAML HR
- SPEEID

LTSI R 4@ A,
urn:amazon:cognito:sp:user-pool-id

ERIEH SAML ¥R URI

1. LIBHEE clusteradmin &9 & A RES,

2. EBEFRIEEE - —RE > §oEME,
& Dy

B SSO RERN B D EEE
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HFRELE Studio R
iRESE| RES By SAML BRAXAR TR/ ESTREAERENE FEH bt -
- SAML E#5{ NamelD
- SAML EF#H4

4. B0 |dP £RIBMHERE | BEB/ESHIEE SAML BH, RES EE S, RIBTER , AZ&H
FEEeHEEANELEHY, MRENKERTE , F2ETHH @ ANE,

« AudienceRestriction — §XE A urn:amazon:cognito:sp:user-pool-id. £ Amazon
Cognito fEA&EEER ID B user-pool-id,

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

« EIfE — InResponseToiRES https://user-pool-domain/saml2/idpresponse,
Amazon Cognito £ & £ ERHEHEBEUR user-pool-domain,

<saml2p:Response
Destination="https://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454T04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

* SubjectConfirmationData — RecipientfRERENFEAEE[Esaml2/idpresponsein#h
FMInResponseTolR#E SAML 3K ID,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454T04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

g RERTHIRE :

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764Th96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

£ SSO BRELN B RMEE 74




W32 EE T2 Studio EREER

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</

saml2:AuthnContextClassRef>

</saml2:AuthnContext>

</saml2:AuthnStatement>

5 R

181 SAML FERREXEEH URL 81 |

0N

B0

HBHERES : <domain-url>/saml2/logout,

&EmMEMAE URL

1.
2.
3.
6. IR

LUEHE 85 clusteradmin &% % A RES,
EEFRIEEE - —RRE > BoREE,
EEHE URL,

o

B 1P #2258 B LB Amazon Cognito B {51F , 5 N & Amazon Cognito #5& RF# I

& H EERER 1dP,

MEHERRE

R

B Amazon Cognito £ &,

BRENERERE, BNERAERERZR res-<environment name>-user-pool,
ENMEARBZESER,

EBE R REEZARERY , EEREAEERR.

Cognito user pool sign-in o
Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user
pool.

Cognito user pool sign-in options User name requirements

User name User names are not case sensitive

Email

Federated identity provider sign-in (1) info @ ( Add identity provider ) K View signing certificate )]

Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID
Connect.

[ Q Search identity providers by name ) 1 ()
Identity provider A | Identity provider type v | Created time v | Last updated time v
@) idc SAML 2 weeks ago 3 hours ago

& 0] LAfE A b /R 3% 3R &L RE Active Directory IDP, #7138 relying party trust , ARBALL
IKFEH Y SAML K&,
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ERAEER

® Note
iE B AR Keycloak 1 IDCo

5. FERRENXER
FRAT,

ETTHE

ARE RES UEREN S s iREE

TR RES NE—BARE

1. LIEHEE clusteradmin 492 A RES.
2. EEBEFRIEEE > —iREKTE > BOoRMEE,

Environment Settings

d man nvironment settings.

Environment Name AWS Region

res-gaenvi us-east-1

General Network Identity Provider Directory Service Analytics Metrics

Identity Provider

Provider Name User Pool Id
cognito-idp _reuF: EA

Domain URL
https://res-gaenv1-9d4688cf-5c14-48d0-850f-
ce96d346a24c.auth.us-east-1.amazoncognito.com

Managers Group Name
managers-cluster-group

Single Sign-On

SAML Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-930f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse

Status

3. BE—BAT , EBNEETESNREET , URKE

a8 NE SAML 2.0 FEAREN F#E R XML 5 URL, &R BUET —HiF

$3 Bucket

CloudWatch Logs

Administrators Group Name
administrators-cluster-group

Provider URL
3 https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsmB8SE

0IDC Redirect URL

3 https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

— B AEEEMH.

A SSO RELN T HRIEE
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12

a. #H¥HTRHEE  EE SAML
b. ERMERBD K WAFTRHENE—ERE,

RELENG D REE
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(@ Note
FRFIHMERTIEHE
» Cognito
* IdentityCenter

c. EHEEMNHRET  EREENEEY HEFREER XML X4, St oREER M
URL,

d ERHBEFHEBHESD , WANXFE email,
e. EEREX,
4. EFHARERTEE@E. NREETRE  ASBHAE-—-EA,

HEIFEERBEFRELN S HRRHEE

MREERRANABERIEIFEE RES I]RE , 4§ IAM Identity Center FRE BEH & 7 214
E BB ERETRAN S 7RAE , Sl Okta, RES SSO MAXRESER={EEES Y :

1. fEEEE — EEBW

2. FRERNHE URL — ATBMEDR

3. REMEFEHHEM — AR

BEBUTRERHNREEETEBHEN ST TIEE

1. B1#E Amazon Cognito &,

2. REBEH  EECRELRE,

3. ERfANEREERUBGERAEEERE.

4. REABRRSIER , e s RUEBZALRBMEREN T DREE,
5

—RME K BRFESEFFREN , UREBUERFRFTE, FEEFBUERS , FEERE. &
EFEHPEER NG FEERRPEER,

7 SSO RELM S D iREE 78
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Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.
Metadata document source Metadata document endpoint URL

Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

6. WMRBIFEBHEME , BIFEZEEFH DynamoDB Hfi<environment name>.cluster-
settings&Rl&,

a.

b.

d

B DynamoDB T2 & , AR LEBEHBREFER K,

SHIWi#H<environment name>.cluster-settings&RK , AR R BENRERPIR
BR%FHEE,

ERESIEREET , EEHERGELBATISEH
- BHEBRE — key
« { — identity-provider.cognito.sso_idp_provider_email_attribute

BEHT,

7. EEEMNEBET , Bikidentity-
provider.cognito.sso_idp_provider_email_attributeF&H , REZBEHFELUERF
8, BLIFE B TE Amazon Cognito FEVEE,

# SSO

RELH F D RHEE
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I ¥ Scan or query items '

[ O Scan ] [ O Query ] ‘
Select a table or index Select attribute projection ‘
{ Table - res-jan19.cluster-settings v ] [ All attributes v J
v Filters (B

@
Attribute name Type Condition Value

{O\ key X] { String v ] ( Equal to v ) [ identity-provider ) ( Remove )

Add filter

@F
Run Reset
~
[ © Completed. Read capacity units consumed: 13 X
S/

Items returned (1) Edit String D ( Actions ¥ ) ( Create item )

[ email ) 8 1 & X
@
Enter any string value.
O key (String) v | version v
(J  identity-provider.cognito.ss Cancel B > L 1

{5#5 SAML IdP &

SAML Ei#ftes — AT LA Chrome BIERH L IEFR IRERIEHE SAML FERIiE SAML ZHAE,
WMEFHMMER , 5528 Chrome Web Store F# SAML EH#EZS,

SAML FHE A BT E — Onelogin 2 ] AR IS SAML fRIGEMN T E , WHE SAML Z2HEPHMLE
WL, MEFMEF , 552 Onelogin #5 _E# Base 64 Decode + Inflate,

Amazon CloudWatch Logs — & A LAFE CloudWatch Logs H1# & RES AR EEHERHEL. BHK
B MAEBERE WAFEMEDR /res-environment-name/cluster-manager,

Amazon Cognito 3X#f — 1% SAML E& Amazon Cognito BEHFEMENR , 5528 (Amazon Cognito
M ASER) P SAML SoRHEENEEFEAEER.

REEHENER

1. 1% Directory ServiceE#E & F , BEFFE L HEBMN B .
2. TEBENRERT  BEERFEREER.

REMEAENH 80
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https://www.samltool.com/decode.php
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/

HZREE TR Studio EREEmR
3. ERfFAENEAFER,
4. BEEREG

b= VA g bt

MREERANRETHEE , AFERE FRERIEAOMIA Web M VDI #5

(® Note
MREEEZEE GovCloud B , FFHEAEWRBALEREERINE RS BIEIRS PERE Web
FEREXM VDI F#E.

1. BIRX Route 53 £# &,

EREEVUNMEE , RARBEEVHK,

WA 'web' AT HER,

EH CNAME A8 EE,

$HYME , M ALREYHRE FEBAPRBINERS.
BEE %,

HEEY VDC HEcex , FFHEE NLB b,

N o g M b

a. BIBX AWS CloudFormation 2 &,

b. 1#E#E <environment-name>-vdc,
c. BEZRFIWRA <environmentname>-vdc-external-nlb,
d. & NLB %% DNS B,

8. BRI Route 53 £ &,

9. S|RENEE 6 AREBEFEIULHK,

10. ERRHBBT , WA vdc,

1. HERHEET |, ZE CNAME,

12. &% NLB , 8 A DNS,

13. BEE VK,
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https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/route53/
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#3 ACM FFE

RIETAEE , RES F AME amazonaws.com EEABRXEH L EHBETFEE Web AOBL, BEFH
LECHREE , BREERELRMRK AWS Certificate Manager(ACM) &R AE SSL/TLS B
MREFER ACM , ZRWEIZTERUVAWSHEREBHASE , UMEAFiHMN Web IR EH 2 B
By SSL/TLS B&,

® Tip
MREERBHABERREEY , AIEERE HEBAPERHEEPortalDomainNamel¥ | £
Fhig A SR BRI R TSR E R,

EEEVRIMENER

1. & EE AR AWS Certificate Manager AFERABEBE. MREEIEE GovCloud EiFH
#51E GovCloud &I ERF P E U BE.

BEBERLERE K RREET S,

EHBIBEBT , 5K *.PortalDomainName#l KB PortalDomainName,

EEFEAET |, 1EIE DNS BE,

BEFER,

RBEFFED , AREERNEE. SEAREEEGSERFMAMEE,

o gk~ w D

@ Note
MRERBEIRE , FEMBEBE,

7. BTUTHEE—E:
. EEIE

REBEBREEFNVEEFFMEA T , BEE Route 53 FEV ., BENREEESFAD R
17o
GovCloud % & :

MRBEZLERE GovCloud EBiFHH , FFER CNAME £8ME, REES,IEIRFE |, FH &
ELBREREPEUMNVILE. BENREEEBFEADRT,
8. H¥B/T ARN EHE I AMA B BEACMCertificateARNforWebApp,
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https://console.aws.amazon.com/acm/home#/certificates/request
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Amazon CloudWatch Logs

Research and Engineering Studio 8§ Z%& &7 CloudWatch &M T 5| HFF#4H. WFE
2 #2BETx:

CloudWatch Log E¥#H Retention
/aws/lambda/ <installation-stack- KT B H

name>-cluster-endpoints

/aws/lambda/ <installation-stack- KT IBH
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- KT IBH

name>-cluster-settings

/aws/lambda/ <installation-stack- KTBH
name>-oauth-credentials

/aws/lambda/ <installation-stack- KA BH
name>-self-signed-certificate

/aws/lambda/ <installation-stack- KA iBHA
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- KT IBH
name>-vdc-scheduled-event-transf

ormer

/aws/lambda/ <installation-stack- KT IBHA

name>-vdc-update-cluster-manager
-client-scope

/aws/lambda/ <installation-stack- KT BH
name>-backend-lambda

/aws/lambda/ <environment-name> - KB HA
dcv-session-management-lambda
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CloudWatch Log &#H Retention

/<installation-stack-name> / 3@A
cluster-manager

/<installation-stack-name> /vdc/ 3{@A
controller
/<installation-stack-name> /vdc/ 3 @A

dcv-connection-gateway

WMREBESE AFHENERRE , BAILEE CloudWatch 2 & |, WHKRIERE CloudWatch
Logs PEE AFERRE,

S B ETEF A RR

£ 2024.04 FR , BALLEEEBEZ BT AR RRIEN RES BYNAR, BIIFFARRBRITUES
¥ RES CIoudFormatlon ZHEN -0 , FERABFTRERMN ARN 5 IAMPermissionBoundary £
EN—Hr. WREBHEHREZER , E'JTQ*EEEH RES A€ LREFAMR. UTR RES AERHE
FE%E’\JEWE%EO EREELGTEIE AN AR AT R REATE T T IEE -

"Effect": "Allow",

"Resource": "*",

"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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ERAEER

"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb: *",

"ebs:*",

REBFFFASRR
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"ec2-instance-connect:*",
neCZ:*n’
"ec2messages:*",
"eCI:*",

uecs:*u’

neks:*n’
"elastic-inference:*",
"elasticache:*",
elasticbeanstalk:*",
"elastich talk:*"
"elasticfilesystem:*",
elasticloadbalancing:*",
"elasticloadbal G
"elasticmapreduce:*",
"elastictranscoder:*",
nes:*n’

"events:*",
"firehose:*",

"fis:*",

"fms:*",

"forecast:*",

"fSX:*",

ugeo:*u’

"glacier:*",

"glue:*",

"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kmS:*",

"lambda:*",
"lightsail:*",
nlogs:*n’
"memorydb:*",

nmgh:*n’
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"mobiletargeting:*",
"mg:*",
"neptune-db:*",
"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"pi:i*t,

"pipes:*",
"polly:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb53:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"3 x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",

"signer:*",

"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
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"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

X E RES Fif& AMls

{#F RES-ready Amazon Machine Image (AMIs) , A LAEBHE] AMI LTEAZREER S EHTEE
VDIs) B RES AMIs #8#ktE, {#H RES-ready AMIs 7] 22 £ A TR SE RERR R Y VDI 1T E B FA Kk A
B, £/ EC2 Image Builder , A LA AMIs ZEX A BHE, NEMEEEENFMEE
A, ESHNGEERFTAEER.

Gl , BYBEEEZHRAH RES,

/A Important

£ RES 2025.06.01 2B M RES Fi& AMIs B RES 2025.06.01 fFf B ZERATHEE .
&K RES IRIEBEE 2025.06.01 Z BTV R AR ERFARAE | WA BAEREFTE RES Fhiid
AMIs,

FE

- % IAM B ELFE RES RIE

« #37 EC2 Image Builder JT#

- EfFEH EC2 Image Builder Bt 5
+ EXJE EC2 Image Builder EREZ%HE
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html

B TR Studio (EE
- RERBEEFRREEE

- HTREBEEFRREEE

« F£ RES APEEfl#T Y Siaa e i

%1 1AM A€ LZE RES IRIE

& ZE# EC2 Image Builder 7E RES RERK , BULEARIUFENAE A RES-
EC2InstanceProfileForimageBuilder ¥ IAM A€, WERE IAM SEUARMRGESHNFHEER ,
E2H (MBREERFEAEEE) BB AWS Identity and Access Management(IAM),

THAGEE .
« A% Amazon EC2 FRIEWEEREEZ.

- AmazonS3ReadOnlyAccess. AmazonSSMManagedinstanceCore A
EC2InstanceProfileForimageBuilder BUK

#3 EC2 Image Builder st#
EiE (RGEEFFEAERER) PHER  FARGEESRTESEI TS,

BAZNTHFRAES

1. SHEER  BEERE.

2. STHBRIEEREK (0S) , B Linux = Windows.

3. HETHEBE K BWAEEHENERE , HlW research-and-engineering-studio-vdi-
<operating-system>,

4. WATTHHARARREE | IR EM TSR,
EERXHD , BATIERER, NREEFTMES , YAML EREESZH , ME KRN
FRH,

/A Important

EERERTD , REN RES RIBMATEHEMAY , F TH URI (- source:
's3://research-engineering-studio-us-east-1/releases/latest/res-
installation-scripts.tar.gz') latest®#y BMR AL ARAGRSR (4l
2025.06).
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-component-console.html
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Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- GPUFamily:
type: string
description: GPU family (NONE, NVIDIA, or AMD)
default: NONE
phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "mkdir -p /root/bootstrap/logs"
- "mkdir -p /root/bootstrap/latest"
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: "s3://research-engineering-studio-us-east-1/releases/latest/
res-installation-scripts.tar.gz"
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destination: "/root/bootstrap/res-installation-scripts/res-
installation-scripts.tar.gz"
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "cd /root/bootstrap/res-installation-scripts"
- "tar -xf res-installation-scripts.tar.gz"
- "cd scripts/virtual-desktop-host/linux"
- "/bin/bash install.sh -g {{ GPUFamily }}"
- name: RebootAfterInstall
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "cd /root/bootstrap/res-installation-scripts/scripts/virtual-
desktop-host/linux"
- 'sed -i ''/“export AWS_DEFAULT_PROFILE="bootstrap_profile"$/d""'
install_post_reboot.sh'
- "/bin/bash install_post_reboot.sh -g {{ GPUFamily }}"
- name: PreventAL2023FromUninstallingCronie
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "rm -f /tmp/imagebuilder_service/crontab_installed"

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
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# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-windows

description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.

schemaVersion: 1.0

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://research-engineering-studio-us-east-1/releases/
latest/res-installation-scripts.tar.gz'
destination:
"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res-installation-
scripts.tar.gz'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'tar -xf res-installation-scripts.tar.gz'
'Import-Module .\scripts\virtual-desktop-host\windows
\Install.psl'
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- 'Install-WindowsEC2Instance -PrebakeAMI'

6. EBEMEMBEARR A ARAREBEFEEITH,

{52 H EC2 Image Builder Bt 5

EC2 Image Builder BB S @ ERE ARG , MARMIMRRAVER | SUREH BN —E TR BFTIR
&, WL — I AMMREE. BLABRMNRERES , UERALEN RES HEAKMREREE
AMI, MFEFVFHAER , F2REEE S,

RES <& T HRREIERRE

« Amazon Linux 2 (x86 1 ARM64)

« Amazon Linux 2023 (x86 #1 ARM64)
« RHEL 8 (x86) # 9 (x86)

* Rocky Linux 9 (x86)

 Ubuntu 22.04.3 (x86)

 Ubuntu 24.04.3 (x86)

* Windows Server 2019, 2022 (x86)
* Windows 10, 11 (x86)

@ Note

£ 2026.03 ARBEE , Amazon Linux 2 1 RHEL 8 "BA kAR EEiHEHT, MAEE |
RO LEMESELEEXRRN BT EMHE,

Create a new recipe

1. 7 BARX EC2 Image Builder F 18 & https://console.aws.amazon.com/imagebuilder,
EEREERT , BEERGE A,

BEEVMEES.

Bl A\ HE — B9 B B AARAwm5%

BH RES X EMNERRE,

o b~ 0N
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-recipes.html
https://console.aws.amazon.com/imagebuilder
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6. HEHTEEBARET , MAKRFELLZE SSMAEERX , FFLE SSM REREN, EEAEERMN
FAEMBLENEREERPRAET.

@ Note
mFEMALZE SSM REEANER , F2H -

* 1£ Linux B EC2 14T L F 8L % SSM KEEX,
- 7£ Windows Server ) EC2 #i1TEI#8 L F B L EMMAERETE SSM Agent.

7. #RLL Ubuntu 24.04 AEBMES K FEFEELZRNEF T , unzipBHEAWS CLIT
o ERATIIRTEILTH :

name: unzip-ubuntu
description: An RES EC2 Image Builder component to install unzip
schemaVersion: 1.0

phases:
- name: build
steps:
- name: InstallPackage
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "apt-get update && apt-get install -y unzip"

8. ¥ Linux BE A , #% Amazon EEaws-cli-version-2-linuxZEBtHHBEE A, B
FALL Windows BEBME S |, # Amazon B aws-cli-version-2-windowsZE & w4
BERBH., RES ZEIETHEMEA AWS CLIFE# DynamoDB # £ EHREER VDI FEUE,

9. T84 Linux = Windows IRERZ MK EC2 Image Builder Jttt,

/A Important
BB HIE aws-cli-version-2-1linux (EAM Linux) 3 aws-cli-
version-2-windows (EAR Windows) fHZ T4 |, FEEMRFHTIEE L TH-
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-manual-agent-install.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-win.html
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You can select a maximum of 20 components (including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe is created. Automatic version
choices are provided for each component.

Build components (2)
Build components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

v awscli-version-2-linux ;

2 i h-and-eng g-studio-vdi-l 2 Owned by me
test version

10. (E# ) #H1¥ Amazon ¥ &Esimple-boot-test-<linux-or-windows>RIERTtH |, LAFESR
AT LARE) AMI, ERREERE. BULLERHEMFSEBERNAETH,

1. REETREMERER , MBEMEMAFENTH K RREEFEVETS,

Modify a recipe
MREEHRER EC2 Image Builder Bt 5 , BRIHE I AHEREAT -

1. HHLL Ubuntu 24.04 AEBNES , BAMEEREN BT TH |, unzipBHIBAWS CLIT
. ERATYHRBEILTH :

name: unzip-ubuntu
description: An RES EC2 Image Builder component to install unzip
schemaVersion: 1.0

phases:
- name: build
steps:
- name: InstallPackage
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "apt-get update && apt-get install -y unzip"

2. B3 Linux BE S | # Amazon E&Eaws-cli-version-2-linuxZE tHHEEE A, H
AL Windows BAERBEMELS , 4% Amazon EEaws-cli-version-2-windowsZE T
WZEl A, RES REIESIEMEA AWS CLIIR M DynamoDB £ £ EAREEM VDI FEUE,

3. ¥EA Linux = Windows RIFEE K EC2 Image Builder o,
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/A Important

BB L HIE aws-cli-version-2-1inux (AR Linux) 3% aws-cli-
version-2-windows ( BAR Windows) {82 T , FEEKFHIEIE L TH,

¥ Components (2) ifo

can select a maximum of 20 components (including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe is created. Automatic version
choices are provided for each component.

Build components (2)
Build components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

2 aws-cli-version-2-linux

4. BFEBEZREMEARSR , MEEAEMGAENTH  REBRERYET,

% 7E EC2 Image Builder E#5%

SR LAME A ER R R RIEERGEERAREENAERREERMREHN Amazon EC2 EffEEx
fE. BERE RES £/ , BAILLEZFRVHAVERREER  EARENERREERE,

- BERVHOVERRBAR  F2RELERRGEERE.
- FEEARANERREARE  SENMERKREHERE,

BERERERRERERR

1. $H¥ IAM A6 | WARLHE PRENAEER IAM A6 LIFE RES RE,
2. SrEMITERER  EEFLEFI4GBIRERAVER  WITELBENER AMI B, F2H
Amazon EC2 #{T{EEEA,

3. HRVPC, FRENZLEE K SAYXAATREREEEERUUTRERES., EXEAFFHR RES
IRIEM cluster-settings DynamoDB & #&K M Amazon S3 EE/FITE,

i

\

RERGRRERMREEE

REZEFRMEEESHASERRE. ARBENMAEN TH, ERREEENDRERE. BER
RES RifE AMIs SREMRGEE , B NEFERIFTNEE , AEARANEE. NFFWEF , F2
B (REBEERFEAERR) PRI MER AMI REEE.
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-infra-config.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/update-infra-config.html
https://aws.amazon.com/ec2/instance-types/
https://docs.aws.amazon.com/imagebuilder/latest/userguide/ami-image-pipelines.html
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Create a new Image Builder pipeline

£ BRI R R B 85 X #8 Ahttps://console.aws.amazon.com/imagebuilders

REBHED , BEERGEE,

BERIREEE,

WA —ER, ERER, FENBARREEEEFHMBEA.

SHYNEER S  EECARARS , ARERE PEIMNE S EHER EC2 Image Builder B
7. TERRENE S MG ERER,

6. HHEERMEEIURERF , REEARFEEERI BT IERSE. Ek%%ﬁ%u‘i-l_ R ITE
RIEC R, MEFMEN , B2 AL EC2 Image Builder BB EMREG TERE,

7. SHHERERREAL  BERERANERREERE  ARENE PEVNERSRBHEREE
7E EC2 Image Builder E# 5%, MIREHNEMEREFMHENAERER,

8. HHERDMRE , BECARBAREZLSMRE, BHRELAMRERZRN RES RE
AWS EEEER B, FABRKERE K SEEARGZESRNESPEILREK,

9. REAEEFMET A AREBEEFERVUEE.

o M 0N o=

Modify an existing Image Builder pipeline
1. FEFEARANEE  FEIGFAEAUERE PRV MBS EHER EC2 Image Builder Bt
B
2. EBEREFEE,

HITREBRERMREEE

FEELRENBHRE  ELEARBREEE. BERFURFERE—RNKRE , ERIURNR
BESPHTHHE,

ERYTREBEE

1. RRGEEED , BRE PEUNEERERGEERZREEE.
2. HEBES , EEFEITEE.

£ RES AR e rY 2K e st

1. BfF P Rthe section called “EEEHE B (AMIs) REF SRR KB,
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2. &#¥ AMIID , mARER 2@ HRERN AMI IDITRIEZERREEE,

£ RES ZHE &R EBFI#AE

(® Note
TR - BMEFREBFEMN PrivateKey RBTFIRIE Secrets Manager MEH , FEEHITE
LR,

JBEIFME Web S
1. EFEETAS-ab ERTHBERRINER

a. BEAWSEE A EC2 > Load Balancing > Load Balancer T# RES A\Ef & & F#25.
b. BESERGAREN NWEHFEEE<env-name>-external-alb,
c. BMEEERZFAFTEHINERER,
d. EXMERRHMBEFMEFERZER SSL/TLS BREWEEREN,
e. FEENWEE,
2. EEERTEERRTP

a. 1£ DynamoDB -> Tables -> F &K BEEREE R F<env-name>.cluster-settings,
b. BIERKRIEE M MBEEE - B "key". A "string", &4 "contains" &

"external_alb",
c. cluster.load_balancers.external_alb.certificates.provided FREA True,

d. FEH &

{fEcluster.load_balancers.external_alb.certificates.custom_dns_name,

iEZ Web FAENEMNBTHAEERE,
e. EF MW

{fEcluster.load_balancers.external_alb.certificates.acm_certificate_arn,
iEREMAE Amazon Certificate Manager (ACM) A ¥ FEXR Y Amazon Resource Name
(ARN),

3. EHEAR Web FFREMKHIE Route53 FHEIEEE , LUB@INET alb B TP #2747 DNS &

f<env-name>-external-alb,

# RES ZERREB M 98
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4, MBEEREPRTE SSO, FFEHE RESWeb AOPUMHIREEE > G9BE>E—%A > R
fE > REBLRATRAER E’J*ﬁﬂﬁﬁi)\ﬂ@%ﬁ % E SSO,

HBEHIEE VDIs SERHERH

1. BTIEBEFEERER , BT RES BEABEAHMEHNIT GetSecret HAEWFFT :

e res:EnvironmentName : <env-name>

* res:ModuleName : virtual-desktop-controller

2. ERERTEERRP

a.

b.

1£ DynamoDB -> Tables -> F &KX EE R EE R FK<env-name>.cluster-settings,
AIERREE W GEHEENE - B "key". BH "string". &4 "contains" F{E

"dcv_connection_gateway",

vdc.dcv_connection_gateway.certificate.provided FEA True,

E# M{Evdc.dcv_connection_gateway.certificate.custom_dns_name, &=

VDI ZE BETHIEE .
i)

fEvdc.dcv_connection_gateway.certificate.certificate_secret_arn., iR

FHBEARBT ZHWEN ARN,
E Y

fEvdc.dcv_connection_gateway.certificate.private_key_secret_arn., &=

FHRALEERABRZWER ARN,

3. EHMARFEHTEERNRBIEL

EAWSE#EAK EC2 > Auto Scaling > Auto Scaling ##8 T BIEX Auto Scaling #H.
ENHEZE RESRENVEEEDHERRFH. SBERWREH <env-name>-vdc-

gateway-asg.
EFMEARRPSRILFRMRE A,

HEFMER > BE > BEBREER ( BUHERE) .
[ T B EERFAER.

BEBERKSN  EEREER,

£ EF CERTIFICATE_SECRET_ARNH PRIVATE_KEY_SECRET_ARN, ffHIRHBERERE
& (FFS2HES B 2.ARNs EFELE,

£ RES RRZRREBFHEE 99
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h. #E Auto Scaling BHHHEREATARIERLMWEEEARRZA ( #& Auto Scaling FHHE
H)o
4., BEFEZARBIEEEILMNYFE Route53 FHEEIE S , LUIBMAIE nib BFFHESH DNS &
# : <env-name>-external-nlb,
5. #IEBHM dev-gateway HITIEEE : <env-name>-vdc-gateway Y EFHAIEAIT(E R
B, dcv-gateway HITEREEEX 12: 00 AM ( F#%& ) UTC MEREETE Secrets Manager #
WEENALESRENETE  YEEFFEBDHERNERTE,

£ RES RRZRREBFHEE 100
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ERAEER

BEEERE

HERSEEARNMEREREBENFE—FH

Studio BE R H AR,

ES |

- WEEE

PR 2 B 12 42 )
AT B RAR
THERERERE

RIEEHE

MWEEE

FT W EEAWSE f LB Research and Engineering

Research and Engineering Studio &£/ #& T 53 AWS Secrets Manager, RES B1ERER I H
EEBEINE. EEERRREVHERANKEENARSE,

WEZH

<envhame> -SSO-
client-secret

<envhame> -vdc-
client-secret

<envhame> -vdc-
client-id

<envname> -
vdc-gateway-
certificate-pr
ivate-key

<envname> -
vdc-gateway-

R EA
RENE—FA
OAuth2 B Fis#a
VDC ClientSecret

VDC Clientld

MENBREERRE
MEE®

WMENBEREERRE

E4R RES

v

EEEEWMA

WEEE
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T 5 #Z ARN EE2E 7 DynamoDB B <envname>-cluster-settings& &R :

W32 EE T2 Studio EREER
DRI R E4XM RES EEEEmA
certificate-ce
rtificate
<envname> cluster-manager v
-cluster- ClientSecret

manager-c

lient-secret

<envname> cluster-manager v
-cluster- Clientld

manager-c

lient-id

<envname> - BB BEREERR v

external - IELE

private-key

<envname> - BB BEREEERR v

external-

certificate

<envname> - B EREERE v

internal- IELE

private-key

<envname> - BEHERFERE v

internal-

certificate

<envname> ServiceAccount £ v
-director EHH5IZ 7 (DN) B

yservice- .

ServiceAc

countUserDN

WEEE
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iR HIR

identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica HE
te.certificate_secret_arn
vdc.dcv_connection_gateway.certifica b::f )
te.private_key_secret_arn
cluster.load_balancers.internal_alb. HE
certificates.private_key_secret_arn
directoryservice.root_username_secret_arn
vdc.client_secret b:if )
cluster.load_balancers.external_alb. by}
certificates.certificate_secret_arn
cluster.load_balancers.internal_alb. b:if )
certificates.certificate_secret_arn
directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id
cluster.load_balancers.external_alb. HE
certificates.private_key_secret_arn
cluster-manager.client_secret

= =
X 7S BE 422 A 42

(® Note

AWS BudgetsF & £ Research and Engineering Studio B3R & 2 37 BEAWS GovCloud
(US).

AR BRI MR 103
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ERAEER

i#iB AWSCost Explorer B FEE UHBIEEK A, ERATEEE, W
K E E#8 Ethe section called “AWSIHE R T H RIE .

TR

HEA , F2REE

BEMBIRAER , B RES EREHPEVNFAEEVEBAWS Budgets, E4ALMAKRE

BASBEEBRANRERR,

1. BAAWSEEFEA W AWSBIlling and Cost Management £ &

BERA D ERR.

2.
3. ESWEH res:Project# res:EnvironmentNameiZH,
4

iB1E Activate (BXA)-

Billing X
Cost allocation tags .
Home Cost allocation tags activated: 3
v Billi
" User-defined cost allocation tags AWS generated cost allocation tags
Bills
Payments
Credits User-defined cost allocation tags (2/47) inte

Purchase orders
‘ Q_ Find cost allocation tags

Cost & usage reports

Costallocation tags (£

Budgets

Free tier - e Tag key A status
Billing Conductor [Z [m] res:BackupPlan ® Inactive
v CostManagement [0 resClusterName ® Inactive
Cost explorer [5 (] res:DCVSessionUUID ® Inactive
[m}

11 matches

v Lastupdated date

jovember 2023

jovember 2023

jovember 2023

jovember 2023

lovember 2023

[ Download csv

iovember 2023

jovember 2023

jovember 2023

jovember 2023

z|lz z z z|z|lz z z z §

jovember 2023

Budget ® Inactive

Savi 3 ® Inactive
v P (] odule ® Inax

Bl (] loduleName ® Ina

Payment preferences

] ModuleVersior @

Consolidated billing [

Tax settings ] NodeType ® Inactive
v Permissions Project @ Inactive

Rbtmrend i 2

@ Note

HER K RESEEBZURFE-RNKHEIEHE,

HEHEY RES ERNTEE :
1. EIREXZAS  BERE.

LI

-

E

Xa

igg-lt_fo

\

2

3. VBERRT (ERE)
4. HEEEET , BERAERE - &
5

A B R )
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https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://console.aws.amazon.com/costmanagement/home

oEEE T2 Studio

ERAEER

Step 1
X
G Choose budget type
Home
Step 2 Budget setup
Set your budget 3
¥ Billing &/
Bills Step 3 ") Use a template (simplified) © Customize (advanced)
Payments Configure alerts Use the recommended configurations. You can Customize a budget to set parameters specific
change some configuration options after the to your use case. You can customize the time
Credits budget is created period, the start month, and specific accounts.
Step 4 - Optional
Purchase orders i ’
Attach actions
Cost & usage reports
Cost categories Steps Budget types
Cost allocation tags Review
Free tier O Cost budget - Recommended =
Billing Conductor [ Monitor your costs against a specified dollar amount and receive alerts when your user-defined thrasholds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
You can set a cost budget for a business unit and then add additional parameters such as the associated
¥ Cost Management member accounts.
Cost explorer [4
Budgets 1 Usage budget
Budgets reports Monitor your usage of ane or more specified usage types or usage type groups and receive alerts when your
9 P user-defined thresholds are met. Using usage budgets, the budgeted amount represents your expected usage.
Savings Plans [2 :Dr ex:m:ste, Yyou can use a usage budget to monitor the usage of certain services such as Amazon EC2 and
mazon S3.
v Preferences
Billing preferences *) savings Plans budget
Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
Payment preferences drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
; covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or
Consolidated billing [ underutilized.
Tax settings
w Permissions ) Reservation budget
Track the utilization or coverage associated with your reservations and receive alerts when your percentage
Affected policies [2 drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon
ElastiCache, and Amazon Elasticsearch reservations

\§/ Cancel Next

6. HEFMHEIAT , AENEERAGEZNEAEER , SHESRFTIWEMEATR S BR. Hl10

<EnvironmentName>-<ProjectName>-<BudgetName>,

7. EREHEESET K BASZRNEESH.
8. HEREHER , EEFHEREAWSKEAIHE,
9. BIEMEEREM.

10. EHET , BEER,

11. EEET , EH res : Project,

® Note

EBNERZARFEEMASEEA, EUAEEREBENTAKEYES,

12. #ET , BERERER.
13. BEEZRGBRMKRMG , KERGERMERERE,
14. EET_io

A B R )
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

) All AWS services (Recommended) © Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

"EC2" to budget against.

Dimension

), d
(Tag \

d res:Project ) v ‘
{/ Values \

‘ Filter tags by values v ‘

project1 X

~—

Cancel

¥ Advanced options

Aggregate costs by
‘ Unblended costs v ‘
‘ Supported charge types v ‘

‘ Upfront reservation fees X ‘ ‘ Recurring reservation charges X ‘ ‘ Other subscription costs X ‘

‘ Taxes X ‘ ‘ Support charges X ‘ ‘ Discounts X ‘

15. (EHM, ) #MERERE,

16. BET—%,

17. (B, ) NRERERE , BEAEZDFERREEFTRENAEDF.
18. BET—%,

19. MAREAR  IRICEEGEESHTRELENER.

20. BEEVHEH,

A B R ) 106
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BERECEY , EULBAERNEAR., ZZRMERNTER , 5526 the section called “fREZ
F, NRBEEE A ERKASEZIRD. IRERDRERERRE A KERKEEERF,

NREFEBERE  FEOD IRERFERESH. EEERESHESARFE 15 DEF L
M. BHE , BALRBERUEAREER.

AR AT R AR

B HERRTE RES BEEEM] RES ARG ERERBEN —BREBANERRAR, BIUE
HREREHER A,

&

- ERIEH

- BEEEEERERNER

- REEBERNEED N

-« T& CsV

JoIRRH
% ZE{# H Research and Engineering Studio B R ANMERIR , B4 AKX -

- BUSR

- £ AWSBIlling and Cost Management XA F BRI EH,

- BAEEERZER (F2H FEEX).

- AEAH RES HENIRFRAREA S MEIR, &EEEM , FHRRBTITRET

1. ARBEIMNERIE VDI, EE]TE AWSCost Explorer Fffifres:ProjectiZH , XS WHE
E 24 /N,

2. BIUESRR K BRAEBRRMASEA. BEZHBLE Cost Explorer FEUAEZER. LEFUREEE
B\ 24 N,

RABER =


https://console.aws.amazon.com/costmanagement/home
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
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Cost analysis onboarding info

To start tracking expenses incurred over a period of time, take the following steps.

Step 1 - Launch desktop Step 2 - Enable cost tags

Launch your first desktop within this account and wait up to 24 hours for cost allocation tags to create. Once tags are created, enable cost allocation tags for the web portal and wait another 24 hours for data

to display.
Launch desktop ; N
( Enable tags )

EREEERKERNER

EEREAENEREREE T RES RETEERAENERAEMRE, RIFER , BERERBEEH
BRE 5 HER, SUNEGERINEN THNARFEPRNBEER , FAREEREXZNTEE

[=1-]
o

Projects with budget assigned @ ( Review projects ) ( Create project )

Track the current status of budgets.

Project name

test-project-2

test-project

0 2000 4000 6000 8000
Budget (USD)

W spent @ Exceeding Remaining

v Display settings

Filter displayed data

[ Find project by name v ]

[ test-project-2 X] [ test-project X]

test-project-2 test-project

BREL USD ERERNEBEEENTE. NENELEHE, SEEMEBERKL | LERSEE?R
FYHEY) USD €8, Bl REEL LANREERNEVERESE , UARERNELERE
[T

SERERERERNES 108
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ERAEER

Projects with budget assigned

Track the current status of budgets.

Project name

test-project-2

W Spent 1,792.09 USD
@ Exceeding 0.00 USD
Remaining 8,207.91 USD

test-project

0 2000 4000
W spent [ Exceeding

Remaining

v Display settings

Filter displayed data

[ Find project by name

test-project-2 X test-project X
test-project-2 test-project

By ) [ 2R B9 R AR 50 AT

REEEEBNRA D TEREE N EENEAERIRAHE, RIFFER ,

@ ( Review projects ) ( Create project )

6000 8000
Budget (USD)

ExEETEL6EAR

MEEER. CeNEENNEHREE , MmBFEHENEKARERE 5 EER, BRTH 5EEB

A, MEHAZRENERBEREINEGERT.

Cost analysis over time

Track expenses incurred over a period of time.

@ Download csv ¥

Costs (USD)

25.00

20.00

15.00

10.00

5.00

0.00

Aug 2024 Sep 2024 Oct 2024 Nov 2024 Dec 2024 Jan 2025

Wasd Wabc-123 M projectl
v Display settings
Filter displayed data Time range
[ Find project by name v ] [ 2024-08-01 — 2025-01-31 ]

project’ X abc-123 X asd X .
[ project1 abc-123 asd Granularity

[ Monthly v ]

Iy P B R O AR 0 AT
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EmERA

EALGER, BUERABAEREHE  LATHMERRRORAS . NRERETRRLY
EEEHES  UREY—ENERE  RORPERIANOAE  REEEFFREFEANE
3

L £ S

ECRERERETINENTHNNEER , C2EEWN RESREFEIERNTREE, LEFIE
REE  YETEHEARERNR,

(a - ﬁ
abc-123

abc-123

(<]

asd
asd

(<]

project1
projecti

(<]

res-integ-test-gw1
res-integ-test-gw1

O

[ Find project by name A ]

projectl X abc-123 X asd X
project1 abc-123 asd

EERESE

ECEERYHER K URECHENEENEEHE, ERZREYHEER  SEATENERE
BURTEBRH, fla, MREE 2025 F2 AZHBE 6 BARE , EXERRKEHEEL 8/1/24 -
1/31/25,

Relative range Absolute range )

Choose a range
O Past1day

O Past 7 days

O Past 1 month
(O Past 6 months
O Past 12 months

(O Custom range
Set a custom range in the past

Clear Cancel Apply
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( Relative range Absolute range

< August 2024 September 2024 >

Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat

2 3 1 2 3 4 5 6 7

4 5 6 7 8 9 10 8 9 10 11 12 13 14
1 12 13 14 15 16 17 15 16 17 18 19 20 21

18 19 20 21 22 23 24 ||22 23 24 25 26 27 28

25 26 27 28 29 30 31 29 30J

Start date End date

[ 2024/08/01 ] [ 2025/01/31 ]

Clear Cancel

BHEE

FLUNRERASA. SEISIREEEENER. S KEHIEREEXERS 14 RN BHE
B, SHRHEERZEXE 14 BANBEHNEE,

[ Monthly v ]
Daily
Hourly

[ Monthly A ]

T& Csv

FEZEHBANRADRE  FEERBERRAIMEALANTEH CSV, THHN CSV B8EEH
BRSHEMEBERNEAEN , UARKERNMRE R RAEET

T&Csv 111



oEEE T2 Studio

ERAEER

Home Insert Draw Page Layout Formulas Data Review Vii

'Q'Dv & Calibri (Body) vii12 A A
[

Paste B I U+~ | i Av A

P\

|

Q Possible Data Loss Some features might be lost if you save this workbook in the coi

Al . fx | res:Project

A B C D E
1 | res:Project lasd($) abc-123(S) project1($) Total costs(S)
2 res:Project total 24.136179 21.67188038 12.9429946 58.75105397
3 8/1/24 0
4 9/1/24 10.7180966 10.7180966
5 10/1/24 10.95378378 10.95378378
6 11/1/24 24.136179 24.13617901
7 12/1/24 0
8 1/1/25 12.9429946 12.94299457
9
10
11
12
13

TERRERERE

THREREESRBNAATERRREAEEZEESANRE, SRAETEERE
REVYEUNEERHN TERER,

HE=

RITIRIR

ES |

- BR

x

o TERSER

- BEE

HE

(AMIs)

« RERE

m i

R

Il_a\

AARFEAEE

TepEERE R
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ERAEER

BERIR

Research and Engineering Studio

res-stage (us-west- <

2)

v Home

Virtual Desktops
Shared Desktops
File Browser

SSH Access

ADMIN ZONE

v eVvDl
Dashboard
Sessions
Software Stacks (AMIs)
Permission Profiles
Debug

Settings

» Environment Management

Virtual Desktop Dashboard

Instance Types (1)

Summary of all virtual desktop sessions by instance types.

mé6a.large

M méa.large

Base0S (3

Summary of all virtual desktop sessions by Base OS.

Windows

Amazon Linu...

B Amazon Linux2 [ Windows

Availability Zones (9

Summary of all virtual desktop sessions by Availability Zone.

us-west-2a

W us-west-2a

THREREEERRITREESRERR

1. BT EREE
2. THEEBHIRRE
3. EREXRRR

4L & demoadmin1 v

Session State (2

Summary of all virtual desktop sessions by state.

STOPPING ,

[ STOPPING

Project (4)

Summary of all virtual desktop sessions by Project Code

project1 !

M project1

Software Stacks (6

Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -

0 05 1 15
No. of Sessions

~

[ sessions

BERIR
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M T Studio ERERER
4, BE

5 AAREE

6. KEEHE

A EEERM

7. EMBEERRUEFEA.
8. BEMR THEERUEEE THFREEKR,

TYEREER

T {EB RS B RFT B Research and Engineering Studio F 2V WERSH, RIERRER , &9
DEREMBR TERBEAREL T TEMRER.

RES Virtual Desktops

Sessions (2)

Virtual Desktop sessions for all users. En

All States ¥ All Operating Systems ¥
-] Session Name v Owner v Base OS Instance Ty... State Project Created On
[ demoadminiami21 (5} demoadmint Amazon Linux 2 méa.large @® stopped project1 9/27/2023, 8:31:50 AM
O demoadminiwindows1 demoadmin1 Windows méa.large ® Stopped project1 9/27/2023, 8:38:23 AM

1

1. FARE  REEEHBEERNBRLSLENN TERREERR.
2. BT PRI ERBIETIRERK

a. BEITERE (s)

b. 4% LE//REE TR ER (s)

c. SRH| = 1E/IREE TYEREER ()

d. EXME TR (S) - EXMRBENZIAY TERER. WEMEtHERRNER ERROR AREER T/ER
B, tFrEEEERERMN VDIs,

e. IETHREE (s)

M HI K IE TYEBSER (s)
g. Session(s) iEE/EARRE
h. BB a

TEREER 114
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HRE IR Studio A% ER
3. BIERV TR UEBIMN THERER,

4. KEBESTERE , YKREBREXRREGE,

5. BN TEEFRBBUMRESFHER,

BT TERER

1. BEFRVNTFEREER. MEBFNERSBEERERR.

2. WAFTEEERRFHEER.

3. (ER, ) RABERERZE  UREHAHMFEES  FI07#8 ID M DCV TEEERER,
4. BERX.
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Vy

Launch New Virtual Desktop X

Session Name
Enter a name for the virtual desktop

[ )

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(2 )

Project
Select the project under which the session will get created

[ v

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2 v ]

Software Stack
Select the software stack for your virtual desktop

[ ")

Enable Instance Hibernation
Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

©

Virtual Desktop Size
Select a virtual desktop instance type

(a )

Storage Size (GB)
Enter the storage size for your virtual desktop in GBs

10 )
Show Advanced Options

©

TEFEERFFHIERA

RTERERBES , BN TERERRBURE TFERERFHEER,

TEREER
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RES Virtual Desktop Sessions 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1ami21

General Information

Session Name Owner State
demoadmintami21 demoadmin1 @ Stopped
Details Server Software Stack Project Permissions Schedule Monitoring >

Session Details

RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad

Session Type Hibernation Enabled Created On

VIRTUAL No 9/27/2023, 8:31:50 AM
Updated On

9/29/2023, 11:01:20 PM

B REHEER (AMIS)

REEMBRERE , &1 LLERE Amazon Machine Image (AMIs) S EE IR A KR,

RES Virtual Desktops Software Stacks (AMls)

Software Stacks

Manage your Virtual Desktop Software Stacks

Q Search All Operating Systems ¥ &
Name v Description v AMI ID / Systems Manager Parameter A... ¥V Base OS v Root Volume Si
O UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-02fd066b86800f60c Ubuntu 22.04 50GB
O Windows - x86_64 Windows - x86_64 ami-0909cee4864578472 Windows 50GB
@) RHEL9 - x86_64 RHEL9 - x86_64 ami-031486069c5cdd00e RedHat Enterprise Linux 9 50GB
O AL2023 - ARM64 AL2023 - ARM64 ami-015be099dd3d0d058 Amazon Linux 2023 50GB
O AL2023 - x86_64 AL2023 - x86_64 ami-01bda64f81b5f8e4f Amazon Linux 2023 50GB
O UBUNTU2404 - x86_64 UBUNTU2404 - x86_64 ami-0fc0d6e8d70ab2d42 Ubuntu 24.04 50GB
1

1. EEESRANHREBHEE  FEAEERR TN BERERRMRERE,

2. BEUHEHEBNERE  URGHENFEENA.

3. RERBMEBEZMNERRE K ARCEADFEDIRERKFEEER , WiSHEREREER,
4. EREZMREHEDRRBIUE D,

EREEHER (AMIS) 117
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AL TR BKBR S

A T 22K BE 4 A 26 T FRAGUE ML AV

(® Note
BT LAE A R I Systems Manager S8 A EEH#E ID BB,
Systems Manager 28 EZFE T 5IR®& , RES FaefzlEM :
- £ : res:EnvironmentName, {& : <your RES environment name>

- %88 : res:ModuleName., {B : virtual-desktop-controller

1. BEEMKEHER,
2. BANRBHBNFEET , 2FEAE. #iR. AMIID FERXRK,

3. (EA) EAAHIHTEREEMURECLRBHEEFHATERRIIIER, EW@A
PITEERS (HlW t3) EFEHTEE AN (HA t3.x1arge)o

4. EEREX.

BB B (AMIs) 118
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Register new Software Stack X

Name
Enter a name for the software stack

[ )

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ )

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systerns Manager Parameter ARN

[ ]

AMI 1D must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format

Operating System
Select the operating systern for the software stack

[ Amazon Linux 2 v ]

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N#A v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

[0 ]

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

Lo )

Projects
Select applicable projects for the software stack

[ v

Tenancy
The type of tenancy

[ Shared v ]

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[ 3

L3

HREHERERIEER

|—]

ELRVTNHRBHER LU EBERGER, B , NREFEEVNBEBRL 2R HEHEE
HR , FYITRIIEME

HEEHER (AMIs) 119
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® Note
BRERBBHERETIGEARBNER,

1. EERHEBEEL  ENECEFEEERCERBERNERRE,
BEBE.

BERE,

ERERTHNFERNER,

> w0 D

BB B (AMIs) 120
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Update Software Stack: AL2023 - x86_64 X

Stack Name
Enter a name for the Software Stack.

[ AL2023 - x86_64 ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ AL2023 - x86_64 ]

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ ami-08a6efd148b1f7504 ]

AMI ID must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format
Operating System
Select the operating system for the software stack

Amazon Linux 2023 v

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N/A v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

& )

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

€ )

Projects
Select applicable projects for the software stack

[ v

Tenancy
The type of tenancy

[ Shared v ]

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[ v |
J

BR B8 HE B (AMIS)

[m6a X][tB X]
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5. BEEXR.

T AR B AE T EERENEHE,
SRR ER VDI T EEEE

HRBECEMNVREER  SUEEAMNATERRINEE, SESRHERNRRFTESRR
EREFERNBEETEHR, SUNEZRXRINEREHAFFNATERRIINEE,

j Research and Engineering Studio 4 8 admin1 v

res-deploy (us- < Review the virtual desktop settings s
east-2)
Module Name Module ID Version
v Desktops virtual-desktop-controller vdc 2024.12.01

My virtual desktops
Shared desktops

General Notifications Server Controller Broker C i [ Logs
¥ Session management .
Session ®
Sessions
Software stacks Idle Timeout CPU Utilization Threshold Enforce Schedule
Debugging 43200 minutes 30% Yes
Desktop settings Transition State Allowed Sessions Per User
. Stop 5
v Environment management
Dashboards New
Projects DCV Host @
Users
Allowed Security Groups Max Root Volume Size
Groups
1000 GB
File systems
53 buckets Allowed Instance Families and Types Denied Instance Types
Ident ¢ ; gld
N
lentity management New . gadn
Permission policy . g5
Environment status * méa
. 3
Snapshot management . meg

Environment settings

EEREZRMERN T ERERINEEELE

1. EREHEEEEL  EEEEEERER,
2. EEDF RAREIREHED,
3. RAFMTERBRINERTH THNXNBENREMFNHITERRINEE,
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ERAEER

4. EBEHEREZXR.

(® Note

Update Software Stack: AL2023 - x86_64 X

Stack Name
Enter a name for the Software Stack.

[ AL2023 - x86_64 ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ AL2023 - x86_64 ]

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ ami-08a6efd148b1f7504 ]

AMI ID must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format

Operating System
Select the operating system for the software stack

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[NIA V]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(0 )

Min. RAM (GB)

Enter the min. ram for your virtual desktop in GBs
e ]

Projects
Select applicable projects for the software stack

[ *)

Tenancy
The type of tenancy

[ Shared v ]

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[

")

MRAFHTEBRRINER L HETSHTERKRIMNZARIIANATERER (H0
t3#M t3.1large) , AIEEHEBN AFFHTERRINEEBUEN TRAZEIS IS HTEE

R,

DR (AMIs)
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/A Important

- RBFEBMOAFBEFREBRATERER/ R  EASEDRAERBHEEPBER,
- EREEGENATEREE/RI TS ABMETHEHEL,

BRI E B RAE R

RREHEBEE , ENRBHEREBURREFRER, SO LENREHERNERRE , RED
&, RRZERE UREREHER,

VDI A X E

ESEMHNREBERNREERENRBHRE | BRI REHEEBRBVDIs EREAM, BN
T={EHEA :

- HA (FEER) - ERHAATERHTEEHIT VDIs

- ERAYITER - ERZERABTEEHIT VDIs

- ERAEH - EREAEHHT VDIs
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Register new Software Stack X

Name
Enter a name for the software stack

[ ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ ]

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ )

AMI 1D must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format

Operating System
Select the operating system for the software stack

[ v)

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[ ")

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

[0 ]

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

& )

Projects
Select applicable projects for the software stack

[ ")

Tenancy
The type of tenancy

[ Shared v ]

ECENMERTHEARER 6 CELFAZIEABRNENEREIHER, XETIERETHER .

« FHERBE - 7€ AWSLicense Manager 2 3 B F#E R EFE
s XMW ID-BEEXHID
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Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

[Off v]

Target Host By
The type of target host

[ Host Resource Group v ]

Host Resource Group ARN
The ARN of the dedicated resource group

[ )

Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

= 2

Target Host By
The type of target host

[ Host ID v ]

Tenancy Host ID
The ID of the dedicated host

[ )

EEEFEAERAT#EARE VDIs BIEE VDI TENE A BEREEZHE |, BB ( License
AWSManager &R ANEL BREERERN AMIs FIEIE | ASREE AMI 2 BFE,

#7118 Rocky Linux O BXE8# &

RES R BEAM Rocky Linux 9 FYTEER K BEHSE | R AER A EA WL Rocky AMI LUK 204 {5 F A9
B=

1. BAAWSEEIEE , ARHE EC2 TEARMN AMI B EH.

2. 7& AWSMarketplace R5|ZEHE TEESE A Rocky Linux 9 AMIs,

3. f% Rocky Linux 3#E{& %A Rocky Linux 9 B9 AMI ( BJ ) - x86_64,

HEHB (AMIs) 126
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oEEE T2 Studio

ERAEER

) Rocky Linux’ [Rocky Linux 9 (Official) - x86__(-34]
By Rocky Linux [? | Ver 9.5.20241118
ok Kk 73 AWS reviews [

Starting from $0.00 to $0.00/hr for software + AWS usage fees

Select

Rocky Linux is a free, open, community enterprise operating system

designed to be 100% bug-for-bug compatible with the top

upstream enterprise Linux distribution. Built by the community, for

the community. With fully open and transparent development,
there's plenty of opportunity for anyone to...

EHE | BETEIETRE,
O L)  RBRERMME AMI B AMI ID,

AMI Catalog

An AMI is a template that contains the software configuration (operating system, application server, and applications)
required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or
you can select one of your own AMls.

AMls
Selected AMI: (ami-0a73e96a849c232cc)

( Create Template with AMI )

Launch Instance with AMI

L Q, Rocky Linux 9

x)©

Quick Start AMis (0) My AMis (176) AWS Marketplace AMlIs (589) Community AMIs (500)
Commonly used AMIs Created by me AWS & trusted third-party AMIs Published by anyone

BI{E RES AR#8YL , LERA L AMI EREHEEBEE FEMHFNEREHEER,

RIHFRE

S T] LAE A SR T R RO B T 2R R E B 4 R T AR B B Y B R

KH

=n
ax.
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RES Virtual Desktops Settings

Virtual Desktop Settings

Review the virtual desktop settings

Module Name Module ID Version

virtual-desktop-controller vdc 2025.03b1

General Notifications Server Controller Broker Connection Gateway CloudWatch Logs

Session ®)
Idle Timeout CPU Utilization Threshold Enforce Schedule

43200 minutes 30% Yes

Transition State
Stop

DCV Host @

Allowed Security Groups Max Root Volume Size
1000 GB

Allowed Instance Families and Types Denied Instance Types
* 3

* gddn

* gdad

. g5

* méa

* még

—
—RES|IFERABLFNEE , S0
QuIC
A QUIC BAfm#F TCP A ER RE M AR B REA M E.
FA3% DCV IT{FRs s

ARFrBEERKETER DCV TEREREE, RETEARENELNRH, EEBRARIAT
BEREENEEREIBEERIEES THEERERENER,
BEERSEERAENFER T TERRE

BESERSVERE R VDI TERRBENERE.
DCV TR 7RI

DCV TEMEBFRHARBAERNFERRE. EFFBHE , EHELER Web AOBUMERH T H
DCV ERER  THREBFNHERSETFER, TRERA .

- 1,440 58 (1K)
- 10, 080 8% (7 X )

REE 128
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. 43,200 %8 (30 X )

fa] AR 2=
AR RS ERAREFIERE |, Hlm
DCV T {FB R B & ¥

Z%DCV IEMBEERBTENERNERE, EFTSLERME TFMEERAIRE , RER DCV AF K
5, Web BB 2REIRA TEREER

BER TS

ZEEOAFREHEBEEENER,
CPU ERXRE

ERASRERN CPU FEAE,
RETREXNER

EHERE TEMRER L RMARERN TR AN,
AFFNHITERER

A Al RES REMBNATERRIIMANEE, BREZIHITERRIINATERANMSE.
Blan , MREEE 'm7a’, Bl m7a RIIWAE X NRAILUMES VDI TEEERE. IREEE

RERE =5
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ERAEER

'm7a.24xlarge’ , Bl RE m7a.24xlarge A A VDI TEREBRE. K EESFEREFHNMER

=

RES Virtual Desktops Settings

Virtual Desktop Settings

Review the virtual desktop settings

Module Name Module ID
virtual-desktop-controller vdc

General Notifications Server Controller Broker
General

Quic

Quick UDP Internet Connections (QUIC) is a protocol that attempts to improve streaming in higher latency
environments.
Toggle on to activate QUIC in favor of TCP as the default streaming protocol for all your virtual desktops

© Disabled O

Subnet AutoRetry
@ Enabled

Default DCV Session Type

Default setting will only apply in cases where Instance Type and Operating System supports either Virtual
or Console Session Types.

( Console v ]

RIEEHE

Connection Gateway

Version
2025.03b1

CloudWatch Logs

eVDI Subnets
. subnet-0631e566e706ad31e
. subnet-00d930afd7485c9a5

Randomize Subnets
© Disabled

Default Allowed Sessions Per User Per Project

Default value for allowed sessions per user per project.

#& Research and Engineering Studio HIRIZEEEERY A EEFEAETUAEMRNIREREVAN
EERBOIRE, EEREVISEHER, BRENEGXENTH , £HEZLNREPET, £H
EALRENMEITELRE , URARHERNBESRER , #MERRHER. ARNERKEBREE

MAGHEHMERNIIRE,
*&E

- RIFARAE

- RIFFZE

- EAE

« Groups (E¥#H)

- BEX

- FrAIBUR

- BERMK

REEHE
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- RIREE

« Amazon S3 1T

IRIRIRRE

REREEEASHERERTEHENRENIN, cERBRE, BEEBNAGCRREAFEN.

Research and Engineering Studio & demoadmind v

Environment Status

Modules @

Environment modules and status

Module Module ID Version Type Status APl Health Check Module Sets

Global Settings global-settings - 6] Config © Deployed © Not Applicable

Cluster cluster 2023.10 Q,SFF,E", @ Deployed © Not Applicable * default

Metrics & Monitoring metrics 2023.10 @ stack @ Deployed © Not Applicable « default

Directory Service directoryservice 2023.10 @Stack @ Deployed © Not Applicable * default

Identity Provider identity-provider 2023.10 @Stack @ Deployed © Not Applicable * default

Analytics analytics 2023.10 Q,SFF,E", © Deployed © Not Applicable * default

Shared Storage shared-storage 2023.10 @Stack @© Deployed © Not Applicable o default

Cluster Manager cluster-manager 2023.10 @App @ Deployed @ Healthy * default

evDl vdc 2023.10 Qf\gg © Deployed @ Healthy o default

Bastion Host bastion-host 2023.10 @E@E‘f © Deployed © Not Applicable * default
Infrastructure Hosts ©
Cluster hosts and status

Instance Name Module ID Node Type Version Type ilability Zone State Private IP Public

res-demo2-bastion-host bastion-host ® \ﬂfrf 2023.10 mb5.large us-east-2a @© Running 10.1.3.148 3.145.1¢

res-demo2-vdc-controller vdc @App 2023.10 mb.large us-east-2a © Running 10.1.129.105 -

res-demo2-vdc-broker vdc @\nfra 2023.10 mb5.large us-east-2b © Running 10.1.149.12 -

res-demo2-cluster-manager cluster-manager @App 2023.10 m5.large us-east-2b © Running 10.1.155.249 -

res-demo2-vdc-gateway vdc ® Infra 2023.10 m5.large us-east-2b @© Running 10.1.153.135 -

REXEEASBENEMARFEES , flW

BT LAREE Web AOMUREN TR , WG HFEEHEE Web ADRUEARH, 5E
AIERE

kg
Fit
I

RERAE ey
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1. BEFRREHE > RERE
2. E—RESIEET , EEFE.
3. EHITERERT  EFENEER.
4. WALEEZRAHRHLETRHNSEERZNEERN URL.
5. ERRXRMBFENEE,

B EFEETE Web AODMUBEARE L, IREESKERAESOE ER , SR, X
EREE®ATEZAERRRE,

Update Web Portal Settings

- BoRME

BREA , HlIE—FAAMEE,
ol

¥R VPCID, ARFEHFEEE IDs,

 Directory Service

BREAEEBAEBNERY B SRENRBIRFHEEES ARN,
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e &

READERESHMEERENEREREEAERE L, BEEEESEAEEEEmERYBRLE
A&, MENRERAESEENFEES  F26HR AEEE.

® Note

EEEREAFRATERERY THERE, RIFFER , MEERAERSENEFEAFTRE , E

I:I
HMBRAERRREAL, MREAEERFEATRE  FHMALEA K BAERI TR
Eﬁo

, Research and ineering Studio
(6]
(©) (actions » ) e
Set as Admin Usel
Disable Usel
Username uip GID Email Is Sud... Role Is Active Status Groups
* IDEAUsers
o demouser: 2 3006 3006 demouser. 2@demo, No user No @ Enabled
* DemoUsers
O  sauser: 2 3011 3011 sauser. 2@demo. No user No @ Enabled * SAUsers
* DemoAdmins
O demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes @ Enabled * AWS Delegated Administrators
* IDEAUsers
O pmtuser02 8001 6001 pmtuser02@demo. No user No @ Enabled * ProductUsers

EEAERESR , B

1. BESFERE,
2. BEFERAELRE  BEABENRERRK

a. BREREEEMFERE
b. FRERE
Groups (B#8)

ERAFERESHMARESSHRERHAER L. IEREARNEENHAER  FH250 A8
5.

\mb
Coa
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ERAEER

- Research and Engineering Studio

RES

Groups

Environment Management

Environment user group management

B

L

& demoadmina v

(6]

Disable Group

1

Title Group Name Type Role Status GID
[ (o] IDEAUsers IDEAUsers external user @ Enabled 4000 ]
O SAAdmins SAAdmins external user @© Enabled 3035
O AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers (3 v
O  username uID GID Email Is Sudo? Role Is Active Status Groups syni
* DemoAdmins
(] demoadmin1 3000 3000 demoadmin1@demo. Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3
* IDEAUsers
* DemoAdmins
(m} demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes @ Enabled * AWS Delegated Administrators 10/3
* IDEAUsers
* SAAdmins

EHERES , B

—

BEMERERE
EEUE & B AR A
EEUE & B AR A

7R £ Pl B F Zh B R 2R 15 A SRR B 4B

w

A

FERERRE., BRMESENFRR, 2
B, EREFES—HSERE , T8
B BHRBAERE.

ERE

L] H-l'
% @
<m

]

i
da 4B |dm |dm
A (B M

<t

s

Tt
 |H
it

. MR
- RERMEIBEER
- BREERHEEBHNERRIRE

ik EIETRN

—

, B ERERE
AU EERNBESER , fINEEERNERMAN, BB

BULRAERRMNEAEES , MBREEAPNERE.

, PlanE R, HWRMRRE

ki

=

134



3R EE T2 Studio

ERAEER

mIRER

, Research and Engineering Studio L & demoadmin4 v

(6]

ezl -..... I8
o Edit Project
Disable Project
Update Tags
Title ProjectCode @ Status Budgets Groups Updated On

1

[ O  project-1 project-1 @ Enabled = + IDEAUsers 10/3/2023, 7:04:18 PM ]

EXRERRERAECTANERFE, RERERKR , LT

1. BUUERAESRURSKER,
2. EMERK , B UEAEBEIRERRK
a. IMEER
b. FARMAER
c. ENMERER
d. MRER
B RERVERREVINESR,

BUER
1. BEEVEZR,
2. BMAERFHEA.
ERIDR—EEREE , THRER PR EAWS Cost Explorer Service, MEFFHE
7, FERATHEEENEEA S RER.
/A Important
HXEIDEBLIEBRUREE,
MBERBRBENFMER  FSB FEREE,
(A ) FERNTEE. WERENFRENR , B2 RAEENES,
4, FTEHERRFKIUFERALAETERRE (FEER ). EFS, FSxfor Lustre. FSx NetApp ONTAP
= EBS B ERFF
X 135
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WFRE TR Studio EREER
HAKWERERRMHK. EFS. FSxfor Lustre Fl FSx NetApp ONTAP AJLABEZEEZRH VDIs £,
T8 , EBS B ERFEESERZRERPNEE VDI #HEECHWEAH% , ELAZTEEHM
VDIs ERzBEHA, Bt JLL{EE — FSx NetApp ONTAP ERZ A INA ZERHIRE,

RES Virtual Desktop Projects Create new Project

Create new Project

Project Definition

Title
Enter a user friendly project title.

[ )

Project ID
Enter a project-id

( )

Project ID can only use lowercase alphabets, numbers, hyphens (-), underscores (), or periods (). Must be between 3 and 40 characters long,

Description
Enter the project description

Enter Description ...

Allowed sessions per user
Maximum number of sessions a user can launch in this project

E )

Enable budget assignment and tracking
To track budget status in the cost dashboard, specify the budget created in AWS Budgets

(® )

Resource Configurations

Starage resources
Add file systems and/or 3 buckets to the project

[ ] ©

Home directory filesystem
Select the filesystem that will be used to create the user home directories on Linux desktops.

[ Shared Storage - Home [efs] v J @

» Advanced Options

5. BiREAE, HEIMEEENAG (TEXKE, X "EXEFE, ). NIFESESCTRIAD
'T/E?Enlnq:—.l- }:HF:E? , nﬁﬁﬁﬂ o

6. BEREX.

1. Tj_: 5 Eﬁqqlggw—*o
2. BFEMRRTY  EEFEER
3. HBMAZHER.
MRERBERAEAE  F2H AERNEZES UNEFEET. ELREERNEAER  BET

PMXFEREMREAEVENTALE , IREFFIBEINESE  FEETHNAFTEEZNE
MEERE,

ki
i
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ERAEER

4.

MFEEFBENFRES , B ERE A,
BEREX

RES rtual Desktof Projec

Edit Project

Project Definition

Title
Enter a user friendly project title

| test ]

Project ID

Enter a project-id

Project ID can only use lowercase alphabets, numbers, hyphens (-, underscores (), or periods (. Must be between 3 and 40 characters long.

Description
Enter the project description.

Enter Description

Allowed sessions per user
Maximum number of sessions a user can launch in this project

(s )
Enable budget assignment and tracking

(o ]

Resource Configurations

v Advanced Options

Add Policies
Select applicable policies for the Project

\ J©

Add Security Groups
Select applicable security groups for the Project

» Linux

» Windows

FHESR

EEFRER:

1.

2.

RERBEFEREER,
REBETIRERT , REFRAER,

ki
i
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Research and Engineel L & admin1 v

res-deploy (us- RES Environment Management ro o)
east-2) .
Projects © G ») CEEZED
¥ Desktops nvironment Proj 2 Edit Project
Disable P
My it deskiops
Update Tags
Shared desktops
Title ProjectCode v Status v Budgets v Groups v Users Delete Project v
. deleteProject2 004 © Enabled - « group_1 « admin1 1/28/2025, 2:12:38 AM
¥ Session management
Dashboard disableProject 002 © Enabled = « group_1 « admin1 1/28/2025, 4:03:18 PM ]
Sessions test 001 @ Enabled - « group_1 « admint 1/27/2025, 12:59:53 AM
Software stacks
Debugging 1

Desktop settings

v Environment Management
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. MRBREEH , EXERMEEBMMNAE VDI TERRHEEFL, EETFRRELIEEREH
R EHRE,

Research and Engineering Stu L & admin1 v

res-deploy (us- @ Successfully disabled project with ID: 5242¢9f2-8895-483f-9389-ba9bff278598, and all associated sessions will be stopped ®
east-2)

Deskeops Projects ©)

My virtual desktops

Ll

Environment Project Managen

Shared desktops

v Session management Title v ProjectCode v  Status v  Budgets v Groups v Users v  UpdatedOn v
Dashboard

asnboar O deleteProject2 004 @ Enabled - « group_1 « admint 1/28/2025, 2:12:38 AM
Sessions

Software stacks O disableProject 002 © Disabled - « group_1 « admint 1/28/2025, 4:35:29 PM

Debugging O test 001 @ Enabled - * group_1 « admint 1/27/2025, 12:59:53 AM
Desktop settings

<

Environment Management
Projects

Users

Groups

File systems

S3 buckets

Identity management New
Permission policy

Environment status

Snapshot management

Environment settings

FEEER,
2. WEEDRERT  BERMRKRESR.

ki
i
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74| Research and Engineering Studio 4 & admin1 v

res-deploy (us- ES > Environment Managemer ®
east-2)
v Desktops Edit Project

My virtual desktops Disable Project q

Update Tags

Project Code v Status v Budgets v Groups vV Users Delete Project | v

Shared desktops

. [ O deleteProject2 004 @ Enabled = - group_1 « admint 2/1472025, 1:40:52 PM
v Session management
Sessions O disableProject 002 © Enabled - « group_1 « admint 211412025, 1:40:28 PM
Software stacks O test 001 © Enabled - « group_t - admint 112712025, 12:59:53 AM
Debugging
Desktop settings 1

v Environment management
Dashboards New
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. HRREEERELER., BASRNER  RAREEERBRER,
Delete Project: test-proj-deletion X
Are you sure you want to delete this project?

All associated sessions will be terminated. This action cannot be undone.

To confirm deletion, enter the name of the project in the text input field.

[ test-proj-deletion ]

Cancel

4. MRMBRER , BRERMEBBOAE VDI TERERBSEK L,

ki
i
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j Research and Engineering Studio 4 & admin1 v

res-deploy (us- @© Project with ID: ea231a4c-7€01-4d1c-8590-55703918¢87e has been deleted successfully @
east-2)

RES nwir gement
@ G (D

My virtual desktops

Shared desktops

v Session management Title v Project Code v Status v Budgets v Groups v Users v Updated On v
Dashboard
ashboar O  disableProject 002 @© Enabled - * group_1 * admint 1/28/2025, 4:40:03 PM
Sessions
Software stacks O test 001 @ Enabled « group_1 * admin1 1/27/2025, 12:59:53 AM

Debugging

Desktop settings

Environment Management
Projects

Users

Groups

File systems

S3 buckets

Identity management New
Permission policy

Environment status

Snapshot management

Environmen It settines

RERTHEABRER
ERERENERE TG ERER TN EHTER.

1. EERFETEEER,

2. ®BFEURRTD  EEEFER.

3. BRENMESR K ARGBATHRNE.

4. BEBRER K FEELEBRIEBRINBER.

WA EE RN ERRM

ENERE , SLURFAEARSHERRKRER , MeREERABEBNERRR.

ki
i
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Projects @ Ga ) CEXZD

Environment Project Managemen

1

Title Project Code Status Budgets Groups Updated On

[ (o] project-1 project-1 @ Enabled - e |IDEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No d

T8 BB EE AN

BYSRBERE , SuUERAERERBTVERBRRMEMBER, MBERIERPHNAEF VDI
PITERRHAFENANERE , fINRLEE, IAM BERNBBETSE.

B BUR

AL IAM REFEHER T BB 2 FAH/TERN VDI 78, EEMARE , HEATII@E
B

res:Resource/vdi-host-policy

M 1AM BEHNFHAET , BSH AV FHBRENHT,

MR RE

AL R 2B EREFIERTAA VDI STERNBENBALER, EENAREEE , FEM
THREHRLLEHE

res:Resource/vdi-security-group

MFELRLHERNFEES , 528 (Amazon VPC EREER) FHNEAZ S BRI EFRAWSHIR

o

| o

MEREBESE

BULHERBESR , ELESHEEERTHNANAE VDI TEMEER LME, RES X1& Linux M
Windows BT IREIE) . HRETSHRME , B LURE
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VDI BB RHITESTR

IEESEHITEM RES MMERZE 2H |, £ VDI HTEBNFAERDESE,

RE VDI BT TH

IBRIEE R RES HETHERREBESR.

ETBXETHEREE :
B ISR gl
S3 URI s3 : //bucketname/script.sh
HTTPS URL (HTTPS URL) https://sample.samplecontent.com/sample
AHEEZR file : //luser/scripts/example.sh

i S3mETRLAENMERTETRRTEEATIERME

res:EnvironmentName/<res-environment>

HREIB , FRAERD RIEMEIH.
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘samplecontent‘com/sample] [ ] ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) { 1,2 ]
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[53://sampIe-res-scripts/sample.sh ! J [ 1,2 ]
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh } [ 1.2 ]
Add Scripts

EREERNEH
BB ESHBRE ISR,

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not use
this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#
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# or in the 'license' file accompanying this file. This file is distributed on an
'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the specific
language governing permissions

# and limitations under the License.

#!/bin/bash

echo "start_script.sh running" >> /test_scripts
echo "All arguments: $@" >> /test_scripts

echo "Argument count: $#" >> /test_scripts

echo "Argument 1, $1" >> /test_scripts

echo "Argument 2, $2" >> /test_scripts

echo "end of start_script.sh" >> /test_scripts

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not use
this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on an
'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the specific
language governing permissions

# and limitations under the License.

#!1pwsh

Write-Output "configure_script.psl running" | Out-File -Append -FilePath "/
test_scripts"

Write-Output "All arguments: $args" | Out-File -Append -FilePath "/test_scripts"
Write-Output "Argument count: $($args.Count)" | Out-File -Append -FilePath "/
test_scripts"

Write-Output "Argument 1, $($args[@])" | Out-File -Append -FilePath "/test_scripts"
Write-Output "Argument 2, $($args[1])" | Out-File -Append -FilePath "/test_scripts"
Write-Output "end of configure_script.psl" | Out-File -Append -FilePath "/
test_scripts"

gt
%
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AT AR

Research and Engineering Studio (RES) J ZEEEBFEAERI BT URER , URTFIEFEAEE
BHMBERNENG Y. SEERBEMEESRTUREE . "EXRRE, N "EXREEE, , UE
X =HI

Bel  EEEALMUERAFTREERTRMEFTES
1. EREEFTES 'ENERKEER.  AHEENEAESEMERENFHEREEER , R
RPBERR , Uk TEFRERRE,  URHEENERERAREFERESR.

2. VDI TEEREEHTES "BYTHERER,  AHEENEREEHERPTENL VDI THEER ,
R T@8MARIEE —EERENTHRR,  AFEENERAEEYRREERPEMERENT
YERE R

BREESR  EEE UK EREHIZREHEREFTHIFEES,

ES ]

- EXREEA

+ VDI TR REERTA
- EERFFAIRRERE

- EERGTAIRRERE

- RERR

- KREHARERE

EREEA
EHMERKEER
BEEF A SR EF HIFEREESERAERERPHBNBREAEIFE, CEAFMCMAREFT

BERT
RERE , WREXERMAEMERENFHENFIER.
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Team Configurations

Groups  Info Permission profile Info

| group_1 ¥ | | Project Owner v ( Remove )

A Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a

different permission profile

| group_2 v | |ije[1 Member v ( memove )

|:’ Add group ‘

Mo users attached. Click 'Add user’ below to get started

| Add user |

(o) D

EHMERNRE

LA AMHESRENFEESCRECAERARN LNBFRERANEFERAER,

Research and Engineering Studio

RES

v Desktops
My Virtual Desktops

Shared Desktops

File Browser
SSH Access Instructions
O project2 Project2 © Enabled - group_2  usert 7/15/2024, 11:45:22 AM
" * group_1
v Environment Management O  project3 Project3 @ Enabled — - 7/15/2024, 8:05:20 AM
up_:
Projects

VDI T/EREEREEFF ]
B TERSER

REHREAFEAERENEREREEEMEBACH VDI TEEE, FRALERTMERFERESRE
REMEBECH VDI TR, ERE-FUUELNERIEESH VDI THERER.

MRFEBEEFEHERBELIEREBNGT , ISAUMEAMBFNERSEIZRE , OTFR
N
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Virtual Desktops

test2  Connect

©@Ready Windows t3.medium @ No Schedule

B S I E Al AR TAEFEER

RFFEEEEAEREASEERFHTFRERER, ELEAEHREATERSUFTFTNERSD
REAERERE VDI TEREE.

NRFEESEAEERAHMEAERB THERRNT  EAfSEER 8BTS TERRER
THTEREERER , TR :

RES <

¥ Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

¥ Session Management

Sessions

MRIEEEFHEREAEMABRY TERBRNGT , LA 8EER ST SE T TERRE
B WTR
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RES <

¥ Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

EEFTARER
BR RES BEEE , BT NI BEREEFIRER,

Bt A R

« REFARMIRE Studio TERAEH , RELAISESHKTNFTHRE. AUERL , SR,

ERT. FIH., BARMMERET AT RRERE.

Project roles Desktop sharing profiles

Project roles (2)

[ Q_ Find role by ID ]
Role ID v Role name v Description
O project_owner Project Owner Default Permission Profile for Project Owner
O project_member Project Member Default Permission Profile for Project Member

BARFT A RE R

©

Latest update
2 weeks ago

2 weeks ago

1. EXEFUTREEEDL  EREERANFIREESR, EEE L,

HYEF AT R EE

2

1 @

v Affected projects v
0

10

18 0] LA i 45 S M BRiZ Y

FFATEER
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1 Profiles Project

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 3 weeks ago

Latest update
3 weeks ago

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile

Project management permissions (selected 2/2)

Update project membership Update project stat
Up d associated Enal eapro

us

VDI session management permissions (selected 2/2)

Create session Create/Terminate other’s session

2. ENMEZFENERRGIER , IREBERFTREENESR,

RES Permission Profiles Project Owner

Project Owner OIS

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 2 months ago

Latest update

4 hours ago
Permissions Affected projects
Affected projects (2)
List of projects using this permission profile.
Project name Groups Users
Project1 [4 1 2
Project3 [ 2 0

R H AR
1. EEXEFTREMEEL  RBRURTHMNRIHTREL.
2. WAHTREREBNME  ARRRBET RS LRER2 €A ERBHEW I,
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Permission profile definition

Profile name

Assign a name to the profile

[ Must contair c ]

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
oroject

Update users and groups associated with a project Enable or disabl

(] (@ ]

VDI session management permissions

Create session Create/Terminate other's session
Create a session within a project Create/Terminate another user's session within a project

MmEEET A RE R

« EFEFUREEERL , ZF-THZFENWEBRZNRERE  EEDF  RRZERFERTEEU
ERTZAT AR ERE
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Edit Project Member

Permission profile definition

Profile name

Assign a name to the profile

[ Project Member
Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a pro Enable or disable a project

VDI session management permissions

Create session

@ ]

i BR 5% A &R E AR

Create/Terminate other's session

Save changes

- EFEFUREEEEL , HE-THZIENWEBRZIRERE  BEBF , REBRERRRER,

AR BRE MR B ERAERRFF AIRER.

FFRTEER
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4| Research and Engineering Studio & admin1 v

RES @© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.

RES

4

Desktops

My Virtual Desktops Permission Profiles

Shared Desktops

Create and manage permission profiles.

File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
v Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
(@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions
Software Stacks 1

Desktop Shared Settings
Debugging

Desktop Settings

4

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Permission Profiles
Environment Status

Snapshot Management

ﬁantF—.I- EEE

#{@ RES EREFEM MEERFTAIRER | —H#éi:k"“iiﬁsﬁio (L5 eEEESRUEYNE
RERNFFFURERE, ) TRETERTAREEN AT . "EXRKE, W "ERE/E, . &
ARERERERTENEREAENGT , EBARETBHNER ; 2 HEESREMAEREAUT
FRIAFFANBRERE,

AT HE FH HERKE ERERE

B TERER MIZHEHWI X X
#Béﬁﬁo FEAE
—EALAERA S
AEABLEF 3R
FLEFKLEES
M TYEREER

BIAMRIEEMA HERPEIR X
9 TR ER RIEHMERE
B TYERE B o
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AT A HH ERKE ERBERE
EHMERKEE  EHHEERNEER X
1% BREYfE A & M

o

BASERE X

==

<o

IRIESIR

IR 3% 5L BR I] # Research and Engineering Studio (RES) B B EL BT AR EERMWEFT, 8
TIEERBESEN SSH . KREFTNSEERREET,

ering Studio PN

i

& clusteradmin ¥

RES Environment Management Permission policy ®

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes, X
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Display
View the remote desktop. This permission is critical, review
implications before disabling.

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse

Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ Audio Out
Playback audio from remote desktop. This permission is critical,
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling.

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ Sscreenshot

Save screenshot of remote desktop.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload

Upload files to remote desktop storage.

@ File Download

Download files from remote desktop storage.

FFRTEER
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REERBERFH

RES EESALEERBERF I THRANEHFIHER . NRERATNER , FHAESEEIEH
Web AOMPUEFEIERIEREE  wEZLERNTREXZHLBERIKNER . MAFHE
B, ERAETUEE Web ADRBUHRFEERIERSE  UAKFGMLERTHRERIE2EHE
REBNEHR,

(74| Research and Engineering Studio

res-new (us-east-1) RES Environment Management Permission polic

Permission policy

v Desktops
Manage user permissions throughout the environment.

My Virtual Desktops

Shared Desktops

@ Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management

Dashboard
Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled
Deb profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
ebugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Envir M D Accessdata
Display File browser in the navigation menu and access data via web portal
Projects
Users (O sSHaccess

Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well

Groups
File Systems [ @ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

S3 Buckets

Identity Management

Permission policy > ktop permissi (enabled 12/12)

Environment Status

> d4 d i (enabled
Snapshot Management Desktop settings 8/8)

General Settings

FRUFERERI S REAL TR RERE , EBA Web ADRUMNERAESELLERNTHER , BIEMBMAI
REEHERE L, W SEDRRSEENBEEEERHEX,

FRE SSH FH

EESWURRRZAERMANFEM RES ;RIZH SSH, SSH 7H VDIs 2ZIBE 2 FHIR(EHE,

EERALIRE  RES ENEEREXH  YREMETLUEE SSH FRETREHR. ERERR
¥, RES €15/ SSH 7Hl, #RIULEBEF# K IBREAEN SSH FEUEREH. LYIMRERAEF

Ao

® Note

E RES S BE2FH#IF , SELMIIRE RHIE t3.medium Amazon EC2 #{T{EEAWS, &
EEEXNEKHTEEEENMEER., MEHMEN , 528 Amazon EC2 EEEH.,
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A SSH 7E

1.

£ RES FRAMNERASEERT  BERREE , AREFFITBER. #REERT , EH SSH
R,

Research and Engineering Studio

res-new (us-east-1) RES > Environment

Permission policy

Manage user permissions throughout the environment,

v Desktops
My Virtual Desktops

Shared Desktops

® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management
Dashboard
Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
Deb profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
ebugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Environment Management D Access data
Display File browser in the navigation menu and access data via web portal
Projects
Users (O sSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well,
Groups
File Systems © Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/
S3 Buckets

Identity Management
Permission policy » Desktop permissions (enabled 12/12)

Environment Status

Snapshot Management » Desktop settings 8/8)

General Settings

F1FRAH SSH 7HL.

Research and Engineering Studio

res-new (us-east-1) @© SSH access is being enabled. The application will auto-reload once the change takes effect.

RES > Environment Management > Permission polic
v Desktops ©

My Virtua Deskcops Permission policy

Shared Desktops
throughout the environment.

4

Session Management @ Permission policy key concepts

Dashboard Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any ¢

Sessions
Software Stacks
Debugging Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled perm

Desktop Settings
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.

v Environment Management
v File browser and SSH permissions (enabled 1/2)

Projects
Users D Access data
Display File browser in the navigation menu and access data via web portal.
Groups
. SSH access
File Systems
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well
S3 Buckets

@ Info

Identity Management . . . . o .
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/

Permission policy

Environment Status

Snapshot Management 4 p permissi 12/12)

General Settings

> p advanced ing: 8/8)
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3.

4

4

4

Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

Environment Management

Projects

Users

Groups

File Systems

S3 Buckets

Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

res-new (us-east-1)

WEEFHE  BIERA SSH 7EL

Research and Engineering Studio

Permission policy

Manage user permissions throughout the environment.

@ Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
v File browser and SSH permissions (enabled 1/2)

O Access data
Display File browser in the navigation menu and access data via web portal.

@ sSHaccess

Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissi bled 12/12)

» Desktop adt i settings bled 8/8)

ERETREAEEEKRES SSH FREREH,

FAIBUR
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4

4

4

Research and Engineering Studio

res-new (us-east-1)

Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Identity Management

Permission policy

Environment Status

Snapshot Management

General Settings

{£H SSH 7

1.

TFELI#E,

SSH Access

Access environment using Linux / MacOS

Follow the below steps to connect to the cluster using Terminal on your Linux or MacOS laptop/workstation:

Step 1: Download my Private Key

Download the private key file, and save it your ~/.ssh directory.

Step 2: Modify key permissions

Run: chmod 600 ~/.ssh/adminl_res-new_privatekey.pem

Step 3: Connect to the cluster

Run: ssh -i ~/.ssh/adminl_res-new_privatekey.pem admin1@3.92.72.222

Step 4: Create SSH config

If you don't want your session to be automatically closed after a couple of minutes of inactivity, edit:

~/.ssh/config and add:

Host res-new-us-east-1
User adminl
Hostname 3.92.72.222
ServerAlivelnterval 10
ServerAliveCountMax 2

IdentityFile ~/.ssh/adminl_res-new_privatekey.pem

Once updated, you can simply run below to connect to your cluster:
ssh res-new-us-east-1

Access environment using Wind

Follow the below steps to connect to the cluster u:

Step 1: Download my PuTTY private key

Step 2: Configure PuTTY

« Download PuTTY [4

* As hostname, enter 3.92.72.222

* Navigate to Connection > SSH > Auth and er
under "Private Key used for Authenticatic

* Save your session

* Click connect/open to access the cluster

Step 3: Enable KeepAlive

If you don't want your session to be automatically
and add "3" as "Seconds between KeepAlives"

# RES XZANEAEEERKT , BEEREEE , AREEFTIR. ARRERT , EHSSH

FFABR
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Research and Engineering Studio

res-new (us-east-1) d Environment NV

Permission policy

Manage user permissions throughout the environme

4

Desktops
My Virtual Desktops

Shared Desktops

@ Permission policy key concepts
SSH Access Instructions . o . . . o . .
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management
Dashboard Environment boundaries
Sessions Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |

profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
Software Stacks
Debugging v File browser and SSH permissions (enabled 1/2)

Desktop Settings O Access data

Display File browser in the navigation menu and access data via web portal.

v Environment Management
Projects @ ssHaccess
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well
Users
Groups @ Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
File Systems
S3 Buckets
Identity Management » Desktop permissi bled 12/12)

Permission policy

» Desk . . : bled
Environment Status P settings 8/8)

Snapshot Management

General Settings

2. FFFH SSH FHL

Research and Engineering Studio

res-new (us-east-1) @© SSH access is being disabled. The application will auto-reload once the change takes effect.

Environment Mar

4

Desktops

My Virtual Desktops Permission pol Cy

Shared Desktops
Manage user permissions throughout the environment

SSH Access Instructions

® Permission policy key concepts

v Session Management Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making
Dashboard
Sessions
Software Stacks Environment boundaries
Debugging Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled

profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
Desktop Settings

¥ File browser and SSH permissions (enabled 0/2)

v Environment Management
Projects D Accessdata
Display File browser in the navigation menu and access data via web portal
Users
Groups SSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well.
File Systems
Info
S3 Buckets ®

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [7
Identity Management

Permission policy

Environment Status > p permissi 12/12)

Snapshot Management
> p ad d settings d 8/8)

General Settings

3. BFEH®E , §FA SSH 7 L
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4

4

4

Research and Engineering Studio

Desktops
My Virtual Desktops

Shared Desktops

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

res-new (us-east-1)

RES Environment

Permission policy

Manage user permissions throughout the environment,

® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.

v File browser and SSH permissions (enabled 0/2)

Environment Management @ Access data

Projects

Users

Groups

File Systems

S3 Buckets

Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

REREHT

Display File browser in the navigation menu and access data via web portal

(D sSH access

Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/

» Desktop permissions (enabled 12/12)

» Desktop ad d settings (enabled 8/8)

EESTARMRSEARET , AeSEEME THERERESEN VDI TheE. fMABEASTE
HAURAREBYKEHAARER , UREARKANEAZTATNEF, NREFEREMAKENT , ES

BEEFEAKELA
SREHMR

A

REETFHWHEFT, ELFUESRRLA "2HFMH. . IEEEEBEAMALRE
ERPHNHANERBEARE  EEESFIRAR/ L,

FFRTEER
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RES Environment Management

Permission policy

Permission policy

Manage user permissions throughout the environment.

L & clusteradmin ¥

(6]

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,

read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay
View the remote desktop. This permission is critical, review
implications before disabling

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse

Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ Audio Out
Playback audio from remote desktop. This permission is critical,
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

KEHARERE

EEE A UE IR
HTE% o ]E‘u:b

EREY BT

BIURERE

EEEWLLEFEREIR
BHEFA , URFEER

2

@EO

SERPRTFHRKX

ERREMHMBRER. AR, WATURAREERRE,

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste
@ Keyboard SAS Copy from local clipboard to remote desktop.

Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling. N
@ File Upload

Upload files to remote desktop storage.

@ screenshot

Save screenshot of remote desktop.

@ File Download

Download files from remote desktop storage.

Efl. FrEEREE A UFEUE £
ATAITREEIB £ E AR REF T,

ERE , WM AR THEREER

ARERHIR, REFR

FFRTEER
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Project roles Desktop sharing profiles

Desktop sharing profiles (3)

{ Q Find profile by ID

Profile ID v Profile name

O observer_profile View Only Profile

©)

reviewer_2 Reviewer-2

(@) reviewer Admin Profile

v Description

This profile grants view only access on the DCV Se...

The studio of Jadé Fadojutimi, the British artist,...

This profile grants the same access as the Admin o...

v Latest update v
2 days ago
27 seconds ago

24 hours ago

r Profile definition

Profile name
Assign a name to the profile.

[

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description - optional
Optionally add more details to describe the specific profile.

[

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

¥ Desktop permissions (enabled 12/12)

@ Display

Receive visual data from the NICE DOV server

@ Pointer

View NICE DCV server mouse position events and pointer shapes

@ Mouse

Input from the client mouse to the NICE DCV server

@ Audio out

Receive audio from the NICE DCV server to the client

@ unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

w8 5 TE R
ERmMERER !

1. BHAENRER.

@O Keyboard

Input from the client ke o the NICE DOV server

@ Keyboard SAS

Use the sec
Require

Ire attention seque
yboard permissions as wel

@O screenshot

Save a scr hat of the remaote desktop

2. ZERF  ARBIRBUMERRERE,

@ clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

@ clipboard Paste

Copy data to the NICE DCV server from the dlient clipboard

@ File upload

Upload files to the session storage

@ File Download

Download files from the session storage

FFATEER
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HEERHE,
BEMRFEE.

3.
4.

HREBBNETAEEHEAERZ B R TERER.

Project roles Desktop sharing profiles

Desktop sharing profiles

Manage your desktop sharing profiles.

© e o) CEEZID

[ Q. search ] 1 &
Desktop sharing profile ID Title Description Created On
[ [o] testprofile_1 testProfile_1 9/15/2024, 9:29:55 ¢
(@] observer_profile View Only Profile This profile grants view only access on the DCV Session. Can see screen only. Can not control session 9/11/2024, 2:10:22 1

»

r Profile definition

Profile name
Assign a name to the profile.

1

[ testProfile_1

Must start with a letter. Must contain 1 to 64 alphanumeric characters.

Profile description - optional
Oprionally add more details to describe the spedific profile.

[

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

v Desktop permissions (enabled 12/12)

@ pisplay

Receive visual data from the NICE DCV server

@ Pointer

View NICE DCV server mouse pasition events and pointer shapes

@O Mouse

Input from the client mouse to the NICE DOV server

@ Audio Out

Receive audio from the NICE DCV server to the client

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

@O Keyboard

Input from the client keyb

ard to the NICE DCV server

@ Keyboard SAS

Use the secure attention sequence (CTRL+Alt+Del). Note:
Requires Keyboard permissions as wel
@ screenshot

Save a screenshot of the remaote des

(® clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

(O clipboard Paste

Copy data to the MICE DCV server from the client clipboard

O File Upload

Upload files to the session storage

@ File Download

Download files from the session storage

FFATEER
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BRI

File Systems

Create and manage file systems for Virtual Desktops

Q 1

Title Name File System ID Scope Provider

Shared Storage - Home home fs-0b4cesh1914913e4 cluster efs

FSx Lustre fsx_lustre fs-0a9042e216f9e3109 project fsx_lustre

FSx ONTAP fsx_ontap fs-0105118574b5e3330 project fsx_netapp_ontap
efs home efs_home fs-0df4c9ac93b975142 project efs

RERRKEE , BN

1. ?%%ﬁﬁ%\l Lo
2. ERERRKR , FEMABFINERRE

a. RERREHMEEER
b. RERBRERIRK
3. MAHIERRM.
4. BIRERRRR  SUURREHKRDHER , IREERREFAES.

ES -]
- MABRRE

MABRRE

® Note

BERIMARERRE , eXABLAHERN VPC MEL —{E RES F#Eik, LEXERRELE
HERERLEE , UEERN VDIs AIUFEERRENAR,

1. BEFNARRRE.
2. RTHAXNBEPRIERRRE, RESUAHMFAERRERR.
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3.

4.

Onboard New File System X

Onboard File System
Select applicable file system to onboard

( 4

( fs-0013c7a86b6d5f79e [efs] )

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] A

WAERIKEFAET.

(® Note

RIFFER  EEENERBERE VA ERUMERNEEIRRRR , <BRUEERE.
SEAFERLETEBRNERRRLSASBREHE B FEERES RIMA/home, EF
EEEHERRETHNNBFERE LEANANERRR, LIREIRREHREERNE
B, AR FEEREEBNERETRERBH VDIs FERERRR. VDIsEHERRMR
HEEERREMA S BERAHHE.

BERR.
y Y

Onboard New File System X

Onboard File System
Select applicable file system to onboard

{ fs-0edf4f076a4631d76 [efs] v ]

©

Title
Enter a user friendly file system title

[ )

File System Name
Enter a file system name

[ )

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

( )

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

A v
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R EE— ONTAP ERRFEHN 2 R E

RES XH#EHRE —H NetApp ONTAP ERZFIMAZERHUKE, ENEEEEER—E ONTAP ERXR
HHAEFRAUEEASER K FNESAUEESIHERSEM,

HEMREMAR ONTAP ERAMMA R HTRE

1. BEEMAERRLR.

2. WRTHBFEHRZIMEE ONTAP ERRH.
3. HHEKEMuYS , BRNEERIKTEIEEKE.
4. RILHEREREEME—HEE &K,

5. BEEXR.

® Note
REHME ONTAP ERRFEHN S EMEERH L AMAK —NHE B &, %kETUELERE
FRNEE,

REBEE

REERTHCERECHRBEFNEBENNER  BR-BMENERYE, FARRE , EUURFRE
REE , WKERNEREEFHEEARENTIRE,
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RES Environment Management napshot Management

Snapshot Management

2
1
Created Snapshots ** ©
Snapshots created from the environment
[ Q Search ] 1
$3 Bucket Name Snapshot Path Status Created On
No records
4
—

Applied Snapshots & ©

Snapshots applied to the environment

[ Q Search ] 1

S3 Bucket Name Snapshot Path Status Created On

No records

RRBEEEE , B2

1. MEFTA R REBREAMRE,

2. BRI, B4AXEIEREENTNREFIER  TREMRE,
3. REPMAERRIRBREAMREE,

4. ERMRE.

ES -]
- BYRE
- ERARE

EURR
BB AFRKEMLEF TN Amazon S3 fFRTEE , TREVRK, MFEEBYFFFEMBNE

A, ABRELRENE. BARETBRAESNARSEFNCE. HRER  JUARRBEIENES
MR EIRBRUAE LRE
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® Note

It Amazon S3 RFIFEN A BENSITEEERTEE. LFER TRAEERTFIBLES
B,

BERFF A ERETRE

1. eREFREETENEEYNR TR,

EHFF AR5 RR,

£ Bucket policy (TR EEEK) T , #IE Edit (REE).

B TIRAXFHEBERFEBR, UEECHERRELHE

> w0 D

e 111122223333 -> AWSERIRE ID
« {RES_ENVIRONMENT NAME} -> &8y RES IRIEZHE
e amzn-s3-demo-bucket -> &) S3 FEFITEELE

/A Important

S EAMRARFERRAWS, MFEFMENR , F2Ehttps://docs.aws.amazon.com/IAM/
latest/UserGuide/reference_policies_elements_version.html,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-role"

},
"Action": [
"s3:GetObject",
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3R EE T2 Studio

ERAEER

"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]
}I
{

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I

"Condition": {

"Bool": {
"aws:SecureTransport": "false"
}
},
"Principal": "*"
}
]
}
EERITHRE
1. 1##Z Create Snapshot (B3I RE).
2. HABEIK Amazon S3 FEEEEHE,
3. BHALRFTERBEREREFITEPHKE, Hl0 october2023/23,
4. BERXR,
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Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).
Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single

quotes (), parentheses (), and hyphens (-).

5 5% 10 9E%  EREBEALBIZESHRBLUBRERE, TRER IN PROGRESS #F A
COMPLETED 281 , TREBASEM,

ERRER

BURERRR  EULASZRBEAZHREUEBER. CTESTNBRFEERETRE , 2
FTERIRREUR IR

ERARREERER , fINERAEF Y. EXR, HBRHE, FUREENERRREAENTRIE
WEH ., ERAEITERBETEEE. EARRER  ceREEEERRHENELRER , LHETE
=REFE. HREENRCHE  REERBEMREPEVER. HREL sk , AR
BREH  BHMEXEREASEMTE , cE8FAUTENRLIEGEREBN S/

# : RecordName_SnapshotRESVersion_ApplySnapshotID., ApplySnapshotID & i R{&E
BERE , XERNBRXEHAEARR,

ERREAEAYE A RESVWEZRV TN, FREBEEANERETERY, HREFHEKE
BHER , RESREMKERNTAME, MRBKEFRBEER  CEBYRAERKERNEEE
o

MRFIRBETMFEHAH LY , BT BEFHEDHREH CloudWatch BE/res-<env-name>/
cluster-manager MEGFFMIEN. SEAFHEE [EARRKR] E8. EARER , ZAURK
the section called “HRFAE R HHBEEAEE,

EERFF A ERETRE

1. RBETRBFEDENECRINREITE,
2. EEFFAUESIER,
3. 1E Bucket policy (RE/ZETBRIBER) T 5 , E#EF Edit ({RE).
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4. BTIREXHEERHEFTRBER. UWEEACHERRELE !

e 111122223333 -> AWSERIRE ID
« {RES_ENVIRONMENT NAME} -> &8y RES IRIEZHE
e amzn-s3-demo-bucket -> &) S3 FEiFITE LB

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-role"
}I
"Action": [
"s3:GetObject",
"s3:ListBucket"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
},
{

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}I
"Principal": "*"
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EEERMRE

1. BEEARRK.

WA S EIREMN Amazon S3 FEFITEERE,
WARFIRPREHERER,
EERR,

> w0 D

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

( )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single

quotes ('), parentheses (), and hyphens (-).

A 4

5. 5310 7R A EREEEAH L REENEEIURENRE,

Amazon S3 f#7hrge

Research and Engineering Studio (RES) X% Amazon S3 f#FEFE##Z Linux Virtual Desktop
Infrastructure (VDI) #1788, RES BEE S AL S3 fEFETBMA RES, SHEEFESER, FEH
fARE  URBRREEET SIREFTFBRSIEBINRETITHE.

S3 REFIFRERRREHETEANEINA S3 REFEREE, & S3RAFFEERR , £

1. EFAFEREFRT S S3 MFFEINA RES,
2. i S3 AT EABFIRERR
- WEMEIR
- BRETTE
3. FARSMUREEIrEEERES  ASHMAN S3 MElrE.
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RES Envirol nt Management

S3 bhuckets

Onboard and manage 53 buckets far Virtual Desktops

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

) 53 Bucket arn:aws:s3:res-s3-example /s3-bucket RW 1%p default

T3 ZERALAE RES EXFEE Amazon S3 fEFETE.

£ |

- BBt VPC SEH Amazon S3 RERTEE £ IRIGH
- #7138 Amazon S3 fE1FETEE

- #®# Amazon S3 f1FETEE

- BBk Amazon S3 T E

- BIRFREFITEFR

. BFIEFAE VPC FHIERIER

- RRRESHR

« B CloudTrail

fRat VPC 3BEH Amazon S3 FE1ZETBE SO RIGH

MREEEIRBA VPC FEPE Research and Engineering Studio , 8 BE TS , FAWSIRE &
¥ RES Z & E# lambda {HEESE,
1. EAEBR Research and Engineering Studio ZAWSHRF# Lambda £ A&,

2. ERWEEEZTEL S M Lambda BEI<RES-EnvironmentName>-vdc-custom-credential-
broker-lambda.

3. EH HBMERERSIRR,
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e @ This function belongs to an application. Click here to manage it. X

¥ Function overview s (__Export to Application Composer ) (Download ¥ )

Diagram Template ) Description

‘vele lambda to provide temporary credentials for mounting object

(~JoJo)

Related functions:

elted functions: storage to virtual desktop infrastructure (VDI) instances.
& [ seteet a function v
Last modified
< ‘ 17 hours ago
‘ £33 Layers ©

p . Function ARN

(_ + Adddestination )

m API Gateway @ \ T Adddestination )

(_+ Add trigger ) Application

Function URL Info

Code | Test | Monitor | Configuration | Aliases | Versions
General configurati " . o)
eneral configuration Environment variables (16) (edit )
Triggers The environment variables below are encrypted at rest with the default Lambda service key.
| Q Find environment variables 12y
Permissions
Destinations Key Value
AWS_STS_REGIONAL_ENDPOINTS regional
Funetion URL

CLUSTER_NAME
Environment variables

CLUSTER_SETTINGS_TABLE_NAME

Tags

DCV_HOST_DB_HASH_KEY instance_id
VPC

DCV_HOST_DB_IDEA_SESSION_ID_KEY idea_session_id
RDS databases

DCV_HOST_DB_IDEA_SESSION_OWNER_KEY idea_session_owner
Monitoring and operations
tools MODULE_ID wde
Concurrency and recursion OBJECT_STORAGE_CUSTOM_PROJECT_NAME_AND_USERNAME_PREFIX PROJECT_NAME_AND_USERNAME_PREFIX
detection

OBJECT_STORAGE_CUSTOM_PROJECT_NAME_PREFIX PROJECT_NAME_PREFIX
Asynchronous invocation

OBJECT_STORAGE_NO_CUSTOM_PREFIX NO_CUSTOM_PREFIX

Code signing
File systems.

State machines

4. HEEEERT , BERRBBLIMERKER.
5. BRERE 6 W TIHHMRELETEEINH

« L|# : AWS_STS_REGIONAL_ENDPOINTS
« {f : regional

6. BEMTF.
118 Amazon S3 f#1FErEE

HEM S3 ETEMEEEN RES RE !

1. EEFRFEETE,
2. WARETREFAENR  SURFITEEE,. ARN MHHE,

/A Important

« S3 REFRL AN RES RIRMUNHRBNAWSEE, FXEERESE S3 METEBHE,
- RENFEEFITE ARN, HERNEXNBREZEREIREE,
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- REFE ARN TNEEFE , BMAN S3 RAFFrREXTERE.

3. ENEmMAREFIENEN,

/A Important

- EXfERE MEERAKERARERERNFRER ,

3
¢

B o

4. HEERZRIET , SRR IAM A6 ARN REBHFEEFITRUETERFFE. B PHIRE
RFREFITEFNR , BYBIRFFIAEN IAM 86,

5. (ER) SERFrEREREVEN K BRUUEBE, T8 , SSHErBEEIHATERNER
VDI TR, REERERFTEEZLBH RRBN TFERSI SHIARERE,

6. BERERX,

RES nvironment Management

Add bucket

‘ ® Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts
Mount point

Type the directory path where the bucket will b d

Mode

() Read only (R}
Alio to read or co

r edit
v
w» Advanced settings - optional
IAM role ARN
To access the bucket, paste the 1AM role Amazon Resource Name (ARN) copied in Identity and Access Management (1AM)
Project association
Projects - optional
Assnciate the bucket with the following projects. To add a new project, go to Create Project.
[ | (©)
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#mE Amazon S3 fEFETEE

1. 7% S3 @FATI/FETIZER S3 fEhTiE,
2. REBMEINRERTP , EEURE.
3. BMALWER,

/A Important

- RERHES3 BETFERZVANIESREFETBHRIZERNRAERKBMERR
(VDI) #i1TEE. AEERFTREXEREVBB R  fEFETSHHINERS
RXEH VDI THEREER

- FUHERE S REFRNERTIEXE SSRFIFRETNEN  CEe8RAEERE
BEEAFINZER.

4. EEREREFIERE.

Edit S3 Bucket

Bucket setup
aaaaaaaa

Project association

Projects - optional
Chaase the projects to assaciate to the

[ default x
default

( cancel ) Save bucket setup

B} Amazon S3 fE1FErEE

1. %&£ S3 AT/ E DI S3 fEFEhTE,
2. feBMFEHRERS , EEBR.

/A Important

- BUAZRBRETRTBRAMAERE.
- BRRRETEXE S REFRINER. ©RE8EKR S3 fEITIEE RES REH.
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- BREFTRESEHHRAN VDl THEBREXTHERERNEAELRIBIE (~1 )
EAFHEFAERFIENRE.

B

B S RETEMEE RES K, KUEESREFTETNENRRGHREERNERAE, &F
BEFFEEEL , STLREMEE R) RS (RW) B,

MERE

Read Only (R) f1RiEH , AIERIFFHEFETE ARN (Amazon Resource Name) B9 = & 5 Hl %1 1T
BERfREE, flan  mREEESFEH ARN BREFERIFIEE RES , arn:aws:s3:: :bucket-name/
example-data/MHILEFITEREER A NIERB BV , AIRER A MNER B ARKE VDIs B
R EAEBEIER bucket-name T FHIE R /example-data. MG EEFEEEE LAWY
&R, MRFEFETE ARN REMEMNFE , IZERZFIES THEEEERANEMTERER,

ARMBA

WMREH Read and Write (R/W) , MERFEFEFITER ARN WEERFIMITERRR , W LM
R, WEREHGEE  TREEES S3 HEFRREMNSBAERNTHE, Read and Write
(R/W) EE K, BFIIFEERSENTA  RHEETIEEN TR INEE

- REHFE

* /%p

* /%p/%u
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EEFTER R

ABFTFHEIEIN No custom prefix ¥ K @FEFRETE K MIETMBEITERRE

B, EUEERZTIBEBEHNETMNEREEERNNEAGFTIE, fl, MREESF
Farn:aws:s3:::bucket-nameNo custom prefixiZHIHY ARN A ZETEEHIEE RES , ¥
KL REFETREER AIEXZ B EV M , BIRER A NEX B AKE VDIs WERESHEERF
FERTZRHEWERNE AFZRE,

BREERBEHRNEFR RRE

ARBFIFEEN /5p B, FETrBPINERSREZEAMEBHANSABEER. sp BHRAKE
KEXE, Hln , mMREEEFHarn:aws:s3:: :bucket-nameBH/%pFm& M / ####H 8
B ARN B RFITERMEE RES , UKHREFITRESZANERB BB , IEXR A B/
FEAEATUBERBA /2114, BERATHNFERAE B LU UNEEERE AT/ #BTPRE
WER, T8, MRFEHAE B EERB HEE VDI & / ##+BFEK , ST 2EREA
EAFBRENER , AAERCHEXRRRH. EXFAFEABANUR SIFERFTRBNFET , /
ProjectAMifEAE B REEERER B FHH VDIs/ProjectBRFFE o

BEER. SEACLAEERNERIRE

ARBEFTFEERN /%p/%u i, BFTFETPHNENSHEHZERMEHNESESEER
MEAERSE, sp BHARERERNE  MsuRREAERR. i, EEEFEH
arn:aws:s3:::bucket-name ARN ¥&EL/%p/SuiBENH) ML / #### | BREEFEREE
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RES, LLFATREER A 15X B MEN, EXRATHNERAE A TLUSEREA / #1444, B
ERERBNBERTRESp , EUHIBERT , FAEBTEEIFERAE AL/ #1#BNERATRE
ANER  RAEHRHERNEAEMRR. EX £AEABAUR SIEETRBANFET , /
ProjectA/UserATfEA#& B REEEER A FEHHE VDIs/ProjectA/UserBEFEEN ,

BiRkFREEITEFEH

RES RESIE HMAWSIR FHE R FITE  sIREELREFTREFEENA. ETIRMP , IKF
A FHY RES IRFEEHIRS B F## S3 @FArE.

HER 1. EEE RES WIRFHEIL IAM A€ ( EKBAIRF A):

1. BAFTEFW S @R (IRF A) 2 RESIRFHNAWSEEEERA,
2. FRIAM E££#5 :

a. EEZE AM EXRR.
b. EEEBEHKF , BEIXK,
3. BIBGR:

a. EEE&E&%O
b. JEH JSON %,
c. BELET%|JSON BUR (amzn-s3-demo-bucket ABRE B ) S3 R ABEUR ) -

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
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"arn:aws:s3:::amzn-s3-demo-bucket/*"

}

d. igg-lt_io
4. WEWEIEEEK

a. REBERWER (flwn, "S3AccessPolicy ).
b. FIEERMNERRBEBRNEN,
c. REBX, REBEEIBX.

5. BRKIAM 24

a. BEEZE IAM BRI
b. EEEERF , BEAEG,
6. BiI/E:

a. RERIAR,
b. BEEBIEEBREAGEETHEENEE,

c. BEET%|JSON SR (111122223333L0RF A FNEEEIRS ID BY
8 , {RES_ENVIRONMENT NAME}¥: LA RES HEMRIEZBEUL

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::111122223333:xo0le/<ENVIRONMENT_NAME>-vdc-custom-
credential-broker-lambda-role"
}I

"Action": "sts:AssumeRole"
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d. igj%-lt_io
7. EZFTUBUR -

a. BESWERELNEINBE,
b. EE-F_io
8. BFid. MENEYASG

a. WARGBREM (Hlm, "S3AccessRoles ).
b. ELR3IT , BEWEER , RAE2BATIRS|ENE .

- &B|# : res:Resource
- {8 : s3-bucket-iam-role
c. BEAE K AREEEVABG,
9. 7 RES HER IAM A& :

a. HEREEIWNIAM AE ARN,

b. &A RES X5,

c. HEEMBEE®S , #F S3 METE.

d. EFFMERFIR  XEMABIKRS S3 #EFIE ARN ERRE.
e. EFREMRERE - BATHNFBE,

f. 1 1AM B ARN B F@AAE ARN,

9. BEENEFEFE.

HER 2 BNIRF B FHVRERTEREBUR

1. EAIRFE B WAWSEE XA,
2. BR(S3 E#A

a. BEZE S3E&XRW,
b. EMZERRTFEIENREFITE.
3. WmEMFITEECR .

a. EEFFAURSIER A ARAREEREFITRBIK.

b. FETHHE , WIRFIRE A HREFTEN IAM ARFEEHE (45 111122223333 BIREBIR
E ARERRRE ID, ¥4 amzn-s3-demo-bucket BB S3 RETENERE )
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JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"

}I

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject",
"s3:AboxtMultipartUpload"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}
]
}
C. ggﬁﬁo

Bt #E VPC RV ERIRR

EEMIEEREREN RSN S3 REFB2EIHIIRFPFECH S3 REFFTE , B LERE VPC
IR R RBIENFAE VPCo THILZERERAMAA S3 IRIEEYM VPC Ik , A BEFEUERS /Y S3
RERRE  UREABRFREFrENEMEMIRS.

1. BB Amazon VPC £# 4 :

a. BEAAWSEEIEA,
b. BRI https : //https://console.aws.amazon.com/vpcconsole/ BJ Amazon VPC £# A,

2. 3 S3HVPC im% :

a. HEERIEEZEEFIERE Endpoints (w2
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b.
C.

d.

e.

e 3= VA LI
FRFEETE Service category (ARI&FE ) ML , B2 IFE AWS services (AWS BRFE).

RSB BWALF , 8 A com.amazonaws.<region>.s3(<region>EUXEHNAWSIES )
®ES "S3%,
BB PIEE S3 IR

3. BRERMBRE

a.
b.

C.

$H¥ VPC | BEURERE T in B VPC,
YA | BREEPEHEAR VDI FRERNMEFLE FHEE,
$H¥IRRAE DNS 278 | SEEEC 4% 1818, BN &FE DNS T EZBMEIT AR SAR N,

4. REBERURFIFE

a.
b.

EBXRT , #EFBF

EBCRIFRESEY  BAREHEFEINEIRFRISERFAERNBER, UTREMBER (1
amzn-s3-demo-bucket BUVR B M S3 REFTEERE , g 111122223333 H
444455556666 MR AEZEEFIWEEAWSIRF IDs) :

(® Note
LLEEBIERREM s3:* BARS| S3 BEFEERE , HINBEHENERE, EREIE
7o EERETUANENHHRESR (HUREFFESBIY4HER ) BEEE
WRFE B, WRERRE , FFHE VPC InMBUR T XTEMEE S3 24 F E B fEH BAER

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
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1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"111122223333",
"444455556666"

a. BEEHHRE,
b. BEEVTKEY,
6. BERFEIRE -

a. BURME, K SEE VPC TEATHNRMER,
b. EETEIMAYRE.
c. MERRETH,

BREUTSHE , AR VPC iKE , A S3 FEUERRERSREERFS ID ANER.
SR HE R

mAmERFrREESEEE VDI LHE

MR FETEEEE VD LS SN ELECBRERR. FRETISRHET,

1. ®E VDI B :

a. BAAWSEEIHEA,

b. BIRKEC2 X AN EBEEHITHEE.
BEUEREIMY VDI BT EEE,

d. &8 Session Manager E#Z VDI,
e. FITTIGS

o

sudo su
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cd ~/bootstrap/logs

IS, SAAREIZIS AR, EAXMHEMERSRIR configure. log. {time}
=L

WA | BEWE /etc/message HFLIEB EZFMERA.

REBFTEAERFBNEE Lambda CloudWatch Logs :

%ﬁ)\AVVSFEEEE:IDo
BHRX CloudWatch £ & W EEF HEEE4A,

S H584H /aws/lambda/<stack-name>-vdc-custom-credential-broker-
lambdao

BEF—ETANBFEE  XEAFPRIFEMER, ELARKESAREMURRBEZ
AEBERLHE S3 mETRNEERENFHEER.

REBFTEAER BN EE API Gateway CloudWatch Logs :

ZANAWSEEITEA
BIRX CloudWatch iAW EEF A 5584,

¥ S H#EBE <stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,

BEF—EAANBFEHE , YEAFPRIEMER, ELAFEISEMHERN API
Gateway EFERVRFHIERA , IS HE S3 REFEFEAENBITIZEAER,

MAENARBERFATEN IAM SBEE

4.

& A AWSDynamoDB F# A,
EREREK

EEREEERT , B Tables (EHK).
SWIIEE <stack-name>.cluster-settings,

RIEEREK -

BERREMKRER,
HEECERIRH,

g EER M
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a. ERIEEHRIEMEEEEREER B,
b. BREMBEHUTATHES -

° E’l"lt . iﬁk ﬁﬁo
.« R4 EEFEE,
« B @A UFEEERNERRKEshared-

storage.<filesystem id>.s3_bucket.iam_role_arnBUt <filesystem_id>,
5 BTHEE -
BREH TS AR IREBITER,
6. MEE:
MRBFEFHE , FRASEAERN IAM A€ ARN [ERREE.
MRBEFEFRE :

a. I1EE Create item (BIIEH),
b. WAEBFMEER :

- SHHESB|EM WA shared-

storage.<filesystem_id>.s3_bucket.iam_role_arn,
- FBIEEHN IAM B ARN,
c. EBEREFUMNBEE,
7. E#FKE VDI HITER

EXNREBHITER , SRERBXHHZTIER IAM B ARN RZ&VDIs,

EYF CloudTrail

EEM A CloudTrail A ELKIRS A CloudTrail , 55#&1& AWSCloudTrail £ EERFHIE
A CloudTrail T AEIEM PIRMEMNIE R, CloudTrail A EBC#%EZE S3 FEEFETEMN IAM AEBR
FOHY S3 RTFEMNEN., EVNERKEEREZERSEAENHTER D,
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EH Em

AERBREAECRERRAREMERERFNES,

£

- SSH ##H
- EERE

- HAKM|

- BRBES

SSH £HY

HEMEH SSH FIEE T

1. £ RES IhgExR+ , i#4E SSH =FHL
2. KBREMLEWIER , £ SSH = PuTTY #1TFE

JEBE SR H

ERSEMERRE (VD) BEATEERAERE LBV ANEE Windows 5 Linux ERSEEAWS., EAET
DEAHEREFN TEME LA LEI R ENEARENREE Amazon EC2 #1T{EH.

X ERNERRR
RES BRIXEMEA T ERAERBERRE :

« Amazon Linux 2 (x86 1 ARM64)

« Amazon Linux 2023 (x86 #1 ARM64)
« RHEL 8 (x86) # 9 (x86)

* Rocky Linux 9 (x86)

» Ubuntu 22.04.03 (x86)

» Windows Server 2019, 2022 (x86)

* Windows 10, 11 (x86)
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® Note

#£ 2026.03 FRBAHA , Amazon Linux 2 Ml RHEL 8 THASATEREEHE, MEEE K MR
A EMESELEXRAN BETEEMHS,

ES |

- BREBFHEE

- FRENEE

- RSN KEME

c BREREE

- BT ERERERA

- BIEEREE

- ERREERREEEBFL

R EDHTHY SR

1. REMEERT  EERNERKHE,
2. EERIDFNERRME.

Virtual Desktops

3. BWAMKRENFHEER,
4. BERX.
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BERREAEANF FEYEER  SNKEMKE 10 B 15 PEATHER. MBFEBBURRNEIN
R, RES &HR GPU H{TERI ZEABANESEN,

FEUEM RE

HEFHERKH , FREREN R , XEA Web 5 DCV A FimEITERR .

Web connection
ZEiB Web BB FRANRHERBEENERS .
BEER  EEREE  EEERRERTFRENEH,

MyDesktop3-windows & Connect

(avevsesmonris )( @) e

DCV connection
iEiB DCV AFmFEEN K H iR R EMEE, &HEFEB DCV FH :

1. BEEDCV IERBRERUTR.dcvER., BEFEERMK LEZE DCV AF K,
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ERAEER

Virtual Desktops utorefesh

rhel9  Connect

©Ready RedHat m @ NoSchedule

2. WEREKRA , FRE ? BR

How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

& zIp & Mmsi

Step 2) Install the DCV client on your computer.

Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

25| Y R AR RE
EERH SEHRA -
1. EEBE

ZHENREMRE
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RES > Home > Virtual Desktops
Virtual Desktops

2. EEERKEMRE. SENEREAHEE .

. Bt

FLIERRTEEREREX , MASTUBRENRE SF LN THERER,
- EXNRE

EF#RRE B niRY TIERE R
.« #&1E

KABRIFER, NIREEATHERE  RLETFERRAURSERERIER, ERLEZH,
AHIEHVERHRE D E RES BRRH.

« {KER

FHREREERFEUR. ECEFTRBDRER  ZNEREXSEE , B MERERET
REE R, WHFMBHTEBMBENRE K MA BEIAFEIATEREYNEBRART IR, &
ERFVTEBREZEUWME | FSE IR TRES.

12 E B R TH

FANEMERKRENERINEETFHERER.
1. HEEETERA/ Dz , BLEHAFLETERE :
a. Eggﬂzo
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Virtual Desktops

b. BRIEFEEISEMRE,
c. EEEIL,

® Note
BRCEERINIE TR BRI AN,

BMREKRECFLR , FREDF , ARBEEHN THERR.
PFTFERAEBIREFNREAN,

BERRK.

EHMHPTEER  ENRBREME :

o & b

a. BEDE,
b. EEFEERIEME,
C. igg Fgﬁyﬁﬁﬁﬁo

BT EREEREMA
1. EEBE

FRER TYEPEEREFA 191
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Virtual Desktops

rheld  @connect

2. EEETEA.

FFREER R

RIFFER , ERSEHEEEANER BB L, SLEARERNSE LNEBEERFINEERE
RERFEELNKENHRE , MT—HAR. BEE-—FTH , EEEREPREARFEFSRZX
B, REEAUERERFL , UHEBRERE, 7260 EREZEERFREEHIFLE NE-F T
VDI Autostop,.

ES -]

- RREER ZEHEE

- EREREPRERRIE
- BHREERAERK

HEE R K=
1. BREBEE,
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RES fome ktops

Virtual Desktops e © G e | )

rhel9  Connec t

2. ##E Schedule (HE).
3. WREZLBRIHEE.
4. EBERF
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day

EEMREPREARIRE
AJLATE DynamoDB R E#FARHEE -

1. BSEREBENBERTEERRK  <env-name>.cluster-settings,
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https://console.aws.amazon.com/dynamodbv2

oEEE T2 Studio

ERAEER

2. EHURREH,
3. EEMERAT , WA TIIMEESRRYE

EREIRM 1

- BHAB = key
» {&# = Contains
« A = String

« {€ =vdc.dcv_session.schedule

ERIZ R 2

. BHEEE = key
+ &% = Contains

« A =String

- fE = type
ilters - optional
key x] [ Contains v ] [String v ] [ vdc.dev_session.schedule ] ( Remove )
key X] [ Contains v ] [String v ] [type ] ( Remove )
EgERtEER K EELEHARKE SRXNEREES
#lydc.dcv_session.schedule.<day>.type. BRES :
* NO_SCHEDULE
* STOP_ALL_DAY
e START_ALL_DAY
* WORKING_HOURS
* CUSTOM_SCHEDULE
4. PNSRCUSTOM_SCHEDULEERRTE , BA4RREBITHRMNELRE, ERERM  FEEENR

EERRPEMTIEEERS

PRERSE
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- BB = key
« {4 = Contains

- A =String
« {€ =vdc.dcv_session.schedule

5. BELERTEAITHECZEIXBNBRILA
vdc.dcv_session.schedule.<day>.start_up_time#l
vdc.dcv_session.schedule.<day>.shut_down_time WWEB., £EB R , MR Null B
B, WHRKRFHER , TR :

- BEMEM =value
 {H = <The time>
- A = String

BFREELAER 24 PEHIERILS XX - XX, Fln, EF9RK09:00, T4 5% 17 : 00,
WANKE-—FHEE RES RIEHNEMEAWS EEHMN E i KFE.

HHFREERATER

MREERFTERSENGE S HEREEESRENRRERGE.

1. ENZEEXRNERSETERER.
2. BREBEME > B,
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ERAEER

4

4

Research and Engineering Studio

res-to (ap-
northeast-1)

Desktops
My virtual desktops

Shared desktops

Session management
Sessions

Software stacks
Debugging

Desktop settings

Ellv;l

Dashboards New
Projects

Users

Groups

File systems

S3 buckets

Identity management
Permission policy
Environment status
Snapshot management

Environment settings

3. #IE Reset (EF)o

DesktopUpdated Connect (5

ule

Connect 4

Share Desktop

Show Info

[ Schedule ]

Change Desktop State >

PRERSE
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Schedule for DesktopUpdated

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ @ Cluster Time: March 27, 2026 8:34 AM (Asia/Tokyo)

Monday

[ No Schedule

Tuesday

[ Working Hours (09:00 - 17:00)

Wednesday

[ Working Hours (09:00 - 17:00)

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day

4. EBERE

ERSHEERREREEFL
EEEUMRE RE  UAFELRKLEMEVDs, 5 4 BTRENHRE -

1. BERE : CPU EARERREN B ol THERRRAESSRE,

2. CPU EAXME : REEBBERILERE (vCPU EAX ) NIFRKBRREABEE. MRBILER
0, Al THERXKEFTERRAAE,
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/A Important

RES €8 27#ERE CPU HRAXNHRHITRERAETH, ESKASSERTRE
CPU Ig{E , IRRERERE , AR ERERA,

3. BURRE : AERER , THEREBBRAMKRE (EFLEZEILE) .
4. RHEFITHRE | MRBRULIER | AIEFLEREN THERRTHAES B HIEER,

Update Session Settings

Idle Timeout (minutes)

1440

Sessions idle for this time with CPU utilization below the threshold will time out

CPU Utilization Threshold (%)

60

Sessions under this threshold are considered idle

Transition State

Stop

Sessions will transition to this state after idle timeout

Enforce Schedule

Enable to allow schedule to resume a session that has been stopped for being idle

Allowed Sessions Per User

5

Maximum sessions allowed per user

Submit

ELRESETEMARRRSIFBRTHRERERR L, RBENTERENRER , FRERIUME
RE., MTERBSERERNRE  BFEE B TERRNEERAMBKEANRE.

WEFR , TERRSEBEHBERKIESERE STOPPED_IDLE kA8, FHAEMKEHT Ul B
B)STOPPED _IDLE T4EBEER,
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HHSKM|

EHAKEL  SUNSIEHAHANREH. "R2ERERA , RIFECEREESIHEE , BRTHE
P ERBER & th L HE R

RES > Home > Shared Desktops

Shared Desktops (2)

List of Virtual Desktops sha with you. Unless user has Admin or Owner prof owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

AllStates ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type state Permission Expiry Download DCV File Join Session
D ion demouser2 Amazon Linux 2 méa.large @© Ready 10/26/2023, 5:00:00 PM Download Connect [2
MyDesktop6-linux-gs demoadmin1 Amazon Linux 2 t3.medium @© Ready 10/22/2023, 5:00:00 PM Download Connect [2
1

HATERER , BUREREENTT . flI , ZALEHEEFEER FTRESENEKEE.
ES- |

- ZAHKEE

- FRAHKEE

HARE
1. ERETHERET BB

rhel9 2 Connect
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2. BIETERBRET,

3. BEEEAENFFIER, LU REBHKRE.,

4. BRERT

Update Permission for MyDesktop5 X

Select the username, permission profile and the expiry date of the rules Add User

[ Q, demoadmin1 X J [ Owner Profile

View Only Profile
This profile grants view only ac n the DCV
ession. Can s only. C t ontrol

Admin Profile
This profile grants the same access as the
Admin on the DCV Sessit

Collaboration Profile

This profile grants certain access on the
Session. Can see screen, control mouse an
keyboard.

Owner Profile
Th s profile grants the same access as the
ssssss Owner on the DCV S¢

MFFFURFMET , 528 the section called “FFATBEE",
FRHEMARHE

REARE , ZAUREREHANSELEREHN/TER. BTLUEIR Web BIERRZ DCV A,
HRER , FERE PHEREIEN EHEH,

ERBER

ERBERTRLEB Web ADRUEFMEEHAM EFS BRR K. LKUNEREEERERRKL
ERFHFIUNAAATRAESR. ER Lnux EREEAANERERRRE. EFERESE LNERREE
BRI Web ERBIBREMERME,
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv ¢ Favorite C' Refresh i= £ Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

£

+ LEER

- Bk B
EERNEE
© WERER

- BRESR

LEESR

1. BELEER

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 = root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv W Favorite C' Refresh i= 8 Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. BRRERIAEEZLENESR.
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3. BELE () EXR.

fiER =

1. BEEEMBRNVER,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. BEBME,
3. EERKRAE,

RE , GOANETARERERR LE-TBEAR  REEEMBREE,
EERNRE

EEHFTEENERNERNRK , BAUKEMATEERNEE.
1. BHERJEHRK,
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. EERNRE,
RE , BALEEMNERIERARLE-TEEAR A ARENBENRE.

(® Note
RNREGREFIAMBAER. IRECEFIABHRIFHRRN , EHFEEMHERINRE,

mEEER
SR ATE Web A D885 PRI FRIERI AA,
1. EREEEFHER, GEEEHEM, HTE2ERNAR,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demousert

Q 2 items 2. Upload files B3 Create folder Actionsv v Favorite C' Refresh i= %8 Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. HEITEH , RRBEFME
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HigiEx

EAEREAREANPEREOEARAREGESR, SUUARTIEARPER , WRKEE
EHERERESR.

+ FileZilla (Windows. MacOS, Linux)
* WiIinSCP (Windows)
» AWS Transfer for FTP(Amazon EFS)

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla O Winscp O AWS Transfer

Available for downlead on Windows, MacOS and Linux Available fer download on Windows Only Your RES environment must be using Amazon EFS to use

FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacQS) [4

+ Download FileZilla (Windows) [4
= Download FileZilla (Linux) &

Step 2: Download Key File

( & Download Key File [*.pem] {(MacOS / Linux) ) ( & Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 fpath/to/key-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.
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ERAEER

5E 2 HF A7

ZNER SR A0 AR R4 R AT A R ] 5 S B R A4S E R R M B B Ao

&

- —RIEFEMEE
+ 317 RunBooks
- EAEE

HHEAR

- —RESEREE
- BANBFENSHEARR
- SRREEHNVE
« IR3E Amazon EC2 #{TEE LW AFESR
+ CloudFormation &
- RREEMmMRERKHE , WH Amazon EC2 Auto Scaling 48 & 8 Iz Bk
- BRI Amazon EC2 E#EANE
- EREREEH
- BRI ERSE
« BRI T
- B Active Directory (AD) #HEBdr S LAt &
+ Windows DCV {&§#
« &3 Amazon DCV IRAE
%17 RunBooks
- RERBE

+ CloudFormation#f & ;x| WHE/RFALE "WaitCondition WEI K BHIEAE ., Error :

States.TaskFailed"
+ CloudFormation3ft & 2 37 B Th KW EIE F BB A
s FITERBRIERKXBAREER vdc-controller
- BRAMEKYHEEES , IRIB CloudFormation Hf & A MR
- RFEVHRE CIDR ERS BB EHR
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HRETR Studio (R
o RIFETHIEM CloudFormation #8337 5k BX
+ {#H AdDomainAdminNode CREATE_FAILED By /A ZpER ( ~&1 ) HB LMK
- §OEE”E
o RAREFBEIT iam:PassRole IR
« BREERFAWSIRE I A EFIIEKL Research and Engineering Studio on AWS#E &
« BAREHN , RUVAREIZBAER
- ERBRARRYE "RTIEAE, R
« 7£ Active Directory F #3818 RES FIBERHNEAE
c BYTHEREBRRELERAEAE
+ CloudWatch cluster-manager B 5658 H K /) BR $1l #Y $5 5
« RIZEB RES BEVRERRMK , BREHE VDI EH L
« RZEB RES MARERR#E , BREHE VDI EH L
o BREAR VDI THEIVEA
- RECEARGIAF IS5
« &% RES B3I Amazon FSx for NetApp ONTAP , 18R il A #4835

I
piC]

< RER
< REBEVGRES/ KK
- REBEZEAERTELIEAER RN HF.
- B
- RAEFERERFHITERNRH THRE FEE
- BBESRSE

» Windows Virtual Desktop FIE AIRE R EAEE

- RS EBEIR CertificateRenewalNode B , BFEiBH

- ZEEEFHNERISEELEBRIER

- RAERE S BAERRE

« SRME Windows ERERAK , WS NERCERM. SRiER"
* VDIs<HEMEMREE

o EiEN  VDISEriE ASEIouREE

« BAR VDI THEEREEATAEE
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- ERRETH

Amazon EC2 #H{TEBEEXEATEERBA KL
HRAEE A AD/eVDI ##8 |, vdc-controller #1T{ERE IEEf&IR , B~ AP BEiRERME LB
R E L FEERE  ERTFTSHBEETNNNEEF

cluster-manager Amazon CloudWatch HFER "<user-home-init> IRF H AR, EEES
ERERS, (HPIRFREAEER)

Windows REEAEHKE R ENIRFEEFH. FafENEES"
ShEB/IE F AD #ERER) DHCP EIHERE
Firefox #5528 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« Env B

res-xxx-cluster & E "DELETE_FAILED, & K BEZLZFEMIER K RA "ACENSEL
&1, SRR

WEBF

T& VDI B

# Linux EC2 B11TEB THRAF

# Windows EC2 /TR TH A
W& WaitCondition $538#9 ECS HE#

« REIRE

BESIRUENS I BIEBRERETERIEBAHR
REIHER keycloak HEEIEE

» Active Directory &

BH VDI REFEFEMEMRE , R1E VDI #iiEER  BELZUAD FHESDBEARMN VDI
ERE SSO # , HEEE A RES Web A O #AYE

BIEEAR TR ED Linux VDIs , AD EAE LB EFERAERBBRFIER &

RF SSH ZHE , AD EBEFAEELENEETH

BIENEE RES A ERHEEIER Active Directory

« 2024 .x EXEE

2024.12 # 2024.12.01) & ## Cognito £ & K4 Regex k¥

2024.12.01 RERRA ) FEABTHEEERE VDI B H 3R BN BFEH#HR

i

2024.12 F1 2024.12.01) Active Directory {8 fi % #5% SSH ZI4R & 3 # 208

(
(
(
(

* (2024.10) $t¥I 2 £ MRt VPCs H#) RES R3% , VDI BEF R
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+ (2024.10 REF/MRA ) #ERE VDI for Graphic @B & TERER
+ (2024.08) EfmEREERE AMI KB
+ (2024.08) B S HELHBEEBRHEZITE ARN BT ZEWEE/E A Amazon S3 #7608
. (2024.06) E AD B EBEES=KE , EARBAK
+ (2024.06 REFMRA ) AD BIFHBEKREZ E RES WEHEKE
« (2024.06 REFMA ) CVE-2024-6387, RegreSSHion, RHEL9 # Ubuntu VDIsH i % £ J&5H
(
(
(
(
(

- (2024.04-2024.04.02) R KEEE VDI ST EBR A EH IAM SRR

* (2024.04.02 REEMRA ) ap-southeast-2 ( EFL ) i) Windows NVIDIA ST {EEE LK
« (2024.04 1 2024.04.01) GovCloud H i RES B % Bk

+ (2024.04 - 2024.04.02) EF B , Linux EESE a7 TRE R

« (2024.04.02 REEIA ) #£E% SAMAccountName BB EXBFRRIEHF M AD £ H
&

¢ (2024.04.02 REERAE ) ARTHESTHNAESHBEN

— xRS M B2

AEIE A RES HHREINEHA.

- BN BANSHEARR

- ERREEHNNVE

IR Amazon EC2 B{TEB LMW BFER

« CloudFormation Hf &

- AREEmMBLERKEHFE , WH Amazon EC2 Auto Scaling B¥#8 & B iz Bk
« BEAHK Amazon EC2 E#EANE

- ERREIH

- ERSREIMIERSE

o BRKIEARRER 4

« B Active Directory (AD) }HEB@ S A8 E
+ Windows DCV {8 §#
« &3 Amazon DCV IRAEFA
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BRNBFENE4EARR

RETEEETIOR , TARMNELE AR

SHRREZHNVLE

BABER , STNETIUERIRERY N TERREAECAESHE

* Linux : /etc/environment

* Windows : C:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-
windows\environment_variables. json

IRIE Amazon EC2 #1TEE LW BAFER

HESERFER RES K Amazon EC2 #11T188 L, SSM Session Manager I A 2R B B 17 & &
W T/ERSER , UREELEER,

EHREEEEF vdc-controller EERREHTEE L , AIETINERFIEAEIMEM A

+ /opt/idea/app/logs/application.log

/root/bootstrap/logs/
 /var/log/

* /var/log/sssd/
 /var/log/messages

* /var/log/user-data.log
* /var/log/cloud-init.log

« /var/log/cloud-init-output.log

£ Lnux EREEL , U TEEEANBAFRER

Ivar/log/dcv/

/root/bootstrap/logs/userdata.log

/var/log/messages

/opt/idea/app/logs/

/opt/res/logs/vdi_idle_check.log

BANBFNE4HERARE 210



#5EEE T2 Studio EREER

£ Windows EE LA TEE L , AFNMR

* PS C : \ProgramData\nice\dcv\log
« PS C : \IDEA\Logs\RESIdleCheckVDI\
» C : \Program Files\RES\app\

£ Windows k , REEAEXRHETEUTVNERT -

« PS C : \Program Files\NICE\DCV\Server\bin

£ Windows Lt |, o] LAELL T E K E NICE DCV BEER :

* C : \Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch Log Groups

Amazon EC2 FIAWS LambdaiZ H & R & #§ &AL #% 2] Amazon CloudWatch Log Groups., HEAH K H
WEB N RSB TRERNS —REARRMEERANEA,

ELHENBBUT :

 /aws/lambda/<envname>-/ - lambda related
« /aws/lambda/<envname>-backend-lambda - VDC API logs

» /aws/lambda/<envname>-dcv-session-management-lambda - DCV session
management logs

 /<envname>/
* cluster-manager/ - main infrastructure host
* virtual-desktop-app/ - virtual desktop bootstrap and DCV related
* vdc/ - virtual desktop related
* dcv-connection-gateway/ - desktop related
* controller/ - main desktop controller host

* dcv-session/ - desktop session related

BERFHAR  EANTHABNIEZSRETHESREEY., ERGBHIESLTTFENAR.
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?"ERROR" ?"error"

BB B — 5 A2 7 Amazon CloudWatch Dashboards , Ef G €BERRE BERN /T
=]

<0

flan | B3 Widget REHEFHE#HRM ERROR WHIIR | WA HBHAIT, WA ETREEER 1 ER
BEBENRE  IEHEREEXBENEZ,

UTRERRET NS, FECALLIIEE  FREFTHE , XLUEENERNR <envname>Hl
<region> Bk,

{
"widgets": [
{
"type": "log",
"x": 0,
"y": 0,
"width": 24,
"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false
}
}
]
}

BRI TS HIRMOT
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CloudWatch » Dashboards > res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)
res-stage2-errors-lines v ¢ ‘ =) ‘ ‘ 1h 3h 12h 1d 3d 1w Custom UTC timezone ¥ H C I v H x H Actions ¥ Save
infrastructure hosts
40.00 @ 1. count(
30.00
20.00
10.00 . . .
1.64 |- e — T ——— : S —— T —— S —— S — - " .f......
10-28 21:11:48
19:00 20:00 ~ zIu 2200 23:00 00:00 01:00 02:00 0300 04:00 0500 06:00 07:00 0800 09:00 10:00 11:00 12:00 1300 14:00 1500 16:00 17:00  18:00

CloudFormation 3t &

ERIREVHBRIK CloudFormation # &3 & EIRIGHEEMHBEBNER. S4NELEA.,
HRSEHE K NEHEBNMEEEF K TUSEEH, ERNGHRSIER,

RES # & :

* <envname>-bootstrap

« <envhame>-cluster

* <envname>-metrics

« <envhame>-directoryservice
« <envname>-identity-provider
« <envname>-shared-storage
» <envhame>-cluster-manager
+ <envhame>-vdc

* <envname>-bastion-host

THREHE (NREEESETERE  ERAELARERTA , ETUERAWS S KAEHE
FREEREBRENER. )

« <envname>

+ <envname>-Networking

« <envname>-DirectoryService

« <envhame>-Storage

+ <envhame>-WindowsManagementHost
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K R RE T 3% 4 R WFE |, 3 Amazon EC2 Auto Scaling £$487E B iz AR

R RES Uls 5 A fRERERR , RRTREREARAERBHEtEE,

BEEBELE Amazon EC2 HI{TERE BEERE (ASGs) a2 —EEER5IZEER , TARERSE
TEBNERTE. R U EEEEIEMAERRELFR , HRE Amazon EC2 X HREREEZE
RIENEITERE | YHME Auto Scaling BEHEEB RS BB S HEHEN ASG , LB Amazon EC2 #,
TEBEREERR.

EE2uM , FEAFHITEEAMNIEE Amazon CloudWatch BE5EH4E , BT R A CHE TS HREEBERREN
$555, BB ATLAMER SSM TERREXAMBBZERANTHHTEEMN TR  TRERTERE L
HEFERUHERER , BERTERERAEERETE , WA ASG &Ik,

WMRBAELRRE , ASC TEAARSETELUTIREER,

EC2 Dashboard X C EC2 > Targetgroups ) res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc

v Instances

Instances Details
InstanceTypes || OV amawselastidoadbalancingieu-central 1 bicfn3-web-portal-e2958adc/3fa0fdc3c3bfa223
Launch Templates
Target type Protocol : Port Protocol version VPC
Spot Requests get P
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad 10chge [4
Savings Plans
Reserved Instances 1P address type Load balancer
. » -alb [4
Dedicated Hosts 1Pv4 res-bicfn3-external-alb [4
Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0
AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table Al lied to the
v Elastic Block Store
Volumes
Snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

v Networks securty Registered targets (1)

Security Groups

‘ Q Filter targets 1 (o]
Elastic IPs
Placement Groups ] Instance Ip v | Name v | Port v | zone v | Health status v | Health status details
Key Pairs
O 10ba5d508631120043 es-bicfn3-cluster-manager 8443 eu-central-1c @© healthy

Network Interfaces

¥ Load Balancing
Load Balancers

Target Groups

v Auto Sealing

Auto Scaling Groups

BRI B Amazon EC2 Fi= & 48
AL EESERETRENRKEEHETNER,
HRs s

ERBREYTE , Amazon EC2 TR ABEFTRRELUUTAR., BRNHTERR RES B
Amazon EC2 £#, #HTEEABEHINFE R RES RERR,
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ERAEER

Last updated

Instances (3) info Less than o minite ago Connect
Saved filter sets

(Choose filter set ¥ | | Q. Find Instance by attribute or tag (case-sensitive) J

( Instance state = running | X] ( Clear filters | ')
(J | Name 2 v | Instance ID | Instancestate v | Instance type
O res-dev-cluster-manager i-0dec9f44f080a4f19 ©@Running @ @ mb5.large
O res-dev-vdc-controller i-0494174a3686216ec ® Running @ Q t3.medium
() res-dev-vdc-gateway i-0998be22d64532d04 @Running @ @  cS5.large

ERREIHNERKE

£ Amazon EC2 &% |

EERSEATHE ,

v | status check |

@® 3/3 checks passec
@® 3/3 checks passec

@ 3/3 checks passec

( Instance state ¥ ) ( Actions ¥ ) Launch instances v

1 @
Availability Zone v | Pul
us-east-1a =
us-east-1a -
us-east-1d -

CMERRELTRBE L, EHERT , BEEEE
SLEET, BT EBEBNERREIRANFERE. PTEANEBEMBREN TERERERE ,
AT LA R FEERA "MyDesktop, SERAERENBERE,

Last updated

Instances (5) info Less than & minite ago Connect
Saved filter sets

[Choose filter seﬁ [ Q Find Instance by attribute or tag (case-sensitive) )

[ Instance state = running | X] (ciearfitters [ v)
D Name £ v | Instance ID | Instance state v | Instance type
D res-dev-MyDesktop1-admin1 i-0364bf6206bacdbf5 @ Running @ Q t3.medium
O res-dev-ProjectWork1-admin1 i-Obea99df7011eff29 (@) Running @ Q t3.medium
() res-dev-cluster-manager i-0dec9f44f080a4f19 @® Running Qe mb5.large
O res-dev-vdc-controller i-0494174a3686216ec ® Running @ Q t3.medium
() res-dev-vdc-gateway i-0998be22d64532d04 @Running @ @ cSllarge

BRI LEARRERY 44

& Amazon EC2 =&

BRERIERITERRR

RICIERENEREREEH | SRS EMAREENER

TE#R

Instances (9) info

ERIENKREHITEE.

Last updated

less than a minute ago

Connect

A

v | statuscheck |

@ 3/3 checks passec
@ 3/3 checks passec
@© 3/3 checks passec
@® 3/3 checks passec

@ 3/3 checks passec

EMBEEREKRIENEEEM, QH%E}
513_%7.1'\%\: 7t IE1E i

~Saved filtersets

( Instance state ¥ ) ( Actions V¥ ) Launch instances v

1 e

Availability Zone v | Pul
us-east-1a -
us-east-1a -
us-east-1a =

us-east-1a -

us-east-1d -

=Xy
1T,

( Instance state V¥ ) ( Actions ¥ ) Launch instances v

| Choose filter set ¥ | L Q. Instance state = X ] 1 S
(J | Name @ v | Instance ID | Instancestate v | Instancetype ¥ Status check | Availability Zone v | Pul
@) res-dev-MyDesktop1-admin1 i-0364bf6206bacdbf5 (® Terminated @ Q) t3.medium - us-east-1a -
O res-dev-ProjectWork1-admin1 i-Obea99df7011eff29 t3.medium - us-east-1a -
O res-dev-cluster-manager i-0dec9f44f080a4f19 @® Running QQ mb.large @ 3/3 checks passec  us-east-1a -
CJ res-dev-vdc-controller i-0494174a3686216ec @ Running @ Q t3.medium @ 3/3 checks passec  us-east-1a -
()] res-dev-vdc-gateway i-0998be22d64532d04 @Running @ @ c5.large @ 3/3 checks passec  us-east-1d =
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& F /Y Active Directory (AD) HHEE@ S A8

LT RAEERRETM L@ AR Idap ARG TEH , SRR AD HEMBER. ERANMENE
SREZRRERREE KA ANS

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"

-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"

-w <password>

Windows DCV {&#&
£ Windows S , £ bU/E B T 575 =5 H ST E AR BAMIAY T AER £ -

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe'list-sessions
Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console

name :windows1)

£ ¥ Amazon DCV MRAEA

Amazon DCV AR EREE T/ER K. AWSAmazon DCV, THIEFI/REMMAHEELERN DCV B
B,

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version
Amazon DCV 2023.0 (rl14852)
Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows
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ZEEE T Studio EREER

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

21T RunBooks

T—EHaSTRELNEBE, NAEIBE , ARNTHEREENER,

- ZREE
+ CloudFormationf B EE Y |, WHERFALE "WaitCondition Y2 LB HFAE. Error :
States.TaskFailed"
CloudFormation# S22 17 5 Zh & R K EI B F BB A
1T E R ERSER K BRRER vdc-controller
AR HEEER | IRIE CloudFormation 8 8 54 il BR
IRIFEV IR CIDR ERSHE LR
IRIEE BB CloudFormation &2 17 2k B
+ {#H AdDomainAdminNode CREATE_FAILED BN AZER ( RE ) HBEBKK
- SO EEBE
« RAREBHIT iam:PassRole HIRHE
« REEAFAWSIRE A EFZEIM Research and Engineering Studio on AWSE R
BARER , RIREZAER
EXRBARELE "RTIEAE) R
« 7£ Active Directory F #3818 RES FIERHNFERAE

s BUTHRBRELIFEACRE
» CloudWatch cluster-manager B &5 H K/ R EIRYEEER

« RiFEB RES BUERRME , BREEE VDI =8 E
« RiFEB RES MABRRME , BREEE VDI =8

2%1T RunBooks 217



FZTEE T#E Studio

ERAEER

- REZEHR VDI THEBRUEA
- RIEGEAEPIRVET A B

« &% RES E1 Amazon FSx for NetApp ONTAP , 18R il A B BV 4835

- RE

- RIBHOIRAE S K B

- REMEEAZRTEAENEHRMN A5
- @R

RAEEBERERFHITERN R P ERE F5E

- RBESRSE

Windows Virtual Desktop I E AREREASE

A SNERE IR CertificateRenewalNode B |, B 58
LRNEETHER S EEEENINER

BRERB S BEREE

SE Windows EREHAK , WET NHERCER., H@iss"
VDIs 7 ffn 2 AR 58

FRE#% , VDIsE i A SH ISR A8

BA#%, VDI THERBEEAZOER

- ERESETH

Amazon EC2 #H{TEBEEXIEATEERBA KL

AL A AD/eVDI %48 |, vdc-controller $I{TERE IEE1EIR , B~ AP EERERE RN

mESRERUNIEERE  ERTEHRETNNEES

cluster-manager Amazon CloudWatch B B~ "<user-home-init> WS S B A A, EESSE

RERZ, (HPRFEEHRERRE)

Windows REEAEHKE R ENIRFEEFH. FafENEES"

Sh&B/%Z F AD #HRERY DHCP JZIH R

Firefox #5528 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« Env Bk
+ res-xxx-cluster #BEMR "DELETE_FAILED, & K BEZEZFHMER K A 'ACENKELE

£, 8852

- WERF

T& VDI HFE

2%1T RunBooks
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HRETR Studio R
« & Linux EC2 iTERR TH B
& Windows EC2 #{TEE T&R A
- IKEE WaitCondition §#52K) ECS HE
o HE R 57 TE M RR K B
- RERIR
- RESOREENS I BBFRERLE RHERFEARR
o REIHEE keycloak FEEIEE
» Active Directory &
- BH VDI RESEFEMEMRE , RE VDI SiiER  REEZLAD EAES D EARKM VDI
« BRE SSO# , HWEEEA RES Web AL
« BMERIERE Linux VDIs , AD ERAE M EEERAERBBERTFIEH &
- B SSH FHE , AD EEEHRERETFHNESTH
- BRNERE RES ABEFRHEERIFER Active Directory

REME
T

» CloudFormationsff 2 x 2y | WERFAE "WaitCondition W EI KB FAE . Error :
States.TaskFailed"

+ CloudFormation3ft & i 37 B Zh & K W EIE F E 4B A

s PITEBERIERKXBGRRER vdc-controller

- HRAMEMKRYIHEEER | IRIE CloudFormation & 8 4 MBR

- RIEE VI CIDR ERS B4 HA

- REBEVHREM CloudFormation H B 7 KK

+ {#H AdDomainAdminNode CREATE_FAILED By A\ ZpER ( R&1 ) HBLHK
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CloudFormationi#t @& £ @y |, WHERHAE TWaitCondition W ZE| kBRI FAE.. Error :
States.TaskFailed"

EEERIMEEE , BRESR S 1 Amazon CloudWatch Bi#F##fH<stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, MREZE
g ﬁ*ﬁﬂ%ﬁﬂ’]ﬂ Wl FREE—ETANBFEE. BFTPHNERAESREREEERENFRE

o

&II

(® Note
BRSBEREZE

CloudFormation# & %2 37 i Ih & R W B E FEH B A
N SR 7E 5% Th 28 3 CloudFormationt &8 2 & RN B E F B {858 , FEfERS N 5IE1E .
1. BREFEHibuS M A LR,

MRE T T ERESREEEFE , FBEMBERY ZEFHEE Research and Engineering Studio 3R
&,

2. ®E Amazon EC2 XA RBERRIATERNTIE,

R Amazon EC2 #l1TEE M <envname>F HETACKLL | RARUFOBTEBEL , BIFEK
=% Active Directory #H A8 AT L& H 3 B RE,

3. WMREEHBAWSEMREERESREVNNER , FHEFEERERYM VPC, RENLE TR
B, UK EALZERR SR,

MREMSHFLER  EAEFTEMRALZHNE RES R, MFFHMER  F2RBHRTEE

-
HHo

4. MREFERAECHABERTEER , FREZBIMEN Active Directory fF & TEHIRERE,

MEERE IR ESITEBE A A Active Directory ZRAEE, FEH P KL Bthe section called
“S1TE BB A IR SR TA 2k BURBEAY vdc-controller” 2R i SR S 8
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1T E R &R I EE 1A K BUIRRERY vdc-controller

L RE & A RERY R K R B IR L EAR M A Active Directory (Active Directory),
EERERE

1. #®@w%l , 7 vdc-controller B9 1THE1TEEE B SSM B8 TIEREER
2. #1T sudo su -o

3. 1T systemctl status sssd.

MRRERIEEAT., KRNI LEBFPERER , HIFTEREEMA Active Directory,

[root@ip-: ]# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/nsr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 31248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[-31248 /usr/sbin/sssd -i --logger=files
[—31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[—31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here

NHEFRRNRRERRENRE

SSM ERR HFE
& ERREAE -

«  HRHEBNSSYBTEEHIT cat /root/bootstrap/logs/userdata.log AFE B

LEEARA=EAURNREAREZ—.
BARE 1 : WAK ldap EERFAEATER

BEAR. MREFINTIEEZX , AIBTEREZLIMA Active Directory.

+ local AD_AUTHORIZATION_ENTRY=
+ [[ -z ' 1]

REERE 221
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+ [[ 0 -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'
++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization,

retrying in 34 seconds ...
[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...
+ sleep 34
+ (( ATTEMPT_COUNT++ ))

1. W RES HEBEVHBCE#EATIEENZBIE,

« directoryservice.ldap_connection_uri
« directoryservice.ldap_base

« directoryservice.users.ou

« directoryservice.groups.ou

« directoryservice.sudoers.ou

+ directoryservice. computers.ou

« directoryservice.name

2. BT DynamoDB BRI RPN EMAF EFEE. ERFKRAE DynamoDB EIEEMNERKRT KT, &
PREBWBES <stack name>.cluster-settings,

3. FEHEBERRKRE K FBREREHATIREATEEMN cluster-manager  vdc-controller. B EEEAS
FHARE DynamoDB &R XN RFERBFHAITEE,

BARERER 2 : 8 AR ServiceAccount EFAEZ B IERE

MR AFEL Insufficient permissions to modify computer account , RIfEHEEZE T HA
R # AR ServiceAccount B BRI BET IEFE,
1. RAWSEEZABR Secrets Manager,

2. ¥E directoryserviceServiceAccountUsername. M#E S <stack name>-
directoryservice-ServiceAccountUsername,

3. FRMMEURGHFMAESARE, EWEET , BEHENMEE K RARBEEXF,

4, MBRZECEH , FMERE SI#ITREN cluster-manager # vdc-controller B11T{EE ., BHHIER
#&1E A Secrets Manager Y R ERENF H1TEE,
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BARER 3 : 8 A K ServiceAccount ZiET EFE

MR BFEHER Invalid credentials , RIfE &2 T HIRE A K ServiceAccount ZiE AJRET IE

&,

1.
2

5

RRAWSE12 & BRI Secrets Manager,

3 directoryserviceServiceAccountPassword, WHEL <stack name>-
directoryservice-ServiceAccountPassword,

FREZARRFREFAER. EWEET , EEHRREE K AREEAXF.
MRETHRER , ITEERMANBBRESER , LALUE Active Directory 1 Secrets Manager
hERBR.

a. EEE FERFBAWS Managed Microsoft AD :

i. BIRAWSZEIZA W FIE Directory Service,
i. JEHERES B#HB# ID, REBEHE,
i. ENEREAEER
iv. A ServiceAccount fER& B,
v. BAFERR K AREEERER.

b. #&ZEIE Secrets Manager FERZE :

i. BIRAWSZEE A I ATE Secrets Manager.

i. 1#3 directoryserviceServiceAccountPassword. WEEL <stack name>-
directoryservice-ServiceAccountPassword,

i. FARBEBURKFAEAER, ERFET , BEEHEIRZE , ARBEHXE,
iv. &Eﬁﬁﬁo
v. 2 ServiceAccount fEFI B EF R , AREERE,

MRIEEFHT E , FFMERE BIFITEREM cluster-manager A vdc-controller #11TEE . BEHER
H& 55 F SR T 9 (B R ED ST Y 01T ML B
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HRAMAYIEEEEE | IR1E CloudFormation 3 & £ 5% Wi kR

W& <env-name>-vdc CloudFormation 32 #Y Ml Bk K AB Ak ¥4 E5 52 M S B , 4520
vdcdcvhostsecuritygroup , EAREREAEAEEAE RES EUN FHEBRINZLEETPREN
Amazon EC2 AWS# 1T {E B Fr 2,

HEEFOREE  FSRAKRIELUERS XAMBAIFTA Amazon EC2 H{TEE., A& , SR UEEMER
RR.

RIBEVHIE CIDR BERSHEBERER

BURIEE [OERREAS [FAILED] ® CIDR B2 e HIRER,

gl

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

EEMABE  AHNERA xxx.0/24 = x.x.x.0/32,
BRI E T HIRA CloudFormation #8337 5k By

BIURESR—RIINERETRE, EREEEEF , et REREBE , B CloudFormation
BE KW,

MBBREEEEN , BRRREYEREN, 5F , U ETFRNEGSFEREL,
5 AdDomainAdminNode CREATE_FAILED B A EIR ( & ) HELHK

MRTEHREHBEV AR HRTHHER , TEREERAFTERRBDRARHEEINEE Amazon
EC2 &%,
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AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

EEHIBTRBHRR

1. X SSMREEEESF , RERBCHRESH , AREBCHEMBENTERREBSH.

2. 1& SSM RunCommand/Automation #1TEE S ;o8& , ME(SHEIERI SSM XHWE TR EEIIT
1 88 B B — B,

3. TEIRIE Amazon EC2 F{TEBK BFERY , REAHHMTERAFE  MHEHTERBRSEM
BUEERKE.

MRBERRBHER  FERBRED 15 7EME RES H1TERNIEH,

B EBBE
B—BA(SSO) ML EEMNAZHREHNERNABERIERMEBE, WMFERE SSO HENENR |, F2
B

- the section called “f£F IAM Identity Center 5% & SSO”
« the section called “% SSO RELN D iREE"

EERHYMES ) EBEMHBANEGEE  F2ETIIEHERETE

&

« RAREBHIT iam:PassRole HIRH#E

o REEARFAWSIRE N A EFEIM Research and Engineering Studio on AWSE R
- BARER , RIREZEAER

- EREARRE "RARFERAE, #BR

* 7£ Active Directory F#7381E RES HIB R EA#H

s BUTERBRELIFERAERE

+ CloudWatch cluster-manager H 558 H K/ R &RV 52
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K AEEHIT iam:PassRole HIFZ#E

MRBWBEERR | EHEEEHIT iam : PassRole BIfF , BHBRLEER , UAFEKBCEER
RES,

BEAWSEB T REKREALEEGZRE  MARBYMNREACIRBESAR, MFHT
LER |, BUARERACBEREEXRBNETT,

E R A marymajor BY IAM EF E EREAEEEE RES FHTEMFR , XL THIHEHIER, B
=, BFEFERBBEERBRBHCR TN T, Mary REKAGEERGRBHF,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

HEEEERT , Mary EERNLEER , LAFFHIIT iam : PassRole BifF, MREFERBY , FBIE
BHAWSEEE., ZNEESRHEENBRERE.

BEEARFAWSIRFE AR ABFEEEL Research and Engineering Studio on AWSE R

BUNRY—EAE  BEMIRFHINERAEIEEBATNASFIENER, BT UIEEZ R
LEFMHDEZXAR, HHTEERERNBERIFIUEHIEE (ACL) MR , &R LUE A ARL K
RRE T AEFRUENE R,

NMEFEE-STH , F2RUATAS
- BETHRNAEESHEBEAWSHIRFHREBERNEFIE , F2R8 (AM £REER) FHAEHES

K5 —{EAWSIRFE /Y IAM A EREEFEE,

- BETHNEEERNFIEBRMBE=SAWSIRS , F2H8 (AM £AEER) DN FEUER
HIeE =S BEBAWSHIRE .

- BETHNMERKS S 2 RUFEIE , F260 (AM E£RERER) PHREAFIRIE/IRFDN
ERE (BEFD ).

- BETHERACGNEREBRETEIRFFNCENEZR , F2H (IAM E£AEERE) T/ IAM
AEREREBRNER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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BRARER , RUREZAEHR

SO BEKREHRE , R EEE, FEVNEEE , FREESRNITEE B REA

1. B#RK CloudWatch £# &,
2. WEFEEAT K SKABA WEHME/<environment-name>/cluster-manager,
3. FRMBFRFHEUESAFRRPHEMTER,

EEREBHEERTE
1. B#RX DynamoDB Fi# &
2. REBEXRSP , SEXREAH WERK<environment-name>.cluster-settings,
3. FRMERXR, AREERZERRIER,
4. REABEMRGER , RABBATIEH
- BiEAE - R5l@
- R -a7
« E-sso
5. EEHT.
6. EE@MMFHEP , BFE SSO HMRBERTEH., MRFIEHR , 57518 sso_enabled TRNERESR
False,
Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled J
Y
[ value ] O True © False

7. JR[E RES ERABENHEUEFRERE SSO,

o5

AN

&

i
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https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb
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ERBRAREE "RTREFERAE 88
MRFEAFEEHABZA RES REKKRIER "RAEFEAEL , BEAFEHRE Active Directory # :
- MRFEAEFTTFER RES H , BERIEHKEAEFHIEE AD

ERAE AR REL S RES, RES B/ KES—X , ALEARFESR , IREEAERS
ETRELR#HE, EEVEEYS , FEEPHL BRI Active Directory R#T#81E RES FiE X
HEAE.

- MREAEFER RES §:

1. BMEBMRFCERRE, NFFMENR  F2RAE—F A (SSO) RELN S DIRHE,
2. TR SAML £ M SAML EFE4HHBEEHENE T B4kt

£ Active Directory #7818 RES HFIEXNERAE

® Note

AEEAR RES 2024.10 RERARA, ME RES 2024.12 REHARA |, FSH WA FHHT
F% (2024.12 F1 2024.12.01 IR ) » {0E RES 2025.03 REFIRA |, S E NAFHRER
&1L (2025.03 REFARA ) .

MBEBCHEE A EF - E Active Directory , {87 RES Hir D ERE | BIEERBR AD B, ADES
M AD IHH E A RES IRIEM Lambda EHEE/NEET. BRE , EEHEFERAESH#HEzE , &
BRI T —ERSEFEHIT AL, B L% Amazon Simple Queue Service FEIREIE S

FEHRBRIERF

BIER Amazon SQS F# 4,

1

2. f#RfF%He | #H <environment-name>-cluster-manager-tasks.fifo,
3. EEExRBEUBAER

4. EABANXF , @A

{ "name": "adsync.sync-from-ad", "payload": {3} }
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https://console.aws.amazon.com/sqs
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5 &¥AEEME ID, WA : adsync.sync-from-ad

6. SUFASEREMMERID, WABENREF TFSH, WLIHE LHEEE A7 ERE LAY
TE , BRFEREHELE,

BYTFERBELIERERE

MEEBRBITIERENEES , BRBEET THERERFEZEMSER Active Directory FHIERAE | Bl
FERENREEEE - RBEA, REEAEATFERERIITERR, EFAFERAESAZTOBREARE—

Nrd
Ao

CloudWatch cluster-manager B & H K/ R #lfY $5 35

2023-10-31T18:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []1}

MR BT CloudWatch cluster-manager BRI EEER | |dap St ERASFERAEL K, &
EEFIRERE , 5125 IDP W ldap £ S&ERER4,

&

- RiEB RES BEUERRM , (BRHHE VDI THLE

- RiEB RES MABRRM , BRHEHE VDI T L

- REENR VDI EHMEIEA

« &% RES 1 Amazon FSx for NetApp ONTAP , B RN A KK 815

FiFEB RES BIUERRME , BXRBEE VDI =¥ L

BRRABSEARR "W ARE , T8EH VDI THEF, FRETITRRIERRAERETENLE
REE,
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Amazon EFS

1. BI7¥ Amazon EFS i A&,
2. RERRRARERETH,
3. IRBRRKMRERTA , FESF BRE VDI =4,

Amazon FSx ONTAP

1. Bi4E¥ Amazon FSx Fi2 &,
2. mEREREATH,
3. MRMREARTHA |, BFEST BRE VDI £#,

FiFEB RES IMAERRLE , BXRBEE VDI =¥

£ RES ELIMANERRRERELENZ2BFERA , LR VDI THEBHERRK. ARELER
RIRRE RES MR , RES TEEEMBBMNZ2EER A,

EMANERRBEBABMNZLHER AT THEARE

« 3REH linux VDC EH#M NFS RE (EHIE : 2049)
« B Windows VDC TH#H SMB iiE ( E#EIE : 445)

REENR VDI THEEUE A

ONTAP ZERERER) UNIX. NTFS H MIXED 22X, REHRAIRE ONTAP AR ZHIE R 7
AFATEEEL | DU WRLE A 5 b B B ] USO8 LT Ao

Flan , MBHBERMEA UNIX 228X , AR ONTAP WZHEME , SMB AER{MATLUERER
(TR RMME ERERIBMZE ) . FiB , ONTAP FH UNIX 551 , R UNIX B ima LAERR4E
TE &M,

BRI {55 F SR 51 9 B T E 45
B Linux TESHEFEA UNIX RNHERE
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https://console.aws.amazon.com/efs/home#/file-systems
https://console.aws.amazon.com/fsx/home#file-systems
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sudoer AIA B HAFEAEREF . Bl , LT F/<project-name>H #& EFiE<group-
ID>ZEBIVEAFATRNKE :

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

FEE Linux 1 Windows TEE & A NTFS KX K E

BULERSEERRNEABMERELAAT. Hla, BEEHAEuser_01MERIR
myfolder , A B4 Full Control. ChangeZX MIEFTIE%E A ReadAllowE} Deny :
ar Documents Properties X

- . LA |

E:D Permissions for Documents

Share Pemmissions

¢ Group or user names: ~

be
# folder
2 folder
Add... Remave folder
Permissions for Everyone Allow Deny ¢ folder
Full Contral O O L folder

Change O O
Read ] ] b folder
folder
§ folder
i 8 folder
2 folder
Cancel

i e folder

R Linux M Windows A FinmEfEEAHMEKE , BMFEE SVM LREBBMRS , XRFSKEM
Linux £ f & & #BE2AA [ A9 i A & & #8 B2 domain\username #9 NetBIOS {2 BN BT BAB, B
Linux 1 Windows A& BETRERETEZRAT. WFESE , F2BEHA Amazon FSx for NetApp
ONTAP A ZHETEEH.
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
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% RES 37 Amazon FSx for NetApp ONTAP , {B & h0 A 3k B9 #8355

BAl , E&% RES AR Amazon FSx for NetApp ONTAP B | REMBERERRZSL , BEF
EMAMBE., EEEEIMN ONTAP ERREM SVM ALK , 2845 SVMs fIA Microsoft
Active Directory Y &f& Amazon FSx £ & LT R, MELENFF I Z i AD FH Amazon FSx
Service lRF o, —H SVM BININAME |, 55801F SVM FHE > ix 3 > SMB DNS &1 , AEER DNS
28 K IABEEFTEL,

A% , FBEHELEFE DynamoDB E Rl FKkF#mEE SMB DNS fHREE# !

1. 814 Amazon DynamoDB {2 A&,

2. BEFEERRK , RHEEIF <stack-name>-cluster-settings,
3. HRREMKRIERT , BFEERMRM , AR AT ISR RS
- BUHEATE - Rol®
- R -SSR
« {8 - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. ZRERNIHEE , AREEFBF, REEB,
5. EAZLRIEHREN SMB DNS SBEHE.
6. EBERTEEM,

e | FREAREERRAEEBO RSB AR Amazon VPC BERERAFIERGPEBRNRE. FH
BRI VDI TRBEZEAHIMA SVM MERREABEE.

HE , EHLER RES MARRZRIEMARBENERRL - CREETEZEERRZR. WAER
RiRo

ES- ]
- REVAEBR/KHK
- REBEZERAERTEZEAERRN B
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html
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REBHARRE B KL

# RESIREBEMEL , MRARRHMRER/KY , AALGEREEE SN Amazon CloudWatch HFEE
AEL R B SRR B A RV BF

[2023-11-19 03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 ©3:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

RBELZERERTEEZBEAERRD B

MERERE—@Eenv R RBEEEFTN env W ER , FEFEEETE SN CloudWatch B &GB!
B, MREEREAEAVENERRER , BERRBERAERRE,

1. T# metadata.json IR , WHEREZEER KA ExportStatus EH COMPLETED k&, HMAREE
BERREAE ExportManifest WL, MEBKRTE LABMAE , RBEEREYRE , BEZ
HERRBINEEREFER,

2. FREBIRERR , FARERBIREE RES 85 COMPLETED, REBEIEFRZEES5F 10
SiE, EFBEAREFAERBEEEE , UBERRBENIEIL, EFERBRINRBEREN

N Labs
RRE,

ES]

RAEFERERFHTERAN ST ER B REE

MR Ul PHBARFERFALESFTEHE , REETEERERER , EWRKRTSERERIE Amazon EC2
AT (EEE B A4 IR,
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HETEERIRN G E , REWME Amazon EC2 XA R B H I Amazon EC2 #{TEBEEEHK L |, I
LUFe T EBER ., MR REEEN , ZE Amazon CloudWatch logs Al REERE R Ao

S—EBFEARBRERRPINEHFEHIR. MR Amazon EC2 24 LR REME R FEHRRBREM
BERERIFNHMTER , AIRTIURFERKBE.

EEABNEEMTAAR

EC2 Dashboard X C EC2 ) Targetgroups > res-bicn3-web-portal-e2958adc )
EC2 Global View

Events res-bicfn3-web-portal-e2958adc

¥ Instances

Instances Details

Target type Protocol : Port Protocol version VvPC
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad 10chse [
1P address type Load balancer
1Pv4 res-bicfn3-external-alb [3
edicated Hosts
apacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0
AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table Al lied to the
v Elastic Block Store
Volumes
Snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

¥ Network & Security Registered targets (1) Register targets

Security Groups

‘ Q Filter targets 1 [o]
Elastic IPs
Placement Groups O Instance Ip v | Name v | Port v | zone v | Health status v | Health status detalls
Key Pairs
[} 1-0ba5d508631f20043 res-bicfn3-cluster-manager 8443 eu-central-1c @ healthy

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Sealing Groups

MEE/EMEEIER A 0, &£7EHE Amazon EC2 #{TEETRAREEFERK,

WREEMREFENIEB R0, R Amazon EC2 #TERATEEERERIR. EARERRADTREN
EREXZREREREFRERSE,

MREBERERFNEFERETENHBEERR 0, RBIRTRRERR. flW , 2BFNALE FHEE
R BN AZs, MRBEEERERN , TRELURGAREMXT , BEHRKRREFE,

B E R R

FE

+ Windows Virtual Desktop BB AIRERELAEES

- ERANEBEIR CertificateRenewalNode K , BFiBH
o EANEEDPNERKEEEZBRIER
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R ABERED 5 EER R E

« RMHE Windows ERERLR , WER "ERCEEM. ShHinR"

* VDIsFHEfEIRRE

- BB , VDIsEH# A SHERARRE

- BAR VDI THEEEEAZHER

Windows Virtual Desktop I EARFREAETES

MR IREEHTE RES Web A O ERE) Windows B SHE , BEEEXARFEESEREAEES ,
BI&#H Windows VDI AT 8EI KRB Zh N Active Directory,

£ EER 557 Amazon EC2 £# A EHZE Windows H{TEEE | ¥ E THSIEHZC: \Users
\Administrator\RES\Bootstrap\virtual-desktop-host-windows\., A BHEEAYEH
SRFAE[Join AD] authorization failed:XRRH(TEBEMEEMA AD, MNEXK/<res-
environment-name>/cluster-managerfFEN , FFS R AFEHERBWTH CloudWatch HHY
Cluster Manager B& :

* Insufficient permissions to modify computer account

- WEEBRRTENRBIREZEKERITIEE AD WEEHF T, BE FXE Microsoft Active Directory
HY AR 75 R = [ BR LAER A8 BRFS R P PR R B 3T 7T 6

* Invalid Credentials
o 87 AD FHRBIREEAERCBEY S RHNBRAERNTER, ZEREREFHEHRE

IREEAER |, BBFEE Secrets Manager 2 AT FEHREBHWE, BHEELWEN ARN £
RES IRIE G2 EE HEHR Active Directory #13 TH IRISIR F B A E B Z ARN ¥+ EFRE

=0
ﬁzl—_io

EANZEIR CertificateRenewalNode B |, BB HA

MRBEE T HEERE S , WHEELLE Linux VDIs "The connection has been closed.
Transport error"F&ZE| $55R , AN ERRBFIBH , AR Linux £/ pip REEBERERHM
FAEBDEHEE, BEEE 3 EARBE,
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https://console.aws.amazon.com/secretsmanager/listsecrets
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Amazon CloudWatch B8 #<envname>/vdc/dcv-connection-gateway AJAES LI T 5
AERSFERERER -

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Error in connection task: TLS handshake error:
received fatal alert: CertificateUnknown | redacted:/res-demo/vdc/dcv-connection-

gateway | dcv-connection-gateway_10.3.146.195 |

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Certificate error: AlertReceived(CertificateUnknown)
| redacted:/res-demo/vdc/dcv-connection-gateway | dcv-connection-gateway_10.3.146.195

EORME

1. EEMIREHRAWS |, 5 EC2, MREEH *-CertificateRenewalNode-* WIFITIERE |, &
RIESITIERE,

2. Hi{¥ Lambda, BEZEEZRE A *-CertificateRenewallLambda-* B Lambda BN , i

£ Lambda BEABREHAELMTHAR :

export HOME=/tmp/home
mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

python3 ./get-pip.py

pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}"'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

git clone https://github.com/Neilpang/acme.sh.git
cd acme.sh

3. HTEESKERFMINEER Certs HBEH AR, TEAFFH, Lambda BTG : ER -
CertificateRenewalLambda - Bt - 26, B E2RBEELUNTHRE ;
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https://console.aws.amazon.com/ec2
https://console.aws.amazon.com/lambda
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/security/public_certs/assets/main.yaml
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sudo yum install -y wget

export HOME=/tmp/home

mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

mkdir -p pip

python3 ./get-pip.py --target $PWD/pip

$PWD/pip/bin/pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =

InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,

num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_keyl}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates
cd certificates
VERSION=3.1.0

wget https://github.com/acmesh-official/acme.sh/archive/refs/tags/$VERSION.tar.gz -

0 acme-$VERSION.tar.gz
tar -xvf acme-$VERSION.tar.gz
cd acme.sh-$VERSION

4. #§ *-CertificateRenewallLambda-* Lambda HEHEE 2 1) EEIMARALTE 3 HWER

B, BEMHBLSHFEANREEEN.

5. HEFHEH Lambda Y , FRIERAEARSIER , RARBIAH. TEEZEINNBA, EEZX

SEIVEH EC2 HIT{EEE |, LLFEH Secret Manager FHEE M PrivateKey B,

6. #IEIBEM dev-gateway HITIEBE : <env-name>-vdc-gatewayI EFEHERFHEEHITE

HEVHATE R

SERDEAE Y E B R EE A B R IER

MRKEERBANCEZBREER , BETRER/ER Amazon EC2 HTREEHRE , =

Amazon EC2 #{T{E & ] E7E RES IRIB 2K LT E L, Admin Ul AREEAIgE S BRA T FRAEARRE |

BERERIN.
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FE#EM Amazon EC2 X2 & RYEHATRERTERLTFL, MRFL  FEABRRE, MR
Rk AIRARN S —BRE. FAEEERLFRNEMAER  ERATERRB S NERHE
Mo

MR EFKBNHATERMNELRE Admin Ul £, BIFTTEEFREREA Admin Ul #§EKLE,

KABERME 5 EERRHE
EAETLURBNERSAHEBRARRHAL 6, ETHERRMEMA Admin Ul ETRE , MTAR :

- BIERERE,

- BRI —MRESIER,

- ERSEEREAEERATIFERBRAANGREER T , U ESERMENTE.
- EFEIE EEREEERE B RAL

£H Windows B ER AN , WHER NEHFCREFN, Hmisia"

ZZEI% Windows SRENEMRAK , WHR Ul #5838 TERCEM. S@iER" , FE T2 % Windows #i
ITERR L2 REAEBI DCV AR RE R ERE.

Amazon CloudWatch H & #<envname>/vdc/dcv-connection-gateway AJAES LI T 5
AERFEHRERER -

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:
Resolver lookup{client_ip=Some(52.94.36.19)
session_1id="1291e75f-7816-48d9-bbb2-7371b3b911cd"
protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (0@): [s/n: OE9E9C4DE7194B37687DC4D2COF5E94AFQODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }
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Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: IO error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

MRBESEER , BRS5ERFEA SSM Session Manager BIEKEE Windows T EBEAER , A&
BRT % 2 E/RFEMEEER

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

EEEREIERBENEY , HRENEREHA TSN,

MR FEBREE , MEMRE Windows SENFH B EL RN  BERETREMERE
FREFELENBEERREYEEHTERAE Windows EREEHE, SrecSELE 7 AR R IIEE
FEARH Windows EXEEHE &,

VDIsFIEMEARRE
R KEREE Admin Ul R{HERAEIREE | S TSR BALEEE .

EFEYEERER K BREEZEIHTERBLINAFRER  ISHKUEEHBEENESR. AXH3I S HFEE
Z M Amazon CloudWatch Bt EHEMEE K HH G SELAERAAFNEHEARE—HFTHWHEEE
Ao

LT REEERNEERR,
- AR AMIID EEMAHKEME , E RES TX &,

S| EMEETSBEZETK , ©A Amazon Machine Image (AMI) R EFFEMNTEIHALERTE, #1T
EE8 LM BEFEESR |, I /root/bootstrap/logs/ Linux #1T{EEE , WAt SELEBNERE
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#Fo #%& AWSMarketplace XS AMIs ID AIgE#EEZA M RES REH#TE®R, THFEEREHUER R
BXE,

« #€B5T AMI B8 Windows ERKEHTEEE , FTEHTERAEER/ETR.

RIETERR , B Amazon EC2 HITRIEEREIE , FAEERESHENT XK. NREERENER
KEATEERIN AMI, R&KE AMI EHEEHER  YEREALKEERRE S —EERSHE ,
AERAEERESBIEEMNERSEATEE LT,

HREENEE , FESAREL AMI NRAERKEHNTEE L , NEES 529 R PowerShell
WEHRE , ARMTTHGT

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

RBRETEREIULFN AMI, ERSERFK AMI REMAREHEE Y EBRABHERR
Ho #mXE , ZUUNUEREHERENBTERLBITHEHENG T , YEFTRBDHTERMEERE
BEAETHERER  BELRREHERN AMI BB S —EERKER , #EBXEIEENBE,

BREN% , VDISEH A SEESREE
WHEHIMIRE 1 IRBREN BHEAREETRE POSIX FAMERE.

MRTHIRGIKIL , ETRERLHEEBRAIEE :
1. FEBM RES WA A 2024.01 HEHARA,
2. ¥ 8 RES B HIE , A B¥EnableLdapIDMappingiEA True,

3. £ RES HENBHBIEEN ERBRRZKAN RES 2024.01 ZBIHMA , RELXIIRERER |
I #% EnableLdapIDMappingiRE4A False,

FRRSER MR BRABPNERE B &%,

1. BEEESFHM SSM,

2. cd /home.

3.1s- EFHERERBTEEAESBNE S , HIW adminl, admin2.. &,

4. MERE # sudo rm -r 'dir_name', FEZMER ssm-user M ec2-user B #.

5. MRERAECELSEFN env , BREAEN DDB ERRMBREAEN (BEEEIRN).

BB ER R 240




W32 EE T2 Studio EREER

6. B8 AD B - EEEEEE Amazon EC2 sudo /opt/idea/python/3.9.16/bin/
resctl ldap sync-from-ad®#1T,

7. % RES #f8E L Error AREEEHFHRE VDI #1TER. 58T VDI EEKK 20 2 ERNEIRA
Ready #REE,

A%, VDI TEEERSEAZHER

EEATFEATHFREEEN VDI TEERREEZEARAZAAREAOER , EXR R X AR:IRES
B, ERRERRAA DCV EREREAH , ERXRFERRNERRKBE., KABEKHERRERZ Xorg #HRE%
AR, BT T e T REDETER Xorg HREAHKIE,

Debian # Linux :

dpkg-divert --package nice-xdcv --divert /usr/bin/Xorg.orig --rename /usr/bin/Xorg 1ln -
sf /usr/bin/Xdcv-console /usr/bin/Xorg

Red Hat # Linux :

rpm -q --whatprovides /usr/bin/Xorg && \
cp /usr/bin/Xorg /usr/bin/Xorg.orig && \
In -sf /usr/bin/Xdcv-console /usr/bin/Xorg

FE Bt SR TH AT

e
+ Amazon EC2 TR EEEAPEEREREKRIE
o FHRAEEIA AD/eVDI 48 |, vdc-controller $i{T{EREIEE/EIR , B AP E{EiREERE LK

« MENEHEEBLHEERE  ERTEHRETNHFESR

« cluster-manager Amazon CloudWatch HF# TR <user-home-init> IR\ EFEH. EEZFEFER
ERS, (HPIRFRFERAEER)

« Windows REEAEHAKET 'ENIRFEFH. FafNEES"
- S\BF/EF AD #HRERY DHCP # IR &
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« Firefox #78 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Amazon EC2 #I{TEREXTZE AP EERREKLE

MREMERAEFNITEEE Amazon EC2 TEAFERBTRACK L , RRWAEERBREMEE , WHUR
RERREHTEREE, UTRHUEFRRN G E.

R vdc-controller #1TERETE Amazon EC2 R AT HETEBKILRE |, EVERHRT ERNMER
ﬁ%)’ﬁﬂlo RES HENRZEEESR  MAEEIERE Amazon EC2 #1TEEAY IAM FEUZ I
BRI —EB% . R vdc-controller IEFEfEIR , B CloudWatch BB BAHHE THIEEEE , EERWAER
*%&*IEEE*%E;EEO AR WESESRTIEAS

{
"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"
}
LtEEERA Amazon CloudWatch BESASEERMT -

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXF@8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action

BE Amazon EC2 #{TER LAVER XM EMFE LIREE

BRAEEINA AD/eVDI #48 , vdc-controller ¥ 1T{EIEE EEEIR , BT AP E/EARRE
BB

MR eVDI HEEEREREXRY , HSEREREERTFERTIIEE,
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Modules

Environment modules and status

©

Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings @Coﬂfg @® Deployed ( Not Applicable

Cluster cluster 2023.10b1 @5tec< ® Deployed © Not Applicable « default
Metrics & Monitoring metrics 2023.10b1 @Stem ® Deployed (© Not Applicable s default
Directory Service directoryservice 2023.10b1 ®5tac< @® Deployed © Not Applicable * default
Identity Provider identity-provider 2023.10b1 G)Steu @ Deployed (© Not Applicable « default
Analytics analytics 2023.10b1 @5t6C< ® Deployed © Not Applicable e default
Shared Storage shared-storage 2023.10b1 @5t8C< ® Deployed © Not Applicable * default
Cluster Manager cluster-manager 2023.10b1 @ADD © Deployed @ Healthy s default
evDI vdc 2023.10b1 @f«pp @® Deployed ®) Failed o default
Bastion Host bastion-host 2023.10b1 @5tec< © Deployed © Not Applicable « default

FEEBERT , REN —MRBEREFEEEES CloudWatch BF%. ( BKREAR WAFRH<env-

name>/cluster-manager, )

Al RERY R -

s MBHFEBEXF Insufficient permissions , SEMEREI res HBIFIRMHM ServiceAccount
FEREEBBEIER,

AESATEH)

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

000020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data @, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 3@ seconds

o A LAfE SecretsManager £ A& FH RES ShE HERHHY ServiceAccount FRHER R, £
Secrets Manager PSR EENRET A AL BEHIMENF. NREAERBTER , FEER
BUERWRE, KRIEBRNEEZEESMN vdc-controller {TEEE ., FETEEIGEABEMR

&
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- MREFEABRRENATERHEEBEVNER , FHERBHL AR "ServiceAccounty . MERFE
#2 RES HifE#% DisableADJoin 2 8EXE A False , 58HE "ServiceAccount, fEAEEFHE
AD R Y HEIEFT,

- MREANEAEEBER , BEFEEXE Invalid credentials , Bl AN RIS A AESE
B iBE,

HESATEH)

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

« WA LUEIBFEVE Secrets Manager TR FREBRNHE , ERUEEEL env HIB@WM AN E
15, #BEZ (I <env_name>directoryserviceServiceAccountPassword) , R%i#E
BRI F,

- MRMEHPNRIBFAER  SEEFEUEHFRZPNE. REENWELEEEEMN vdc-
controller #1T{E . FMEFTEBKERAEMNER , LEABEMREE,

- MRBFRIFIERE , TJEER SER Active Directory PR Z IR BHI, BN A S EER Active Directory
RHZRE  REFHWBR, B LU Directory Service 12 A #E Active Directory FERFEAEHN
B
1. BEEEMNEID
2. EBEHE, ERFEHAEEE  AREHAEAERR (HIW "ServiceAccount, ) MFIHIFEE

RE,
3. MIRFMBREMNHIBRENNBIBTRE , FFEHIER Secret Manager MEHEHZE ( Hlm

<env_name>directoryserviceServiceAccountPassword,

4. ¥IEBRIVREEE S M vdc-controller MITER. FEATEREAREMEE,

BB RERE  ERTEHRETANBES

WA REE T Y EEASE A ERFE AD RS HENEERRE, RHBELEE  EREEEEE
B Amazon CloudWatch BB HEEHEER "<user-home-init> account not available
yet. waiting for user to be synced, , M¥EREEREHEHEEE.
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cluster-manager Amazon CloudWatch HFEEER " <user-home-init> 1R F i &L E A
FEERFERAERS) (HPIRFRERAEERR)

sas FTMERAFERREET , RATHLIECALIES., BREEAEASBNAEALR
Y ERRRME , REBURRE.

L EFAERFNRERRTEER RES KRIEFRE AD EAF, 4l , £ BI/IRES REEIHFEAM
ServiceAccountCredentialsSecretArn 28R EEME.,

Windows REEAEHKET "EHIIRFEFR, FAAENEES"

R

CORP\admin

Your account has been disabled. Please see your system administrator.

NMRERAEFREZZAHENET , EARRTEAEREER SSO MUEAR , EHEEHY RES BREMN
AD H{EH,

MRERFEIRFSE AD FF/H , SSO BEAEZEARMN.
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SAER/I%Z F AD #8RERY DHCP #IE &

WMRMEE"The connection has been closed. Transport error"#§ RES EE/ZHTH
Active Directory ¥ E A EEZ|FEH Windows ERRKEEMEEER , FMZE dev-connection-gateway
Amazon CloudWatch BFREEELUNTHAZR :

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Error in websocket

connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

MREHE EHSH VPC £ DHCP ZBIEM AD ML 6z , £F

1. # AmazonProvidedDNS 718 Z M {E {8332 #1135 IPs,
2. BHBIE B EERES ec2.internal,

LERERES, WMRRABLERE , Windows REEARREHAERIER | BR RES/IDCV 88#K

ip-10-0-x-xx.ec2.internal hostname,

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

Firefox #6578 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

EI&EM Firefox Web BIE=R , ERERERIERKER , RSB
MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING #&5R:A2HE,

FE R RES Web falfR2:E /A TLS + Stapling On 5% , {8 R Stapling Validation EIfE ( EF2E
https://support.mozilla.org/en-US/questions/1372483 : //,
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&1 LMK BR https : //https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing ¥
M8 RIRIE E L E,

Env filBR

ES ]

« res-xxx-cluster # @& "DELETE FAILED. k%% , BEZFSfifR , IA " AGRRNE LR
£, 8ER

- WEH

- T# VDI B&E

« # Linux EC2 BIITEETRA

« # Windows EC2 #i1T BB T&H A

W& WaitCondition #5588 ECS HE

- HERE 57 MIBR K BX

res-xxx-cluster #tEFEA "DELETE_FAILED, &€ , HEZFEMR KA "AGE
WMHEERT, R

WMREEEF "res-xxx-cluster" HBEN "DELETE_FAILED" AR%&E , BEEEFEIMIBR , BAILHIT T 51
HERAE ELMIBR.

MBEEZMEREN "DELETE_FAILED, REE  BEAERFHSHMBR, CrEEEE —EYHER
B, MRS, RIE MR,
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

BRx , BMEERIBRAALERHERER  BNTREFINASNENEZERENER, TEEBERT ,
AENFBERMA "ERENER. , AREEMER.

B e e E D E L BEEE8 Role: arn:aws:iam::... is Invalid or cannot be assumed
Env B
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

EXRTHERHERAENACSEER R LMIR, FEHRLEE  FERACHERE, IE IAM X
BE  YEANTRANZSBRIEFZEBHAR , TR :

. SHEEENERER | BE AWSKRK.
o STHIEHAZEM| , 7f TUse cases for otherAWS servicesi®# CloudFormation,

IAM > Roles > Create role
: Select trusted entity e
Select trusted entity

Trusted entity type

O AWS service AWS account Web icentity

SAML 2.0 federation Gustom trust policy

Use case
Alow an AWS senvice like EC
Common use cases
EC2
Lambda

Use cases for other AWS services:
CloudFormation

© CloudFormation

BET—F., FHXRMAER AWSCloudFormationFullAccess' M 'AdministratorAccess' &
i, BHNREAERERREZXWTAR
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Name, review, and create

Role details

Role name

173289361

Description

Allows CloudFormation to create and manage AWS stacks and resources on your behalf.

Step 1: Select trusted entities

Step 2: Add permissions

Permissions policy summary

Policy name ' Type

AWSCloudFor AWS managed

AdministratorAccess AWS managed - job function

A®IEME CloudFormation T2 AW MIERHER, LRERZAUERIACREEMER. &% , AE
IAM EZ2 A8 I MBREELNBE,

R EC2 TZAE A EC2 #1T{HEE

. BMBELIERBEAELER Linux EC2 #1TEE.

o FBMKEBRIELIERE ALK Windows EC2 #1TERE., AREFE Windows PowerShell LA {T{E{ a5
AL
T o

WEERREEM A

1. Cluster-manager : ff TV EMBEEEESN AR , UHEEERR,
a. R B CloudWatch AFE#E WFTHE His<env-name>/cluster-manager,
b. <env-name>-cluster-manager EC2 #i1T{El#8 L /root/bootstrap/logsH# FTHIFTE

B, BEAEHRAERY " EC2 TEAZ A EC2 BT EER MViER , UBEALHNHITE

o
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2. Vdc-controller : & 54z EH18 vdc-controller W B , WS HEREZTER,
a. R B CloudWatch R & # BFTE BiS<env-name>/vdc-controller,

b. <env-name>-vdc-controller EC2 #{T{E# L /root/bootstrap/logs B # THIFTHE H
. BEAEMEN "R EC2 EEAFEAEC2 HTHEE, EET WIER , UBEALWHITHE
e,

BRIEHFRNEP—ESERER € Linux EC2 HTER THHF —HPRIER, KEEBEEREH
TERERE.

Y £ VDI B
B ¥ FERY Amazon EC2 #h1T{EEE
MRFEAELLTERERZ T B VDIVDIL , Bl Amazon EC2 X# 4 FHTERMNYUELREAE

<env-name>-VDIl-<user name>,
I £ Linux VDI B

REBZAREIBAEE " Amazon EC2 A X A EC2 HTEE, hEENIER , & Amazon EC2 £#
BEAYEEN Amazon EC2 #1T{EEE., H/S VDI Amazon EC2 #{T{E# L /root/bootstrap/
logs# /var/log/dcv/B & THIFTE B,

MEBAFNER—ELZEZREAFZLEE 3, REXZXETHEFR. Bt , BALMKB TSR ,
w—EESIEBFMERR , RELEEH :
1. SBIKBT 5SS |, £ /root/bootstrap/logs B & T# & dev B :

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2. B BB T —EHENSBTE VDI BHiE , TEHAR.
I €€ Windows VDI B

REBAEHE T{ Amazon EC2 AR A EC2 #TEE. PEZMETR , # Amazon EC2 £
BAEEAHEN Amazon EC2 #1788, £ VDI EC2 #{T{EEM $env:SystemDrive\Users
\Administrator\RES\Bootstrap\Log\ B & FEBFTE B,

MEHERNER-ELGEZREEM LES S3, ARKBETHEM. eBERM , FERF/T—HH5
HE S ER - TE VDI B
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T# VDI B

1. ¥ VDI EC2 #11T{E# IAM S & LLRFF S3 FEL.

2. BIff EC2 =24 , RZRBIUEH VDI #1TEE

3. ERHIEFERANIAM &,

4. EFEHFUTHANERNFTBRERS | BEEEBER | ARIER AmazonS3FullAccess I
8

5. BIEFIEI T LUEEKBUR,

6. Z#& , BIFEW VDI EE  MRTHITRTHAR. KEBRBERIATERERE,

a. & Linux EC2 #1TEE T HF BRAR Linux.
b. & Windows EC2 #1T{E & T = H & B A M Windows #
7. B#  REASCEUBKANazonS3FullAccessBEK,

(@ Note
FiE VDIs #{EAHERE IAM &€ , <env-name>-vdc-host-role-<region>

#& Linux EC2 /TR TH AE
ABERPTHEFZN EC2 B1THEE  ¥BTTH s , SFAEHFELEE 3 FHFEITHE -

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz
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2% FHESIEERE  ERNEBA WRAEIHE , <environment_name>-cluster-<region>-
<aws_account_number>%?§‘|¢§‘i5‘ﬁﬁﬁJ:1§<module_name>_logs.tar.ng’\Jﬁ'ﬁ?;’%‘é

& Windows EC2 #{T{Ef@ T& A&
ABBERPTEHAFFN EC2 BTEE , YHITTHHS , SMEBFLEE S3 REFE !

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

2% , FREI1E S3 ERE , BElNEBA WRFEE |, <environment_name>-cluster-<region>-
<aws_account_number>fA% T & %5 L& <module_name>_logs.zipHEZR

& WaitCondition #7389 ECS B&E

1. BIEREAHER , RRENERRSIER,

2. ERBAEE - ResearchAndEngineeringStudio -~ R 23 — £ - CreateTaskDef -
CreateContainer -~ LogGroup , A2 H 5584 LABARK CloudWatch &,

3. frit BESEHE P EEESH A B,

A8 % S TEI M BR K B

MEBEHE RES EREFHBdetachvpcfromlambdacustomresourceflBrEIE 4 [E B 25 15 M BR ok
B, IERATBER R Lambda R £ £ M BR =5 A M B il BRE#2 2| RES Lambdas B8RS ST H
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EBHLVEEZE Amazon EC2 FEAHRHNMERNEHER , YIS WRAHETENE , LFHMERELIB
BV MBER M EAWS Lambda VPC ENI-{RES-Environment-Name}. SxZMEZE 14 EHEKN @ ,
{B1R#% Lambda RESA R IHMBRAN B E | TTeEd, FEIMBRELMEENTE , AR EHE RES HEM

REIRIR

FE
- RESDRMENE P RBERFRE REREZAER
- REIHEBR keycloak HEEIEE

RESDRHEEN S D BREFFRHFRETERREAHR
Ll

MREBEHABA , YW ERES I RAEN I BHFREWE "IFEBMNER, K CNEBBIEEE
H, EARRLEHAN B2 ANFERAENZE , WEEM Active Directory BRIEIRF

=R

1. B SR EHEEPERMEAEMREIRSZE,
2. 7t Secrets Manager FEFREIIRFZH , UGS BT L EW AN

- BAM Keycloak # & : PasswordSecret-...-RESExternal-...-DirectoryService-... E23iA :
Microsoft Active Directory B %15

« for RES : res-ServiceAccountPassword-... with Description : Active Directory Service 1§ F &
1]

3. B EC2 FEAWKRILBEEESHITMER, Auto Scaling RAIEHBBRFTHITERNITE,

REIHER keycloak HEEIEME
=]

WMREH keycloak AR EH , EECEMBBRARSER  BTERBN IPEEE , EAUREEH
keycloak FE - RES AN EAEEAELZRAR FERRBTHORAAME,
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https://console.aws.amazon.com/ec2
https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
https://console.aws.amazon.com/ec2

W32 EE T2 Studio EREER

=R

IBEEMBRBEENERRE , WEFHIE Keycloak B | 1§ Keycloak BREZEHEMRER Y., FERE
INIEZ ¥

1. #IfE Cloudformation, ZfEXE1E AP E EIM{EEE keycloak MBIV HEE .

« <env-name>-RESSsoKeycloak-<random characters> (& 1)

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-* (Stack2)

2. THBER Stackl, MRRFKIRTEMERERMEE  BHRIIRMERERKSE,

EEHEST2MER,

3. U TH RES SSO Keycloak 3 & & Zhttps://s3.amazonaws.com/aws-hpc-recipes/main/recipes/
res/res_demo_env/assets/res-sso-keycloak.yaml,

4. FERHCERREETSMRNSBEFDIHBLHEE, £ CloudFormation ERAHEBE , HER
AIERMME - FRAFER (B%) - RERAELN > LESXER. FAECRBRERAR
M AEANENSE, LALE CloudFormation 125 F 2B G RRGE LTS B RIEEK ,
HEMERAEEPRIELMA, FRERESHE. SRENEMSHTSRAHESH

5. HBHER K LHNRENTHERER, ZANEEHBHENBERSIFERPKI
ApplicationUrl,

Active Directory =&

FE

- KK VDI REEFEMEME , RIE VDI iz , REZXUAD FAES D EARKM VDI
« FXE SSO #& , REEE A RES Web A O #15

- BIEERKZhERED Linux VDIs , AD A& A FEAERRERFIER &

- BUF SSH 7% , AD EEEAEEITHES T

- BENEE RES ANHERHEEIFEMN Active Directory
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml
https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml

#5EEE T2 Studio EREER

RH VDI RGEFEMBME , RE VDI SR , REEUAD ERES T BEARN
VDI

EEARE VDI REMMBERERS (/Toot/bootstrap/logs/BAR Linux B M /opt/idea/app/
logs/B 8 , SBAM Windows #J C:\Users\Administrator\RES\Bootstrap\Log\# C:
\Program Files\RES\app\logs\E#& ) RAEEMZERHEREIENR,

MREHBPE[/AL |, BHBITEEEELIMA Active Directory , % 2K A Cluster Manager A 1E
AD HAHTEETEREKIKRS ., WE /environment-name/cluster-manager CloudWatch B
FHH T B Cluster Manager A& , WENE TS WERAA R [preset-computer]. ERBEESTHE -

« AD BRISIRF B9 & A & BHEWK,
- BMELRME RES WRKIRFHE, FREFAEEBNZHERUSBEHENR
fit , {username: password} BBEBEER. EHFESZBRIEAFNHTER , XAFEBHER
RS ERBRFUEZEBBFNHTERE  REREEEESHTEE. RERBFH
VDISLLAEREE,
- lRIEWRSEREE AD FEIVEMIRSHFFA,
- FRELNRBEIRFEESIR WATBEXEFFAERE Microsoft Active Directory B R#EIRF . £ AD
RIS ERBIREF AR , BEEERIHR VDIs,
- EEEZE LDAP fARES,

- MREFEHAZTE AD |, SBHEEELRMN AD #HRERFF VPC AR LDAP/LDAPS 4 , B VPC #9 DHCP
BIBEE VBT AWSManaged Microsoft AD ) DHCP ;2% EERE. AWS

- ¥ 7 LDAPS E# , Z2#DomainTLSCertificateSecretArnE2X4EN , MASHKEERBER
#) CA BRERRBEER, CEEEBKREBRENHTEE Y AFEDHERFHETEE TLS BF
WEAZEHRBINHTEE  KEREETHEEHTHE., REKIEHN VDIsUEREE,

- ZEHIE RES M AD 2 BHVELR , F51E Cluster Manager #1718 88 #1177 %l Idapsearch &5 %
( BMXEAE OU. LDAP E#R URI, lRBIRFEAEEBANER ) . REN AD EEHRER
AFFELR , Blikan SEERMTRM OU THMEERE.

ldapsearch -x -b "OU=Users,OU=RES,OU=CORP,DC=corp,DC=res,DC=com" -D
"ServiceAccount@corp.res.com" -H ldap://corp.res.com -w service-account-password
"(objectClass=group)"

MREBEZE RES truef#§ DisableADJoin 3%E A , Bl Linux VDIs R &:&E#%F| Active Directory , T
FEFEIB SSSD FRIEMA. & EC2 LA EJREELHN VDI #17{H% , WEHId username L#{TH
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/dhcp_options_set.html
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T, MRGHELEDEE AD FHE/ UID/GID , 7% VDI #11T{B8sudo systemctl status
sssd LA frmieE SSSD IRIAMAEE , I+ /var/log/sssd/B & THZE SSSD fR# B %,

MREBEEBF] SSSD HHREELUERZE AD , EAI LA F BhiREE SSSD #HAEER (/etc/sssd/
sssd.conf) , ¥fEMAsudo systemctl restart sssdBEMEZHME/NVDI T (2024.12.01 REE/MR
AW S EFHEE SSSD RFE ) , St RES Web A O#BLIRHEESH SSSD #HAEActive Directory [F
&, 2EESEDERAZRENMMN VDIs (2025.03 RESRAE ) .

AE SSO #& , WEAEE A RES Web AR

®ZE environment-name.accounts.usersl environment-name.accounts.groups
DynamoDB &%l&k , UEEEAEMBERSREN Active Directory @25, MRERRZE[RHRD
IREEBEANERE , BRE /environment-name/cluster-manager CloudWatch B 58
(202412 fRA 28I ) = /environment-name/ad-sync CloudWatch BiEEHE (2024.12 lRA R E
kA ) Ey AD B B,

BRY RIRFINER AD ARBRIE RN VDI RFEFEMEMAEE |, Si7E VDI sifEE | REELL AD
FEAES S EARN VDI, HMER AT -

- IRIEIRFIRETE AD FEHAFEREMBEENFTI,

- BREEEWREIIREEBIR MBS ERFE%E Microsoft Active Directory B BRIEIE S o
« Active Directory FHIERH/BHERD X ENEYE , SINE B4,

- MHEEFRNERE/FEEB S ERE,

{£1E AD RIZRBER , B UESE/NEFEENT —EHEREZ AD @A |, KR I FEFHTE D
(2024.12 #1 2024.12.01 kR ) (2024.12 1 2024.12.01 MR ) =% f04A F B EAE) (= 1L F %5 (2025.03 &
BEHThRZS ) (2025.03 REFMERAE ) FHNERFEBBRESD,

BNBERX Zh A ED Linux VDIs , AD F A& B A FERERZIERFIEH &%

£ Cluster Manager #{TEB8id username LT 5 , REREEEERABUUER AD FAE,
MRGTELECEE AD FA&K UID/GID , BB®RE /environment-name/cluster-manager
CloudWatch H&E#H# T #Y Cluster Manager B , Wi S HRARE SSSD REHEMEER, MR
Cluster Manager HEEH R Ei552 , A Cluster Manager #1788 sudo systemctl status
sssd EH B BAK /var/log/sssd/B 8 T # SSSD BR#% Hi#ER#ZE SSSD AR EE,
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MEREEEETLUEFR AD FAE , FHTHD RREFEHEEB &K (/home/username) L
UID/GID1s -n /home, tbBfFEF & X B &M UID/GID £2 id username@sSEER UID/GID, IR
UID/GID THF , R REAENEE SR RES 2 A SRMAHIMN RES HEBEN, HAHOETMEE
WEAEER. MBBREBS% , YRFEAEREBFM Linux VDl, RIIMAEFH VDI & |, SEREEN
UID/GID E# & * B &,

A SSH FHZ , AD EEEFAEREFINEETH

EREEETHHTEEI] username LBIT T , BEEETHERTTUTR ADFAE, MRS
SEEEOYE AD fEAEK UID/GID , 88 ZE /environment-name/bastion-host CloudWatch
HRSBEETHERESIHAR K WIESEEME SSSD RBHNEMER. WRESFHAFPRIEH
RO EFEAEREFIMHITEEsudo systemct]l status sssdEM ®HLAK /var/log/sssd/H
T B SSSD Ar# HEE2R#ZE SSSD FR#EARRE,

BEMNEE RES HNBERHEEIEEHN Active Directory

MREHAWSEE Active Directory 2H RES ABERHEEBITE | AEZSEEA WHTHER ,
HEZBHABEAELAWSHRFE TAdDomainWindowsNode-external -resource-stack-name-
WindowsManagementHostZZE# , Al ARFEMEE Active Directory, BAILAMERATHIIZAE
# , 1£ EC2 £ A HIEIB Fleet Manager EAHTEEE

« username : BES

. BIE  BENDEFHBRRMN AdminPassword B8

WEEEAWSEE Active Directory , 728 AWSDirectory Service B2 5+ £/ Amazon EC2
BITEREECAEMEE,

E X E

« 2024 .x B HERE
* (2024.12 1 2024.12.01) FEM#T Cognito £ & &4 Regex kM
+ (2024.12.01 RERRA ) FAEFTREERE VDI FHRE\ENNBEER
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_manage_users_groups_ec2.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_manage_users_groups_ec2.html

ZEEE T Studio EREER

(2024.12 1 2024.12.01) Active Directory i fi & 5% SSH FE 2 X #
(2024.10) ¥ BB EMRERE VPCs 1 RES IR , VDI HENZ 1L i
(2024.10 BRERIRA ) #ERE VDI for Graphic R B {TEE B
(2024.08) ZE{HE BRI AMI KB

(2024.08) EEEHEEEZHBEG R EETE ARN BT FENWERE A Amazon S3 178
(2024.06) & AD BHHEE B O SR , ERARBAK

(2024.06 REEIFEA ) AD RS HEAREF E RES WEHEKE

(

(

(

(

(

(

2024.06 X E R WA ) CVE-2024-6387, RegreSSHion, RHEL9 #1 Ubuntu VDISHF I Z £ 8
2024.04-2024.04.02) R K EEE VDI ST AR AR IAM ¥ BB

2024.04.02 REEIRA ) ap-southeast-2 ( BEEL ) it Windows NVIDIA 417 1828 S85£ B
2024.04 Fl 2024.04.01) GovCloud H# RES Ml % B

2024.04 - 2024.04.02) BB | Linux EESEAAEE TRE, R

2024.04.02 RERIRA ) #EFEH SAMAccountName BHEEEABFZRHESHKRF T AD 4

| ke

(2024.04.02 RERRAE ) ARGEREETHNILESREN

2024 .x EHIERE

(2024.12 F1 2024.12.01) ¥ Cognito £ & K84 Regex k¥

R R AR

MREBEHFFERE Web AOPUFMEFBHEFETE "." B AWSCognito ERE , Hlun
<firstname>.<lastname>@<company>.com , EAEIHER , $5H Cognito FREBBTHFEE
=M regex X,

-

L

\
® Invalid parameters: Username doesn't match the regex pattern A[a-z][-a-
z0-9_}{0,31}%. Username may only contain lower case ASCII letters (a-2),
numbers (0-9),and the following special characters: underscore (_), and hypen
(-).The maximum length of username is 32.
J
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LEHFRRH RES #IEAENETFBHFZEEDELEAERBAER. T8 , £ RES XBENEE
Linux B1ThkAH , BEE""HNEAEEBTE VDIs WEREAE, MEESEELFEAEEBRBE
ETEMHFEPHEM ", BERAEBMWE RES Linux VDIs EBM.

ZREENRA
RES 2024.12 1 2024.12.01 hix

=R

1. BT THHERERTH 2024.12 lR=H cognito_sign_up_email_fix.patch 2024.12.01
MRcognito_sign_up_email_fix.patchf patch.py# , # Elft<output-
directory>ARZETHBHEXNESTHNEHEXNERWE K , AA <environment -
name>Hi{{A RES IREN B :

a. WisHREXEAR RES 2024.12 1 2024.12.01,
b. EHRERNIESBEE AWSCLI v2, Python 3.9.16 REHARAS , LAK Boto3,

c. A¥E RES WIkFMEMFE AWSCLI , FRFREEFE A RES B 2 RFITEA S3 7F
LB

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
RES_VERSION=<res-version> # either 2024.12 or 2024.12.01

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/cognito_sign_up_email_fix.patch --output
${OUTPUT_DIRECTORY}/cognito_sign_up_email_fix.patch

2. BEEFTHEMAEAESTHIACHEARRNB &K, JTTIBHEXST :

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --
res-version ${RES_VERSION} --module cluster-manager --patch ${OUTPUT_DIRECTORY}/
cognito_sign_up_email_fix.patch

3. EMREEIREMN Cluster Manager #{TERE. EH AL Amazon EC2 BEE X AK ILHTE
.
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

#5EEE T2 Studio EREER

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. BREUEE BENBEBHERFETE , LB Cluster Manager #1178 ARRE<RES-
EnvironmentName>-cluster-manager-asqg. FEHITEE KIS,

(2024.12.01 RERRZA ) A BFTHREERE VDI B H R \EWHRF IS

ELRFEABITAOBLREEBIHEBINDBERE S RES B, CertificateRenewalNode A7 FEH
EIE VDI EERHY TLS BE , LHE/R T 5I$85R/var/log/user-data.log :

{

"type": "urn:ietf:params:acme:error:unauthorized",

"detail": "Error finalizing order :: OCSP must-staple extension is no longer
available: see https://letsencrypt.org/2024/12/05/ending-ocsp",

"status": 403

Hit , E&7E RES Web A O HERZE VDIs b , S 2IBF
(net: :ERR_CERT_DATE_INVALIDChrome) % Error code:
SSL_ERROR_BAD_CERT_DOMAIN(FireFox) BYEEER,

ZHENMRAK
2024.12.01 REBRRA&
B

1. BEFEC2 XA, NEEEA NEITHEECertificateRenewalNode- |, S IEETEEE
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2. BEZE Lambda £##5., BB A Z Lambda EHEWRKBRERTE-
CertificateRenewallLambda-. #BIER 8947 , . /acme.sh --issue --dns dns_aws

--ocsp-must-staple --keylength 40963 #BR--ocsp-must-staples|&,

3. BRNBUFFEABEELEN.

4. BEFHEH Lambda HY : Bl AEZRSIER , AREBECIE. FEEZHEANBA ., EEX
SEYVRH EC2 #1TERE |, LLEH Secret Manager FHIEE M PrivateKey W%, WBREHE |
HITERSEHKL,

5. #IEIBHM dev-gateway H{TIEBE : <env-name>-vdc-gateway¥ EFEHERFHEEHITE
YT R

SRRRFFAERA

Let's Encrypt #§H 2025 F#3R OCSP X8, #2025 F 1 A 30 B , RIEBRIRF AR ESRTE
2 OCSP AABMNIEMKEE , BRI OCSP XEMABEREE KK, MEFHMEN , F2E https/
letsencrypt.org/2024/12/05/ending-ocsp/ : //o

(2024.12 %1 2024.12.01) Active Directory { Fi & #&5% SSH 242 & - #
e

Active Directory EF EEMKER RES Web AOMBILIE RERZRE M  SWNBIFFTEENE

=0
ﬁzl—_io

HRRVREEE , EEEFH EFITHY Python BARENEERME) SSSD BR#. Hib , AD EREY
EXRERAMY , EEEA

2024.12 1 2024.12.01

=R

1. REC2 B/ EREESTHIITERE,
2. 71£ IDEA_CLUSTER_NAME T#R¥/etc/environmenti#i¥ environment_name=<res-
environment-name>{EBH T,

3. EHITEBLI:TTIGT
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https://letsencrypt.org/2024/12/05/ending-ocsp/
https://letsencrypt.org/2024/12/05/ending-ocsp/
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source /etc/environment
sudo service supervisord restart
sudo systemctl restart supervisord

4. EFEMKE RES Web ADRUNERBREREEE2TH,

(2024.10) st¥iEPEEfREE VPCs F#Y RES IRIE , VDI BE{Z L KR
SRR

£ 2024.10 RES A9 , ARE—RK™EH VDIs BBFLL, KREAEREHRE - ARsT > THER
BRAPERE,

HEEMREE VPCs FHY RES RIEFE B HIFX & VDI B#F1E,
ZEENRA

2024.10

=

BB EERERRREADEETENEE, T8 , MRALE RESERRFFHEFLBELREH
VPCsH Y VDls,

(2024.10 RERMA ) #EERE) VDI for Graphic 18R & 1T{H BT
R

EER LR TEEER (g4, g5) LREXE Amazon Linux 2 - x86_64, RHEL 8 - x86_64 = RHEL 9
x86_64 VDI B , M{TEREFEMEMRE, EXRTHTERKETREAN "FiiE, RiE , Ba4ER
FH.

ERRA X Server AEHITEE L ERHTEEL. EALEHERR K RMALEREEERHT
B E R B ARBTREX/NEMNE 50gb , LAERE RHNZBRERAAEMRKMY,

[

\\

EEENRA
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FrB RES 2024.10 W& Fh A<,

=R

1. T & patch.py M graphic_enhanced_instance_types_fix.patch , 5 3& 24 B <output-
directory>RZLETHBHEANETHNBSHEXERNE K , I# <environment -
name>BRA TG HHH RES RIERTRE !

a. BEENEEAR RES 2024.10,
b. EHENIESTHEEZE AWSCLI v2, Python 3.9.16 REH A , LLK Boto3,

c. AEPE RES WIRFMEERE AWSCLI , #EREEEEA RES B 2 #FAT#8AY S3 7F
CIB

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch --
output ${OUTPUT_DIRECTORY}/graphic_enhanced_instance_types_fix.patch

2. BEZFTHEFAEAESHINEHEERNES, BT TIEHERST

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.10 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
graphic_enhanced_instance_types_fix.patch

3. EERIGIRBNERSMEEHIZT (vde-controller) HITEE , FHTTHHS , BRERMN RES
REEE,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.10/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch

#5EEE T2 Studio EREER

4. EHZBHELS WEEBME<RES-EnvironmentName>-vdc-ext EEEER , BEBHFNHTE
B, BMAREREABRTIHTEEIMNEMFREEEZTVES 50GB NWREEZEME,

(2024.08) £ EMEELE AMI KB
R

BRI R X S 18 R EA EC2 Image Builder 24 AMIs B | ZERFE XK , XET
THISERAEL

CmdExecution: [ERROR] Command execution has resulted in an error

ERRANAHREENEREERPIER,
RN

MH
&
IE

2024 £ 8 A

o

B FH EC2 Image Builder B :

( MREHARA RES HITERER AMISTEEREAUT IR )

1. TEEHH res-installation-scripts.tar.gz =,
2. EBBEMECRFMEME L% Amazon Machine Image AMIs) F1 5| By S BB,

EEMFEALHH EC2 Image Builder &R :
(MREEH RES ITEBER AMISTEER/UTHER )

TEREHH res-installation-scripts.tar.gz &%,

BEE® EC2 Image Builder -~ T - #&— T /%1% RES AMIs T,

EEEA B - DownloadRESInstallScripts 8 - @A - FERET5IHH S3 L E,

LEEIN S3HUETSEMEANEKEER , FRLEERRRAE—ESRPTHNESR,

A
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samples/res-installation-scripts.zip
samples/res-installation-scripts.zip
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(2024.08) EREHEELHIBETRFBEEITE ARN MBFTFZEWEEVE A Amazon S3
IFETRE

SRR

FEARMBTITR ARN () BT (EXEBIAEXEBAEAEER ) §, HIRANIE
Studio 2024.08 EEZEEBRESEMEMR IR (VDlarn:aws:s3:: :example-bucket) #1T{EE L&
EHUB A S3 R17ereE,

TRUEELENFFIrRERaE

- WHERETSR

- EEFEMBEMEETE ARN ( Bl arn:aws:s3:::example-bucket/example-folder-
prefix) MBfIFEH (EREBRIEXREBNEAEER ) —BoNBENEARETSE

- BEERRAEITR ARN BEREEITFENENEARFIR

i VDI BTEE % K % SIFFITENEEHESE KK TERRR TR, #HA VD LHH
HEHKTE , EE#HEAT  BEF2CsRTFTRNEBIAR. EEEAKREREEREAR &

B¥ , Permission denied, unable to write a filef$E€EEEE K MARERAEITIZLED
¥IPEM S3 RTFETE.

2024 £ 8 A
=
1. EETHEREIESHANBSHEENER (patch.py A

s3_mount_custom_prefix_fix.patch), B#IT TS , <output-directory>#§ B
AZETHEHEEINESTHNSHENERNBEHK , di§ <environment-name>EX A RES IR
RNER

a. BHEXNEEAR RES 2024.08,

b. EHEXNESIEEE AWSCLI v2, Python 3.9.16 REHARA , LUK Boto3,

c. AIBFE RES MIRFMEIMRE AWSCLI , AHEREEHE Amazon S3 EA RES BEY 2 R
RrREAVET A,

OUTPUT_DIRECTORY=<output-directory>
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. BESTHEHAEAESHNEHEERNEHK, BT TIEHERST

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY3}/
s3_mount_custom_prefix_fix.patch

3. FERIFRBENEBRSEESES (vde-controller) BT | BT TGS, (LEEFE—E
SEBFAEENVIRONMENT_NAMEE R EA RES RENER, )

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

® Note
HRFE VPC 5/E , MREEERERM , BIBHM <RES-EnvironmentName>-
vdc-custom-credential-broker-lambda® , FHRLEFHIEEREA
AWS_STS_REGIONAL_ENDPOINTSEH{EEnvironment variable B9 regional, 0
EHMEB |, E2EER VPC #EM Amazon S3 FEETEE SR,

4. LIZBEEREMN BERB<RES-EnvironmentName>-vdc-extiBERERF % K BEERBTHN
VDIs , EEEC ERHBIRFEETE ARN BT ENER/E A S3 f#IFirE,
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(2024.06) & AD FHEBBOESZ=RE , EARBARRK
GE

R AD BEEZBPAEZH , RES 2024.06 E X E R L RTRAR R,

£ AD B HIE , #EEHEE CloudWatch B ( #£/<environment-name>/cluster-
manager HEEHHET ) TS THIHERS .

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

RES E4MEREESINETIHERNFEERE

. EREASIERAS ASCI FR. BT, WK (). 9% () AES ()
. FATWIE () HBE—EFT
. HRFARAE

/

1. ZETHEBEENESHBNESHERNER (patch.py M groupname_regex.patch) , BT T s
T, <output-directory># IR ALEKREERWB % , 4§ <environment-name>E{
/A RES REMNER

a. WEHEXEBERAR RES 2024.06
b. BHEXIESHBEE AWSCLI v2, Python 3.9.16 SREHIRA , LAK Boto3,

c. AIPE AWSRES WIRFFMEFHRE CLI , YEREHEEA RES B 2 HFETEM S FF
A

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. BESTHEHEAETHNEHEERNEHZ, BT TIEHERGT

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. BEEHMEEIREM Cluster Manager H{TERE , BT THHD - EthALLE Amazon EC2
EEIEAKIEHITER,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note

EREXA AD FEEBEENBHNAE ASCII F8, HF. BITH (). A (). E&E Q)
MERENR 1 2 30 <EIZHE.

(2024.06 REERMA& ) AD AFSHIERES E RES WEERKE
fEEREIR
R GroupOU EE UserOU [ , BN EMEEEHRFES ZE RES,

RES € ERM AD BB LS FERAEREY |dapsearch EHE R, BRINERRG T ERME
A UserOU 2%, MF =& GroupOU 28, HRERESELEEITMAFERAE, HITARSRERE
UsersOU # GroupOU FEIHIHTEE .

ZRENRAE
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i RES 2024.06 WXk E Fhx A

=g
AR R T 5l D ER R AR R R

1. ZEETH patch.py 58 group_member_sync_bug_fix.patch &% , BHT T~
¥, <output-directory># BKALETHERNABB 8% , YAF <res_version>EBXAE
ZLEEHH RES IR

® Note

- EHEXESHEZE AWSCLI v2, Python 3.9.16 RE#HARA , LAK Boto3,

. AEPE RES WIRFFMEEEEE AWSCLI , SR EEEE A RES B 2 BN
83 EtF—.I-o

o SR EXE RES 2024.04.02 1 2024.06 k., fMREFEANZ 2024.04 =
2024.04.01 , S&ALLETE AL BIXZEMRAER , THIREEHNA 2024.04.02 ,
REBEREMHREN,

« RES hx7< : RES 2024.04.02

BaERN TEER : 2024.04.02_group_member_sync_bug_fix.patch
* RES IRA : RES 2024.06

BHER TEHER : 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. BEEFTHEAHAEIESBANSHEEANERNEE, HITTIEHERXNSTS , <environment-
name>#% R B RES IRIERHE
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/2024.04.02_group_member_sync_bug_fix.patch
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/2024.06_group_member_sync_bug_fix.patch
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cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PwWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. FEENMMBLRENEEEESHTHERE , FHT TGS :

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.06 REBIRA ) CVE-2024-6387. RegreSSHion. RHEL9 #1 Ubuntu VDIsH &
ZER
ECE P

OpenSSH fAlfR2SH E & BI#E A regreSSHion #Y CVE-2024-6387, LR A EARBNRHEREEE
HEZRRSE LHTESERNE , AF A OpenSSH #ITREBANRKERBZERL,

A RES , EEHESEBREETMEAN SSHEAERSH K MEEXTHUIZILREFE, TiB ,
RMEFTE RES A F A RHELY A Ubuntu2024 VDIs ( B S EERRE ) REMNTER AMI
(Amazon Machine Image) A2 X+ REFER OpenSSH R,

ERTEAEN RHELY 1 Ubuntu2024 VDIs AT BAFIA , BEREBEZEFNEE T,
ERLBBENESHMEEN , FSRLE,

SHENRAK

8 RES 2024.06 MRS E RHRA.

B
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https://nvd.nist.gov/vuln/detail/CVE-2024-6387
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RHEL9 #1 Ubuntu #E & ¥t OpenSSH 1T HREN , MBERLMRE. ZUlFEATEEENE
HEBEERIUELEH,

MREAHBAR RHELY 5 Ubuntu VDIs , B 8B T PATCH EXISTING VDIsSRE. &EB#HK
W9 VDIs , BEZBE PATCH FUTURE VDIsiE R, ELIETRAMNAHITIESE , EEH VDIs £
ERTEEWF.

E#EEH VDIs
1. BT THGSRIEFBFIEEEAER Ubuntu $1 RHELS VDIs :

a. BEEXESHEE AWSCLI V2,

b. AT RES WIRFMEFEE AWSCLI , WHEREEHFEiX AWSSystems Manager Run
Command #J Systems Manager & 7o

aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. BAULERTHTEELLRBETHRETHIHAIT. BT TELRHRIEER , BRNEHNG
T ID, AHEFZFr B H1TERR IDs#EA SUCCESS FA LK.

PATCH k3 VDlIs

1. ZETHEBHERNESBNEHERER (https : //patch.py M update_openssh.patch) , FEH
TT3aT , <output-directory># BMXALETHERNWBE & , W% <environment-
name>Ef{ A RES IRIEBEMN BT :

(® Note

- &R EEAR RES 2024.06,
- EHRERNIESHBEE AWSCLI v2, Python 3.9.16 REHARAS , LAK Boto3,

- BEE AWSRES WIRFMEFERE CLI X , ¥EREEEE A RES T FET
R S35,
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://console.aws.amazon.com/systems-manager/run-command
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/update_openssh.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. BITTIEHERGT

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. HATSGHEHRMEBEIRRN VDC 2HIZRHITER

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important

£ RES 2024.06 WX ME#T IR A X BIERARRKH VDIs, HEHE RES IRIEFEHER 2024.06
RYMRAS# AR RAY VDIs |, B EEMA T HHE & RES IRFEFHRE 2024.06 : EE/MAE o

(2024.04-2024.04.02) K EEE VDI 1T EEA G IAM FF ] SRR

il
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EREETEREREREBREERNETIRRARL, ER IAMPermissionBoundary 28 E &M FF A
RREEVERBEREREREERNER,

2024.04 - 2024.04.02
=
AR TSR, AFF VDIs EREEERIGERNFTIURR

1. BETHBHERIIESHNEHEENESR (patch.py M
vdi_host_role_permission_boundary.patch) , Z8#1T F 5@ % , <output-directory># B A
BENEREENAEE %

a. BHRENEERR RES 2024.04.02, MREFERAMNRE 2024.04 5 2024.04.01 ki , LA LAHR
BOB X HE S BET R ERAER , REEHRA 2024.04.02,

b. EHRENIEFBEEE AWSCLI v2, Python 3.9.16 S{EHARA , AR Boto3,

c. AEFE RES WIRFMEERE AWSCLI , #EREEEEA RES B 2 #FATH8AY S3 7F
A,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

2. BEFTHEAEESBANSHEEAERNEE., ST TIEHERNSTT , <environment-
name>#§ X AEH RES IRIERH -

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. #HITHHH L RES IRiE<environment-name>WEZBEMY , UEF B RIREDH cluster-
manager $1T{EE, ST Amazon EC2 B X AR IEHTEE,

ENVIRONMENT_NAME=<environment-name>
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 R EE/RA ) ap-southeast-2 ( EF ) FHY Windows NVIDIA $h1TE R E
LR ED
Gl

Amazon Machine Image AMIs) R4S EAREN RES FRAEEH S M VDIs), S AMI HEEEE
A EAEE ID, £ RES HEREATE ap-southeast-2 ( EF ) FEE Windows Nvidia 11TEEH AMI
ID B 8 FE®,

EEHTEEEARami-0e190F8939a996cafhy AMI-ID §&551th%7E ap-southeast-2 ( EFL)
1, ami-027cf6e7le2es442f4 FERTRA AMI ID,

ERFEHATER ami-0e19018939a996caf AMI BA BN #TEIRER: , FRAES KRR THIERE,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

ERERNSR , SFHIEEESR .

« 7£ ap-southeast-2 [EiFFZE RES,
{5 Windows-NVIDIA TEZZEXBE#EE (AMI ID ami-0e190f8939a996caf) B HITIEEE,

SZHENRAK
FTE RES 2024.04.02 R E RRAHEZ R E
ey

TR FEEEE RES 2024.01.01 Mx E#ETRIE :

2024.x BHRERE 275



WFRE TR Studio EREER
« EATHREEMEAY R D

* AMIID : ami-027cf6e7le2e442f4

- EERHK : Windows

- GPU #i&7 : NVIDIA

- &/ME #FEKRD(GB) : 30

- &’/ME RAM (GB) : 4
o {5 L ERRE HE B SRERE) Windows-NVIDIA #i1T1E %8

(2024.04 %01 2024.04.01) GovCloud FHJ RES Bk 5k B
FifE

£ RES MIBR TEFREHIA , UnprotectCognitoUserPoollLambda €% A& iGMIBREY Cognito fiE
AEEENMBRRE. Lambda #1T=H BB InstallerStateMachine,

R R GovCloud EiF 2 A FEER AWSCLI lRARZEE | Lambda FHupdate_user_pool FEIL &
£ GovCloud [E13 % B,

E MR GovCloud B HH RES I , ZFFEWEIT SR

Parameter validation failed: Unknown parameter in input: \"DeletionProtection
", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

ERBRNVIR

« £ GovCloud [Eif+ & RES
- B} RES #&

R BRI
RES 2024.04 iz 2024.04.01

=R
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RES 2024.04 hix 28I T IR ##EHE

« BB UnprotectCognitoUserPool Lambda
- WB1EH : <env-name>-InstallerTasksUnprotectCognitoUserPool-...
s BTRRERE -> RE > EBIRETHERB Python 3.11 -> f#17.
- BB CloudFormation,
- MIBX RES # & -> REZEENXNEIR UNCHECKED -> iR,

(2024.04 - 2024.04.02) EFEEEF |, Linux ERESE AR "H#EL RRE
Gl
EFBRHREIL S A BHMEE , Linux ERSETASFE TRE.L HRE,

EFMEEITEEE , AWSSystems Manager T E#TEMIRRHH T REIFH DCV TIERER ,
i B vdc-controller CloudWatch AFEHR R T3 BFEFALE ( £ /<environment-name>/vdc/
controller CloudWatch BE6EHET ) :

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

ZHENRA

2024.04 - 2024.04.02

1B

EERRFE THE REHERSE

1. R EC2 XA # SSH B EREHTEE.

2. EHTEBLEHTTIGS

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. FRHYTHERENKE.
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EEM N ERSEATEHRNEE

1. BETHEHENIESBNEHERNER (patch.py M vdi_stuck_in_resuming_status.patch) ,
HITTH®T , <output-directory>#§ BRALEXRBERNE & :

3

® Note

- {EHEREEAR RES 2024.04.02,
- BHEIESBEE AWSCLI v2, Python 3.9.16 SREHARZA , LUK Boto3,

. AEZE RES WIRE M EHRE AWSCLI , ¥fEREEEE A RES B 2 f#FErEN
S3 FH,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. BEFTEEHENESBNSHENERNE K. BT THEHERNSS , <environment-
name>i§ X BEH RES RIBEER , W% <aws-region>EUR A E RES HWE :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. EEFHRIEIREN VDC 25155 HTERE , FHTTHHS , <environment-name>#§ HUX
EIRH) RES IRIEZ T

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

#5EEE T2 Studio EREER

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 RERMA ) #FEERZL SAMAccountName B EBEXBEFRREHRFETT
M AD ERE

[ElE

SSO FBREEZELM/NEE (WE AD EZFEH ) , RES &12F% AD FHE. BEEHEEB CloudWatch
#& ( f£/<environment-name>/cluster-manager HFEHET ) £ AD IS HEETE T HIHE

=

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$%)
L. Do 1{2h)[a-20-9. _1+(?<![_. 1D$

RES EXWIEREEIHFE TIERN SAMAccount EREER :

- TERETENE ASCI F&, BF. G (). K& (o

« FPAFEAIHIEREAE —ERNKRE—EF T,
- ENRREEMEEEVIRIER (HW ... . . )

/

/

HY R AR

&
I

3

2024.04.02 R E R

=R

1. ZETHEHEXNIBSHBNE@HERXER (patch.py # samaccountname_regex.patch) , FEHIT
T 585 , <output-directory>#§ R ALERBERMNE & :

@ Note

- BHENEBERN RES 2024.04.02,
- BHERESBEE AWSCLI v2, Python 3.9.16 HE#HTARAS , LA Boto3,
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch
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#5EEE T2 Studio EREER

- #EPE RES WIRFMEEHRE AWSCLI , ¥RRELEFEA RES B 2 REFITEMN
S3 F .

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. BEFTHEAFAEESBANSHEEANERNEE, HTTIEHERXNSTT , <environment-
name>#$ R B RES IRIER T

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. BEEMBEEIIRIEMN Cluster Manager #1788 , FHIT T 58S , <environment-name>#%
BRAEHN RES IREZR, BB AILAE Amazon EC2 BB AKIEHTEE,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
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