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2. RES 87 NAT HEBR AN E FRBPRE LY., EXEEIEIR Application Load Balancer (ALB)
RESFETHTFIE FRE.

3. Amazon DynamoDB EfFIREMLE,

4. AWS Certificate Manager (ACM) € E 4 X 754 Application Load Balancer (ALB) /A E B

® Note
BEREMER AWS Certificate Manager BB EEETHNEE.

5. Amazon Elastic File System (EFS) fFt & R &P EE A ERERIE XA eVDI Linux TERER L/
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https://aws.amazon.com/ec2/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/vpc/
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https://aws.amazon.com/cognito/
https://aws.amazon.com/efs/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/lambda/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/s3/
https://aws.amazon.com/kms/
https://aws.amazon.com/secrets-manager
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/iam/
https://aws.amazon.com/route53/
https://aws.amazon.com/sqs/
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Amazon Simple Notification Service

AWS Fargate

Amazon FSx {& =R E

Amazon FSx for NetApp ONTAP

AWS Certificate Manager

AWS Backup
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¥, XE VDl Mz EHRATEEER
Bl R T 14,

Y&, £ Fargate FH L%, FHFMERIR
i:z

o

EAL . RESISBHABRRM
TEAL . RENSHAERRZR.
"BAL . RENBITWEBELEFENER.

TE#A,) ., & Amazon EC2 T#, BRRHKEM
DynamoDB 1213 Th&E.

AWS EERTH BRI


https://aws.amazon.com/sns/
https://aws.amazon.com/fargate/
https://aws.amazon.com/fsx/
https://aws.amazon.com/fsx/netapp-ontap/
https://aws.amazon.com/certificate-manager
https://aws.amazon.com/backup/
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BB AH RS EBREA Research and Engineering Studio AWS, It REIE#FEHAAWS REREH
B &4 LY Research and Engineering Studio , SfBEE RV SEBENIELEERE. ©HEA Keycloak
AR ESHEST SSO,

AR HEHBRCR  LLAXTERIERSBETINSR £ REPREEHE , BEA

By — 8§\ R R

It AWS CloudFormation 8 &% 37 Research and Engineering Studio FTEEHI A T

EREER : ~00 45
TORIFRAF

e

« AWSIRF EREEEREREY
« B3 Amazon EC2 SSH £ ¥
- EINRKEEEE

AWSIRF FREBEFRER
BABEEER AWS IRF B EEBFERAEN

1. BB https://portal.aws.amazon.com/billing/signup.
2. REERLETRET
HoEMEFFEHPCRELEA , U EEFRER ARSI,

E8EEM BF AWSIRFE , AWSIRFREAEESRN . REAEFEFEIRFFHRE AWS Bk
¥ ANER, FARLREEY K FHEEFIERENGERE  YEEERAREAERUTEE
BEAEFIEES.

#3 Amazon EC2 SSH £ ig¥

MR IEEE Amazon EC2 SSH €i8% | RIEER Y — @, MEFHMAEF , 528 (Amazon EC2 £/
Z¥E/m) PHEA Amazon EC2 By €88¥%, Amazon EC2



samples/res-demo-stack.zip
samples/res-demo-stack.zip
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
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* Amazon VPC
 HSEE NAT BERGEM IP it R 5 2E 3 8
- SEETAREEN NAT FBiEH 5 E8MnE 10 @
* Amazon EC2
- #§ EC2-VPC 51k IPs f€ 5 2 &% 10

AWS IR F EE&{E AWS IRIEHTERRELRE , kI BARS, BRIEZERA , THSEEREE2
EBESERE, BuUBERESELRE K mMEMEERELZRES, WEFMEN , 552 Bthe section
called “LLE G AWS IRIEHIELEE",

BUEFRMEASH

1. & A AWS Management Console It 7£ https : //https://console.aws.amazon.com/cloudformation
BRI AWS CloudFormation £# &,

® Note
REELEERRRS T,

2. K EBREPRE HA,
3. EZET A RELERERNSH , YRFEEI.

28 AR BV

EnvironmentName #res-demo# Rt RES IRENH —R
B, BEA res- BFHEIB 11
B=FT,

AdministratorEmail FERAEEREMKZENE

FE Mk, R Active
Directory BE— & A B S %X
B, WEAELERERBEM
EAE,

BUERNEAASE 9


https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
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KeyPair ARERZERSEEIENE
®¥,

ClientIPCidr <0.0.0.0/0> IP bk B R 2 PR FIEER
BHER, B LESREC®
E T ClientlpCidr,

InboundPrefixList (EA) ARFEERFRE

2 F#HPRY Web Ul 1 SSH
B IPs REZEFEFE,

HERISER

1. 1 hERFHESZE AWS Directory Service- REiMBEEFRAFAERBEYNEFER

# : adminl., admin2. userl# user2.

a. BifE Directory Service £ A&,
b. EZEURIRIEN B ID, B LUE<StackName>*DirectoryService*#&fyE HES B
IDo

c. RAELANBETHXNERYP , ENEXFEAEER.

d HREECEANFEERE K BRERAEEBN BALZEZRENER , ARENERER.
2. ERFEAEZBR , BEEZF Research and Engineering Studio B3R5 iy £

#, Research and Engineering Studio 8/NF&TE xx.00 AL ERAE. EANESEEERF

T, KR P 5 HE S BB ENTE Active Directory REIEFEHA#E | {H RES HiEBLAERSERE,

BN BREEHGERE. EALEEFEHHWRIM EnvironmentUrl R1ZE Ul , SiE R A AR B AT
EHBNEEPIREHEBN URL, BB LAEREIE Active Directory F A EXRFBHNEHENR

5% A Research and Engineering Studio 3:RE,

HERIR 10
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FHHZEMIIE Studio AWS TJREFEH , BREAE AWS HITEARXAMENERGE, NMEFMAE
A, F2EAWS KERTH RF.

® Note
LEEEZFRTIERBFHERN AWS BRIER A,

RPEZEEINFAERAWS Cost Explorer , GBI EER A, EETEEE, METEFH
B , F2RLHERPERANESE AWS RENEEHRE.

ZE

?E?""E AWS B FBERMKE , BN cHeREERRLZLEE AWS, KAFSEERTRER
EESRE K FA S AWS BF, EENZGTA  SHRERERRE., ERLE , UARBREEER
E SEMNERZT SN, MF AWS T2 MNFMAER , F2HEAWS EiRx Z2 4.

IAM B &

AWS Identity and Access Management (IAM) A& T EE F B HTFEBE M UE RS LRI
EAE AWS Eif, LEREEY IAM AE , RFEMW AWS Lambda BEEF Amazon EC2 #1T &
B2V EHERNTFEE,

RES X & IAM vy B EBEK, B , RESEEUBRREREEEFTNFIE, BEEFERNE
HE®E RES BEHNEAEEF Active Directory F RV MEBRRFERHENEREESE, NEFHNA
B , 28 ( AWS Identity and Access Management £ &) PHEI IAM BUE,

AR EE SR LAE A Active Directory EEFAEFR. ERREAEEN RES FAE E
B , RES &8 Amazon Cognito 1T & 2 B .

R R

hERPEYNZT2EEEERF MBS Lambda BB, EC2 FT{EER. ERRM CSR MITERH
Eiw VPN inH 2 BRI AR, RMEZERRAZLHE  YENEERRATEE—SRHEFN.

R 11


https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
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RIFFERR , £ AWS (RES) £# Research and Engineering Studio & RES B M £ N ZiFEEM
BRINEFER, P8 RES B , O LUEE AWS KMS key, RES ERZEHNEAERREFTEBE
g, MREREFZFHEENEEN AWS KMS key , lIEFAZERBNZBEEFER,

RES £/ SSL/TLS inHEHFNEFER, RMPFETLS 1.2, BEREFEM TLS 1.3,

[
BBEE (LBBEE) £ AWS 15 KRS SRR NS ANE,
tEEmP AWS RISHYECEE

AREELHLERTEFNESERBHEEANEE, NFEFEEF , F2H AWS RBEEE.
HRILER , RAEBRS THIRBHEHE

* Amazon Virtual Private Cloud
+ Amazon EC2

EEFEREINERE , 52 B Service Quotas FAEIREHRNFERIESERE, R Service Quotas A &
RIBMHECEE |, A MREE RERE,

AWS CloudFormation Bt %8

EHERPREEHEER , SEZSEE AWS RS B9 AWS CloudFormation Bt£8, EIB 7 #RIELEHIEE |
B R REERIEERIINBIHERMWIEIR., WEFMER , 528 ( AWS CloudFormation £
A&EEE) FH AWS CloudFormation BtE.

HEE

mEHEEA Amazon EC2 #TERK/NBENM A/ NMNRRERRE , LUBRERK. ATHERSR
BEEREPNEYE  BRSEMMEREME Auto Scaling B (ASG) RN ERRNBERE. BER
—ETEERENIRENTERTRERASETHERELS (AZ) WEH , TMEEREBAERBRFE
RZ R A,

ASG & E A 7£ Amazon EC2 XA BT , it A https : //https://console.aws.amazon.com/ec2/o
ERTEREEILME ASGs , BEBBU #£R-asg. BAUBK/NMENFEEEFABSHRLEERE

ERmE 12


https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://console.aws.amazon.com/ec2/

#5EEE T2 Studio EREER

NWEE, BERELESRINEE  RARBEBENRE. 0F ASGsHFHENR , 5528 (Amazon EC2
Auto Scaling fEF&1ER) HHVIERE Auto Scaling B K7\, Amazon EC2 Auto Scaling

X EH AWS [EiF

HWERERABIEKRERE PEMVRE AWS Bif, BS4EEAER AWS B8 FrEREHN FEE
WEmM. MEAWS FEGHRBHEHATAMY , 5528 AWS [E1F al Services List,

LR AWS T FRTZE A TFE Studio AWS [E1F :

EE A =i 2024.06 RERRA  2024.08 iR
XEIRH (#EFEEI  us-east-1 = =
1)

BRI (HxE) us-east-2 B =
EEME (MRIFEEE  us-west-1 = =
sl

EETE (REMA) us-west-2 = =
DXREE (RR) ap-northeast-1 = =
ZAREHE (BHW) ap-northeast-2 = =
ZXREHE (ZE) ap-south-1 = =
SEAREE (Fhngk) ap-southeast-1 = =
ZXRESE (BR) ap-southeast-2 = -
NEX () ca-central-1 B =
BN CER =) eu-central-1 = =
BN (CKE) eu-south-1 = =
BN (BEE®) eu-west-1 = =
BN (fm3X) eu-west-2 = =

TEN AWS B 13


https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

#5EEE T2 Studio EREER

EiFE B = I3 2024.06 K& B R fr7< 2024.08 ki
BN (E2R) eu-west-3 = =
Europe (Stockholm) eu-north-1 = =
&5 (BFhHEX) il-central-1 = =
AWS GovCloud (%  us-gov-west-1 = B

BIFEER )

TEN AWS B 14
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HEEm

® Note

WERFER AWS CloudFormation A F &R B B){L HEE, CloudFormation EE4<E3 B8R Lt
ERPEE AWS WERKEEM, CloudFormation &SR &E AP RN ER,

BBERZE , AREANEELANRIRAS, 25, BRZeMEMWEEEE,

ES- |

« TRIERE

- BYAHER

- SR BBEM

o« L2 E—REA

FORIRAF

&

« AWSIRF EREEEAEREY

« B3 Amazon EC2 SSH &£#&¥%}

- IR EEE

- BUXNERE (EAR)

- B ({£FR GovCloud)

. REABER

- EEREPERE LDAPS (A )
- BREME VPC (EA)

AWS IRF FHEEBMEREEIL
EEGEE AWS IRF BE SEEREN

1. BB https://portal.aws.amazon.com/billing/signup.

TORIRE


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
https://portal.aws.amazon.com/billing/signup

#5EEE T2 Studio EREER
2. BERERLETET.

BoEMEFFREREREA , AESFRBHARER,

B B AWSIRF , AWSIRFREAESEY . REAEFRTFEIRFFHIFRE AWS IR
#NER. FRAZERAERR  FREEFIEERGERE  YEECRAREAERUTER
REMEFIENER,

3 Amazon EC2 SSH €&

WRIERHE Amazon EC2 SSH £#8¥%  AIEEE Y — @, MEFMEN , 552 (Amazon EC2 £/
EEr) PEA Amazon EC2 By £88% . Amazon EC2

18 n B 75 B 28

BMESEMT I AREECE

* Amazon VPC
- HE{E NAT FHER M IP it sERE 5 RS F 8
- BEETAREEN NAT FiE# 5 EEMnE 10 @
« Amazon EC2
- #§ EC2-VPC %1% IPs f€ 5 &2 &% 10

AWS R F EESE AWS RIFHVTFEREEE , LB ARS, RIEZSERYE , FRISEELEE2
EEBERE. BAUBRRESELESE  MEMEERLIRS, NEFMEENR , 52 Bthe section
called “LLE G AWS IRFSHIELEE",

BIYNEMRE (EA)
RSB ELAEMERBITRE , LEBESZNEHAN URL, BEEMEH Amazon Route 53 s H bt fE

POREfRARE , AR B A RE AWS Certificate Manager. MR REEANEMHAFRE , TR
BILE SR,

1. {kERIERM Route53 sEMidE, LEZSWIEIREFEH,
2. HEREBMFEEREE. ERH Route53 HEIEIM.,

a. BB Route53 =2 A,

Y Amazon EC2 SSH & &% 16


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console

HZREE TR Studio EREEmR
b. #RERESEHEEFFTEERE.,
c. FARMALHNBEEBEINTAERE , XERFEEES ID,

3. BB AWS Certificate Manager I #k R T3S BRFE R BEBE. BELURTEISBHRAEN
=i,

REBRRZIHEBR A ARSHENBEB K. FREERSFERE,
BIEENERE D UFEBER,

HEREEERT , EEE Route53 FEMN K. BEFRANFEE+DE,
HHBRER  FREBRREERERER ARN,

N o o &

BN AE ({ZBR GovCloud)

WMRIEETE AWS GovCloud ( XEFEH ) BEPEE , AIFETRELTRKG TR,

1. BEERUNEFAEBRENEESIE AWS 1RF R EE/ERFE AWS CloudFormation &,
2. {8 CloudFormation BiHs , SRIWE T CertificateARNH PrivateKeySecretARN,

3. 1 GovCloud D EIEIRF & , B EHCertificateARNEIHENHE, FEIZHMOWE ARN ,
WS R EZEB I EWE , BUME vdc-gateway AJLATFEUE(E -

a. res : ModuleName = virtual-desktop-controller
b. res: EnvironmentName = [IREFEZMBE] (ETEER res-demo, )

4. 7 GovCloud P EIEWRSE® , B EBPrivateKeySecretArn#i HEMNMHE, FEEMWRE
ARN , Y WERBHEEWE , LUE vdc-gateway AISAFERBEAE :

a. res : ModuleName = virtual-desktop-controller

b. res: EnvironmentName = [RFEZE] (ETRER res-demo, )

READBER
LHWRM TR Studio AWS BEEBERFIE FHISBER,
- @ (VPC, N TRBNALE T )

TEER , B HITHANEEE RES IRIK. Active Directory (AD) ML A&7 EC2 #11TER.
* f#7F (Amazon EFS)

BI#E (MR GovCloud) 17


https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml

3R EE T2 Studio

ERAEER

FBFUEECOSERESAERSR (VD) FTENERNER,
- B &R (AWS Directory Service for Microsoft Active Directory)

BSREEREAERES RES RE.
- BERBIRF ETHHHE

Research and Engineering Studio 2/ FEUERMHENNE , BIERBEIRS BBAWS Secrets
Manager.

® Tip

MRBLEEFEREIRE  BREELENTERATA , BITUER AWS S REEREER S RE
EAHER. BSET—H EINBER , LELWIREHBEER.

¥ AWS GovCloud ( XEIFEER ) BEFHNREHE , SBFETK PHERFESREL
#8138 (PR GovCloud).

"&

RYIRIR FEXE LDAPS (ZEH )

MREETEIEIREFFEA LDAPS B , AIXAZTHA TSR , TR BRI A IELEREE AWS
Managed Microsoft AD (AD) #B1E12%I88 , ARt AD # RES 2 EHEA.

1. BEFNAA BARRSERK LDAPS AWS Managed Microsoft ADFRIZIEHFER, WREERLA
LDAPS , Al al LARE B 1t 25 B

2. HEFRETE AD LFRE LDAPS #& , [EHH AD B :

a
b.

C.

f.

g.

BI{ESEHY Active Directory fal IRE5.

DEE 8 & 7 B R PowerShell,

#1T certmgr.msc UABIBUBRBE,
BEFBMEENREERREME K RAERHBEBREE,
BRYEE (RABEARIR—T ) HAD ARFEBNER
EEL.

J2IZ Base-64 fRIEH X.500 (CER) , RLBET—5,

BEHES% , RREET -5,

3. 1 FEIME AWS Secrets Manager :

 RBREFMBAER , ARE

EEHIR

EXE LDAPS (EH )


https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/

WFRE TR Studio EREER
1t Secrets Manager FEVEZR  EHZEERTEEHMBERENEE WA PEM RISHYISERL
EIFE F R,

4. FEXEENH ARN , WiSHE AL /) DomainTLSCertificateSecretARN Z&the section
called “FEB 1 : MBER

REMEB VPC (EH)

FEFRBER VPC R EREBHZE M T2 Studio AIRRMAIFEN LM | UREEBNERNEEER, 78 ,
R RES MEMBRREBFIREEMEKYE, EEEME VPC HLE RES , BFERETHILR
R4

X8

- %4 Amazon Machine Image AMIs)

« X% VPC im2h

- 28 VPC ImHHNEBERTERE RKE

- BREME VPC FESH

¥4#% Amazon Machine Image AMIs)

1. TEEMGKRME, EEEZREN VPC PEE , RES ERFREFTEGHKMENTAYL K MATELER
PR 4 2% 77 E o

2. M Amazon S3 KEEEFEEAMAE Amazon EC2 WZEEE P EN IAM A,

a. BIfE https://console.aws.amazon.com/iam/ BIRX IAM £ &,
b. #BEF K BEEIUAE,
c. EERNEANERERL

- EEENEREET , 2E AWS R,

- SHERBEHEARG THEARS , BIEC2 , RAREET -,
d. HEFEFAL , BRTIFUBER , AREET -5 .

* AmazonS3ReadOnlyAccess

+ AmazonSSMManagedinstanceCore

» EC2InstanceProfileForimageBuilder

REME VPC (EA) 19


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-infra-dependencies.tar.gz
https://console.aws.amazon.com/iam/

HZREE TR Studio EREEmR
e. HMEBACEBINER 6 AREBEEBRIASG,
3. BN EC2HMEEESRTH :

a. 7t FRK EC2 Image Builder 12 & https://console.aws.amazon.com/imagebuilder,
b. EERFEERT , BEExM4 6 ARBEEEITH.
c. EEVUHEMEL, WATIFMAER -

- SHETHEE | BEERE

- MERHFHMER , FRE

28 EREEE

Image operating system (OS) Linux

Compatible OS Versions Amazon Linux 2

Component name Choose a name such as: <research-
and-engineering-studio-inf
rastructure>

Component version We recommend starting with 1.0.0.

Description Optional user entry.

d. EEVYRHEEL , BEEERXHRE.

. HEBMAEREXHRBZE , BFE tar.gz BRMEZR URI, #§ RES BHMY targz BRE
&= Amazon S3 #FATEE , YRR FITEBEERERMN URL

i. WATHEHR :

(® Note

AddEnvironmentVariables REAN , MREBEERBEETHPAIFEBR]
RIFEY , AU HEBR,

MRBELE http_proxyM https_proxyIRESE , AIFEEE
Yno_proxyB# , U E#ITEIREEAKEREM localhost, FITERPEE
BIP ik |, AR E VPC i H R

REME VPC (EA) 20


https://console.aws.amazon.com/imagebuilder

#5EEE T2 Studio EREER

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:

REFE VPC (EH) 21
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ERAEER

- name:

action:

onFailure:

commands:

'cd /root/bootstrap/res_dependencies’
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’

AddEnvironmentVariables

ExecuteBash

Abort

maxAttempts: 3
inputs:

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1.
13
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.

amazonaws.
amazonaws.

.elb.amazonaws.com, s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

amazonaws
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

.Com, ssmmessages.

com, kms.

com, secretsmanager.

com, sqs.

com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.

.com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion

1},
1},
1},
1},

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, cloudformation.

com,sts.

com, application-autoscaling.
com,monitoring.{{ AWSRegion }}.amazonaws.com

" > Jetc/environment

REME VPC (EA)
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ERAEER

e. &EEXZE{*O
4. BUMGBERERREETS.

a. EERVEFEEL, GBATIRE

-

Bl S RFAEEA

ERERE&

YT EERAERE

TEB %

T

IS

iR

EER
EERR
SRR MRS

RS
B By AR A2 HE IR

TFRE IR

BETH

EREEE

Enter an appropriate name
such as res-recipe-linux-x
86.

Enter a version, typically
starting with 1.0.0.

Add an optional descripti
on.

Select managed images.
Amazon Linux

Quick start (Amazon-m
anaged)

Amazon Linux 2 x86

Use latest available OS
version.

Keep everything in the
default settings, and make
sure Remove SSM agent
after pipeline execution is
not selected.

[/root/bootstrap/re
s_dependencies

BEIWENTHEE

REME VPC (EA)
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ERAEER

RETH

b. BEEEVE.
5. BUREGEERERREARE,

a. HOREERT , REE#RREHER.
b. EEFEMEMREERE,
c. HEVERRBEREEL K @ATIAR:

3] 2
— % =L

iR

IAM A&
AWS ELfEE% TR EE

VPC., F#HRMZLEE

EREEE

« Amazon & : aws-cli-
version-2-linux

« Amazon 2% : amazon-
cloudwatch-agent-linux

- HIGHER : EEIRIM
Amazon EC2 o, A&
# AWS 1R~ ID #1 B 81
AWS [EiF WRAE B,

Search for and select:

« Amazon 2% : simple-
boot-test-linux

EREEE

Enter an appropriate name
such as res-infra-linux-x86.

Add an optional descripti
on.

Select the |IAM role created
previously.

Choose t3.medium.

Select an option that
permits internet access

REME VPC (EA)
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ERAEER

d. EEBRJVEBEHERE,
6. EIMHFH EC2 Image Builder Ei& :

a. BIEMRGEE K RRBERVREBEE

b. EEEEEHMEEARRL , WAUTARLERET -5

- BEERBAERER

- SHEREHRE  WREREFHRE AMI RIEEF

EREEE

and access to the Amazon
S3 bucket. If you need to
create a security group,
you can create one from
the Amazon EC2 console
with the following inputs:

« VPC : EEVARERR
FEfBRERYAR[E] VPC, Lt

VPC &8 B 5 HERRA
=ZH.
- EARA

« Type (F#) : SSH
+ Source (R) : HET
- CIDR E# : 0.0.0.0/0

AR EHESEREFE.

c. HEEEFEEL, BEERARAERS  ARBALINBRINELSEE. BET -,

d EEEMEEFEEL , EBINERIERRE

, RREET %,

e. EEREMEEEAEL , RECARANERRGERE K REWA LRV VERREE

R, BET—%,

f. EERSHREEEL , $HHENREZETIER .

- MHRGUAELEN RES RENVRMEENES , JUE RES AT+ ERMEBERER
ETHRBITER. ERARKERE  BHRESEM/EM EC2 Image Builder BRISHY R H

o

REME VPC (EA)
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« MREBBEZSEEHPHE RES , EUNRERVFINIMHRE , T EXENEESE
o

g BEENEE K RAREEEUEE,
7. #4117 EC2 Image Builder Ei& :

a. RMEEEYT , SKABRMEEINEE.
b. BEFEBEE A6 ARREBEITEE,

EETRFEEALN 45 7ED — /MR EREREL AMI BRE.
=

FEXEELEN AMI B AMIID |, SEHEEFA/E & InfrastructureHostAMI 2 B#Y# A the section called

8. B
“SB1:BRBER

RE VPC %

HELE RES YRABIERRE , AWS R FEFIENRLE TR, BLERE VPC inRb LR
VENEN K MESLERABERBERELSR.

1. WRFRERRERS  FEEAWS B FEATE VPC R FE HREMNE T,
2. EMETAERESSEFER—ELE FEE.

AWS AR RIEE B

Application Auto Scaling com.amazonaws.region.application-autoscaling
AWS CloudFormation com.amazonaws.region.cloudformation

Amazon CloudWatch com.amazonaws.region.monitoring

Amazon CloudWatch Logs com.amazonaws.region.logs

Amazon DynamoDB com.amazonaws.region.dynamodb ( EEREIRE )
Amazon EC2 com.amazonaws.region.ec2

Amazon ECR com.amazonaws.region.ecr.api

com.amazonaws.region.ecr.dkr

REME VPC (EA) 26


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html

W32 EE T2 Studio EREER

AWS g% RIS A

Amazon Elastic File System com.amazonaws.region.elasticfilesystem

Elastic Load Balancing com.amazonaws.region.elasticloadbalancing
Amazon EventBridge com.amazonaws.region.events

Amazon FSx com.amazonaws.region.fsx

AWS Key Management Service com.amazonaws.region.kms

Amazon Kinesis Data Streams com.amazonaws.region.kinesis-streams

Amazon Simple Storage Service com.amazonaws.region.s3 ( FEETFEEKE RES FEIKY
(Amazon S3) LPENE )

AWS Secrets Manager com.amazonaws.region.secretsmanager

Amazon SES com.amazonaws.region.email-smtp ( %7 f &1

A% # : use-1-az2. usel-az3. usel-az5. uswi-a
z2. usw2-az4, apne2-az4. cacl1-az3 # cac1-az4. )

AWS Security Token Service com.amazonaws.region.sts
Amazon SNS com.amazonaws.region.sns
Amazon SQS com.amazonaws.region.sqs
AWS Systems Manager com.amazonaws.region.ec2messages

com.amazonaws.region.ssm

com.amazonaws.region.ssmmessages

HRAE VPC in R BR T ERE R

BRETZE VPC inHNRBES , B LE VPC WAE FHEBPRENEMRMRSR. FHREBTID
R, A AWS 50 BALN S DREE , BYEAWRRMIRE Studio BEMEREFEHENK
Eh RS,

REME VPC (EA)
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https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html

#5EEE T2 Studio EREER

1. &%

AR RES #ZE# VPC 28 FHEPRE Linux F1TEE.

« Linux &%l — Amazon Linux 2 2 Amazon Linux 3

. 3
. %
. %

2. R

0

c.
d.
e.

3. RE
a.
b.

C.

4. B
TCP

1 - x86

TIEBEER — t2.micro HE S ARA

2848 - #£ 0.0.0.0/0 #2E#HIR 3128 LK TCP
EPTEBRENE MRS

BARK http B4R
AFFRFTEHEEFRKERE T 5

« .amazonaws.com ( ERAR—#% AWS BR# )

- .amazoncognito.com ( EARM Amazon Cognito)
- .awsapps.com ( EAR Identity Center)

- .signin.aws ( EAR Identity Center)

- .amazonaws-us-gov.com ( B AR Gov Cloud)
BB PR A HE AR

RUR 36 R BN K IR R AR 2R o

BN EMARREFEN PORT,

R BEARAAFFIRAERRSS.

HIfE VPC 24 , RHGEANERREEMA VDI TH < FHEBNIRER,
MERAR , UAFFIEBAERNELNSRIEY VK ERRSFATER,
STHEEARERERME/VDIs ATE T ( BRRBREFER ) HBEEBEKR , STIHIRE,

RIEMMREE EC2 HTERBNZ2FA , WiREREAFFNEMMRF[ZERZ PORT LHWEA
R

REME VPC HESH

1 Hthe section called “FE 1 : B EMR” , BEEHE AWS CloudFormation E4& i A4 EZ .

3

LMK IR

RARETIIZH , U EERERRENTE VPC,

REME VPC (EA) 28
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28 WA

InfrastructureHostAMI Use the infrastructure AMI ID created in the
section called “%4& Amazon Machine Image

IsLoadBalancerinternetFacing Set to false.

LoadBalancerSubnets Choose private subnets without internet access.

InfrastructureHostSubnets Choose private subnets without internet access.

VdiSubnets Choose private subnets without internet access.

ClientlP You can choose your VPC CIDR to allow

access for all VPC IP addresses.

EUNEEIR

It CloudFormation & 2R VB, TR, EADEHNBEER (MRREM
PortalDomainName), &X%EERIELNIBER , TEHEER.

IERLAEBRE 2 Bl T S 5 S0 A,
B : 9 40-90 88

1. & A AWS Management Console 3¢ 7E https : //https://console.aws.amazon.com/cloudformation
B AWS CloudFormation £ &,

(® Note
BELEEESRFH,

3

2. fE EBATME &7,

MREEE AWS GovCloud ( EBIFEEP ) EIEFHHIFE |, 557E GovCloud 2 E[EIRF RSN &
7K, GovCloud

3. BMAHAZH

BIUNDEIR 29


https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

3R EE T2 Studio

ERAEER

B8

DomainName

SubDomain ( R
GovCloud)

faRR

corp.res.com

iR

FRAER B S,

*’“Eﬁﬁaﬁfi%l%ﬁ}ﬂ
EMLDIFERPRME, &

R EFAHER ﬁﬁi%
S EREATERE. B
E8EHE, FEMLREE
BILDIFMIER, EFHER
& AR Active Directory EJ#8
o

B EHREEEHAER ,
{B¥ A GovCloud [EiF & 44
=,

R B MH SubDomain , 8l
SHEERMMN DomainNam
e B, MM Active
Directory #1B & B & F
B,

BIUNDEIR
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B8 i iR

Xa

AdminPassword Active Directory B B &
% (EAES® Admin), It
EREEEVNRSISEBENE
A B&%PEL , 2ERTEME
Ao

BE . RACEXT
= (1) EXFEBH (2) 1%
NMEAEW|/EHZ AWS
WZH ARN{"passwor
d":"somepassword"}

o

AR WERAENERYLER
& Active Directory H) 518
HMEER,

ServiceAccountPassword FRE I REIRF =15
(ReadOnlyUser ). LLIRF
ARBIERE,

BE . AR
= (1) EXFEBH (2) 1§
NLAESWEH 2 AWS
WEH ARN{"passwor
d":"somepassword"}

o

AE WERAENBBXAER
4 Active Directory I R iG18
HHEER,

BIABER 5


https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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B8 AR iR
iRy £/ SSH R FimiEEEEH
1T1ER

AEZE . AWS Systems
Manager Session Manager
A A A REREFITERE,

LDIFS3Path aws-hpc-recipes/ma £ Active Directory 52 E#Y 5|
in/recipes/res/res ERBREBEARN LDIF 8
_demo_env/assets/r ZM Amazon S3 &, MW
es.ldif TFER , F2E LDIF

Support. BBEHELEA
EBR , ZERIZE Active
Directory 223 Z @
E,

EEREER  F2HE
GitHub R A] Y res.Idif 15
2

<o

3

ClientlpCidr B R P FEELH P iy
i, N | O LGRER IP
iyt , 6{EA [IPADDRES
S1/32 EAFREHFEL
B LEFHHERITE,

ClientPrefixList WAFEREURERMAEERT
ESEEHHENEFR, mFEE
IREFTHFENENR , B2
BEAEEFSEFHAE,

BIUNDEIR 32


https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
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ERAEER

B FEER
EnvironmentName res-[environment
name ]

PortalDomainName

4. FERSIIRERMATARETHR  RREFEIMEL,

TR BBER

Ak RN R i step-by-stepfR B , ERELASE mABFE EIEWIRS

HRERE 4 60 DiE

B\ EHB2a FHEERMW CloudFormation 78,

MREEEE in AWS GovCloud ( EEAEP ) , BEEALLELE,

res-stack - fE AL EE AR B = R A FT E BB B Y otk . FERRAE

i M R i B R o

iR

MR PortalDom

ainName #Eft K KHZEE
ARG EBNEEZEENR
7, UBEEREPFERH, E
EEHFAEI RES HBEE
AMEnvironmentName 2
., MREEERFHPHES
EIRE , EMSNERHE—W,

#H GovCloud & , F2&@
ALBE, BRINZEREL
RRGEEFBHREILN,

¥R 5 7£ Amazon Route 53 A
WREEE, mMEREMHIY
B, AISEAY LELAEER
B EEER AWS Secrets
Manager, fIREEFEEHS
WREARE , LS EH
EnvironmentName #JLA{R

[~ilas
EE/:I:L' o

0¥ RES T EHEBNSHHMF. Bl

SR BMBER

33


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
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® Note

AWS CloudFormation &R 2 # AWS Cloud Development Kit (AWS CDK) (AWS CDK) 2 #&1&
I,

AWS CloudFormation EBA &7 AWS B L EBE Research and Engineering Studio AWS Eif, &
RAERETRIRE , TREREHE,

1.

A AWS Management Console , ¥7E https : //https://console.aws.amazon.com/
cloudformation B AWS CloudFormation £# &,

M

EEEBE in AWS GovCloud ( EEIFESR ) , FBREILLE A,

RIBFE  SAGEXBRS (HSFEZILE ) EEME, EEETREN PREBERTR AWS
B, FEAEREAEEN PN ERERER,

® Note
WEmEA Amazon Cognito fR% , B eI AREME P1RME AWS BE, BXEEATFEH
Amazon Cognito AWS B B FRIBEBILtEm. IESFEBNSZHATAMY , 528 AWS
[E35 al Services Listo

HSET  RALEREANZY  YRFEBR. OREHETABCARER , BT LN
BERHERNE RS RRPRIELSZEH,

28 JEER iR

EnvironmentName #res-demo# R4S RES IRIBNME—F
B, REA res- BFHEIB 11
B=FT,

AdministratorEmail FERAEEREMIZENE FE

fribat, MRBERSEKE
—BABRSKRY , HEAED
EREPEHBEERE.

SB1 . BRBER 34


https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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EAEE

M

B8

InfrastructureHostAMI

SSHKeyPair

ClientIP

ClientPrefixList

IAMPermissionBoundary

Vpcld

IsLoadBalancerinternetFacin
g

faRR

ami-#######H#

Xx.x.x.0/24 = x. x.x.0/32

iR

(ZA ) BALURMHARAR
BERRETHNBERT AMI
ID., BEIXENEREERR
&= Amazon Linux 2, INEFH
HWERR , F2REE RES B
#& AMls,

AREREEBR BTN
- E 2

IP 31t EF iR S PR FIEE R
BRER, BALERB2®
E T ClientlpCidr,

(ER ) ARFFEEFIE
SEFHPH Web Ul 7 SSH
B IPs REZEFEFE,

(BR ) BALEHSER
5 ARN , B AT

FIREEE RES $E 17 K7
EAG, NEREET B
WA H I RR.

PATERSEE 2 VPC B
P,

ZEY true LASHE H M HAFR

BNEHFEHSE (BHTE

REELNETBEE ). HRE
ERFIFEBRERFINIE
FHIREY false,

SR BMBER
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EAEE

M

B8 4

LoadBalancerSubnets

InfrastructureHostSubnets

VdiSubnets

ActiveDirectoryName corp.res.com

ADShortName corp

LDAP E DC=corp,DC=res,DC=
com

LDAPConnectionURI

iR

EEHFERERBNTE A
RAEES  ZNEDMETHE
Bo A E ERFIERAER
FHHEE  FEELE T
. HRFERRRARFIH
HE , FEELR TR, W
SRONER B HE B 2 T 18 R
, mENFTEEEUNIERR.

FEEBERE T EEREBNTE
AAEEF , EINEDHERL
BT, MRNDEEER
ByERmE , FEINAEE
BYMNEE,

# VDI ST ERARMEBH T
B AEES , EINEDRHE
B FRER, WRINEDEEME
BEVEBME , FENAR
BEEUMIERR.

ERH B &HIBEE. EXEE
HEAOBELERER.

ERPEENEEERE, Bt
B4 NetBIOS B,

LDAP FEE R E &R LDAP
S

Al E A R B #EY = HEE AR
FEMNE— |dap : // BB, W
RIGFEATER AD REZE R
LI EIR , BIAAER

ldap : //corp.res.com,

SR BMBER
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M

B8

ServiceAccountUserName

ServiceAccountPass
wordSecretArn

UsersOU

GroupsOU

SudoersOU

SudoersGroupName

ComputersOU

DomainTLSCertifica
teSecretARN

faRR

ServiceAccount

RESAdministrators

B
ik
RRERE AD K IR IRFHY

EREER. WIRFXEER
£ ComputersOU A3 37 E fi§
MY 17 ERHE,

RMMWE ARN , Hh3E
ServiceAccount L X F 2
5o

AD AR By fE A & BV AR
B,

AD A EL 2 BBV R E
i,

£ ¥ksudoers AD ARV EE
fiL,

BiEsR , HhaosaERE
BF¥11T{E 88 = EHsudoer &
BRENFEERE , URTE
RES tEEEESFEEN
FIEERE,

AD AT E RS IO A BB
B,

(B ) RMHASE TLS B
W2 ARN , SABUHE AD B9
TLS &,

SR BMBER
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EAEE

M

B8 TR

EnableLdaplDMapping

DisableADJoin False

ServiceAccountUserDN

SharedHomeFilesystem|D

CustomDomainNamefo
rWebApp

CustomDomainNameforVDI

iR

SRTE UID M GID 552 H
SSSD E4X£ | E2FH AD £
MEERTE. %A True AEH
SSSD E4# UID # GID ,
HERA False LAER AD 12
£/ UID #1 GID, EAZH
BRT , LBBEXRES

True,

% EBHIE Linux E4 A B 8
Wi, FBASBEAR True, &
Al , B3R & False FWTEEREX
Eo

B SR RERBIRFERE
KB &7 (DN),

AR Linux VDI E#z LB+
BERRHEM EFS ID,

(B ) Web AO#us AR
RMERS Web o EREN T
s,

(iEA ) Web AO#A R
RERS VDI B EREN T
.

SR BMBER
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ERAEER

B8 i

Xa

ACMCertificateARNf
orWebApp

CertificateSecretARNforVDI

PrivateKeySecretARNforVDI

5. B Create stack (B HB) LI BHE

B LATEARBEAE /Y AWS CloudFormation £ 4
CREATE_COMPLETE #R&E,

/NN

HER2 . F—

EmEERNEINENIRFR &
A ERE TR,

Rt B AR,

iR

(EA ) ERARRERE
EREEMIH amazonaws
.com FFEE Web FEAE
RN. BALNEHBTFRAEE
R, MRENBT B
{LASBEIR , IEREEEL
BIR , BALATE res-bi B
e PR B ERA. RE
EEEZ% Web EARXELR
#& , A2H EHEEE.

(iEH ) Ikt ARN RBEFHE
Web A O AEBEHL
B8R, WREBABEB{LIED
BRBEAOMBLRESEERE
& B LATE res-bi 3B A H
REIEBETHEILE,

(#A ) It ARN RBE/HE
Web AORIEBENILES
w, WREZRBBIATER
REAOMLEHERE |, &9
LAE res-bi By % 5]
BER TR E,

IEEREE AR 60 T EAKE

ERIEESEAERNETFEMA. £/ URL ZBAEHIRE , AHt

SEB2. . E-REA

39
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[EXTERMAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message Help @ Tell me what you want to do
E 4 = ToM EL] = Rules ~ (]| ed OFind )
IS Ignore m |v_| M F’| F=] Mecting T asana o Manager o |v_| ) C)\
éJ éJ — B Team Email ~ Done Onehate (% DD ax I Related ~ A
p Junk ~ Delete Archive Reply Reply Forward Eﬂu Mare ~ €5 Reply & Del -% c N = Move Mark Categorize Follow | Translate Read Zoom
| Al eply & Delete reate New «  [BActions~ | Unread  ~ Up~ vy Select~ Aloud
Delete Respond Quick Steps N Move Tags ] Editing Speech Zoom A
[EXTERNAL] Invitation to Join RES Environment: res-test
e - B Repl: “ Reply Al — F d wen
no-reply@verificationemail.com O Reply © Reply orer
7o | Man 10/16/2023 12:35 PM

| CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.

Your temporary password is:

You can sign in te your account using the link below:
https://res-test-external-alb-801427597.us-east-1.elb.amazonaws.com

RES Environment Admin

E—IREBAE , IBALUE Web AOMBILFERE RELUER ST SSO #HER, MENPBRIEERED , F
20 HEEM., mER , clusteradmin R HIKIEIRS — S UFEHAECREBEVER , WKFEARAE
RPFEXEEREREELER , cEEZATERGBHESRIBEME.

HR2: E-REA 40
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EHEm

Research and Engineering Studio (RES) EMEEMEmMN B ZE , BURRIRAEH R EEEMER
EEW,

RES A BHIAERNRAERH LR, TBRAEAFNA , RERAERFZZNEFR. B
M, 2024.01 lREM 2024 &£ 1 ARITATERA ; 2024.01.01 IRBZRAVREREER,

ES |
- FEREEH
« RERAERH

EERAER

Research and Engineering Studio fEARBRZER EHH RES RIREBRERHN , MAFEXE
MIRBEERE,. BEAUUFEAKEFRRAIBNREBRENES , ARBMASERE,

B EERARIMRAN RES EXMEAVIRER

1. BIBHIREMNMREE, 5528 the section called “Z I REE”,

2. FRAFMAEFRIE RES, FHZH the section called “FTEE 1 : BB ER",
3. BRBEAZTCEHWIRIE, 520 the section called “E F1RER",

4. BRBAIEERRBCHRIEBBRETIRE.,

NN

BN RESHAERAEN , FTEEHMNTE, SULUEHREMN RES HE S EEFHE AWS
CloudFormation &4, ZFZF # AWS CloudFormation Z8i , %% T HEl RES RIEBMMA, &
A] LA S35 Y R 5B 3% B AR A 4R 5%

{530 : "Description": "RES_2024.1"
EEETRERAER

1. £ P TERHFH AWS CloudFormation &i45the section called “45EE 1 : BREIE TR,

2. ¥ https : //https://console.aws.amazon.com/cloudformation BiEX AWS CloudFormation &,

FERAERH 41


https://console.aws.amazon.com/cloudformation/

#5EEE T2 Studio EREER

& Stacks A , ERWIBMFEHE, CEKETRA <stack-name>,
EEFEH,
EEEK B RTE A,

&+ ¥ Template source (EZAIR) , ##F Upload a template file (L EEAER),
BEREERY FEETHNER,

EEEHBHMEAL  BET Y. ELEEEFHZE.

EREHEBREL BET -5,

10. fE#B9 <stack-name> B , BIEER,

© © N o 0 kW

REMRAE S 42
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BREEEM

B E] LAfE AWS Management Console £ £ AWS ZE fm L #BRZ 2 Research and Engineering
Studio AWS Command Line Interface, #&%EF B BRI ZE RE I Amazon Simple
Storage Service (Amazon S3) #EFiriE., NREECRTFERENER , KERTESEEBMER

<EnvironmentName>-shared-storage-security-group.

f£A AWS Management Console

1. & A AWS CloudFormation £ &,
2. EEEELE  BEHMERNZEHE,
3. EIF MIER,

£ AWS Command Line Interface

¥|# AWS Command Line Interface (AWS CLI) RBELEWREDTH, MELERP , FSEAWS
CLI  ER#&ER) PR ER AWS Command Line Interface. #&8 AWS CLI AItEA B ERES
DEEREESNEEESRSE , BT IG5,

$ aws cloudformation delete-stack --stack-name
<RES-stack-name>

fiflBr shared-storage-security-group

/A Warning
EmARESREFUERRG , UBLEEABERER. IREEEMRZEFHEAMEEBNER
R EERBRARENEMERBERKAMER. EREFHOERNTEERNERE RGN L
o7

1. & A AWS Management Console , ¥7E https://console.aws.amazon.com/efs/ : // BRI Amazon
EFS £ &,

2. BREZ <RES-stack-name>-shared-storage-security-group HHEIBIHIFTIERERR K. IE , &9
DR ELERRRENERGS —ELx28E , UHEEH,

f£F AWS Management Console 43


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/

#5EEE T2 Studio EREER

3. &EAAWS Management Console , 7 https://console.aws.amazon.com/ec?/ : // BIRL Amazon
EC2 EE f= =} IZ o

4. MBR <RES-stack-name>-shared-storage-security-groupo

I B& Amazon S3 FE1ZETEE

IR IEREMBER AWS CloudFormation BB IEZNERIER  HERSREAREBEREILMN
Amazon S3 FFITR (ARTEEENAEBEFHE ). BREZEERE K NRETEEREBER &
AT AF EMIBRILL S3 FEFETEE, FBAKRR T SIS BRMIBR Amazon S3 REETER,

1. & A AWS Management Console , Y7 https://console.aws.amazon.com/s3/ : // BAEX Amazon
S3 A,

BEEKFH ChooseBuckets,

# % S3 fffEstack-namebrHg,

BEEUE{E Amazon S3 fFETRE  AREEZH, KX ARTEEEARETE,
BHE S3 RETFATRE | AREBRBEMIBR,

o ~ w0 b

ZESH MKk S3 REFEE AWSCL, FHITTHHS :

$ aws s3 rb s3://<bucket-name> --force

® Note
--force I EBEEHRNEANWREETE,

M Amazon S3 fE1FETEE 44


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/s3/
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HHRETE R

LHABIERmARMERIEHBBERNIET , RPWNMAE P BFTIE AWS EfMm LA Research and
Engineering Studio 4,

eS|

- EEMEHENFE
- B TS

« BJ ACM EE

* Amazon CloudWatch Logs
« REBEIFFARRE
- XX RES Fi#& AMIs

ERFEREMEE

Research and Engineering Studio A LAEF{E{T SAML 2.0 A S o iRHE ., MREFHEHINEERE
& RES ST EIFE A IAM Identity Center , 5528 £/ IAM Identity Center 52 EE —& A (SSO), R
#EBCH SAML2.0 HASDiRME |, F2H AE -8 (SSO) RELNFHREHEE,

F&E

+ {8 IAM Identity Center ¥ EE —& A (SSO)
- RE—FA (SSO) RELN G riIRHE

- RECHENER

£/ IAM Identity Center 3R EE—& A (SSO)

MR BREREEEEIZE Active Directory W& H 4 |, BR FEHRIR 1 BEFHH L. MREEH
EEZ & Active Directory BN F o0 , Bt MBI R 2 . BREES 5P 0.

(® Note

MREEILEE AWS GovCloud ( EBIFEEP ) B , F5E AWS GovCloud (US) 3FE
Research and Engineering Studio #9% Zl[E#RF FEEE SSO.

EEMREMEEE 45
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SB1:RESDHD

B A IAM Identity Center

1. & A AWS Identity and Access Management £## &,
2. BARX Identity Center,

3. #H Enable (BUA).

4. EEUEA BUA AWS Organizations,

5 EEGEE.

(@ Note
ERELVREEZE Active Directory KR [EiF,

#& 1AM Identity Center E#RE 2 & Active Directory

A IAM Identity Center 2% , BT A TEZRNREL R -
1. EBEBEEED , BEERE.

EE7RET , ENEE K RREEEESH KR,
EREE®T , EREMNAB &,

EHR—F_ﬁo

BEZNEEACCEPT , RAEEWIBDARFBA
ENEE S5 RKR.

© a0 > W b

A EREMEER D 2 & 5 o

£ PATEEER IAM Identity Center iE#R E 2 & Active DirectorySe % , EHHIRZ BHEREIRE.

1. HEREED  EHFAKLIERE,

2. HREBMEMSGH  BWT-—F,

3. EEREERT  WALERSHNERE.
4. EERTE,

& A IAM Identity Center %7 SSO 46


https://console.aws.amazon.com/iam

HRE IR Studio A% ER
5. EWMT—%,

6. MRMELHEE K ARRENREFAER.

7. BSEFURFELIENKE. NREBINEBECAERFRINESTALS , FENEERS,

RRAERE

1. fRIBERT  EHERE.
2. ERCLERHBAGEIEN (£RE),
3. EHRAEAERFH.

SBR2 . BREFHHD
£ IAM Identity Center FEREEARER

1. BAEX IAM Identity Center £32 A&,

EREARER,

ERFIEERRER,

ERERFHRET , BRRBERENEAER,
EEARINEET |, EESAML 2.0,
EWT—%,

WALEEANETEBAIER,

£ 1AM Identity Center FH#EE R T , 3 IAM Identity Center SAML A ERERNERE, FH
RES A O#LERE IAM Identity Center B | IS EE N IER,

9. EEAEXBMUT , W ALNWERAREXRE URL, flfN <your-portal-domain>/sso.
10. EFEEARRX ACSURL T, ## RES AWM AEHER URL, RESKRILIER

© N o 0o bk~ w0 b

a. HEREEET , BER—MKEE,
b. EEFHFRHEERSIER.
c. HE—EAT,6 £8#%KE SAML EfE @ URL,
11. AR SAML BRT , B A Amazon Cognito URN,

EEEIT un;

a. 1 RES ACMUABR—RRERE.

& A IAM Identity Center %7 SSO 47


https://console.aws.amazon.com/singlesignon/

HZREE TR Studio EREEmR
b. EEIRMERSIEET , KEFEHAELE D,
c. BERBEEIDFHEELFS

urn:amazon:cognito:sp:<user_pool_id>

12. B A Amazon Cognito URN 2 # , FEiZEUE R,

ARE R AR T Y B M ARG

—

#¢ Identity Center FRAFF2 L EAR XN FMHEA.

BEEME , RRIZEUREB RS,

EEXEET , WA ${user:email}.

%X T , BE emailAddress.

12 EHT I B M RS

EEABRKPHERAEZEBMT , WA email.

£ IAM Identity Center Flt FREHFEAEBENRHNT , @A ${user:email},
ERRXT , WA TREEL .

ENRTEE,

© ®© N o g bk~ w0 N

£ IAM Identity Center Fi4E A EF B EERARER

1. 1t Identity Center TRV EABRXNERERAE , AR BEFEREAE,
2. ERLERREARXFRNERE.
3. EEUBRERAE.

£ RES REHELE |IAM Identity Center

1. EREBEEETHHEMNIRE Studio RIFF , HE—MRERTE.

2. BB DRMHERSIER.
3. EE—EBAT , EERE REZE ).
4. FFATIHIEHREETRE :

a. 1EIE SAML,

b. ERHEERWT A WAEREZTHER,

& A IAM Identity Center %7 SSO 48



HREIRE Studio (R
c. EHUMAFEER N HinE URL,
d. EWALE HEERMN URLTE IAM Identity Center FEZEEAER .
e. ERHEEFHHEMET , @A email,
f. EERXR.
5. ENEBEAYHREREESERABEMA,

RE—FA (SSO) RELNH DIRME

Research and Engineering Studio E2{Efi] SAML 2.0 7R HEES , UBRBFEHAEY RES ADH
WL FEL, EESBRREMHESIEIEN SAML 2.0 5o RMEREWER. MREBEFEA IAM Identity
Center , &2 B the section called “£f 1AM Identity Center %€ SSO",

® Note

FHENE FBHLERTS IDP SAML ZBAA Active Directory, BEEAS G oI EEE Active
Directory i#43 , W EHIRELS FEHRE.

ES]

- RELHWS D RHEE

« FXJE RES LAMEREMN & 0 RA4tE

- EFREEREPREENI I RHEE
- {888 SAML IdP RRE

RELZNE D RMEE
AERHBRES ST RHENS R , HFEERE RES Amazon Cognito R EEENEN.

1. RES RE&HE —{E AD (AWS ZE AD B RME AD) , HEAES D AFFFEH RES AQMHLFE
R, BB AD ERELN S RBRME  URASERETD. REGIRBHENMG , UTH
W{MiERE AD MRS ERAES D, Hlin, FSEAWS IAM Identity Center ( FEREIERE) FHER
Active Directory 5 & 2 R

2. EIEN B REE (dP) F5 RES 3RE SAML 2.0 EAREN, HHEETETISH

« SAML EFE M URL — IdP I REix SAML 2.0 Bl FELR IRFEIREHEEM URL,

BE—EA (SSO) RELHEHEHE 49


https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html

3R EE T2 Studio

ERAEER

® Note

B¥% IdP , SAML E#7i& [ URL AREEREIM BT :

- FEAER URL
- BIHBER (ACS) URL
« ACS POST %4t URL

£ZEHE URL
1. LIEHEE clusteradmin 9% A RES,
2. BEEFBIEEE - —BRTE > BoEME,

3. #EiF SAML EfE M@ URL,

« SAML & URI — RIFIREE IR SAML HREEHMKE— ID,

® Note

Bi% IdP , SAML B URI AIREETEINERE !

» ClientID
- EARER SAML R
- SPEEID

AT BN R R A,

urn:amazon:cognito:sp:user-pool-id

EHEH SAML HFR URI

1. EE B clusteradmin %4 & A RES,
2. EBEBEFRIBETE 5 —RRTE > BoEME,
3. EEMFHAEEREID,

RE_BA (5S0) RELH B HEHRE
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iRESE| RES By SAML BRAXAR TR/ ESTREAERENE FEH bt -
- SAML E#5{ NamelD
- SAML EF#H4

4. B0 |dP £RIBMHERE | BEB/ESHIEE SAML BH, RES EE S, RIBTER , AZ&H
FEEeHEEANELEHY, MRENKERTE , F2ETHH @ ANE,

« AudienceRestriction — §XE A urn:amazon:cognito:sp:user-pool-id. £ Amazon
Cognito fEA&EEER ID B user-pool-id,

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

« EIfE — InResponseToiRES https://user-pool-domain/saml2/idpresponse,
Amazon Cognito £ & £ ERHEHEBEUR user-pool-domain,

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454T04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

* SubjectConfirmationData — RecipientfRERENFEAEE[Esaml2/idpresponsein#h
FMInResponseTolR#E SAML 3K ID,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454T04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

g RERTHIRE :

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764Th96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

BE—EA (SSO) RELHEHEHE 51
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<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</

saml2:AuthnContextClassRef>

</saml2:AuthnContext>

</saml2:AuthnStatement>

5 R

181 SAML FERREXEEH URL 81 |

0N

B0

HHERES : <domain-url>/saml2/logout,

E 84313 URL

1.
2.
3.
6. IR

L& EH clusteradmin &% & A RES,

BEFREEE > —RETE > FOoRME,

EEHSE URL,

1B 1P ZZH BRI/ R E N E Amazon Cognito BI{S{E , 58 T Amazon Cognito B/ &

70N

Wik H EEEEM 1P,

MEHBERRE

R

£ APF9 AWS Management Console® BBt Amazon Cognito £# &

BRENERERE, SNERERERZR res-<environment name>-user-pool,
i##Z Sign-in experience (& A &E) R5|EH.

EBE B REEZARERY , EEREAEERR.

Cognito user pool sign-in o
Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user
pool.

Cognito user pool sign-in options User name requirements

User name User names are not case sensitive

Email

Federated identity provider sign-in (1) nfo @ ( Add identity provider ) [ View signing certificate )]

Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID
Connect.

[ Q' Search identity providers by name ) 1 &
Identity provider A | Identity provider type v | Created time v | Last updated time v
@) idc SAML 2 weeks ago 3 hours ago

RE—E A (SSO) RELMEHEMRE 52


https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
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ERAEER

&0 AR R R BB 2R ER IE Active Directory IDP, ¥38 relying party trust , ARBAL

KFEH K SAML &,

(® Note
IEETFE AR Keycloak 1 IDC,

5. EFH*EE_tnX ;T-'DEK ﬁ y
FAT.

ARE RES AEREN S 7 RHE

TR RES ME—BARE

1. LUEHEE clusteradmin 49 & A RES,
2. BEEFTREETE > —RERE > BoRMESE,

Environment Settmgs

vironment se!

Environment Name AWS Region

res-gaenv1 us-east-1

General Network Identity Provider Directory Service Analytics Metrics

Identity Provider

User Pool Id
1_reuFsm8SE [4

Provider Name
cognito-idp T

Domain URL

[ https://res-gaenv1-9d4688cf-5¢14-48d0-930f-
ce96d346a24c.auth.us-east-1.amazoncognito.com

Managers Group Name
[ managers-cluster-group

Single Sign-On

SAML Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazancognito.com/sam|2/idpresponse

Status

3. HE—B2AT , BEREENESNREEET

78 N8 SAML 2.0 FERREX P EER XML = URL, &AL T —HiF

§3 Bucket
[ res

CloudwWatch Logs

Administrators Group Name
(3 administrators-cluster-group

Provider URL

[J https://cognito-idp.us-east-1.amazonaws.com/us-east-

1_reuFsmB8sE

0IDC Redirect URL
https://res-gaenv1-9d4688cf-5¢14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

, AFRE B ABREE,

RE—BA (SSO) RELN HDIRME
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12

a. #H¥HTRHEE  EE SAML
b. ERMERBD K WAFTRHENE—ERE,




#5EEE T2 Studio EREER

(@ Note
FRFIHMERTIEHE
» Cognito
* IdentityCenter

c. EHEEMNHRET  EREENEEY HEFREER XML X4, St oREER M
URL,

d. SHEREEEETFHUHBMN , WANXFE email,
e. EEREX,
4. EFHARERTEE@E. NREETRE  ASBHAE-—-EA,

HEIFEERBEFRELN S HRRHEE

MREERRANABERIEIFEE RES I]RE , 4§ IAM Identity Center FRE BEH & 7 214
E BB ERETRAN S 7RAE , Sl Okta, RES SSO MAXRESER={EEES Y :

1. fEEEE — EEBW

2. FRERNHE URL — ATBMEDR

3. REMEFEHHEM — AR

BEBUTRERHNREEETEBHEN ST TIEE

1. B1#E Amazon Cognito &,

2. REBEH  EECRELRE,

3. EELNEREERUBRGERAEEENE.

4. REABRRSIER , e s RUEBZALRBMEREN T DREE,
5

—RME K BRFESEFFREN , UREBUERFRFTE, FEEFBUERS , FEERE. &
EFEHPEER NG FEERRPEER,

BE—EA (SSO) RELHEHEHE 55
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ERAEER

Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.
Metadata document source Metadata document endpoint URL

Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

6. WMRBIFEBHEME , BIFEZEEFH DynamoDB Hfi<environment name>.cluster-
settings&Rl&,

a.

b.

d.

B DynamoDB T2 & , AR LEBEHBREFER K,

SHIWi#H<environment name>.cluster-settings&RK , AR R BENRERPIR
BHRREAR,

ERESIEREET , EEHERGELBATISEH
- BHEBRE — key
« { — identity-provider.cognito.sso_idp_provider_email_attribute

BEHT,

7. EEEHNEEBET , 2Hidentity-
provider.cognito.sso_idp_provider_email_attributeF&H , REZBEHFERERE
8, BLIFE B TE Amazon Cognito FEVEE,

BE—EA (SSO

RELN S D REE

=
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I ¥ Scan or query items '

[ O scan ] [ O Query ] |
Select a table or index Select attribute projection
[ Table - res-jan19.cluster-settings v ] [ All attributes v ]
v Filters | §
\ 4
Attribute name Type Condition Value

[Q key X] [ String v ] [ Equal to v ] [ identity-provider ] ( Remove )

Add filter

-
Run Reset
~
{ (® Completed. Read capacity units consumed: 13 X
y.

Items returned (1) Edit String D ( Actions ¥ ) ( Create item )

[ email ] 8 1 € X
o
Enter any string value.
|:| key (String) v | version v
O identity-provider.cognito.ss Cancel T > L 1

{5#5 SAML IdP B

SAML Eiftes — AT LA Chrome BB L EFR IIRERIEHE SAML FERI & SAML ZHAE,
WMEFMEES , 52 Chrome Web Store 8 SAML B}z,

SAML A A BT E — Onelogin 12 AT ARRE SAML fRISENITE , WME SAML BHFPHMLE
WL, WMEFMENR , 5528 Onelogin #5 EH Base 64 Decode + Inflates

Amazon CloudWatch Logs — #& B LAfE CloudWatch Logs F#Z RES HASREEHERREEL. &BW
HEMNREBERNAE WHEEE R res-environment-name/cluster-manager,

RE—E A (SSO) RELMEHEMRE 57


https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php

#5EEE T2 Studio EREER

Amazon Cognito X # — 1% SAML E& Amazon Cognito BEMFEME , 52 E (Amazon Cognito
HEABER) P SAML SoRUENEEFAEER.

REMEHENER

1. #®AWS Directory Service E#E & H , BIEFEMEHEMN B #.
2. EBREIDERT , ENEREAEER.

3. EEFRAZEYRAFEE.

4. EHERER.

= RVAR R b

MREEANREFAE , AIFEREFRERIEA DM Web M VDI #5.

® Note

MRIEELEREE AWS GovCloud ( XEIFEH ) BHE , FELEBBLARRERENER D E
[E#R S P ERE Web EAREAM VDI Fi8E,

1. BIRX Route 53 £# &,

SREEUNMEE , RABRBEEVUCK,

B A ‘web' B HER.

B CNAME #ERFCEHEE,

$HEME , M ALEYHRE FEBAPRBINERS.
BEEVRLHE,

EEE Y VDC HyFcsk , FEHEEN NLB thiit,

N o g M b

a. BIBX AWS CloudFormation 2 &,

b. & <environment-name>-vdc,
c. BEZRIFE <environmentname>-vdc-external-nlb,
d. % NLB &% DNS &7,

8. PBARX Route 53 £ &,

REM-RAENTR 58


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/route53/

M T Studio ERERER
9. ESRENER A6 RBEBEFEIULH,

10. HREHEBT , WA vdc

11. ERRHEET |, EE CNAME,

12. ¥ NLB , # A DNS,

13. BEEV K.

2 ACM BFE

BIRFEER , RES S AR amazonaws.com EEARX AR FHaR TFEE Web AOHY, BEMEA
BECWREE , REERTELEMTK AWS Certificate Manager (ACM) FEREIA%E SSL/TLS BHE.
MBHEHEH ACM , BRI EERHBASH AWS HERERE , UNBEFHM Web RIS #
#9 SSL/TLS B\i&E,

® Tip
MREGERBABERREEY, , AIEERE REBNIEREEBPortalDomainNamel¥ | £
R A BB IZBNBEE LA ER,

HEEVBFIEENER

1. & £ ABIRLAWS Certificate Manager AFER A BB . WREEHE AWS GovCloud ( EEF
8 ) PEE | B GovCloud P EIEIRE HE I BE.

BEBERLERE K RREET S,

EMWIFBBT , K *.PortalDomainName#l KB PortalDomainName,

ERFEHET , 1B DNS BFE.

BEFR,

RBEFED , ARAEERNEE. BEARESESFERIMAMRRE,

o a0 K~ WD

(® Note
MREZBRIACHBE  FENBETE,

7. BTUTHEE—E:
. HEXE

B ACM BF %9


https://console.aws.amazon.com/acm/home#/certificates/request

#5EEE T2 Studio EREER
REBEFERBENBRFMETS |, B1ZE Route 53 FEVUCHK. BENREEEFACD
170
«  GovCloud ZpE :

WMRIEELRE in AWS GovCloud ( XEIFEHR ) , FHEHE CNAME &RAE, XD IRk
F ., R BEELRRERSTRMMNGCE. BENREESERE T,

8. HEHFHIRE ARN LU A A BB BACMCertificateARNforWebApp,

Amazon CloudWatch Logs

Research and Engineering Studio £ Z& B CloudWatch 23 T3 H5FE#H., MEFEER
B K #F2ETXR:
CloudWatch Log &#H Retention

/aws/lambda/<installation-stack-name>-cluster- K418 &f
endpoints

/aws/lambda/<installation-stack-name>-cluster- KB HA
manager-scheduled-ad-sync

/aws/lambda/<installation-stack-name>-cluster- 7k 8 &f
settings

/aws/lambda/<installation-stack-name>-oauth-c =~ KA i8 &f
redentials

/aws/lambda/<installation-stack-name>-self-si KTIBH
gned-certificate

/Jaws/lambda/<installation-stack-name>-update- KB HA
cluster-prefix-list

Jaws/lambda/<installation-stack-name>-vdc-sch KB HA
eduled-event-transformer

Amazon CloudWatch Logs 60
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CloudWatch Log &#H Retention

/aws/lambda/<installation-stack-name>-vdc-upd KB Hf
ate-cluster-manager-client-scope

/<installation-stack-name>/cluster-manager 3 @A
/<installation-stack-name>/vdc/controller 3{@EA
/<installation-stack-name>/vdc/dcv-broker 31EA

/<installation-stack-name>/vdc/dcv-connection- 3{@EA
gateway

MRGAEESTE AFHEANTERRSE , B LEIE CloudWatch 324 |, WK BIE/RE CloudWatch
Logs P2 F HFERHMRE.

AE BRTFF AT SR

1 2024.04 R , B AEEEBEZBIFIRRKIEN RES BYN AR, HEJFFAR
BRAILAEZ A RES AWS CloudFormation R —E 45 , FERAEFFAIRRH ARN fEA
IAMPermissionBoundary 88 M — &7, MRLBEREZH , AIFSHEEM RES A& LREFAR
BR. A TR RES SEREMENEEZE., BRESFEEANEMT T RRAEART T HIEHE

[
{
"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",

"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",

RERI AR o1


https://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend:*",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

REBFFFASRR 62
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"drs:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",
"ec2messages:*",
"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
"firehose:*",

"fis:i*",

"fms:*",

"forecast:*",

"fox:i*",

"geo:*",

"glacier:*",

"glue:*",

"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",

REBFFFASRR 63
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"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
‘mg:*,
"neptune-db:*",

"organizations:DescribeOrganization",

"osis:*",
"personalize:*",
"pitt,

"pipes:*",
"polly:*",
"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",

"redshift-serverless:

"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb53:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"3 x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",

REBFFFASRR
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"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

X E RES Fi#& AMls

AaxX

£/ RES-ready AMIs , BRI LAE HE] AMI LTEALRRERIEHTER VDIs) B RES AMIs FE 4k

. £ RES-ready AMIs A] & &£ A FE S REREHY VDI #{TEREMERE. A EC2 Image
Builder , AL AMIs BE WM AN NEEMEER, NMERGEER[/NFMER  F2RRGESES
ERAEER.

FRIG Bl , BYBEAEBZIMRAH RES,

ES |

{5 IAM B8 LUFE RES R

# Y EC2 Image Builder T4
X452 H EC2 Image Builder #it /5
E%E EC2 Image Builder /%
RERGEESRMEEE
HITRGEERREEE

£ RES HFEMF KBRS

5% E RES RiiE AMIs
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
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% 1AM A LUZE RES IRIE

ZE#/ EC2 Image Builder 7E RES IRIERT , BABETHIEHRE A RES-
EC2InstanceProfileForimageBuilder B9 IAM A, MFEBRERE IAM ACUERGEESRFFEHANE
A, ESH (MBEEREAEREE) BB AWS Identity and Access Management (IAM),

LHABEE

- [SENRIERZIE Amazon EC2 fR#&
- AmazonSSMManagedInstanceCore 1 EC2InstanceProfileForimageBuilder B %
- BEBFEEE RES RiE 2 HMR DynamoDB # Amazon S3 ZHUER BT RES BUR

(WBERALUREFZERRIEFF RBRBUER XM, )

EENRBRER

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
}
"Action": "sts:AssumeRole"
}
]
}
RES BUE :
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",
"Resource": "arn:aws:dynamodb:{AWS-Region}:{AWS-Account-ID}:table/{RES-
EnvironmentName}.cluster-settings",

"Condition": {
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"ForAllValues:StringLike": {
"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*"

]
}

}
I
{

"Sid": "RESS3Access",

"Effect": "Allow",

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::{RES-EnvironmentName}-cluster-{AWS-Region}-{AWS-

Account-ID}/idea/vdc/res-ready-install-script-packages/*"

}

3 EC2 Image Builder jt#

B (REEEFREAEERM) PHET  CRARBEBERFEAEY K,

BABRY T FAER

1. SHEEE  BEEE,
2. SHERBIEERE (OS) , iBFE Linux = Windows,

3. HEAHERE K MAEERMNERE , HlW research-and-engineering-studio-vdi-
<operating-system>,

4. BWATHRRAEGRS  WRFE b HTE R,

EEEXHF , BATIERER, MREEIEMER , YAML ERGESZH , MAKATEER
R,

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0
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#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:
type: string
description: RES Environment Region
- RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest'’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
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destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install_post_reboot.sh'
- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#
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# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-windows
description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
AWSAccountID:
type: string
description: RES Environment AWS Account ID
RESEnvName:
type: string
description: RES Environment Name
RESEnvRegion:
type: string
description: RES Environment Region
RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
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destination:
'{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
- '"Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0

6. BIMAMMERRR 6 RREEFEIUTH.

58K EC2 Image Builder B2 5

EC2 Image Builder B A B EREARRE , SMIAR Y IRGHER | SUREHEH —HETHREE]
BRER , WHERE — I NTRHAAELF, BAABRNTERE T |, UEALERN RES MEBMEKMEREBER
AMI, MFEFVFHAER , F2EREEE S,

RES <& T HIRREBAERR

« Amazon Linux 2 (x86 1 ARM64)
« Ubuntu 22.04.3 (x86)
- Windows 2019, 2022 (x86)

Create a new recipe

1. 1£ BARX EC2 Image Builder 312 &https://console.aws.amazon.com/imagebuilder,
2. EERENERT , BEREGEA.
3. EEBRVMEGHRA.
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HZREE TR Studio EREEmR
4. BAKE—NEBINRARER.
5. #iE RES XEMNERMMK,

6. HEHITERBLET , WRAFELERE SSM REREX , FRE SSM REREX, EEAEFERMN
FAEMARENEREERPRAET.

@ Note
mFEMALZE SSM REEANER , F2H .

« % Linux By EC2 #{T{EEE L FEHL K SSM KEER
- TEE AR Windows Server By EC2 #1T1EE F F B LR HEBRLZE SSM Agent

7. ¥R Linux BB |, # Amazon EEaws-cli-version-2-linuxZEETHHIEE
Bi5. RES ZH#IETTEER AWS CLI 21 DynamoDB # £ EHREER VDI 7E
#., Windows ~EZ it té,

8. ¥#®A Linux 5 Windows IRIEZE T # EC2 Image Builder T#f , AZWAEALENS
BE, THSHELENE A : AWSAccountlD, RESEnvName, RESEnvRegion ¥
RESEnvReleaseVersion,

/A Important
¥R Linux IRIE | BAURAEKLH®aws-cli-version-2-1inuxZ & o4 B 718
BT,

9. (EE) ¥i8 Amazon Z&simple-boot-test-<linux-or-windows>BIER T , LAFERR
AILARE) AMI, ERRIEER. SAERHEMASEEZRVBETH.

10. REBEZREMEAER , MEEAEMEAFENTH  AREFRIKRES.

Modify a recipe
MREFHER EC2 Image Builder Bt 5 , BAILFE T AHRERAT -

1. ¥R Linux BB |, #& Amazon ¥ &aws-cli-version-2-linuxBETHHHiEE
Bi5. RES ZH#IETTEER AWS CLI 124 DynamoDB E £ EHAEER VDI FE
#, Windows ~EE It T,
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2. ¥85 Linux 5 Windows BiE#E Y # EC2 Image Builder Tt , REBW AT AHXENS
BE, THS2HELEMNE A : AWSAccountlD, RESEnvName, RESEnvRegion #
RESEnvReleaseVersion,

/A Important
R Linux IRE |, BULAKLEHIBaws-cli-version-2-1linuxEE& T8 JIE 7 3ig
BT,

3. BRFEBETHEMBAER , MBEMEMAENTH , ARBERIES.

X E EC2 Image Builder E##5%

G LA A B REER e AR RE SR FE E MR R IR B AR A 2 BN RIS MR 2 B 2R BR 1R BY Amazon EC2 E R
M. BHEME RES £/ , B LLERZV TN EREREERE , SEARFNERREARE,

- BERVHNVERRGEAR  F2RELERRGERE.
- FEEARANERKREARE  FENMERKGHERE,

EERERBRERFEWER

-_—

Y IAM B | AR LFITE REREMN A Bthe section called “%1E IAM A& LAFE RES IR

b 4

SHEHTERER  BEFEVEF 4GB REERMNER W XERBENER AMI 18, F2H
Amazon EC2 #{T{ERER,

3. HRVPC, FREBNLZLEE A S4EAAFTRBERFERUTERBESG. EXAAHFFHR RES
IRIEM cluster-settings DynamoDB & ¥R M Amazon S3 EE/FITE,

A

RERBEERMEEE

MEZERMGEESHSERRE, AREEMAEN T, ERREEENSBRE, BEA
RES ®i#& AMIs SREMRBGEE , B NEERLFTNEE , AEARANEE. NFFHEF , F2
B (REEERFEAERRE) PRI MER AMI REEE,

Create a new Image Builder pipeline

1. 7£ FIRBRMRZE B 88 £ A https://console.aws.amazon.com/imagebuilder,
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WZRE TR Studio (&SR
2. HREEH  EERGEE.

BEEIMBEE,

WA —ER, ERER, FENEARREEEEFHTBEA.

SEHEER S  BEEARAES , ARERE FEIMNE S the section called “XEfGHRH

EC2 Image Builder Bit 75", HEFREMBEL L FHENA EMRERSE,

6. SHHERMEEIERF, ﬁ%ﬁﬁﬁEﬁ]i&%ﬁi"’jﬁﬂlﬂzuﬁzo ERZEERT , I
FIEECEH, MEFMEN , 52685 EC2 Image Builder EEREM G TIERE,

7. SHHEREWREER  EFRERANERKREAR  RREIE PEMNERREE

Hethe section called “E%E EC2 Image Builder EREEE ", RGN ERRBHFAEAERE
o

8. HHEBRBIMRE K BRECRARBERERISMRE. BHRELANVRERLN RES RIR
AWS B MR . ERARBARER K RESEEARGRERNESSTREI,
9. REAEEFMET K ARREFEVUEE

o bk~ ©

Modify an existing Image Builder pipeline

1. ZEFRRENEE , BIENFHERALUERTE PEIHWE Sthe section called “YE{F R
EC2 Image Builder B 5"

2. BERTFEE,

HITRERERMREEE

FEELARENBERG  BLARBREBEE, BEEFURFERE—/RNKRE , ERIURNIR
BRE S PR THHE,

EBUTREEE

1. REREEED | BEE PEIMWEEthe section called “5¥ EMRGE B RMEEE",
2. EHEYS , BEHTEE

£ RES R a7 Y X8 3t

1. B1E PH#E Rthe section called “ERBE HE & (AMIs) 2REF R ERBE HE B
2. st¥ AMIID , A RER <8 H B AMI IDthe section called “S{TH G2 ESSMEEE",
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o BAREEEREAEF

TERRERERE
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ERAEER

BERIR

Research and Engineering Studio

2)

v Home
Virtual Desktops
Shared Desktops
File Browser

SSH Access

ADMIN ZONE

v eVDI
Dashboard
Sessions
Software Stacks (AMIs)

Permission Profiles

res-stage (us-west-

<
Virtual Desktop Dashboard

Instance Types (1

Summary of all virtual desktop sessions by instance types.

méa.large
Debug
Settings
& B méa.large
» Envir M

Base0S (3

Summary of all virtual desktop sessions by Base OS.

Windows

Amazon Linu...

W Amazon Linux2 [ Windows

Availability Zones (5

Summary of all virtual desktop sessions by Availability Zone.

us-west-2a

W us-west-2a

L & demoadmin1 Vv

Session State (2

Summary of all virtual desktop sessions by state.

STOPPING !

) STOPPING

Project (4

Summary of all virtual desktop sessions by Project Code

project1 !

W projectl

Software Stacks (6

Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -
0

0.5 1 15
No. of Sessions

N}

W Sessions

BERIR
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THREREREERRITREEISRERR

1. BTERERE
TR BOIRRE
ERERRR

o o »> W N
it
i

A EEEAM

7. EMBEERRUEFEA.
8. EERE TR ERUEEE THEER,

T {EREER

T {EBE RS B RFTE £ Research and Engineering Studio F 2V WERSH., RITERRER , &9
DAERB AR TEPSER E A B L #T Y THEFE BR o

RES Virtual Desktops Sessions

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions eal Desktops.

( Actions v ) Create Session

@ Created ¥ Last 1 month

Q Search 0 All States ¥ All Operating Systems ¥
(-] Session Name v Owner v Base OS Instance Ty... State Project Created On

[ demoadminiami21 [ B demoadmin1 Amazon Linux 2 méa.large @® Stopped project1 9/27/2023, 8:31:50 AM
O demoadminiwindows1 demoadmin Windows méa.large @® Stopped projectl 9/27/2023, 8:38:23 AM

1. ERRE  KEEEREEEANBRURENN TERRERER.
2. BN ITEMBRAERABENRERRK

a. MBI ERER (s)

b. % 1E/{/KER THEREER (s)
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c. SAFIE /KR THEREER (s)
d. #1E TEREER (s)
e. MHH& L TIEREER (s)
f. Session(s) B/EiR&E
g BUHRHEE
3. IBIER TEMREBR BN TERE,
4. REBESTHERE , LAGRERNIEERREE,
5. BERETEMBRERIURRESHMEN.

BT TERER

BIEE T TRMEER, RREDRTHY E i = E A8 RERE R 5 Ko

2. WAFTEBEERRFHEER.

3. (ER, ) RABERERZE  UREHAHMFEES  FI0F#8 ID M DCV THEEERER,
4. BERX.

—
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ERAEER

r'

— 1 Storage Size (GB)
TAERER 4

Launch New Virtual Desktop X

Session Name
Enter a name for the virtual desktop

[ )

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(@ )

Project
Select the project under which the session will get created

[ v)

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2 v ]

Software Stack
Select the software stack for your virtual desktop

[ v)

Enable Instance Hibernation

Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

®

Virtual Desktop Size
Select a virtual desktop instance type

@ )

~

Enter the storage size for your virtual desktop in GBs

& )
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T {FBE BRFF AR E A

RIERERBES , EETERERBBURE TFEREERFAER,

RES Virtual Desktop SESSS 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1amli21

General Information

Session Name Owner State
demoadmintami21 demoadmin1 ® Stopped
Details Server Software Stack Project Permissions Schedule Monitoring - >

Session Details

RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad

Session Type Hibernation Enabled Created On

VIRTUAL No 9/27/2023, 8:31:50 AM
Updated On

9/29/2023, 11:01:20 PM

BREEHEB (AMIs)

® Note

EEE FEITIRMEMN CentSO7 EEEM#EE AWS GovCloud (US) , BEZE AWS Marketplace f#
AERNEEIRFE BFTE AMI,

e EMBRERE |, &1 LLERE Amazon Machine Image (AMIs) MEEEAEH AMIs,

BB (AMIs) 80
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R Virtual Desktops > Software Stacks (AMIs)

Software Stacks

All Operating Systems v

Name Description AMIID Base 05 Root Volume Size Min RAM GPU Manufacturer Created On

2 CentOS7 - ARM64 CentOS7 - ARM64 ami-07f692d95b2b9c8cS Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
CentOS7 - x86_64 CentOS7 - x86_64 ami-00f8e2c955f7ffa9b Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHELS - x86_64 RHELS - x86_64 ami-0b530377951178d6b RedHat Enterprise Linux 8 10GB 4GB N/A 6/7/2024, 11:25:19 AM
UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-073ff8e13d826b7f8 Ubuntu 22.04 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHEL7 - x86_64 RHEL7 - x86_64 ami-0bb2449¢2217ch9b0 RedHat Enterprise Linux 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - x86_64 Windows - x86_64 ami-0667133d0dc6089e 1 Windows 30GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - AMD Windows - AMD. ami-05df91be1d294f195 Windows 30GB 4GB AMD 6/7/2024, 11:25:20 AM
Windows - NVIDIA Windows - NVIDIA ami-00d7af9d003819a90 Windows 30GB 4GB NVIDIA 6/7/2024,11:25:20 AM
RHEL9 - x86_64 RHELD - x86_64 ami-099185fc24d27c2a7 RedHat Enterprise Linux 9 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64. ami-04ed2b27d86¢17f09 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-Oee5c62243ab25259 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM

1. EE2RSRANHEHER  FEAERRR TN BERERRRTE,
2. RERRHENERE , SRR ENFHAER,
3. EMEREMERR K FEADFIRREEER  WiSHEREREER,
4. REMERER B 26RO SR AR MR R D

1. BEFEMREHER,

2. BAFHEMBNFEEN.
3. EBEREX.
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r 3
Register new Software Stack X

Name
Enter a name for the software stack

[ )

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ )

AMI Id
Enter the AMI Id

[ )

AMI Id must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2 v ]

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N/A v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

& )

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

& )

Projects

rCIC\.t o :;\_ablc IUICLtD fUI thc :uftvval w :ta\_lr\
EEEH A (AMIs) FF FTH] 82
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EEREHERERIGER

EREUMNERHERE , SSEREREER, IREFZEVNHEUCRGHERNEEER
APAT T SIENE
(® Note

BRERREERERIGEAKRENER,

1. REEHEREEENENEEERNUREHE

i

o

2. EEDKE,
3. EERE.
4. FAERTHXEFEEMER,
5 EEEX.

B R R EA A EREREED,
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Update Software Stack: Amazon Linux 2 - ARM64 X

Stack Name
Enter a name for the Software Stack.

[ Amazon Linux 2 - ARM64

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ Amazon Linux 2 - ARM64

Projects
' Select applicable projects for the software stack

[ ")

WA BEFAER

RRBHEBEED  EERBHEEEBURAHTEN, EHEEARRT , SR ERERIFE
R,

REDRSEREERIEARBNASRE. BUUERLERREEIHBIER, VD THR
SIEREETIHMTERSEEE , M VD THERRZRSIEBRSFETETH THERBER.

BREE 84



#5EEE T2 Studio EREER

View hosts and sessions registered with NICE DCV Broker

v Home

Virtual Desktops

Shared Desktops .
VD Host VD Sessions

File Browser
SSH Access
of 1 item
O©"servers" : [ 1 item
ADMIN ZONE ©0: { 15 items
v eVvDI "id" : "aXAtMTAtMy@xNTctMTkOLmNvcnAucmVzLmNvbSOxMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQANDEYN2E1IMzgwZDU4YjIzM2I2Zjg=""
"ip" 1 "10.3.157.194"
Dashboard
"hostname" : "ip-10-3-157-194.corp.res.com"
Sessions )
"default_dns_name" : "ip-10-3-157-194.corp.res.com"

Software Stacks (AMls) "port” : [

Permission Profiles

©"endpoints" : [ 4 items
Debug ©0:{ 3 items
Settings "port" : 8443

SRHEEXE
FANERAREREEARRERERSEHENOER. ARSASIERTRAFNRE , fiW :
DCV iR M BRES

Z%DCV TERREEBTEHERNKE., ETTLERE THEMERNMRE , &1 DCV AFK
5 Web ZIE2REIR TIEM R

HERFES

ZEBERAFREEBERESNRRE.
CPU A RRE

ERS/REEMN CPU AR,
BEFE & LFTH TERE B

BRI EREERFERERAREAR VDI TEREHRE, MREAEFSNBEBILE , EASMH L b
RENERISEEEBEBFN TERR, EBTERRERRE TERRNIEFZWERE,

REREXNER

EH S E TR R EARMIRERNFERR KD,
RPN BT EREE

A AL RES REMBIHMTERRIINANEE, BREIHTERIRIIMNMATERANME,
o, MREEE 'm7a’, Bl m7a RIIWFAA X NRAILMES VDI TIEEEREE ., MREEE

'm7a.24xlarge’ , Bl m7a.24xlarge Al A VDI TERBRE, EESHERETNMESR

=
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res-beta08 (us-east-2) <

Virtual Desktop Settings

v Desktops

uuuuuuuuuuuuuuu

REEE

# RES MIREEEERT  EEMAEUUAEMRENIEEREYNEERBENRE, EERRET
BEERER, RENHEAKENTH 2B ERENREFET. EAEUTUREMBITELRE ,
LDREHERNRERR  BLEERHER. AENEAEBRAR  MASFEEMERIIRR,
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x
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i
3

&

5
s

. AR
- BER#M
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.« RE

B

°ny

- RIBERE

« Amazon S3 F1FETE

2%

ERTRERKE. BERNEENAR. ELEVERK , EUNERERTE , flINEHE,. HENRE
HE, EREFEES—HZERE , TEFIUANSERNRESR , SIMEEERNERMA/)D, Hig
B A AR R
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- BRER

- BUERE

- MEBER

- RERHMEIBEER

- BREEEHEEBHNERRRE

- FIERE A

BIRER

Research and Engineering Studio L & demoadmin4 v

Environment Management

.
PrOjectS @ Actions & ) Create Project
Environment Project Management e Edit Project e
0 Q Search Disable Project

1

Update Tags
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 @© Enabled - ¢ IDEAUsers 10/3/2023, 7:04:18 PM ]

ERERRERETANERFE, RERERKR , LT :

1. BAUERAESHURSBRER,

2. BENERE , MU LMEABENRERE
a. MEER
b. FARMAER
c. EMERER

3. BN LIEBERUERRBIFNER

T
<t

C¢ 3
1. IEEE_L-“—?KO
2. WMABRFMAEA.

HR D 2vANREBRKAR DB HEIRIZE AWS Cost Explorer Service, tEFFMMES
RMAFEAEEENRET S BER.

&"l
3
$

ki
i
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
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/A Important
HR IDEEIERIREE,

MFEEFBENFRES , B2 AEREEA,
3. (EA) MRERVEHE. NFEEENFHAER , F2H RAERNEG,

4. FEiREREN/SEEE ~='*E’yﬁ@( 'ERXNE, 3 "EXEEE,) ). IESEAGRTRINE
'f/E%EantF—.I- 7‘51’; y nﬁ/

5. BEEX.

Create new Project
Project Definition

Title
Enter a user friendly project title

( )

Project ID
Enter a project-id

( ]

Project ID can only use lowercase alphabets, numbers, hyphens (-). underscores (), or periods (). Must be between 3 and 40 characters long

Description

Do you want to enable budgets for this project?

(@ ]

Resource Configurations

Add file systems
Select applicable file systems for the Project

( ] ©

» Advanced Options

Team Configurations

Groups Role

Select applicable Idap groups for the Project Choose a role for the group

[ group_1 v ] [ Project Member v ]
Add group

Users Role

Select applicable users for the Project Choose a role for the user

[ useri v ] [ Project Member v ]




oEEE T2 Studio

ERAEER

mEEE R

E q:llgﬂy-x—r*o
EBETIRERT |, RIER
WMALKEN. WRE

2= un
*/ﬁ

/R 4H

Z0N 20N

iH-x-.r?Ko

ERARE

FSE AN UESHAET. mEE

B

PE IR IERY

AEEA , F2RE AEREEA,

BIERR.

Edit Project
Project Definition

Title

Enter a user friendly project title

[ Projectl

Project ID
Enter a project-id

lowercase a!

Project ID can only use

Iphabets, numbers, hyphens (), underscores (), or

periods (.. Must be between 3 and 40 characters long.

Do you want to enable budgets for this project?

(@ ]

Resource Configurations

¥ Advanced Options

Add Policies

Select applicable policies for the Project

(

Add Security Groups

Select applicable security groups for the Project

:

» Linux

» Windows

Team Configurations

Groups

Select applicable Idap groups for the Project

Role
Choose a role for the group

[ group_1

2

v ] [ Project Member

Add group

Users

Select applicable users for the Project

Role
e a role for the use

[ userl

Remove user
M ]

v ] [ Project Member

IR ER
tE

RITERBRER

EREREKERERIGERX

EXRTEVYNFBEHITER,

<
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B TR Studio (EE
1. AERFEHENESR,

RBERERT |, REEHERR,

BEMERER  ARBWAZRNE,

EEBRER K FRELEBRCERINBE.

LN

WA EE =AM B R

ENERR , SURAEAKRBHERIKES , MR BEREEBNERRR.

Projects @ Gaer - CEITED

Environment Project Management

Q Search
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 © Enabled - e |DEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No records

¥ BB E AN

BYSRBERE , SuAERAERERTVERBRRMEMBER, MBERNIERPHNAAF VDI
PITEERRHAFENANER , SINREEE, IAM BERNBBETSE.

FIBEER

IERTLAHTIE IAM BURRZFIER T EFE 2B HTERA VDI 7H. HEMABK , FEATIIRE
HWRRCHER

res:Resource/vdi-host-policy

WE IAM SEWEFMER , B2 IAM RRBEEAETFA,

£ S 90


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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ML RE

BB RS FHERZEHERTHE VDI STERNGENGAEN, EENAZLEE , FER
THREHFRLLEHAE

res:Resource/vdi-security-group

WMERLFENFHEENR , 528 (Amazon VPC R EER) FHEAZTLEERS AWS ERH
E

D o
1L o

<

MEREBESH

BRI ERBEST  ELEETREEERDTNAE VDI THEEER LME. RES XI& Linux M
Windows KY{E S IRRE . HWRIETHRRE , BT LURE

VDI B RITIE T

EHESEHITEM RES MMERLE ZH |, &£ VDI HTERNAERBDESE,
RE VDI BT

LB IREHE RES HBTEHERREBIESH.

BRI E TSRS .
B ISR gl
S3 URI s3 : //bucketname/script.sh
HTTPS URL (HTTPS URL) https://sample.samplecontent.com/sample
RHER file : ///user/scripts/example.sh

HREIB , FRALERD RIEMEIH.

91

gt
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘sampIecontent.com/sampIeJ ( J ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) [ 1,2 )
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[53://sample-res-scripts/sample.sh ' } [ 1,2 }
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
Add Scripts

CESEL L]
EAE

RIEATFERRSNAMAEERENSRETEERERE L, EEEESERESEEMERYBRSIE
A&, mENBRERAERENFERES , F2H HEER.

(® Note
EEERARAFATEMAERL TR, RERE  MEERAEHNFENIFEATIRE ,
FMEAERRREALE. MREAERNIFERADMRE  FtfitEA EEEZE_LIVEB%
B

ERE 92
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- Research and Engineering Studio 4 | & demoadmin4 v
RES Environment Management Users (6]
Users (©) (ctions 2 ) 02}
Environment user management Set as Admin User

Q Search Disable User
Username uiD GID Email Is Sud... Role Is Active Status Groups
* |IDEAUsers
(o) demouser2 3006 3006 demouser2@demo. No user No ®© Enabled
e DemoUsers

O sauser2 3011 3011 sauser2@demo. No user No @© Enabled e SAUsers

* DemoAdmins

(@) demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes © Enabled * AWS Delegated Administrators
* |DEAUsers
O pmtuser02 8001 6001 pmtuser02@demo. No user No © Enabled e ProductUsers

REREEE , EH2

1. BSERAE
2. ERfEAEREE  BEMABFNERRE

a. BRTEEEEEMRE
b. EREAE

BHiE

REATERESHNAMEFHEANSLREHEER L. NFEHEACNEENFEESA

EH,

3

1=

2R HHRE

~

3
$

¢

A
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- Research and Engineering Studio PaN & demoadmind v
= RES Environment Management S (6)
Groups @ Actions & ) 9
Environment user group management Disable Group
a Q Search 1
Title Group Name Type Role Status GID
[ o) IDEAUsers IDEAUSsers external user @ Enabled 4000 ]
(@) SAAdmins SAAdmins external user @ Enabled 3035
(@) AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers (3 v
(] Username uiD GID Email Is Sudo? Role Is Active Status Groups Syn«
¢ DemoAdmins
(] demoadmin1 3000 3000 demoadmini@demo. Yes admin Yes @© Enabled ¢ AWS Delegated Administrators 10/3
* IDEAUsers
¢ DemoAdmins
0O demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3
* |DEAUsers
e SAAdmins

EHERES , &wL

1. BSERAERE.
2. BEEEAEFAER A FEABFEDERRERIMAEHE,
3. ENEAERAK 6 LUUERERRKINEAEER , IREAFEAPNERE,

R
BE
Research and Engineering Studio (RES) R HFEBFERAERI BIIFURERE , URFMEFEREE

BEHBERNENT T, SEERBEMERRTAIREE . "ERKE, N "EXRBFE, | I#
HMERAR

Bel , EEEALMERAFTREERTREFITES !

1. EREEFITES "ENMERHEER,  AFEENERESEGEAENRENEEER %
RPBERR , Uk TENERRE,  URHEENERERARFERESR.
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2. VDI TEEREEHTES "BYTERER,  AHEENEREEHERFTENL VDI THEER ,
R TEM/MRIES—EERAENITFERER)  AFEENERAETEYSREERTFHMAERENT
YERE R

BREESRN  EEENUKEREHIZREERETHIFEES,
EREEFA
EHMERKEER

LR AESRTHIEESEAERERNENBREMAEIFE. TEAFBMAREF TR
ERE , WRERERMAHMERENFANEIER,

Team Configurations

Groups  Info Permission profile Info

| group_1 ¥ | | Project Owner v ( Remove )

A Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a

different permission profile

| group_2 v | |ije[1 Member v ( memove )

|:’ Add group ‘

Mo users attached. Click 'Add user’ below to get started

| Add user |

(o) D

EHMERNRE

LA AMHESRTNFEEEHRECAERAN LNBFRERANEFERAER,

Research and Engineering Studio

RES

v Desktops
My Virtual Desktops

Shared Desktops

File Browser
SSH Access Instructions
O project2 Project2 © Enabled - group_2  usert 7/15/2024, 11:45:22 AM
" * group_1
v Environment Management O  project3 Project3 @ Enabled — - 7/15/2024, 8:05:20 AM
Up_-
Projects

FFARERE 95
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VDI T/EPEER E R O]

ERAEER

By TR

PEREAFERERENERESTEERBECH VDI TIEKER, FHIBEREEIFEEE M
AEREBECH VDI TERER. FAE—ETLEIEMNKIEECH VDI TERE.

MRFEEECERAERLBEY TERRNT , AIeghtfMERAREBMNERSEZRE , 0T

N

Virtual Desktops

test2 = [cConnect

B S IR E A AR TAEFEER

RFFEEEEAEREASEER TN TFRERER, ELEAESEATERSUFFTNERSD
AEAERERE VDI TEREE.

MRFEESEAEERAHMEAERB THERRNT  EAASEER BTN TERRER
THTEREERER , TR :

FHARER 9%
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RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

v Session Management

Sessions

MRIEEEFAELIEAHMARLI ITERBNGY , HEAESEEEBTERRIEREE
B, MR

RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

EEHNRERE

BA RES BEEE , B UHT T I BEREEFIRER,

FFAIRRELE 97
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ERAEER

B 5 AT R E

R MIEE Studio FRAEH , ENEZASEERTNTAREE. EHERL , £FLE

M., EF. FIH, BARMMERET A

‘ Research and Engineering Studio

RES Perm

RERE,

Permission Profiles

<

Desktops
My Virtual Desktops
Shared Desktops

File Browser

Profile name

SSH Access Instructions
O Project Owner

O UpdateStatus

4

Session Management
Dashboard O
Sessions

Software Stacks

Desktop Shared Settings

Debugging

Desktop Settings

v Envir
Projects
Users
Groups
File Systems
S3 Buckets

Permission Profiles

BARFT AT RE N

Project Member

Create and manage permission profiles.

Description
Default Permission Profile for Project Owner
test

Default Permission Profile for Project Member

EETEAAUREERERL , BRNERBNFFIREE B,

ATAIRREME

Creation date
2 months ago
3 weeks ago

2 months ago

EHEEE

L & admin1 v

(6]

@ Create profile

Latest update Affected projects

3 weeks ago 2
3 days ago 1
2 months ago 2

, & 7] LA fm 35 = M BRI BN A

REE

98
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Project Owner Dalete

General Settings

Profile ID Description Creation date

[P project_owner Default Permission Profile for Project Owner 3 weeks ago

Latest update
3 weeks ago

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile

Project management permissions (selected 2/2)

Update project membership Update project status
U sociated Enable or d a project

@ Enabled @ Enabled

VDI session management permissions (selected 2/2)

Create session Create/Terminate other’s session

2. BENZXENERRIER , IRBEBEIERTREENESR,

RES Permission Profiles Project Owner

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 2 months ago

Latest update

4 hours ago
Permissions Affected projects
Affected projects (2)
List of projects using this permission profile.
Project name Groups Users
Project1 [4 1 2
Project3 [ 2 0

FFARERE 99
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R H AR

1. EXEBFIREEREL  EREIRERUELFFTRER.
2. BATUREEEBINHEE K AREFERTEETGIRER 2 EAEHFENFTT,

P on Profiles Create Profile

Create permission profile

Permission profile definition

Profile name
ssign a name to the profile

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project status
Enable or disable a project

Update project membership
Update users and d

rs and groups associated with a project

(] (@ ]

VDI session management permissions

Create session Create/Terminate other's session
Create a session within a project Create/Terminate another user's session within a project

MmEEET A RE R

« EFEFUREEERL , ZF-THZFENWEBRZERER  ENDF , RRZERFEREEU
ERTZAT AR ERE

FFARERE 100
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Edit Project Member

Permission profile definition

Profile name

Assign a name to the profile

[ Project Member ]
Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.

Project management permissions

uPdate prcqect membershlp Update project status

C) @

VDI session management permissions

Create session Create/Terminate other's session

@ ]

o

i BR 5% A &R E AR

- EFEFUREEEEL , HF-THZIENWEBRBERERE  BNEFE , REZIMERERER,
AR BRE MR B ERAERRFF AIRER.

FrAIEERE 101
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& admin1 v

4| Research and Engineering Studio

RES @© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.

RES

Permission Profiles

4

Desktops
My Virtual Desktops

Shared Desktops

Create and manage permission profiles.

File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
v Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
(@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions
Software Stacks 1

Desktop Shared Settings
Debugging

Desktop Settings

4

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Permission Profiles
Environment Status

Snapshot Management

FRERFT A R EAE

B8 RES EXRHFEMMETRRFTARER , IHEREEERE. (M, 2EEESTUETNE
RERNFFFURERE, ) TRETERTAREEN AT . "EXRKE, W "ERE/E, . &
IREEREEZTENERCAENTT , EEAREFBHNER ; 2RXEEESREMRERERUT
FRIAFFANBRERE,

AT HE iR HERKE ERERE

B TR BIUSHEESHI X X
ERSER. ERE

—EALAERA S

AEABLEF 3R

FLEFKLEES

M TYEREER

BYU/ARIEEMA
By TR R

EERFEBID
RIEHMERE
B TYERE B o

FARE
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ERAEER

AT A DU

EHMERKEE  EHHEERNEER
1% BREYfE A & M
o

BASERE

==

<o

BERRM

Research and Engineering Studio

RES Environment Management File System

File Systems

Create and manage file systems for Virtual Desktops

o Q Search

Title Name

ERKE ERBERE

X

@ Actions A Onboard File System Create File System
Add File System to Project

Remove File System from Project 1

File System ID Scope Provider

[ (o] FSx ONTAP for Linux fsx_01_linux

fs-0d2a998473da4bf80 project fsx_netapp_ontap ]

RERRKEE , BT

1. BESERRZR.

2. ERERRKR , FEMABFNERRE

a. RERIEMEEER
b. RERBRERIK
3. MAFHERRZR,
4. BMERIRH.

5. ERERREK 6 LUMLRFERKRMBNER , MBRERIKKFEEN.

BUYERRK

1. &#Z Create File System (BRI ERR#K),

WA ERRRNFRER,

4,

BEREX,

#€ VPC IR 7485 IDs, BAINKERRERE > RE > HBEREIFERPKE IDs,

103



ZEEE T Studio EREER

r ~
Create new File System X

Title
Enter a user friendly file system title

[ )

Eg. EFS 01

Name
Enter a file system name

[ )

File System name can only use lowercase alphabets, numbers and underscore (_). Must be
between 3 and 18 characters long.

File System Provider
Select applicable file system type

(s )

Projects
Select applicable project

[ v
©

Subnet ID 1
Enter subnet id to create mount target

[ )

Subnet ID 2

Enter second subnet to create mount target

[ )

Subnet ID 1 and Subnet ID 2 should be in two different AZs
ERRK 104

Mount Directory
Enter directory to mount the file system

V. -




FzeEE T#2 Studio

EREER
MAERRE
1. BEMARR,
2. RTHXBEFERERRRK, EEKUAEMFREFARBERER.
v 3
Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ .

[ fs-0013c7a86b6d5f79e [efs] ]

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs]

3. BWAERIKKFMET.
4. EBERX

105
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r 3
Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ fs-0edf4f076a4631d76 [efs] v ]

©

Title
Enter a user friendly file system title

[ )

File System Name
Enter a file system name

[ )

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (_). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

[ )

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

A 4

REVNEEASETERTEHENRENEIH, cESRBRE, BEEBNAEGCRREAFEN.
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, Resea nd Engineering Studio PN & demoadmin4 v

= RES Environment Management S s ®

Environment Status

Modules @

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets

Global Settings global-settings - @Conflg © Deployed © Not Applicable -

Cluster cluster 2023.10 © Deployed © Not Applicable o default

Metrics & Monitoring metrics 2023.10 @© Deployed © Not Applicable ¢ default

Directory Service directoryservice 2023.10 @© Deployed © Not Applicable o default

Identity Provider identity-provider 2023.10 @© Deployed © Not Applicable o default

Analytics analytics 2023.10 @© Deployed © Not Applicable o default

Shared Storage shared-storage 2023.10 @© Deployed © Not Applicable o default

Cluster Manager cluster-manager 2023.10 @© Deployed @© Healthy o default

eVDI vdc 2023.10 @© Deployed © Healthy o default

Bastion Host bastion-host 2023.10 © Deployed © Not Applicable o default
Infrastructure Hosts ©
Cluster hosts and status

Instance Name Module ID Node Type Version Instance Type Availability Zone Instance State Private IP Public |

res-demo2-bastion-host bastion-host @Iﬁfra 2023.10 mb.large us-east-2a @® Running 10.1.3.148 3.145.1¢

res-demo2-vdc-controller vdc @APP 2023.10 mb.large us-east-2a @® Running 10.1.129.105 -

res-demo2-vdc-broker vdc @lﬂﬁa 2023.10 mb.large us-east-2b @®@ Running 10.1.149.12 -

res-demo2-cluster-manager cluster-manager @App 2023.10 mb5.large us-east-2b @®© Running 10.1.155.249 -

res-demo2-vdc-gateway vdc @ Infra 2023.10 mb5.large us-east-2b @® Running 10.1.153.135 -

R EE

REEETHILERECARBENEBERNESF  BAE-IENERYE., EARRK , EUURERE
MRE , WRENEBREEFHEERENTIRE,

REREIE 107
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RES Environment Management

Snapshot Management

Created Snapshots ‘= ©

Snapshots created from the environment

[ Q, Search ] 1

S$3 Bucket Name Snapshot Path Status Created On

No records

4

@Oy

Applied Snapshots ©

Snapshots applied to the environment

[ Q  Search ] 1

S3 Bucket Name Snapshot Path Status Created On

No records

RRREERHE , B .

1. BRFTER I IRB R HAREE,

2. BRI, BXEEEVEEEEFNTHNRIFEER , THEIRR,
3. RIEFTEEAMNRBREMEE,

4. ERRE,

B RER
LA RM RS EFFAIA Amazon S3 AT , TRREBMRR. FHREVREFIrEMABRNE

7, F2RELFEERE. BAERCRARETRRARFHNGAKRSFIEFNGCE, HER  JLXRHERF
RV B MRS RBBAELRE
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html

3R EE T2 Studio

ERAEER

®

Note

It Amazon S3 RFRFEN A MBS T EEERTEE., SRFER T RAEERTTRE

wiEM.

EERFF A ERETRE

A w0 DN

RFEFTREEPEECBRINRBEFIR,
BEFURIERER,

£ Bucket policy (fRFETBEEER) T 5 |, #IZE Edit (fREE).

B TRIFEAX B EREFITRER, UEBACHERRELE :

+ AWS_ACCOUNT_ID

+ RES_ENVIRONMENT_NAME
+ AWS_REGION

+ S3_BUCKET_NAME

/A Important

SENRAFERR AWS, FEFMEF , 552 Bhttps://docs.aws.amazon.com/IAM/
latest/UserGuide/reference_policies_elements_version.html

JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Export-Snapshot-Policy",

"Effect": "Allow",

"Principal": {

"AWS" :
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-{AWS_REGION}}"
},

109


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html
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3R EE T2 Studio

ERAEER

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

]
}I
{

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

]I

"Condition": {

"Bool": {
"aws:SecureTransport": "false"
}
},
"Principal": "*"
}
]
}
EEBUMRR
1. 1##Z Create Snapshot (B3I RE).
2. HABEIK Amazon S3 FEEEEHE,
3. BHALRFTERBEREREFITEPHKE, Hl0 october2023/23,
4. BERXR,

110
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r )
Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (1), asterisks (¥*), single

guotes ('), parentheses (), and hyphens (-).

I 4

5. 5% 10 98E%E K EARBEELBESHEBURERE, £RER IN PROGRESS #F 4
COMPLETED 2 #i , REBHSEM,

ERRER

BURERRER  EULASZRBEAZHREUEBBER. CHFTESTNBRFEEREFTRE , 2
FPREREUR R,

ERARREERER , fINERAEF T, EX, MBHE, FUREENERRREAENRRE
WEIBE, FAEITERBRETIEEE. EARKRE  ceREesEEREHENERER , LT
EREHFE. HREENRH  RESERBEMREPEVER, HREL Wk , flntAR
Bk BEHMEAEREASENTRE , c8EAUTENRLEGEXEBNER/A

#% : RecordName_SnapshotRESVersion_ApplySnapshotID., ApplySnapshotID &iERE&E
BEERE , XEHNBRXEHAERARR,

ARREAEAYE A RESVWEERNTHAM., FRRBEEIEANERETEEY., HREAHKE
FHER , RBRESREMKERNTAM, IRAKEREEZER  ISERAHRERNERLTEYL
FEER.

REEE -
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MEFIRETMFEHAH KLY , B iwE AFEBEEPHREH CloudWatch B /res-<env-name>/
cluster-manager AEVSFHMHEN. SEAFHEE [EARK] E8. EAREBE , BONUR
the section called “IREBEE B HEMREHAEE,

BERFFAHEEREFATE

1. REFEFTREETEEEBRINRBTIR,

2. EEFIRSIEBRER.

3. £ Bucket policy (fFETBER) T 5 , ##Z Edit (W)

4. BTIRAXFTEEREFTRBEE, UWEECHERRELE :

« AWS_ACCOUNT_ID

+ RES_ENVIRONMENT_NAME
+ AWS_REGION

+ S3_BUCKET_NAME

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::111122223333:x0le/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-{AWS_REGION}}"
}I
"Action": [
"s3:GetObject",
"s3:ListBucket"
]I
"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"
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"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
},
"Principal": "*"
}
]
}
EEZERARR
1. EBEERARRK,
2. HWAGEMREHN Amazon S3 REFETEERE,
3. HAREFERPRENERERE,
4. EERER.
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I

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (¥*), single

guotes ('), parentheses (), and hyphens (-).

5. 5310 7ER K EREEEAEH L REENEEIURENRE,

IRIFERTE

RERTEERNEMMBEFMER | Hlw .

— ¥

BERMEERNERENEESEAERBNETEHETENA. LILURE Web A OB REMNE
X F,

- BOoRHE
BREA , PIME—Z A MRE,
. WBEE

¥R VPCID, ARFEHFEEE IDs,

* Directory Service

BRERERBNEZERNER T EERENRBIRSFWEEES ARN,
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Amazon S3 f#ZirEE

&

. & Amazon S3 f#FETEE

« #1#8 Amazon S3 {1z i

* #mE Amazon S3 @7

« Bk Amazon S3 f1FiTEE

- ERmH

- BiRFRAFEFN

- BhIEFAE VPC HIVERISNE
- WEER

- BXA CloudTrail

H & Amazon S3 EFETEE

Research and Engineering Studio (RES) X% Amazon S3 #1788 # & F) Linux Virtual Desktop
Infrastructure (VDI) #1T{E#E. RES EEE A LA S3 AT MA RES, $HEEZTER, REH
AR UERBRIREEET S3MErRBRSIEETNREEFTE,

S3 REFFRERRREHETANEMA S3 RFFRBE. 1 S3REFRERKR , &L

1. EERFTERAFRTEMS S3 RETBMA RES,
2. S3 TN ERABFENREREK
- WEMEIR
- BERREERE
3. ERESMUKREFIrERBES  USKEMAN S3 EETE.

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

53 Bucket arn:aws:s3:res-s3-example /53-bucket RAW %p default
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#7138 Amazon S3 F1FErEE

HEM S3 RETBMEEELN RES RE

1.
2.

BIERT M FRT R,
WAREFTRFAER  SINFEFTESE. ARN MHHE

/A Important

- RENFHFERTE ARN, HEBNEXNBELZERYIREE,
- MERFE ARN TEEFE , XFEERNAN S3 RFrBREAFa R,

ENEMARFIREIERN,

/A Important

- EXEEE MEEARERARRERNFHAEN  F2H .

FEEMRGRIET |, B URME IAM A ARN REBEHFEFIBUETEIRFFR. FKRR PN
RERFREFTFEFHELBIRFFIAAEN IAM A,

(R ) BEFTEEEREVREE  BRUUNEE, T8 , S3RErERIHIIERNES
VDI TEFEER. RAEREREFTRENEH RBMEBN THERRSI SHERFIR,

BERR.
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RES

Add bucket

Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Mame (ARN) from

Mount point
Type the directory path where the bucket will be mounted

Mode
() Read only (R)

Allow user only to read or o

53 even across different accounts

© Read and write (RW)

Allow users to read or copy stored data and write or edit

Custom prefix

Enable th em to create a prefix automatically

| Mo custom prefix v

» Advanced settings - optional

1AM role ARN

To access the bucket, paste the |AM role Amazon Resource Mame (ARN) copied in Identity and Access Management (LAM)

Project association

Projects - optional
Associate the bucket with t

| v | .;:(3:;.

to Create Project.

lowing projects. To add a new proje

(o) DD

#wm%8 Amazon S3 F1FErEE

1. 1£ S3 REFTBFEFIERN S3 EEFITE,
2. WEETIREXRS | BERE,

3. BWALBWER,
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/A Important

- BERE S RETFRBEVAHITEAEETrEHSRIRERNBEEREHERR
(VD)) B11TEE. RAEEREFENEZEREVEN %  RETFEITSHIIERF
BRENEY VDI THEREER .

- HUEERE S RFETENERIEXE SSAFrETNEY  CeEREERE
BEEAFINZER,

4. EEREREIERE.

RES » Environment Management

Edit S3 Bucket

Bucket setup
Bucket display name
Type a user friendly name to display

53 Bucket

Project association

Projects - optional
Choose the projects to associate tc

‘. default X ‘
1 It

defau

[ cancel ) Save bucket setup

#B& Amazon S3 7T

1. % S3 AT/ E PR S3 T,
2. eBFEUHRERYD , EEBR.

/A Important

- BUAZRBETRIBRABERE.
- BRRFETEXE S RFFETNER. ©RE8EKR S3 fMEITIRE RES REIH.

- BREFTEESEFRAN VD THEEREXTHERERNEAERIBIE (~1 )
BEAFIZEEFIBENAR,
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EXifmaE

EEK SSRETERNEERES K , BN EERRAFIrETNENRRGBEERNERE, £
BEFFEEEL , SLREZMEE R) TS (RW) B,

MERR

WMRIEE Read Only (R) , AIERIFEFHEFETE ARN (Amazon Resource Name) B9 = & 58 Hl %1 1T
EXiimst, fln mEEEEFEH ARN SR EETEHIEE RES , arn:aws:s3:: :bucket-name/
example-data/Y St EGFITEESER A NERB EIVEE , AIRER A F1IEX B AKE VDIs Y
FERERAEBEIRIRERE /example-data NEGE####PNER, IS EEEERZBEUNANE
. MRLEFEMMEIGFEFITE ARN , AIZERErRBERMGEAEBBNTMNESR,

AIAME A

Read and Write (R/W) MREH , NERBFRAFITE ARN WFEABIHITERREE , 0 AT
R, WEREHMEE , THEEES S3 RECRRHMUSBEAERNFTE, Read and Write
(R/W) EE K , HFIFHERSERTH , RHEEATIEEN TN IhEE

- REHIIFH

* /%p

* /%p/%u
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RES Envirol nt Management 53 buckets

Add bucket

(@ Currently only available for Linux desktops

Bucket setup
Bucket display name
Type a user friendly name to

— )

Bucket ARN
Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts

Mount point
Type the directory path where the bucket will be mounted

( )

Mode
(O Read only (R)
Allow user only to read or

Associate the bucket with the following projects. To add 2 new project, go to Create Project

EEFTERIREE

ABFTFHEIER No custom prefix B , @HiE/METE K MEEETMANBETERR

B, SURERKTITRBEBBNTINEREGENNEAEFZIE, flm, MREESFE
Farn:aws:s3:::bucket-nameNo custom prefixiZHH ARN #SREFETEFIEZE RES , I
KL FErREER ANIERX B EV M  AIRER A NEXR B AME VDIs WERES#HERF
FERTZ RGN BN EAFRE,

BEERERNERREH

ARBEFIFEEN /5p B, BTN ERSRBEZEAMEBHNSAEIBEER. sp BHERAKE
RERE, Hln , WREBEMFEHarn:aws:s3: : :bucket-nameBH /%pFM& M / ####18 8
2 ARN BRFETRHEE RES , YMHRAEFITREERANERB BB , IER A Bl
EAE ARLUSIERBA /#itt, BRADNEAE B U UEREAE AL / ###RPEE
WER, T8, MRFEHAE B EERB FEE VDI X E / ##4BFEK , BT 2EREA
EAFRENER  FAEHNRHERGEH. ERXR FAEABAMNNA SIHEEETENFET , /
ProjectAMfEAE B REERER B F£HH VDIs/ProjectBRFFE o
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BEER. SEAEAEBRRNER IR

ABIIFEEN /%p/%u K BTN ERSEREREBHNESABEER
MEAERRH, sp BHRKRERERS , MuRREAEER, flw , EEEFEH
arn:aws:s3:::bucket-name ARN 8L /%p/SuiBENMY MBEE / #ray | BREFITRIEE
RES., WWRFIFRESEZANEXBHBK, EXRATNERAE ATUBEREA / #144, B
LR ERBNBERTRESp , EUHIBERT , FAEBTEEIFERAE AL/ #1#BNERATE
ANER , HAERNRHERNEAERERH, EXFEAEABANR SSRETRNFET , /
ProjectA/UserATfEf#& B REEEEHER A FEHHE VDIs/ProjectA/UserBEEEL

BiRkFREEITEFE

RES ResAfEHt AWS tRFHEfEFIE  IRRELRFTREABEENT. ETHERMF | ik
F A 8 RES IRIFBEEIRF B P#EE S3 fFRTE.

S 1. £HE RES WIRFHEIL IAM A® (EBBAIRE A):

1. BAZEFHSIHEFEE (RF A) 2 RESIRFH AWS BB XA,
2. BRUIAM Ei#5

a. EEZE AM ERR.
b. FEEEHEKH , EH Policies (B).
3. EBIVBX:

a. ENEIBX.
b. i#i#® JSON EZ%&,
c. BYETFIJSON BE (# <BUCKET-NAME> BUMRBMAIRE B FfY S3 REEFETEER ) -

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject",
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ERAEER

"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"

1,

"Resource": [
"arn:aws:s3
"arn:aws:s3

}

d. EHE-F_Z’FO
4. WEWEIBUE

¢ :<BUCKET-NAME>",
:: :<BUCKET-NAME>/*"

a. REBEHNERE (Hlw, "S3AccessPolicy, ).

b. FTBRANERRERBRNEN.
c. REABX A6 AREBEINEIBXK
5. BFRXIAM E#5

a. EEZE IAM BRI
b. EEEHHH , EH Roles (Af),
6. EBIUAG:

a. EWMEIAG,

b. BEEBFIEERRFEAGTERNEE,

c. BELET%|JSON BUR (#§ <ACCOUNT_ID> EUKAIRE A WEBEIWRFE ID, #%

<ENVIRONMENT_NAME> BWfX A RES HEWIRER T , W& <REGION> BN A AWS [E1F

RES #MEHER ) :

JSON

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Principal": {

Amazon S3 f1FETEE
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"AWS":
"arn:aws:iam: : <ACCOUNT_ID>:xrole/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-xole-<REGION>"

3,

"Action": "sts:AssumeRole"

}

d. #EW"T—-F,,
7. EEEFFAUTHR

a. BESWERELINEINBR,
b. BEE "T—%F.,
8. i, MRENEIASG

a. BWAABREM (flw, "S3AccessRole, )o
b. EZB3IT , BEFEER , ARWMATIR|IENE .

- RB5|# : res:Resource
« {H : s3-bucket-iam-role
c. BEAE K ARENEVUASG,
9. ¥ RES Hif£f IAM A .

a. HEREEMNN IAM B8 ARN,

b. EARES X##A,

c. EEXRBEEHT , B S3 HEFAE,

d. BEETEEFATE  WEMABIKS S3 MiEIE ARN ERRE,
e. EHEMRE-EATHRNEE,

f. 7 IAM A€ ARN B FEASE ARN,

9. HEEUGNERETE,

HER 2 BNIRF B FHVREITEREER

1. BAWRFE BH AWS EEFEA,
2. BRS3 EEZA
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a. HEZF S3 &R
b. ENEERTFEIENFMEFIE.

3. mEFEFIEBECK

a. BREFIURSIER A AREBHRFFRIGK.

b. FETIBE , URFIEF A BREEETEN IAM SEFEE (# <AccountA_ID> KA
RE A ERIRSE ID , Yi§ <BUCKET-NAME> BUX A S3 fiEITEMNERE ) -

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"
},
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"
]I
"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:: :<BUCKET-NAME>/*"
]
}
]
}

c. IEH Save (RHF).
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BriE# B VPC RV ERINAE

BEMIEERESENRRZEN S3 REFERZ2EIHIIRFHFECH S3 RAFTE | B LUERE VPC
IR FRRBLENFAE VPCo THITERRAMAA S3 IRBEY VPC indh , AXBEHFEUERS /Y S3
RERE  UREABIRFRFIENEMEMIRS.

1.

BB Amazon VPC £# 4

a. BEAAWS BEEX#EA,
b. £ https : //https://console.aws.amazon.com/vpc/ BRI Amazon VPC 12 &,
BT S3 M VPC i3 -

a. HEEAESEEKRT , BEWE.
b. EEEIWE,
FEFETETE Service category (BRFE¥EA) 1L , B EEIE AWS services (AWS BRTE).

d. HEREBBMALLF , A com.amazonaws.<region>.s3 ( # <region> X AEH
AWS B ) HESF "S3",

e. TEFEFEE S3 KK

AR TE Ui B ERTE

o

a. % VPC , ZBEEEEII BN VPC,

b. & FMAK , BRESEHEAR VDI FHEBHNWELE FR%.

c. SHHEFA DNS B8 , FHREC AE 21, EFHEFE DNS T HEBHN ARBEENE.
5% TE BUER LARR I /7 EN

a. TEEXET , ZWEF.

b. HEBERGESET 6 WARHNERERFIBERFAERNBEE. ATREHBE (&
mybucket MR REW S3 REFATRREM , Wn§ 111122223333 M 444455556666 B 5
EREFHAEE AWS RS IDs) :

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

Amazon S3 fF#FETE 125


https://console

#5EEE T2 Studio EREER

"Principal": "*",
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::mybucket",
"arn:aws:s3:::mybucket/*"
]I
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"111122223333", // Your Account ID
"444455556666" // Another Account ID

a. BMEEWERE.
b. BEEIwE,
6. BEIHE

a. EVinH®, K SEE VPC TEAFHNIKHER,
b. EEGTEMAYIWI.
c. BERERETAMA.

BREUTSR , LAUEY VPC HE , A5 S3 FRERREIRSHIETIRS ID AWER,
R ]

AR ERFrREREEE VDI LEH

MRFRFITERELE VDI LHE Bl a4EVERERR. FRETIZRET,

1. #®#&E VDI B

a. EAAWS BmEIE,
b. BREC2 AN EEZTHITEE,
c. EHUEEER VDI #ITEE,
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d

e.

&8 Session Manager E#£ = VDI,
BITTIGS -

sudo su
cd ~/bootstrap/logs

TEER , BEgkIsI8HFE. TAXMNFHERATENLN configure.log. {time} B
.,

WA | BEWE /etc/message HFLIEB EZEMERA.

REBFTEAERFRNEE Lambda CloudWatch Logs :

2AAWS BEEFEA
BRX CloudWatch =AW EEF HEEE 4R,

B S H584H /aws/lambda/<stack-name>-vdc-custom-credential-broker-
lambdao

BEFX—ETANBFEE , XEAFPRIEMER, ELARBESFRRMARRER
ABRUHE S3 M@ B EEENFEEA.

BREBITEAERBNEE API Gateway CloudWatch Logs :

%A AWS EEHE fu I:I o
BHRX CloudWatch =& W EEF HEEEHA,

S GBI <stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,

BEFX—ETANBFEE , XEBFPRIEMER, ELAFTBETSEMTHFRN API
Gateway EIfERVRFIHEF L)\Hhaiﬁﬁ S3 REFRTREMENBIIEAER.

mAEMARRERFITEN IAM AEERE

3

& A AWS DynamoDB FiE &,

BEUE R ¢

a. EEAISEEERYS , BERERK.

b. S¥IIEE <stack-name>.cluster-settings,
FHERK
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FF5E 8 TR Studio EREEE
a. BEIRREMRIEAR.
b. EDZEEIRHE.

4. FEERERGRM

a. BRI EREEEEEE B,
b. BEGBREAUGAENEE -

* E’H:_ . ﬁlk ﬁﬁhﬁgo
o U BEEFE,
- B WAUEEBANERRMEshared-

storage.<filesystem_id>.s3_bucket.iam_role_arnEUMft <filesystem_id>.
5. HTHEE -
EE 1T A A ERE R B ITIR A,
6. WEE:
MRIBEFE , eEAREHAEREN IAM B8 ARN EHREE.
MRIBEFEFRE :

a. EWNEVIEH,
b. WABBEMEN :
- $HEIEMBMY , WA shared-

storage.<filesystem_id>.s3_bucket.iam_role_arn,
- ¥TIEERHN IAM A€ ARN,
c. EEIFETFUFEEA,
7. E¥RE VDI #iTER

EFREHTER  UEARBRIEEZTIERE IAM A€ ARN F£&VDIs,

BXF CloudTrail

EEZF A CloudTrail & EZRIRS FA CloudTrail , 55&1& AWS CloudTrail £ EEEFHE
A CloudTrail 2 A2 B RIRAMIER. CloudTrail #FEBREKFE S3 fEFEFEN IAM AGBR
ALY S3REFRENFR. ETNEENEREZERIFERAENHTER D,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
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WREE

Research and Engineering Studio &£ #Z T 5|3 % AWS Secrets Manager. RES §ERIEE L
HEBBEIME, EEESEREEVHEWMANMEERARSE,

MEAE U EXR RES EEESERA
<envname>-sso-clie RIEME—ZA v
nt-secret OAuth2 F Fim
<envname>-vdc-clie vdc ClientSecret v
nt-secret

<envname>-vdc-clie vdc Clientld v
nt-id

<envname>-vdc-gate MBEHNBEREBERE v
way-certificate-pr NEER

ivate-key

<envname>-vdc-gate  BIHMNEREEBERRER v
way-certificate-ce

rtificate

<envname>-cluster- cluster-manager v
manager-client-secret  ClientSecret

<envname>-cluster- cluster-manager v
manager-client-id Clientld

<envname>-external-  #BEHN B REBEHE v
private-key LESE

<envname>-external-  #BEHN B REBEHE v
certificate

<envname>-internal-  @BIHHN B REBERE v
private-key MESEH

WEEE
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WEE B iR E4M RES EESEWA

<envname>-internal- B ERFERE v
certificate

<envname>-director v
yservice-ServiceAc
countUsername

<envname>-director v
yservice-ServiceAc
countPassword

T51#% ARN {E2 &7 DynamoDB BY <envname>-cluster-settings &R &R :

TR HR

identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certificate.certificate_secret_arn HE
vdc.dcv_connection_gateway.certificate.private_key_secret_arn HE
cluster.load_balancers.internal_alb.certificates.private_key_se HE
cret_arn

directoryservice.root_username_secret_arn

vdc.client_secret HE
cluster.load_balancers.external_alb.certificates.certificate_se HE
cret_arn

cluster.load_balancers.internal_alb.certificates.certificate_se HE

cret_arn
directoryservice.root_password_secret_arn

cluster.secretsmanager.kms_key_id
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G RiR
cluster.load_balancers.external_alb.certificates.private_key_se HE
cret_arn

cluster-manager.client_secret

DN ]

(® Note

AWS Budgets X% #1#% Research and Engineering Studio %82 2 7 B3 AWS GovCloud
(US)o

RIIEZZIEIB AWS Cost Explorer B FEE | HBIEEBKA, EREAEEE, METEFHMEE
F, FEEE NWEEBMEthe section called “AWS thERFH R

HEMBRAER , B RES EREHPEVNFAEE Y BB AWS Budgets. B4 EERAR

BERA 7 EERANREER.

1. & A AWS Management Console Y 7E https : //https://console.aws.amazon.com/
costmanagement/ BB AWS IREBEERAEE Fi£4,

2. EBERESEER.

3. EEWEM res:Project# res:EnvironmentNameiZE,

4. JBIE Activate (BLA).

AR BRI MR
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https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://console.aws.amazon.com/costmanagement/
https://console.aws.amazon.com/costmanagement/

oEEE T2 Studio

ERAEER

Billing X

Home

v Billing
Bills
Payments
Credits
Purchase orders
Cost & usage reports
Cost categories
Costallocation tags (19
<@
Free tier

Billing Conductor [4

v Cost Management
Cost explorer [4
Budgets
Budgets reports

Savings Plans [4

v Preferences
Billing preferences
Payment preferences
Consolidated billing [4

Tax settings

¥ Permissions

Aébnrsnd naticins FA

® Note

Cost allocation tags .«

Cost allocation tags activated: 3

User-defined cost allocation tags AWS generated cost allocation tags

User-defined cost allocation tags (2/47) info

‘ Q Find cost allocation tags

Clear filters

11 matches

¥ Download CSV

12> @
-] Tag key Status v Last updated date Last used month v
(] res:BackupPlan ® Inactive - November 2023
O res:ClusterName ® Inactive - November 2023
a res:DCVSessionUUID ® Inactive - November 2023
[} res:EndpointName @® Inactive - November 2023
res:EnvironmentName \:j/ ® Inactive - November 2023
O res:Moduleld @® Inactive - November 2023
O res:ModuleName ® Inactive - November 2023
[} res:ModuleVersion @® Inactive - November 2023
[m} res:NodeType ® Inactive - November 2023
res:Project ® Inactive - November 2023

HER A RESBEEBZARFTE-—RISHH,

HEEY RES ERMNEER .

1. RIREXZAH  BERE.
BERVAE.

2.

3. HERERET , BEBF (#K),
4. HEEEET , BERAEE - EE
5.

igg-lt_io

A B R )
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Ty Step 1
Billin X
9 - Choose budget type .«
Home S Budget setup
Set your budget 3
¥ Billing N
Bills Step 3 ) Use a template (simplified) © Customize (advanced)
Payments Configure alerts Use the recommended configuratiens. You can Customize a budget to set parameters specific
change some configuration options after the to your use case. You can customize the time
Credits budget is created. period, the start month, and specific accounts.
Step 4 - Optional
Purchase orders = b
Attach actions
Cost & usage reports
Cost categories T Budget types
Cost allocation tags Review
Free tier © Costbudget - Recommended 2

Billing Conductor [2 Manitor your costs against a specified dellar amount and receive alerts when your user-defined thresholds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
you can set a cost budget for a business unit and then add additional parameters such as the associated

¥ Cost Management member accounts.

Cost explorer [4

Budgets | 1 ) (0 Usage budget
- Manitor your usage of one or more specified usage types or usage type groups and receive alerts when your
user-defined threshalds are met. Using usage budgets, the budgeted amount represents your expected usage.
savings Plans £ ;or ex.am;;e, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and
mazon 53.

Budgets reports

¥ Preferences

Billing preferences (0 Savings Plans budget
Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
Payment preferences drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is

covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or

Consolidated billing [2 underutilized.

Tax settings

_) Reservation budget

Track the utilization or coverage associated with your reservations and receive alerts when your percentage
Affected policies [ drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon
ElastiCache, and Amazon Elasticsearch reservations.

¥ Permissions

\_FE/' Cancel Next

6. EFMEFAT , AENEEAAGEENEERRE , UBHESIRFINHEMREEDFHNR, 5

@, [EnvironmentName] - [ProjectName] - [BudgetName] .
7. EREFEESET K BWASRNEESE.
8. HREHERA , BEFHREE AWS BAEHE,
9. EBEEFEENEMRMG.
10. BEHET , BEER,
1. BEEET , #H res : Project.

® Note
BENERZURFENRIELH, CANEEREBERATARELEER,

12. #ET , BENERER,
13. REEAGRKFN K BEXRGERTEERERSE,
14. EE-F_ﬁo
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

() All AWS services (Recommended) O Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

“EC2" to budget against.

Filters info Remove all

Dimension

\ Tag y. v

{ Tag \

\| res:Project y, v
/Values N

| Filter tags by values v

project1 X

\ J/

Cancel Apply filter

Add filter

¥ Advanced options

Aggregate costs by
Unblended costs v |
Supported charge types v |

Upfront reservation fees X | ‘ Recurring reservation charges X | | Other subscription costs X |

Taxes X | ‘ Support charges X ‘ | Discounts X |
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15. (#EA. ) MMERERE.

16. BET—F,

17. (R, ) MRERERE , FEAERDFERREERRENIEZEDE.

18. BET—F,

19. WMEAEAR  YHFSEHMREES Y TREERNERR,

20. EEEVAR,

BERECEY , EULBAERNEAR., ZZRMERNER , 5520 the section called “fREZ

F, NRBEEE A ERKASEZIRD. IRERDRERERRE A KEKEEERF,

RES Environment Management

Projects

Environment Project Management

Q

Title Project Code Status Budgets Groups Updated On

Actual Spend for budget: RES1-Project1-Budget1 « DemoUsers

project1 project1 @ Enabled ® Budget Exceeded * DemoAdmins 10/31/2023, 12:44:12 PM
Limit: 500.00 USD, Fo

Forecasted: 394534 USD * ProductUsers

NMREFELERE  FREOFZRARERESH. BFEE RESHBSAURFTE 15 DEFTEEN.
HE , BUNREBEERUFRAESE,

AR BRI MR 135
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£/ Em

AERAEAECAERRAEAMERERFNES,

ES -]

- ERKEH

- HAKM|

- BRBES
- SSH ##H

FEHE SR

ERSEAME (VD)) EETEFEAEEIMNEE Windows = Linux ERSE AWS, FAETUFERAH
WIFN TEMFALEREL R EN EARENREE Amazon EC2 #IT{EEE.

irtual Desktops

RES Home Virtua e
Virtual Desktops Opomn i )

X RERRM
RES BRI XEERA FAFERRMBERSEE -

« Amazon Linux 2 (x86 1 ARM64)

EHRESE 136
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- Ubuntu 22.04.03 (x86)
- Windows 2019, 2022 (x86)

RREDRTRY SR

1. RMEERT  EERNERSE,
2. EERMBFWERSE.

3. WARSENFEEN,

4. BERX.

BELRAEANF FEYER , ENKEMRE 10-15 SEARAHER. MERKBEUAREZRHRIR
&, RES €15 GPU #{TERB I ZRABHERRERX.

FEUEM RHE

HEFHERKH  FREREN R , XEA Web 5 DCV A FimEITERR .

Web connection
EiB Web BB FHAHAEREENERS .
BEER  EEREE  EEERRERTFRENEH,
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MyDesktop3-windows (2 Connect

-------

C & DCV Session File )( (7 ) ) ( Acis v )

DCV connection
i#EiB DCV AFmEREN SH REFEMEE. EEFEB DCV =7 :

1. BEE DCV ITERBRERUTH dov B8R, EFEERKLEZE DCV AF iR,
2. WMEFERERH , FRE ? BT

FRENKE 138
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How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

L zIp & MslI

Step 2) Install the DCV client on your computer.
Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

B R EARE
EE R S EAARE -

1. EEHE,
2. EEEBS@ERE, SENERETHIRIE

- it

FLENTERRTITSEHEREX , MASTUBRERREE LN THERE,
- EXNRE

EXRE B BTA THEREER
< Rk

HRH S E AR 139
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KARBRIIERE, MREERATRERT  RLETERETRSEEHERER, EELLEZHT,
IEEZRKEMEDE RES BRRHK.

« {KER

PHREREEHEECRET, ELAEFTRBRER , CHRAEASHEE  BEMERER
HWAREERX, WHMEHTEEDBENRE K MARIRENTERELHBRAE , FEER
BE, BERFUTEEBRESXELMRE , F2RMKELRESE,

IR ER R
EANEFERAANERRET THERBER.

1. HE2EHTERBADZE , BLAFLETERE

a.
b.

C.

o ~ w0 D

a.
b.

C.

BEBE.
B E K ERE,
BEEFLE,

® Note
BEAEAENRIR THERBREE KD,

—BEMRKECFL  FREFE  RRBREEHN THERR.
BFTHREREE  NEBRLRENRE AN,

BEREX

PITERENR  FEFTREBRAE :

BEBE.
B E RS ERE,
EiZ BBERA,

HRE TR ERE R

1. BEBE,
2. BEBEREA.

ERERRE 140


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/hibernating-prerequisites.html

3R EE T2 Studio

ERAEER

FFREER R

RIBFER , ERKEREHRE

, BREFEATMRE , BEREEFELIRLETHERRAL, REHEER

BRFLE , BIEEMELE. AEREERRED 15 7 ERREERATERE CPU HEERR 15%.
B LR E SRR E BB A LR,

1.

2
3.
4

BERE.

1212 Schedule (HEE),
RELBRIOBEE.
BERTF.

PRERSE
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day
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HHSKM|

EHRAKEL  SUNEIEREHANREH, "RERERA , RFCEEESIHEE , BRITHE
P ER A & th L HE AR

RES Home Shared Desktops

Shared Desktops (2)

List of Virtual Desktops shared with you. Unless user has Admin or Owner profile, session owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

Q Search All States ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session
DemoSession demouser2 Amazon Linux 2 méa.large [©] Ready 10/26/2023, 5:00:00 PM Download Connect 4
MyDesktop6-linux-gs demoadmin1 Amazon Linux 2 t3.medium © Ready 10/22/2023, 5:00:00 PM Download Connect [2

1

HATHEERE , BAUREBEENFTT. Hl , BULEEFRFIER TRESEFENERKE.

HHRHE

1. EREILERERS , EFBHE

BIE TR,
BEEAENFARER. S REBHRRE,
BEF#T

> w0 D

HARE 143



ZEEE T Studio EREER

Update Permission for MyDesktop5 X
Select the username, permission profile and the expiry date of the rules

{Q demoadmin1 X] [ Owner Profile a ] [2023/10/22 ] [ ]

View Only Profile
This profile grants view only access on the DCV

Session. Can see screen only. Can not control
session

Admin Profile
This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile
This profile grants the same access as the Vv
Session Owner on the DCV Session

ME AWM ER |, 5528 the section called “FFAIERERE",
FRHARH

HHEBRRE , EULRGESLANESELEREE H1TEE, EBOLUER Web BB DCV A,
EEEE , HEE FHIE Rthe section called “IFEUEH £,

EREER

BERBABHRTHRLESB Web ADPULFEIERRA. AU EELEERERRR LEEEEGTH
FMIETRAER. Rinf#T (Amazon EFS) BARME Linux 8%, ¥R Linux A Windows Eifk , FSx
for ONTAP AT, EfEREE L WEREZEBKRIHEN Web ERBABFEHERER.

FRRARE 144
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demouser 1

Q 2 items 2. Upload files Create folder Actionsv ¢ Favorite C' Refresh i= £ Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

EEER (s)

1. BELEER.
2. REERIIABZLENER,
3. BELE(n)ER

fER BR (2@ )

1. BEEEMBRIER (BX).

2. BEBEME,

3. BEMBRER,

HE  BUATUEERAREHERRLIR—TEBEARE , RBZEMRRER,
EEBNERE
CEHTEENERNERK , BB EAFTEERNGE,

1. BEERHERR,

2. BEZNRE,

HE , BUNERMAERIENR LR -TEERE A RARRERNRE,
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® Note
BNBRESRFIFAMEER. MRECEBFAERIEHRRN , BEEZETHERNSE,

LS
AL Web A Q#BIS PRI FRERNAR,

1. BELEEFNER. EEEERM, EHE2ERNIRE.
2. ETEH A RBRERET

BmER
EARRERRERNSEREREARARERER. CTURTIEARNFEN  WEEER
TR,

+ FileZilla (Windows., MacOS, Linux)
* WiIinSCP (Windows)
» AWS Transfer for FTP (Amazon EFS)
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H

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla () WinSCP () AWS Transfer
Available for download on Windows, MacOS and Linux Available for download on Windows Only Your RES environment must be using Amazon EFS to use
AWS Transfer
FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacOS) [4

* Download FileZilla (Windows) [
* Download FileZilla (Linux) [3

Step 2: Download Key File

( & Download Key File [*.pem] (MacOS / Linux) ) ( % Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 /path/torkey-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.

SSH f7EX
B SSH FIESTH -

1. #& RES ZigeR , ;& SSH FHL.
2. MREELAVIETR , £/ SSH = PuTTY ETFEL

SSH #FE 147
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5E 2 HF A7

AR E AN R R AR ] S B R R W] RE B AE 2 1S E B RE RV ARBA E AL

&

- —RIEFEMEE
+ 317 RunBooks
- EAEE

HHEAR

- —RESEREE
- BANBFENSHEARR
« IR3E Amazon EC2 #ITEB LW AFESR
+ CloudFormation &
- AEEMBERKEWE , WH Amazon EC2 Auto Scaling B4l & B i Bk
« HAM Amazon EC2 XA NE
- BT
- ERREEMNERSE
o BRI IEARREH T4
« B A Active Directory (AD) HHBI@m S LA S =
+ Windows DCV {&§#
« 23 NICE DCV A&
%47 RunBooks
- REBE

« AWS CloudFormation #t&&E:xE 7 A WERHALE "WaitCondition WEIKBKHEFA L. Error :
States.TaskFailed"

o MEBEE T K IIE AWS CloudFormation KU EIE 7 B 4B A
- BATERBRIERN KBAREER vdc-controller

- BARAMKYHEEES , IRIE CloudFormation Hf & A MRk

- RFEVHRE CIDR ERSE T LR

o IRIEE T HIRM CloudFormation &% 37 & BL
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+ {#H AdDomainAdminNode CREATE_FAILED By A ZpER ( ~&l ) HB LMK
- §OEE”E
o RAREFBEIT iam:PassRole IR
- BEERFT AWS IRF AR ABFEIEAM Research and Engineering Studio on AWS &R
« BAREHN , RUVAREIZBAER
- ERBRARRYE "RTIEAE, R
« 7£ Active Directory F¥TiE{F A% , {8 RES HiEX
c BYTHEREBRRELERAEAE
» CloudWatch cluster-manager B 5558 H K/ R EIRYEEER
. @tz
« RZEB RES EVRERRMK , BREHE VDI EH L
« RZEB RES MARERR#E , BREHE VDI EH L
o BREAR VDI THEIVEA
- RECEARGIAF IS5
« &% RES B3I Amazon FSx for NetApp ONTAP , 18R il A #4835

- R
< REBEVGRES/ KK
- REBEZEAZSEHERREELZEAN B,
- BRI
- RAEFERERFHITERNRH THRE FEE
- RBESRSME

- ZEERFHNERISEELEBRER
- RAERE S BAERRE
- SH Windows EREHKRK , YT "ERCEM. ERiER
* VDIs<HEMEMREE
- BB , VDIsEHE A SHEAAR AR
- EEKEH
« Amazon EC2 TR EZEAPESEEREKL

HE8 R AP| iB{EAR BB BT S BY

149
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ERAEER

« cluster-manager Amazon CloudWatch B <user-home-init> IR B EFEH. EEZFHF

ERERS, (HAPRFRERAERHE )

« B AR Windows £HZET "EHNIERFEEA,

- S\EB/ZF AD #HRERY DHCP 1EIH &

+ Firefox #8358 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« Env MR

» res-xxx-cluster #2E "DELETE_FAILED, & , K BEZFEMER , 1A "ACENREE

BiE. SR
- WEHR
- T# VDI HF
« f& Linux EC2 i1TERR TH B
 # Windows EC2 #{TEE T&R A
- IKEE WaitCondition 552K ECS HES

. RGBS

- BRESORHMENS D BEFRHBRE RHERTEE AHR

« 2024.x EXEE
« 2024 .x EXEE

2024.06) E AD BHiHEBISZHRE , EARRKBEK

2024.04-2024.04.02) $24H IAM B RBRAEES VDI ST EEHAE

2024.04 %1 2024.04.01) GovCloud H#) RES Mk % Bt

(
(
* (2024.04.02 REEMRA ) ap-southeast-2 (EFL ) H#9 Windows NVIDIA ST {EEE LK
(
(

2024.04 - 2024.04.02) EFEB B |, Linux ERSE A EE THE, RE

+ (2024.04.02 REEMA ) #EEFD SAMAccountName B S EXBZRREHETH AD £

ik

¢ (2024.04.02 REERAE ) ARTHESZTHNAESHBEN

+ (2024.06 REFMRA ) AD BIFHBEKRESI E RES WEHEKE

+ (2024.06 REE/MRA ) CVE-2024-6387. RegreSSHion, RHEL9 1 Ubuntu VDISHHIZ £ 8

A
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— xRS M B2

AEEE A RES HK BN EF.

- BANBRNSHEARR

« IR¥E Amazon EC2 #fTER LW AFER

+ CloudFormation &

- KRR EE RHKHEE | WH Amazon EC2 Auto Scaling 48 & B iz Bk
« BHAM Amazon EC2 XA NE

- BT

- ERSREEMANERST

o BREIEAREH

« B A/ Active Directory (AD) tHRIf S LA it 8 &
+ Windows DCV &
« &3k NICE DCV A&

BRN BFNSEHEFARR
RETHEEFRR , TARKESHNELARE,
IR Amazon EC2 #{T{ER LY BEEER

HFFERFERN RES K Amazon EC2 #11T{8# L. SSM Session Manager 7 F 2R B R 1T {E &
M ITERER , UmEiELER,

EEEEEE M vdc-controller EEBREHTEEL  IETINERIEARENMEMBFE.

+ /opt/idea/app/logs/application.log
 /root/bootstrap/logs/

» /var/log/

+ /var/log/sssd/

» /var/log/messages

+ /var/log/user-data.log

* /var/log/cloud-init.log

—fRIAEE MBS 151
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+ /var/log/cloud-init-output.log

7 Linux ERREL K UATE2ERANBRER

 /var/log/dcv/
+ /root/bootstrap/logs/userdata.log

 /var/log/messages

£ Windows EHKEHATEE L , BFALR

+ PS C : \ProgramData\nice\dcv\log
« PS C : \ProgramData\nice\DCVSessionManagerAgent\log

£ Windows + , REEAEXRHETEUTNERT

* PS C : \Program Files\NICE\DCV\Server\bin

#£ Windows £ |, B ELATE K E NICE DCV BRIER :

* C : \Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch A E58H4E

Amazon EC2 1 AWS Lambda :EE ¥ R #§ & A28 2 Amazon CloudWatch Log Groups. HH#
HESIEE A E R BB T RE SIS —MREAFREERANEN.

EBLEFHENEBUT

« /aws/lambda/<envname>-/ - lambda related
 /<envname>/
* cluster-manager/ - main infrastructure host
* vdc/ - virtual desktop related
* dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related

* controller/ - main desktop controller host

BANBFNE4HERARE 152
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* dcv-session/ - desktop session related

BERFHAEAR  EANTHABNINEZHRETHESREEY., ERGBHISLTTFENAR.

?"ERROR" ?"error"

ELRAREM B — [l 5 2 28 I Amazon CloudWatch Dashboards , EfF 9@ RREBERN/NT

>0

Bl By —@ENTE , FEFHEERN ERROR WHER |, WK EBRAIT. LA EAREEER M
FAZRERENRE  IEHOCRERABENES,

DT ERSEEIHAES, ZEFEALIEE  BEERTERE  YUEENERNK <envname>H
<region> Bk,

{
"widgets": [
{
"type": "log",
"x": 0,
"y oo,
"width": 24,
"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": "<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false
}
}
]
}

BERAKNBFNBHERARER 153
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BRARAEFI TG HIRMOT

CloudWatch » Dashboards > res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)
res-stage2-errors-lines v ¢ ‘ =) ‘ ‘ 1h 3h 12h 1d 3d 1w Custom UTC timezone ¥ H C I v H x H Actions ¥ Save
infrastructure hosts
40.00 @ 1. count(
30.00
20.00
10.00 . . .
1.64 |- : = ' s : S —— T —— S —— S S — - " .f..... "
1o- 23211145
19:00  20:00 ~ ZIW 2:00 2300 00:00 01:00 02:00 03:00 04:00 0500 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00  18:00

CloudFormation # &

EREEVHIREIR CloudFormation # & 88 RIREHEHEBMNER., SHNWEEA.
HRSEME  NEHBNHEBENR K TUASEEH, ERNEHRSIER,

RES #& .

» <envname>-bootstrap

« <envhame>-cluster

* <envhame>-metrics

« <envhame>-directoryservice
« <envname>-identity-provider
« <envhame>-shared-storage
» <envname>-cluster-manager
* <envhame>-vdc

* <envhame>-bastion-host

THEREHE (WREEEDBFERE , BREELENBERTA , BUUER AWS BMEEER
BLARELERERRENER. )

« <envhame>

+ <envname>-Networking

« <envname>-DirectoryService
+ <envname>-Storage

+ <envhame>-WindowsManagementHost
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K R RE T 3% 4 R WFE |, 3 Amazon EC2 Auto Scaling £$487E B iz AR

R RES Uls 5 A fRERERR , RRTREREARAERBHEtEE,

BEEBELE Amazon EC2 HI{TERE BEERE (ASGs) a2 —EEER5IZEER , TARERSE
TEBNERTE. R U EEEEIEMAERRELFR , HRE Amazon EC2 X HREREEZE
RIENEITERE | YHME Auto Scaling BEHEEB RS BB S HEHEN ASG , LB Amazon EC2 #,
TEBEREERR.

MRRBIERK , FEATERANMEE Amazon CloudWatch HEEEHERHIE BB ECEKEER | EATRERT
BENRERE, SR SSM TR EZEARMBRERHTHATERN TFEER , TREHNIT
B8 Loy B ERIHERRE , BT EEBERAEMRRERE , dH ASG Kk,

WMRBAELRRE , ASC TEAARSETELUTIREER,

EC2 Dashboard X C EC2 > Targetgroups ) res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc

v Instances

Instances Details
InstanceTypes || OV amawselastidoadbalancingieu-central 1 bicfn3-web-portal-e2958adc/3fa0fdc3c3bfa223
Launch Templates
Target type Protocol : Port Protocol version VPC
Spot Requests get P
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad 10chge [4
Savings Plans
Reserved Instances 1P address type Load balancer
. » -alb [4
Dedicated Hosts 1Pv4 res-bicfn3-external-alb [4
Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0
AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table Al lied to the
v Elastic Block Store
Volumes
Snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

v Networks securty Registered targets (1)

Security Groups

‘ Q Filter targets 1 (o]
Elastic IPs
Placement Groups ] Instance Ip v | Name v | Port v | zone v | Health status v | Health status details
Key Pairs
O 10ba5d508631120043 es-bicfn3-cluster-manager 8443 eu-central-1c @© healthy

Network Interfaces

¥ Load Balancing
Load Balancers

Target Groups

v Auto Sealing

Auto Scaling Groups

BRI B Amazon EC2 Fi= & 48
AL EESERETRENRKEEHETNER,
HRs s

ERBREYTE , Amazon EC2 TR ABEFTRRELUUTAR., BRNHTERR RES B
Amazon EC2 £#, #HTEEABEHINFE R RES RERR,

BRI Amazon EC2 TR & HE 155
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ERAEER

EC2 Dashboard
EC2 Global View

Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances

Dedicated Hosts

Capacity Reservations

X Instances (5) info

| Q. Find Instance by attribute or tag (case-sensitive)

| res-stage2 | X | | Instance state = running | X |

Clear filters

Oo0oo0oogoag

Name #

res-stage2-cluster-manager

res-stage2-vdc-broker

res-stage2-vdc-controller

res-stage2-bastion-host

res-stage2-vdc-gateway

Instance ID

1-095bdcdc87321a4ff

1-041867308771e71d3

i-08800976¢757717e6

1-0523e5480f434581a

1-00773bc97ccle841d

| Instance state
® Running
® Running
® Running
© Running
® Running

@ a
@ a
@ a
@ a
@ Q

Instance type V¥
m5.large
mb.large
mb5.large
m5.large

mb.large

ER I HANERRE

£ Amazon EC2 X226+ , EERFZEHITH , eMEEREUTARE L, EUERT , EREE
SRR, BTEEEBNERREVRENERE. PEANBBRERBEREN THERRERE ,

ATLARTERRM "MyDesktops SEAEREN BB,

EC2 Dashboard
EC2 Global View

Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances

Dedicated Hosts

Capacity Reservations

¥ Images
AMIs

AMI Catalog

BRI LEAR

Lab,
He
70N

X Instances (7) info

| Q, Find Instance by attribute or tag (case-sensitive)

res-stagez | X | | Instance state = running | X ‘

Clear filters

Oo0O0Do0ODoooaog

Name

res-stage2-bastion-host

res-stage2-cluster-manager

(

res-stage2-MyDesktop1-demoadmin4

res-stage2-ProjectWork1-demoadmin4

)

res-stage2-vdc-broker
res-stage2-vdc-controller

res-stage2-vdc-gateway

Instance 1D
-0523e5480f434581a
i-095bdcdc87321a4ff
-022826¢122d8¢78d5
I-09ba5d8ae152¢6f25
-041867308771e71d3
-08800976¢757717e6

-00773bc97ccle841d

| instance state
® Running
® Running
® Running
® Running
® Running
® Running

® Running

@ Q
QQ
@
@ a
@ Q
@ Q
@ Q

Instance type ¥
mb5.large

mb5.large
méa.large
mé6a.large
mb5.large

mb5.large

mb5.large

RYER

E Amazon EC2 IR ABREKRILENHATERE K EMBEERERLNEEEHE. NRFERAESE

R IEREMNERERETH | BREZSEMRBEENER  ETaE

TEERERLENSEATEE.

/j_T‘/‘vI"\l LIET:EiE'?T':Fo

BRI Amazon EC2 =& NE
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ERAEER

EC2 Dashboard
EC2 Global View

X

Instances (10) info

| Q, Find Instance by attribute or tag (case-sensitive)

Events | res-stage2 ‘ X | | Clear filters
¥ Instances
[l Name /' Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-cluster-manager i-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 (® Running @ a mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller i-08800976¢757717e6 (© Running @ Q m5.large
Savings Plans O res-stage2-windows1-demoadmin4 i-092cdf6a7e52e9b%a © Terminated @ Q mé6a.large
Reserved Instances O res-stage2-rhel91-demoadmin4 1-0b3d134f606a53636 © Terminated @ Q mba.large
Dedicated Hosts O res-stage2-bastion-host 1-0523e5480f434581a ( Running @ a mb5.large
Capacity Reservations O res-stage2-aml21-demoadmin4 |-023844b29c12b9393 ® Q mé6a.large
¥ Images O res-stage2-MyDesktop1-demoadmin4g 1-022826¢122d8c78d5 © Running @ Q mé6a.large
AMIs [} res-stage2-ProjectWork1-demoadmind i-09ba5d8ae152¢6f25 © Running @ Q m6a.large
AMI Catalog [l res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q mb.large

B i Active Directory (AD) tHE @ S LAt & E

LT RAEEMRETE i AR Idap HHEITTEH] , SURR AD HEMEEF. ERANMEENHEM

ZHEZRMRERRELREAANSH

%II

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV {&§&
£ Windows S b , £ b T 575 =5 H ST S AR BA MG T AERE £ -

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

Windows DCV {& & 157
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£ NICE DCV MRA &

NICE DCV AR E#H S E T /M. AWS NICE DCV, TFI&545I/RE ¥ E 2 L%EH DCV B IR
K,

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version

NICE DCV 2023.0 (rl14852)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

NICE DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

21T RunBooks
ToHaATAERENEE. NAENEE R NAEARNENEE,

- ZEREBE
« AWS CloudFormation & ZE v , WA E "WaitCondition W E KM S, Error :
States.TaskFailed"
MEBIE ST R Ih % AWS CloudFormation 7k Ui B E 7 B 448 &1
#HITERBERIER K BAER vdc-controller
RS | IRIE CloudFormation 3E 8 5% M BR
IRIBE VM CIDR B SHEEHR

£1% NICE DCV A& 158


https://aws.amazon.com/hpc/dcv/

HRETR Studio (R
- REBEVHREM CloudFormation H B 7 KB
+ {#H AdDomainAdminNode CREATE_FAILED By A ZpER ( ~&l ) HB LMK
- §OEE”E
o BAREFBEIT iam:PassRole IR
« BEE AT AWS IRF AR ABFEIEM Research and Engineering Studio on AWS &R
- BARER , RYREZRAEH
- ERBRARRYE "RTIEAE, R
« 7£ Active Directory F¥TiE{F A% , {8 RES HiEX
c BYTHEREBRRELERAEAE
+ CloudWatch cluster-manager B 557 #8 H K /)NBR HI#Y $5 52
« RZEB RES BEVRERRMK , BREHE VDI EH L
« RZEB RES MARERR#E , BREHE VDI EH L
o REEM VDI ETHBEIVEA
- RECEARGIAF IS5
« &% RES B3I Amazon FSx for NetApp ONTAP , 18R il A B BV 4835

- R

< REBEVGRES/ KK

- REEZEAZSEHENRELZEAN B,
- B

- RAEFERERFHITERNRH THRE FEE
- BBESRSE

o SERNE R AY E B R A B R R AR

A RERRED 5 {BIE B R H

« RME Windows EREFAN , WHER "ERCEHM. ERisR"
* VDIsFEMEMRE
- BB , VDIsEH A SHRAMRRE

- ERRETH

e Ama3a i EH Ao Tk
2% 1T RUNBOOKS 159

« vdc-controller #{T{EBE FEMRIRT , KAEEMA AD/eVDI B R AP| BIEiRERME KB




ZEEE T Studio EREER

« MENEHEEBLHIEERE  ERTEHRETNNFESR

« cluster-manager Amazon CloudWatch HF# TR <user-home-init> iR P B EFEH. EEZFESE
RAEEY., (AYIRFREAEER)

o BAK Windows RE#ET 'EHNIRFEEFER. FaHfNEES"

S\EZB/& F AD #HRERY DHCP 218 &

 Firefox #5582 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
Env il Bx

+ res-xxx-cluster B R "DELETE_FAILED. iRiE , BELZFHMER , KA 'AEENSELE
£, $8ER

- WEHFE

- T#H VDI B

« & Linux EC2 /TEBTHAR

« £ Windows EC2 #/TEE TERAF
+ U WaitCondition $555fY ECS HFS
TEIRE

- BRESORHMENS D BEFRHBRE RHERTEE AHR

TR EE

ES]

AWS CloudFormation & L |, WHERFAE "WaitCondition Y E| kBEVEA S, Error :
States.TaskFailed"

HEBIE L R I AWS CloudFormation K UIKEIE FE4HE A
#ATERERSER K BUKRER vdc-controller

HRMBEKYLEEEES | 3838 CloudFormation 3 & 54 M BR

IRIZFEVHR CIDR EMRSHEEHER

RIEE T HEM CloudFormation &2 17 2k B

& F§ AdDomainAdminNode CREATE_FAILED B AZER ( =& ) HBKLHK

TEBE 160



#5EEE T2 Studio EREER

AWS CloudFormation & £ |, WHERALE "WaitCondition YRl 5k BRI EA
B, Error : States.TaskFailed"

EEERIMEEE , BRESR S 1 Amazon CloudWatch Bi#F##fH<stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, MREZE
g ﬁ*ﬁﬂ%ﬁﬂ’]ﬂ Wl FREE—ETANBFEE. BFTPHNERAESREREEERENFRE

o

&II

(® Note
BRSBEREZE

HEEE T X Ih % AWS CloudFormation KUK ZIE FE 4B H

MRERIIE I AWS CloudFormation ¥ & & KRINEIE FE4B5E , FER FNYEE .
1. WBREFEH U S EHE A LR,

MRE T T ERESREEEFE , FBEMBERY ZEFHEE Research and Engineering Studio 3R
&,

2. ®E Amazon EC2 XA RBERRIATERNTIE,

R Amazon EC2 #l1TEE M <envname>F HETACKLL | RARUFOBTEBEL , BIFEK
=% Active Directory #H A8 AT L& H 3 B RE,

3. MRECHE AWS SHEEREERSREUNBER , FHZHEEEEY VPC, WENLEFH
B, UK EALZERR SR,

H'll'

MREMSHFLER  EAEFTEMRALZHNE RES R, MFFHMER  F2RBHRTEE

-
HHo

4. MREFERAECHABERTEER , FREZBIMEN Active Directory fF & TEHIRERE,

MEERERREHITER R IIMA Active Directory ZEEE, B FH2 Bthe section called “Hl
ITIRBE BRI 5k BUIRBERY vdc-controller” SR f# SR RE

REBE o
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1T E R &R I EE 1A K BUIRRERY vdc-controller

L RE & A RERY R K R B IR L EAR M A Active Directory (Active Directory),
EERERE

1. #®@w%l , 7 vdc-controller B9 1THE1TEEE B SSM B8 TIEREER
2. #1T sudo su -o

3. 1T systemctl status sssd.

MRRERIEEAT., KRNI LEBFPERER , HIFTEREEMA Active Directory,

[root@ip-: ]# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/nsr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 31248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[-31248 /usr/sbin/sssd -i --logger=files
[—31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[—31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here

NHEFRRNRRERRENRE

SSM ERR HFE
& ERREAE -

«  HRHEBNSSYBTEEHIT cat /root/bootstrap/logs/userdata.log AFE B

LEEARA=EAURNREAREZ—.
BARE 1 : WAK ldap EERFAEATER

BEAR. MREFINTIEEZX , AIBTEREZLIMA Active Directory.

+ local AD_AUTHORIZATION_ENTRY=
+ [[ -z ' 1]

REERE 162
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+ [[ 0 -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'
++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization,

retrying in 34 seconds ...
[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...
+ sleep 34
+ (( ATTEMPT_COUNT++ ))

1. W RES HEBEVHBCE#EATIEENZBIE,

« directoryservice.ldap_connection_uri
« directoryservice.ldap_base

« directoryservice.users.ou

« directoryservice.groups.ou

« directoryservice.sudoers.ou

+ directoryservice. computers.ou

« directoryservice.name

2. BT DynamoDB BRI RPN EMAF EFEE. ERFKRAE DynamoDB EIEEMNERKRT KT, &
PREMWES <stack name>.cluster-settings,

3. EFERRKRE , BMERE I BTREMNTEEM cluster-manager # vdc-controller, B ENIERH#
£ A2k B DynamoDB & $} 3k i) 5 ¥ {E RN Eh 3 Y 41T (Bl 88

BARERER 2 : 8 AR ServiceAccount EFAEZ B IERE

MR BFEE Insufficient permissions to modify computer account , BIfEHEE 7 Hf
E#E AR ServiceAccount BRI BER IERE,
1. #% AWS Fi#E 5 BIRK Secrets Manager,

2. ¥ 3 directoryserviceServiceAccountUsername., #W#MELE <stack name>-
directoryservice-ServiceAccountUsername,

3. FRMMEURGHFMAESARE, EWEET , BEHENMEE K RARBEEXF,

4, MBRZECEH , FMERE SI#ITREN cluster-manager # vdc-controller B11T{EE ., BHHIER
#&1E A Secrets Manager Y R ERENF H1TEE,
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BARER 3 : 8 A K ServiceAccount ZiET EFE

MR BFEHER Invalid credentials , RIfE &2 T HIRE A K ServiceAccount ZiE AJRET IE

&,

1.
2

5

£ AWS 2 A BB Secrets Manager,

¥ 3 directoryserviceServiceAccountPassword, WHES <stack name>-
directoryservice-ServiceAccountPassword,

FREZARRFREFAER. EWEET , EEHRREE K AREEAXF.
MRETHRER , ITEERMANBBRESER , LALUE Active Directory 1 Secrets Manager
hERBR.

a. EEfE PERFE AWS Managed Microsoft AD :

i. BIRCAWS A I HIF AWS Directory Serviceo
i. JEHERES B#HB# ID, REBEHE,
i. BEEREAEER
iv. A ServiceAccount fER& B,
v. BAFERR K AREEERER.
b. #&ZEIE Secrets Manager FERZE :

i. BIRUAWS AW HF Secrets Manager,

i. 1#3 directoryserviceServiceAccountPassword., WH A <stack name>-
directoryservice-ServiceAccountPassword,

i. FARBEBLURKFAEAER, ERFET , BERENRRE , ARBERXE,
iv. igﬁffﬁﬁtﬁﬁiﬁh
v. 2 ServiceAccount fEFI B EF R , ARERNRE,

MRIEEFHT E , FFMERE BIFITEREM cluster-manager A vdc-controller #11TEE . BEHER
H& 55 F SR T 9 (B R ED ST Y 01T ML B

REERE 164
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HRAMAYIEEEEE | IR1E CloudFormation 3 & £ 5% Wi kR

IR <env-name>-vdc CloudFormation 3 & #9 il B K ARk ¥ 4- & 52 o< B , 4520
vdcdcvhostsecuritygroup , EAREREAEAEEAE RES EUN FHEBRINZLEETPREN
Amazon EC2 AWS #17{E 88 Fr 2

HEEFOREE  FSRAKRIELUERS XAMBAIFTA Amazon EC2 H{TEE., A& , SR UEEMER
RR.

RIBEVHIE CIDR BERSHEBERER

BURER  gHBERBEMES [FAILED] # CIDR EiRSHEER,

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

EEMABE  AHNERA xxx.0/24 = x.x.x.0/32,
BRI E T HIRA CloudFormation #8337 5k By

BIURESR—RIINERETRE, EREEEEF , et REREBE , B CloudFormation
BE KW,

MBBREEEEN , BRRREYEREN, 5F , U ETFRNEGSFEREL,
5 AdDomainAdminNode CREATE_FAILED B A EIR ( & ) HELHK

MRTEHREHBEV AR HRTHHER , TEREERAFTERRBDRARHEEINEE Amazon
EC2 &%,
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AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

EEHIBTRBHRR

1. X SSMREEEESF , RERBCHRESH , AREBCHEMBENTERREBSH.

2. 1& SSM RunCommand/Automation #1TEE S ;o8& , ME(SHEIERI SSM XHWE TR EEIIT
1 88 B B — B,

3. TEIRIE Amazon EC2 F{TEBK BFERY , REAHHMTERAFE  MHEHTERBRSEM
BUEERKE.

MRBERRBHER  FERBRED 15 7EME RES H1TERNIEH,

B EBBE
B—BA(SSO) ML EEMNAZHREHNERNABERIERMEBE, WMFERE SSO HENENR |, F2
B

- the section called “f£F IAM Identity Center 5% & SSO”
+ the section called “BE —%& A (SSO) FRELRK § niRfitE”

EERHYMES ) EBEMHBANEGEE  F2ETIIEHERETE

&

« RAREBHIT iam:PassRole HIRH#E

 REEAREF AWS IRESH A BEFEFKAE Research and Engineering Studio on AWS &R
- BARER , RIREZEAER

- EREARRE "RARFERAE, #BR

 7£ Active Directory F#TiE{E A% , 1B RES FiEX

s BUTERBRELIFERAERE

+ CloudWatch cluster-manager H 558 H K/ R &RV 52

SO EERE 166
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K AEEHIT iam:PassRole HIFZ#E

MREBWBIERR | FHEEREHIT iam : PassRole BiE , ENBRLEEH , UAHEKBREERE
RES.,

BEAWS BRTREKEFTALBERZERYE K MARBIUFNEEACIBBELAC, WFENT
ER |, BUARERAREREEXRBNFTT,

E & A marymajor By IAM EREERERAEEEE RES HHTEIMFR , SRETIEHIER. B
=, BFERBEERBRBHCRTHT. Mary REKAGBEEEZ BB,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEFERBRT , Mary WBURABEEH , AAFFE11T iam : PassRole BifE, MMREBEEHE) , BB
BH AWS BEEEE, ZNEEESRBENESERE.

REE AT AWS IREAHI A EFEIE M Research and Engineering Studio on AWS &
i
BANEY ARG, EHMRFPNEAESISCEBINBHABFERENER. BRI IEEEAFH

EEEMHDEZRAR, HUXEERERNBERNFIUERIBE (ACL) IR , &R SUERA FBL R
KRBT AETFRENE RN,

MEE—FTH , F2EUATRE .

- BETHBOMELSHER AWS WIRFHRHAEBERNEFEE |, F268 (AM EAERERE) PHNAEHES
Y 5 —{B AWS 1RF P RY IAM £ A & R EFEE.

- BEETRINMEERNEIERMBE=H AWS IRF |, 528 (AM FAEER) TS FEER
HiaE = A AWS WIRE,

- FETHNMEBRKE S RUEIE , F28 (AM E£REER) FHRERAFIREIE/ARFEN
ERE (BESD ).

- BETHERACGNEREBRETEIRFFNCENEZR , F2H (IAM £AEERE) T/ IAM
AEREREBRNER,
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BRARER , RUREZAEHR

SO BEKREHRE , R EEE, FEVNEEE , FREESRNITEE B REA

1. B#RK CloudWatch £# &,
2. WEFEEAT K SKABA WEHME/<environment-name>/cluster-manager,
3. FRMBFRFHEUESAFRRPHEMTER,

HEERBEHEBRE !

Xa

-_—

B DynamoDB F#2 &

mERERP , SKEH WERK<environment-name>.cluster-settings,
FRERR , ARBIIRRENKRER.

EFAERGMER , ARBATIEH

R

- BMER - K5I
- R -aE
« {E -sso
5 EWHET.
6. HEEEMNZFHF , BF SSO HEERSER. WRTFIER , 51§ sso_enabled EMWELZER
Falseo

Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled J
Y
[ value ] O True © False

7. JR[E RES ERABENHEUEFRERE SSO,

o5

AN

&

i
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https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb
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EREARRE "HRARERE) FR

MREAFEHABA RES MHEHKFWREIFER "HRAZEAEL , BEAEZE LRI Active Directory /1 :

- MRFEAETFTEFEEN RES H , BRI FERAEFIEE AD

EAETEEE KRB L E RES, RES B/ ERF—X , AENEEESST  IREFHER
BET—XESEHME, FEMNERS , FEEPHIFZERE Active Directory R¥TIEERAZE | (B
RES HIE %,

- MREAEFER RES §:

1. HEBMMRFEERRE. NFFEEF K F2RAE—FA (SSO) RELNF T RHEE,
2. R SAML £ EM SAML EFH4HEEIERENE FEM b,

£ Active Directory R#i8#EMA¥E , {8 RES FiEX

MRBEHEE & HIEE Active Directory , {87 RES AR EAE , BIZER/E AD B, AD @S
M AD IEH E A RES IRIEH Lambda EHEE/NEHT. BRE , EEHEFERAESHFHEzE , &
EEE T —ERSEFHITAL, ELHE Amazon Simple Queue Service FEIREIRIZ .

FEHRBRSER
1. BARX Amazon SQS A,
2. f7%)s | 5BEH <environment-name>-cluster-manager-tasks.fifo,
3. EEEEAMEBEWRAE.
4. TEABRXH , @A :
{ "name": "adsync.sync-from-ad", "payload": {} }
5 &HIAEEMEID, WA : adsync.sync-from-ad
6. STHASEEERMERID, WABBNRHF UFHR, IEE XEEG T ERETHWATE R

TE , BREREHZ,
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https://console.aws.amazon.com/sqs
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BYTFERBELIERERE

MREREMTFERNEES  BRREEY THFEREFEAMERA Active Directory FEIERE | Rl
ERETRFEEE —RBA. RERFATEAERMTFER. FRAPERAELAZELBARE -

Nrd
Ao

CloudWatch cluster-manager B 5 A8 H K/ BR Il By $5 55

2023-10-31T18:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []}

IRIEIE CloudWatch cluster-manager BEEF K EILLEEER | dap B EAREEBREAZSEAERLH. &
EEFILRERE , 55185 IDP #) Idap B E&ERRH,

FE

- BEB RES BEUERRMR , BRHEHE VDI EHLE

- RiFEIB RES MAERRE , BAREEE VDI EH L

« REEH VDI THEEREA

« % RES 23 Amazon FSx for NetApp ONTAP , {E RN A KV #815

}ERB RES BURERRMSK , BARBIHE VDI £=# L
BERFGLEERA T, REE | Fah VDI THEE, SRB TS BREERAKEREEERMKE

AREE,

Amazon EFS

1. B Amazon EFS 2 &,

2. RBEERRFRERSTH,

3. MRERRFMEFRTH , FEST BRE VDI 8,
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https://console.aws.amazon.com/efs/home#/file-systems
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1. Bi{F Amazon FSx £ A&,
. ﬁﬁﬂkﬁgE I:TE.”EHO
3. MEMREARTH , FESF BRE VDI 8,

#iEB RES IMAERRHF , (EAREEE VDI EHE

# RES LMANERZRERRELENZ AR , ARG VDI THBHERRKE. AREBELER
R RHE RES HMSFEY , RES TEEEMEBMN L2 EHERA,

EMANERRFEEEBNZRERAFTIBARE

- R HE linux VDC £#M NFS RE (EHIE : 2049)
+ RB Windows VDC E## SMB RE ( E#EIE : 445)

REELRE VDI THEBRUE A

ONTAP X EHHERER UNIX, NTFS M MIXED Z£%KHK, Z2HIRE ONTAP RIS ERFE
FFATERR | DIRERLE A P im R R v S B LERF AT,

Flan | INRHBEEHA UNIX 228X , R ONTAP WS EARE , SMB AEH{MATUFEIRER
(IR R ERBRFMNZE ), T8 , ONTAP A UNIX FFA , RBE UNIX AFImAI AERRET
B &,

W

BE Y {55 F SR 51 9 B ) & 45
E Linux THESHEFER UNIX EXBERE

sudoer AJ AR HMFERAERET. Bl , L TREER T /<project-name>H & LA <group-
ID>ZEEBIVEAFFATRIKE :

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

B Linux M Windows T/EE# A NTFS B R E
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https://console.aws.amazon.com/fsx/home#file-systems
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BAUERAREERRNLABMRZELANT. fl0, EEEAZEuser_01MERK
myfolder , A B4 Full Control., ChangeD BYEFHJ5%E A ReadAllowsk Deny :

ERAEER
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+ | T Documents Properties X
(- - —
r N

E:[] ~ Permissions for Documents X

1 Share Pemissions o

GFEIUFI Or Lser Names:

Everyone

e

 folder

folder

Pemissions for Everyone

Full Control folder

Change
Read folder

folder

folder

folder

folder

folder
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R Linux M Windows fIFimHEEA#MRE , RMFRHE SVM LRERBRS , ZRFEHKEM
Linux £ f%& & B EEA [E) 89 66 A & & BB EE domain\username Y NetBIOS #BE £ BN BB, EE
Linux ¥ Windows A& 2BETHERFTERD, WFESE , F2HEA Amazon FSx for NetApp
ONTAP RiAZHE THERH.

F % RES E1I Amazon FSx for NetApp ONTAP , {B R 10 A 3 #4315

Bal , &% RES A2 Y Amazon FSx for NetApp ONTAP B | RIFEMBRERERK , X
SARE, EEKEITHN ONTAP ERRHK SVM MALZKMEE |, 552875 SVMs A Microsoft
Active Directory 381 Amazon FSx £ & LHWP R, BESENFTAIZRIE AD F# Amazon FSx
Service 1RF . —B SVM I AMEIE , 5F80#E SVM FE > i % > SMB DNS &8 , AEBEH DNS
28, EAREETRETE,

AR % , FFEHRERE DynamoDB ER &R #mEE SMB DNS HHEE K

-_—

. B1¥¥ Amazon DynamoDB 2 A,
EHERR , REIRIE <stack-name>-cluster-settings,
 ERZERREFAT , RASERMG , ABW AT HEREMS
- BHAE - RolR
- R -ER
« {§ - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
CENBEMNIER , AREME. WEBEA
. ERELRIERE SMB DNS EBEHE,
ENRELEER.

w N

o o &

A FRAEERRREEBN RSB Amazon VPC EXRBFIEGFPEBRNRE. £
BRRZEHH VDI EHBE TSI MA SVM MERRENEE.

g ST LER RES MAERRMDEMARBNERRE - #RRREEZIERRMK. WAL
REH
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html

HZREE TR Studio EREEmR
- REBHMEBRLHK
- RERELIEAZEHERKREBELEEANB.

REBAVARRE R K

£ RESHREBEEL , MRERBHMEALY , IR EHEEE SN Amazon CloudWatch HEEEE
HERYIET TR ER B VB,

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

REBEZEAEEHERREZEAN B

WR%E £ —1E env BEKVRBEEZEFHH env FER , FEFEEEEEM CloudWatch HEEEAER!
BE. IREERRAREASCBENERRER , FRESRBERERIRE,

1. T# metadata.json IR , WHEREZEER KA ExportStatus EH COMPLETED kR, BMAREE
BERREAE ExportManifest MUK, MRERTE LARBAUE , REGERBYRE , BEZ
HERRBINGEREEM,

2. HRBIMRE K FEEREMEE RES #8284 COMPLETED, RREIEFHRZEES5 F 1
PiE, ENEASEFTFRARBEERRER , UERRBERIEL, Eﬂvﬁﬁﬁﬁiﬁlﬂﬁﬁ@ﬁmﬁx&

RBEEFRERFHATERNE SV ERE EHE
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RAEFERERFHTERAN S TR REE

MR UIPHBERRS[ERAEERNE SR ETERRELER , EX REEEHE Amazon EC2
HATEERALERRE,

Y BT EERRN 5% , REWE Amazon EC2 X128 REHEEM Amazon EC2 #I{TEBLUFEER
I, WK TERERA. MRIEERTR , ZE Amazon CloudWatch logs AT REERE R A,

S-—EFERBERRPINEHFEHSR. MR Amazon EC2 T2 A L HBREMAE PR RERMEMT
BERERFVBTHERE , AIRTIURFERKBE.

IEENBREHM TR

EC2 Dashboard X C EC2 > Targetgroups > res-bicfn3-web-portal-e2958adc )
EC2 Global View

Events res-bicfn3-web-portal-e2958adc

Details

Target type Protocol : Port Protocol version VPC
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad 10chge [4
e 1P address type Load balancer
1Pv4 res-bicfn3-external-alb [4
edicated Hosts
apacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0
AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table Al lied to the
v Elastic Block Store
Volumes
Snapshots Targets Monitoring Health checks Attributes Tags

v Networks securty Registered targets (1)

Security Groups
‘ Q Filter targets 1 (o]

Elastic IPs
Placement Groups ] Instance Ip v | Name v | Port v | zone v | Health status v | Health status details
Key Palr

O 10basds08631f20043 res-bicfn3-cluster-manager 8443 eu-central-1c @ healthy

Network Interfaces

¥ Load Balancing
Load Balancers
Target Groups

v Auto Sealing

Auto Scaling Groups

WMREEAMAEIER A 0, RREHE Amazon EC2 #i{TEEATAREEDEK,

MREEMRETENIERABIEO0, RR Amazon EC2 HTERRAIAEFE IR, EFRERERADRTEN
FEARAEREABEEERERE,

MREFERERIFMEFRRENENIRBERZO, iéa'\ﬁﬁﬂﬁ_lﬁ'éaﬁff fHaRe Pl , NENLE FHEET
R AYEN AZs, MRBLEEBIER , TR LTRERFHMENF }EH:'.%EE%#MT?’EO
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B E B R TE

ES |

o SEENE{ET Y E R EE A B ARChER

- BRRERE 5 BAEREHE

« RME Windows BIREB AR , WS "ERCEEMN. SWwinsR"
* VDIsFHEfEIRRE

- BB#E , VDIsEHE AERAREE

FERNEER Y E B R R B A IER

MRESMEERBERANGELBEREEER K BETERRAER Amazon EC2 #TEEBHE |, =
Amazon EC2 #{TEBE AR RES BB AKRIEHEL, BEES Ul MRETEEEERTREREE
BEHER KM,

FE{EFH Amazon EC2 X ARHUEHTHEEEECKRLEHEL, NREL  FEXB RS, WRER
BRI AIMVEERYE—REEE. FRAETE S LERNERAER  EFH T ERRSSDHERH4E
A,

MRERABBFTERMALRE Admin Ul £, BIFEEEZEAMEA Admin Ul A EKLE,

KABERME 5 EERRHE
EAETLURENERSAMBRRRHS 5. EEAATULEA Admin Ul #TEE , TR :

« BIERMERE,.

- EEARER 3R 51 R,

« £ DCV IEMEERP , B—TAANGEET.

- BENERAEAF TFERRTFNERERFENNE,
- EBHIRER,

- ENEREEEUERHRESHL.

B EHSE 177



#5EEE T2 Studio EREER

FH Windows EREHKXR , XER "ERCHEM. B@iER"

R Windows RENEMRKHY , WHR Ul $558 NEREREM. SWwiER" , JKEAERE Windows
1TIERE LM BEARRIR DCV RSB R ERME.

Amazon CloudWatch B & #l<envname>/vdc/dcv-connection-gateway AJRERFERAELUT
RENASRHERERER

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:

Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"

protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: OE9E9C4DE7194B37687DC4D2COF5E94AFODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: I0 error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

MRBESEER , BRS5ERMEA SSM Session Manager BIEKEE Windows #TEBEAER , A&
BRT 5 2 ERFMEEIER

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name

-a---- 8/4/2022 12:59 PM 1704 dcv.key

-a---- 8/4/2022 12:59 PM 1265 dcv.pem
\==b

EREZEAPENEY , BRENERERATERENL,
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MRS EBRERE , AR Windows KERVHTREEEERBNIRR , FEMAZMREHEERE ,
EREREENBRERRELEEHN/TERAI Windows BB#SE, EREFELE Windows HEE
B, o ARIIE R E MELR,

VDIsFTEMEEARAE
R S EMENE Admin Ul RREREERE | IETALR HALERE R,

EZEYEERER  FREZEIHTERBLNEFER , ISKUEEREENER. AX4ETEEFE
R Amazon CloudWatch A EENEE , EH 3 SERLRAER E?%ﬂ%#ﬁnﬂﬂiﬁ R EEEE
Fo

LT R RENEBERR,
- EFM AMIID EEFTMAEBEHE B RES TXE&E,

SIEMEESHEETN , B4 AMI ZEEHNERIFENTIE, HTERLNAFRER , flW
/root/bootstrap/logs/ Linux #{T{EEE , 74 @EEEJH:*EBEE’JEFE B, £ AWS Marketplace
HSH AMIs ID ATREESE A RES KREHTER. eMEEASUREIEREEXE.

« {EBET AMI BB Windows [ERKREHTEER , FTERITEATE/METH,

RIBTERR , B Amazon EC2 HITRIEERBIE , FAEERESHEHNT XK. NREERENER
KEHATEEREN AMI, A&KE AMI GEHEEHER  YEREALKEERRE S —EERSHE ,
AEHEERESTRISENNERKSEHTEE LT,

HREENEE , FESAREL AV NRAERKEHTEE L , WEES 529 R PowerShell
WERE , ARMTTHGT

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

ARBRREMITER B AMI, ERLERR AMI REMAREHEE X HE 2 RABIBVERR
Ho IR , BTN ERFMERENATER LMTHRNSG T , YENRBHTERUSEE
BEAETHERER  BELRREHRN AMI BB S —EERKER , #2BXETEENEE,
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FREIE |, VDIsEHE A SEERREE

AREMREE 1 ERERKEN BHBRANEBTE POSIX FFAWERE,

MRTHIRGIKIL , ETJEEREEERAEE -
1. BB H RES IRAA 2024.01 = F F A,
2. ¥ 8 RES B HAR , A B¥EnableLdapIDMappingikEA True,

3. £ RES HEBIEHHIEEN ERRRFEAN RES 2024.01 ZHIMARA , REXFREFEAR ,
4 EnableLdapIDMappingiRES False,

AL ER MR EREAERPHIEAEB &%

SSM EREEEETH,

cd /home.

1s - BHIH B REBAESEAESBNB & , Fl0 adminl, admin2.. %,

MBRB & sudo rm -r 'dir_name', FEZ0MIBR ssm-user # ec2-user B &%,
MREHAECRASEHN env , BRFEAEN DDB ERRMBREREM (clusteradmin BRHL).
BB AD B - EEEEEE Amazon EC2 sudo /opt/idea/python/3.9.16/bin/
resctl ldap sync-from-ad®#1T,

7. #t RES #f8E L Error AREEEFRE VDI #1TEE. 2% VDI EEKLN 20 s ERNEIRA
Ready RRE,

o o A~ WD =

ER S E T

ES]

Amazon EC2 #TRBHE R AP EER KL

vdc-controller BT EEEIRT , AARMEEMA AD/eVDI FHEFE T AP IEERERE XK
RENRHEUNEERKE  EXRTEHRETHRXEEF

cluster-manager Amazon CloudWatch B8R "<user-home-init> IRE M B EFE A, EESESMHER
ERSY, (APIRFREAEER)

B AR Windows REHET "ENIRFEERH. BafNEES"

S\ER/% F AD #HAEHY DHCP JZIE &

Firefox #5852 MOZILLA_PKIX_ERROR_REQUIRED_TLS _FEATURE_MISSING
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Amazon EC2 #I{TEREXTZE AT EERREK L

MREMERAEFAITEERE Amazon EC2 TEAFERBTRACK L , RRWREERBRMEE , WHUR
RERREHTEREE, UTRHUEFRRN G E.

R vdc-controller #1TERETE Amazon EC2 EE AT HETEBKILRE | EVERHART ERNMER
ﬁﬁ)’ﬁﬂlo RES HENRZEEESR  MAEEIERE Amazon EC2 #1TEEAY IAM FEUZ I
BRI —EB% . R vdc-controller IEFEfEIR , B CloudWatch BB EH HE THIEEEE , ER AR
TV%&.‘?EIEEEEEEO AAR  WETEERTHES

{
"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"
}
LtEEERA Amazon CloudWatch BESASSERMT -

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXF@8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action

BE Amazon EC2 #{TER LAVER XM EMFE LIREE

vdc-controller M {TER EEMRBIRT , AAEEMA AD/eVDI #EHFE R AP| E/EAREE
EREY

MR eVDI HEEEREREXRY , HSEREREERTFERTIIEE,
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ERAEER

Modules

Environment modules and status

©

Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings @Coﬂfg @® Deployed ( Not Applicable

Cluster cluster 2023.10b1 @5tec< ® Deployed © Not Applicable « default
Metrics & Monitoring metrics 2023.10b1 @Stem ® Deployed (© Not Applicable s default
Directory Service directoryservice 2023.10b1 ®5tac< @® Deployed © Not Applicable * default
Identity Provider identity-provider 2023.10b1 G)Steu @ Deployed (© Not Applicable « default
Analytics analytics 2023.10b1 @5t6C< ® Deployed © Not Applicable e default
Shared Storage shared-storage 2023.10b1 @5t8C< ® Deployed © Not Applicable * default
Cluster Manager cluster-manager 2023.10b1 @ADD © Deployed @ Healthy s default
evDI vdc 2023.10b1 @f«pp @® Deployed ®) Failed o default
Bastion Host bastion-host 2023.10b1 @5tec< © Deployed © Not Applicable « default

FEEBERT , REN —MRBEREFEEEES CloudWatch BF%. ( BKREAR WAFRH<env-

name>/cluster-manager, )

Al RERY R -

s MBHFEBEXF Insufficient permissions , SEMEREI res HBIFIRMHM ServiceAccount
FEREEBBEIER,

AESATEH)

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

000020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data @, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 3@ seconds

o A LAfE SecretsManager £ A& FH RES ShE HERHHY ServiceAccount FRHER R, £
Secrets Manager F SR EENRE , ARBIEIMAN T, NRFERESBTIER , BE2IUR
BUERWRE, KRIEBRNEEZEESMN vdc-controller {TEEE ., FETEEIGEABEMR

&
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
https://console.aws.amazon.com/secretsmanager/listsecrets

#5EEE T2 Studio EREER

MREERARRUHONSEFRHEEEVNER , FRAERIBHSEAR "ServiceAccount . INREED
2 RES HiE#S DisableADJoin 28R E A False , i 5HEE "ServiceAccount" EHEEHFE AD
R B HREFT,

- MREANEAEEBER , BEFEEXE Invalid credentials , Bl AN RIS A AESE
B iBE,

HESATEH)

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],

'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

A LUEIB FENIE Secrets Manager RSP ERBZRBHHWE , BEREERI env HiEW ANE

15, #BEZ (I <env_name>directoryserviceServiceAccountPassword) , R%i#E

EVHREEN A S

MREMBHNRBETLER  SEEREUEFRZINE, RIEEBTHNEEEESA vdc-

controller #1T{AREE. FATEBKEAERNZG |, WiEARBRTEAMRE,

MRREIERE | AIAER BiEAR Active Directory P RBEIBH, BM4 AL ERR Active Directory

RPZE  REFHWBE, EA LU Directory Service 3% & E 5% Active Directory FEYF &

s -

1. BEBEENBID

2. ZENEME, ERFEAERE  RAREAFEAERE (HlW "ServiceAccount, ) M RIFIES
RE,

3. IRFEEENFIFTE LN ZRIFTRE , FBFEYEN Secret Manager MEAREFHZNE ( Hla

<env_name>directoryserviceServiceAccountPassword,

4. ¥IEBRIVREEE S M vdc-controller MITER. FEATEREAREMEE,

BB RERE  ERTEHRETANBES

WEETREE T ERLEAEIRSE AD HENEESR, NRHBLLEE  SREEEETES
Amazon CloudWatch BB HEEEHEEER T<user-home-init> account not available
yet. waiting for user to be synced, , M¥EREEREHEHEEE.
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https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/directoryservicev2/identity/home
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cluster-manager Amazon CloudWatch HFEEER " <user-home-init> 1R F i &L E A
FEERFERAERS) (HPIRFRERAEERR)

SQS FTHEINKRAFEERER T , AATCELINEEAERE, EEHERASHBERAERER
N ERERRER , SBERLEXR.

HEETEFAERFNRERTTEER RES Kt EFERFM AD IEHERE, Hl20 , £ BI/RES IRIER
IV AfERARServiceAccountUsernameZ 8RR EMNE |, HlafERA "ServiceAccounts MIE
FTAdming »

BAR Windows RE#ETR "EHIRFEFEH. FRAENEER"

CORP\adminT

Your account has been disabled. Please see your system administrator.

EREETH 184
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MREAEEEZZAHENER , EARRTEAEREER SSO ANEAR , CEHY RES FRER

AD H{=H,

MRERFEIRFSE AD FE/ , SSO BEARZE XK.

SAER/I%Z F AD #8RERY DHCP #IE &

MREEAR RES "The connection has been closed. Transport error" EEREHCH
Active Directory ¥ i £ A RFIE 2| Windows E#R S EAVEEER , M E dev-connection-gateway
Amazon CloudWatch BB EHLUUNTHAR :

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc08a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

mREEHH BCSH VPC £/ DHCP ZEIEM AD fEizdlss , AIFE .

1. #% AmazonProvidedDNS 718 = M {E #3133 414 1Ps,
2. AR EBERES ec2.internal,

WEETRES, WMRIHLERE  Windows RHEARIRHERmIER , A RES/DCV &K
ip-10-0-x-xx.ec2.internal hostname,
Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

ERKETH
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Firefox #6578 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

EREA Firefox Web BIESSE K ELERERIEREZEE b TeE2EZ
MOZILLA_PKIX_ERROR_REQUIRED_TLS FEATURE_MISSING $538sA 2888,

FEE R RES Web falfR2E £ /A TLS + Stapling On 5% , {8 R Stapling Validation EIfE ( FF2E
https://support.mozilla.org/en-US/questions/1372483 : //,

& O] AR ER https : //https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing /R

YR RIS E LA RE.

Env filBR

£}

* res-xxx-Cluster #8&EER "DELETE FAILED, k58 , EEZEFEMER K AA "AEENSELE
1£. 88ER

- REHR

« & VDI B

+ f£ Linux EC2 #{TER T&R A

« # Windows EC2 TR T&H A

« IKEE WaitCondition 852K ECS HES

res-xxx-cluster B E "DELETE_FAILED, kiE , BEEZEZFEHMKR K KA "AGE
WM EERE, B

WMRIEEE T "res-xxx-cluster" # & E R "DELETE_FAILED" #R&E , BEEFEIMG , B UEIT TSI
SRS ELMIBR

MREEDTHBER "DELETE_FAILED, & , FEEHAF DK EMBR. ©rlsEEEs —EHFES
iﬂ y Eﬁwb\ﬂﬂupﬁiﬁﬁo gﬂyﬂﬂupﬁo
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https://support.mozilla.org/en-US/questions/1372483
https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

BRx , BMEERIBRAALERHERER  BNTREFINASRENEZERENER, TEEBRT ,
AENFBERMA "ERENER.L |, ARERUMER.

B e e E D E L BEEE8 Role: arn:aws:iam::... is Invalid or cannot be assumed
Env B
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

EXRTHERHERAENACSEER R LMIR, FEHRLEE  FERACHERE, IE IAM X
BE  YEANTRANZSBRIEFZEBHAR , TR :

. SHEEENERER | EBEAWS R,
o STYIEHAZEM , 7f TUse cases for other AWS servicesi®# CloudFormation,

IAM > Roles > Create role
: Select trusted entity e
Select trusted entity

Trusted entity type

O AWS service AWS account Web icentity

SAML 2.0 federation Gustom trust policy

Use case
Alow an AWS senvice like EC
Common use cases
EC2
Lambda

Use cases for other AWS services:
CloudFormation

© CloudFormation

ENT—%, FHSEMAAE 'AWSCloudFormationFullAccess' M 'AdministratorAccess' 5
A, BHNREREEHEEREZWO TR :
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Name, review, and create

Role details

Role name

173289361

Description

Allows CloudFormation to create and manage AWS stacks and resources on your behalf.

Step 1: Select trusted entities

Step 2: Add permissions

Permissions policy summary

Policy name ' Type

AWSCloudFor AWS managed

AdministratorAccess AWS managed - job function

A®IEME CloudFormation T2 AW MIERHER, LRERZAUERIACREEMER. &% , AE
IAM EZ2 A8 I MBREELNBE,

R EC2 TZAE A EC2 #1T{HEE

. BMBELIERBEAELER Linux EC2 #1TEE.

o FBMKEBRIELIERE ALK Windows EC2 #1TERE., AREFE Windows PowerShell LA {T{E{ a5
AL
T o

WEERREEM A

1. Cluster-manager : ff TV ENMBEEEESN AR , UHEEITR,
a. R B CloudWatch AFE#E WFTHE His<env-name>/cluster-manager,
b. <env-name>-cluster-manager EC2 #i1T{El#8 L /root/bootstrap/logsH# FTHIFTE

B, BEAEHRAERY " EC2 TEAZ A EC2 BT EER MViER , UBEALHNHITE

o

Env B
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2. Vdc-controller : & 54z EH18 vdc-controller W B , WS HEREZTER,
a. R B CloudWatch R & # BFTE BiS<env-name>/vdc-controller,

b. <env-name>-vdc-controller EC2 #{T{E# L /root/bootstrap/logs B # THIFTHE H
. BEAEMEN "R EC2 EEAFEAEC2 HTHEE, EET WIER , UBEALWHITHE
e,

BRIEHFRNEP—ESERER € Linux EC2 HTER THHF —HPRIER, KEEBEEREH
TERERE.

Y £ VDI B
B ¥ FERY Amazon EC2 #h1T{EEE
MBFEAELL TR B VDIVDI1 , Amazon EC2 At T ERYUELBIEA

<env-name>-VDIl-<user name>,
I £ Linux VDI B

BEAEGRAE "% Amazon EC2 £ A& A EC2 Hi1TEE, ERLE WIETR , % Amazon
EC2 XA E ALY EMN Amazon EC2 11788, HWYS VDI Amazon EC2 #1T{E# £ /root/
bootstrap/logs#l /var/log/dcv/E & THFTHE B,

MEBAFNER—ELZEZREAFZLEE 3, REXZXETHEFR. Bt , BALMKB TSR ,
w—EESIEBFMERR , RELEEH :
1. SBIKBT 5SS |, £ /root/bootstrap/logs B & T# & dev B :

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2. B BB T —EHENSBTE VDI BHiE , TEHAR.
I €€ Windows VDI B

BEAEBITE "% Amazon EC2 £ A X A EC2 # T, hEEE WIS , % Amazon EC2
FIEABEAHEMN Amazon EC2 #11T{E#8., £ VDI EC2 #1T{EH $env:SystemDrive\Users
\Administrator\RES\Bootstrap\Log\ B & FEBFTE B,

MEHERNER-ELEZREEM LES S3, ARKBETHEM. EEEHRM , FHRET—H5
HE S RHEST : T, VDI HFE,
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T# VDI B

1. ¥ VDI EC2 #11T{E# IAM S & LLRFF S3 FEL.

2. BIff EC2 =24 , RZRBIUEH VDI #1TEE

3. ERHIEFERANIAM &,

4. EFEHFUTHANERNFTBRERS | BEEEBER | ARIEE AmazonS3FullAccess I
8

5. BEUHTIEEF A LUBRERBUR,

6. Z#& , BIFEW VDI EE  MRTHITRTHAR. KEBRBERIATERERE,

a. & Linux EC2 #1TEE T HF BRAR Linux.
b. & Windows EC2 #1T{E & T = H & B A M Windows #
7. B#  REASCEUBKANazonS3FullAccessBEK,

(@ Note
FiE VDIs #{EAHERE IAM &€ , <env-name>-vdc-host-role-<region>

#& Linux EC2 /TR TH AE
ABERPTHEFZN EC2 B1THEE  ¥BTTH s , SFAEHFELEE 3 FHFEITHE -

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz
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2% FHESIEERE  ERNEBA WRAEIHE , <environment_name>-cluster-<region>-
<aws_account_number>fA% T LA EE<module_name>_logs.tar.gziER

# Windows EC2 #1T{EfE T & H 3%
ABERPTHEFEN EC2 B1THEE  ¥BT T , SFAEHEFELEE S3 REFE

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

2% BRI S3 Eirs  BENMEEAE WREEITE | <environment_name>-cluster-<region>-
<aws_account_number>fA% FH %A LE<module_name>_logs.zipMIER

IR WaitCondition $552#9 ECS B

1. BIESENHE K ARBEERRSIER.
2. RBAEE - ResearchAndEngineeringStudio - R - £ - CreateTaskDef -
CreateContainer -~ LogGroup , A% 1ZH H 5554 LABA R CloudWatch B,

3. frit BESEHE P EEEHH B,

REIRIR

ES- |
- RESSREENS P REFRGBRLE THREEAER
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REHSREENTDBREFRSRE RIEREEAGER
[ E

MBREBERBEALETREGDIREEN G 2 RFHREWD "IEEHMNER, K SHNRBITESIABE,
EURRERERUN o2 ANERENEN , 2 E M Active Directory IRIEIRF .

=

1. HEESEBRBEEAEFPERMCEHENMRBIRSEZE,
2. 7£ Secrets Manager FEHRBEIRFZE , WS EE LEE ANHEE

« EAR Keycloak H#& : PasswordSecret-...-RESExternal-...-DirectoryService-... LR :
Microsoft Active Directory B %215

 for RES : res-ServiceAccountPassword-... with Description : Active Directory Service tRF %
173

3. HIfEEC2 TEAWKRIEFEEESHITMERE, Auto Scaling RS B BBRFTHITERNITE,

& XEE

¢ 2024.x EHIE7E

2024.06) E AD BHEEBOIES=RE , EARBAK

2024.04-2024.04.02) 24£H IAM 25 7 R BRFEEE VDI ST HEEN S E

2024.04.02 RE R/ ) ap-southeast-2 ( EH ) FH Windows NVIDIA #1TEE LB
2024.04 1 2024.04.01) GovCloud R #Y RES ffll Bx 2 BX

2024.04 - 2024.04.02) EFRENEF |, Linux EBRSE st FE "B, ARE

2024.04.02 RERMA ) EXESP SAMAccountName BHME S ABEFRHIEHFTH AD FH

L~ b~ L~ b~ b~ I~

|k

2024.04.02 REERA ) ARERESTHNLETREN
2024.06 RERRA ) AD BFHEREL E RES NEEMKS

+ (2024.06 R EEHRA ) CVE-2024-6387. RegreSSHion, RHEL9 #1 Ubuntu VDIsF ) Z £ FE
B2 A 193
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2024 .x EHIERE

(2024.06) & AD FHEEBBOSZRE , EARBAREK
=8
MR AD BEZBH IS , RES 2024.06 £&E2E M LIRS R BR

£ AD RIS HIE , #EEEE CloudWatch Bi# ( fE<environment-name>/cluster-manager H
WEAET ) KBS THIHEER .

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

RES EEMIRRERSHETIERNEFESRR

- TEREGENENMAE ASCII F&, BF. BITHE (). G () MERL ()
o RAFFRITHR () MAE—EFT
° quz:ﬂ%ﬁ? o

ZREENRAE
2024.06

o3

1. ZETHEBEIESENESHERNER (patch.py M groupname_regex.patch) , BHIT 5y
T, <output-directory>#§ BKRAZEKREERN B , 4§ <environment-name>EX
A RES IREMNERE :

a. LSRN EERAR RES 2024.06
b. S@HENIEFBEE AWS CLI v2, Python 3.9.16 REFHARA , LK Boto3,

c. AIE RES WIRFMEFRE AWS CLI , WHEREZEEEA RES B 2 HFEFEA S3 &F
f

OUTPUT_DIRECTORY=<output-directory>
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ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. BEETHEHEAETHASCHEARERNE &K, JTTIEHERNGT

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. BEEWREBEIIREN Cluster Manager 1T{ERE , FBFHT T HIH T : BHEATLHE Amazon EC2
EETEAKRIEHITHEE.

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note

EHRERX L AD HESBIENNE ASCII 28, BF. BRITH (). O (). KL () AR
REMR 13 30 ZBRIZH

(2024.04-2024.04.02) 1REH IAM FF A SRR ERE S VDI SITEBHNAE
FiEE

EREE TR R EREREZERZNITAIARHELE, ER IAMPermissionBoundary 28 E &M FF Al
RRERIERPBEREREBERAEERNER,
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ZREENRA

2024.04 - 2024.04.02
=g
AIEBT ISR, AFF VDIs EFEEAIE MG E RN IR -

1. BETHBHEINESHBNEHERIER (patch.py M
vdi_host_role_permission_boundary.patch) , FE#T T 5@+ , <output-directory>#§ B A

REREERNVAHE &

a. BHRENEERAR RES 2024.04.02, WREFERAMNZE 2024.04 5 2024.04.01 ki , L7 LA4K
ROBXH I HN S EETRZRAER |, REEHRA 2024.04.02,

b. EHRERNIESBEE AWS CLI v2, Python 3.9.16 REFHARA , 2L Boto3,

c. »EFE AWS RES WIRFMEIHEEE CLI , YRREZEEEA RES B2 #7FIFEM S3 7F
LI

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY3}/vdi_host_role_permission_boundary.patch

2. BEETHEMEAESTHIABHEAERNBE K, AT TIMEHEXND T , <environment-
name>i§ A AEHN RES IRIFEERE .

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. HITHHH L RES BiE<environment-name>MWEZBEUX |, LEHKRBETRIEDPH cluster-
manager #$1T{EE, BT LA Amazon EC2 BB X AK IEHITEE,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
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https://aws.amazon.com/sdk-for-python/
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Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 R ERIRA ) ap-southeast-2 ( EF ) A Windows NVIDIA #1T{E &
SERRED
R RE

Amazon Machine Image AMIs) AR E4FEMRERN RES PRBERSE VDIs). @ AMI HESERE
B EREE ID, £ RES HEREATE ap-southeast-2 ( EF ) #FEE Windows Nvidia #1TEEH AMI
ID B Al ERE,

EEHETEEEARami-0e190F8939a996cafy AMI-ID §&531tb%7E ap-southeast-2 ( EFL )
i, ami-027cf6e7le2e442f4 FERTRA AMI ID,

B FATEEE ami-0e190f8939a996caf AMI BkEN#14TEIEER: | FRAES KRBT 5I$EE,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

ERERNIR , SFHIEEESR .

« 7£ ap-southeast-2 [EiFF ZE RES,
« £/ Windows-NVIDIA FEFREXEEHEE (AMI ID ami-0e190f8939a996caf) RABI B 1TIEEE.

SEENRAK

FiE RES 2024.04.02 (R E R A S ZRNEE
=R

RES 2024.01.01 iRERIR T HBMREH -

- ERATIEREEMFRELDR
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* AMIID : ami-027cf6e7le2e442f4
- fEER# . Windows
- GPU #i&7 : NVIDIA
- &/ME RERKX/D (GB): 30
- &/ME RAM (GB) : 4
- fEFLLEXEE HE B RE Windows-NVIDIA #1T{EEE

(2024.04 F1 2024.04.01) GovCloud F#) RES fifl Bk % B
i

£ RES MIBR TEFREEIA , UnprotectCognitoUserPoollLambda €% A& i&MIBRAY Cognito fiE
AEEENMBRIRE, Lambda #1TH BB InstallerStateMachine,

AR EEF GovCloud AWS [E1F 2 BRI FEER CLI lRAZEE |, Lambda F#update_user_pool Y
&7 GovCloud [EiZ %k B

E & MIER GovCloud EEHH RES i , EFEWEIT SIS !

Parameter validation failed: Unknown parameter in input: \"DeletionProtection

\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

EREROSR

« 1£ GovCloud [EiF# 28 RES
Bk RES #&

ZRENRA
RES 2024.04 kix 1 2024.04.01

=R
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RES 2024.04 hix 28I T IR ##EHE

« BB UnprotectCognitoUserPool Lambda
- WB1EH : <env-name>-InstallerTasksUnprotectCognitoUserPool-...
s BTRRERE -> RE > EBIRETHERB Python 3.11 -> f#17.
- BB CloudFormation,
- MIBx RES 38 > REFELERENER UNCHECKED -> MR,

(2024.04 - 2024.04.02) EFEEEF |, Linux ERESE AR "H#EL RRE
Gl
EFBRHREIL S A BHMEE , Linux ERSETASFE TRE.L HRE,

EFREEITEEE , AWS Systems Manager T2 {TEMR B S REILFH DCV TERK
B , M A vdc-controller CloudWatch BHEEH R T3 BFFAE (&£ <environment-name>/vdc/
controller CloudWatch BE6EHET ) :

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

R BRI

2024.04 - 2024.04.02

=

EEREFE "HE AENERSHE

1. £ EC2 4 SSH EARBBEHTEE,

2. EHTEBLEHTTIGS

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. FRHYTHERENKE.
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EEM N ERSEATEHRNEE

1. BETHEHENIESBNEHERNER (patch.py M vdi_stuck_in_resuming_status.patch) ,
HITTH®T , <output-directory>#§ BRALEXRBERNE & :

3

® Note

- EHRENEEAR RES 2024.04.02,
- BHEIESBEE AWS CLI v2, Python 3.9.16 REFTARAS , LK Boto3.

- BEBE AWS RES WIRFEMEEERE CLI , YHEREBEEFEE A RES B 2 FEN
S3 &,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. BEFTEEHENESBNSHENERNE K. BT THEHERNSS , <environment-
name>i§ X BEH RES RIBEER , W% <aws-region>EUR A E RES HWE :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. EEFHRIEIREN VDC 25155 HTERE , FHTTHHS , <environment-name>#§ HUX
EIRH) RES IRIEZ T

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
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aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 RERMA ) #FEERZL SAMAccountName B EBEXBEFRREHRFETT
M AD ERE

[ElE

£ SSO REELM/NEF ( MfE AD RIFBHE ) 2% , RES &ERS AD FAE. EXEESR
CloudWatch i ( fE<environment-name>/cluster-manager BFEE#AT ) £ AD X B
TR -

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$%)
L. Do 1{2h)[a-20-9. _1+(?<![_. 1D$

RES EXWIEREEIHFE TIERN SAMAccount EREER :

- TERETENE ASCI F&, BF. G (). K& (o

« FPAFEAIHIEREAE —ERNKRE—EF T,
- ENRREEMEEEVIRIER (HW ... . . )

/

/

HY R AR

&
I

3

2024.04.02 R E R

=R

1. ZETHEHEXNIBSHBNE@HERXER (patch.py # samaccountname_regex.patch) , FEHIT
T 585 , <output-directory>#§ R ALERBERMNE & :

@ Note

- BEENEERR RES 2024.04.02,
- EHRENIESHEE AWS CLI v2, Python 3.9.16 REHhRA , LA Boto3,
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- REPE RES WIRFMEERE AWS CLI , YRREEEFE A RES B 2 REFFEHN
S3 F .

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. BEFTHEAFAEESBANSHEEANERNEE, HTTIEHERXNSTT , <environment-
name>#$ R B RES IRIER T

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. BEEMBEEIIRIEMN Cluster Manager #1788 , FHIT T 58S , <environment-name>#%
BRAEHN RES IREZR, BB AILAE Amazon EC2 BB AKIEHTEE,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec? terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 REERAE ) AREREEFTHNILELWBEN

il
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EfAEN RESWeb AODWBUTHARSRUTNEEIHE , SRBATER - ZITTRAET
EEfETREN. EfREEAEATENSRENESIHE SRR TIER

Load key "<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

ZHENRA
2024.04.02 R E R4
=g
RPEBEMEA Chrome TEHSH  RALABSETIHE,

HE , JUAEBRE BEELHIT----- BEGIN PRIVATE KEY----- , REBTE BTEEBRILFITREFIE
N EBER----- END PRIVATE KEY----- 0

(2024.06 R EF WA ) AD RIS EIEKRELS E RES WEHEKE
FHEAEIR
R GroupOU EE UserOU @ , BHEREAS &L ERRS ZE RES,

RES €1 ERt AD BAE L FHERE |dapsearch EHEE4. BB EHZRIEGT ERME
A UserOU 2%, MF =& GroupOU 28, HRERESELEENITMAFERAE, HITARSRER
UsersOU 1 GroupOU R EIM I TEE+,

ZRERA

HEESZEMAE RES 2024.06 iR E E A
=R

AR HC R T 5l 20 BROR AR R R

1. ZETH patch.py IESEEFH group_member_sync_bug_fix.patch &R , FHT N5
T, <output-directory># BMVAZRETHERNAME K , XA% <res_version>BIRK A
RESHH RES A :
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2.

3.

® Note

- BHEXEREEE AWS CLI v2, Python 3.9.16 SHE#ThRZS , SAK% Boto3,

- REBPE RES MIRFMEFHRZE AWS CLI , YRREEF R A RES B ZFEFITEHN

83 Eq:—.l-o
o iR {EXE RES 2024.04.02 1 2024.06 Hx. MREFEAIZ 2024.04 T

2024.04.01 , ZBAILUETE PIIHN SRR ERAER , THETREEHNA 2024.04.02

REBEREHEX.
« RES x7 : RES 2024.04.02

BHER TEEL : 2024.04.02_group_member_sync_bug_fix.patch
+ RES WA : RES 2024.06

BaER TEIEL : 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/

${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch

--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

EESTHEFREAETBNEHENERNE &, BT THIBHEXST , <environment-

name>#§ R AEH RES IRERH :

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-

version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

FEETRBLRENEEEESHTER  FHT TGS
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/2024.04.02_group_member_sync_bug_fix.patch
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/2024.06_group_member_sync_bug_fix.patch
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INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.06 R E R A ) CVE-2024-6387, RegreSSHion, RHEL9 # Ubuntu VDIsH Y
Z2IRHE

fRER IR

OpenSSH faAl i3 B BI#E A regreSSHion #Y CVE-2024-6387, IR AT RARBNRHEREEE
BERRRLHTEEERE , AR H OpenSSH #ITZ 2 BN RFEET RKBRERAR,

YR RES , EEMAERFRESETHEAN SSHEAERET K MEETKTZUREFE, TiB,
ZIFEFTE RES A s A RHEL9 # Ubuntu2024 VDIs ( EESEERRE ) REMNTER AMI
(Amazon Machine Image) A2 2 XL R BT ER OpenSSH R,

E R REAM RHELY # Ubuntu2024 VDIs AIAFIA , EREEEEFME2TH#,
MEFMEGHMER | FSEILE.

ZEEN R

LB LA RES 2024.06 RHE RRA,

=R

RHEL9 # Ubuntu #E#t# OpenSSH Z{TBHER , MEEReMFE. BALERAFEZTANE
HERSRIMELEN.

MREAHBAR RHELY 5 Ubuntu VDIs , B8 AES T PATCH EXISTING VDIsSRH. EEB#HK
W9 VDIs , B#ZBE PATCH FUTURE VDIs{E R, B TRAMABITIESE , EEH VDIs £
ERTEEF.
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https://nvd.nist.gov/vuln/detail/CVE-2024-6387
https://vulcan.io/blog/cve-2024-6387-how-to-fix-regresshion-vulnerability/
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EHBEAM VDIs

1. BT TGS RIEMFAEEAER Ubuntu F1 RHELS VDIs :

a. BHEXESTHEE AWSCLI V2,

b. AIE RES WIRFMEFHEE AWS CLI , WREFREEFEHE AWS Systems Manager Run
Command B9 Systems Manager 55,

aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. BAULERTHTEE LRBETHRETHIHAIT. BT rvELRHRIEE , ERNEHNG
= ID, XFEFEFAEHITER IDs#EA SUCCESS AR,

PATCH k3 VDlIs

1. ZETHEHEIAESEBENSHERNER (hitps : //patch.py M update_openssh.patch) , 5E#
TT3aT , <output-directory># BMKALETHERNWEBE & , W% <environment-
name>H{X & RES IRENEHE :

(® Note

- RN EEAR RES 2024.06,
- BEHENESBEE AWS CLIv2, Python 3.9.16 REHARZA , LUK Boto3,

- AEE AWS RES WIRFMEFHZESLEN CLI EAR , WRREHEEEA RES B 2 f#
ﬁ TE!E’J 83 ntF—.I-o

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
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https://console.aws.amazon.com/systems-manager/run-command
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/update_openssh.patch
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https://aws.amazon.com/sdk-for-python/
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. BITTIEMERGT

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/

update_openssh.patch

3. HATIGTEHRMEBEIRRMN VDC 2HIZRHITER

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstancelId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important

HE RES 2024.06 iR M EHARAF X BIEMAREKH VDIs, HEEHE RES REFRFEAER
2024.06 FYMRAIEHEARRE VDIs , FBEFEA THIIE R4 RES IRIBEFARE 2024.06 : EERA
E#.
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A Y n
T =

18 Amazon EC2 #{TERREFEM MR MR E RS (HKinkRE ) BE , UHEBZ A, LEAT
HEIEAEEEMBIELRE, B LIER AWS Systems Manager Session Manager , JER[# £
28 RDP EXEE RDP #EMNE R THBE Amazon EC2 #{TEE, MREBH/NNEIRSERHE
¥ , B[ Microsoft = Microsoft IREREFBERKRREFEHAE CALs, EFEENHUBRIFNEIRR
HEFEAE CALs EERBTEMED , YTHAAWS &R (£A ) HAFRE, NEEBEREHR
BAZIRETHEIZNER TIRNESRENET , F2HE -%EFEJK%E’JZIKE”O

EFAEEABEAXHAINEFALETECHEILFTE, AXH . (a) EHBE | b) K&K AWS BRIWE
MERNER , JHEEKEE BRI TEH. #(c) TEH AWS &EM‘IE’A%E&&@%%&@R
&, M licensors. AWS products SIRIE =L TR, #H | TMEMRRE , XRTZE, IEM
HRWHRYE , ERPATRERRTR. HEEFS AWS WEEMNEEHEH AWS HEEs, AXHETFBR
R EEHR AWS EEEF 2 BNEMHER.

M I Studio AWS ZRIE Apache BB E £ =14 Apache License 2.0 fRIFFEITIR
R,

208
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1&&8T

WMEFMENR , 558208 GitHub #EFEFH CHANGELOG.md =X,

B g2E

2024 £ 8 A « BITHRAS 2024.08 —

- ¥18#% Amazon S3 REFEFEHEE Linux
Virtual Desktop Infrastructure (VDI) #117{&
B E, 520 Amazon S3 EZETE,

- MEHETERFINXE  E2—EiHRE
BEAER  AFBITREAGNMEEET
Ae., F2H FAURER.

- EAEER . CRFE SEERER.

2024 £6 A « 2024.06 lx — Ubuntu X, BEREFEF
E.I-O

- EREER O BYREIRE

2024 F 4 A 2024.04 ik — RES R4 AMIsTIE REAE & 74

2024 £ 3 A Hih BB EE, CloudWatch Logs fRE. fi#
BREFIXERA

2024 % 2 A fR 2024.01.01 — BEFTHI BB E A

2024 % 1 A ATARZAR 2024.01

2023 £ 12 A E #7118 GovCloud 75 [6 £ 24

2023 £ 11 A DIECI TN

209


https://github.com/aws/res/blob/mainline/CHANGELOG.md

#5EEE T2 Studio EREER

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

CCX



	研究與工程 Studio
	Table of Contents
	概觀
	功能和優勢
	概念和定義

	架構概觀
	架構圖
	AWS 此產品中的 服務

	建立示範環境
	建立一鍵式示範堆疊
	先決條件
	AWS 帳戶 使用管理使用者建立
	建立 Amazon EC2 SSH 金鑰對
	增加服務配額

	建立資源和輸入參數

	部署後步驟

	規劃您的部署
	成本
	安全
	IAM 角色
	安全群組
	資料加密

	配額
	此產品中 AWS 服務的配額
	AWS CloudFormation 配額
	規劃彈性

	支援的 AWS 區域

	部署產品
	先決條件
	AWS 帳戶 使用管理使用者建立
	建立 Amazon EC2 SSH 金鑰對
	增加服務配額
	建立公有網域 （選用）
	建立網域 （僅限 GovCloud)
	提供外部資源
	在您的環境中設定 LDAPS （選用）
	設定私有 VPC （選用）
	準備 Amazon Machine Image AMIs)
	設定 VPC 端點
	在沒有 VPC 端點的情況下連線至 服務
	設定私有 VPC 部署參數


	建立外部資源
	步驟 1：啟動產品
	步驟 2：第一次登入

	更新產品
	主要版本更新
	次要版本更新

	解除安裝產品
	使用 AWS Management Console
	使用 AWS Command Line Interface
	刪除 shared-storage-security-group
	刪除 Amazon S3 儲存貯體

	組態指南
	管理使用者和群組
	使用 IAM Identity Center 設定單一登入 (SSO)
	步驟 1：設定身分中心
	啟用 IAM Identity Center
	將 IAM Identity Center 連線至受管 Active Directory
	將使用者和群組同步到身分中心
	啟用使用者

	步驟 2：連線至身分中心
	在 IAM Identity Center 中設定應用程式
	設定應用程式的屬性映射
	在 IAM Identity Center 中將使用者新增至應用程式
	在 RES 環境中設定 IAM Identity Center


	為單一登入 (SSO) 設定您的身分提供者
	設定您的身分提供者
	設定 RES 以使用您的身分提供者
	在非生產環境中設定您的身分提供者
	偵錯 SAML IdP 問題

	設定使用者的密碼

	建立子網域
	建立 ACM 憑證
	Amazon CloudWatch Logs
	設定自訂許可界限
	設定 RES 就緒 AMIs
	準備 IAM 角色以存取 RES 環境
	建立 EC2 Image Builder 元件
	準備您的 EC2 Image Builder 配方
	設定 EC2 Image Builder 基礎設施
	設定映像建置器映像管道
	執行映像建置器映像管道
	在 RES 中註冊新的軟體堆疊


	管理員指南
	工作階段管理
	儀表板
	工作階段
	建立工作階段
	工作階段詳細資訊

	軟體堆疊 (AMIs)
	將軟體堆疊指派給專案
	檢視軟體堆疊詳細資訊

	除錯
	桌面設定

	環境管理
	專案
	檢視專案
	建立專案
	編輯專案
	從專案新增或移除標籤
	檢視與專案相關聯的檔案系統
	新增啟動範本
	新增政策
	新增安全群組
	新增啟動指令碼


	使用者
	群組
	許可設定檔
	概觀
	專案管理許可
	VDI 工作階段管理許可

	管理許可設定檔
	預設許可設定檔

	檔案系統
	建立檔案系統
	加入檔案系統

	環境狀態
	快照管理
	建立快照
	套用快照

	環境設定
	Amazon S3 儲存貯體
	掛載 Amazon S3 儲存貯體
	新增 Amazon S3 儲存貯體
	編輯 Amazon S3 儲存貯體
	移除 Amazon S3 儲存貯體
	資料隔離
	跨帳戶儲存貯體存取
	防止私有 VPC 中的資料外洩
	故障診斷
	啟用 CloudTrail


	秘密管理
	成本監控和控制

	使用 產品
	虛擬桌面
	支援的作業系統
	啟動新的桌面
	存取您的桌面
	控制您的桌面狀態
	修改虛擬桌面
	擷取工作階段資訊
	排程虛擬桌面

	共用桌面
	共用桌面
	存取共用桌面

	檔案瀏覽器
	上傳檔案 (s)
	刪除 檔案 （多個）
	管理我的最愛
	編輯檔案
	傳輸檔案

	SSH 存取

	疑難排解
	一般偵錯和監控
	有用的日誌和事件資訊來源
	環境 Amazon EC2 執行個體上的日誌檔案
	CloudFormation 堆疊
	因問題而發生系統故障，並由 Amazon EC2 Auto Scaling 群組活動反映

	典型的 Amazon EC2 主控台外觀
	基礎設施主機
	基礎設施主機和虛擬桌面
	處於終止狀態的主機
	實用的 Active Directory (AD) 相關命令以供參考

	Windows DCV 偵錯
	尋找 NICE DCV 版本資訊

	發行 RunBooks
	安裝問題
	AWS CloudFormation 堆疊無法建立 ，並顯示訊息「WaitCondition 收到失敗的訊息。Error：States.TaskFailed"
	堆疊建立成功後 AWS CloudFormation 未收到電子郵件通知
	執行個體循環或處於失敗狀態的 vdc-controller
	根本原因 1：輸入的 ldap 連線詳細資訊不正確
	根本原因 2：輸入的 ServiceAccount 使用者名稱不正確
	根本原因 3：輸入的 ServiceAccount 密碼不正確

	由於相依物件錯誤，環境 CloudFormation 堆疊無法刪除
	環境建立期間 CIDR 區塊參數發生錯誤
	環境建立期間的 CloudFormation 堆疊建立失敗
	使用 AdDomainAdminNode CREATE_FAILED 建立外部資源 （示範） 堆疊失敗

	身分管理問題
	我未獲得執行 iam:PassRole 的授權
	我想要允許 AWS 帳戶外的人員存取我的 Research and Engineering Studio on AWS 資源
	登入環境時，我立即返回登入頁面
	嘗試登入時發生「找不到使用者」錯誤
	在 Active Directory 中新增使用者，但 RES 中遺失
	建立工作階段時無法使用使用者
	CloudWatch cluster-manager 日誌中超出大小限制的錯誤

	儲存
	我透過 RES 建立檔案系統，但未掛載在 VDI 主機上
	我透過 RES 加入檔案系統，但未掛載在 VDI 主機上
	我無法從 VDI 主機讀取/寫入
	處理使用案例的許可範例

	我從 RES 建立 Amazon FSx for NetApp ONTAP，但未加入我的網域

	快照
	快照的狀態為失敗
	快照無法套用至指出資料表無法匯入的日誌。

	基礎設施
	沒有運作狀態良好執行個體的負載平衡器目標群組

	啟動虛擬桌面
	先前運作中的虛擬桌面無法再成功連線
	我只能啟動 5 個虛擬桌面
	桌面 Windows 連線嘗試失敗，並顯示「連線已關閉。傳輸錯誤"
	VDIs卡在佈建狀態
	啟動後，VDIs會進入錯誤狀態

	虛擬桌面元件
	Amazon EC2 執行個體在主控台中重複顯示已終止
	vdc-controller 執行個體正在循環中，因為無法加入 AD/eVDI 模組顯示 API 運作狀態檢查失敗
	編輯軟體堆疊以新增專案時，專案不會出現在下拉式清單中
	cluster-manager Amazon CloudWatch 日誌顯示「<user-home-init> 帳戶尚無法使用。正在等待使用者同步」（其中帳戶是使用者名稱）
	登入時 Windows 桌面顯示「您的帳戶已停用。請洽詢您的管理員"
	外部/客戶 AD 組態的 DHCP 選項問題
	Firefox 錯誤 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

	Env 刪除
	res-xxx-cluster 堆疊處於「DELETE_FAILED」狀態，且無法手動刪除，因為「角色無效或無法擔任」錯誤
	收集日誌
	下載 VDI 日誌
	從 Linux EC2 執行個體下載日誌
	從 Windows EC2 執行個體下載日誌
	收集 WaitCondition 錯誤的 ECS 日誌

	示範環境
	處理身分提供者的身分驗證請求時發生示範環境登入錯誤


	已知問題
	2024.x 已知問題
	(2024.06) 當 AD 群組名稱包含空格時，套用快照失敗
	(2024.04-2024.04.02) 提供的 IAM 許可界限未連接到 VDI 執行個體的角色
	(2024.04.02 及更早版本） ap-southeast-2 （雪梨） 中的 Windows NVIDIA 執行個體無法啟動
	(2024.04 和 2024.04.01) GovCloud 中的 RES 刪除失敗
	(2024.04 - 2024.04.02) 重新啟動時，Linux 虛擬桌面可能卡在「繼續」狀態
	(2024.04.02 及更早版本） 無法同步 SAMAccountName 屬性包含大寫字母或特殊字元的 AD 使用者
	(2024.04.02 及更早版本） 用於存取堡壘主機的私有金鑰無效
	(2024.06 及更早版本） AD 同步期間未同步至 RES 的群組成員
	(2024.06 及更早版本） CVE-2024-6387、RegreSSHion、RHEL9 和 Ubuntu VDIs中的安全漏洞



	注意
	修訂
	

