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ERE

BIBEFEER , &£ AWS (RES) £H Research and Engineering Studio € F RES #E N £ INHRFEM
BERHTNEFER, 8 RES &, LA LUEE AWS KMS key, RES FEARZHEAERREZEF BT
B, MRESREEESHEMNEEN AWSKMS key , RIEEAZSRNEREEFER.

RES £/ SSL/TLS inH#EHFNEFER, RMPFETLS 1.2, BEREFEM TLS 1.3,
WERT BRENEZEEZEE

1% Research and Engineering Studio FIEARB 2 XM EZENFMEN , FERB TRPHES !

AWS R L £ B ARFS X E fR##E RES HHIEAF X

Amazon Elastic Compute Bty REERESRLE , FAHEM

Cloud EBNEXERRNERBHEERE
MERSEE,

Elastic Load Balancing B 28, EEEEEM VDI = #

SEEHTEHFRIH Auto
Scaling B+, ELB &

IAM £ £ 12


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security.html
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ERAEER

AWS BRI L £ &

Amazon Virtual Private Cloud

Amazon Cognito

Amazon Elastic File System

Amazon DynamoDB

AWS Systems Manager

AWS Lambda

Amazon CloudWatch

Amazon Simple Storage

Service

ilbr kil

B

X &

x&

AR#HE RES R EAA X

F#RE Web A QB E
RES E#AVRE,

BV ERTHHSEEN
VPC R &1,

EEERESSNG DR

. Active Directory FHES
BRETZE Amazon Cognito 5
EMEAE , BB FEER.

B /homeERBIEZF VDI
FHOERRRK , UREAN
HAEERRK

FRIAREES , fINERE.
B, BEX. ERRBENTH

O

aX E o

AT VDI TERREE SN
SR X

XEEmMYEE , flAEHR
DynamoDB &Rl &R HERE.
BX& Active Directory B T
R, UREHMFEBE,

IBHLPTH Amazon EC2 E#F0
Lambda BEMEERNEE H
Fie

FRAREMEIEMBERENE
AR A,



https://docs.aws.amazon.com/vpc/latest/userguide/security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/security.html
https://docs.aws.amazon.com/efs/latest/ug/security-considerations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-security.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
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ERAEER

AWS BRI L £ &

AWS Key Management
Service

AWS Secrets Manager

AWS CloudFormation

AWS Identity and Access
Management

Amazon Route 53

Amazon Simple Queue

Service

Amazon Simple Notification

Service

AWS Fargate

Amazon FSx &= RE

Amazon FSx for NetApp
ONTAP

AWS Certificate Manager

AR A
x &

x &

x &

x&

x&

x&

x&

x&

®H
®H

®H

AR#E RES REEAS K

FR#EE Amazon SQS {7

5, DynamoDB & ¥l &K
Amazon SNS FREHETFRREN
o

BRERFEEAERNRBEE
Active Directory 1 , A K&
VDIs WER#EBREH,

REERBOEPERE,
PR E BB Z BUB AR o

BYMBRE BB RN AE
BHTERNESTHRBER
o

BYEBTIAXEERSH
7o

X & VDI juttz B & ME] E
EER | Pl s 3R,

£/ Fargate (E#%& 8, FH
FMBRIRE

RENBHHERRL.
RENBHEHAERRL.

AENBITHEEELEFENE
o



https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-fargate.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/acm/latest/userguide/security.html
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AWS R Z £ &N RigE|A R RES FREA AR
AWS Backup 2/ % Amazon EC2 =##, X%
##£ A DynamoDB 12 {13 Ih
e,
gL
FRISELZE (B ARE) 2 AWS IREFHNREERNIRENEAEE,
LthEmP AWS RIS ECEE

ARELHLERTEFNESERBHEEANEE. NFTESHBEES  FSH AWS Service

Quotas,

HRLER , RMERES THREVEEE -
¢ Amazon Virtual Private Cloud

« Amazon EC2

= EERIEINEEE |, 3528 Service Quotas FRAEEFEHPNERIESEFE, WR Service Quotas A j=
RIBHERE  BEFEAENREEERE,

AWS CloudFormation Bt %8

EHERDREHEE  BESSTE AWS EFE &89 AWS CloudFormation Bit¥8, EiB T RS L

B, AU RBERHSHEILEZKIITBHERNER, NEFMER , F28 ( AWS CloudFormation
FEAEEEY P/ AWS CloudFormation Bt ZE.

HLEE 4

mEHEEA Amazon EC2 #TEB K/ NBEN A/ DMNRRERRME , LBERK. ATHERSR
BEEREPNEYE BRI MERIEME Auto Scaling B8 (ASG) RN ERRNBERE. BER
—EHTEEENIRENTERTRASETHAERE (AZ) WEH , TMEERESAERBRFE
JRR I RERY B

ASG FRET7E Amazon EC2 A BT , #utA https : //https://console.aws.amazon.com/ec2/o
EMAREEILNE ASGs , BEBBIU HE-asqg. BAUBR/NMENMEEREABSRLEEIR

[iT%:E] 15


https://docs.aws.amazon.com/aws-backup/latest/devguide/security-considerations.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://console.aws.amazon.com/ec2/
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BENHE. ENEESUNEE , AREERE AR BIRE. WF ASGsHFMEEN , F2H
{Amazon EC2 Auto Scaling £ & ¥Er) FHVIERE Auto Scaling F4EHY K7\, Amazon EC2 Auto
Scaling

XEN AWS [E1F

WEREABIMEAEMRE PEEMAWER®E AWS BiF, BXEEAFER AWS BiF A REHN PEE
WER. WFE AWS SEFHREVZFHAIAY , 5528 AWS [EiF al Services List,

LR AWS X FRWZE A T2 Studio AWS [E1F :

=5 B 5 15, B R (2024.10)
EBERE (MFEEdt  us-east-1 = =
1)

BRI (HxE) us-east-2 B =
BRI (MRIFEEE  us-west-1 = =
s[4:1))

EETEE (REMA) us-west-2 = =
RXREE (RR) ap-northeast-1 = =
ZAREHE (BW) ap-northeast-2 = =
ZKREHE (ZE) ap-south-1 = =
SEAREE (Fhnigk) ap-southeast-1 = =
TXRESE (ER) ap-southeast-2 = =
INEX (FE) ca-central-1 = s
BN CER =) eu-central-1 = =
BN (CKE) eu-south-1 = =
BN (BEEH) eu-west-1 3 =

TEN AWS B 16


https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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fEREER
Ep =Ry 5 35 BRA RHTARAS (2024.10)
BUM (fm3) eu-west-2 = =
BN (B2) eu-west-3 = =
Europe (Stockholm) eu-north-1 B =
&5 (B X) il-central-1 2 =
AWS GovCloud (%  us-gov-west-1 = =

BIFER )

TN AWS B
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HEEm

® Note

WERFER AWS CloudFormation A F &R B B){L HEE, CloudFormation EE4<E3 B8R Lt
ERPEE AWS WERKEEM, CloudFormation &SR &E AP RN ER,

BBERZE , AREANEELANRIRAS, 25, BRZeMEMWEEEE,

ES- |

« TRIERE

- BYAHER

- SR BBEM

o« L2 E—REA

FORIRAF

&

« AWSIRF EREEEAEREY

« B3 Amazon EC2 SSH &£#&¥%}

- IR EEE

- BUXNERE (EAR)

- B ({£FR GovCloud)

. REABER

- EEREPERE LDAPS (A )
- BREME VPC (EA)

AWS IRF FHEEBMEREEIL
EEGEE AWS IRF BE SEEREN

1. BB https://portal.aws.amazon.com/billing/signup.

TORIRE


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
https://portal.aws.amazon.com/billing/signup

#5EEE T2 Studio EREER

2. FREfEMRLETRET.

BoEMEFFREREREA , AESFRBHARER,

B B AWSIRF , AWSIRFREAESEY . REAEFRTFEIRFFHIFRE AWS IR
#NER. FRAZERAERR  FREEFIEERGERE  YEECRAREAERUTER
REMEFIENER,

3 Amazon EC2 SSH €&

WRIERHE Amazon EC2 SSH £#8%  AIFEEE Y —EL£B8Y, MEFMENR , 5528 (Amazon
EC2 EREEE) M FEH Amazon EC2 By £i8% ., Amazon EC2

18 n B 75 B 28

BMESEMT I AREECE

* Amazon VPC
- E{E NAT FEREMY IP it FEERE 5 RS F 8,
- BEETTAEEN NAT FER 5 #iE 10,

« Amazon EC2
* % EC2-VPC &M IPs £ 5 2 &% 10

AWS ZHIRF EBEE AWS RBNVFERER , ToBARS. BREZERA  FASEARERRE
BREERE. CAUBRESEERSE A MEMEREZRS, NFFEES  F2RLERT AWS
AR FE AV ECHE

BIYNEMRE (EA)
BELHEERERAEITRSE , LEEZAFEAN URL, BEEMEH Amazon Route 53 S E L FERS

MM, XER BEAMERERE AWS Certificate Manager. MREEE LA EREIER |, T LLEIB
LS ER,

1. {kERIERM Route53 sEMidE, LEZSWIEIREFEH,
2. HEREBMFEEREE. ERH Route53 HEIEIM.,

a. BB Route53 =2 A,

Y Amazon EC2 SSH & &% 19


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console

HZREE TR Studio EREEmR
b. #RERESEHEEFFTEERE.,
c. FRALHNAEEZEBEINTERSE , YEHFTEES ID,

3. BARX AWS Certificate Manager Y&k B T 5l ZBRFERAEHBFE . BELURETEIMEMRRSE RN
R

REBHEEIHEBR , ARSRENBEFR.
BIBLHEE ID UBREER.

EREERD , EEHE Routeb3 FEVZHK. EEFRANTE+5E,
BHBER 6 FREBINEBERER ARN,

s

REERFEMRE,

R L

BN AE ({ZBR GovCloud)

MREERE AWS GovCloud ( XBEIFESS ) EBEFEE , BEEREFEAEAR Research and
Engineering Studio ¥ BET #8183 , AIEETREL S RIRGFZTER,

1. EBRIALEFAERENEEDZIE AWS 1RF HEB/RE AWS CloudFormation H &,

2. 1B CloudFormation B , S IFE T CertificateARNH PrivateKeySecretARN,

3. £ GovCloud BEIEWRFE & , B EHCertificateARNEHENHER, HEIZHOME ARN
WHEMERBIIEEWE , UE vdc-gateway JAEEIHZE :

a. res : ModuleName = virtual-desktop-controller
b. res : EnvironmentName = [R#FEZE] (ERBER res-demo, )

4. 7 GovCloud P EIERE® , B EBPrivateKeySecretArn#i HEMNWE, FEEMWRE
ARN , Y WERBHIEEZWE , LUE vdc-gateway AISAFIMEE :

a. res : ModuleName = virtual-desktop-controller

b. res: EnvironmentName = [RIFEHE] (IEEER res-demo, )

REABER
LHHRA TR Studio AWS FEIESHE R FHISBER
- #85% (VPC, NETRBNLE THEHE)

EEE |, BT HNEEE RES IR, Active Directory (AD) Mt A FEH EC2 HITERE,
« f#7% (Amazon EFS)

BI#E (MR GovCloud) 20


https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml

3R EE T2 Studio

ERAEER

FBFUEECOSERESAERSR (VD) FTENERNER,
- B &R (AWS Directory Service for Microsoft Active Directory)

BSREEREAERES RES RE.
- BERBIRF ETHHHE

Research and Engineering Studio 2/ FEUERMHENNE , BIERBEIRS BBAWS Secrets
Manager.

® Tip

MRBLEEFEREIRE  BREELENTERATA , BITUER AWS S REEREER S RE
EAHER. BSET—H EINBER , LELWIREHBEER.

¥ AWS GovCloud ( XEIFEER ) BEFHNREHE , SBFETK PHERFESREL
#8138 (PR GovCloud).

"&

RYIRIR FEXE LDAPS (ZEH )

MREETEIEIREFFEA LDAPS B , AIXAZTHA TSR , TR BRI A IELEREE AWS
Managed Microsoft AD (AD) #B1E12%I88 , ARt AD # RES 2 EHEA.

1. BEFNAA BARRSERK LDAPS AWS Managed Microsoft ADFRIZIEHFER, WREERLA
LDAPS , Al al LARE B 1t 25 B

2. HEFRETE AD LFRE LDAPS 2% , [EH AD B :

a
b.

C.

f.

g.

BI{ESEHY Active Directory fal IRE5.

DEE 8 & 7 B R PowerShell,

#1T certmgr.msc UABIBUBRBE,
BEFBMEENREERREME K RAERHBEBREE,
BRYEE (RABEARIR—T ) HAD ARFEBNER
EEL.

JZHN Base-64 fRIEH X.500 (CER) , RILBET—5,

BEHES% , RREET -5,

3. 1 FEIME AWS Secrets Manager :

 RBREFMBAER , ARE

EEHIR

EXE LDAPS (EH )

21


https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/

WFRE TR Studio EREER
1t Secrets Manager FEVEZR  EHZEERTEEHMBERENEE WA PEM RISHYISERL
EIFE F R,

4. FEEEENM ARN , IS EE AL T# DomainTLSCertificateSecretARN &L 1 Bk
BEM,

REMEB VPC (EH)

FEFRBER VPC R EREBHZE M T2 Studio AIRRMAIFEN LM | UREEBNERNEEER, 78 ,
R RES MEMBRREBFIREEMEKYE, EEEME VPC HLE RES , BFERETHILR
R4

X8

- %4 Amazon Machine Image AMIs)

« X% VPC im2h

- 28 VPC ImHHNEBERTERE RKE

- BREME VPC FESH

¥4#% Amazon Machine Image AMIs)

1. TEE#GKME. EEEZREN VPC P3E , RES ERFREFTEGTANMEKYE , MAFTELETHEKE
MR EL,

2. M Amazon S3 KEFEEZEIA Amazon EC2 W EEE D EIM IAM BB,

a. BIfE https://console.aws.amazon.com/iam/ BIRX IAM £ &,
b. #BEF K BEEIUAE,
c. EERNEANERERL

- EEENEREET , 2E AWS R,

- SHERBHEARG THEARS , BEEC2, RREET -,
d. HEFEFAL , BRTIFUBER , AREET -5 .

* AmazonS3ReadOnlyAccess

+ AmazonSSMManagedinstanceCore

» EC2InstanceProfileForimageBuilder

REFE VPC (EH) 22


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-infra-dependencies.tar.gz
https://console.aws.amazon.com/iam/

#5EEE T2 Studio EREER

3.

e.

MEACEBANEL K RAREBEEUAG,

BY EC2 REEBERTH

a.
b.

C.

BRI B9 EC2 Image Builder F 18 & https://console.aws.amazon.com/imagebuilder,
EEREERT , BBl REREEERYTH,
ERYHEEL  MATIFMEER

- SHETHEE | BEERE
- WETHFRER , FHEE

28 EHEER

Image operating system (OS) Linux

Compatible OS Versions Amazon Linux 2

Component name Enter a name such as: <research-
and-engineering-studio-inf
rastructure>

Component version We recommend starting with 1.0.0.

Description Optional user entry.

ERITHEEL , BEERNHRS.

. HEBMAEREXHRBZE , BFE tar.gz BRMEZR URI, #§ RES BHMY targz BRE
&= Amazon S3 #FATEE , YRR FITEBEERERMN URL

i. WATHEHR :

(® Note

AddEnvironmentVariables REAN , MREBEERBEETHPAIFEBR]
RIFEY , AU HEBR,

MRBELE http_proxyH https_proxy RELE , AIFEEE
Yno_proxyB# , U E#ITEIREEAKEREM localhost, FITERPEE
BIP ik |, AR E VPC i H R

REME VPC (EA) 23


https://console.aws.amazon.com/imagebuilder
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:

REFE VPC (EH) 24
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ERAEER

- name:

action:

onFailure:

commands:

'cd /root/bootstrap/res_dependencies’
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’

AddEnvironmentVariables

ExecuteBash

Abort

maxAttempts: 3
inputs:

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1.
13
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.

amazonaws.
amazonaws.

.elb.amazonaws.com, s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

amazonaws
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

.Com, ssmmessages.

com, kms.

com, secretsmanager.

com, sqs.

com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.

.com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{
{{
{{
{{

e.

BER

AWSRegion
AWSRegion
AWSRegion
AWSRegion

T

1},
1},
1},
1},

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, cloudformation.

com,sts.

com, application-autoscaling.
com,monitoring.{{ AWSRegion }}.amazonaws.com

" > Jetc/environment

REME VPC (EA)

25
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ERAEER

4. BURBGEERMEES.

a. EERVEFEEL, GBATIRE

-

Bl S RFAEEA

ERERE&

YT EERAERE

TEB %

IS

iR

EER
EERR
SRR MRS

RS
B By AR A2 HE IR

TFRE IR

EREEE

Enter an appropriate name
such as res-recipe-linux-x
86.

Enter a version, typically
starting with 1.0.0.

Add an optional descripti
on.

Select managed images.
Amazon Linux

Quick start (Amazon-m
anaged)

Amazon Linux 2 x86

Use latest available OS
version.

Keep everything in the
default settings, and make
sure TEEBHTERE

& SSM RIZFZR is not
selected.

[root/bootstrap/re
s_dependencies

REME VPC (EA)

26
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ERAEER

- 28
T BETH
RETH

b. BEEEVE.
5. BUREGEERERREARE,

a. HOREERT , REE#RREHER.
b. EEFEMEMREERE,
c. HEVERRBEREEL K @ATIAR:

3] 2
— % =L

iR

IAM A&
AWS ELfEE% TR EE

EREEE
BEIWENTHEE

« Amazon & : aws-cli-
version-2-linux

« Amazon 2% : amazon-
cloudwatch-agent-linux

- HIGHER : EEIRIM
Amazon EC2 o, A&
# AWS 1R~ ID #1 B 81
AWS [EiF WRAE B,

S I68H

« Amazon 2% : simple-
boot-test-linux

EREEE

Enter an appropriate name
such as res-infra-linux-x86.

Add an optional descripti
on.

Select the |IAM role created
previously.

Choose t3.medium.

REME VPC (EA)
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#5EEE T2 Studio EREER

- 28 EREEE

VPC., FHBEMLLEHE ERAFARBEREIRAN
fZH Amazon S3 ﬁﬁﬂ?ﬁﬂ
HBIE, IREEEEYT
S84, B|abR Amazon
EC2 X#AMFEA TS E
MEEEE

« VPC : EEVARERR
FEfBRERYAR[E] VPC, Lt

VPC &8 B 5 HERRA
=ZH.
- EARA

« Type (¥EZ) : SSH
+ Source (R) : HET
« CIDR [E# : 0.0.0.0/0
d. EEBRJVEBEHERE,
6. EIMHFH EC2 Image Builder Ei& :

a. BIEMRGEE K RRBERVREBEE
b. EEEEEFHMEARTRL  WANTARLEET - :
- EEARBNERAER
- SHYEEHRE  IREEEFHRE AMI REEF , FREHEIEEFH.
c. HEEEFEEL, BEERARAERS  ARBALINBRINELSEE. BET -,
d. EEEMBEFEEL , BHERIERE  AREET I,

e. EEREMNGHEEERL  BREFHRENERGEHERE A ALTEINERRER
EER, BET—%,

f. HERIMREEEL , SHEENBEERTIIEE
- MHRGUAELEN RES RENVRMEENES , JUE RES AT+ ERMEBERER
ETHRBITER. ERARKERE  BHRESEM/EM EC2 Image Builder BRISHY R H

o

REME VPC (EA) 28
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« MREBBEZSEEHPHE RES , EUNRERVFINIMHRE , T EXENEESE
o

g BEENEE K RAREEEUEE,
7. #4117 EC2 Image Builder Ei& :

a. RMEEEYT , SKABRMEEINEE.
b. BEFBEME A6 RREBHITEE,

EETRFEEALN 45 7ED — /MR EREREL AMI BRE.
=

FEXEELEN AMI B AMIID |, SEHEEFA/E & InfrastructureHostAMI 2 B#Y# A the section called

8. B
“SB1:BRBER

RE VPC %

HELE RES YRABIERRE , AWS R FEFIENRLE TR, BLERE VPC inRb LR
VENEN K MESLERABERBERELSR.

1. WRFRERRERS  FEEAWS B FEATE VPC R FE HREMNE T,
2. EMETAERESSEFER—ELE FEE.

AWS AR RIEE B

Application Auto Scaling com.amazonaws.region.application-autoscaling
AWS CloudFormation com.amazonaws.region.cloudformation

Amazon CloudWatch com.amazonaws.region.monitoring

Amazon CloudWatch Logs com.amazonaws.region.logs

Amazon DynamoDB com.amazonaws.region.dynamodb ( EEREIRE )
Amazon EC2 com.amazonaws.region.ec2

Amazon ECR com.amazonaws.region.ecr.api

com.amazonaws.region.ecr.dkr

REME VPC (EA) 29


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html

oEEE T2 Studio

ERAEER

AWS BR#%

Amazon Elastic File System

Elastic Load Balancing

Amazon EventBridge

Amazon FSx

AWS Key Management Service

Amazon Kinesis Data Streams

AWS Lambda

Amazon Simple Storage Service

(Amazon S3)

AWS Secrets Manager

Amazon SES

AWS Security Token Service

Amazon SNS

Amazon SQS

AWS Systems Manager

RIS A
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.events
com.amazonaws.region.fsx
com.amazonaws.region.kms
com.amazonaws.region.kinesis-streams
com.amazonaws.region.lambda

com.amazonaws.region.s3 ( BEFEFRTE RES FEIHK
FEEwE, )

BEHREDNERRBFERBEZEINN Amazon S3 It
Eis 2, 552877 H Amazon Simple Storage Service
]

St St

%E

o

com.amazonaws.region.secretsmanager

com.amazonaws.region.email-smtp ( %A A @15
F&Z#E : use-1-az2, usel-az3. usel-az5, uswil-a
z2, usw2-az4, apne2-az4. cacl1-az3 # cac1-az4. )

com.amazonaws.region.sts
com.amazonaws.region.sns
com.amazonaws.region.sqs
com.amazonaws.region.ec2messages
com.amazonaws.region.ssm

com.amazonaws.regi on.ssmmessages

REME VPC (EA)
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https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html

#5EEE T2 Studio EREER

HiRA VPC Im BB TERE R

BEETXE VPC inMHREES , BUUE VPC WAE FHEBPREREMMPRRE. FHRBTID
R, 8 AWS 550 BAZN S DRREE , BYEARREMIRE Studio BERFEREFIENK
Efmbkas.

1. HEARRARM RES &fEM VPC 28 FH#EE RS Linux H1TERE.

« Linux &%l — Amazon Linux 2 3% Amazon Linux 3

-« 2248 - x86

- FITEBBEE - t2.micro REBIRA

- Z2FME - 1% 0.0.0.0/0 EEHEE 3128 LH TCP
2. EREPITEBURENRE [

BARK http E4R
b. AFRFTEMEREFRRERE TR -

o

 .amazonaws.com ( ERAR—#% AWS R )
- .amazoncognito.com ( EAM Amazon Cognito)
- .awsapps.com ( EAMR Identity Center)
- .signin.aws (AR Identity Center)
- .amazonaws-us-gov.com ( &R Gov Cloud)
c. IEEFBEHMELR,
d. RAERAENREMRRSR.
e. mIARNEMRRFERER PORT,
3. RELHBAEARIAAFFINRERARSR.

a. BIfE VPC =4 , RHEKARNERREEMMN VDI T FRRIRER.
b. MWEMHER , UAHAMEBAERNIENSRTIEINAERMRRAITER,
c. HHWEEANEMRFE/VDIs WiE 7l (EBBRARENR ) NIEAR , ATHEE

4. EXREMMRER EC2 MTEBNZLHE , YRAREAFFREMMRIRERZ PORT LHEA
TCP E#R,

REME VPC (EA) 31
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REME VPC HESH

£ Hthe section called ‘TR 1 : MBIER" , BFE AWS CloudFormation SR A SESH. &
BUEBRARE T IS8, UKD B R ERZRERFE VPC,
28 LTPN
InfrastructureHostAMI Use the infrastructure AMI ID created in the
section called “¥4& Amazon Machine Image
AMIs)”.
IsLoadBalancerinternetFacing Set to false.
LoadBalancerSubnets Choose private subnets without internet access.
InfrastructureHostSubnets Choose private subnets without internet access.
VdiSubnets Choose private subnets without internet access.
ClientIP You can choose your VPC CIDR to allow

access for all VPC IP addresses.

BIUNAEIR

It CloudFormation B &RV BHE, FFHR. (EFAPEENBEHEE (WREH
PortalDomainName), ZXBHBIELNTER , TeeHEBER.

SERLAEBRE 2Bl T S B S S A,
BREFRE : 4 40-90 88

1. & A AWS Management Console It 7£ https : //https://console.aws.amazon.com/cloudformation
BRK AWS CloudFormation & &

(® Note

2. XRATE® &,

BIUNDEIR 32


https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

3R EE T2 Studio

ERAEER

MREBETE AWS GovCloud ( XEFEER ) EiFHAIER

7, GovCloud
3. WMAHAZH

B8

DomainName

SubDomain ( R
GovCloud)

AdminPassword

faRR

corp.res.com

, 8 GovCloud % &I B 1k F o B 8 %6

iR

FRER B S,

RESERESIEFEH
EWLDIFERRRRM, W
REREFEAERERE
i EREATERE. B
E8EHE, FEMLREE
BILDIFWER. ETEER
& AR Active Directory EJ#8
1,

B HREEETAER ,
{B¥ 7 GovCloud [EE A 4
=,

R B MH SubDomain , 8l
SHSERMMN DomainNam
e B, MM Active
Directory #1B & B & F
B,

Active Directory B2 S &
B (EAESR®B Admin). Itk
EREEEVRSISEENE
A BE&HFEL , 2EBTEHE
Ao

BE BRI
= (1) FEXFEBS (2) 8B
NtBEB|/IEEHZ AWS
WZH ARN{"passwor

BIUNDEIR
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https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

3R EE T2 Studio

ERAEER

B8 i

Xa

ServiceAccountPassword

iRy

N
d":"somepassword"}

o

AR WERAENERYLER
& Active Directory K Zi54E
HMEER,

FARE M RIS IR P Y B 1S
(ReadOnlyUser ), BLIRFE
ARESEE,

BE  kWHET
= (1) FEXFRB® (2) 1%
NtASW/EEHZ AWS
WEH ARN{"passwor
d":"somepassword"}

o

AR WERAENEBYLER
& Active Directory K 21518
HMMER,

£/ SSH F FimEEEEY,
TERE.

JEE : AWS Systems
Manager Session Manager

A AR SRER E AT EE

BIUNDEIR
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements

3R EE T2 Studio

EAEE

M

B8

LDIFS3Path

ClientlpCidr

ClientPrefixList

EnvironmentName

faRR

aws-hpc-recipes/ma
in/recipes/res/res

_demo_env/assets/r

es.ldif

res-[environment
name ]

iR

£ Active Directory & EH#I 5|
SRR AR E AR LDIF 2
M Amazon S3 B, N
RHMEA , BB LDIF
Support, 2 & LE

%* ; &gxa;ﬁ Actlve

Directory F % 37 21 {£ F
&

EERAER A F2H
GitHub AT res.Idif 18
3o

B P EEELRY 1P i
o, Hlg0 , A LUEEY IP
iyt , G{EAH [IPADDRES
S1/32 EARFFREEER.
BRI LB R IE,

WAFRRENRHKHERS
B EEMMNEN. NFER
UREFERENEA , 2
REAEFZEFHEE.

&R PortalDom
ainName #Eft , LBEE
ﬁ%ﬂ%#‘%ﬁ%ﬁfgiéiﬂ’ﬂw

, UMBEEREFEH, E
%EHAE_L RES # BB F
FA#WEnvironmentName 2
B, MREBEERFPHES
ERE K ESLEBERE—MN,

BIUNDEIR
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html

#5EEE T2 Studio EREER

28 ¥EER iR
PortalDomainName ¥ GovCloud ZpE , F 0%

ALBE, BRINZEREL
RIGHEHBFBEILIN,

¥R 5 4£ Amazon Route 53
WA, MREMLD
g, AIFELEY FENER
B MIER AWS Secrets
Manager. MIREEED
WARE AR LS8
EnvironmentName #JLA{R

[~ las
EE/IL' o

s

RURETHIFT AR , REBEFER D,

TEBR1. REBER
HEEAL R W step-by-stepRH | REL K ERBBELNIES.
MBI - 49 60 48

B\ EHB2a FTHEEMRMW CloudFormation 28,

MREEEE in AWS GovCloud ( EEAEP ) , BEALLEAE,

res-stack - FEALLEAMBERNAAAABRBN TH, RREESEHE RES TEHBNF DBE,. Al
IR M E IR E IR

@ Note

AWS CloudFormation R 2% AWS Cloud Development Kit (AWS CDK) (AWS CDK) &
I,

AWS CloudFormation Ei8 &7 AWS B L EB¥ Research and Engineering Studio AWS Eif, &%
ARBEIRGH , TEREHE,

SR BMBER 36


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json

#5EEE T2 Studio EREER

1.

B A AWS Management Console It BRI https : //https://console.aws.amazon.com/
cloudformation # AWS CloudFormation &,

M

EEEBE in AWS GovCloud ( EEIFESR ) , BREILLE A,

RIBFE  SASEXBRS (HSFEZILE ) EEME, EEETREN PREBERTR AWS
B, FEAEREAEEI PN ERERER,

® Note
WEmEA Amazon Cognito fR% , B Bl AREME PIRM AWS BE, BXEEAFEH
Amazon Cognito AWS [EiF ¥ PREILLER. WEREFENSEHTRAY , F28 AWS
[E315 al Services Listo

HSET  RALEREANZY  IRFEBR. REHETABCARER , BT REINE
BERHERNE RS RERPRIELSZH,

28 FEER iR
EnvironmentName #res-demo# REt4E RES IRIBHME—F

B, HEAres-, RETHE
B11EFExT, BFEREF
&,

AdministratorEmail FRETHNEmMIXENEFH
ik, MRBERDEKE
—BAEBSRE , KEAED
SREFEIREBEERAE,

InfrastructureHostAMI ami-###HEH# I (A ) B RHEARFT
BEBRETHNBERT AMI
ID., BEIXEHNEREERR
&£ Amazon Linux 2, WEF
HMER , FSREEE RES B
#& AMls,

SR BMBER 37


https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

3R EE T2 Studio

ERAEER

B8

SSHKeyPair

ClientIP

ClientPrefixList

IAMPermissionBoundary

Vpcld

IsLoadBalancerinternetFacin
g

LoadBalancerSubnets

Xx.x.x.0/24 = x. x.x.0/32

iR

AREREERFHREENE
WY,

|P i 11t &5 28 R {4 & PR I B 3R
R ERR, BUUERBE2R
E T ClientlpCidr,

(3ER ) R/RAFFHE Web Ul
M SSH EfFIEE2 FH
IPs REZEFEFE,

(EA ) BULRHBIER
K ARN , BURBEMAFTH
RPREEE RES HEMYHFT
ARG, MFFAESR  F2
BYEXE B &I 5T A PR

YT ERAREBH VPC ID,

ZEY true LAZBEHE @I BMRB
BHERTESE (ARTE
BREENETFHEE ). BRE
ERFIFEBRERFINITE
FEIEHY falseo

ERHFERSRBNTET
AEZF , ZBREDWETFH
B, HREERBIERAR
FHHNEE  HENLE T
B, HREERREEFIN
E  FENLE MK, W
SRONER B HE R 2 NI R R
, mENFTEEEUMNIER.

SR BMBER
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ERAEER

B8

InfrastructureHostSubnets

VdiSubnets

ActiveDirectoryName

ADShortName

LDAP E##

LDAPConnectionURI

ServiceAccountCred
entialsSecretArn

UsersOU

corp.res.com

corp

DC=corp,DC=res,DC=
com

iR

FEERRE T EEREBNTE
AJAEEF , EREDWERL
BT, MRNDEEEDR
ByEBmE , FEINAEE
BIYMNEE,

£ VDI ST ERA BB T
B AEES , ENEDRHE
B TR, WRINEDEEME
BEVEBME , FRENAR
BEEUMNIERR.

ERH B &HIBE. EAEE
REAOBELERER.

ERFEENEEETE, Et
785 NetBIOS £,

LDAP B &+ E# 1 LDAP
B

Al Active Directory #1a
RESFENHVEE — Idap : // B&
&, MREEATER AD B
TE B ELAIBEIR , BT
£/ Idap : //corp.res.coms

REWE ARN , HFEE
Active Directory ServiceAc
count EAFEWFEHE BB
S , A username :
password key/value ¥{,

AD A& E LR E M &RV AR
BV,

SR BMBER
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B B4 HiR

GroupsOU AD WA REZ 2 BHER B EE
fiZo

SudoersGroupName RESAdministrators Sl HposhERE
RFEN1T1E 88 £ EBsudoer 7
BENMEERE , URkE
RES tEEEEEFEEN
FIEfERE,

ComputersOU AD W#LTEIREAS I A By AR 8
B,

DomainTLSCertifica (2R ) REAE TLS BF

teSecretARN W3 ARN , SARUAEE AD B9

EnableLdaplDMapping

DisableADJoin False

ServiceAccountUserDN

SharedHomeFilesystemID

TLS B

SRZE UID 1 GID #7152 H
SSSD E4& , ERFEM AD 12
HEEET. %A True LIEH
SSSD E4£/ UID M GID ,
;EXA False BAER AD 12
f#t#) UID M GID, FERZH
BT , LBEEREES
Trueo

ZEHRHIE Linux =N B 8
e B EEA True, &
A , BR S False WTEERER

Eo

£ B SFRRURBIRFERE
K ##5I& % (DN)o

AR Linux VDI ¥ A E
ERERFKEM EFS ID,

SR BMBER
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B8 i iR

Xa

CustomDomainNamefo (iEFH ) Web AO#EM AR
rWebApp R RFE Web S0 ELEMN F
B,

CustomDomainNameforVDI (iEA ) Web ADO#M AR
RMERHK VDI Zp0EEH T
B,

ACMCertificateARNf (ER ) EATAERERER ,

orWebApp EmE MBI amazonaws
.com F5EE Web FEARE
Ro BAUERETREE
BB, MREHLET HE
{EATER , IEAEEEY
BIR , A LATE res-bi B
e PR B ER. RE
.—:%EZ% Web ERARXELR
&, B2 HEEE.

CertificateSecretARNforVDI (i#A ) It ARN RBE/HE
Web A OB AEREHL
BRE, MELHEBEBIE
ERFEAOMPLBHEE
BT LAE res-bi HEE R H
R EBTHRIELE,

PrivateKeySecretARNforVDI (#A ) It ARN BE/HE
Web AOB@LBENLESE
. MRZABEBILABER
REAOPLEFEE , B9
LAE res-bi By & 3R 5|
BRTRIE,

5. iZIZE Create stack (BRI HB) LI BHE

SR BRBER 41
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& O] LATEARRERRHY AWS CloudFormation £ A HREHEENRE, BREZEE KL 60 pERKE
CREATE_COMPLETE #R&E,

T2 :F—IRBA

EmERNEINENIRFR , EERITEEAERNETBN. £ URL ZEALNIRS , W AHA
A ERE TR,

[EXTERMAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message Help Q Tell me what you want to do
N~ B N as ) . ; !
I lgnore m E IS E;] I Meeting ™ asana —* To Manager 5 =1 Rules (%Iv_l EE FD 5% O Find A)) C)\
™ Team Email ~ Dane 38 OneNote X = Related ~
p Junk Delete Archive Reply Reply Farward p= More » ) Reply & Delet 12 ste New = Maove Mark Categorize Follow | Translate Read Zoom
= Al 4 Eply s Helete 7 Lreate New [BActions~ | Unread  ~ Up~ v [y select~ Aloud
Delete Respond Quick Steps [l Mave Tags N Editing Speech Zoom ~
[EXTERNAL] Invitation to Join RES Environment: res-test
e . Repl 4 Reply Al F d
no-reply@verificationemail.com © Reply © Reply = Forwar
7o [ Mon 10/16/2023 12:35 PM

| CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.

Your temporary password is:

You can sign in to your account using the link below:
hitps://res-test-external-alb-8014275597.us-east-1.elb.amazonaws.com

RES Environment Admin

F—REANE , B LE Web A QMM AERE SRELLUERRE SSO HER, MELBRMAREEN B
20 HEEM., mEE , clusteradmin 2 RIKIEIRSE — SUFEHAECREBIER , WKEHRAE

FHEAREERERGELER ; CEEZBTHREBHEENTERE,

SB2: 85—k

)
foe
S
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EHEm

Research and Engineering Studio (RES) EMEEMEmMN B ZE , BURRIRAEH R EEEMER
EEW,

RES A BHIAERNRAERH LR, TBRAEAFNA , RERAERFZZNEFR. B
M, 2024.01 lREM 2024 &£ 1 ARITATERA ; 2024.01.01 IRBZRAVREREER,

ES |
- FEREEH
« RERAERH

EERAER

Research and Engineering Studio fEARIBRZEM LRI RES IRIEBBEZHEMN , MABEXREL
MIRERTE, BEAUEMACRAEZH , FALERFRREMERSRENERN.

B EERARIMRAN RES EXMEAVIRER

1. BIBHIREMNMREE, 5528 the section called “Z I REE”,

2. FRAFMAEFRIE RES, FHZH the section called “FTEE 1 : BB ER",
3. BRBEAZTCEHWIRIE, 520 the section called “E F1RER",

4. BRBAIEERRBCHRIEBBRETIRE.,

NN

BN RESHAERAEN , FTEEHMNTE, SULUEHREMN RES HE S EEFHE AWS
CloudFormation &4, ZFZF # AWS CloudFormation Z8i , %% T HEl RES RIEBMMA, &
A] LA S35 Y R 5B 3% B AR A 4R 5%

{530 : "Description": "RES_2024.1"
EEETRERAER

1. £ P TERHFH AWS CloudFormation &i45the section called “45EE 1 : BREIE TR,

2. ¥ https : //https://console.aws.amazon.com/cloudformation BiEX AWS CloudFormation &,

EERAERR 43
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& Stacks A , ERWIBMFEHE, CEKETRA <stack-name>,
EEFEH,
EEEK B RTE A,

&+ ¥ Template source (EZAIR) , ##F Upload a template file (L EEAER),
BEREERY FEETHNER,

EEEHBHMEAL  BET Y. ELEEEFHZE.

EREHEBREL BET -5,

10. fE#B9 <stack-name> B , BIEER,

© © N o 0 kW
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BREZEEM

AT LA AWS Management Console S £ AWS 7 i LR BRZ % Research and Engineering
Studio AWS Command Line Interface. &8 F EhMiBRItZE R LB Amazon Simple
Storage Service (Amazon S3) EZiTE. NMRELEREERBNER , LERT 2B BHMER

<EnvironmentName>-shared-storage-security-group.

£ AWS Management Console

1. & A AWS CloudFormation 2 &,
2. EEEE L BRI ERNZEME,
3. B#IE MBR

£ AWS Command Line Interface

Y| AWS Command Line Interface (AWS CLI) REEZNREF T, MEFERERA , F2HE
AWS CLI fER & 1B FHTELE AWS Command Line Interface, fEfERR AWS CLI AT A BREE
HEERN BEPNEEBIIRFZ2E , BRI IG5,

$ aws cloudformation delete-stack --stack-name <RES-stack-name>

fifl Br shared-storage-security-group

/A Warning
EmFARESRELBERRE , UBLEAEER, NREZEMREZ S EFHEMARABRESR
Rt EERBERARBENEMNERREXRAMER, BREHEOERNTEEREFTEREGTNE
£EHE.

1. & A AWS Management Console , ¥¢7E https://console.aws.amazon.com/efs/ : // BIRX Amazon
EFS £ &,

2. MIBRER FERAEAY T A R RM<RES-stack-name>-shared-storage-security-group., =™
&, BUUKBELERRMRENERGS —BLL8E , IHEEER,

f£F AWS Management Console 45


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/
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3. &EAAWS Management Console , 7 https://console.aws.amazon.com/ec?/ : // BIRL Amazon
EC2 EE f= =} IZ o

4. MBR<RES-stack-name>-shared-storage-security-group.

I B& Amazon S3 FE1ZETEE

IR IEREMBER AWS CloudFormation BB IEZNERIER  HERSREAREBEREILMN
Amazon S3 FFITR (ARTEEENAEBEFHE ). BREZEERE K NRETEEREBER &
AT AF EMIBRILL S3 FEFETEE, FBAKRR T SIS BRMIBR Amazon S3 REETER,

1. & A AWS Management Console , Y7 https://console.aws.amazon.com/s3/ : // BAEX Amazon
S3 A,

BEEKFH ChooseBuckets,

# % S3 fffEstack-namebrHg,

BEEUE{E Amazon S3 fFETRE  AREEZH, KX ARTEEEARETE,
BHE S3 RETFATRE | AREBRBEMIBR,

o ~ w0 b

ZESH MKk S3 REFEE AWSCL, FHITTHHS :

$ aws s3 rb s3://<bucket-name> --force

® Note
--force I EBEEHRNEANWREETE,

MIBR Amazon S3 f#1FErEE 46
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HHRETE R

LHABIERmARMERIEHBBERNIET , RPWNMAE P BFTIE AWS EfMm LA Research and
Engineering Studio 4,

eS|

- EEMEHENFE
- B TS

« BJ ACM EE

* Amazon CloudWatch Logs
« REBEIFFARRE
- XX RES Fi#& AMIs

ERFEREMEE

Research and Engineering Studio A] A {E{ SAML 2.0 RS 0 iRt H, MREFERAABERR
FHEIfEA IAM Identity Center E8Z RES , 582 # £ |IAM Identity Center ZXEE — & A (SSO). MR
#EBCH SAML2.0 HASDiRME |, F2H AE -8 (SSO) RELNFHREHEE,

F&E

+ {8 IAM Identity Center ¥ EE —& A (SSO)
- RE—FA (SSO) RELN G riIRHE

- RECHENER

£/ IAM Identity Center 3R EE—& A (SSO)

MR BREREEEEIZE Active Directory W& H 4 |, BR FEHRIR 1 BEFHH L. MREEH
EEZ & Active Directory BN F o0 , Bt MBI R 2 . BREES 5P 0.

(® Note

MREEILEE| AWS GovCloud ( EBEIFEEP ) [EiE , F5E AWS GovCloud (US) 38E
Research and Engineering Studio #9% Zl[E#RF FEEE SSO.

EEMREMEEE 47
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SB1:RESDHD

B A IAM Identity Center

1. & A AWS Identity and Access Management £## &,
2. BARX Identity Center,

3. BERHA.

4. EEFEMFEA BA AWS Organizations,

5. BRIEEE,

(@ Note
ERELVREEZE Active Directory KR [EiF,

#& 1AM Identity Center E#RZE 2 & Active Directory
A IAM Identity Center 2% , BT A TEZRNREL R -

1. EEEERS , BERE,

2. ESHRET , BEBE, ARBEEFSH R,
3. ERBAHKT , ERENA %,

4. BET-—F,

5. REEHEEACCEPT , RBRERBLWAPEA
6. EBEEFESIKIR,

A EREMEER D 2 & 5 o

£ PATEEER IAM Identity Center iE#R E 2 & Active DirectorySe % , EHHIRZ BHEREIRE.

1. HEREED  BERKLIERE,

2. WREREBMEMSGH  BET-F,

3. EEREERT  WALERSHNERE.
4. BEWHE

& A IAM Identity Center %7 SSO 48


https://console.aws.amazon.com/iam

HRE IR Studio A% ER
5. EET—F,

6. MELHEE ARREEREFAR.

7. BSEFURFELIENKE. NREBIEBECAERFRINESGTALS  FREEERS,

RRAERE

1. RIBERT | BEEERE,
2. ENEERHBAEIEN (£RE ),
3. RERAEAEEF.

SBR2 . BREFHHD
£ IAM Identity Center FEREEARER

1. BAEX IAM Identity Center £32 A&,

212 Applications (FEAE),

BEEMEEARERN,

EREREFHBET , EERERERENERAEN,
EEARIEET |, #E SAML 2.0,

BET %,

WALEEANETEBAIER,

£ 1AM Identity Center FH#EE R T , 3 IAM Identity Center SAML A ERERNERE, FH
RES A O#LERE IAM Identity Center B | IS EE N IER,

9. EEAEXBMUT , W ALNWERAREXRE URL, flfN <your-portal-domain>/sso.
10. EFEEARRX ACSURL T, ## RES AWM AEHER URL, RESKRILIER

© N o 0o bk~ w0 b

a. ERIBEET , BEFE-WEE.
b. EWHZRHEERSIER.
c. HE—EAT,6 £8#%KE SAML EfE @ URL,
11. AR SAML BRT , B A Amazon Cognito URN,

EEEIT un;

a. 1 RES ACMUABR—RRERE.

& A IAM Identity Center %7 SSO 49


https://console.aws.amazon.com/singlesignon/
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ERAEER

b. EHSTRHERSIFERT , REEAELRE ID,
c. KEAEKEIDHEEWFSH

urn:amazon:cognito:sp:<user_pool_id>

12. B A Amazon Cognito URN 2 # , FBiRERER,

ARE R AR T Y B M ARG

—

#¢ Identity Center FRAFF2 L EAR XN FMHEA.
BEDE , ARBEFHFEEB MRS,

EEXEET , WA ${user:email}.

FEHRXT , #F emailAddress,

BEATEE MRS,

EEABRKPHERAEZEBMT , WA email.

ERAT, 8A "REEL

© ®© N o g bk~ w0 N

£ IAM Identity Center Fi4E A EF B EERARER

1. 1t Identity Center TRV EABRXNERERAE , AR BEFEREAE,

2. ERMZERREAEXTFIENERE,
3. iEIE Assign users (JERFEAEH),

£ RES REHELE |IAM Identity Center

1. ERBEEETHHREMIRE Studio RIFFP , BHE—K

2. BB DRMHERSIER.
3. EE—EBAT , EEHRE (RESE ),
4. FATIHEAZTHRE :

a. 1EIE SAML,

b. ERHEERWT A WAEREZTHER,

£ IAM Identity Center FIRF Z I FREHFEAEBMET , @A ${user:email},

& A IAM Identity Center %7 SSO
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c. EEFWMATEERHinE URL,
d. EWALE HEERMN URLTE IAM Identity Center FEZEEAER .
e. ERHEEFHHEMET , @A email,
f. EERXR.
5. ENEBEAYHREREESERABEMA,

RE—FA (SSO) RELNH DIRME

Research and Engineering Studio E2{Efi] SAML 2.0 7R HEES , UBRBFEHAEY RES ADH
WL FEL, EESBRREMHESIEIEN SAML 2.0 5o RMEREWER. MREBEFEA IAM Identity
Center , 5526 £/ IAM Identity Center X EE —& A (SSO),

® Note

FHENE FBHLERTS IDP SAML ZBAA Active Directory, BEEAS G oI EEE Active
Directory i#43 , W EHIRELS FEHRE.

ES]

- RELHWS D RHEE

« FXJE RES LAMEREMN & 0 RA4tE

- EFREEREPREENI I RHEE
- {888 SAML IdP RRE

RELNEDIREE
AEIREFE AR E RES Amazon Cognito FHEEEBMNERARRES P IREENTE,

1. RES R&%&H —1E AD (AWS Z& AD B &M AD) , HEAE S 2 AFFEFE RES A OB A
HR, B8N AD EEELN S RKEHE  YEASEAEFTD. RESPREENXY , TH
W{MiERE AD MRS ERAES D, Hlin, FSEAWS IAM Identity Center ( FEREIERE) FHER
Active Directory 5 & 2 R

2. BB EPIREE (IdP) B8 RES 5%7E SAML 2.0 FEARER, EAREETISE .

« SAML EFE M URL — IdP I REix SAML 2.0 Bl FELR IRFEIREHEEM URL,

£ SSO RELM B HIRME 51


https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html
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ERAEER

@® Note
B¥% IdP , SAML E#7i& [ URL AREEREIM BT :

- FEAER URL
- BIHBER (ACS) URL
« ACS POST %4t URL

£ZEHE URL
1. LIEHEE clusteradmin 9% A RES,
2. BEEFBIEEE - —BRTE > BoEME,

3. #EiF SAML EfE M@ URL,

« SAML & URI — RIFIREE IR SAML HREEHMKE— ID,

@® Note
RIR 1dP , SAML HiR URI TRERETRRINETE
» ClientlD
- FEAEX SAML HR
- SPEEID

LTSI R 4@ A,
urn:amazon:cognito:sp:user-pool-id

EHEH SAML HFR URI

1. EE B clusteradmin %4 & A RES,
2. EBEBEFRIBETE 5 —RRTE > BoEME,
3. EEMFHAEEREID,

7 SSO RELM S D iREE
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iRESE| RES By SAML BRAXAR TR/ ESTREAERENE FEH bt -
- SAML E#5{ NamelD
- SAML EF#H4

4. B0 |dP £RIBMHERE | BEB/ESHIEE SAML BH, RES EE S, RIBTER , AZ&H
FEEeHEEANELEHY, MRENKERTE , F2ETHH @ ANE,

« AudienceRestriction — §XE A urn:amazon:cognito:sp:user-pool-id. £ Amazon
Cognito fEA&EEER ID B user-pool-id,

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

« B — InResponseTofXES https://user-pool-domain/saml2/idpresponse, #%
user-pool-domain B B IR Amazon Cognito fFF &£ ENRE SR,

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454T04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

* SubjectConfirmationData — RecipientfRERENFEAEE[Esaml2/idpresponsein#h
FMInResponseTolR#E SAML 3K ID,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454T04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

g RERTHIRE :

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764Th96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>
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<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5. NRIEH SAML BAEXNAEH URL #fr

B0

HBHERES : <domain-url>/saml2/logout,

H 84818 URL

1. LB B clusteradmin %% A RES,
2. EEBEFRIEEE - —RNE > §oEME,
3. BEHEE URL,

6. WREH |dP $EZ B/ T LLE Amazon Cognito B /E1F , 5 T & Amazon Cognito BB &I
HH EERIEE 1dP,

EENSEERE

1. & AP9 AWS Management Console Bt Amazon Cognito & &

EBRZNEREERE, ZNERAELEERKR res-<environment name>-user-pool,
BEREA#RESIER,

EBREFIREEZAERRYT , RERREERE.

R

Cognito user pool sign-in o
Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user

pool.

Cognito user pool sign-in options User name requirements

User name User names are not case sensitive

Email

Federated identity provider sign-in (1) nfo @ ( Add identity provider ) [ View signing certificate )]

Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID

Connect.

[ Q' Search identity providers by name ) 1 &
Identity provider A | Identity provider type v | Created time v | Last updated time v

@) idc SAML 2 weeks ago 3 hours ago
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
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ERAEER

&0 AR R R BB 2R ER IE Active Directory IDP, ¥38 relying party trust , ARBAL

KFEH K SAML &,

(® Note

IEETFE AR Keycloak 1 IDC,

5. EFH*EE_tnX ;T-'DEK ﬁ y
FAT.

ARE RES AEREN S 7 RHE

TR RES ME—BARE

1. LUEHEE clusteradmin 49 & A RES,
2. BEEFTREETE > —RERE > BoRMESE,

Environment Settmgs

vironment se!

Environment Name
res-gaenvl

General Network Identity Provider

Identity Provider

Provider Name
cognito-idp

Managers Group Name
[ managers-cluster-group

Single Sign-On

Status

3. HE—2AT ,6 BERBETRES

AWS Region
us-east-1

Directory Service Analytics Metrics

User Pool Id
7 1_reuFsma8sE [4

Domain URL

[ https://res-gaenv1-9d4688cf-5¢14-48d0-930f-
ce96d346a24c.auth.us-east-1.amazoncognito.com

SAML Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazancognito.com/sam|2/idpresponse

HY i 88 B R

78 N8 SAML 2.0 FERREX P EER XML = URL, &AL T —HiF

§3 Bucket
[ res

CloudwWatch Logs

Administrators Group Name
(3 administrators-cluster-group

Provider URL

[J https://cognito-idp.us-east-1.amazonaws.com/us-east-

1_reuFsmB8sE

0IDC Redirect URL
https://res-gaenv1-9d4688cf-5¢14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

, AFRE B ABREE,

A SSO RELN T HRIEE
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12

a. #H¥HTRHEE  EE SAML
b. ERMERBD K WAFTRHENE—ERE,

RELENG D REE
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(@ Note
FRFIHMERTIEHE
» Cognito
* IdentityCenter

c. EHEEMNHRET  EREENEEY HEFREER XML X4, St oREER M
URL,

d ERHBEFHEBHESD , WANXFE email,
e. EEREX,
4. EFHARERTEE@E. NREETRE  ASBHAE-—-EA,

HEIFEERBEFRELN S HRRHEE

MREERRANABERIEIFEE RES I]RE , 4§ IAM Identity Center FRE BEH & 7 214
E BB ERETRAN S 7RAE , Sl Okta, RES SSO MAXRESER={EEES Y :

1. fEEEE — EEBW

2. FRERNHE URL — ATBMEDR

3. REMEFEHHEM — AR

BEBUTRERHNREEETEBHEN ST TIEE

1. B1#E Amazon Cognito &,

2. EBEY  EECRELRE,

3. ERfANEREERUBGERAEEERE.

4. REABRRSIER , e s RUEBZALRBMEREN T DREE,
5

—RME K BRFESEFFREN , UREBUERFRFTE, FEEFBUERS , FEERE. &
EFEHPEER NG FEERRPEER,
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ERAEER

Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.
Metadata document source Metadata document endpoint URL

Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

6. WMRBIFEBHEME , BIFEZEEFH DynamoDB Hfi<environment name>.cluster-
settings&Rl&,

a.

b.

d

B DynamoDB T2 & , AR LEBEHBREFER K,

SHIWi#H<environment name>.cluster-settings&RK , AR R BENRERPIR
BR%FHEE,

ERESIEREET , EEHERGELBATISEH
- BHEBRE — key
« { — identity-provider.cognito.sso_idp_provider_email_attribute

BEHT,

7. EEEMNEBET , Bikidentity-
provider.cognito.sso_idp_provider_email_attributeF&H , REZBEHFELUERF
8, BLIFE B TE Amazon Cognito FEVEE,

# SSO

RELH F D RHEE

58



W32 EE T2 Studio EREER

I ¥ Scan or query items '

[ O scan ] [ O Query ] |
Select a table or index Select attribute projection
[ Table - res-jan19.cluster-settings v ] [ All attributes v ]
v Filters | §
\ 4
Attribute name Type Condition Value

[Q key X] [ String v ] [ Equal to v ] [ identity-provider ] ( Remove )

Add filter

-
Run Reset
~
{ (® Completed. Read capacity units consumed: 13 X
y.

Items returned (1) Edit String D ( Actions ¥ ) ( Create item )

[ email ] 8 1 € X
o
Enter any string value.
|:| key (String) v | version v
O identity-provider.cognito.ss Cancel T > L 1

{5#5 SAML IdP B

SAML Eiftes — AT LA Chrome BB L EFR IIRERIEHE SAML FERI & SAML ZHAE,
WEEHMEER , 5528 Chrome Web Store Y SAML E#ES,

SAML A A BT E — Onelogin 12 AT ARRE SAML fRISENITE , WME SAML BHFPHMLE
WL, WMEFMENR , 5528 Onelogin #5 EH Base 64 Decode + Inflates

Amazon CloudWatch Logs — #& B LAfE CloudWatch Logs F#Z RES HASREEHERREEL. &BW
HEMNREBERNAE WHEEE R res-environment-name/cluster-manager,
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https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php
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Amazon Cognito X # — 1% SAML E& Amazon Cognito BEMFEME , 52 E (Amazon Cognito
HEABER) P SAML SoRUENEEFAEER.

REMEHENER

1. % AWS Directory Service £ &7 , BEFTEILHEMN B &,
2. EBREIDERT , ENEREAEER.

3. ENEARAEZELRMATEE,

4, BEERER.

= RVAR R b

MREEANREFAE , AIFEREFRERIEA DM Web M VDI #5.

® Note

MRIEELEREE AWS GovCloud ( XEIFEH ) BHE , FELEBBLARRERENER D E
[E#R S P ERE Web EAREAM VDI Fi8E,

1. BIRX Route 53 £# &,

SREEUNMEE , RABRBEEVUCK,

B A ‘web' B HER.

EEN CNAME i R e sk R,

$HEME , M ALEYHRE FEBAPRBINERS.
BEEVRLHE,

EEE Y VDC HyFcsk , FEHEEN NLB thiit,

N o g M b

a. BIBX AWS CloudFormation 2 &,

b. & <environment-name>-vdc,
c. BEZRIFE <environmentname>-vdc-external-nlb,
d. % NLB &% DNS &7,

8. PBARX Route 53 £ &,
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/route53/

M T Studio ERERER
9. ESRENER A6 RBEBEFEIULH,

10. HREHEBT , WA vdc

11. ERRHEET |, EE CNAME,

12. ¥ NLB , # A DNS,

13. BEEV K.

2 ACM BFE

BIRFEER , RES S AR amazonaws.com EEARX AR FHaR TFEE Web AOHY, BEMEA
BECWREE , REERTELEMTK AWS Certificate Manager (ACM) FEREIA%E SSL/TLS BHE.
MREFER ACM , ZREWEIFTERME AWS HEREBHASE , UNEAFinM Web IRIEEH 2B
#9 SSL/TLS B\i&E,

® Tip
MREGERBABERREEY, , AIEERE REBNIEREEBPortalDomainNamel¥ | £
R A BB IZBNBEE LA ER,

HEEVBFIEENER

1. & £ ABIRLAWS Certificate Manager AFER A BB . WREEHE AWS GovCloud ( EEF
8 ) PEE | B GovCloud P EIEIRE HE I BE.

BEBERLERE K RREET S,

EMWIFBBT , K *.PortalDomainName#l KB PortalDomainName,

ERFEHET , 1B DNS BFE.

BEFR,

RBEFED , ARAEERNEE. BEARESESFERIMAMRRE,

o a0 K~ WD

(® Note
MRIGRBEIBR  FENBERE,

7. BTUTHEE—E:
. HEXE
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https://console.aws.amazon.com/acm/home#/certificates/request

#5EEE T2 Studio EREER
REBEFERBENBRFMETS |, B1ZE Route 53 FEVUCHK. BENREEEFACD
170
«  GovCloud ZpE :

MRIEEERE in AWS GovCloud ( EEFEE ) , FFEHR CNAME 28 ME. EHESIER
E, A EELAEREREPRIFNNGEE. BENREEEEAC BT,
8. HEHIMZFE ARN Dl A 45 B HACMCertificateARNforWebApp,

Amazon CloudWatch Logs

Research and Engineering Studio £ Z &7 CloudWatch 3 5 H58HH, WMFEFER
B, 6 F2RETX:
CloudWatch Log & #H Retention

/aws/lambda/ <installation-stack- KT BHA
name>-cluster-endpoints

/aws/lambda/ <installation-stack- KT IBHA
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- KB HA

name>-cluster-settings

/aws/lambda/ <installation-stack- KT IBH
name>-oauth-credentials

/aws/lambda/ <installation-stack- KTBH
name>-self-signed-certificate

/aws/lambda/ <installation-stack- KT BHA
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- KT IBHA
name>-vdc-scheduled-event-transf
ormer
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CloudWatch Log &#H Retention
/aws/lambda/ <installation-stack- KB HA

name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> [/ 3 @A
cluster-manager

/<installation-stack-name> /vdc/ 3 @A
controller
/<installation-stack-name> /vdc/ 3 @A

dcv-broker

/<installation-stack-name> /vdc/ 31EA
dcv-connection-gateway

MREEES T HFFHANTERRYE |, B9 LLE1E CloudWatch £1#2 4 |, KBS RE CloudWatch
Logs FEF HFERMRE.

AE BRI T AT SR

1% 2024.04 R , B AEEEBEZBIFIRRKIEN RES BYNA R, HIJFFAR
BRATLAEZ A RES AWS CloudFormation R —E 45 , FERASFAIRRH ARN fEA
IAMPermissionBoundary 88 M — &7, MRLSEREZH , BIFTSEEM RES A& LREFAR
BR. A TR RES SEREMENEMESE., BRESFEEANEMT I RRAEART T HIEHE

"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",
"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
"airflow:*",
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"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",
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"daX:*",
"detective:*",
"devops-guru:*",
ndlm:*n’

"de:*",

ndrs:*n’

"dynamodb:*",

nebs:*n’
"ec2-instance-connect:*",
neCZ:*n’
"ec2messages:*",
"eCI:*",

uecs:*u’

neks:*n’
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
nes:*n’

"events:*",
"firehose:*",

"fis:*",

"fms:*",

"forecast:*",

"fox:i*",

ugeo:*u’

"glacier:*",

"glue:*",

"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
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"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mg:*",
"neptune-db:*",
"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"pi:i*t,

"pipes:*",
"polly:*",

"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb3:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",

"signer:*",

"sns:*",
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ERAEER

iXJE RES

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

BAE AMls

ZEIB X # RES #Y Amazon Machine Image (AMIs) , A/ LA E HE] AMI LA AT £ ER S EHITERE
VDIs) B RES AMIs Bk tE, 6 RES-ready AMIs T tiZ i B 78 Sc RAEBR R Y VDI 1171 38 BE M i
E. £ EC2 Image Builder , A LA#§ AMIs ZE XM AN EEHE, NFEREGEESNFHEE
7, FERGEERFEREER.

FRIGHl , &
ES- |

LIATRE RHMRAR RES.

. %% 1AM AELFR RES B8

« #3I EC2 Image Builder Jt#

- H{HEM EC2 Image Builder Bt /5

+ %% EC2 Image Builder EfEz%

5% E RES RiiE AMIs
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html

3R EE T2 Studio

ERAEER

- RERBEEFRREEE
- HTREBEEFRREEE
« F£ RES APEEfl#T Y Siaa e

& 1AM A LUZE RES IRIE

% Z ¢ EC2 Image Builder 7H! RES IRERK , BMBEE I RIENE A RES-

EC2InstanceProfileForimageBuilder ¥ IAM A€, MHEFRE IAM SEUARRGESIHNFEHER ,

E2H (MBREERFEAERERE) BB AWS Identity and Access Management (IAM)o

THABEE .

- SEMBIEHREIE Amazon EC2 R,
« AmazonSSMManagedinstanceCore #1 EC2InstanceProfileForimageBuilder B3
- BEEFEEE RES BiE 2 PR DynamoDB # Amazon S3 ZHUER BT RES BUR,

(HEBRTUAREFZERRIEFFARBIR X M. )

EENBRER

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {

"Sexvice": "ec2.amazonaws.com"

},
"Action": "sts:AssumeRole"

}

]
}
RES BUE :

#1 IAM A& UER RES IRE

68


https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
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JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "RESDynamoDBAccess",

"Effect": "Allow",

"Action": "dynamodb:GetItem",

"Resource": "arn:aws:dynamodb:us-east-1:{AWS-Account-ID}:table/{RES-

EnvironmentName} .cluster-settings"”,
"Condition": {
"ForAllValues:StringLike": {

"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*",
"clustexr-manager.host_modules.*",
"identity-provider.cognito.enable_native_user_login"

"Sid": "RESS3Access",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::{RES-EnvironmentName}-cluster-{AWS-Region}-{AWS-
Account-ID}/idea/vdc/xres-ready-install-script-packages/*",
"arn:aws:s3:::research-engineering-studio-{AWS-Region}/
host_modules/*"

1

23 EC2 Image Builder JT#

B (MEEEREAERER) PHET , FARBEERFEEEY TH.
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WAZNTHFRAER

1. SHHER  BEEE.
2. STHEBRIEEREK (0S) , B Linux = Windows.

3. H¥YAHERE A WMAEEZMNAER , HlW research-and-engineering-studio-vdi-
<operating-system>,

4. BATTHRARAERSR | IR TR A

5, HEEXHTF , BATIERER. REBEINEMER , YAML EREESE[M , MEAKATRERN
FRH,

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
AWSAccountID:
type: string
description: RES Environment AWS Account ID
RESEnvName:
type: string
description: RES Environment Name
RESEnvRegion:

type: string
description: RES Environment Region
RESEnvReleaseVersion:

type: string
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description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest'’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'

- name: FirstReboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0

- name: RunInstallPostRebootScript

action: ExecuteBash

onFailure: Abort
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maxAttempts: 3
inputs:
commands:
- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
install_post_reboot.sh'

- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:

delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-windows
description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:
type: string
description: RES Environment Region
- RESEnvReleaseVersion:
type: string
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description: RES Release Version

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:
"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0

6. EBUEMBARE A ARREEZEIUTH,
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{52 H EC2 Image Builder Bt 5

EC2 Image Builder B A EEZE ARG , MABRMMMRENEE , IREHEHN —ETRETR
&, WL — I FAMMEE., BLARMNRERES , ERALEN RES REBAKMRERE R
AMI, MEBEFNFHABET  F2EEELS,

RES X & T HIMREMERRE

« Amazon Linux 2 (x86 1 ARM64)
+ Ubuntu 22.04.3 (x86)

+ RHEL 8 (x86) 1 9 (x86)

* Windows 2019, 2022 (x86)

Create a new recipe

1. 7£ BARX EC2 Image Builder F 18 & https://console.aws.amazon.com/imagebuilder,
EEREERT , BERGE S,

BEEIBRERETS.

B A M — B B B AR A w57k

EH RES X EREMBRE,

EPTERERT , MRKRFELRZE SSM REERX |, FRE SSM REEX., EEAEERM
FAEMLENEREERPRAET.

2

@ Note
MFWAZRE SSM RERANER , F2H -

i

\

+ 7£ Linux 9 EC2 #{T1EBE t FE %% SSM RERER,
 7£ Windows Server #y EC2 #1788 £t F BT EMEBRZE SSM Agent,

7. A Linux BE S | & Amazon EEaws-cli-version-2-linuxBEcHHIBE
B, RES ZHIEHUEMFERA AWS CLI 121 DynamoDB # £ EAREER VDI FH
#, Windows ~"EE It T,

8. ¥#®A Linux 5 Windows IRIEZE I # EC2 Image Builder ¥ , AZWAEALENS
BE, THSHELENE A : AWSAccountlD, RESEnvName, RESEnvRegion
RESEnvReleaseVersion,

(B EC2 Image Builder B 5 74
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/A Important
R Linux IRE |, BUALHBaws-cli-version-2-1linuxZBE st , FEEKFH
WE L T,

9. (¥R ) #i8 Amazon Z&Esimple-boot-test-<linux-or-windows>EIE T , LARESR
AT LARNE) AMI, ERREES. BULLEMEMFSEBERNAETH,

10. AFETREMERARER , MEEMEMBAEZENTH  RRBERYET,

Modify a recipe
MREFHRAEH EC2 Image Builder Bt /5 , BRI E T THERERT :

1. ¥R Linux B#E A |, #& Amazon ¥ Eaws-cli-version-2-linuxZETHHBE
fit/5. RES REIETUEMEA AWS CLI 121t DynamoDB # £ :% EHLEER VDI 17H
#, Windows T"EE It T,

2. ¥#®A Linux 5 Windows IRIEZE T #) EC2 Image Builder T#f , AZWAEALENS
BE, THSHELENE A : AWSAccountlD, RESEnvName, RESEnvRegion
RESEnvReleaseVersion,

/A Important
R Linux IRE |, BSAELHBaws-cli-version-2-linuxZBE st , FEEKFH
i i,

3. BREFEETHEMBAER , MBEMEMAENTH , ARBERIES.

% E EC2 Image Builder E##5%

& ] LA P B R ER MR AR RE SR $E E MR R R B B A RZ BN RIS R 2 B 2R BR R @Y Amazon EC2 E R
M. BHEHEE RES £/ , B LLERRV AN ERERGERE , SEARANERREARE,

- BEERVHNVERRGEAR  F2RELERREERE.
- FEEARANERKREEARE  SENERKRGHERE,
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-infra-config.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/update-infra-config.html
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EERERBREREWERIE :

1. ¥ IAM A  WARLHE PRENARER IAM A6 LIFE RES RIE,
2. SHEHTERBEE  EBEELEFI4GBREERBNER K IXEMLBENER AMI EiE, BF2E
Amazon EC2 #{T{EEE A,

3. HRVPC, FHRBNZLEE A S4AATRBERFIRTEREBES. EXAATFHRES
IREH cluster-settings DynamoDB & #1& M Amazon S3 BERFITE,

RERGRRERMEEE

REZEFRMEEESHASERRE,. ARBEMARAN TH, EREREEAEN D ERE, %“E?%
RES Ri#& AMIs SREMRBGEE , B NEFRIUFTNEE , AEARBENEE. WFEFHREA ,
B (MREBEERFEHERER) PRI MERH AMI REEE.

Create a new Image Builder pipeline

1. 71 BB B35 3 # Ahttps://console.aws.amazon.com/imagebuilder,

2. REEERTF , BEERKREE.

3. EEEVMGEE

4. WMAM—EB. EAER., FENERREEEEFMBEN.

5 SHEEEERS K BECEARBEHS , AREIE PEVHNE S EHEN EC2 Image Builder
75, HFRENE A FMAERAERER,

6. SHEZMGBEIREF , RBEARFIREERD BT IERE, EK%?&%/RT R ITE
FIEECEH, WEFMEN , BF2EAEH EC2 Image Builder BB E MG TIERTE,

7. SHEERERRNEAEAR , RERERGNERRGEHER  RAREINE PEYNERRBERS
7E EC2 Image Builder E#f 5%, FRENERREFMHERAEREES,

8. HHUERIMRE  BEFEARBERERYSMRE, @HRESAVREERN RES RIR
AWS B3 HE . EARBERE  SECARGERERNESTEIRE.

9. REAEEFMES A ARREBEFEEIUEE,

Modify an existing Image Builder pipeline
1. BEEFARENEE  FEUFREAUFERE PEIHNE S ERHER EC2 Image Builder Bt
Ho
2. BEREFEE,
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ERAEER

EEELERENBERG  BLEAMBREEE, BEEFIRFTERE—/PRNKRD

HITREEZERMREEE
BE P THBE.
EEHTRGEE

1. RBREEED , EBRE FRANE
2. EBEH  EEWITEE.

£ RES FREE#T Y X8 3t

1. JBfE P HIE Rthe section called “EXEE it &

ﬁ

ERGEEFMEEE.

(AMIs)"SREE T ERBE HE A

2. Y AMIID , MARER W HBREHN AMI IDFTIREEBRFREEE.

, EEREURM IR

BITREEZERREGEE
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ERAEER

EEEEE

HWEESEMARMERREEENTE - BETIE AWS Em L# Research and Engineering

Studio BEH HAFRHA,

ES -]

- WEEE

o EAEERNES
- TFFERERE

- IRIEEE

WREE

Research and Engineering Studio &/ #5& T 53 % AWS Secrets Manager. RES BEREE L
HEBBEUNE, EEEEREEVHBGANNESRARSE,

WEZE R

<envnhame> -SSO-
client-secret

<envhame> -vdc-
client-secret

<envhame> -vdc-
client-id

<envname> -
vdc-gateway-
certificate-pr
ivate-key

<envname> -
vdc-gateway-
certificate-ce
rtificate

iR

RENE—FA
OAuth2 f F i &

vdc ClientSecret

vdc Clientld

WMENBEREERRE
MEE®

WENEREZRRE

E4XR RES EESEWA

v

WEEE
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T3 #2 ARN E2E 7 DynamoDB B <envname>-cluster-settings&H&RF :

W32 EE T2 Studio EREER
DRI iR E4XM RES EEECAA
<envname> cluster-manager v
-cluster- ClientSecret

manager-c

lient-secret

<envname> cluster-manager v
-cluster- Clientld

manager-c

lient-id

<envname> - BEH B RFERE v

external- IELE

private-key

<envname> - B ERFERE v

external-

certificate

<envname> - BN B RFERE v

internal- hELE

private-key

<envname> - BEN B REERE v

internal-

certificate

<envname> ServiceAccount {# V4
-director EHPEIEZTE (DN) B

yservice- .

ServiceAc

countUserDN

WEEE
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iR HIR

identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica HE
te.certificate_secret_arn
vdc.dcv_connection_gateway.certifica b::f )
te.private_key_secret_arn
cluster.load_balancers.internal_alb. HE
certificates.private_key_secret_arn
directoryservice.root_username_secret_arn
vdc.client_secret b:if )
cluster.load_balancers.external_alb. by}
certificates.certificate_secret_arn
cluster.load_balancers.internal_alb. b:if )
certificates.certificate_secret_arn
directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id
cluster.load_balancers.external_alb. HE

certificates.private_key_secret_arn

cluster-manager.client_secret

DN ]

(® Note

AWS Budgets A% ##% Research and Engineering Studio EZ 82 2 7 B3 AWS GovCloud
(US),

AR BRI MR
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FRIIEZRZIEIR AWS Cost Explorer B FEE | HBIEERA, EBEUEEE., METEFMEE
F, F2EEE WEEBHEthe section called “AWS tLE BT BRIE

EEHBRAEK BSOS RESEREBHEPETHWTEEE VBB AWS Budgets, B44E LR AKR

BERADEEBEANRREER,

1. & A AWS Management Console , Y7 https : //https://console.aws.amazon.com/
costmanagement/ BIRK AWS IREEEERAEE T A,

2. EBENETIEER.

3. EEIWEHE res:ProjectH res:EnvironmentNameiZE,

4. BE Activate (BXH).

Billing X
Cost allocation tags ..
Home Cost allocation tags activated: 3
v Billing

User-defined cost allocation tags AWS generated cost allocation tags
Bills 4
Payments @
Credits User-defined cost allocation tags (2/47) info
Purchase orders

‘ Q Find cost allocation tags 11 matches

Cost& usage reports

Costallocation tags (19

Free tier -] Tag key 'y Status v Last updated date v Last used month v
Billing Conductor [ (] res:BackupPlan ® Inactive - November 2023
¥ Cost Management a res:ClusterName @® Inactive - November 2023
Cost explc e} —
ost explorer [ ] res:DCVSessionUUID ® Inactive - November 2023
Budgets
J res:EndpointName Inactive - November 2023
Budgets reports Y P ®
Savings Plans [4 res:EnvironmentName 3 ® Inactive o November 2023
v Preferences O res:Moduleld @® Inactive - November 2023
Billing preferences O res:ModuleName ® Inactive - November 2023
Payment preferences
[} res:ModuleVersion @® Inactive - November 2023
Consolidated billing [4
Tax settings a res:NodeType ® Inactive - November 2023
v Permissions res:Project ® Inactive - November 2023

Aébnrsnd naticins FA

(® Note
#BE®R , RES BREZARFE-RXIFHE,

HE2HEY RES ERMNTEH :

1. RIREXZEAS , BERE.
2. EEEVRE,
3. ERERET , BEBF (#M),
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https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://console.aws.amazon.com/costmanagement/
https://console.aws.amazon.com/costmanagement/

HZREE TR Studio EREEmR
4. EHEERAT  BENLEE - EB=
5. igg—lt_io

. Step 1
Billin x
9 Choose budget type Choose bUdQEt type =5
Home SR Budget setup
Set your budget 3
¥ Billing 4
Bills Step 3 ) Use a template (simplified) © Customize (advanced)
Payments Configure alerts Use the recommended configurations. You can Customize a budget to set parameters specific
change some configuration options after the to your use case. You can customize the time
Credits budget is created. period, the start month, and specific accounts.
Step 4 - Optional
Purchase orders S b=z
Attach actions
Cost & usage reports
Cost categories Step 5 Budget types
Cost allocation tags Review
Free tier © Cost budget - Recommended

Billing Conductor [ Manitor your costs against a specified dollar amount and receive alerts when your user-defined thresholds are
met. Using cost budgets, the budgeted amaunt you set represents your expected cloud spend. For example,
you can set a cost budget for a business unit and then add additional parameters such as the associated

¥ Cost Management member accounts.

Cost explorer [4

Budgets | 1 ) () Usage budget
Maniter your usage of one or more specified usage types or usage type groups and receive alerts when your
user-defined thresholds are met. Using usage budgets, the budgeted amount represents your expected usage.

Budgets reports

Savings Plans 4] ;or examspzle, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and
mazon S3.

¥ Preferences

Billing preferences () savings Plans budget
Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
Payment preferences drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is

covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or
underutilized.

Consolidated billing [4

Tax settings

_) Reservation budget

Track the utilization or coverage associated with your reservations and receive alerts when your percentage
Affected policies A drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon
ElastiCache, and Amazon Elasticsearch reservations.

¥ Permissions

5

& Ccancel Next

6. EFMEAT , ALCNBEEAASERNEERR , USHRGIRFTWEMESEDFHR.

<EnvironmentName>-<ProjectName>-<BudgetName>,
7. ERERESET  WAERRNEESHE,
8. HEREHER , BEFEHERTE AWS BAHE,
9. EBENEEIERMT,
10. EHET , BEER.
1. EZEET , #EH res : Project,

(® Note
BERNETRFSEMANSEIEER. SAUETEREBERTARKERIESR.

12. #ET , EMEREHE,

A B R ) 82
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13. BEEEAGERY , SEXRTERITEEEERE.
14, igj%-lt_io
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

() All AWS services (Recommended) O Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

“EC2" to budget against.

Filters info Remove all

Dimension

\ Tag y. v

{ Tag \

\| res:Project y, v
/Values N

| Filter tags by values v

project1 X

\ J/

Cancel Apply filter

Add filter

¥ Advanced options

Aggregate costs by
Unblended costs v |
Supported charge types v |

Upfront reservation fees X | ‘ Recurring reservation charges X | | Other subscription costs X |

Taxes X | ‘ Support charges X ‘ | Discounts X |

A BRI 4 84



HRE IR Studio A% ER
156. (EHR, ) #iERRERE.

16. BET—F,

17. (R, ) MRERERE , FEAERDERREERRENEZEDE.

18. BET—F,

19. WMEAEAR YIS EHMEREES Y TREERNERR,

20. EEEVAR,

BERECEY , EULBAERNEAR., ZZRMERNER , 5520 the section called “fREZ

F, NRBEEE A ERKASEZIRD. IRERDRERERRE A KEKEEERF,

RES Environment Management

Projects

Environment Project Management

Title Project Code Status Budgets Groups Updated On
Actual Spend for budget: RES1-Project1-Budget1 « DemoUsers

project1 project1 @ Enabled ® Budget Exceeded * DemoAdmins 10/31/2023, 12:44:12 PM
Limit: 500.00 USD, Forecasted: 3945.34 USD * ProductUsers

NMREFESLERE  FROFZARERESH. BFERESHESURRETHESETEEN,
HE , BUUREBEERUEFRAESE,

TERRERERE

THEEBREEAMBNARIFRERMBIEEHANRR. FRAEECEAE , BUUANERAERE
HERRRHIBINEEEHN THERE.

E-:]

- BERR

- TEREER

- HEEHE (AMIs)

- B

. EEBE
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ERAEER

BERIR

Research and Engineering Studio

2)

v Home
Virtual Desktops
Shared Desktops
File Browser

SSH Access

ADMIN ZONE

v eVDI
Dashboard
Sessions
Software Stacks (AMIs)

Permission Profiles

res-stage (us-west-

<
Virtual Desktop Dashboard

Instance Types (1

Summary of all virtual desktop sessions by instance types.

méa.large
Debug
Settings
& B méa.large
» Envir M

Base0S (3

Summary of all virtual desktop sessions by Base OS.

Windows

Amazon Linu...

W Amazon Linux2 [ Windows

Availability Zones (5

Summary of all virtual desktop sessions by Availability Zone.

us-west-2a

W us-west-2a

L & demoadmin1 Vv

Session State (2

Summary of all virtual desktop sessions by state.

STOPPING !

) STOPPING

Project (4

Summary of all virtual desktop sessions by Project Code

project1 !

W projectl

Software Stacks (6

Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -
0

0.5 1 15
No. of Sessions

N}

W Sessions

BERIR
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THREREREERRITREEISRERR

1. BTERERE
TR BOIRRE
ERERRR

o o »> W N
it
i

A EEEAM

7. EMBEERRUEFEA.
8. EERE TR ERUEEE THEER,

T {EREER

T {EBE RS B RFTE £ Research and Engineering Studio F 2V WERSH., RITERRER , &9
DAERB AR TEPSER E A B L #T Y THEFE BR o

RES Virtual Desktops Sessions

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions eal Desktops.

( Actions v ) Create Session

@ Created ¥ Last 1 month

Q Search 0 All States ¥ All Operating Systems ¥
(-] Session Name v Owner v Base OS Instance Ty... State Project Created On

[ demoadminiami21 [ B demoadmin1 Amazon Linux 2 méa.large @® Stopped project1 9/27/2023, 8:31:50 AM
O demoadminiwindows1 demoadmin Windows méa.large @® Stopped projectl 9/27/2023, 8:38:23 AM

1. ERRE  KEEEREEEANBRURENN TERRERER.
2. BN ITEMBRAERABENRERRK

a. MBI ERER (s)

b. % 1E/{/KER THEREER (s)

TEpEER 87
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c. SAFIE /KR THEREER (s)
d. #1E TEREER (s)
e. MHH& L TIEREER (s)
f. Session(s) B/EiR&E
g BUHRHEE
3. IBIER TEMREBR BN TERE,
4. REBESTHERE , LAGRERNIEERREE,
5 ZEMTEBREBIURRESHMEN.

BT TERER

BIEE T TRMEER, RREDRTHY E i = E A8 RERE R 5 Ko

2. WAFTEBEERRFHEER.

3. (ER, ) RABERERZE  UREHAHMFEES  FI0F#8 ID M DCV THEEERER,
4. BERX.

—
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ERAEER

r'

— 1 Storage Size (GB)
TAERER 4

Launch New Virtual Desktop X

Session Name
Enter a name for the virtual desktop

[ )

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(@ )

Project
Select the project under which the session will get created

[ v)

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2 v ]

Software Stack
Select the software stack for your virtual desktop

[ v)

Enable Instance Hibernation

Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

®

Virtual Desktop Size
Select a virtual desktop instance type

@ )

~

Enter the storage size for your virtual desktop in GBs

& )

89




#5EEE T2 Studio EREER

T {FBE BRFF AR E A

RTERERBES , B TERERRBURE TFEREERFEER,

RES Virtual Desktop SESSS 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1amli21

General Information

Session Name Owner State
demoadmintami21 demoadmin1 ® Stopped
Details Server Software Stack Project Permissions Schedule Monitoring - >

Session Details

RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad

Session Type Hibernation Enabled Created On

VIRTUAL No 9/27/2023, 8:31:50 AM
Updated On

9/29/2023, 11:01:20 PM

BREEHEB (AMIs)

® Note

EEE FEITIRMEMN CentSO7 EEEM#EE AWS GovCloud (US) , BEZE AWS Marketplace f#
AERNEEIRFE BFTE AMI,

e EMBRERE , &1 LAERE Amazon Machine Image (AMIs) S EE IR A KR,

BB (AMIs) 90


https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/getting-started-standard-account-linking.html
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R Virtual Desktops > Software Stacks (AMIs)

Software Stacks

All Operating Systems v

Name Description AMIID Base 05 Root Volume Size Min RAM GPU Manufacturer Created On

2 CentOS7 - ARM64 CentOS7 - ARM64 ami-07f692d95b2b9c8cS Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
CentOS7 - x86_64 CentOS7 - x86_64 ami-00f8e2c955f7ffa9b Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHELS - x86_64 RHELS - x86_64 ami-0b530377951178d6b RedHat Enterprise Linux 8 10GB 4GB N/A 6/7/2024, 11:25:19 AM
UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-073ff8e13d826b7f8 Ubuntu 22.04 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHEL7 - x86_64 RHEL7 - x86_64 ami-0bb2449¢2217ch9b0 RedHat Enterprise Linux 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - x86_64 Windows - x86_64 ami-0667133d0dc6089e 1 Windows 30GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - AMD Windows - AMD. ami-05df91be1d294f195 Windows 30GB 4GB AMD 6/7/2024, 11:25:20 AM
Windows - NVIDIA Windows - NVIDIA ami-00d7af9d003819a90 Windows 30GB 4GB NVIDIA 6/7/2024,11:25:20 AM
RHEL9 - x86_64 RHELD - x86_64 ami-099185fc24d27c2a7 RedHat Enterprise Linux 9 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64. ami-04ed2b27d86¢17f09 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-Oee5c62243ab25259 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM

1. EE2RSRANHEHER  FEAERRR TN BERERRRTE,
2. BEEBEHENER , IRTHEENFERAEN.
3. EMEREMERE  FEADFIRRRFEED | Wi ERIERIGESR.
4. REMERER B 26RO SR AR MR R D

1. BEFEMREHER,

2. BAFHEMBNFEEN.
3. EBEREX.

BB (AMIs) 91
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r 3
Register new Software Stack X

Name
Enter a name for the software stack

[ )

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ )

AMI Id
Enter the AMI Id

[ )

AMI Id must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2 v ]

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N/A v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

& )

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

& )

Projects

rCIC\.t o :;\_ablc IUICLtD fUI thc :uftvval w :ta\_lr\
EEEH A (AMIs) FF FTH] 92
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EEREHERERIGER

EREUMNERHERE , SSEREREER, IREFZEVNHEUCRGHERNEEER
APAT T SIENE
(® Note

BRERREERERIGEAKRENER,

1. REEHEREEENENEEERNUREHE

i

o

2. EEDKE,
3. EERE.
4. FAERTHXEFEEMER,
5 EEEX.

B R R EA A EREREED,

BRERHEE (AMIs) 93
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Update Software Stack: Amazon Linux 2 - ARM64 X

Stack Name
Enter a name for the Software Stack.

[ Amazon Linux 2 - ARM64

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ Amazon Linux 2 - ARM64

Projects
' Select applicable projects for the software stack

[ ")

WA BEFAER

RRBHEBEED  EHNRBHEEBEBURAFAEN, EFEEARRT , BB ERERIFE
R,

REDRSEREERIEARBNASRE. BUUERLERREEIHBIER, VD THR
SIEREETIHMTERSEEE , M VD THERRZRSIEBRSFETETH THERBER.
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View hosts and sessions registered with NICE DCV Broker

v Home

Virtual Desktops

Shared Desktops .
VD Host VD Sessions

File Browser
SSH Access
of 1 item
O©"servers" : [ 1 item
ADMIN ZONE ©0: { 15 items
v eVvDI "id" : "aXAtMTAtMy@xNTctMTkOLmNvcnAucmVzLmNvbSOxMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQANDEYN2E1IMzgwZDU4YjIzM2I2Zjg=""
"ip" 1 "10.3.157.194"
Dashboard
"hostname" : "ip-10-3-157-194.corp.res.com"
Sessions )
"default_dns_name" : "ip-10-3-157-194.corp.res.com"

Software Stacks (AMls) "port” : [

Permission Profiles

©"endpoints" : [ 4 items
Debug ©0:{ 3 items
Settings "port" : 8443

SRHEEXE
FANERAREREEARRERERSEHENOER. ARSASIERTRAFNRE , fiW :
DCV iR M BRES

Z%DCV TERREEBTEHERNKE., ETTLERE THEMERNMRE , &1 DCV AFK
5 Web ZIE2REIR TIEM R

HERFES

ZEBERAFREEBERESNRRE.
CPU A RRE

ERS/REEMN CPU AR,
BEFE & LFTH TERE B

BRI EREERFERERAREAR VDI TEREHRE, MREAEFSNBEBILE , EASMH L b
RENERISEEEBEBFN TERR, EBTERRERRE TERRNIEFZWERE,

REREXNER

EH S E TR R EARMIRERNFERR KD,
RPN BT EREE

A AL RES REMBIHMTERRIINANEE, BREIHTERIRIIMNMATERANME,
o, MREEE 'm7a’, Bl m7a RIIWFAA X NRAILMES VDI TIEEEREE ., MREEE

'm7a.24xlarge’ , Bl m7a.24xlarge Al A VDI TERBRE, EESHERETNMESR

=
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res-beta08 (us-east-2) <

Virtual Desktop Settings

v Desktops

uuuuuuuuuuuuuuu

REEE

# RESHRREEERT , EEGAETUAEMRNIEEREUNERRRHAIRE, BEERRET
BEERER. MENHAKENTH 2B ERENRETET. CAETURENEIEL
DREHERNRERR  BLEERHER, AENEAHMRALTR K MAeEHtbERRY

B
W,
e

. BERAE

- RIBERE

- ERE

- Bl

- BEX

- BRRK

- RREE

Amazon S3 R FETHE

IRIGAREE

RENEEESRTERTEHNENRBNIH. CEHRBRE, EESBIHARKEAFEA.

vl
S
Ul
i
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. Resear: nd Engineering Studio PN & demoadmin4 v

= RES Environment Management Status ®

Environment Status

Modules @

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets

Global Settings global-settings - @Conflg © Deployed © Not Applicable

Cluster cluster 2023.10 © Deployed © Not Applicable o default

Metrics & Monitoring metrics 2023.10 @© Deployed © Not Applicable ¢ default

Directory Service directoryservice 2023.10 @© Deployed © Not Applicable o default

Identity Provider identity-provider 2023.10 @© Deployed © Not Applicable o default

Analytics analytics 2023.10 @© Deployed © Not Applicable o default

Shared Storage shared-storage 2023.10 @© Deployed © Not Applicable o default

Cluster Manager cluster-manager 2023.10 @© Deployed @© Healthy o default

eVDI vdc 2023.10 @© Deployed © Healthy o default

Bastion Host bastion-host 2023.10 © Deployed © Not Applicable o default
Infrastructure Hosts ©
Cluster hosts and status

Instance Name Module ID Node Type Version Instance Type Availability Zone Instance State Private IP Public |

res-demo2-bastion-host bastion-host @Iﬁfra 2023.10 mb.large us-east-2a @® Running 10.1.3.148 3.145.1¢

res-demo2-vdc-controller vdc @APP 2023.10 mb.large us-east-2a @® Running 10.1.129.105

res-demo2-vdc-broker vdc @lﬂﬁa 2023.10 mb.large us-east-2b @®@ Running 10.1.149.12

res-demo2-cluster-manager cluster-manager @App 2023.10 mb5.large us-east-2b @®© Running 10.1.155.249

res-demo2-vdc-gateway vdc @ Infra 2023.10 mb5.large us-east-2b @® Running 10.1.153.135

REREEASETEmBERFEES , Hlw

BRMEERNERENEESEAERBNETE4ZENA., LULURE Web A QB REME
X F,

- BORHEE

BRARE o
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BREH , HlmnE—2 ARRE,
. WAEE

#R VPCID, ARFEHFEEE IDs,

» Directory Service

BRERAEEBAEGNERT B SERENRBIRFHBEEES ARN,

ER &

READERESHMEERENEREREEAERE L, BEEESEAEEEEmERIBRLS &
&, MENRERABSEENFEES  F26H AEEE.

(® Note
EEERREAERATERAERLIERR. REBER  MEEAEZHEENFERADRE B
FMEAERRESLE. NREREENIFERADRE  FfitBA K BRAHEY TRE
Eﬁo

- Research and Engineering Studio L & demoadmind v
RES Environment Management Users 6]
Users @ ( Actions a e
Environment user management Set as Admin User

n Q Search Disable User
Username uiD GID Email Is Sud... Role Is Active Status Groups
* |DEAUsers

‘ o demouser2 3006 3006 demouser2@demo. No user No © Enabled

e DemoUsers

(@] sauser2 3011 3011 sauser2@demo. No user No @© Enabled e SAUsers

¢ DemoAdmins

O demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes @® Enabled * AWS Delegated Administrators
* |IDEAUsers
O pmtuser02 8001 6001 pmtuser02@demo. No user No @© Enabled e ProductUsers

EERAEEET , B

1. BSEAE
2. BEEERERBE  FEMABFEIHERR

ERE 98
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a. BREAEEEFRE
b. ERFEAE

FHiH

RIEATFEZRRSNAMERESSHRERERR L, NFFAEENEENFMER  F260 HE
BH.

, Research and Engineering Studio L & demoadmin4 v
RES Environment Management Groups ®
Groups ©) Cctions «) 9
Environment user group management Disable Group

a Q Search 1
Title Group Name Type Role Status GID
[ O IDEAUsers IDEAUsers external user © Enabled 4000 ]
O SAAdmins SAAdmins external user @ Enabled 3035
(@] AWS Delegated Administrators AWS Delegated Administrators external admin @© Enabled 3999
Users in IDEAUsers (3 v
(] Username uiD GID Email Is Sudo? Role Is Active Status Groups Syn«

¢ DemoAdmins
(] demoadmin1 3000 3000 demoadmini@demo. Yes admin Yes © Enabled * AWS Delegated Administrators 10/3
* IDEAUsers

¢ DemoAdmins
O demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes © Enabled * AWS Delegated Administrators 10/3
* |DEAUsers

* SAAdmins

EHRBEBEEmS , B/A

—

BEfERERE,
EHEMHERER , FERBEDNERREHIRBATFE,
EBREAEFHER  SUURREARSNEAEER , IREFHEFHERS,

w N

C ¥ 3

ERPRERKE,. BRNMAENRAR, ECBVERE , SALERHERE , flNEH, HENRE
HE, EREEES —HSERE , TETUNSERNBESRER , fINEEERNEREN A/, B
HE B A B AR AR R
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hY

FRE

- BRER

- BYEXR

- RBEX

- REZFMEIBRER

- RIRHEEREEBNERRR

- FIERE A

BIRER

Research and Engineering Studio L & demoadmin4 v

Environment Management

.
PrOjectS @ Actions & ) Create Project
Environment Project Management e Edit Project e
0 Q Search Disable Project

1

Update Tags
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 @© Enabled - ¢ IDEAUsers 10/3/2023, 7:04:18 PM ]

ERERRERETANERFE, RERERKR , LT :

1. BAUERAESHURSKRER

2. IBENE R, !&‘\—JJ«XEFEEWEIJJQ‘EE@E :
a. MEER
b. FARMAER
c. EMERER

3. BN LIEBERUERRBIFNER

T
<t

=X

1. IEEE_L-“—?KO
2. WMABRFMAEA.

EX D EUAKER FRADEERIZER AWS Cost Explorer Service, MIEFMEN , FS
BERAEAEEENRAD BRER.
BX 100


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
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6.

/A Important
EXDEBEEBRUREE,

MFEEFBENFRES , B2 AEREEA,
(BR ) FRERNER. NERENFEES  F2R SRR,

FRHERRRUUEALATERRR (78R ). EFS. FSxfor Lustre, FSx NetApp ONTAP
= EBS MR EfFEF.

BRLEE , HANEEERRM. EFS, FSxfor Lustre Fl FSx NetApp ONTAP AJ A ZEEH R
M VDIs #£fH. i , EBS WRERFEREERZBRTNEE VDI HEECHEAK , S
BT EEHM VDIs RERZBHA,

Create new Project
Project Definition

Title
Enter a user friendly project title
Project 1D

Do you want to enable budgets for this project?

e ]

Resource Configurations

Storage resources
Add file systems and/or 53 buckets to the project.
[ ] ©

Home directory filesystem
Select the filesystem that will be used to create the user home directories on Linux desktops

[ Shared Storage - Home [efs] v ] @

» Advanced Options

EREAEN/IFEAEENAG ("TERXRRE, X "EREFE, ). NESEALTRNNE
EHEEGTAIRER |, 2R .

ki
i
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ERAEER

Create new Project
Project Definition

Title
Enter a user friendly project title

(

Project ID
Enter a project-id

L

alphabets, numbers, hyphens s (). Must be between 3 and 40 characters long,
4

Do you want to enable budgets for this project?
e}
Resource Configurations
Add file systems
Select applicable file systems for the Project
[ ] ©
» Advanced Options
Team Configurations
Gruups Role

t applicable Idap groups for the Project Choose a role for the group
[ group_1 v ] [ Project Member v ]

Add group

Users Role
Select applicable users for the Project Choose a role for the user

=

v ] [ProjectMember

Remove user
)

1. EERFEHERESR,
2. REBFHREERT , REREER,

3. BMAZHEHN. NREE
HAES  F2E FEEEEA,

4. EEREX.

ERAEE A F20R AAEENRE UEGFAERA. W3

FEFEREE
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ERAEER

Edit Project
Project Definition

Title
Enter a user friendly project title

( Project1

Project ID

Enter a project-id

Project ID can only use lowercase alphabets, numbers, hyphens (), underscores (), or periods (). Must be between 3 and 40 characters long

Description
Enter !

Do you want to enable budgets for this project?

(@ ]

Resource Configurations

¥ Advanced Options

Add Policies

Select applicable policies for the Project

(

Add Security Groups
Select applicable security groups for the Project

(

» Linux

» Windows

Team Configurations

)

Groups Role

Select applicable Idap groups for the Project Choose a role for the group

{ group_1 v ] { Project Member
Add group

Users Role

Select applicable users for the Project Choose a role for the user

[ user1 v ] [ Project Member

Remove user
M ]

RERFTHIBHRER

it

4

RERERERERGEXERTEINMEINITER,

-_—

FERBEFENESR.

RBFRERT , REEHER,

EENERER  ARBWASRNE,
EEBRER K FREELEBRIEBRINBER,

w0 D

ki
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WA EE RN ERRMR

ENERK , SULURAEARKBHERIRKES , AR BERAEBNERRR,

Projects © G ) CIXED

Environment Project Management

Q Search
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 © Enabled - e |DEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No records

i) EIE SRS

BYSREBERE , SuAERAERERTVERBRRNERBDER, MBERNIKERPHNAAF VDI
PITEEBRAFENANER , fINREEE, IAM BERNBBESE.

BB

BT A8 IAM BURRIZHER T HE A HTEREN VDI Fl. ERNABRE , BERA THRE
HERCHE

res:Resource/vdi-host-policy

WFE IAM BENEFMER  FSE IAM R BERAFT .

MRS RE

BB R SFE  WRHERTHE VDI SITERHNBENEAER. SEMARSEHA ,
ATIREHTRLLEHE

3
m

res:Resource/vdi-security-group

gt
%
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WELREBHENFHEES , 528 (Amazon VPC ERAEER) THEALTSEFERFER AWS B

==

NDILEE o

BB ETR

LU LHERBIETR  ELETHEEERTHNAE VDI TEMEER LME. RES X#& Linux M
Windows KVE T IRRE . HRESHRE , BT SURE

VDI B R#ITHE TR
EESEHITEM RES MMERZE 2H |, &£ VDI HTEBNFAERDESE,
RE VDI BT TR

I#RIEE R RES HETHERRMEBESR.

BRI ET5IERE
B ISR gl
S3 URI s3 : //bucketname/script.sh
HTTPS URL (HTTPS URL) https://sample.samplecontent.com/sample
AHEEZR file : //luser/scripts/example.sh

HREIH , FRELUER D RBRVE SR

ki
i
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘sampIecontent.com/sampIeJ { } ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh } [ 1,2 ]
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[s3://sample-res-scripts/sample.sh ' } [ 1,2 }
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
Add Scripts

ERAREMEH
AT A BUR
Research and Engineering Studio (RES) J ZEEEBEAERI BT URER , URFIIEFEHAEE

BEHMBERNENGT. SEERBEMEERTAIRERE : "EXRKE, M "EREF/E, , T
HERAR

Bel  EEEALUERAFTREERTRMEFIES

1. EREEFITES "ENERKEER, K TREENEAEREMAEAENFARTEEER
RPBERR , Uk TENERRE,  URHEENERERAIFERESR.
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ERAEER

2. VDI TEEREEHTES "BYTERER,  AHEENEREEHERFTENL VDI THEER ,

R "@BMARIES —EERENTHERR,  AFEENERAERYRREERPEMERAENT

YERE R

BREESR , EEETUKERANTERGERETNIIFEES,
FE

- EREEHT

VDI TR ER B A

EEHARER

R AR R

RARR

KEHABRER

EREENT
ENMERKEER

BT AHESRTHIEESEAERERTHBNBREAENFE. CEAFMEMARENFT

RERE , WREXERMAEMERENFHENFIER,

Team Configurations

Groups Info Permission profile Info
| group_1 v ‘ | Project Owner
é Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a
different permission profile
Eroup_2 v ‘ [ Project Member
Add g P
No user: hed k'Addu bel E d.
Add user
EHZ= 41 H
EHMERME

B A ESKRENFEEEEAECAERAR LN BFRBABARFEHAESR.

FFATEER
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Research and Engineering Studio

VDI T/EREREE T
BT THEREER

EHREAACEAERENERISOEERB ACH VDI THERER, FRALEBETERIFEESR
REMEBECH VDI TR, ERE-—FAUUELNERILEESH VDI THERR.

MRFEBEFHERBELIERENGT , ISAtMEAMBFNERSEIZRE , OTF
N

Virtual Desktops

test2  Connect

© Ready ows  t3.medium @ No Schedule

1:05

Tuesday, August 6

B S IEE A AR TERER

AFFEEESEAERCASESRFNTFERER, ELEMAEREANTRSUIINESRS
REAMEREME VDI TR,

MRFEEECEAEEFAHMERERB TEEERN , EEASEEREERN TEERER
THTEREER , TR :
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RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

v Session Management

Sessions

MRIEEEFAELIEAHMARLI ITERBNGY , HEAESEEEBTERRIEREE
B, MR

RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

EEHNRERE

BA RES BEEE , B UHT T I BEREEFIRER,
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B 5 AT R E

«  {EWIEMIE Studio TEAEH , RELAISEERTHFUREE. EHEEL , BUNE
M., EET. FIH., BAMMERETTRERE.

‘ Research and Engineering Studio PN & admin1 v

RES Perm| les (6]

Permission Profiles ©)

Create and manage permission profiles.

<

Desktops
My Virtual Desktops
Shared Desktops

File Browser

Profile name Description Creation date Latest update Affected projects

SSH Access Instructions
(@] Project Owner Default Permission Profile for Project Owner 2 months ago 3 weeks ago 2

(@] UpdateStatus test 3 weeks ago 3 days ago 1

4

Session Management
Dashboard O Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions

Software Stacks

Desktop Shared Settings

Debugging

Desktop Settings

v Envir
Projects
Users
Groups
File Systems
S3 Buckets

Permission Profiles

BARFT AT RE N

1. EEEATREEEEL  EREERGNAUREEERE, FEEL 87 RS M EREZER
HYEF AT R ERE
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Project Owner Dalete

General Settings

Profile ID Description Creation date

[P project_owner Default Permission Profile for Project Owner 3 weeks ago

Latest update
3 weeks ago

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile

Project management permissions (selected 2/2)

Update project membership Update project status
U sociated Enable or d a project

@ Enabled

@ Enabled

VDI session management permissions (selected 2/2)

Create session Create/Terminate other’s session

2. BENZXENERRIER , IRBEBEIERTREENESR,

RES Permission Profiles Project Owner

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 2 months ago

Latest update

4 hours ago
Permissions Affected projects
Affected projects (2)
List of projects using this permission profile.
Project name Groups Users
Project1 [4 1 2
Project3 [ 2 0

FFABE 111



#5EEE T2 Studio EREER

R H AR

1. EXFEBFITREEREL , ERRVRERUEUMIRER.
2. BATUREEEBANHEL K ARENERTEETGUILRER 2 ERAEHFENFTT,

P on Profiles Create Profile

Create permission profile

Permission profile definition

Profile name
ssign a name to the profile

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project status
Enable or disable a project

Update project membership
Update users and d

rs and groups associated with a project

(] (@ ]

VDI session management permissions

Create session Create/Terminate other's session
Create a session within a project Create/Terminate another user's session within a project

MmEEET A RE R

« EFEFUREEERL  ZF-THZFENWEBRZNRER  EEDF  RRZEFEREEU
ERTZAT AR ERE
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ERAEER

Edit Project Member

Permission profile definition

Profile name

Assign a name to the profile

[ Project Member
Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a pro Enable or disable a project

VDI session management permissions

Create session

@ ]

i BR 5% A &R E AR

Create/Terminate other's session

Save changes

- EFEFUREEEEL , HE-THZIENWEBRZIRERE  BEBF , REBRERRRER,

AR BRE MR B ERAERRFF AIRER.

FFRTEER
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4| Research and Engineering Studio & admin1 v

RES @© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.

RES

Permission Profiles

4

Desktops
My Virtual Desktops

Shared Desktops

Create and manage permission profiles.

File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
v Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
(@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions
Software Stacks 1

Desktop Shared Settings
Debugging

Desktop Settings

4

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Permission Profiles
Environment Status

Snapshot Management

FRERFT A R EAE

B8 RES EXRHFEMMETRRFTARER , IHEREEERE. (M, 2EEESTUETNE
RERNFFFURERE, ) TRETERTAREEN AT . "EXRKE, W "ERE/E, . &
IREEREEZTENERCAENTT , EEAREFBHNER ; 2RXEEESREMRERERUT
FRIAFFANBRERE,

AT HE iR HERKE ERERE

B TR BIUSHEESHI X X
ERSER. ERE
—EALAERA S
AEABLEF 3R
FLEFKLEES
M TYEREER

BIAMRIEEMA HERPEIR X
9 TR ER RIEHMERE
B TYERE B o
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AT A iR ERKE ERBERE

EHMERKEE  EHHEERNEER X
1% BREYfE A & M
o

EHMERMRE BASERE X

==

<o

RIF IR

REARITREESRELBYMABEAELERN T, ECFEERAERFRNKRER THF,.

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the
environment boundaries can be modified in roles and profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'
¥ File browser permissions (enabled 1/1)
O Access data
Display File browser in the navigation menu and access data via web portal.

v Desktop permissions (enabled 12/12)

@ Dpisplay [ @] Keyhoard [ @) cllpboard Copy

Receive visual data from the NICE DCV server om client keyboard to the NICE DCV server opy data fram the NICE DCV server to the client clipboard

o Pomter @O Keyhoard SAS O Cllpboard Paste

NICE DCV server mouse position events and pointer shapes Use th ). Note: opy data to CE DCV server fram the client clipboard
@ Mouse @ File upload
nput from the client mouse to the NICE DOV server @D screenshot Upload files to the session storage
Save a screenshot of the remote desktop
@ Audio Out [ @] F|Ie Download
Receive audio from the NICE DCV server to the client Download files from the session storage
v Desktop advanced settings (enabled 8/8)
@ Audio In @ use @ web camera
Send audio from the dlient to the NICE DCV server Use USB devices from the client Use the Web Camera connected to a client device in a session
@ Printer @ smartcard @ Touch
Create PDFs or XP5 files from the NICE DCV server to the dlient Read the smart card from the client Use native touch events from the dient device
@ stylus [ @] Gamepad
nput from specialized USB devices, such as 3D pointing devices Use gamepads connected to a dient computer in a session

REERBERFH

EESTUNUAEERBBERTA THRARIBMAENES. WREAFNER , FHESEEEHE Web A
O@UEREIERIEREE B ZLERATHEERZHLPERRENER. MAFNERE , £
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RETLEE Web AORBUHFEERAERSE  UAKFGMA LER THERIELHERRKN
&¥

FRUFERERI e L TRRERMR , EB A Web ADRUNERAZESEELLERNTHER , BIEMBMAI
REEHERE L, ) SEDRRSEENBEEREERHER,

ARESRERT A

MIEE‘IME%EKREQEE%EH‘FT LeEEEMARAERN VDI Thae. AAEL A FEH AR
BUYKEHARER  UREEKEHLANERETHTHERSE IREREAKET , EEH
BFARAAAREETNEET. ELFUERLA '£8FM. . IEEESHMALRER
7, RELXRAREETFHFUTNEREEANRE , EXEEEFBRARL,

KEHARERE

EEBWUBRUHNRERLBITEMN. MECAERTUAFIELRERE I EEMALATERER
Hﬂ'ﬁﬁﬁo Jeu:=b quﬁ%mﬂfj(nq:jz_ EJ_ﬁijZantFEﬁiﬁnq:—Io

BIURER
EEEVUEERVRERREUFNRERE. AR tMATERAREESHE,. REBER, REM
EET , URBEFEHEE,
Project roles Desktop sharing profiles
Desktop sharing profiles ©
Manage your desktop sharing profiles
[ Q, search ] 1 &
Desktop sharing profile ID Title Description Created On
(@] testprofile_1 testProfile_1 9/15/2024, 9:29:55 ¢
O observer_profile View Only Profile This profile grants view only access on the DCV Session. Can see screen only. Can not control session 9/11/2024, 2:10:22 ¢
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ERAEER

r Profile definition

Profile name
Assign a name to the profile.

[

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description - optional
Optionally add more details to describe the specific profile.

[

Permissions

Permissions granted to this sharing profile. Te enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

¥ Desktop permissions (enabled 12/12)

@D Keyboard

Input from the client keyboard to the NICE DCV server

@ pisplay

Receive visual data from the NICE DOV server

@ Pointer @D Keyboard sas

NICE DOV server mouse pasition events and painter shapes

oard permissions as wel

Requires Key

@ Mouse

Input from the client mouse to the NICE DCV server

@D screenshot

Save a screenshor of the remote deskrop

@ Audio out

Receive audio from the NICE DCV server to the client

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

MmEEER EE

HERERER :

A w0 D

BT ERNRER.

BEEEMFE , RRZIUREUMEREREE.
HREERHE

BEMRFEE.

HREBBNETMEEHEAERZ B RN THERER.

Use the secure attention sequence (CTRL#*Alt+Del]. Note:

@D clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

@ clipboard Paste

Copy data to the NICE DCV server fram the client clipboard

@ File Upload

Upload files to the session storage

@D File Download

Download files from the session storage

1

FFATEER
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Project roles Desktop sharing profiles

Desktop sharing profiles ©
Manage your desktop sharing profiles.

[ Q. search ] <1 @
Desktop sharing profile ID Title Description Created On
[ [o] testprofile_1 testProfile_1 9/15/2024, 9:29:55 ¢
(@] observer_profile View Only Profile This profile grants view only access on the DCV Session. Can see screen only. Can not control session 9/11/2024, 2:10:22 1
4 3

r Profile definition ‘

Profile name
Assign a name to the profile.

[ testProfile_1 ]

Must start with a letter. Must contain 1 to 64 alphanumeric characters.

Profile description - optional
Oprionally add more details to describe the spedific profile.

[ ]

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

v Desktop permissions (enabled 12/12)

@ pisplay @O Keyboard (® clipboard Copy
Receive visual data from the NICE DCV server Input from the client keyboard to the NICE DCV server Copy data from the NICE DCV server to the dient clipboard
@ Pointer @ Keyboard SAS (O clipboard Paste
View NICE DCV server mouse pasition events and pointer shapes Use the secure atrention sequence (CTRL=Alt+Del). Note: Copy data to the MICE DCV server from the client clipboard
Requires Keyboard permissions as wel
@O Mouse O File Upload
Input from the client mouse ta the NICE DCV server @ screenshot Upload files to the session starage

Save a screenshot of the remote deskrop

@ Audio Out @ File Download

from the s

Receive audio from the NICE DCV server to the client Download

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)
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BRI

Onboard File System

Title Name File System ID Scope Provider

Shared Storage - Home home fs-0b4cesh1914913e4 cluster efs

FSx Lustre fsx_lustre fs-0a9042e216f9e3109 project fsx_lustre

FSx ONTAP fsx_ontap fs-0105118574b5e3330 project fsx_netapp_ontap
efs home efs_home fs-0df4c9ac93b975142 project efs

RERREER , BN

1. BESERRZR.

2. EBERRKK , FEADFEDRRRE

&
a. BERRKMHEEER.
b. RERBBRERIK
3. MAFHERRR,
4. BHERRER  SUNLRFAERKRTNER , UIREERRKFAER,

ES- |
- MARRRE

MAERRR

1. BEEMAERRM.
2. RTHNXBEARIERRZE, RESUEAFAEARTERHA.
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r 3
Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ .

[ fs-0013c7a86bbd5f79e [efs] ]

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] ‘

3. BARERRRFMENR.

® Note
RiEER  EEENERAFETHUERUHERFREIERRR , 2RBBERE,
EEMAFER L B SNERRRLABZRAS B E REERES RIMA/home, EH
EXEHSERRATAXNEFEER LEAMANERRR. LURFHRBEREERNE
B, AARARHEERMHEHNERETREBRH VDIs FEERRHK. VDIsERKERRK
HEAEERREMA L EERVHER.

4. BEREXR,
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©

Title
Enter a user friendly file system title

File System Name
Enter a file system name

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (_). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

A

RIREE

r 3
Onboard New File System X
Onboard File System
Select applicable file system to onboard
[ fs-0edf4f076a4631d76 [efs] v ]

[ )

[ )

[ )

4

REEEUHLEREZARBENEBERNESF  BE-EMNERNE. EARRK , EAURERE

MREE |, WRERBREEFHRRENHRE.

RIREE
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RES Environment Management

Snapshot Management

Created Snapshots ‘= ©

Snapshots created from the environment

[ Q, Search ] 1

S$3 Bucket Name Snapshot Path Status Created On

No records

4

@Oy

Applied Snapshots ©

Snapshots applied to the environment

[ Q  Search ] 1

S3 Bucket Name Snapshot Path Status Created On

No records

RRREERHE , B .

1. BRFTER I IRB R HAREE,

2. BRI, BXEEEVEEEEFNTHNRIFEER , THEIRR,
3. RIEFTEEAMNRBREMEE,

4. ERRE,

ES]
« BRI

- ERARE
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EIRER

18R ZA5E R Amazon S3 REITERIEHL BN , TRREMRE, NFHEENREFIBHERNES ,
ASHRLREFIE. BNESCRARENERA2ENAEARSFFIES. ARER , TURREFTE
MEBt RS ERBAELRE.

® Note
It Amazon S3 TN EMBMKTEEERTEE. SFER IRAEEREFIRLED
B

BERFF IS ERFATR

1. RREFREETENECREYNRTTE,

BT AR5 2R,

£ Bucket policy (RREFATBEEK) T , #IE Edit (RIE).

B THIRAXFHEERFIARBR, UEECHERRELE :

w0 N

+ AWS_ACCOUNT_ID

+ RES_ENVIRONMENT_NAME
+ AWS_REGION

+ S3_BUCKET_NAME

/A Important

TENREAFEER AWS, FFMEF , 552 Bhttps://docs.aws.amazon.com/IAM/
latest/UserGuide/reference_policies_elements_version.html,

JSON

"Version": "2012-10-17",
"Statement": [
{

REBEE 123



https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
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ERAEER

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-

"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {

"AWS":

role-{AWS_REGION}}"

Y
{
}
]
}
BEEVRR :

},

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxtMultipartUpload”,
"s3:PutObject"”,
"s3:PutObjectAcl"”

]I

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}I
"Principal": "*"

1. J&IE Create Snapshot (B3I RE),
2. BIAEEINHK Amazon S3 HIFIFREE,
3. BHALRFTERBEREREITEPKE, Hl0 october2023/23,
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4. BEREXR,

Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (1), asterisks (¥*), single

guotes ('), parentheses (), and hyphens (-).

I A

5. 5310 98E%E K EARBEELBESHEBUBRERE, ERER IN PROGRESS #F 4
COMPLETED 2 #i , REBHSEM,

ERRER

BURERRER  EULUSZRREAZHREUEBER. CEFTESTNBRNEERTFTE , U
AFFRERDRE,

EARBEERER , flINFERAEN T, EX, HBHE, FUREENERRRERERRE
WEE, FAEIERBEETEERE. EARKE K TaERESEERESENELRENR , UHEE
EREHFE. HREENRHE  RESRBEMREPEVER, HREL W5k , flntAR
Btk BEHMEAEREAGENMTRE , c8EAUTENRLEGEXE BB

#% : RecordName_SnapshotRESVersion_ApplySnapshotID., ApplySnapshotID &iERE&E
BEER , WEHAINBRXEHAERARR,

EREEAEXYE  REEREZERNTANE. FREELEANERETEERIL, HREFHKE
BHER , RESREMKERNTAME, NRAKEREZER , ISERFHERERNERATEL
FRER,
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MEFIRETMFEHAH KLY , B iwE AFEBEEPHREH CloudWatch B /res-<env-name>/
cluster-manager AEVSFHMHEN. SEAFHEE [EARK] E8. EAREBE , BONUR
the section called “IREBEE B HEMREHAEE,

BERFFAHEEREFATE

1. REFEFTREEPENERINRBTIR,

2. EEFFIUERER.

3. £ Bucket policy (fFETBER) T 5 , ##Z Edit (W)

4. BTIRAXFTEEREFTRBEE, UWEECHERRELE :

« AWS_ACCOUNT_ID

+ RES_ENVIRONMENT_NAME
+ AWS_REGION

+ S3_BUCKET_NAME

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::111122223333:x0le/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-{AWS_REGION}}"
}I
"Action": [
"s3:GetObject",
"s3:ListBucket"
]I
"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"
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"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
},
"Principal": "*"
}
]
}
EEZERARR
1. EBEERARRK,
2. HWAGEMREHN Amazon S3 REFETEERE,
3. HAREFERPRENERERE,
4. EERER.
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I

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (¥*), single

guotes ('), parentheses (), and hyphens (-).

5. 5310 7ER K EREEEAHEH L REENEEIUREMRE,

Amazon S3 f#ZirEE

Research and Engineering Studio (RES) X #&#% Amazon S3 f#FiFEE # & Z Linux Virtual Desktop
Infrastructure (VDI) #1788, RES BEEE L% S3 #FArf8MMA RES, #HEEEZEER, FEH
HEE  URBRREEET S3REFITERSIEBINRFITE.

S3 REFFEERREHETEANEINA S3 REFFREE, & S3RAFFRERR , BN

1. ERAFERFITRAE S3 REFrEIMA RES,
2. 1BH S3 RIFArRLERABEIEERRE !
- mEREITE
- BRETTE
3. FRESEMUKRFIrBRBES , YSKIMWAN S3 EFiTE.
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RES Environment Management

S3 buckets

and

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

53 Bucket arn:aws:s3:res-s3-example /53-bucket RAW %p default

T3 ZERBPUAE RES ERXRFHPEE Amazon S3 #EFETE,

£

- @8 VPC ZEM Amazon S3 fE1FETEE S RIRM
- ¥7138 Amazon S3 fE1FETEE

- #®# Amazon S3 f1FETEE

-« BBk Amazon S3 REFETHE

- EXfmEt

- BIRFREFTEEFR

. BFIEFAE VPC FHIERIER

- MEDZ

« XA CloudTrail

fRat VPC 3BEH Amazon S3 FE1ZETBE S0 RIGH

MREEHEIREA VPC 1 EFE Research and Engineering Studio , 57 AWS IRE ##% RES 2
% , KB THZBEF lambda fHEESE,
1. & AEBE Research and Engineering Studio 2 AWS tRF# Lambda 4,

2. ERWEEEZTE S M Lambda BBI<RES-EnvironmentName>-vdc-custom-credential-
broker-lambda.

3. EMHBEWBRERSIRER.
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e @ This function belongs to an application. Click here to manage it. X

¥ Function overview s (__Export to Application Composer ) (Download ¥ )

Diagram Template )

o]
6

Description

‘vele lambda to provide temporary credentials for mounting object
Related functions:

elated funetions: storage to virtual desktop infrastructure (UDI) instances.
| select a function v
Last modified
s ‘ 17 hours ago
‘ S Layens ©
PEE— Function ARN
(_ + Adddestination )
API Gateway 2 Y
(_+ Add trigger ) Application
Function URL info
Code | Test | Monitor | Configuration | Aliases | Versions
General configurati " . e \
eneral configuration Environment variables (16) (edit )
Triggers The environment variables below are encrypted at rest with the default Lambda service key.
| Q Find environment variables 12y
Permissions
Destinations Key Value
AWS_STS_REGIONAL_ENDPOINTS regional
Funetion URL

CLUSTER_NAME
Environment variables

CLUSTER_SETTINGS_TABLE_NAME

Tags

DCV_HOST_DB_HASH_KEY instance_id
VPC

DCV_HOST_DB_IDEA_SESSION_ID_KEY idea_session_id
RDS databases

DCV_HOST_DB_IDEA_SESSION_OWNER_KEY idea_session_owner
Monitoring and operations
tools MODULE_ID wde
Concurrency and recursion OBJECT_STORAGE_CUSTOM_PROJECT_NAME_AND_USERNAME_PREFIX PROJECT_NAME_AND_USERNAME_PREFIX
detection

OBJECT_STORAGE_CUSTOM_PROJECT_NAME_PREFIX PROJECT_NAME_PREFIX
Asynchronous invocation

OBJECT_STORAGE_NO_CUSTOM_PREFIX NO_CUSTOM_PREFIX

Code signing
File systems.

State machines

4. HEA , BERRBHUREKER.
5. ERRE A YR TIMRESETHEERI

« Z&5|# : AWS_STS_REGIONAL_ENDPOINTS
« { : regional

6. BEMT.
#7318 Amazon S3 FE1FETEE

HEM S3 REFRNEEEN RES RE !

1. EEFEFEERTE,
2. MARTEITREFEES  AINREFFEEE. ARN MHEE,

/A Important

- RUNFHEEFITE ARN, HERNEXNBEZEREYREE,
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- AT ARN TEE—EFE , SMAN S3 RETEBEZFERE.

3. ENEmMAREFIENEN,

/A Important

%

\

- EXifERE WEEARERARBRERNFEES , F2R .

4. EEREEET , SRS IAM A6 ARN REHRAFITRUETERFFE. FKR FHP
RERFREFTFEFHEYBIRFFINAEN IAM A,

5. (ER) SERFrEREREVEN K BRUUEBE, T8 , S3HETrEEIHIAINERNER
VDI TR, REERERFTEELEH < RRBN TFER , X 2HEFAFE.

6. BERERX,
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RES

Add bucket

Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Mame (ARN) from

Mount point
Type the directory path where the bucket will be mounted

Mode
() Read only (R)

Allow user only to read or o

53 even across different accounts

© Read and write (RW)

Allow users to read or copy stored data and write or edit

Custom prefix

Enable th em to create a prefix automatically

| Mo custom prefix v

» Advanced settings - optional

1AM role ARN

To access the bucket, paste the |AM role Amazon Resource Mame (ARN) copied in Identity and Access Management (LAM)

Project association

Projects - optional
Associate the bucket with t

| v | .;:(3:;.

to Create Project.

lowing projects. To add a new proje

(o) DD

#m&E Amazon S3 fEFETEE

1. 7% S3 f@FRTE/FEIZER S3 EhTRE,
2. EBMEIhEERP , EEURE.
3. WALBHEN.
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/A Important

- BERE S RETREEYEARIESREFTRHRIRERNERERREEREK
(VDI) #1T{EEE. ARERETREXSERMEEH R  RErET SHRTERPR
B VDI TR

- HUEERE S RFETENERIEXE SSAFrETNEY  CeEREERE
BEEAFINZER,

4. EEREREIERE.

RES » Environment Management

Edit S3 Bucket

Bucket setup
Bucket display name
Type a user friendly name to display

53 Bucket

Project association

Projects - optional
Choose the projects to associate tc

‘. default X ‘
1 It

defau

[ cancel ) Save bucket setup

#B& Amazon S3 7T

1. % S3 AT/ E PR S3 T,
2. eBMFEHRERY , EEBR.

/A Important

- BUAZRBETRIBRABERE.
- BRRFETEXE S RFFETNER. ©RE8EKR S3 fMEITIRE RES REIH.

- BREFTEESEFRAN VD THEEREXTHERERNEAERIBIE (~1 )
BEAFIZEEFIBENAR,
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EXifmaE

EEK SSRETERNEERES K , BN EERRAFIrETNENRRGBEERNERE, £
BEFFEEEL , SLREZMEE R) TS (RW) B,

MERR

Read Only (R) MREH , AIZiRIBFHEZETE ARN (Amazon Resource Name) B & 58 | 11T
EXiimst, fln mEEEEFEH ARN SR EETEHIEE RES , arn:aws:s3:: :bucket-name/
example-data/Y St EGFITEESER A NERB EIVEE , AIRER A F1IEX B AKE VDIs Y
FERAEREFEIER bucket-name TMu FHIER /example-data, A4 EFEEEE R
R, MRLZEFEMRMEIGFZESE ARN , AIZERETRGRMGEAEBBNTMNESR,

AIAME A

WRIEH Read and Write (R/W) , ERBRAFITE ARN WFEABIFITERREE , 0 AT
R, WIEXBHMEER K AREEEA SSHETFITBRHUEBHAEBRMNFTE., Read and Write
(R/W) EE K , HFIFEERSERTH , RHEETIEEN T IEER !

- REHIIFH

* /%p

* /%p/%u
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RES Envirol nt Management 53 buckets

Add bucket

(@ Currently only available for Linux desktops

Bucket setup
Bucket display name
Type a user friendly name to

— )

Bucket ARN
Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts

Mount point
Type the directory path where the bucket will be mounted

( )

Mode
(O Read only (R)
Allow user only to read or

Associate the bucket with the following projects. To add 2 new project, go to Create Project

EEFTERIREE

ABFTFHEIER No custom prefix B , @HiE/METE K MEEETMANBETERR

B, SURERKTITRBEBBNTINEREGENNEAEFZIE, flm, MREESFE
Farn:aws:s3:::bucket-nameNo custom prefixiZHH ARN #SREFETEFIEZE RES , I
KL FErREER ANERB ZVBEK  IRER A NEX B AME VDIs WERESHERY
7 ET IR AV R PR I EENA B A EUE,

BEERERNERREH

ARBEFIFEEN /5p B, BTN ERSRBEZEAMEBHNSAEIBEER. sp BHERAKE
RERE, Hln , WREBEMFEHarn:aws:s3: : :bucket-nameBH /%pFM& M / ####18 8
2 ARN BRFETRHEE RES , YMHRAEFITREERANERB BB , IER A Bl
EAE ARLUSIERBA /#itt, BRADNEAE B U UEREAE AL / ###RPEE
WER, T8, MRFEHAE B EERB FEE VDI X E / ##4BFEK , BT 2EREA
EAFRENER  FAEHNRHERGEH. ERXR FAEABAMNNA SIHEEETENFET , /
ProjectAMfEAE B REERER B F£HH VDIs/ProjectBRFFE o
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BEER. SEAEAEBRRNER IR

ABIIFEEN /%p/%u K BTN ERSEREREBHNESABEER
MEAERRH, sp BHRKRERERS , MuRREAEER, flw , EEEFEH
arn:aws:s3:::bucket-name ARN 8L /%p/SuiBENMY MBEE / #ray | BREFITRIEE
RES., WWRFIFRESEZANEXBHBK, EXRATNERAE ATUBEREA / #144, B
LR ERBNBERTRESp , EUHIBERT , FAEBTEEIFERAE AL/ #1#BNERATE
ANER , HAERNRHERNEAERERH, EXFEAEABANR SSRETRNFET , /
ProjectA/UserATfEf#& B REEEEHER A FEHHE VDIs/ProjectA/UserBEEEL

BiRkFREEITEFE

RES ResAfEHt AWS tRFHEfEFIE  IRRELRFTREABEENT. ETHERMF | ik
F A 8 RES IRIFBEEIRF B P#EE S3 fFRTE.

S 1. £HE RES WIRFHEIL IAM A® (EBBAIRE A):

1.
2.

BEAEEFEEH S HETE (RF A 2 RESIRFH AWS BEXIES,
BEEK IAM X385 -

a. EEZE AM ERR.
b. EEEBEHKF , BEIXK,
BIUBUR :

a. EBEEMBUR,
b. 3&H JSON Z%,
c. BELET%|JSON BUR (<BUCKET-NAME>LAUAIRE B #9 S3 fEfZErB 2 BEUR )

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject",
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ERAEER

"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"

]I

"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:: :<BUCKET-NAME>/*"

}

d. EE-F_Z’FO
4. WEWERITBUR :

a. RBEHBERWE®E (#Hl, "S3AccessPolicys )o
b. MIEZERMNEARREEBRNEN,
c. BMEABXE, RAREFBRIBX.

5. BRKIAM E#A

a. EEZE AM EXRR.
b. EEBEHKF 6 BEAE,
6. BIU/E:

a. EBEENAEG,
b. BEBIEEIBREAGEEENER,

c. BELET%|JSON BER (<ACCOUNT_ID># B BIRFE A NERIRSE

ID. <ENVIRONMENT_NAME>#& B\ A RES SPEBMIRERZT , <REGION>Y % RES SFE A

AWS [E1F )

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

Amazon S3 f1FETEE
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"AWS":
"arn:aws:iam: : <ACCOUNT_ID>:xrole/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-xole-<REGION>"

3,

"Action": "sts:AssumeRole"

}

d. EE—F_ﬁo
7. EEFFUBUR

a. BESWRINELHNEINBR,
b. EE—F_ﬁo
8. Fid. BENERYAR

a. BWAABREME (flw "S3AccessRole"),
b. EZB3IT , BIEMEER , ARWMATIR|IEFNE .

- RB5|# : res:Resource
« {H : s3-bucket-iam-role
c. BEAE K RREBEBEBRIUAEG,
9. ¥ RES Hif£f IAM A .

a. HEREEMNN IAM B8 ARN,

b. EARES X##A,

c. EEXRBEEHT , BE SIS HEAE,

d. BEMNEHEFATRE  LEMABSIKS S3 MEIE ARN ERRE,
e. EBEEFEMNE-BEATURNEE,

f. 7 IAM A€ ARN B FEASE ARN,

9. EBEENEHETFATR.

HER 2 BNIRF B FHVREITEREER

1. BAWRFE BH AWS EEFEA,
2. BRS3 EEZA
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a. HEZF S3 &R
b. ENEERTFEIENFMEFIE.

3. mEFEFIEBECK

a. BEEFFAURSIER A AREBEREFFEBIGK.

b. FETIBE , URFIEF A BREEETEN IAM SEFEE (# <AccountA_ID> KA
RE A ERIRSE ID , Yi§ <BUCKET-NAME> BUX A S3 fiEITEMNERE ) -

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"
},
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"
]I
"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:: :<BUCKET-NAME>/*"
]
}
]
}
c. EBERMF.
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Br L FAE VPC RV E RLR TR

BEMIEERESENRRZEN S3 REFERZ2EIHIIRFHFECH S3 RAFTE | B LUERE VPC
IR FRRBLENFAE VPCo THITERRAMAA S3 IRBEY VPC indh , AXBEHFEUERS /Y S3
RERE  UREABIRFRFIENEMEMIRS.

1. BABX Amazon VPC E£# 5

a. BAAWS EEIFIEA,
b. BRI https : //https://console.aws.amazon.com/vpc/ BY Amazon VPC £ &,
2. B3 S3 M VPC i :

a. EERIESEEKHIEE Endpoints (iE).

b. BEEVIKH,

saFEETE Service category (ARIEFE ) ML , B E21#IEFE AWS services (AWS BRTE).

d. HEREBBMALLA , @A com.amazonaws.<region>.s3(<region>BBEH AWS E
) WESF "S3"

e. OBEHIEE S3 RK.

3. REWBRE

o

a. % VPC , ZBEEEEII BN VPC,

b. & FMAK , BRESEHEAR VDI FHEBHNWELE FR%.

c. SHHEFA DNS B8 , FHREC AE 21, EFHEFE DNS T HEBHN ARBEENE.
4. FBREBERUBRGFE

a. HEBERT ,EEHF,

b. HEBERGESET 6 WARHNERERFIBERFAERNBEE. ATREHBE (&
mybucket MR REW S3 REFATRREM , Wn§ 111122223333 M 444455556666 B 5
EREFHAEE AWS RS IDs) :

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Principal": "*",
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::mybucket",
"arn:aws:s3:::mybucket/*"
]I
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"111122223333", // Your Account ID

"444455556666" // Another Account ID
]
}
}
}
]
}
5 BYinF
a. WBILHEE.
b. EEFEEVIKH.

6. ERFIRE

a. BIUREE A6 BEZE VPCEEATNIRIEER,
b. EEUGREIAIRS
C. Eﬁ%ﬂj{z@:’%zﬂ_jﬁﬁo

EBESLELSER B UEY VPC i%E |, 25 S3 FEERREIRFRIEEIRSE ID ANER.
PR R B
MR ERFFEITFEIEEEE VDI LHBEH

MRFREFIREEE VDI LHH  ALECETREREER. FRETIZEET

3
o

1. ®WE VDI BF :

a. ZAAWS EBIF#EA
b. BREC2 AN EEZTHIT(EE
c. EHUEEER VDI #ITEE,
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d

e.

&8 Session Manager E#£ = VDI,
BITTIGS -

sudo su
cd ~/bootstrap/logs

TEER , BEgkIsI8HFE. TAXMNFHERATENLN configure.log. {time} B
.,

WA | BEWE /etc/message HFLIEB EZEMERA.

REBFTEAERFRNEE Lambda CloudWatch Logs :

2AAWS BEEFEA
BRX CloudWatch =AW EEF HEEE 4R,

B S H584H /aws/lambda/<stack-name>-vdc-custom-credential-broker-
lambdao

BEFX—ETANBFEE , XEAFPRIEMER, ELARBESFRRMARRER
ABRUHE S3 M@ B EEENFEEA.

BREBITEAERBNEE API Gateway CloudWatch Logs :

%A AWS EEHE fu I:I o
BHRX CloudWatch =& W EEF HEEEHA,

S GBI <stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,

BEFX—ETANBFEE , XEBFPRIEMER, ELAFTBETSEMTHFRN API
Gateway EIfERVRFIHEF L)\Hhaiﬁﬁ S3 REFRTREMENBIIEAER.

mAEMARRERFITEN IAM AEERE

3

& A AWS DynamoDB FiE &,

BEUE R ¢

a. EERAIEBEEEF , EEF Tables (ERR)

b. S¥IIEE <stack-name>.cluster-settings,
FHERK
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5B TR Studio fEREEE
a. EE RRERKREE
b. MECEHRHE,

4. FEERERGRMG

a. ERIEEHRIEMUEEEEREER B,
b. BREMBEHUTATHES -

° E’l"lt . iﬁk ﬁﬁo
.« R4 EEFEE,
« B WA UFEEBERNERRKEshared-

storage.<filesystem id>.s3_bucket.iam_role_arnBUMt <filesystem_id>,
5. BTHEHE -
BEH TS AN IREBITRER,
6. MEE:
MREEFHE , FRASEAERN IAM A€ ARN [EREREE.
MRBEFREFRE :

a. EEEVIEH,
b. WAIEBFMER :

- SHHESB|EM WA shared-

storage.<filesystem_id>.s3_bucket.iam_role_arn,
- FIBIEEHN IAM B ARN,
c. EBEREFUMNBEE,
7. E#FKE VDI HITER

EXNMREBHITER , SRERBRXHHZTIER IAM B ARN RZ&VDIs,

EYF CloudTrail

EZEM A CloudTrail 2 AELKIRS F A CloudTrail , 5&1& AWS CloudTrail A& ERHHE
A CloudTrail E2&ZEMAPRMHAIER. CloudTrail #EBFCFE S3 FFETEMN 1AM AR
FOHY S3 RTFIEMNEN., EVNERKEEREZERSERAENHTER D,
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EH Em

AERBREAECRERKRAREMERERFNES,

£
- SSH FHX

SSH f7EX
EEER SSH FIMESTH .

1. % RES Ihgexk |, 212 SSH =FHL
2. KBEM@MLEWIER , F£H SSH = PuTTY #1TFEL

FEBESRH

EBESERE (VD) BETEFAEELMEE Windows = Linux EfSE AWS, FHETUFERHE
RN IEMELEZEWRENERAENREE Amazon EC2 #1T{EE.

X ENEERR
RES BRIXEMEATIERRERBERRE

« Amazon Linux 2 (x86 1 ARM64)
» Ubuntu 22.04.03 (x86)

« RHEL 8 (x86) # 9 (x86)

* Windows 2019, 2022 (x86)

ES |
- BREHTH R E
- FRENRE
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- EHEHNREAMRE

- BRERKEHE

- HEERTERRERER

- FEERKE

- ERKEAEBBEFL

X EDHTHY SR

1. REMEERT  EERNERKHE,
2. EERBFNERERE.

RES Home Virtual Desktops
Virtual Desktops S © QI e T o)

3. BAMKEHEAFMENR,
4. BEREXR,

BERRAEANFFELEETR , ENKREHRE 10-15 DERATHER . BERKEEURRERHRI R
&, RES €5 GPU #{TEBI ZEMBHEIEN.

FHEHN RE

FEFNERKHE , FEFRKAEN RS , XEM Web 5 DCV A FimETTIER
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Web connection
ZEiB Web BB FRAHAEREENERS .
- EEER LEEGEE  ERZBAERTFEENEE,

MyDesktop3-windows (2 Connect

(avcvseiomric )( @) .

DCV connection
iEiB DCV AFmFEAN S E iR REMEE, &EFEB DCV FH :

1. BEDCV IERERIUTH . .dcvER, BEEERMK LLE DCV AF iR,
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Virtual Desktops QI e | o)

rheld & Connect

@ Ready RedHat Enterprise Linux 9 t3.medium @ No Schedule

2. WMERERH , FRE ? BT

How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

& ZIP & MSI

Step 2) Install the DCV client on your computer.

Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.
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I8 R R EARRE

ERRBKREAME

1. BREDRF

tual Desktops

Virtual Desktﬂps C ':‘ ETOGTIERED Launch New Virtual Desktop

2. EEERKEMRE. SENEREATHEE .

° -__T—-__[J:

FLENTERRTIEEHERIEX , MASTUBRERREE LN THERER,
- EXNRE

E#RRE B ARy TIERE R
.« #&1E

KABRIEER, IREEATHERE  RLETERRAURESERERIER, TR L2,
EEZKEERMEE RES BRRHK.

- KEE
EHRERERFEFECRED, ELENRBDRER , CNEAEASEE , B EmER

AR, WFAEHTERBENRE , MARFEIATEREHERAR , TaEER
BE, EERIYVTEEBREXEWMRE , FSRKELRES.
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12 UE B SR

BALEMERKANTERNEE THERRER.

1. E2FITERBA D , BLEFLETHEREER
a. BEDRF

irtual Desktops

Virtual Desktops

b. BRIEEERSMME,
c. EEEIL,

(® Note
ISR R KRR TAEPEERRY R ET R/

—BEMRAKECFL  FRERF  RARBEEHN THERR.
SFETHERREE , WEFELBENIRE RN,

BEREX

PITERENR  FEFTRERAE :

o & 0N

a. EEE#O
b. EBEERIEMRE,
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ERAEER

c. EE RKEM

HE TR B E A
1. EBEBE,

tual Desktops

Virtual Desktops

2. EERTEA.

R E R R

, © T v | o) QT
S

BIBFE , ERKEREHE , ARRFFEADRE , EXEF LR IUETHERERSILE. REHESER

BRFLE , SBrIESSMEL. BEMREBERRED 15

BRI EHEREBRBNEFILRE.
1. BEDRF.

DEARBEAPERE CPU HEER 15%.

HRE TP ERE
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RES » Home ) Virtual Desktops

Virtual Desktops D e mnsmniesge O I wondows T e )

rhel9 [ Connect

@ Ready RedHat Enterprise Linux 8 t3.medium @ No Schedule

2. 1#{E Schedule (3ER&).
3. RELFRHHE
4. BERRE
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day
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ERIKEAEBBFEL

EESWURE RE , LA FLHEIEBEVDIs. F 4 BATRENRE :

1. RERE : CPU ERARENEEN B 81 THEERFAEKERE.

2. CPU £AXRE : REEHAERRNURENTHERSWELRE. WRBILFRES 0, B THERER
KEFTEWRA/HEE,

3. BURRE : AERER , THAEREEBERAMRE (EFLEZEILE) .
4. BEBATHER | MELERULEE | AIEREEME LA TR T HEE B HIEEE,
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Update Session Settings

Idle Timeout (minutes)

1440

Sessions idle for this time with CPU utilization below the threshold will time out

CPU Utilization Threshold (%)

60

Sessions under this threshold are considered idle

Transition State

Stop

Sessions will transition to this state after idle timeout

Enforce Schedule

Enable to allow schedule to resume a session that has been stopped for being idle

Allowed Sessions Per User

)

Maximum sessions allowed per user

Cancel Submit

EEREESENEMARFAERTHNRAREAR L, BRBENFEREFRER , FR-TREIUR

FRRE. M TERBREERENRNRE , BFE: EEIVEF‘%Eﬁ{E‘%{EJﬂHE}JH—r}ZEﬁE’JmEO

REFE , TERBRSBBEERKIESRERE STOPPED_IDLE iR&E, FRAEMEEHRE Ul KX
B)STOPPED_IDLE T #EBEER,

VDI BEfZLE
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HHSKM|

EHRAKEL  SUNEIEREHANREH, "RERERA , RFCEEESIHEE , BRITHE
P ER A & th L HE AR

RES Home Shared Desktops

Shared Desktops (2)

List of Virtual Desktops shared with you. Unless user has Admin or Owner profile, session owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

Q Search All States ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session
DemoSession demouser2 Amazon Linux 2 méa.large [©] Ready 10/26/2023, 5:00:00 PM Download Connect [4
MyDesktop6-linux-gs demoadmin1 Amazon Linux 2 t3.medium © Ready 10/22/2023, 5:00:00 PM Download Connect [2
1

HATHEERE , BAUREBEENFTT. Hl , BULEEFRFIER TRESEFENERKE.
£

- HARE

- ERARREE

HARE
1. ERETHERES BRI
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Virtual Desktops Auto-refresh

rhel9 [ Connect

(@ Ready RedHat Enterprise Linux 8 t3.medium @ No Schedule

2. ENIT/ERERFT,
3. EREAENFFUER. SHEUUREBHERE.
4. BERRE.

Update Permission for MyDesktop5 X

Select the username, permission profile and the expiry date of the rules
[Q demoadmin1 XJ [ Owner Profile A ] [ 2023/10/22 }

View Only Profile

This profile grants view only access on the DCV
Session. Can see screen only. Can not control
session

Admin Profile

This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile
This profile grants the same access as the v
Session Owner on the DCV Session
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MEFF A FEMER , 5528 the section called “FF AT BE",

FRHARHE

REARE , BAURAESHANSEYEREN/TER. EAILUEIR Web BIE2R DCV A,
HERER  FER PHEISFRENRH.

ERBER

ERIERUHBLRIER Web AOPUERERRSA. BUUEEBELSEERERRK LEEEFZEGEFITMN
FETRAER, RIWF#F (Amazon EFS) BARFIE Linux Bifh. ¥ Linux M Windows Ei%: , FSx
for ONTAP AT, EMERKE LWEREEBRIHME Web ER BB EHIERMERE,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ® root / home / demouserl

Q 2 items 2. Upload files Create folder Actionsv W Favorite C' Refresh i= 8 Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

£

- LEEE ()

- MERER (Z@)
- EEBNERE

- REER

- BERER

EFEEE (s)
1. BELHEESR,

FRHEARE 157
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ERAEER

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2items

Desktop

storage-root

2. BEERIIBEZLENESR,
3. BELE(n)ER

MR ER (28 )

1. EREEMBRNER (EX).

RES Home File Browser

File Browser

Create folder Actions v

W Favorite C' Refresh := 8 Optionsv

Oct 20, 2023, 11:10 AN —
Oct 20, 2023, 11:10 AN —

My Files Favorites File Transfer

1 = root / home / demouseri
Q 2 items

Desktop

storage-root

2. BIEBME,
3. EEUMIBRIER,

Create folder Actions v

W Favorite C' Refresh = # Options v

Oct 20, 2023, 11:10 AN —
Oct 20, 2023, 11:10 AN —

HE , CHUANEEAERFERR LR-TBEEAR , AR ERMBRER.

ek R (2ME)
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EERNRE

EEHTEENERNERNR , BAUKEMATEERNRE.

1. BHERJEMRK,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. BREINEE.
gE  LUNUEEAERIENRELE-TEERR K ARENERNKE.
(@ Note

BNBREESRFIAHIERS. NWRECSFAERNBEHRRN , CHFEZENHERNRE,

mEER
SEAIATE Web A D885 FREEX PRE R AA,

1. ENEEEFNER. EEEERM, EHEsERNRE.
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. ETEH A RBRERET.

BmE=R
ERERERREANIERERERARRERNE, ATNRETHRARKTER  YExEER
LRI R EREE.

 FileZilla (Windows. MacOS, Linux)
* WiIinSCP (Windows)
» AWS Transfer for FTP (Amazon EFS)
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RES Home

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla () WinSCP () AWS Transfer
Available for download on Windows, MacOS and Linux Available for download on Windows Only Your RES environment must be using Amazon EFS to use
AWS Transfer
FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacOS) [4

* Download FileZilla (Windows) [
* Download FileZilla (Linux) [3

Step 2: Download Key File

( & Download Key File [*.pem] (MacOS / Linux) ) ( % Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 /path/torkey-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.
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5E 2 HF A7

AR E AN R R AR ] S B R R W] RE B AE 2 1S E B RE RV ARBA E AL

&

- —RIEFEMEE
+ 317 RunBooks
- EAEE

HHEAR

- —RESEREE
- BANBFENSHEARR
« IR3E Amazon EC2 #ITEB LW AFESR
+ CloudFormation &
- RREEMEERKHFE , WH Amazon EC2 Auto Scaling E¥4H & 8 Iz Bk
« HAM Amazon EC2 XA NE
- BT
- ERREEMNERSE
o BRI IEARREH T4
« B/ Active Directory (AD) tHEB@ S LA B E
+ Windows DCV {&§#
« &3 Amazon DCV IRAE
%47 RunBooks
- RERE
- REEHERE RES 2R EBTHEE
+ AWS CloudFormation 3 & XE Y , WHERFAL "WaitCondition WE| KEHFAL. Error :
States.TaskFailed"
o MBI RI%E AWS CloudFormation & UWZEIE FHHBEA
s FITERBRIERKXBAREER vdc-controller
- BRAMEKYHEEES , IRIB CloudFormation Hf & A MR
- RFEVHRE CIDR ERS BB EHR
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- REBEVHREM CloudFormation H B 7 KB
+ {#H AdDomainAdminNode CREATE_FAILED By /A ZpER ( ~&1 ) HB LMK
- §OEE”E
o RAREFBEIT iam:PassRole IR
- BEERFT AWS IRF AR ABFEIEAM Research and Engineering Studio on AWS &R
- BARER , RYREZRAEH
- ERBRARRYE "RTIEAE, R
« 7£ Active Directory F¥TiE{F A% , {8 RES HiEX
c BYTHEREBRRELERAEAE
+ CloudWatch cluster-manager B 5658 H K /) BR $1l #Y $5 5
« RIZEB RES BEVRERRMK , BREHE VDI EH L
« RZEB RES MARERR#E , BREHE VDI EH L
o REEM VDI ETHBEIVEA
- RECEARGIAF IS5
« &% RES B3I Amazon FSx for NetApp ONTAP , 18R il A #4835

I
piC]

- R

< REBEVGRES/ KK

- REBEZEAERTELIEAER RN HF.
- B

- RAEFERERFHITERNRH THRE FEE
- BBESRSE

o SERNE R AY E B R A B R R AR

A RERRED 5 {BIE B R H

« RME Windows EREFAN , WHER "ERCEHM. ERisR"
* VDIsfE A 1E ik
- BB , VDIsEH A SHERIRAE

- ERSE T

« Amazon EC2 #i{TAEF TS hEEE RO
163
+ vdc-controller #{TEE EERIRSY , KASE LA AD/eVDI #&4E |, B/R AP E{ERERE LB
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mEERERUNINERE  ERTEHRETNNEESF

cluster-manager Amazon CloudWatch HFER "<user-home-init> IRF H AR, EEES
ERERS, (HPIRFREAEER)

Windows REEAEHKE R ENIRFEFH. FRafENEES"
S0 iR/ F AD #ERER) DHCP EIHERE
Firefox #5582 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« Env B

res-xxx-cluster & E "DELETE_FAILED, & , X FEMIER K RA "ACENSELE
£, $8ER

WEE A

T& VDI B

# Linux EC2 B11TEB THR A

# Windows EC2 #{T1EE TH A&
W& WaitCondition $538#9 ECS HE#

I

BRESIRUENS I BIEBRERETEHRIEBAHR
REIHER keycloak HEEIEE

« 2024 .x EHEE

2024 .x EXIEE

(2024.08) EFSEFEHBEEREAZIM ARN ASITTEHENEA Amazon S3 BEE
B

(2024.06) & AD BHHEBOSZEK , EARBEAK

(2024.04-2024.04.02) 12 4t#0 IAM FF AT SRR KRIEHEE) VDI ST EENAE

(2024.04.02 REEH/RA ) ap-southeast-2 ( EF ) F# Windows NVIDIA 17 18 8 % Bk &
(

(

2024.04 %1 2024.04.01) GovCloud H#) RES Mk % Bt
2024.04 - 2024.04.02) EFEB B |, Linux ERSE A EE THE, RE

(2024.04.02 RE R4 ) #EERBS SAMAccountName B EEABZRHIEHKF T AD £
A&

(2024.04.02 REEMA ) ARERERTENILESBENY
(2024 06 B EERA ) AD [EF HARS T
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+ (2024.06 REEMRA ) CVE-2024-6387. RegreSSHion, RHEL9 1 Ubuntu VDIsSHHI Z £ 8
G

— xRS M B2

AEEDEAE RES R FIMNEF.

- EANBERISHEARR

« IR Amazon EC2 #fTEE LW AFESR

+ CloudFormation &

- RREEmMRLERKHFE , WH Amazon EC2 Auto Scaling E¥#H & B Iz Bk
« BAM Amazon EC2 XA NE

- EREmEH

- ERSREEMIERST

o BRI LIEARREH

« BRI Active Directory (AD) tHEBdr o LA 8E
+ Windows DCV {8 §8
« &3 Amazon DCV IRAE

AN BGFENEHERANRE
REBTREEHARE , T ARBEZEMEZERE,
IRIE Amazon EC2 #i1T{EEE LW BEEESR

HFFERFER RES K Amazon EC2 #11T{8# L. SSM Session Manager 7 F 2R B R 1T {E &
M T/EREEY , U EELER,

HEHEEEESN vdc-controller FERREHATEE L , TETHvEKRIIEARXMEA B,

» /opt/idealapp/logs/application.log
+ /root/bootstrap/logs/
» /var/log/

+ /var/log/sssd/

—fRIAEE MBS 165
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 /var/log/messages
+ /var/log/user-data.log
« /var/log/cloud-init.log

* /var/log/cloud-init-output.log

7 Linux ERREL K UATE2ERANBERER

« /var/log/dcv/
+ /root/bootstrap/logs/userdata.log

 /var/log/messages

£ Windows B EZH#TEE L , BFENVR

+ PS C : \ProgramData\nice\dcv\log
« PS C : \ProgramData\nice\DCVSessionManagerAgent\log

£ Windows £ , REEAENCHAIEUTNERS

« PS C : \Program Files\NICE\DCV\Server\bin

£ Windows L |, B LAELL T E#HEI NICE DCV BEER :

+ C : \Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch BsE¥4R

Amazon EC2 1 AWS Lambda :EE & R #§ & 28 2 Amazon CloudWatch Log Groups. HH#
A E A E R P B T RE SIS —MEAFREERANEN.

BLEAHENBBUT ¢

 /aws/lambda/<envname>-/ - lambda related
* /<envname>/
* cluster-manager/ - main infrastructure host

* vdc/ - virtual desktop related
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ERAEER

* dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
« controller/ - main desktop controller host

* dcv-session/ - desktop session related

BRERFHAR  EANTHABNIBEZHRETHESREEY, ERGRHISLETFHENAR.

?"ERROR" ?"error"

BLimpeREM B — @5 3 22 31 Amazon CloudWatch Dashboards , Ef S €BERREBERMN /T

Z=<o0

Fltn By —@/DNIE | 5TEFHERN ERROR WHEE | WiHER AT, A LA EETREM

FAZERENRE  IEHOBRERIABENES,

TR EMEREEMAVES, BEEALLIIE , FREMTRE , YUBEBENERNK <envname>H

<region> Bk,

{
"widgets": [
{

"type": "log",
"x": Q,

"y'": 0,
"width": 24,
"height": 6,

"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |

SOURCE '/<envname>/cluster-manager' |

SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|

sort @timestamp desc|

stats count() by bin(30s)",

"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",

"stacked": false

BERAKNBFNBHERARER
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}

BRI TS HIRMOT

CloudWatch » Dashboards » res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)

res-stage2-errors-lines v ¢ ‘ =) ‘ ‘ th 3h  12h  1d  3d 1w  Custom [E | UTCtimezone ¥ H C | v H b H Actions v ‘ Save

infrastructure hosts

1. count
40.00 o 0

30.00

20.00

10.00

10-28 21:11:48
19:00 20:00 ~ ZiU 2200 23:00 00:00 01:00 0200 0300 0400 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 1500 16:00 17:00  18:00

CloudFormation &

ERFEEVHBEMH CloudFormation &GS RERIEHBHBBMNER. B4 MNEHER,
HREEEE K WEHBNHEBEENR , TUASESEH. ERNBHRS|ER,

RES # & :

« <envhame>-bootstrap

« <envnhame>-cluster

+ <envhame>-metrics

« <envname>-directoryservice
+ <envname>-identity-provider
« <envname>-shared-storage
« <envname>-cluster-manager
* <envname>-vdc

* <envhame>-bastion-host

TEREHE (WREEEDBFERE , BREELENBERTA , BUUER AWS BMEEER
BLARELERERRENER. )

* <envhame=>
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* <envname>-Networking
» <envname>-DirectoryService
« <envhame>-Storage

» <envname>-WindowsManagementHost

K R RE T 3% 4 R WFE |, 3 Amazon EC2 Auto Scaling £$487E B iz AR
IR RES Uls i5HAIfRRHR , FEE A REAE BB HMBEE,

SEERRE Amazon EC2 #1TEEB B BiER & (ASGs) MBS —EEFHREIZE , THAERHE
TEBNERTE. R U EEEEIEMAERRELFR , HRE Amazon EC2 X HEAEREEZE
HIEEATERE | W E Auto Scaling BAEBI RS ZEHB LS EMHEEIN ASG , SAHIET Amazon EC2 #
TEBEREERR.

WMRRER , FEAFITERANMEE Amazon CloudWatch BFFHERYIET R BLHIER , EURERT
BENRRE, BHaER SSM TR T2 ARMBERATHANTERYN THERER  TREHT
ER8 LAY RS ERUHETRE , BRHTERBERAEMFRERE , WM ASG &1k,

WMRBLEMRERE , ASC TEAARSRATELUTIREER,

EC2 Dashboard X ( EC2 > Targetgroups > res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc

¥ Instances
Instances Details
T amaus:elasticloadbalancing:eu-central icfn3-web-portal-e2958adc/3fa0fdc3c
nstance Types trat bictn-web-portal-e2958ad/31a0fdcSc3b14225

Launch Templates

Target type Protocol : Port Protocol version VPC

Spot Requests.

Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad10ch8e [
Savings Plans
Reserved Instances 1P address type Load balancer
- ¢ - A
Dedicated Hosts 1Pv4 res-bicfn3-external-alb [2
Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining

v Images 1 Q1 ®0 0 0 0

AMIs

AMI Catalog » Distribution of targets by Availability Zone (AZ)

this table Al lied to the

¥ Elastic Block Store

Volumes

Snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

v Network & Security Registered targets (1) Register targets

Security Groups
‘ Q Filter targets 1 ©

Elastic 1Ps
Placement Groups [ Instance D v | Name v | Port v | zone v | Health status v | Health status detalls
Key Pairs _

[} -0ba5d508631f20043 res-bicfn3-cluster-manager 8443 eu-central-1c G) healthy

Network Interfaces

v Load Balancing
Load Balancers

Target Groups

v Auto Scaling

Auto Sealing Groups

BARIAY Amazon EC2 =& /NE

AU ESEERETRENRREFENER.

BRI Amazon EC2 TR & HE 169
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B 5

ERBREHTE , Amazon EC2 TR ABERRRELUUTAE, BRINHTERR RES E/#ER
Amazon EC2 £#, HTERBEEINFER RES REEH,

EC2 Dashboard % Instances (5) nfo
ECZ Global View | Q Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X | | Clear filters
¥ Instances

O Name /' v | Instance ID | Instance state 'y | Instance type +
Instances

O res-stage2-cluster-manager 1-095bdc4c8732 1a4ff @ Running @ Q mb5.large
Instance Types

O res-stage2-vdc-broker 1-041867308771e71d3 & Running @ Q mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller -08800976c757717e6 ® Running @ Q mb.large
savings Plans O res-stage2-bastion-host 1-0523e5480f434581a ® Running @ Q mb5.large
Reserved Instances (] res-stage2-vdc-gateway 1-00773bc97ccle841d  Running @ Q mb5.large

Dedicated Hosts

Capacity Reservations

ERREIHNERRE

£ Amazon EC2 =A% , EERKEHTR , cMFEREUTARE L, EHBERT , EREE
BLUIEET. BTEREBHNEBREVEANFEAE., PEANESBRRBRFREN TERERER ,
ATLARTEERMY "MyDesktopy BEAEREN B,

EC2 Dashboard x Instances (7) wfo
ECZ Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X ‘ | Clear filters
¥ Instances
O Name ./ A | Instance ID | Instance state v | Instance type ¥V
Instances
O res-stage2-bastion-host 1-0523e5480f434581a @ Running @ Q m5.large
Instance Types
[} res-stage2-cluster-manager i-095bdcdc87321a4ff ® Running @ Q m5.large
Launch Templates
Spot Requests O [ras-stagaZ-MyDeskmm-demnadmind. j i-022826c122d8c78d5 ® Running @ Q méa.large
savings Plans O res-stage2-ProjectWork1-demoadmin4 -09ba5d8ae152¢6f25 ® Running @ Q méa.large
Reserved Instances [ res-stage2-vdc-broker -041867308771e71d3 ® Running @ Q m5.large
Dedicated Hosts O res-stage2-vdc-controller I-08800976C757717e6 ® Running @ Q mb5.large
Capacity Reservations ] res-stage2-vdc-gateway i-00773bc97cc1e841d ® Running @& Q mb5.large
¥ Images
AMIs
AMI Catalog

BRI LE R RERY 44

E Amazon EC2 TR AR RERILENHTERER K SMNBEEREREINKREEIH. IRFEEEEE
RIGIERENEREREEH | SR ZEMAREEENEH  ETRRTIRBETETH.
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TEERESRLENREATERE.

EC2 Dashboard % Instances (10) info
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 ‘ X | | Clear filters
¥ Instances
[l Name /' 'y Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-cluster-manager i-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 (® Running @ a mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller i-08800976¢757717e6 (© Running @ Q m5.large
Savings Plans O res-stage2-windows1-demoadmin4 i-092cdf6a7e52e9b%a © Terminated @ Q mé6a.large
Reserved Instances O res-stage2-rhel91-demoadmin4 1-0b3d134f606a53636 © Terminated @ Q mba.large
Dedicated Hosts O res-stage2-bastion-host 1-0523e5480f434581a ( Running @ a mb5.large
Capacity Reservations O res-stage2-aml21-demoadmin4 |-023844b29c12b9393 ® Q mé6a.large
¥ Images O res-stage2-MyDesktop1-demoadmin4g 1-022826¢122d8c78d5 © Running @ Q mé6a.large
AMIs [} res-stage2-ProjectWork1-demoadmind i-09ba5d8ae152¢6f25 © Running @ Q m6a.large
AMI Catalog [l res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q mb.large

B i Active Directory (AD) tHE @ S LAt & E

LT RAEEMERETM L@ AR Idap G TS, SRR AD BEMEBER., ERANBENE
ZHEZRMRERRELREAANSH

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV {&§&
£ Windows S b , £ b T 575 =5 H ST S AR BA MG T AERE £ -

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

Windows DCV {884 171
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£ Amazon DCV A~ &E

Amazon DCV AR ER S E TEMER, AWS Amazon DCV, T 5I&i4 /R & a0 B & 2%/ DCV ¥
B,

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version

Amazon DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

21T RunBooks
ToHaATAERENEE. NAENEE R NAEARNENEE,

- REMBE
« RBMERERE RES 2 BRTE BRI M

AWS CloudFormation #t &8 X327 |, WEARAE "WaitCondition WEIKBEHEAE . Error :
States.TaskFailed"

B K Ih#% AWS CloudFormation 7 W I E + B 44 & AN
1T E B &R S EE 1A K BUIRBERY vdc-controller
AR YIEEEES | IRIE CloudFormation & £ % Ml Bk

£ Amazon DCV A&, 172


https://aws.amazon.com/hpc/dcv/

HRETR Studio (R
- RIEEIHAE CIDR ERS B4 HA
- REBEVHREM CloudFormation H B 7 KB
+ {#H AdDomainAdminNode CREATE_FAILED By A ZpER ( ~&l ) HB LMK
- §OEE”E
o BAREFBEIT iam:PassRole IR
- BEERFT AWS IRF AR ABFEIEM Research and Engineering Studio on AWS &R
- BARER , RYREZRAER
- ERBRARRYE "RTIEAE, R
« 7£ Active Directory F¥TiE{F A% , {8 RES HiEX
c BYTHEREBRRELERAEAE
+ CloudWatch cluster-manager B 5578 H K /)NBR HI#9 $5 52
« RZEB RES BEVRERRMK , BREHE VDI EH L
« RZEB RES MARERR#E , BREHE VDI EH L
o REEM VDI ETHBEIVEA
- RECEARGIAF IS5
« &% RES B3I Amazon FSx for NetApp ONTAP , 18R i1 A B 4835

- R

< REBEVGRES/ KK

- REBEZEAERTELIEAER RN HF.
- BRI

- RAEFERERFHITERNRH THRE FEE
- RBEREE

« ERNEFEHE R R B HEBRINER
« BRBERE 5 AERKE
« RME Windows EREFAN , WHER "ERCEHM. ERissR"
* VDIsfE A 1E ik
- BB , VDIsEH A SHERIRAE
- EESHITHE
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ERAEER

+ vdc-controller #{T{EBE EEMRIRD , KAEEMA AD/eVDI &4 , BER AP BEiRERME K

« ENREHEEBLIEERE  ERTEHRETNNFESR

» cluster-manager Amazon CloudWatch H&E8 R M<user-home-init> R B i EEFEH, EESESE

RERZ, (HPRFEEHRERRE )

+ Windows REEAEHBFET EHNIRFEEA,

- S\EB/ZF AD #HRERY DHCP 1ZETH &

« Firefox ##58 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Env iR

» res-xxx-cluster ¥ 2 E R "DELETE_FAILED, #R&E ,

HEEFEMER RS "AERNSELRE

. 5588
- WEHFE
- F# VDI BF
« #& Linux EC2 #i1T{ER TH B
 #& Windows EC2 #41T1E8 T & H 5
+ I WaitCondition $553f#9 ECS Hi#
TEIRE
- BESSREEN S PRBEEREBETHRE

ASHER

« REIHEB keycloak LB

TR EE

ES]

BREERE RES 2BRERME

AWS CloudFormation &8 X327 | WERAE

MWaitCondition W EI &k BAYEAE . Error :

States.TaskFailed"
HEBEE T K Ih#% AWS CloudFormation kUK Z|E

T E B

TR AR BER K BUREER vdc-controller

ARG5S | IRIE CloudFormation & £ 5% Ml BR

BiEE THIR CIDR BB S5
RIEFE T HIR9AY CloudFormation &3 37 %k BR

£/ AdDomainAdminNode CREATE_FAILED B2 ABER ( ~E

D ) HBKK

REBE
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REEE LS RES 2 %R EBFTHAEE

® Note

FRIRM - BAUEEABIEN PrivateKey ABTFHIE Secrets Manager ZH , T BEHITIE
LS,

EBEFME Web IS
1. EFEETNES-ab ERTHBEBRRINER

BEZ AWS £ A EC2 > Load Balancing > Load Balancer T# RES /25 & & F#35,
SEFEDREN WEHFEE<env-name>-external-alb,

c. BEEERFARFHERMNEREN,

d. ENEREINBEFMERAERE ZTHR SSL/TLS BRENERERER,

e. REENEE,
2. ERERTERKRF

o Q
i
4"

a. 1t DynamoDB -> Tables -> HE KRB EREER KR<env-name>.cluster-settings,

b. BIFRRIEE WKBUEHE - B8 "key". FH "string". &4 "contains" F{E
"external_alb",

c. cluster.load_balancers.external_alb.certificates.provided :&E4 True.

d. EH &

{fEcluster.load_balancers.external_alb.certificates.custom_dns_name,

iER Web FAENHEMN BT HEEERE,
e. BHFH

fEcluster.load_balancers.external_alb.certificates.acm_certificate_arn,
IE R FME Amazon Certificate Manager (ACM) A ¥ FE/R & HY Amazon Resource Name
(ARN),

3. E#WEA Web AFIREILHEE Route53 FHEIEE S , LAIEMAEE alb B F#EESH DNS &

fB<env-name>-external-alb.

4., MRERETREHRE SSO , FEAEMLE RES Web AOHEILF —MRERE > FoRME > BE—
A > AREE > imEE 1% ah o B ) £ A BV AR R 8 A SREFTERE SSO.
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A BEFIEE VDIs

1. BTIEBEFEERER , BT RES BEABEAHMEHNIT GetSecret HAEWFFT :

e res:EnvironmentName : <env-name>

* res:ModuleName : virtual-desktop-controller

2. HEBEEREERRT:

a.
b.

#£ DynamoDB -> Tables -> F & X B EREE KT <env-name>.cluster-settings,
AIERREE W GREBHEENE - B "key". FA "string". &4 "contains" F{E

"dcv_connection_gateway",
vdc.dcv_connection_gateway.certificate.provided &4 True,

E# BW{Evdc.dcv_connection_gateway.certificate.custom_dns_name, E=

VDI 7EUEY BT B T
ERT Y

fEvdc.dcv_connection_gateway.certificate.certificate_secret_arn., iE=

FHBEABT ZHWEN ARN,
ERT

fEvdc.dcv_connection_gateway.certificate.private_key_secret_arn., &=

FRALEERABRZWER ARN,

3. ENRARBEITERINMEIHA

= o o o

Q@

4. EIH
|

£ AWS E3#2 AR EC2 > Auto Scaling > Auto Scaling 48 T BIRX Auto Scaling B8,
EEHEE RES RIENREBBIRERERE. EWEREMmEEH <env-name>-vdc-
gateway-asgo

EFHHEFERPSRILFRBE A,

EFHMEA > B > BEEREER ( BIHRE) .

[ B ERFHER.

BEEREI , ZEFHEER.

SREF CERTIFICATE_SECRET_ARNFI PRIVATE_KEY_SECRET_ARN, fFRRMEHBEFEHRERE
® (FBESESB 2.ARNs EFELE,

HE Auto Scaling B#AEREAFEARIER IR EBEARA ( # Auto Scaling F##EE
).

BRERFEEWHE Route53 FHBIEEE# , LIE@MAE nlb & FESZH DNS &

<env-name>-external-nlb,

RERE

176



#5EEE T2 Studio EREER

5. #IEBHEM dev-gateway HITIEBE : <env-name>-vdc-gateway X EF AT EEEED,

AWS CloudFormation &8 X2 | WE/RFAE "WaitCondition U8 Z L BXRYEA
B, Error : States.TaskFailed"

EERRIMEE  BFRESRA B Amazon CloudWatch B & <stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, MR EZE

Eﬁ*ﬁﬂ%ﬁﬁ’]ﬂ?ﬁ%ﬂ AmES— AN BEHE. AFTNERASSREUEHEBENFRE

o

(® Note
BRSBERBZEE.

HEEE T X I % AWS CloudFormation R ZIE FE 4B H

WMREKINEIL AWS CloudFormation &% RINEIE FE 4858 , B N EE
1. WESNEFEEHb S EE A E#E,

MREFEMH U R IEREEFE , FEMERIEEF#HEE Research and Engineering Studio IR
B

2. BE Amazon EC2 R ARBEBERITEENFERE.
MR Amazon EC2 BTV <envname>FBERAEKRIE , ARBHATHNITER |, BIRER
% Active Directory fARE A pE & H IR R RE

3. WMREEHEAWS SNREERE G REMNBER , FREFHEREEN VPC, RENMLE T
B, AR HAAZERHN28,

NMREMSBAER  BURFEMRAEENME RES KRR, WEFHMET A F2EABRLEE

—_
HHo

4. MREFERAECHABERTEER , FREZBIMEN Active Directory FF & FEHAR A AE
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MRERREHITEERIN A Active Directory ZEEE, EF KIS Efthe section called “H
TREBEIRSER K BUREER vdc-controller” 3R % R B

1T AR AR I EE A < BUIRRERY vdc-controller

WREER N RERERELERIE A Active Directory (Active Directory).
EEREEE .
1. f#ka:% , 7 vdc-controller BWELITH#TEIRE L EF SSM BB THEFE B .

2. #1T sudo su -,

3. #1T systemctl status sssdo

MRRERIEEAT., KRNI EEBFPERER , HIFTEREEMA Active Directory,

[root@ip-: 1# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 31248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[-31248 /usr/sbin/sssd -i --logger=files
[—-31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[—31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here

NHEFRRERNRERRERRENRE

EERARREE

«  REENDSHHITEREIT cat /root/bootstrap/logs/userdata.log LAFZE HES.

LB =EAURENRARERRz—.
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BARERER 1 : BAK dap ERFMEA T EMRE

BMEAF. MREFINTIEEZX , AIBTEREZLZIMA Active Directory,

+ local AD_AUTHORIZATION_ENTRY=

+ [[ -z " 1]

+ [[ 0 -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'
++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization,

retrying in 34 seconds ...
[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...
+ sleep 34
+ (( ATTEMPT_COUNT++ ))

1. W RES HEBEVHBCEE#HBATIEENSRIE,

« directoryservice.ldap_connection_uri
« directoryservice.ldap_base

« directoryservice.users.ou

+ directoryservice.groups.ou

« directoryservice.sudoers.ou

« directoryservice. computers.ou

* directoryservice.name

2. ¥E% DynamoDB BRI X E AN EH#E. ERRKRMRN DynamoDB EIEEHNER KT, BERER
ZHES <stack name>.cluster-settings,

3. EMERFKRE , BREREHTREANITHERD cluster-manager H vdc-controller, B BiERE &
KB DynamoDB &Rl &R R ERE FH 1T E R,

BAER 2 : @ AR ServiceAccount A& BB ERE

MR BEFEE Insufficient permissions to modify computer account , BITEHEERE 3 Hf
I # A K ServiceAccount AR AT BER EFE,

1. & AWS & B Secrets Manager,
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2

# 3 directoryserviceServiceAccountUsername, W#MEAH <stack name>-
directoryservice-ServiceAccountUsername,

FRMEZEARRFMEARTE, EWEET , BEERNTE  RRBERAXF.

MBZECEH , EMERE B BITEREM cluster-manager # vdc-controller #1TEE . BEIERE
#{E F Secrets Manager WS FEREBFETEE.

BABRR 3 : 8 AM ServiceAccount BRI E#E

MR BN Invalid credentials , RIfE#BE T HiE & A M ServiceAccount ZiE A 8EF IE

&,

1.
2

5

%t AWS =2 A BB Secrets Manager,

¥ & directoryserviceServiceAccountPassword. WHMEA <stack name>-
directoryservice-ServiceAccountPassword,

FRBBEUARKBHEEAEH. EREET , EEHEIREE , ARBEHXTF,
MREBSLEES , ITHRERANEBIEER , 7 BU7E Active Directory # Secrets Manager
hERRER.

a. FEEfE PERZEB AWS Managed Microsoft AD :

i. BARK AWS & W FIE AWS Directory Serviceo
i. 1EHERES B#KE# D, ARIBZFHHE,
i. ENEREAEERS.
iv. A ServiceAccount fE&E B,
v. BAFEE K ARBEERZE.
b. ZE7E Secrets Manager FERHE :

i. BIRXAWS A I HIF Secrets Manager,

i. 1#3 directoryserviceServiceAccountPassword, WHES <stack name>-
directoryservice-ServiceAccountPassword,

i. FIBMBLUREHMAEANERT. ERZET , REMIRREE K REEEHXFE,
iv. Egﬁiﬁo
v. A ServiceAccount FEFEREFRE , AR BERE.

MRIEEFHT H , FBFMERE sIFITERER cluster-manager A vdc-controller #11TEE . BEHER
& 55 F SR 3T B9 (B R ED ST Y S04 T MBI B
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AR HEEEES |, IRIE CloudFormation 3 & £ % Ml BR

W8 <env-name>-vdc CloudFormation 32 A9 Ml Bk K AB Ak ¥4 E5 52 M S B , 4520
vdcdcvhostsecuritygroup , EAREREAEAEEAE RES EUN FHEBRINZLEETREN
Amazon EC2 AWS #1T1E B& FT 2K

BEREE , FERRAKIELUER AT MEBNATE Amazon EC2 #TEER. A&, LA LUEER R
R

RIFEVHIR CIDR BRS#BERR
BYRER , OERES [FAILED] # CIDR BRSHEEHRER.
fREREIH

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

EEMAME  FAHMNERA xxx.0/24 = x.x.x.0/32,
IRIE 2 T HIRRY CloudFormation &3 37 2k BL

BURESR —RINERELIRE, EREEEGH , kSR ERERE , EH CloudFormation H#
BETRE,

MEBEREEEER  SMRBESERAEYT, F , EUNEFRANESFERRE,
& AdDomainAdminNode CREATE_FAILED BN A\ZEIR ( & ) HEBKRK

NMRTEHREHEBETARIHRTIER , TRERAVTERERBRMEZMEEINEE Amazon
EC2 &%,
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AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

EEHIBTRBHRR

1. X SSMREEEESF , RERBCHRESH , AREBCHEMBENTERREBSH.

2. 1& SSM RunCommand/Automation #1TEE S ;o8& , ME(SHEIERI SSM XHWE TR EEIIT
1 88 B B — B,

3. TEIRIE Amazon EC2 F{TEBK BFERY , REAHHMTERAFE  MHEHTERBRSEM
BUEERKE.

MRBERRBHER  FERBRED 15 7EME RES H1TERNIEH,

B EBBE
B—BA(SSO) ML EEMNAZHREHNERNABERIERMEBE, WMFERE SSO HENENR |, F2
B

- the section called “f£F IAM Identity Center 5% & SSO”
« the section called “% SSO RELN D iREE"

EERHYMES ) EBEMHBANEGEE  F2ETIIEHERETE

&

« RAREBHIT iam:PassRole HIRH#E

 REEAREF AWS IRESH A BEFEFKAE Research and Engineering Studio on AWS &R
- BARER , RIREZEAER

- EREARRE "RARFERAE, #BR

 7£ Active Directory F#TiE{E A% , 1B RES FiEX

s BUTERBRELIFERAERE

+ CloudWatch cluster-manager H 558 H K/ R &RV 52
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K AEEHIT iam:PassRole HIFZ#E

MREBWBIERR | FHEEREHIT iam : PassRole BiE , ENBRLEEH , UAHEKBREERE
RES.,

BEAWS BRTREKEFTALBERZERYE K MARBIUFNEEACIBBELAC, WFENT
ER |, BUARERAREREEXRBNFTT,

E & A marymajor By IAM EREERERAEEEE RES HHTEIMFR , SRETIEHIER. B
=, BFERBEERBRBHCRTHT. Mary REKAGBEEEZ BB,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEFERBRT , Mary WBURABEEH , AAFFE11T iam : PassRole BifE, MMREBEEHE) , BB
BH AWS BEEEE, ZNEEESRBENESERE.

REE AT AWS IREAHI A EFEIE M Research and Engineering Studio on AWS &
i
BANEY ARG, EHMRFPNEAESISCEBINBHABFERENER. BRI IEEEAFH

EEEMHDEZRAR, HUXEERERNBERNFIUERIBE (ACL) IR , &R SUERA FBL R
KRBT AETFRENE RN,

MEE—FTH , F2EUATRE .

- BETHBOMELSHER AWS WIRFHRHAEBERNEFEE |, F268 (AM EAERERE) PHNAEHES
Y 5 —{B AWS 1RF P RY IAM £ A & R EFEE.

- BEETRINMEERNEIERMBE=H AWS IRF |, 528 (AM FAEER) TS FEER
HiaE = A AWS WIRE,

- FETHNMEBRKE S RUEIE , F28 (AM E£REER) FHRERAFIREIE/ARFEN
ERE (BESD ).

- BETHERACGNEREBRETEIRFFNCENEZR , F2H (IAM £AEERE) T/ IAM
AEREREBRNER,
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BRARER , RUREZAEHR

SO BEKREHRE , R EEE, FEVNEEE , FREESRNITEE B REA

1. B#RK CloudWatch £# &,
2. WEFEEAT K SKABA WEHME/<environment-name>/cluster-manager,
3. FRMBFRFHEUESAFRRPHEMTER,

EEREBHEERTE
1. B#RX DynamoDB Fi# &
2. REBEXRSP , SEXREAH WERK<environment-name>.cluster-settings,
3. FRMERXR, AREERZERRIER,
4. REABEMRGER , RABBATIEH
- BiEAE - R5l@
- R -a7
« E-sso
5. EEHT.
6. EE@MMFHEP , BFE SSO HMRBERTEH., MRFIEHR , 57518 sso_enabled TRNERESR
False,
Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled J
Y
[ value ] O True © False

7. JR[E RES ERABENHEUEFRERE SSO,

o5

AN

&

i
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https://console.aws.amazon.com/cloudwatch
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EREARRE "HRARERE) FR

MREAFEHABA RES MHEHKFWREIFER "HRAZEAEL , BEAEZE LRI Active Directory /1 :

- MRFEAETFTEFEEN RES H , BRI FERAEFIEE AD

EAETEEE KRB L E RES, RES B/ ERF—X , AENEEESST  IREFHER
BET—XESEHME, FEMNERS , FEEPHIFZERE Active Directory R¥TIEERAZE | (B
RES HIE %,

- MREAEFER RES §:

1. HEBMMRFEERRE. NFFEEF K F2RAE—FA (SSO) RELNF T RHEE,
2. R SAML £ EM SAML EFH4HEEIERENE FEM b,

£ Active Directory R#i8#EMA¥E , {8 RES FiEX

MRBEHEE & HIEE Active Directory , {87 RES AR EAE , BIZER/E AD B, AD @S
M AD IEH E A RES IRIEH Lambda EHEE/NEHT. BRE , EEHEFERAESHFHEzE , &
EEE T —ERSEFHITAL, ELHE Amazon Simple Queue Service FEIREIRIZ .

FEHRBRSER
1. BARX Amazon SQS A,
2. f7%)s | 5BEH <environment-name>-cluster-manager-tasks.fifo,
3. EEERKEWAR.
4. TEABRXH , @A :
{ "name": "adsync.sync-from-ad", "payload": {} }
5 &HIAEEMEID, WA : adsync.sync-from-ad
6. STHASEEERMERID, WABBNRHF UFHR, IEE XEEG T ERETHWATE R

TE , BREREHZ,

S EEEE 185


https://console.aws.amazon.com/sqs
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BYTFERBELIERERE

MRERBEMTHFERNEES  BRREEY THFERFEEMEA Active Directory FEIERE | Rl
ERETRFEEE —RBEA. RERFATEAERY TFER. FRAPEAELAZELBARE -

Nrd
IAo

CloudWatch cluster-manager B & H i H X/ R HIAYEEER

2023-10-31T18:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []1}

W RIZFE CloudWatch cluster-manager BEEPIREILLEEES | ldap S REEBERAZSERAERLHZ. &
E{SERERE , 5125 IDP ¥ Idap B S&ERRH,

- BEB RES BEVERRS , BAREEE VDI TH L

- RiFIB RES MAERREK , BREEHE VDI EH L

o REGENE VDI TMBEVEA

« &% RES B3I Amazon FSx for NetApp ONTAP , 1B R 11 A F VA8

}iEIB RES BUERRM , BREBHE VDI = L

BRIARLARRN "WML RE , TaEH VDI THEF, FRBTITR K BEERIRETENL
BERE

Amazon EFS

1. Bif¥ Amazon EFS Fi2 &,
2. REERRXFERERSTHA,
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https://console.aws.amazon.com/efs/home#/file-systems
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3. MRERRFEMRESTTH , FEF BRI VDI £#,

Amazon FSx ONTAP

1. BI4¥ Amazon FSx ¥ &,
2. BMBEMREREAHA,
3. MEMREARTA , FESF BRE VDI £,

FiEB RES IMAERRLE , BRBEE VDI EH L

£ RES LIMANERZRERELENZ AR , RS VDI THBHERRKE. ARNEBELER
RifRHE RES AASFEY , RES TEEEMEBMN LS HERA,

EMANERRBEBEBMNZLHER AT THEARE

« KRB linux VDC E£#H NFS RE (EH#EE : 2049)
« KRB Windows VDC EH#HK SMB RE (E#EIR : 445)

BEZK VDI THBEUR A

ONTAP X ERHBEER UNIX, NTFS #l MIXED Z£HR . ZEHEINRE ONTAP AR EHIEREFEN
IAER | UERBER AR A LSS T,

Bl , NBHBESH UNIX 228X , B ONTAP WZHEME , SMB AEH{MATTUFEER
(FIRRMPIEREEREMZTE ), T8 , ONTAP A UNIX 357 , RE UNIX AFIRTUERRLET
B,

BE X {55 F SR 51 9 B ) 45
B Linux THEEEFEA UNIX BRXEERE

sudoer AJ AR HMFERAERET. Bl , L TREER T /<project-name>H & LA <group-
ID>ZEEBIVEAFFARNKE :

sudo chown root:<group-ID> /<project-name>
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sudo chmod 770 /<project-name>

B Linux # Windows T/EE &M NTFS XN E

BAUERAREERRNLABMRZELAF. fl, EEEAZEUser_01MERRK
myfolder , A LA Full Control., Change® HIFFAIERE A ReadAllows} Deny :
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+ | T Documents Properties X
(- - —
r N

E:[] ~ Permissions for Documents X

1 Share Pemissions o

GFEIUFI Or Lser Names:

Everyone

e

 folder

folder

Pemissions for Everyone

Full Control folder

Change
Read folder

folder

folder

folder

folder

folder
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R Linux M Windows A FinEfgEAMKRE , RMFEE SVM LRELRBMES , XRFASEM
Linux £ /8 & & #BELAH [ fiF FH & & #8EE domain\username B NetBIOS Bifi B BN E LB, 7
Linux 1 Windows A&z BH#ITRERETEMRD. WESZE , FSRB LA Amazon FSx for NetApp
ONTAP MAZWHETIEAR.

F % RES E1I Amazon FSx for NetApp ONTAP , {B R 10 A 3 #4315

Bal , &% RES A2 Y Amazon FSx for NetApp ONTAP B | RIFEMBRERERK , X
SARE, EEKEITHN ONTAP ERRHK SVM MALZKMEE |, 552875 SVMs A Microsoft
Active Directory 381 Amazon FSx £ & LHWS R, BESENFTAIZRIE AD F# Amazon FSx
Service 1RF . —B SVM I AMEIE , 5F80#E SVM FE > i % > SMB DNS &8 , AEBEH DNS
28, EAREETRETE,

AR % , FFEHRERE DynamoDB ER &R #mEE SMB DNS HHEE K

-_—

. B1¥¥ Amazon DynamoDB 2 A,
OBEERR , REIBIE <stack-name>-cluster-settings,
 ERZERREFAT , RASERMG , ABW AT HEREMS
- BHAE - RolR
- R -ER
« {§ - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
CENEBENER , ARENEE,. ®EBEEA
. ERELRIERE SMB DNS EBEHE,
EERTFERER.

w N

o o &

A, BRAEERRAEBBNZ2BHE A Amazon VPC BEXZBFIUZFIPERNRE, £
BRIZFENHF VDI THBERREHHI|IMA SVM MERREHI B,

HE , BULER RES MARRRAHERMARENERRM - CREEEEEERRR. WMAER
E
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html

#5EEE T2 Studio EREER
- REBHVARRES K B
- REELZEAZERAEZIEAERRNER,

REGHVRRE R KR

£ RESHRBEEL K MERBHORELALY , AT FEEEE S Amazon CloudWatch HiEE
AR TSR R B A I BERS

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

RIBEEERAERTEEAEAGRRD B

MRRE—@Eenv EEWRBEEZETFTN env P ERH , FEEFEEEE AR CloudWatch B 5!
B, IRBEREREAEAVENERRER , BEETBERERRE,

1. T# metadata.json IR , WHEREZEER KA ExportStatus EH COMPLETED kR, BMAREE
BERREAE ExportManifest MUK, MRERTE LARBAUE , REGERBYRE , BEZ
HERRBINGEREEM,

2. BREIRERE L% , FBRARBIMETE RES 85 COMPLETED, REBEVEFRZEFEE 5 3 10
DiE, ENMBEASETRARBEEREEE , MERRBENDEL., EXERBINRBEREN

=
RRE,

- REEFERERFHTEEEN S T ESEFEHE

E@BIE o1
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RAEFERERFHTERAN S TR REE

MR UIPHBERRS[ERAEERNE SR ETERRELER , EX REEEHE Amazon EC2
HATEERALERRE,

YIER BRI 5 5L |, B5EME Amazon EC2 £ & 2B B F{A Amazon EC2 ITEBERK L |, i
DEFBTEEBERA. MRIEFERER , ME Amazon CloudWatch logsAIBEERER K,

S-—EFERBERRPINEHFEHSR. MR Amazon EC2 T2 A L HBREMAE PR RERMEMT
BERERFNBTER , AIRTREATETEE,

IEENBREHM TR

EC2 Dashboard X C EC2 > Targetgroups > res-bicfn3-web-portal-e2958adc )
EC2 Global View

Events res-bicfn3-web-portal-e2958adc

Details
Target type Protocol : Port Protocol version vpe
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad10cb8e [
e IP address type Load balancer
1PV4 res-bicn3-external-alb [
edicated Hosts
apacit leservations
Total targets Healthy Unhealthy Unused Initial Draining g
v Images 1 @1 ®0 0 0 0
AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table Al lied to the
v Elastic Block Store
Volumes
Snapshots Targets Monitoring Health checks | Attributes | Tags

v Networks securty Registered targets (1)

Security Groups
‘ Q Filter targets 1 (o]

Elastic IPs
Placement Groups ] Instance Ip v | Name v | Port v | zone v | Health status v | Health status details
Key Palr

O 10basds08631f20043 res-bicfn3-cluster-manager 8443 eu-central-1c @ healthy

Network Interfaces

¥ Load Balancing
Load Balancers
Target Groups

v Auto Sealing

Auto Scaling Groups

WMREEAMAEIER A 0, RREHE Amazon EC2 #i{TEEATAREEDEK,

MREEMRETENIERABIEO0, RR Amazon EC2 HTERRAIAEFE IR, EFRERERADRTEN
FEARAEREABEEERERE,

MREFERERIFMEFRRENENIRBERZO, ﬁm?&’&ﬂﬁ#ﬁﬂ%%ﬂ,m Hazo Bl , NXENAE TR
ARERBHEN AZs, MRBEEERR , TRALARSRBENNNT , BEHBBRREEFE,
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B E SR

T8

.+ SEBTIBAE Y B R A R AR

- RABHE 5 BEFSEE

- £ Windows ERERAK , YET EROHEM. MHES
+ VDIsEATEHEARAE

« BB , VDISEIE A SRR M A

FRNE/ER Y E R R E R A B A IER

MRKEEREARCEEZBFREER , BETRERRE/ER Amazon EC2 TR HE , =
Amazon EC2 #{T{E# A BE1E RES IR ZIMELETFIE, EEE Ul IRERRESHBR T MAEMRRE |
BERERIN.

FEGER Amazon EC2 = ARYEHTERREEERILHFILE, MREFLE  FEABIRD. WRMR
BRRIE, AIRARN Z—ERE, FAEXIEHLFANEMNER  ERNTEEBRBSMDETHE
Mo

MR FHXRBNFTERMERE Admin Ul £, BIFTEEFZEMEA Admin Ul #§HKLE,

KBRS 5 EERRHE
EAETLADNERAEUERRRA 5. FRATUEA Admin U ETBE , WFAR
- HERERE.

. ERARERSIBE.

+ £ DOV THBBERS , - TANNREET.

- FELEAE AN TIERET WERE AT BHIE,

- EBRX,

. ENEREENRRINREDRIL
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SH Windows EBRER AN , WER HEHRCER, Emisik"
R Windows SHNERRKLK , WHER Ul #5588 "ERCSER., EWiE:R" , RE TR E Windows #

1TERE LR EMABAN DCV RS E L RRE,

Amazon CloudWatch H & #<envname>/vdc/dcv-connection-gateway TAERFERAELUAT

RENASRRFERERER -

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:

Resolver lookup{client_ip=Some(52.94.36.19)
session_1id="1291e75f-7816-48d9-bbb2-7371b3b911cd"

protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: QE9E9C4DE7194B37687DC4D2COF5E94AFODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: I0 error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

MRBEFEEEN , BRGERMEA SSM Session Manager BiRXEE Windows #1TE B8 HYELR |
BRT % 2 E'RFHEIER

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

ELEREZXEEDENEY , BRENEREDTRIAS,

I %
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MRS EBRERE , AR Windows KERVHTREEEERBNIRR , FEMAZMREHEERE ,
EREREENBRERRELEEHN/TERAI Windows BB#SE, EREFELE Windows HEE
B, o ARIIE R E MELR,

VDIs{EHEMEEAREE
R S EMENE Admin Ul RREREERE | IETALR HALERE R,

EZEYEERER  FREZEIHTERBLNEFER , ISKUEEREENER. AX4ETEEFE
R Amazon CloudWatch A EENEE , EH 3 SERLRAER E?%ﬂ%#ﬁnﬂﬂiﬁ R EEEE
Fo

LT R RENEBERR,
- EFM AMIID EEFTMAEBEHE B RES TXE&E,

S EMBIESBEETR , A Amazon Machine Image (AMI) R EFFENTAHEERTE, H1T

B LW EEER , HlW0 /root/bootstrap/logs/ Linux #1T{EEE , 74 ’@,EEEEHHBEE’JEFHE

Jl.o £ AWS Marketplace BX{SH#I AMIs ID AIgef& A A M RES KHETERE. ©MEZAEHUERSR
BXE,

« {EBFT AMI BB Windows [ERKREHTERER , FTERITEATE/METH,

RIBTERR , B Amazon EC2 HITEIEERBIE , FAEERESHEHNT XK. NREERENER
KEHATEEREN AMI, A&KE AMI GEHEEHER  YEREALKEERRE S —EERSHE ,
AEHEERMETRBRSTEENMNERSEHTER LT,

EREENEE , FEAREY AMINREERSENTER L LIEES 52 FR PowerShell &7
THRE K ARITTIGS

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

ARBRREMITER B AMI, ERLERR AMI REMAREHEE X HE 2 RABIBVERR
Ho IR , BTN ERFMERENATER LMTHRNSG T , YENRBHTERUSEE
BRETFEER , EELRRERERN AMI BB S —EAERKEE , SEBXERMEEEE,
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RUE & , VDIsEE A SRR E
ATHEMREE 1 ERRRKN BREAREETRE POSIX FANEAE.

MRTHIRGIKIL , ETJEEREEERAEE -
1. BB H RES IRAA 2024.01 = F F A,
2. ¥ 8 RES B HAR , A B¥EnableLdapIDMappingikEA True,

3. £ RES HEBIEHHIEEN ERRRFEAN RES 2024.01 ZHIMARA , REXFREFEAR ,
4 EnableLdapIDMappingiRES False,

AL ER MR EREAERPHIEAEB &%

SSM EREEEETH,

cd /home.

1s - BHIH B REBAESEAESBNB & , Fl0 adminl, admin2.. %,

MBRB & sudo rm -r 'dir_name', FEZ0MIBR ssm-user # ec2-user B &%,
MREAECRSIHW env , FREAER DDB ERIRMEBREAEN EEETEERN).
BB AD B - EEEEEE Amazon EC2 sudo /opt/idea/python/3.9.16/bin/
resctl ldap sync-from-ad®#1T,

7. #t RES #f8E L Error AREEEFRE VDI #1TEE. BT VDI EEEAN 20 HEERERE
Ready RRE,

o o A~ WD =

ER S E T

ES]

Amazon EC2 #TRBHE R AP EER KL

vdc-controller TR EEEIRT , ARMEEMA AD/eVDI #2548 , B APLEFREREXRK
RENRHEUNEERKE  EXRTEHRETHRXEEF

cluster-manager Amazon CloudWatch B8R "<user-home-init> IRE M B EFE A, EESESMHER
ERSY, (APIRFREAEER)

Windows REEAEHAKE R 'ENIRFEEFH. FafENEES"
SANER/EF AD #ERERY DHCP # IR &
Firefox #5858 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
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Amazon EC2 #I{TEREXTZE AT EERREK L

MREMERAEFAITEEE Amazon EC2 TEAFERBTRACK L FRTRERBRERH , LR
RERREHTEREE, UTRHUEFRRN G E.

R vdc-controller #1TERETE Amazon EC2 EE AT HETEBKILRE | EVERHART ERNMER
ﬁﬁ)’ﬁﬂlo RES HENRZEEESR  MAEEIERE Amazon EC2 #1TEEAY IAM FEUZ I
BRI —EB% . R vdc-controller IEFEfEIR , B CloudWatch BB EH HE THIEEEE , ER AR
TV%&.‘?EIEEEEEEO AAR  WETEERTHES

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

L EEE8HY Amazon CloudWatch BEsSABAS MM TR

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXF@8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action

BE Amazon EC2 #{TER LAVER XM EMFE LIREE

vdc-controller H{TEBIEERERST , RAEEMA AD/eVDI #&148 |, B~ API EEARRE
BE KB

MR eVDI HEEEREREXRY , HSEREREERTFERTIIEE,

ERSETH 197
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ERAEER

Modules

Environment modules and status

©

Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings @Coﬂfg @® Deployed ( Not Applicable

Cluster cluster 2023.10b1 @5tec< ® Deployed © Not Applicable « default
Metrics & Monitoring metrics 2023.10b1 @Stem ® Deployed (© Not Applicable s default
Directory Service directoryservice 2023.10b1 ®5tac< @® Deployed © Not Applicable * default
Identity Provider identity-provider 2023.10b1 G)Steu @ Deployed (© Not Applicable « default
Analytics analytics 2023.10b1 @5t6C< ® Deployed © Not Applicable e default
Shared Storage shared-storage 2023.10b1 @5t8C< ® Deployed © Not Applicable * default
Cluster Manager cluster-manager 2023.10b1 @ADD © Deployed @ Healthy s default
evDI vdc 2023.10b1 @f«pp @® Deployed ®) Failed o default
Bastion Host bastion-host 2023.10b1 @5tec< © Deployed © Not Applicable « default

FEEBERT , REN —MRBEREFEEEES CloudWatch BF%. ( BKREAR WAFRH<env-

name>/cluster-manager, )

Al RERY R -

s MBHFEBEXF Insufficient permissions , SEMEREI res HBIFIRMHM ServiceAccount
FEREEBBEIER,

AESATEH)

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

000020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data @, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 3@ seconds

o A LAfE SecretsManager £ A& FH RES ShE HERHHY ServiceAccount FRHER R, £
Secrets Manager PSR EENRET A AL BEHIMENF. NREAERBTER , FEER
BLEHWRE, KIEBHMNEEEEEMN vdc-controller /TEE ., FANBITEEGSEABER

&
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
https://console.aws.amazon.com/secretsmanager/listsecrets
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s MREFEABRRENASTEFRHEERVNER , FHAERBHSLAR "ServiceAccount o WMNREED
2 RES HiE#S DisableADJoin 28R E A False , i 5HEE "ServiceAccount" EHEEHFE AD
R B HREFT,

- MREANEAEEBER , BEFEEXE Invalid credentials , Bl AN RIS A AESE
B iBE,

HESATEH)

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

« WA LUEIBFEVE Secrets Manager TR FREBRNHE , ERUEEEL env HIB@WM AN E
15, #BEZ (I <env_name>directoryserviceServiceAccountPassword) , R%i#E
BRI F,

- MRMEHPNRIBFAER  SEEFEUEHFRZPNE. REENWELEEEEMN vdc-
controller #1T{E . FMEFTEBKERAEMNER , LEABEMREE,

- MRBFRIFIERE , TJEER SER Active Directory PR Z IR BHI, BN A S EER Active Directory
RHZRE  REFHWBR, B LU Directory Service 12 A #E Active Directory FERFEAEHN
B
1. BEEEMNEID
2. EBEHE, ERFEHAEEE  AREHAEAERR (HIW "ServiceAccount, ) MFIHIFEE

RE,
3. MRFMBREMHIBHE AN BB TRE , FFEF L FE Secret Manager MEHRHZE ( HilL0

<env_name>directoryserviceServiceAccountPassword,

4. I BRTRREEZE BN vdc-controller HATER. MHMITERKGEARBEMRRE,

BB RERE  ERTEHRETANBES

WEETREE T ERLEAEIRSE AD HENEESR, NRHBLLEE  SREEEETES
Amazon CloudWatch BB HEEEHEEER T<user-home-init> account not available
yet. waiting for user to be synced, , M¥EREEREHEHEEE.
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https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/directoryservicev2/identity/home
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cluster-manager Amazon CloudWatch HFEEER " <user-home-init> 1R F i &L E A
FEERFERAERS) (HPIRFRERAEERR)

sas FTMERAFERREET , RATHLIECALIES., BREEAEASBNAEALR
T EMRRHE , RBBURKE

BEFEFAERFNRERTTEER RES RIEMEREUM AD £/, 0 , £ BIRES IRIEEEVH A
B ServiceAccountCredentialsSecretArn 28T =2 IEEMNE.,

Windows REEAEHARFER ENIRFEFH. FaHENEER"

3

CORP\adminT

Your account has been disabled. Please see your system administrator.
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MREAEEEZZAHENER , EARRTEAEREER SSO ANEAR , CEHY RES FRER

AD H{=H,

MRERFEIRFSE AD FE/ , SSO BEARZE XK.

SAER/I%Z F AD #8RERY DHCP #IE &

MREEAR RES "The connection has been closed. Transport error" EEREHCH
Active Directory ¥ i £ A RFIE 2| Windows E#R S EAVEEER , M E dev-connection-gateway
Amazon CloudWatch BB EHLUUNTHAR :

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Error in websocket

connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

MRESHEHBSH VPC £/4 DHCP Z#IEM AD BiFEFIgE  ZFE .

1. #% AmazonProvidedDNS 718 = M {E #3133 414 1Ps,
2. #HBIE A BERE A ec2.internal,

WEEREH, MRRZEIERE | Windows REEARIRHERIEER , A RES/DCV 28

ip-10-0-x-xx.ec2.internal hostname,

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

ERKETH
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Firefox #6578 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

EREA Firefox Web BIESSE K ELERERIEREZEE b TeE2EZ
MOZILLA_PKIX_ERROR_REQUIRED_TLS FEATURE_MISSING $538sA 2888,

FEE R RES Web falfR2E £ /A TLS + Stapling On 5% , {8 R Stapling Validation EIfE ( FF2E
https : //https://support.mozilla.org/en-US/questions/1372483,

& O] AR ER https : //https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing B
B RIS IE Lth R RE,

Env filBR

£}

« res-xxx-cluster # & &R "DELETE FAILED. RAE , SZFEMR , BA 'ACENRELET.
$HER

- WEBFE

« & VDI B

+ f£ Linux EC2 #{TER T&R A

« # Windows EC2 TR T&H A

« IKEE WaitCondition 852K ECS HES

res-xxx-cluster B E "DELETE_FAILED, kA& , EEXFEIMIER , BA "ACEN
SEEREE SRR

WMRIEEE T "res-xxx-cluster" # & E R "DELETE_FAILED" #R&E , BEEFEIMG , B UEIT TSI
SRS ELMIBR

MREEDTHBER "DELETE_FAILED, & , FEEHAF DK EMBR. ©rlsEEEs —EHFES
iﬂ y Eﬁwb\ﬂﬂupﬁiﬁﬁo 1%% HH'IJIZ;%O
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https://support.mozilla.org/en-US/questions/1372483
https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

BEE , BEEMBRFIELENMEBER BN ESEIREERENERAE, EEEEBRT , &
BHFAEERMA "ERENER, , REBEBEZEMER.
B e e E D E L BEEE8 Role: arn:aws:iam::... is Invalid or cannot be assumed
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

EXRTHERHERAENACSEER R LMIR, FEHRLEE  FERACHERE, IE IAM X
BE  YEANTRANZSBRIEFZEBHAR , TR :

. SHEETNERER | BE AWS R,
o STYIEHAZEM , 7f TUse cases for other AWS servicesi®# CloudFormation,

IAM > Roles > Create role
: Select trusted entity e
Select trusted entity

Trusted entity type

O AWS service AWS account Web icentity

SAML 2.0 federation Gustom trust policy

Use case
Alow an AWS senvice like EC
Common use cases
EC2
Lambda

Use cases for other AWS services:
CloudFormation

© CloudFormation

BET—F., FHXRMAER AWSCloudFormationFullAccess' M 'AdministratorAccess' &
i, BHNREAERERREZXWTAR
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Name, review, and create

Role details

Role name

173289361

Description

Allows CloudFormation to create and manage AWS stacks and resources on your behalf.

Step 1: Select trusted entities

Step 2: Add permissions

Permissions policy summary

Policy name ' Type

AWSCloudFor AWS managed

AdministratorAccess AWS managed - job function

A®IEME CloudFormation T2 AW MIERHER, LRERZAUERIACREEMER. &% , AE
IAM EZ2 A8 I MBREELNBE,

R EC2 TZAE A EC2 #1T{HEE

. BMBELIERBEAELER Linux EC2 #1TEE.

o FBMKEBRIELIERE ALK Windows EC2 #1TERE., AREFE Windows PowerShell LA {T{E{ a5
AL
T o

WEERREEM A

1. Cluster-manager : ff TV EMBEEEESN AR , UHEEERR,
a. R B CloudWatch AFE#E WFTHE His<env-name>/cluster-manager,
b. <env-name>-cluster-manager EC2 #i1T{El#8 L /root/bootstrap/logsH# FTHIFTE

B, BEAEHRAERY " EC2 TEAZ A EC2 BT EER MViER , UBEALHNHITE

o

Env B
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-with-systems-manager-session-manager.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
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2. Vdc-controller : & 54z EH18 vdc-controller W B , WS HEREZTER,
a. R B CloudWatch R & # BFTE BiS<env-name>/vdc-controller,

b. <env-name>-vdc-controller EC2 #{T{E# L /root/bootstrap/logs B # THIFTHE H
. BEAEMEN "R EC2 EEAFEAEC2 HTHEE, EET WIER , UBEALWHITHE
e,

BRIEHFRNEP—ESERER € Linux EC2 HTER THHF —HPRIER, KEEBEEREH
TERERE.

Y £ VDI B
B ¥ FERY Amazon EC2 #h1T{EEE
MBFEAELLTEMREETE BB VDIVDI1 , Amazon EC2 A FHTREENHELZBIEA

<env-name>-VDIl-<user name>,

UK EE Linux VDI B

REBZAREIBAEE " Amazon EC2 A X A EC2 HTEE, hEENIER , & Amazon EC2 £#
BEAYEEN Amazon EC2 #1T{EEE., H/S VDI Amazon EC2 #{T{E# L /root/bootstrap/
logs# /var/log/dcv/B & THIFTE B,

MEBAFNER—ELZEZREARZLEE 3, REXXETHEFR. Bt , ZAULERETISE ,
w—EESIEBFMERR , RELEEH :
1. SBIKBT 5SS |, £ /root/bootstrap/logs B & T# & dev B :

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2. B BB T —EHENSBTE VDI BHiE , TEHAR.
I €€ Windows VDI B

REBAEHE T{ Amazon EC2 AR A EC2 #TEE. PEZMETR , # Amazon EC2 £
BAEEAHEN Amazon EC2 #1788, £ VDI EC2 #{T{EEM $env:SystemDrive\Users
\Administrator\RES\Bootstrap\Log\ B & FEBFTE B,

MEHERNER-ELEZREEM LES S3, ARKBETHREM. eBEEM , FHRET—H5
HE S RHEST : T, VDI HFE,
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T# VDI B

1. ¥ VDI EC2 #11T{E# IAM S & LLRFF S3 FEL.

2. BIff EC2 =24 , RZRBIUEH VDI #1TEE

3. ERHIEFERANIAM &,

4. EFEHFUTHANERNFTBRERS | BEEEBER | ARIER AmazonS3FullAccess I
8

5. BIEFIEI T LUEEKBUR,

6. Z#& , BIFEW VDI EE  MRTHITRTHAR. KEBRBERIATERERE,

a. & Linux EC2 #1TEE T HF BRAR Linux.
b. & Windows EC2 #1T{E & T = H & B A M Windows #
7. B#  REASCEUBKANazonS3FullAccessBEK,

(@ Note
FiE VDIs #{EAHERE IAM &€ , <env-name>-vdc-host-role-<region>

#& Linux EC2 /TR TH AE
ABERPTHEFZN EC2 B1THEE  ¥BTTH s , SFAEHFELEE 3 FHFEITHE -

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz
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2% FHESIEERE  ERNEBA WRAEIHE , <environment_name>-cluster-<region>-
<aws_account_number>fA% T LA EE<module_name>_logs.tar.gziER

qup
>

£ Windows EC2 #1T{E# & H

ABERPTEH AN EC2 HITER , XHT TS , BATE AR LEE S3 RFFE

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

2% FEEESIEEA  ENEHEA WREEFEIE , <environment_name>-cluster-<region>-
<aws_account_number>fA% FH % H EE<module_name>_logs.zipMIE=R

g & WaitCondition £3589 ECS Hit

1. BEESFBAEER  RRENERRSIER.

2. RBAEPE - ResearchAndEngineeringStudio -~ R —» £ — CreateTaskDef -
CreateContainer » LogGroup , R #&#EE A &4 LR CloudWatch A&,

3. frit BESEHE P EEEH A B,

REIRIR

ES- ]
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- RESIRUENS I BEFRERLETHERIEEARR
- REIHEE keycloak FEEIEE

RESITREEN S DBEFREBETHREZARR
il

MREBEABZRAYERESSIRHENEDBRBEFRFWE TEERNER) | EHNRBUECIBE,
EARERERERHN FoB2 ANFERAENEE , WEEM Active Directory BRIEIRF .

=R

1. EEHREZEAEPERMEHENRBEIRSZE,
2. 1 Secrets Manager PEFRBEIRFZE , UAFSEBE LEW ANERE

- EAR Keycloak #& : PasswordSecret-...-RESExternal-...-DirectoryService-... & ELH#R
Microsoft Active Directory B9 215

« for RES : res-ServiceAccountPassword-... with Description : Active Directory Service tRF %
1]

3. BIEEC2 FEAWKRIIBEETEESHITHEE., Auto Scaling RAIEEBBEFATEERNIE,

REIHEBR keycloak HELIEE
G =8

WMRIEM keycloak ARFREH , AELEMMBAMKE , BUTERN IP CRE K EWEEHR
keycloak I - RES A Q#BULK & A REEZH AR FERRETAHAAMRE,

=R

BEEMBRBEENERRIE , WEFHIE Keycloak B | 4§ Keycloak BEREZEHEMER T, FERE
IN{EZ %

1. BIfE Cloudformation, ZMEZEEIREE EIMELE keycloak HHEHHE

« <env-name>-RESSsoKeycloak-<random characters> ( & 1)

Sl
&
Pl
i
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https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
https://console.aws.amazon.com/ec2

W32 EE T2 Studio EREER

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-* (Stack2)

2. MBR Stackl, MRRMETEMEBREAMRMER , FEIRRMEREAES
BEHEETEMER

3. BT #H RES SSO Keycloak & & ZAhttps://s3.amazonaws.com/aws-hpc-recipes/main/recipes/
res/res_demo_env/assets/res-sso-keycloak.yaml,

4. FHRHECRHBREEZSHENSBEFESIIBUHER, £ CloudFormation EIRA BT , FiER
BIERVHESR - EAFER (%) - ZERAEL - LEHAER, FRECHKREERAR
M ABEALNENSE, BALUEBEE CloudFormation 1A FNEIRFH L FSEREIE
B EERROHEPSRELBA, FRETRESHE. SRUNHMSHFESRRHKESH,

5. HBHBRZ A FCWRREATEAER. S ECHBHENH ERSIEBPKE
ApplicationUrl,

2 HIEE

+ 2024.x B HEE

(2024.08) EREEE L HHEGRFHEFITE ARN NATFENEEUE A Amazon S3 7T
2024.06) E AD BEEBOISZHE , EARBAK

2024.04-2024.04.02) =K IAM FFAI R RAERE S VDI BTEEBHNAE

2024.04.02 R ER WA ) ap-southeast-2 ( EH ) FH Windows NVIDIA 1T EEE LB
2024.04 #1 2024.04.01) GovCloud F#J RES Bk 2k B&

2024.04 - 2024.04.02) EFBES |, Linux EREE WA FE "#E . RE

2024.04.02 RERMA ) EXESH SAMAccountName BHE S ABEFRHIEHFTH AD FH

L~ b~ I~ b~ b~ L~

|k

(2024.04.02 REEMAE ) AREFREST NI ESHREN
(2024.06 REFERZE ) AD RS HBKRES E RES MEHERKE
(2024.06 B E R A ) CVE-2024-6387. RegreSSHion, RHEL9 #1 Ubuntu VDIsH I Z£RE

2024 .x EHIEE
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml
https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml

#5EEE T2 Studio EREER

(2024.08) EREHEELHIBETRFBEEITE ARN MBFTFZEWEEVE A Amazon S3
IFETRE

SERfER

W2 T#E Studio 2024.08 EFARFEZETE ARN (B ) MBTFE (BEXRZBIBRZBANEA
EEZR) B BEEEERSMEMERIE (VDlarn:aws:s3: : :example-bucket) #1T{E# L&A
BUE A S3 7T,

TR EEENFEFIrBERaRE

- WEBRFITR

- BEEFEHARETE ARN (Bl arn:aws:s3:::example-bucket/example-folder-
prefix) IBIFE (EXERIEREBACEAEER ) —HBoNBNVEARTITR

- BEERRAEFIR ARN BER2EHITFENBENE ARFITR

#HE VDI HiTEEC% , X SSRETFENEEHRE KBTS ERFFIrE. ¥4 VD Lo
BEKKEE , EEESAZT , BT8R ETFBNETRS. EAERAKREIEEREAB K

BF , Permission denied, unable to write a filef$E€#EEE K MAREERNBITELED
Y e S3 RE17ETEE,

ZREENRA
2024.08
=

1. BETHEFEEIESHNEHERNER (patch.py M
s3_mount_custom_prefix_fix.patch), BEHT T &GS , & Bfl<output-
directory>RAETHRHERNETHNEHEXNERZMNE S , ¥ <environment-
name>Hi{{A RES IREN B :

a. LEHEXEERAR RES 2024.08,
b. EHEXNESEEE AWS CLI v2, Python 3.9.16 EHRAS , LAK Boto3,

c. AIE RES WIRFMEERE AWS CLI , WHEREHESE Amazon S3 EA RES B 2 F
BB AVET I,

OUTPUT_DIRECTORY=<output-directory>
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

#5EEE T2 Studio EREER

ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. BESTHEHAEAESHNEHEERNEHK, BT TIEHERST

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY3}/
s3_mount_custom_prefix_fix.patch

3. FERIFRBENEBRSEESES (vde-controller) BT | BT TGS, (LEEFE—E
SEBFAEENVIRONMENT_NAMEE R EA RES RENER, )

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

® Note
HRAFE VPC 5E , MREEEREEM , BIBHM <RES-EnvironmentName>-
vdc-custom-credential-broker-lambdai® , FHELFIESE
FAWS_STS_REGIONAL_ENDPOINTSHI{EEnvironment variable& ® regional,
MEFHMER , F2EEEH VPC BB Amazon S3 F1ZHT 8 5TRIEH

4. LIZBEEREMN BERB<RES-EnvironmentName>-vdc-extiBERERF % K BEERBTHN
VDIs , EEEC ERHBIRFEETE ARN BT ENER/E A S3 f#IFirE,
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(2024.06) & AD FHEBBOESZ=RE , EARBARRK
GE

WR AD FHEEBP I EEM , RES 2024.06 E A E M LA ARAHIRER,

£ AD AL HIE , #EE®EE CloudWatch B ( f£<environment-name>/cluster-managerH
WEHET ) BBETHIEEE

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,203}:(user|group)$

RES REEIHETHERNEHERT , BEER

CRESS/NBMAR ASCI &, BF. WITH (). T () FEE ()
« TAFFRITE () MAFE—EFT

. BT EHZ
S HBIIRA
2024.06

2

1. BETHEHEIIESBNEHERNER (patch.py M groupname_regex.patch) , FBEIIT T~ 5Idn
T, <output-directory>#§ IR ALEKREE RN B % , 4§ <environment-name>E
/A RES IREMNER

a. WEHEXEERAR RES 2024.06
b. BHEXIESHBEE AWS CLIv2, Python 3.9.16 EFHARA , BA% Boto3,

c. AE%E RES WIRFMEERTE AWS CLI , WHEREEEEA RES B 2 fHFFEMN S3 5F
A

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/groupname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

#5EEE T2 Studio EREER

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. BEFTHEMEXESHISHEARERNB K, JTTIEHEXNDT !

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. EEEMREEIREMN Cluster Manager #1TEIE , FHT AT : BH ALK Amazon EC2
EEFEAKILEHTER.

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note

EREXAF AD FHEEBEENBHNAE ASCII F&, BF. BITHR (). I (). E&E Q)
MERENR 1 2 30 <EAIZHE.

(2024.04-2024.04.02) 2R IAM FF A SRBRAKERES VDI SITEBHNAE
FaRE

ERSHITERERREREREERNFIRRERE, ER IAMPermissionBoundary 28 E &M ET A
RREEVERBEREREREERNER,

ZHENRAE
2024.04 - 2024.04.02

=
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AIEBTISER , AFF VDIs EREAIEMIGE RN IR ¢

1. BETREBHEIESHNESHERXER (patch.py M
vdi_host_role_permission_boundary.patch) , &@@#1T T 5% , <output-directory># MK A
LERERERNAEE & :

a. AR EEAR RES 2024.04.02, MNELEFERANE 2024.04 5 2024.04.01 iR , B0 LAk
BAENHRIIENSEBETRERAERN , BREEHZE 2024.04.02,

b. EHRERNIEDSBEE AWS CLI v2, Python 3.9.16 REFHIRA , LA Boto3,

c. AEPE RES WIRFMEERE AWS CLI , XRFREEFE A RES B 2 f#EFATRA S3 5F
A,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

2. BEZTHBSHEAESHBNSCHENERNE &, T TIBHERNTS , <environment-
name>i§ BK A RES IRIEEHE :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. #HITHH S RES IRiE<environment-name>HWZBEX |, LEFHREEREDH cluster-
manager #1T{EE, BB ALK Amazon EC2 EB X E AKX IEHITEE,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

#5EEE T2 Studio EREER

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 RERIRZA ) ap-southeast-2 ( EF ) AH Windows NVIDIA E1T{E &
SERRED

il

Amazon Machine Image AMIs) ARE EB4SEMHREN RES FRABEHRSE (VDIs). B AMI HEE
EEErEBE ID, £ RES FiREBTE ap-southeast-2 ( EF ) HEE Windows Nvidia #11TEEE /Y
AMI ID B BIF IE#,

EEH T A AR ami-0e19078939a996cafHy AMI-ID §47&1 51 7E ap-southeast-2 ( EH )
1, ami-027cf6e7le2es442f4 FERZTRA AMI ID,

ERFEATER ami-0e19018939a996caf AMI BBV H1TEEER , FRESWEITHIERS,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

ERERNIR , aFH/EEESR .

« £ ap-southeast-2 &g ZfE RES,
« {# 8 Windows-NVIDIA TEEXEigE# & (AMI ID ami-0e190f8939a996caf) RREIFI1TIEEE,

ZHENRA

FiE RES 2024.04.02 RHE R A HEZINHE
1B

THEMIEREHE RES 2024.01.01 iR EETRIR :

« E/TIEREZMFTNREHER
* AMIID : ami-027cf6e7le2e442f4
- EERHK : Windows
- GPU &i&7 : NVIDIA
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HZREE TR Studio ERERER
- H/ME RFE X/ (GB): 30
- &/ME RAM (GB) : 4

o P UL BKBE B ERED Windows-NVIDIA $117{E 88

(2024.04 F1 2024.04.01) GovCloud H#Y RES il Bk % Bx
R EE

£ RES MR T/ERTEHAR , UnprotectCognitoUserPoollLambda &5 A& ASMEREY Cognito fF
AEEENMBRRE. Lambda #1T=H BB InstallerStateMachine,

R EEF GovCloud AWS [E1F 2 BRI FEER CLI RAZEE |, Lambda Ffupdate_user_pool Y
&7 GovCloud [EiZ %k B,

1l
o

E MR GovCloud B HH RES B , EFEWEIT HIER

Parameter validation failed: Unknown parameter in input: \"DeletionProtection

\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

ERHEBRNLR

« 7 GovCloud [EFH &BFE RES
- Bk RES i

ZHENRA

RES 2024.04 #1 2024.04.01 hx
o

RES 2024.04 hix 2817 T SR #EEHE

« BB UnprotectCognitoUserPool Lambda
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- WB1EH : <env-name>-InstallerTasksUnprotectCognitoUserPool-...
- BITRRAERE -> RE > BIEITHERB Python 3.11 -> 17,
- BB CloudFormation,
- MIBX RES # & -> REREEAEIR UNCHECKED -> iBR.

(2024.04 - 2024.04.02) EEHRAEIRS | Linux EESE A AER1E T8, e
rEE
EFHRREL S S EHRBE  Lnux EESETAREE TRE, iReE,

EFREHITEEE , AWS Systems Manager A2 HTEMEHRSREILFH DCV T HERE
B , M A vdc-controller CloudWatch BEEH R T3 BFFAE (&£ <environment-name>/vdc/
controller CloudWatch BEEET ) :

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

SZHENRAK

2024.04 - 2024.04.02

1B

EEERFE "RE, MENERSE -

1. R EC2 £#2#& SSH EAREHTEE.

2. ETERBLEHTTIGS :

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. FRHYTHERBENKE.

FERLEFNERSEHNTIARNEE
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1. BETHBHBRINESHBNEHEIESR (patch.py M vdi_stuck_in_resuming_status.patch) , &
HITTH®T , <output-directory>#§ BMRALEXRBERNE & :

(® Note

- BHENEERAR RES 2024.04.02,
- BHEXNIEBSBEE AWS CLI v2, Python 3.9.16 SREHRA , AR Boto3,

- A¥ZE RES WIRFMEEETE AWS CLI , YR EEEEA RES BY 2 #FZHFHEMN
S3 &,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. BEEFTHHAERIESBNEHERXERNE &, BT TIEHERERNTS , <environment-
name>i§ K AEHN RES IRIFEW , L <aws-region>BRAEE RES WVIEH, :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. BEFHREEIIREMN VDC B HIZSETERE , BT THH®S , <environment-name>#§ BUX
BIEH RES RIEETR -

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

#5EEE T2 Studio EREER

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 REERA ) #ERFLH SAMAccountName BB EXREFBFIFHKRF T
#Y AD £ &

Ll

SSO FREZELM/NEE (WE AD EZEH ) , RES &12F% AD FHE. BEEHEES CloudWatch
# ( fE<environment-name>/cluster-manager BFEEMAT ) £ AD @XHEIE T 5§58

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$%)
L. Do 1{21)[a-20-9. _1+(?<![_. 1D$

RES E4XHEEREEIFE THERE SAMAccount FRE B :
CRETE/NE ASCI &, BF. A% (). EE (o

- ABEKRETAHFHEE—ERZRERE—RBF T,

s ETHEBEMEEBNAMIER (... . . _)o

SREMRAK

2024.04.02 RERRAK

R

1. ZETHEBEINESENEHERNER (patch.py M samaccountname_regex.patch) , 5EHAT
T 585 , <output-directory>#§ R ALEXRBERMNE & :

@ Note

- RN EERAR RES 2024.04.02,
- EHRERNIESHBEE AWS CLI v2, Python 3.9.16 REHARA , LA Boto3,

- REPE RES WIRFMEERE AWS CLI , YRREEFE A RES B 2 REFFEHN
S3 & .
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OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. BEEFTEEHEAESHNEHENEBRNESK, HTTIEHERXNSS , <environment-
name>#§ B RAEH RES ;RIEER :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. FBEEWREBEIIREN Cluster Manager 1T , FFHT 5@ H , <environment-name>#%
MR AEH RES IRIEZTE, BT LA Amazon EC2 EE AKX IEHITEE,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \

--output text)

aws ec? terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 REEMRA® ) ARTFHMES2THENILEE|EN
FiEE

BB RES Web ANBU TRAESRUENESRIME  SREATER - ST TRASS
ERESREN, EEALEREATRNSRTNES MRS  BIKEITHI5EE .

Load key "<downloaded-ssh-key-path>": error in libcrypto
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<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

ZHENREK

2024.04.02 R E R A

=R

KPIZFELMER Chrome THLR , RARBABERTIRE,

HE , TLLEBRE REEMYHIT----- BEGIN PRIVATE KEY----- , RBE SIHEMFITRENE
ML edER----- END PRIVATE KEY----- o

(2024.06 REERMA ) AD BAFHERES E RES WEEKE
FHEAER
R GroupOU EE UserOU @ , BHER EAS &L ERRS ZE RES,

RES £ Bt AD BHHREL FHEREI Idapsearch BHEFMH. B BTHEHR GG T ERME
F UserOU 2% , M= GroupOU B8, RERESELERIMAFEAE. MITARERLEE
UsersOU # GroupOU TR EIMHTEE+,

EESZEMAE RES 2024.06 iR E F R4
=
AR KR T 5l 25 BROR AR OR R

1. BEETH patch.py $5 8 group_member_sync_bug_fix.patch &3 , F#IT T Hd
T, <output-directory># BRALETHERNABBE & , WiAE <res_version>BXA
IREIEIEM RES MRS :

(® Note

- EHRERNIESHBEE AWS CLI v2, Python 3.9.16 REHhRA , LA% Boto3,
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- REPE RES WIRFMEERE AWS CLI , YRREEEFE A RES B 2 REFFEHN
S3 F .

- HEHENEXE RES 2024.04.02 M 2024.06 k. REFERHNZ 2024.04 =
2024.04.01 , S&ALLUETE AN SZBIXEMRAER , THREEHNA 2024.04.02 ,
REBERBHREN,

« RES hx7< : RES 2024.04.02

BEHERN TEER : 2024.04.02_group_member_sync_bug_fix.patch
« RES WA : RES 2024.06

BEHRERN TEIER : 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. BEFTHEFAEESBANSHEEANERNEH, HITTIEHERXNSTS , <environment-
name>#% R B RES IRIER T :

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PwWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. FEEFRBLRENEEEESHITER 6 FHITTIHT .

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
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--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.06 R E R4 ) CVE-2024-6387. RegreSSHion, RHEL9 # Ubuntu VDIsH Y
ZERE

SRR

OpenSSH fAlfRES & 2% BI#E A regreSSHion B CVE-2024-6387, WRAAIEARBBN RHEHEEE
BERRSZLBTEEERG , AFA OpenSSH #TZ L BANRKERBZER,

YA RES , EEHEEFBEETMEN SSHEAERSH , MEEXTHIZILREFE, TiB ,
K IEFTE RES M4 A RHEL9 M Ubuntu2024 VDIs ( RS EEBRE ) REMNTER AMI
(Amazon Machine Image) A ZZ X2 R EFEMN OpenSSH M7,

IERTEAM RHELY M Ubuntu2024 VDIs AT AFIA , ENBEZEFNEETH#,

MEMENEET , BSELE.

B8/
§§5¢%¥

=

TN
EEEXEMA RES 2024.06 RS E R4,
=

RHEL9 # Ubuntu # 2 &% OpenSSH #&{TEMEN , LMBERLMRE. EWUERAFTEEANE
HEESRENELEH.

MREEEERN RHEL9 = Ubuntu VDIs , BEREEMRFELLT PATCH EXISTING VDIsFRH, &EE#K
REY VDIs , Bi&EEfE PATCH FUTURE VDIsIE R, ELIERRANMMBAITIESE , £EH VDIs £
ERAYBEH.

E#BEM VDIs
1. BT THGSREBFIEEAER Ubuntu l RHELY VDIs :

a. BHEXIESBEEEE AWS CLI v2,
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b. AT AWS RES WiIRFFMEEERE CLI , IEREEFEHEX AWS Systems Manager Run
Command B9 Systems Manager 55,

aws ssm send-command \
--document-name "AWS-RunRemoteScript" \
--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \
--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/

patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. BAULETHTEELLRIBETHRETHIAIT. B—ToTELEHRSIER , EHNSEHN®
= ID, WHERFIE#{TER IDs#BE SUCCESS AR

1E#EARE VDIs

1. BETHBHBRINESHNEHEIER (hitps : //patch.py T update_openssh.patch) , 5%,
TT5& T , <output-directory>#§ BMRAZLETEHERNB & , A% <environment-
name>E{ A RES IREMNEHE :

(® Note

- RN EEAR RES 2024.06,
- EERNIETHEE AWS CLIv2, Python 3.9.16 SERTRA , LK Boto3,

- BEBE AWS RES WIREMEEERE CLI 4K , IEREHEEBEA RES B ZHER
BEHY S3 351,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch
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python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/

update_openssh.patch

3. HATIGTEHRMEBEIRRN VDC 2HI3RHITER

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important

HB RES 2024.06 iR M EFHRAST ZEIE@ARKRH VDIs, BEHE RES REFRFHER
2024.06 YRR A SRR VDIs , FFEFEA T HIIE R4 RES IRIBEFARE 2024.06 : EERA
EX

2024.x BHRERE 226



#5EEE T2 Studio EREER

A Y n
T =

18 Amazon EC2 #{TERREFEM MR MR E RS (HKinkRE ) BE , UHEBZ A, LEAT
HEIEAEEEMBIELRE, B LIER AWS Systems Manager Session Manager , JER[# £
28 RDP EXEE RDP #EMNE R THBE Amazon EC2 #{TEE, MREBH/NNEIRSERHE
¥ , B[ Microsoft = Microsoft IREREFBERKRREFEHAE CALs, EFEENHUBRIFNEIRR
HEFEAE CALs EERBTEMED , YTHAAWS &R (£A ) HAFRE, NEEBEREHR
BAZIRETHEIZNER TIRNESRENET , F2HE -%EFEJK%E’JZIKE”O

EFAEEABEAXHAINEFALETECHEILFTE, AXH . (a) EHBE | b) K&K AWS BRIWE
MERNER , JHEEKEE BRI TEH. #(c) TEH AWS &EM‘IE’A%E&&@%%&@R
&, M licensors. AWS products SIRIE =L TR, #H | TMEMRRE , XRTZE, IEM
HRWHRYE , ERPATRERRTR. HEEFS AWS WEEMNEEHEH AWS HEEs, AXHETFBR
R EEHR AWS EEEF 2 BNEMHER.

M I Studio AWS ZRIE Apache BB E £ =14 Apache License 2.0 fRIFFEITIR
R,
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1&&8T

WMEFHMERR , 5528 GitHub FEEFH CHANGELOG.md %R

HEH g%

2024 ¥ 10 A « 202410 bR : FTIBH HWXE .
- RIBAR.
° %E/\Fﬁ }HE-'*;

- ERREAEEBFEL.

2024 F 8 A « 2024.08 hix : #IEH HE

* & Amazon S3 EFEFERHEHE Linux
Virtual Desktop Infrastructure (VDI) #11T{&
i, 2/ Amazon S3 FHFETEE,

- BITERHT , E B AR
AFFE Jﬁﬁﬂ@%ﬂﬁiﬁ BiJAG. F2H
F AU

- EREER  CRE REIEER,

2024 £6 A « 2024.06 fx — Ubuntu X2, EXEEEHN
E.I-o

- EREER O BYREIRE

2024 F 4 A 2024.04 ki — RES Ri#& AMIsFIE REAE) S A

2024 £ 3 A Hih B M, CloudWatch Logs RE. f#
BREEIXBRRA

2024 % 2 A fR 2024.01.01 — EFTH B EEA

2024 %1 A BITHRZAR 2024.01

2023 £ 12 A E#¥ GovCloud J 8 F & A

2023 £ 11 A AR AR A
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