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https://aws.amazon.com/kms/
https://aws.amazon.com/kms/
https://aws.amazon.com/secrets-manager
https://aws.amazon.com/cloudformation/
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https://aws.amazon.com/iam/
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
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https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
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https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/security/
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IAM B &

AWS Identity and Access Management (IAM) B &1 ZEE Bl FEBEE N isiRkie EA9REM
EAE AWS Eif, WERSEY IAM A& , BFEMK AWS Lambda BEF Amazon EC2 #1718
B2 EFHERNFEE,

RES X IAM HWV B D EBE, BN A RESEEUBRREREEEHFTNFEIE, BEEERNE
EE®EH RES BEMWEBEF Active Directory PEV MEESREAENEREEE, NEFA
B3, 528 < AWS Identity and Access Management £ &#/) HIVEI IAM BUER,

AR EE S LUIEA Active Directory EEFEAEFN., ERKFEAEFR RES FAENTE
B¥ , RES €[ Amazon Cognito 1T & 72 B3

R RHE

hERPEYNZ2EEEERH MBS Lambda BB, EC2 #TEER. ERRM CSR HITERH
Eik VPN in M2 BN RE. BRERAZ2HE YT EEMBERAFTEELE —SRHEF

ERE

BIBEFEER , &£ AWS (RES) £H Research and Engineering Studio € F RES #E N £ INHRFEM
BERHTNEFER, 8 RES &, LA LUEE AWS KMS key, RES FEARZHEAERREZEF BT
B, MRESREEESHEMNEEN AWSKMS key , RIEEAZSRNEREEFER.

RES €/ SSL/TLS mEFEERHPHNEFER ., RMEETLS 1.2, BEEFEH TLS 1.3,
WERT BRENEZEEZEE

1% Research and Engineering Studio FIEARB 2 XM EZENFMEN , FERB TRPHES !

AWS R L £ B ARFS X E fR##E RES HHIEAF X

Amazon Elastic Compute Bty REERESRLE , FAHEM

Cloud EBNEXERRNERBHEERE
MERSEE,

Elastic Load Balancing B 28, EEEEEM VDI = #

SEEHTEHFRIH Auto
Scaling B+, ELB &

IAM £ £ 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security.html
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ERAEER

AWS BRI L £ &

Amazon Virtual Private Cloud

Amazon Cognito

Amazon Elastic File System

Amazon DynamoDB

AWS Systems Manager

AWS Lambda

Amazon CloudWatch

Amazon Simple Storage

Service

ilbr kil

B

X &

x&

AR#HE RES R EAA X

F#RE Web A QB E
RES E#AVRE,

BV ERTHHSEEN
VPC R &1,

EEERESSNG DR

. Active Directory FHES
BRETZE Amazon Cognito 5
EMEAE , BB FEER.

B /homeERBIEZF VDI
FHOERRRK , UREAN
HAEERRK

FRIAREES , fINERE.
B, BEX. ERRBENTH

O

aX E o

AT VDI TERREE SN
SR X

XEEmMYEE , flAEHR
DynamoDB &Rl &R HERE.
BX& Active Directory B T
R, UREHMFEBE,

IBHLPTH Amazon EC2 E#F0
Lambda BEMEERNEE H
Fie

FRAREMEIEMBERENE
AR A,



https://docs.aws.amazon.com/vpc/latest/userguide/security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/security.html
https://docs.aws.amazon.com/efs/latest/ug/security-considerations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-security.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
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ERAEER

AWS BRI L £ &

AWS Key Management
Service

AWS Secrets Manager

AWS CloudFormation

AWS Identity and Access
Management

Amazon Route 53

Amazon Simple Queue

Service

Amazon Simple Notification

Service

AWS Fargate

Amazon FSx &= RE

Amazon FSx for NetApp
ONTAP

AWS Certificate Manager

AR A
x &

x &

x &

x&

x&

x&

x&

x&

®H
®H

®H

AR#E RES REEAS K

FR#EE Amazon SQS {7

5, DynamoDB & ¥l &K
Amazon SNS FREHETFRREN
o

BRERFEEAERNRBEE
Active Directory 1 , A K&
VDIs WER#EBREH,

REERBOEPERE,
PR E BB Z BUB AR o

BYMBRE BB RN AE
BHTERNESTHRBER
o

BYEBTIAXEERSH
7o

X & VDI juttz B & ME] E
EER | Pl s 3R,

£/ Fargate (E#%& 8, FH
FMBRIRE

RENBHHERRL.
RENBHEHAERRL.

AENBITHEEELEFENE
o



https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-fargate.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/acm/latest/userguide/security.html
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AWS R Z £ &N RigE|A R RES FREA AR
AWS Backup 2/ % Amazon EC2 =##, X%
##£ A DynamoDB 12 {13 Ih
e,
gL
FRISELZE (B ARE) 2 AWS IREFHNREERNIRENEAEE,
LthEmP AWS RIS ECEE

ARELHLERTEFNESERBHEEANEE. NFTESHBEES  FSH AWS Service

Quotas,

HRLER , RMERES THREVEEE -
¢ Amazon Virtual Private Cloud

« Amazon EC2

= EERIEINEEE |, 3528 Service Quotas FRAEEFEHPNERIESEFE, WR Service Quotas A j=
RIBHERE  BEFEAENREEERE,

AWS CloudFormation Bt %8

EHERDREEHER  BEZEE AWS tRF B9 AWS CloudFormation EtZ8, EiB T ##ISLEFIEE |

B R REHERIEER BB ERMNER. NWEFMER , 528 ( AWS CloudFormation
AEEE)Y P/ AWS CloudFormation fit %8,

HLEE 4

mEHEEA Amazon EC2 #TEB K/ NBEN A/ DMNRRERRME , LBERK. ATHERSR
BEEREPNEYE BRI MERIEME Auto Scaling B8 (ASG) RN ERRNBERE. BER
—EHTEEENIRENTERTRASETHAERE (AZ) WEH , TMEERESAERBRFE
JRR I RERY B

ASG FRET7E Amazon EC2 A BT , #utA https : //https://console.aws.amazon.com/ec2/o
EMAREEILNE ASGs , BEBBIU HE-asqg. BAUBR/NMENMEEREABSRLEEIR

[iT%:E] 16


https://docs.aws.amazon.com/aws-backup/latest/devguide/security-considerations.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://console.aws.amazon.com/ec2/
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BENHE. ENEESUNEE , AREERE AR BIRE. WF ASGsHFMEEN , F2H
{Amazon EC2 Auto Scaling £ & ¥Er) FHVIERE Auto Scaling F4EHY K7\, Amazon EC2 Auto
Scaling

XEN AWS [E1F

WEREABIMEAEMRE PEEMAWER®E AWS BiF, BXEEAFER AWS BiF A REHN PEE
WER. WFE AWS SEFHREVZFHAIAY , 5528 AWS [EiF al Services List,

LR AWS X FRWZE A T2 Studio AWS [E1F :

BiE 48 3] BhR A B ARA (2025.03)
EBERE (MFEEdt  us-east-1 = =
1)

BRI (HxE) us-east-2 B =
BRI (MRIFEEE  us-west-1 = =
s[4:1))

EETEE (REMA) us-west-2 = =
RXREE (RR) ap-northeast-1 = =
ZAREHE (BW) ap-northeast-2 = =
ZKREHE (ZE) ap-south-1 = =
SEAREE (Fhnigk) ap-southeast-1 = =
TXRESE (ER) ap-southeast-2 = =
INEX (FE) ca-central-1 = s
BN CER =) eu-central-1 = =
BN (CKE) eu-south-1 = =
BN (BEEH) eu-west-1 3 =

TN AWS B 7


https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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fEREER
Ep =Ry 5 35 BRA RHTARAS (2025.03)
BUM (fm3) eu-west-2 = =
BN (B2) eu-west-3 = =
Europe (Stockholm) eu-north-1 B =
&5 (B X) il-central-1 2 =
AWS GovCloud (%  us-gov-west-1 = =

BIFER )

TN AWS B
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EPEEm

(® Note

WERER AWS CloudFormation 24 F 4 & 3R B Bj{L &2, CloudFormation E34<538A Lt
ERTPAEE AWS WEREHEBM, CloudFormation B EHEEAPMRNER,

RBERZE , FREAKNEELANRAAA, 28, EEZeMEMWEESEE,

ES]

< TREH

- BYATER

- SR BEEmMm

« FR2:E-RBEA

TORIRHF

&

- AWSIRF FRAEEFEAEEY

« B3 Amazon EC2 SSH £##&¥%}

- EINRKEEEE

- BV BFTBE (ER)

« BEMNHEE (£ GovCloud)

. REABER

- EEMIREPERE LDAPS (EH)

« £%7%E Microsoft Active Directory B IRIEIR F
- BREAE VPC (EA)

AWS tRFE EREEFEHAEZEY

L ERE AWS IRF BR EEERAEN -

TORIRE 19


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
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1. BARK https://portal.aws.amazon.com/billing/signup.
2. FFEREMLETRET,

HoEMEFFEPCRENGF , TEEFRBNARER.

B B AWSIRE , AWSIRFREAESRN . REAEFEFEKIRFFHFRE AWS Bk
®MNER. FAZRSREEY  FREEFIEETGERE  YHECRARERERPTEE
BEAEFEERES.

3 Amazon EC2 SSH &%

WMREEE Amazon EC2 SSH €i8¥% | BIEER Y —ELeY . MEFMENR , 5528 (Amazon
EC2 ERAEEE) 9 FEH Amazon EC2 By £88% ., Amazon EC2

18 0 Bk %5 Bo 8B
BP0 T 5 AR A A -

* Amazon VPC
- E{E NAT FHEREMY IP it R R 5 RS F 8,
- HEETHEEN NAT FMER 5 8zl 10,

* Amazon EC2
- 1§ EC2-VPC 51t IPs f€ 5 &% 10

AWS &Rtk F EAEE AWS RNV TRRECHE , LaiBARE. RESERA , FRASEARENRRE
BRERE, EULUBRESELERSE K MEGCERRELZRES, WFEFEES , F2RELERS AWS
AR F AV EC R

By BTHEE (ER)

BRLRERERABITHEE , UHEEZREAN URL, BT RMBTAE , WEEH AHRER
o

ARERERPE—EREF , TACRUNBITRBEYEE., IREEEILREFEAINSERHESR
RBRELRE , TURBLENDER,

HE , BB TSR , £H Amazon Route 53 Xf#8iE |, WFEA E AR EE AWS Certificate
Manager,

Y Amazon EC2 SSH & &% 20


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html

#5EEE T2 Studio EREER
1. {KERIERM Route53 A, LEZSWINERE FEH,
2. HEEENGEEEE., ERH Route53 BEIEIM,

a. BB Route53 =12 A,
b. REAIEEHNREFTEET,
c. FRAZHWREEBEINWFEERERSE A2 TERFTERESE D,

3. BB AWS Certificate Manager kR T3S BRFERPEBE. BELURTEISRBHRAEN
=i,

RE\FHEZIHEBE  ARSHRENBREFBR. FREERSEMRE,
BEZKIRE ID UBER,

HEREERT , EBEE Route53 FEIMNRHK. BEFRANFEE+DE,
HHBRER  FREBRREERERER ARN,

N o g &

BN S ({ZBR GovCloud)

MREERE AWS GovCloud ( XBIFEES ) BEHPHE , BEEEAEAR Research and
Engineering Studio ¥ BFT #8148 , AIEEXHEL ERGFHT R,

1. EEBRILEFRERINEESZIE AWS IRFEHPIEERFE AWS CloudFormation &,

2. 158 CloudFormation B , SR IFE T CertificateARNH PrivateKeySecretARN,

3. 7£ GovCloud 2 E|EtRF® , By EHBCertificateARNE HEMNWHE, FI=ZHMOME ARN
WS EZEBRIEENE , BUE vdc-gateway AJLATFEURE(E -

a. res : ModuleName = virtual-desktop-controller
b. res : EnvironmentName = [RFEZE] ( TLLRZ res-demo, )

4. 7£ GovCloud B EIERFEH , B EBPrivateKeySecretArn#i i EN M,
ARN , WA REZRBIHIEERS , LM vdc-gateway AT SAEEIRERE :

3
b
ah
i*a
&
=
%)

a. res : ModuleName = virtual-desktop-controller

b. res: EnvironmentName = [IREBE] ( TEL=E res-demo. )

RN EIR

LAYFFEM T2 Studio AWS FRHIEIRFZRFEFE T IIAHER.

Byui@E ({ZR GovCloud) 1


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
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- W (VPC., B FHRBNILE T )

EIER , BRHITHMNEEE RES I]RIE. Active Directory (AD) M FAfEFHEH EC2 HITEEE.
- f#7F (Amazon EFS)

RBEUREDSERSEEREE (VD) IENERNER,
- B &R (AWS Directory Service for Microsoft Active Directory)

B #&RE S FEHERFE S RES IRIE,
- B HhasKXtBR/IEYHM Active Directory IRISIRFEEAERBNEE (FRERE. B
i)

Research and Engineering Studio €A FEUERENME , SREBRBIRFEBHBAWS Secrets
Manager.

/A Warning
B BBERSHFTE Active Directory (AD) A EIREE RN E FE bt

® Tip
MREGERETBREARE , BRFELNTERTA , AIRTUER AWS SREEEER 5 RE
ENAHER. FSET—H EINBER , LEENIRFHBEER.
¥ AWS GovCloud ( XEI#EE ) EEFHNREHE , ERFETHK PHEREGESREL
#8318 ( f£PR GovCloud).

FEIRRIREDERE LDAPS (#H )
MREETEIEIRZFFEH LDAPS B , AIXAZHUA TSR , TR BRI HEEE AWS
Managed Microsoft AD (AD) #B1E12%I88 , ARt AD # RES 2 EHEA.

1. BHEBUMAE BUAMRES LDAPS AWS Managed Microsoft ADFR IR HY HER, MRS RA
LDAPS , RITJ ARS8 L5 ER
2. TFE1E AD LERTE LDAPS % , [EHH AD B :

a. BI{EEH Active Directory fAIPR2S .

EEHIRFEPERE LDAPS (:ERA) 22


https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/

#5EEE T2 Studio EREER

b.
C.
d.

e.

f.

g.

DEE S &7 Bk PowerShell,
#1T certmgr.msc LAHARBUBEIBE.
BERRBEENREIFRERE K AEFAMEBRBE.

B RE (HABERRBE-T ) EAD ARFERNER A RRBEMFEHK  ARE
BEH,

JE2HY Base-64 #miEM X.509 (.CER) , AR&BET—%,
ENMB& K RRBEET—F,

3. 1 FEIME AWS Secrets Manager :

£ Secrets Manager PEN#ZE , ERFEA T EEHABERNOKER | 45 PEM mISHSFER

B FRALA,
4. FEXEEINH ARN , YiGHE A A Y DomainTLSCertificateSecretARN Z28FEE 1 : &
BE M.

5% E Microsoft Active Directory BRI R 5

N R &% # Microsoft Active Directory (AD) 64 RES BV & 2 KR , B AD &8 AFERREHEEM
fRIEIRF . 1A RES REN—y , BLAFEARKIIRFHNEAEREERE, REKRFEETIH

2

- ®EAD BLEME : RES AEM AD AL EAE , UAFMMIZEA Web AORY. BSEFER
IRIIR S &R LDAP B AD ( AHEEMLEAENEFETA ) .

« I AD #8335 : EE2HTEEMA AD #8182 Linux EREENER NI #ZHE/E, £ RES
i, ERMHA DisableADJoin 288 #l, LS EIERA False , EXRR Linux ERESHEERT
FERRAHREH DA AD #35.

- EREAD : 1R Linux ERKSEMEREREEMAKMA AD B , BIEERZE AD 81
(DisableADJoin = True), & T RUIHEEIEFEEN , RBIRFEEE UsersOUM HEAEMEBHE
A EBEFEEGroupsOU,

R RFEFEEZRIIFT

- EZFERAELERZE AD > UsersOUFN A {E A& M EHE A BEEFEUHREGroupsOU,
« ZEMA AD i3 - £ P Computer¥#Computers0ou,

Microsoft Active Directory B9 fRF51E 5 23
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https : //https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/
assets/service_account.ps1 BWIEFHRHUMARFEERERSFETFINES, BOTLUREESH AD
EITIE R,

REMEB VPC (EH)

1EFEBERY VPC HEBE Research and Engineering Studio T2 i L4 | LUR2ABHN SR
EEER, TiB , 2% RES MBEMEFBRBFECRZEM KM, EEEME VPC L% RES , &
TEME T YRGS

FRE

 %4{§ Amazon Machine Image AMIs)

« BRTE VPC imFh

- ERE VPC ImEHER TERE R
- REFRE VPC HESH

%1% Amazon Machine Image AMIs)

1. THMAKE., sE2&EREEN VPC HEfE , RES ERREFEFHRUENTAY K MAFTELER
PR B 17 B

2. {£/H Amazon S3 MEEFEUH Amazon EC2 NS EEE S EM IAM B,

a. HI{E https://console.aws.amazon.com/iam/ BARX IAM £32 A&,
b. AT 6 EEFRIAE,
c. EERGEENERERL

- EEENERERET , EF AWS B,
- HHBBEREARPITHEARS  BEEC2, REBET -5,
d. WAL, BIRTIFABR , RARBET —F .

* AmazonS3ReadOnlyAccess
» AmazonSSMManagedinstanceCore
» EC2InstanceProfileForimageBuilder
e. FEACEBNHER A ARBBERIYAE,
3. BIEC2ZREEESRTH

ERE VPC (ZR) 24



https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/

#5EEE T2 Studio EREER

a. 7t FRK EC2 Image Builder 12 & https://console.aws.amazon.com/imagebuilder,
b. HEEREFEERT , EExh K ARBRERITH.
c. EEURHEEL, WATIFEMEER

- SHETHEE | BEERE
- WETHFRER , FHEE

B FRAEER
Image operating system (OS) Linux
Compatible OS Versions Amazon Linux 2, RHEL8, RHEL9, or

Windows 10 and 11

Component name Enter a name such as: <research-
and-engineering-studio-inf
rastructure>

Component version We recommend starting with 1.0.0.

Description Optional user entry.

d. HEEVYRHEEL K BEREERXHRE.

. HEBMAERENHRBZE , BFE tar.gz BRMNEZR URI, #§ RES BHM targz BRE
&= Amazon S3 #FATEE , YRR FITEBEERERMN URL

i. WATHEHR :

(® Note

AddEnvironmentVariables REAN , MRECEEREBEETHPAIFTEBR]
RIFEY , AU HEBR,

MRBELTE http_proxyH https_proxyRELZE , AIFEE
Yno_proxyB# , U E#ITEIREEAKEREM localhost, #ITERPEE
BIP ik |, AR E VPC i H R

REME VPC (EA) 25


https://console.aws.amazon.com/imagebuilder

#5EEE T2 Studio EREER

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:

REME VPC (EA) 26
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ERAEER

- name:

action:

onFailure:

commands:

'cd /root/bootstrap/res_dependencies’
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’

AddEnvironmentVariables

ExecuteBash

Abort

maxAttempts: 3
inputs:

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1.
13
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.

amazonaws.
amazonaws.

.elb.amazonaws.com, s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

amazonaws
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

.Com, ssmmessages.

com, kms.

com, secretsmanager.

com, sqs.

com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.

.com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{
{{
{{
{{
{{

>

e.

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

BERY T

1},
1},
1},
1},
1},

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

com, cloudformation.
com,sts.
com, application-autoscaling.

com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.
.com, .execute-api.{{ AWSRegion }}.amazonaws.com

" > Jetc/environment
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3R EE T2 Studio

ERAEER

4. BURBGEERMEES.

a. EERVEFEEL, GBATIRE

-

Bl S RFAEEA

ERERE&

YT EERAERE

IS

iR

BEEE
EERR

SRR MRS

RS

B By AR A2 HE IR

EREEE

Enter an appropriate name
such as res-recipe-linux-x
86.

Enter a version, typically
starting with 1.0.0.

Add an optional descripti
on.

Select managed images.

Amazon Linux or Red Hat
Enterprise Linux (RHEL)

Quick start (Amazon-m
anaged)

Amazon Linux 2 x86, Red
Hat Enterprise Linux 8
x86, or Red Hat Enterprise
Linux 9 x86

Use latest available OS
version.

Keep everything in the
default settings, and make
sure T EEBHTERE

& SSM RIBFER is not
selected.

REME VPC (EA)
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ERAEER

- 28

TEE % TFRE 8RR

T BETH
RETH

b. BEEEVE.

5. BUREGEERERREARE,
a. HOREERT , REE#RREHER.
b. EEFEMEMREERE,

c. HEVERRBEREEL K @ATIAR:

- 28

— i =g
iR
IAM A&

EREEE

[root/bootstrap/re
s_dependencies

BEIWENTHEE

+ Amazon % : aws-cli-
version-2-linux

+ Amazon %% : amazon-
cloudwatch-agent-linux

- HIBHER : ZRIEIH
Amazon EC2 ti, A5#&
B AWS tRFE ID f1B &1
AWS EiF BMIE WAL,

S I68H

« Amazon 2% : simple-
boot-test-linux

EREEE

Enter an appropriate name
such as res-infra-linux-x86.

Add an optional descripti
on.

Select the |IAM role created
previously.

REME VPC (EA)
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#5EEE T2 Studio EREER

=4 2% EREEB
AWS E /% HiTERBHE Choose t3.medium.

VPC., FHBEMLLEHE ERAFARBEREIRAN
fZH Amazon S3 ﬁﬁﬂ?ﬁﬂ
HBIE, IREEEEYT
S84, B|EbR Amazon
EC2 X#AMFEA TS AE
MEEEE

« VPC : EEVARERR
FEfBRERYAR[E] VPC, Lt

VPC &8 B 5 HERRAR
=ZH.
- EARA

« Type (¥EZ) : SSH
* Source (2KR) : BHET
« CIDR E# : 0.0.0.0/0
d. EEBRJVEBEHERE,
6. EIMHFH EC2 Image Builder Ei& :

a. BIEMRGEE K RRBERVREBEE
b. EEEEEFHMEARTRL  WANTARLEET - :
- EEARBNERAER
- HREEHRE , REEEFHHE AMI REEF | FREHEIEEFH.
c. HEEEFEEL, BEERARAERS  ARBALIRINESEE. BET -,
d. EEEMBEFEEL , BHERIERE  AREET I,

e. EEREMNGHEEERL  BREFHRENERGEHERE A ALTEINERRER
EER, BET—%,

f. EERSHREEEL , $HHENREZETIER .
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- MHRGUAELEN RES RENVRMEEMNES , JE RES sefft ERMEBERR
ETHRBTER. ERARKERE  BHRESEM/EM EC2 Image Builder BRISHY R H E

M,
- MREVEAEZEREPEE RES , BANEFERYHNIMHRE , U ERRHEESE
o

g WEALKHEE A AREEEUEE
7. #4117 EC2 Image Builder Ei& :

a. RREEFEF , SKIWERNEEINEE,
b. BEEFBE K RREHITEE,

EETREEALN 45 2 ER —/MFH R EREIL AMI R,

8. FEEELEM AMIH AMIID , WA ERE & InfrastructureHostAMI 2 E /Y& A the section called
“H/:,EE% 1: E&E"’Elﬁlﬂ”o

RE VPC %

HELE RES YRABIERRE , AWS R FEEIENRLE TR, BLERE VPC inRb LR
VENFEE K MESLEARSERMERSLESR,

1. WRFEEARRERS  FEEAWS B FEATE VPC mEFE HREMNE T,
2. HEME A EEHZEN—ELE R,

AWS FR#% R¥s &8

Application Auto Scaling com.amazonaws.region.application-autoscaling
AWS CloudFormation com.amazonaws.region.cloudformation

Amazon CloudWatch com.amazonaws.region.monitoring

Amazon CloudWatch Logs com.amazonaws.region.logs

Amazon DynamoDB com.amazonaws.region.dynamodb ( EEREIRE )
Amazon EC2 com.amazonaws.region.ec2

REME VPC (EA) 31


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html

oEEE T2 Studio

ERAEER

AWS BR#%

Amazon ECR

Amazon Elastic File System

Elastic Load Balancing

Amazon EventBridge

Amazon FSx

AWS Key Management Service

Amazon Kinesis Data Streams

AWS Lambda

Amazon Simple Storage Service

(Amazon S3)

AWS Secrets Manager

Amazon Elastic Container Service

Amazon SES

AWS Security Token Service

Amazon SNS

Amazon SQS

RIS A

com.amazonaws.region.ecr.api
com.amazonaws.region.ecr.dkr
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.events
com.amazonaws.region.fsx
com.amazonaws.region.kms
com.amazonaws.region.kinesis-streams
com.amazonaws.region.lambda

com.amazonaws.region.s3 ( BEFEFRE RES FEIH
FEimH, )

fREHRIE PN B HEREFITBEZHEIN Amazon S3 It
HinZ, 2 M7FH Amazon Simple Storage Service It
H i B

com.amazonaws.region.secretsmanager
com.amazonaws.region.ecs

com.amazonaws.region.email-smtp ( %I ° @15
X, : use-1-az2, usel-az3, usel-az5, uswil-a
z2, usw2-az4, apne2-az4, cacl1-az3 # cac1-az4. )

com.amazonaws.region.sts
com.amazonaws.region.sns

com.amazonaws.regi on.sqgs

REME VPC (EA)
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints

M

WFRE TR Studio EREE
AWS AR RIS &8
AWS Systems Manager com.amazonaws.region.ec2messages

com.amazonaws.region.ssm

com.amazonaws.regi on.ssmmessages

HiRAB VPC iIm BB TERE R

EEHEFTE VPC HENRKEES |, B LE VPC WAE FRRFRERERRES. BHKEBTIL
B, R AWS B 0MATRN S HiRMHE | 11858 Research and Engineering Studio E8&FrEE
REFEVEN R IE R RER.

1. EHKAR RES HEM VPC 2B FHEERPRE Linux #ITERE,

Linux &%l — Amazon Linux 2 % Amazon Linux 3

- 2248 - x86

HITEREEA - t2.micro RE S IRA
Z2BHE - 12 0.0.0.0/0 #2EIEE 3128 EH TCP

2. EREHITERIRENEMMRES.

o

C.
d.

e.

BRI http E 4R,
AR A MEE FREERE T 5IRE

» .amazonaws.com (EAR—#K& AWS R )

- .amazoncognito.com ( EAM Amazon Cognito)
- .awsapps.com ( EAMR Identity Center)

- .signin.aws ( BAR Identity Center)

- .amazonaws-us-gov.com ( B Gov Cloud)
BB HMELR,

A I R Ep 3R R AR B8R o

B A E A RREFEN PORT,

3. WMELHRARUAFEIRRERRES.

a.

BI{E VPC £ 4 , BBl EARNEREREEMMN VDI THEYFRRIRH R,

REME VPC (EA)
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html

M T Studio ERERER
b. WMEXRAHRK, UAFEEAERNTIANTRPEINRERRSEHTER.
c. HHLEAREMRRM/NVDIs WA FHEE (ERBEREN) NEBER , BTHERE,

4. EHAEMRSE EC2 ATHEENZ 3 E  YRAREAFREMRKFERZ PORT ENEA
TCP E#R,

REME VPC HESH

£ Hthe section called “EE 1 : MEBIEmR” , BWEETE AWS CloudFormation S8R ABESE., 8
BURRRARE T ISR, AR HEINEMZRENLE VPC,
28 A
InfrastructureHostAMI Use the infrastructure AMI ID created in the
section called “%4@ Amazon Machine Image
AMIs)”.
IsLoadBalancerinternetFacing Set to false.
LoadBalancerSubnets Choose private subnets without internet access.
InfrastructureHostSubnets Choose private subnets without internet access.
VdiSubnets Choose private subnets without internet access.
ClientlP You can choose your VPC CIDR to allow

access for all VPC IP addresses.

HttpProxy Example: http://10.1.2.3:123
HttpsProxy Example: http://10.1.2.3:123
NoProxy 6l -

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-
1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com,s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com, ec2
.us-east-1.api.aws,ec2messages.us-ea

REME VPC (EA) 34



3R EE T2 Studio

ERAEER

B8

EUNEEIR

A

st-1.amazonaws.com,ssm.us-east-1.ama
zonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
om,secretsmanager.us-east-1.amazonaw
s.com,sqs.us-east-1.amazonaws.com, el
asticloadbalancing.us-east-1.amazona
ws.com,sns.us-east-1.amazonaws.com, 1l
0gs.us-east-1.amazonaws.com,logs.us-
east-1l.api.aws,elasticfilesystem.us-
east-1.amazonaws.com,fsx.us-east-1.a
mazonaws.com,dynamodb.us-east-1.amaz
onaws.com,api.ecr.us-east-1.amazonaw
s.com, .dkr.ecr.us-east-1.amazonaws.c
om,kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
, .control-kinesis.us-east-1.amazonaw
s.com,events.us-east-1.amazonaws.com
,cloudformation.us-east-1.amazonaws.
com,sts.us-east-1.amazonaws.com, appl
ication-autoscaling.us-east-1.amazon
aws.com,monitoring.us-east-1.amazona
ws.com,ecs.us-east-1.amazonaws.com, .
execute-api.us-east-1.amazonaws.com

It CloudFormation B2 VB, FEFHR. (EFAPEHNBEHEE (WREH
PortalDomainName), &X4EHERIELNIBER , TEHEER.

IERLAEBRE 2B T S 5 S A,

EREEERE : 4 40-90 piE

1. & A AWS Management Console I 7E https : //https://console.aws.amazon.com/cloudformation

BIRX AWS CloudFormation £ 4&.

BIUNDEIR
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/

#5EEE T2 Studio EREER

® Note
RIEELEEERREF,

2. E EBATME &7,

MRBEE AWS GovCloud ( XBIFEHER ) EBiFEHEE |, 557 GovCloud 7 &l [E 1R F H B E) £
7, GovCloud

3. WMAEHAZHY

25 FEER iR
DomainName corp.res.com RARER B sk,

RESERESIEFEH
EWLDIFERTRRRM, W
REREFEAERERE
i EREATERE. B
E8FEHE, FEMLREE
BILDIFWEER. ETEER
& AR Active Directory EJ#3

13,
SubDomain ( R B HREEETAER ,
GovCloud) {B¥ A GovCloud [Bi8 A &
=,

R R MH SubDomain , 8l
SHEERMMN DomainNam
e B, MM Active
Directory #1B & B & F
.

AdminPassword Active Directory B2 S &
B (EAES®B Admin). Itk
EREEEVRSISEBENE
A BE&HFEN , 2EBTEHE
Ao
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https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
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ERAEER

Xa

B8 i

ServiceAccountPassword

=

iRy

iR

BEE BRI
= (1) XFEBR (2) 1%
Nt AW/ EHZ AWS
WEH ARN{"passwor
d":"somepassword"}

o

AR WEAENBBLAR
4 Active Directory K 1518
HMMER,

FAZREE L AR I IR P Y 2515
(ReadOnlyUser ). LLiRF
ARELRE,

BE . WACEX T
= (1) HXFEBR (2) 1%
LR ER/IEHZ AWS
WM ARN{"passwor
d":"somepassword"}

o

AE  WERAENZRLER
& Active Directory B B i51E
HMEER,

£/ SSH R FimiEEEE
1T{ERE .

AEE : AWS Systems
Manager Session Manager
WAL A RERERITER.

BIUNDEIR
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements

3R EE T2 Studio

EAEE

M

B8

LDIFS3Path

ClientlpCidr

ClientPrefixList

EnvironmentName

faRR

aws-hpc-recipes/ma
in/recipes/res/res

_demo_env/assets/r

es.ldif

res-[environment
name ]

iR

£ Active Directory & EH#I 5|
SRR AR E AR LDIF 2
M Amazon S3 B, N
RHMEA , BB LDIF
Support, 2 & LE

%* ; &gxa;ﬁ Actlve

Directory F % 37 21 {£ F
&

EERAER A F2H
GitHub AT res.Idif 18
3o

B P EEELRY 1P i
o, Hlg0 , A LUEEY IP
iyt , G{EAH [IPADDRES
S1/32 EARFFREEER.
BRI LB R IE,

WAFRRENRHKHERS
B EEMMNEN. NFER
UREFERENEA , 2
REAEFZEFHEE.

&R PortalDom
ainName #Eft , LBEE
ﬁ%ﬂ%#‘%ﬁ%ﬁfgiéiﬂ’ﬂw

, UMBEEREFEH, E
%EHAE_L RES # BB F
FA#WEnvironmentName 2
B, MREBEERFPHES
ERE K ESLEBERE—MN,

BIUNDEIR
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
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ERAEER

B8 i

Xa

PortalDomainName

4. FEFSIIBERMATAREGR K RREBFEIUMEE,

TEB1 . BRBESR
FEK RSB Y step-by-stepiR B |, BREN A ERITEEZLHKRS,
EREBER : 460 DiE

B\ EHB2a FTHEEMRMW CloudFormation 28,

MREEEE in AWS GovCloud ( EEAEP ) , BEALLEAE,

iR

¥ GovCloud H& , 2@
ALBE, BRINZEREL
FRGEHEFBHEILN,

¥R 5 4£ Amazon Route 53
WA, MREMLD
g, AIFELEY FENER
B MIER AWS Secrets
Manager. MIREEED
WARE AR LS8
EnvironmentName #JLA{R

[~ las
EE/IL' o

res-stack - FEALLEAMBERNAAAABRBN TH, RREESEHE RES TEHBNF DBE,. Al

iR M E IR ER.

@ Note

AWS CloudFormation R 2% AWS Cloud Development Kit (AWS CDK) (AWS CDK) &

fEEIH

AWS CloudFormation Ei8 &7 AWS B L EB¥ Research and Engineering Studio AWS Eif, &%

AXTELERGMSE , TRREHEER,

SR BMBER
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json

#5EEE T2 Studio EREER

1.

E A AWS Management Console , ¥7E https : //https://console.aws.amazon.com/
cloudformation B AWS CloudFormation £# &,

M

EEEBE in AWS GovCloud ( EEIFESR ) , BREILLE A,

RIBFE  SASEXBRS (HSFEZILE ) EEME, EEETREN PREBERTR AWS
B, FEAEREAEEI PN ERERER,

® Note
WEmEA Amazon Cognito fR% , B Bl AREME PIRM AWS BE, BXEEAFEH
Amazon Cognito AWS B B FRIBIEm. IESFEBNSZHAATAMY , 528 AWS
[E315 al Services Listo

HSET  RALEREANZY  IRFEBR. REHETABCARER , BT REINE
BERHERNE RS RERPRIELSZH,

28 FEER iR
EnvironmentName #res-demo# REt4E RES IRIBHME—F

7, Llres- B , RETT
g 11 E=Fx , B FRaEA
RXREFH,

AdministratorEmail FRETHNEmMIXENEFH
ik, MRBERDEKE
—BAEBSRE , KEAED
SREFEIREBEERAE,

InfrastructureHostAMI ami-###HEH# I (A ) BaRHEAR
FAIEEMER M BT
AMI ID, B BEIZEMOSesAH
Amazon Linux 2, RHELS,
RHEL9. Windows Server
2019 # 2022 (x86) , A K
Windows 10 11, mEFEFH
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https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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ERAEER

B8

SSHKeyPair

ClientlP

ClientPrefixList

IAMPermissionBoundary

Vpcld

IsLoadBalancerinternetFacin
g

LoadBalancerSubnets

X.x.x.0/24 = x. x.x.0/32

BN
&R , F2E %R Amazon
Machine Image AMIs).

AREREEBR BTN
- E 2

IP 31t EF iR S PR FIEE R
BRER, BALERB2®
E T ClientlpCidr,

(ER ) ARFFEEFIE
2P R Web Ul 1 SSH
B IPs REZREFEFE,

(EA) BAARRIER
K ARN , EBURBEMAFTH
RPREEE RES HEMYHFR
ARG, MFFAER K F2
BYEXE B I 5T A MR

HITERBSEEH VPC ID,

ZEY true LASHE H M HAFR

BNEHTEHSE (BHTE

HEELNETBEE ). HRE
ERFIFEBRERFINIE
FHIREY false,

ERHFERSRBNTET
AEZH , ZBREDWETFHE
o HNTEERFBIERAR
FHHNEE  HENLE T
. HNTFEMRMEERFIE
BE  FEDNLE MK, W
SRONERESA A HE A 2 T 18 R
, mENFTEEEUMNIER.

SR BMBER
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ERAEER

B8

InfrastructureHostSubnets

VdiSubnets

ActiveDirectoryName

ADShortName

LDAP E##

LDAPConnectionURI

ServiceAccountCred
entialsSecretArn

UsersOU

corp.res.com

corp

DC=corp,DC=res,DC=
com

iR

FEERRE T EEREBNTE
AAEEF , EINEDHETL
BT, MRNDEEEDR
ByEBmE , FEINAEE
BIYMNEE,

£ VDI ST ERA BB T
B AEES , ENEDRHE
B TR, WRINEDEEME
BEVEBME , FRENAR
BEEUMNIERR.

ERH B &HIBE. EAEE
REAOBELERER.

ERFEENEEETE, Et
785 NetBIOS £,

LDAP B &+ E# 1 LDAP
B

Al E A B #EY EHEE AR
FEME— |dap : // BB, W
RIGFEATER AD REZEH
BN EIR , BIAAER

Idap : //corp.res.coms,

REWE ARN , HFEE
Active Directory ServiceAc
count EAFEWFEHE BB
S , A username :
password key/value ¥{,

AD A& E LR E M &RV AR
BV,

SR BMBER
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B B4 HiR

GroupsOU AD WA REZ 2 BHER B EE
fiZo

SudoersGroupName RESAdministrators Sl HposhERE
RFEN1T1E 88 £ EBsudoer 7
BENMEERE , URkE
RES tEEEEEFEEN
FIEfERE,

ComputersOU AD W#LTEIREAS I A By AR 8
B,

DomainTLSCertifica (2R ) REAE TLS BF

teSecretARN W3 ARN , SARUAEE AD B9

EnableLdaplDMapping

DisableADJoin False

ServiceAccountUserDN

SharedHomeFilesystemID

TLS B

SRZE UID 1 GID #7152 H
SSSD E4& , ERFEM AD 12
HEEET. %A True LIEH
SSSD E4£/ UID M GID ,
;EXA False BAER AD 12
f#t#) UID M GID, FERZH
BT , LBEEREES
Trueo

ZEHRHIE Linux =N B 8
e B EEA True, &
A , BR S False WTEERER

Eo

£ B SFRRURBIRFERE
K ##5I& % (DN)o

AR Linux VDI ¥ A E
ERERFKEM EFS ID,

SR BMBER
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B8 i iR

Xa

CustomDomainNamefo (iEFH ) Web AO#EM AR
rWebApp R RFE Web S0 ELEMN F
B,

CustomDomainNameforVDI (iEA ) Web ADO#M AR
RMERHK VDI Zp0EEH T
B,

ACMCertificateARNf (ER ) EATAERERER ,

orWebApp EmE MBI amazonaws
.com F5EE Web FEARE
Ro BAUERETREE
BB, MREHLET HE
{EATER , IEAEEEY
BIR , A LATE res-bi B
e PR B ER. RE
.—:%EZ% Web ERARXELR
&, B2 HEEE.

CertificateSecretARNforVDI (i#A ) It ARN RBE/HE
Web A OB AEREHL
BRE, MELHEBEBIE
ERFEAOMPLBHEE
BT LAE res-bi HEE R H
R EBTHRIELE,

PrivateKeySecretARNforVDI (#A ) It ARN BE/HE
Web AOB@LBENLESE
. MRZABEBILABER
REAOPLEFEE , B9
LAE res-bi By & 3R 5|
BRTRIE,

5. iZIZE Create stack (BRI HB) LI BHE

SB1 . BRBER 44
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& O] LATEARRERRHY AWS CloudFormation £ A HREHEENRE, BREZEE KL 60 pERKE
CREATE_COMPLETE #R&E,

T2 :F—IRBA

EmERNEINENIRFR , EERITEEAERNETBN. £ URL ZEALNIRS , W AHA
A ERE TR,

[EXTERMAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message Help Q Tell me what you want to do
N~ B N as ) . ; !
I lgnore m E IS E;] I Meeting ™ asana —* To Manager 5 =1 Rules (%Iv_l EE FD 5% O Find A)) C)\
™ Team Email ~ Dane 38 OneNote X = Related ~
p Junk Delete Archive Reply Reply Farward p= More » ) Reply & Delet 12 ste New = Maove Mark Categorize Follow | Translate Read Zoom
= Al 4 Eply s Helete 7 Lreate New [BActions~ | Unread  ~ Up~ v [y select~ Aloud
Delete Respond Quick Steps [l Mave Tags N Editing Speech Zoom ~
[EXTERNAL] Invitation to Join RES Environment: res-test
e . Repl 4 Reply Al F d
no-reply@verificationemail.com © Reply © Reply = Forwar
7o [ Mon 10/16/2023 12:35 PM

| CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.

Your temporary password is:

You can sign in to your account using the link below:
hitps://res-test-external-alb-8014275597.us-east-1.elb.amazonaws.com

RES Environment Admin

F—REANE , B LE Web A QMM AERE SRELLUERRE SSO HER, MELBRMAREEN B
20 HEEM., XX, clusteradmin EREHNIRE — EUFEHAECREBIVER , WKEHRAE

FHEAREERERGELER ; CEEZBTHREBHEENTERE,

SB2: 85—k

)
foe
S
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EHEm

Research and Engineering Studio (RES) EMEEMEmMN B ZE , BURRIRAEH R EEEMER
EEW,

RES A BHIAERNRAERH LR, TBRAEAFNA , RERAERFZZNEFR. B
M, 2024.01 lREM 2024 &£ 1 ARITATERA ; 2024.01.01 IRBZRAVREREER,

ES |
- FEREEH
« RERAERH

EERAER

Research and Engineering Studio fEARIBRZEM LRI RES IRIEBBEZHEMN , MABEXREL
MIRERTE, BEAUEMACRAEZH , FALERFRREMERSRENERN.

B EERARIMRAN RES EXMEAVIRER

1. BIBHIREMNMREE, 5528 the section called “Z I REE”,

2. FRAFMAEFRIE RES, FHZH the section called “FTEE 1 : BB ER",
3. BRBEAZTCEHWIRIE, 520 the section called “E F1RER",

4. BBFIBEERRBRIBEENIRE.

NN

¥ RES WARERAEFH , FTEEFNLZE, B LAEHRERE RES HEH AWS CloudFormation £
R, EBBEFH AWS CloudFormation Z & , S8 A EH 5] RES IRIBMARAS, &0 AIEE 4K B
BB RA R o

{530 : "Description": "RES_2024.1"
EEETRERAER

1. £ P TERHFH AWS CloudFormation &i45the section called “45EE 1 : BREIE TR,

2. ¥ https : //https://console.aws.amazon.com/cloudformation BiEX AWS CloudFormation &,

EERAERR 46


https://console.aws.amazon.com/cloudformation/

#5EEE T2 Studio EREER

& Stacks A , ERWIBMFEHE, CEKETRA <stack-name>,
EEFEH,
EEEK B RTE A,

&+ ¥ Template source (EZAIR) , ##F Upload a template file (L EEAER),
BEREERY FEETHNER,

EEEHBHMEAL  BET Y. ELEEEFHZE.

EREHEBREL BET -5,

10. fE#B9 <stack-name> B , BIEER,

© © N o 0 kW

REMRAE S 47
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BREZEEM

AT LA AWS Management Console S £ AWS 7 i LR BRZ % Research and Engineering
Studio AWS Command Line Interface. &8 F EhMiBRItZE R LB Amazon Simple
Storage Service (Amazon S3) E T, MRECEERENRFERFER , LERTEEBHMER

<EnvironmentName>-shared-storage-security-group.

£ AWS Management Console

1. & A AWS CloudFormation 2 &,
2. EEEE L BRI ERNZEME,
3. B#IE MBR

£ AWS Command Line Interface

Y| AWS Command Line Interface (AWS CLI) REEZNREF T, MEFERERA , F2HE
AWS CLI fER&1Erm) FHTELE AWS Command Line Interface, MEF AWS CLI A B B8R E AP
EERMEEENEESIRFR , BRI TS5,

$ aws cloudformation delete-stack --stack-name <RES-stack-name>

fifl Br shared-storage-security-group

/A Warning
EmFARESRELBERRE , UBLEAEER, NREZEMREZ S EFHEMARABRESR
Rt EERBERARBENEMNERREXRAMER, BREHEOERNTEEREFTEREGTNE
£EHE.

1. & A AWS Management Console , ¥¢7E https://console.aws.amazon.com/efs/ : // BIRX Amazon
EFS £ &,

2. MIBRER FERAEAY T A R RM<RES-stack-name>-shared-storage-security-group., =™
&, BUUKBELERRMRENERGS —BLL8E , IHEEER,

f£F AWS Management Console 48


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/

#5EEE T2 Studio EREER

3. &EAAWS Management Console , 7 https://console.aws.amazon.com/ec?/ : // BIRL Amazon
EC2 EE f= =} IZ o

4. MBR<RES-stack-name>-shared-storage-security-group.

I B& Amazon S3 FE1ZETEE

IR IEREMBER AWS CloudFormation BB IEZNERIER  HERSREAREBEREILMN
Amazon S3 FFITR (ARTEEENAEBEFHE ). BREZEERE K NRETEEREBER &
AT AF EMIBRILL S3 FEFETEE, FBAKRR T SIS BRMIBR Amazon S3 REETER,

1. BEAAWS Management Console , I 7E https : //https://console.aws.amazon.com/s3/ BERX
Amazon S3 £ &,

BEEKFH ChooseBuckets,

# % S3 fffEstack-namebrHg,

BEEUE{E Amazon S3 fFETRE  AREEZH, KX ARTEEEARETE,
BHE S3 RETFATRE | AREBRBEMIBR,

o ~ w0 b

ZESH MKk S3 REFEE AWSCL, FHITTHHS :

$ aws s3 rb s3://<bucket-name> --force

® Note
--force I EBEEHRNEANWREETE,

MIBR Amazon S3 f#1FErEE 49


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/s3/
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HHRETE

WA RERmARMERIEHTBENIETR , RPMNME—PSBETIE AWS Em LK Research and
Engineering Studio 4,

FE

- §HEE

- BV FEE

« BY ACM B=FE

» Amazon CloudWatch Logs
« REHBHFFARR

« EXE RES Fi#& AMIs

SoER

Research and Engineering Studio AJ AAfE A SAML 2.0 B S piRfitE, ZEFEA Amazon
Cognito AREFEAEES , AFEAEEZEAERS Cognito FAESHH Web A O#UEH Linux B
VDIs , 552/ 5% Amazon Cognito £ &, MREFEAAIPERSETEIEA IAM Identity Center Zf
£ RES , 528 £/ IAM Identity Center 2R EEE—&E A (SS0), MREEEHCDH SAML 2.0 BEE S
REtE  F28H ABE—EA (SSO) RELNEniRMEE,

FE

« i%7%E Amazon Cognito fE &

+ Active Directory E%

 f£/ IAM Identity Center X EEE —& A (SSO)
- BE—FA (SSO) RELN S o IRMHE

- RECAENER

5% E Amazon Cognito EFA &

52 EE T2 Studio (RES) A EIEAE Amazon Cognito SR ERREMFEAEB %, EEFERHEMFEH
Amazon Cognito & & 2 & A Web AO#BLA Linux B VDIs, BEER K AWS =& FEH
csv EREZEACRAEEACRERE. NEAREFEAEEANFMEN , 528 (Amazon Cognito

5HEE 50
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FEABER) PR CSVEXZSHEAEEAEAEEE, RES XERKFEMA Amazon Cognito &R
4+ fEAE B %M SSO.

BERE

BB RES BEEE | ZEH RES RIBREAMA Amazon Cognito B FERAE B  BEATRREE
BEEEFIN S EEEE L U#ER Amazon Cognito AR B &kikilt, EEAFEAEBTE
fit , FYRMEEEE LNERE 8Tk,

Identity Management

Identities Management

AWS Cognito Directory

Cognito user pool metadata. Use this for debugging issues related to the Cognito user pool.

Provider Name User Pool Id Domain URL
cognito-idp [F us-west-1_CTi3SJMAD [ https://res-cafar-gefS9aa3-ff5a-4e94-8938-

76861e1ef7c1.auth.us-west-1.amazoncognito.com

Provider URL
https://cognito-idp.us-west-1.amazonaws.com/us-
west-1_CTi35]JMAD

Use AWS Cognito as user directory

@ Enabled O
User self registration

@mbe®©

EREEREPEMEA

MREHAERAEGREM , EUNAERERS Web EAERHN URL, EHE , EHESHRIE
TERRERENERR? EEEHEM,

Amazon Cognito & %588 E 51


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html

ZEEE T Studio EREER

Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

U )

Password
Enter your account's password

[ )
. emm )

Forgot Password?

Not a user yet? Sign up here

Verify account

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

AEfRE

BEETREAENEAE ? FIERK  RRSEEXRECWAREFEBHNETBREM RF,

Amazon Cognito & 7 5% E 52
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ERAEER

Create account

Email

Password

[ ]

Minimum 8 characters with numbers and special symbols (@#$*&)

Re-enter password

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

HEMRES  RESEREAEWAEFEMAPRINBRIE , AZHKEREF.

Amazon Cognito & 7 5% E
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Verify email address

To verify your email, we've sent a verification code to your email.
Email

[ )

Verification Code
Enter the verification code

{ )

Resend verification code

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

NMREABREM , FRAEKTEEIEMER. EEEXLARE RES /MY Amazon Cognito FEXE
FHE, (F2E (Amazon Cognito A BIER) PHUEEES S EMNFEAEZERS. )

Amazon Cognito & 7 5% E 54


https://docs.aws.amazon.com/cognito/latest/developerguide/how-to-create-user-accounts.html

ZEEE T Studio EREER

Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
s

Forgot Password?

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

EAERMER

MR ERRUA SSO M Amazon Cognito , RIS RERAMES SSO BAMNEER, EFAEER -—TXHER
B, CERHENKHBEHR SSO B AHH, RIEFER , WRA Amazon Cognito , A ESSHET
BB

Amazon Cognito & 7 5% E 55
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ERAEER

Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
e )

Forgot Password?

Not a user yet? Sign up here
Verify account

Sign in with organization SSO

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

BR

« &M Amazon Cognito FEBHEZAEANEFE ; REZINEFE,
« Amazon Cognito A AFFMEEEHEEAE S BETR B i E F B4,

Amazon Cognito & 7 5% E
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- WMRE A Active Directory # Amazon Cognito , BR#FER DN EENFERERTE , BEARH
Active Directory FAEETH P HRFE. EESEKEIT R , TEE Amazon Cognito B2H Active
Directory 2 MW EEFEHAE R,

« FAFF Cognito & B E Windows & VDIsE A RES A% # Windows #{TE A Amazon
Cognito B & 7 E& &%,

EE7

RES &/EESHERELENRH Amazon Cognito WEFAEMEHEET. BREE "EEE, NEM
FHREHSEH VDIs %18 sudo &R,

B A LA Lambda A FEBRERESL,
FERBELSERF :

1. BERK Lambda =45,

2. 12 Cognito E% Lambda, It Lambda &l & 18
5 - {RES_ENVIRONMENT_NAME}_cognito-sync-lambda.

3. EHUAIE.
4. EAERBHERTD  EREALANIRERE. SAAXEALEFEE,

Cognito W& £ ZE

£ 202412 lRA 2 81 , FERX SRR FEH B EE LS , iIER Amazon Cognito Plus FHEIZhEER —Z 5
BRREESEFBRIIES K AREEFR RESHEFHERAR. BULREEEHAALINE , 2
HEEBNERZSRTE,

Active Directory [@%

PITHIAARE

ZHHIE | B2 Active Directory (AD) #HEBIRIFTE CFN 28 #E2ZAM.,

Active Directory B2 57


https://console.aws.amazon.com/lambda
https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html

FZTEE T#E Studio

ERAEER

Active Directory details - Optional

ActiveDirectoryName - Optional
Please provide the Fully Qualified Domain Name (FQDN) for your Active Directory. For example, developer.res.hpc.aws.dev

[ Enter String

ADShortName - Optional

Please provide the short name in Active directory

[ Enter String

LDAPBase - Optional
Please provide the Active Directory base string Distinguished Name (DN) For example, dc=developer,dc=res,dc=hpc,dc=aws,dc=dev

[ Enter String

LDAPConnectionURI - Optional
Please provide the active directory connection URI (e.g. ldap://www.example.com)

[ Enter String

ServiceAccountCredentialsSecretArn - Optional

Directory Service Root (Service Account) Credentials Secret ARN. The username and password for the Active Directory ServiceAccount user formatted as a username:password key/value pair.

[ Enter String

UsersOU - Optional
Please provide Users Organization Unit in your active directory for example, OU=Users,DC=RES,DC=example,DC=internal

[ Enter String

GroupsOU - Optional
Please provide user groups Oganization Unit in your active directory

[ Enter String

SudoersGroupName - Optional
Please provide group name of users who will be able to sudo in your active directory

[ Enter String

ComputersOU - Optional
Please provide Organization Unit for compute and storage servers in your active directory

[ Enter String

DomainTLSCertificateSecretArn - Optional
AD Domain TLS Certificate Secret ARN

[ Enter String

EnableLdaplDMapping - Optional
Set to False to use the uidNumbers and gidNumbers for users and group from the provided AD. Otherwise set to True.

[ Select String

DisableADJoin - Optional
Set to True to prevent linux hosts from joining the Directory Domain. Otherwise set to False

[ Select String

ServiceAccountUserDN - Optional

Provide the Distinguished name (DN) of the service account user in the Active Directory

[ Enter String

HRHATHERENEME ARN ( FlH0 ServiceAccountCredentialsSecretArnsl

DomainTLSCertificateSecretArn) , B4 THEBIIEE RES WWE , LUENVESERMNZE

AEFT -

Active Directory B2
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ERAEER

€488 : res:EnvironmentName , {& :

©48 : res:ModuleName , & : directoryservice

Web A OB HEM AD HEEHHEET
AREEEREEE AD AR EHE

RXE SSO ( #in

—RPEER AD B HEEBEE (
MR NREITERY AD)o

<your RES environment name>

MRkEE K EEEALUESSEEHE M RES Web A DR NARE AD A5 :

Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
ldap://corp.res.com

Users OU
OU=Users,OU=RES,OU=CORP,DC=corp,DC=res,DC=com

Groups Filter

Enable LDAP ID Mapping
true

Short Name (NETBIOS)
CORP

Service Account User DN
CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=co
m

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

Latest AD synchronization completed at 3/5/2025, 3:01:16 PM

LDAP Base
de=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-east-
1:905418417732:secret:CredentialsSecret-res-deploy-
RESExternal-GZB|SY|BLAW4-DirectoryService-1AUMFPSAPKVGE-
TvYM7Q

Groups OU
OU=Users,OU=RES,OU=CORP,DC=corp,DC=res,DC=com

Computers OU
OU=Computers,OU=RES,0U=CORP,DC=corp,DC=res,DC=com

Domain TLS Certificate Secret ARN

BIK). ERE

Active Directory E2
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Active Directory Synchronization @

Active Directory Name
Type the name for the Active Directory. It does not need to match the portal domain name.

[ corp.res.com ]

Short Name (NETBIOS)
Provide the short name for the Active Directory. This is also called the netBIOS name.

[ CORP ]

Service Account User DN
Provide the distinguished name (DN) of the service account user in Directory.

[ CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=com ]

Service Account Credentials Secret ARN

Provide a Secret ARN which contains the username and password for the Active Directory
ServiceAccount user, formatted as a username:password key/value pair.

[ arn:aws:secretsmanager:us-east-2:992382841930:secret:CredentialsSecret-Bl-Dire ]

The secret should contain the username and password in the format username:password.

LDAP Connection URI
Specify the connection UR| for the Active Directory server.

[ Idap://corp.res.com ]

LDAP Base
Specify the LDAP path within the directory hierarchy.

[ dc=corp,dc=res,dc=com ]

7] Disable Active Directory Join

To prevent Linux hosts from joining the directory domain, check the box. Otherwise, leave in
the default setting of unchecked.

("] Enable LDAP ID Mapping

Determines if UID and GID numbers are generated by 5550 or if the numbers provided by the
AD are used. Check to use 555D generated UID and GID, or uncheck to use UID and GID
provided by the AD. For most cases this parameter should be checked.

'Ij-l-'l- . [(s1V)]
ClorgR¥ide the Organizational Unit within AD that will sync.

Users OU
i k1
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EmERM

ERESNLUEACEAESENFARRZEMEZRINEAERFE, FERMFLFER LDAP &
BIRUFEE. BHEREGS

(sAMAccountname=<user>)

BH7] SSSD 28

EEESTNRRRSIB/EHNTE  HPEG2EZAEEHTEE L SSSD ARBER
[domain_type/DOMAIN_NAME] EERHY SSSD 2H M{E, RES EBEER SSSD E# - 8 E#
RRENEE#/TERE LA SSSD FR%S , LB AD RIFEF. MFE SSSD HBERNTERA , F3H
M Linux FEESSSD,

Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value
[ true v ]
Key Value

(e )

( Add Parameter )

SSSD 2 ¥ MELEEE RES SSSD #H4EHEZA |, I TATR :

« id_provider B RES REBELE , T HIEH,
« AD #HE#E%E , 84 1dap_uri., ldap_search_baseldap_default_bind_dn#l
ldap_default_authtok RBFRHEMBEMHN AD HEREE , TEHB K.

Active Directory [E% 61


https://ldap.com/ldap-filters/
https://ldap.com/ldap-filters/

FzeEE T#2 Studio

ERAEER

THEEHISRA SSSD HEFFMEEHER

Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

)

Key Value

[ true v ]
Key Value

[ true v ]
Key Value
[ debug_level ] [ OxFFFO

( Add Parameter )

MAFBRBHFILERL (2025.03 X ERHRA )

(Cremove )

BEEFH,EEEME , ARIEIEF Active Directory BIEIASRPHIEE AD RIL &K , AFEE#ER AD E

&,

Active Directory E2
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ERAEER

R

/Ch

Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

ERFLEFENAD RS,

Active Directory Domain ./

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping
true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,OU=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,0U=CORP,DC=cor
p,DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN

arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,0U=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

FRIZHY Active Directory BB B8P 1E AD BF &R if.

AD Synchronization in progress... Stop AD Synchronization

Latest AD synchronization initialized at 2/20/2025, 3:20:19 PM

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN

arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

th Al BA7E Active Directory fE B 28H R E AD RIS RENMZ I E L KR,

Active Directory E2
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N

Active Directory Domain

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping
true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,O0U=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

Latest AD synchronization completed at 2/20/2025, 3:21:00 PM

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN

arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISylRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

WA F BFITEZ (2024.12 F 2024.12.01 kR )

Active Directory E25 27 E & Cluster Manager R# E#B EFEZ K — X% Amazon Elastic Container
Service (ECS) £#. BFHEABS/NRHIT—IX , B LE<res-environment-name>-ad-
sync-clusterB&E TH Amazon ECS X#AFKEBITHM ECS F#.

EZEFEREY :

1. BEZE Lambda TEAWESHEAE # lambda<res-environment>-scheduled-ad-synco
2. BARK Lambda B &30 A1 A5
3. 7TEE{f JSON HE AT 5I1ER :

"detail-type": "Scheduled Event"

4. BEIFAE.
5. 7£ CloudWatch FEZE#1TH AD Sync F#KH A& - B8 - <environment-name>/ad-
sync. BB BEHITH ECS EHEM B, BIGEHH LUIRE B,
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® Note

- MREBE AD SHIFE AD GEFY , RES SHERENEENEENSH , XBR
FRIEELS ETBERE LDAP BEZ=EHHNERE.

« RES #EBRIBDEMGERNERE FE. ELARERTBERMERE & RES #RIRR
R ERAEF o

SSO #H#E

Rt AD HHRER  FAELEAREE—F A (SSO), THELL AD EAES 5 E A RES Web A D48
Yho SSO MEER-—RFREEHEBENNSIEEREE. WHERE SSO WFHMEN , F2H 55 E
H,

£ IAM Identity Center 5 EE —& A (SSO)

MRBRREEZTZE Active Directory WG D H O, B BRI E1 . BEESDF L. MREEE
E2ZE Active Directory BN EDH L , B BBRIBE 2 EEEFDF D,

(® Note

MREZILE R AWS GovCloud ( EBIFEEP ) EiE , F5E AWS GovCloud (US) &
Research and Engineering Studio #9473 Z|[E#RF R E SSO,

TR REFSDHO
B 1AM Identity Center

1. & A AWS ldentity and Access Management 24,

2. BARK Identity Center,

3. BEERMA.

4. BREMEMA BUA AWS Organizations,
5. EEHEE,
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(@ Note
ERELMVREEZE Active Directory KR [EiF,

#& 1AM Identity Center E#RZE 2 & Active Directory

A 1AM Identity Center 2% , BERATEBHNRES R -
1. EEBEBEED , BERE,

2. EEFPRRT , BEDE , AREEEES IR,
3. ERBBR&KT , ENENA %,

4. BET-%,

5. REIEWEEACCEPT , RBEMBDARPEA
6. EEEFEFHXRIR,

AEERENFERS R & 5 i

£ RATIAEERE IAM Identity Center SE#RZE 2 E Active Directory5E i # , IR ZEHERER.

1. HERFREED  ZERKSIERE,

2. RREBMERHT  BET-F,

3. EEREERT A WALERSNERE.

4. BEWHE

5. EET—F,

6. RELHEE ARREEFEFAR.

7. ESEFURFEELSENKE, NREBINEECLAERFRINEESTALS  FREEERS,
RRAERE

1. RIEERAF | BEFERSE,
2. EREREAHRAREIEN (FHE).
3. RERACFAERE.
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ERAEER

T2 EREFTHO
£ IAM Identity Center FEREEARER

1. BABX IAM Identity Center £#2 A&,

iZ1Z Applications (FEARE),

EEHEEAREN,

ERERFRET  EERERERENEARAER,
EEARENERET | &8 SAML 2.0,

BET-%,

WACEFANETREBANHER,

© N o o bk~ w0 DN

a. EREEET , BEE-KRHE,
b. EWMETREERSIRR.
c. HE-BAT, £EK3 SAML E#E[ URL.

11. AR SAML BRT , @ A Amazon Cognito URN,

EEET umn ;

a. 1 RES AOMUABR—RRERTE.
b. EHTRHERSIFRET , KEERAELRE ID,
c. BERAELREIDFERWUFS

urn:amazon:cognito:sp:<user_pool_id>

12. B A Amazon Cognito URN 2% , SBiBIZERER,

RERAEN Y EBERS

1. 1€ Identity Center FRAFTE L EABRXNFHEA,
2. EEDE, AREBERFEBEMS,

£ IAM Identity Center FREE R T , S IAM Identity Center SAML & RIE R ERE, FH
RES A O#LERTE IAM Identity Center B | IBASEEIIER,

9. HEEARIBMT , B ALNWEARERXEE URL, #Il <your-portal-domain>/sso.
10. EEABERX ACSURL T, #f RES AOMRLM AEHE M URL, EESHKIIER :

& A IAM Identity Center %7 SSO
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© © N o o b~ ©

EEET , WA ${user:email},

ERRT , ##F emailAddress.

B EATEE MRS,

EEAEAPHNEAERMET , WA email,

£ |IAM Identity Center PR ZEFRERFEAEBHET , WA ${user:email},
ERAT , @A "REE. .

£ 1AM Identity Center FASERAEFNBERARER

1.
2.
3.

£ Identity Center RIFT 2RI ERARRANERERAE A ARBERRERE.
ENZERREREXNTIENSERSE,
i#Z Assign users (¥EREAE).

£ RES IRIFEHERE IAM Identity Center

A w0 D

FEIRIREE THZEMN I Studio :REH , B—RERE
FRE 7 RRMHERIER.

EE-BAT , BEEHEE (RE3ZE ),
ERATIERERTRE :

a. 1E#E SAML,

b. ERMHELEBT A BWACEREILTNER.

c. BEWMATEER IS URL,

d. HALE HEERM URLTE IAM Identity Center iR EFEARE,
e. ERMESFHHEMET , WA 'email.

f. BEEX,

ENEEERYRERERTETRA DA
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AE—F A (SSO) RELN G niRftE

Research and Engineering Studio 8{F{i] SAML 2.0 B2 ERE , LUBRBFEHEY RES A0
W EEL, LS RIEMELEIEN SAML 2.0 S REHEBRENIETR, NREBEMEA IAM Identity
Center , 5526 £/ IAM Identity Center X EE —& A (SSO).

(® Note

FRAENETBHLARS IDP SAML BB H Active Directory, BEEH 5 712 EH Active
Directory ##% , Y EHRSEAE,

F&E

- BRELNSSRHEE

- FE RES AFEALZNE S RME

- EFLEERBPRELNE D RME
. {585 SAML IdP F9f&

RELNE 7 RME
REFRMAEMREA RES Amazon Cognito fE I EREMEFARRES T RHENT R,

1. RES R&%&H —1E AD (AWS & AD B EHME AD) , HEAE S 2 AFFFEE RES A OMHELA
BHR, BN AD EBEEZN S REREE  YEASEAESD. BRESHIREENXS , TH
WMMERE AD MRS HERAES D, Hlan, FFSEAWS IAM Identity Center ( FER&EIERE) FHER
Active Directory #8582 KR

2. EIEMN B 7REE (IdP) 5 RES 3RE SAML 2.0 EARER, WEEFTETISH

- SAML E#TE [ URL — IdP AREix SAML 2.0 BIEMRRIER A FE R URL.

® Note
BIR IdP , SAML E#E [ URL AR BTN AT .
- FEAEXN URL
- BHHEER (ACS) URL
+ ACS POST % URL
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3.

4.

HEHS URL

1. LIEHEE clusteradmin 9% A RES,
2. EEFRIETIE 5 —RRTE > BoEME,

3. EiF SAML EFE@ URL,

« SAML & URI — RIFIREEiw SAML BEREEHME— ID,

(® Note
RIF IdP , SAML % URI TJAE2EFRNERE :
» ClientID
- EEARN SAML Hi%
- SPEREID

T HIX R HEEA

urn:amazon:cognito:sp:user-pool-id

2 EM SAML R URI

1. LAVEE BT clusteradmin %2 & A RES,

2. BEFREEE > —RERE > FoRHEE,

3. EEFERAELEID,
iRAGE| RES ) SAML BHAMX AR TIIML/EEREREAENE FE M
- SAML 8= NamelD
« SAML EFHH¥

£ 1dP SIRBERE  BRMA/EEMEE SAML B8, RES EEELEML. BIFHER , KSHH
EEERBEASLERL, WRELERTE , FE2RATIRLEATNE,

« AudienceRestriction — §%¥E A urn:amazon:cognito:sp:user-pool-id. f£F Amazon
Cognito EFEEER ID B user-pool-id,
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<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

 [EIFE — InResponseTosXEA https://user-pool-domain/saml2/idpresponse. #%
user-pool-domain B4R BIEH) Amazon Cognito EFEEENAE B,

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

« SubjectConfirmationData — RecipientiXEABRKERAEELEsaml2/idpresponselii B
MInResponseTo/R#E SAML 3K ID,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement — #& ;REA T HIEE :

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152T2"
SessionIndex="32413b2e54db89c764fb96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5. tNREH SAML ERERNEEH URL 1L , BEHRER : <domain-url>/saml2/logout.

A SSO RELN T HRIEE
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WS 4818 URL

1.
2.
3.
6. MR

LEEEH clusteradmin &% & A RES,

BEFRBEE > —MERE > FOREE,

BERE URL,

B8 1dP =2 % B/ LB Amazon Cognito B E4F , 58 T~ & Amazon Cognito 2B /RFE I

HE EEFEH 1dP,

EENSHERRE

R

£ A9 AWS Management Console B Amazon Cognito &

BRANERAEERE, ZNERAEELEERZRE res-<environment name>-user-pools
BHEARRRSIER,

EHES s REEZAERRT , EERAEZERAE.

Cognito user pool sign-in info
Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user
pool.

Cognito user pool sign-in options User name requirements

User name User names are not case sensitive

Email

Federated identity provider sign-in (1) info @ ( Add identity provider ) K View signing certificate )]

Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID
Connect.

[ Q. Search identity providers by name ) 1 ()
Identity provider A | Identity provider type v | Created time v | Last updated time v
O idc SAML 2 weeks ago 3 hours ago

&R LAE R R 2R ER IE Active Directory IDP, ¥3 relying party trust , AREAL
KFEFH Y SAML K&,

(® Note
ETREAR Keycloak # IDCo

FERARRRETHRE , B TE SAML 2.0 EAEXPEZE R XML = URL, & LAE T —&id
FRAE.
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ERAEER

FXE RES UFEREZN S o RME

TR RES NE—BARE

1. LIEHEE clusteradmin 49 % A RES,

2. BEEFREEE > —RBE > FoRHEE.

Environment Settings

ma ME

Environment Name
res-gaenvl

General Network

Identity Provider

Provider Name
cognito-idp

Managers Group Name
managers-cluster-group

Single Sign-On

Status

Identity Provider

AWS Region
us-east-1

Directory Service Analytics Metrics

User Pool Id
< 1_reuFs £

Domain URL
https://res-gaenv1-9d4688cf-5c14-48d0-850f-
ce96d346a24c.auth.us-east-1.amazoncognito.com

SAML Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-930f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse

$3 Bucket
r

CloudWatch Logs

Administrators Group Name
administrators-cluster-group

Provider URL
3 https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsmB8SE

0IDC Redirect URL

3 https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

3. HE-FAT , BEENEETEZNHEEET , UFARE-ZEAEBEREH,

7 SSO RELM S D iREE
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12

a. #H¥HTRHEE  EE SAML
b. ERMERBD K WAFTRHENE—ERE,

RELENG D REE
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(@ Note
FRFIHMERTIEHE
» Cognito
* IdentityCenter

c. EHEEMNHRET  EREENEEY HEFREER XML X4, St oREER M
URL,

d ERHBEFHEBHESD , WANXFE email,
e. EEREX,
4. EFHARERTEE@E. NREETRE  ASBHAE-—-EA,

HEIFEERBEFRELN S HRRHEE

MREERRANABERIEIFEE RES I]RE , 4§ IAM Identity Center FRE BEH & 7 214
E BB ERETRAN S 7RAE , Sl Okta, RES SSO MAXRESER={EEES Y :

1. fEEEE — EEBW

2. FRERNHE URL — ATBMEDR

3. REMEFEHHEM — AR

BEBUTRERHNREEETEBHEN ST TIEE

1. B1#E Amazon Cognito &,

2. EBEY  EECRELRE,

3. ERfANEREERUBGERAEEERE.

4. REABRRSIER , e s RUEBZALRBMEREN T DREE,
5

—RME K BRFESEFFREN , UREBUERFRFTE, FEEFBUERS , FEERE. &
EFEHPEER NG FEERRPEER,
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Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.
Metadata document source Metadata document endpoint URL

Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

6. WMRBIFEBHEME , BIFEZEEFH DynamoDB Hfi<environment name>.cluster-
settings&Rl&,

a.

b.

d

B DynamoDB T2 & , AR LEBEHBREFER K,

SHIWi#H<environment name>.cluster-settings&RK , AR R BENRERPIR
BR%FHEE,

ERESIEREET , EEHERGELBATISEH
- BHEBRE — key
« { — identity-provider.cognito.sso_idp_provider_email_attribute

BEHT,

7. EEEMNEBET , Bikidentity-
provider.cognito.sso_idp_provider_email_attributeF&H , REZBEHFELUERF
8, BLIFE B TE Amazon Cognito FEVEE,

# SSO

RELH F D RHEE
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I ¥ Scan or query items '

[ O scan ] [ O Query ] |
Select a table or index Select attribute projection
[ Table - res-jan19.cluster-settings v ] [ All attributes v ]
v Filters | §
\ 4
Attribute name Type Condition Value

[Q key X] [ String v ] [ Equal to v ] [ identity-provider ] ( Remove )

Add filter

-
Run Reset
~
{ (® Completed. Read capacity units consumed: 13 X
y.

Items returned (1) Edit String D ( Actions ¥ ) ( Create item )

[ email ] 8 1 € X
o
Enter any string value.
|:| key (String) v | version v
O identity-provider.cognito.ss Cancel T > L 1

{5#5 SAML IdP B

SAML JBHtEs — B LUAS I IE AR AR A Chrome BIESS |, LUBKE SAML 555k #2 SAML EER
B, MFHMET , 5528 Chrome Web Store 1§ SAML EHEEE,

SAML A A BT E — Onelogin 12 AT ARRE SAML fRISENITE , WME SAML BHFPHMLE
WL, WMEFMENR , 5528 Onelogin #5 EH Base 64 Decode + Inflates

Amazon CloudWatch Logs — #& B LAfE CloudWatch Logs F#Z RES HASREEHERREEL. &BW
HEMNREBERNAE WHEEE R res-environment-name/cluster-manager,
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Amazon Cognito X # — 1% SAML E& Amazon Cognito BEMFEME , 52 E (Amazon Cognito
HEABER) P SAML SoRUENEEFAEER.

REMEHENER

1. % AWS Directory Service £ &7 , BEFTEILHEMN B &,
2. EBREIDERT , ENEREAEER.

3. ENEARAEZELRMATEE,

4, BEERER.

= RVAR R b

MREEANREFAE , AIFEREFRERIEA DM Web M VDI #5.

® Note

MRIEELEREE AWS GovCloud ( XEIFEH ) BHE , FELEBBLARRERENER D E
[E#R S P ERE Web EAREAM VDI Fi8E,

1. BIRX Route 53 £# &,

SREEUNMEE , RABRBEEVUCK,

B A ‘web' B HER.

EEN CNAME i R e sk R,

$HEME , M ALEYHRE FEBAPRBINERS.
BEEVRLHE,

EEE Y VDC HyFcsk , FEHEEN NLB thiit,

N o g M b

a. BIBX AWS CloudFormation 2 &,

b. & <environment-name>-vdc,
c. BEZRIFE <environmentname>-vdc-external-nlb,
d. % NLB &% DNS &7,

8. PBARX Route 53 £ &,
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M T Studio ERERER
9. ESRENER A6 RBEBEFEIULH,

10. HREHEBT , WA vdc

11. ERRHEET |, EE CNAME,

12. ¥ NLB , # A DNS,

13. BEEV K.

2 ACM BFE

BIRFEER , RES S AR amazonaws.com EEARX AR FHaR TFEE Web AOHY, BEMEA
BECWREE , REERTELEMTK AWS Certificate Manager (ACM) FEREIA%E SSL/TLS BHE.
MELFER ACM , BZHESRIEEEHBBESHAWS WEREE , UNBZAF KM Web RIEE# >
BIfY SSL/TLS &\i#,

® Tip
MREGERBABERREEY, , AIEERE REBNIEREEBPortalDomainNamel¥ | £
R A BB IZBNBEE LA ER,

HEEVBFIEENER

1. & £ ABIRLAWS Certificate Manager AFER A BB . WREEHE AWS GovCloud ( EEF
8 ) PEE | B GovCloud P EIEIRE HE I BE.

BEBERLERE K RREET S,

EMWIFBBT , K *.PortalDomainName#l KB PortalDomainName,

ERFEHET , 1B DNS BFE.

BEFR,

RBEFED , ARAEERNEE. BEARESESFERIMAMRRE,

o a0 K~ WD

(® Note
MRIGRBEIBR  FENBERE,

7. BTUTHEE—E:
. HEXE

B ACM BF 79
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REBEFERBENBRFMETS |, B1ZE Route 53 FEVUCHK. BENREEEFACD
170
«  GovCloud ZpE :

MRIEEERE in AWS GovCloud ( EEFEE ) , FFEHR CNAME 28 ME. EHESIER
E, A EELAEREREPRIFNNGEE. BENREEEEAC BT,
8. MFTBFE ARN BRI|E@ A A 1 BHACMCertificateARNforWebApp.

Amazon CloudWatch Logs

Research and Engineering Studio £ Z &M CloudWatch X3 5 H58HH, WMFEFER
B, 6 F2RETX:
CloudWatch Log & #H Retention

/aws/lambda/ <installation-stack- KT BHA
name>-cluster-endpoints

/aws/lambda/ <installation-stack- KT IBHA
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- KB HA

name>-cluster-settings

/aws/lambda/ <installation-stack- KT IBH
name>-oauth-credentials

/aws/lambda/ <installation-stack- KTBH
name>-self-signed-certificate

/aws/lambda/ <installation-stack- KT BHA
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- KT IBHA
name>-vdc-scheduled-event-transf
ormer

Amazon CloudWatch Logs 80
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CloudWatch Log &#H Retention
/aws/lambda/ <installation-stack- KB HA

name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> [/ 3 @A
cluster-manager

/<installation-stack-name> /vdc/ 3 @A
controller
/<installation-stack-name> /vdc/ 3 @A

dcv-broker

/<installation-stack-name> /vdc/ 31EA
dcv-connection-gateway

MRERESF AFRHENTERRYE , BULEIE CloudWatch £ & |, KIBIERE CloudWatch
Logs PEFE AFERRE,

REHTHTRR

B 2024.04 i | 1§TLXEEELL?§§§TE¢T%FEX1WE& RESEVHWAG, BIIFFARRBRIUERA
RES AWS CIoudFormatlon ZHEH— , FERFF R RE ARN 4 IAMPermissionBoundary
SN —Hr, NMRUSEREZERQ , E'JTQEEH RES A€ FEREFARR. UT2 RES AR
VEFE#:E’\JEWE%EO se M E B EHEIfE A M EMIET I SRBREARE LR T 51 Eh4E -

"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",
"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
"airflow:*",
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"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",
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"daX:*",
"detective:*",
"devops-guru:*",
ndlm:*n’

"de:*",

ndrs:*n’

"dynamodb:*",

nebs:*n’
"ec2-instance-connect:*",
neCZ:*n’
"ec2messages:*",
"eCI:*",

uecs:*u’

neks:*n’
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
nes:*n’

"events:*",
"firehose:*",

"fis:*",

"fms:*",

"forecast:*",

"fox:i*",

ugeo:*u’

"glacier:*",

"glue:*",

"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
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"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mg:*",
"neptune-db:*",
"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"pi:i*t,

"pipes:*",
"polly:*",

"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb3:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",

"signer:*",

"sns:*",

REBFFFASRR 84



oEEE T2 Studio

ERAEER

iXJE RES

£ RES-ready Amazon Machine Image (AMis) ,

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

BAE AMls

il AMI LR KR ERKEHITEE

VDIs) B RES AMIs Bk tE, 6 RES-ready AMIs T tiZ i B 78 Sc RAEBR R Y VDI 1171 38 BE M i
E. £ EC2 Image Builder , A LA#§ AMIs ZE XM AN EEHE, NFEREGEESNFHEE
7, FERGEERFEREER.

FRIGHl , &
ES- |

LIATRE RHMRAR RES.

. %% 1AM AELFR RES B8

« #3I EC2 Image Builder Jt#

- H{HEM EC2 Image Builder Bt /5
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B TR Studio (EE
- RERBEEFRREEE
- HITREBEERREEE
* F£ RES AraE iy skae

i

X% 1AM A LLFZE RES RE

#Z1t EC2 Image Builder ##Hl RES R fR# , L EE U HERE K RES-
EC2InstanceProfileForimageBuilder B IAM A€, MFEBRBERE IAM ACUERGEERFFEHANE
A, E2E (MEEEREHERRE) FH AWS Identity and Access Management (IAM),

THAGEE .

« ‘@& Amazon EC2 BRI M EEEI K.
« AmazonSSMManagedInstanceCore H EC2InstanceProfileForlmageBuilder B3,
- HEEH RES RIEEE AR DynamoDB H Amazon S3 IZEUER B ET RES BUE,

(EBRTUREFZERRITF ARBERX M. )

1. B, BEY—EREZIENBENHFBER | IAM > BUX > BYBX
2. REBURAmEESRHIZEE JSON,

3. EHRUERTHBERYMIFEST  TEANBERTENRAEN {AWS-Region}. {AWS-
Account-ID} M {RES-EnvironmentName},

RES BUE :

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",
"Resource": "arn:aws:dynamodb:us-east-1:{AWS-Account-
ID}:table/{RES-EnvironmentName}.cluster-settings",

"Condition": {
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© ® N o o bk

"ForAllValues:StringLike": {

"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*",
"clustexr-manager.host_modules.*",
"identity-provider.cognito.enable_native_user_login"

"Sid": "RESS3Access",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::{RES-EnvironmentName}-cluster-{AWS-
Region}-{AWS-Account-ID}/idea/vdc/res-ready-install-script-packages/*",
"arn:aws:s3:::research-engineering-studio-{AWS-Region}/
host_modules/*"

1

}

BET -4, WIRHABNZAHERUTRBREL.

EEEVAG , FLAE IAM-> A6 >BEVYAE,

EEANERERT , EE "AWS R#%. .

£ AR S A =50 T RSB EE AP AN EC2,

EEARGIERS , BELEC2 , RBBET &,

BE  ARENEENELNEEERE,
CBET-F , IRHEBNEARRUTRACRE,
11.

MFAe  TRADEERRFTS TSR .

EENBRER

"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Principal": {
"Sexvice": "ec2.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

# 3 EC2 Image Builder st#

B (REEEREAERER) PHET  FHARBEERFTZEEI TH.

BABNTHFAES

1. SHEER  BEEE.

2. SHEMRBIEERE (OS) , iBFE Linux = Windows,

3. HETHEBE K BWAEEHEWNERE , HlW research-and-engineering-studio-vdi-

<operating-system>,

B JTH B MRANAR SR | 0% 1 T I R,

5. EERNXHF A BATIERER, NRFBEIFEAER , YAML ERSESZ=H , MERTTEEN
FER,

B

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-linux
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description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:
type: string
description: RES Environment Region
- RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
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commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install_post_reboot.sh'
- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-windows
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description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:
type: string
description: RES Environment Region
- RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:
'{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3
inputs:
commands:
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- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
- 'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0

6. BMAMMERRER 6 RREZFEILTH.

{52 H EC2 Image Builder Bt /5

EC2 Image Builder BB S EEHBE ARG , SUHARMIIRENER | UREHIEH —ETHREET
BRE , YHERE — I MNTRHAAELF, BAARNTERE S |, EALERN RES MEBMEMKMEREBER
AMI, MFEFNFAER , F2EREEES.

RES X E T HIMGEXRLE -

« Amazon Linux 2 (x86 1 ARM64)

Ubuntu 22.04.3 (x86)

RHEL 8 (x86) # 9 (x86)

Windows Server 2019, 2022 (x86)
Windows 10, 11 (x86)

Create a new recipe

1.

o g A 0w DN

1£ BARX EC2 Image Builder 12 & https://console.aws.amazon.com/imagebuilder,

EEREFERT , BERKES,

BERTREES .

B A ME— B B B AR AN w5

EH RES XERERREK,

EPTERERT , MRARFALRE SSM RERR |, FETRER., EEAEERNTMHM
FENEREERPRAET.
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® Note

mEMAZRE SSM REERANER , F2H :

£ Linux By EC2 #4T{EIf8 F F 8= % SSM RERER.,
- 7EE A M Windows Server By EC2 #1T1EH Lt FEBHLEFBBREE SSM Agent,

7. B Linux Bt , # Amazon E&aws-cli-version-2-linuxEBEB THHIEE
Bi5. RES ZH#IETTEER AWS CLI 121 DynamoDB # £ EHREER VDI 7E
#., Windows ~EZ it té,

8. A Linux 5 Windows IRIEZE T # EC2 Image Builder T#f , AZRWAEALENS
BE, THSHELENE A : AWSAccountlD, RESEnvName, RESEnvRegion ¥
RESEnvReleaseVersion,

/A Important

¥R Linux IRIE | BAUAEKLH®aws-cli-version-2-1inuxZ & o4 B 718
B L T,

v Components (2) info

(" create component [ )

You can select a maximum of 20 components (including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe is created. Automatic version

hoices are provided for each component.

Build components (2)

@© Expand all

Build components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

1 i aws-cli-version-2-linux

# v res-vdi-ubuntu
Version 1.0.0

Input parameters

Campenent parameters are plain text values,

Parameter name

RESEnvName
RESEnVRegion

RESEnvReleaseVersion

(_add buitd components v )

;

Owned by me

and are lagged in AWS CloudTrail. We recommend that you use AWS Secrets Manager [3 or the AWS Systems Manager Parameter Stare [3 to store your secrets.

Description Value

RES Environment Name

RES Environment Region

RES Release Version

9. (%) ¥¥ Amazon Z&simple-boot-test-<linux-or-windows>BIFETH , LAFERR
ALARE AMI, ERRRER., EUIERMHEMFESEERWARTH.

10. REFEETHKEMERER , MBEMEMAFENTH K RREEFEUETS,

(B EC2 Image Builder B 5
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Modify a recipe
MREFHEEM EC2 Image Builder Bt /5 , BRI T I THRERTE -

1. R Linux B2E 5 |, #& Amazon ¥ Eaws-cli-version-2-linuxZE THHiBE
B, RES ZHEIESUEMFERA AWS CLI 214 DynamoDB # £ EREER VDI FH
#, Windows ~EZE b té,

2. ¥85 Linux 5 Windows BRiE#E Y EC2 Image Builder Tt , REBWAEAHKENS
BE, THS2HELEMNE A : AWSAccountlD, RESEnvName, RESEnvRegion #
RESEnvReleaseVersion,

/A Important

R Linux IRE |, BUAKEHBaws-cli-version-2-1linuxZE&E 40 EF 318
EL s,

v Components (2) info w: Create component [3 :\

You can select a maximum of 20 components (including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe is created. Automatic version
choices are provided for each component.

Build components (2) @ Expand all
Build components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

1 iz aws-cli-version-2-linux :

Use latest version

i ¥ res-vdi-ubuntu Owned by me

Input parameters
Component parameters are plain text values, and are legged in AWS CloudTrail. We recommend that you use AWS Secrets Manager [7 o the AWS Systems Manager Parameter Store [%

Parameter name Description

AWSAccountiD RES Environment AWS Account ID ‘
RESEnvName RES Environment Name ‘
RESEnvRegion RES Environment Region ‘
RESEnvReleaseVersion RES Release Version ‘

( add build components v )

3. BRFEETHEMBAER , MEBAMNEMAENTH , ARBEEFRIES.

i%7E EC2 Image Builder E 5%

SR LA A ER R R R RIEERBEZERAREENEREREERMREHN Amazon EC2 EffEx
M. HEHLAE RES £/ , BULLESREVHTNERRGHERE , SEARANERREER.,

- EERVHTNEMREER  F2EELERRGHERE,
- EECERRANERREERE  BEMEREERE,
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% EELE Image Builder EfEE%

1. ¥ IAM A  WARLHE PRENARER IAM A6 LIFE RES RIE,
2. SHEHTERBEE  EBEELEFI4GBREERBNER K IXEMLBENER AMI EiE, BF2E
Amazon EC2 #{T{EEE A,

3. HRVPC, FHRBNZLEE A S4AATRBERFIRTEREBES. EXAATFHRES
IREH cluster-settings DynamoDB & #1& M Amazon S3 BERFITE,

RERGRRERMEEE

REZEFRMEEESHASERRE,. ARBEMARAN TH, EREREEAEN D ERE, %“E?%
RES Ri#& AMIs SREMRBGEE , B NEFRIUFTNEE , AEARBENEE. WFEFHREA ,
B (MREBEERFEHERER) PRI MERH AMI REEE.

Create a new Image Builder pipeline

1. 71 BB B35 3 # Ahttps://console.aws.amazon.com/imagebuilder,

2. REEERTF , BEERKREE.

3. EEEVMGEE

4. WMAM—EB. EAER., FENERREEEEFMBEN.

5 SHEEEERS K BECEARBEHS , AREIE PEVHNE S EHEN EC2 Image Builder
75, HFRENE A FMAERAERER,

6. SHEZMGBEIREF , RBEARFIREERD BT IERE, EK%?&%/RT R ITE
FIEECEH, WEFMEN , BF2EAEH EC2 Image Builder BB E MG TIERTE,

7. SHEERERRNEAEAR , RERERGNERRGEHER  RAREINE PEYNERRBERS
7E EC2 Image Builder E#f 5%, FRENERREFMHERAEREES,

8. HHUERIMRE  BEFEARBERERYSMRE, @HRESAVREERN RES RIR
AWS B3 HE . EARBERE  SECARGERERNESTEIRE.

9. REAEEFMES A ARREBEFEEIUEE,

Modify an existing Image Builder pipeline
1. BEEFARENEE  FEUFREAUFERE PEIHNE S ERHER EC2 Image Builder Bt
Ho
2. BEREFEE,
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ERAEER

EEELERENBERG  BLEAMBREEE, BEEFIRFTERE—/PRNKRD

HITREEZERMREEE
BE P THBE.
EEHTRGEE

1. RBREEED , EBRE FRANE
2. EBEH  EEWITEE.

£ RES FREE#T Y X8 3t

1. JBfE P HIE Rthe section called “EXEE it &

ﬁ

ERGEEFMEEE.

(AMIs)"SREE T ERBE HE A

2. Y AMIID , MARER W HBREHN AMI IDFTIREEBRFREEE.

, EEREURM IR

BITREEZERREGEE
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ERAEER

BEEERE

HWEESEMARNYRREEEBNME S BFTIE AWS Em LR Research and Engineering

Studio BE R H AR,

ES |

- WEEE

PR 2 B 12 42 )
AT B RAR
THERERERE

RIEEHE

MWEEE

Research and Engineering Studio &£/ # & T 5323 AWS Secrets Manager. RES BEREE
HEEBHRINE. EEEERREVHBWANMESBALSE,

WEZH

<envhame> -SSO-
client-secret

<envhame> -vdc-
client-secret

<envhame> -vdc-
client-id

<envname> -
vdc-gateway-
certificate-pr
ivate-key

<envname> -
vdc-gateway-

iR

RENE-—ZA
OAuth2 F Fimts 2

vdc ClientSecret

vdc Clientld

MENBREERRE
MEE®

WMENBEREERRE

E4R RES

v

EEEEWMA

WEEE
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T 5 #Z ARN EE2E 7 DynamoDB B <envname>-cluster-settings& &R :

W32 EE T2 Studio EREER
DRI iR E4XM RES EEEEmA
certificate-ce
rtificate
<envname> cluster-manager v
-cluster- ClientSecret

manager-c

lient-secret

<envname> cluster-manager v
-cluster- Clientld

manager-c

lient-id

<envname> - BB BEREERR v

external - IELE

private-key

<envname> - BB BEREEERR v

external-

certificate

<envname> - B EREERE v

internal- IELE

private-key

<envname> - BEHERFERE v

internal-

certificate

<envname> ServiceAccount £ v
-director EHH5IZ 7 (DN) B

yservice- .

ServiceAc

countUserDN

WEEE
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iR HIR

identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica HE
te.certificate_secret_arn
vdc.dcv_connection_gateway.certifica b::f )
te.private_key_secret_arn
cluster.load_balancers.internal_alb. HE
certificates.private_key_secret_arn
directoryservice.root_username_secret_arn
vdc.client_secret b:if )
cluster.load_balancers.external_alb. by}
certificates.certificate_secret_arn
cluster.load_balancers.internal_alb. b:if )
certificates.certificate_secret_arn
directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id
cluster.load_balancers.external_alb. HE

certificates.private_key_secret_arn

cluster-manager.client_secret

DN ]

(® Note

AWS Budgets A% ##% Research and Engineering Studio EZ 82 2 7 B3 AWS GovCloud
(US),

AR BRI MR
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FRIIEZRZIEIR AWS Cost Explorer B FEE | HBIEERA, EBEUEEE., METEFMEE
F, F2EEE WEEBHEthe section called “AWS tLE BT BRIE

EEBBEBMRA | B RESEREBHPETHWTEEE VBB AWS Budgets, EB44E LA

BERADEEBEANRREER,

1. & A AWS Management Console , Y7 https : //https://console.aws.amazon.com/
costmanagement/ BIRK AWS IREEEERAEE T A,

2. EBENETIEER.

3. EEIWEHE res:ProjectH res:EnvironmentNameiZE,

4. BE Activate (BXH).

Billing X
Cost allocation tags ..
Home Cost allocation tags activated: 3
v Billing

User-defined cost allocation tags AWS generated cost allocation tags
Bills 4
Payments @
Credits User-defined cost allocation tags (2/47) info
Purchase orders

‘ Q Find cost allocation tags 11 matches

Cost& usage reports

Costallocation tags (19

Free tier -] Tag key 'y Status v Last updated date v Last used month v
Billing Conductor [ (] res:BackupPlan ® Inactive - November 2023
¥ Cost Management a res:ClusterName @® Inactive - November 2023
Cost explc e} —
ost explorer [ ] res:DCVSessionUUID ® Inactive - November 2023
Budgets
J res:EndpointName Inactive - November 2023
Budgets reports Y P ®
Savings Plans [4 res:EnvironmentName 3 ® Inactive o November 2023
v Preferences O res:Moduleld @® Inactive - November 2023
Billing preferences O res:ModuleName ® Inactive - November 2023
Payment preferences
[} res:ModuleVersion @® Inactive - November 2023
Consolidated billing [4
Tax settings a res:NodeType ® Inactive - November 2023
v Permissions res:Project ® Inactive - November 2023

Aébnrsnd naticins FA

(® Note
#E®R , RESERBRZURIFE-RNBEFFHE,

HE2HEY RES ERMNTEH :

1. RIREXZEAS , BERE.
2. EEEVRE,
3. ERERET , BEBF (#M),
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https://console.aws.amazon.com/costmanagement/

HZREE TR Studio EREEmR
4. EHEERAT  BENLEE - EB=
5. igg—lt_io

. Step 1
Billin x
9 Choose budget type Choose bUdQEt type =5
Home SR Budget setup
Set your budget 3
¥ Billing 4
Bills Step 3 ) Use a template (simplified) © Customize (advanced)
Payments Configure alerts Use the recommended configurations. You can Customize a budget to set parameters specific
change some configuration options after the to your use case. You can customize the time
Credits budget is created. period, the start month, and specific accounts.
Step 4 - Optional
Purchase orders S b=z
Attach actions
Cost & usage reports
Cost categories Step 5 Budget types
Cost allocation tags Review
Free tier © Cost budget - Recommended

Billing Conductor [ Manitor your costs against a specified dollar amount and receive alerts when your user-defined thresholds are
met. Using cost budgets, the budgeted amaunt you set represents your expected cloud spend. For example,
you can set a cost budget for a business unit and then add additional parameters such as the associated

¥ Cost Management member accounts.

Cost explorer [4

Budgets | 1 ) () Usage budget
Maniter your usage of one or more specified usage types or usage type groups and receive alerts when your
user-defined thresholds are met. Using usage budgets, the budgeted amount represents your expected usage.

Budgets reports

Savings Plans 4] ;or examspzle, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and
mazon S3.

¥ Preferences

Billing preferences () savings Plans budget
Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
Payment preferences drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is

covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or
underutilized.

Consolidated billing [4

Tax settings

_) Reservation budget

Track the utilization or coverage associated with your reservations and receive alerts when your percentage
Affected policies A drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon
ElastiCache, and Amazon Elasticsearch reservations.

¥ Permissions

5

& Ccancel Next

6. EFMEAT , ALCNBEEAASERNEERR , USHRGIRFTWEMESEDFHR.

<EnvironmentName>-<ProjectName>-<BudgetName>,
7. ERERESET  WAERRNEESHE,
8. HEREHER , BEFEHERTE AWS BAHE,
9. EBENEEIERMT,
10. EHET , BEER.
1. EZEET , #EH res : Project,

(® Note
BERNETRFSEMANSEIEER. SAUETEREBERTARKERIESR.

12. #ET , BENEREH,

R ERAEH o
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13. BEEEAGERY , SEXRTERITEEEERE.
14, igj%-lt_io
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

() All AWS services (Recommended) O Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

“EC2" to budget against.

Filters info Remove all

Dimension

\ Tag y. v

{ Tag \

\| res:Project y, v
/Values N

| Filter tags by values v

project1 X

\ J/

Cancel Apply filter

Add filter

¥ Advanced options

Aggregate costs by
Unblended costs v |
Supported charge types v |

Upfront reservation fees X | ‘ Recurring reservation charges X | | Other subscription costs X |

Taxes X | ‘ Support charges X ‘ | Discounts X |
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15. (EH. ) MERERE,

16. EET—%,

17. (BH. ) MRERERE , FEAEZDFERREEFRENAEDNF,

18. BET—%,

19. MEREER , YRTEEHMRESH TREERNER,

20. BERVER,

HEFAECRY , ZULBAERNEE., ZERMERWTEAE , 528 the section called “fRig =

F, IREBEE  ERAERELIND. IRERDREREBREAE  KRESEEERF,

Title Project Code Status Budgets Groups Updated On
Actual Spend for budget: RES1-Project1-Budget1 « DemoUsers
O project! project1 @ Enabled ® Budget Exceeded « DemoAdmins 10/31/2023, 12:44:12 PM
Limit: 500.00 USD, Forecasted: 3945.34 USD * ProductUsers

NMREFELERE  FROFZRARERESH. SFE RESHBESURFTE 15 DEFFEN.
RE , BUNREERUEFRESE,

RN 7 AT i R AR

S MERRTE RES BEEMN RES ADMGLERERBEN —BREAANERRAR, BAUE
EREBREHEAAE,

FE

- ERIEH

- BEEEEERERNER

- BREEBERNEES N

- T&; CsV

FeRIRH

EE A Research and Engineering Studio I ARERMR , BSEFL
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. BumE

- £ AWS Billing and Cost Management &P EIEE,

- BEEEERZEER (F2H FEER).

- REEH RES HENRFRAREDTER. BEEEM , FHRBTILRET

1. REBRIMERIIE VDI, E]TE AWS Cost Explorer Fffires:ProjectiZH , RZ AT
£ 24 M,

2. BIUER%R 6 BRAERKRMASEE ., BEZBLE Cost Explorer FEUAEZER. LEFUREEE
A\ 24 /NEE,

Cost analysis onboarding info

To start tracking expenses incurred over a period of time, take the following steps.

Step 1 - Launch desktop Step 2 - Enable cost tags

Launch your first desktop within this account and wait up to 24 hours for cost allocation tags to create. Once tags are created, enable cost allocation tags for the web portal and wait another 24 hours for data

to display.
Launch desktop

EREERERERNESR

EEREAENEREREE T RES RETEERAENERAFTMRE, REFER , BEREREEEH
BURE 5 EER, BUNEHEEINERNTHABTEPRRREER , FAFEERERNTER

[=T-]
o

SERERERERNES 105


https://aws.amazon.com/costmanagement
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
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Projects with budget assigned @ C Review projects ) C Create project )

Track the current status of budgets.

Project name

test-project-2

test-project

0 2000 4000 6000 8000
Budget (USD)

W spent [ Exceeding Remaining

v Display settings

Filter displayed data

[ Find project by name v }

[ test-project-2 X] [ test-project X]

test-project-2 test-project

BREL USD ERBERNEBEREENTE. NENELEHE, BEEMEBERKL | LERSEER
FyEY) USD €8, Bl REEL EANREERNEVERESE , URARERNELERE
L1

Projects with budget assigned @ ( Review projects ) ( Create project )

Track the current status of budgets.

Project name

test-project-2

M Spent 1,792.09 USD

@ Exceeding 0.00 USD
Remaining 8,207.91 USD

test-project

0 2000 4000 6000 8000
Budget (USD)

@ spent M Exceeding Remaining

v Display settings

Filter displayed data

[ Find project by name v ]

test-project-2 X | | test-project X
test-project-2 test-project

BEREERERNER 106
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ERAEER

By e [ = B9 R AN 70 4

EEBEBNRADTEREEN EENERNERNRANAME. RIFER

, BREETIEL 6 @AM

BEEN, CEEALERNEEE  KAMERBEENBERARE TR 5 BER. RTH 5 EEE
S, EEMERNNERFEREINEMER T,

Cost analysis over time

Track expenses incurred over a period of time.

Costs (USD)

25.00
20.00

15.00

Aug 2024 Sep 2024

Wasd Wabc-123 M projectl

v Display settings

10.00
5.00
0.00

© CI=ETD

Oct 2024 Nov 2024 Dec 2024 Jan 2025

Filter displayed data Time range
[ Find project by name v ] [ 2024-08-01 — 2025-01-31 ]
project’ X abc-123 X asd X :
[ projectl abc-123 asd Granularity
[ Monthly v ]

BRI
BRI BREER,
EX

EEEGERTINER TN EER
REE  YETHERERNKR,.

KESEENBAREETEE , AT REERRBIRARTH . WREIUETERE
BERMAES  MEEH—EAEERE K REERERELAMNER,

REZEMEERRESHE

, EEBRN RESIRETBEIERNTRFBE, LEHIE

Iy P B R O AR 0 AT
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abc-123
V4
. abc-123

asd

asd

project
project1

0 res-integ-test-gw1
res-integ-test-gw1

[ Find project by name A ]

projectl X abc-123 X asd X
project abc-123 asd

EERBHE

ECEERYHER  UREEHEHEENEEHE, ERZRAYHEER  SEATENERE
BuRFTEBH, Al , MREE 2025 F 2 AZHBE 6 BAREE , EXERRFEEEA 8/1/25 -
1/31/25,

Iy P B R O AR 0 AT 108
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i '

Relative range Absolute range )

Choose a range
(O Past 1 day

(O Past 7 days

(O Past 1 month
(O Past 6 months
(O Past 12 months

(O Custom range
Set a custom range in the past

Clear Cancel
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F N,

< August 2024 September 2024 >

Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat

- 2 3 1 2 3 4 5 6 7

4 5 6 7 8 9 10 g8 9 10 11 12 13 14

7

11 12 13 14 15 16 17 15 16 17 18 19 20 21

18 19 20 21 22 23 24 || 22 23 24 25 26 27 28

25 26 27 28 29 30 31 29 30J

Start date End date
[ 2024/08/01 ] [ 2025/01/31 ]
Clear Cancel
BHEE

FLULRERASA. SEISIREEEENER. S KEHIEREEXERS 14 RN BHE
E. SARHAREEEXESK 14 BANRAHHE.

Monthly v
Daily

Hourly

Monthly A
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ERAEER

T& CsV

EEEHE RSB
BAREMEERNAAEES ,

Home Insert

'ﬁD v c& Calibri (Body)
[ v

Paste
%

B

Draw

I u

Page Layout

v 12

Formulas

v A

Hv A

Data

Review

Vii

ap/

|1

A

Q Possible Data Loss Some features might be lost if you save this workbook in the col

A

fx  res:Project

Al v
A B
1 I res:Project .|asd($)
2 res:Project total 24136179
3 8/1/24
4 9/1/24
5 10/1/24
6 11/1/24 24.136179
7 12/1/24
8 1/1/25
9
10
11
12
13
TERERERE

C

abc-123(S)
21.67188038 12.9429946

10.7180966
10.95378378

D

12.9429946

E

project1(S) Total costs(S)

58.75105397
0
10.7180966
10.95378378
24.13617901
0
12.94299457

ARERBERAADTE LA TEH CSV. THHN CSV IEEEH
DR B R AR B RY R A ET

THREREESRBNAZTERREABEEEESANRE. SRATECERE , EUUAFERER

HERRETFRIUMEEZEBHA THEREKR.

ES ]
- BRR
- TEFEER

< BEEMED (AMIs)

T# Csv
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ERAEER

BERIR

Research and Engineering Studio

2)

v Home
Virtual Desktops
Shared Desktops
File Browser

SSH Access

ADMIN ZONE

v eVDI
Dashboard
Sessions
Software Stacks (AMIs)

Permission Profiles

res-stage (us-west-

<
Virtual Desktop Dashboard

Instance Types (1

Summary of all virtual desktop sessions by instance types.

méa.large
Debug
Settings
& B méa.large
» Envir M

Base0S (3

Summary of all virtual desktop sessions by Base OS.

Windows

Amazon Linu...

W Amazon Linux2 [ Windows

Availability Zones (5

Summary of all virtual desktop sessions by Availability Zone.

us-west-2a

W us-west-2a

L & demoadmin1 Vv

Session State (2

Summary of all virtual desktop sessions by state.

STOPPING !

) STOPPING

Project (4

Summary of all virtual desktop sessions by Project Code

project1 !

W projectl

Software Stacks (6

Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -
0

0.5 1 15
No. of Sessions

N}

W Sessions

BERIR
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THREREREERRITREEISRERR

1. BTERERE
TR BOIRRE
ERERRR

o o »> W N
it
i

A EEEAM

7. EMBEERRUEFEA.
8. EERE TR ERUEEE THEER,

T {EREER

T {EBE RS B RFTE £ Research and Engineering Studio F 2V WERSH., RITERRER , &9
DAERB AR TEPSER E A B L #T Y THEFE BR o

RES Virtual Desktops Sessions

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions eal Desktops.

( Actions v ) Create Session

@ Created ¥ Last 1 month

Q Search 0 All States ¥ All Operating Systems ¥
(-] Session Name v Owner v Base OS Instance Ty... State Project Created On

[ demoadminiami21 [ B demoadmin1 Amazon Linux 2 méa.large @® Stopped project1 9/27/2023, 8:31:50 AM
O demoadminiwindows1 demoadmin Windows méa.large @® Stopped projectl 9/27/2023, 8:38:23 AM

1. ERRE  KEEEREEEANBRURENN TERRERER.
2. BN ITEMBRAERABENRERRK

a. MBI ERER (s)

b. % 1E/{/KER THEREER (s)

TEREER 114
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c. SAFIE /KR THEREER (s)
d. #1E TEREER (s)
e. MHH& L TIEREER (s)
f. Session(s) B/EiR&E
g BUHRHEE
3. IBIER TEMREBR BN TERE,
4. REBESTHERE , LAGRERNIEERREE,
5 ZEMTEBREBIURRESHMEN.

BT TERER

BIEE T TRMEER, RREDRTHY E i = E A8 RERE R 5 Ko

2. WAFTEBEERRFHEER.

3. (ER, ) RABERERZE  UREHAHMFEES  FI0F#8 ID M DCV THEEERER,
4. BERX.

—

TEREER 115
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ERAEER

r'

— 1 Storage Size (GB)
TAERER 4

Launch New Virtual Desktop X

Session Name
Enter a name for the virtual desktop

[ )

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(@ )

Project
Select the project under which the session will get created

[ v)

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2 v ]

Software Stack
Select the software stack for your virtual desktop

[ v)

Enable Instance Hibernation

Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

®

Virtual Desktop Size
Select a virtual desktop instance type

@ )

~

Enter the storage size for your virtual desktop in GBs

& )
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TYEPEERFFHE A
RIEREREES K ENTHEREREBURE THEREBRFHMENA,

RES Virtual Desktop Sessions 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1amli21

General Information

Session Name Owner State
demoadminiami21 demoadmin1 @® Sstopped
Details Server Software Stack Project Permissions Schedule Monitoring - D>

Session Details

RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad -

Session Type Hibernation Enabled Created On

VIRTUAL No 9/27/2023, 8:31:50 AM
Updated On

9/29/2023, 11:01:20 PM

B SR (AMIS)
MREEHEBERE , BT LLEE Amazon Machine Image (AMIs) S E B IR BRI %,

RES ) Virtual Desktops > Software Stacks (AMIs)

Software Stacks Register Software Stack

0 Manage your Virtual Desktop Software Stacks

All Operating Systems v

Name Description AMIID Base 05 Root Volume Size Min RAM GPU Manufacturer Created On

2 CentOS7 - ARM64 CentOS7 - ARM64 ami-07f692d95b2b9c8cS Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
CentOS7 - x86_64 CentOS7 - x86_64 ami-00f8e2c955f7ffa9b Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHELS - x86_64 RHELS - x86_64 ami-0b530377951178d6b RedHat Enterprise Linux 8 10GB 4GB N/A 6/7/2024, 11:25:19 AM
UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-073ff8e13d826b7f8 Ubuntu 22.04 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHEL7 - x86_64 RHEL7 - x86_64 ami-0bb2449¢2217ch9b0 RedHat Enterprise Linux 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - x86_64 Windows - x86_64 ami-0667133d0dc6089e 1 Windows 30GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - AMD Windows - AMD. ami-05df91be1d294f195 Windows 30GB 4GB AMD 6/7/2024, 11:25:20 AM
Windows - NVIDIA Windows - NVIDIA ami-00d7af9d003819a90 Windows 30GB 4GB NVIDIA 6/7/2024, 11:25:20 AM
RHEL9 - x86_64 RHELS - x86_64 ami-099185fc24d27c2a7 RedHat Enterprise Linux 9 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64. ami-04ed2b27d86¢17f09 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-Oee5c62243ab25259 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM

1

1. FERSRANHRBHEE  FEAEERR T REREERREE,
2. EMEREHRNERE , SRR FRER,

EREEHER (AMIS) 117
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3 EEMEMEZNEEBRM K AREABDEDERRFEESE  UKHEBREREER,
4. BIEFMEBHEIRMRELFHES,

AL TR BKBR S

A T 22K BE 4 A 26 T FRAGUE ML AV

1. BIFFMEEHE,
2. EAFEBEHENFHEENA,
3. BEEXR.
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ERAEER

r
Register new Software Stack

Name
Enter a name for the software stack

-
X

[

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[

AMI Id
Enter the AMI Id

[

AMI |d must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[ N/A

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(o

Min. RAM (GB)

Enter the min. ram for your virtual desktop in GBs

(o

ZrER REDjects

Select applicable projects for the software stack

119
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HERERERIEE

ERRMTNHREHRE SR ERGER, B , MIREEEENBEL 2 RSHD
HR , FYTTIEE

(® Note
BRESEBERRERGEAKENER,

1. EEEHEEEEL , ENEEMEESERCHBHENERRE.
EEBE,

BERE,

ERERTHNFERNER,

w0 N
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- D |
Update Software Stack: RHELS - x86_64 X

Stack Name
Enter a name for the Software Stack.

[ RHELS - x86_64 ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ RHELS - x86_64 ]

Projects
Select applicable projects for the software stack

[ "

Tenancy
The type of tenancy

[ Shared v ]

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[ )
(o) (o)

| /|
5. BEREX.

St R N E A A EREKE D,

HHER (AMIs) =
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SR BB VDI $ITEESE

%#%ﬂﬂﬂ‘fﬁﬁﬂ’ﬁiﬁgiﬁg B ER AN MTEBRIINEE, SESEHEENERFESRR
ERREFERNBEETEHR, SUNEZEXRINEREHAFNHATERIIINEE,

j Research and Engineering Studio 4 8 admin1 v

res-deploy (us- Review the virtual desktop settings s
east-2)
Module Name Module ID Version
v Desktops virtual-desktop-controller vdc 2024.12.01

My virtual desktops
Shared desktops

General Notifications Server Controller Broker C i [ Logs
¥ Session management .
Session ®
Sessions
Software stacks Idle Timeout CPU Utilization Threshold Enforce Schedule
Debugging 43200 minutes 30% Yes
Desktop settings Transition State Allowed Sessions Per User
. Stop 5
v Environment management
Dashboards New
Projects DCV Host @
Users
Allowed Security Groups Max Root Volume Size
Groups
1000 GB
File systems
53 buckets Allowed Instance Families and Types Denied Instance Types
Ident ¢ ; gld
N
lentity management New . gadn
Permission policy . g5
Environment status * méa
. B3
Snapshot management . meg

Environment settings

EEREZRMERN RFTHTERERINEEELE

1. EREHFEEEL  EEEEEERER,
2. EEDF RAREIREHED,
3. RAFMTERBRINEETH THNXNBENREMFNHITERRINEE,
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ERAEER

4.

r

Update Software Stack: RHELS - x86_64 X

Stack Name
Enter a name for the Software Stack.

[ RHELS - x86_64 ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ RHELS - x86_64 ]

Projects
Select applicable projects for the software stack

[ 3

Tenancy
The type of tenancy

[ Shared v ]

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[ v )
(8 X[ mea x|

BEHR R,

-

DR (AMIs)

123



#5EEE T2 Studio EREER

® Note

MRAFHHTEEBRINER L HETEYTERRIINXRIIANNTEEEE (Hlw
t3M t3.1arge) , AIREHEBN AFATEERRINEEBENTAEZEI ST SHTHEE
251,

/A Important

ﬁ\;\:
il

BEMRNAFBEPMRATERER/ R , XS BB EMAEREBHERDBER,
BERFENNTERER/RITEEBDHEEREHEDR,

—\l.
%:Té
s\

WA BEFAER

RERHEEREE , ENREEERLEBURAEFAER, S UERREBHERNRIRRE , BED
1, RRIZERE R EE BB,

VDI AR XE

ESEMHOREERNRER SNVHREMERE | SRR REHEERREVDIs ERER, <XEN
T={EHEA
HA (% - ER A HERHTERHT VDIs
- ERAYITER - FRERABTERHIT VDIs
- EREH - EREAEHEHIT VDIs
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Register new Software Stack X

Name
Enter a name for the software stack

[ ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ ]

AMIID
Enter the AMI ID

[ ]

AMI ID must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2 v ]

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N!A v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

[0 ]

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

& ]

Projects
Select applicable projects for the software stack

[ "]

HEEHER (AMIs) 125
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The type of tenancy
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ENEAETHERAEER  QELFAERERARNTEESEIHEE, XETIHEEETHER

. FHEREE - £ AWS License Manager 2 B F# & REHA
- M ID-BEEH D

Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

(on )

Target Host By
The type of target host

[ Host Resource Group v ]

Host Resource Group ARN
The ARN of the dedicated resource group

[ ]

HEEHER (AMIs) 126
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Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

(‘os: )

Target Host By
The type of target host

[ Host ID v ]

Tenancy Host ID
The ID of the dedicated host

[ ]

HERMERE VDIs BHEE VDI BN EMEREEREREHEHBEA , FHRER ( License AWS
Manager fEFl & Er) FHEV BREEREN AMIs BB | IS REE AMI 22 T B,

BREEEARSENRERKEMEEABRNARRE, SRERALERRBEIHRERESR, VD THER
SIRBERTHTERSEES , M VD THEMRRSIERESRRETH THEREER.

v Home

Virtual Desktops

Shared Desktops

VD Host VD Sessions

File Browser
SSH Access
o{ 1 item
©"servers" : [ 1 item
ADMIN ZONE ©0: { 15 items
v eVDI "id" : "aXAtMTAtMy@xNTctMTkOLmNvcnAucmVzLmNvbSOxMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQ4ANDEYN2E1IMZzgwZDU4Y]jIzM212Zjg=""
"ip" : "10.3.157.194"
Dashboard
"hostname" : "ip-10-3-157-194.corp.res.com"
Sessions

"default_dns_name" : "ip-10-3-157-194.corp.res.com"

Software Stacks (AMIs) vport” : (D

Permission Profiles ©"endpoints” : [ 4 items
Debug ©0:{ 3 items

Settings "port" : 8443

BRés 127
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HZREE TR Studio EREEmR
RHERE
BAUEAREREREMRREHEERSEMEBHNEIR.

RES Virtual Desktops Settings

Virtual Desktop Settings

Review the virtual desktop settings

Module Name Module ID Version

virtual-desktop-controller vdc 2025.03b1

General Notifications Server Controller Broker Connection Gateway CloudWatch Logs

Session ®
Idle Timeout CPU Utilization Threshold Enforce Schedule

43200 minutes 30% Yes

Transition State
Stop

DCV Host ®

Allowed Security Groups Max Root Volume Size
1000 GB

Allowed Instance Families and Types Denied Instance Types
-3

s gddn

* gdad

. g5

¢ méa

* még

—
— WA BETROFREE , Hl
QuUIC

A QUIC LAfm#F TCP A A ERRE M AR BREADE.
75k DCV T{EREER 3 E

ARPBEERKEAVTER DCV TEERER, REFTEBRARENEZLNRE. EEERRHT
EREENEEREEERIEES THEEREENER.
BEERSECRAENER AT TIERRE

BEEXRSEMCRAE L VDI TERRBENTERE.

A Al 2%
ARBFRFSIERAIREFIERE |, flW
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ERAEER

DCV T{EFEER B R B

Z#%DCV T REEBHTENERNKE. EFTELERETEMENMRE , R

5 Web ZIE2REIR TIEME R

BB RSB 5

BEES cESRERAFIRNER,
CPU A XRE

EHRARER CPU EAX,
RETRE XN ER

EHE R E TR R L RRRER TR A D,
AFFNBITERER

g1 DCV AF iR

A AL RES REMBHIATERRIIMANEE, BEEIHTERIRIIMNMTERANME,

Bl
'm7a.24xlarge’ , B R
2=

<o

RES Virtual Desktops

Settings

Virtual Desktop Settings

Review the virtual desktop settings

WMREEE 'm7a’, Bl m7a RIIWABR/NERATLMES VDI THEEEME. WREEE
1H m7a.24xlarge AT LA VDI THERERRE, LFESRERRINMEE

Module Name Module ID
virtual-desktop-controller vdc

General Notifications Server Controller Broker
General

Quic

Quick UDP Internet Connections (QUIC) is a protocol that attempts to improve streaming in higher latency
environments.
Toggle on to activate QUIC in favor of TCP as the default streaming protocol for all your virtual desktops

© pisabled O

Subnet AutoRetry
© Enabled

Default DCV Session Type

Default setting will only apply in cases where Instance Type and Operating System supports either Virtual
or Console Session Types.

( Console v ]\

Connection Gateway

Version
2025.03b1

CloudWatch Logs

eVDI Subnets
. subnet-0631e566e706ad31e
. subnet-00d930afd7485¢9a5

Randomize Subnets
© Disabled

Default Allowed Sessions Per User Per Project
Default value for allowed sessions per user per project.

5 £

KRERE
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RIEEE

& Research and Engineering Studio BWIRIEEEBERY , EBFEAETUAEMRANIERERELN
EERHNRE, EERETUISEEER, MEMEMLXENTH  £HEZELHNREPET
FERETUREMBITELRE , LUARHERNEBESER  #MERRER, AEZMERERRS
XA MTSFEHMERNGIRE,

*RE

o IRIBAREE

- RIBRE

- EHE

- Bl

. HE

o FFUBR

BERK

REBE R

Amazon S3 F#FirE

IRIEIRRE

REREEESRAERACHENRENIN. casBRBRE, BHEBNAGCRREAFEN.
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. Resear: nd Engineering Studio PN & demoadmin4 v

= RES Environment Management Status ®

Environment Status

Modules @

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets

Global Settings global-settings - @Conflg © Deployed © Not Applicable

Cluster cluster 2023.10 © Deployed © Not Applicable o default

Metrics & Monitoring metrics 2023.10 @© Deployed © Not Applicable ¢ default

Directory Service directoryservice 2023.10 @© Deployed © Not Applicable o default

Identity Provider identity-provider 2023.10 @© Deployed © Not Applicable o default

Analytics analytics 2023.10 @© Deployed © Not Applicable o default

Shared Storage shared-storage 2023.10 @© Deployed © Not Applicable o default

Cluster Manager cluster-manager 2023.10 @© Deployed @© Healthy o default

eVDI vdc 2023.10 @© Deployed © Healthy o default

Bastion Host bastion-host 2023.10 © Deployed © Not Applicable o default
Infrastructure Hosts ©
Cluster hosts and status

Instance Name Module ID Node Type Version Instance Type Availability Zone Instance State Private IP Public |

res-demo2-bastion-host bastion-host @Iﬁfra 2023.10 mb.large us-east-2a @® Running 10.1.3.148 3.145.1¢

res-demo2-vdc-controller vdc @APP 2023.10 mb.large us-east-2a @® Running 10.1.129.105

res-demo2-vdc-broker vdc @lﬂﬁa 2023.10 mb.large us-east-2b @®@ Running 10.1.149.12

res-demo2-cluster-manager cluster-manager @App 2023.10 mb5.large us-east-2b @®© Running 10.1.155.249

res-demo2-vdc-gateway vdc @ Infra 2023.10 mb5.large us-east-2b @® Running 10.1.153.135

REREEASETEmBERFEES , Hlw

BRMEERNERENEESEAERBNETE4ZENA., LULURE Web A QB REME
X F,

- BORHEE
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BREH , HlmnE—2 ARRE,
. WAEE

#R VPCID, ARFEHFEEE IDs,

» Directory Service

BRERAEEBAEGNERT B SERENRBIRFHBEEES ARN,

ER &

READERESHMEERENEREREEAERE L, BEEESEAEEEEmERIBRLS &
&, MENRERABSEENFEES  F26H AEEE.

(® Note
EEERREAERATERAERLIERR. REBER  MEEAEZHEENFERADRE B
FMEAERRESLE. NREREENIFERADRE  FfitBA K BRAHEY TRE
Eﬁo

- Research and Engineering Studio L & demoadmind v
RES Environment Management Users 6]
Users @ ( Actions a e
Environment user management Set as Admin User

n Q Search Disable User
Username uiD GID Email Is Sud... Role Is Active Status Groups
* |DEAUsers

‘ o demouser2 3006 3006 demouser2@demo. No user No © Enabled

e DemoUsers

(@] sauser2 3011 3011 sauser2@demo. No user No @© Enabled e SAUsers

¢ DemoAdmins

O demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes @® Enabled * AWS Delegated Administrators
* |IDEAUsers
O pmtuser02 8001 6001 pmtuser02@demo. No user No @© Enabled e ProductUsers

EERAEEET , B

1. BSEAE
2. BEEERERBE  FEMABFEIHERR
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a. BREAEEEFRE
b. ERFEAE

FHiH

RIEATFEZRRSNAMERESSHRERERR L, NFFAEENEENFMER  F260 HE
BH.

, Research and Engineering Studio L & demoadmin4 v
RES Environment Management Groups ®
Groups ©) Cctions «) 9
Environment user group management Disable Group

a Q Search 1
Title Group Name Type Role Status GID
[ O IDEAUsers IDEAUsers external user © Enabled 4000 ]
O SAAdmins SAAdmins external user @ Enabled 3035
(@] AWS Delegated Administrators AWS Delegated Administrators external admin @© Enabled 3999
Users in IDEAUsers (3 v
(] Username uiD GID Email Is Sudo? Role Is Active Status Groups Syn«

¢ DemoAdmins
(] demoadmin1 3000 3000 demoadmini@demo. Yes admin Yes © Enabled * AWS Delegated Administrators 10/3
* IDEAUsers

¢ DemoAdmins
O demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes © Enabled * AWS Delegated Administrators 10/3
* |DEAUsers

* SAAdmins

EHRBEBEEmS , B/A

—

BEfERERE,
EHEMHERER , FERBEDNERREHIRBATFE,
EBREAEFHER  SUURREARSNEAEER , IREFHEFHERS,

w N

3

i

BERFHERKE. BRMEENAR. BYERE , ZUUERHRTE , flnER. HRMNRER
B, EREFES—HSERE , TATUNSERNRERR , FINEEERNERMA/D, Bl
BN EERE.
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ERAEER

ES]
- B

AN B

BB BRER

- Research and Engineering Studio

= RES Environment Management

Projects

0 Environment Project Management
Q Search

Title Project Code

L & demoadming v

®

: Actions & ) .!IHIIIHI==.
e Edit Project

Disable Project

Update Tags

1

Updated On

[ O  project-1 project-1

10/3/2023, 7:04:18 PM ]

EXRERRRELTANEREFE,

1. B LERRSMURSKER,
2. EMERE , B EABFNRERE

a. MEER

b. FARMAER
c. ENMERER
d. MBRER

3. LA LLUER RV ERREVNHNESR,

RERBERR , BT
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2.

WAERFEEN.

EX D 2UAKEH FRADENERZR AWS Cost Explorer Service, EFFMENA ,
ERAEAEEENRADBER.

3
¢

/A Important
EXDEBEEBRUREE,

MEEMRZENFRES , B2 EREEA,
(1R ) FARERNTEE. IFERENFMAET  F2E AAEENZT,

FTEHHEERRRAUEALAETEERSE (8% ). EFS. FSxfor Lustre, FSx NetApp ONTAP
= EBS MR E/FF.

EBAEE  HAMEREERM. EFS. FSx for Lustre #1 FSx NetApp ONTAP Al LA B ZHE R
M VDIs £H, 78 , EBS Wi ERFZRESERZERHIHVEME VDI #HEECHWETEE , EL
BT EEEM VDIs REEZBEHA,

RES Virtual Desktop Projects (

Create new Project

Project Definition

Title
Enter a user friendly project title

[ ]

Project ID
Enter a project-id.

[ )

Project ID can only use lowercase alphabets, numbers, hyphens (-), underscores (), or periods (.). Must be between 3 and 40 characters long.

Description
Enter the project description

Enter Description ...

Allowed sessions per user
Maximum number of sessions a user can launch in this project

€ ]

Enable budget assignment and tracking
To track budget status in the cost dashboard, specify the budget created in AWS Budgets

0

Resource Configurations

Storage resources
Add file systems and/or S3 buckets to the project

[ ] ©

Home directory filesystem
Select the filesystem that will be used to create the user home directories on Linux desktops.

[ Shared Storage - Home [efs] v ] @

» Advanced Options

ki
i
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#5EEE T2 Studio EREER

5, BEREAEN/NIFEEENAE ('ERXRRE. X 'ERERE, ), IESEARTURNNE
EFERGTARER , B2 .

6. BERER.

2. BFENRERT  EREREER.
3. BMALWER,
MRERERARE  F2H AEERNEZES UNEFEET. ELREERNAER  HET

HABFEREMREASEVENGALE , IREEFIAEINERE  SENTHNAFTEZNE
IR,

MEERRBENFHAENR , F260E FERBER,
4. BERX.
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RES > Virtual Desktoy

Edit Project

Project Defin

Title
Enter a user friendly project title.

[ test

Project ID
Enter a project-id

Project ID can only use lowercase alphabets, numbers, hyphens (-), underscores (), or periods (). Must be between 3 and 40 characters long.

Description
Enter the project description.

Enter Description ...

Allowed sessions per user

Maximum number of sessions a user can launch in this project

(s

Enable budget assignment and tracking

To track budget status in the cost dashboard, specify the budget created in AWS Budgets

@ ]

Resource Configurations

¥ Advanced Options

Add Policies
Select applicable policies for the Project

[

Add Security Groups
Select applicable security groups for the Project

[

» Linux

» Windows

ki
i
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Research and Engineel L & admin1 v

res-deploy (us- RES Environment Management ro o)
east-2) .
Projects © G ») CEEZED
¥ Desktops nvironment Proj 2 Edit Project
Disable P
My it deskiops
Update Tags
Shared desktops
Title ProjectCode v Status v Budgets v Groups v Users Delete Project v
. deleteProject2 004 © Enabled - « group_1 « admin1 1/28/2025, 2:12:38 AM
¥ Session management
Dashboard disableProject 002 © Enabled = « group_1 « admin1 1/28/2025, 4:03:18 PM ]
Sessions test 001 @ Enabled - « group_1 « admint 1/27/2025, 12:59:53 AM
Software stacks
Debugging 1

Desktop settings

v Environment Management
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. MRBREEH , EXERMEEBMMNAE VDI TERRHEEFL, EETFRRELIEEREH
R EHRE,

Research and Engineering Stu L & admin1 v

res-deploy (us- @ Successfully disabled project with ID: 5242¢9f2-8895-483f-9389-ba9bff278598, and all associated sessions will be stopped ®
east-2)

Deskeops Projects ©)

My virtual desktops

Ll

Environment Project Managen

Shared desktops

v Session management Title v ProjectCode v  Status v  Budgets v Groups v Users v  UpdatedOn v
Dashboard

asnboar O deleteProject2 004 @ Enabled - « group_1 « admint 1/28/2025, 2:12:38 AM
Sessions

Software stacks O disableProject 002 © Disabled - « group_1 « admint 1/28/2025, 4:35:29 PM

Debugging O test 001 @ Enabled - * group_1 « admint 1/27/2025, 12:59:53 AM
Desktop settings

<

Environment Management
Projects

Users

Groups

File systems

S3 buckets

Identity management New
Permission policy

Environment status

Snapshot management

Environment settings

FIERER,
2. WEEDRERT  BERMRKRESR.
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74| Research and Engineering Studio 4 & admin1 v

res-deploy (us- ES > Environment Managemer ®
east-2)
v Desktops Edit Project

My virtual desktops Disable Project q

Update Tags

Project Code v Status v Budgets v Groups vV Users Delete Project | v

Shared desktops

. [ O deleteProject2 004 @ Enabled = - group_1 « admint 2/1472025, 1:40:52 PM
v Session management
Sessions O disableProject 002 © Enabled - « group_1 « admint 211412025, 1:40:28 PM
Software stacks O test 001 © Enabled - « group_t - admint 112712025, 12:59:53 AM
Debugging
Desktop settings 1

v Environment management
Dashboards New
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. HRREEERELER., BASRNER  RAREEERBRER,
Delete Project: test-proj-deletion X
Are you sure you want to delete this project?

All associated sessions will be terminated. This action cannot be undone.

To confirm deletion, enter the name of the project in the text input field.

[ test-proj-deletion ]

Cancel

4. MRMBRER , BRERMEBBOAE VDI TERERBSEK L,
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j Research and Engineering Studio 4 & admin1 v

res-deploy (us- @© Project with ID: ea231a4c-7€01-4d1c-8590-55703918¢87e has been deleted successfully @
east-2)

RES nwir gement
@ G (D

My virtual desktops

Shared desktops

v Session management Title v Project Code v Status v Budgets v Groups v Users v Updated On v
Dashboard
ashboar O  disableProject 002 @© Enabled - * group_1 * admint 1/28/2025, 4:40:03 PM
Sessions
Software stacks O test 001 @ Enabled « group_1 * admin1 1/27/2025, 12:59:53 AM

Debugging

Desktop settings

Environment Management
Projects

Users

Groups

File systems

S3 buckets

Identity management New
Permission policy

Environment status

Snapshot management

Environmen It settines

RERTHEABRER
ERERENERE TG ERER TN EHTER.

1. EERFETENER,

2. ®BFEURRTD  EEEFER.

3. BRENMESR K ARGBATHRNE.

4. HEBBRER K FRELEBRIEBEZNBER.

WA EE RN ERRM

ENERE , SLURFAEARSHERRKRER , MeREERABEBNERRR.
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Projects @ G- CEITED

Environment Project Management

Q Search
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 @© Enabled - e IDEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No records

¥ R B E AN

BURMMEERE , S EAEREEPRERBEITEMBDELR, RBHEA/ERTHRE VDI
PITEEBRHAFEANER , SINRLEE, IAM BERNBBETSE.

FIBER

IERLARTIE IAM BURRZFIER T EFE 2B HTERA VDI 7H. HEMABK , FEATIRE
HWRRCHER

res:Resource/vdi-host-policy

M IAM BEHEMETR , HSH IAM P REAF

gL RE

BB RS FHERZEHERTHA VDI ITERNBENBAER, FENMALZLEHE , &
THREHRLLEEE

o
ki

res:Resource/vdi-security-group

MELRLBERNFEES , 528 (Amazon VPC EREER) FHNEAZ2EEZFER AWS &

HBFE
NDILEE o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html

3R EE T2 Studio

ERAEER

BB ETR

BRI ERBEST  ELETHREEERDTHNAE VDI TEEER ELME. RES XI& Linux
Windows KV{ETIRRE . HRESHRE , ST SURE

VDI BB RFHITIE SR

LB EEEMITEM RES #HREH LR 20

RE VDI BT TR

I#EIEE R RES HETEHEREBESR.

BETB<XETIRE .

5D SAERE
S3 URI
HTTPS URL (HTTPS URL)

RESR

HREIH , FRELUER 2 RBRVE S &

, 7 VDI T RN FEEREE S,

gl
s3 : //bucketname/script.sh
https://sample.samplecontent.com/sample

file : //luser/scripts/example.sh

ki
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘sampIecontent.com/sampIeJ { } ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh } [ 1,2 ]
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[s3://sample-res-scripts/sample.sh ' } [ 1,2 }
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
Add Scripts

ERAREMEH
AT A BUR
Research and Engineering Studio (RES) A EEBFERAERI BT URERE , URTMEFEHEE

BEHMBERNENGT. SEERBEMEERTAIRERE : "EXRKE, M "EREF/E, , T
HERAR

Bel  EEEALUERAFTREERTRMEFIES

1. EREEFITES "ENERKEER, K TREENEAEREMAEAENFARTEEER
RPBERR , Uk TENERRE,  URHEENERERAIFERESR.
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ERAEER

2. VDI TEEREEHTES "BYTERER,  AHEENEREEHERFTENL VDI THEER ,

R "@BMARIES —EERENTHERR,  AFEENERAERYRREERPEMERAENT

YERE R

BREESR , EEETUKERANTERGERETNIIFEES,
FE

- EREEHT

VDI TR ER B A

EEHARER

R AR R

RARR

KEHABRER

EREENT
ENMERKEER

BT AHESRTHIEESEAERERTHBNBREAENFE. CEAFMEMARENFT

RERE , WREXERMAEMERENFHENFIER,

Team Configurations

Groups Info Permission profile Info
| group_1 v ‘ | Project Owner
é Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a
different permission profile
Eroup_2 v ‘ [ Project Member
Add g P
No user: hed k'Addu bel E d.
Add user
EHZ= 41 H
EHMERME

BT AESKTFHIIEEESEAECAERAR LN BFRBABARFEHAESR.

FFATEER
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Research and Engineering Studio

VDI T/EREREE T
BT THEREER

EHREAACEAERENERISOEERB ACH VDI THERER, FRALEBETERIFEESR
REMEBECH VDI TR, ERE-—FAUUELNERILEESH VDI THERR.

MRFEBEFHERBELIERENGT , ISAtMEAMBFNERSEIZRE , OTF
N

Virtual Desktops

test2  Connect

© Ready ows  t3.medium @ No Schedule

1:05

Tuesday, August 6

B S IEE A AR TERER

AFFEEESEAERCASESRFNTFERER, ELEMAEREANTRSUIINESRS
REAMEREME VDI TR,

MRFEEECEAEEFAHMERERB TEEERN , EEASEEREERN TEERER
THTEREER , TR :
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RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

v Session Management

Sessions

MRIEEEFAELIEAHMARLI ITERBNGY , HEAESEEEBTERRIEREE
B, MR

RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

EEHNRERE

BA RES BEEE , B UHT T I BEREEFIRER,
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ERAEER

B 5 AT R E

«  REIRMIRE Studio TERAEH , EFELASEERPHNFTERE, EtERL , BUNENM,

EH. S, WA MMERAFRIRERE.

Project roles Desktop sharing profiles

Project roles (2)

[ Q Find role by ID ]
Role ID v Role name v Description
O project_owner Project Owner Default Permission Profile for Project Owner

(@) project_member Project Member Default Permission Profile for Project Member

WARFT AT RE R

© (e )

1 &
Latest update v Affected projects v
2 weeks ago 0
2 weeks ago 10

1. EXEFTREEEDL  ENEEREANFIUREESE, EHEEL , SRS ERIER

YT AR E R

Project Owner

General Settings

Profile ID Description
project_owner Default Permission Profile for Project Owner
Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile.

Project management permissions (selected 2/2)

Update project membership Update project status
Updat and groups associated Enable or disable a project

VIEh & project @ Enabled
@ Enabled

VDI session management permissions (selected 2/2)

Create session

Create/Terminate other’s session

2. ENMZFENERRGIER , DIREBIERFF TREENESR,

Creation date

3 weeks ago

Latest update

3 weeks ago

FFRTEER
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RES Permission Profiles Project Owner

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 2 months ago

Latest update

4 hours ago
Permissions Affected projects
Affected projects (2)
List of projects using this permission profile.
Project name Groups Users
Project1 [ 1 2
Project3 [ 2 0

BYFFURER

1. BEXEFUTREEERL  EEEMREEUEMFARER,
2. BMAFFUTREEZBBNHER  ARENER TEEIRIG W EE 2 EAEREFARFT T,

Create Profile

Create permission profile

Permission profile definition

Profile name

Assign a name to the profile

\ )

Must start with a letter. Must contain 1 to 64 alphanumeric characters,

Profile description

Optionally add more details to describe the specific profile

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membershi Update project status

Update users and groups

o ‘ o

a project. Enable or disable a project

VDI session management permissions

Create session Create/Terminate other's session

Create a session within a project Create/Terminate another user's session within a project

(0] (@ ]

)
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MREEET O] 5 EAR

- EFEFUREEERL , ZF-THEHZIENWERBRZIRER  EEDF  REBEFEREEU
BT ATRRER

Edit Project Member

Permission profile definition

Profile name

Assign a name to the profile

[ Project Member ]

Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a project Enable or disable a project.

VDI session management permissions

Create session Create/Terminate other's session

@ ]

o

i BR 5% A &R E AR

- EFEFUREEEEL  HF-THZIENWEBRZIRER  BEBF , REBRERRRER,
AR BRE MR B ERAERRFF AIRER.
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4| Research and Engineering Studio & admin1 v

RES @© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.

RES

Permission Profiles

4

Desktops
My Virtual Desktops

Shared Desktops

Create and manage permission profiles.

File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
v Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
(@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions
Software Stacks 1

Desktop Shared Settings
Debugging

Desktop Settings

4

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Permission Profiles
Environment Status

Snapshot Management

FRERFT A R EAE

B8 RES EXRHFEMMETRRFTARER , IHEREEERE. (M, 2EEESTUETNE
RERNFFFURERE, ) TRETERTAREEN AT . "EXRKE, W "ERE/E, . &
IREEREEZTENERCAENTT , EEAREFBHNER ; 2RXEEESREMRERERUT
FRIAFFANBRERE,

AT HE iR HERKE ERERE

B TR BIUSHEESHI X X
ERSER. ERE
—EALAERA S
AEABLEF 3R
FLEFKLEES
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IRIESIR

IRIE S BR W] 3# Research and Engineering Studio (RES) B2 &

BASERE

ERBERE

X

BIEERBERN SSH 517, REFFITNKREEMRESIT,

ering Studio

RES Environment Management

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,

read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Display

View the remote desktop. This permission is critical, review

implications before disabling.

@© Pointer

View mouse of remote desktop. This permission is critical,

review implications before disabling.

@© Mouse

Use local mouse on remote desktop. This permission is critical,

review implications before disabling.

@ Audio Out

Playback audio from remote desktop. This permission is critical,

review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles

Permission policy

Desktop sharing profiles

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling.

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ Sscreenshot

Save screenshot of remote desktop.

22N

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload

Upload files to remote desktop storage.

@ File Download

Download files from remote desktop storage.

RESHB A ERAEEMN

ELFE.I-O iE

i

& clusteradmin ¥

X

(6]

FFRTEER
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REERBERFH

RES EESAUEERBERT T THRMBERAFRER. NRBHAFTNER , £REKEEIEH
Web ARBUHHEIERIBHREE  tEBELERTHEZZHLAERRENER. BAFTNE
BB, EAETUESR Web ARRBUEHERERZEREE , LA LERX THEEIELEE
RRBNEHR,

’_‘j Research and Engineering Studio

res-new (us-east-1) < RES > Envirc

¥ Desktops

ronment.
My Virtual Desktops

Shared Desktops

ermission policy key concepts
Properly managing a

v Session Management
Dashboard

555555555 Environment boundaries

Define the environment boun: issions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and

eir status and automatically turns them to 'Disabled globally'.

Group:
File Systems @ Inf
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/}
Bu

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

FRUFENE R T REX THEBARARE , 28 A Web AOMMHNEAEREE LESTHER |, AERMMT
REENEE L, Wt EENEREEEFEEEERIE K.

AXE SSH FH

EESWURRRIZAERMANEM RES :RIEH SSH, SSH 7H VDIs 2ZIBE 2 FHIR{EHE,

ECRAL IR  RES SMBREXH  YRERAETUEE SSH FRETREH, EEFRATE
i, RES &5/ SSH FHl. HRUEEREFH I BIREMAEN SSH FRIEREHE. LYIRARAE

o

(® Note
E RES ABESF MK K SHEMLWIRS P t3.medium Amazon EC2 #1T{EEE AWS ,
HLEEEINENBTEEBHEBNFMEER. NMEFMAENR , 528 Amazon EC2 EEE
.

A SSH 7E

1. HRES FRANERABEEHET , BERREE , RRBEFTBR, ERERAT , #WSSH
FEUE R,

FFABUR 152
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| Research and Engineering Studio

res-new (us-east-1)

v Desktops
My Virtual Desktops

Shared Desktops

v Session Management
Dashboard
Sessions
Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
53 Buckets
Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

2. FFRA SSH FHL.

Research and Engineering Stud|

res-new (us-east-1)

v Desktops
My Virtual Desktops

Shared Desktops

v Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
53 Buckets
Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

Permission policy

@© Permission policy key concepts
Properly managing a

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally’

v File browser and SSH permissions (enabled 0/2)

O Access data

he navigation menu and access data via web portal

D ssHaccess

Access data and desktop via Secure Shell (SSH), displayin c uctions' in the navigation menu. Disabling SSH removes the menu item as we

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

© SSH access is being enabled. The application will auto-reload once the change takes effect.

Permission policy

© Perr n policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profileslisted below, while disabling permissions overwrites their status and automatically turns them to Disabled globally.

ns (enabled 1/2)

browser and SSH permis:

@ Access data
o

lay File browser in the navigation menu and access data via

SSH access

1 access instructions'in the navigatio 1 removes the menuitem as wel

@© Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

3. WEEEFHE , BIERA SSH 7HL

| Research and Engineering Studio
res-new (us-east-1) <
v Desktops
My Virtual Desktops

Shared Desktops

SSH Access Instructions

v Ses:

n Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
3 Buckets
dentity Management
Permission policy
Environment Status
Snapshot Management

General Settings

Permission policy

@ Permission policy key concepts.
Properly managing a c

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and

profiles listed below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally

v File browser and SSH permissions (enabled 1/2)

D Access data

@© ssHaccess

cess data and desktoy H access instructions' in the navigation menu. Disabling SSH removes the menu item as we

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [2

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

ATATBUR
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ERETREAEESKES SSH FREREH,

Research and Engineering Studio

SSH Access

res-new (us-east-1) <

v Desktops

My Virtual Desktops

Shared Desktops

T |
oo mcions [ ¢ (|

v Session Management Access environment using Linux / MacOS Access environment using Windows (PuTTY)
Dashboard Follow the below steps to connect to the cluster using Terminal on your Linux or MacOS laptop/workstation: Follow the below steps to connect to the cluster using Terminal on your Windows laptop/workstation:
Sessions
Software Stacks Step 1: Download my Private Key Step 1: Download my PuTTY private key

Debugging Download the private key file, and save it your ~/.ssh directory. & Downlo y

v Environment Management

Step 2: Configure PuTTY
Projects
. Step 2: Modify key permissions « Download PuTTY (2
e « Ashostname, enter 3.92.72.222
Groups Run: chnod 600 ~/.ssh/adnini.res-nen.privatekey.pen + Navigate to Connection > SSH > Auth and enter the path of your key admin1_res-new_privatekey.ppk
File Systems under "Private Key used for Authentication”
S Buckets Step 3: Connect to the cluster + Save your session

+ Click connect/open to access the cluster

dentity Management RuN: ssh ~{ ~/.ssh/adnin]_res-new_privatekey.pen adnin1€3.92.72.222
Permission policy
Environment Status Step 4: Create SSH config [T Step 3: Enable KeepAlive
Snapshot Management If you don't want your session to be automatically closed after a couple of minutes of inactivity, edit If you dont want your session to be automatically closed after a couple of minutes of inactivity, go to Connection
General Settings ~/.ssh/config and add: and add "3" as "Seconds between KeepAlives"

Host res-new-us-east-1
User adnin
Hostnane 3.92.72.222
ServerAliveInterval 10
ServerAliveCountMax 2
IdentityFile ~/.ssh/adninl_res-new_privatekey.pen

Once updated, you can simply run below to connect to your cluster:
ssh res-new-us-east-1

£ H SSH 7

1.

# RES X ZANEAEEEKT , BEREEE , AREEFTIR. ARREAT , EHSSH
R,

| Research and Engineering Studio
res-new (us-east-1) <

v Desktops

Permission policy

My Virtual Desktops

Shared Desktops

@ Permission policy key concepts.
Properly managing a

SSH Access Instructions

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

v Session Management

Dashboard Environment boundaries

Sessions. Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profies lsted below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally
Software Stacks
Debugging ¥ File browser and SSH permissions (enabled 1/2)
Desktop Settings O Access caa

v Environment Management
© ssHaccess

Access data and desktop via Secur (55H),displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as we

Projects

Users
@ Info

Groups
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [2

File Systems

3 Buckets

dentity Management » Desktop permi

ions (enabled 12/12)

Permission policy
» Desktop advanced settings (enabled 8/8)

Environment Status

Snapshot Management

General Settings

F1#5 /M SSH 7HL.
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| Research and Engineering Studio

res-new (us-east-1) © sSH access is being disabled. The application will auto-reload once the change takes effect.

v Desktops

My Virtal Deskiops Permission policy

Shared Desktops ’ —

SSH Access Instructions

@ Permission policy key concepts
Properly managing a

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

v Session Management

Dashboard

Sessions

Software Stacks Environment boundaries

Debugging Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and

profiles listed below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally'
Desktop Settings

v Environment Management ¥ File browser and SSH permissions (enabled 0/2)

Projects @ Access data
Display File browser n the navigation menu and access data via web portal.
Users
Groups SSH access
Access data and desktop via Secure S access instructions' n the navigation menu. Disak emoves the menu iter as well
File Systems
Info
53 Buckets ®

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
Identity Management

Permission policy
Environment Status » Desktop permissions (enabled 12/12)

Snapshot Management

» Desktop advanced settings (enabled 8/8)
General Settings

3. BFE&#& , €M SSH FHL.

| Research and Engineering Studio

res-new (us-east-1) nvirol t Mar ent

Permission policy

er permissic hout the environment

v Desktops
My Virtual Desktops
Shared Desktops

@© Permission policy key concepts
Properly managing a

policy requires the cascading effects permissions can have across the environment, Before making any changes, read the Info.

v Session Management

Dashboard
Sessions Environment boundaries
Software Stacks. Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profiles listed below, while disabling permissions overwrites their status and automatically turns them to Disabled globally.
Debugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Environment Management O Access data
Display File browser inthe navigation menu and b portal.
Projects
Users (P ssHaccess
Groups

@ Info

File Systems
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

53 Buckets

Identity Management
Permission policy » Desktop permissions (enabled 12/12)

Environment Status

Snapshot Management » Desktop advanced settings (enabled 8/8)

General Settings

ARESRMEFT A

EESALUFAMSBERARERT , A& SEEmME THERRESEN VDI 28, MAEEMIRTE
HAUARBYKEHAARER , UAEHKAHAANCERAETHTHLEDSE, WRERAEAKERFT ,
EEEHFAREHAAREETHNHEN, ELHASRES "28FA. . IEEESBXRRAL
KE , REXAREETNHFINERFEANRE , EXEEEFBIHARIL.
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RES Environment Management

Permission policy

Permission policy

Manage user permissions throughout the environment.

L & clusteradmin ¥

(6]

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,

read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay
View the remote desktop. This permission is critical, review
implications before disabling

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse

Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ Audio Out
Playback audio from remote desktop. This permission is critical,
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

KEHARERE

EEE A UE IR
HTE% o ]E‘u:b

EREY BT

BIURERE

EEEWLLEFEREIR
BHEFA , URFEER

2

@EO

SERPRTFHRKX

ERREMHMBRER. AR, WATURAREERRE,

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste
@ Keyboard SAS Copy from local clipboard to remote desktop.

Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling. N
@ File Upload

Upload files to remote desktop storage.

@ screenshot

Save screenshot of remote desktop.

@ File Download

Download files from remote desktop storage.

Efl. FrEEREE A UFEUE £
ATAITREEIB £ E AR REF T,

ERE , WM AR THEREER

ARERHIR, REFR

FFRTEER
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Project roles Desktop sharing profiles

Desktop sharing profiles (3)

{ Q Find profile by ID

Profile ID v Profile name

O observer_profile View Only Profile

©)

reviewer_2 Reviewer-2

(@) reviewer Admin Profile

v Description

This profile grants view only access on the DCV Se...

The studio of Jadé Fadojutimi, the British artist,...

This profile grants the same access as the Admin o...

v Latest update v
2 days ago
27 seconds ago

24 hours ago

r Profile definition

Profile name
Assign a name to the profile.

[

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description - optional
Optionally add more details to describe the specific profile.

[

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

¥ Desktop permissions (enabled 12/12)

@ Display

Receive visual data from the NICE DOV server

@ Pointer

View NICE DCV server mouse position events and pointer shapes

@ Mouse

Input from the client mouse to the NICE DCV server

@ Audio out

Receive audio from the NICE DCV server to the client

@ unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

w8 5 TE R
ERmMERER !

1. BHAENRER.

@O Keyboard

Input from the client ke o the NICE DOV server

@ Keyboard SAS

Use the sec
Require

Ire attention seque
yboard permissions as wel

@O screenshot

Save a scr hat of the remaote desktop

2. ZERF  ARBIRBUMERRERE,

@ clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

@ clipboard Paste

Copy data to the NICE DCV server from the dlient clipboard

@ File upload

Upload files to the session storage

@ File Download

Download files from the session storage

FFATEER
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HEERHE,
BEMRFEE.

3.
4.

HREBBNETAEEHEAERZ B R TERER.

Project roles Desktop sharing profiles

Desktop sharing profiles

Manage your desktop sharing profiles.

© e o) CEEZID

[ Q. search ] 1 &
Desktop sharing profile ID Title Description Created On
[ [o] testprofile_1 testProfile_1 9/15/2024, 9:29:55 ¢
(@] observer_profile View Only Profile This profile grants view only access on the DCV Session. Can see screen only. Can not control session 9/11/2024, 2:10:22 1

»

r Profile definition

Profile name
Assign a name to the profile.

1

[ testProfile_1

Must start with a letter. Must contain 1 to 64 alphanumeric characters.

Profile description - optional
Oprionally add more details to describe the spedific profile.

[

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

v Desktop permissions (enabled 12/12)

@ pisplay

Receive visual data from the NICE DCV server

@ Pointer

View NICE DCV server mouse pasition events and pointer shapes

@O Mouse

Input from the client mouse to the NICE DOV server

@ Audio Out

Receive audio from the NICE DCV server to the client

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

@O Keyboard

Input from the client keyb

ard to the NICE DCV server

@ Keyboard SAS

Use the secure attention sequence (CTRL+Alt+Del). Note:
Requires Keyboard permissions as wel
@ screenshot

Save a screenshot of the remaote des

(® clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

(O clipboard Paste

Copy data to the MICE DCV server from the client clipboard

O File Upload

Upload files to the session storage

@ File Download

Download files from the session storage

FFATEER
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BRI

File Systems

Create and manage file systems for Virtual Desktops

Q 1

Title Name File System ID Scope Provider

Shared Storage - Home home fs-0b4cesh1914913e4 cluster efs

FSx Lustre fsx_lustre fs-0a9042e216f9e3109 project fsx_lustre

FSx ONTAP fsx_ontap fs-0105118574b5e3330 project fsx_netapp_ontap
efs home efs_home fs-0df4c9ac93b975142 project efs

RERRKEE , BN

1. ?%%ﬁﬁ%\l Lo
2. ERERRKR , FEMABFINERRE

a. RERREHMEEER
b. RERBRERIRK
3. MAHIERRM.
4. BIRERRRR  SUURREHKRDHER , IREERREFAES.

ES -]
- MABRRE

MABRRE

® Note

BERIMARERRE , eXABLAHERN VPC MEL —{E RES F#Eik, LEXERRELE
HERERLEE , UEERN VDIs AIUFEERRENAR,

1. BEFNARRRE.
2. RTHAXNBEPRIERRRE, RESUAHMFAERRERR.
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r 3
Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ .

[ fs-0013c7a86bbd5f79e [efs] ]

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] ‘

3. BARERRRFMENR.

® Note
RiEER  EEENERAFETHUERUHERFREIERRR , 2RBBERE,
EEMAFER LT BSNERRARL ARG EBE B KKERER RIMA/home, B
EXEHSERRATAXNEFEER LEAMANERRR. LURFHRBEREERNE
B, AARARHEERMHEHNERETREBRH VDIs FEERRHK. VDIsERKERRK
HEAEERREMA L EERVHER.

4. BEREXR,
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©

Title
Enter a user friendly file system title

File System Name
Enter a file system name

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (_). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

A

RIREE

r 3
Onboard New File System X
Onboard File System
Select applicable file system to onboard
[ fs-0edf4f076a4631d76 [efs] v ]

[ )

[ )

[ )

4

REEEUVHLEREZARBRENEBERNESF  BE-EMNERNE. SBRK , EAUREFRE

MREE |, WRERBREEFHRRENHRE.

RIREE
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RES Environment Management

Snapshot Management

Created Snapshots ‘= ©

Snapshots created from the environment

[ Q, Search ] 1

S$3 Bucket Name Snapshot Path Status Created On

No records

4

@Oy

Applied Snapshots ©

Snapshots applied to the environment

[ Q  Search ] 1

S3 Bucket Name Snapshot Path Status Created On

No records

RRREERHE , B .

1. BRFTER I IRB R HAREE,

2. BRI, BXEEEVEEEEFNTHNRIFEER , THEIRR,
3. RIEFTEEAMNRBREMEE,

4. ERRE,

ES]
« BRI

- ERARE
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AT RMBE L EFF A Amazon S3 @f7ErRE , TREBMRE. NFHREYRFIrEMARNE
A, F2REVFRENE, RAZBECRARTTERRTEFNMAMRB[EFMCE, MER  JUREE
RN BRI R E LRE,

® Note
It Amazon S3 TN EMBMKTEEERTEE. SFER IRAEEREFIRLED
B

BERFF IS ERFATR

1. RREFREETENECREYNRTTE,

BT AR5 2R,

£ Bucket policy (RREFATBEEK) T , #IE Edit (RIE).

B THIRAXFHEERFIARBR, UEECHERRELE :

w0 N

+ AWS_ACCOUNT_ID

+ RES_ENVIRONMENT_NAME
+ AWS_REGION

+ S3_BUCKET_NAME

/A Important

TENREAFEER AWS, FFMEF , 552 Bhttps://docs.aws.amazon.com/IAM/
latest/UserGuide/reference_policies_elements_version.html,

JSON

"Version": "2012-10-17",
"Statement": [
{

REREIE 163
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"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-

"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {

"AWS":

role-{AWS_REGION}}"

Y
{
}
]
}
BEEVRR :

},

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxtMultipartUpload”,
"s3:PutObject"”,
"s3:PutObjectAcl"”

]I

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}I
"Principal": "*"

1. J&IE Create Snapshot (B3I RE),
2. BIAEEINHK Amazon S3 HIFIFREE,
3. BHALRFTERBEREREITEPKE, Hl0 october2023/23,
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4. BEREXR,

Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (1), asterisks (¥*), single

guotes ('), parentheses (), and hyphens (-).

I A

5. 5310 98E%E K EARBEELBESHEBUBRERE, ERER IN PROGRESS #F 4
COMPLETED 2 #i , REBHSEM,

ERRER

BURERRER  EULUSZRREAZHREUEBER. CEFTESTNBRNEEREFTRE , 2
ATIRIR AR B

EARBEERER , flINFERAEN T, EX, HBHE, FUREENERRRERERRE
WEE, FAEIERBEETEERE. EARKE K TaERESEERESENELRENR , UHEE
EREHFE. HREENRHE  RESRBEMREPEVER, HREL W5k , flntAR
Btk BEHMEAEREAGENMTRE , c8EAUTENRLEGEXE BB

#% : RecordName_SnapshotRESVersion_ApplySnapshotID., ApplySnapshotID &iERE&E
BEER , WEHAINBRXEHAERARR,

EREEAEXYE  REEREZERNTANE. FREELEANERETEERIL, HREFHKE
BHER , RESREMKERNTAME, NRAKEREZER , ISERFHERERNERATEL
FRER,
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MEFIRETMFEHAH KLY , B iwE AFEBEEPHREH CloudWatch B /res-<env-name>/
cluster-manager AEVSFHMHEN. SEAFHEE [EARK] E8. EAREBE , BONUR
the section called “IREBEE B HEMREHAEE,

BERFFAHEEREFATE

1. REFEFTREEPENERINRBTIR,

2. EEFFIUERER.

3. £ Bucket policy (fFETBER) T 5 , ##Z Edit (W)

4. BTIRAXFTEEREFTRBEE, UWEECHERRELE :

« AWS_ACCOUNT_ID

+ RES_ENVIRONMENT_NAME
+ AWS_REGION

+ S3_BUCKET_NAME

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::111122223333:x0le/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-{AWS_REGION}}"
}I
"Action": [
"s3:GetObject",
"s3:ListBucket"
]I
"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"
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"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
},
"Principal": "*"
}
]
}
EEZERARR
1. EBEERARRK,
2. HWAGEMREHN Amazon S3 REFETEERE,
3. HAREFERPRENERERE,
4. EERER.
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I

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (¥*), single

guotes ('), parentheses (), and hyphens (-).

5. 5310 7ER K EREEEAHEH L REENEEIUREMRE,

Amazon S3 f#ZirEE

Research and Engineering Studio (RES) X #&#% Amazon S3 f#FiFEE # & Z Linux Virtual Desktop
Infrastructure (VDI) #1788, RES BEEE L% S3 #FArf8MMA RES, #HEEEZEER, FEH
HEE  URBRREEET S3REFITERSIEBINRFITE.

S3 REFFEERREHETEANEINA S3 REFFREE, & S3RAFFRERR , BN

1. ERAFERFITRAE S3 REFrEIMA RES,
2. 1BH S3 RIFArRLERABEIEERRE !
- mEREITE
- BRETTE
3. FRESEMUKRFIrBRBES , YSKIMWAN S3 EFiTE.
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RES Environment Management

S3 buckets

and

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

53 Bucket arn:aws:s3:res-s3-example /53-bucket RAW %p default

T3 ZERBPUAE RES ERXRFHPEE Amazon S3 #EFETE,

£

- @8 VPC ZEM Amazon S3 fE1FETEE S RIRM
- ¥7138 Amazon S3 fE1FETEE

- #®# Amazon S3 f1FETEE

-« BBk Amazon S3 REFETHE

- EXfmEt

- BIRFREFTEEFR

- BFIEFAE VPC R ERINE

- MEDZ

« XA CloudTrail

fRat VPC 3BEH Amazon S3 FE1ZETBE S0 RIGH

MREEHEIREA VPC 1 EFE Research and Engineering Studio , 57 AWS IRE ##% RES 2
% , KB THZBEF lambda fHEESE,
1. & AEBE Research and Engineering Studio 2 AWS tRF# Lambda 4,

2. ERWEEEZTE S M Lambda BBI<RES-EnvironmentName>-vdc-custom-credential-
broker-lambda.

3. EH HBMERERSIRR,
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e @ This function belongs to an application. Click here to manage it. X

¥ Function overview s (__Export to Application Composer ) (Download ¥ )

Diagram Template )

o]
6

Description

‘vele lambda to provide temporary credentials for mounting object
Related functions:

elated funetions: storage to virtual desktop infrastructure (UDI) instances.
| select a function v
Last modified
s ‘ 17 hours ago
‘ S Layens ©
PEE— Function ARN
(_ + Adddestination )
API Gateway 2 Y
(_+ Add trigger ) Application
Function URL info
Code | Test | Monitor | Configuration | Aliases | Versions
General configurati " . e \
eneral configuration Environment variables (16) (edit )
Triggers The environment variables below are encrypted at rest with the default Lambda service key.
| Q Find environment variables 12y
Permissions
Destinations Key Value
AWS_STS_REGIONAL_ENDPOINTS regional
Funetion URL

CLUSTER_NAME
Environment variables

CLUSTER_SETTINGS_TABLE_NAME

Tags

DCV_HOST_DB_HASH_KEY instance_id
VPC

DCV_HOST_DB_IDEA_SESSION_ID_KEY idea_session_id
RDS databases

DCV_HOST_DB_IDEA_SESSION_OWNER_KEY idea_session_owner
Monitoring and operations
tools MODULE_ID wde
Concurrency and recursion OBJECT_STORAGE_CUSTOM_PROJECT_NAME_AND_USERNAME_PREFIX PROJECT_NAME_AND_USERNAME_PREFIX
detection

OBJECT_STORAGE_CUSTOM_PROJECT_NAME_PREFIX PROJECT_NAME_PREFIX
Asynchronous invocation

OBJECT_STORAGE_NO_CUSTOM_PREFIX NO_CUSTOM_PREFIX

Code signing
File systems.

State machines

4. HEA , BERRBHUREKER.
5. ERRE A YR TIMRESETHEERI

« Z&5|# : AWS_STS_REGIONAL_ENDPOINTS
« { : regional

6. BEMT.
#7318 Amazon S3 FE1FETEE

HEM S3 REFRNEEEN RES RE !

1. EEFEFEERTE,
2. MARTEITREFEES  AINREFFEEE. ARN MHEE,

/A Important

- RUNFHEEFITE ARN, HERNEXNBEZEREYREE,
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- AT ARN TEE—EFE , SMAN S3 RETEBEZFERE.

3. ENEmMAREFIENEN,

/A Important

%

\

- EXifERE WEEARERARBRERNFEES , F2R .

4. EEREEET , SRS IAM A6 ARN REHRAFITRUETERFFE. FKR FHP
RERFREFTFEFHEYBIRFFINAEN IAM A,

5. (ER) SERFrEREREVEN K BRUUEBE, T8 , S3HETrEEIHIAINERNER
VDI TR, REERERFTEELEH < RRBN TFER , X 2HEFAFE.

6. BERERX,
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RES

Add bucket

Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Mame (ARN) from

Mount point
Type the directory path where the bucket will be mounted

Mode
() Read only (R)

Allow user only to read or o

53 even across different accounts

© Read and write (RW)

Allow users to read or copy stored data and write or edit

Custom prefix

Enable th em to create a prefix automatically

| Mo custom prefix v

» Advanced settings - optional

1AM role ARN

To access the bucket, paste the |AM role Amazon Resource Mame (ARN) copied in Identity and Access Management (LAM)

Project association

Projects - optional
Associate the bucket with t

| v | .;:(3:;.

to Create Project.

lowing projects. To add a new proje

(o) DD

#m&E Amazon S3 fEFETEE

1. 7% S3 f@FRTE/FEIZER S3 EhTRE,
2. EBMEIhEERP , EEURE.
3. WALBHEN.
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/A Important

- BERE S RETFRBEVAHITEAEETrEHSRIRERNBEEREHERR
(VD)) B11TEE. RAEEREFENEZEREVEN %  RETFEITSHIIERF
BRENEY VDI THEREER .

- HUEERE S RFETENERIEXE SSAFrETNEY  CeEREERE
BEEAFINZER,

4. EEREREIERE.

RES » Environment Management

Edit S3 Bucket

Bucket setup
Bucket display name
Type a user friendly name to display

53 Bucket

Project association

Projects - optional
Choose the projects to associate tc

‘. default X ‘
1 It

defau

[ cancel ) Save bucket setup

#B& Amazon S3 7T

1. % S3 AT/ E PR S3 T,
2. eBMFEHRERY , EEBR.

/A Important

- BUAZRBETRIBRABERE.
- BRRFETEXE S RFFETNER. ©RE8EKR S3 fMEITIRE RES REIH.

- BREFTEESEFRAN VD THEEREXTHERERNEAERIBIE (~1 )
BEAFIZEEFIBENAR,
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EXifmaE

EEK SSRETERNEERES K , BN EERRAFIrETNENRRGBEERNERE, £
BEFFEEEL , SLREZMEE R) TS (RW) B,

MERR

Read Only (R) MREH , AIZiRIBFHEZETE ARN (Amazon Resource Name) B & 58 | 11T
EXiimst, fln mEEEEFEH ARN SR EETEHIEE RES , arn:aws:s3:: :bucket-name/
example-data/Y St EGFITEESER A NERB EIVEE , AIRER A F1IEX B AKE VDIs Y
FERAEREFEIER bucket-name TMu FHIER /example-data, A4 EFEEEE R
R, MRLZEFEMRMEIGFZESE ARN , AIZERETRGRMGEAEBBNTMNESR,

AIAME A

WRIEH Read and Write (R/W) , ERBRAFITE ARN WFEABIFITERREE , 0 AT
R, WIEXBHMEER K AREEEA SSHETFITBRHUEBHAEBRMNFTE., Read and Write
(R/W) EE K , HFIFEERSERTH , RHEETIEEN T IEER !

- REHIIFH

* /%p

* /%p/%u
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RES Envirol nt Management 53 buckets

Add bucket

(@ Currently only available for Linux desktops

Bucket setup
Bucket display name
Type a user friendly name to

— )

Bucket ARN
Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts

Mount point
Type the directory path where the bucket will be mounted

( )

Mode
(O Read only (R)
Allow user only to read or

Associate the bucket with the following projects. To add 2 new project, go to Create Project

EEFTERIREE

ABFTFHEIER No custom prefix B , @HiE/METE K MEEETMANBETERR

B, SURERKTITRBEBBNTINEREGENNEAEFZIE, flm, MREESFE
Farn:aws:s3:::bucket-nameNo custom prefixiZHH ARN #SREFETEFIEZE RES , I
KL FErREER ANIERX B EV M  AIRER A NEXR B AME VDIs WERES#HERF
FERENERGHERNNE AFIUE,

BEERERNERREH

ARBEFIFEEN /5p B, BTN ERSRBEZEAMEBHNSAEIBEER. sp BHERAKE
RERL, il WREBEMFEHarn:aws:s3:: :bucket-nameBH /%pFri& B9 ARN M / ##
ARNHHMERTITRNEE RES, UKHRBFITRESRANERZBEVEH , IERA R
WERE A TLUBEREA / #iit. ERADPNERAE B LU UEEFERE AT / #1rBPiR
BHER, T8, mMREEHE B EERB F/ME VDI X / ##+BH S8 , IS TEERER
EAFMBRENER RAERARHEZRGERH. EX EAEABTAURA SIFEEITRBNFET , /
ProjectAMfEAE B RAEEREZRE B F£HH VDIs/ProjectBRFFE o
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BEER. SEAEAEBRRNER IR

ABIIFEEN /%p/%u K BTN ERSEREREBHNESABEER

MEAERRH, sp BHRKRERERS , MuRREAEER, flw , EEEFEH
arn:aws:s3:::bucket-name ARN &8 /%p/SuiBEY M / #ra#BEE S | EREFTENE
Z RES, WRFFREEZ ANEXB HEN, EXAPNERAE A TUBEREA / #4144,
HETERHENBERTRESp , EUHIBERT , FHAEBTEEIFERAE AL/ #1+BNERATRE
ANER , HAERNRHERNEAERERH, EXFEAEABANR SSRETRNFET , /
ProjectA/UserATfEf#& B REEEER A FEHHE VDIs/ProjectA/UserBEEE ,

BiRkFREEITEFE

RES ResAfEHt AWS tRFHEfEFIE  IRRELRFTREABEENT. ETHERMF | ik
F A 8 RES IRIFBEEIRF B P#EE S3 fFRTE.

S 1. £HE RES WIRFHEIL IAM A® (EBBAIRE A):

1.
2.

BEAEEFEEH S HETE (RF A 2 RESIRFH AWS BEXIES,
BEEK IAM X385 -

a. EEZE AM ERR.
b. EEEBEHKF , BEIXK,
BIUBUR :

a. EBEEMBUR,
b. 3&H JSON Z%,
c. BYET%IJSON B3R (<BUCKET-NAME>LAWRFE B K S3 fEZEr @2 MEUR ) -

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject",
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"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"

]I

"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:: :<BUCKET-NAME>/*"

}

d. EE-F_Z’FO
4. WEWERITBUR :

a. RBEHBERWE®E (#Hl, "S3AccessPolicys )o
b. MIEZERMNEARREEBRNEN,
c. BMEABXE, RAREFBRIBX.

5. BRKIAM E#A

a. EEZE AM EXRR.
b. EEBEHKF 6 BEAE,
6. BIU/E:

a. EBEENAEG,
b. BEBIEEIBREAGEEENER,

c. BELET%|JSON BER (<ACCOUNT_ID># B BIRFE A NERIRSE

ID. <ENVIRONMENT_NAME>#& B\ A RES SPEBMIRERZT , <REGION>Y % RES SFE A

AWS [E1F )

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

Amazon S3 f1FETEE
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"AWS":
"arn:aws:iam: : <ACCOUNT_ID>:xrole/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-xole-<REGION>"

3,

"Action": "sts:AssumeRole"

}

d. EE—F_ﬁo
7. EEFFUBUR

a. BESWRINELHNEINBR,
b. EE—F_ﬁo
8. Fid. BENERYAR

a. BWAABREM (flw, "S3AccessRole, )o
b. EZB3IT , BIEMEER , ARWMATIR|IEFNE .

- RB5|# : res:Resource
« {H : s3-bucket-iam-role
c. BEAE K RREBEBEBRIUAEG,
9. ¥ RES Hif£f IAM A .

a. HEREEMNN IAM B8 ARN,

b. EARES X##A,

c. EEXRBEEHT , BE SIS HEAE,

d. BEMNEHEFATRE  LEMABSIKS S3 MEIE ARN ERRE,
e. EBEEFEMNE-BEATURNEE,

f. 7 IAM A€ ARN B FEASE ARN,

9. EBEENEHETFATR.

HER 2 BNIRF B FHVREITEREER

1. BAWRFE BH AWS EEFEA,
2. BRS3 EEZA
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a. HEZF S3 &R
b. ENEERTFEIENFMEFIE.

3. mEFEFIEBECK

a. BEEFFAURSIER A AREBEREFFEBIGK.

b. FETIBE , URFIEF A BREEETEN IAM SEFEE (# <AccountA_ID> KA
RE A ERIRSE ID , Yi§ <BUCKET-NAME> BUX A S3 fiEITEMNERE ) -

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"
},
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"
]I
"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:: :<BUCKET-NAME>/*"
]
}
]
}
c. EBERMF.
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BriE# B VPC RV ERINAE

BEMIEERESENRRZEN S3 REFERZ2EIHIIRFHFECH S3 RAFTE | B LUERE VPC
IR FRRBLENFAE VPCo THITERRAMAA S3 IRBEY VPC indh , AXBEHFEUERS /Y S3
RERE  UREABIRFRFIENEMEMIRS.

1.

BB Amazon VPC £# 4

a. BAAWS EEIFIEA,
b. BRI https : //https://console.aws.amazon.com/vpc/ BY Amazon VPC £ &,
BT S3 M VPC i3 -

a. EERIESEEKHIEE Endpoints (iE).

b. EEFEEVIKH,

FEFETETE Service category (BRFE¥EA) 1L , B EEIE AWS services (AWS BRTE).

d. ERFEEZBEMF , A com.amazonaws.<region>.s3(<region>ERERE AWS &
) HES "S3",

e. RFEHIEE S3 RK.

AR TE Ui B ERTE

o

a. % VPC , ZBEEEEII BN VPC,

b. & FMAK , BRESEHEAR VDI FHEBHNWELE FR%.

c. SHHEFA DNS B8 , FHREC AE 21, EFHEFE DNS T HEBHN ARBEENE.
5% TE BUER LARR I /7 EN

a. HEBERT ,EEHF,

b. HEBERGESET 6 WARHNERERFIBERFAERNBEE. ATREHBE (&
mybucket MR REW S3 REFATRREM , Wn§ 111122223333 M 444455556666 B 5
EREFHAEE AWS RS IDs) :

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Principal": "*",
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::mybucket",
"arn:aws:s3:::mybucket/*"
]I
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"111122223333", // Your Account ID

"444455556666" // Another Account ID
]
}
}
}
]
}
5 BYinF
a. WBILHEE.
b. EEFEEVIKH.

6. ERFIRE

a. BIUREE A6 BEZE VPCEEATNIRIEER,
b. EEUGREIAIRS
C. Eﬁ%ﬂj{z@:’%zﬂ_jﬁﬁo

EBESLELSER B UEY VPC i%E |, 25 S3 FEERREIRFRIEEIRSE ID ANER.
PR R B
MR ERFFEITFEIEEEE VDI LHBEH

MRFREFIREEE VDI LHH  ALECETREREER. FRETIZEET

3
o

1. ®WE VDI BF :

a. ZAAWS EBIF#EA
b. BREC2 AN EEZTHIT(EE
c. EHUEEER VDI #ITEE,
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d

e.

&8 Session Manager E#£ = VDI,
BITTIGS -

sudo su
cd ~/bootstrap/logs

TEER , BEgkIsI8HFE. TAXMNFHERATENLN configure.log. {time} B
.,

WA | BEWE /etc/message HFLIEB EZEMERA.

REBFTEAERFRNEE Lambda CloudWatch Logs :

2AAWS BEEFEA
BRX CloudWatch =AW EEF HEEE 4R,

B S H584H /aws/lambda/<stack-name>-vdc-custom-credential-broker-
lambdao

BEFX—ETANBFEE , XEAFPRIEMER, ELARBESFRRMARRER
ABRUHE S3 M@ B EEENFEEA.

BREBITEAERBNEE API Gateway CloudWatch Logs :

%A AWS EEHE fu I:I o
BHRX CloudWatch =& W EEF HEEEHA,

S GBI <stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,

BEFX—ETANBFEE , XEBFPRIEMER, ELAFTBETSEMTHFRN API
Gateway EIfERVRFIHEF L)\Hhaiﬁﬁ S3 REFRTREMENBIIEAER.

mAEMARRERFITEN IAM AEERE

3

& A AWS DynamoDB FiE &,

BEUE R ¢

a. EERAIEBEEEF , EEF Tables (ERR)

b. S¥IIEE <stack-name>.cluster-settings,
FHERK
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https://console.aws.amazon.com/dynamodbv2/home

5B TR Studio fEREEE
a. EE RRERKREE
b. MECEHRHE,

4. FEERERGRMG

a. ERIEEHRIEMUEEEEREER B,
b. BREMBEHUTATHES -

° E’l"lt . iﬁk ﬁﬁo
.« R4 EEFEE,
« B WA UFEEBERNERRKEshared-

storage.<filesystem id>.s3_bucket.iam_role_arnBUMt <filesystem_id>,
5. BTHEHE -
BEH TS AN IREBITRER,
6. BREE:
MREEFHE , FRASEAERN IAM A€ ARN [EREREE.
MRBEFREFRE :

a. EEEVIEH,
b. WAIEBFMER :

- SHHESB|EM WA shared-

storage.<filesystem_id>.s3_bucket.iam_role_arn,
- FIBIEEHN IAM B ARN,
c. EBEREFUMNBEE,
7. E#FKE VDI HITER

EXNMREBHITER , SRERBRXHHZTIER IAM B ARN RZ&VDIs,

EYF CloudTrail

EZEM A CloudTrail 2 AELKIRS F A CloudTrail , 5&1& AWS CloudTrail A& ERHHE
A CloudTrail E2&ZEMAPRMHAIER. CloudTrail #EBFCFE S3 FFETEMN 1AM AR
FOHY S3 RTFIEMNEN., EVNERKEEREZERSERAENHTER D,
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EH Em

AERBREAECRERKRAREMERERFNES,

£
- SSH FHX

SSH f7EX
EEER SSH FIMESTH .

1. % RES Ihgexk |, 212 SSH =FHL
2. KBEM@MLEWIER , F£H SSH = PuTTY #1TFEL

FEBESRH

EBESERE (VD) BETEFAEELMEE Windows = Linux EfSE AWS, FHETUFERHE
RN IEMELEZEWRENERAENREE Amazon EC2 #1T{EE.

X ENEERR
RES BRIXEMEATIERRERBERRE

« Amazon Linux 2 (x86 1 ARM64)

» Ubuntu 22.04.03 (x86)

« RHEL 8 (x86) # 9 (x86)

» Windows Server 2019, 2022 (x86)
* Windows 10, 11 (x86)

ES |
- BB R E
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- FRENRE

- EHEHNREAMRE

c BREREE

- HEERTERERERERA

- FEERKE

- ERREREEBEL

X EDHTRY SR

1. fRIeERT  EERNERKHEH,
2. EEROFNERRE.

tual Desktops

Virtual Desktops NCY - KRS

3. BMAMKRENFEE.
4. BEREX.

BELRAEANFFEYER , SNKERE 10-15 SEAATHER. REBKBEUARZEHRIR
%, RES 17 GPU #1T{EEE Y R R AR BRI IE

FREDRT Y R 185
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FEUEM RHE

AEFIERKE  FEEREN R , YR Web 5 DCV A Fim 1TE#R,
Web connection
EiB Web B BERFINREARRKEENERS E.
BIEER  EEEE , ERZERBEREFNENRE.

MyDesktop3-windows (2 Connect

(avcvseiomric )( @) .

DCV connection
iEiB DCV AFmEFEAN S E iR REMEE, &EFEB DCV FH :

1. BEDCV IEBRERIUTH . .dcvER, BEEERMK LLE DCV A FiR,
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Virtual Desktops QI e | o)

rheld & Connect

@ Ready RedHat Enterprise Linux 9 t3.medium @ No Schedule

2. WMERERH , FRE ? BT

How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

& ZIP & MSI

Step 2) Install the DCV client on your computer.

Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

FRENSE 187



HZREE TR Studio EREEmR
I8 R R EARRE

ERRBKREAME

1. BREDRF

tual Desktops

Virtual Desktﬂps C ':‘ ETOGTIERED Launch New Virtual Desktop

2. EEERKEMRE. SENEREATHEE .

° -__T—-__[J:

FLENTERRTIEEHERIEX , MASTUBRERREE LN THERER,
- EXNRE

E#RRE B ARy TIERE R
.« #&1E

KABRIEER, IREEATHERE  RLETERRAURESERERIER, TR L2,
EEZKEERMEE RES BRRHK.

- KEE
EHRERERFEFECRED, ELENRBDRER , CNEAEASEE , B EmER

AR, WFAEHTERBENRE , MARFEIATEREHERAR , TaEER
BE, EERIYVTEEBREXEWMRE , FSRKELRES.
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12 UE B SR

BALEMERKANTERNEE THERRER.

1. E2FITERBA D , BLEFLETHEREER
a. BEDRF

irtual Desktops

Virtual Desktops

b. BRIEEERSMME,
c. EEEIL,

(® Note
ISR R KRR TAEPEERRY R ET R/

—BEMRAKECFL  FRERF  RARBEEHN THERR.
SFETHERREE , WEFELBENIRE RN,

BEREX

PITERENR  FEFTRERAE :

o & 0N

a. EEE#O
b. EBEERIEMRE,

ERERSHE 189
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c. EE RKEM

HE TR B E A
1. EBEBE,

Virtual Desktops e Launc e v escop

rhel9 (2 Connect

2. EERTEA.

R E R R

BIFFER  ERKRESHETEANEREHEL., SUUERRMERNSEH LN EERERTFEIVHERE
RERARBERHREMNERE TR, EEE—STH , EEEREPREAREFSEAX
BEff, REBAUNERERFL , SIHBRERER. F28 ERZEAEBEEL SLE—F T # VDI
Autostop.

ES-
- RREfER REBEE
- EREREPRERRIE

HETEREERE A 190
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% E BB R EBEE
1. BEEE,

Home > Virtual Desktops

ual Desktops Dy O I T )

rhel9

(& Connect

©Ready RedHat Enterprise Linux 9 t3.medium @ No

2. iZ#ZE Schedule (HETE).
3. RELSRNIEE.
4. BERRT.
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day
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ERAEER

EEMREDPREARIRE
A LA DynamoDB B FARRHERE :

1.
2
3

ESERENBERTEERRK : <env-name>.cluster-settings,

BERREE

HEERRGET | AT 5 R 8 SRR R4

EREIRM 1

BHEH = key
%4 = Contains

- A =String

« {E =vdc.dcv_session.schedule

ERIZIRM 2

- BMETE = key
« &% = Contains

- A =String

- {H =type
[q name x] [ledi(iun v] Eysp:" '] Ela:u ] (Rem
(Q i ) (e ) (o ) (= ) Crem

EgERtEER K EBLEBERRKRE BRXNERYESE
#lvdc.dcv_session.schedule.<day>.type., BRES :

* NO_SCHEDULE

e STOP_ALL_DAY
* START_ALL_DAY
¢ WORKING_HOURS

PRERSE
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* CUSTOM_SCHEDULE

4. MNRCUSTOM_SCHEDULEERRE , BX4ERMHBTNFEBNELEE, EEREKY , FERER
EERKPEATIIERGMG -
- BHEEB = key
 {%# = Contains
- A =String
« {E =vdc.dcv_session.schedule

5. BELEREBIHEZENXENERILE
vdc.dcv_session.schedule.<day>.start_up_time#l
vdc.dcv_session.schedule.<day>.shut_down_time WWIEB., £EB R , MR Null &
B, YHBRRKAFTHRER , TR :
- BHAM® =value
« {H =<The time>

- A =String

RFEEAAMERA 24 MBI XX XX, fltn, EF 9 A 09:00, T4 554517 : 00,
WANKE—FHEE RES RIEHEME AWS BN E R,

ERSHEAEBBEL
ERETURE RE , UAFELRKILMBVDIs, 5 4 BTRENRE :

1. AERE : CPU ERAXRENEEN B oI THEERAERERE.

2. CPU EAXRE : RAEHERRURENTHFEREREL/RE. WRBILRS 0, BITHEER
KETEHERA/EE.

3. B : MERSR , THBRBERA/IRE (BFELEZEILE) .
4. BHEBATHER | MELERULEE |, AICRBEEMF LA TR T HEE B HIERE,
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Update Session Settings

Idle Timeout (minutes)

1440

Sessions idle for this time with CPU utilization below the threshold will time out

CPU Utilization Threshold (%)

60

Sessions under this threshold are considered idle

Transition State

Stop

Sessions will transition to this state after idle timeout

Enforce Schedule

Enable to allow schedule to resume a session that has been stopped for being idle

Allowed Sessions Per User

)

Maximum sessions allowed per user

Cancel Submit

EEREESENEMARFAERTHNRAREAR L, BRBENFEREFRER , FR-TREIUR

FRRE. M TERBREERENRNRE , BFE: EEIVEF‘%Eﬁ{E‘%{EJﬂHE}JH—r}ZEﬁE’JmEO

REFE , TERBRSBBEERKIESRERE STOPPED_IDLE iR&E, FRAEMEEHRE Ul KX
B)STOPPED_IDLE T #EBEER,

VDI BEfZLE
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HHSKM|

EHRAKEL  SUNEIEREHANREH, "RERERA , RFCEEESIHEE , BRITHE
P ER A & th L HE AR

RES Home Shared Desktops

Shared Desktops (2)

List of Virtual Desktops shared with you. Unless user has Admin or Owner profile, session owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

Q Search All States ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session
DemoSession demouser2 Amazon Linux 2 méa.large [©] Ready 10/26/2023, 5:00:00 PM Download Connect [4
MyDesktop6-linux-gs demoadmin1 Amazon Linux 2 t3.medium © Ready 10/22/2023, 5:00:00 PM Download Connect [2
1

HATHEERE , BAUREBEENFTT. Hl , BULEEFRFIER TRESEFENERKE.
£

- HARE

- ERARREE

HARE
1. ERETHERES BRI
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Virtual Desktops Auto-refresh

rhel9 [ Connect

(@ Ready RedHat Enterprise Linux 8 t3.medium @ No Schedule

2. ENIT/ERERFT,
3. EREAENFFUER. SHEUUREBHERE.
4. BERRE.

Update Permission for MyDesktop5 X

Select the username, permission profile and the expiry date of the rules
[Q demoadmin1 XJ [ Owner Profile A ] [ 2023/10/22 }

View Only Profile

This profile grants view only access on the DCV
Session. Can see screen only. Can not control
session

Admin Profile

This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile
This profile grants the same access as the v
Session Owner on the DCV Session
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MEFF A FEMER , 5528 the section called “FF AT BE",

FRHARHE

REARE , BAURAESHANSEYEREN/TER. EAILUEIR Web BIE2R DCV A,
HERER  FER PHEISFRENRH.

ERBER

BERIBHRTREER Web ADPUEENMEEHA EFS BRERK, EUTUEELEERERRKL
ERFHFIUNMATRAESR. ER Linux EREEAANHERERRRE. EFERSE LNERRE
B IRHE Web ERBIEREMERMEE,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ® root / home / demouserl

Q 2 items 2. Upload files Create folder Actionsv W Favorite C' Refresh i= 8 Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

£

- LEEE ()
R EXO)
- EEBNERE
- REER

- BERER

FEEZ (s)
1. BELEESR,

FREARE 198
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ERAEER

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2items

Desktop

storage-root

2. REERIBABEZLENER.
3. EBELE ) EX
fHIER 2R (s)

1. EREEMBRNER (EX).

RES Home File Browser

File Browser

Create folder Actions v

W Favorite C' Refresh := 8 Optionsv

Oct 20, 2023, 11:10 AN —
Oct 20, 2023, 11:10 AN —

My Files Favorites File Transfer

1 = root / home / demouseri
Q 2 items

Desktop

storage-root

2. BIEBME,
3. EEUMIBRIER,

Create folder Actions v

W Favorite C' Refresh = # Options v

Oct 20, 2023, 11:10 AN —
Oct 20, 2023, 11:10 AN —

HE , CHUANEEAERFERR LR-TBEEAR , AR ERMBRER.
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EERNRE

EEHTEENERNERNR , BAUKEMATEERNRE.

1. BHERJEMRK,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. BREINEE.
gE  LUNUEEAERIENRELE-TEERR K ARENERNKE.
(@ Note

BNBREESRFIAHIERS. NWRECSFAERNBEHRRN , CHFEZENHERNRE,

mEER
SEAIATE Web A D885 FREEX PRE R AA,

1. ENEEEFNER. EEEERM, EHEsERNRE.

EEENRE 200
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. ETEH A RBRERET.

BmE=R
ERERERREANIERERERARRERNE, ATNRETHRARKTER  YExEER
LRI R EREE.

 FileZilla (Windows. MacOS, Linux)
* WiIinSCP (Windows)
» AWS Transfer for FTP (Amazon EFS)
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RES Home

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla () WinSCP () AWS Transfer
Available for download on Windows, MacOS and Linux Available for download on Windows Only Your RES environment must be using Amazon EFS to use
AWS Transfer
FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacOS) [4

* Download FileZilla (Windows) [
* Download FileZilla (Linux) [3

Step 2: Download Key File

( & Download Key File [*.pem] (MacOS / Linux) ) ( % Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 /path/torkey-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.
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5E 2 HF A7

AR E AN R R AR ] S B R R W] RE B AE 2 1S E B RE RV ARBA E AL

&

- —RIEFEMEE
+ 317 RunBooks
- EAEE

HHEAR

- —RESEREE
- BANBFENSHEARR
- SRREEHNVE
« IR3E Amazon EC2 #{TEE LW AFESR
+ CloudFormation &
- RREEMmMRERKHE , WH Amazon EC2 Auto Scaling 48 & 8 Iz Bk
- BRI Amazon EC2 E#EANE
- EREREEH
- BRI ERSE
« BRI T
- B Active Directory (AD) #HEBdr S LAt &
+ Windows DCV {&§#
« &3 Amazon DCV IRAE
%17 RunBooks
- RERBE
- REEHERE RES 2R EBFTHASE

+ AWS CloudFormation #f & E2E 7 | WHE/RFHAE "WaitCondition WEI KBHIFAE . Error :
States.TaskFailed"

o MEBE K IIE AWS CloudFormation & W ZIE B 44 & A
o FITERBERIER X BURRER vdc-controller
o HAMMKYIHEEEES | I]IE CloudFormation £ 2 5% Ml B
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HRETR Studio (R
- RIEEIHAE CIDR ERS B4 HA
o RIFETHIEM CloudFormation #8337 5k BX
+ {#H AdDomainAdminNode CREATE_FAILED BN A\ ZpER ( ~&1 ) HB LMK
- §OEE”E
o RAREFBEIT iam:PassRole IR
- BEERFT AWS IRF AR ABFEIEAM Research and Engineering Studio on AWS &R
« BAREHN , RVAREIZBAER
- ERBRARRYE "RTIEAE, R
« 7£ Active Directory F¥TEHFERA®E , /8 RES HiEX
c BYTHEREBRRELERAEAE
+ CloudWatch cluster-manager B 557 #8 H K /)NBR #I#Y $5 52
« RZEB RES BEVRERRMK , BREHE VDI EH L
« RZEB RES MARERR#E , BREHE VDI EH L
o BREAR VDI THEIVEA
- RECEARGIAF IS5
« &% RES B3I Amazon FSx for NetApp ONTAP , 1B R i1 A B A8 3E

- R
< REBEVGRES/ KK
- REBEZEAERTELIEAER RN HF.
- BRI
- RAEFERERFHITERNRH THRE FEE
- BBESRSE

« Windows EZENBARFREAEES

o [FRANEBER CertificateRenewalNode B |, BB Hf

- ZEEEFHNERISEELEBRIER

- RAERE S BAERRE

- SE Windows ERER KK , YT "ERCEM. ERiER
« VDIs{ERFEAREE

204
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EH S E TS

Amazon EC2 #H{TEBEEXEATEERBA KL
vdc-controller H{TERIEEMRERST , RAEEMA AD/eVDI #E48 | BiR AP BIEiRERME K
R E L FEERE  ERTFTSHBEETNNNEEF

cluster-manager Amazon CloudWatch HFER "<user-home-init> IRF H AR, EEES
ERERS, (HPIRFREAEER)

Windows REEAEHKE R ENIRFEEFH. FafENEES"
ShEB/IE F AD #ERER) DHCP EIHERE
Firefox #5528 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Env B

res-xxx-cluster #BEA "DELETE_FAILED, ikAE , EEZF MR , BA "ACERSHELE
£, $8ER

WEBF

T& VDI B

# Linux EC2 B11TEB THRAF

# Windows EC2 /TR TH A
W& WaitCondition $538#9 ECS HE#

REIRE
- BRESOIRHMENS D BEFRHRE RHERFEE AHR

REIHER keycloak FEEIEE

« 2024 .x EXEE

2024 .x EXIEE

(2024.12 1 2024.12.01) EEM# Cognito £ & B4 Regex k¥
(2024.12.01 RERRA ) FEAEFTHEERE VDI BFHBRBERNBEHR
(2024.12 F1 2024.12.01) Active Directory i fJ & 3% SSH BB & 1
(2024.10) $H4 EPBIE RS VPCs Fi9 RES B35 , VDI B BHE L P
(
(
(

2024.10 RERRRA ) #ERE VDI for Graphic @R #1TEEER
2024.08) EfmE#ER#E AMI XK
2024.08) ERESHELHHEEBRHEITE ARN MIBF]FEMWER/E A Amazon S3 fHEET

[
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+ (2024.06 REFMRA ) AD BFHBEKRRELSE RES WEERKE
« (2024.06 REFHRA ) CVE-2024-6387. RegreSSHion. RHEL9 # Ubuntu VDIsH R 2R

bl

* (2024.04-2024.04.02) RHEKREEE VDI SITHEEAEH IAM BFATRR
¢ (2024.04.02 RERHRA ) ap-southeast-2 ( EF ) FH Windows NVIDIA 41T B 88 F LR ED
« (2024.04 # 2024.04.01) GovCloud &) RES MIBk kB
* (2024.04 - 2024.04.02) EFEEEF , Linux ERSE A FE "B e

+ (2024.04.02 RERIRA ) FEFH SAMAccountName BHBEABEFRRSHF LM AD £
AE

¢ (2024.04.02 REERAE ) ARTHESZTHNAESHBEN

— xRS M B2

AEHEEFE RES R IIWEF.
- EANBRENEHEARR
- ERREBHNNE
« IRIE Amazon EC2 #{TERE LM AFER

« CloudFormation Hf &

- AREEMRLERKEHFE , WH Amazon EC2 Auto Scaling B¥#8 & B iz Bk
« BEAHY Amazon EC2 X#EANE

- ERREIEH

- ERSREIMIERSE

o BRKIEARRER 4

« B Active Directory (AD) }HEB@ S A8 E
+ Windows DCV {&§#
« &3 Amazon DCV IRAEFA

BRN ERNEHERARR

RETHEEEFARE , TRARHEDENEZAR,

—fRIAEE MBS 206
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SHRESLHNNE

RIBTERR , BUMETINERIRESY , SINTHFEREREERERR

e Linux : /etc/environment

* Windows : C:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-
windows\environment_variables. json

IR¥E Amazon EC2 #i/T{E# LA BEHER

HEEERFERN RES EAK Amazon EC2 #117188 L. SSM Session Manager 7] F 2R B R 1T {E &
MW IERER  UREELER,

HEHEEEESH vdc-controller FERREHATEE L , TETIHVEKRIIEARXMEA B,

« /opt/idea/app/logs/application.log
* /root/bootstrap/logs/

 /var/log/

* /var/log/sssd/
 /var/log/messages

* /var/log/user-data.log

* /var/log/cloud-init.log

« /var/log/cloud-init-output.log

Z Linux EREEL , UTEEEANBGRESR

* /var/log/dcv/
+ /root/bootstrap/logs/userdata.log

 /var/log/messages

£ Windows EHRKEHATEE L , BFEMR

» PS C : \ProgramData\nice\dcv\log
+ PS C : \ProgramData\nice\DCVSessionManagerAgent\log

BANBFNE4HERARE 207
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£ Windows k , REEAEXRHE T EUTVNERT

« PS C : \Program Files\NICE\DCV\Server\bin

£ Windows Lt |, B LAELL T E K E NICE DCV BEER :

* C : \Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch B5sE¥4R

Amazon EC2 1 AWS Lambda :EE &R 24§ & A #E] Amazon CloudWatch Log Groups. HHHY
BAEE RSB ERESLNE —REARFRAEBEANEA,

ELEFHENEBUT

« /aws/lambda/<envname>-/ - lambda related
* /<envname>/
* cluster-manager/ - main infrastructure host
* vdc/ - virtual desktop related
» dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
 controller/ - main desktop controller host

* dcv-session/ - desktop session related

BERFHER  FANTHABNIEZSRETHESREEY. ERgRHEESLTFRNALS

?"ERROR" ?"error"

BRI B —E 5 2 2 I Amazon CloudWatch Dashboards , EF @@ RREBERN/NT

>=<o

i, By —EPTE , SHEFHRERN ERROR WHIR |, WHER AT, WA ETREEER
FAZERENRE  IEHOCRERABENES,

UTR ERREIHNES, FECRALIIE  FHEHTHRE , YUEENERNR <envname>Hl
<region> B,
Rty 208
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{
"widgets": [
{
"type": "log",
"x": 0,
"y oo,
"width": 24,
"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": "<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false
}
}
]
}

BRINVEHIATEFHBUNT
CloudWatch » Dashboards » res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)

res-stagez-errors-linesv g ‘ ) ‘ ‘ 1h 3h 12h 1d 3d Tw Custom UTC timezone ¥ H C I v H b3 H Actions ¥ ‘ Save

infrastructure hosts

40.00 : @ 1. count()
30.00
20.00

10.00

B

1.64 |-

— o PR PR = i
10-28 21:11:48
19:00 20:00 ziou 2200 23:.00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 0800 09:00 10:00 11:.00 12:00 13:00 14:00 1500 16:.00 17:00  18:00

CloudFormation H#t &
HEIRBETHEE LN CloudFormation BT SERIRIBHALEMBHNER,. SHNEEEHR.
HASEME K NEHBENHEEESR  TUASEE4, ERNEBHZRSIER,
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RES £ :

« <envname>-bootstrap

« <envnhame>-cluster

* <envname>-metrics

+ <envname>-directoryservice
* <envname>-identity-provider
« <envname>-shared-storage
« <envhame>-cluster-manager
* <envname>-vdc

* <envnhame>-bastion-host

THERSME (NRALERETHRS  ERESEABHRTR , BTLER AWS BUAEH
BARELERERRNER. )

« <envname>

« <envname>-Networking

+ <envname>-DirectoryService

« <envhame>-Storage

+ <envname>-WindowsManagementHost

ERAEE MR 4 R HEE | A Amazon EC2 Auto Scaling B¥#H & B /i AR
R RES Uls i5 i AIARZREERR , FRAURREARX BB EMEE,

SEEBELE Amazon EC2 H{TER BEBEREE (ASGs) HE2 s —EFBR5IEZEER , TARERHE
TEBNERIE. R U EEEEIEMAERRELFR , HRE Amazon EC2 FHEAEREEZE
RIEMEITER , WA ZE Auto Scaling BEEBREIEB S EHEEIN ASG , LHIET Amazon EC2 #
THEBEREERR.

WMRRER , BEAFTEENIEE Amazon CloudWatch BFBHERYET R BFCEKER , EWRERT
BENRE, SR SSM THEBBR TR A RMRERMTHATERN THERR , ARENT
ER8 LY RS ERHETRE , BRSTERBERA/EMFRERE , WM ASG K1k,

MRBEMWEE , ASGC TR A AR REL T IRIER.
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EC2 Dashboard X ( EC2 > Targetgroups » res-bicfn3-web-portal-e2958adc )
EC2 Global View

Events res-bicfn3-web-portal-e2958adc

v Instances
Instances Details
Instance Types 4
Launch Templates
Spot Requests Target type Protocol : Port Protocol version VPC
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad10chse [2
Savings Plans
Reserved Instances 1P address type Load balancer
1Pva res-bicfn3-external-alb [3

Dedicated Hosts

Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0

AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table ta see corresponding filters applied to the Registered targets table below.
v Elastic Block Store
Volumes
Snapshots Targets | Monitoring | Healthchecks | Attributes | Tags

Lifecycle Manager

Security Groups

‘ Q Filter targets 1 [o]
Elastic IPs
Placement Groups O instance I v | Name v | port v | zone v | Health status v | Health status details
Key Pairs
[m] 1-0ba5d508631£20043 res-bicfn3-cluster-manager 8443 eu-central-1c @ healthy

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

BAA B Amazon EC2 Fi= & 48
AT EERERETRENRKBERINER,
HEkmm M

EREREHTE , Amazon EC2 TR ABEFERELUUTAR.,. BERNHTEEE RES EfE#:%
Amazon EC2 #, H{TREBEBINFER RESRELH,

EC2 Dashboard x Instances (5) nfo
ECZ Global View | Q Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X | | Clear filters
¥ Instances

O Name /' v | Instance ID | Instance state 'y | Instance type +
Instances

O res-stage2-cluster-manager 1-095bdc4c87321a4ff @ Running @ Q mb5.large
Instance Types

O res-stage2-vdc-broker 1-041867308771e71d3 & Running @ Q mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller -08800976c757717e6 ® Running @ Q mb.large
savings Plans O res-stage2-bastion-host 1-0523e5480f434581a ® Running @ e mb5.large
Reserved Instances (] res-stage2-vdc-gateway 1-00773bc97ccle841d  Running @ Q mb5.large

Dedicated Hosts

Capacity Reservations
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ERREIHNEREE

£ Amazon EC2 X# &7 , EERRHATE , cMEEREUTAREL, ERHERT , EREE
BUIEER, BTEEEBNERRELRENFEAE., PTENSBEREREREN TERERERE ,
AT LR FEERM "MyDesktopy SEHEREN B,

EC2 Dashboard % Instances (7) info
ECZ Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X ‘ | Clear filters
¥ Instances
O Name / 4 | InstanceID | Instance state v | Instancetype ¥
Instances
O res-stage2-bastion-host -0523e5480f434581a @ Running @ Q m5.large
Instance Types
O res-stage2-cluster-manager -095bdc4c87321a4ff ® Running @ Q mb5.large
Launch Templates
res-stage2-MyDesktop1-demoadmina 1-022826¢122d8c78d5 Runnin méa.large
Spot Requests O 9 v P © g @ e g
Savings Plans ] res-stage2-ProjectWork1-demoadmin4 I-09ba5d8ae152¢6f25 ® Running @ Q méa.large
Reserved Instances O res-stage2-vdc-broker -041867308771e71d3 ® Running @ Q m5.large
Dedicated Hosts O res-stage2-vdc-controller I-08800976c757717e6 & Running @ Q mb5.large
Capacity Reservations ] res-stage2-vdc-gateway i-00773bc97cc1e841d ® Running @ Q mb5.large
¥ Images
AMIs
AMI Catalog

BRI LEAR RERY 44

E Amazon EC2 I AR REKLMNHATERE  CMBEEREKRLINIEEIH, NRFRAETRE
RIGIERENEREREEH | SR ZEMAREENEHE  ETRRTIRBEETETH.

TEERERLENREHNTERE.

EC2 Dashboard % Instances (10) info
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 ‘ X | | Clear filters
¥ Instances
O Name ./ A Instance ID | Instance state v | Instance type ¥
Instances
] res-stage2-cluster-manager 1-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
Od res-stage2-vdc-broker 1-041867308771e71d3 © Running @ a m5.large
Launch Templates
res-stage2-vdc-controller i-08800976c757717e6 Runnin mb.large
Spot Requests 0 9 @ g @Q 9
Savings Plans O res-stage2-windows1-demoadmin4 i-092cdf6a7e52e9b9a © Terminated @ Q mba.large
Reserved Instances (] res-stage2-rhel91-demoadmin4 i-0b3d134f606a53636 © Terminated @ Q mé6a.large
Dedicated Hosts O res-stage2-bastion-host I-0523e5480f434581a (® Running @ a mb5.large
Capacity Reservations [ res-stage2-aml21-demoadmin4 [-023844b29c¢12b9393 & Q mé6a.large
¥ Images Od res-stage2-MyDesktop1-demoadmin4 1-022826¢122dBc78d5 © Running aaQ mé6a.large
AMIs O res-stage2-ProjectWork1-demoadming 1-09ba5d8ae152c6f25 ® Running @ Q mé6a.large
AMI Catalog [l res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q mb.large
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& F /Y Active Directory (AD) HHEE@ S A8

LT RAEERRETM L@ AR Idap ARG TEH , SRR AD HEMBER. ERANMENE
SREZRRERREE KA ANS

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"

-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"

-w <password>

Windows DCV {&#&
£ Windows S , £ bU/E B T 575 =5 H ST E AR BAMIAY T AER £ -

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe'list-sessions
Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console

name :windows1)

£ ¥ Amazon DCV MRAEA

Amazon DCV AR ERSE T/ERE. AWS Amazon DCV, THIE54IREIMNMAHE S R%EHN DCV &
B AR AN,

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version
Amazon DCV 2023.0 (rl14852)
Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows
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PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

21T RunBooks

T—EHaSTRELNEBE, NAEIBE , ARNTHEREENER,

- RERE

- REEHERE RES 2 RBREBFTHEE
AWS CloudFormation & X2y |, WERHASE "WaitCondition Y E| %k MHYFALE . Error :
States.TaskFailed"

B2 R I% AWS CloudFormation U ZIE 74 E A
#ATERERIER K BUREER vdc-controller
AP RS |, IRE CloudFormation 3 & A M BR
IRIFEVHR CIDR ERSHEEER
RIER T HEM CloudFormation &2 17 2k

+ {8 AdDomainAdminNode CREATE_FAILED By /A EER ( ~&l ) HEBAK
- Sy EEBE

« BAREEHT iam:PassRole KR

- BEE AT AWS IRF AR ABFEIER Research and Engineering Studio on AWS &R
BARER , RIREZAER
EXRBAREL "RTIEAE,) BR
« 7£ Active Directory FFTEHFEAE , 8 RES HIEX

s BUTHRBRELIFEACERE
» CloudWatch cluster-manager H &5 H K/ R EIRYEEER

« RiFEB RES BAUBRRME , BREEE VDI =8 E
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« RBEB RES MAERERM , BREFHAE VDI FHLE

o RE\EEN VDI THBEUE A
o RERE AR BIRFF T S5

« B RES 23 Amazon FSx for NetApp ONTAP , 1B R 1A B AEE
- RE
- REHWMER KK

- REBEZEAERTELIEAER RN B

o EHMBE%
- REEEMRERFHTEBN AR THREERHE
- MBNEHRHE

Windows EREANEARFEREAEES

EFANEBER CertificateRenewalNode B |, BB
FRNEETHER R EEEEKIER
BRRERE 5 BEREE

SE Windows EREHAN , BT NHERCER. HmisR"
VDIsZ /H7E i 22 ik 58

FRE#% , VDIsEHE A SEEaMRAE

- ERESETH

Amazon EC2 #H{TEBEEXIEATEERBA KL
vdc-controller H{TEBIEEREST , KAEEMA AD/eVDI {&4H | BR AP B{EiREME LB
R E L FIEERE  ERTFTSHBEETNNEEF

cluster-manager Amazon CloudWatch B B~ "<user-home-init> WS S B A A, EESSE
AEES, (APRFREAEER)

Windows REEAEHKE R ENIRFEEFH. FafENEES"
Sh&B/%Z F AD #HRERY DHCP JZIH R
Firefox #5528 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

+ Env MR

res-xxx-cluster & E "DELETE_FAILED, & , X FEMIR K RA "ACENSELE
£, $8ER

WKEE HES
T& VDI HFE
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« & Linux EC2 BIfTEB TH A
« #& Windows EC2 #i{T{E T 5 H 5%
« UWE WaitCondition §§52/Y ECS H&

- REIRE
- RESORHEENS I REBEFRGRETHRETAER
o REIHEB keycloak FEIEE

REKRE
8
- REBERE RES PHBEATESY

« AWS CloudFormation #t&@#£2E 7 | WE/RFASE "WaitCondition YR KBHIFAE . Error :
States.TaskFailed"

o HEBE K IIE AWS CloudFormation K4 EIE F ER4HIE A

s PITEBERIERKXBGRRER vdc-controller

- ARAMKYHEEER |, IRIE CloudFormation Hf & & A MRk

- RIBEVHR CIDR EBRSB B S

- REBEVHREM CloudFormation H B 7 KB

+ {#H AdDomainAdminNode CREATE_FAILED BN AZER ( RE ) #HBKHK

BIEEELK RES 2 RREHTHEE

(® Note

FRIEH - WA SKHE Certificate H PrivateKey AR ERAE Secrets Manager & s |, FHE
ITIELSER,

RBEIIEE Web A F i
1. BEEEEINE-ab BEHFEHRZEEXNERE
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a. BEEZE AWS E# A EC2 > Load Balancing > Load Balancer T RES 3 & & ¥ #28,
b. HEBEMAEEL WERFHEIR<env-name>-external-alb,
c. BMEEERZFAFHTEHIRVERERN
d. EMERRFBEFMEFTEREER SSL/TLS BRNZEERENX,
e. RELENEE,

2. EEERTEERRTP

a. 71 DynamoDB -> Tables -> SR EEREE R FK<env-name>.cluster-settings,
b. BIERKRIEE W MBEEE - B8 "key". FE "string". &4 "contains" &

"external_alb",

c. cluster.load_balancers.external_alb.certificates.provided FREA True,

d EH W
{fEcluster.load_balancers.external_alb.certificates.custom_dns_name.

1ER Web FRENHEHH BITHEEBAER,
e. BHH

{fEcluster.load_balancers.external_alb.certificates.acm_certificate_arn,
IE R FMIE Amazon Certificate Manager (ACM) A ¥ FE/R &Y Amazon Resource Name
(ARN),

3. EHEA Web AFIRE MY FE Routeb3 F#BiElRcE , IE@INER alb A& #2351 DNS &

fB<env-name>-external-alb.

4, WMREAEFRBEHERE SSO , FEAE RES Web AOPEILHRIEEE > HHEE >BE—FA >R
& > R RYERAEERARERRE SSO.

A BEFTIEE VDIs

1. BTIEBEFEERE , BT RES BRAEAHMENIT GetSecret HIEWFFT :

e res:EnvironmentName : <env-name>

* res:ModuleName : virtual-desktop-controller

2. ERERTEERRP

a. % DynamoDB -> Tables -> F & B KR EE KK <env-name>.cluster-settings,
b. BIFRKRIEE WKBUEHE - B "key". TR "string". &4 "contains" F{E

"dcv_connection_gateway",
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c. vdc.dcv_connection_gateway.certificate.provided 8&E4 True.

d. ¥ W{Evdc.dcv_connection_gateway.certificate.custom_dns_name, iE2

VDI EE BETREE |,
e. EFH

fEvdc.dcv_connection_gateway.certificate.certificate_secret_arn., iR

FRIBRASR ZWER ARN,
f. B W

fEvdc.dcv_connection_gateway.certificate.private_key_secret_arn. iE=

FRALBERABRZWEL ARN,
3. EFNRAREEINTERHNMEHEA

a. TE AWS F#AHK EC2 > Auto Scaling > Auto Scaling B4 T BRX Auto Scaling ###8.
b. ENHEE RESRRENFEEEHERERHE. EBEB/WAREN <env-name>-vdc-

gateway-asgo.
c. EFMEFERTSRIFRBEBELR,
d. HEFMEEF > BF > BEENREER (BIULHFREK) .
e. MTHEBDEERFMEA.
f. BBERKHN, K EEAEER.

g. SIKEZF CERTIFICATE_SECRET_ARNHI PRIVATE_KEY_SECRET_ARN, FRREEERE
® (FESES B 2.ARNs EFELE,

h. #E Auto Scaling BHHEEREATARERLWEENEARRZA ( #& Auto Scaling FHEE
|),

4. BHERERIEEIYAEFE Routeb3 FHEEEH , UIEMAE nlb R TR DNS &

8 : <env-name>-external-nlb,

5. #IEBHM dev-gateway H{TIEBE : <env-name>-vdc-gateway X EFHAHAITEEERED,

AWS CloudFormation &8 £ | WERFE "WaitCondition U E| 5k BRI EA
B, Error : States.TaskFailed"

EERRIREE , BMESZ S B Amazon CloudWatch BB #H<stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, MR EZE
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,ﬁmﬂ%ﬁE’JH WwEHE  EREE—ETANBFREE. BRFTPHNERASKRUEEERENFRE
® Note
BRSBEREE

B R INE AWS CloudFormation UK ZIE B 4418 41

WMBRERIIE I AWS CloudFormation ¥ &% KINEIE FE4B5E , BERTYIEE !
1. FEREFEHhur S8 A EFE,

MRE T4 T ERREEFE , MR EHIBE Research and Engineering Studio R
B,

2. BE Amazon EC2 X ARBER/RRIATEBHERE,
MBHEF<envname>EHERA DK IEH Amazon EC2 #1TEEE , AN TEREENK , BIE
B& 2R Active Directory #HRE T BE € IR B E,

3. WMREEHEAWS SNRERER T REYNBER ,
B, UREAZEH SR

30
:qull

WFEMBERY VPC, ENLEFHB

MREFASHFLER  EREFTEMRALSZHINE RES RR, MEFMEAR ,

—_
HHo

4. MREEABCHARERBEER , FHELBMAA Active Directory FFE AR,

ASREREEE

MR E R ERESITEEE A A Active Directory ZBAEE, B F#IE B the section called “¥
TR A IR S BE 1R 2k BIR BB Y vdc-controller” 3R fi# SR RS RE
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HRBEEE

1. #®@T%l , 7 vdc-controller BIEITHE/TEEE A SSM B8 TIERSER
2. #1T sudo su -,

3. #1T systemctl status sssd.

WMERER/SEEAD, KMBEEBFPEIER , AIBTEREEMA Active Directory,

[root@ip-: 1# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 31748 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[—-31248 /usr/sbin/sssd -i --logger=files
[—-31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[-31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here

NHEFRERRERNRRRNE

SSM §&R B
EERRMEE

«  REENSSHHITERHIT cat /root/bootstrap/logs/userdata.log LAFE HES.

HEEREE=ERNEEARRz—,
BAERERE 1 : BAK dap ERFMEF T EMRE

BEBF. MREFITIEESZ R, MIFTEBEEEMA Active Directory,

+ local AD_AUTHORIZATION_ENTRY=

+ [[ -z '* 1]

+ [[ 0 -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'
++ date '+%Y-%m-%d %H:%M:%S, %3N’
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+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 18@) waiting for AD authorization,
retrying in 34 seconds ...'

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

#E RES HEBEVHBHCERABATIIERENSHIE,

« directoryservice.ldap_connection_uri
+ directoryservice.ldap_base

« directoryservice.users.ou

« directoryservice.groups.ou

« directoryservice.sudoers.ou

+ directoryservice. computers.ou

« directoryservice.name

E# DynamoDB ERRPWEAIFEFRE, EXFKAE DynamoDB TEREMNERKRTHRE., &
RRBBES <stack name>.cluster-settings,

FHERRE , BEMERE aIHTRESNITEEM cluster-manager H vdc-controller, B BiEEAS
£ A H DynamoDB ER XM K EREFITEE.

BARER 2 : 8 AR ServiceAccount EFAE BB IERE

MR BFEE Insufficient permissions to modify computer account , BITEHEE 7 1
E#E AR ServiceAccount BRI BER IERE,

1.
2.

%t AWS 2 A BB Secrets Manager,

¥ & directoryserviceServiceAccountUsername, WHEAR <stack name>-
directoryservice-ServiceAccountUsername,

FRMEZEARRFMEARE, EMEET , BEFERUTE  RRBRERAXF.

MRZECEH , EMERE FHITEREN cluster-manager # vdc-controller #1T{E ., BHEIERE
#&1E A Secrets Manager Y R ERENF H1TEE,
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BARER 3 : 8 A K ServiceAccount ZiET EFE

MR BFEHER Invalid credentials , RIfE &2 T HIRE A K ServiceAccount ZiE AJRET IE

&,

1.
2

5

£ AWS 2 A BB Secrets Manager,

3 directoryserviceServiceAccountPassword, WHEL <stack name>-
directoryservice-ServiceAccountPassword,

FREZARRFREFAER. EWEET , EEHRREE K AREEAXF.
MRETHRER , ITEERMANBBRESER , LALUE Active Directory 1 Secrets Manager
hERBR.

a. EEfE PERFE AWS Managed Microsoft AD :

i. BIRCAWS A I HIF AWS Directory Serviceo
i. JEHERES B#HB# ID, REBEHE,
i. ENEREAEER
iv. A ServiceAccount fER& B,
v. BAFERR K AREEERER.
b. #&ZEIE Secrets Manager FERZE :

i. BIRUAWS AW HF Secrets Manager,

i. 1#3 directoryserviceServiceAccountPassword. WEEL <stack name>-
directoryservice-ServiceAccountPassword,

i. FARBEBURKFAEAER, ERFET , BEEHEIRZE , ARBEHXE,
iv. &Eﬁﬁﬁo
v. 2 ServiceAccount fEFI B EF R , AREERE,

MRIEEFHT E , FFMERE BIFITEREM cluster-manager A vdc-controller #11TEE . BEHER
H& 55 F SR T 9 (B R ED ST Y 01T ML B
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HRAMAYIEEEEE | IR1E CloudFormation 3 & £ 5% Wi kR

W& <env-name>-vdc CloudFormation 32 #Y Ml Bk K AB Ak ¥4 E5 52 M S B , 4520
vdcdcvhostsecuritygroup , EAREREAEAEEAE RES EUN FHEBRINZLEETPREN
Amazon EC2 AWS #1T1E B& Fr 2K

BEMRALEE , FERALKIELLEBS AMBNAE Amazon EC2 #H1TER, A& , SRTLIEEM
BRIRIR

RIBEVHIE CIDR BERSHEBERER

BURIEE [OERREAS [FAILED] ® CIDR B2 e HIRER,

gl

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

EEMABE  AHNERA xxx.0/24 = x.x.x.0/32,
BRI E T HIRA CloudFormation #8337 5k By

BIURESR—RIINERETRE, EREEEEF , et REREBE , B CloudFormation
BE KW,

MBBREEEEN , BRRREYEREN, 5F , U ETFRNEGSFEREL,
5 AdDomainAdminNode CREATE_FAILED B A EIR ( & ) HELHK

MRTEHREHBEV AR HRTHHER , TEREERAFTERRBDRARHEEINEE Amazon
EC2 &%,
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AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

EEHIBTRBHRR

1. X SSMREEEESF , RERBCHRESH , AREBCHEMBENTERREBSH.

2. 1& SSM RunCommand/Automation #1TEE S ;o8& , ME(SHEIERI SSM XHWE TR EEIIT
1 88 B B — B,

3. TEIRIE Amazon EC2 F{TEBK BFERY , REAHHMTERAFE  MHEHTERBRSEM
BUEERKE.

MRBERRBHER  FERBRED 15 7EME RES H1TERNIEH,

B EBBE
B—BA(SSO) ML EEMNAZHREHNERNABERIERMEBE, WMFERE SSO HENENR |, F2
B

- the section called “f£F IAM Identity Center 5% & SSO”
« the section called “% SSO RELN D iREE"

EERHYMES ) EBEMHBANEGEE  F2ETIIEHERETE

&

« RAREBHIT iam:PassRole HIRH#E

 REEAREF AWS IRESH A BEFEFKAE Research and Engineering Studio on AWS &R
- BARER , RIREZEAER

- EREARRE "RARFERAE, #BR

« 7£ Active Directory FR¥TEHEA®E , B RES HiEX

s BUTERBRELIFERAERE

+ CloudWatch cluster-manager H 558 H K/ R &RV 52
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K AEEHIT iam:PassRole HIFZ#E

MRBWBERR | HEHAEEREHIT iam : PassRole BiE , BHBRLEERH , UAHELE B CEER
RES.,

BEAWS BRTREKEFTALBERZERYE K MARBIUFNEEACIBBELAC, WFENT
ER |, BUARERAREREEXRBNFTT,

E & A marymajor By IAM EREERERAEEEE RES HHTEIMFR , SRETIEHIER. B
=, BFERBEERBRBHCRTHT. Mary REKAGBEEEZ BB,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEFERBRT , Mary WBURABEEH , AAFFE11T iam : PassRole BifE, MMREBEEHE) , BB
BH AWS BEEEE, ZNEEESRBENESERE.

REE AT AWS IREAHI A EFEIE M Research and Engineering Studio on AWS &
i
BANEY ARG, EHMRFPNEAESISCEBINBHABFERENER. BRI IEEEAFH

EEEMHDEZRAR, HUXEERERNBERNFIUERIBE (ACL) IR , &R SUERA FBL R
KRBT AETFRENE RN,

MEE—FTH , F2EUATRE .

- BETHBOMELSHER AWS WIRFHRHAEBERNEFEE |, F268 (AM EAERERE) PHNAEHES
Y 5 —{B AWS 1RF P RY IAM £ A & R EFEE.

- BEETRINMEERNEIERMBE=H AWS IRF |, 528 (AM FAEER) TS FEER
HiaE = A AWS WIRE,

- FETHNMEBRKE S RUEIE , F28 (AM E£REER) FHRERAFIREIE/ARFEN
ERE (BESD ).

- BETHERACGNEREBRETEIRFFNCENEZR , F2H (IAM £AEERE) T/ IAM
AEREREBRNER,
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BRARER , RUREZAEHR

SO BEKREHRE , R EEE, FEVNEEE , FREESRNITEE B REA

1. B#RK CloudWatch £# &,
2. WEFEEAT K SKABA WEHME/<environment-name>/cluster-manager,
3. FRMBFRFHEUESAFRRPHEMTER,

EEREBHEERTE
1. B#RX DynamoDB Fi# &
2. REBEXRSP , SEXREAH WERK<environment-name>.cluster-settings,
3. FRMERXR, AREERZERRIER,
4. REABEMRGER , RABBATIEH
- BiEAE - R5l@
- R -a7
« E-sso
5. EEHT.
6. EE@MMFHEP , BFE SSO HMRBERTEH., MRFIEHR , 57518 sso_enabled TRNERESR
False,
Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled J
Y
[ value ] O True © False

7. JR[E RES ERABENHEUEFRERE SSO,

o5

AN

&

i
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#5EEE T2 Studio EREER

ERBRAREE "RTREFERAE 88
MREAEFEHABEA RES M HEHKUEIEE "HRAREAE,) , BEAEZ LRI Active Directory /-
- MRFEAEFTTFER RES H , BERIEHKEAEFHIEE AD

FEHETRENKRESE RES, RES B/MRFREILS—X , B EESEST , UTREFHERS
ET—-XREASEHNE, EEVHRY , FEEPHLSERE Active Directory FHTIERNEAE |, B
RES HiE %k,

- MREAEFER RES §:

1. BMEBMRFCERRE, NFFMENR  F2RAE—F A (SSO) RELN S DIRHE,
2. TR SAML £ M SAML EFE4HHBEEHENE T B4kt

£ Active Directory R#ERNERZE , {8 RES FiEX

® Note

AEEAR RES 2024.10 RERARA, ME RES 2024.12 REHARA |, FSH WA FHHT
F% (2024.12 F1 2024.12.01 IR ) » {0E RES 2025.03 REFIRA |, S E NAFHRER
&1L (2025.03 REFARA ) .

MBEBCHEE A EF - E Active Directory , {87 RES Hir D ERE | BIEERBR AD B, ADES
M AD IHH E A RES IRIEM Lambda EHEE/NEET. BRE , EEHEFERAESH#HEzE , &
BRI T —ERSEFEHIT AL, B L% Amazon Simple Queue Service FEIREIE S

FEHRBRIERF

BIER Amazon SQS F# 4,

1

2. f#RfF%He | #H <environment-name>-cluster-manager-tasks.fifo,
3. EEExRBEUBAER

4. EABANXF , @A

{ "name": "adsync.sync-from-ad", "payload": {3} }
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5 &¥AEEME ID, WA : adsync.sync-from-ad

6. HYWASERERMER D, MARENIBRFAFSH, WAL REBERTDERNETHAEN
WARE , BRISSZHEHER.

BYTFERBELIERERE

MREREBITERBENEERES , BRFAEE L TERBREELMER Active Directory FHIEAE |, Al
FRAEAREEEE—XEA, REBERAREREELIERE., EFATRERAELEZELBEARE—

Nrd
Ao

CloudWatch cluster-manager B & H K/ R #lfY $5 35

2023-10-31T18:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []1}

MR BT CloudWatch cluster-manager BRI EEER | |dap St ERASFERAEL K, &
EEFIRERE , 5125 IDP W ldap £ S&ERER4,

&

- RiEB RES BEUERRM , (BRHHE VDI THLE

- RiEB RES MABRRM , BRHEHE VDI T L

- REENR VDI EHMEIEA

« &% RES 1 Amazon FSx for NetApp ONTAP , B RN A KK 815

FiFEB RES BIUERRME , BXRBEE VDI =¥ L

BRRABLSEARR "W ARE , T8EH VDI THEH, FRBTITR  REERRKETERL
ERE,
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Amazon EFS

1. BI7¥ Amazon EFS i A&,
2. RERRRARERETH,
3. IRBRRKMRERTA , FESF BRE VDI =4,

Amazon FSx ONTAP

1. Bi4E¥ Amazon FSx Fi2 &,
2. mEREREATH,
3. MRMREARTHA |, BFEST BRE VDI £#,

FiFEB RES IMAERRLE , BXRBEE VDI =¥

£ RES ELIMANERRRERELENZ2BFERA , LR VDI THEBHERRK. ARELER
RIRRE RES MR , RES TEEEMBBMNZ2EER A,

EMANERRBEBABMNZLHER AT THEARE

« 3REH linux VDC EH#M NFS RE (EHIE : 2049)
« B Windows VDC TH#H SMB iiE ( E#EIE : 445)

REENR VDI THEEUE A

ONTAP ZERERER) UNIX. NTFS H MIXED 22X, REHRAIRE ONTAP AR ZHIE R 7
AFATEEEL | DU WRLE A 5 b B B ] USO8 LT Ao

Flan , MBHBERMEA UNIX 228X , AR ONTAP WZHEME , SMB AER{MATLUERER
(BRI ERERBNTE ), TiIB , ONTAP £A UNIX 557 , RE UNIX AFmAI AMEAR4ET
B &,

BRI {55 F SR 51 9 B T E 45
B Linux TESHEFEA UNIX RNHERE
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https://console.aws.amazon.com/efs/home#/file-systems
https://console.aws.amazon.com/fsx/home#file-systems
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sudoer AJABHMFERAERET. Bl , L TREER T /<project-name>H & LB <group-
ID>ZEBIVEAFATRNKE :

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

¥ Linux M Windows T/EE# A NTFS B K E

BAUERAREERRNLABMRZELAN. fl, EEEAZEUser_01MERRK
myfolder , A B4 Full Control., ChangeDk BYEFHJ5%E A ReadAllowsk Deny :
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+ | T Documents Properties X
(- - —
r N

E:[] ~ Permissions for Documents X

1 Share Pemissions o

GFEIUFI Or Lser Names:

Everyone

e

 folder

folder

Pemissions for Everyone

Full Control folder

Change
Read folder

folder

folder

folder

folder

folder
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R Linux M Windows A FinEfgEAMKRE , RMFEE SVM LRELRBMES , XRFASEM
Linux £ /8 & & #BELAH [ fiF FH & & #8EE domain\username B NetBIOS Bifi B BN E LB, 7
Linux 1 Windows A&z BH#ITRERETEMRD. WESZE , FSRB LA Amazon FSx for NetApp
ONTAP MAZWHETIEAR.

F % RES E1I Amazon FSx for NetApp ONTAP , {B R 10 A 3 #4315

Bal , &% RES A2 Y Amazon FSx for NetApp ONTAP B | RIFEMBRERERK , X
SARE, EEKEITHN ONTAP ERRHK SVM MALZKMEE |, 552875 SVMs A Microsoft
Active Directory 381 Amazon FSx £ & LHWS R, BESENFTAIZRIE AD F# Amazon FSx
Service 1RF . —B SVM I AMEIE , 5F80#E SVM FE > i % > SMB DNS &8 , AEBEH DNS
28, EAREETRETE,

AR % , FFEHRERE DynamoDB ER &R #mEE SMB DNS HHEE K

-_—

. B1¥¥ Amazon DynamoDB 2 A,
OBEERR , REIBIE <stack-name>-cluster-settings,
 ERZERREFAT , RASERMG , ABW AT HEREMS
- BHAE - RolR
- R -ER
« {§ - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
CENEBENER , ARENEE,. ®EBEEA
. ERELRIERE SMB DNS EBEHE,
EERTFERER.

w N

o o &

A, BRAEERRAEBBNZ2BHE A Amazon VPC BEXZBFIUZFIPERNRE, £
BRIZFENHF VDI THBERREHHI|IMA SVM MERREHI B,

HE , BULER RES MARRRAHERMARENERRM - CREEEEEERRR. WMAER
E
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html

#5EEE T2 Studio EREER
- REBHVARRES K B
- REELZEAZERAEZIEAERRNER,

REGHVRRE R KR

£ RESHRBEEL K MERBHORELALY , AT FEEEE S Amazon CloudWatch HiEE
AR TSR R B A I BERS

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

RIBEEERAERTEEAEAGRRD B

MRRE—@Eenv EEWRBEEZETFTN env P ERH , FEEFEEEE AR CloudWatch B 5!
B, IRBEREREAEAVENERRER , BEETBERERRE,

1. T# metadata.json IR , WHEREZEER KA ExportStatus EH COMPLETED kR, BMAREE
BERREAE ExportManifest MUK, MRERTE LARBAUE , REGERBYRE , BEZ
HERRBINGEREEM,

2. BREIRERE L% , FBRARBIMETE RES 85 COMPLETED, REBEVEFRZEFEE 5 3 10
DiE, ENMBEASETRARBEEREEE , MERRBENDEL., EXERBINRBEREN

=
RRE,

- REEFERERFHTEEEN S T ESEFEHE
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RAEFERERFHTERAN S TR REE

MR UIPHBERRS[ERAEERNE SR ETERRELER , EX REEEHE Amazon EC2
HATEERALERRE,

YIER BRI 5 5L |, B5EME Amazon EC2 £ & 2B B F{A Amazon EC2 ITEBERK L |, i
DEFBTEEBERA. MRIEFERER , ME Amazon CloudWatch logsAIBEERER K,

S-—EFERBERRPINEHFEHSR. MR Amazon EC2 T2 A L HBREMAE PR RERMEMT
BERERFNBTER , AIRTREATETEE,

IEENBREHM TR

EC2 Dashboard X C EC2 > Targetgroups > res-bicfn3-web-portal-e2958adc )
EC2 Global View

Events res-bicfn3-web-portal-e2958adc

Details
Target type Protocol : Port Protocol version vpe
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad10cb8e [
e IP address type Load balancer
1PV4 res-bicn3-external-alb [
edicated Hosts
apacit leservations
Total targets Healthy Unhealthy Unused Initial Draining g
v Images 1 @1 ®0 0 0 0
AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table Al lied to the
v Elastic Block Store
Volumes
Snapshots Targets Monitoring Health checks | Attributes | Tags

v Networks securty Registered targets (1)

Security Groups
‘ Q Filter targets 1 (o]

Elastic IPs
Placement Groups ] Instance Ip v | Name v | Port v | zone v | Health status v | Health status details
Key Palr

O 10basds08631f20043 res-bicfn3-cluster-manager 8443 eu-central-1c @ healthy

Network Interfaces

¥ Load Balancing
Load Balancers
Target Groups

v Auto Sealing

Auto Scaling Groups

WMREEAMAEIER A 0, RREHE Amazon EC2 #i{TEEATAREEDEK,

MREEMRETENIERABIEO0, RR Amazon EC2 HTERRAIAEFE IR, EFRERERADRTEN
FEARAEREABEEERERE,

MREFERERIFMEFRRENENIRBERZO, ﬁm?&’&ﬂﬁ#ﬁﬂ%%ﬂ,m Hazo Bl , NXENAE TR
ARERBHEN AZs, MRBEEERR , TRALARSRBENNNT , BEHBBRREEFE,
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B EH K

&

» Windows ERKEENBEARFEREREES

- FANEBER CertificateRenewalNode B , BB H

o« SENE/ET R EHR R E A B A TER

- BRBERE 5 EEHKE

« RMEH Windows ERERAN , YT NERCEHR. EhiER"
* VDIs{ERIEMEMEE

- BB , VDIsEHASEEMAE

Windows EREHMNEAIRFREAEES

MR IREESIE RES Web A O #8Y5FRRE) Windows ESH , EEEAREEGERBREAER
& , RI28 Windows VDI AJ&E{= R Zh BN A Active Directory,

EERE |, 5% Amazon EC2 = AEEZE Windows #ITEEE | WMZE THSIEHEFC: \Users
\Administrator\RES\Bootstrap\virtual-desktop-host-windows\. LA BREEHIEE
B [Join AD] authorization failed:ZXRHITEBEMEEMA AD, MEXK<res-
environment-name>/cluster-managerfVEEiEH , B2E AFHMBEZBET CloudWatch HF#Y
Cluster Manager B& :

* Insufficient permissions to modify computer account

- WEERRTENWREIREZEKEKIIEE AD WEEF T, BE FE Microsoft Active Directory
Y BR 5 iR (B ER LA BRS IR ISR P AR EMET o
* Invalid Credentials
« B AD HWIRBIRFEAER B , IBREMNBEAERNTER, EEREREHENWRE
IREEAER , BBFEE Secrets Manager 2 AP FHREBHWE, BEELWEN ARN £
RES IRIE G N EE HEHR Active Directory #18 T HIRISIRF B A E B M Z ARN WP ERE

=0
E/I—-"\o
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A INEBE IR CertificateRenewalNode B |, 7B 1B Hj

WMRIEBEEB T NBERE S |, WEE %vi;n; Linux VDIs "The connection has been closed.
Transport error"BHEZ $55% | BEEMERZEEEIBE , B4 Linux £M pip REBEERIEREM
RAEBEHEE, BEEE3EA Tﬁu,ﬂﬁo

Amazon CloudWatch B & #l<envname>/vdc/dcv-connection-gateway AJRERFERHELULT
RENASRHERERER

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Error in connection task: TLS handshake error:
received fatal alert: CertificateUnknown | redacted:/res-demo/vdc/dcv-connection-

gateway | dcv-connection-gateway_10.3.146.195 |

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Certificate error: AlertReceived(CertificateUnknown)
| redacted:/res-demo/vdc/dcv-connection-gateway | dcv-connection-gateway_10.3.146.195

ERREE -
1. EZMIRFH AWS | 811 EC2, tIREEA *-CertificateRenewalNode-* W#EI{TEEE ,
SRR IEHIT(ERE,

2. HifE Lambda, ZEZEEFEAH *-CertificateRenewallLambda-* B Lambda B# ,
& Lambda BEXBREEELNTHARE :

3
i

export HOME=/tmp/home
mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

python3 ./get-pip.py

pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates
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cd certificates
git clone https://github.com/Neilpang/acme.sh.git
cd acme.sh

3. TEESKBEFWINEER Certs HBEH AR, TEAFFHK Lambda BTG : ER -
CertificateRenewalLambda - Bt - BB, St RIELOTHRE ;

sudo yum install -y wget

export HOME=/tmp/home

mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

mkdir -p pip

python3 ./get-pip.py --target $PWD/pip

$PWD/pip/bin/pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}"'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

VERSION=3.1.0

wget https://github.com/acmesh-official/acme.sh/archive/refs/tags/$VERSION.tar.gz -
0 acme-$VERSION.tar.gz

tar -xvf acme-$VERSION.tar.gz

cd acme.sh-$VERSION

4. #% *-CertificateRenewallLambda-* Lambda HEHLEE 2 M EEMRALSE 3 HWER
. BRHBYESENBEFTLEN.

5. FEFHIEE Lambda Y , FRAAERSIER  RAEREIUE. THEEEANBA, EEX
SEIVRHE EC2 H1T{EEE , LLFEH Secret Manager FHIERE M PrivateKey B,

6. #IEIBHM dev-gateway HITIEBE : <env-name>-vdc-gatewayI EFEHERFHEEHIHE
MRV AT (E R
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/security/public_certs/assets/main.yaml
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FERNE/ER Y E R R E R A B A IER

NMBERHEEFEANGELIFEEER K BEURERENAER Amazon EC2 HITEREHE |, =
Amazon EC2 #{TEREAIAEE RES IREBE MR LEHFELL, EEE Ul ARETAES#MEBE TREREE |
BERELR KB,

FE#EM Amazon EC2 X2 & RYEFHTREREBERLTFL, MREFL , FEABRRE ., MR
Rk AIRARN S —BRE. FAEEZEKLFANEMAES , ERATERRBESNER HE
o

MR TR RN ITER B RE Admin Ul £, BIFTEEEZEEA Admin Ul i HK LE,

BRERME 5 EERKHE
ERAETUMBNERKEHEFERREA 5, EEEWIUER Admin Ul EITEE |, ITFR :

B RERE
- ER—MRESIER,
- BB AERSECAERRAN IERRAANGFEET , YKESERMENTE.
- BEEX
- EFEIE HEARSIETM R E B RAL,

£TH Windows B ERH KK , YR NEHECEM. EHiER"

IR Windows SHHNERRARK , WER Ul $558 "ER SR, E@iEsR" , FE LR E Windows #
1TIERE -EEFEMEREN DCV AR e B L BE,

Amazon CloudWatch B & #<envname>/vdc/dcv-connection-gateway AJAEEFEAELUAT
AN ERFEHRERTER -

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:

Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"

protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: QE9ESC4DE7194B37687DC4D2COF5E94AFQDD57E]
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Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: I0 error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

MBBHAEEEER , BRFERMER SSM Session Manager BEREE Windows H{TEEAER , I8
BRT % 2 ERFHEEER

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

ELEREZSEDENEY , ERENERELTESRY.

MR G EBRERE , AR Windows KERVHTREEEERNIGR , FEMAZMREHEERRE
ERERELNBRERRELEEHN/TERAOI Windows BB#SR, EREFELE Windows HEE
HEAR , W ARIE R E FELR

VDIs{ERIE MR AR RE
MRKEEE Admin Ul RPERMEMRE | ERERARKEER AT,

HRYEHRE  FREKAHUTEEBLHBFER  USKAUREH[ENER. A4S BFE
M Amazon CloudWatch BESEHENEE , HA 2SR ABRABFNSEHEARR - BHHNHEEE
o

LT R REENEBERR,
- EFM AMIID EEFTMAEBEHE B RES TXE&E,
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S| EMERESEBEETK , A Amazon Machine Image (AMI) R EFTENTEHBELERTE, #1T
B8 LM BESER |, HlI /root/bootstrap/logs/ Linux #{T{EEE , TJAEE S ELEBNERE
o # AWS Marketplace EXUSHY AMIs ID AIeEE AR RES KRHETEE. SHPEZRFE IR

rEXRE.
« #€B5T AMI BB Windows ERKEHTEER , FTEHTEAEER/ETR.

RIBTERR , B Amazon EC2 HITEIEERBIE , FAEERESHBENT K. NREERENER

KEHATEEEM AMI, R&E AMI EEEEHER  YEREALKEEERRE S - EERSE
AEHEERETRBSTEENMNERSEHTER LT,

HERBELREE , FECRAREL AMINRBERKEATER L , WEES 5 5B PowerShell

WHEE , REBMIT TSRS
C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

ARBREMITER B AMI, SR LERR AMI REMAREHEE A E 2 RHBHBVERR

H. 18 CoTUERRFERENATERLATHRNGS  CEFRDATERUEEE

BAETHERER  BELRREHRN AMI BB S —BERKER , #2BXEIHENBE,

RREN& , VDISEE ASERRRAE
ATREMRIEE 1 - ERRREN BEBAREETRE POSIX FFANEAE,

MR THNRBIKIL , EF LR E BRI RERE
1. EPBH RES MRAA 2024.01 HEFHARA
2. £E8 RES #BHIAE , Ay BMEnableLdapIDMappings&XEA True,

3. £ RES #BBEHEIEENEERRZALAR RES 2024.01 2BIHMA , HELIREFFEH
W #% EnableLdapIDMappingi&E A False,

FERSER MR BRAKPHNERE B &,

1. SSM EREEESFTH,

2. cd /home.

3. 1s-BIHBEHEBMHESEAESBNBE , Sl adminl, admin2.. &,

4. MIBRE & sudo rm -r 'dir_name', FEZMIBR ssm-user M ec2-user B #.

B EHSE
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5. MRFERAECRLSRFMN env , BREHFEMN DDB ERXRMIREREM (clusteradmin BRI,
6. B8 AD B - EEEEEE Amazon EC2 sudo /opt/idea/python/3.9.16/bin/
resctl ldap sync-from-ad®#1T,

7. 1t RES 8B Error ARAEEEFHEE VDI #1T{EE. 5T VDI RBEEAN 20 D EREERES
Ready #R&E,

EREETH
FE
« Amazon EC2 H{TERBEZESPELE ORI
« vdc-controller H{TERIEEFRS , KAEEMA AD/eVDI 18 , BR AP BERERE LK

- REZEMEBLUTRERE  ERTEHRAE THNNEESF

« cluster-manager Amazon CloudWatch HF# R "<user-home-init> tRE i EEH. FEZSEFEH
ERY, (APIRFREAEER)

* Windows SEEAEHEET "EHNIRFEEFEM. &8
- S\ER/EF AD #AREHY DHCP ;215
- Firefox #5588 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

&

MAENEES"

Amazon EC2 H{THEBEFZIZEAREEEREKL

MREMEREAITEEE Amazon EC2 TR AFERBTRACKLE , RRTREHEREE , WHUR
RERRENTERER., UATRHERENSTE,

R vdc-controller #{T{EBTE Amazon EC2 A BTREEKR ILRE | ETRERHRT ERNWER
BB, RES#HENWEEEER , MAEZIEREHE Amazon EC2 #1T{ERREY IAM FEURSI
BRI —EB %, IR vde-controller IEFEfEIR , B CloudWatch BB A HE THIEEER , FEWAER
MEBRIERER, IR WEBREEERTHES

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"
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ERAEER

LEEEES 8 Amazon CloudWatch B SA RSN TR :

An error occurred (AccessDeniedException) when calling the GetSecretValue
operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-

east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-

Certs-5W9SPUXF@8IB-F1sNRv
because no identity-based policy allows the secretsmanager:GetSecretValue action

®E Amazon EC2 #{TEER LAVRR , LS LIRBE.

vdc-controller M {TEBIEERIRFP , RAHEZEMA AD/eVDI #&E1H , B~ AP EEAR

BEXK

MR eVDI BEEHERERERY , ASEREREERTERTIER,

Modules

Environment modules and status

Module

Global Settings

Cluster

Metrics & Monitoring

Directory Service

Identity Provider

Analytics

Shared Storage

Cluster Manager

eVDI

Bastion Host

Module ID

global-settings

cluster

metrics

directoryservice

identity-provider

analytics

shared-storage

cluster-manager

vdc

bastion-host

Version

2023.10b1

2023.10b1

2023.10b1

2023.10b1

2023.1001

2023.10b1

2023.10b1

2023.1001

2023.10b1

Type

® Config
® stack
© stack
@ stack
© stack
@ stack
© stack
® App

Status

@ Deployed
® Deployed
@® Deployed
®@ Deployed
® Deployed
@® Deployed
@ Deployed
® Deployed
@ Deployed

© Deployed

API Health Check
(® Not Applicable
©® Not Applicable
( Not Applicable
@© Not Applicable
(© Not Applicable
© Not Applicable
(© Not Applicable
® Healthy

® Failed

® Not Applicable

Module Sets

« default

» default

« default

s default

+ default

« default

» default

+ default

s default

b
(1L

&

©

FEEBRT , REN—MBEREFEEEES CloudWatch BFf. (BKEA WAFERHE<env-

name>/cluster-manager, )
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups

#5EEE T2 Studio EREER

ATBERY T RE

- MRAFBEENF Insufficient permissions , BEERI res HBIFIRMHA ServiceAccount
EREERHE LR,
HEsTEIHI

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

000020E7: AtrErr: DSID-03153943, #1: 0: 000020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 30 seconds

A LA SecretsManager = & 17H RES ZPEHARI IR MY ServiceAccount FRAE R, &
Secrets Manager P2 RBENHE , ARBEHEIMXF. WRFEAEEBTLER  FEER
BLUEHRBRE, RIEBNWEEEEER vdc-controller B1TERE ., FHNHITEERIGEABER
e,

MREFERAERENNABEREEEVNER , FAEBBLER "ServiceAccounts . MREED

£ RES Hif§#% DisableADJoin 28R EA False , 55 E "ServiceAccount" fEH&EEHFE AD
REERYHHNEFT,

- MBFEANERAEZBLRE , (BEAEEXE Invalid credentials , BI&E# A KR5S 0] se s
AR p: N

AESATEA)

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

A LUEIB FENE Secrets Manager RSP EREBHHE , BREERI env HiEW ANE
15, BEZ (0 <env_name>directoryserviceServiceAccountPassword) , R&i#E
EREEXF,

MEARMEZPHEBIER  FEEFEUETREFNE, RLANEEEESMN vdc-
controller H{TEEE., METERSEAETNER , WEABEME,

MRFRGER , ATRER EEAR Active Directory PRI 2iBHI, BAEFLEER Active Directory
PG  RABREFWD, B LA Directory Service £§2 A E Active Directory FERFEHEN
RS

1. REEERHEID
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2. ZEPF. EREREER K AREMAEHERRE (HIW "ServiceAccounts ) MHEARER
RE,
3. MRMRENEWELMNERAE , FFEYIEM Secret Manager WEHEHE ( Hl
<env_name>directoryserviceServiceAccountPassword,

4. ¥IEBRIVEREEE S M vdc-controller MATER. FEATEREAREMEE,

FESMABLF NSRS SEFEHRE TR EES

WREETNREE T YA EAERFE AD RS HENEESRE, RHBELEE  EREEEEE
B Amazon CloudWatch BiEHEEHEER "<user-home-init> account not available
yet. waiting for user to be synced, , M¥EFREEREHEHEEE.

cluster-manager Amazon CloudWatch B8R <user-home-init> kP = EEE A
FESFERAERS, (EPIRFREREESR)

SQS FTHEIKRAFHEERER T , RATELINEFAERF, EEAERASHEEARERER
MERERRME , SEBRLERR.

EFEIEFHAERFHVFERTTEER RES KRIEMEERE AD A, flan |, £ BI/RES IRIBEE Y A EHAMN
ServiceAccountCredentialsSecretArn Z2EA R IEENE.,
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Windows REEAEHKETR "EHNIRFEFA, FAHAENEES"

CORP\adminT

Your account has been disabled. Please see your system administrator.

NMRERAFEREZAHENET , EFRRTEAEREER SSO KU EAR , EXEHYH RES BREMN
AD R{ER,

MRERFIRFSE AD FE/ , SSO BEAEZE RN

NEB/ZFE AD #HEERY DHCP ZIEREE

WMRMEE"The connection has been closed. Transport error"#%$ RES EEZEHTH
Active Directory & F BF B 2 £ Windows E# R EMVEEER , BEME dcv-connection-gateway
Amazon CloudWatch BFRAEELUNTHAR :
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Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc08a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

MRESHEHBSH VPC £/4 DHCP Z#IEM AD BiFEFlgs  IEE .

1. #& AmazonProvidedDNS #718 & /M {E #3312 #115 IPs,
2. & HAE B EBEREA ec2.internal,

HERERES, MRLAUMERE , Windows REESAZREE@mIER , B4 RES/DCV 88K
ip-10-0-x-xx.ec2.internal hostname,

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

Firefox #8388 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

EI8EA Firefox Web BIERE , ELEHERIERREK , TEEED
MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING ##:RF7 882

JRE 2 RES Web fAlfR2FEEA TLS + Stapling On F%%E , {B R £ Stapling Validation EIfE ( F2HE
https://support.mozilla.org/en-US/questions/1372483 : //,

&) LA R https : //https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing 9
RIS IE L ERE,
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Env il B&

FE

« res-xxx-cluster @R "DELETE FAILED, iR&E , #XFEIMER  RA TAGEYKMERE,
$HER

- KEBHF

- T# VDI B

« #& Linux EC2 #1T{HE T&H H &

» % Windows EC2 #11T7{E & T & B &

+ W& WaitCondition $§52#7 ECS A&

res-xxx-cluster 2 EE A "DELETE_FAILED, k& K EEFEIMKR K EA TABEN
HEERT,) BER

WMRIEETETR "res-xxx-cluster" HBE R "DELETE_FAILED" ik&& , EEXFEHMER , EALUHIT TS
SR EMIBR,

MRERFHBER "DELETE_FAILED, MRE K FEEXFESHEMER. ©RESEL —EHES
B, MR R, BIF MIER.
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

BRx , BMEERIBRAALERHERER  BNTREFINASRENEZERENER, TEEBRT ,
AENFBERMA "ERENER. , AREEMER.

B e e E D E L BEEE8 Role: arn:aws:iam::... is Invalid or cannot be assumed
Env B
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

EXRTHERHERAENACSEER R LMIR, FEHRLEE  FERACHERE, IE IAM X
BE  YEANTRANZSBRIEFZEBHAR , TR :

. SHEETNERER | BE AWS R,
o STYIEHAZEM , 7f TUse cases for other AWS servicesi®# CloudFormation,

IAM > Roles > Create role
: Select trusted entity e
Select trusted entity

Trusted entity type

O AWS service AWS account Web icentity

SAML 2.0 federation Gustom trust policy

Use case
Alow an AWS senvice like EC
Common use cases
EC2
Lambda

Use cases for other AWS services:
CloudFormation

© CloudFormation

BET—F., FHXRMAER AWSCloudFormationFullAccess' M 'AdministratorAccess' &
i, BHNREAERERREZXWTAR
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Name, review, and create

Role details

Role name

173289361

Description

Allows CloudFormation to create and manage AWS stacks and resources on your behalf.

Step 1: Select trusted entities

Step 2: Add permissions

Permissions policy summary

Policy name ' Type

AWSCloudFor AWS managed

AdministratorAccess AWS managed - job function

A®IEME CloudFormation T2 AW MIERHER, LRERZAUERIACREEMER. &% , AE
IAM EZ2 A8 I MBREELNBE,

R EC2 TZAE A EC2 #1T{HEE

. BMBELIERBEAELER Linux EC2 #1TEE.

o FBMKEBRIELIERE ALK Windows EC2 #1TERE., AREFE Windows PowerShell LA {T{E{ a5
AL
T o

WEERREEM A

1. Cluster-manager : ff TV ENMBEEEESN AR , UHEEITR,
a. R B CloudWatch AFE#E WFTHE His<env-name>/cluster-manager,
b. <env-name>-cluster-manager EC2 #i1T{El#8 L /root/bootstrap/logsH# FTHIFTE

B, BEAEHRAERY " EC2 TEAZ A EC2 BT EER MViER , UBEALHNHITE

o

Env B
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-with-systems-manager-session-manager.html
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2. Vdc-controller : & 54z EH18 vdc-controller W B , WS HEREZTER,
a. R B CloudWatch R & # BFTE BiS<env-name>/vdc-controller,

b. <env-name>-vdc-controller EC2 #{T{E# L /root/bootstrap/logs B # THIFTHE H
. BEAEMEN "R EC2 EEAFEAEC2 HTHEE, EET WIER , UBEALWHITHE
e,

BRIEHFRNEP—ESERER € Linux EC2 HTER THHF —HPRIER, KEEBEEREH
TERERE.

Y £ VDI B
B ¥ FERY Amazon EC2 #h1T{EEE
MBFEAELL TR B VDIVDI1 , Amazon EC2 At T ERYUELBIEA

<env-name>-VDIl-<user name>,
I £ Linux VDI B

BEAEGRAE "% Amazon EC2 £ A& A EC2 Hi1TEE, ERLE WIETR , % Amazon
EC2 XA E ALY EMN Amazon EC2 11788, HWYS VDI Amazon EC2 #1T{E# £ /root/
bootstrap/logs#l /var/log/dcv/E & THFTHE B,

MEBAFNER—ELZEZREAFZLEE 3, REXZXETHEFR. Bt , BALMKB TSR ,
w—EESIEBFMERR , RELEEH :
1. SBIKBT 5SS |, £ /root/bootstrap/logs B & T# & dev B :

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2. B BB T —EHENSBTE VDI BHiE , TEHAR.
I €€ Windows VDI B

BEAEBITE "% Amazon EC2 £ A X A EC2 # T, hEEE WIS , % Amazon EC2
FIEABEAHEMN Amazon EC2 #11T{E#8., £ VDI EC2 #1T{EH $env:SystemDrive\Users
\Administrator\RES\Bootstrap\Log\ B & FEBFTE B,

MEHERNER-ELEZREEM LES S3, ARKBETHEM. EEEHRM , FHRET—H5
HE S RHEST : T, VDI HFE,
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T# VDI B

1. ¥ VDI EC2 #11T{E# IAM S & LLRFF S3 FEL.

2. BIff EC2 =24 , RZRBIUEH VDI #1TEE

3. ERHIEFERANIAM &,

4. EFEHFUTHANERNFTBRERS | BEEEBER | ARIER AmazonS3FullAccess I
8

5. BIEFIEI T LUEEKBUR,

6. Z#& , BIFEW VDI EE  MRTHITRTHAR. KEBRBERIATERERE,

a. & Linux EC2 #1TEE T HF BRAR Linux.
b. & Windows EC2 #1T{E & T = H & B A M Windows #
7. B#  REASCEUBKANazonS3FullAccessBEK,

(@ Note
FiE VDIs #{EAHERE IAM &€ , <env-name>-vdc-host-role-<region>

#& Linux EC2 /TR TH AE
ABERPTHEFZN EC2 B1THEE  ¥BTTH s , SFAEHFELEE 3 FHFEITHE -

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz
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2% FHESIEERE  ERNEBA WRAEIHE , <environment_name>-cluster-<region>-
<aws_account_number>fA% T LA EE<module_name>_logs.tar.gziER

qup
>

£ Windows EC2 #1T{E# & H

ABERPTEH AN EC2 HITER , XHT TS , BATE AR LEE S3 RFFE

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

2% FEEESIEEA  ENEHEA WREEFEIE , <environment_name>-cluster-<region>-
<aws_account_number>fA% FH % H EE<module_name>_logs.zipMIE=R

g & WaitCondition £3589 ECS Hit

1. BEESFBAEER  RRENERRSIER.

2. RBAEPE - ResearchAndEngineeringStudio -~ R —» £ — CreateTaskDef -
CreateContainer » LogGroup , R #&#EE A &4 LR CloudWatch A&,

3. frit BESEHE P EEEH A B,

REIRIR

ES- ]
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- RESIRUENS I BEFRERLETHERIEEARR
- REIHEE keycloak FEEIEE

RESITREEN S DBEFREBETHREZARR
il

MREBEABZRAYERESSIRHENEDBRBEFRFWE TEERNER) | EHNRBUECIBE,
EARERERERHN FoB2 ANFERAENEE , WEEM Active Directory BRIEIRF .

=R

1. EEHREZEAEPERMEHENRBEIRSZE,
2. 1 Secrets Manager PEFRBEIRFZE , UAFSEBE LEW ANERE

- EAR Keycloak H#& : PasswordSecret-...-RESExternal-...-DirectoryService-... B2 :
Microsoft Active Directory B9 215

« for RES : res-ServiceAccountPassword-... with Description : Active Directory Service tRF %
1]

3. BIEEC2 FEAWKRIIBEETEESHITHEE., Auto Scaling RAIEEBBEFATEERNIE,

REIHEBR keycloak HELIEE
G =8

WMRIEM keycloak ARFREH , AELEMMBAMKE , BUTERN IP CRE K EWEEHR
keycloak I - RES A Q#BULK & A REEZH AR FERRETAHAAMRE,

=R

BEEMBRBEENERRIE , WEFHIE Keycloak B | 4§ Keycloak BEREZEHEMER T, FERE
IN{EZ %

1. BIfE Cloudformation, ZMEZEEIREE EIMELE keycloak HHEHHE

« <env-name>-RESSsoKeycloak-<random characters> ( & 1)

Sl
&
Pl
i
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https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
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W32 EE T2 Studio EREER

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-* (Stack2)

Bk Stack1, MRRMRTEMBREMRMER | FRIUZIRMERZIRHER

mEHECT2MER,

£tk T RES SSO Keycloak 8 & Zhttps://s3.amazonaws.com/aws-hpc-recipes/main/recipes/
res/res_demo_env/assets/res-sso-keycloak.yaml,

EAECHERERTSARNSHEFBHFUHES, € CloudFormation EEAIEE , FiER
AIERMME > FAFER (B ) - RERAEAR > LESXER. FAECRRERAR

M AEANENSE, LALE CloudFormation £ 5 t 2B ERRGE LTS HRIEEK ,
HEMERAEEPRIELMA, FRERESH. SRENEMSHTSRAHESH

HBEMHEER K CHRENUTBXER, BUUEEHNBHENBHZESIERPKE
ApplicationUrl,

& A& &

+ 2024.x B HEE

(2024.12 1 2024.12.01) FFf# Cognito £ & IF 34+ Regex K

(2024.12.01 RERRAE ) FHBTBEERE VDI FHIRENH RS

(2024.12 1 2024.12.01) Active Directory i fi & 5% SSH F|E 2 X #

(2024.10) $H¥IIPB1EMERE VPCs 1 RES IRHE , VDI BHENZ 1L i

(2024.10 RERIRAR ) FERE) VDI for Graphic 1858 Y 1T {E B SE 7Y

(2024.08) E{HE# R AMI X

(2024.08) ER S HE L HBEARHFITE ARN M BT FEMNEI/E A Amazon S3 7T
(2024.06) & AD BHHEE B O SZ=KE , EARBAK

(2024.06 RE R/ ) AD BFHBKELSZE RES WEHHEKE

(2024.06 RE R A ) CVE-2024-6387, RegreSSHion, RHEL9 &1 Ubuntu VDIsH i Z £ J®E
(2024.04-2024.04.02) REKRFEEE VDI STEEAEKN IAM FF AR

(2024.04.02 R ERHRZA ) ap-southeast-2 ( EF ) HH Windows NVIDIA 417 18 88 £ R E
(2024.04 F1 2024.04.01) GovCloud F#J RES MR kB

(2024.04 - 2024.04.02) EF B , Linux ERSE A FE T#E. RE
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+ (2024.04.02 REERA ) #ERFS SAMAccountName BB S AXBEZRIEHKF M AD £
=)

* (2024.04.02 REERAE ) ARTHESZTHNAESHBEN

2024 .x EHIEE

(2024.12 F1 2024.12.01) Ef# Cognito £ H R4 Regex kB
SRR

MRBEFER Web ADRUEMEFHBHFEEZE "." B AWS Cognito A& , fl0

<firstname>.<lastname>@<company>.com , EASEHEER , #§H Cognito FAEZBIAFEE

M regex X,

s ™
® Invalid parameters: Username doesn't match the regex pattern A[a-z][-a-

z0-9_}{0,31}%. Username may only contain lower case ASCII letters (a-2),
numbers (0-9),and the following special characters: underscore (_), and hypen

(-).The maximum length of username is 32.
\ y,

LERER2H RES IEAENETFBHFZEEDELEAERBAER. T8 , £ RES XENEE
Linux Z{ThRAH , BEE""NEAESEBTR VDIs WERERE, LMEISEELEERAESBRBER
ETEHHFEPHEM ", BEMAEBBWE RES Linux VDIs EBM.

ZRENRAE
RES 2024.12 # 2024.12.01 iR

=R

1. #FITTH@GSRTH 2024.12 cognito_sign_up_email_fix.patchhR=l 2024.12.01
Micognito_sign_up_email_fix.patch# patch.py# , <output-directory>#§ E{X
AZETHEBAEINESHBNECHEEARERNB & , X% <environment-name>E{X A RES IR
RHAERE

a. WisHREXEAR RES 2024.12 1 2024.12.01,
b. EHRERNIEDSBEE AWS CLI v2, Python 3.9.16 REFHIRA , LA Boto3,
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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c. AEPE AWS RES MIRFMEEFRE CLI , XRFREEFE A RES FTEM#FATREM S3 5F
A,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
RES_VERSION=<res-version> # either 2024.12 or 2024.12.01

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/cognito_sign_up_email_fix.patch --output
${OUTPUT_DIRECTORY}/cognito_sign_up_email_fix.patch

2. BEEFTHEMAEXESTRIASHEARRNB K, FTTIEHEXNST !

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --
res-version ${RES_VERSION} --module cluster-manager --patch ${OUTPUT_DIRECTORY}/
cognito_sign_up_email_fix.patch

3. REMIRIZEHE Cluster Manager #{TEE, S A LA Amazon EC2 BE X1 AK LE#HIT
g8,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. WEUEE HENBBDEREETE , LUBTE Cluster Manager #1117 {E8ARRE<RES-
EnvironmentName>-cluster-manager-asqg. FE¥#/TEE KIS,

(2024.12.01 REE/RA ) FHBTBIEERZE VDI kIR ARHBRFER

SRR IR
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ERFERABITADRBILEIE BB/ IERA S M RES B | CertificateRenewalNode A7 HE
B VDI ERW TLS B , WHE R TH$EER/var/log/user-data.log :

{

"type": "urn:ietf:params:acme:error:unauthorized",

"detail": "Error finalizing order :: OCSP must-staple extension is no longer
available: see https://letsencrypt.org/2024/12/05/ending-ocsp",

"status": 403

At , E&7E RES Web A OBILFIELEE VDIs iF |, iE2EZ
(net: :ERR_CERT_DATE_INVALIDChrome) &% Error code:
SSL_ERROR_BAD_CERT_DOMAIN(FireFox) By§&E5,

ZEENRAK
2024.12.01 RE R

=

1. BEZE EC2 24, MREEA WHTEECertificateRenewalNode- , FH#R L HITEE,

2. BEZE Lambda 25, B A Z Lambda HEWWRHKRERTE-
CertificateRenewallLambda-. #AIEMR 8917 , . /acme.sh --issue --dns dns_aws
--ocsp-must-staple --keylength 40963 #BR--ocsp-must-staples| &,

3. BERFNEBUZFHFEABEELEN.

4., ZEFEHBEE Lambda HE : FREAERSIER  ARBRECIE. THEEHEANBA., EEX
SEYVRH EC2 H1T{ER |, LLEH Secret Manager R HYEE M PrivateKey W%, WBREHE |
BT EREBEEKL,

5. #RIEBEAM dev-gateway HIT{EEE : <env-name>-vdc-gatewayWEF BB ERFHE S BHHNE
MHETEE,

SRR AN E A

Let's Encrypt #H 2025 F#53R OCSP X #&, #2025 F 1 A 30 AR , BRIEFBRIRF LSBT
& OCSP AERRIEMAYERE , BHl OCSP AEMABERKE LM, WEFMER , F2E https//
letsencrypt.org/2024/12/05/ending-ocsp/ : //o
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(2024.12 1 2024.12.01) Active Directory A #& &% SSH F|E 2

SRR

Active Directory fE i & EHK# RES Web AOMUENIE REREEETHEF K SNBFTEIENSE

=0
Ezl—-"\o

HRRDREEY  EEE2TH EHITH Python BARXEERE) SSSD R#. Rt , AD ERAEY
#%%\I L*%H y ﬁ;ﬁ%ko

ZRHENRAE
2024.12 1 2024.12.01

=R

1. REC2ERAEREZEBTHYITER

2. 7£ IDEA_CLUSTER_NAME T#®#/etc/environment ¥ ¥i¥ environment_name=<res-
environment-name> {EAH1T.

3. EBITEBLHIT TGS :

source /etc/environment
sudo service supervisord restart
sudo systemctl restart supervisord

4. FEKIR RES Web AOMUNETR , ERBREREESEH,

(2024.10) ¥ EPEE MBS VPCs FHY RES IRIE , VDI BEME LEHER
R

£ 2024.10 RES x4+ , ERARE —REFEK VDIs BEFLE, WREAERKERE - ARaE > T#E
B FR AR E o

TEEREE VPCs FHY RES RIFEB A XE VDI HBF L,

ZHENRAE
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2024.10
=g

RPBEEEREBSEEERRRAFWIEE, TiB , HATLE RES REFRFHE LB ERE
VPCsH #J VDlIs,

(202410 RERMA ) #ERE VDI for Graphic @R HTEEER
SEER IR

EER LR TEEER (g4, g5) LRXE) Amazon Linux 2 - x86_64, RHEL 8 - x86_64 = RHEL 9
x86_64 VDI B , T AR FEMEMRE. ERTHTERKETREAN "Rk, REE , BA4ER
FH.

ERRAR X Server HZAHEHTER L ERATERIIL. ERLBHERN R , RACERGEETLH
TERNEEHEBRUREX/NEME 50gb , SBAREEHANZEEH R EAMBMEMKMLE,

REENRA
PiE RES 2024.10 R E RHRA,
=

1. & patch.py # graphic_enhanced_instance_types_fix.patch , & 2# Btff<output-
directory>RLETHBHEANESTHBNBESHEXERWE S , A <environment -
name>EBIX A TGS HH RES REER

a. IBAENEERARN RES 2024.10,
b. EHRENIETHEE AWS CLI v2, Python 3.9.16 EFThRZA , SLK Boto3,

c. AEPE AWS RES MIRFMEEMERE CLI , XEFREEBFE A RES FTEM#FETEA S3 5F
A,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch --
output ${OUTPUT_DIRECTORY}/graphic_enhanced_instance_types_fix.patch

2. BESFTHEHEAESHNEHEERNEHZ, BT TIEHERGT

\

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.10 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
graphic_enhanced_instance_types_fix.patch

3. FERILREMNERKEMEEZ (vdc-controller) #ATER , FHT T aH , BRURERKH RES
REAHE,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. HEEZBHREAS NWEEBEE<RES-EnvironmentName>-vdc-extEEEER , BREFHIITHE
B, BMREELAEFIATERIMNEMHREEEEVESR 50GB NREEZEM.

(2024.08) EfmE MR E AMI KB
R

BRI SR X S 18 R EA EC2 Image Builder 24 AMIs B | ZERFE XK , BT
THISERAL

CmdExecution: [ERROR] Command execution has resulted in an error

ERRANHHREENBEREERPIER,
ZRENRA

2024.08
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=R

B FH EC2 Image Builder B :
( MRERRD RES MITRIBEER AMISTEERBLTHER )

1. TEEFHHW res-infra-dependencies.tar.gz &%,
2. FEBMECRFM BT L%E Amazon Machine Image AMIs) F1 5| By 5 BB,

EEMFEHLEH EC2 Image Builder &R :
( MREE R RES #ITERER AMISTEERUTIER )

TEEFHH res-infra-dependencies.tar.gz xR,

BEZ EC2 Image Builder - Tt » #&— T A %1% RES AMIsTT#f.

EEEAR A - DownloadRESInstallScripts 5B - @A - R T/ HE S3 LB,

LEEIN S3HUETSEMEANEKMEER , FELERRRAE —ESRPTEHNER,

A

(2024.08) EREHEELHIBETRFBEEITE ARN MBFTFEWEEVE A Amazon S3
AT

R AR
W5E M ITHE Studio 2024.08 EE AR FATRE ARN (B ) MBETFE (EREBAEREBNEA

ELZB) B EZEEBREEERRE (VDlarn:aws:s3: : :example-bucket) #117{HEE HHEHE
BUBE A S3 AT EE,

TR EEENHEFrBERaRE

- EERTITR

- EEFEMAMEIT® ARN (Bl arn:aws:s3:::example-bucket/example-folder-
prefix) B FE (EXERIEREBACEAEER ) —HBoNBENEARTIE

- BEERFAEFIR ARN BER2EHTFENBENE ARFITR

#iZ VDI F{TER R , &% S3 MEFFENEEHHE KBTS HAMEITE, A VDI LAY
HESKEFE  BESKAZ BTS2 FrBNBETAR. ERERRRHEEREAB K
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#5EEE T2 Studio EREER

B¥ , Permission denied, unable to write a filef$E€BEEE K MAERAEITIZLED
HHEM S3 R1FTE

ZRHENRE
2024 £ 8 A

=R

1. BETHBHENESBNEHRERNER (patch.py M
s3_mount_custom_prefix_fix.patch), BH#T oS , & Bfl<output-
directory>RZETHBHEANESTHNESHEXERWE K , A# <environment -
name>HUX B RES IREN BT :

a. LEHEXEEARN RES 2024.08,
b. EHEXIESHEEE AWS CLIv2, Python 3.9.16 REFTARA , BAK Boto3,

c. AIE RES WIRFMEERE AWS CLI , WHEREEHR Amazon S3 EA RES BV 2 F
B AR,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. BEETHEHEAETHACHEARRNE &, JTTIEHERNGT

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

3. EERITIREBENERSMEIEHIZT (vde-controller) #{TEEE , FHT TSR, (LEEFE—R
S ERFHSENVIRONMENT_NAMEZEEREA RES IREN B, )

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
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#5EEE T2 Studio EREER

Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note
HRNFHE VPC RE , MR EBEREEM , AI¥ M <RES-EnvironmentName>-
vdc-custom-credential-broker-lambdafE , FELHIEEEE
AWS_STS_REGIONAL_ENDPOINTSEH{EEnvironment variable #9 regional., 0
EHMEA , F2EREE VPC BB Amazon S3 fE1ZETEE SR IFH

4. LEZBEREMN BEBB<RES-EnvironmentName>-vdc-extiBERERF % K BEERBTHN
VDIs , EiEEC ERHBIRFETE ARN BTN ERE A S3 f#IFirE,

(2024.06) & AD FHEBBOESZRE , EARBAREK
sk
MR AD BEEZBP IR , RES 2024.06 £E2E F Rl iRASHY R IR,

£ AD AL HIE , #EEE S CloudWatch Bi# ( FE<environment-name>/cluster-manager H
WHEAET ) BEETHERE

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20%}:(user]|group)$

RES EAMERERINETIERNEFEER

- TERETENEMAE ASCII F&, BF. BT (). G () MERL ()
o RAFFRITHR (-) MASE—EFT

° quz:ﬂ%ﬁ? o

/

ZRENRA
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2024.06

=R

1. BETHEHEIESBNEHERNER (https : //patch.py # groupname_regex.patch) , FE#
T3 , <output-directory># BN AZLEREERMN B & , 4§ <environment-
name>H{X B RES IRIEMN B :

a. WEHENEEAR RES 2024.06
b. BHEENESHEEFEE AWS CLI v2, Python 3.9.16 HERTMRA , LUK Boto3,

c. AIE RES WIRFMEFHRE AWS CLI , WHEREZEEEA RES B 2 HFFEA S3 &F
1S

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. BESTHEHEAETHNEHEERNEHZ, BT TIEHERGT

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. FBEEWREBEIIREN Cluster Manager 1TERE , FBFET FHIH T : B ALK Amazon EC2
EEFEAKRIEHITEE,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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#5EEE T2 Studio EREER

® Note

EMREA L AD BHESBIERNNE ASCI 28, BF, BRITH (). I (). KL () M@
REMR 13 30 ZBHIZ

(2024.06 R ERMA ) AD RFHEAREZDSE RES WEHEKE
R
R GroupOU £& UserOU [ , BN ENREEEH#ESLS = RES,

RES £ ERE AD BB L R HEREI |dapsearch BHE R4, BRI EHZRIRET ERMGE
A UserOU 8%, MT =& GroupOU 28, FREESE&LEETMAFERAE. HITARSR4ERE
UsersOU #1 GroupOU F R ITER .

ZEENRAE

P RES 2024.06 kX5 & fR A
=g

R T P BRI BRI RE

1. BEETH patch.py $58 group_member_sync_bug_fix.patch &3 , FE#IT T Hd
T, <output-directory># BRXALETHERNABBE & , WiAE <res_version>BXA
IREIEIEM RES MRS :

(® Note

- BEHENESTBEE AWS CLIv2, Python 3.9.16 REFHMA , LK Boto3,

- BEE AWS RES WIREMEEERE CLI , YRR EEEBA RES B 2 HFITE/
S3 M,

- SRR ERE RES 2024.04.02 1 2024.06 K. MEEFERHZ 2024.04
2024.04.01 , EAILUEFE hIHA TR EIRAER , LHREFEHA 2024.04.02 ,
REBERBEHER

« RES hx7< : RES 2024.04.02
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BEHRERN TEER : 2024.04.02_group_member_sync_bug_fix.patch
+ RES lR7~ : RES 2024.06

BEHER TEIEL : 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. BEFTHEFAEIESBANSHEEANERNEE, HITTIEHERXNSTT , <environment-
name>#$ R B RES IRIER T

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PwWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. EEEFRIEIRIEN cluster-manager HITEE BT TGS

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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#5EEE T2 Studio EREER

(2024.06 R E R ) CVE-2024-6387. RegreSSHion, RHEL9 F Ubuntu VDIsHHY
g2ge 2 )

SRERHEIR

OpenSSH fAlfR2EH B BI#E A regreSSHion B9 CVE-2024-6387, IR AT RARBNRHEREEHE
HEZRRSELHTESERNE , AF A OpenSSH #TREBANRKERBZERL,

HMRES , EEHERFBESTMEANSSHEAERESHE K MEEFRIZIRREFE, TiB ,
HMEFTAE RES A s A RHEL9 # Ubuntu2024 VDIs ( B S EERERE ) REMTESR AMI
(Amazon Machine Image) A 22X+ REFER OpenSSH R,

ERTEAEN RHELY 1 Ubuntu2024 VDIs ATBARIA , EREBEZEFNEE T,
MEBMBOFMBES , FSHELE

ZHENRAK

8 RES 2024.06 MRS E RHRA,

=R

RHEL9 1 Ubuntu # B &t ¥ OpenSSH R 1THHEN , MEBEREMRE. EULEAFTESENE
HEBEERIUELEH,

WMREFREN RHELI 5 Ubuntu VDIs , ZRZEREELT PATCH EXISTING VDIsiR#H. &HEBHA
RE VDIs , E#&ZE1E PATCH FUTURE VDIsiE R, ELERRPAUARITESE , EEM VDIs £
ERFEEN.

E#EEH VDIs
1. BT THGSRIEFBFIEEERN Ubuntu $1 RHELS VDIs :

a. BHEEXAESHHREE AWSCLIV2,

b. AT AWS RES WiIRFFMEEERE CLI , IEREEFEHEX AWS Systems Manager Run
Command B9 Systems Manager & ™,

aws ssm send-command \
--document-name "AWS-RunRemoteScript" \
--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \
--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
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patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. BU L AEHTHSER LBREBEESBRESRIIHT, B—ToaTEBLRERERSIER  ZENEHHNSG
o ID, WHESEFTEHIT{EEE IDsEE SUCCESS AL,

1EREARE VDIs

1. ZETHEBEIESENBSHERNER (hitps : //patch.py M update_openssh.patch) , 5%

T35 % , <output-directory># BMKAZLRETHERMNE & , W#% <environment-
name>HUX B RES IREMN BT :

(® Note

- EHEXEBAR RES 2024.06,
- BEHRENESHBEE AWS CLI v2, Python 3.9.16 REHFARA , LAK Boto3,

- BEE AWS RES WIREMEEFRE CLI B4 , IEREHEES A RES FTE I RBFET
E%EI‘J 83 ﬁq:—.l-o

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/

releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. BITTIEHERST

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. FEATIGSEHNMEARIREMN VDC EHIERHTHEE

INSTANCE_ID=$(aws ec2 describe-instances \
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--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important

H%B RES 2024.06 IR M EFH AT ZEE@BARRH VDIs, ZEEHE RESREFFAER
2024.06 YRR A ARRH VDIs , FBEEFEA T HIIE R4S RES IRBEFARE 2024.06 : EERA
E#.

(2024.04-2024.04.02) iRt KE#HEE VDI #ITER AR 1AM FF A SRR
Ll

ERSHTERBEREREREERNFTRRAERE, iEZ IAMPermissionBoundary S8 E&MEF T
RRRERIERPBEREBERAERNER,

R BRI
2024.04 - 2024.04.02
=

AIEBT ISR, AFF VDIs EFEEAIE MG E RN IR :

1. BFETRBHEIESHBNESHERXER (patch.py M
vdi_host_role_permission_boundary.patch) , 58#1T F 5@ % , <output-directory># B A
LERNERERNAHE 8%

a. EHENEERAR RES 2024.04.02, MREFERAMRZ 2024.04 5 2024.04.01 hix , B AT LA
ROBX I HN S BETREZRAER |, BRBEEHRE 2024.04.02,

b. EHRERNIEDSBEE AWS CLI v2, Python 3.9.16 REFHARA , LA Boto3,
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c. AEPE AWS RES MIRFMEEFRE CLI , XRFREEFE A RES FTEM#FATREM S3 5F
A,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

2. BEFTHEAFAEESBANSHEEAERNEE, ST TIEHERNSTT , <environment-
name>#§ R AEH RES IRIERH :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. #HITHH DU RES IRiE<environment-name>HWEZBEM , UEFBERIREDH cluster-
manager H1T{EE. B¢ Amazon EC2 BEE F A K I TERE,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 R EE/RA ) ap-southeast-2 ( EF ) FHY Windows NVIDIA $h1TEEE
SERRED

Ll
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Amazon Machine Image AMIs) AREEF S EMAEN RES FRENERSE (VDIs), B8 AMI HE=E
EEZAEAEE ID, £ RES HEREATE ap-southeast-2 ( EF ) FEE) Windows Nvidia 11T EER
AMI ID B BI T IERE,

EEHTEEEREami-0e19078939a996cafy AMI-ID §5551 57 ap-southeast-2 ( FH )
., ami-027cf6e71le2es442f4 FERXTAA AMI ID,

B ATEE ami-0e19018939a996caf AMI B EIE/TEEERS  FRHESWIITHIE,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

ERFERNSR , SEHHIERER .

. 7 ap-southeast-2 EigHZf& RES,
{5 Windows-NVIDIA TEZZEXBE#EE (AMI ID ami-0e190f8939a996caf) B ITIE R,

ZEEN R

P RES 2024.04.02 IR E R IR A E 25
oy

RES 2024.01.01 AR B3I T FIEMRIENE -

- EATIFREZEMFTNEREHSR
* AMIID : ami-027cf6e71le2e442f4
- EERH : Windows
- GPU ®i&™ : NVIDIA
- H&/ME #EFAR/ (GB) : 30
- &/ME RAM (GB) : 4
o fEA BB HE B RELE Windows-NVIDIA #{T{ER

(2024.04 #1 2024.04.01) GovCloud F#y RES B 2k Bx

Bl
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£ RES MIBR THEFREHMA , UnprotectCognitoUserPoollLambda €% A& iEMIBRAY Cognito fif
AEEENMBRRE, Lambda #1TH BB InstallerStateMachine,

HRE %M GovCloud AWS [EiF 2 BRI TR CLI RAZEE | Lambda F#update_user_pool H Y
&7 GovCloud EF k¥,

E MR GovCloud B HH RES I , FFEWEIT SR

Parameter validation failed: Unknown parameter in input: \"DeletionProtection
\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

ERERNLR

« £ GovCloud [Eig+ 22 RES
- MRk RES &

ZRENRAE

RES 2024.04 1 2024.04.01 kR

=g

RES 2024.04 hix 28I T IR #EEHE

« BB UnprotectCognitoUserPool Lambda
- mABAEHl : <env-name>-InstallerTasksUnprotectCognitoUserPool-...
© BITHRRERE -> fmEE -> BHITHRE Python 3.11 -> 7,
- BB CloudFormation,
- MIBR RES #& -> REFRELREENXER UNCHECKED -> MR,

(2024.04 - 2024.04.02) EFRRENEF |, Linux ERSHE s FE "#E, R

[
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EFBRPRELCREFRBE , Linux ERKEEEFE "REL HRE,

EFEEITEER , AWS Systems Manager T E#TEMRH S REILFHH DCV TERK
Bt , mA vdc-controller CloudWatch BiEH#RA T 5 BEEAE (<environment-name>/vdc/
controllerft CloudWatch BEEEET ) :

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

ZHENRA

2024.04 - 2024.04.02

oy

HEERFE "RE) MENERKE

1. € EC2 £#24 SSH EAREHITHEERE.

2. EHITEBLATTIGT

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
configure_post_reboot.sh

sudo reboot

3. FRHYTHERBENKE.

BERLEFNERSEHNTIARNEE

1. BETHBHEIESHANESHERNER (patch.py M vdi_stuck_in_resuming_status.patch) , &
#ITT &S , <output-directory>i§ BMVALERNEERRNE &% :

(® Note

&#@EEN{EE AR RES 2024.04.02,
EHENIESBEE AWS CLIv2, Python 3.9.16 EFTARA , BAK% Boto3,

#AEFE AWS RES MIRF M EFHRE CLI , YRRAREEFFE A RES FTEUREFTREN
S3 &l
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OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. BEEFTHEAEREIESBNECHEREXERNE &, BT THIEHERERNTS , <environment-
name>i§ K AEHN RES IRIFEEW , LA <aws-region>BRNAEE RES WIEH, :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. BEEFHRBEIIREMN VDC B HIZSETEE , BT THH®S , <environment-name>#§ BUX
BIEH RES RIEETR -

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 R ERMRA ) #FERZLH SAMAccountName B EBEXBEFZRREFHRETT
M AD ERE

[
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SSO REEZESME/NRKER (M8 AD EZiEH ) , RES #£FEYP AD FA#E., BXEEER
CloudWatch B ( fE<environment-name>/cluster-manager B & T ) £ AD L HES
ST 588 -

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$)
DAL 1{2) [a-20-9. _1+(?<![_.1)$

RES EAMEEREEZIHFESTHERK SAMAccount FHERR :

- BEREEE/NE ASCI FR, BF. G (). K& (o
« ARBERTAFFHAE —ERNZE—EF T,
- ENREEMEEENVARIER (HW ... . . )

ZEENRA
2024.04.02 RE B RRA

=R

1. BETHHHERIESTHBNEHERER (patch.py M samaccountname_regex.patch) ,
T 585 , <output-directory>#§ R ALERBERMNE & :

3
£
4

(® Note

- BEEXNEERN RES 2024.04.02,
- EHRENIESHEE AWS CLIv2, Python 3.9.16 REFARA , BA% Boto3,

. BERE AWS RES WIREMEEERE CLI , YR EESE A RES FrE N FEFEHEN
S3 .

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch
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2. BEEZTTHEAHAEIESBANSHEENERNEE, HITTIEHERXNSTS , <environment-
name>#% R B RES IRIEEHE

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. BESHREMEIIREN Cluster Manager F{T{EEE , FHTTHH S , <environment-name>i§
BR ALK RES IRIERBE, LA Amazon EC2 EE AR IEHTER

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \

--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 REERAE ) ARERE2 TN EEWESR
FIEE

EfMAEN RESWeb ADMUTHABESRUTNEE I MK , SREXTERE - STTHAET,
EEESREYN. EEREERAEATENSREINEEIME , SRR THIHR !

Load key '"<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

ZEERRA

2024.04.02 R E R

=R

KMEBEEA Chrome THRE#® , RALABETIRE,
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®EF , ALUERE BREEYHIT----- BEGIN PRIVATE KEY----- , REBE IHBLHTREFHE
XL EBER----- END PRIVATE KEY----- o
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A Y n
T =

18 Amazon EC2 #{TERREFEM MR MR E RS (HKinkRE ) BE , UHEBZ A, LEAT
HEIEAEEEMBIELRE, B LIER AWS Systems Manager Session Manager , JER[# £
28 RDP WM1&L TiEiHE A Amazon EC2 #1T{E#E , M EE RDP &£, MRFEHANERIREE
BRI%1%#E , BIFEM Microsoft = Microsoft IRERLEHBERIKEEEAE CALs, EEERHBREN
RIFREFEAE CALs EERETEMES , XAFHA AWS 8% (H£H ) HAFRE., WEFBE
REBRABIZETEMEANZNERTHESRENES , F2E EREEENEE,

EFAEEABEAXHAINEFALETECHEILFTE, AXH . (a) EHBE | b) K&K AWS BRIWE
MERMER , THEEEEE JFAZTEH. #(c) AR AWS REKBL IR FMAAERR
&, M licensors. AWS products SiIRIEELL TR, ARNIES , THMEMRE , RTZE. R
FAERNGEY , ERPREEE TR, HEFE AWS WEEMNEEHE AWS R4 | XX4ETB
R ErRgER AWS EBEEF 2 BNEAHE.

L HIHF3E R TF2 Studio AWS 24848 Apache Software Foundation $£#t#J Apache License 2.0 MR{&K
HEITRE,
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ERAEER

837

MEFHAEA

B

2025 £ 3 A

2024 £12 B

2024 £ 10 A

2B GitHub f#FEF# CHANGELOG.md 2%,

-3:d

 EETHRZS 2025.03

MR —
- FREE.
- MIBREE.
« EAEDHERR.

CEENER —
- ERSMH.
. BREEHEE (AMIs).

« XXE RES Rif& AMls.

« REE.

« EXTE SSH fFHEX.

« Active Directory E25.

* BITARA 2024.12

HIEEE —

« Active Directory E25.

. BEAEH.
. BERRHESER.
- B2 SSH &R,

« ERTE Amazon Cognito EH&.

EE2FNER —
- IRESRR.

- RENE VPC (EA).

+ 2024.10 hi : ¥I8Y AIRE
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B gE
- IREBEFRR.
- REHARERE.
- ERKSEREBBEL.

2024 £ 8 A + 2024.08 Ky : #IEH HZE

* & Amazon S3 fEFETRBHEE Linux
Virtual Desktop Infrastructure (VDI) #117{&
B8, 5520 Amazon S3 FITE,

- BFIERHY , —EEaBFER  AF
BRI REACNMERTAR, B2E 5T
ABE.

- FREER: CRE BHIERER.

2024 £ 6 A * 2024.06 fix — Ubuntu X &, EXREFET
Al

- EREER T BYREIRE

2024 £ 4 A 2024.04 hix — RES Ri#& AMIsTIE R B E A

2024 £ 3 A HhF PR E B, CloudWatch Logs R&E. &
BREZFERBIRA

2024 F£ 2 A X 2024.01.01 — EF B &

2024 £ 1 A BEATRRA 2024.01

2023 £ 12 A E#718 GovCloud 7 8 F &4

2023 F 11 B AR RR A
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