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sa-east-1

BEEoERE  MAR IAM ERE,

re : Post Private iy % &

D o of O B H A A0 D

i

i

RIZTERR , AWS Identity and Access Management £ EFAERBEIRIE R AWS re : Post FoH
BRI, M{fthEEFER AWS Management Console AWS CLIZK AWS APl #{T1E#E. IAM B8
ENAEN IAMBER , BT EAENACEEEER LBITIRE AP EENARETA. EEEEEN
ARELBREZEEFTIELT TN IAM FEHEREE,

EETRNAERISLEF JSON BERIHFEN IAM B9 B EEEK

3 IAM BUR,

ES- |

F2E (AM £AEER) FHE

5 7 B BRE


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor

AWS re : Post Private FERAEEER
- BEREEK
- AFFEAERGEMMESHETA

HRREER

BoRRREHEERFANEBASRESTUREY, FIEMER re : Post MEEIR. ELBETTEE
EREMNAWS IRFELER, EXBRUNRES D HBKK |, FERETHEANEREHE !

. BIAMER AWS SEREL BB REREYT - EERRKH TETOANERENTEAR  BEA
BHTETHSEREARAN AWS SERE, CMTESGN FEAAWS §F, RFERCTS
BERERRS AWS WEFSERE , ME—SRLHT. NBEFTSER , B AV £AER
B AWS FEREREBRAMAWS FERE,

. ERSERRIT - E AM BEGHTE | SESTHTERABNET. ARRLEY €7
NESRERERET TAUBEERRNNDE  ECBAREMBHT. NBEA AV EAFT
MESEMEN , BSE IAM R EIRERH IAM PHBEMHT,

o EF IAM BUR B R4 — S IREIFEE - SO LUSRAFTIEZEBER |, URHIEBEMNE RN ER.
Bl | AT URBEBCREY | IEESAFEA SSL BEREMAR R, MBEEBETE S&EARBEE
AWS FRF , &t 0] LAGE R4 2RI F E 2B AWS CloudFormation, INEFEMER |, B2 1AM
EAEEEPR IAM JSON BETE | E4.

 fEM IAM Access Analyzer B IAM BUR |, BERFF AT 22 B 7] IE 14 - IAM Access Analyzer B
BHBEMBEER |, BRELBERER IAM BURFES (JSON) 1 IAM HRIEEH ., 1AM Access
Analyzer 12ff 100 ZIEBERERVEATHER , THHEREXLEEANEE, NFEFHEE
A, F2RB (AM EAEERM) PHEA IAM Access Analyzer B2 F8 BUE

- FESEEERTE (MFA) - MRZHRFIFE IAM EHRES FHNREAE AWS tRE |, BB
MFA URESR£%, MFEEMNW AP RERFER MFA | 551§ MFA (REFFEZENBER, W
EHMEN , B2 (AM EHAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntml|# §3EiB MFA B9 &£ AP| FEL

WFE IAM A REBBWERER , F26H IAM EREEERTH IAM Z2KEEK,
RFERERRMF B CHEFH

WEHEREBMMBEILIBER , AFF IAM ERERGH MEBAERE S 2N ARRZEBER, BER
SEEEEAFHMEA FHAWS CLI AWS APl UREREREH AR ER B ENSFT .

{
"Version": "2012-10-17",

5 7 B BRE 12


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS re : Post Private IRAEEES

"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

R R

RIRBERERLEYNMEENBR, B UEESERBRBERARECRE., FEIAC, THIBEREH
NES AT HE BN 1T AWS re : Post Private BI{ERET A, MERBRBERN —REH , 528 (AWS IAM
FHEER) PHNEE IAM BER, ZTLAFEH AWS Management Console, AWS Command Line
Interface (AWS CLI) 5 AWS Identity and Access Management API 3% 37 F 3 #z 9 #r BUR

3]
* re : Post Private By M B 17 EE
o TETZH re : Post Private
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html

AWS re : Post Private

FEREEEER

re : Post Private B M B FZEURE

T Y BER S4B EZEVE R F 1AM Identity Center # re : Post Private 2 AKFER &,
REHTEMRFEIMN re : Post Private Bk,

JSON

"Version": "2012-10-17",

"Statement":

{

[

"Sid": "VisualEditoxr0",
"Effect": "Allow",
"Action": [

1,

"organizations:DescribeOrganization",
"organizations:DescribeAccount",

"sso:DescribeRegisteredRegions",
"sso:ListDirectoryAssociations”,
"sso:GetSSOStatus",
"sso:GetManagedApplicationInstance",
"sso:ListProfiles",
"sso:GetProfile",
"sso:ListProfileAssociations”,

"sso-directory:DescribeDirectory"”,
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",

"repostspace:GetSpace",
"repostspace:ListSpaces",
"repostspace:ListTagsForResource"

"Resource": "*"

B BUR SURTE

RERBR



AWS re : Post Private

FEREEEER

SEEZH re : Post Private

THBERE i TR FEER F 1AM Identity Center Fl re

B E&E#ITFTE re : Post Private Bk,

JSON

"Version": "2012-10-17",

"Statement":

{

[

"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": [

1,

"organizations:DescribeOrganization",
"organizations:DescribeAccount",

"sso:DescribeRegisteredRegions",
"sso:ListDirectoryAssociations",
"sso:GetSSOStatus",
"sso:GetManagedApplicationInstance",
"sso:ListProfiles",
"sso:GetProfile"”,
"sso:ListProfileAssociations”,

"sso:CreateManagedApplicationInstance",
"sso:DeleteManagedApplicationInstance"”,
"sso:AssociateProfile",
"sso:DisassociateProfile”,

"sso-directory:DescribeDirectory"”,
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",

"kms:ListAliases",
"kms :DescribeKey",
"kms :CreateGrant",
"kms :RetireGrant",

"repostspace:*"

"Resource": "*"

: Post Private 12 AN EHAE. LKBERAHE

RERBR



AWS re : Post Private IRAEEES

AWS AWS re : Post Private By S& %

£ AWS RERRAREAE. HEANACHMENTHLETRERRERS. BA IAMEFEE
BRFEFRBNERAD  MXEBRRTACNERRHEMFNFT. €8 AWS SEBERREA
Fl. BERKEER RNEMARS , YA ATEZNIIRFRER AWS . IIF AWS SEBRNFEE
A, F2R (AM EREER) T8 AWS ZEBK,

AWS BRI EHZBNER AWS ZEHR, BEERE AWS REBRTWFT. REBHETRERSHKE
fbFF AT E AWS SEBCR , WX EH M. HBRENERESECERBRNMES 285 (£
A&, BENA.), ENDERBITRETAR  BREKE TEEM AWS SEHXR. BRBTER
AWS ZEBRDPBRET , ABREFTSHRERBHET T,

WA, AWS T EEZE RECERHENZEHR, AW , ReadOnlyAccess AWS ZEHEKIRM
B AWS BREBFMNERNWHETEE, ERBEEBFEER , EATRENEIR AWS IR,
MEFHMEER , 528 (AM EAEERE) P AWS ZEBUR,

£

- AWS ZEHZE : AWSRepostSpaceSupportOperationsPolicy
- AWS ZEBUR : AWSrePostPrivateCloudWatchAccess

« AWS re : Post AWS S EBENWIAEER

AWS ZEHBE : AWSRepostSpaceSupportOperationsPolicy

LB L FF AWS re : Post Private RIS, EE M RIEIB re : Post Private Web ERERNEIYH
& R0,

JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "RepostSpaceSupportOperations”,

AWS SEHE 16


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS re : Post Private

FEREEEER

"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases",
"support:DescribeCommunications”,
"support:ResolveCase"

1,

"Resource": "*"

}
]
}

AWS ZEBX : AWSrePostPrivateCloudWatchAccess
L IBUR SO 5F re : Post Private IRIEASE B2 # = CloudWatch,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CloudWatchPublishMetrics",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/rePostPrivate"”,
"AWS/Usage"

AWS SEHE



AWS re : Post Private IRAEEES

AWS re : Post AWS S EBRMILEEH

AR B L IRIEFE MR IEHE re : Post Private AWS WS EBREFHURNWFHHEH. NEERLEAEEE
WEBIREE , 5T WHEFCHE BEEM RSS BE,

T&RRAHE 2023 F 11 A 26 HE re : Post WEZEBERNEEFH,

gg iR H Hj

¥TBUR - AWSrePostPrivateCl  #$E&R2#ZE CloudWatch B 2023 F£ 11 A 26 H
oudWatchAccess HEZEHER

FTBUR - AWSRepost AWS re : Post Private 1 AWS 2023 & 11 A 26 H
SpaceSupportOperationsPolic ~ Support ZhEER T S EBE

y

re : Post Private BAIRIEMEE re : Post Private FAtRB K E 2023 £ 11 A 26 B
AWS SEBERNWEE

¥ AWS re : Post Private Identity and Access #1THE 2 BT
FERALUTEARBBEZEFIE EFEA re : Post Private #1 IAM BFRTEE BRI E RRERE,
FE

o REWETE re : Post Private F#I{TEIE

o BRAREBHIT iam:PassRole HViZE
« RBEAT UKW AE AWS IRE 1ZEIEK re : Post AEER

B EMETE re : Post Private R 1TEIME
MRBWENER , SHERERETEE , ENBRLAEFH , AFEHTEE,

T5IgEfIgEsR g Emateojackson IAM EAEERERA TR ERE —BERE ny-example-widget
BERNGEMEN , BAVEEMR repostPrivate: GetWidget FFAIBE R4,

RS0 18


https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#cloudwatch-metric-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#cloudwatch-metric-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol

AWS re : Post Private FRAEEES

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
repostPrivate:GetWidget on resource: my-example-widget

FEURBERT , BAFEH mateojackson EAENBR , LFFERA repostPrivate:GetWidget B
YEZE my-example-widget &R,

IMRBEEGE , BHEEN AWS EEE, FHNEEEBRHENZXERE.
K AEEHIT iam:PassRole B FZ#E

MREBRB|GEE , EHEEEHTiam: PassRoleBE , BWHERMEERH , UAHFEKACERSR
re : Post Private,

BE AWS B AIREEREACEEGEBRE K MARBRYFNEBXALIRBEEAE, NFH
THER B4 ABRERACEEEZRBIFT .

EE5 B IAMmarymajor EAEEMMEAEIE AT re : Post Private PHIITENMER , 4 T3
filgEER, BER , BEBRBEEEHRBEEACE TN T, Mary REKAGEEEZRBEHFTT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEBRT , Mary WBERAAEH , AFFHEIIT iam: PassRole Bk,
MREBEEGE , BHEEHN AWS EEE, FNEESRHENESERE.
BEREAF UAWAE AWS IRF FEFEH re : Post ABEIR

BUNRY—EAE  BEMKRFHINERENEEBATNASFIENER, BT UIEEZ R
EEEMHENEXAR, HHXEERERNBERIFEUEHIEE (ACL) AVARES , &I LU ALK
RRE T AEFEUENE R,

MEFEE-FTH K F2EUTRE

« ZEET# re: Post Private RBXEIELINEE , 52 re : Post Private #1{a/E2 |IAM ¥ BLE A,
« BEETHRIAELRES AWS IRF ) ER 2 BIREFEIE  F20 (AM FREIER) PHNEEE
B AWS IRF M5 — @ PIRMHFEER IAM ERE,

- BETROMEERNFIERMEE=S AWS IRF | 28 (AM EAEER) TR FIER
HIeE =5 AWS IRF #H,

ISR E 19


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html

AWS re : Post Private IRAEEES

- WETHNMEBKE 5D RUEIE , F2H8 IAM EAEERPHNEFIRREEH#GENATETS
SERENERE BESED).

- MFTHREASENEREBRRETERFFRNCEANZR , F28 (AM £REER) H8 IAM
PR EBRE ERFE.

AWS re : Post Private 945 15 238

EETH 2B AWS ¥ ERESHATENEER , F2EBAWS ¥ 2R E8IARBEECREABI
SHRETEl,, MF -—MENR , F2E AWS Compliance Programs,

O LAER TEE=ZHFEZIME AWS Artifact, NEFHMER , F2BE THEES in AWS Artifact

IER BNSREME AWS R BURRERNHEEN, BLANEGHRER , ARERAEEINER.
AWS R T ERRHEI SR

s ZEERERE - BEEMRIREFEEARTRTEEZE  YRUTNBLLHESRIENTE,
- HIPAA £ RS2 ZE - JIH HIPAA SR, XIEFFE AWS IR ZBRFS HIPAA B,
- AWS £ ER - WITEFMANEmESTREEAREHNEZENNVE,

- AWS EFEHIER - BBERNAETRAREERE, XEERERNAESARE (2RERE
ERMFA (NIST), XNFEXRRZEBREZEE (PCl) MEARRENLER (1SO)) RE AWS R
MRS EFEER2EFHNREER,

{ AWS Config B A B5m) M EHARAIFHEER - AWS Config RE ST HEREBRFERID
B, EXENFZHANEE,

« AWS Security Hub - i& AWS fr# ATZEELERRAPHZLRE AWS, Security Hub fEA L £ 12
#l , TFEEN AWS BRI BELNEHAER/EEHTELLEREENGEER, NEXENRE
FMIREEE | 5520 MSecurity Hub #4122,

« Amazon GuardDuty - EEEZRZNRESBEARNMERES , XL AWS R FEREE AWS 1§
B, IT#E%, R5NERNEBERE. GuardDuty TREBESHEBFIEENARERNESR ,
LAt By X FE PCI DSS £ X ETRNERER.

« AWS Audit Manager — & AWS R AT GBI B EREZ AWS A& , UELEERRKBN A , U
R ERMEREENTK,

EREERRE 20


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html

AWS re : Post Private FRAEEES

AWS re : Post Private Y584

AWS £IRERRIERU AWS B M TRERSAEREZE, AWS B RHSEER S RARBEHN
TAES , EETHESEREE, SHWEENSEREREEE, EBTAESE , B LERGTERE
MEAEXNERE  ETARS EEDREBEMAERETE., TRESNTANE, FiHEDHM
RERED , ARE-—FZSEENPONERERREES,

0% AWS B MAAESNHEER , HSM AWS 2 RERBIE,

AWS re : Post Private P EBREL S

EBZEMRIE , AWS re : Post Private % Amazon Web Services : £ 258 A K E R TR/
AWS £ IR Z LB FHRE,

A LAE R AWS 240 APl FE0Y | 3B BB 1T re : Post Private, A Fim4 A& Transport Layer
Security (TLS) 1.0 REFHIRA, BFEFEA TLS 1.2 AEHMA. AF RS BT EEHEREEALR
(PFS) MNEZIBFEMH , HlEERF Diffie-Hellman (DHE) = #5 Bl #i #R & B Diffie-Hellman (ECDHE), TR
(M Java 7 MEMBRAR)AZEXZEELER,

WA BRAAFEHAEFEEE ID ME AWS Identity and Access Management Z5E A FBBABE FA R 17
IEWREE, & , B LLUEIB AWS Security Token Service (AWS STS) RELETRLZ LRIV HRE
EFER.
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https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS re : Post Private FRAEEES

re : Post A G Bl EH

AWS re : Post Private 12,5 re : Post , O LAEIEE AWS BIFFAWIIREFRER, E85EMH re :
Post Private B , €8t ¥ @ AENWFAE re : Post L2 MFAHE re : Posts B A/ , AWS SRETER
EiZE ( ERiBARE ).

Service Quotas

LT R AWS &R F re : Post Private FITEERBLRE, BAILABEA Service Quotas F 13 & R #2417 FE R BL
5, ELEREAHNELIRAR, CEEIFERIESHEE.

BiR 54 iRk EESE
FAE re : Posts B H 3 B 8 [ P LR B AR B
KFAE re : Posts BB
ER.
B Bre:Post X 10 ®EfEBre:Postll &
N KNMEBR (LA GB A&
B ),
EEBre: Post X 100 E#FfHre:Postll &
aN KNMEBR (LA GB B
B,

AP BR 37 BR %l

T5IPR PRI ERA M re : Post Private FIEEIRE. SRS, ELiEEEEM,

CreateSpace 1 1
ListSpaces 10 10
GetSpace 10 10

Service Quotas 22


https://console.aws.amazon.com/servicequotas/home/

AWS re : Post Private

FEREEEER

BF
UpdateSpace
DeleteSpace
RegisterAdmin
DeRegisterAdmin
Sendlnvites
TagResource
UnTagResource

ListTagsForResource

FRMRTE

10

10

10

10
10

10

100

100

10

10

10

AP BR 7 PR 1

23



AWS re : Post Private IRAEEES

By, REMBEFTFAE re : Post

ZEIFRBA A E AWS re : Post Private 2 AFREN, REMBITFAE re : Post.

&

- BYHHVFAE re : Post

* 7E re : Post Private P EE X & ROIZINEENFIHE
- A BRENEEMEHEFE AWS IAM Identity Center

- BHETZHFE re : Post

- BEEFHAETENFE re : Post

BEIHHFAE re : Post

BEEVHNFE re : Post, FEBETILR .

1.
2.
3.

£ https : //https://console.aws.amazon.com/repost-private/ BERX re : Post Private &,
EEXHEANBEL | BEEIFE re : Posto

MR R BIRFERE IAM Identity Center , 5 E1Z B Identity Center, B{E (AWS IAM Identity
Center (A EEFE) PRIAFIRHA,

EEYFMEre: Post HH L , #HEEE  BRBRENEARIENEESRIBELTR, WREER

WREER REBEAR , AIEEAER RBERREH,

CEFMERAT AT TIIENME -

EEBY , WmAFE re : Post WHE—Z T,
(ER ) s8R | BMAFAE re : Post WG HRIR,

HY BT FRE , A FRENBTER.

(A ) EEATERNBRE , BEERNET | BHETNERRE. RE , #ITTHIE—F
=

& 411812 AWS KMS £488 , 12H AWS Key Management Service £#83, Amazon Resource Name
(ARN),

8-

BIFHFAE re : Post 24


https://console.aws.amazon.com/repost-private/
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html

AWS re : Post Private FERAEEER
BIFEY AWS KMS £i8, A% , B AWS KMS 18,
7. (BA) EXEXRGIEZEESHREEEET , EERAL re : Post W R FEUE,

® Note
B A LAER M FAE re : Post Z & BRRILEIEIE,

HRN FETEHRNRAEN IAM A8HE IAM TEEHFEYFNAE  FEAESIIRSKAREAN
IAM B,

5§~
BEE IAM TERAHRUHAG,

MRBERBRUFAE  HER PHETREL IAM A€,

NREBRECRARANREAC  FEESITAALEEANAEH ARN, #RTRXBEHEE
y= =

WMEFMES , F2E T re : Post Private P82 i EHIE T NEENFZEUE,
8. (EA) EEBT , BEMEER, ARWMATIER

EEBP  BWALHEITERER,
EES , WALHNBEITERE,
EENMEESER K FRENEER.

9. BRI re : Post,

BREESENEEEREILFIE re : Post, BALIEMREBMU P IZFIE re : Post WikEE, BIUFE
re : Post B |, MREERIV S BATREN,

BYFE re : Post KIWEE 30 78, EEMNTE re : Post B , MEMNUSRRR L, BUE
A AWS EARFAHE re : Post THEL , X FRBIINRERSIRET , LEBIEHNTLA re : Post, &
AERBTERE , ERERSIFR TRAFLEA re : Post WEFT F#H.

BAFKFAE re : Post 25


https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html

AWS re : Post Private IRAEEES

® Note

£ 2025 % 4 A 18 B2 , FAE T re : Post AEHTEEEZEE R IPv4 H IPv6 EARAE
B 3 B AR

1 re : Post Private FEE 1 RHIZEINEENFZEHE

&A% L AWS Identity and Access Management (IAM) &€ |, LIEE# AWS re : Post Private 231
MEE T RN EERE, LACSAZHTTY & 8 .

* CreateCase

 AddCommunicationToCase

* ResolveCase

B IAMABZE B8 IAMBREZENAR  EACEETRELHERMENGTT. B LlE
re : Post Private T2 & EIUFAE re : Post FHEENAG,

B re: Post FVERAEEREET IAM BEHNMEEFT,

/A Important
MREBEE |IAM B IAMBE , AIENEFSERZERENFAE re : Post.

mRRELREFEY IAM BEMBER,
£

- A AWS REBRRREBEVEFZERER
« IAM BUR 51

- BV IAM A8

- BED

A AWS XREBRRELEFXEBR

BERTACT , BALEA AWS RERRITFZEBR.

BE XE RAIEINER 26


https://docs.aws.amazon.com/awssupport/latest/APIReference/API_CreateCase.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_AddCommunicationToCase.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_ResolveCase.html

AWS re : Post Private FRAEEES

@ Tip
MEETEFHEIEER , BREAUA AWS SERFRLRKBLERF. SEBXRSEEH
B AENFGA XE, EFEETFHEFBR., UEFHEEA , F2BEAWS ZEBX :
AWSRepostSpaceSupportOperationsPolicy.

BHERLER , ACNACBRYRFEEBR, WEFE IAM 2 AF 46 H JSON BERiRERS.
5 re : Post Private RYEF S EBXK

N

A AWS Management Console , ¥7E https : //https://console.aws.amazon.com/iam/ BIRL IAM
FEA,

ESEERD , BEEBEX.

i#IZ Create policy (B3I BUR).

FHIEE JSON ER,

B ABH JSON , AR EREIRTHLTERR JSON, B LAE A SHIBUER,
BET—F . B,

CER) ZAEAESRFERAESREY K SHEERMEEBE,

BET—% : #E,

£ Review policy (BBIEER) HE , 8 A Name (&%) (Bl rePostPrivateSupportPolicy)
F1 Description (FREH) (&),

10. MERHERANERRRANGTT  RAREFEVBE,

© © N o o bk~ w0 DN

HEEESACTURMNEIE, ERHMET, , B2 (AM EREEE) RRRT AV B (22
&)

|IAM BUER &5 45

AR TIEHBREEELN IAM B, EBRAFACHAMALERFNTRET &, £/ A
BEREFE re : Post 2% , #48 re : Post FHEAIE R E B HE T,

JSON

{
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AWS re : Post Private IRAEEES

"Version": "2012-10-17",
"Statement": [
{

"Sid": "RepostSpaceSupportOperations"”,

"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases",
"support:DescribeCommunications”,
"support:ResolveCase"

1,

"Resource": "*"

}
]
}

® Note
N re : Post Private B9 AWS ZEBRFE , 52 B AWS AWS re : Post Private K ZE K
%o

IER LA E MR A IE P B RRETH &,
NEBEDENRNA  FE2E (RBERESZE) PN TIIESE !

- BARKAWS XENBE. ERRIFEEES
« Service Quotas WWEIME, BERFERHGER
- WEE, BRANFEHRSIE AWS Identity and Access Management

By IAM AR

BIUBKZz® , XBEY IAM &6 | WEBFREZEIZAE, BT LT re : Post Private 8 &
MFAE re : Post KRN AG,
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BVAGIEBYNER XE R

1. & A AWS Management Console BRI https : //https://console.aws.amazon.com/iam/ B9
IAM £ 5,

2. HEEEEKT , BEAC K AREBEEIUAG,
3. ¥ Trusted entity type (EEMEREFR) , i#1F Custom trust policy (BT EEER),
4. HEBEFIEEEE , BATIRE :

JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Sexvice": "repostspace.amazonaws.com"
},
"Action": [
"sts:AssumeRole",
"sts:SetSourceldentity"
]
}
]
}

5. EET_io

6. HEHTHERNESHIG K WALEIN AWS SEBXRIEFEFZEHE , flm
rePostPrivateSupportPolicy. BEEH EREEENF I BERZNZE T ],

7. EE-F_Z’FO

8. HEEW. BBENEVEAEL, StHAGEBWASZR , i rePostPrivateSupportRole,
9. (BA)ERHAHP , MAACHRA,

10. BEAGEEBRMF,

1. (BA) BUEAZEELASBEY  BPEENTEEAE, NEE IAM AEAEZEBENFHRAE
# , BE2EER IAM ER,

12. BEERN AR, BIRETALUTE re ; Post Private T2 A B EREFE re : Post BZEN AR, 2
B B HFMFLAE re : Post,
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AWS re : Post Private IRAEEES

MBHMAT , BSH (AM EAEEE) T AVS BBRIAS (24 ).,
AR

FSBETHEELLEE re : Post Private B ZEUE,

RE

- BEZERBEBERHIFAE re : Post FHFEELAE
- ERFELE re: Post i, ETIBEUN IAM AE
- BHIAM BERDHFT

- SEERTEN IAM SEEN

BEERBEDERFIFARE re : Post PR EEAE

RIZTESR , FAB re : Post WNERAEZEEGREEELEY 2 IAM AEH IAM BRI ENMHEE

A, ERTHIE re: Post FNEMAHEENREACZREREINERE & 24, ERBMREE
AWS 1R F = IAM EF &,

BRERTIREEK

- FRAEERELEFFTN IAM BX X&, F20 AWS ZEBX :
AWSRepostSpaceSupportOperationsPolicy,

ERZENE re: Post i , ETARELIHN IAM A

WMRIER IAM &K HIBTE re : Post Private ; JEEH IAM Bd | ERRZAEKRE re : Post
Private i AEENER K IIXACEMER. BULEHREAE K [EIYFAC, B2E EIL IAM A
&,

B IAM BERADFT

BRI B re: Post B IAM AREEFASEHTEEENEE, flln, MREFEFRE re : Post
FHRERAERIXERS , ZAGNHAERS support:CreateCasefF A, re : Post Private E&{EIlt
At , AERTELEE,

MRERBEERD FFAINER B, FRNEEZACHBRERLENFT,
AR ZEH IAM BRI S,
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AWS re : Post Private FRAEEES
EBRRTREN IAM BB HERY
HREC AFAE re : Post fHEEZRIZEFEN AR,

FF FREMNEEFEHEFE AWS IAM |dentity Center

re : Post Private 2 B4 AWS IAM Identity Center , BEBHW A D ERIERBSE 2. £/8 1AM
Identity Center {t BB EZ I SERFERE L WEPEBEHME AWS tREFMERRENNFZERE,
%= IAM Identity Center BIE¥HEE A , 58S B ER AWS IAM Identity Center (AWS Single Sign-On £Y
BERA ) . fFE IAM Identity Center APIRFHHER , FSB AP . HEAFA IAM Identity Center ,
BB ABBWRE AWS Organizations B o

HiT W FLAE re : Post

B UERIFE re: Post 2% , — B ZEEEEHIEEIE re : Post, BEEEA re : Post
Private ER R EFHE re : Post W EBHAWFEHAE, MMITLLBETAAE re : Post WmAE, i
BERISEAR , URAARNEBHRENBEBNEE, MEFMAEA , 528 AWS re : Post

Private Administration Guide,

BEE M AEDNEBFASE re : Post

BRI EEMNA B re : Post 2% , B —RZEEAEMEEFE re : Poste BAILNBFEERAEER
B re : Post e, &M re : Post Private ERER , FALKRENBZABEREA, BARLE
re: Post# , FAEALEBERESHEERE , SREFITHNIENENTAR , EERARHERE
HBEBHNIE, MEFMEF , F28 AWSre : Post A EEAEERE,
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AWS re : Post Private IRAEEES

1£ re : Post Private T2 5 FEEBEMNFLAE re : Post

AEFR A M{AITE AWS re : Post Private £ AR EEFAHE re : Post,
&

s BERAEMEEFIE re : Post

- KEEFIBEFSE re : Post

. BEAENEEIE re : Post FHEE
- BEEEAENFEIENFAE re : Post
- BABEREFE re : Post FFEAE
. $£FFH re : Post P BRMERE

« #8FAH re : Post BBREHH

« 8%, H re : Post FIEHBEKR AWS BT
« TEFLF re : Post FE M HHISEE

- EEBEEPHEAENEE

- MIBRFAE re : Post

BEREHIBEFE re : Post
MREREEE BB FERAEFIEETS re : Post,

1. f£ https : //nttps://console.aws.amazon.com/repost-private/ BARK re : Post Private £ &,
2. EEEBEERY , BEMBERMNAE re : Posts,

3. BIELEEEMASE re : Posto

4. BEERERSIER,
5
6

CEFERET  REFEERAENEFE,
CEEED  ENMEFHEEN T re : Post NEAE, AR BEER.

ERNERAESMBEEMNTE re : Post, YWIHEERAERSIERT,

EBHFENERESWREIREFE re : Post WIIAE FEH, BHFAE re : Post B REMBE—XERE
MEABFE  UBRRENAETFBHEEAGHARVKENEFESH, MAETBHISERUNMAEATLE
re : Post W&,
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AWS re : Post Private FRAEEER
S EEAEFTE 2 FH re : Post

MREBREEE , Bu LB EHREEFE re : Post,

1. 7£ https : //nttps://console.aws.amazon.com/repost-private/ BEEX re : Post Private £ &,
HEEEERD , BEEMBERMNTE re : Posts,

BREESEEEWFAE re : Post,

iZ1E Groups (FH) EE,

BIEMEERENEE,

WBEES | BRNEFHEBEFE re : Post WEE. A&, BIEER.

2 T

BERWEESHIEEENFTAE re : Post , WHIEFHERSIERT,

BB B EESWEIREFE re : Post WIIAE FEH, BHFHE re : Post BRERE—IXFERE
MEBEBE | LERENMAEFBHEEGHERKINEFEYT. MAETEBEHIEERNAEARLE
re : Post W&,

KEREFIEEFAE re : Post FHVEFE

£ 5 IAM Identity Center ¥ EREFIBEFE re : Post PR EFME, WEFMEER ,
{AWS IAM lIdentity Center fEFA&E1EFE) PRI E 8 E5E,

3
9
g

BEE A MEBEREWFLE re : Post

(® Note

BEEFEAENBEDEHNFE re : Post 2iZAMN, SHENERAENBESKEIRELE
re : Post BN AEF B, BHFAE re : Post B REMBI— X EREMBEFE | LIRS
A E FEHEEA N RKRE N E B4,

AR T YIS ER | £ AWS re : Post Private R F 88 ia A & MEHAREHNFE re : Post :

1. 7£ https : //nttps://console.aws.amazon.com/repost-private/ BARX re : Post Private £ &,

2. EEEBEKT | BIEFEFMBERNFLE re : Posts,
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3. BELESTHEMWFAE re ; Post.
4, BEEHREFEHEMAFLAE re : Post , FBIBEFHAEZRSIER,

REESD | BREERBEENE re: Post WEAE, A%, BEMAERAEZL re : Post.
5 EMFEREMALFAE re : Post $IEARD , MATHER :

HEETE K WALEBEICETFBHARNES.
YA, WAFLAE re : Post BWEUEEASE

BEEEMAE TS,
6. EEBEREMATARE re : Post , FEEFERLIER,

BESR | BINERBFEEFE re : Post WEHH. AR, 1BEE re : Post BN AEE,
7. TELLFAE re : Post UMM ABAEFES P , AT IER :

HEEE K BALEEEZETBHAENES.
YA, MAFAE re : Post BWEUDEASE

BEEEMAE 7B,

BUARSEAGEENNEREMEE , P IS WABEAFRLE re : Post W&,

S ABERMGIE re : Post PRIEAE

BRI LAERFAE re : Post EHE T HIH A — @55 -

- EEE . BREENFE re : Post HENFERE

- ER  AERENRBLBEFTIREHEERNERSE
 FEA  TEEEHTFIRERNERE

- XIEBFEE  UREN XENWBERUERNERAE

BEEABIERGHE re: Post A% , FEETHDER

1. £ https : //https://console.aws.amazon.com/repost-private/ BIEX re : Post Private 1A,

2. HEEERKT , REMBRMNIA re : Posts,

HAGERGERE
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AWS re : Post Private FERAEEER
3. BELEEEMWFAE re : Post,

4. BEEFERAERSIER.

5. EMZERHEERACH —NZEFEAE.,

6. REREAR K AREBELEREREMECAENASE,

FEEREERERECEENAR, EEAERIERT  ELEEAENACEENACEENAR,

RFAE re : Post P RERFERE

MREREESR , AIATLARERA re : Post PBEBRERE,

1. £ https : //https://console.aws.amazon.com/repost-private/ BIRX re : Post Private &,
2. EEEERYD , BEMBERMNAE re : Posts,

3. BIELEEEMFLAS re : Post,

4. EFERAET , EEFRRBEERIE re : Post FBRINERAE., A%, BEBR

BN EAEESRNE re : Post PBER. BRNEMAENEBEFATSELRECRAERIERT,

RFAE re : Post BEREFR

MREREEE |, HITLARRFLAE re : Post FBEREA,

£ https : //https://console.aws.amazon.com/repost-private/ FARX re : Post Private A&,
EBEERD , BEEMBERMNTE re : Posts,

BELEEENFTAE re : Post.

i#1Z Groups () E%&.

RFBED | EINERFIE re : Post FBERNEHE. AR, BEBR.

o & 0N~

B FES IR re : Post 7Bk, BERNFENMEEEFATEBHREFAEARSITERT,

RF B re : Post FTEHRBKR AWS ET

R A Enterprise 3 Enterprise On-Ramp Support 512 |, BIFJLARREFAE re : Post HE B AWS
BT, MEFMES , FHE BBAIBEILENENEFEE (TAM),
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AWS re : Post Private

FEREEEER

EFF re : Post HEIN FHI4EE

&R LAERLA re : Post REIMEE , UEHHRALA, XEEE. HEBAENELFFIEE, il
=HA re : Post PNERAMAZRE , ABPHERAEANABTFEIRS, I REEBBEEN

EBERRE-H, LEEREEAENRENFIE,

ZE AWS re : Post Private R FAH re : Post FHY3EE , FHKB T LSBT :

. £ https : //https://console.aws.amazon.com/repost-private/ BRI re : Post Private £ &,

1

2. EEERY , BEMBERMNAE re : Posts,

3. BELEEEMNWIE re : Post, AR EFBERS|IER,
4. 1#1Z Create channel (B3 383&),

5. £ Channel name (3B E )  , WASHEN BB,

6. SFEHIRIERR |, W AHEN B ERER,

7. BERM,

ENREERY W RREEESTET,

@ Note
FEENAERBRAEHRL , FREFREAE,

N

EESRETRREREMEE

(® Note
BREKABNEREMBARILE re : Post MWHIAE.

BERERAENFEFTEEINST re : Post FHIRE , FHEB TSR :

1. 1£ https : //https://console.aws.amazon.com/repost-private/ BARX re : Post Private &,

2. TEEEKT  BEMAERWFLAE re : Posts,
3. BIZLEZTHEMNIAE re : Post , REBBIBHELRS|IER,
4. BEUREFIGFERERFENEE,

EFAE re : Post FEIFHAVIEE
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AWS re : Post Private

FEREEEER

5.

BEEEMERSE,

&R LAEE A re : Post RATAEAEMEERIBE.

R ERE S HEN — NS EEREMEE
BREHIEEEE,

BN & NAA S EEHE,

B AEAREM P EE LR ENHENENRE,

. IRFERR

(® Note
BEEIKERENFBIERAEENEES,

B ZWFA re : Post FRVEEBIREREREE , FEB/TISR

. 1&#E Channels (Bi&) R5|1EZEH.
ENSERTBREAERFENEE,
BEEEFERE,

BUNERREPAEEAENHENTE.

BRI ERRBERBRN —HSEERENEE.

BEDWEAENBRESREEPBIR,
B AR EM P EE LR ENFHENENRE,

. IRERIR

BRIBEBRNEAERFETSHRFAE re : Post R, BB re
=X FLE re : Post AV FI BB BER,

EERmMEAET -—RSEEAERFEANAE , FEETIIR

1.

##2 Channels (B18) &R5|E%.

. Post BRIV ERAE D AES

EEAEPNERENRFA
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2. BN EREMEAEIFHEACHNIRE,
3. BEEEMERE,

A EEEEPEEAENRENEE,
4. BRLERAHFEEL QN —NSE-ERENEA,
5. EEREAG,
6. BEFTEMNIEIE,

FRREEMNEE  SUEERLNEEFRAERHERAER, TRARIEREKRE. i, &
AURERAERFEAIBRELAR, MFELACHNFMEN A6 B2 SACIERGHIE re :
Post HYER &,

BN EABRIEEEAENRENERTSE,
7. FEEFEREA,

8T AR SEIE Y & AR R E 2L A re : Post AR A G,

fMBRFAE re : Post

&E7E AWS re : Post Private FIBRFAE re : Post , BAKR T 5 BHIT -

1. 7£ https : //nttps://console.aws.amazon.com/repost-private/ BARX re : Post Private £ &,
2. EEEERY , BEMBERMNAE re : Posts,

3. BELEEEMNILAE re : Post , REZIZEZEMER,

4. BWAERENEFE LR EREXKAMBRFAE re : Post MEEH MBI E R

/A Important

EIRMIBRFAE re : Post B | FTAEEFAE re : Post HHEANERE LS EZIMER. MERFAE
re : Post % , BEZERPERTMAR,

5. RREARMBENANEERER , W ATLAE re : Post WE . FEIZERE Delete (HIER).

MIBRFAE re : Post KIUFEE 30 &,

MIBRFLE re : Post 38
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B3 AWS re : Post Private

B R #EE AWS re : Post Private f1Eth AWS i8R SRV FEM, TTAMMRENEET D, AWS
BHTHE T BEREE re : Post Private, $&EHHE T HEEEREENESEE :

« Amazon CloudWatch AWS £ EIRFESR B H AWS ERMEE LHTHEARER. S URERNE
Mg, BYBIERER , URBREET , TREEEEIZEENRER BN S EIREE, Fl
m, BALARE CloudWatch &t CPU £ 23 H 1l Amazon EC2 #{TEIRER Y EFERAE
BEFHBITER. WERFHER , 528 Amazon CloudWatch A &EIEFE.

* AWS CloudTrail €4 5t AWS tkF REREN AP HILMBERES A BRERINTE
&I EM Amazon S3 f#fFRTRE, R RILASR W RLE (5 AR B MIvR S P ALY AWS, B Hi P AL AY ROR IP
Mk, BURIPILA B AERER, MEHMET 528 (AWS CloudTrail £ E1ER) https:/
docs.aws.amazon.com/awscloudtrail/latest/userguide/.

£ Amazon CloudWatch E5# AWS re : Post Private

&R LAE A Amazon CloudWatch E532 AWS re : Post Private , EEWERKBER WS ERE AT E
BIRFEIRFVIEE, BERITERERE 15EA , LELETUEMELENR , XEFEH T H Web
EARXIBEENREE. ZHUURELZERERENET , ERBELRERERBEARNEKINE .
MEFHMEF , 552 Amazon CloudWatch {# &,

re : Post Private lRIES7EAWS/rePostPrivatem B =P IR/E T HIIEE,

EE EPUN

NumberOfSpaces B Btk = R EYFAE re : Posts BB,
By F¥

NumberOfUsers FaB re : Post FIIEAERE, IBEFEH spaceld tEAH#E,
By : FE

ContentSize B re : Post FINARE, LISEMEA spaceld EAH#E.

By : fuwi

f£F CloudWatch 1T B4 39
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AWS re : Post Private IRAEEES

re : Post Private s ETHHE.,

WE iR
spaceld FLH re : Post By 1 —& BIRF.

£ 524% AWS re : Post Private APl 014 AWS CloudTrail

AWS re : Post Private £ 82 & AWS CloudTrail , LRI AR HERAE. AEH re : Post Private F
AWS PRSP EREXBIERYEC 8%, CloudTrail &#% re : Post Private B9FTE API FEIUEEERAE 4., BEEUH
U IEHE re : Post Private &M | LUK ¥ re : Post Private APl #2/EVRENEEFLW, R
BEMBRER , B LUKA CloudTrail B4 FERFE Amazon S3 #77ErE8 , ©1F re : Post Private
WEH, EEERREER , A TLUEIR CloudTrall TEAFNEHB L LERRETEH., £H
CloudTrail WWEEHIEFA , BRI LAY BT re : Post Private IR EIGESK, RHEFERM IP ik, RHEFES
WAE., BHEFBERWERE , UREMFEFEHEER,

EEH—5 7 # CloudTrail , 528 "AWS CloudTrail fEH &M -

re : Post CloudTrail FHIFABEEFH

BIURE AWS tRF B | 889 E S CloudTrail, & re : Post Private 24 FEKE | X FHET
81 CloudTrail B4/ , UREHELREHNWEMERIE AWS B4, BT FRE. BENTHR
BRIEMEH AWS tRE, INEFHMEN , FSB A CloudTrail =4 F 52 6%.

EEFERSE THEH AWS IRF |, &%F re : Post Private WS4 |, B2V EBH ., #RZFEAEZE CloudTralil
# BFEFERR T E Amazon S3 R EETE. KFER , EREEZEAPEVERK  XEMESEREME
N AWS EiF, EHEELHE AWS 2EIEFPFE BENEGH X AFERITEEIEERN Amazon
S3 RFETHE. WA, BALIEREHEM AWS R , AU —F 547 CloudTrail BFEFKRENEHERL
HHRRTE, NEHEEA  F2ETIRE -

- B3 AWS tRFHYIB#E

« CloudTrail X EHNREMNES

« ERTE CloudTrail B9 Amazon SNS &4/

- BEWZEEEN CloudTrail AFER&REZEWZEIRFR CloudTrail HFER

FiT A re : Post Private Ei{E&8& H CloudTrail ic&% , WEC#7E AWS re : Post Private API Reference
i, re : Post Private X #E#& T 5 8)1E52 8% A CloudTrail BFERHPWEH -

£ 528% re : Post Private APl FEAY AWS CloudTrail 40
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+ CreateSpace
» DeleteSpace

* DeregisterAdmin

+ GetSpace
» ListSpaces

» ListTagsForResource

» RegisterAdmin

* Sendlnvites

» TagResource
» UntagResource

» UpdateSpace

re : Post Private X A& T %1 X8 E)ESC#% A CloudTrail HEFERFNWEH .

* CreateCase

* AddCommunicationToCase

* ResolveCase

B—E£S4NAFERNETEELBRENEN. SoEATHEHETHEIE
« EREMFEHRHE AWS Identity and Access Management (IAM) & & AEEHEH,
- RUEZBERE  ROERATHEARRBEI»FERAENERLLBE.
EREAHBHEMAWS REREE,

i

MEFMER , 2B CloudTrail userldentity ST,
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https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_GetSpace.html
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https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_ListTagsForResource.html
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https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_UpdateSpace.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_CreateCase.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_AddCommunicationToCase.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_ResolveCase.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-06T19:24:397",
"mfaAuthenticated": "false"

1,

"eventTime": "2023-11-06T21:37:44Z",

"eventSource": "repostspace.amazonaws.com",

"eventName": "CreateSpace",

"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/118.0.0.0 Safari/537.36",

"requestParameters": {

"spaceName": "Test space name",
"spaceSubdomain": "customsubdomain",
"tagSet": {3,

"tier": "2000",

"roleArn": "",

"spaceDescription": "Test space description"

iy

"responseElements": {
"spaceId": "SPLPWvQmvOSIWYF3QEXAMPLE",

"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
errormessage, x-amzn-trace-id, x-amz-apigw-id, date"
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},

"requestID": "71d815e0-6632-4ec9-9fac-92af3e4a86dc",
"eventID": "30abc3da-ce2e-4931-ba5d-b3cc7cfl6ec8",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"

AT &5 RN R E R RegisterAdmin EYE#Y CloudTrail BEEH,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-07T21:17:1972",
"mfaAuthenticated": "false"

},

"eventTime": "2023-11-07T21:24:23Z",
"eventSource": "repostspace.amazonaws.com'",
"eventName": "RegisterAdmin",

"awsRegion": "us-west-2",
"sourceIPAddress": "205.251.233.183",
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"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/118.0.0.0 Safari/537.36",
"requestParameters": {
"adminId": "08612310-a0f1-7063-3e54-fb2960444dd1",
"spaceId": "SPlYNZE-ylQEmAXpmEXAMPLE"
.

"responseElements": {

"Access-Control-Expose-Headers": '"x-amzn-errortype, x-amzn-requestid, x-amzn-

errormessage, x-amzn-trace-id, x-amz-apigw-id, date"
.
"requestID": "9939ebbe-8599-4f9a-827b-4995e3006001",
"eventID": "elB873b18-f80c-4934-9ff2-bf5b35c78031",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

LTEHIBERNRRER ListSpaces BIYEMY CloudTrail BE$EH

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-09T22:28:23Z",
"mfaAuthenticated": "false"
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}
}
1,
"eventTime": "2023-11-09T22:38:3472",
"eventSource": "repostspace.amazonaws.com'",
"eventName": "ListSpaces",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/119.0.0.0 Safari/537.36",

"requestParameters": null,

"responseElements": null,

"requestID": "95be587b-c@4f-4eb0-9269-12fee33ae2e3",

"eventID": "9777da32-545f-44c4-afOb-1d9109b8cbc3",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management"

LT EHIBE RN RE R ResolveCase B1EM CloudTrail BE$EEB, S LAFERAL AFFEE B K
sourceldentity TR RFBIFBREHINFERE,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR76DQZ7N5WX:create-support-case-
Uk1iHNTWQEOLmR2BR1FDJIQ",
"arn": "arn:aws:sts::123456789012:assumed-role/AWSRepostSpaceRole/create-
support-case-Uk1iHNTWQEOLmR2BR1FDIQ",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR76DQZ7N5WX",
"arn": "arn:aws:iam::123456789012:role/AWSRepostSpaceRole",
"accountId": "123456789012",
"userName": "AWSRepostSpaceRole"

}I
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"attributes": {
"creationDate": "2023-11-17T21:46:427",
"mfaAuthenticated": "false"

1,
"sourceldentity": "28el17330-10f1-705d-7cba-3a62a6bl0e2e"
}
1,
"eventTime": "2023-11-17T21:46:44Z",
"eventSource": "support.amazonaws.com",
"eventName": "ResolveCase",
"awsRegion": "us-west-2",

"sourceIPAddress": "54.68.27.29",
"userAgent": "aws-sdk-nodejs/2.1363.0 linux/v16.20.2 exec-env/AWS_ECS_FARGATE
promise",
"requestParameters": {
"caseld": "case-123456789012-muen-2023-75d2c35481b96357"

iy

"responseElements": {
"initialCaseStatus": "unassigned",
"finalCaseStatus": "resolved"

iy

"requestID": "594b91c6-dflc-47e4-a834-d67d67f34b9d",
"eventID": "7fc9cbe4-c8d5-4d61-a016-e@76de272fff",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111111111111",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "support.us-west-2.amazonaws.com"
}
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