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HAEEEE, bytesProcessed

EERRE_—(EAEBESERERNEERE, EEFZNERRCTUERRENERERAEE
B, U REEAENNELRRRZIEE KB ENRAR,

FERERTE AP BEETEHER
EEAFERREREAEARBBESER  REMGEED |, RMEZREMER AWS Command
Line Interface = AP| il EiHEREE , WRIECHAELEFERNEAER, BHALE FRE

[EH#E % AWS Management Console , AFEFEA, B , ERE. IENEREZEEEER &
RTHBREREFNEE, NEFEEF K F2HREFER API 2EER,

EERBHEREHERNRE

EFERETRERERHITARS , BREE, CEXEXDNBFEEERER , MAKEAR
ANERERERK. ETRFRENEBEARNEREERETEITERNEERE,

EEER AP &

TRINHERLUEREHEBN ARC API R, EEXREBHSTARBEREANTRES, &
BR D SHEAFRER,

AP| 124k 14


https://docs.aws.amazon.com/arc-zonal-shift/latest/api/Welcome.html
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WMEMAEE FHFE A ESER AP| BEMNEH AWS Command Line Interface , 5528 AWS CLI #
BB EB AR WEH,

BE £/ ARC X124 £/ ARC API

RRE 2 ER FSHEBEESER 28 StartZonalShift

EMEFHER w2RENSEUEERESER #8% [ UpdateZonalShift

5 i B FSEARC FHEIHEE 2B ListZonalShifts

FIHEEER FERZENER 528 ListManagedResourc
es

NEZEER AZ2RAXENER 528 GetManagedResource

HUH R EE8 F2RENREERFSER 72 [ CancelZonalShift

AWS CLI f5EC[R BB LA Ry 2T 5]

AERMEAEHERNWERARENXES , £/ AWS Command Line Interface £/ API ##{E1E
Amazon Application Recovery Controller (ARC) £ BB Ihat, E L& Hl 5725 Bh& 7 g a4
£/ CLI R EHE®,

ARC P EHBERTRLTREXEERNRERHTAES , BENERAEX TURERE FaEAd
A EREIEREE AWS B,

FIEESEBARERN , BRYVLEAREAEZRNBH. T8 , LAIUBEEMNESERRER
EIJLEEHTJ'Fﬁo

WMEMFH WEFMEF AWS CLI, 528 AWS CLI s 2E, NEREHER AP BIEMFMES
E’J/%ﬁ :ﬁ 2 ﬁ Ei:EE*g APl ?m'ﬂzo

B EEER
B LAE R start-zonal-shifti$ , &8 CLI BB EHER,

E‘_\'III

B

aws arc-zonal-shift start-zonal-shift \
--resource-identifier arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5 \
--away-from usel-azl \

£/ CLI RAER &) 15


https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_StartZonalShift.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateZonalShift.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListZonalShifts.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListManagedResources.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListManagedResources.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_GetManagedResource.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_CancelZonalShift.html
https://docs.aws.amazon.com/cli/latest/reference/arc-zonal-shift/index.html
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--expires-in 10m \
--comment "Shifting traffic away from usel-azl"

"awayFrom": "usel-azl",

"comment": "Shifting traffic away from usel-azl",

"expiryTime": "2024-12-17T21:37:26-08:00",

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5al19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",

"status": "ACTIVE",

"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

NEZEER
B LAEA get-managed-resourced® , &R CLI VS ZEERMNEBEN.

aws arc-zonal-shift get-managed-resource \
--resource-identifier arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc05

"appliedWeights": {
"usel-az1": 0.0,
"usel-az2": 1.0,
"usel-az6": 1.0
1,
"arn": "arn:aws:elasticloadbalancing:us-east-1:111122223333:1oadbalancer/app/
Testing/5al19403ecd42dc@5",
"autoshifts": [],
"name": "Testing",
"zonalAutoshiftStatus": "DISABLED",
"zonalShifts": [
{
"appliedStatus": "APPLIED",
"awayFrom": "usel-azl1",
"comment": "Shifting traffic away from usel-azl",
"expiryTime": "2024-12-17T21:37:26-08:00",
"resourceIdentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",
"startTime": "2024-12-17T21:27:26-08:00",

£/ CLI RAER &) 16
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"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"
"shiftType": "MANUAL"

FIHSEER
BRI LAMER list-managed-resourcesin s , &EiB CLI SIHEREFHPHZEE R,

aws arc-zonal-shift list-managed-resources

"items": [
{
"appliedWeights": {
"usel-azl1l": 0.0,
"usel-az2": 1.0,
"usel-az6": 1.0
I
"arn": "arn:aws:elasticloadbalancing:us-east-1:111122223333:1oadbalancer/
app/Testing/5al19403ecd42dc@5",
"autoshifts": [],
"availabilityZones": [
"usel-azl",

"usel-az2",
"usel-az6"

1,

"name": "Testing",

"practiceRunStatus": "DISABLED",

"zonalAutoshiftStatus": "DISABLED",

"zonalShifts": [

{
"appliedStatus": "APPLIED",
"awayFrom": "usel-azl",
"comment": "Shifting traffic away from usel-azl",
"expiryTime": "2024-12-17T21:37:26-08:00",
"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"
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FMBABER

}

5 B ER
SEELAER 1list-zonal-shifts@as s , Ei@ CLI SIHiRFFHEHER.

aws arc-zonal-shift list-zonal-shifts

{
"items": [
{
"awayFrom": "usel-azl",
"comment": "Shifting traffic away from usel-azl",
"expiryTime": "2024-12-17T21:37:26-08:00",
"resourceIdentifier": "arn:aws:elasticloadbalancing:us-

east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",
"startTime": "2024-12-17T21:27:26-08:00",
"status": "ACTIVE",
"zonalShiftId": "9acY9ecle-1df1-0755-3dc5-8cf573cd9c38"

ENESEB
BAILAEA update-zonal-shiftd < , &R CLI EfEEHER,

aws arc-zonal-shift update-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf573cd9c38 \
--expires-in 1h \
--comment "Still shifting traffic away from usel-azl"

"awayFrom": "usel-azl",

"comment": "Still shifting traffic away from usel-azl",

"expiryTime": "2024-12-17T22:29:38-08:00",

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",

"status": "ACTIVE",

£/ CLI RAER &)



Amazon Application Recovery Controller (ARC) HEABEE

"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

ECHEEITER
B LAER cancel-zonal-shiftam$ , i&EiA CLI BUBEEHER,

aws arc-zonal-shift cancel-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf573cd9c38

"awayFrom": "usel-azl",

"comment": "Still shifting traffic away from usel-azl",

"expiryTime": "2024-12-17T22:29:38-08:00",

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",

"status": "CANCELED",

"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

X ENEIR
Amazon Application Recovery Controller (ARC) BRI EABHERN ESBEBHEBMA TIER :

Amazon EC2 Auto Scaling &2

Amazon Elastic Kubernetes Service
Application Load Balancer B S Z A KBRS & T &
Network Load Balancer A= A% R & & T &

#NZE Network Load Balancer 1 Application Load Balancer 4 EER |, ESRAHHHEHMEE,
BETYE ARC HEAEEER, EEEHEBNERNKRY

- ERVARRMMERAPREYTSME , THEBERE, TEHERERNEZER 25 , FRELRE
EER2 ARC FHZEER. fl , £ AREAZTEERNBFE AWS Management Console , S E
get-managed-resourcelREIEE &RV B Ao

- FPEFRERRBESER  SASFBETHAESURE AWS B BREBNNVE., FREEE
EZEBN AZFTENMHERESPRBEGER K mMELZERRENEREALRERN AZ MES,

XENER
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- FERELEELEREN IAM T , UELR ERFEAEEER, NEFHMEEN , F2REEFSERN IAM

« & Network Load Balancer 8} Application Load Balancer R A ERBREEHEEE K Ta281F
AFE, EREHNTA , RAREERELEE AZ EERETE , RETAR T EHSHERE
B, BREEBIEFHFHEM AZs, MFEFMEF , 552 Network Load Balancer £ & 15/
PR & E B F#E5FH Route 53 DNS B#E# 8 | LIK Application Load Balancer fEF & 1§+
A4 & | P #854F F Route 53 DNS RiERBHE,

- MRZFEEBFERFSREEEEMEANER  ABESARFER LNESEBEREMAERAET
RN ERRE  AFECMAREEIHER,

Amazon EC2 Auto Scaling ##f

Amazon EC2 Auto Scaling B8 2& —#8 Amazon EC2 #i1TEE , ELHTREBHRARBRESHE , A
REBERMEE, Auto Scaling B thZEATLAEA Amazon EC2 Auto Scaling ThEE , Bl anEEAR

EREERNERBEE, #% Auto Scaling B#EAFHHTERBEBEN B FHERE H = Amazon EC2 Auto
Scaling BRI K T BE o

¥f Auto Scaling BB M EHER
FERAERER  BEATIER-ESE,
Console
EMBFELRAREER (25
1. BEEARMESEAEI Auto Scaling FHIEFHETR , YEKEFFTHNESEIR , EXLR
10,

2. HEHEMBRBESHEEL , $#H ARC EHEY , EREISRUABARSER.

3. HHEEREBRENTS  EEZAREERETEIMNEFERERE. WREES replace-
unhealthy , EFRETENHTEBEETRREHPUEATESEBRRNK. MREA
ignore-unhealthy , BIEEREFTENETERBFEETAEREPUEAREHEBERIN
o

4. HEBHITHEARBENEAE I Auto Scaling EHEF TR,

AWS CLI

A RE LR BHES (AWS CLI)
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/create-asg-launch-template
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# --availability-zone-impairment-policy S8# 8= create-auto-scaling-group s
PN
To

--availability-zone-impairment-policy 28 EREIRE :

« ZonalShiftEnabled - Z1RF&EH true , Auto Scaling & Auto Scaling ### 54 ARC
EHER , BWHNE ARC T & LRE. EFHEUEESERE, MRREA false , Auto
Scaling €1t ARC EiFEBEUEFEM Auto Scaling E#l, B4 BACHAREER , THEH R/E
A false,

« ImpairedZoneHealthCheckBehavior — #1R 5% E A replace-unhealthy , EBEMRETEN T
EESETRAESDMERPESREREN, WRHRA ignore-unhealthy , RIEEMRETRE
WETEBRTEEITREEPUMEA+TEFBBEN.

THIgEHIEER B BE Auto Scaling B4 LA EBIHEBmy -asg.

aws autoscaling create-auto-scaling-group \

--launch-template LaunchTemplateName=my-launch-template,Version="1"' \

--auto-scaling-group-name my-asg \

--min-size 1 \

--max-size 10 \

--desired-capacity 5 \

--availability-zones us-east-la us-east-1b us-east-1c \

--availability-zone-impairment-policy '{
"ZonalShiftEnabled": true,
"ImpairedZoneHealthCheckBehavior": IgnoreUnhealthy

3

Console
ERAERELRAEEER (XEE)

1. B https://console.aws.amazon.com/ec?2/ B Amazon EC2 £# 4 , AR NREEE K
A& $E Auto Scaling Bl
2. EEELAWNEES P | BESIE Auto Scaling BHEREFTEN AWS E1F

3. #H Auto Scaling Bf#H E R ELS o

AHRSBERM—ED 8 E K.
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https://docs.aws.amazon.com/cli/latest/reference/autoscaling/create-auto-scaling-group.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.start-cancel.html
https://console.aws.amazon.com/ec2/
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4, HEEESRSIEBMN ARC BHEBT , BEFE.

5. EREIARUMAESRER,

6. HYEFRERETH , BEELZREFRRETEHEREFRRETE. WREKRES replace-
unhealthy , BFRETENHTEERETRAREFUMEAPESERENK, MRERA
ignore-unhealthy , RIEEREN AT ER T SE WA EEH EMA T EEERE

o
7. EEEF.
AWS CLI

FEIRBEE LR EEER (AWS CLI)

# --availability-zone-impairment-policy Z8# 8 E update-auto-scaling-group
A
T o

--availability-zone-impairment-policy 28 EME®EIE :

« ZonalShiftEnabled — B1RE&ES true , Auto Scaling A ARC EZHE MM Auto Scaling
B4, BALAE ARC XA LRE). EFNHEVEEBER, MRFREA false , Auto Scaling
211 ARC EEEBEUEFM Auto Scaling ., B4 ACBAEREER , T6k (EA
false,

« ImpairedZoneHealthCheckBehavior — B1R5&E A replace-unhealthy , BEMRERENHIT
ERSETARRFIRRAERAPEBER, WREA ignore-unhealthy , AEFARERE
WHTEBTEETRAEREPUERPERBEBEN,

THIgEH &R EN Auto Scaling B E A EHER,

aws autoscaling update-auto-scaling-group --auto-scaling-group-name my-asg \
--availability-zone-impairment-policy '{
"ZonalShiftEnabled": true,
"ImpairedZoneHealthCheckBehavior": IgnoreUnhealthy

} 1

EERREHER K F2H HE. ENJEUEREER,
Auto Scaling #EH EFHEBEELN

BEREEEETHI AR Auto Scaling B8
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https://docs.aws.amazon.com/cli/latest/reference/autoscaling/update-auto-scaling-group.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.start-cancel.html
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* us-east-1a
* us-east-1b

* us-east-1c

BERE P K Bus-east-1a R EIFHER, £ PRRXEHEBRE K FBETITHAus-

east-1la.

- E/MER - Auto Scaling S EEEREBRIFVTAESE (us-east-1b M) PRBFIEFNEER
Kus-east-1c,

- B)REIERE - Auto Scaling 2R LLIBERBERR AP IEN AR, Auto Scaling T &M ILIERE BRI MATE
NWAE,

- FITEBEMNEE - Auto Scaling BERFMAHTEBENEEEFT/EAYTESEBHELEENR

=
Hﬂ'o

ATRARSEFRERETREESER EERERETA
Replace unhealthy Instances that appear unhealthy will be

replaced in all Availability Zones (us-east-1
a ,us-east-1b ,and us-east-1c ).

Ignore unhealthy Instances that appear unhealthy will be
replaced in us-east-1b and us-east-1
¢ . Instances will not be replaced in the Avail
ability Zone with the active zonal shift (us -
east-1la ).

EREREENRER

EEEFAEHERRESERARINETAM  BEREKATIREER.

- EE¥E EventBridge BA , UM AR FERETTAEHZIESH, WEFEHER , B2REASHE
# B 81t Amazon EC2 Auto Scaling.

- FREREERMENBRREER , MRAREARANTERRTEXRTAESE,

- REEFREREEDLES 100 WETERBEZERR, FERALRE , Auto Scaling EFHFHAVELT
B ERmE , B LEFRRETENHITERE.
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Amazon Application Recovery Controller (ARC) HEABEE

HRELBRENEF  BfGEBEATINEE -

- BERZBEFRETEMAZTETAERENEERERETA , RALEZESHHBATEERRE
ERETENBITER.

« 7£ Auto Scaling ##HM ARC FEAES B BHER. PHEEEBHEBIEE Amazon BAEXER
#HI28 (ARC) AJZE £ AWS ERIZITTAREHPHNZER , AWS BRERNRERETAESE, 0F
B |, 5528 (Amazon Application Recovery Controller (ARC) B3 A E38/) H I ARC /Y
EREBHER.

HREEAERGEFEAEHTEHSRENETF  RMNLES .

- EHHENTRARE S MEREE.

- WRETE Auto Scaling AN EHFHELEAEEHER , B L %EBUE Auto Scaling #E EH[E
HER, RAE K REINFEEMETABREHEERVE, BEHARTYHR LNEFER,

- HAMAEEEBYFABESEFEANEHTLEHRN , FETHEERTFE , ik Auto Scaling
BEEENNRTE, NMREBERKEER , B LUEIRER FHZEUS 5 AWS Management
Console Zf# A CreateAutoScalingGroup, = HHY skip-zonal-shift-validationff
BUpdateAutoScalingGroupRHEFELL AJREMEAttachTrafficSources,

Amazon Elastic Kubernetes Service

Amazon EKS W IR REZRARXHARES (AZ) NEFREREIZEEFEHEEEN,
7 Amazon EKS #EH#TTEAHK K SUNAEAEHERYEHABERE - PRERARAR
BENRERNINEREXNEBEREEN,

5/ Amazon Elastic Kubernetes Service B [& 15

EEMAREER FEATIES-—BERZE, WEFHMENR , F2REEBAE Amazon EKS EFER |
U IAERZE.

Console
EFH Amazon EKS BEE tRIAEEER ( F#EE)
1. SKEE@ ARC ZFMHY Amazon EKS £ R BMET,

2. ¥ https://console.aws.amazon.com/eks/home#/clusters BERL Amazon EKS &,

3. EREMELE.
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https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-autoshift.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-autoshift.html
https://docs.aws.amazon.com/eks/latest/userguide/zone-shift-enable.html#zone-shift-enable-steps
https://docs.aws.amazon.com/eks/latest/userguide/zone-shift-enable.html#zone-shift-enable-steps
https://console.aws.amazon.com/eks/home#/clusters

Amazon Application Recovery Controller (ARC) BISK A BIEE
4. ERFEEFAEEL  ERSBZRIER
5. HEESWUSET , ENEERHE.
6. ZHRAZEN EKS BEER,

AWS CLI
EFH Amazon EKS 5 F A EFHER (AWS CLI)

BMALTHS

aws eks create-cluster --name my-eks-cluster --role-
arn my-role-arn-to-create-cluster --resources-vpc-config

subnetIds=string,string, securityGroupIds=string,string,endpointPublicAccess=boolean, enc
--zonal-shift-config enabled=true

3148 Amazon EKS £5 F A EFHER (AWS CLI)

WMALTHT :

aws eks update-cluster-config --name my-eks-cluster --zonal-shift-config
enabled=true

IBAT LA Amazon EKS B BREHER  twUESBRAEREEBHER AWS RAF A8HT. £
A ARC BiF Amazon EKS B#£EIHERE , BHLFEH ARC T4, CLI IEHEBNEE B 8HHE
% APIs AWS REREIHERIMA RS BBHER,

NEBREHBBNFMES  F28 B8, EFHEUEESER,

MESHESEBBA Amazon EKS BIFFHHER , 5828 (Amazon Elastic Kubernetes Service f£
E1E®) PR T 2 Amazon EKS i) ARC B ERBXE,

Amazon Elastic Kubernetes Service §J [R5 % tn{aiE 4

£ Amazon EKS EFEZHE , € B 81T T SIENE -

- BEENWAZPNFTEE A S ETEE, EAM L Kubernetes BERZ25 S HT#Y Pod BERR RiE/EARRE
TEW AZ PEVETEL,
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https://docs.aws.amazon.com/eks/latest/userguide/zone-shift.html
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- MREHEANSSEHHEE , TAEREEHNTESSEE , mBSEM Auto Scaling ###8 (ASG) #%
SEH , LB RFH Amazon EKS Data Plane 813 R S5 E/ERE R FHAZSEE,

o BEMEREN AZHPWHHRTIEERL , BFSRELEH BB L Pod. ERATHRAESREZ B
BUHE , ZNRETUZSHRENEZTEREN AZ,

« EndpointSlice #E#IZS 2 EZBH AZ FIXEIFTE Pod i3 , M HAERIM EndpointSlices FBRE
i, EERIAGEMERERFN AZs FH Pod imBiT seiZ B RE. EERSEBICERIBH
B% , EndpointSlice #4288 & ¥ # EndpointSlices , LGSR B B SHEIERMN AZ F,

MEFHMET  FSEAWS BEREER

Application Load Balancer
{# /A Application Load Balancer ¥ B E %

EERA EEEBEER Application Load Balancer , #247B7E Application Load Balancer 814 A Bt A
ARC [EifEBES, Application Load Balancer X EEEFHM AR EEEEHAEEN EHER,

A ARC B RRERERER A , FRB THEE :

- BREHHE—TAHEL , RIS EARTEHRNESER, ZEIAZETHARIMEBESER,

- AWS EZEERRERESERBEE | SXH DNS BRESEH TS P i, ERBEHE
Bewl , BELREHETNNTRAESRE.

« & Application Load Balancer & Network Load Balancer # B &8 , 5515441 Network Load
Balancer AB)[EiFE#, MRER Application Load Balancer BB [E15 8% , Network Load
Balancer A4 S L% | WHEEAS REFHEZE Application Load Balancer.

& ] LAE Elastic Load Balancing 128 ( EAXZE F AWS [EiF) % ARC EEEF B EH T HES
W EFERE,

Console
EERTEHE L RARNEE (X24)

1. BIE https://console.aws.amazon.com/ec?2/ BiEX Amazon EC2 £ A&,
2. EEBEHEMAERTET , BEAHFESR.

3. #HY Application Load Balancer &%,

4. HEBHRSIERD  BERE.
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https://docs.aws.amazon.com/eks/latest/userguide/managed-node-groups.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/auto-scaling-benefits.html#AutoScalingBehavior.InstanceUsage
https://aws.amazon.com/blogs/containers/amazon-eks-now-supports-amazon-application-recovery-controller/
https://console.aws.amazon.com/ec2/

Amazon Application Recovery Controller (ARC) HEABEE
5. EUHAEEEHERET , & ARC BHEBRESHREAKA.
6. BRERT

AWS CLI
EEH TR LA ESER (AWS CLI)

BALTHT :

aws elbv2 modify-load-balancer-attributes --load-balancer-arn my-alb-arn --
attributes Key=zonal_shift.config.enabled,Value=true

NEBREHEBBNFAES  F28 B8, EFHEUEESER,

BAILAE A keepaliveBEREBEERFES A, MEFMEF , 528 (Application Load
Balancer fEFEER) BH HTTP AFmREFERSGERBE. RIRFEER , Application Load Balancer
S HTTP AR RISEERSERBERTEA 3600 W 1 /M, RABRBEHRIKE  FHEERRE
AN EFRRFEBEERE B, 0 300 ¥, ELEE HTTP AFRRISEFISERHEE  FZBIE
RE-—BREEEEINER. TREFELEE  UREREMEAMEAFIHBHIZEN AZ HEE 2 BRI E
B

Application Load Balancer #9 [& 338 an{iE £

ERABEEE & T Application Load Balancer E B EIHERE K HEENMERERSES
FENTAESPEREHE , K DNS HBERER IP ik,

WMEHMER , 5528 (Application Load Balancer fEf&#E5) F# Application Load Balancer

A
Ho

Network Load Balancer
5 /5 Network Load Balancer B [ 155

ZEREEIHEBEA Network Load Balancer , #24 B Network Load Balancer B HEH ARC
EiHEBES, Network Load Balancer XEEEEHMAREEEEHAEN EHER,

B LUEEMABLEE RREABHEZNESEHEYR  URKEERIENTAERE AR, &
H [0] 48 P2 48 2% A0 A 2B Network Load Balancer,
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EEABAEE Network Load Balancer BB ER , EiEEZ 8 H VY HENMEEEHELATS
THEKR,

- EMABESEEHTE , 3§ 5REH use_load_balancer_configuration,
- MEEBEHEBEESAERTFENFMEN  F2REERENBERESHFE,

- BEFEEBABESER TCP K TLS,
- H0FE Network Load Balancer B 2#HEBAMERNFMEF , F2REBHERE,

- BEFAEERENEE FERERKLE,
- MEBERHEERKRILINFRES  F2REERETERENEREKL,

- BEEIBTBEEM Application Load Balancer 4 B &,

« HNZE Application Load Balancer A& B {ZHFFMER , 552 B A Application Load Balancer
A Network Load Balancer #J B &,

AT LAMER . AWS CLI AWS X# A= Elastic Load Balancing /N T & | Bt& Network Load Balancer
WIEFHER, & Application Load Balancer  Network Load Balancer # B &8 |, 448 Network
Load Balancer Bt [EIHE® ., MRIER Application Load Balancer B4 E1HE S , Network Load
Balancer A& L& 2IX = Application Load Balancer R H B &,

Console
CERTEE L RARRNES (X28)

1. BI{E https://console.aws.amazon.com/ec?/ FARX Amazon EC2 £# A,

2. EEEEENARTET  BEESHTEHSR
3. 1#EY Network Load Balancer &7,
4. EBMERSIERT , BERE.
5. EAAREEHERET & ARC EEHEBESHRERAMA.
6. EEMF.
AWS CLI

R H VR LA EHER (AWS CLI)
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aws elbv2 modify-load-balancer-attributes --load-balancer-arn my-nlb-arn --
attributes Key=zonal_shift.config.enabled,Value=true

NEBREHBBNFMES  F28 BB, EFHEUEESER,

Network Load Balancer ) BB E B EEH

ARC 2&H¥ 25 Network Load Balancer f@3E/EREBMELAY , AL ESBREHERRE , F
18 AZ FH Network Load Balancer BiZA&# DNS HF#Er, Network Load Balancer 2 A EE
HHAEE , FHELZVRE , M Elastic Load Balancing 8BS EEKELHERACFEANE
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B, SRS EEESHEERHSRE

ERAEREEEFHFEM Network Load Balancer BIZEB IR , €% DNS B KR EIHE R H#:E IP
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B Fh i 25 BB 3R BA f A £ Amazon Application Recovery Controller (ARC) £## A LB B FRRBHN[E
HEE, FEEUEXRFAFXCEAERHER  F2HEHER API 2EE®,

BT ARC FR B EFHERE 2 , Bt LU Elastic Load Balancing £ 4 ( EXEWNEEF ) &
BBEaRTEHSNESERE, MEFMENA , 520 Elastic Load Balancing A &R EiHE
%o

BEEFHEE

1. 7 BARX ARC E12 & https://console.aws.amazon.com/route53recovery/homett/dashboard,
2. EZEHRSEHT  EEEZER,
3. EEHEBEEL  EEFREFHER,
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4. ERNLERHTEBRENTAES,
5. HhEREHNRENEZEBRENZIEER.

6. SHUREEMNEREN  REIBWAEREBNBY. EHEBRSKATURERSERTS 1 7ER
Ei%—;i (72 /J\H?J' ) °

FEESERHRTRN, SLARERY  BRRAULEFREATNSBIL , STV BHBERE

7. AR, IREBENGE , EUARREFTESBBURELERE,
8. EHMEKEAH , BEARKEAERERLERAE N THARE , FERSREBRETAESE,
9. EiE RKEM

EHRECEREER

REI R 5B ER B WA EHFIRAE Amazon Application Recovery Controller (ARC) 2 & LB K [Ei5
B K IEEESER. FEURARANEAERSEY  F2REEHER AP 2EEE,

BRI EFNEHERURENNEY  UREIDNAEHEBNERE, SUTUERHER B2k
BUH R ER,

BULEHERBNESER  SIRAESREDERERINTNER AWS BN EFHER, FEE—?
THRESEBERTNEREHI F2RESAHEBNERAITHEESL N,

FHEHER

1. 1 BIRX ARC X i &https://console.aws.amazon.com/route53recovery/homett/dashboard,
2. EEHRESEOT  EEEHER,

3. ERNZLEFENNESER AREEEMEFHES,

4. SHHREERSHERIHA  BEMENSWAZEA,

5. $tHEM  EEMFEERAGHMADE AR,

6. EEEH.

BGHE @15 E %

1. 7 BB ARC E#E & https://console.aws.amazon.com/route53recovery/homet#t/dashboard,
2. EEHRESHEHLT , BEEERIER,
3. ENLERUENEEHER 6 AREFIHEHER,
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4. FERFREAYELRSD , BEEF

£ Amazon Application Recovery Controller (ARC) A EC8& F1E5 12 [E 15 & 15

&AL E R £ Amazon Application Recovery Controller (ARC) # AWS CloudTrail B2 EEE® | KL
DT 17 BY % S BE AR R AR,

el
o {F/A LHEEFHERE API 04 AWS CloudTrail

£ SCEEIER APl FEI AWS CloudTrail

ARC WEIBEBEE RIEES AWS CloudTrail , LERFRHEFERAE. AE ARC 2 AWS BRIEFTER
EXENERSE 4%, CloudTrail i EBEBNATE AP FIlEIAEH, HEEMWEWAIERE ARC i
ALY  URBESEBH ARC AP BENERERFU,

MEREBEIIRE , BT LA CloudTrail B4 EFERFZE Amazon S3 FEFETHE | EEFEBINEH,
ENESRABZEIEYR  MATLUER CloudTrail TIRAPNEHE T BHEBRBTEHS,

&R LAER CloudTrail FRURSERYEF , BT EEHER @ ARC RERFER, REFERHN IP #bilt,
REBRNAE, REBROKE , AR HEMFHERA.

EEH— 7 # CloudTrail , 28 "AWS CloudTrail fEH &M -

CloudTrail 1y EFEBER

BYWRF AWS IRF B, 88 E2RA CloudTrail. EEHE®E ARC PERAEZTHR , EBHECHK
£ CloudTrail E#4H , UREHEERHPREM AWS BRBEEH. LALE PR, EENTHSR
ISR AWS t1RF. WEFMEEF , FSEEA CloudTrail SHE £,

HRFERE PEH AWS 1RF | 215 ARC FESIEBNEH , FEMRR. RRAER CloudTrail
#% HEEIE R E Amazon S3 #EfFiTH#, KR , ESETREPEMERE  REREEMAEM
B AWS B, MREELHE AWS DEIERPAEESNEN , Xk BRERINTEEEEN Amazon
S3 AR, WA, EBULEREREM AWS IR , LUE— 5 2 MEEE CloudTrail HESHATINENS
HER. MEFAETA  F2ETIRE :

- BB ELER
e CloudTrail X ENREFNES
« X% CloudTrail B Amazon SNS & 41
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- EWZEEFR CloudTrail HFEERMBWZERFER CloudTrail BFEER

CloudTrail €577 ARC Bi4E , I 524%7E Amazon Application Recovery Controller B #& FR#3 & AP
SEEER, Hl | ¥ StartZonalShift LA ListManagedResources B3 HAY I &1
CloudTrail BRERFELIER.,

B-SEMAAREXRNSISELFRENEA. B EATHENEHE T5IEE !

W
fim

3R

fFEAHE R AWS Identity and Access Management (IAM) EA & & AERHEH,
R, REFATREACEBE S FRAENERZT2BHE.
EEI,HﬂE AWS BRIEIRH.

B
EE
%I}
s

W
ﬁlm

3R

MEFHHEN , 5528 CloudTrail userldentity T3k,

EEHELEEPRE ARC B4

CloudTrail AJZ#&E A Event history (BB 08 MARKENSEH, WEFMEER , B
CloudTrail fEFA#&E1ERM.1 PHEA CloudTrail EHFE £ 52 #%o

28 "TAWS

e

THREHERARERER

EME—EHERE  tBEE4UBARERNEARGREIEEN Amazon S3 12878, CloudTrail B
EEE’FE% RLZEEAFER, —BEESHATARFRELNE—FBR , XISHEREBIE. FRH BB

ERBEEEA, CIoudTra|I HEELIEKLNE API ﬂ?ﬂﬂrﬂ’ﬁﬁgﬁﬂﬁﬂﬂ* Rt & LE4EE IE
}*&IEO

T 5IgEHIEER CloudTrail HEFHEE , REEFHEHListManagedResourcesyEfE,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
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"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-11-14T16:01:517",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-11-14T16:14:41Z",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "ListManagedResources",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64

exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",
"requestParameters": null,
"responseElements": null,
"requestID": "VGXG4ZUE7UZTVCMTJGIAF_EXAMPLE",
"eventID": "4b5c42df-1174-46c8-be99-d67_EXAMPLE",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333"
"eventCategory": "Management"

}

T5|#HHE R CloudTrail BiSEE , REEEEFHERERAIINStartZonalShiftAk I BIE,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-11-14T16:01:51Z7",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2022-11-14T16:10:38Z2",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "StartZonalShift",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"errorCode": "ConflictException",

"errorMessage": "There's already an active zonal shift for that resource
identifier: 'arn:aws:testservice:us-west-2:077059137270:testResource/456apples’.
Active zonal shift: 'bac23b74-176e-c073-de8f-484ca508910f'",

"requestParameters": {

"resourceldentifier": "arn:aws:testservice:us-
west-2:077059137270:testResource/456apples”,

"awayFrom": "usw2-azl",

"expiresIn": "2m",

"comment": "HIDDEN_FOR_SECURITY_REASONS"

I

"responseElements": null,

"requestID": "OP40YXZ54HUPMIPGWH_EXAMPLE",

"eventID": "Obcab660-e999-43a5-9008-EXAMPLE",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333"

"eventCategory": "Management"

}
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RAEF S EMNERE T BLERATHESE, METHRUNMNBRISGSEBEK |, F2E (IAM
FRERR) PHEBREFEEHEEZEE] IAM 1,

£/ IAM S5 BEBER | BUUEEAARIEBNBENER , UREMERG T RAAREEEE. &
BEEESSERRPEETR  RASESEMAZEENEAESAR, METHREE JSON BERHE
RBFrETE , F2HR (AM EREERE) T8 IAM JSON BETES £,

EERE ARC BRI BERREH| , 5528 Amazon Application Recovery Controller (ARC) F1#J & %
BBRE B,

ARC PR EREBR

XEEREBK B

BEREBEREH B EIRA JSON RN, EREBRNRE REHIR IAM ASEEEEN
Amazon S3 REFATRER, EXEEREBRNEETS  REEESTUERAEMARRHHSEER
K IR

EHEBHBEREE
XEBOREME : =

ERE A LMER AWS JSON BURRIEEHAIUERAR, WHEHR , BMEERE T ESRAFT o E T
BEEIRAITHLEBF,

JSON BURRE Action TEHERETURARAFRIEBBRFFRNEFE. BRBEEE LR HEMEE
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BREEABERR THITHBBB LT,

EFECEEHEBHN ARC BIMERE | 520 (RERESE) BH Amazon Route 53 EFEZES
Y B 1E,

ARC HEFHEBHNBRBFERFREATIIFE

arc-zonal-shift

BR2EE-RRAXPIEEZ@EEE  FRERS R, Flwm, THEE :

"Action": [
"arc-zonal-shift:actionl",
"arc-zonal-shift:action2"

]

=

BHAILERBRE T (*) RIEEZEEE. Hla , EEIEEMBER Describe XFWFATEENE ,
SLLTEE -

@

"Action": "arc-zonal-shift:Describe*"

HEZREEHEBH ARC B0 HBXES , F268H ARC HFEFHEBH 5 0 B BEEH.

ESEBNBRER
XERRER: B

EESWLER AWS JSON BURRIEEH T AFHAR, twpER , BHMEERE M ERE T o8
EERAITHLEBIF,

Resource JSON BHERTEZTEEEEABHENYH. BRRX 4 EE S Resource = NotResource
TE, REEBEFEAHE Amazon Resource Name (ARN) RIEEER, Bt EREERER
HEME (BAERBRFET) REEM.

HRAXEERERFTAINEE (PIFIHRE) , FEABRAFER () RRTEEXERARABEER.

"Resource": "*"

FEEREREERE ARNs WEE | URETUEASEERN ARN EENEE , F2RABRKRE

SEFNTHERE :
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« Amazon Route 53 - B EB ESNIFEZES|E

EERAESERN ARC 520 EBEHES , 260 ARC PESEBN 5 5 B BUREH,

E S E B BUR R R 58
XEBBEERRRGER =B

EEE A LAER AWS JSON BERRIEEH AIUERMAR, WHER , BHMEEBRE A BERA T oSt
FEER#T UL B

Condition Jt3& (X Condition EiR) AIREIEEERERNERNFRYE. Condition TERERAE
H. BAIUBUFRRTEE FHREEEN BINERSIR) , REEBEHHVERGMBRPVE,

HRERBXPIEEZME Condition & , AREE— Condition TEPIEESEREIE , AWS
SEAEE AND BRAFFTE M. WREAE—RUHRSIREESEE , SEMEEBORRE AWS FTE
Rt DAFEMBRGS , T ERERRANFF,

BTN EEERGEBEAFEECESY. flm , BRI EERECERE IAM EAERBELE
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ARC HHYFEUZHIFE (ACLs)

XEACL: &

FEUEFIEE (ACL) FTEFIMLEXRE RFKE., FRAENAG) BEFHEERRNFAT. ACL EER
EREBR , BEMAER JSON BERIXAFHEN,

&M ARC # B R 17 EIZ %) (ABAC)
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B RFEUES (ABAC) BR—EREXRE , RIREMRERF A, £ F AWS , ELBHBARRE,
UL EREERE IAMBR (£RAEHAE ) MFE AWS Ef, AERMNERMN LERE ABAC
ME—F, BEBERE ABAC BUR , A EEZRNEREAEEAFHNERERETRIRE,
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MRBHEXESEEREEN M =ERG SR  DEZBBEMS , EA Yes. IRBBEIBERLE
REEN 2R =@ k4R , BIEA Partial.

MF ABAC WFMET , HSM (AM EAEER) TR ABAC BRESHT. NESELHR
7 ABAC SBNMERRE , HS B IAM (£F &R0 (2B IR FAU2E (ABAC).

ARC Z& T 5I# ABAC KVE80 X% :

- BFEBIEE ARC PEMNZEER ABAC #ITEHERE, MFEHE ABAC for Network Load
Balancer 1 Application Load Balancer 2 E&RMWFFMEF , 552 BElastic Load Balancing &
f8F) HHY ABAC with Elastic Load Balancing,

B ARC FRBRREAER
TERERE

ERERRESEAENEAR , L AWS RE BEER, NFEFEEF , SEMWE AWS R £
REEAER  F2E (AWS R# IAM EAEER) T8 E/H IAM.

WMERE AWS Management Console ERAEREBZBMBBUANEMEEZEA |, IEARKEAE
#lo flm , EEAWS FRLTINE—FA (SSO) BN & , ZEFSEBELKREAEN, B
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BUERESDEATES  ARURACK  tEABEVRNEEE. NFURAGHFMAER 7
28 (AM ERAEER) PRREAEHRE IAM A6 (F248).

BATLAMER AWS CLI 5 AWS APl FEIZU R EAER, RE , SuUERAELEREAETRRE
B AWS, AWS BERLHEELBIFEAEZR K MAREARPENRSE., MEFMEA 6 B2
IAM RV E B2 2B H.

ARC K5 BR %5 E BT A
XEEHFFIMITERER (FAS): B

EREAIAMER (EAEIAC) £ PHTEER AWS , KERRR/ETA. BEREZKFIRT
IR, ERERELERKE  SURENTEDHE , ARETEANRBTBES —EDE, FHER
T, BYAEBHITEMEERENFT,

EEEEDFEREFTEBRTHEMBKREE

3
¢

ZERBRESEPNTIIERE :

« Amazon Route 53 EiFfE#

ARC iR A&
TERKAR B

REACRRBEEN IAM AE , AIMREATERE, IAM EEE UK IAM REY, SRR
At. IFFHMES  F2H (AM ERERER) PHEILACEIRET A #1E AWS R#.

ARC HIRIEFE AR
TERKEZAR 2

BHEFACRERGE N —ERBAE AWS ¥, BRBETUREARENTHENAR. REER
AEgHRELN F AWSIRF |, YHERBH#EE. IAM EEETRER  ERRFERKERSEHN
AT A

EREBTHEAREEEAG.
EFHEBH IAM FEFFA]

A Ei1R £ Amazon Application Recovery Controller (ARC) F BB E B IhEeFr B A RN EMER |
155 R 4 #F A M B Elastic Load Balancing & AWS HRIHITHAERS, B E 7 ARC HhAEI{T#4
B IAM Fl—fREFLEME | SEMBEEIE B PHEFAmazon Application Recovery Controller (ARC)
=i E Y Identity and Access Management,
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[E i3 8% X 8 Application Load Balancer, Network Load Balancer, Amazon EC2 Auto Scaling &#H
M Amazon EKS, EHLAMER IAM FHEE88 |, % IAM FUBEREEREFELER. UTREFEHAES
ZEITEABERER 2R S|VEFIBUEK

{
"Condition": {
"StringlLike": {
"arc-zonal-shift:Resourceldentifier": [
"arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/net/
* 0
"arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/app/
* 0
"arn:aws:eks:us-east-1:123456789012:clustexr/*"
]
}
.
"Action": [
"arc-zonal-shift:StartZonalShift"
1,
"Resource": "*",
"Effect": "Allow"
}

MEHMET , F2EZENER.
BRT IAM BEB =B BRRIFF 25 , THIEAR IAM MEFRIAY B EHER

- BRELHEE ARC PEAESEBEMENT. NEFHEEN , F2RESERIREFIMNE
HEBRETR.

« BAEEFEA IAM FH B EES\H Elastic Load Balancing #F 7 , BIA[ £ ARC FERARFH S ESHFE
HERERNESER,

- 2 Elastic Load Balancing T2 FHEN AWS SERXESESFEARHEBNET., NRER
AWS ZEBE AR Elastic Load Balancing 78 , AIFHE IAM R EAMEF A |, BN AT [Ei5E
¥, UBBEHFHRWERER , £ Elastic Load Balancing AT FER . MEFMET |
288 AWS Elastic Load Balancing B & KR,

3

ARC HEEHER Y 5 5 B BR S5

RIFTEE , FAENACKREE LB N ARC BRI, fit&EER AWS Management
Console, AWS Command Line Interface (AWS CLI) 5 AWS AP| R#{TEH, EERFFERAEHH
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FEERYMTEENST , IAMBEEESTUEY IAM BEE, RE , EEETLUE IAM BEERHEEA
& FREFERETELAE,

WMETHMMERELES JSON BEEXHET IAM H2BEE , F28 (AM EREER) FHE
M IAM BUR (E#A).

ME ARC ER2BENERERNFMRES , SEEEEREEMN ARNs KX |, F28 (RBERES
#Y H# Amazon Application Recovery Controller (ARC) BV EIE., B RFMIFH 58,

F&E

- BRBHEER

- Eifl : EEREFZEEFR
- gl BIEHER AP BE

FOEBREHESRFAINEBASREAINEY., FHEMER ARC B, ELEEATEEREN
AWS IRFELXBM. ERBRNSRES 2 EBRE , BERETHEARERSHE !

- FIEER AWS SEBRRAEBRRKEERTT - EERBRFIRTENCERAENTEER , B
BT R TS EREARGN AWS REBK., ©ATELN REMH AWS IRF, RAIEZREESR
BREREARI AWS WEFZERXR , ME-FRDH . WFEZEA , F2H IAM EAERE
PR AWS ZERRSEBBAENAWS ZEBXK.

- ERAREHERT - RE IAM BERNFAIR  FERTHTEXRMENT. KERLEN , B
LERERERG T I UHBEERENNEEFE  ELBAKEMERTT. MFEEH IAM ERFH
MEZHEER , F2E IAM EREEBEDH IAM PR BERAEF A,

« R IAM BER PR EGE— SREEEE - B LUSHREFIEEBER |, UREIBENERNEE.
il |, BT URBBORGY |, IEESBEMFEA SSL BIEMERE R, NRBBEE EAHKRKEEE AWS
BRFE |, & thmT LAGE P4 SR 2 F12EL , 5170 AWS CloudFormation, MEFMEN , FF2H 1AM £
BEEEPHN IAM IJSON BETE © F4.

- M IAM Access Analyzer B& 3 IAM BUE |, BERFT AT 24 B W IE #iE4E - IAM Access Analyzer &
BHBEMBEER |, BRELBERER IAM BUREES (JSON) Ml IAM FRIEEH, 1AM Access
Analyzer 12fit 100 ZIEBERERVEATHNER , THBERETLEEANBR, NEFEE
#, F2E (AM FEREERE) FHFEA IAM Access Analyzer B BUE.

- EEZEEEHRT (MFA) - NELNRFIEZEE IAM EHER FHBREREZ AWS tRE |, 5B
MFA LIIRE R £ M. MFEEMW AP BERER MFA |, 5548 MFA REFTIEEEHBEE, W
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EFHMEN , B2 (AM EHAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntm|# #3EiB MFA B %&£ API FEL

WE IAM FREEBRNERES , F20 IAMEAEERTHN IAM 22 HEEK,

g6 BEWmMEEAFE

# E17H. Amazon Application Recovery Controller (ARC) £ & |, B4 BAHE —HBIEKFT, B
A ABARRFES HFRIR F ARC ERIFMEERA AWS IRFE, ZZEI% CEN L BREARNEFTEBEEN
BHoEBE , IBREGRBENER (FRAEIAR) MS , TRAMELWTARERE,

HWRMERI AWS CLI 5 AWS API IER & |, BFRFEATRBEEEAFHT. Rz , RBEAFFIE
B ERBMITZ API BIENBER AT,

EERFEAEE FEAESEBN TERZEE AWS Management Console , fE4& 30T PR B BURE
EEFERE

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift"

1,

"Resource": "*"
.
{

"Effect": "Allow",

"Action": "ec2:DescribeAvailabilityZones",

"Resource": "*"

}
]
}
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g . EEER API B

EZER API SEREREBRTHES , LERERAER.

ATHEAREAETUSEAREREER AP 81/, FERHEESFEAEFTESAN API RENBCER ,
o

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift"

1,
"Resource": "*"
}
]
}

ARC FHEE BB ER

ERAESEBHERE  GRE AWS RREESHPRBRTAESR (AZ) EBRARANERRE , U
BEMEEREE, EANENENEURFERFNTARBERER , S AWS B BEEER. B
AWS BEBIEBIEREK K CARHEBEBRECERNEREXRESRKRRITAESER,

IR, ARC TEREBBERWEEMRE, AWS EEAEATTRERETFNTAEEZIER
EAWS REBIEBER, EXEBRT  HRREXENER  RETRSER,

FAEREEHER 6 SUAURE AREXTARE AWS BEREARXNERRE , UETEHRE
By, EHEBHEBEERTHIT. ARC #HHEXITRENEHEY  THHERARTEDHER
HERTAERHERREHCZNERAEREARREN. EXEEHAERENEARARXRRTUERE—E
AARENEETEREE , SE=2BEHEYR K KERNRELRTAES., REFEHT X,
W2t SUCCEEDEDE Z45RFAILED , LB E T MRERRER 2B NFEHIE .
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/A Important
EEREEBHTIARAEREDER 20 , BAERECENELEARAERNES S , AL
BRAATHAESTHNEAEXERTE. EEDEBHBERATHER , ETERERERS
R, BEHEBER  SFEREHNT. BUEE K MATSSFFEDERDETZK. KEABE
B, A MTARELEE 6 TS AR AT EERNEETRER,
NREEAEBERREEEHNREBY SRR EREAHRENRERE , WEEX
EWAEHNER TERELEEERE.

NMRETERARHEBEBIREEBYIT , FEALRERARAERTEZR , AAENERE
ARBANERE—BATRARENERTERER, EBAERE—H K FREEFSER  $ERNRE
BT AR

BABRSEDERE BRRERBAITERFTERNITESER  URBENEABARETINERE
BETARENER TERELEEE. A%, ARCHITHEREKSHEHERILAETANETE
EITEBER,

ATHRAREEESEBNAIEEN K FELBRERERTUNEHREEBEHN AZ R, I

i, Application Load Balancer # Network Load Balancer #& 7 Amazon CloudWatch H 2 & 1E a]
RAEEHEE 6 HEARER, BERENAFHREECHERNKHRE K RETHESBREEBIER
B AZ WEHEBER. EEE—FTH , SRR AP RESN IR RFERN -,

BRI LAE ARC ERAHTAZENERMAESBEHE®R, ¥ , £ Amazon EC2 & , BRI
BEEARTEEETEHRERRACHEDEE, EEE—F THUMEA Elastic Load Balancing B A
B3 B 8% , 552/ Elastic Load Balancing A& B H MW EFHER,

BEREBNREITESERRTRN, ZBRPER K EXRENTAERAERE , § AWS F1E
HERNRERTRAREER, EFNEARARESRE BEEPHNMETRAESE., BBHREHNT
REERE-ERNTARSERIN 30 7  RAEEBRESRFHNRETARSE.,

\

i

B AILARXE Amazon EventBridge BAH , REZEHEHBRNRBTLHIT. NEFHEN K FSEED
Amazon EventBridge £/ [E1i5 B $E %,

EHABEBRMEHANITNEFTR

Amazon Application Recovery Controller (ARC) iy [E15 B B EB e o 5F KRR E RN RE
AWS BEERTAESE , E AWS Y FETRFETAERHTEFNEE, EHEDHEBRERE BT
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RARAERHTELBERNERMHT AWS B, AtEARR T UERE—BTHEIENERATER
B,

SERARSREHERR K SEERTEBKHT , HP ARC EEHKERNREBRRH —BTAEE. #R
BERHEHAMERERATHEHENEEER , ARC HIEEBANEBEHNIT X, BEERNREAT
SBEUHE.

HREBEREHNIT , ARC BiLEER, MREBWTRHHEFATHE K BBRITERTEERANR
Y. MEREBDTHERNFMET  FSRRTIATHER.

&P LARX E Amazon EventBridge BAH , AMEXBBHERBRANRBLHITHHEBERAGER, WEFHER ,
55282 % Amazon EventBridge & f 218 B B1E %8,

B &

- BRESBBER

- B AWS BEBMNEL BEBBE

« E ARC 2. FIRNEREBANITHE
- REITNEERSE

- ERSITHNESERHNEA

- EHEBNELIEF

- FLHEERNERAPBBEBRERHT
c IMEBRE

- REBHPITHETR

- HEH A BMBEEER (UTC)

FEREZSEBER

ESEHEBEE—ENE 6 Edh eRXREEEAEINERRE AWS BT AESE ., ERAIMENETR
FEUREFEEFNTAREZER , EAWS BB EHER, AFHENTEREZERENIEE ,
‘BFE AWS #88& , LL% Amazon EC2 # Elastic Load Balancing AR5 .

BYXAEBXEAWS WERFEMARSASER,

EfERGZE (BEA=E) AZs WEHFER LHBNHT AWS BAEN , YEFRTREUAX
EREREME , AWS UTLZEBEBERERRERRNEER AZ PNEFERAER. BBEERR
BEBIEHTHEM AZs , AWS AIEAPREFEE. AZ PHERSREBEENHE MR EAMERKE
EHENSERENEEN.
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ARC XEMERREHEIEE AZ BLAEFERETRNES  ESEFRENZEN AZ B,

ELRERRAERHABERR  LULAREEFRNEBHNT. AWS ANEBIHTEBHNT 30 2
iE, B ERARCHEENNTEITEAREN , MRA BETNEP—ETHESE,

NEEHER  ELBRERMT  ESEBEBRTESRRERHAAES, flW , MR AZs FHE
BTV @REEHARGEMYNTEE  HEMEATEREFERETE  AIERFHRTERRERK
REE , BEEEBHED—E AZs.

EBE-STHRESHDER B8 ARC TNEFSEHEY.
E AWS BME L EBEBE

EXREFRMARHEDERE , R E AWS AREESHHBERTRAEAEBRARANERR
B , iHBifEEERERE.

RTERLEN , BEREDHERSEM AWS BNk  SERRAREFETRFEEFNTRAERR
B, EAWS RBEBERE K HEeREERNARESUNRAETERIEEFNZETRABREHER,

ESEBHEBR-—HENE K EACHY PHAMATHESRLEEREBAEAERNE FMERET AWS
B, ERBEBHEBHTHRER , ETEREABREE R,

AWS g AESEERREREBER.
E ARC #2. FBRNERREATHE

ARC 28 BHREERNERINTI 30 7. ARC 2ERHE. MBNEESEAERNELH
1T ARC TERFHEEMEIRF D ERNERINIT. SR BTREBRERENT , Uik
RENREHESHDEBREHART RS,

EEXHNTERPFEREAREET L MASHER 2L W RRESESUCCESSFUL, ER%
BEM a4 SR : FAILED. INTERRUPTEDH] PENDING, EREMERLESEHEZTHITHNEREER
?,

ERLEERT , ARC EHEEBHTALE R, Sl , MREHEBEELHTHBEAE , ARC &
BERPITIEE R, Z— @R , RREFYEBHIITEFTANNCE , Y EHEEEAREZREBHT
RYEREA ALARM #R%E, FEULEMIF , ARC L EHETEHATIE R,

sk, EHERRT , ARC TERAERNFEERAT.
AT ERERVPENHHELHNIT , ARC EHT T HIEE .
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- MRERNEBHTEETHEDE L ARC SRESRERHTRARER , YAERIETANHE
B817. S EBBEARRINTERRUPTEDTELLESIF , A= FAILED, FAILED R EHEEZERBHIT
WERERERIHITHBEA ALARM AREER | BREBEHTERIERAE,

- MRERNERHNTHERBEBEHERE , ARC TERBEEHT. ARC SEETHIE R | LY
BRANE —RZEHERFGRG. ERETMIHERBEHE , ARC 2HERERNELHT

LA 2 LE ARC MBI SEBEERERANITHHEHRFIEM

- Y£1T AWS Fault Injection Service BEREF , ARC T2 BB ERDT AT, MR AWS FIS EHE
ARC CHIEERHITREBBEERMERATIRE  ARC TERBELHIT,. ARC EEREELITH
RIESiRHHR 4] | 23E AWS FIS B4, R AWS FIS S4EEBHITIERA RIS , ARC SR
EXHT, YETRESRRBE —ARE , EERNT —BAEHHREXHITAL,

- MREFHFEEAE AWS £, ARC TERBERNVATHNIT , UERESFIEAFREANT.

ERBYITERM AR P ER , ARC ERELRE—BRAN T —EHRBIHNT, WRE RS mEE
REBBEBHT , SIIEIEEN AWS FIS BRI HEHRFER , ARC SREEZMBELHNIT , BRI
BEBHMITAL,

REYITHNEERE

EERHTHAR K ATEREREBHTRAREL , ARC EHTRE , UESSEHMTHAERE+TAE
BEHNARE LR REBMITARE. IRIBFEANTHARE , IRBUTHREEBTER
B, #ERITHEER.

Sk, £ ARC RREBDEBMBNREER 2 , ARCEEESHDEBETRBHITAHTHRE
FHNARERE, IRFERECEDHEBRERKFRAN , RETSBEBHNTRAESR,

RESHFEHEM Auto Scaling BEFREERX FERERE,

HREHTEHRER  FERECERFESHVESEEABNEFRERFNEIRES I HETHE
B, EEME K REREURKREREMAENFEITRAERSTEFRERFNEIRBERC VE. B
REBERE , PERTESETHRINEFRERFRERHMENMERE A, £ N ERHR,

EEE FEREFTSEATEAESR Lambda ER HEFHENEH TR , ETEERE Application
Load Balancer , R AELBEEFRRUAEEFXKE,

Auto Scaling At X BEMRE ., ¥M Auto Scaling B4l , REME ST Auto Scaling BEH
BEERERFNESHEAE , tREMETA BT EFERERFNEMEE , K55 Auto Scaling
BEMMENAESR,
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REME XY

ERERERRERNTRABRERTEHN K BEHNTHE RS CAPACITY_CHECK_FAILED, ZEEi#E—
STHRANAERERELN , F2H NWEMEMIZonalShiftSummary, EESREBHTEHER
ROEEREMENL |, AT TR HIENE -

1. € AWS CLI , 5| &7 A ListZonalShifts AP BEC ERHITHIEENE RN EHER,

FOr $865l , #EEREFHER , BAUBTEUMNTHGS

aws arc-zonal-shift start-practice-run
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890"

2. WEEERZonalShiftSummary ¥4 %l , SREREREMARZERHTHEFHER,
JHREANEHER , FME Comment WMZPHER,

BERSITNEBERREA

&R LUEIBER E Amazon EventBridge BAl , BEWIEFREBHTNEBEBHNEAN, BELERA
FANERMAEHEDHEY K wBELEPHEBERRBL , A LIERE EventBridge BAl, EBEE
BWREZEREA , FERI ARC ETRAEHIRZERBBNTEEBEBEN. FiE , BL4AHE
AWS B BEEPBENNEE RRELRE,

EETEMAEDERERSBANSER  F2R BASEAEDEREESREY, BEEE—STH
I8 &0E 1E LA K N fA]1E EventBridge HFEREIELIEIE |, 552 # B Amazon EventBridge £ 215 B 5
BE,

EHEBAETIEF

ERERBTEEZSAEANESER, IR RA—EEXENTERNESRER. EFREMAN
EFSER. BBEBRN AWS FIS Hit. MEBF _EESEBE , ARC 2EEE KIEF R &R
AREHEBERE,

, BRIEAT

i

BRIEFN-—REAR , EURFEIRENS EREELREMREEE, T8 , i
AWSHRBHTEMHE L ERBEFREHT.

HEHRHA ARC FHNEEIERF , THIRERIEFERSIRGFAERESR :
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FMBABER

CERAERSEBER
AWS FIS E5
AWS FIS S5
AWS FIS S5

AWS FIS B8

WERT

WEAT

WEHT

FHEHER
FHEHER

FHEHER

ESEBEACHE

WEHT

FHEHER

EE B BHER

AWS FIS B8

FHEIER

AWS FIS E5&

EiEEEER

RET

AWS FIS E&

EEEEHER

R

BERAITRELRG L BA
AWS FIS BRE%.

AWS FIS BEEHEBUE , i
ERFHESER,

AWS FIS BESFEUVE , Wi
ERAEHEBER,

BREIRY AWS FIS BERHSE X
BE K FAEHTHNWREE
ERiBE T AWSFIS BB ERE
117

REHITHEECH |, IASERR
E A INTERRUPTED , WASE
AEZER,

BREHITEEUHE , WASHERR
EA INTERRUPTED |, %
AWS FIS EFAE%R.

BREETHEHEVH , YEER
RE A INTERRUPTED |, %
EAEHEHER,

REAITRELRE,

AWS FIS BREEAME , =
EWMRCEEETT , HEE
RRE

Ei5 B BEBSACTIVEREE
JRAPPLIED L, FHEHER
B,
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CEAEDEBER EiEBER R BR

B B EER AWS FIS B AWS FIS BE S LS |, =
BEMRIEFEHET , BB K,

EiFEEEB FHEHER [Eig B BEBSACTIVEREE
JRAPPLIED L, FEEHER
Bk,

[EiE B B E R HwEEIT EXBTEELIRE K RARE
HEBERE L,

BEREEMNAEEECEERANESEBIRAEIRTES APPLIED, APPLIED FERF R &% — B8R IIZR
Eh ., BETHIHHRIIEERES NOT_APPLIED , {B{h{R#: ACTIVE AREE,

FLERNERATEBEBRERHT
FEGLEREELTHEDEY  CARIHEREE,

HERNERE  ERNEEHNUTER. WREBZEFAEBEBINELRENT , BLAMERE
EREEBNREANITARE,

EEMBRERHNTHEER , 8§ AWS FLEBTERHT , SERERNREXTRAESER, 1,
HABHEDHEBEERTHIT , ELFEMA ARC TERARBRIHTHER , LBFEECEERERY
EFSEBERE, T8, Fis, IRECAESHABER AP MIKREXNT , ELALEERERNE
HEBER,

WEFRES , F2RIEESEDERR MANEAESESHER,

MAEBRE

HREDBBAREANTESER  RESER ARC AREFERESEBAEEMSE |, AR
BE, EFRERETNEEEI Amazon Route 53 & DNS HSEERAVLE IP bt , UERATAESE
ENSORE. MNERREXSBHE PHEMGTAESE AWS ESE .

EAEBERE , EVRAERHERIE AWS REMREBERE , ARC EREEFRERERERF , &
RIER Route 53 BFRERE., AR , FERFKRES P it , WREFEREREFEEE , BT
RAEgEEREsERAEXNEHT,
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ARATE , BBEBYFNERERTVERIEARAEREFRENEFREREAER, ARC
EREERERESRELTRAREBR , FERBREFREREREAEFRETE  RREFR
HBERIEREBRBEASEFREREERALER,

HERITHET
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1To

plan , EERZEMBRBHAREES , E—ANRERE[ER  CEFEEFLEARXRETH
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£ Amazon Application Recovery Controller (ARC) W& RAI B EHbEEEE, MEFMHENR |
ESEZENER,

T ARC BiFi BN RBmENFRERR , F528 (Amazon Web Services — 82 %) HHE Amazon
Application Recovery Controller (ARC) 3% 2t M EL 8

EHAEER T

TERAEDEBREBHITARINES, ERHENERFEIRFETFNTABEZER
2 AWS B B BB,

Zonal autoshift
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EEEEHER
ESEDHEREERERNAE A MAFTEELRIUEMEF, EEEBEBRE ARC W—IRIEE ,

ERNHENBETFEURFERFNTABREZER , S AWS MBI EBER. Fis , ERLER
RT  ERTREER  MAEELRE,

WEAT

ELRERMAESEDERK  LEXARERREEHEHERERHT. SRAEK AWS #
TERAEBKNSERITH 30 pE. BUTUHFERRERTHRE.
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REHTHERE

WRENFE , BEXPTHEHESERHEN ABNRER , URERAEHEHEBHHNER AWS BH
#ITIEER CloudWatch BR, SR ARERREREHTHER, FHENSELHY A HIEFER , =
EHMREATHET.

LERAEHADES  CABADRRCEBNITAL, CHTLUMBRRBAT, EEMNBER
MRBATEE , VASAEDEBEE,

REDTER
HEREEBHTE | ATLRECHERNEARIER | $EELE CloudWatch HE I

CloudWatch &R, BIEENE RARSHHBEREHNTHE  RENRENERAEXZ I EBHNT
MEEXE  ATREFLETHNEBNT,

MREEENEREA ALARM REE , ARC ERREBHTHESER  RERNRESSBRY
AEFSER,

BRRBITEENERAMEREE  FRER. EREVTHRERERNEAREINEFR
&, URARENHEETR , UBIEERBEHTRE  NEFELETHFRENT. GRRETZLEN ;
HEERZER,

REATHR

ARC EHEBEEKUTHER, UATRTRNEBHNTHER
- BE  BEBRTHESEBAEAT (ETH ). HREEETER.

« SUCCEEDED : #EREREREHITHBREA ALARM AREE | BHFEBHITESTHKTEMN 30 o8
BIER AR

« INTERRUPTED : EXHTRRNVWERTRERE RHEA ALARM REE, EXFTUEERAS
BERMTE. flin ARABSEEHTIEENHEEREAN ALARM REMERNEEANTER
£ INTERRUPTED, #NZEINTERRUPTEDFRERFERMWFMEN , BSRETHITHER,

« KM BREFERBUTHEEA ALARM iR7E,

- CAPACITY_CHECK_FAILED : BZEE#H %M Auto Scaling BEERETARHZ MW TEEHR
EXHo

REZEHRA

ARC REMZERAUTAFIEER-XARESEREER, wHRER A RE-—EFFRINESE
¥, REYHTESER (B AWS EFRBSHAEFRE )  KERNBBEBIUEIHERER
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HUAEE, Sl , MREEEFRENEABDEBERRAAESER A MESERESL. 0F
HEE , F2REESRENELIEF.

BRI

ERAESEHEB ERNEBBIT , BIERA Amazon Resource Name (ARN), R REEBIRE &
I/ ARC FTX IR AWS FNERRA B BEBHER,

TEER
Application Load Balancer & B &[0 ARC sFIERNETEHEBHER, B4 AFHEEMAH
fth &R AT R B BEE,

EREH

ARC s ERRHN LB,

ERRE
ERNREE LSRN T RABREAN. EAREERADEBE , ERTUESEEATRE
#% , CRERBUTELES,. ZEFEAVESEERADEE, TB , —XRGER—EDR
£, BRI . REB WEBRAPPLIEDATRRNWEABX RBCEBNTAR , MR
HEBBARRER,

BYLER

EEEHERER, BEBRMAIUETIHHP—EER
« ZONAL_SHIFT

« ZONAL_AUTOSHIFT

- ¥ _RUN

* FIS_EXPERIMENT

[ 15 B B I R 1Y B R M2 S T

ESSERERENLBERR FERAEBEMTINEN. BNERCRRETEREHEKEN
HEEESTAL , MEEXERTATRECHKER. —KM5  CEZXEBURA/ALCHESERER
FHEEY , AESHEANTRENBHEHED, ERBEE—H | THBHH seMAERGFEMERF
E 2 B0 E , LA AR B B] SAE A AR 35 Y B S T 44k 3R Al T SR

—iRME B FEIREHTEATEDRE , SINEY, EFNRRBEETNER. ERFEHEHR
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MEFERTFE. 2EFEAR @ AWS BERBUNES AL EENFEER , 528 (Amazon
Builders' Library) FEEAATAESNFEREEARE,

ARC HEF BEIERHNERE

HRESEDHER , 8% AWS Y FEAREEFEARAENAEXENEERER , ARE
AWS BERETAHESNREUNEXENER. MARSBBEBEZTENER.

% ARC MEEEFINHAEEET , S ARC EfE.
REEEEBEBENRERR

1£ Amazon Application Recovery Controller (ARC) AR A B BB E B , mEE T IREEEME
BEIE,

ESEBERUEMESENREER  BDEBNKREINTEIER,

- BBEEEYR , TEEAHEAARERTRAERSEREARAERRE , AWS HEREERE
FEﬁo

- BEBHREHIT , ARCERRELHBEIEY , ICRDEFEBRBHNIT. AWS KEHTEHE
BERREatERNTRESER K ARSEBE-—RRE, BTGB ERREAREFHTHE
BRERANETE , BENEREXTERER—ETHES,

EEBEBNEXRATR  FLESEEBNEZESHFTELE. ERABRHEDEBRAREERNE
BT 2B, MBI TSR,

ES-]

« REIA P im RIS IE AR E v 24 A B [
- BARRERREYAFHERRE
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ZENNVE, T8, EARAFERRERNAFPKIRSHEHZBNUBRHEFER , EXIHFK
EfERAL. ATHAREER , RMAEZBERGEAFRRGERERBENERE.

MRIEFEA Application Load Balancer , BRI S E A keepaliveBEREREEMIGENRRE, &
MEZEEE{Kkeepalivefd , FHEEARINERSEEERE -, 6w 300 ¥, E4E
EkeepaliveEK  FERNMEREEMEEMER BRI , ECEFEILE , WEREAF
ERAFRBRZBENTARRRESE,

WFEERTE Application Load Balancer keepalivei2HEHHIFHMER , 552 Application Load
Balancer fEf &) F HTTP AF iR RGEESERE,

AARRENERTEYASERRE

EAWS BRENHENERNEDEBN THESR , FELRRNGHN THREIAGHERREMH
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TAESNFEREMARE.
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ARC FHEZSEBERIRAHMEEERALARRECERNEARNEELZEREFR , RIE
RUTAERES AWS WEHER. EAERMAEREEDER M , & T EERETAES
FIRBEERTE AWS B, AR A FHRERNESER  LIEENEARAXERERRTARE

BEREMARERHT,

ERAERERETAER R  FRAEBSEDHER K IREEARXNERNERNIT. FITEES
MREFRERHT , UinbRAERERENER, CAESABERHNITHEHER 15 ERFE
BRRENEERE. EYUETARSNEHRTE  LSNEABRXIUTEDEBYBEELARF
iR AR , MRS E
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PEBTSRERHTEREANTHES  RASRTEHRCENKERMRE. ERAMMNIT
Ao AWS B MNRAA A REEEEAYR (EFERETE ) , Al Autoshift FEZEH—EATH
EESEERENE , BEESREERE FHEMATAESR,

FEERAXEERNFMENR  2EAMEFEIZNERNPNRR , F2E X BENEF,
EERBAITHNETR

ZUNAERAEREDEBNEBHUTREED —EAET (KRET). CUTNRENMRTES
“EET (HHET).

ERERAERREFREN CloudWatch B REITHR , BRI TIIEE

- HREENHERER , RABELS CloudWatch B RBREAEERIEARANIEEREHR
THESEBREH RS RE M EREA ALARM AREE, Hlin | EAILLHETERERENER
B, REBBRRELAEBBREREA ALARM fREE, BESERTEENE TR , EAWS FEXR
BEXHTHEEFAILEDE R,

- RIFIEZBEER AWS Well Architected Framework , BB EERRENEEIEE (KPIsti A
CloudWatch R, MREERM , BAUEASLERREVESER , UAKLZ2BHR , U
B LERSTETREIHEARER KPI KB, EBRTHERER ALARM AREER , ARC 1
TREBRERNERBHTHEABRE T

- HRGBHTHHEER , IRBBERTE , LU BEERARKRTETHE AWS HEEHIT
FBN S EEE,

- HRNEEHTER , BRI LUEESEE RH Amazon Resource Name (ARN) , A B KE
Amazon CloudWatch FE&E, ZIEEH CloudWatch BRI URESE R, TEELTSEARE
XMNEFRNBEEENRE , UEHEREA ALARM REE, MEFHMES , F28 (Amazon
CloudWatch £ E1ERE) PHEHET,

- FREL/REIITEEN CloudWatch B RELRERFHNTHNERVAERENESE.
AHMEERHAITHER

ARC EHEBEEBHTHER, ERBIT2R  FEER | YHEREFERINEF. Flw,
BURFERREAENARE RNER,
LT RARNERAITHER

» SUCCEEDED : #REREREMNTHEREA ALARM ARRE , BERBHATETHTEN 30 588
AEE.
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« INTERRUPTED : HRFREREREA ALARM RENERER |, EXHITHER, EXHITRE

RAREREMTE , 2FET5IEE

- WEYTEHER , IR E FAWS RBEDER , AWS B ST BEFHEREE.

- WETERER , EACHRERNARBANITARE.

- WEVTERR , EAEREYNTESEREEERRENTAEEY , ERCERBEFER

HEEHER,

- WEYUTERR , EAELZBEFNARIUTHEREIEEN CloudWatch BN,
- MEITERR , RAHHREATEENHHE REA ALARM AREE,

« REBATETHARRE R,

- REVTERR , ERCHBERIEFS NESEDER, 7

A2EEREBNELIES.

- CAPACITY_CHECK_FAILED : ## & 8T Auto Scaling BHAE R 1l A B> B L H A

BRH.

- PENDING : EB#TRERD (ETH ). HREREARER,

[Ei5 B B ER API RE

TRIMETURE RSB BEBERAN ARC API #1E, NMERE CRAEEEBER AP REAEEH
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CLEERSEBERER A6,

BE £ ARC £ 5A

BYREBATHERE ASRBASRERAESABE
4

MBRER N ITHERE RS HRE, MM ERER
TR RE

JIHBEBER AZHRARC PHEHESHER

Sl EE B BEBNER A2REENER

NEESEBHERHNER ASRXENER
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BE £ ARC £#4& £/ ARC API
mEREHITHERE RSERE. MESRMBRELE  F52E UpdatePracticeRunC
EITHERE onfiguration
BAREAESESHER EZ2RABASERESEEE 2/ UpdateZonalAutoshi
% ftConfiguration
BASEFARHEREERE F2H AANCLARSEHE F2/ UpdateAutoshiftObs
pl B erverNotificationStatus
FIRERE AT F2ERBESYHTEEHEE 72/ StartPracticeRun
BUBRRB #1T FSREUHRSHTEEEE 72/ CancelPracticeRun

AWS CLI # it [R5 B By EB A K EiHI

TFHZESNBEERA B EBEBRNEERAENEH , £H AWS Command Line Interface £ API
R 1E1E Amazon Application Recovery Controller (ARC) H i i [E 13 B B)E & That, S &6l 5 i 8D
BTRNMAER CLI FRAREEHER.,

ESEBHEBR ARC AR, EAERSEHER ST NURE AWS EEHBEAREETH RS
E%i%ﬂ’]ﬁﬂﬁz‘tﬁ FRE  UBEERRRKE. NETHEESEDEREERER < ERNFHE
A, F2R XENER,

ESEBHERAUEERHT , tERERRTRAES , UinbREABEBHENEAEARE R
éo

MEREDEBHER API BIENFHEEFERLNEE  F2E EEEHER AP B1E, MEFER HWEA
B AWS CLI , 582 B AWS CLI tr 52 %,

B &

- BURBHITHRE

- BASERBRBER
- FBEERBEUT

- BUBETHHERAT
- BUHETHEEBER
- WBERHITHRE

2R CLI R4ER EEHI 60


https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdatePracticeRunConfiguration.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdatePracticeRunConfiguration.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateZonalAutoshiftConfiguration.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateZonalAutoshiftConfiguration.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateAutoshiftObserverNotificationStatus.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateAutoshiftObserverNotificationStatus.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_StartPracticeRun.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_CancelPracticeRun.html
https://docs.aws.amazon.com/cli/latest/reference/arc-zonal-shift/index.html

Amazon Application Recovery Controller (ARC) HEABEE

B E BT RE

B REBHATHERE

ERAERBAERHEBHEB2H , EXEREREVERHTHERE , NBEMFEXIHTHNRE, &7
LAER create-practice-run-configuration@¥ , &8 CLI BEREMKEBHITHLE,

ELREREURTHNTHEER  FIEETIEE

- BRI —XENERERRE CLOUDWATCH,

- BAAGH AWS B EREPBFAENMERE BR.
TEEERRET, EEHHETRREAN,

- EEHHEAHSHEREZRAN,

BAILAME R create-practice-run-configuration®® , &EiB CLI B & T HTHERE,

Pl , EEREREUKRENTHRE  FEAUTHARHIST

aws arc-zonal-shift create-practice-run-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--outcome-alarms
type=CLOUDWATCH, alarmIdentifier=arn:aws:cloudwatch:Region:111122223333:alarm:Region-
MyAppHealthAlarm \
--blocking-alarms
type=CLOUDWATCH, alarmIdentifier=arn:aws:cloudwatch:Region:111122223333:alarm:Region-
BlockWhenALARM \
--blocked-dates 2023-12-01 --blocked-windows Mon:10:00-Mon:10:30

{
"arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "zonal-shift-elb"
"zonalAutoshiftStatus": "DISABLED",
"practiceRunConfiguration": {
"blockingAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-BlockWhenALARM"

}
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]
"outcomeAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-MyAppHealthAlarm"
}
1,

"blockedWindows": [
"Mon:10:00-Mon:10:30"

]I
"blockedDates": [
"2023-12-01"
]
}
A ERAEEER

BELAMER CLI EESEBHEBRE , UARFRERNEDER, sEREEFHABERR

RE | 55/ update-zonal-autoshift-configuration®®,

Pl FERAERNEDER  FEANTHATINGS

aws arc-zonal-shift update-zonal-autoshift-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--zonal-autoshift-status="ENABLED"

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
west-2:111122223333:ExampleALB123456890",
"zonalAutoshiftStatus": "ENABLED"

R EHRE BT
B LAMEA start-practice-runii® , EiB CLI BBEERIHT EHES,

i, BERBERNREHNT , FEEAMTAAIRNGS

aws arc-zonal-shift start-practice-run
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--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
"awayFrom": "usw2-azl",
{
"awayFrom": "usw2-azl",
"comment": "Practice run started. Shifting traffic away from Availability Zone
usw2-azl.",
}

BUBHEITH N BB HIT
A AR cancel-practice-runi® , EiB CLI BUBET P BUEHT,

plan , EEBUEERNKRENT , BERNTARHSG S

aws arc-zonal-shift cancel-practice-run \
--zonal-shift-id="="arn:aws:testservice::111122223333:ExampleALB123456890"

{
"zonalShiftId": "2222222-3333-444-1111",
"resourceldentifier": "arn:aws:testservice::111122223333:ExampleALB123456890",
"awayFrom": "usw2-azl",
"expiryTime": 2024-11-15T10:35:42+00:00,
"startTime": 2024-11-15T09:35:42+00:00,
"status": "CANCELED",
"comment": "Practice run canceled"
}

BHETTEBEE
ZAILMERA CLI BUKETHRNEBEE , AZRRNERNESEBEE, EENERAAHES

M cancel-zonal-shift command.

aws arc-zonal-shift cancel-zonal-shift --zonal-shift-id
9ac9ecle-1df1-0755-3dc5-8cf573cd9c38

"awayFrom": "usw2-azl",
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"comment": "Zonal autoshift started. Shifting traffic away from Availability Zone
usw2-azl.",

"expiryTime": "2024-12-17T22:29:38-08:00",

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",

"status": "CANCELED",

"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

mEERATHERE

BT LAER CLI {mBERNAREBANTHERE , UERFENERRE , fINBEFREHUTHETR , X
E#H ARC TERBREHTHHEAPRNHHRER, EEREREHNTHRE , FEA update-

practice-run-configuration®$.

ESREERNRBNTARER  FEETIER

Gy

B —XENEREE R CLOUDWATCH,

- BXAGH AWS B EREPBAENMEE &R
- FEEERRET. EEHHERRERN,

- EEHEHAHSHERRZERN,

- BEENHEAPSHEEEERREMEENE.

Pl EEREEFNERATHEUEERTNBEBY  FEANTHRARNGS

aws arc-zonal-shift update-practice-run-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--blocked-dates 2024-03-01

arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "zonal-shift-elb"

"zonalAutoshiftStatus": "DISABLED",

"practiceRunConfiguration": {

"blockingAlarms": [

{
"type": "CLOUDWATCH",

A CLI BEREHI 64



Amazon Application Recovery Controller (ARC) HEABEE

"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-BlockWhenALARM"
}
]
"outcomeAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-MyAppHealthAlarm"
}
1,

"blockedWindows": [
"Mon:10:00-Mon:10:30"

15
"blockedDates": [
"2024-03-01"

MBRE R HITHERE

BUUMBRERNEBHTHERE , BEEALALFRAERNESEDHER, FE ERTRBELHTHE
ERAERREEEE, EHITEETHSERRENEAEXTERE—ETARENERL T EEH
1To

EEFEA CLI MIBREBHITHLE |, BEAFEH update-zonal-autoshift SR EEEAESHBE
B, A&, EEMBREBHITHERE , 356 H delete-practice-run-configuration@®s,

B, FRANTHARHSTREAEFNESESHER .

aws arc-zonal-shift update-zonal-autoshift-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--zonal-autoshift-status="DISABLED"

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
west-2:111122223333:ExampleALB123456890",
"zonalAutoshiftStatus": "DISABLED"

K&, ERNTARRNSSRHERREHTHERE
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aws arc-zonal-shift delete-practice-run-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890"

{
"arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "TestResource",
"zonalAutoshiftStatus": "DISABLED"

}
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BARSEBDERE , SREAWS AREEE4HHBRTHEHREREAEXERRE , LiHbfEE
@EH%FEﬁO

BASEFRAREEBER

1. 1 BIRX ARC X i &https://console.aws.amazon.com/route53recovery/homett/dashboard,
2. EEMESHHAT  EEERSBEBHER.

3. EERERBRERMERET , BEEER.

4. HEBEDRERD  EERAERSADER K ARKEIRZTHER.

MREFRRBERITAR  IRELZEABARHEBEY, s EREREITHEYRAERSEDE
¥, 6 FEERERISBBER.
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A Ei R §Y S BRER BB M{AT £ Amazon Application Recovery Controller (ARC) 1% & L {mEs = Ml BRE %
TR, BEURARFAANFARHEDHER K SREEEWTEENEE K F2RESEBNELR
BEB AP BEEE.

MREHEEEEPRHREBUTEE  EHEDEBSERH. CL4AXFREHEBER , T8 LA
APl REMBREBTEE, SUUREERHT  MEFTRARSEBER. T8 K FERAEFMA
ESEBHER  SLAERERREEBHNT,

RERE T

1. 7£ BB ARC E# & https://console.aws.amazon.com/route53recovery/homett/dashboard,
2. EE#RESHEALT , BEEESEHER,

3. EEREERHADHER,

4. EBEEERTCESBEHEBHNER.

5

MRIEFR AWS HEBE AWS EHRRBEFRNEBER  FEEFAERHABER. BWLE
BREFERREFRBUTHERE , MEFRAEBER,

6. EREREFIHTHEER, BRETR , BT TIIEE :

c (KE) BEERRETRREZLEERNEBNIT.
- (EA) ALEBERNEBATEEHHET.

MEFHMES , F2E PERREBITEENET —HREESEHERKNRETR,

7. BE  EEHHARNHEKER, EFAHNER ( ABNKERE )  UHEH ARC HUHERNFHR
BHH1T. A BHANKEBER UTC,

8. BEEVEUS BLLARERR G O B AR R L.
9. EBEEV.

IR T HITHERE

1. 7£ BB ARC E#E & https://console.aws.amazon.com/route53recovery/homet#t/dashboard,
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2.

o b~ »

6.

EEBFELSHOT  BEEHEBHER,
HEREHEHEBEET , EEER.
EEEIRERT , RERBERINTERE,
BFERHTERE , UBT T —RNSEEHE
- BHRETR , BABITTIIEME
- HRHEER , ELGREE R, RERER  SIEETEANHHETR,

- HREZPEBITHERER , EUUEEEFEMANTE CloudWatch R, HRETELE
By, RIS EER RS RE o

- BRAHEN BN ENEE , SAUHERRNEE , Gt UBKRIAEFRREN BANERD,
FiE BHIMEE#E R UTC.

BEFHT

MBREBUTEE

1£ BRR ARC F 2 & https://console.aws.amazon.com/route53recovery/homett/dashboard,
EEMWRLS RO T  BEEESEDER,

EEREREBEBEARET , BEER,

EBEDRERY , BEMBREBHITHERE,
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HUEEE B B8

HRFLERNETHEHABER  S4AEESABER.
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1.
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4
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BB FRENITERER

REPHNSERRANAE ARC T2 A LRBEFREVNTEAER. BEUARARAAEAESE
BNESEHER 6 F2RENEBIESEHER API 2515/,

BUNEREESEHERBYRVRBATHEECR , MBRBNTEHER,
FERBREITEIER

1£ BARX ARC X 12 & https://console.aws.amazon.com/route53recovery/home#/dashboard.
EEMRLSHEOT  BEESEDHER,

EESEHEBRERT , AEZCREEEBBEBH AL EIR.

EERBEER L  BERBET AT,

ENAAESE , ARBARBHTHER. EXHTSERERHEENNTAES,
BE RuER.

o o K~ W N =

HUHR B #1T RHER

REPHNSRRANAE ARC E28 LEUHERER, EEUARRRGIAAEARAEBNESAE
B K6 F2REIEBNESEDHER API 2EEE,

ZAUECEAC BN ESBREREEHNT. SCHAUNEEAESEBEBELHTHER AWS BB
HERER.

ERIHRBUTESER

1£ BIRX ARC E#2E & https://console.aws.amazon.com/route53recovery/home#/dashboard,
EEMRLSHO T , BEEHER,

ENEEFUENRBHTESER  AREZFIEESESIEUHERE T,
ERZBEXHFLRP | BIEHEE

A w0 bdh =

BRASEHEDEEHEREA

BULRERSEDHER , 88 AWS HHEDHEBR U REBHTEIENTRREER , EB
Amazon EventBridge B, BAEE AWS Eif EZWEANNEME RELBE, EFEERFE
RAESABEBREAMHEER , RAELMERNBEHN, MEFMER , F2HEE Amazon
EventBridge £ [E15 B By E %,
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By 5 BB R B Nl Amazon Application Recovery Controller (ARC) £ A KA BB EBEH =R
REH, FEEUEXRFAXCEAERHEDHEY K F2RESERINESEHER API 2E15E,

RASEAEDERERSFEN

1. 7 BB ARC E#E & https://console.aws.amazon.com/route53recovery/homet#t/dashboard,
2. EAMT , EERABDEBEEREAN,
3. TEWMFHFEAIRT  BEMASSEEEA.

A AR EE 8 EBEE AWS FIS

BT LAE A AWS Fault Injection Service REREMENTER , UGB EEBREEH FEE , flumnaAHE
A AM  EHHEES  REEEBEEZNTAERSZEDNE  CCRAEHERN ERLBIE
B EEBERE AWS 44 EE L.

RiBaws:arc:start-zonal-autoshiftBREERZEERE AWS M ERAEREHEHERNE
FHEBEBRE SFHESBEZEMN AZ , WEHIT AZs aTHMERS AWS B B/ | SeMEHR
BREEME PEEREBRIFHN AZ,

flan | EBATLAER AWS FIS REIBXNERERRBRPEFTIERN AZ 218, EHERTP , AZER

hEFRRN AP ER , EEE{Faws:arc:start-zonal-autoshift2 BB ERAEBEHIEEN
AZ, RESEERPENRER 25 2ERER , U REERELEREZN AZ ZEE , ABXEHE
%, BEERTHE K REERESER , BRESBEAHEBRRAMETHAAZs, KHEFTEREFEAZHN
ERBhPELER,

ERREHEDERERNITHER

AWS FIS ;Eﬁﬁlﬁﬁﬁiﬂﬁ@;%%ﬂﬁﬂ’]’f’ﬂtf&ﬁ“ EEXHTHE , ARC BERNRER—
BUAEHES  FRAEEEFHN— , DRERENEAEXTURE AZWEX, T8 , £ AWS
FIS BB B , AWSFIS émi@ﬂuﬂﬁﬁﬁﬁﬁﬁaﬁﬁﬁﬁ BBEBcERN AZ BEENEBER K R
HEEHRZIVEEDER,

BESETERITRER AWS FIS BIEMEZER., i , mMREE HSECEHEFSERE AWS FIS , AWS
FIS EREHE R,

AWS FIS 1B HA B! 22 2 ¥ 5l

AWS FIS f# StartZonalShift, UpdateZonalShift 1 CancelZonalShift AP| {EREE[EFHER | &
LESESREY expiresIn MEREA 1 P EMAZTESMT, MERBEZNEH , HlIUNFERPEIRKER
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& IS AWS FIS A& REEREHE®, £ ARCAWS FISEZAH , BHNBRUSERIEE M
ERNFARBHIRRESESBETEENFERE, NIFRIUTHFMET  F2EEEHEHE
BHREAITHEEL
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EHER. BBEBN AWS FIS i, MBFE_FEHREBE , ARC 2EEE KIEF R EEIRH
AREHEREE, NFESRMELIEFNFREN  F28 ESEBNELIERF.

WME AWS FIS EREENFEMER , 52 BAWS Fault Injection Service ( ERAEERE) HHAWS
FIS R Bk,

£ Amazon Application Recovery Controller (ARC) FEC8& fES 1 [E 15 B B i
B

B LAE A AWS CloudTrail 1 Amazon EventBridge £ Amazon Application Recovery Controller
(ARC) HEREHEBER , Lo MEX W inBI 5 FEEE,

FE
- £F EEsEHBEEBHER APl H1 AWS CloudTrail
- ¥B Amazon EventBridge £ [E 5 B B EE

S/ EEHES B EER APl B4 AWS CloudTrail

ARC WEIE HBER D E RIFES AWS CloudTrail , IbRIEIRHEFEAE. A€ ARC 7 AWS R
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FERANFY  URBESHEBHN ARC AP RENEBIEW,
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ENEARABRTEIEY  MATLUER CloudTrail FIRAPHNEHE S BHEBRRBTES,

SETLAGER CloudTrail FRRERVEF , HEEtE EHER G ARC RHFER, RHEFRHN IP ik,
RUBROAE, REFRNEE , AR EAFEET.

EZEE—L5 TH CloudTrail , 528 "AWS CloudTrail fEFA&EIER .
CloudTrail Y [E1E B B E B EH

EHENIRE AWS IRF BF | 28 E& /A CloudTrail,. EEiEEHBEBH ARC RRLETER | ZF
By ECERIE CloudTrall B4 % |, UREHEBREHEPNEM AWS RESH, B LE bR, B3
MTEREWESH AWS IRFE, MEFMENR , FSBEA CloudTrail B4 ¥ 50 6%,
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EEREBELHE FRNEH AWSIRE , 8 ARCHEGEHEBNEY | BFETEKH, FREEH
CloudTrail #% AFFE R T E Amazon S3 EFETHE., KTER , EREERAETEVEBHE , RERS
EAZEMEN AWS EBiF, REERHZKAWS 2EETRAEERBNESH WK AFERRIFTERIEEN
Amazon S3 fE1ZErE8, AL, BRI LIEREH M AWS IRFE , LA — 5 24T CloudTrail B INENSE
HERWHERNTE., NEFHENR , F2ETIAS :

- BIUERHSBIE

» CloudTrail X EHRBNES
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B-FEMHVARERNSLSELEFRENET. B EATHBIEHE T5IEH !

3R
23
AR

Hm

# AR AWS Identity and Access Management (IAM) EA & & AERHEH,
AREF, REFRATHEACRHME I s EAENERLZEEE.,
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MFEFHMENR , 528 CloudTrail userldentity T,
EEHRBELLHEP R ARC B4

CloudTrail AJZ&{EA Event history (4B L&) MIARKIENEH., WEFHEER ,
CloudTrail fEFA#&E1ERM .1 PHFEA CloudTrail EHFE £ 52 8#%.

THESBEBHER AFEREER

Bt —EHRE  EBEEHUBARERNEARSEEIEERN Amazon S3 f#FETR#8, CloudTrail A&
1’3'-?’?@% REZEEFER, EAEHATMARRBENE—FR , WISEREBE. FRNO B MK
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}_._ﬁIEIO
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2k "TAWS

{

"eventVersion": "1.08",
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"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-11-14T16:01:51Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-11-14T16:14:417Z",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "ListManagedResources",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"requestParameters": null,

"responseElements": null,

"requestID": "VGXG4ZUE7UZTVCMTJGIAF_EXAMPLE",

"eventID": "4b5c42df-1174-46c8-be99-d67_EXAMPLE",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333"

"eventCategory": "Management"

}
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INFE EventBridge RAMAEASHEXNNEFMAET , 5526 EventBridge PR EHMEHE,
£ EventBridge EEZ B BB E B ER

£/ EventBridge , S8R MR , €& ARC HREERBHEASERINEF, S, EATLE
VAR, EEEHEDEBRERNTRAREEETBHAS.

B Z1E EventBridge T APWMAREREHARAL L | FE RN BEUEZEZEAFERABARAS
KEE, ATHYHENETREEEANEAER  FTEQSELEHEBRSHHLHEANESES
BREAHEM , HEER,

BUERSEHNSAA

AI{E https://console.aws.amazon.com/events/ BB Amazon EventBridge £ &,
BEAWS Bl £EEHEFEVRIN  EREFEABBESHNESR,
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HREHERSE , FREER
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7. HREESHEATER  BREHRR , FRERERE AWS Ef.

8. H#HHIEHT , EEMARBCHEN

9. HYHIIEMH K WARERI I EEHERX,

EE B BB EE S

SHEANEREEATNSEHER. ZEXSIAERLENRL , YR{EEEESKNBE,
AR A ETEREHE XA LR EventBridge , SNEV A AREZE B A BHEBEHENERMRA
ELRESEDHEBREHETEHERNE , £TUA EETHE—EHdetail-type :

* Autoshift In Progress

* Autoshift Completed

* Practice Run Started

* Practice Run Succeeded

* Practice Run Interrupted

* Practice Run Failed

* FIS Experiment Autoshift In Progress
* FIS Experiment Autoshift Completed

* FIS Experiment Autoshift Canceled

EEXHTHER  UEERPEcFEROFMENR L 520 additionalFailureInfo {4,

B LURERMA AWS BEBEBREERBARELAMEEHER, MABDERERR[ENR K EEE
BB , FRERIESEHERHFMEAEENBEAAutoshift In Progress, EEEEMAH
HEBERR[BANSER  F2H RANCEAESEHER,

WMELS  F2RELEE B BHEBEH -,

- RESEHERPENFAECRBEDEBNEH.

AR THEE
- MRLEMAEDHEBEEREA , ARC EELFFEEBEBSEH.

- MREABAEDERERREN , ARCREELRESHYERRENEREZSEEDERS
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{
"source": [
"aws.arc-zonal-shift"
1,
"detail-type": [
"Autoshift In Progress"
]
}

- RFEMITEFRBRNESEDERDENESEH.

{
"source": [
"aws.arc-zonal-shift"
1,
"detail-type": [
"Practice Run Started"
]
}

- REBHTAMNESEDERTERNRESEH.

{
"source": [
"aws.arc-zonal-shift"
1,
"detail-type": [
"Practice Run Failed"
]
}
[Eig B B EBEHEH

S ESEBHEBEENEIE.

AR R Autoshift In ProgressEIMEMVEBIEH , B 1) BIABBBBEHEF[EH , UK 2) BEK

RECEREDEBY B A DEE DR

"version": "0Q",
"id": "05d4d2d5-9c76-bfea-72d2-d4614802adb4",
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FMBABER

"detail-type": "Autoshift In Progress",
"source": "aws.arc-zonal-shift",
"account": "111122223333",
"time": "2023-11-16T23:38:147",
"region": "us-east-1",
"resources": [],
"detail": {

"version": "0.0.1",

"data": "",

"metadata": {

"awayFrom": "usel-az2",

"notes":"AWS has started an autoshift for an impaired Availability Zone.

This notification

is separate from autoshift notifications for resources, if any, that you

have configured for

zonal autoshift. For details, see the Developer Guide."

AT & Autoshift In ProgressEMFNEFIEH 1) BEBHEBREERBANEEFA , B 2) BEFK

EEEREDERTHNESABERER

"version": "Q",
"id": "@05d4d2d5-9c76-bfea-72d2-d4614802adb4",
"detail-type": "Autoshift In Progress",
"source": "aws.arc-zonal-shift",
"account": "111122223333",
"time": "2023-11-16T23:38:147",
"region": "us-east-1",
"resources": [

"TEST-EXAMPLE-2023-11-16-23-28-11-5"
1,
"detail": {

"version": "0.0.1",

"data": "",

"metadata": {

"awayFrom": "usel-az2",

"notes":
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LR & Practice Run InterruptedEB){ERVEIHIE4 -

"version": "Q",

"id": "@5d4d2d5-9c76-bfea-72d2-d4614802adb4",

"detail-type": "Practice Run Interrupted",

"source": "aws.arc-zonal-shift",

"account": "111122223333",

"time": "2023-11-16T23:38:14Z",

"region": "us-east-1",

"resources": [
"TEST-EXAMPLE-2023-11-16-23-28-11-5"

1,
"detail": {
"version": "0.0.1",
"data": {
"additionalFailureInfo": "Practice run interrupted.
entered ALARM state."
.
"metadata": {
"awayFrom": "usel-az2"
}

AR & FIS Experiment Autoshift In ProgressENEHIEEHIZEH

"version": "Q",
"id": "05d4d2d5-9c76-bfea-72d2-d4614802adb4",

"detail-type": "FIS Experiment Autoshift In Progress",

"source": "aws.arc-zonal-shift",

"account": "111122223333",

"time": "2023-11-16T23:38:14Z",

"region": "us-east-1",

"resources": [
"TEST-EXAMPLE-2023-11-16-23-28-11-5"

1,
"detail": {
"version": "0.0.1",
"data": "",
"metadata": {
"awayFrom": "usel-az2",

The blocking alarm
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Ilnotesll : mnn

B EEHA/EEEM CloudWatch BHE:EHE

1] EventBridge AR , BLBEEEEEFERAUZEHNEE, W5 EventBridge 7 A B &H
JBE , 52 M EventBridge T AF A AN EBE, B LAFIEZE EventBridge AAIMWHEF—EBEEZR
Amazon CloudWatch B8, AEREA CloudWatch AFEEFIEAEENTER , YIREEET
1R AR T8 B SEBHEN T

& E# CloudWatch HFEEEAFIEABE , BT T HE AP —18IRE -

- BIFTRY HEEREE
- EERAMN HFERHE

MREBERIRABFERAETRAEEHN BFEEE | EventBridge EEBAREN AFEHE, BHRER

FA4E EventBridge R BI B Z/ B 558 4E L. BISE/aws/events, MR ZSREREZER AN AFEAE , BT

B, REHEA NWBEFFHESIEE THUXIIERP /aws/eventsEBTRAEE, NMEFEFHMENR , F2H
{Amazon CloudWatch £ A& EmME) PREIIH BHFEEE,

MREENHFEA CloudWatch BFEE , LERHEEAAEH CloudWatch REMABE , BEER
CERRENT. MREEATEAEBFEBETEE EventBridge RE| , AIBFBHENEREEERS
BEEH. B , MREMEH AWS Command Line Interface 5 AWS SDK HRigE B 55848 , QIS A
FHAFHEENEREER, THEFBERRASSHBEAFHENEREBERPERMEF

{
"Statement": [

{

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Effect": "Allow",

"Principal": {

"Service": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

]
+
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"Resource": "arn:aws:logs:region:account:log-group:/aws/events/*:*",
"Sid": "TrustEventsToStorelLogEvent"
}
1,
"Version": "2012-10-17"

}

BEAGER IEARBFHERTEREBR., FESLENFAUMEZERABER , BFEA
CloudWatch PutResourcePolicy API #4E, % , WA LAEA describe-resource-policies CLI a5 2R
BRERXRERCERER.

AERSBHEMRAAIEE CloudWatch BFEEHEB R

1. BIfE https://console.aws.amazon.com/events/ BiEX Amazon EventBridge £# &,
2. BEZE AWS EiF BRI
3. EFEVHLE K ARBAZRINTHEBENR , SINSHEXRIEEFMEA.

WEA ARC E 1] EventBridge R AIWFFHE , FSRATEIEHNE,
4. EEHNBEZEEML , i##ZF CloudWatch A& M B E,
TR B E DiEIZE CloudWatch BHEEEHE,

B3 B B)#E MY Identity and Access Management

AWS Identity and Access Management (IAM) 2 AWS fR# , AT G BIEEE RS MiTH ¥ AWS &
BHFE. IAM EEEWIRHHATLETSRE (BA) NRE (EFHY ) RFEHAARCE
Ro IAM BERIAGRE-ER AWS BRI 19 .

B #

« ARC HHy &5 B B E B im e IAM B E A

- BEREBEBN S B BREH)

- EARC HEARBERACKHTESEBHER

« AWS Amazon Application Recovery Controller (ARC) FEE B BEBHN SEBX

ARC H iy [E 1 B By i 42 an{a] 2 |AM & BLE

3

& 4EMA IAM B Amazon Application Recovery Controller (ARC) @15 BB/ @B FEHEZ | |
£ TR IAM EET AR EE B BHEE,
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BT LATE ARC REEREZSEBEZFERN IAM Zhag

IAM ZhAE ESABEBXE
S BEBX =
BRBEBX B
BERBE =
BRER =
BRIRHFSI =
ACL &
ABAC(BURFHEE) B
L AE b =
e Gl =
RBAE &
RBEEAE =

HEHE AWS RBMATEASZH IAM e EEANSHERRER  F2H8 (AM E£RERER) +
HYEE AWS IAM FEELERA R RS

ARC 19 & 7 B BUR
SEESIHBEK: B
BoRBERET KM NE G2 (Flin 1AM A&, FAEHERAR®) ) JSON FIBREXH, ELEH

RS 7 EMERG TRREBLEFRATHLEDE, NFTHROMELSSEEEK , F26H (IAM
EAEER) PHEEBEFEEBREZBA] IAM A,

£/ IAM 2 BEBER | B IEEAFRIEBNBENER , UREMERG T RAFREEEE. &
BEESOEBRPEETIR K RASESEMAZEENERAESAR. NETHEE JSON BERHE
RBSFrETE , F2HR (AM EREERE) T8 IAM JSON BETES £,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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EEMIR ARC B0 B BRI EH , 55288 Amazon Application Recovery Controller (ARC) F Y & 4
BB REBH,

ARC HEREBE

TEEREBEK . B

ERAEPBER 2 INEERH JSON BERXH, BREBRNSE REFIR IAM B EEEBERA
Amazon S3 RFATEER, EXEEREBRNERS  REEESTUEAEMARZHHEEEER
R IR,

ARC MY BUR B E
S EBEREE: 2

ERE A LMER AWS JSON BURRIEEHAIUERAR, WHEHR , BMEERETESRAAFT o E T
EEREIT LB F,

JSON BURH Action TERHERETURARAFRIEBBRFFRNEFE. BRBEEE EFEMEEH
Bf AWS API REHRBINER, B —LFIIMNRR , SIaURBHERFN AP BENERFFUEE, L&
EEFZBRTNZEEBE. ELBMANBEBRAMKEIF,

BREEABERR THITHBBB LT,

FEEEEEHEBDERN ARC HERE , F28 (RKRESZE) 11 Amazon Route 53 [EFER
E 2= EE,

ARC HEFH B BEBNBRBFEEDFZERATIFE :

arc-zonal-shift

BR2EE-RRAXTIEESEEE  FRERS R, Hla, T3EE :

"Action": [
"arc-zonal-shift:actionl",
"arc-zonal-shift:action2"

]

BB ERERET () RIEEZ@EEE, Hla , EEIEEMER Describe XFHNMAEEE , BE
SLLTEME -

"Action": "arc-zonal-shift:Describe*"
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EEZREEHEBEBN ARC S EBERES , F2H EHEHEBN S D BBEREH,
ARC R EH BB EBHNBRER
XEBRER : &

EEEWLUER AWS JSON BERRIFEEH T AFRAR, tWH2R , BMEEBE M BERS T o E
EEREIT I LB F,

Resource JSON HERTZWIEEEEABHENYH., RN EEE Resource = NotResource
TR, REEXEFEAH Amazon Resource Name (ARN) RIEEER, B H X EREERER
HEME (BAERBRFET) REEM.

HRAIXEERBERFFAINEE (P05 HRE) , FEABRFER () RRTIEEXERARAEER.

"Resource": "*"

FEERERBEERE ARNs WiBE , UARETEAZEERN ARN EENEF , F2RABRKRE
BEPNTHIEE :

« Amazon Route 53 EEMNEE - EHER

EEEFETUEREKESBEANSENER  S2HRERESEZDNTYERE
« Amazon Route 53 - B EB EENIFEZES|E

EEZREEHAEBEBN ARC S HEBERES , F2H EHEHEBNS D BRI,
ARC &3 B B BB BURRIF K5I8
XERBRBEBRKGER - =

EEEWLUER AWS JSON BERRIEEH T UAFRAR, 2R , HMEZBE A BRA T o AH 4
EEREITH LB F,

Condition jt# (5 Condition [Bi#R) AIEZRIEEERAN ERMNHRME. Condition TERERAE
H. BAMUBYFRAKRFEE FRREEEN BINERSIR) , REHBERHNRGEMBERPNE,

ERERRXHIEEZME Condition tE , REEE — Condition TEHFIEEZEERSIE , AWS
SEAEE AND BREF G, MREBAE—RUHRSIBIEESEE , SFERBEORRE AWS Ff4
Rk, DEARFEFIERYE , TERERRHVETFT,
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BT EEERFBEAEECERE, M, SR EEAEERAE IAM EAERBERK
HENERNFFARTXIAM ERAE. IFESEF , F2H IAM £AEERETHN AM BETE £
BHER.

AWS X E2EFR G ERNBBRERG SR, SEEEMH AWS 2EFRAHRSIR , F2H (AM &
REIEE) FHAWS ERHERAERI#,

EREEEHABEBN ARC RHRIBEE  F2RBREEESEDNTIE

« Amazon Route 53 [EIZEB R4 ZE S|

EEEFAVURREGSBEANDENER , B2EREREZZHDNTHE
« Amazon Route 53 [BIH#EK ER N B/E

HEZRGEHEBEBN ARC S EBERES , F2H EHEHEBN S D HBEREH,

ARC HHy77EUZFIEE (ACLs)
TEACL: &

FEUEFEE (ACL) ATEFIMLEXRE (RFKE, FRAENAG) BEFIEERRNFFA. ACL EER
EREBEK , BEMAER JSON BERMXHER.

£/ ARC RyB 1B 7 HUZ S (ABAC)
X ABAC (BUERFHVER) : #2

BHEFEES (ABAC) 2 —EREXRE , REBMRERTT. £ F AWS , ELBHBARAER.
BB EREEE IAMER (FAERAR ) NFZ AWS Ef. ABRNERMNLELEER ABAC
WEE—%, IEEERET ABAC B , AETRNEREHEERFINERESR B/ FRE,

ABAC AR RMENRIZPHEREE , WRERKREELESRERFREMATG,

MERBERIZEFIER , B5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys fRZR5|8 , THRNWEETEF , REEBEA.

MRBHEXESEEREEN B =ERG SR  ABEZBBEMS , EA Yes, IRBBEIERLE
REEN =@ k4 iR , RIEA Partial.

% ABAC WEHHEF , 526 (AM EREERE) PHEM ABAC RIEESRT, IEEFSHR
E ABAC ZERMHEZRE , F2H IAM EAEREREPHEHABHEEFEUES (ABAC).
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ARC HHEFEBIEEEZE T % ABAC W9 XE :

- ESEEHERRERL ARC HEMNWZEELIR ABAC E#TEEER, EHEE ABAC for Network
Load Balancer # Application Load Balancer 2 E &R FHMEF , 52 BElastic Load Balancing
FAEER) FH ABAC with Elastic Load Balancing.

&8l ARC AR EAESR
XEREERE B

ERERRSEAENEAR , AL AWS R BRERF, NFEFEEF , SEBLEL AWS R £
REEEAER , F2H (AWS R IAM EAEER) P £/ 1AM,

MmRE AWS Management Console ERFERAEZBNEZHBUANTEMAAEZEZEA | IRTEERANZ
BREEAER, flin, EEAWS FANGENE—FA (SSO) EEEN B  ZEFEEHEIREE
AEHR, ERUERESSEATES , ARVRACK  C2EBEIRKER. NFVRACKHH
HEF , F2E (AM EAEER) PRREEAETERE IAM BE (EEE).

BATLAMER AWS CLI 5 AWS APl FEIZU R EAER, RE , SuUFERAELEREABTRRE
L AWS, AWS BELHEELBIFEAEZR K MAREARPENRSE., MEFMEEA 6 B2
IAM RV E B2 2 BH.

ARC W ESRR#E E8ETH
TEEEFNITERER FAS): 2

ERER IAMER (EREHAR ) & PHTHER AWS , BEWRRRFTA. BRERFFITRT
I, ERERELERKE  SURENTEDHE , ARETEANRBETBES —EDFE, FHER
T, BYEERHITEMEERFRFTT,

EERERDFRETERRPNEMBKEE  F2RRERESEPHTIER

« Amazon Route 53 EiFfE#

ARC iR A&
TEREA® &

REAGRREEETN AM 56  AIREHTEE, IAM EEE LKL IAM RE., 18R FN M BR IR
Af, MEFHMEER 6 F2lH (AMEREERE) PHETAGIUE IR IES AWS R,
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ARC WiRKEFE AR

xERBELAG : 2

BREFACREGE N —EREAE AWS . BB TURERARENTHENAR. RIEHERS
AEgHRELN 7 AWSIRF |, YHEBHEE. IAM EEE TR  EFRRERBERSEHN
AT A,

MERYREE ARC BHERACHHMAET  B2H £ ARC TEABKEAACETESSDE
%o

WMEEZYREERBEEACHFMEN , F2EAEL IAM EBFNAWS B, EREPSRRE
HAQgRBEFAGRTHN Yes, EERER , eRZBBHRBERS B

EZ B BERN S 2 EBIRES

RIETERE , FAENACKREE LB N ARC RN, & EFER AWS Management
Console, AWS Command Line Interface (AWS CLI) 2 AWS AP| R#1TEH. EERTFHERAEHE
FIEERATEENTT , IAM BEEEWLEL IAM B, A%, EEETLE IAM BERFEEAR
B, FAEERRTELAE,

WET MR E AL EF JSSON BURX MY IAM S5 RBR |, 20 (AM EAEER) PHE
M IAM BUER (EE).

mMEFEARC ERZEBMENERBENFAEN , OEEBEREEMN ARNs 18X |, F2H (RERES
#) H# Amazon Application Recovery Controller (ARC) BB, B RMIEHRSIE,

ES- ]

- BRREER

- 516 EEEBERTRAFN
- ) : ARC API Bk

HERBREEH

FOEBREHEHSRFINEBASREAINEY., FHEMER ARC B, ELEEAEEREN
AWS IRFELXBM. ERRNIRES 2 EBRE , BERE T EARERSHE !

- FIEER AWS SEBRRAEBRKEERTT - EERBRFTRTENCERAENTEER , BFEH
BT R TS EREARGN AWS REBK., ©MTELN PEMH AWS IRF, RAIZREESR
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BERERARM AWS NEFZERX , WE—FROFA. NFEZSEHR , F2H IAM EREE
FMPE AWS REBFRSEBHENAWS XEBXK.

- ERAREHERT - RE IAM BERNFAR  FERTHTEXRMTNT. KERLEN , B9
UESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEAES , FLEH IAM EAERERETH IAM FRIBERMET .

« EF IAM BUR PR E4 1 — S REFEEE - B LUSHREFIEEBER |, UREIBEMNERNEE.
flan |, BT LURBBUR GG | IEEXBMFEA SSL BIEFTERE R, MRBBEE SEARBEBE
AWS BRFS , &t a] LLGE B iR 4 3R 2 F 17HL AWS CloudFormation, MEFMMER , F2EH IAM FEH
HISEHH IAM JSON BETE : FH.

« f£/ IAM Access Analyzer B3 IAM BUER |, fE{RFT A1 24 B 7] IE%E1E - IAM Access Analyzer B
BHBEMBAER |, BRELBERER IAM BURFES (JSON) 1 IAM HRIEEH ., IAM Access
Analyzer {2t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE., WEFEE
#A, F2RB (AM EAEERM) PREA IAM Access Analyzer B2 5 BUE.

- FESEEERTE (MFA) - MRZHRPHIFE IAM EHES FHNREAE AWS 1R |, BRI
MFA URESR£%, MFEEMFU AP RERFER MFA | 51§ MFA (REFFEZENBER, W
EFHMEN , B2 (AM EHAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntm|# §V3EiB MFA B &£ API FEL

WE IAM AREBBNEEER  F20 IAM ERAEEETHN IAM Z2HEEH,

g6 BEEHABERTRAFH

% E77H Amazon Application Recovery Controller (ARC) £ & |, B4 BHEE —HBIKF T, BT
A ABAFESHFRIR F ARC ERHNFMEERA AWSIRE, MREEERI L HRERNLEFT A FBRIEHN
BHEBE , IBREGRBENER (FRAEIAR) ME , TRAEMEEWNFERERE,

HAEMW AWS CLI 5f AWS APl I E |, BFREEARFRETEAHT. k2 , REAHEFIS
SMMERHMNITZ AP BIENEERTT,

BEHTEEER  EAELREARTA , T8%E ARC PEV HEF B BHEBHBEBN R ERS
B, NEE-FTH A F2HEEARC MEABRKERACETESEHER,

EZERTFEAEE PEAEE B HEBH TEFIE AWS Management Console , 584441 T P /REY X
REEZEMFERE

{
"Version": "2012-10-17",
"Statement": [
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{

"Effect": "Allow",

"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:CreatePracticeRunConfiguration",
"arc-zonal-shift:DeletePracticeRunConfiguration",
"arc-zonal-shift:ListAutoshifts",
"arc-zonal-shift:UpdatePracticeRunConfiguration",
"arc-zonal-shift:UpdateZonalAutoshiftConfiguration"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "ec2:DescribeAvailabilityZones",
"Resource": "*"

"Effect": "Allow",
"Action": "cloudwatch:DescribeAlarms",
"Resource": "*"

gif5 : ARC API Bk

BT AR BRI RERAE U EA RSB BERN ARC AP BERRERSEBER , LUME KX
BRERAEXERAEBRTAESE AWS BB 2 REFERERIFIIAZs AWS B , inBIMRESHS
BNEREE., sZRHSLHT  FERVEEEAETEEAN APHRENDBER , TR,

BEYTEERER  ERAELAERE ARC HEABNRBESEA N, EYRBEFAGHEN
MRS ETIEGIRES. WFEE-—STH  F2H £ ARC HEABRBEFACETESNEHE
EO

HEERAESEBERN AP RE B TIBREREFERE .
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FMBABER

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:CreatePracticeRunConfiguration",
"arc-zonal-shift:DeletePracticeRunConfiguration",
"arc-zonal-shift:ListAutoshifts",
"arc-zonal-shift:UpdatePracticeRunConfiguration",
"arc-zonal-shift:UpdateZonalAutoshiftConfiguration"

1,

"Resource": "*"

"Effect" : "Allow",

"Action" : [

"cloudwatch:DescribeAlarms",
"health:DescribeEvents"

1,

"Resource" : "*"

"Effect" : "Allow",

"Action" : [
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift"

1,

"Resource" : "*"
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% ARC RERRBEFACETEIREDER

Amazon Application Recovery Controller F # [E13 B BB & £ a AWS Identity and Access
Management (IAM) R ERFAE, REEFACREREEGZERBENE— IAM AFE  ZHER
T4/ ARC, RSERZACREH ARC BAER , YIEREA THEANKREFEWE A AWS BRI
ENFRE .

BYERAACTRETREMRE ARC , RALTUEHHEABNHT, ARC EERKERLAEH
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® Note

ARC RXEZEiHHEN2HRE AWS Bifl, Fif , BUEEKZH ARC CLI fH--
region us-west-2HiEEXBIAES (RH#HM ) EE A6 LHRREE 28, fln, EELEIE
FEHE, BHImRMBER |, 38FH region 28,

ERBRUEER ARCERALRH—HEHIRE. SENSHNENBHEGFMRE , BXAE
CLI i HisEEEHE (AWS EiF FMikE URL),

WMEGSH NEFMAET AWS CLI, 552 AWS CLI s 2%, NERBEE APl BH{EMNBE |
BRG] AP RER BRI AP R14E,

3
¢
g

BFSeEARARHEYEREREREMENTHFES  REYERRS.
AR TE B HR R A T

BRANE-LREUER. ARCEER—HELERYE  LERNE—EAWS B, ARC BERERAEX
BELmMBEIEF , URERREBERENS T HENERF — B,

1. BUERE

la. B B5E., network-type REAM , ATLLE IPV4AS DUALSTACK, FEER{EA IPV4,

aws route53-recovery-control-config create-cluster --cluster-name test --network-type
DUALSTACK

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",

"Status": "PENDING",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

BERE—NEYN ARC BREE  HEETHEEPENDINGEARAES . S LA RHEHE
Edescribe-cluster,

1b. HREE,

aws routeb53-recovery-control-config --region us-west-2 \
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describe-cluster --cluster-arn arn:aws:route53-recovery-
control::111122223333:cluster/5678abcd-abcd-5678-abcd-5678abcdefgh

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",
"Status": "DEPLOYED",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

EiR#ES DEPLOYED B , ARC ERIZVEF—HnMNES , HEEE, ST RFIHARE

#E&Elist-clusters,

1c. SIHEREE,

aws route53-recovery-control-config --region us-west-2 list-clusters

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",
"Status": "DEPLOYED",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

1d. EFEENRRER, 1#1BA IPV4E DUALSTACK,

aws routeb53-recovery-control-config update-cluster \

--cluster-arn arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234 \
--network-type DUALSTACK

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",
"Status": "PENDING",
"Owner": "123456789123",

£/ CLI RAER &)

109



Amazon Application Recovery Controller (ARC) HEABEE

"NetworkType": "DUALSTACK"

2. B2 EIER

EHmEREAAES ARC BHEFINEBE H, EREVEER K ARC 2EHARIRME—(EESmE
#x , #A DefaultControlPanel, &a] LA BN{E A b $IE 4R

BREHERREFER —EEES, NREREERTERBES —BEE , BXEBEMBR , REES
—EEEPRIUE. BUNRY REFRFPHAEEGERList-control-panels, EEREF
BEBEPHNEFIEMR , FHE --cluster-arn WL

2a. B H 2 HIE R

aws route53-recovery-control-config --region us-west-2 \
list-control-panels --cluster-arn arn:aws:route53-recovery-
control::111122223333:cluster/eba23304-1a51-4674-ae32-b4cf06070bdd

{
"ControlPanels": [
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/1234567dddddd1234567dddddd1234567",
"ClusterArn": "arn:aws:route53-recovery-

control::111122223333:cluster/5678abcd-abcd-5678-abcd-5678abcdefgh",
"DefaultControlPanel": true,
"Name": "DefaultControlPanel",
"RoutingControlCount": 0,
"Status": "DEPLOYED"

mE , B AL RE T HOHEEERcreate-control-panel,
2b. B 12 HIE AR

aws routeb53-recovery-control-config --region us-west-2 create-control-panel \
--control-panel-name NewControlPanel2 \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh
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"ControlPanel": {

"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"ClusterArn": "arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh",

"DefaultControlPanel": false,

"Name": "NewControlPanel2",

"RoutingControlCount": O,

"Status": "PENDING"

ERE—IREY ARC EiREF , HEE I PENDINGEKFMARAER . BRI LARL RigEEE describe-
control-panel,

2c. #HREHE AR

aws routeb53-recovery-control-config --region us-west-2 describe-control-panel \
--control-panel-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb?0123456bbbbbb0123456

"ControlPanel": {

"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"ClusterArn": "arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh",

"DefaultControlPanel": true,

"Name": "DefaultControlPanel",

"RoutingControlCount": O,

"Status": "DEPLOYED"

3. B R EHEH

RELCREREYEFRAER , BULMBERBAES, BIKHEGNE  SXEELEEER
FRIEHEIFTER ZEE /M Amazon Resource Name (ARN), &t 7] LUIE E B R Sl AV = I E R ARN, &€
FEEERAERMENESE.

MBEBAEEZRFER , FNBHEHSHEZTEHEINEHIEIR DefaultControlPanel,
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P SRz HiESlcreate-routing-control,

3a. EE%EE}?E%“o

aws routeb53-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name NewRcl \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh

{
"RoutingControl": {
"ControlPanelArn": " arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "NewRcl",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
"Status": "PENDING"

PR HEEEEM ARC BRHEBNEYER , RItERLUER WD REREREER.
3b. HiREE EEHo

aws route53-recovery-control-config --region us-west-2 describe-routing-control \

--routing-control-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

{
"RoutingControl": {
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "NewRcl",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
"Status": "DEPLOYED"
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BT AR | H i mAR P A B eS| list-routing-controls, #&IER ARN 4B/,

3c. Flh kR,

aws routeb53-recovery-control-config --region us-west-2 list-routing-controls \
--control-panel-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456

{
"RoutingControls": [
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "Rcl",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
"Status": "DEPLOYED"

3,
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "Rc2",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
hijklmnop987654321",
"Status": "DEPLOYED"

ET5gE6 S  BAEEPEABBHEFRE , REREAMERBESSIERTH (Re1 M Re2), £
tegEfle , SERAEFSBAREBAREXMBEMENTHAE,

4. BUZERA

ERRRERZERBZHEE  SALUREERANEACHRERN—LREEE  LESEANE
£, GIANEARAWER BEFEFIEFERERE, EERMELRBEE , BUNENKEBEFZER
Ao

Z2RAUAEWMESE  ERRAANFEERA, eB2E-STHZLRA A F2HEBIBHAEINZS
BE .
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UTHURHEVEERINES , UBRONEEMEERE 6 MERHESPEDE—ERES .
EERZUHRA , AL assertion-rule BE#1T create-safety-rule,

WMERAR A AP REMNFEMER , 52/ (Amazon Application Recovery Controller Y 5§ i 2l
APl 2Z158) H B AssertionRule,

4a. BN EERA

aws route53-recovery-control-config --region us-west-2 create-safety-rule \
--assertion-rule '{"Name": "TestAssertionRule",
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"WaitPeriodMs": 5000,
"AssertedControls":
["arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx78922z123yyy456xxx/routingcontrol/defl123defl23def"
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx78922z123yyy456xxx/routingcontrol/ghi456ghi456ghi"],
"RuleConfig": {"Threshold": 1, "Type": "ATLEAST", "Inverted": false}}'

"Rule": {
"ASSERTION": {
"Arn": "arn:aws:route53-recovery-control::888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/safetyrule/333333444444",
"AssertedControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/defl23def123def"
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol /ghi456ghi456ghi"],
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"Name": "TestAssertionRule",
"RuleConfig": {
"Inverted": false,
"Threshold": 1,
"Type": "ATLEAST"
I
"Status": "PENDING",
"WaitPeriodMs": 5000
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}

THrpiliRtzE T RERANESS , AEFERFH—HEB SRAEHRREAERYN "FHEVER. =X
TEE, Y1, EUEETAFENRBERBES , Sl , BEELELIETRRRENERH, EILEH
B, PIEFRBIR H GatingControls B HIEEMAES , MHA TargetControls 2 IEENMIE
B%H T "gated”s

(® Note

BYREBERACH , SXFAEYRERBESG  HP T2 S DNS REBEH , URER
DNS REEBECHRER BRI RH,

EEEVHELA  EALER gating-rule BE#1T create-safety-rule,

MEEFRE AP RIENEFMAEIN , 5528 (Amazon Application Recovery Controller K& H 12 &l
API 2E158) Y GatingRule,

4b. B RER Al

aws route53-recovery-control-config --region us-west-2 create-safety-rule \
--gating-rule '{"Name": "TestGatingRule",
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx7892zz123yyy456xxx",
"WaitPeriodMs": 5000,
"GatingControls": ["arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/
defl23defl23def"]
"TargetControls": ["arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/
ghi456ghi4s56ghi",
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/1mn7891mn7891mn"],
"RuleConfig": {"Threshold": @, "Type": "OR", "Inverted": false}}'

"Rule": {
"GATING": {
"Arn": "arn:aws:route53-recovery-control::888888888888:controlpanel/
zzz123yyy456xxx789222z123yyy456xxx/safetyrule/ 444444444 444",
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"GatingControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/defl123defl23def"

1,
"TargetControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789z22123yyy456xxx/routingcontrol/ghi456ghi456ghi”
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/1mn7891mn7891mn"

1,

"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx7892zz123yyy456xxx",
"Name": "TestGatingRule",
"RuleConfig": {
"Inverted": false,
"Threshold": 0,
"Type": "OR"
1,
"Status": "PENDING",

"WaitPeriodMs": 5000

NEHEMEHEFHER &  SUNERERUEEBIERNFER , MR, 5 HIMER,

BRE-—RZELRLRA2E , BUBEREEEES, RTEIMBEHEHMARE, MRset-
routing-control-stateiREFRETRZEIMRE , BEWFBEUATHFIAMRR

Cannot modify control state for [0123456bbbbbbb0123456bbbbbb01234560123
abcdefgl234567] due to failed rule evaluation
0123456bbbbbbb0123456bbbbbb0123456333333444444

£ —EE BT R A2 S ARN SERVIZHIEIR ARN, B ZEZBIFREL LB A ARN SFiER 2]
E#R ARN,

5. BILEFIRERE

BECARARHFHAEBRERE , B4 Amazon Route 53 REIEFRERE | REAEHEARE
WMEEEH DNS LBV . EEREBERE , ARC BRAZFSKEFREREREAKXY ,
LAE Route 53 EMHRE. (EFREREHEARANEFEREEN ; cRARAEENRKBRE
M%)
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i | BRREEMERER (ESRTAER ) . KA —E REAEARANIERER , 5—
BERERRERER , LREBEE,

BEXERHBENEFERERE  ETLBTTHEME , Hlm

1. £/ ARC CLI A ERERELRHEZES,
2. £ Route 53 CLI A& EEHIEH/7E Route 53 AR ARC EERERE,

3. £/ Route 53 CLI £ Route 53 FZE I MER#HZHE DNS 5ok , Wi EFRERERBERCEEL
)it

5a. REERERELKBE.

aws routeb53-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name RoutingControlCelll \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh

aws routeb53-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name RoutingControlCell2 \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh

5b. & &EHEFEILEFRERE.

@ Note
A LAEFH Amazon Route 53 CLI 2231 ARC ;E{ERER T,

aws route53 create-health-check --caller-reference RoutingControlCelll \
--health-check-config \
Type=RECOVERY_CONTROL, RoutingControlArn=arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

"Location": "https://route53.amazonaws.com/2015-01-01/healthcheck/11111aaaa-bbbb-
cccc-dddd-ffffff22222",
"HealthCheck": {
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"TAM: TXXXXXX=XXXX = XXXX =X XXX =XXXXXXXXXXXX",
"CallerReference": "RoutingControlCelll",
"HealthCheckConfig": {

"Type": "RECOVERY_CONTROL",

"Inverted": false,

"Disabled": false,

"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567"

},
"HealthCheckVersion": 1

aws route53 create-health-check --caller-reference RoutingControlCell2 \
--health-check-config \
Type=RECOVERY_CONTROL , RoutingControlArn=arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

"Location": "https://route53.amazonaws.com/2015-01-01/healthcheck/11111aaaa-bbbb-
cccc-dddd-ffffff22222",
"HealthCheck": {
"TAM: TXXXXXX=XXXX = XXXX =X XXX =XXXXXXXXXXXX",
"CallerReference": "RoutingControlCell2",
"HealthCheckConfig": {
"Type": "RECOVERY_CONTROL",
"Inverted": false,
"Disabled": false,

"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567"

1,
"HealthCheckVersion": 1

5c. B MEREBE DNS iiék , Wit EEREmEREERE K2 B,

A LAE A Route 53 CLI 7 Route 53 RE Y A #E% 8 DNS ok, AR EE V% , :581F change-
resource-record-sets s 5 HY Amazon Route 53 AWS CLI Command Reference FRIIE R, 1Eici%k
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B, EESEGFFHELN DNS & , LUK Route 53 BEFMRERER I ¥ EHealthCheckIDE (7E
2R3 6b),

HRTERER
{
"Name": "myapp.yourdomain.com",
"Type": "CNAME",
"SetIdentifier": "primary",
"Failover": "PRIMARY",
"TTL": O,
"ResourceRecords": [
{
"Value": "celll.yourdomain.com"
}
1,
"HealthCheckId": "XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX"
}
HRRERBFR
{
"Name": "myapp.yourdomain.com",
"Type": "CNAME",
"SetIdentifier": "secondary",
"Failover": "SECONDARY",
"TTL": O,
"ResourceRecords": [
{
"Value": "cell2.yourdomain.com"
}
1,

"HealthCheckId": "yyyyyy-yyyy-yyyy-yyyy-yyyyyyyyyyyy"

B, EERTEFERAEBEEIRERMER , B LUBRESE 4b Y CLI &6 |, % HREE
#RoutingControlCelll’ OFF , % EHRoutingControlCell24 ON,

£ B Hi A58 57 % R 42 ) M ARRE AWS CLI

BUESE, RAEHMESERSE Amazon Application Recovery Controller (ARC) BiRz % , &7 LA
BHESEEE , LI HNENBEBENREHZEHRE,
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HREZEINSESESE  ARCEALRMIEEERY A SIHEREDPE—EAWS EFE, EAF
yE &5 AREEN S AS B R IR HIARREER E A OnTl B , X EEEHP —EEEHIRE (AWS [E15 Fim 2
URL)Off, E&MEMA AWS CLIZRERB S EHMEEHIEFIRER , RTEBEHHREZ , BEXEEERS
mE--regionty |, MAREIEHIFT R

BAERTMESEESE RN, ERENRRBRER RS  WERTFEASETANKRER. 0F
BFRAESRBRRMNENRIS , 525 £H AWS SDKsHEAENEFRZEFIZRMNEE .

MBER WHMAT AWS CLI , BB AWS CLI HSE, MEH L AP BIERFERALR
WEE , BB B AP R(E,

/A Important

BRI A LATE Amazon Route 53 £ & FEMEHEFIME , ERMBEREFEA AWS CLI
AWS SDK E#igHZFIiRE, ARC RIEBEMWAIEME ARC RAREHERNTE , AREH
REREMNEFRERAERE, WEFH ARCETRAERENESRE , 5520 ARC FH
BHENREEL.

B RAEGE , REBERA 0ff. EXRTRETERHIZBHEFN BRERFFH. BAUH
THT REFHHIEHNMEget-Touting-control-state,

EEYHERENEGMIEE , 81T describe-clustersin S AR ClusterEndpoints,
{8 #ClusterEndpoint @& —ERBANE A IH B , &7 LA REVS = FE TR B IE IR AE,
DescribeCluster @ —BERRIEHIHRE AP R1E, RMEREK ARC BEEERIRENAEEIRREE
CRARERHBENEEF , SIUBBLEXNBETEXNRS.

1. 5 & FR 22 )
BT LAMER S E R SR ARC B [ i 26 SRARAR BE B 42 5 M 3% R 12 SR G

1. SIS ER G ERA BB ZS. WREREERFER , Elist-routing-controlsEEEEF
HY PR B B 42 5 1R

aws route53-recovery-cluster list-routing-controls --control-panel-arn \
arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456 \
--region us-west-2 \
--endpoint-url https://host-dddddd.us-west-2.example.com/vl
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{
"RoutingControls": [{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"ControlPanelName": "ExampleControlPanel",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"RoutingControlName": "RCOne",

"RoutingControlState": "On"

3,
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::023759465626:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"ControlPanelName": "ExampleControlPanel",
"RoutingControlArn": "arn:aws:route53-recovery-

control::023759465626:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
2zZzzZXXXXyyyyl23456",

"RoutingControlName": "RCTwo",

"RoutingControlState": "Off"

2. NGBS B2 H

2. BUG B R IZ HIARRE

aws routeb3-recovery-cluster get-routing-control-state --routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567 \

--region us-west-2 \

--endpoint-url https://host-dddddd.us-west-2.example.com/vl

{"RoutingControlArn": "arn:aws:routeb53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"RoutingControlName": "RCOne",

"RoutingControlState": "On"
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2. EXTEEEREH

FMBABER

EERRERHTHEHEFEHESNE SR  FERBEEEHREERS On, HITHD REHME
M4k update-routing-control-state, ( FERRIE , EEBZTH, )

2a. EFTEE EHIEFIRE,

aws route53-recovery-cluster update-routing-control-state \
--routing-control-arn \
arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567 \

--routing-control-state On \
--region us-west-2 \
--endpoint-url https://host-dddddd.us-west-2.example.com/v1l

{3

7T 67 — 18 AP FFRUEIRS EHT 21 {5 424 : update-Touting-control-states, (HRA
W, EEAZA. )

2b. —RE BERR BHIZEFRE (HREH ) o

aws route53-recovery-cluster update-routing-control-states \
--update-routing-control-state-entries \
'[{"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

IlRoutingcontrolstatell: Iloffll}’ \
{"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
hijklmnop987654321",

"RoutingControlState": "On"}]' \
--region us-west-2 \
--endpoint-url https://host-dddddd.us-west-2.example.com/vl

{3

£ ARC A {5 F B% FR #2236l T 4

ES- |
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« £ ARC HEMERHZH TH

o £ ARC AP #4453 71 55 %7 2% F 2 ik A8
- BUBHESNLZERA

« X ARC HEENBIRF

£ ARC HE BRIt

AERANMAIRIIEE, ARG, EFEREBRENEHER , LMETE Amazon Application Recovery
Controller (ARC) A {85 F B& 3%

BRARUESE  UREECHNKRAZEFNARS ENEHER. REEURAEGHNEERERE , UE
AL REBER —ERFREMBHI S —ERERE  LEREBEABOES.

AR RASHYHZEUNEBEEERIKKE, CBERTE—BESRTERDEHIME
HER , AEEREAEXNERES, i SR ER REEZRLA AWS Resource Access
Manager , E—EESEIUEERHIEHNZE #ENHM ARC EIR AWS IRF. HETH# ARC H
WERLA , 8 ZEARCHEENEIIRF. WEEFEEN , 5528 Amazon Application Recovery
Controller (ARC) EfE [ F# & ZE Amazon Route 53,

EEMFARBEFAEBERE , B ENRARFEERERE  WEFEEEAEXPERN
Amazon Route 53 DNS e 2 VBB, Hli , BEREEMBERES , Eb—REEREAERAEANE
EHER, S ECKREARERERISETEBE,

HBEREFHEBENEFERERE BT TIEBHHE

1. REEREEEMRBAES,
2. HEERHERELEFRERE.
3. MU W1{E DNS 528k , flnm{E DNS R ERC & , W EFREREESECHKE M FB.

S—EEREIEBHZEFNEARELEIBRAFERAINZ 2R, EHBERLT , BFEKE
fEiRRERE M DNS FeskERRR iR H 2 VB , AL HEAERERMES, WFEFMAER , F2
BIEVEAEHNZERA .

BELEFHTEE ARC ERALEVRHBHNTHLER, BEETHNAEE ARC FREFREFIHARE
AP| 121E | B2 HEEE AP B1E,

£ ARC FEVEE
R AEVESE , BUE ARC FETERR 25 MIE HIE AR
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EER—IAEENESRE , S UHHEIT API HILREMHEG —H S @R HIEFARE, B
BEETLGEEFZHEES,

/A Important

AR REHHERINESEEEE/ D ERE, —ERETUREFZHEESIMZESE
WEGETEFRIZERIER  BERUETEARR,

BYES

1. 7 B3R ARC E i &https://console.aws.amazon.com/route53recovery/home#t/dashboard,
2. #IE Clusters (B£),

3. EEEV , ARBWAEENERE.

4. EBEEBURE,

£ ARC M B% FR 2

AEERARENSEARERRLEHEZH. S, EENEREXERATEREMMMNERE
BEERETERNE —ERFEAWS BE , SEARSASETRARENERFEEE. EHRFS  £E
AEBERFENSEERBEREILKBES,

BN BEREGE B ERERs B EsARHERPSARE -,

BUBBZHUARENBHREZR , BUNSSEREEEFRERER B , ERERIKRE
FEREMEBIA DNS i , SRERBIRER. IREESFHERAUREALLRAUNEIRE
BREES , AN S ERERERERIEEEHEH,

b= vz g bl

1. 7£ BB ARC E#E & https://console.aws.amazon.com/route53recovery/homet#t/dashboard,
2. BERERREH,

3. ERHEFEEL , BEEY , AREBERBEE,

4

WARBERHENERE  ZEEENEEFENES  ARRESEHFEZRANEFEE , 2FE
RFEREHER. NE , BIUHMBEFIER.

5. WMRSBEFRMHMHNZEGER  FEEEZVEHERNES  ARBAERRNERE,
6. BEIFEEVIRMIZH,

EREEEH T o
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7. RIRSERRER A MR H IR,

# ARC HZ I B 2 HEBFIRERE

BAa R REFEEREREHEARENKRBARENSERARFIEYRE . A&, BAUEA
Amazon Route 53 DNS FE#k R E B EEFRERE , fIINBIEBE DNS idék. AR , ERFEEHME
EAEEE IR HIRAREE | BT 1E Amazon Application Recovery Controller (ARC) FEHEHARE , $H
HEH On 0ff,

® Note
LEERER AR AR EIEFERERE | A5 E ST 9B B 12 62 7 .

BB BRHEFERERE

1. 1£ BARX ARC X2 &https://console.aws.amazon.com/route53recovery/home#/dashboard.
BIERR S,

ERBEHERLE  BERBE,

ERBEHFEEFAER L  BEELEERERE,

WAEERERENER , RARBREE,

o & 0D

#F | 8T B2 Route 53 DNS 8% , Wik HEHEFRERERSMEIFEMERB . Flw , /e

ICREERARE DNS REEBECHRE IR B HEFREMEE NEB, FEE ARC £RKHE
HIERAREBERE , F55CHE Route 53 FEUMER B ERCH : TEMRE, MFRE DNS Fif
BERSNFMET  F2REFERERELE,

ELBVIEREBERCERE  EEERRUT !

Name: myapp.yourdomain.com
Type: CNAME

Set Identifier: Primary
Failover: Primary

TTL: @

Resource Records:

Value: celll.yourdomain.com
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Health Check ID: XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX

REREBECHERZAOT !

Name: myapp.yourdomain.com

Type: CNAME

Set Identifier: Secondary

Failover: Secondary

TTL: O

Resource Records:

Value: cell2.yourdomain.com

Health Check ID: XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX

B, BREBEENRBRE  RARENE, FEERM  FEMEEBNRAEGRE , K&
BRAEHIRERES | OFFEMRERAEFIRERES ON. EEYTIIRER | MHEIBAEFEIRE
RESHIERBNEIEEER , TRABHKAZTREER, NFERARAEHAEBERENFEE
A, F2H £/ ARC API SMEMBHIZEFRE (B ) .

\

i

HEEEEM ARC API BRE2 3t =G N HRABLEFIR G EMN AWS CLI s T Efl , F2H £
£/ ARC B&FR 2] API #R4ERVEEH] AWS CLlo

£ ARC FR 2 M 2| HE iR

Amazon Application Recovery Controller (ARC) A Y43 | AR o] A AG A BARR iR Hl p A 7E — 2. 1R
BAGRENEGEE  2HERTUAEERKREARXAMBHENRHES, BEERARIASE—HE
AR, SEaEHATEHEANFER , SUUBEREEREALERA , LUBBRBERER
HEE,

ESEVEER , ARC SRV EREHER, S AERAEREHERETHEEES , bl 2T —
HZERHEREA R BHER0E, FER , BHEREBESE ASCI F7T,

AEDEE ARC TR LEVERHERNSER, NFERE ARC FRAERZEFIHELE AP RENFHE
#, FFSE BEHEH APIRE,

B2 AR

1. 7 BB ARC E#E & https://console.aws.amazon.com/route53recovery/home#t/dashboard,
2. ERERRES,
3. ERHARFIEEL , EEFEV , AREFESER.
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4. EEFERVEHERNES  ARBAERNEE,
5. EEEREVEFIER,

£ ARC H#45 F S8 5 2% B 42 H AR B8

A E3ERBA AN{AI £ Amazon Application Recovery Controller (ARC) & 18 M E#H I iz sk A8, KA
FIREENRHEE , IEEREROERFHEATRERNRE. FFHREE AWS EFRERETE ERW
AAEE. BERHEFRES Hon , RESRO BZXEBEHEENEEE.

ERBE B R ES o ERERER  tRERRERERE . S, EREFRE LIRS R
B, SRR 0 BN E R HES , LEERENRBVE.

&R BAE ARC £ ATEM ARC API EXTEEHEFIRE, BREMER API EMEHZHRE. &
5%, ARC EERFHEPEM API REBSH AIRYE , LSTELEF, ELBEELNRER , ERE
E RAARBRECLFEERENKHERAEARE  BERFRAERE, I, MREERERNE
SiREEEMER , BULER API REZERBRRERETRANE SRR,

BRI B — AR BEGARRE | A X EHBERBESIMRE, Sl , BAse8 EAf — ER% Rz Hl
MERESR Off , UMELRERED —EREFE , SlINEAEXNBREEEMN TR R, FE, &7
REEERS —ERAEFRERES On, LB ROS — AR FRITAREBHRE. THEFF ,
B LAERFEMMERBEGMRE  BREEERD.

X

- £ ARC AP RS HIE MBS FIARAE (EE)

o £ PEUSHE % AR HAREE AWS Management Console

£/ ARC API ERS MERTHE 2 HIARE (2] )

LM EZBEME A Amazon Application Recovery Controller (ARC) API 1 £ 3R B 15 5% 58 37 2% Fa 43 R
&, FERMER AWS CLI @85 , ERA SR BNEXTERBEE+ —{8 AWS SDKs fEF ARC API
B, BREA AP RERE CLI SERE , SIEARBEFIMRE , mMARFEA AWS Management

Console,

ARC ZEBEM API EFRHEHRERERERFETEBENBS URME (AWS BH) , RRKH
BERHERESTHENESED. ARC SRAEERHEFINOLBEARIRKRMETFHNED=(E , DUET
BREAEHIRERE, FEMER API NSREERHZHRE , EULEREET—FAEAERRR,
MREMEECER  BUUNERHERES —ERERR,
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A LATE Route 53 & |, S{E A API Bi4E DescribeCluster RGIBEEN EHEERIEE, B
BNEERARFRENEFEAESERRERSERY K NAEERYSBRERNYTHAMELERAN
AREE | DT E BB R E R

BARHEFMEANEAGES , SER ARC AP RERIENEMXAEGME , UREAEHE
Kink. WEFMAET  F2ETIRE :

« Q0T R IR 0] AR [ 3 6 £ Ui B DAER S MR E B% AR HIARRE VIR IR EEP) |, 5526 £/ AWS SDKs
HMEAEXEREHRNEE .

- WFEMEM AWS CLI BSHE RS BRI ENFMER , F2E £/ I H A F 38 i 2 6 M AREE
AWS CLlI,

£ REVE M EH K B IZHIAREE AWS Management Console

BT LA R EUS M EF R IR FIiRRE AWS Management Console, FiBFEEE , BELETIEADZ
BETEANEREHESRHN. BHRER  BTFFEB/RMEM Amazon Application Recovery Controller (ARC)
APl —# , EEXRAEPERENRREFRHNERF. I, E ARC ERTEHREBE N AT FMHRE
FRAELISEMAH. EREERE , RMEREFER ARC AP| REVEMEHEERENIEBZEFIAR

&

MEMEH ARC ETREBENESEE  F2R ARC FRHZHNSEER.

FEE IRATREMENMBHES  FERTIEFFHLSR,
HR 1S 8% FR 12 AR 7

1. 7 B3R ARC E i &https://console.aws.amazon.com/route53recovery/home#t/dashboard,
2. EBERHRES,
3. WEEAD , EEERFIERALBEEBES,

SR — 2 S fEIRR F IR AR RS

1. BRI https : //https://console.aws.amazon.com/route53/home # Amazon Route 53 £ &,

2. HEABAEREHERT  EEBEHES,

3. EEDF A AREESERERMH.

4. B—HZSERHPHOREEHRS Offd On , REFEREROFFLEAEARXRONVVLEM
Eo
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5. EXFHEHFEA confirm,
6. BEFHARERKMH,

BUBEmEHNZEHA

ERRRER S ERBRHE , BULURERRIREZREE  LBRSANERR, flm , B8 EH
ERNOEREEAREXNAARMES , EEEHHERMRS. HE  SUREEEFERBRER
—iEBR RS, ATRER A TR ABLENRARE, EEHX ARC FEMBMZEFNE K FREUR
2HA

B AR EES, RANSEEcHMEENESRREBHEFNZ2RA, SEALERAHE
E—-ZHEREEE  BRFERTARZSEZERR, ERBYLZLRAN Bl 22RUL8
S ER S R SRR,

ES-

- ZEHRANER

- EXEAELEVZRLRA

- EERE FRESRMBREZEHRA
- ERRZEFBUEHRBEHRE

ZEHRAUANER
EMESENZ2AR  BAKRANMBEERL , SAUEABERINFTEANARNREREBE,
EHAA

ERABARAN K ELSF —EN—ERMAESMRER , ARC SRHETERERERRIKEREN K
#, BRAKBAZESIRETSRE,

Hpf—BEANEG 2 L HERMRS , G s LLRERE —BFEE  EFRBRESE — @
REEHNRENER. ATHEEERR  EERAUSHRAREHERT —EBHEFERPEIR—
B mEHEONEEAEERE. EARGRABRAONEARXNED —EESNTRAE.

EESFEEVESHRAILEE S TIHIRENES AWS CLI &5 , B2EE FEBEULZSRA 25 &
A ARC B Ei24] AP| 24ERIE5HI] AWS CLI,

MEEPERE AP RIEBHNFMEN , 5528 (Amazon Application Recovery Controller B9
25 APl 2E15/) R AssertionRule,
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RIER A

FERAMERE , SR — AR REFR G S TRER/YR | LERBEERIPIEETH —EF
HEFHITREATUBEELRAEFRE, ZSEENREREBIEEATRNE —RHEFHRFRA
ONEg OFF,

BREFIIHEE , B LIEY PR hRG | UER BAREBXIIRESE  WEY BEREET i
HROTERESARTHEENRE. AR, FEH LFHRNEDHREERNECARERAUREN BT
BREIES | AR FERAREFRERES Off, BEAFERN , BULUEERES On.

EREEEVEFLERBIMNFEERUNES AWS CLI 6%, F2HE PEUZTEHRA BEK
£/ ARC B2 %| API 4RV EH) AWS CLl,

MERMERD AP REBMNEFMAER , 5528 (Amazon Application Recovery Controller B9
7 APl 2E158) HHY GatingRule,

EEEAELRVEZ2RA

REHPN S RBANAE ARC TRALBVRERA, BERCEVEARAUNFERD |, SELTRER
REL, ZERETHREEFT.

EE T @I E Amazon Application Recovery Controller (ARC) B R HIZ4 AP 24 , 55
S0 BHES APLRAE,

BuZzeAA

1. 1£ BARBX ARC X1 & https://console.aws.amazon.com/route53recovery/home#/dashboard.
2. EERBEH,

3. ERHEFIEEL , EEERFIER.

4, EERHERFHEFREDL  BEDME, ARBEFERLHAA,

5. EEEMENRAER  SERANEERAL

6. EEER, LEEMHHEEESHA,

7. BEZEHRBINMERER,

- SHHEERA 4

EEHERBES,
- HRRERR , 4 X

B & 2% 422 A B AR ER 42

==
BAiAE
==
BAiAE

HREMERA  FREFENEE  URRERERRY , UEER AR,
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® Note

EEE—STHNMIEEZEARA , 5528 (Amazon Application Recovery Controller #Y
HEEE API 2Z1E/E) T AssertionRule IREREMNER, EEHE -5 THNMAEE
BER Al , 5528 (Amazon Application Recovery Controller B3 B2 %] API 2Z155)
Y GatingRule R{ER ARV ERA.

8. EBEHEV.

EEEA LiEESMRZ2RA

AP S RRPAMME ARC T2 A LIRESIMERZ LB, BREHZLRAETERNEE , UL
EFLEBIENMESHE, EEETHMEE  BRBRLEREILZLRE

EE T HE UM E Amazon Application Recovery Controller (ARC) £/ API &4 , 528 Bhizd
API 1€,

il Bk 22 2 43 B

1. 1 BIRX ARC X #2 & https://console.aws.amazon.com/route53recovery/homett/dashboard,
2. EERBEH,

3. ERHEFIEEL , EEEFER.

4., ERHERFHEFAERDL  BERLHAA , AREZEMRIFEE.

BRLZ2RRALUENBERRE

EREERRT  BUREEMBERECRERABFANTHRBERRILR. S0, LAEEE
REFEBELETHXBER , MRS ERLRAUATEERINE L EEHIR BRI REAERIEAR
B, HERN "PEHIE, ROP , LKUNBR—HSERLRA , UBERHEFRELREBEE
KEAERX.

BRI LA A update-routing-control-states update-routing-control-states AWS
CLI i H#H safety-rules-to-override 28 , TEFHHBHIEFIME ( XS EHHBRFIAREE )
BHRiBELZLER, FREEEE2RERAIMN Amazon Resource Name (ARN) I87E 28 , igELL
EHESMEN ARNs FERBEMERZELLKRA,

EReRAHERAEHREERE , ERASSTSHEER 2R AN ARN, Eitt , BAIBET
ARN , RARERALZ2RAUBRSBAEBHEHNRE CLI fTHIEET,

ERBRRA e
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® Note

HREEMBBRHBRATREEZSERERA , RUERAUHT CL s , ERA—EZ2RA
BRREMBHEFERE BN S AL RAUHHEEMOER. BEKLZ2HA ARNs #

BEFFRTHFEBRENRUBE , LLLEHRS R, EFEHRSHINTHK.

s
¢
&n

BEE—S T HUNAIEE APl F SDKs £ SafetyRulesToOverride B ,
UpdateRoutingControlState,

UTRERZ 2R A EHIKBIZHAREAIRE CLI v S E A,
BR—EZ2HA

aws routeb3-recovery-cluster --region us-west-2 update-routing-control-state \

--routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/
routingcontrol/abcdefgl234567 \

--routing-control-state On \

--safety-rules-to-override arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/safetyrule/

yyyyyyy8888888 \
--endpoint-url https://host-dddddd.us-west-2.example.com/vl

ERmELRERA

aws route53-recovery-cluster --region us-west-2 update-routing-control-state \

--routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/
routingcontrol/abcdefgl234567 \

--routing-control-state On \

--safety-rules-to-override "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/safetyrule/
yyyyyyy8888888" \

"arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/safetyrule/

qqqqqqq7777777"
--endpoint-url https://host-dddddd.us-west-2.example.com/vl
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X & ARC RESENEIRS

Amazon Application Recovery Controller (ARC) B2 & AWS Resource Access Manager AR A E IR
H$ A, AWSRAM B—IEfRI , afZEEEE M AWS 1RFE HiEB HFAER AWS Organizations. ¥R
ARC , BRI L AREER,

EIB AWS RAM |, BHLIEVEREE  UHASEHREENER, ERAFASEEELANER , UK
EEE,\,\H%E’J%E%O SHEETLIBE

- PR ERB AWS 1RF AP EBHEE AWS Organizations
- FRAEBAZAEMEE L AWS Organizations
- 7£ HEEEB AWS Organizations

WE WEER AWS RAM |, 82 BAWS RAM ( FREEM)

EiBfEA AWS Resource Access Manager £ ARC ABSIRE AR EER , B UAFEH —EHERFT
EYETRE #ENEFERNEAES AWS kP, EREREZELARER , AWSIRF BiIEENHM
ALEARERFEESCHWEFIERMEHESG , EMETEERNRHAIIERE E LSRG FE M,

AWS RAM 2 —I8fk# , o AWS iHBiEFLZ2this XA ER AWS tRE. &EiB AWS RAM , &AL
/A IAM BEFEAE AWS OrganizationsTE P AABNEBEN (OUs) IWETR. AWS RAM
—EBETAZENEELAAR,

ECHAEER SR EBAMENESEY, EBAAEE SN EETRAERBHITE
ERERA  ERERARER{L ARCHHEZ, (BUEEBEFAENER , #EENZ2HEEEX
NENEM. ) BIRFAABRSE U AUELESERAENNA ARC WERF , BRIRUNRETRER
AR 7 BEZERENEEERK,

EEE ARC HREKBEABIIRFLA , ZAUEHPEVERLA AWS RAM, ERAZIEEREH
EERRFIBEEENSHEE, A%, SEETUEA SEA AWS Command Line Interface AWS
SDKs AWS Management Console #1T ARC API 84 , BB KPR ER , HlESIEARMEEHE
il

REFERANALREHRBNER , AR NAERRELRNER,

B &
HABEM JOREHE
- HARE
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- BFUEHAHAESE

- BAHARE

- HABENEEMNTA

- PRERA

- B®

HABEM SRR

- FEHARE SN EE PHEEE AWSIRF, ERTAEELNIRFPIEERMEER. BE
EHACHEZHLANEE,

- PEBEABS POEBEMNILAESE AWS Organizations , B4 BRUAE A AWS
Organizations, MEFMES , T2 (AWS RAM EAEIERE) HHIEIR AWS OrganizationsfX
AHA.

HARSE
ERAZCHEENEER  LEEAEZRENSRETUEREEFEUNTEBCH ARC BR.

i

EHAEE  CXERHEHGTEZEERAA, ERAARTELE AWSIKRFZEBLAERN —&
AWS RAM Eif, ERHASEEELANER , UREELAANSEE, EEHLAEE , BUMUE
VHHNERLA S ERMEERENERLA.,. FEEBRUHFNERREE , &R LUEA AWS RAM
A , HIEE AWS Command Line Interface AWS SDKsfEH AWS RAM API #24E,

MEMEE REBE—284% , AWS Organizations EERAHEBANEA | BEBTHNSEEESR T
ESLAEENFIE, 58, SEESWIMAERAZNEG W EESEFRBEESHLAEENE
HVHE,

Ba AR AWS RAM £# & |, SR#EHE 5 AWS CLI SDK £ AWS RAM AP| 124 , R BEHES
SDKs#E &,

A AWS RAM SRS HBANESE
EZBAWS RAM ( FHERE) PN ETERAS,
5 RELEENESE AWS CLI

£ create-resource-share s

o

BT HABENFTT

EREEEH T e
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BIRFHAREFEZER HAREN IAM EEMFFT AWS RAM,

RMEZREMEA AmazonRoute53RecoveryControlConfigFullAccessZ & IAM B |, LARER
R IAM EREEHANERLAEEFMENTT,

FABET IAM R ABEFTEXEEMN route53-recovery-control -
config:PutResourcePolicy, route53-recovery-control-
config:GetResourcePolicy# route53-recovery-control-
config:DeleteResourcePolicy&F A, PutResourcePolicy#l DeleteResourcePolicyZ{E

BREFATHY IAM BhfE, ERER HAEE , AWS RAM MR EELFF K ERER.

MFE AWS Resource Access Manager £ IAM FRWEFHEF , F2EAWS RAM ( FHEER)
F B AWS Resource Access Manager 2[5 F 1AM,

HOHHAAAES
ECICHAREER  TIEEBANSHENERE !

- BRI2REEREREFERAKANESRS,

- SRETVNEEENALAEETNERHAEFNRE  UEERAEXTEBENIKA,
- BEREBZBRARABEPELTER.

- MRBEEEAAANBEFNEER , UEFEELIMRAANES.

EERCHAASHENLARE  FRERAARBRE, BTLUER AWS RAM £#24 | SiEiB#H
Bt =% AWS CLI SDKs £/ AWS RAM API B 4ER#IT LR E.

5 AWS RAM = ABUHHL ALHEN L ARE

w28 (AWS RAM A EER) PNEFERLE,

EH BUEH BEBAN L AESE AWS CLI

£ F disassociate-resource-share i85

mo HAESE

BAEENMSRETJLUEBRE PHNEAREBILAFESE AWS RAM, BT AER ARC &M
WMEHRAERNVEEEFH AWS CLl,

—RME , FEE—STHRECHANCEHLELANER , F2H AWS Resource Access Manager
(EREER) PNER
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- BERBEE  BuLIER ReRaEm AL BANFEER AWS RAM, MEFMAER , F2HE
BEHEAEIR AWS RAM,

- BAZEE  LULNER eRESHANAEER AWS RAM, WFFHMESR K FSHEE Taid
A&IR AWS RAM,

BREEE , B LR FHEF AWS Management Console , 8 AWS Command Line Interface
BHiL ARC API R{EER , RYUETCEHLAEE,

FRATEAANREHAACHENESE

FEHE AWS Management Console Vi IEAEE L , F2RFBELAME,

£ BB REHALHEENESE AWS CLI

£/ get-resource-policy i t. MRBEEERBE , 0P 2ERBERNMEEEE~R.

BERZ2HEE EREHELHAR K CEELAEIHAR, I BEENEFERVISEERFTENIR
EO

HABENEEMEFA
BEENTH

ERRAMAXBEHENEER AWS IRF , AMERABRNSRETIERETRZFER, 3%
H{EH M EtEIR,

BREEHREE K CXFASHEREY, EENRKRESR, SELEUIMBRSEERINER , HI0EH
EREMZERA, flm, SELIENSREEZINREESE  UBERAZRFINRE,

B, BA L BRESEEcEETSEEMBETRAESNFMET. Flo , BaLER AWS
Command Line Interface AWS SDKs R4 ARC BRERi2R&] AP| /e3R8 B8 BRI SR RE,

NREFEBHASREZUNER , I ATNE IAM FREEEFNEFRTTNAG , WKENIRS
WREA®,

BRENHT

—iRmE  SREVUBYNEAZHER, BhEH, 2280, UARefMEREELARANEEPEY
HEFERERE, ARG ERETERE  TRREA. EXEMRAABETNEEER, flw , 2H
EUUAAMMEELNEHERELNMBRZ KRR,
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SHEEEATHIRS :

- BEEBEERE. BRAIMBRAERSERLRREZIHEFER,

- BEEEERE. BUIBREMIRFERAAEEFEINERNIRHEES  SERBAZHRE,
- BRERZEY, ERFREHABEPHMIRFRINZEHRA,

- SREBZEHAABRENAREHERTHEER , RACEBRESHRTSE

MEmR , SREBZEHARENEREFERFELREES  RABRERASEREERESNE
o T, BEEFETURMERE IAM A€ , REAFHESEARZFHERNTT, AR H#EE
AURTSEERTACHT K F2REREVUFHERZEFEHRREAE , EREECERA BN
AEE.

MREE R AN

ARC FEENFREEXVRESHABNAS, HREEHFTENSHE  BURETEENERE
FHENEH.

MEFHMNEEEAMES , 5528 Amazon Application Recovery Controller (ARC) EEI [ T E)
£ Amazon Application Recovery Controller (ARC).

[

ERAABETREINAEER , SfMATFRAARENSREMELNER , HETABRENH
ERNANESE , flnEhes, MRARARAEEERNEFERESNRESHTENESE  ABEHFE
HECERE AN H AIRF VB,

BRE—STHEEFSN , F2ATIES . ATROERNTRARERLR , HEELHEA , KRR
BEEBREREEE K MOHABRENIRFRZHEE,

122 ) T A i 2B
BERENHESEEHEREHSRFNTERE,

Bl BEREFEHSESRENEGERHES 50 BEE K MAREFE 13 FEEHHR. RE ,
RS HEENE RS 150, FRSIP  SREKSARELRABEETEY 37 EEHIER (B
50-13),

s, MRAABENEMIRS WG ER , BLERF HERT A 50 BRI HRNEEEEE
o
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PR ER IR A AR

BRHEZEHERZELRSE  SERFHRNER. SERENESE  URSER2RAANER. #E
ENERBEBRLNAELERH,

Bl , BERBEEEHSEERENRHEFEES 300 @  MEBEEHPESR 300 ERHEH, R
i, BER2RESUEERES 500, ERSF , SREELEHAABEPELFTNRBAERG,

Z2HRAERE
St FERHEREBENESELSRARBIHTEE.

i, BEEERFERNZERARENEREERES 20, BB HEERILETERS 80, FIR
Pl ARNERENTRESL , SREEHAEENEFERP RS REEEL 20 ALK A

MERBEFRENEE  FSR BRES VR,

£ Amazon Application Recovery Controller (ARC) R 50 8& F1 ES 3= B 42 5

I&AILAE A AWS CloudTrail 7 Amazon Application Recovery Controller (ARC) ARES#RER 2] | LA
o MR =X 30 195 B 5E B HE AR R

&
- f#F 528 ARC API FEI4} AWS CloudTrail

£/ 524% ARC API IO AWS CloudTrail

B2 fRIEES AWS CloudTrail , LLIRFRHEAE, AEH AWS RIFE ARC HERELZ BIfERIED
#. CloudTrail @#& ARC WIFFE APl RIlEEERASEH, HEWEIEERE ARC =AM | 2L
E¥ ARC AP| 2EREN BRI,

MBBEIFER , B LA CloudTrail E4FE3 I E Amazon S3 fZiTH# | 3 ARC WEH,
ENESRABRTEIEY  MATLUER CloudTraill FIRAPNEHE S BHEBRRBTEHS,

A LAfE A CloudTrail FRUREERIE SR , BT ARC IEHMEER. EHERW IP ik, BHFBROA
8. BHERNEE , URHEHMFMAET.

ZEEHE -5 TH CloudTrail , 5528 "AWS CloudTrail fEA&EIERE.
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CloudTrail F#Y ARC &R

BURE AWS IRF B, 88 EERA CloudTrail. EJEEI1E ARC FE4AR | EBHERHE
CloudTrail B4 H , UAREBHEECHPHEAMRE AWS B4, BALE PR, BEENTHRIEN
EH AWS 1RF. MEBFMEEF , FSEREA CloudTrail E4FE £ 528,

EEFERHE PHEH AWSIRFE |, @8 ARC WEH | FBEMEM, RRAEE CloudTrail #% B 55
RRXNE Amazon S3 fEFETE, KFER , ERETEAPETEME  ZEMEEREREMN AWS
Eig, RRECHEAWS DEEFFEEIENENH , W AFERINEEIEEN Amazon S3 FEEET
B8, LbA |, EBTAILARREH M AWS BRTE , SAE— 25 54T CloudTrail B INENEHER I ¥ HHEEIT
B, WEHMER L F2ETIRE :

o BEIBMIHVBLE

+ CloudTrail X EHRENES

+ %7 CloudTrail B9 Amazon SNS &1

« EWZEEER CloudTrail Bi5ERMBWZERFEH CloudTrail BHiEER

CloudTrail €52 #F7E ARC BifE , A EE#KTE Amazon Application Recovery Controller B
Recovery Readiness APl 2Z3§F. Amazon Application Recovery Controller By Recovery
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T# ARC BFSIE=RIER

EMtE—EEHRE  sEEEHUAFERNERARMSRZRIEERN Amazon S3 f#FETEE. CloudTrail B&
*E??@ —HZEAFER, —EEHATARFREMNE—FER , XITSEREBIE. BFRWB PG

5, FBERBEEEHF. CloudTrail BFENIEMRAE API RIUMHEEEREEF , RETFEUMEAESEEIE
f%&fﬁo

T35 HIEE R CloudTrail BFSEE , REREHHEHICreateClusterWEIE,

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/smithj",
"accountId": "111122223333",
"userName": "smithj"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-06-30TQ4:44:41Z"

.
"eventTime": "2021-06-30T04:45:467",
"eventSource": "routeb53-recovery-control-config.amazonaws.com"
"eventName": "CreateCluster",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/2.0.0 Python/3.8.2 Darwin/19.6.0 botocore/2.0.0dev7",
"requestParameters": {
"ClientToken": "12345abcdef-1234-5678-abcd-12345abcdef",
"ClusterName": "XYZCluster"
.

"responseElements": {
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"Cluster": {
"Arn": "arn:aws:route53-recovery-control::012345678901:cluster/abcl23456-
aall-bb22-cc33-abcl23456",
"ClusterArn": "arn:aws:route53-recovery-control::012345678901:cluster/
abcl123456-aall-bb22-cc33-abcl23456",
"Name": "XYZCluster",
"Status": "PENDING"

1,

"requestID": "6090509a-5a97-4be6-8eb6a-7d73example”,
"eventID": "9cabs44ef-0777-41e6-838f-f249example”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "111122223333"

T5|€E IR CloudTrail BFFIER , R AEFIUpdateRoutingControlStateMEE,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/admin/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "admin"
.
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-06-30TQ4:44:41Z"
}
}
},
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"eventTime": "2021-06-30T04:45:467",

"eventSource": "route53-recovery-control-config.amazonaws.com",
"eventName": "UpdateRoutingControl",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/2.0.0 Python/3.8.2 Darwin/19.6.0 botocore/2.0.0dev7",
"requestParameters": {

"RoutingControlName": "XYZRoutingControl3",

"RoutingControlArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb@123456/routingcontrol/
abcdefgl234567"

},
"responseElements": {
"RoutingControl": {
"ControlPanelArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "XYZRoutingControl3",
"Status": "DEPLOYED",

"RoutingControlArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567"

}
1,
"requestID": "6090509a-5a97-4be6-8eb6a-7d73example”,
"eventID": "9cab44ef-0777-41e6-838f-f249example”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

FAREEBRIZEFIHY Identity and Access Management
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« Amazon Application Recovery Controller (ARC) F B 2 #IH 5§ o B B R &5l
» AWS Amazon Application Recovery Controller (ARC) A 3% FHIZHIMY & BR
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£/ IAM 2 BEBER | BUIEEAFRIEBNBENER , UREMERG T RAAREEEE. &
BEESIEBRPEETIR K RASESEMAZEENERAENAR. NETHEE JSON BERHE
RBSFrE s , F2HR (AM EREEE) T8 IAM JSON BETES £,

EERGRBEHN ARC BoRBUEREH , 5528 Amazon Application Recovery Controller (ARC)
H R IR I B 0 B BURE i,

BR 2 A B IR BLBUR
XEEREBE : &

ERBPBERZMINEERN JSON BERXH, BEREBRNSE REFIR IAM B EEEEERMN
Amazon S3 RFATEER, EXEEREBRNEES K BREEESTUEAEMARZHEZEER
R IR

B 12 I A9 BUR B F
XERRBE: R

EESWLER AWS JSON BURRIEEH T AFHAR, tWH2ER , MEERECESRS T I EA
EERAITHLEBIF,

JSON BURHY Action TEHRETUARAFFRIEBBRPEFINEMF, BERBFEY EREEER
Bf AWS API REHERBNER. B -LFIIMRR , AIAURBHERFE AP BENERFFIEE, tF L&
ERERFZBRTNZEESE. ELBANBFERABKEIF,

BEREEABERR THITHBEB BT,

EEEERHEEMN ARC BMEBE |, F2RRKERESZEZFRH Amazon Route 53 B[RRI EEZ
B{EF Amazon Route 53 ER#EE TR EN1E,

ARC FRREHZHNBRBFEEDFEIERTIFE , BURREEEERL AP

route53-recovery-control-config
route53-recovery-cluster

BREE-RAXTEESBEFE  FRERSR. Hl , BT THIERE

"Action": [
"route53-recovery-control-config:actionl",
"route53-recovery-control-config:action2"

]
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AN ERBRTR () RISESEDE, HiI  ZEEEMER Describe XFHAAHE , Ha
L TEIE -

"Action": "route53-recovery-control-config:Describe*"

EERGRAIEHN ARC B0 B BUERE S| , 5528 Amazon Application Recovery Controller (ARC)
IR R FIN 5 5 B BURE S,

ARC WBUEREIR
XEBRER : &

EESWLER AWS JSON BURRIEEH T AFHAR, twpEaR , BMEERE M ERE T o A8
FEER#1T IR B

Resource JSON BUR tEZWIEEEERBEN Y., BRRX4EEE Resource = NotResource
TE, REEEEFEHAE Amazon Resource Name (ARN) RIEEE R, B U HTEEEERER
HENME (BAEREBHRETFT) RIEEM.

HRAIXEERBERFFAINEE (P05 HRE) , FEABRFER () RRTHEEXERARAEER.

"Resource": "*"

ERBRESZS , EAUERT5IE ARC HEANERR :

FEERERBEERE ARNs WiBE , URETEASEERN ARN EENEEF , F2RABRKRE
BEPNTHIEE :
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EEREIT LB F,
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FBARS

=[]

HAERFI AWS CLI 5t AWS API BSERE | BF

B ERBMITZ API BIENBER AT,

RTEREAENAGEERFTFIUSE API
B, MFFMER , F2E (AM EAEER) P ARC ZEBKEE ST

RARBEEREFT. k2,

AR ARC BHZFIHREN TR FEE , BRI T RHBREZEEER

AWS ZEBEKH MEE
BWETORERAE,
EERTEAEEBREE
E , UBRTFHEAERTE ARC BRHZEHERMIRENTETT
{
"Version": "2012-10-17",
"Statement": [
{

iy

"Effect": "Allow",
"Action": [
"route53-recovery-cluster:GetRoutingControlState",
"route53-recovery-cluster:UpdateRoutingControlState",
"route53-recovery-cluster:UpdateRoutingControlStates",

1,

"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:

"Resource": "*"

CreateCluster"”,
CreateControlPanel",
CreateRoutingControl",
CreateSafetyRule",
DeleteCluster",
DeleteControlPanel",
DeleteRoutingControl",
DeleteSafetyRule",
DescribeCluster",
DescribeControlPanel",
DescribeSafetyRule",
DescribeRoutingControl",
ListAssociatedRoute53HealthChecks",
ListClusters",
ListControlPanels",
ListRoutingControls",
ListSafetyRules",
UpdateControlPanel",
UpdateRoutingControl",
UpdateSafetyRule"

\ _J E*ﬁﬂyﬁ

2IERIEEA ARC £ 5 |, 54§ ARC BReadOnly
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"Effect": "Allow",

"Action": [
"route53:GetHealthCheck",
"route53:CreateHealthCheck",
"route53:DeleteHealthCheck",
"route53:ChangeTagsForResource"

]I

"Resource": "*"

g5 . AREEHEHEEN ARC API BEifF

RTRRERAETUGEA ARC AP| BiEREM ARC IRHiRGIERE  BEERHESFEREZTECRAN

APl RERBUR , W TF ATk,
HEEAERZGERN AP RE , FR O T AHBREREFERE

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"route53-recovery-control-config:CreateCluster",

"route53-recovery-control-config:CreateControlPanel”,
"route53-recovery-control-config:CreateRoutingControl",

"route53-recovery-control-config:CreateSafetyRule",
"route53-recovery-control-config:DeleteCluster",

"route53-recovery-control-config:DeleteControlPanel”,
"route53-recovery-control-config:DeleteRoutingControl",

"route53-recovery-control-config:DeleteSafetyRule",
"route53-recovery-control-config:DescribeCluster",

"route53-recovery-control-config:DescribeControlPanel",
"route53-recovery-control-config:DescribeSafetyRule",
"route53-recovery-control-config:DescribeRoutingControl",
"route53-recovery-control-config:GetResourcePolicy",

"route53-recovery-control-config:ListAssociatedRoute53HealthChecks",

"route53-recovery-control-config:ListClusters",

"route53-recovery-control-config:ListControlPanels",
"route53-recovery-control-config:ListRoutingControls",

"route53-recovery-control-config:ListSafetyRules",

"route53-recovery-control-config:ListTagsForResource",

SO MEREEE
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"route53-recovery-control-config:UpdateControlPanel",
"route53-recovery-control-config:UpdateRoutingControl",
"route53-recovery-control-config:UpdateSafetyRule",
"route53-recovery-control-config:TagResource",
"route53-recovery-control-config:UntagResource"

1,

"Resource": "*"

FEEABRERESERNFHE API 7 ARC BRHZHTHTER , Sl , SEHEFIREEFT/ELES
HHBAERE , BZALUEITH ARC IAM BEREZEEZN IAM E£AE.

AllowSafetyRuleOverride AMERTFA , ABBLEREAKBARFHREBNZERA, &
TRETIRIE ) RAIR , TREFEELATH , TRERBXBERNEGRITEBERAPNREERK, flW,
BHEIARFEREFEBREUETHXEER , M-S ELRLRAUAESRNG LERRBREMNE
RYBR IR BRREE . LLRTAI RRHREEEETT API I EM IR IZHNRER  FEEBENLE
BA, MBEFMER  FSRERLZERANENBHTE.

MRECREAN BEEFHERAEREEERTE AP, B ILBEEZSRE , BN TBE
EdAllowSafetyRuleOverridesiMfEEEZE false. EEAFEETERERERA , B
#AllowSafetyRuleOverridesHMERES true,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"route53-recovery-cluster:GetRoutingControlState",
"route53-recovery-cluster:ListRoutingControls"

1,

"Resource": "*"

1,
{

"Effect": "Allow",

"Action": [
"route53-recovery-cluster:UpdateRoutingControlStates",
"route53-recovery-cluster:UpdateRoutingControlState"

1,

"Resource": "*",
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"Condition": {
"Bool": {
"route53-recovery-cluster:AllowSafetyRulesOverrides": "false"

}

}

AWS Amazon Application Recovery Controller (ARC) i HZHIN SEHE

AWS S ERFEEH AWSAWS SERFEEVNEENBIBRESEANSERARMERMET , LES
AT LABRRASEF A iSRG RER &, BHEFAG,

FARCE , AWS RERRASRTERTFTRECEARIINSFEERTT , RAELFTAHAE AWS &
FfEM. RM2BEEREARIEBNESFEERR , WEE-SRDFT,

BT AWS SERRPERNFA. MR AWS B Z AWS EBRPERNA , AIEHSR
ERXREZENAMEIRE D (£AE, FENAE ). AWS ¥ EFH MEBZFH AP RETAR
BRRBE , AWS B TREH AWS ZEH K.

MEFHMES , F2E (AM EREER) P AWS ZEBR.

AWS ZEHE : AmazonRoute53RecoveryControlConfigFullAccess

&AL AmazonRoute53RecoveryControlConfigFullAccess E#EE| IAM B8, WEBXZEF
£ ARC HEAEREFIBEECEENTEBEFZERE, SEHEERIFSEXTSFIERZEFBEREEN IAM
FREMEMERE,

A L BTREFEE HE M Amazon Route 53 BIER ZEUE , HEAERE
2R ARG EERERE, flW, BAUAF T —HSEEENET
A : route53:GetHealthCheck, route53:DeleteHealthCheck.
route53:CreateHealthCheck®l route53:ChangeTagsForResource,

EEMBAMBERNET , F2H (AWS REBRSE) hH

AmazonRoute53RecoveryControlConfigFullAccess.

AWS ZEHBE : AmazonRoute53RecoveryControlConfigReadOnlyAccess

BT L% AmazonRoute53RecoveryControlConfigReadOnlyAccess EIEE| IAM B8, HRE
ERSRAEHNZLRAERNERERR , LLEIEEEA. LBEKRTE ARC REAEREZES
HECHENEEFRE, GEERAERLIEY. ENIMMBREREFHER,
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HEMBMBORNEH , F2H (AWS REBRSE) hH

AmazonRoute53RecoveryControlConfigReadOnlyAccess,

AWS ZEHE : AmazonRoute53RecoveryClusterFullAccess

&AL AmazonRoute53RecoveryClusterFullAccess EiEE IAM B8, LBEREFE ARC
FEAREENTECHENZEFZRE., SHEEZZEEMNHEIBEAEFHREZTBEFEHEN
IAM EAEMHEMBER,

HEMBMBERNEH , F2H (AWS REBRSE) hH

AmazonRoute53RecoveryClusterFullAccess,

AWS ZEBXE : AmazonRoute53RecoveryClusterReadOnlyAccess

B E] LA AmazonRoute53RecoveryClusterReadOnlyAccess E#EE IAM BEE, LBERTF
ARC HESE R FHNEEFIE, SLERAETUEEBEEREGIRE , BEEER,

EEMAUNEERNT , F2R (AWS RERKRSE) 71

AmazonRoute53RecoveryClusterReadOnlyAccess.

BREIEFIN AWS ZEBEREH

mE H R B RIEHE ARC FEEHZESIN AWS ZSEBREMFMER , F2E Amazon Application
Recovery Controller (ARC) B AWS ZEBEEH, MELERSENWEERE , FF551H ARC XHE
$ O EE M RSS HE,

B FR 2 I RV B #R
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B [
300

BEESNRHZHER (ERAREIERF

)

BEZFERNZERAHE 20

1B UpdateRoutingControlStates & #E AL #Y 10
EHEEHEE

BUHEBESRIMEE API FFIUE 3

ARC AV ERERE

#iB Amazon Application Recovery Controller (ARC) FHE gL , BRI LURA THRENEAERXN

ERERCEMEPETER, FARCHET AWS EAEAERAYEVERRER K RESFEER

FEREANWHEEER , 6l AWS EREHE. FENEKBHAEK, A%, EUNEERISEEA ,

ELBFEXELRERERRARNELARSHERNE D, ERERERFINRBERETUSESS
ESEARAESEERIREREESHBERENMREE,

AERPUAE ARC FEVERAENER  BBEBVHAERARANERFANBTS  KRERE
BERERMHEFENGESE. AR, EUUKRSEMBRBERENERER , | ARC TURKERRE
AN BHEEE,

BURFBRER K SUNAERERNERRE. ERERENHYERFRETDRABRAERAREERE
BASENEEES  URREERAEANSTE, RABRNAMERFMAER. WRERTHA,
BRLFERESBEERE , BENERARAELBREE,

/A Important
EREREHNEFERTRARAESMEEBNNTHERERE —BEEA. ERERERE
ARETRENEEELRBERENE  KUTRKBEEREREFALBSHIEREBREN
FEBRIRMF
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fHE2 Amazon Application Recovery Controller (ARC) F Y Z{HRE ?

ARC HHRERESHE (SR—72E ) B AWS HiERE. REEE. RARH , UrRELE
SERNERIRAZE, EEEREUUBANZSELEZR | UEFELATUEASEEXAEEHBENELRE
REMHENSITEERE, BARBERETHEREREEELANBRE—N , BETEHEMMARRE
REBEANBE, i, BEZTHENEARNER , MEES —ARERELIFEAR K E8EEL
REAEHBRERERERE Auto Scaling B,

HREHE , E ARC ERIZIERBRENMEAFR , TAUBBIRSBEAYEHH AR S B S K B EH REREL
TRREBEANEE. EREANE , ZiewERESE R READY, (FIE K ETRUNEHE
FF, REEIRASEEREENEMBRE, )

FE-IRRERMBRE , UEUARECEARANEREE. SEERFENTSEAENSEERH
FEFEMREFNFEER. BE  SUNAREARATHNSEERERERVERS , YR HERER
BEREEVRE. &%  LUUSERERGEERVER  UENSEREE (LZNERAEX )
BRI FR (B4, MESSNTHRES (AZs)) FERNZi#HiRE,

#{HF2E (B READYZR NOT READY) RUERBEEREHEANER  UREREAN—ERAAR
., SESRERBE —HEERL  ARC RESFERAELRAREKREFRNEMR, ERREADYRE
BREERFERINES, TEEHRIBSTIGEER , DALSLBRER , GLleEFERETS
EERNEEET,

FERFIEEERE , ZUEBUTEEAN 2 —REEEERE : £/ EventBridge AWS
Management Console, £ F A ARC API BifE, B A ERTRRETERNEFERE  TF
RERBRHEEENEARSNRHBEREE. FH ARC PWEBIRFZETM , BTSRRI EME LS
— AWS tRF 2 BN E IR,

ERAEEREERRERAREAEL

ARC 2 AR RRERBRZENEARAER , URASEEFHEFARNERRENHEENHT
RFERE. ZieRESHERKEREN AWS WERRE, AR, AWS EBEMBEBER. A AXRiG
BREAEBACERIETREBENESN. ERERETHHERRERRECRBRIRESETER
REBEE,

THEEHRHRBREEFSXNFAES.
ERERENENEARIER

ERERETER  CLABREEAPHEZANRATE , URBCREHEM TR EHSN RSN ARE
BERE, ARCERE (— 28 —X) RELAVEAER , LBRREMENTENSHATHESR,
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ARC BN B E T Amazon EC2 #{TEBEETE. Aurora BRI EAREEN , LAK% Amazon EBS
HEREKX)D, NREERFEELXHERENSE B HEMSHERDNEEER , ARC 26
THAWER , WELSTLUENSHPHNE,

/A Important

EREREHNFERERAEAENARNNTHEARERE —HZEH. ERERETE
ARERENEEERAREBERENE B TRRBEEREREEAXLBEHHBREBEN
FEFR R

EEADFmERD  CESRBEENEFERERERR  ACERBERUEERXY , XERBE
HERETERELRAENAETRE. ARC BEREYFSERA , FHILET FEAKTE T B 70
mE, A, EXBE4HE  SURELEASRENER.

B ERSEREE AWS B TAREE ) vEARRERIEREARINERARE, &
AJLATE EventBridge P A , Not ready AEEEVREMREEES KRIEH, MEFEFHE
T, BESEE ARC R A EERERLE Amazon EventBridge, &t T LAE iR BiEARAE AWS
Management Console , S API 4 , i1 get-recovery-readiness, MEFHMEN , F2
B B APl RE,

EigmENEESR

ARC S ARBREREZENEARAER , URASEELHEAARNERRENEERNIT
B AR A

Bl EEEFETER , EXERERESEANERARE  URKREEMTAERESEFNA
EBERE, ARCEEE (—2# X ) RELHVERER  UBEREHMENSEFASMETHE
#H. ARC BENARETIE Amazon EC2 #ITEIBEETE, Aurora BRI EAREEN , AKX Amazon
EBS WiffE X/, REERETEEATERENETE , B BENFHELRTHNEEE , ARCE
BRATHAFNIEER , UEETLIEMFHPHE,

/A Important
EREREHNFERFRABRAENABNUTREARERE —BREM. ERERERE
ARERENEEERAREERENE  SHTRRBEEREREEAXBEHHBREBEN
FEFR RS
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HEEADFmERD  CESIRBEENEFERERERR  ATERBERUEERXY , XERBE
HRERTERELRENAETRE. ARC BEREYIFSERA , FHILET FEAKTE T B 70
mE, A, EXBE4HE  SURELEASRENER.

B ERBSERTE AWS EERTAREE ) FEARIERIEREAEINERARE, &
AJLATE EventBridge FEM Al , Not ready A EEEREMREBEEL BKRZEH, NFFHE
A, FSHE ARC F AZEREEE Amazon EventBridge, Bt AILUE 8 BIERE AWS
Management Console , SifEH API #24E , 30 get-recovery-readiness, MEFHMEN , FS
B EfBfE APl 21E,

B {5 Bl an {1 B 2 ik RE

ARC it g RBESEEREENTELEERAA , URELHRINERF ARRERBEMRE, ARC
BEHXECBEERERMN—EAA, Bl , ARC BB Amazon Aurora #5. Auto Scaling %
MWEERAFE, FLZERIGEEETINERMEELR  FLAEFERETEBEERNEEER
o

BEEEEIE, REIBREMRASFEHR, T8 , B LLET Amazon CloudWatch /R |, W2
Y EERERERE RN, Hl0 , EA[LAE T BET CloudWatch /R RE$2E Amazon EKS & 28R
% AR IUBEREREZERNEHBRRE,

RO LAER M ERE AWS Management Console i1 A EEEREENFIEEFERR , REBR
ANZEREEZTERENFHENEERBAZEMFRA, SHAUETEHHREZEFERA : ARC FH
ERERA

ERmpEER —ERARK—EERE K SERINERSTXNEREFRRE READYIERNOT
READYFIEER , ERTEERNERETRE. i , BUNEBZEL AR EMBRE, Hlm , &7
DB ERETFERFANERRE , IRBEERFAINRBTENRMREHE (B AWS BEHHT
AEE  RIEREERFENTAME ) .

BEANFERHHERSRACTIATEER , LHUEFERAZRNKHEFERE. ERRAULURESHE
BER, ImEERETNREER , LYEEREE. BRMS , RAUNEESRNT :

- HAEREEREFNEEER , LAEREH,
- MRFAEERERI , MEEREEERES READY,
- MREMBMEREY , ZEREHRES NOT READY , mMEMFEIEE{IA READY,

{5120 : MskClusterState: ¥ & &8 Amazon MSK &£ |, LIFEREER ACTIVE AREE,
- RAESREERETHAMEER , URBEREML,
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- MRERIFH , IEERMBERES READY,
- MREBEMA THEGRY , AIFTEEREERES NOT READY,

Hlam : VpcSubnetCount:REFFEVPC TR , LR EMESHRBEN FHEE.
- FRARRA  RASREERETNIEER , URBRKMS.
- MRBEFALY , BHERERFTE. ERURTANRUEEHRHE — B,

{5140 : ElbV2CheckAzCount: ¥ 2 %@ Network Load Balancer , AR E RiEER — @0 B EHE,
AR BT EEEEHEME,

s, ARC ERERERNENN SR, MREFREENIEAXIEERNRBELE (ERELNE
FENEARE ) REERTHEN , ARCEEDRSEARKNEREE. EEEANERE (RH ). HR
RE , CRZBREABRXFERMEHENANEE,

B LR EEMERERN Amazon EventBridge JBX1 , fltn , EEEEEREREEES RNOT
READY, A% , EAIR4ARETHFE , EventBridge 2EXBHBE , M BETTLUREUSIEENE |, BL
BRAEZVEARIELACHBEY ERFETER. NEFHENR , F2HEARC PEARERERR

Amazon EventBridge,

EiemE, EREVNZREE N —EEF

EGEERE—ZERRERETNEREE, CULEVERE (EBEVEHRERNETIRHER
B ) , % ARC ERFEATREER (THEHR AWS Bl ) FHERDE , UEERERERE,
EREEE2ERERERNEE (40 Network Load Balancer) , B8] LLZ2 DNS B1ZEER , Ll
TERBERRSE,

LEFEARARATSERENEREL —FERENERBRE. BNRBRERE  KUUAHE
VJEE DNS BRERNEeE (EREHERR ) BFRE , ARAERNERER U FHRE®R DNS B
&R

TEEREE=ERER (TARE ) NWEREFESES , SEREFEREE Network Load Balancer
(NLB) #1 Auto Scaling ##8 (ASG).
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I3 = 1 M C I3 T B - I3 T E C
: E _’l‘_ E : :IIIII _)l<_ - : :IIIII l . 2
| EC2 ASG | EC2 ASG | EC2ASG

EW RGP |, BE A =18 Network Load Balancer 23 EREMEfMzE , 5 =18 Auto Scaling &
HEVERENEERE., RE , EUNKERER | ¢ HERBFENESHEERETERRE,

BREVERNRRHEE , SUUMEREFEIERFEANERRERE, FEEETERNBRAER
nﬁﬂ—:ﬁ%ﬁ%ﬁ(ﬁﬁﬁﬁﬂﬂﬁ ARN BEREFHNEBEEREMEY. SUTUAEEVERENRFERERY
TR,

Bltn |, BERE N EREHBM Network Load Balancer #TiEERENRBERER |, KU UEBKEEEER
HEESENLB, HEHIERT , BE4E AZ 1a B9 ARN B AZ 1a 89 NLB Z BB, #5 &9 ARN AZ
1bEd NLB 2B EHAZ 1b , MA§ B9 ARN AZ 1cEE iy NLB I BHAZ 1c. EZA Auto Scaling
HEZEVERERER , £RTHENEE , LTS Auto Scaling FHEERERI ZRERER , KE
iREiEERE S ERE,

BUYEFERER 6 SUIRERCHBEFESHE 6 ERZIBZERCELHE, BHEHETZHE ARCHE
TERBEMEENOT READYRRENBEFEEBRBERFEREN EREADYR EiERRE, RIFER
ERHEE b S8 ARC EXIEMELHE,

IR, EAHEEARXBRINSTER , fi0 DNS BABXRK , EFeRRHHEREERFE
HEFK, Rz, BUNRELHER (EREERK)
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DNS B RERBMHERE : MEEMRR

EiB ARC HJ DNS BEZEEREHFERE , fUUEKERAERANEBNELRHE, EEEENERR
EEEHEREEAEINEEN Amazon Route 53 BEBEE , U ERE M EISABMKMY,

EREMERARIEAZEELS  EEEASIMYEATHEESR AWS BT , F I EART LR B 1 %
M, MRENEABRXTERNBUERINY A ARC EERETURTEEITNEE , LIEMERE , U
it By R AR EL SR M I R T E T R

ARC EEBRABARXTNREFRBENHE (AREBARHELRHEN ) , UREFEREKT
RAEgHEERERE, A&, ARC SR ACREARERPEAEXERNEEES , BHE M2

BERIMVEESRES, flX, MRENREFEEEREEREERS  ERERETUAEZREHTHE
AR EFRNERRA MMM IELRES.

BEBUER , EULUHEREFTEETEE  THESEFETNERYE LR ESNES.

3

EEMHAMER  BALWERENEI DNS BEER , URERENEHRERE, MEFHMAENA ,
287 ARC PEVSREES.

ERERENKBERES

ARC BfeREAHYERAREARACEEUARERHBERE  BERANTHEARXNERRS
EXERIFETER, EREERERETERERSR K URTEEEREFERERTF, T8 , ERLUE
RAEZRrErAEARXNERREEZHEFERERERMNAER , UHEERESKBER XK.

EESBRTHPEE , FREFRERENEGEANESRUEENEFHRERE. EFRER
%, WEBEFRETEBELERE. Hl0  REHEFHREFEUTH Canary RENFSEH KK
#, UK BRE S ERIRERE A READY,

FER , ARC BEMEFRERE— AWS B, XEIAEL (RHM )  LAEPENKBHE , BHE
BEEF RSB , AAURERETRE, NEFMESR  FSEAREHZH N ERNRE FH,
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® Note

Amazon Application Recovery Controller (ARC) RV REREMER —HELEH I, TiB , B
EREERMNAZRADN (RHM ) BE , HkEXAERESE ARC AWS CLI fisHIgESE
B (R#E) BE (EE 8% --region us-west-2), fln , EREIEREMNE
EREEERE,

EigERETH

TERAREAXERBREDENEFEREFE. HEMNFHNERS I EAERFETNRER
(K AWS EH) MERFERE (KATRES ) . EREE (EAENX ) FERRFERE , IREE
wmEE (EE) NEREEE (TRED ) EBIZHEiRE.

Recovery group
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REEEERRARANEINBINREBEEN. ceRBRARXEERNTEABTHEN

A AWS BiRS#, Bl , BEFTERFETTRE—MER , E50RERPIRES —HEE
B BALHEREREENATER  EREEEERXRTARAHEL. BUERFHRAGE
BZERER (ERFEER)  SIWEBRAZs, SEERBEERAR —ERMHTEBEEL.

RBESSWERERFEAP, ERFEARKRCEREREREERRENERAEXIERAESXEH
o CHMERZEMEERNESER , EWEE LKA, Flwn , MREHS—EE us-east-1a H
us-east-1b THEM Web AR , HF us-east-1b BN BB EIRIE | B LUE ARC 451l
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EARXXRTAEMBERFIENEREE . —{87F us-east-1a ¥ , 5 —{E7E us-east-1b A, ER
Bt EELEEIR , AW Route 53 BIERERE,

EIRME R B

ERE ARCHEVEFEREN THE , B EAERBABIFIEEER , 110 Amazon
DynamoDB & #}#. Network Load Balancer 5 DNS B 2% R, ER&EBIF2ERH Amazon
Resource Name (ARN) , ¥& , ¥§/A DNS BE&IR , BlA ARC EE U ERBEEERBBIR.

DNS BE&R

DNS BEZERREAEABEBBME (M DNS BEFANMAS , flBEER AWS HER, 88 &
FRRIZAN AWS | BUREZRM | B4 AR Route 53 EIRFE#% = Network Load Balancer,
ERRM AWS EiRE , ATURSEFHANEBESR  HHEXESEABRANEREM, B
EARCHADNS BEEERBUERE , RAEAEREEVEMRE , WMENSEARINEBE
Z. BEmEtHL2IRE DNS BEEERNERFR , BERERAERH DNS BHEGR,

ERE

EBREE—EEHBZRABEENER , 21 AWS &R, DNS BE&ER, Hli , EEJEEE us-
east-1a PEEH F#E , AL us-east-1b PES —AEH FEHE, EEEREHTEHINERE
BRE , ZUUBUIERMEEETEHSNERE , ARBVERENERREERE. ARC 2FE
BEEDPERNERREE, SHUUMERHEHE  SEREPNEREZAEABRIEINER
BHARZE T RN

EigERA

EiBRAR ARC HHEREF —HEFRATHERK. ARC HHEXERBERENESEEREEM
F-HERHRL, SEKRNHMITE ID MHRA ARC BEE RN HER,

ERERSE

RERESERERAERTWERE , §l20—4E Amazon Aurora #{T{EEE , ARC FERZEER
Big, EREREURIERR , fINAEMHRE, AWS BESEHBE, flin , REEEEM
{E =] A [ 5 #&#% Amazon EC2 Auto Scaling M EBREE , B EEEMEEIR ARNs W&
BRERVEHREERE , 818 Auto Scaling B#EE— 8. A% , ATHRSEREISERE , ARC
EREEEMEREPIRTEBERNGTE.

2R gEE

ERFEESHANFEEFERESSNERTE. ERBRENEETUREREE (RIS
EERAER ) fFFEE (LRRESARTHES ) . RS ARC £2BERNER , FiEERE
HEREASA K REAEFRBEAINHERER. Sl , Route 53 EERERER ARC FHI2HE
R, ARETRBERESHTAE.
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EiEERENERMNEGTEE

EXSERERENLHERR FERAEBEMTINEN. RAEZRCRRETEREHEKEN
HEIEESETAM , MEEXBBATEECARER, — KNS , CESISETRERGIERERNF
HEE , AESHEANIRENAEREDL, ZRIE-X , THRBOENMAERS FEMNERFE
ZBDE, AR A Al BURFE RIS B B R P E B A EE AR ER,

WMEAZH AWS R , EHFTENENTEXERFEREYRE. HAEMEHRELATE , BT
HEHHEN -BMETREN  MESTFHAUSHETAMETREL. ERFEEREEMEKRET
RUEEMEEBEMEMHNE , EES TEURSSEEAERRE MRt A%,

—iRME B FEITREHATEATEDRE , SINEY, EFNRRBEETNER. ERFEEHRR
RO IhEE,

HHEERE , B FEANERTFEBEE— AP, NEREE AP, BERENEREREVAEE
FES (B ) EE (us-west-2), BEfeERGHFTENERNTEAISE , BFSTAM,

MEERFE. BFFEAR 0@ AWS ZERBEUAFESESTHMBEZNFHEER , 528 Amazon
Builders' Library FHEA AT AEHNFEEEEBEE,

£ Amazon Application Recovery Controller (ARC) FiZiCZ B E

BELCARBATNEM AWS EFNETIATE (FREN) . TUFISBERNSELR , B
SHERSSETERNSRNE. SN, SHTELRS  TETERLE. TURRTANES
ARG BREEER,

A LUE ARC B HRE PRI T 5IRR

- BRE
- EREERE

ARC FIH{ESE REEEIR API EA |, HlanfEA AWS CLI,
UTERER E2iEwEHDIZEZHEH AWS CLI,

aws routeb53-recovery-readiness --region us-west-2 create-resource-

set --resource-set-name dynamodb_resource_set --resource-set-type

AWS: :DynamoDB: :Table --resources ReadinessScopes=arn:aws:aws-recovery-
readiness::111122223333:cell/PDXCell,ResourceArn=arn:aws:dynamodb:us-
west-2:111122223333:table/PDX_Table ReadinessScopes=arn:aws:aws-recovery-
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readiness::111122223333:cell/IADCell,ResourceArn=arn:aws:dynamodb:us-
east-1:111122223333:table/IAD_Table --tags Stage=Prod

aws route53-recovery-readiness --region us-west-2 create-readiness-
check --readiness-check-name dynamodb_readiness_check --resource-set-name
dynamodb_resource_set --tags Stage=Prod

MEFMET , 552E (Amazon Application Recovery Controller (ARC) #J Recovery Readiness API
2E15m) P TagResource,

ARC H I EEREEE
BRESENERRE  LEXAE I EEA,
11 ARC FIEEHFINSETEET , HSH ARC EE,

RIENERAERARERELERERF

£ E#& Amazon Application Recovery Controller (ARC) B2 A Z{E AWS [EiFiF AWS HWERRER &
BfEA , FEREARZEERARIUESEN  UEETNER X BERER, AL, BUNAE
ARRXEIEHERE , YR ERHAEHUERRARENETRERE, BETLURE ARC REtE B
BE K THRUXEEMNERAEIERE,

(® Note

NMRECEHTAEERHENERAER  FEREEAEHEBSEFH BB ERETAEREE
R, FRESEBSEHEHERRASHETARHZBEREARR , TEERE.
EERREBRARTEHRIERNTARESR , 5% ARC £ A Elastic Load Balancing 1%
ATBEBESRER, & , EILUER AWS Command Line Interface 5, AWS SDK i 215
H® AP BifE, MEFMENR , F2HEARC P EFHEE,

EEE—STHEMREBEBERVAM , 5528 Amazon Application Recovery Controller (ARC)
N ZEFERAM.

ARC HEFRENREEH

972 EB1E Amazon Application Recovery Controller (ARC) A#11T F IR ERERKEEK,

MEREAESENEX
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#£ Amazon EventBridge FERER Al , AEEREREAREBEERFEEBA |, 04t READYE] NOT
READY, ERKNFEHE K SAURAELHREE , MRREHNEARXNEREENRETRER
H,

& T LARRRE EventBridge RAUIREEBERBEHREREBENEA , 2 FERFE (BRAREHNER
B ). BER (Bl AWS Bl ) SERENERRE,

MEFHMEEN , FSHE ARC P EAEEREEA Amazon EventBridge.
EERE AP| B

TRIMATARERER (ERERE ) W ARC B1E , BURMBEXXHIER,

WME MR £ E RERER API B ENEH] AWS Command Line Interface , FF2 8 i #/
ARC EfgtE AP| 121ER 5] AWS CLI,

B £/ ARC =2 5& £/ ARC API

Eﬁﬁﬁ% nﬁ 2 EE E ARC EFE_L\ E%ﬁ nﬁ £ Eﬂ CreateCell
FMIBR1E R B AH

WS RER 20 EARC HEY, Ef  FHSE GetCell
R 18 R EEAE

I BR R 4E BB £ ARC HEY, Eft  FH2[E DeleteCell
R 18 R B4R

BHRER N/A #5828 UpdateCell

P itk F R REES 2B £ ARC HEY, E3  #F2H[ ListCells
A BRE R B

BAuEREEHA E20 £ ARCHEY, BEHF 5520 CreateRecoveryGroup
M BR1E R B4R

IS EREHH S22 £ ARCHEY, BF 5520 GetRecoveryGroup
M BRE R B

EHEREE E20 £ ARCHEY, BF 5528 UpdateRecoveryGroup
M BRE R BE4E
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52 B CreateResourceSet
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7 ARC &+ , AEARAELATFEREETHNNEREERE, sERERAEANERR

&, BYUEE ARC RERPRE

FEREHNERARRNER , MFELARARABYNER, R,

BUNRERRELELANERERE , Ui ERAGHEARNELARAERFENSENEES

PN

HRMREE—AFENRS K HPEE—EEA WEARER , Simple-Service B BITEXBIRED ( #
St ) B (us-east-1) #i1T. BB AILAEXEIAES ( REE ) & (us-west-2) BIIGEARER

M EIA. HLEHIH , HF

SRR TE

BFEE (R¥M ) BEHERIEFEBERATEE KIZWRE.

WEMSER BFFMEHR AWS CLI
= BBl EfEwE AP BE,

BipmERLBEMBERANERAER, EUERMERETS
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® Note

ARC R—E2ER¥% , XEZERE , AWS EE BESKBERXZE ARC CLI iTHIEESE
BI7EED ( R$E ) EE ( BIEE 88 --region us-west-2), i, B ER , HlE
FHEHEIERERE,

ERMANEAEXAMNF  RASRASEREERNVESRZY —BRFRAK. AR BABRIE
REE  RRTEREBERENRE.

1. BAREFER
1a. B I us-east-1 EFEK.

aws routeb53-recovery-readiness --region us-west-2 create-cell \
--cell-name east-cell

{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/east-cell"”,
"CellName": "east-cell",
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {}
}

1b. B3I us-west-1 FEFEK,

aws routeb3-recovery-readiness --region us-west-2 create-cell \
--cell-name west-cell

{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/west-cell",
"CellName": "west-cell",
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {}
}

1c. RERMEMERFK. BRI 1ist-cells API REEEMREFE.
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aws routeb3-recovery-readiness --region us-west-2 list-cells

{
"Cells": [
{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/east-
cell",
"CellName": "east-cell",
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {}
},
{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/west-
cell",
"CellName": "west-cell"
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {3}
}
]
}

2. BN EREE

BEREER ARC PERERNZ LEER, ERFEARRERARER. EUSRY , RASEYE
FEEHEREZVEEBRARANER  ARFTERMNRIHMEREFRL.

2a. BN BREE,

aws routeb53-recovery-readiness --region us-west-2 create-recovery-group \
--recovery-group-name simple-service-recovery-group \
--cells "arn:aws:route53-recovery-readiness::111122223333:cell/east-cell"\
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"

{

"Cells": [1,

"RecoveryGroupArn": "arn:aws:route53-recovery-readiness::111122223333:recovery-
group/simple-service-recovery-group",

"RecoveryGroupName": "simple-service-recovery-group",

"Tags": {}
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}

2b. (A ) BN list-recovery-groups APl REBENERFEARRCEREIL,

aws route53-recovery-readiness --region us-west-2 list-recovery-groups

{
"RecoveryGroups": [
{

"Cells": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-cell",
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"

1,

"RecoveryGroupArn": "arn:aws:route53-recovery-

readiness::111122223333:recovery-group/simple-service-recovery-group",

"RecoveryGroupName": "simple-service-recovery-group",

"Tags": {}

}
]
}

RERMESERAERANER K RRMFTEEEENER, EARCH , EEERN—HEFRBAER
£, BEREUESMANHEEENER. RMNELBERETNER , BB ERTFHENREBEER
BEE,

3. BVERE

BRRMASimple-ServiceEARXEEIFHME , AEEMA DynamoDB B K, BIE us-east-1
A— 18 DynamoDB ¥¥15 , H7E us-west2 % —ARHR, AFELILRHFEHE  TRISEA
RasnmHEs.

3a. B K BSimple-Service ERARERXERNERE.,

aws routeb53-recovery-readiness --region us-west-2 create-resource-set \

--resource-set-name ImportantInformationTables \

--resource-set-type AWS::DynamoDB::Table \

--resources

ResourceArn="arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2",ReadinessScopes="arn:aws:route53-recovery-readiness::111122223333:cell/
west-cell"

fEF CLI 1R &I 171



Amazon Application Recovery Controller (ARC) HEABEE

ResourceArn="arn:aws:dynamodb:us-west-2:111122223333:table/

TableInUsEastl",ReadinessScopes="arn:aws:route53-recovery-readiness::111122223333:cell/
east-cell"

{
"ResourceSetArn": "arn:aws:route53-recovery-readiness::111122223333:resource-set/
sample-resource-set",
"ResourceSetName": "ImportantInformationTables",
"Resources": [
{

"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"
1)

"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"

},
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEastl"

}
1,
"Tags": {3}

3b. (EA ) BULUELY list-resource-sets API RBFERETTENAST. ESHH AWS
WRENFTEERE, £EE , BUUBIRMRAE—BALEEINERE,

aws routeb3-recovery-readiness --region us-west-2 list-resource-sets

{
"ResourceSets": [
{
"ResourceSetArn": "arn:aws:route53-recovery-
readiness::111122223333:resource-set/ImportantInformationTables",
"ResourceSetName": "ImportantInformationTables",
"Resources": [
{

"ReadinessScopes": [

fEF CLI 1R &I 172



Amazon Application Recovery Controller (ARC)

FMBABER

"arn:aws:route53-recovery-readiness::111122223333:cell/west-

cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
I
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-
cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEastl1l"
}
1,
"Tags": {3}
}
]
H
"ResourceSets": [
{
"ResourceSetArn": "arn:aws:route53-recovery-

readiness::111122223333:resource-set/ImportantInformationTables",
"ResourceSetName": "ImportantInformationTables",
"Resources": [

{
cell"
TableInUsWest2"

I

{

"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-

15
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/

"ReadinessScopes": [
"arn:aws:route53-recovery-

readiness: :&ExampleAWSAccountNol; :cell/east-cell"

TableInUsEastl"
}
1,
"Tags":
}

15
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/

{3

2R CLI R4ER EEHI
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]

B, RMABY TRER,. EREENERSE | W ARC HE M Simple-Service EARRARE, #T
R, RO ELERBEERE , UERERREERHEIEBRHE,

4. B BiERE

EEnteS—HRAERENNERENEREFNESEER. RAEBASEERER, 2
iR , AWS: :DynamoDB: : Table, AWS::EC2::InstanceZEEAFREMKRE, HASREZRNZE
HE K SiEEE, RE (NRTABER ). B (WRTHEER ) MEHHERE,

(® Note

EEERERETEFEAZERNRA , BOULUER get-readiness-check-
resource-status APl , tIZR 5 Frik, EEEE ARC HATERBHEHRBANFE , BFEA
list-rules=i2E ARC FHIF#EFBIEIR, ARC EGHEESEERERSTHEERL
% ; BanEEHRAEE BT,

4a. B ERE WEFERZEImportantinformationTables,

aws routeb53-recovery-readiness --region us-west-2 create-readiness-check \
--readiness-check-name ImportantInformationTableCheck --resource-set-name
ImportantInformationTables

{

"ReadinessCheckArn": "arn:aws:route53-recovery-readiness::111122223333:readiness-
check/ImportantInformationTableCheck",

"ReadinessCheckName": "ImportantInformationTableCheck",

"ResourceSet": "ImportantInformationTables",

"Tags": {3}
}

4b. (EH ) EERBETCKINBAURERE , 1T list-readiness-checks APl, Lt APl &
BERIRFPNERERE.,

aws route53-recovery-readiness --region us-west-2 list-readiness-checks
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{
"ReadinessChecks": [
{
"ReadinessCheckArn": "arn:aws:route53-recovery-
readiness::111122223333:readiness-check/ImportantInformationTableCheck",
"ReadinessCheckName": "ImportantInformationTableCheck",
"ResourceSet": "ImportantInformationTables",
"Tags": {}
}
]
}

5. R iEmE

REZRMERVEARAEESHTEERERE A CEREFERER, SUNENEBREVEAEN
MERERE . ZEERERER (—HER). EERER. RERER (TRAESNEHFHIFR
BER) , URERBEBHR (BERARER ). UTRENSSEERREN G,

5a. ERERHMEMIRE,

aws routeb53-recovery-readiness --region us-west-2 get-readiness-check-status\
--readiness-check-name ImportantInformationTableCheck

"Readiness": "READY",
"Resources": [
{
"LastCheckedTimestamp": "2021-01-07T00:53:39Z",
"Readiness": "READY",
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
.

{
"LastCheckedTimestamp": "2021-01-07T00:53:39Z",

"Readiness": "READY",
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEast2"
]

5b. EREREFEFE - ERNFRRBRE , SRERENSERRAAIRE.
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aws routeb3-recovery-readiness --region us-west-2 get-readiness-check-resource-status \

--readiness-check-name ImportantInformationTableCheck \
--resource-identifier "arn:aws:dynamodb:us-west-2:111122223333:table/

TableInUsWest2"

{"Readiness": "READY",

"Rules":

{

}I

L

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoTableStatus"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoCapacity"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoPeakRcuWcu"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoGSIsPeakRcuWcu"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoGSIsConfig"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoGSIsStatus"

55:

55:

55:

55:

55:

55:

417",

417",

417",

417",

417",

417",
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{

"LastCheckedTimestamp": "2021-01-07T00:55:4172",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoGSIsCapacity"

"LastCheckedTimestamp": "2021-01-07T00:55:417",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoReplicationLatency"

"LastCheckedTimestamp": "2021-01-07T00:55:4172",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoAutoScalingConfiguration"

"LastCheckedTimestamp": "2021-01-07T00:55:417",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoLimits"

5c. F2HEMEFHNERERER.

aws routeb53-recovery-readiness --region us-west-2 get-cell-readiness-summary

--cell-name west-cell

"Readiness": "READY",
"ReadinessChecks": [

{

"Readiness": "READY",
"ReadinessCheckName": "ImportantTableCheck"
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5d. &% A HEEFRHEABRREERARANEREZR.

aws route53-recovery-readiness --region us-west-2 get-recovery-group-readiness-summary

\

--recovery-group-name simple-service-recovery-group

{
"Readiness": "READY",
"ReadinessChecks": [
{
"Readiness": "READY",
"ReadinessCheckName": "ImportantTableCheck"
}
]
}

ERERFANERRSE
ABRPWIEHEEFRENRBRENES , QFRY. EFNMBRELER,
£ ARC FEI, FEXHTHMEREREA

5 R B A RIETE Amazon Application Recovery Controller (ARC) RV ERRER ., CEEHMERZ
BEREFRER , EGEREREERNIEAHRFLINESR  AEAUt—BARERAEREES
—EfFE. BEREENTE—@ AWS EEH AT A ESNERPEIRN Amazon Resource Name
ARNs), &iRA8ER Elastic Load Balancing B & ¥ 88, Auto Scaling B HMEIR. K5 —1&
EFfESNEERERESEATRERTHREENFHER - BFHTHES5. Auto Scaling B
%,

RERAREAEANELR, ARC FNEREREFNHYEHERARIRESEE MR —EEELR
EBEIS —EEL, T8 , CEZXBBRENEZNEFERERERR , REERERRBER KK ,
W BERERASELRFENHTRE.

ERFESRERLER , RELDRERN — AR LEH RN DERRE, EREARTERE
0%, BANBEARRRHERNE ARC £RERSE | JUE ARC BYRREAE—REMKAS
R SR AAE R,

]

. BYEERA
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- EFAMMBRERBEENREERE

B EREE

AP SRRPMAEAE ARC ERELEVERRFE, BE 7T BUAEHEE Amazon Application
Recovery Controller (ARC) £ AR R % fis API 1E , 28 EERE API B1E,

By EREE

1. 1£ BARBX ARC X2 &https://console.aws.amazon.com/route53recovery/home#/dashboard.
BEERERE,

EEREREEL  BEEEY , ARBEEREE

WABERBENER A REBEET S,

BERVYRMER  RAREBEFTER#TS

WARTFENER. fl, MREEXEAD (MRFEEEZILE ) BEARNESR , B LE
25 WREE®. MyApp-us-west-1

7. EEFEGFER  ARVEE_EARERNER, SN, IREEXERE (BEXBE) FELX,
A LB R A WRAFEH MyApp-us-east-2,

8. NRCBEFMERGAEE (EHAATAERTNES ) | BREDE  RBFHLRETE
REWAETE,

9. ELRRARAELRMEMBERERNERFBERR K BEET I,
10. MEAENERFA , RARBERIEREEHE.

S T

SERT MM BR1E R A A M 74

AREP SRR A A EFAMMBREREEAE , UARMBER ARC 124 LNREFE. BE 7 HOARE
Amazon Application Recovery Controller (ARC) B R %4 API 121E , F2E EfEHRE APl R
1E,

ENMEREREE MRS

1. 7 B3R ARC E i &https://console.aws.amazon.com/route53recovery/homet#t/dashboard,
2. EEERBERE,

3. HEREMBEEL , EEEREE

4, FEFRAERRE K FEEDE K AREBEFEEFERAIMEREREE,
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5. WEERRER 6 SUNHEIBRAETRIERFEER.

- FEMEREES  FRENEAETS.
- EEBRFATS  FERERSHNEERERT  EERBRETS.

£ ARC RHEVNEFREERE
AHRUBRBRENSFRENERS , R, EFAMBRESLER,
BUNEREERS

AEFNSRRBPWNAE ARC ERA LBV EFERE, FZ 7 HI{ATHEE Amazon Application
Recovery Controller (ARC) £ B[R % fig API 1E , F2H EEBRE API B1E,

HREHMBHERE  KUURERFERENERE. MEIBKRER , ILFERNEHHE.

BUEERE

1. 1£ BARX ARC X1 &https://console.aws.amazon.com/route53recovery/home#/dashboards
2. EEREREME

3. GERHEEL , BEEV , AREERERE

4. WMARBRENER A EELERENERER  RAREET -5,

5. RENERBEFEERE, ERERTRAELATHEEEN —HER, BETIHP—F .

- ERLEEYNERETNEREYERRBE.
- BAFNERSE

MRGEZFEUMNERE , FRWAHER , AR EEFHNE,
6. HHLETEEELSPNEMEERZ —ERIAL E Amazon Resource Name (ARNs) , AREET

_io
® Tip
WE ARC A EEFRERTEHMN ARN A EHIMFFMENR , 5520 ARC FHERER
1 ARN &3,

7. WMREFEE  FRE ARC RELEHERRETPIENERERNEEANERBRA, REBE
E-F_io
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8. (BEA) #EFRBEERET A EZFENEERFERERVBABNERSTE K ARHHEMEER ARN ,
REFMENTAANRRFEZEREEFR (EAKTAER ), MREEAEXBRER , fim
DNS BRHEE , FFEE2HER (ERTH).

EEEERBREVERNBBEE.

/A Important

HANSRZEZRN  BLAAMERGEHE , UNSEERHENREENBEERRSE
Ao MREHKBUHISR  BEXACTHEEFRBEE SR FREEEFRFENERELR
Bf , ARC R ZERERHERRBFRNRBERBENA,

9. igjg Next (-F_Z’F)o
10. REBRFEELNES K RREFEVERRE,

i BRE B E

1. 7 BB ARC E#E & https://console.aws.amazon.com/route53recovery/home#t/dashboard,
2. EEEREERE.
3. EEEEWE 6 AREBET , BEMER.

BYNRBERSE
—RME , EEEVERE ARV ERRREN -2 , EEEITUASARLERSE, S UiRE

ERERFEIBHRER. 2HPNSRRANME ARC TRELBIYRFEERSE, BZ 7HNOM
& Amazon Application Recovery Controller (ARC) £ i B[R %4& API #1E , 28 EHHE API

BUERE

1. BIRX Route 53 £#4A , #8itA https : //https://console.aws.amazon.com/route53/home,
ERARAEREZFISRET K BEERE,

B4 Create (1),

BAERENER  AREEECSEESTHNERER,

BENIE  ARBMAENEEEZ2EIREHN Amazon Resource Name (ARN),
WHRERTRE  FEERVERE.

L T

ERAARRENERRE ey
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mEEE RS

1. 7£ BB ARC E#E & https://console.aws.amazon.com/route53recovery/homett/dashboard,
2. EEEBERE,

3. EERET , EEHE K AREBERE.

4. ITUTEE—H:

- FERESHBRER  FEEBR.

- FERERMEES  FHEENE , RAREAERN Amazon Resource Name (ARN),
5. BEUUREEERNERSEE , $ERETRANRESELBE  UETERBRE,
6. & Save (A7)

£ ARC AP B2 E (k&

IET LAE T BIE AR Y Amazon Application Recovery Controller (ARC) A& FE AR N ERBREE -

- BREPERNERREERE

BB ERER

- TRAERE® AWS BEHFRAERNFERFS (BARXERX ) BR
- RRAEAREBNERFAEARBR

ZA B RIERESENBEA , B Route 53 T AR HEA ARC CLI in B REIEE[HARE
2E,
L 8 iR R8I A

A LAE A Amazon EventBridge R ESHEREN# BIREEE ARC R , Y BHEBERENEE, W
EHMER , B2 BE ARC FFAEHEMERER Amazon EventBridge,

£ ARC = A EE I B HiREE

THREFRANAE FEREREMRERE AWS Management Console,

1. 7 B3R ARC E i &https://console.aws.amazon.com/route53recovery/home#t/dashboard,
2. EEEREE®RSE.
3. EMBEEMNEREET  RESEEREFE (EAREX ) WERFHEMERE,
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Bt U RS E RIS A B BRI EREE

£/ CLI in BRI AR g
REFLR A AWS CLI S 6| , I AREFEARANERETRRBMRAERARRE.
ERENERE

BRERE (—#HER) BEYNBRERERE,

aws route53-recovery-readiness --region us-west-2 get-readiness-check-
status --readiness-check-name ReadinessCheckName

¥ -ERNERE

EENSEEREGFE-ERNRE  SHECHRENESERFHREAINMRE  BEECEEREZEN
¥R ARN, a0 :

aws routeb53-recovery-readiness --region us-west-2 get-readiness-
check-status --readiness-check-name ReadinessCheckName --resource-arn
"arn:aws:dynamodb:us-west-2:111122223333:table/TableName"

RN R
B RERORE  CREESRTAESE.

aws routeb53-recovery-readiness --region us-west-2 get-cell-readiness-
summary --cell-name CellName

AR EREE
ERRAEXEERFARRNMRE,

aws route53-recovery-readiness --region us-west-2 get-recovery-group-
readiness-summary --recovery-group-name RecoveryGroupName

£ ARC HHUSRIEER

MBELERERNEMRER , Amazon Application Recovery Controller (ARC) AT LAFH L FEFTE X AV 4248
MEEABABER , URHEBUERITNER  WHEEARINEREY, £ ARC PEURKEZEAREIHN
ERBEECE  FREATINSENSEARIEBNER,
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MREEARIEE DNS BEEZER , BELACRHEAEECERER , WERMRBRHEFMANESR, BX
REHMERAR , ARC TLUALRRMEEFMNES. W, WREEm A Amazon Route 53 EIJRFC &KL
Network Load Balancer A BE1ZEER , ARC A iRt R A CAERHEEYREEERESNME
BEH.

2% DNS B RERAY T 5IJIE !

- EIEEBBEERMN Route 53 BRI # L Network Load Balancer.
- BEERFERERTI—EDNS BEEIR,

- BE  ABERTFHREL—E DNS BEER.

- EAEEREK DONS BERERSEA—BERE.

THREFRBAWMMEIL DNS HEER , YENESEARIHNERERS.

MBS EMRBHNER

1. 7£ BB ARC E#E & https://console.aws.amazon.com/route53recovery/homett/dashboard,
2. EEREREERE.

3. HERBEERT  EERARLCEARINEREE.

4. EERBEFEHERAEAR LNEEIIGERL  BENSHERFENERERS.

5

WMRERAKREY DNS BERERRFERE , FEY @ , | ARC JURHRBER., BEFEY
DNS BERE&EIR.

W% DNS BRERNFHMER , 2R ERERET .

6. FERADNS BEREFREVERE K FEVEMHERE. BARBRENER K REETERRERE
HiE#E DNS BEEIR.

7. MABERENERE,
8. WMAERREXNEMY 6 TIE DNS £, TEEH ARN MEE&E D,

® Tip
EEEEEET ARN 18 |, B2E FEEEEHMN ARN #£XARC RV EREE A
ARN &=,
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RNE , EEINBRSEEIISZABM , WIRHE Network Load Balancer ARN S 813 #9 Route 53
BRE#,

9. (EH) £EFREEHERES K BEH DNS HEERZERER  URERHEHE,

10. BEEVERE,

M. B ERBEFHEFAER L  EEIRSEEESR, ARCEEEELER—HER.

RERHEE, A% CTMURERTURNTETRE  UXEEARINEREL.
£ ARC REVBIRF R

RO R E R D BHEZE AWS tRE |, ETALRSEAH UL ERAEARNEEIRE, StHhageEs
OGS RERRMENEH. B 7 HEIE{L Amazon Application Recovery Controller (ARC) A Y %
HERE , B UFERABIIRFRE.

ARC ISR F R E T EH R G M EhAEEERER ., BREIRFRE  BUNUER—EHR AWS tkF
REZUNRZMEAWS tIRFHHNER, EEALEEERCERNESEKRFS , EREPRIRFFIEL
BR. AR PRIRFALAMAKRFHFNEFREYEBRE , TRPRIRFELREBENEHBE
;\RO

(® Note

FERAPEEERAERFRERE, Rz , B ARC API RERERENFEHEIRERE,
AT HBERBER |, AEIRM AWS CLI sn &6,

BREARAE—E RS , AEXEAT (R¥M ) EE (us-west-2) EBEER , MEWE—E tk
F L HEREGEEXERE (MEEEIE ) B (us-east-1) PESRMEIR. ARC AIREE SR
FRE , ft—fEikF us-west-2 EE2REE IR,

Bl , BEREB T AWS 1RF :

. EBEAIPIRS : 999999999999
o EBEEIPRSE : 111111111111

£ us-east-1 tRF (111111111111) &, KA ATEAE us-west-2 IAMIREHH (1B ) EFAEEE
Amazon Resource Name (ARN) , E L ABIRFIRE , LAAFF us-west-2 #RF (999999999999) 77
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HY : arn:aws:iam::999999999999:root. BRI FZERE |, us-west-2 IR AL us-east-1 HEEH
ERFBEERE  YEVEBEREUEERE LHT

THSEHIRPRE —EIRFHNEBEIRFRE. E4AEERER ARC RETHEMER 2 AWS BERR Z{E
HIRF PR BRE RE.

(@ Note

ARC R—E£EHR®E A ZEBZEEFEH AWS HNind , BEUEEAXZH ARC CLI s S HIE
EXEFEE (REE) B (BEESH --region us-west-2),

T %) AWS CLI i BRI E L EHIHIBIRERE -

aws routeb53-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-
account \

create-cross-account-authorization --cross-account-authorization
arn:aws:iam: :999999999999:root

EREFRAWRE , FUTTHIEME:

aws routeb3-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-
account \

delete-cross-account-authorization --cross-account-authorization
arn:aws:iam: :999999999999:root

EEALCRUBIRFRENFIERFREISERSE , 58/ list-cross-account-
authorizationsi®,. x> , BeiffELtmEEM AL, BRER , 8E API BETLIEIRF R
EREREMER , LIHERFERFFIENEZRERNFIEIRS,

aws routeb3-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-
account \
list-cross-account-authorizations

"CrossAccountAuthorizations": [
"arn:aws:iam: :999999999999:root"
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maa R A, ERFEEMN ARNS

A TEERANBANSEZEN , URZENERER | UREHAREIREN Amazon Resource
Name ARNs) &=,

ARC HHRi#E R Bl4EiR

g% Amazon Application Recovery Controller (ARC) X EMNFIEERERNEHRAUER, Z#E
EE ARC XENEREREE | F28 ARC FHNEREHEMN ARN # X,

B A LAE ARC i ASHFEH AP BERERERBIEAR |, 50T

s BER IRAPRGEMBRA  BRETHIBRET  £F84 EREEHEHRA,
- BEEMFH API REHERA |, 5528 ListRules #1E,

ES |
* ARC FHy2{EE 5 A
- EERE EBREERA

ARC RiY 2 (s E 5 Al
AEFH ARC XENESEERBENZREAIE,

ELERHRABRE , BUUBENEPAR S LEREMBTNRESEHEENWNE, BE T HELMNE
ARSI ERERERTTHERSRX , UKk ARC MU ERERENEMFMEN K F2EE
{35 B g R E Z fim ik R

{BERA
ARC ERUTBERAIREZER,

Amazon API Gateway £ 1 WP ER

« ApiGwV1ApiKeyCount : 88EFTHE API Gateway FEEX , LR T EEHEEZNWHEREE API
!,

 ApiGwV1ApiKeySource : BEFTH APl Gateway PEER , LR EMEGHEN BAPI Key
Source,

« ApiGwV1BasePath : EFTH AP| Gateway BEER , LR ECMEETMHENERERE,
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+ ApiGwV1BinaryMediaTypes : & FiE AP| Gateway FEE , IR M EMREN Z A HE
|,
« ApiGwV1CacheClusterEnabled : #ZFiH API Gateway PEEX , LAFE{RFTE #BCache
Cluster2R A , RERA.

« ApiGwV1CacheClusterSize : ®&EFTH APl Gateway BEE , AR EMEEHEEM Cache
Cluster Size, MREEFEERAKX , AHMESERLRS "RME.L .

« ApiGwV1CacheClusterStatus : 8 ZF5 API Gateway PEER , LABE{R Cache Cluster BRAT
FAAREE,

« ApiGwV1DisableExecuteApiEndpoint : B EFTE AP| Gateway BEER , LAFERFT B PEEX
#BExecute API EndpointZfFZH , Hi&HE.

« ApiGwV1DomainName : ®BZEFTHA API Gateway EER , LR EMEZDERNEEERE.

« ApiGwV1EndpointConfiguration : #ZFf AP| Gateway BEE , LR EMEEEZEEHEHRE
FRRERY A,

« ApiGwV1EndpointDomainNameStatus : 2 ZFiH API Gateway BEER , IR HEFZENRAEER
AR AAREE,

« ApiGwV1MethodSettings : B ZEFTA AP| Gateway FEER , LA RH EFEHER EMethod
Settings.

« ApiGwV1MutualTIsAuthentication : 82 &E P API Gateway FEE; , SIFRRH E B HE/
{EMutual TLS Authentication.

 ApiGwV1Policy : B EFHE API Gateway FEE , IFBRFTE MRS BRERFEA API BIREUR , &,

- ApiGwV1RegionalDomainName : & API Gateway FEER , R EMELZEHENESE
WBEEE, 5 AT EZERERE,

« ApiGwV1ResourceMethodConfigs : & FTE AP| Gateway FEEX , LEEREMEFHLUNEIR
P/ , IEMHEEMNAERE,

- ApiGwV1SecurityPolicy : & FTHE APl Gateway B , IR EEHER ESecurity
Policy.

 ApiGwV1Quotas : REFTH API Gateway B#H , AR HEAFS Service Quotas EEMELEE ( R
&) o

« ApiGwV1UsagePlans : 82 FfH API Gateway BEER , UHEREfIUsage PlansAtHEIHIAERE
EEE,

Amazon API| Gateway 5 2 WP ER

« ApiGwV2ApiKeySelectionExpression : & FTH AP| Gateway PEEX , BREMEEHEEHN
fEAPI Key Selection Expression.
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- ApiGwV2ApiMappingSelectionExpression : ¥8E A API Gateway FEEX , LR HEEAHEN

fEAPI Mapping Selection Expression,

« ApiGwV2CorsConfiguration : #ZFfH AP| Gateway BEER , LR T EHHEHR CORS HES

fERE,
« ApiGwV2DomainName : B Z&EFHA API Gateway EER , LR EMERZZHRNAEERE.

« ApiGwV2DomainNameStatus : #ZFfHE AP| Gateway FEE , LIERMBEHZBER I AREE,
 ApiGwV2EndpointType : ¥ ZEFfA API Gateway FEER , R EMESHEEBEMN EEndpoint

Typeo

« ApiGwV2Quotas : #EFTHE AP| Gateway Bi#l , IR EAFE Service Quotas EEMELEE ( R

#) o

« ApiGwV2MutualTIsAuthentication : 82 &EFiE AP| Gateway FEE: , SIFEREMEBMHEHN
fEMutual TLS Authentication.

« ApiGwV2ProtocolType : EFTA API Gateway FEER , LR EFEEHER EProtocol

Typeo

« ApiGwV2RouteConfigs : MZEFTHE AP| Gateway FEE , IR © 11 2B HH [ 4E A& A A8 [E 3% F PR

E.

« ApiGwV2RouteSelectionExpression : #8EFTHE API Gateway PEE , LHEREEEMEHN
{ERoute Selection Expression,

« ApiGwV2RouteSettings : MZEFTHE APl Gateway B , LIFERECMEEMHER EDefault
Route Settings,

« ApiGwV2SecurityPolicy : 82 & FiE API Gateway PEER , IFERHEEBHEM ESecurity
Policy,

« ApiGwV2StageVariables : #EFTH AP| Gateway FEER , LR ECMAREH KR Stage
Variables#8[E,

« ApiGwV2ThrottlingBurstLimit : 82&F7H AP| Gateway FEER , IR EMEFMEHN
fEThrottling Burst Limit,

« ApiGwV2ThrottlingRateLimit : #ZFTH AP| Gateway BEEk , LR ECFEEHEER/Y
{EThrottling Rate Limit,

Amazon Aurora # 5
* RdsClusterStatus : & &8 Aurora 5 , UFRARHAMRESR AVAILABLESK BACKING-UP,
 RdsEngineMode : &EPTE Aurora #£5 , UHERHEEEHEH EEngine Mode,
* RdsEngineVersion : #88EFTH Aurora &5 , AR EH EBEMEER EMajor Version,

AR, ERBEERM ARNS
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* RdsGlobalReplicaLag : #E&{# Aurora &% , SIEEAHEE DR 30 ¥Global Replica

LagEI‘J )
 RdsNormalizedCapacity : EFTH Aurora &£ , MR EMANEELCRETERERTRAEN
15% W,

- RdslInstanceType : EFTHE Aurora 5 , UEREMEFHENHTEEEER,
« RdsQuotas : REFTHE Aurora E5 , LUBREPIRFS Service Quotas EEWELZE ( BRE ) -
Auto Scaling &8
« AsgMinSizeAndMaxSize : BEFTA Auto Scaling ###f , IR HEEGHERN RN IHRKEHEK
No
+ AsgAZCount : ®EFFA Auto Scaling ###f , IR ECMEEHBEEEN AR,

- AsglnstanceTypes : @ZEFTH Auto Scaling B , UERHEEFMHENHTEBER, 5 . 1t
RATEFEREMBMRE,
« AsglnstanceSizes : &P Auto Scaling Bl , UERHEEGSHEMNHTEE K/,
« AsgNormalizedCapacity : ¥ Z&EFfH Auto Scaling B4l , UREREEEERETRKE 15% A
BENBE,
- AsgQuotas : BREFTH Auto Scaling Bl , LAFERAF S Service Quotas BIEMELRE ( BRH ) o
CloudWatch &7

« CloudWatchAlarmState : #:2 CloudWatch /R , LB ESEE REKREN ALARME
INSUFFICIENT_DATA AREE,

EFRE
- CustomerGatewaylpAddress : @EFMEZFFHIE , MBREMEGHEEMN IP tbit,
- CustomerGatewayState : MEZFHE , AERSEREZHER AVAILABLE REE,
- CustomerGatewayVPNType : @REMEZFHE , MBREMEEHERN VPN HE,
DNS target resources

- DnsTargetResourceHostedZoneConfigurationRule : #2Z&FiE DNS BZ&R , UERECMES
FEM Amazon Route 53 FEE B ID , MESEFEEREAIRMEN. EE : KRAUTERE
B {Eik e,

- DnsTargetResourceRecordSetConfigurationRule : 8 & FiE DNS BZ& R , LERECMHEEHE
R ERICHFRIMFERE (TTL) , B TTLs MARZER 300,

- DnsTargetResourceRoutingRule : & ELf & & RC#KEMEIBIR B E DNS BEEIR , MRER
BARERHIEZERLREN DNS B, T2 LHRATEFERENRE,
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- DnsTargetResourceHealthCheckRule : 82 ZFiE DNS B EER , URBRFREFREREEEE R
BEHERCHKEMEA  SATSER, IE  LRATSHREERBRE,

Amazon DynamoDB & ¥}&

« DynamoConfiguration : 8#Z&FfH& DynamoDB &%k , MR CMEEMHEN£&. Bit. R
85 3 1N 28 A SR TR AR AE
« DynamoTableStatus : & &8 DynamoDB &% , IR HEAMEESE ACTIVE,

- DynamoCapacity : #ZEFH DynamoDB Efl%k , MERHMAENENRENEARETERE
hEE LRI 20% Ao

 DynamoPeakRcuWcu : #&E&{E DynamoDB £k , BRAHEEMERKRERELUNRERE |
DRRHENEE,

« DynamoGsiPeakRcuWecu : & & DynamoDB Efl%k , BAHEAHHEMERNRBEUNRK
ENANBARE , URBRRHENEE,

« DynamoGsiConfig : EE B LIBXERSIWFTE DynamoDB Bk , UBRRERREAER
WERE|, R5|BEBERNERE,

 DynamoGsiStatus : @EEF LR ER5|IHWFTE DynamoDB Bk , MERLFRERSIE
A& ACTIVE &,

« DynamoGsiCapacity : BEEE LR EZR5|HWFTE DynamoDB Bk , UERERKEHE
GSI ENAEN GSI EARE , BHAEREREPHRABEN 20% Ko

- DynamoReplicationLatency : REFIEBR£HER KA DynamoDB ERlk , LHEREMES
HENERILE,

- DynamoAutoScalingConfiguration : #Z& A E&A Auto Scaling #J DynamoDB E#lfk , LAHE
REMEEHENSR)D. EANBEERNBEARTE,

- DynamoQuotas : & FiH DynamoDB E#l%k , LR EMRE Service Quotas BN ELRE
(BRI ) o

Elastic Load Balancing ( E# & ¥ %325 )
« EIbV1CheckAzCount : #Z &1 Classic Load Balancer , AR E REZED —ETHAEE, *
E . HRATEZERERE,
« ElbV1Anylnstances : #ZFf4& Classic Load Balancer , AR EMELE —E EC2 HITEE.

« ElbV1AnylnstancesHealthy : #2Ff# Classic Load Balancer , IR EMEALH — BB RE
RIFH EC2 #1T1E,

« EIbV1Scheme : & FH Classic Load Balancer , AR EMEEHENEHFHEHE,

« ElbV1HealthCheckThreshold : #Z & Classic Load Balancer , AR E M E G HEHE/ER
REERERE,
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« ElbV1HealthCheckinterval : # 2 FfA Classic Load Balancer , LAFERE I EEHERE/EARRE
*ﬁﬁFﬂﬁBE{Eo

« ElbV1CrossZoneRoutingEnabled : #Z&Ff& Classic Load Balancer , LAFER EfI 2B HRE#Y B
213 & & P #{8 (ENABLED = DISABLED),

- ElbV1AccessLogsEnabledAttribute : 2 Z&FfH Classic Load Balancer , AR EMEEHEHN
#H B 558 (ENABLED = DISABLED),

- ElbV1ConnectionDrainingEnabledAttribute : #Z&FfH Classic Load Balancer , AHREMER
HHEIRYEREFERE (ENABLED = DISABLED),

« ElbV1ConnectionDrainingTimeoutAttribute : 8 & FfA& Classic Load Balancer , AR EMER
HENERERREFE,

« ElbV1IdleTimeoutAttribute : & FfA Classic Load Balancer , AR T EGHBEN EERE
=8

« ElIbV1ProvisionedCapacityLcuCount : &2 LCU X 10 BIFTA Classic Load Balancer , 3
BREMUREREFMHESRS LCU W 20% A,

» ElbV1ProvisionedCapacityStatus : #2#& & 1# Classic Load Balancer DI iEZRE/RAE | LIFER
H 3% %6 DISABLED = PENDING K&,

Amazon EBS R =

+ EbsVolumeEncryption : @ &EFTEEBSHEE , iR EMEGHEEM INZEE (ENABLED =
DISABLED),

« EbsVolumeEncryptionDefault : ##EFTEEBSHIRE , UBEAHEREGHERNMNEE
(ENABLED s DISABLED).

« EbsVolumelops : R&EFTEEBSHKRE , LEATMEEMHRBNSH & A /& L IRME (IOPS),
- EbsVolumeKmsKeyld : @ EFFEEBSHIRE , UEAREMEEHRTERE AWS KMS £18 ID.

- EbsVolumeMultiAttach : B EFTEEBSHITRIE , SAFE{R ZiE#: (ENABLED =% DISABLED) E5 4§
Eil:oRI=

+ EbsVolumeQuotas : BEFTEEBSHIRE , LAFERAFS Service Quotas X EMELEE ( BRH ) o
 EbsVolumeSize : @EFTBEBSHIRE , AERTCMEGHEBMN ATREEUADN,
- EbsVolumeState : MEFTHEBSHEKE , LEARTMESHRNEEEMRE,
- EbsVolumeType : REFMEEBSHIRE , UMBEAECMEEMENHEEFRE,
AWS Lambda B

« LambdaMemorySize : & FiH Lambda E¥ , URRECMEEHENERER AN, IRHEP—
BEciRERE , AHMERESETRA NOT READY,
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LambdaFunctionTimeout : ##&EFTH Lambda K , LEARCMHEGHEEHNRIFE, IREEE
B, AIEMESES A NOT READY,

LambdaFunctionRuntime : #Z 7 Lambda & , LR EMEEHBEMNATRRE.
LambdaFunctionReservedConcurrentExecutions : ¥ 2 A Lambda ¥ , LEREMEER

tHEM {EReserved Concurrent Executions. MEREBEERA , AIEMESEIZS NOT
READY,

LambdaFunctionDeadLetterConfig : #2&FfH Lambda BKE , UEREMEEDead Letter
ConfigE& , XWARER.,
LambdaFunctionProvisionedConcurrencyConfig : 8 Z A Lambda ¥ , LR EMEEMEE

# fBProvisioned Concurrency,

LambdaFunctionSecurityGroupCount : 8 &EFfA Lambda ¥ , LR M EGHEHN
{ESecurity Groups.

LambdaFunctionSubnetldCount : #&Ff4& Lambda K& , UEREMEEHEH ESubnet
IdSo

LambdaFunctionEventSourceMappingMatch : BZEFFHE Lambda B , LB RFIEIZE
#Event Source Mapping BHEEM 2B,

LambdaFunctionLimitsRule : & /148 Lambda & , AR EFIFSE Service Quotas BIEH
EiXE (PR#l) .

Network Load Balancer #1 Application Load Balancer

ElbV2CheckAzCount : #2418 Network Load Balancer , LAFER E REED —ETBEHE, 5+
B RATEREEMERRE,

ElbV2TargetGroupsCanServeTraffic : #Z& &8 Network Load Balancer F Application Load
Balancer , AERHEEDHE —EE/EARRE R IFH Amazon EC2 #1TEEE.

ElbV2State : #Z& & 1@ Network Load Balancer # Application Load Balancer , LAFEREE R
ACTIVE #RE&,

ElbV2IpAddressType : ¥&FTH Network Load Balancer F Application Load Balancer , SATE{R
eMEEMHEEN IP b 3HA,

ElbV2Scheme : #&Fi& Network Load Balancer 1 Application Load Balancer , SLfER &
BHEENEBER.

ElbV2Type : 8#&FTH Network Load Balancer #1 Application Load Balancer , AR EMEHR
HENEE,

ElbV2S3LogsEnabled : #&FTH& Network Load Balancer # Application Load Balancer , LAf#
REMEBHEMN Amazon S3 fIAREFFE A FE{E (ENABLED = DISABLED).
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ElbV2DeletionProtection : ¥ & FfH& Network Load Balancer # Application Load Balancer , LA
BReMESHBNMERRZE (ENABLED = DISABLED),

ElbV2ldleTimeoutSeconds : # & FH Network Load Balancer # Application Load Balancer |,
DReMERERBYRESMHERERNE.

ElbV2HttpDroplnvalidHeaders : #Z&F& Network Load Balancer 1 Application Load
Balancer , AfERE BB/ HTTP HBREMRERE,

ElbV2Http2Enabled : #Z A Network Load Balancer 1 Application Load Balancer , LAFE{R
HEAMEN HTTP2 & (ENABLED 5 DISABLED).

ElbV2CrossZoneEnabled : & FiH Network Load Balancer # Application Load Balancer , LA
BReEMEESHERNE EES & F%E (ENABLED = DISABLED),

ElbV2ProvisionedCapacityLcuCount : &% LCU KR 10 WFTHE Network Load Balancer 1
Application Load Balancer , AR EMUREREFMHERS LCU B 20% A,

ElbV2ProvisionedCapacityEnabled : #&FiE Network Load Balancer H Application Load
Balancer fi 2 B EiREE , SAFE{RHEZHE DISABLED = PENDING KY{E.

Amazon MSK #&

MskClusterClientSubnet : E & MSK &5 , LEREREMERR B =EA Fix 785K,
MskClusterlnstanceType : BEFTHE MSK &£ , SIBRATCMEBMHEEHN Amazon EC2 #1T{E
¥R,

MskClusterSecurityGroups : 8 &EFiE MSK #£ , LR MEEHEN T EH,
MskClusterStoragelnfo : #8EFIE MSK 5% , UK TMEEHEHN EBS EFHEEKX /N, W
REBEERKX , AHMGESERES "KR#E .

MskClusterACMCertificate : 8 &EFTE MSK & , LUEEREMEGHENAFIRIRERFE ARNs

== oo

BE.

MskClusterServerProperties : 88 ZFE MSK 5% , IERHEEEHEMN ECurrent Broker
Software Info.

MskClusterKafkaVersion : #2ZrfHE MSK ££ , UEREMEBHEM Kafka R4,

MskClusterEncryptioninTransitinCluster : 88&FTHE MSK #5 , LUBRRAHEEFMHEREN
fEEncryption In Transit In Cluster,

MskClusterEncryptionInClientBroker : & FTE MSK #5£ , UHEARHEEFAMEHN
{EEncryption In Transit Client Broker,

MskClusterEnhancedMonitoring : & A MSK 5% , UBEAHEBHERN EEnhanced
Monitoringe.
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MskClusterOpenMonitoringIndmx : & fE MSK 5 , UBEAREEFHEH EOpen
Monitoring JMX Exporter,

MskClusterOpenMonitoringInNode : B &EPTE MSK #5& , UBEAHEEGHEH & Open
Monitoring Not Exporter.

MskClusterLoggingInS3 : & A MSK 5 , UEREEEFMHEHN EIs Logging in S3,

MskClusterLoggingInFirehose : #8&FfHE MSK £5& , UBERKREEFEMEEMN EIs Logging In
Firehose,

MskClusterLoggingInCloudWatch : 88 & rTE MSK #5£ , URRAEEGHEREMN BIs Logging
Available In CloudWatch Logs.

MskClusterNumberOfBrokerNodes : #&EffE MSK #5% , IR EEESHEER ENumber of
Broker Nodes, MIREFEEERK , AEMESERLRS "RIE. -

MskClusterState : @E&{E MSK #5 , UBEREER ACTIVE ikiE,

MskClusterLimitsRule : #Z&EFfH Lambda EKE , LR EMARFS Service Quotas EE R ELEE
(BR#E ) o

Amazon Route 53 B{ERERE

R53HealthCheckType : 88 & & 1B Route 53 BEMRERE , LIBERECT2EE CALCULATED,
BriEmEH2MEEEE,

R53HealthCheckDisabled : ¥ & &{# Route 53 E{EREMRE | LUERE R A DISABLED ik
7E,

R53HealthCheckStatus : #Z & {@ Route 53 EEiRERZE , UBFEEEEKINAREE,

R53HealthCheckRequestinterval : 8 Z&EFfH Route 53 :EEMRERE | LERCHHBEEHEHN
fERequest Interval,

R53HealthCheckFailureThreshold : #Z&FfA Route 53 :&{EifEME , LIEERTCHHEEHEE
B {8 Failure Threshold.

R53HealthCheckEnableSNI : 88 & fTH Route 53 EERERE LA CHHFEEHERN &
Enable SNI.

R53HealthCheckSearchString : ZEFE Route 53 :Z{EREHRE | LRATCHHEEHEEN &
Search String.

R53HealthCheckRegions : #Z&EFfA Route 53 EERERE , UBERCMHEHEBEH AWS E
HEE

R53HealthCheckMeasureLatency : &P Route 53 BERERE , IR CMEEEHEE
B {BMeasure Latencyo
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« R53HealthChecklInsufficientDataHealthStatus : #ZFrH Route 53 E{EMRERE | UEREM
HEFHEMN EInsufficient Data Health Status.

« R53HealthCheckinverted : #ZFf& Route 53 B/EiERE , LLIEREMSIRE , SieBx
R,

« R53HealthCheckResourcePath : #ZfTHE Route 53 EERERE , UERECMHHEEHEHEN
{EResource Path,

« R53HealthCheckCloudWatchAlarm : #&EFfHE Route 53 EEMRERE , LAFE{RE LA RIHHEY

CloudWatch /R EBHEEINREMERE,
Amazon SNS 5T B

« SnsSubscriptionProtocol : 8 &FTHE SNS 18 , URREEGHERMNERGE.

+ SnsSubscriptionSqsLambdaEndpoint : & E%& Lambda =X SQS wEHIFTE SNS 5TR) , LARE
REMEETENIRKER,

* SnsSubscriptionNonAwsEndpoint : B&EFTEEBIEAWS RIEHHFERA SNS TR , fINEF
B4, URRITEEGHEEN R,

- SnsSubscriptionPendingConfirmation : #Z&ErTHE SNS FTB , UEREMEEHERN FE-R
=

- SnsSubscriptionDeliveryPolicy : 88 & B EA HTTP/S B SNS 5TR , UBEARTCMESHEREHN
'Effective Delivery Period' &,

« SnsSubscriptionRawMessageDelivery : ®#&FTH SNS ;1B , LAEREMEEHEBEHN 'Raw
Message Delivery' &,

- SnsSubscriptionFilter : #Z&FfH SNS 5T , SBEATCMHEEMHEREH Fiter Policy' .

- SnsSubscriptionRedrivePolicy : 8 & FrHE SNS ;T8 , AR EMEBHEH 'Redrive Policy'
=

- SnsSubscriptionEndpointEnabled : #Z&ffH SNS ;T , UBEATMESMHEREH 'Endpoint
Enabled' B,

« SnsSubscriptionLambdaEndpointValid : #Z EH Lambda in ZBHIFTA SNS 5TE , LUFERE
BEBBMH Lambda imE:,

- SnsSubscriptionSgsEndpointValidRule : 8 EFTE £ A SQS wmEHK SNS ;TR , LURERTMES
BN SQS B
« SnsSubscriptionQuotas : #&EFTAE SNS ;T , LLHERESRFS Service Quotas BEIEMNELEE ( R
&) o
Amazon SNS &
« SnsTopicDisplayName : #2Z&Ff SNS £ , LR HEEMHRBEM EDisplay Name,

PMAERA, EREEM ARNS 196



Amazon Application Recovery Controller (ARC) HEABEE

- SnsTopicDeliveryPolicy : ##ZE &8 HTTPS ;TEEMMAE SNS =& , UEReMEGHEN
EffectiveDeliveryPolicy,

« SnsTopicSubscription : EFFHE SNS X , UERESEEAHBENTREREMERE.

 SnsTopicAwsKmsKey : BEFTHE SNS & , UEARMEEZERRETMAEEEE AWS KMS
X

- SnsTopicQuotas : B&EPTHE SNS =& , LIHERESRS Service Quotas EEMELZE ( BRF ) o

Amazon SQS 175
« SgsQueueType : MEFTE SQS 175 , UEREMHF R WHEREType,
- SqgsQueueDelaySeconds : #EFFE SQS 7% , LR ECMEEEMHEEN EDelay

Seconds,

- SgsQueueMaximumMessageSize : #EFTE SQS 175 , UERCMHEBEEHEEH EMaximum
Message Size,

- SgsQueueMessageRetentionPeriod : EFTA SQS 175 , LERKRCMEABEEHEEN
{EMessage Retention Period,

« SgsQueueReceiveMessageWaitTimeSeconds : B &EFTA SQS 75 , LR CHHEAHEEMN
fEReceive Message Wait Time Seconds.

- SqgsQueueRedrivePolicyMaxReceiveCount : ®&EFIA SQS 175 , LR CHHEEHERMN
fERedrive Policy Max Receive Count,

« SqgsQueueVisibilityTimeout : 8 &EFFHE SQS 173 , UBREAECMHBEEHBEM EVisibility
Timeout,

- SgsQueueContentBasedDeduplication : EFFHE SQS 175 , UBRRCMEHEFHRL
fEContent-Based Deduplication,

- SgsQueueQuotas : BEFTE SQS 175 , LHEREFMRFSE Service Quotas EEMNERE ( R
#) o

Amazon VPCs
» VpcCidrBlock : &P E VPCs , ARREMEMEEHER CIDR EHRBE K/ME

« VpcCidrBlocksSameProtocolVersion : @& EFHH[E CIDR E#RIFTE VPCs , UBRHEAFM
[ B 48 B 4 % B T 08 AL 10 B R A MR AR (B

« VpcCidrBlocksStatelnAssociationSets : &P VPCs WFTHE CIDR EHREBiE , LHEEREM
AR ASSOCIATED #AREER) CIDR [E#,

- Vpclpv6CidrBlocksStatelnAssociationSets : 8 &FfH VPCs BFTHE CIDR EHREHBHE , UHER
CHEHEHESEIR CIDR B,
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VpcCidrBlocksInAssociationSets : #Z&EFTH VPCs KIFTE CIDR EREEE , SIREHE K/E
Ei

Vpclpv6CidrBlocksIinAssociationSets : &EFiH VPCs BFfE IPv6 CIDR [EHREIHHE , SAFRR
e KX/ EES

VpcState : EZE VPC UBREERN AVAILABLE AR7E,

VpclnstanceTenancy : ®EFIHE VPCs , R EMBEEHREMN EInstance Tenancy,
VpclsDefault : &EFTA VPCs , SEHFAHEEHRMN { Is Default.

VpcSubnetState : ESE VPC F#83% , UBRHEER 7 AikEE,

VpcSubnetAvailablelpAddressCount : 8 & & 1E VPC F#EE , UBREAETAN IP thiutFHE AR
-

T= O

VpcSubnetCount : B&EFTE VPC T8 , UEATHEGHREBEN FH5%,
VpcQuotas : BEFTE VPC F#BEE , LR EFIRFS Service Quotas BIEMELZE ( BRHI ) -

AWS VPN E#R

VpnConnectionsRouteCount : 88 &FiE VPN B , LR MELE —ERA , URMEENEE
EHE&EO

VpnConnectionsEnableAcceleration : 82 &FFH VPN &R , LEREEGHEM EEnable
Accelerations,

VpnConnectionsStaticRoutesOnly : & A VPN ER , UEARHEEFMEERN & Static
Routes Only.

VpnConnectionsCategory : 8 &rfE VPN E#R , UBRKREMNVERA VPN,

VpnConnectionsCustomerConfiguration : 88 &F7HE VPN Bk , UEREEGHERE
fECustomer Gateway Configuration,

VpnConnectionsCustomerGatewayld : & &{E VPN E# , URRHEEEEFHE
VpnConnectionsRoutesState : #ZFTHE VPN E#R , UHERTFIER AVAILABLE HREE,
VpnConnectionsVgwTelemetryStatus : &8 {# VPN E# , JHERKRHE VGW ik&&A UP,

VpnConnectionsVgwTelemetrylpAddress : &8 {E VPN Ei% , UEKREE VGW EREHET
EHISAED 1Ptk

VpnConnectionsTunnelOptions : 8 &FTE VPN B , LKA cMEEMHENEERE,
VpnConnectionsRoutesCidr : 88 & A VPN E#R , LEARTMEEHEREN B K it CIDR B,

VpnConnectionsinstanceType : Z&EFTE VPN E# , UERECMEFHBEMN Instance
Typeo
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AWS VPN &
- VpnGatewayState : & FTHE VPN BiE , SRR AEER O] AikEE,
+ VpnGatewayAsn : ®&EFFE VPN FE , LERECMHEEHEEH ASN,
.+ VpnGatewayType : &EFTE VPN BE , UBRECMEEHBENER,
- VpnGatewayAttachment : 82 &F7E VPN BiE , IR EEGHERMEREARE,

EEEA LRREEAA
WA LAE L iR H R Bl AWS Management Console , IKEEERER I,

EEERA ERBREHERA

1. 7£ BB ARC E#E & https://console.aws.amazon.com/route53recovery/home#t/dashboard,
2. EBEERBERE,
3. EEREHET  EELEZRGHRANERER,

ARC AV ERER M ARN %=

& &1E Amazon Application Recovery Controller (ARC) AR ERER B LIEEETSHEESH
WERER  URESIESHNEMEERH Amazon Resource Name (ARNs), ARC TEHIEEERER &
BHEM ARN X, REISH ARC TENERER , URESEEEMEEIN ARN X,

BERRXBURRER, EXREM ARN B |, B NFRRALENERISES

f‘il'lll

@ Note

AR , ARC HERFIFH ARN X ATREFERBRBARSHEERAHEL ARN £, £
o, RERESEDBERBNERFEERPFTARN ARN X , JREFE2E ARC X&
ARC BR#5 AV ZIREFRFERY AWS #RF ID SEME A,

AWS::ApiGateway::Stage

Amazon API Gateway £ 1 MRPEER

« ARN #&3 : arn:partition:apigateway:region:account:/restapis/api-id/
stages/stage-name
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gl : arn:aws:apigateway:us-east-1:111122223333: /restapis/123456789/
stages/ExampleStage

WMEFFMER , 582 E API Gateway Amazon Resource Name (ARN) 2%,

AWS::ApiGatewayV2::Stage

Amazon API Gateway % 2 hRPEER.

« ARN #3 : arn:partition:apigateway:region:account:/apis/api-id/
stages/stage-name

&6l : arn:aws:apigateway:us-east-1:111122223333:/apis/123456789/stages/
ExampleStage

WMEFHMER , 5528 API Gateway Amazon Resource Name (ARN) 2%,

AWS::CloudWatch::Alarm

Amazon CloudWatch 7R,

« ARN &3 : arn:partition:cloudwatch:region:account:alarm:alarm-name
&5 - arn:aws:cloudwatch:us-west-2:111122223333:alarm:test-alarm-1

MEFHMENR , 528 Amazon CloudWatch EEMWERER,
AWS::DynamoDB::Table

Amazon DynamoDB & ¥ &,

« ARN 3 : arn:partition:dynamodb:region:account:table/table-name
&l : arn:aws:dynamodb:us-west-2:111122223333:table/BigTable

MEFMER , 5526 DynamoDB &R M EE,
AWS::EC2::CustomerGateway

EFREXRE.

« ARN &3 : arn:partition:ec2:region:account:customer-
gateway/CustomerGatewayId

&l - arn:aws:ec2:us-west-2:111122223333: customer-gateway/vcg-123456789
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MEFHMER |, 5528 Amazon EC2 EEHERER
AWS::EC2::Volume

Amazon EBS B{REE.

« ARN #3 : arn:partition:ec2:region:account:volume/VolumeId

&l - arn:aws:ec2:us-west-2:111122223333:volume/volume-of-cylinder-is-
pi

MEFFMEN , 528 API Gateway Amazon Resource Name (ARN) £,

AWS::ElasticLoadBalancing::LoadBalancer

Classic Load Balancer,

« ARN #%&=X :

arn:partition:elasticloadbalancing:region:account:loadbalancer/LoadBalancerN

& : arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/123456789abcbdeCLB

MEHMET , 5528 Elastic Load Balancing EiR.
AWS::ElasticLoadBalancingV2::LoadBalancer

Network Load Balancer =% Application Load Balancer,

« Network Load Balancer # ARN #&3 :
arn:partition:elasticloadbalancing:region:account:loadbalancer/
net/LoadBalancerName

Network Load Balancer V&4 : arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/net/sandbox-net/123456789acbdeNLB

+ Application Load Balancer #J ARN &= :
arn:partition:elasticloadbalancing:region:account:loadbalancer/
app/LoadBalancerName

Application Load Balancer &5l : arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/app/sandbox-alb/123456789acbdeALB

MEFHMER , 52 Elastic Load Balancing iR
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AWS::Lambda::Function
AWS Lambda &,
« ARN #3 : arn:partition:lambda:region:account:function:FunctionName
gl : arn:aws:lambda:us-west-2:111122223333: function:my-function

WNEFHMENR |, 552 E Lambda BEN ERFFEHF -
AWS::MSK::Cluster

Amazon MSK # £,

« ARN = : arn:partition:kafka:region:account:cluster/ClusterName/UUID

&3l : arn:aws:kafka:us-east-1:111122223333:cluster/demo-
cluster-1/123456-1111-2222-3333

MEFMEN , 5528 Amazon Managed Streaming for Apache Kafka E 2 &R E R,
AWS::RDS::DBCluster

Aurora ERIEEE,
« ARN #= :

arn:partition:rds:region:account:cluster:DbClusterInstanceName
&l : arn:aws:rds:us-west-2:111122223333:cluster:database-1

MBFHMER , F2SBE Amazon RDS A Amazon Resource Name (ARNSs),
AWS::Route53::HealthCheck

Amazon Route 53 BEARERE,
« ARN &3 : arn:partition:route53:::healthcheck/Id

&6 : arn:aws:route53:::healthcheck/123456-1111-2222-3333
AWS::SQS::Queue

Amazon SQS 1751,

« ARN &3 : arn:partition:sqs:region:account:QueueName

&) : arn:aws:sqs:us-west-2:111122223333:StandardQueue

MEFHMMET , 5528 Amazon Simple Queue Service &R FEE,
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AWS::SNS::Topic

Amazon SNS &,

« ARN &3 : arn:partition:sns:region:account:TopicName
&l : arn:aws:sns:us-west-2:111122223333:TopicName

WEEFFMER , 52E Amazon SNS &R ARN #%3,
AWS::SNS::Subscription

Amazon SNS TR,

« ARN = : arn:partition:sns:region:account:TopicName:SubscriptionId

il : arn:aws:sns:us-
west-2:111122223333: TopicName:123456789012345567890

AWS::EC2::VPC

Virtual Private Cloud (VPC),
« ARN &3 : arn:partition:ec2:region:account:vpc/VpcId

&l - arn:aws:ec2:us-west-2:111122223333:vpc/vpc-123456789

MEFMEN , F2E VPC ER.
AWS::EC2::VPNConnection

ERFLEREE (VPN) ER.

« ARN ¥%3 : arn:partition:ec2:region:account:vpn-
connection/VpnConnectionId

i) : arn:aws:ec2:us-west-2:111122223333:vpn-connection/vpn-123456789

MEFHMEN , 528 Amazon EC2 EEHE IR,
AWS:EC2::VPNGateway

BB HER (VPN) BE,
« ARN#&= : arn:partition:ec2:region:account:vpn-gateway/VpnGatewayId

il : arn:aws:ec2:us-west-2:111122223333:vpn-gateway/
vgw-123456789acbdefgh
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MEFMEN , F2H Amazon EC2 EHEWEREE,

AWS::Route53RecoveryReadiness::DNSTargetResource

2#BEMERN DNS BIZ2E R 3$E DNS ios&kE8, MiEEM. Route 53 FEEEE ARN , LKk
Network Load Balancer ARN =% Route 53 528 £ ID,

EEEM ARN &3 : arn:partition:route53::account:hostedzone/Id
AEEFMES ;0 arn:aws:route53::111122223333:hostedzone/abcHostedZone

IR BNAAERERES ARNs FEEIRE ID , MkEATR, RS ID 4EM , SUME ARC 7]
NEmAER, BXZEE Amazon Route 53 FiEER ARN X FE , MRERESEFH Route
53 & EREE PR,

Network Load Balancer #J ARN #&= :
arn:partition:elasticloadbalancing:region:account:loadbalancer/
net/LoadBalancerName

Network Load Balancer &if] : arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/net/sandbox-net/123456789acbdefgh

WEFFMEEA , 552 Elastic Load Balancing iR

£ Amazon Application Recovery Controller (ARC) A iR #& M ESiR B {Fm &=

& LAE A Amazon CloudWatch AWS CloudTrailfl Amazon EventBridge 7 Amazon Application
Recovery Controller (ARC) FEf 2R fgirE , Ao iR A 15 Bh 58 B HE AR R B,

(® Note

ES]

BN BEREERFES (R#M ) EiFiH ARC B9 CloudWatch IEZM B , EREETRA
I EREMSEH i AWSCLI, E&#EH i AWSCLI, a8 TH28  ANaSIEEER
PP (¥ ) EHE : --region us-west-2,

« 1 ARC A {# Amazon CloudWatch & ZEHhE

. E EOHEREEHRE API LY AWS CloudTrail
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- 1£ ARC A A E M E B Amazon EventBridge

£ ARC H{#FH Amazon CloudWatch il ZiEa

Amazon Application Recovery Controller (ARC) &% & ¥l 3% # Z Amazon CloudWatch , LAE1T%4E
E®E, CloudWatch AIZEFEA —HRFEFIERNEXRBEELERBENEBRTER , BRIE
R, BUUBEERAZEENEY  BERNRRERETRAKEMNE, fli , B ERIEER
BAER AWS BiENRE. SEERNRFEEBNEGEBLN TENIEEN,

BOAEREERERRAVEEFTSTER, fln , EEEBBERAEAEINEGE , BUUEY
CloudWatch B /RRE IS EMNISZEN F1TENME (@UZZD%LJE%H B E FE M),

MEELENR , 5528 Amazon CloudWatch EF &I,

£

- ARC ¥5#Z

« ARC EENHER

« 1£ ARC #1243 CloudWatch 151%

ARC 1E&

AWS/Route53RecoveryReadiness & ZEEEE T H5E,

BE iR
ReadinessChecks &k ARC EENEEREHE, BETLUMKEMREHETHE , T

Ro
EE{¥ : Count,

|EGRY - BIFEE,

HETER  E—HANKTERR Sum.
MR

* READY
 NOT_READY
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BE HR
* NOT_AUTHORIZED
« UNKNOWN

Resources RFZ ARC BENERYE  "HEZREBBIFFIMUAME | W API FTE
o

E{¥ : Count,

HE R - BFEE,

METER  H—BRKERRE Sum.
R

« ResourceSetType :GEEREREH , ik ARC FANEBRAERE
FRANERYEETER

540 - AWS: :CloudWatch: :Alarm

ARC EERHETER

CloudWatch €1R4% ARC AN IEFRERMRHRETEN. RTENREEHRRNERERNER,
EERBREHERE  BONENRRREOERSBNEREMEL . #ERRARERBHREENERE/
EH#8,

UTRETRERFAFTANERMEERSHEHM

- W ARC FHMEN B REEREYE.
- B8 ARC M  EEBEREFENERBEL,

£ ARC #4218 CloudWatch 15&

A LAE A CloudWatch £ A3 #48 ARC B CloudWatch 54& AWS CLI, £ £ &d , IsEEHE
TAEEER,

X ERREEREL (REM ) EFH ARC B CloudWatch 1518 , BR2ETEADMER B AWS
CLl, B4R B AWS CLI , FEE T2 , AN TEEXEAN (R#E ) B : --

region us-west-2,
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£ A CloudWatch i & ®BIEE

1. 7£ https://console.aws.amazon.com/cloudwatch/ B#EX CloudWatch &,
2. ESEERKRT , BEER.

3. i®H Route53RecoveryReadiness & Z= M,

4. (EBR) EERBMEHENER K FEESWRUTEAEER,

/A WIEIEE AWS CLI
AT list-metrics ISR 5IH T AIEE :

aws cloudwatch list-metrics --namespace AWS/Route53RecoveryReadiness --region us-west-2

A BEEENKRETER AWS CLI

A T %l get-metric-statistics fn T REBIEEIEENHEENHKITER., BE= , CloudWatch #&iEH#E
NEBISHSRABRNIEE, SELIFEARGHEMVHEERSRENRKITER, BXBEEEIIEEZ
BEPTE M R HERE

THIgEAIFH ARC FiRF &7 EFENRRHEERSE,

aws cloudwatch get-metric-statistics --namespace AWS/Route53RecoveryReadiness \
--metric-name ReadinessChecks \

--region us-west-2 \

--statistics Sum --period 60 \

--dimensions Name=State,Value=READY \

--start-time 2021-07-03T01:00:00Z --end-time 2021-07-03T01:20:00Z

LTRRE s TSl -

{
"Label": "ReadinessChecks",
"Datapoints": [
{

"Timestamp": "2021-07-08T18:00:00Z2",
"Sum": 1.0,
"Unit": "Count"

"Timestamp": "2021-07-08T18:04:00Z",
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"Sum": 1.0,
"Unit": "Count"
},
{
"Timestamp": "2021-07-08T18:01:00Z2",
"Sum": 1.0,
"Unit": "Count"
.
{
"Timestamp": "2021-07-08T18:02:00Z2",
"Sum": 1.0,
"Unit": "Count"
},
{
"Timestamp": "2021-07-08T18:03:00Z",
"Sum": 1.0,
"Unit": "Count"
}

}

£ L {EHRE API 04 AWS CloudTrail

B fRIEES AWS CloudTrail , LIRS IRMHBEFERE. AR ARC FEY AWS IRIEFIERENZ BIERY
iC8%, CloudTrail % ARC MIFTAE APl HEIUFEER A4, I FFILEIERE ARC A |
AR ¥ ARC API I2ER B,

WMRERMNZER , AL CloudTrail E4EFE RS E Amazon S3 EFETE |, @ ARC =4, A
FEIRKRZEEBR , KATLUER CloudTraill TIEATHNEHEF CLEBRBRTEH,

&I AE A CloudTrail PRSI ERR , HIETM ARC R IHAFER, RHEFERM IP ik, REFRHOA
8, RHEFROKRE , UAREMFHER.

EEHE—FTH CloudTrail , 5528 "AWS CloudTrail fEA&ER . »

CloudTrail F#Y ARC &R

EEEMNRE AWS IRE BF | 28 E &R CloudTrail,. & EE7E ARC R34 S FBEHEE
CloudTrail B4+ , UREHEHIEHFDHEHMRIE AWS B4, B UE BR, EENTHREW
B AWS IRFE, MEFMENR , F2RB £ A CloudTrail 4 5 50 8%,

EEIFERHE FINEH AWS IRF | 83 ARC NEH , BRI EH., FREEE CloudTrail A% B8
RRFTE Amazon S3 RFEFE. KA , EREZRATEVEME K XERSEAERMEN AWS
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EiE. MRECHEAWS FEIEFAERBNSEH , Ui ARERINELEEEN Amazon S3 EFLT
B s, BRIBIEREHE M AWS BREE , BUE—F 54T CloudTrail B IRENSEAHE R B HRET
B, MEFMEA , F2EATIIRE .

- EVERHEIE

« CloudTrail X EHREMES

« XX CloudTrail B Amazon SNS &4!

« B ZEEEA CloudTrail BFEEENERZEIRFH CloudTrail BHFESR

CloudTrail €528%FiE ARC B{E , W ECE&1E Amazon Application Recovery Controller Y
Recovery Readiness APl 2Z£#§R. Amazon Application Recovery Controller #J Recovery
Control Configuration API & 35f , LAK Amazon Application Recovery Controller #J Routing
Control API 2E 15/, fltn , ¥ CreateCluster. UpdateRoutingControlState
CreateRecoveryGroup BjfEZ HHFFILETE CloudTrail BHEERPELEER,

B—E£S4NAFERNETEELBRENEN. SoEATHBEHETHEIE
- EBEREMFEHRHE AWS Identity and Access Management (IAM) EF & & A EEHEH,
- RERZBERE , ROERATREACRBESI»FARAENERLLBE.

- EREEAHHEM AWS KR,

s

WMEEFMEN , 5528 CloudTrail userldentity T3,

HEHELRLEPRE ARC B4

CloudTrail AJZ&EA Event history (B4R E LK) MIARIENEH. ZEEMRR ARC API FFRHNE
#, BABAEEIRSERNESRERTEEZEAS (RN ), WEFHEFA , F2HE "AWS
CloudTrail fEFA#EER L PHFEA CloudTrail =4 FE £ 5d#%.

T#& ARC BREREE

EMtE—EERE  sEEEH U AFERNERARMSRIZRIEERN Amazon S3 #FEFEE, CloudTraill B&
EREGE—SZEAFRER, —ESEHATMRFREME—FER , YT SHEREBIE. BFRWB PG
B, BFRSEEEH. CloudTrail BFEEILIEKAHE API FREIMHEEMEEF , R A LEMEEIE
FHE,

T 5 HIEE R CloudTrail HFFIEE , REEHEMECreateRecoveryGroupEfE,
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ESF6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-07-06T17:38:05Z"

}
}
.
"eventTime": "2021-07-06T18:08:037",
"eventSource": "route53-recovery-readiness.amazonaws.com",
"eventName": "CreateRecoveryGroup",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"requestParameters": {

"recoveryGroupName": "MyRecoveryGroup"
I
"responseElements": {
"Access-Control-Expose-Headers": '"x-amzn-errortype,x-amzn-requestid, x-amzn-
errormessage, x-amzn-trace-id, x-amzn-requestid, x-amz-apigw-id, date",
"cells": [1,
"recoveryGroupName": "MyRecoveryGroup",
"recoveryGroupArn": "arn:aws:route53-recovery-readiness::111122223333:recovery-
group/MyRecoveryGroup",
"tags': "x**U

1,
"requestID": "fd42dcf7-6446-41e9-b408-d@96example”,
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"eventID": "4b5c42df-1174-46c8-be99-d67aexample”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": '"Management",
"recipientAccountId": "111122223333"

£ ARC H{F A Z{mEEE Amazon EventBridge

£/ Amazon EventBridge , AT SARRESHEREN R A , LLEEIE Amazon Application Recovery
Controller (ARC) FHE{EEEIR , ARMBEAHMREHN BZSE AWS . flin , EEFEREAR
REft READY #% A NOT READY B , B LUEB 2 H Amazon SNS FREAE R EEEAE FEHHE
HE A,

(® Note

ARC REHEEBFEEE ( BEM ) (us-west-2) AWS B3 EventBridge B4 LA TR H
mE, HEEEW EventBridge EHLETEERE , FEXEAN (RPN ) EFSPEY
EventBridge # A,

&M LLTE Amazon EventBridge FE IR Al , UEE T 5 ARC BifRESH -

- MEREREERE, EHSECEFERERERENR READY % A NOT READY,
EEHEGREBNISE ARC B4 |, 55 E% EventBridge T AREAEHNEHEEER, B4ER
MEBEEMANEHER, ZEXSIBERLENEN  YIREEEESHRVEE,

BERHEN, EEEREBILT , eMELUEFEIFN SR ARC R{FZE EventBridge, i ,
TﬁE%ﬁéiLE:ﬁBﬂixﬁE#‘rE’J =

% EventBridge R AIMAIEAEHEXNNFMENR , 52 E EventBridge PRV EHMEHER,

£ EventBridge BB HREER
£/ EventBridge , ALV Al | £ ARC BHEFEREE RN B4 ERIANEE,

#Z1E EventBridge TR EAPBMAREREARALE L | FEFEATER U AR EHSHEE,
AT HBEHETREEERANSEHER  FATELSERREESHESEL,
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BYERSHNRA

1. BIE https://console.aws.amazon.com/events/ BARX Amazon EventBridge £ &

2. BEAWS EBE & PEVRA , FEEZEAST (RYPM ), SREBBHMENESE,
3. i#IZ Create rule (B3R A,

4. BEAFAIWName (B18) , WE®W AR,

5. HREHERH , FREERE , BREA .

6. IiZIE Next(TF—2%),

7. HREESHEXTR  HRSBHRIF , FREERE AWS B,

8. HEHHIEHT , EEWARECSH,

9. SHEHFIEH K MARERVE TE4ENX, WFEEHG  BSET &,
EliREHEX 5

EHRANEBEAMEANEA4ER, XEXS|IAEREHNEA , YRESEESRNEE,
A AR AR B E NI BE R EventBridge , SUE I A REEE ARC BMEREIRAVA A,
THEHERIBZHETEEZTE EventBridge F AR ARC HEERETIREMEHI,

« {€ ARC EfpENENMBEEH.

"source": [
"aws.route53-recovery-readiness"”

]
}

- EREEREFRERNEAF,

{
"source": [
"aws.route53-recovery-readiness"”
1,
"detail-type": [
"Route 53 Application Recovery Controller cell readiness status change"
]
}
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- EEINEERA WEERFHEMEENESHMyExampleCell,

"source": [
"aws.route53-recovery-readiness"”
1,
"detail-type": [
"Route 53 Application Recovery Controller cell readiness status change"
1,
"resources": [
"arn:aws:route53-recovery-readiness::111122223333:cell/MyExampleCell"

- REEFMER#HE, REEKIBEREMREER K, T BIEHNOT READY,

{
"source":[
"aws.route53-recovery-readiness"”
1,
"detail-type":{
"new-state": {
"readiness-status":[
"NOT_READY"
]
}
}
}

- AEEEMEREE. RERIBRBRESAERT DUNNEMIER R, I EIEH READY

"source":[
"aws.route53-recovery-readiness"”
1,
"detail":{
"new-state":{
"readiness-status":[

{
"anything-but":"READY"
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}

UTRERFERRRESENEM ARC B4 :

"version": "Q",

"account":"111122223333",

"detail-type":"Route 53 Application Recovery Controller recovery group readiness

status change",

"source":"route53-recovery-readiness.amazonaws.com",

"time":"2020-11-03T00:31:54Z2",

"id": "1234a678-1b23-c123-12fd3f456e78",

"region": "us-west-2",

"resources": [
"arn:aws:route53-recovery-readiness::111122223333:recovery-group/BillingApp"

1,
"detail": {
"recovery-group-name": "BillingApp",
"previous-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
},
"new-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
}
}

LT REFBEHEREEEN ARC S445H

"version": "Q",

"account'":"111122223333",

"detail-type":"Route 53 Application Recovery Controller cell readiness status
change",

"source":"route53-recovery-readiness.amazonaws.com",

"time":"2020-11-03T00:31:54Z",

"id": "1234a678-1b23-c123-12fd3f456e78",

"region": "us-west-2",

"resources":[

"arn:aws:route53-recovery-readiness::111122223333:cell/PDXCell"
1,
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"detail": {
"cell-name": "PDXCell",
"previous-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
},
"new-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"

LT REHERERESEN ARC B4

"version": "0Q",

"account":"111122223333",

"detail-type":"Route 53 Application Recovery Controller readiness check status
change",

"source":"route53-recovery-readiness.amazonaws.com",

"time":"2020-11-03T00:31:54Z2",

"id": "1234a678-1b23-c123-12fd3f456e78",

"region": "us-west-2",

"resources":[

"arn:aws:route53-recovery-readiness::111122223333:readiness-check/

UserTableReadinessCheck"

1,
"detail": {
"readiness-check-name": "UserTableReadinessCheck",
"previous-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
1,
"new-state": {
"readiness-status'": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
}
}

EEEHAEHEM CloudWatch B EEHE

1] EventBridge R AR , BUBEEEEFERAUZEHNEZE, WFE EventBridge 7 A B 2H
BE |, 2H EventBridge TR AR AANERE. B LHIEZE EventBridge RAIWBFEZ—=
Amazon CloudWatch B &, AR CloudWatch BFEFHAFIBEEENER , YIREERT
1R AR HT I8 B RS BHEN R
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= Ej& CloudWatch BEEEHEFIBABE |, B BT RHIEP —BIRE -

- BIATH HEEEHE
EERAHN AFEEA

MRESERIRABFERAETEAEEHN BFEEE | EventBridge EEB AR AFEHE, FRER

FA1E EventBridge # Bl B ZM H aﬁﬁf&ﬁl«)\ M8 /aws/events, MREEERZFRENEFEME , %

B CREHWEA WBAFHEASIEETHXNINGERP /aws/eventsEBRAIRIE, MEFMENR , F2H
{Amazon CloudWatch £ & ERE) PHYE I BFEE,

MRERHFEA CloudWatch BFFEHHE , AEREZE/EH CloudWatch REMAB B R , FRER
RMETIERNGTT. MREEREEASBFEENIEE EventBridge R A , BIAFEHENERBEER
SHBEH., BR , WREMEH AWS Command Line Interface 5 AWS SDK RIEE B 558140 |, Bl
BEFNAFHANEREBE, THEFABRRABYLEEAFHENEREBRPERNTT ¢

{
"Statement": [
{

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Effect": "Allow",

"Principal": {

"Service": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

]

1,

"Resource": "arn:aws:logs:region:account:log-group:/aws/events/*:*",

"Sid": "TrustEventsToStorelLogEvent"

}
1,
"Version": "2012-10-17"
}

LERAGER IEARBFHEREEREBER., FESXENFUMEZENERAERNBEER | B {E
A CloudWatch PutResourcePolicy APl #4F, % , A LR describe-resource-policies CLI @3
REEBEXRBEEER.
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AREREHEINRRIIEE CloudWatch BEEEHE B &

1. BIfE https://console.aws.amazon.com/events/ BIEX Amazon EventBridge £# &,
2. BELEANWS EF EHBENHRAN
3. EBEEVRA , ARBAZBAANETAHERBERN , AINESHEXSHEFHEA

ML EventBridge RRISUETRBHHMET , FSMEMA EventBridge ERBHEREE R,
4. HEEWNBEEEL , ##Z CloudWatch A& &8 B &,
5 #RTHNEEHIEE CloudwWatch BEEEHH,

AR EERER Identity and Access Management

AWS Identity and Access Management (IAM) 2 AWS fR# , AIiHBIEE SR £ ithiR G AWS &
ROEE. IAM EEETREIEATNETSIRE (BA) NRE (EFFT ) RKEHARC &
Ro IAM RETUREER AWS BRI 1 -

B &%

- SERVICElong ; FHEEMENMER IAM B/

« Amazon Application Recovery Controller (ARC) & Ei &1 & 2 F R & 6l

- EARC HEARBEZACETERRE

« AWS Amazon Application Recovery Controller (ARC) F¥EEREN S EBER

SERVICElong ; FHEfEREMMELE IAM EE
EEFEHR IAM B ARC WEEUHEZ BT , 555 7 L IAM Thae AT BE ARC #EFEH.

E2EH IAM B Amazon Application Recovery Controller (ARC) A E BN EZEECH , BT
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IAM ZhEE EREREXE
BREE =
BRER =2
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ACL B
ABAC (BRFHEE) =
TR MRE =
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R EFZFAE 2

B EHE AWS RBNATEARSZH IAM e EEANSHERRER  F2H8 (AM E£REER) +
HYEE AWS IAM FEEEREY ARTE.

EiaRENS o BBER
RESOBEBEK: B

BoBBRRALMME S (Fla0 IAM ERE, EREHENAR) K JSON FFAIBERXHF, ELEHK
RAEF &7 EMERG TRREBLERATHLEDE, MFTHROMELSSEBEK |, F26H (IAM
ERERERE) FHEBEFERBREZRBL] IAM A,

FHIAM BDEBER | BUUEEARREENBENER , UREMERGT AFRIELEE, &
EEIEEPEBKRYEETE  NAESEAZTEENFERAERAR, NME T HEE JSON BERHF fE
AWmERE , 28 (AM FEAEERE) ¥/ IAMJSON BHETESZE,

EZEMRIR ARC B0 B BRI EH , 55288 Amazon Application Recovery Controller (ARC) F Y & 4
BB RSB,

EiprEPNEREBE
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BEREBERRH B EIRA JSON RN . EREBXNRE REHIR IAM ASEEEEMN
Amazon S3 REFATRER, EXEEREBRNERS  REEESTUERAEMARZEHHESEER
K IR

EimENBEREE
XEBOREME : =

EEEWLUER AWS JSON BURRIEEH T AFHAR, tWHER , MEERECESRA T I EA
EERHAITHLEBIF,

JSON BRY Action TERHRETUARAFFRIEBBRPEFINEF, BERBFEY EREEER
Bf AWS API REHERBINER. B —LFIIMRR | AIAURBHERFE AP BENERFFIEE, tE—L&
EERFZBRTNZEEBE. ELBANBFEBRABKEIF,

BREEABERR THITHBBB N,

EEEEERREN ARC BEEE |, B2 (REZRHESZE) P Amazon Route 53 Recovery
Readiness E 2 M EE,

£ ARC HARZRRENBRBEERFZEANTZE :

route53-recovery-readiness
HEEE-RAXNPIEESEERE , FRERI K. Hlwn, T3EE :

"Action": [
"route53-recovery-readiness:actionl",

"route53-recovery-readiness:action2"

]

FUAUERBRAFT () REECZEEE, i, BEEERER Describe XFWAEEHE , &
SUTEME :

=111
i

"Action": "route53-recovery-readiness:Describe*"

EERBEEEREN ARC 2R BUERSS| , 52/ Amazon Application Recovery Controller (ARC)
PEEREN S 2R BERE A,

BiERENBEER
TEBXRER :: 2
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EESWLER AWS JSON BURRIEEH T AFHAR, thpER , BMEERE M ERE T oA
FEER#AT UL B

Resource JSON BUR TEWIEEEERBEN Y4, BB 4B B E Resource = NotResource
TtE, REEEEFEAE Amazon Resource Name (ARN) RIEEE R, B U EH T EEEERER
HENME (BAEBREBHRETFT) RiEEM.

HRAIXEBERBERFFAINEE (P05 HRE) , FEABRFER () RRTEEAXERARAEER.

"Resource": "*"

EEEEEHEBN ARC BMEBE , 28 Amazon Route 53 Recovery Readiness 7E 2 #9811k,

EERRERREN ARC S0 B BEEF , 5528 Amazon Application Recovery Controller (ARC)
PEEREN S D BBEEEH,

EipRENBERFRMT RS
XERBRBEBRKGER - R

EESWLER AWS JSON BURRIEEH T AFHAR, thpEaR , BHMEEREERE T oA
FEER#T UL B

Condition jt# (8 Condition E#R) AIREEIEEERANE RN R, Condition TERERAE
B, BB FREHFEE FHREEER BINSERTPIR) , REEBER D EENFERTOE,

ERERRXHIEEZME Condition TR , WEEE — Condition TEFEEZERSIE , AWS
SEBE AND BRIEFTEMM, WRZAE—RUHRS|IBIEEZEE , SFERHBEOREREE AWS 4
&R, DEFEFERYE , TEREFRRBXHVEFIT,

FUA U EEEREREAEZVEEE., S, BAUREFEAEERE IAM FAEEBERR
RHEHERNFARTXIAMERE, NFEZEF , F260 IAM EREREETHN AM BETE &
BHER.

AWS X E£EFRGSRANBHBIERMH TR, BEEFMAE AWS 2EKRM4REIE , F2EH (AM £
R#&EIEE) FMAWS 2ERHRERI#,

EEEERRREN ARC BIMEBE |, 2B Amazon Route 53 Recovery Readiness #9543 5| 8

EEEEATUEEEFEERENRGSRBEANBENER , 528 Amazon Route 53
Recovery Readiness &2 i E11E
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hEEREN S 2B BERE A,

EfEEREFHNFEUEHIEE ACLs)
XEACL: &

FHUZRHEE (ACL) AIZHLER (IRFXE, ERAENAR) BEFHEERNTA. ACL EHUR
ERAEPK , BEMAER JSON BERMXHER.

BHREFEIES (ABAC) BB EFERE
X & ABAC (ERFHER) : &2

BHAFEES (ABAC) R—EREXRE  WREBMRERTT. & F AWS , ELBHBARAER.
BAUKEREEEZ IAMER (FAEIAR ) NFZ AWS ER. AERBNERMNEEE R ABAC
ME—H, BEEERF ABAC X , AFEIRNERRAEEH TN ERERATRERE,

ABAC AR RMRENFRZEPHEREE , WRERREELERERERBG,
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ERmENREAE
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REABRREETN AM S€  AIREMTEE, IAM EEE LR IAM RET, 15K FN M BRIREE
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ERERENRBELAE
XERBEFAE : 2

B ERACRERE N—ERBAEAWS B, BETURERREATHENAE, REELE
AGEHRELN | AWS IEF | LHBBHEAE. AV ERETRE , BT ERERBEEABHN
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NMERVREEREEACHFMER  FSEATEL IAMEFENAWS R, EREPSHERE
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& FREFERETELAE,

WMETHMMERELES JSON BEEXHET IAM H2BEE , F28 (AM EREER) FHE
M IAM BUR (E#A).

ME ARC ER2BENERERNFMRES , SEEEEREEMN ARNs KX |, F28 (RBERES
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- 516 EBEERETIZESFN
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FOEBREHESRFAINEBASREAINEY., FHEMER ARC B, ELEEATEEREN
AWS IRFELXBM. ERBRNSRES 2 EBRE , BERETHEARERSHE !

- FIEER AWS SEBRRAEBRRKEERTT - EERBRFIRTENCERAENTEER , B
BT R TS EREARGN AWS REBK., ©ATELN REMH AWS IRF, RAIEZREESR
BREREARI AWS WEFZERXR , ME-FRDH . WFEZEA , F2H IAM EAERE
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- ERAREHERT - RE IAM BERNFAIR  FERTHTEXRMENT. KERLEN , B
LERERERG T I UHBEERENNEEFE  ELBAKEMERTT. MFEEH IAM ERFH
MEZHEER , F2E IAM EREEBEDH IAM PR BERAEF A,

- £ 1AM R F R E— S REIFZEE - B LUSEREFTIEEBER |, UURFHIBEMERNER.
flgn |, WO BB ERRY |, EELAMA SSL EIAFERER. NREBEE EEMARKEE
AWS FR#E | &t o] LAfE B R4 2 4% F 2EL AWS CloudFormation, MNEFFMHEF , 5526 1AM £/
EHIEEPH IAM JSON BERTE : 4

£/ IAM Access Analyzer 5% IAM BUR , BARFT 7] £ £ B W IEF&4E - IAM Access Analyzer B
BHBEMBEER |, BRELBERER IAM BUREES (JSON) Ml IAM FRIEEH, 1AM Access
Analyzer 12fit 100 ZIEBERERVEATHNER , THBERETLEEANBR, NEFEE
#, F2E (AM FEREERE) FHFEA IAM Access Analyzer B BUE.
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FMBABER

EFHMEN , B2 (AM EHAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/

id_credentials_mfa_configure-api-require.ntm|# #3EiB MFA B %&£ API FEL

mE 1AM &
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% E77H Amazon Application Recovery Controller (ARC) 12 & |, B4 BEHAE —HRIKHF T, B
AT A RFFES H MR  ARC ERIFFEEA AWS IR, zzU%sz_LttHiEZF«U‘
BHoEBE , IBREGRBENER (FREIAR)MS ,

HRAERIL AWS CLI 5 AWS API IERE |

TEBNERER , F2

 EfREERETEATR

P ERBITZ API BENBERTIT.

RTEREAENASEEFFIEE AP RERNAEARBRETES

fIReadOnly AWS ¥ A, F2RREREREME

ERCREEIIER, W

FFAE

|, % (AM EREER) ROFETIaERAE.

B IAM EH BT IAM Z2 &

EX U

EFESERRE
EREZERRE

L3
O E B AR Y

=8 B SL TR HREAE,
BAEEAFREEEEHY. k2 , REAHFFEILA

BEHTEEER  EABELEAERA , TREVE ARC FEFEREABBNREERSE, W
A2H £ ARC HEARBEEACETERRE.

BE—STR,
EERTEAEEBRE
{
"Version":

"Statement": [

{

"Effect":

"Action"

"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:

BEAERARBREDENTEFIVE ,

"2012-10-17",

"Allow",
: [

CreateCell",

CreateCrossAccountAuthorization",

CreateReadinessCheck",
CreateRecoveryGroup",
CreateResourceSet",
DeleteCell",

DeleteCrossAccountAuthorization",

DeleteReadinessCheck",
DeleteRecoveryGroup",
DeleteResourceSet",
GetArchitectureRecommendations",
GetCell",
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"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:

1,

"Resource": "*"

gl . ERERE AP BIEN ERERS

GetCellReadinessSummary",
GetReadinessCheck",
GetReadinessCheckResourceStatus"
GetReadinessCheckStatus",
GetRecoveryGroup",

GetResourceSet",
ListCells",
ListCrossAccountAuthorizations",
ListReadinessChecks",
ListRecoveryGroups",
ListResourceSets",
ListRules",
UpdateCell",
UpdateReadinessCheck",
UpdateRecoveryGroup",
UpdateResourceSet"

’

GetRecoveryGroupReadinessSummary",

ARTHRAREAETUEA ARC API BERER ARC BiemERGITH , fINEVERFE. ERE
MERRE  BEZUREEAETEEAN AP RENBE , TR,

FEITREER  FHELER

FE-—STH K F2HE EARC HEABRKERACHETERRE.

EEMFER AP BIEETEHBRE

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"route53-recovery-readiness
"route53-recovery-readiness
"route53-recovery-readiness
"route53-recovery-readiness

BT A RN B E RS -

:CreateCell”,
:CreateCrossAccountAuthorization"
:CreateReadinessCheck",
:CreateRecoveryGroup",

’

ATE , FREEVE ARC AR EfBREMEMNRKEFAR, W

SO MEREEE

225



Amazon Application Recovery Controller (ARC) HEABEE

"route53-recovery-readiness:CreateResourceSet",
"route53-recovery-readiness:DeleteCell",
"route53-recovery-readiness:DeleteCrossAccountAuthorization",
"route53-recovery-readiness:DeleteReadinessCheck",
"route53-recovery-readiness:DeleteRecoveryGroup",
"route53-recovery-readiness:DeleteResourceSet",
"route53-recovery-readiness:GetArchitectureRecommendations",
"route53-recovery-readiness:GetCell",
"route53-recovery-readiness:GetCellReadinessSummary",
"route53-recovery-readiness:GetReadinessCheck",
"route53-recovery-readiness:GetReadinessCheckResourceStatus",
"route53-recovery-readiness:GetReadinessCheckStatus",
"route53-recovery-readiness:GetRecoveryGroup",
"route53-recovery-readiness:GetRecoveryGroupReadinessSummary",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListCells",
"route53-recovery-readiness:ListCrossAccountAuthorizations",
"route53-recovery-readiness:ListReadinessChecks",
"route53-recovery-readiness:ListRecoveryGroups",
"route53-recovery-readiness:ListResourceSets",
"route53-recovery-readiness:ListRules",
"route53-recovery-readiness:ListTagsForResources",
"route53-recovery-readiness:UpdateCell",
"route53-recovery-readiness:UpdateReadinessCheck",
"route53-recovery-readiness:UpdateRecoveryGroup",
"route53-recovery-readiness:UpdateResourceSet",
"route53-recovery-readiness:TagResource",
"route53-recovery-readiness:UntagResource"

]I

"Resource": "*"

EARCHEARKEZEACETERBE

Amazon Application Recovery Controller fEF AWS Identity and Access Management (IAM) fR 5 &4
At, RKELACRERERERBENE— IAM AGERE K EHERTA ARC, RKEZACRRH
ARC HEE®R , YEEHRBATHEBNRKREFILEM AWS RRBAAENIERT .

BHEEACAREEERMRE ARC , RAETLFEFIELENTA, ARC ERERKEREAE
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TR BUREAM I E EAth IAM HEE
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« ARC f#H# A& Route53RecoveryReadinessServiceRolePolicy B RF5E R & @R FZEE R AERE |
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M%EF AWS Health Dashboard B4 , SR BBRE #IT-

Route53RecoveryReadinessServiceRolePolicy B IR E 4 A &3 1

ARC £ & A& Route53RecoveryReadinessServiceRolePolicy #IIRIEER A @ RETERMERE | LU
BEEFEMRE, FHERPABRBEEHLNETT , UREY, FENRBRACHMEEER.

Route53RecoveryReadinessServiceRolePolicy B R E & A &3 7
RERARMER SEBX Route53RecoveryReadinessServiceRolePolicy,
Route53RecoveryReadinessServiceRolePolicy R ERE A BEE T REREZAR !
« route53-recovery-readiness.amazonaws.com

EEMBMBORNEH , F2H (AWS REBRSE) hH

Route53RecoveryReadinessServiceRolePolicy,

BAARERT , IAM ER (NERE. BERAR) T TEY., REIMBRRBEESE, WEF
&, F2H IAM EREEEPHREES S B,

% ARC 237 Route53RecoveryReadinessServiceRolePolicy IRIEERE A &

IBREEFEE T Route53RecoveryReadinessServiceRolePolicy FRISEFE AR, EIEIE AWS CLI,
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R, MEFHMEEN , BFSE AV FAEER. WRERKELZAR,
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EHHENRERER. AW  EFDRBRRBEEHCZH , BLAXBTRER.

BREHERENMBIRFREZ% , 85 1T UAMBER Route53RecoveryReadinessServiceRolePolicy BR#%
EEAG, NERERENFMEN  BF2E ARC PN EFEERSE., NEBRFRENFHEEN B
20 £ ARC HEIBIRFRE,
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MR ARC RBELEAMBRERFEALAE , AIRKAGRBRTRS XM, MRBLEEERS
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- UpdateRoutingControlState ¥ &t AWS SDK i F

GetRoutingControlState & AWS SDK £ H
THREX GG REBUMAER GetRoutingControlState,

Java

AR Java 2.x B9 SDK

(® Note

GitHub LR EZ&H|, SHTEEHH , I 7HNAE AWS EXFH R FEFRE
METo

public static GetRoutingControlStateResponse
getRoutingControlState(List<ClusterEndpoint> clusterEndpoints,
String routingControlArn) {

// As a best practice, we recommend choosing a random cluster endpoint to
get or

// set routing control states.
// For more information, see
// https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-
practices.html#route53-arc-best-practices.regional
Collections.shuffle(clusterEndpoints);
for (ClusterEndpoint clusterEndpoint : clusterEndpoints) {
try {
System.out.println(clusterEndpoint);
Route53RecoveryClusterClient client =
Route53RecoveryClusterClient.buildex()
.endpointOverride(URI.create(clusterEndpoint.endpoint()))
.region(Region.of(clusterEndpoint.region())).build();
return client.getRoutingControlState(
GetRoutingControlStateRequest.buildexr()

.routingControlArn(routingControlArn).build());
} catch (Exception exception) {

System.out.println(exception);

}

return null;
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o HWIZE AP| SEHEF , FHSBAWS SDK for Java 2.x { APl &) dhy
GetRoutingControlState.

Python

SDK for Python (Boto3)

(® Note
GitHub FIRHEZ &6, SHTREH , I THMAE AWS EX B IR FEPRE
M#AT,

import boto3

def create_recovery_client(cluster_endpoint):
Creates a Boto3 Route 53 Application Recovery Controller client for the
specified
cluster endpoint URL and AWS Region.

:param cluster_endpoint: The cluster endpoint URL and Region.

:return: The Boto3 client.

return boto3.client(
"route53-recovery-cluster",
endpoint_url=cluster_endpoint["Endpoint"],
region_name=cluster_endpoint["Region"],

def get_routing_control_state(routing_control_arn, cluster_endpoints):

Gets the state of a routing control. Cluster endpoints are tried in
sequence until the first successful response is received.

:param routing_control_arn: The ARN of the routing control to look up.

B 233


https://docs.aws.amazon.com/goto/SdkForJavaV2/route53-recovery-cluster-2019-12-02/GetRoutingControlState
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/route53-recovery-cluster#code-examples

Amazon Application Recovery Controller (ARC) HEABEE

:param cluster_endpoints: The list of cluster endpoints to query.
:return: The routing control state response.

# As a best practice, we recommend choosing a random cluster endpoint to get
or set routing control states.
# For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional
random.shuffle(cluster_endpoints)
for cluster_endpoint in cluster_endpoints:
try:
recovery_client = create_recovery_client(cluster_endpoint)
response = recovery_client.get_routing_control_state(
RoutingControlArn=routing_control_arn
)
return response
except Exception as error:
print(error)
raise error

- W13 API BB , 5E2 B GERAR AWS Python (Boto3) BJ SDK APl 2#) iy
GetRoutingControlState.

N AWS SDK BRI ABIERMNEXNRESINREE , 588 K& AWS SDK EALRE. thEE
L AEHA@AFINEFAMER SDK MFHEER.

UpdateRoutingControlState & AWS SDK

THRX B F REMAEA UpdateRoutingControlState,
Java

AR Java 2.x By SDK

(® Note
GitHub FIRHEZ &6, SHTREH , I THMME AWS EXBEHIHFEPRE
M#AT,
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public static UpdateRoutingControlStateResponse
updateRoutingControlState(List<ClusterEndpoint> clusterEndpoints,
String routingControlAzrn,
String routingControlState) {
// As a best practice, we recommend choosing a random cluster endpoint to
get or
// set routing control states.
// For more information, see
// https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-
practices.html#route53-arc-best-practices.regional
Collections.shuffle(clusterEndpoints);
for (ClusterEndpoint clusterEndpoint : clusterEndpoints) {
try {
System.out.println(clusterEndpoint);
Route53RecoveryClusterClient client =
Route53RecoveryClusterClient.builder()
.endpointOverride(URI.create(clusterEndpoint.endpoint()))
.region(Region.of(clusterEndpoint.region()))
.build();
return client.updateRoutingControlState(
UpdateRoutingControlStateRequest.builder()

.routingControlArn(routingControlArn).routingControlState(routingControlState).build());
} catch (Exception exception) {
System.out.println(exception);

}

return null;

o HWIZE AP| SEHEF , FHSBAWS SDK for Java 2.x { APl &) dhy
UpdateRoutingControlState,
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Python

SDK for Python (Boto3)

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo

import boto3

def create_recovery_client(cluster_endpoint):
Creates a Boto3 Route 53 Application Recovery Controller client for the
specified
cluster endpoint URL and AWS Region.

:param cluster_endpoint: The cluster endpoint URL and Region.

:return: The Boto3 client.

return boto3.client(
"route53-recovery-cluster",
endpoint_url=cluster_endpoint["Endpoint"],
region_name=cluster_endpoint["Region"],

def update_routing_control_state(
routing_control_arn, cluster_endpoints, routing_control_state

Updates the state of a routing control. Cluster endpoints are tried in
sequence until the first successful response is received.

:param routing_control_arn: The ARN of the routing control to update the
state for.

:param cluster_endpoints: The list of cluster endpoints to try.

:param routing_control_state: The new routing control state.

:return: The routing control update response.
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# As a best practice, we recommend choosing a random cluster endpoint to get
or set routing control states.
# For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional
random.shuffle(cluster_endpoints)
for cluster_endpoint in cluster_endpoints:
try:
recovery_client = create_recovery_client(cluster_endpoint)
response = recovery_client.update_routing_control_state(
RoutingControlArn=routing_control_arn,
RoutingControlState=routing_control_state,
)
return response
except Exception as error:
print(error)

- WE AP FMEF , F2E (ERRM AWS Python (Boto3) ) SDK APl 2&) HH)
UpdateRoutingControlState,

\

0% AWS SDK BISt A BISRAIR A BEAINEREE | 20 #E AWS SDK EALRYK. HEm
a2 EMAPINERANER SDK HEMEH,
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