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TR AWS SR ER & EFHEIE ?

® Note
Amazon Pinpoint B #XBATHEEREBA AWS SR FEREEA.

£ AWS RRFEAEEARE  BUSUEBHEBNEEFEHEIEAEAN , LR EARXNER
%, FIE Apple Push Notification Service (APNs), Firebase Cloud Messaging (FCM), Amazon
Device Messaging (ADM) F1 & E#ix,

*rE

- BRE—IRAWS FRHEGAKEFERAER?

- AWS SR FEREGEAMIENINEE

- EELAWS RRFEREERAMIE

- EFATAM

BRE—IXRAWS EHEERAMEERER?

MRIERE—IRER AWS R EREEAME , ERELRATIIEE !
- BRE AWS IRF

« AWS SR fEH & EFHEIEAFT

- BVERREA SRR MIEEE

AWS & F & ERAHEISRY Zh e

B LS E T HBEBARBEAERNEE , SEBENEEIERAERN

» Firebase Cloud Messaging (FCM)
« Apple ##EBE AR (APN)

BRE-IRAWS EREEFMEEAER ? 1
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® Note
Ba LA APN #$EA E 3£ 3 iPhone 1 iPad Z iOS #i& |, UK Mac EfHER AR L&Y
EE macOS &€& E#Y Safari BIEES.

» Amazon Device Messaging (ADM)

7HL AWS &4 E F BB HEIE

BERPEFIRBNFARE SN , ERIEFEBEEAR. CLI = AP
BAILEA TS AEEE AWS SR EHEEAHE -
AWS R FERAEERARETES

BEIMNEE AWS R EAEFEAHIEERN Web 5iH. MRESTM AWS IRFE |, Al LAk
FEL AWS B FEAEASHIZEEE AWS Management Consoles

AWS Command Line Interface
FEAGS shell PR SE AWS BRBEE., Windows., macOS # Linux AWS Command Line

Interface X & . WMFE WEFMAEH AWS CLI , 552 B AWS Command Line Interface &M,
FBOLEGRTSEDRRE AWS RRFERAEERAMEGS. AWS CLI

AWS SDKs

MBELLHEHBAL  RIFFEHAESEEN APIs XREBERRER  MTREB HTTP & HTTPS
RXHBER, AWS gRMHERE, @HEXH. HERENHMER, ELEXERHEARHER
BEMLER , Sl EHREZLSXNEBENFE R, EXERER , AREEHEREE, ELXRHEAHE
LEBMRWEBRER, WEFHEF K FSEEAWSLEBNIE,

[& 430 A A 1

AWS R EAEEARETEILEN, BN, NMAFMHEE AWS B HEH, EE8EER
., AWS EiEZETAEE. ELETAERESEERREEE , BUNLE, RIEE. ShixE8. SET
BRAOVERERMUES, ELTRAERHARBEHIEEFSKENTAMNGBE A BRELERE&KE.

TFE AWS B EA & AR


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/reference/
https://aws.amazon.com/developer/tools/
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EEE—-FTH AWS EiF , FSEIETE AWS B BRI RFE A1 4E 4 A B{EAmazon Web Services
—2E, MEBMRMH AWS RREAEEAHKENFEEEEE  URESHAESNIRE , #2328

F# Amazon Pinpoint API AWS 1 ik #5 i &4 B9 i B4 FN i 88Amazon Web Services —fix2 %, MHFE—
STHREEHZITAREMENEN , FSH AWS £IREHE i,

35 7] A 1



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#pinpoint_region
https://docs.aws.amazon.com/general/latest/gr/pinpoint.html
https://aws.amazon.com/about-aws/global-infrastructure/
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EXE AWS IR F

BBALEUG AWS 1RFE BB R IAM FFAIAY |, FREER AWS Ri&fE A& EF SIS BAEIX
ERAEN. B AWS IRF B AT BAHR AWS £RERH F Ay E b BR%S .

ES -]

- 5 AWS tRF

- BEVEREEFHENERE

M AWS IRF

MRIERE AWS IRE |, BRI SBRESL—E,
S AWS tRF

1. B3R https://portal.aws.amazon.com/billing/signup.
2. FEERLETRET

AMEFN—Hs FEEREFIAXNFAR  UREEFRE L \BRER.

B B AWSIRFE , AWS IRFRERESRIN . REAEFBFIIRFHHAE AWS R
B HNER. FRAZERARR  FREEFIEERGERAE  YEECERAREAERUTER
REMEFIENEL,

AWS SEIMEF TR EEEBRE FEHHH B, B0 LABER & https://aws.amazon.com/ i
BROIRS , UBREBEINIREEEAEEIRS,

BV EREETFHHERNERE

=t & AWS IRF | FHRE AWS IRFREAE. BUA AWS IAM Identity Center M EEFERE |
DR RERERARNAEEE,

REEH AWS IRFIRERE

1. BERFERAFEL@A AWS IRF BWEFE4Hut , LURF#EFEAWS Management Console &
DEAN. BEFT—EH , WABHNERE,

S AWS IRE 4


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
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WEEAREAZEZANRSA  F2RAWS BA £RAEEEPNURERAES I E A,
2. BERLNBREREIRF LRAZEEZRRE (MFA)

, m2E (AM EAEER) PHNALHN AWS IRF REAE (FES ) MAESE

S
MFA &£&,

BVEREEFIRENERE
1. BA IAM Identity Center,

MEETR , F2E (AWS IAM Identity Center £ EIE®) PHIEH AWS IAM Identity Center,
2. 1£ IAM Identity Center # , i EEEFRERFEAE,

MFEME A IAM Identity Center B # A 5 2 KRN HZBRE , FSBAWS IAM Identity Center
(EAFEER) PHEAEREREMSAEFEIAM Identity Center B #.

LERERFRENERAESSEA

EEF ALK IAM Identity Center fEAEEFE |, FEEMAEIL IAM Identity Center EA EHREIAE
BEFE it EE URL,

MFEFEA IAM Identity Center EAEZ ANRE , F2HEAWS FA ( EAEERE) FHEA
AWS ZEA O#8,

EREFIEGHMERE
1. 7 IAM Identity Center 1 , B —EFF IR R EBEAREERNREER.

MEETR , FHF2E (AWS IAM Identity Center A EIEE) dWELHFAE
2. BERAERRERE , AREZFEERE —EATRE,

WEER , FSB (AWS IAM Identity Center fEFEER) FHFIEEE,

BYEAEEFRENERE 5


https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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AWS &#& £ & BAHEIE A

EERE AWS RRFEAEEAHE  WEETUELAHEZEATENERER K BXELREUERE
BEAWS BREAEEFAHEEFEELIZTEAER, CRENZEAERECRASERANHIXENR
-

- 4% Apple Push Notification Service (APN) ZEAEH , 528 Apple & A B4 EYHE Apple BX
SMELW|AEE D, SRR Apple ISR EBE.

- MEAEIB Firebase £ AHEH Firebase Cloud Messaging (FCM) & A& X | 5528 Firebase
Cloud Messagingo

- MEREREAER , F2HEE.
« 0% Amazon Device Messaging (ADM) EAE R , FLBREEEAER,



https://developer.apple.com/documentation/usernotifications/establishing-a-token-based-connection-to-apns#Obtain-an-encryption-key-and-key-ID-from-Apple
https://developer.apple.com/documentation/usernotifications/establishing-a-token-based-connection-to-apns#Obtain-an-encryption-key-and-key-ID-from-Apple
https://developer.apple.com/documentation/usernotifications/establishing-a-certificate-based-connection-to-apns#Obtain-a-provider-certificate-from-Apple
https://firebase.google.com/docs/cloud-messaging
https://firebase.google.com/docs/cloud-messaging
https://push.baidu.com/
https://developer.amazon.com/docs/adm/obtain-credentials.html
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B AR R HEIEERE

BYAFLEVERABAYBMAKEBAEE , FREfER AWS B EAEERAEEREEHEIXB,

NE
Application (FEFER)

FERARERRMEAE AWS RRFERAEEAHERENFEERS. EARXNtEFHERN Amazon
Pinpoint 838, 1T8EEBFMERE.

e

AWS FREEAKMEFMERANILEEE L  LUBBHREANEE APNSETRIFZRH, BALE
BIEK Apple FIEABIRFEIBHESI®,

MRICRHBFESR , AWS RIEREEFAESER B RBREEEANSEHEEHAPNs, &
ALAEABESR  BEHEEABAZE APN £ENDERIR,

BBETRE , ZNEBSRTEEH, ERAFRUENFZBSR X, MAZRTEEENE. &
RN EZCRANRSEEARER. #1582/ (Xcode FRHA) HHYEMRFEEHE APN
B

B

BN EIEHIX BN | AWS RREAEERAHEARRD APNs TLS BFE. APN BROUERXER
ENDERE A URATENERE, B0LUEBEN Apple FIEABIRFEBERE.

BEEE—FRBY. BEEERBIE  BLAEUFNER , RREHRIE AWS BREREE
HE , BHEEBAIRY, F1E7F2H (Xcode EA) VLA TLS BEE APN BEHF .

%II

FORIRHF

BYRALRBBERBIMEARNEAERN , TREMFMHEEIEE. UFMEEAERNFARES
ZHAWS HKERESRMEAM.

3



https://help.apple.com/developer-account/#/deva05921840
https://help.apple.com/developer-account/#/deva05921840
https://help.apple.com/developer-account/#/dev82a71386a
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BF

ARRELERREVEAEN , YRAEMHIEEE, EETRELESF  ERFOABAEXRE,
& T ARR R R SUE R AR (T R SR IE

1.

£ https : //https://console.aws.amazon.com/push-notifications/ BARL AWS R E R EBEFA#IEE

Ba.

BREZIERER,

EFEAENEET  BAEARSHNER,

(&R ) BB LEASBREA Apple Push Notification BR# APNs)s

a. ¥ Apple #iAB AR APNs) , ZEUR A,
b. HREBEREIRFEE K BRETIHP—IE:
i WMBBREBSBBEAER , BREM Apple HBEASRFEMUTER. AWS KK EH
EABHETEREARERS TBEFR.
- 2 ID-EREEZLR/RMN ID,
- HIBBIF - FEAE I0S EARERM ID,
- BBEBIRF - BRI Apple IR A BIRF BB ID,
- BESH -LEEURTESBE | £ Apple B ABIRF TERH .p8 EXE.
i. MREBEBFREAEH , FRHTIEF
« SSL B - %M TLS BEM p12 EXR,
- BEER - NRECABREREE , BFELERA.
- BEEE - ENECEANBEEE,
(EA) KEBRLLZEASRRMA Firebase Cloud Messaging (FCM),

a. ¥R Firebase Cloud Messaging (FCM) , 3#EUEK A

b. HRERSIBIEE K FEETIHHAP—IE .
i SHEEREAER (BR) A BEEEER  ARBZFEWIRKE JSON EX.
i. HRALBERFT , £ AP SBHPEALHNEER,

(BA) KKBLEASBRBABEZSHRHEL,

a. Y HRERREE , BEEA.

BRF


https://console.aws.amazon.com/push-notifications/

AWS BB & (&SR
b. &% API iR , @ AEK APl 28,
c. HRMEER K BWALHNLEER,

7. (ER) EELZEASRERBMA Amazon Device Messaging.

a. &% Amazon Device Messaging , 2B A
b. #¥AFW ID, WAZKNAFL ID.
c. HRAFRME A WALHAFRBE,

8. EEFEVEAREX.

=R 9
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=R A8

AR L 18 R IRF AR R SRIE.

1. ¥ https : //https://console.aws.amazon.com/push-notifications/ BIRX AWS R FEREBEAMIEE

7a.

EEQEENEEEAERNERRER,

(1EAH ) B Apple #XBHIRFE APNs) , BERELA,
(i#F ) #¥ Firebase Cloud Messaging (FCM) ;& BRER A
(A ) $HYEEEEREXEREA

(1ZA ) &% Amazon Device Messaging /&R -

i#1Z Save changes (REFE%),

N o o bk~ Db



https://console.aws.amazon.com/push-notifications/
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HiEAE
AWS BRRFERAEEAHIE API TR ZHEBHNELEREHLERIFT, FHEEsTENEXBE
B, WA LAER AWS SDK , i&EiB AWS & & EAHIE AP EIEHIEB A,

B A AELES |, FEIB AWS BRRFERAEAS MR ENEAHEENREEEEIAEN. BaT,
AWS RIRfFEH B EAHIEZE T 5ISEE : Firebase Cloud Messaging (FCM). Apple Push Notification
Service (APNs), BEZEiR#I%EH Amazon Device Messaging (ADM),

MFERR, BERMBEENESEXNREG  F2EEGHEL,

(® Note

B 183%E1B Firebase Cloud Messaging (FCM) AR#E &4 #EX B AR , BB AWS & EH
EAEHEIE API GCMEEE A RGBT, Google B 2018 £ 4 A 10 B#& 1k Google Cloud
Messaging (GCM) fR#§. Fi8 , AWS R#&FEAEERAHIE APl EFEHEHFEB FCM GCMERT
BECAENREER , LU FEKIE GCM RECHIEAZ APl B BHHEEM,

GCM (AWS CLI)

THIEHIfEA send-messages &% GCM Push B8 AWS CLI, ###BRBEEH M —FFF
3% 611e3e3cdd47474c9c1399a50example R BEH ERARER BRI,

aws pinpoint send-messages \

--application-id 611e3e3cdd47474c9c1399a50example \
--message-request file://myfile.json \

--region us-west-2

Contents of myfile.json:
{
"Addresses": {
"token": {
"ChannelType" : 'GCM'
}
I
"MessageConfiguration": {
"GCMMessage": {
"Action": "URL",
"Body": "This is a sample message",
"Priority": "normal",



https://docs.aws.amazon.com/pinpoint/latest/developerguide/service_code_examples.html
https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html
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"SilentPush": True,

"Title": "My sample message",
"TimeTolLive": 30,

"Url": "https://www.example.com"

}

T B & BIEA send-messages {#i%X GCM Push BA , W EAMAEERESBEZE AWS CLI, ##
MR BEEBWH—F/F |, I#§ 611e3e3cdd47474c9c1399a50example R AEHERRERE
B AFo

aws pinpoint send-messages \
--application-id 611e3e3cdd47474c9c1399a50example \
--message-request
"{
"MessageConfiguration": {
"GCMMessage": {
"RawContent": "{\"notification\": {\n \"title\": \"string\",\n \"body\":
\"string\",\n \"android_channel_id\": \"string\",\n \"body_loc_args\": [\n \"string
\"\n 1,\n \"body_loc_key\": \"string\",\n \"click_action\": \"string\",\n \"color\":
\"string\",\n \"icon\": \"string\",\n \"sound\": \"string\",\n \"tag\": \'"string
\",\n \"title_loc_args\": [\n \"string\"\n J1,\n \"title_loc_key\": \"string\"\n },
\"data\":{\"message\":\"hello in data\"} }",
"TimeTolLive" : 309744
}
},

"Addresses": {
"token": {
"ChannelType":"GCM"
}
}
3

\ --region us-east-1

T 5 HIfEA send-messages , /A EiXEH FCMv1 FAEAEK GCM Push & AWS CLI,
WKrrBRBEBHWH—F/F , 4§ 611e3e3cdd47474c9c1399a50example R BIEH AR
B

aws pinpoint send-messages \
--application-id 6a2dafd84bec449ea75fb773f4c4lfal \
--message-request



https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html
https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html

AWS B8 A & (A % &5
{

"MessageConfiguration": {
"GCMMessage": {
"RawContent": "{\n \"fcmVlMessage\": \n {\n \"message\" :{\n \"notification
\": {\n \"title\": \"string\",\n \"body\": \"string\"\n },\n \"android\": {\n
\"priority\": \"high\",\n \"notification\": {\n \"title\": \"string\",\n \'"body
\": \"string\",\n \"icon\": \"string\",\n \"color\": \"string\",\n \"sound\":
\"string\",\n \"tag\": \"string\",\n \"click_action\": \"string\",\n \"body_loc_key
\": \"string\",\n \"body_loc_args\": [\n \"string\"\n ],\n \"title_loc_key
\": \"string\",\n \"title_loc_args\": [\n \"string\"\n 1,\n \'"channel_id\":
\"string\",\n \"ticker\": \"string\",\n \"sticky\": true,\n \"event_time\":
\"2024-02-06T22:11:55Z\",\n \"local_only\": true,\n \"notification_priority\":
\"PRIORITY_UNSPECIFIED\",\n \"default_sound\": false,\n \"default_vibrate_timings
\": true,\n \"default_light_settings\": false,\n \"vibrate_timings\": [\n \"22s
\"\n 1,\n \"visibility\": \"VISIBILITY_UNSPECIFIED\",\n \"notification_count\": 5,
\n \"light_settings\": {\n \"color\": {\n \"red\": 1,\n \"green\": 2,\n \"blue\":
3,\n \"alpha\": 6\n },\n \"light_on_duration\": \"112s\",\n \"light_off_duration
\": \"1123s\"\n },\n \"image\": \"string\"\n },\n \"data\": {\n \"dataKeyl\":
\"priority message\",\n \"data_key_3\": \"priority message\",\n \"dataKey2\":
\"priority message\",\n \"data_key_5\": \"priority message\"\n },\n \"ttl\":
\"10023.32s\"\n },\n \"apns\": {\n \"payload\": {\n \"aps\": {\n \"alert\": {\n
\"subtitle\": \"string\",\n \"title-loc-args\": [\n \"string\"\n ],\n \"title-loc-
key\": \"string\",\n \"launch-image\": \"string\",\n \"subtitle-loc-key\": \"string
\",\n \"subtitle-loc-args\": [\n \"string\"\n 1,\n \"loc-args\": [\n \"string
\"\n 1,\n \"loc-key\": \"string\",\n \"title\": \"string\",\n \"body\": \"string
\"\n },\n \"thread-id\": \"string\",\n \"category\": \"string\",\n \"content-
available\": 1,\n \"mutable-content\": 1,\n \"target-content-id\": \"string\",\n
\"interruption-level\": \"string\",\n \'"relevance-score\": 25,\n \"filter-criteria
\": \"string\",\n \"stale-date\": 6483,\n \"content-state\": {},\n \"timestamp\":
673634,\n \'"dismissal-date\": 4,\n \"attributes-type\": \"string\",\n \"attributes
\": {},\n \"sound\": \"string\",\n \"badge\": 5\n }\n J\n },\n \"webpush\": {\n
\"notification\": {\n \"permission\": \"granted\",\n \"maxActions\": 2,\n \"actions
\": [\n \"title\"\n ]1,\n \"badge\": \"URL\",\n \"body\": \"Hello\",\n \"data\": {\n
\"hello\": \"hey\"\n },\n \"dir\": \"auto\",\n \"icon\": \"icon\",\n \"image\":
\"image\",\n \"lang\": \"string\",\n \"renotify\": false,\n \"requireInteraction\":
true,\n \"silent\": false,\n \"tag\": \"tag\",\n \"timestamp\": 1707259524964 ,\n
\"title\": \"hello\",\n \"vibrate\": [\n 100,\n 200,\n 300\n J\n },\n \"data\": {\n
\"datal\": \"priority message\",\n \"data2\": \"priority message\",\n \"datal2\":
\"priority message\",\n \"data3\": \"priority message\"\n }\n },\n \"data\": {\n
\"data7\": \"priority message\",\n \"data5\": \"priority message\",\n \"data8\":
\"priority message\",\n \"data9\": \"priority message\"\n }\n }\n \n}\n}",
"TimeTolLive" : 309744

iy
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"Addresses": {
token: {
"ChannelType":"GCM"
}
}
} 1

\ --region us-east-1

WR# ImageUrl MM AR GCM , Al pinpoint € MU EAERBANEE , 85
pinpoint.notification.imageUrl , iEFBF L EEREFEZF LR, FEA RawContent
FIgERSMNER  flNESENERER AWS Amplify,

Safari (AWS CLI)

B LAER AWS R FEREEA#IE | AR EERIER Apple Safari Web BIEZFH macOS &
B, ZHEEAR Safari BB , XEREERBALAR , BAEFLRARTFISKEBME., BB
£ Amazon Pinpoint fEfiEEmY® , EVEEREASABNHEIEEBANER | FEFEETHEETHA
EHiEERBASAS , SUERILE W,

(® Note

BX B A Safari MEBERN macOS FREBEMMR BB , FSEHRHKREM. &
3%5%| iPhone # iPad & iOS & , TR ELEM,

EEEAR Safari MEBES Y EEERRAESRE, RAFASRELERE aps YHEFEE—
8l url-args FE%|, FE url-args FEHIFEERSHIB B XNEIX R Safari BEBIES., BJES
[y agE—Z=HnEk,

T BI&5I6E B send-messages RE M #&i@ HEX E Safari Web BB 3§ AWS CLI, #§##EKEBEH
BHME—F8F , YA 611e3e3cdd47474c9c1399a50example AR BB ERARERE BT

aws pinpoint send-messages \
--application-id 611e3e3cdd47474c9c1399a50example \
--message-request

'{
"Addresses": {
"token":
{
"ChannelType" :"APNS"
}

}I
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"MessageConfiguration": {
"APNSMessage": {
"RawContent":
"{\"aps\": {\"alert\": { \"title\": \"Title of my message\", \"body\":

\"This is a push notification for the Safari web browser.\"},\"content-available\":
1,\"url-args\": [\"\"1}}"

}
}

)

\ --region us-east-1

WNZE Safari BB AWM ER |, 5528 Apple B A EBuE EWERE Safari #EEE 4,
APNS (AWS CLI)

T 5 & BIEA send-messages {&i%X APNS Push @18 AWS CLI, ###ERAEBRIHE
—F%F , 4 611e3e3cdd47474c9c1399a50example AR BEHEARINZBAILT | 1§
GAME_INVITATION BUX A ME — 3 BIAF o

aws pinpoint send-messages \

--application-id 611e3e3cdd47474c9c1399a50example \
--message-request

{
"Addresses": {
"token":
{
"ChannelType":"APNS"
}
by

"MessageConfiguration": {
"APNSMessage": {

"RawContent": "{\"aps\" : {\"alert\" : {\"title\" : \"Game Request\",
\"subtitle\" : \"Five Card Draw\",\"body\" : \"Bob wants to play poker\"},\"category
\" : \"GAME_INVITATION\"},\"gameID\" : \"12345678\"}"

}

}
3

\ --region us-east-1
JavaScript (Node.js)

EF L& , £ Node.js REAE AR JavaScript B9 AWS SDK EiXHEEHN, LHEFRREER
I EXE T SDK for JavaScript in Node.jso
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HESEERBEEALANBAERMER  EERE FAENERERNLEFIES, FEH
28 AWS SDK for JavaScript in Node.js BiZ A B S P HRERTFE.

'use strict';

const AWS = require('aws-sdk');

// The AWS Region that you want to use to send the message. For a list of
// AWS Regions where the API is available
const region = 'us-east-1';

// The title that appears at the top of the push notification.
var title = 'Test message sent from End User Messaging Push.';

// The content of the push notification.
var message = 'This is a sample message sent from End User Messaging Push by using
the '
+ 'AWS SDK for JavaScript in Node.js';

// The application ID that you want to use when you send this

// message. Make sure that the push channel is enabled for the project that
// you choose.

var applicationId = 'ce796be37f32f178af652b26eexample’;

// An object that contains the unique token of the device that you want to send
// the message to, and the push service that you want to use to send the message.
var recipient = {
'token': 'a@blc2d3e4f5g6h7i879k011m2n304p5q6r7s8t9udviw2x3y4z5a6b7c8d8e9f0!’,
'service': 'GCM'

};

// The action that should occur when the recipient taps the message. Possible
// values are OPEN_APP (opens the app or brings it to the foreground),

// DEEP_LINK (opens the app to a specific page or interface), or URL (opens a
// specific URL in the device's web browser.)

var action = 'URL';

// This value is only required if you use the URL action. This variable contains
// the URL that opens in the recipient's web browser.
var url = 'https://www.example.com';

// The priority of the push notification. If the value is 'normal', then the
// delivery of the message is optimized for battery usage on the recipient's
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// device, and could be delayed. If the value is 'high', then the notification is
// sent immediately, and might wake a sleeping device.
var priority = 'normal';

// The amount of time, in seconds, that the push notification service provider
// (such as FCM or APNS) should attempt to deliver the message before dropping
// it. Not all providers allow you specify a TTL value.

var ttl = 30;

// Boolean that specifies whether the notification is sent as a silent
// notification (a notification that doesn't display on the recipient's device).
var silent = false;

function CreateMessageRequest() {
var token = recipient['token'];
var service = recipient['service'];
if (service == 'GCM') {
var messageRequest = {
'Addresses': {
[token]: {
'ChannelType' : 'GCM'
}
},
'MessageConfiguration': {
'GCMMessage': {
'Action': action,
'Body': message,
'Priority': priority,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url

}
};
} else if (service == 'APNS') {
var messageRequest = {
'Addresses': {
[token]: {
'ChannelType' : 'APNS'
}
I

'MessageConfiguration': {
'APNSMessage': {
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'Action': action,
'Body': message,
'Priority': priority,
'SilentPush': silent,
'Title': title,
'TimeTolive': ttl,
'Url': url

}
I
} else if (service == 'BAIDU') {
var messageRequest = {
'Addresses': {
[token]: {
'ChannelType' : 'BAIDU'
}
},
'MessageConfiguration': {
'BaiduMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url

}
I
} else if (service == 'ADM') {
var messageRequest = {
'Addresses’': {
[token]: {
'ChannelType' : 'ADM'
}
},
'MessageConfiguration': {
'ADMMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'Url': url
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};

return messageRequest

function ShowOutput(data){
if (data['"MessageResponse"]["Result"][recipient["token"]]["DeliveryStatus"]
== "SUCCESSFUL") {

var status = "Message sent! Response information: ";
} else {
var status = "The message wasn't sent. Response information: ";

}

console.log(status);
console.dir(data, { depth: null });

function SendMessage() {
var token = recipient['token'];
var service = recipient['service'];
var messageRequest = CreateMessageRequest();

// Specify that you're using a shared credentials file, and specify the

// IAM profile to use.

var credentials = new AWS.SharedIniFileCredentials({ profile: 'default' });
AWS.config.credentials = credentials;

// Specify the AWS Region to use.
AWS.config.update({ region: region });

//Create a new Pinpoint object.
var pinpoint = new AWS.Pinpoint();
var params = {
"ApplicationId": applicationId,
"MessageRequest": messageRequest

};

// Try to send the message.
pinpoint.sendMessages(params, function(err, data) {
if (err) console.log(err);
else ShowOutput(data);
1)
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SendMessage()

Python

R ERA M Python (Boto3) B AWS SDKEE L E8 5 EIEHIE B A, LWEHIBRBREBERELRET
SDK for Python (Boto3),

HEflEERBEFALANBZEABRER  EERE CAZNEFREBRAAEEIER, FI15:E
2B AWS SDK for Python (Boto3) API 2& B

import json
import boto3
from botocore.exceptions import ClientError

# The AWS Region that you want to use to send the message. For a list of
# AWS Regions where the API is available
region = "us-east-1"

# The title that appears at the top of the push notification.
title = "Test message sent from End User Messaging Push."

# The content of the push notification.
message = ("This is a sample message sent from End User Messaging Push by using the

"### Python (Boto3) # AWS SDK.")

# The application ID to use when you send this message.

# Make sure that the push channel is enabled for the project or application
# that you choose.

application_id = "ce796be37f32f178af652b26eexample”

# A dictionary that contains the unique token of the device that you want to send
the
# message to, and the push service that you want to use to send the message.
recipient = {
"token": "a@blc2d3e4f5g6h7i8j9k0@11m2n304p5q6r7s8t9u@viw2x3y4z5a6b7c8d8e9f0",
"service": "GCM"

}

# The action that should occur when the recipient taps the message. Possible
# values are OPEN_APP (opens the app or brings it to the foreground),

# DEEP_LINK (opens the app to a specific page or interface), or URL (opens a
# specific URL in the device's web browser.)

20
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action = "URL"

# This value is only required if you use the URL action. This variable contains
# the URL that opens in the recipient's web browser.
url = "https://www.example.com"

# The priority of the push notification. If the value is 'normal', then the

# delivery of the message is optimized for battery usage on the recipient's

# device, and could be delayed. If the value is 'high', then the notification is
# sent immediately, and might wake a sleeping device.

priority = "normal"

# The amount of time, in seconds, that the push notification service provider
# (such as FCM or APNS) should attempt to deliver the message before dropping
# it. Not all providers allow you specify a TTL value.

ttl = 30

# Boolean that specifies whether the notification is sent as a silent
# notification (a notification that doesn't display on the recipient's device).
silent = False

# Set the MessageType based on the values in the recipient variable.
def create_message_request():

token = recipient["token"]
service = recipient["service"]

if service == "GCM":
message_request = {
'Addresses': {
token: {
'ChannelType': 'GCM'

I
'MessageConfiguration': {
'GCMMessage': {

'Action': action,
'Body': message,
'Priority' : priority,
'SilentPush': silent,
'Title': title,
'TimeTolive': ttl,
'Url': url
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}

elif service == "APNS":
message_request = {
'Addresses': {
token: {
'ChannelType': 'APNS'

},
'MessageConfiguration': {
'APNSMessage': {

'Action': action,
'Body': message,
'Priority' : priority,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url

}
elif service == "BAIDU":
message_request = {
'Addresses': {
token: {
'ChannelType': 'BAIDU'

I
'MessageConfiguration': {
'BaiduMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url
}

}
elif service == "ADM":
message_request = {
'Addresses': {
token: {
'ChannelType': 'ADM'

22
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iy

'MessageConfiguration': {
'ADMMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'Url': url

}

else:
message_request = None

return message_request
# Show a success or failure message, and provide the response from the API.

def show_output(response):
if response['MessageResponse']['Result'][recipient["token"]]['DeliveryStatus']

== "SUCCESSFUL":
status = "Message sent! Response information:\n"
else:
status = "The message wasn't sent. Response information:\n"

print(status, json.dumps(response,indent=4))

# Send the message through the appropriate channel.
def send_message():

token = recipient["token"]
service = recipient["service"]
message_request = create_message_request()

client = boto3.client('pinpoint', region_name=region)

try:
response = client.send_messages(
ApplicationId=application_id,
MessageRequest=message_request
)
except ClientError as e:
print(e.response['Error']['Message'])
else:
show_output(response)
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send_message()
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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WMFT ABAC EHHAEH , F2H (AM EREERE) PHEA ABAC BRIEERF . NEEESHAR
E ABAC ZERNHERE , F2H IAM EHEERETRNEABHEEFEZSE (ABAC).

BE AWS &R EAEGAMEERAREEAER
XERNEE 2

ERERRESEAENEAR , L AWS RE BLER, NFEFEEF , SEWE AWS R £
RIEEAER  F2H8 (AWS R IAM EAEREE) PHER IAM B .

MRE AWS Management Console EAEAERZ BN BB UANEMEEEA | AISERTRHEA

BHl, flm, EEAWS FALATNE—FA (SSO) BEEEH K , ZEFEEHENHREEAER,

"“‘"‘Mﬁﬁﬂ%% TRAEEA , ARVRACK  C2EBEIRNER. NEVRACKHFMAER ,
w20 (AM EAEER) PHREAETRE IAM A6 (FEE).

&I LAMEA AWS CLI 5 AWS APl FEIZY IRIEAER, AR, S UEAELHEREAENRE
HAWS, AWS EZEBREELRREAER K MARCEARBENZR, NFFRER , F2H
IAM VTR LS BE.

AWS 7 & AR 0 B RR S 2 00
XEEHFEFMIERE (FAS) : 2

ERER IAM ERERNARE PATHER AWS , BERRAETA, ERAEERBE 6 SRS
BMATEEBIE i’éﬁﬁ’(i’ﬂﬂﬂﬁi%ﬂhﬁﬁb% BEE. FAS R WEFEAFFT AWS B , &6
AWS BR#% FERE TERBREFER. IRERBRIFERE M AWS RF% = BREB S RETRHY
RE , AERE FAS XK. 7(£Jtl: BRT , BLBEERHTEMEBFNFFAT. WFERL FAS FFRE
HBCRFMER  F2EEREMTFEEE,

AWS R EREEFAREHNRBAE
XERBAEE R

R AR RBEREIN AM A6 , TREHITEE. IAM EES UM IAM AR, &AM ERRE
At. IEFAES  F2H (AM E£REER) PNELABUEIRET I #1E AWS R#.

/A Warning

SEFRBACHNFITAIREPE AWS REERAEGAKIEIIE, RBE AWS REEREE
X RMIESIR , T REREREAE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWS B E R & ERAHEE EREES

AWS B EAEBHAHEEINREEZAR
XERBELAG &

RBEHACREAE H—EREAS AWS BE. BETURERRENTHENAS, RIEER
AEEURESH B AWS IBF , LARBEA. AM BERTURE , BT ERBEHELALH
T

NMFERVREERBEEACHFMER , F2ETEL IAMEFENAWS RIS, EREPSHEKH
HP32RBEFAGHRTHN Yes, BERER , LR BB RBEZABXHS,

AWS BR#& R & EFHEN & 25 B BURE S

RIFFERE , FAENACREEURIEH AWS R EREGAEEE RN, ML\ LER
AWS Management Console, AWS Command Line Interface (AWS CLI) 5 AWS AP| R {TE
ETERTHRAEHHMEERATHENSTT , IAWM EEETLEY IAM BER, A& SEETLE
IAM BERFTEEAE  FREEEREIELAE.

WMETHMMAERELES JSON BERXHETL IAM 52 REEK , F28 (AM EREER) FHE
3 IAM BUR (E#A).

WEAWS BREREEAHEMERCBENEREENFEET  SHESEEREEMN ARNs 1
A, F2RBRBERESEDNAWS RREAEEFHRENEE, EFRNERTER,

ES |

- BRREER

- A AWS HRERESAMEFES
- AFERAERFMFIE KT

HERREER

BoRARRESHEEZIREFANERBAERS RN, FEEMER AWS X EHEERAHEER, E
LEETREE RGN AWSIRFELEH, EREVRMES P HEBERE K BFERTNIENRESRSE
13

- FIEER AWS SEBRRAEBRKEERTT - EERBRFTRTENCERAENTEER , BFEH
BT R TS EREARAN AWS REBR., ©MTELN PEMH AWS IRF, RAIZREESR
BREREARI AWS WEFZERXR , ME-FRDH . WFEZEA , F2H IAM EAERE
PR AWS ZERRSEBBAENAWS ZEBXK.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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- ERAREHERT - RE IAM BERNFAR  FERTHTERMTNAT. KERLEN , B
LESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEAES , F2EH IAM EAERERETH IAM PRIBERMET .

o EF IAM BUR B R4H — S REIFEE - B LUSRAFTIEZEBER |, URFHIEBENE RN ER.
il |, BT LRBBOR GG |, IEESBMFEA SSL BIEFMERE R, MRFBBEE Hlm £HREEE
AWS FR# , &t 0] LAGE R4 3R 1R F E 2B AWS CloudFormation., INEFFMER , B2 1AM
EAEEEHR IAM JSON BETE | E4.

« f£/ IAM Access Analyzer B IAM BUER |, fE{RFT I 24 B 7 IE%E1E — IAM Access Analyzer B
BHBEMBAEER |, BRELBERER IAM BURFES (JSON) fl IAM HRIEEH ., IAM Access
Analyzer 12t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
#A,F2E (AM EAEERM) PREA IAM Access Analyzer BrF BUE

- FESEEERTE (MFA) - MRZHRPIFE IAM EHES FHREAE AWS 1R |, BB
MFA URESR£%, MFEEMFU AP RERFER MFA | 51§ MFA (REFFEZENBER, W
EFHMEN , B2 (AM EAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntm|# #V3EiB MFA B &£ API FEL

WFE IAM A REBBWERER , F26H IAM EREEERTH AM Z2KEEK,
/A AWS RREREEAHEERE

FEFMAWS RREAEEAMETES , B4EHEE —EREFT, ELFILAAFEN HME
RhAWS SR EAEEAMEERNFRAEA AWSIRF, MREEIHSERALNEFTEREN S
SEEE , ASREARBENER (ERERAG) ME  TRAMREZUABMEE,

HREFU AWS CLI X AWS API (IERE |, BTAFEAFREEEST. Rz , REAHFEFIRA
Bt ERMITZ API BRIENBER AT,

ATRRERAENAGNMDATUER AWS BRRFEAEEAEERE | thiE
AWSEndUserMessaging AWS S EBFREEIER, WEFHAEA , 528 (AM E£AEER) F
MWEEBHIEIERE.

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "AWSEndUserMessaging",
"Effect": "Allow",
"Action": [
"mobiletargeting:CreateApp",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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ERAEER

"mobiletargeting:GetApp",
"mobiletargeting:GetApps",

"mobiletargeting:
"mobiletargeting:
"mobiletargeting:
"mobiletargeting:
"mobiletargeting:
"mobiletargeting:

DeleteApp",

GetChannels",
GetApnsChannel",
GetApnsVoipChannel",
GetApnsVoipSandboxChannel",
GetApnsSandboxChannel",

"mobiletargeting:GetAdmChannel",
"mobiletargeting:GetBaiduChannel",
"mobiletargeting:GetGcmChannel",
"mobiletargeting:UpdateApnsChannel",
"mobiletargeting:UpdateApnsVoipChannel",
"mobiletargeting:UpdateApnsVoipSandboxChannel",
"mobiletargeting:UpdateBaiduChannel”,
"mobiletargeting:UpdateGecmChannel",
"mobiletargeting:UpdateAdmChannel"

1,
"Resource": [
]
}
]
}

RFFERAERAMMAECHEFT

GEHEREUNMBILIBER , AFF IAM ERERGHMBMEMHERE S IHNABRRZIERE.
GEETEAFHER H AWS CLI AWS APl URBRRET AR TR EBEN T,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",

iam:GetUser"

B BUR

o5
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ERAEER

"Resource": ["arn:aws:iam::*:user/${aws

I
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

:usernamel}"]

H AWS B fEREERAHEIES 7 NEFREETHREZE

ERLL T EARG B ELE NS EEER AWS REFERAEERMIEN IAM BB E REE,

FE
s REELE AWS RIXFEREBERAEEPHITHE
« FAEBHIT iam:PassRole W Z#E

- BREAF BUAWAS AWS 1RF FIEN AWS RRFEREEFHEIEER

REHEE AWS BRERFEEAMEHHTEE

MRERENER |, FAEKRERENITEF , ENBRLEEHN , AFFERITEIF,

TH&EHIsEER G Emateojackson IAM EREERAERAEZARE —BERS my-example-widget
BROFMERN , BAIEERE mobiletargeting: GetWidget FFAIBFEE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:

mobiletargeting:GetWidget on resource: my-example-widget
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FEHBERT , BAEH mateojackson EAFEWEHR , LFFEM mobiletargeting: GetWidget
BiEZE my-example-widget iR

INRBEEGE , BREEN AWS EEE, FHNEEEBRHENEXERE.
K AEEHIT iam:PassRole B

MBHRIKEIEE  SHEERHIT iam: PassRoleBfE , BNBELEELH , UAHSKABEERL
AWS J#&fE & ERAHEX,

BE AWS B# AIREEREACEEGERE K MAREYFNBEACIRBEELEC, NFH
TR , L ARERACBEEZ BB,

EE€A W IAMmarymajor EAEEREATIREE AWS R ERAFESAMEFATEER S
A THIEBIHER, BER , BFFRBELREEBEBALRTFHFT. Mary RESAREEEXRBENFT
CIB

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WA BES , AFFME1T iam: PassRole Bk,
MREFEEWGE , BHEEHN AWS EEE, FNEESRHENESEE.
BEEARFT AW AE AWS IRF FEIERM AWS R FEREERA#HEER

BUNRY—EAE  BEMRFTNEREIEEBATNASFIENER, BT IEEZ AR
EEAMHENEXAR., HHXEERERNBERIFEUEHIEE (ACL) AYARES , &0 LUE M ALK
RRE T AEFEUENE R,

NMEE-STH , F2RUATAS

- BEETHAWS BRRFREEAHIEZEREIEELINEE ,
IAM F& £ o

- BEETHRNRMAEHES AWS tRF WERTFEME , 528 (AM FHAEIER) RWESLHEE AWS
IRE B 5% — @ PREFEES IAM F£AE,

« BEETHRINMASERNFZEERHREE=H AWSIRF |, F28 (AM FAEEE) TWEEFEER
HEEE=H AWS IRF #H,

- METHNAMEBHES S oREFEIVE | Z260 IAM EREEETNEEFEERERENTDETS
PERBNERAE BMESE D).

3
¢

B8 AWS & #& fit F & & 57 #E35 40 ] 2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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- MFTHREASENEREBRRETEIRFFRNCEANZR , 528 (AM £REER) 8 IAM
PR EBRE ERFE.

AWS HRFEAEEAHEEZNSRARE

EETH RS AWS R ERESRFEEER , F2HEAWS ¥ 28 SRR BELREABNEG
HEtEl, WE—MREHA , 28 AWS Compliance Programs,

O LR THEHE=Z AT AWS Artifact, MNEFME , FL2E FEHS in AWS Artifact

BER BRNESREME AWS R BURREBNEEN, BLANEREE , UARERAERENER.
AWS R TIIERREHEIER

LZEEHERE - BEMRAFREFEEARTRTEREEZE  URHTNERLHESHRYENTR,

« HIPAA £ RS E - Sl HIPAA &1 R%. X3EFTHE AWS IR #RFS HIPAA B,

- AWS ERER - L THEFMANIERESTREARENEENVE.,

- AWSEFEHIER - BREANAETHARELEE, FEERERPEZARE (S FEEARE
ERAMPRFT (NIST), I FEXREELEZEE (PCl) MEBREEER (1S0)) RE AWS RiE
MG EEERLBFINREER,

{ AWS Config B AB1Em) RHFEA RAIFHEEIR - AWS Config BRE S ERERBRTER
DEXK. EXENFZRNEE,
« AWS Security Hub — & AWS fR# AIEE L ERBH P L2 ARE AWS, Security Hub El L&

&, AIRHEEH AWS BERYRELHN ZREBRENEREFXABENREEYR. IFXIXENRE
MEHBE , F2E "Security Hub #25|2% , ,

« Amazon GuardDuty - EEERZNRERTE IRNZEEE , L AWS R ER¥EE AWS ik
E. ITEEH. RSNERNEBERE, GuardDuty TREBESHARBIIAENARERNER ,
LA Bh &K FE PCI DSS E& BRI SR ER,

« AWS Audit Manager - i& AWS BR#§ i BB AWS AE |, UE{LEEERRHN AN , %
REEERMEREENSR,

AWS SRR ERESAHIEPHIEM

AWS £IKERRIERUL AWS B M TRERSAEREZE, AWS B RHSEER S RARBEHN
TAES , EETHESEEREE, SWEENSHEMNEERE, SBRAER , &R EEEN
FREXNENE  ETRAESCBEBREREMASRETE. TRAESNTHE, FEEINE
BEEN  BE-SHSZEERFONERERREES,

EREERRE 48


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html

AWS B8 GE E WTHE EREEE
MFEAWS B M HRENVFEER , F2R AWS SREBRR.

BRT AWS £IREMERE 2N, AWS BREAESAMRERHBEIE , UihB X BENE R =M
Mimtd FEXRo

AWS RRFEAEEAHEZPNERSREZSMN

EASERE , AWS RKFEREEAHIEZE| Amazon Web Services : £ R FHE A K EP A
B AWS £ Z2EFNRE,

BRI LAEA AWS By API L | FEBMAERFE AWS RREAEEAKE. AFRSEXE
Transport Layer Security (TLS) 1.2 REFRE, APt SN EZTREMTEBILIE (PFS) WEBE
# , BlunEREF Diffie-Hellman (DHE) =k 4% Bl gh #% iR B Diffie-Hellman (ECDHE). B R (20 Java 7 H
BT AZEXZBELER,

ok, BRMACAFRE® ID FE IAM ZRMEEBNAE TSR REE, IF , ZALUER
AWS Security Token Service (AWS STS) RE4A TR LBEREBHER,

*HREER SRR 70 A

EBESERE , AWS HREAEFAHIEZ ST Amazon Web Services : Z2 2 F#E A K EH TR
B AWS £IRERELLEFNGFRE. EXRT 2 AWS EENHMTERLLEBNER , Uk{t. &4,
EHMUEM N EBEIRFNERNERERNE, EEEFCHBENE = ETREIERRE,

ZEREER

£ AWS Identity and Access Management (IAM) 1R 5 2RIz HI%T API IBENFE , LHREML., XK
RMEBRERNEE, API EEERTEER. THIBDMNRE,

- AEE ERNEBEA (BFELEE), BYBAFERE. B2FEH AWS REAERRERER,
- BFEECEAEHTEREMEREREN T,

- A IAM BERERERSEERENT T,

- ERHREBEN IAM BEAER,

MEFHMEN , F2E AWS RRFEAEEAHENZ M., WFE IAM WEBER , BF2H AWS
Identity and Access Management, 213 IAM SEBBWER , T2 IAM HEEK.
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https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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B AWS R ERABEFAR#EE

ERRHE AWS RREAEEAENEM AWS RS RN T EY., TAMNRENEES
7o AWS RETIIERT EREER AWS RREREFEEAMEE, REHRR  URERKKRNABEEF

« Amazon CloudWatch AWS &1 ES =8/ AWS BERMEE LHTHEARER, SalkEMNE
Mg, BUBERR , URBREET , EREEEEIZEENREREHNESEEREE, 4l
m , A LA CloudWatch JEift CPU EAE R Hfth Amazon EC2 #TERER Y EZEEZEREH
BB ETER, mEFMER , 52/ Amazon CloudWatch # &5/,

« Amazon CloudWatch Logs Al BB, FERMEEIRE Amazon EC2 #11T{EE. CloudTrail RH
2R EY HEEER, CloudWatch Logs ATE#E HFRERPHNEN , U EEFFERERBENE, &
AL AFERFEESMAENRTEE. NEFMHEENR , 528 Amazon CloudWatch Logs
FEAEEM.

« Amazon EventBridge Al AR B B{LEN AWS [R% , Y EBEERKSEH , fINEAEXTRMERM
FREREE, RKE AWS RENEHSLUEFRIEN S XX E EventBridge., Z iR EEEMN
RA, REREGEENSESH  URESHFERAGMEBBDHITNEE, NFFMBEA , F2H
Amazon EventBridge &,

« AWS CloudTrail 2 ENHEZHIRERA T AWS ZHRFZHA AP HIUMAEREH |, Wi A
BRIV ZEIEEN Amazon S3 REFETHE, B SAERBIME Y £ FEFRS AWS, #EITFEWH
SER P dest | SRIFIMESR, MESMET | 528 (AWS CloudTrail RIS hitps://
docs.aws.amazon.com/awscloudtrail/latest/userguide/,

£ Amazon CloudWatch E£32 AWS Bi&FH EA S HEIX

B LAE A CloudWatch 512 AWS kA EEAHE  caRERKRENUKHEBEEATERELY
BIESHIEIE, BT ERERE 15 @A  UELAENELEH , WESHE Web FERARERH R
HITHEE, BHEALUREEERERMENET , ERMcELREREEIEANIENEE, MEFHE
A , 5528 Amazon CloudWatch £ &&=,

MELENMBERNFE | 5528 (Amazon Pinpoint A &ER) FHEEHA CloudWatch E5#2 Amazon
Pinpoints  Amazon Pinpoint

£ F A28k AWS R EA B EFAHEIE API I AWS CloudTrail

AWS Sk (E F EEFHE 2 E S AWS CloudTrail , ILARFSIEM AWS RXFHEERAKIE AWS &
FRE. ACRRBAEINEENSEHE. CloudTrail €18 AWS RXFERHEEAKIENTAE APl EIL#E
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/pinpoint/latest/userguide/monitoring-metrics.html
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WMASEH, HIRWHWSTERE AWS RREAEFASHETEANFL , UR&EHK AWS FHERAS
Hix AP BEN RN, MRERBIRER , BALIBA CloudTrail EH &3 {4ZE Amazon S3 ﬁﬁ
ZErEE , B AWS RREAEGAKENSH., BIFELRETER , KA LUER CloudTrail Ei%
FHEHERICEBIARTEHNH. FH CloudTrail WEMNER , BT LAHETY AWS Ei%%ﬁﬁﬁ%%aﬂ?&
FRHMEER, RUEFBRN IP ik, REBRHALS, RUBROEE , URHAMFRER.

EEE—L TH CloudTrail , 5528 "AWS CloudTrail fEFA&IER . »

AWS CloudTrail PR FEHEERHEEERA

BIUWRFE AWS IRFE B | 889 L€ BUH CloudTrail, E5EEE AWS SREREEAE PR LR |
ZEBERHRIE CloudTrail B4 |, UREBEHEEEHPEMRE AWS 24, BUUE PR,
BESNTERRIENENF AWS IRE., FEFHMENR , 528 "#£H CloudTrail EHE L LFMIAE
i

EESERS PHEH AWS IRFE |, B AWS RREREEAKEANEY  FELBEK, MREEH
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"mobiletargeting:CreateApp",
"mobiletargeting:DeleteApp"
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"Resource":"*"

}
]
}
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