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azonaws.com

aps-workspaces-fips.us-gov-west-1.api.aws
aps-workspaces.us-gov-west-1.api.aws
aps-fips.us-gov-west-1.amazonaws.com
aps.us-gov-west-1.api.aws

aps-fips.us-gov-west-1.api.aws

B E
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS

HTTPS

HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS

HTTPS

Amazon Managed Service for Prometheus BiEF2 T HEHIHH ( MTIEREETE ) NERNTEHIR
B (EIEEHTERTEAE Prometheus HENER ) . BHIFHRMFES aps.* , MERFE

XENBE
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HiRBFAEA aps-workspaces.*, fERA HIHE . amazonaws.com¥ & IPv4 |, R A HIREE
BF.api.awsXX & IPv4 f IPv6,

EE

HRNRFEEEELER. REEARRBESRSEMANPEENNBENIME. WEFHEA , F
28 (Amazon Managed Service for Prometheus E&)
&R LAfE A AWS Cost Explorer fl AWS SiAFNAEHRERERENER, WHEFMENR , F2EER

Cost Explorer IRELBNER AR ERE AWS RAEFMAERS.

FTEXE

MRIEFTEREMBRN AWS Sk ETE , BN SHEZEBERR Amazon Managed Service for
Prometheus,



https://aws.amazon.com/prometheus/pricing
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/ce-exploring-data.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/ce-exploring-data.html
https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
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FA ¥R £ -l Amazon Managed Service for Prometheus

Amazon Managed Service for Prometheus & —E#E M AR2T. B Prometheus AW ARIE , 71 FARES
BRRBEER K BLERAHAERLHERABRE, FNEEHETHMEMA Amazon Managed Service
for Prometheus #) = {EE3& A

« BY TH[E - B3 Amazon Managed Service for Prometheus TEERFHMER{EE,

- HEUEE - BN IHEERZEN , EXEEEEFAIEER L, BUUEEREXE Amazon
Managed Service for Prometheus , & Amazon Managed Service for Prometheus B Ej#llENE
=

- EHER - BEEMATEEFNERR  ERUAEHENURRIERELER,

MRERYIRER AWS |, AEithBEBERTE MEFHEF AWS 1RF.

T

- BEAWS

« 13 Amazon Managed Service for Prometheus TE[E
* #§ Prometheus EEHEINE TEE

- & Prometheus $5Z

X TEAWS

SERREHNESE , AWSE—XER HITRE. MRESKBAWSIRF |, FBBE 23 Amazon
Managed Service for Prometheus T/E[E,

E R BAWS | AWSEHIRF 2 B B)FE FIFTE IRIEAWS |, B#E Amazon Managed Service for
Prometheus, T8 , BREHEFAIERANRETE,

&
- FEMAWS IRFE
- BV EEEEREIENERE

SMAWS IEF
MREEEAWS 15 | B=R T 55 BRE T — @,

REAWS 13
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A MAWS RF

1. BARK https://portal.aws.amazon.com/billing/signup.
2. FBEERLETRET.

BoEMEFFEVORENGF , TEEFRBNARER.

B8 BAWS tRF , AWS tRFIRERESEN . REAEFEEINIRFPHAABEAWS R
BHNER. FRAZLREEYR A FHEEFIEERGERE  YEEEAREAERATEZR
£/ & FEUEREH .

AWSEEZMEFTREELEIEFBUHRE., B LIBERZ 4 https://aws.amazon.com/ B IER
WIRE , IR E B sIMRFIE BN EEIRS,

BYEREEFHENERE

M BAWS tRF |, FERBAWS tREAREAE. BUAAWS IAM Identity CenterMIZIZ EEFERE , U
RIERERERARNAEEE,

REBELEHAWS IRFRERE

1. BERERAEIHAAWS IRFENEFE Gt , LIRFHEEAWS EETIREGDEAN, £
T—EF , wmABNZE,

MEFAREAEZANRE , FSEAWS REAFHAEEEPNURERESE D E A,
2. BEELNBRERAERE LRAZEERRE (MFA),

mMERA , F2HE (AM EAEER) FRAENAWS IRFRERAE (28 ) BAER MFA

KB,

BEVEEEEREGFRHENERSE
1. BA IAM Identity Center,

MEETR , F28 (AWS IAM Identity CenterfE I EER) FHIBUHAWS IAM Identity Center,
2. 1£ IAM Identity Center # , i EEFRERFEAE,

WMFEFEAIAM Identity Center B #1455 RIFHNHERE , F2EAWS IAM Identity
Center  EAEERE) PWEARREREFEHEFEUAM Identity Center B 8.

BYEAEEFRENERE 14



https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
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LERERFRENERAESSEA

EEF ALK IAM Identity Center EAEEFE , FEEMAEIL IAM Identity Center EAEHREIAE
BEFE bt E URL,

MFEAFEMA IAM Identity Center EAEZ AR , F2HEAWS BFA ( EAEERE) FHEA
AWSTZERA O #8385,

EREFIREREMERE
1. % IAM Identity Center  , B —EFF I £ RE/RERAKEERNREER,

WEER , FS0B (AWS IAM Identity CenterfE i & 158) FHEIFIE
2. BERAERRERE , AREZFEERE —EATRE,

WEETR , FS0 (AWS IAM Identity CenterfE & $5R) VTS EE,

#31 Amazon Managed Service for Prometheus TE[E

THREREFMARFEFNER Prometheus IERMNEEZRE, THEEXESHENFIERS , UREHE
B, flanERH, FH, REMMER , URERNEHER, SUNERFINEERSHES —HZET
R,

ETLEE , FEETIIZER,

Xa

£E

(® Note

MEERNTEENTARBENFMEER ,
Prometheus T{EE.,

ﬂlh

20 #3I Amazon Managed Service for

# 3 Amazon Managed Service for Prometheus TE[&E

1. BARX Amazon Managed Service for Prometheus £ & , fuR https://console.aws.amazon.com/
prometheus/s
2. ¥ TTHRERAL K BAFTERNRE.

BYIERE 15
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https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
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THERERZIENER , THBERNITEE. EBTLEH —. MEIEETEEEHEEN
BlE , BERFTE IEEHEEBH Amazon Managed Service for Prometheus E4 I — TEE
IDo

3. (BER) ZEREBHMEENBTE , FEENEER.

2% , 1 Key (REI8) F , WMAEBNEE, BAILUE Value (fB) FAEBMEERE.

EEMMEE —EEE  FFEIEE Add new tag (FTIEEE),
4. BEEIVIERE,

BERETRIEFHEEAEH., SEHHEREANEHRETLIRENER , 28R
R&, ARN., IfE[E ID Mim® URL.

B , METMEERENYH, BESNRES "BAD, , AERBEBRTIEERE.
SETEY TiRE - BB A URL, M TimE - &8 URL, BRM URL., E&4& Prometheus @ik

FRREABERERBALTERE  UREHELERR K BEFTEELER,

# Prometheus 18 EHIEZE TEE

FEEEN —EHE2FEABI Prometheus RERER UAREERERXHITH Prometheus #1T1H
B) MEBEEMEUEE , REBEZEIXZE Amazon Managed Service for Prometheus LA T 7 1B

2, AEERBMMAIEBER Helm 5% Prometheus RIBEEX K FTH1TIEEE , 1 Amazon EKS 5
#EENE) Amazon Managed Service for Prometheus TE[E,

£ E7E Amazon EKS FE4AIEE | Hl Kubernetes SETEEARIEIE , BRI LAER Amazon EKS #H&
Mimngoie, tNEHMET |, 528 (Amazon EKS A EIER) 07 A EM T,

MEH A ERHEENZE Amazon Managed Service for Prometheus FRXHEBER , LS MMRER
ENELSTAMERE  F28 SiEERIEEM Amazon Managed Service for Prometheus T4E

(® Note

Wl THEENERFERERT 150 X , ARABMER, S ITEERESKER 1095 X
(=% ) , UBERBZHE. MFEFHEF , F2RZEIEE,

BEER 16


https://docs.aws.amazon.com/eks/latest/userguide/community-addons.html#_available_community_add_ons
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-workspace-configuration.html
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B Y 5 R W] 1R B SR R BRED | 6 fE A Amazon Managed Service for Prometheus #1717, ER&E
EEVIE, EREF , £EE Amazon EKS BEPRREFM Prometheus fRMRET , MRS
FRAERBEMARERS , BIBEEEE Amazon Managed Service for Prometheus, b EEH L
TS RIRHE

- BUARE I Prometheus I ARBF A1 KR EIEZEH Amazon EKS &,

- &) Amazon EKS & XEZR % Amazon EBS CS| B2 (Helm ER ) ,
o WA Helm CLI 3.0 REFARA,

- BXAMERA Linux 3 MacOS EREAT T IIZEFH LR,

B2 1 . 118 Helm Chart f#1ZE

ETH M Helm Chart BZE , BBATISS, NMESHELSSNHMET , B2H Hem i
&,

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

HER 2 - B3] Prometheus @5 % %8

BWATYEGS , & Prometheus Al fREF M H A ES 1% T B L Prometheus a8 & 2@, #% prometheus-
agent-namespace B AL ERAR LW EZENERE,

kubectl create namespace prometheus-agent-namespace

SER 3 ARBIRFRE IAM B

BB G E , BFEEHIT Prometheus RIEFZX A Amazon EKS & |, #§ IAM B &R R R
MRS o

FEBRBIREH IAM AR | BAILEL IAM A2 E Kubernetes IRISIRE BB, A% | LLIRIERSE
A LA B A Z RS IRE B E[ Pod PHIRSSIEM AWS 350, MMEFMAET , F2REBBEERSEH 1AM
pah=R

MBEREREEELAE  FIKBPM B Amazon EKS EESTEEHIEXENREAR BRHRE
A, AEHPHNRBEEMA eksctl, MEFMENR , 552 B Amazon Elastic Kubernetes Service
APFY - eksctl,

$EB 1 : $118 Helm Chart FZE 17


https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://helm.sh/docs/helm/helm_repo/
https://helm.sh/docs/helm/helm_repo/
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-eksctl.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-eksctl.html
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® Note

BT EKS &% , AWS It H RFEAFEE R MFAE £ 8 RFE Amazon Managed Service
for Prometheus B , RI#EA#E A EKS-IAM-ROLE & SigV4,

HER 4 FREMN ARSI 6 HEUE R

EEREHH Prometheus RERER , WiGIEFEIXEHLH Amazon Managed Service for
Prometheus TEE , FHKREL T RHNIT,

LHEFH Prometheus REBRER |, WiIEEEEZ M Amazon Managed Service for Prometheus T
EE

1. FRAXFEHEREIRZ S my_prometheus_values_yaml HER , B2 TIHRE.

* #& IAM_PROXY_PROMETHEUS_ROLE_ARN H#i A1 B Amazon EKS EE R EIEEHEEUESE
H AR 3% & & hE M amp-iamproxy-ingest-role B9 ARN,

« #& WORKSPACE_ID &#: A% Amazon Managed Service for Prometheus TEE#Y ID,
« # REGION B#: A& Amazon Managed Service for Prometheus T/EEHY &1,

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-
community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200

HER 4 FRER A MRER LR EEUER 18
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capacity: 2500
2. BATHI&S LA Prometheus fRIBRES.

 # prometheus-chart-name B#AEH Prometheus iRAE .,
« #& prometheus-agent-namespace Bt A% Prometheus i A =B BB,

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
agent-namespace \
-f my_prometheus_values_yaml

#&3# Prometheus 54&

BAEKEEHNZEIKE  EUHHETEH. EANEEERSEREM Grafana ERKERE
MISE, EAXEF |, BB F MM A Amazon Managed Grafana # Amazon Managed Service for
Prometheus EFEE,

(® Note

EEMMEHMEH Amazon Managed Service for Prometheus $81E 8 £ 5 Amazon Managed
Service for Prometheus AP (95X , 7528 &5 Prometheus 1515,

REBRRECRLTFE , WIEEKEESAER,

O] LA E 2R Prometheus EFES PromQL #1TEM. MEEE PromQL MEZEMEFEME
A , 552 R Prometheus REA XY EFH Prometheus,

Amazon Managed Grafana 2BHRE BT Grafana W2 ZERK , L EREFAKRRE. £=5
ISV #1 AWS BR# , SLARER B 2 T E R RIR.

Amazon Managed Service for Prometheus X &M Amazon Managed Grafana & T{EEH#Y
1548, £ Amazon Managed Grafana £ & , BRI LUIRFIRE Amazon Managed Service for
Prometheus 1RF , #% Amazon Managed Service for Prometheus T/EE T8 B E R KR, Amazon
Managed Grafana B2 FHl Amazon Managed Service for Prometheus FTIEH & 7 BB BFEHERE, W
Z %% Amazon Managed Grafana 3 Amazon Managed Service for Prometheus E#RHEFMET ,
28 Amazon Managed Grafana i & I8 F A5 Ro
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https://prometheus.io/docs/prometheus/latest/querying/basics/
https://docs.aws.amazon.com/grafana/latest/userguide/prometheus-data-source.html
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EREEE
&1 ] LLFE Amazon Managed Grafana #2437 Amazon Managed Service for Prometheus /R, %

"

REBEREBANIETR , H20H $ERE Amazon Managed Grafana S B R Grafana B4,

® Note

MREEH Amazon Managed Grafana TEEREAEAFIE VPC , BIXZE#K Amazon

Managed Service for Prometheus T/EEEEZIHE VPC, MEFHFMEN , FLHW TFE
VPC #iE#EZE Amazon Managed Grafanas

EHER 20
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‘&I Amazon Managed Service for Prometheus T/E[E

THEREFMRARBEFMEM Prometheus IERRVEEZRE. THEEXERFMANFIES A UREHE
B, flanERH, FH, REMMER , UAREENEHER, SUNERFPNEEEEREES -—HZET
R,

FERAARENREFREINEBEMN Amazon Managed Service for Prometheus TEE,
&

¥ Amazon Managed Service for Prometheus T4E[E

- RELNIERE

- WEIEERR

« EFIEH Amazon Managed Service for Prometheus T/EEFFMMEER , 2% ARN

- B Amazon Managed Service for Prometheus T{E[E

# 3 Amazon Managed Service for Prometheus T{E[E

SEEET 5SS ERRE I Amazon Managed Service for Prometheus T/EE, &R LURIZEAREH AWS CLI
= Amazon Managed Service for Prometheus £ &,

(® Note

MR B IFEHIT Amazon EKS #E |, th A LAEH AWS Controllers for Kubernetes 23 ##Y T
EE,

5/ B IT/EE AWS CLI

1. WATIHSBUBLIERE, hEFHEILEH my-first-workspace WIERE , BEARE
EZFEATRANAE (BTER). TEENBRIENER , TBBEEINIEE, EBBTLEH
—. MEIEERNUEHENER , B2FE IEEEE M — B Amazon Managed Service for
Prometheus E4£ K TEE ID,

(1BA) BEFRAEECH KMS £8RNBFHREIEEFNER , BRI LEE kmsKeyArn £
BEEMFHAMN AWS KMS €88, # MR Amazon Managed Service for Prometheus & [&] & YL
RAEFZESBNER  BUEEELRESMAEREMN KR AWS Key Management Service, 1%

BYIERE 21
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ERAEER

BB Amazon Managed Service for Prometheus £ T/EE R INBZER , REWMEIL,

RECHEFIESRVFMENR K F2H BENE,
FHER([]) TH2BLHER  FIEEDTHESHER.

aws amp create-workspace [--alias my-first-workspace] [--kmsKeyArn arn:aws
west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcd12ef] [--
tags Status=Secret, Team=My-Team]

e TEER THEHR

« workspaceld Bl TEEMNME— ID, 2 ik ID,

- arn 2t T/EE/H ARN,

-« status RIFEBFINNRE, ERLNEVIKER , EFSER CREATING,
- kmsKeyArn EEFZESH® , ARMEZIERER (WHERM).

@ Note
ERAEFXESREVNTFEREER AWS ZEWRERETHEE

EEME

.aps.;us-

BERTEEEATFZESRIAWS HENTR, FAFTFXESREUNIFE

BEEWRABRAGA AWS BENE® (R2FR),

+ tags SIHTHEENER (5H).

WRIR create-workspace B EEIMARRES CREATING , BIFT#E A T 5 ap = 2R3 B T/EE ]
BEEmMiE. # my-workspace-id BB #¥ workspaceld E create-workspace &85 H

=88

aws amp describe-workspace --workspace-id my-workspace-id

E describe-workspace &t ¥ status EE ACTIVE B , THECEEfRFERBRE.

& Amazon Managed Service for Prometheus £ &8 E Y T/EE

1.

2.
3.

B R Amazon Managed Service for Prometheus £ & , L https://console.aws.amazon.com/

prometheus/,
BEE,
SETEERSE , MAFTIEENESE,

BIYTHEE

22


https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
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THERERZENER , UHBEHNIEE, EBTLIH—. WEIEEATAGHEENA
& , BRFrE TEEEE M —HH Amazon Managed Service for Prometheus E4£ K T/ERE ID,

4. (EA) FECAELECH KMS €BRNEBFREIEEFHESR , B LIRZBTNERE ,
REBBREFEZFEAMN AWSKMS €88 (REUFNESHR ) . B TRRXBEEFEEFIIRFAN
&8 , WAL UFEINTMES®A ARN, #A Amazon Managed Service for Prometheus
BOAWRFERAEFZESRNER K BUkEEELESREENEE AWS Key Management

Service,

MEHFR Amazon Managed Service for Prometheus E TEEFMBRER , KRR WMEN, BE
NEAECHEFZESRNFNER , F28 BN,

(® Note
ERAEFXESREVN THFERLEER AWS ZEWRERETHRE
EERTHEEEAEFZESRY AWS HENZIR, FRAEFIXESREUNTFESRE
EERERERAEA AWS HEENER (K2R ).

5. (BF) AEX—EIZEAEBHEETHE  FREFEER, <& EKey(R3IB)H , @A
EBHNER/, LALE Value (B) #AERMEZAE.

EEFEE —EER , FEIORE Add new tag (FTBER).
6. REBRIIERE,

BERERIEFHEEAEH. SEHHEREANEHIR L IRENER , 28R
RE, ARN., IfE[E ID MixF URL.

REEEE CREATING , EXITFEERRE. FFEREAMAT , ARBEEREEER
HY,

FELEMHIRE - BREA URL fliRE - 23 URL B RH URL., E&4E Prometheus A1 BRESER
ELABEEEREALRIER  UREHELIEER , $SEEELIEE,

NEEHESEEMENEIEENER |, 828 1§ Prometheus IEREEE T/EE,

RELN IR

ZAUATIERRETER :
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- ERREBE  YERFSEAMERRREZFEATRBFIINRG, SBRER—HAHSEER K EL

BEREEB/EY , THBRAREBFIEENAR.

BREREBENREFERATNREBFIRG , SBUURE —EEAFHRRPHIEE  ALE
ZHEAFHHR, fla, MREEFEHRE LERE 1, 000, 000 fEE B 7 5 R F team=A
env=prod , AIMRFEZXEBENFNKEFIHEBERS , AIRSREFSERENEEF
5l mngt—3k , RbFHERRERTEXITE,

W Prometheus FEBNFMER , F2RELEL,

- REREHE , LEREETFEFREEHHRE.

RELH TIERE

1.

o & DN

BRR Amazon Managed Service for Prometheus £ & , i https://console.aws.amazon.com/
prometheus/s

BEEEEE LANDRERETR , AREEMEIER.

EETEREN THERE D,

BEIERERBRSIER.

EESXEIEENREY  FERBHERPRERE, AR, UXABVEEMNREBH[E, £
BRA 1095k (=% ),

EENHEBEAEBEREERTFIRG , FERREERDERRE. ARUTTHIEE:

a. (EH) eEXRAFTERSTF@AE , URETETFERHENNERTREEFIIEBE £
R, EFETHEEMEEREBRENREF5.

b. EEERREE A FEERAPFIRG TEAFTRBRENERTERBFHIRG,

A& BAZBEEPTEAN —EEBENEENE , AR BEHRILESR,
c. (EA) FEERFAEEE K FEEMES AEEELERLAET R,
SERBF | RBIR1E Save changes (RFEF),

#m e T1F[E B &

BAURETIERUESEHRE, BEEA AWSCLI2ETIRRERE , F@AATSI®S,

aws amp update-workspace-alias --workspace-id my-workspace-id --alias "new-alias"
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https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
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ERAEER

£ F Amazon Managed Service for Prometheus 2 A#wE T/EE

1. BB Amazon Managed Service for Prometheus £ & , i/ https://console.aws.amazon.com/

prometheus/,
2. EEFEHEALANIERETR , ARBEMAEIERE,

3. EELEREIEEMNIERID, AREERE.
4. WMATHEENHFEE K RREERT

S W IEH Amazon Managed Service for Prometheus TEEFHHE
7, 2 ARN

BAILAER A R AWS S, Amazon Managed Service for Prometheus T {E[E #9541 & A
AWS CLlI,

Console

£/ Amazon Managed Service for Prometheus £ A &K TEEFMHENR

1. BABX Amazon Managed Service for Prometheus £#4& , U https://
console.aws.amazon.com/prometheus/,

2. EEREFRHELANNRRET  RREEREIER,
3. EETEMNIEID. EFEFITHEENFEES B

- BERRE - TEEMMNRE , fIIER+  SBRERET S,

* ARN - T{E[E ARN 28R ARN T 7,

+ ID- I{FE ID EBRETIFE ID T,

* URLs - 2 AEBTTFEURLs , BER ARSI THEEEHERT URLs,

(@ Note
BIRTERY , =M URLsR IPv4 URLs, Bt AT LAEREHE ( XE IPv4 F IPv6)
URLs, EX2MEEH , BURBEF , api.aws T 2FEEZH amazonaws . coms
Bl , MREFFLUTAZA (IPv4 URL)

https://aps-workspaces.us-east-1.amazonaws.com/workspaces/ws-abcd1234-
ef56-7890-abl2-example/api/vl/remote_write

BRENLERFEEDR
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B EVEHEE (I IPV6MIXE ). URL, WA :

https://aps-workspaces.us-east-1.api.aws/workspaces/ws-abcd1234-
ef56-7890-abl2-example/api/vl/remote_write

FETHEBRESRA, BREEES, AR, HENEBOMERER.

AWS CLI

£/ SRENTHEEFMER AWS CLI

T TEERITEENFHENRA. BYUEM ny-workspace-id MR BEREHFMEA 2T

EEW TR ID,

aws amp describe-workspace --workspace-id my-workspace-id

EeEE TFENFMENR , 24

- BEREE - BEFSEETHEEMNMREACTIVE , HIM statusCode,
« ARN - T/E[E ARN 7 arn B EE,
« URLs - AWS CLI f£E prometheusEndpoint BMH THEEMNER URL,

(® Note

BIETERY , EEM URL £ IPv4 URL, B A AERE P EREHE (X8 IPv4 H
IPv6) URLapi.aws , MA =R amazonaws.com, Bl , MREEFUTAR
(IPv4 URL) :

https://aps-workspaces.us-east-1.amazonaws.com/workspaces/ws-abcdl1234-
ef56-7890-abl2-example/

BALBEVEHE (IFEIPV6MIXE ). URL, AR :

https://aps-workspaces.us-east-1.api.aws/workspaces/ws-abcdl1234-ef56-7890-
abl2-example/

BRENLERFEEDR
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B Ll /api/vl/query D BIETI8 /api/vl/remote_writesk HREN THEEMNIRIR
BAMES URLs,

ffl Bk Amazon Managed Service for Prometheus T/E[E

BT HEESMBRESAETNER.

@ Note

Bk Amazon Managed Service for Prometheus T/EET & B Bl BRE(THMEUEAE M % H &%
ETEN AWS SEUER., NFEFHEER  FSESHRAMBREERS.

5/ MR T/EE AWS CLI
FERATHGS

aws amp delete-workspace --workspace-id my-workspace-id

£ Amazon Managed Service for Prometheus E#Z & MR T/EE

1. BARXK Amazon Managed Service for Prometheus 12 #& , U https://console.aws.amazon.com/
prometheus/,
2. EEFREALANIIRERER K AREEMEIEERE.
. BELERMBRIEENIER ID , ARBEZMER.
4. HEEFRFRDEA delete , AREBRZEMER
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&5 EHEEV R B K Amazon Managed Service for
Prometheus T/E[E

18 AB TSI ERELEI K Amazon Managed Service for Prometheus THEE , FAEEHRIZEE L
BE, RERBPMMREREEEZEEITERE,

(® Note

B THEENERRERERE 150 X, AREBMER, S ITFEERESZEK 1095 X
(=% ) , UREREHWE. WFFEER , F2RZELEE.

AME R EHSIEEREE Amazon Managed Service for Prometheus THEE,

- fEF AWS ZE USRS - Amazon Managed Service for Prometheus 2t S &, SAERERNME
25 , B8 Amazon Elastic Kubernetes Service (Amazon EKS) # &£ MEUEE, MBS BBt
Prometheus &7 # i 2 PR EEE.

- FREFEENKES  ZEFZEEECRESRENEE, EXANMESRERRESERESLECD
# Prometheus #1T{E#E., EREBENEXTHT , A AWS Distro for OpenTelemetry, FEHIE
FHERAELEREA,

WL FEH Prometheus 2B AIEE , #IEEEIXE Amazon Managed Service for
Prometheus. A LA{ER Prometheus BB ALRBCWERARER | 52 EEEIEXZE Amazon
Managed Service for Prometheus, EREZEFERAEHREANEZERBEAHENESHTBEN , BF2E8
Prometheus B3 XX H4H B remote_write,

ES]
- A AWS R ERERBEIES
- EEXERES

£/ AWS ZERERHIERSR

Amazon Managed Service for Prometheus #% R A % 5| 2 B5# Amazon Elastic Kubernetes
Service (Amazon EKS) B2 Kubernetes #5 ., Kubernetes #5£ 1 Amazon EKS R#E{THFFZE
AEXeEHEHEREE , LUHE Prometheus AN EERSFEL
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-workspace-configuration.html
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#remote_write
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® Note

Amazon EKS BER £\ B API A AREFIERE. kube-controller-manageriE&EMkube-
schedulerfstE, 7£ Kubernetes IRIEARH T2 H M M ERAEX R M Prometheus 18
BEE, NETAHEETENTEBE , 5528 Prometheus SREAXHHMEL TEFNES,

Amazon Managed Service for Prometheus £ % &, REEXRDHIMEEEHKES , TE BT
LR ELEE Prometheus AN IER, SEREEE, TE, SHIMEREEXNIEESE. Amazon
Managed Service for Prometheus W85 A1 B &/ Amazon EKS #EREETE, BE. sUAM%. B
BIERMNIEEZEE S, Amazon Managed Service for Prometheus & W 585 7] B2 Amazon EKS #5£#
ElfEF , ‘&% EC2 M Fargate,

Amazon Managed Service for Prometheus IR BEE EERE , AEENSE FRERBE L EMY
HEEATE (EN, WESREFEREL ENIEEERE , X FA remote_write #ERHEERFER VPC

% 2689 Amazon Managed Service for Prometheus T{E[E, EENER K ETSELERRREE L&
i,

THEEREEEMAE Amazon EKS EEH £ A Amazon Managed Service for Prometheus W5
77 , IR PR EEIE R EFAE A

£

- EXXE Amazon EKS K ZE K&

« XX Amazon MSK Y2 %& Prometheus Y588

. {tEEREE Prometheus HHAMIEE ?

- FANERFERKES

R TE Amazon EKS S &N EERS

% Z{#H Amazon Managed Service for Prometheus WWEEES | & ] LU ST HUERES SRR R AR EY
Amazon EKS #HEHMIERE, St aLLE B Amazon Managed Streaming for Apache Kafka B4 #Y
IMENER, MFEFMENR , FS2RES Amazon MSK,

o ULV EESSIEAS Amazon EKS BEEE VEEMWN —30, WMFEE T Amazon EKS EEMWEFME
A, BFEILIEGES , 528 (Amazon EKS FR&EIERM) PHEI Amazon EKS #£,

« IETLAMER AWS API S fER |, AREERET A N M B S R HTELER AWS CLI.
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https://docs.aws.amazon.com/prometheus/latest/userguide/prom-msk-integration.html
https://docs.aws.amazon.com/eks/latest/userguide/create-cluster.html
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Amazon Managed Service for Prometheus Y525 & HEXEE Prometheus AN IEE. WFE
Prometheus B EEZENFHERR , 20 TE R Prometheus lHARIEE ? . Amazon EKS 5
2/ API [AIBRESAIEIE. Kubernetes IiRZA1 .28 E S RAHI Amazon EKS EEHE\B] kube-
scheduler# #93E#&kube-controller-manager, MEFMEN , 52 H (Amazon EKS EHE
ERE) PEVEEEL Prometheus &30 BV 24 7 E R iR 1EE,

(® Note

RESRREEURASELNMKAENER. RELEERAN—BHERRELMN/
metricsinFMRBHREHRNER (HlW, £ gzip) , AEDLABERBBBNER. WAH
THREBCRNEHREENEAEARERNE, RIBFER , FEEXE gzip.

THEERAUAEY, EEMRERESR.

£

- B EEES

« % Amazon EKS 5

- SRIMBREESS

- EEHRERE

- HESSERETBHE MR
- EERRH

BiuZERs

Amazon Managed Service for Prometheus Y5258 & —EEKSR , ATt Amazon EKS BEEHIHREH
W EEIERE, Amazon Managed Service for Prometheus A B EEELER | BEMENAIERYE. &
2MMATEY  MESETEEEAHTER. RBEEXARNELS.

BYHEGENGER=E

o BIEIB Amazon EKS AR Amazon EKS E5EWiRZEREK Prometheus 152K , RS EH
BB EES .

« SRAILATE Amazon EKS A AR EEEEUIEEE. £ Amazon EKS E#EEFEMES , AR
EOBHAMRSER L | BEFIEIEES.

MEATRAEENFMEDR , 528 (Amazon EKS EHERE) FMBIEL Prometheus &,

B4 Amazon EKS 30


https://docs.aws.amazon.com/eks/latest/userguide/view-raw-metrics.html#scheduler-controller-metrics
https://docs.aws.amazon.com/eks/latest/userguide/create-cluster.html
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« BELAER AWS API 3¢ 2 #TELER AWS CLI,

ELRESHETIEFTPHRHA

BELMBERELRGNS  FRELBCHESSS .

- BWABEEI Amazon EKS #5£,

- &M Amazon EKS &NV EREEERBFIEFNIEREREN. CANSERENLE , B2
HIEFE,

« Amazon EKS # £ FTER Amazon VPC BRI DNS,

® Note

BEEBME Amazon EIREH (ARN) E2HEREV BBEl, MREMBREE K REREAHARES
BEMUFWES Bl ARN BEREARES. Ait , MNRSEZREFEENER, &
A DAAS HIUER 25 B2 M BR 2 5= 50 B MU B o

AWS API
5 AWS API &3

£/ CreateScraper API /EREN EH AWS APl BIMENES. A TEHIEE us-west-2 b
EFEVEER, CEEFHAECH ID K AWSIRE, THE, £ MM Amazon EKS #5£EE
A, IR AREESRNARE,

@ Note

ZEREN FEBEREACEER ZESEN T AN TR,
BB RBSELWIE TR , ELOMRWE AR,

scrapeConfiguration @—fE base64 #miHH Prometheus fARE YAML B2, BRI LUE
B GetDefaultScraperConfiguration API fEETH —MRAERE. NFE WEAFHEE
#scrapeConfiguration , FESH EEHMERE,

POST /scrapers HTTP/1.1
Content-Length: 415
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Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257

User-Agent: aws-cli/1.18.147 Python/2.7.18 Linux/5.4.58-37.125.amzn2int.x86_64
botocore/1.18.6

"alias": "myScraper",
"destination": {
"ampConfiguration": {

"workspaceArn": "arn:aws:aps:us-west-2:account-id:workspace/
ws-workspace-id"
}
},
"source": {
"eksConfiguration": {

"clusterArn": "arn:aws:eks:us-west-2:account-id:cluster/cluster-name",
"securityGroupIds": ["sg-security-group-id"],
"subnetIds": ["subnet-subnet-id-1", "subnet-subnet-id-2"1]

iy
"scrapeConfiguration": {
"configurationBlob": <base64-encoded-blob>

AWS CLI
£/ AWS CLIZE L ZEERR

f£H create-scrapermn PREIEH HIMEES AWS CLl, AT EHIEHE us-west-2 thEHE
MEER, REECHAECH ID B AWS IRF, TR, Z£M4HM Amazon EKS BEE/H , i
RUEANEERNELE,

(@ Note

ZEREN FEREREACEER ZEEN T AN TR,
BB REBSELWIE TR , ELOMRWE AR

scrape-configuration 2 —1& base64 fwiEHY Prometheus A58 YAML BB, BOJLUfE

Ml get-default-scraper-configuration@ S TH—MAREL, NFE WBRFHE
FAscrape-configuration , ESRE EEEHEE,
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aws amp create-scraper \

--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-
id:cluster/cluster-name', securityGrouplds=['sg-security-group-
id'],subnetIds=["'subnet-subnet-id-1', 'subnet-subnet-id-2']}" \

--scrape-configuration configurationBlob=<base64-encoded-blob> \

--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-west-2:account-
id:workspace/ws-workspace-id'}"

T35 2IETLLEE AWS APl —HERAMNTREEFIELEE -

£/ CreateScraper API #4237 fELES,

£/ ListScrapers API #4451 HIR B K MELER,

£ H UpdateScraper API B EEFIMEERMBIE ., HAREDE M,

£ DeleteScraper AP 2 #EH BRHTELES

f#F DescribeScraper API & ERS B BME S FRER.

£ GetDefaultScraperConfiguration API #24EEVSHTER 25 Y — A% &M R,

(® Note

AR ELEEEN Amazon EKS E & LLE Amazon Managed Service for Prometheus 77X
BB, T—EXERANARERSE.

BIRFRE

% Z 1 Amazon EKS # £ #1 Amazon Managed Service for Prometheus T/EE AR EIR SR
EWREEES |, BEEATHRER, fli, £Faccount_id_source’@& Amazon EKS #£H KRR
B , AR account_id_target@& Amazon Managed Service for Prometheus T{EEH B EIRF

SR P 5 E & M AN ER

1. EXFRRESH , B ABarn:aws:iam: :account_id_source:role/Sourced i T 5l{S
EBER,

"Effect": "Allow",
"Principal": {
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ERAEER

"Service": [
"scraper.aps.amazonaws.com"

]

1,

"Action": "sts:AssumeRole",
"Condition": {
"ArnEquals": {
"aws:SourceArn": "scraper_ARN"
},
"StringEquals": {
"AWS :SourceAccount": "account_id"

2. TERJR (Amazon EKS #% ) B (Amazon Managed Service for Prometheus T/E[E ) K&
EfEE L, BEERIAM , arn:aws:iam: :account_id_target:role/TargetI L

£ AmazonPrometheusRemoteWriteAccess F AT T SIEFEBEK.,

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::account_id_source:role/Source"
.
"Action": "sts:AssumeRole",
"Condition": {

"StringEquals": {

"sts:ExternalId": "scraper_ARN"

3. ffHA --role-configurationi®&MEiE 7 ELES,

aws amp create-scraper \
--source eksConfiguration="{clusterArn="arn:aws:eks:us-west-2:account-
id_source:cluster/xarw, subnetIds=[subnet-subnet-id]}" \
--scrape-configuration configurationBlob=<base64-encoded-blob> \
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--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-west-2:account-
id_target:workspace/ws-workspace-id'}"\

--role-configuration '{"sourceRoleArn":"arn:aws:iam::account-id_source:role/
Source", "targetRoleArn":"arn:aws:iam::account-id_target:role/Target"}'

4. BREIEERE .,

aws amp list-scrapers
{
"scrapers": [
{
"scraperId": "scraper-id",

"arn": "arn:aws:aps:us-west-2:account_id_source:scraper/scraper-id",

"roleArn": "arn:aws:iam::account_id_source:role/aws-service-role/
scraper.aps.amazonaws.com/
AwWSServiceRoleForAmazonPrometheusScraperInternal_cc319052-41a3-4",

"status": {

"statusCode": "ACTIVE"

.

"createdAt": "2024-10-29T16:37:58.789000+00:00",

"lastModifiedAt": "2024-10-29T16:55:17.085000+00:00",

"tags": {},

"source": {

"eksConfiguration": {

"clusterArn": "arn:aws:eks:us-west-2:account_id_source:cluster/
xarw",

"securityGroupIds": [
"'sg-security-group-id",
"sg-security-group-id"

1,

"subnetIds": [
"subnet-subnet_id"

I
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-
west-2:account_id_target:workspace/ws-workspace-id"

}
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£ RoleConfiguration MR EZL AR EEE

ERAEREREEZAE , MA 2 RoleConfiguration LLE A Amazon Managed Service for
Prometheus THEERF | BABEFH , UpdateScraperWEERHENEERMNIREFRETIERE , mMF
{8 RoleConfiguration., RoleConfiguration MR IMENESH iR , W FEABRKERLAE,

ELSFRIMEERKRFPHN IEE , Y ERZEBEMEA BHRoleConfiguration , BUERH
JRRoleConfigurationft LMt UpdateScraper,

AERAEFZESRBMAN THEEEM IR

EEEVESS , UMEAEFZESBFBERMEZE Amazon Managed Service for Prometheus T/E
E , FEABRERENB SR EAMEERS--role-configurationty .

aws amp create-scraper \

--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-id:cluster/
xarw,subnetIds=[subnet-subnet_id]}" \

--scrape-configuration configurationBlob=<base64-encoded-blob> \

--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-west-2:account-
id:workspace/ws-workspace-id'}"\

--role-configuration '{"sourceRoleArn":"arn:aws:iam::account_id:role/Source",

"targetRoleArn":"arn:aws:iam::account_id:role/Target"}'

B EERRR R RER
LTREFRM MMM RE RAVEE,

- FIEMN AWS ERTFE. HENRZEHHE, FHEM Amazon EKS BEXERFE,
« IPHUTERETE, BHSHBEESEBEA CreateScraper APl WFRBFHELE—ERAK IP tbit,

% Amazon EKS # &

WA TEIEH Amazon EKS B URZEERFIUER, LAREWERE !
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- f£/ Amazon EKS 7EUE B B BiR L E &M Amazon Managed Service for Prometheus Y &85 77 HX
¥,

« FE)FE Amazon EKS BELUETTZ E R FEIELL

THFEEEF MRS TE,
A ZH0E B AMEES FEERE Amazon EKS

£ Amazon EKS K 1ZHUE B 232 Amazon Managed Service for Prometheus FENE SN EEREER
BEN A,

IEHMEREY Amazon EKS BE M ARTEANF APl B0 RE, BEF7RBEXNMARES APIS
API_AND_CONFIG_MAP, EF]EBEFMEANFEVEREZE S EE LI Amazon EKS £ &F KR
R, MEFHMEN , 5520 (Amazon EKS R EIERE) FH AT IAM A€ HEFE Amazon
EKS # % EH Kubernetes ¥4,

R ERYBERIERVES CREMHEES

- BUEER - E8EIB Amazon EKS £ A Amazon EKS E#5£8 | O IREEER (ERE
ETRREBELZETPWINEES ) K RESEHELFEUEHBEK , # Amazon Managed Service for
Prometheus FEIE K IEE,

- BUEBERNY - MREMN Amazon EKS BEECHFE , F 7 RBEERXREA APIT
API_AND_CONFIG_MAP , M#&i&EiB Amazon Managed Service for Prometheus API 5 CL| Si&i8
Amazon EKS X AEVWEMHEEE , KEBHERALEVYNW ERFEEBBE , MBI E
J:18N: OF- 3-8

EEMFEUREBXE

B 82 M HELES I 32 Amazon Managed Service for Prometheus A& EAFEUEE BKRE , €L T
FIBR, MEFEUEEMNFMES , 528 (Amazon EKS FEEIER) B A IAM B FERHE
ZHl Kubernetes.

"rules": [

{
"effect": "allow",
"apiGroups": [

]I
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"resources": [
"nodes",
"nodes/proxy",
"nodes/metrics",
"services",
"endpoints",

"pods",
"ingresses",
"configmaps"

1,

"verbs": [
"get",
"list",
"watch"

]

I
{

"effect": "allow",

"apiGroups": [
"extensions",
"networking.k8s.io"

1,

"resources": [
"ingresses/status",
"ingresses"

1,

"verbs": [

"get",
"list",
"watch"
]
I
{

"effect": "allow",

"apiGroups": [
"metrics.eks.amazonaws.com"

1,

"resources": [
"kcm/metrics",
"ksh/metrics"

1,

"verbs": [
nget"

]
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},
{
"effect": "allow",
"nonResourceURLs": [
"/metrics"
1,
"verbs": [
nget"
]
}

FEIERE Amazon EKS LA THTENES 2 HL

MRERFFEM aws-auth ConfigMapRiZH¥ kubernetes BEMFE , IR T LAZE Amazon
Managed Service for Prometheus EERFRENIER. TS BRKE T Amazon Managed Service
for Prometheus #£8#9 Amazon EKS # S EUEE/ ZEUE,

(® Note

T ConfigMapM FEUEBMFMEN , 52K (Amazon EKS EAEIEE) FHLFT IAM
A HEFE Kubernetes,

WREFEH kubectlf AWS CLI, MNEFRELZE kubectl WWEF , 5828 (Amazon EKS A&
B B Z 2 kubectl,

FE)EXE Amazon EKS # £ LU TS EEENE

1. FEATHAXEIES clusterrole-binding.yml HEE :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: aps-collector-role
rules:
- apiGroups: [""]
resources: ["nodes", "nodes/proxy", "nodes/metrics", "services", "endpoints",
"pods", "ingresses", '"configmaps"]
verbs: ["describe", "get", "list", "watch"]
- apiGroups: ["extensions", "networking.k8s.io"]
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resources: ["ingresses/status", "ingresses"]
verbs: ["describe", "get", "list", "watch"]

- nonResourceURLs: ["/metrics"]
verbs: ["get"]

- apiGroups: ["metrics.eks.amazonaws.com"]
resources: ["kcm/metrics", "ksh/metrics"]
verbs: ["get"]

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:

name: aps-collector-user-role-binding
subjects:
- kind: User

name: aps-collector-user

apiGroup: rbac.authorization.k8s.io

roleRef:

kind: ClusterRole

name: aps-collector-role

apiGroup: rbac.authorization.k8s.io

2. EEEPHITTIGT

kubectl apply -f clusterrole-binding.yml

EXREUEEACEZNRE, LEFIFER aps-collector-role fFARBEZTEH aps-
collector-user fEAERAERRE,

3. UTHPABEBEHENEAEAID B scraper-id WEH. ERLFERAL—Hm OB EESS,

aws amp describe-scraper --scraper-id scraper-id

4. 7£ describe-scraper WERP S roleArn , HEXWT -

arn:aws:iam::account-id:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_unique-id

Amazon EKS EE it ARN AR, BANEFAEER ARN WEX , MEET—PHFEA. ®
LA E IR

arn:aws:iam::account-id:role/AWSServiceRoleForAmazonPrometheusScraper_unique-id
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f5lgn | 1tk ARN :

arn:aws:iam::111122223333:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

arn:aws:iam::111122223333:ro0le/
AwWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

5. HAL—ESRPEUREN roleArn URENEEEBNEE , EEEPHT TGS

eksctl create iamidentitymapping --cluster cluster-name --region region-id --
arn roleArn --username aps-collector-user

B EERSRMFH clusterrole-binding.yml BEHEBEVNACGNEREEMESE,

SR M BrEERS
SEFLABER AWS API 5t AWS CLI 31| &R 5 1 g9 TUER 25 S M BR e 173

(@ Note

EREEREANESIMRAN AWS CLI & SDK, RIFRAAGRIBHEHNTIEENIIEE , LR
ZeMEH, HE , £H AWS CloudShell , B& BB R #tup-to-date i S HIEER .

EEIHERF P ENEES , FBEA ListScrapers APl #4E,

HE , F£H AWS CLIFELY :

aws amp list-scrapers --region aws-region

ListScrapers EEEEKRFPHIMMEEES , HlW0

"scrapers": [

{

# 4 Amazon EKS 41


https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_ListScrapers.html

Amazon Managed Service for Prometheus EREEmR

"scraperId": "s-1234abcd-56ef-7890-abcd-1234ef567890",
"arn": "arn:aws:aps:us-west-2:123456789012:scraper/s-1234abcd-56ef-7890-
abcd-1234ef567890",

"roleArn": "arn:aws:iam::123456789012:role/aws-service-role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-2931",
"status": {

"statusCode": "DELETING"
I
"createdAt": "2023-10-12T15:22:19.014000-07:00",
"lastModifiedAt": "2023-10-12T15:55:43.487000-07:00",
"tags": {},
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:123456789012:cluster/my-
cluster",
"securityGroupIds": [
"sg-1234abcd5678ef90"
1,
"subnetIds": [
"subnet-abcd1234ef567890",
"subnet-1234abcd5678ab90"

1,
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-west-2:123456789012:workspace/
ws-1234abcd-5678-ef90-abl2-cdef3456a78"

}

EEMBRIMENSS , A ListScrapersiBEES R ALEMBR 2 MENEE scraperIdy , REFEH
DeleteScraper BRVE#S E MIBR,

®FE , FH AWS CLIREY :

aws amp delete-scraper --scraper-id scraperId
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&R LAfE A B2 Prometheus iR RSERERZFZRBNARZMKEER, Flw , BT ERE
BEEEETHENER. SHAUEAEHREBERDEEMEAEENER., BERERBE—E YAML
BR, BRZEERERN 20

BYMKRERE , B LLEBE API AL RHE basebs miGHY YAML ERRIEEHEE, BALHE
iB Amazon Managed Service for Prometheus API HH#) GetDefaultScraperConfiguration ¥
TH-RAREREESR,

EEEWIMEEIMAERE | B LAFE A UpdateScraperi®fe, MELFTEEHMIEENRR (Hlwm, H
. Amazon EKS #5& ) , BAAMBRINENEE | Y68 A #TRIRE R L ZIMENEE,

X RS

MEMERAEEEXNEBEEN , SIETEEENFHMAM , 528 Prometheus XHHFHIERE, 21548
REIRIEF <scrape_config> BIERBARFEZTEMEE,

A Amazon EKS 2 —XEHRYE , Bt XA —RIEHRFRERE (<*_sd_config>) 2

<kubernetes_sd_config>,
RFHEEBRNTEFE !

» <global>

<scrape_config>

« <static_config>

* <relabel_config>

* <metric_relabel_configs>

« <kubernetes_sd_config>

BEERRTHRFSTIERABEER R,
gEHERESR

LUTRER 30 WESBRAVES YAML HEE, LEHITEH kube API RIARZRIER , LAK kube-
controller-manager # kube-scheduler IR X &, WHFFHMER , F2H (Amazon EKS EAEE
) FHHEEE Prometheus MR EIF EIRKBIEE,

global:
scrape_interval: 30s
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external_labels:
clusterArn: apiserver-test-2
scrape_configs:
- job_name: pod_exporter
kubernetes_sd_configs:
- role: pod
- job_name: cadvisor
scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- replacement: kubernetes.default.svc:443
target_label: _ address__
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$1/proxy/metrics/cadvisor
# apiserver metrics
- scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
job_name: kubernetes-apiservers
kubernetes_sd_configs:
- role: endpoints
relabel_configs:
- action: keep
regex: default;kubernetes;https
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
# kube proxy metrics
- job_name: kube-proxy
honor_labels: true
kubernetes_sd_configs:
- role: pod
relabel_configs:
- action: keep
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source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_pod_name
separator: '/'
regex: 'kube-system/kube-proxy.+'
- source_labels:
- __address__
action: replace
target_label: _ address__
regex: (.+?2)(\\:\\d+)?
replacement: $1:10249
# Scheduler metrics
- job_name: 'ksh-metrics'
kubernetes_sd_configs:
- role: endpoints
metrics_path: /apis/metrics.eks.amazonaws.com/v1l/ksh/container/metrics
scheme: https
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
relabel_configs:
- source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
action: keep
regex: default;kubernetes;https
# Controller Manager metrics
- job_name: 'kcm-metrics'
kubernetes_sd_configs:
- role: endpoints
metrics_path: /apis/metrics.eks.amazonaws.com/v1l/kcm/container/metrics
scheme: https
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
relabel_configs:
- source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
action: keep
regex: default;kubernetes;https

TR AWS XEWRERGENRE

- EERfR  REREREEREEDIR 30 WHNEREER.
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- HE : static_config VB ENXEEEAS IP ik,

- DNS f#47 - B ZERBMEE |, tiERPHEN M —[REEEBE Kubernetes api 7 k25
kubernetes.default.svc, FTEEMEEEZBEALER IP it IEE,

c BE-NBEFEERE  FEK ., NREE | FENVAR Bearer , MAXBRMEER /var/Tun/
secrets/kubernetes.io/serviceaccount/token., AR , MRFEH A FEERXEN
TFIR :

authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token

(® Note
type: Bearer RFEiX{E , R AIAEK,

YRS RARETRHEE

Amazon Managed Service for Prometheus 2 HBIREMELEIERE, BER , R Amazon
Managed Service for Prometheus TEEHREEEFEFEINIEE , RWATEIT R 2

/A Important

HESLE R Amazon EKS #EMAAEER. NEFMAEF , T2/ (Amazon EKS A ETE
) PEELEmE.

up IBER—EEBEMNITE, #¥ Amazon Managed Service for Prometheus U5 854 3R 1Y =18 ik
% O EEEDIMUEE. HEEE=ENRE , THBEREERKERAMBENERE.

c up AT - BWERE up EE |, AIERTIESRR T2 imS,
MREEERETE , KEFRTRELZRICTELERRE,
« BMUREERABEEMEE, HREKrelabel_configWBEEERHE,

« role AAREMN TeEHBRBEE,
« Amazon EKS #E5EEF# Amazon VPC FIEEE KR DNS |, ESFEWRESRE LS HRIFE,
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c up BFE , BHREKAOO—MR up EFEEA 0, BIKRESSEENIRRIGH , ERFEFMER
Prometheus A K IEIE,

HEEERT BN EREESREER curl &%, 1&933}1«15ﬁ3én¥$ﬁ]§ﬂ% TIERE | flan

FRFEANBEAHE (http = https), HEHERIER, EHATUBRER LX’E»SIE’JZ@@@@@
FE | WBE Prometheus =X, &% , OENRAXT Ej(TJAJL:ntFEIJj(/J\J:IZEo ( NE AWS ZEWRE

BRHVPR®E , FH2ET —H, )

- up EFEEARRO0—F up EFEEKRR 0, BIIEEREHIEZE Amazon Managed Service for
Prometheus,

EA B IR IE £ 23 Amazon Managed Service for Prometheus (B & B ERR , HI21 Amazon

Managed Grafana) FH EREIERE, ERIUERER curl RIBE/metricsinBPNBEHREIR, R

BRELRBAREBHMRE , HINESEZEEFNHIBE, CRUER RERSRFE , UeEEN

HHyupERinR B Ecount (up),

R ER PR

Amazon Managed Service for Prometheus PRt & 2 EEERNRFIE D,

- B9 : 8K EKS BE, SEEZELEHM Amazon Managed Service for Prometheus workspace %478

L AMEE AWS B,

- KR BRFHRZALUAEEREEREM 10 8 Amazon Managed Service for Prometheus &5
2o

(® Note
18 T] LA 55 >R 4 N D B8 2R AE SR 18 Atk R A

o IEECFE  REEM—@ /metrics HEERNVEETETEEHEE 50 MB,
. SEELEFRNIRE  BESERZALUESE 30,000 /metrics {Eiw S,
- EERR . BEREEEEEELN 30 W EERR.

ZZ 7 Amazon MSK I Z & Prometheus W&

% Z#H Amazon Managed Service for Prometheus Ut&E2S | 1&‘\EIJ«XEYL?JRH2%§ , £ Amazon
Managed Streaming for Apache Kafka & &R IRRMIBIIER. &t AT LA B Amazon Elastic
Kubernetes Service BEHMENZE. MBFHMEF , FSBES Amazon EKS,
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BiuzRss

Amazon Managed Service for Prometheus Y5258 & — EMENZT , AI#E Amazon MSK E S FRZEF UK
%184, Amazon Managed Service for Prometheus Al BEEEEER |, REFMENTEREME, 2%
MRS MEFETEERETAHTER. AERXIEELSE.

BRI LAE A AWS API 5 Z I HTEER AWS CLI , TSI R ATk,
BELMBERELRFYS  FRELBCHESSS .

o IBMAEEI Amazon MSK B,

« ERTE Amazon MSK #EMZ 2 84H , LLAAFF Amazon VPC RiE#E 11001 (JMX Exporter) #
11002 (Node Exporter) HEARE , RANMEEFZEFEUEL DNS o8& EWEE Prometheus 1§
=

« Amazon MSK #E£FT7ER Amazon VPC %4 ZERA DNS,

@ Note

BEESMRHE Amazon EREH (ARN) EBHNREV B, MREMBREE  RAREAARSA
BMEMFWES , Al ARN SEREARFESR. Ait , INRSESREFEENER. &
A DAAS HIVER 25 B2 M B 2 5= 50 e MU BR o

To create a scraper using the AWS API

i CreateScraper API {ERZEIEH AWS API B93TELES, THEHIEXBERI (H#HSEDR
b8 ) EEEMIENES. SRR AEH Amazon MSK EEEF |, WiIRHERMEESELE,

® Note
REXRLFHENTREUANEEHERES. EMETAERTSEELME T HEEH.

POST /scrapers HTTP/1.1
Content-Length: 415
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z7
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User-Agent: aws-cli/1.18.147 Python/2.7.18 Linux/5.4.58-37.125.amzn2int.x86_64
botocore/1.18.6

"alias": "myScraper",
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-east-1:123456789012:workspace/ws-
workspace-id"
}
},
"source": {
"vpcConfiguration": {
"securityGroupIds": ["sg-security-group-id"],
"subnetIds": ["subnet-subnet-id-1", "subnet-subnet-id-2"1]
}
},
"scrapeConfiguration": {
"configurationBlob": base64-encoded-blob

}

FEWEHIF , scrapeConfiguration BEFE base64 MmIEHY Prometheus #HAE YAML B |
EE MSK ZE5HY DNS Foé#%.

{8 DNS RHRARBETABETNPNKRERE , THAFWERD D HEFMEAZSTNERE ,
LESS TR,

MSK EEBMHH DNS S EHEERKARTHRERABHENTHESRE -

- FARRIERE - 3 18 AZsHY 3 {EXIEETRE = 3 {E DNS Fo#k
- BIRTHERE - 2 18 AZsHY 2 fECIEETRE = 2 18 DNS &

HEHE MSK 51 DNS 5csk , BB MSK £ 5 |, #itA https : Ihttps://
console.aws.amazon.com/msk/home?region=us-east-1#/home/, BI{E MSK £, BEZEBM, +
NEBEMHE,

WA MERRE Prometheus LATE MSK 2 £ MBS ERR#IE -
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1. BEEIRDNS 847 (BB ) - FAEENEARDNS BB EBREMERERER. MREWF
NEBIHERE b-1.clusterName. xxx . xxx.xxx , safEH clusterName.xxx.xxX . XXX

5 DNS 528%. E T Prometheus BEIMTENEE T ERERR.,

BRRNEEN R - EREESEARERX R AETEMREG, TEABTFEATENRERR
A BIFF (b-1, b-2) HlLM :

dns_sd_configs:
- names:
- b-1.clusterName.XxXxX.XXX.XXX
- b-2.clusterName.XxXxX.XXX.XXX
- b-3.clusterName.XxXxX.XXX.XXX

(® Note
#*AWS FHEEA BftclusterName . xxX . XXX . XXX IR EBRA MSK #E&E iR,

MEHMET , 5528 Prometheus X H <dns_sd_config>,

LAT 2 HMERER AR REAE SRAV I

global:
scrape_interval: 30s
external_labels:
clusterArn: msk-test-1

scrape_configs:

- job_name: msk-jmx
scheme: http
metrics_path: /metrics
scrape_timeout: 10s
dns_sd_configs:

- names:
- dns-record-1
- dns-record-2
- dns-record-3
type: A
port: 11001
relabel_configs:
- source_labels: [__meta_dns_name]
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target_label: broker_dns

- source_labels: [__address_ ]
target_label: instance
regex: '(.*)'
replacement: '${1}'

- job_name: msk-node
scheme: http
metrics_path: /metrics
scrape_timeout: 10s
dns_sd_configs:
- names:
- dns-record-1
- dns-record-2
- dns-record-3
type: A
port: 11002
relabel_configs:
- source_labels: [__meta_dns_name]
target_label: broker_dns
- source_labels: [__address__]
target_label: instance
regex: '(.*)'
replacement: '${1}'

HITTHEHP—ERS , 1§ YAML EREIRA basebd, &t a] LUERAIEA4#R L base64 B8R
HRER,

Example Linux/macOS

echo -n scraper config updated with dns records | base64

Example Windows PowerShell

[Convert]::ToBaseb64String([System.Text.Encoding]: :UTF8.GetBytes(scraper config
updated with dns records))

To create a scraper using the AWS CLI

£ create-scraperm SR EIHMEEF AWS Command Line Interface., T 5|45 1E X El
R (#MFEEILE ) EFEVIEEE. S44ABRKAEHN Amazon MSK B &M , WIRHEE
HYHMEN SR A RE
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® Note
REZEFHENFERUREENEERE, EMETAESPISELWME TR

aws amp create-scraper \

--source vpcConfiguration="{securityGroupIlds=['sg-security-group-
id'],subnetIds=["'subnet-subnet-id-1', 'subnet-subnet-id-2']}" \
--scrape-configuration configurationBlob=base64-encoded-blob \

--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-
west-2:123456789012:workspace/ws-workspace-id'}"

LUT REF LAFEE AWS API ERRVESRIRETREE .

{# / CreateScraper AP| 252 M HELES,

£ ListScrapers API % HE AR MELES,

£/ UpdateScraper API B EEFTIMEEEN BIE ., HEDE b,
{# /A DeleteScraper AP| 2 /EMI BRHMELES,

£/ DescribeScraper AP| #EES B REHMENER A FEME A,

iRk FRE

EERLEWEISEMN Amazon MSK BE VA B Amazon Managed Service for Prometheus Y525
TRINEFFE , ZEEBERFRETEILIEE , BFEATIER.

BN, BEERERSE | Amazon MSK account_id_source FRIENE —FBIRIEE , UK
account_id_target Amazon Managed Service for Prometheus T{EEFFERY 55 — B B EIRF .

5 iR 55X E R 2 M ATEY 35

1. EXFRRES , By Aarn:aws:iam::111122223333:role/Sourcedt#i8 T SIS £
Ko

"Effect": "Allow",
"Principal": {
"Service": [
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""'scraper.aps.amazonaws.com"
]
1,

"Action": "sts:AssumeRole",
"Condition": {
"ArnEquals": {

"aws:SourceArn": "arn:aws:aps:aws-region:111122223333:scraper/scraper-
id"
1,
"StringEquals": {
"AWS:SourceAccount": "111122223333"
}
}
}

2. TEXRIR (Amazon MSK #% ) #1BfE (Amazon Managed Service for Prometheus T/E[E ) #9
BEESL , BFEEENAE , arn:aws:iam: :444455556666:r0le/Target M EH
AmazonPrometheusRemoteWriteAccess 5 RTHY T SIS EBUR,

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:role/Source"
.
"Action": "sts:AssumeRole",
"Condition": {

"StringEquals": {

"sts:Externalld": "arn:aws:aps:aws-region:111122223333:scraper/scraper-id"

3. ffHA --role-configurationi®&MEiE 7 ELES,

aws amp create-scraper \ --source vpcConfiguration="{subnetIds=[subnet-
subnet-id], "securityGroupIds": ["sg-security-group-id"]1}" \ --
scrape-configuration configurationBlob=<base64-encoded-blob> \
--destination ampConfiguration="{workspaceArn='arn:aws:aps:aws-
region:444455556666 :workspace/ws-workspace-id'}"\ --role-configuration
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'{"sourceRoleArn":"arn:aws:iam::111122223333:r0le/Source",
"targetRoleArn":"arn:aws:iam: :444455556666:r0le/Target"}"'

4. BREIEEREM.

aws amp list-scrapers
{
"scrapers": [
{
"scraperId": "s-examplel23456789abcdef@",
"arn": "arn:aws:aps:aws-region:111122223333:scraper/s-
examplel23456789abcdef@": "arn:aws:iam::111122223333:role/Source",
"status": "ACTIVE",
"creationTime": "2025-10-27T18:45:00.000Z",
"lastModificationTime": "2025-10-27T18:50:00.000Z",
"tags": {},
"statusReason": "Scraper is running successfully",
"source": {
"vpcConfiguration": {
"subnetIds": ["subnet-subnet-id"],
"securityGroupIds": ["sg-security-group-id"]

.
"destination": {
"ampConfiguration": {

"workspaceArn": "arn:aws:aps:aws-region:444455556666:workspace/
ws-workspace-id"'"
}
.
"scrapeConfiguration": {
"configurationBlob": '"<base64-encoded-blob>"
}
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£ RoleConfiguration MR EH AR CEEE

BB EYREIREEL AR , MFA R RoleConfiguration® A Amazon Managed Service for
Prometheus TEER , BAEEFH , UpdateScraper W EMENESHBEMNIIRERIEHRIERE , mMAF
% E RoleConfiguration, RoleConfiguration E{RMEEHBE , YEARBEEAE,

ELSFHENINESHEREREFPN IR , WBEREEBEFH FRoleConfiguration , BHXAEH
JRRoleConfigurationfE L1t UpdateScraper,

SHIMBREESS
B LAEA AWS API 5; AWS CLI 5l 488K 5 19 JTEXES = M BR © 19 o

® Note

EEERFERANRRFMAE AWS CLI 2 SDK, RFTMRAIRHEZIAINEENMIIEE , URETE
MEH. & , FH AWS CloudShell , ©& B iz Hup-to-datedn = 51 B 5

EEIHERFPNFTEHNEES , FBEA ListScrapers APl #4k,
®E , A AWS CLIFL :

aws amp list-scrapers

ListScrapers EEEEIRF RN EEES | W

{
"scrapers": [
{

"scraperId": "s-1234abcd-56ef-7890-abcd-1234ef567890",

"arn": "arn:aws:aps:aws-region:123456789012:scraper/s-1234abcd-56ef-7890-
abcd-1234ef567890",

"roleArn": "arn:aws:iam::123456789012:role/aws-service-role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-2931",

"status": {

"statusCode": "DELETING"
},
"createdAt": "2023-10-12T15:22:19.014000-07:00",
"lastModifiedAt": "2023-10-12T15:55:43.487000-07:00",
"tags": {},
"source": {
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"vpcConfiguration": {
"securityGroupIds": [
"sg-1234abcd5678ef90"
1,
"subnetIds": [
"subnet-abcdl1234ef567890",
"subnet-1234abcd5678ab90"

I
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:aws-region:123456789012:workspace/
ws-1234abcd-5678-ef90-abl2-cdef3456a78"

}

EEMBRIMENSS , A ListScrapersi#ESREAEMBRZ MBS scraperIdiy |, AEFEH
DeleteScraper B/EAS E MR

=E , A AWS CLIFY ;

aws amp delete-scraper --scraper-id scraperId

# Amazon MSK INEEH 15

B 8B Amazon MSK 48 | Amazon Managed Service for Prometheus Y25 & B BH#ELT 5148
E

$E1& : jmx_exporter 1 pod_exporter 15

BEE HiR/B 1Y

jmx_config_reload_failure_total JMX EH T EELEHHAHBERERNER
.

jmx_scrape_duration_seconds B8l W EIBHANME JMX EZEFTITE BV |
¥ REN.
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ERAEER

BE

jmx_scrape_error

java_lang_Memory_HeapMemoryUsage_used

java_lang_Memory_HeapMemoryUsage_max

java_lang_Memory_NonHeapMemoryUsage_
used

kafka_cluster Partition_Value

kafka_consumer_consumer_coordinator_
metrics_assigned_partitions

kafka_consumer_consumer_coordinator_
metrics_commit_latency_avg

kafka_consumer_consumer_coordinator_
metrics_commit_rate

kafka_consumer_consumer_coordinator_
metrics_failed_rebalance_total

kafka_consumer_consumer_coordinator_
metrics_last_heartbeat_seconds_ago

kafka_consumer_consumer_coordinator_
metrics_rebalance_latency_avg

kafka_consumer_consumer_coordinator_
metrics_rebalance_total

kafka_consumer_consumer_fetch_manage
r_metrics_bytes_consumed_rate

iR/ B 8

BEHE IMX EENBRSERERERER (1=4
&=, 0=H%).

JVM B rifE ARV HERGERERE (ML TiEA
Bf)o,

ARKEEREENERCREHRELR (N
UTHAREN ).

JVM BRIE AR IEERCRBHE ( Murxid
REN) .

£ Kafka 52 &I EMEEEN B ol REHE , Ko
ZE ID MEBMD o
BRERGILEAEN TS EHE.
EXmEEN TR , AZ2RWREN,
BURBEXINHE,
RBWELA BB AEN P ERR

B LR EBAREEE HRBRARNDH
WAEHEEN FENTFEERE  UEVARE
i,

WA & EEHN FENER.

HBESYRERAN PN THER,
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ERAEER

BE

kafka_consumer_consumer_fetch_manage
r_metrics_fetch_latency_avg

kafka_consumer_consumer_fetch_manage
r_metrics_fetch_rate

kafka_consumer_consumer_fetch_manage
r_metrics_records_consumed_rate

kafka_consumer_consumer_fetch_manage
r_metrics_records_lag_max

kafka_consumer_consumer_metrics _conn
ection_count

kafka_consumer_consumer_metrics_inco
ming_byte_rate

kafka_consumer_consumer_metrics_last
_poll_seconds_ago

kafka_consumer_consumer_metrics_requ
est_rate

kafka_consumer_consumer_metrics_resp
onse_rate

kafka_consumer_group_ConsumerLagMetr
ics_Value

kafka_controller_KafkaController_Value

kafka_controller_ControllerEventMana
ger_Count

kafka_controller_ControllerEventMana
ger_Mean

iR/ B 8

HWEGERFTENFORRE , AEW REN,

BRI RNVHE,

SZVE s DR

LE A &R EA D B ERNCEHENRALE,

B BlEA BRI BE,

BRRAE ARBFERN FEVTER.

B EXHEE@W () FIUARNB R,

BREENFERE,

BRWEIAC R,

WAEFAN B BAELEE , HHEAEE

®BRZIE,

Kafka 2 %1256 B BIRES(E (1 = B FpiZ ]
a5 , 0= 3F1’EFEEP ) )

RN EHRSHRR

REZFHREHAENTYE (F8) BE.

4 Amazon MSK
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ERAEER

BE
kafka_controller_ControllerStats_MeanRate

kafka_coordinator_group_GroupMetadat
aManager_Value

kafka_log_LogFlushStats_Count
kafka_log_LogFlushStats_Mean
kafka_log_LogFlushStats_MeanRate
kafka_network_RequestMetrics_Count
kafka_network_RequestMetrics_Mean
kafka_network_RequestMetrics_MeanRate
kafka_network_Acceptor_MeanRate
kafka_server_Fetch_queue_size
kafka_server_Produce_queue_size
kafka_server_Request_queue_size

kafka_server_BrokerTopicMetrics_Count

kafka_server_BrokerTopicMetrics_MeanRate

kafka_server_BrokerTopicMetrics_OneM
inuteRate

kafka_server_DelayedOperationPurgato
ry_Value

kafka_server_DelayedFetchMetrics_MeanRate

iR/ B 8
BRERHBERTERRENFIEEER,

HAEFAHAPERERTESH B aHiRER
=1

SRSz 0f
AEHERIRIFRIFE (F19) BE,
BY AHER RN FIOER,
ERENMBEFERER.
RIEMRFERAENTE (F19) BE.
BRRRFE RN FERE,
B WEZERNFERE,
HEGERIT5IH B BT R,
EEFRTIBBBIAR D
—RREERITFIRY B 'R,

PNEBETERENEE (FARBA/BEE.
ToiEE A /B ) o

B NMRETERENTHRER,

FHRETEREN—DERBFIIER,
ERTHWEIEEREHE (FHFTK).

BRLIE FEURER FERR,

4 Amazon MSK
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ERAEER

BE

kafka_server_FetcherLagMetrics_Value

kafka_server_FetcherStats_MeanRate
kafka_server_ReplicaManager_Value
kafka_server_ReplicaManager_MeanRate

kafka_server_LeaderReplication_byte_rate

kafka_server_group_coordinator_metri
cs_group_completed_rebalance_count

kafka_server_group_coordinator_metrics_offset
_commit_count

kafka_server_group_coordinator_metrics_offset
_commit_rate

kafka_server_socket_server_metrics_c
onnection_count

kafka_server_socket_server_metrics_c
onnection_creation_rate

kafka_server_socket server_metrics_c
onnection_close_rate

kafka_server_socket_server_metrics_failed_aut
hentication_total

kafka_server_socket _server_metrics_i
ncoming_byte_rate

kafka_server_socket_server_metrics_o
utgoing_byte_rate

iR/ B 8

BAREEGERHITHEN B BEEE (ERESE
ZIE ),

BRI RFENFERE,
BEAREESH B A RERE.
BUELEESRFNFERER,
HREREEXAREENDEIE , BUERN

v TR R,

BRI E R EEMN P E AR

RBE IR R B

BURBEIRIFRIER,

B BlER PERN B E,

BYWREMIERNIER,

BRERBMARRE,

RBNE T REBESDBE

BWE AL THENER,

B EHUTENER,

4 Amazon MSK

60



Amazon Managed Service for Prometheus

ERAEER

BE

kafka_server_socket _server_metrics_r
equest_rate

kafka_server_socket_server_metrics_r
esponse_rate

kafka_server_socket_server_metrics n
etwork_io_rate

kafka_server_socket_server metrics_io ratio

kafka_server_controller channel _metr
ics_connection_count

kafka_server_controller_channel_metrics_incom
ing_byte_rate

kafka_server_controller_channel_metrics_outgo
ing_byte_rate

kafka_server_controller_channel_metrics_reque
st_rate

kafka_server_replica_fetcher_metrics_connecti
on_count

kafka_server_replica_fetcher_metrics_incoming
_byte_rate

kafka_server_replica_fetcher_metrics_request_
rate

kafka_server_replica_fetcher_metrics_failed_a
uthentication_total

kafka_server_ZooKeeperClientMetrics_Count

kafka_server_ZooKeeperClientMetrics_Mean

iR/ B 8

SHBRE,

BYEEER,

B /0 BIEER,

110 REEPRREBNRFE IR .
EHI2REER B BlFER PIER R,

ERRBESYEALTANRRE,

ERRBESYEH M TARNRR,

ERRBESYRERNER,

B AFEENERRY B Bl 4F A ER B

BAREERESYVEA ML THENER,

BAREEEGENEYERE,

BEAEIRNAME D REBEADBE

ZooKeeper F FimigEERVREET &L

ZooKeeper A FimigERY ISR,

4 Amazon MSK
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EAEE

M

BE

kafka_server KafkaServer Value

node_cpu_seconds_total

node_disk_read_bytes_total
node_disk_reads_completed_total
node_disk_writes_completed_total
node_disk_written_bytes_total

node_filesystem_avail_bytes

node_filesystem_size_bytes

node_filesystem_free_bytes

node_filesystem_files

node_filesystem_files_free

node_filesystem_readonly

node_filesystem_device_error

BR

iR/ B 8

Kafka falfR25HY B BIARENE ( BE KRR MK
EEHIT) o

CPUsTEBMVRVE (£EAE. R, AE
%) , & CPU MEXMAD.

TR X RV T B S, KB D
BRI E R AR , KRBT
BRI TERN BARR , REEMED .
BB ANV TEBR  REEMD

FREAETHNERZRZE , MuTER/E
v, REENHHIEMD

ERABENERD , MUTHEBEN , KKREM
A
B TtERENHTHERRRZR , EEHN

MR

ERRFLNVERTR (inodes) BB, KEEH
MR

BRABKLTRAERE (inodes) WHE , k(K
B M EF A

BHERRARESCCHIEME (1 =& , 0=
E ) o

BEHRGERRRRTENRRESER (1=
R,0=/).

B #182 Amazon Managed Service for Prometheus & H# Amazon MSK & R 5IBR#l :

4 Amazon MSK
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« EXX#& Amazon MSK fiZ&E & ( TEMAM Amazon MSK Serverless)
- FEXERE KRaft PEEREXBRALEFEH Amazon MSK £5
« Amazon MSK Express REBRER T X &

- B#IX# Amazon MSK #%E Amazon Managed Service for Prometheus W28/ TEZE 2 BHY
1:1 st

HEEEE Prometheus HHRRIIERE ?

EERCHEREXMERREDZEE Prometheus FE1ZLLB A Amazon Managed Service for
Prometheus , fiffj 4B #EE Prometheus HBAM /metrics % B #EI 2\ BIE Prometheus HR
WISE, BULUREBEECHWIERZ , BEXXEHM. Kubernetes (B3 Amazon EKS) MFZHMEXE
MEBSEZREELER.

#& Amazon EKS HHVIE1ZE 4 2 B2 Prometheus AR Im BB | & LLE Amazon Managed Service
for Prometheus Y EE8S B BIEEE L IBE,

MEFEFHMET , F2ETIEE !

- MEBBAAEEZEELA Prometheus IEEMNRERERNEMREFMENR , 552 Prometheus R X
HHrWEHESNES,

- MEEBRREESHEXTGE HE Prometheus HASZMEEMER , 2B Prometheus X
WREEHES,

- WMEABMAERE Amazon Managed Service for Prometheus W 5288 LA B Bh ¢ Amazon EKS #5£ %
SEENFMER , 20 3T Amazon EKS WEEINES.

fER B BasEERINER =R

Amazon Managed Service for Prometheus W EBRMSE B , BB ERERERREREFLETR
R, ELHF T HEEEE Amazon CloudWatch Logs , SWiRHHREIRE, HEWEMNEHEH
BENTRM, RERSAEEREEEN=BXTEHRMHBEFE .

I

. BBERAD

. REEAR

. EHTERE

. TRAGCAKESREHNA
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https://prometheus.io/docs/instrumenting/exporters/
https://prometheus.io/docs/instrumenting/writing_exporters/

Amazon Managed Service for Prometheus EREEmR

ARFSHR 3R H 56
BHERRAFRAEBBEERREFNERA , 25 .

« 7ZH! Kubernetes API EREEH & 20 Ba B =5 v B 2R,
- BREHRFREF BRI,

THEH REEERBIFRENE U EINE RS D BBMEF S -
T1EZ17EW Amazon EKS 5

E1EEM Amazon EKS BETFER , ZEWEITHIHR

"component": "SERVICE_DISCOVERY",
"timestamp": "2025-04-30T17:25:41.946Z",
"message": {
"log": "Failed to watch Service - Verify your scraper source exists."

b
"scrapeConfigId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

EHHY RFEET
EWERROEENAGIFIIES (RBAC) FFAIREEF IR , ZEUBILE#ER

{
"component": "SERVICE_DISCOVERY",
"timestamp": "2025-04-30T17:25:41.946Z",
"message": {
"log": "Failed to watch Service - Verify your scraper source permissions are
valid."
1,
"scrapeConfigId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
}

iy 26 B9 S SRR F AT
EREFEROEENACRFIUES (RBAC) FAIREFRHEK , ZFWIILER
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"component": "SERVICE_DISCOVERY",
"timestamp": "2025-04-30T17:25:41.9462Z7",
"message": {

"log": "Failed to watch Endpoints - Verify your scraper source permissions are
valid."
I
"scrapeConfigId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
}
e 1=

W ARREARRERNBREFNENR , 24

- AR EEAEAMERNERE RN
- ERMEE ERREERBE,

- EERFEHERE,

- BEEZREOA HTTP AREHHR,

THEHIREIEIEIEZEIMEUBEF TREETNE BURESSHERS -
A IEE IR B
E/metricsim B EEE B ESTREB LERE | SR thiE:R

{
"component": "COLLECTOR",
"message": {
"log": "Failed to scrape Prometheus endpoint - verify /metrics endpoint is
available",
"job": "pod_exporter",

"targetLabels": "{__name__=\"up\", instance=\10.24.34.0\", job=
\"pod_exporter\"}"
},
"timestamp": "1752787969551",
"scraperId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

}
EARER

EWRERBELEVREBRIRRAERE , SSWRIIER
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ERAEER

"scrapeConfigId":

"timestamp": "2025-04-30T17:25:41.946Z7",

"message": {

"message": "Scrape failed",

"scrape_pool":

"pod_exporter",

"target": "http://10.24.34.0:80/metrics",

"error": "Get

\"http://10.24.34.0:80/metrics\": dial tcp 10.24.34.0:80:

connection refused"

+

"component": "COLLECTOR"

EII:HIEEWIL\

E&% B R ARG W ERZEEZE Amazon Managed Service for Prometheus THEEBHEFE

A, BIE -

- RENEEVNERNBE,
- EHETEEREMmXM.
- ERREAEERBEFTER,
- EHEEPERERK,

TrEHrEEEREHEFHBTREINEREN TRIHER

KIE TR

ERTIEEEHNBEEIEER , BT SR

{
"component": "EXPORTER",
"message": {
"log": "Failed to export to the target workspace
destination."
"samplesDropped": 5
},
"timestamp": "1752787969664",
"scraperId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
}

"s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

- Verify your scraper

e S
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ERAEER

TR fE R ERRMER B
SRS o

B ERRREHAN AFHERE T IRV —BERS

scrapeConfigld

B4 Bt 2 BREAR M —BBIR,

timestamp

EEAFRENE™E,

message

AFARAR , EF Aseas A E R,
T

E4£ BT (SERVICE_DISCOVERY, COLLECTOR = EXPORTER)

ERANE BEETHEL B
WERRRHN BRI RSB IRERRENTE REE

1. RBIREEE
. % SERVICE_DISCOVERY B2 BA S o BREHRF 8,
- FHERRUNEERS E B EHL Kubernetes BRI A ERF T,
2. IEEHEERE
- B#&E COLLECTOR H#FRABEMEL K,
- BREERRBRDAFRALEBERE,
o FRRBF AR R RTINS RS E AR T B AR im B
3. BRELME
- BZE EXPORTER B#—REHEEH K.
- BRIEEFEBEE ERRE,
- BRKEREEREAIEENSESRT,

e S
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FHURSE RS R B

W ERRIR M B 52 B B)EX = Amazon CloudWatch Logs., &EFEUELHE :

1. 3EiB https://console.aws.amazon.com/cloudwatch/ Bk CloudWatch £ &,
2. HEBEBHEKS , BIZE Log groups (B FEEHH),

3. SHIBEUESIH BEEEHE : /aws/prometheus/workspace_id/collector/
collector_id,

4. BERESHAREHUSKMEEET.

B A LAE A CloudWatch Logs Insights RE# M2 K ERR AR, flwn , EESKAAERBERRE

-

fields @timestamp, message.message
| filter component = "SERVICE_DISCOVERY" and message.message like /Failed/
| sort e@timestamp desc

ERWESRNSEERR
= Z B ME Amazon Managed Service for Prometheus Y £E2S :

1. SHETEASE U EE BRI EERIE CloudWatch 7R |, Hla0EF A MMEN K MR E HiERR. MEFHMEENR |
28 (Amazon CloudWatch A& ER) FHET.

2. 3] CloudWatch E&R MR , URBIL A XN ERINERVEEEURCHEN BFER., NEHASE
# , 28 (Amazon CloudWatch A EEE) PHERR.

3. EHIREBRBKRRBF , UEREERZBR.
4. EEEENERHE , LEEENEEHE,
5. BHIEH AN , URARERERDEEIEH TEE,

3

EFXEWERS

AHETESEBRELECHINESRRENERNMHEEERNR , ELEWRESSSFEA Prometheus BRiHE AR

FS1EFIXE Amazon Managed Service for Prometheus,

B8 B O IR ERS S EE1X B Amazon Managed Service for Prometheus B |, B8 SR EEE
W&Ee  YREENEFFSENTAEER,

BEEZEWERR 68


https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html

Amazon Managed Service for Prometheus EREEmR

REZYUEFEENRERBEATIHP—ETER

« AWS Distro for OpenTelemetry (ADOT) — ADOT & OpenTelemetry £ &, T2, £ER
HHRERRRES M, TEREEARERE, BLUEH ADOT IERE | WIS HEEZ BN
Amazon Managed Service for Prometheus TE[E., MFEHE ADOT ELENFMENR , F2E
AWS B AR OpenTelemetry B9 AWS Distro,

 Prometheus RERE - BRI LAFRE B 2 B MIRIBEE Prometheus fAIREFETER CIERAES
DEIT) , UREREL K HEEZHEZE Amazon Managed Service for Prometheus,

THEBERBUMACEAERELLE , YIEREB S WESN—RER.
£

- RELWIESHIUEE

- f£ AWS Distro for OpenTelemetry #5535

- £/ Prometheus #1TERIEAKESS
« £%E Amazon Managed Service for Prometheus LAES & o] &R

RELNIEEBEUYESR
Amazon Managed Service for Prometheus 12 it 7 Bl & R E 15 2 REELH 5 5%
AWS PrivateLink ¥ & Amazon Managed Service for Prometheus &£ F

#I5ZREERZE Amazon Managed Service for Prometheus B #8587 & 7T SUEIR .0 8 BB A3 ik B 2E
iB VPC % B 5E R AWS PrivateLink, 8 AWS PrivateLink ATHE{RR B VPC A REE AWS B
FEIRE K MEZEBELAMBBMEK. £ZEA Amazon Managed Service for Prometheus 23 AWS
PrivateLink VPC i 2 , 5528 /5 Amazon Managed Service for Prometheus 197 H VPC i 2,

SoRENRE

AWS Identity and Access Management (IAM) & —%& Web fR# , Al B L £t Hl% AWS EIRHY
FH., BULER IAM RiEHEERE S BRE (BA) NZEFERAERN (EFHT) WAE, Amazon
Managed Service for Prometheus 82 IAM & | #B1ERRER LTS, E&EE Amazon Managed
Service for Prometheus & , MEEEIT — L& IAM A& , FHAEHKE Prometheus A ARESHEEUEE |, X
Z Grafana A RES E#MF A Amazon Managed Service for Prometheus THEEHRHIEE, MEFE
IAM HVARBAE R , B2BRTER IAM 2,

REEH IR R REUESR 69


https://aws.amazon.com/otel/
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
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% — BT 1% Bh &5 E Amazon Managed Service for Prometheus AWS Y% £ IhAER AWS Signature
% 4 REFEBEF (AWS SigV4). Signature £ 4 RS S D BB EAFMIEBE HTTP EixZ AWS R
BF. ATRLER HHAZEFERAWS L EAFATHESREE 2RI SFHE®| D NF
RENER, EMESREEBALNLZLRE. WEFE Sigv4 WS , F2REESE 4 RE
EEF.

£ AWS Distro for OpenTelemetry i A UK 525

A EIERBA AR E AWS Distro for OpenTelemetry (ADOT) W85 ¢ Prometheus #HIEY FE AR 1T
BEE | WHEIEEMIXE Amazon Managed Service for Prometheus. MEAE ADOT EERMNEFEE
7, 5526 AWS EAR OpenTelemetry B9 AWS Distro,

THEERBE=FA ADOT REABEZKRESRNTE LR , BURALHIEZER KRB Amazon
EKS. Amazon ECS &2 Amazon EC2 #1T{E .

X
« 7£ Amazon Elastic Kubernetes Service # 5 £ £ H AWS Distro for OpenTelemetry 5% E 15 Z #EEX

« {#/ AWS Distro for Open Telemetry #& Amazon ECS & EEZ#EE
- FRREE ASRE Amazon EC2 #1718 FEERAY 354E

1£ Amazon Elastic Kubernetes Service #& & £ £ A AWS Distro for OpenTelemetry &%
TE R

&Al LAE R AWS Distro for OpenTelemetry (ADOT) W 5E85%¢ Prometheus # B FE AR IMEUERE | I
HIEZ X E Amazon Managed Service for Prometheus.

(@ Note

WnEE ADOT IREESBRMFFIESRA , 5528 AWS Distro for OpenTelemetry.
FE Prometheus WAIEAEANFHBES , FF2R TEEE Prometheus AR 2,

{FH ADOT W E Prometheus $81E3 % =@ OpenTelemetry T4 : Prometheus $##UK85. Prometheus
EiRFAEHRERXN Sigv4 BELM,

Ba L AR AR Prometheus #H5E , R4 AE Prometheus 1ZUNEE RFITIRIFIRZRIBEM
¥, Prometheus W ES &L Prometheus BB RNIMEUEE, EEHEMEIERARE Sim B & FE
£ Prometheus F Finfe X\ E#THERE, Prometheus EWERTE Prometheus SREAX M+ , T\

ADOT Y &ss 70


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://aws.amazon.com/otel/
https://aws.amazon.com/otel/
https://prometheus.io/docs/prometheus/latest/configuration/configuration/
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EHRANEE Prometheus MM EFRBMERE, LR LIS LIHRERR TR ADOT WEE2RE
REH,

Prometheus 2 BEAEHEREMFEH remote_write BMEHIMEMIEEEXETEMNEE A QMBI T
EE. ABERA AWS SigV4 B rRBEMRNEZ L 5 2 8FE AWS BIAHE Sigvs BEHERMN HTTP
AR, MEFHMEN K BLREERE 4 HBERF,

W EE BT E B B)HRER Amazon EKS £/ Prometheus $81Zim 2 , 3 f# F<kubernetes_sd_config>H % Z|
HYAEBE,

LAUR R &R EHI T Amazon Elastic Kubernetes Service 5 B 3 B2 Kubernetes FI# & FiETILAHRE
MEDl, BEEHTELLER BN AHE AWS REFEREAEREREMBEREN AWS BAE
B, MEFHMET , FSBETE AWS SDK for Go, M REFAESIEARER , AABRFNESAR.
FHIEARNEE /metrics WA AFIEE , Hl20 Prometheus A FinfE X\ E,

FERMRAF

ERE T IENRESR A , BLARRBIRS NEEBRFRE IAM A,
RERBIRSMNEEEEN IAM A2

1. EBfE B Amazon EKS E5REEEBEEENRBEAE PHNSE , ARBIRFEIL IAM B,

E ADOT WERMEY ELESR K SEALAE,

ETR , REBEMEEE. B https://console.aws.amazon.com/iam/ BARX IAM £32 A&,
EEASEERTEERSEG , ARSEREELS R 1 PE UK amp-iamproxy-ingest-role,
BEEEERRIIER K AREEFEETBHR.

EEEBEFABER JSON # |, B aws-amp & adot-col , AR BEFHEEFER, HFRETH
REMTAR :

o K~ 0D

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::111122223333:0idc-provider/oidc.eks.us-
east-1.amazonaws.com/id/EXAMPLED539D4633E53DE1B71EXAMPLE"

ADOT Y &ss 71


https://prometheus.io/docs/prometheus/latest/configuration/configuration/
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#kubernetes_sd_config
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/configuring-sdk.html
https://console.aws.amazon.com/iam/home
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},
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {

"StringEquals": {

"oidc.eks.us-east-1.amazonaws.com/
id/EXAMPLED539D4633E53DE1B71EXAMPLE : sub": "system:serviceaccount:adot-
col:amp-iamproxy-ingest-sexrvice-account",

"oidc.eks.us-east-1.amazonaws.com/
id/EXAMPLED539D4633E53DE1B71EXAMPLE :aud": "sts.amazonaws.com"

6. EFEHERRSIER 6 YRECSHKTIERBERMMNEZAR.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"
]I
"Resource™: "*"
}
]
}

BXF Prometheus 158Uk E

(® Note
E 81 Amazon EKS BV i & ZE M , #kTHRR alertmanager EFAHHELER,

ADOT Y &ss 72
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ERAEER

1£ Amazon EKS 3 Kubernetes # £ A Prometheus £4&

1.

6

PRI ERM aws-otel-community fEFERHNERERARER.

RE , BTUATHT

cd ./sample-apps/prometheus-sample-app
docker build . -t prometheus-sample-app:latest

LB A X BIFEMER |, 5120 Amazon ECR 5 DockerHub,

BRI Kubernetes tHREIER , EREPIHELFIEAREN. BIBTE prometheus-sample-
app.yaml #EXR & {{PUBLIC_SAMPLE_APP_IMAGE}} #$E&EF 50T XN E &,

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/
main/examples/eks/aws-prometheus/prometheus-sample-app.yaml -o prometheus-sample-
app.yaml

kubectl apply -f prometheus-sample-app.yaml

WATHST  BECKBDEGEAREN, EoTHNEEP , BH8E NAME WP EFR

prometheus-sample-appo

kubectl get all -n aoc-prometheus-pipeline-demo

FRE) ADOT WERBRMTARRBITER . BEHTILER  FEAA TGS RAM ADOT KERH

Kubernetes #H&E,

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/main/
examples/eks/aws-prometheus/prometheus-daemonset.yaml -o prometheus-daemonset.yaml

RBIREEAER | 1§48 YOUR_ENDPOINT B9 Amazon Managed Service for Prometheus T
EE LA & YOUR_REGION B [EiF & remote_write i 2, &E TEEHMAERE , BEAE
Amazon Managed Service for Prometheus 12 & F# ~HY remote_write 4% 3o

BB EEE Kubernetes fAAEH IRFSIR F EERYOUR_ACCOUNT_IDH#E £ F A AWS ZBHIRF
1D,

FELLE B , ADOT WEBRMBREE AR (scrape=true) R¥ETEMENHL B RinH. EZE
ADOT &R E D £ FI AR IR EREE P kube RitimH, HERNHTREHERAER
AT AR ERRRARFBER.

WA T 565 LAEE ADOT WSS,

ADOT Ur&2s

73
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kubectl apply -f prometheus-daemonset.yaml

7. BMATIGT , BECEE ADOT WERS, 7£ NAMESPACE ## &% adot-col,

kubectl get pods -n adot-col

8. ﬁﬁﬁ;ﬂﬁ%&&&‘tﬁﬁw BMEBERER, BMNESHEACECHELNERNES, BATIG

A
SEI

kubectl get pods -A
kubectl logs -n adot-col name_of_your_adot_collector_pod

E165I e A2 X R A R L HMEE R AS M IR LA T SEHIFT R

Resource labels:
-> service.name: STRING(kubernetes-service-endpoints)
-> host.name: STRING(192.168.16.238)
-> port: STRING(8080)
-> scheme: STRING(http)
InstrumentationLibraryMetrics #0
Metric #0
Descriptor:
-> Name: test_gauge0
-> Description: This is my gauge
-> Unit:
-> DataType: DoubleGauge
DoubleDataPoints #0
StartTime: 0@
Timestamp: 1606511460471000000
Value: 0.000000

9. HE/EJEEE Amazon Managed Service for Prometheus 2B W EIEE , BFH awscurl, LT E
BEREBWSYIER AWS Sigvd BB REIE HTTP 38R , At B S BEARBELE AWS &
)\ﬁﬂ , I BB # Amazon Managed Service for Prometheus &M IEFERF ], MERHE 5
T~awscurl , 582 awscurlo

FETRHaSH |, # AMP_REGION #1 AMP_ENDPOINT #1#%A Amazon Managed Service for
Prometheus T{EEHE A
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awscurl --service="aps" --region="AMP_REGION" "https://AMP_ENDPOINT/api/v1l/query?
query=adot_test_gauged"

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"_name__":"adot_test_gauge@"}, "value":[1606512592.493,"16.87214000011479"1}1}}

MREBREEFRER/LE , IRTIEERECKY , BIERERIEHIEAEZEXEREE Amazon

Managed Service for Prometheus,

HER

EERREWRE , FAATI®S,

kubectl delete namespace aoc-prometheus-pipeline-demo
kubectl delete namespace adot-col

HE P AR R

Prometheus #UIES1E Prometheus FREAX A | X EAREFRERAMN £E Prometheus IMELH EFHZE
HHRE, BT LGS LEREE AR BB M ADOT WNEERSMARER,

Prometheus IR MNERTEENRBRR, MEAENEFRRRAEAR. BRRERBN TR,

receivers:
prometheus:
config:
[[Your Prometheus configuration]]

LT R 8i6I#E 78,

receivers:
prometheus:
config:
global:
scrape_interval: 1m
scrape_timeout: 10s

scrape_configs:
- job_name: kubernetes-service-endpoints
sample_limit: 10000
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kubernetes_sd_configs:

- role: endpoints

tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true

bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

MREZEREM Prometheus A58 | AIAE $ BF EB8HEA $$ LB GESRAREEY, * EY
1 relabel_configurations W ERERBIEE, Fln , EEBHBER T 3 relabel_configuration :

relabel_configs:

- source_labels:
[__meta_kubernetes_ingress_scheme,__address_ ,_ meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: ${1}://${23}${3}
target_label: __ param_target

CHRERABLT 25

relabel_configs:
- source_labels:
[__meta_kubernetes_ingress_scheme,__address__,_ _meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: $${13}://${23${3}
target_label: _ param_target

Prometheus iZin B A E HEZEX M Sigv4 & 7 57 i {8

Prometheus 2w B A B HEXH Sigv4 5 5 RFBIEMPEREER Prometheus EWEZB F. EILEBER
B EHEUEE , B S EHFASELE B E HZE Amazon Managed Service for Prometheus, T %Il &d
{5 B8 7~ X Th#E REEE Amazon Managed Service for Prometheus BN RKEKER,

extensions:
sigv4auth:
service: "aps"
region: "user-region"
exporters:
prometheusremotewrite:
endpoint: "https://aws-managed-prometheus-endpoint/api/vl/remote_write"
auth:
authenticator: "sigv4auth"
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IHHREEE AR ETERR AWS A B BHEN AWS 2 AEHR |, E3%XH AWS Sigv4 ZHEM HTTPS 5
Ko MEFHMEN , FSRBRTE BEAN Go B AWS SDK, BAHEKIRIEIEES aps.

EREBB R ERM , ADOT KR HeE S FENTERR AWS B A BRI 5| iy H e —@iE
18, Sigv4 B BRBLEMEURM BAMK Go B AWS SDK , AT RMEEAER LT H 9B
Fo BABERERIELRFEAE Amazon Managed Service for Prometheus HIiRimE AR,

£ AWS Distro for Open Telemetry £ Amazon ECS & EIEZHE

R EIER B A% Amazon Elastic Container Service (Amazon ECS) WWESZ , XA AWS Distro for
Open Telemetry (ADOT) #&E#EVE Amazon Managed Service for Prometheus. iE [ BFER BB a0{A 1
Amazon Managed Grafana FA$i5ER B 1L,

FRMRAF

/A Important

ERBZH , B BEEEERREN AWS Fargate #5% E#%A Amazon ECS R

. Amazon Managed Service for Prometheus T4E[& , LA Amazon Managed Grafana
THEE, BFBRREHBARR[IIEERER. Amazon Managed Service for Prometheus , A%
Amazon Managed Grafana,

WMEFMES , FSRETIES :

#F2 [/ (Amazon

- WMFWMAIFEATEERELETE Fargate 5 L33 Amazon ECS IRIEBEWFHMAER |
ECSHERASERM) FHEIELE,

- WEMAE I Amazon Managed Service for Prometheus BIF¥#IE A , 582 B (Amazon Managed
Service for Prometheus FF & EE) PHET T/EE,

« WMFEWM{AEIL Amazon Managed Grafana TEEHIFFEHEA |
FAEER) PHELITERE,

528 (Amazon Managed Grafana

HBR1: EREBF] ADOT WERARRE

EATIEBEERES , EREHCH ADOT WERBRMREIE, #§ my-remote-URL M my-

region AL endpoint M region B, FEREREEFE @R A adot-config.yaml ERHHHE
&,
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® Note

WHHREME A sigv4auth ZEHRERRE Amazon Managed Service for Prometheus BIFEAY, #NZE
BRAHRE sigvsauth MEFMEN , 52 B GitHub ERYERTE S - Sigvd.

receivers:
prometheus:
config:
global:
scrape_interval: 15s
scrape_timeout: 10s
scrape_configs:
- job_name: "prometheus"
static_configs:
- targets: [ 0.0.0.0:9090 ]
awsecscontainermetrics:
collection_interval: 10s
processors:
filter:
metrics:
include:
match_type: strict
metric_names:
- ecs.task.memory.utilized
- ecs.task.memory.reserved
- ecs.task.cpu.utilized
- ecs.task.cpu.reserved
- ecs.task.network.rate.rx
- ecs.task.network.rate.tx
- ecs.task.storage.read_bytes
- ecs.task.storage.write_bytes
exporters:
prometheusremotewrite:
endpoint: my-remote-URL
auth:
authenticator: sigv4auth
logging:
loglevel: info
extensions:
health_check:
pprof:
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endpoint: :1888
zpages:
endpoint: :55679
sigvé4auth:
region: my-region
service: aps
service:
extensions: [pprof, zpages, health_check, sigv4auth]
pipelines:
metrics:
receivers: [prometheus]
exporters: [logging, prometheusremotewrite]
metrics/ecs:
receivers: [awsecscontainermetrics]
processors: [filter]
exporters: [logging, prometheusremotewrite]

SB 2 BBEH ADOT KRB GHEIXZE Amazon ECR fEFE

£ 8 Dockerfile B A& , RABASHHEIXZE Amazon Elastic Container Registry (ECR) 12,

1. 3 Dockerfile AER M B ERAN B RGE LS H B E OTEL Docker BRI&IE R,

FROM public.ecr.aws/aws-observability/aws-otel-collector:latest
COPY adot-config.yaml /etc/ecs/otel-config.yaml
CMD ["--config=/etc/ecs/otel-config.yaml"]

2. X3 Amazon ECR #7ZE.

# create repo:
COLLECTOR_REPOSITORY=$(aws ecr create-repository --repository aws-otel-collector \
--query repository.repositoryUri --output text)

3. BURHJMEZ

# build ADOT collector image:
docker build -t $COLLECTOR_REPOSITORY:ecs .
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® Note

ERREEEHTARNEERETEBRSRE., 6, EURFECEYMBGRMER --
platform 2%,

4. B A Amazon ECR 7 E. # my-region BAEH region Eo

# sign in to repo:
aws ecr get-login-password --region my-region | \
docker login --username AWS --password-stdin $COLLECTOR_REPOSITORY

5. HELNBRIR[MEK,

# push ADOT collector image:
docker push $COLLECTOR_REPOSITORY:ecs

S B8 3 . B Amazon ECS E#EZ R HMEL Amazon Managed Service for Prometheus

# 3 Amazon ECS E# EZ& R HEL Amazon Managed Service for Prometheus, & TEEZRED
€% A adot-collector WA MAB A prometheus BWAEF, prometheus EXEEIE , M adot-
collector #lEX prometheus.,

(@ Note

Amazon Managed Service for Prometheus ARSI R #1T , WRA[WELE, £E
BERT , AR URERXERXEREHIT Prometheus , IR imiEZE X ZE Amazon
Managed Service for Prometheus,

gl EBESR

DTAERERNENES, BAERARESHAERRYEERERNELR, #§ adot-collector B
image EERAMEE URL FMBEIZE (JCOLLECTOR_REPOSITORY:ecs). #% adot-collector
M prometheus B region EEERA region EE,

{
"family": "adot-prom",
"networkMode": "awsvpc",
"containerDefinitions": [
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{
"name": "adot-collector",
"image": "account_id.dkr.ecr.region.amazonaws.com/image-tag",
"essential": true,
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-adot-collector",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
I
{
"name": "prometheus",
"image": "prom/prometheus:main",
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-prom",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
}
1,
"requiresCompatibilities": [
"FARGATE"
1,
"cpu": "1024"

S 4 BFEMEFHEEFEE Amazon Managed Service for Prometheus HIEF A

£ B IEUEEZE X E Amazon Managed Service for Prometheus , 28 Amazon ECS £
BUBEEERWEET , TEEREFU AWS API B1E, BXERERKEL IAM BE |, i
AmazonPrometheusRemoteWriteAccess BURMIINZE IAM A&, MEFEE LA G NBE
WEFHER , F2BAEHEL IAM AEFEEK,

1EI84 AmazonPrometheusRemoteWriteAccess M{iZE IAM Y EZACARENEEZ
# , Amazon ECS T LA 2 M ERAY 3512 &% 2] Amazon Managed Service for Prometheus.
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% B8 5 : £ Amazon Managed Grafana F#R Bt IR IEE

/A Important

ERB2E , BYATE Amazon ECS K EZ P #1T Fargate £, ARl , Amazon
Managed Service for Prometheus #% % F I8 518,

1. 7 Amazon Managed Grafana TEEMNESEE K+ , #EFE AWS BR THERRIER.,

2. TEERRRRSIEBEL , $H¥ R EE Amazon Managed Service for Prometheus , AEBIRIZR
R FEER[E I,

3. EBEE HEERKE.
4. {EH ecs M prometheus BEFIBREHNREENIBE,

FEAERE ASRE Amazon EC2 #{TEEMEENHWIERE

Z 52 BA 201 7E Amazon Elastic Compute Cloud (Amazon EC2) #{T{E & F IR iR B AFIT
Prometheus fAlfR2S, EEHRANAREER Go mEN REEARAKEEE , XA HEEE Amazon

Managed Service for Prometheus T/E[&,

FRMRAF

/A Important

AT , BMA RS Prometheus v2.26 RE S RA, RPBRBREHE
Prometheus, Amazon EC2 #1 Amazon Managed Service for Prometheus., BB {a %5
Prometheus WEAE , 52 B Prometheus it ERY AP,

MRIEFRFHE Amazon EC2 5 Amazon Managed Service for Prometheus , BE LR EBEUT &
B -

« Amazon Elastic Compute Cloud 2t ?

« Amazon Managed Service for Prometheus 52 {1+ ?
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3 Amazon EC2 B9 IAM & &

EEERBE , BYLALFER AWS Z2EBER AmazonPrometheusRemoteWriteAccess E I IAM
At, A%, BB EEACHHTER , LAEEEZESERE Amazon Managed Service for
Prometheus T/E[E.,

1. BIfE https://console.aws.amazon.com/iam/ BIEK IAM 2 &,
2. MEBEHI  BIZE Roles (Bf) , REIEIE Create role (BILAR),

3. HAGENERER | 1BIE AWS service (AWS fRTE), sH¥FERRM , BE EC2, BET—F
A,

4. EEEF|F | B A Amazon PrometheusRemoteWriteAccess, $HBE R , iEH
AmazonPrometheusRemoteWriteAccess AZRIEIZE M MNBEK, #IFE Next: Add Tags (T—%F : #
BER).

5. (ZH) AN IAM AREY IAM R, ZE [T—% : 88
6. WMAZHNARERE. BEEVBXR,

EXE) Amazon EC2 #1T1EEE

ZERME) Amazon EC2 #1T{EE , FFE® GEAM Linux #{TEE A Amazon Elastic Compute Cloud
FEAEER) PEEHTEENER.

BT REEARER

BY IAM ARYERA AE/ME EC2 BTHERE , BAUMTREEARAREEEREET N,
#IT RE AR TAEER

1. EATIEAREIER main.go B Go B,

package main

import (
"github.com/prometheus/client_golang/prometheus/promhttp"
"net/http"

)

func main() {
http.Handle("/metrics", promhttp.Handlex())
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http.ListenAndServe(":8000", nil)

2. BITUTRTUREERMEKER.

sudo yum update -y
sudo yum install -y golang
go get github.com/prometheus/client_golang/prometheus/promhttp

3. BITTEEAER.

go run main.go

B REREXEXTIERE 8000 LiETT , WERFTEREN Prometheus 1B1E, U TRELIEE
Ky & 451,

curl -s http://localhost:8000/metrics

process_max_fds 4096# HELP process_open_fds Number of open file descriptors.# TYPE
process_open_fds gauge

process_open_fds 10# HELP process_resident_memory_bytes Resident memory size in
bytes.# TYPE process_resident_memory_bytes gauge

process_resident_memory_bytes 1.0657792e+@7# HELP process_start_time_seconds Start
time of the process since unix epoch in seconds.# TYPE process_start_time_seconds
gauge

process_start_time_seconds 1.61131955899e+@09# HELP process_virtual_memory_bytes
Virtual memory size in bytes.# TYPE process_virtual_memory_bytes gauge
process_virtual_memory_bytes 7.77281536e+08# HELP process_virtual_memory_max_bytes
Maximum amount of virtual memory available in bytes.# TYPE
process_virtual_memory_max_bytes gauge

process_virtual_memory_max_bytes -1# HELP
promhttp_metric_handler_requests_in_flight Current number of scrapes being
served.# TYPE promhttp_metric_handler_requests_in_flight gauge
promhttp_metric_handler_requests_in_flight 1# HELP
promhttp_metric_handler_requests_total Total number of scrapes by HTTP status
code.# TYPE promhttp_metric_handler_requests_total counter
promhttp_metric_handler_requests_total{code="200"} 1
promhttp_metric_handler_requests_total{code="500"} 0
promhttp_metric_handler_requests_total{code="503"} 0
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#3I Amazon Managed Service for Prometheus TE[E
£ E# 7 Amazon Managed Service for Prometheus T/E[E |, FE1RRE I T E[E F V15 RIBIE,
#11T Prometheus fa R85

1. FERATHES YAML BRERER , LB E A prometheus.yaml BWFER. ¥ url ,
# my-region EEBRENMEE , AR my-workspace-id BiiASHEEESE Amazon
Managed Service for Prometheus B T{E[E ID, & ¥f region, #% my-region B A& [E
=

g5l . YAML i8R

global:
scrape_interval: 15s
external_labels:
monitor: 'prometheus'

scrape_configs:
- job_name: 'prometheus'
static_configs:
- targets: ['localhost:8000']

remote_write:

url: https://aps-workspaces.my-region.amazonaws.com/workspaces/my-workspace-id/
api/vl/remote_write

queue_config:

max_samples_per_send: 1000

max_shards: 200

capacity: 2500
sigv4:

region: my-region

2.  #1T Prometheus fAlfREE , & REEAERNNIEEEIXELR Amazon Managed Service for
Prometheus TEE,

prometheus --config.file=prometheus.yaml

Prometheus AR R EEZES RS AR XNWIEREIAREMN Amazon Managed Service for
Prometheus TEE,
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£ H Prometheus #1T{EEEAIESS

BRI AERAERERENER ( #BA Prometheus RIBRE ) F#HITH Prometheus 11718 B8 3 M ENE
2 WA EEIEZE M Amazon Managed Service for Prometheus TEE,

THEERANATESHEERERXNR X THITH Prometheus MITER |, REES/EENRESRNTE
Fko

/A Warning

ER#E Prometheus RERERXE B4 A SHERNKE, BAZ2Y8E , B&
Prometheus EERHREN LN EHRMERE,

MR IEFRE L Prometheus #1TERRREIRE —HIEF , WG HEIAFE — Amazon Managed
Service for Prometheus AEB S AMY , AIEEREEEERMRIIE. ERRBISBREEEE
RimiBRIhEE | IS EUEVEIX ZE Amazon Managed Service for Prometheus AT ERBEAER |
BREEEELR, WEEHEREEEERMBRNIET , F2E 81X E Amazon Managed Service for
Prometheus K& AT A EIEERIBREEE R

e

- BREMA Helm REFTH Prometheus fa] IR 25 EX

£ EC2 t Kubernetes B EHRH Prometheus Al AR 85 K FEEVE 3

- £ Fargate #Y Kubernetes ## 3R B #Y Prometheus fal R 2558 EREEIE S

REMA Helm {ETH Prometheus Al BR 25 # EX

AEI RIS RO RS RIERRE) , S F A Amazon Managed Service for Prometheus #1T7, &1
Amazon EKS FEFEREFNK Prometheus RIAR2S , #ARESEAFERMERESFEFREIXZZE Amazon
Managed Service for Prometheus, tEREE T FRGH

- BUBRBEEFW Prometheus fIRREEAS 1 REIERR Amazon EKS £5.

« &89 Amazon EKS #E X BZ % Amazon EBS CS| EEE)F23 (Helm EXR ),

o WWAEFEH Helm CLI 3.0 = EFTARA,

- BB Linux 3 macOS ERRHAITUT ZFHHHILER,
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$EB 1 : $118 Helm Chart fE1ZE

= EM1® Helm Chart 7E , F@WATIS T, UFAEELGTHFEER , 52K Helm ff7
E

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

B8 2 . B3I Prometheus 88 2=

WA TS , & Prometheus fAlfREF M H thBE 12 T 31 Prometheus 58 =M. #% prometheus-
namespace BMAZRFELHAZENEE,

kubectl create namespace prometheus-namespace

S 3 ARERFRE IAM AR

EARPIEERLENARBAE , BFEELEHIT Prometheus FIIRESAY Amazon EKS # £ & & F IR ISR
FH 1AM B,

EBRBIRFH IAM A6, BRI LEL IAM AEBER Kubernetes IRIFIRFRIBAEE, A%, LLRFKIRS
AR EAZBRBIRS 212 Pod FRABRRA AWS 557, MEFMEN , F2REEHIRFH 1AM
P i=B

MRBEARBREELAE® , BFIZBFPM B Amazon EKS %%&E}E%Eﬁﬁwﬁﬁﬂ’ﬂﬂﬁﬁﬁ@ IBRERE
A, AEHPHRBEEMFMA eksctl, MEFMENR , 552 Amazon Elastic Kubernetes Service
AP - eksctl,

(® Note

ERTEEKS T , AWS ¥ H RERAFIREWMNMFLAZR S8R ZFE Amazon Managed Service
for Prometheus B , BIf&SL{EA EKS-IAM-ROLE # SigV4,

HER 4 : BRI RT A AR 25 3 BR 46 FEEUIE AR

EELREMHB Prometheus fIfREE , AR ERIEFEEE LM Amazon Managed Service for
Prometheus TE[& , FRBR T IS BRIRE,
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ZHEHH Prometheus RIBRES , LGB EEEIXZ E &K Amazon Managed Service for Prometheus IT4E
[&

1. FRAXFHmEIFEILZ A my_prometheus_values_yaml HER , B2 THRE.

* 7% IAM_PROXY_PROMETHEUS_ROLE_ARN B#1AIR1E B Amazon EKS £ EIEZMAMESX
H IR ¥ /A & FE I amp-iamproxy-ingest-role # ARN,

 #& WORKSPACE_ID &#: A% Amazon Managed Service for Prometheus T/EEH 1D,
« #& REGION B A& Amazon Managed Service for Prometheus T/EEH @15,

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-

community/helm-charts/blob/main/charts/prometheus/values.yaml
##

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:

eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:

remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write

sigva4:
region: ${REGION}

queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. BATHISRSLLEI Prometheus EARES.

 # prometheus-chart-name B BEH Prometheus liRAE .,
« # prometheus-namespace B HEH Prometheus v & Z RN BB,

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
namespace \

-f my_prometheus_values_yaml
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® Note
B LAERAZEARRNEE] helm install & v, MEFMER , BFSE Helm XHHH
Helm %%,

1£ EC2 Lk Kubernetes A& EIR A Prometheus {a] iR &5 HY FEE/E S

Amazon Managed Service for Prometheus X #E#8H{ Prometheus fRIIRESEVIERE , WA #1T Amazon
EKS FEE LR E Amazon EC2 H#11TH B B EE Kubernetes, A<EiA#YF¥AHER A E A % Amazon
EKS &£ FH Prometheus fAiREF. BR T EAEFETE Kubernetes #EH BITRRERKIRFH OIDC 12
HEF IAM AL , Amazon EC2 LK BIEKEE Kubernetes EE SR EHE

AEHIIEREA Helm 4 Kubernetes EHEE AR,
*rE

- ZB 1. ARBIIRFRE IAM A6

« B2 FH Helm FHREIRAH Prometheus Al iR 28

HER 1 ABRBIRFRE IAM B

EARPEERLENARBAE , BFEELEHIT Prometheus FIIRESAY Amazon EKS # £ & & F IR ISR
FHIAM &6, StAGUBAREAE,

BBREAE® , B EL IAM AEEE Kubernetes IRISIRFRIEREE, A% , LLIRBIIRF AT AERARZ
FRFER 5 I 4E{T] Pod REY B BRI AWS 3F7], ME/FMET , BSERBIREH IAM A,

WMREHRBEELAG , FREBHH BH Amazon EKS EEFREREEHEUEENRBA S BRERE
ﬂ@lo

SR 2 A Helm A#RZEIEEH Prometheus Al RS

AERHRATEREERE AN sigvd AHEITERE , WRE Prometheus fRIREFERE A Amazon
Managed Service for Prometheus T/E[&E,

{# F Prometheus W7 2.26.0 =& # R4
MREFHEFEA Helm Chart B2 2.26.0 HEFHRAHY Prometheus fRIRET , FIRB T BIEE,
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85/ Helm Chart #£ Prometheus RIRSEEREIRH B A

1. & Helm RERFEN —EHFNERSARE :

« #§ ${IAM_PROXY_PROMETHEUS_ROLE_ARN} B A%E SB 1 RRKEIIRFEE IAM A
& I amp-iamproxy-ingest-role #Y ARN, At ARN W& EA arn:aws:iam: :your
account ID:role/amp-iamproxy-ingest-role,

& ${WORKSPACE_ID} ##tA Amazon Managed Service for Prometheus T4E[& ID,

« # ${REGION} ##:% Amazon Managed Service for Prometheus T/EER/IE[E (40 us-
west-2),

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/
prometheus-community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. £ Helm EFEZIEEM Prometheus falREFAHEE -

* # prometheus-chart-name B AEMN Prometheus iRAE .
* % prometheus-namespace Bt A% % Prometheus A REFHY Kubernetes a5 & 2= @,
 # my_prometheus_values_yaml &5 Helm ARERE KT,

* # current_helm_chart_version B# A& Prometheus fAIfREF Helm Chart #9 B BIARAR,
Ba LUBIBEA Helm list a8 S 2 B sl B R R,
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helm upgrade prometheus-chart-name prometheus-community/prometheus \
-n prometheus-namespace \
-f my_prometheus_values_yaml \
--version current_helm_chart_version

£/ 28 Prometheus BIRRZA<

EHIREEMEH 2.26.0 2818 Prometheus IRZA , FERBUT T BIRME, EETREANBLE, BA
ERR Prometheus & &~ # AWS Signature £ 4 lRZEBREF (AWS SigV4).

AT EREABERIEE A Helm 22 Prometheus,
& Prometheus @ RESREEHRB A

1. TEJEH Prometheus fAIMRER L , BUMMERBFABLRLE, BFL , BUFTNERER, RAZFUZX

FE= amp_ingest_override_values.yaml,

B THEHREE YAML B2,

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"
annotations:
eks.amazonaws.com/role-arn:
"${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}"
server:
sidecarContainers:

- name: aws-sigv4-proxy-sidecar
image: public.ecr.aws/aws-observability/aws-sigv4-proxy:1.0
args:
- --name
- aps
- --region
- ${REGION}
- --host
- aps-workspaces.${REGION}.amazonaws.com
- --port
- :8005
ports:
- name: aws-sigv4-proxy

Prometheus Y5 8S 91



Amazon Managed Service for Prometheus EREEmR

containerPort: 8005
statefulSet:
enabled: "true"
remoteWrite:
- url: http://localhost:8005/workspaces/${WORKSPACE_ID}/api/vl/
remote_write

# ${REGION} ##tA Amazon Managed Service for Prometheus T/EEHHB[E,

#% ${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN} Bt R#&E S5 1 . BRBEIERFFRE IAM
A I amp-iamproxy-ingest-role 89 ARN, At ARN XA arn:aws:iam: : your
account ID:role/amp-iamproxy-ingest-role,

# ${WORKSPACE_ID} H#: AT {EE ID,

2. F#% Prometheus Helm Chart, B% , BIA T35S, Helm Chart 258, kS H@HF |
SR BWIE prometheus WEXK,

helm 1ls --all-namespaces

REWMA TSGR,

helm upgrade --install prometheus-helm-chart-name prometheus-community/prometheus -
n prometheus-namespace -f ./amp_ingest_override_values.yaml

#& prometheus-helm-chart-name Bi#iA £ — @+ FEE Prometheus Helm Chart #98
. #& prometheus-namespace B BmBAEEEHE,
T & Helm Chart

WMREE REAB T H Helm Chart , EAIAERA LT H#ET T H,

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm pull prometheus-community/prometheus --untar

£ Fargate B9 Kubernetes 3B # Prometheus A iR 25 5% E REEIES

Amazon Managed Service for Prometheus X #87E Fargate L #{TH B R EE Kubernetes 5+ |, #
Prometheus IR FEEIER . &EH Fargate E#11T Amazon EKS &E&EHH Prometheus Rl BR 25 #E
HUEE , EB B A B amp_ingest_override_values.yam| #BRERE R TEERAERE | IITFTR -
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prometheus-node-exporter:
enabled: false

alertmanager:
enabled: false

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}

server:
persistentVolume:
enabled: false
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

FERZERBUTHSEE L% Prometheus :

helm install prometheus-for-amp prometheus-community/prometheus \
-n prometheus \
-f amp_ingest_override_values.yaml

fAAE , £ Helm Chart {8 | REHASHELEXNE REE 8 LUK #IT Prometheus fal k&33P

o

ERMERN TS RHERERERRER.

1

$ awscurl --region region --service aps "https://aps-
workspaces.region_id.amazonaws.com/workspaces/workspace_id/api/v1l/query?
query=prometheus_api_remote_read_queries"
{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"__name__":"prometheus_api_remote_read_queries", "instance":"localhost:9090","job":"prometheus"

[1648461236.419,"0"]1}1}}21
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E%E Amazon Managed Service for Prometheus LAES & 7] F 45 ¥l

£ & B REIX T Amazon Managed Service for Prometheus B |, &t [E ) AWS 7 A&
B THREHTEREYE, TAMTNZEMENEIRESREHEE. BREERE , EUREZEEENNS
AAMANELZE, EMEERNAZTUAZHNEERHEANSTALZ M

- MREEZERB[IBTEREEMERPER , BT AEZERHEE | Amazon Managed Service for
Prometheus , I B BifiFREE E ¥, EHBIREREENEREEE Amazon Managed Service for
Prometheus TEE,

MEEBMBREES TAMERNEERER ,
Prometheus & 0] M IEEMBREEE E

- BB ERARENEFEVE , BIERE AWS R , B KESEEAGEAENE B ITERE,

3
¢

2/ #5EEE Amazon Managed Service for

MESEEERNEEEZEAIEENGFMENR K F2H FABEE T /EEE Amazon Managed
Service for Prometheus F #7185 Al A%,

X8
« #EXZE Amazon Managed Service for Prometheus B & 7] F 15 E MR EE E E
+ {8 Prometheus /&= 0] F 1 & BHEIX E Amazon Managed Service for Prometheus

 {# Prometheus Operator Helm Chart # 5 7] £ E #1528 E & Amazon Managed Service for
Prometheus

 f£/ AWS Distro for OpenTelemetry # & o] £ & BHEIX E Amazon Managed Service for
Prometheus

 {£/ Prometheus ## Helm Chart , #f & Al A EREFiEAZE Amazon Managed Service for
Prometheus

+ Amazon Managed Service for Prometheus F & Al M REMY & B EfR 2
- ERABES T/EEME Amazon Managed Service for Prometheus #3718 & o] F 1%

#4E3% Z Amazon Managed Service for Prometheus B9 & o] At EMIBREE E R

A LA %L Prometheus B F A B (EERAEEXNPHITH Prometheus #1TEEE) &R, FiX
Z Amazon Managed Service for Prometheus T/E[E, &HE P —E#1T{EE EERCEYEFEIXERE
B, BHNERNTAMSERS BIFEEP—UERASFELEEESR , Amazon Managed Service for
Prometheus TEE NS W HMHTERNER), A , BHE Amazon Managed Service for
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Prometheus T/FEBBMBRERER , METRZRBIER , EMH LSRN ERERNRETE
Mo

# E & Amazon Managed Service for Prometheus B Ei#t % {l Prometheus REEEAMBREEEH |
BAUABAERERN —HAEEARMUE-BEEE K MESENTERTEGELER. BEER
S TEERNAEEHLAER , MEARBZBAE Amazon Managed Service for Prometheus 3
BEEZENREF. RRBETNESTSEEEER  BEFE8EL , HEEUTFREE —KRF,

® Note

H LR Kubernetes (1.28 1 1.29) AlgE & H B CMEEMclusteriZH., EMaEE1
Amazon Managed Service for Prometheus EEE BRI BB, WEFHMENR , FSHEE
AMEREEE.

ﬁ

THEERPMMAEEERITE clusterM __replica_ ZH , LAMF Amazon Managed Service
for Prometheus B EIMIBREEE K,

/A Important

ERRBREEEERMBRINEE , AIFTE&IXE Amazon Managed Service for Prometheus V&
REGIEFWE, Jaﬁ:bﬁﬂﬁﬁ%@%i@ﬁ’ﬁﬁ%o

£ Prometheus #§5 1] A 4 & ¥EiA F Amazon Managed Service for Prometheus

HEEMFEM Prometheus SRES T AMER  SXEESTAMBEENFERTER LERNTER , N
fi£ Amazon Managed Service for Prometheus #1T# 5. A cluster HBEE Bl Prometheus #4T
BERREEEASTAMEEN 3P, A __replica__ EBSRBAFEATHEEER. &
FEGRER __replica__ M cluster B8 , LIEEEERMBR T %,

(® Note
__replica__ BREEXF replica sIRERAMERERFRETERL,

gHl BB

&R %
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ETHERNBHERD , cluster ZEEHE B Prometheus #1TEEBNRIEREN prom-teaml , M
_replica_ EEEH/AIEAR replical M replica2,

cluster: prom-teaml
__replica__: replical

cluster: prom-teaml
__replica__: replica2

/A Amazon Managed Service for Prometheus A ELZBREFRES T AMERNEREH |,
A FEEZHHRNEREE replica BR, EXRTABETNRIIN1: 1 FIHE , MTRSEELRN
3, cluster EBERE TR,

(® Note

R LR Kubernetes (1.28 A1 1.29) AIgE & H A WVERMclusterFER. EAEEEH
Amazon Managed Service for Prometheus EEERMBRVEE, MEFEFMEF K F2EET
AMEREESE.

& F Prometheus Operator Helm Chart #% & 7] 14 ¥ #15&8 % A Amazon Managed
Service for Prometheus

ZZ# A Helm FH Prometheus Operator 52 ES Al AR |, BUBEESTTAMBRBENFTERT
EIE8 EER/ZBER , LAE Amazon Managed Service for Prometheus T AR BI©1, EthHBHE
Prometheus #&4E& Helm Chart L EB™ replicaExternallLabelName 1 externallabels,

g1l : YAML ZRE

ET5 YAML ZREdh | cluster €8 E externallabel , W% Prometheus #{TEERERR
Bl AS A BEEEN —3B40 , ™ replicaExternallabels S BIEEP N EEELR,

replicaExternallLabelName: _ replica_
externallLabels:
cluster: prom-dev
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® Note

HLRRAE Kubernetes (1.28 1 1.29) AT SR H B2 WIEEMclusterBHK, ERESEH
Amazon Managed Service for Prometheus EE &R EIE. MFEFMER , F2RST
AMERBEESE,

£/ AWS Distro for OpenTelemetry 7%= 7] A4 & #{FiXE Amazon Managed Service
for Prometheus

AWS Distro for OpenTelemetry (ADOT) 2 OpenTelemetry ERMZ+ At EEFHAN D #. ADOT
BIERERE API, BXEMAREER , HETRKRES BN B MEEETEARENER, NE
ADOT WHHBE , 52 BEIR AWS Distro for Open Telemetry,

EEMAS T AMHERERE ADOT |, BXERE ADOT INESRABME |, WiGHHBERcluster M
__replica__ EMAZE AWS Prometheus BRin B AEHER, WEHEXZHER remote_write i
LGSR HTE Y $5 2% B Amazon Managed Service for Prometheus TEE, EEERBEAEHE
NLREELERE , TRAEHTHREESTKREEENIER. WFE AWS Prometheus EinE A E
HESEEER |, 55288 A Amazon Managed Service for Prometheus B Prometheus &k 5 A
BE 288 AP

@ Note

HLRRAH Kubernetes (1.28 1 1.29) AlaE 2 & H H S WEEMclusteriZ &, 15_ G
Amazon Managed Service for Prometheus EEERMBRAVEE. WFFHMER , F2H8E
AMERBAEL.

%‘21

£/ Prometheus ## Helm Chart , #4& A A& BHE1X E Amazon Managed Service
for Prometheus

&= Z A Prometheus ## Helm chart 5t E S Al AMERE , B4 EAESTAMBHBENFEHTE
B - ERNEER , LUE Amazon Managed Service for Prometheus #1751, T E MR
Prometheus #t[E Helm Chart #§ external_labels /18 % Prometheus B —#1TEEEAI S5,

server:
global:
external_labels:
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https://aws-otel.github.io/about
https://aws-otel.github.io/docs/getting-started/prometheus-remote-write-exporter
https://aws-otel.github.io/docs/getting-started/prometheus-remote-write-exporter
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cluster: monitoring-cluster
_replica__: replica-1

(@ Note
MRBEEZEER , EXACERATRANERELZRHBEE R , BA Prometheus 18
Helm Chart R AFFEZ L EFISFHAENELAHERBHEREELE, NMREEEHHRE
replica &% , A Prometheus #&4E& Helm Chart,

(® Note

FLRRZAH Kubernetes (1.28 M 1.29) AJge @& B2 MEEMclusterEHR, ETREFERN
Amazon Managed Service for Prometheus EEERMBRVEE, MEFEFMER L F2EET
AMEREEE.

Amazon Managed Service for Prometheus F & 7] AN F B BEAZ
RREEH _replica_ EMAS—EFRE , LUBKSIHIZ 2

ESHAERES , Amazon Managed Service for Prometheus A[iE1Bi#1# Prometheus #{TEE#
SHPNMEEE  URRENEHFISEE., EREFELREFELEXERESF 30 % , Amazon Managed
Service for Prometheus & B 8144 % — @ Prometheus #{TEBRABREEEAR , WHHBAEEMEE
B, BEEMERNESR. it , BRAR , TEEHT. EEMUTESERUUTEE .

o EBRBHFBEEENHE , £ PromQL #&E# count AlREEER SR AEHMNE,

- EERWEEEHBEIMN active series BE , ERFE active series limits., MFEF
HEF , FSHE AVP BEHHEE,

Kubernetes Sl F EFHCHEERR , MATERBREENER, REWMMEEEREL ?

Kubernetes 1.28 apiserver_storage_size_bytes5|# 7 EBclusterEBHNFIEE, E WAL
28 3 Amazon Managed Service for Prometheus F E#£ & EHHBRAERE , EERA clusteriZH,
£ Kubernetes 1.3 /1 | ZEEEH M BB storage-cluster_id ( £ 1.28 1 1.29 WEHEHRE
RPUREHFGSE ). WRENEBEMFA clusterZBHE L ILIEZE , Amazon Managed Service for
Prometheus # = MIBRIEBIBI BB F 5, BEBIENE Kubernetes #EFRE RIS HEARA |, A

&R %8


https://docs.aws.amazon.com/prometheus/latest/userguide/AMP_quotas.html
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BRUEE, RE , BULEAABZEREEZE Amazon Managed Service for Prometheus 2 Bl E1E
fCapiserver_storage_size_bytesi§E EMclusteriZ®,

(® Note

WFE Kubernetes B@EHFHME , 2B Kubernetes GitHub ERFMEZBEEEN T A
A apiserver_storage_size_bytes 5§12/ storage_cluster_id,

FRABES T#EEAE Amazon Managed Service for Prometheus F 3718 & 7] A 1%

FEEBEESTVAMHTEEENER , BULUSEEEEAEE AWS EFENZEITIERE. Prometheus
YRZERESSRNEESRES.

TH&EFBEROMEEEREEIER THITH Prometheus FIRES , MEHIEEEEXENRTEESE
BV E TEE,

extensions:
sigvé4auth:

service: "aps
receivers:
prometheus:
config:
scrape_configs:
- job_name: 'kubernetes-kubelet'
scheme: https
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- target_label: _ address_
replacement: kubernetes.default.svc.cluster.local:443
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$${1}/proxy/metrics
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ERAEER

exporters:

prometheusremotewrite/one:

endpoint: "https://aps-workspaces.workspace_1_region.amazonaws.com/workspaces/

ws-workspace_1_id/api/vl/remote_write"

auth:

authenticator: sigv4auth
prometheusremotewrite/two:

endpoint: "https://aps-workspaces.workspace_2_region.amazonaws.com/workspaces/

ws-workspace_2_id/api/vl/remote_write"

auth:

authenticator: sigvé4auth

service:

extensions: [sigv4auth]

pipelines:

metrics/one:
receivers:
exporters:
metrics/two:
receivers:
exporters:

[prometheus]
[prometheusremotewrite/one]

[prometheus]
[prometheusremotewrite/two]

SURALEN
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#&3 Prometheus IE1E

BARAEKESEENETHE , EUHEETER,

EEEVERERRBILERMNERIR , B LEA Amazon Managed Grafana k¥ . Amazon
Managed Grafana ( 2 Grafana WE M #1TEER ) TUEEBFRAE , AEBEERERAKIXEREN
51, WMEFE Amazon Managed Grafana MEFMIEA , F2E (Amazon Managed Grafana £EA & 15
) .

BEAUEY—XMESR, RRER  IEAEEEHRECAEENEEEARN, BEETHE

F Amazon Managed Service for Prometheus AP| F1#Z2%E Prometheus &EF#IFEE PromQL , {E&HY
Prometheus TEEEBER ., MEHE PromQL MHFEEZNFMER , 5528 Prometheus R4
FHE# Prometheus,

£

« PromQL #5R TEX

- EGEER

- SENEEESR

- RBEET

- BERAEE

- ZEHET

- BEREHEH

- RELENIEEESH

« XX Amazon Managed Grafana , JA#¥&HE Amazon Managed Service for Prometheus & F

« EXTE Grafana FMRHBIED Grafana MR , LA¥EE Amazon Managed Service for Prometheus fif
A

o ffF Amazon EKS EEF#1TH Grafana £
- {FHE Prometheus tHAR API &5

- NESEEMNEAAEBRTER
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https://docs.aws.amazon.com/grafana/latest/userguide/
https://docs.aws.amazon.com/grafana/latest/userguide/
https://prometheus.io/docs/prometheus/latest/querying/basics/
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PromQL Hi8s T4EX

E Amazon Managed Service for Prometheus T{EEHEHIEZER , FFFEALL PromQL (Prometheus
HES ) BSEEARESE, FA PromQl |, B LUEBHEAEEHES RN EAKEF
§U§ o

WE PromQL WIEFEHEF , B2 8 PromLabs #8145 ERY PromQL Cheat Sheet, PromLabs

BEEER

KESEBENERLERENKEDFS

# Select all time series with the metric name http_requests_total
http_requests_total

# Select time series with specific label values
http_requests_total{job="prometheus", method="GET"}

# Use label matchers

http_requests_total{status_code!="200"} # Not equal
http_requests_total{status_code=~"2.."} # Regex match
http_requests_total{status_code!~"4.."} # Negative regex match

SiE O EiEER

— RIS AR I E

# Select 5 minutes of data
http_requests_total[5m]

# Time units: s (seconds), m (minutes), h (hours), d (days), w (weeks), y (years)
cpu_usage[1h]
memory_usage[30s]
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RBEHET

5% IS F S REE R

# Sum all values
sum(http_requests_total)

# Sum by specific labels
sum by (job) (http_requests_total)

sum without (instance) (http_requests_total)

# Other aggregation operators

avg(cpu_usage) # Average
min(response_time) # Minimum
max(response_time) # Maximum

count(up) # Count of series
stddev(cpu_usage) # Standard deviation

[ >
FRNEHE
EAHHREHRENER .
# Rate of increase per second (for counters)

rate(http_requests_total[5m])

# Increase over time range
increase(http_requests_total[1h])

# Derivative (for gauges)
deriv(cpu_temperature[5m])

# Mathematical functions

abs(cpu_usage - 50) # Absolute value
round(cpu_usage, 0.1) # Round to nearest 0.1
sqrt(memory_usage) # Square root

# Time functions
time() # Current Unix timestamp
hour() # Hour of day (0-23)
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day_of_week() # Day of week (0-6, Sunday=0)

—IEET

MATE M ANLEEIRE

# Arithmetic operators
cpu_usage + 10

memory_total - memory_available
disk_usage / disk_total * 100

# Comparison operators (return @ or 1)
cpu_usage > 80

memory_usage < 1000

response_time >= 0.5

# Logical operators

(cpu_usage > 80) and (memory_usage > 1000)
(status_code == 200) or (status_code == 201)

BEREH

& T LATE Amazon Managed Service for Prometheus TEEHRFEAKNE REREH

# CPU usage percentage
100 - (avg by (instance) (rate(node_cpu_seconds_total{mode="idle"}[5m])) * 100)

# Memory usage percentage
(1 - (node_memory_MemAvailable_bytes / node_memory_MemTotal_bytes)) * 100

# Request rate per second
sum(rate(http_requests_total[5m])) by (job)

# Error rate percentage
sum(rate(http_requests_total{status_code=~"5.."}[5m])) /
sum(rate(http_requests_total[5m])) * 100
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# 95th percentile response time
histogram_quantile(0.95, sum(rate(http_request_duration_seconds_bucket[5m])) by (le))

# Top 5 instances by CPU usage
topk(5, avg by (instance) (cpu_usage))

RELNEEES
Amazon Managed Service for Prometheus I2ftIA T 5% |, BB ERREEEAREM,
AWS PrivateLink ¥ &t Amazon Managed Service for Prometheus £/

&7 Amazon Managed Service for Prometheus H3IEZR KR E 1] LUEIB 2B B FR AR s B &R
VPC ¥ Bi5E R AWS PrivateLink. &#&#H B AWS PrivateLink , 288 VPCsHRR RESE AWS
BEPZIRE , MASEBLEREMERK. EFEA Amazon Managed Service for Prometheus 211
AWS PrivateLink VPC i 26 , 528 /5 Amazon Managed Service for Prometheus #197TH VPC i
2

BoBmENRE

AWS Identity and Access Management = —& Web R# , TJi#BIR L £ iR H1% ERH AWS 7
B, ZAILAER IAM RIZFIEEEIB S 7 EBE (BA) IREFEAERN (EF5H) WAS. Amazon
Managed Service for Prometheus 8 IAM & | #B1EREER LTS, E&EE Amazon Managed
Service for Prometheus i , SEBE VI IAM A€ | 3 Grafana @RI EHFEIEE Amazon
Managed Service for Prometheus TEEHWIER. WEFE IAM NFEEFA , F2RMTER

IAM ? ,

% —{E T3 B & ERE Amazon Managed Service for Prometheus AWS &£ &6 2 AWS Signature
55 4 IREEREF (AWS SigV4), Signature 5 4 IREM &5 5 BREBEEAIMBE HTTP Fixz AWS FRE
BF. RTREER  HNWAZHEHBER AWS X EAFAFNEREE K ZRITSFEHEEH D MR
BIFHLR. EMESHREEBALNRZEEE., WEEH SigV4 WFHIEN , F2REEE 4 RE
EEF.

i%E Amazon Managed Grafana , LA¥&B Amazon Managed
Service for Prometheus {£

Amazon Managed Grafana 2BBRIE Grafana NS ERE , B ERERBRRE. £=5
ISV 1 AWS BR# , A KRBR BT 2 47 E R R
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Amazon Managed Service for Prometheus X &£/ Amazon Managed Grafana & T/E[EH#Y
848, 7£ Amazon Managed Grafana £ A& , BRI LIREKRIE A Amazon Managed Service for
Prometheus #RF , #% Amazon Managed Service for Prometheus T/EE#i8 B &R KR, Amazon
Managed Grafana B #7H Amazon Managed Service for Prometheus FFrEH & 2 B BRERE, W
ZE %% Amazon Managed Grafana 3 Amazon Managed Service for Prometheus B4R EEMET |, &
2/ Amazon Managed Grafana £ f & 8B H K R

&1 ] LLFE Amazon Managed Grafana #8437 Amazon Managed Service for Prometheus /R, %
REHEBREANET , B2H SE RE Amazon Managed Grafana B R A HS Grafana B4,

£FAH VPC HIE#EE Amazon Managed Grafana

Amazon Managed Service for Prometheus 12 Amazon Managed Grafana K R#5 i 2 , AE &5
ERE R TIER,

& A LAER E Amazon Managed Grafana AfEAAFAE VPC (W0FEE Grafana HEXERE VPC WFHHEE

# , 582 B Amazon Managed Grafana A & IEEHPHEZEE] Amazon VPC), RIFELE , It VPC 7]
BESE £ 17 HL Amazon Managed Service for Prometheus BR# % 2o

ZZH# Amazon Managed Service for Prometheus fE A& B SRR IB R E T EFE RS EFRE VPC
# Amazon Managed Grafana TE[E , 4B %R VPC i 3R AE Amazon Managed Service for
Prometheus E#RZ|MEREH VPC, MEFARE VPC inHNFFMER , 3828 A& Amazon Managed
Service for Prometheus 33 /"' VPC i 2.

%E Grafana BAMR TS Grafana ¥k , SAAE Amazon
Managed Service for Prometheus £/

IETLAE A Grafana #1718 87 Amazon Managed Service for Prometheus & HEE, ANEEHRHA
wW{AEF Grafana #9 % 3 #1117 {E 88 % Amazon Managed Service for Prometheus EF#I51E,

FoRIRH

Grafana #1T{E8 — £ BB RESE R Amazon Managed Service for Prometheus B # Grafana
#ITEE.

Amazon Managed Service for Prometheus XM Grafana 7.3.5 R EHIRAREH TIEEHRVIE
B, 7.3.5 IRMEFARADEE AWS Signature % 4 B (SigV4) & 5 BRBH X IE,

EEREMLRW Grafana A& , SFRA TGS |, #§ grafana_install_directory BUX A Grafana
RHPERE -

EFE VPC HIEHEZE Amazon Managed Grafana 106
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grafana_install_directory/bin/grafana-server -v

MRBERBEEIUMN Grafana , REBBEFHRA |, B LZEFTHSITEE, MEREEIL Grafana
MEREA , 582 E Grafana M Z % Grafana, 1% Grafana APIRMEEER |, 582 R Grafana X
#5 ) Grafana A9,

AWS tRF - 8RR AWS 1RF EEERIFFAN , TEFEREN Amazon Managed Service for
Prometheus 151&,

£ EERIE Grafana LAfEF Amazon Managed Service for Prometheus , %4 BZEAEH
AmazonPrometheusQueryAccess RS,
aps:QueryMetrics, aps:GetMetricMetadata. aps:GetSeries #l aps:GetlLabels #BRHY

WRF. MEFHMES , F2EIAM FF A MEK,
T —EiASSFMER BA 1€ Grafana &€ & 2 B & .

SER 1 : BE up AWS SigVv4

Amazon Managed Service for Prometheus E2 AWS Identity and Access Management (IAM) &t #
A, EA IAM BFRREL Prometheus APIs WETE I, {&TFEE% , Grafana F#Y Prometheus &
RIHRBRE Prometheus T EE S RFE. & EZ Grafana 8E#FI A Amazon Managed Service for
Prometheus S0 B MIZREIIAE , LA BTE Grafana ERIFRFEA Sigv4 ERBRE, B&46E
A BEREEN Grafana BIMRBIEDR Grafana ¥ [ REEE , BREBAER NS BRE, BREE
£/ Amazon Managed Grafana , 8 SiGv4 & EE L HBLHN. WMEHE Amazon Managed
Grafana BEE#EE , 2B E R Amazon Managed Grafana ?

£ E £ Grafana LA Sigv4 , 557 AWS_SDK_LOAD_CONFIG M GF_AUTH_SIGV4_AUTH_ENABLED
RIBSHNRA true WERTRE Grafana, GF_AUTH_SIGV4 _AUTH_ENABLED IRIESHEER
Grafana B TEERAERE , LABKA Sigv4 X &, MEFHFMEN , 5528 Grafana SREAXMFHIAERE

Linux

& E7E Linux B938 I Grafana fAlfkas LA Sigv4 , BBRIALL TS,

export AWS_SDK_LOAD_CONFIG=true
export GF_AUTH_SIGV4_AUTH_ENABLED=true

cd grafana_install_directory
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https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
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./bin/grafana-server

Windows

EE1E Windows BB Grafana E{# A Windows @S I2REH Sigv4 , FBRIAT ISR,

set AWS_SDK_LOAD_CONFIG=true
set GF_AUTH_SIGV4_AUTH_ENABLED=true
cd grafana_install_directory

.\bin\grafana-server.exe

FHER 2 . £ Grafana #1718 Prometheus E X KR

T YIS BRERPBUMAITE Grafana PEXE Prometheus ERIRIF , AEHEH Amazon Managed Service
for Prometheus 154Z,

EZ W Grafana fAlfRE3 F #118 Prometheus & KR

1. BARK Grafana £ A&,

2. HEHEETH , BEEERXRIR.
3. EEREERKIR,.

4. J#1E Prometheus,
5

#H¥ HTTP URL , 557 Amazon Managed Service for Prometheus ¥ A ETEEFMAEANR
TH RN IR B - 28 URL.

6. HM Prometheus ERIRRE HEMMZFSE , HHEERIEEN HTTP URL F&ERKINE URL
B /api/vl/query F&,

IEFERY URL B2 REXGZ https://aps-workspaces.us-west-2.amazonaws.com/workspaces/
ws-1234a5b6-78cd-901e-2fgh-3i45j6k17819,
7. HEBRIT , EHSigV4 BREBHTIRINEELARA

8. BWLIEHETE Grafana FIEERBABE , IEATRRRMEEEREE Sigv4 . EEEER
BB AELEREMFER , M T TRERRBRHELIER, —BEEREE Amazon Managed

BB 2 . 7 Grafana R ##8 Prometheus & ¥ 3KR 108
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Service for Prometheus PEE{EFE Grafana , B2 R EFEATARREM %iﬁ%* KA ESRHEEN
EUNEEY, MEEBRER ?mt\%ﬁ%*ﬁ’hﬁﬂiﬁnﬂ ESREERE.

EREREARRBE  FRITTIEME:

a. T Sigv4 B RBHMEAT , FHHSORIFRUEEZZEFIANZR,
b. #EFIMEM D, WALHN AWS FIEH® 1D,

c. SHEABEFISBMALN AWS RBFIEE,

d. MEEEAE ARN MHER ID WUREZA.

e. HRMERRE , EiEZE Amazon Managed Service for Prometheus TEE/ BT, LH[E
BERSESER 5 FrylE URL R EREEMER

f. BEFREALAH.
FLREZEIUTALE  ERRFEZER

HNEFENEEEARTIRE®R, Bl Sigv4 HORIBHFMERRE.

Sigv4 Auth Details

Authentication Provider @  Access & secret key
Access Key ID

Secret Access Key

Assume Role ARN

External ID

Default Region )  us-west-2

- EURAREREHEREE BSRARERXNEFRR) , FRT TSR

a. 71 Sigv4 B BBEFMEAT , FHHE S RBIRMAERE AWS SDK i
b. #ERERAE ARN MHE ID MAREZH,

c. HRFERE , 5512 Amazon Managed Service for Prometheus T/ E/ [E1H, t[E
HEREESER 5 AFlt URL R 2 &M EEHER.

d. BEEMEILAHE,

FLREZEIUTALE ERRFEZER

4 FH NV
S8 2 : 1£ Grafana PR A 109


https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/configuring-sdk.html#specifying-credentials
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TH&EBBIMBEBEAE R SDK TR Sigv4 & 2 B & BIERE

Sigv4 Auth Details

Authentication Provider & AWS SDK Default
Assume Role ARN
External ID

Default Region & us-west-2

9. SHHFHVERIFAE PromQL £ :

a. EBERR,
b. #{T&H PromQL &3 , 0 :

prometheus_tsdb_head_series

SER3: (BH) ERFENIEELEFRETREDH
EL—ERFT  NRMEREREFLURBEISRS  ERETEL.

KRB HTTP 438

3

W7 URL ) TR D ERME.
Bk HTTP 838

LEERRRR NBREEN. 3

i

BEUTREA :

BRERERESTEENESRE EMH,
- BMELNBERBRERF.

- BREEEFEANERESE AmazonPrometheusQueryAccess R, MEFMET , FZ
EEER

o FERIZIETERE R BB AT FEUL Amazon Managed Service for Prometheus TEE,

\}t

B9 IAM FF

HTTP $EREMEE

HEBR3: (FER) ERENIEELEFRETHED 110
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B E Grafana RS A ABRILEERR. MHBEFMEEF , 26 Grafana SRAXHF R EE DA,

WMEEEF Exrror http: proxy error: NoCredentialProviders: no valid providers
in chain, AIFERBEAEHREAEEEELIRIECANERAWS EAER, BIALERRBERE
BETFHRAREECNEE. FEEEHRLRERE , FFHEE AWS_SDK_LOAD_CONFIG REERES

true,

£/ Amazon EKS £ F#1TH Grafana &

Amazon Managed Service for Prometheus X #E £ Grafana 7.3.5 REFHIRA , AR FBHEE Amazon
Managed Service for Prometheus THEEHFE#HIER. 7.3.5 IRMEFMRATEH AWS Signature % 4
iR (SigV4) B BB,

& EFE Grafana LA# A Amazon Managed Service for Prometheus , B4 EEAEER
AmazonPrometheusQueryAccess BIZR =
aps:QueryMetrics, aps:GetMetricMetadata, aps:GetSeries # aps:GetLabels #ERHY

WRF. WEFMES  FSHEIAM FF A MBER

% 7E up AWS SigVv4

Grafana E#T1#8 X & AWS Signature 58 4 W (SigV4) B2 BBHIFINEE, MBEFHMEF , FSEEE
W7 4 2 BiEF, KR , T8 E Grafana ks R L IhEE, BRIEEFE A Helm 7 Kubernetes
E &£ F#2E Grafana , AILL T ARA L IIEENIE R,

I8 Grafana 7.3.5 S E# RS LEUA Sigv4
1. BIAFNEFERREBEEWN Grafana A58 | WigHS

amp_query_override_values.yaml,

2. BTIARBMARER K REFREFEER, #§ account-id R B#11T Grafana RS AWS HIRE

ID,
serviceAccount:
name: "amp-iamproxy-query-service-account"”
annotations:

eks.amazonaws.com/role-arn: "arn:aws:iam::account-id:role/amp-iamproxy-
query-role"
grafana.ini:
auth:
sigv4_auth_enabled: true

1 Amazon EKS H{#H Grafana 111


https://grafana.com/docs/grafana/latest/troubleshooting/
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£ YAML #RAAS , amp-iamproxy-query-role EEMBET—HHEINACGER. &
ERBIIRFH IAM A, IREEKBIAREATIEENAER  AAUAERAECECHACER
BRtAe,

B ERIEE FH Helm F 4% Grafana fAfREs REAIESR,

RERBEERFH IAM A

WMRAIEE Amazon EKS BE P FE M Grafana [RRES , BEEHEREERSFER IAM A€ (EBAR
¥AG) #ITRIES, ERERME IAM ABE Kubernetes IRIEIR S I BAREF , BRISIRS R A
LA A E RIS IR ERV4EM Pod R AESIRME AWS 350, WEFHMET , FSEBRBIESH IAM A
1=

MREHRREELRBACIUEITEN , FERE ZERBIRFH IAM A6 | UEHIER PAVERRK
REAE,

RE  BEEECETEENEGTHIE Grafana RIEIRS.
EEEBRRNERYET H¥ Grafana BRIEIRS
1. HERHBIRED | ¥ Grafana ARSNGB ZEEAMBHERSEZRE, Flw , B AER T Y6

AL
T o

kubectl get serviceaccounts -n grafana_namespace

2. 7£ Amazon EKS F#&H | $H¥18 EKS 2 5E BN REIEFSRR IAM €,
3. EERFBEIEBRR.

4. FH T, LLEE Grafana BT , URGESE 1 RS SEH PRI Grafana RIEIE
F&#., T% = &6,

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Principal": {
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"Federated": "arn:aws:iam::111122223333:0idc-provider/oidc.eks.us-
east-1.amazonaws.com/id/EXAMPLED539D4633E53DE1B71EXAMPLE"
},
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"oidc.eks.us-east-1.amazonaws.com/
id/EXAMPLED539D4633E53DE1B71EXAMPLE : sub": [
"system:serviceaccount:aws-amp:amp-iamproxy-query-service-
account",
"system:serviceaccount:grafana-namespace:grafana-service-account-
name"'
1,
"oidc.eks.us-east-1.amazonaws.com/
id/EXAMPLED539D4633E53DE1B71EXAMPLE :aud": "sts.amazonaws.com"

5. EEENEERXR,

A Helm #H#k Grafana {al iR25

WS BEHK Grafana RIREE , UAERBEL—E B E amp_query_override_values.yaml
EBENIER,

HITT AT, WEE Grafana B Helm BIXRMFFMEA , 5528 Grafana 18 Kubernetes Helm
Charts,

helm repo add grafana https://grafana.github.io/helm-charts

helm upgrade --install grafana grafana/grafana -n grafana_namespace -f ./
amp_query_override_values.yaml

£ Grafana F#18 Prometheus &£ #iR

T3S RERA MM Grafana FERE Prometheus ERIRIR , AEHER Amazon Managed Service
for Prometheus 54Z,

A Helm Ft#k Grafana A R85 113
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EZ K Grafana falfRES P #118 Prometheus & Bl KR

1. BARK Grafana £ A&,

2. EHERTH , BEEENRR.
3. EEHMEERNR.

4. & Prometheus,
5

$H¥ HTTP URL , 387 Amazon Managed Service for Prometheus £ A ETEEFMAE
EHPERN IR - 8 URL,

6. HM Prometheus ERIRRE BB MNZFE , HEERIEEN HTTP URL FEERKIIZE URL
B /api/vl/query F& |

7. EBET ,EH Sigv4 BERVIEIIEELA

AE

BB AE ARN FISEE ID MuREZEH, AREHFERES , BHERN Amazon Managed
Service for Prometheus T{EEFTTEHI E I,

8. EBEEMEIRH,

BEZETLTHE  ERFRETEE
9. SHHFMERRFRE PromQL & :

a. EE%%O

b. #1T#H PromQL &35 , i :

prometheus_tsdb_head_series

£ B Prometheus HHAH AP &=

AEH Amazon Managed Grafana £ TERBANMEHIEEKEEN S X , 18 Amazon Managed
Service for Prometheus 8 3z £ 8({E 7] A 2R &£ I5Z A B Prometheus A APl, WEBBEFIE W AR

Prometheus #8Z API BIEEH#IERA , 5528 B Prometheu A AP,

Prometheus 82& APIs £ Prometheus Z#5EE PromQL RIEELEFELNER . WE PromQL &
HEZWFMER |, 5520 Prometheus X 23 Prometheus.

EIRERIEL AP| BHEER | & ’Eﬁﬁﬁ AWS 2 4 REBEEBEREFREEBHBR. BALEREAWS #HER
K AREICEBRF. WEFMER , FS[E aws-sigv4-proxy.
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BT LAMER #$173EIB AWS Sigv4 R Bawscurl. FHEEFE A awscurl Z3#EE Prometheus #H
A APIs EE 5| BEMEH awscurl 8E AWS SigV4,

T8
« {E awscurl 2382 Prometheus HHZEH APIs

£/ awscurl Z5 B2 Prometheus A H APls

Amazon Managed Service for Prometheus #J API FER %A Sigv4 #8, B SAERA awscurl 2k
L EHEF,

EERE awscurl , BFEEZRZ Python 3 M pip EHEES,

FEU Linux BEBNETERLE  TyaoE%%E awscurl,

$ pip3 install awscurl

£ macOS E L , THHHELE awscurl,

$ brew install awscurl

T o &EH REFlawscurlE#, #% Region, Workspace-id Fl QUERY & ABR BIEH 5 RHIH
EHEE

# Define the Prometheus query endpoint URL. This can be found in the Amazon Managed
Service for Prometheus console page
# under the respective workspace.

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace-id/api/v1l/query

# credentials are infered from the default profile
$ awscurl -X POST --region Region \
--service aps "${AMP_QUERY_ENDPOINT}" -d 'query=QUERY' --header
'Content-Type: application/x-www-form-urlencoded'

® Note
LNER 7R L AR url wR.
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HREL WEHquery=up , AT LIEEER |, Hlm :

{
"status": '"success",
"data": {
"resultType": "vector",
"result": [
{

"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus",
"monitor": "monitor"

.

"value": [
1652452637.636,
nqn

]

},
]
}
}

A7 awscurl HEAMREHNBER  BFBEUATIHP-BEAXNEEARNER

- B IAM AGRMHFIHEHR ID M8, &7 L hitps://console.aws.amazon.com/iam/ F KR EIZ A
BHNFRSBARE,

Flan -

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace_id/api/v1l/query

$ awscurl -X POST --region <Region> \
--access_key <ACCESS_KEY> \
--secret_key <SECRET_KEY> \
--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

« BEFHEFE .aws/credentials M /aws/config BRPMELER, St LLBEREEKER
HERERBR, RKRIBE , BFERH default EBR, #lm .

f# /A awscurl 116
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$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.<Region>.amazonaws.com/workspaces/
<Workspace_ID>/api/vl/query
$ awscurl -X POST --region <Region> \

--profile <PROFILE_NAME>

--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

« ER5E EC2 HATERBARBABE BT EEE SR ERE

# A awscurl BEHTEHFER

L L EREMRAH Python FMAEBMNAEKIEE B , —ERSTLULARITE awscurl BRAEARHE
fKIE B ., THI&EHIMEA Docker THAIMEITER® awscurl , {BIEAFE OCI 1R &1/ 1T HI FN ARG &R AT
LLEE,

$ docker pull okigan/awscurl

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/

workspaces/Workspace_id/api/v1/query

$ docker run --rm -it okigan/awscurl --access_key $AWS_ACCESS_KEY_ID --secret_key
$AWS_SECRET_ACCESS_KEY \ --region Region --service aps "$AMP_QUERY_ENDPOINT?
query=QUERY"

NSBEERNERAERTER

EHEERREBE—EBARCHTEARENEHEFERHME. EAUNESSEAEHANKRTER , &
MERIBHE ], query Bl queryRange API WEHEER LB EBBERERstats=allFITEEH
SEYMERE EHEHINMETER. samples IR TE stats WHHPEIL , MstatsERSHEEE

hEE,

samples ¥ T HIBMHEMAR :
BB Description
totalQueryableSamples ERENEHSFEME. ERANBRNER.
totalQueryableSamp BESFBEENEHHMIZE,. ESNEHEHESRHERERT
lesPerStep WESIZBAEP— @RS , URERESBRIHEANE

P&,

EHRITEN "


https://aws.amazon.com/prometheus/pricing/
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EEEHREITE stats EANEFIFERMNEEMNMT -

query EVEHI -

GET

endpoint/api/vl/query?query=up&time=1652382537&stats=all

5] fE
{
"status": '"success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus"
},
"value": [
1652382537,
nyn
]
}
1,
"stats": {

"timings": {
"evalTotalTime": 0.00453349,
"resultSortTime": 0,
"queryPreparationTime": 0.000019363,
"innerEvalTime": 0.004508405,
"execQueueTime": 0.000008786,
"execTotalTime": 0.004554219
.
"samples": {
"totalQueryableSamples": 1,
"totalQueryableSamplesPerStep": [
[
1652382537,
1
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ERAEER

]

queryRange HIEIHI :

GET

endpoint/api/vl/query_range?query=sum+%28rate+%28go_gc_duration_seconds_count%5B1m%5D

%29%29&start=1652382537&end=1652384705&step=1000&stats=all

[l fE

"status": "success",
"data": {
"resultType": "matrix",
"result": [

{
"metric": {3,
"values": [
[
1652383000,
ngw
1,
[
1652384000,
ngw
]
]
}
1,
"stats": {

"samples": {
"totalQueryableSamples": 8,

"totalQueryableSamplesPerStep":

[
1652382000,
0

1,

[

EWH AR

119



Amazon Managed Service for Prometheus EREEmR

1652383000,
4

iF

[
1652384000,
4

]
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REER

Amazon Managed Service for Prometheus 12t 2 EERIThaE , FRAMBE T RELHBRAFIIEEE
R EEEN, TR EEBREEBERE, RO2BRES K WEBEIREENEETAM
IFFERERNEERRE,

Amazon Managed Service for Prometheus A #Y £ % {58|#£ A Random Cut Forest (RCF) JE& % , 1]
DHENEEFRIER , METERETAERNYHINEEEER NRE. WEELISEEFTHUEES.
FEREBEANER K YARAINEERHIGES B

EEEANEERN

Amazon Managed Service for Prometheus 2 & ERIFE A M2 T RKEBAEEERHFHNWEEERN , M
BETHRELARE. RASEJLETHAEXNZTHME , BORBRLBARHEEREN, c25E
BEEARXEE A FHESDHEZRRE.

EERASERRARAMEER  fINEERENERE, &8 CPU MR EMEERERR
BERE, BATSENERAETS. EBRESMBHNTERETR , UREREBEERERIER
HNEE, eRESANTRIES, SHMHBCIESTHRED.

Random Cut Forest (RCF) SEEEZRAR D MEEFSER, RCF @BV RERMR,ENERZR , AH
BIRBEEE S MRS, FELISREAENTEE K AEEEERIEETANSRBER,
AR, c8oMELERNEVEEEXNEHHEE K ARECTEHENEILZRIRE, EEZE
SEAMNESBE LY

« upper_band - FHHAIEEEHN LR

* lower_band - FHAIE E{E/ TR

- score- HEERESH , EHERNBNERREE
- value - BB R IINERE

BRI R SR

EERBERAEFEEREE Prometheus 151 |, BEEZHNEBESLER | REELTHEBELEERES, &
MREBERAREEIUNESRERERCE , EVHE 14 KW —BIEEEHR,

REEANTELR oY
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& LAME A PreviewAnomalyDetector AP| 188 & & {8 I i{a B2 IR MY S5 EE B (F
F. PreviewAnomalyDetector £/ St ENELERARNERE L , Y ELEEERPEREEHE LS
BETEEE RN, MEFMEEN , F2BPreviewAnomalyDetector APl

BEFERRNE , FERTIIREER

- RBENERRG - REF-FEANERRS , —HANBRESERBRBENER,

- EARREN -BEFCEAEAZRAER (HUNFHESNEN ) R MIRRENSEHESR , U
RS MR R

ARBBE - RBEENKEEARIINTERARRE L2, BERBEERNER,

EREEENE - EHEEERNINERER , MRREELEERFUREEFBRHAEENRER,

PreviewAnomalyDetector API

£/ PreviewAnomalyDetectoriBFEMin® , mEWNMEREEHEAR , HEEEEE LD E
BER, Loim R Al 15 B A B AR < 1 5Tk N B 28 12 R 28 AV 3 BE.

BHH HTTP 8158

GET, POST
X R ERSER

URL fmiS2 &L

BRAK POST B9 application/x-www-form-urlencoded
XENSHY

query=<string> Prometheus KZEREHFH,

start=<rfc3339 | unix_timestamp> ZRIEEMEM query_range EHEEEE , BB
LSESER

end=<rfc3339 | unix_timestamp> ZFHRIEFEFER query_range EHKHEEE , B REE
#k.

step=<duration | float> EHEMMTELSRERE (duration X float WH), REELE
EEEA query_range EHRESEE , Y EHEEHLERTAIEA,
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BHSEHEN

FEHEHSEPH RandomCutForest (RCF) R B &R PromQL RiEX. MFEFMEENR ,
B {Amazon Managed Service for Prometheus API £2&) H# RandomCutForestConfiguration.

2
*

RCF BREIfFE AL -

RCF(<query>

[,shingle size

[,sample size

[,ignore near expected from above

[,ignore near expected from below

[,ignore near expected from above ratio
[,ignore near expected from below ratio]]]l1])

ERLNNAESEEBRERN T EERKEEARRE. &RNEBES

RCF(<query>)
R AEAREREREREN, FETERAMSBREAREERZSE K SEHRPREZANL
=

RCF(<query>,,,,,1.0,1.0)

HESIREREERENERAESEANLE  REABESENEEN TRNL RS,
AP| 553K Ed o] fE

R Ih iy Nl &E E B QueryMetrics APl #HRINIER . BRTRBEFBEFYI 2/ , AP E2EEEHH T
REJIREEELHVEEFY

K

« anomaly_detector_preview:lower_band - PromQL FZEXFERFAHEN TR

. anomaly detector_preview:score- £FZHNRN 0 F 1 2/ , HP 1 RAXERBHER

« anomaly_detector_preview:upper_band - PromQL RiEXEREHEN L%

FA R EEHI
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POST /workspaces/workspace-id/anomalydetectors/preview
Content-Type: application/x-www-form-urlencoded

query=RCF%28avg%28vector%28time%28%29%29%29%2(%208%2C
%20256%29&start=1735689600&end=1735695000&step=1m

(5] P & 451
200 0K
{
"status": "success",
"data": {
"result": [
{
"metric": {3},
"values": [
[
1735689600,
"1735689600"
1,
1735689660,
"1735689660"
1,
]
},
{
"metric": {
"anomaly_detector_preview": "upper_band"
},
"values": [
[
1735693500,
"1.7356943E9"
1,

1735693560,
"1.7356945E9"
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ERAEER

"metric": {

"anomaly_detector_preview":

}I

"values": [

L
1735693500,
"1.7356928E9"

1,

1735693560,
"1.7356929E9"

"metric": {

"anomaly_detector_preview":

}I

"values": [

[
1735693500,
Il®-®ll

1,

1735695000,
IIQ.QII

1,

"resultType": "matrix"

"lower_band"

"score"

API| F55R B2 [l FE
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AR AR ER NI ERRNER

BT LARRER Al , £ Amazon Managed Service for Prometheus W 2|5 E ¥ HEFETE, ELLE A
AUERER  EERBUINEREELFTNERER.

Amazon Managed Service for Prometheus X EMEFE AR , BLHR A HESTEHFTM

- EHRBAUTRLEALFHEREZTEYFELRENEES  IRHERBEATNREFIIE. £M
BAEAFENEREEREERFRAATRAEENR.

ETRAATREERE PromQL MERERER~MRE. ERIBERER K BISEAEETER
B, HUREASERR , SUGHEAZE THFNENG Amazon Simple Notification Service & #Uk
%,

& E 7 Amazon Managed Service for Prometheus REARA , EFEE VT S ZBEARERHRAN
YAML #RBI#EZ, Amazon Managed Service for Prometheus # BI#& E##E X , EE% 3 Prometheus
IR R RNE AR, MEFMAET , 528 Prometheus R H I ESCEIE B MERIEL,

BU L EIREFRHEEZERAER, SEENRAUERIEEEITETE. HEZERAUERTE
BHEEAH Prometheus IREIEREAZIEE K MATETEERSH. TRNKRAFEGTEZEE
A LA TENER.

HAIGER

ERAUERD , AATSERAFEEP, RAERPE-RAFEANNRE —E2SRBR LI THIER
ETFME. Bt , ERSAAD , —ERFANNERTARFTERITN &R RIS ERR B FER N
BERAAl, BER , HRALEEEERTENRIERNIERF , RtEEER —ERFRUNBRREGTE
FRBRAFERTRRAERFH L,

*RE

- THRERRAMEN IAM A

- BUBRAIER

- &R BIAARERE R EEZE Amazon Managed Service for Prometheus

- fRESREARAIERER

- B AIFHhETHRERD

- REGEREEHEAR
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THRERBRRBATER IAM 5]

BNBRFEREER , F8E7E Amazon Managed Service for Prometheus RERAR R, BXEET
FIEFAH9 AWS Identity and Access Management (IAM) Bk | WASBUERIE MG BN ERE, BESA
&,

(® Note
WEEE IAM HEFHHER , 5528 Amazon Managed Service for Prometheus Y 5l B2 77 EX
EE,
& F £ A B FEUERY BUR

T 3R R R T 6 AR 5 5 TR BIR AR R 2BV

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"aps:CreateRuleGroupsNamespace",
"aps:ListRuleGroupsNamespaces",
"aps:DescribeRuleGroupsNamespace"”,
"aps:PutRuleGroupsNamespace",
"aps:DeleteRuleGroupsNamespace"

]I

"Resource": "*"

}
]
}

ERT— A& =BEEENEE

BHA BRI AR TFRERRFIENEE. THEEFBERERM RuleGroupNamespace EER
FEE, ZEEFERBEE , % <account>, <region>, <workspace-id>Hl <namespace-
name>E#AEIRFHNEEE.
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<
ByYRAIER

£ E £ Amazon Managed Service for Prometheus R EAR Al , BT EE BIAR B

ZZ. Amazon Managed Service for Prometheus FREIEERZ YAML XFHER , HEXEEH
Prometheus AR BIERMEE. MFEFMENR , 528 Prometheus X EZ FRF AIFIZER
8,

UTRAUERNELRESH

groups:
- name: cpu_metrics
interval: 60s
rules:
- record: avg_cpu_usage
expr: avg(rate(node_cpu_seconds_total[5m])) by (instance)
- alert: HighAverageCPU
expr: avg_cpu_usage > 0.8
for: 10m
keep_firing_for: 20m
labels:
severity: critical
annotations:
summary: "Average CPU usage across cluster is too high"

WEHIEENET 60 WEFE—Rcpu_metricsHVRAIFHA, WHRAFESEARA NERRABILH
MIEHE , avg_cpu_usage AR EREFFAKER. UTHRACAN—LEYH, NEFRERERAM
EBa Ll EENEMmBHNEEMER , 52 Prometheus XA RVIZEER A,

- record: avg_cpu_usage - It HRASEIHAIEE , BA avg_cpu_usage,

« MRKREE interval Bt , AIRAFENRRALERS 60 ¥,

« expr: avg(rate(node_cpu_seconds_total[5m])) by (instance) — &35 RIfY L RIZE
ASHTESEHEBE S5 2ER CPU FRHRMNFEER | WHinstanceZBE D 4H,

« alert: HighAverageCPU- WWiREER BIGE #HTHIREE , A HighAverageCPU
« expr: avg_cpu_usage > 0.8 - lFREXFEHN BRSKFT CPU AERIB 80% KA,
« for: 1om- AEEF CPU AEHIB 80% £ 10 &k , BRI S,

ERERT , SEHERBE 5 HEOTHE, Rt , REEELEMEEMN 5 HEEH (@E
10 4 ) B¥49 CPU BB 80% B , RS RBHE,
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« keep_firing_for: 20m- WHIREEAEERR K BEIEABERAREES 20 7, EERBRE
TEETH EAMTE,

(® Note
BUNEARETRAIERER , AREH LB ZE Amazon Managed Service for
Prometheus , t8 8] BLIE#24E Amazon Managed Service for Prometheus X2 AR, fwE
MEEER, BERWESN , BEAMENEXNCHER., EEE—F 7 HNA EENFERE

£, F2H KR AEREREZE EEZE Amazon Managed Service for Prometheus.

A&7 RI4EREHE = LB E Amazon Managed Service for Prometheus

MELERUEEERPRERPLERAUR  ETUE TERAPEYNGFESRD , WAUER A
LEER AWS CLI,

(® Note
WRIRIEEHIT Amazon EKS #E& S aLUER AWS Controllers for Kubernetes &35 B
HERERE R,

£ Amazon Managed Service for Prometheus 2 A fRBEHRER B R ARSI B B[

1. BARX Amazon Managed Service for Prometheus £ & , fuR https://console.aws.amazon.com/
prometheus/s

EEEEA LANIIRERETR , AREEMEIEE.

BEIENIERID, RAREERAUTERSIER,

EEErEEA,

BEEEER  AREHRFRAERESR.

o > 0N

HNE , BT LUZEUERHRE | BT Amazon Managed Service for Prometheus £ & &L
MFEERAERER. EREUGELEZARENEFHERERER.

6. (BA) ZEREBMEENEZE , FEENEER.

Z%& , 1 Key (REI8) F , WARBNEHE, BAILUE Value (fB) FARBMEERE.
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BEMES —(ERER , FEARETEER.

7. EIZME. Amazon Managed Service for Prometheus €21 & B EFTIER BIERERNF &
E’Faao

FH AWS CLI & REEEHRE T EEHTEEHPM ITERE
1. Base64 EHEREEEERNABTE TR, 7 Linux R L , BRIEA TGS

base64 input-file output-file

£ macOS i L | BaEA TGRS :

openssl baseb64 input-file output-file

2. WALUTEF—FEGT , EYUKBZHY LEER

EE2AWS CLI R L , BA

aws amp create-rule-groups-namespace --data file://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

EZE1AWS CLI R L , BA

aws amp create-rule-groups-namespace --data fileb://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

3. BEREEESHRETELVESISEARAT. AERERE , FRANUTHS

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

MR status B ACTIVE , BIRREMBENEREEN.
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e S B B A ERBAE 2=
wmiE

MREEESTF S FEZE Amazon Managed Service for Prometheus BIR BIE R yR Al | Bl &
EFNRNERRARREWHARE  tINEZEEERAPFREEIMNER, RE , EUUTHREFIE
R, EXFRESPETHRE AR LEWRE,

£ Amazon Managed Service for Prometheus 33 & #mE8 & #0917 B {H 7

1. BARX Amazon Managed Service for Prometheus £ & , fuR https://console.aws.amazon.com/
prometheus/o

EEERL LANYRRETR K RARBEREIEE.
BETEENITHRID, RABRERUEERSIER,
BREERENRABBERERE,

(EA) MREBRETHEMHNRNABER  FEETHIER,
BEEUAEEETRATREARLE, THUREERT.

© o b~ W N

HE , BULLEZRRUERN LEFNERER, ERIL  FEIFHNRAUERER , RERE
BREELE

5 AWS CLI fREER AIAREER
1. Baseb4 EHRABERNABTETHRE. £ Linux RFEL , BAIEAT G S

base64 input-file output-file

£ macOS R L , BAFEATIGS :
openssl baseb4 input-file output-file
2. WAUTHA—ERSUALEHRER.

EE2AWS CLI R L , BA

aws amp put-rule-groups-namespace --data file://path_to_base_64_output_file --
name namespace-name --workspace-id my-workspace-id --region region

EE 1AWSCLI WL , @A :
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aws amp put-rule-groups-namespace --data fileb://path_to_base_64_output_file --
name namespace-name --workspace-id my-workspace-id --region region

3. RAFZLVETSERMAT. BERENRE , FRWAUTH T :

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

MR status B ACTIVE , BIRTFENRAUBEREEN. Hibznl , WRUERNUBRANA
B F

R A AT ER B

AHEFIRE step-by-stepBHHMER. HUMEELERFRDE AR RATEA W HE,
2

. BRETHRRE

. ERERNEEEL

. RERAUBERE

.« EEH DA BRI R

. BEBBREANR

. RATEN R

REBRERE

SEHMBR AT ERER  FAEHAREETS RRFENRELTEMHEEALERTS, ALERTS KE
FHEETIER :
« alertname - RENERE,
- alertstate - FFE MR,
c BEP -REEESHF for FAPEENSERE,
- B - BREREENRENBAFTESRY. BrRAPEEREMER.
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® Note
ERETHEIEER , SHER 1. EANRERER , FTSELEETEHN.

RE TR IREEE A
MRERCHBE , BBARIXE , FEFET S Alertmanager %7E :

1. REAEK Alertmanager fHRE - BMERBABEKENRERCCEREE. BB REXEETHENK
HERSZE , SFESTHE,. FEBABNXENER, LBIRERAREEYEN KB NEKRE , U
BREENHERT. YRES WiHtime_interval , FEREERLEEEENBEREA.

2. MERBEZEWAE T - £/ Amazon SNS 7 , R AMP EERGEAENT. 0F
SEMEF |, 52T T Amazon Managed Service for Prometheus 5 1] , SAEXIREEFA 2 B EH
Amazon SNS F &,

3. RBBWEAE A - HREWIREZWEES Alertmanager FIEAEH KRN, 21F Amazon SNS
F3R , 5528 T# Amazon SNS FAEERESEE,

4. #B Alertmanager B — AMP 124 Alertmanager W& B3 , LLRBEEENRE, WEFHMEE

;A , SR EM CloudWatch Logs 532 Amazon Managed Service for Prometheus 4,

24

4

TEEEEEMEE Amazon Managed Service for

\

i

WEE Alertmanager BFEMIER , B2 4

Prometheus FHIE R,

BERAEFRE

BATERHRATReEERFE RN £/ ERERRNEETENERER

Example
£/ ListRules API
ListRules AP 1233 A5E/EAR BRI E . ME healthf lastError WA A HIRRE,

[l FEEEHI

{

"status": "success",
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"data": {
"groups": [
{
"name": "my_rule_group",
"file": "my_namespace",
"rules": [
{
"state": "firing",
"name": "broken_alerting_rule",
"query": "...",

"duration": 0,

"keepFiringFor": 0,

"labels": {3},

"annotations": {3},

"alerts": [],

"health": "err",

"lastError": "vector contains metrics with the same labelset after applying
alert labels",

"type": "alerting",

"lastEvaluation": "1970-01-01T00:00:00.00000000Z",

"evaluationTime": 0.08

}
]
}
]
}
}
Example
EANERR
ListRules AP| ABE RSN ERA. WEEFANELRLE , FELEEPRANE HFENFR

. SMEARH BB
. BHEMEEAS
. BEIEER

#HEMENBEFREAR
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"workspaceld": "ws-a2c55905-e0@b4-4065-a310-d83ce597a391",
"message": {

"log": "Evaluating rule failed, name=broken_alerting_rule, group=my_rule_group,
namespace=my_namespace, err=vector contains metrics with the same labelset after
applying alert labels",

"level": "ERROR",

"name": "broken_alerting_rule",

"group": "my_rule_group",

"namespace": "my_namespace"

.
"component": "ruler"

}

W% Ruler 5 Alertmanager BFFMNEZEHI | FS0H RASEHIFAN FREREESEEMEX

Amazon Managed Service for Prometheus F & R,

& P E A AR 2R R IR R L I

RIEFER , EEANFERIERE (MKEH )  EFHEREEAE. NREFEEIGEE , RIS

BRATRFTEAREFNTEEERFBTAREXFERNE,

® Tip
FERNBEMFATLURD B EFTERNEE, MEFMENR , 5528 Prometheus X#HHR
M B 1E .

&Yl RIBIRIEE

WMRENHRANTE 12 : 00 7HE , BEENZHE 2 H R EBGEETRE 11 : 45 FHh , AIRRIE 12

00 BB R R T BT &S, ZEEEMBICRERE , BFHFEME |, HIW0 . my_metric_name offset

15m .
P REREZERRVER

EEERETENRER , SlamERRSE , MRS EFTRNKFERER. SERBEERR

R ERES |, Hl0 : metric_from_server_A / metric_from_server_B

EC3
aB

WMRBR AT ERMRRR A MAMRSE B WHEEKRE , £ WRERBNER. ERNUBEMRARTAE

Faﬂ o

EEH T ER B REEEIGER
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FREBHEERG R

OSBRI BB Py ERE

MREHF[CHEFAVWEREFETEELEZE ( EREBEH APl % Ul EEFITRSEF BN RS
PromQL FRERK ) , EFER TYHEHP—HERER :

1. RGBS - RABATEE ZEREFM. NRFEFEHEBERENVERE , BIFEE
HIBERENTE. BRREERENSEEEERT A TEENEHKAABR, WEFHE
& , FE2 B Prometheus XHHMNIBE, BRI LUEA CloudWatch 1B R EE (IS8R
BRuleGroupLastEvaluationDuration , LAFRBIFE 4B RIB RAVIR BIEEAE,

2. EEEERMV ST — AMP 1242 RuleGroupIterationsMissed CloudWatch $84E , LUE MHAIBS RSB
#Ffl. ListRules API RS ER A/EANFEARBEN DX ERE , EEBREBIERTENIE
N, MEFMEF , FSMBListRules,

BE  BRAUADESTERNER

BERVIEEERE  FERAUSIATEANRAEE, FEANRAUSKFHNT , MAREETU
FT8T, EMEEFREPRERULEKRNEERA, —KMS , BPOHRRBEFHETREAE -G
BRAOMER,

BRAFFHENREER
1. BRECRRBHEAD - SRABERIBEN | SRRTME B SEBANMEE—R  BRRX

R AIEAE

2. REEENEER - ERBETNRREH 2 BANETEH. BRIERERNBEMERN , T
BEERKREEE,

3. SRR E AU BIEHE - B UBUFEEEDEE, RESRINEIEXARUBEEN
Ao

4. EERST{E AL - RuleGroupIterationsMissed BBM$ERE, 7 ListRules AP| F1 4@ B 1k B,

5. MRRAIRER - BRREATE2NSRUEENFHENR. EATENSHEENARER , %
THRIT Bo

6. EHIREARUEFERE - RERUFTEHNER, ERVERFREEREEL—RE,

BREFEELRHEIMLTBANREETR , BT LUE Amazon Managed Service for Prometheus #58 5!
Mg R\ TN E REE,

ERMEEMRG R 136
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R %e 2t HF g

ERAEER

M A CloudWatch Logs E5## Amazon Managed Service for Prometheus 4 B , R A] A TE
TEEESNRAMERENSEER, AHEOSRAMEBHNREEREIE,

EHRSS U TERARER

"workspaceId": "ws-12345c67-89c0-4d12-345b-f14db70f7a99",
"message": {

"log": "Evaluating rule failed, name=failure,
group=canary_long_running_vl_namespace, namespace=canary_long_running_vl_namespace,
err=found duplicate series for the match group {dimensionl=\\\"1\\\"} on the right
hand-side of the operation: [{__name_ =\\\"fake_metric2\\\", dimensionl=\\\"1\\

\", dimension2=\\\"b\\\"}, {__name_ =\\\"fake_metric2\\\", dimensionl=\\\"1\\\",

dimension2=\\\"a\\\"}];many-to-many matching not allowed: matching labels must be
unique on one side",

"level": "ERROR",

"name": "failure",
"group": "canary_long_running_v1l_namespace",
"namespace": "canary_long_running_vl_namespace"
I
"component": "ruler"

ERTHTHRAREE —LHEER,
PREUEN
158 FA $5 AR AN S RE B BE AR AR R 1T o
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FREREESEENEE Amazon Managed Service for
Prometheus F Y &R

% IEFE B & Amazon Managed Service for Prometheus 1T ERRH K BEREEBEERECEEINE
T TEHETIUEER, 7ENMKAZTHEERE,. Amazon Managed Service for Prometheus &

% #& Amazon Simple Notification Service {fEA#Z W #E , B A S EIXEMHERS FH Amazon SNS
TE, FOAERABEREEENERTINEL,

T

TEEEEE Prometheus 121 Alertmanager FYHH{ELThEE,
BRI SH T EEFEABRREEEMNERER !

- i SHEEREUNBERREINE-BAP, EFSRENNEENTETRESHEBEUTH
BN, RIEERAEM. i, BREBBRAESEIFSHMERELINIT. FERELBERERS
H, BErnEEEEEAE-BAKRE.

EROENEBANKERHENEESHRERTNRAMREBRERE. NEFMEEF
B<E 3>,

- % FERHFLEHMER , AISNIRLETNER, fim, FRHNBEREELBRVESM
B, RITERENEEEREBEMARMBERES., ERTUAM LB HERAERFENBEHH
TEEEHRNBHN, NFNFARBIEHRAVNFEEF , 2B <inhibit_rule>,

- B PERETIET RER  MINEMERERYE. SERERINERERATESNAEE
FH—MREXCEERNARF. EBZUTHER , STSEERERHEA,

3
¢

EEEVHE , 55FH PutAlertManagerSilences APl, MNEFMENR |
PutAlertManagerSilences.

3
¢
&n

Prometheus 2
%3 Prometheus X EFERERESEAERETE RN, SATEREMEY cBEERREFNERER,

£ Amazon Managed Service for Prometheus 1 |, A LIS B AR EHEE REEESHEMHENERE
HEHEERS,

30
. THREAETERAREN IAM T
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« 7£ Amazon Managed Service for Prometheus FEVEREEEHE K UEBNKHE R
« 7£ Amazon Managed Service for Prometheus A E REBESE REXTERERE
BETREESHEER EEZE Amazon Managed Service for Prometheus

- #$ERE Amazon Managed Grafana SR IE Grafana B&

£/ CloudWatch Logs SR IR E TR EIES

THREAEREESMREN IAM T

B BRFERAEZE Amazon Managed Service for Prometheus F{E FIREEEEMNH, BEYEHS
T5IEFATHY AWS Identity and Access Management (IAM) B3R | WS BURISRIGIENER S, BER
ﬂ@lo

T:T: Amazon Managed Service for Prometheus FEZV E R EE S
R, LEEMNBHER

# E7£ Amazon Managed Service for Prometheus FEABREEESNER  FRIUEREESHARE
YAML #2, Amazon Managed Service for Prometheus B REEREREERE S KMEEEZH :

- template_files: BEARNEREFELAFENE R, MEFMENR , 52F Prometheus REAX
HrmE RS E ML,

« alertmanager_config: B2 REESHRE, EFAEE L Prometheus PN EREESHAE
ERMERNES. IFEFHER  F2RETREESRAXGPIERE,

® Note

3R Prometheus FREASXHF#IRH repeat_interval HEESH Amazon Managed
Service for Prometheus [R#l. RFFHWELRATIXR. EEBHEHRA/AREX , ESRAR
XERBHEXPBEEGEBXEEEA,

(® Note

&t AT LUE 21 Amazon Managed Service for Prometheus £ & FiRBHERER | BHH4E
EREEEEENKN. NIFLENFEABERNFHER  F2R SEEEEHBERL

{&Z Amazon Managed Service for Prometheus,
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£ Amazon Managed Service for Prometheus # , BHEREESHEBERNLAEE YAML ERIEH &
M) alertmanager_config €MATEFMEETSEEEBHEERS.

UTRETREESRERENEREH

alertmanager_config: |
route:
receiver: 'default'
receivers:
- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:123456789012:My-Topic
sigvé:
region: us-east-2
attributes:
key: keyl
value: valuel

B 5 — X EAY U ESED Amazon Simple Notification Service (Amazon SNS), Z&EAREH I HK
HinizWEEE | BIEEFIUIER,

LTREMEEMEM template_files E#M alertmanager_config ERNE REBEEREREE
il

template_files:
default_template: |
{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status
"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}
{{ define "__alertmanager" }}AlertManager{{ end }}
{{ define "__alertmanagerURL" }}{{ .ExternalURL }}/#/alerts?receiver={{ .Receiver |

urlquery }3}{{ end }}
alertmanager_config: |
global:
templates:
- 'default_template'
route:
receiver: default
receivers:
- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:accountid:My-Topic
sigv4:
region: us-east-2
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attributes:
key: severity
value: SEV2

FEE% Amazon SNS €K [E 1}

BRIECBATEE R , FHIFEEE Amazon SNS fREEE i T 5| & A<,

{{ define "sns.default.message" }}{{ .CommonAnnotations.SortedPairs.Values | join "
" 13
{{ if gt (len .Alerts.Firing) 0 -}}
Alerts Firing:
{{ template "__text_alert_list" .Alerts.Firing }}
{{- end }}
{{ if gt (len .Alerts.Resolved) 0 -}}
Alerts Resolved:
{{ template "__text_alert_list" .Alerts.Resolved }}
{{- end }}
{{- end }}

£ Amazon Managed Service for Prometheus F £ & REE &

EREREBERERE

EETRASIRERN K TEEXAEBERNEES. BrEEESYTHE , fINRMBRERE R, EHE
HBRELER  SIRFTESERTE. AR CERREFAARBEIRERRE, BALRERE
W E  UBHRES. BBEE , AL ERE.

#& 7] LATE Amazon Managed Service for Prometheus F#§ Amazon Simple Notification Service

(Amazon SNS) # PagerDuty :RE AiREEWE., T EERAMATE MR EREREKE,
£

« £/ Amazon SNS #EBIREEIZEWE

- f£f PagerDuty e BIREEIZEINE

£ Amazon SNS #EAIREEIZINE

B LAEAE AR Amazon SNS ERE#A Amazon Managed Service for Prometheus FJIR BEHEINE |
A MEIHHNEE, BMEBEEA 22 FENEE , MEKTENEREFTEEFEH. EA
% HTTP.
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HEEVHM Amazon SNS TEER/LNEREEESRNER K FERESR 1 EVFERNIRIE
'ﬂEo Eﬁ%%kféﬁﬂl&gg—go

BEFE/NBEEH LT Amazon SNS TEKHEWEFEHN  FRRBIM2 . BV FETEHH
SERHEITERE.

EREFEAFHRIBEN Amazon SNS & |, #EZE Amazon SNS M Amazon Resource Name
(ARN) F8EE R T FI1EF

&

+ &F Amazon Managed Service for Prometheus 5 7] , LMEEIREEFA B FEHY Amazon SNS &
- REBTEEENEEFALREN Amazon SNS &

- BEBTEEEL JSON EXEEALEE Amazon SNS

« ¥ Amazon SNS BiREASEXZHME it

« 7% Amazon SNS 2R A

¥ Amazon Managed Service for Prometheus 5 7] , SAMEIXREEFA 2 EIRHY Amazon
SNS *&

B ERF Amazon Managed Service for Prometheus R , LUEAS A 2 EEFIEH Amazon SNS
FE, THBRRARNGRMZITT. ©88 —@Conditionfidz , THEIBH LB AREEREA™
BEML BB, Condition RS Amazon SNS BN EFEE , LMEEAHRBLBEIIREM
Amazon Managed Service for Prometheus T/EEHEX, MFEERRBENREARBBENFHENR , B
2R A BEREREREA,

¥ Amazon Managed Service for Prometheus BYFF ] , LAFA EEIX B #EHY Amazon SNS &

£ https://console.aws.amazon.com/sns/v3/home FARX Amazon SNS F# &,
EEEERT , BEXE,

IRIZIREE Amazon Managed Service for Prometheus ¥ Hi A FEZ .
BE [fmEE] o

BEFIEE , AR TIBRREAXFTEEREEE.

o & 0N =

"Sid": "Allow_Publish_Alarms",
"Effect": "Allow",
"Principal": {
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"Service": "aps.amazonaws.com"
I
"Action": [
"sns:Publish",
"sns:GetTopicAttributes"”
1,
"Condition": {
"ArnEquals": {

"aws:SourceArn": "workspace_ARN"
I
"StringEquals": {
"AWS:SourceAccount": "account_id"
}
I
"Resource": "arn:aws:sns:region:account_id:topic_name"

[EA] WMREH Amazon SNS FEERARKIHMNZ (SSE) , BEEH
kms:GenerateDataKey*#l kms:DecryptZF A #Ti8Z AR MEB ETEZ 2|/ AWS KMS &8
BUR |, LASLEF Amazon Managed Service for Prometheus @A EE IR EE,

Blan | &AL T 3E B #T I EBOR

"Statement": [{

"Effect": "Allow",

"Principal": {

"Service": "aps.amazonaws.com"

},

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": "*"

]

MEHMET , 5528 SNS EEHAWS KMS FF T,
6. i®#E MSave changes (RFZEF), .
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ERAEER

® Note

#FAER , Amazon SNS 1E7 AWS : SourceOwner FE N MMM FREE, WEFHHEE

=2 R SNS FHUBUER.

(® Note

S

IAM EfE S ERHBERSE —FR A, EE/ SNS TEF , MRBEREHRAYRFILLACaxH
Amazon SNS BUREREBZE , AITERTFEEBRMER, FENMEENRERLKRHERE

E’JIEE , nﬁ/ ﬁﬁ&%ﬂ:{Elﬁiﬂo

EEMA RS SNS FEARE

BT LAMER £ AWS [E15 B2 Amazon Managed Service for Prometheus T/EEE#Y
Faps.amazonaws.comi%E Amazon SNS £f&, Amazon SNS ZEj&non-opt-in[E1g ( 4l

il us-east-1) AHY SNS FEEEMAEE ( Al af-south-1) FBEEA |

LEEEAESRSE

FEKEN, EEESRERAG | & us-east-1 R AEEE M Anon-opt-in[EF : aps.us-

east-1.amazonaws.com,

TRIHEZMANESREHEN EERE TR

EENABRSRHEFHREER

EEA 8 [ 15

Africa (Cape Town) af-south-1
DAHE (FE) ap-east-1
EAEE (RE) ap-southeast-7
BN CKER) eu-south-1

[ 350 AR 35 E 28

af-south-1.aps.amazonaws.co
m

ap-east-1.aps.amaz
onaws.com

ap-southeast-7.aps.amazonaw
s.com

eu-south-1.aps.amazonaws.co
m
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EiEEHE =35 ERC0 RS

B (RRERE) eu-central-2 eu-central-2.aps.amazonaws.
com

PR (PhEBE K E) me-central-1 me-central-1.aps.amazonaws.
com

DAHE (FBRPALE) ap-southeast-5 ap-southeast-5.aps.amazonaw
s.com

MEBMAEREZEMAEBENGFHEER , 328 ) P IAM FHAEEREPNERE AWS [EiF Amazon
Web Services —fig2#,

HELREFEMAREERE Amazon SNS &K , FHLEMA ERNESRE T BRBAEEAE ~ME

iEo
b ERBEEREA

BEREABEBRZ2MBEE , EFREHUTHFEFTNERTURFH EEESH TN ERNITXE
. E HAWS , ERBERTERSESRFNEABE., EXRERS (WIURES) WFls —ERE (1
FPOUBRS) B , AIRE S RAEBRBERE. AR UREREREFT , AETEEERETANA R
HEMEFNERRKINEE, BTEBEERRL , AWS RENTETHBEREMERBNER , M
LRI R EEEEIRF PERRFEUE,

BRMBBEERBERDMEA aws :SourceArn 5 aws: SourceAccount £EEHRERGIE |, KR
#l Amazon Managed Service for Prometheus #&F Amazon SNS ¥ & RIVFT AT, 1R [E R 2K
HARREIE , AIEMHEBRERARFFEH aws : SourceAccount EH aws:SourceArn EF IR
B, XAFAHERNERS D,

aws :SourceArn W{E AR Amazon Managed Service for Prometheus T4EE# ARN,

EREREBABEREERN S E , 2FMH aws:SourceArn £EFHREE€E , UK
BEREW5EE ARN, IRETFHEEFRNTE ARN , FIENBRERIEETZSEER , FEH
aws:SourceArn £EHRHFAR SR  AREAEAF T (*) X ARN BRI, Hlu

arn:aws:servicename: :123456789012: *,

& F Amazon Managed Service for Prometheus 5 7] , X REEFE FEH Amazon SNS £
R BUR B RIE T #E Amazon Managed Service for Prometheus B aws : SourceArn #
aws :SourceAccount £EFEHAB LS| LREREABE,
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BREEBREEEUFEIEAEZIEHN Amazon SNS £5&

e (FIRE ) BEEE Amazon SNS B2 % , BULECHEZERETESHERE B4
REZWE, BEREEETUSERBAERENERERE, BETHUERE , BXEHE Amazon
SNS EzEM Amazon Resource Name (ARN),

NFE Amazon SNS E U BRHERRHFMHER , 5528 Prometheus HAREX #H I <sns_configs>s

TENEM

Amazon Managed Service for Prometheus & Amazon SNS fEAB REWER. ER , HRRKERF
R4, AR 2T Amazon SNS EKEBRHFTE B . Amazon Managed Service for Prometheus &
TEEBBHRBERTAFTIEMY :

 api_url: : B Amazon Managed Service for Prometheus B#&E&E api_url , Rt R AFILE
i3

« Http_config : tBMATREERENTRERERX. Amazon Managed Service for Prometheus B i
R EILIEE,

A, FEE SigV4 BRESTE "EE. B, KEBiEBEM , Amazon Managed Service for
Prometheus AT E{THEERBE RN ERAT B,

HEI8EY Amazon SNS FREREABEKRENEREESR

1. MREEARANEREESHEERE  FEXFRES TR

2. % receivers E#HHHIE Amazon SNS B B g ES , RIS E2BR, BT LUE receivers E
A ZE Amazon SNS FEREAZWER , FERBERBEMER sns_config B,

3. % receivers EERAFIE T35 YAML [E#,

- name: name_of_receiver
sns_configs:
- sigv4:
region: AWS ##
topic_arn: ARN_of_SNS_topic
subject: yoursubject
attributes:
key: yourkey
value: yourvalue
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ERIEE subject , (kFEREFASEBESBINENTAREAEETE , EUEESEM SNS HWE
AR, EEEFEAZEFENER , FORLNERPN HEETEEEL JSON R EIZAEE
Amazon SNS,

IE'Tj_: BB EREEBHERE EEZE Amazon Managed Service for Prometheus, MEFAE
: nﬁ%ﬁﬁﬂgmﬂ'\mfiﬁﬁﬁaﬁ#%t%f; Amazon Managed Service for Prometheus,

REEREEEL JSON ERXEEXHAEZE Amazon SNS

RIZFEER , Amazon Managed Service for Prometheus B REBEESUM X FEERNBHAS, ¥
REM RIERR , EVREEHIIN. EAUREETREEERAL JSON X EEE R, JSON AT
FEEMERE Webhook #ZUix 2 AWS Lambda Amazon SNS ML, BOLAESBET&AM
JEEATRRRE AR , LA JSON B EAEAR , AMEETHEBFERZ N,

ZEL JSON BRBEASREREHEEWHE Amazon SNS |, FEHMEREESERE , Uk
template_files REBRHPEBE TR :

default_template: |
{{ define "sns.default.message" }}{{ "{" }}"receiver": "{{ .Receiver }}", "status":

"{{ .Status }}","alerts": [{{ range $alertIndex, $alerts := .Alerts }}{{ if
$alertIndex }}, {{ end }}{{ "{" }}"status": "{{ $alerts.Status }}"{{ if

gt (len $alerts.Labels.SortedPairs) @ -}},"labels": {{ "{" }}{{ range

$index, $label := $alerts.Labels.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $label.Name }}": "{{ $label.value }}"{{ end }}

{{ "3 3}{{- end }}{{ if gt (len $alerts.Annotations.SortedPairs )

@ -}3},"annotations": {{ "{" }}{{ range $index, $annotations :=
$alerts.Annotations.SortedPairs }}{{ if $index }3}, {{ end }}"{{ $annotations.Name }}":
"{{ $annotations.Value }}"{{ end }}{{ "3}" }}{{- end }},"startsAt":

"{{ $alerts.StartsAt }}","endsAt": "{{ $alerts.EndsAt }}","generatorURL":

"{{ $alerts.GeneratorURL }}","fingerprint": "{{ $alerts.Fingerprint }}"{{ "}" }}
{{ end }}1{{ if gt (len .GroupLabels) @ -1}},"groupLabels": {{ "{" }}{{ range

$index, $grouplLabels := .GrouplLabels.SortedPairs }}{{ if $index }},

{{ end }}"{{ $groupLabels.Name }}": "{{ $groupLabels.Value }}"{{ end }}
{{ "3 33{{- end }3}{{ if gt (len .CommonLabels) @ -3}3},"commonLabels": {{ "{" }}
{{ range $index, $commonLabels := .CommonLabels.SortedPairs }}{{ if $index 13},

{{ end }}"{{ $commonLabels.Name }}": "{{ $commonLabels.Value }}"{{ end }}{{ "3" }}{{-
end }}{{ if gt (len .CommonAnnotations) @ -}}, "commonAnnotations": {{ "{" }}{{ range
$index, $commonAnnotations := .CommonAnnotations.SortedPairs }3}{{ if $index 13},

{{ end }}"{{ $commonAnnotations.Name }}": "{{ $commonAnnotations.Value }}"{{ end }}
{{ "} 3{- end 3}{{ "}" }}{{ end }}

{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status

"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}
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® Note
A EREHF TEREY JSON, RENEREGRKFT T, FEEALER ZHH
TR,

EERRPECAEXEBEBANRFERALER |, BIFEE alertmanager_config BRRFKBTIARNSE -

alertmanager_config: |
global:
templates:
- 'default_template'

@ Note

LEEAEARBEEBFRXH JSON X, KEXASBEREF/ALAN, NMREEEEAILE
A, IREZERARAN. EAFHTANERHESE LRI,

NMEEZHBENR :
BEREEEHEREER 328 £ Amazon Managed Service for Prometheus P EV B REE S
B, UEBENRBEETR.

- MESWEEERE K F28 SETSEESHEBEZR LEZE Amazon Managed Service for
Prometheus,

E%E Amazon SNS SiREAEBEZEZHME WM

Amazon Managed Service for Prometheus R BE#$ IR EEEA 281X E Amazon Simple Notification
Service (Amazon SNS), HEEMELASEEEHMBE MM |, HII0E FEHH. Webhook, Slack =
OpsGenie , &4 ZEERE Amazon SNS #§FA B EE BB LR B

T35 & EFREEEE Amazon SNS S REX T HMBE Wi,
xR
* Email

 Webhook
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» Slack
+ OpsGenie

Email

& EEXE Amazon SNS TELUAARBEEZE FHH , FEMFTE. £ Amazon SNS =#A&H
BEiF TETEL RSIEHBUBRE "FIRL BEEHE. EEEUIE , ARENEFEH, Amazon SNS
SREFETFBHEXEMIENEFE 4, BEIERE , ERENAEFBHFEXER Amazon
SNS B , RELFTEMNEE, WEFMENR , F2B5E Amazon SNS £iE,

Webhook

£ BEERE Amazon SNS ERELUSHA S8 HE Webhook % |, 552516, £ Amazon SNS £# A
o EE TETE L REIEBUER "FIRE. FEHE. BIFEUFIE , ARERHTTP/HTTPS, &
VETREz# B AEEEZESBREATE. EABMARME , B HTTP w2 Al HTTP % E
Amazon SNS B4, MEFMEN , S EETE Amazon SNS T, MEFRMEA Slack webhooks
BARRGETE B WILNFHEN , F2ENIEAMEREE S Amazon SNS FE 2 # 2| Amazon
Chime, Slack 3% Microsoft B ?

Slack

ZE4E Amazon SNS FEREASAEB L E Slack , BERMERE, BTEE Slack WE TEH
REERE (& Slack EZETFEHHAR :EH%EE%:I: Slack E#) , AAEA Lambda B &
Amazon SNS BHIEFE A Slack. MFEBHXEFEMHZE Slack SHEMFMER , FS B Slack
Webhook B AWS SNS F7E:] ., WEAEERE Lambda BREILUE Amazon SNS FAEEIRE Slack
WEEAE |, FF2B UM Amazon Managed Service for Prometheus E2 Slack &,

2

OpsGenie
WEE MR E Amazon SNS ERELUSA SR8 H E OpsGenie WHENR , FSRGREEEAN

Amazon SNS &4,

T i Amazon SNS A E B35 8l

Amazon Simple Notification Service (Amazon SNS) EXXRAEHF SR EEE, KFSELEZEMNAL
SEREIFER SR, WEXE , Amazon SNS ERESRIBT YR RIREE, BERIESIURER
2.

- ARBEI utf Fit.
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- AEREEEREN - TREMM UTF-8 wmIEFH.
- RESEABENRSIEN true WERMIE—EAL BN,

- RitEHE—EASEBN  HPISBANRSIBNASNE : 7R - TEBMM UTF-8 RiKF
o

- AERZE,

- ABBWIERER - ABTEZER,

- RitEHE—EASEE XN ERNRIBNASHE : HR - ARTEZER.
- AECHEE,

- ABRREREEHRSE,

- RiEEREERIZRSI8M true AYENREE —EFASBM.

- R - ERSENE  HREIE85 TSk | T ABNES  FR - ARER XKB BE , B
AEHEIB 256 KB Ky K/NR,

- EEESEHIERIE ASCI FT,
- MREBISELHFTHI ASCII FiT , SNS S ERIMA AR - B2EFIHE ASCI F T,
- BRSNS ETEMHEE , BREZFIREF T , HIAFIT : \no
- EETR ASCll,
- EERWERIUL - B2 AFIENH ASCIH F 7T,
- RtEHE—EASEBY  HPOSBANRSIBNESWE : 53R - IS TSI ASCIl 7

JCo
° EE?EEEEQ&TO
- TEREFEBEHHNAR.

- RitENE—EFASEY AT IS8 UNRSIBNEE  HR - TECE
38 100 fE=F 7T HY K/NRH,

- AEBEAEMNRE/E,
- BBREXNWASBIL,

- RifEWE—EASEBMN , HERE5|85A 183 , M MessageAttribute BIEA : $855 - AR
MessageAttributeKey 3 MessageAttributeValue &3 , SAEBHM X EBER,

- AEBHECEER,
- HAtsFA S BHESRIER.

- RitEWE—EREBMY , HR5|#A 8% , T MessageAttribute : Error - X of the message B
AmazopBHGE BB ER , KA THEIB 256KB K K /NRH, 150
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£ PagerDuty fEAIREEIZ W E

BT LAERE Amazon Managed Service for Prometheus #$1R BB 2 &)% | PagerDuty, B &S E
185 PagerDuty A £#R1FMIE F , AWS Secrets Manager 3 #% ¥ Amazon Managed Service for
Prometheus EEXMZHIFF Ao

PagerDuty Z2EMA BBt EMHEEIERE K YHRABRBE R EEHNFEAXZERNERKEKE,
E 2 fE A PagerDuty M AIREEREIWER , B LLFIA PagerDuty WEHRBEKR., BFETHENSHERE
Ihee , UERREERMBRIZE, HESHRANREEREEBELHAHERE THEMN®E SLA E
REBEENEERERHIEE, MEFMEN , 52/ PagerDuty 814 EH PagerDuty A E,
PagerDuty

PagerDuty #H 78218
R Description BE
routing_key BR 3% L E & H PagerDuty #% =
HelR, BXNABREER
Secrets Manager ARN
service_key R -8 & # PagerDuty fR = (BAR Events APl v1)
Keig, BUABREER
Secrets Manager ARN
client RACRFR A P imadt Bl B
client_url BATGHENERS B
description EHHER B
details —HEEER/EY  REBER &
EHNE—SFHEHRER
severity EHNBREMN B
class EHNERRER B
component BEEHRRIFMESETH B
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https://support.pagerduty.com/

Amazon Managed Service for Prometheus EREEmR

R Description PVE
group TR B EE 5 4R =
source SHERRWE—{LE B
(® Note

A% url, routing_key_file, service_key_file#l http_configi®I&,

T 5 EREEREA M 4E Amazon Managed Service for Prometheus 4% PagerDuty 52 E B RERIZWE,

X8
« EXTE AWS Secrets Manager 1 57 1]

- REEBETEEEUSEREILE PagerDuty

E%E AWS Secrets Manager 1 57

BB ST EMIFR PagerDuty BE MW EL BN |, FT8EEEREE PagerDuty, WWREFH
RIE PR IUWE AWS Secrets Manager, £AEFZE AWS Key Management Service (AWS KMS)
SBMBZEWRR |, LT Amazon Managed Service for Prometheus UM B R H IR &8 FTE/EF
A, THREFE5IELTRLEBEFNESESR,

£ Secrets Manager for PagerDuty A %2 37 3 %%

s

EE M PagerDuty B IRERIZWE | B4 EHE PagerDuty B A £ 17 BIE Secrets Manager H1,
ERETHZER

1. BRX Secrets Manager £ &,

2. BETBHETEE,

3. StHMEER  EEHMBEANEE,

4. BASW/EY , ML PagerDuty EE£MEAWEE, ERKHE PagerDuty BEWIKHEH
HIRE LR

EBET—-%,

6. MARENEBINMR K RREET—F,

o
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7. REERTEHRBRE  RREET S,
8. MELWRE , ARBERE

9. BN MER , FFEEHEARN, REBTEERR , EHFERIER.

HEREESE AWS KMS S8 INZWEH

18 B$EF Amazon Managed Service for Prometheus FEU MR R E MR SEHVEF -

1. MBERBE : 7£ Secrets Manager 32 & F BB E,

a. EEHERFH,
b. REERET,
c. FMMETIHERAK, &£ BRARXF , BarsasBRBENREE,

"Effect": "Allow",
"Principal": {
"Service": "aps.amazonaws.com"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:SourceArn": "arn:aws:aps:aws-
region:123456789012 :workspace/WORKSPACE_ID"
.
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}
}

d. BRERFF.
2. KMS &8#BUR . £ AWS KMS T2 & HREBEN AWS KMS €8,

a. EEFESWREE.
b. EEiREE.
c. FETIIHERAR, &£ BRRXAF , BarsnstBRABENREE,
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"Effect": "Allow",
"Principal": {
"Service": "aps.amazonaws.com"
.
"Action": "kms:Decrypt",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:SourceArn": "arn:aws:aps:aws-
region:123456789012:workspace/WORKSPACE_ID"
1,
"StringEquals": {
"aws:SourceAccount": "123456789012"

}
d. EBEREF.

RESR -BET—EXE: &L

W#

EREEBE UK

W#

REEE PagerDutyo

REBREEBEE RMEIXZE PagerDuty

ﬂlllﬂ

BEER BESEREEXZE PagerDuty , RREEFHETEESER, BUUFER AWS BEE X
BA AWS C . 2 AWS SDKsHR# 1T R4,

Example B R EE SHRE

UTEHHEREESEEEHEREIAE PagerDuty, E&EHIH , Brasa4tBRBENREE.

alertmanager_config: |
route:
receiver: 'pagerduty-receiver'
group_by: ['alertname']
group_wait: 30s
group_interval: 5m
repeat_interval: 1lh
receivers:
- name: 'pagerduty-receiver'
pagerduty_configs:
- routing_key:
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aws_secrets_manager:
secret_arn: 'arn:aws:secretsmanager:aws-
region:123456789012:secret:YOUR_SECRET_NAME'
secret_key: 'YOUR_SECRET_KEY'
refresh_interval: 5m
description: '{{ .CommonLabels.alertname }}'
severity: 'critical'
details:
firing: '{{ .Alerts.Firing | len }}'
status: '{{ .Status }}'
instance: '{{ .CommonLabels.instance }}'

Example AWS CLI

UTRAREMREEESERN AWS CLI ., HEHIF , ret1t#MRREHNREE.

aws amp put-alert-manager-definition \
--workspace-id WORKSPACE_ID \
--data file://alertmanager-config.yaml

WBE BT PagerDuty B4
MERERAEIXZE PagerDuty , EHMETHIER :

- BREHWERFELDE ERN PagerDuty BE 248,

BREHNWECEATFEEN KMS 28 IN%,

BARMEN KMS €8N ERBERE L ENFF AT Amazon Managed Service for Prometheus,
- REBREESHETHN ARN EEERSZLHRE,

HERRIEH PagerDuty B4 £#87E8M PagerDuty t(REF BB E M.

Amazon Managed Service for Prometheus X #& Amazon CloudWatch Logs 1% CloudWatch 1§
2, LGEBHERE . MEFMENR , F2BMEA CloudWatch Logs E5#E Amazon Managed Service
for Prometheus 4 & £ H CloudWatch 15128548 Amazon Managed Service for Prometheus &R

* SecretFetchFailure
* AlertManagerNotificationsThrottledByIntegration

* AlertManagerNotificationsFailedByIntegration
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BEREESHREER EEZE Amazon Managed Service for
Prometheus

HEREEEAEERPTHRENENARE , BULE I RAFENNFEEZESR , b UFEA
Amazon Managed Service for Prometheus 2 A= LEBEEER AWS CLl,

® Note

WMRIBRIEESHIT Amazon EKS 5 |, B A LAMERA AWS Kubernetes #2525 FEE R
EfRRERESE

£/ Amazon Managed Service for Prometheus £ &SRB EREESHE

1. BARX Amazon Managed Service for Prometheus & , 1 https://console.aws.amazon.com/
prometheus/,

2. EEEHALANYRKRER , RARBEMEIERE.
BEIENIEREID, AR EFETREEERSIER,

4., MRAIEEHEBBREESESR , FEENEER.

(® Note
NRTEEREENANBEREEEER , FUAEERBR.

5. BEHUEEER, ENETEEREERER  AREEEE,
(® Note

gE , CHUANEREYERRE  EFREPEERVINERLETHRE. ERFEY
18 LB 2 BiimEE R 85I FRER AR RS

E—XER AWSCLI BEREESHEBLEETHE

1. Base64 EHEREEEERNATETHE. £ Linux RIKEL , BUEATIGT :

base64 input-file output-file
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£ macOS %#k L |

BEER TS

ERAEER

openssl baseb4 input-file output-file
2 =+

ELEER  FRATIHEP—ERT.

TEE2AWS CLI R L , BA

aws amp create-alert-manager-definition --data file://path_to_base_64 output_file
--workspace-id my-workspace-id --region region

EE 1AWSCLI WL , EA :

w
i

aws amp create-alert-manager-definition --data fileb://path_to_base_64 output_file
--workspace-id my-workspace-id --region region
rEES

HMEFELVESSEURAT, EERERE

region region

A AL T

A
PT .
aws amp describe-alert-manager-definition --workspace-id workspace_id --

MR status = ACTIVE , &l

BHHFETEEEERCEN.

fEF AWS CLI B THENE REESHERKANNEREESERE

1. Base64 EHEREEEERNABTE TR, 7 Linux REL , BAIEA TGS
baseb4 input-file output-file

£ macOS %k L |

R

BRERA TS

openssl base64 input-file output-file
2. FELEER, FOATIHP—EDS

EE 2AWS CLI R L |, BA

HEAREER
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aws amp put-alert-manager-definition --data file://path_to_base_64 output_file --
workspace-id my-workspace-id --region region

EZE1AWS CLIWRLE |, BA :

aws amp put-alert-manager-definition --data file://path_to_base_64 output_file --
workspace-id my-workspace-id --region region

3. FMNEBEREESHEERELVEISERMAT. BERENRE , FRAUTH T :

aws amp describe-alert-manager-definition --workspace-id workspace_id --
region region

R status 2 ACTIVE , BIEMHEREEEERCE N, EH2H , BEANEREEEME
RMARBAT,

15 RE Amazon Managed Grafana BRI Grafana &

#&7E£ Amazon Managed Service for Prometheus A Alertmanager % 37 #Y2 ~# Bl A LA#E Amazon
Managed Grafana H Grafana PETEENBR , #MEE-REPK LN ETRUMNER, EB
Amazon Managed Grafana , AR E RRAUFNEENE R,

FORIRH

£ #E Amazon Managed Service for Prometheus 24 2| Amazon Managed Grafana Z &l , #&%78

E5E R T 5 SRR AF

- BURBEERAEN AWS IRF M IAM BAE R | AR XN E YL Amazon Managed
Service for Prometheus 1 IAM &,

MEEIL AWS tRF M IAM BAERNFRER , F2H ZEAWS,

- IRWABHEAE Amazon Managed Service for Prometheus T/E[E |, WS ERHEREH S, BER
EHFITERE , 5528 2 Amazon Managed Service for Prometheus T1EE, EEIBEZIE
Prometheus #%: , 5120 Alertmanager MR R, MEEEBEESLEETENFMENR , 520 Prometheus
AR,

- #ZBE7E Amazon Managed Service for Prometheus FEX7E Alertmanager #HREFF RIER, MEHE
Amazon Managed Service for Prometheus # Alertmanager BEEMIEH , F2H FHEREEESE

& RE Grafana B4 158
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EMEX Amazon Managed Service for Prometheus F B TR, MERBNFMES , F2HEEAH
RAREHRRERREEERNIER,

& ZARRE Amazon Managed Grafana , SR IEfE#11T Grafana B9 B BUR B EEAR AR

- HRIEEMEA Amazon Managed Grafana , BI X EEH Grafana 128, WFEFHER ,
ERERRETRBEZ Grafana 1R,

- MRBEANE Grafana BRRBBRA | BAEHIT 9.1 HE MK,

T
¢
&
%

® Note

BRI AE A ERR Grafana , BRAERUA M —1REE (Grafana BR) Theg , M BB A sEL4 A
ERE sigv4 RERER , FREYE Grafana FEAY Amazon Managed Service for Prometheus.
MTEHAER , 520 BBRE Grafana BMRRTES Grafana ¥R , LAEHE Amazon

Managed Service for Prometheus £,

« Amazon Managed Grafana %4 ZEEf& T 555 7] F sEE A EH Prometheus B, BUEAELBUER

¥1#8 Z=rh https://docs.aws.amazon.com/grafana/latest/userguide/AMG-manage-permissions.html|

FRfy R B EEREFEERE,

* aps:ListRules

* aps:ListAlertManagerSilences

e aps:ListAlertManagerAlerts

* aps:GetAlertManagerStatus

* aps:ListAlertManagerAlertGroups
* aps:PutAlertManagerSilences

+ aps:DeleteAlertManagerSilence

i%E Amazon Managed Grafana

R & B &1E Amazon Managed Service for Prometheus BT R ERUME R , BIFEA
Amazon Managed Grafana #f RE LB RMERRMERETLE Amazon Managed Grafana RFEFKX .

# Amazon Managed Grafana X E AN E RERIR

1.
2

R ITEEDN Grafana £ A&
EHETH , BEEREKR,
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https://docs.aws.amazon.com/grafana/latest/userguide/alert-opt-in.html
https://docs.aws.amazon.com/grafana/latest/userguide/alert-opt-in.html
https://grafana.com/docs/grafana/v8.4/alerting/unified-alerting/opt-in/
https://github.com/awslabs/aws-sigv4-proxy
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-manage-permissions.html

Amazon Managed Service for Prometheus EREEmR

3. BUSBERER Prometheus ERIRIR, MREZ B AKERE Prometheus ERIRIR |, FHZ2E LA
B 2 : £ Grafana B #1E Prometheus ERI KR BBEZEH .

¥ Prometheus ERIRS , 1ZN "EBRBEREESFEAEMTAERETR, -
B TERRFE AE.

BUMNEREEEERFER,

# TEREER BRRRAREET , METIRE

N o o &

Fr#E, %EA Prometheus,

&r¥t URL 387 , £ Prometheus T/EER URL , BRRIEE ID 2 BHFIBEAR , RES
/alertmanager MfMEIERE. ETHEF G , AR AEHEE (RPFEE ) WEA

https://aps-workspaces.US East (N. Virginia).amazonaws.com/workspaces/ws-
example-1234-5678-abcd-xyz00000001/alertmanager.

BRI T , BARK SigV4Auth, E4 R Grafana HFERERAWS 5HBRFE.
£ SigV4Auth FFEERT , HRATEREE , IRHE Prometheus BTERAE , Hl0 us-

east-1,
- BFEBERES true,
8. iEIZE Save and test (FEEILAIE).

9. &K Amazon Managed Service for Prometheus B /RIBE R B REHEEH Grafana HAT
EEAERER., BRERLE Grafana B REEA & ZI2RE Amazon Managed Service for
Prometheus #TEBHNTMERFAY, BREE (SEMAPER) NIFH.

£/ CloudWatch Logs SR # IR E RERE

£/ £ A CloudWatch Logs E5## Amazon Managed Service for Prometheus B4 B |, B A] A TE
TEEESNMRAMBERENZEER, AT BENEEEHBRNREHREA,

ES- |

- FRADREES

- EREREHEAXNNES
- REX/NB

° /L.W?'i‘ﬁkﬂ:

« XMW key/value BE
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- AERHEE
- EERBEBURHR
- JEASCI B&
o REZRETWY KMS
. EIZREEER

ﬁ

fERhERES

EEERNE kS

"workspaceId": "ws-efdc5b42-b@51-11ec-b123-4567ac120002",
"message": {

"log": "too many alerts, limit: 1000",

"level": "WARN"

iy

"component": "alertmanager"

EXRTHBEREESFATEREHE,
REVENMF

ERESEE. BAAWS EEXEA |, W hitps : //https://console.aws.amazon.com/
servicequotas/ FARX Service Quotas £ &,

ERRBEEAXNNES

RAETIES

ID

)

"workspaceId": "ws-efdc5b42-b0@51-1lec-b123-4567acl20002",
"message": {
"log": "Too many aggregation groups, cannot create new group for alert,
groups=1000, 1imit=1000, alert=sample-alert",
"level": "WARN"
3,

"component": "alertmanager"
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EXRTCHEBEREESBEREAREN MR,

REUENE

M group_by 28R ETEEBBE XD, MEFHMER , 552 E Prometheus X4 1Y & HAEES

==

HX}EO

BB LA RIEMECEE. A AWS EEEE S |, T hitps : //https://console.aws.amazon.com/
servicequotas/ BARX Service Quotas 5,

REXDBRES

A E2e8 THES

"workspaceId": "ws-efdc5b42-b@51-1lec-b123-4567acl120002",
"message": {
"log": "alerts too big, total size limit: 20000000 bytes",
"level": "WARN"

}I

"component": "alertmanager"

EXTFCHBEEIERN N RENEREEEE R,
REEN
BRIV ENZENESR , LUBRDIRER/N,

Lot

HEEZESTIES

"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",

"message": {
"log": "Message has been modified because the content was empty."
"level": "WARN"

iy

"component": "alertmanager"
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(EE
EXRTENEESHARNEEEMASZEAR.
REUEN

RELNEREESHEL  YHRACHEERARMERERERENEREL,

MW key/value B

AFEETIEE

"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {

"log": "MessageAttributes has been removed because of invalid key/value,
numberOfRemovedAttributes=1"

"level": "WARN"
iy

"component": "alertmanager"

ERTHRRE/ESEY , BHCBRELAS BN,
REVE)ME

EMTEEAREAT EBEEAS | WHEHBETSHE R SNS
FTRENASNFEES , F2RHE SNS =B

B REIE S

BEBM, WMEEE Amazon SNS

AFEETHEE

"workspaceId":

"ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {

"log": "Message has been truncated because it exceeds size limit,
originSize=266K, truncatedSize=12K"

"level": "WARN"
+

"component": "alertmanager"

ERRELEFAEKRPBK,

K key/value BE
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PREUEN

EEETRUEARER , ARERBRAGE K NRE.
BEREBUREER

wb\@E TEU% =

"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {

"log": "Notify for alerts failed, AMP is not authorized to perform: SNS:Publish
on resource: arn:aws:sns:us-west-2:12345:testSnsReceiver because no resource-based
policy allows the SNS:Publish action"

"level": "ERROR"

3

"component": "alertmanager"

iE# 7~ Amazon Managed Service for Prometheus ;R BB RIER EHEE SNS EMFT,
PREXE)

B8 Amazon SNS XEMNEFEIBEKE BT Amazon Managed Service for Prometheus #% SNS FA &
BExEETENRED. B SNS FEUBER , #BRIE aps . amazonaws . com(Amazon Managed Service
for Prometheus) ZEUEHY Amazon SNS /8, 1% SNS FEBERAEFMER , 5828 (Amazon
Simple Notification Service B3 A B1EF) FHIEA Amazon SNS FFEUZR HIHY FEUBCERFE S MEEHIR
fl, Amazon SNS

JE ASCII B4

AFEETHES

"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {

"log": "Subject has been modified because it contains control or non-ASCII
characters."
"level": "WARN"
1,
"component": "alertmanager"
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}

ERTREEEAFIE ASCI Fto

REE)1E

BREXAXEMUPIEIEZIE ASCI FREBNBE,
AEREFU KMS

337
EHZFIE T AWS KMS $EE586F

{
"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Notify for alerts failed, AMP is not authorized to call KMS",
"level": "ERROR"
.
"component": "alertmanager"
}
PREXE) 1

BB AR N Amazon SNS FEM S IBEUERE R fLFF Amazon Managed Service for Prometheus AR %
F#8aps.amazonaws.comB{T FHIEIE : kms:GenerateDataKey*, Hl kms:Decrypt. MZFEER
& , FESE SNS EEHAWS KMS ],

"workspaceId": "ws-efdc5b42-b@51-1lec-b123-4567acl120002",
"message": {

"log": "Notify for alerts failed. There is an error in a receiver that is using
templates in the AlertManager definition. Make sure that the syntax is correct and
only template functions and variables that exist are used in the receiver 'default',
sns_configs position #2, section 'attributes'"

"level": "ERROR"

I

"component": "alertmanager"
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}

IEFRTE AlertManager EXRFERAMNEAR PR 4EHER, $HREEH IS B ERERSS. sns_configs
PN BIU R BEHERN BHENIER.

REVENE

REENEREEETR, FHREZEERE , BESEFENEASENRE ., NEFHMEA ,
Prometheus MR BT X 4R EHE RS ZE,

e
s
&
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ACEkFIEE# Amazon Managed Service for Prometheus T4E

=

Amazon Managed Service for Prometheus £/ Amazon CloudWatch RiZ EIREMNE KL, BT
£ CloudWatch $§4E3 7 ## Amazon Managed Service for Prometheus T/EEH &R A EMEE R,
BRI AR R CloudWatch Logs X% , LUEUE THEEHBEMNEHH B,

THEESEFMERAMFEA CloudWatch,

£ CloudWatch 151852 Amazon Managed Service for
Prometheus &R

Amazon Managed Service for Prometheus # A 21E&E H &4 CloudWatch, ELIEERHEEIER
FERHENT RE, BT LLfE CloudWatch 18 AWS/Usage 1 AWS/Prometheus & =R &K B &
E#E, CloudWatch FHELIEEZENREFEH. NEAEARIBENFMEEN , 528 CloudwWatch A

BER.

CloudWatch #§ EREB CloudWatch #n & Z= Description
BE8
ResourceCount  CreateAle AWS/Usage BREIEEEYW
rtManager CreateAlertManager
AlertsTPS Alerts APIR{EZHE L
BR
ResourceCount  DeleteAle AWS/Usage BEIEFESHH
rtManager DeleteAlertManager
SilencesTPS Silences API#EEZH
EBR
ResourceCount  GetAlertM AWS/Usage BEIEREYW
anagerSil GetAlertManagerSil
enceTPS ence APIIRERE LR
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ERAEER

CloudWatch 1§
EEE

ResourceCount

ResourceCount

ResourceCount

ResourceCount

ResourceCount

ResourceCount

ResourceCount

ResourceCount

EREH

GetAlertM
anagerSta
tusTPS

GetlLabelsTPS

GetMetric
MetadataTPS

GetSeriesTPS

Inhibitio
nRulesInA
lertManag
erDefinition

ListAlert
ManagerAl
ertGroupl
nfosTPS

ListAlert
ManagerAl
ertGroupsTPS

ListAlert
ManagerAl
ertsTPS

CloudWatch fin % 2= [

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

Description

BEIEESYH
GetAlertManagerSta
tus APIBREEE LR

BEIEREYH
GetLabels API SR
ER

BEIEFESHH
GetMetricMetadata
APl I21EZB LR

BEIESEYH
GetSeries API|EEZAR
£

EREEEEREE NS

RAINEE LR,
BETEEEWHH
ListAlertManagerAl
ertGroupInfos APl
ERE LR
BEIEESVH
ListAlertManagerAl
ertGroups APl IR#EH
B LBR

BEIT RSN
ListAlertManagerAl

erts APIR#EEEB LR

CloudWatch $84&
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ERAEER

CloudWatch 1§
EEE

ResourceCount

ResourceCount

ResourceCount

ResourceCount

ResourceCount

ResourceCount

ResourceCount

ResourceCount

EREH

ListAlert
ManagerRe
ceiversTPS

ListAlert
ManagerSi
lencesTPS

ListAlertsTPS

ListRulesTPS

PutAlertM
anagerSil
encesTPS

HAReplica
GroupCount

QueryMetr
icsTPS

RemoteWri
teTPS

CloudWatch fin % 2= [

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

Description

BEIFEREYH
ListAlertManagerRe
ceivers APIIR#EZE L
PR

BETEESVH
ListAlertManagerSi
lences APIREZHE Lt
PR

BEIIEFESPH
ListAlerts APIB#EH
B LR

BEIEREEYH
ListRules APIZ#EEEB
ER

BEI/EESVHN
PutAlertManagerSil
ences APIREZHE LR

S AMEAHENBE

BUHERARFER

BUERBAR

CloudWatch $84&
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ERAEER

CloudWatch 1§

BE%

ResourceCount

ResourceCount

ResourceCount

ResourceCount

ResourceCount

ResourceCount

EREH

ActiveAlerts

ActiveSeries

AlertAggr
egationGr
oupSize

AlertMana
gerDefini

tionSizeBytes

AllSilences

AllAlerts

CloudWatch fin % 2= [

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

Description

BETFENRAPETRE

B
B { : Count

BRRTEA : FHH. T
PR, EPFR. #&M

BETFENERRASFIIH

B
B (¥ : Count

BRRTEA : FHH. T
PR, EFR. #&M

ETEEEERERTET
REBENKNLER, WE
EZEBEHESgroup_by#
SRV EMARE,

ETEEEERERH AN
LR, Mt REN.

BETFENFIHLR ,
SEBH. FRPNEEN

E= S7
[ E=TF

FE TFEEMMEMIRERN

EREE,
B {7 : Count

BRRTEA : FHH. T
PR, EFR. #&M
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ERAEER

CloudWatch 1§
EEE

ResourceCount

ResourceCount

ResourceCount

ResourceCount

ResourceCount

ResourceCount

EREH

IngestionRate

RuleEvalu
ationlInterval

RuleGroup
Namespace
Definitio
nSizeBytes

Templates
InAlertMa
nagerDefinition

WorkspaceCount

SizeOfAlerts

CloudWatch fin % 2= [

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

Description

5045 FEEUR R
B : BYHE

BRRTEA : FHH. T
PR, EPFR. #&M

BRI AER TR

RAREGEZHERER
BARNER , BMuTiERE
(VA8

BErEEEERERTNE
AEYE LR,

SRERESEREZNIERE
#E FRc.

THEPRERENEX
Ao, B TR AEN

E{v : Uil

B ER  FHE, T
R, EFR. #&M

CloudWatch $84&
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CloudWatch 1§
EEE

ResourceCount

ResourceCount

ResourceCount

ResourceCount

EREH

Suppresse
dAlerts

Unprocess
edAlerts

AllAlerts

AllIRules

CloudWatch fin % 2= [

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

Description

BEIEEEREBREREN
ETEE, ERUERRYT
2% 3D I SR BB

B { : Count

BRRTEA : FHH. T
PR, EPFR. #&M

BEIEEEAKREE
MRENEREE, —B
AlertManager W E| &R ,
BEESHFT —EFREE

L FERERAEER
&

B (¥ : Count

BRRTEA : FHE. T
PR, EFR. #&M

@ TEREEMEMHIRER
BREE.

BE{¥ : Count

BRRTEA : FHH. T
PR, EFR. #&M

@ TR EMEMHIRER
BRAHE,

BE{¥ : Count

BRIRTEA : FHH. T
PR, EFR. #&M

CloudWatch $84&
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CloudWatch 1§
EEE

ActiveSer
iesPerLabelSet

ActiveSer
iesLimitP
erLabelSet

AlertMana
gerAlerts
Received

AlertMana
gerNotifi
cationsFailed

AlertMana
gerNotifi
cationsThrottled

EREH

CloudWatch fin % 2= [

AWS/Prometheus

AWS/Prometheus

AWS/Prometheus

AWS/Prometheus

AWS/Prometheus

Description

BECLAEERERENE
BIfER TSI HE

B { : Count

BRRTEA : FHH. T
PR, EPFR. #&M

BEEHEERERENE
Bl E R P 5IR SI{E

B (¥ : Count
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REEES KT KINIRE
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BE{¥ : Count
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KMEBREEAHE
BE{¥ : Count

BRIRTEA : FHH. T
PR, EFR. #&M

BRANEREE
BE{y : Count

B ER  FHE, T
PR, EFR. #&M
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ationDuration

CloudWatch fin % 2= [

AWS/Prometheus

AWS/Prometheus

AWS/Prometheus

AWS/Prometheus

AWS/Prometheus

Description

REENEHGMNHE
B {¥ : Count

BRRTEA : FHH. T
PR, EPFR. #&M

HAFILEHE
B {V : Count

BRRTEA : FHH. T
PR, EFR. &M

& B P B9 37 Bl 54 2k BUR &
B8 {¥ : Count

BRRTEA : FHH. T
PR, EPFR. #&M

3 Fe FR R D B9 £ R B AR A AR

RE,
BE{¥ : Count

BMMETER : FEB. T
PR, EFR. #&M

R BHE EIRFHE AV SRR
LI

By ®

BHAER  FHE. T
PR, EFR. #&M

CloudWatch $84&
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ERAEER

TPS feER L BEE R |

RERSENEYTEE. TPS EEFTESHEERENRE.

TERRESAN—EERMT, WIFFET5ERESELERE DiscardedSeries $EEH,

Reason

greater_than_max_sample_age

new-value-for-timestamp

per_labelset_series_limit
per_metric_series_limit
per_user_series_limit
rate_limited
sample-out-of-order

label_value_too_long

max_label_names_per_series

missing_metric_name
metric_name_invalid
label _invalid

duplicate_label_names

® Note

&

et

BREIB— DR

ERENEMSUELNHMARNSEBLEE , BEF
TRNE,

ERECEINBESERENFERPRIBEIRS,
£ E BEIBEERNERMFFFIRS,

R EEEIER P FHIRHENVER
BEURRZ IR,
sfERIEFEE , BERREE,
BEREBB AN FTRE,
EREEEIBEERENERRRE,
AREEERE,

RENEERBEN

RENBRBREN,

RUNEBEBER.

THREERNERREZERS 0 WEME,
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® Note

RuleGroupIterationsMissed, RuleEvaluationFailures., RuleEvaluations#l
RuleGrouplLastEvaluationDurationEB& T3 #EHRuleGroup#iE :
RuleGroupNamespace; RuleGroup

% Prometheus Y FIERERE CloudWatch B 7R
&I LAE A CloudWatch B RIREEHE Prometheus BEIRNEAE.
£ Prometheus & E ActiveSeries B2 E TR

1. BEERCEREER  RAREATHEE ActiveSeries R #.

EEFRCERERET , AgE T EBNER.

EBEREPEEEAE TR

EEEEENERES  MREERCPRAPEERYE , RREET %,
FEREBFESD , EEIRHE SNS £E , EVH SNS TELEBHExZHAF,
EFREEBARAF B REBANEARH,

i#4E Create alarm (BRI Z7R),

2 T

£ CloudWatch Logs E5## Amazon Managed Service for
Prometheus &4

Amazon Managed Service for Prometheus &2 8% Amazon CloudWatch Logs BB HEPHNEREE

B, RESBBENELSEN. IEEREREEENRANFREN A F2ELAEETHNETEEEE

B, UL BMITEEREER , LMETE CloudWatch BESH &R HR., BALE Amazon Managed

Service for Prometheus =AM AWS CLI , FREFLELHN B, &A1 CloudWatch i??
BEFREREHELAF. NEFBEEZESPRIE CloudWatch HEFEH BEERRFMEN , F2HE
{CloudWatch £ A& ErR) FHTE CloudWatch A B 5B AEF B 55557

CloudWatch % &5 R A7 CloudWatch B &M BFERZ A 5GB, HiBREH RRERREMN BFALR
& CloudWatch EEH EWE,

ES |

EXTE CloudWatch &R 78


https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alert-manager.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://aws.amazon.com/cloudwatch/pricing/
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 BLE CloudWatch Logs

B¢ E CloudWatch Logs

Amazon Managed Service for Prometheus &2 8 Amazon CloudWatch Logs AFEMEFNERER
B, RIRGBBNEESH,

&L AWS CLI /Y create-logging-configuration API 53K , £ Amazon Managed Service
for Prometheus £ &= FEEE CloudWatch Logs 5% RE,

TR

Y ZHlcreate-logging-configuration , M T BEREEF T EZEZEEARERE
CloudWatch Logs B ID &,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogDelivery”,
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeleteLogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResouxrcePolicies",
"logs:DescribelogGroups",
"aps:CreateLoggingConfiguration"”,
"aps:UpdatelLoggingConfiguration”,
"aps:DescribeloggingConfiguration"”,
"aps:DeletelLoggingConfiguration"

1,

"Resource": "*"
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F%JE CloudWatch H&&
BAILAER AWS E# A5 £ Amazon Managed Service for Prometheus F i E 528 AWS CLI,
Console

£ Amazon Managed Service for Prometheus 12 & F 5% E 50 8%

1. SEETREFAENERPHN "HFEL RIER.

2. E#E "THF, ERAELAN TEERFE. .

3. & "HFEE#H&L THNBFEPEE "2,

4. 7 "HFEEE, THNBES , EELERMBEN AFEE.

B A LA7E CloudWatch &2 A58,
AWS CLI
B LAGER ERERCERMERE AWS CLI,
/A RE % AWS CLI

« {EH AWS CLIB{T T35,

aws amp create-logging-configuration --workspace-id my_workspace_ID
--log-group-arn my-log-group-arn

PR %
- WIHPREBHERE

Amazon Managed Service for Prometheus EiE#ER warning = error BHRMNEH,
o BURR/NRE

CloudWatch Logs EIRBERIBRH|A 5120 fF . CloudWatch Logs {838 Z By 5K 123 bk K /)N PR ]
B SEERABES /aws/vendedlogs/ K B 56 EH4H,

B R AREEBENERRAE | Amazon Managed Service for Prometheus 278 fif Fl #&38 E /Y
H&#E B E#H CloudWatch Logs EREE. & El# % EZE CloudWatch Logs EIREBE X/ R
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# , 87 CloudWatch Logs #9 A8 A2 BEIE ML /aws/vendedlogs/. E&1E Amazon
Managed Service for Prometheus 2 AR AFEHER , AFHESBNESMNLE /aws/
vendedlogs/., MEFMENA , F2M (CloudWatch Logs A &) RHRIEE AWS RIER
FARE 8%,

f£ Amazon Managed Service for Prometheus H & 1 2= 5 {{ A<

Amazon Managed Service for Prometheus EBRFIE —EH T AEANEHEFIRIEE (QSP) , £

HIRFIEARARWEE N, BALIREMEREN QSP ME. BEMER , UHBERERNZEFES
B AR

ETHEINESHER A AP EHEEFERETRESALR. HRIEIB Amazon Managed Grafana #43
HEH , B SE/RTE Amazon Managed Grafana Ul & | BB ER &R S ENEN. EFERRE
WEHTEWE K BEeRERMERIES.

BR T EFMRFR 25 , Amazon Managed Service for Prometheus i 12 1% & 3 AL E Bl 50 6% T
CloudWatch Logs #9IheE. LLINEERIBIEFFM D TES , HB1E&ZEIL Amazon Managed Service for
Prometheus £# , YEE R EERR A, EHLHSHEBBIEEEHES 2RE (QSP) RENE
HEBEH. AR LERERMHZE CloudWatch Logs , BEFAENM DN EHMEL, CHENEHTE
API MK REH, FRESFEAEHCHE , LUSTHEMN CloudWatch Logs AR ZERK. BAIM
EEH DT EERRA I8,

FE

- REEHRBRE
- AFRE

. R

A EE M RC#%

&\ LATE Amazon Managed Service for Prometheus £# &5 CLI AWS RN create-query-
logging-configuration APIF@ERRBEEHCH. It APl AXSTEEWHFE , EERME
¥ & CloudWatch Logs & BRI , B Wi EX R @& —EEHE CloudWatch {HEEM T,

FoIR R
®ElogGroupB Y . ARREN ID RACEEETHBERRESEF,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
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JSON

{
"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogDelivery”,
"logs:GetLogDelivery",
"logs:UpdateLogDelivery”,
"logs:DeleteLogDelivery"”,
"logs:ListLogDeliveries”,
"logs:PutResourcePolicy",
"logs:DescribeResouxcePolicies",
"logs:DescribelogGroups",
"aps:CreateQueryLoggingConfiguration",
"aps:UpdateQueryLoggingConfiguration",
"aps:DescribeQuerylLoggingConfiguration”,
"aps:DeleteQueryLoggingConfiguration"
]I

"Resource": "*"

&% CloudWatch Logs

WA LAER AWS BB XA = B A Amazon Managed Service for Prometheus 35 E CloudWatch
Logs AWS CLlI,

=n
ax

[l
Ik
&J!
Eﬂl
Sk

£/ Amazon Managed Service for Prometheus £#& &

1. EEETHREFEENERTH "HE RIER.
2. HEEMRRT , BEEM,
3. EMBRRETHNEE K ARRBEFEEHM AN AFHFHAE

&4 A LAFE CloudWatch E#2 & HE IV #HY B 7FEHEH.
4. ®WARME (QSP).
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5. BERF.

EEEMR REEHCHK , AWSCLI FEA 5

aws amp create-query-logging-configuration \

--workspace-id my_workspace_ID \

--destinations '[{"cloudWatchLogs":{"logGroupArn":"$my-log-group-arn"},"filters":
{"qspThreshold":$gspThreshold}}]"'

mEMMER. MBRFERIRENER , 552 B Amazon Managed Service for Prometheus API £
%,

AREEMRARE

EERRE QSP B , B4 AT QueryMetrics APl FIREEHSE,

« max_samples_processed_warning_threshold — X EFTRIEEHEHINELERE
« max_samples_processed_error_threshold — 5% & Ff iR B2 2= 56 €3 5] 19 $5 SR R (B

¥ Amazon Managed Grafana £ #& , A LA grafana ERIRIFHERE , SRFEAZREER
RENFMEES :

1. BIEZE Amazon Managed Grafana 1 # Amazon Managed Service for Prometheus & 2R 4E

2,

2. EATEHSET  FARESH,
3. EERE.

HEAR

HRRBEBRAMNERN , B2 CloudWatch Logs FEEIEBEEHMN THENR

workspaceId: "workspace_id",
message: {
query: "avg(rate(go_goroutines[1lm])) > 1",
name: "alert_rule",
kind: "alerting",
group: "test-alert",

REEHRRRE 183
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namespace: "test",
samples: "59321",

},
component: "ruler"
}
HRNIRE APl IR ER |, B2 CloudWatch Logs R E R EREEHAN THEN :
{
workspaceIld: "ws-5e7658c2-7ccf-4c30-9de9-2ab26fa30639",
message: {
query: "sum by (instance) (go_memstats_alloc_bytes{job=\"node\"})",
queryType: "range",
start: "1683308700000",
end: "1683913500000",
step: "300000",
samples: "11496",
userAgent: "AWSPrometheusDPJavaClient/2.0.436.0 ",
dashboarduid: "11234",
panelId: "12"
1,
component: "query-frontend"
}

PR 51

BER K /PBRHI — CloudWatch Logs EIRBERRF1A 5120 ¥ t. B CloudWatch Logs 188 E B K 1%
IEAR/NREIE | S EERALL BIEER B 358 E/aws/vendedlogs/, EERAERCHE | Amazon
Managed Service for Prometheus %4 7E A &1EERY B FFEE K E# CloudWatch Logs BIRBUR., &
Ei# & F3Z CloudWatch Logs EIRBUR K/ BRI , 557 CloudWatch Logs Y HESEffEBBaIE ML /
aws/vendedlogs/.

PR il 184
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T R I B {E1t Amazon Managed Service for Prometheus A
HY B 2R

THEREEREZ RS BRBEEMRKRE(L Amazon Managed Service for Prometheus 8B &K
,

TEEEHFHATAAE ?

HYUZHEF  EEENSEAZERES. EHEARRENEFUERBECRENEARAETR L
B, MERRTFERERRAN — N INEDEE, WFE L RREERNFMENR , 52K Amazon
Managed Service for Prometheus & @ EHE P EE.

RARRARES EZRMTE ? MAREHEEURAE ?

HRAZHEEFMS , IR (MFEEENRFE) RASHHNRAR, SR EKERR (EMNKRER
fR) SRR R FINE | SR EHEEER,

BT LI ERBREXWINE (B ) EPFE : Prometheus fAIfRES ( EREBERXNEXTHT ) M
AWS Distro for OpenTelemetry (ADOT) W25 #Z¥ scrape_intervalfA&E, Hlm0 , U ERER
#®3I0MWEME 60 ¥ , HENERAEF D — ¥,

BB LAER <relabel_config> EFiE23{#iAZE Amazon Managed Service for Prometheus #9315
R, WHEBBIE Prometheus RERNERHEMFLNFMENR , 5528 Prometheus RN H4HH

https://prometheus.io/docs/prometheus/latest/configuration/configuration/#relabel_config.

[FEREHRANRET ERTE?
SHRARRHARNESUBTE. LTRESHAEUBEERRA,

EERATHREEHRAERMKZZNES , 552/ £ Amazon Managed Service for Prometheus &
BEHRA,

MREBDTEENRENE , EREBFHNEDERE ?
EALREREHM | BRERERERECHRE,
MEMARETABRBBNER , HSH RELNTER,
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https://aws.amazon.com/prometheus/pricing#Pricing
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M P KIRBEE A AN ?

ETERBENERENEN , EENEEENEANAE, UTRETUARRECREEHIFEK
A — LR,

- £/ Amazon Managed Service for Prometheus &7~ — Amazon Managed Service for Prometheus
AN BERRRARFEERINEARNEELHSTAY , RANATREEEAREZETRE
BN EEHIER, EBREE Grafana P RESTAM, EARKENRARIU=MEHES. Amazon
Managed Service for Prometheus FHIREEEHEL , YHURLBENEHALRES AT AL

BB BT Amazon Managed Service for Prometheus R RAZER , MIENTBERRZT.

- RECENRERR - RECRBEEHNRESZRENBEHEMNBERR, IREEEEESH
HIEEE K BREZESHPE—X, BNEHEFEEERUUALHEAZIREBEARAEIN AR,

- FRAREDNE -EHPBEANELBERESENEAINRE , HACSRENEZER, BEE
PromQL EHHPWEEREXNEE , BEAEERENER., flw, £THRAUG , REXETE
10 7 $E /Y I BERFER -

- alert: metric:alerting_rule
expr: avg(rate(container_cpu_usage_seconds_total[10m])) > @
for: 2m

expr # ¥ A avg(rate(container_cpu_usage_seconds_total[5m])) > 0HEBIARIK
BRI,

—RME K FERLHRERA A IRFREHBRENSEESERHEE, FALRAMEEEANAEERE
FRZEREIEREVERRRE K AHRELREZNEMERER., NIRERACEFINERHER
REE | BALURELER, MAES2EMBER.

ELEBAHMBERERE, KB , ELATEHRAFRRL ERNERSE | LT #REARE,

WFE1E Amazon Managed Service for Prometheus FIZEEMFHMEN , F2H CHEREEEEEAN
3% Amazon Managed Service for Prometheus BV E 7R,

3 AT LAE A R LE IR AR R B R BRI AR 2

£ Amazon CloudWatch F B2 IngestionRate , SUBHHEMIREER R AN,

AR RIREEE AR A ? 186
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® Note
IngestionRate REFEME , THETFTEZT LA LN RKRIREER,

WZEFE CloudWatch HE5#E Amazon Managed Service for Prometheus 18RS |
CloudWatch #5#ZE5# Amazon Managed Service for Prometheus &R

s
B
&
H

KA LARERr E R XA IREENE ?

& AWS Cost and Usage Report IBHt R AWS A& , W BB A REEZNIRSHEBTE
HER. MEFMENR , F20 CAWS RANAEREFERAERER) PHMTEERATNAERE ?
AWS

ATEZNREEADLARS?

Amazon Managed Service for Prometheus EHAREERN 2 BEEBERN , RLEBMBAEN KA
eRE. EENAEEIESNEEERE , HABE , FNREAEERE, NEEBEEENFHER
(‘BEHEUE) , 5528 Amazon Managed Service for Prometheus Em EE T EE,

(® Note
- 7REARESRANER , MTAREED,. EBANERAEXFAEST —@ER , FEER
BERNER,
« 1 PHVHEMP AWS Organizations , B AHEREZNRARFHE , MAREKIKRFFE

(TRARF —2REBEERIRF ) . EABTARFHEENER (EER ) EXT
—EERE , FRERFHEUBRENERRE,

B MIBR T FrE Amazon Managed Service for Prometheus T/E[&E |
BREFDHIESE, TRBEMTERR?

HEEBERT , &8 AWS ZEHEE: , ELHER EREMEREXICMERN THERE, BFE M
BERSRIMEREESR.
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https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://aws.amazon.com/prometheus/pricing#Pricing
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EHE M AWS REES

Amazon Managed Service for Prometheus B2 E fh AWS BRIEE S, A<EIFRAIEE Amazon Elastic
Kubernetes Service (Amazon EKS) FAE5#E ( £ Kubecost) & , AR aifa[fE A Amazon Data
Firehose {& CloudWatch #EEVE1R. TEHER T ER AWS FJEH A NESE Terraform HHEDEA
Kubernetes B AWS 1225 5RE& EFMEE Amazon Managed Service for Prometheus.

e

B2 Amazon EKS R AEERES

« fEF AWS AT 8R4 iniE2F 5% E Amazon Managed Service for Prometheus

+ {8 Kubernetes ) AWS 2 #I25EE Amazon Managed Service for Prometheus

+ #% CloudWatch #§4Z8 Amazon Managed Service for Prometheus E4&

B Amazon EKS FANEEIRE 4

Amazon Managed Service for Prometheus B2 Amazon Elastic Kubernetes Service (Amazon EKS) FX

AREEIR (¥EEL Kubecost) BE |, UHITRADETE , WIRMUEBRE( Kubernetes BEMN R fE, #

B Kubecost £/ Amazon Managed Service for Prometheus , S8 AILAAI E#biBERE R AR UTEET K
BHNEE,

£2 Kubecost BA A BB M ZEE Amazon EKS BE KA, B0 LUKIE K Z 8 Kubernetes AR TR
KA REA[DBHRLEAZTEEER  EERZEEER. ZULUBARBEEELERES , LLEMBETRERR
HIEF A IEH R A,

UTRBEE - B ERH|PEE Kubecost BEMIETR :

- E-BEES BETHENAH Amazon EKS RAEREE - BEES  F2H AWS BERXE
Integrating Kubecost with Amazon Managed Service for Prometheus.,

- ZRERS BETHINME Amazon EKS SAEZRSHEERS  F2EH AWS EFEK

E : Multi-cluster cost monitoring for Amazon EKS using Kubecost and Amazon Managed Service

for Prometheus,

(® Note
MEBEBEER Kubecost BIEFMHE RN , 5528 Amazon EKS R &SRR A A EIZ,
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https://aws.amazon.com/blogs/mt/integrating-kubecost-with-amazon-managed-service-for-prometheus/
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https://docs.aws.amazon.com/eks/latest/userguide/cost-monitoring.html
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£/ AWS o] &A% iR 8BS 5% € Amazon Managed Service for
Prometheus

AWS A& Amazon Elastic Kubernetes Service (Amazon EKS) BERIEMAHAMTE K SFE
., i#k, REMNERIR. EZE Amazon Managed Service for Prometheus. Amazon Managed
Grafana, EFR OpenTelemetry FJAWS Distro MIEMTE, ATHBE—EFEHELTE , AWS
SRM Terraform 4 |, LUEBE LR (BA AWS AIEUAIMEINIESS) 58 E T8R4,

AWS Observability Accelerator 2 EE R E R, NGINX SBMEMRFIAVEF|, ARETIRALEE
Amazon EKS B#5 A E B HERY €6,

Terraform EARMFFMMERBA AI4E Terraform GitHub B EHIAWS A EEI 1 iNEES KR E), &t al LUE]
|2 AWS Observability Accelerator I ERZEE X E,

TERMRAF
EEEA AWS TRAUEMES  ALAREREN Amazon EKS BE | R TILREH -

« AWS CLI - FiZR#tan o % 0 AWS Ihge,

« kubectl : ARG S HIRFHEH EKS #£5,

« Terraform : AR BEIEINIBRAENER, BHXEHREES IAM AN AWS EHERTE , %
AREEEEN AWS IREFEIMEE Amazon Managed Service for Prometheus, Amazon

Managed Grafana # IAM, IEMAELE Terraform AWS REEHNFFMAENR , 5528 Terraform X
HEREAWS BiEE,

{58 F B R B e BE 12 s 451

AWS FIERIME pniR SR IR AL EE I EB A | (E A RERTAY Terraform A REREMERE Amazon EKS EER A
BRI, tESIREMER AWS TN INERRREERREER, NFRARTALEEAREETESN
HAbThae M+ &R , 5528 GitHub LEHE AWS A A INEFERNMERF RELREENREE

£=

“1<o

FREREREEEE Terraform 148
1. REBEEEFEREVERNERRF  FRUATHSERFBEE,

git clone https://github.com/aws-observability/terraform-aws-observability-
accelerator.git

AWS ] #3814 iR 2F 189
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https://aws-otel.github.io/
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://nginx.org/en/
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://aws.amazon.com/blogs/mt/announcing-aws-observability-accelerator-to-configure-comprehensive-observability-for-amazon-eks/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://kubernetes.io/docs/tasks/tools/
https://learn.hashicorp.com/tutorials/terraform/install-cli
https://registry.terraform.io/providers/hashicorp/aws/latest/docs
https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/existing-cluster-with-base-and-infra
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2. FRUTHSARI Terraforms

cd examples/existing-cluster-with-base-and-infra

terraform init

3. EV¥ terraform.tfvars xR , W5 EHFFR. A Amazon EKS #5181 [EiF AWS F&#E
£ 1D,

# (mandatory) AWS Region where your resources will be located
aws_region = "eu-west-1"

# (mandatory) EKS Cluster name
eks_cluster_id = "my-eks-cluster"

4, EIBHSEEEFERANIHERE , 552 Amazon Managed Grafana THEE, MEABNAENH T
ERMEEMET , 5528 Amazon Managed Grafana £ A& REEANEL BN E —ETEE,

5. EMTHFHITTIGS , B Terraform B MERBLLER Grafana TEE, BEEH
grafana-workspace-id &4 Grafana T{E[EHR ID,

export TF_VAR_managed_grafana_workspace_id=grafana-workspace-id

export TF_VAR_grafana_api_key="aws grafana create-workspace-api-key --key-name
"observability-accelerator-$(date +%s)" --key-role ADMIN --seconds-to-live 1200 --

workspace-id $TF_VAR_managed_grafana_workspace_id --query key --output text’

6. [EH) ZEfAHEA Amazon Managed Service for Prometheus TE[E |, 554% ID ¥ig8 =
terraform.tfvars BE , M TFHEHIFRTR , & prometheus-workspace-id BB EM
Prometheus T4E[E ID, MREBRIEERENIEE , RMSHEEIUFK Prometheus TIEE,

# (optional) Leave it empty for a new workspace to be created
managed_prometheus_workspace_id = "prometheus-workspace-id"

7. ERTHHTEBERRGR

terraform apply -var-file=terraform.tfvars

ERELNIRFPEIER AWS , 2 THERE :

« £ Amazon Managed Service for Prometheus T/E[E (BRIEZBIEZEFRREN IEE),
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« Prometheus THEEFHNEREESHE, BERANAL,

- 2B B TEEF L EH Amazon Managed Grafana ER HRMERR. ASEHWER IR aws -
observability-accelerator. &&xMRAEHIFE AT BIMEMNRBFERR T o

« EFTRME Amazon EKS # £ EREE AR OpenTelemetry BIAWS Distro , AIASHEEE%E E &
Amazon Managed Service for Prometheus TE&E,

|_

Y

EEMIRFNERN , 557 Amazon Managed Grafana T EEHRRSEEERR. WFEEBER
Amazon Managed Grafana HIF¥#H &R , 5528 Amazon Managed Grafana £ EEEHPMNE
Grafana T4EEH T4E,

£ Kubernetes B9 AWS 2 %85 EE Amazon Managed Service for
Prometheus
Amazon Managed Service for Prometheus B2 Kubernetes EFAWS 2%z (ACK) B4 , ¥ X EEE

&IE Amazon EKS IV TEE, BEREBEENMRBER. &0 LA AWS Controllers for Kubernetes
BETERES (CRDs) ME4% Kubernetes ¥4 , MEEEHRHEENNITMER.

AEFR A MAIEIRE W Amazon EKS #EHFERE Kubernetes 1 Amazon Managed Service for
Prometheus B AWS #2288,

&t AT LABI BN 48 Kubernetes AWS #2258 /T #8 Amazon Managed Service for Prometheus ACK 12
FlERH EBER X E,

FORIRF

B4 Kubernetes 1 Amazon Managed Service for Prometheus B AWS 12 #I83E2 {8 # Amazon
EKS BERE2H , BH4AERT I EREH

- BWUBEHEBERAE AWS IRFE M 557 , FEARERERET A NE L Amazon Managed Service for
Prometheus # IAM &€,

- BABEBEEERUA OpenlD Connect (OIDC) B3R 4E Amazon EKS #5£,

EBAKREA OIDC , B LAER TS REAH. BRcBA% YOUR_CLUSTER_NAME R AWS_REGION
BRAIREWERE,

eksctl utils associate-iam-oidc-provider \
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https://aws.amazon.com/otel/
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-working-with-Grafana-workspace.html
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-working-with-Grafana-workspace.html
https://aws-controllers-k8s.github.io/community/docs/community/overview/
https://aws.amazon.com/blogs/containers/aws-controllers-for-kubernetes-ack/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-console.html
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--cluster ${YOUR_CLUSTER_NAME} --region ${AWS_REGION} \
--approve

WFE R OIDC B8 Amazon EKS #EEERAMEEMER , 5HSH Amazon EKS EREEEHN
OIDC 7 #AIRMHEES I REFEMEYT IAM OIDC RHE,

« BHATE Amazon EKS EEH R % Amazon EBS CSI SREIFER .

- BAUBAERE AWS CLI, AWS CLI AARfE@m S HIREW AWS IhEE.

- %ARE Helm , Kubernetes NEHEES,

o KEAEER Amazon EKS BEFERE LA Prometheus 12 HFEIER,

« AR Amazon Simple Notification Service (Amazon SNS) ££& , B#EHE IR TEEEZE
BR, SEMBMEEEF Amazon Managed Service for Prometheus R , SUSAEBIABIZERE,

B EEREN Amazon EKS 5K | BEXATLUEBM I kubectl get --raw /metrics &F
# Prometheus LM IR, BELEERBHFRTEBERAR Kubernetes 1Y AWS 12 HIZ5 IRFF 12 HI=R |
I fiF & K EE Amazon Managed Service for Prometheus &R,

B AR Kubernetes BY AWS #2#IE5B TEE

£ EIRBHH Amazon Managed Service for Prometheus T/EE |, &8 % % Kubernetes AWS 124185
W 1EHIEE  AREATREL ITERE,

£ Kubernetes B AWS 12 H|25ZBE HHY Amazon Managed Service for Prometheus T{E[&E

1. FEATH;SRER Helm Z2 Amazon Managed Service for Prometheus IRIE# 4125, MEFF
#MEF , 5526 GitHub GitHub L&Y Controllers for Kubernetes X #H B % 88 ACK AWS 124
BRo MIBNRMEAERN L2, HI0 us-east-1,

export SERVICE=prometheusservice

export RELEASE_VERSION='curl -sL https://api.github.com/repos/aws-controllers-k8s/
$SERVICE-controller/releases/latest | jgq -r '.tag_name | ltrimstr("v")'"

export ACK_SYSTEM_NAMESPACE=ack-system

export AWS_REGION=region

aws ecr-public get-login-password --region us-east-1 | helm registry login --

username AWS --password-stdin public.ecr.aws

helm install --create-namespace -n $ACK_SYSTEM_NAMESPACE ack-$SERVICE-controller \
oci://public.ecr.aws/aws-controllers-k8s/$SERVICE-chart --version=

$RELEASE_VERSION --set=aws.region=$AWS_REGION
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https://docs.aws.amazon.com/eks/latest/userguide/authenticate-oidc-identity-provider.html
https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/eks/latest/userguide/helm.html
https://docs.aws.amazon.com/eks/latest/userguide/prometheus.html
https://docs.aws.amazon.com/sns/
https://aws-controllers-k8s.github.io/community/docs/user-docs/install/
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RoER  LEZXSEIBCRUATARNEE , RF-K.

You are now able to create Amazon Managed Service for Prometheus (AMP) resources!
The controller is running in "cluster" mode.
The controller is configured to manage AWS resources in region: "us-east-1"

B LLUBBFE AL TS RERE Kubernetes 124|881 AWS 2485 2B 2R &8,

helm list --namespace $ACK_SYSTEM_NAMESPACE -o yaml

IEASEE B2 425 ack-prometheusservice-controller EEME , @8 status:
deployed.

2. FRATIHRAXEILTBEA workspace.yaml WIER, EEALEERELNITHEEHERER,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: Workspace
metadata:

name: my-amp-workspace
spec:

alias: my-amp-workspace

tags:

ClusterName: EKS-demo

3. BATHGSUNRIIAR HHSRARGESE 1| PRENRESH),

kubectl apply -f workspace.yaml -n $ACK_SYSTEM_NAMESPACE

g EoA , BEKEHER —AFNIERE , EENIIKRFHPBA my-amp-workspace,

BT T USR TEENFHEANME , IEITEE ID. HE , BB BE Amazon
Managed Service for Prometheus 12 & RBRFHN TEE,

kubectl describe workspace my-amp-workspace -n $ACK_SYSTEM_NAMESPACE

® Note
OB EARE TEE , MARLHTEE,

HEIEE

193


https://console.aws.amazon.com/prometheus
https://console.aws.amazon.com/prometheus
https://aws-controllers-k8s.github.io/community/docs/user-docs/adopted-resource/
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4, BIAMEFH yaml ERMA Rulegroups F AlertManager FI#HRE | BIETREFE A T FIHRERE

Mo

HIABRE R F A rulegroup.yaml. #% WORKSPACE-ID il E—RELS BN THEE ID,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: RuleGroupsNamespace
metadata:
name: default-rule
spec:
workspaceID: WORKSPACE-ID
name: default-rule
configuration: |
groups:
- name: example
rules:
- alert: HostHighCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) > 60
for: 5m
labels:
severity: warning
event_type: scale_up
annotations:
summary: Host high CPU load (instance {{ $labels.instance }})
description: "CPU load is > 60%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"
- alert: HostLowCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) < 30
for: 5m
labels:
severity: warning
event_type: scale_down
annotations:
summary: Host low CPU load (instance {{ $labels.instance }})
description: "CPU load is < 30%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"

AT #HRES 74 alertmanager.yaml, #% WORKSPACE-ID &i#ik t—ESBHI(ERE ID,
# TOPIC-ARN B BEEIXE M2 Amazon SNS £ ARN |, & REGION B B AWS &
i EHEMEAN . 55521 , Amazon Managed Service for Prometheus #4784 Amazon SNS &
AEF o
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apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: AlertManagerDefinition

metadata:
name: alert-manager
spec:
workspacelID: WORKSPACE-ID
configuration: |
alertmanager_config: |
route:
receiver: default_receiver
receivers:
- name: default_receiver
sns_configs:
- topic_arn: TOPIC-ARN
sigv4:
region: REGION
message: |
alert_type: {{ .CommonLabels.alertname }}
event_type: {{ .CommonLabels.event_type }}
@ Note

EEE— S THELHEREBERNEN , 528 RuleGroupsNamespaceData
AlertManagerDefinitionData.

5, BTTIRTUEVRARFEANEREESAR (W TEURREEDSR 1 FRENRKEH).

kubectl apply -f rulegroup.yaml -n $ACK_SYSTEM_NAMESPACE
kubectl apply -f alertmanager.yaml -n $ACK_SYSTEM_NAMESPACE

® Note
EEFHER, MAREINER , REFH yaml BR , REBXIIT kubectl apply
BT,

EEMRER , BHITTIS®S. #§ ResourceType Bt BIREM BR
Workspace, AlertManagerDefinition B RuleGroupNamespace HWERER, #
ResourceName B A EMBRNE RS,
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https://docs.aws.amazon.com/prometheus/latest/APIReference/yaml-RuleGroupsNamespaceData.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/yaml-AlertManagerDefinitionData.html
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kubectl delete ResourceType ResourceName -n $ACK_SYSTEM_NAMESPACE

ERETHAMTEENSE. T -HRPAEEREUEEEREERTHERE,

#2588 Amazon EKS E£LLE A Amazon Managed Service for Prometheus
ITEE

AEFER A MAEA Helm #& Amazon EKS #E P #1TH Prometheus fAREERERBIEFEEALREL—
B 7 B9 Amazon Managed Service for Prometheus T/E&E,

EUEFP , BRFECEYN IAM SEEBUARERER, NREHREEM , F2H 8
Amazon EKS B 5REEEMEEREN RS S UREFREANE R, MREERELET , K

o4 IAM A€ amp-iamproxy-ingest-role,
£ Amazon EKS & 5% E Amazon EKS fHEERIHE A

1. FEATHGSRIMEBIEREN prometheusEndpoint. #& WORKSPACE-ID &k E—&i T4
[ ID,

aws amp describe-workspace --workspace-id WORKSPACE-ID

prometheusEndpoint EEBEFZERP , R T 5 HXERAL -

https://aps-workspaces.us-west-2.amazonaws.com/workspaces/ws-alb2c3d4-al23-b456-
c789-ac1234567890/

7L URL , MERARET RVEEDS R,
2. FATHANEIHESR 6 WAEHEBEA prometheus-config.yaml, ###E#RBENIRE ID,
# workspaceURL/ B BIERIF HREIM URL , AR #+ SR BERFEERN AWS Ef .

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"
annotations:
eks.amazonaws.com/role-arn: "arn:aws:iam::account:role/amp-
iamproxy-ingest-role"
server:
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remoteWrite:
- url: workspaceURL/api/vl/remote_write

sigv4:
region: region

queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

3. FATHEN Helm % , 23 Prometheus B XM B EREZBURNE R,

helm 1s --all-namespaces

RIBZERI AN , Prometheus BR M B ERZ R A prometheus , I BHERRA
AJEER 15.2.0

4. FERHLE—SHEHEIMN PrometheusChartName, PrometheusNamespace
PrometheusChartVersion , 1T FHl&a 5,

helm upgrade PrometheusChartName prometheus-community/prometheus -
n PrometheusNamespace -f prometheus-config.yaml --version PrometheusChartVersion

EoER  CEEIFEAINAL.

5. =H#& , #FiB awscurl & Amazon Managed Service for Prometheus i 2 , B3 =& K I EiX
g, B BRABEREMER AWS EiF B9 |, XA workspaceURL/ BIRAZBELE 1 kT
A URL,

awscurl --service="aps" --region="Region" "workspaceURL/api/v1/query?
query=node_cpu_seconds_total"

IR 1E 2R I Amazon Managed Service for Prometheus T/E[E |, S EH YAML BRIEAERE

& Amazon EKS E5X BRI TEE, ELER , BABTERER (CRD) , £ Amazon EKS £
WEEF, EAILAER Kubernetes AWS 25128 , EERBEEE A Amazon Managed Service for
Prometheus &R
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#& CloudWatch 151282 Amazon Managed Service for Prometheus
B®E

EEMRSENFTEIEEEFE —EE. Amazon Managed Service for Prometheus 7€ H &)
#EEY Amazon CloudWatch 158, 78 , M_IU\EFH Amazon Data Firehose 1 AWS Lambda #%
CloudWatch $5#2#X ZE Amazon Managed Service for Prometheus,

A ERER BA an{AaT 458l Amazon CloudWatch 38428 , A Amazon Data Firehose M AWS
Lambdan$ 52 #EELE Amazon Managed Service for Prometheus,

EBAERAWS ElRFHEZEEMN (CDK) FREMBIRE] Firehose RfFEFR. Lambda #l Amazon S3 f#7F
BTR8 , URETEHNRH,

Eft 5z
A AMBE —HER RIS REERR

CloudWatch 8B R A S B RIBEEREIES HTTP WwE = Amazon S3 FEFITE.
REEBRESTIE 4 ESER

« BRIE FoIRIRM

« #3 Amazon Managed Service for Prometheus T/EE
- RKMKIER

- BREBHE

FERMRAF

- AWS CLI BEZHNIRREPLENZRE .
- BELZNIREFLE AWS CDK Typescripto
- BREEHIREF ZE Node.js M Go.

- AWS T H|1% CloudWatch B2 [E HZX github #7FE ((WMetricsStreamExporter) EE R
BN AHERE,

# 3 Amazon Managed Service for Prometheus T{E[&E

1. WEF PR REEBRERAEIE Amazon Managed Service for Prometheus & £ #11T. EB T3
&S 3 Amazon Managed Service for Prometheus T [E :
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Metric-Streams.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/cdk/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cdk/latest/guide/work-with-cdk-typescript.html
https://github.com/aws-observability/observability-best-practices/tree/main/sandbox/CWMetricStreamExporter
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aws amp create-workspace --alias prometheus-demo-recipe

2. MEECEATIRTEULN IR :

aws amp list-workspaces

ZEHEI Amazon Managed Service for Prometheus BIEF#IE A , 5528 Amazon Managed
Service for Prometheus A&,

R AKIE B
1. ZHEMKIER

# aws-olly-recipes REFEMNREHZD , FAUTHTHKEREEL

CWMetricStreamExporter :

cd sandbox/CWMetricStreamExporter

BiE , ERAAREENRER , SURBE,
2. BBTHSRTHKEHEBES /cdk

cd cdk
3. BT TaREAZR%E COK MKIER :

npm install
4. KESSFRREENRESZ  REEAUATHTHEBEHKEES /lambda

cd lambda

5. —Hi#A /lambda ERIRE , FAUTHSZEE Go HIKIER

/

go get

RECREMBAKER,
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
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EDE

1. ERBEFENRBSHED , BB config.yaml &K Amazon Managed Service for Prometheus
T4E[E URL , HFERA {workspace} BAMEVHIERE ID , AKRE Amazon Managed
Service for Prometheus T/E[EFTTEH @i,

Bl , AT EEBRA

AMP:

remote_write_url: "https://aps-workspaces.us-east-2.amazonaws.com/workspaces/
{workspaceId}/api/vl/remote_write"

region: us-east-2

# Firehose X+ 7 Amazon S3 REFIFENEBEEASENERE,
2. EEEE AWS CDK Ml Lambda 216 , B EREFENRBEHETHTTIGS

npm run build

ME T SR HERET Go Lambda ZHE&IX 4 |, W HE CDK EBEZE CloudFormation,
3. BEEKINE , EREAWEIHEMEN IAMEE,
4. (B ZCEBHT T ELME AT EMEIL,

aws cloudformation list-stacks

£5 CDK Stack WitEBESHEBEH,

3 Amazon CloudWatch &%

BABEREREZEN lambda EE , 7 B Amazon CloudWatch B 151Z & i,
#3 CloudWatch 8Z£7k

1. EEZE CloudWatch £# & , #8it A https://console.aws.amazon.com/cloudwatch/home#metric-
streams:streamsList , ABIBENE L IEZE R R,
2. ENMERE , URMERE , ERMET R ZEEIER,

3. % Configuration T7F , EEEREIRFHEENIRE Firehose,

# Y Amazon CloudWatch &3 200


https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList
https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList
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4. B2 CDK %BIEILI Firehose, EEEUEM Kinesis B} Firehose B TR X EE
FEMEFRINER. BWEEM/RRE CdkStack-KinesisFirehoseStreaml123456AB-
samplel234,

H R EE R JSON,

AEERRB FHEEERNER,

i#1Z Create metric stream (B IEZER).

(BA) HEERBE Lambda HEFAA , FEEE Lambda TEEWEEERH
KinesisMessageHandler, ERERRSIEBENAFFRLIER , ERENFAATEZXSEE
8% A Lambda B EE AR,

® N o O

(® Note
RZARTE S P ESSHAEERRIERTETHAR.

B EER 218 Amazon CloudWatch &3t %] Amazon Managed Service for Prometheus.,

& bR

BRI RBREERAEFHERANER. THEFRBUMATIERE, ESFLEEINERSER,
BEER

1. A%, FEATHaSMER CloudFormation & :

cd cdk
cdk destroy

2. #BBR Amazon Managed Service for Prometheus TE[E :

aws amp delete-workspace --workspace-id \
“aws amp list-workspaces --alias prometheus-sample-app --query
'workspaces[@] .workspaceId' --output text®

3. ®&#% , A Amazon CloudWatch 3% & %k Amazon CloudWatch I8 &
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https://console.aws.amazon.com/lambda/home
https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList
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Amazon Managed Service for Prometheus I Z £ M4

MERZ2M AWS REEEBEIEF. 55 AWS BF |, BAUZHRNER P OMMBRERE  ELRE
EAmEREZEHRABHNEFIRMEES.

ZEMHR AWS BECBNARRE, AFSEEEAREERRERNEZEYE  NERPHLZEM

- EHRNREME - AWS EERETE Cloud AWS FEIIT AWS IRIEMHMERLE, AWS thAEIRET
ZEFERANRE. EAAWS SRHEN -9 , BE=HEEZAESEHIETIRBRMLZENENR
M, BETHERRM Amazon Managed Service for Prometheus B &R E] , HS2BAWS & 518l
0 BRI EE.

- Bl eN - ENEEEUAREER AWS HER®, SH4AHHMRREE  S/ERNIRE
. BRFNERNERERNER,

ZSER B 3L B SR R A 2Rl £ £ F§ Amazon Managed Service for Prometheus BFER £ EEFER,
T 5 EBEREA MR E Amazon Managed Service for Prometheus REF A BN L HEHRBE, &
g TR E A E M AWS AR 3R 17 B R BE = 4R Amazon Managed Service for Prometheus &

Ro
X8
» Amazon Managed Service for Prometheus i & £HRrE

« Amazon Managed Service for Prometheus HJ &% Bl 82 17 Bl &
« 1AM FFAIMIBUR

+ Amazon Managed Service for Prometheus H & 157 B2 3%

» Amazon Managed Service for Prometheus 1 #J18 JE Ihag

» Amazon Managed Service for Prometheus I E B R £ 4

+ {#H Amazon Managed Service for Prometheus IR EL &

« 5/ 528% Amazon Managed Service for Prometheus API FERY AWS CloudTrail
- RERBIRFH IAM A€

+ {8 Amazon Managed Service for Prometheus F /& VPC w2
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
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Amazon Managed Service for Prometheus H i & RHRE

AWS H[ESEERBEA M Amazon Managed Service for Prometheus R ERHRE, MLERFDR |
AWS EEREBEHITE NWLHERRE AWS Ein, ZEEHZETHERS ﬁEJ::T:MWQE’H'“%MEo
LEREREEMER AWS R NLLEBNEETE., FERRLENFRENR K F2RERE
AEEREESE. NEEEBMNERRENHEEBEN , F2RAWS T2 MIER LHWAWS HESEHTE
EE A GDPR FEENE,

ERERREEYN , RARBEHRE AWS IRFE 2 AER , A AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) B2 EEBIERAE, wt—R , SECHEHASESRETHK
HAEKMSENGTT. BACEREEATIHANREER !

- BERFHECHZEERRE (MFA),

- £/ SSL/TLS B AWS EFREHA. BMFE TLS 1.2 X EZEFAH TLS 1.3,

o M 5E API F{E A EEEIE2 8 AWS CloudTrail, tNEEEEA CloudTrail B MR AWS SEEIHN
B , B2 BAWS CloudTrail € FR&EER) RHER CloudTrail B,

- A AWS MEBMBARAR , URHPHMERERZLESH AWS R,
- FRERNZERLRIE (B0 Amazon Macie) , HBIREMREFEE Amazon S3 HWEBUBE R,

- MREE AWS FZBTTHIRES AP FE BFEE FIPS 140-3 BREN R IGHE=EHR |, 558 FIPS
imEh. MEFR FIPS M FIPS in MM EXHEAE , FE2 R I EFEEZ%E (FIPS) 140-3,

BRI ERCR8ETESEFNE FE iU SHMESHREN , REEES BHENHXXFHNA
o BlInE BN, EBEEEMER Amazon Managed Service for Prometheus SEH £ A AWS
CLI, API 2 AWS SDKsKYEfl AWS fRi% i, BEERIBHEAXFRU P AN TRAERETEE
ARTESDE AR, MRESREMNASBMFAREEN URL , RMEZIERB I ERE LHZARSEFZ RN
URL HEZEBEEA.

F&E
« Amazon Managed Service for Prometheus W& K &

- BREME

Amazon Managed Service for Prometheus W&

Amazon Managed Service for Prometheus B WE X FHRIERENIEEER | SMERERFFHITH
Prometheus fAlfR25/&3% = Amazon Managed Service for Prometheus, EREZELUTAZR :
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/

Amazon Managed Service for Prometheus EREIEE
- ERE

- ABRBHND BERNERER (FEEREESY)

- BRI REBEC

HE—HAF ID gRETEEFNER, EL ID RETFINEFEN. EFEZE2EAAF ID,

Amazon Managed Service for Prometheus &£ AWS Key Management Service (AWS KMS) £ i&
INBREEBRNER ., Amazon Managed Service for Prometheus S EBEL L8,

@ Note

Amazon Managed Service for Prometheus X EZUEFZESBRMNBENER, WFE
Amazon Managed Service for Prometheus TEER A 2 SWMFHEF , URNAFEHEE 2
NEFZESR 6 BSE FENE,

HahNERSEBMER HTTPS #1712, Amazon Managed Service for Prometheus £ R 285 F
HTTPS R AWS [E15 R 7] f [E 5 2 B HER.

F=rs &b T
o e N &7

RIZFEER , Amazon Managed Service for Prometheus € BE) AR IR ETFEMNS , XA AWS #EEH
N & |MRBAT LIRS

« AWS #EEHK £ — Amazon Managed Service for Prometheus F A EL B ESHMBZLEZT
EENER. SELHEA, EEBIGEA AWS HEN SR  SIBRHEHFEASN., T8 , BFFE
EEREAEEREEEMARER , MURENZZERNN SR, WFEFHEEF , F2H (AWS Key
Management Service BE ABIEmM) FH AWS BB 28,

NEBEERERNBOREHREFER (FIHEATEIEF) WEERRLFEREH N, ER
BEUNEBENZSRAEREFNERNEZLEAEN,

BHA U ERY THEER , BEEATFIESR .

- BEEZE S48 : Amazon Managed Service for Prometheus XEFAFREN, BEITENHBE
FSESRBRMBIEEDINER, ARAETURSEERMNE , REESTUTER

- BUNBESRIBE
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk

Amazon Managed Service for Prometheus EAEES
- BEUMM#E IAM BEERARTRE
- RANEFERES\BER
- BRTH/EBREZER
- Wi ER
- BYERAIA
- THEEBEMER

WMEHMER |, 5528 (AWS Key Management Service B A EE/E) PHNEFEHE SR,

BERAEECATFZESRIAWS HENSR, FATFIESRBEUNIFERRBELIERA
£ AWS AN E® (R2FR) .

® Note
Amazon Managed Service for Prometheus £ AWS #EN R EBMARENE , UK
BERELNER,
T8, FRAEFZESREIN AWSKMS B, MEEENFMEF , 528 AWS Key
Management Service EfEo

MFEFMEF AWS KMS |, 552 B1EE AWS Key Management Service ?

(® Note
ERAEFXESREVN TFERLEER AWS ZEWERETHRE

Amazon Managed Service for Prometheus I{A#E R {E AKX F AWS KMS
Amazon Managed Service for Prometheus EE=EEETREERAENEFZE TR,

BRRNLUEFZESWMMEN Amazon Managed Service for Prometheus TEERF , Amazon
Managed Service for Prometheus &{&iX CreateGrant R ZE |, KXREBEIIE=EHRE AWS KMS,
FEEF AWS KMS FAZE Amazon Managed Service for Prometheus ZEUEIR F 1 H) KMS €488 |
BN REERREFEW (Fl , FHiE Amazon EKS EEMEK IEEE B,

Amazon Managed Service for Prometheus EEREFTREFEA LN EFZE SBHET T HIAIPIRE
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Amazon Managed Service for Prometheus AR

* # DescribeKey @EREEXZE AWSKMS |, USBBERIY TEEREENHBEFZE KMS €828
B

* # GenerateDataKey FEREIXZE AWSKMS |, LELXHEFSESRNIZNER S8,

* #§ Decrypt HREEZE AWS KMS USEEMENER &8 , LEARMNBEHNER,

Amazon Managed Service for Prometheus &2 7 £#81 = E#R#E AWS KMS , LLAFF Amazon
Managed Service for Prometheus K REFEA /. LAUEBEELRBER. FRASRIBERE
RERSB/BNFIE, EHTELHECH A EXXD THRELHENERR, FNIEEFTRESRE
BRIEK,

MBBLAEMA A R BBRAEMZENFEE | Amazon Managed Service for Prometheus #%#E % FHUE
AEFSESBNBZNEMER  tEBLFEELZEIEENER  MESHEREZERHBEIRE,
BERETEENFERKEEIMEFER , MAATEKAEX,

/A Warning

- MRBEHEE  RESBBE P B Amazon Managed Service for Prometheus BJ17EHL
B, AEEZETEHRIEEREER. BEEIEENHTERSELMFE , METEKRAEX,

%1832 R Amazon Managed Service for Prometheus ¥ &8 ZEUE | MAILIBXEFEIR I
[E &R YRR ER
- MREEHBERE , IBLEFEUZERE , BIEETNEREXKRIEX,

SR BUFEFXETR

BRI LAER AWS EE XA AWS KMS APIs REVHBEFZESR., RELESBERREMIER
K 1ZHEVE | €888 Amazon Managed Service for Prometheus T/EER A EEEMERSEH , AT
"

BIAHBEFZESR
KB (AWS Key Management Service IR ABIER) AEVHBEFZESRNIT BT,
S|BER

SHBERERHEFSESHRNFIVER, SAEFSELRBLEARE—ELSREK , HAPITERE
HALFEASBERAEAFANERR, ERYEFSESRE , JUIEESRBER. WEFMER ,
22 # (AWS Key Management Service B AB1ER) FHNWEEBEEFSE BN EFR.
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EEBEFZELEE Amazon Managed Service for Prometheus TEE#EE R , AISBEESBEK
KPR AT AP #1E

« kms:CreateGrant : fiIEFZESRNEE. RESEHHIEE KVMS £BNFEE , BREA
#F17HL Amazon Managed Service for Prometheus FT B RIERIE, MEFHMENR , 2B (AWS
Key Management Service B A B1E®M) PHEARE,

iE T3 Amazon Managed Service for Prometheus #1177 T~ 5I#R1E :
- POl GenerateDataKey AELAMEZENERSBI MUFRE , RAEHSBRTELAARMNE,
« F0Y Decrypt AEARBEFENMNBEERS|/REFIMEBHNE S,

« kms:DescribeKey : RtEFZESMHNFME , B Amazon Managed Service for
Prometheus BESU5RFE 18,

LAUR 2T ¥ Amazon Managed Service for Prometheus $T18 B9 BUR BRIR = €545

"Statement" : [
{
"Sid" : "Allow access to Amazon Managed Service for Prometheus principal within
your account",
"Effect" : "Allow",
"Principal" : {
TAWS'" o M
},
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "aps.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

.
{
"Sid": "Allow access for key administrators - not required for Amazon Managed
Service for Prometheus",
"Effect": "Allow",
"Principal": {
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"AWS": "arn:aws:iam::111122223333:root"
.
"Action" : [

"kms:*"

1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

}I

<other statements needed for other non-Amazon Managed Service for Prometheus
scenarios>

]

- MEEBEBEFIEETUNFMEENR , 528 (AWS Key Management Service B3 A &5
) o

- MEERBEDE SR TFINFMEN , 528 (AWS Key Management Service i A B8
) o

H B8 2 : $§7F Amazon Managed Service for Prometheus W EF S E &8

ERENTEER , JLUEBB A KMS £ ARN RIEEEFZE £ , Amazon Managed Service
for Prometheus & f Itk ARN R in2 TERFIFEFENE R

HER 3. tHEHM RBFIESR , Fl Amazon Managed Grafana

WESBEER — REELEERHAM BRFEFE Amazon Managed Service for Prometheus & ¥
TE

B N E R AR H A REFE , RIEMPEEEERZ AWS KMS 80 FEE, fla, R
B EMFE A Amazon Managed Grafana RE IV ERNERRNIZE , BHUERF Amazon Managed
Grafana FE &R ER.

#Z Amazon Managed Grafana FEUEHNEE S E 8

1. 1£ Amazon Managed Grafana T/EEFEF , BEEFE Amazon Managed Service for
Prometheus W TEEZ . ESHE R Amazon Managed Grafana THEENHEEHA.

2. BETIEEFERANIAMACERE, EBAIKNA AnazonGrafanaServiceRole-<unique-
FEABETAGHNTE ARN, ZREREBNTEPR AWSKMS ERAPIEELERE,

3. HAWSKMS EF % %%%/%EEP BIBHAIEE I Amazon Managed Service for Prometheus T
EERFEANEFZESR. ESRMERERBFHERATDE,

4. HEEWEMAESE , BEGEZRE,
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5. RE|EMWMBEF | BEEL LRH Amazon Managed Grafana IAM B, ATERZKRE , BHATHL
EBES,
6. IBEFE, S IAMACHEZESRERAEFTE,

#£# Amazon Managed Grafana T{E[ER1E 7] LA#ZEX Amazon Managed Service for Prometheus T{E
EHHER, ZANEHMERAESACHEESRERE  FHMRBEFRENITER,

Amazon Managed Service for Prometheus INZRAR

NEATR-EEZANESREY  SSEMNEECEABREET.

AWS KMS ERAMBEABMABANCHIER , UXECBRENNE, ESENEERNBERPITE
MEARE , SENERAR AWS KMS BEEMENER., FEHZER  BLAEFRTITEHEE
HMmBEAR,

Amazon Managed Service for Prometheus MR R A

Amazon Managed Service for Prometheus ZEFTB AWS KMS ZiEfmEZERETEAERNMBERAS ,
Hh &84 aws:amp:arn , EAIEER Amazon Resource Name (ARN),

Example

"encryptionContext": {

"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-sample-1234-
abcd-56ef-7890abcdl2ef"
}

ER BB EITER

ELFERAHBNEFZESRNBEIFEERE , ZUUUERREEMAFPEAMNEAS , iEH
EFSESRNEALN. MBRABSEEHIRE AWS CloudTrail 2 Amazon CloudWatch Logs E4
K B,

EAMZEARTEFHEEFZESRNFE

BB UESRBERN IAM RS |, £AMZEARBTHES conditions REFHNEBEFZESRY
L, S ER T HEMINERERE.

AmazonAmazon Managed Service for Prometheus SERESF , FHMBZEARRHIREHEHIRS S E
BHANEFZESRNTFIE. BRTFRESERRTFATNREEREENNBEARR,
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Example

LTRETFTRENZEARCEFZESRFIENSRBCKRENES . HBERFAXFHRGESER
SEREEMZ AR INEABREYE.

"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
1,
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:aps:arn": "arn:aws:aps:us-
west-2:111122223333 :workspace/ws-sample-1234-abcd-56ef-7890abcdl2ef"
}
}

EZ# Amazon Managed Service for Prometheus B N2 < 88

B &4 B Amazon Managed Service for Prometheus T/EE#EH AWS KMS BEEZESRIF |, BT
5/ AWS CloudTrailz Amazon CloudWatch Logs RiE ¥ Amazon Managed Service for Prometheus
HIEHFER AWS KMS,

T 5|6l CreateGrant, Decrypt. GenerateDataKey#l AWS CloudTrail 95
#DescribeKey , FAFAES#E Amazon Managed Service for Prometheus FEIYH) KMS #®14E | UERE
FEZESRMENESR :
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CreateGrant

EXRFEHR AWSKMS BEEZE BRI TIEER , Amazon Managed Service for Prometheus &
REKEBEE={ECreateGrantiBXK , UFEBEEEN KMS €8, Amazon Managed Service for
Prometheus B EHEBNRE AWS KMS BE S E S B8HEBMNER.

LT EHIEH S50 CreateGrant B4k :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"retiringPrincipal": "aps.region.amazonaws.com",
"operations": [
"GenerateDataKey",
"Decrypt",
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"DescribeKey"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"granteePrincipal": "aps.region.amazonaws.com"
1,
"responseElements": {

"grantId":

"Qab0ac0dob000f00eaddcc@aleddfcOObce@0dc000f0000000cObcPa®@00aaatSAMPLE"

1,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

GenerateDataKey

BB ITEERA AWS KMS EF S E£4i#8K | Amazon Managed Service for Prometheus €2 11
M— L8, ©EEiXGenerateDatakeyiERE AWS KMS , AIEEER AWS KMSHEFZE
S8,

THMNEFEHE5CH GenerateDataKey B1E :
"eventVersion": "1.08",

"userIdentity": {
"type": "AWSService",

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
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"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:aps:arn': "arn:aws:aps:us-west-2:111122223333:workspace/ws-
sample-1234-abcd-56ef-7890abcdl2ef"
},
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbO@fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

Decrypt

EEHEMZNITHEE LELR | Amazon Managed Service for Prometheus €Al Decrypt &
ELUFERARETENNEERSRREFENENESR,

THNSEFSHEEEE Decrypt BRIE -

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "aps.amazonaws.com"
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},

"eventTime": "2021-04-22T17:10:517",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-
sample-1234-abcd-56ef-7890abcdl2ef"
.
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®@00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "dc129381-1d94-49bd-b522-f56a3482d088"

DescribeKey

Amazon Managed Service for Prometheus A DescribeKey & /F3R5RF B T & (= AH BB AY
AWSKMS ZEF ZES RS FERFMNESF,

THEMNEFHIEH 58 DescribeKey B1E :

"eventVersion": "1.08",
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"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

I

"invokedBy": "aps.amazonaws.com"
I
"eventTime": "2021-04-22T17:07:02Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@0 (V1; 0S)",
"requestParameters": {

"keyId": "00ddodb0-0000-0000-ac00-b0cOOOSAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",
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"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

E— T
TIEREREFRBEEERMBENFAER,

« W% AWS Key Management Service EABI S FFMEN , 528 (AWS Key Management
Service & ABERM)

. ME ZEHEEH AWS Key Management ServiceHISEME A , 5528 AWS Key Management
Service A& ABIEM,

Amazon Managed Service for Prometheus Y3 5 B2 17 B & 12

AWS Identity and Access Management (IAM) 2 AWS fR¥% , Al HBIE R E R £ tinH ¥ AWS BR
BEFE. IAM EESAEHHBLE NS TETE DRE (BA) LEERE (BEBFFA) SR Amazon
Managed Service for Prometheus EiR. IAM &I AR EFEH AWS BRI &9 .

£ |

- BEHR

- RSO BRE

- FABKREBEFIE

« Amazon Managed Service for Prometheus 2182 IAM — {5 F

+ Amazon Managed Service for Prometheus B § % £ B 5K & 451

« Amazon Managed Service for Prometheus § % f 1z EAY 58 & HE 7

BEHR

F A B AWS Identity and Access Management (IAM) ERIBENBEMEFTTE :

- REERAE — BEEEAFRRELIEE  BROEEERFEEITA (28 Amazon Managed Service
for Prometheus & % f17EXHY 5% 2 HE#7)
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- REEEE — SEREFAEFIHELREIMEBEFFAIFER (752 E Amazon Managed Service for
Prometheus #0{A]E& IAM —Bf{F )

- IAM EEE — BEBRUEEFEEIRS (7528 Amazon Managed Service for Prometheus 9 5 %
BB F 1)

FEHAE D BRE
EOBRBELAWS FAEFIBRBRANAR, BHXALL AWS IRERFERE. IAM FHERIEE
IAM A5 2HITE D RE,

B LAMER &9 R EAER , I AWS IAM Identity Center (IAM Identity Center), E—& A&
7 BT Google/Facebook BEAER , UBEE»WEXEA. NEEBEANFHENR , F2H
(AWS & A EHEER) R IAEAEN AWS IRF,

HARKERETFEE , AWS 21t SDK H CLI ABRBHREZHNFZBEHE R, MEFHMEA , F2H (IAM
FRAERRE) K API FERIAWS 5 4 REBREF,

AWS tRF 1RERE

EREY B AWSIRF , B8R —E&% AWS IRF theroot ERENZEAG DFHKR , ZF 2 EBHFH
B AWS BR#% NERNTREFEE, RIESTECRARERERJUTEEEE. ERFTERERE
BENER  F2H (AM EHEER) PHEEREHEBENES.

Bee D

REBRRERABCREFERABS S ORMEE , LAWS BE ERAKRRBEEFN .

BEFDRELEBHE, Web S REENFERE , SIEARE 2 RIFEH AWS R BFREFE
Directory Service » Bi & S0 BRIAE K MEXACSRMEEREE.

EEERVEBEEER , BEMEH AWS IAM Identity Center, MIEFMEF , 552 AWS IAM
Identity Center £ E ISP Y1 E= |IAM Identity Center ?

IAM £ F & F B+ 4

IAM {8 F§ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html@ —& & % EfHE A
FEARARXNSENT#, ERURREFNREGRIEREN IAM £AE, WEFHEA , F2H8
(AM EREERE) PHERAECRAECABRS SO RMUER AWS FAKRBETI .
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IAM EHEEEE IAM ERERS  FEEABEAENTITREMNER, NFFHRER , F2H
C(IAM fEREER) FH 1AM £/ &/ A =5,

3

IAM B

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIf B 2 EG 4 EHFTE  H
ATLAVREERER R, SO LUEBRERETNRE IAM A6 ( E24A ) HFEM AWS CLI 5 AWS API
BRERETAR, MEFMAEN , F280 (AM EHEER) FNBREABN T E.

IAM B EBRRBESE s EAEEH. B IAM EAEST,. BIRFEFIEEBREEFEE , URE
Amazon EC2 TR, MEHMEN K F28 (AMFREERE) 1 IAM PR IRIEFE &R
FH.

ERABREEFEE

ERILUEIB R M BUR Y G HIE R & 5 RNER AWS RIZEH AWS R ER. BERERRES 2R EIRME
BABIVET . ERFEARBFERE AWS |, SFTHELEE, ASHBEE L JSON X #H AWS £
FRE 7. MEE—DTH JSON BRXH , F2H (IAM EAEERE) F8 JSON BEREH,

EEESEMEARK  BEBEEMETRIUEWLEAG THRLEERNTEE , UEETFINEERE,

HERERT , ERAENAEREHT. IAMEEESEY IAM BXRIEHETEEAG , #iERERE

B, IAM BURERBMFERIFT AT , EWmBRAAES X#T.
SoBRBE

BoRRRERMES D (ERE, FAEFEIAR) K JSON FFATBERNX S, EEBEEH ST
HRLEFRATHLEDSE , UREANGKRE. OIFTHROARIS2EBEER , F2H8 (AM £REE
M) PHEBEFEEBRRERHE] IAM A,

BEOBEBRAD/ARBEK (EEABRRE-52) EXERX (ANMNESES 5 HNBEMLBEER), 0F
THRIOMEZEBRRRARBERZBMEE , F20 (AM E£REER) PREZEBRRERNREE
ZEEE,

BEREHER

ERBPBER MR ERH JSON BERN 4, HHIEHE IAM B EEEBRE Amazon S3 EFATEEE
R, EXEEREBRNEET , REEESAUERACARZHEREERNFIER. BLEAEE
FREBRPEEERE.
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BEREERRURZBBEHNARBE, SEEZEUNEFRAERNBEPERARE IAM B AWS 2E
2§ 8

HttBeREE

AWS XEHMBRERE  TREESERIREER THNRAFT :
« FFARR — RESFDBEBERARE IAM BRNEAFT. NFFHMEF , F2H (IAM EREE
) FH IAM BREFFA SRR,

« PRIEIEH B (SCP) — & AWS Organizations P BB S AE BBV IS ER A, MEFMENR |
528 (AWS Organizations A &EIEE) DHREIZHIBER,

- BEREFIEEK (RCP) — RELRFPERTAFAIN LR, MFFHMEF , F28 (AWS
Organizations £ EIEME) PR ERZEH BE (RCP),

- TERBREX — EUBAFTAXAACEBE S FERAEELGRITERER , USBEXEE
RS EUR, MEFHMEN , 2 (AM FAEER) P ITIERERBEE,

SREBREAR

EZERENBRBEANBRE  EENFUTEEEMMELER, 527 HIT AWS £4 R ZEHR
REHFRERBAFNBER , F2H0H (AM £REER) PHBERLEE.

Amazon Managed Service for Prometheus /&2 |AM — G

EIZEH IAM B Amazon Managed Service for Prometheus B ZEUE 2 BT , BEERHRLE |IAM ThAE™
LLE& Amazon Managed Service for Prometheus & Bt £ .

&1 LAFEEL Amazon Managed Service for Prometheus R/ IAM Thag

IAM Ih&E Amazon Managed Service for Prometheus X #&
S BEBE =
ERABE =
BURBIME =
BREIR =
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IAM Ih&E Amazon Managed Service for Prometheus X &
BEREZRE| 8 &
ACL B
ABAC (BUERHFHER) =
MR =
BIAFIRIERE (FAS) e
BHAE &
RIS ERHE 2

£ E 42 7 ## Amazon Managed Service for Prometheus FE b AWS BRI aN{aE2 K Z 2 IAM ThAEHE
BEEA |, F2E (AM EAEER) PHAWS HE IAM EEERB R,

Amazon Managed Service for Prometheus ) & 5 BB R
SESHEBEK . 2

SO BBERRALKME S 2 (Fla0 IAM ERE, EREFHERAE) K JSON FFAIBERXHF, ELEHK
R EH &7 EMERG TRREBPLERATHEDSE, NFTHROAMELSSEBEK |, F2EH (IAM
ERERERE) FHREBEFERBREZRBR] IAM AT,

£/ IAM 2 BEBER | BULUEERFREBNBENER , UREMERGET AFFREEBE. W
ETHREE JSON BERAERNMERE , F26H (AM E£REERE) T IAM JSON BETES
EO

Amazon Managed Service for Prometheus ) & 7 8 Bk & 451

3

= EMIR Amazon Managed Service for Prometheus LA & 2 B EB BRI S5 |
Managed Service for Prometheus £ & 2 8 Bk &5 4 .

2RB8 Amazon

Amazon Managed Service for Prometheus Y& R & BUR

TEERBBEK: B

Amazon Managed Service for Prometheus 21{i82 IAM — 3£ 220


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

Amazon Managed Service for Prometheus EREEmR

BEREBERRH B EIRA JSON RN . EREBXNRE REHIR IAM ASEEEEN
Amazon S3 REFATRER, EXEEREBRNEETS  REEESTUEAEMARZEHHESEER
MFEER. BRMIIBERNER , BREEREEN TR TUHRRERATHEEARE[AERET
BITHEE, BLAEEREBRITEEETE. ZXATUIEIRE, £AE. A, WSS ERE
= AWS BR7.

MERMABIRFEFIE , U EREMIRFENEEMBIRFN IAM BEREABEREBRNER. WF
HAES , F2E (AM EREER) P8 1AM FERIEEEIREF .

Amazon Managed Service for Prometheus BUR Bk
XEBEREE: B

EEE A LAER AWS JSON BUERRIEEH AIUERMAR, WHER , BHMEEBRE A BERA T oSt
EEREITH LB F,

JSON BURRE Action TEBERETARARAFHIEBBRFFRNEF, BHREERADERRTH
1TAEBABR BN ERVRT T,

£ EEE Amazon Managed Service for Prometheus BIERIEE | 5F52 0 (REFESE) FH
Amazon Managed Service in Prometheus &2 E11E.

Amazon Managed Service for Prometheus A BERBIEREBEZRIFERA T EF T

aps

EREE-RAXPIEESEEE ,

S
H
]
&
)
&

"Action": [
"aps:actionl",
"aps:action2"

]

£ EMIR Amazon Managed Service for Prometheus LA & 2 B E B BRI 25 |
Managed Service for Prometheus B & 2 8 Bk #54,

i’diﬂ

FE2E Amazon

Amazon Managed Service for Prometheus K BUER &R
XEBEXER: B
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EESWLER AWS JSON BURRIEEH T AFHAR, thpER , BMEERE M ERE T oA
FEER#AT UL B

Resource JSON R tZ WIS EEEAIENYH. REEKRFEHAHE Amazon Resource Name
(ARN) RIEEEER. EHFEFXZEERBRHT , FABAF T () X ZREAXNBARMEER.

"Resource": "*"

£ EEE Amazon Managed Service for Prometheus EREE & E ARN HEE |, 20 (RBZEE
2#) i Amazon Managed Service for Prometheus EEHE R, &E T MRS SUE AL B 41
EEEERK ARN , 5528 Amazon Managed Service for Prometheus & & E)1E,

= E MR Amazon Managed Service for Prometheus L& 2 BEB BRI E S | 5528 Amazon
Managed Service for Prometheus B & 5 B Bk #54 ,

Amazon Managed Service for Prometheus B BUER &4 3R 5|
SERBFERRGRTEEH® . &

EESWLER AWS JSON BURRIEEH T AFHAR, tWpER , MEEREERE T oA
FEERHAITHLEBIF,

Condition TEERBEBRNKRY , BEERBXNAITRE, EUURMERFEMESE FNVIFRHER
X (BINSFRTIR) , REBBRPORGNBRPNE, EEEFHME AWS £ERH4REIE , F2
B KIAM EREIER) PHAWS £EFRFABTREIE,

#E&EF Amazon Managed Service for Prometheus R #R5IRHEE |, F2H (RERESE) F
#9 Amazon Managed Service in Prometheus M&#FER518# ., BE 7 HE TR R WML B ENERER
HiEZE 5|8 | 5528 Amazon Managed Service for Prometheus E 2/ 814k,

EER Amazon Managed Service for Prometheus A5 7 AEBBUERMEH] , 5528 Amazon
Managed Service for Prometheus £ & 2 B BUR €4,

Amazon Managed Service for Prometheus B ZEUZE &I5EE (ACL)
YEACL: B

FHUEFIEE (ACL) FTEFIBLERE (RFKE, FRAERNAG) HEFIERRNFFT. ACL EER
EREBR , BEMAER JSON BERXAHER,
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&£ B Amazon Managed Service for Prometheus B & 4 B 1ZEU3Z#| (ABAC)

X ABAC (ERHFHER) : 2

B R FEUES] (ABAC) R—EREXRE , KBBEARRNBHRERT T, LU UEREREEE IAM
B AWS MER , REKET ABAC BUR , MEEZREANRERNTSER LOVERE RFHRF,

MERBERILEZE , 556 aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R# &5 , EECRNIEGTESD , BHEREA.

MRBHEXESEEREEN B =ERG SR  ABEZBBEMS , EA Yes, IRBBEIERLE
REEN 2R =@ k4R , RIEA Partial.

WMFT ABAC WIEHHEH , F2E (AM EREER) PHER ABAC RIEESRTT. NEEESAR
TE ABAC ZERMHEZRE , F2H (AM £REERE) PREHABEEFEES (ABAC).

FEBL Amazon Managed Service for Prometheus 1§ F 2 iF & &
XEGRRERE 2

RS EAERREM AWS BRNENFIE Y EECEABMSIRACKHEBEY, AWS BEE
BEELAHREAEN  MAREARMENE®R. UFEFMAES  F2H (AM EREER) P8
IAM A | R s 2 & B RE BE 1] £ |AM FE BB ERIAWS AR#S o

Amazon Managed Service for Prometheus 9 #3X 1ZE T /ER B}
SEETEMIERE (FAS): &

ERTFI IR (FAS) AWM HWEFEAFF T AWS BRI , &S AWS BRI ERM@ TERERE N
AR, WMFERL FAS BFRENBERFHRER , F2REXHFMTFER.

Amazon Managed Service for Prometheus B R#5 & &
EREAR &

REACRRBEETN AM S€  AIREMTEE, IAM EEE LR IAM RE, 18K FNM BRIRKE
Af, MEFMEER , F2H (AM FHERERE) PNEIAELUEIRFITHE AWS Ri%,

/A Warning

B F REACHNERTAES $ B Amazon Managed Service for Prometheus Ihaé, RETHE
Amazon Managed Service for Prometheus 2{##RE , TRREBREA R,
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Amazon Managed Service for Prometheus E#E & &
ERBEEGAR 2

BHEFACRERE N —ERBAE AWS . BB TUREARENTHENAR. REERS
AEgHREEN F AWSIRFE |, YHERBH#EE. IAM EESTRER  EFRFERBEZSEHN
AT A

i

MEE T HEE Amazon Managed Service for Prometheus FRISERE A RWEFMEN  F2E 4
Amazon Managed Service for Prometheus R B4 £,

\

Amazon Managed Service for Prometheus Y & 7 £ B 2R i 451

k7% , FAENAETEHEI RSN Amazon Managed Service for Prometheus ERIVFF T, &
ERTFEAEHEHMBEERITIHENTT , IAM BEEE TR IAM BUK,

WEE T AR fE AR IE L Ei ] JSON BURSMHE I IAM 55 BBER | 520 (AM FAEER) $HE
M IAM BUE (E#8).

mMEEHEI Amazon Managed Service for Prometheus FTEZEMEMERBHENEN , BIESEERE
B ARN 1% |, 528 (RERESZE) P Amazon Managed Service for Prometheus B Ej1E.
BRMEERLIE,

*RE
- BRBEEK
« f£f Amazon Managed Service for Prometheus £i£ &

- RFEAERBMFIECSHETA

HRREER

B EBESHEHERFPINEBABSRE TR, FEHEMBR Amazon Managed Service for
Prometheus &R, ELEETHEERLN AWS IRFELER, ELRYRRES S HBXK , FE
BTSERRBRSE .

- FEER AWS SEBRRAEBRRKEERTT - EERBRFIRTENCERAENTEER , FEH
R RTRZEREARAN AWS REBK., ©ATELN REM AWS IRF, RAIZREE
SRENEARI AWS NEFZERR , E—FRIH . WFEZEA , F2H (AM E£REE
) T AWS ZEBURREBBEENAWS ZEBK.
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- ERAREHERT - RE IAM BERNFAR  FERTHTERMTNAT. KERLEN , B
LESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEES , F2H (AM ERAEREE) B IAM FHBEERAEFT .

« A IAM BUR P EVRAFE — S IR B EVE - B SURMRARTIEEEER |, IRHBENE RN FH.
i, WA LREBREMS  BELAMER SSL EEAMERR. MREBKE Flm £HRBEE
AWS R , &t 7] LU A R 44 3R 42 T HL 77 HU#E CloudFormation, MZEFFMER , F2H (IAM £A
E18/) M IAM JSON BUETE © &,

« f£/ IAM Access Analyzer B IAM BUER |, f{RFT I 24 B 7 IEEE1E - IAM Access Analyzer B
BHBCRABABER , MAELBERER IAM BURES (JSON) # IAM RIEEH. IAM Access
Analyzer 12t 100 ZIEBERRERVETTHNER , IHBERERLBERANBE. WEFEE
7, B2 (AM ERAEERM) PRIEA IAM Access Analyzer §# 78 BUE,

- EEZEERRE (MFA) - NIRENRFIFE IAMFRES PWRFERE AWS IRF |, FBE MFA
DSR4 M, MEEFY AP BERER MFA | i MFA S4B EENBER., NEHAE
7, w2 (AM E£AEER) PER MFA WZ £ API FEL

WE IAM AREBBNEEESR  F28 (AM EAEER) B IAM Z2HEEH,

£ Amazon Managed Service for Prometheus ¥ &

% EZH Amazon Managed Service for Prometheus 124 , X BHEEREARN —HFFT, BEL

3 ] 478 SRR AR 8 AWS 1R F A Amazon Managed Service for Prometheus &R EEHIE
flo MREEVHSEALNEFITERENE2EBE , AIBREEZBENER (FRAEHAG)M
s, TEARELNMTFEREE,

HRMEFW AWS CLI X AWS API (9ERE , BTAFBERFREBEEEGHT. Rz , REAHFFIA
B ERBMITZ API BIENBER AT,

AETHRERERENAGMNMHATLUEER Amazon Managed Service for Prometheus 124 |, thEE#E
Amazon Managed Service for Prometheus ConsoleAccess®ReadOnly AWS S EBRERZIE

B, MEFMER , F2H (AM EAEER) PRFEFIIEAE,
RFFERAERAMMAECHFT

WEHE REBMMEIBEER , RFF IAM FREREKNEBAEAESINAREZIERR, HWBEE
GEEFEAHMEH H AWS CLI AWS APl URBRRET AR TR BENFT,

{
"Version": "2012-10-17",
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"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

Amazon Managed Service for Prometheus & % F1ZEXH) 5% & HE 2

B UL B AR B IR BT A& IEF A Amazon Managed Service for Prometheus 1 IAM B o] &£}
BNE RREE,

&

« FIZE T Amazon Managed Service for Prometheus F #1717 B)/ERI R,

« RAEBHIT iam:PassRole B iZ#E

« REE AT AWS IRE A BEFEIEKH Amazon Managed Service for Prometheus &R
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8B Amazon Managed Service for Prometheus # #1117 EI/ERY #EER .

MREKEER |, FAERERENITEF , ENBRLEEHN , AFFERITEIF,

TH#EHIEREEmateojackson IAM EREEHAERATEARE —EERS my-example-widget
BEROFMENR , BAEER aps: GetWidget FFAIRE4E,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
aps:GetWidget on resource: my-example-widget

HEHBERT , BEEH mateojackson FRAENBER , AFFEMR aps:GetWidget BEFE my-
example-widget BiR.

MREFEZHE , FHEEN AWS EEE, ZNEESRHENEZEE.

R AEBHIT iam:PassRole K2

MREWE)E BT iam: PassRole EEREMRAVEEER , AIXAFEHBRUZIZ KA REIELE Amazon
Managed Service for Prometheus,

BE AWS B# AIREEREACEEGERE K MAREBEYFNEBXACIRBEELEC, NFH
TR , L ARERACBEEZ BB,

E& A marymajor B IAM {# & E £ Amazon Managed Service for Prometheus 5117 E1/ER |
BAETHEHHFER, B2, BEFRBREEMBEAER TN T, Mary EEKACEERGRENET
A,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

FEEERBRAT , Mary WBUIRLAERH , 7AFFMHHIT iam: PassRole BEfE,
MREEEME , FREEHN AWS EER, SNEESRMHENEERRE.

REE AT AWS IREAH A EFZEI M Amazon Managed Service for Prometheus &
i

BUNRN—EAE  BEMRFTNERAENEEBATNAEFIENER, BT UEEZ R
EEEMHDEZAR, HEXEERERNBRNFIUERIBE (ACL) IR , SR SUERA ABL R
RRBEFAEBTFRENE RN,
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#

« ZE T # Amazon Managed Service for Prometheus & X = E L IHEE |
Service for Prometheus #N1a/E2 IAM — 3 F o

- BETHIAAWS tkF ZEHEN ER2BRMFEE , F28 (AM EAEER) PHNESRHE
BEAWSIRF W5 —@ + 45 IAM FAEREFERE.

- FEETHRIMKERNFIERMEE=S AWS IRF |, F28 (AM EHEER) PG FEER
HIEE =5 AWS 1RF #H.

- MFETHRINAMEBHS G o RAEFEE , #2828 (AM £AEER) PN FIUERESGEINSE
TEIBENFERE @E59).

- METHEAALCNEREABRETERFFRZEANZR , F28 (AM FEAEERE) 8 IAM
R E ERFE.

281 Amazon Managed

|IAM FF o] M BUR

ZE Amazon Managed Service for Prometheus BIMEMERFERFT, ELEBEAERNSVEETHIT
EEMEE AWS BERIFFA , GRS EiRE IR Amazon Managed Service for Prometheus
B, THESERMEWMAEER AWS Identity and Access Management (IAM) 1 Amazon Managed
Service for Prometheus WFFHIER , BHREHHEAUFIELER , HEREBELNER. WFFEE
A, F2E IAM FRBEMEF,

Amazon Managed Service for Prometheus &F 7]

3
¢

£ E&E E A AER Amazon Managed Service for Prometheus Bi#E58, EREHMEH RS |
B Amazon Managed Service for Prometheus BB, ERME4ZE 5|8,

Ei5) 1AM B
AEFRE A SR A A RS BRI,

T 5 IAM BIZEZEF Amazon Managed Service for Prometheus HERBZHE , L BEHEHRER
Amazon EKS B2 EF XL HEAFHENA.
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"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:*",
"eks:DescribeCluster",
"eks:ListClustexrs"

1,

"Resource": "*"
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{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
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"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {

"type": "Role",

"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::123456789012:role/Admin",

"accountId": "123456789012",

"userName": "Admin"

iy
"webIdFederationData": {

iy

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-11-30T23:39:2972"

}
}
},
"eventTime": "2020-11-30T23:43:217",
"eventSource": "aps.amazonaws.com'",
"eventName": "CreateWorkspace",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",
"userAgent": "aws-cli/1.11.167 Python/2.7.10 Darwin/16.7.0 botocore/1.7.25",
"requestParameters": {
"alias": "alias-example",
"clientToken": "12345678-1234-abcd-1234-12345abcdl"
},
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"arn": "arn:aws:aps:us-west-2:123456789012:workspace/ws-abcl123456-
abcd-1234-5678-1234567890",
"status": {
"statusCode": "CREATING"
},
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"
},
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
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"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

gif5] : CreateAlertManagerDefinition

LA T €5%|#RE R CreateAlertManagerDefinition Bj#E#Y CloudTrail B 5% A&,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {

},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-09-23T20:20:14Z"

}
}
b
"eventTime": "2021-09-23T20:22:43Z",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateAlertManagerDefinition",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",

"userAgent": "Boto3/1.17.46 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.46",

"requestParameters": {
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"data":
"YWx1cnRtYW5hZ2VyX2NvbmZpZzogfAogIGdsb2IhbDoKICAgIHNtdHBfc21hcnRob3N@OiAnbG9jYWxob3NO0jI1lIwogl

"clientToken": "12345678-1234-abcd-1234-12345abcdl",

"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"

},
"responseElements": {

"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-

trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"status": {
"statusCode": "CREATING"

}

I

"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "123456789012"

#if5] : CreateRuleGroupsNamespace

LA &35 B RB 7R CreateRuleGroupsNamespace E4E#Y CloudTrail B &% AE,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

iy
"webIdFederationData": {

}I
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"attributes": {
"creationDate": "2021-09-23T20:22:197",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2021-09-23T20:25:08Z2",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateRuleGroupsNamespace",
"awsRegion": "us-west-2",

"sourceIPAddress": "34.212.33.165",
"userAgent": "Boto3/1.17.63 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.63",
"requestParameters": {
"data":
"Z3JvdXBz0gogIC@gbmFtZTogdGVzdFJ1bGVHcm91cHNOYW11c3BhY2UKICAgIHI1bGVz0gogICAgLSBhbGVydDogdGVzc
"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"name": "exampleRuleGroupsNamespace",
"workspacelId": "ws-12345678-1234-abcd-1234-1234567890"
1,
"responseElements": {
"Access-Control-Expose-Headers": '"x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"name": "exampleRuleGroupsNamespace",
"arn": "arn:aws:aps:us-west-2:492980759322:rulegroupsnamespace/ws-
ae46a85c-1609-4c22-90a3-2148642c3bb6c/exampleRuleGroupsNamespace”,
"status": {
"statusCode": "CREATING"
},
"tags": {}
},
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

WEARE CloudTrail SRR BHER |, 528 (AWS CloudTrail EA&EE®) # K CloudTrail record
contents,
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Al LA A5 I S AR IS OR B B4R Pod R B BSIRME AWS 357/, MIEFHMES , B2 RBEEFH IAM
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RIIRFEH IAM AEEBARKEAR.

#£ Amazon Managed Service for Prometheus # , 5 iR A & 1] 1% By R B8 £ Amazon Managed
Service for Prometheus. Prometheus faliR&8 1 Grafana fAfRE5 2 EREFNBEFMENAE,

JOIRIR I
FZEALHEFEELEER%E AWS CLI M EKSCTL 5 R E.

H Amazon EKS B2 EEEMEEXENREAE

#E7E Amazon EKS # 552 E R A &L Amazon Managed Service for Prometheus B
Prometheus fAfRZRMIIER , BHAAZAEB TIFFAARS !

* iam:CreateRole

* iam:CreatePolicy

* iam:GetRole

+ iam:AttachRolePolicy

* iam:GetOpenIDConnectProvider

2% Amazon Managed Service for Prometheus HEE/EXH RE A E

1. B HEA createIRSA-AMPIngest.sh BEETIABRHNER,
# <my_amazon_eks_clustername> B BENEERZRE Wi
<my_prometheus_namespace> #it A Prometheus & 22,

#!/bin/bash -e

CLUSTER_NAME=<my_amazon_eks_clustername>

SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>

AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)

OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/*https:\/\///")

SERVICE_ACCOUNT_AMP_INGEST_NAME=amp-iamproxy-ingest-service-account

SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE=amp-iamproxy-ingest-role
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SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY=AMPIngestPolicy
#
# Set up a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/

${0IDC_PROVIDER}"

},

"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {

"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:

${SERVICE_ACCOUNT_NAMESPACE?}:${SERVICE_ACCOUNT_AMP_INGEST_NAME}"

# Set up the permission policy that grants ingest (remote write) permissions for
all AMP workspaces
#
cat <<EOF > PermissionPolicyIngest.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"
1,

"Resource": "*"
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3
EOF

function getRoleArn() {
OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception

if [[ $? -eq @ 1]; then
echo $OUTPUT

elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) ]1]; then
echo ""

else
>&2 echo $OUTPUT
return 1

fi

#
# Create the IAM Role for ingest with the above trust policy
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE)
if [ "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN" = "" 7];
then
#
# Create the IAM role for service account
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)
#
# Create an IAM permission policy
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY \
--policy-document file://PermissionPolicyIngest.json \
--query 'Policy.Arn' --output text)
#
# Attach the required IAM policies to the IAM role created above
#
aws iam attach-role-policy \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--policy-arn $SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN
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else
echo "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN IAM role for ingest already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN
#

# EKS cluster hosts an 0IDC provider with a public discovery endpoint.

# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.

# Doing this with eksctl is the easier and best approach.

#

eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

2. FRATIGS , BTFETHRLEER,

chmod +x createIRSA-AMPIngest.sh

3. HITETR.

RERBIRFH IAM S8 |, LEHIER

EERERBIRFEN IAM A€ (REAE) UBAMR Amazon Managed Service for Prometheus TE[E
EHESR , BLXABABRETHEFFTHNIRSE :

 iam:CreateRole

* iam:CreatePolicy

+ iam:GetRole

« iam:AttachRolePolicy

* iam:GetOpenIDConnectProvider

R E R A & LLER Amazon Managed Service for Prometheus 154 ;

1. BIHEA createIRSA-AMPQuery.sh BEETIARABTHER, #
<my_amazon_eks_clustername> B#ENFEEZE , A& <my_prometheus_namespace> £
# 5 Prometheus & =M,

#!/bin/bash -e
CLUSTER_NAME=<my_amazon_eks_clustername>
SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>
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AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/Ahttps:\/\///")
SERVICE_ACCOUNT_AMP_QUERY_NAME=amp-iamproxy-query-service-account
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE=amp-iamproxy-query-role
SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY=AMPQueryPolicy
#
# Setup a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/

${0IDC_PROVIDER}"

I

"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {

"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:

${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_QUERY_NAME}"

# Set up the permission policy that grants query permissions for all AMP workspaces
#
cat <<EOF > PermissionPolicyQuery.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",

"Action": [
"aps:QueryMetrics",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"
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]I

"Resource": "*"

3
EOF

function getRoleArn() {
OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception

if [[ $? -eq @ 1]; then
echo $OUTPUT

elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) ]1]; then
echo ""

else
>&2 echo $OUTPUT
return 1

fi

#
# Create the IAM Role for query with the above trust policy
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE)
if [ "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN" = "" 7];
then
#
# Create the IAM role for service account
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)
#
# Create an IAM permission policy
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY \
--policy-document file://PermissionPolicyQuery.json \
--query 'Policy.Arn' --output text)
#
# Attach the required IAM policies to the IAM role create above
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#
aws iam attach-role-policy \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--policy-arn $SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN
else
echo "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN IAM role for query already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN
#
# EKS cluster hosts an 0IDC provider with a public discovery endpoint.
# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.
# Doing this with eksctl is the easier and best approach.
#
eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

2. FEATIST K BTFETHRLEER,

chmod +x createIRSA-AMPQuery.sh

3. HTESH.

{$F Amazon Managed Service for Prometheus & VPC i 2

R EEH Amazon Virtual Private Cloud (Amazon VPC) £ AWS BJR , &AL VPC B2 Amazon
Managed Service for Prometheus 2 B2 FAEER. B LIERIELERREA Amazon Managed
Service for Prometheus B2 VPC EREE M T REE B R,

Amazon VPC 2 —18 AWS k¥ , TARELERHNERBEFRE AWS BER, £ARA VPC R
BHENRERERE , fl0 1P iyt EE, FREK., WARNBEERE, EEH VPC EiEEl Amazon
Managed Service for Prometheus , 82 EZ& N M VPC im B L& VPC E#E T AWS R, imERdt
Amazon Managed Service for Prometheus # 7] 58, TEEE?& BREEEREEREE, MBIt
HEEE (NAT) #1TMERR S VPN EiR, MEFHAENR , 5528 (Amazon VPC ERAERER) #MMTERE
Amazon VPC,

M HE VPC i 2R A AWS PrivateLink$: 77 , 18 AWS E Mo EAEEAE IP thut AVEMFERR A E ,
£ AWS Rz BETIEER. MEFMER , F52E New — AWS PrivateLink for AWS Services
EEE L E,
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LUTEHREAM Amazon VPC HERE., MERKRMER Amazon VPC WEFMEA |, 5828 (Amazon
VPC £ EER) P AM.

% Amazon Managed Service for Prometheus 23X /1 VPC %% 2

BYNHE VPC %% , LABIAE A Amazon Managed Service for Prometheus. &R AL T RIS & T8
U Eh IR E

¢ com.amazonaws.region.aps-workspaces

EEWREEE , BNaE A E Prometheus HHAH APl, MNEFAE
Service for Prometheus A& 5/) A HVEE Prometheus 8% AP,

%II

5528 (Amazon Managed

* CcOom.amazonaws. region .dps

ERENREEBAMTIEREEEE. MEFHENR , F2E (Amazon Managed Service for
Prometheus £ &) F# Amazon Managed Service for Prometheus AP,

® Note

MREBERE EERAREEFIN VPC R remote_write , BIESESH B HEH VPC i
25 AWS Security Token Service , LA SR 5F sigv4 EiBimEE. MBEVL VPC inBWIHEE
F AWS STS , FHZ2BIAWS Identity and Access Management { fER & ERE) FHEH AWS
STS /1H VPC i 2, &24AE AWS STS # SR EAFEH Big{tin T,

ME\EFHMET , BHEBINE VPC mHEMELER , 520 (Amazon VPC EREER) HHEILT
TED U 26 o

® Note

IBAILAE A VPC i BBUR 232 %] Amazon Managed Service for Prometheus 71 VPC i 24
WFEE, WRFAER A FSRT—H,

IR IRE T Amazon Managed Service for Prometheus #J7TH VPC %2 , mMEEBREER VPC
FMIETHEENER , SLEZASKREREBNE VPC inBEA, Amazon Managed Service for
Prometheus 8 A B RSB REmEE (FAD) R THER.
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24| Amazon Managed Service for Prometheus VPC i & i 17 EUiE

BT LAMER VPC iw BB R k42 4] Amazon Managed Service for Prometheus 41T VPC i 2689 7Y
B, ERBIRERRER , VPC REBERLZEZZREN IAM ERBER, MRERIER R
EEBR , Amazon VPC €UFERBREZEUAATZEFIRE. REBRETEEEIIN IAM 55
ERBRIREBFENER, EESTESWER ARG 1R HEIPTEE 2 RENFE.

MBEHEET , BB (Amazon VPC A EISE) HEYEA VPC B8 SR K 71,

AR 2 Amazon Managed Service for Prometheus W B3 BUERRV €], WWEER AFFA® A PromUser B9
FHEZEIR VPC E# 2 Amazon Managed Service for Prometheus LA %18 T/AEEME BIBEAE | 1B TEE
ARG N2 S S MIBR TEE

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AmazonManagedPrometheusPermissions",
"Effect": "Allow",
"Action": [
"aps:DescribeWorkspace",
"aps:DescribeRuleGroupsNamespace",
"aps:ListRuleGroupsNamespaces",
"aps:ListWorkspaces"
1,
"Resource": "arn:aws:aps:*:*:/workspaces*",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:role/PromUsex"

THEHRERNRAEARFRBIEE VPC HIEE IP Ut ERK . REHM IP LutBERBE K
o
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"aws:SourceVpc": "vpc-555555555555"

{
"Statement": [
{
"Action": "aps:*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*",
"Condition": {
"IpAddress": {
"aws:VpcSourcelp":
.
"StringEquals": {
}
}
}
]
}

"192.0.2.123"
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Amazon Managed Service for Prometheus $5 52 5% # HE 2

T3 & & v E B &% Amazon Managed Service for Prometheus 1R BT S HERE

&

* 429 SPRHIBIBIER

- REDNEENEH

- REFERHESIREBE IS

- REZNHERFEHENERAR

« BHYAIE Prometheus fa] BR 258 HH 8 1B BR 1,
. RNEBoERARET

429 = PR FH 18 &5 52

MREEFNELTHEFIN 429 858 , AIEHFERE BB E¥ Amazon Managed Service for
Prometheus H#EEXHL &8,

ts=2020-10-29T15:34:41.845Z caller=dedupe.go:112 component=remote level=error
remote_name=el3b0c
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429

Too Many Requests: ingestion rate limit (6666.666666666667) exceeded while adding 499
samples and @ metadata

WMRERIBELTIEHIA 429 53R , AENFREBEBTHEERMAPEREBER Amazon Managed

Service for Prometheus HtZE,

ts=2020-11-05T12:40:33.375Z caller=dedupe.go:112 component=remote level=error
remote_name=aps
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429 Too Many
Requests: user=accountid_workspace_id:

per-user series limit (local limit: @ global limit: 3000000 actual local limit: 500000)
exceeded
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MREEBNELTHIEEHFHY 429 $538 , BHIFERE BB Amazon Managed Service for Prometheus B
28 , RO LAEA RemoteWrite Prometheus & API B ERMEXZETEEMNER (BRRIE ).

ts=2024-03-26T16:50:21.780708811Z caller=dedupe.go:112 component=remote level=error
remote_name=abl23c
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/vl1l/
remote_write

msg="non-recoverable error" count=1000 exemplarCount=0 err="server returned HTTP status
429 Too Many Requests: {\"message\":\"Rate exceeded\"}"

MREFEFNELTHIEEHFH 400 $#38 , BB RSBBERAFEREFFIH Amazon Managed Service
for Prometheus Bi¥E, MFENARBEADREFIIBEENFRER , 528 (EATPF5FERAEE,

ts=2024-03-26T16:50:21.780708811Z caller=push.go:53 level=warn
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/v1l/
remote_write

msg="non-recoverable error" count=500 exemplarCount=0

err="server returned HTTP status 400 Bad Request: maxFailure (quorum) on a given error
family, rpc error: code = Code(400)

desc = addr=10.1.41.23:9095 state=ACTIVE zone=us-east-la, rpc error: code = Code(400)
desc = user=accountid_workspace_id: per-user series limit of 10000000 exceeded,
Capacity from 2,000,000 to 10,000,000 is automatically adjusted based on the last 30
min of usage.

If throttled above 10,000,000 or in case of incoming surges, please contact
administrator to raise it.

(local 1imit: @ global limit: 10000000 actual local limit: 92879)"

wEEHEI Amazon Managed Service for Prometheus AR % Bt 88 A & 58 SR a4 18 iRV FEARE FR |
Amazon Managed Service for Prometheus Service Quotas
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BB EER S

MREEEEASATAM Prometheus ###H , BIFETE Prometheus #11TE#E L EANSEBRREZEE
EERMBR, MEFMER , BF2EEEEE Amazon Managed Service for Prometheus B & 7] F 1%
EEMBREEE R
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Amazon Managed Service for Prometheus Bk FHEE R , L FAHFESEFIRY BB SR LW
&,

MBEBAOERRKFIRE , B LLEEHER out-of-order samples, duplicate sample for

timestamp=X M EEERsamples with different value but same timestamp., ELREEEFE
REHRTERNAFIRRE , $ERMEEZE Amazon Managed Service for Prometheus FTi&E K. 03R

HBEAEREEXEX THITH Prometheus AF IR , FREHERTEEEERRFIZEBIELER
WA, WRENEFEERERBER , FRECHRETRIER.

WEFEMAEENFRET , IRERENATR , F2EEERE T # Prom Labs ' Prometheus
E 18815 FMOut-of-order i BB Fe fE 32

HEFIER B BRI ERAS

® Note
Amazon Managed Service for Prometheus £ CloudWatch FA£154Z , LLEE#E Prometheus
ERHAE, £/ CloudWatch AEBEERIIEE , &0 LLEEE Prometheus ERFMEAE R |
LARR LE 3% 4 BRI SR ER

MREBEFEETHHP —EEBRAL , EAIFREMEF —1E Amazon Managed Service for
Prometheus BLRE , AfBRLLRERE, MEFMERR , 2B Amazon Managed Service for Prometheus
Service Quotas,
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Managed Service for Prometheus Service Quotas.
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- BEBHIWETHERE (AWS CLI)

BEBWEZEIER (FER)
RO LAERAER A —EARZEZERHIEZE Amazon Managed Service for Prometheus TEE,

1. BARX Amazon Managed Service for Prometheus £ & , fuR https://console.aws.amazon.com/
prometheus/,

FEEERD , BEEDERET.
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BELEZEETEENTERE D,
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HEBHIEEI/EE (AWS CLI)

BB TYISER , A AWS CLI $EZEB#T8E Amazon Managed Service for Prometheus TE[E,
EEEENEZER  BEHWEEIEE , 5528 &3 Amazon Managed Service for Prometheus T4E

=
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EEESED  BABRECLESEHMAN AWS CLI SiEEHZE B a4, MEFHMER ,
B %% AWS Command Line Interface,
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aws amp tag-resource --resource-arn arn:aws:aps:us-
west-2:123456789012:workspaces/IDstring
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--tags Status=Secret,Team=My-Team
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aws amp list—tags—for—resource --Iresource-arn arn:aws:aps:us-

west-2:123456789012:workspace/IDstring
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{
"tags": {
"Status": "Secret",
"Team": "My-Team"
}
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(ER) BENES —EER , BiEE Add tag (FTEER) —X
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#®%8 Amazon Managed Service for Prometheus T/EEHIZEE (AWS CLI)
BB TILRER AWS CLI REF THEENEFER. EAUUSERERSIENERMEHMZIRSIR,

IR S P IT tag-resource T , IEELEEHEH 2 Amazon Managed Service for
Prometheus T4EEHY Amazon Resource Name (ARN) , i EZEHRE S| #MNERE -

aws amp tag-resource --resource-arn arn:aws:aps:us-
west-2:123456789012 :workspace/IDstring --tags Team=New-Team
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BEEEER,
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prometheus/,

EEEERT , BEYRERET.

EBEMEIER,

BELEEETHREN IR D,
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KAZEH g E R EG R =R (AWS CLI)

BB TSR, £ AWS CLI S EZEB#TEZE Amazon Managed Service for Prometheus 33 BRI 4H
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--tags Status=Secret, Team=My-Team
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aws amp list-tags-for-resource --resource-arn rn:aws:aps:us-
west-2:123456789012:rulegroupsnamespace/IDstring/namespace_name
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{
"tags": {
"Status": "Secret",
"Team": "My-Team"
}
}
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EEMRHMER K FEE "HEER, .

10. ELTHTENGESERE  HEE ®#REEE. .

© © N o g b~ 0D

RERUFEAD S ZHEH 262


https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home

Amazon Managed Service for Prometheus EREEmR

#m¥8 Amazon Managed Service for Prometheus & RIE#fHfn & =B ZE (AWS CLI)

AR TIZRER AWS CLI REFRAFES B ZANER, SIS EREGRIBNEIHEH
b3R5/ 8,

ERImEE TSI , #1T tag-resource I , EELEEFHEEA Amazon Resource Name (ARN) ,
WIEEFBZRSIRNERE :

aws amp tag-resource --resource-arn IN:aws:aps:us-
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BRI ERER,

/A Important
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%, BNIRFEE—EREIE  Hh IR EBENTR. RETEINFZREEARREEEMERE
B FEER PR 1

HENEEENEFERRETFrBETBER—EZN. URENREFEFEAN (BEIERAEIER)
£ 1,000,000, RIEM THEEAUE-VYABN-—EEEERES . MRER 100 BEEEMMAEK
X, eeXIRE , MATSBEHNE[LE, EttEHEHRRIER,

BEFREABURENERENNL. IRBEEREATELR  USVENE—ETHHE
BEIENERLRAL. IRAXTHRERBEERDR  USKLRE. BETRTERSERK
FRHUB LR, BHERGEFERERESATEERAGERERRE, NRSATEBNERE
EHREH 170, 000, AIRFEHROEFATEEREY 170, 000 BFE.

MRENTEESYEEEL 1, 000, 000 EERHES , ENRFTERELNEROAZTEN. AR, #F
FTRESYEEMER 170, 000 EF4AF , ERES 1, 000, 000 EFXHFNHRABTEAL, WREEE
ZHIN , THZANFETESE 6 PAREDERKEE,

(® Note

FEEE EEHORFER T, MREE 100 BF/HATH , WEXEHF 101 BEFINER , BIEER
E{EFER, Amazon Managed Service for Prometheus T2 92 HER. IREBERBWNE
2, BULEEE (HRARNEEB-EBEEE ).

BAFESHRETROR , TFESRENESERNEM, SRR EE/RERRERE
B, MREIAEEREFHRERFR , ARFETETSEIEFTELR. 4l , NREESRETE &
A A E S WHEEE 170 , 000 EEMES . ABESVEMDRN 170, 000 EEMEHIEF , FEFIFES
REMERERATE.

R T


https://en.wikipedia.org/wiki/Token_bucket
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HEAENE R Y E A PR

ERAEER

SRR TEEMER | Amazon Managed Service for Prometheus ti8 FHIEEAER, BLERT
HE,

- EREEGEIB 1 /NFRVIEREH,
- BEHMINTRENBLATERER.
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Amazon Managed Service for Prometheus APl 2%

Amazon Managed Service for Prometheus 12 FT& APIs :

1. Amazon Managed Service for Prometheus APls — it APIs AJZ R I FMEE Amazon Managed
Service for Prometheus TE[E , @%Iﬂzlna_n ERSS, BEREEEER. RAFETEZEMGCH
BVRE. BRLMERERRSERNRFTES AWS SDKs REEL APISEE.

2. Prometheus 82 APIs — Amazon Managed Service for Prometheus X 82 Prometheus & HY
HTTP APIs, EX£ APIsATREREHFTEARR. BB TERE. BHEM RBERNTEES UK
£/ Prometheus EFFEE (PromQL) EHERER , UREESHNEREREH,

A Ei%|H Amazon Managed Service for Prometheus FFsZ B89 AP| ¥ & BHEE,

MERSY, ZEM API FBEREENEEEEN , 5528 (Amazon Managed Service for Prometheus {#
A#&ER) FH Amazon Managed Service for Prometheus BR % Bt 58

ES]

« Amazon Managed Service for Prometheus API

« Bd Prometheu f8A R API

Amazon Managed Service for Prometheus API

Amazon Managed Service for Prometheus 2 ft2 37 M#£E Amazon Managed Service for
Prometheus TAE[ERY API #1F. ESEITHE. . EREEEER. RAUFATEZBEMICHK
EIJ APls,

T Amazon Managed Service for Prometheus APIsEIEF#IEFH |
for Prometheus APl &,

:I:I'H

28 Amazon Managed Service

i AWS SDK £/ Amazon Managed Service for Prometheus

AWS K2R EE! SDKs) BRARFZRAMMNEARTES. =18 SDK #i24 AP, BXIFE ML
14= Taﬁ?ﬁﬁékﬁﬁi“_‘?iﬁuﬂﬂﬁrﬂﬂﬁm SEE AWS ERRER . MFEKFESF/HM SDKs MTEF
A2 (FARAEHRL) PHAWS ZETE AWS,
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https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
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© BIREHIRA

EMEBEEAEERTEANKE AWS RBEEHNETMEMSDKsHWRMER |, WENKE
SDKsRIFEZEHME. AWS ABREHRERHSZIHONENIIE , UART2HEER.

B3 Prometheu tHAH API

Amazon Managed Service for Prometheus & 82 Prometheus & APIFEEH API,

I Prometheus 1% APISHISHAE T | 5528 (5 Prometheus AARM API E#.

ES ]

» CreateAlertManagerAlerts

* DeleteAlertManagerSilence

* GetAlertManagerStatus

+ GetAlertManagerSilence
* GetLabels
» GetMetricMetadata

* GetSeries
» ListAlerts
» ListAlertManagerAlerts

» ListAlertManagerAlertGroups

» ListAlertManagerReceivers

» ListAlertManagerSilences

» ListRules
+ PutAlertManagerSilences

* QueryMetrics
* RemoteWrite

CreateAlertManagerAlerts

CreateAlertManagerAlerts fE¥BEITEEFEIE T,
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BHH HTTP B34 -

POST
BEM URI :

/workspaces/workspaceId/alertmanager/api/v2/alerts
URL EHZH :

alerts W% , HpSENHAR—EER. ATRERYARENSESL

[
{
"startsAt": "2021-09-24T17:14:04.9957",
"endsAt": "2021-09-24T17:14:04.9952",
"annotations": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
I
"labels": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
},
"generatorURL": "string"
}
]
a5 R #2451

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 203,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

"labels": {
"alertname": "test-alert"

}I
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"annotations": {
"summary": "this is a test alert used for demo purposes"”

}I

"generatorURL": "https://www.amazon.com/"

(o] FE &6 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

DeleteAlertManagerSilence
DeleteSilence MBR—REERES.
BEMH HTTP BE :

DELETE
BE¥ URI :

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID

URL EfIZE : &

FA R EE 4

DELETE /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f861f973 HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(=] FE €551
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

GetAlertManagerStatus
GetAlertManagerStatus HENEREBE REESMRENER.
B HTTP B85 -

GET
BEM URI :

/workspaces/workspacelId/alertmanager/api/v2/status
URL EHZH : &

#A R gl

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/status
HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(o] FE &6 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 941

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

GetAlertManagerStatus
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"cluster": null,
"config": {
"original": "global:\n resolve_timeout: 5m\n http_config:\n
follow_redirects: true\n smtp_hello: localhost\n smtp_require_tls: true\nroute:
\n receiver: sns-0\n group_by:\n - label\n continue: false\nreceivers:\n-
name: sns-0\n sns_configs:\n - send_resolved: false\n http_config:\n
follow_redirects: true\n sigv4: {}\n topic_arn: arn:aws:sns:us-
west-2:123456789012:test\n subject: '{{ template \"sns.default.subject\" . }}'\n
message: '{{ template \"sns.default.message\" . }}'\n workspace_arn:
arn:aws:aps:us-west-2:123456789012:workspace/ws-58a6a446-5ec4-415b-9052-a449073bbd0a
\ntemplates: []\n"
.
"uptime": null,
"versionInfo": null

GetAlertManagerSilence

GetAlertManagerSilence HENVEE — BB TEENEN.
BMH HTTP B35 -

GET
EH URI :

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID
URL EFHSH : &

AR EE

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f86f973 HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(=] FE €551
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 310

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"id": "d29d9df3-9125-4441-912c-70b05f86f973",
"status": {
"state": "active"

1,

"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",

"createdBy": "test-person",

"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [

{
"iskEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

1,
"startsAt": "2021-10-22T19:32:11.763Z"

GetLabels
GetLabels {F3 & #EE B2 f5 RS 5 51 A BB AV 2 8
EMH HTTP 837 :

GET, POST
BEM URI :

/workspaces/workspaceld/api/v1l/labels

/workspaces/workspaceId/api/vl/label/label-name/values bt URI £ GET 5%

SN
/:Ito

GetlLabels
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URL B2 E :

match[]=<series_selector> EEFJEERCIH , EEERTIEBNEREZBNF, EA,
start=<rfc3339 | unix_timestamp> FRAKEEBE. EH.
end=<rfc3339 | unix_timestamp> EREEEHT. EH,
B miaR /workspaces/workspaceld/api/vl/labels
GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/labels HTTP/1.1
Content-Length: 0O,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0
g HIofE /workspaces/workspaceId/api/v1l/labels
HTTP/1.1 200 OK
x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 1435
Connection: keep-alive
Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon
vary: Origin
{
"status": "success",
"data": [
" _name__",
"access_mode",
"address",
"alertname",
"alertstate",
"apiservice",
"app",
"app_kubernetes_io_instance",
"app_kubernetes_io_managed_by",
"app_kubernetes_io_name",
"area'",
"beta_kubernetes_io_arch",
"beta_kubernetes_io_instance_type",
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"beta_kubernetes_io_os",
"boot_id",

"branch",

"broadcast",
"buildDate",

g IFER /workspaces/workspaceld/api/vl/label/label-name/values

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/label/access_mode/values
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

g2 € /workspaces/workspaceld/api/vl/label/label-name/values

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 74

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": "success",
"data": [
"ReadWriteOnce"
]
}
GetMetricMetadata

It GetMetricMetadata fEX S B st B REEUERNAARATRER ., T2RHEBRFHEER,

EHBERNENERZH—EYHER , EFSERSIZARAELFREE , MEEERI MW PR
ERYHRE  EEVHESETENREENIERRERE.
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BHH HTTP B34 -

GET
B URI :

/workspaces/workspacelId/api/vl/metadata
URL E#ZH :

limit=<number> EENIEEEKEE.

metric=<string> AREHEEPRERNERRE, NRBUBEAREZA , ASHENAEERS
RER,

AR &I

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/metadata HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T1937257

User-Agent: Grafana/8.1.0

(o] FE & 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

Transfer-Encoding: chunked

{
"status": "success",
"data": {
"aggregator_openapi_v2_regeneration_count": [
{
"type": "counter",

"help": "[ALPHA] Counter of OpenAPI v2 spec regeneration count broken
down by causing APIService name and reason.",

"unit":

]I
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GetSeries
It GetSeries X SHMT AR EERENKEFIEE,
BEMH HTTP Bh3d :

GET, POST
BEM URI :

/workspaces/workspaceld/api/vl/series
URL E#ZH :

match[]=<series_selector> EEFYZERSH , BEEHELONFY, ELLERHE—E
match[] 5I&.

start=<rfc3339 | unix_timestamp> BIAEESERE. EH

end=<rfc3339 | unix_timestamp> EREEE. EH

AR EE

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/series --data-urlencode
'match[]=node_cpu_seconds_total{app="prometheus"}' --data-urlencode 'start=1634936400"
--data-urlencode 'end=1634939100' HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z7

User-Agent: Grafana/8.1.0

(=] FE £ 51

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

content-encoding: gzip
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"data":

"status": "success",

[

{
"__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
"cluster": "cluster-1",
"component": "node-exporter",
"cpu": "Q",
"heritage": "Helm",
"instance": "10.0.100.36:9100",
"job": "kubernetes-service-endpoints",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal",
"mode": "idle",
"release": "servicesstackprometheuscfl4a6d7"

},

{
"__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
"cluster": "cluster-1",
"component": '"node-exporter",
"cpu": "Q",
"heritage": "Helm",
"instance": "10.0.100.36:9100",
"job": "kubernetes-service-endpoints",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal"”,
"mode": "iowait",
"release": "servicesstackprometheuscfl4a6d7"

I

GetSeries
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ListAlerts

ListAlerts FREHMTFESH B ABATFHE T,
B HTTP B)&

GET
BEM URI :

/workspaces/workspaceld/api/vl/alerts

AR gl

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/alerts HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T1937257

User-Agent: Grafana/8.1.0

(=] FE €551

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 386

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": '"success",
"data": {
"alerts": [
{
"labels": {
"alertname": "test-l.alert",
"severity": "none"
},

"annotations": {
"message": "message"
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iy

"state": "firing",

"activeAt": "2020-12-01T19:37:25.429565909Z",
"value": "1e+00"

]
+

"errorType": ,

"error":

ListAlertManagerAlerts

ListAlertManagerAlerts BRI FEEREESP B BRETNHEBEEA.
B HTTP 37

GET
B URI :

/workspaces/workspaceld/alertmanager/api/v2/alerts

AR g

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(=] FE £ 51

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 354

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

ListAlertManagerAlerts
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vary: Origin

"annotations": {
"summary": "this is a test alert used for demo purposes"”

iy

"endsAt": "2021-10-21T22:07:31.5017",
"fingerprint": "375eab7b59892505",
"receivers": [

{

"name": "sns-0"

1,
"startsAt": "2021-10-21T722:02:31.501Z2",

"status": {
"inhibitedBy": [],
"silencedBy": [1,
"state": "active"
.
"updatedAt": "2021-10-21T22:02:31.501Z2",
"labels": {
"alertname": "test-alert"

ListAlertManagerAlertGroups

It ListAlertManagerAlertGroups X RN I EREREES TR ENE REFHHEEE

BMH HTTP 57 -

GET
BEM URI :

/workspaces/workspaceId/alertmanager/api/v2/alerts/groups
URL EHSH .

active B, MRA true , AIEENEESITSERPE R, FERES true, EH
silenced Fitk{E, ME A true , BIERNEESLEBTZETR REA true, EH

O

ListAlertManagerAlertGroups
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inhibited f#M{E, MRA true , AIBEMNBFEXRITENHER, FHREAS true. EH

filter Z&HMEY|, BEBERAMKBNEHENXEE, £

receiver F&H, —ERMREXNFSERERMIFMNEWR. EA

AR g

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts/
groups HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(=] FE £ 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 443

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"alerts": [
{
"annotations": {
"summary": "this is a test alert used for demo purposes"
I
"endsAt": "2021-10-21T22:07:31.501z2",
"fingerprint": "375eab7b59892505",
"receivers": [

{
"name": "sns-0"
}
1,
"startsAt": "2021-10-21T22:02:31.5017",
"status": {
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"inhibitedBy": [],
"silencedBy": [],

"state": "unprocessed"
.
"updatedAt": "2021-10-21T22:02:31.501Z",
"generatorURL": "https://www.amazon.com/",
"labels": {
"alertname": "test-alert"
}
}
1,
"labels": {3,
"receiver": {
"name": "sns-0"

ListAlertManagerReceivers
ListAlertManagerReceivers ¥ EHNBEREESPREZWENHEBENR.
BMH HTTP &5 :

GET
EH URI :

/workspaces/workspaceId/alertmanager/api/v2/receivers
URL EFHSH : &

AR EE

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/receivers

HTTP/1.1

Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

(=] FE €551

ListAlertManagerReceivers
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 19

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"name": "sns-0"

ListAlertManagerSilences

filt
&
[
S

=
mkt
frii]
=0
i
0

ListAlertManagerSilences {FESEM T EEPER
BN HTTP B :

GET
B¥ URI :

/workspaces/workspaceId/alertmanager/api/v2/silences

AR g

GET /workspaces/ws-58a6a446-5ec4-415b-9052-a449073bbd0a/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(=] FE €551

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 312

Connection: keep-alive
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Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json

Server:

amazon

vary: Origin

"id": "d29d9df3-9125-4441-912c-70b05f861973",
"status": {
"state": "active"
},
"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",
"createdBy": "test-person",
"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [
{
"isEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

1,
"startsAt": "2021-10-22T19:32:11.763Z"

ListRules

ListRules SHIMABE TFETHEERUNERA,

BHH HTTP B34 :

GET
E¥ URI

/workspaces/workspacelId/api/vl/rules

AR EE

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/rules HTTP/1.

Content-Length: 0,

ListRules
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ERAEER

Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257
User-Agent: Grafana/8.1.0

(=] FE €551

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

Content-Length: 423
Connection: keep-alive

Date: Tue, @1 Dec 2020 19:37:25 GMT

Content-Type: application/json
Server: amazon
vary: Origin

{
"status": "success",
"data": {
"groups": [
{
"name": "test-1l.rules",
"file": "test-rules",
"rules": [
{
"name": "record:1",
"query": "sum(rate(node_cpu_seconds_total[1@m:1m]))",
"labels": {3,
"health": "ok",
"lastError": "",
"type": "recording",
"lastEvaluation": "2021-10-21T21:22:34.429565909Z",
"evaluationTime": 0.001005399
}
1,
"interval": 60,
"lastEvaluation": "2021-10-21T21:22:34.4295639927",
"evaluationTime": 0.001010504
}
]
1,
"errorType": "",
"error": ""
}

ListRules

292



Amazon Managed Service for Prometheus EREEmR

PutAlertManagerSilences
PutAlertManagerSilences FR B8RV HFHNERF I AENBRBETREFS
BMH HTTP B :

POST
BEM URI :

/workspaces/workspacelId/alertmanager/api/v2/silences
URL EHSH .

silence REXBEWYH. UTAHER :

{
"id": "string",
"matchers": [
{
"name": "string",
"value": "string",
"isRegex": Boolean,
"isEqual": Boolean
}
1,
"startsAt": "timestamp",
"endsAt": "timestamp",
"createdBy": "string",
"comment": "string"
}
a5 R #5451

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 281,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

"matchers": [
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{
"name":"job",
"value":"up",
"isRegex":false,
"isEqual":true
}

1,
"startsAt":"2020-07-23T01:05:36+00:00",
"endsAt":"2023-07-24T01:05:36+00:00",
"createdBy":"test-person",
"comment":"test silence"

(=] FE £ 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 53

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"silenceID": "512860da-74f3-43c9-8833-cec026542b32"
}
QueryMetrics

QueryMetrics %A EE —RFEBRE—CHEHEEAWEIRER,
BEMH HTTP Bh3d :

GET, POST
E¥ URI :

/workspaces/workspaceld/api/vl/query It URI S8 — R MG EIRER,

/workspaces/workspaceld/api/vl/query_range It URI &5 —REEHEEE RN ANRE
#o
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URL B2 E :

query=<string> Prometheus REXEHFH, AR query M query_range,

time=<rfc3339 | unix_timestamp> (Bf) ZEEEE—REMMER query M EIERH |, BIFEME
H%FE?%EEO

timeout=<duration> (iZRA) fFLREF. FEFRANH -query.timeout EENEMLR. AR
query # query_range,

start=<rfc3339 | unix_timestamp> ZRIEEMEA query_range EHEEEE , BB
E#FE?@EEO

end=<rfc3339 | unix_timestamp> ZFHRIEEFEA query_range EHKHEEE , Bl REE
R

step=<duration | float> E#BNELIREE (duration R float &), REER
E#EBEA query_range B RESE , Y EHEESHLERTAIEA,

max_samples_processed_warning_threshold=<integer> (&f ) RECREEHEHI
(QSP) WELRE. EEHEINLRMER K % API IEHEREEAS.

max_samples_processed_error_threshold=<integer>> (&H ) RECREEHEH
(QSP) WEARRAE. BBLRENEHSRERMERIERL , BFgE, ARBEREARAIB

—_

o

Duration (885

B2 Prometheus ¥ & API B duration , BBV ENEE T HH P — (BB :

ms Z&

s®

m 88

h /B

d X, BE—RKER 24 I
wil, BRER—BABR 7 X

y F, BRER—FHER 365X

FA R EE 4
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POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/query?
query=sum(node_cpu_seconds_total) HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(=] FE £ 51

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 132

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

content-encoding: gzip

{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {3},
"value": [
1634937046.322,
"252590622.81000024"
]
}
]
}
}
RemoteWrite

RemoteWrite EE¥EFAZEENKAABIEZER Prometheus fAIREEE AiRiw URL, BE , ZHEEH
BEWAFIR (Hl14 Prometheus A1 ARES) SRFFAL L4,

AH HTTP 85 -

POST

RemoteWrite 296
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BE¥ URI :

/workspaces/workspacelId/api/vl/remote_write

URL E#ZH :

PARYY

RemoteWrite FEEURR &S 70,000 A , FEIZRE K/ A 1,000,000 EHKA,
FER &

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/remote_write --data-
binary "@real-dataset.sz" HTTP/1.1

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Prometheus/2.20.1

Content-Type: application/x-protobuf

Content-Encoding: snappy

X-Prometheus-Remote-Write-Version: 0.1.0

body

(® Note

BRIEREEEE , 552 https://github.com/prometheus/prometheus/blob/
1¢624c58ca934f618be737b4995e22051f5724c1/prompb/remote.pb.go#L64 I i EEE EE
o

(=] FE &6 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length:0

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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BRE.

T 5 API EERFE AT LA - 20258 A 15 H
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
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