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THREREFMARFEFNER Prometheus IERMNEEZRE, THEEXESHENFIERS , UREHE
B, flanERH, FH, REMMER , URERNEHER, SUNERFINEERSHES —HZET
R,

ETLEE , FEETIIZER,

Xa

£E

(® Note

MEERNTEENTARBENFMEER ,
Prometheus T{EE.,

ﬂlh

20 #3I Amazon Managed Service for

# 3 Amazon Managed Service for Prometheus TE[&E

1. BARX Amazon Managed Service for Prometheus £ & , fuR https://console.aws.amazon.com/
prometheus/s
2. ¥ TTHRERAL K BAFTERNRE.
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https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
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THERERZIENER , THBERNITEE. EBTLEH —. MEIEETEEEHEEN
BlE , BERFTE IEEHEEBH Amazon Managed Service for Prometheus E4 I — TEE
IDo

3. (BER) ZEREBHMEENBTE , FEENEER.

2% , 1 Key (REI8) F , WMAEBNEE, BAILUE Value (fB) FAEBMEERE.

EEMMEE —EEE  FFEIEE Add new tag (FTIEEE),
4. BEEIVIERE,

BERETRIEFHEEAEH., SEHHEREANEHRETLIRENER , 28R
R&, ARN., IfE[E ID Mim® URL.

B , METMEERENYH, BESNRES "BAD, , AERBEBRTIEERE.
SETEY TiRE - BB A URL, M TimE - &8 URL, BRM URL., E&4& Prometheus @ik

FRREABERERBALTERE  UREHELERR K BEFTEELER,

# Prometheus 18 EHIEZE TEE

FEEEN —EHE2FEABI Prometheus RERER UAREERERXHITH Prometheus #1T1H
B) MEBEEMEUEE , REBEZEIXZE Amazon Managed Service for Prometheus LA T 7 1B

2, AEERBMMAIEBER Helm 5% Prometheus RIBEEX K FTH1TIEEE , 1 Amazon EKS 5
#EENE) Amazon Managed Service for Prometheus TE[E,

£ E7E Amazon EKS FE4AIEE | Hl Kubernetes SETEEARIEIE , BRI LAER Amazon EKS #H&
Mimngoie, tNEHMET |, 528 (Amazon EKS A EIER) 07 A EM T,

MEH A ERHEENZE Amazon Managed Service for Prometheus FRXHEBER , LS MMRER
ENELSTAMERE  F28 SiEERIEEM Amazon Managed Service for Prometheus T4E

(® Note

Wl THEENERFERERT 150 X , ARABMER, S ITEERESKER 1095 X
(=% ) , UBERBZHE. MFEFHEF , F2RZEIEE,

FEEUE R 12


https://docs.aws.amazon.com/eks/latest/userguide/community-addons.html#_available_community_add_ons
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-workspace-configuration.html
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B Y 5 R W] 1R B SR R BRED | 6 fE A Amazon Managed Service for Prometheus #1717, ER&E
EEVIE, EREF , £EE Amazon EKS BEPRREFM Prometheus fRMRET , MRS
FRAERBEMARERS , BIBEEEE Amazon Managed Service for Prometheus, b EEH L
TS RIRHE

- BUARE I Prometheus I ARBF A1 KR EIEZEH Amazon EKS &,

- &) Amazon EKS & XEZR % Amazon EBS CS| B2 (Helm ER ) ,
o WA Helm CLI 3.0 REFARA,

- BXAMERA Linux 3 MacOS ERAITUTERFH TR,

B2 1 . 118 Helm Chart f#1ZE

ETH M Helm Chart BZE , BBATISS, NMESHELSSNHMET , B2H Hem i
&,

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

HER 2 - B3] Prometheus @5 % %8

BWATYEGS , & Prometheus Al fREF M H A ES 1% T B L Prometheus a8 & 2@, #% prometheus-
agent-namespace B AL ERAR LW EZENERE,

kubectl create namespace prometheus-agent-namespace

SER 3 ARBIRFRE IAM B

BB G E , BFEEHIT Prometheus RIEFZX A Amazon EKS & |, #§ IAM B &R R R
MRS o

FEBRBIREH IAM AR | BAILEL IAM A2 E Kubernetes IRISIRE BB, A% | LLIRIERSE
A LA B A Z RS IRE B E[ Pod PHIRSSIEM AWS 350, MMEFMAET , F2REBBEERSEH 1AM
pah=R

MBEREREEELAE  FIKBPM B Amazon EKS EESTEEHIEXENREAR BRHRE
A, AEHPHNRBEEMA eksctl, MEFMENR , 552 B Amazon Elastic Kubernetes Service
APFY - eksctl,
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https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://helm.sh/docs/helm/helm_repo/
https://helm.sh/docs/helm/helm_repo/
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
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® Note

BT EKS &% , AWS It H RFEAFEE R MFAE £ 8 RFE Amazon Managed Service
for Prometheus B , RI#EA#E A EKS-IAM-ROLE & SigV4,

HER 4 FREMN ARSI 6 HEUE R

EEREHH Prometheus RERER , WiGIEFEIXEHLH Amazon Managed Service for
Prometheus TEE , FHKREL T RHNIT,

LHEFH Prometheus REBRER |, WiIEEEEZ M Amazon Managed Service for Prometheus T
EE

1. FRAXFEHEREIRZ S my_prometheus_values_yaml HER , B2 TIHRE.

* #& IAM_PROXY_PROMETHEUS_ROLE_ARN H#i A1 B Amazon EKS EE R EIEEHEEUESE
H AR 3% & & hE M amp-iamproxy-ingest-role B9 ARN,

« #& WORKSPACE_ID &#: A% Amazon Managed Service for Prometheus TEE#Y ID,
« # REGION B#: A& Amazon Managed Service for Prometheus T/EEHY &1,

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-
community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200

HER 4 FRER A MRER LR EEUER 14
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capacity: 2500
2. BATHI&S LA Prometheus fRIBRES.

 # prometheus-chart-name B#AEH Prometheus iRAE .,
« #& prometheus-agent-namespace Bt A% Prometheus i A =B BB,

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
agent-namespace \
-f my_prometheus_values_yaml

#&3# Prometheus 54&

BAEKEEHNZEIKE  EUHHETEH. EANEEERSEREM Grafana ERKERE
MISE, EAXEF |, BB F MM A Amazon Managed Grafana # Amazon Managed Service for
Prometheus EFEE,

(® Note

EEMMEHMEH Amazon Managed Service for Prometheus $81E 8 £ 5 Amazon Managed
Service for Prometheus AP (95X , 7528 &5 Prometheus 1515,

REBRRECRLTFE , WIEEKEESAER,

O] LA E 2R Prometheus EFES PromQL #1TEM. MEEE PromQL MEZEMEFEME
A , 552 R Prometheus REA XY EFH Prometheus,

Amazon Managed Grafana 2BHRE BT Grafana W2 ZERK , L EREFAKRRE. £=5
ISV #1 AWS BR# , SLARER B 2 T E R RIR.

Amazon Managed Service for Prometheus X &M Amazon Managed Grafana & T{EEH#Y
1548, £ Amazon Managed Grafana £ & , BRI LUIRFIRE Amazon Managed Service for
Prometheus 1RF , #% Amazon Managed Service for Prometheus T/EE T8 B E R KR, Amazon
Managed Grafana B2 FHl Amazon Managed Service for Prometheus FTIEH & 7 BB BFEHERE, W
Z %% Amazon Managed Grafana 3 Amazon Managed Service for Prometheus E#RHEFMET ,
28 Amazon Managed Grafana i & I8 F A5 Ro
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https://prometheus.io/docs/prometheus/latest/querying/basics/
https://docs.aws.amazon.com/grafana/latest/userguide/prometheus-data-source.html
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EREEE
&1 ] LLFE Amazon Managed Grafana #2437 Amazon Managed Service for Prometheus /R, %

"

REBEREBANIETR , H20H $ERE Amazon Managed Grafana S B R Grafana B4,

® Note

MREEH Amazon Managed Grafana TEEREAEAFIE VPC , BIXZE#K Amazon

Managed Service for Prometheus T/EEEEZIHE VPC, MEFHFMEN , FLHW TFE
VPC #iE#EZE Amazon Managed Grafanas

EHER
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‘&I Amazon Managed Service for Prometheus T/E[E

THEREFMRARBEFMEM Prometheus IERRVEEZRE. THEEXERFMANFIES A UREHE
B, flanERH, FH, REMMER , UAREENEHER, SUNERFPNEEEEREES -—HZET
R,

FERAARENREFREINEBEMN Amazon Managed Service for Prometheus TEE,
&

¥ Amazon Managed Service for Prometheus T4E[E

- RELNIERE

- WEIEERR

« EFIEH Amazon Managed Service for Prometheus T/EEFFMMEER , 2% ARN

- B Amazon Managed Service for Prometheus T{E[E

# 3 Amazon Managed Service for Prometheus T{E[E

SEEET 5SS ERRE I Amazon Managed Service for Prometheus T/EE, &R LURIZEAREH AWS CLI
= Amazon Managed Service for Prometheus £ &,

(® Note
WRIEEFEEIT Amazon EKS B |, t W LIE A AWS Kubernetes By 12 #2522 I HH T/E

=
oo o

5/ B IT/EE AWS CLI

1. WATIHSBUBLIERE, hEFHEILEH my-first-workspace WIERE , BEARE
EZFEATRANAE (BTER). TEENBRIENER , TBBEEINIEE, EBBTLEH
—. MEIEERNUEHENER , B2FE IEEEE M — B Amazon Managed Service for
Prometheus E4£ K TEE ID,

(1BA) BEFRAEECH KMS £8RNBFHREIEEFNER , BRI LEE kmsKeyArn £
BEEMFHAMN AWS KMS €88, # MR Amazon Managed Service for Prometheus & [&] & YL
RAEFZESBNER  BUEEELRESMAEREMN KR AWS Key Management Service, 1%

BYIERE 17
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ERAEER

BB Amazon Managed Service for Prometheus £ T/EE R INBZER , REWMEIL,

RECHEFIESRVFMENR K F2H BENE,
FHER([]) TH2BLHER  FIEEDTHESHER.

aws amp create-workspace [--alias my-first-workspace] [--kmsKeyArn arn:aws
west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcd12ef] [--
tags Status=Secret, Team=My-Team]

e TEER THEHR

« workspaceld Bl TEEMNME— ID, 2 ik ID,

- arn 2t T/EE/H ARN,

-« status RIFEBFINNRE, ERLNEVIKER , EFSER CREATING,
- kmsKeyArn EEFZESH® , ARMEZIERER (WHERM).

@ Note
ERAEFXESREVNTFEREER AWS ZEWRERETHEE

EEME

.aps.;us-

BERTEEEATFZESRIAWS HENTR, FAFTFXESREUNIFE

BEEMARERER AWS BENE®R (RZFR) .

+ tags SIHTHEENER (5H).

WRIR create-workspace B EEIMARRES CREATING , BIFT#E A T 5 ap = 2R3 B T/EE ]
BEEmMiE. # my-workspace-id BB #¥ workspaceld E create-workspace &85 H

=88

aws amp describe-workspace --workspace-id my-workspace-id

E describe-workspace &t ¥ status EE ACTIVE B , THECEEfRFERBRE.

& Amazon Managed Service for Prometheus £ &8 E Y T/EE

1.

2.
3.

B R Amazon Managed Service for Prometheus £ & , L https://console.aws.amazon.com/

prometheus/,
BEE,
SETEERSE , MAFTIEENESE,

BIYTHEE


https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
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THERERZENER , UHBEHNIEE, EBTLIH—. WEIEEATAGHEENA
& , BRFrE TEEEE M —HH Amazon Managed Service for Prometheus E4£ K T/ERE ID,

4. (EA) FEFRALBECH KMS SBRNMBERETEEFNER , B IREBTTNHRK
E, REBEEMFEHAN AWS KMS €8 (RBIFHNER ) . BUUR TN BEPRERS
R £  R|MABATERNEMASBH ARN, AR Amazon Managed Service for Prometheus
FEgafWBERAEFZESRNER B EL SWIWMEEI KA AWS Key Management

Service,

MEHFR Amazon Managed Service for Prometheus E TEEFMBRER , KRR WMEN, BE
NEAECHEFZESRNFNER , F28 BN,

(® Note
ERAEFXESREVN THFERLEER AWS ZEWRERETHRE
EERTHEEEAEFZESRY AWS HENZIR, FRAEFIXESREUNTFESRE
TEBRAPRER AWS HEEN SR (R2FR) .

5. (BF) AEX—EIZEAEBHEETHE  FREFEER, <& EKey(R3IB)H , @A
EBHNER/, LALE Value (B) #AERMEZAE.

EEFEE —EER , FEIORE Add new tag (FTBER).
6. REBRIIERE,

BERERIEFHEEAEH. SEHHEREANEHIR L IRENER , 28R
RE, ARN., IfE[E ID MixF URL.

REEEE CREATING , EXITFEERRE. FFEREAMAT , ARBEEREEER
HY,

FELEMHIRE - BREA URL fliRE - 23 URL B RH URL., E&4E Prometheus A1 BRESER
ELABEEEREALRIER  UREHELIEER , $SEEELIEE,

NEEHESEEMENEIEENER |, 828 1§ Prometheus IEREEE T/EE,

RELN IR

ZAUATIERRETER :
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- ERREBE  YERFSEAMERRREZFEATRBFIINRG, SBRER—HAHSEER K EL

BEREEB/EY , THBRAREBFIEENAR.

BREREBENREFERATNREBFIRG , SBUURE —EEAFHRRPHIEE  ALE
ZHEAFHHR, fla, MREEFEHRE LERE 1, 000, 000 fEE B 7 5 R F team=A
env=prod , AIMRFEZXEBENFNKEFIHEBERS , AIRSREFSERENEEF
5l mngt—3k , RbFHERRERTEXITE,

W Prometheus FEBNFMER , F2RELEL,

- REREHE , LEREETFEFREEHHRE.

RELH TIERE

1.

o & DN

BRR Amazon Managed Service for Prometheus £ & , i https://console.aws.amazon.com/
prometheus/s

BEEEEE LANDRERETR , AREEMEIER.

EETEREN THERE D,

BEIERERBRSIER.

EESXEIEENREY  FERBHERPRERE, AR, UXABVEEMNREBH[E, £
BRA 1095k (=% ),

EENHEBEAEBEREERTFIRG , FERREERDERRE. ARUTTHIEE:

a. (EH) eEXRAFTERSTF@AE , URETETFERHENNERTREEFIIEBE £
R, EFETHEEMEEREBRENREF5.

b. EEERREE A FEERAPFIRG TEAFTRBRENERTERBFHIRG,

A& BAZBEEPTEAN —EEBENEENE , AR BEHRILESR,
c. (EA) FEERFAEEE K FEEMES AEEELERLAET R,
SERBF | RBIR1E Save changes (RFEF),

#m e T1F[E B &

BAURETIERUESEHRE, BEEA AWSCLI2ETIRRERE , F@AATSI®S,

aws amp update-workspace-alias --workspace-id my-workspace-id --alias "new-alias"

mETEERR 20


https://prometheus.io/docs/concepts/data_model/#data-model
https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home

Amazon Managed Service for Prometheus EREEmR

£ F Amazon Managed Service for Prometheus 2 A#wE T/EE

1. BB Amazon Managed Service for Prometheus £ & , i/ https://console.aws.amazon.com/
prometheus/,

2. EEHEAELANIIRRER , RAREEMEIEE.

3. EELEREIEMNIERID, AREERE.

4. WMATEENFRESE A6 ARRBERE.

S W IEH Amazon Managed Service for Prometheus TEEFHHE
7, 2 ARN

BAILAER A R AWS S, Amazon Managed Service for Prometheus T {E[E #9541 & A
AWS CLlI,

Console
£/ Amazon Managed Service for Prometheus £ A &K TEEFMHENR

1. BABX Amazon Managed Service for Prometheus £#4& , U https://
console.aws.amazon.com/prometheus/,

2. EEREFRHELANNRRET  RREEREIER,
3. EETEMNIEID. EFEFITHEENFEES B

- BERRE - TEEMMNRE , fIIER+  SBRERET S,

* ARN - T{E[E ARN 28R ARN T 7,

+ ID- IT{FE ID EBTETIFE ID To

* URLs - 2 AEBTTFEURLs , BER ARSI THEEEHERT URLs,

(@ Note
RIRTERY , =AM URLsR IPv4 URLs, Bt AILAEFEHE (IPv4 H IPV6 18 )
URLs, EX2MEEH , BURBEF , api.aws T 2FEEZH amazonaws . coms
Bl , MREFFLUTAZA (IPv4 URL)

https://aps-workspaces.us-east-1.amazonaws.com/workspaces/ws-abcd1234-
ef56-7890-abl2-example/api/vl/remote_write
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https://console.aws.amazon.com/prometheus/home
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B EVEHEE (I IPV6MIXE ). URL, WA :

https://aps-workspaces.us-east-1.api.aws/workspaces/ws-abcd1234-
ef56-7890-abl2-example/api/vl/remote_write

FETHEBRESRA, BREEES, AR, HENEBOMERER.

AWS CLI

R SKRITHEEFMEF AWS CLI

T TEERITEENFHENRA. BYUEM ny-workspace-id MR BEREHFMEA 2T

EEW TR ID,

aws amp describe-workspace --workspace-id my-workspace-id

EeEE TFENFMENR , 24

- BEREE - BEFSEETHEEMNMREACTIVE , HIM statusCode,
« ARN - T/E[E ARN 7 arn B EE,
« URLs - AWS CLI f£E prometheusEndpoint BMH THEEMNER URL,

(® Note

BIETERY , EEM URL £ IPv4 URL, B A AERE P EREHE (X8 IPv4 H
IPv6) URLapi.aws , MA =R amazonaws.com, Bl , MREEFUTAR
(IPv4 URL) :

https://aps-workspaces.us-east-1.amazonaws.com/workspaces/ws-abcdl1234-
ef56-7890-abl2-example/

BALBEVEHE (IFEIPV6MIXE ). URL, AR :

https://aps-workspaces.us-east-1.api.aws/workspaces/ws-abcdl1234-ef56-7890-
abl2-example/

BRENLERFEEDR

22
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B a] LA BIFTi8 /api/vl/remote_write® /api/vl/queryREE I T {EEHYIR IR
BAMES URLs,

ffl Bk Amazon Managed Service for Prometheus T/E[E

BT HEESMBRESAETNER.

@ Note

Bk Amazon Managed Service for Prometheus T/EET & B )l PR EAE IMESZ I HE H
BEEEIEEN AWS SENERR. MEFHMER , F2RSRIMBREESS.

5/ MR T/EE AWS CLI
FERATHGS

aws amp delete-workspace --workspace-id my-workspace-id

£ Amazon Managed Service for Prometheus E#Z & MR T/EE

1. BARXK Amazon Managed Service for Prometheus 12 #& , U https://console.aws.amazon.com/
prometheus/,
2. EEFREALANIIRERER K AREEMEIEERE.
. BELERMBRIEENIER ID , ARBEZMER.
4. HEEFRFRDEA delete , AREBRZEMER
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&5 EHEEV R B K Amazon Managed Service for
Prometheus T/E[E

18 AB TSI ERELEI K Amazon Managed Service for Prometheus THEE , FAEEHRIZEE L
BE, RERBPMMREREEEZEEITERE,

(® Note

B THEENERRERERE 150 X, AREBMER, S ITFEERESZEK 1095 X
(=% ) , UREREHWE. WFFEER , F2RZELEE.

AME R EHSIEEREE Amazon Managed Service for Prometheus THEE,

- fEF AWS ZE USRS - Amazon Managed Service for Prometheus 2t S &, SAERERNME
25 , B8 Amazon Elastic Kubernetes Service (Amazon EKS) # &£ MEUEE, MBS BBt
Prometheus &7 # i 2 PR EEE.

- FREFEENKES  ZEFZEEECRESRENEE, EXANMESRERRESERESLECD
# Prometheus #1T{E#E., EREBENEXTHT , A AWS Distro for OpenTelemetry, FEHIE
FHERAELEREA,

WL FEH Prometheus 2B AIEE , #IEEEIXE Amazon Managed Service for
Prometheus. A LA{ER Prometheus BB ALRBCWERARER | 52 EEEIEXZE Amazon
Managed Service for Prometheus, EREZEFERAEHREANEZERBEAHENESHTBEN , BF2E8
Prometheus B3 XX H4H B remote_write,

ES]
- A AWS R ERERBEIES
- EEXERES

£/ AWS ZERERHIERSR

Amazon Managed Service for Prometheus #% R A % 5| 2 B5# Amazon Elastic Kubernetes
Service (Amazon EKS) B2 Kubernetes #5 ., Kubernetes #5£ 1 Amazon EKS R#E{THFFZE
AEXeEHEHEREE , LUHE Prometheus AN EERSFEL

AWS ZEUERS 24


https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-workspace-configuration.html
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#remote_write
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® Note

Amazon EKS BER £\ B API A AREFIERE. kube-controller-manageriE&EMkube-
schedulerfstE, 7£ Kubernetes IRIEARHITHEFZ H M M ERAENRHEE Prometheus
HANEE, WETHELTENTEFE |, 5526 Prometheus SRR IE H T EFE

AN
Ho

Amazon Managed Service for Prometheus {222 &, KEEXABRDVIMEEERESE , TEEIR
RMIZEEE Prometheus HEMNIER. BEFEE, TR, BHIHBREEXIELESE. Amazon
Managed Service for Prometheus W25 7] BRH Amazon EKS B#ERHEAE, BT, aA%. B
BIEREMIEIZEES. Amazon Managed Service for Prometheus Z & U585 1] B Amazon EKS # &£
EfEF , ‘&% EC2 M Fargate,

Amazon Managed Service for Prometheus B EEEV EERE , REENSE FREBE &MY
BN (ENI. WERESEIBEL ENIEEREE , XFH remote_write ERHEIEZIFER VPC

i% 2#9 Amazon Managed Service for Prometheus T/E[E, EEMNERKETEELERBREK L&
i,

THEBEMEEUMIE Amazon EKS EEFFEH Amazon Managed Service for Prometheus Y&
2, URFTREEENFREA,

xR
- £ AWS ZFEUEESS
- {tEERE Prometheus HHAMIEE ?

£/ AWS ZE KRR

£ E#H Amazon Managed Service for Prometheus W& |, BABE T —EEESS | SURRIIRE
Amazon EKS #2EHHIEE,

o ULV EERRIEA Amazon EKS EEEVEEMN —30. WFEE T Amazon EKS BEEMWFFME
A, AFEIIEGES , 5528 (Amazon EKS EHEIER) PHET Amazon EKS #£,

- BULAER AWS API SfEA |, SIENERFHNEL B S WIEEE AWS CLI,

Amazon Managed Service for Prometheus Y528 2 MEXEE Prometheus AN ER. WFH
Prometheus B EENFHEN , F2H 1 /EREH Prometheus #HEMIERR ? . Amazon EKS &£

ERAZEENKESR 25


https://prometheus.io/docs/instrumenting/exporters/
https://prometheus.io/docs/instrumenting/exporters/
https://docs.aws.amazon.com/eks/latest/userguide/create-cluster.html
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2/ API [AIBRESAVIEIE. Kubernetes IiRZA1 .28 E SRAH Amazon EKS EEHE\B kube-
scheduler# #93E#kube-controller-manager, MEFMEN , 52 H (Amazon EKS EHE
ERE) PEVEEEL Prometheus &30 BV 24 7 E R iR 1EE,

(@ Note

RESRREEURSELNRAENER. RELEERINEF —EFEZRRE/
metricsinFMRBHREHRNER (HlW , £ gzip) , WEOLABERBBBNER . WAH
THREFBCRNEHREENEAEARERNE, RIBFER , FEEXE gzip.

THEERAAAEY, EEMRERESR.

FE

- BAEESR

- FXXE Amazon EKS £5&

- SRIMEREERR

- BESRERETBHER
« RERRREH

BiuzRss

Amazon Managed Service for Prometheus Y5288 & —EEKSR , AIfE Amazon EKS BEHHREH
WEEERE, Amazon Managed Service for Prometheus A ARSI EER  BEHMENAERYE,. &
S2HMTEYE K METETEETMAHNTERE. REBEXHELERS.

BYHMBNGEZR=2

« EI&IEIB Amazon EKS £ A Amazon EKS E5E W ZEZEREL Prometheus 15 , REEEE
B2 T HEES,

o BUILAE Amazon EKS B A AR EEEEVIEES. £ Amazon EKS A HHAMELE , AR
EHAMRSIER L | RIEFHIEIEES.

MBI ARENFMENR , 528 (Amazon EKS EHEER) PR Prometheus $E1Z,
« EALAER AWS API 5 22 #HELEE AWS CLl,

ERAZEENKESR 26


https://docs.aws.amazon.com/eks/latest/userguide/view-raw-metrics.html#scheduler-controller-metrics
https://docs.aws.amazon.com/eks/latest/userguide/create-cluster.html
https://console.aws.amazon.com/eks/home#/clusters
https://docs.aws.amazon.com/eks/latest/userguide/prometheus.html#turn-on-prometheus-metrics

Amazon Managed Service for Prometheus EREEmR

ELRESHE TIEFTRHA.

BERMBRALRGYE , TREVACHIESERS .

o BMNACEN Amazon EKS &5,

- &HY Amazon EKS B/ ARESEE R FIREF NS EEN. SANIBELENLE , BL
ABERE,

« Amazon EKS E£Fr1E/Y Amazon VPC 4 ZERY A DNS,

(@ Note

BEESMHHE Amazon EREH (ARN) EBHINGREV B, MREMBREE K AREAARSA
BEUFNES  AFNEEKESEMEA ARN, Bt , MRS EAREFTEENER. &7
LA HVEY =5 E2 b B 2 55 25 B M BR

AWS API
£ AWS API 231

£/ CreateScraper API 2{EXREI EH AWS API BIHELES, AT EHISE us-west-2 b
EhEEER, KEEFEAECH ID B AWS RS, ITHE. Z2 MM Amazon EKS #5£%
A, WiRHEAREESRNERE,

(® Note

ZEREN FEBEREACEER CEEN T AN TR,
BRASEELOWMEFHERE , ELMARMETAESE.

scrapeConfiguration 2—fE base64 #mi&H Prometheus fH%E YAML 1E2., BRI LUE
B GetDefaultScraperConfiguration API fEETHEH —MAERE. WFE WEFHEE
#scrapeConfiguration , 2@ EEHFHEE,

POST /scrapers HTTP/1.1
Content-Length: 415
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Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257

User-Agent: aws-cli/1.18.147 Python/2.7.18 Linux/5.4.58-37.125.amzn2int.x86_64
botocore/1.18.6

"alias": "myScraper",
"destination": {
"ampConfiguration": {

"workspaceArn": "arn:aws:aps:us-west-2:account-id:workspace/
ws-workspace-id"
}
},
"source": {
"eksConfiguration": {

"clusterArn": "arn:aws:eks:us-west-2:account-id:cluster/cluster-name",
"securityGroupIds": ["sg-security-group-id"],
"subnetIds": ["subnet-subnet-id-1", "subnet-subnet-id-2"1]

iy
"scrapeConfiguration": {
"configurationBlob": <base64-encoded-blob>

AWS CLI
£/ AWS CLIZE L ZEERR

f£H create-scrapermn PREIEH HIMEES AWS CLl, AT EHIEHE us-west-2 thEHE
MEER, REECHAECH ID B AWS IRF, TR, Z£M4HM Amazon EKS BEE/H , i
RUEANEERNELE,

(@ Note

ZEREN FEREREACEER ZEEN T AN TR,
BB REBSELWIE TR , ELOMRWE AR

scrape-configuration 2 —1& base64 fwiEHY Prometheus A58 YAML BB, BOJLUfE

Ml get-default-scraper-configuration@ S TH—MAREL, NFE WBRFHE
FAscrape-configuration , ESRE EEEHEE,
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aws amp create-scraper \

--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-
id:cluster/cluster-name', securityGrouplds=['sg-security-group-
id'],subnetIds=["'subnet-subnet-id-1', 'subnet-subnet-id-2']}" \

--scrape-configuration configurationBlob=<base64-encoded-blob> \

--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-west-2:account-
id:workspace/ws-workspace-id'}"

T35 2IETLLEE AWS APl —HERAMNTREEFIELEE -

£/ CreateScraper API #4237 fELES,

£ ListScrapers AP| ##24E5 H IR A K MEES

£ UpdateScraper API B EEFHIMEERH BB, AREDE b,

{# /A DeleteScraper AP| 2 /EMI KR HMELES,

 {#£H DescribeScraper AP| 2/EEVS B BBHERES A FEAE o

& F GetDefaultScraperConfiguration API 2 4EEVSHTEL S HY — AR AR A,

(® Note

WAL EELEMN Amazon EKS #E LA Amazon Managed Service for Prometheus 17HL
EE, T—EXZERBNAUREES.

MR SRR E

EERLEWNEISEMN Amazon EKS # 5V AEE Amazon Managed Service for Prometheus W& T
BNERFHE  EERFREPRIINEEE , FEATIER.

flan , EEREMERSEE , Amazon account_id_source EKS FTER S —ERIFRIRSE , UKk
account_id_target Amazon Managed Service for Prometheus T/EEFTERI S — 18 B ZiR S,

SR P 5 E & M AN ER

1. EXFRRESH , B ABarn:aws:iam: :account_id_source:role/Sourced ¥ T 5l{S
EBER,
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ERAEER

"Effect": "Allow",

"Principal": {

"Service": [
"scraper.aps.amazonaws.com"

]

1,

"Action": "sts:AssumeRole",
"Condition": {
"ArnEquals": {

"aws:SourceArn": "scraper_ARN"
},
"StringEquals": {

"AWS :SourceAccount": "account_id"
}

2. TEXRIR (Amazon EKS #£5 ) #1H#Z (Amazon Managed Service for Prometheus T/E[E ) K&
BEE L, BEEEVNAE® , arn:aws:iam: :account_id_target:role/TargetIHiEE
A AmazonPrometheusRemoteWriteAccess §F Al R FIEEBER.

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::account_id_source:role/Source"

iy

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:ExternalId": "scraper_ARN"

3. ffHA --role-configurationi®&IEiE 7 ELES,

aws amp create-scraper \

--source eksConfiguration="{clusterArn='arn:aws:eks

:us-west-2

id_source:cluster/xarw, subnetIds=[subnet-subnet-id]}" \

saccount-

EAZEENRER
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--scrape-configuration configurationBlob=<base64-encoded-blob> \

--destination ampConfiguration="{workspaceArn="'arn:aws:aps:us-west-2:account-
id_target:workspace/ws-workspace-id'}"\

--role-configuration '{"sourceRoleArn":"arn:aws:iam::account-id_source:role/
Source", "targetRoleArn":"arn:aws:iam::account-id_target:role/Target"}'

4. BREIEEREM.

aws amp list-scrapers
{
"scrapers": [
{

"scraperId": "scraper-id",

arn": "arn:aws:aps:us-west-2:account_id_source:scraper/scraper-id",
"roleArn": "arn:aws:iam::account_id_source:role/aws-service-role/
scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraperInternal_cc319052-41a3-4",
"status": {
"statusCode": "ACTIVE"
},
"createdAt": "2024-10-29T16:37:58.789000+00:00",
"lastModifiedAt": "2024-10-29T16:55:17.085000+00:00",
"tags": {},
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:account_id_source:cluster/
xarw'",
"securityGroupIds": [
"sg-security-group-id",
"sg-security-group-id"
1,
"subnetIds": [
"subnet-subnet_id"

},
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-
west-2:account_id_target:workspace/ws-workspace-id"

}
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}

£ RoleConfiguration MR EZE AR EEE

BB EYREREELAR® , MR RoleConfiguration LAE A Amazon Managed Service for
Prometheus THEERF , BABEH , UpdateScraperIERE WA ENERIRSFIRMET
fEERoleConfiguration, RoleConfiguration ERHMEEHBE B AEARBEEEE,

ERSFRENMEMERFPNIEE , W HREZEEFA BHRoleConfiguration , BUEH
JRRoleConfigurationfE L1t UpdateScraper,

AERAEFZESRMAN TFERER MR

EEBVIEE , WERAEFZESHIBIEZEMENE Amazon Managed Service for Prometheus TAE
E , FEARRSRERNBERER/MEERS--role-configurationty .

aws amp create-scraper \
--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-id:cluster/
xarw,subnetIds=[subnet-subnet_id]}" \
--scrape-configuration configurationBlob=<base64-encoded-blob> \
--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-west-2:account-
id:workspace/ws-workspace-id'}"\
--role-configuration '{"sourceRoleArn":"arn:aws:iam::account_id:role/Source",
"targetRoleArn":"arn:aws:iam::account_id:role/Target"}'

BB I E R 8538

UTRESRBUFVMEEENRE RNEE,

- FIEMN AWS BERTFE. HENZSEME, FHEM Amazon EKS BEXERFE,

« IPHMTERETE, BHEESEBEA CreateScraper APl WFRBFELE—ER A IP b,
E%E Amazon EKS # &

WA TEIEH Amazon EKS B URZEERFIUER. AR WERE !
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- f£f Amazon EKS 1ZHUE B B %A Amazon Managed Service for Prometheus YRR I B E M 17
B,

« FE)FE Amazon EKS BELUETTZ E R FEIELL

Ty EESFFMitbRAELEE,

£ A7 HUE B AIENER FEER E Amazon EKS

£ Amazon EKS K 1ZHUE B 22 Amazon Managed Service for Prometheus fFEU# £ P EEREN
REE AL E,

IEHMEREY Amazon EKS BE M ARTEANF APl B0 RE, BEF7RBEXNMARES APIS
API_AND_CONFIG_MAP, EF]EBEFMEANFEVEREZE S EE LI Amazon EKS £ &F KR
R, MEFHMEN , 5520 (Amazon EKS R EIERE) FH AT IAM A€ HEFE Amazon
EKS # % EH Kubernetes ¥4,

R ERYBERIERVES CREMHEES

- BUEER - EEIB Amazon EKS £ A7 Amazon EKS 258 | oL EEZEE (B
BETRRELESETHNEES ) K RRSEHEILFEUERBE , # Amazon Managed Service for
Prometheus REAFEEKIERZ,

- BUEBERNY - MREMN Amazon EKS BEECHFE , F 7 RBEERXREA APIT
API_AND_CONFIG_MAP , M#&i&EiB Amazon Managed Service for Prometheus API 5 CL| Si&i8

Amazon EKS A ZVWEAHEE , #EDHARLELN EREFIUERBER |, fEEGESAE
HEHESE,

EEMFEUREBXE

B 82 M HELES I 32 Amazon Managed Service for Prometheus A& EAFEUEE BKRE , €L T
DI, MEFBUEEWEFMET , 520 (Amazon EKS A EKERE) FHAK IAM AGSERE
ZHl Kubernetes.

"rules": [

{
"effect": "allow",
"apiGroups": [

]I
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"resources": [
"nodes",
"nodes/proxy",
"nodes/metrics",
"services",
"endpoints",

"pods",
"ingresses",
"configmaps"

1,

"verbs": [
"get",
"list",
"watch"

]

I
{

"effect": "allow",

"apiGroups": [
"extensions",
"networking.k8s.io"

1,

"resources": [
"ingresses/status",
"ingresses"

1,

"verbs": [

"get",
"list",
"watch"
]
I
{

"effect": "allow",
"apiGroups": [
"metrics.eks.amazonaws.com

]I

"resources": [
"kcm/metrics",

"ksh/metrics"
1,
"verbs": [

Ilgetll
]
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},
{
"effect": "allow",
"nonResourceURLs": [
"/metrics"
1,
"verbs": [
nget"
]
}

FEIERE Amazon EKS LA THTENES 2 HL

MRERFFEM aws-auth ConfigMapRiZH¥ kubernetes BEMFE , IR T LAZE Amazon
Managed Service for Prometheus EERFRENIER. TS BRKE T Amazon Managed Service
for Prometheus #£8#9 Amazon EKS # S EUEE/ ZEUE,

(® Note

T ConfigMapM FEUEBMFMEN , 52K (Amazon EKS EAEIEE) FHLFT IAM
A HEFE Kubernetes,

WREFEH kubectlf AWS CLI, MNEFRELZE kubectl WWEF , 5828 (Amazon EKS A&
B B Z 2 kubectl,

FE)EXE Amazon EKS # £ LU TS EEENE

1. FEATHAXEIES clusterrole-binding.yml HEE :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: aps-collector-role
rules:
- apiGroups: [""]
resources: ["nodes", "nodes/proxy", "nodes/metrics", "services", "endpoints",
"pods", "ingresses", '"configmaps"]
verbs: ["describe", "get", "list", "watch"]
- apiGroups: ["extensions", "networking.k8s.io"]
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resources: ["ingresses/status", "ingresses"]
verbs: ["describe", "get", "list", "watch"]

- nonResourceURLs: ["/metrics"]
verbs: ["get"]

- apiGroups: ["metrics.eks.amazonaws.com"]
resources: ["kcm/metrics", "ksh/metrics"]
verbs: ["get"]

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:

name: aps-collector-user-role-binding
subjects:
- kind: User

name: aps-collector-user

apiGroup: rbac.authorization.k8s.io

roleRef:

kind: ClusterRole

name: aps-collector-role

apiGroup: rbac.authorization.k8s.io

2. EEEPHITTIGT

kubectl apply -f clusterrole-binding.yml

EXREUEEACEZNRE, LEFIFER aps-collector-role fFARBEZTEH aps-
collector-user fEAERAERRE,

3. UTHPABEBEHENEAEAID B scraper-id WEH. ERLFERAL—Hm OB EESS,

aws amp describe-scraper --scraper-id scraper-id

4. 7£ describe-scraper WERP S roleArn , HEXWT -

arn:aws:iam::account-id:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_unique-id

Amazon EKS EE it ARN AR, BANEFAEER ARN WEX , MEET—PHFEA. ®
LA E IR

arn:aws:iam::account-id:role/AWSServiceRoleForAmazonPrometheusScraper_unique-id
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f5lgn | 1tk ARN :

arn:aws:iam::111122223333:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

arn:aws:iam::111122223333:ro0le/
AwWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

5. HAL—ESRPEUREN roleArn URENEEEBNEE , EEEPHT TGS

eksctl create iamidentitymapping --cluster cluster-name --region region-id --
arn roleArn --username aps-collector-user

B EERSRMFH clusterrole-binding.yml BEHEBEVNACGNEREEMESE,

SR M BrEERS
SEFLABER AWS API 5t AWS CLI 31| &R 5 1 g9 TUER 25 S M BR e 173

(@ Note

wEELFEANRRIARAH AWS CLI 5 SDK, H#FIRAAEREZIAVIIEMIIGE | UKk
Z2MEH, HE , £HEBRMup-to-datedn T HIBERAY AWS Cloudshell,

EEIHERF P ENEES , FBEA ListScrapers APl #4E,

HE , F£H AWS CLIFELY :

aws amp list-scrapers

ListScrapers EEEEKRFPHIMMEEES , HlW0

"scrapers": [

{
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"scraperId": "s-1234abcd-56ef-7890-abcd-1234ef567890",
"arn": "arn:aws:aps:us-west-2:123456789012:scraper/s-1234abcd-56ef-7890-
abcd-1234ef567890",

"roleArn": "arn:aws:iam::123456789012:role/aws-service-role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-2931",
"status": {

"statusCode": "DELETING"
I
"createdAt": "2023-10-12T15:22:19.014000-07:00",
"lastModifiedAt": "2023-10-12T15:55:43.487000-07:00",
"tags": {},
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:123456789012:cluster/my-
cluster",
"securityGroupIds": [
"sg-1234abcd5678ef90"
1,
"subnetIds": [
"subnet-abcd1234ef567890",
"subnet-1234abcd5678ab90"

1,
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-west-2:123456789012:workspace/
ws-1234abcd-5678-ef90-abl2-cdef3456a78"

}

EEMBRIMENSS , A ListScrapersiBEES R ALEMBR 2 MENEE scraperIdy , REFEH
DeleteScraper BRVE#S E MIBR,

®FE , FH AWS CLIREY :

aws amp delete-scraper --scraper-id scraperId
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&R LAfE A B2 Prometheus iR RSERERZFZRBNARZMKEER, Flw , BT ERE
BEEEETHENER. SHAUEAEHREBERDEEMEAEENER., BERERBE—E YAML
BR, BRZEERERN 20

BYMKRERE , B LLEBE API AL RHE basebs miGHY YAML ERRIEEHEE, BALHE
iB Amazon Managed Service for Prometheus API HH#) GetDefaultScraperConfiguration ¥
TH-RAREREESR,

EEEWIMEEIMAERE | B LAFE A UpdateScraperi®fe, MELFTEEHMIEENRR (Hlwm, H
. Amazon EKS #5& ) , BAAMBRINENEE | Y68 A #TRIRE R L ZIMENEE,

X RS

MEEBEIMMERAEKANEN , SIETRENFHMAM , 528 Prometheus XHHHIERE, 21548
REIRIEF <scrape_config> BIERBARFEZTEMEE,

A Amazon EKS 2 —XEHRYE , Bt XA —RIEHRFRERE (<*_sd_config>) 2

<kubernetes_sd_config>,
RFHEEBRNTEFE !

» <global>

<scrape_config>

« <static_config>

* <relabel_config>

* <metric_relabel_configs>

« <kubernetes_sd_config>

BEERRTHRFSTIERABEER R,
gEHERESR

UTRER 30 WEERBAES YAML HAREE. HEHIE3IES kube API ARFIEENIE , UK
kube-controller-manager 1 kube-scheduler 2N X &, WEFHMEHR , F28 (Amazon EKS £ H
#I5E) PHREEL Prometheus & A2 & F HE R B EE,

global:
scrape_interval: 30s
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external_labels:
clusterArn: apiserver-test-2
scrape_configs:
- job_name: pod_exporter
kubernetes_sd_configs:
- role: pod
- job_name: cadvisor
scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- replacement: kubernetes.default.svc:443
target_label: _ address__
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$1/proxy/metrics/cadvisor
# apiserver metrics
- scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
job_name: kubernetes-apiservers
kubernetes_sd_configs:
- role: endpoints
relabel_configs:
- action: keep
regex: default;kubernetes;https
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
# kube proxy metrics
- job_name: kube-proxy
honor_labels: true
kubernetes_sd_configs:
- role: pod
relabel_configs:
- action: keep
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source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_pod_name
separator: '/'
regex: 'kube-system/kube-proxy.+'
- source_labels:
- __address__
action: replace
target_label: _ address__
regex: (.+?2)(\\:\\d+)?
replacement: $1:10249
# Scheduler metrics
- job_name: 'ksh-metrics'
kubernetes_sd_configs:
- role: endpoints
metrics_path: /apis/metrics.eks.amazonaws.com/v1l/ksh/container/metrics
scheme: https
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
relabel_configs:
- source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
action: keep
regex: default;kubernetes;https
# Controller Manager metrics
- job_name: 'kcm-metrics'
kubernetes_sd_configs:
- role: endpoints
metrics_path: /apis/metrics.eks.amazonaws.com/v1l/kcm/container/metrics
scheme: https
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
relabel_configs:
- source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
action: keep
regex: default;kubernetes;https

TR AWS XEWRERGENRE

- EERfR  REREREEREEDIR 30 WHNEREER.
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- HE : static_config VB ENXEEEAS IP ik,

- DNS f##7 - EHERE B |, AR YR —[RREEE BRI Kubernetes api fal R&7
kubernetes.default.svc, FTEEMEEEZBEALER IP it IEE,

s RE-NREFTEERE  FEK. MREE  REVBERE Bearer , HABIEOHER /var/run/

secrets/kubernetes.io/serviceaccount/token., AR , MRFEH A FEERXEN

TFIR :

authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token

(® Note
type: Bearer RFEiX{E , R AIAEK,

YRS RARETRHEE

Amazon Managed Service for Prometheus 2 HBIREMELEIERE, BER , R Amazon
Managed Service for Prometheus TEEHREEEFEFEINIEE , RWATEIT R 2

/A Important

HESLE R Amazon EKS #EMAAEER. NEFMAEF , T2/ (Amazon EKS A ETE
) PEELEmE.

up IBER—EEBEMNITE, #¥ Amazon Managed Service for Prometheus U5 854 3R 1Y =18 ik

2 BHEERoELtIEE, WEEEZENRE iGN ERAMBEENES.
s up FEE-BWREHEE up BE , AIERTKESRKT I imE,

MRECHEEHRHTFE , WESRTREEEIRITHELERR,

« BMUREERABEEMEE, HREKrelabel_configWBEEERHE,

« role AAREMN TeEHBRBEE,
« Amazon EKS #E5EEF# Amazon VPC FIEEE KR DNS |, ESFEWRESRE LS HRIFE,

ERAZEENKESR
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c up BFE , BHREKAOO—MR up EFEEA 0, BIKRESSEENIRRIGH , ERFEFMER
Prometheus A K IEIE,

EEEERT | CUNERERNREER curl B9, CTURBHAEARTER Il , £
EAEEANBRBE (http & https), HUREES. EHTURERELEUERH200EEE
Jé , $b4E Prometheus 3, it , EEMAXCREEARATNAN LR, (0% AWS BE WS
BHRH  HSHTH. )

c up EFEEARO0—F up EFEAEKRR 0, BlIIEEEEIAZE Amazon Managed Service for
Prometheus,

EA B IR IE £ 83, Amazon Managed Service for Prometheus (B &M B ERR , HIE Amazon
Managed Grafana) FEY EREISEE, BAILEXRMER curl RRE/metricsin BTN EREE, R
RECEERBBHAMRS , flNSEEESNREHE, SUUEH REREHE , URELEE
MBI upEFRim BB E count (up)o

BRI
Amazon Managed Service for Prometheus FTiR it & S EEERMNRHHD,
- B9 : 8K EKS BE, SEEZELE M Amazon Managed Service for Prometheus workspace %78

AR AWS B,

- WRF : B EKS BE, ZEELKEM Amazon Managed Service for Prometheus T {EE & 4R R
R AWS RS,

- WK BRFEZSUUAEEEFERME 10 8 Amazon Managed Service for Prometheus &£
2o

® Note
S8R LUZE B 55 5K 18 N Fe 58 2R AR 3K 58 A0tk BR

- IEEEE  REEA—@E /metrics WmBFERNE LR TEEEIB 50 MB,
- BEZESEFN IR  RER/KD WLURE 30,000 /metrics fEwH.
- BZERfR  REREREEREEDLR 30 WHERERR.
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HEEEE Prometheus HHRRIIERE ?

EERLCNERAEXMERRESZEE Prometheus 18Z LA A Amazon Managed Service for
Prometheus , 4B #E Prometheus AR /metrics {EiwEh 4RI\ BB Prometheus A
Mg, BULUEEECHIEE , BEFXEHEM. Kubernetes (‘21F Amazon EKS) MFFrZ HtENXE
MR EEZEREELER.

#& Amazon EKS IR E H FIEE Prometheus A KYim 25 RF |, B A LA Amazon Managed Service
for Prometheus W4 88 B BIE KIS LIEE,

MEFHMEN  FSETIERE -
- MNEBBEKIEEEHA Prometheus 1IBEEZENBERERNEMBRIGFMEN , 528 Prometheus R8I

HrAELRERANES,

- MEFBAREBECHERGEHE Prometheus HBIEENFMEN , 552 Prometheus X4+
HRBEHER,

- WMEABWMAERE Amazon Managed Service for Prometheus W 5288 LA B Eh ¢ Amazon EKS #5£7%
SEENFHER  B2E £/ AWS ZEWES.

E“I_ul

EEXEWNESR

AEETESEBRELECHINESRRENERNMHEBEENR , ELWESSSFEA Prometheus RiHE AR

EZEIEE Amazon Managed Service for Prometheus,

B I8 B C R INES S E X E Amazon Managed Service for Prometheus B , BB SR EEEZ
MZ4E  TRERINEFFESENTAEER,

REZYUEFEENRESRBEATIHP-—ETER

« AWS Distro for OpenTelemetry (ADOT) — ADOT & OpenTelemetry W2 X &, T4, W%
ENFERERES M, TEREERNRERE, SR ADOT WERE , W EEEEEN
Amazon Managed Service for Prometheus TE[E, MFEHFE ADOT ELENFMHENR , F2E
AWS B OpenTelemetry B9 AWS Distro,

« Prometheus KBRS - BAILAERE B S B MIRIEES Prometheus RIARESEHAITEE CLFRAES
DEIT) , UREREL K HEEZEZE Amazon Managed Service for Prometheus.,

THEERAMMAEAEME LR , L EHFEREBC WER—REA
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https://prometheus.io/docs/instrumenting/exporters/
https://prometheus.io/docs/instrumenting/writing_exporters/
https://aws.amazon.com/otel/

Amazon Managed Service for Prometheus EAEEE
&

- RELWESHEIEX

« {#/ AWS Distro for OpenTelemetry #A W E RS

- £/ Prometheus #ITEBIEAUES

- Ba T AMEREE Amazon Managed Service for Prometheus

RELW IS EEEESE
Amazon Managed Service for Prometheus 12417 By &R 15 AZ FRENEY 5 %o
AWS PrivateLink ¥ & Amazon Managed Service for Prometheus &£ F

H 52 HEEVE Amazon Managed Service for Prometheus BV B R E T LUEIB A ERMRERIFE |, =
&8 VPC imBi5E X AWS PrivateLinko. f£/ AWS PrivateLink TJ R B VPC HWBEREE AWS
MR ZERE  METEBLAARERK. EEA Amazon Managed Service for Prometheus 2 31

AWS PrivateLink VPC %% % , 5528 £ Amazon Managed Service for Prometheus FJTH VPC %
2

SoRENRE

AWS Identity and Access Management (IAM) 2 —%& Web fR% , AT B L £ thimHI% AWS EIRHY
FH, EBULER IAM RiZ4HEERE S BRE (BA) NZEFERAERN (EFHT) WAE, Amazon
Managed Service for Prometheus B2 IAM & | #BIERERERZE, EHERE Amazon Managed
Service for Prometheus B , MEEET — L& IAM A€ , FHAEHKE Prometheus A ARESHEEUEAE |, X
& Grafana Al IRESE I 1ZIE Amazon Managed Service for Prometheus THEEFHIEE, NEEH
IAM HVARBAE R , B2BRTER IAM 2,

% — BT 1% BhIEERE Amazon Managed Service for Prometheus AWS %&£ IhAER AWS Signature
% 4 |REZEBREF (AWS SigV4). Signature £ 4 lR2AE S BB EAMIEBE HTTP X AWS ZFHE R
BF. RTREER HHAZHEBERAWS L EACTATHESREE LRI SHFHE®| D NFA
RENER, EMESREEBALCNLZLRE. WEFE Sigv4 WS , F2REEE 4 RE
EEF.

5/ AWS Distro for OpenTelemetry i & UK &85

A EIERBA AN{AI % E AWS Distro for OpenTelemetry (ADOT) W25 Prometheus # 8l & 2 X HEER |
W HE$5 12X = Amazon Managed Service for Prometheus., #EHR ADOT EESMEEMEN | 7
28 AWS B AR OpenTelemetry B9 AWS Distro,

REEH IR R REUESR 45
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THEEBERBE=ZBETRIMN G ERE ADOT FREAEEZNKESS , BURALHNIEZR KB Amazon
EKS. Amazon ECS 22 Amazon EC2 #1T{E .

X8

« 7£ Amazon Elastic Kubernetes Service &5 L8/ AWS Distro for OpenTelemetry &% 155 #EEX
« {#/ AWS Distro for Open Telemetry #& Amazon ECS & EEZHEE

- FAEIRE ARE Amazon EC2 #1TEEE FEH 5

1£ Amazon Elastic Kubernetes Service #& £ £ AWS Distro for OpenTelemetry &%
E R

A LAE A AWS Distor for OpenTelemetry (ADOT) W88 Prometheus #RIE AR MEUEE |, It
H 15 EIX E Amazon Managed Service for Prometheus.

(@ Note

WnEE ADOT IREESBRMFFHESRA , 552 B AWS Distro for OpenTelemetry.
FE Prometheus EREABEANFHRESR , F2RTERE Prometheus HHEMERER 2,

A ADOT UYiE Prometheus $81E3% & =l OpenTelemetry o4 : Prometheus #UK85. Prometheus
RinBm ABEHEXH Sigv4 BRFELEM,

BRI LAE A Prometheus #HEE | ZAHAE Prometheus B2 28 R 1T RIS HR Z= M FEAE MM

EX., Prometheus #EUBEE L Prometheus BEERIMEUER, SEMBMNTAEARN NI E
£ Prometheus Al FinfE X EHETHERE, Prometheus $ZWESTE Prometheus SR+ , ZEHH
REFPEREA 2 E Prometheus BV EFIEEWARE, B LU LARRE R EIARA ADOT IR
REH,

Prometheus 2B ABEHEREFEA remote_write HESNMEMWIEEEEXZEEAMNEIE A QML T
EE, EHERK HTTP BRi&EH AWS Sigv4 #E | Sigv4 B0 BRBLEHRNZ S E 9 ERE AWS &
AHE. MEFHMEN , BSREEZERAK 4 HEERF,

W BT E B BIRER Amazon EKS £/ Prometheus $81Zim 2 , 3 {# A <kubernetes_sd_config>H % F
HYFEBE,

LA REI R #1T Amazon Elastic Kubernetes Service 5 B HR EE Kubernetes Ry 5 EE{TILAHRE
NEH|, EEHITELLR , BAEHE AWS REFEREBREREPEMBEREN AWS BF. NFEH
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https://prometheus.io/docs/prometheus/latest/configuration/configuration/#kubernetes_sd_config

Amazon Managed Service for Prometheus EREEmR

HER , B2 EERE AWS SDK for Go, Lt REFEAEVIEAREN , AREFNESAE. SHIERAE
NEBE /metrics WmwE L FIEE |, ]I Prometheus Al FimfE N E,

FORIRHE

ERHETIHIRES R , ELAARBIRFNEEBERE IAM A6,

RERBRF MEEBERN IAM A6

1. 1&{& B Amazon EKS B#5REEGEHIEENBRB A PSR , ARBIRFEIL IAM A6,

E ADOT BRI [E H1EER , BEALAG,

BETX , mEETEBE. BEIRA https://console.aws.amazon.com/iam/ B IAM E2 &,
EEASEERTEEASG  RAERSKREELS R 1 PE UK amp-iamproxy-ingest-role,
EEEEERERSIER K AREEFEETER.

EEEBERBER JSON & |, Bif{ aws-amp & adot-col , ARBEEHETRA. BRETHK
KEMTAIR

o & 0N

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/
oidc.eks.region.amazonaws.com/id/openid"
.
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"oidc.eks.region.amazonaws.com/id/openid:sub":
"system:serviceaccount:adot-col:amp-iamproxy-ingest-service-account"
}
}
}
]
}

6. BRIEFEERRSIER K YRESHKTIERBEXHNMNEZBE,

{
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetlLabels",
"aps:GetMetricMetadata"
1,
"Resource": "*"
}

BX A Prometheus 1EZ k&

(@ Note
E &1 Amazon EKS RV i A=K , fkT85% alertmanager EEAHHELHRER,

1£ Amazon EKS 3 Kubernetes # £ A Prometheus £4&

1. 2RIERRE aws-otel-community FEIFERHNEEERRER.

RE , MITUTHT

cd ./sample-apps/prometheus-sample-app
docker build . -t prometheus-sample-app:latest

2. AIE R #HIERFEMMER , HlI0 Amazon ECR = DockerHub,

3. BHEM Kubernetes #HREIER , EREPIHELHIEAEN. BB prometheus-sample-
app.yaml #EXRHh & {{PUBLIC_SAMPLE_APP_IMAGE}} #E&EF 50T XN E &,

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/
main/examples/eks/aws-prometheus/prometheus-sample-app.yaml -o prometheus-sample-
app.yaml

kubectl apply -f prometheus-sample-app.yaml
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ERAEER

4.

WATI ST , BECHBDEFEARER, EaTHIET , BH&7E NAME BT FE

prometheus-sample-app.

kubectl get all -n aoc-prometheus-pipeline-demo

FR8) ADOT WERBRMTARRBITER, BEHTIER  FEAAA TGS RAM ADOT KR

Kubernetes #H&E,

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/main/
examples/eks/aws-prometheus/prometheus-daemonset.yaml -o prometheus-daemonset.yaml

ARBIREBEAER |, 5 YOUR_ENDPOINT #9 Amazon Managed Service for Prometheus T
YEE LA % YOUR_REGION By [EiF## remote_write %2, BE LHEFMERE K BFEAE
Amazon Managed Service for Prometheus 12 & FE R remote_write %2,

B EEAE Kubernetes #ARER IRFEIR E EEXYOUR_ACCOUNT_IDH A& 88T A AWS BHRE
1D,

FELLEHIF , ADOT WEBRMBREE AR (scrape=true) R¥ETEMENHL B Rin . EZE
ADOT W ED A EARN R RERETH kube RitinE . EEENMTEEHEARER
A A H R E R R BAREPBER.

AT 5 a5 AERE ADOT W&,

kubectl apply -f prometheus-daemonset.yaml

mMATHEGS , BREE ADOT WSS, £ NAMESPACE ##&# adot-col,

kubectl get pods -n adot-col

ERARKELEARIERRETEREF, RANEIEICHERELEXNRS, BAT®

™ .

kubectl get pods -A
kubectl logs -n adot-col name_of_your_adot_collector_pod

gHRAREN PR EMEE RS K RUTEREIFTR

Resource labels:
-> service.name: STRING(kubernetes-service-endpoints)

ADOT U &2s
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ERAEER

BER

E=E-y

-> host.name: STRING(192.168.16.238)

-> port: STRING(8080)

-> scheme: STRING(http)
InstrumentationLibraryMetrics #0
Metric #0
Descriptor:

-> Name: test_gauge0

-> Description: This is my gauge

-> Unit:

-> DataType: DoubleGauge
DoubleDataPoints #0
StartTime: 0
Timestamp: 1606511460471000000
Value: 0.000000

%EI,JEK Amazon Managed Service for Prometheus 2B W EIIEE , BFH awscurl, LT E

FRFEBGTYEL AWS Sigvd B0 EEEE HTTP K , Rt B S BEEABEEE AWS &
)kﬁ*# , 3 BB Amazon Managed Service for Prometheus &R EFESF ], MELE Wi
T~awscurl , FE8R awscurlo

ET a5 s |, 4 AMP_REGION #1 AMP_ENDPOINT #i#:2A Amazon Managed Service for
Prometheus THEENE A,

awscurl --service="aps" --region="AMP_REGION" "https://AMP_ENDPOINT/api/v1l/query?
query=adot_test_gauged"

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"_name__":"adot_test_gauge®"}, "value":[1606512592.493,"16.87214000011479"1}1}}

MRERIEREALDE  AIRTEERECKY , BERE KR ERARENEREE Amazon

Managed Service for Prometheus,

BN RE  FRATIGS.

kubectl delete namespace aoc-prometheus-pipeline-demo
kubectl delete namespace adot-col

ADOT

WERR
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RS RE

Prometheus #2887 Prometheus RAXHH , XEHEEHRAN L E Prometheus MM EFHFRR
HHRE, BULUSIELHREIE BN EIRAY ADOT WEERSHREA,

Prometheus WA TEENBRBHRR, MBEENERSRARL. HBRBBABN TR,

receivers:
prometheus:
config:
[[Your Prometheus configuration]]

LT REHIERE,

receivers:
prometheus:
config:
global:
scrape_interval: 1m
scrape_timeout: 10s

scrape_configs:
- job_name: kubernetes-service-endpoints
sample_limit: 10000
kubernetes_sd_configs:
- role: endpoints
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

MREEHREM Prometheus fARE | BIXAEK $ BFTEBRA $$ LB KESRAREEY, * Y
1 relabel_configurations I E#ERBIEE, flm , HEEHBER T 5 relabel_configuration :

relabel_configs:
- source_labels:
[_ _meta_kubernetes_ingress_scheme,__address_ ,_ meta_kubernetes_ingress_path]
regext S (R HEE)FIEEE)
replacement: ${1}://${23${3}
target_label: _ param_target

CHRERBIU TS
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relabel_configs:

- source_labels:
[__meta_kubernetes_ingress_scheme,__address_ ,_ meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: $${1}://${23${3}
target_label: _ param_target

Prometheus 2% &= A E HEZXH Sigv4 & 5 5B UM

Prometheus Ziw B A B HERH Sigv4 5 5 RFBIEMAIFREER Prometheus W EEB F. EILEBER
BEHEUEE , RS EmEF#ELE R E H 2 Amazon Managed Service for Prometheus, T %II#3
{51 B 7~ B Sh#E R2EE Amazon Managed Service for Prometheus B HKEE R,

extensions:
sigv4auth:

service: "aps
region: "user-region"
exporters:
prometheusremotewrite:
endpoint: "https://aws-managed-prometheus-endpoint/api/vl/remote_write"
auth:

authenticator: "sigvé4auth"

IAERES X HTTPS 555k |, 3% R AWS Sigv4 AR B TERR AWS 2 AERHEN AWS EAE R
REE, MEFHMEN , FSEARTE BEAMN Go B AWS SDK, BAEKREIEES aps.

EREBB R AR , ADOT KR Hee S FENTERR AWS B A BRI 5| H iy H e —@iE
IEO Sigv4 A BRFBEMEURA BAMN Go B AWS SDK , AT RMEEEAERLHETH 95
Fo BABERERIELRFEAE Amazon Managed Service for Prometheus HIiRimE AR,

£ AWS Distro for Open Telemetry £ Amazon ECS & EIEZHE

R EIER B A% Amazon Elastic Container Service (Amazon ECS) WEZ , XA AWS Distro for
Open Telemetry (ADOT) #&E#EVZE Amazon Managed Service for Prometheus. iE [ BFER BB a0{A1E
Amazon Managed Grafana FA$i5ER B 1L,
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FRMRAF

/A Important

ERBZH , B BEEEERREN AWS Fargate #5% E#%A Amazon ECS R
. Amazon Managed Service for Prometheus T4E[& , LA Amazon Managed Grafana
TEE, BABRREATBRIR[IELS. Amazon Managed Service for Prometheus , BA K

Amazon Managed Grafana.,

WMEFBES , FSETHES :

- MENAEERTAREREXE Fargate #E FE 7 Amazon ECS RIBNFMET , 2/ (Amazon
ECS R#AEER) FHNEVES,

- WEFEIAE I Amazon Managed Service for Prometheus BV EEfE A , 5528 (Amazon Managed
Service for Prometheus fEA&1EmM) FHEILITEE,

- WFEWAIE I Amazon Managed Grafana T/EEMWEFMHER , 5528 (Amazon Managed Grafana

ERERERE) FHELTERE,

HBR 1 EREBF] ADOT ERAIRMRE&

FEATIEREBEEAEER , ERXREBCH ADOT REFA[MEBIE. #& my-remote-URL Fl my-
region B#REM endpoint M region H. EHERERTFE—{EH A adot-config.yam! fERH I
&,

(® Note
WHREME A sigv4auth ZEHRERE Amazon Managed Service for Prometheus BIFEAY, N
BEIMHAE sigvsauth MEFER , 52 B GitHub ERYERFESS - Sigvd.

receivers:
prometheus:
config:

global:
scrape_interval: 15s
scrape_timeout: 10s

scrape_configs:

- job_name: "prometheus

ADOT Ur&2s
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static_configs:
- targets: [ 0.0.0.0:9090 ]
awsecscontainermetrics:
collection_interval: 10s
processors:
filter:
metrics:
include:
match_type: strict
metric_names:
- ecs.task.memory.utilized
- ecs.task.memory.reserved
- ecs.task.cpu.utilized
- ecs.task.cpu.reserved
- ecs.task.network.rate.rx
- ecs.task.network.rate.tx
- ecs.task.storage.read_bytes
- ecs.task.storage.write_bytes
exporters:
prometheusremotewrite:
endpoint: my-remote-URL
auth:
authenticator: sigvé4auth
logging:
loglevel: info
extensions:
health_check:
pprof:
endpoint: :1888
zpages:
endpoint: :55679
sigvé4auth:
region: my-region
service: aps
service:

extensions: [pprof, zpages, health_check, sigv4auth]

pipelines:
metrics:
receivers: [prometheus]

exporters: [logging, prometheusremotewrite]

metrics/ecs:
receivers: [awsecscontainermetrics]
processors: [filter]

ADOT Ur&2s
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exporters: [logging, prometheusremotewrite]

SER 2 # ADOT INERS ARG HIXZE Amazon ECR RFE

£ Dockerfile I BRERME , REAHEHEIXZE Amazon Elastic Container Registry (ECR) 7 E.

1. B3I Dockerfile AER MG LN A MEEL A EFIEZE OTEL Docker BRIGAEF

FROM public.ecr.aws/aws-observability/aws-otel-collector:latest
COPY adot-config.yaml /etc/ecs/otel-config.yaml
CMD ["--config=/etc/ecs/otel-config.yaml"]

2. 3 Amazon ECR f#7ZE.

# create repo:
COLLECTOR_REPOSITORY=$(aws ecr create-repository --repository aws-otel-collector \
--query repository.repositoryUri --output text)

3. BIAUBHEMEK

# build ADOT collector image:
docker build -t $COLLECTOR_REPOSITORY:ecs .

@ Note

ERZREEEHTASRNEERETERBRSE. 6, EURZSECBRYMBGRMER --
platform 2%,

4. & A Amazon ECR R E. # my-region B AEH region Eo

# sign in to repo:
aws ecr get-login-password --region my-region | \
docker login --username AWS --password-stdin $COLLECTOR_REPOSITORY

5. HWEEBHNBRMRE,

# push ADOT collector image:
docker push $COLLECTOR_REPOSITORY:ecs
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S B 3 . B Amazon ECS E#EZ R #MEL Amazon Managed Service for Prometheus

# Y Amazon ECS 1£# E % K HEL Amazon Managed Service for Prometheus., & THEEHES
€% 5 adot-collector WAEMB A prometheus WAER, prometheus EAIEE , M adot-
collector #llEX prometheus,

® Note

Amazon Managed Service for Prometheus A BRI R 1T , L RRB[NEEE, £E
BERT , AR URERXEXEREHIT Prometheus , IR imiEZEEEZE Amazon
Managed Service for Prometheus,

gl EBER

UTREBEBNBNES, BAUERALEANERRISEIBERNER, & adot-collector B
image EE# AR/ FZE URL MBRRIER ($COLLECTOR_REPOSITORY :ecs). #% adot-collector
M prometheus B region EEEHRA region EE,

{
"family": "adot-prom",
"networkMode": "awsvpc",
"containerDefinitions": [
{
"name": "adot-collector",
"image": "account_id.dkr.ecr.region.amazonaws.com/image-tag",
"essential": true,
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-adot-collector",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
},
{
"name": "prometheus",
"image": "prom/prometheus:main",

"logConfiguration": {
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"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-prom",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
}
1,
"requiresCompatibilities": [
"FARGATE"
1,
"cpu": "1024"

S 4 . BFEHEFHEFEE Amazon Managed Service for Prometheus HI&F A

£ B IEUEZEEIX E Amazon Managed Service for Prometheus , 28 Amazon ECS £
BUBEEBERWEET , TEEREFU AWS API B1E, BXEREKEL IAM A6, i
AmazonPrometheusRemoteWriteAccess BURKIINZE IAM B, MEEBEL ALK MBE
WEMER , F2EAEKEN IAM ABFIEGEK,

EI84#% AmazonPrometheusRemoteWriteAccess M{iZE IAM Y EZACARENELZ
# , Amazon ECS T BAAS 2 M ERAY 3542 &% 2] Amazon Managed Service for Prometheus.

% B8 5 : £ Amazon Managed Grafana F#R Bt IR IEE

/A Important

B2 Al , BAEE Amazon ECS B E&EF#T Fargate £#. & Al , Amazon
Managed Service for Prometheus #% &% A 18KV $81E,

1. & Amazon Managed Grafana TEENEBEKH , #EFE AWS BEIR THERKIER.

2. HEERRRRSIERL , $H¥ARIEIEE Amazon Managed Service for Prometheus , A& IZIZEL
MR EE,

3. EBE FEERKE.
4. {EH ecs M prometheus BEFIBREHNREENIBE,
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ERAEIRE ARE Amazon EC2 #{T{EREEMIEE

A ER BA a0 fAI1E Amazon Elastic Compute Cloud (Amazon EC2) #{T{E 8 FEFHRiR B A#IT
Prometheus AR5, EERPANMARER Go e REEARENNKERE , WAEHEIEE Amazon

Managed Service for Prometheus TE[E,

FeIR IR

/A Important

EFIRE |, BB RS Prometheus v2.26 RE S RA, RABRRERE
Prometheus, Amazon EC2 #1 Amazon Managed Service for Prometheus. & RBN{A % 5
Prometheus ERE , 552 B8 Prometheus #3 EH A P9,

MRBERZAE Amazon EC2 5 Amazon Managed Service for Prometheus , B & £ RBEEUT & &
B

« Amazon Elastic Compute Cloud 21t ?

« Amazon Managed Service for Prometheus s+ ?

#3 Amazon EC2 8 IAM A&

EERREE , BHXALER AWS ZE B AmazonPrometheusRemoteWriteAccess 237 IAM
A, RE , BULRBEEAENHITER , AiGEZESRRE Amazon Managed Service for
Prometheus TE[E,

1. BRI https://console.aws.amazon.com/iam/ B IAM 32 A&,

2. REBE , EE Roles (AB) , RRIEE Create role (BRI AB),

3. HAGSENERER | BIE AWS service (AWS BRTS). sH¥ERRMG | BZ EC2, EET—F :
T,

4. T 2% | 8 A Amazon PrometheusRemoteWriteAccess., $HEBUEREHE | iEH
AmazonPrometheusRemoteWriteAccess AR IRIE M INBK, iEFE Next: Add Tags (F—25 : #r
HIZE),

5. (ZR) BEM IAM &2 IAM Z8, B [T—F : 8F).
6. WMALZNARER. BEF BEYBK.
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ERE) Amazon EC2 #1T{E B

= ZRE Amazon EC2 #1718 , F5E1E CGEAM Linux #1TEEH Amazon Elastic Compute Cloud
FEAEER) PREEBHTERNETR.

T RHEAER

Y/

BYIAMAS  BER AERME EC2 MTERR  BKUUNTRERARXRETECREEN.
PITRERRAREANARER

1. FEATIHEERELES main.go B Go &2,

package main

import (
"github.com/prometheus/client_golang/prometheus/promhttp"
"net/http"

)

func main() {
http.Handle("/metrics", promhttp.Handlex())

http.ListenAndServe(":8000", nil)
}

2. BITUTRTURKRERMEKER.

sudo yum update -y
sudo yum install -y golang
go get github.com/prometheus/client_golang/prometheus/promhttp

3. BITTEEAER.

go run main.go

B REREXEXEIERE 8000 LiETT , WERFTEREN Prometheus 1B1E, U TRELIE
Ky & 451,

S

curl -s http://localhost:8000/metrics
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process_max_fds 4096# HELP process_open_fds Number of open file descriptors.# TYPE
process_open_fds gauge

process_open_fds 10# HELP process_resident_memory_bytes Resident memory size in
bytes.# TYPE process_resident_memory_bytes gauge

process_resident_memory_bytes 1.0657792e+@7# HELP process_start_time_seconds Start
time of the process since unix epoch in seconds.# TYPE process_start_time_seconds
gauge

process_start_time_seconds 1.61131955899e+@9# HELP process_virtual_memory_bytes
Virtual memory size in bytes.# TYPE process_virtual_memory_bytes gauge
process_virtual_memory_bytes 7.77281536e+08# HELP process_virtual_memory_max_bytes
Maximum amount of virtual memory available in bytes.# TYPE
process_virtual_memory_max_bytes gauge

process_virtual_memory_max_bytes -1# HELP
promhttp_metric_handler_requests_in_flight Current number of scrapes being
served.# TYPE promhttp_metric_handler_requests_in_flight gauge
promhttp_metric_handler_requests_in_flight 1# HELP
promhttp_metric_handler_requests_total Total number of scrapes by HTTP status
code.# TYPE promhttp_metric_handler_requests_total counter

promhttp_metric_handler_requests_total{code="200"} 1

promhttp_metric_handler_requests_total{code="500"} 0

promhttp_metric_handler_requests_total{code="503"} 0

#3I Amazon Managed Service for Prometheus TE[E
£ E# Y Amazon Managed Service for Prometheus T/E[E |, FRBE Y T/EE PR IE RIEHE,
#11T Prometheus falfR25

1. FATHEF YAML BREAREAR , LEIL B A prometheus.yaml BIFIER, &% url ,
¥ my-region BERENMEE , LR my-workspace-id B A EELE Amazon
Managed Service for Prometheus Y T{E[E ID, & ¥f region , #% my-region B AEH i [E
=

g5l . YAML 8%

global:
scrape_interval: 15s
external_labels:
monitor: 'prometheus'

scrape_configs:
- job_name: 'prometheus'

ADOT Y &ss 60



Amazon Managed Service for Prometheus EREEmR

static_configs:
- targets: ['localhost:8000']

remote_write:

url: https://aps-workspaces.my-region.amazonaws.com/workspaces/my-workspace-id/
api/vl/remote_write

queue_config:

max_samples_per_send: 1000

max_shards: 200

capacity: 2500
sigvé:

region: my-region

2.  #17 Prometheus AR , B R~EEABRRNWIERGEILZESLMN Amazon Managed Service for
Prometheus TE[E,

prometheus --config.file=prometheus.yaml

Prometheus fAlfREFIREEZE A REEARINWIEEGEIATEH Amazon Managed Service for
Prometheus TE[E,

5/ Prometheus #{T{EEEAIKERS

A L ERERBERER (BA Prometheus REBFE ) F31TH Prometheus #1171 28 SR EE
2 W EEIXEZE B Amazon Managed Service for Prometheus TEE,

THEERPOATEHEERERXNE X THITH Prometheus MITER |, REES/EENRESRNTE
Fiko

/A Warning

ER#E Prometheus VBRI B4 EESHARNKE., ALY, BR
Prometheus #EU% 26 8 B R NG BB,

MR IRERE Z 1 Prometheus 117 {E B8 3R EX }"“ﬂ %E?aﬁ‘i I H# H &% 2B — Amazon Managed
Service for Prometheus AEB ST AMY , AIEEREEEERMRIIGE. ERRBISBREEEE
EMBRThEE | BIEmAWEEXZE Amazon Managed Service for Prometheus HIFTEEREAER |
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BIFEEEELR, NEEFBRETEEERMBRNIET , 2B BE1EXZE Amazon Managed Service for
Prometheus K& AT A EIEERIBREEE R

i

\

e

« BREMA Helm #RE#H Prometheus fa] IR 25 EX

1 EC2 .t Kubernetes F X EHRH Prometheus fal BR 85 kY FEEUE S

« 7£ Fargate B9 Kubernetes #£38 B/ Prometheus Al fR25 5% EREEVEZE

REMA Helm REFHY Prometheus fal fR 27 #EEX

AE RIS RO BB S RIERRE) , 5 F A Amazon Managed Service for Prometheus #1117, &1
Amazon EKS FEFEREFK Prometheus RIAR2S , #ARESEAFERMARESFEFREIXZZE Amazon
Managed Service for Prometheus. LtEBE T SERGH

o B EBEHH Prometheus Al BR2FAG1E W EIETEH Amazon EKS &£,

« &M Amazon EKS #E X4 BZR % Amazon EBS CSI| EEE)FE (Helm ER ) ,

o IRABEFEA Helm CLI 3.0 S EFTARA,

o AR Linux 2 macOS ERHITUA T S EIFELER,

SEB 1 : #118 Helm Chart fE1ZE

HEHE Helm Chart REFE , FBWATImS. NEEEELGSHFMENR , F2E Helm &7
.

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

SER 2 : B3 Prometheus fp & ZE &

BWATYEGS , & Prometheus fAlfREF M H A ES 12 T B L Prometheus 8 A 2@, #% prometheus-
namespace BMAZFELHHEZENEE,

kubectl create namespace prometheus-namespace
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HER 3 . ARBIRFRE IAM B

EABRMPEERLENARE S L , BEEEHIT Prometheus RIRESH Amazon EKS # & & {5 FH R IS 1R
EW 1AM B,

FEBRBIIREH IAM AR | BAILLELE IAM A2 E Kubernetes IRISIRE BB, A% |, LLIRIEERS
A AR ZRIERF 2 M Pod FHIREFIEM AWS 5Fr], WMEFMEA , F2ERBEERFH IAM
pah=N

MBHEMKBREELAE , FIXBPMW B Amazon EKS EENEIEEHIEXNREA® IETRRE
A, AHHPHRBAEEMFMA eksctl, MEFMENR , 552 B Amazon Elastic Kubernetes Service
AP - eksctl,

(® Note

BT EKS % , AWS It B R A FEE 3 FFA% £ 8 RFE Amazon Managed Service
for Prometheus , BIf&AfE A EKS-IAM-ROLE # SigV4,

FER 4 REF ARSI LR BEEER
EELREHMW Prometheus fIfRES , AR IEEEEE LM Amazon Managed Service for
Prometheus TE[E , FBRBR T IS BIERME,

ZHEFH Prometheus RIBRES , G IEEEIZE &K Amazon Managed Service for Prometheus T4E
[&

1. FRAXFHEIREILLZ A my_prometheus_values_yaml HER , B2 THRE.

* #& IAM_PROXY_PROMETHEUS_ROLE_ARN #5581 B Amazon EKS EEREEEMEUESE
9 BR 7% A & B I amp-iamproxy-ingest-role #9 ARN,

 #& WORKSPACE_ID &A% Amazon Managed Service for Prometheus TEEH ID,

« 4 REGION B#A% Amazon Managed Service for Prometheus T/EERY &,

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP

## For the rest of prometheus helm chart values see: https://github.com/prometheus-
community/helm-charts/blob/main/charts/prometheus/values.yaml

##

serviceAccounts:
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server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:

- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write

sigv4:
region: ${REGION}

queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. BATHHSLLEN Prometheus f@ARES,

« # prometheus-chart-name B#AEH Prometheus iRA B,
« # prometheus-namespace B#:R/HEH Prometheus v & Z RN & B,

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
namespace \
-f my_prometheus_values_yaml

(@ Note
BaAMERAZESRNEE] helm install . WHEFMEF , 528 Helm XHFHEY
Helm %,

£ EC2 Lt Kubernetes FE8ERAE Prometheus {al iR 25 I FEE/E %

Amazon Managed Service for Prometheus X #E#EX Prometheus R AREFHVIERE , LA ELTT Amazon
EKS M &£ LUK 1E Amazon EC2 A#I{TH BB Kubernetes, A<EiH#YEEAAER 9B A M Amazon
EKS # &£ H 1 Prometheus @ RES. BR 7T BASEEE Kubernetes #EH BITRRERBIRSEH OIDC 12
HEM IAM AL , Amazon EC2 LB IR EE Kubernetes EES BREHE.

AEF I REA Helm A Kubernetes EHEEER,
x5
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- ZB 1. ARBEIIRFRE IAM A6
« BB 2 FEA Helm HiREE AW Prometheus Al kS

HER 1 ARBIRFRE IAM B

EARPEERLENARBAE , BFEELEHIT Prometheus FIIRESAY Amazon EKS # £ & & F IR ISR
EWIAM £, EXAGEBARKAE,

BEBERFEAR  EREL IAM ABER Kubernetes IRIFIRFRIBARE, ARE |, LLIRBIRS TS ERAK
AR ISR 5 RYMET Pod REVA BRI AWS Fr o], MFFMEF , B2 HEBRBIEFH IAM A€,

WMREHRBEELAG , FREBHHN B Amazon EKS BB EREEHIUEENRBAE BRERE
ﬂ@lo

B2 : FH Helm A#RIEEER Prometheus AlfRES

AEFRHRATEREERE AN sigvd AHEITERE , WIRE Prometheus fRIREFERE A Amazon
Managed Service for Prometheus T/E[&E,

£/ Prometheus i< 2.26.0 S E R4

WMREFHRER Helm Chart E2iRZS 2.26.0 LEFTHRAH Prometheus fAlBRER , FFERR T 5 S ERIEE.
£/ Helm Chart £& Prometheus Rl IR 235X ERin B A

1. E Hem HRBERPTEY —EAHFRNERBEARR :

* #% ${IAM_PROXY_PROMETHEUS_ROLE_ARN} B A&E FE 1 ARBIRFEE IAM A
& B amp-iamproxy-ingest-role ¥ ARN., A ARN H#&X €A arn:aws:iam: :your
account ID:role/amp-iamproxy-ingest-role,

* #% ${WORKSPACE_ID} &i#:A Amazon Managed Service for Prometheus T/E[E ID,

« # ${REGION} &#:%A Amazon Managed Service for Prometheus T{EE#IH[E (HI40 us-
west-2),

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/
prometheus-community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
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server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. £ Helm EFETE A Prometheus falfREFAHEE :

* # prometheus-chart-name B AEM Prometheus iRAE .
* #% prometheus-namespace Bt A% % Prometheus A IREFHY Kubernetes @5 & 2= @,
 # my_prometheus_values_yaml &5 Helm ARERE KRR,

* # current_helm_chart_version B# A& Prometheus AfRE: Helm Chart #9 B BIARAR
FBA LLBBERA Helm list an 3% EI B A1 E KRR

helm upgrade prometheus-chart-name prometheus-community/prometheus \
-n prometheus-namespace \
-f my_prometheus_values_yaml \
--version current_helm_chart_version

1 F 2 88 Prometheus Y iRA

HIRIEEMEA 2.26.0 ZAIK Prometheus kA , FERBUTSRRE, ELTREANBLZE, BA
EhR Prometheus JRET X AWS Signature 5 4 [RZZBREF (AWS Sigv4),

AT SREBREREEA Helm 2F2 Prometheus.
#& Prometheus fAlfRESERERRE A

1. H&EH Prometheus fAfREF £ , B HHERBAMARE, B  BUFTNERER, RASFUX

= amp_ingest_override_values.yaml,
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& TFHMEREE YAML B8R,

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"
annotations:
eks.amazonaws.com/role-arn:
"${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}"
server:
sidecarContainers:
- name: aws-sigv4-proxy-sidecar
image: public.ecr.aws/aws-observability/aws-sigv4-proxy:1.0
args:
- --name
- aps
- --region
- ${REGION}
- --host
- aps-workspaces.${REGION}.amazonaws.com
- --port
- :8005
ports:
- name: aws-sigv4-proxy
containerPort: 8005
statefulSet:
enabled: "true"
remoteWrite:
- url: http://localhost:8005/workspaces/${WORKSPACE_ID}/api/vl/
remote_write

# ${REGION} E#:A Amazon Managed Service for Prometheus T/EE/Y 1 [E,

# ${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN} Bt A& $B 1 . BRBIRFHE IAM
At E I amp-iamproxy-ingest-role B ARN, & ARN WA arn:aws:iam: :your
account ID:role/amp-iamproxy-ingest-role,

# ${WORKSPACE_ID} H#: AT {EE ID,

2. F#%k Prometheus Helm Chart, B5% , A T35S, Helm Chart 258, kit RE@EF |
SXBWIE prometheus WEXK,
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helm 1s --all-namespaces

REBMAT WS

helm upgrade --install prometheus-helm-chart-name prometheus-community/prometheus -
n prometheus-namespace -f ./amp_ingest_override_values.yaml

# prometheus-helm-chart-name &#A £ —E&H S HEE Prometheus Helm Chart B8
. #8 prometheus-namespace B A B EEERE,

T & Helm Chart

MRS KRESETH Helm Chart , B LAMERAUTHSHITTH,

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm pull prometheus-community/prometheus --untar

£ Fargate BY Kubernetes #3381 Prometheus fa] iR 8558 E FREN/E S

Amazon Managed Service for Prometheus 87 Fargate L #{THI B REE Kubernetes #&EH |, #
Prometheus fAlfR2FHEEVIERE ., & ER Fargate L#11T Amazon EKS E5EH# Prometheus Al iR 2818
HUIE1E , 5EB B & B amp_ingest_override_values.yam| {8 8E#E R I TERRABAE | TR AR

prometheus-node-exporter:
enabled: false

alertmanager:
enabled: false

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}

server:

persistentVolume:

enabled: false
remoteWrite:
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- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write

sigv4:
region: ${REGION}

queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

FREBUTHSEELZE Prometheus :

helm install prometheus-for-amp prometheus-community/prometheus \
-n prometheus \
-f amp_ingest_override_values.yaml

fAAE , £ Helm Chart #iR8d | RfEHAHHELEXNE REE 8 LUK #IT Prometheus fal lR25 3P

o

1

BAAER AT A AHEMRERERERF.

$ awscurl --region region --service aps "https://aps-
workspaces.region_id.amazonaws.com/workspaces/workspace_id/api/v1l/query?
query=prometheus_api_remote_read_queries"

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"__name__":"prometheus_api_remote_read_queries", "instance":"localhost:9090","job":"prometheus"
[1648461236.419,"0"]1}1}}21

A5 T AMERERE Amazon Managed Service for Prometheus

I8 & EREIX T Amazon Managed Service for Prometheus B |, & ¥t [E Y AWS 7 A @i
BR UREETERYE. TAMNLSMNEIREERMEE. RBBERE , SUREEENNS
AAMANEZE, EMEERNAZUUAZHNEERHEANSTALZ M

- MREBEZERRIHTEREEHEER , BITUAEZKERFEEE Amazon Managed Service for
Prometheus , I B BifiFREE E K, EHBREREGEHNEREEE Amazon Managed Service for
Prometheus TEE,

NEEBRBRERS TALERMNFMENR L F2E $E%E Amazon Managed Service for
Prometheus K& Al A IEEMBREEER.

- BREERRERNAFIUE , BERE AWS #[E , B ESEEGHMiLENE—ETER.,
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MESEEERNEEEZEAIEENGFMENR K F2H FABEE I /EEE Amazon Managed
Service for Prometheus F #7185 Al A 1%,

&
+ B ZE Amazon Managed Service for Prometheus K& 7] A IS EMIBR EE E F
+ {8 Prometheus /& & 0] 1 & BHEIX E Amazon Managed Service for Prometheus

« fEA Prometheus Operator Helm Chart # & A A £ & ¥132 E & Amazon Managed Service for
Prometheus

- f£/ AWS Distro for OpenTelemetry #& & 7 F £ & #HEiX Z Amazon Managed Service for
Prometheus

« A Prometheus 1 & Helm Chart , #& & A A & #HEix Z Amazon Managed Service for
Prometheus

+ Amazon Managed Service for Prometheus F & Al AT B EENFE
- FRABEET/EEE Amazon Managed Service for Prometheus A 738 & 0] A4

#%{83% = Amazon Managed Service for Prometheus & 0] At IEEMBREEE R

BRI LA Z 4L Prometheus BEF A B (EERABEXHPEITH Prometheus #1TERR) EX , Bix

Z Amazon Managed Service for Prometheus THEE, &H A —{E#1TEE EEREZI FEERE
B, ZSNERNTAMSERS BIFEEP—UERASEFELEEER , Amazon Managed Service for
Prometheus TEE NS W EIHtEATERBHNER). AW , £%HL Amazon Managed Service for
Prometheus T/E[E B EIMBREERIER , WEFTELREIER , EMHLZRXBEMERBERN#TE
Ao

# E ¥ Amazon Managed Service for Prometheus B 8# % {& Prometheus REEAMIBREEEF |
BUNABELERERN —EREEXREE-BEERE K MEBENTERBEEELEE, EEEE
SRETEEZBNAEEHAER  MEABZBTZE Amazon Managed Service for Prometheus & 3!
BEEZENREF. RRBETNVEESTEEEER  BEFE8ER , HEEUTFREE —RF,

(@ Note

B EMRAH Kubernetes (1.28 1 1.29) Algt 28 H B S WIEEMclusteriZHK, Jf G =E 5_5(
Amazon Managed Service for Prometheus EEERMBRVEE, MEFMEF , F2EE
AMEREESE.
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THEERPMAEEERTBE clusterM __replica_ BH , LAE Amazon Managed Service
for Prometheus B EIIBREEE Kl

/A Important

EBARREEEERMERIIEE , AIFTE /% E Amazon Managed Service for Prometheus &
REHIHFEWE, ELEREHHIIFEENEH,

£ Prometheus #5 1] F & $BEiX E Amazon Managed Service for Prometheus

EEF A Prometheus FRES A AR , ZXEESTRAMEENERTER LERNDBER ,
fif Amazon Managed Service for Prometheus #1T# 5. A cluster BEE Bl Prometheus #1T
BERREENEASTAMEEN —HFP. A __replica__ EBSRBAFHEFHNEEELR, &
FEERBER _ replica_ M cluster & , LEEEERMBRIIE,

(® Note
__replica__ BEEENXF replica ARERAMEERRFRETERL.

gfl  BEXBH B

ETHRIBHEYT , cluster BEE B Prometheus #11TEEAEREN prom-teaml , M
_replica_ ZHBEEEAIEAR replical M replica2,

cluster: prom-teaml
_replica__: replical

cluster: prom-teaml
__replica__: replica2

i Amazon Managed Service for Prometheus 8 A ELEZHREERES TRHMERNEREH
R EEZEHHFSHEE replica ZHB, EXTREETFIN 11 FIYHE K mMARSEERN
&A%, cluster EBERE TR,

&R 1
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® Note

B ERZAH Kubernetes (1.28 M 1.29) AJge & B2 MWIEEMclusterEHK, ETREFERN
Amazon Managed Service for Prometheus EEERMBRVEE, MEFEFMER K F2EET
AMEREEE.

& F Prometheus Operator Helm Chart #% & o] 14 & #1588 % & Amazon Managed
Service for Prometheus

& Z A Helm F#Y Prometheus Operator 52 E S 0] AMEHERE | BABEES I AMFENFIERT
E58 - ERNIIER , LUE Amazon Managed Service for Prometheus RIS BIE 1M, EABE
Prometheus #&{E& Helm Chart L5 EBM™ replicaExternallLabelName #l externallabels,

#Hl - YAML &

ET5 YAML ZREH |, cluster S E externallabel , Bi% Prometheus #{TEERERERZ
BB AMEEN—3 , M replicaExternallabels € BIEEF N EEELR,

replicaExternallLabelName: _ replica_
externallLabels:
cluster: prom-dev

@ Note
BEMRAH Kubernetes (1.28 M 1.29) AlgE & H B S WIEEMclusterER., EARER
BRE=

%‘21

Amazon Managed Service for Prometheus EEERMBRVEE. WFFHMBENR , F2
AMERBAEL.

£/ AWS Distro for OpenTelemetry 7%= 7] A4 & #HEiX ZE Amazon Managed Service
for Prometheus

AWS Distro for OpenTelemetry (ADOT) 2 OpenTelemetry EXRMN L2 BaEEFRAN S M. ADOT
AERERE AP, BREMREREN , AETURES BN ERMNEEUNETEARENER, 0F
ADOT WHEBIEF , FSEERBEREERR AWS Distro,

EEFHASTHAMMERIRE ADOT , BAERTE ADOT WERARMEG |, WA IEB cluster
__replica__ ERZE AWS Prometheus BRI E AEHES, EHENEEIB remote_write WwE
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H& I ER Y 15 B2 5% B Amazon Managed Service for Prometheus T/#EE, EEERFEAEHER
LEREELEBR  IBEEHTHEEARARRBEENIEE., WFE AWS Prometheus IRimE AEH
BSHVEEME A |, 552E Amazon Managed Service for Prometheus B Prometheus &% 5 A B H 25 A
[

(® Note

HEMRAE Kubernetes (1.28 1 1.29) Alge & H B CMVIEEMclusteriEH, E LR
Amazon Managed Service for Prometheus EEERIMERAVEE. MEFHMAENR , BF2EE
AMERBEL,

ﬂl

£ A Prometheus ## Helm Chart , 745 7 A& #HE1% E Amazon Managed Service
for Prometheus

& Z 5 Prometheus 8 Helm chart 5t E S Al AMHERE , B4 EESTAMBEBENFMEHTE
B - EREER , LUE Amazon Managed Service for Prometheus #1755, T2 @7
Prometheus #t[E Helm Chart #§ external_labels 138 Z Prometheus B —#1TEEEA &4,

server:
global:
external_labels:
cluster: monitoring-cluster
__replica__: replica-1

(® Note

MRECRELSEER  BXAFEATENEREZXEEE R , BA Prometheus 18
Helm Chart R AFFEEREHISZFEENELAEERDERTEELRE, WREEEZFHERE
replica 2% , & H Prometheus ##4E& Helm Chart,

(® Note

BEMRAH Kubernetes (1.28 1 1.29) Algt 2 & H B S MWIEZEMclusterZH, I
Amazon Managed Service for Prometheus EEE R MR EE, ME n¥%ﬁi§nﬂ BRE
AMEREESE.

fm
E'v"c’%
e
<|fll71i
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Amazon Managed Service for Prometheus F & Al A4 HEE R ENHAE

BREEMK _replica_ HMMA S —EFRER , SUBHIHHFIZ ?

EETAMERESF , Amazon Managed Service for Prometheus T] #8122 Prometheus #117{E 82 #
SHhMEEE  URAEHEHTEEER., EHREEEARELEZEREF 30 ¥ , Amazon Managed
Service for Prometheus & B E#% 3 — Bl Prometheus #I{TERRAMEEEAR | WRHEEEHEINE
B, S EEMERNER. it , BRAS , TERHT. EEHTHESEFITHA !

- EBRBEHBEENID , £ PromQL F&# count AIAEEER SR EHMNE.

- EEBHEAEEEHBEMNMN active series HE , EREE active series limits, MFEFF
HER , FSE AMP BEEP AL,

Kubernetes I FEBCHEEZRER , METEREBRRNER. RENMTEEEEATFE ?

Kubernetes 1.28 Hapiserver_storage_size_bytes5| AT EHclusterBBHFHIEE, B
BE2E B Amazon Managed Service for Prometheus FE#EERMIBRAIEIE , EEURR clusteri®
#, £ Kubernetes 1.3 /1 |, ZEBEZEH M BB storage-cluster_id ( b &7E 1.28 F 1.29 HWE
MEHEXNPEFTE ). NRENEBEFEA cluster ZEH I L ILIE4E , Amazon Managed Service
for Prometheus BB EZERBEBNEE TS, BEEE Kubernetes BEHA R ER ISR , 2L
BRIWEE, RE , B LEAEZEREZE Amazon Managed Service for Prometheus 2 Bl E#H1E
iCapiserver_storage_size_bytesiE®ZE LHclusteriZH,

® Note

WMFE Kubernetes BEMFFMENR , 552 E (Kubernetes GitHub BER) FHEZHEESEH S
# A storage_cluster_id for apiserver_storage_size_bytes 151,

FAEEE T #EFE Amazon Managed Service for Prometheus #3718 & 7] At

FEREEHTAMTEEER  ZULUBEREEEE AWS EBNZET/EE, Prometheus X
ZEmRBERNE RS

TH s R IMAIREERERNEXTHITH Prometheus AIARER , LERKIEEEEEMNRTEEH
Ay E T [E.

extensions:
sigv4auth:
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service: "aps
receivers:
prometheus:
config:
scrape_configs:
- job_name: 'kubernetes-kubelet'
scheme: https
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- target_label: _ address_
replacement: kubernetes.default.svc.cluster.local:443
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$${1}/proxy/metrics

exporters:
prometheusremotewrite/one:
endpoint: "https://aps-workspaces.workspace_1_region.amazonaws.com/workspaces/
ws-workspace_1_id/api/vl/remote_write"
auth:
authenticator: sigvé4auth
prometheusremotewrite/two:
endpoint: "https://aps-workspaces.workspace_2_region.amazonaws.com/workspaces/
ws-workspace_2_ id/api/vl/remote_write"
auth:
authenticator: sigv4auth

service:
extensions: [sigv4auth]
pipelines:
metrics/one:
receivers: [prometheus]
exporters: [prometheusremotewrite/one]
metrics/two:
receivers: [prometheus]
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exporters: [prometheusremotewrite/two]
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#& 3 Prometheus 1E1E

BARAEKESEENETHE , EUHEETER,

FEBVEREERBIERNERN , B LFEA Amazon Managed Grafana k¥ . Amazon
Managed Grafana ( 2 Grafana WE I #1TER ) TUEEBFRAE , AEBEETRERAKIXERE
MiEHE. WMEFE Amazon Managed Grafana BVFFHIEFA , 552 B Amazon Managed Grafana £ &8
Mo

BHA LB — AT, RRER , A EEEHREECWERERSIREAEE, BEZEHE
F Amazon Managed Service for Prometheus AP| F1#Z2%E Prometheus &EF#IFEE PromQL , {E&HY
Prometheus TEEEBER, MEHER PromQL MEFBEZNFMER , 5528 Prometheus R
FHE# Prometheus,

FE
- RELNEEES
« XX Amazon Managed Grafana , JA#&HE Amazon Managed Service for Prometheus & F

« EXE Grafana BRI DR Grafana M , SAE B Amazon Managed Service for Prometheus £
A

« f£H Amazon EKS E&EH#H1TH Grafana &3
» {EFE Prometheus }HAR AP &5
- EEEEINERRAERTER

RELNIEEEH
Amazon Managed Service for Prometheus 12T 5% |, BB ERREEERNRZE M,
AWS PrivateLink ¥ &t Amazon Managed Service for Prometheus £

AR EH Amazon Managed Service for Prometheus H 1512 1948 58 71 & 7] LUEIE 20 8 R AR B8 i 2
oEIB VPC in BT KX AWS PrivateLink, E & A K AWS PrivateLink , RE VPCsHBR RESE
AWS BRI ZERE , MTAISEBLERBEKE. BEEA Amazon Managed Service for Prometheus
E 3 AWS PrivateLink VPC %% , 5528 5 Amazon Managed Service for Prometheus /1 E
VPC i 2,
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AWS Identity and Access Management = —& Web R# , AJi#B1RL £ 1R HI% ERH AWS 7
., BAILAEA IAM RIZFIEBB S 2EFE (BA) NREEHERN (BG4 Y) HAE, Amazon
Managed Service for Prometheus B2 IAM 2& | B ERERERZE, EEERE Amazon Managed
Service for Prometheus i , BEEE VI IAM A | i Grafana @RS EHFEEE Amazon
Managed Service for Prometheus TEEFHIER. MEHE IAM WFEEF , F2RMTEE

IAM ? ,

% — @9 i%BhI&ERE Amazon Managed Service for Prometheus AWS 9 Z £ IhAER AWS Signature
% 4 [R#EEBREF (AWS SigV4), Signature % 4 24 5 2 BBEEAINEE HTTP Fix AWS ZFERH
BF. RTRLER  HHAZHEBER AWS L ACATNEREE K LRI EFEW| D NFA
RENER, EMESREEBATCNLZLBE. MEFE Sigv4 WEHER , F2REEE 4 RE
EEF

i%E Amazon Managed Grafana , LA¥& B Amazon Managed
Service for Prometheus {£ /A

Amazon Managed Grafana 2BBRIE Grafana £ ZERE , B ERERBRREB. £=5
ISV AWS FBR# , KRR R B F 2047 E B HKIR,

Amazon Managed Service for Prometheus &£/ Amazon Managed Grafana &3 T/EE Y
$81E, £ Amazon Managed Grafana £# A& , B LURFEIRE Amazon Managed Service for
Prometheus BRF , # Amazon Managed Service for Prometheus T/EEHTB A E R KR, Amazon
Managed Grafana &2 1#Hl Amazon Managed Service for Prometheus FIEH & 2 BRFE BEHERE, W
E1#% Amazon Managed Grafana 3 Amazon Managed Service for Prometheus EiFH s~ , 5
2/ Amazon Managed Grafana £ & 8B P Ro

&1 ] LLFE Amazon Managed Grafana #8437 Amazon Managed Service for Prometheus /R, %
REHEBEREANWET , B2 S RE Amazon Managed Grafana B HRA TS Grafana &,

£FH VPC FiE#EZE Amazon Managed Grafana

Amazon Managed Service for Prometheus 12 Amazon Managed Grafana B RI§i% % , AEEHIE
EMNE REETER,

& A LARX E Amazon Managed Grafana SAfEAFAF VPC (MFEFE Grafana HEXEFAE VPC WEFFHE
# , 2B Amazon Managed Grafana £ A &R YERRE] Amazon VPC), RIRERE , Ltk VPC A
gEfE %7 HL Amazon Managed Service for Prometheus AR #5452
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& Z#% Amazon Managed Service for Prometheus A& B RR#T I8 R E T seE A EFAE VPC
M Amazon Managed Grafana TE[&E , A4 EFE I VPC i B3R i& Amazon Managed Service for
Prometheus E#RZMEREH VPC, MEBREN VPC inMHFFMERN , 3828 A& Amazon Managed
Service for Prometheus B3 /" HE VPC i 2,

iXE Grafana BAMURR IS Grafana %M , LA H Amazon
Managed Service for Prometheus & F

IETLAE A Grafana #1718 8 7E Amazon Managed Service for Prometheus F&EHEEZE, XNEERHA
{5 Grafana K938 #1717 {E 8 % Amazon Managed Service for Prometheus Z:151Z,

FORIRH

Grafana #11T{E#E - B4 BB REHMEH Amazon Managed Service for Prometheus B3/ Grafana
#ITER,

Amazon Managed Service for Prometheus X &M Grafana 7.3.5 R EHIRAREH TIEEHRYIE
B, 7.3.5 RAMEHRASEH AWS Signature 5 4 iR (Sigv4) B0 BFHNZE,

EEREMRM Grafana A& , BRA TGS , #& grafana_install_directory IR BERH
Grafana R K& :

grafana_install_directory/bin/grafana-server -v

MBBEREBEIM Grafana , REEHRFAMA , BT AL EFHNATEE., MEREBIL Grafana
HERBA , 52 Grafana XK L% Grafana, HZE Grafana AFIRAEEBE N , 552 [ Grafana X
#H ) Grafana A9,

AWS tRF - BAAEE B EHTA AWS IRF By , 8877 EL Amazon Managed Service for
Prometheus E#&,

£ EERTE Grafana LA Amazon Managed Service for Prometheus , 4 BZEAEH
AmazonPrometheusQueryAccess BUR
aps:QueryMetrics, aps:GetMetricMetadata. aps:GetSeries #l aps:GetLabels #E[RAY

WRF. WEFMES  FSHEIAM FF A HBER,

T —ENi§REMBRRAATE Grafana fBRE & 5 B
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HER 1. BE AWS Sigv4

Amazon Managed Service for Prometheus 82 AWS Identity and Access Management (IAM) #& i #
R, SAER IAM BRAZEE Prometheus APIs lIFTE MM, {KTFEE% , Grafana F#Y Prometheus &
FIRRBE Prometheus TEE S ERH. & EZ Grafana BE5#0FIH Amazon Managed Service for
Prometheus S 7B B MITRETIEE | BMETE Grafana ERIRRHEA Sigv4 BERRB B, EEEF
A BREEN Grafana FRRKIEDN Grafana X AREE , FRBARE LNSRIRE, BRER
£ F Amazon Managed Grafana , Bl SiGv4 & ERTLEHBHLN. WFEHE Amazon Managed
Grafana WEF#EEA , H2 B R Amazon Managed Grafana ?

% B Grafana ERUA Sigv4 , 557 AWS_SDK_LOAD_CONFIG 1 GF_AUTH_SIGV4_AUTH_ENABLED
RIBSEERA true WHER TS Grafana, GF_AUTH_SIGV4_AUTH_ENABLED RESHEER
Grafana WTEERAERE , LARBKA Sigv4 &, WMFEFME , 5528 Grafana SREAXMFHIVERE

Linux

EEE Linux W& L Grafana fIfR2E LRUA Sigv4 , BEIALL TS,

export AWS_SDK_LOAD_CONFIG=true
export GF_AUTH_SIGV4_AUTH_ENABLED=true
cd grafana_install_directory

./bin/grafana-server

Windows

£ B Windows BY¥& 3 Grafana L{# A Windows & S 2REUA Sigv4 , B8IA T A&,

set AWS_SDK_LOAD_CONFIG=true
set GF_AUTH_SIGV4_AUTH_ENABLED=true
cd grafana_install_directory

.\bin\grafana-server.exe
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FER 2 . 7£ Grafana H #1718 Prometheus E X RKR

T 5 ERERBA U 7E Grafana FEEE Prometheus ERIRIR , AEHEH Amazon Managed Service
for Prometheus 154Z,

EZ W Grafana Al R8s F #F118 Prometheus & B KR

1. BARX Grafana £ A&,

2. EHERETH , EEERRR.
3. EEFREERKIF,

4. J##E Prometheus,
5

#H¥ HTTP URL , 387 Amazon Managed Service for Prometheus 2 A ETEEFMEAE
H R R - B3 URL.

6. HER Prometheus ERIRRE BB MNZFTH , HUFBEEMIEEN HTTP URL FREERKIINZE URL
# /api/vl/query F&,

IERERY URL B2 REZB R hitps://aps-workspaces.us-west-2.amazonaws.com/workspaces/
ws-1234a5b6-78cd-901e-2fgh-3i45j6k17819,
7. ERET ,ZHSigV4s BEHTIRIIEELARA,

8. MW LAERTE Grafana PIEERMIBE A IEAFERRHEERERERE Sigv4 B, BEEEER
HREBARLEREWEE , M FITREERMBELIER. —BEEHEZE Amazon Managed
Service for Prometheus ¥ B £ Grafana , RFIEZBEEATARIREMERE K RASRHEEN
EMHNReM, NEERRERERREMENENFHENR K F2REERE.

- FEEEFEARPEBRE A ST TIEME:

a. ¥ Sigv4 HoBREFMEAT  FHHSFORBRAZTZEFINER,
b. SEFIEM D, WMALHN AWS FIER D,

c. HYHIREFIMEH/EA AL AWS REFIER,

d. #MERFRBE ARN ML ID WUREZH.

e. HMIMEIRE , 55iE1ZE Amazon Managed Service for Prometheus THEWEE, LE
HEREES R 5 FrYld URL a2 e EEMEA

f. BEREALAH.
FREZEBIUTAL  ERRFEEEE

HHNEFENEEEARTIRER, BiR Sigv4 HOREFMEERRE,
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Sigv4 Auth Details

Authentication Provider @  Access & secret key

Access Key ID
Secret Access Key
Assume Role ARN
External ID

Default Region )  us-west-2

- EURAREREHEREE BSRARERXNEFRR) , FRT TSR
a. 7 Sigv4 HoBREFMEAT  FHE S RFRMHEERE AWS SDK FEKE.
b. #ERERAE ARN MHE ID MAREZH,

c. HRFEREE , &2 Amazon Managed Service for Prometheus T/ E/ [E1H, t[E
HEREESER 5 Sl URL R 2 &M EEMER.

d. BEREMELAHE,
FLREZEIUTALE ERRFEEZER
MRERBBIZAL , T—HEREERNFHIEUR
THEFEMEB@MA R SDK iR Sigv4 & o BREFHEERRE.

SigV4 Auth Details
Authentication Provider (O AWS SDK Default
Assume Role ARN

External ID

Default Region & us-west-2

9. SrEFMERFAE PromQL & :

a. BERR,
b. #{T&% PromQL &35 , i :
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prometheus_tsdb_head_series

B3 (BA) NRFEMIRELEE  WETHED
EL—ERFF , MREEZERELIEZGEIER , FRETIEE,
KRARE HTTP 8538

FBREE URL IV TE[E ID EREES,

2k HTTP 38

IERRTREEN. FREUTRE :

- RERRESPEENEHEEER,
- MELNBRERESHERNF.

- BREEEFEANEREESR AmazonPrometheusQueryAccess B3R, MEFMENR , 552
AHBEE,

- BREEEFEANERTFEEU Amazon Managed Service for Prometheus TE[E,

\\Xt

B IAM FF

HTTP $EEREMEE
e & Grafana fAliR=8 B ABRILERER. WMBEFMEF , 528 Grafana SRAXH RV EE LB,

MREEE Exrror http: proxy error: NoCredentialProviders: no valid providers
in chain , FRHNEBEAENRHEEERRTIELANER AWS BAER, BEELERRBEE
BEYWRARELCHNBR. BLECALAER B2 AWS_SDK_LOAD_CONFIG RIRERER
true,

£/ Amazon EKS £ F#1TH Grafana &

Amazon Managed Service for Prometheus X &£ Grafana 7.3.5 REFRA , AR FEHRE Amazon
Managed Service for Prometheus TEEHFE#HIER, 7.3.5 IRMEFMRA I EE AWS Signature % 4
R (Sigv4) &5 BRFEHXIE,

£ ERE Grafana LA/ Amazon Managed Service for Prometheus , S84 EEAEH
AmazonPrometheusQueryAccess BUR

HEBR3: (ER) NRFBENARELERE , AETHEDE 83
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aps:QueryMetrics, aps:GetMetricMetadata, aps:GetSeries # aps:GetLabels #ERHY
WRF. WMEFMES  FSHEIAM FF A MBER

&% E up AWS SigVv4

Grafana E#18X #& AWS Signature 5 4 W (SigV4) B9 BRFEHNIFIhEE, MBEFHMEF , FSREE
WA 4 % BREF, MKTER , 728 Grafana @Rz LEUA L IhAE, BB EEMER Helm 7 Kubernetes
B &£ FE2¥ Grafana , AILL T ARBBA L IIEENIE R

FIEHY Grafana 7.3.5 RE#AARSE LA Sigv4
1. BUFNEFRERERBELY Grafana 1HEE | TEHBE

amp_query_override_values.yaml,

2. BTIRBWMARER  RERBTFER. #& account-id R AB#IIT Grafana fIAREE AWS KR F
IDo

serviceAccount:

name: "amp-iamproxy-query-service-account"

annotations:

eks.amazonaws.com/role-arn: "arn:aws:iam::account-id:role/amp-iamproxy-
query-role"
grafana.ini:
auth:
sigv4_auth_enabled: true

EZ YAML ERABH , amp-iamproxy-query-role REKET —HHEINAGEE, %
ERBIEFH IAM A, MREZELEBEIANREHTEENEE , AITUAERALZECHACETR
BhutAae,

BB E F/H Helm F4% Grafana fAlfRes HEHALESR,
RERBIREN IAM AR

WMRIRIETE Amazon EKS BEFFER Grafana AREE , EEREHREESER IAM B€ (LBAR
BAf) #TEEES, BEERMIE IAM A& E Kubernetes FRIGIRF 2 M BB |, IRISIRS R AT
LUIR M AWS FF TG A RIS WR F V(R Pod FEIR ST, MEHMEN , BSBREIIESFH IAM A
1=
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MBEHARTELBEACULTES , BUE LEBBIESH AM BE | USHIZE hHERR

P4\

REA®,

K&, CEEEGERRNIRGE THHE Grafana RIFIRF.

HEEERFRN R T #18 Grafana BRI RS
1. HERIFERET , B Grafana ARF[MN B ZEMBRBIRS B, Sl , BRILER TS

PN
T o

kubectl get serviceaccounts -n grafana_namespace

2. 7£ Amazon EKS £ AH |, ¥ 8 EKS £ MBEENRER SR IAM B,

3. BRERBEITREZ.
4. BT THH, LAEBE Grafana R ZEE , UREESE 1 WS SEE TR BN Grafana FRIFIR
EFE&#B. LTR2EH,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/
oidc.eks.aws_region.amazonaws.com/id/openid"
b
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"oidc.eks.region.amazonaws.com/id/openid:sub": [
"system:serviceaccount:aws-amp:amp-iamproxy-query-service-account",
"system:serviceaccount:grafana-namespace:grafana-service-account-name"
]
}
}
}
]
}

5. BREEMEEBK.

BRERKIRSH IAM AR
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A Helm ##& Grafana fal k=8

LS BE AR Grafana [RARES , AMERBEL—EHHI®E amp_query_override_values.yaml
BRMIER,

HITT AT, WEE Grafana B9 Helm BIXRMEFMMEA , 5528 Grafana 18 Kubernetes Helm
ChartSo

helm repo add grafana https://grafana.github.io/helm-charts

helm upgrade --install grafana grafana/grafana -n grafana_namespace -f ./
amp_query_override_values.yaml

1£ Grafana 9 #71i8 Prometheus BRI KR

T3S ERREA MM IE Grafana FELE Prometheus ERIRIR , LEFHZA Amazon Managed Service
for Prometheus ¥51&,

E&H Grafana fafR23 P #7118 Prometheus & KR

1. BARK Grafana £ 5&,

2. HHERETH , BEEERXRIFR.
3. EEFREERKRIF,.

4. 1#E$E Prometheus,
5

$H¥ HTTP URL , 387 Amazon Managed Service for Prometheus 2 A ETEEFMEANE
HAE RN - & URL,

6. HM Prometheus ERIRRE HEMMZFE , HEERIEEN HTTP URL F&ERKIIE URL
B /api/vl/query F& ,

7. HEBRFT ,EBH Sigv4 BFERILIHRTHEE LR A
BBREXAE ARN FISER ID MU REBZEH, ABEHTERED , BIUEM Amazon Managed
Service for Prometheus TEEFTEH B,

8. EBEERFIAE,

CREZBIUTAR  ERRRELEE
9. SHHFMERRFRAIR PromQL &3 :

£ Helm F#% Grafana fal fR 25 86
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a. &Eﬁ%o
b. #{TEH PromQL &3 , 0 :

prometheus_tsdb_head_series

£ Prometheus FHA R AP| &5

A A Amazon Managed Grafana ST ERMAMNEHEEKEEMN S X , 18 Amazon Managed
Service for Prometheus 13 B @ 7] AR E A EZERV EE Prometheus & APl, MEBBME W AHE
Prometheus #%& AP| FVEFHIE SR , 5528 B2 Prometheu fHAHY API,

Prometheus 8% APIs £ Prometheus EF#ZE S PromQL RIsELEFE LMW ER ., WE PromQL &
HEZWEFMEL , 5528 Prometheus X 4H I ZE Prometheus,

1l
=

EINFERIEL APIsEHSZER |, KAFH AWS Slgnature EAMBBEFREZBFR, BALER
EAWS #HERA AREVEBEF. NEFHHEERN , BSE aws-sigv4-proxy,

ATLAGE A #1T3EB AWS Sigv4 KEBZ Bawscurl, THEEFEH awscurl ZF#EE Prometheus #E
B API Z L5 EEMEH awscurl EREEE AWS SigV4.

=
« {# M awscurl & Prometheus & APls

£ F awscurl 23 Prometheus f8& APls

Amazon Managed Service for Prometheus #J API &R X EFEA Sigv4 &, B LR awscurl 2k
L EBEF.

EEZE awscurl , BEEZR K Python 3 Ml pip EHEEE,

EL Linux HERHHTERELE  THGEIELE awscurl,

$ pip3 install awscurl

£ macOS ERLE , THWHELE awscurl,

$ brew install awscurl

EREEER 87


https://prometheus.io/docs/prometheus/latest/querying/basics/
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/awslabs/aws-sigv4-proxy
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/okigan/awscurl

Amazon Managed Service for Prometheus EREEmR

T5gEH 2&HlawscurlE#, #§ Region., Workspace-id Fl QUERY S ABX BIEHERRHIH
HEE :

# Define the Prometheus query endpoint URL. This can be found in the Amazon Managed
Service for Prometheus console page
# under the respective workspace.

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace-id/api/v1l/query

# credentials are infered from the default profile
$ awscurl -X POST --region Region \
--service aps "${AMP_QUERY_ENDPOINT}" -d 'query=QUERY' --header
'Content-Type: application/x-www-form-urlencoded'

(® Note
BN EHBFHRLEAERKAB URL RS,

HRAEL WE#Hquery=up , BULUEEBER , i

{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{

"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus",
"monitor": "monitor"

.

"value": [
1652452637.636,
nqn

]

+
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}

A7 awscurl EEFFRENER , BEEUTHEHA-—EFXNEELERNERE

- BIAM AEIRHEFIER ID MR, B0 LUE https://console.aws.amazon.com/iam/ FREIZ A
BHNEFEISBNRR,

fign -

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace_id/api/v1/query

$ awscurl -X POST --region <Region> \
--access_key <ACCESS_KEY> \
--secret_key <SECRET_KEY> \
--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

- BERFHFHE .aws/credentials M /aws/config BERPWELEER, Bt LLBEEEKER
WREEEE. WRKREE , ¥EA default EXR. Hl:

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.<Region>.amazonaws.com/workspaces/
<Workspace_ID>/api/vl/query
$ awscurl -X POST --region <Region> \

--profile <PROFILE_NAME>

--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

- EFEE EC2 HITEREARRABE BT EIBE SR ERE

A awscurl B HITEHFE K

EARETRMRAR Python MARBNMEMKER R , —ERERATUANRITE awscurl BRAEXREM
KIEB . THEHIER Docker MATHIEITEE awscurl , BEMAFE OCI #3 £ HY 1T HA A ARG AR AT
J’)\ﬁ{’ﬁo

$ docker pull okigan/awscurl
$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace_id/api/v1l/query
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$ docker run --rm -it okigan/awscurl --access_key $AWS_ACCESS_KEY_ID --secret_key
$AWS_SECRET_ACCESS_KEY \ --region Region --service aps "$AMP_QUERY_ENDPOINT?
query=QUERY"

BEEEEENEAHERTER

EHEERREBE—BARCHTEARENETHEFRHME. EUUNESSEAEHANKTER , NB&
MEEEIBHE |, query B queryRange API (W EHEIEA B EEBERE Rstats=allhBEE
HSEFREEHEHINRETER. samples ¥R stats WHHEIL , MstatsEREEE
&R,

samples ¥ T HIBMHEHERK
B iR
totalQueryableSamples CRENEASFEHE, ERANBRNER.
totalQueryableSamp BESREENEHEGIY. SSKEFHHHESRBERE
lesPerStep WrESIEBEAED— @S, URERESRPEANE

PIZE,

EEERTE stats EFANEFIBERFNEENT :
query EYEIH) -

GET

endpoint/api/vl/query?query=up&time=1652382537&stats=all

5] fE
{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{

"metric": {
Il_name_ll: Ilupll’
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"instance": "localhost:9090",

"job": "prometheus"
},
"value": [
1652382537,
nqn
]
}
1,
"stats": {
"timings": {
"evalTotalTime": 0.00453349,
"resultSortTime": 0,
"queryPreparationTime": 0.000019363,
"innerEvalTime": 0.004508405,
"execQueueTime": 0.000008786,
"execTotalTime": 0.004554219
I
"samples": {
"totalQueryableSamples": 1,
"totalQueryableSamplesPerStep": [
[
1652382537,
1
]
]
}
}

queryRange HIEEHI :

GET

endpoint/api/vl/query_range?query=sum+%28rate+%28go_gc_duration_seconds_count%5B1m%5D
%29%29&start=1652382537&end=1652384705&step=1000&stats=all

=1 /&

"status": '"success",
"data": {

EWH AR 1
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ERAEER

"resultType": "matrix",
"result": [
{

"metric": {3,
"values": [

[
1652383000,
ngn
1,
[
1652384000,
ngn
]
]
}
1,
"stats": {

"samples": {
"totalQueryableSamples": 8,
"totalQueryableSamplesPerStep":

[
1652382000,
0

1,

[
1652383000,
4

1,

[
1652384000,
4

]

]
}
}
}
}
EHRTER
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AR AR ER NI ERRNER

BT LARRER Al , £ Amazon Managed Service for Prometheus W 2|5 E ¥ HEFETE, ELLE A
AUERER  EERBUINEREELFTNERER.

Amazon Managed Service for Prometheus X EMEFE AR , BLHR A HESTEHFTM

- EHRBAUTRLEALFHEREZTEYFELRENEES  IRHERBEATNREFIIE. £M
BAEAFENEREEREERFRAATRAEENR.

ETRAATREERE PromQL MERERER~MRE. ERIBERER K BISEAEETER
B, HUREASERR , SUGHEAZE THFNENG Amazon Simple Notification Service & #Uk
%,

& E 7 Amazon Managed Service for Prometheus REARA , EFEE VT S ZBEARERHRAN
YAML #RBI#EZ, Amazon Managed Service for Prometheus # BI#& E##E X , EE% 3 Prometheus
IR R RNE AR, MEFMAET , 528 Prometheus R H I ESCEIE B MERIEL,

BU L EIREFRHEEZERAER, SEENRAUERIEEEITETE. HEZERAUERTE
BHEEAH Prometheus IREIEREAZIEE K MATETEERSH. TRNKRAFEGTEZEE
A LA TENER.

HAIGER

ERAUERD , AATSERAFEEP, RAERPE-RAFEANNRE —E2SRBR LI THIER
ETFME. Bt , ERSAAD , —ERFANNERTARFTERITN &R RIS ERR B FER N
BERAAl, BER , HRALEEEERTENRIERNIERF , RtEEER —ERFRUNBRREGTE
FRBRAFERTRRAERFH L,

*RE

- THRERRAMEN IAM A

- BUBRAIER

- &R BIAARERE R EEZE Amazon Managed Service for Prometheus

- fRESREARAIERER

- B AIFHhETHRERD

- REGEREEHEAR
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THRRERRBIRERN IAM FFH]

BN BERFERERER , F 827 Amazon Managed Service for Prometheus AR A, B EHFT
BIEFTTHY AWS Identity and Access Management (IAM) B3R |, WS BRIERGENERE, BERA
&,

(@ Note
MEER IAM HNEEMER , 5528 Amazon Managed Service for Prometheus K953 5l €217 B
EE,
& F A A BN BUR

THIR AR F 6 AR = v BIR AR R A 7 BV

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps: CreateRuleGroupsNamespace",
"aps: ListRuleGroupsNamespaces",
"aps: DescribeRuleGroupsNamespace",
"aps: PutRuleGroupsNamespace",
"aps: DeleteRuleGroupsNamespace",
1,
"Resource": "*"
}
]
}

ERT—EnS=EERENBER

BB IARTFREBRRFIENEE, THEHBERERM RuleGroupNamespace EEH
FEE, ZEFRAILBE , Hif<account>, <region>, <workspace-id>H# <namespace-
name>B# A/ EIRFHEEE,

LHER IAM BT 94
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"aps:ListRules",
"aps:ListTagsForResource",
"aps:GetlLabels",
"aps:CreateRuleGroupsNamespace",
"aps:ListRuleGroupsNamespaces",
"aps:DescribeRuleGroupsNamespace",
"aps:PutRuleGroupsNamespace",
"aps:DeleteRuleGroupsNamespace"

1,

"Resource": [
"arn:aws:aps:*:<account>:workspace/*",
"arn:aws:aps:<region>:<account>:rulegroupnamespace/<workspace-

id>/<namespace-name>"

]

BURAESR

% E 7 Amazon Managed Service for Prometheus R EMAR Al , BEE T EZH AIAYR QE

%, Amazon Managed Service for Prometheus JRAIERE YAML X 2R , EENEFI
Prometheus FHRBIERMEE. MFEFMER , 52 B Prometheus XHFHESRHFR KR AFIEER
Bl

T RBRAERNERGES

groups:
- name: cpu_metrics
rules:

- record: avg_cpu_usage
expr: avg(rate(node_cpu_seconds_total[5m])) by (instance)

- alert: HighAverageCPU
expr: avg_cpu_usage > 0.8
for: 10m
keep_firing_for: 20m
labels:
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severity: critical
annotations:
summary: "Average CPU usage across cluster is too high"

ERMENEHEEREL NERRREIFNERE , avg_cpu_usageR & IR E D EAHIE
B, UTRACAN—LEY, NEERERAANATUNGSHNEHBENHEET 28
Prometheus X4 RV IZEER I,

« record: avg_cpu_usage - WERRBBSEIINIER , BA avg_cpu_usage,

« expr: avg(rate(node_cpu_seconds_total[5m])) by (instance) - &35 AIfY L RIZE
NETESEHHMBE S 78ER CPU FARNFHEER | WikinstanceFZE D H,

« alert: HighAverageCPU- ItIREEMRAIG B I FHVIREE , A HighAverageCPU

« expr: avg_cpu_usage > 0.8 - lWFREXFEM B , UEKRFY CPU AEREB 80% HE
il

« for: 1om- EFRENED 10 7&K , REKSHEE. TEEBERT KA 5 7#ANTS , K
HEKREZELD 2 BRBRMENEER K BERESHEE,

« keep_firing_for: 20m- WHIREAEERE K BEIEABERAREES 20 2, EEBRBRE
TEEREBELTES,

MEEZERAUNES , F2EETANED,

(® Note
BUNEARETRAERER , AREH LEZE Amazon Managed Service for
Prometheus , 15 A BB 1##fE Amazon Managed Service for Prometheus £ & R E, fRiE
MEEER. ERBELN  HEAMERNBNLRA, EEE—S 7 HOW EENREE

£, F2E BB AEREREZE EEZE Amazon Managed Service for Prometheus.

#&35 BB RE 48 == B ZE Amazon Managed Service for Prometheus

MELERUEEERPRERLERAUR  EAUE TERAPEYNGESRD , WA LIER FEAE
HEEZR AWS CLI,
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® Note

WRIRIEEHIT Amazon EKS #EE | B A LAEA AWS Controllers for Kubernetes {838 Bl 4H
REER,

£/ Amazon Managed Service for Prometheus 2 A fREHRER GRS BT B [

1. BARX Amazon Managed Service for Prometheus £ & , iR https://console.aws.amazon.com/
prometheus/,

EEEERL LANYRRETR  RAREBEREIEE.
BEFETHFEEN TR ID, RARBERIEERRSIRR,
EEREREEMH,

EBEREER  ARBIRAUERESR.

o ~ @D

RNE , BB ALUEEUEZRHERE | EEE Amazon Managed Service for Prometheus 12 & R &L
MimERAERER, ERBEULELEZRENEFERERER

6. (BF) ZEEXKEEWEEGEZME , FEEWEER,
2%, EKey (R5I8)+h , M AREBNER. BALUE Value (B) P ABERNERAE.

HEMES —ERR K FERNREFEERER,

7. #IE{##E. Amazon Managed Service for Prometheus & Y & B EEFTIE R B REB N H 6
Z=[E,

A AWS CLI #$EREBEEHR FHEEFTRAZHIN IEE
1. Base64 EYHEREEERRZNARETHES. £ Lnux REL , EUEA TGS -

base64 input-file output-file

£ macOS R L , BAFEA TG
openssl base64 input-file output-file
2. WAUTHP—Eas  BEuaSZBY LEER
EE 2AWSCLIRE , ®A -
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aws amp create-rule-groups-namespace --data file://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

EE 1AWSCLI WRLE , B A :

aws amp create-rule-groups-namespace --data fileb://path_to_base_64 output_file --

name namespace-name --workspace-id my-workspace-id --region region
3. BrEEEHEEELAVESISENMAY. FEREMRE  FRAUTHS

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

MR status B ACTIVE , AIRREMNBAEREER.

m e S AR BB RERE =

MREEESTF S FEZE Amazon Managed Service for Prometheus BIR BIE R yR A | BTl &
EHNRAERTERMARBENERE T EEEERATREETNERE, E , B THRE §E
R, EXFRESTPETRE AR LEWRE,

£/ Amazon Managed Service for Prometheus 13 & #mE8 &Y 1R B #H 5

1. B#RXK Amazon Managed Service for Prometheus & , {41 https://console.aws.amazon.com/
prometheus/,

BEEEAE LANIIRRETR  RAREEMEIEE.

BEIEENIERID, AR EEFERUTERSIER,

ENEEREBENANEBEREZE,

(B ) MREVETHEMNWRUWERER  FEETHIER.
BESHUEREEFEATRELAR, TRREERT

I e

HE , BULLERRERN LEFNERER, ERIL  FEIFNRAUERER , RERE
BEELE,
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£ AWS CLI {REER BI(AREAE R
1. Base64 SR BERNARETHEE, £ Lnux REL , BEA TGS

baseb4 input-file output-file

£ macOS L , BAFEATHHS -
openssl baseb4 input-file output-file
2. WMANTHP-EaTHULERESR,

EE2AWSCLI BRLE , EA :

aws amp put-rule-groups-namespace --data file://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

EE1AWS CLI R L , BA

aws amp put-rule-groups-namespace --data fileb://path_to_base_64_output_file --
name namespace-name --workspace-id my-workspace-id --region region

3. RARELMNESISEAMAT. EERERE  FRWANUTHT

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

MR status B ACTIVE , BIRREMBRERCEN, FELbzrl , EBERMWEFIRENDS

AT,

R A ETHERZ B

KIgraiR step-by-stepRR #HFRIEF . FEEELREF R MR E RMGCHER A EE.

B RIFHEE TR
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- EEHPEANMEREEEIUEE

- EREEEBREE

- RAFENREER

B R B R A ERIR

R ERBEETEHRERE  BEEHEREEFS REBEHNRERETCH
BXALERTS. ALERTS KEFIIETE TIIERK :
- alertname - REMN BB,
- alertstate — FERFE,
- BED -REEESE for FAPIEENFERRB,
- B - BREEENRERBARTERE. BRRATEEREMER.

® Note
EETHRIRMER  #HER 1. ELNRERER K TEELTMEN.

R RIREEE A
MRBEROBE , BBARIEE , FEFE T Alertmanager 5%7E :

1. BRFBEH Alertmanager fHRE - BERHBWENRERTECERRTE. BRETREXSEETEENE
HERZE  SFESEFRE. FEARNAEER. IRRERANEEBENRBNERE |, Uk
DEENHET, HNEE NEMBAtime_interval , BEREREHBLEEEENERA,

2. RERBEWETT - /A Amazon SNS R , B AMP EERMEBEAFTENET., WE
SHMER , 2B EF Amazon Managed Service for Prometheus FFA] , LAEIX IR EEEA B 2 EH
Amazon SNS F &,

3. MBEWEARHEEM - HFELHNIREEWRERES Alertmanager WA EN ., WFE Amazon SNS
TR, 5528 T#% Amazon SNS FAEEREF A,

4. #2B8 Alertmanager B & — AMP 22k B Alertmanager BB B , GBI EEEAME, MEFF
HHER , F2EFEH CloudWatch Logs E£32 Amazon Managed Service for Prometheus ZE4

R R R 100
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WNZE Alertmanager BYEE#IE A |
Prometheus FHI &R,

BER AEFRRE

AT ERNRTRREEHFTMERR. A THIHERERRAEETENER

3
$
an
B
H
g

TEEEEEMEE Amazon Managed Service for

Example
£/ ListRules API

ListRules AP 1233 A5 E/EAR BRI E . & healthf lastError WA A HIRARE,

[E] FE T 5]
{
"status": "success",
"data": {
"groups": [
{
"name": "my_rule_group",
"file": "my_namespace",
"rules": [
{
"state": "firing",
"name": "broken_alerting_rule",
"query": "...",

"duration": 0,
"keepFiringFor": 0,

"labels": {3,

"annotations": {3},

"alerts": [1,

"health": "err",

"lastError": "vector contains metrics with the same labelset after applying

alert labels",
"type": "alerting",
"lastEvaluation": "1970-01-01T00:00:00.00000000Z",
"evaluationTime": 0.08

BER B o7
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}

Example
ERANERF
ListRules AP| ABBRENERA. NWEEFHANELRLH  BFEIHFEPRANEHFUFR

. FHEARHBEBE
. BAMBEEAE
. BLITEER

EHCRMV B

"workspacelId": "ws-a2c55905-e@b4-4065-a310-d83ce597a391",
"message": {

"log": "Evaluating rule failed, name=broken_alerting_rule, group=my_rule_group,
namespace=my_namespace, err=vector contains metrics with the same labelset after
applying alert labels",

"level": "ERROR",

"name": "broken_alerting_rule",

"group": "my_rule_group",

"namespace": "my_namespace"

iy

"component": "ruler"

317 Ruler = Alertmanager BEEMVEZEH , FSEH RARHEHEN EAEREESEENEX

Amazon Managed Service for Prometheus A& R,

&5 E A A % 2R R I SR A I

BigFEx  BEEANFERTERE (NREH )  FEREERE. IREREIEE | Alics
BRI EAREEEEIMAERERFBAMERTXKARNE,

® Tip
EANBEMHFATLURD BB EFTERKNEE, MEFHMENR ,
M B 1E .

ﬂlh

2 Prometheus {45

EEH T ER B REEEIGER 102
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gl REIEEIER

MEEAFRANE 12 : 00 314 , BEENEFEF SHEREEBIEEMA 11 : 45 %K , BRAIE 12 :
00 BB HR T EF &S, ZEERMBICRERE , BFHEME , FIW . my_metric_name offset
15m .

g5l . RERBZERRNER
EEERETENRER , SlamERRSE , MRS EFTRNKFERER. SERHEERR

R ERIES |, Hl20 : metric_from_server_A / metric_from_server_B

3

MR R AT LA REE A MFREE B WEEEE , £SWRIERBNER. FRAUBERARTMEE
Faﬂo

¥ REERARG R
RRBMAER T EE

MREBEREHFABNEREFETEMLELEEE (EREBEH API = Ul EEFTEHESRBNERR
PromQL RiEXEK ) , EAERTIHEP—EERR :

1. RIFEEE - ARABRETEE ZERKFT Y. NRFAAFEBBRENRERE , IS
BERENF Y, EEZERNTGEBRENEE , TEREMGCKRAIBE, MEFMA
B , 528 Prometheus XHHMIBEF, BB CloudWatch 1E1Z R ES RIS
BRuleGrouplLastEvaluationDuration , LA BIFH LB RAVR BIEHE,

2. BB IR AV ETM — AMP 124 RuleGroupIterationsMissed CloudWatch 542 , LUB M AR IB
iIfh. ListRules APl SRR SERB/BANTEREN DGIERE , EFMRBAIERTENE
N, WHEFMER , BFSHListRules,

B SRS EATREE

BERDAEEERE , FERADESTENRRAEE. HERNNRUSKFHT , MARREFA TN
FaI8T, EMEEFREPRERLERNEERA. —KMS , BPOHRRAEFHETREAE -G
BROWERE,

BRAFHENREER

1. RECRAFERD - BRAFERERD , UREFE . SERRANSEE—RE , BBEX
R AIEAE
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2. REEENEER - ERRERNRAREH 2 ANETEH. SRIERERNBEMEN , UT
BEIEERESEE,

3. EAIEBEFEN MBS - MEVBUBERIEE, REERINEIEXARVBEER
Faﬁo

4. EERST{E AL - RuleGroupIterationsMissed BBMHERE, 7 ListRules AP| F1 4@ Bk B

5. MRAARER - BRREATL2NSRUEENFHENR. FATENSHEENARER , %
THRIT Ro

6. EMMERAEFERE - ERRAFTAPHER, ERNEARRETARELRE,

FERERELRHEMRIBNKEER , BB MAER Amazon Managed Service for
Prometheus 1 # BIFEE IV E RERE,

RS ze 2t HE g

{EH A CloudWatch Logs E5#E Amazon Managed Service for Prometheus B4 B | B AT E
TEBEESNRAHERENSFESR, FHETISRAMEBHNEEEREIE,

(Y=F

AR U TRER K MEHR

[

"workspaceId": "ws-12345c67-89c0@-4d12-345b-f14db70f7a99",
"message": {

"log": "Evaluating rule failed, name=failure,
group=canary_long_running_vl_namespace, namespace=canary_long_running_v1l_namespace,
err=found duplicate series for the match group {dimensionl1=\\\"1\\\"} on the right
hand-side of the operation: [{__name__=\\\"fake_metric2\\\", dimensionl1=\\\"1\\

\", dimension2=\\\"b\\\"}, {_name__=\\\"fake_metric2\\\", dimensionl=\\\"1\\\",
dimension2=\\\"a\\\"}];many-to-many matching not allowed: matching labels must be
unique on one side",

"level": "ERROR",

"name": "failure",
"group": "canary_long_running_vl_namespace",
"namespace": "canary_long_running_vl_namespace"
3,
"component": "ruler"
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FREREESEENEE Amazon Managed Service for
Prometheus F Y &R

% IEFE B & Amazon Managed Service for Prometheus 1T ERRH K BEREEBEERECEEINE
T TEHETIUEER, 7ENMKAZTHEERE,. Amazon Managed Service for Prometheus &

% #& Amazon Simple Notification Service {fEA#Z W #E , B A S EIXEMHERS FH Amazon SNS
TE, FOAERABEREEENERTINEL,

T

TEEEEE Prometheus 121 Alertmanager FYHH{ELThEE,
BRI SH T EEFEABRREEEMNERER !

- i SHEEREUNBERREINE-BAP, EFSRENNEENTETRESHEBEUTH
BN, RIEERAEM. i, BREBBRAESEIFSHMERELINIT. FERELBERERS
H, BErnEEEEEAE-BAKRE.

EROENEBANKERHENEESHRERTNRAMREBRERE. NEFMEEF
B<E 3>,

- % FERHFLEHMER , AISNIRLETNER, fim, FRHNBEREELBRVESM
B, RITERENEEEREBEMARMBERES., ERTUAM LB HERAERFENBEHH
TEEEHRNBHN, NFNFARBIEHRAVNFEEF , 2B <inhibit_rule>,

- B PERETIET RER  MINEMERERYE. SERERINERERATESNAEE
FH—MREXCEERNARF. EBZUTHER , STSEERERHEA,

3
¢

EEEVHE , 55FH PutAlertManagerSilences APl, MNEFMENR |
PutAlertManagerSilences.

3
¢
&n

Prometheus 2
%3 Prometheus X EFERERESEAERETE RN, SATEREMEY cBEERREFNERER,

£ Amazon Managed Service for Prometheus 1 |, A LIS B AR EHEE REEESHEMHENERE
HEHEERS,

30
. THREAETERAREN IAM T
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https://prometheus.io/docs/alerting/latest/configuration/#route
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+ £ Amazon Managed Service for Prometheus PRV EREESHE K UEBNMEHE R
£ Amazon Managed Service for Prometheus FE REBEEKEREEFTE R ERE
BEREESHEEREEZE Amazon Managed Service for Prometheus

#52 'RE Amazon Managed Grafana SB RS Grafana B4

£/ CloudWatch Logs SRS IR E T EES

K

TRERBERNEEEMEN IAM FTH

BB &£ Amazon Managed Service for Prometheus R fE HIREEEEEMH T, BYEH
THIEFTTH9 AWS Identity and Access Management (IAM) BUR | WS BUERIERG BN ERE,. BEAS
At,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps: CreateAlertManagerDefinition",
"aps: DescribeAlertManagerSilence",
"aps: DescribeAlertManagerDefinition",
"aps: PutAlertManagerDefinition",
"aps: DeleteAlertManagerDefinition",
"aps: ListAlerts",
"aps: ListRules",
"aps: ListAlertManagerReceivers",
"aps: ListAlertManagerSilences",
"aps: ListAlertManagerAlerts",
"aps: ListAlertManagerAlertGroups",
"aps: GetAlertManagerStatus",
"aps: GetAlertManagerSilence",
"aps: PutAlertManagerSilences",
"aps: DeleteAlertManagerSilence",
"aps: CreateAlertManagerAlerts"
1,
"Resource": "*"
}
]
}

PER IAM FFE 107



Amazon Managed Service for Prometheus EREEmR

Tj": Amazon Managed Service for Prometheus RV EREE S
R UEENKBEETR

# Z 7 Amazon Managed Service for Prometheus P EA B REEESNEAR K FEIUBREESHRE
YAML #2, Amazon Managed Service for Prometheus 2 REEERE S KMEEEZH

- template_files: B8 AREBEWREGEXASNER, MEFMEF , FSE Prometheus FRAX
B E RS E FE A,

- alertmanager_config: @B REESHRE, EFMAEB I Prometheus PV B REESHARE
ERMERNEE. NEFEFHEF  F2REREESRAXHHRERE,

@ Note

iR Prometheus FREASXHFH#IRH repeat_interval B H Amazon Managed
Service for Prometheus BR#l, AFHNELRAER, EEKHEBRAARERX , ERAR
RXERBEXHBEGBREEBEA,

(® Note

&t 7] LUE 21 Amazon Managed Service for Prometheus £ & FfRiEHERER | BHH4E
EREEEENEN. NFLENFEEACERNFHER  F2R SEEEEHBERL

&% Amazon Managed Service for Prometheus,

£ Amazon Managed Service for Prometheus # , BHEREESHEBERNSAEE YAML ERIEH &
) alertmanager_config €A T EMEBTREEEHERNR,

UTREREESRERENELSES

alertmanager_config: |
route:
receiver: 'default'
receivers:
- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:123456789012:My-Topic
sigv4:
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region: us-east-2
attributes:

key: keyl

value: valuel

B BT M — X AV #ZUEZ B Amazon Simple Notification Service (Amazon SNS), &R REH T HE
HibEWEER |, Qe TUER.

LTREMEMEMER template_files E#M alertmanager_config ERNWE REBEREEE
il

template_files:
default_template: |
{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status
"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}
{{ define "__alertmanager" }}AlertManager{{ end }}
{{ define "__alertmanagerURL" }}{{ .ExternalURL }}/#/alerts?receiver={{ .Receiver
urlquery }3}{{ end }}
alertmanager_config: |
global:
templates:
- 'default_template'
route:
receiver: default
receivers:
- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:accountid:My-Topic
sigvé:
region: us-east-2
attributes:
key: severity
value: SEV2

FEE% Amazon SNS €K [E i}

MIEGEATEEE , B HIFEEE Amazon SNS fHEES T 5 &4,

{{ define "sns.default.message" }}{{ .CommonAnnotations.SortedPairs.Values | join
"33
{{ if gt (len .Alerts.Firing) 0 -}}
Alerts Firing:
{{ template "__text_alert_list" .Alerts.Firing }}
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{{- end }}
{{ if gt (len .Alerts.Resolved) 0 -}}
Alerts Resolved:
{{ template "__text_alert_list" .Alerts.Resolved }}
{{- end }}
{{- end }}

£ Amazon Managed Service for Prometheus FHE REE B
BTRBIAEERENRE

EERRACIRERN  UREEEERERA, BRERARNTYE  ANNRESER, wHE
BHRLER  IRBEREROM. A% CERRREARSERIRRERE, CTUARTRR
BUE | UBAREE. BBEE , SRS RERRE,

Amazon Managed Service for Prometheus X /Y I — 12 B2 3 Y E R Amazon Simple Notification
Service (Amazon SNS), MEFMEN , FS BT ER Amazon SNS ? . Amazon SNS TR UL E
FREERE  SEEEEEMRRK , AINEFE LS. SMS R HTTP HE,

THIEEEER A A2 37 FEXE Amazon SNS B /RIZE BEBN TR,

FE

o B K Amazon SNS & , LLfE Amazon Managed Service for Prometheus § R {EIRER 2N E
+ ¥ Amazon Managed Service for Prometheus 7] , LUEX IR BEEA 2 BEH Amazon SNS &
- REBETEESUEERASEEHN Amazon SNS E£3E

- REBTREEEL JSON EXEEFALEE Amazon SNS

« B Amazon SNS iREEASEEEHM B Hith

7 % Amazon SNS FA 255 Al

B HTHY Amazon SNS IR , LA7E Amazon Managed Service for
Prometheus # A{ERREE BN E
B LAEABE AR Amazon SNS ERE#A Amazon Managed Service for Prometheus KR BEHEUINE |

HAINEVHNEE, RMEZEFER "BE, BENEIE , UEKTENERBEFTESFEH. &R
=® HTTP,

EEREBIUHM Amazon SNS FEEALCNE REEEERES K BFEREBEIB 1 BEUFERNTRIE
., BV ATEFARIEZAE,
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https://docs.aws.amazon.com/sns/latest/dg/welcome.html
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B EFEBNBEEA LT Amazon SNS TERHEWEFHN  FRRIM 2 . BV FETTEHH
SERHEITERE.

HERICERFHHIE AR Amazon SNS & |, BFEE Amazon SNS F 28/ Amazon Resource Name
(ARN) F8EERK T FI1EH

&% F Amazon Managed Service for Prometheus &F 7] , LAEIXIREEFA S EIA
B9 Amazon SNS * &

BB T Amazon Managed Service for Prometheus R , LUEAS A 2 EEFIEH Amazon SNS
FE, THBRRARNGRMZITT. ©88 —@ConditionfRiRz , ATHBIBH LB AREEREA™
BENLeMBE, Condition BEAPRE| Amazon SNS FEMFEE , LIEEATKALIGERS A
Amazon Managed Service for Prometheus T/EEREX, MFEEBRREREABBENFHEER , 3B
2l A BEREEEREA,

& F Amazon Managed Service for Prometheus #9557l , LAFA B A FIEH Amazon SNS £ &

£ https://console.aws.amazon.com/sns/v3/home BRX Amazon SNS F# &,
EEEERD , BETE,

BIZIREE Amazon Managed Service for Prometheus ¥ Ei A EEZ B,
B [REE] -

BEFIEER , ARK TIBRRAXFTEEREHR,

o k~ 0 bh =

"Sid": "Allow_Publish_Alarms",
"Effect": "Allow",
"Principal": {

"Service": "aps.amazonaws.com"
},
"Action": [

"sns:Publish",

"sns:GetTopicAttributes"”
1,
"Condition": {

"ArnEquals": {

"aws:SourceArn": "workspace_ARN"
},
"StringEquals": {
"AWS:SourceAccount": "account_id"
}
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}I

"Resource": "arn:aws:sns:region:account_id:topic_name"

[EA] WREH Amazon SNS EEERARBwINE (SSE) , BEEHK
kms:GenerateDataKey*Ml kms:DecryptFF A EARMEETE 2 S| AWS KMS &8
BER |, LASLEF Amazon Managed Service for Prometheus (A EE L INH £ &,

Blan | EE LA T 3IE B #TE EBUR

{
"Statement": [{

"Effect": "Allow",

"Principal": {

"Service": "aps.amazonaws.com"

.

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": "*"

1]
}

MEFHMER , FSHE SNS TEMAWS KMS FF T,
6. 1 "Save changes (RFZEF), .

(® Note

fx785% , Amazon SNS £/ AWS:SourceOwner F BN SRHENFEURE, MEFHEEH |
5520 SNS FEEE,

@ Note
IAM JE1E & BAR AV BURSE — MR, EEAY SNS E-EH |, 2R B E 52 49 BR B Lb 5 8% Y
Amazon SNS BUREHEEE , AT SR TFEEBRNER, &EPEENFRALE L ERNE
MIEE , FE2EBR SRS,
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B REEEREA

BEREABEBRZ2MUBE , AP REUTHFFTNERTURH ESESH TN ERINITXE
fEo 7 FAWS , BERBERTRSFEBRENEABE., ERERS (WILRTS) /o5 —ERE (#
WEOLARTS) By , AIREE B AR ER . WIURGFIUBRBRERAEFT , AEFTERERFTIN AR
HHMEFNERRNEE. ATEEZEERR , AWSRMHTE  HBEEREME RENER |, =
AR E R e FEURIRF RV E IR,

RPEBEERBEKEAMER aws: SourceArn 5 aws: SourceAccount £IHFRHFRBERSIR , KR
#l Amazon Managed Service for Prometheus #& ¥ Amazon SNS & RIEF I, R [E R £ &
HRARRS|IE , AEHBBERIRN FAEH aws: SourceAccount {EH aws:SourceArn EF KR
B, XAFEAHERNERS ID,

aws:SourceArn HY{E AR Amazon Managed Service for Prometheus T/EE# ARN,

el R EREBAREREMNSGE , 26 aws:SourceArn £EKFHERBLE UK
BEEFENTE ARN, NMRTHMEEFNTEARN , RENMREBIEETZEER , FEH
aws:SourceArn £iBRHEARET LR , AREAEAF T (*) T™ ARN WARAE 5. FilL0

arn:aws:servicename: :123456789012: *,

¥ Amazon Managed Service for Prometheus §F 7] , SAEIX IR EEFA 2 BEHY Amazon SNS F &
FRERNBERE B RETE Amazon Managed Service for Prometheus F{#f aws : SourceArn #
aws :SourceAccount £EFEH AR LK S| LREREABE,

REEREEEUEZEFALSIIEH Amazon SNS =&

e (HRBEE ) ZEER Amazon SNS B2 % , BULUSTCHIEZTRESESHRE  #A
REZWE, ERNEEETUSERBEAERENERERE, BETHUERE | BXEHE Amazon
SNS XM Amazon Resource Name (ARN),

WNEE Amazon SNS #ZINESHREREEMERN , 552 Prometheus AREX #H A <sns_configs>,

TENEM

Amazon Managed Service for Prometheus & Amazon SNS EAB REZEWEE. B2 , HRIRKERES
R, Btk F 2T Amazon SNS ZISFMFMEBEM. Amazon Managed Service for Prometheus &
TEEBHEBERTAFTIEBMY !

« api_url: : HF Amazon Managed Service for Prometheus B E api_url , Rt R AFFILE
.
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« Http_config : LtBMAIRERENTRERERX. Amazon Managed Service for Prometheus B i
TiglﬂsIb Beo

A, FEE Sigv4 BRESTE "EE. B, RKEBEBEM , Amazon Managed Service for
Prometheus AT E{THERBE RN ERAT B.

&I Amazon SNS FREREAZEWNENEREES

1. MREEARENBEREESHRERE  FEXFRES TR

2. # receivers E#HBEIE Amazon SNS ) B Bl ES |, BISEBER, BA[LATE receivers [E
B 2@ Amazon SNS FEREAZRES , FERBEMEME sns_config B A,

3. 7E receivers EERAFIE TS YAML EHE,

- name: name_of_receiver
sns_configs:
- sigv4:
region: AWS ##
topic_arn: ARN_of_SNS_topic
subject: yoursubject
attributes:
key: yourkey
value: yourvalue

EARIEE subject , (kAR EFASEEEBNENTARELAEELEETS , EURRER SNS H{E
AR, FESFEAEFENELX , FSRLERDPN ZEEREEEL JSON EXEEALEE
Amazon SNS ,

B, BMBERKEREEESHEER EZE Amazon Managed Service for Prometheus, EFHE
A, EZERKEREESHEEER FEZE Amazon Managed Service for Prometheus,

REEBLREEELL JSON X EiEFAEZE Amazon SNS

RIZFEER , Amazon Managed Service for Prometheus B REEBEESUM X FEERNBHAS, ¥
REM RIERR , EMREEHIINT., BUURTERESTES QAL JSON B EXIRE, JSON AL
FERMEE Webhook ZUis 2 AWS Lambda ) Amazon SNS T E. BRI LIEZ B &R
MIEERFAREAR , L JSON BRBEAEZRE , MEE T HERBTPES S S,

EELLJSON B EAEREREEEWEZE Amazon SNS |, BEHEREEEHRE | UE
template_files RERHPEBETHRE :
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default_template: |
{{ define "sns.default.message" }}{{ "{" }}"receiver": "{{ .Receiver }}", "status":

"{{ .Status }}","alerts": [{{ range $alertIndex, $alerts := .Alerts }}{{ if
$alertIndex }}, {{ end 3}3}{{ "{" }}"status": "{{ $alerts.Status }}"{{ if

gt (len $alerts.Labels.SortedPairs) @ -3}3},"labels": {{ "{" }}{{ range

$index, $label := $alerts.Labels.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $1label.Name }3}": "{{ $label.vValue }}"{{ end }}

{€ "3" 3}{{- end }}{{ if gt (len $alerts.Annotations.SortedPairs )

@ -1}, "annotations": {{ "{" }}{{ range $index, $annotations :=
$alerts.Annotations.SortedPairs }}{{ if $index }}, {{ end }}"{{ $annotations.Name }}":
"{{ $annotations.vValue }}"{{ end }}{{ "3}" }}{{- end }},"startsAt":

"{{ $alerts.StartsAt }3}","endsAt": "{{ $alerts.EndsAt }}","generatorURL":

"{{ $alerts.GeneratorURL }}","fingerprint": "{{ $alerts.Fingerprint }}"{{ "}" }}

{{ end }}1{{ if gt (len .GroupLabels) @ -1}},"groupLabels": {{ "{" }}{{ range

$index, $grouplLabels := .GroupLabels.SortedPairs }}{{ if $index }3},

{{ end }}"{{ $groupLabels.Name }}": "{{ $groupLabels.Value }}"{{ end }}

{{ "} 33{{- end }3}{{ if gt (len .CommonLabels) @ -3}3},"commonLabels": {{ "{" }}

{{ range $index, $commonLabels := .CommonLabels.SortedPairs }}{{ if $index 1},

{{ end }}"{{ $commonLabels.Name }}": "{{ $commonLabels.Value }}"{{ end }}{{ "}" }}{{-
end }}{{ if gt (len .CommonAnnotations) @ -}},"commonAnnotations": {{ "{" }}{{ range
$index, $commonAnnotations := .CommonAnnotations.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $commonAnnotations.Name }}": "{{ $commonAnnotations.Value }}"{{ end }}
{{ "3 3{{- end 3}{{ "}" 3}{{ end }}

{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status

"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}

@ Note
WRAERERFTEREY JSON, NRENENERTRKFT T FEEALBRCHE
EITR

EERPOAEXHBEMNPFEALEAR | AIFEE alertmanager_config BB GKB TR ARNSE .

alertmanager_config: |
global:
templates:
- 'default_template'
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® Note

L EEAE A R B EEBA A HE JSON KX, hEFASERRBEASAN, MREBEEA LIS
EEA  ELZBERARAN. FAFRBTRNERHRESEBLNEL,

MEFEZHEE

%II

BEREEEHEEER 528 £ Amazon Managed Service for Prometheus R B R EESH
B UEBNRBEET.

HEENERIERE 28 BEREESHEER LEZE Amazon Managed Service for
Prometheus.,

X Amazon SNS BiREAEBEXZEHM B i

Amazon Managed Service for Prometheus R BEAS R EEEA 2 E1% E Amazon Simple Notification
Service (Amazon SNS), EEMELALELEHME WM , HILEFEH. Webhook, Slack =
OpsGenie , &4 BERE Amazon SNS A B EA RS Lim B,

THRERBAERE Amazon SNS ASE REXZHME W,
x5
- EFBEMH

 Webhook
» Slack

» OpsGenie

BT B4

EEEE Amazon SNS TELUMSARBHEE FHH , FEMFTE. 7£ Amazon SNS F#&H
BIF TETRL RoIEBUER TR, BEEE. BEREVITE , ARBNEFHH. Amazon SNS
SRBERETBHEEIEMIEHNEFE i, BEIHERE , ERENEFHBHFERNER Amazon
SNS BAH , REEFTRMNEE, NEFMEF , F2EE Amazon SNS &,
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Webhook

£ EERE Amazon SNS LS A S8 HE Webhook W2 , 582 EIB. £ Amazon SNS i1 4
o EE TETRL REIERURER "FIE. FEEHE. BIFEVUFIE , ARERHTTP/HTTPS, &
VETR2E B AEEEZESBREATTE. EABMARME , B HTTP iw2 Al HTTP iU E
Amazon SNS BHl, MEFMEN , FFSE5TE Amazon SNS 7, MFEFBMAER Slack webhooks
BARERGETRBEWLNFHEN , BRI EAMEREE S Amazon SNS FE 2 # 2| Amazon
Chime, Slack 3 Microsoft B ?

Slack

ZEi% Amazon SNS TEREAKBIALEEE E Slack , BERMERE, BT EE Slack WE 74
EEEES (& Slack #XF ?iﬁ%ﬂ%‘:ﬁﬂ%ﬁﬁﬁ: Slack Ei&) , FHEAFEA Lambda B
Amazon SNS BHIEFH B A Slack., MEFEEXE FEHHZE Slack SHEMFMHENR , FSEHEF Slack
Webhook B AWS SNS F7E:] ., MEAEERE Lambda BREILUE Amazon SNS FAEEIRE Slack
WEEAE , FESBR UM Amazon Managed Service for Prometheus 2 Slack &

OpsGenie

WEE A ERE Amazon SNS B LA E#@ HE OpsGenie WAHEAEFA |, FES R EREEEAN
Amazon SNS B4

T f# Amazon SNS I E B35 I

Amazon Simple Notification Service (Amazon SNS) ERAEKFERERE, RIERELEEENAR
SERFEMAME N, MBXE , Amazon SNS EZIKRESRBET 7R AIREE., BESISSIRER
B

B ,§s@§;|£ utf ?‘io
- ARBWEREUN - TREMK UTF-8 fRiGF &,
- RiFEERBENRSIEN true WERFE—EREBME,

- RtEHE—EASBE  HPISBANRSIBNASNE : 7R - TEEYM UTF-8 RiKF

- ABRKBERIN - ARTEZEH,
- RitEME—ERSEY , YN ERNRSIBNASNE : #R - ASTE
° %,EEW&@%TO

Het

EO
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- AERKEFEBENRS.
- RFESUUEBEHWRSIEN true WEFE —BREBME,

- RitEHNE—EFASEN  HRE5EA "B BERFE  HR-FARBRXKB BE , RAT
il 256 KB B K/NPR o

- FTETSEFIEYE ASCIl F .
- MEFRITEEHIFTRIE ASCII Fit , SNS R BRI AEES - TEEFIHIE ASCI F 7T,
- BRSNS EFEHHEE , BRREZFIEF T, HIWFHT : \no

- EELRR ASCll,
- EERWERIN - @EFAFIENH ASCI F T,

- RftEHE—EALBY K HPISBANRSIBNESWE : #5:R - ST IS ASCIl 7
TCo

° E\E%E@%O
- TEREREENRS,

- RtEHE—EFASEN  HPLSBUANRIBNEE R - TEER X Za8EH , BAT
38 100 f&= T ay KBRS,

- ARBHEEEMNRE/NE,
- BBRENNASBIE,

- RirEaWE—EAREY , Eh IS B RN ESI# N MessageAttribute FI{E : #5538 - AR
MessageAttributeKey 3 MessageAttributeValue X , AEBHEHN X EBER,

- AEBHCEE,
- HtFA S BIEASMER.

- REEHE—AASEBY , HhITSENN RS MessageAttribute FIE : 852 - EBBRIAR
BN X, RATEIB 256KB K K/NERH,

e REEBHEREREEZE Amazon Managed Service for

Prometheus

—BAEBEREEREBHBRERPNER , ERAUNUEETRAPEINFEEYE , hAJLAEH Amazon
Managed Service for Prometheus £ &= FEREEZE AWS CLI,
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® Note

MR IBIEEENIT Amazon EKS #5E | i LAEA AWS Kubernetes Fy12 %28 LEEREES
HRERE R,

£ H Amazon Managed Service for Prometheus 2 AfRESIMAE REEEHAE

1. FARX Amazon Managed Service for Prometheus & , {1 https://console.aws.amazon.com/
prometheus/,

2. REFREELANIIERET  REREMAIER,
3. EEIHEMIEEID, RFEFEREEIRLIER,
4. MRTIFEEHEBREEEESR  FEEFEES.

® Note
NMRIEEECERNRNBETREEEER , FRAEERBU.

5. EHUEREER, ENETEEEERER , AREZRE,

® Note

RE , BCUAUERRVERRE  EERPEERVHNVERYETHRE, EREY
18 LB BimEE R S5 FRERERE,

E—XEA AWS CLI B REEEBHELEETFRE

1. Base64 EHEREEEERNABTETHEIE. 7 Linux REL , BRIEA TGS
baseb4 input-file output-file
£ macOS R L , BAMERATHGS

openssl baseb64 input-file output-file

2. RELEER, FRATIHIHP—@EAGT.
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EE2AWSCLI R LE |, B A :

aws amp create-alert-manager-definition --data file://path_to_base_64 output_file
--workspace-id my-workspace-id --region region

EE 1AWSCLI WRE , B A :

aws amp create-alert-manager-definition --data fileb://path_to_base_64_output_file
--workspace-id my-workspace-id --region region

w
13

TNEEESHERELVESSERMAT. TERERE , FRANTHS :

aws amp describe-alert-manager-definition --workspace-id workspace_id --
region region

MR status / ACTIVE , BIEMFHEREEEERESE N,
£ AWS CLI B THEN B FEEREERA AN E REB 8L
1. Base64 EHEREEEERNABTETHIS, 7 Linux REL | BAFEA TGS :
base64 input-file output-file

£ macOS Rk L | BaERA TGRS

openssl baseb4 input-file output-file
2. RELEER, FOATIHP—EDS

TEE2AWS CLI R L , BA

aws amp put-alert-manager-definition --data file://path_to_base_64 output_file --
workspace-id my-workspace-id --region region

EE 1AWSCLI WRE , EA :

aws amp put-alert-manager-definition --data file://path_to_base_64 output_file --
workspace-id my-workspace-id --region region
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3. FNEBREESEERELVETSBRMAY. BERENRE , FRAUTSH T :

aws amp describe-alert-manager-definition --workspace-id workspace_id --
region region

R status f ACTIVE , BIZNHEREEESERCE M, EHF<cr , BENWEREESHE
ENABAR,

A4 2 REE Amazon Managed Grafana SRR Grafana &

&7 Amazon Managed Service for Prometheus A Alertmanager 2 3 K98 = # Bl 7] LA Amazon
Managed Grafana l Grafana FETEEMBER , ‘MEE-REPK —CHNETRUMNER, EB
Amazon Managed Grafana , B AR B RAUMELENER,

FeRIRH

£ R Amazon Managed Service for Prometheus 24 Z| Amazon Managed Grafana Z &1 , #8248

E5E R T B SERRAF

- BUBEBEEREN AWS IRF f 1AM BAE R , UEXERFTHXEIL Amazon Managed Service for
Prometheus H IAM &,

MFEEY AWS 1RF M 1AM B2AERRFHEER B 3XE AWS,

- BV ZEBEE Amazon Managed Service for Prometheus TEE |, WA ERHEINER S, FEFR
EHIIERE , 5528 237 Amazon Managed Service for Prometheus T/E[E, #EEREZEAR
Prometheus #:2: , fl40 Alertmanager MR . MEEBELFTENFMENR , 528 Prometheus
A

- 2B 7 Amazon Managed Service for Prometheus FE%7E Alertmanager #HREMF AIER, WMEHFE
Amazon Managed Service for Prometheus 1 Alertmanager I3 IEF , FSE FHEREEEE
EMEX Amazon Managed Service for Prometheus RFHVE R, MERANFHMAET , FSBEH

RAREHRRER KB EERNEE,
« IRAZEFRTE Amazon Managed Grafana , {1IEfE#11T Grafana BB IR IR TR AN o

- EZIRIEEMEA Amazon Managed Grafana , Rl %4ZEfEH Grafana 1282, MFEFMAENR ,
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® Note

BRI LABE A ERR Grafana , BEXERMAR —REE (Grafana B7R) Thee , BB AIsE4 A
ERE sigv4 RERER , FREYE Grafana FEAY Amazon Managed Service for Prometheus.
MTEHMER , 528 BBRE Grafana BMRRTES Grafana ¥R , LAEHE Amazon
Managed Service for Prometheus £,

« Amazon Managed Grafana 478 B {& T 5I5F Al F gEE A& HY Prometheus BiR. BUEIELHE
¥18 = https://docs.aws.amazon.com/grafana/latest/userguide/AMG-manage-permissions.html|

FRHy R B EEREFEERE,

* aps:ListRules

* aps:ListAlertManagerSilences

* aps:ListAlertManagerAlerts

* aps:GetAlertManagerStatus

* aps:ListAlertManagerAlertGroups
* aps:PutAlertManagerSilences

+ aps:DeleteAlertManagerSilence

i E Amazon Managed Grafana

R & B &1E Amazon Managed Service for Prometheus BT R ERUME R , BIFEA
Amazon Managed Grafana &/ E LB RMERRMNERETLE Amazon Managed Grafana RFEFX .

# Amazon Managed Grafana R EB BN E RERR

1. BREBIEED Grafana A
2. HEHETH , BEZHEEKR.

3. BV HFARMEH Prometheus ERIRIR, MR 2\ KREEE Prometheus ERIRIR , BSE
S B8 2 : £ Grafana B #1E Prometheus BRI KR BBEZEH .

£ Prometheus ERIRIREH , EHN "EREREESFEAENEHEERET, »
B TERIFR, NH.

BANNEREEEER TR,

£ TEREES ) ERRFHERERT , FMETIRE
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o THEE,  5XEA Prometheus,

« ¥ URL 383 , B Prometheus T/EEM URL , BERRITEE ID 2 BWFIER
B, AREH /alertmanager MYMNEIFER. Bl : https://aps-workspaces.us-
eastl.amazonaws.com/workspaces/ws-example-1234-5678-abcd-xyz00000001/
alertmanager,

- EEET , BB Sigv4Auth, E&FF Grafana $EEREAAWS S M EFE.
+ 1 SigV4Auth FFHERT , HRFERESR , REE Prometheus #ITERWNESE , a0 us-

east-1,
s THEFREEREAS true,
i#$E Save and test (REILAIE),

&9 Amazon Managed Service for Prometheus B /RIBE B CREBEERH Grafana #1T
EEAERER., BRERLE Grafana B/ REE A & ZI2R B Amazon Managed Service for
Prometheus #{TEBHNEMERFAY, BREE (SERAPER) NFSH.

£ CloudWatch Logs SRR E REEE

A £ CloudWatch Logs E5#2 Amazon Managed Service for Prometheus B4 B |, Bl LAETE
TEBESMRRHEBENREER. A0 SEREEEHBANEREERIE,

&

- EARR

- EREEREXNNES
s REXRNAKRE

- ZRRES

o WM key/value B
- ABRFES

- BERBBERER

- JEASCI BSE

- REREFY KMS
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{
"workspaceId": "ws-efdc5b42-b@51-1lec-b123-4567acl20002",
"message": {
"log": "too many alerts, limit: 1000",
"level": "WARN"
},
"component": "alertmanager"
}

EXRTHEBEREESEAPEREHE.,

REUEN

SERIESEEE, & A AWS Management Console , Y 4E https : //https://console.aws.amazon.com/

servicequotas/ FARX Service Quotas &

ERRBEEAXNNES

BRESETIES
{
"workspaceId": "ws-efdc5b42-b@51-11ec-b123-4567ac120002",
"message": {
"log": "Too many aggregation groups, cannot create new group for alert,

groups=1000, 1imit=1000, alert=sample-alert",
"level™: "WARN"

}I

"component": "alertmanager"

EXRTCHEBEREESBEREARENN MR,

BREVEN1E
£/ group_by 2B ETREEFAKR D, MEFHMEEN , 528 Prometheus X H 1Y 5 R AHES
FRE.

BB LAGESRIEMNEZE, & A AWS Management Console , Y 7E https : [lhttps://
console.aws.amazon.com/servicequotas/ BIRX Service Quotas A,
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ERAEER

REXNAKRES

A2 e THES

"workspaceId": "ws-efdc5b42-b@51-11ec-b123-4567ac120002",

"message": {

"log": "alerts too big, total size limit: 20000000 bytes",

"level": "WARN"
iy

"component": "alertmanager"

EXRFEHEBEETEENPMEENEREEEET.

REEN
BRTILENTENER  LURDREKX N,

"log": "Message has been modified because the content was empty."

{
"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {
"level": "WARN"
},
"component": "alertmanager"
}

EXRTENEESHANERTEMASZAAS

REUENE

RELNEREESHEL  YHRACHAERARMERERERENEREL,

W key/value B

AFEETHES

RERNPARES
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"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "MessageAttributes has been removed because of invalid key/value,
numberOfRemovedAttributes=1"
"level": "WARN"

iy

"component": "alertmanager"

EXRTHAREEEN , RLCBRELHAEEM,
REENE

EFTAECAREAFEBENES , YREHBTAB N SNS ASEM, WHERFE Amazon SNS
TENASNFMES , FSHEE SNS T

FEREIES

EER

"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Message has been truncated because it exceeds size limit,
originSize=266K, truncatedSize=12K"
"level": "WARN"

}I

"component": "alertmanager"

ERRELALKNMEK,
RERE

EEETRUBTARER , AR ERBRAGE K DRE.
EERABRER

r.vl:,\@ = T§Uiﬂ§"

"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",
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"message": {
"log": "Notify for alerts failed, AMP is not authorized to perform: SNS:Publish
OoNn resource: arn:aws:sns:us-west-2:12345:testSnsReceiver because no resource-based
policy allows the SNS:Publish action"
"level": "ERROR"
.

"component": "alertmanager"

iE#& 7~ Amazon Managed Service for Prometheus ;R BB RIER EHEE SNS TEMFT,
BREXE

B ¥ Amazon SNS EEMNFHHE R EEF Amazon Managed Service for Prometheus #§ SNS A&
BEAEEENEEN, B SNS FEUBUR |, IR aps.amazonaws . com(Amazon Managed Service
for Prometheus) ZHUZH Amazon SNS £, 1FE SNS FHBERWEEMET , 552H (Amazon

Simple Notification Service BiZ A B35 FHFERA Amazon SNS FEUR I FEUEKRE S MEHIR
#fl, Amazon SNS

JE ASCII 4
AsasToEs
{

"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {

"log": "Subject has been modified because it contains control or non-ASCII
characters."
"level": "WARN"
1,
"component": "alertmanager"

ERTEEEAFI ASCI Fito

ERENEN1E

BREXZTEMUPIEIEZIE ASCI FREBNBE,
AREREFIL KMS

EHFEAESTH AWS KMS $E556;
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{
"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Notify for alerts failed, AMP is not authorized to call KMS",
"level": "ERROR"
},
"component": "alertmanager"
}
BREE)

R AR INE Amazon SNS FEZ £B8H S MBUER R A fLFF Amazon Managed Service for
Prometheus fR# F 8 aps . amazonaws . com#{T T 5/E)1E : kms:GenerateDataKey*, #
kms:Decrypt., WMFEFMEN , FS R SNS EERIAWS KMS 557,
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o8k A EZ#2 Amazon Managed Service for Prometheus T4E
=

Amazon Managed Service for Prometheus £/ Amazon CloudWatch RIZHIZEMNER, BRI
£/ CloudWatch $S#Z3% 7 ## Amazon Managed Service for Prometheus T/EEH ERAERMFER,
&R LAR R CloudWatch Logs X , LAEVG TEE + B A S44Y B,

T 5| EEEEMMERBA A A CloudWatch,

£ CloudWatch 154ZE542 Amazon Managed Service for
Prometheus &R

Amazon Managed Service for Prometheus # A E1EE H &4 CloudWatch, ELEERHEEEIER
FERARNTRME, BTLUE CloudWatch F1#Y AWS/Usage # AWS/Prometheus & ZEEHh KBS E
E]. CloudWatch FHNELEFAREFEA. WEEEAEEENFMEN , 528 CloudWatch A

EER.

CloudWatch #§ EREH CloudWatch 5% Z= ] iR

BEEB

ResourceCount  RemoteWri AWS/Usage BYRIREARE
teTPS

ResourceCount  QueryMetr AWS/Usage BUEHREH
icsTPS

ResourceCount  IngestionRate AWS/Usage £ {5 B E R =R

By : BUFH

BRMETER : FEB. T
PR, EFR. #&M

ResourceCount  ActiveSeries AWS/Usage BEIEERNBA S FIIR

By : 58
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CloudWatch #g BREHB CloudWatch @58 Z= [ iR

BEEB
BEMHETER . FHE. T
BR. LPBR. #

ResourceCount  ActiveAlerts AWS/Usage BEIFENBAPERR
%

By FE

BRRTEA : FHH. T
PR, EFR. #&M

ResourceCount  SizeOfAlerts AWS/Usage THEEFAERENEX
N DM T REN

B : uxi
BWRETEN : FHE, T

PR, PR, #&F0
ResourceCount  Suppresse AWS/Usage BRI EEERBRAREN
dAlerts ETBE. BERUEBRE

o 1P I SR BE

By : 5¥

BRIRTEA : FHH. T
PR, EFR. #&M
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CloudWatch #§ BERER CloudWatch f7 & Z= [ iR

BEER

ResourceCount  Unprocess AWS/Usage BRI EEERREE
edAlerts MENEREE, —8

AlertManager IRE| &R |
BEESEFT —(AFE
BT , FEERREEM

&
By : #tH¥
BRRTEA : FHH. T

BR. LPBR. #
ResourceCount  AllAlerts AWS/Usage B8 TE R E AT IAREER
BETYE,

By FE
BRI ES  FHEE, T
PR, LPBR. #&F

ActiveSer - AWS/Prometheus BECHEEEEEENE
iesPerLabelSet ERRRFIAE

WY R

BRRTEA : FHH. T
PR, EFR. #&M

ActiveSer - AWS/Prometheus BEEHEEEEEENE
iesLimitP BIYER H SRR FIME

erLabelSet o
B 5T

BRIRTEA : FHH. T
PR, EFR. #&M
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CloudWatch #§ BEREW CloudWatch fn & Z= [ iR

g

AlertMana - AWS/Prometheus REEEE 8 INEIM K ThiR B8
gerAlerts e

Received

By : #tH¥
BRRTEA : FHH. T
PR, EPFR. #&M

AlertMana - AWS/Prometheus KMEREZEE
gerNotifi
cationsFailed

By FE
BRI ES  FHEE, T

PR, LPBR. #&FN
AlertMana - AWS/Prometheus BRRANETREE
gerNotifi _ -
cationsThrottled B HE
BNMRETER : FHE. T
PR, LPBR. #&FN
Discarded - AWS/Prometheus EEREYNEEEFHE
Samples** _
B 5
BNMRETER : FHE. T
PR, LPBR. #&FN
Discarded - AWS/Prometheus BECHEEEEEENS
SamplesPe BZEHHIFTH
rLabelSet

By : 58

B ER  FHE, T
PR, EFR. #&M
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ERAEER

CloudWatch 1§ BEREW
EE8

Ingestion
RatePerLabelSet

QuerySamp
lesProcessed

RuleEvaluations

RuleEvalu
ationFailures

RuleGroup
IterationsMissed

CloudWatch fin % 2= [

AWS/Prometheus

AWS/Prometheus

AWS/Prometheus

AWS/Prometheus

AWS/Prometheus

DU
BELREERFRENE
Hy

By : 5T

BRRTEA : FHH. T
PR, EPFR. #&M

BEENSHEMNEE
By FE

BRRTEA : FHH. T
PR, EFR. #&M

AR E
WY R

BRRTEA : FHH. T
PR, EPFR. #&M

P o 40 2 BB  BOR B
By R

BMMETER : FEB. T
PR, EFR. #&M

8 Fs R D B AR R BFHRIE AR

X0
By : 58

BHAER  FHE. T
PR, EFR. #&M
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CloudWatch 1§ BEREW CloudWatch fn & Z= [ iR

ERE

RuleGroup - AWS/Prometheus BB ER G HESERS
LastEvalu Mo

ationDuration o
B B

BERGTER T, T
BR. PR, #A
TPS lEESSBEE R , EXSBHNESYFHYE, TPS KEF TG EEHM,

TERRESAN—EERNT,

greater_than_max_sample_age BEHEB—NFHERE,
new-value-for-timestamp EREfNEEKBBRE L CENFEBRKTE.
per_labelset_series_limit FRECEISERBENERAPRIEERSE,
per_metric_series_limit FRECEISRAEENERRFIIRS,
per_user_series_limit FERECEZMERAPFIIRFNER.
rate_limited WEUERZR,

sample-out-of-order #HHlERIEFEE  BELEE,
label_value_too_long EEBERIB AN F RS,
max_label_names_per_series FRECEISEEENERERE,
missing_metric_name RREEEERE,

metric_name_invalid REMNEREBEN,

label_invalid REENFEREN.
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ERAEER

RE %
duplicate_label_names RENERSBER,
® Note

THREERNERREZERS 0 WEME,

® Note

RuleGroupIterationsMissed, RuleEvaluationFailures., RuleEvaluations#l
RuleGrouplLastEvaluationDurationEA& T #EHRuleGroup#iE :
RuleGroupNamespace; RuleGroup

A Prometheus ¥ #X15E & E CloudWatch 7R

AT LAE A CloudWatch B/RREE#E Prometheus ERERE,

1£ Prometheus F 5% E ActiveSeries B2 E TR

1.

2

BEEFCERRR  RARATHBHE ActiveSeries R

EEFCEERGES , RSB BEIRNERS.

ERERPEEBENE T,

EEERENFRES , REGERCPBAPFEERYE  ARBET -5,
EREBES , FEHIRE SNS B , BV # SNS TEUKBHEEEHA,
EFEEBNRAF , FEEREBNERRHA,

i#1Z Create alarm (BRI 8 R).

F%7E CloudWatch &R
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5/ CloudWatch Logs B5#2 Amazon Managed Service for
Prometheus =4

Amazon Managed Service for Prometheus &3 # Amazon CloudWatch Logs BB PN EREE

B, REGBBENELEEN., IEEREREEENRANAEN A F2EAEETFHNETEEEE
BE, BN L M TEERCEER , LUEE CloudWatch BEEHER#&E R, &R LLFE Amazon Managed

Service for Prometheus 2 &A= #H AWS CLI , FREFLBEHRMW AL, BAFE CloudWatch i3
EFRGEIEHELAFE. NEFEEBEEEES TR CloudWatch BFFH BEERRFMEN , FSHE
(CloudWatch fEFA&1ERE) FHTE CloudWatch /A B & B 55+ i.

CloudWatch % &5 R 0] 1£ CloudWatch B 2 BF&Z A 5GB, BB EH KRR HFEASIR
1% CloudWatch EEA RIWNE.

FHE
- BLi& CloudWatch Logs

BiE CloudWatch Logs

Amazon Managed Service for Prometheus &8 Amazon CloudWatch Logs B &AW B RERE
&, REEBRNESSH,

AL AWS CLI B0 create-logging-configuration API 53K , £ Amazon Managed Service
for Prometheus £ A= A FXE CloudWatch Logs FC#k#HRE,

SRR

O} ZBicreate-logging-configuration , &8 T HI R E 5T A EEEI B8 A RERE
CloudWatch Logs B9 ID A&,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"logs:CreateLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery",
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"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups",
"aps:CreatelLoggingConfiguration",
"aps:UpdatelLoggingConfiguration",
"aps:DescribeloggingConfiguration",
"aps:DeletelLoggingConfiguration"

1,

"Resource": "*"

E%E CloudWatch Hi&

B LAER AWS £ A £ Amazon Managed Service for Prometheus I E& EEC 8% AWS CLI,

Console

£ Amazon Managed Service for Prometheus F 12 & 5% E 50 %

1. BEETEEHMAERERTH "AE REIER,
2. EE THF., @RELAN TEEHR. .
3. & "THFEEB#HK, THXNBEPEE T£3, .
4. 1= "HEEEME, THXNEEY | BELERM AN BFEE,
&t 7] LAfE CloudWatch 12 & 1 B 558148,
5. EEREFEEE,
AWS CLI
BRI LAGE A ERESCER4EAE AWS CLI,

£/

X EFC#k AWS CLI

£ AWS CLIBIT T Hla 5,

aws amp create-logging-configuration --workspace-id my_workspace_ID
--log-group-arn my-log-group-arn
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PR %l
- WIEATA S ERR &

Amazon Managed Service for Prometheus 28R warning = error BN EH.
o BERKNRH

CloudWatch Logs BERBEAIBRFIA 5120 f8F T, CloudWatch Logs 18RI Z BUR #23 1t K /)N BR 1
B SEERARES /aws/vendedlogs/ K9 B 56 EH4H,

BY R ERNE REAIR | Amazon Managed Service for Prometheus %78 A {815 E M

HEE B EH CloudWatch Logs ERBK, & Ei# % F)E CloudWatch Logs EREE K/ R

# , 887 CloudWatch Logs Y HiEE 2 BAIE N L /aws/vendedlogs/. E&1E Amazon
Managed Service for Prometheus T2 AT E Y BFEAR  BFRERBNIESMNE /aws/
vendedlogs/., MEFMENR , 552E (CloudWatch Logs A &) hHRIEE AWS RIERK
FAE &%

£ Amazon Managed Service for Prometheus & & 2= 5 [ A<

Amazon Managed Service for Prometheus EiBiRtE —EH A UFEA SO EHEHIRIEE (QSP) Y
BRI , REEHEHKAR, BRI EMEHEIELN QSP ME. BEMERR , UGB EREENEHESR
5%\

EEHENELHENR , AP EHEEREETRESAS . HREIRB Amazon Managed Grafana #2458
HEH , BEH 2R Amazon Managed Grafana Ul /|, B ER &R B ENEH, EFHEREE
NWEFATEKWE , BeHERMERER,

BT &R K25 , Amazon Managed Service for Prometheus & 12 1% & s WAL E K52 422
CloudWatch Logs H9IheE. LLINEERIBIRFFM D TES , HBIE&EIL Amazon Managed Service for
Prometheus £ , YTEBNHEER AR, EHCHFSHEBEBRIECEHEHF CEE (QSP) MENE
HAHRER. A% LERERMHZE CloudWatch Logs , EEAEN DM EHMAE, CHENEHITE
APl ERMRAIEH. BREEAEHLHE , SUETHLERN CloudWatch Logs AEEERIK, BAHL
EEHD TEERBALINEE,

THE

. BEEWRES

. BESHRANE
. BRAR
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- R

AREE MR

& B LATE Amazon Managed Service for Prometheus 2 A8 CLI AWS 1Y create-query-
logging-configuration APIERRFREEHCHK. It APl AXTESENMEE , BB RME
¥ & CloudWatch Logs A B , M B Wit EX R EBE —EEHE CloudWatch {HEEM TE,

Fo IR R
®ElogGroupB &Y . ARREN ID RACEES T BERBESEFT,

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups",
"aps:CreateQuerylLoggingConfiguration",
"aps:UpdateQuerylLoggingConfiguration",
"aps:DescribeQuerylLoggingConfiguration",
"aps:DeleteQuerylLoggingConfiguration"
1,

"Resource": "*"

&% XE CloudWatch Logs

B LAE A AWS Management Console 3§ & A Amazon Managed Service for Prometheus R&&E
CloudWatch Logs AWS CLI.
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& Amazon Managed Service for Prometheus =2 A R EE#H 0%

1. SEFTHEFMENERSTH "B REIERK,
2. HEERRRT , BEEM,
3. ENRAFHEATHNNEE , RRBIFERM AN BEEHE.

B A LAE CloudWatch £ & P2 HTH BEE8HA,
4. B ARE (QSP).
5. EEfRF.

EEEM REEHCHK , AWSCLI FER 5

aws amp create-query-logging-configuration \

--workspace-id my_workspace_ID \

--destinations '[{"cloudWatchLogs":{"logGroupArn":"$my-log-group-arn"},"filters":
{"qspThreshold":$gspThreshold}}]"'

MEMMAEF., MERAMERRENER , 528 Amazon Managed Service for Prometheus AP| £
=

REEHRMRE

= ERE QSP R , BAETE QueryMetrics AP R EHS B,

« max_samples_processed_warning_threshold - X EFTRIEEHEHINEERE
« max_samples_processed_error_threshold — 5% 7T &2 22 2= 56 235 49 $5 SR R (2

¥ Amazon Managed Grafana £ % , A LA grafana ERIRIFERE , SRFAEAZREER

RENFIEES :

1. BIEZE Amazon Managed Grafana F# Amazon Managed Service for Prometheus & £ 2R 4E
A&,

2. HEBITEHZHET , HERERSRE.

3. EBERE.

BREEHARTRE 140


https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference-QueryMetrics.html

Amazon Managed Service for Prometheus EREEmR

AAE

HREBERANER , B2E CloudWatch Logs P EFEBEEHN THER -

{
workspaceld: "workspace_id",
message: {
query: "avg(rate(go_goroutines[1im])) > 1",
name: "alert_rule",
kind: "alerting",
group: "test-alert",
namespace: "test",
samples: "59321",
},
component: "ruler"
}

HRIRE API I ER |, B2 CloudWatch Logs P E R EBEEHAN THENR :

workspaceld: "ws-5e7658c2-7ccf-4c30-9de9-2ab26fa30639",
message: {
query: "sum by (instance) (go_memstats_alloc_bytes{job=\"node\"})",
queryType: "range",
start: "1683308700000",
end: "1683913500000",
step: "300000",
samples: "11496",
userAgent: "AWSPrometheusDPJavaClient/2.0.436.0 ",
dashboarduid: "11234",
panelId: "12"
1,

component: "query-frontend"

PR 75l

BER K/ BRH — CloudWatch Logs EIRBUERRF1A 5120 ¥ t. & CloudWatch Logs 1838 E B K 1%
IEAR/NREIE , 2B ERUA L FEMN BEEEE/aws/vendedlogs /., ERBAEHEE&KE , Amazon
Managed Service for Prometheus 2B EIEER BB EREFH CloudWatch Logs EREK, &
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E % FiZ CloudWatch Logs ERBUR K/NRHI , 57E CloudWatch Logs H BB HE BRIEm ML /
aws/vendedlogs/.
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T I & {E1t Amazon Managed Service for Prometheus &
HY B A

THEREERAEZRULEEBRBEEMRKRE(L Amazon Managed Service for Prometheus #HEHI &K
,

TEEEHFHATAAK ?

HUEZHEF  ERENSERZHALE, EHEAERENEFUERBERENEIRATE —L
BA  MEERTFERERRAN —/MBOESRE, MFELARHEERNFMEESR , F2E Amazon
Managed Service for Prometheus & @ EH P EE.

[RRRANRES EZRMTE ? WA REEURAE ?

HRAZHEFMS , EE (MEEENRTE) RASEIAE, SRR EKERE EnKkER
fB) SR IR R FIINE | SIRREREER,

B LA I EREBERERWINE (ZE) BB : Prometheus fAIfRES AREBEXEX#HIT) F AWS
Distro for OpenTelemetry (ADOT) E& 2 & X & scrape_interval A&, il , AWRERBRER 30
PEmE 60 ¥ , HENFERAESED — ¥,

BB A LAER <relabel_config> EFiE23{#iAE Amazon Managed Service for Prometheus #9315
K. MFEHRE Prometheus REREX AT EFFLNFMENR , 52 E Prometheus R H4HHY

https://prometheus.io/docs/prometheus/latest/configuration/configuration/#relabel_config.

[FEEHRANRET ERTE?
SHAARRHARNESUBTE. LTRESHAEABEEARA.

ARTERSBRUETANTEMEANES , EUUEZEBREABBRBERRE. Amazon Managed
Service for Prometheus BBk 7 5 By IR R R S IS N A BB R KV E

MRBBD TEENFRENRE  ERERBNBDEIRE ?

B AEEREE  EREEEZNEREEHRA.

TESERBZHORL ? 143


https://aws.amazon.com/prometheus/pricing#Pricing
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#relabel_config
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MEFMARELFEREMNER , F2H ZELHTERE,

MR RIREEH KA ?

BETEHHENEREVEN , EENEEENEANAE, UTRETUARRECIREEHIRFEK
AH —LEER S

- £/ Amazon Managed Service for Prometheus &7~ — Amazon Managed Service for Prometheus
ARNERRRAURFEFNNEIRFTEELEISTHYE , BANERESEHZETARSE
REFWIER. ESREE Grafana P RESATAMY, EARENKATRU=FHESL. Amazon
Managed Service for Prometheus FHREEHE L , YAKLBENEHALRES T AMENE
38

92 ZEIE Amazon Managed Service for Prometheus R EAR4EE R , MARADBERER K.

- REIREER - ECREEANRESZRENEBHEFREME. MREEEIEETHNERE
B BREESRAPE-—X, ENEHEFEBEERERBAIUALHEZIREESIRNANEE,

- FRAREDE -EATRANDBERESERNEZS SR IFENEANRAR, BFEE PromQL &
PHEEEEARNEE , EURELSEERENESR, §l, £THRAG  REXEE 10 2EE
BERFER -

- alert: metric:alerting_rule
expr: avg(rate(container_cpu_usage_seconds_total[10m])) > O
for: 2m

expr #% BE A avg(rate(container_cpu_usage_seconds_total[5m])) > 0 BBEIRARIK
B EA,

—RME K FEELHRERA A IRFEHERENSEESRRHERE, ERGRAMEBEANAEERE
FRZERELEREVERRE AHRECHRERNEMERER, WRER[RBHECERRE
£ BUNKRELER, MTAEESHMBET.

BLERBUMBERERS. RE , ELOAVERARREVERNERSE , T HRERE.

WMFE1E Amazon Managed Service for Prometheus FIZEERFHMEN , FSH CHEREEEEEN
3% Amazon Managed Service for Prometheus Y E 7R,

WM RRIKIREBE R A ? 144
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RO LAEA LR RERENNA ?

£ Amazon CloudWatch F B2 IngestionRate , SUBHHEMIREENR AR, MMFETE CloudWatch #EE
& Amazon Managed Service for Prometheus 5ZMFFME R , 5B £ A CloudWatch 152 B2
Amazon Managed Service for Prometheus &R,

HA AR ER KRR IRER ?

& AWS Cost and Usage Report BHtEH AWS A& |, S RE R AR RSV IRFEBEBA A
HEA, MEHMEN , F20H (AWS REANAEREFEAEER) PHHTEERFINAERS ?
AWS

ATEZNREEANLARS?

Amazon Managed Service for Prometheus EEARBERN 2 B EEEN , At BB A EH KA
BRE. EENAEEINESNEEERE , KARK , EHNRAtERE. MEFEEENFAEF
(‘BIEREEUE) , 5528 Amazon Managed Service for Prometheus E R EEFH EE,

® Note
- FTREAREBANGER , MIFBEE, BERANERAEXRESRT —EER , TREEAR
RHNER,
- £ FHVAEMBE R AWS Organizations , FRAEREMNRAREFHE , MARRIRFFE

( FRARF —EZREBEEIRF ) . EHRBPARFHEEIER (BER) EXT
—EERE , FFERFHEUBENERKE,

B MIER T FTE Amazon Managed Service for Prometheus THEE |
BRLUFNESE. ATRBEMESER ?

HEEERBAT , &8 AWS ZEHEE: , EEHEREREABEREEZECHBRNTFE, EE
RV iE R BRI MBREESR.

T LAE A R R R R B R T AR AR 2 145


https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://aws.amazon.com/prometheus/pricing#Pricing
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EHE M AWS REES

Amazon Managed Service for Prometheus B2 E fh AWS BRIEE S, A<EIFRAIEE Amazon Elastic
Kubernetes Service (Amazon EKS) FAE5#E ( £ Kubecost) & , AR aifa[fE A Amazon Data
Firehose # CloudWatch fEEUIEIE. TIEHRER AWS AT ERI 4 1EEF Terraform B EMEE
Amazon Managed Service for Prometheus , £ Kubernetes B9 AWS #2425,

e

B2 Amazon EKS R AEERES

« fEF AWS AT 8R4 iniE2F 5% E Amazon Managed Service for Prometheus

+ {8 Kubernetes ) AWS 2 #I25EE Amazon Managed Service for Prometheus

+ #% CloudWatch #§4Z8 Amazon Managed Service for Prometheus E4&

B Amazon EKS FANEEIRE 4

Amazon Managed Service for Prometheus B2 Amazon Elastic Kubernetes Service (Amazon EKS) FX

AREEIR (¥EEL Kubecost) BE |, UHITRADETE , WIRMUEBRE( Kubernetes BEMN R fE, #

B Kubecost £/ Amazon Managed Service for Prometheus , S8 AILAAI E#biBERE R AR UTEET K
BHNEE,

£2 Kubecost BA A BB M ZEE Amazon EKS BE KA, B0 LUKIE K Z 8 Kubernetes AR TR
KA REA[DBHRLEAZTEEER  EERZEEER. ZULUBARBEEELERES , LLEMBETRERR
HIEF A IEH R A,

UTRBEE - B ERH|PEE Kubecost BEMIETR :

- E-BEES BETHENAH Amazon EKS RAEREE - BEES  F2H AWS BERXE
Integrating Kubecost with Amazon Managed Service for Prometheus.,

- ZRERS BETHINME Amazon EKS SAEZRSHEERS  F2EH AWS EFEK

E : Multi-cluster cost monitoring for Amazon EKS using Kubecost and Amazon Managed Service

for Prometheus,

(® Note
MEBEBEER Kubecost BIEFMHE RN , 5528 Amazon EKS R &SRR A A EIZ,

Amazon EKS R4S Es3 146


https://aws.amazon.com/blogs/mt/integrating-kubecost-with-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/containers/multi-cluster-cost-monitoring-using-kubecost-with-amazon-eks-and-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/containers/multi-cluster-cost-monitoring-using-kubecost-with-amazon-eks-and-amazon-managed-service-for-prometheus/
https://docs.aws.amazon.com/eks/latest/userguide/cost-monitoring.html
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£/ AWS o] &A% iR 8BS 5% € Amazon Managed Service for
Prometheus

AWS A& Amazon Elastic Kubernetes Service (Amazon EKS) BERIEMAHAMTE K SFE
., i#k, REMNERIR. EZE Amazon Managed Service for Prometheus. Amazon Managed
Grafana, EFR OpenTelemetry FJAWS Distro MIEMTE, ATHBE—EFEHELTE , AWS
SRM Terraform 4 |, LUEBE LR (BA AWS AIEUAIMEINIESS) 58 E T8R4,

AWS TSR IR ER R M B H RN, NGINX EREMERBINE B, AETRMEE Amazon
EKS B5ERER AR EH,

Terraform &R FEMAEREA A4 Terraform GitHub BEERIAWS a2 R M hNEES 3B, &5t m] LARS
WM AWS BT BRI RS M SRR X E,

SRR
EEMFEH AWS TERIM XSS  BXABEEEEN Amazon EKS £25 | IR T I L RIEH -

« AWS CLI - FiZR#tan o % 0 AWS Ihge,

« kubectl : ARG S HIRFHEH EKS #£5,

« Terraform : AR BEIEINIBRAENER, BHXEHREES IAM AN AWS EHERTE , %
AREEEEN AWS IREFEIMEE Amazon Managed Service for Prometheus, Amazon

Managed Grafana # IAM, IEMAELE Terraform AWS REEHNFFMAENR , 5528 Terraform X
HEREAWS BiEE,

{58 F B R B e BE 12 s 451

AWS FIERIME pniR SR IR AL EE I EB A | (E A RERTAY Terraform A REREMERE Amazon EKS EER A
BRI, tESIREMER AWS TN INERRREERREER, NFRARTALEEAREETESN
HAbThaem FFMMERR , 5528 GitHub LEE AWS A A INEFERMERF RELREENREE

£=

“1<o

FREREREEEE Terraform 148
1. REBEEEFEREVERNERRF  FRUATHSERFBEE,

git clone https://github.com/aws-observability/terraform-aws-observability-
accelerator.git

AWS ] #3814 iR 2F 147


https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://aws-otel.github.io/
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://nginx.org/en/
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://aws.amazon.com/blogs/mt/announcing-aws-observability-accelerator-to-configure-comprehensive-observability-for-amazon-eks/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://kubernetes.io/docs/tasks/tools/
https://learn.hashicorp.com/tutorials/terraform/install-cli
https://registry.terraform.io/providers/hashicorp/aws/latest/docs
https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/existing-cluster-with-base-and-infra
https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/existing-cluster-with-base-and-infra
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2. FRUTHSARI Terraforms

cd examples/existing-cluster-with-base-and-infra

terraform init

3. EBMH terraform.tfvars =R , T IEHHFIFTR. BER Amazon EKS EEMEA AWS [EiF
MEFEE ID,

# (mandatory) AWS Region where your resources will be located
aws_region = "eu-west-1"

# (mandatory) EKS Cluster name
eks_cluster_id = "my-eks-cluster"

4, EIBHSEEEFERANIHERE , 552 Amazon Managed Grafana THEE, MEABNAENH T
ERMEEMET , 5528 Amazon Managed Grafana £ A& REEANEL BN E —ETEE,

5. EMTHFHITTIGS , B Terraform B MERBLLER Grafana TEE, BEEH
grafana-workspace-id &4 Grafana T{E[EHR ID,

export TF_VAR_managed_grafana_workspace_id=grafana-workspace-id

export TF_VAR_grafana_api_key="aws grafana create-workspace-api-key --key-name
"observability-accelerator-$(date +%s)" --key-role ADMIN --seconds-to-live 1200 --

workspace-id $TF_VAR_managed_grafana_workspace_id --query key --output text’

6. [EH) ZEfAHEA Amazon Managed Service for Prometheus TE[E |, 554% ID ¥ig8 =
terraform.tfvars BE , M TFHEHIFRTR , & prometheus-workspace-id BB EM
Prometheus T4E[E ID, MREBRIEERENIEE , RMSHEEIUFK Prometheus TIEE,

# (optional) Leave it empty for a new workspace to be created
managed_prometheus_workspace_id = "prometheus-workspace-id"

7. ERTHHTEBERRGR

terraform apply -var-file=terraform.tfvars

ERELNIRFPEIER AWS , 2 THERE :

« £ Amazon Managed Service for Prometheus T/E[E (BRIEZBIEZEFRREN IEE),
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https://docs.aws.amazon.com/grafana/latest/userguide/getting-started-with-AMG.html#AMG-getting-started-workspace-create
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« Prometheus THEEFHNEREESHE, BERANAL,

- 2B B TEEF L EH Amazon Managed Grafana ER HRMERR. ASEHWER IR aws -
observability-accelerator. &&xMRAEHIFE AT BIMEMNRBFERR T o

« EFTRME Amazon EKS # £ EREE AR OpenTelemetry BIAWS Distro , AIASHEEE%E E &
Amazon Managed Service for Prometheus TE&E,

|_

Y

EEMIRFNERN , 557 Amazon Managed Grafana T EEHRRSEEERR. WFEEBER
Amazon Managed Grafana HIF¥#H &R , 5528 Amazon Managed Grafana £ EEEHPMNE
Grafana T4EEH T4E,

£/ Kubernetes B9 AWS #Z#I28 EIE Amazon Managed Service for
Prometheus
Amazon Managed Service for Prometheus B2 Kubernetes EFAWS #2#25 (ACK) B4E |, ¥ X EE

B Amazon EKS FN T/EE, BTREEENRRER., B LEA Kubernetes BETERES
(CRDs) MFE4 Kubernetes ¥I1#H) AWS #2425 , METERE SNV EMER.

AEFR A MAIEIRE W Amazon EKS #EHFERE Kubernetes 1 Amazon Managed Service for
Prometheus B AWS #2288,

&t AT LABI BN 48 Kubernetes AWS #2258 /T #8 Amazon Managed Service for Prometheus ACK 12
FIERHEBER X E,

FORIRF

B4 Kubernetes 1 Amazon Managed Service for Prometheus B AWS 12 #I83E2 {8 # Amazon
EKS BERE2H , BH4AERT I EREH

- BAAMBIRE AWS IRF M 557 , LXK EEET HXE L Amazon Managed Service for
Prometheus # IAM &€,

- BABEBEEERUA OpenlD Connect (OIDC) B3R 4E Amazon EKS #5£,

EBAKREA OIDC , B LAER TS REAH. BRcBA% YOUR_CLUSTER_NAME R AWS_REGION
BRAIREWERE,

eksctl utils associate-iam-oidc-provider \
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https://aws.amazon.com/otel/
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-working-with-Grafana-workspace.html
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-working-with-Grafana-workspace.html
https://aws-controllers-k8s.github.io/community/docs/community/overview/
https://aws.amazon.com/blogs/containers/aws-controllers-for-kubernetes-ack/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-console.html
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--cluster ${YOUR_CLUSTER_NAME} --region ${AWS_REGION} \
--approve

WFE R OIDC B8 Amazon EKS #EEERAMEEMER , 5HSH Amazon EKS EREEEHN
OIDC 7 #AIRMHEES I REFEMEYT IAM OIDC RHE,

« BHATE Amazon EKS EEH R % Amazon EBS CSI SREIFER .

- BAUBAERE AWS CLI, AWS CLI AARfE@m S HIREW AWS IhEE.

- %ARE Helm , Kubernetes NEHEES,

o KEAEER Amazon EKS BEFERE LA Prometheus 12 HFEIER,

« AR Amazon Simple Notification Service (Amazon SNS) ££& , B#EHE IR TEEEZE
BR, SEMBMEEEF Amazon Managed Service for Prometheus R , SUSAEBIABIZERE,

EEERER Amazon EKS BER |, BEZTLUEBMWM kubectl get --raw /metrics &F
£ Prometheus #&N{L BV IEHE, BE , BEEfRIFEE AWS Kubernetes IRFEIZEHIZH HHIZT | W E

e RkEE Amazon Managed Service for Prometheus &R

£ Kubernetes B AWS #4252 E T/EE

£ EIRBHH Amazon Managed Service for Prometheus T/EE |, &8 % % Kubernetes AWS 124185
WIREISE , AR FEARERERELIER,

£ Kubernetes B AWS 12 H|25ZBE HHY Amazon Managed Service for Prometheus T{E[&E

1. FEATH;SRER Helm Z2 Amazon Managed Service for Prometheus IRIE# 4125, MEFF
MMER , FZEE GitHub L Kubernetes 2 HI88 X & 5& ACK AWS #2 {88, GitHub /&
WREERERN 22 | HlM0 us-east-1.

export SERVICE=prometheusservice

export RELEASE_VERSION='curl -sL https://api.github.com/repos/aws-controllers-k8s/
$SERVICE-controller/releases/latest | grep '"tag_name":' | cut -d'"' -f4°

export ACK_SYSTEM_NAMESPACE=ack-system

export AWS_REGION=region

aws ecr-public get-login-password --region us-east-1 | helm registry login --

username AWS --password-stdin public.ecr.aws

helm install --create-namespace -n $ACK_SYSTEM_NAMESPACE ack-$SERVICE-controller \
oci://public.ecr.aws/aws-controllers-k8s/$SERVICE-chart --version=

$RELEASE_VERSION --set=aws.region=$AWS_REGION
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https://docs.aws.amazon.com/eks/latest/userguide/authenticate-oidc-identity-provider.html
https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/eks/latest/userguide/helm.html
https://docs.aws.amazon.com/eks/latest/userguide/prometheus.html
https://docs.aws.amazon.com/sns/
https://aws-controllers-k8s.github.io/community/docs/user-docs/install/

Amazon Managed Service for Prometheus EREEmR

RoER  LEZXSEIBCRUATARNEE , RF-K.

You are now able to create Amazon Managed Service for Prometheus (AMP) resources!
The controller is running in "cluster" mode.
The controller is configured to manage AWS resources in region: "us-east-1"

B LLGEE M BT Kubernetes AWS R HIZRRVIZFIZRE M I RE , YEALU TGRS,

helm list --namespace $ACK_SYSTEM_NAMESPACE -o yaml

IEASEE B2 425 ack-prometheusservice-controller EEME , @8 status:
deployed.

2. FRATIHRAXEILTBEA workspace.yaml WIER, EEALEERELNITHEEHERER,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: Workspace
metadata:

name: my-amp-workspace
spec:

alias: my-amp-workspace

tags:

ClusterName: EKS-demo

3. BATHGSUNRIIAR HHSRARGESE 1| PRENRESH),

kubectl apply -f workspace.yaml -n $ACK_SYSTEM_NAMESPACE

g EoA , BEKEHER —AFNIERE , EENIIKRFHPBA my-amp-workspace,

BT T USR TEENFHEANME , IEITEE ID. HE , BB BE Amazon
Managed Service for Prometheus 12 & RBRFHN TEE,

kubectl describe workspace my-amp-workspace -n $ACK_SYSTEM_NAMESPACE

® Note
OB EARE TEE , MARLHTEE,
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https://console.aws.amazon.com/prometheus
https://console.aws.amazon.com/prometheus
https://aws-controllers-k8s.github.io/community/docs/user-docs/adopted-resource/
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4, BIAMEFH yaml ERMA Rulegroups F AlertManager FI#HRE | BIETREFE A T FIHRERE

Mo

HIABRE R F A rulegroup.yaml. #% WORKSPACE-ID il E—RELS BN THEE ID,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: RuleGroupsNamespace
metadata:
name: default-rule
spec:
workspaceID: WORKSPACE-ID
name: default-rule
configuration: |
groups:
- name: example
rules:
- alert: HostHighCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) > 60
for: 5m
labels:
severity: warning
event_type: scale_up
annotations:
summary: Host high CPU load (instance {{ $labels.instance }})
description: "CPU load is > 60%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"
- alert: HostLowCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) < 30
for: 5m
labels:
severity: warning
event_type: scale_down
annotations:
summary: Host low CPU load (instance {{ $labels.instance }})
description: "CPU load is < 30%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"

AT #HRES 74 alertmanager.yaml, #% WORKSPACE-ID &i#ik t—ESBHI(ERE ID,
#& TOPIC-ARN BHUMX A Amazon SNS EEEEXBE A ARN |, A& REGION BUMR A& AWS [E15
FRIERAK . 55581E , Amazon Managed Service for Prometheus %788 Amazon SNS EREHYEF
A,

BEIEE 152
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apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: AlertManagerDefinition

metadata:
name: alert-manager
spec:
workspacelID: WORKSPACE-ID
configuration: |
alertmanager_config: |
route:
receiver: default_receiver
receivers:
- name: default_receiver
sns_configs:
- topic_arn: TOPIC-ARN
sigv4:
region: REGION
message: |
alert_type: {{ .CommonLabels.alertname }}
event_type: {{ .CommonLabels.event_type }}
@ Note

EEE— S THELHEREBERNEN , 528 RuleGroupsNamespaceData
AlertManagerDefinitionData.

5, BTTIRTUEVRARFEANEREESAR (W TEURREEDSR 1 FRENRKEH).

kubectl apply -f rulegroup.yaml -n $ACK_SYSTEM_NAMESPACE
kubectl apply -f alertmanager.yaml -n $ACK_SYSTEM_NAMESPACE

® Note
EEFHER, MAREINER , REFH yaml BR , REBXIIT kubectl apply
BT,

EEMRER , BHITTIS®S. #§ ResourceType Bt BIREM BR
Workspace, AlertManagerDefinition B RuleGroupNamespace HWERER, #
ResourceName B A EMBRNE RS,
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https://docs.aws.amazon.com/prometheus/latest/APIReference/yaml-RuleGroupsNamespaceData.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/yaml-AlertManagerDefinitionData.html
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kubectl delete ResourceType ResourceName -n $ACK_SYSTEM_NAMESPACE

ERETHAMTEENSE. T -HRPAEEREUEEEREERTHERE,

#2588 Amazon EKS E£LLE A Amazon Managed Service for Prometheus
ITEE

AEFER A MAEA Helm #& Amazon EKS #E P #1TH Prometheus fAREERERBIEFEEALREL—
B 7 B9 Amazon Managed Service for Prometheus T/E&E,

EUEFP , BRFECEYN IAM SEEBUARERER, NREHREEM , F2H 8
Amazon EKS B 5REEEMEEREN RS S UREFREANE R, MREERELET , K

o4 IAM A€ amp-iamproxy-ingest-role,
£ Amazon EKS & 5% E Amazon EKS fHEERIHE A

1. FEATHGSRIMEBIEREN prometheusEndpoint. #& WORKSPACE-ID &k E—&i T4
[ ID,

aws amp describe-workspace --workspace-id WORKSPACE-ID

prometheusEndpoint EEBEFZERP , R T 5 HXERAL -

https://aps-workspaces.us-west-2.amazonaws.com/workspaces/ws-alb2c3d4-al23-b456-
c789-ac1234567890/

7L URL , MERARET RVEEDS R,
2. FATHANEIHESR 6 WAEHEBEA prometheus-config.yaml, ###E#RBENIRE ID,
# workspaceURL/ B BIERIF HREIM URL , AR #+ SR BERFEERN AWS Ef .

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"
annotations:
eks.amazonaws.com/role-arn: "arn:aws:iam::account:role/amp-
iamproxy-ingest-role"
server:
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remoteWrite:
- url: workspaceURL/api/vl/remote_write

sigv4:
region: region

queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

3. FATHEN Helm % , 23 Prometheus B XM B EREZBURNE R,

helm 1s --all-namespaces

RIBZERI AN , Prometheus BR M B ERZ R A prometheus , I BHERRA
AJEER 15.2.0

4. FERHLE—SHEHEIMN PrometheusChartName, PrometheusNamespace
PrometheusChartVersion , 1T FHl&a 5,

helm upgrade PrometheusChartName prometheus-community/prometheus -
n PrometheusNamespace -f prometheus-config.yaml --version PrometheusChartVersion

EoER  CEEIFEAINAL.

5. =H#& , #FiB awscurl & Amazon Managed Service for Prometheus i 2 , B3 =& K I EiX
g, B BRABEREMER AWS EiF B9 |, XA workspaceURL/ BIRAZBELE 1 kT
A URL,

awscurl --service="aps" --region="Region" "workspaceURL/api/v1/query?
query=node_cpu_seconds_total"

IR 1E 2R I Amazon Managed Service for Prometheus T/E[E |, S EH YAML BRIEAERE
£ Amazon EKS BEEREZTEE, ELER , BRBFIERESR (CRD) , £ Amazon EKS 5
REEF, AL Kubernetes IHIZ5HY AWS 25185 | BEEREEEEFIE Amazon Managed

Service for Prometheus &R,
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#& CloudWatch 151282 Amazon Managed Service for Prometheus
B®E

BIENFEEREPE—BNE , EEMREZK. Amazon Managed Service for Prometheus T&
B Ep##E Amazon CloudWatch $§1R. 18 , &7 LAE A Amazon Data Firehose 1 AWS Lambda #%
CloudWatch $5#2#X ZE Amazon Managed Service for Prometheus,

A ERER BA an{AaT 458l Amazon CloudWatch 38428 , A Amazon Data Firehose M AWS
Lambdan$ 52 #EELE Amazon Managed Service for Prometheus,

BRERAWS EinFHEEM (CDK) FREHE |, LLE I Firehose RFHE . Lambda 1 Amazon S3 f#
FETHE  URETEANRG,

Eft 5z
A AMBE —HER RIS REERR

CloudWatch 8B R A S B RIBEEREIES HTTP WwE = Amazon S3 FEFITE.
REEBRESTIE 4 ESER

« BRIE FoIRIRM

« #3 Amazon Managed Service for Prometheus T/EE
- RKMKIER

- BREBHE

FERMRAF

« AWS CLI EEHNRIEFLZEFNZE »
- BELZNIREFLE AWS CDK Typescripto
- BREEHIREF ZE Node.js M Go.

- AWS T H|1% CloudWatch B2 [E HZX github #7FE ((WMetricsStreamExporter) EE R
BN AHERE,

# 3 Amazon Managed Service for Prometheus T{E[&E

1. WEF PR REEBRERAEIE Amazon Managed Service for Prometheus & £ #11T. EB T3
&S 3 Amazon Managed Service for Prometheus T [E :
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Metric-Streams.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/cdk/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cdk/latest/guide/work-with-cdk-typescript.html
https://github.com/aws-observability/observability-best-practices/tree/main/sandbox/CWMetricStreamExporter
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aws amp create-workspace --alias prometheus-demo-recipe

2. MEECEATIRTEULN IR :

aws amp list-workspaces

ZEHEI Amazon Managed Service for Prometheus BIEF#IE A , 5528 Amazon Managed
Service for Prometheus A&,

R AKIE B
1. ZHEMKIER

# aws-olly-recipes REFEMNREHZD , FAUTHTHKEREEL

CWMetricStreamExporter :

cd sandbox/CWMetricStreamExporter

BiE , ERAAREENRER , SURBE,
2. BBTHSRTHKEHEBES /cdk

cd cdk
3. BT TaREAZR%E COK MKIER :

npm install
4. KESSFRREENRESZ  REEAUATHTHEBEHKEES /lambda

cd lambda

5. —Hi#A /lambda ERIRE , FAUTHSZEE Go HIKIER

/

go get

RECREMBAKER,
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
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EDE

1. ERBEFENRBSHED , BB config.yaml &K Amazon Managed Service for Prometheus
T4E[E URL , HFERA {workspace} BAMEVHIERE ID , AKRE Amazon Managed
Service for Prometheus T/E[EFTTEH @i,

Bl , AT EEBRA

AMP:

remote_write_url: "https://aps-workspaces.us-east-2.amazonaws.com/workspaces/
{workspaceId}/api/vl/remote_write"

region: us-east-2

# Firehose X+ 7 Amazon S3 REFIFENEBEEASENERE,
2. EEEE AWS CDK Ml Lambda 216 , B EREFENRBEHETHTTIGS

npm run build

ME T SR HERET Go Lambda ZHE&IX 4 |, W HE CDK EBEZE CloudFormation,
3. BEEKINE , EREAWEIHEMEN IAMEE,
4. (B ZCEBHT T ELME AT EMEIL,

aws cloudformation list-stacks

£5 CDK Stack WitEBESHEBEH,

3 Amazon CloudWatch &%

BABEREREZEN lambda EE , 7 B Amazon CloudWatch B 151Z & i,
#3 CloudWatch 8Z£7k

1. EEZE CloudWatch £# & , #8it A https://console.aws.amazon.com/cloudwatch/home#metric-
streams:streamsList , ABIBENE L IEZE R R,
2. ENMERE , URMERE , ERMET R ZEEIER,

3. % Configuration T7F , EEEREIRFHEENIRE Firehose,

# Y Amazon CloudWatch &3 158


https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList
https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList
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4. B2 CDK %BIEILI Firehose, EEEUEM Kinesis B} Firehose B TR X EE
FEMEFRINER. BWEEM/RRE CdkStack-KinesisFirehoseStreaml123456AB-
samplel234,

H R EE R JSON,

AEERRB FHEEERNER,

i#1Z Create metric stream (B IEZER).

(BA) HEERBE Lambda HEFAA , FEEE Lambda TEEWEEERH
KinesisMessageHandler, ERERRSIEBENAFFRLIER , ERENFAATEZXSEE
8% A Lambda B EE AR,

® N o O

(® Note
RZARTE S P ESSHAEERRIERTETHAR.

B EER 218 Amazon CloudWatch &3t %] Amazon Managed Service for Prometheus.,

& bR

BRI RBREERAEFHERANER. THEFRBUMATIERE, ESFLEEINERSER,
BEER

1. A%, FEATHaSMER CloudFormation & :

cd cdk
cdk destroy

2. #BBR Amazon Managed Service for Prometheus TE[E :

aws amp delete-workspace --workspace-id \
“aws amp list-workspaces --alias prometheus-sample-app --query
'workspaces[@] .workspaceId' --output text®

3. ®&#% , A Amazon CloudWatch 3% & %k Amazon CloudWatch I8 &
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Amazon Managed Service for Prometheus I Z £ M4

MERZEM AWS RESEBEIEF. 558 AWS BF |, LA UZHRNER P ONMEHERE | L8
RATMERRLHRBEBNERMEE.

ZEMR AWS Ml cBWHEERE. AESEEERHEERAERNLZEMNERPHNLEM

- ERNREM - AWS EEREE Cloud AWS FETT AWS IRIEMHEREERE, AWS R HETLL
ZEERANRE, F=SRERAESSEHASTNRIBEMANVZSERY , MBAWS SRFTEN—I
Do BETHEERR Amazon Managed Service for Prometheus I &#HRETE] , HSBAWS & 518l
1 [ 9 Y AR %S o

- Bl eN - ENEEEUAREER AWS HER®, SH4AHHMRREE  S/ERNIRE
. BRFNERNERERNER,

ZSER B 3L B SR R A 2Rl £ £ F§ Amazon Managed Service for Prometheus BFER £ EEFER,
T 5 EBEREA MR E Amazon Managed Service for Prometheus REF A BN L HEHRBE, &
g TR E A E M AWS AR 3R 17 B R BE = 4R Amazon Managed Service for Prometheus &
Ro

X8

» Amazon Managed Service for Prometheus i & £HRrE

« Amazon Managed Service for Prometheus HJ &% Bl 82 17 Bl &
« 1AM FFAIMIBUR

+ Amazon Managed Service for Prometheus H & 157 B2 3%

» Amazon Managed Service for Prometheus 1 #J18 JE Ihag

» Amazon Managed Service for Prometheus I E B R £ 4

+ {#H Amazon Managed Service for Prometheus IR EL &

« £ AWS CloudTrailig & Amazon Managed Service for Prometheus AP| F0Y
- RERBIRFH IAM A€

+ {8 Amazon Managed Service for Prometheus F /& VPC w2
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
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Amazon Managed Service for Prometheus H i & RHRE

AWS H[ESEERBEA M Amazon Managed Service for Prometheus R ERHRE, MLERFDR |
AWS EEREBEHITE NWLHERRE AWS Ein, ZEEHZETHERS ﬁEJ::T:MWQE’H'“%MEo
LEREREEMER AWS R NLLEBNEETE., FERRLENFRENR K F2RERE
MEERHAEE. NEEEBMNERRENHEEBEN , F28 AWS KM IFER LN AWS HENE
E1EHF] GDPR SPEEXE,

ERERREEYN , RARBEHRE AWS IRFE 2 AER , A AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) B2 EEBIERAE, wt—R , SECHEHASESRETHK
HAEKMSENGTT. BACEREEATIHANREER !

- BERFHECHZEERRE (MFA),

- £/ SSL/TLS B AWS EFREHA. BMFE TLS 1.2 X EZEFAH TLS 1.3,

o M 5E API F{E A EEEIE2 8 AWS CloudTrail, tNEEEEA CloudTrail B MR AWS SEEIHN
B , B2 BAWS CloudTrail € FR&EER) RHER CloudTrail B,

- A AWS MEBMBARAR , URHPHMERERZLESH AWS R,
- FRERNZERLRIE (B0 Amazon Macie) , HBIREMREFEE Amazon S3 HWEBUBE R,

- MREE AWS FZBTTHIRES AP FE BFEE FIPS 140-3 BREN R IGHE=EHR |, 558 FIPS
imEh. MEFR FIPS M FIPS in MM EXHEAE , FE2 R I EFEEZ%E (FIPS) 140-3,

BRI ERCR8ETESEFNE FE iU SHMESHREN , REEES BHENHXXFHNA
o BlinE B, EBEEEMER Amazon Managed Service for Prometheus 5 E b AWS BR#
RAE#EH AWS CLI, API 2 AWS SDKs, Z£EZRSBHABRAXFZWRUPE AN TAERESITEAR
FFERZE AR, NRSREADBRBKEEN URL , RfEZIBEEFVERIEEHZMAREZFERNG URL
P EEREEN.

F&E
« Amazon Managed Service for Prometheus W& K &

- BREME

Amazon Managed Service for Prometheus W&

Amazon Managed Service for Prometheus B WE X FHRIERENIEEER | SMERERFFHITH
Prometheus fAlfR25/&3% = Amazon Managed Service for Prometheus, EREZELUTAZR :

ERRE =


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/

Amazon Managed Service for Prometheus EREIEE
- ERE

- ABRBHND BERNERER (FEEREESY)

- BRI REBEC

HE—HAF ID gRETEEFNER, EL ID RETFINEFEN. EFEZE2EAAF ID,

Amazon Managed Service for Prometheus &£ AWS Key Management Service (AWS KMS) £ i&
INBREEBRNER ., Amazon Managed Service for Prometheus S EBEL L8,

@ Note

Amazon Managed Service for Prometheus X EZUEFZESBRMNBENER, WFE
Amazon Managed Service for Prometheus TEEX A €M FMEF , URNAEAZESH
BEFZESH , F2HE BENE,

HRhNERSEBMER HTTPS #1712, Amazon Managed Service for Prometheus £/ HTTPS
REBRE AWS (B35 7T A B8 2 BV ELR

F=rs &b T
o e N &7

BIFFAER , Amazon Managed Service for Prometheus € BB AR IREFEMNE |, XFEH AWS #E
& E 8RBT ULRE,

« AWS #EEHK £ - Amazon Managed Service for Prometheus fEAEE @B NZ LEZTERE
WER, SELef, EERERA AWS HEN SR  IBEKHEHEA, T8 , EFFERTEAE
B ETMEN , BAREBEMEZZENN SR, WHEFHBENR , 528 (AWS Key Management
Service & ABIEE) HH AWS BEENER,

NEBEERERNBOREHREFER (FIHEATEIEF) WEERRLFEREH N, ER
BEUNEBENZSRAEREFNERNEZLEAEN,

BHA U ERY THEER , BEEATFIESR .

- BEEZE S48 : Amazon Managed Service for Prometheus XEFAFREN, BEITENHBE
FSESRBRMBIEEDINER, ARAETURSEERMNE , REESTUTER

- BUNBESRIBE
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- BIRM#E IAM BERNZFRE
- BANERAESREEE

- WIRSRERRERFER

- HERR

- BYERAIA

- REEZWMAMER

WMEHMER |, 5528 (AWS Key Management Service B A EE/E) PHNEFEHE SR,

BERAEECATFZESRIAWS HENTR, FATFIESRBEUNIFEELIERAEE
£ AWS AN E® (R2FR) .

® Note
Amazon Managed Service for Prometheus £/ AWS #EN R EBMARENE , UK E
RELHNER,
B, FRAEFZELME AWSKMS &, MEEEBNFMEN , F28 AWS Key
Management Service EfEo

\

MFEFMEF AWS KMS |, 552 B1EE AWS Key Management Service ?

(® Note
ERAEFXESREVN TFERLEER AWS ZEWERETHRE

Amazon Managed Service for Prometheus I{A#E R {E AKX F AWS KMS
Amazon Managed Service for Prometheus EE=EEETREERAENEFZE TR,

BERENFERAFEFZESBMNZMN Amazon Managed Service for Prometheus T/E[ERF |, Amazon
Managed Service for Prometheus €i&iB&i% CreateGrant R RAREEIIE=IERE AWS
KMS, HHIRF AWS KMS & F k& Amazon Managed Service for Prometheus ZEUEIRF FHY
KMS €88 , BlME FREZAREFW (0 , FHRHE Amazon EKS &SI IERE R,

Amazon Managed Service for Prometheus EEREFTREFEA LN EFZE SBHET T HIAIPIRE
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
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« # DescribeKey @ERE*XZE AWS KMS |, UBERI TEERRUNEBEFZE KMS €828
B

* # GenerateDataKey FEREIXZE AWSKMS |, LELXHEFSESRNIZNER S8,

- BEEFEREEZE AWS KMS UBEBMENER &R , LEARNBEHNER,

Amazon Managed Service for Prometheus 84 AWS KMS €827 = @R , LLAAFF Amazon
Managed Service for Prometheus K REFEA /. LAUEBEELRBER. FRASRIBERE
RERSB/BNFIE, EHTELHECH A EXXD THRELHENERR, FNIEEFTRESRE
BRIEK,

MBBLAEMA A R BBRAEMZENFEE | Amazon Managed Service for Prometheus #%#E % FHUE
AEFSESBNBZNEMER  tEBLFEELZEIEENER  MESHEREZERHBEIRE,
BERETEENFERKEEIMEFER , MAATEKAEX,

/A Warning

- MRBEHEE  RESBBE P B Amazon Managed Service for Prometheus BJ17EHL
B, AEEZETEHRIEEREER. BEEIEENHTERSELMFE , METEKRAEX,

%1832 R Amazon Managed Service for Prometheus ¥ &8 ZEUE | MAILIBXEFEIR I
[E &R YRR ER
- MREEHBERE , IBLEFEUZERE , BIEETNEREXKRIEX,

SR BUFEFXETR

EAILAE A AWS Management Consoles, AWS KMS APIs REVHBEFZESER, RELBEBHR
RIEHERNEFEUE , £88E8 Amazon Managed Service for Prometheus T EEMAEEEMHEIIRS
B, IRATR,

BIAHBEFZESR
KB (AWS Key Management Service IR ABIER) AEVHBEFZESRNIT BT,
S|BER

SHBERERHEFSESHRNFIVER, SAEFSELRBLEARE—ELSREK , HAPITERE
HALFEASBERAEAFANERR, ERYEFSESRE , JUIEESRBER. WEFMER ,
22 # (AWS Key Management Service B AB1ER) FHNWEEBEEFSE BN EFR.
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https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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EEBEFZELEE Amazon Managed Service for Prometheus TEE#EE R , AISBEESBEK
KPR AT AP #1E

« kms:CreateGrant : fiIEFZESRNEE. RESEHHIEE KVMS £BNFEE , BREA
#F17HL Amazon Managed Service for Prometheus FT B RIERIE, MEFHMENR , 2B (AWS
Key Management Service B A B1E®M) PHEARE,

iE T3 Amazon Managed Service for Prometheus #1177 T~ 5I#R1E :
- POl GenerateDataKey AELAMEZENERSBI MUFRE , RAEHSBRTELAARMNE,
« F0Y Decrypt AEARBEFENMNBEERS|/REFIMEBHNE S,

« kms:DescribeKey : RtEFZESMHNFME , B Amazon Managed Service for
Prometheus BESU5RFE 18,

LAUR 2T ¥ Amazon Managed Service for Prometheus $T18 B9 BUR BRIR = €545

"Statement" : [
{
"Sid" : "Allow access to Amazon Managed Service for Prometheus principal within
your account",
"Effect" : "Allow",
"Principal" : {
TAWS'" o M
},
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "aps.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

.
{
"Sid": "Allow access for key administrators - not required for Amazon Managed
Service for Prometheus",
"Effect": "Allow",
"Principal": {
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"AWS": "arn:aws:iam::111122223333:root"
.
"Action" : [

"kms:*"

1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

}I

<other statements needed for other non-Amazon Managed Service for Prometheus
scenarios>

]

- MEEBEBETEEFINFMEN , 528 (AWS Key Management Service & A B8
) o

- MEEREHEDH SIS FHNFMENR , 528 (AWS Key Management Service B A &35
) o

H B8 2 : $§7F Amazon Managed Service for Prometheus W EF S E &8

BB TERER , TLEBRB A KMS £ ARN RIEEEFZE £148 , Amazon Managed Service
for Prometheus & f Itk ARN R in2 TERFIFEFENE R

HER 3 REMBKFEER , Hla0 Amazon Managed Grafana

WSBRERAN — AEELTERS — @ REFE Amazon Managed Service for Prometheus & #}
RTREE,

B N E R EE R H R , BRFEMFPEESER AWS KMS 81 FEE, flm , mER
B E A Amazon Managed Grafana REV & # FWERRNIZE , BHUERF Amazon Managed
Grafana FE &R ER.

#Z Amazon Managed Grafana FEUEHNEE S E 8

1. 1E&# Amazon Managed Grafana TAEEFEH , EEEF B Amazon Managed Service for
Prometheus 2 THEENEZ T, :EEHE R~ Amazon Managed Grafana T#ENBEE .

2. FEEFEIEEMSAN IAM ACEE, BBAKNA AmazonGrafanaServiceRole-<unique-
id>, ERAEHETABGHNTE ARN, BEEREBNWIEPN AWS KMS A HIEEL BB,

3. HEAWSKMS HEFSZEEISET , BIEFEMREEI Amazon Managed Service for Prometheus T
EEHEFEANEEFZESE. EoMRERERHAEAERER.
4. HEEWERAESE | BEEIEIRE,
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https://console.aws.amazon.com/grafana/home?#/workspaces
https://console.aws.amazon.com/kms/home?#/kme/keys

Amazon Managed Service for Prometheus EREEmR

5. RE|EMWMBEF | BEEL LRH Amazon Managed Grafana IAM B, ATERZKRE , BHATHL
EBES,
6. IBEFE, S IAMACHEZESRERAEFTE,

#£# Amazon Managed Grafana T{E[ER1E 7] LA#ZEX Amazon Managed Service for Prometheus T{E
EFHER, ZANSHEGFERAESACHEESREAE  BHORBEHFRENITEE,

Amazon Managed Service for Prometheus INZRAR

NEATR-EEZANESREY  SSEMNEECEABREET.

AWS KMS ERAMBEABMABANCHIER , UXECBRENNE, ESENEERNBERPITE
MEARE , SENERAR AWS KMS BEEMENER., FEHZER  BLAEFRTITEHEE
HMmBEAR,

Amazon Managed Service for Prometheus MR R A

Amazon Managed Service for Prometheus ZEFTB AWS KMS ZiEfmEZERETEAERNMBERAS ,
Hph&#8%A |, aws:amp:arnm{EAIEEH Amazon Resource Name (ARN),

Example

"encryptionContext": {

"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-sample-1234-
abcd-56ef-7890abcdl2ef"
}

ER BB EITER

ELFERAHBNEFZESRNBEIFEERE , ZUUUERREEMAFPEAMNEAS , iEH
EFSESRNEALN. MBRABSEEHIRE AWS CloudTrail 2 Amazon CloudWatch Logs E4
K B,

EAMZEARTEFHEEFZESRNFE

BB UESRBERN IAM RS |, £AMZEARBTHES conditions REFHNEBEFZESRY
L, S ER T HEMINERERE.

AmazonAmazon Managed Service for Prometheus SERESF , FHMBZEARRHIREHEHIRS S E
BHANEFZESRNTFIE. BRTFRESERRTFATNREEREENNBEARR,
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Example

LTRETFTRENZEARCEFZESRFIENSRBCKRENES . HBERFAXFHRGESER
SEREEMZ AR INEABREYE.

"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
1,
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:aps:arn": "arn:aws:aps:us-
west-2:111122223333 :workspace/ws-sample-1234-abcd-56ef-7890abcdl2ef"
}
}

EZ# Amazon Managed Service for Prometheus B N2 < 88

B &4 B Amazon Managed Service for Prometheus T/EE#EH AWS KMS BEEZESRIF |, BT
5/ AWS CloudTrailz Amazon CloudWatch Logs RiE ¥ Amazon Managed Service for Prometheus
HIEHFER AWS KMS,

T 5|6l CreateGrant, Decrypt. GenerateDataKey#l AWS CloudTrail 95
#DescribeKey , FAFAES#E Amazon Managed Service for Prometheus FEIYH) KMS #®14E | UERE
FEZESRMENESR :
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CreateGrant

EREHR AWSKMS BEEZE BN TIEER , Amazon Managed Service for Prometheus &

REKEBEE={ECreateGrantiBXK , UFEBEEEN KMS €8, Amazon Managed Service for

Prometheus B W IZEEBNE AWSKMS BREF S E 48BN ER.

LT EHIEH S50 CreateGrant B4k :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"retiringPrincipal": "aps.region.amazonaws.com",
"operations": [
"GenerateDataKey",
"Decrypt",
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"DescribeKey"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"granteePrincipal": "aps.region.amazonaws.com"
1,
"responseElements": {

"grantId":

"Qab0ac0dob000f00eaddcc@aleddfcOObce@0dc000f0000000cObcPa®@00aaatSAMPLE"

1,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

GenerateDataKey

BB ITEERA AWS KMS EF S E£4i#8K | Amazon Managed Service for Prometheus €2 11
M— L8, ©EEiXGenerateDatakeyiERE AWS KMS , AIEEER AWS KMSHEFZE
S8,

THMNEFEHE5CH GenerateDataKey B1E :
"eventVersion": "1.08",

"userIdentity": {
"type": "AWSService",

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
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"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:aps:arn': "arn:aws:aps:us-west-2:111122223333:workspace/ws-
sample-1234-abcd-56ef-7890abcdl2ef"
},
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbO@fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

Decrypt

EEHEMZNITHEE LELR | Amazon Managed Service for Prometheus €Al Decrypt &
ELUFERARETENNEERSRREFENENESR,

THNSEFSHEEEE Decrypt BRIE -

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "aps.amazonaws.com"
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},

"eventTime": "2021-04-22T17:10:517",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-
sample-1234-abcd-56ef-7890abcdl2ef"
.
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®@00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "dc129381-1d94-49bd-b522-f56a3482d088"

DescribeKey

Amazon Managed Service for Prometheus A DescribeKey & /F3R5RF B T & (= AH BB AY
AWSKMS ZEF ZES RS FERFMNESF,

THEMNEFHIEH 58 DescribeKey B1E :

"eventVersion": "1.08",

RN 172



Amazon Managed Service for Prometheus EREEmR

"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

I

"invokedBy": "aps.amazonaws.com"
I
"eventTime": "2021-04-22T17:07:02Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@0 (V1; 0S)",
"requestParameters": {

"keyId": "00ddodb0-0000-0000-ac00-b0cOOOSAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",
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"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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IAM Ih&E Amazon Managed Service for Prometheus X #&
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ERBBER &
BREE =
BRER =
BRI )
ACL &
ABAC (BUIRHHER) =
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BIA M TEEER (FAS) y
BHAE &
RIEEFEAE =

= E 2 M T # Amazon Managed Service for Prometheus FE it AWS BRI§ anu[E2 K Z & IAM ThEEHE
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EAEER) PHEEBEFERBREZ B IAM A,

£/ IAM 2 BEBER | B IEEAFRIEBNBENER , UREMERG T RAFREEEE. &
ELESTERRPEETE  RASESEMAZEENEAESAR, METHREE JSON BERHE
RBFrEtE , F2ER (AM EREEE) T8 IAM JSON BETES £,
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EER Amazon Managed Service for Prometheus A &2 BEBBERMNEH |, 5528 Amazon
Managed Service for Prometheus K & 2 B BUER & 61,
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XEEREEER . &

BEREBREH IR EIRA JSON BERX . EREBRNRE REHIR IAM ASEEEEMN
Amazon S3 fFITEBR. EXREREBRXNEBHS  RBEEESTUEACAREFHBEER
MFEER. BRMIIBERNER , BREEREEN TR TUNRERATHEEAREMERSET
BITHEMF, ELXRAEEREBRTEEEZRE. ZERXATNESRFE, £RE, At BESEOERE
2 AWS BR7.

MERRABIREFIE , EUlEEEEMIRFANFAEIRFS IAM B2 , HAEREBRNEE,
MEBRFEIREEREBR  RARBUGEBREN —¥F, EERANERNVRATEMLER AWS ik
F ., EERFHH IAM EEEHXARTERIAER (EAENAR ) FRERNFT. HEBKS
SEPREEIERRREFT, T8 , IREREBXRGAMERFINEIBRTFERN , EKHMLHE
BENANE D BEBR, MEFMER  F28 (AM EAEERE) 8 1AM FHRIRF EIRFEG
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XERREE: B
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BREEABERR THITHBBB LT,

£ EEE Amazon Managed Service for Prometheus BIERIEE | 5H52 8 (REFESE) FH
Amazon Managed Service in Prometheus &2 E11E.

Amazon Managed Service for Prometheus A BERBIESEBEZFIFERA T EF T

aps
HERE-BRAXNPIEEZEDE , FRERI K.

"Action": [
"aps:actionl",
"aps:action2"

]

£ EZ MR Amazon Managed Service for Prometheus S &0 BEBEBURHI €4 |
Managed Service for Prometheus B & 9 B BUR 254,

%

E52 B Amazon

Amazon Managed Service for Prometheus B BUERE R
XEBRER : 2

EEEWLER AWS JSON BERRIEEH T AFIAR, tWH2R , MEEBE M BEES T o H 4
EEREITHL B F,

Resource JSON BERTEZNIEEEERABENYH., RRRXNABEE Resource = NotResource
TtE, REEKEFEHE Amazon Resource Name (ARN) RIEEE R, B H T ERSEERER
HENME (BAEBRBHREFT) RIEEM.

HRAXEERERFTAINEE (PIF HRME) , FEABRAF R () RRTEEAXBRARABEER.

"Resource": "*"

£ E&EE Amazon Managed Service for Prometheus EREBE &K HE ARN HEE |, EF28H (REEE
2:2£) HK Amazon Managed Service for Prometheus EZMNE R, &E 7 #RIET LAE A L EER
EZEERK ARN , 5528 Amazon Managed Service for Prometheus E & E)1E,
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ZE R4 Amazon Managed Service for Prometheus A& 2 BEB BRI E 6] , 5528 Amazon
Managed Service for Prometheus B & 5 2 BUER £54 ,
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B, BUUBNFEAREEE FNREEER (FINSERTIR) , R BE PN HEREMERPHE,
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ERERERE) PHAWS 2EFERERERSIHE,
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RIFEAER , F2H8 (AWS R IAM EAEREE) PHER IAM B .

IR & AWS Management Console EREAE B BNEBUANEMEEZZA | REEAREEA
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BRI LAERA AWS CLI 5 AWS API FEIENRREAER., R, B UFERAELEEREAERRE
BAWS, AWS ZEZLBREELRIFEAER K MARFEARPENEE, WEFMEHN , BF2HE
IAM R E R 2B,

Amazon Managed Service for Prometheus #9EA FZE TR B
SEETEMIERE (FAS): &

EREA IAM EFRERACRE PETEER AWS , BEHRAERTEA. CARLRKR SRS
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DESEBERGTULEEEERENNEE  ELBAREERETT. WEMER IAMERHT
WEZHEBEER , F2HE IAM EREEETH IAM FHBEFMETFT,

- fER IAM BUR PG4 — S REIFEE - SO RAFIEEBER |, URHIEBENE RN EFE.
flan |, B R BBOR GG | EEXBEMFEA SSL BIEFTERER. NREBBEE SEARBEBE
AWS RFS |, &t o] LAGE B R4 2R 1% T E 2B AWS CloudFormation, INEFFMHE |, 5526 1AM
FRAERETMN IAM JSON BIETE : R4,

£/ IAM Access Analyzer B& 3 IAM BUR |, BERFT A 24 B 7 iE BE4E - IAM Access Analyzer B
BHBERMBBEBEE |, BERELBERER IAM BUEEFES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer 12ft 100 ZEBERERVEATHES , THHERELXLBEERANBR., NEFHEE
A, F2E AM FHERR)Y PHEEA IAM Access Analyzer B 38 BUE

- EEZEERRE (MFA) - MREBHWRFIFE IAMFERES PWIRERE AWS IRFE |, BRI
MFA URRER£%, MFEEMNW AP BERFER MFA |, 551§ MFA (REFBEZENBEE, W
EFHMET , B2 (AM EAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.htm| #93&i8 MFA &£ AP| ZEL,

NE IAM FREEBWHERBEN , F20 IAM EAEEREYHN IAM 22 HEEK,

£/ Amazon Managed Service for Prometheus &

% E77H Amazon Managed Service for Prometheus 124 , BXBHEEREARN —HFFT, B
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B, MRLEVHEERLBFAEBRKNSOBBE , AIHREFABENER (EREHAE) M
5 TRAMELmEER,

HAEMW AWS CLI 5{ AWS APl I E |, BFEEARFRETEZEAHT. k2 , REAHEFISF
SMMERHMNTZ AP BIENEERTIT,

AETHRERERENAGMNMATLUEER Amazon Managed Service for Prometheus 124 |, thEE#E
Amazon Managed Service for Prometheus ConsoleAccess®ReadOnly AWS S EBREREZIE

B, MFEFMER  F2H (AM EAEER) PHFEFTIERE.

ARFFERERAMMAE ST

WEHE REBMMEIBER , AFF IAM FRERAKMEMBAEAES 2N AREZIEBRR, WBEE
AEETEAHER 5 AWS CLI AWS APl URBRRET AR TR LB ENFT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
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"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {

"type": "Role",

"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::123456789012:role/Admin",

"accountId": "123456789012",

"userName": "Admin"

iy
"webIdFederationData": {

iy

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-11-30T23:39:2972"

}
}
},
"eventTime": "2020-11-30T23:43:217",
"eventSource": "aps.amazonaws.com'",
"eventName": "CreateWorkspace",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",
"userAgent": "aws-cli/1.11.167 Python/2.7.10 Darwin/16.7.0 botocore/1.7.25",
"requestParameters": {
"alias": "alias-example",
"clientToken": "12345678-1234-abcd-1234-12345abcdl"
},
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"arn": "arn:aws:aps:us-west-2:123456789012:workspace/ws-abcl123456-
abcd-1234-5678-1234567890",
"status": {
"statusCode": "CREATING"
},
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"
},
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
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"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

gif5] : CreateAlertManagerDefinition

LA T €5%|#RE R CreateAlertManagerDefinition Bj#E#Y CloudTrail B 5% A&,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {

},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-09-23T20:20:14Z"

}
}
b
"eventTime": "2021-09-23T20:22:43Z",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateAlertManagerDefinition",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",

"userAgent": "Boto3/1.17.46 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.46",

"requestParameters": {
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"data":
"YWx1cnRtYW5hZ2VyX2NvbmZpZzogfAogIGdsb2IhbDoKICAgIHNtdHBfc21hcnRob3N@OiAnbG9jYWxob3NO0jI1lIwogl

"clientToken": "12345678-1234-abcd-1234-12345abcdl",

"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"

},
"responseElements": {

"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-

trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"status": {
"statusCode": "CREATING"

}

I

"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "123456789012"

#if5] : CreateRuleGroupsNamespace

LA &35 B RB 7R CreateRuleGroupsNamespace E4E#Y CloudTrail B &% AE,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

iy
"webIdFederationData": {

}I
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"attributes": {
"creationDate": "2021-09-23T20:22:197",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2021-09-23T20:25:08Z2",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateRuleGroupsNamespace",
"awsRegion": "us-west-2",

"sourceIPAddress": "34.212.33.165",
"userAgent": "Boto3/1.17.63 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.63",
"requestParameters": {
"data":
"Z3JvdXBz0gogIC@gbmFtZTogdGVzdFJ1bGVHcm91cHNOYW11c3BhY2UKICAgIHI1bGVz0gogICAgLSBhbGVydDogdGVzc
"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"name": "exampleRuleGroupsNamespace",
"workspacelId": "ws-12345678-1234-abcd-1234-1234567890"
1,
"responseElements": {
"Access-Control-Expose-Headers": '"x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"name": "exampleRuleGroupsNamespace",
"arn": "arn:aws:aps:us-west-2:492980759322:rulegroupsnamespace/ws-
ae46a85c-1609-4c22-90a3-2148642c3bb6c/exampleRuleGroupsNamespace”,
"status": {
"statusCode": "CREATING"
},
"tags": {}
},
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

WEARE CloudTrail SRR BHER |, 528 (AWS CloudTrail EA&EE®) # K CloudTrail record
contents,
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RERBIIRERH IAM AR

EBREERFHN IAM B | B LLEA IAM A6 Kubernetes FRISIRF HVBEER, A% |, WIRIEIRS
Al LA A5 I S AR IS OR B B4R Pod R B BSIRME AWS 357/, MIEFHMES , B2 RBEEFH IAM
A,

RIIRFEH IAM AEEBARKEAR.

#£ Amazon Managed Service for Prometheus # , 5 iR A & 1] 1% By R B8 £ Amazon Managed
Service for Prometheus. Prometheus faliR&8 1 Grafana fAfRE5 2 EREFNBEFMENAE,

TR

LEENERFEESRRE AWS CLI #l EKSCTL s3I R H.

H Amazon EKS B2 EEEMEEXENREAE

#E7E Amazon EKS # 552 E R A &L Amazon Managed Service for Prometheus B
Prometheus fAfRZRMIIER , BHAAZAEB TIFFAARS !

* iam:CreateRole

* iam:CreatePolicy

* iam:GetRole

+ iam:AttachRolePolicy

* iam:GetOpenIDConnectProvider

2% Amazon Managed Service for Prometheus HEE/EXH RE A E

1. B HEA createIRSA-AMPIngest.sh BEETIABRHNER,
# <my_amazon_eks_clustername> B BENEERZRE Wi
<my_prometheus_namespace> #it A Prometheus & 22,

#!/bin/bash -e

CLUSTER_NAME=<my_amazon_eks_clustername>

SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>

AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)

OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/*https:\/\///")

SERVICE_ACCOUNT_AMP_INGEST_NAME=amp-iamproxy-ingest-service-account

SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE=amp-iamproxy-ingest-role
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SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY=AMPIngestPolicy
#
# Set up a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/

${0IDC_PROVIDER}"

},

"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {

"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:

${SERVICE_ACCOUNT_NAMESPACE?}:${SERVICE_ACCOUNT_AMP_INGEST_NAME}"

# Set up the permission policy that grants ingest (remote write) permissions for
all AMP workspaces
#
cat <<EOF > PermissionPolicyIngest.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"
1,

"Resource": "*"
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3
EOF

function getRoleArn() {
OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception

if [[ $? -eq @ 1]; then
echo $OUTPUT

elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) ]1]; then
echo ""

else
>&2 echo $OUTPUT
return 1

fi

#
# Create the IAM Role for ingest with the above trust policy
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE)
if [ "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN" = "" 7];
then
#
# Create the IAM role for service account
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)
#
# Create an IAM permission policy
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY \
--policy-document file://PermissionPolicyIngest.json \
--query 'Policy.Arn' --output text)
#
# Attach the required IAM policies to the IAM role created above
#
aws iam attach-role-policy \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--policy-arn $SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN

H Amazon EKS #&REEFBEERNBREAR
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else
echo "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN IAM role for ingest already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN
#

# EKS cluster hosts an 0IDC provider with a public discovery endpoint.

# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.

# Doing this with eksctl is the easier and best approach.

#

eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

2. FRATIGS , BTFETHRLEER,

chmod +x createIRSA-AMPIngest.sh

3. HITETR.

RERBIRFH IAM S8 |, LEHIER

EERERBIRFEN IAM A€ (REAE) UBAMR Amazon Managed Service for Prometheus TE[E
EHESR , BLXABABRETHEFFTHNIRSE :

 iam:CreateRole

* iam:CreatePolicy

+ iam:GetRole

« iam:AttachRolePolicy

* iam:GetOpenIDConnectProvider

R E R A & LLER Amazon Managed Service for Prometheus 154 ;

1. BIHEA createIRSA-AMPQuery.sh BEETIARABTHER, #
<my_amazon_eks_clustername> B#ENFEEZE , A& <my_prometheus_namespace> £
# 5 Prometheus & =M,

#!/bin/bash -e
CLUSTER_NAME=<my_amazon_eks_clustername>
SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>
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AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/Ahttps:\/\///")
SERVICE_ACCOUNT_AMP_QUERY_NAME=amp-iamproxy-query-service-account
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE=amp-iamproxy-query-role
SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY=AMPQueryPolicy
#
# Setup a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/

${0IDC_PROVIDER}"

I

"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {

"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:

${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_QUERY_NAME}"

# Set up the permission policy that grants query permissions for all AMP workspaces
#
cat <<EOF > PermissionPolicyQuery.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",

"Action": [
"aps:QueryMetrics",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"
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]I

"Resource": "*"

3
EOF

function getRoleArn() {
OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception

if [[ $? -eq @ 1]; then
echo $OUTPUT

elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) ]1]; then
echo ""

else
>&2 echo $OUTPUT
return 1

fi

#
# Create the IAM Role for query with the above trust policy
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE)
if [ "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN" = "" 7];
then
#
# Create the IAM role for service account
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)
#
# Create an IAM permission policy
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY \
--policy-document file://PermissionPolicyQuery.json \
--query 'Policy.Arn' --output text)
#
# Attach the required IAM policies to the IAM role create above
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#

aws iam attach-role-policy \

--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \

--policy-arn $SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN
else

echo "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN IAM role for query already

exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN
#
# EKS cluster hosts an 0IDC provider with a public discovery endpoint.
# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.
# Doing this with eksctl is the easier and best approach.
#
eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

2. FEATIST K BTFETHRLEER,

chmod +x createIRSA-AMPQuery.sh

3. HTESH.

{$F Amazon Managed Service for Prometheus & VPC i 2

R EEH Amazon Virtual Private Cloud (Amazon VPC) £ AWS BJR , &AL VPC B2 Amazon
Managed Service for Prometheus 2 B2 FAEER. B LIERIELERREA Amazon Managed
Service for Prometheus B2 VPC EREE M T REE B R,

Amazon VPC 2 —%& AWS fR¥ , TAREERNERERE P E AWS &R, B F A VPC R
BHENRERERE , fl0 1P iyt EE, FREK., WARNBEERE, EEH VPC EiEEl Amazon
Managed Service for Prometheus , 82 EZ& N M VPC im B L& VPC E#E T AWS R, imERdt
Amazon Managed Service for Prometheus B A 58, TEEE?& BREERMRBEEE, B
EE (NAT) #11TE8E = VPN EiR, MEFMENR , 5528 (Amazon VPC A EERE) FHMTER
Amazon VPC,

+E VPC ﬁﬁ”ﬁﬁ%EﬁéFH AWS PrivateLink$ 17 , tb AWS EiTalEFA EBFAE IP it AysEM RN HE |, &£
AWS [RBzBEHETIEEH . MEFMESN , 5528 New — AWS PrivateLink for AWS Services 3%
BXE,
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LUTEHREAM Amazon VPC HERE., MERKRMER Amazon VPC WEFMEA |, 5828 (Amazon
VPC £ EER) P AM.

% Amazon Managed Service for Prometheus 23X /1 VPC %% 2

BYNHE VPC %% , LABIAE A Amazon Managed Service for Prometheus. &R AL T RIS & T8
U Eh IR E

¢ com.amazonaws.region.aps-workspaces

EEWREEE , BNaE A E Prometheus HHAH APl, MNEFAE
Service for Prometheus A& 5/) A HVEE Prometheus 8% AP,

%II

5528 (Amazon Managed

* CcOom.amazonaws. region .dps

ERENREEBAMTIEREEEE. MEFHENR , F2E (Amazon Managed Service for
Prometheus £ &) F# Amazon Managed Service for Prometheus AP,

® Note

MREBERE EERAREEFIN VPC R remote_write , BIESESH B HEH VPC i
25 AWS Security Token Service , LA SR 5F sigv4 EiBimEE. MBEVL VPC inBWIHEE
F AWS STS , FHZ2BIAWS Identity and Access Management { fER & ERE) FHEH AWS
STS /1H VPC i 2, &24AE AWS STS # SR EAFEH Big{tin T,

ME\EFHMET , BHEBINE VPC mHEMELER , 520 (Amazon VPC EREER) HHEILT
TED U 26 o

® Note

IBAILAE A VPC i BBUR 232 %] Amazon Managed Service for Prometheus 71 VPC i 24
WFEE, WRFAER A FSRT—H,

IR IRE T Amazon Managed Service for Prometheus #J7TH VPC %2 , mMEEBREER VPC
FMIETHEENER , SLEZASKREREBNE VPC inBEA, Amazon Managed Service for
Prometheus 8 A B RSB REmEE (FAD) R THER.
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24| Amazon Managed Service for Prometheus VPC i & i 17 EUiE

BT LAE A VPC Ui BBUR 342 4] Amazon Managed Service for Prometheus 7 VPC % B8 17 EY

o BEEVHMBRHIER  VPC HERRSLEZZIREN IAM ERBE. NREREEIRHHE
EEBUER , Amazon VPC AR BREZUAT TEFIRRE. HEBERTEEEIENK IAM 52
ERBERIBHEBENBEE. EESTESWBERSEFREBREIAIEEZRENFE.

MEFHMEF , F2H (Amazon VPC R EERM) FHEM VPC s Fh12 & AR 7 H.

AR 2 Amazon Managed Service for Prometheus i S BRI €6, LWEKR AFFAE A PromUser KY
FAEIEIB VPC iE# 2| Amazon Managed Service for Prometheus LA1R THEEFIR AIBEAE |, (B8
AR5 an R 3T S M Rk TR

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonManagedPrometheusPermissions",
"Effect": "Allow",
"Action": [

"aps:DescribeWorkspace",
"aps:DescribeRuleGroupsNamespace",
"aps:ListRuleGroupsNamespace",

"aps:ListWorkspaces"
1,
"Resource": "arn:aws:aps:*:*:/workspaces*",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:role/PromUser"
]

THEHRERNRAEARTREIEE VPC HIEE IP UutWERK ., REHM IP Ut ERBE K
o

"Statement": [
{

"Action": "aps:*",
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"Effect": "Allow",
"Principal": "*",
"Resource": "*",
"Condition": {
"IpAddress": {
"aws:VpcSourceIp": "192.0.2.123"
},
"StringEquals": {
"aws:SourceVpc": "vpc-555555555555"
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¥t Amazon Managed Service for Prometheus $832#E 1T H &

B

T % & 5 v =B &% Amazon Managed Service for Prometheus 1R BT S BE#E

ES |

429 =k BR il 18 18 #5 74

REDNEENES
BEINERAESIREBECHIER
BREINHERFEERERAS

&K A% Prometheus {7 BR 258 Hi B8 BR il
B E D ERAET

429 = PR &l 1B 55 52

MREBEFNBLCTHEHIR 429 $£358 , RIBHNFER S BB ¥ Amazon Managed Service for
Prometheus B #EEXEL 58,

ts=2020-10-29T15:34:41.845Z caller=dedupe.go:112 component=remote level=error
remote_name=el3b0c
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429

Too Many Requests: ingestion rate limit (6666.666666666667) exceeded while adding 499
samples and @ metadata

MREEFNELTHEHIE 429 8555 , AIEHNFEREEB ITEERA S IEZEEERN Amazon Managed

Service for Prometheus Bt %8,

ts=2020-11-05T12:40:33.375Z caller=dedupe.go:112 component=remote level=error
remote_name=aps
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429 Too Many
Requests: user=accountid_workspace_id:
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per-user series limit (local limit: @ global limit: 3000000 actual local limit: 500000)
exceeded

MREFEBNEBLTHIEEHFIHY 429 $838 |, BHIFE K2 BB Amazon Managed Service for Prometheus B
28 , RO LAE A RemoteWrite Prometheus % API B ERMEEAZETEENER (BURIH ).

ts=2024-03-26T16:50:21.780708811Z caller=dedupe.go:112 component=remote level=error
remote_name=abl23c
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/vl1l/
remote_write

msg="non-recoverable error" count=1000 exemplarCount=0 err="server returned HTTP status
429 Too Many Requests: {\"message\":\"Rate exceeded\"}"

MREBEFEFNRBLCTHEHIR 400 #5538 , BMFEREBBERFREFSH Amazon Managed Service
for Prometheus Bi¥E, MFMNARBEATPREFSIEBEENFRAEF , 528 AT FIITFEREE

ts=2024-03-26T16:50:21.780708811Z caller=push.go:53 level=warn
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/v1l/
remote_write

msg="non-recoverable error" count=500 exemplarCount=0

err="server returned HTTP status 400 Bad Request: maxFailure (quorum) on a given error
family, rpc error: code = Code(400)

desc = addr=10.1.41.23:9095 state=ACTIVE zone=us-east-la, rpc error: code = Code(400)
desc = user=accountid_workspace_id: per-user series limit of 10000000 exceeded,
Capacity from 2,000,000 to 10,000,000 is automatically adjusted based on the last 30
min of usage.

If throttled above 10,000,000 or in case of incoming surges, please contact
administrator to raise it.

(local 1imit: @ global limit: 10000000 actual local limit: 92879)"

mMEEHEI Amazon Managed Service for Prometheus AR 3Bt 88 A & 58 R a4 18 inAY FEARE R |
Amazon Managed Service for Prometheus Service Quotas

KERNEERED

MEBIEEFEAS A A Prometheus B4 , BIFEE7E Prometheus #1TERE L ERANPER KRR EE
EERMBR, MEFMENR , BFSBIEEEE Amazon Managed Service for Prometheus B & o] F 14
IEEMBREEE R
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¢
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BREENED 211



Amazon Managed Service for Prometheus EREEmR
RE B EEHIEEBRCIER

Amazon Managed Service for Prometheus Bk FHEE R , L FAHFESEFIRY BB SR LW
&,

MBEBAOERRKFIRE , B LLEEHER out-of-order samples, duplicate sample for
timestampzk HEEERsamples with different value but same timestamp, EXREBEBE
REHRAFRRERIER , MEIEERZE Amazon Managed Service for Prometheus FTIERK . RE
FEAERERAEX TEHITH Prometheus AP , FREEAEREEEFEERIIZRBIEEAEN
HRE, MRENVEFEERUASERERL , FRECMARERELIER,

MEBBUAEZEESRNIRERESANFHEN , BRI ERXET # Prom Labs F
Prometheus K E 48 & | F1Out-of-orderfiF & 52 85 32

HEFIER B BRI ERAS

® Note

Amazon Managed Service for Prometheus £ CloudWatch FA£154Z , LLEE#E Prometheus
ERHAE, £/ CloudWatch AEBEERIIEE , &0 LLEEE Prometheus ERFMEAE R |
LARR LE 3% 4 BRI SR ER

MREBEFEETHHP —EEBRAL , EAIFREMEF —1E Amazon Managed Service for
Prometheus BLRE , AfBRLLRERE, MEFMERR , 2B Amazon Managed Service for Prometheus
Service Quotas,

- BIBBECEREN <value> BFFIRE , BFHBEEEERSRA,
- BBSEEEN <value> EFRSIRG  FHEEEISRSRE,

- HBIBREBURERS (...)

- FIBEARZSER (..) FH:'%s'

- EHEESERBRES (ZHERE  xxx. BREH : yyy)

- RENEGEHEINERRE  EHEIRAERERE

- BBRE, SERFHZAXIEE.
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&) A% Prometheus 3] B 25 BB R # .

Amazon Managed Service for Prometheus £8 T4 [E A {& Prometheus fa] R85 W & KL 2 1Y R B
5, EESHE Prometheus fAIAREFEIX ZE Amazon Managed Service for Prometheus (&R & | &
A LA7E Prometheus fAlfR2F L#1T TSI &, WMREEIEA Prometheus B BB Amazon Managed
Service for Prometheus Rl , A LAGEREINB BN REEE. WFRFMER , 5528 Amazon

Managed Service for Prometheus Service Quotas.
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{E3%ZE Amazon Managed Service for Prometheus N ER TR S ERERMIZE, TRETUERESR
RmIEMmEE RN ERER,

B LAE A Amazon CloudWatch EMHERERNBENRER, MEFMHEF , F2RER
CloudWatch 1512 E54% Amazon Managed Service for Prometheus &R o

&
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=&
REERB KRB BT

greater_than_max_sample_age

new-value-for-timestamp
per_metric_series_limit
per_user_series_limit
rate_limited
sample-out-of-order
label_value_too_long
max_label_names_per_series
missing_metric_name
metric_name_invalid
label_invalid

duplicate_label_names
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Amazon Managed Service for Prometheus FFEV1E3

BEREH AWS Eikis AWS ERHN BT BHERER. SE AWS EREMERD :

- ZH|E (HlW , CostCenter, Environment, Project = Secret )., EHRBEES K IE,

- —EBERERE (B0, 111122223333, Production REKER) WEAWMN, ZHREREELR
LERNERZF S, BEREMEE , FREEEI XDE.

ELERARER. SEAITEESSALIER 50 BEFRE,

EBRAHEIEERBIMAR AWS BR, 2 AWS REXZEER , Dt S HENEBRIERIGRKE
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ESRBER AWS FiR,

#£ Amazon Managed Service for Prometheus # , AIMERR THEENRAUBFEN T EZ[. BAILUE
A &, AWSCLI, APIs 3 SDKs ¥, EEMBBRELERNER. RTEAERE. &
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X B2 Amazon Managed Service for Prometheus EREBH A S,
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- HRE—EER K SEERSBLARE—N K ESEAEKEBREE —AE.

- BAEBRSIBRES 128 @ UTF-8 XM Unicode F T,

- FAERERES 256 {8 UTF-8 2 # Unicode F 7T,

- MRENELREBIERANSE AWS RENER , FHicfE , Hitt REATERBAFNFT. —
BmE L AFNFRAFR. BF, FAUTF-8 XTHZERK , BEUTFER . .. +=@_/-(EF
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£ Key (£88) b , RAZEBN BB, EALUE Value () P BEBFNEZAE.
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BB TILRER AWS CLI REF THEENEFER. EAUUSERERSIENERMEHMZIRSIR,

IR S P IT tag-resource T , IEELEEHEH 2 Amazon Managed Service for
Prometheus T4EEHY Amazon Resource Name (ARN) , i EZEHRE S| #MNERE -

aws amp tag-resource --resource-arn arn:aws:aps:us-
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{
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"Status": "Secret",
"Team": "My-Team"
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15 :1MB PR,

HAIFE L ER BREZIZENE i BEIEERAFANK
530 ® MR BRI E R

RAFEGEZEAERE RN BREZIZENE B RAFEGTEETHERE
71 MB R KD LR,

BREIEENRA BREZZENE = BEIEENRAIHE -
15 : 2,000 PR,

BRI EENTES BREAZZENE = BEIENTFSHEL
15 : 1,000 PR, fEBH. EATA

FENBE,

ETNEEEERERTHER BEZZENE = ErREHEEEERTMN
5 : 100 BEAHE LR,

BRKRFSEREMHNIE BEZZENE P SEESN ITEENEE
B : 25 EBR,

X R 5 TR R

Amazon Managed Service for Prometheus Al B ZRFERE AR ZHMA P REF 5 EEE,

Amazon Managed Service for Prometheus TEEE€ HEFARAGCHENE, BEFHER
in , Amazon Managed Service for Prometheus &N R F I AEEEBEMEREFHEN®

%, EXFEREESL, flm, KRB 30 FENFEMAHEEFSL 350 8 , AIEKSALUER
700 BEKEFS , MAFETRIR.
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MRAFELRFEENMMBEELL L , Amazon Managed Service for Prometheus € K 2 #E VR, R [E2 38 in
MEBPERESRE , UHBREAENHNIFESETIERERFENRRE , EXIELNERAL, BR,
MRBE I HEEBEMELENBMEUL  ERSHBARRER. HERRR , Amazon Managed
Service for Prometheus ZEZE I MNE £ eI A P RREF I ME A LR | Z 878 hnHEE

® Note

BATKEFINRNEEA2EHE , BENFSI/R 200 BfE , AIFEHRER.
EERBERESE , BB REMESE,

15 EIX 8 B

Amazon Managed Service for Prometheus €1RIZE B IR E , FASEEIEEMNEEE. EBB
R TEERNREE, DREBIBRS , B2 CloudWatch $§#8DiscardedSamplesH &% (&
Srate_limited R ) . EALAEH Amazon CloudWatch RESIRSHIFEER , Y BV &R , A
FERHEFIREER, WEHMENR , FSHEEH CloudWatch $E#Z2E85# Amazon Managed Service for
Prometheus &R

Amazon Managed Service for Prometheus £ F A FITEIEEEAREEERRER. EBHEH
%, BHIRFEE—BERFERE  Hh IR EHENTR. RETETINFRBEARREEEMERE
M HREEPR

BN EEENEfFERRTFTFRETBR—EFZN. IRENFEEFEAN (BEIFENEIURE
R/ % 1,000, 000, RSN THERITAE-DABEN—ESEEREH, NREB 100 BEEHE
WHER , ceX2HE  MEATSBEIEMRLE. HuEREMISEER.

RErESEPURENRERENER. IRFEETFRERTELR , ASVENE—EFRHE
EEEINRELRAL, IRFARFHFEERFEFTECH  NSBEER, RETETEREERH
FHBRELR, S#fENNENMERERHEETFERHINEIRERRE, NREEITFERNEIZE
RERER 170, 000 , AR EFRFENENERERLSEY 170, 000 BEF,

MRENTHEESYHEE 1, 000, 000 BERES , ENREFFESVNBOATER. AR, #AfF
FFRRSMEERMIER 170, 000 @74 , EXEER 1, 000, 000 AFFHEATERIL, MRREE
ZHH , THZANFETEEE 6 PAEREERAEE,
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® Note

PR AEEHIRE RS, WREE 100 BXFAA , XEEEF 101 BEFNER , BISER
E{EZEK. Amazon Managed Service for Prometheus T2 EZHE R, MREBEBEANE
=, BUUERES (HABNERB-BREEE )

BAFTESHRETRER , TFESTRENESERNEM, SN EEREE/RTRRERE
B, MREVEERAEFERFZN , ARFTFETEEIEBTELR, flon, NREEEREFIRE &
A LAREEZEE 170 , 000 BEMSES . AEESVEIMDR 170, 000 BEREHIE , FEEITEST
REMERERATE.

A ENE R Y E A PR

SRR TEEMER | Amazon Managed Service for Prometheus th8 FHIEEAER, BLERT
HE,

- EREEGER 1 /NFRVIEREH,
- BESEFANTFEENBLERTIERRH,
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Amazon Managed Service for Prometheus APl 2%

Amazon Managed Service for Prometheus 12 FT& APIs :

1. Amazon Managed Service for Prometheus APls — it APIs AJZ R I FMEE Amazon Managed
Service for Prometheus TE[E , @%Iﬂzlna_n ERSS, BEREEEER. RAFETEZEMGCH
BVRE. BRLMERERRSERNRFTES AWS SDKs REEL APISEE.

2. Prometheus 82 APIs — Amazon Managed Service for Prometheus X 82 Prometheus & HY
HTTP APIs, EX£ APIsATREREHFTEARR. BB TERE. BHEM RBERNTEES UK
£/ Prometheus EFFEE (PromQL) EHERER , UREESHNEREREH,

A Ei%|H Amazon Managed Service for Prometheus FFsZ B89 AP| ¥ & BHEE,

MERSY, ZEM API FBEREENEEEEN , 5528 (Amazon Managed Service for Prometheus {#
A#&ER) FH Amazon Managed Service for Prometheus BR % Bt 58

FE
« Amazon Managed Service for Prometheus API

« Bd Prometheu f8A R API

Amazon Managed Service for Prometheus API

Amazon Managed Service for Prometheus 2 ft2 37 M#£E Amazon Managed Service for
Prometheus TAE[ERY API #1F. ESEITHE. . EREEEER. RAUFATEZBEMICHK
EIJ APls,

T Amazon Managed Service for Prometheus APIsEIEF#IEFH |
for Prometheus APl &,

:I:I'H

28 Amazon Managed Service

i AWS SDK £/ Amazon Managed Service for Prometheus

AWS K2R EE! SDKs) BRARFZRAMMNEARTES. =18 SDK #i24 AP, BXIFE ML
* ﬁﬁ%kﬁ%ﬂ%’iﬁuf&ﬁ{_ﬂﬂﬁm SEE AWS ERRER, MFRFESFIHM SDKsMTEE
B, F2H (AWS AEAEHRLHWEBETE AWS,
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® SDK iR

BAEBREEREERPERAR SDK M AWS EMH M SDKs WEFTEE , WRFSDKs B &
MR, AWS RBREAHRCRHURIMBIIEMIIE , UARBREHERN.

B3 Prometheu tHAH API

Amazon Managed Service for Prometheus & 82 Prometheus & APIFEEH API,

I Prometheus 1% APISHISHAE T | 5528 (5 Prometheus AARM API E#.

ES ]

» CreateAlertManagerAlerts

* DeleteAlertManagerSilence

* GetAlertManagerStatus

+ GetAlertManagerSilence
* GetLabels
» GetMetricMetadata

* GetSeries
» ListAlerts
» ListAlertManagerAlerts

» ListAlertManagerAlertGroups

» ListAlertManagerReceivers

» ListAlertManagerSilences

» ListRules
+ PutAlertManagerSilences

* QueryMetrics
* RemoteWrite

CreateAlertManagerAlerts

CreateAlertManagerAlerts fE¥BEITEEFEIE T,
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BHH HTTP B34 -

POST
BEM URI :

/workspaces/workspaceId/alertmanager/api/v2/alerts
URL EHZH :

alerts W% , HpSENHAR—EER. ATRERYARENSESL

[
{
"startsAt": "2021-09-24T17:14:04.9957",
"endsAt": "2021-09-24T17:14:04.9952",
"annotations": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
I
"labels": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
},
"generatorURL": "string"
}
]
a5 R #2451

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 203,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

"labels": {
"alertname": "test-alert"

}I
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"annotations": {
"summary": "this is a test alert used for demo purposes"”

}I

"generatorURL": "https://www.amazon.com/"

(o] FE &6 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

DeleteAlertManagerSilence
DeleteSilence MBR—REERES.
BEMH HTTP BE :

DELETE
BE¥ URI :

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID

URL EfIZE : &

FA R EE 4

DELETE /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f861f973 HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(=] FE €551
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

GetAlertManagerStatus
GetAlertManagerStatus HENEREBE REESMRENER.
B HTTP B85 -

GET
BEM URI :

/workspaces/workspacelId/alertmanager/api/v2/status
URL EHZH : &

#A R gl

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/status
HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(o] FE &6 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 941

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

GetAlertManagerStatus

238



Amazon Managed Service for Prometheus EREEmR

"cluster": null,
"config": {
"original": "global:\n resolve_timeout: 5m\n http_config:\n
follow_redirects: true\n smtp_hello: localhost\n smtp_require_tls: true\nroute:
\n receiver: sns-0\n group_by:\n - label\n continue: false\nreceivers:\n-
name: sns-0\n sns_configs:\n - send_resolved: false\n http_config:\n
follow_redirects: true\n sigv4: {}\n topic_arn: arn:aws:sns:us-
west-2:123456789012:test\n subject: '{{ template \"sns.default.subject\" . }}'\n
message: '{{ template \"sns.default.message\" . }}'\n workspace_arn:
arn:aws:aps:us-west-2:123456789012:workspace/ws-58a6a446-5ec4-415b-9052-a449073bbd0a
\ntemplates: []\n"
.
"uptime": null,
"versionInfo": null

GetAlertManagerSilence

GetAlertManagerSilence HENVEE — BB TEENEN.
BMH HTTP B35 -

GET
EH URI :

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID
URL EFHSH : &

AR EE

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f86f973 HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(=] FE €551
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 310

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"id": "d29d9df3-9125-4441-912c-70b05f86f973",
"status": {
"state": "active"

1,

"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",

"createdBy": "test-person",

"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [

{
"iskEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

1,
"startsAt": "2021-10-22T19:32:11.763Z"

GetLabels
GetLabels {F3 & #EE B2 f5 RS 5 51 A BB AV 2 8
EMH HTTP 837 :

GET, POST
BEM URI :

/workspaces/workspaceld/api/v1l/labels

/workspaces/workspaceId/api/vl/label/label-name/values bt URI £ GET 5%

SN
/:Ito

GetlLabels
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URL B2 E :

match[]=<series_selector> EEFJEERCIH , EEERTIEBNEREZBNF, EA,
start=<rfc3339 | unix_timestamp> FRAKEEBE. EH.
end=<rfc3339 | unix_timestamp> EREEEHT. EH,
B miaR /workspaces/workspaceld/api/vl/labels
GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/labels HTTP/1.1
Content-Length: 0O,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0
g HIofE /workspaces/workspaceId/api/v1l/labels
HTTP/1.1 200 OK
x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 1435
Connection: keep-alive
Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon
vary: Origin
{
"status": "success",
"data": [
" _name__",
"access_mode",
"address",
"alertname",
"alertstate",
"apiservice",
"app",
"app_kubernetes_io_instance",
"app_kubernetes_io_managed_by",
"app_kubernetes_io_name",
"area'",
"beta_kubernetes_io_arch",
"beta_kubernetes_io_instance_type",
GetlLabels 241
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"beta_kubernetes_io_os",
"boot_id",

"branch",

"broadcast",
"buildDate",

g IFER /workspaces/workspaceld/api/vl/label/label-name/values

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/label/access_mode/values
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

g2 € /workspaces/workspaceld/api/vl/label/label-name/values

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 74

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": "success",
"data": [
"ReadWriteOnce"
]
}
GetMetricMetadata

It GetMetricMetadata fEX S B st B REEUERNAARATRER ., T2RHEBRFHEER,

EHBERNENERZH—EYHER , EFSERSIZARAELFREE , MEEERI MW PR
ERYHRE  EEVHESETENREENIERRERE.
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BHH HTTP B34 -

GET
B URI :

/workspaces/workspacelId/api/vl/metadata
URL E#ZH :

limit=<number> EENIEEEKEE.

metric=<string> AREHEEPRERNERRE, NRBUBEAREZA , ASHENAEERS
RER,

AR &I

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/metadata HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T1937257

User-Agent: Grafana/8.1.0

(o] FE & 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

Transfer-Encoding: chunked

{
"status": "success",
"data": {
"aggregator_openapi_v2_regeneration_count": [
{
"type": "counter",

"help": "[ALPHA] Counter of OpenAPI v2 spec regeneration count broken
down by causing APIService name and reason.",

"unit":

]I
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GetSeries
It GetSeries X SHMT AR EERENKEFIEE,
BEMH HTTP Bh3d :

GET, POST
BEM URI :

/workspaces/workspaceld/api/vl/series
URL E#ZH :

match[]=<series_selector> EEFYZERSH , BEEHELONFY, ELLERHE—E
match[] 5I&.

start=<rfc3339 | unix_timestamp> BIAEESERE. EH

end=<rfc3339 | unix_timestamp> EREEE. EH

AR EE

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/series --data-urlencode
'match[]=node_cpu_seconds_total{app="prometheus"}' --data-urlencode 'start=1634936400"
--data-urlencode 'end=1634939100' HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z7

User-Agent: Grafana/8.1.0

(=] FE £ 51

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

content-encoding: gzip
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"data":

"status": "success",

[

{
"__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
"cluster": "cluster-1",
"component": "node-exporter",
"cpu": "Q",
"heritage": "Helm",
"instance": "10.0.100.36:9100",
"job": "kubernetes-service-endpoints",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal",
"mode": "idle",
"release": "servicesstackprometheuscfl4a6d7"

},

{
"__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
"cluster": "cluster-1",
"component": '"node-exporter",
"cpu": "Q",
"heritage": "Helm",
"instance": "10.0.100.36:9100",
"job": "kubernetes-service-endpoints",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal"”,
"mode": "iowait",
"release": "servicesstackprometheuscfl4a6d7"

I

GetSeries
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ListAlerts

ListAlerts FREHMTFESH B ABATFHE T,
B HTTP B)&

GET
BEM URI :

/workspaces/workspaceld/api/vl/alerts

AR gl

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/alerts HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T1937257

User-Agent: Grafana/8.1.0

(=] FE €551

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 386

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": '"success",
"data": {
"alerts": [
{
"labels": {
"alertname": "test-l.alert",
"severity": "none"
},

"annotations": {
"message": "message"
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iy

"state": "firing",

"activeAt": "2020-12-01T19:37:25.429565909Z",
"value": "1e+00"

]
+

"errorType": ,

"error":

ListAlertManagerAlerts

ListAlertManagerAlerts BRI FEEREESP B BRETNHEBEEA.
B HTTP 37

GET
B URI :

/workspaces/workspaceld/alertmanager/api/v2/alerts

AR g

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(=] FE £ 51

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 354

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

ListAlertManagerAlerts
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vary: Origin

"annotations": {
"summary": "this is a test alert used for demo purposes"”

iy

"endsAt": "2021-10-21T22:07:31.5017",
"fingerprint": "375eab7b59892505",
"receivers": [

{

"name": "sns-0"

1,
"startsAt": "2021-10-21T722:02:31.501Z2",

"status": {
"inhibitedBy": [],
"silencedBy": [1,
"state": "active"
.
"updatedAt": "2021-10-21T22:02:31.501Z2",
"labels": {
"alertname": "test-alert"

ListAlertManagerAlertGroups

It ListAlertManagerAlertGroups X RN I EREREES TR ENE REFHHEEE

BMH HTTP 57 -

GET
BEM URI :

/workspaces/workspaceId/alertmanager/api/v2/alerts/groups
URL EHSH .

active B, MRA true , AIEENEESITSERPE R, FERES true, EH
silenced Fitk{E, ME A true , BIERNEESLEBTZETR REA true, EH

O

ListAlertManagerAlertGroups
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inhibited f#M{E, MRA true , AIBEMNBFEXRITENHER, FHREAS true. EH

filter Z&HMEY|, BEBERAMKBNEHENXEE, £

receiver F&H, —ERMREXNFSERERMIFMNEWR. EA

AR g

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts/
groups HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(=] FE £ 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 443

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"alerts": [
{
"annotations": {
"summary": "this is a test alert used for demo purposes"
I
"endsAt": "2021-10-21T22:07:31.501z2",
"fingerprint": "375eab7b59892505",
"receivers": [

{
"name": "sns-0"
}
1,
"startsAt": "2021-10-21T22:02:31.5017",
"status": {
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"inhibitedBy": [],
"silencedBy": [],

"state": "unprocessed"
.
"updatedAt": "2021-10-21T22:02:31.501Z",
"generatorURL": "https://www.amazon.com/",
"labels": {
"alertname": "test-alert"
}
}
1,
"labels": {3,
"receiver": {
"name": "sns-0"

ListAlertManagerReceivers
ListAlertManagerReceivers ¥ EHNBEREESPREZWENHEBENR.
BMH HTTP &5 :

GET
EH URI :

/workspaces/workspaceId/alertmanager/api/v2/receivers
URL EFHSH : &

AR EE

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/receivers

HTTP/1.1

Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

(=] FE €551

ListAlertManagerReceivers
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 19

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"name": "sns-0"

ListAlertManagerSilences

filt
&
[
S

=
mkt
frii]
=0
i
0

ListAlertManagerSilences {FESEM T EEPER
BN HTTP B :

GET
B¥ URI :

/workspaces/workspaceId/alertmanager/api/v2/silences

AR g

GET /workspaces/ws-58a6a446-5ec4-415b-9052-a449073bbd0a/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(=] FE €551

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 312

Connection: keep-alive

ListAlertManagerSilences 251
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ERAEER

Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json

Server:

amazon

vary: Origin

"id": "d29d9df3-9125-4441-912c-70b05f861973",
"status": {
"state": "active"
},
"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",
"createdBy": "test-person",
"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [
{
"isEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

1,
"startsAt": "2021-10-22T19:32:11.763Z"

ListRules

ListRules SHIMABE TFETHEERUNERA,

BHH HTTP B34 :

GET
E¥ URI

/workspaces/workspacelId/api/vl/rules

AR EE

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/rules HTTP/1.

Content-Length: 0,

ListRules
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Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257
User-Agent: Grafana/8.1.0

(=] FE €551

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

Content-Length: 423
Connection: keep-alive

Date: Tue, @1 Dec 2020 19:37:25 GMT

Content-Type: application/json
Server: amazon
vary: Origin

{
"status": "success",
"data": {
"groups": [
{
"name": "test-1l.rules",
"file": "test-rules",
"rules": [
{
"name": "record:1",
"query": "sum(rate(node_cpu_seconds_total[1@m:1m]))",
"labels": {3,
"health": "ok",
"lastError": "",
"type": "recording",
"lastEvaluation": "2021-10-21T21:22:34.429565909Z",
"evaluationTime": 0.001005399
}
1,
"interval": 60,
"lastEvaluation": "2021-10-21T21:22:34.4295639927",
"evaluationTime": 0.001010504
}
]
1,
"errorType": "",
"error": ""
}

ListRules
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PutAlertManagerSilences
PutAlertManagerSilences FR B8RV HFHNERF I AENBRBETREFS
BMH HTTP B :

POST
BEM URI :

/workspaces/workspacelId/alertmanager/api/v2/silences
URL EHSH .

silence REXBEWYH. UTAHER :

{
"id": "string",
"matchers": [
{
"name": "string",
"value": "string",
"isRegex": Boolean,
"isEqual": Boolean
}
1,
"startsAt": "timestamp",
"endsAt": "timestamp",
"createdBy": "string",
"comment": "string"
}
a5 R #5451

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 281,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

"matchers": [
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{
"name":"job",
"value":"up",
"isRegex":false,
"isEqual":true
}

1,
"startsAt":"2020-07-23T01:05:36+00:00",
"endsAt":"2023-07-24T01:05:36+00:00",
"createdBy":"test-person",
"comment":"test silence"

(=] FE £ 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 53

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"silenceID": "512860da-74f3-43c9-8833-cec026542b32"
}
QueryMetrics

QueryMetrics %A EE —RFEBRE—CHEHEEAWEIRER,
BEMH HTTP Bh3d :

GET, POST
E¥ URI :

/workspaces/workspaceld/api/vl/query It URI S8 — R MG EIRER,

/workspaces/workspaceld/api/vl/query_range It URI &5 —REEHEEE RN ANRE
#o

QueryMetrics 255
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URL B2 E :

query=<string> Prometheus REXEHFH, AR query M query_range,

time=<rfc3339 | unix_timestamp> (Bf) ZEEEE—REMMER query M EIERH |, BIFEME
H%FE?%EEO

timeout=<duration> (iZRA) fFLREF. FEFRANH -query.timeout EENEMLR. AR
query # query_range,

start=<rfc3339 | unix_timestamp> ZRIEEMEA query_range EHEEEE , BB
E#FE?@EEO

end=<rfc3339 | unix_timestamp> ZFHRIEEFEA query_range EHKHEEE , Bl REE
R

step=<duration | float> E#BNELIREE (duration R float &), REER
E#EBEA query_range B RESE , Y EHEESHLERTAIEA,

max_samples_processed_warning_threshold=<integer> (&f ) RECREEHEHI
(QSP) WELRE. EEHEINLRMER K % API IEHEREEAS.

max_samples_processed_error_threshold=<integer>> (&H ) RECREEHEH
(QSP) WEARRAE. BBLRENEHSRERMERIERL , BFgE, ARBEREARAIB

—_

o

Duration (885

B2 Prometheus ¥ & API B duration , BBV ENEE T HH P — (BB :

ms Z&

s®

m 88

h /B

d X, BE—RKER 24 I
wil, BRER—BABR 7 X

y F, BRER—FHER 365X

FA R EE 4

QueryMetrics 256
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POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/query?
query=sum(node_cpu_seconds_total) HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(=] FE £ 51

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 132

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

content-encoding: gzip

{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {3},
"value": [
1634937046.322,
"252590622.81000024"
]
}
]
}
}
RemoteWrite

RemoteWrite EE¥EFAZEENKAABIEZER Prometheus fAIREEE AiRiw URL, BE , ZHEEH
BEWAFIR (Hl14 Prometheus A1 ARES) SRFFAL L4,

AH HTTP 85 -

POST

RemoteWrite 257
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BE¥ URI :

/workspaces/workspacelId/api/vl/remote_write

URL E#ZH :

PARYY

RemoteWrite FEEURR &S 70,000 A , FEIZRE K/ A 1,000,000 EHKA,
FER &

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/remote_write --data-
binary "@real-dataset.sz" HTTP/1.1

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Prometheus/2.20.1

Content-Type: application/x-protobuf

Content-Encoding: snappy

X-Prometheus-Remote-Write-Version: 0.1.0

body

(® Note

BRIEREEEE , 552 https://github.com/prometheus/prometheus/blob/
1¢624c58ca934f618be737b4995e22051f5724c1/prompb/remote.pb.go#L64 I i EEE EE
o

(=] FE &6 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length:0

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonPrometheusScraperServiceRolePolicy
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonPrometheusScraperServiceRolePolicy
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https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference-Prometheus-Compatible-Apis.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference-Prometheus-Compatible-Apis.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference-Prometheus-Compatible-Apis.html
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https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#AmazonPrometheusFullAccess
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https://docs.aws.amazon.com/prometheus/latest/userguide/integrating-grafana.html
https://docs.aws.amazon.com/prometheus/latest/userguide/integrating-grafana.html
https://docs.aws.amazon.com/prometheus/latest/userguide/integrating-grafana.html
https://docs.aws.amazon.com/prometheus/latest/userguide/security_iam_id-based-policy-examples.html#AmazonPrometheusConsoleFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security_iam_id-based-policy-examples.html#AmazonPrometheusConsoleFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security_iam_id-based-policy-examples.html#AmazonPrometheusConsoleFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security_iam_id-based-policy-examples.html#AmazonPrometheusConsoleFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/obs_accelerator.html
https://docs.aws.amazon.com/prometheus/latest/userguide/obs_accelerator.html
https://docs.aws.amazon.com/prometheus/latest/userguide/obs_accelerator.html
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https://docs.aws.amazon.com/prometheus/latest/userguide/integrating-kubecost.html
https://docs.aws.amazon.com/prometheus/latest/userguide/integrating-kubecost.html
https://docs.aws.amazon.com/prometheus/latest/userguide/integrating-kubecost.html
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https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://docs.aws.amazon.com/prometheus/latest/userguide/CW-logs.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP_quotas.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP_quotas.html
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-CW-usage-metrics.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-CW-usage-metrics.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-CW-usage-metrics.html
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-Ruler.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alert-manager.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alert-manager.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP_tagging.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP_quotas.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP_quotas.html
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