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Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=Washington, L=Seattle, O=Example Company Root CA, OU=Cozp,
CN=www.example.com/emailAddress=corpewww.example.com
Validity
Not Before: Feb 26 20:27:56 2018 GMT
Not After : Feb 24 20:27:56 2028 GMT
Subject: C=US, ST=WA, L=Seattle, O=Examples Company Subordinate CA,
OU=Corporate Office, CN=www.example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:c0: ... a3:4a:51
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Key Identifier:
F8:84:EE:37:21:F2:5E:0B:6C:40:C2:9D:C6:FE:7E:49:53:67:34:D9
X509v3 Authority Key Identifier:
keyid:@D:CE:76:F2:E3:3B:93:2D:36:05:41:41:16:36:C8:82:BC:CB:F8:A0

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, CRL Sign
Signature Algorithm: sha256WithRSAEncryption
6:bb:94: ... 80:d8

1 CA BFE

BRREME CA BEFERREREY , AP S22 @HM CASEUEME 2 ERBRERRX TR,
TE CAZURMR CA RHLEE CARRE , XA BRM. MERRN CABAR CA, HEEBARE
#H, WERBEREREE,

mREREE

RinERBRTHEIER , fl@MRES. HTEE. FRIKE, 2 CARETE , RKnERBEEZX
RRBITERR. RnERBRNEGERMNER "HFK) = "§F.1 B,

BRFENEH

HETE (MTREEMN CA) HENEBE. EH CAHEBNZEBRTHNERETE , éﬁﬁ%mﬁ%ﬁﬁ
AECHR  REEFEARS : EMTRARERBRNE LR B8 ERTS D , MAEEHE,
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REZLH/ERE , eMRTTEZN. BEBNEERAEERRE K BASREL. TEEHEMRMHA
Bk MAFZEARAHRES. BRZBRENRITELEE, ARNELEHREERRENBHA
B, TAEABREERENER RERBHEHRBHEHRENRERRS,

MEBHE

AWS F5,F CA BERHA SSL/TLS BFE , LA EABHER , BELARBRERE LAZEE. &

AAERELBRREHER , SIWRA P, AR, BAEX, R, RENERE, Euz2m

ZEABRER  SEERESEANTAIHNEBINNERMREAEE S —EERNF 2. REEAPI
imE. Web AARER. VPN EFH%\ loT KEMHMZERENEARAEEALERIERELZ 2R
FEENMZBAEE, ERARERT , REBRBIZLFAERE. NHEEELARARRERARERS |

LEELERER S EERE.

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
e8:cb:d2:be:db:12:23:29:f9:77:06:bc:fe:c9:90:f8
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=WA, L=Seattle, O=Example Company CA, OU=Corporate,
CN=www.example.com
Validity
Not Before: Feb 26 18:39:57 2018 GMT
Not After : Feb 26 19:39:57 2019 GMT
Subject: C=US, ST=Washington, L=Seattle, O=Example Company, OU=Sales,
CN=www.example.com/emailAddress=sales@example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00...c7
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Authority Key Identifier:
keyid:AA:6E:C1:8A:EC:2F:8F:21:BC:BE:80:3D:C5:65:93:79:99:E7:71:65

X509v3 Subject Key Identifier:
C6:6B:3C:6F:0A:49:9E:CC:4B:80:B2:8A:AB:81:22:AB:89:A8:DA:19
X509v3 Key Usage: critical
Digital Signature, Key Encipherment
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X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
X509v3 CRL Distribution Points:

Full Name:
URI:http://NA/cxrl/12345678-1234-1234-1234-123456789012.crl

Signature Algorithm: sha256WithRSAEncryption

BRER

HEBENAFHERIREREFENEKRERER , TREETHBRERE , ECSENRE K.
RAFRERERE INESREBERTAN (RERE), CUEREZKEUBIRETHREH,. TBML
(REZEHRFHER ) , ARBEPHRFIZEZIEFIHAT,

HERERS

CA BFEHE KRR R pathLenConstraint @ EH T A &R IJEFENRER CA BREE, 4
m, RERERHATH CA BETEEEMAMK CAs, BERERHFEGAB 10 CATE , &1
B — BRI CA. RFC 5280 it E&HRA "EEBBERE KA ERE L BFEnon-self-issued
BEFHELR.,  BREREETOESRKEREE A EBCEERIEHEN RE.L I "REL HNFEERX
EESUREEE. B3EE,

BRERR MRS latest 9
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AWS B BEREEN EREES

TERHKESRFERVBERE ?

BTMEF X509 BEEME AWS B, EESNSEERNERE, EECRERETELFINLEA
BRE. BIIRE. ENSIIHMBRBHNERE AWS |, IIREBEEEENEN.

1. AWS A CA — IR EARE AWS ERAEBELNESHERERE (PKI) , XFEFHEMEBMRFAA
FRNGEEF, £HA AWS B CA , B ENHCOH CARBALRTER , URBAIEA
&, EiK. EAEX. R¥. ARSNEMGEE K UREBERENE. BFAE CA BITHWER
REeafNERAZET  MIASEREBRBE LZEE

BB CAZR  BUNERRITER (BRETHFERFE =77 CANERRE) , WHETEFTUF
BHABNATER, flm , BHE

- FRENEREBELEE.

- EREMBH B HELEE.

- FRARAXENARSREEEINSR/RE.
- EREMXENEBRE L.

- ERSEARZHIBREET,

IBIEMRIRISIERVE, HSERBER

7a.

2. AWS Certificate Manager (ACM) — LLIREEEA TLS AZTELFHEENRE Web T
WEEEFEERE. BALUE ACM BE I EZ AWS Elastic Load Balancing., Amazon
CloudFront, Amazon AP| Gateway MHEMESR%. RERNEEEARERREAREERNEL
£NERE,

nlh+

& A https://console.aws.amazon.com/acm-pca/ &

FEBIRTE , BAILER ACM REM A ERE (RACM; BE) HEA ACM HEFE. MREMEH
AWS FAH CA REI CA , ACM AILLEEZIE CANBRRT , L BBLEREN.

MEFHMET , 5528 (AWS Certificate Manager &) o
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https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
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https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
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AWS FA. 8 CA REEH

RIEEXRUHEIE AWS FAF CA ERERANES. THHREEKZLLE 51 AWS Certificate
Manager 1 AWS #A5 CABEFHNEERR AR,

fofk CA BB AMBR

AWS ZBRICFRFABEBRNELR , BURFEERN CA, ERREEE !

- CABERBREWER

- BN CA RHEBRHER
« CA B HEABUER

« CA #&RE

- BEREBER

- FFATB

- EERHIEBERS

- BE

BT EMP X B ET , BARHERE (CP) MEEREE (CPS), MIFE TR CA B4E
EEEANESR , 5528 RFC 3647,

R EME CANEARERK

—#RMS , 1R CA BEARBRTHE CANEE, ETURLEBTFERNBENAXNFHIR CA, I
FTE CAUTRITRHERBRNABER,

, MREHEBH BAIHUE R EERR CA RITRIXERERE , AWS IAF CA AU BRI ER
h : Hﬂ#&ité’l’i%ﬂ%ﬁ{’ﬁgﬁﬂo £ bk R A B 1 %i”“%ﬁgﬁ%mg IAM EFRTBR |, AAFF B4R CA
FERAKGRERERREAR, NFE IAM BERWER , 528 1 Identity and Access Management (IAM)
AWS FAE B REE N,

(® Note

AR REE N AR E BURE B BRI PRSI, filtn , NREMIE CA BRRERE X , BUARY
AR CA , W E S BEGRRPAANAFR. EXRUERERF , SEEERTHN

FC8% CA REBABER MRS latest 11


https://www.ietf.org/rfc/rfc3647.txt

AWS B BEREEN EREES

B, BELRCA MTERLERLELRHFNRRARCERTOBRRE , MEEHE
B REER CA WBREEK.

AR CARHBESH AWS RS

EMETE AWS tkFHEIR CA MK CA REBNREER, MEAUAKREHEANRE , %
RIER CA WFEUES], EALUEBK CSR it — @RS FEVRAR CA BH , RARETEIRFEHEAR
CAETTHE., EEFEZNEMRETURBIRF ER CA vt REREEEER AWS EEFE
& BEB{LIER CA HJBIRM CA K CA BENER

/A Important
MARBRLRERTIREASEERRE (MFA) AWS #AF CA,

EREEEMZITEAR

CAEEEAGKREARERTERERBRENERE M. NREHN CA EEENBERITENNE
EH P AWS IRF |, B VY EFIARZE R IAM E£RE |, REEFIBRITEFFA,

BEFBRENZE-E

TERFREERREINER  BBOBRAFREHREAN. MRBENEZBRFEAEIRENHER
B, BURFERHEEE. AFRBEFSEEEICHENEE. AWS A8 CA REWMERERE
REEHE R EBRREBEAME (OCSP) MBEMIFBFE (CRLs). WEFMEF , FSRAEE
By AWS FAF CA BRIES .

BEIEX AWS CloudTrail

R MBIRIRENST CA 281 , 5B CloudTrail 58#%. A CloudTrail , & LAREERIR S AWS
AP| FEIUAY R SR S0 8% , LABSIRIEM AWS S8, BT REH IS AWS EEXEA,. AWS SDKs
AWS Command Line Interface. FE & Bk AWS RIEH AP FEAY, &t 7] LA H R LE 5 Fl & IR P
[EOL PCA APl #24E, ZHMEIAIR IP tiat , AR WM R4 R, SR APl # CloudTrail
BAZEARER  UEBHERIABNEMECHE. EFEHEHRNRE | SWiRGHEESEMNEE
CloudTrail FE#IhBEMV AN, MEFMEN  FSEELEREH. BE FH 88 AWS RERER
FEEE{Y AP| FEAY AWS CloudTrail 2& AWS FAH CA REREIHIE M,

AR CARRMBBECSH AWS IRF MR latest 12
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B CAELIE

ERALNILE CAENEFARESRNRERR, BWLIEBEAFN CABRE , AEBHKHLE CAR
KA CA, REFER,

(® Note

WMREHUK CA XS |
5

ﬂlh

AR CAHARN 2%, E2ERBEBEXRE ARN WEEILK

il BR A& fE FABY CAs

BRLKAMBRIE CA. RETBFEE CA, IVELUEERHALZSRN CARREREA CA, IJH#
THEIE. BEEREMER CA, RMEZJEKR RERENFLE CA FITRRERE,

@® Note
AWS ZEEWEL CANER , EZIMIKRAL.,

8/ BIFHEL CRLs

AWS #AH CA BZESE CRLsfEFATE LA Amazon S3 Block Publlc Access (BPA) Thag, ET
BRTHEMGTE PKI NFAEALFRGEENHF. BPAR SIHEER , YFHEREEMNRER
FBRLEMA. ERERAT , FEEINRE. WEFHER , F2BEA CloudFront BA S3 HEHA

FFE (BPA).

Amazon EKS EARAREER

5 AWS FAH CA LA X.509 B #E Amazon EKS B | 5581E Amazon EKS BEERKIEEDRE
ZHEFIRENESE. WE AWS FAH CA B4 Kubernetes W—fREF , 5528 FH R3E Kubernetes
AWS FAE BHEHE N,
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https://aws.github.io/aws-eks-best-practices/security/docs/multitenancy/#kubernetes-as-a-service
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AWS FAH CA #&itii £/ BAR Java B9 AWS SDK

O LAER AWS FAEBRHEIZEEN AP ZBEX HTTP 3R , LB A NERKES., RES
EE HTTP EfE, WEFMEN , F2E AWS A EBREREE( AP 2E,

BT HTTP APl 24 , SSBTJLAEFA AWS SDKsHIan S5 TEREE) AWS A8 CA. EEFEB HTTP
AP| #1T, WMFFHMET , 5528 Amazon Web Services BHATE, Ty EBERBMMAFEH EHR
Java B AWS SDK RER F&ET AWS FAE CA AP,

GetCertificateAuthorityCsr, GetCertificate 1 DescribeCertificateAuthorityAuditReport HREX B E &
. B ERAFEFEAUARBREEE RN FESRERZHEXNBNEE. NEFEEHR , F2H8
AWS FEASEERPRTIEEUR PHNEEFE EAR Java #5 AWS SDK,

AWS F5.%F CA API il

T 52X S &5 85 an{a] FE B f6F AR ENEY AWS A CA API EEMERER BAM Java B AWS
SDK.,

FE

« EXRFTHAETNARAR CA

« SAEERET A N E T MR R CA
» CreateCertificateAuthority

» £ CreateCertificateAuthority 3z # Active Directory
» CreateCertificateAuthorityAuditReport

* CreatePermission

» DeleteCertificateAuthority

* DeletePermission

 DeletePolicy

» DescribeCertificateAuthority

» DescribeCertificateAuthorityAuditReport
» GetCertificate

» GetCertificateAuthorityCertificate

» GetCertificateAuthorityCsr

* GetPolicy
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https://aws.amazon.com/tools/
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/blogs/developer/
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AWS FLEBEREEN

ERAEER

» ImportCertificateAuthorityCertificate

» |ssueCertificate

* ListCertificateAuthorities

* ListPermissions

 ListTags

» PutPolicy
» RestoreCertificateAuthority

+ RevokeCertificate

» TagCertificateAuthorities

+ UntagCertificateAuthority

* UpdateCertificateAuthority

- ERBEFTESREEY CASHUERE

- BUEBBHTRAEENEE

AT A NEMLMARAR CA

It Java gE6IREBIMEIEA T 51 AWS 48 CA API EERUAIAR CA :

CreateCertificateAuthority

GetCertificateAuthorityCsr

IssueCertificate

GetCertificate

ImportCertificateAuthorityCertificate

package com.amazonaws.samples;

import
import
import
import
import
import

com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
samples.GetCertificateAuthorityCertificate;
auth.AwWSStaticCredentialsProvider;

REARF A XELMEAR CA
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import
import

import
import
import
import
import
import
import
import
import

import
import
import
import

import
import
import
import
import

com.amazonaws.services.acmpca.model.
.model.IssueCertificateRequest;
.model.IssueCertificateResult;
.model.SigningAlgorithm;
.model.Validity;

import
import
import
import

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

com

com.

com.
com.
com.
com.
com.
com.
com.
com.
com.

java.
java.
java.
java.

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

.dmazonaws.

amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.

services.

services

services.
services.
services.
services.
services.

services

services.

nio.ByteBuffer;
nio.charset.StandardCharsets;
util.Arraylist;
util.Objects;

services.
services.
services.
services.

services.
services.
services.
services.

acmpca
acmpca

acmpca

.acmpca.
.model.
.model.
.model.
.model.
.model.
.acmpca.
.model.

acmpca
acmpca
acmpca
acmpca
acmpca

acmpca

acmpca
acmpca
acmpca
acmpca

acmpca
acmpca
acmpca
acmpca

.model.

.model.
.model.
.model.
.model.

.AWSACMPCA;
.AWSACMPCAClientBuilder;

ASN1Subject;
.CertificateAuthorityConfiguration;
CertificateAuthorityType;
CreateCertificateAuthorityResult;
CreateCertificateAuthorityRequest;
CrlConfiguration;

KeyAlgorithm;

.SigningAlgorithm;

Tag;

model

model

GetCertificateAuthorityCsrRequest;
GetCertificateAuthorityCsrResult;
GetCertificateRequest;
GetCertificateResult;

ImportCertificateAuthorityCertificateRequest;

AmazonClientException;

services.
services.
services.
services.

services

services.
services.
services.
services.

services

services.
services.

acmpca
acmpca
acmpca
acmpca

.acmpca
services.

acmpca
acmpca
acmpca
acmpca
acmpca

.acmpca
services.

acmpca
acmpca
acmpca

.model.CertificateMismatchException;
.model.ConcurrentModificationException;
.model.LimitExceededException;
.model.InvalidArgsException;
.model.InvalidArnException;
.model.InvalidPolicyException;
.model.InvalidStateException;
.model.MalformedCertificateException;
.model.MalformedCSRException;
.model.RequestFailedException;
.model.RequestInProgressException;
.model.ResourceNotFoundException;
.model.RevocationConfiguration;
.model.AWSACMPCAException;
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import
import
import
import

public

com.amazonaws.waiters.Waiter;
com.amazonaws.waiters.WaiterParameters;
com.amazonaws .waiters.WaiterTimedOutException;
com.amazonaws.waiters.WaiterUnrecoverableException;

class RootCAActivation {

public static void main(String[] args) throws Exception {

west-2"

// Define the endpoint region for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-

// Define a CA subject.

ASN1Subject subject = new ASN1Subject();
subject.setOrganization("Example Organization");
subject.setOrganizationalUnit("Example");
subject.setCountry("US");
subject.setState("Virginia");
subject.setlLocality("Arlington");
subject.setCommonName("www.example.com");

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();

client

configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.ROOT;

// ** Execute core code samples for Root CA activation in sequence **
AWSACMPCA client ClientBuilder(endpointRegion);

String rootCAArn = CreateCertificateAuthority(configCA, crlConfigure, CAtype,
);

String csr = GetCertificateAuthorityCsr(rootCAArn, client);

String rootCertificateArn = IssueCertificate(rootCAArn, csr, client);
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String rootCertificate = GetCertificate(rootCertificateArn, rootCAArn, client);
ImportCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;

try {

credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {

throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +

"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration

configCA, CrlConfiguration crlConfigure, CertificateAuthorityType CAtype, AWSACMPCA
client) {

RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);

// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);
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createCARequest.withRevocationConfiguration(revokeConfig);
createCARequest.withIdempotencyToken("123987");
createCARequest.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String rootCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Root CA Arn: " + rootCAArn);

return rootCAArn;

private static String GetCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(rootCAAzn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
//Unexpected service exception.
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// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;
String csr = csrResult.getCsz();
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

V1i');

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAzn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/RootCACertificate/

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(3650L);
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validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String rootCertificateArn = issueResult.getCertificateArn();
System.out.println("Root Certificate Arn: " + rootCertificateArn);

return rootCertificateArn;

private static String GetCertificate(String rootCertificateArn, String rootCAArn,

AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(rootCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
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client.

private static void ImportCertificateAuthorityCertificate(String

String

Waiter<GetCertificateRequest> getCertificateWaiter =
waiters().certificateIssued();
try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));

} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.

String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;

rootCAArn, AWSACMPCA client) {

rootCertificate,

// Create the request object and set the signed certificate, chain and CA ARN.

ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);
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importRequest.setCertificate(certByteBuffer);

importRequest.setCertificateChain(null);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(rootCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

System.out.println("Root CA certificate successfully imported.");
System.out.println("Root CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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» GetCertificateAuthorityCertificate

» CreateCertificateAuthority

» GetCertificateAuthorityCsr

* |ssueCertificate

* GetCertificate

» ImportCertificateAuthorityCertificate
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class SubordinateCAActivation {

public static void main(String[] args) throws Exception {
// Place your own Root CA ARN here.
String rootCAArn = "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566";

// Define the endpoint region for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g.

west-2"

// Define a CA subject.

ASN1Subject subject =

new ASN1Subject();

subject.setOrganization("Example Organization");
subject.setOrganizationalUnit("Example");
subject.setCountry("US");

ImportCertificateAuthorityCertificateRequest;

us-
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subject.setState("Virginia");
subject.setlLocality("Arlington");
subject.setCommonName("www.example.com");

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(tzrue);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.SUBORDINATE;

// ** Execute core code samples for Subordinate CA activation in sequence **

AWSACMPCA client = ClientBuilder(endpointRegion);

String rootCertificate = GetCertificateAuthorityCertificate(rootCAArn, client);

String subordinateCAArn = CreateCertificateAuthority(configCA, crlConfigure,
CAtype, client);

String csr = GetCertificateAuthorityCsr(subordinateCAArn, client);

String subordinateCertificateArn = IssueCertificate(rootCAArn, csr, client);

String subordinateCertificate = GetCertificate(subordinateCertificateArn,
rootCAArn, client);

ImportCertificateAuthorityCertificate(subordinateCertificate, rootCertificate,
subordinateCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
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"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String GetCertificateAuthorityCertificate(String rootCAArn,
AWSACMPCA client) {
// ** GetCertificateAuthorityCertificate **

// Create a request object and set the certificate authority ARN,
GetCertificateAuthorityCertificateRequest getCACertificateRequest =
new GetCertificateAuthorityCertificateRequest();
getCACertificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create a result object.
GetCertificateAuthorityCertificateResult getCACertificateResult = null;
try {

getCACertificateResult =

client.getCertificateAuthorityCertificate(getCACertificateRequest);

} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;

// Retrieve and display the certificate information.
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String rootCertificate = getCACertificateResult.getCertificate();
System.out.println("Root CA Certificate / Certificate Chain:");
System.out.println(rootCertificate);

return rootCertificate;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CrlConfiguration crlConfigure, CertificateAuthorityType CAtype, AWSACMPCA
client) {
RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);

// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withRevocationConfiguration(revokeConfig);

createCARequest.withIdempotencyToken("123987");

createCARequest.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String subordinateCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Subordinate CA Arn: " + subordinateCAAzn);
return subordinateCAAzn;
private static String GetCertificateAuthorityCsr(String subordinateCAArn, AWSACMPCA

client) {

// Create the CSR request object and set the CA ARN.
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GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();
csrRequest.withCertificateAuthorityArn(subordinateCAArn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch(AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;

String csr = csrResult.getCsz();
System.out.println("Subordinate CSR:");
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
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IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the issuing CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAzn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
SubordinateCACertificate_PathLen@/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(730L); // Approximately two years
validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String subordinateCertificateArn = issueResult.getCertificateArn();
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System.out.println("Subordinate Certificate Arn: " +
subordinateCertificateArn);

return subordinateCertificateArn;

private static String GetCertificate(String subordinateCertificateArn, String
rootCAArn, AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(subordinateCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;

AR ERET A RNE S MR X AR CA MRS latest 31



AWS B BEREEN

ERAEER

} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String subordinateCertificate = certificateResult.getCertificate();

System.out.println("Subordinate CA Certificate:");
System.out.println(subordinateCertificate);

return subordinateCertificate;

private static void ImportCertificateAuthorityCertificate(String

subordinateCertificate, String rootCertificate, String subordinateCAArn, AWSACMPCA

client) {

// Create the request object and set the signed certificate, chain and CA ARN.

ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(subordinateCertificate);

importRequest.setCertificate(certByteBuffer);

ByteBuffer rootCACertByteBuffer = stringToByteBuffer(rootCertificate);

importRequest.setCertificateChain(rootCACertByteBuffer);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(subordinateCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {
throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

R REt A NBE L MBAIR AR CA

MRS latest 32



AWS B BEREEN EREES

} catch (RequestFailedException ex) {
throw ex;

}
System.out.println("Subordinate CA certificate successfully imported.");
System.out.println("Subordinate CA activated successfully.");

}

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

CreateCertificate Authority
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package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;
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public class CreateCertificateAuthority {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials =

try {

credentials =

} catch (Exception e) {

throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid

format.",

null;

new ProfileCredentialsProvider("default").getCredentials();
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e);
}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Define a CA subject.

ASN1Subject subject = new ASN1Subject();
subject.setOrganization("Example Organization");
subject.setOrganizationalUnit("Example");
subject.setCountry("US");
subject.setState("Virginia");
subject.setlLocality("Arlington");
subject.setCommonName("www.example.com");

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");

RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);
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// Define a certificate authority type: ROOT or SUBORDINATE
CertificateAuthorityType CAtype = CertificateAuthorityType.<<SUBORDINATE>>;

// Create a tag - method 1
Tag tagl = new Tag();
tagl.withKey("PrivateCA");
tagl.withValue("Sample");

// Create a tag - method 2

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("WebServices");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create the request object.
CreateCertificateAuthorityRequest req = new

CreateCertificateAuthorityRequest();
req.withCertificateAuthorityConfiguration(configCA);
req.withRevocationConfiguration(revokeConfig);
req.withIdempotencyToken("123987");
req.withCertificateAuthorityType(CAtype);
req.withTags(tags);

// Create the private CA.
CreateCertificateAuthorityResult result = null;
try {

result = client.createCertificateAuthority(req);
} catch (InvalidArgsException ex) {

throw ex;
} catch (InvalidPolicyException ex) {

throw ex;
} catch (LimitExceededException ex) {

throw ex;

// Retrieve the ARN of the private CA.
String arn = result.getCertificateAuthorityArn();
System.out.println(arn);
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arn:aws:acm-pca:us-east-1:111122223333:certificate-
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.CustomAttribute;

KeyAlgorithm;

SigningAlgorithm;
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com.amazonaws.services.acmpca.model.
.model.IssueCertificateRequest;
.model.IssueCertificateResult;
.model.SigningAlgorithm;
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org.
org.
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amazonaws.
amazonaws.
amazonaws.
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amazonaws.
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amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

amazonaws

amazonaws.
amazonaws.

bouncycastle.

nio.ByteBuffer;
nio.charset.StandardCharsets;
util.Arraylist;
util.Arrays;
util.Baseb4;
util.List;
util.Objects;

services.
services.

services

services.
services.

services

acmpca
acmpca

.acmpca
services.

acmpca

acmpca
acmpca

.acmpca
services.

acmpca

.model.GetCertificateAuthorityCsrRequest;
.model.GetCertificateAuthorityCsrResult;
.model.GetCertificateRequest;
.model.GetCertificateResult;

ImportCertificateAuthorityCertificateRequest;

AmazonClientException;

services.
services.

services

services.
services.
services.
services.

services

services.
services.
services.
services.

acmpca
acmpca

.acmpca
services.

acmpca
acmpca
acmpca
acmpca
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.acmpca
services.

acmpca
acmpca
acmpca
acmpca
acmpca

waiters.Waiter;

.model.CertificateMismatchException;
.model.ConcurrentModificationException;
.model.LimitExceededException;
.model.InvalidArgsException;
.model.InvalidArnException;
.model.InvalidPolicyException;
.model.InvalidStateException;
.model.MalformedCertificateException;
.model.MalformedCSRException;
.model.RequestFailedException;
.model.RequestInProgressException;
.model.ResourceNotFoundException;
.model.RevocationConfiguration;
.model.AWSACMPCAException;

.waiters.WaiterParameters;

waiters.WaiterTimedOutException;
waiters.WaiterUnrecoverableException;

asnl.x509.SubjectPublicKeyInfo;

bouncycastle.cert.jcajce.JcaX509ExtensionUtils;

bouncycastle.
bouncycastle.

openssl.PEMParser;
pkcs.PKCS1@CertificationRequest;
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import org.bouncycastle.util.io.pem.PemReader;
import lombok.SneakyThrows;

public class RootCAActivation {
public static void main(String[] args) throws Exception {
// Define the endpoint region for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "ap-
southeast-2"

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // OID for Common Name
.withValue("root CA"),

new CustomAttribute()
.withObjectIdentifier("0.9.2342.19200300.100.1.25") // 0ID for Domain

Component
.withValue("example"),
new CustomAttribute()
.withObjectIdentifier("0.9.2342.19200300.100.1.25") // 0ID for Domain
Component
.withValue("com")
);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.ROOT;

// ** Execute core code samples for Root CA activation in sequence **
AWSACMPCA client ClientBuilder(endpointRegion);

String rootCAArn = CreateCertificateAuthority(configCA, CAtype, client);
String csr = GetCertificateAuthorityCsr(rootCAArn, client);

f# A CreateCertificateAuthority 3x#2 Active Directory WK latest 39



AWS B BEREEN EREES

String rootCertificateArn = IssueCertificate(rootCAArn, csr, client);
String rootCertificate = GetCertificate(rootCertificateArn, rootCAArn, client);
ImportCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +

"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CertificateAuthorityType CAtype, AWSACMPCA client) {
// Create the request object.
CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();
createCARequest.withCertificateAuthorityConfiguration(configCA);
createCARequest.withIdempotencyToken("123987");
createCARequest.withCertificateAuthorityType(CAtype);
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// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String rootCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Root CA Arn: " + rootCAArn);

return rootCAArn;

private static String GetCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(rootCAAzn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {
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csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;

// Retrieve and display the CSR;
String csr = csrResult.getCsz();
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

V1i');

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAzn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/RootCACertificate/

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(3650L);

validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
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issueRequest.setIdempotencyToken("1234");

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String rootCertificateArn = issueResult.getCertificateArn();
System.out.println("Root Certificate Arn: " + rootCertificateArn);

return rootCertificateArn;

private static String GetCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

client.

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(rootCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
waiters().certificateIssued();

try {
getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
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} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.

} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;

try {

certificateResult = client.getCertificate(certificateRequest);

} catch (RequestInProgressException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the
String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;
private static void ImportCertificateAuthorityCertificate(String
String rootCAArn, AWSACMPCA client) {
// Create the request object and set the signed certificate,

ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

result.

rootCertificate,

chain and CA ARN.

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);

importRequest.setCertificate(certByteBuffer);

importRequest.setCertificateChain(null);
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// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(rootCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

System.out.println("Root CA certificate successfully imported.");
System.out.println("Root CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

BB HEBEUUTRAR

arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566
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package com.amazonaws.samples;

import com.amazonaws.
import
import
import
import

import

auth.AwWSCredentials;
auth.profile.ProfileCredentialsProvider;
amazonaws.client.builder.AwsClientBuilder;
.client.builder.AwsClientBuilder.EndpointConfiguration;
.AmazonClientException;
auth.AwWSStaticCredentialsProvider;

COm.amazonaws.
com.
com.amazonaws
com.amazonaws
COm.amazonaws.
import

import

com.amazonaws.services.acmpca.AWSACMPCA;

com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;
import
com.amazonaws.services.acmpca.model.

import com.amazonaws.services.acmpca

CreateCertificateAuthorityAuditReportRequest;
.model.CreateCertificateAuthorityAuditReportResult;

import
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import
import
import
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com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.

services

services.
services.
services.
services.

acmpca

acmpca
acmpca
acmpca
acmpca

.model
.acmpca.
.model.
.model.
.model.
.model

.RequestInProgressException;
.RequestFailedException;
InvalidArgsException;
InvalidArnException;
ResourceNotFoundException;
.InvalidStateException;

model

public class CreateCertificateAuthorityAuditReport {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file

// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials =
try {

credentials

null;

= new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.", e);

// Define the endpoint for your sample.

String endpointRegion = "region";

west-2"

// Substitute your region here, e.g.

us-
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String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the certificate authority ARN.
CreateCertificateAuthorityAuditReportRequest req =
new CreateCertificateAuthorityAuditReportRequest();

// Set the certificate authority ARN.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Specify the S3 bucket name for your report.
req.setS3BucketName("your-bucket-name");

// Specify the audit response format.
req.setAuditReportResponseFormat("JSON");

// Create a result object.
CreateCertificateAuthorityAuditReportResult result = null;
try {

result = client.createCertificateAuthorityAuditReport(req);
} catch (RequestInProgressException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (InvalidArgsException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
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String ID = result.getAuditReportId();
String S3Key = result.getS3Key();

System.out.println(ID);
System.out.println(S3Key);

BRI HEBEUUTAR

58904752-7de3-4bdf-ba89-6953e48c3cc7
audit-report/16075838-061c-4f7a-b54b-49bbc111bctf/58904752-7de3-4bdf-
ba89-6953e48c3cc7.json

CreatePermission
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BRESKIAE CANEEFRFUERGIEEN AWS REEXER., SR REEFAE CA BRNTHA
BFHR%E , RIEHME CARTFHEADHFAT. HEEFEB ACM BBENERR , BLASE AR
#F A (IssueCertificate, GetCertificate# ListPermissions) #& CA $&ifk# ACM BRI =
B8 ()acm.amazonaws.com. &R LAMEAY ListCertificateAuthorities BREIZR & CA B9 ARN,

BAUAE , B ALAEA ListPermissions BREIRETRE |, SEMA DeletePermission BRE A E M
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package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.CreatePermissionRequest;
import com.amazonaws.services.acmpca.model.CreatePermissionResult;
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import com.amazonaws.services.acmpca.model.InvalidArnException;

import com.amazonaws.services.acmpca.model.InvalidStateException;

import com.amazonaws.services.acmpca.model.LimitExceededException;

import com.amazonaws.services.acmpca.model.PermissionAlreadyExistsException;
import com.amazonaws.services.acmpca.model.RequestFailedException;

import com.amazonaws.services.acmpca.model.ResourceNotFoundException;

import java.util.Arraylist;
public class CreatePermission {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.", e);

// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,

endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object.
CreatePermissionRequest req =
new CreatePermissionRequest();

// Set the certificate authority ARN.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");
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// Set the permissions to give the user.
ArraylList<String> permissions = new ArraylList<>();
permissions.add("IssueCertificate");
permissions.add("GetCertificate");
permissions.add("ListPermissions");

req.setActions(permissions);

// Set the Principal.
req.setPrincipal("acm.amazonaws.com");

// Create a result object.
CreatePermissionResult result = null;
try {

result = client.createPermission(req);
} catch (InvalidArnException ex) {

throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (LimitExceededException ex) {
throw ex;

} catch (PermissionAlreadyExistsException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

DeleteCertificateAuthority

LA Java E36IER BB a0 E A DeleteCertificateAuthority #4E.

IR ERT IR & A CreateCertificateAuthority #RER Y HFLAE BHE B EMEIE

(CA). DeleteCertificateAuthority BREFEFIEMEMEPER CA B ARN, EHJLL

Y ListCertificateAuthorities BR{E2RE 3 ARN, 1R FA%E CA HIiREEA CREATING =
PENDING_CERTIFICATE , &R LA EMMER, Fif , MREEKEARE , AEETAKEMER, &
WA SN UpdateCertificateAuthority #RYEIE#E Status SEERES DISABLED , R{EH CA, &
E A LATE DeleteCertificateAuthority B¥EFFEA PermanentDeletionTimeInDays 8%
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package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.DeleteCertificateAuthorityRequest;

import com.amazonaws.AmazonClientException;

import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.InvalidArnException;
import com.amazonaws.services.acmpca.model.InvalidStateException;
import com.amazonaws.services.acmpca.model.RequestFailedException;

public class DeleteCertificateAuthority {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
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String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a requrest object and set the ARN of the private CA to delete.
DeleteCertificateAuthorityRequest req = new DeleteCertificateAuthorityRequest();

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the recovery period.
req.withPermanentDeletionTimeInDays(12);

// Delete the CA.

try {
client.deleteCertificateAuthority(req);

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

DeletePermission
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package com.amazonaws.samples;
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import
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import
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com.
com.
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com.
com.

com.
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com.
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amazonaws.
amazonaws.
amazonaws.
.client.builder.AwsClientBuilder.EndpointConfiguration;
AmazonClientException;

amazonaws
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amazonaws.
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amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;

auth.AwWSStaticCredentialsProvider;

services.
services.

services.
services.

services.
services.

services

services.

public class DeletePermission

acmpca.
acmpca

acmpca
acmpca

acmpca
acmpca

acmpca

AWSACMPCA;

.model.
.model.

.model.
.model.
.acmpca.
.model.

model

.AWSACMPCAClientBuilder;

DeletePermissionRequest;
DeletePermissionResult;

InvalidArnException;
InvalidStateException;

.RequestFailedException;

ResourceNotFoundException;

public static void main(String[] args) throws Exception {

west-2

// Retrieve your credentials from the C:\Users\name\.aws\credentials file

// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials =

try {
cr

edentials

null;

= new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.", e);

// Define the endpoint for your sample.

String endpointRegion = "region";

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint

// Substitute your region here, e.g. "us-

DeletePermission
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new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
intRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object.
DeletePermissionRequest req =
new DeletePermissionRequest();

// Set the certificate authority ARN.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
1111122223333 certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the AWS service principal.
req.setPrincipal("acm.amazonaws.com");

// Create a result object.
DeletePermissionResult result = null;
try {
result = client.deletePermission(req);
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;

DeletePolicy

T %l Java g6l REB A A DeletePolicy #4E,

RFEMREZINEG CANEREBR. EREBXARBABIRSE CA =, &r7Llry

ListCerti

ficateAuthorities BIfE2R S #%FAHF CA BY ARN,
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package com.amazonaws.samples;

import
import
import
import
import

import
import

import
import
import
import
import
import
import
import
import
import

public

public static void main(String[]

com.
com.
com.
com.
com.

com.
com.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
amazonaws.client.builder.AwsClientBuilder;
.client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

amazonaws.
amazonaws.

amazonaws
amazonaws.
amazonaws.services.acmpca.AWSACMPCA;
amazonaws.services.acmpca.AWSACMPCAClientBuilder;
amazonaws.AmazonClientException;
acmpca.model.
acmpca.model.
acmpca.model.

acmpca.model.

amazonaws.services. DeletePolicyRequest;
DeletePolicyResult;
AWSACMPCAException;
ConcurrentModificationException;
acmpca.model.InvalidArnException;

.acmpca. .InvalidStateException;
acmpca.model.lLockoutPreventedException;
acmpca.model.RequestFailedException;

acmpca.model.ResourceNotFoundException;

amazonaws.services.

amazonaws.services.

amazonaws.services.

amazonaws.services.

amazonaws.services model

amazonaws.services.
amazonaws.services.

amazonaws.services.

class DeletePolicy {

//
//

AWSCredentials credentials

args) throws Exception {

Retrieve your credentials from the C:\Users\name\.aws\credentials file
in Windows or the .aws/credentials file in Linux.
null;

try {

credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {

throw new AmazonClientException("Cannot load your credentials from file.",

e);
}
// Define the endpoint for your sample.
String endpointRegion = "us-west-2"; // Substitute your Region here, e.g. "us-

west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
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new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
DeletePolicyRequest req = new DeletePolicyRequest();

// Set the resource ARN.
req.withResourceArn("arn:aws:acm-pca:us-west-2:111122223333:certificate-
authority/11223344-44ee-3a22-bb33-4cd2d13f1f18");

// Retrieve a list of your CAs.
DeletePolicyResult result = null;
try {
result = client.deletePolicy(req);
} catch (ConcurrentModificationException ex) {

throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (LockoutPreventedException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (AWSACMPCAException ex) {
throw ex;

DescribeCertificateAuthority
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import
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public

ACTIVE -
DISABLED -
EXPIRED -
FAILED
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e com.amazonaws.samples;

.auth.AWSCredentials;
amazonaws.auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

com.amazonaws
com.
com.amazonaws.
com.amazonaws.

com.amazonaws.

com.
com.

com.
com.
com.

com.
com.
com.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.

services.
services.

services.
services.
services.

acmpca.
acmpca.

acmpca.
acmpca.
acmpca.

AWSACMPCA;
AWSACMPCAClientBuilder;

model.CertificateAuthority;
model .DescribeCertificateAuthorityRequest;
model.DescribeCertificateAuthorityResult;

.AmazonClientException;

services.acmpca.model.ResourceNotFoundException;
services.acmpca.model.InvalidArnException;

class DescribeCertificateAuthority {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials
try {

null;

DescribeCertificateAuthority
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credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object
DescribeCertificateAuthorityRequest req = new
DescribeCertificateAuthorityRequest();

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Create a result object.
DescribeCertificateAuthorityResult result = null;
try {

result = client.describeCertificateAuthority(req);
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;

// Retrieve and display information about the CA.
CertificateAuthority PCA = result.getCertificateAuthority();
String strPCA = PCA.toString();

System.out.println(strPCA);
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DescribeCertificateAuthorityAuditReport

T % Java E86| /R £ DescribeCertificateAuthorityAuditReport 4,

LRSI

183E BN CreateCertificateAuthorityAuditReport IR4EE I M 45 ER R EHEIE A,
ERENSESAFAREREEN CA MESBEEL, IAZSBREELRITER. WGBS,
# 28 CRL RSB BFERFHEH.

package com.amazonaws.samples;

import java.util.Date;

import
import
import
import
import

import
import

import

com.
com.
com.
com.
com.

com.
com.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

.auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;

auth.AwWSStaticCredentialsProvider;

services.acmpca.AWSACMPCA;
services.acmpca.AWSACMPCAClientBuilder;

client.builder.AwsClientBuilder.EndpointConfiguration;

com.amazonaws.services.acmpca.model.DescribeCertificateAuthorityAuditReportRequest;

import

com.amazonaws.services.acmpca.model.DescribeCertificateAuthorityAuditReportResult;

import
import
import
import

import
import
import
import

public

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws

amazonaws.

amazonaws.
amazonaws.

amazonaws
amazonaws

AmazonClientException;
services.acmpca.model.InvalidArgsException;
.services.acmpca.model.ResourceNotFoundException;
services.acmpca.model.AWSACMPCAException;

waiters.Waiter;
waiters.WaiterParameters;
.waiters.WaiterTimedOutException;
.waiters.WaiterUnrecoverableException;

class DescribeCertificateAuthorityAuditReport {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file

DescribeCertificateAuthorityAuditReport
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// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object.
DescribeCertificateAuthorityAuditReportRequest req =
new DescribeCertificateAuthorityAuditReportRequest();

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the audit report ID.
req.withAuditReportId("11111111-2222-3333-4444-555555555555");

// Create waiter to wait on successful creation of the audit report file.
Waiter<DescribeCertificateAuthorityAuditReportRequest> waiter =
client.waiters().auditReportCreated();
try {
waiter.run(new WaiterParameters<>(req));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
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} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Create a result object.
DescribeCertificateAuthorityAuditReportResult result = null;
try {

result = client.describeCertificateAuthorityAuditReport(req);
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArgsException ex) {

throw ex;

String status = result.getAuditReportStatus();
String S3Bucket = result.getS3BucketName();
String S3Key = result.getS3Key();

Date createdAt = result.getCreatedAt();

System.out.println(status);
System.out.println(S3Bucket);
System.out.println(S3Key);
System.out.println(createdAt);

EEHEEUULTRE

SUCCESS

your-audit-report-bucket-name
audit-report/a4119411-8153-498a-a607-2cb77b858043/25211c3d-f2fe-479f-b437-
fe2b3612bc45.json

Tue Jan 16 13:07:58 PST 2018

GetCertificate

T %I Java EH|REB A E A GetCertificate #1E,

IR ETT R IGHIFAE CA FEEUERR . ELMW IssueCertificate IR/ERF | BHM ARN ESEE, LY
GetCertificate R/ER , BMAREFE CAM ARN , FETEEMN ARN, MRBIRHMRES
ISSUED , @RI HEEUE R, AT LARENY CreateCertificateAuthorityAuditReport 4 , B B EEE
CA BITRHBZFIERBMBEANRS.

GetCertificate KRN latest 61


https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_IssueCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreateCertificateAuthorityAuditReport.html

AWS B BEREEN

ERAEER

package com.amazonaws.samples;

import
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import
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import
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import
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import
import
import

import
import
import
import

import

com.
com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.
com.
com.
com.

com.
com.
com.
com.

com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

amazonaws

amazonaws.
amazonaws.

amazonaws

services.
services.

services.
services.

services.
services.
services.
services.
services

acmpca.
acmpca.

acmpca.
acmpca.

acmpca
acmpca
acmpca
acmpca

.acmpca

waiters.Waiter;

auth.AwWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

AWSACMPCA;
AWSACMPCAClientBuilder;

model.GetCertificateRequest;
model.GetCertificateResult;

AmazonClientException;
.model.RequestInProgressException;
.model.RequestFailedException ;
.model.ResourceNotFoundException;
.model.InvalidArnException;
.model.InvalidStateException;

.waiters.WaiterParameters;

waiters.WaiterTimedOutException;
waiters.WaiterUnrecoverableException;

.services.acmpca.model.AWSACMPCAException;

public class GetCertificate {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file

// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials =
try {

credentials
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

null;

= new ProfileCredentialsProvider("default").getCredentials();

// Define the endpoint for your sample.

GetCertificate
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String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object.
GetCertificateRequest req = new GetCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm-pca:region:account:certificate-
authority/CA_ID/certificate/certificate_ID");

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> waiter = client.waiters().certificateIssued();
try {

waiter.run(new WaiterParameters<>(req));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult result = null;
try {
result = client.getCertificate(req);
} catch (RequestInProgressException ex) {
throw ex;
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} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String strCert = result.getCertificate();
System.out.println(strCert);

BHRHEASBECSITHERRREEN (CA) BRENEEENEE.

----- BEGIN CERTIFICATE----- base64-encoded certificate -----END CERTIFICATE-----
----- BEGIN CERTIFICATE----- base64-encoded certificate -----END CERTIFICATE-----
----- BEGIN CERTIFICATE----- base64-encoded certificate -----END CERTIFICATE-----

GetCertificateAuthorityCertificate

AT Java gl /RE MM EA GetCertificateAuthorityCertificate ¥4,

LRFEERENILEREREME (CA) HEUBRNBRHE., BENELSEHE PEM &AM base64 R
BrH, BRETIZE CABE. BRETNESEBREHERFEE.

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.GetCertificateAuthorityCertificateRequest;
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import com.amazonaws.services.acmpca.model.GetCertificateAuthorityCertificateResult;

import com.amazonaws.AmazonClientException;

import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.InvalidStateException;
import com.amazonaws.services.acmpca.model.InvalidArnException;

public class GetCertificateAuthorityCertificate {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object
GetCertificateAuthorityCertificateRequest req =
new GetCertificateAuthorityCertificateRequest();

// Set the certificate authority ARN,
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-

east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Create a result object.
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GetCertificateAuthorityCertificateResult result = null;
try {
result = client.getCertificateAuthorityCertificate(req);
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;

// Retrieve and display the certificate information.
String strPcaCert = result.getCertificate();
System.out.println(strPcaCert);

String strPCACChain = result.getCertificateChain();
System.out.println(strPCACChain);

LB HEARCL T EEENBRREEN (CA) NEBRENERHE,

GetCertificateAuthorityCsr

T % Java EHIFREA a0 E A GetCertificateAuthorityCsr #4E,

HIREREAENFIE RBRERE (CA) HEUBEHEEER (CSR), CSR &MY
CreateCertificateAuthority BRIERFIE I, #% CSR H RN AZEE X 500 EBERE  WHEAENRE
CA SRk CA % &, AREMI ImportCertificateAuthorityCertificate 184 , B EXBNETEREARD
ACM PCA, CSR &LL PEM & {EE] A baset4 fwiE=F 8,

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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pub

com.amazonaws.services.acmpca.AWSACMPCA;
com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

com.amazonaws.services.acmpca.model.GetCertificateAuthorityCsrRequest;
com.amazonaws.services.acmpca.model.GetCertificateAuthorityCsrResult;

com.amazonaws .AmazonClientException;
com.amazonaws.services.acmpca.model.ResourceNotFoundException;
com.amazonaws.services.acmpca.model.InvalidArnException;
com.amazonaws.services.acmpca.model.RequestInProgressException;
com.amazonaws.services.acmpca.model.RequestFailedException;
com.amazonaws.services.acmpca.model.AWSACMPCAException;

com.amazonaws.waiters.Waiter;
com.amazonaws.waiters.WaiterParameters;
com.amazonaws .waiters.WaiterTimedOutException;
com.amazonaws.waiters.WaiterUnrecoverableException;

class GetCertificateAuthorityCsr {
lic static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);
// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
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.build();

// Create the request object and set the CA ARN.

GetCertificateAuthorityCsrRequest req = new GetCertificateAuthorityCsrRequest();

req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> waiter =
client.waiters().certificateAuthorityCSRCreated();
try {
waiter.run(new WaiterParameters<>(req));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult result = null;
try {
result = client.getCertificateAuthorityCsr(req);
} catch (RequestInProgressException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;

// Retrieve and display the CSR;
String Csr = result.getCsr();
System.out.println(Csz);

EEENBERBEN (CA) NEHEELTY, BREEFEX (CSR) 22U base64 #wiE (PEM %
). REINFHER , XFINENREREEE X.509 EMfHE , AREREHR CA TR CA EE,
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————— END CERTIFICATE

T 5 Java gifl/REBa{AIE A GetPolicy #&4F.
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ListCertificateAuthorities EIfEXR S FAH CA B9 ARN,

#HE3 API B2 $E PutPolicy M DeletePolicy,

package com.amazonaws.samples;

import
import
import
import
import

import
import

import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.

com.
com.

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
.client.builder.AwsClientBuilder.EndpointConfiguration;

amazonaws

amazonaws.

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;

auth.AwWSStaticCredentialsProvider;

services.acmpca.AWSACMPCA;
services.acmpca.AWSACMPCAClientBuilder;

.AmazonClientException;

.model.
.model.
.model.

services. GetPolicyRequest;
GetPolicyResult;
AWSACMPCAException;
acmpca.model.InvalidArnException;
acmpca.model.InvalidStateException;
.acmpca. .RequestFailedException;

acmpca.model.ResourceNotFoundException;

acmpca
acmpca
acmpca

services.
services.
services.
services.
services model

services.

public class GetPolicy {

public static void main(String[]

// Retrieve your credentials

args) throws Exception {

from the C:\Users\name\.aws\credentials file

// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {

GetPolicy
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throw new AmazonClientException("Cannot load your credentials from file.",

@))7
}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
GetPolicyRequest req = new GetPolicyRequest();

// Set the resource ARN.
req.withResourceArn("arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566");

// Retrieve a list of your CAs.

GetPolicyResult result= null;

try {
result = client.getPolicy(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (AWSACMPCAException ex) {
throw ex;

// Display the policy.
System.out.println(result.getPolicy());
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}

ImportCertificateAuthorityCertificate

T35 Java &6 RE A EA ImportCertificateAuthorityCertificate #4E,

WIREEKEHEBNIE CA BREA AWS FAF CA, EENWNHIRE K BHEL

FE0Y CreateCertificateAuthority HJRENEBR I FAE BRRREHRE., AR, B4EARY
GetCertificateAuthorityCsr BERELERFHEER (CSR). #% CSR FHIHRISZHEEMN CA , UEAR
WIRBRRF RN EERS, BUBEHE  UYEESNEENRRESRIZNITER K,

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import
com.amazonaws.services.acmpca.model.ImportCertificateAuthorityCertificateRequest;

import com.amazonaws.AmazonClientException;

import com.amazonaws.services.acmpca.model.RequestInProgressException;
import com.amazonaws.services.acmpca.model.MalformedCertificateException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.ConcurrentModificationException;
import com.amazonaws.services.acmpca.model.InvalidArnException;

import com.amazonaws.services.acmpca.model.CertificateMismatchException;
import com.amazonaws.services.acmpca.model.RequestFailedException;

import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
import java.util.Objects;

public class ImportCertificateAuthorityCertificate {

public static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
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return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

}
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest req =
new ImportCertificateAuthorityCertificateRequest();

// Set the signed certificate.
String strCertificate =

R BEGIN CERTIFICATE----- \n" +
"baseb4-encoded certificate\n" +
R END CERTIFICATE----- \n";

ByteBuffer certByteBuffer = stringToByteBuffer(strCertificate);
req.setCertificate(certByteBuffer);

// Set the certificate chain.
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ring strCertificateChain =

R BEGIN CERTIFICATE----- \n" +
"baseb4-encoded certificate\n" +
R END CERTIFICATE----- \n";

teBuffer chainByteBuffer = stringToByteBuffer(strCertificateChain);
g.setCertificateChain(chainByteBuffer);

// Set the certificate authority ARN.

Ire

gq.withCertificateAuthorityArn("arn:aws:acm-pca:us-

east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Import the certificate.

tr

y {

client.importCertificateAuthorityCertificate(req);

} catch (CertificateMismatchException ex) {
throw ex;
} catch (MalformedCertificateException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (RequestInProgressException ex) {
throw ex;
} catch (ConcurrentModificationException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
}
}
}
IssueCertificate
T % Java g3l & RE WA IssueCertificate #4E,

REERENFIE RERERE CA) RETHKERERE, LRFEEREEN Amazon
Resource Name (ARN), A LUEIBMIY GetCertificate R IEE ARN REEURHE

IssueCertificate
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package com.amazonaws.samples;

import
import
import
import
import

import
import
import

import
import

import
import
import
import

import
import
import
import
import
import
import

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;

client.builder.AwsClientBuilder.EndpointConfiguration;

auth.AwWSStaticCredentialsProvider;

java.nio.ByteBuffer;
java.nio.charset.StandardCharsets;
java.util.Objects;

com.
com.

com.
com.
com.
com.

com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.

services.

services

services.
services.

acmpca
acmpca

acmpca

acmpca
acmpca

.AWSACMPCA;
.AWSACMPCAClientBuilder;

.model.IssueCertificateRequest;
.acmpca.
.model.SigningAlgorithm;
.model.Validity;

model .IssueCertificateResult;

AmazonClientException;

services.

services

services.
services.
services.

acmpca

.acmpca
services.

acmpca
acmpca
acmpca
acmpca

public class IssueCertificate {

public static ByteBuffer stringToByteBuffer(final String string) {

if (Objects.isNull(string)) {

}

byte[] bytes =

}

return null;

.model.LimitExceededException;
.model.ResourceNotFoundException;
.model.InvalidStateException;
.model.InvalidArnException;
.model.InvalidArgsException;
.model.MalformedCSRException;

string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Specify the certificate signing request (CSR) for the certificate to be signed
and issued.
String strCSR =

B BEGIN CERTIFICATE REQUEST----- \n" +
"base64-encoded certificate\n" +
B END CERTIFICATE REQUEST----- \n";

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/EndEntityCertificate/V1");

IssueCertificate WA latest 75



AWS B BEREEN EREES

// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(<<3650L>>);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");

// Issue the certificate.
IssueCertificateResult result = null;
try {

result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(azn);

BB HEBEUUTRAR

arn:aws:acm-pca:region:account:certificate-authority/CA_ID/certificate/certificate_ID
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T35 Java EHI;REAIEEA ListCertificateAuthorities 2 4E,
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package com.amazonaws.samples;

import
import
import
import
import

import
import

import
import
import
import

com.
com.
com.
com.
com.

com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
.auth.AWSStaticCredentialsProvider;

amazonaws

amazonaws.
amazonaws.

amazonaws.

amazonaws
amazonaws

auth.AwWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;

services.acmpca.AWSACMPCA;
services.acmpca.AWSACMPCAClientBuilder;

AmazonClientException;

.services.acmpca.model.ListCertificateAuthoritiesRequest;
.services.acmpca.model.ListCertificateAuthoritiesResult;
amazonaws.

services.acmpca.model.InvalidNextTokenException;

public class ListCertificateAuthorities {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.",

e);
}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);
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// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
ListCertificateAuthoritiesRequest req = new ListCertificateAuthoritiesRequest();
req.withMaxResults(10);

// Retrieve a list of your CAs.
ListCertificateAuthoritiesResult result= null;
try {

result = client.listCertificateAuthorities(req);
} catch (InvalidNextTokenException ex) {

throw ex;

// Display the CA list.
System.out.println(result.getCertificateAuthorities());

MREBEMAAIHNBRRERE , AN EEEAT

[{
Arn: arn: aws: acm-pca: region: account: certificate-
authority/12345678-1234-1234-1234-123456789012,
CreatedAt: TueNov0@712: 05: 39PST2017,
LastStateChangeAt: WedJanl@l2: 35: 39PST2018,
Type: SUBORDINATE,
Serial: 4109,
Status: DISABLED,
NotBefore: TueNov@712: 19: 15PST2017,
NotAfter: FriNov@513: 19: 15PDT2027,
CertificateAuthorityConfiguration: {

KeyType: RSA2048,

SigningAlgorithm: SHA256WITHRSA,

Subject: {

Organization: ExampleCorp,

OrganizationalUnit: HR,

State: Washington,
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CommonName: www.example.com,
Locality: Seattle,

}
},
RevocationConfiguration: {
CrlConfiguration: {
Enabled: true,
ExpirationInDays: 3650,
CustomCname: your-custom-name,
S3BucketName: your-bucket-name
}
}
I
{

Arn: arn: aws: acm-pca: region: account>: certificate-
authority/12345678-1234-1234-1234-123456789012,
CreatedAt: WedSepl312: 54: 52PDT2017,
LastStateChangeAt: WedSepl312: 54: 52PDT2017,

Type: SUBORDINATE,
Serial: 4100,
Status: ACTIVE,

NotBefore: WedSepl314: 11: 19PDT2017,
NotAfter: SatSeplll4: 11: 19PDT2027,
CertificateAuthorityConfiguration: {

KeyType: RSA2048,
SigningAlgorithm: SHA256WITHRSA,
Subject: {

Country: US,

Organization: ExampleCompany,
OrganizationalUnit: Sales,
State: Washington,

CommonName: www.example.com,
Locality: Seattle,

}

},

RevocationConfiguration: {

CrlConfiguration: {
Enabled: false,
ExpirationInDays: 5,
CustomCname: your-custom-name,
S3BucketName: your-bucket-name

}
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}
iy
{

Arn: arn: aws: acm-pca: region: account>: certificate-
authority/12345678-1234-1234-1234-123456789012,
CreatedAt: FriJanl213: 57: 11PST2018,
LastStateChangeAt: FriJanl213: 57: 11PST2018,
Type: SUBORDINATE,
Status: PENDING_CERTIFICATE,
CertificateAuthorityConfiguration: {

KeyType: RSA2048,

SigningAlgorithm: SHA256WITHRSA,

Subject: {

Country: US,

Organization: Examples-R-Us Ltd.,

OrganizationalUnit: corporate,

State: WA,

CommonName: www.examplesrus.com,

Locality: Seattle,

}
iy

RevocationConfiguration: {
CrlConfiguration: {
Enabled: true,
ExpirationInDays: 365,
CustomCname: your-custom-name,
S3BucketName: your-bucket-name
}
}
},
{

Arn: arn: aws: acm-pca: region: account>: certificate-
authority/12345678-1234-1234-1234-123456789012,
CreatedAt: FriJan@511: 14: 21PST2018,
LastStateChangeAt: FriJan@511: 14: 21PST2018,
Type: SUBORDINATE,
Serial: 4116,

Status: ACTIVE,

NotBefore: FriJan@512: 12: 56PST2018,
NotAfter: MonJan0312: 12: 56PST2028,
CertificateAuthorityConfiguration: {

KeyType: RSA2048,

SigningAlgorithm: SHA256WITHRSA,
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Subject: {
Country: US,
Organization: ExampleslLLC,
OrganizationalUnit: CorporateOffice,
State: WA,
CommonName: www.example.com,
Locality: Seattle,

}
iy

RevocationConfiguration: {
CrlConfiguration: {
Enabled: true,
ExpirationInDays: 3650,
CustomCname: your-custom-name,
S3BucketName: your-bucket-name

}
}
]

ListPermissions

LA Java EHIRE A E A ListPermissions 4,

LR EEHH

1
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B CAPFEERMIGTH (BEEWEFE). 5F° , @5 IssueCertificate,

GetCertificatef ListPermissions , AIEAEM CreatePermission {EFSIRIE AWS RIS E
B I {F M DeletePermissions @ /E#EH,

package com.amazonaws.samples;

import
import
import
import
import

import
import

import
import

import

com.
com.
com.
com.
com.

com.
com.

com.
com.

com.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.

amazonaws.
amazonaws.

amazonaws

.auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

.services.acmpca.AWSACMPCA;
services.acmpca.AWSACMPCAClientBuilder;

services.acmpca.model.ListPermissionsRequest;
services.acmpca.model.ListPermissionsResult;

.AmazonClientException;
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import com.amazonaws.services.acmpca.model.InvalidArnException;
import com.amazonaws.services.acmpca.model.InvalidNextTokenException;
import com.amazonaws.services.acmpca.model.InvalidStateException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.RequestFailedException;

public class ListPermissions {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the CA ARN.

ListPermissionsRequest req = new ListPermissionsRequest();

req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// List the tags.
ListPermissionsResult result = null;
try {
result = client.listPermissions(req);
} catch (InvalidArnException ex) {
throw ex;
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} catch (InvalidStateException ex) {
throw ex;

} catch(RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

// Retrieve and display the permissions.
System.out.println(result);

HEENLE CA BHHFAEREGRBETLA , ENBHEZENATASTHEL

[{

Arn: arn:aws:acm-
pca:region:account:permission/12345678-1234-1234-1234-123456789012,
CreatedAt: WedFeb0317: ©5: 39PST2019,
Prinicpal: acm.amazonaws.com,
Permissions: {
ISSUE_CERTIFICATE,
GET_CERTIFICATE,

DELETE,CERTIFICATE
1,
SourceAccount: account
1]
ListTags

% Java &5 REIMERA ListTags BIE,

LERER S HERFAE CA HENER (MRA), BB EATLUARNEBRER CANER. BEER
BaesRs|BERAE, M TagCertificateAuthority 24E , BIT #7318 — S ZEZEREEM CA, FLY
UntagCertificateAuthority IR/E T B BRER

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
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import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.ListTagsRequest;
import com.amazonaws.services.acmpca.model.ListTagsResult;

import com.amazonaws.AmazonClientException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.InvalidArnException;

public class ListTags {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the CA ARN.

ListTagsRequest req = new ListTagsRequest();

req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");
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// List the tags
ListTagsResult result = null;
try {
result = client.listTags(req);
} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {

throw ex;

// Retrieve and display the tags.
System.out.println(result);

[{Key: Admin,Value: Alice}, {Key: Purpose,Value: WebServices}],}

licy

T3 Java g6 REWMAIERA PutPolicy #1E,

RFEREREBREEENS CA, UBABIRF AR, BEBERRER , VN5 —@ AWS

RENEFLATUEAEREENILE CA REBTNBENLERKREREE, SFFY

ListCertificateAuthorities BifERZ#HFAH CA B ARN, MEBERNE S , S AWS FAHF CALE

BAER R ERE,

— BEUREREE CA , BRI LAEA GetPolicy BIERBREBEK , HAEMA DeletePolicy BIERMIBRBIE.
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import
import
import
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import

import
import

import

€ Ccom.amazonaws. samples;

com.amazonaws.auth.AWSCredentials;
com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.client.builder.AwsClientBuilder;
com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
com.amazonaws.auth.AWSStaticCredentialsProvider;

com.amazonaws.services.acmpca.AWSACMPCA;
com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

com.amazonaws .AmazonClientException;
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public

com.
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com.
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com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

services

services.
services.
services.
services.
services.

java.io.IOException;
java.nio.file.Files;
java.nio.file.Paths;

class PutPolicy {

acmpca
acmpca
acmpca
acmpca

acmpca
acmpca
acmpca
acmpca
acmpca

.model.
.model.
.model.
.model.
.acmpca.
.model.
.model.
.model.
.model.
.model.

model

PutPolicyRequest;
PutPolicyResult;
AWSACMPCAException;
ConcurrentModificationException;

.InvalidArnException;

InvalidStateException;
InvalidPolicyException;
LockoutPreventedException;
RequestFailedException;
ResourceNotFoundException;

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials =
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.",

null;

e);
}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);
// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();
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// Create the request object.
PutPolicyRequest req = new PutPolicyRequest();

// Set the resource ARN.
req.withResourceArn("arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566");

// Import and set the policy.

// Note: This code assumes the file "ShareResourceWithAccountPolicy.json" is in
a folder titled policy.

String policy = new String(Files.readAllBytes(Paths.get("policy",
"ShareResourceWithAccountPolicy.json")));

req.withPolicy(policy);

// Retrieve a list of your CAs.
PutPolicyResult result = null;
try {
result = client.putPolicy(req);
} catch (ConcurrentModificationException ex) {

throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidPolicyException ex) {
throw ex;

} catch (LockoutPreventedException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (AWSACMPCAException ex) {
throw ex;

RestoreCertificateAuthority
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package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.RestoreCertificateAuthorityRequest;

import com.amazonaws.AmazonClientException;

import com.amazonaws.services.acmpca.model.InvalidArnException;
import com.amazonaws.services.acmpca.model.InvalidStateException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;

public class RestoreCertificateAuthority {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.",

e);
}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
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.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
RestoreCertificateAuthorityRequest req = new
RestoreCertificateAuthorityRequest();

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Restore the CA.
try {
client.restoreCertificateAuthority(req);
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;

RevokeCertificate

T 5 Java g8 /REB an4a £ A RevokeCertificate #4F.

SR VE AR 8B B P Y IssueCertificate BRERITHBRR . MREERVHEMMME CA BRAR
F 58 (CRL) , CRLHAE TS CHHEBENMHEBEN. 1% CRLAWS A5 CA BALEEW
Amazon S3 f#ZErE8. WFEFMEF , 528 CriConfiguration #&#8.

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;
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import com.amazonaws.services.acmpca.model.RevokeCertificateRequest;
import com.amazonaws.services.acmpca.model.RevocationReason;

import com.amazonaws.services.acmpca.model.ResourceNotFoundException;

import com.amazonaws.services.acmpca.model.InvalidStateException;

import com.amazonaws.services.acmpca.model.InvalidArnException;

import com.amazonaws.services.acmpca.model.RequestFailedException;

import com.amazonaws.services.acmpca.model.RequestAlreadyProcessedException;
import com.amazonaws.services.acmpca.model.RequestInProgressException;

public class RevokeCertificate {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object.
RevokeCertificateRequest req = new RevokeCertificateRequest();

// Set the certificate authority ARN.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");
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// Set the certificate serial number.
req.setCertificateSerial("79:3f:0d:5b:6a:04:12:5e:2c:9c:fb:52:37:35:98:fe");

// Set the RevocationReason.
req.withRevocationReason(RevocationReason.<<KEY_COMPROMISE>>);

// Revoke the certificate.

try {
client.revokeCertificate(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestAlreadyProcessedException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

TagCertificateAuthorities
T % Java E G RE A E A TagCertificateAuthority £ 4E,
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package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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.amazonaws.
.dmazonaws.

.dmazonaws

.amazonaws.

services.
services.

.services
services.

java.util.Arraylist;

com.
com.
com.
com.
com.

amazonaws

amazonaws.

amazonaws.
amazonaws.
amazonaws.

acmpca
acmpca

.acmpca
acmpca

.AWSACMPCA;
.AWSACMPCAClientBuilder;

.model.TagCertificateAuthorityRequest;
.model.Tag;

AmazonClientException;

.services

services
services
services

.acmpca
.acmpca

.acmpca.

.acmpca

.model.ResourceNotFoundException;
.model.InvalidArnException;
model.InvalidTagException;
.model.TooManyTagsException;

public class TagCertificateAuthorities {

public static void main(String[] args) throws Exception {

west-2

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials = null;

try {

credentials

= new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException('"Cannot load your credentials from disk", e);

// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a tag - method 1
Tag tagl = new Tag();

TagCertificateAuthorities
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tagl.withKey("Administrator");
tagl.withValue("Bob");

// Create a tag - method 2

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("WebServices");

// Add the tags to a collection.
Arraylist<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create a request object and specify the certificate authority ARN.
TagCertificateAuthorityRequest req = new TagCertificateAuthorityRequest();
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-

east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");
req.setTags(tags);

// Add a tag

try {
client.tagCertificateAuthority(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidTagException ex) {
throw ex;

} catch (TooManyTagsException ex) {
throw ex;

UntagCertificateAuthority
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public
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€ CcOom.amazonaws. samples;

com.amazonaws.auth.AWSCredentials;
com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.client.builder.AwsClientBuilder;
com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
com.amazonaws.auth.AWSStaticCredentialsProvider;

java.util.Arraylist;

com.amazonaws.services.acmpca.AWSACMPCA;
com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

com.amazonaws.services.acmpca.model.UntagCertificateAuthorityRequest;
com.amazonaws.services.acmpca.model.Tag;

com.amazonaws .AmazonClientException;
com.amazonaws.services.acmpca.model.ResourceNotFoundException;
com.amazonaws.services.acmpca.model.InvalidArnException;
com.amazonaws.services.acmpca.model.InvalidTagException;

class UntagCertificateAuthority {
lic static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
String endpointProtocol = "https://acm-pca." + endpointRegion +
zonaws.com/";

EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

UntagCertificateAuthority
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AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a Tag object with the tag to delete.
Tag tag = new Tag();
tag.withKey("Administrator");
tag.withValue("Bob");

// Add the tags to a collection.
Arraylist<Tag> tags = new ArraylList<Tag>();
tags.add(tag);

// Create a request object and specify the certificate authority ARN.
UntagCertificateAuthorityRequest req = new UntagCertificateAuthorityRequest();
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-

east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");
req.withTags(tags);

// Delete the tag
try {
client.untagCertificateAuthority(req);
} catch (InvalidArnException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidTagException ex) {
throw ex;

UpdateCertificateAuthority
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package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;
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com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.client.builder.AwsClientBuilder;
com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
com.amazonaws.auth.AWSStaticCredentialsProvider;

com.amazonaws.services.acmpca.AWSACMPCA;
com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

com.amazonaws.services.acmpca.model.UpdateCertificateAuthorityRequest;
com.amazonaws.services.acmpca.model.CertificateAuthorityStatus;

com.amazonaws .AmazonClientException;
com.amazonaws.services.acmpca.model.ConcurrentModificationException;
com.amazonaws.services.acmpca.model.ResourceNotFoundException;
com.amazonaws.services.acmpca.model.InvalidArgsException;
com.amazonaws.services.acmpca.model.InvalidArnException;
com.amazonaws.services.acmpca.model.InvalidStateException;
com.amazonaws.services.acmpca.model.InvalidPolicyException;
com.amazonaws.services.acmpca.model.CrlConfiguration;
com.amazonaws.services.acmpca.model.RevocationConfiguration;

class UpdateCertificateAuthority {

public static void main(String[] args) throws Exception {

e);

west-2

".ama

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g.

us-

String endpointProtocol = "https://acm-pca." + endpointRegion +
zonaws.com/";
EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

UpdateCertificateAuthority
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AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
UpdateCertificateAuthorityRequest req = new UpdateCertificateAuthorityRequest();

// Set the ARN of the private CA that you want to update.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Define the certificate revocation list configuration. If you do not want to
// update the CRL configuration, leave the CrlConfiguration structure alone and
// do not set it on your UpdateCertificateAuthorityRequest object.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);

crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname("your-custom-name");
crlConfigure.withS3BucketName("your-bucket-name");

// Set the CRL configuration onto your UpdateCertificateAuthorityRequest object.
// If you do not want to change your CRL configuration, do not use the

// setCrlConfiguration method.

RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);
req.setRevocationConfiguration(revokeConfig);

// Set the status.
req.withStatus(CertificateAuthorityStatus.<<ACTIVE>>);

// Create the result object.

try {
client.updateCertificateAuthority(req);

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;
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} catch (InvalidPolicyException ex) {
throw ex;

}
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import com.amazonaws.services.acmpca.model.LimitExceededException;
import com.amazonaws.services.acmpca.model.InvalidArgsException;

import com.amazonaws.services.acmpca.model.InvalidPolicyException;
import com.amazonaws.services.acmpca.model.RevocationConfiguration;

public class CreateCertificateAuthorityWithCustomAttributes {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",
e);

// Define the endpoint for your sample.
String endpointRegion = "us-west-2"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,

endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.6") // Country
.withValue("US"),
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new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // CommonName
.withValue("CommonName"),

new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1") // CustomOID
.withValue("ABCDEFG"),

new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1") // CustomOID
.withValue("BCDEFGH")

);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");

RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);

// Define a certificate authority type: ROOT or SUBORDINATE
CertificateAuthorityType caType = CertificateAuthorityType.SUBORDINATE;

// Create a tag - method 1
Tag tagl = new Tag();
tagl.withKey("PrivateCA");
tagl.withValue("Sample");

// Create a tag - method 2

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("WebServices");
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// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create the request object.
CreateCertificateAuthorityRequest req = new

CreateCertificateAuthorityRequest();

req.withCertificateAuthorityConfiguration(configCA);
req.withRevocationConfiguration(revokeConfig);
req.withIdempotencyToken("1234");
req.withCertificateAuthorityType(caType);
req.withTags(tags);

// Create the private CA.
CreateCertificateAuthorityResult result = null;
try {

result = client.createCertificateAuthority(req);
} catch (InvalidArgsException ex) {

throw ex;
} catch (InvalidPolicyException ex) {

throw ex;
} catch (LimitExceededException ex) {

throw ex;

// Retrieve the ARN of the private CA.
String arn = result.getCertificateAuthorityArn();
System.out.println(arn);

£ | CustomAttribute B1TR %

package com.amazonaws.samples;

import
import
import
import
import

com.amazonaws.auth.AWSCredentials;

com.amazonaws.auth.profile.ProfileCredentialsProvider;

com.amazonaws.client.builder.AwsClientBuilder;

com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;

com.amazonaws.auth.AWSStaticCredentialsProvider;
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public class IssueCertificateWithCustomAttributes {
private static ByteBuffer stringToByteBuffer(final String string) {

public static void main(String[] args) throws Exception {
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nio.ByteBuffer;
nio.charset.StandardCharsets;
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util.Baseb64;
util.List;
util.Objects;
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.acmpca
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services.
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.AWSACMPCA;
.AWSACMPCAClientBuilder;
.model.ASN1Subject;
.model.ApiPassthrough;
.model.CustomAttribute;
.model.Extensions;
.model.IssueCertificateRequest;
.model.IssueCertificateResult;
.model.SigningAlgorithm;
.model.Validity;

AmazonClientException;
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services.

acmpca
acmpca
acmpca

if (Objects.isNull(string)) {
return null;

}
byte[

] bytes =

string.getBytes(StandardCharsets.UTF_8);

return ByteBuffer.wrap(bytes);

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.

.model.LimitExceededException;
.model.ResourceNotFoundException;
.model.InvalidStateException;
.model.InvalidArnException;
.model.InvalidArgsException;
.model.MalformedCSRException;

AWSCredentials credentials = null;

try {

credentials

= new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
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throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "us-west-2"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

".amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:region:account:" +
"certificate-authority/12345678-1234-1234-1234-123456789012");

// Specify the certificate signing request (CSR) for the certificate to be signed

and issued.
String strCSR =

B BEGIN CERTIFICATE REQUEST----- \n" +
"baseb4-encoded CSR\n" +
B END CERTIFICATE REQUEST----- \n";

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/
EndEntityCertificate_APIPassthrough/V1");

// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(100L);

validity.withType("DAYS");
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req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.6") // Country
.withValue("US"),
new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // CommonName
.withValue("CommonName"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1") // CustomOID
.withValue("ABCDEFG"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1") // CustomOID
.withValue("BCDEFGH")
I

// Define certificate subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Add subject to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
apiPassthrough.setSubject(subject);
req.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult result = null;
try {
result = client.issueCertificate(req);
} catch (LimitExceededException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidArgsException ex) {
throw ex;
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} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(arn);

BYERBRRIDENEE

CustomExtension Y4 A ZEEEBEEEREBPRREHR] X509 IEXINEE, BIIBEMLAFERAHES—
{8 ApiPassthrough i, MFEHANFMEN , FSEAWS 6 CASEXER, WEFEABR]
HEHREANMERN  B2REBTAERFEEREE,

xR
« {£ A NameConstraints ZE{RE4HE A 4k CA
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package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import java.io.IOException;

import java.nio.ByteBuffer;

import java.nio.charset.StandardCharsets;
import java.util.Arrays;

import java.util.Baseb4;

import java.util.Objects;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.IssueCertificateRequest;
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import com.amazonaws.services.acmpca.model.IssueCertificateResult;

import com.amazonaws.services.acmpca.model.KeyAlgorithm;

import com.amazonaws.services.acmpca.model.SigningAlgorithm;

import com.amazonaws.services.acmpca.model.Validity;

import com.amazonaws.waiters.Waiter;

import com.amazonaws.waiters.WaiterParameters;

import com.amazonaws.waiters.WaiterTimedOutException;

import com.amazonaws.waiters.WaiterUnrecoverableException;

import com.amazonaws.AmazonClientException;

import com.amazonaws.services.acmpca.model.LimitExceededException;

import com.amazonaws.services.acmpca.model.ResourceNotFoundException;

import com.amazonaws.services.acmpca.model.RevocationConfiguration;

import com.amazonaws.services.acmpca.model.InvalidStateException;

import com.amazonaws.services.acmpca.model.InvalidArnException;

import com.amazonaws.services.acmpca.model.InvalidPolicyException;

import com.amazonaws.services.acmpca.model.ASN1Subject;

import com.amazonaws.services.acmpca.model.AWSACMPCAException;

import com.amazonaws.services.acmpca.model.ApiPassthrough;

import com.amazonaws.services.acmpca.model.CertificateAuthorityConfiguration;

import com.amazonaws.services.acmpca.model.CertificateAuthorityType;

import com.amazonaws.services.acmpca.model.CertificateMismatchException;

import com.amazonaws.services.acmpca.model.ConcurrentModificationException;

import com.amazonaws.services.acmpca.model.CreateCertificateAuthorityRequest;

import com.amazonaws.services.acmpca.model.CreateCertificateAuthorityResult;

import com.amazonaws.services.acmpca.model.CrlConfiguration;

import com.amazonaws.services.acmpca.model.CustomExtension;

import com.amazonaws.services.acmpca.model.Extensions;

import com.amazonaws.services.acmpca.model.GetCertificateAuthorityCertificateRequest;

import com.amazonaws.services.acmpca.model.GetCertificateAuthorityCertificateResult;

import com.amazonaws.services.acmpca.model.GetCertificateAuthorityCsrRequest;

import com.amazonaws.services.acmpca.model.GetCertificateAuthorityCsrResult;

import com.amazonaws.services.acmpca.model.GetCertificateRequest;

import com.amazonaws.services.acmpca.model.GetCertificateResult;

import
com.amazonaws.services.acmpca.model.ImportCertificateAuthorityCertificateRequest;

import com.amazonaws.services.acmpca.model.InvalidArgsException;

import com.amazonaws.services.acmpca.model.MalformedCSRException;

import com.amazonaws.services.acmpca.model.MalformedCertificateException;

import com.amazonaws.services.acmpca.model.RequestFailedException;

import com.amazonaws.services.acmpca.model.RequestInProgressException;

import org.bouncycastle.asnl.x509.GeneralName;
import org.bouncycastle.asnl.x509.GeneralSubtree;
import org.bouncycastle.asnl.x509.NameConstraints;
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import lombok.SneakyThrows;

public class SubordinateCAActivationWithNameConstraints {
public static void main(String[] args) throws Exception {
// Place your own Root CA ARN here.
String rootCAArn = "arn:aws:acm-pca:region:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012";

// Define the endpoint region for your sample.
String endpointRegion = "us-west-2"; // Substitute your region here, e.g. "us-
west-2"

// Define a CA subject.

ASN1Subject subject = new ASN1Subject();
subject.setOrganization("Example Organization");
subject.setOrganizationalUnit("Example");
subject.setCountry("US");
subject.setState("Virginia");
subject.setlLocality("Arlington");
subject.setCommonName("SubordinateCA");

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(tzrue);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");

// Define a certificate authority type
CertificateAuthorityType caType = CertificateAuthorityType.SUBORDINATE;

// ** Execute core code samples for Subordinate CA activation in sequence **

AWSACMPCA client = ClientBuilder(endpointRegion);

String rootCertificate = GetCertificateAuthorityCertificate(rootCAArn, client);

String subordinateCAArn = CreateCertificateAuthority(configCA, crlConfigure,
caType, client);
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String csr = GetCertificateAuthorityCsr(subordinateCAArn, client);

String subordinateCertificateArn = IssueCertificate(rootCAArn, csr, client);

String subordinateCertificate = GetCertificate(subordinateCertificateArn,
rootCAArn, client);

ImportCertificateAuthorityCertificate(subordinateCertificate, rootCertificate,
subordinateCAArn, client);

}

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {

throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +

"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;
private static String GetCertificateAuthorityCertificate(String rootCAArn, AWSACMPCA
client) {

// ** GetCertificateAuthorityCertificate **

// Create a request object and set the certificate authority ARN,
GetCertificateAuthorityCertificateRequest getCACertificateRequest =
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new GetCertificateAuthorityCertificateRequest();
getCACertificateRequest.withCertificateAuthorityArn(rootCAAzn);

// Create a result object.
GetCertificateAuthorityCertificateResult getCACertificateResult = null;
try {

getCACertificateResult =

client.getCertificateAuthorityCertificate(getCACertificateRequest);

} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;

// Retrieve and display the certificate information.

String rootCertificate = getCACertificateResult.getCertificate();
System.out.println("Root CA Certificate / Certificate Chain:");
System.out.println(rootCertificate);

return rootCertificate;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CrlConfiguration crlConfigure, CertificateAuthorityType caType, AWSACMPCA

client) {
RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);

// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withRevocationConfiguration(revokeConfig);

createCARequest.withIdempotencyToken("1234");

createCARequest.withCertificateAuthorityType(caType);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
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} catch (InvalidPolicyException ex) {
throw ex;

} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String subordinateCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Subordinate CA Arn: " + subordinateCAArn);

return subordinateCAArn;

private static String GetCertificateAuthorityCsr(String subordinateCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(subordinateCAAzn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch(AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {
csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
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throw ex;
} catch (RequestFailedException ex) {
throw ex;

// Retrieve and display the CSR;

String csr = csrResult.getCsz();
System.out.println("Subordinate CSR:");
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the issuing CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAIn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
SubordinateCACertificate_PathLen®_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(100L);

validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Generate Baseb64 encoded Nameconstraints extension value
String base64EncodedExtValue = getNameConstraintExtensionValue();
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// Generate custom extension

CustomExtension customExtension = new CustomExtension();

customExtension.setCritical(true);

customExtension.setObjectIdentifier("2.5.29.30"); // NameConstraints Extension
0ID

customExtension.setValue(base64EncodedExtValue);

// Add custom extension to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidArgsException ex) {
throw ex;
} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String subordinateCertificateArn = issueResult.getCertificateArn();
System.out.println("Subordinate Certificate Arn: " + subordinateCertificateArn);

return subordinateCertificateArn;

@SneakyThrows
private static String getNameConstraintExtensionValue() {
// Generate Base64 encoded Nameconstraints extension value
GeneralSubtree dnsPrivate = new GeneralSubtree(new
GeneralName(GeneralName.dNSName, ".private"));
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GeneralSubtree dnsLocal = new GeneralSubtree(new GeneralName(GeneralName.dNSName,
".local"));

GeneralSubtree dnsCorp = new GeneralSubtree(new GeneralName(GeneralName.dNSName,
".corp"));

GeneralSubtree dnsSecretCorp = new GeneralSubtree(new
GeneralName(GeneralName.dNSName, ".secret.corp"));

GeneralSubtree dnsExample = new GeneralSubtree(new
GeneralName(GeneralName.dNSName, ".example.com"));

GeneralSubtree[] permittedSubTree = new GeneralSubtree[] { dnsPrivate, dnsLocal,
dnsCorp };

GeneralSubtree[] excludedSubTree = new GeneralSubtree[] { dnsSecretCorp,
dnsExample };

NameConstraints nameConstraints = new NameConstraints(permittedSubTree,
excludedSubTree);

return new String(Base64.getEncoder().encode(nameConstraints.getEncoded()));

private static String GetCertificate(String subordinateCertificateArn, String
rootCAArn, AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(subordinateCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.
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// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String subordinateCertificate = certificateResult.getCertificate();
System.out.println("Subordinate CA Certificate:");
System.out.println(subordinateCertificate);

return subordinateCertificate;

private static void ImportCertificateAuthorityCertificate(String
subordinateCertificate, String rootCertificate, String subordinateCAArn, AWSACMPCA
client) {

// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(subordinateCertificate);
importRequest.setCertificate(certByteBuffer);

ByteBuffer rootCACertByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificateChain(rootCACertByteBuffer);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(subordinateCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);
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} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {

throw ex;

} catch (InvalidArnException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {

throw ex;

} catch (RequestInProgressException ex) {

throw ex;

} catch (ConcurrentModificationException ex) {

throw ex;

} catch (RequestFailedException ex) {

}

System.out.println("Subordinate CA certificate successfully imported.");

throw ex;

System.out.println("Subordinate CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byte

[]1 bytes

string.getBytes(StandardCharsets.UTF_8);

return ByteBuffer.wrap(bytes);

£/ QC BRI ER ThRE TR
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import com.amazonaws.services.acmpca.AWSACMPCA;

import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.ApiPassthrough;

import com.amazonaws.services.acmpca.model.CustomExtension;

import com.amazonaws.services.acmpca.model.Extensions;

import com.amazonaws.services.acmpca.model.IssueCertificateRequest;
import com.amazonaws.services.acmpca.model.IssueCertificateResult;
import com.amazonaws.services.acmpca.model.SigningAlgorithm;

import com.amazonaws.services.acmpca.model.Validity;

import com.amazonaws.AmazonClientException;

import com.amazonaws.services.acmpca.model.LimitExceededException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.InvalidStateException;
import com.amazonaws.services.acmpca.model.InvalidArnException;
import com.amazonaws.services.acmpca.model.InvalidArgsException;
import com.amazonaws.services.acmpca.model.MalformedCSRException;

import org.bouncycastle.asnl.ASN1EncodableVector;

import org.bouncycastle.asnl.ASN1ObjectIdentifier;

import org.bouncycastle.asnl.DERSequence;

import org.bouncycastle.asnl.DERUTF8String;

import org.bouncycastle.asnl.x509.qualified.ETSIQCObjectIdentifiers;
import org.bouncycastle.asnl.x509.qualified.QCStatement;

import lombok.SneakyThrows;

public class IssueCertificateWithQCStatement {
private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

@SneakyThrows
private static String generateQCStatementBase64ExtValue() {
DERSequence qcTypeSeq = new DERSequence(ETSIQCObjectIdentifiers.id_etsi_qgct_web);
QCStatement qcType = new QCStatement(ETSIQCObjectIdentifiers.id_etsi_qcs_QcType,
qcTypeSeq);

ASN1EncodableVector pspAIVector = new ASNlEncodableVector(2);
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pspAIVector.add(new ASN1ObjectIdentifier("@.4.0.19495.1.3"));
pspAIVector.add(new DERUTF8String("PSP_AI"));
DERSequence pspAISeq = new DERSequence(pspAIVector);

ASN1EncodableVector pspASVector = new ASN1lEncodableVector(2);
pspASVector.add(new ASN1ObjectIdentifier("@.4.0.19495.1.1"));
pspASVector.add(new DERUTF8String("PSP_AS"));

DERSequence pspASSeq = new DERSequence(pspASVector);

ASN1EncodableVector pspPIVector = new ASNlEncodableVector(2);
pspPIVector.add(new ASN1ObjectIdentifier("@.4.0.19495.1.2"));
pspPIVector.add(new DERUTF8String("PSP_PI"));

DERSequence pspPISeq = new DERSequence(pspPIVector);

ASN1EncodableVector pspICVector = new ASNlEncodableVector(2);
pspICVector.add(new ASN1ObjectIdentifier("0.4.0.19495.1.4"));
pspICVector.add(new DERUTF8String("PSP_IC"));

DERSequence pspICSeq = new DERSequence(pspICVector);

ASN1EncodableVector pspSeqVector = new ASN1EncodableVector(4);
pspSeqVector.add(pspPISeq);

pspSeqVector.add(pspICSeq);

pspSeqVector.add(pspASSeq);

pspSeqVector.add(pspAlSeq);

DERSequence pspSeq = new DERSequence(pspSeqVector);

ASN1EncodableVector pspVector = new ASN1EncodableVector(3);
pspVector.add(pspSeq);

pspVector.add(new DERUTF8String("Your Financial Authority"));
pspVector.add(new DERUTF8String("AB-CD"));

DERSequence psp = new DERSequence(pspVector);

QCStatement qcPSP new QCStatement(new ASN1ObjectIdentifier("©.4.0.19495.2"),

psp);

DERSequence qcSeq new DERSequence(new QCStatement[] { gcType, qcPSP });

byte[] qcExtValueInBytes = qcSeq.getEncoded();

return Base64.getEncoder().encodeToString(qcExtValueInBytes);

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
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AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "us-west-2"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:region:account:" +
"certificate-authority/12345678-1234-1234-1234-123456789012");

// Specify the certificate signing request (CSR) for the certificate to be signed

and issued.
String strCSR =

B BEGIN CERTIFICATE REQUEST----- \n" +
"baseb4-encoded CSR\n" +
B END CERTIFICATE REQUEST----- \n";

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/
EndEntityCertificate_APIPassthrough/V1");

// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
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// Set the validity period for the certificate to be issued.
Validity validity = new Validity();

validity.withValue(30L);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");

// Generate Baseb64 encoded extension value for QC Statement
String base64EncodedExtValue = generateQCStatementBase64ExtValue();

// Generate custom extension

CustomExtension customExtension = new CustomExtension();

customExtension.setObjectIdentifier("1.3.6.1.5.5.7.1.3"); // QC Statement
Extension 0OID

customExtension.setValue(base64EncodedExtValue);

// Add custom extension to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customExtension));
apiPassthrough.setExtensions(extensions);
req.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult result = null;
try {

result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
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String arn = result.getCertificateArn();
System.out.println(azn);
}
}
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import lombok.SneakyThrows;
public class ProductAttestationAuthorityActivation {

public static void main(String[] args) throws Exception {
// Define the endpoint region for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g.
southeast-2"

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // CommonName
.withValue("Matter Test PAA"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.2.1") // Vendor ID
.withValue("FFF1")

);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);

// Define a CRL distribution point extension configuration

CrlDistributionPointExtensionConfiguration CDPConfigure = new
CrlDistributionPointExtensionConfiguration();

CDPConfigure.withOmitExtension(tzrue);

// Define a certificate revocation list configuration.

CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);

crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");
crlConfigure.withS30bjectAcl("BUCKET_OWNER_FULL_CONTROL");
crlConfigure.withCrlDistributionPointExtensionConfiguration(CDPConfigure);
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// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.ROOT;

// ** Execute core code samples for Root CA activation in sequence **
AWSACMPCA client ClientBuilder(endpointRegion);

String rootCAAzrn CreateCertificateAuthority(configCA, crlConfigure, CAtype,
client);

String csr = GetCertificateAuthorityCsr(rootCAArn, client);

String rootCertificateArn = IssueCertificate(rootCAArn, csr, client);

String rootCertificate = GetCertificate(rootCertificateArn, rootCAArn, client);

ImportCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;
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private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CrlConfiguration crlConfigure, CertificateAuthorityType CAtype, AWSACMPCA
client) {
RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);

// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withIdempotencyToken("123987");

createCARequest.withCertificateAuthorityType(CAtype);

createCARequest.withRevocationConfiguration(revokeConfig);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String rootCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Product Attestation Authority (PAA) Arn: " + rootCAAIn);

return rootCAArn;

private static String GetCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(rootCAAzn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
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try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;
String csr = csrResult.getCsz();
System.out.println(csr);

return csr;

@SneakyThrows

private static String generateAuthorityKeyIdentifier(final String csrPEM) {
PKCS10CertificationRequest csr = getPKCS1l@CertificationRequest(csrPEM);
SubjectPublicKeyInfo spki = csr.getSubjectPublicKeyInfo();

JcaX509ExtensionUtils extensionUtils = new JcaX509ExtensionUtils();
byte[] akiBytes =
extensionUtils.createAuthorityKeyIdentifier(spki).getEncoded();

return Base64.getEncoder().encodeToString(akiBytes);
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@SneakyThrows

private static PKCSl1l@CertificationRequest getPKCS1@CertificationRequest(final

String csrPEM) {

ByteArrayInputStream bais = new ByteArrayInputStream(csrPEM.getBytes());

PemReader pemReader = new PemReader(new InputStreamReader(bais));
PEMParser parser = new PEMParser(pemReader);
Object o = parser.readObject();
if (o instanceof PKCS1@CertificationRequest) {
return (PKCS1l@CertificationRequest) o;
}

return null;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA

client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAIn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
RootCACertificate_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(3650L);

validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Generate Base64 encoded extension value for AuthorityKeyIdentifier
String base64EncodedExtValue = generateAuthorityKeyIdentifier(csr);
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// Generate custom extension

CustomExtension customExtension = new CustomExtension();

customExtension.setObjectIdentifier("2.5.29.35"); // AuthorityKeyIdentifier
Extension 0OID

customExtension.setValue(base64EncodedExtValue);

// Add custom extension to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.

String rootCertificateArn = issueResult.getCertificateArn();

System.out.println("Product Attestation Authority (PAA) Certificate Arn: " +
rootCertificateArn);

return rootCertificateArn;
private static String GetCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();
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// Set the certificate ARN.
certificateRequest.withCertificateArn(rootCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;
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private static void ImportCertificateAuthorityCertificate(String rootCertificate,
String rootCAArn, AWSACMPCA client) {

// Create the request object and set the signed certificate, chain and CA ARN.

ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificate(certByteBuffer);

importRequest.setCertificateChain(null);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(rootCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

System.out.println("Product Attestation Authority (PAA) certificate

successfully imported.");

System.out.println("Product Attestation Authority (PAA) activated

successfully.");

}

private static ByteBuffer stringToByteBuffer(final String string) {

if (Objects.isNull(string)) {
return null;
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byte[] bytes

= string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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import com.amazonaws.services.acmpca.model.AWSACMPCAException;

import com.amazonaws.waiters.Waiter;

import com.amazonaws.waiters.WaiterParameters;

import com.amazonaws.waiters.WaiterTimedOutException;
import com.amazonaws.waiters.WaiterUnrecoverableException;

import lombok.SneakyThrows;
public class ProductAttestationIntermediateActivation {

public static void main(String[] args) throws Exception {
// Place your own Root CA ARN here.
String paaArn = "arn:aws:acm-pca:region:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012";

// Define the endpoint region for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "ap-
southeast-2"

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // CommonName
.withValue("Matter Test PAI"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.2.1") // Vendor ID
.withValue("FFF1"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.2.2") // Product ID
.withValue("8000")

);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);
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// Define a CRL distribution point extension configuration

CrlDistributionPointExtensionConfiguration CDPConfigure = new
CrlDistributionPointExtensionConfiguration();

CDPConfigure.withOmitExtension(tzrue);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");
crlConfigure.withS30bjectAcl("BUCKET_OWNER_FULL_CONTROL");
crlConfigure.withCrlDistributionPointConfiguration(CDPConfigure);

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.SUBORDINATE;

// ** Execute core code samples for Subordinate CA activation in sequence **

AWSACMPCA client = ClientBuilder(endpointRegion);

String rootCertificate = GetCertificateAuthorityCertificate(paaArn, client);

String subordinateCAArn = CreateCertificateAuthority(configCA, crlConfigure,
CAtype, client);

String csr = GetCertificateAuthorityCsr(subordinateCAArn, client);

String subordinateCertificateArn = IssueCertificate(paaArn, csr, client);

String subordinateCertificate = GetCertificate(subordinateCertificateArn,
paaArn, client);

ImportCertificateAuthorityCertificate(subordinateCertificate, rootCertificate,
subordinateCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);
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}

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String GetCertificateAuthorityCertificate(String rootCAArn,
AWSACMPCA client) {
// ** GetCertificateAuthorityCertificate **

// Create a request object and set the certificate authority ARN,
GetCertificateAuthorityCertificateRequest getCACertificateRequest =
new GetCertificateAuthorityCertificateRequest();
getCACertificateRequest.withCertificateAuthorityArn(rootCAAzrn);

// Create a result object.
GetCertificateAuthorityCertificateResult getCACertificateResult = null;
try {

getCACertificateResult =

client.getCertificateAuthorityCertificate(getCACertificateRequest);

} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;

// Retrieve and display the certificate information.

String rootCertificate = getCACertificateResult.getCertificate();

System.out.println("Product Attestation Authority (PAA) Certificate /
Certificate Chain:");

System.out.println(rootCertificate);
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return rootCertificate;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CrlConfiguration crlConfigure, CertificateAuthorityType CAtype, AWSACMPCA
client) {
RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);

// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withIdempotencyToken("123987");

createCARequest.withCertificateAuthorityType(CAtype);

createCARequest.withRevocationConfiguration(revokeConfig);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.

String subordinateCAArn = createCAResult.getCertificateAuthorityArn();

System.out.println("Product Attestation Intermediate (PAI) Arn: " +
subordinateCAArn);

return subordinateCAAzn;
private static String GetCertificateAuthorityCsr(String subordinateCAArn, AWSACMPCA
client) {
// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();
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csrRequest.withCertificateAuthorityArn(subordinateCAArn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch(AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;

String csr = csrResult.getCsz();
System.out.println("Subordinate CSR:");
System.out.println(csr);

return csr;
private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();
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// Set the issuing CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAzn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
BlankSubordinateCACertificate_PathLen@_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(730L); // Approximately two years
validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

ApiPassthrough apiPassthrough = new ApiPassthrough();

// Generate Base64 encoded extension value for ExtendedKeyUsage
String base64EncodedKUValue = generateKeyUsageValue();

// Generate custom extension

CustomExtension customKeyUsageExtension = new CustomExtension();
customKeyUsageExtension.setObjectIdentifier("2.5.29.15");
customKeyUsageExtension.setValue(base64EncodedKUValue);
customKeyUsageExtension.setCritical(true);

// Set KeyUsage extension to api passthrough

Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.asList(customKeyUsageExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {
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throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.

String subordinateCertificateArn = issueResult.getCertificateArn();

System.out.println("Subordinate Certificate Arn: " +
subordinateCertificateArn);

return subordinateCertificateArn;

@SneakyThrows
private static String generateKeyUsageValue() {
KeyUsage keyUsage = new KeyUsage(X509KeyUsage.keyCertSign |
X509KeyUsage.cRLSign);
byte[] kuBytes = keyUsage.getEncoded();
return Base64.getEncoder().encodeToString(kuBytes);

private static String GetCertificate(String subordinateCertificateArn, String
rootCAArn, AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(subordinateCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();
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try {
getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String subordinateCertificate = certificateResult.getCertificate();
System.out.println("Subordinate CA Certificate:");
System.out.println(subordinateCertificate);

return subordinateCertificate;
private static void ImportCertificateAuthorityCertificate(String
subordinateCertificate, String rootCertificate, String subordinateCAArn, AWSACMPCA
client) {
// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =

new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(subordinateCertificate);
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importRequest.setCertificate(certByteBuffer);

ByteBuffer rootCACertByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificateChain(rootCACertByteBuffer);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(subordinateCAAxn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

}

System.out.println("Product Attestation Intermediate (PAI) certificate
successfully imported.");

System.out.println("Product Attestation Intermediate (PAI) activated
successfully.");

}

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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com.amazonaws.services.acmpca.model.ResourceNotFoundException;
com.amazonaws.services.acmpca.model.InvalidStateException;
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class IssueDeviceAttestationCertificate {
lic static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

eakyThrows

vate static String generateKeyUsageValue() {

KeyUsage keyUsage = new KeyUsage(X509KeyUsage.digitalSignature);
byte[] kuBytes = keyUsage.getEncoded();

return Baseb64.getEncoder().encodeToString(kuBytes);

lic static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException('"Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "ap-
ast-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
zonaws.com/";
EndpointConfiguration endpoint =
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new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:region:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012");

// Specify the certificate signing request (CSR) for the certificate to be signed
and issued.
String strCSR =

Mmoo BEGIN CERTIFICATE REQUEST----- \n" +
"baseb4-encoded certificate\n" +
Mmoo END CERTIFICATE REQUEST----- \n";

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/
BlankEndEntityCertificate_CriticalBasicConstraints_APIPassthrough/V1");

// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();

validity.withValue(10L);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.3")
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.withValue("Matter Test DAC 0001"),

new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.2.1")
.withValue("FFF1"),

new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.2.2")
.withValue("8000")

I

// Define a cert subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

ApiPassthrough apiPassthrough = new ApiPassthrough();
apiPassthrough.setSubject(subject);

// Generate Base64 encoded extension value for ExtendedKeyUsage
String base64EncodedKUValue = generateKeyUsageValue();

// Generate custom extension

CustomExtension customKeyUsageExtension = new CustomExtension();

customKeyUsageExtension.setObjectIdentifier("2.5.29.15"); // KeyUsage Extension
0ID

customKeyUsageExtension.setValue(base64EncodedKUValue);

customKeyUsageExtension.setCritical(true);

Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.asList(customKeyUsageExtension));
apiPassthrough.setExtensions(extensions);
req.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult result = null;
try {
result = client.issueCertificate(req);
} catch (LimitExceededException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidArgsException ex) {
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throw ex;
} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(azn);
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package com.amazonaws.samples.matter;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.samples.GetCertificateAuthorityCertificate;

import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;
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import com.amazonaws.services.acmpca.model.MalformedCSRException;
import com.amazonaws.services.acmpca.model.RequestFailedException;
import com.amazonaws.services.acmpca.model.RequestInProgressException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.RevocationConfiguration;
import com.amazonaws.services.acmpca.model.AWSACMPCAException;

import com.amazonaws.waiters.Waiter;

import com.amazonaws.waiters.WaiterParameters;

import com.amazonaws.waiters.WaiterTimedOutException;
import com.amazonaws.waiters.WaiterUnrecoverableException;

import org.bouncycastle.asnl.x509.SubjectPublicKeyInfo;
import org.bouncycastle.cert.jcajce.JcaX509ExtensionUtils;
import org.bouncycastle.openssl.PEMParser;

import org.bouncycastle.pkcs.PKCS10CertificationRequest;
import org.bouncycastle.util.io.pem.PemReader;

import lombok.SneakyThrows;

public class RootCAActivation {
public static void main(String[] args) throws Exception {
// Define the endpoint region for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "ap-
southeast-2"

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.1.4")
.withValue("CACACACAQQ000001")

);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);
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// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.ROOT;

// ** Execute core code samples for Root CA activation in sequence **
AWSACMPCA client ClientBuilder(endpointRegion);

String rootCAAzrn CreateCertificateAuthority(configCA, CAtype, client);

String csr = GetCertificateAuthorityCsr(rootCAArn, client);

String rootCertificateArn = IssueCertificate(rootCAArn, csr, client);

String rootCertificate = GetCertificate(rootCertificateArn, rootCAArn, client);
ImportCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CertificateAuthorityType CAtype, AWSACMPCA client) {
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// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withIdempotencyToken("123987");

createCARequest.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String rootCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Root CA Arn: " + rootCAAzn);

return rootCAArn;

private static String GetCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
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} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;
String csr = csrResult.getCsz();
System.out.println(csr);

return csr;

@SneakyThrows

private static String generateAuthorityKeyIdentifier(final String csrPEM) {
PKCS1@CertificationRequest csr = getPKCS1@CertificationRequest(csrPEM);
SubjectPublicKeyInfo spki = csr.getSubjectPublicKeyInfo();

JcaX509ExtensionUtils extensionUtils = new JcaX509ExtensionUtils();
byte[] akiBytes =
extensionUtils.createAuthorityKeyIdentifier(spki).getEncoded();

return Baseb64.getEncoder().encodeToString(akiBytes);

@SneakyThrows
private static PKCS1l@CertificationRequest getPKCS1@CertificationRequest(final
String csrPEM) {
ByteArrayInputStream bais = new ByteArrayInputStream(csrPEM.getBytes());
PemReader pemReader = new PemReader(new InputStreamReader(bais));
PEMParser parser = new PEMParser(pemReader);
Object o = parser.readObject();
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if (o instanceof PKCS1@CertificationRequest) {
return (PKCS1l@CertificationRequest) o;
}

return null;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAzn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
RootCACertificate_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(3650L);

validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Generate Base64 encoded extension value for AuthorityKeyIdentifier
String base64EncodedExtValue = generateAuthorityKeyIdentifier(csr);

// Generate custom extension

CustomExtension customExtension = new CustomExtension();

customExtension.setObjectIdentifier("2.5.29.35"); // AuthorityKeyIdentifier
Extension OID

customExtension.setValue(base64EncodedExtValue);

// Add custom extension to api-passthrough
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ApiPassthrough apiPassthrough = new ApiPassthrough();
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidArgsException ex) {
throw ex;
} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String rootCertificateArn = issueResult.getCertificateArn();
System.out.println("Root Certificate Arn: " + rootCertificateArn);

return rootCertificateArn;
private static String GetCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(rootCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
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private static void ImportCertificateAuthorityCertificate(String

String

Waiter<GetCertificateRequest> getCertificateWaiter =
waiters().certificateIssued();
try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));

} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.

String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;

rootCAArn, AWSACMPCA client) {

rootCertificate,

// Create the request object and set the signed certificate, chain and CA ARN.

ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);
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importRequest.setCertificate(certByteBuffer);

importRequest.setCertificateChain(null);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(rootCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

System.out.println("Root CA certificate successfully imported.");
System.out.println("Root CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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public class IntermediateCAActivation {

public static void main(String[] args) throws Exception {
// Place your own Root CA ARN here.
String rootCAArn = "arn:aws:acm-pca:region:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012";

// Define the endpoint region for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "ap-
southeast-2"

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.1.3")
.withValue("CACACACAQQ000003")

);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.SUBORDINATE;

// ** Execute core code samples for Subordinate CA activation in sequence **

AWSACMPCA client = ClientBuilder(endpointRegion);

String rootCertificate = GetCertificateAuthorityCertificate(rootCAArn, client);

String subordinateCAArn = CreateCertificateAuthority(configCA, CAtype, client);

String csr = GetCertificateAuthorityCsr(subordinateCAArn, client);

String subordinateCertificateArn = IssueCertificate(rootCAArn, csr, client);

String subordinateCertificate = GetCertificate(subordinateCertificateArn,
rootCAArn, client);

ImportCertificateAuthorityCertificate(subordinateCertificate, rootCertificate,
subordinateCAArn, client);

RERIRERRE (NOC) BUAK#R CA MRS latest 159



AWS FAE R EHE N &5
3

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Get your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String GetCertificateAuthorityCertificate(String rootCAArn,
AWSACMPCA client) {

// ** GetCertificateAuthorityCertificate **

// Create a request object and set the certificate authority ARN,
GetCertificateAuthorityCertificateRequest getCACertificateRequest =
new GetCertificateAuthorityCertificateRequest();
getCACertificateRequest.withCertificateAuthorityArn(rootCAAzn);

// Create a result object.
GetCertificateAuthorityCertificateResult getCACertificateResult = null;
try {
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getCACertificateResult =
client.getCertificateAuthorityCertificate(getCACertificateRequest);

} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;

// Get and display the certificate information.

String rootCertificate = getCACertificateResult.getCertificate();
System.out.println("Root CA Certificate / Certificate Chain:");
System.out.println(rootCertificate);

return rootCertificate;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CertificateAuthorityType CAtype, AWSACMPCA client) {
// Create the request object.
CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();
createCARequest.withCertificateAuthorityConfiguration(configCA);
createCARequest.withIdempotencyToken("123987");
createCARequest.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String subordinateCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Subordinate CA Arn: " + subordinateCAAzn);

return subordinateCAAzn;
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}

private static String GetCertificateAuthorityCsr(String subordinateCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.
GetCertificateAuthorityCsrRequest csrRequest = new

GetCertificateAuthorityCsrRequest();

client.

csrRequest.withCertificateAuthorityArn(subordinateCAArn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch(AWSACMPCAException e) {
//Unexpected service exception.

// Get the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {
csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;

// Get and display the CSR;

String csr = csrResult.getCsz();
System.out.println("Subordinate CSR:");
System.out.println(csr);

return csr;
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private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the issuing CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAzn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
BlankSubordinateCACertificate_PathLen@_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(730L); // Approximately two years
validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

ApiPassthrough apiPassthrough = new ApiPassthrough();

// Generate base64 encoded extension value for ExtendedKeyUsage
String base64EncodedKUValue = generateKeyUsageValue();

// Generate custom extension

CustomExtension customKeyUsageExtension = new CustomExtension();
customKeyUsageExtension.setObjectIdentifier("2.5.29.15");
customKeyUsageExtension.setValue(base64EncodedKUValue);
customKeyUsageExtension.setCritical(true);

// Set KeyUsage extension to api passthrough
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.asList(customKeyUsageExtension));
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apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Get and display the certificate ARN.

String subordinateCertificateArn = issueResult.getCertificateArn();

System.out.println("Subordinate Certificate Arn: " +
subordinateCertificateArn);

return subordinateCertificateArn;

@SneakyThrows
private static String generateKeyUsageValue() {
KeyUsage keyUsage = new KeyUsage(X509KeyUsage.keyCertSign |
X509KeyUsage.cRLSign);
byte[] kuBytes = keyUsage.getEncoded();
return Base64.getEncoder().encodeToString(kuBytes);

private static String GetCertificate(String subordinateCertificateArn, String

rootCAArn, AWSACMPCA client) {

// Create a request object.

GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
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client.

certificateRequest.withCertificateArn(subordinateCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
waiters().certificateIssued();
try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Get the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String subordinateCertificate = certificateResult.getCertificate();
System.out.println("Subordinate CA Certificate:");
System.out.println(subordinateCertificate);

return subordinateCertificate;
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private static void ImportCertificateAuthorityCertificate(String
subordinateCertificate, String rootCertificate, String subordinateCAArn, AWSACMPCA
client) {

// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(subordinateCertificate);
importRequest.setCertificate(certByteBuffer);

ByteBuffer rootCACertByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificateChain(rootCACertByteBuffer);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(subordinateCAAzrn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

}

System.out.println("Subordinate CA certificate successfully imported.");
System.out.println("Subordinate CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
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return ByteBuffer.wrap(bytes);

B EEIRERE (NOC)
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import com.amazonaws.services.acmpca.model.Validity;

import com.amazonaws.AmazonClientException;

import com.amazonaws.services.acmpca.model.LimitExceededException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.InvalidStateException;
import com.amazonaws.services.acmpca.model.InvalidArnException;
import com.amazonaws.services.acmpca.model.InvalidArgsException;
import com.amazonaws.services.acmpca.model.MalformedCSRException;

import org.bouncycastle.asnl.x509.ExtendedKeyUsage;
import org.bouncycastle.asnl.x509.KeyPurposeld;
import org.bouncycastle.asnl.x509.KeyUsage;

import org.bouncycastle.jce.X509KeyUsage;

import lombok.SneakyThrows;

public class IssueNodeOperatingCertificate {
public static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

@SneakyThrows
private static String generateExtendedKeyUsageValue() {
KeyPurposeId[] keyPurposelds = new KeyPurposeId[]

{ KeyPurposeld.id_kp_clientAuth, KeyPurposeld.id_kp_serverAuth };
ExtendedKeyUsage eku = new ExtendedKeyUsage(keyPurposelds);
byte[] ekuBytes = eku.getEncoded();
return Base64.getEncoder().encodeToString(ekuBytes);

@SneakyThrows

private static String generateKeyUsageValue() {
KeyUsage keyUsage = new KeyUsage(X509KeyUsage.digitalSignature);
byte[] kuBytes = keyUsage.getEncoded();
return Base64.getEncoder().encodeToString(kuBytes);

public static void main(String[] args) throws Exception {
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "ap-
southeast-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:region:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012");

// Specify the certificate signing request (CSR) for the certificate to be signed
and issued.
String strCSR =

B BEGIN CERTIFICATE REQUEST----- \n" +
"baseb4-encoded certificate\n" +
B END CERTIFICATE REQUEST----- \n";

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/

BlankEndEntityCertificate_CriticalBasicConstraints_APIPassthrough/V1");

// Set the signing algorithm.
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req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();

validity.withValue(10L);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.1.1")
.withValue("DEDEDEDE®Q0010001"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.1.5")
.withValue("FAB0000O000000QQ1D")

);

// Define a cert subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

ApiPassthrough apiPassthrough = new ApiPassthrough();
apiPassthrough.setSubject(subject);

// Generate Base64 encoded extension value for ExtendedKeyUsage
String base64EncodedKUValue = generateKeyUsageValue();

// Generate custom extension

CustomExtension customKeyUsageExtension = new CustomExtension();
customKeyUsageExtension.setObjectIdentifier("2.5.29.15");
customKeyUsageExtension.setValue(base64EncodedKUValue);
customKeyUsageExtension.setCritical(true);

// Generate Base64 encoded extension value for ExtendedKeyUsage
String base64EncodedEKUValue = generateExtendedKeyUsageValue();

CustomExtension customExtendedKeyUsageExtension = new CustomExtension();

customExtendedKeyUsageExtension.setObjectIdentifier("2.5.29.37"); //
ExtendedKeyUsage Extension OID

customExtendedKeyUsageExtension.setValue(base64EncodedEKUValue);
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customExtendedKeyUsageExtension.setCritical(true);

// Set KeyUsage and ExtendedKeyUsage extension to api-passthrough

Extensions extensions = new Extensions();

extensions.setCustomExtensions(Arrays.aslList(customKeyUsageExtension,

customExtendedKeyUsageExtension));
apiPassthrough.setExtensions(extensions);
req.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult result = null;
try {

result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(azrn);
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 ImportCertificateAuthorityCertificate

package com.amazonaws.samples.mdl;

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.ASN1Subject;

import com.amazonaws.services.acmpca.model.ApiPassthrough;

import com.amazonaws.services.acmpca.model.CertificateAuthorityConfiguration;
import com.amazonaws.services.acmpca.model.CertificateAuthorityType;

import com.amazonaws.services.acmpca.model.CreateCertificateAuthorityResult;
import com.amazonaws.services.acmpca.model.CreateCertificateAuthorityRequest;
import com.amazonaws.services.acmpca.model.CustomExtension;

import com.amazonaws.services.acmpca.model.Extensions;
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import org.bouncycastle.asnl.x509.KeyUsage;
import org.bouncycastle.jce.X509KeyUsage;

import lombok.SneakyThrows;

public class IssuingAuthorityCertificateAuthorityActivation {
public static void main(String[] args) throws Exception {
// Define the endpoint region for your sample.
String endpointRegion = null; // Substitute your region here, e.g. "ap-
southeast-2"
if (endpointRegion == null) throw new Exception("Region cannot be null");

// Define a CA subject.
ASN1Subject subject = new ASN1Subject()
.withCountry("US") // mDL spec requires ISO 3166-1-alpha-2 country code
e.g. "US"
.withCommonName("mDL Test IACA");

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new
CertificateAuthorityConfiguration()
.withKeyAlgorithm(KeyAlgorithm.EC_prime256v1)
.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA)
.withSubject(subject);

// Define a certificate authority type
CertificateAuthorityType CAType = CertificateAuthorityType.ROOT;

// Execute core code samples for Root CA activation in sequence

AWSACMPCA client = buildClient(endpointRegion);

String rootCAArn = createCertificateAuthority(configCA, CAType, client);

String csr = getCertificateAuthorityCsr(rootCAArn, client);

String rootCertificateArn = issueCertificate(rootCAArn, csr, client);

String rootCertificate = getCertificate(rootCertificateArn, rootCAArn, client);
importCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA buildClient(String endpointRegion) {
// Get your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
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throw new AmazonClientException("Cannot load your credentials from disk",
@))7

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withRegion(endpointRegion)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String createCertificateAuthority(CertificateAuthorityConfiguration
configCA, CertificateAuthorityType CAtype, AWSACMPCA client) {
// Create the request object.
CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest()
.withCertificateAuthorityConfiguration(configCA)
.withIdempotencyToken("123987")
.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Get the ARN of the private CA.

String rootCAArn = createCAResult.getCertificateAuthorityArn();

System.out.println("Issuing Authority Certificate Authority (IACA) Arn: " +
rootCAAIn);

return rootCAArn;

private static String getCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {
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// Create the CSR request object and set the CA ARN.
GetCertificateAuthorityCsrRequest csrRequest = new

GetCertificateAuthorityCsrRequest()

client.

.withCertificateAuthorityArn(rootCAAzIn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
// Explicit short circuit when the recourse transitions into
// an undesired state.
} catch (WaiterTimedOutException e) {

// Failed to transition into desired state even after polling.

} catch (AWSACMPCAException e) {
// Unexpected service exception.

// Get the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {
csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;

// Get and display the CSR;
String csr = csrResult.getCsz();
System.out.println("CSR:");
System.out.println(csr);

return csr;

@SneakyThrows
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private static String issueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

IssueCertificateRequest issueRequest = new IssueCertificateRequest()
.withCertificateAuthorityArn(rootCAAzn)
.withTemplateArn("arn:aws:acm-pca:::template/

BlankRootCACertificate_PathLen@_APIPassthrough/V1")
.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA)
.withIdempotencyToken("1234");

// Set the CSR.
ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity()

.withValue(3650L)

.withType("DAYS");
issueRequest.setValidity(validity);

// Generate base64 encoded extension value for KeyUsage

KeyUsage keyUsage = new KeyUsage(X509KeyUsage.keyCertSign +
X509KeyUsage.cRLSign);

byte[] kuBytes = keyUsage.getEncoded();

String base64EncodedKUValue = Baseb64.getEncoder().encodeToString(kuBytes);

CustomExtension keyUsageCustomExtension = new CustomExtension()
.withObjectIdentifier("2.5.29.15") // KeyUsage Extension OID
.withValue(base64EncodedKUValue)

.withCritical(true);

// Generate base64 encoded extension value for IssuerAlternativeName

GeneralNames issuerAlternativeName = new GeneralNames(new
GeneralName(GeneralName.uniformResourceIdentifier, "https://issuer-alternative-
name.com"));

String base64EncodedIANValue =
Baseb4.getEncoder().encodeToString(issuerAlternativeName.getEncoded());

CustomExtension ianCustomExtension = new CustomExtension()
.withValue(base64EncodedIANValue)

.withObjectIdentifier("2.5.29.18"); // IssuerAlternativeName Extension
0ID

// Generate base64 encoded extension value for CRLDistributionPoint
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CRLDistPoint crlDistPoint = new CRLDistPoint(new DistributionPoint[]{new
DistributionPoint(new DistributionPointName(
new GeneralNames(new GeneralName(GeneralName.uniformResourceldentifier,
"dummycrl.crl"))), null, null)});
String base64EncodedCDPValue =
Baseb4.getEncoder().encodeToString(crlDistPoint.getEncoded());

CustomExtension cdpCustomExtension = new CustomExtension()
.withValue(base64EncodedCDPValue)
.withObjectIdentifier("2.5.29.31"); // CRLDistributionPoint Extension
0ID

// Add custom extension to api-passthrough
Extensions extensions = new Extensions()
.withCustomExtensions(Arrays.asList(keyUsageCustomExtension,
ianCustomExtension, cdpCustomExtension));
ApiPassthrough apiPassthrough = new ApiPassthrough()
.withExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Get and display the certificate ARN.
String rootCertificateArn = issueResult.getCertificateArn();
System.out.println("mDL IACA Certificate Arn: " + rootCertificateArn);

return rootCertificateArn;
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private static String getCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

client.

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest()

.withCertificateArn(rootCertificateArn)
.withCertificateAuthorityArn(rootCAAzn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//
//

Explicit short circuit when the recourse transitions into
an undesired state.

} catch (WaiterTimedOutException e) {

//

Failed to transition into desired state even after polling.

} catch (AWSACMPCAException e) {

//

// Get

Unexpected service exception.

the certificate and certificate chain.

GetCertificateResult certificateResult = null;

try {

certificateResult = client.getCertificate(certificateRequest);

} catch (RequestInProgressException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

// Get
String
System.

return

the certificate and certificate chain and display the result.
rootCertificate = certificateResult.getCertificate();
out.println(rootCertificate);

rootCertificate;
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}

private static void importCertificateAuthorityCertificate(String rootCertificate,
String rootCAArn, AWSACMPCA client) {

// Create the request object and set the signed certificate, chain and CA ARN.

ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest()
.withCertificateChain(null)
.withCertificateAuthorityArn(rootCAAzn);

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificate(certByteBuffer);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

System.out.println("Root CA certificate successfully imported.");
System.out.println("Root CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {

if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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package com.amazonaws.samples.mdl;

import
import
import

import
import
import
import
import

import
import

import
import
import
import
import
import
import
import
import

import
import
import

com.amazonaws.auth.AWSCredentials;
com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.auth.AWSStaticCredentialsProvider;

java.
java.
java.
java.
java.

com.
com.

com.
com.
com.
com.
com.
com.
com.
com.
com.

com.
com.
com.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws
amazonaws.
amazonaws

nio.ByteBuffer;
nio.charset.StandardCharsets;
util.Arrays;
util.Baseb64;
util.Objects;

services.
services.

services

services.
services.
services.
services.

services

services.

acmpca
acmpca

.acmpca
services.

acmpca
acmpca
acmpca
acmpca
acmpca

.acmpca
services.

acmpca
acmpca

.AWSACMPCA;
.AWSACMPCAClientBuilder;

.model.ASN1Subject;
.model.ApiPassthrough;
.model.ExtendedKeyUsage;
.model.CustomExtension;
.model.Extensions;
.model.IssueCertificateRequest;
.model.IssueCertificateResult;
.model.SigningAlgorithm;
.model.Validity;

.AmazonClientException;

services.acmpca.model.LimitExceededException;

.services.acmpca.model.ResourceNotFoundException;
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import com.amazonaws.services.acmpca.model.InvalidStateException;
import com.amazonaws.services.acmpca.model.InvalidArnException;

import com.amazonaws.services.acmpca.model.InvalidArgsException;
import com.amazonaws.services.acmpca.model.MalformedCSRException;

import org.bouncycastle.asnl.x509.GeneralNames;

import org.bouncycastle.asnl.x509.GeneralName;

import org.bouncycastle.asnl.x509.CRLDistPoint;

import org.bouncycastle.asnl.x509.DistributionPoint;
import org.bouncycastle.asnl.x509.DistributionPointName;
import org.bouncycastle.asnl.x509.KeyUsage;

import org.bouncycastle.jce.X509KeyUsage;

public class IssueDocumentSignerCertificate {
public static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

public static void main(String[] args) throws Exception {

// Get your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk",
e);

// Create a client that you can use to make requests.

String endpointRegion = null; // Substitute your region here, e.g. "ap-
southeast-2"

if (endpointRegion == null) throw new Exception("Region cannot be null");

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withRegion(endpointRegion)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

BIAIXHHEEERE MR latest 182



AWS B BEREEN EREES

// Create a certificate request:

String caArn = null;

if (caArn == null) throw new Exception("Certificate authority ARN cannot be
null");

IssueCertificateRequest req = new IssueCertificateRequest()
.withCertificateAuthorityArn(caAzrn)
.withTemplateArn("arn:aws:acm-pca:::template/

BlankEndEntityCertificate_APIPassthrough/V1")
.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA)
.withIdempotencyToken("1234");

// Specify the certificate signing request (CSR) for the certificate to be
signed and issued.

// Format: "----- BEGIN CERTIFICATE REQUEST----- \n" +
// "baseb4-encoded certificate\n" +
// Mmoo END CERTIFICATE REQUEST----- \n";

String strCSR = null;
if (strCSR == null) throw new Exception("CSR string cannot be null");

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity()

.withValue(365L)

.withType("DAYS");
req.setValidity(validity);

// Define a cert subject.
ASN1Subject subject = new ASN1Subject()
.withCountry("US") // mDL spec requires ISO 3166-1-alpha-2 country code
e.g. "us"
.withCommonName("mDL Test DS");

ApiPassthrough apiPassthrough = new ApiPassthrough()
.withSubject(subject);

// Generate base64 encoded extension value for KeyUsage

KeyUsage keyUsage = new KeyUsage(X509KeyUsage.digitalSignature);

byte[] kuBytes = keyUsage.getEncoded();

String base64EncodedKUValue = Baseb64.getEncoder().encodeToString(kuBytes);

CustomExtension customKeyUsageExtension = new CustomExtension()
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.withObjectIdentifier("2.5.29.15") // KeyUsage Extension OID
.withValue(base64EncodedKUValue)
.withCritical(true);

// Generate base64 encoded extension value for IssuerAlternativeName

GeneralNames issuerAlternativeName = new GeneralNames(new
GeneralName(GeneralName.uniformResourceIdentifier, "https://issuer-alternative-
name.com"));

String base64EncodedIANValue =
Baseb4.getEncoder().encodeToString(issuerAlternativeName.getEncoded());

CustomExtension ianCustomExtension = new CustomExtension()
.withValue(base64EncodedIANValue)
.withObjectIdentifier("2.5.29.18"); // IssuerAlternativeName Extension
0ID

// Generate base64 encoded extension value for CRLDistributionPoint
CRLDistPoint crlDistPoint = new CRLDistPoint(new DistributionPoint[]{new
DistributionPoint(new DistributionPointName(
new GeneralNames(new GeneralName(GeneralName.uniformResourcelIdentifier,
"dummycrl.crl"))), null, null)});
String base64EncodedCDPValue =
Base64.getEncoder().encodeToString(crlDistPoint.getEncoded());

CustomExtension cdpCustomExtension = new CustomExtension()
.withValue(base64EncodedCDPValue)
.withObjectIdentifier("2.5.29.31"); // CRLDistributionPoint Extension
0ID

// Generate EKU
ExtendedKeyUsage eku = new ExtendedKeyUsage()
.withExtendedKeyUsageObjectIdentifier("1.0.18013.5.1.2"); // EKU value
reserved for mDL DS

// Set KeyUsage, ExtendedKeyUsage, IssuerAlternativeName, CRL Distribution
Point extensions to api-passthrough
Extensions extensions = new Extensions()
.withCustomExtensions(Arrays.asList(customKeyUsageExtension,
ianCustomExtension, cdpCustomExtension))
.withExtendedKeyUsage(Arrays.asList(eku));
apiPassthrough.setExtensions(extensions);
req.setApiPassthrough(apiPassthrough);

// Issue the certificate.
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IssueCertificateResult result = null;
try {

result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Get and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println("mDL DS Certificate Arn: " + arn);
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CA BRAEBEENENBHRNERHAE. E CABERBHE , £ CA BB HRM CA EERE BT
M BEHE RN, BHUFELETRE , iR CA BRIBH.

BEANHE

X.509 BEMNEME , RL4ENELXABERV. HRERT CAREBRIUREENKEHE
BRTHEZN). RBEREREREEN , SREBERFNANRHE, )

AWS #,58 CA #1 AWS Certificate Manager B ERBEREE , ST HIRFIFIR -

- B EENERE , HENHME AWS 748 CA X EPRRERRTREN CA BRHME. RAUER , 7
CAMKRGERBENEXNHBTHEEBERERH, EXMEH IssueCertificate API RETAM
HBERASENR CAW CA BESLRE,

- B BITNEENERE AWS Certificate Manager (ACM EXFAESBHNER ) WEXRHA 13 EA
(395X ), ACM EEHELBENENER, MBELMFER AWS F4F CA BEERITER , £ LLE
EEmE3EE.

TEERERERHEN —KERE. BREENENIESRR  KrERBIMEEEE , MAR CANE
MPEEEINVAERE 2B,

ROOT Subordinate 1 Subordinate 2
Validity: 10 years Validity: 5 years | Validity: 2 years
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-acmpca-certificateauthority.html#aws-resource-acmpca-certificateauthority--examples

AWS A B R EREL A% ER
HEIERE CARRER , FHE CA BRNRELMBEY, fEER T RFRERERENAMELEMBERGD
‘IS,

RinBRER

RinERBREEAEANEARFNENH. BEETNENBY  TEBRRLATRERNERR , §
BRVERBRNEE, AN, EENERAPEARLFRERN. FEEBENVESIBNERE | B
REEEHEFER,

NMREFEREMFER , Lo BAACERARGRERBI CTREENRDEE, ENRBEXEBEHRM
SEBE. BEEEENERE , URBBEERERBEERRE <HFIRNEE.

EIB ACM BT RIHEERBINERERT™A 13HEA (395 X ) . £ F AWS 48 CA |, BRI LUE
H IssueCertificate API REATEMENHE , REH/PREIT CA NENEBEEIT,

X#® CA BE

Rk CA BENBXYE A BRLLEBTHBRERSZ. CARRARMNREFHE , RERT
FAF CA BEIRKERBEN I HME, flW, BREEMERBHRN CARE (1R CA M —EXR
CA). MRERERTEMBRA-—FNRFERER , BULUERIRET CALEmBHRA=ZF, &
= FIRHK CA BRENFARENME AWS FAH CA, Kk CA BEWUETHNRR CA BENERTE
TRE,

R CABRNEBESXERME PK (AEEREMERE) , WEREEHMAAEEKEN A FmERERFENZ
EREETHE. "ERRERERERE A LRZIARBIZERRNERYE. REBFHN AWS 7
B CAFERER 10 Fo

EIE CA 8
EEMES R ATLUEE CA &% : LEN CA , REAF A RHE ST CA,
A E CA

HENNRE CA, BUHEYHHN CA, ARRHBEEMENR CA, & , BRATNRHHN CA LB
o

*H CARITHEBR  EAW CAHEKE. BEUFMN CAR , EBRTLERE CA , U IEHBITHAE
#H, FAR B CAXEHBENR CARITHERR  WRREAERM , ©2HEEIE OCSP /A
HHIEFE (CRLs) BREEBE, E CARENRR—FEBIIHE , SR ATLMERERN CA, &AL
A CABRTHMAEREELERERE , MBS BTN REMCBH. NRE CARBXRKCA,

B CA 28 MRS latest 195
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BB BEMRELRB CA, RARMR CABEAR CARRREZMBEH. B , FRABEREER
RN EER CA, RERESERENBEBRT , BB BRAHIFRR CA.

AWS B2 EHREEL CANBRBPEE CASEERBTT. il , BEREKE-—RKCATREAR
"Corporate Root CAy » EEREVE_R CAK , FSH®ESA "Corporate Root CA G2, ., EER
BENmEEs , BHREBREME CA HRBEAREELRE.

ERBEN CARESE , RASRE CANALESR, BELEESRE CAZRNREEK. WEN
BREZETREAREKEL | BITHZBREN CA , EREREHETHE.

® Note

WMREHUR CA |, RIESEBIVEIR ACM BITHABRBRE. WREMLR ACM EITRTNEL ,
AIXAE#EIT CARE , LR CA LGB,

EWMBITE CA

ECAREBHE , Z-—EBEREEMENNGEZRERANVBY A BEHRRT CABRE. ENMRITS
REFA CAPREN  YREFRAVAENLBER, FLHRGP , CARTHRABEENRBHY
MKRRERERRESRIEAN , EEBHAL. FNERBTHALBENTESPEH. EEAENRT
RUBRERH CA , BEEPEN —MREEEFZE CA BE,

(® Note

BEMESBEAEKEN CA, MAREFRTEE , AABRENNSRUTESLZLE
2,

s CA

BRI LUEIBHER CA WEMRBRE KA CA. ELEAMLEIEE CA RITHMAERRE. HEEASER
OCSP & CRL Z &g A Fin. AAELBERBEMARTHRKERNER CA BRE , T EXH
$5 CA B,

MEEH AWS FAF CA BREMIE S E

ERER REIFE PKI B AWS 308 CA | BZRNARELTBERLERMEECRITBIENER , §
NMERMNLEERLAMAE., LAENERSZRCAENBRRIRESEHE. EHEESEERE
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WiBH , NRRRABEN  BEEFEE  RARRE PEEREN , ANEBMHMAREHER.
AEIRE AWS FoH CA EFIVHEEER , aFABNREER,

SHRBHTENTF LR ER LBRREBABE (OCSP), BREMIFEE CRLs) HME,

® Note
MBHREREEHBNIBERTEN CA , B LEREEETHRE, NMEFMER
FEHFAE CA AWS B REZREENL,

s
¢
&
A

- REBRAREEARGBE (OCSP)

AWS A5 CA Rt2 2% OCSP SR AR , BAREBERCRE  MEFTEEATREERR
W, BEETLAER AWS FAF CA £# A, API, CLI &R , BEBE—REEHNRIREN CAs L
FtF OCSP CloudFormation, ##R CRLsTFEMEinEt EIWH#ITRE , M B TEEiBE , 1B OCSP f#
BEHNREEREEREEANRRESEE,

E&% CARA OCSP i, &% OCSP EIfEREX A URL AWS 3.8 CA B2 ERTHEEMBE
9 Authority Information Access (AIA) ZEffH, ZERAIE Web BIBBREAFinEHEESE |, WHIE
EEAUEERRERISAE CABE., DEEEEUZBFRESFNEENREAR , UBRRHEE
i 8

OCSP AWS #H CA EEREXAFS RFC 5019,

OCSP ZEEH

- OCSP MREFAERFEAERZIT CAREACANEREZTEE ELREE, EXEA
REH AWS FAH CA CAs AR S SHA256WITHRSA S EE&E %, B lE
CertificateAuthorityConfiguration API X4 B H b X IBEVEE =,

- WREA OCSP EfEFRR , APIPassthrough 1 CSRPassthrough B S 4G L B AIA HE(HAE
EEEEA,.

« X% OCSP RN ImIH AT E LB REERER LFE. BE OCSP EFEAHALARMNEF , #F
EREHCSH OCSP Ef%it,

- BREMIRFE (CRLs)

BREMIEE CRL) 2—EER , ET 2 HSENBH B HEN BREE, CRLEET
EEZEENEREFE. BEERRMEtEEER,
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https://datatracker.ietf.org/doc/html/rfc5019
https://docs.aws.amazon.com/privateca/latest/APIReference/API_CertificateAuthorityConfiguration.html
https://docs.aws.amazon.com/privateca/latest/userguide/UsingTemplates.html#template-varieties

AWS FLHBR BRE (L (&S
ERREREREME (CA) B, BALUEE AWS 708 CA BREEY TEH 53R CRL, ZHERE
REBERBENMIURTNHSENBRBELR. MFEFMAER , F2HE AWS 7AFE CA B,

CRL ZE%=1§

- HERNEEEZE  AREAETENEEER , CRLs EEH OCSP EZHIEEE, FiB , A&
JA OCSP , CRLs AIREEEBREVBEFERBAOMKEE K MIRRESEEEFNME, HRE
BRIENEE , PIEE loT £E , FEZBFEASEICRLs,

- SFCRLER . RTBEFAPINWCRLE , AWSHECASREZEVYHTNSEIE , A&
IDP ZEFTI8EFTE CRLs , BREEHRPIE, 12 TEFAEXKE— CRL Fi , ¥HIEAR
SR EE o a0 EI [E A BB AV B3R

cu

(@ Note
OCSP #l CRLs##5 MARREE E 1y 7] F 1 2 B #R RS — LE 3SR

ESHBERER , OCSP HERZ AIRFEE 60 7 ES s RMRFIRE, —#RMS , OCSP &
EARXEERENHBEASM , RRERFim A SUMREBRCRLs TE , HFRBEETE
REX OCSP [EfE,

- CRL BEEBREBA®RKN 30 EEH, MR CRLEFREMRERXK , AWSHECAE
B 15 pEE-FEH X

s RREN — R ER

THEREARFIEREERE.

- =H CRL 5 OCSP WHREXZAREE Enabled=False S8 , MRS HMSBE (flwn
CustomCname 5 ExpirationInDays) , Bl& %k,

- £ CRL #8588 , S3BucketName S84 ARFS Amazon Simple Storage Service @ FET i AR
Al

- @& CRLs= OCSP HFTIEX &M (CNAME) 2 8((iHREXERFSE CNAME FEABKRFETH
RFC7230 BR#l,

- 1£ CRL %% OCSP # %+ , CNAME 2 8WEFBSTEBAMETFTE , S0 "hitp://" = "https:/".

ES -]
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https://docs.aws.amazon.com/general/latest/gr/pca.html#limits_pca
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
https://www.ietf.org/rfc/rfc7230.txt

AWS T BREREY fEREEE
- FRTE B CRL AWS FAF CA
- BHEJ #Y OCSP URL AWS #AF CA

FXTE HY CRL AWS FAF CA

A BERIFE (CRL) REAR CABVUEFN -0 28 , TRFE - LXNRE. AHRH
R CEE CRL Y CA Al , B T MY SRR FNE R,

MEEARLEBEAREBEABHE (OCSP) A CRL WERFRIMR , 552 Certificate revocation
options® HEJ B OCSP URL AWS # 8 CA,

e

- CRL /&

- CRL %18

« Amazon S3 H CRLsTFEUHR

- f£/ CloudFront A S3 # B E (BPA)
- ¥ CRL % # % (CDP) URI

CRL &

- SR - AEREE. BA CARTHECRENMERBHERRE AWS FAF CAHEE—, RO7EW
CRL 5%, BENEEERI AWS 748 CA HEEBH CRL 2% (CDP) EMBHEEHE CRL ,
W RFC 5280 FTEZ. HRSEMATE CRL I CA , BHRZALEEE 100 BEELERE. MEH
MEF , BFSEAWS FAE CA B,

- 7&l - EB5%K CRLs#LL , D&M CRLsE KIEHEMAE CA AIUBITHRRYHE K UREZNEE
iﬁ?ﬁ CAs,

/A Important
FEH P EICRLs B , B4 BE¥ CRL AHRABI 21T 0/ 2 (IDP) URI fF& 8K CDP
URI, SIFEREHEEUERER CRL, 2% IDP R AWS FAF CA ZiL A& , BHNAF RS
HREHRE,

FX7E CRL MRS latest 199


https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.9
https://docs.aws.amazon.com/general/latest/gr/pca.html#limits_pca
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CRL #51&

#{E CRL A DER fRiGIER. HETHERI M OpenSSL #ITHR , FEABRLUATHS T

openssl crl -inform DER -in path-to-crl-file -text -noout

CRL EATHI#ER :

Certificate Revocation List (CRL):

Version 2 (0x1)

Signature Algorithm: sha256WithRSAEncryption

Issuer: /C=US/ST=WA/L=Seattle/0O=Example Company CA/OU=Corporate/
CN=www.example.com

Last Update: Feb 26 19:28:25 2018 GMT

Next Update: Feb 26 20:28:25 2019 GMT

CRL extensions:

X509v3 Authority Key Identifier:
keyid:AA:6E:C1:8A:EC:2F:8F:21:BC:BE:80:3D:C5:65:93:79:99:E7:71:65

X509v3 CRL Number:
1519676905984
Revoked Certificates:
Serial Number: E8CBD2BEDB122329F97706BCFEC990QF8
Revocation Date: Feb 26 20:00:36 2018 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
Serial Number: F7D7A3FD88B82C6776483467BBFOB38C
Revocation Date: Jan 30 21:21:31 2018 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
Signature Algorithm: sha256WithRSAEncryption
82:92:40:76:86:a5:f5:4e:1e:43:e2:ea:83:ac:89:07:49:bf:
c2:fd:45:7d:15:d0:76:fe:64:ce:7b:3d:bb:4c:a0:6c:4b:4f:
9e:1d:27:f8:69:5e:d1:93:5b:95:da:78:50:6d:a8:59:bb:6f:
49:9b:04:fa:38:f2:fc:4c:0d:97:ac:02:51:26:7d:3e:fe:ab6:
C6:83:34:b4:84:0b:5d:bl:c4:25:2f:66:0a:2e:30:f6:52:88:
€8:d2:05:78:84:09:01:e8:9d:c2:9e:b5:83:bd:8a:3a:e4:94:
62:ed:92:e0@:be:ea:d2:59:5b:c7:c3:61:35:dc:a9:98:9d:80:
1c:2a:f7:23:9b:fe:ad:6f:16:7e:22:09:9a:79:8f:44:69:89:
2a:78:3e:92:a4:32:46:8d:76:e€:68:25:63:5c:bd:41:a5:5a:
57:18:d7:71:35:85:5c:cd:20:28:c6:d5:59:88:47:c9:36:44:
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https://www.openssl.org/
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53:55:28:4d:6b:f8:6a:00:eb:b4:62:de:15:56:c8:9c:45:d7:
83:83:07:21:84:b4:eb:0b:23:12:61:dd:95:03:02:df:0d:0f:
97:32:e0:9d:38:de:7c:15:e4:36:66:7a:18:da:ce:a3:34:94:
58:a6:5d:5¢c:04:90:35:f1:8b:55:a9:3c:dd:72:a2:d7:5f:73:
5a:2c:88:85

(® Note

AEERESE CRLHNEE 2% , CRL T FBIE Amazon S3 1, L2 8] , Amazon S3
AT A FER acm-pca-permission-test-key X,

Amazon S3 # CRLsTZEUE K

MRIEFTEE M CRL , RIFEE %4 Amazon S3 RFArBUSEFRE . AWS FoF CAEEBK
CRL 7R EHEEMN Amazon S3 fFRiTEER |, WEHERH ., MFEFMEET K F2RELUREFIE,

181 S3 EIrRBLAZIEEN IAMFFUTERAE, RECHAENREEIBERPULRLFF AWS E
CA MG RARERERNTHE , UREEYHFHGets .

@ Note
IAM BURARREBURAFT AWS Bi8 SR . Bigin RmEZ5 :

REAEE - BRAMBBMANESE AWS 1RF.
RIFAES - ARFRETHEFFBRANESE,

MHFEFHMEANFAREARENBEE  F2EEE AWS EfF. 01F IAM ARPREERH
i, 2 EAWS EEMARFHPRREEE.

B8 CRLsEREABRMIE R AR , AWS 58 CASEY CRL WA HBMHE S3 /FAT
B, S3REFITEFEAF AWS 8 CA BB EREAREIEMN IAM BER, BREEHAAE
HERBAMEANBEMERTE , BXFMETREEBIZIXE,

PCA S3 AR 7% 3 #8
URAERE EBEPHRE acm-pca.amazonaws.com
2 R’A 2 R’A acm-pca.amazonaws.com
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#principal-services-in-opt-in-regions

AWS B BEREEN EREES

PCA S3 PR7% 378

Disabled 2 R/A acm-pca.Region.amazonaw
s.com

2 A Disabled 3

FERBRTEYH CAEMASourceArnfREl, RMEZELEABTERNERK , Sl THIBER , ERR
FIE4SE AWS IRE R4S EFAE CA NFEE. HE , B BUEA aws : SourceOrglID 54 & 88 2 R i
¥ R EABAFEL AWS Organizations, MERFEFRBENFMEER , 5528 Amazon Simple
Storage Service HY @ FETRE R

MBLBRIEAFERIE , CRETUERERE.
£ CloudFront B{f S3 8 B1FHE (BPA)

89 Amazon S3 EFETRETER ARMAEEHLMEE (BPA) 1. BPA @& Amazon S3 T2 HEE
B, BR—EFEES  EEFUARMBAY S3 REFFRPYENEERFIIFBNFR. B BPAER
ERTEREERE , AERERENRE AWS WERAESEFEIRHFEITEREAR,

AWS BR7EFE S3 RFE LER BPA , BXBBREARBREBEENETF. TB , WREN PKI
AFEImEBAEEEMEE (BIREAN AWS IRFEE ) #EUCRLs , AIEER/NMNAE, AEIERA WA
FEAARRXIHBEE (CDN) Amazon CloudFront 2 EFAHE PKI iR AR , SRt CRLsT A FEEY S3
REFRETERINAFHFR.

(® Note
£ CloudFront 87 AWS ZMIRFELBENER ., MEFMEN , 28 Amazon
CloudFront {8,
MREEER CRL FRIEE A BPA Y S3 fEFEFEH , MBEFRHEMA CloudFront , Bl24ZA
IB5 —1{& CDN RS R , AR PKI A Fin A LAFEL CRL,

5% 7E BPA #J CloudFront

B A FEFAE S3 17/ CloudFront 2 , X T AKREBREN A FHEM CRLs,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceorgid
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://aws.amazon.com/cloudfront/pricing/
https://aws.amazon.com/cloudfront/pricing/
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Z%E CRL B9 CloudFront % ff

1. M {Amazon CloudFront B2 A &38R ) F Amazon CloudFront’ 3 7 i B2 5 22 3L ¥THY
CloudFront % i,

TEREFE  FERATIIRE :

- ERBARFBEHBES , BELEHN S3 MEITE,

- SHHREIFRFIBEIERER,

- BEARKEHESBIFE S

- EER AR TRETRBVEIGI TEMRETRER,

® Note

HEWEFH |, CloudFront S NREFRFEEBER , UAMEFRF#EEFEYG. FERE
BILEER , EANFR crl ERRTHYH.

2. DfHMR{LE , 557 CloudFront TR AP SKREPHERE , W ERTFUET T —EEF.

(® Note

MRIEH S3 EEETE R us-east-1 AN EFHFEILN , EEFER CloudFront FER
CRMNERRERE  TRESWE HTTP 307 EREHEMES., RN TS
ELE /N BEEE,

EXTE BPA Y CA
SRTEHM CA B, EiSRIZ M A CloudFront £ i,
f£ A CloudFront B9 CNAME £%E CA

£ BIUEH CAE PEVFE CAAWS #4F CA,

ERHTEFE , HEERrevoke_config. txtEBETH&T , BUBEEIELE CRL 14 |, I
A CloudFront Y 7 2% s Bh 1R URL :

"S30bjectAcl" :"BUCKET_OWNER_FULL_CONTROL",
"CustomCname":"abcdef012345. cloudfront.net"
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/distribution-web-creating-console.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/distribution-web-creating-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
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2%, BEERL CABRTERRER , eMBES 0T RNER

X509v3 CRL Distribution Points:
Full Name:
URI:http://abcdef@12345.cloudfront.net/crl/01234567-89ab-
cdef-0123-456789abcdef.crl

(® Note
MREFL CA RTHERR , tfISEEFE CRL,

¥ CRL 7% (CDP) URI

MBHLEEETEREHRER CRL 9% (CDP) URI , A LEAZR® LM CRL URI R1T8E |
REATH G E, EEBERANTEN CRLs, 2 E/CRLs 2k iNFE#A GUID,

WMRIEMER S3 REFERMA CAR CRL £ # % (CDP) , CDP URI AILR THHEAF —EHE K,

 http://amzn-s3-demo-bucket.s3.region-code.amazonaws.com/crl/CA-ID.crl

* http://s3.region-code.amazonaws.com/amzn-s3-demo-bucket/crl/CA-ID.crl

MEEEAEH BT CNAME %% CA , CDP URI #2& CNAME , #ln |
http://alternative.example.com/cxl/CA-ID.crl

RIETERR , EFAIPv4-onlyamazonaws . comifi®h AWS FAE CA B A CDP #ExIhel, EEER IPv6
£ CRLs , BHT T HP—ELSE , LMEEAER S3 EHBIFHH URLs EA CDPs :

- #EH CRL BE] BTEE S S3 dualstack B8, Hlan
bucketname.s3.dualstack.region-code.amazonaws.com

- BN S3 EHBIRMFIEL B H CNAME DNS B , ARGHAE CRL HiIJE B
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https://docs.aws.amazon.com/AmazonS3/latest/API/dual-stack-endpoints.html
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B:iT B9 OCSP URL AWS #A& CA

® Note

AEEEAREEHTHR L BRRERE (OCSP) BIEEIREAN/AE URL LB RS Hib
BAENEE, MRETEIFER AWS FA8 CA ZE OCSP WTERMERE | OB ARERE | I
EAE R E A P W AERBE TR,

BB , EX A A OCSP B AWS 4B CA , BRTHNESEBRZHETE OCSP AWS EFERR
B URL, EAEBRZEHFELSESENAFIHS OCSP BB EHEEEIAT AWS, 7B , £FLE
BRT , BEAEREPBHRTEMN URL , RRE& M 123 OCSP &3 AWS,

® Note

WMEMFFREMIEEE (CRL) /EA OCSP BRARJ@HXNEN , B2 ERBNRER
F I EE5E (CRL).

ARE OCSP W HET URL # R =Erx%,

- CA #H%E& - 7£ FRevocationConfigurationA#&# CA $8EBE] OCSP URL , #n #ifl 2 : 11
2 A OCSP M B3] CNAME #y CAHFNRE PEVFAE CA AWS #AF CA,

« DNS - # CNAME &8 LMW AEERE | S BRPHEMN URL M EREMFARST URL, 0
EFMET , B2 E PEMYIE CAAWS FAFH CA ly &4l 2 : B 2R OCSP #MEET
CNAME # CA.

- EIARERARSR - RERERRR , UEAN S AKERH OCSP REEHIEE AWS OCSP EfERR
o

TERAEL TR N —EEE,

B 5] OCSP URL M7 latest 205



AWS FLEBEREEN

ERAEER

CNAME record
Name: www.example.com
Value: proxy.example.com

Customer

Amazon OCSP
responder

WEFR , BETH OCSP BREBEREF IS THITER !

N

© © N oo g k~ w0 DN

. AFimEe & B RMAER DNS,

AFmgWEEEZE P,

i Fine e B 20 TCP E4R,

AFimgWs B & TLS BE.

FFin&ZEs DNS MBS BE R 5IHE OCSP #iE,
R FimgEl AR 1P,

A F i OCSP &=#EXERE,

Proxy i &HEIXE OCSP EEE,

[ & & 1 BRI B EEI R E,

10Proxy E$ BEAMEBEIAE A F ik,
MMRBEEN , AFREEK TLS K&

B 5] OCSP URL
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® Tip
EIRRE CA % , A LUEA Amazon CloudFront 1 Amazon Route 53 EELL &4 , a0 L AR
iR,

1. 7£ CloudFront 1 , B 7 A HEEMT
- BUFEHEEET CNAME HEBREBHE,
BECNER.
« # ocsp.acm-pca.<region>.amazonaws.comsXE A RA R
- ZEMH IPv6 ER , FEFERAEHBIRE acm-pca-ocsp.<region>.api.aws
« EfManaged-CachingDisabledB %,
AR AR RSB A M E BURARE A HTTP M HTTPS,

#& AR HTTP H5ERER
GET. HEAD. OPONS, PUT, POST, PATCH, DELETE.

2. 7£ Route 53 & , B #§ HE] CNAME M5t ZE CloudFront £ URL B9 DNS 2%,

%18 IPv6 £/ OCSP

E

X3

5% OCSP AWS #AH CA EIfERE I URL IPv4-only, &EEi%EiB IPv6 £/ OCSP , FEREH CA
HE] OCSP URL, URL ATHAR :

- ¥3tE PCA OCSP EERIM FQDN , A FxX acm-pca-ocsp.region-name.api.aws
- BEREAEMEMSE OCSP HERAR CNAME ok , LR,

T & AWS A8 CA CA =

AWS B CA XBELUMERN 2 — B BRREEN (CA). EX. —RAGNERBRELE CAFR
BITREN A EREAE.

(@ Note
AWS #F CA T8 CA BRAUTENMLERE,
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AWS B BR ERE fREIEE
—MRA®E (TR )

LR AFF CA BRITEMAENHBENER. AZHEARAHESEALERENER. —KM
EREEREEE,

][]

, CA 1

EXEEZ—E CA, EFRTARHBGRRA 7 RNER. EEEHBEBHAEEAR , it L
ERBRAHFINER TETHE, YRELEAEN K KENEEHERRLELEREBENEERENE
ARRESE,

RBRMSARBREETNERE —ME CA. HRAE CAXEASEtXREN—R , BLEERANENE
filo

THABEENCAs AMER — AR CAs, MFFMEN , F2EAWS LWEBEREEN EE,
EREEVRTEHBEN CA, FEMAEY CAEFREY CA, # UsageMode BBREATBR

o

(® Note
AWS Certificate Manager 2% {THEBEHERXNFTAE CA HENEHE.

T35 AWS FR# < EfEAEHBE

» Amazon AppStream

* Amazon WorkSpaces

E FREEME AWS 3AF CA

AWS £RERRERN AWS EFMATAESAEREE, AWS EFRESEAER D REANREEL T
RAEE , ELTARFGNELEE, ShrENSHENEER. BBTUAREE , B ARTEEENE
ARANENE  EUHAESCHARREREMTERLETE. TARSNTAY, FEEINER
BN, HRE-HEZEERTONERERREES.

ME AWS BEATABHNFEER , HHH AWS £ REBRI,

—fx A& (FEER) RR7K latest 208
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https://docs.aws.amazon.com/workspaces/latest/adminguide/
https://aws.amazon.com/about-aws/global-infrastructure/

AWS BEBBERE( R
TREMN K EEIR

HERE CAKER  FEEMEN DR, AWS #B CAWEZERETER , ENREEZEREEF
By {mE CAs. AWS FAH CA BRIFEL 99.9% o APERY ARFE K Eifh5% (SLA) B, ELBAWMET AT
HEZERENLBER. EALER CA RHZRERE CARERE. FELEZHEERIE.

1. BUEMEREN AWS BEFETRER CAs , SUETREMKHMER., FALER  SER
CAEE BEHTBIYERAWS , EREE-EFXBKREL, T8 , EYRER CA SHEMRE
BHM . BLAKEMER CA BRIBEEEREFAESNERRENEEFTHE.

2. B A LA M B EIRMR CAs SAEEE AWS BEFERE |, WA HELEIE — AWS B H M E 1
—1R CA, ZKAEBRLENFRER , EREERE—R CABRRIEERETNEEFTHELNT, R
FRBESHER CAFTTE AWS EIFR KB , LR BHER CA,
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https://docs.aws.amazon.com/general/latest/gr/pca.html
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AWS FLEBEREEN EREES

FHBEREEN AWS 3AF CA

£/ AWS FAEBBRREEN , ZAUBRIBARIEHREEN (CAsHTE AWS FEERE |, U
HEBASDFER. EEEEBRERE  EUUMARLEHRREBAGE (OCSP), BREBBFE
(CRLs) &, & AWS FAH CA EHFEE CA BFE. CRLs M OCSP O/ , ERIREENNIE
SREH ZEEMAWS,

@ Note
) OCSP B AWS 748 CA 18 OCSP ERIEMH, MREERTEZEEFERN OCSP
AWS #t)xEH , OCSP BEERRSRETYHHNE —EER , LIREEMER, BEERZ
AREEE— /I EHIIE OCSP EEH,

AT LAEA AWS FAB CA AWS BB X4 AWS CLI, F AWS FAF CA APl 280 . T 5| RESREA 4N
MERAEEAFMCL, BEEE—STH AP, B2 AWS FAERFEREE APl 2Z, MENAFEH
API B9 Java &35l , 552 AWS FAE CA £ FH #EHR Java B AWS SDK,

BYFAPTIE CAYREEFIER , SR URTNEEUERE , 0 PMRE FRITANEERE
AWS A F CA,

FE&E

- BRE A AWS FAF CA

- £ PENFE CAAWS FAF CA
- &f CARE

- BEHIFAE CAKNER

« JIHFHE CAs

- BIAFAE CA

- RIEHNFLAE CAFBER

- TR AWS #,F CA CA fR&E

- £ PEHILE CAAWS B BB BHEN
- MBRIEHFAE CA

- BEFE CA

- FERANSEBNIAE CARE
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AWS B BEREEN EREES

ERE LAEA AWS FAF CA

MR A8 R 2 Amazon Web Services (AWS) BF |, B4 AFM T 8EER AWS FAF CA, BHRFE
BEEHEFIAMETARKNER , ERERFEZHEMEANRESTE,

ES ]
- 5 AWS tRFE
- EVEFEEFRENEAE

« Z# AWS Command Line Interface

=M AWS tRE

MRERE AWS IRE |, BRI SBRESL—E,
S AWS tRF

1. B3R https://portal.aws.amazon.com/billing/signup.

2. FREREMRLETET.

o EMEFFEPCREREN , WEESFRBW ARER,

EEGEM B AWSIRF , AWSIRFREAESREY . REAEFRTFEKIRFFHIFRE AWS IR
¥NER. FRZERAER  FREEFIEERGERASE  YEECRAREAERUTER
REMEFIENEL,

AWS EEFTMEF TR R EEBERE FEMHHR R, BT LAFER 8 https://aws.amazon.com/ %
BRENIRE , LR EEFINIRFEBYEEIRS,

BYEREEFHENERE

St & AWS IRF |, 5AR%E AWS IRFBRFEAE. BUA AWS IAM Identity CenterMZ I EEFERE |
DR RERE AR AEEE,

REIEH AWS tRFRERE

1. BERERELEA AWS IRF ZNE 8 , LIRFHEEEAWS EBEFEAFHEA . &
T—Ef , AN RR,

e
it
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AWS B BB IREEN EREER
MECFABRERAEZRANGE  F2EAWS XA FAEEETHNLEERET S EA,
2. ZEEHLHMBEABSRFLBRASEERZRE (MFA),

MERN , B2 (AM FAEERE) FHALH AWSIRE BEAE (E284) BAER
MFA &,

BVEREEFIENERE

1. BA IAM Identity Center,

WEER , FSE8 (AWS IAM Identity Center fEFEER) FHEA AWS IAM Identity Center,
2. 7£ IAM Identity Center 1 , i EBRFEER FHERE.

WMFESER IAM Identity Center B 8% 5 & 7 IRV ZBRE , FFSBAWS IAM Identity Center
(ERAEER) PNFERAERERESAEFTIIAM Identity Center B #.

LERERFHENERESTEA

= ZFEHEH IAM Identity Center A E#E |, FEEAEIL IAM Identity Center fEF & BEEZE
IREFE 22 URL,

MFEFEMA 1AM Identity Center EAEZANRE , FSWAWS BA ( EAEERE) FHEA
AWS FERA O #8356,

ERFREGAHMERE
1. 7E£ IAM Identity Center 1 , B —EFF I £ R EFBEAREERHNREER.

MERTR , BFZE (AWS IAM Identity Center FF &) PHELFIE,
2. BERBRRERAE K ARYZBEEBKE—EATFIE,

MEER , FH2E (AWS IAM Identity Center A &IEmE) hRFIEEE,

Z 8 AWS Command Line Interface

MREEAREZE , AWSCLIBEREFATY , FER FHIERAWS Command Line Interface, EA3E
EH, BARRLEERERES. EENG s BBFMEN  LREFHmTPERELSE,
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https://aws.amazon.com/cli/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html

AWS B BEREEN EREES

£ 9EIFE CAAWS FAF CA

BRI AR P NREFREUIR CAsTRIE CAs , EMELEFESLEBTE RN T RERETERRE
B, B LAER AWS EEETEA. = H PCA 3% HKE I CA AWS CLI AWS CloudFormation,

MEEHACEIZ CA MENHENET  B8H £ HELE CAAWS A BEBEEN,

NMEERER CARENERE, RENRAERARERRERERENES A F2H BTLERRE
BB=E.

(® Note
REERFHEYRERG , SHHEEENLE CABARKKNER,
MBI AWS T CA EEEH , FSHAWS A BREREN EE, BHTLE
FAWS BT & 28 RAGFTRIA.

FE
« B FHE CAK CLI ZHl

Console
R FEBEIFE CA

1.
TR THZER , LIER BYFE CAAWS EEFIRA,

FRIGEMR a8

B A AWS ZWIRF |, W FR AWS FAB CA £#&https://

console.aws.amazon.com/acm-pca/home °

- MREERBAE CASHESFRMEES , IgERETER., EEFERINE CA,

- MREBEECEY CANESHHAREES  AIAEERRELEEEISHE , H+hE8848
B CASEE, EEEI CA

2.
HEEBET | BE CA BT RENBHERN,

- —HRAR - BITAIRREEBH B HNER. ERERE.
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AWS B BEREEN EREES

- BHIBE - BITANAELRA 7 RAOVEBRE., EEERBAT , EHANHRE A LAE AR
#lo

EFEANERREERT  EELEEVYNILERIREEMNEE,

- BERSEYMN CARE, S CARUBRBENBIAERN, CAMAKEHHM
CAsMIKIn BRBENREBERE.

« BEXIRERM CA, X CAXAHRBETH LHTHIR CAEE, Rik CAsBEERAREMH
LR} CAsHEfEAE, BRMEAEXRTRHEREE.

(@ Note
AWS FAE CA BEHIRIR CAIR CA b FEER , 2REEBEBERF AWS A
B CA, BREBREZEFAMNK CA,
BHRAR CA ATREZERN S EERFRMERE, E2NL , AWSHECAGA
BRHBEHRBHER (CSR) , BLEATHAEMFEAZKBRKMBEEHSBHN CA BHE. W
THMER , F2BEREHRNTR CA ZENXRE CA BE.

EXRUREWEERT  REME CANEIRER, ELAATIED —EREBAE

« Organization (O) — 0 , A RERE

- FEMREE{L (OU) - filtn , N EAH—EEBF

- EREHE (C)- MEFINERNKE

- REFEEE - REFENLH

- WEAE-HTHNER

« Common Name (CN) — # 5l CA WA A ERFF,

® Note

IBA LATE 2 HBFE A APIPassthrough Ei7K | E— S HFITBENEEER, WEFHMAE
AMFMES | 5528 £/ APIPassthrough BEARITEE BT X EZBNER,

HRAMREHBRRAREEN , ALER/AE CARENIEEATRELLE CAZENRRE
AT, MERKERARNEBNESEENFEEN , 26 RFC 5280,
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https://datatracker.ietf.org/doc/html/rfc5280#section-4.1.2.4

AWS B BEREEN EREES

5.

EeRAEEEERET , BRESREELMEELAE, ARESR RSA 2048, EAILURTINE
BEAEPEE

. ML-DSA-44

» ML-DSA-65

» ML-DSA-87
 RSA 2048

« RSA 3072

* RSA 4096

« ECDSA P256
« ECDSA P384
« ECDSA P521

EREMEEEAET , SN RMEL 2T EFRFERREN AP imt A EERE

« B CRL &
- BHEX OCSP

B ARG CAREELHBER L —. MEBEERE, HARZRAN , BRHRER ZE
BEMAREER., EXRUTRA , F2H AEEN AWS .8 CA BERIBL E UHE
BEGENERN, TRFENNIRE , UREBBIENHEEER,

® Note
MREBERZERMBEABERTEL CA , BRI LIBERERETRE. WFEFHEA ,
SR PEFHFE CAAWS EBRHREE .

3

FEXREBERIERE BT ISR,

a. HEBREBEEEET , BEEZERA CRL 2,
b. % S3@EfFArE URI T , FEHPRERRTNREE,

ELEERANREIEE  SLARRA/IRFNEFITRER BPA, T8l , B CAW
k. WRKINEY CA | BRMANBEFEEZR BEBHIREY CRIs, FH

EVALA CA - T ) MR [atest 215



AWS B BEREEN EREES

FATIRE E A —EEEE R Amazon S3 F CRLsTFEUBE. MEFHMEN , FSRER
Amazon S3 FE A FIBFEFTEBER,

c. REHMEREERMN CRL FHRE.,

« BEBASEIUEA CRLsH D E, IREABMALSE , £ CAESZIHEBRIHE
LFERHIBREI, MEFMEN , FFSE AWS A BH TS fiE, MEDE CRLsH
&R , 52 CRL A,

- FEEITCRL 2% , BEM Amazon S3 REFEEVRIEZ. HLEREEER RFC
5280 E&EHK "CRL o #h%h, MM CA RITHEFED, ZEEEIB IPv6 A CRLs ,
MEHRTEARTITENEHE S3 KT |, 115%EIB IPv6 FH CRLsH AR,

- ¥EBFTHEE , & Amazon S3 FEFITEPHEREEEI DNS Bl&.

« WA CRLEREFBEHNERREY. FEREA7 R, HREL CRLs , BHHA 2-7 RR
FR. AWSHE CASEREREENBNPRENEL CRL,

7. STEPBRBEREE , EERR OCSP,

3

FEBRT OCSP i - BAMMA , LA LIS Amazon OCSP iRt @ EH LB
(FQDN), EZEEiB IPv6 £/ OCSP , A E AL HRIRE |, WMEB IPv6 £
OCSP H iR,

ERELBMAIFIRME FQDN B, 2% FQDN AWS FAH CA A BSRERTEREN
Authority Information Access ZEf# , LUER{X OCSP AWS EIFEFZX I TEER URL., EimEU
FZE 85T FQDN B , ©2EH OCSP MEN T, EEFILBEIEEEE , &
SEREWMEENNEE

- ERARERRSESZEBET FQDN HREHEIXE OCSP AWS OERER.
- SHE R CNAME EC&&3Ti8 &M DNS ERE,

® Tip
WMEMFHBE] CNAME BETE OCSP RS RWFMEN , F20 85T 1Y
OCSP URL AWS F\& CA.

Fln , LA T2 BET OCSP # CNAME i24% , 1 Amazon Route 53 Fi7Ro
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AWS B BEREEN EREES

10.

CEREE Type B R ZE{vs= B/#& R E B H
ES|

alternati CNAME fE{E - proxy.exa

ve.exampl mple.com

e.com

® Note

CNAME WETBISBABEFE , B4 "http : /" = "https : //"

EHEERT , BULLEES CANLER. REREMATRERNE/EY , TRAREBRINE
EAWS B, MFE AWS FoH CA RBRSBNFE , URNAEELREEERNEE CAsH
WA, F2E AENILE CAFEER.

® Note
EECERVEFPBSEREZEEZIE CA, CAEEEX ALK RHER IAM BFKE
CreateCertificateAuthorityE)FZE I EAE , WEARE L FFEERC. MT/RFMENR |
a8 [Tag-on-create : EEVKSEREREE CA,

£ CAFFALRIET |, B LUEEM B BBV AT Eikés AWS Certificate Manager BRI £ 8.
REERFHHFUE  ACM FTHEEBENIL CAEENLERFEEER. S EEER
AWS #A%F CA CreatePermission API B create-permission CLI &8 38 REHIEF o

TR RAE LR,

ks

(® Note
AWS Certificate Manager 7 X% & B B8 B HIRE

EEEBT , HEEETHLE CANEE.
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https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreatePermission.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/create-permission.html

AWS B BEREEN EREES

® Note

WERFH AWS FhH CA EEEF , F2H AWS AEBEREEN EE, B
EAAWS EEF ERRA MR

11.
HEREMARABTNERE 2R  FEERY CA, CANFHEEATESHR , LM
ERRATER®E,
(® Note
HFMEARE L , BALLURERE. 2K CARBE , IR EENEREREBEMNSE
BEXTRBERARERFINZERERF , UTHERE CA :
« ZER CA B
- R&EMH FEERRIR CABE AWS .8 CA
- REAIER CA EZRRK CABE
CLI

£/ create-certificate-authority i S REBILFE CA. BHAAEE CAHERE (TERERELZNEHE
ZWET ). BIBEE (NREEBIER OCSP M/E CRL) , SRk CA R (B ) . HEE
MFEEBHEET IS ELRUMATSEIENMEERT., HE , BHEALUERE CAFAER
(ARBTEESEHERE ). EEER  YREBEFH.

MREBELTE CRL , IR BELXBEREM Amazon S3 F#1FETFEE | FsEE Hcreate-certificate-
authority @ o !Zl]%#,%lﬂﬁaﬂ , 552 B Amazon S3 f1 CRLsTZEUBR .

CAREEREEETHIEMR

- BEZNER

- AREY CAREESWMHT|AN

- CARRZZBHCHBEREZFF K. CRLs M OCSP MIENEEER EEH
- X.500 X E&EM

OCSP WEiEEERE A T HEMAMOcspConfiguration¥# :

EIFAE CA MR latest 218
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https://calculator.aws/#/createCalculator/certificateManager
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AWS B BEREEN EREES

« Enabled IEZEREH "trues o
(iBA ) E&4 ERBET CNAMEOcspCustomCname,

CRL WEHEBEERER THEAMNCrlConfiguration¥ ¥ :

« Enabled EZRES "trues o
- CRLIBHIEAR , ARABEN (CRL WEXHE ) -
. #8%E CRL B Amazon S3 f#1FErEE,

- (EHA ) RE CRL 2B ALHFEM S30bjectAcl B, TELEHIH , NEAEINSEREH, W
EFMET |, 2B EMA CloudFront BUA S3 £ 85/, B 17 EL (BPA).

- (iEZHA ) S3 #EFETEEM CNAME BI& , @87 CA BT ERREF, MR CRL EELHER , E
BiEm o #mEE | Hli0 Amazon CloudFront,

(A ) EATYEMAMCrIDistributionPointExtensionConfiguration¥# :

- OmitExtension MEfEERES Ttrues = Malses ., ERIEH COP EHEENERERRE
A CA B1TH/RE. WFE COP LMFEMEMNFMENR , 5528 ¥ CRL 2% (CDP) URI, 40
R OmitExtension & "trues , BI#EJEERE CustomCname,
(A ) S3 TR CRL NBRTERE,
- (#A) CriType & , RE CRL RERER D&, MWRKREM , CRL BREERATNK.

(® Note

B LUEIB R E&ZOcspConfigurationW#MCrlConfiguration¥# , EMHE/
CA LR ERmEREEME], mREKIEM--revocation-configurationZ2 % |, RIFERS=HE
mEES, MREERFTERERIXZE  F28 E3 CA (CLI),

W% CLI &6l , FSET —Hi,

EFAH CA R CLI &4l

THEHBRBRECFEABTRNNERET,. RENBEAERRRE. awsiHAER &, WEFBERE AWS
CLIFRRNEMR , F2REENEANERERZTE. HTERKER , RMEHEMGSHIRHE CA BEM
WA A A JSON R, REEBNEHIERIUSEER.

BRIEZBRA , BAIFMBEFIERER TFca_config. txtiBEER,
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AWS B BEREEN EREES

=R : ca_config.txt

{
"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",
"Subject":{
"Country":"US",
"Organization":"Example Corp",
"OrganizationalUnit":"Sales",
"State":"WA",
"Locality":"Seattle",
"CommonName" : "www.example.com"
}
}

gHl1: BMYERA OCSP B CA
ELEHIP | WBERSRUATER OCSP X & , ES/fA AWS #.8 CA BEEARBREBIMRE.

=X . revoke_config.txt for OCSP

{
"OcspConfiguration":{
"Enabled":true
}
}
wE

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA

MERDY , ki SEEEH CA B9 Amazon Resource Name (ARN),

{

"CertificateAuthorityArn":"arn:aws:acm-pca:region:account:
certificate-authority/CA_ID"
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AWS B BEREEN EREES

DD
AR T3

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-2

MBI , S CA B Amazon Resource Name (ARN).

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

}
AT AT REE CA AR,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authoxrity/11223344-1234-1122-2233-112233445566" \

--output json

LHERETE THIEER,
"RevocationConfiguration": {
"OcspConfiguration": {

"Enabled": true
}

g5l 2 : I ERA OCSP #1BET CNAME By CA

EHESF | BBEERSRABETH OCSP X, OcspCustomCname Z2EEXRAXTEREEZRE
(FQDN) A HE,

R R P24t FQDN B | &4 FQDN AWS #4748 CA i\ AEE 1T BER Authority
Information Access ZEf# , LAER{X OCSP AWS EIEFERTEER URL, EiREWEIZ2E EH5T FQDN
BEE , ©2EH OCSP OENENL, EEZHMETEEER  SEEXIMEBENNEE

CLI &4l MR latest 221



AWS FAE BB ZEEN EREER
- FRARERRKRIZEEIZERDET FQDN WHREEXZE OCSP AWS EIERER.,
- KEEFER CNAME FCe&#i8 =88 DNS ERE,

® Tip
mFEABFT CNAME BE5ER OCSP #R 77 RMFMER , FBH BT K OCSP URL
AWS #. 8 CA,

Hlan , L2 BEET OCSP 9 CNAME 524% , 0 Amazon Route 53 A 7Ro

CEREE Type B R ZE{tsR B/ & 5% i 2
alternati CNAME fE{E - proxy.exa
ve.example.com mple.com

® Note

CNAME WERSE2EBABEFE , HIA0 "http : /" = "https : /",

FEZR : revoke_config.txt for OCSP

{
"OcspConfiguration: {
"Enabled":true,
"OcspCustomCname" :"alternative.example.com"
}
}
W

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
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--tags Key=Name,Value=MyPCA-3

MERY , S EEE CA B Amazon Resource Name (ARN),

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
}

FRTYomSRRE CA BHERE,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566" \

--output json

IR EE THER.

"RevocationConfiguration": {
"OcspConfiguration": {

"Enabled": true,
"OcspCustomCname": "alternative.example.com"

6 3 : FHEEN CRLZEY CA
TENLEGIT | BIBEAESES CRL 28,

EZR : revoke_config.txt

{
"CrlConfiguration":{
"Enabled":true,
"ExpirationInDays":7
"S3BucketName":"amzn-s3-demo-bucket"
}
}
CEED)
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$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-1

MR, tkis S =& L CA B Amazon Resource Name (ARN),

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
}

EAT IS RBE CA BB,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authority/11223344-1234-1122-2233-112233445566" \
--output json

LHRETE THIEER,
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,

"ExpirationInDays": 7,

"S3BucketName": "amzn-s3-demo-bucket"

}I

i 4 : B 2E#E CRL A2 A BET CNAME B CA
ELLEH R | BEERSESREE H5] CNAME B CRL 28,

=X . revoke_config.txt

"CrlConfiguration":{
"Enabled":true,
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"ExpirationInDays":7,
"CustomCname": "alternative.example.com",
"S3BucketName" :"amzn-s3-demo-bucket"

=)
s

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-1

MR, tis S 2E L CA B Amazon Resource Name (ARN),

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

}
FRATHGSRRE CA WIHERE,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566" \

--output json

HHERETE THIIEER,
"RevocationConfiguration": {

"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"CustomCname": "alternative.example.com",
"S3BucketName": "amzn-s3-demo-bucket",
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i 5: B3 CAYIEEFEAER

HEEHIT , B CAKEHEE CA HESEN, MRAKEE , IAEEXSHEARA
GENERAL_PURPOSE, #it#6|F , 28R ER SHORT_LIVED_CERTIFICATE , JE&R R CA #§8
TERMESRRA 7 RNWEBE. EXERBTAENERLT , REEIARNENBEGELEEREF
iR, it , tEA CA SR HEEMH,

(® Note
AWS A CA T4 CA BRATERMRE,

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--certificate-authoxrity-type "ROOT" \
--usage-mode SHORT_LIVED_CERTIFICATE \
--tags Key=usageMode,Value=SHORT_LIVED_CERTIFICATE

A HH describe-certificate-authority@ 3 AWS CLI JRERFFESE CA WEHAE , T & SFT
N

$ aws acm-pca describe-certificate-authority \
--certificate-authority-arn arn:aws:acm:region:account:certificate-
authority/CA_ID

"CertificateAuthority":{
"Arn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID",
"CreatedAt":"2022-09-30T09:53:42.769000-07:00",
"LastStateChangeAt":"2022-09-30T09:53:43.784000-07:00",
"Type":"ROOT",

"UsageMode" : "SHORT_LIVED_CERTIFICATE",
"Serial":"serial_number",
"Status":"PENDING_CERTIFICATE",
"CertificateAuthorityConfiguration":{
"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",
"Subject":{
"Countzry":"US",
"Organization":"Example Corp",
"OrganizationalUnit":"Sales",
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"State":"WA",
"Locality":"Seattle",

"CommonName" : "www.example.com"

}
},
"RevocationConfiguration":{
"CrlConfiguration":{
"Enabled":false

iy
"OcspConfiguration:{
"Enabled":false

}
}I

#if5l 6 : B Active Directory & A CA

& T LA B & 7E Microsoft Active Directory (AD) B Enterprise NTAuth ZESFEHNFE CA |, £
ZERAUBTFARBASRREEHEARE. WFES CARBRIZEAN AD WEF , FBRUAKE=FE
HIREMAE (CA) BFEE A Enterprise NTAuth FHIE,

Microsoft certutil T E A ZEBIY A -dspublishi#I® , £ AD 2 CA B, EEEMRPEEEA
certutil M= AD WERR. EAFEBER  SHTURHANEERRFENEE , HINBEHNE—
i —EEH, EERTALFEIENE , BT CA BH4EE NTAuth FHEH M, WEFHMER ,
ZRACAREEES BRI BREAF KRB,

3

B T %ca_config_AD. txtiHRERER,

= : ca_config_AD.txt

"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",

"Subject":{
"CustomAttributes": [
{

"ObjectIdentifier":"2.5.4.3",
"Value":"root CA"

1,

{
"ObjectIdentifier":"0.9.2342.19200300.100.1.25",
"Value":"example"

1,
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{
"ObjectIdentifier":"0.9.2342.19200300.100.1.25",
"Value":"com"

5p
o)

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config_AD.txt \
--certificate-authority-type "ROOT" \
--tags Key=application,Value=ActiveDirectory

MBI, S CA B Amazon Resource Name (ARN).

{

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
}

AT RBE CA BB,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-

authority/11223344-1234-1122-2233-112233445566" \
--output json

R EEE THER.

"Subject":{
"CustomAttributes": [
{

"ObjectIdentifier":"2.5.4.3",
"Value":"root CA"

"ObjectIdentifier":"0.9.2342.19200300.100.1.25",
"Value":"example"
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}I
{

"ObjectIdentifier":"0.9.2342.19200300.100.1.25",

"Value":"com"

g5l 7 : EREERN CRL MAERITHBE T EMA COP LEMHREILEIE CA

BB FAE CA , IERZT SYEERERENBE. ELE&EF+ , P8 CAHE
Sca_config PAA.txtERBEHE MR REEE (PAA) , XAERR ID (VID)

=R : ca_config_PAA txt

{
"KeyAlgorithm":"EC_prime256v1",
"SigningAlgorithm":"SHA256WITHECDSA",
"Subject":{

"Country":"US",

"Organization":"Example Corp",

"OrganizationalUnit":"SmartHome",

"State":"WA",

"Locality":"Seattle",

"CommonName":"Example Corp Matter PAA",

"CustomAttributes": [

{
"ObjectIdentifier":"1.3.6.1.4.1.37244.2.1",
"Value":"FFF1"

}

]
}
}

WERERERUA CRLs , AERTE CA AT BE P EMTEFR CDP URL,

= . revoke_config.txt

"CrlConfiguration":{
"Enabled":true,
"ExpirationInDays":7,

A FFF1,
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"S3BucketName" :"amzn-s3-demo-bucket",
"CrlDistributionPointExtensionConfiguration:{
"OmitExtension":true

}
}
}
DA
AR T

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config_PAA.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-1

MERIY , ki SEEE CA B Amazon Resource Name (ARN)

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
}

AT 5T RME CA AR,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566" \

--output json
HEREIE TIEER,

"RevocationConfiguration": {

"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"S3BucketName": "amzn-s3-demo-bucket",
"CrlDistributionPointExtensionConfiguration":{
"OmitExtension":true
}
},
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& CA BE
R TRAFREY R ZEANIE CABE, 4 CA BEESERTTHEAM,
AWS L CA XE=E% % CA BRIRA

Z&H FTE 2R CAREBE AWS 748 CA
- REXREBEREMNRH AWS FAE CAFEERRE CA BE
RERXRREBEMRRIINDETTENRIER CA BRE

THESRASERFINEF. TRARFERIVAEEN Private CAs (FAF CA) LB,
HEREBEEX

CA BENEZEEBREZTEIUANR CANEEBEEEZMN AWS EiFf, THRHEEAREZAM AWS
CLI #1E,

- B RSA £RBEFEENR CA TUEA TR REERITRE !
+ SHA256 RSA
+ SHA384 RSA
+ SHA512 RSA
- EERP AWS B , E5 EDCSA £EFZNR CA AIEATIRBREREEZRTERE !
+ SHA256 ECDSA
+ SHA384 ECDSA
+ SHA512 ECDSA

ERx AWS B 24F .

[Ei% & 8 hIB{Y B
eu-north-1 BUN (Hr =S )
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215 & B IRV E
me-south-1 Middle East (Bahrain)
ap-south-1 TARE (ZE)
eu-west-3 Europe (Paris)
us-east-2 EERD (H%E)
af-south-1 IEM (FAER)
eu-west-1 BN ()
eu-central-1 BUN CEE=E)
sa-east-1 EEM (BRE)
ap-east-1 DAHE (FE)
us-east-1 EBREP (HF EidbEB)

ap-northeast-2

eu-west-2

ap-northeast-1

us-gov-east-1

DAME (HH)

BN (3

TAHE ()

AWS GovCloud ( EBIRE )

HEEBEREX
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215 & B IRV E

us-gov-west-1 AWS GovCloud ( EBIFEZB )
us-west-2 XEIFEP (ERER)

us-west-1 EEFEIP (hnF e EEdLER)
ap-southeast-1 SEARHB[E (HTAN3E)
ap-southeast-2 DR#E (BE)

« FEFEMRF AWS B , THRAEAM EDCSA :
- BH EC_prime256v1 #EBRE MR CA TTLAEA ECDSA P256 #1TEE.
- BH EC_secp384r1 £FEEEM R CA T LAEA ECDSA P384 178,
- E&ME F AWS EiE , THIRAEAR EDCSA :
- BEH EC_secp521r1 #EBHEE EZM R CA AJLAfEA ECDSA P521 #1788,

TR CA B
O LAt AWS BRI A o Z2EIR CA BE AWS CLI,
AEWAEE CARINRESRE (24

1. (BEA) WREEKRE CANWFHEERARE L , FRBR https : //https:/
console.aws.amazon.com/acm-pca/home B AWS #A% CA £##4, EAEEEREENER
+t BEREBAFERIFIRIEATHIR CA,

2. BIEEME., ¥ CABRURBLZER CA BEEH,
3. HETEHE CABEZET , BETIHEERSH

- BYM —EE CA BENBH B MR, R CABRE AWS 38 CA WRRENRHES 10
%,
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- BEEEL  BEERCARTHEREWECFANEBEE L, THNBESRIEBERT CA
AWS EiF B MAEMARE. MFEFMEFA , 552/ CertificateAuthorityConfiguration 1 &% &
EEEFHN PR EREREEEE AWS AEBFHREEN. M SigningAlgorithm,

+ SHA256 RSA

+ SHA384 RSA
+ SHA512 RSA

BECHNRERELERE K KRB BERIATLE, AWSHECAELH CAKWCSR, AL CAR
BHAEERE K AZBBREBBRE. AWSTAE CARBEABREZNIE CA B,

4. CANFMEFNARSERRBERTEMRE (HIIEY ) . WRERER , HTHBRCA S
- E S P ERMER P RRE,

AIENIAR CA BUMELEBFE (AWS CLI)
1. BEEBEHEEFBK (CSR).

$ aws acm-pca get-certificate-authority-csr \
--certificate-authority-arn arn:aws:acm-pca:us-
east-1:111122223333:cexrtificate-authority/11223344-1234-1122-2233-112233445566 \
--output text \
--region region > ca.csr

EEMER ca.csrBLL base6d BAMBH PEM ER , HABAOT,

MIIC1DCCAbwCAQAwWbTELMAKGAIUEBhMCVVMxFTATBgNVBAOMDEV4YW1wbGUgQ29y
cDEOMAWGAL1UECwwFU2FsZXMxCzAJBgNVBAgMA1dBMRgwFgYDVQQDDA93d3cuzXhh
bXBsZS5jb20xEDAOBgNVBAcCMBIN1YXRObGUwggEiMAOGCSqGSIb3DQEBAQUAALIB
DwAwggEKA0IBAQDD+7eQChWU02m6pHs1I7AVSFkWvbQofKIHvbvy7wm8V09/Bul?7
LE/jrnd1jGoyI7jaMHKXPtEP3uN1Czv+0oEza®70jgjqPZVehtA6a3/3vdQlqCoD2
rXpv6VIzcq2onx2X7m+Zixwn20Y111ELXP7I5g@GmUStymq+pY5VARPY3vTRMjgC
JEiz8w7VvC1l5uIsHFAWa2/NvKyndQMPaCNft238wesV5s2cX0US173jghIShg990
ymfOTRUgVAGQMCXvsW@7MrP5VDmBU7k /AZ9ExsUfMe20B++fhfQWr2N7/1pC4+DP
qJTFXTEexLfRTLeLuGEaJL+c6fMyG+Yk53tZAgMBAAGYI jAgBgkghkiGOw@BCQ4x
EzARMA8GA1UdEWEB/wQFMAMBAT8wDQYJKoZIhvcNAQELBQADggEBAA7xxLVI5s1B
gmXMMT44y1DZtQx3RDPanMNGLGO1TmLtyqqnUH49T1a+2p7nrl0tojuUf/3PazZ52F
QN@9STFk8qtYSKNMGA5PZLOA+NFsNW+w4BAQNK1g9m617YEsnkztbfKR1oaINYoA
HZaRvbA@1MQ/tU2PKZR2vnao444Ugm@0/t3jx5rj817b31hQcHHQ@1QuUXV2kyTM
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ohWeLf2fL+K@xJ9ZgXD4KYNnY@zarpreA5RBe05xs3Ms+oGWc13qQfMBx33vrrz2m
dw5iKjg71luulUUmtDV6ewwGa/VO5hNinYAfogdu5aGuVbnTFT3n45B8WHZz2+91r0dn
bA7xUellSuQ=

AT BAE A OpenSSL RigtRMERE CSR AR,

openssl req -text -noout -verify -in ca.csr

EEEEEUU TG,

verify OK
Certificate Request:
Data:
Version: @ (0x0)
Subject: C=US, O=Example Corp, OU=Sales, ST=WA, CN=www.example.com,
L=Seattle
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:c3:fb:b7:90:0a:15:94:3b:69:ba:a4:7b:25:23:
b0:15:48:59:16:bd:b4:28:7c:a2:07:bd:bb:f2:ef:
@9:bc:54:ef:7f:06:e2:3b:2c:4f:e3:ae:77:75:8c:
6a:32:23:b8:da:30:72:97:3e:d1:0f:de:e3:65:0b:
3b:fe:a@:4c:da:d3:b3:a3:82:3a:8f:65:57:al:b4:
Qe:9a:df:fd:ef:75:0d:6a:0a:80:f6:ad:7a:6f:e9:
52:33:72:ad:a8:9f:1d:97:ee:6f:99:8b:1c:27:da:
86:35:97:51:0b:5c:fe:c8:e6:0d:06:99:44:ad:ca:
6a:be:a5:8e:55:01:13:f2:de:f4:d1:32:38:02:24:
48:b3:f3:0e:d5:bc:2d:79:b8:8b:07:14:05:9a:db:
f3:6f:2b:29:dd:40:c3:da:08:d7:ed:db:7f:30:7a:
c5:79:b3:67:17:39:44:b5:ef:78:e0:84:84:a31:83:
df:68:ca:67:f4:4d:15:20:bc:01:90:30:25:ef:bl:
6d:3b:32:b3:19:54:39:81:53:b9:3F:01:9f:44:c6:
c5:1f:31:ed:8e:07:ef:9f:85:f4:16:af:63:7b:fe:
5a:42:e3:e0:cf:a8:94:df:5d:31:1e:c4:b7:d1l:4c:
b7:8b:b8:61:1a:24:bf:9c:e9:f3:32:1b:e6:24:e7:
7b:59

Exponent: 65537 (0x10001)

Attributes:
Requested Extensions:
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2. EAE—ELHERAY CSR A --csr 2BMEIH , BITREHE.

Signature Algorithm:
Qe:
Qc:
7e:
9d:
bd:
81:
b0:
6d:
54:
of :
9c:
3d:
66:
31:
e9:

® Note

MRIEFERE 1.6.3 AWS CLI IRREFHTARA |
A F8., EAMF AWS FAF CA IEEFEZI4T Baseb4-encodedtI E ¥,

$ aws acm-pca issue-certificate \

--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authoxity/CA_ID \

--csr file://ca.csxr \

X509v3 Basic Constraints:
CA:TRUE

f1:
77:
3d:
85:
00:
2c:
34:
Qe:
2e:
59:
6c:
ab6:
bf:

53

(of /1
44
be:
40:
f8:
9e:
94
fe:
5d:
81:
dc:
77:
54:
:de:
75:

4a

b5:
33:
56:
dd:
di:
4e:
ch:
dd:
5d:
70:
cb:
Qe:
ee:

7e

ce4b

48:

da

sha256WithRSAEncryption
:65:
63:
:5d:
ab:
10:
86:
94:
S5e:
15:
36:

e6:
:9c:
be:
3d:
6c:
ed:
3f:
e3:
ak:
f8:
3e:
62:
61:
:39:

da

4a:
35:
6d:
b5:
c7:
c9:
29:
ao:

2a

36:
07 :

cd:
c3:
:9e:
bl:
6f:
f2:
4d:

9a

c5

41:
46:
e7:
64:
b0:
91:
8f:
:e3:
3a:
89:
65:
:38:
29:

cc:
ds:
9c:
3b:
d8:
:87:

aa

2c:

ae

f2:
e0:
96:
29:
f3:
a2:
d3:
d7:
dé6:
01:
cf:

7a

eb:

fa

6f:

critical

--signing-algorithm SHA256WITHRSA \

--template-arn arn:aws:acm-pca:::template/RootCACertificate/V1 \

--validity Value=365, Type=DAYS

3. HEURBE.

$ aws acm-pca get-certificate \
--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-

authority/11223344-1234-1122-2233-112233445566 \

cc:
b5:
2d:
58:
10:
89:
76:
db:
9e:
ab:
:90:
94:
:20:
bd:

31:
be:
a2:
48:
34:
35:
be:
df:
2d:
ab6:
7c:
52:
76:
af:

3e:
62:
35:
a9:
ag:

8a

76:
58:
fd:
b7:
cO:
6b:
ee:

47

38:
ed:
1f:
cc:
60:
:00:
as:
50:
of .
80:
71:
43:
5a:
:67:

cb:
ca:
ff:
19:
f6:
1d:
e3:
70:
2f:
e5:
df:
57:

1a

6cC:

50:
aa:
73:
de:
be:
96:
8e:
71:
e2:
10:
7b:
a7’:
:e5:
Qe:

do:
a’z:

da

4f
b5:
91:
14:
do:
bs4:
S5e:
eb:
b0:
5b:
f1:

b5:
50:
:67:
64:
ed:
bd:
82:
d2:
(of /1
3b:
af:
co:
9d:
51:

BB AR ileb: /B

--certificate-arn arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID \
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--output text > cert.pem

ELXNER cert.pemB L base64 HBAMEBEH PEM EXR , HABWNT,

MIIDpzCCAo+gAwIBAgIRAIIuOarlQETI1UQEOZIGZYdIwDQYJIKoZIhvcNAQELBQAwW
bTELMAKGALUEBhMCVVMxFTATBgNVBAOMDEV4YW1wbGUgQ29ycDEOMAWGALUECwwF
U2FsZXMxCzAJBgNVBAgMA1dBMRgwFgYDVQQDDA9S3d3cuzXhhbXBszZS5jb20xEDAQ
BgNVBACMB1IN1YXRObGUwWHhcNMjEwMzA4MTUON  I3WhcNMj IwMzA4MTYONFI3WjBt
MQswCQYDVQQGEwJIVUzEVMBMGALUECgwMRXhhbXBsZSBDb3JwMQ4wDAYDVQQLDAVT
YWx1czELMAKkGALUECAwWCVQEXxGDAWBgNVBAMMD3d3dy51eGFtcGx1LmNvbTEQMA4G
ALUEBwwHU2VhdHRsZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAMPY
t5AKFZQ7abgkeyUjsBVIWRa9tCh8oge9u/LvCbxU738G4jssT+0ud3WMajIjuNow
cpc+0Q/e42UL0/6gTNrTs60C0091V6GODprf/e91DWoKgPatem/pUjNyraifHZfu
b5mLHCfahjwXUQtc/sjmDQaZRK3Kar61j1UBE/LeONEYOAIKkSLPzDtW8LXm4iwcU
BZrb828rKd1Aw90I1+3bfzB6xXmzZxc5RLXveOCEhKGD32jKZ/RNFSC8AZAw]e+x
bTsys/1UOYFTuT8BnNOTGXxR8x7Y4H75+F9BavY3v+WkLj4M+01N9dMR7Et9FMt4us
YRokv5zp8zIb5iTnelkCAwWEAAaNCMEAwWDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4E
FgQUaW3+r328uTLokog2TklmoBK+yt4wDgYDVROPAQH/BAQDAgGGMARGCSqGSIb3
DQEBCwUAA4IBAQAXjd/7UZ8RDE+PLWSDNGQdLemOBTcawF+tK+PzA4Ev1imn9VuNc
g+x30ZvVZSDQBANUz@b90Pe054aE38dW1zQm2qfTab8822aqeWMLyJ1dMsAgqYX2
t9+ubw3NzRCw8Pvz18V69+dFE5AeXmNPOZ5/gdz8H/NSpctjlzopbScRZKCS1Pid
Rf3Z0Pm9OQP92YpWyYDkfAUQ4xdDolvROMY jKPk1l4LjRqSU/tcCInPMbIiwg+bWpX
2WJoEBXB/p15Kn6JxjI0ze25nSI1481Z8it4fvxrh0o@VoLNIuCuNXJOwU17Rd11W
YJidaq7je6k18AdgPAOKh8y1XtfUH3fTaVwa

AT LAE A OpenSSL RBRMEBE REBH AR,

openssl x509 -in cert.pem -text -noout

EEEEEUU TG,

Certificate:

Data:

Version: 3 (0x2)
Serial Number:
82:2e:39:2a:e5:40:44:e5:51:01:0e:64:91:99:61:d2

Signature Algorithm: sha256WithRSAEncryption

Issuer: C=US, O=Example Corp, OU=Sales, ST=WA, CN=www.example.com,

L=Seattle

Validity
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ERAEER

L=S

eattle

Not Before:
Not After :

Ma
Ma

Ir
Ir

8 15:46:27 2021 GMT
8 16:46:27 2022 GMT
Subject: C=US, 0O=Example Corp, OU=Sales, ST=WA,

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:

Signature Algorithm:
8d:
05:
83:
e7:
:79:
cd:
di:
64:
60:

17:
8e:
5c:
as:

aa

cd:
4f:
11:
b2:

00:
b0:
09:
6a
3b:
Qe:
52:
86:
6a:
48:
f3:
c5:
df:
6d:
c5:
5a
b7:
7b:

c3:
15:
bc:

132:

fe:
9a
33:
35:
be:
b3:
6f:
79:
68:
3b:
1f:

142

8b:
59

Exponent:
X509v3 extensions:
X509v3 Basic Constraints:
CA:TRUE
X509v3 Subject Key Identifier:

69:6D:FE:AF:7D:BC:B9:32:E8:92:88:36:4E:49:66:A0:12:BE:CA:DE

fb:
48:
54:
23:
ao:

:df:

72:
97:
a5
3.
2b:
b3:
ca
32:
31:
e3:
b8:

655

b7:
59:
ef:
b8:
4e:
fd:
ad:
51:

:8e:

Qe:
29:
67:

:67:

b3:
ed:
e0:
6l:

37

90:
16:
7f:
da
da
ef:
as8:
0b:
55
d5:
dd:
17:
fa:
9.
8e:
cf:
la

Qa:
bd:
06:

:30:
:d3:

75:
of:
5c:

:01:

bc:
40:
39:
4d:
54:
07:
as:

124

15:
bs4:
e2:
72:
b3:
od:
1d:
fe:
13
2d:
c3:
44
15:
39:
ef:
94
bf:

(0x10001)

X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

df:
37:
ec:
86:
63:
10:
9e:
ao:
39:

fb:
la:
77:
84:
0b:
b0:
7f:
92:
1f:

51:
co:
al:
df:
c8:
f0o:
81:
94:
01:

9f:
5f:
9b:
c7:
9d:
fb:
dc:
f8:
4d:

11:
ad:
d5:
56:
5d:
f3:
fc:
9d:
38:

4f:
e3:
20:
34:
cO:
c5:
3.
fd:
do:

7a

8f:
f3:
do:
26:
20:

52:
do:
e8:

94:
28:
3b:
97:
a3:
6a
97:
c8:

:f2:

79:
da
b5:
20:
81:
of :
df:
9c:

:0a

3b:
7c:
2c:
3e:
82:

ee:
e6:
de:
b8:

:08:

ef:
bc:
53:
85:
5d:
e9:

critical

2d:
03:
04
da:
ag:
:f7:
a5:
38:
dé6:

64:
81:
03:
a7’:
85:
e7:
cb:
f9:
4.

83:
2f:
54:
d3:
f6:
45:
63:
bd:
74

69:
a2:
4f:
di:
3a

:80:

6f:
od:
fa:
8b:
d7:
78:
01:
b9:
fa:
31:
f3:

sha256WithRSAEncryption
Oc:
2b:
65:
d7:
32:
d7:
1f:
45:
c5:

34:
96:
cf:
69:
b7:
13:
97:
40:
31:

ba:
07:
e3:
of:

:8f:

f6:
99:
06:
dl:
07:
ed:
e0:
90:
3f:
16:
le:
32:

3a

64:
69:
46:
bf:
df:
90:

ff:
88:

ak:
bd:
ae:
de:
65:
ad:
8b:
99:
32:
14:
db:
84:
30:
01:
af:
(of /1
1b:

ae

Cca

1d:
fd:
fd:
3c:

le:
:29:
76:

CN=www.example.com,

7b:
bb:
77:
e3:
57:
7a
1lc:
44
38:
05:
7f:
84:
25:
of:
63:
b7:
e6:

2d:
56:
ao:
db:
:eb:
S5e:
6d:
62:
:3e:

25:
f2:
75:
65:
al:

:6f:

27:
ad:
02:
9a
30:
al:
ef:
44
7b:
di:
24:

23:
ef:
8c:
0b:
bs4:
e9:
da:
ca:
24:
:db:
7a:
83:
bl:
c6:
fe:
4e:
e7:

e9:
e3:
7.
66:
od:
63:
27:
95:
49:
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78:2e:34:6a:49:4f:ed:70:22:67:3c:c6:c9:8b:0a:be:6d:6a:
57:d9:62:68:10:15:c1:fe:9d:79:2a:7e:89:¢c6:32:34:cd:ed:
92:9d:22:38:f0:96:7c:8a:de:1f:bf:1a:el:3a:8d:15:a0:b3:
48:b8:2b:8d:5c:93:b0:53:5e:d1:76:5d:56:60:98:9d:6a:ae:
€3:7b:a9:35:f0:07:60:3c:0d:0a:87:cc:b5:5e:d7:d4:1f:77:
d3:69:5c:38

4. EAR CABEUBHZERE CA L.

(® Note

MBEBFEHMR 1.6.3 AWS CLI IRELEF AR |, BEREMENBAERFileb: //BEfE
B 78, ETMHEFE AWS FAF CA [EFEZI4T Baseb4-encodedtI & ¥,

$ aws acm-pca import-certificate-authority-certificate \
--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authority/CA_ID \
--certificate file://cert.pem

BE CA HIETIRRE,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-axrn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--output json

REREFE TS ACTIVE,

"CertificateAuthority": {

"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",

"CreatedAt": "2021-03-05T14:24:12.867000-08:00",

"LastStateChangeAt": "2021-03-08T12:37:14.235000-08:00",

"Type": "ROOT",

"Serial": "serial_number",

"Status": "ACTIVE",

"NotBefore": "2021-03-08T07:46:27-08:00",

"NotAfter": "2022-03-08T08:46:27-08:00",
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"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"
}
.
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"CustomCname": "alternative.example.com",
"S3BucketName": "amzn-s3-demo-bucket"

}I

"OcspConfiguration": {
"Enabled": false
}

= H STEM R CA B®E AWS FAF CA
ETLER AWS BEIZE RERTAEETE AWS F45 CA Kk CA HIBRE.,
BEH AWS FAH CA BRI CA B TR BE

1. (BRA) NREEKRE CANFAEARE L , FRBR https : //https://
console.aws.amazon.com/acm-pca/home B AWS A% CA X84, ELEBEREENER
+ BERBAFERBIEATIXE CA.

2. BEBE. TE CABRBUBMMZEXE CAREBEEME,

3. HREXR CABEREMEAERN CAEET , BEAWS 308 CAREH EENEE AWS A
CA.

4. EEERR CAT , #RFE CABEHIERE CA. RREHRBE , LETHE THRMHCAS :

- BBER CA A,

ZE M FEERRR CABFE AWS FAF CA MR latest 240


https://console.aws.amazon.com/acm-pca/home
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AWS FAE BRI EEN ERERER
- CATEHITHESE,
« CA B REEACTIVE,
- CA#=X 25 GENERAL_PURPOSE.,

5. HEEERMK CABESET , EETIEESH

- B —EE CA BRENBH B HME™E,

- BEREE —EERCARTHERERNERANEERE L, BEA
« SHA256 RSA
« SHA384 RSA
« SHA512 RSA

- BERE — Xk CAEZEZEHNBERTHENEIEHE. BRREAT (i) RTREE
BURKERER K M2 CARBE. REA—ULHWEERTIRE CA TRITREREHM
CA R#&.

« #i7X ARN — BRIt CA RBMEEEH AR ARN, MREEBE TIE5EM Path length (E%@:EJ'E") :
EAtEEE, MBLEFEH CLI issue-certificate fa S APl IssueCertificate BMER I BE |
HEFEIEE ARN, INFERH CA BRELXRNEF , F2E F£H AWS A5 CA BFEEZ,

6. METHRERTER K ARBERILRE, AWS FAHE CAEE CSR, FRHXMK CA REE
AEERE  ARERAEZINR CAEBRE. AWS ILHE CA RAREAEEENRR CA BE,

7. CANFHEAEESERRBTRERERE (HIREK ) . MRLERY , FERWRKCAS
E—RE P ETERPRE,

K ABIEBR CA HEMNRHK CA BE

W RETRE I ORRFAE CA 2BE PEVFE CAAWS 45 CA , B LLEERENREETRREN
HEN CABERBMAT. AN CA BB CA BREELABANCEERBREERELAESE
REEN , RRBEASE=FHER.

(® Note
BAUSNBAMGEERBEREENEFTEA ERNEER,

FIZZEIMRR CA X RREFINANEZIRE 2R BT BHERS

ZHEHNIBR CA BEBHRMK CA BE MR latest 241
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https://docs.aws.amazon.com/cli/latest/reference/acm-pca/issue-certificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_IssueCertificate.html

AWS T B R B EAEIEE
1. 1€ RIS BEEEFR (CSR) AWS #F CA,

2. 1% CSR RRXBLMNTEBRERE , YEISEEEN CA BRURTMEERRE.

3. % CA BEMEFEEAN , AWS FAH CA DUBAZHIXK CA,

WEFMERF , F2REANSEZNILE CA BE.

EHEFAE CA R

HIE CA EEXEFITNEMAERAEZE AT AWS A8 CA FHAZ% CA ZEHMBE, CAHEERLL
BITRE , IR ITBREMENFTIEREMLAMEE B AWS Identity and Access Management (IAM)
FEHAEAWSIRF, MR CAHEERZBUERAERNBEERE , AIURTE AWS tRFHFHNFERE
A AR 1T R

EWEIRFHBIRS  REEAERILUERTEERMER AWS 348 CA 5 AWS Certificate

Manager &R, #& AWS FAH CA IssueCertificate API 2 issue-certificate CLI o5+ 2% H# B &

TSEE, SEERRTECHELBELFHRE Y EBHRFBHEN. £ ACMEEAE, ACM

RequestCertificate APl 5 request-certificate CLI i v & HHN BRI IEE, L;’éﬁﬁ%?ﬂﬂ%ﬁ%

£ ACM BEMW R+, MR CAEEEAFK , BRTENRFEGEAN ACM HWREEZEAE ,
TERESEBHKBEBEN.

£
- AIAM ERERYE—IESHT
. EEBIESFRNEE

A IAM R EZE BN E—RFFFH

EEE (CAHEE) NRBRITEUNRE— AWSIRFHE , SEEBREVEEERHF
—IE’J AWS Identity and Access Management (IAM) A ERERZETENEESEAC, NMERE £H
IAM AWS 255 CALA R EBHIFF TRV EEME RN |, 5528 1Y Identity and Access Management (IAM) AWS
AEREREE N

B IEEEH 1 RITASERR

ERERT , REFHEEEEEVINE CA , REREVEAHFITN IAMEHRE |, LBITIE CAZENE
F. IAM FEAE BB IssueCertificate API AWS FAF CA B HEH,
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Owner creates CA

DEBFRBTHERETSEE  ERTEEEVAEBLERE  UKHLXETEFAEMNEEL, ©
MHEEBHRFFEEN. AL API BITBEFEE OpenSSL SHELERX AWS FAF CA £ ShEF
EENBEHBFER (CSR) MLwtt, WEFMEN , BFBMH IssueCertificate X,

E—IRFHRH 2 ZEB ACM BITZERE

F_ERMISKZHKEB ACM T PCA B API 1#1E, tRFHEEESGI G —KELFAE CA M IAM £/
H. REBAEEZESKTUET ACM REEE , LLIEBHENL CA BSBHNEMER. IAMEHE
BRBHER , 858X ACM RequestCertificate API REEE CSR ME&REL, EBFBH

K, ACM & B BI#TRN THERE
using ACM console

ACM auto-renews
certificate

Cwner creates JAM
| 4 user to isswe and
renew certificates

1AM user issues cerificate using
acm—poa: IssueCertificate

APl to issue certificate signed by CA

Onwner selects PCA console option ACM
access to renew certifimtes requested by

this account

ho

¥

Onwner uses
acm-poa:CreatePermission

Onwner creates 1AM
user to issue and
renew certificates

1AM user issues certficate using
acm: BequestCertificate

AP| to grant permission to ACM service e

principal to renew certificates signed by CA

REBEAE T LURBERI CA HfEMA PCA CreatePermission APl Hifisiz#% , EBEE XA
RFEHET. RUEIEREEINZERR UL LEHAE ACM BESH AWS BRI,

T-HasRTFENFINER.
# BB BFT A B4 ACM

£ AWS Certificate Manager (ACM) RERAZEEYN , BUUEBHLLAENALERENBREENER.
ATEACM EBENFAE CAELENEH , ACM R B XER CAAXERFREAKENTT. W
RACM R EELENHT , AICAHEE (IRERR ) YARIHNNFHENRITEEARLER
&
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AWS FLEBEREEN EREES

/A Important

ERENWFFTHNELEFEBRAR CA BEENBRRITEMNMERE AWS tRFHHER. M
FEIRFRS , F2EH EEBEIRE 7R BER.

BRI EEVFAE CAWEE , SIREHZE CA ER ACTIVE ARENEMREEREIT T,

AT LAER AWS FAE CA £#8A&. AWS Command Line Interface (AWS CLI) , 2t AWS 8 CA API
REEFE CAFFH :

4L CA TSR ACM ( T4 )

1. B A AWS &HIRF |, I 1E https : //https://console.aws.amazon.com/acm-pca/home B AWS
B CA 124,

EAERERBENEE L , FEHEENLSF CA.
BEEBFE, 5RE CAFTAL

BEHURE ACM FEUAMEM LR F 55 R VB =
BEF#T

o &~ 0D

£ AWS FA CA (AWS CLI) & ACM 1

£ create-permission ap SASEF AT $ER4E ACM, BN ER RS EMNEFT (IssueCertificate,
GetCertificate# ListPermissions), ACM &t B BB EH B,

$ aws acm-pca create-permission \

--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authority/CA_ID \

--actions IssueCertificate GetCertificate ListPermissions \

--principal acm.amazonaws.com

£/ list-permissions aH R CA ZIRKIFF Ao

$ aws acm-pca list-permissions \
--certificate-authority-arn arn:aws:acm-pca:region:account:cextificate-
authority/CA_ID

£ delete-permission SRS CA iRk AWS IRIE EBEAIEF T,
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AWS FLEBEREEN EREES

$ aws acm-pca delete-permission \

--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authoxrity/CA_ID \

--principal acm.amazonaws.com

BB IR S BER

E CAEEENBRRITEMURTEN AWS IRFHEF , CABEESXEHLA CA FE#E, EWEBEK
EREBEREEE CARER. BRERBITHUIRTHERTA , XEZTXTATUR AWS IRF#HE
#. IAM &, AWS Organizations ID S E 1D,

CAEEEMLER T AN EEMEEBUR !

- £ EEBIEAF , /A AWS Resource Access Manager (RAM) , ERBIRF £ H AWS BRIVEZ
BhHE. BEE P AWS RAM EBHAMIRFAHNEFEALA CAEREK  IIENERABEEEHE
#3 CA. WE RAM WEEAER , B2 BAWS RAM ( FEAEERM) -

(® Note
BAILLERE CA , ARBEDE., EEERRE , BIUERFAK RAM £25,

« LIEERXERET AN EMA PCA APIsPutPolicy. GetPolicy #l DeletePolicy.
« FEIFEA FH PCA @ put-policy, get-policy 1 delete-policy AWS CLlI,

REFREHEEFEE RAM FH,
SIRFRE 1 REZEBITZIERH

ERBERLT , CABEEEEMH AWS Resource Access Manager (AWS RAM) E2E fth AWS RF 3 F
CA FEUE , LAFKIRFEITIZE ACM BE. BRER AWS RAM AT EZHEIRF LA CA |, &
BRE BKE/R AWS Organizations ID B A CA.

Account #2
must accept share

AWS Account #1 uses
AWE RAM to share CA:

With Account #2
CA Administrator directhy
[AWS Account#1)
reates CA With Account #2 via
AWS Organizations

ACM attaches SLR
to Account #2,
permitting

With Account #2 via
organizational unit
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AWS FLEBEREEN EREES

RAM &8 H A ER#E AWS Organizations , WHAZFXALBEZERSEER. WHEATURE
AWS Organizations B B)#ZEZRMHAHEA,

® Note

WHARFEEE ACM FREEHBDEN. —KRME , EF—REAHA CAK , ACMEZR
KRBEFAR , ANCE LETEBHEEFWU AWS 08 CA, HIRKXHK (BERBERVRD
A ), AITEEB&BIRE CAINER. RE ACM ERETURERE , MTR CA EE
B, MEFMENR , F2HABE ACM ERBRBERZHE (SLR).

EBRFEEM 2 £/ API S CLI #TZEMRZERR

FE_ERGIREAFEH M AWS FAH CA API B9 AWS Certificate Manager M 2171818, FIEIEL
BREHR AT LUE R Y ERN AWS CLI 5 RE1T,

Account #2 issues certificate using
acm-poaIssueCertificate
AP

AWS Account #1 uses
acmpca :PutPolicy
AP to share CA:

With Account #2
directly

CA Administrator
[AWS Account #1)

TIEE With Account #2via

AWS Organizations

With Account #2 via
organizational unit

ACM attaches SLR
to Account#2,

ACM

Account #2 issues certificate using
acm:BequestCertificate o auto-rensws

permitting

il auto-renews|

certificate

HATELLEF P EZEFER APl RE | BRERTEULLERERE AP BERZITER, PCAAPIH
fEIssueCertificateBELEARZTERRE , T2 EHHEN , EXEAELYFHZRE, ACMAPI BiE
RequestCertificate SEA TR FZHEE ACM BERB LNZERRE , Y HBEN,

(® Note

WHARFRER ACM HEREB BB, —RME  EFREALACAK  ACMEZR
KEHEFAR , AFCE LETEATERREFWU AWS 7AH CA, MRXAY (BEERHAR
BRADFFA ) , BICAWBRETAEBBEYN , RB ACM EHETUFAREE , M2 CAEE
B, MEFMENR , F2HEELR ACM ERBRBEREHE (SLR).
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H|HFAHE CAs

Ba LA AWS FAF CA Fi=A= AWS CLI %I K& 5EA =% AT FELCAS.

ERAEEEFILATAN CAs

1.

ZE A AWS BWIRFE | I 7E https : //https://console.aws.amazon.com/acm-pca/home BIEX AWS
B CA £2A,

BRELEREREEMBEDNESA. LUAERE LANERZESME CAs HH. &8 CA #
SERA—EEMS , EhBERUTEHS e HERRE

EE -CAHRBRBETNRE.

Id — CA 89 32 fi JTAB + /<3 fir Mk — 58 B

REE - CA MR, AIREMVESRERM., FEBE. FAH. Mk, EFRA. EBHANMKMK.

HH -CANEE, AN EARNIKE,

B - CAMVER, ARRMNEA—RARE (RTUREEMENBHNER ) MEHREBE (R17TH
BMERRATRNEBE ) . ERERRT , ENERABE TR HERE . BRAE—RAR.
HWAEE - BB CAAWS WiRF ., EFWRRENIRFRER CA EEFAEIRKBENIRS,

SWEEL -CAXEN L AEBEREEE., TENER

ML_DSA 44, ML_DSA 65, ML_DSA_87, RSA_2048, RSA_3072, RSA_4096, EC_prime256v1, EC_
F EC_secp521r1,

HEHEAEE - CA AREERBFRNER X, (TEHEBTERHE

B R BREM SigningAlgorithm 28UEE, ) WREMNES

ML_DSA 44, ML_DSA 65, ML_DSA_87, SHA256WITHRSA, SHA384WITHRSA, SHA512WITHRSA,
N SHA512WITHECDSA.

@ Note
FANEETRAL LANRERT , LB TERTNERRNEMRE,

£/ HIHTAK CAs AWS CLI

R list-certificate-authorities a5 %I tH Al Ky CAs , 20 TSI HIFTR -

HHFAE CAs MRS latest 247
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AWS FLEBEREEN EREES

$ aws acm-pca list-certificate-authorities --max-items 10

o TEEREELATRTHAUNER

"CertificateAuthorities":[

{
"Arn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID",
"CreatedAt":"2022-05-02T711:59:02.022000-07:00",
"LastStateChangeAt":"2022-05-02T11:59:18.498000-07:00",
"Type":"ROOT",

"Serial":"serial_number",
"Status":"ACTIVE",
"NotBefore":"2022-05-02T10:59:17-07:00",
"NotAfter":"2032-05-02T11:59:17-07:00",
"CertificateAuthorityConfiguration":{
"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",
"Subject":{
"Organization":"testing_com"

},
"RevocationConfiguration":{
"CrlConfiguration":{
"Enabled":false

WiRFAE CA

R LAER ACM 2 A5 AWS CLI i85 B CANFMTHRER  YREZELEREE. MFEEH
CAsHYFHHIE , FFEHM £ DEMLE CAAWS B BHEZEEN,

EEZEAETRIE CAFHEEN

1. B A AWS BHRSE |, 7 https : //https://console.aws.amazon.com/acm-pca/home BIREL AWS
B CA £12A,

BIRFAE CA MR latest 248
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AWS FB BREBMEY fEREEE
2. REANABREREEMNEE, SUUEREGLANERRESME CAs EH.

3. HEETRIIHA CANFETEER K FREEREN CA REERRE. ESRAMERTIER
AREWFHEREE

- TEEH -CAHREBWHEBEN. MEFMENR , F52 B Subject distinguished name., R
oL RVAGIE I

- TE-RUNESBEARMUBE

« Organization (O) — 0 , A RERE

- FEMREE{L (OU) - filtn , N EAH—EEBF

- ERE%E (C)- MEFINERNKE

- REFEEE - REFENL A

- WEAE-HTHNER

« Common Name (CN) — # 5l CA W AE A ERFH,
- CABREBZRSIEE - CA BEERENHEER

- R - CA BREARZAIH B B R

- BHIRRE - BEETHRE
- WEBERRS|IEE - ZETNRIRERERE, BEFEBEUEN.

- BEMILEE (CRL) 2 - BRASERAMREE

- IRLEBBREBAWE (OCSP) - BRAS =AM REE

- HUREIER - LB riALk CAEB AWS Certificate Manager (ACM) ;BB BB EHIRER, 2
BIRBIERH,

- I ACM R - RESRERENRE
- BBRSIER - LEAL CAERNTAIER, REEETNEERR,

- ERAZRS|EZER - £ HHIIER AWS Resource Access Manager (RAM) A1t CA iR EIR
HE, EEEREEFNERLA,

- B -ERAMANESE
- RE - ERAMNMRE

4. BELEWREM CAID B , IR —KRE®E, CAM 32 Ul + M —EATEEREE
. ERIRETHENER

- REE - CAMREE, TTRENESEENL. SFERE. EAD. Sk, 2FH. EBHAM A,
RELE ORN=CA HY-Amazom Resource Nammes KRS latest 249
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AWS B BEREEN EREES

- BEEE - BB CAAWS IRF, ETREREWIRE (BR) REA CA BEEFIZRIGEHIR
Fo

- CAET _CAMER, TRl EABANXR,

« B : B3 CA N BHMER,

- BHIAH - CA BRE B B MK,

- B -CAWERX, TRENEA—KRAR (UFEATMNBHAMRENERE ) NEHEE (&

WHBELRA7 XRNEBR ) . ERLEERT , EHERHE T URAHE#S, ERAs— KA

i

- EMEHEL-CAZBENALEEWER L, TsEMES ML-DSA-44, ML-DSA-65, ML-
DSA-87. RSA 2048, RSA 3072, RSA 4096, ECDSA P256, ECDSA P384 #1 ECDSA
P521,

- HEBEEZL-CAARZEBCHBRIEHEEH R, CRLs Ml OCSP BIEMER: (FTEH
IssueCertificate APl A ISigningAlgorithmBBUEE ) . WHEMVES ML-DSA-44, ML-
DSA-65, ML-DSA-87. SHA256 RSA, SHA384 RSA # SHA512 RSA, SHA256
ECDSA. SHA384 ECDSA. SHA512 ECDSA

- SRETLRSEE -_BHEAREEE FIPS) —HMUEH, B ARELEDIRIE : FIPS
140-2 B 2 {RHES. FIPS 140-2 F 3 MHHES , AKX CCPC £ 1 fAHES. LBHE AWS
EFmE,

(® Note

H 2023 1 A 26 Bi# , AWS Private CA € B4 FIPS PUB 140-2 £ 3 iRV TERE
Z4EiH (HSMs) REIFFEIEFFNFTE CALELER,

A WEFISH CA FMEH AWS CLI

£/ AWS CLI F# describe-certificate-authority @3 2R BE/~ CA WEFEMER , M RIS SFIR

$ aws acm-pca describe-certificate-authority --certificate-authority-arn
arn:aws:acm:region:account:cextificate-authority/CA_ID

o TEERELATATHAUNER !

"CertificateAuthority":{

"Arn":"arn:aws:acm:region:account:certificate-authority/CA_ID",

BIRFAE CA MRS latest 250
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AWS B BEREEN EREES

"CreatedAt":"2022-05-02T11:59:02.022000-07:00",
"LastStateChangeAt":"2022-05-02T11:59:18.498000-07:00",
"Type":"ROOT",
"Serial":"serial_number",
"Status":"ACTIVE",
"NotBefore":"2022-05-02T10:59:17-07:00",
"NotAfter":"2031-05-02T11:59:17-07:00",
"CertificateAuthorityConfiguration":{
"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",
"Subject":{
"Organization":"testing_com"
}
.
"RevocationConfiguration":{
"CrlConfiguration":{
"Enabled":false

}

MERDBTINEHFILE CAWER , FSE F# CA (CLD.

RIENTLE CA FEBEER

EBERMATRHENNEFTRAE , ARERINEREN AWS EF, SEEEETTSHREER, BTN
f£/8 AWS FAF5 CA £#4A. AWS Command Line Interface (AWS CLI) 5 PCA API K&, MR
BBRFIE CASHER,

RO LAREESET IS R BRFAE CAWBITESR., it |, BaAERAFE L Environment=Prod=;, WiEE
¥ RIESZFAE CAs , Environment=Betalli# 5l CA EFRAPMERIE, MEFHMEF , F2EEILF
A CA,

(® Note

EEERVEFPESEREZEZIE CA, CAEEEXLALE AR IAM BURE
CreateCertificateAuthorityBEEE I FAN , SWEARE A FFAERE, MBEFHMEN |
BiTag-on-create : T B EREREE CA.

5
r
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Hth AWS ERtt X EERL. BUMUSHEENEBRERGTRNER , UiEHELEREMEEN. Fi
m | A LU SERIER Website=example.com CA, Elastic Load Balancing & & F#23fMH
fAERER. WHEFRR AWS ERNFHEN , F20 (Amazon EC2 A EEM) FHESE Amazon
EC2 &R,

THERREEARN AWS 308 CA EH :

- BERE CANERE LRA 50,

- EBBNRELRA 128 B=E,

- EBENRELRA 256 BF .

- EBEBNETUEETIET : A-Z, az M . +=@_%- (EFHK).

- ERBHEZES KPR,

« aws: M rds: FEHRREBHE AWS FANFHE ;| SEENE, FEAMBRBR aws: = rds: A
FENERK, FHEA aws: M rds: WERERTEFACBEERNEREET,

- MREFEBEZE RBENEREAFCHEBHER | Bl  Hitt RBY AN F T URETER
Ho FHBBXHLLT BEXRES

« AWS 7.8 CA BBTEAR PHERFHENERFEER AWS EEFRE,

BRI LA AWS FAFE CA E£#24A. AWS Command Line Interface (AWS CLI) 2 AWS #AF CA API &
ZELFAE CA

FiLH B CA (E£A)

1. B A AWS BHRSE |, I FE https : //https://console.aws.amazon.com/acm-pca/home BIREL AWS
B CA £2A,

2. ENESEBEREENEAEL , XFEPRELZNIE CA,

3. BERETHWFHEAESY  BEEERRSIER. RABERRAEERNEE,
4. BREETEESR.

5. iZ#E Add new tag (FTIEER),

6. EWAREME,

7. EERE.

LS CA (AWS CLI)

£ A tag-certificate-authority S5 53R 5,8 CA il LERK,
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AWS B BEREEN

ERAEER

$ aws acm-pca tag-certificate-authority \
--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-

authority/CA_ID \
--tags Key=Admin,Value=Alice

£ A list-tags @ 2R 5 HAE CA WER.

$ aws acm-pca list-tags \

--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authoxrity/CA_ID \

--max-results 10

£/ untag-certificate-authority S 3 2RBERFAE CA HEZE,

$ aws acm-pca untag-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:aregion:account:certificate-
authoxity/CA_ID \

--tags Key=Purpose,Value=lWebsite

T8 AWS #5 CA CA REE

HEAEBEE AWS A8 CANERFIEEMN CARE , IEELER T REBREEME, Hlan , CA AR
EESTRHKREE, CAEEENFANMREREZRE CA B REMEFIRE,
AWS FAH CA AT &G THIAREE., ERRERSEMREFTHLN CA I8,
(® Note
¥ DELETEDF AW FrEARREEFAILED , BEEX{F CAKWER.
AR BE BITR M Ex EE BO L E BEA £BEX
s OCSP CRLs ## CA BFE Liss {3 CA
R HNEHR
BE
CREATING- EEEY & S S S & B =
CA.
CA iR&E RS latest 253


https://docs.aws.amazon.com/cli/latest/reference/acm-pca/list-tags.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/untag-certificate-authority.html

AWS FAEBHBEEN EHAEERE
AREE BT A ELE [ 323 A LA E BRA #F
B OCSP CRLs ®#& CA BFH Lfss 1 CA
B se NEMH
PENDING_C & & & & & v =
ERTIFICATE -8
B CA, HEERE
FEEEE, *
ACTIVE = = = = = = =
DISABLED - £E2F® & > = = & = =
2R CA.
EXPIRED-CA BRE & i S B = vy =
BHA, **
FAILED CreateCertificateAuthority EIMEXM, ETRERE B
AR PE, Big AWS BESEMIERME4E, KA CAHE
EEIR, SR CA ELEM I CA,
DELETED B CA ERIZEREE , REABEAR 7-30 X, TEHtHIE 2% , =

CA #& K A MBRo

MR SEHREES DELETED BRECBHIM CA My
RestoreCertificateAuthority  API, Bl CA i$&&&
A EXPIRED,

MEMER CANFMRET , F2H REBRENILE CA.

BETHEA , BFEEL CSR, K CAHSEHEEN CABRE  UNREBEEA AWS E
CA. CSR WX EHK CA (ARBEEE ) , WEXEAIHIER CA UK CA. MFEFHMAE

7, BBRZE CABE

FELIEESFECIBE CA WRE, WREEAN CAWHEBE , S48 AWS 78 CA EFE
B , ACTIVERRIEE BEBHDISABLEDZ AT HRESR »

CA k5
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AWS A B EREY EREEE
BH CA BRNEMEREE !

- CABRETEEHEN. WEER BBENNFMEN AWS Certificate Manager , 5520 §BEE
HET B REE ACM,

- MREEHFH B CA BTHBRE , Bl IssueCertificate APl EE
InvalidStateException, IBHIfVIR CA X BXBREZBHHE CA BFE , TEBITHINRRER
Fo

« MR CABREEBH , The ListCertificateAuthorities M

DescribeCertificateAuthority API {E&{&E EXPIRED ARHE , 5w CA ARREREERA ACTIVE
=2 DISABLED, B2 , I1RBHIM CA BE5% A DELETED , BIARREE /&[G DELETED,

+ UpdateCertificateAuthority APl SEEFE#H EiBH CA KIREE,
« RevokeCertificate API £ A RMBEMIBHANBRE , B CA BE.

CA RREEE CA £ mBHi 2 B EE &R

TEE® CANERBHMA CAREREESENEBETR.

UpdateCertificateAuthority UpdatecertificateAuthority
Status = DISABLED N Status = ACTIVE

CreateCertificateAuthority (Rl 4 ImportCertificateAuthorityCertificate

OR . D !

Delete / Restore
DeleteCertificateAuthority

Awailable when Status = CREATING,
PENDING CERTIFICATE, EXPIRED,
DISABLED, or FATILED

v N . A\ 4

PENDING CERTIFICATE e e

RestorecCertificateAnthority

14 Available when Status = DELETED and
€A is within restoration period

SR EAL

] ~ —

CA jiRRE BBy FRERE
RESTF  FHE

CA MRAEEE CA £ awmiBH <~ BHEI & IR latest 255



AWS B BEREEN EREES

EEXRER , EEBHEDIEIB AWS FAE CA £1EA, CLIR API Ef, ELBEFEHE CARER
. A, BEANEN. CARESELEFEFEAFHIEIBEBHEN ULBRER) . EAZENE
MTE , FOREEEETE CAEEEEANTTEEEE UERETR). A T HNAMEETA LR AREE
B, AFFMERFIERE %,

£ PEFHFE CAAWS REBEREBEN

B AERAE CARGRE , REBVRESFHBHER, AEERM CAREMN CA LB
&, AR CAsHEIZEM CLI Ex A,

B CA ( EH4)

THRERFRBMMAER ENHREN CAHEREAWS EEEEE,
T CAMRE (TRA )

EHESIF B CANREEEAEER,

EEFT CA HUiREE

1. BA AWS &/IRS |, I7E https : //https://console.aws.amazon.com/acm-pca/home BARE AWS
#HE CAxX2A

2. EAEABEREENVNEEL , FEPREFBNERPHNTEA CA,

3. EBEMRXRY , BEFAUNERANLE CA

TH CA WHESEELRE (Ti2E)
A ESEAE CA MIRBIERE  FIIFHERIEMK OCSP & CRL X , REUHBE,

(® Note

CA HFHENEEIEXEERTHERE., FERIENBEERERF , LAEMBITHREN
BHE.

HM OCSP , LA ETIIERTE :

° E&FHER%FH OCSP,
- BUAEEABET OCSP Z&\IFHE (FQDN),
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AWS B BEREEN EREES

- #% FQDN,

M CRL , BB ETIEMRE :

- CRLEH (ZEf23)

- 7AE CA REEELRERIBFE (CRL)

- CRLEHIW KRS, FFEE, BELIEENXREN —HE AWS 748 CA BHREHAENEL CRL,
- f#71% CRL Y Amazon S3 f7ZiTE8 &,

- MAERBEPER Amazon S3 FEFEITEEENEIB.

/A Important

SFEEM LAY TREELAAXE. @6 TFEFR CRLELX, SFEFNNRE , ELE
ME CARALEREREE S3 REFE. ERSEVRISHHIUAR CRL MBI CRL 4
ENRARRE. BUNZLtBF RS , AEER R NERT ERNFEERTE,

EAHEERRE

1. B A AWS MRS | S FE hitps : //https://console.aws.amazon.com/acm-pca/home BEK AWS
LB CA X824,

2. EAEREREEMNEEL , FEPEENLS CA. ESH CA NFHEAER.

3. EERMBEREREIER K AREBERE.

4, ERFHIEEBERT , SEAWMERIE :

« B CRL &
- BBk OCSP

IBE LS CAREELHMEMS  SIMERDELRE, HARERAL , BEBRER SERHM
ABREER. EXRILETR A , F2E ALK AWS F.8 CA BEBIER E UEEE@ES %
HER. ARFEENNIRE , AR HEMHMEIIERHEER.

% E CRL

1. 1ZHURA CRL &,

F#H CA ( T#4) MR latest 257
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AWS B BEREEN EREES

2. BHEREW CRLIEBEM Amazon S3 EfFiTHE |, FHEHEIM AR S3 fEFArEE. RHEM—NRE
FREE, (CTFTECSEORFIENEE, ) BR , FRISREIULEE , REKE S3 f#EF
FrEEREETEERANFERE.

MREEVHNFEETE, EAWSIHE CAERUMEN TR SEEZEZMETE. W
RIEREEHBERNRERR , SLALXEREFNEE , BB EL CRLs, EARAAHNES
— BB RE N Amazon S3 # CRLsTFEUBR, MBERBRNEN , F2 K LA Amazon S3 T2
BB EEFRTERE,

® Note
ERER AWS FAH CA £ 6K, MRTIIMEFRGEHER , AIEHEL CASXYN :

+ #IEAEY Amazon S3 f1F B IS IE S 3 AISHT S BB FIEE,
. BER BRI Amazon S3 FFE AWS FE CA B,

EEEBRAT , ERAERSEREVTLBERMNGEEITE | Amazon S3 SIEE LB
fE, MRBLEEEEN , FRELEMN Amazon S3 RE. MEFHMET |, FSBEHHEY
Amazon S3 RFEAFEFE,

3. BB Advanced (EFg) UERSH A REEIE,
- BERMAIZURBA CRLs 2 El, MREKRBMASDE , B8 CAEZRRAWS FAE BFHERE
B Bl LB THBERIHE LR, MEDE CRLsWFMEN , 5550 CRL HE,

- ¥ EF] CRL 2% , 28K Amazon S3 REFBEVHZ., WEBEEEH RFC 5280 €&
B "CRL & #i%h, HE{rh CA R1THEEH, EEBEB IPv6 £/ CRLs , B HREARER
Ry EHE S3 I, IER IPv6 FH CRLsH TR,

- ¥IEAFTHE , & Amazon S3 FEFITEPHEREEEI DNS Bl&,

- WA CRLEREFAMNERRE. ARER 7 R, 8RR L CRLs, BRHA 2.7 RRER,
AWS #F CA S EREREERBNTHHERESE CRL.

4. ERBREREFRE

% E OCSP

1. EBREWEEEL , EEFRR OCSP,
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AWS B BEREEN EREES

2. (EA) EHFT OCSP mBWu+ , REH OCSP inFRMUTEMEHEM (FQDN), FEEIR
IPv6 £/ OCSP , FES IR E AL MR IREL | WiFEB IPv6 £/ OCSP HATA,

EREL B FIRME FQDN B, 2% FQDN AWS FAF CA A SERTEFEM Authority
Information Access ZE{# , LAEN{X OCSP AWS EERRXNTESR URL, ERMWIICEHET
FQDN HYBEE , ©2&# OCSP LEMNEL, EEZNMETEEE , SEEFRIMEEAN
BE -

- ERARERRESZEBLT FQDN WHREHEIXE OCSP AWS OERER.
- SE R CNAME EC&&3Ti8 E &K DNS ERE,

® Tip
mFEABET CNAME BIE5EE OCSP #RT RIVFMER , /SR 85T K OCSP URL
AWS #F CA.

Fln , LA T2 BEET OCSP # CNAME i24% , 1 Amazon Route 53 Fi7Ro

FCEREE Type B R ZE{vs= 1E/74% 7 & 2%/ 2
alternati CNAME fE{E - proxy.exa
ve.example.com mple.com

® Note

CNAME WERSEESBABEFE , HIA0 "http : //" T "https : /",
3. mRER , BEMFEE.

B CA (CLI)

THRFRPBUMAIER EFBRE CA WAREMBEEHERE AWS CLI,
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AWS B BEREEN

ERAEER

® Note

CA HFHHENEEIEXEERTHERE. FERIERNBERER , LAEMBITREN

BHE.

EEFAE CA HIHREE (AWS CLI)

551 A update-certificate-authority 88«

JIJD 'r-'EEFVb\ CA E@*D#ﬁﬂj(zﬁuﬁ'o

$ aws acm-pca describe-certificate-authority \
--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566" \

--output json

EEEEEUU TG,

)

"CertificateAuthority": {

"Arn":

"CreatedAt":
"LastStateChangeAt":
"Type":
"Serial":
"Status":
"NotBefore":

"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"2021-03-05T14:24:12.867000-08:00",
"2021-03-08T13:17:40.221000-08:00",

"ROOT",
"serial_number",
"DISABLED",

"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",

"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",

"State": "WA",

"CommonName": "www.example.com",

"Locality": "Seattle"

ERTES WARREREDISABLED | thIheedEE B HACTIVE, & EMMH

"2021-03-08T07:46:27-08:00",
"NotAfter": "2022-03-08T08:46:27-08:00",

, mEAT

FE# CA (CLI)
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AWS B BEREEN EREES

},
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,

"CustomCname": "alternative.example.com",
"S3BucketName": "amzn-s3-demo-bucket"
I
"OcspConfiguration": {
"Enabled": false
}
}
}

T TEREIE CAKMRERER ACTIVE, REE CA LLZREVRNBRER , THEEEM.

$ aws acm-pca update-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--status "ACTIVE"

BE CA HUETIRRE,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566" \

--output json

MEEREEHERA ACTIVE,

"CertificateAuthority": {

"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",

"CreatedAt": "2021-03-05T14:24:12.867000-08:00",

"LastStateChangeAt": "2021-03-08T13:23:09.352000-08:00",

"Type": "ROOT",

"Serial": "serial_number",

"Status": "ACTIVE",

"NotBefore": "2021-03-08TQ7:46:27-08:00",

"NotAfter": "2022-03-08T08:46:27-08:00",
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"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"

.
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"CustomCname": "alternative.example.com",
"S3BucketName": "amzn-s3-demo-bucket"
},
"OcspConfiguration": {
"Enabled": false

HEREEFRT , BHERD CA ATRERREMBEHS, MREVERKERBRMBEE (CRL) , FE
AT3ERF.

#% CRL #T#ZHREH CA (AWS CLI)

1. EATISSRRIRE CAWE FHRE,

$ aws acm-pca describe-certificate-authority

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566

--output json

BHEHs CA BG4k , ACTIVEBREEAMFA CRL,

"CertificateAuthority": {
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ERAEER

"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",

"CreatedAt": "2021-03-08T14:36:26.449000-08:00",
"LastStateChangeAt": "2021-03-08T14:50:52.224000-08:00",
"Type": "ROOT",
"Serial": "serial_number",
"Status": "ACTIVE",
"NotBefore": "2021-03-08T13:46:50-08:00",
"NotAfter": "2022-03-08T14:46:50-08:00",
"CertificateAuthorityConfiguration": {

"KeyAlgorithm": "RSA_2048",

"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"

},
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": false
},
"OcspConfiguration": {
"Enabled": false

2. BUINREEAEA WEE  §lW revoke_config.txtLAES CRL fARES &,

{
"CrlConfiguration":{
"Enabled": true,
"ExpirationInDays": 7,
"S3BucketName": "amzn-s3-demo-bucket"
}
}

FE# CA (CLI)
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® Note

EHEEEENTE CA LU CRLsE |, B4 B HREAEHBITEEDH CDP EMHIE
#, LB RS eI EEEE, EEEREM , 8E= CRLAARSH TR :

{
"CrlConfiguration":{
"Enabled": true,
"ExpirationInDays": 7,
"S3BucketName": "amzn-s3-demo-bucket"
"CrlDistributionPointExtensionConfiguration":{
"OmitExtension": true
}
}
}

3. f#H update-certificate-authority a5 M S5 4R REHE SRR E H CA.

$ aws acm-pca update-certificate-authority \
--certificate-authority-arn arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566 \
--revocation-configuration file://revoke_config. txt

4. BRgE CA HRE,

$ aws acm-pca describe-certificate-authority

--certificate-authority-axrn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566

--output json

e CA RECRERMEM CRL.

"CertificateAuthority": {
"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"CreatedAt": "2021-03-08T14:36:26.449000-08:00",
"LastStateChangeAt": "2021-03-08T14:50:52.224000-08:00",
"Type": "ROOT",
"Serial": "serial_number",
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"Status": "ACTIVE",
"NotBefore": "2021-03-08T13:46:50-08:00",
"NotAfter": "2022-03-08T14:46:50-08:00",
"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",
"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",
"Locality": "Seattle"
}
},
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"S3BucketName": "amzn-s3-demo-bucket",
},
"OcspConfiguration": {
"Enabled": false
}
}
}
}
EREERT , SR ERE OCSP HEX&E , MTRUMEREFPEA CRL. EEEER

T, FEATISR,

#& OCSP X E#MEEH AR CA (AWS CLI)

1. FRASEBWEUNFHERE , revoke_config. txtAEHREM OCSP &,

"OcspConfiguration":{
"Enabled":true

2. {#M update-certificate-authority a3+ MM EEHRERERREH CA.

FE# CA (CLI)
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$ aws acm-pca update-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:us-
east-1:111122223333:cexrtificate-authority/11223344-1234-1122-2233-112233445566 \
--revocation-configuration file://revoke_config. txt

3. BXWmE CAMMRE,

$ aws acm-pca describe-certificate-authority

--certificate-authority-arnarn:aws:acm-pca:us-east-1:111122223333:certificate-

authoxrity/11223344-1234-1122-2233-112233445566
--output json

Bl H 2 FERE CA REEREAMEA OCSP,

"CertificateAuthority": {

"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",

"CreatedAt": "2021-03-08T14:36:26.449000-08:00",
"LastStateChangeAt": "2021-03-08T14:50:52.224000-08:00",
"Type": "ROOT",
"Serial": "serial_number",
"Status": "ACTIVE",
"NotBefore": "2021-03-08T13:46:50-08:00",
"NotAfter": "2022-03-08T14:46:50-08:00",
"CertificateAuthorityConfiguration": {

"KeyAlgorithm": "RSA_2048",

"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"

+

"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": false
},

"OcspConfiguration": {
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"Enabled": true

(@ Note
B B CA ERIERE CRL M OCSP X,

kR IERYFAE CA

&R LATE AWS EEE2E 5 AWS CLI KAMBRFAR CA, Bl , B g8 EMIBRE CA , BEENK
KERHMLE WMV CA. BEREMMER CA, FERETIILER

1. B & CA,

2. —EBFMFE CAREEREY , FFEHENAE CA , EFEIEIMER,
3. FBRE CARIER , ERHERTHMAEBREEBEHMAL,
4. MERE CA.

AWS #E8 CA EREMBRFERZH , TEREMERITHEIRREEBH ., LR UEEEZRERY
EREBRCBMN. #X CACER , ENUHERR  BEERITHNEE,

WMREXNBEEFRARITHRIBHAMBERIE CA , BMEZREHE CABRE. CAREREIINLE
CA® CRL # , 3B CA 7 ZHFiw{EtE,.

/A Important

#.7 CA E/ PENDING_CERTIFICATE, CREATING, EXPIRED, DISABLED = FAILED #k

RERG , ATUAMIBR. ZEMERER ACTIVE ARREH CA , BXLEEETER , TAIMBRFERSE

BHIAARTR . NREEMEREM PENDING_CERTIFICATESS DISABLED #REEMIFAE CA , &

AUSEBRRHAENRERES 7-30 X , FHX{EA 30, ELHIR , ARRE®ERA DELETED A

CA AI#1T:8 R, £ CREATINGE FAILED #REEREMIRMNFAE CA BEERNWBERGE K mA
LR, WHEFHEER , F2EERIE CA,
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FE CAMERE , BFFNE, T8 , MREFREMEREN CA , EFXZNMRIERERNE
MNBEM. IEFEES , F2RNEE AWS WEBEREE.

MIBRFAE CA (X H)

1. B A AWS MRS |, S FE hitps : //https://console.aws.amazon.com/acm-pca/home BEK AWS
B CA 24,

2. EAESEREENEEL 6 REEHREBEENTAE CA,

3. WREH CAREM ACTIVE REE , BUAKXERE. £ Actions (B)fE) iEE L | i#IF Disable (£
M), HBRRRE , BERTHRR , £E&.

4. HAXRER ACTIVE AREEM CA , SEBEZESE. MR,
5. MREH CA ER DISABLED, EXPIREDEY PENDING_CERTIFICATE ARAE , MIfR CA BEE A&

BISTE 7-30 RIZERHIR, MRENFE CA REREBLEMEZ — |, AIEEFERER , BMERE
KAW -

6. EIE MR,

7. UREEEEMPERFAE CA , BERMKIEREFIEE Permanently delete K AMIBR). FAF CA BYAR
R8T S DELETED, 718 , KW UEERMBERZIERMLE CA, BEMEDELETEDER
MEEZFAE CA MEFRHIR |, 5™ DescribeCerticateAuthority B ListCertificateAuthorities API
B1E,

MIBRFLAHE CA (AWS CLI)

# /A delete-certificate-authority &5 3 MIBRFAE CA.

$ aws acm-pca delete-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authority/CA_ID \

--permanent-deletion-time-in-days 16

ER#A CA

BALLEREMERNFRE CA , RE CA ERIBFRRDENGIEENEFRBERET, ERHES 7-30

Ko WHIBEBERE , 308 CABKAMBR. MBEFMEEF  F2RMERENILE CA. EFREREK
AMBRWFAE CA.
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® Note

B CAMRE , BFFENE, T8 , MREFREMERE CA , EFEXNMERIERERNME
MER, MBEFRER  F2RENEE AWS WEBEREEN,

EBRFAE CA (£ A

BELAMER AWS BEEXEA KIERFE CA,

EEERERE CA (EEAR)

1. B A AWS MRS |, ST hitps : //https://console.aws.amazon.com/acm-pca/home BEK AWS
B CAXEZEA,

EAEREREENER L , REERZREZCMERNFIAE CA,

ERENRER L | 1B1E Restore (EF),

FER CAEEL , BREEER,

MR , a6 CA NWARESHRAEMERBIRE, BIEEE, ANBXIEA K SHREEES
ACTIVE, WMNRFAHE CA IEMIEREEEN PENDING_CERTIFICATE #REE , M4 BELE A CA BEE
B CA , FREETEE,

o A 0N

EIRFAH CA (AWS CLI)

{8 A restore-certificate-authority S5 3RIZEFRER DELETED ARAEMY S MIBRFAE CA. U TS BEHM
BR. BR , REREHRARLE CAFMENEERER.

EEMBR. ERMEFBAFE CA (AWS CLI)
1. MBRFAE CA.

11T delete-certificate-authority i H 2RMIBRFAF CA. MERFAE CA KIREEA DISABLEDS
PENDING_CERTIFICATE , 8 LARR%E - -permanent-deletion-time-in-days Z28UIRIEE
B CAMEREE , £7 230 X, MRERIEECERYM , HEAH 30 X, WRKT , Efw
TER8AE CA MARREER A DELETED,
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® Note

ZEAMIER , EMEBRERMNFE CA RENAES DISABLED 5
PENDING_CERTIFICATE,

$ aws acm-pca delete-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authority/CA_ID \

--permanent-deletion-time-in-days 16

2. EFE#AE CA.

#1417 restore-certificate-authority s F B RFE CA., BUEEELL delete-certificate-authority
MORENERPEABRABMTH . WRED , L TERIAE CA HRERAHEMERFIREE,

$ aws acm-pca restore-certificate-authority \
--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authority/CA_ID
3. #§FFE CAEA ACTIVE,

#11T update-certificate-authority an 5 2RK#5F,H CA HIAREEBE A ACTIVE,

$ aws acm-pca update-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authoxrity/CA_ID \

--status ACTIVE

EASNEBEENILE CA BE

MREFAE CA BRENEERLEARNIH CAAWS FAE CA, BU BT BRFZEB 2R CA.
gE& , B UESHEEBEECNTILE CAFRENTLE CABR., ERFFEAM , L&A LUE
ARG HY CA K FE AWS 758 CA EEMAF XK CA BE.
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® Note
BUSHNEBABEERBERUEENEFTEREFENEER,

ERSNERR CA B AWS FAH CA FREMFIFN1T RFC 5280 EBRFIEER P EZRMN CA BHERH.
HAHEREI R CA EEERFIBEPNERERE,

MREETEIERAINE CAEENE XK CABE , EEHEI/ECA 28l , EEZK =TI AWS FA
B CA:

1. EXEREHEEHR (CSR),

2. #% CSR BRXENIBHBREME  WERCHENWRINERIE,

3. £ FRECHENER AWS FAFE CA,

THREFRBMMAER AWS EE XA = RTEHIELEH AWS CLl,

SN LZRANEZN CABRE ( EE2AE

1. (ER) WRBERE CAWNFHREARER L , FHRBMAR https : //https:/
console.aws.amazon.com/acm-pca/home B AWS A% CA X248, EAEBEREENER
t BEREAFERE. FA+. SEAHBSBHNXE CA,

2. BEBME, 2% CARIBUBRZEXIE CABREM.

3. EREREKCABIBEMEMAER CAEET  BENSIE CA.

4. 1El CABICSR T, £ ASH R CSR Y Baseb4-encoded ASCIl XF, ERLAFRHERR
MERYTF , WA LLURE CSREHLEER , W HRBEELRE,

(® Note
REME L, X#ARE CSR XFHREN.

5. MREEERVAFTHESR  RANKXZIREENVINECHBNER  CULEBAER , YEE
BAECEBENRENBIEMREOER,

AR MREBREEMT |, FHT T EF—IERME -
. BBRBANXFEZNMN Basebd-encoded ASCIl LFEEARBEHW X FE R,
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ERAEER

- BELE  BREANMBRERERAIUERBEASANIF AR,

6. EFBIBAIRE,

S 2RI FR CA B (CLI)

1. fER get-certificate-authority-csr a9 , B

ENFAE CA HEUBRB|EER (CSR), R

IEER

% CSR ZETRAR , A --output text iBIE , HRE—THEEN CRILF £t, EEE

% CSR EER , FEAEHNEMRER (>) , RAMLEREH,

$ aws acm-pca get-certificate-authority-csr \
--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--output text

#% CSR RFEARMIERR

openssl req -in path_to_CSR_file -text -noout

R

AN

R TEEERUMTHE L,

Certificate Request:

Data:

Version: @ (0xQ)
Subject: O=ExampleCompany, OU=Corporate Office,

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

Modulus:

00:
1d:
7f:
c7:

ea

46:
7.
38:
b2:
as:
ab6:

d4:
7f:
19:
89:
:50:
56:
62:
0b:
S5e:
f3:
5c:

23:
48:
06:
e6:
fd:
38:
a7:
95:
ab6:
a3:
dé6:

51:
36:
73:
8d:
b9:
34:
8e:
50:
83:
89:
54:

b3:
ef:
c5:
03:
17:
a9:
e6:
2c:
79:
a5:

1a

A LAEA TS OpenSSL S RBETE :

ER , CAEEMA TRUE , R'Fe% CSR BRAM CA BFE.

2a

dd:

cd:
eb:
84:
od:
35:
be:
53:
a3:
:fo:

01:
:e9:
63:
b6:
b8:
57:
f5:
7d:
3.

6a

80:

09:
45:
43
76:
60:
77:
df:
bf:
06:
:76:
16:

01:
82:
14:
58:
2c:
85:
Oc:
do:
12:

da

dd:

0b:
ec:
eb:
70:
64:
f1:
7.
ad:
20:
:do:
be:

4e:
95:
c8:
f2:
9d:
6f:
3b:
91:
7e:
97:
79:

59:
1d:
03:
cb:
2e:
b8:
f5:
c3:
as:
e5:
7b:

CN=Example CA 1

e4:
c6:
82:
c3:
d5:
ce:
7f:
81:

fa

13:
ff:

ea

d7:
f8:
4e:
7d:
73:
bd:
29:
:18:
bc:
6d:

:81:
c9:
7b:
67:
da:
eb:
4.
23:
dé6:
84:
39:

AEEEH CABRE
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ERAEER

b5:
1lc:
8a
14:
3e:
68:
f6:

67:
b8:

:5e:

4d:
2d:
3.
27

Exponent:
Attributes:
Requested Extensions:
X509v3 Basic Constraints:
CA:TRUE

Signature

c5:
a7’:
ac:
ce:
de:
ee:
8e:
f8:
79:
28:
2c:
dé6:
7f:
4e:
di:

64:
fd:
3.
c9:
02:
ae:
b2:
2e:
1lc:
32:
cO:
53:
bd:
ca:
83:

Qe:
e9:
65:
ao:
13:
be:
8f:
7d:
ac:
82:
67:
37:
6c:
a9:
66:

56:
7d:
f5:
1f:
68:
09:

655

cb:
1d:
85:
fc:
e5:
ae:

37

02:
83:
ca
95:
f8:
b9:

6b:
13:

:d7:

2b:
86:
97:

14:
59:
e9:
51:
3f:
dé6:

(0x10001)

c3:
b2:
a3:
6c:
4f
fc:

17:
76:
f1:
de:
52:
e4:

06:
75:
9b:
8f:
ec:
de:

Qe:
S5e:
42:
ee:
ab6:
58:

Algorithm: sha256WithRSAEncryption

6¢C

4d:

Qa

Se:
2d:
f4:
e3:

Qa

od:
b5:
4b:
53:
b8:
3c:

40

:cf:
c9:
:96:
af:
98:
29:
8d:
:82:
da:
50:
de:
d5:
e4:
37:

5a

2a

11:
00:

55:
72:
2e:
e8:
af:
77:
92:
fd:
07:

ba

03:
26:
147
bb:
47:
dé6:
8f:
c6:
8e:
ak:
e6:
dd:
:38:
6d:

0b:
c5:
3c:
89:
bd:
fc:
e0:
ds:
a6:
b2:
69:
54:
e5:
:58:

b7:
be:
cl:
46:
bl:
70:
33:
53:
b2:
4e:
1lc:
35:
04:
38:

b8:
do:
ee:
21:
13:
06:
74
c2:
5f:
28:
as:
74
00:
11:

1a

9e:
Te:
45:
92:

48:
69:
84:
7b:
:3d:
ac:
dé6:
88:
07:
fc:
bb:
50:
as:
9c:

ca:
cf:
ao:
f8:
d2:
e8:
50:
as:
30:

7a

el:

46:
10:
bb:
cf:
e2:
32:
1b:
73:
31:
f9:
do:
08:

04
:fb:
e3:
96:
71:
bb:
e9:
05:
e3:
75:
93:
99:
e5:
93:

45:
17:
e6:
92:
ae:
ee:
41:
09:
98:
75:
07:
7d:
06:
a5:

7d:
di:
of :
02:
f0o:
58:

ao:
1f:
05:
1b:
62:
63:
ad:
e0:
da:
ff:
35:
38:
38:
62:

fb:
e3:
ed:
8c:
01:
37:

7f:
f3:
73:
e6:
86:
68:
b6:
04:
12:
10:
69:
b7:
e0:
00:

d2:
23:
8a
Oc:
Ch:
09:

Te:
6d:
:3c:
b6:
7d:
9a:

cc:
5d:
Oc:
75:
la:
14:
47:
8f:
3d:
33:
b7:
b6:
38:
18:

2. ¥ CSREXRZE/NIBHEZBREME | WES TS Base64 PEM mHHEREBNBEENESR,
3. A import-certificate-authority-certificate % , #FH CA RERERNEEEREAN AWS 0B

CA.

$ aws acm-pca import-certificate-authority-certificate \
--certificate-authority-arn arn:aws:acm-pca:region:account:\
certificate-authority/12345678-1234-1234-1234-123456789012 \
--certificate file://C:\example_ca_cert.pem \

--certificate-chain file://C:\example_ca_cert_chain.pem
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AWS FLEBEREEN EREES

£ REBITNEESEE AWS FAE CA

EEBRVYMAREREREMEE CA) UREFNR K LHAENREEAETURTNEERE. W
RIZE KB CA BRE AWS Identity and Access Management (IAM) B3R |, & A SUEAIERHY Identity
and Access Management BERHPE—F THRUNMAEREELHEK, MELE-RFFNBIIRFRAFEE
CA FEIER , F2 R EHFHE CA WFEL

FE

- BITAERIREREE

- HEFERE

- JIHFERE

- EHAERBRENESE
- BEBFERE

- BELEHBHNERRE

- f£EF AWS FAF CA BRE L

BITAERRERERE

FAFAE CA B | LA LA AWS Certificate Manager (ACM) = SR ERIHERETE AWS #0F
CAo T%éttﬁLﬁiﬁﬂﬁzﬁmmﬁbo

Thae ACM AWS FAF CA

BITRIHERERR v ( EF RequestCertificate v ( ER IssueCertificate)
REHA)

HEeHTEHRIEOMERRR v &

AWS Y IR %5 22 37 BA B

ZEREEN v EiB ACM B E

IRAXE v &

APl X & v v

CLI & v v
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AWS FEBE B R R
EAWSHECARIUGER K TtEfECRBEENRRCRENER, MREKRKE AR ARN B1H1E
BIUBEMN API = CLI BRIAR |, BITEER 2 EH EndEntityCertificate/V1 #1745, WMET FARBE AN
ER , F2EFEH AWS FAF CA BFEEAX,

B ACM BRRNAEEERERBE , 8 AWS B CA THELHTE PKI BR. Bit, BTN
[/ AWS B8 CAAPI R CLI , 5l ACM F AR A RBEBR. ELREBDEUTES |

- EREAEREBRIEE,

- EREAZENLESRATENSRERE,

- EREAXENEEREE,

- JREAE CA NALABRNEE M,

£/ BMFE TLS BEZE AWS 748 CA , B LUEHEA ACM , A HEXE AWS NWIRBEER.

® Note

FEA TSR, issue-certificatedn S5 IssueCertificate AP| Bi4EZ 3 FY /R 3E &L B 1 E 1 L
HAZER AWS, i |, EALIERFAE CA REFEEIB ACM BITHEE , K MAEELERE
DEEMZSR—EEL, WFEFHEF , F2E (ACM EFAEER) PHERILEBENE
HIERHE.

RATERER/E (AWS CLI)

LA LA AWS FAFE CA CLI a8 % issue-certificate 3 API BI4E IssueCertificate REERIKRHEE R
o LHTEELEMFAMFAE CA B Amazon Resource Name (ARN) R {TEFH., LESLEFH
OpenSSL EREAELERIBHEBRE R (CSR),

MREFEH AWS 45 CAAPI 5 AWS CLI 2T ERE , BESTSEE , EXREEEFER ACM
F#A. ACMCLI 5 ACM API KRR EHER K MARRTLSEBHEN. T8 , B9 LIER PCA
get-certificate I S REEURFFMEN , WREHE CA |, Al EVEZES.

BYBRRNEESEIN

« BTHRE REC5280 , WEHNBEER (EMLEEAEE ) NRETREEIR 64 @/ \{fuxid
(Fn) , SFaGM. EENERRNEEERE  FEERIEMUTEE  BRUXERELRA
253 fE/ v TAAR B
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https://docs.aws.amazon.com/privateca/latest/APIReference/API_IssueCertificate.html
https://www.openssl.org/
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/get-certificate.html
https://datatracker.ietf.org/doc/html/rfc5280

AWS B BEREEN

ERAEER

- MREEFEHANR 1.6.3 AWS CLI RBEFIRA , FBEIEE base6s MmN AERTileb: //K , &
B =8 , 0 CSRs, iETMHER AWS FAF CA EREIIMER,

T35 OpenSSL oS ELBHEMN CSR NALELE -

$ openssl req -out csr.pem -new -newkey rsa:2048 -nodes -keyout private-key.pem

BRI LME CSRIIARR , TR :

$ openssl req -in csr.pem -text -noout

EENmERELUT RS

Certificate Request:

Data:

Version: @ (0x0)
Subject: C=US, 0=Big Org, CN=example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:

3c:
09:

fa

Ob:

a0:
Signature Algorithm:
74:
42:
21:

18:
2c:

aa

b2:
6b:
:81:
53:

00:
ak:
00:

aa
5a
9b:
d3:

ca
3d:
el:

:38:
:89:

41
63

Exponent:
Attributes:

00

26:
82:
114

62:
9d:
df:
e5:

72:

5a

b4:

94
6b:
e4:

22

33:
134
85:

ad:
9b:
92:

be:
aa:
35:

94
95:
e5:

:85:

30:
ag9:

73:
52:
53:

655

1a

9c:

11:
15:
3c:

f4:
c6:
cO:

ff:
e7:
e?2:

37

ae:
:70:
dd:

55:
10:
e5:

3a:
02:
69:

3d:
de:
7f:

b7:
Qa
64:

b7:
68:
el:

5f:

:9e:

75:

00:
95:
bd:

(0x10001)

1d:
df:
73:

c2:
25:
7f:

fa

le:

98:

43

be:
Qe:

ff:
A
1c:

ed:
8b:
ds:

e?2:
1c:
57:

74
ed:
95:

15:
19:
b7:

5f:
5c:
do:

66:
ca:
56:

82:
16:
bf:

ce

ccC

e5:
e2:
:f3:
3b:

6f:

be:
bb:
53:

8e:
9b:
eb:

sha256WithRSAEncryption
ef:

5a

28:

39:
:fl:
c5:

fc:
15:
al:

4a
47
b3:

db:
:Qe:
ff:

d3:
ff:
a6:

ds:
63:
99:

:5d:

2d:
as:

cl:
33:
43

a6:
7b:
67:

97:
ca
ee:

da

57:
72:

aa

ed:
38:

4b:
26:
fb:

65:

122

el:

:5f:

49:
d6:

3d:
81:
cd:

79:
2d:
ak:

80:
af:

:11:

47
6b:
2b:
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TR TERYER. ARKREEHEEX , AREBHETRKEREE

$ aws acm-pca issue-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--csr fileb://csr.pem \

--signing-algorithm "SHA256WITHRSA"™ \

--validity Value=365,Type="DAYS"

CRTREMN ARN &[0

{
"CertificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"

}

@ Note

AWS FAH CA W Hlissue-certificatefn i , Y EER EFFHHN ARN, T8 , BREES
LISER S HN ST |, BMAlee kB, MRBLEEEREN , F£HH ARN Hget-certificatedn ¢
e R,

£ APIPassthrough SiNZTEFH] T ER BN EE

EhEfP  SRHITEETEEBRRAENTH. RTEM PEL W CSR 2ARTEERE
(AWS CLI) , iZE M EBEINN S BEEE issue-certificate® s : APIPassthrough #7<# ARN ,
URiEEBFTBHEREYHEBIRF (OIDs JSON AREER, #BEEStandardAttributesiEE £
CustomAttributes, i , AT LAEIZEZE OIDs A M —Z 0 EECustomAttributes, FERE
E&MOIDs EFETERS (HRH RFC 4519 M£ig OID SEZERENET )

FEERMW ) "4 1D
countryName © 2546

commonName cn 2543

dnQualifier [##5IEBRE 2.5.4.46
Al

i APIPassthrough 8i8&1TEB BT X B BB RE MR latest 277
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https://oidref.com

AWS B BEREEN EREES

FEERMW ) Y4 1D

generationQualifier 2.5.4.44

givenName 25442

L 25443

b & 1% | 2547

organizationName 0 25410
organizationalUnitName ou 25411

B 2.5.4.65

serialNumber 2545

st [AREE] 2.5.4.8

HEK sn 2.5.4.4

= 25412
domainComponent dc 0.9.2342.19200300.100.1.25
userid 0.9.2342.19200300.100.1.1

giffl{HRERE Rapi_passthrough_config.txt2E TFTHERE :

{
"Subject": {
"CustomAttributes": [

{
"ObjectIdentifier": "2.5.4.6",
"Value": "US"

.

{
"ObjectIdentifier": "1.3.6.1.4.1.37244.1.1",
"Value": "BCDABCDA12341234"

.

{
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"ObjectIdentifier": "1.3.6.1.4.1.37244.1.5",
"Value": "CDABCDAB12341234"

EATHRERETE

w

$ aws acm-pca issue-certificate \
--validity Type=DAYS,Value=10
--signing-algorithm "SHA256WITHRSA" \
--csr fileb://csr.pem \

--api-passthrough file://api_passthrough_config.txt \
--template-arn arn:aws:acm-pca:::template/
BlankEndEntityCertificate_APIPassthrough/V1 \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566

ERTREMN ARN 2E0 :

"CertificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"

}

HEARBEEURE , TR -

$ aws acm-pca get-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--certificate-arn arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID | \

jq -r .'Certificate' > cert.pem
BT LAE R OpenSSL MEBRNWAR :

$ openssl x509 -in cert.pem -text -noout
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® Note
FBHA UEVIE CA , BB EELRHERITHNEAESERE.

£ APIPassthrough 87453 1T B8 BRI E X IEERVRR

ENhESF K SBRHIEEFTEHRIBEENERE. Alt , BEEE=E5|8EEZ issue-certificate
T : APIPassthrough EAH ARN , ARIEE BFTEIIER K JSON fHEERER | UREL FATRH
CSRE1TEXERE (AWS CLI),

giff{HRERE Rapi_passthrough_config.txtBE FHRERE :

{
"Extensions": {
"CustomExtensions": [
{
"ObjectIdentifier": "2.5.29.30",
"Value": "MBWgEzARgg8ucGVybW1@dGVkLnR1c3Q=",
"Critical": true
}
]
}
}

BEIBENRITARNOT :

$ aws acm-pca issue-certificate \

--validity Type=DAYS,Value=10

--signing-algorithm "SHA256WITHRSA™ \

--csr fileb://csr.pem \

--api-passthrough file://api_passthrough_config.txt \

--template-arn arn:aws:acm-pca:::template/EndEntityCextificate_APIPassthrough/V1
\

--certificate-authority-axrn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566

ERTEEN ARN &0
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"CertificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"

}
HEAREBREURE , TR -

$ aws acm-pca get-certificate \

--certificate-authority-axrn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authority/11223344-1234-1122-2233-112233445566 \

--certificate-arn arn:aws:acm-pca:region:account:certificate-authoxrity/CA_ID/
cextificate/certificate_ID | \

jq -r .'Certificate' > cert.pem

BT LAE A OpenSSL BERFNAR :

$ openssl x509 -in cert.pem -text -noout

HEFAE B RE

O LAEF AWS FAF CA API 1 28 AWS CLI 21TRAERFE. MREEREM , &£ LAEHR AWS CLI
= AWS FAH CA AP| REEEGZERE ., MREMEHR ACM B FAH CA X REFE , BIMXEFEH ACM
EHEHEMNMBZNAELE, NEFMET , F2EELLEEE,

WA REREE

£ A get-certificate AWS CLI an S RERFAERHEREFE., B UER GetCertificate APl B4,
BMERFEAEL Sed WEIMER jg KL,

(® Note

MREBEEHERF , AJLAEH get-certificate R TRNEFIE N BEEF R, BRI
RGBT ASENFR. NEFMAEN  F2REEREREELE CA BEREA,

$ aws acm-pca get-certificate \

--certificate-arn arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 | \

jq -r '.Certificate, .CertificateChain'
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AWS B BEREEN EREES

LT EUTIIRES N HBENEREE,

...base64-encoded certificate...
————— END CERTIFICATE----

FEEL CA B&E

&R LAER AWS A8 CA API Ml AWS CLI REEERFAE CA NBRREEN (CA) BFE. #1T get-
certificate-authority-certificate @5, &t A AFEIY GetCertificateAuthorityCertificate 4, BEBREE
%ML Sed K47 28 jq 1Lt

$ aws acm-pca get-certificate-authority-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

| jg -r '.Cextificate’

L TEUTIIRERNE L CA BE,

...base64-encoded certificate...
----- END CERTIFICATE----

I HALBEBE

EZEIHENAERE K FBEEARZRS. {E S REETRENRSE  YREEANRETANS. NE
B3 AWS 0B CA BEBRENER , T8 BERREHEALE CAREREH. WERABEK S3 #7FH
BRI HNER , 5528 (Amazon Simple Storage Service A EIERE) TR TEHY 4.

THIEFIRARMEEBEN L, AR ELBEUNSEHNER, FRELL ISON X |, A fE
%L Sed BIFIHTER jq REFEE R

1. BN RERE
THmTEAEEN CA EERRKRE.
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$ aws acm-pca create-certificate-authority-audit-report \

--region region \

--certificate-authority-axrn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--s3-bucket-name bucket_name \

--audit-report-response-format JSON

BIhE , T EEEHMERIEREN ID MLE

"AuditReportId":"audit_report_ID",
"S3Key":"audit-report/CA_ID/audit_report_ID.json"

2. EELA LR E®E .

WP EHIERERES, TRERHPBERERS , YEHRER , MEER 2020-12-01 EXH 2B
THIERRE,

$ aws s3api get-object \
--region region \
--bucket bucket_name \
--key audit-report/CA_ID/audit_report_ID.json \
/dev/stdout | jq '.[] | select(.issuedAt >= "2020-12-01")'

BENEE WM TR

"awsAccountId":"account",
"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/

certificate/certificate_ID",

"serial":"serial_number",

"subject":"CN=pca.alpha.root2.leaf5",

"notBefore":"2020-12-21T721:28:09+0000",

"notAfter":"9999-12-31T723:59:59+0000",

"issuedAt":"2020-12-21T22:28:09+0000",

"templateArn":"arn:aws:acm-pca:::template/EndEntityCertificate/V1"

3. EA MR EREAERE
MREBBHITZEER , BRRBRESREEFAHERAESE.
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$ aws s3api get-object \
--region region \
--bucket bucket_name \
--key audit-report/CA_ID/audit_report_ID.json > my_local_audit_report.json

B MHENGBRREELMENE L

$ cat my_local_audit_report.json | jq '.[] | select(.issuedAt >= "2020-12-01")'
{
"awsAccountId":"account",
"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",
"serial":"serial_number",
"subject":"CN=pca.alpha.root2.leaf5",
"notBefore":"2020-12-21T721:28:09+0000",
"notAfter'":"9999-12-31T723:59:59+0000",
"issuedAt":"2020-12-21T22:28:09+0000",
"templateArn":"arn:aws:acm-pca:::template/EndEntityCertificate/V1"

4. RSB RN EH
BRI EM A SEERRITIERR , TR :

$ cat my_local_audit_report.json | jq '.[] | select(.issuedAt >= "2020-11-01"
and .issuedAt <= "2020-11-10")'

BENATSR R EREH LS

{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leafl",

"notBefore": "2020-11-06T19:18:21+0000",

"notAfter": "9999-12-31T23:59:59+0000",

"issuedAt": "2020-11-06T20:18:22+0000",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"
}
{

"awsAccountId": "account",
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"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.rsa2048sha256",

"notBefore": "2020-11-06T19:15:46+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-06T20:15:46+0000",

"templateArn": "arn:aws:acm-pca:::template/RootCACertificate/V1"

}
{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leaf2",

"notBefore": "2020-11-06T20:04:39+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-06T21:04:39+0000",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"
}

5. BSETHARACENEE.
THRSEEHEER ARN BFZHRENS

H

$ cat my_local_audit_report.json | jq '.[] | select(.templateArn == "arn:aws:acm-
pca:::template/RootCACertificate/Vv1i")"

BHEETETNERRECHK

{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.rsa2048sha256",

"notBefore": "2020-11-06T19:15:46+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-06T20:15:46+0000",

"templateArn": "arn:aws:acm-pca:::template/RootCACertificate/V1"
}

6. ENECMBNBE
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EESRMAECHBENER K BEATI®HS :

$ cat my_local_audit_report.json | jq '.[] | select(.revokedAt != null)'’

BN EREERUT :

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leaf2",

"notBefore": "2020-11-06T20:04:39+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-06T21:04:39+0000",

"revokedAt": "2021-05-27T18:57:32+0000",

"revocationReason": "UNSPECIFIED",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"

7. ERRARERXNETERIR,
THWTERSEEFH "eal" WEEEBHR
$ cat my_local_audit_report.json | jq '.[] | select(.subject|test("leaf"))"’

EEEARRTRBRERE , TR ¢

{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.roo2.leaf4",

"notBefore": "2020-11-16T18:17:10+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-16T19:17:12+0000",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"
}
{

"awsAccountId": "account",
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"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leaf5",

"notBefore": "2020-12-21T21:28:09+0000",

"notAfter": "9999-12-31T23:59:59+0000",

"issuedAt": "2020-12-21T22:28:09+0000",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"

}
{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leafl",

"notBefore": "2020-11-06T19:18:21+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-06T20:18:22+0000",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"
}
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ERABIIRERTERE CAEEEXARYMERAM £A , MELAAERERN CA :

1. B AWSRAMRevokeCertificateCertificateAuthorityEFalfy$ A,
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£ A RevokeCertificate APl EI¥ED revoke-certificate #p 5 RIFMIBFAE PKI BE, FHRSLAELSTNEHEA
BN, BAILUEIBMIY get-certificate TR R RIFEVF . revoke-certificate A EEEEFE,

$ aws acm-pca revoke-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authority/11223344-1234-1122-2233-112233445566 \

--certificate-serial serial_number \

--revocation-reason "KEY_COMPROMISE"
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Certificate Revocation List (CRL):
Version 2 (0x1)

Signature Algorithm: sha256WithRSAEncryption
Issuer: /C=US/ST=WA/L=Seattle/O=Examples LLC/OU=Corporate Office/
CN=www.example.com
Last Update: Jan 10 19:28:47 2018 GMT

Next Update: Jan 8 20:28:47 2028 GMT

CRL extensions:
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"awsAccountId":"account",

"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial":"serial_number",

"Subject":"1.2.840.113549.1.9.1=#161173616c6573406578616d706c652e636f6d, CN=www.examplel.com, Ol
Company,L=Seattle,ST=Washington, C=US",

"notBefore":"2018-02-26T18:39:57+0000",

"notAfter":"2019-02-26T19:39:57+0000",

"issuedAt":"2018-02-26T19:39:58+0000",

"revokedAt":"2018-02-26T20:00:36+0000",

"revocationReason":"KEY_COMPROMISE"

"awsAccountId":"account",

"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial":"serial_number",

"Subject":"1.2.840.113549.1.9.1=#161970726f64407777772e70616c6f75736573616c65732e636f6d, CN=wwn
Company,L=Seattle,ST=Washington, C=US",

"notBefore":"2018-01-22T20:10:49+0000",

"notAfter":"2019-01-17T21:10:49+0000",

"issuedAt":"2018-01-22T21:10:49+0000"
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« BlankEndEntityCertificate_ APICSRPassthrough/V1
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SubordinateCACertificate_Pa arn:aws:acm-pca::: CA

FEST]

MRS latest 301



AWS FAEBRIREEN EREER
AL &7 ARN BRER
BlankSubordinate CACertifica arn:aws:acm-pca::: CA
te_PathLen1_APICSRPassthrou template/BlankSubo
gh/V1 rdinateCACertifica

te_PathLenl_APICSR
Passthrough/V1
SubordinateCACertificate_Pa arn:aws:acm-pca::: CA
thLen2_APICSRPassthrough/Pa template/Subordina
thLen3_APIPassthroughV1 teCACertificate_Pa
thLen2_APICSRPasst
hrough/V1
BlankSubordinate CACertifica arn:aws:acm-pca::: CA
te_PathLen2_APICSRPassthrou template/BlankSubo
gh/V1 rdinateCACertifica
te_PathLen2_APICSR
Passthrough/V1
SubordinateCACertificate_Pa arn:aws:acm-pca::: CA
thLen3_APICSRPassthrough/V1 template/Subordina
teCACertificate_Pa
thLen3_APICSRPasst
hrough/V1
BlankSubordinate CACertifica arn:aws:acm-pca::: CA
te_PathLen3_APICSRPassthrou template/BlankSubo
gh/V1 rdinateCACertifica
te_PathLen3_APICSR
Passthrough/V1

AWS FAE CA BRREIEF

ERTRETFIENEATURAEERE : #RER. APIEIE,. CSR EIEM CA B
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REHEEMEM API BB APICSR EESIAR , 728 APl EiEEH. RBEEER
CSRPassthrough 3 APICSR ELESI AR , +E<F CSR HiE. ESLEARRBREFRE , BEEA
—RARA  BREELHE K HEAEREARENERIEF , REEE API BEE , REEZE CSRE
EAER

g4

1. EndEntityClientAuthCertificate_ APIPassthrough F €4 E&ZE % T ExtendedKeyUsage ZEF ,
HEAR "TLS Web fAIIREES 2 5. TLS Web AF RS D ERE . . MR ExtendedKeyUsage 7
CSR = IssueCertificate ApiPassthrough 28+ E% , AIHRERERE L , FTUASZE
ExtendedKeyUsage ApiPassthroughf{& , 3 B &2k ExtendedKeyUsage fERY CSR{E , B4
#EAT 2 CSR FEZ#H M,

(@ Note

TiB , ERAERGERE CSR PR HME , fIMEEMESHIA, BEHEARTRE CSRE
B2 | ELEMNEE CSREE  RASAERERERTRSELIER

2. EndEntityClientAuthCertificate_ APICSRPassthrough HEI AR EZ 245 B85S (SAN) ZEf#H
BAEZEAR API = CSR EH, IR SAN ZEM7E CSR FEZIW T IssueCertificate
ApiPassthrough Z2&HE# |, Bl API EEEEESL , BA AP EEEEE LN CSR EEE,

AWS FAH CA EiIREZ
THEHRUZZE AWS F48 CA BRELNARBFHEA.
BlankEndEntityCertificate_ APIPassthrough/V1 E 2

EAZANKRERBRES , B UBRTERE X509 EXREFANKIKEREE, E AWS 7
B CATURTHREEKRFERERE  BUNUER APl BB ETE . EXRFILERERBIERS
A CARBH, TANKRERBRALASHELNRFMFIHNIT FALSE B , MBEARTRHEREE
mA =2 CA B&E.

BANEAZAERHEARBTERFRE , CLBRTESRAE KU) NEXER
A& EKVU) WREE. flil, BReRAETEZERAFRSIREBNEEFEA M
TIRAEARFEEHNVES, FEESNSR/NE., BHMEREATE , 2K RER
BREEA ST KU M EKU EREHAERE , Hd KU IR NEXEERHET—E
(digitalSignature, nonRepudiation, keyEncipherment, dataEncipherment, keyAgreement, keyCertSign,
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# decipherOnly) , T EKU ] A 2{E A X EHI{E (serverAuth,
clientAuth, codesigning. emailProtection, timestamping #1 OCSPSigning) LA K BT ZE#,

BlankEndEntityCertificate_APIPassthrough/V1

X509v3 ¥ Value

E 5 gt [#¢ API 5 CSR &3E]
£ [# API 5 CSR &3E]
B R FI R CA : FALSE
RESWEBIRT [3RE CA BEH SKI]
I E WA RN [9T4£ 8 CSR]

CRL 7 i & [# CA #HREEIE]

*HAEECAREAMA CRL EXR , CRL MBI ST EREEERH,
BlankEndEntityCertificate_ APICSRPassthrough/V1 E%&

MEE[EAARN—MRET , 5528 BlankEndEntityCertificate_ APIPassthrough/V1 E 2,

BlankEndEntityCertificate_ APICSRPassthrough/V1

X509v3 B8 Value

THERER [ API 5 CSR &iE]
£} [#& API 5 CSR 53]
EARPR IR CA : FALSE
RESRBRAF [3RE CA BFEH SKI]
FESWRERN [£74£8 CSR]

CRL 7 ffn Bt [#E CA #ARE=k CSR &E]

HARER MRS latest 304



AWS B BEREEN

ERAEER

*REE CAREARMA CRLELR , T 8EHEAPITE CRL 2 ME.

BlankEndEntityCertificate_CriticalBasicConstraints_APICSRPassthrough/V1 E %

MEEHEARN—MEF , 528 BlankEndEntityCertificate APIPassthrough/V1 E %,

BlankEndEntityCertificate_CriticalBasicConstraints_APICSRPassthrough/V1

X509v3 2 Value

TRENER [# APl =X CSR &E]

xE [ API 5 CSR &3]

LA PRl R4+ Critical , CA : FALSE

RES MBI [3R B CA BFEH SKI]

T ESRBRF [£74£8 CSR]

CRL 7 g5+ [#& CA fHEE. API T CSR &EiE]

*ABEECARERMA CRLELR , TEEHAPIE CRL D%
BlankEndEntityCertificate_CriticalBasicConstraints_APIPassthrough/V1 E %

MEEHEARN—MEF , 5528 BlankEndEntityCertificate APIPassthrough/V1 E %,

BlankEndEntityCertificate_CriticalBasicConstraints_APIPassthrough/V1

X509v3 ¥ Value
TRENER [# APl =X CSR &E]
xE [ API 5 CSR &iE]
LA PRl R4+ Critical , CA : FALSE
RES MBI [3RE CA BFEH SKI]
TESRBR [£74£8 CSR]
CRL 7 fo B [#E CA HHRESK API EIE]
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ERAEER

*REE CAREARMA CRLELR , T 8EHEAPITE CRL 2 ME.

BlankEndEntityC

MEZQHEAN—

ertificate_CriticalBasicConstraints_ CSRPassthrough/V1 E 2

RR&EF , 552/ BlankEndEntityCertificate_ APIPassthrough/V1 EE .

BlankEndEntityCertificate_CriticalBasicConstraints_CSRPassthrough/V1

X509v3 S &

S =R
e

B AR MR
RS WRA BT
FEEBBERT
CRL % ffi B+

*RABECARE

Value
[#& API 5 CSR &E]
[ API 2 CSR &3]
Critical , CA : FALSE
[?k B CA BEH SKI]
[f74£ 8 CSR]

[ CA #ARE=X CSR FiE]

AR CRL EXK , T EEHEAHEE CRL 7%,

BlankEndEntityCertificate_ CSRPassthrough/V1 E%&

mEZEHEHARN —

& , 582 [ BlankEndEntityCertificate_ APIPassthrough/V1 E .

BlankEndEntityCertificate_ CSRPassthrough/V1

X509v3 2

Value

FTHRENEH [# CSR ]
ES| [# CSR &E]
EAR B k4 CA : FALSE
RESRBBIAT [3RA CA BFEH SKI]
FESWRER [¥T4£8 CSR]
CRL 7 i &k~ [#& CA #HRE=L CSR &E]
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ERAEER

*REE CAREARMA CRLELR , T 8EHEAPITE CRL 2 ME.

BlankSubordinateCACertificate_PathLen0_CSRPassthrough/V1 EE 2

WMEEAEAN—REA ,

#5828 BlankEndEntityCertificate_ APIPassthrough/V1 EE%.

BlankSubordinateCACertificate_PathLen0_CSRPassthrough/V1

X509v3 S &
FREBNERE
E3

B AR MR
RETWRBB AT
FEEWRBER

CRL % 2+

Value
[ CSR &E]
[# CSR f&E]
B@8. CA:TRUE, pathlen: 0
[3R B CA BFH SKI]
[T4£ 8 CSR]

[ CA #ARESK CSR FiE]

*DEECAREAMACRLELE  JE2H&HATRSTE CRL 2%,

BlankSubordinateCACertificate_PathLen0_APICSRPassthrough/V1 £

MEZARAN—REA ,

#22: [ BlankEndEntityCertificate_ APIPassthrough/V1 E .

BlankSubordinateCACertificate_PathLen0_APICSRPassthrough/V1

X509v3 S & Value
IRERER [#£ API 2 CSR &3E]
x5 [# APl =X CSR &E]
EL 7 BR iR 44 B98¢, CA:TRUE, pathlen: 0
BESRERE [ZRE CA BEH SKI]
TESRBBIH [$7£ 8 CSR]
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X509v3 28 Value
CRL & &> [ CA #HKES] CSR HiE]

*REE CAREARMA CRL ELXR , I 8EEHAPTE CRL 5 S,
BlankSubordinateCACertificate_PathLen0_APIPassthrough/V1 EE2&

MEZEHEARN—MEH , 528 BlankEndEntityCertificate_ APIPassthrough/V1 .

BlankSubordinateCACertificate_PathLen0_APIPassthrough/V1

X509v3 28 Value

THRERERB [ API 5 CSR &5E]

E3i=] [#€ API ¢ CSR &E]

EL 7 BR il R 44 B88. CA:TRUE, pathlen: 0
BRESIRERN [ZRE CA BFH SKi]
TESRBAF [$74 8 CSRI

CRL 7 o &* [#¢ CA HREEE]

BlankSubordinateCACertificate_PathLen1_APIPassthrough/V1 EE 2

MEEHEARN—MEF , 528 BlankEndEntityCertificate APIPassthrough/V1 E %,

BlankSubordinateCACertificate_PathLen1_APIPassthrough/V1

X509v3 B Value

TRERERE [# API 5 CSR &E]

FE [# API 5 CSR #iE]

EL 7 PR 5l R 44 B9%. CA:TRUE, pathlen: 1
BRESHEBRIR [ZRE CA BEH SKI]
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X509v3 2 & Value
FEEBBBITF [$74£8 CSRI
CRL 7 i #* [# CA HREEE]

*HEE CARERMA CRL EER , TEEEHAPETE CRL 7,
BlankSubordinateCACertificate_PathLen1_CSRPassthrough/V1 E%

MEZEHEARN—MEH , 5528 BlankEndEntityCertificate_ APIPassthrough/V1 .

BlankSubordinate CACertificate_PathLen1_CSRPassthrough/V1

X509v3 2 Value

TRERER [ CSR &5E]

E= [ CSR &5E]

EARRR IR Y B8, CA:TRUE, pathlen: 1
BRRESRERE [ZR B CA B SKi]

T ESRBAIF [$T4 8 CSRI

CRL 4 i 2 [ CA #H%ES) CSR &iE]

*RAEE CAREARMA CRL ELR , 7 8HEARPITE CRL D%
BlankSubordinateCACertificate_PathLen1_APICSRPassthrough/V1 &2

MEEHEARN—MEH , 5528 BlankEndEntityCertificate_ APIPassthrough/V1 .

BlankSubordinateCACertificate_PathLen1_APICSRPassthrough/V1

X509v3 2% Value
FRERER [#¢ API = CSR &iE]
o= [#¢ API =% CSR &3E]

HAER
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X509v3 Z& Value

E AR Hil{oR 4 B8, CA:TRUE, pathlen: 1
BRESRER [%kE CA BFE# SKi]
TESRBAF [$T4 8 CSRI

CRL 7 o ™ [# CA #HAEZ CSR HE]

*QEECAREAMA CRL EER , T 2HEAHEE CRL 7 E
BlankSubordinateCACertificate_PathLen2_APIPassthrough/V1 EE2&

MEZEHEARN—MEH , 528 BlankEndEntityCertificate_ APIPassthrough/V1 .

BlankSubordinateCACertificate_PathLen2_APIPassthrough/V1

X509v3 Z& Value

FREREB [#& API 3 CSR &iE]

E= [#¢ API 5 CSR #5E]

E AR Hil{eR 4 B@#E. CA:TRUE, pathlen: 2
RRESRERF [%kE CA BFE# SKil
TELRBAIRF [$T4 8 CSRI

CRL 7 i &* [#& CA HHAEEE]

*HEECAREAMACRL EER , T EEEHATIE CRL 7 E,
BlankSubordinateCACertificate_PathLen2_CSRPassthrough/V1 E %

MEE[EARN—MRET , 5528 BlankEndEntityCertificate_ APIPassthrough/V1 E .

g7

it
i
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AWS B BEREEN

ERAEER

BlankSubordinateCACertificate_PathLen2_CSRPassthrough/V1

X509v3 S #
FREBEAERE
xE
LA PR R4+
RS WRA BT
FEEBART

CRL 7 %*

*ABE CARE

BlankSubordinateCACertificate_PathLen2_APICSRPassthrough/V1 E 2

AR CRL EXK , T EEHEHEE CRL 7%,

MEEAHEAN—MREA

Value
[# CSR =iE]

[# CSR &E]

B8#E. CA:TRUE, pathlen: 2

[22 8 CA FBFEH SKI]

[T4£8 CSR]

[#¢ CA {275 CSR &E]

#8201 BlankEndEntityCertificate_APIPassthrough/V1 .

BlankSubordinateCACertificate_PathLen2_APICSRPassthrough/V1

X509v3 S8
FREAERE
xE
EZSBR & R
RS RA BT
FESRBBIT

CRL % %*

*RABEE CARERMA CRLEER , TEEHEAPIE CRL 5#E.

Value

[ API 5 CSR &E]
[ API 5 CSR &E]
B8#8. CA:TRUE, pathlen: 2

[k 8 CA FBFEH SKI]

[$T4£ 8 CSRI

[ CA #ARE=X CSR FiE]

HAER
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BlankSubordinateCACertificate_PathLen3_APIPassthrough/V1 EE2&

MEZEHEARN—MEH , 528 BlankEndEntityCertificate_ APIPassthrough/V1 .

BlankSubordinateCACertificate_PathLen3_APIPassthrough/V1

X509v3 B Value

FREBEAERE [t API 5 CSR &iE]

C 3= [#¢ API 5 CSR &iE]

B AR HileR 4 B3#E. CA:TRUE, pathlen: 3
BRESWMEDRF [ZRE CA BEH SKI]

T ESMBBIH [$7£ 8 CSR]

CRL 7 fin #* [#& CA HHREEE]

*HEE CARERMA CRL EER , TEEEHAPEE CRL i,
BlankSubordinateCACertificate_PathLen3_CSRPassthrough/V1 E%

MEZEHEARN—MEH , 528 BlankEndEntityCertificate_ APIPassthrough/V1 %

BlankSubordinate CACertificate_PathLen3_CSRPassthrough/V1

X509v3 ¥ Value

TRERER [ CSR &5E]

E= [ CSR &5E]

LA PRl R4 EA#%E. CA:TRUE. pathlen: 3
RRESRERA [%k B CA B SKi]
TESRBAIRF [$T4 8 CSRI

CRL 4 i 2 [ CA #H4E) CSR &iE]
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*REE CAREARMA CRLELR , T 8EHEAPITE CRL 2 ME.

BlankSubordinateCACertificate_PathLen3_APICSRPassthrough/V1 E 2

MEEHEARN—MEH , 5528 BlankEndEntityCertificate_ APIPassthrough/V1 .

BlankSubordinateCACertificate_PathLen3_APICSRPassthrough

X509v3 B8 Value

THRERERB [ API 5 CSR &5E]

E3i=] [#€ API ¢ CSR &E]

EL 7 BR il 5k 44 B88. CA:TRUE, pathlen: 3
BRESRERN [ZRE CA BFH SKi]
TELRBAIR [$T£ 8 CSR]

CRL 7 o &* [#¢ CA #H&E= CSR &iE]

*REE CAREARMA CRL ELR , X 8EHAPITE CRL 1 ME.
CodeSigningCertificate/V1 &

HWEARAREIAAETENBSZZENERE. BUUBRE WEXIBEHEBRFE AWS FAF CA 1L
AECAERRRAERNTMAENBHZMRAZRBEMEA. flw , £A Code Signing for HEF
AWS loT ATLAEA EAEXBEBRE , AWS FAH CA HiEHE A AWS Certificate Manager, I1&E
HMET  FSRAMEREAEEE AWS oT? UERBESMEARERNBEEEE.

CodeSigningCertificate/\V/ 1
X509v3 B Value
THERERB [ CSR &5E]
FE [#& CSR &iE]
E PR Hl R 4F CA:FALSE
BRESRERN [ZR B CA B SKi]
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AWS FAE BB REEN

ERAEER

X509v3 B #
FESRBBIT
S|AR
BErewmAE

CRL % %4*

*RABHE CACKRAMMAEL CRL K

Value

[T4£8 CSR]
BRI ERE
HE, EABEE

[#E CA HHREEIE]

, CRLO M SRS EHAR,

CodeSigningCertificate_ APICSRPassthrough/V1 E 2

W EAIER CodeSigningCertificate/V1 , JAZ#E API 1 CSR EiEE,

CodeSigningCertificate_ APICSRPassthrough/V1

X509v3 S &
FRERESE
FE

B AR R
R iR B AT
F B SRE I
SRAR
BErRTRAE

CRL 7 2>

* QBT CAREAMA CRL EER

Value
[# APl = CSR &iE]
[# APl =X CSR &E]
CA:FALSE
[3RB CA BFH SKI]
[$7£ 8 CSR]
BEHEE
B BEXEESF

[ CA #ARESK CSR &FiE]

, TEHEAPEE CRL 5,

HAER
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CodeSigningCertificate_APIPassthrough/V1 E %

HEAEERS —EEZRMCodeSigningCertificatefAHRE : SR K MRREHAPEE
WRxMEE , SEB API SHMETIHEE AWS FoE CABEERH, @XM EENLEMERE —2SE
B API RRVEEFRIRE .

CodeSigningCertificate_APIPassthrough/V1

X509v3 S8 Value

THRERER [ API 5 CSR f&5E]
8 [#& API ¢ CSR &E]
LA PR Hl R4+ CA:FALSE
BRESRERF [%kE CA BFE SKil
TESRBAF [$T4 8 CSRI
SRAR BRMNER
BreRAE R, EXBEE
CRL 4 i 2 [ CA {EREEE]

*HEE CARERMA CRL EER , TEEEHAPETE CRL i,
CodeSigningCertificate_ CSRPassthrough/V1 &

WEAEES —EEZRMCodeSigningCertificateEAME : EUEAD K MBREHADIEE
M, SEEREERER (CSR) PHIHEHMIEEH AWS Fo8 CA EBEERE, AT ENLEHR—ZS
#&E CSR Ay HEM,

CodeSigningCertificate_ CSRPassthrough/V1

X509v3 28 Value
FRERERE [ CSR {&5E]
x5 [ CSR {&5E]
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X509v3 Z& Value
LA PR Hl R4+ CA:FALSE
BRESRER [%kE CA BFE# SKi]
TESRBAF [$T4 8 CSRI
LM% BAEEuEE
BreRAE e, BEXHEE
CRL 7 i ™ [#& CA #HRE=L CSR &iE]

*OEHE CACRABMAEL CRLE , CRL MBI SASEEHAF,
EndEntityCertificate/V1 EZ&

HEARARETKIRER (FINEXRRS Web AIBRER) HBFE.

EndEntityCertificate/V1
X509v3 ¥ Value
FRERESE [#& CSR &iE])
FE [#£ CSR &)
E AR B R4 CA : FALSE
RES BRI [3RB CA BFEH SKI]
FEEBBERT [$74 8 CSRI
TMAR B, BUEE, SWMNE
ExTRAE TLS Web fAiREF & 7 8&. TLS Web AAFin &
Pl i
CRL & i &h* [ CA HHREEIE]
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*ABEECAERABMAEL CRLE , CRLOMETETEEELRTF,

EndEntityCertificate_ APICSRPassthrough/V1 %
I EARIEfH EndEntityCertificate/V1 , LAZ$E API # CSR EiEE,

EndEntityCertificate_APICSRPassthrough/V1

X509v3 B8 Value

THRERERB [ API 5 CSR &5E]

== [#€ API ¢ CSR &E]

B AR MR CA : FALSE

BRESRERN [ZRE CA BFH SKi]

TESRBAF [$T£ 8 CSR]

SMAR B, BUEE, SRNE

BErLBRAE TLS Web falfR8: & 5 5 &. TLS Web AF %S
2 BRE

CRL 7 o ™ [# CA #HAEZ CSR HE]

*HEECAREAMACRL ELER , T EEEHATPITE CRL 2 E,
EndEntityCertificate_APIPassthrough/V1 %

HEAREEA —AERMEndEntityCertificate#AME : LA , MRRELH A IEELLFH
HE |, AEB API S HMEMIEE AWS F0B CA BEERE, SHATIEENLEHEE —ESES AP
FHEVEEfRIEE o

EndEntityCertificate_APIPassthrough/V1

X509v3 28 Value
FRERER [# API = CSR &3]
B [# API =} CSR &3E]
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ERAEER

X509v3 S #
ELZS PR R
RETWRER AT
FEEWER
TRAR
BreRAE

CRL 7 %*

Value

CA : FALSE
[RE CA BEH SKI]
[fT4£ 8 CSR]

B, BIUEE, SRMNE

TLS Web fAIfREF B 25 7. TLS Web AF % &
DERTE

[ CA HHREEIE]

*HEECAREAMACRL ELER , T 8EEHATPIE CRL 2 E,
EndEntityCertificate_ CSRPassthrough/V1 2

WEAEES —EEZEMEndEntityCertificate®iAiERE : FEUE ARG | MR REEHARPIEELE
| Bl S BEHEED R (CSR) R HAMMEE R AWS 78 CA BEERE, EAFEENLEHR—ZS
&S CSR FHYEEM,

EndEntityCertificate_CSRPassthrough/V1

X509v3 ¥ Value
THRERER [# CSR &iE]
x5 [# CSR &iE]
EL PRl R4 CA : FALSE
BRRESRERE [%R B CA B SKi]
I ESMBBIH [$74£ 8 CSR]
SRAR B, BUEE. £MNE
BremAE TLS Web AR &5 8. TLS Web AF &
o BRE
HBARER WRZ latest 318
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X509v3 28 Value
CRL & &> [ CA #HKES] CSR HiE]

*QEECACKRARAEL CRLE , CRL MBI EESHEEAF,
EndEntityClientAuthCertificate/V1 £

EAEEREMAEBEFENENtityCertificateM—# R , EEMHRFIA TLS Web A Fin
BomE.

EndEntityClientAuthCertificate/V1

X509v3 B8 Value

TRERERE [ CSR &E]

=8 [# CSR EiE]

EARR B k4 CA : FALSE
RESHERH [ZRE CA BEH SKI]

T ESBEBIA [$T4£ 8 CSRI

SMAR AR, BuEE, SH/NE
BreHmAE TLS Web A Fif & 5B
CRL 7 fnt* [ CA #HRESL CSR HiE]

*QEECACKRARAEL CRLE , CRL MBI EESEEAF,
EndEntityClientAuthCertificate_ APICSRPassthrough/V1 E%&

W EAHE {8 EndEntityClientAuthCertificate/V1 , LA # API #1 CSR FiE(E.,
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EndEntityClientAuthCertificate_ APICSRPassthrough/V1

X509v3 B Value

THRERERB [#¢ API 5 CSR &5E]
xE [ API 5 CSR &E]
AR Hl R4 CA : FALSE
RESRERE [ZR B CA B SKi]
TESRBAF [$T4£ 8 CSRI]

SMAR BAE. BUEE, SWRNE
BremAE TLS Web Fi Pk & 2 B &
CRL 4 i 2~ [#¢ CA #HAE) CSR &EiE]

*REECAREARMA CRLELR , CRLoMHET I SHEEH AP,
EndEntityClientAuthCertificate_ APIPassthrough/V1 EE%&

WEAEE EndEntityClientAuthCertificate A B —MWFEEER , FUHERFS | MR KR
EEAFIEEERIIGE , FEIB AP EHEHMIBERINEE AWS AF CA BEERE. SEAPIEENLMH
HE—EE2EE API RIVEMRIER,

EndEntityClientAuthCertificate_ APIPassthrough/V1

X509v3 2 Value

FRERESE [#¢ API 5 CSR &iE]
£} [#& API 3¢ CSR &3E]
E PR Hl R 4F CA : FALSE
RETWRER T [3RE CA BEH SKI]
TESMBERF [$74£ 8 CSRI
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X509v3 28 Value

TRAR . BUEE, SWRME
BrEWRAE TLS Web A Fir & 2 B &
CRL 7 B+ [# CA {HREEIE]

* QA CAREARMA CRL EAE , CRL oM T2 HE&E RSP,
EndEntityClientAuthCertificate_ CSRPassthrough/V1 E %

WE AL EndEntityClientAuthCertificate A EM—WTFRIMER , EHEARD | WIRK
EEHAPIEEEEIAE , SRBHRFEBEFER (CSR) AWS #4E CA BEHEMIEFZ HAEDIER, &AF
EBENEMR—ESEE CSR ARV,

EndEntityClientAuthCertificate_ CSRPassthrough/V1

X509v3 Z& Value

IRERER [#¢ CSR &E]

B [#& CSR &iE]

EL PRl R4+ CA : FALSE
BRESRERF [%kE CA BHE SKil
TESRBAIF [$T4# 8 CSRI

LM% B, BURE. SRNE
ErxLR/AE TLS Web A Fin & 7 B &
CRL 4 i 2 [#¢ CA #H4E=R CSR &EiE]

*REECAERABMAEL CRLE , CRLOMETEITEEEHLRTF,

HARER MRS latest 321



AWS FAE BB REEN

ERAEER

EndEntityServerAuthCertificate/V1 E%&

WEAREER M AEEPENdENtityCertificate— TR , EEFHEHRH A TLS Web fIRES

BoRE,

EndEntityServerAuthCertificate/V1

X509v3 28 Value

TRERER [ CSR &3E]

£ [ CSR &E]

PR Il R4 CA : FALSE
RESRBBIR [%k B CA BFEH SKi]
TESRBEF [$74 8 CSRI

SMA% B, BUEE, SHRNE
BrREWRAE TLS Web fAlBR &% & 7 5 7%
CRL % ffi B~ [ CA fHAEEE]

*RAEECAERAMAEL CRLE , CRL MBI EISEEHESF,
EndEntityServerAuthCertificate_ APICSRPassthrough/V1 E#&
L EAIEfH EndEntityServerAuthCertificate/V1 , SA 8 API 1 CSR EEE.

EndEntityServerAuthCertificate_ APICSRPassthrough/V1

X509v3 B Value
THRERERE [# API 5 CSR &E]
FE [#¢ API 5 CSR #iE]
E PR R AF CA : FALSE
BRESHEBRI [ZRE CA BEH SKI]
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AWS FAE BB REEN

ERAEER

X509v3 S

X B W|EBIAF

iR AR

BREWRAE

CRL % %4*

*RBEECA

=1 —]

A AE

Value

[fT4£ 8 CSR]
. BUEE, SWMNE
TLS Web faliR#5 & 7 5 7=

[ CA #ARE=X CSR FiE]

RAREA CRL EXER , CRL oMM EISEEH LT,

EndEntityServerAuthCertificate_ APIPassthrough/V1 EE %

W EAEE EndEntityServerAuthCertificate A B —MFEEER , FUHERFS | MR KR

HEAPEERTE ,
HE-REEE API FHEMRIEE,

EndEntityServerAuthCertificate_APIPassthrough/V1

X509v3 %

FTHREBENEH

3 =
===

ERRBIRAF

RESRBEBIRT
X B SR|EBIAF

i8R

BrTRAE

CRL % %*

*RBEECA

=1 ]

axX A

&8 API S EAIRT I8 AWS B8 CA EEERRE ., AP IEER LM

Value
[#¢ API 5 CSR &5E]
[#¢ API 2% CSR &5E]
CA : FALSE
[%kB CA BEH SKI]
[$74£ 8 CSRI]
B, BURE, SRNE
TLS Web A iRES & 7 B %

[#¢ CA HHREEIE]

RREA CRL EXR , CRL oM ST EE LT,
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AWS FAE BB REEN

ERAEER

EndEntityServerAuthCertificate_ CSRPassthrough/V1 £

LLEIZAREE EndEntityServerAuthCertificate S8R —WAEHER , EHEXRH  MEXR
HEEARPIEEERAE , SRBHFEBHER (CSR) AWS #.8 CA BEHMIERNEERIERE., FHAH

EERNEM—FEE S CSR FHVEMH,

EndEntityServerAuthCertificate_ CSRPassthrough/V1

X509v3 S &
FRBENAERE
£

B AR MR
RETWRBR AT
FEEWRERT
TWAR
BreRAE

CRL 7 E*

Value
[ CSR f&E]
[# CSR &iE]
CA : FALSE
[RE CA REH SKI]
[T4£ 8 CSR]
BAE., BUSE, SRNE
TLS Web falBR &% & 7 5 7%

[ CA #ERE=k CSR FiE]

*RAEECAERABMAEL CRLE , CRLMEBTEIESEELRTF,

OCSPSigningCertificate/V1 E2&

PLEEA AR A 258 OCSP EIFER R, #IAECodeSigningCertificateZAMEE , BiEFR

TIWAEEEE OCSP #EMIFEXNBEE,

OCSPSigningCertificate/V1
X509v3 S8 Value
FRERER [# CSR &E]
o= [ CSR &3E]
E PR Hl R 4 CA:FALSE
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AWS FAE BB REEN

ERAEER

X509v3 B #
BRSWEBRIH
FESRBBIT
SRAR
BrewAE

CRL 4 %4*

Value
[2RB CA BEH SKI]
[$T4 8 CSRI
BREBVES
F#. OCSP %#E

[ CA HHREEIE]

* DT CAEERABAEL CRLE , CRL MY TESSHEEHATR,

OCSPSigningCertificate_ APICSRPassthrough/V1 E%

W EARERE OCSPSigningCertificate/V1 , LAz API 1 CSR &EE,

OCSPSigningCertificate_ APICSRPassthrough/V1

X509v3 S &
FRERESE
E3-|

B AR MR
BRI B AT
F B SRBBI
SRAR
BremAR

CRL 7 E*

Value
[# APl =X CSR &E]
[# API 5 CSR &iE]
CA:FALSE
[3R B CA BFH SKI]
[$7£ 8 CSR]
BRI EE
E#, OCSP %%

[ CA #ARESK CSR FiE]

*HNEE CAREAMA CRL ELER , CRL MBI SEEEEKH,
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AWS FAE BB REEN EREES

OCSPSigningCertificate_ APIPassthrough/V1 EE%&

It EiAREE OCSPSigningCertificate A Z B —HWAEEER , ELEARP , MRKREEERDIE
EERINGE , BFEIB AP SEMIBEFTIhEE AWS FAH CA BEERFE. SBAPIEENEMRER -8
BE API RHVEEIER,

OCSPSigningCertificate_APIPassthrough/V1

X509v3 S8 Value

THRERER [ API 5 CSR f&5E]
8 [#& API ¢ CSR &E]
LA PR Hl R4+ CA:FALSE
BRESRERF [%kE CA BFE SKil
TESRBAF [$T4 8 CSRI
SRAR BRMNER
BreRAE Bg. OCSP %2
CRL 4 i 2 [ CA {EREEE]

*RAEE CARELRBA CRLEAR , CRLOMETESEESEEAF,
OCSPSigningCertificate_ CSRPassthrough/V1 £

L EEAEE OCSPSigningCertificate SIRNZ B —MAEEER , ELHELRP | R KELSERPIE
EEXE , SERBEHEEHR (CSR) AWS FAF CA EEHMIBEFNEERIRF., SEAPIEEN LM
—E#E82E CSR PHHEM,

OCSPSigningCertificate_ CSRPassthrough/V1

X509v3 28 Value
FRERERE [ CSR {&5E]
x5 [ CSR {&5E]
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AWS FAE BB REEN EREES

X509v3 Z& Value

LA PR Hl R4+ CA:FALSE

BRESRER [%kE CA BFE# SKi]
TESRBAF [$T4 8 CSRI

LM% BAEEuEE
BreRAE Bg. OCSP %=

CRL 7 i ™ [#& CA #HRE=L CSR &iE]

*OBE CACHRAMAEEL CRLE , CRL 2B TEaSE&E AT,
RootCACertificate/V1 E&

LEAARZITERBEENIR CABHE. CA BRERITEBERNERRERMALEMS , HP 24 CA MK
# TRUE , EEERFJBULLAKREIT CA BFE., BEATEEEBRERE (pathLenConstraint) , B &8 AJ &8
BUHIEBHNARRER. HPCHREFRES|/ER SR , U LER CA BEMA TLS AF RS AR
BRE. AAELRBEEREEERE , IUSBEEEM CRL Effl.

RootCACertificate/V1
X509v3 28 Value
FRERERE [#& CSR &)
ES=| [#€ CSR &iE])
ERRRFIRAF BA# , CA:TRUE
FESWRERG [fT4£ 8 CSR]
TWRAR BB, B{uEEE. keyCertSign, CRL #E
CRL 7 ffi %4 N/A
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AWS FAE BB REEN EREES

RootCACertificate_ APIPassthrough/V1 EE%&
L&A HE{H RootCACertificate/V1 L% 12 API BEE.

RootCACertificate_APIPassthrough/V1

X509v3 2 Value

THRERERB [#¢ API 5 CSR #5E]

x5 [ API 5 CSR &E]

LA PR H R4 EA%E , CA: TRUE

BRRESRERE [t API {&5E]

T ELRBAIF [$74£ 8 CSR]

SWMAR BAgE., B{I%E, keyCertSign., CRL #E
CRL % i B~ N/A

BlankRootCACertificate_APIPassthrough/V1 E %

EAZARBRES , BUURTRER , HPERE X509 EXRFIFRSE. ER AWS FoH CA ATBL
BITHRMEEREBRE  BALER AP ERETHR] . EXRHFZERERBERES CA BE, =
RBRAEATRUES S EARRBIRFIHNIT AvE , UAREAFK LR CA BRE.

FBAIUERAZAEEREARZTEESHRAR KU) HEENREE. fin , ©RAE
ATREEE keyCertSignM cRLSign , BFRFEE digitalSignature, EEMIEZER

BREERIRLEATRE , ZTARBEELR A KU EFWHERE , Hb KU TR NEXEE
(digitalSignature. . nonRepudiationkeyEncipherment, dataEnciphermentkeyAgreement,
encipherOnly# ) FHET—{EdecipherOnly,

BlankRootCACertificate_ APIPassthrough/V1

X509v3 28 Value
FRERER [# API = CSR &3]
B [# API =} CSR &3E]
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AWS FAE BB REEN

ERAEER

X509v3 2
B A PR HE 4
FESBEBBIAF

Value
BE# , CA:TRUE

[T4£8 CSR]

BlankRootCACertificate_PathLen0_APIPassthrough/V1 E%&

WEZ AR CA AR —REA

,nﬁ/%'???

BlankRootCACertificate_PathLen0_APIPassthrough/V1

X509v3 S &
FREBNEHE
xE
ELZS PR R
FEEWERT

Value
[# API = CSR &3E]

[t API 5 CSR &iE]

B3#8. CA:TRUE, pathlen:

[T£8 CSR]

BlankRootCACertificate_PathLen1_APIPassthrough/V1 E%&

WEZEAR CA EBERH—REH ,

m2E 277

BlankRootCACertificate_PathLen1_APIPassthrough/V1

X509v3 S &
FREBNEHE
xE
ELZS PR R
FEEWER

Value
[#¢ API 5 CSR &)

[#¢ API 5 CSR &iE]

BA8E. CA:TRUE, pathlen:

[T£8 CSR]

0

1

HAER
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AWS B BEREEN EREES

BlankRootCACertificate_PathLen2_APIPassthrough/V1 E%&

MEFEZHIR CAEBEAN—RENR , F2E 277

BlankRootCACertificate_PathLen2_APIPassthrough/V1

X509v3 Z& Value

FREREB [#& API 3 CSR &iE]

C 3= [#& API 3 CSR &iE]

B AR HileR 4 B8#E. CA:TRUE, pathlen: 2
TESRBAF [$T4 8 CSRI

BlankRootCACertificate_PathLen3_APIPassthrough/V1 E%&

MEFEZHIR CA EBEAN—WRER , F2E 277

BlankRootCACertificate_PathLen3_APIPassthrough/V1

X509v3 Z& Value

IRERERB [#¢ API 5 CSR &5E]

E= [#¢ API 5 CSR #5E]

E AR Hil{eR 4 B@#E. CA:TRUE. pathlen: 3
TESRBAIF [$74 8 CSRI

SubordinateCACertificate_PathLen0/V1 E&

HBARANBITRERES WX CABRE0, CA BERISHENERRBIGLAEMR , HPEiE CA
WMAERA TRUE , IEEBFE T AAREIT CABRR. HPYRITBEMAESREAFRX , REREASFK
2F51EA% CA BREMA TLS AF mS AR BREEM.

MERFRENFRES , F2RYRERERERERBIRAE.
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AWS FAE BB REEN

ERAEER

SubordinateCACertificate_PathLen0/V1

X509v3 Z& Value

IRERERB [ CSR &5E]

E= [ CSR &E]

E AR Hil{oR 4 B8, CA:TRUE. pathlen: 0
BRESRERF [%kE CA BFEH SKi]

TELRBAIF [$T4 8 CSRI

SMA% B, E{U%E, keyCertSign . CRL &5
CRL 7 o &* [#¢ CA HREEE]

*REECAREAMA CRLELER , CRLOMESISTEEFALEARRTHNERD,
SubordinateCACertificate_PathLen0_APICSRPassthrough/V1 E %

Lt & AIE B SubordinateCACertificate PathLen0/V1 , LAX 1 API 1 CSR E5E{E.,

SubordinateCACertificate_PathLen0_APICSRPassthrough/V1

X509v3 2

Value

ITHRERER [ API 5 CSR f&5E]
8 [#€ API 2 CSR &E]
E AR HiloR 4 B8, CA:TRUE. pathlen: 0
BRRESRERA [%k B CA BFE# SKi]
TESRBAIF [$T4 8 CSRI
SRA% B4, B{I%E, keyCertSign . CRL 5
CRL 4 B~ [#¢ CA #H5E5} CSR &EiE]
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AWS FAE BB REEN EREES

*REECAREARMA CRLELR , CRLOHRIEISEEARP,

SubordinateCACertificate_PathLen0_APIPassthrough/V1 &
Lt EASIE R SubordinateCACertificate_PathLen0/V1 , LI 18 API EE{E,

SubordinateCACertificate_PathLen0_APIPassthrough/V1

X509v3 2 Value

IRERERB [#¢ API 2% CSR &3E]

x£E [#% API =X CSR &E]

EARRR IR Y B@8E. CA:TRUE, pathlen: 0
BRRESRERF [ZRE CA BEH SKi]

IESBBAF [$74£ 8 CSRI]

SWAR EAEE. B{UEHE, keyCertSign . CRL £f5%
CRL 7 o ™ [#& CA {HREEE]

*REECAREARBMA CRLELR , TEEEHAPITE CRL HE,
SubordinateCACertificate_PathLen0_CSRPassthrough/V1 2

WEIAREE S —EEEMSubordinateCACertificate PathLenQ&IAH[E : ELt&EA+S K MEX
FEEHAFIEEEMR , Bl 28 8FHBER (CSR) HIVEMIEMH AWS FAE CA BEERE. #HAFIE
ERNEMH—FZEE CSR R,

@ Note
BEBFTHEINLEMHIER M CSR BEE HABEIL AWS FAF CA.

SubordinateCACertificate_PathLen0_CSRPassthrough/V1

X509v3 2% Value
FRERER [ CSR &iE]
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AWS B BEREEN

ERAEER

X509v3 S #
xE

LA PRl R4+
RE SRR AT
FEERBERT
TRAR

CRL 7 2+

Value

[# CSR &E]

B8, CA:TRUE. pathlen: 0

[RE CA BEH SKI]

[T4£8 CSR]

BAgE, EUKE, keyCertSign . CRL #F5%

[#¢ CA #8RE= CSR &E]

*ABEECACHRARMAELECRLE  CRLOMHESESASEFEHMEARBITHERES,
SubordinateCACertificate_PathLen1/V1 E &

HEARARNBITRERES WX CABREL, CABEIE CARURES NEBRBERREIL
fRTRUE , AfTEEBFE TANEIT CABE. HPTKRESEHREREALR , EREAFXNEH L
A% CA BREM~A TLS AP ms ke BEE,

MEREBEENFMAER  F2RYRERERERERGIFAE.

SubordinateCACertificate_PathLen1/V1

X509v3 B8 Value
THERERB [ CSR f&E]
== [#& CSR &iE]
EL 7 BR il R 44 @8, CA:TRUE, pathlen: 1
BRESRERN [ZRE CA BFH SKI]
TESWRBAF [$T£ 8 CSRI]
SWMAR B, B{U%E, keyCertSign . CRL 5%
CRL 4 i 2 [ CA R EE]
HBARER WS latest 333


https://docs.aws.amazon.com/privateca/latest/userguide/ca-hierarchy.html#length-constraints

AWS FAE BB REEN

ERAEER

*RAEECAERAMAEL CRLE , CRL MM T S8 EEALEARITHERES.

SubordinateCACertificate_PathLen1_APICSRPassthrough/V1 E %

I EAIE 8 SubordinateCACertificate_PathLen1/V1 , LA API #1 CSR &EiEE.,

SubordinateCACertificate_PathLen1_APICSRPassthrough/V1

X509v3 S8
FRERER
=

ERREBIRE

RESRBBIAT
FESWREB

TWAR

CRL 7 %*

*ABE CARE

Value
[# API 5 CSR &iE]
[# API = CSR &iE]

B8, CA:TRUE, pathlen: 1
[3RB CA BFH SKI]

[$T4£ 8 CSRI

B, B{UZE, keyCertSign . CRL 5%

[ CA {875 CSR &E]

ARMA CRL EXK , T EEHEHEE CRL 7 fiF.

SubordinateCACertificate_PathLen1_APIPassthrough/V1 E%&

L EIAIE R Subo

rdinateCACertificate_PathLen0/V1 LA X8 AP| EiE{E,

SubordinateCACertificate_PathLen1_APIPassthrough/V1

X509v3 B Value
THERERB [#¢ API 5 CSR &5E]
x5 [ API 5 CSR &E]
EL 7 PR 5l R 44 B9%. CA:TRUE, pathlen: 1
BRESHRERN [ZR B CA B SKi]
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AWS FAE BB REEN EREES

X509v3 8% Value

FEEBART [fT4£ 8 CSR]

SMAR BAgE. E{UEE, keyCertSign . CRL £Fof
CRL & &> [#¢ CA HREEIE]

*REE CAREARMA CRLEELXR , T 8EHAP TS CRL oS,
SubordinateCACertificate_PathLen1_CSRPassthrough/V1 EE2&

WEIAEE R —EEEMSubordinateCACertificate PathLenl&i 4G : ELt&EA+H K MEX
EEHAPIEEEMR , GERBHEBEHER (CSR) PR HAMIEH AWS FAH CA BEERFE, S#AFIEE
WIEHR —EESEE CSR RHEEH,

(® Note
BEBFTRNEMFEBR CSR LAE HNEPEY AWS FAF CA.

SubordinateCACertificate_PathLen1_CSRPassthrough/V1

X509v3 B8 Value

THREBERERB [ CSR &3]

== [#& CSR &iE]

EL 7 BR il R 44 B8, CA:TRUE, pathlen: 1
BRESRERN [ZRE CA BFH SKi]

TESRBAF [$T£ 8 CSRI]

SMAR A, B{U%E, keyCertSign . CRL 5%
CRL 4 i 2 [#¢ CA #H4E=R CSR &5E]

*NDEECACHRAMBAELECRLE , CRLOMETEASEFANEARITHNERD,
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AWS B BEREEN

ERAEER

SubordinateCACertificate_PathLen2/V1 E&

L EBARARBITHRERES 2 BRMK CA BE. CABEIE CARNURES NBRERREILE
fRTRUE , UEEBRFITANET CABRE, HhYRTELEMRSBEALR  IER/EAFXEHLE

#% CA BEMA TLS AFmARSRBELEM.

MERFRENFRET , F2RYRERERERERBIRAT.

SubordinateCACertificate_PathLen2/V1

X509v3 ¥ Value

ITRERER [t CSR &E]

E= [ CSR &E]

EARPR IR Y B8, CA:TRUE, pathlen: 2
BRESRERF [ZR B CA B SKi]

IESBBAF [$74£ 8 CSRI]

SWAR EAE. B{UEHEE, keyCertSign . CRL 5%
CRL 7 o ™ [#& CA {HREEIE]

*QEECACRARMAEE CRLE , CRL MBI ST EEFAALERZITH RIS,
SubordinateCACertificate_PathLen2_APICSRPassthrough/V1 E %

Lt EAZE{H SubordinateCACertificate PathLen2/V1 , LA API #1 CSR &5EE.

SubordinateCACertificate_PathLen2_APICSRPassthrough/V1

X509v3 2% Value

FRERER [# API = CSR &3E]

ES= [#¢ API = CSR &)

EL 7 BR il R 44 B@8. CA:TRUE, pathlen: 2
HARER

MRS latest 336


https://docs.aws.amazon.com/privateca/latest/userguide/ca-hierarchy.html#length-constraints

AWS T BB BREN R &I
X509v3 8% Value
RS RA R [3RE CA BEH SKI]
FESRBBIT [$T4 8 CSRI
SWAR EAE. B{UEHEE, keyCertSign . CRL 5%
CRL 7 fnt* [#& CA #aRE=L CSR BiE]
*RABEECARERMA CRL EER , T 8EHAPIE CRL 5 iR,
SubordinateCACertificate_PathLen2_APIPassthrough/V1 E%&
I EFASIE 8 SubordinateCACertificate_PathLen2/V1 , A X8 API R (E.,
SubordinateCACertificate_PathLen2_APIPassthrough/V1
X509v3 S8 Value
FRERERE [#¢ API 5 CSR &iE]
E= [{¢ API = CSR &E]
EL 7 BR Hll R 44 B398, CA:TRUE, pathlen: 2
RESRHRRF [RE CA BEH SKI]
ER—f% ks [$T4 8 CSRI
MR B, B{U%E, keyCertSign . CRL 5%
CRL 7 fn ®* [t CA HREEE]

*RABEE CAREARMA CRLEER , TEEHEAPIE CRL 5#E.

SubordinateCACertificate_PathLen2_CSRPassthrough/V1 EE%&

WEIAEE R —EE=EMSubordinateCACertificate _PathLen2&i 4G : ELb&ATh K MEX
HEEAPIETEEMR , Bl Si5BEFXBHER (CSR) A EMIEMH AWS FoFE CA BEERRE. #EAFE

ENLEMH—EEER CSR RHLEM,

HAER
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AWS B BEREEN EREES

@® Note
S BHETENEFIEEN CSR HETE IR AWS FAF CA,

SubordinateCACertificate_PathLen2_CSRPassthrough/V1

X509v3 S8 Value

THRERERB [t CSR &E]

o= [#& CSR &iE]

EL 7 BR il R 44 B8, CA:TRUE, pathlen: 2
BRESMERE [ZRE CA B SKi]

F EEBBBIRF [$T£8 CSRI

SWMAR A, B{U%E, keyCertSign . CRL 5%
CRL 4 i 2 [#¢ CA #848=R CSR &E]

*HEECACRARMAELECRLE , CRLOMETESAESEFEHLEARRITH RIS,
SubordinateCACertificate_PathLen3/V1 &%

L EARARBITHRERES 3 KRR CA BE., CABRIE CARMURES NBRERREIL
R, TRUELAITEEBRE TN EIT CABE. HHEKRESEHESREALR  EREAFXNEHL
#% CA BRMA TLS AFm AR BE LM

NMERERENFAER , FERYRERERERERBIFRE.

SubordinateCACertificate_PathLen3/V1

X509v3 28 Value
FRERERE [ CSR {&5E]
x5 [ CSR &5E]
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AWS FAE BB REEN

ERAEER

X509v3 S #
ELZS PR R
RETWRER AT
FEEWER
TRAR

CRL 7 2+

*RAEECAERAMAEL CRLE , CRL MBI EESEEALEABRTHERES.

Value
B3%. CA:TRUE, pathlen: 3
[2RB CA BFEH SKI]

[T£ 8 CSR]

BAgE, BUKE, keyCertSign . CRL #F5f

[ CA HREEE]

SubordinateCACertificate_PathLen3_APICSRPassthrough/V1 E %

LEEEAEE R Subo

rdinateCACertificate_PathLen3/V1 , LA API fl CSR B&E.

SubordinateCACertificate_PathLen3_APICSRPassthrough/V1

X509v3 S8
FEERER
=

E R HI R4

RESRERN
X B S|EBIRF

TWAR

CRL 7 %*

*ABE CARE

Value
[ API 5 CSR &E]
[ API 5 CSR &E]

A% . CA:TRUE, pathlen: 3
[3RB CA BEH SKI]

[$T4£ 8 CSRI

BB, B{UZE, keyCertSign . CRL 5%

[ CA #ERE= CSR &E]

AR CRL EXK , T EEHEAHEE CRL 7%,

SubordinateCACertificate_PathLen3_APIPassthrough/V1 E%&

Lt EASIE R SubordinateCACertificate_PathLen3/V1 , LLX 8 AP| EiE{E,

HAER
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AWS FAE BB REEN EREES

SubordinateCACertificate_PathLen3_APIPassthrough/V1

X509v3 Z& Value

THRERER [#& API = CSR f&5E]

8 [#& API 2} CSR &E]

B BR Hil{oR 4 B8, CA:TRUE, pathlen: 3
BRESRERF [%k B CA BFE# SKi]

TESRBAF [$74 8 CSRI

SMA% BAgE, B{U%E, keyCertSign . CRL 5
CRL 4 i 2~ [ CA tHAEEE]

*ABEHE CAREAMA CRL EAE T8 EHAPEE CRL 2%,
SubordinateCACertificate_PathLen3_CSRPassthrough/V1 E &

WEAEERS —EEZRMSubordinateCACertificate PathLen3&A&tH[E : EL & AP MNP XK
EHEHAFIEEEH | S EBHEBHER (CSR) R HMEEH AWS FAE CA BEEERR., SAFPEE
HIER—EEEE CSR RS,

(® Note
BEBFTRNEMFEBK CSR AT HNEPEY AWS FAF CA.

SubordinateCACertificate_PathLen3_CSRPassthrough/V1

X509v3 28 Value

THERERB [ CSR &5E]

FE [#& CSR &iE]

EL 7 BR il R 44 B@8. CA:TRUE, pathlen: 3
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AWS B BEREEN

ERAEER

X509v3 B #
BRSWEBRIH
FESRBBIT
SRAR

CRL 7 i E*

Value
[3RB CA BFEH SKI]
[$74£ 8 CSRI]
EAE. B{UEHEE, keyCertSign . CRL 5%

[#¢ CA {875 CSR &E]

*RAEECAERAMAEL CRLE , CRL MM T B EEALSEARTHERES.

HAER
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AWS FLEBEREEN EREES

FHLZEM AWS EBRREEN

MERZE AWS BERSBEIEF. A AWS BF , BUUZHENERFOMMEREE  SLEER
ATREREZEHRABHFIRMEES.

ZEMHR AWS BECBNARRE, AFSEEEAREERRERNEZEYE  NERPHLZEM

- ERWEEM - AWS BEREHE Cloud AWS H#I1T AWS BRBHNERERE. AWS Lt ABRHATR
EEANERE. FAWS R8P B RBUASEEHMAANRERMAZLNERME. BET
BERANGSHRTE AWS REBRREEN , F2HEAWS R¥ SR EEEN,

- BT et - ENEEEURREER AWS NIR®, SH4AHHMRREE  SF/RERNIRE
. BRFNERNERERNER,

AR BYE T A EE A RERAESMEER AWS 348 CA. THEERAMARE AWS F4

BCALUNEENZ2EERBR, SR THRUMERHEM AWS R HKifk B EEIZNRE AWS FA
B CAEIR.
ES]

« B Identity and Access Management (IAM) AWS F.5 BH ZREE
- BIRFEFEFAE CASHZLRIEER

- FRNERHRE AWS AEREREEN

- AWS A E RREREMR LR EREMTE

- FHEBBEESE AWS AEREBREEN

- AWS B BEREE FF CP/CPS R

9 Identity and Access Management (IAM) AWS FAE BEREEN

FELAWS FAH CA FE AWS BAER , TARBELNGE R, A TEZERMEWMAER AWS Identity
and Access Management (IAM) WEFER , EHESTERHALS , HBBRELERIREHRE
(CA) &£,

EHRAWSFIE CA, ZFEANTEERESBRERHEEN (CA). LZHELIERFNEZELE CAERU
Amazon Resource Name (ARN) &5l , E&XMT,
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AWS B BEREEN EREES

arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566

EREAERREN AWS BiRz AWS IRFHYERRER. T 5/EHIRAE MER,
- MREER NBEA AWS IRFIREAE BRRELILE CA, AWS ENIRFEH#E CA,

/A Important
- BETERER AWS IRFBRERE REY CAs.
- BAEBEEEEFIRERZERE (MFA) AWS FAF CA.

. MBEAE AWS ESTRI IAM ERE | BAUNSTFREAERILE CANFT, T, % CA
Sl R ol 2o

. MRLA AWS REFRRY AV A | WEF BRI CANTT , AHEATMBERA BN A
HALURIT CA, T8 , ZAhE CA BABHFBHIESHA.

TR BURHERE T A EIMLEE R, AT mERE A REM I BERNEE,

(® Note
AXHEEHE ABFER IAM AWS FAF CA. BEAEM IAM RIEWEMERA. METEN
IAM 324 | 5528 1AM FHEEE. 0F IAM BEREENRBNFMET , 528 AWS IAM
BERBEER,

AWS FAFE CA API #/EFFF A

EEREREED IAM 5N FERGEMFFATERER (LEsAERNER ) K, SERATRHAZ
Z, RIFPHNE—HSF|HEE AWS FAHE CA API #1E, EALEBERR Action TEHIEEBE,
HeMuRHEMEA.

AWS FAH CA API ##1E P ET A Resources
CreateCertificateAuthority acm-pca:CreateCert arn:aws:acm-pca: us-
ificateAuthority east-1 :111122223

333 :certificate-
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AWS FLEBEREEN

ERAEER

AWS FAH CA API ##4E

CreateCertificateAuthorityA
uditReport

CreatePermission

DeleteCertificateAuthority

DeletePermission

ESE
acm-pca:TagCertifi
cateAuthority (RE

ERIEFEERN CARSFE
%)

acm-pca:CreateCert
ificateAuthorityAu
ditReport

acm-pca:CreatePerm
ission

acm-pca:DeleteCert
ificateAuthority

acm-pca:DeletePerm
ission

Resources

authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566
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AWS FLEBEREEN

ERAEER

AWS FAH CA API ##4E

DeletePolicy

DescribeCertificateAuthority

DescribeCertificate Authorit
yAuditReport

GetCertificate

GetCertificateAuthorityCert
ificate

EE

acm-pca:DeletePolicy

acm-pca:DescribeCe
rtificateAuthority

acm-pca:DescribeCe
rtificateAuthority
AuditReport

acm-pca:GetCertifi
cate

acm-pca:GetCertifi
cateAuthorityCerti
ficate

Resources

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566
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https://docs.aws.amazon.com/privateca/latest/APIReference/API_DescribeCertificateAuthorityAuditReport.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_DescribeCertificateAuthorityAuditReport.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetCertificateAuthorityCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetCertificateAuthorityCertificate.html

AWS FLEBEREEN

ERAEER

AWS FAH CA API ##4E

GetCertificateAuthorityCsr

GetPolicy

ImportCertificateAuthorityC

ertificate

IssueCertificate

ListCertificateAuthorities

EE

acm-pca:GetCertifi
cateAuthorityCsr

acm-pca:GetPolicy

acm-pca:ImportCert
ificateAuthorityCe
rtificate

acm-pca:IssueCerti
ficate

acm-pca:ListCertif
icateAuthorities

Resources

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

N/A
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AWS FLEBEREEN

ERAEER

AWS FAH CA API ##4E

ListPermissions

ListTags

PutPolicy

RevokeCertificate

TagCertificateAuthority

EE

acm-pca:ListPermis
sions

acm-pca:ListTags

acm-pca:PutPolicy

acm-pca:RevokeCert
ificate

acm-pca:TagCertifi
cateAuthority

Resources

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

N/A

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566
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https://docs.aws.amazon.com/privateca/latest/APIReference/API_ListPermissions.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_ListTags.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_PutPolicy.html
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AWS B BEREEN EREES

AWS FAH CA API &1E PR EF Al Resources
UntagCertificateAuthority acm-pca:UntagCerti arn:aws:acm-pca: us-
ficateAuthority east-1 :111122223

333 :certificate-
authority/ 11223344-
1234-1122-2233-112

233445566
UpdateCertificateAuthority acm-pca:UpdateCert arn:aws:acm-pca: us-
ificateAuthority east-1 :111122223

333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

EERMEIE K BHEERESNERSE,. HERAG
- FREERZEMEE AWS IAM Identity Center :

BYREREE, FRE (AWS IAM Identity Center fEF & 15R) FHEVERESERPETIRE,
- BBEDRMEELE IAM REEBENERE

BIBEE NAR, EE (AM EAEER) NAE=F85RHE Bie) BEI1AEFNETR.
. IAM ERZE :
- BUZLHERAETRENAC, BRER (AM EAEER) WA IAM EREELAEFNIER,

- (TER) SBREEMMNEEAE  IREAENEEEAERHE. FER (AM EHEER)
RUFTIERT AT 2IEAE (FEE) FIETR.

AWS S EBK

AWS A5 CA S —HERAR AWS AE CAEEE, FRAENRKABNTALES AWS ZEK
K, THRELBEEBREER EFEEHE,

BEEFETIMEAEE , LERFAEANBEHBREXSR.
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AWS B BEREEN EREES

AWSPrivateCAFullAccess
BRI ZRHEINERRES,

WMFEBERFFME AR JSON JFE | 552 B AWSPrivateCAFullAccess.

AWSPrivateCAReadOnly
BT ERMER API RENFEE,

MEHRFMEFR JSON FBE |, 5528 AWSPrivateCAReadOnly,

AWSPrivateCAPrivilegedUser

RFRTAEEE CA BRRNEL, EERERIEEMEEDRE  AEERTRFEERE., HEFHE
User IR B F,

WMFEBCRFMEAR JSON BE |

:l:llh+

28 AWSPrivateCAPrivilegedUser,

AWSPrivateCAUser

BRPRTNHBKRIRERERENED, EEBERIEEENRE , BEERIT CARRE, HFFH
PrivilegedUser LR B K,

NEBEKFMEAR JSON SBE |, 5828 AWSPrivateCAUser,

AWSPrivateCAAuditor
RTHE AP RIENFEE | URESE CA BRBRENFT,

WMEBRFMERAR JSON BE |, 5528 AWSPrivateCAAuditor,

AWSPrivateCAConnectorForKubernetesPolicy
&F AWS F.H CA Connector for Kubernetes By EZAFF ],

MEBERFHMEFN JSON JBE | 528 AWSPrivateCAConnectorForKubernetesPolicy.

B AWS ZEBERE#H AWS FAFE CA

ET&RP , MIBERBHBERELEE AWS 78 CA LR AWS SERKREFNNFEEA. WHEMR
BAEFENBEIRE AWS 2.8 CA , BRI B XHELCHE EE LA RSS BE,
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AWS R B BB RSN ez EE
TEBREE
gF iR Date
¥R : AWS PrivateCA #H AT EE AWS FAF CA 2025 5 A 19 H
ConnectorForKubernetesPolic Connector for Kubernetes #&
y o E A ET 2 EBUR,

AWS PrivateCAPrivilegedUser
1 AWS PrivateCAUser - B F

StringlLike & Y
KA ArnLike , #§ E

20251 H22H

FTBUR fStringNotLike %

ArnNotLike o

EHEA arn , arn:aws:a
cm-pca:::template #E
BAZFtMA arn:aws:acm-
pca:*:*:template .

MBRERE BREBFEER & 2023 2 A 13 H
EA AWS Certifica
° AWS PrivateCA teManagerPrivateCA
FULl Gezee AWS PrivateCA .
* AWS PrivateCA
ReadOnly ThEERIE &,
« AWS PrivateCA
PrivilegedUser

« AWS PrivateCAAuditor
e AWS PrivateCAUser

EFEEBEER

RIBREER , BOEA AWS IRFRERE B 58 AWS , @1F AWS #28 CA. MEEA AWS
Identity and Access Management (IAM) REZ IAM A&, IAM BERBEEIFERE, BIEE
EFA , YK ECHEBEXEE. AR, UEEES B, REZHHMERERNEEXEHE,
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AWS B BEREEN EREES

F-—ESEBBRREURFIE IAM B , KA UEHERGERE, RRFEERRELEYNEYT
BB BEE , B HERERS AWS IRFHANSZSEFRAE, HENAC, EEBRERHIER
&, FHRARHTEEEN AWS FAH CA BfF,

UTHHEFZEFREAFTEMAERIL CARKEREG. UTERHEH, ELLEREMEEE AWS
B CA WgfF, MEEZ S  F2RAREE,

BEEVEFEERR

1. A EEENBEAEREA AWS IAM £ 45,
2. HEFEAMNEBEERY , F#IZF Policies (BX).
3. EBEEBRVEX.

4. FHEFE JSON EZH,

5. WEHRUTEE , ARERERPI L,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm-pca:CreateCertificateAuthorityAuditReport”,
"Resource":"*"
}
]
}
6. EERBIBE.
7. 1£ Name (88) 8 A PcalListPolicy.
8. (EA) WmAHIL,
9. EEFEEVBX.

& A TS BRI AV EAE | URSIEREETHTHEE AWS 5 CA . NBEEAH
THEN S , FHH (AM EREERE) FHBE AM ERENHT.
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AWS FLEBEREEN EREES

WEREER

RRERELEUREENER , BEEARZE—E£AE. HFHEIAR, THBEREHIREMAIERK
1T AWS FAH CA BMERIFFAT. MEABRBEN —REF , F2E (AM EAEER) PHERRER
BE, ZBAAER AWS EE XA, AWS Command Line Interface (AWS CLI) = IAM API 2R% 31
MABRABRBR.

/A Important
MIERECRERFIEERZERE (MFA) AWS FAF CA.

FE

« JIHFE CAs

- FERFAE CA BFE

- EAFAE CABRE

- MIBRFAE CA

« Tag-on-create : EE VRS EHEEZE CA
+ Tag-on-create : BR&I1ES

- FEREZHESE Private CA HER

- B NEEFEUE AWS FAE CA

- TEFEAWS FAF CA

5| HFAE CAs
LTBEROEEAEYHIREFHIAMERE CA,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm-pca:ListCertificateAuthorities"”,
"Resource":"*"
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AWS B BEREEN EREES

}

HEFAE CA B

LTBER AR ER EHISENE CA BRE.

JSON
{
"Version":"2012-10-17",
"Statement":{
"Effect":"Allow",
"Action":"acm-pca:GetCextificateAuthorityCertificate",
"Resource":"arn:aws:acm-pca:us-east-1:123456789012:cextificate-
authority/CA_ID/cextificate/certificate_ID"
}
}
[EAFLE CA BHE

UTBRARERAEEATLR CABRE,

JSON

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":"acm-pca:ImportCertificateAuthorityCertificate"”,
"Resource":"arn:aws:acm-pca:us-east-1:123456789012:cerxtificate-
authority/CA_ID/cextificate/certificate_ID"
}

RERBER MRS latest 353



AWS B BEREEN

ERAEER

MBRFAE CA

UTBRERTREREMERISGEFLR CA.

JSON

"Version":"2012-10-17",

"Statement":{
"Effect":"Allow",
"Action":"acm-pca:DeleteCertificateAuthority"”,

"Resource":"arn:aws:acm-pca:us-east-1:123456789012:cextificate-
authority/CA_ID/certificate/certificate_ID" }
}

Tag-on-create : £ 2 ESEREEE CA

TIBERAFEAEE CARYHBEEAER.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Action": [
"acm-pca:CreateCertificateAuthority”,
"acm-pca:TagCertificateAuthority"

]I

"Effect": "Allow",

"Resource": "*"

Tag-on-create : PRHIIZEEC

T %ltag-on-create BN A By IE £ CA B BRI A REYIRE=Prod. AFFFEAHEME/ EHETER,

RERBR
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm-pca:*",
"Resource":"*"
}I
{
"Effect":"Deny",
"Action":"acm-pca:TagCextificateAuthority",
"Resource":"*",
"Condition":{
"StringEquals": {
"aws :ResourceTag/Environment": [
"Prod"
]
}
}
}
]
}

FEAEEZR Y Private CA BV1FER
THIBCR & A 2 7 B/ B B8 =PreProd CAs, TiEEEH K CASTSIER,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"acm-pca:*"
1,
"Resource":"*",
"Condition":{
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AWS FAEBEBREEN EAEES

"StringEquals":{

"aws :ResourceTag/Environment": [
"PreProd"

]

}

}
}
]
}

¥ R MEEFEUE AWS FAF CA

UTERRURCAEFHRRFIEAEREREMRE | LEIFAE CA BENERE,

JSON

:DescribeCexrtificateAuthority”,
:DescribeCertificateAuthorityAuditReport”,

ListCertificateAuthorities",
ListTags",
GetCertificateAuthorityCertificate”,

:GetCertificateAuthorityCsx",
:GetCertificate"

{
"Version":"2012-10-17",
"Statement":{

"Effect":"Allow",

"Action":[
"acm-pca
"acm-pca
"acm-pca:
"acm-pca:
"acm-pca:
"acm-pca
"acm-pca

]I

"Resource":"*"

}
}

SEEFH AWS FAF CA

THRRAFFERENTEM AWS 255 CA BifE.

RERBR
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JSON

"Version'":"2012-10-17",
"Statement":[

{
"Effect":"Allow",

"Action":[
"acm-pca:*"

1,

"Resource":"*"

BikFEFZHHE CASHNEEREER

AWS A CAEEEWIES —EXE (FAE. AGE) LA CAAWSIEF, WIEUESIHE
B, ZEEEATLUER CA i AWS FAF CA = AWS Certificate Manager ERETRIFEERR., £
FEATIBAER CA RE1T Xk CA B AWS FAF CA,

/A Important
BRERFROTHTZBEMEBHNER , SRRTEE AWS MRS KWEEA,

HEHH CANEFEE , AWSHE CAEEEANEETIHF-BERE .

- f£/ AWS Resource Access Manager (RAM) i# CA A ERES —EtRFRHEFEA LA AWS
Organizations. RAM 2ERF A AWS ERWEZEES L, FE RAM WEHEER , F2EAWS
RAM ( FHEER) . MFT AWS OrganizationstHHEEER , HSB ( FAEIERE) AWS

Organizations,

« EF AWS #8 CAAPI 5 CLI B EREBFREREE CA , RUR T 5 —ERFHHNETXAFIE,
WEFMES , F2REREPR.

RiEEH ZEFE CA WEFNERREHREE—IRFNBIRS R RT CAs FEEN THERE.
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AWS FLEBEREEN ERAEER
EREBE

DERAERNBERRERIYFHEZFTER (ELBERTAILE CA MIEFEAEFIRNAE
WAFATE, F , BZALER B AWS ZEBXR , MAREBI BSHBER AWS #AF CA. £
AWS RAM EALUERAERNBE , AWS 745 CA EEEWLEZRIER EFE AWS IRF
FEERE LA CA BZEUHE AWS Organizations, 5% , AWS #A5 CA BEE ST LR PCA
APIsPutPolicy, GetPolicy 1 DeletePolicy , ¥t FE#) AWS CLI a5 put-policy. get-policy 1 delete-
policy , REAMEBUERAEBNBER,

WMEUERSERNBERN—REF , F2RUAS D HERNBEERNUERSERB PR , UREMAR
RiEEHFR.

EERE N AWS SEEREBEREE AWS FAF CA , FFBEZE AWS Resource Access Manager
BRARHNZEHFUENE | REE S CertificateAuthority, MEMEMKEK , TERERAEH , BREEA
SREVEABE , URREFEEHER,

AWS Certificate Manager E5F,\H CA BIRF L AFEHEN (ACM) FRAETLUEITH CAEENZE
BE. BIRFRITESZIINEREBENRG , REFNTIRFHERBEEAL

+ EndEntityCertificate/V1

» EndEntityClientAuthCertificate/V1

» EndEntityServerAuthCertificate/V1

+ BlankEndEntityCertificate_ APIPassthrough/V1

* BlankEndEntityCertificate_ APICSRPassthrough/V1
» SubordinateCACertificate_PathLen0/V1

BUR g2 45
FERGAEARSEFTROEPEIRFBE. EFFEERT  HEEA TR SERAREABCK

$ aws acm-pca put-policy \

--region region \

--resource-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--policy file:///[path]/policyN. json

BRTHEE CAB ARN 24 , BB EERMHIRS AWS ID S#5% F CA FHUEM AWS Organizations
ID. THIEEBRN JSON E&8X1LA BRUMER , BHEATMARER CLI 5I#RHE,
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https://docs.aws.amazon.com/privateca/latest/APIReference/API_PutPolicy.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetPolicy.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_DeletePolicy.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/put-policy.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/get-policy.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/delete-policy.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/delete-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_controlling.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_controlling.html
https://console.aws.amazon.com/ram/home#Permissions:
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® Note

LUT# TR JSON ERBEBUREB L ERHER, EFERBERERFTEAN ID 8L (AWS IRF
86 AWS #E# ID) 1 CA ARNSs,

1. 2 : policyl.json - EERRIERFHPNFERAE LA CA WEFEE
# 555555555555 B A A CA AWS BIRF ID,

SHEEIR ARN , EUZBECWERNKRTSER :

« aws - AWS 2 EI[E, #I , aws, aws-cn, aws-us-govZ,

* us-east-1-EJFAWS JAMNEE , i us-west-1,

111122223333 - EiRHERE AWS HRF ID,
11223344-1234-1122-2233-112233445566 - BEREEMHNER ID,
JSON

"Version":"2012-10-17",
"Statement": [{

"Sid": "ExampleStatementID",

"Effect": "Allow",

"Principal": {

"AWS": "555555555555"

},

"Action": [
"acm-pca:DescribeCertificateAuthority"”,
"acm-pca:GetCertificate"”,
"acm-pca:GetCexrtificateAuthorityCertificate",
"acm-pca:ListPermissions"”,

"acm-pca:ListTags"
] ’
"Resource": "arn:aws:acm-pca:us-east-1:123456789012:certificate-
authority/CA_ID"
},
{

"Sid": "ExampleStatementID2",

"Effect": "Allow",

"Principal": {

"AWS": "555555555555"
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},
"Action": [
"acm-pca:IssueCertificate"”

]I
"Resource": "arn:aws:acm-pca:us-east-1:123456789012:certificate-
authority/CA_ID",
"Condition": {
"StringEquals": {
"acm-pca:TemplateArn": "arn:aws:acm-pca:::template/
EndEntityCextificate/V1"
}
}

}

2. f8% : policy2.json - & A CA HFHUE AWS Organizations

# AWS Organizations 0-alb2c3d4z5 Bl A ID,

¥ EIR ARN , BUEZECWERRTIER

- aws - AWS 2 E|[E, H#0 , aws, aws-cn, aws-us-govZ,

* us-east-1-&ERAWS AJHMNES , 0 us-west-1,

« 111122223333 - BiRBERE AWS MRF ID,

« 11223344-1234-1122-2233-112233445566 - BREREEMNMWEIR 1D
JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ExampleStatementID3",
"Effect": "Allow",
"Principal": "*",
"Action": "acm-pca:IssueCertificate"”,
"Resource":"arn:aws:acm-pca:us-east-1:123456789012:cextificate-
authority/CA_ID",
"Condition": {
"StringEquals": {
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"acm-pca:TemplateArn": "arn:aws:acm-pca:::template/
EndEntityCextificate/V1",
"aws:PrincipalOxgID": "o-alb2c3d4z5"
}I
"StringNotEquals": {
"aws:PrincipalAccount": "111122223333"

"Sid": "ExampleStatementID4",

"Effect": "Allow",

"Principal": "*",

"Action": [
"acm-pca:DescribeCertificateAuthority"”,
"acm-pca:GetCertificate"”,
"acm-pca:GetCextificateAuthorityCertificate",
"acm-pca:ListPermissions"”,

"acm-pca:ListTags"

]I

"Resource":"arn:aws:acm-pca:us-east-1:123456789012:cerxtificate-

authority/CA_ID",

"Condition": {

"StringEquals": {
"aws:PrincipalOxgID": "o-alb2c3d4z5"
}I
"StringNotEquals": {
"aws:PrincipalAccount": "111122223333"

PR ERRE AWS R EREREE N

AWS HEEFEREAR FHERMRE AWS RERBREEN., MHERFNR , AWS BERE
TR WEEEREE AWS B, FESHBTLHERSE I EEARNELE, SHRAKAE
FrfEF AWS fR¥ HEZSERBNEETRE, WEERBIAENFHABET  FSRERBEMEERRE
£, NWEEHBNERMRENEBER , FSEAWS R HIBEE LHAWS HEFEFEEF GDPR
TREMEE,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- BERFHECRAZEZEZRE (MFA),
- £ SSL/TLS B AWS EfBH. RMEFEE TLS 1.2 WEZRFEA TLS 1.3,

- {EM BT API MEHE T EIEC 2 AWS CloudTrail, ZNEBREEA CloudTrail JBHEHEEL AWS SEEIRY
B , HZBAWS CloudTrail € fFR&EER) RHER CloudTrail B,

- A AWS MEBHBARAR , URHPHMERERZLESH AWS R,
- ERAERNZERZLRKE (B0 Amazon Macie) , HBIREFREFEEE Amazon S3 HWEUBE R,

- MREBE AWS BBHSHIREE APl FE BEE FIPS 140-3 BB R IEREEHR , 55EH FIPS
imEh. MEFR FIPS M FIPS in MM EXHEAE , FES R I EFEEZ%E (FIPS) 140-3,

BRZIBRCBETEREFNE B SRERBBEN , HEEERS B HEERN X FR
d FlINBEEA. EBREEMERD AWS 48 CA REAELA. API AWS CLISH At AWS R
AWS SDKs B, ZHEEEHEIBEHERANNFTHRAUTRANTAERBUEARGTERZEH AR, WRE
RUADBRRSEN URL , RFAZIEBFVERB LEZARBEFZRG URL P EBREBEA.

AWS FAE CARESBNRENLZEHER

B CAs NAABEMERE AWS ZEBR LT 28 (HSMsH, HSMs FF& R IEMFEAEMN FIPS
PUB 140-2 % 3 X2 ER,

AWS #A%E CA Connector for Active Directory H1#Y & £l %%

AWS FAHE CA Connector for AD B FERERS. &4, B, RETREBNELRFET
HZFEENEFHEER, ENSEERDNTERNR., B LIER AWS F48 CA APl £
GetCertificate EjER#RZRIEIR Connector for AD 21T BENHEBER. TEEHEBERITHESE ,
REBRERBENAFIRIEBNER AWS,

AWS IAE BREREENV N EZR EREERE

EZEESHRTE AWS REBERREN B, =S RZAESTMH WLLEAWS 58, ELFHE
B¥% SOC. PCl, FedRAMP, HIPAA &%,

MERESRTEEER AWS WIREEE | FSEAWS S B BBENNBEORE, NE—KE
#: , 28 AWS Compliance ProgramsAssurance,

AWS FAE CA FAESRHNBENREHEER MRS latest 362


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetCertificate.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
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BALMER THE=ZARKEBE AWS Artifact, INEFMEF , F2BE P THIHE AWS Artifact,

IBER BNEREE AWS LB CABURRERNHEN, ELANSRER  URERKNEENE
Bo AWS RETHERRKHEIER

- WRFEEMZEH Amazon S3 RFEFREMVAEM , THEERPUNMREMRURTM AWS FAE CAE
E:
. INBRENERRE
. MZRER CRL

« ZEHESHRREAPIEE — ELHEBEHAIREBER  YRHE LRBEUARLHEESRAPLZE
Ei—iﬂE’J HEBR AWS,

« HIPAA Z2EEREEANE — WARERPLTWMAER AWS REILRFS HIPAA REHER
2.

« AWS ERER — L TEFMMEEES TREARENEXENRE,

(AWS Config F#ABIEE) FHEMARAFEER — AWS Config RE S EEREENTEA
HEK, EXERNNERNEE,

* AWS Security Hub CSPM — AWS LERIFIRH AR ERENTERE AWS | HEIERE
REERBRENREER.

Y/

=ENE

R HmE AT CAKEER

BB RS MR CA ERTRRENAMESE. BEERFEFNNIBAREENER
A S3 ERTE.

MEREREBEFENBRZENENR ,

HI‘H

E2E MBENREZRE.

REBEREREETHREMERELE, Amazon S3 FEFETEMN ARN 2 B{Eamzn-s3-demo-
bucket, CA_ID 2% H CA HHE—EAIAF. UUIDRIEZIRE M — R BIRT,

amzn-s3-demo-bucket/audit-report/CA_ID/UUID.[json|csv]

530 PETRENRAFIFBEER TEMNERE, UTHHBE R CSV SRIEBE.

awsAccountId, requestedByServicePrincipal, certificateArn,serial, subject, notBefore, notAfter,issue
123456789012, ,arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/
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https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaAuditReport.html#audit-report-encryption
https://docs.aws.amazon.com/privateca/latest/userguide/crl-planning.html#crl-encryption
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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certificate_ID,00:11:22:33:44:55:66:77:88:99:aa:bb:cc:dd:ee:ff,"2.5.4.5=#012345678901,2.5.4.44=
Company,L=Seattle, ST=Washington, C=US",2020-03-02T21:43:57+0000,2020-04-07T22:43:57+0000, 2020-¢
pca:::template/EndEntityCertificate/V1

123456789012, acm.amazonaws.com,arn:aws:acm-pca:region:account:certificate-

authority/CA_ID/

certificate/
certificate_ID,ff:ee:dd:cc:bb:aa:99:88:77:66:55:44:33:22:11:00,"2.5.4.5=#012345678901,2.5.4.44=
Company,L=Seattle,ST=Washington, C=US",2020-03-02T20:53:39+0000,2020-04-07T21:53:39+0000, 2020-¢
pca:::template/EndEntityCertificate/V1

JSON # KAy & 40 T FI EHIFT o

"awsAccountId":"123456789012",
"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial":"@0:11:22:33:44:55:66:77:88:99:aa:bb:cc:dd:ee:ff",

"subject":"2.5.4.5=#012345678901,2.5.4.44=#0alb3c4d,2.5.4.65=#0alb3c4d5e6f,2.5.4.43=#0alb3c4dE
Company, L=Seattle,ST=Washington, C=US",

"notBefore":"2020-02-26T18:39:57+0000",

"notAfter":"2021-02-26T19:39:57+0000",

"issuedAt":"2020-02-26T19:39:58+0000",

"revokedAt":"2020-02-26T20:00:36+0000",

"revocationReason":"UNSPECIFIED",

"templateArn":"arn:aws:acm-pca:::template/EndEntityCertificate/V1"

"awsAccountId":"123456789012",

"requestedByServicePrincipal":"acm.amazonaws.com",

"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial":"ff:ee:dd:cc:bb:aa:99:88:77:66:55:44:33:22:11:00",

"subject":"2.5.4.5=#012345678901,2.5.4.44=#0alb3c4d,2.5.4.65=#0alb3c4d5e6f,2.5.4.43=#0alb3c4dE
Company, L=Seattle,ST=Washington, C=US",
"notBefore":"2020-01-22720:10:49+0000",
"notAfter":"2021-01-17T21:10:49+0000",
"issuedAt":"2020-01-22T721:10:49+0000",
"templateArn":"arn:aws:acm-pca:::template/EndEntityCertificate/V1"
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® Note

E AWS Certificate Manager f8#0/BFE R , FAF CA BRBREE EA
requestedByServicePrincipal ##fZacm.amazonaws.com, EZ T AWS Certificate

Manager RIS ERZF FE A AWS A8 CA APl IssueCertificate I EERBHIBE.

BRI E %(E Amazon S3 fE1zErEE

/A Important

AWS 258 CA "X EMEA Amazon S3 ¥MH4HiHE. MREBERETE IRAYHEE , AWS
B CAELERRBREEAMETE,

BEFRERRE  £FE%ER Amazon S3 #EFTE. WFEFHMAEF , F2ENTRET S3 fEl
R ?

BH S3 MIFIRMAZEIAFT AWS FAE CA FENEARIEEZ S3 BT TBEER

E, REFCHENREEREZEPutRFF AWS A8 CA BYMHHAREETEBNG T , UREERYH
HGetiFH. RMEZLEAUTETRHEBER , ERRFIFEFAE CAAWS WIRF M ARN, ¥ , &
ATLAE A aws : SourceOrgID R4 & 88 R R H ¥ P 4FEHEBAZE AWS Organizations, ERZET
BBURHEEMER , 552/ Amazon Simple Storage Service HIF1ZETEEBUEE,

BUYREHRS

BRI AT BAUEKIERE AWS CLI,

1. B A AWS BHRSE |, 7 https : //https://console.aws.amazon.com/acm-pca/home BIREL AWS
B CA £12A,

2. EMEBREREEEL K RBFEFEENLE CA,
3. 1% Actions (B)E) iBE & | i#IE Generate audit report (EERBZERE).

4. HEREBEBEENMT  BREMHHN S3FEETE? , BERYWAM —NREEFIEEHE , &
BE , ARWBEDRERBNREFIRE,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceorgid
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://console.aws.amazon.com/acm-pca/home

AWS AEBBEREL EmERE
MBFEER  GAWSHECARYERBRISHEEZTENREETE, BREEEE
aws:SourceAccounti® &8 K ESRHLIFE AWS IREFHNFE., NREBLEEHE—SFSRHF
B, S LS HAR G R mIEEBUR |, flanE LiREfls,

MREERER , ELALBBEREZIRETE , THREERREBS. FAPAMBNBRERAE
¥R % Amazon S3 #FETEE . MEEEBERNWER , F2 B A Amazon S3 i & #iE8
FERECR,

5. EBEEXT , ¥ JavaScript YIHFEFEEE JSON |, e ¥HEE 9 REIEE CSV,
6. iEIZE Generate audit report (EEEZBE).

B ERE (AWS CLI)

1. MREERBEFEAN S3 REFITER  FEL—E,

2. BBREEZLENFRERE, FAPMRHBERER SEZHRS %EH Amazon S3 #EFE. W1F
EEBRNEN , F2REA Amazon S3 IR EMIERFERECR

3. f#H create-certificate-authority-audit-report T H KRB EZIRE , WAEEHBEARBN S3 RFET
g,

$ aws acm-pca create-certificate-authority-audit-report \
--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authority/11223344-1234-1122-2233-112233445566 \

--s3-bucket-name amzn-s3-demo-bucket \

--audit-report-response-format JSON

WEER®RE

= EREERRE UHRE |, 556/ Amazon S3 £# A, API, CLI = SDK, MEFMEN
{Amazon Simple Storage Service fEFEER) PN TED 4

JIEAB N R 7

3
¢
a1

BRI LLUREM ISR ER Amazon S3 fFE ERENE, AWS B CAXESIHEE
M ZE :

« f£/ Amazon S3-managed AES-256 & 8 B B 1T 1@ IR 25 ik 1N &3
- A AWS Key Management Service FRIBERAIIFE AWS KMS key X EM ETEEZE MR,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/create-certificate-authority-audit-report.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/download-objects.html

AWS B BEREEN

ERAEER

® Note

AWS A5 CA T X B/ S3 BEELMWTER KMS 248,

T 32 PR AR E = E N ER IR,

BREBBEME

SEREAT ZERUARA S3 A AR=RIm M ER

1.

N o g M b

BRI R https://console.aws.amazon.com/s3/ B Amazon S3 £# A,
EREFTRRED , BEBTFHRAWS A5 CA EENRTIE.
EENGETEERL  BEBERSIER,

BEERNE R,

BERA,

iE1E Amazon S3 £ (SSE-S3),

i#1Z Save Changes (RZ8£%),

ERIE BRI M=

ERTHSR , UEM BT S|BANE,

1.

2
3
4
5
6.
7
8
9

BRI hitps://console.aws.amazon.com/s3/ B9 Amazon S3 A&,
ERFIEREYT  BELTFHAWS 748 CA EENREETR,
EENRTFITRER L  EEEMRSIER,

BEERMEFRR.

BERA,

iEZIZEAWS Key Management Service £#8 (SSE-KMS),

BEE AWS KMS &8 HIEZESE A AWS KMS key ARN,

i#1Z Save Changes (E£%),

(A ) MREERZE KMS £4% , BEA T 5 AWS CLI create-key @8

$ aws kms create-key
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https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/cli/latest/reference/kms/create-key.html
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HHEE KMS €881 €48 ID M Amazon Resource Name (ARN), LA 2 H &4l :

"KeyMetadata": {
"KeyId": "01234567-89ab-cdef-0123-456789abcdef",
"Description": "",
"Enabled": true,
"KeyUsage": "ENCRYPT_DECRYPT",
"KeyState": "Enabled",
"CreationDate": 1478910250.94,
"Arn": "arn:aws:kms:us-west-2:123456789012:key/01234567-89ab-
cdef-0123-456789abcdef",
"AWSAccountId": "123456789012"
}
}

10. EERTHIZR , B LRT AWS FoHE CA RBEERER KMS WIFFA, RIFF]R , A KMS
SHRBRLEN  AEERBEEGETIUCEA KMS £8RMENHRBER., Am , EREEETU
REHMERENERFE KMS £|HTH. REETBLSAMRNERFR KMS SRMEEN ESE,

a. B%, EALLT get-key-policy % , #% KMS 8K FERBER#EES policy.json:

$ aws kms get-key-policy --key-id key-id --policy-name default --output text
> ./policy.json

b. EXFmERTEM policy.json ER, BN THHP—EERREN , WAHMEER
BEXK,

WMREH Amazon S3 RFFEESHRERMA , FEATIIRER :

"Sid":"Allow ACM-PCA use of the key",
"Effect":"Allow",
"Principal":{

"Service":"acm-pca.amazonaws.com"

3,

"Action":[
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource":"*",
"Condition":{
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https://docs.aws.amazon.com/cli/latest/reference/kms/get-key-policy.html
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"StringlLike":{
"kms:EncryptionContext:aws:s3:arn":"arn:aws:s3:::bucket-name"

WMRER Amazon S3 RENREMEFH , FEATIIRRR :

{
"Sid":"Allow ACM-PCA use of the key",
"Effect":"Allow",
"Principal":{
"Service":"acm-pca.amazonaws.com"
b
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource":"*",
"Condition":({
"StringlLike":{
"kms:EncryptionContext:aws:s3:arn":[
"arn:aws:s3:::bucket-name/acm-pca-permission-test-key",
"arn:aws:s3:::bucket-name/acm-pca-permission-test-key-private",
"arn:aws:s3:::bucket-name/audit-report/*",
"arn:aws:s3:::bucket-name/crl/*"
]
}
}
}

c. Bt , FEALLT put-key-policy S S EREFMBEER :

$ aws kms put-key-policy --key-id key id --policy-name default --policy file://
policy.json

T ERE TS AWS AEREREEN

EASERE , AWSHEBEREEN T3 AWS £ KKPKRLZLMNRE, WNE AWS ZLREM m
] AWS REERREHNHEBEEN , F2RAWS Elnids, EEFFAERRELZENBREEBRRE
B AWS IRIE | F2E L2 X AWS Well-Architected Framework Ry E i 55 iR &,
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https://docs.aws.amazon.com/cli/latest/reference/kms/put-key-policy.html
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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&I LAEA AWS ZRMRRY API FEIY | AWS 748 CA ZBMREEFN . FAERLAIETIESR !

« Transport Layer Security (TLS), EMFE TLS 1.2 LEZEEH TLS 1.3,

- BTEXEEAFR(PFS)NWEBEM , 0 DHE (Ephemeral Diffie-Hellman)s ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), BRARM (M Java 7 IEFBRER)ASEHZEELEN,

AWS F.E CA VPC # 2 (AWS PrivateLink)

ZALARRESRE VPC %% , AWS A% CA £ VPC Ml 2 MELAEER, NERHHEA AWS
PrivateLink¥#l7 , AT FEL AWS #A5 CA API #4E, & AWS PrivateLink $§EH VPC £& AWS FAF
CA Amazon g2 BNFI BRI RE , BR A MBEREK, 56 VPC mEEEh—EIZEENLE
IP ihutsE MR A ERET , MZAEMR VPC FREF,

THE VPC i B EEEEN VPC EES| , AWS F48 CA EZPEMEKREE, NAT £E, VPN E
$#5§ Direct Connect iE#R, VPC FVETEEBAEZELE IP it |, FeLE AWS FAF CA API E1TE
Ao

EE AWS FAF CA EIB VPC £ , B24BEHR VPC AMBTERER. & , BRI LIER AWS
Virtual Private Network (Site-to-Site VPN) =% #§FA%5 #@3%E#E| VPC Direct Connect, W% WFHE
# Site-to-Site VPN , 5528 (Amazon VPC £A&EEM) M VPN E{R, FEE Direct Connect
W& , 5528 (Direct Connect F &) PHEELR,

AWS F,F CA REEMFH AWS PrivateLink , EEMEZSEEABANEZEE, WNFE AWS
PrivateLink ] VPC i BV EFIE , B2 BEIB FEUHRTIE AWS PrivateLink,

AWS FAE CAVPC irBiRVEEE1G
SESNE VPC %2281 AWS A8 CA , BxETHEE -

- AWS #u8 CA EXRETAEZS P IR XE VPC ink. EEEI VPC n Bk
AEFRXE, TXENTAESEEERA "HTARETXE R%. .

- VPC mBAXEERIGFER. FHREEFEIRE AWS FAF CA API Rl ERE B E I iHE.

« VPC imBiE X 8 Amazon &8 Amazon Route 53 12{##) DNS, MIREEEFHEZH DNS , &
A LAE A R4 DNS A, WEFMEN , 528 (Amazon VPC EAEIER) M DHCP E1E
£.

- BT VPC ImEN T EEE , XA VPC WIE TR , BB 443 BEANER.

30

TRE EETE

AWS FAH CAAPI BBIZXET% ) VPC inEh AWS B :
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- DXME (BR)
- DAREE (RR)
« INEX (HER)
« MNEARFEE (+H0F)
- BUN CERRAE)
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GEY
XKH)
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- BUM (FZEST)
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« BXR (MhABEAKLE)
- EEM (BRE)
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AWS FLEBEREEN EREES

B Y VPC & AWS 3AF CA

IEALABE LA https : //https://console.aws.amazon.com/vpc/ B VPC £ A REIL AWS FoH
CA R#&H VPC %2 AWS Command Line Interface. MEFFMER , 5528 (Amazon VPC A E
Bl PYMELRAERHEERF. AWS #AF CA XEFW VPC AKME API B,

MREERAREAIFE DNS THERE | BIFAR AWS 708 CA inHMIRESHMTALEHN VPC wH,
MERRBBRBNTREE , F2ERBRMNEE,

MRS KRBAFAE DNS =H#EZ 7 | Amazon VPC €124t DNS % %E8 , B UFEATIIERR :

vpc-endpoint-id.acm-pca.region.vpce.amazonaws.com

(® Note

B 4R KR BN AWS EEH EEH BT AWS FAF CA | fflilus-east-2EBEREP (B
%) BE. WFE WEE AWS A8 CA , 5528 AWS Certificate Manager Private Certificate
Authority Endpoints and Quotas.

WMEFMERNR |, 7828 (Amazon AWS #,8 CAVPC A& IER) FH VPC imE: (AWS
PrivateLink),

I AWS FAH CARY VPC i BiBUER

BT LA A B9 Amazon VPC IR B I B3R AWS FA%8 CA | LUBETYER

- AEATEIMERNEFEA
- AHATEVENE
« AEHEHAHITEENEIR

MFFHMER , F2B (Amazon VPC 15F) PRER VPC inRiZ 638 RF Y FHL.

gif5] — AWS FAE CA BHERY VPC I BB
BTGB TIBRESSFETEBNEEERT AWS 348 CA Bi1E

IssueCertificate., DescribeCertificateAuthority., GetCertificate, GetCertificateAut

ListPermissions®l ListTags. B8—HHPHWERERFAE CA. F—HEREERIBEENFAE CA
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AWS B BEREEN EREES

MBRAAEBURFREREE. WRETRERHERANER , AIFEE Condition BR., BR , B
BRUEBEREAFTEEZTLARIY CA BERKHRERERE.

"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"acm-pca:IssueCertificate"
1,
"Resource": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1,
"Condition":{
"StringEquals":{
"acm-pca:TemplateArn":"arn:aws:acm-pca:::template/
EndEntityCertificate/V1"

}

"Principal":"*",

"Effect":"Allow",

"Action": [
"acm-pca:DescribeCertificateAuthority",
"acm-pca:GetCertificate",
"acm-pca:GetCertificateAuthorityCertificate",
"acm-pca:ListPermissions",

"acm-pca:ListTags"

1,

"Resource": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566"

]
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AWS FAEBHEREEN ERAEER
BRI R

AWS FAE BEREEN EMIE IPv4 M IPve AFIRNWEHEB N FinH, CHBIRUTEAFIR
AWS FAF CA £ IPv4 5 IPv6 bt B2 @3, AWS #A%8 CA BAR Active Directory B F1iE A%
SCEP By AWS FAF CA Connector th X 28 it B itz 2f

B AWS FAE CA BB N\ BisBERhttps://acm-pca.your-region.api.awsxi& IPv4 #l
IPv6 APk, AWS FAH CA th o] LAEA FEiB IPv4 M IPve IEERAEE W (VPC) FATFEL AWS
PrivateLink, #M&EA BYMAENE VPC iInHAVFMEF AWS #0F CA , 2B AWS #.8 CA VPC
U5 2 (AWS PrivateLink)o

MEFEFHMET , F2ETIER :

« & VPC FFHEE IP Eut
« VPC HJ IPv6 X 1B

£ IAM R F{EHA IPv6 H#biik AWS FA%F CA

EX AWS AEREBREEN ZEB IPv6 7HL 25l , FRETMIE IP utfRFIY IAM BEREEH A
‘TDE IPv6 it S5E, REFURE IPv6 ity IP BRI EEHAFPRERKRMER IPv6 iR
BRAIMEFIE, BEE-STHAWS B CANEHEBXRE K F2HE EHBRHETE,

/A Important
BERRXT AFFEAEME, KELRAXNEAFBEDFENEMBRAEXESER,

THFRXBAFEIEEEZERE IPv4 #315192.0.2. *EE 2 & RWFTE AWS #4748 CA Fd, FA#EH
LEIER P it BT EAREIER AWS FAH CA FFRl, HHRFTE IPvo thut Z0i8 HiE B &0 E |, B bLLEBR
R T EBATEIERTT IPv6 thutiy AWS FAB CA 3,

"Sid": "DenyPrivateCAPermissions",
"Effect": "Deny",
"Action": [
"acm-pca:*"
1,

"Resource": "*",
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AWS B BEREEN EREES

"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24"
]

IBA A& ConditionTELAIEAR IPv4 (192.0.2.0/24) F IPv6 (2001 :db8: : /32) it E5E | N
T 5 HIFRR

"Sid": "DenyPrivateCAPermissions",
"Effect": "Deny",
"Action": [

"acm-pca:*"

1,

"Resource": "*",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"2001:db8::/32"

AWS FLAE BEREEN BF CP/CPS %1

AWS A BBEREN RHERREHRYE  TRERERSREME (CA) KB , SR CA FIXE
CAs , IFBERENDHE CA WRENMERE, BEMLA AWS FAH CARY CA BEH , £5
2B ELENRE AWS A CA, RENREERTHEEHESESE R & AWS B, &
BASHBESEFERENERR S, LARERERMBNELINEE (SFERIAMG CA
W O REMHY  PK KERY  BREENEY  ANRIEEE CA LANME AWS RS ; 8
AERNIE | i BRES  SERESE | SR CA BENEE ) . CREZIEEEMRE
MRS RALHEERRBFEANRE. SLEREE TRENES  URERNEENEENE
PR, NERMET  BSHAVS Tk R LEEEER,
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AWS B BEREEN EREES

AGHAERRSEMBEDERIE (CP) ABRRBERAR (CPS) , REEAESRERY

(PKI) BYBIEE 5. CP &ES PKI WFFEER/A , i CPS BRMANAZE CP ER, £EEE
i CP # CPS i PKI Y BZSME, AWS R CA BERM AWS RS R | HIMAWS
REAERBIZS (SOC) 2 s | EALUER HEIE CP M CPS , 1 BESTR TG RBREE
F. AWS SOC S&RBUNE=ARERS , 76 0 AWS REBRANEHNEE, H50 8
HEBGHEARZASTRA X ERENSRTEILN AWS H4E.,

AT HRMEAFS RFC 3647 HIERHE | HBIEIRE CP # CPS , WiFIKE v M HREEFE AWS FA8
CA. AWS #AFE CA EEEHREMEHN CP/ICPS EXREHEI "HE, & TAWS WEBREREEM, &
Al WREHEN "HxERL , UHEIE T W[ AWS FAE CA S HEBEK CP/ICPS EX, fl
m, EXR5(4.5.1) & AWS FAF CA E1F , BRI LLFE AWS SOC 2 FREWSE D.6 B 3% 2 ¥ B 12 5l
EE ., UHBTRER CP/ICPS, W AWS SOC BE UK MAFERFE SOC HEMFFMEN , FiE
B K SOC FAQsE |,

CP/CPS ERMEFE

CP/CPS ER B BRER

1. Introduction (All) You R e B8k PKI AHEREE
B, XH4EBAHB. PKI 2
BEE, BRMEA. BREE ,
DREENEE.

2. Publication and Repository  You BB EERHKEE PKI MEENE

Responsibilities (All) Fo

3. Identification and Authentic ~ You LEERERERTZE , &

ation (All) BESKERAERIRFIAT
DM/ EM BN E LG
CA S8 (RA).

4. Certificate Life-Cycle Shared BEEETEITCA X8

Operational Requirements CAs. RAs, iTREZHHMS

(441 —4.46,449— HEEERBEMEHAENE

4.4.11) Ko

AWS 28 CA AERHEME
EXEMST , LB XERE
RERE : R L BREAREER
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AWS B BEREEN EREES

CP/CPS &R BiE HREMN

HE (OCSP) FRFEMEBEE
(CRLs) , BB EHA 4.4.9 F

4.4.10,
4. Certificate Life-Cycle N/A AWS FAB CA T X B BB EWN
Operational Requirements 2. BEBUISBIEEN
(4.47,4.4.8, 4.4.12) B,
5. Facility, Management, and AWS FAF CA BRI A AR BRI | HhBh
Operational Controls (4.5.1) BRHEAREH AWS FAF CA

SOC2H|A 2 EHEANE
R (HSH D6 BHRLAE
BRE—) .

@ Note
LELTH CAERE
HEEH AWS IR
ERZeMNERS
®, K EBEFREFHRE
HHY CABERNERZ

24 AWS,
5. Facility, Management, and Shared EEaERmEAREPEE PKIIR
Operational Controls (4.5.2) RREERZIETACHE

-}2\
“JNo

AWS FAH CA iEEBNER
mERlERTINREEA
=8
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AWS B BEREEN

ERAEER

CP/CPS &K BT

5. Facility, Management, and Shared
Operational Controls (4.5.3)

5. Facility, Management, and Shared
Operational Controls (4.5.4)

HREMN

REMREAREPEHHEE
ABNERWE, JRMNLE
TEBEFHEXR,

& LARE AR ER AWS FAF CA
SOC 2 g8 2 K5 sIE A
AWS EIHERE, JEMNL
BITBEFEBNEY (B
B A BUK. A1 EEHIRE, B.
BIAM DA RLEBAM D2 E
IFEAEFR)

LEERA. RERE UK
{RZE CloudTrail MEZIRE

H & Cloudwatch 128, It
A, BEEEEI BHEER
F, YHERREAREBHERRD
AWS FAF CA BR¥EH1TIREFTE
f&o

& A AR ER B 55T 1 AE S
WiEHIE , ERFREARS
., CA/RAHREEE, AWS
ERZEARZNZEME,

SOC AWS A5 CA2 R 2

M STE R AWS ERRIEN
RWEFEL (B2 A1 BEIR
], % C.AHE R#EAFE. D.2
ETIFRAERFR, DI BEZ
2, DoERZLHRERE
. D7E2FE®E, D8 ERRE
Be, A4, MEE. M
E.1ESHEE ) o
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AWS B BEREEN EREES

CP/CPS Ex BT HREM
5. Facility, Management, and Shared EREEEREFEREERN
Operational Controls (4.5.5) et MRE A,

& AR 7K EE AWS FAE CA
SOC2 EHHE 2 HE#HEARNZH
A A (FRER ) MR
#HIE (F2R D8 ERTE
., TAENEE )

5. Facility, Management, and N/A AWS #.B CA T X ESRE

Operational Controls (4.5.6) #,

5. Facility, Management, and Shared LEEEE WEESHNAR

Operational Controls (4.5.7) BIERERF AWS FAB CA |, XL
WEREHHNER,

RERASEH. \RERER
F. RBEEME  UREBER
RPN RANER R
MAXBERERF , HBENS
B AWS #4%F CA SOC 2
B2 BAERSTHEANE
R (2K D.8 ERTEM.
AAENEEUR D.10 BH
).

5. Facility, Management, and You BEERHEE CA RAKILE
Operational Controls (4.5.8) MELEEFEFHEENESR , 8
CA M1 RA HER&HNEEAS

VAN
Ao
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AWS B BEREEN

ERAEER

CP/CPS EK

6. Technical Controls (4.6.1)

6. Technical Controls (4.6.2)

6. Technical Controls (4.6.3)

6. Technical Controls (4.6.4)

BfE

Shared

Shared

You

N/A

HREMN

FLEERLHEPKI NESREEN
ZEER

AWS FAF CA AERMHES
FIPS 140-3 58 3 ik BAIELE
CA R R iHiR=ZEE.

BREFLELETRAREMN
SR ER A TR | Bl
EiEmeE R EE RS AE
#lo

AWS FAFE CA BIRHEA
FIPS 140-3 2 3 {XF2ENRTF
imEEME L TAREXCAR
& LIN¥ HSMsRAERET
HRd i,

LEERARESREEENH
feEE , flaA B SR EEF
MBRBREDRE,

AWS AWS #& CA HSMs—
BERLE  RE TRAEHR,
HYBE=o

® Note

BB EEH Private CA
EEFEAEFRUES
LUEERGIZEIY CA M
BITRFEMEEN,

CP/CPS ERMEE
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6. Technical Controls (4.6.5)

6. Technical Controls (4.6.6)

6. Technical Controls (4.6.7)

6. Technical Controls (4.6.8)

BfE

Shared

Shared

Shared

AWS FAB CA

HREMN

BB Private CA WY
BT,

&I AR 7R AWS BT RS
FHUAEBARYIZS], AWS Ei#
RENBRNERZ S
L% AWS #,F CASOC 2
B2 HEEEAN AWS ETHR
FHEBRS2RES (F2E
D2 EIAERF,. D.3EE
Z2 , UKk D6 BERTLER
BRE )

BB EFFRHEFE A Private
CAHBENZEEEEH,

& AR 7K EE AWS FAE CA
SOC2 HH 2 HEHERZ
AWS F.8 CA BR¥ KRGk &2
FIAEBARYIES] (AR DT £
EEE-H),

WMRBARERN PKIRE | &
EEECHBMFEHA Private CA Y
T,

& AR EE AWS FAE CA
SOC2 HA 2 HEHLERA
AWS E R e = 22 H 4
BEARES (F2HE C.1 K&
#. D3BEREME1 &R
mE—E ).

AWS #h B CA EREENEE
FR KA EBEC CA ¥l

CP/CPS ERMEE
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CP/CPS &R 5T BrREHRA
7. Certificate, CRL, and OCSP  Shared BEEERENTS PKIRIEE
Profiles (All) KRR ERERFEER A

AWS #,FB CA BERRERER
A, LAt Bhim R SRR ERE

=Ko
8. Compliance Audit and Other ~ Shared BEERSE AR EAFT
Assessment (All) f&o

AWS #,H CA A& # SOC
2]E  MPENMERART
BAXERENSHRMEILN
AWS 1215,

9. Other Business and Legal You LEERHEER Private CA
Matters N —REBFEEEE,
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AWS B BEREEN EREES

B2 AWS 3.\ CA &R

ERRiER AWS FAH CA MEHM AWS SRR TR, ATRAMMUENEERNZ. AWSRHET
DI T B | REEE AWS 4B CA, EHRIER , WEKEKINBEBEHE .

« Amazon CloudWatch AWS € ENEES IR AWS BRMNEHE LHTHEARER, SalkENE
HIEE, B BRTEEREK , URBREER , EREEEEIAEENRERBNERKENEE, 6
m , A LA CloudWatch Bt CPU EAERH fth Amazon EC2 HTERER Y EEEZREH
BEFHBITEE, MEFHFMEHR , 5528 Amazon CloudWatch £ & IER,

« Amazon CIoudWatch Logs FIsBIRESIR, fZHRA1ZELR B Amazon EC2 #11T{E . CloudTrail & H
3R B #E#E R, CloudWatch Logs 7 —IE’:}"“ BREERTHENR , YEZISERERBENER, &
A LA B 5 ﬁﬂﬁﬁﬁmﬁﬁﬁ’l’iﬂﬁﬁﬁ TR, MFEFMER , 52 B Amazon CloudWatch Logs
FEAEER.

« AWS CloudTrail #iEU& AWS RE BEFARZBEHN API RIUNAERSEHE , WEEXAFERE S
EH Amazon S3 fRFETRE. BAI LA HBRLEE A & MRS O AWS, ZZH ISR IP ik , ML
Ny EAERRE, NE #ﬁ"ﬂiﬁaﬂ F2 B AWS CloudTrail A EERE.

- Amazon EventBridge A& IR BM4ERERYE , I REREREEARXNEREEERENERE
FE#R. EventBridge IR B2 EATEN. Software-as-a-Service(SaaS) FEARE AWS IR
RUNKERSR , WHEHERRABE Lambda SEHE, EELERERKEPRENEY , A
EEMEONEE, MEFHMENR , 528 Amazon EventBridge £ F & 15F,

THIERERA T EEEAN AWS ZEirERT 8 AWS 758 CA.

AWS F,F CA CloudWatch Ig&

Amazon CloudWatch 2 AWS ERHEEIR IR, BRI LAER CloudWatch RUIREFEMEIEIE, REE
, WEBEIE AWS ERAEE, CloudWatch iaff“ EORM—

AWS FAH CA ZE T %] CloudWatch 1E1E,

EE Description
CRLGenerated CELBEMEEE (CRL), LIEEIBARI
& CA,

AWS FAH CA CloudWatch 15#& MRS latest 383
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AWS B BEREEN EREES

EE Description

MisconfiguredCRLBucket RIEFERES CRL IEEM S3 REFETH, B
E/ETFEBR, EEREBARIE CA,

Time BHFESREBHTER (RNEAKR ) <EAER ,
DUEMWAEN., HIBEEBEAR IssueCertificate
B1E,

Success BECKIIEIT, WIBEEBEAR IssueCert
ificate ¥ 1E,

Failure BIEXLH, WIBZEEBEAR IssueCertificate 8
=S

b

W CloudWatch #EEMNFMENA , FSRETIIERE .

« ¥/ Amazon CloudWatch 1E4&

« 33 Amazon CloudWatch &R

AWS FAE CA £ CloudWatch Events E533

AT LAE A Amazon CloudWatch Events BE){LIREY AWS BR¥E , S B BIRIERKEH |, SINERE
NTAMEEREREE, AWS RENSHEUEILENRRN 5 E1xE CloudWatch Events, A2
EHENRA  BHEEENSH  URESHHASHRANMESSHHTHE %, CloudWatch Events
ELBM—IR. WEFHMER , FSHEILHEHEREM CloudWatch Events #7 8ll.

£ Amazon EventBridge #% CloudWatch Events Bt Ei1E, £/ EventBridge , BRI SAEAEHR
BB E , 93F AWS Lambda &, AWS Batch T/#E. Amazon SNS %, MEFHMEF , FS
i1t B2 Amazon EventBridge ?

EYFE CA REIIH KK

BELEHRH CreateCertificateAuthority IRVEMBEEEY,

B

BRI, RIEFEELEH CA B ARN,

AWS FAFE CA {8 CloudWatch Events E5i% MRS latest 384
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AWS FLEBEREEN

ERAEER

"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA Creation",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-04T19:14:567",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1,
"detail":{
"result":"success"

}
}
K
KB, RIE2ER CA B ARN. f£/A ARN , A LAY DescribeCertificateAuthority 3R ¥ B CA B9
AREE,
{

"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA Creation",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-04T19:14:562Z2",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1,
"detail":{
"result":"failure"

\¥4

B BRI E R
EEEHEH IssueCertificate BRIEMBRM .,

\

BHBRBRIIRAR
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https://docs.aws.amazon.com/privateca/latest/APIReference/API_DescribeCertificateAuthority.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_IssueCertificate.html

AWS T BREREY fEREEE
B

RINEE | BIESERE CA MFHEHEM ARN,

"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA Certificate Issuance",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-04T19:57:46Z",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"
1,
"detail":{
"result":"success"

R

KM BRESEREE ARN H CA B9 ARN, FHERHE ARN , BAJLAF LY GetCertificate 2R 1R &
BHER,

"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA Certificate Issuance",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-04T19:57:462Z2",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"
1,
"detail":{
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AWS B BEREEN

ERAEER

"result":"failure"

R R B R Zh
E L EHEH RevokeCertificate 1R EMBREMN

MRBMAMRHBRECEME , AFEEEEMEMH.

Success

BIE , RESED CA MBIBBEN ARN,

"version":"Q",

"id":"event_ID",

"detail-type":"ACM Private CA Certificate Revocation",

"source":"aws.acm-pca",

"account":"account",

"time":"2019-11-05T720:25:192",

"region":"region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",

"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/

certificate/certificate_ID"

1,
"detail":({
"result":"success"

E4 CRL RIS R M

IELEH R H RevokeCerticate REREN , HEEREY
FZh

IR, REEEEIEE CRL AHEIH CA Y ARN,

AN 2

"version":"Q",

R HEEEE (CRL),

BEHBE R
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AWS FLEBEREEN

ERAEER

"id":"event_ID",

"detail—type":"ACM Private CA CRL Generation",
":"aws.acm-pca",

"account":"account",
"time":"2019-11-04T721:07:082",

"'source

"region":
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1,
"detail":{
"result":"success"

region"

KB 1 - AREFAIEEER | CRL &% EZ Amazon S3
MR RS | BFWELEMN Amazon S3 1T,

"version":"Q",

"id":"event_ID",

"detail—type":"ACM Private CA CRL Generation",
":"aws.acm-pca",

"account":"account",
"time":"2019-11-07T23:01:252",

"source

"region":
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

region"

1,
"detail":{

"result":"failure",

"reason":"Failed to write CRL to S3. Check your S3 bucket
}

KB 2 - BRAREPEEER , CRL E:f1FEZ Amazon S3
IR A NI | BEHRE

"version":"Q",

permissions."

B4 CRL B ZhER KB
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"id":"event_ID",
"detail-type":"ACM Private CA CRL Generation",
"source":"aws.acm-pca",

"account":"account",
"time":"2019-11-07T23:01:25Z2",
"region":"region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566"

1,
"detail":{

"result":"failure",

"reason":"Failed to write CRL to S3. Internal failure."
}

KM 3-AWS FoF CA EIEEI CRL

Ao~

EERHIEMAILEERS  FRELEM CloudWatch $E1E,

"version":"Q",
"id":"event_ID",

"detail-type":"ACM Private CA CRL Generation",
"source":"aws.acm-pca",

"account":"account",
"time":"2019-11-07T23:01:25Z2",
"region":"region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566"

1,
"detail":{

"result":"failure",

"reason":"Failed to generate CRL. Internal failure."
}

23 CA BRI ERRINTKK

ELEEHRH CreateCertificateAuthorityAuditReport IRIEER I,

B2
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ERAEER

RINEE | BESERE CA K ARN MEZBER 1D,

"version":"Q",

"id":"event_ID",

"detail-type":"ACM Private CA Audit Report Generation",

"source":"aws.acm-pca",

"account":"account",

"time":"2019-11-04T21:54:207",

"region":"region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",

"audit_report_ID"

A,
"detail":{
"result":"success"
}
}
K
E Amazon S3 EEFEEFE L AWS FAF CA BRAPUTFH Y., REEFRE ERANBREMREEE , Exk
HAREE R,
{

"version":"Q",

"id":"event_ID",

"detail-type":"ACM Private CA Audit Report Generation",

"source":"aws.acm-pca",

"account":"account",

"time":"2019-11-04T21:54:207Z",

"region":"region",

"resources": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",

"audit_report_ID"

1,

"detail":{
"result":"failure"

B CABEBERRIIIAK
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£ 28k AWS A EBHFIREEN API FEIY AWS CloudTrail

AWS FAEBRRZEEN B HE REES AWS CloudTrail , LRFIZEHFERAE., ABR AWS REE
HA KBz BEMEE 8% AWS FAE CA. CloudTrail €1 ¥ AP| LALLM 2B IR /EREEX AWS AE CA A&
Ef, FEEAENIIER AWS FAF CA EEEETHWEL | UIRE AWS FAF CA APl BENRER
WS, MREEVRE , BIA LA CloudTrail EH4FERFE Amazon S3 7T , T WEH
AWS FAE CA, BIEEAREREEKRE , MATTLIEB CloudTrail TR AT EH B S ILEMRHEIE
. £ CloudTrail FTUWERER , BRI AHEREMEER AWS FAE CA, RRHEFERM IP ik, 12
HEERHAE, BREBERNERE , UREMFERER,

EZEE—L TH CloudTrail , FZRBAWS CloudTrail {EA&EIERE)

AWS FAF CA CloudTrail FEYEFA

EREMYIRF AWS 1kF K, 88 L ERA CloudTrail, EEENE FEER AWS 708 CA , X EHE
RCERTE CloudTrail B4 , URBABELTHEPHEM AWS RESH. BNE P, BT
HBIEWEN AWS tkRF. WRFHMEF , F2HE_"EA CloudTrail EFE SRR HEBREN -

BERERSE PS4 AWSIRFE |, 81 NS4 AWS 4B CA |, FFEVIEBH. #R3REEZE CloudTrail #§
AFERRNE Amazon S3 REFITE. KR, ELEIREAPEVERE  ZEREEAEMEN
AWS B, MRRECHE AWS TEEFAMERIENEHS , Wi AFERINELIEER Amazon S3
iFRTRE. LbAL , WU BIRREH M AWS BR¥ , BUE—FZ 2 MERE CloudTrail BFERRENEHE
#. WEFHEES , F2RTIAR

- BIEHNEIE

« CloudTrail X ENRENES

« X CloudTrail B Amazon SNS &l

- BEWRSZEEE CloudTrail BFEERMEWKZEIRFH CloudTrail HFFER

CloudTrail &5 8%FT A AWS FAH CA BifE , MECE&TE AWS A CAAPI &, flm , ¥
ImportCACertificate, IssueCertificate Ml CreateAuditReport EifEE M ILSTE
CloudTrail ;&ESERFELEESR,

B-EEMIARERFE TS ELFRENEN. FOERATHEHE THIEE

EREMFEHABIER AWS Identity and Access Management (IAM) R &EEAERHEH,
- REZERK , RECEATHEACGEME I P EFRAENERELRE.
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AWS FLEBEREEN

ERAEER

. BRESmEM AWS BHRE,

WMESHMER , 5528 CloudTrail userldentity JTT#,

AWS A5 CA EIBEH

AWS FAH CA E CloudTrail & , MRS EAE. AR AWS EHPFIHH API B)E AWS F4
B CA. ER[LAEA CloudTrail BNEFEETE AWS FAF CA API 53K , 04§ AFEFMAE Amazon Simple
Storage Service, Amazon CloudWatch Logs 1 Amazon CloudWatch Events /1, AWS #48 CA X

BiE T OB EMIRIERC 8% A CloudTrail B ERFHEH

» CreateCertificateAuthority

» CreateCertificateAuthorityAuditReport

* CreatePermission

» DeleteCertificateAuthority

* DeletePermission

» DeletePolicy
» DescribeCertificateAuthority

» DescribeCertificateAuthorityReport

* GetCertificate

» GetCertificateAuthorityCertificate
» GetCertificateAuthorityCsr

* GetPolicy
» ImportCertificateAuthorityCertificate

» |ssueCertificate

» ListCertificateAuthorities

* ListPermissions

 ListTags

» PutPolicy
+ RestoreCertificateAuthority

* RevokeCertificate

» TagCertificateAuthority

AWS FAE CA EE=EH
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AWS B BEREEN EREES

UntagCertificateAuthority

UpdateCertificateAuthority

GenerateOCSPResponse - & AWS A% CA E 4 OCSP [ RS ik,
SignCertificate - E&H A F ik IssueCertificate BEE 4,
SignOCSPResponse - AWS #AH CA %% OCSP EIERE4,

GenerateCRL - £ AWS A5 CA EL BERISEE (CRL) BRE4L,
SignCACSR - AWS 74 CA EZ BRI RERIE (CA) BEEEFK (CSR) KEL,
SignCRL - AWS #AH CA %% CRL BEX,

gH AWS 30FE CA =4

Bt —EEHRE  EBEEHUBARERNERARSEEIEER Amazon S3 #FETR#E, CloudTrail A&
ERXREE—SZEAFRER, —ESEHATMRFREME—FER , YT ESHEREBIE. BFRWB PG
B, BFRSEEEH. CloudTrail BFFEEIL IEKAHE API FEIMHEBEMEEF , R A LEMEEIE
FHE,

AR AWS #4F CA CloudTrail E4RYE 6],

Eif5] 1 : BIREH, IssueCertificate

LT &EHIBETRNERT IssueCertificate EYERY CloudTrail B36EH

"version":"Q",

"id":"event_ID",

"detail-type":"ACM Private CA Certificate Issuance",
":"aws.acm-pca",

"account":"account",

"time":"2019-11-04T19:57:46Z2",

"'source

"region":
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"
1,
"detail":{
"result":"success"

region"

}
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AWS FAE R EHE N &5
3

il 2 : EEEH. ImportCertificateAuthorityCertificate

LT EBIfE RN ER TR ImportCertificateAuthorityCertificate E¥E#Y CloudTrail B36E
Ho

"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalId":"account",
"arn":"arn:aws:iam: :account:user/name",
"accountId":"account",
"accessKeyId":"key_ ID"
.
"eventTime":"2018-01-26T21:53:287",
"eventSource":"acm-pca.amazonaws.com",
"eventName":"ImportCertificateAuthorityCertificate",
"awsRegion":"region",
"sourceIPAddress":"IP_address",
"userAgent":"agent",
"requestParameters":{
"certificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"certificate":{
"hb": [
45,
45,
.10
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":1257,
"limit":1257,
"capacity":1257,
"address":0
},
"certificateChain": {
"hb": [
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45,
45,
.10

1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":1139,
"limit":1139,
"capacity":1139,
"address":0

},

"responseElements":null,
"requestID":"request_ID",
"eventID":"event_ID",
"eventType":"AwsApiCall",
"recipientAccountId":"account"
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H NEBEETHEDZEH AWS R EBRERBEN

MREEEMN AWS REBRREBENKEZIRE , F2HETIEE.

£
- WAWS 7.5 CA BEHEBELEITHREZE
- B AWS REBREEEN SIIMRRASETHRED
- MEDEHNE AWS FF CA BIERBFEH

# AWS F0B CA BEMEEEETHELZEH
OCSP [l i

IR A HEEESEH RN ET CAWESEHIEER | Al OCSP BEREREEEIE, MEESE
EFEHIRER AT MRS E L |, 352 Global Edge Network, BESEMIAERABENESRITER.

WA REERE

EEHIEEREEN CABR. BEEMRLBERE  FMER CA.

¥ AWS A BEREEN FINRAARETHED L

AWS 28 CA n T AR ERAZERAM KN, MESEGISNAR R K AERE LFI SRR ERERE
Eﬂ y nﬁ E2 %T?—‘%o

AWS FA% CA BIARR
EEH BT AWS FAFE CA  Description &4
AccessDeniedExcept FEREERTAENTT, MERE PEIREFITHERA
ion HAMBFE CAEREFUIR  AWS FAE CA , ESH EE=E

E. BAYET Al 5 R4S ACM,

InvalidArgsException FRATENSERBHEIR FREGSWERIXY , UE
EFRENFER. RIENEAZEEYN. MRE
FEEIYFHBE , BEEHER
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AWS B BEREEN

ERAEER

BEE R FI SRR AWS Fo%B CA  Description &4
HEBEE LT E CANEE
BAERMER,
InvalidStateExcept K& HEBENFAE CA RER EHERFE CA, MERE
ion ACTIVE AREE |, FRUASESE 5T CATEHERHPBEA , BIEE
B, BEER CA, hELFHEE,
LimitExceededExcep BESEREME CA) BAEY FBHEIE AWS Z&E AOLIEES
tion BTN RROE. HIEEERE RSOl
EEAEERY A CA BiESIHE
BLER, MFEFHMEENR , FS
B ( AWS — k2% 5/) H
B Service Quotas.
MalformedCSRExcept AWS FAF CA LT SERT RAHENEANCSREEREER
ion R EFEHEEFHR (CSR), R o
OtherException BAERIPERMEBEGERE HEREFHTOHT. WMERM
M BMAERE , BHBE AWS &£
B Fi,
RequestFailedExcep & AWS RIEFHBIERES B BFR. RHENAT
tion BEER KB, £, BREZN Amazon VPC
(VPC) A RE,
ResourceNotFoundEx BHHBRENIE CA SMIER , 0% — @AM CA BRIR
ception BEARF#E. o
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AWS B BEREEN EREES

BEE R FI SRR AWS Fo%B CA  Description &4
ThrottlingException ARE API BIERBIBEREM  HESRHNTIURB BB
K REFHIRE AWS FAHE CA,

FBB TR (T 3EHEIB
Ei%E) B , th AT REEBR 4
ThrottlingException
faaR. MREBEZER
B HA ISR EIBALE |

B m

WREEMZEREIELR , &
ARER A RIR S ELRE. W

FHMER , F2H CAWS
— k8% 5mM) T Service

Quotas.
ValidationException ERNMASEEXTERE ERENTNEASEEL

WARBE A W R ER , LR CARBRBENER

BERBROBBERERE H. FNISEERHNE

s A, BSERE PEHRLE CA
AWS FAE BEREE N

WEZE™TS AWS FA8F CA BERERIES

SHERFEEERRBARE , SRSYHA (oT) EENZL2MHN—3t,. ARBUNESENR
CA. it CA MiRimEIRBER Java EHIFE REEH AWS 7B CA BFEEREH.

S

N

R TR FEDE , Matter B ABRMER chip-cet WRBRIFIE, TERENHREIETE
R 3 FE B S

SEERTE =% &4
0x000003 BasicConstraints . EEELACAFEARAEIREENER,
5 KeyUsage#l Extension
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AWS FLEBEREEN

ERAEER

HERE E&
KeyUsage HEMRAEZEFAH
2f 8

0x000000 #RAEE{V &M BITFHEMHLEA
0 FHE.

0x000000 ‘BFEEIBH,
E

AWS FAE CATEERBE LERERESRAFIFLEMR, B2]
CSR E 4 Base64-encodedfy AuthorityKeyldentifier B , R& A
CustomExtension., MFEFMEN , FSBAHHIRERRE (NO
CA. REIFEREFRERE (PAA).

RAREGEANBERBH,

FEEENBRER
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AWS FAE BB REEN

ERAEER

R E=

0x000000 HHSEERTE KB,
4

1248

MRELEXBRIFABTENRIGEREEMAEHAREMLLN Java ¢
B AWS FAH CA AP| B5EIE/EERER KeyUsage , BIFTRE & 8% 4

o

RIZTEER , AWS FAF CA 8EAE N{IT KeyUsage A |, 5
EEXBENANMTE, ERXBREE , Matter 2 BEANLIT
SHEEERE LM, TR , APIPassthrough #iZAH#EY CustomExi
AARREKeyUsagelB PRIV TEE, WREHH , FSH
BIERE (NOC).

MREERGHRERNBREAENR X509 2AEX , a0 Open
EEHTFERE  LUBRERFEENS,

REEREREKRE

1.
£ openss| REGEEHE (KIFERE ) BREEI=SENUH

FEHDXH , rcac.pemBiR CA BHE. icac.pemBH#
#® , noc.pemEHHEE.

openssl verify -verbose -CAfile <(cat rcac.pem icac
noc.pem

£/ chip-cert # PEM B EIRBEEBRA TLV (ER. §
BH) %X, REBXIRE,

./chip-cert convert-cert noc.pem noc.chip -c
./chip-cert convert-cert noc.chip noc_converted.pen

&2 noc.pem#M noc_converted.pem FEEZELF &R LB
W EEMEE,

HESBENBRER
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A RE Kubernetes AWS A E B FHEN

BRI LAER AWS FAE B REE N R4ER TLS Ml mTLS #1TZ2 57 RIEMNMBENRE. AWS
B CA BRERBMERBIIMEER AWS A8 CA Connector for Kubernetes , (aws-privateca-
issuer) #& Kubernetes BEZ A cert-manager MMt , AFERBFE. #BRED B E Kubernetes
W, X B EREEN.

aws-privateca-issuer ABER JEEER 81T AWS FAFH CA BFE cert-manager, &AL
B¢ Amazon Elastic Kubernetes Service (Amazon EKS) AWS, LR BIHKEE Kubernetes H#EE , &
A EBERE Kubernetes EFFEANEHERN. AHEXNEAR x86 1 ARM %15,

AWS 28 CA EFEEEHN HSM Rin iR, NREFRFFEANEZ CA RENERER , &9
LAER AWS FA%E CA RAERKEH L ZEER.

(® Note

MREHE Amazon EKS E#1T , BMEZREEA cert-managerf aws-privateca-
connector-for-kubernetes Mt ABEZERERE, NEFMEF , FSBAWS
By oo

B

TE®BRAE Amazon EKS BREFEA TLS W—EEE, SHREUNEHTEHRRL. SEBFH
Bl TLS & EHFM AIselm Fo

]
&b
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Pod1 Pod2

ELB

Q

EKS cluster

Pod3

e I

1. RRFEBHKIL

Elastic Load Balancing (Elastic Load Balancing) £ §2 AWS Certificate Manager R E 4., #F
TETEHFESBcert-manager L 2% . BRI LUEAIE CAHE ACM, FAFE CAZER
7% , AR Elastic Load Balancing XA ZHERH, AWS FAF CA BRLHBEW.

gE , LU RELEREIBIFAWS B FHERRK L TLS,

EREARKAFHKESHFLHE BN MZREH. SRNZNE HFEEZEEZ Amazon EKS #
ECENER,
2. £ Kubernetes & A2 #8848 1F

]
&
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W AZEFIBRAV N Amazon EKS B5EA , AIMERR M FER[NKME. "EEAGARVBZUAESE
Y im REAT AR | IEBE -

« R cert-managerfl aws-privateca-issuer

- FRAXRE KN TLS AERBMELEHIZE AWS FAE CA,

EHTHSENmALFSEcENERENE K EERNFEEEEEENER,
3. £ Pod #& 1t

{8 Pod RLARENRRERN —RZERSHE. WRERKZE cert-manager M , aws-
privateca-issuer¥{FAFAH CA EELE , Kubernetes I AR EET Pod L REEHEEN
TLS FAEBHE . BIFTERR , £ Pod K IEH TLS BETEAREEPWEA Pod,

4. Pod 2 BN Z£EH.

BRI LMERBEMEZE Pod , MAFECHBIEH. ATEEMNBEROT
« M Kubernetes il EXNWBREBRE., ETRE Pod cEHE , EBREZZETHTSE
HIPAA 5 FIPS ER,

- FAH BZBHBIBETHE AWS 0B CA, EETERKRLHE cert-manager# aws-
privateca-issuer., &% , Kubernetes AILMREZEEE Pod L L& 2 EEN mTLS BFE.

ZE
AWS A E BRREEN BE Kubernetes £ B |, FEERR T HZE,
cert-manager HJ Bk 5 fiE

B CABIREEFEENEEETLUER for Kubernetes B cert-manager Mitn# , RAEEH LA
CANEBEMERRE. NEFMENR , F2E BIRFFEIAE CASLEREEX,

HERFERER , BRAREREE AWS TAHF CA BEEL.

TR &R LAREEL cert-manager FXR#E Kubernetes J|&/ AWS FAH CA &7,

Kubernetes XX #E /Y €375 TEBIRFFERA
BlankEndEntityCertificate_ CSRPassthrough/V1 &
E&R
Z8 MR latest 403



AWS FLEBEREEN EREES

Kubernetes X #E#) €57 XEBRFER
CodeSigningCertificate/V1 EE2& =
EndEntityCertificate/V1 E & =
EndEntityClientAuthCertificate/V1 72 =
EndEntityServerAuthCertificate/V1 E 2 =
OCSPSigningCertificate/V1 E & =

Connector AWS FAH8 CA for Kubernetes A9,

THIEERBMEER AWS FAH CA RIRE Kubernetes EEHRHEF . WEZE —BE&IH |
GitHub L Kubernetes B9 {5 % %z,

Y
W
&5

BRI EARE BRR R EEBRREE Amazon EKS BENBEF. BKZA , FHEXERTSIIER !
- EREARGRLBCREECEERT A AWS BIRF.

Amazon EKS clusters

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "IAM",
"Effect": "Allow",
"Action": [
"iam:CreateRole",
"iam:AttachRolePolicy",
"iam:GetRole"

1,

"Resource": "*"
},
{

"Sid": "EKS",

"Effect": "Allow",
"Action": [
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AWS B BEREEN

ERAEER

"eks:CreateAddon",
"eks:DescribeAddon",
"eks:CreatePodIdentityAssociation",
"eks:DescribeClustex"
1,
"Resource": "*"
},
{
"Sid": "IAMPassRole",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,

"Resource": "arn:aws:iam::*:role/CexrtManagexPrivateCARole"

Other clusters

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "GetAndIssuePCACertificates",

"Effect": "Allow",

"Action": [
"acm-pca:GetCertificate"”,
"acm-pca:IssueCertificate"

]I

"Resource™: "*"

}I
{

"Sid": "RolesAnywhere",

"Effect": "Allow",

"Action": [
"rolesanywhere:CreateProfile"

]I

"Resource": "*"

}I
{

"Sid": "IAM",
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"Effect": "Allow",

"Action": [
"iam:CreateRole",
"iam:AttachRolePolicy"

1,
"Resource": "*"
},
{
"Sid": "IAMPassRole",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": "arn:aws:iam
}

1
}

::*:role/CertManagerPrivateCARole"

« Kubernetes #%£., ZE3 1 Amazon Elastic Kubernetes Service #& £ , 552 Amazon EKS Ri%
AMIERE, ATEL  BEIURESEURIEESR

export CLUSTER=aws-privateca-demo

« CA AWS [E31F 1 Amazon EKS #5£FEMN . B THE1L ,

export REGION=aws-region

=

« AWS FAF CA AA B B RMEEM Amazon Resource Name (ARN), & 7 &1t ,

REFH CAARN :

export CA_ARN="arn:aws:acm-pca:region:account:certificate-authority/CA_ID/

certificate/certificate_ID"

EEREVIE CA, BZETE #https://docs.aws.amazon.com/privateca/latest/userguide/create-

CAhtmIZ M F,H CA AWS Fh% CA
- ERETIHBOEK

- AWS CLI v2 BERE

« kubectl 1.13 fREA E

« ¥ 3E Amazon EKS #% , Helm v3

R ER
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https://docs.aws.amazon.com/eks/latest/userguide/quickstart.html
https://docs.aws.amazon.com/eks/latest/userguide/quickstart.html
https://docs.aws.amazon.com/privateca/latest/userguide/create-CA.html
https://docs.aws.amazon.com/privateca/latest/userguide/create-CA.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://kubernetes.io/docs/tasks/tools/install-kubectl/
https://helm.sh/docs/intro/install/
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Z % cert-manager

EEFANE CA, BXAREBRER. 7BBINBBHLBEENNCcert-manager>M T,
BN BERENELRDBRITIAERENaws-private-ca-issuer A #ER AWS F4%E CA., £H
THSBRRLEM I THMARERN,

Amazon EKS clusters

Z# cert-manager A Amazon EKS M n# :

aws eks create-addon \
--cluster-name $CLUSTER \
--addon-name cert-manager \
--region $REGION

Other clusters

cert-manager £/ Helm &5 :

helm repo add jetstack https://charts.jetstack.io
helm repo update

helm install cert-manager jetstack/cert-manager \
--namespace cert-manager \
--create-namespace \
--set crds.enabled=true

AXE IAM FFH]

aws-privateca-issuer AHEXNFE H BB AWS FAF CA. ¥M Amazon EKS £ |
A LA Pod 549, BIRHEAMEBE |, B LIEA AWS Identity and Access Management Roles
Anywhere,

Fist , 23 IAM B3R, LB AWSPrivateCAConnectorForKubernetesPolicy®
EHR. MBEBRRNFMES , F2H0 (AWS REBXRZSZERE) B
AWSPrivateCAConnectorForKubernetesPolicy.

Amazon EKS clusters

1. BIYHA WER , trust-policy.jsonHABETHEEEEE :
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSPrivateCAConnectorForKubernetesPolicy.html

AWS B BEREEN EREES

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "TrustPolicyForEKSClusters",
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
}I
"Action": [
"sts:AssumeRole",
"sts:TagSession"

2. BITIGERENL IAM BE :

ROLE_ARN=$(aws iam create-role \
--role-name CertManagerPrivateCARole \
--assume-role-policy-document file://trust-policy.json \
--region $REGION \
--output text \
--query "Role.Arn")

aws iam attach-role-policy \

--role-name CertManagerPrivateCARole \
--policy-arn arn:aws:iam::aws:policy/AWSPrivateCAConnectorForKubernetesPolicy

Other clusters

1. BMNEFHEY  SEEMRE P0FAE CACA_ARN, INERH , 528 AF IAM Roles
Anywhere, BV IRIZESBLUFHRISTIHE ARN :

export TRUST_ANCHOR_ARN=trustAnchorArn

2. BYEBEMER, trust-policy.jsonEhEBETINSEHEE :
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https://docs.aws.amazon.com/rolesanywhere/latest/userguide/getting-started.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/getting-started.html
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "TrustPolicyForSelfManagedOxrOnPremiseClusters",
"Effect": "Allow",
"Principal": {
"Sexvice": "rolesanywhere.amazonaws.com"
},
"Action": [
"sts:AssumeRole",
"sts:SetSourceldentity",
"sts:TagSession"
]I
"Condition": {
"ArnEquals": {
"aws:SourceAxrn": [
"arn:aws:rolesanywhere:us-
east-1:123456789012:trust-anchoxr/TRUST_ANCHOR_ARN"
]
},
"StringEquals": {
"aws:PrincipalTag/x509Subject/CN": "aws-privateca-
issuer"

e

3. HMITTHGHREL IAM BE

ROLE_ARN=$(aws iam create-role \
--role-name CertManagerPrivateCARole \
--assume-role-policy-document file://trust-policy.json \
--query "Role.Arn" \
--region $REGION \
--output text)

aws iam attach-role-policy \
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--role-name CertManagerPrivateCARole \
--region $REGION \
--policy-arn arn:aws:iam::aws:policy/AWSPrivateCAConnectorForKubernetesPolicy

LZHRMKE AWS 3hH CA BERTE

EEL# Mfiflaws-privateca-connector-for-kubernetesyw# , HEA TSI

)
dp

Amazon EKS clusters
By Moo

aws eks create-addon --region $REGION \
--cluster-name $CLUSTER \
--addon-name aws-privateca-connector-for-kubernetes \
--pod-identity-associations "[{
\"serviceAccount\": \"aws-privateca-issuer\",
\"roleArn\": \"$ROLE_ARN\"
H"

RREHH T4 ERMER PAREE

aws eks describe-addon \
--cluster-name $CLUSTER \
--addon-name aws-privateca-connector-for-kubernetes \
--region $REGION \
--query 'addon.status'

Other clusters

1. 1E£ REIZERE IAM Roles Anywhere :

PROFILE_ARN=$(aws rolesanywhere create-profile \
--name "privateca-profile" \
--role-arns "$ROLE_ARN" \
--region "$REGION" \
--query 'profile.profileArn' \
--enabled \
--output text)
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2. ELRAFI®EBELUEE Connector for Kubernetes £ IAM Roles Anywhere , M B & AWS
B CA:

a. ELXAFRBENALETR

openssl genrsa -out client.key 2048

b. EARPHEBENBBEEHR (CSR):

openssl req -new \
-key client.key \
-out client.csr \
-subj "/CN=aws-privateca-issuer"

c. MWUTERHAFIRERE AWS #.48 CA :

CERT_ARN=$(aws acm-pca issue-certificate \
--signing-algorithm SHA256WITHRSA \
--csr fileb://client.csr \

--validity Value=1, Type=DAYS \
--certificate-authority-arn "$CA_ARN" \
--region "$REGION" \

--query 'CertificateArn' \

--output text)

d. SAFPRBEFHEASNHK

aws acm-pca get-certificate \
--certificate-authority-arn $CA_ARN \
--certificate-arn $CERT_ARN \
--region $REGION \
--query 'Certificate'
--output text > pca-issuer-client-cert.pem

3. EARAFRBEEEETRE AWS ILH CARITE !

a. ¥i8 awspca Helm E&EE:

helm repo add awspca https://cert-manager.github.io/aws-privateca-issuer
helm repo update

b. §¥SZﬁF 59&51
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kubectl create namespace aws-privateca-issuer

c. MENEBYNEBRERAMES

kubectl create secret tls aws-privateca-credentials \

-n aws-privateca-issuer \

--cert=pca-issuer-client-cert.pem \

--key=client.key

4. FRATYIGTRE AWS FAH CA 17% IAM Roles Anywhere :

a. BIUEA KNERvalues.yaml , #% AWS FA5 CA BTENBEXREAETHEE

ELfEF IAM Roles Anywhere :

cat > values.yaml <<EOF
env:

AWS_EC2_METADATA_SERVICE_ENDPOINT: "http://127.0.0.1:9911"

extraContainers:

- name: "rolesanywhere-credential-helper"
image: "public.ecr.aws/rolesanywhere/credential-helper:latest"
command: ["aws_signing_helper"]

args:
- "serve"
- "--private-key"
- "/etc/cert/tls.key"
- "--certificate"
- "/etc/cert/tls.crt"
- "--role-arn"
- "$ROLE_ARN"
- "--profile-arn"
- "$PROFILE_ARN"
- "--trust-anchor-arn"
- "$TRUST_ANCHOR_ARN"
volumeMounts:
- name: cert
mountPath: /etc/cert/
readOnly: true

volumes:
- name: cert
secret:

REMRE AWS #08 CA BERTE
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secretName: aws-privateca-credentials

EOF

b. FATYWwS%EE AWS FAF CA #17% IAM Roles Anywhere :

helm install aws-privateca-issuer awspca/aws-privateca-issuer \

-n aws-privateca-issuer \
-f values.yaml

EEFRITEEBHE. £ATH®

kubectl wait --for=condition=ready pods --all -n aws-privateca-issuer --timeout=120s

REBRTRE  LIERE Pod B EZZ| READY AREE :

kubectl -n aws-privateca-issuer get all

FERTE aws-private-ca-cluster-issuer ,

issuer.yamlHEH IS HITENHERE

cat > cluster-issuer.yaml <<EOF
apiVersion: awspca.cert-manager.io/vlbetal
kind: AWSPCAClusterIssuer
metadata:

name: aws-privateca-cluster-issuer
spec:

"$CA_ARN"

region: "$REGION"

EOF

%E  EREKAR:

kubectl apply -f cluster-issuer.yaml

BERTERE

kubectl describe awspcaclusterissuer aws-privateca-cluster-issuer

BEZERINEOUUTHELE

FRREMAR B YAML 5

, Cluster-

REMRE AWS #08 CA BERTE
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Status:
Conditions:

Last Transition Time:

2025-08-13T721:00:00Z

Message: AWS PCA Issuer is ready
Reason: Verified

Status: True

Type: Ready

£/ cert-manager B2 AWS #,8 CA AFm B &

BEMENEH 2®aws-privateca-issuer , &

AERE R EENAF RS PBE B cert-manager, EWE cert-managerBBBNAF IR S

MBIEFRZEF Amazon EKS 5 |, AlfE #F 85
DERERE.
1. BIEA WE=Rpca-auth-cert.yaml :

2.

cat > pca-auth-cert.yaml <<EOF
apiVersion: cert-manager.io/vl
kind: Certificate

metadata:

name: aws-privateca-client-cert
namespace: aws-privateca-issuer

spec:

secretName: aws-privateca-credentials
duration: 168h
renewBefore: 48h
commonName: aws-privateca-issuer
privateKey:
algorithm: ECDSA
size: 256
rotationPolicy: Always
usages:
- client auth
issuerRef:
name: aws-privateca-cluster-issuer
kind: AWSPCAClusterIssuer
group: awspca.cert-manager.io

EOF

BUFNZERFRS DBRERE

f# A cert-manager B AWS #AF CA AFIHERHE
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kubectl apply -f pca-auth-cert.yaml
3. BMEBRERBCEL:
kubectl get certificate aws-privateca-client-cert -n aws-privateca-issuer
FREZEFINELUUTHEE

NAME READY  SECRET AGE
aws-privateca-client-cert True aws-privateca-credentials 19m

BITENE—@ TLS BFE
IRfEaws-privateca-issuer2 %% cert-managerM , AL 1TRE,

BIEA N YAMLER | certificate.yaml HHAIEREBER

cat > certificate.yaml <<EOF
apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
name: example-certificate
namespace: default
spec:
secretName: example-certificate-tls
issuerRef:
name: aws-privateca-cluster-issuer
kind: AWSPCAClusterIssuer
group: awspca.cert-manager.io
commonName: example.internal
dnsNames:
- example.internal
- api.example.internal
duration: 2160h # 90 days
renewBefore: 360h # 15 days
usages:
- digital signature
- key encipherment
- server auth
EOF
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kubectl apply -f certificate.yaml

K&, BULERAT I TRERENMRE

kubectl get certificate example-certificate
kubectl describe certificate example-certificate

BEZERINECATHEE

NAME READY  SECRET AGE
example-certificate True example-certificate-tls 30s

FBAIUEA TGRS RRBREZTHERRE
kubectl get secret example-certificate-tls -o yaml

BHAUER TR THRBENRESE

kubectl get secret example-certificate-tls -o jsonpath='{.data.tls\.crt}' | base64 -d |
openssl x509 -text -noout

]

THIEEHIRE AWS FAHE CA {82 Kubernetes #BEEHF A,

« &4 : Kubernetes By &% & iR
- {#FH AWS FAE CA #1 Amazon EKS BtA TLS #9 Kubernetes &
« f#F new AWS Load Balancer 2 #2887 Amazon EKS Lti%Eend-to-end TLS IN%?

£ EE¥E Kubernetes AWS FAE CA

£ EEE Kubernetes #5508 CA , FBEA PELHRAEMTEEIE AWS FAF CA BR. BAILIER TS
18 B REEHEFAE CA

« AWS FAH CA CloudWatch 15&
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« AWS FAF CA {#H CloudWatch Events E5§%
- £A & AWS EBEREEM API 14 AWS CloudTrall

£ ¥ Kubernetes 1T FEZ BT AWS FAF CA

B LAER T 5B FHS aws-private-ca-issuerfy BES :

1. HU18 Pod BB :

kubectl get pods -A

2. FERBBITERR  FHEATISHS

kubectl logs -n aws-privateca-issuer <pod-name> aws-privateca-issuer

3. EEMIR IAM Roles Anywhere B , SBEATHGS :

kubectl logs -n aws-privateca-issuer <pod-name> rolesanywhere-credentials-helper

HEME AWS 7B CA BITENRE , BERATIHEP—H :

ERECNBITERBCEMME  FEATIGT

i

kubectl get AWSPCAClusterIssuers -o json | jqg '.items[].status

CREELRUATAR :

{
"conditions": [
{
"lastTransitionTime": "2024-07-03T13:56:37Z2",
"message": "Issuer verified",
"reason": "Verified",
"status": "True",
"type": "Ready"
}
]
}
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MRHITERER Ready REE , message MU SIRMEZITE BMELES Ready RENEH.

EERELNBERCEHRE  SEATIGS
kubectl get certificates -o json | jq '.items[].status'

CREELRUATAR :

{
"conditions": [
{
"lastTransitionTime": "2024-07-03T13:58:137",
"message": "Certificate is up to date and has not expired",
"observedGeneration": 1,
"reason": "Ready",
"status": "True",
"type": "Ready"
}
1,
"notAfter": "2024-10-01T13:58:12Z72",
"notBefore": "2024-07-03T12:58:12Z7",
"renewalTime": "2024-09-16T13:58:127",
"revision": 1
}

MRBERER Ready REE , message M SRMBEHEELZEES Ready MEBHNFREREHA,

bad 3713
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AWS F,%8 CA BAR Active Directory BYEIEZES

AWS FAFH CA TJARITHMEE FrEREE AWS Managed Microsoft AD, /8 AWS FA%F CA
Connector for Active Directory (Connector for AD) , BRI G REBBE L EREME=7 CAs IR A
LTHMENZENECA, BAD EENFEAE. BFEANKMSBIRERIEM.

I&TLAE A Connector for AD B AWS Managed Microsoft AD 3EBRRNSPEPBEBERME , HiERE
AD INESBERZEEREER, HRFE AWS A5 CABERSIE AD F/H WEF | thIhsE
th &8 AWS Managed Microsoft AD Connector 4,

e

« BR AD ERAENE —IXERERT?

- REBEAR AD K EiESR

« Connector AWS #,58 CA for Active Directory AF9

+ AWS #%& CA BRR Active Directory BYiE #2585

- £ Amazon EventBridge #% Connector for AD S R E4EE H ERRER

« Connector AWS FAF CA for Active Directory B REHIfERD

B2 AD ERHENE —XEEESEE?
MBHREE—R{E Connector for AD , BEREBBEUTEE

- HER AWS #AF CA?
+ {rEE R Directory Service ?

AR AD B9 Access Connector

WA LLEBE R A AWS CLIFT APIs £ER Connector for AD, &R AfEE#E A AWS 4B CA. £# A
REES AWS EEEEA 5HE S Connector for AD 3 12EY Directory Service 12 & Y EEEES,

EE

Connector for AD 2 FI—IEIEE AWS FAH CA |, EZHHNER, EREANEBREBEENNEE
BIAEREEEEMRITHNERENE,
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/what_is.html

AWS B BEREEN EREES

BB AWS 7o CA EEEF , H2H AWS REBREMEN BE, LLTNUERAWS EE
AL ST e

AREEAR AD By E#es

AEHPH LB EFEMA Connector for AD F R IFH, HERREESEL AWSIRE, TRILLERER WS
BR1% | BRI LABRR A AD BIEREES

SR ER EUME CAAWS FF CA

REMEREREHIE (CA) , UEBRBITIENBEHYH, WEFEER  F2RTNEIEREE
iz AWS FAH CA.

FAH CA %ZEEN Active HREE | FBEE L Connector for AD, FAE CAMNEEZBHSBELSERSR
B, MRLESRFERARIEEARBWIE CA B ERESY | EERIEYSS RN,

HEB 2 : 5XJE Active Directory

BRTHRE CAZHN , BEEERIEEL (VPC) FHEA® B #. Connector for AD X#&E T3 {R4tHY
B #%%8 8! Directory Service :

« AWS Z & Microsoft Active Directory : £ Directory Service , &R BL#11T Microsoft Active
Directory (AD) A ZE R . AWS Directory Service for Microsoft Active Directory 18 A AWS
Managed Microsoft AD , #&F Windows Server 2019 #1if, #iB AWS Managed Microsoft AD ,
AILAE R#1TH SBATEEH AWS Ein , ‘235 Microsoft Sharepoint #1 BT .Net 1 SQL Server
HERAREN.

« Active Directory Connector : AD Connector 2 — T B #%/i& , A% B @ REMEQ E LM AZBER
£ Microsoft Active Directory , T EF RENEixm P HIEAEH. AD Connector X EEMRE Amazon
EC2 LFEEWHAEE

( fZBR Active Directory Connector) B8 3 : #§5F °l EiR#G RIS IR B

(® Note

N R AEFAEESNRIEF 7] AWS Managed Microsoft AD , & & A B &% # Connector for AD
RIEE , EEBHEIR, B SEIB LSRRGS B

e
it
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https://aws.amazon.com/private-ca/pricing/
https://calculator.aws/#/createCalculator/certificateManager
https://calculator.aws/#/createCalculator/certificateManager
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_ad_connector
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f#£ /A Directory Service AD Connector & , BFEEHEMFT I ZRERKEIIRS . ERERS LEREFE
REEE (ACL) , ASEF Thee

- FIMABRREETEEZTE (SPN) EEXR S
s EUTASDEVIEH R TEE -

#containers

CN=Public Key Services,CN=Services,CN=Configuration

CN=AIA,CN=Public Key Services,CN=Services,CN=Configuration

CN=Certification Authorities,CN=Public Key Services,CN=Services,CN=Configuration

- B FEFH NTAuthCertificates RFEREKERE (CA) ¥, FE . 1R NTAuthCertificates CA ¥4
BE, AIXERRET T, IRYHETEE , X EERELAEEBRERSLEL FUHNEED,

#objects
CN=NTAuthCertificates,CN=Public Key Services,CN=Services,(CN=Configuration

B 7 Connector for Active Directory f#17E Al FI#Y PowerShell &858 A 3R &)k Directory Service
AD Connector BRIk F P B H 5T 1o

IS S TE®ER T NTAuthCertificates BB REE (U Y4k,
MESFIRANISSTENABREMET , 520 GitHub FZEH# README,
SER A BN IAM BUEER

EFEEY AD BHIESE  £FEE AMBE |, AESREEEEEIR. B Connector for AD R BARE
CA , LARfE/ B $#4Z# Connector for AD BR#%.

EREMEZEBRNED

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": "pca-connector-ad:*",
"Resource": "*"

"Effect": "Allow",

"Action": [
"acm-pca:DescribeCertificateAuthority"”,
"acm-pca:GetCertificate"”,
"acm-pca:GetCextificateAuthorityCertificate",
"acm-pca:ListCexrtificateAuthorities"”,
"acm-pca:ListTags",

"acm-pca:PutPolicy"

1,

"Resource": "*"

"Effect": "Allow",

"Action": "acm-pca:IssueCertificate"”,
"Resource": "*",
"Condition": {
"ArnLike": {
"acm-pca:TemplateArn": "arn:aws:acm-pca:::template/
BlankEndEntityCertificate_APIPassthrough/V*"
}I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "pca-connector-ad.amazonaws.com"
}

"Effect": "Allow",

"Action": [
"ds:AuthorizeApplication",
"ds:DescribeDirectories",
"ds:ListTagsForResource",
"ds:UnauthorizeApplication"”,
"ds:UpdateAuthorizedApplication"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:CreateVpcEndpoint",

SEB 4 B IAM BE
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"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcs",
"ec2:DeleteVpcEndpoints"

]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"ec2:DescribeTags",
"ec2:DeleteTags",
"ec2:CreateTags"
1,
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*"
}

Connector for AD EEZHH AWS RAM 7] , FeEFERAETIZEAMGB S,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "ram:CreateResourceShare",
"Resource": "*",
"Condition": {
"StringEqualsIfExists": {
"ram:Principal": "pca-connector-ad.amazonaws.com",
"ram:RequestedResouxrceType'": "acm-pca:CertificateAuthority"
}
}
},
{

"Effect": "Allow",
"Action": [
"ram:GetResourcePolicies",
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"ram:GetResourceShareAssociations",
"ram:GetResourceShares",
"ram:ListPrincipals",
ram:ListResources",
"ram:ListResourceSharePermissions",
"ram:ListResourceTypes"

1,

"Resource": "*"

S B8 5 - B Connector for AD £ AR FLE CA

BEZEF R AWS Resource Access Manager IRISEREH A |, ELEZESKREEAFE CA,

E,&R\E AWS I}?Eél\ EFEYLEE%EHT , = EE%/U\E-LﬁI \/\?—o

}Hﬂ}

BER BAUBRAELZE AWS CLI, &4 H AWS RAM create-resource-sharefi o

TEU%%%E\ ﬁl \/\E .

$ aws ram create-resource-share \
--region us-east-1 \
--name MyPcaConnectorAdResourceShare \
--permission-arns arn:aws:ram::aws:permission/
AWSRAMBlankEndEntityCertificateAPIPassthroughIssuanceCertificateAuthority \
--resource-arns arn:aws:acm-pca:region:account:cextificate-authority/CA_ID \
--principals pca-connector-ad.amazonaws.com \
--sources account

FEAL CreateConnector BRI E8EE PCA L EBBRRITH T, &ZER5LIEFEA Connector for AD By
R BB HEE Y AWS FAH CA BRI —REEUE , BFEH REIEEFCalledVia,

HER 6 . BB SRt

& 0] LU F S8 B 8% 3R Connector for AD fR7S , LAMEEZES T LREAN B FBA. EERE
Connector for AD BR#E , & LA B $%5E M. MEER T B STMOEFMER | 20 S2 8 &t
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AWS B BR ERE fREIEE
FRT7  RERLEE

&y VPC Ed Connector for AD E#ZBECEHNEARER (FE—EXLE#H ) AWS PrivateLink ,
Hh@E8EEn VPC LHRBUERIE 443 TCP MEAREAl, ERBIEERK , RRSERESEHA
hRLBH, ZALERKRIEERBR] , ARERN VPC 1Y CIDR B, B LUBEE— SRS (B
IP. CIDR MZ£&#H D),

HER 8 : FE B &Y FH

B#SMHFEENEMRABRMERZEE , TEAETIRERER LBERBERAGE (OCSP) FBREHH
&2 (CRLs)

* .windowsupdate.com
* .amazontrust.com

RIELEFESRA

- OCSP #l CRL BAAMMEIER :

TCP 80: (HTTP) to 0.0.0.0/0

« Connector for AD YA EI1EH

TCP 443: (HTTPS) to 0.0.0.0/0

- Active Directory W4 EIER

TCP 88: (Kerberos) to Domain Controller IP range

TCP/UDP 389/636: (LDAP/LDAPS) to Domain Controller IP range, depending on Domain
Controller configuration

TCP/UDP 53: (DNS) to 0.0.0.0/0

MERELRELEREERER , BERTEHEMMERRA R THRE
WS_E_OPERATION_TIMED_OUT.

(® Note
WMRIEER Amazon EC2 SITEIEERRELR £ , ITFEERSR 7 h R £ AME.
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Connector AWS #A%F CA for Active Directory AFH

£ AWS FAH CA Connector for Active Directory , BB LL{£FAH CA [@ Active Directory ¥ # 2 1T7&
#,UETEIRBENNE, BB EESRE, 8 VPCHALRAWS WERIRBEN BV i
B FERYHBEREBE.

BRRITRE  BUNREEREINEESEN AD BREA, BUHARE | BALERE AD FHERVEEM
AT,

&

- BAIRZAI

- B BIEER

- SBR 2 . B3 Microsoft Active Directory BUE
- B3 BUHEX

« SBR 4 . FRFE Microsoft BE#H T 1]

BRIE 2 Bl

THHBRESSIBATREN AD EERNEERHAEANEF, EEERAHBRE , ELATER
[E B P 51l Hh B9 ST SRR £ o

SR BMERSR

EERBIERES 520 A Active Directory B B85,

HEB 2 : 5% Microsoft Active Directory B

Connector for AD &R S EEE F A HBERY 4 (GPO) 88, GPO ##] AD FFREHIIEF
# AWS FAE CA REM G 2 BRFBHBHFIREMARET. EWH GPO HRETRESERERMNEREAHATIE
W, EEALABITEREMAIF Connector for AD #HEE,

EAHBIR B Connector HHEAH |, B LLURIEAE — AD E7 Z 1@ Connector. MR S{EEEESSEEI
KREETRE , B BTEEREFERES,

ERSFEMUN RS MEURA Kerberos #l VPC #HRE, RLEWHEMN AD ETE P RE T NEEE
B VPC AT LUETEREEEWL, EFEER AWSAuth WREZS , MEEFEN S D BEECR
RIE  BwREEF,
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£ B AWS Managed Microsoft AD , 5/ Directory Service enable-ca-enroliment-policy s 5 1E
AWS Managed Microsoft AD ¥4 17{E 88 f #8151 28 L& E GPOs.

T 5 an AT RRF RE AR SR v

$ aws ds enable-ca-enrollment-policy \
--pca-connector-arn MyPcaConnectorAdArn \
--directory-id MyDirectoryId

58 AD Connector i , FEEA T Y BRENIEREEEIFZEFFIELE URI B GPO, tEEARD
454 Connector for AD EE I H BB,

£%E GPOs,

1. 12 DC LFRX Server Manager
2. HIEIE K ARBEBEXRASALANFEBRERE,

3. BEMR>MAE. ENENEZER  IEENEILR-—TBEAE, ERELAEFEY
GPO , W HERFIWE... , ABR@WA PCA GPO AR,

4. FHEIMK GPO REZIIHELENBEHBET,

5. BE#EF PCAGPO , AREZFRE. MAUFEHFURBELBENEEALR ERER A MHBESEH
Bi% |, FRRFELEE, FEBREERERERM.

6. EFEBREERFESET , siEERKAERE > BX > Windows FBE > RE£RE > A ELWBUER
(BEERRX),

7. BIEYHER  AREBEERERBAFR - BEGMEK

8. #EHEY , BERBKAEELAERA.

9. HEERE4AIZE Active Directory SIBRY ERA. BIEHIE,

10. Certificate Enrollment Policy Server 1R & FEZ S B RL.

11. EBASMERERBR URI B4 S A SR8 38 5288 W A A4 1Y R T8 S B R AR 23 3

12. BB 7RIJEIRIFS Windows BEMREE,

13. EERFE. RERDE , BEGE., HEHRSER.

14. IR Certificate Services A Fif - BEZMBR , W AERELEREI[ SRR , UHERE
3R R TARRGEMBER

15. 1#&## Active Directory SFMER , RRBEIBER,

16. EHERRHFE AT , BEREUMER LDAP 255 EE.

S BB 2 . 3R%E Microsoft Active Directory B MRS latest 427



AWS T B B (EE
17. ERERBAFP R > BEEMBRAETREERAAREE L AREMHAT.

18. FIELNAEREERENR , RRBEBERBAF K - BBEM

19. BERKERESELAEMA.

20. ECRERBVBHMBIENENBR., RHURERETE,

21. EERER  ARZEEE , RREAYTES IR,

E>nNEE

kg

BTRREEAEAENLAESRBK. BEEAEMERE > BEX > Windows FRE > %
WMBR. FRRSER 6 SR 21 SIEMNEF  REERERENLBEEREE,

SERRERE GPOsHI AN EMBUERE , BEPHYHER AWS FAF CA Connector for AD 53R EE |, I
1S B1THRE AWS FAFE CA.

SER3: BIUEHN
EEEVEHAE K F2H EEESREL,
S ER 4 . FXFE Microsoft BH4EEFT A

£ EERTE Microsoft ¥ #A5F ™ , 5528 Manage Connector for AD #4817 ERiZH|1E B ,

AWS #,58 CA BAR Active Directory BYEEZSS

AETFIFEFF R BB A2 31 Active Directory (AD) iE#285, FXEEH A , AR E AWS FAH CA Fl Active
Directory &, T LAt AWS FAF CA Connector for AD FRAHTELRE , FEREEA N
Connector for AD [ AWS CLI , Sif£f AWS 458 CA Connector for AD API,

(® Note
SR AWS FAH CA Connector for AD B BZEE AWS FAF CA , B EMERBEEETEMN
APls, MFEFHEN , H2E AWS FAERBIREEN API 2Z ] AWS FAH CA Connector
for Active Directory APl &%,

A Active Directory 2 37 E #25

FEATHRER , HHEEA. S %= API for Connector for Active Directory 23 AWS A CA Ei#
2o

SB3 . BIUEHK 7K latest 428
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AWS B BEREEN EREES

Console
SERAEEAEERSS

EA AWS BHBRE | S BIRX AWS FAH CA Connector for Active Directory £#&https://
console.aws.amazon.com/pca-connector-ad/home o

1. EE—RREEEEELESERR Active Directory BYEEZSSEE L | iBIEE T ERERS,
2. 1EEII Active Directory W\ E CA EEB[EME L , 124t Active Directory BERHFHE A,

 7EiEHY Active Directory E T | BZEMEBEUHAERZ — :

« AWS Directory Service for Microsoft Active Directory — ¥§EH B # Active Directory
Directory Service.

- B AWS AD Connector K3 5IE Active Directory — {8 AD Connector ZEUE R B
ERBEFEE R Active Directory,

- EENENEET , REETREZEMNE 8.
NE , BULGREZERY B & , EGEHMRE PR Directory Service £1#H, ERTREN

1B 88 | 55IRE AWS FAH CA Connector for Active Directory £ A EFEE B &5
B, BEF B skES T HiEE

® Note
E B #Bs , BEE Connector for AD XX #E 2 & H Directory Service HH T
5B $RF|A .

« AWS Managed Microsoft AD

« AD Connector

- HEW VPC ImENZEEBET , BFEPEERSRHE,

HE , BUGEERUZEHE , ENRETH Amazon EC2 R EHAMER I REHER
H, BEREHNEILLLFFER , F5IRE AWS FAH CA Connector for Active Directory =2 &
WEFREBLZSHABTE, SNHTSFHEREE T HIZE,

3. HEIP#utFAERP , R THEEPRE

 IPv4 - RA¥IRIERY IPv4 BiR, ABHEREBRNMAE FRRHBESR IPv4 tut SEER | =f
BELRE,
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AWS B BEREEN EREES

+ Dualstack - BUA ¥ BRIEHY IPv4 F IPv6 ER, REEREBHNMEFHRRERESR IPv4
M IPve syt EFERF | FiRIFRIE,

4. EREBRREENERT , KBFETEENLE CA.

RE , BAULLREEVAE CA, EFREDE AWS FAE CA IR EAHBAEERREENE
M., ER5EKE CA B, 5IRE AWS FAHF CA Connector for Active Directory 32 & I B #t
BIF CASBE, BHVET CA FER {2 E,

5. ERE-ZAERTD  BULNE AD BERLEANBRIEEN. BRERSIB/ETFTRY  H
FREIBUHERLARKE -/ , MEREZRAN. LEXRSETRENRTERNEMREER.
XEUTEIE.

- EEEEERURMEEERER.

- EEWMERBUELEE. EESHRMNT  EEMHIERERNV. RERTEEENEAR
&,

- RERESHBRRAUSHELRAMER K ARBEREFEE LR,

6. HEREHIEEAIREAECIBIESR  BHRIEBETERESE. EZREX Connectors for Active
Directory I EAEMH , B A EEPRIFEEIF[ETRBNEE,

BYEESNEFTRER  FAEERBREEREE.

API
£/ APl 23 B8R

EEFE A APl B Active Directory RYiE#28 , 55/ Connector for Active Directory APl FREY
CreateConnector AWS #A & CA B,

CLI

£/ EEEER AWS CLI

&ZEM M CLI 21 Active Directory VB #25 , 5FEA B AWS FAF CA Connector for Active
Directory BEXHHY create-connector &35 AWS CLlI,

B EERREA

BARBRERANMEL  UARBFmEAREERENEREE, THREFRBMAEILER,
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AWS B BEREEN EREES

Console
FEHEEAEVEAR

1. B AWS ZBHIRFE | W7E BIRL AWS F4%E CA Connector for Active Directory F 1%
Ahttps://console.aws.amazon.com/pca-connector-ad/home o

2. 1% Connectors for Active Directory 52 FRIRIZEERS , AR BERRFMENA.

3. HEESFSNFMEAEEL K SKRELER K RREFBRVEHE,

4. EERVESAEELNSEXRBYSEERY , BEAED—ELEEE,

- RBEEEWEARRFE (FBR) - R AD EARXNELEREATEFIEE
- BEXHRES
- Ef
o REIEFIE B 2 BRE
- EFS #RAERX
- EfREREN
- ERREREN ()
+ |PSec
« Kerberos &5 B
« RAS # IAS A fR2S
- BEFRBEA
- EEBEESE
- EREEE
- TEWMB D RE
- REBIUNBEEARR - REENEINBFTEHABERRIE,
- RZTEAEARK - ERLEBRURKREY SR,
5. ERIFREEHRT , RBUEAERBEN TIIRE.

- BREEE -EEERRUEAERERERE.
- BEEM - REESRBULHAMABEN B BEEM.
- ANEE - SBEAMBBEERNE, X, B, ARNFHNEHE. RMESR 2 M,

- BUHE - $BRRENHBEEAE, X, B, AZFENEIE, BVHBETEEBEN
B EAR HA F'Eﬂﬂlg 75%, MRS latest 431
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AWS B BEREEN EREES

« EEH W - 1R1R Active Directory P EEMNEF , REETESEETSEBIN —SER
Ho

® Note
EOHARE—EAXREBRITRENEBEE,

- —REB
- DNS B — &8
- BEEERE
- EFEH

- ERBNAEMW - BIR Active Directory HEENEF , EFETESETRENREBPIHN—R
Z B E,

® Note
EOMARE—EXREBRITRENEBEE,

- B# GUID
- DNS #18
- #8313 DNS
- ETHHG
- [RBEEER (SPN)
- FAEXEETE (UPN)
6. ERFFEREEMZTMBEESRT  REBHREERFVAE , BETIHP—MERE,

» Signature

- N

- BENMNE

- BENMEZFEA

EE  EEERATIIWLESE. BEERBEEARMAMTE.
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10.

11.

12.

- MIBREMHBE (FOHF)
- EYWEEE
- TEHNLEER

R EERREMEE, BHSBBEREAEMEMFE.

- TREERAERA
- EMBERRERE
- EEMYBRRERE  XEREAEBA

EERAERAEREERT  EZEMAEANEARRNER, TANBREEZEERESIH, RL&
HERTRERALANREMALEN.

ERITEARABEERT , B BT OIDs #EESHAX , WIEFRARKBERLERRR
BEE,

EEZBREFRERRTD  RRULSENZZREN T ZBREFREEN,
EHENFUERS , B URRERNRANEFEMEMET A, bl LR EHREFENET T
SRR BENA, RASARFETIEANKE .

- BREH

- REFBIFF (SID)

- EFAFHEEREM | 38 | RERE

- BEEM , SAFPEE | B8 | RERE

EERREARERT | BAILUBE A Active Directory B BV SIS ENX AD PRIV — = ZE 5
X, ERBREAR , HERK Active Directory IBIEFIBEALERRLIEEBRERANERS
o

HER - ZRERT , EULEAD ERLERNBRIEER. RRERSIR/EFSYE  H
FREIBUHERLARKE -, MEREZRAN. LEXRSETENRTERNEMREER.
X EUTEIE.

- EEEEERURMEEERER.

- EEWMEREBUELEE. EESRMNT  EEMIERERNV. RERTEEENEAR
&,

- RERESHBRRAUSHELRAMER K RARBERETEE LR,
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13. ERHLEEF L REALHBECR K FREBVELR, ESRMELRFMER , BTNEH
PREFEANRE, WENMERER, EEEEAMTT, EERNANEER, EEER , UK
ABREEERELDEMNEM.

API
F/ API B EEESSE AR

£ AWS FAE CA Connector for Active Directory APl 9 CreateTemplate EjfE,
CLI

fSEFH BBIEZIFE AR AWS CLI

£ B9 AWS FAF CA Connector for Active Directory EBERH R create-template &% AWS CLI,

S #T Active Directory Y #1245

FEATYRER , FAXEA, D ¥ AWS F4%E CABAR Connector for Active Directory #J API 3k
BEHE,

Console
FRERAEEMEAR

EA AWS R FE | W 7E BIR AWS FAHE CA Connector for Active Directory £ &https://
console.aws.amazon.com/pca-connector-ad/home o

1. 7E Connectors for Active Directory JFEH , BRUAEEHHEB AR ERESE. BEEFEUREN

1S GRS & AN,
2. HEESNEAFMEFNEEF , REFE. KBESETEN. REREHEHKE , FRER
BUREERE,
API
£/ APl| EFE A

EEMA API E3F Active Directory M g4 , 55 A AWS #AHF CA Connector for Active Directory
API 8y UpdateTemplate B4,
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AWS B BEREEN EREES

CLI

5 EFE AR AWS CLI

= EMA CLI E#T Active Directory HiE#25 , 55 A B9 AWS FAF CA Connector for Active
Directory EEXH#) update-template #5% AWS CLI,

Connector for Active Directory f{A{EiE RN &R B E

AWS AR CA EZNAFREMBERRRNE , SREXEAELNEER , bHES 8 MEF—IX,
EERHEAFEFHEHEENEE, EANAFRENZERNE  ceEMEERRE R RS
R, EEDEMEMBENELT , AFREBHEFS TIHP —EIWEREHERE

- BREEENHEEA,
- BRETFERRAFmREE L,

EEFHENEE  AFREEHEES A MASLARBEARESET.

MBEEBESE , CTUTFDERRERR , AUNEERARE, ZEERMN , FEMFHLHTT

Powershell i85

certutil -f -user -policyserver * -policycache delete

5l 44 Active Directory HYiE$#85

EALAE A AWS FA%F CA Connector for Active Directory 2 A AWS CLI 5| &5 5 1 E#E S,
Console
EAXEASHENERES

1. BAAWS ZmiRF |, £ B AWS FAF CA Connector for Active Directory 12
Ahttps://console.aws.amazon.com/pca-connector-ad/home

2. #B¥ Connectors for Active Directory JFEHRWER. EOUFERAE LANERAEZEEEN
EERR., RIBER  SEEESTSERAETRTIERENERS,

o EHEER ID - EHEEERAIME— ID,
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AWS FAE BRI (&SR
- B8R - BEEEEMEEIBIRY Active Directory iR
o EEERRAE - EEIRMAE, TTRENESR  EX | ERAP | MR | KB
- REFREBAARE - SHEESHEBNRE RS (SPN) MR8, AJENES B | EAF |
I BR | & B,
- BEREIMRAE - BB = EMVREMARAE. FREMER : B | A | MBR | KB
- BYRBE  EEREVRHEBERK.

BEREFRAALANERET , EUUERARRAXNMeFRERB EE LERVEZSRY

o

bl

API
£/ API 5| tHiE #2285

{5 AWS FAF CA Connector for Active Directory APl 1 ListConnectors B4,
CLI

5 5| &Ry EESTF AWS CLI
fEA list-connectors a5 5 B B HYERESS .

5| HiE AR s AN

IETILAE A AWS FA%E CA Connector for Active Directory £ A AWS CLI 5| H & E < EiZEH
EiAR, HIEREARLL AWS FAH CA BlankEndEntityCertificate_ APIPassthrough/V1 S84 BE#

Console
FREEAEHENEAR

1. B A AWS £k F |, X7 BB AWS FAF CA Connector for Active Directory 12
Ahttps://console.aws.amazon.com/pca-connector-ad/home °

2. 1% Connectors for Active Directory /EE HIBE:EEES , AR BERRFHER.

3. HEEEFFMESNEREL A BRESERAERRTNET. EUTUEAGLANERRAES TR,
BESANSER -5 , BERTIERHNER,

- EIAERE - HANABRTERAHE,
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AWS FB BREBMEY fEREEE
o EIASRRE - EEAMIMRRE, WREMESR  ERAH | EEMER.
© U7 ID - SIAHYME— BT

API
£/ API 5l tH sy B 225

{5 AWS FAH CA Connector for Active Directory APl B #J ListTemplates BIfE3R %I 4 18 EiE £ 25
RSN

CLI

£/ 5 H &RV ERERR AWS CLI

£/ list-templates an 5 5l s EEZEBRE X,

BARE R FHER
FRATHRFEETEAS. ©S 5= API for Connector for Active Directory 18 AWS #A% CA EiE:5
AR RERE A E A
Console
EAEEA MR EERAFEER

1. B AWS ZBHIRFE | W7E BB AWS F4%E CA Connector for Active Directory F 1%
Ahttps://console.aws.amazon.com/pca-connector-ad/home °

2. 1% Connectors for Active Directory /EE HIBE:EEES , AR BERRFHER,
3. HEERFMEFERL  SREESRFAEAERTHNEN , HPIETHER .

- BB ID
o JEEEEIARAE
- HAbiREEFFHER

- JE$#EF ARN

o TR EE M EUK 7] BR 28 i BG
- BHEB

- B&ID
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AWS B BEREEN EREES

N o o k&

API

- AWS #AF CA £§

- AWS #% CA status

o IP Hbht3EE

« VPC IR ML A

EHAERD , BUNRY R EERERRMEBEBNEL,

4,

RIRBEEEETE (SPN) B/ |, HBAI LU R EEER RN R RSB,

B SREEME R |, SR SURAR B8 5 B 2 2R AR B B Y B %X
RER — ZRERY , EUNEUNEEREEEFEEBNER,

fEF API 3| HiE 225

£ AWS F,H CA Connector for Active Directory APl By GetConnector EjfE,

CLI

£/ 5| H &Ry E#ERR AWS CLI

£ B9 AWS F#AF CA Connector for Active Directory EEH i get-connector &5 AWS CLlI,

WA E RS AFAER

FERAUTRERF , fAXEA, odPZEAR Connector for Active Directory B9 API %48 AWS #AH
CA EZEBREANERFMEN

Console

ERAEEERAERRELNFEEN

1.

B A AWS EWIRF |, X 7E B AWS FAF CA Connector for Active Directory 1%
Ahttps://console.aws.amazon.com/pca-connector-ad/home °

2. 1% Connectors for Active Directory /EE HIBEEEES , AR BERRFHER,
3. EEESRFHEFAERL K RRESEAERTHNEN A ARENCERENELR, RREERKR
FHMER
4. EFMEFEEL , SXFHEFERSERE LN TSHERBRER !
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Ox8FFFAO01A BHAEETETSERITEIRLTRE A5 UPN #EE Active Directory ¥
KREBHH UPN B , BEBREN 4
AD ¥R T EIB .

S¥E AN AD E#ERE M KA BMHY Connector EITHIER

B AD EESRN BEERSTESRASTERAMANR, EEEREVLANE B2 API EERIKE
KHMER, MELBERANR FEE , AXBREREETRTE Connector FFIEARETH AN HEMARRER
HEFWALL T B Connector FHMAEAEHF, TRFFKERRMNBZNBRISER,

K BUIRAE Description &4
CA_CERTIFICATE_REG Connector for AD £/ CA . o
ISTRATION_FAILED BRBE AL E &, RELREIERE , BREE

WIREIRF =R EAEENET
A, & ERMNET I ZEIRGEN
ISR P& |, FEMIBR KB E
EEWEIEESE, 0%
EBZERETANENR , F2H8
{ AWS Directory Service &
BiEm) PHBERZEREE

B RFEIR P o
DIRECTORY_ACCESS_D Connector for AD &£ FEER
ENIED 7 B & & 2B F Connector for AD

FEURHE 8%, B PB4 .
B IAM BUR[BER , FERE
Ed AWS #RFAERBIEREY IAM BX
KU REERAEA R %, 55
ERENFFAIRTEN AWS £
B2k , EMRAMAERES
b 3 3T HTAYIE RS .
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AWS B BEREEN

ERAEER

R BGIR7E

INTERNAL_FAILURE

INSUFFICIENT_FREE_
ADDRESSES

INVALID_SUBNET_IP_
PROTOCOL

Description

Connector for AD &4 2Bk
fE,

VPC FHRS4AZDLE T
FAMFAE IP Hhiit,

Connector for AD £ IR 1Y
VPC L2V ixE , RAREHN
B kR F R T X B 1R
ER IP b 3FA

1E%

Connector ¥ ELfEFA |, BT
£ AD Connector ARFE1R F 1Y
RIERIBHBEMR. WF AD
Connector RFEHR R HHBIE
A , 55269 AD Connector &
E1Em K AD Connector A
M,

EREER. MBARGEE
58303 3T BB,

BERTFEEDEIRANLE IP
Hhako, MBRKBRAVIERESRI
JHTRYE RS

IRFTE B 8/ VPC FFH%
SELGEREWN P hutdER, 0
FHMER , FSE P Ui
A, MIBRKMAERESS , X E
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R
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PRIVATECA_ACCESS_D
ENIED

PRIVATECA_RESOURCE
_NOT_FOUND

SECURITY_GROUP_NOT
_IN_VPC

Description

Connector for AD 3= ZEUE
HFAE CA.

Connector for AD A28 E
HFAE CA,

RERETHEFE B &M VPC
i

1E%

BB REHEE , DRES
A BRI E RSN,
MEWET  BSESE
4 : B3 IAM BUR,

R BEFEB AWS CLI = API
BIEERE , BEREEIRE
HEE, YBRELREEHE

F Connector for AD %A
& CA AWS Resource Access
Manager.

BEIISIE IAM ] AWS
RAM MEREA % , FMBR
ok BRURYEE 32 B8 3 22 3T FTHYEHE
25

RREERIEEERNFIAE CA
Amazon Resource Name
(ARN) , $RH M B B 528
e, YERAFEHNFE CA
ARN Z ¥RV EEEER,

EFFEE B 8/ VPC A&
SEiE. MEFAER , F2
BRLR7 . RELSHE. M
Rk BhmyERESR | XA VPC
PR & EEE TRy E R
o

EEBREU K
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R BGIR7E

VPC_ACCESS_DENIED

VPC_ENDPOINT_LIMIT
_EXCEEDED

VPC_RESOURCE_NOT_F
OUND

Description

Connector for AD ;= ZHEE
& B #1 Amazon VPC,

Connector for AD #ATE
Amazon VPC ik 3,
BEEDE T L AR FE A
VPC 5% BiBR #l,

Connector for AD {725 E
B VPC,

HWEEZ BT Connector for AD SPN 237 kB

ARFEBR B (SPN) 21 H
KMER, MREEANRE T2E

RGIRRE

DIRECTORY_ACCESS_D
ENIED

1E%

BEZH IAM ZFAT, MER KB
WY 1325 3 2 3T BTV E RS
NEIEFEETTESH 1AM
BiR  FSRIR4 BY
IAM B

% Amazon VPC i3 , =
AREERE . THRRMEDR
M E P —{E# , FEMIBRA B
EERWEVHNERESR. W
FEENMERENR , F2HE
Amazon Virtual Private Cloud
Service Ei%E,

AEE SR EREEERE VPC,
H VPC 71, ARZRMBRKRHRH
EigeR |, WAEMERR VPCID
B HAVERERR.

RAAREREMAR. E SPN B XHE , £2E AP OEHYKE

 AIRMRRESBERERBEERER (SPN) BRAEMREFEE
AWM TREERFREAEREP, TREPXERENZBNEFRDER,

Description

Connector for AD 3= ZHUR
B B §%.

&%

5 Connector for AD ZHUE
WE&, MEIERFEKZRE
EEF Y IAM BUREEI | 582
BB 4: B IAM BUR,

SPN Z 31 kB
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ERAEER

R BGIR7E

DIRECTORY_NOT_REAC
HABLE

DIRECTORY_RESOURCE
_NOT_FOUND

INTERNAL_FAILURE

SPN_EXISTS_ON_DIFF
ERENT_AD_OBJECT

SPN_LIMIT_EXCEEDED

Description

Connector for AD 3= ZEUE
B B &,

Connector for AD A28 E
HEE:S

Connector for AD 24 RZpik
=,

R EBZ M (SPN) BERT
[E#Y Active Directory ¥4 L.

Connector for AD L2 3T
SPN , BAZEEESEE &%
B SPNsPR#&l, =18 B #&SPNs
28 LBRA 10,

HMEE 2 BT Connector for AD &4 5 &8

1E%

WE AWS M B2 REHNE
B, RBEHBIXREIL SPN,

AEMIEEERABEID, R
& MIBRH R E SRR | WEA
TAHARY B &% ID B RTAYE R
o

AERBE,

& Active Directory #1441l
BR SPN , AR BREFEY
SPN,

BRI IR P MR — =18
SPNs , A&BRXEREN
SPN.,

MRELFHANFEFIRFIEE , EREINEE , EERHRBERRE. ERAFKEMBEBCR
REVES , ERHEAN AWS 8 CAERELNEE , RS 8 MR—IR. BERNAFPIREREER
i, CEEHEERRRATRANES, EDEMEMBEENERT , AFHRERHTSTIHESR

— B =R B R 1 B B
- BREENVBER.

. AFEHEE - REERR.

EEFHENEE  AFREEHEES A MASLASBEARESET.

A E R A
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MREEQHE , BUNFEBRBGEREI , LUNEEHLBE, TEERM , FEAFKLHATTI

Powershell 55

certutil -f -user -policyserver * -policycache delete

EARFEHEE MRS latest 457



AWS FLEBEREEN EREES

AWS F,8 CA EHR R SCEP HYE#E:=R

Connector for Simple Certificate Enrollment Protocol (SCEP) AWS FAE BEREEN EEEC A
SCEP W1TE B B85k fE. A Connector for SCEP , &aJLAfEA AWS FAF CA RETEEIL
#Xfft SCEP #E&. Connector for SCEP AIEEZFIMNITEIHEEIE (MDM) RIEBEFER , EEHEXZE
SCEP Ky Al Fimslin RIS B E M o

£ |

- ZhEe

- f{A R BEA Connector for SCEP
- HHEAARES

- B SCEP By Access Connector

- EfE

- EAR SCEP B2 EiEss

« 7% Connector for SCEP #yZ £ IR #I
- BREHEAM SCEP # Connector

« Connector for SCEP AP

« E%TE Connector for SCEP #J MDM %%

* Monitor Connector for SCEP
o SH¥HERAN SCEP BER AWS FAB BEIZRMEE L Connector EITHFER KN

Bl

& SCEP BIWE - SCEP R—EEZHANBABE , AAREHRIREEN (CA) IEBNES R
x O WSHI>BINTEHEENHBESE, S LIFER Connector for SCEP XK i B & H SCEP 5 ltim
2,

ITEEEFTM - L0 LS Connector for SCEP E2&.F9 MDM RREFEBMER , ‘@& Microsoft Intune
Jamf Proo.

ABREBITRRE - HERECKA SCEP WREBEZEBEERN SCEP ImHFERBIE 2R , AFwAL
BE#RPFEREBE AWS FAH CA,
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AWS A E BB IFEEN EHAEERE
WA B8 ;8 Connector for SCEP

EEZMMRMER , BB Connector for SCEP EE X ARSI EXNEE , HEEELEES  YIEEE
BB E M ANFIAE CA. SERIELLEEHE | Connector for SCEP 2R i M HHRESE | #
& A MDM RSB H. XE MDM R BEREc® , FNAFPREEE M FREF AWS
B CA, EEE—S THRINMBIMKHER Connector for SCEP |, 552E) Connector for SCEP AF9,

AH B8 AR %%

Connector for SCEP E2 T~ %Il AWS BRFEAEEE.

- AWS AEBERHEEN - AWS FA 8 CA AERESTAMMNTE CA K , EFRARENGERN
HERARIZIELZBECHAE CA,

« AWS FA%E CA Connector for Active Directory - Connector for AD €iE#E & Active Directory (AD)
AWS FAH CA, EESJISREKBRER T AWS 745 CA £ AD EEMNEHAE MBS,

1E AR SCEP By Access Connector

A LAERATYE—REREL, FEHMEE Connector for SCEP E1%2% :

« AWS BIEX4A - 24t A 1FHL Connector for SCEP B Web FMH., 552 Connector for SCEP
EEIEL,

« AWS Command Line Interface - BEZH AWS RERETS , 2FE Connector for
SCEP, Windows, macOS # Linux AWS CLI & . tMEFMEH , F2BEAWS Command Line
Interface.

« AWS SDKs - R I3 EREEAPIs , WEREBFZEFFHMENR , fINFTEEE, EEBERERNER
BRI, MEFMER , F2BEAWS Command Line Interfaces

« Connector for SCEP API - I2tI& A HTTPS FE R IR EKRE API Ei¥E, £ H Connector for
SCEP APl EEZEUREHZREEMN HR. 1B , Connector for SCEP API EE&EMNEARERNEE KR
B  PINELEMEREBER , URBREERE, MEFMESA , 5528 Connector for SCEP
APl 2%,

EE
Connector for SCEP £ W —IEINEE AWS FAFE CA , EEHNER., BREZNAREYNEIMERE

27 AWS EBRREEN NRFENEE,

I BEAEA Connector for SCEP MRS latest 459


https://console.aws.amazon.com/pca-connector-scep/home
https://console.aws.amazon.com/pca-connector-scep/home
https://console.aws.amazon.com/pca-connector-scep/home
https://aws.amazon.com/cli/
https://aws.amazon.com/cli/
https://aws.amazon.com/developer/tools/#SDKs
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/Welcome.html

AWS B BEREEN EREES

MEHFH AWS 708 CA EEEF , F2H AWS WEBEREEL EE, S UEAAWS EE
AT S AR RFAfE A

B M SCEP #l.2hyE S

Connector for SCEP & WM T 2h8E AWS G BRBREEN,
LA 2 Connector for SCEP HEEHZ:

BHEEEFK (CSR)

RIS CARMEENR  LERTHVUER, WEATELEEBNE D,
B RS
SCEP B EEARE AT RBEFE R , RAERBK CA ZHER., Connector for SCEP 1R 15E
EBRFARIE SCEP HhE®E, MF/FMER , F2EEE Connector for SCEP #J MDM H o
BERBE

BRHGEECHE B ERITERRNER. BALLE API AWS Command Line
Interface, AWS SDK = LY RevokeCertificate , 8 $5 &2 &E #2235 tHRABERY FAE CA BE AWS
CloudFormation,

B SCEP HyE#EzR

SCEP RyiE#E2E AWS FAH CA 225 EIERA SCEP NEE,
TBHREEE

ITBREERE (MDM) o5 IT EESEH, RENBHUTEREFHE, PRERMEMIRIDE
B FHBR, 5% MDM R#A SCEP 2 RERIMRMURNERES.

SCEP

SCEP REE/ R BRMWEE(\LEABE (RFC 8894), BAMELEEREIRE , LAM CABERE
. SCEP FAMBRBRFEMELBERTERE. SCEP BEFEARNTHEEEE (MDM) KM
BB e, MDM SR FRAZE IT EEE2G . RENARFBTEERFH, FTHRERNELER
EFEYBER |, 30 Apple TEME, KZE MDM f##R A5 RKE SCEP , 5140 Microsoft Intune, Apple
MDM # Jamf Pro, K% BBt@% R , fliighzR, BHFER. Wi-Fi 4. VPN REMFH K
1%, #EfEA SCEP #1TBEIEE M.
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https://aws.amazon.com/private-ca/pricing/
https://calculator.aws/#/createCalculator/certificateManager
https://calculator.aws/#/createCalculator/certificateManager
https://docs.aws.amazon.com/privateca/latest/APIReference/API_RevokeCertificate.html
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AWS BB EAEY EREEE
SCEP EE
SCEP RRERETEANERBRREENELES Y, ECEBRANEB. WA/, SCEP B

B2, hERE. AREARERABNEREDR , UARHEMRBEXTHBENEH. MDM RiFEM
BREEVABESH SCEP REEBEELEFRBELET S D BRENAF iR,

T f# Connector for SCEP #J# £ IR #l
{F Connector for SCEP B , s T3 Z EMPR %,
ZESH

CA BHEER

& 2 BEH& Connector for SCEP B2 — ik IR IR EE X FLE CAs #BBEf#E A, Connector for SCEP
FERABRTAMIEA—FENERRE., FAEHEEENAE CATXERTAMIEEREtXNE
F. MEREEXWHEEENR , F2E 7H AWS 458 CA CA E,

BB

- FREESBENIBRE  TERSESENEANRAFRLAR, E—RBERTARGEMERM
SANs BITIEMBRE K ETERTERAM,
- MREEA-MARERES K BREREFDRMREES.

RFC 8894 By — 3t
Connector for SCEP EiBi2t HTTPS imBimIE HTTP %2 , {R3# RFC 8894 @AFE.

CSRs

- WMREIEZE Connector for SCEP W /R #EFHFR (CSR) T2 2EXLMAE (EKV) EMF , M=
# EKU fBEEREA clientAuthentication., MEFMERN , FSM 4.2.1.12, RFC 5280 FHE
ZEBAE.

- {1 CSRs X1 ValidityPeriod# ValidityPeriodUnits BB, MREM CSR F
@& ValidityPeriod , B RITENH A —FHNRE. FicE , BUEELE MDM R+
REEBLEM. B2, MREFAMUEREEM , HMEXEeH. UEELEBHNFHEN A F2HE
szENROLLMENT_NAME_VALUE_PAIR,

=
E

%E/\FH
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EREERNRESBIGEENER. BRBEAUE , RAEM LR BGH —TREHEBNKRE
#Y A ER AT LARRER SRR CA B&E.

R 75l

T 5IPR#IEA M Connector for SCEP,

BREHE RS

BREFERA—RAREESBEURERERG., EERR—MRAREESFEHBERG X BEER
CHERREME  LIEREESRNTFRERZE, Connector for SCEP for Microsoft Intune E i3 5a 8 L £
&4 B Microsoft Intune B2 ENEEZRTE,

HTTP

Connector for SCEP #X#& HTTPS , M2 HTTP UM EHEE, MRENIRAMKE HTTP , FHHE
E T A BLA#M Connector for SCEP 1Rt HTTP EfE M,

HAFE CAs
& L BE#S Connector for SCEP BEBIZ{EA R EMFE CAsEEFEA,

AXEB MM SCEP B Connector

AEPNREF A BB &R B ER Connector for SCEP, HEREEEEIY AWS tRF. STARLLEEAS
R & LUEE S SCEP BIEHER,

FE
- BB 1 : B3 AWS Identity and Access Management Bl

- SB2. BIUFE CA
- SB3 . R BUBRHEZ AWS Resource Access Manager

SEBR 1 . B3 AWS ldentity and Access Management B3R

EEEY SCEP WVE#ERS , BEEEY IAM BUER , &F Connector for SCEP B Ml E B B35l
TERNEESD , WRKRERTEE. WFE IAM PWEFEFEHEEFR , B2 (AM FREERE) P4 ER
IAM ? ,

THEFHREEFZEBR , AR Connector for SCEP,
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AWS B BEREEN EREES

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "pca-connector-scep:*",

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"acm-pca:DescribeCertificateAuthority"”,
"acm-pca:GetCertificate"”,
"acm-pca:GetCexrtificateAuthorityCertificate",
"acm-pca:ListCexrtificateAuthorities"”,
"acm-pca:ListTags",

"acm-pca:PutPolicy"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": "acm-pca:IssueCertificate"”,

"Resource": "*",

"Condition": {

"ArnLike": {
"acm-pca:TemplateArn": "arn:aws:acm-pca:::template/
BlankEndEntityCertificate_APICSRPassthxrough/V*"
}I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "pca-connector-scep.amazonaws.com"
}
}
},
{

"Effect": "Allow",

"Action": [
"ram:CreateResourceShare",
"ram:GetResourcePolicies",
"ram:GetResourceShareAssociations",
"ram:GetResourceShares",

$ER 1 : B3I AWS Identity and Access Management B3R MRS latest 463
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"ram:ListPrincipals",
"ram:ListResources",
"ram:ListResourceSharePermissions",
"ram:ListResourceTypes"

1,

"Resource": "*"

SR 2 EMNE CA

& E# M Connector for SCEP , REEAH KB MFAE CAAWS A E BB RLE N BEEREVH
B, M SCEP JEEHT&;EEFT?EIEIEE’JzzéE/H , RMERSERAEERNEZSINTLAE CA,

LA CA BAGATHER :

- EAARMERAPRE , EA -HRARREERN,
- BUABEFILE CA. BEEEABBEIRSHAREHANLE CA

REFE CA LUEE Connector for SCEP (R , HXETHEE :

- DNS &R &| - ZE /A DNS ERBIRHIRIZFI¢t ¥ SCEP £ERTHREP AFHE L HLH
B, MEFHMEEN , FSENAE PaFIET DNS EBREH AWS A ERFREEN

- W8 - EEHFE CA LB OCSP = CRLs LAAAFFHisE. MEFHMER , FSEEEEH AWS
.8 CA BRMEB T E.

« Pll- BMEZBETEE CABEDHEEAFDEFNER PI) IHMOEBIBBRER. WRBER
2RE , EERRHIBBREANRE.,

- BIRBEENECTENE - 18 CA BRTHRERECTENES , UELTUREBREN
GetCertificateAuthorityCertificate BV {EEE, MEFEEEFEFEFHEMEBENER AWS 48 CA , EF2H
B CA,

MEMAELFIE CANER , F28 £ PEVFAE CAAWS FAF CA.
SR 3: A BIUEFRERHEE AWS Resource Access Manager

R EEA Connector for SCEP API AR E%FH A XA AWS Command Line Interface AWS
Connector for SCEP , BIEZfFH AWS Resource Access Manager RIS H A |, A58 CA B
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https://aws.amazon.com/blogs/security/how-to-enforce-dns-name-constraints-in-aws-private-ca/
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AWS B BB EREY R
Connector for SCEP A, iE 03 Connector for SCEP X A ZEVEFAE CA., BT AWS 1145

hEIEESRR  RMASEDALBRIERAE, NFERLANEN  F2HRAWS RAM (EAE
Er) PRENEFRAA,

EEFH BYERLEZ AWSCLI, A LUfEH AWS RAM create-resource-sharefi . Fol SR
VERRE, EELEHZ 2FAE CAM ARN , 58 resource-arns B9{E.

$ aws ram create-resource-share \

--region us-east-1 \

--name MyPcaConnectorScepResourceShare \

--permission-arns arn:aws:ram::aws:permission/
AWSRAMBlankEndEntityCertificateAPICSRPassthroughIssuanceCertificateAuthority \
--resource-arns arn:aws:acm-pca:Region:account:certificate-authority/CA_ID \
--principals pca-connector-scep.amazonaws.com \

--sources account

MY RIS CreateConnectorEEFE CA NEBHERITHT., EEP5LEFEA Connector for
SCEP WERIE EREEH — M FEUEN AWS FAE CAER , BB BRHEIEFFCalledVia,

Connector for SCEP AFH

£/ AWS FAE B IR MEE (L Connector for SCEP , WA LA{EFAE CA mBKA SCEP MWEEMTENE
EEE (MDM) RRBITRRE. ELBVERSFR , aAKAWS RERRREEN BEYNE SCEP
URL REERBRE A L AERMHITARESE MDM RiIEHEF.

BRRTEE , BX4EREN AWS A BEREENM 8 CA. BIERESR , RRRECAA SCEP
By MDM REMEE , AREEEZBR[FREE

ES-|

- FtRZE

- BB BUEESR

- SR 2 REEFFREAERE MDM RiK

BRI 2 Bl

THHBERESSIBETHEIL SCEP EEBRNERF.
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EREEAHBRE , KFENLE CATMA SCEP WEE., B4 ELME REEAN SCEP K
Connector [& B 51 5l i 9 S8 3R A5k 4

THREFRAMAGER AWS & B ERER.

%

- BB BUEESR

- PR 2 BEESFFEEHAERE MDM iR

SR BIMERSR

RS — AR R AV E RS =B A Microsoft Intune B9 Connector for SCEP, —f%FiREZEEEH AH
B SCEP Wim B2 EL(E A MERET , I8 LAEE SCEP #8215, Connector for SCEP for Microsoft
Intune B A M Microsoft Intune , &R LAEA Microsoft Intune BEIEHE 2T,

General-purpose

B AR R AR ERESR

B A AWS ZHdRF |, Y 1E BARL Connector for SCEP 12 &https://

console.aws.amazon.com/pca-connector-scep/home

1.
2.

i#1Z Create connector (B E#88),

EEVEESEHED , BEMHEZBERRU DA EERREHIENER, SBSETRESR
WEESREETR, MRFE , AULLERNHBESER K KESERMEREES. EBEL
ERie AWS ERNES., SEEEET SR BEEAE. ZUUAEHEBRESNEGREE
REE R AWS A,

EEESEET  BE-BAR,

EFEBCAT , BEZHNBEB[EGRFEANTAE CA, HE , EEEILFE CA REBIHH
CA. A SCEP BAMEFRWEBRE , RMEZEA N EZZEANTE CA, NREEY
THH CA, BEERSERERAREIL CA B AWS FAF CA |, 58IR[E Connector for SCEP X #4&
WEFHERIBFAE CASTE, BNHFTIE CA FEXAALRE,

EREZBT  ENEHELSERG. BIUIEESE  BMSALELETERBRER,
BEVEE I EIERS,
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Microsoft Intune

237 Connector for SCEP for Microsoft Intune

B A AWS ZHRF |, Y 1E BARL Connector for SCEP £ &https://

console.aws.amazon.com/pca-connector-scep/home

1. 1##Z Create connector (I E#E8%),

2. HEVEERARL  EZMERBEEERUTAEERREASIENERE. fSBERERER
REERRRED, MRFE , EUERHHESER K BEZERTHEEEES. ERELR
ERie AWS BRNER. SEERE S R-IRERAE, EUUERAERRESNEGRE
REHE AWS BAR,

3. TEEREEREART , :## Microsoft Intune,

a. SHHEARR (HAFSH) ID, 8 A% Microsoft Entra ID FERRRXEMAHWERRES (A
Fif ) ID. MEFERHE Connector for SCEP £ Microsoft Intune HFEME , FSH 5%
7E Connector for SCEP #J MDM % i#%.

b. $¥B&% (HF ) ID REEMHiT , B AR Microsoft Entra ID FEFAREN T B &&
(#F ) ID REEHE.

4. HEMBECAT , EEEHIEZBEAREANIAE CA, IE , ERMEVIE CA REILIH
CA. A SCEP BAMEFRWEBRE , RMEZEANEZZEANTE CA, NREEY
THHE CA, EEREREHPEL CA B AWS FAF CA |, 38IREl Connector for SCEP £# &
WEFHERIBFAE CASTE, BNHFFE CA FEXAALRE,

5. EHEMEHER,

SR 2 SEESFFHEAERE MDM R

BIEESRE  FEEBTIFMEEAREREIZIERSE MDM . EEFEHATEARGEEIOFA
BEA , 55 Connectors for SCEP 12 A HHEAYEE iR E S,

+ 28 SCEP URL - ERE#RNIHE , SCEP AFmAERTFEREBRE. Fis , EMlimERMAR
EENER,

« (AR ) HBERE - ERERET  ENEGELREFFEDELENER , RBRENRRR
BURKRER, SEEVEANER  FENBURE. FMBEBI R IGEESENEANAR
i, BE—HKEEWH I AREEMERN SANs BITEMERE , HILEEERE,
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« (Microsoft Intune) Open ID f& - 2R IEEEE Microsoft Intune S , 484 Open ID 17
&, Open ID 8 H Open ID HREHEIE Microsoft Entra FEFAFEFTMAY OpenlD Connect
(OIDC) BFE., WMEFMENR , FSBEE Connector for SCEP J MDM F#ko

E%7E Connector for SCEP #J MDM % #k

Simple Certificate Enrollment Protocol (SCEP) 2 AR BB MAEHINWZEEBABHE. Connector
for SCEP 2L RFC 8894 AEMHK SCEP fAiks: , S HBR HBERIT AWS EBREREE N\
BIRH SCEP A Fif, & E#ESSMF | Connector for SCEP 212t HTTPS %% , # SCEP
RAFEIRMKPHEREFE. AFHEFRASERBETSIRE K IFBLEEHRENBEHZEREK
(CSR) ., &AILAEMA Connector for SCEP #ELAFINTEIREEE (MDM) R4k , @IF Microsoft
Intune, Omanssa Workspace ONE F Jamf Pro , REIMTEIHE, HERETHAR I E SCEP WETH
5 it 28 i B o

Connector for SCEP 12t MEE R M EEEES | — M AIEF Connector for SCEP for Microsoft Intunes
THEHRECPEEAR , LARIMAERE MDM REREAEMH.

— iR FRE R

— AR EESEEEFAXE SCEP WITEI R ERE , (EEFEAEEERM Microsoft Intune BRHk. £
A Jamf Pro =% Omnissa Workspace ONE & —fif FliRiE %25 , B LA EE SCEP kB =W, TEMF
RITEBEEERE (MDM) R A , EHERNIIEERAREMERA SCEP HRAREE.,

=0 AWS Cloud
—
Mobile device :_ _________ |
management | :@
é - @
1
2= 1
I \ @
2 —
1 e
I —l
1
1
1
1
1
1
L
1

- 1 LR
Mobile client Connector for 1
SCEP '
[ | 2]
I
= ' AWS Private
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1. MDM X ( HMEEBEHRK ) 4% SCEP REEBEEXETHHAF K, SCEP REEITEEER
FRTEENHERESY  fIEEFENHE, REZE , UREERFHZTHBENEMER,

2. TEAFIRE®ERER K LeEXTSRBRBEHNRERXEER (CSR).

3. Connector for SCEP Ea B kB &, MEBMN , AR AWS 46 CAERXRITEAFIRD BFRE
Fo

4. AWS FhE CA 2% H BRI HEEZE Connector for SCEP,

5. Connector for SCEP 8B 1TH BREXZTEAFiR,

AWS FAE CA Connector for SCEP for Microsoft Intune

AWS FAH CA Connector for SCEP for Microsoft Intune B4 E2 Microsoft Intune & B A M E%Et
£ Connector for SCEP for Microsoft Intune E{Z25 & | &4&E A Microsoft Intune REE K
SCEP #E %5, WEHEE Microsoft Intune £/ Connector for SCEP MIFHHIEFA , B2 REEA
7 SCEP #2387 Microsoft Intune,

ZE A Microsoft Intune £ Connector for SCEP , & 2484 F Microsoft Intune API BB 43 E Ih
BE | WHEB B MM Microsoft Intune 2, B FEZME Microsoft Intune® FEARARERREEE,

AWS Cloud
SN

c—Q

‘1 °@@@<

Microsoft Intune =
_ Connector for
o— 9 e & SCEP

1
1
Mobile client :
1
1
1

5
o

2]
[ I__: 6 __________ AWS Private CA
Q

ERTEITHAFRMA CSR By

1. Microsoft Intune € SCEP SR EREEXZTE AL &,
B2,

2. TERAFREFEREFE , 1§ CSR &iXZE Connector for SCEP,
3. Connector for SCEP &#% CSR %4 Microsoft Intune #1TIZH#,

kg
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4. Microsoft Intune Bf#% CSR HHIE . WWRE N , Microsoft Intune B HEBIEE
Connector for SCEP , A[E1TEI F FimE 1B,

5. Connector for SCEP AWS #8 CA KRTEBAFiwM FREZE.

6. AWS A5 CA SR HBFE AU HEIXZE Connector for SCEP,

7. Connector for SCEP & TH BRI EXETEAF iR,

&
EXEE AR SCEP E#Z85H Jamf Pro
- BREEMAM SCEP E#351 Microsoft Intune
SR EE A SCEP E #2319 Omnissa Workspace ONE

®* axX

R EIE AR SCEP E#281 Jamf Pro

IETLAER AWS FAH CA 4 Jamf Pro {TEIREEE (MDM) RERNEBBRREHEE (CA). &5
FA AR BA AR FE 22 3 — AR R IR IE R BR R AR E Jamf Proo

SR EBAN SCEP E##Z21 Jamf Pro

AIEFIEMMMERE Jamf Pro LA B Connector for SCEP FAMIE R, IR EE AR SCEP 1Y
Jamf Pro 1 Connector & , BiSEm S E R E R 1T AWS FAE CA BiFE.

Jamf Pro &3k

81 Jamf Pro BEXBFE T HER,

o IBRABTE JamfPro RFRAARABREE B 2 RFEIRE, B LE Jamf Pro XH#Y Jamf Pro Z£ 5%
EEE KRB ENFMBER.

TB1: (BF-EBE%) BBAE CAWIEMK

EBEAE CAHE—EAE , TAREEEAMRAIEAERNELSERERE CANE D, BERE
BRESE CAEBHESELEEHBHERN CA |, LERTEHN CA BRER., RMEZRLE Jamf
Pro £ CA B4

ARIENFE CA BEEEM

1. #* AWS FAE CA == AFHMFEA GetCertificateAuthorityCertificate ER8FA%E CA BF. SHFEFA
ca.pem %R,
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AWS FE B R B &L
2. &% OpenSSL Command Line 2T,
3. £ OpenSSL # , T I SRELEEM :

openssl x509 -in ca.pem -sha256 -fingerprint

$BR 2 : £ Jamf Pro 4% 38 A AWS A58 CA 54 &8 CA

Y SCEP E#Zg#%E , BMUEATK Jamf Pro 1§ AWS FAH CA BREAND BRI ZEME (CA). B2
#% AWS #2F8 CA BREALEHAI CA. RE , BAILGER Jamf Pro {ARBIEIRNE |, $HH TR EHRHI
i 21T AWS FoH CA TRIRERE , fINEBERTIEBIHERE FE. EE Jamf Pro {HEHRE
K e 5B A VSR

£ Jamf Pro & AWS FAH CA REANBEREEN (CA)

1. 1 JamfPro £ A9 , BIERE > 28 > PKI BF , 811 PKI BRREEH.,

2. ENEERIHLRSIER.

3. EHUNER CA.

4. EFE Edit (fRE).

5 (ZFEAR) ZBUKA Jamf Pro i AHREREIEH SCEP Proxy. &RILAERA Jamf Pro #HREHIRIE

RETHHEBEFARFESITENTRRRE. WELMIE Jamf Pro PEABRERERENIES
528 Jamf Pro XX IAE Jamf Pro B B#HREER ERERY SCEP Proxyo

6. EEUEA DA SCEP M/ES CA ETEKMITEI R EFM,

7. (ZFER) EEEA Jamf Pro A EKMITEI S EFEMAY SCEP Proxy, MMREEIRERLTEX
B, FoR R EERRABETHEDSE.

8. & Connector for SCEP AH SCEP URL #tE RN FMERAERE| Jamf Pro FHY URL 1L,
EEMREERNGFMAENR , BFRERAN SCEP WEZEFEPBEEESS, NE , By
GetConnector I ¢ Bl EE R Endpoint{ERHEE URL,

9. (EA) EEBENuTHABTERBNERE., flW, BUKHGEAR AWS A8 CA,

10. ST BRER R AR AT RS,

1. RREEBERREEE , WASHMEBEBECT., EEBTUESEARBER. SERFEERES
MBS  FEEE AWS IRATEZSENFHEAER , ARBIRGEBHIRA, HF , &
A LAY GetChallengePassword (GetChallengePassword) 3 # B 8 & Password{E , LAENE

EERNEEG, MEFARBERBNEFMER , 5528 7 # Connector for SCEP K& £ FIR
o
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12. BBREEBEEZIRF L BRLAF

13. BESBAN, RFAERRLSBANE 2048 HES,

14. (ER ) BEER MAMNVEE, ERULBEIETEIRE  URTFRELLFIR WIi-Fi Ml
VPN EERNER,

15. (EA ) BERARS|/MNE,

16. (BEA-ER ) EERuPRATANENT S, RAIBBEHE CAER , UAAHZERER
& CA, XfEM@ CABREBE. WEWAARNE CAELENNERR F2RITHE 1 (EF-E
& ) BSHA CA KRR,

17. BEURF.

SB3 RCHEREREEERE

ZE# A Jamf Pro ¥ B Connector for SCEP , &% AAEEZSHMEBENIE CAEHREEN CA R
FH, BOUEBEREREESRALBENE LERTEMEREN Jamf Pro REFIT I IR/E,
UTREUBHRESBENENAE LEZE Jamf Pro WL EE -

- FARBEFELERBEEBHER (CSR),

- EVSEE R HEEM 2 A CA 8 M CSR,

- BIUBDERERESN CA BRNNERES RESBENE,
- BBRESWREFRELEZE Jamf Pro.

FBERELSR AU BREETURBNRFBHILE CA HBNHEERERE , LLERA Connector
for SCEP #H. Jamf Pro,

1. T 5IEH|6EH OpenSSL 1 AWS Certificate Manager , BT AR ERIFN S EEEREREE
Ko

AWS Certificate Manager console
A ACM IEEEVREREERE

1. A ACM ER#E PKI BFE. S TFEE :

- HH - FRMA MDM Rk SCEP BREREENNMEEFE CA BE,

- ERRRERBHEETRED  EHERRREMERE K RRZEEMA Jamf Pro CA
KIFLHE CA.
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- BEER - REEARETINEEEHE. SUERATEMEREE (FQDN) , 4l
m www.example.com , 2 HRERERMEHERE , Fla0 example. com ( FEIE

WWW . )o

2. HEAACM EHEELRSEPEVNINERE. EFEHER. BRENNESWNE
R, FRZEBES  BAET EASRIEFET.

3. HEHRIFEHT K ESSELERNERRDPHT TGS , # PKCSHI2 EHFBEALRE L—
BEFXBPEINBBEERBENoutput. pl2EEH,

openssl pkcsl2 -export \
-in "Exported Certificate.txt" \
-certfile "Certificate Chain.txt" \
-inkey "Exported Certificate Private Key.txt" \
-name example \
-out output.pl2 \
-passin pass:your-passphrase \
-passout pass:your-passphrase

AWS Certificate Manager CLI
£ ACM CLI EY R EREERE
- TH@ERAMMTEACM PEUBE , REBEREHA PKCSH#12 B

PCA=<Enter your Private CA ARN>

CERTIFICATE=$(aws acm request-certificate \
--certificate-authority-arn $PCA \
--domain-name <any valid domain name, such as test.name> \
| jg -r '.CertificateArn')

while [[ $(aws acm describe-certificate \
--certificate-arn $CERTIFICATE \
| jg -t '.Certificate.Status') != "ISSUED" ]] do sleep 1; done

aws acm export-certificate \
--certificate-arn $CERTIFICATE \
--passphrase password | jq -r '.Certificate' > Certificate.pem
aws acm export-certificate \
--certificate-arn $CERTIFICATE \
--passphrase password | jg -r '.CertificateChain' > CertificateChain.pem
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aws acm export-certificate \
--certificate-arn $CERTIFICATE \
--passphrase password | jg -r '.PrivateKey' > PrivateKey.pem

openssl pkcsl2 -export \
-in "Certificate.pem" \
-certfile "CertificateChain.pem" \
-inkey "PrivateKey.pem" \
-name example \
-out output.pl2 \
-passin pass:passphrase \
-passout pass:passphrase

OpenSSL CLI

£/ OpenSSL CLI B REEFZBE/FE

£/ OpenSSL , MIT T RELEFLNE LR,

openssl genrsa -out local.key 2048

EEBHEEEFEFR (CSR) :

openssl req -new -key local.key -sha512 -out local.csr -
subj "/CN=MySigningCertificate/0=MyOrganization" -addext
keyUsage=critical,digitalSignature, nonRepudiation

fEA AWS CLI , FREBE L —BLBHPELEN CSR BITHERE. T TGS, X E
B FEREE T B ARN,

aws acm-pca issue-certificate --certificate-authority-arn <SAME CA AS
USED ABOVE, SO IT’S TRUSTED> --csr fileb://local.csr --signing-algorithm
SHA512WITHRSA --validity Value=365, Type=DAYS

HIT TS UEERERRE. BEL—EDRAEE ARN,

aws acm-pca get-certificate --certificate-authority-arn <SAME CA AS USED
ABOVE, SO IT’S TRUSTED> --certificate-arn <ARN OF NEW CERTIFICATE> | jq -r
'.Certificate' >local.crt

1T T Y S LLELE CA B .
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aws acm-pca get-certificate-authority-certificate --certificate-authority-
arn <SAME CA AS USED ABOVE, SO IT’S TRUSTED> | jq -r '.Certificate' > ca.crt

6. f£A OpenSSL , U p12 BERXWHEZERISRENE. CRAEGELRINTSR S FEL
#y CRT 8%,

openssl pkcsl2 -export -in local.crt -inkey local.key -certfile ca.crt -name
"CA Chain" -out local.pl2

7. HARTR , FRAELER. KEBRERME Jamf Pro WERFREZT.
£ JamfPro  , EBEZEEREH AR , RAERBENI CA B,
NI CA BRIESS , EREBEHEN CA BR.
BEEELELNET , LENS CAKWEERN CA BRE.

SER4: (BR) aERERANEMPBLZEEE

HEEAFPREREBEILS CA CHELUEE , BLEBREEFSE Jamf Pro BITHEBRE. EAIUER
Jamf Pro (VEAERIGEMRTE  EAFREELEEMBEPFERERER , HHEAFREELR
% AWS FAF CAK CA BFE.

R EELT R ABETHER

MEREBERAFER Jamf Pro A ERMITEIZEEFTMAY SCEP Proxy RIBFIRERZ R LAY , F2H
EHEEHFALERATHEE,

HEHRHEBEAS R

Profile installation failed. MREEEAFMEBRIIERALR  BFERF
Unable to obtain certificate from . FEMIhZal , ATEEEZIRER,

SCEP server at "<your-jamf-

endpoint>.jamfcloud.com".

<MDM-SCEP:15001>

Profile installation failed. BB RIS N REER E SR ER ., B EE Jamf Pro &

Unable to obtain certificate from Rk Z B R RS IEEIFNRERG,

SCEP server at "<your-jamf-

=nes
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K& AWIRRAR =g

endpoint>.jamfcloud.com".
<MDM-SCEP:14006>

R EE A SCEP E#2838Y Microsoft Intune

B LAMER AWS FAE CA MANEDEE R (CA) B Microsoft Intune TEIEBEE (MDM) X
. ZIEEEREBAN{AEEE I Connector for SCEP for Microsoft Intune Z#& 5% E Microsoft Intune,

FERIRAF

37 Connector for SCEP for Microsoft Intune Z 81 , A ETR T 5 5o RIGHE,

« 13 EntraID,
« 337 Microsoft Intune B E.

« 7£ Microsoft Entra ID RV ERAEATM. MENMEBEREXIM o EARENEHRFTHMEER
B |, 552 R Microsoft Entra X7 Microsoft Entra ID A EFHEARERERWE T, EARER
EHHM\&EELETEJ.:‘F_I :

« ¥£ Intune §%E scep_challenge_provider T,
- ¥ Microsoft B2 Application.Read.All 1 User.Read,

s BABAERAERAGMEEERETRFEARER ., MEFMER , 5528 Microsoft Entra X4
NWEFEAFREEEENEARINEE,

® Tip
ERENEAENGME , B TERAERN (AFW) IDFMB&% (HF ) IDRXEER
5, &3 Connector for SCEP for Microsoft Intune B | g &g A\ ELEE, FEWN{AE
BELEMENR , 528 Microsoft Entra X £+ #9237 7] 77 EUE JR K Microsoft Entra FEF
EXFMREEE,

S 1 . &F AWS FoE CA FF A LAME A EEY Microsoft Entra ID FERER

# 37 Connector for SCEP for Microsoft Intune 2 #% , 2 ZE1E Microsoft ERARERFM TELBER
% , LUME Connector for SCEP A] BLEE Microsoft Intune &
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1£ Microsoft Intune ##§ AWS FAF CA FRE A CA

1. 7£ Microsoft Entra ID £ &+ , EEZEAER M.

2. BEEHLELFER Connector for SCEP EAMNEARER, BiE—THWEAERX (AFE®) ID &
ANEBEELEESEREEN ID,

REZETHRNBERPERRINMRE,

BERBE R AERRSIER,

BEGTIE R AEHR,

RBEBABRRGI TN EED | BEHMRITE,

# Connector for SCEP for Microsoft Intune F#IE A H OpenlD Z{TE BRI BLFIRITER

fith, ZPEMEEEENFMAET , B AWS T AH Connectors for SCEP jEE B EE
85, WA , B LAY GetConnector 3REX{§ URL , AR R EEER K IssuerE,

8. SHYWEA EHAMEEHERN,

9. MEREBTPH OpenlD TEREERWTEMUP., BRLE AWS TR ANEZESHMAENE
HF#4R OpenlD #1TEE., HE , BALAFIY GetConnector 3RENE URL , REBRREIEER
ZAudiencef&,

10. (2R ) ERAERVPBANTERNERE, Sl , B EGE A AWS 8 CA,
1. (B ) EfEHRA @ AR,

12. # OpenlID Audience {E#¢ Connector for SCEP for Microsoft Intune F¥4H& AR R E|
Audience B, ZEERFEESFNFMERF , BN AWS £ EB Connectors for SCEP JEE
BIEERERR, fE , B LU GetConnector JREN{S URL , AE R EIEERZSubjectiB,

13. BHE,

N o o b~ »

SER 2 - ERTE Microsoft Intune #H BE 1A 48

& F /AU Microsoft Intune B9 AWS A58 CA #F A& , BB A Microsoft Intune 2 37 Microsoft
Intune {BREIIRKE |, I8 RE B B4E Connector for SCEP #1TEE 1T,

1. BIYEENBHRMBEERTERE., BUEE Connector for SCEP B fE AR HELEIE CA BELESE
Microsoft Intune AE N EF, NEFBRUNAEILEEBRIELEREENET , FZSE Microsoft
Intune 3245 # Microsoft Intune N EERBEERERE,

2. B3 SCEP BRMERHEIE HELENESETEHREN  SEERENERESS, ARERTEENRE
EEAEZR SCEP BF . HRERREENERE K BRELAERAEL—RBSBRHIEINERE
B,
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¥ SCEP falfR8s URLs , FE{EE SN FMERER NE SCEP URL B4 E| SCEP filiRs:
URLs, ZEMEZEB[NFMEN , FRERAR SCEP MBS FERREEESR, &, &
AT LAY ListConnectors 2REX{E URL , ARE R EBERZENdpointE. WFETE Microsoft Intune
R AAREEREREMIE S| , 552B Microsoft Intune X EITE Microsoft Intune 2 37 M5k
SCEP BREBER.

(® Note

HAIE Mac FEERFEM I0OS £E , MREREMEREEFRERMHAM , Connector
for SCEP 8R HEMBFREA—FNEBE, WRERTHEHEHRETRERERS

#® £ (EKU) {& , Connector for SCEP £/ % EH EKU & HBFEClient
Authentication (Object Identifier: 1.3.6.1.5.5.7.3.2), ¥R

macOS 5, i0OS & , Microsoft Intune NEFHREREEPH ExtendedKeyUsaged;,
Validity 28, HRIELEE | Connector for SCEP BB Fin & 2 EEEL S B
HEMH A —FHERE.

$ER 3 Ea B Connector for SCEP HYE#R

£ 8723 $5 8 Connector for SCEP i 269 Microsoft Intune BREHRIE 2% | BB CEMNEE T
DEERBE. EEMT , SHEERETMBERERAK, BEER , 557E Intune AOMRBIEPEERSH
B> EEEE > HE , WHREABRBERERARTEEIEHETMAST. RE , FEALRRFNE
AT ENRE. NRENBREERAMNALRY , F2RRTHEERETAER,

MEEBEEFMMER |, 5526 Microsoft Intune XN EREETM 2.

REE AR SCEP E#E85HY Omnissa Workspace ONE

& LAMER AWS FAF CA A Omnissa Workspace ONE UEM ( #E—IREEE ) RAWALBRE
B (CA). KNIEMRBAMMER I SCEP E#EIR®RE Omnissa Workspace ONE AWS,

Jo IR
A Omnissa Workspace ONE 23 SCEP iE#285 2 81 , B AT K T B 50 RIEH -

- £ AWS EEAHPEIFAE CA. MEFMENR , F2HE PEILFE CAAWS FAF CA.
« BY k% SCEP iE#285, MEHMEF , FSBWEERESS,
- BEEEEHEBEE ID W/EA D Omnissa Workspace ONE IRIBEEEEIRFS,
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AWS A E BB IFEEN EHAEERE
- MREEZM Apple B , 55 MDM 52 E Apple B E RIS APNs), MMEFMER , HSH

Omnissa XA HE) APNs FBiE,

B8 1 : £ Omnissa Workspace ONE FE& B R ZEE M ME A

£ AWS £ AHEINFE CA Fl SCEP E#EZ 2 & , 557 Omnissa Workspace ONE F EXBFE R
FEE N ME A,

8 AWS 78 CA MABRRRHEEN

1. RRFEUERF , BELXES  ARZREREREME.
2. EE +ADD YRMTIIEA :

A . AWS-Private-CA,

iR . AWS FA%E CA £EBBEET.

REZRR - #E—M SCEP,

SCEP URL : @ A SCEP URL AWS A& CA.

PhEER ; FEEL STATIC,

FREBKE - £ AWS E# A Connector for SCEP #HAE# A SCEP e B 2T,
WAERARBNER A LRE.

3. MR,

BMBREAR

1. RRFEUHERF , BRELXES  BERRREME  AREERHXR,
2. EFEWHEERSRHTIER :

IR &% : Device-Cert-Template,
REREEN ; BF AWS-Private-CA,

FEEW ERUBNMENL, SO RBEMEETEESHE, 4
i , CN={DeviceReportedName}, O={DevicePlatform}, OU={CustomAttribute1}

IESBRE : 2048 LT,
AESRER  REZEMHESBANMNR
BHEEN . ERA/EER (BEBENEKR)

3. REFELX,

% E Omnissa Workspace ONE

MR latest 479


https://docs.omnissa.com/bundle/WorkspaceONE-UEM-Console-BasicsVSaaS/page/APNsCertificates.html

AWS B BEREEN EREES

HER 2 : 5%E Omnissa Workspace ONE UEM R ERE A RE

#£ Omnissa Workspace ONE UEM R E VR ERE , A& EE M Connector for SCEP LAZ HIBE.
BIUBED M SCEP HRERERE

1. REREERT  BEREENELE  ARBERERE,

BIEME  AREBENMERER

BEEEF A (Android, i0S, macOS. Windows),

REERTE EBEANARS,

FXERTE : Device-Cert-Profile,

BEZE SCEP &H.

ZHEL SCEP , REIEIE +37118,

EATHIERE

© N o o A~ W Db

+ SCEP :
- HHBEABRKR  ENERNBERBEN (HR) .
- SHEIRFBIRMEE |, EEL AWS-Private-CA
- SPHIBRFTE AR BRI R 1 HEZRM Device-Cert-Template,
9. BET-F K ARERERERY , KFETEEFELHRNEREE (RKENBEREE) .
10. EEERER A BB UMA BBEN,
1. BENBGRERE.

(® Note
INE|EEMMEA |, 5528 Omnissa X+ H SCEP,

B8 3 : £ Omnissa Workspace ONE HEfigt &
BUgRBEEEHE

1. WMBANREREERE  ARBIFEREE,
2. BV H#mEE POC-Devices EEEH -
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AWS TAEER B (R
- B : POC-Devices,
- REFH . ERNLIBIBFEFES ( HlE0 Android = i0S).
« R4 6£F UserGroup, FEFEXERK. OEM MERRIEEN B REE D ENIRE,
- EHE . REASAREREZEREMT,
3. RELEFEBRRKEGHREFRBERSIERF.

FEBREEM

Android
« ## Google Play T# Workspace ONE Intelligent Hub FE 2=,
- FRERREX M A URL JHH QR 1.
- BAXKBRTEMS MDM ZERKE,

i0S/macOS
- EEE L | B Safari WEBEZ5HM URL ( 10 https://<WorkspaceONEUEMHostname>/
enroll).

- FRAEAEEAEREA,

- 1 App Store TE I %2 Workspace ONE Intelligent Hub FEFFER,

o IKEBERE > — MR > VPN REEE > RERE > RRPHRTIEZE MDM RERE,
Windows

- f£T4EE ONE fAl k255 Microsoft Store T I #E[E ONE Intelligent Hub,

- fEREEM URL MEAERIES Hub 3.

HEE > JHRE > ESEF > BiiGEREHET , SEEMNEERIRIE POC-Devices &R
8o

MBHEEA | HSB Omnissa X e & BN L LB,

B BB R

1. 7£ Omnissa Workspace ONE UEM E# &/ | BiFHE , REIHBR,
2. WFLHNCEMEBETMRERASEM.

3. HREBNNEBHMEAMNEHERSIZEE T POC-Devices HEFHHES,
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AWS T BEEMEY EREEE
$B4 . BITRE

HHBENERES

1. EHEBFTERSES  EHNCEEMNEE,
2. BEETHRMALUIRTREA
3. Device-Cert-Profile FEE%3EIB 2% HBE AWS FAH CA.

BRERBLE
Android
BERTE, T2, EENEAER , AR BEFHEREBEERR.

iOS
BIERRE , ARBE— , AR BE VPN MIXEEE  ARBEBHRERTERE, BFERE AWS-
Private-CA I BREF .

macOS

BB Keychain Access , A& BRI System Keychain 35858 B

Windows

BARK certmgr.msc , A% B Personal , A% BIRK Certificates JRERFE B o

SRR PR
SCEP $83% ( /0 "22013, -SCEP fAliRESEEEMM T HE )

- B87 TE[E ONE ##) SCEP URL MEEHEZEHERF AWS F5H CA.

- AIE SCEP #mEELR © curl <SCEP_URL>,

« WZE AWS CloudTrail BFE=_EHE AWS FAH CA #8858 (IssueCertificate XBE ),
APNsfE = (iI0S/macOS)

- HEE APNsBREN , Wi MRie ERNEBEFE,

- JBIE APNSE#RHEE D : telnet gateway.push.apple.com 2195,

- BRREVAERNEBREE RE. BFERSR , UREE),
EREEY  EZEF , AREE , ARREERE,
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AWS B BEREEN EREES

Er
75

« Android : £ Logcat 5} T/E[E ONE A,

« i0S/macOS : log show --predicate 'process == "mdmclient" --last 1h ( & Xcode/Apple
Configurator),

« Windows : E#4®ReY , RABERAEXMRK B , A% Microsoft-Windows-

DeviceManagement.,
« Workspace ONE UEM : &2 , REBBEN O , REREH K RARRREEH.

Wi AR SCEP EE#2#I 54l Connector AWS , 552 B Monitor Connector for SCEP,

REEER

- Z2ifFHH SCEP URLs M#% ., MEFMEF , 552 B AWS Secrets Manager 7.
- BRESRRARGREAERBREE,

- EHIERN Apple #HEIBE A (APNs) BE (XA 15F),

- REICRBERREERIENEE , SRR E KK,

- HREIARE , FREERSBRMEREENERE.

W
W
&

WMEBE MR SCEP E#E55%E Omnissa Workspace ONE UEM 1 CA E&MERR ,
Omnissa Workspace ONE X ### SCEP,

Monitor Connector for SCEP

EEj= R #E3 Connector for SCEP R HAth AWS RS R AIFEM, TTAMMAENEET D, AWS
RETHEE T EREE Connector for SCEP, EZR 4RO , WiBREE B BB 1E

* AWS CloudTrail #EUE AWS tRF B HBARFHE API FFILAMMEESEM4 | WEX BFERELE
TEHY Amazon S3 f#f7RrEE. BRI BIMRLER & MIRETEA AWS APIs, ETIFIURI IR IP i
Hb, BAK AL AY B R

MREERE CloudTrall ERIEH , BREISREAFREENMERIEERBE. ERSHREMH
BEIAFIREBES , Fl0 1P bk, BATHIRERR | URBEEHFailedIREERHIEERTH G
MAE. MFEFMER , 52K _TAWS CloudTrail EAEER. -

- Amazon EventBridge AERIRBBHERERY , IREBRREEAERXEREEERENERE
#E#R, EventBridge 8RR E B2 HEMAER. Software-as-a-Service(SaaS) FEAER AWS R
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https://docs.omnissa.com/bundle/CertificateAuthorityIntegrationsV2302/page/SCEP.html#:~:text=The%20exception%20to%20this%20requirement,Enable%20or%20disable%20the%20proxy.
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AWS FLEBEREEN EREES

RMEBNFERSER , WAEKER KB ZE Lambda F CloudWatch Logs ¥ B &, E R EAERERE
PRENSH  WEBEHEOMNEE, MEFHMEEN , 5528 Amazon EventBridge £ & 5w/,

£
- {£/ EventBridge BE{VE AN SCEP KV E#S
- f£f B Log Connector for SCEP API F:BY} AWS CloudTrail

£ EventBridge BBV E AR SCEP KE#ER

& LAME A Amazon EventBridge BEILEH AWS IR , Y EBIRERKEH , fINEREXTHY
BEEREREE, AWS RENEHSUAEIEEIRR 5 X EiXE| EventBridge, R REFGEMNRA ,
EHEEENEN  URESHFSHRANMESBHETWEE, EventBridge EDBM—IX. MEFH
MEF , FSEEIY EventBridge PRI EHME R ERR A,

CloudWatch Events &£ A EventBridge Hift 5E)¥E. £/ EventBridge , ‘BRI L EASHRFEH
B, HEFMER , 528 1B = Amazon EventBridge ?

Connector for SCEP E{4-3g58¢
BREEITHh

ERMEH RB LB EPkiOperationPosti KK , Connector for SCEP &#%Certificate
Issuance SucceededE#{&iAZE EventBridge.

UTREANEGER.

"version": "Q",
"id": "event_ID",
"detail-type": "Certificate Issuance Succeeded",
"source": "aws.pca-connector-scep",
"account": "account",
"time": "2024-09-12T19:14:567",
"region": "region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"
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https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html

AWS FEBEBREN EAEES
1,
"detail": {
"result": "success",
"requestType": "PkiOperationPost",
"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/

certificate/certificate_ID"

}

BRERTRHR

ERMEER L BZHELAEEPKiOperationPostiEKEF , Connector for SCEP #%Certificate
Issuance FailedE#EiXZE EventBridge,

LT REHNEHER,

{
"version": "0Q",
"id": "event_ID",
"detail-type": "Certificate Issuance Failed",
"source": "aws.pca-connector-scep",
"account": "account",
"time": "2024-09-12T19:14:56Z",
"region": "region",

"resources": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",

"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"

1,
"detail": {

"result": "failure",

"requestType": "PkiOperationPost",

"reason": "The certificate authority is not active."
}

BEREEBEREUNY

ERMWEIGetCACertFERI M W MEUE RN FAE CA RERF , Connector for SCEP &
#Certificate Authority Certificate Retrieval SucceededZE#4EEZE EventBridge.

LT REANEFER.
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{
"version": "Q",
"id": "event_ID",
"detail-type": "Certificate Authority Certificate Retrieval Succeeded",
"source": "aws.pca-connector-scep",
"account": "account",
"time": "2024-09-12T19:14:56Z",
"region": "region",

"resources": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"

iF
"detail": {
"result": "success",
"requestType": "GetCACert"
}

ERMKEIGetCACertFER BB EMEUE RN FE CA RERF , Connector for SCEP &
#Certificate Authority Certificate Retrieval FailedZE#{&iXZE EventBridge. =4
TEXRBNER,

LT REHNEGIER.

"version": "Q",
"id": "event_ID",
"detail-type": "Certificate Authority Certificate Retrieval Failed",
"source": "aws.pca-connector-scep",
"account": "account",
"time": "2024-09-12T19:14:567",
"region": "region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"
1,
"detail": {
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"result": "failure",

"requestType": "GetCACert",

"reason": "The certificate authority certificate validity must be at least one
year from today."

}

BREREEBEREUNL

ERMUWEIGetCACertFER I A HEBUEZERHNFAH CA BFEHF , Connector for SCEP &
#Certificate Authority Certificate Retrieval SucceededZE#&i%XZE EventBridge.

LT REHNEHER,

{
"version": "Q",
"id": "event_ID",
"detail-type": "Certificate Authority Certificate Retrieval Succeeded",
"source": "aws.pca-connector-scep",
"account": "account",
"time": "2024-09-12T19:14:56Z",
"region": "region",

"resources": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"

iF
"detail": {
"result": "success",
"requestType": "GetCACert"
}

BREREENMIBEMEUR

ERMUE SCEP GetCACapsiaRiz K Ih#EEY CA BIThEERF , Connector for SCEP &
#Certificate Authority Capabilities Retrieval SucceededE#EEZE
EventBridge,

LT REANEFER.
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BREREHEB IR

ERMUWE SCEP GetCACapsimR B#AREL CA WZhEERF , Connector for SCEP &
#$Certificate Authority Capabilities Retrieval FailedE#E%Z EventBridge. ¥
MESHFIERBMNEREE,

LT REANEFER.

{

"resources":

L

"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",

"arn:aws:pca-connector-scep:us-
east-1:111122223333:connectorl1223344-1234-1122-2233-112233445566"

1,
"detailType":"Certificate Authority Capabilities Retrieval Failed",

"detail": {
"result":"failure",
"requestType":"GetCACaps",
"reason":"The request was denied due to request throttling."

iy

"source":"aws.pca-connector-scep", "accountId":"111122223333"

}

AT RVERE
AT EERE

MREEZEESHHNIREFTZZESLARA , Connector for SCEP &#Unsupported Operation
InvokedE#&iAZE EventBridge,

{
"version": "Q",
"id": "event_ID",
"detail-type": "Unsupported Operation Invoked",
"source": "aws.pca-connector-scep",
"account": "account",
"time": "2024-09-12T19:14:567",
"region": "region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
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"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"

1,
"detail": {}
}

#1317 EventBridge 5 Al

£ EventBridge # , &AL 31 B FE CloudTrail iis&k 2 EHMR A, EEE IS E Connector for
SCEP eS8k MVFTEEHIA R |, FEASRIRERES aws.pca-connector-scep. MERAWEFME
A , 55287 Amazon EventBridge F 2 35 8,

f# M B Log Connector for SCEP API FERY AWS CloudTrail

Connector for Simple Certificate Enrollment Protocol (SCEP) B &2 RFEE S AWS CloudTrail , it
REARMUERAE. A€, AFmN AWS REMEKIEENF#. CloudTrail &1 Connector for
SCEP WP AP FRILFEER A4, MERIFILZIERE Connector for SCEP AR |, AR
¥t Connector for SCEP API #EMNENBFL, MREEVER , LA L CloudTrail EHFER
{42 Amazon S3 f#17ErE8 , =& Connector for SCEP HWE 4, ENFEZRRFZREEH , A TLLER
CloudTrail EE PN EHBELEHEMAKIEN. BULUER CloudTrail FRRERNER |, HIEE
Connector for SCEP I2HHIEER, RHFBERM IP ik, RHFBRWAE, RHBRNEE , URHM
FHER.

ZEE—L5 TH CloudTrail , 528 "AWS CloudTrail fEA&EIER. -
CloudTrail # SCEP & HYE1EES

EREMIRE AWS IRF B |, 889 L€ CloudTrail, £ Connector for SCEP HE4FEF |, %55
BEHEE4RRIREDHNEHMREE AWS B4 —524TE CloudTrail B#H, B LUE R, BS
MTEHREWEHS AWS tRF, MEFMEN , 5208 "FH CloudTrail EHEF RHEBEEH o

WFISFECHE PSS AWS IRE |, 83 Connector for SCEP IS4 |, SFEBME, BRAEE
CloudTrail # BFFE R I E Amazon S3 REFETE. KFER , EREEREPEMEHRE  XEHS
ERZEMEN AWS B, MREEEHK AWS 2EEFFIEEBNEHN , W AFEREEXITIEEN
Amazon S3 B8, tbHL |, BAILIEREH AL AWS RS , Ll —F D FEE CloudTrail HESH I
ENEAHER. NEFHAER K BFSETIRE

o BB ELER
e CloudTrail X ENREFNES
« X% CloudTrail B Amazon SNS &4
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AWS B BB IREEN EREER
- EWZEEEI CloudTrail B 5EHERMEWZERFER CloudTrail HEHER

CloudTrail €52#F7E Connector for SCEP BjfE , 352 #%7E Connector for SCEP API 2& &, flin ,
¥ CreateConnector, GetConnector M CreateChallenge Bh4E2% H Y TE CloudTrail 52
BEZPELEESR,

B-EEMNIARERFETSELFRENERA. B ERATHBEHE THIEE

- REMEABH AWS Identity and Access Management (IAM) & ZE A ERHEHEE R,
- REZERK , REEATHEACGIBME I EAENETRELRBRE.

- BREGHHEM AWS BRERE,

#EREEH SCEP AFmEBIR.

'!‘*

A\

HI‘H

MEFMER , F2E CloudTrail userldentity ST,

BAR SCEP EEBEHMERERS

Connector for SCEP E& CloudTrail & , Lic#&EMAE. A Connector for SCEP F1H) AWS AR
PR API BitE. A LAEEA CloudTrail BIEFEE#2E Connector for SCEP API 53R , M#§ B &7 5K
1£ Amazon Simple Storage Service, Amazon CloudWatch Logs #1 Amazon CloudWatch Events

i, Connector for SCEP X &% T 58 {Eac#%A CloudTrail BFERFPHEH -

» CreateChallenge

* CreateConnector

» GetConnector

» GetChallengeMetadata

» GetChallengePassword

* DeleteConnector

» DeleteChallenge

CloudTrail ## SCEP BRI =4/ iE#Ess

EREHREGEE ERLATREERHATHERIRENER , 6l , EE0NHAFIREX SCEP
GetCACaps AEFEHES WA, ELERBAERTHIRE, BERHEHEERAEERIEE, RIF
¥85% |, CloudTrail T &R EAEREY | CloudTrail EHE L LE BT ERBELEREH,
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AWS B BEREEN EREES

EXNEAHEXXAEANER. WMF CloudTrail EENFMAER ,

SE2@ AWS CloudTrail &,

BT LAE A CloudTrail £#& AWS CLIEL CloudTrail APl 2 4#EXREE

#KAWS : : PCAConnectorSCEP: :ConnectorERERMNEREH., MBI HERSHFH
& , 5528 AWS CloudTrail (A EEMPIEH AWS BEEIES EHERSHNER AWS
Command Line Interfaceit 8 & B B4,

TRYIHBET LA E R EHH Connector for SCEP ERER, EREHER (X2 A) ERITEETR
¢ CloudTrail £ & LN EREHERFEPEIEN{E. resources.type ERMSRET~E , EEEFEH
AWS CLI g CloudTrail APIs 5% E & S4B RFIE €& resources. typefE., & ZE CloudTrail

WER APl ERHTESHHERERBE /R HE CloudTrail By API FELY,
ERSEHER (XA resources.type & FC8% % CloudTrail B9& % API
E R AWS : : PCAConnectorS « PKIOperationGet - %H
CEP: :Connector RYEESENER FHnE
RHEEPKCSReqEH

HTTP GET SCEP 3R , B
ZAENBRERES ]
SESIFERPKIOperat
ion o

« PKIOperationPost - %l
REhEEENE R T Hin
R HEEPKCSReqAER
HTTP POST SCEP 3K ,
BEZAENRERESR |, A
SE4EMFERPKIOperat
ion .

« GetCACaps - HNR[EE
BEBENENTEHminIEH
‘BEGetCACaps FAEH
SCEP %X , BIE4,

« GetCACert - HNR[EE
ESENER iR
‘GEGetCACert FAEH
SCEP @&k , AIE4,
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& 0] BARR B P B 38 BB 2R EFiZ eventName, readOnly H resources.ARN 4y , LAERC &Y
BEENEH., THEGREREHHERER JSON @18 , HAEETHEBIERENEH. MEEEE
LR M EEMRE R |, 5528 (AWS CloudTrail APl 22£) d iy AdvancedFieldSelector,

[
{
"name": "connector-scep-events",
"fieldSelectors": [
{
"field": "eventCategory",
"equals": [
"Data"
]
.
{
"field": "resources.type",
"equals": [
"AWS: :PCAConnectorSCEP: :Connector"
]
.
{
"field": "resources.ARN",
"equals": [

"arn:aws:pca-connector-scep:US West (N.
California):111122223333:connector/11223344-1122-2233-3344-cae95a00d2a7"
]
}
]
}
]

FifI11E B

EME—EERE  EEEHUAFERNERARMSEZRIEERN Amazon S3 #ZEETE, CloudTrall B&E
EREES—SZEEARFER, —BAEHATMARFRIRHNE—FER , YIEEREE, BHRHO B G
B, BFRSEBEEN, CloudTrail HFEEIWIEKRLHE API I HEEBEHEEF , Rt FEUEMSEEIE
FHR,

il 1 EEEH, CreateConnector

LT EFBRUERETR CreateConnector EfEH CloudTrail B55ER
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AABB1122CCDD4455HHJJ1:11cc33nn2a97724dc48a89071111111111",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AABB1122CCDD4455HHJIJ1",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "my-user-name"
},
"attributes": {
"creationDate": "2024-08-16T17:46:417",
"mfaAuthenticated": "false"

}
1,
"eventTime": "2024-08-16T17:48:07Z",
"eventSource": "pca-connector-scep.amazonaws.com",
"eventName": "CreateConnector",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.0.0.0",
"userAgent": "Python/3.11.8 Darwin/22.6.0 exe/x86_64",
"requestParameters": {
"ClientToken": "11223344-2222-3333-4444-666555444555",
"CertificateAuthorityArn": "arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/alb2c3d4-5678-90ab-cdef-EXAMPLE22222"
.
"responseElements": {
"ConnectorArn": "arn:aws:pca-connector-scep:us-east-1:111122223333:connector/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
.
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
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"eventCategory": '"Management"

}

&l 2 : EEEMH., CreateChallenge

LT &BIf RN R CreateChallenge EEH CloudTrail BE$EH

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AABB1122CCDD4455HH]J1:11cc33nn2a97724dc48a89071111111111",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AABB1122CCDD4455HHJIJ1",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "user-name"
.
"attributes": {
"creationDate": "2024-08-16T17:46:417",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-08-16T17:47:527",
"eventSource": "pca-connector-scep.amazonaws.com",
"eventName": "CreateChallenge",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.0.0.0",
"userAgent": "Python/3.11.8 Darwin/22.6.0 exe/x86_64",
"requestParameters": {

"ConnectorArn": "arn:aws:pca-connector-scep:us-east-1:111122223333:connector/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"ClientToken": "11223344-2222-3333-4444-666555444555"
1,
"responseElements": {
"Challenge": {
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"Arn": "arn:aws:pca-connector-scep:us-

east-1:111122223333:connector/9cac40@bc-acba-412e-9a24-f255ef2fe79a/alb2c3d4-5678-90ab-

cdef-EXAMPLE22222",
"ConnectorArn": "arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"CreatedAt": 1723830472.942,
"Password": "**x",
"UpdatedAt": 1723830472.942
}
.
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

}

&l 3: EEEH, GetChallengePassword

LT &6l RN ER R GetChallengePassword B/ CloudTrail BB H

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",

"principalId": "AABB1122CCDD4455HHJ]J1:11cc33nn2a97724dc48a89071111111111"

"arn": "arn:aws:sts::111122223333:assumed-role/Admin",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AABB1122CCDD4455HHJIJ1",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "905418114790",
"userName": "111122223333"
I
"attributes": {
"creationDate": "2024-08-16T17:55:01Z",
"mfaAuthenticated": "false"

}I
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"invokedBy": "signin.amazonaws.com"
I
"eventTime": "2024-08-16T17:55:547",
"eventSource": "pca-connector-scep.amazonaws.com",
"eventName": "GetChallengePassword",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.0.0.0",

"userAgent": "Python/3.11.8 Darwin/22.6.0 exe/x86_64",

"requestParameters": {

"ChallengeArn": "arn:aws:pca-connector-scep:us-east-1:111122223333:challenge/

alb2c3d4-5678-90ab-cdef-EXAMPLE33333"

.

"responseElements": null,

"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",

"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management"

}

il 4 : ERIEH. PkiOperationPost

T3 & HIFE R R K B PkiOperationPostFEIUAY CloudTrail HFEIEH ., B S S#HRRBMERA
B, URKBHERA,

"eventVersion": "1.10",
"userIdentity": {
"type": "FederatedUser",
"principallId": "111122223333",
"accountId": "111122223333"

I

"eventTime": "2024-08-16T17:40:09Z7",
"eventSource": "pca-connector-scep.amazonaws.com",
"eventName": "PkiOperationPost",

"awsRegion": "us-east-1",

"sourceIPAddress": "10.0.0.0",
"userAgent": "Python/3.11.8 Darwin/22.6.0 exe/x86_64",
"errorCode": "BadRequestException",
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"errorMessage": "The certificate authority is not in

certificates (Service: AcmPca, Status Code: 400, Request ID:

EXAMPLE55555)",
"requestParameters": null,
"responseElements": null,
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
"readOnly": false,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::PCAConnectorSCEP::Connector",
"ARN":
alb2c3d4-5678-90ab-cdef-EXAMPLE33333"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "905418114790",
"eventCategory": "Data",
"tlsDetails": {
"clientProvidedHostHeader":
EXAMPLE33333.enroll.pca-connector-scep.us-east-1.api.aws"
}
}

a valid state for issuing

alb2c3d4-5678-90ab-cdef-

"arn:aws:pca-connector-scep:us-east-1:111122223333:connector/

"111122223333-alb2c3d4-5678-90ab-cdef -
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