adws

£ IEEUVERENREIEETE AWS

AWS 7 %185l

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS 7 g5l £ FRETRRNRREETE AWS

AWS T RiE5|: £ LERETRBENRIEEE AWS

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon WA EMEENB B RAMEMIE Amazon WERBRYE , BT ITREERFF IR
&, R EDSE Amazon BEZENHNFEH Amazon WEEZENEENE, A HEHMIE Amazon 5
ENEENAHRSEHEENME  SLHEETEMEBR Amazon , RE Amazon BEEBE , 7R
=% | Amazon #B8f,




AWS 7 g5l £ FRETRRNRREETE AWS

Table of Contents

BT T ettt ettt ettt ettt b ettt oA et et A A e et seae st s e s et et beae ettt e st sene et aesene s 1
B B R ittt ettt b ettt ettt ettt st s s 2

B B oot b e a ettt eete et e aeete st et et e eteebeeaeebeeaeest et e eteeteereereeneeneeneas 2
B .ottt et a ettt a et et h A et et b e s b st et s s et st a ettt e e st esene s s sene s 3
TR R AT .ottt ettt b ettt ettt s 3
w2l T = OO SOTU PP 4
B B B BB T .ttt bt neenenas 5
B R R ER . oottt ettt ne et be st re e ne e re e 5
N R Y = - SRR 6

B B oottt b bttt et oAt et A et a e s At et Re et e Rt et ese et ebe et be st eae s se st neas 6
B oottt b et h et et et e teeaeeaeereeneenaennes 7
B e B B R .ottt ettt 7
FaN g b= o] T 1< 1= T o (o ] (USRS 7
AWS SeCUrity HUD ... e e e e e e e e e e e 8

B R R B EE ..ottt b ettt ettt 10
T2 = L RS T TR 11
FEF SECUIMLY HUD ...ttt et eete et e et e e e e eneeteeeenneneaeeas 12
BRI oottt bbbttt s 13
B R B R ..ottt r ettt ettt ettt 13
T R R B BN HETE B I MEIE oo 14
BB R REIEEE ..ottt a ettt bt s 15
BIAT] .ottt ettt b et b et et b et et s et et s et ettt setene s 16
BEBBREID ..ottt 16
EIRBIBKEID ...ttt 17
FERRTZIUBREIDN ...t 18
T 0BT ...ttt ettt a et b ettt b sttt s ettt ettt se st s 20
R R bbbt 20
Security HUD T B ..ottt a et 20
R AIEIEZIER oottt 21
=10 SRR 23
AWS BRI SR ..ottt ettt et te e aae e, 23
= N R — - SRR 23
STHE B EEARER ..ottt bt bttt a et b et bt R et et e et et e et neesene e 24
B B R oiii ittt et et e e et et e teeteeeteeee et eteeeeeteeteateeteeeeeteeteeteeateeee et eateereeateeeeeaeeareenes 25




AWS 7 g5l £ FRETRRNRREETE AWS

e e eeeeeeeeeeeeeeeeieieisssssseeeeeeeteeaeeeeeeeeaaaaeaiateba———eeetataaaaaaaeeeaaaaaaannnrareees 25
A e oo e e e e —t————————teeeeeeeeeeeeeaeeiaaa————eeeaaaaaaaeeaaeaaaaaaaarraraaaaes 25
B et e e e e e oo e e e eeea——————————etaeaeeeaeaaaaaaaiaabbb————aaaaaaaaaaaaeaaaaaanes 28
K e e e e e e e eeeeb————————eeeeaaeeeeeeeaaaaaaiaatta————araaaaaaaaaaaaaaaaananes 29
DD e oo oo oo eeeaaa————————eteteeeeeeeeeaaaaeeeattba———eetaeaaaaaaeaaeaaaaaaaaaararrarneaees 32
E oo et e e e e oo e e e e e e eeeab————————eeeeeaeeeeeeeaaaaiiiatbbbra———aaaaaaaaaaaaaaaaaaaanes 35
ettt ———————eeeeeeeeeeeeeeeeiesstte—a———eeetaeaaaaaaaaaaaaaaaaaraara—aaaaaaaaaaans 37
G e oo oo eeeaa————————eeeeeeeeeeeeeaaaeeeastt—e——eeeetaaaaaeaaaeaaaaaanaaa—————araaaaaans 38
H ettt e e —————————eeteeeeeeeeeeeaaeeeatbba————etataaaaaaeaaeaaaaaaaaantarraanaaees 39
ettt — e eeeeeeeeeeeeeeeeeeiasseseteeeeeetetaeeeeeaaaaaaaaitastt——teaeaaaaaaaaeaaaaaaaaannarrareees 40
L oo et eeeeeeeeeeeeeeeeeaaett—————eeeteeaaeaeaaeeeaaaaaaaattba——eareaaaaaaaaaaaaaaaans 42
Vet e eeeeeeeeeeeeeeeeeeeasttt—————eeetataaaeeaeeeeaaaaaanaabrar——arraaaaaaaaaaaaaaaans 43
O e ————————eteeeeeeeeeeeeaaeeiatts————eeeeaaaaaaaaeaaaaaaaaa—————————aaaaaans 47
P e e e e e e e e e e e e eeeaa————————eettaaaeeaeaaaaaeaiaabbr—————ataaaaaaaaaeeaaaaanes 49
O USSP 51
R e e oo oo a—————————eeteeeeeeeeeeeaaeeeattaa————etaataaaaaaaaeaaaaaaaaaararraaneaees 52
S ettt ———————eeeeeeeeeeeeeeeeeeiattt——————ettaaaaaaeaaaaaaaaiaaa—a———ataaaaaaaaaaans 54
L OO RUURURTRRRN 57
U et e e e e e oo e eeaaa———————eeeteeeeeeeeeaaaaeeeattaaa——eeeataaaaaaeaaeaaaaaaaanrarraaeeeees 58
N et e e e e e e et eeeeeeetttt—————eeeeeeeeeeeeaeeaaaiiassee—eeeetttaaaaeeaaeaaaaaaaaaarareeeees 59
N e e e e oo e e e e —t————————eeeeeeeeeeaeeaeeeaaaaa———eeeeataaaaaeaaeaaaaaaaaaaraaeaaaes 59
Z e et ———————eeeeeeeeeeeeeeeeeeiiseteee——eeeeeeaaaaeaeeaeaaaaiiatttaeaerreaaaaaaaaaaaaaaaaaans 60
............................................................................................................................................................. Ixi




AWS 7 g5l £ FRETRRNRREETE AWS

£ L RETERGRDEEE AWS

Anna McAbee #l Megan O'Neil , Amazon Web Services (AWS)

2023 £ 10 A (XHE L)

RIBEFEANEREN  SETENRHTREAEERRETELERLBERE, MRRIFEEEL
BEBENESF , cMULREREE  BEFEERERNEFBTIHEARESTE. 718 , EBERL
MiRREEFENBEN TEEAE  ENEBTUREN S ERAEZTERFNAEBERTE,

REAEEZENERR, HFEBLIER. Fit. BENFRERE. 5—FHH , SHEXERZERNEHED
FHEE  UBRIJMEERLRE. BHEEAEEIAZRIEEN—ELFE. —BMS , RARZBEE
BF2 M patch-in-placef2/F ( 878 Amitigate-in-placef2fF ) , AfRREIR. BENBHERL , UREE
HRITHEERF , LB HIE#E Amazon Machine Image (AMIs), BRESSEBEH, ELEBFAH
BENARERFRECDEZTRERE. SREEREPNBREIMRK , £ Mpatch-in-placef2F AT gELL
EMBPHEETN AMI BEREEASE., SREHHESHRERS |, SINEERK (0OS) MHABEBHER ,
BRMERECEAEEREZREFRREENAIE  RBETTAHRBEREE K, EUAREREESRE
HEENEBEY. BULUEREHEEXEES, BIheE AWS Systems Managersi Hfth 55 =5 = M
A Fipatch-in-placeffRF R, WEFEABHEXEEENFHTES , F2EERRAREPNEHRE
B : Operations Perspective, AWS b4\ , WA BAEH EC2 Image Builder BB, EEFI
£ B 5T Mup-to-datefd IR 25 AR 15 .

£ LRERERNREEEFE  RTEESHAEARARZH , B AWS S REBERABANBERR
H. EBimiHRERE | IR INBZRA Amazon Simple Storage Service (Amazon S3) #1ZEr# | FEXE
BHEEBRIEUN I ENEERF. EEMERBRT , EARXERXEREGYHAEEARINZS
MHEE 6 SIEERERRE. AR MREXETERENREEEEINEEE,

AIEEFRIAECRBNERBFIEE | UREEERKR, FATIHSHREBENRBHTENREE
HEE -

1. %0 - EFAR, RN, UEE, FERSERETNRR.

2. 7 EABE - BRLBEFERAETHENZHEEE , BABENEEDE  RARKRIUEEBE.
3. HEMWE - EABEHERBL NEHE , RRRBUTENRBEEFTE

BEERRRAEEFEBESIRNRBER, BAEETNEBRFEEERIEF  YEREFRBEENFTE
HEE , ARESHHRMMEENENRBEER,



https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://docs.aws.amazon.com/whitepapers/latest/aws-caf-operations-perspective/patch-management.html
https://docs.aws.amazon.com/whitepapers/latest/aws-caf-operations-perspective/patch-management.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html

AWS 7 g5l £ FRETRRNRREETE AWS
BRER

FAEFREARER =T EERAE R MERERRNARELE  Z2EB. Bw=E#EH 0 (CCoE)
FERERK , AREBARRX (FHEBAE) B, AEEEAKERNEREFRE K YRETELR
FEEENERLE  UEAREORLZLBESTEYRELZLHER. £F NES AWS Tt TR

BANTENREEE ; T8 , EAMERAERPNFZHRE | IS TRANRERENB/NER.

HR
A SR T 8 B A R R AR -

- FIEBRUECREERESRASE

- BUME K BREEESBRIGEAEXER

- AWS B RIBAIRE MR R E BN REBBRERED
- DRLEPEFROAARE

- BMHEBINRENRBOTENREEEETE

- WELREAERRTRMISAERRLENE

BEHR 2



AWS 7 g5l £ FRETRRNRREETE AWS

T RE R ERE 8l

ERBETVERNFIEEHEIRABTAL, RBEEF  UIRBREEFEFEEENRN. A, B
FAEMEARNRREEHIAEREE , EXARBRRESCMARAREEERA.

FIEENAHEME G RN EREE , LERTRENFRAEETE AWS,
ES]

- ERREEEE

- DRLLHERRE

- ABFEBERNE

- EREN AWS RiE

- EEFE AWS B2 NNE

- BE AWS T2 R

- EfpEREEEBEEE

EERAEEE

ERERFRAEEFENE - PRERFAEETE, KBTS LNEBERNBENER. FIEF
SR ELHEMERULAE, FEEEFERSH Y  BEETSTHIRE

- BENSEE - SR RAEENER. HEEMEE,

- AENEMR - JIHFIEENREEE L FARAEET,

- WRBEMNELIEFER - RE N2 iR R E MR NAHEE R LIEF.

- AREENRBERIGE (SLAS) - HHBEBREMER , EREERFTEMRLZLBABEBTEMEN
B LR, AR SLA SRREERARATRENRAEEFETTRRY —H2 , FEBNER

BREBMRIEL SLAs,

« BIARRIERF - FERARR., RANEFHIARRNEF, LEFEBRROARRE L, BEE
BRI B 32 2iE k.

- WAEARER - FIHELERERAEERNREHTE, MFEHE AWS BRI TTRERLZLHELRE
BRI FAES  FEREAEERE AWS Z2RBEHH .

E&FTE 3



AWS 75 %83 £ L RETREQRDEEHE AWS
HABLEREXNNMNERTEANLAFHERER  ESEEENFIEETENRE —E-N, £F
ERERESLABNFREEE. FHBZRENEBREBEAITENGTE , Lk A EEREEIANTE
B R AV,

PERLZLHEEE
AWS HEEEHBEST AWS REFFNAXARRERRSNARNEE, EHEEST , &

AWS REHT PAAERBHERRE AWS Bin , M AWS EFFRERFHERNEAEANE
£,

BUNEABANEFER  YEERNEARXERCBIEET. ENHPEERRHERRERE
258 RARRAEAERSHAHEARANELZ2EE., HESERESHENHER K NRE
BHEREER  AFEEERERNRZEM,

#rEEEF I EAERARAERNRES s RREADXZ2TE  GEENEAERXEREBL. &
1], EFRERARZ N, REBERUURLZEERERABRABREATLE , AREAEXBERAIER
ELETEREHAIMRABASHEZENHABRALTR, EFURNESEGER ZBHRR  ELEB
FEREEUNRZEER,

TEREBRSFAEES RGEARXBRN LR | WRHEHEH,

SR

1

B{E

ERENZEER - BEFE
BAEER? EFERAERZE
BREFLERER,

PR R L FT/RAVIEH - 1425
AERE , LERER LRI
EME? REBEMTETEE
BB AR 2

ERIH X HHEE] - BREL
7E, SR ABEE S

i 5

BHREFREERAERE D
B K AEPR 7 HL

ATEHEAEX G 2NRE
FERR , %2 i {E & 5112
3

* Use AWS Identity and
Access Management (IAM)

y=:h =)
- BAE IAM BERPERAER
FIT

—Bi% , B RS L EE
MEIHE , BRLENT

ST


https://aws.amazon.com/compliance/shared-responsibility-model/

AWS 7 g5l £ FRETRRNRREETE AWS

TR Bk 545
FHEAS , Ui MEFE R2£8 IAM BEHM Amazon
il ? Simple Storage Service

(Amazon S3) fFEFETEBEIR,
BETE , S ESEREHN
183X+ (CI/ICD) EEF#RA
BERBHEBRAR , flmEH
AWS Config 3 BI47 X 85T
o

4 FREBATEREANKR - & R LA B R M AER
B el BALHEARARE % (1aC) , AHBERKEER
BRMFABRATEEEANKE  RAN IAM BER, SRR
s ? ABREFEFFRELAER
EFBY X o

LHR, AR URERER

BRXBRBEARTEARMBRZEER , BEAREERS, EBERE
, PBAEEREAEFSEBTERE

EXERATRENSAREEZHCNLZ2ERE. BRMS
SEARLER.

R EETE

# Edefense-in-depthiWAERE , FEUFABEERTE , FEBAANAETUREZ2FEANER.

HREBTPHIAR  FEYEFREXERIFE, EATUNEBRIFRANE FEHRTK. EmERE
BEWMERr  SHWEIHLATHER  UTEREXMMEINEMRERELR,

HREBNTHWAR , FEVARREEEZSRRANASBEE, Sl , F2EAWS FRHSHEE,
R REISHEEED  UGBREBEBHNERNEE, FRIBEFETESREEINESED B
LFEBAEARENEEK AT asEENit. REERRAAEANBRETEREAMETERARL 1
HBER. KZEBIRMENBHREFERG K MEFE - LERFES BEIE#TMK,

HIRE AWS RIS

EEEEMREEEIREZH , FRELN AWS RIREAEBRIETRENFBEEE, & AWS
kP MABSNRLERRERITUBCEETREYRIEETENER.

FEBIEEE 5


https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config-rules.html
https://aws.amazon.com/security/vulnerability-reporting/

AWS FEig5| £ LEENEENREEESTE AWS
BZ% AWS tRFE &8

AWS Organizations FEE SN EBERRNIERE AWS EF , BBRETFEENEE AWS RiE, T8
AWS Organizations @& EMN &6 AWS IRF REBEBRHESAREN , MELUE-BENVEETE
. &TLAHE AWS Organizations A EERFHNEARFETER, NFFMER , F2H AWS
Organizations 758828

BERGE PEEBEZN AWS ZIRFIRE AWS Organizations, JEBBREIL L AINRFE MERMN TS
T, EAXENERSERRIEENHRBEEE, FAEXERTEEREBAITHIIRS,

AWS Control Tower AIHBIEREMNERE AWS ZIRFIRE K WERREREER. IREEREBIUZ
RFEIRE , AWS Control Tower 2 RIFH 2,

BHEREERAWS 222 E 84 (AWS SRA) HFRNEAIRFEBMREER, Security Tooling
IREFRBEEEZEBHENEREES, AEEHEASREABRERIRFPRERIEEIENFRE
o ELEEFABEN OU) WERARFHIEERAEN, EEABEARARXEYRANIHFER
EBiRifmgMAmN R RR, WEEASIKRFIEZRFTRANEHOEBET K F2RLAZERS
AEAIEH AWS IRIE (AWS BEE ) o

RERBWIRSHS  TREARFETEER LY STREHRIERHANEREE.
EE. BENEHBITRER

BEBREEME , TMATRERREMEN AWS B, NMFEFMEF , F2HELLEN AWS ER,
BRLMERAERREREBAR , fIMEREN, BAEXESE, RENBEDPL, TRETF—E#H
PIRE,

il (=]

BusinessUnit HumanResources
CostCenter CC101

ApplicationTeam HumanResourcesTechnology
RIR £E

BERTHBEHEBBEFTENELIEF. flW, ©UiHEE
- BRI EEHRENERERSE

AWS 1RF #18 6


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/dedicated-accounts.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/application.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/benefits-of-using-multiple-aws-accounts.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/benefits-of-using-multiple-aws-accounts.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS B E | £ L RETREQRDEEHE AWS
- ERtPERAEARRBEVEAEAEER

- SHEREERNSBEEREEEENREY , SIMEAFDBIER PI) RZSFEZE (PCl) EH

« MABRETFNEREE  fINEBRERNBABRRETAHENNEEESR

ATHHEAREERERWER  BUBEER AWS SRREEE AWS BEE ) hRIERE
B IS .

Byl AWS 24205

BB EBEHAAEHERAWS 220G, T2 LNETNBHNSEAFTNEZLARBPE. X8
HWRBMNEANER. BEALGTRZENEN RSS HE , YRERFRENMBREL NS , BA

A EEEN D

EE AWS R R

AWS R EBR 2R , EEHBREEN AWS RE., $HHENREEENE , RMERE AWS
R ERERFRRATHIER

« Amazon GuardDuty Al BIEBIZRIBEHPNIERA PR E,. GuardDuty FAERZ R A B AR BIIRE S
FAWRIRE. SHaUBBET#REFARENTZE,

« AWS Health ATZEEFE 7 HERMEE , UKk AWS BRI N tRE/RY AT A4,

« AWS Identity and Access Management Access Analyzer @2 #T#& AWS BRIEF B RAERHIK
R, URAEATERLANER. EHBBERBNEENTRERNERERNRE. stERS A
HHAERNE—E#ITEEE | 1AM Access Analyzer B2 E £ — BB E,

« Amazon Inspector 2 —BIREEERE , TiHERHE AWS TEEHEREERRREINENN B
RE,

« AWS Security Hub AT GBI R IRIBLR £ EXZERE AWS RIEE | WERAERERRE KR, CEBBSE
BHM AWS 42 AWS BBNE=ZFLL2TENFAETHER , BEHZSRENSERIE,

A EIET ER AT BR A M ERE Amazon Inspector 1 Security Hub , A BN E 2 I WIER NIRRT E,
EREEEFTE R FEA Amazon Inspector

Amazon Inspector @ —BIREEERYE , THEREER Amazon Elastic Compute Cloud (Amazon
EC2) #11T{E#. Amazon Elastic Container Registry (Amazon ECR) B&si & , A% AWS Lambda

ERadg 7


https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/building-your-tagging-strategy.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/building-your-tagging-strategy.html
https://aws.amazon.com/security/security-bulletins/?card-body.sort-by=item.additionalFields.bulletinId&card-body.sort-order=desc&awsf.bulletins-flag=*all&awsf.bulletins-year=*all
https://aws.amazon.com/security/security-bulletins/rss/feed/
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html

AWS 7 g5l £ FRETRRNRREETE AWS

BRENENFEREBENHE, B LR Amazon Inspector JREVSEE AWS RBHEE R RN T
R, WHEMRREEIER.

Amazon Inspector BEERNEZELMBEPFHFETIGLNRE. CEEBEMFHEER , LEER

BESIAFREMNEE, flin , EREEC2HTEB LZENEN. RESHES , AIBRHFEERN

FERRBMERE (CVE) B, cREHRHE. E Amazon Inspector R BIRIBHFARNBREEE <

ELXZNURAENBEEEE, AeERRHEERRINTEENR , 8FETHES

« Amazon Inspector &k &

- ERREFD R (CVSS) 5 &

- ZHENER

- RB Amazon, Recorded Futurefl By CVE JRAEFHRE R Cybersecurity and Infrastructure Security
Agency (CISA)

. BERE

WFEELE Amazon Inspector FIEREA , 5828 Amazon Inspector AF9, AREHEBFEEA Amazon
Inspector ZRIBMMEMAREEIE : BURFRENZSIRFRE, NMRECEERBERABRKENZE
AWS tRF | BEREMEHZIRFIREIEIE AWS Organizations.

BB AZIRFIREE Amazon Inspector B |, BB LUS B+ #YIR F 15 7E A Amazon Inspector Zifik
EEE, EREEESVIUEBHEMKENFASTHERN —LRE, fl , EREBEVURKRAIERER
FRARELERNVFHMEN. RARERAREBRFHNFEE , URBERHENER. AWS SRA &R
BYZETEIRE , ¥Wi§EAYE Amazon Inspector ZEREE &,

EiREEEEN AWS Security Hub F £

£ LREVERNBSEEENE  RTERERRARZ |, E AWS SR EBEREENAE R,
AWS Security Hub Al BB IR IRIB R S EXZEERE AWS RIE | YR FIZRAEARLRR, Security Hub
th AWS BBEEHME S AWS RBENE=ZFLZ2IENZLHAERER , BEH P2 RENLER
o

ETHEEF , BARMEERE Security Hub X EENFEAEEF SN FEEBNES

 E%%E Security Hub
« B Security Hub &%
« &I Security Hub ALK R

AWS Security Hub 8


https://docs.aws.amazon.com/inspector/latest/user/findings-understanding-score.html
https://www.first.org/cvss/calculator/3.1
https://www.recordedfuture.com/
https://www.cisa.gov/
https://www.cisa.gov/
https://docs.aws.amazon.com/inspector/latest/user/getting_started_tutorial.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html

AWS 7 g5l £ FRETRRNRREETE AWS

- REMEZLBEHENTEZREBELSE

% E Security Hub

MERERSA , FSEFRE AWS Security Hub, HESEMA Security Hub , BXARA AWS Config.
MEFHMEF , F2E Security Hub XA EY LA FMZRE AWS Config.

MR AREL S AWS Organizations , & A UGBS EEIRF 5 E RS A Security Hub ZIREES,
WMERA , FSEIEE Security Hub ZREE S, AWS SRA EEREE L Security Tooling 1RF |, I
#H A E Security Hub ZREES,

EMNEESTUBEABBPEFTEREIRFERE Security Hub , k45 8238 Lotk 5 A8 ER Hs A 7
BEEE, BEREHERA AWS B MFFrE A AWS Config Security Hub AWS 1RF ., #&A[ LR E
Security Hub BB #RBIR S48 %A Security Hub FREIRFE, WERE , BFSREEBRERNKE
&S,

BUA Security Hub 2%

Security Hub EBHZ 2 BB TEHLNFERLRERELBBAFTE, EERIERE-—FZELL
AR, ELEFBETHEYBEEFAEETNER,

B I&1E Security Hub FREUAZ %S | Security Hub € B BI AR E AR ZEEM = H1E, Security Hub
£/ AWS Config REAIRFMITHERFHENASELZE2BE, B LIRERBAZER Security Hub
X, MEFMET , BF2E PN L B EMERE AWS Security Hub, IMNETENEEFE  F2H
Security Hub B¥2#

MREVEBEARBEERINZLRE  BABRBEERAAWS ER L2 HEEK (FSBP) %, IE
EEEEAITRF AWS 1RF NERRHZEREETR. & AWS REIWEES EHRER , LUREHD
REMBRTS. ¥ FSBP AERERETH ER , FEBRARMERE,

B Security Hub AEHR

Security Hub IREBEEE , IR RREEBREBEEBPAEREER , X 7H AWS RIENLTLME,
ATHBEERRMBEEE K RABRELMA T M@ Security Hub Thag :

- ERAEEARERREFAEER. BAERREN. BR. BHSRANRE , URESE AWS B 5
E-RREINZ DB,

- ERASHNEFBESE  EBBREENBBEBFERFEFDBEFERT. EENIKRSHFREMEHH2
HAEERE , AERHEEARZERANERE , Security Hub MEABERFENREREEL
E-HRERRAREERERN.

AWS Security Hub 9


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-prereq-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html#designate-admin-overview
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-accounts-orgs.html
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html
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https://docs.aws.amazon.com/inspector/latest/user/findings-understanding-score.html
https://www.cve.org/
https://docs.aws.amazon.com/inspector/latest/user/findings-understanding-score.html#vulnerability-intel
https://docs.aws.amazon.com/inspector/latest/user/findings-understanding-score.html#vulnerability-intel
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_findings.html#guardduty_findings-severity
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-control-details.html#control-findings-severity
https://docs.aws.amazon.com/securityhub/latest/userguide/automation-rules.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-active.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-2
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-6
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-23
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudtrail-controls.html#cloudtrail-1
https://docs.aws.amazon.com/securityhub/latest/userguide/config-controls.html#config-1
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-2
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
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https://www.terraform.io/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudfront-controls.html#cloudfront-1
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-19
https://docs.aws.amazon.com/securityhub/latest/userguide/codebuild-controls.html#codebuild-1
https://docs.aws.amazon.com/securityhub/latest/userguide/ecs-controls.html#ecs-4
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-1
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-19
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config-rules.html#aws-config-rules-evaluation-modes
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