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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/benefits-of-using-multiple-aws-accounts.html
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html#guidelines-for-multi-account-setup
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-peering.html
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https://aws.amazon.com/architecture/well-architected
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/intro.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/capabilities.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-enable-root-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#root
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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5. AWS Control Tower works FYIRIE., WFEFMENR , FSRREZEEE (XH) FEEREWE
o AWS Control Tower

EIRER REEFEREGR AWS Control Tower , B LUEBRI = EHAIRE . E2ikFE,. BEFHERE
MEZIRE, MEFMER , BF2RTELELHIRE (AWS Control Tower X ) . HREEIRS |, &4
BAEAREEEMNIEESENBEEIRFREEEEZEEE. HRARHENEKIRE , SR EEERE
BEARFE AWS 1RF |, B AT BLA & AWS Control Tower B ITIELEIRS,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#organizationalunit
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/consolidated-billing.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/consolidated-billing.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_best-practices.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#how-it-works-setup
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#how-it-works-setup
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#what-shared
https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html
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ME , FSEEE AWS [ EHEZEF (AWS Control Tower X ) o

o £ PEREXRPFEREE R AWS Control Tower , RFIBREZELEH DR T 5 OUsHIIRE :
- EBEIZAS Security OU EF @A A Security_Prod , REALL OU ASAREEZRHE AWS IRF,

- RMEZEEAEF AWS Control Tower B EEAH OU , RERNVEEFHEEIEERH., £T—
gith | BOULEIEER OU FEMN HM OU , AREMBEN AWS IRF,

- BEZH# Log Archive AWS 1RF MEFRRNEHEFHwH A log-archive-prod,
- BRBERIRFREZREH WA A A security-tooling-prod.

- BTHBIBLLLEESR , AWS FEE AWS 1RF EEFEARERLHE , THESHEFIEZE AWS Control
Tower BRI, MREFEHNZE AWS IRF TE2EMAEREELREHENE |, BUEHES FAE
TE AWS & 5 EFH Amazon Elastic Compute Cloud (Amazon EC2) #11T1EEE ., ZEHITHEEH
THE  ABRKEHKL,

FTIERARE (Y

BIYHENEBEBENARESIRFREZHEE, RALMFEARBKEHIBE (SCP) REZE OU R HE
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/design-principles-for-your-multi-account-strategy.html
https://docs.aws.amazon.com/controltower/latest/userguide/best-practices.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/controltower/latest/userguide/region-deny.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
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EARENRERBH,

A LAEIB IAM Identity Center AWS 1RF BEEABSRE . BUUABSNE THAIEEMERER
HIRFE , iU EBEECHBRIBNZEERRE (MFA) BRAR |, L UG5 AU ERFER
., BRE MFA R, ATCAEAEEER , flinEsEARESN , t T AEAERER , fl20 YubiKey %
=

IAM Identity Center tt X B R BN G B iR E (IdP) KBS , 620 Okta, JumpCloud # Ping
Identity, MFEFHFMEF , FSEZEN S D REME (IAM Identity Center 3X#4), FEBEE/EZP IdP B
&, BULBEERAEAEEERES BRI , REMEMA IAM Identity Center IREFEUSE AWS tRFE,

REED o


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://aws.amazon.com/blogs/startups/how-setting-up-iam-users-and-iam-roles-can-help-keep-your-startup-secure/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/supported-idps.html

AWS 7 g5l BMAZE AWS IRF

RIEEH

- BEZEHEER (IAM XX4F) UEREER & FEUE,

- IEHEMIEERNEAEEEIRFFEIME. 7 IAM Identity Center 1 , BV KR BEXBEHENTE
#Ho Hlan , ATLARM TR, MK, HENEREERE.

- BE  EBRFEFEIAE AWS IRF WA (BEAHETR) NEEFIMERE AWS t(RFNAZF
REZRFH. BERCHURECRANATHRES , NEERBHIREFEMBEBA AWS tkF M &F
LI

<prefix>-<account name>-<permission set>

o il | ¥AEIE AWS-A-dev-nonprod-DeveloperAccess , AWS-A R—B=FH , EXRR~UE
EVEEEIRF , dev-nonprod 2R F &M , DeveloperAccess RISMMAEMANFITE, HREAE
AWS-0-BillingAccess , AWS-0 FEH R TEEEEBNEFE , BillingAccess RRFHHEMFFA
£, EHESP  ARBEHEHEEABNTEE  FIUABEEBPTI2ETIRFEE,

- WMERIEHE IAM Identity Center E2HAEZ0 SAML & |dP #£EFH , W HBEFEHA MFA , BITTLIERABS
BIfFHUE S (ABAC) A4 BR =8 5 &1 1dP R E IAM Identity Center, 3EiB SAML E4& REEB M,
MEFMENR , F2ERBANREFIUZE B (IAM Identity Center 3X#).

# 0 Microsoft Azure Active Directory 1 Okta Z3F% IdP AI £ SAML E&H# Authentication
Method Reference (amr) EEAMERER MFA AREEEEE IAM Identity Center, FAARE & MFA AR
ERERXNEHRR IdP ME., MEFHMEEN , FSEEN 1dP X,

£ |IAM Identity Center # , AT BUZR M FF AT SR BUR | SURE M W SLFEUER AWS EiR. BUA ABAC
Wi EMMEE , IAM Identity Center E#$ EREEAENBHEEREE IAM |, UEARBERFF .
WMEFHMER , FSEEL ABAC BFFIBUER (IAM Identity Center 3X4), M THIEEHIFAR , A
aws:PrincipalTag &£ 4 MFA B FEUE S A,

"Condition": {
"StringlLike": { "aws:PrincipalTag/amzr": "mfa" }

}

BEKEIRF

EAHT , BFEENFENIRFIIALR YRR EABANRITRS, EBEN—EEERIRESR
Rt , AREERETEMENIRS.

REBEETIER -
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac-policies.html

AWS 75353 WRASIEAWS RS
- BELAFENIRSE

« £ # BET VPC i&E AWS Control Tower

- ERHERE

B Bl FHERVIRF

FEH A AWS Organizations , A SUBBE L RNFEEFERF MALHMER. AEEBPHEERR
FrAILlBEHEHMIREMA ., EZBRFNEESETEER , IRFIEMAER Y HEBNEER
FHEENREIRFRENAMEER. NEFMEN , F2REE AWS IRF MAEBNEZEZNIER
IR B #E £ Y i858 (AWS Organizations X4#).

@ Note

RABEEXRRF B EEMARE £ JUEBFE2RF MARR. NRIRFERBEBNK
8 XAREREST B, NRIRFREREVNHEMEBHNEREIRS | X AMBRZE
o

/A Important

MRLFERFEFENRFFIEMNELRASERAENR , BALUER AWS Cost and
Usage Report #% & A HZE Amazon Simple Storage Service (Amazon S3) #Zir#, £
EZEEMAEB oI BTIHIRE, ERFMABBE , ZEELIFEERRFALES EHR,
ME|HMET , F2BERERENAER/RER Amazon S3 #1ZETEE (AWS Cost and Usage
Report 3X ).

Bi:H

- BRECKANTFENIRE (CURSSEEIFAR) B EAE HEEASEN PBINIEER >
EEEBEN

o RFEER AR EERFIEHIBEMABBRERFNEEFIE, IREHEEE
WREEEEEEGRE  AIXBEERERS HEI OrganizationAccountAccessRole IAM £
&, THEBREFRFTRAEIZACGNWH, WEFHEN K BFSERESBHRERFFPEL
OrganizationAccountAccessRole (AWS Organizations X4 ) o

- HRNEEBFEMABBHEERSF  FRERERFHREER (AWS Organizations X ) , MR
R EFIELEE,

B KA R IR v


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_invites.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_invites.html#orgs_manage_accounts_accept-decline-invite
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_invites.html#orgs_manage_accounts_accept-decline-invite
https://docs.aws.amazon.com/cur/latest/userguide/cur-s3.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_create-cross-account-role
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_create-cross-account-role
https://docs.aws.amazon.com/organizations/latest/userguide/best-practices_member-acct.html
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£ B 8ET VPC 527E AWS Control Tower

BEEB AWS 1RF &R ) Account Factory #E#TEY AWS Control Tower, #EiBfEH Account
Factory , A LATEMRF B AWS 1RF & B £ A B Amazon EventBridge #9 AWS Control Tower 2
&, BN RHERER.

EREHN BFRAWSIRF , SR BHRAEREREIMEER (VPC). R , E&EB Account Factory
REFMRF R , AWS Control Tower 8 B BM 2R/ VPC., MFEFMEH , 2B AWS Control
Tower # VPCs(AWS Control Tower X ) . EEKE , FERIER T , AWS Control Tower B & 1&
R F PR ETRER VPC,

NRAIBEFEHHIRF PN VPC £1TEZ2H, FZAREFEAEM RE AWS CloudFormation
570 Hashicorp Terraform =% Pulumi , REREMEEH VPCs, B BET Account Factory §%7E , M
BrlE 23 B AWS Control Towerfi 2H H At VPC, MFERHA , FSBEXE Amazon VPC R E (AWS
Control Tower X% ) , WERATIIFRE :

1. 15 R RR M 3 o] 7 HURY R BRIE IR

2. ERB FHER LR |, #E 0,

3. £ VPC B WEEH , BRAIEEH,
4. BT HEEF | EE S

REEK

- MBRESEHMES P EBHENTER VPC, ERLERAEERAREIER VPCHERT |, &
REPEE A EC2 #ITER. WHEFMEEN , F2EMBRENTEE FHEEMTERE VPC (Amazon
Virtual Private Cloud X )., &8 LAEKE AWS Control Tower Account Factory for Terraform
(AFT) LB B MIBRFT R SR P PV FEER VPC,

- # AWS IRF #4A dev-nonprod BT fEZZE T/EEH > NonProd BB, ERZIIREDPFEALIR
F. mMERP , F2EFEH HERFE TKIRFE AWS Service Catalog (AWS Control Tower X4 ) o

ERFERE

REZBEMELRAEREREMEN KRB EMHNRE AWS 1RF. B SUREHSERBEEL fHER
F , IFRERBRERMERS , SINEE, RAEH QA BRLAHHEHCHFER , EBRH AWS
RE KNEZRZ K, BE , ERENAABIRE KNG, FEUAT=/EREE :

1 R EET VPC 3% E AWS Control Tower 12


https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/vpc/latest/userguide/default-vpc.html
https://docs.aws.amazon.com/controltower/latest/userguide/vpc-concepts.html
https://docs.aws.amazon.com/controltower/latest/userguide/vpc-concepts.html
https://docs.aws.amazon.com/controltower/latest/userguide/configuring-account-factory-with-VPC-settings.html
https://docs.aws.amazon.com/vpc/latest/userguide/default-vpc.html#deleting-default-vpc
https://docs.aws.amazon.com/controltower/latest/userguide/aft-overview.html
https://docs.aws.amazon.com/controltower/latest/userguide/provision-as-end-user.html
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- THREELE - REEER AWS R PESEER. BIENEEHENZKE AWS IRF. IR
ITHEEHAAMEEERE K M—EIEE8EA T ABIRNREBRELLE , ATEEHR—EFHNS
—BAIEEEECEEETE, NRERK , ST EEFELTHEEH I BETRANKRS b, MEFH
HER , FESE AWS R G5 (AWS — B E),

s RAHE - SITHEEHRHIEBNIREF , IZLERANAEREPEFTIRFBROAES, B
ZRMEREEARZEIEAER , TUAFEAZBERIGBEERNEBIER, MEELNFEMEER ,
ESBIEZERL AWS ER (AWS —fRZ %),

- BETFHN - EI/FARAARER , EEZBUNARE IAM BERLRFIEIR S ERAFE , UE
FEREELIENTEENIEES., EABRE R, EALITE IAM Identity Center AR £ Z IR F
FET A 5 3R 22 M Bl R 5 B 2 B

B%

En
HiF

- BFAWSAWS Control Tower BBk [EiH Z ik F KB RIEEH (AWS Control Tower X# ) .

- BUBMMEREKE , HBEENFNER AWS BER. WFERAEBKBHE, E£KEMN, RERHEM
REHERETHE, UEFHEF A F2RECHSEER AWS —K&28E X#H ),

- TERBZNIEEHBRFTEES., IRIEEENFEREBRKESE , BT EERMEER
B, B RENIEERE ) ATRNIESSE , AWS IRF WA BERESKREEE, WFHEF
MMEA , FFSREFEREINBECEE (Service Quotas X ).
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html#tag-best-practices
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
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BEZIRF BT I MFH

AEAETHIEE :
. IRX{LEREE
 BUHTE
. BUFARMR
. EREAHT

IRNILEESH

AWS Well-Architected Framework WEAFR —ESZRE RS HEE, BRSE THREEESURMMHES
HEBRRESENERA, EEXTHRECHWET, TLARSHEA R N8 i & ERKE |, AfIH L
EIXREBERARBE,

HREEREZRNDH LT , ERFHNESEASNEZEAC, ELFERAEYEME AWS IRFHES
ERETFRIYTER., BEARANAR , ARG FEEREEERRALERFERAERTHEIER
WD, BT HEVERFIER , ATLER AWS Identity and Access Management Access Analyzer
EEFERAER IAM BEBERERANFA , MEBREMZERET T,

RENTBPHEREEN IAM BEIEEREMN. EEERREAER, BAERREFAETUERR
CHEFrASFIEE, flm , MRERAEHENTIER , EEIHN IAM A6 |, BIZFERET
LLEBEM WEIEDER AdministratorAccess SEBERMWH IAM ACRIZAEER,

BELRAE IAM AEMERFGHZEENEAEKNEPXBER, WHENRER | BT LR
BERARSE , RARFMEAR AWS R SHFEE IAM BT 8RER, EABRAR , BWUERGT
AR, & IAM FREEZRGEERE. AR, MBNEESRERRENERE. NFEBRH
Bl , S BT A SRR (GitHub)

FEX&1E (DevOps) MR , bBATAERK , BEETEVEHZEANIFZEBN HBIRBEIEEARE
AREREN. BEETHESHTEAAIMN. EEHVEERENIEVLERNEBER, TEM%
EHEITREACHITH , MAFERBIASMEMBERE. WR DevOps BRI LIEHEBBNERE
R, EHALRD i AKEBEMFITTR TN KRE.

BIUFTAE

B LAMER PR SERERE AWS IRF FEUE AWS IAM Identity Center, FFRAIE R —{EEA , AT
BE—ERZ A IAM BERBEZEZE AWS RF ., EZHEFFAISIEIRG AWS IRFE |, 1AM Identity

IRELEESE 14


https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/operating-model.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://github.com/aws-samples/example-permissions-boundary
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
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Center 821 IAM € |, WHEEH IAM BERKZZIZA®, MEFMEEN K BSREINEETIE
(IAM Identity Center 3Xf),

AWS BREVHEIEXBHTEAGHNFTAIE

plgn | ALY FEIFF A -
. REFTE

. BRASHTE

. EEHTE

T5IFF AT &2 AWS CloudFormation EAMNERIBH . BEXEALRBERER , YATNERE
1TH&]. W% CloudFormation EEAMNFMER , FSE T HEAEAR A (CloudFormation 3 #).

WREEFT A&

B ¥ BBk £ BillingAccessPermissionSet R ##1% AWS Billing £33 & &R S @RS+ AWS Cost
Explorer 9 .

BillingAccessPermissionSet:

Type: "AWS::SSO::PermissionSet"

Properties:
Description: Access to Billing and Cost Explorer
InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:

- 1Sub "arn:${AWS::Partition}:iam: :aws:policy/job-function/Billing"

Name: BillingAccess
SessionDuration: PT8H
RelayStateType: https://console.aws.amazon.com/billing/home

HEABFTAE
T BBk AEA DeveloperAccessPermissionSet RIFEIEEEIRE,

DeveloperAccessPermissionSet:
Type: "AWS::SSO::PermissionSet"
Properties:
Description: Access to provision resources through CloudFormation
InlinePolicy: !Sub |-
{
"Version": "2012-10-17",

IREFF A& 15


https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/gettingstarted.templatebasics.html
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"Statement": [

{

"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:${AWS::Partition}:iam::*:role/CloudFormationRole",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${!aws:PrincipalAccount}",
"iam:PassedToService": "cloudformation.${AWS: :URLSuffix}"

"Effect": "Allow",
"Action": [
"cloudformation:ContinueUpdateRollback",
"cloudformation:CreateChangeSet",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:RollbackStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*",
"Condition": {
"ArnLike": {
"cloudformation:RoleArn": "arn:${AWS::Partition}:iam::${!

aws:PrincipalAccount}:role/CloudFormationRole"

}I
{

I
"Null": {
"cloudformation:ImportResourceTypes": true

}

"Effect": "Allow",

"Action": [
"cloudformation:CancelUpdateStack",
"cloudformation:DeleteChangeSet",
"cloudformation:DetectStackDrift",
"cloudformation:DetectStackResourceDrift",
"cloudformation:ExecuteChangeSet",
"cloudformation:TagResource",
"cloudformation:UntagResource",
"cloudformation:UpdateTerminationProtection"

RBASFISE
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]I

"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*"

iy
{
"Effect": "Allow",

"Action": [
"cloudformation:CreateUploadBucket",
"cloudformation:ValidateTemplate",
"cloudformation:EstimateTemplateCost"

1,

"Resource": "*"

}
InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSServiceCatalogEndUserFullAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSProtonDeveloperAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSBillingReadOnlyAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSSupportAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/ReadOnlyAccess"
Name: DeveloperAccess
SessionDuration: PT8H

HEFTAE
TEERBE R ProductionPermissionSet RIFEAEERE ., WHFAEEEER, EHBRENEIVE,

ProductionPermissionSet:
Type: "AWS::SSO::PermissionSet"
Properties:
Description: Access to production accounts
InlinePolicy: !Sub |-
{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:${AWS::Partition}:iam::*:role/CloudFormationRole",

"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${!aws:PrincipalAccount}",

EEFUE 17
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"iam:PassedToService": "cloudformation.${AWS: :URLSuffix}"

}
}
.
{
"Effect": "Allow",
"Action": "cloudformation:ContinueUpdateRollback",
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*",
"Condition": {
"ArnLike": {

"cloudformation:RoleArn": "arn:${AWS::Partition}:iam::${!
aws:PrincipalAccount}:role/CloudFormationRole"

}
}
},
{
"Effect": "Allow",
"Action": "cloudformation:CancelUpdateStack",
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*"
}
]
}
InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:

- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSBillingReadOnlyAccess"

- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSSupportAccess"

- !Sub "arn:${AWS::Partition}:iam::aws:policy/job-function/ViewOnlyAccess"
Name: ProductionAccess
SessionDuration: PT2H

EIFFAI SR

HEHFAE R , EERMFASNR. LEFASRRE-E#E , ©F IAM FEEEZR RIS EER .
AR, RBNERERARRENERE, SLERE REHTBERMET I RRAFFNEE.

& LATE AWS CloudFormation 88 EZFTFAJ R , A& A CloudFormation StackSets #$ €575 &B
BINZERF, EHHEERE - RECEEESPEYNEZSEBE., NFFAEANET
B2 FFEH AWS CloudFormation StackSets (CloudFormation 3X44).

T %I CloudFormation EIAEMHE IAM A€ | WEN/EAFATREEM IAM B3R, ERMEE L
WEARBEEBFNFIERERE,

BIYFFARR 18


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
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CloudFormationRole:
Type: "AWS::IAM::Role"
Properties:

AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: Allow
Principal:
Service: !Sub "cloudformation.${AWS::URLSuffix}"
Action: "sts:AssumeRole"
Condition:
StringEquals:
"aws:SourceAccount": !Ref "AWS::AccountId"
Description: !Sub "DO NOT DELETE - Used by CloudFormation. Created by
CloudFormation ${AWS::StackId}"
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AdministratorAccess"
PermissionsBoundary: !Ref DeveloperBoundary
RoleName: CloudFormationRole

DeveloperBoundary:
Type: "AWS::IAM::ManagedPolicy"
Properties:

Description: Permission boundary for developers
ManagedPolicyName: PermissionsBoundary
PolicyDocument:
Version: "2012-10-17"
Statement:
- Sid: AllowModifyIamRolesWithBoundary
Effect: Allow
Action:

- "iam:AttachRolePolicy"

- "iam:CreateRole"

- "iam:DeleteRolePolicy"

- "iam:DetachRolePolicy"

- "iam:PutRolePermissionsBoundary"

- "iam:PutRolePolicy"

Resource: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:role/app/*"

Condition:
ArnEquals:
"iam:PermissionsBoundary": !Sub "arn:${AWS::Partition}:iam::
${AWS: :AccountId}:policy/PermissionsBoundary"
- Sid: AllowModifyIamRoles

BIYFFARR
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Effect: Allow
Action:

- "iam:DeleteRole"
- "iam:TagRole"

- "iam:UntagRole"

- "iam:UpdateAssumeRolePolicy"

- "iam:UpdateRole"

- "iam:UpdateRoleDescription"
Resource: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:role/app/*"

- Sid: OverlyPermissiveAllowedServices

Effect: Allow
Action:

- "lambda:*"

- "apigateway:*"

- "events:*"

- "s3:*"

- "logs:*"
Resource: "*"

CloudFormationRole &€, PermissionsBoundary Bl LA & DeveloperAccess 5F Al £ 3t & fE LUIR EE
THIFFH :

- fEF#E AWS BRFETTiEIB ReadOnlyAccess AWS S EBUR , WA ZBFER HHTHBEFE.

« EAETEIR AWSSupportAccess AWS S EBRFREFZEBIR BRI,

- EAETIERB AWSBIllingReadOnlyAccess AWS ZEBUR |, LAMEE S X FE AWS Billing 12 A
£iRo

- fEAZ T LAEB AWSProtonDeveloperAccess AWS Z &R AWS Proton , f fiIEFHIRE,

. EAZ T LUEIB AWSServiceCatalogEndUserFullAccess AWS Z &R , #& Service Catalog iz
Emo

o fERAE A LUEIB AR R R 3 A i & 21T CloudFormation $872<HY B 2%,

- EiBEA CloudFormationRole IAM &€& , fEAE TN, FEHFHUMIEREMLL app/ FBEH

CloudFormation £,

- EAZETLEA CloudFormation 2RE ., E# MR app/ FEEERY IAM A
& , PermissionsBoundary IAM BUR A Bh L H IR A HER,

- FA#ERBEMFEA CloudFormation #i2 AWS Lambda Amazon EventBridge. Amazon
CloudWatch, Amazon Simple Storage Service (Amazon S3) 1 Amazon AP| Gateway &iR,

BIYFFARR 20
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TEERTREERE PINREAR) MAEAREREHAEENFFTE. IAM BSHFFARR , &£
FEWRF PRI IAM A6 :

1. EAZE S |IAM Identity Center # 1T , I 1& DeveloperAccess IAM B &,

2. FAEEME cloudformation:CreateStack E{E , W& & CloudFormationRole IAM A&,
3. FFAEGRE iam:CreateRole EfEXEA CloudFormation I F#Y IAM A,

4. PermissionsBoundary IAM BURE2ERZ#HE IAM A,

&) AWS Cloud
Management account mEl  Member account
o g )
v v
v v
x x
DeveloperAccess AdministratorAccess
permission set managed policy
U . DeveloperAccess CloudFormationRole New IAM role
ser 1AM IAM role IAM role CloudFormation
Identity Center
T 0
v
X
PermissionsBoundary
|AM policy

CloudFormationRole £ & E [ AdministratorAccess SEHX , {BHMA PermissionsBoundary

IAM B3R , CloudFormationRole A& H & MFFAIZ R M PermissionsBoundary B

%, PermissionsBoundary BU3RTE fufF iam:CreateRole BMERESRBAY  EARRIAGEERN
ARRETREEVAR,

EEEAFA

BEREAGFUE, FARREM CloudFormationRole IAM B |, A LRSI EEEZERGE B
FNEE, EEWRALELTIRRFEEFIE  IHBEEARESREERNZEREER,

BETUEARKESAS , ©E80 AWS REBR T , MAREGHEER. ETUARRBERT
AR, MARKFFAIR TR IAM 8 (ERE. ERAERERAG®), flm , AWS Proton M AWS

EEEARFH 21


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_administrator
https://docs.aws.amazon.com/proton/latest/userguide/Welcome.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
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Service Catalog WIREZ ACRUWELMEBCHWE R, BERMRE K MEFEFFUIERSG IAM £
B, mMEFHMEF , BFSEATEE IAM EENAWS RGN REEESE (1AM XH).
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://www.terraform.io/
https://www.terraform.io/
https://www.pulumi.com/
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-peering
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/tgw/transit-gateway-centralized-router.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-service-network.html
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https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://aws.amazon.com/servicecatalog/
https://aws.amazon.com/servicecatalog/
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-egress-to-internet.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/suricata-examples.html#suricata-example-domain-filtering
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall-domain-lists.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall-rule-actions.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms-network-acl.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-overview-DSN-queries-to-vpc.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall-managed-domain-lists.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/profiles.html
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https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-access-to-vpc-private-endpoints.html#interface-vpc-endpoints
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/catalogs_portfolios_sharing_how-to-share.html#portfolio-sharing-organizations
https://docs.aws.amazon.com/proton/latest/userguide/ag-env-account-connections.html
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https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_data-sources.html#guardduty_vpc
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/general/latest/gr/guardduty.html#guardduty_region
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html#delegated-admin-designate
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html#delegated-admin-designate
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html#delegated-admin-designate
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-notes.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-integrate.html
https://docs.aws.amazon.com/macie/latest/user/account-mgmt-costs-calculations.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html

AWS 7 g5l BMAZE AWS IRF

B ISFEEL Security Hub 8 B AWS Organizations , {8 P EERF W LUSHABH NI MRS IEE
A Security Hub BB EWRF, A% , Security Hub EEERF R AT BB MNEBEZ P E K EIR
B, MEFHMEN , F2BEH AWS Organizations EE R F (Security Hub 324 )

Security Hub R —EHEBM R, EXRTEVEAEESMHNEEESFFEA Security Hub AWS
Organizations , MEBZXARBEAEHEREREES,

Ei :I:Eﬁ%

o BESRIRETIER (Security Hub 3X#).

- EEEERERN , AENEBZEIR security-tooling-prod 1R F LLEE Security Hub, MEFFMMENA |
ZRBEE Security Hub EE EIRF (Security Hub 3X#),

- # Security Hub X EBEFIE A AWS RS BB EEFMIH -
« BRA AWS Eft L & HIEEFIZAE (Security Hub X4) , BRIERMBRELZERZEER.
- BUAEEHEE (Security Hub X#) , 1t E—EEHBREMEEFTE Security Hub BEZER.

3

EIIEII

RERD X


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-prereq-orgs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-setup-prereqs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html

AWS 5 &5l

REZIRFRENBD

LHNFEARERLRERREBETENEZERIY , TUERE, ERFMEIARELE4MUEFER
ENE AL, BOBETHBEEERTFIERFNEREECREEROBR, EROBEF , &
A AABNERRENTBHEMEE, WEFMEN , F2EEHPBEE (AWS Organizations X )
MEFHMEN , F2H PREEOZEN T AZEREEL AWSAWS REIER ) .

BIRAZE AWS RF

32


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_backup.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-best-practices/welcome.html
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https://aws.amazon.com/blogs/mt/cross-account-configuration-with-aws-appconfig/
https://aws.amazon.com/blogs/mt/cross-account-configuration-with-aws-appconfig/
https://repost.aws/knowledge-center/resolve-cnamealreadyexists-error
https://repost.aws/knowledge-center/resolve-cnamealreadyexists-error
https://docs.aws.amazon.com/codeartifact/latest/ug/copy-package.html
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https://repost.aws/knowledge-center/dynamodb-cross-account-migration
https://repost.aws/knowledge-center/share-ebs-volume
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-settings-examples.html#registry-settings-examples-crossaccount
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-permissions-examples.html#registry-permissions-examples-all
https://docs.aws.amazon.com/efs/latest/ug/efs-replication.html
https://repost.aws/knowledge-center/elasticache-redis-migrate-best-practices
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environment-configuration-savedconfig.html
https://repost.aws/knowledge-center/elastic-beanstalk-migration-accounts
https://repost.aws/knowledge-center/elastic-beanstalk-migration-accounts
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-eips.html#transfer-EIPs-intro
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-eips.html#transfer-EIPs-intro
https://docs.aws.amazon.com/lambda/latest/dg/configuration-layers.html#configuration-layers-permissions
https://lightsail.aws.amazon.com/ls/docs/en_us/articles/amazon-lightsail-exporting-snapshots-to-amazon-ec2
https://lightsail.aws.amazon.com/ls/docs/en_us/articles/amazon-lightsail-exporting-snapshots-to-amazon-ec2
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-copy-snapshot.html
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-share-snapshot.html
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#H 2% Amazon Redshift REEBBETERNEE AWS 1RF , BRI UERFIRFHAEUEENFE
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https://repost.aws/knowledge-center/opensearch-restore-data
https://repost.aws/knowledge-center/opensearch-restore-data
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/replication.html
https://repost.aws/knowledge-center/rds-snapshots-share-account
https://repost.aws/knowledge-center/rds-snapshots-share-account
https://repost.aws/knowledge-center/account-transfer-redshift
https://repost.aws/knowledge-center/account-transfer-redshift
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-transfer-between-aws-accounts.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-transfer-between-aws-accounts.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-transfer-between-aws-accounts.html#domain-transfer-between-aws-accounts-hosted-zone
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-migrating.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-change-owner.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-owner-condition.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-owner-condition.html
https://aws.amazon.com/blogs/aws/heads-up-amazon-s3-security-changes-are-coming-in-april-of-2023/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-batch-replication-batch.html
https://repost.aws/knowledge-center/sagemaker-cross-account-model
https://repost.aws/knowledge-center/sagemaker-cross-account-model
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms.html
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/consolidated-billing.html
https://docs.aws.amazon.com/cur/latest/userguide/cur-consolidated-billing.html
https://aws.amazon.com/solutions/implementations/account-assessment-for-aws-organizations/
https://aws.amazon.com/solutions/implementations/account-assessment-for-aws-organizations/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-best-practices/welcome.html
https://aws.amazon.com/blogs/startups/how-setting-up-iam-users-and-iam-roles-can-help-keep-your-startup-secure/
https://aws.amazon.com/blogs/security/how-to-let-builders-create-iam-resources-while-improving-security-and-agility-for-your-organization/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://github.com/aws-samples/aws-control-tower-org-setup-sample
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https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/transitioning-to-multiple-aws-accounts.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/set-up-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html#best-practices-egress
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html#best-practices-egress
https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/set-up-organization.html#organization-best-practices
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/billing-considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/resource-migration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/network-connectivity.html#connecting-applications
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/network-connectivity.html#connecting-applications
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/create-landing-zone.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/add-initial-users.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/add-initial-users.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html#best-practices-egress
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html#best-practices-egress
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/creating-a-permissions-boundary.html
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS 7 g5l BMAZE AWS IRF

CDC

ESREEEREEL
£ 5 G R (CDC)
EREERRER (INERERE) WEEYCHEREBENPRENNER. B0 CDC AR
BEAR , IR IEBEEERRETHNEEURERSD,
BHEIRE
WMESIAMBER B REEES , LUAEARKAEE, B BUEHA AWS Fault Injection Service (AWS

FIS) S1THE , BEN AWS THSRSBRE D | BFERELE,
Cl/CD

RSN RE A NBERA,
5%

BEORELFANSEREF. AR ERBEN ML EETEAISEE. HREKXERETE, 6l
o, REARFENEEEPREERE,
P i 0 28

EEE AWS R ZWERZH , EXREMEER,
E ik S#F A (CCoE)

—EZEBRER , THBEEASHNEREAIE  SREEZRERREERX. ADHER. FIEE
BIEFERARESHEHBETAREER, MEFHER , F28 AWS Ein BERBIBER LN
CCoE j{ﬁo

BERARERERFEN 0T REEENEREN. BmEEREEEEIEEEERIM,
RimiRFEE

BT @8R, AREE. BANSREIL-—HNSESHRRBNREEE, MEFMAENR ,

LN ERRFEE,

SRAEHEER

T
W
&0
-

HRETERE KERSEENDLERR AWS EiF :
« ER -7 -LEEBREABNERUETHESRENZE MR
- Eff -HTERRENEREZREA (Bl , B ZMEEREE, % CCoE. BIZEMET)



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
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https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
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